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Abstract

Fault injection techniques have been used for a long time to evaluate the depend-
ability of a given hardware, software or system implementation. The basic idea is to
deliberately create faults into the environment under test after putting it into oper-
ation. The system under test is excited with application test vectors and data are
collected on the outputs and also potentially on internal signals. At the end, these
data can be used in order to analyse the behaviour of the system when faults occur.

This work focuses on hardware-based fault injections, in digital circuits. In this
context, it was proposed to take advantage of hardware prototyping to improve and
accelerate the execution of the whole fault injection campaign. Reconfigurable hard-
ware (and especially FPGA devices) is a good candidate to implement the prototypes
used to perform fault injections. The reconfiguration of an FPGA can however take
a long time and this can be a limitation of prototyping-based techniques, especially
if the device must be reconfigured several times. To overcome this problem, the work
presented in this thesis aims at taking advantage of partial (also called local) recon-
figuration capabilities of the hardware. In this case, only a part of the device must
be reconfigured when changes are made. The use of partial reconfiguration capabil-
ities results in an important time gain when only few differences exist between two
successive configurations of the FPGA.

Until now, hardware prototyping was used for the execution of the application on
faulty versions of the circuit. The fault injection itself was generally made by means of
internal logic elements controlled by external signals. These elements were added by
modifying either the high level description (e.g. behavioural VHDL) or the gate level
description of the circuit, before implementing the prototype. The idea developed
in this thesis is not only to execute the application in reconfigurable hardware but
also to realise the injection of faults directly in the device (FPGA), taking advantage
of the reconfiguration capabilities. Like this, each fault injection (or fault removal)

necessitates a partial reconfiguration of the device. On the other hand, the initial



description of the system must not be changed before implementing the prototype.
This thesis demonstrates the feasibility of such an approach, for two main types of
faults (stuck-at faults and asynchronous bit-flips modeling Single Event Upsets). The
injection process using partial reconfiguration has been automated for these types of
faults in the case of Virtex-based prototypes. The advantages and limitations with
respect to existing techniques have been analysed. Finally, the work concludes on the
major parameters that must be optimised to implement an efficient fault injection

system based on partial reconfiguration.



Résumé

Des techniques d’injection de fautes ont été utilisées depuis de nombreuses an-
nées pour évaluer la sireté de systémes ou de composants (matériels ou logiciels).
Ces techniques sont fondées sur la création délibérée de fautes dans le systéme a tes-
ter, pendant I’exécution d’une application. Les sorties du systéme, et potentiellement
certains signaux internes, sont enregistrés et ces données sont utilisées a la fin des
expériences pour analyser le comportement du systéme en présence de fautes.

Le travail présenté dans cette thése est focalisé sur des injections de fautes au ni-
veau matériel, dans des circuits digitaux. Dans ce contexte, 1'utilisation de prototypes
a été proposé pour améliorer et accélérer la réalisation des campagnes d’injection. Les
réseaux programmables (et en particulier les réseaux de type FPGA) sont de bons
candidats pour implémenter de tels prototypes. La reconfiguration d’un FPGA peut
toutefois nécessiter un temps assez long, ce qui peut constituer une limitation des
techniques basées sur le prototypage, surtout si de nombreuses reconfigurations sont
nécessaires pour réaliser 'injection des fautes. Afin de résoudre ce probléme, cette
thése propose de mettre a profit les possibilités de reconfiguration partielle (ou lo-
cale) de certains réseaux. En utilisant cette possibilité, seule une partie du réseau doit
étre reconfigurée lorsque des modifications sont requises, ce qui conduit a des gains de
temps notables lorsque seules quelques différences existent entre deux configurations
successives.

Jusque 14, le prototypage matériel n’a été employé que pour exécuter I'application
sur des versions de circuits modifiées pour injecter les fautes souhaitées. L’injection
elle-méme était réalisée grace a des dispositifs ajoutés dans le circuit et commandés par
des signaux externes. Ces modifications étaient introduites soit dans la description de
haut niveau (par exemple, VHDL comportemental) soit dans la description au niveau
portes, avant d’'implémenter le prototype. L’idée développée dans cette thése est non
seulement d’exécuter I’application sur un prototype, mais aussi de réaliser 1’injection

des fautes directement dans le composant (FPGA) en tirant profit des possibilités de



reconfiguration. De cette fagon, chaque injection (ou suppression) de faute nécessite
une reconfiguration partielle du FPGA. En revanche, la description initiale du circuit
n’a pas a étre modifiée avant I'implémentation du prototype.

Cette thése démontre la faisabilité d’une telle approche, pour deux types de fautes
majeurs (les collages et les inversions de bits asynchrones, qui modélisent les fautes de
type Single Event Upset). Le processus d’injection utilisant la reconfiguration partielle
a été automatisé pour ces types de fautes dans le cas de prototypes implémentés
sur des réseaux Virtex. Les avantages et les limitations par rapport aux techniques
existantes ont été analysés. Enfin, la thése conclut sur les principaux paramétres
devant étre optimisés pour implémenter un environnement d’injection de fautes fondé

sur la reconfiguration partielle.



Résumé étendu en Francais

Introduction

Le but de la recherche effectuée dans le cadre de cette thése de doctorat en co-
tutelle est d’exploiter les possibilités de ’application de la reconfiguration dynamique
(partielle) dans le domaine de 'injection de fautes.

Les différentes techniques d’injection de fautes ont été reconnues comme néces-
saires pour la validation de la stireté d’un systéme en analysant le comportement des
dispositifs quand une faute survient. Le matériel reconfigurable (réseaux program-
mables, tels que les FPGA) est approprié pour implémenter et tester des prototypes
en synthétisant des descriptions de haut niveau (par exemple, en VHDL). De plus,
le prototypage permet de faire des émulations "in-system" avant la fabrication des
circuits, ce qui permet d’analyser les interactions temps réel du circuit avec I’environ-
nement applicatif. L’application de I'injection de fautes dans un prototype matériel
peut donc étre une approche intéressante pour évaluer t6t dans le cycle de conception
les caractéristiques de stireté.

La reconfiguration dynamique (Run-Time Reconfiguration - RTR) est une tech-
nique bien connue qui correspond a la reconfiguration du matériel pendant 1’exécution
d’une application. Il existe plusieurs sortes de RTR, selon que le dispositif est recon-
figuré totalement ou seulement partiellement a chaque pas de reconfiguration. Nous
proposons d’utiliser la RTR, et plus particuliérement la RTR partielle, pour accélérer

I’injection de fautes dans un prototype matériel.

Etat de ’art du calcul sur support reconfigurable

Les architectures reconfigurables (" Reconfigurable computing") évoquent la possi-
bilité de pouvoir changer I’architecture d’un systéme informatique en temps-réel. Les

ordinateurs de nos jours ont en général une structure matérielle figée, basée sur un



microprocesseur. Les composants figés peuvent étre classifiés comme : logique (PLAs,
réseaux de portes, etc), controle embarqué (e.g. controleurs ASICs, ou circuits VLSI)
et microprocesseurs (e.g. x86, 68000, PowerPC). En méme temps que la puissance
des microprocesseurs augmente avec chaque nouvelle génération, le besoin de nou-
velles fonctionnalités dans les applications entraine une modification progressive des
contraintes de conception des systémes.

Les systémes de reconfigurable computing, si on les compare au matériel figé, ont
comme principale différence la possibilité de pouvoir changer leur architecture de
maniére logicielle pour les rendre optimaux pour ’exécution des différentes phases de

I’application. On peut établir trois catégories de matériel reconfigurable :
— logique (FPGAs)
— controle embarqué (e.g. co-processeurs reconfigurables)

— ordinateurs (des plates-formes complétement reconfigurables utilisant des FP-

GAs dans un systéme qui a pour cible les applications générales)

Les circuits reconfigurables profitent des avantages du parallélisme, et ils peuvent
avoir un surcoiit moins important pour les accés mémoire, pour les opérations de
branchement et pour le décodage des instructions. Les approches d’implémentation
les plus importantes [64] du calcul sur support reconfigurable sont la reconfigura-
tion statique (Compile-Time Reconfiguration, CTR) et la reconfiguration dynamique
(Run-Time Reconfiguration, RTR). La reconfiguration statique est une stratégie sta-
tique ou chaque application est constituée d’une seule configuration. La reconfigu-
ration dynamique est une stratégie dynamique ol une application est constituée de
plusieurs configurations qui résident a des moments différents sur le support reconfi-
gurable et qui collaborent a I’exécution de I’application globale. Dans les sections qui

suivent, nous allons traiter ces deux classes de reconfiguration.

Reconfiguration statique (CTR)

La CTR est ’approche la plus simple et la plus utilisée pour I'implémentation des
applications sur des circuits reconfigurables [64]|. La caractéristique la plus impor-
tante des applications CTR est le fait qu’elles ne se sont constituées que d’une seule
configuration matérielle. Avant I’exécution de 'opération, les FPGAs sont chargés
avec leurs configurations, et une fois ’exécution de ’application commencée, ils res-

tent dans cette configuration jusqu’a la fin de I'exécution (Fig. 1). Cette approche est



trés similaire & D'utilisation des ASICs pour accélérer I'exécution d’une application.
En effet, du point de vue de ’application cela revient dans ce cas au méme d’utiliser
des FPGAs ou des ASICs comme matériel car le matériel ne change pas au cours de
I’exécution de I'application. La plus grande similarité entre la conception matérielle
conventionnelle et la conception CTR est la stratégie statique d’allocation du maté-
riel : dans les deux cas, le matériel est statique pour toute I'application. Bien que la
technologie FPGA puisse permettre une approche dynamique, les applications CTR

gardent la caractéristique statique pour simplifier le concept.

Configuration Exécution |—

F1G. 1: Reconfiguartion statique (CTR)

Reconfiguration dynamique (RTR)

Alors que les applications CTR associent les éléments logiques d’une maniére sta-
tique pour toute la durée de ’application, les applications RTR utilisent une allocation
dynamique qui réorganise le matériel pendant I’exécution [95]. Chaque application est
constituée de plusieurs configurations pour chaque FPGA, chaque configuration im-
plémentant une fraction de 'application. Alors, contrairement aux applications CTR
qui configurent les FPGAs définitivement une fois avant 1’exécution, les applications
RTR les reconfigurent plusieurs fois durant I’exécution d’une application donnée.

La nature dynamique du matériel introduit deux nouveaux problémes [64]|. Le
premier est la partition de I’algorithme en segments qui ne doivent pas (ou qui ne
peuvent pas) étre exécutés concurremment (on appelle cela partitionnement tempo-
rel). Les éléments de chacun de ces segments seront exécutés concurremment, et on
charge ces segments dans le matériel reconfigurable I'un aprés 'autre. Comme cela,
les différents segments sont exécutés séquentiellement. Il est possible de réaliser un
partitionnement temporel d’un algorithme en tenant compte des différentes phases de
I’opération. Chaque phase peut étre associée ensuite & un segment différent, c’est-a-

dire a une configuration de FPGA. Ces configurations sont chargées ensuite dans les



FPGAs.

La reconfiguration dynamique a été introduite a cause de contraintes de ressources.
Il n’est pas toujours possible d’implanter d’une maniére statique des applications de
taille importante car les ressources matérielles utilisables sont en général limitées. La
reconfiguration dynamique permet d’utiliser moins de ressources car c’est toujours
juste une partie de ’application qui réside dans le matériel, pas ’application dans
sa globalité. Les configurations d’une application RTR doivent rester dans le circuit
pour une période déterminée, et étre remplagables aprés cette période. Cela pose
un probléme car presque tous les outils de développement considérent un modéle
statique et donc ne tiennent pas compte de cette phase de remplacement lors du
développement. La deuxiéme problématique introduite par les systémes RTR est le
controle du comportement entre les configurations. Ce comportement est constitué
de la communication entre les différentes configurations et de 1’échange des données
entre elles : des configurations produisent des données intermédiaires qui formeront
les données d’entrée de la prochaine configuration chargée. Les configurations doivent
étre ainsi construites d’une maniére trés rigoureuse en tenant compte des différentes
phases de ’application pour que les données intermédiaires soient correctement gérées.

Deux approches de base existent pour implémenter des applications RTR : Globale
ou Locale (celle-ci aussi appelée "partielle"). Les deux approches utilisent plusieurs
configurations pour réaliser une seule application, et les deux reconfigurent les FP-
GAs pendant ’exécution de I'application. La différence entre les deux approches se
trouve dans l'allocation du matériel. Nous allons examiner d’un peu plus prés ces

deux approches dans les deux sections suivantes.

RTR Globale

Pour la RTR Globale on implique toutes les ressources matérielles lors de chaque
pas de reconfiguration. Comme cela il est possible de partager ’application en phases
temporelles, et chaque phase représente une configuration qui occupe toutes les res-
sources reconfigurables (Fig. 2). Dans le cas d’une application utilisant la RTR Globale
il faut diviser I'application en partitions plus ou moins de méme taille pour avoir une
utilisation efficace des ressources reconfigurables [64]. Il est bien évident que cette
étape de division est itérative, car il est difficile de juger de la taille d’'une partition
avant le placement et le routage. Il faut créer une partition initiale et itérer ensuite

tant sur le schéma que sur la partition jusqu’a ce qu’on obtienne des partitions de



tailles plus ou moins équivalentes. Une problématique élémentaire se pose car aucun
outil ne peut simuler directement la transition d’une configuration a une autre. Mais
le désavantage majeur de 'approche RTR Globale est la complexité de la tache pour
créer des partitions de méme taille. Si on n’est pas capable de le faire, 'utilisation
des ressources FPGA ne sera pas économique.

Une fois que I'on a partitionné notre application, il faut matérialiser la commu-
nication entre les différentes configurations. Puisque chaque phase occupe toutes les
ressources reconfigurables, les interfaces entre les configurations peuvent étre fixées et
tous les modules peuvent étre concus dans le méme contexte. Normalement, pendant
I’exécution de ’application, chaque phase, aprés chargement de sa configuration, exé-
cute sa tache et place ensuite ses résultats intermédiaires dans une ressource fixée,
par exemple dans une mémoire ou un registre. La configuration suivante va y lire ses
données d’entrée. Ceci est répété jusqu’a la fin de I'application.

L’avantage le plus important de la RTR Globale est qu’elle est relativement simple.
Une fois que le partitionnement est fait, des outils conventionnels peuvent étre utilisés.
Chaque partition peut étre plus ou moins considérée comme un module indépendant
et 'outil peut tenter de faire des optimisations sur la partition.

Plusieurs applications ont déja été développées en RTR, par exemple le RRANN
qui est un systéme appliquant la RTR aux réseaux de neurones [51] [52] [53]. A part
cela, il existe de nombreuses autres applications utilisant la RTR et la reconfiguration

partielle.

Fia. 2: RTR Globale



RTR Locale (partielle)

La RTR Locale (partielle) est une approche encore plus flexible que la RTR Glo-
bale. Comme on peut facilement le deviner, les applications en RTR partielle re-
configurent des sous-ensembles de logique d’une maniére locale ou sélective pendant
Pexécution (Fig. 3). N'importe quelles ressources peuvent étre reconfigurées n’importe
quand, méme une partie d’un seul FPGA peut étre reconfigurée. Cette flexibilité rend
possible une allocation plus fine des ressources matérielles que celle permise par la
RTR Globale. Contrairement a la RTR Globale, on charge seulement les éléments
logiques nécessaires dans les ressources matérielles et on réduit ainsi le temps de
chargement des configurations et on obtient une utilisation plus efficace du matériel.
Un autre avantage de la RTR Locale est la possibilité de ne reconfigurer que les par-
ties dynamiques du systéme, les fonctions statiques restant inchangées dans le FPGA
tout au long de I’exécution.

La conception des applications avec RTR Locale est basée plutot sur un parti-
tionnement fonctionnel [64] contrairement au partitionnement en phases de la RTR
Globale. Ces partitions ne doivent pas étre entiérement exclusives puisque plusieurs
d’entre elles peuvent étre actives en méme temps, alosr qu’avec la RTR Globale il
n’y a qu'une seule partition qui est active a un instant donné. Toutes ces partitions
ou opérations peuvent étre considérées comme des modules indépendants qui sont
chargés dans les FPGAs a la demande. Il est important de noter que plusieurs de ces
partitions peuvent étre chargées simultanément et que chaque partition peut occuper
un nombre arbitraire de ressources des FPGAs.

Avec sa granularité fine, la RTR partielle a ’avantage principal sur la RTR Globale
de mieux utiliser les ressources FPGA, tout particuliérement pour les applications qui
ne peuvent pas étre facilement divisées en partitions temporelles de taille identique.
Malheureusement ce gros avantage représente un désavantage important aussi [64]
puisque la complexité du systéme croit simultanément. Les interfaces dans le cas
de la RTR Locale ne sont pas fixées, et peuvent changer avec chaque configuration.
Quand plusieurs configurations sont chargées en méme temps dans la méme ressource
il faut bien traiter leurs interfaces pour que la communication entre elles soit correcte.
En plus, il faut s’occuper du placement et routage aussi pour assurer 1’échange cor-
rect de données entre les configurations. Il faut aussi s’occuper du partitionnement
matériel /logiciel concernant 1’ordonnancement des processus [72].

Malheureusement les outils de conception ne supportent pas trop la RTR partielle.



Ils ne rendent possibles ni la simulation des transitions entre les configurations ni le
controle du routage et du placement des configurations dans le contexte des autres
configurations.

Un systéme qui applique la RTR Locale est RRANN-2 dans le domaine des réseaux
de neurones et des processeurs programmables, ou bien le DISC (Dynamic Instruction
Set Computer) [140].

A A 1
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Fic. 3: RTR Locale

Injection de fautes : modéles VHDL et prototypes ma-
tériels

Comme mentionné précédemment, des techniques d’injection de fautes ont été
proposées il y a déja longtemps pour évaluer la siireté d’un certain circuit ou d’une
implémentation d’un systéme. La plupart des approches proposées jusqu’ici sont appli-
quées quand le systéme ou le circuit est disponible. Ces approches incluent I'injection
de fautes sur les broches d’entrée/sortie, la corruption de mémoire [102], Iinjection
d’ions lourds, la perturbation de I’alimentation 82|, I'injection de fautes par laser [120]
ou l'injection de fautes logicielle [76].

Plus récemment, plusieurs auteurs ont proposé d’appliquer I'injection de fautes
tot dans le processus de conception. L’approche principale consiste a réaliser I'injec-
tion de fautes dans des modéles de haut niveau du circuit ou du systéme (le plus
souvent, dans des modéles décrits en VHDL). [47] décrit par exemple l'injection de
fautes dans des descriptions VHDL comportementales de systémes & base de micro-
processeur. [71] et [131] ou [23]| proposent Iinjection de différentes sortes de fautes
dans le modéle VHDL d’'un circuit & plusieurs niveaux d’abstraction et appliquent

des techniques variées basées sur la description initiale VHDL ou des commandes de



simulation. Comme dans [47], des simulations sont utilisées pour évaluer I'impact des
fautes sur le comportement du circuit. Comme mentionné dans [88], le désavantage
principal de telles simulations est la grande quantité de temps nécessaire pour exécu-
ter les expériences quand de nombreuses fautes doivent étre injectées dans un circuit
complexe.

Pour affronter les limitations en temps de simulation, il a été proposé de profiter
du prototypage matériel, en utilisant un émulateur matériel ou un systéme reconfi-
gurable & base de FPGA [87]. Un autre avantage de I’émulation est de permettre au
concepteur d’étudier le comportement réel du circuit dans ’environnement de 1’ap-
plication, en considérant des interactions temps-réel [22]. Quand un émulateur est
utilisé, la description VHDL initiale doit étre synthétisable, bien sfir. Dans certains
cas restreints, les approches développées pour I’émulation de fautes (e.g. [38], [139])
peuvent étre appliquées pour injecter des fautes. Néanmoins, ces approches sont li-
mitées en général a 'injection de fautes de collage (stuck-at). Dans le cas particulier
de I’émulateur SimExpress, les fautes pouvaient aussi étre injectées dans le circuit
prototype en profitant des fonctionnalités embarquées de I’émulateur [1]. Toutefois,
cette fonctionnalité n’existe pas dans les émulateurs actuellement disponible dans le
commerce. de plus, cette sorte d’injection était limitée au modéle des fautes de col-
lage simples. Dans la plupart des cas, des modifications doivent donc étre introduites
dans la description initiale pour pouvoir réaliser les injections de fautes. Il faut alors
conserver une description synthétisable et satisfaire plusieurs contraintes liées au ma-
tériel d’émulation [88]. Les modifications peuvent donc étre délicates a effectuer et il
peut étre nécessaire de générer plusieurs descriptions différentes, chacune permettant
I’injection d’un certain ensemble de fautes. Dans ce cas I’émulateur matériel doit étre
reconfiguré complétement plusieurs fois, ce qui est une tache qui nécessite beaucoup
de temps (en tenant compte des temps de synthése, placement et routage) et qui
réduit donc le gain en temps d’exécution comparé a la simulation.

Le but principal de la recherche effectuée dans le cadre de cette thése de doctorat
était de proposer une nouvelle méthodologie permettant de profiter des avantages de
I’émulation tout en évitant certains de ses inconvénients. Un avantage de la nouvelle
méthodologie est d’éviter toute modification de la description initiale pour injecter une
faute. Un autre avantage possible est la réduction du temps de reconfiguration global
quand une campagne d’injection de fautes est exécutée sur un émulateur matériel (en

évitant plusieurs configurations correspondant aux différentes descriptions modifiées).



Par ailleurs, le temps de reconfiguration est également réduit en tirant profit des

possibilités de reconfiguration partielle.

Une nouvelle méthodologie utilisant le calcul sur sup-
port reconfigurable pour l’injection de fautes

Dans le cas du prototypage matériel "classique", I'injection de fautes est réalisée
par modification du code VHDL. Dans un deuxiéme temps, le code est synthétisé
et la description au niveau portes (netlist) est générée. Aprés placement et routage,
la configuration du circuit peut étre chargée dans le FPGA dans un format binaire
(bitstream). Finalement, l’application est exécutée dans le matériel reconfigurable
et une analyse du comportement en présence de fautes peut étre réalisée. Pendant
I’exécution des expériences, 'injection des fautes est commandée par des signaux
externes ajoutés lors de la modification de la description du circuit.

Le flot de ce type d’injection de faute est montré en figure 4.

VHDL modifié

Synthése
Placement & Routage

Bitstream

Chargement

|

Exécution

Analyse

F1G. 4: Injection de faute en modifiant la description VHDL initiale

Dans cette approche, afin de tenir compte des limitations matérielles de 1’émula-
teur (nombre de broches et nombre de portes), il peut étre nécessaire de générer plu-

sieurs versions modifiées du circuit contenant différentes sortes d’injecteurs de fautes
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correspondant a des structures trés similaires. Ces descriptions sont synthétisées et
chargées séparément pour analyser le comportement du circuit avec les différentes
fautes (Fig. 5).

La méthodologie développée dans le cadre de cette thése est basée sur I'injection de
fautes au plus bas niveau : la description initiale est synthétisée sans modification, et
les fautes sont injectées directement dans le circuit pendant ’exécution sur I’émulateur
en appliquant une approche RTR (partielle). Il est aussi possible d’injecter les fautes
dans le fichier bitstream, et d’effectuer ensuite la reconfiguration partielle. Comme
cela, le circuit ne doit pas étre resynthétisé, mais seulement rechargé dans le matériel

reconfigurable. Cette approche est montrée en figure 5.

Description
VHDL

Synthese

Placement & routage

Bitstream

Chargement

Injection de faute
(Modifications du bitstream)

Reconfiguration Globale ou Locale

Exécution

Analyse

F1G. 5: La méthodologie proposée d’injection de fautes

La section suivante décrit les principes d'implémentation de la méthodologie pro-

posée. Un apercu de I'interface JBits, avec laquelle 'implémentation a été réalisé, est



11

donné ensuite.

L’implémentation de la méthodologie proposée

Avec la méthodologie proposée, I'injection de deux sortes de fautes a été réalisée :
fautes de collage et SEUs. Les deux sections suivantes décrivent la technique d’injec-
tion de ces fautes dans le cas d’une implémentation sur réseau programmable Virtex

(Xilinx).

L’injection de fautes de collage

Considérant la structure interne d’un réseau programmable Virtex, une fonction
logique est placée dans un LUT (Look-Up Table) d’un Bloc Logique Configurable
(CLB - Configurable Logic Block). Un LUT d’un FPGA Xilinx Virtex a 4 entrées (des
signaux déduits de la description VHDL sont placés sur ces entrées), et la fonction
du LUT est définie par 16 bits de mémoire.

Pour l'injection de fautes dans les blocs combinatoires, I’essentiel de I'approche
consiste a changer les valeurs du LUT de fagon a imiter effet de la faute (par exemple,
le collage d’une des entrées). La figure 6 montre un exemple de réalisation d’une faute

de collage. Le LUT est montré sous forme d’un tableau de Karnaugh.

F2 F2

0/1, 3|2 819 |11 10
4157 |6 12113 15 14
12/13| 15 14 F3 F3
12113 15 14
F4 F4
8 9 1110 819 11 10
F1 F1
€Y (b)

FIG. 6: Injection d’une faute de collage & 1 sur I’entrée F4 du CLB : (a) I’état initial
du LUT (b) le LUT modifié

Cet exemple montre I'injection d’une faute de collage a 1 sur I'entrée F4. L’injec-
tion des fautes de collage a 0 et également de fautes d’inversion peut étre réalisée de

la méme fagon.
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Injection des SEUs

L’implémentation d’un circuit dans un FPGA Virtex utilise les LUT d’un CLB
pour les parties combinatoires. Les autres éléments importants des CLB sont les
bascules (flip-flop en anglais, FF), employées pour implémenter les registres. Une
faute de type Single Event Upset (SEU) correspond au basculement d’un tel élément
mémoire, dont le contenu change de facon asynchrone de 1 &4 0 ou de 0 & 1.

Dans la méthodologie proposée, des SEUs peuvent étre injectés en changeant les
états des bascules a I'inverse. Ce changement ne peut étre fait que d’une seule maniére
(dans le cas du type de réseau considéré) : en appliquant un set ou un reset sur la
bascule, en fonction de 1’état au moment de I'injection.

Dans les FPGAs Virtex (utilisés pour les expériences), il y a une entrée globale
GSR (Global Set/Reset) qui est connectée a l’entrée de tous les éléments principaux
du FPGA (donc, aux FFs aussi). La fonctionalité du signal GSR. peut prendre deux
valeurs : set ou reset. La maniére la plus simple de décrire cela est de considérer un
interrupteur qui détermine si un set ou un reset est appliqué a ’entrée de la bascule

quand la ligne GSR est activée. La figure 7 illustre cela.

SET

D Q———
CLK i>

RESET

GSR

o
F1G. 7: Structure simplifiée d’'une bascule dans le CLB d'un FPGA Virtex

Pour réaliser I'injection d’un SEU, il faut donc passer par les étapes suivantes :

— Lire ’état de toutes les bascules utilisées

— Comparer la position des interrupteurs avec les états des bascules

Reconfigurer le FPGA pour changer ’état des interrupteurs de telle facon que

le signal GSR ne modifie que le contenu de la bascule cible de I’injection

Appliquer une impulsion sur la ligne GSR

Reconfigurer le FPGA pour re-placer les interrupteurs dans leur position initiale
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Comme on le voit, une lecture et deux reconfigurations doivent étre faites pour
injecter un SEU, ce qui peut prendre un temps important. Ce temps est réduit en ap-
pliquant une reconfiguration (et une lecture) partielle. Toutefois, la structure interne
des FPGA Virtex limite I'effet de la reconfiguration partielle, toutes les bascules ou
tous les interrupteurs similaires des CLB d’une méme colonne devant obligatoirement

étre lus ou reconfigurés simultanément.

L’interface JBits

L’ interface JBits est une API (Application Programming Interface) permettant
de programmer des applications pour Virtex [59]. C’est un outil basé sur Java qui
permet aux concepteurs d’écrire de I'information directement dans un FPGA Xilinx.
JBits nous permet de modifier rapidement le bitstream du FPGA et d’effectuer une
reconfiguration du circuit. Dans le cas des FPGAs Virtex, l'interface JBits permet
aussi de reconfigurer partiellement la logique interne du dispositif. L’architecture Vir-
tex maintient I'information temporaire pendant la phase de reconfiguration.

Les application JBits, ou "applets", peuvent aussi utiliser I'interface Java pour
Boundary-Scan (sortie par Xilinx en Septembre 2000) pour effectuer des configura-
tions localement ou & distance par Internet. Ces applets peuvent étre des programmes
de controle, des programmes d’interface utilisateur, ou des mises a jour. Auparavant,
les applets Java étaient utilisés seulement pour envoyer des mises a jour logicielles par
Internet. L’interface JBits permet maintenant de créer des applets Java de logique

qui peuvent étre utilisés pour envoyer des mises & jour matérielles par Internet.

Les principales caractéristiques de JBits

Le but de JBits est de fournir une interface rapide et simple vers les FPGAs des
familles XC4000 et Virtex de Xilinx [144] (actuellement, seule la famille Virtex est
supportée). La motivation initiale était de supporter des applications qui ont besoin
d’une reconfiguration dynamique et rapide du circuit. En utilisant des outils tradi-
tionnels, la génération d’un circuit a partir d’une spécification VHDL ou d’un schéma
peut prendre de plusieurs minutes jusqu’a plusieurs heures pour produire un nouveau
bitstream. Mais méme quelques secondes sont souvent trop pour les contraintes d’une
application reconfigurable.

JBits a plusieurs caractéristiques qui le rendent unique et lui permettent d’adresser

des problémes qui ne sont pas traités par d’autres outils [144|. Les caractéristiques
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les plus importantes sont :

Compilation de 10.000 lignes par seconde (Microsoft J++ Java compiler)

Support de reconfiguration dynamique et partielle

Support pour paramétrer des circuits pendant 1’exécution
— Support pour des macros pré-placées, pré-routées

— Modéle de programmation simple pour le contenu des CLBs

Accés a toutes les ressources matérielles

Support (initialement) pour les familles XC4000EX, XC4000XL et Virtex

Implémenté complétement en Java

La possibilité de créer rapidement et dynamiquement des configurations XC4000EX /XL
et Virtex a rendu possible I'exploitation des FPGAs Xilinx dans de nouveaux do-
maines d’utilisation. Les domaines les plus importants sont :

Outils de conception spécifiques : Des outils spécifiques utilisant la reconfi-
guration dynamique peuvent étre construits avec JBits. Ces outils spécifiques pour
une application peuvent étre assez petits et rapides pour que l'intégration des FPGAs
Xilinx soit transparente pour les utilisateurs. En plus, comme JBits est implémenté
en Java, le support des outils et bibliothéques Java déja existants comme par exemple
AWT permet un support direct pour la construction de GUI et d’autres taches de
programmation communes.

Outils de conception traditionnels : Comme JBits fournit un modéle et une
interface de programmation aux FPGAs Xilinx, JBits peut étre utilisé comme une
base pour produire des outils de placement-routage traditionnels. Cette possibilité
permet aux chercheurs d’effectuer des expériences sur les nouveaux algorithmes en
utilisant les dispositifs Xilinx.

Génération des noyaux : Des noyaux pré-placés et pré-routés peuvent étre
produits avec JBits. Comme ces noyaux sont produits en Java, ils peuvent étre para-
métrés, embarqués et aprés utilisés pour produire d’autres noyaux. Et contrairement
aux noyaux existants, des noyaux JBits peuvent étre paramétrés et initialisés pen-
dant I'exécution. Cela offre beaucoup plus de possibilités que les noyaux statiques,
paramétrés pendant la compilation.

Calcul sur support reconfigurable : Les circuits peuvent étre produits et

modifiés dynamiquement. Cela s’étend de la modification dynamique des paramétres
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et noyaux jusqu’a la conception tout a fait dynamique des circuits. JBits permet un
niveau de flexibilité qui n’est pas disponible dans d’autres outils de conception.

Le travail réalisé dans cette thése est la premiére utilisation de cet environnement
pour réaliser des injections de fautes. Le programme développé a partir de JBits a per-
mis de démontrer la faisabilité des techniques d’injection présentées précédemment,

a la fois pour les collages et pour les SEUs.

Résultats : calculs et mesures

Le temps nécessaire pour une expérience d’injection de fautes utilisant la mé-
thodologie proposée peut étre décomposé en 3 parties : le temps d’initialisation du
dispositif (i), le temps d’exécution (fegec) €t le temps d’injection (ou temps de
reconfiguration du FPGA, tjet). Le temps d’initialisation comprend le chargement
initial du circuit, c¢’est-a-dire le chargement du bitstream au début de I'expérience.
Le temps d’exécution correspond a I’application de ’horloge au dispositif. Le temps
d’injection comprend le temps nécessaire pour l'injection des fautes en reconfigurant
(partiellement) le FPGA. La section suivante décrit avec des valeurs numériques ces

temps en cas d’injection de fautes de collage et de SEUs.

Calculs numériques

Injection de fautes de collage

Considérons un exemple simple : I'injection d’une faute de collage en utilisant un
dispositif XCV50 avec une fréquence de configuration et de lecture (readback) de 1
MHz. On considére que 10,000 fautes sont injectées (N fqutes = 10000) et 1000 cycles
d’exécution (Neyciespareprience = 1000) sont faits pendant ’expérience d’injection. La
reconfiguration et la lecture du dispositif sont faits avec 8 bits en paralléle. Consi-
dérons le cas classique d’injection des fautes : une faute est injectée par expérience
et une expérience doit étre faite sans faute pour servir de référence. Comme cela, le
nombre total de cycles peut étre calculé selon ’équation suivante :

Neyetestotal = (Nfautes + 1) * Neyelespareaprience

Le temps d’initialisation (le chargement du bitstream total dans le dispositif)
avec ces conditions peut étre calculé facilement en sachant qu’un bitstream XCV50
contient 559200 bits :

_ 559200 __
tinit = 10%«8 — 69, Ims
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Les temps d’initialisation peuvent étre calculés de la méme maniére pour les dif-
férents types de FPGAs.

Pour calculer le temps nécessaire pour injecter (et enlever) une faute, il faut savoir
que deux fois la reconfiguration de 8 bits d’un LUT d’un CLB doit étre faite pour une
faute de collage a 1 ou 0 si la reconfiguration partielle est appliquée. La reconfiguration
partielle d’un Virtex est réalisée par des "frames" (ou trames), correspondant a la plus
petite quantité d’information pouvant étre reconfigurée. Une trame donnée contient
seulement un bit d’un certain LUT, par exemple le bit d’indice 0 de chaque LUT
F de la tranche 0 pour chaque CLB de la colonne considérée. Comme cela, pour
reconfigurer (ou lire) 8 bits d’un LUT, 8 trames doivent étre reconfigurées (ou lues).
Pour injecter puis enlever une faute de collage a 0 ou 1, 8 bits doivent étre reconfigurés
2 fois, donc 16 trames doivent étre reconfigurées au total.

Une trame d’un dispositif XCV50 contient 384 bits. Comme cela, le temps néces-

saire pour injecter une faute de collage peut étre calculé :

binjecteruncollage = ‘o = 7,28 % 107 ms

Comme 10,000 fautes sont injectées, le temps total d’injection de fautes pour la
campagne sera :

inject = 10000 * tinjecteruncoliage = 7280ms

Le nombre total des expériences est 10,001 comme décrit ci-dessus, et une expé-
rience contient 1000 cycles. Le nombre total des cycles & exécuter sera donc :

Neyetes = (10000 + 1) % 1000 = 10001000

Le temps d’exécution peut étre calculé facilement (avec une fréquence d’exécution
de 1 MHz) :

tegee = 10020 = 100017ns

D’apreés ces équations, le temps total pour une campagne d’injection de fautes de
collage a 1 ou 0 est :

tiotar = 69.9 + 7280 + 10001 = 17, 350.9ms

Similairement aux calculs au-dessus, le temps d’injection peut étre calculé pour
différentes conditions (par exemple, en faisant varier la fréquence de configuration, le

nombre de fautes, etc.).

Injection de SEU

Similairement aux fautes de collage, le temps total nécessaire pour injecter un SEU

peut aussi étre évalué. Dans ce cas, I’état de certaines bascules doit étre lu et I’état de
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certains interrupteurs (déterminant si un set ou reset est appliqué a la bascule) doit
étre reconfiguré. Dans le pire cas, fonction du placement des bascules utilisées dans le
FPGA, I’état de toutes les bascules et de tous les interrupteurs est concerné. Comme
cela, un nombre beaucoup plus important de bits doit étre reconfiguré et lu dans le cas
des SEUs que dans le cas des fautes de collage. Dans le pire cas, toutes les bascules
doivent étre lues une fois et tous les interrupteurs doivent étre reconfigurés deux fois
a chaque injection. La lecture d’un type de bascule de toute une colonne nécessite la
lecture de deux trames et une commande de lecture doit aussi étre envoyée qui est de
28 octets, ce qui donne 992 bits pour un type de bascule d’une colonne. Comme il y
a 4 sortes de bascules dans une colonne et 24 colonnes dans un dispositif XCV50, le
nombre total des bits a lire pour obtenir les états de toutes les bascules du dispositif
sera :

ny = 992 % 4 x 24 = 95232

La reconfiguration de tous les interrupteurs nécessite la reconfiguration de 11,300
octets. Comme cela doit étre fait deux fois, le nombre total de bits devant étre recon-
figurés quand tous les interrupteurs sont modifiés est :

ne = 11300 * 2 x* 8 = 180800

Considérons le méme environnement que dans la section précédente : une fréquence
de configuration et de lecture de 1 MHz, un dispositif XCV50 et la configuration ou
lecture de 8 bits en paralléle. En premier, on calcule les différents temps en pire
cas, c’est-a-dire lorsque toutes les bascules doivent étre lues et tous les interrupteurs
doivent étre reconfigurés. Dans ce cas, le temps nécessaire pour injecter une faute

sera :

Nfautes (nl —|—7L2)
fcanflectu'reritspa'ral

En remplacent les paramétres par les valeurs numeériques, on peut calculer le temps

Lin jectseu —

nécessaire pour injecter un SEU en pire cas :

_ (952312(—)}:;1520800) — 34, 504ms

Quelques durées de campagnes d’injection sont donnés dans le tableau 1.

tinjectseu

Comme indiqué ci-dessus, tous ces calculs sont des calculs pire cas. Il est possible
que seulement une partie des interrupteurs/bascules doive étre reconfigurée/lue, en
fonction du résultat du placement et de I'occupation du FPGA par le circuit. Le
pire cas considéré ci-dessus est le cas dans lequel 100% du dispositif est occupé par
le circuit ou bien dans lequel les bascules utilisées sont réparties sur I’ensemble du

dispositif. De plus, la fréquence de configuration et lecture avait été supposée assez
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10,000 fautes injec-
tées et 1,000 cycles
par expérience

10,000 fautes in-
Jjectées et 10,000
cycles par expé-
rience

1,000,000 fautes
injectées et
100,000 cycles
par expérience

Initialisation (ms) 69.9 69.9 69.9
Temps d’éxecution (min) | 0.167 1.67 1,666.67
Temps d’injection (min) 5.75 5.75 575.07
Total (min) 5.92 7.42 2,241.74

TAB. 1: Durée d’exemples de campagnes d’injection de SEUs en utilisant la reconfi-
guration partielle (pire cas)

basse (1 MHz).

Considérons maintenant un meilleur cas : seulement 75% du dispositif est occupé

par le circuit, comme cela seulement 75% des bascules et des interrupteurs doivent étre

lus/reconfigurés, et la fréquence de configuration/lecture est de 10 MHz (les autres

parameétres étant inchangés).

Comme cela, le nombre de bits qui doit étre lu pour lire les états des bascules

sera :

ny = 95232 x 0.75 = 71424

Similairement, le nombre des bits & reconfigurer pour changer les interrupteurs

devient :

ng = 180800 * 0.75 = 135600

Comme cela, le temps nécessaire pour injecter une faute est réduit a :

tm jectseu —

— (T14244135600) _ 9 5Q7/m 6

Les durées de campagnes correspondant sont résumées dans le tableau 2.

10,000 fautes injec-
tées et 1,000 cycles
par expérience

10,000 fautes in-
jectées et 10,000
cycles par expé-
rience

1,000,000 fautes
injectées et
100,000 cycles
par expérience

Initialisation (ms) 69.9 69.9 69.9
Temps d’éxecution (min) | 0.167 1.67 1,666.67
Temps d’injection (min) 0.43 0.43 43.12
Total (min) 0.60 2.10 1,709.79

TAB. 2: Durée d’exemples de campagnes d’injection de SEUs en utilisant la reconfi-
guration partielle (cas plus favorable)

En comparant les tableaux 1 et 2 on peut voir qu’'un gain d’un ordre de grandeur

sur la durée d’'une campagne peut &étre atteint assez facilement quand les conditions

ne sont pas celles du pire cas (sans supposer le meilleur cas).
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Une étude de sensibilité des différents paramétres a été réalisée et a permis de
mettre en évidence en particulier l'influence du nombre de bits a reconfigurer sur
I’efficacité de 'approche proposée. Ceci conduit & conclure a la mauvaise adéquation
de I’architecture Virtex pour ce type d’application.

Des comparaisons avec les techniques d’injection préalablement connues (a base
de simulation ou d’émulation) montrent que I’approche proposée est nettement plus
efficace que la simulation, et peut dans divers cas étre compétitive, en terme de durée
de campagne, avec une émulation classique. Elle a en plus divers avantages, et permet
en particulier de réduire le temps de préparation de la campagne. L’efficacité, par
rapport & une émulation classique, dépend cependant fortement du nombre de fautes

a injecter par rapport au nombre de cycles de chacune des expériences d’injection.

Mesures expérimentales

Des mesures expérimentales ont été réalisés sur la carte XSV50 [142] qui a été
utilisée pour démontrer la faisabilité de ’approche. Cette carte de développement
(et 'interface XHWIF nécessaire pour JBits) ne sont pas congues pour la réalisation
de reconfigurations a haute fréquence; le chargement ou la lecture du FPGA est
fait par le port paralléle qui fonctionne & une vitesse assez basse (2Mbits/sec) et la
fréquence de configuration/lecture de la carte 4 1’aide des interfaces JBits et XHWIF
était seulement de 3.9 kHz. Avec ces conditions expérimentales, il n’est pas possible
d’obtenir des résultats tels que décrits dans les sections précédentes. Pour atteindre
de tels résultats, un environnement spécifique pour I'injection de fautes devrait étre
concu, afin de pouvoir réellement exploiter les possibilités de ’approche proposée.

Des mesures expérimentales concernant I'injection des SEUs sont résumées dans
le tableau 3. Si on les compare avec les résultats des tableaux 2 et 3, on peut voir
que les valeurs mesurées sont beaucoup plus élevées que les valeurs calculées dans les

sections précédentes a cause des limitations en vitesse de la carte.

Initialisation (ms) Injection de faute (ms) | Exécution (ms)
19,678 3,566 55,961
19,638 3,575 55,873
19,718 3,498 55,912

TAB. 3: Mesures expérimentales d’injection de SEU sur la carte XSV50, pour trois
séries d’expériences
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Conclusion et perspectives

Le sujet de la thése est le développement d’une nouvelle méthodologie d’injection
de fautes, en utilisant le prototypage matériel et la reconfiguration partielle. La faisa-
bilité de ’approche a été démontrée pour deux sortes de fautes : les fautes de collage
et les SEUs. L’application a été réalisée en utilisant un FPGA Virtex de Xilinx, et
I’interface JBits qui rend possible la reconfiguration partielle du dispositif.

Les calculs montrent que le temps d’injection d’une faute de collage est de ’ordre
de la milli-seconde, et que le temps d’injection d’'un SEU est de ’ordre de quelques
millisecondes avec I’environnement utilisé comme démonstrateur.

Une campagne d’injection de SEUs avec la méthodologie proposée ne serait pas
forcément plus rapide qu’une campagne en appliquant une méthodologie traditionnelle
(prototypage matériel classique). Le temps nécessaire dépend de plusieurs facteurs,
qui seraient & optimiser pour ce type d’application et qui ont été identifiés lors de
I’étude. Un environnement adapté doit assurer un accés a haute vitesse au FPGA pour
pouvoir profiter des caractéristiques technologiques (recofiguration/lecture rapide) du
dispositif. Le placement du circuit dans le FPGA doit étre optimisé pour réduire au
minimum le nombre de trames a reconfigurer. Potentiellement, d’autres architectures
de FPGA (par exemple, AT6K, AT40K [11] [14]) mieux adaptées que P'architecture
Virtex, pourraient aussi étre considérées.

La réalisation d’un tel environnement optimisé pour les injections de fautes est

une perspective de poursuite du travail.



Magyar nyelvi osszefoglal6

Bevezetés

A dolgozatban bemutatott kutatomunka targya a futasi-ideji (és parcialis) ujrakonfi-
gurdlasnak a hibainjektalés teriiletén lehetséges alkalmazasi lehetGségeinek vizsgalata.

A hibainjektalési technikdk alkalmazasanak célja egy rendszer biztonsagossdganak
validaldsa abban az esetben, ha hiba lép fel a rendszerben. Ennek modja, hogy szan-
dékosan hiba(ka)t helyeziink el a rendszerben, majd analizaljuk a rendszer (és alkotoe-
lemei) miikodését. Az tjrakonfiguralhaté hardver eszkozok (pl. FPGA-k) alkalmasak
rendszer-prototipusok implementéilasara és tesztelésére; a rendszer magasszinti lei-
rdsa szintézis és huzalozas-lista generald algoritmusok futtatasa utén letélthets az
FPGA eszkozbe. A prototipus-futtatas tehat in-system hardver-emulécidt tesz le-
het6vé az aramkor gyartasa el6tt. A hibainjektalasnak hardver prototipusban vald
alkalmazasa megfelel6 modszer lehet a biztonsagossagnak a tervezési folyamat elején
val6 vizsgalatara.

A futasi-ideji tjrakonfiguralas (Run-Time Reconfiguration - RTR) egy olyan mod-
szer, amely soran a hardvert az alkalmazas futtatasa kozben konfiguraljuk djra. Az
RTR technikak kiilonboz&ek lehetnek annak fliggvényében, hogy egy ajrakonfigura-
lasi lépésben az egész eszkozt tjrakonfiguraljuk vagy csak egy részét. A dolgozatban

a parcialis ujrakonfiguralast javasolom a hibainjektalasi eljarasok felgyorsitaséara.

Ujrakonfiguralas és fajtai

A Reconfigurable computing kifejezés azt jelenti, hogy lehetséges egy rendszer ar-
chitekturajanak valosidejii megvaltoztatasa. Ezek a rendszerek leginkabb ebben a
tulajdonsagukban kiilonboznek a fix hardvertsl (pl. mikroprocesszorok).

Az ujrakonfiguralhaté hardver eszkozokben 3 f6 tipust kiilonboztethetiink meg:

e logika (FPGA-K)



e bedgyazott rendszerek (pl. jrakonfiguralhat6 koprocesszorok)

e szamitogépek (teljesen tjrakonfiguralhato platformok amelyek FPGA eszk6zo-

ket (is) tartalmaznak

Az ujrakonfiguralas technikdjanak a (mi szempontunkbol) legfontosabb fajtai a
forditéasi-idejt ujrakonfiguralas (Compile- Time Reconfiguration - CTR) és futéasi-ideji
tjrakonfiguralas (Run-Time Reconfiguration - RTR) [64]. CTR-nél minden applikacio
egy konfiguraciobol all, amely maximalis mérete az adott Gjrakonfiguralhaté aramkor
méretével megegyezik. RTR technika esetén egy-egy alkalmazés tobb konfiguracio-
bol all, amelyek kiilénb6z6 idépontokban vannak letdltve az eszkdzbe, és egymassal
adatcserét, kommunikaciot folytatnak. Ezen két technikat mutatja be a kovetkezd két

fejezet.

Forditasi-ideji ajrakonfiguralas (CTR)

Alkalmazéasok tjrakonfiguralhaté dramkorokben valé implementalaséanal a legegysze-
riibb és legelterjedtebb technika a CTR alkalmazasa [64]. A CTR alkalmazésok legfon-
tosabb jellemz&je hogy egyetlen konfiguraciobol allnak. Ezt az egyetlen konfiguraciot
toltik le az FPGA eszkozbe az alkalmazés futtatasa el6tt, és ezutan a futtatas végéig
ez a konfiguracié marad az dramkorben (8. abra).

Ez a technika igen hasonl6 az ASIC eszkoézok alkalmazésahoz: a futtatando alkal-
mazas szempontjabol nincs jelent&sége, hogy FPGA vagy ASIC eszkozt hasznalunk.
Az FPGA-k el6nye az arban rejlik: ugyanazt a hardvert tobb alkalmazas futtatasara
is fel lehet hasznalni. Ezzel szemben az FPGA eszkozok lassabbak, mint az ASIC
aramkorok.

A legfontosabb hasonlosag tehat a hagyomanyos hardver-tervezés és a CTR-tervezés
kozott a hardver-allokacio statikus volta: a hardver statikus az egész applikacio fut-
tatésa alatt. Az FPGA technologia lehetévé tenne dinamikus megkozelitést, a CTR
alkalmazéasok azonban statikus modszereken alapszanak, miutan a tervezési folyamat

igy a legegyszeriibb.

Futéasi-ideji Gjrakonfiguralas (RTR)

A CTR alkalmazasokkal ellentétben az RTR, alkalmazasok dinamikusan allokéljak a
logikai eréforrasokat a futtatas egész ideje alatt. Ennek megfelelGen minden alkalma-

zas tobb konfiguraciobol all, ezek a konfiguraciok csak az applikicié egy-egy részét
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8. abra. Forditasi-idejd ujrakonfiguralas (CTR)

implementaljak. Az RTR applikiciok tehat tobbszor konfigurdljak ujra az FPGA
eszkOzt az applikacio futtatasa alatt [64].

A hardver dinamikus tulajdonsaga két 1Gj problémat vet fel. Az els6 az applikicio,
algoritmus particionalasa olyan szegmensekre amelyeknek nem kell egy id6ben futniuk
vagy nem is futhatnak egy id6ben (idébeli particionélas). Ezen szegmensek részeit
konkurens modon futtatjuk, és a szegmenseket egymés utan, szekvencialisan toltjiik
le az FPGA-ba. Ezt az id6beli particionélast a legegyszertibben a miikodés kiilonbo6z§
fazisai alapjan lehet a legegyszeriibben elvégezni. Minden féazist hozzarendelhetiink
egy szegmenshez, vagyis egy FPGA-konfiguraciéhoz.

Az RTR otlete az er6forras-igények miatt vet6dott fel. Nagy méreti alkalma-
zasokat nem feltétleniil lehetséges statikus moédon implementélni Gjrakonfiguralhaté
hardverben mivel az eszk6z mérete nem teszi lehet6vé (amikor az RTR otlete meg-
sziiletett, az FPGA eszkozok mérete joval kisebb volt mint napjaink eszkozei, lasd
Virtex-1T vagy Virtex-E csalad). Miutan az RTR-nél az alkalmazasnak mindig csak
egy része van az aramkorben, az eréforras-igény alacsonyabb. Ez azonban egy terve-
zési problémét vet fel, miutan a jelenlegi tervezérendszerek nagyrészt statikus terve-
zési modellre késziiltek. A masik probléma RTR alkalmazéasok esetén a konfiguraciok
kozotti kommunikacié és adatcsere vezérlése: egyes konfiguraciok altal kiszamolt ré-
szeredményekre mas konfiguracioknak sziikségiik van. Az egyes konfiguraciokat ennek
megfelelgen nagyon koriiltekintGen kell megtervezni, hogy az adatcsere és a kommu-
nikécié ne sériiljon kézottik.

Két alapvet6 RTR technikat kiilonboztethetiink meg: Globalis és Lokalis (més-
néven parcialis). A két modszer kozott a kiilonbség az erdforrasok allokdlasanak
modjaban van. A kovetkezG két alfejezet a Globélis illetve a parcidlis RTR-t tekinti

At roviden.



Globalis RTR

Globalis RTR-nél minden egyes tjrakonfiguralasi 1épésben a teljes eszkozt tjrakon-
figuraljuk. Ennek megfelelGen az applikaciot idébeli fazisokra lehet particionalni, és
minden egyes fazis megfeleltethetd egy-egy konfiguracionak, amely a teljes eszkozt
lefedi (9 4bra). Globalis RTR-t alkalmazé applikdcioknal lehetéleg azonos méreti
particiokat kell létrehozni az erdforrasok minél jobb kihasznaltsaga miatt [64]. Egyér-
telmt, hogy ez a lépés iterativ, miutdn egy partici6 méretét nehéz megbecsiilni a
szintézis és a huzalozési algoritmusok futtatasa el6tt. Sziikség van egy kiindulasi par-
ticiora, majd iteraciot kell végezni mind a terven, mind a particiéon, egészen addig
amig tobbé-kevésbé azonos méretli particiokat kapunk. Itt problémat jelent az, hogy
nehéz megbecsiilni, szimulalni hogy egyik particiobol milyen méasik particié lesz bi-
zonyos tervbeli valtoztatasok utan. A legf6bb hatranya a Globalis RTR-nek viszont
az, hogy a nagyjabol azonos méretd particiok létrehozasa nagyon komplex feladat.
Amennyiben nem tudjuk ezt a feladatot megoldani, az FPGA eszkoz eréforrasainak
kihasznalasa nem lesz megfelels.

A particionédlas utan a kovetkezs feladat a konfiguracidk kozoétti kommunikécid
megvalositasa. Miutdn minden fazis az Osszes er6forrast lefoglalja, a kiilonb6z6 kon-
figuraciok interfészei lehetnek fixek, és minden modult ugyanabban a kontextusban
lehet megtervezni. A legegyszertibb médja a kommunikacionak, ha az egyes konfigu-
raciok az eredményeiket, kimeng adataikat miikodésiik befejezése utan egy meghatéa-
rozott teriiletre mentik el (pl. memoriaelem, regiszter stb.). A kovetkezd konfiguracio
errdl a helyrél olvassa majd be ezeket az adatokat, majd ezek a lépések ismétlGdnek
az alkalmazés futdsanak végéig.

A Globalis RTR legfontosabb elénye, hogy viszonylag egyszerti. Miutan az alkal-
mazasukat sikeriilt megfelel§en particionalni, mar mindegyik partici6 kezelhets ugy
mint egy fiiggetlen modul, és barmilyen fejlesztérendszerrel végezhetiink optimalizé-
last az egyes konfiguraciokon.

T6bb olyan applikaciot is kifejlesztettek mar ami Globalis RT'R-t hasznal. Egyike
az els6knek az RRANN [51] [52] [53], amelyik a neuralis halozatok teriiletén alkal-
mazza az RTR-t. Ezen kiviil sok méas applikicio létezik, amely fejlesztésénél RTR-t

alkalmaztak.



9. dbra. Globalis RTR

Lokalis (parcialis) RTR

A Lokalis (parcialis) RTR egy a Globalis RTR-nél is flexibilisebb modszer. Amint
a neve is mondja, a parcidlis RTR applikacioknal szelektiv modon az erGforrasok
egy részhalmazat konfiguraljuk djra minden egyes konfiguracios lépésben (10 abra).
Néhéany FPGA-nak szinte barmelyik részét lehetséges parcialisan tijjrakonfigurélni, en-
nek megfelelGen finomabb eréforras-allokéicio valosithaté meg, mint Globéalis RTR-rel.
Csak az eszkoz azon részeit konfiguraljuk tjra, amelyekben véltoztatasokat akarunk
végrehajtani, ennek megfelelGen a konfigurdlasra forditott id§ csokken, valamint ha-
tékonyabb erdforras-kihasznalas valésithatdo meg. A Lokélis RTR egy maésik elénye,
hogy lehetséges csak az alkalmazas dinamikus részeinek az tjrakonfigurdlasa, mig a
statikus részek valtozatlanok maradnak.

A parcialis RTR-rel készitett applikaciok inkabb funkcionélis particionélason alap-
szanak, ellentétben a Globalis RTR id6beli particionalasaval [64]. A parcidlis RTR
particioi koziil egyszerre tobb is lehet aktiv (betoltve az FPGA-ba), ellentétben a
Globalis RTR particioival amelyek koziil egyszerre mindig csak egy aktiv. A Lokalis
RTR particiéi mind fiiggetlen modulokként kezelhet&ek, amelyeket igény szerint tol-
tiink le az FPGA eszkozbe. Ezen particiok koziil egyszerre tobbet is letolthetiink az
FPGA eszkozbe, és egy-egy particié barmennyi eréforrast lefoglalhat az eszkzbdél.

A parciélis RTR legf6bb el6nye a Globalis RTR-rel szemben az eréforrésok jobb
kihasznélasa, f6leg olyan applikiaciok esetén amelyeket nehéz id6ben egymast kévets
és nagyjabol azonos méretii particiokra osztani. Sajnos ez az elény azonban egy ne-
hézséget is magaban hordoz: a komplexitas novekedését. Lokalis RTR-nél az egyes
particiok kozotti interfészek nem fixek, s6t minden egyes konfiguracidé esetén kiilon-

bozhetnek. Ennek megfelel§en az interfészek vezérlésére nagy gondot kell forditani



(féleg, amikor egy id6ben t6bb konfiguraciot toltiink az eszkozbe) hogy a konfigu-
raciok kozotti kommunikacioé ne sériiljon. Emellett a huzalozasi algoritmusokra is
iigyelni kell a konfiguraciok kozotti helyes kommunikacié érdekében. A processzek
helyes id6zitése miatt a hardver/szoftver szétvalasztast is figyelmesen kell végezni a
tervezési folyamat elején [72].

A jelenlegi fejleszt6rendszerek sajnos nagyrészt nem tdmogatjak a parcialis RTR-t:
sem a konfiguraciok kozotti adataramlas, kommunikaci6é szimulélasat, sem a huzalo-
zési algoritmusok vezérlését. Egyike a kevés fejleszt6rendszereknek, amely tdmogatja
a parcialis RTR-t a Xilinx altal kifejlesztett JBits, amelynek segitségével a dolgozat
kisérletei késziiltek.

Egyike az els6 fejlesztéseknek, amely parcidlsi RTR-t alkalmaz, az RRANN-2 rend-
szer, amely neurdlis halézatok teriiletén alkalmazza ezt a technikat, valamint a DISC

(Dynamic Instruction Set Computer) [140].
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10. abra. Lokalis (parcialis) RTR

Hibainjekalas

Ma mar nem csak missziokritikus rendszerekben, hanem egyéb applikicidékban is fon-
tos, hogy hiba esetén tovabb miikodjenek. Ezért ezekbe kiilonb6z6 hibattirési me-
chanizmusokat terveznek. Ahhoz azonban, hogy a hibatiirési mechanizmusok miiko-
dGképességét ellendrizziik természetesen hibas futasra van sziikség, ezeket azonban
mesterségesen kell elgidézni, hiszen egyrészt az adott hibak varhatoan ritkdn fordul-
nak el§, masrészt nem minden hibaok 1ép fel természetes modon.

A hibainjektalés egy olyan technika, amely szamitégépes rendszerekben hardver-

illetve szoftver tesztelésére egyarant hasznalhaté. A technika lényege, hogy kiilonb6z6



modon szandékosan hibdkat helyeziink el a rendszerben, majd ezt kovetGen futas koz-
ben figyeljiik a rendszer miikodését, elsGsorban hibék (fault), hibas rendszerallapot
(error) vagy hibajelenség (failure) keletkezése szempontjabol. A hibainjektalas célja
mind hardver, mind szoftver rendszerekben a rendszer hibattirésének a kisérleti ellen-
Orzése.

Alkalmazdsi korét tekintve a hibainjektalas sokféle rendszerben és sokféle modon

alkalmazhato:

e modellen szimulaci6 segitségével
e miikdé prototipuson

e hasznalatban 1évG rendszeren.

Ilyen moédon a kiilénb6z6 kdlecsonhatasok okozta gyengeségek ismerhetGek meg.
Altalaban a hibainjektalast inkabb azon célbél alkalmazzak, hogy megvizsgaljak egy
hibatiir6 / beagyazott rendszer ismert hibakkal szembeni védettségét, és ilyen modon
adatokat szerezzenek a hibatiir6 rendszerbe épitett mechanizmusok védelmi hatékony-
sagarol.

A hibainjektélas, vagyis mesterséges hibak elhelyezése egy szimulalt vagy valos,

tesztelés alatt 4ll6 szamitogépes rendszerben lényegében harom f6bb elénnyel szolgal:
e megismerhetjiik, megérthetjiik a valés hibdk hatésait,

e visszajelzést kapunk a rendszerbe épitett hibatiir6 mechanizmusok hibafedésé-

rél,
e elirejelzést, becslést adhatunk a rendszer varhato viselkedését illetGen.

Ennek megfelelGen a hibainjektalasi technikik segitséget nytjtanak a szamitogépes

rendszerek megbizhatosidgénak feltérképezésében.

Hibainjektalas célja, attekintés

A missziokritikus szamitogép-vezérelt rendszerek meghibisodasa beldthatatlan ko-
vetkezményekkel jarhat. Az ilyen meghibasodéasok emberéleteket kovetelhetnek t6bb
teriileten is: légi kozlekedésben, vastti iranyitdsban, egészségiigyi ellatasban, ipari
intézmények vezérlésnél, nukledris objektumok iranyitasanal vagy katonai létesitmé-

nyeknél, hogy csak par példat emlitsiink. Par perces kiesés a miikodésben oriasi



méretli gazdasagi veszteséget okozhat az iizleti élet minden szintjén, de elsGsorban
a tavkozlésben, a bankviladgban, biztosito-tarsasagok esetében, és minden olyan ipari
létesitménynél, amelyik napi 24 6raban, évi 365 napon at miikodik.

Mar hosszu id6 6ta nyilvanvalo, hogy az ilyen rendszerek szolgaltatasbiztonsaga
nem garantalhaté onmagaban pusztan el6vigyazatos tervezéssel és minGségbiztositas-
sal, hanem védelmi mechanizmusokat és méas hibaelharitasi modszereket kell beépi-
teni. A hibatiirés lényege, hogy a szamitégépes rendszernek akkor is az el6irt médon
kell miikodnie, amennyiben hiba 1ép fel a rendszerben. Ez a miikddés jelentheti a
szolgaltatas hibatlan folytatasat, vagy pedig biztonsagos allapotba lépést.

Egy hibatiir§ rendszert viszont, miel6tt iizembe helyeznék, tesztelés ala kell vetni,
valamint mikodését verifikalni és validalni kell. Ennek segitségével megallapithatoak

az alapvetd kritériumoknak valé megfelelés, valamint megvalaszolhato:

e a rendszer kildbal-e a hibas allapotabol,
e minden hibafajtaval szemben hibatiir6 vagy csak bizonyos hibakkal szemben,
e minden esetben vagy csak bizonyos feltételek mellett hibatiirg,

e vannak-e a rendszernek kritikus részei, amelynek meghibasodésai minden eset-

ben az egész rendszer ledllasat, hibas miikodését vonjak maguk utan

és még sok hasonl6 kérdés.

A valaszok e kérdésekre rendkiviil fontosak mind a hibatiir6 rendszerek tervezdi,
mind hasznaléi szaméra. A rendszerek gyartéi adott koltségraforditassal szeretnének
jo szolgaltatast elérni hogy ez piacon mindségi elényt jelenthessen, a felhasznalok
pedig a szdméara nytujtott szolgaltatas minGségét akarja garantalva latni.

A hibainjektalas folyamatat nagy vonalakban az 11 4bra mutatja [112].

A hibainjektéalassal kapcsolatban kiemelten fontos az alkalmazasi korének koriil-
hatarolasa. Eleinte gy gondolhatnank, a hibainjektal4s alkalmas lehet rendszerek
megjavitasara, kiilonb6z§ hidnyossagainak feltérképezésére. A hibainjektélas annyi-
ban képes a valosagot tiikrozni, amennyiben az alapul vett hibamodell megfelel a
valosdgos hibdknak. Jellegzetesen a hibainjektorok a technolégiai tapasztalatokbol
vonnak ki egy altalanositott hibamodellt, de 4j technolégidk esetén gyakran fellépnek
olyan tujszerd hibaforrasok, amelyeket a korabbi hibainjektorok nem tudnak. Min-

debbdl az kovetkezik, hogy a hibainjektalas nem kifejezetten alkalmas a rendszernek
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11. abra. A hibainjektéilas folyamata

onmaganak fejlesztésére, javitdsara, ellenben annél inkabb alkalmas a rendszer hiba-
tiir6 tulajdonsidgainak tesztelésére [137]. Ennek megfelelen egy ismert hibat injek-
talhatunk a rendszerbe, majd figyelhetjiik, hogy a rendszer kimenetei a vart értékeket
veszik-e fel vagy sem.

A fentieknek megfelelGen a hibainjektalasnak két ajanlott felhasznélasi teriiletét
allapithatjuk meg. Az elsg teriilet a rendszer validaciéja. Amennyiben egy rendszert
olyan modon terveztek, hogy bizonyos hibaosztalyokat t{irjon, vagy pedig egyes rend-
szerallapotok legyenek kizarva bizonyos hibak esetén, abban az esetben ezen hibak
kozvetleniil injektalhatoak a rendszerbe hatasaik vizsgalata céljabol. A rendszer vagy
helyesen fog miikodni vagy nem, hibatiirése pedig ennek megfelelgen keriil mérésre [8].
Némely, kifejezetten nehezen tesztelhetd rendszer esetén, amelyeknél a hibak olyan
ritkdan jelentkeznek, hogy nem lehetséges a rendszert miikddési kérnyezetében tesz-
telni, a hibainjektélas hatékony eszkoz lehet ezen hibak el6fordulasédnak elGsegitésére
és annak ellenGrzésére, hogy a rendszer helyesen miikédik-e.

Ezen kiviil alkalmazzék a hibattirést annak a vizsgéalatara is, hogy egy nem hibati-
rére tervezett rendszerben mi torténik. A hibainjektalasnak ezen méasodik teriileten

torténd alkalmazasahoz két komolyabb nehézséget kell kikiiszobolniink. Az els6 a
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rendszerek sokréti miikodésében és lehetséges meghibasodasi modjaikban rejlik. Két
rendszer relativ robusztussaganak meghatarozasa nagyon nehéz, hacsak nem ugyan-
azon feladat végrehajtésa kozben hasonlitjuk 6ssze miikodésiiket. Ennek megoldasat
jelentené egy jo metrika létrehozasa. A masik fontos kérdés, hogy a metrika mire
iranyuljon. Az altalanosan elfogadott gyakorlat az, hogy a tesztek-hibainjektalasok
eloszlasa megegyezik a hibak el6fordulasdnak eloszlasaval a valés rendszerekben. El-
lenben ha a rendszer miikédését valdéban szokatlan szitudcikban szeretnénk vizs-
galni, a teszteket inkdbb a kevésbe gyakran el6fordulé koriilmények mellett kellene
végezni [136]. A szakemberek abban egyetértenek, hogy a hibainjektélas alkalmas le-
het a robusztussig metrikijanak létrehozasara. A metrika megvalésitasanak konkrét

mechanizmusai azonban még nincsenek teljesen kidolgozva.

VHDL modellek és hardver prototipusok

Az eddig alkalmazott hibainjektalasi technikak tobbsége esetén a hibak injektalasa a
mar kész rendszerbe vagy aramkorbe torténik. Ilyen technika pl. a labszintd hiba-
injektalas, memoria-tartalom megvaltoztatas [102], nehézion-sugarzés, tapfesziiltség-
megvaltoztatas [82], 1ézeres hibainjektalas [120] vagy szoftverbe torténd hibainjekta-
las |76).

Ezen technikék kifejlesztésénél késGbb tobben is végeztek kutatést a hibainjekta-
lasnak a tervezési folyamat korai fazisaiban torténd alkalmazasaval kapcsolatban. A
legfontosabb megkozelités azon alapszik, hogy az aramkor vagy rendszer magasszintii
modellébe (altalaban VHDL leirdsokba) injektaljuk a hibakat. Ilyen moédszert al-
kalmaz pl. [47] ahol mikroprocesszoros rendszerek viselkedési VHDL-leirasaiban vé-
geznek hibainjektalast. [71] majd késébb [131] vagy [23] olyan technikat mutat be,
ahol az aramkor tobb absztrakcios szinti VHDL-leirdsaba injektaljak a kiilonb6z6
tipusu hibdkat. Gyakori technika a szimulacié alkalmazasa a hibaknak az aramkor
viselkedésére gyakorolt hatasanak vizsgalatara (pl. [47]). Mint arra [88] is rAmutat, a
szimulacion-alapul6 technikdk legnagyobb hatranya a kisérletek elvégzéséhez sziiksé-
ges nagy idg, f6leg tobb hiba injektaldsdnak esetén.

A szimulaciok hossza futési idejének csokkentése érdekében javasoltak hardver-
prototipusok alkalmazésat hardver-emuldtor vagy FPGA-alapta ujrakonfiguralhaté
rendszer forméajaban [87]. Az emulaci6 egy maésik el6nye, hogy a tervezs az aramkor
miikddését, a valosideji interakcidkat egy a végs6 alkalmaziséhoz kozeli kornyezetben

tudja vizsgalni [22]. Hardver emulator alkalmazasa esetén a kezdeti VHDL leirasnak
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természetesen szintetizalhatonak kell lennie. Néhany, korlatozott esetben a hibae-
mulalasnal (fault grading) alkalmazott modszert hasznalni lehet hardver-emulatoros
hibainjektéalas esetén (pl. [38], [139]). Ezek a technikdk altalaban csak leragadasi
hibak (stuck-at fault) injektalasara korlatozodnak . A SimExpress emulator speci-
alis esetében a hibakat lehetséges kozvetleniil az aramkorbe injektalni, kihasznélva
az emulator némely bedgyazott funkciojat [1]. Ezek a funkciok azonban a kereske-
delemben is rendelkezésre 4ll6 hardver emulatorokban nincsenek meg, raadasul ezek
a technikak is a leragadéasi hibakra korlatozodnak. Az esetek tobbségében a hiba-
injektalashoz sziikséges valtoztatésokat a kezdeti (legmagasabb szint(i) leirasban kell
elvégezni, figyelve arra hogy a leiras a valtoztatédsok utan is szintetizdlhat6 marad-
jon, valamint t6bb, a hardver emulator altal tAmasztott megszoritasnak is meg kell
felelnie [88]. Ennek megfelelgen a sziikséges valtoztatasok eszkozolése nem egyszert,
rdadasul gyakran tobb megvaltoztatott leirast is generalni kell, amelyek koziil mind-
egyik egy-egy hibahalmaz injektalasat végzi el, teszi lehetévé. Ebben az esetben a
hardver emulatort t&bbszor is tjra kell konfigurélni ami egy igen idGigényes folyamat,
és ennek megfelelGen csokkenti a szimulécidéhoz viszonyitott idGbeli nyereséget.

A doktori kutatés célja egy 0j hibainjektalasi modszer létrehozasa amely rendel-
kezik az emuléacié bizonyos elényeivel, a hatranyai koziil pedig lehetéleg minél keve-
sebbel. A dolgozatban bemutatésra keriil6 technikak egyik elénye, hogy a kezdeti
leirast nem kell megvaltoztatnunk ahhoz a hibainjektalashoz. Egy masik (lehetsé-
(miutan nincsenek kiilonb6z6 modositott VHDL-leirasok amelyeket egyesével kellene
let6lteni az FPGA eszkozbe). Emellett a konfiguralasi id| a parcialis tjrakonfiguralés

alkalmazasaval is csokkenthetd.

Egy 4j hardver emulatoros hibainjektalasi technika

A "klasszikus" hardver-emulatort alkalmazé hibainjektalési eljarasok soran a hibékat
a VHDL kodban torténd modositasokkal injektaljak. Ezek utan szintetizaljak a kodot,
majd egy kapuszinti leirast (netlist) generalnak. A huzalozasi algoritmusok futtatésa
utan a binaris formaju konfiguracio (bitstream) letolthets az FPGA eszkozbe. Végiil
az applikaciot futtatjak az eszkozben és analizaljak az injektalt hibédk esetén torténd
futtatas eredményeit.

Ennek a hibainjektalasi modszernek a folyamatabrajat mutatja a 12 abra.
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Megvaltoztatott
VHDL leiras

Szintézis
Huzalozési algoritmusok

Bitstream

Letoltés

Futtatéas

Analizis

12. abra.
Hibainjektalas a kezdeti VHDL leiras megvaltoztatasaval és hardver-prototipus
alkalmazasaval

Ebben a technikiban gyakran sziikség van tobb leirds generalasara (pl. az emula-
tor korlatai mint kapuszam vagy labszam miatt), amelyek kiilonb6z6 hibainjektorokat
tartalmaznak, strukturalisan azonban nagyon hasonléak. Ezeket a leirasokat kiilon-
kiilon szintetizaljak, majd toltik le és futtatjak az FPGA eszkozben, legvégiil pedig
analizaljak a futtatas eredményeit kiilonboz6 hibak injektalasa esetén. (5 abra).

A doktori kutatas folyaméan kifejlesztett technika a hibak alacsony szinten tor-
ténd injektalasan alapszik: a hibdkat nem tartalmazé (kezdeti) lefrast szintetizaljuk,
bitstreamet generdlunk amit letoltlink az eszkozbe, és a hibakat kozvetleniil az esz-
kozbe injektaljuk (parcidlis) RTR alkalmazaséaval, az applikacio futtatasa kozben. A
hibdkat magaba a bitfileba is injektalhatjuk. Ennek megfelelGen a kezdeti leirast
nem sziikséges tjraszintetizalni és a huzalozasi algoritmusokat tjrafuttatni minden
egyes hibainjektalasi kisérlethez, csak ujra I ekell télteni az FPGA eszkdzbe. Ennek
a modszernek a folyamatabrajat mutatja a 13 abra.

A kovetkezo fejezetekben a kifejlesztett modszer implementaciojanak valamint az

implementaciohoz hasznalt JBits interfész leirdsa talalhato.
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Futtatas

Analizis

13. abra. A kifejlesztett hibainjektalasi technika

A moédszer implementalasa

Amint azt fentebb mar emlitettiik, a kifejlesztett modszer segitségével kétfajta hiba
injektéalasa lehetséges: leragadasi és SEU. A kovetkezs két fejezet ezen két hibafajta
injektéalasara Xilinx Virtex FPGA eszkoz alkalmazasaval kidolgozott modszereket mu-

tatja be roviden.

Leragadasi hiba injektalasa

Egy VHDL leiras szintézise és FPGA-ba torténé huzalozasa soran kiilonboz6 logikai
fiiggvényeket toltiink le az eszkozbe. Egy logikai fiiggvényt az FPGA-ban egy Look-
Up Table-be (LUT) tudunk letolteni, amelyek a Konfiguraciés Logikai Blokkokban
(Configurable Logic Block, CLB) talalhatoak. A Xilinx Virtex csaladban egy LUT-

nak 4 bemenete van (a VHDL leiras vezetékei ezekre a bemenetekre képezddnek le),
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ennek megfelelen a LUT-ba leképzett logikai fiiggvényt 16 memoriabit hatarozza
meg.

A modszer 1ényege, hogy a LUT-ban tarolt binaris értékeket megvaltoztatjuk, igy
imitalva a LUT egyik bemenet’enek leragadasat. A 14 abra egy példat mutat egy

leragadasi hiba injektalasara. A LUT Karnaugh-tablaként van abrazolva.

F2 F2

01|32 89 11 10
4 12 13 15 |14
F4 12113/ 15|14 F3 F4 1213 |15 |14 F3
8 9|11 10 819 11|10
F1 F1
(a (b)
14. 4bra.

Egy 1-be ragadasi hiba injektalasa az F4 bemenetre: (a) eredeti LUT konfiguracio
(b) modositott LUT

Ez a példa az F4 bemenet 1-be ragadasat mutatja. A 0-ba ragadéasi vagy invertalasi

hibak hasonl6 médon valésithat6ak meg.

SEU injektalasa

Egy adramkori leirasnak Virtex FPGA-ba torténé implementélasa esetén az aramkor
kombinécios részeit a LUT-okban keriilnek implementéalasra. A CLB-k mésik fontos
alkotoelemei a flip-flopok amelyekbe a kiilonb6z6 regiszterek leképzése torténhet. Egy
Single Event Upset (SEU) hiba egy ilyen memoriaelem értékének aszinkron modon
torténd megvaltozasat jelenti, 0-bol 1-be vagy 1-bél 0-ba.

A kifejlesztett modszerben a SEU-k injektalédsa a flip-flopok allapotanak ellen-
kezGjére valtoztatasaval torténik. A jelenleg rendelkezésre all6 kornyezetben ez csak
egyetlen moédon valdésithatdo meg: egy set vagy reset impulzus adéasaval a flip-flop
aszinkron vezérlg bemenetére, a pillanatnyi allapotatol fiiggGen.

A kisérletekben hasznalt Virtex FPGA csalddnal az eszkoznek egy GSR bemenete
van (Global Set/Reset) ami be van kotve az FPGA minden lényeges alkotoelemének

bemenetére, igy a flip-flopok bemenetére is. A set/reset bemenet kétfajta polaritasi



15

lehet: set vagy reset.
Ezt a legegyszeriibben egy kapcsol6 segitségével dbrazolhatjuk: a kapcsolo a flip-
flop set és reset bemenetei kozott kapcsolja a GSR bemend vonalat. A 15 &bran ez

van abréazolva.

SET

D Q———
CLK i>

RESET

GSR e

15. abra. Egy Virtex FPGA CLB-jében 1év§ flip-flop egyszertsitett abraja

Ennek elvégzéséhez a kovetkez6 1épéseket kell elvégezni:

e az Osszes, a tervbe behuzalozott flip-flop allapotanak beolvasasa

a flip-flopok és a hozzajuk tartozo kapcsolok allapotainak az Gsszehasonlitasa

e az FPGA ujrakonfigurdlasa azért hogy megvaltoztassuk a kapcsolok allasat ott
ahol sziikséges, a flip-flop allapotainak fliggvényében, azért hogy a GSR csak
annak a flip-flopnak az allapotat modositsa amelybe a hibat injektalni szeret-

nénk
e egy GSR impulzus adéasa

e az FPGA 1jrakonfigurdlasa hogy a megvaltoztatott kapcsolokat visszaallitsuk

eredeti allapotukba, hogy az eszk6z kiindulési allapota ne valtozzon meg

Amint lathatd, az eszkozrdl egy visszaolvasas (readback) és két ujrakonfigurélés
sziikséges egy SEU injektalasahoz, ami tual sok id6t vehet igénybe. Ez az id6 csok-
kenthet6 parcialis tijrakonfiguralas és visszaolvasés alkalmazésaval. A Virtex FPGA-k
bels6 struktiraja korlatozza a parcialis Gjrakonfiguralds hatasat, miutdn egy bizo-
nyos flip-flop djrakonfiguralasahoz vagy visszaolvasasahoz az abban az oslzopban 1év§
ugyanolyan tipust (pozicioji) Gsszes tobbi flip-flop Gjrakonfiguralasa vagy visszaol-

vasésa sziikséges.
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A JBits interfész

A JBits API (Application Programming Interface) egy olyan Java-alapi interfész
ami lehetévé teszi a tervezl részére a kozvetlen kommunikaciot, adatcserét a Xi-
linx FPGA-val, tehat hogy kozvetleniil irjunk ki az eszkozre vagy olvassunk be onnan
adatokat [59]. A JBits segitségével a bitstream gyors modositasara és az eszkoz gyors
ujrakonfiguralasara is lehetGség van. Virtex eszkozok esetén a JBits lehetGséget nyijt
parcialis ujrakonfiguralasra is. A Virtex architekttiraja megérzi allapotat az ujrakon-
figuralasi fazis alatt.

A JBits applikaciok a Java interfészt Boundary Scanre is hasznalhatjak platformtol
fiiggetleniil, olyan eszkozok djrakonfiguralasara amelyek akar kozvetleniil kapcsolod-

nak gépiinkhéz vagy pedig tavolrél, az Interneten keresztiil.

A JBits legf6bb jellemz6i

A JBits célja hogy biztositson egy gyors és egyszer( interfészt a Xilinx Virtex (és ré-
gebben a 4000-es) FPGA-k felé [144]. Az alapotlet az volt, hogy tamogassuk azokat
az applikaciokat amelyeknek az FPGA gyors és dinamikus tjrakonfigurélasara van
sziiksége. Hagyomanyos tervezérendszerekkel egy bitstream generdlasa VHDL leirés-
bol perceket vagy akéar érakat is igénybe vehet, pedig bizonyos esetekben akir par
mésodperc is megengedhetetlen lehet az alkalmazas idékorlatai miatt.

A JBits tobb okbdl is egyediili abbél a szempontbdl hogy lehetévé teszi olyan
problémak kezelését amelyeket a tobbi fejlesztérendszer segitségével nem tudnank

megoldani [144]. A legfontosabb tulajdonsagok a kiovetkezok:

e Masodpercenként 10,000 sor forditasa (Microsoft J++ Java fordito)
e Run-time, parcialis Gjrakonfiguralés tAmogatasa

e aramkorok futas kozbeni parametrizalasdnak lehetGsége

e eldre elkészitett, behuzalozott makrok (core-ok)

e a CLB-ben lévé LUT-ok egyszert programozasa

e hozzaférés minden eréforrashoz

e Virtex csalad tamogatéasa (kezdeti, ma mar nem hasznalt verzié az XC4000EX
és XC4000XL csaladot is tamogatta)
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e Javaban implementalt kornyezet

Miutan a JBits lehetévé teszi FPGA konfiguraciok gyors és dinamikus létrehoza-
sat, Uj perspektivik nyilnak meg a mér meglévs fejlesztérendszerekkel kapcsolatban:

Specifikus tervezdrendszerek: lehetGség nyilik olyan applikicié-specifikus fej-
lesztérendszerek létrehozasara amelyek RTR-t alkalmaznak. Ezek a specifikus rend-
szerek lehetnek olyan kis méretiiek és gyorsak hogy az FPGA-t elfedjék a felhasznalo
elgl. Emellett, mivel a JBits-et Javaban irtak, egyéb Java konyvtarak is felhasznal-
hatoak pl. GUI-k létrehozasahoz

Hagyomanyos fejleszt6rendszerek: mivel a JBits egy programozasi interfész
a Xilinx FPGA eszkozok felé, a JBits API-t hasznélhatjuk huzalozasi algoritmusok
kifejlesztésére is.

Makrok generalasa: eldre elkészitett makrokat (core-ok) lehet létrehozni a
JBits-szel. Mivel ezeket a makrokat Javaban irjik, parametrizalhatéak és a terve-
zés folyaman tobbszor felhasznalhatéak pl. tjabb makrok létrehozasdhoz. Emellett
a JBits makrok futasi id6ben parametrizalhatéak és inicializalhatéak. Ez sokkal ru-
galmasabb tervezést tesz lehetévé mint a statikus, forditasi idében parametrizalhato
makrok alkalmazésa.

Ujrakonfiguralas: a terveket dinamikusan lehet valtoztatni és 1étrehozni: lehe-
t6ség van a kiilonb6z6 paraméterek dinamikus megvaltoztatasara valamint a leirasok
dinamikus létrehozésara. A JBits olyan flexibilitast tesz lehet&vé, amely mas fejlesz-
térendszereknél nem lehetséges.

A dolgozatban bemutatott munka a JBits kornyezet elsé alkalmazasa hibainjek-
talasra. A JBits-ben kifejlesztett program lehetévé teszi az el6zéekben bemutatott

hibainjektalasi modszerek megvalositasat leragadasi és SEU hibk injektalasara.

Eredmények: szamitasok és mérések

A kifejlesztett modszer esetén egy hibainjektélasi kisérlethez sziikséges id§ 3 részre
bonthat6: az FPGA eszkoz inicializalasanak ideje (¢;n;:), futtatés ideje (¢7,;) valamint
a hibainjektalas ideje (%;,;). Az inicializalas ideje az eszkoz inicializalasat, vagyis a tel-
jes bitstream letoltésének idejét foglalja magéaba. A futtatési ido az eszkoz orajelének
léptetésének (vagyis a letoltott applikacio futtatasanak) idejét jelenti. Az injektélas
ideje a hibanak az FPGA eszkoz (parcialis) ujrakonfiguralasaval torténo injektalasa-

hoz sziikséges id6t jelenti. A kovetkezs fejezet ezen idSket irja le numerikus értékekkel
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leragadasi hibak és SEU-k esetén.

Szamitasi eredmények

Leragadasi hibak injektalasara vonatkozé szamitasok

A szamitasokat egy egyszerti példa esetén fogjuk végezni: a leragadasi hiba injek-
talasat egy XCVbH0-es eszkozon végezziik 1 MHz-es konfiguralasi és visszaolvasési
(readback) frekvencia esetén. A kisérletek soran injektéland6 hibék szama legyen
10,000 (Npipr = 10000) valamint egy kisérletben a futtatasi ciklusok széama legyen
1,000 (Neikius/ksrier = 1000). Az FPGA eszkoz konfiguralasa és visszaolvasasa 8 biten
parhuzamosan torténik. Nézziik a hibainjektalas klasszikus esetét: egy kisérlet soran
egy hibat injektalunk és végezniink kell egy referencia-kisérletet injektalt hiba nélkiil
is. Ennek megfelelGen az Osszes végrehajtando ciklus szama egyszertien szamolhato:

Niszciktus = (Nnivk + 1) * Neigtus/ksriet

Az eszkoz inicializalasi ideje (a teljes bitstream letoltése az FPGA-ba) kénnyen
kiszamithato, tudva hogy egy XCV50-es eszkoz bitstream-je 559200 bitet tartalmaz:

tinit = 22229 = 69.9ms

1038
Mas eszk6zok inicializalasi id6i hasonloképpen szamolhatoak.

Egy 0-ba vagy 1-be ragadasi hiba injektélasédhoz (és eltavolitasahoz) egy CLB
LUT-janak 8 bitjének kétszeri tjrakonfiguralasira van sziikség, amennyiben parcialis
ujrakonfiguralast alkalmazunk. Egy Xilinx Virtex eszkoz parcidlis jrakonfiguralésa
keretenként (frame-ek) torténik, mivel egy frame a legkisebb tjrakonfiguralhato egy-
ség. Egy frame egy bizonyos LUT-nak csak egy bitjét tartalmazza, pl. a 0. szamu
bitet az Gsszes 0. slice-ban talalhaté F LUT-bdl az adott oszlop esetén. Ennek meg-
felelen egy LUT 8 bitjének tujrakonfiguralasahoz (vagy visszaolvasasahoz) 8 frame
tjrakonfiguralasa (vagy visszaolvasasa) sziikséges. Ennek megfelelGen egy 0-ba vagy
1-be ragadasi hiba injektéalasahoz (és eltavolitasahoz) 8 bit kétszeri tjrakonfigurala-
sara van sziikség.

Egy XCV50-es eszkdz frame-je 384 bitet tartalmaz. Ennek megfelelGen egy hiba

injektalasahoz (és eltavolitasahoz) sziikséges id6 a kovetkezSképpen szamolhato:

Legyhibainjektlsa = 1160*33*684 =7.28% 10" ms
Mivel 10,000 hiba injektalasa torténik a kisérletsorozat folyaméan, a teljes hibain-
jektalasi id6
ting = 10000 * tegynibainjertisa = 1280ms

szerint adodik.
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Amint fentebb emlitettiik, dsszesen 10,001 kisérletet végziink és egy kisérlet soran
1000 ciklust kell végrehajtani. A teljes ciklusszdm tehéat:

Neikius = (10000 + 1) * 1000 = 10001000

A futtatasi id6 a futasi frekvencia (1MHz) ismeretében adodik:

trur = 0% = 10001ms

A fenti egyenletekbdl az adott hibainjektéalasi kisérletsorozat teljes id6tartama

Lietjes = 69.9 4 7280 + 100010 = 17, 350.9ms

szerint alakul.

A fentiekhez hasonl6an szamolhat6 a hibainjektéalasi kisérletsorozat idétartama
mas feltételek, paraméterek mellett (pl. més konfiguraléasi frekvencia, injektalando

hibaszam stb.).

SEU injektalasara vonatkozé szamitasok

A leragadasi hibakhoz hasonléan a SEU-k injektalasdhoz sziikséges id§ is kiszamol-
hat6. SEU-k injektélasa esetén a flip-flop-ok és hozzajuk tartozo kapcsolok (amelyek
a set-et és a reset-et szabalyozzak) egy részének allapotanak beolvasasa és tjrakon-
figuralasa sziikséges. Legrosszabb esetben, annak fiiggvényében hogy az aramkori
tervben 1évé flip=flopok hogyan lettek elhelyezve az FPGA eszk6zben, az Gsszes flip-
flop és kapcsold beolvasésa/tjrakonfiguralasa sziikséges. Lathato, hogy ez a miivelet
joval nagyobb mennyiségli adat beolvasisat és tjrakonfigurélasat teszi sziikségessé,
mint amennyit leragadasi hibak esetén sziikséges. Legrosszabb esetben (worst-case)
az Osszes flip-flop allapotat vissza kell olvasni egyszer és az Osszes kapcsolot tjra kell
konfiguralni kétszer minden egyes hiba injektalasahoz. Egy oszlop Gsszes, megegyez6
fajtaju flip-flopjainak allapotainak visszaolvasasdhoz két frame beolvasasa valamint
egy 28 byte-os visszaolvasasi (readback) utasités kikiildése sziikséges ami 6sszesen 992
bit. Miutan 4 fajta flip-flop van egy oszlopban és 24 oszlop egy XCV50-es eszkoz-
ben, a bitek szadma ami ahhoz sziikséges hogy az egész eszkoz Osszes flip-flop-janak
allapotat visszaolvassuk, a kovetkezdképpen alakul:

ny = 992 x4 x 24 = 95232

Az 6sszes kapcesolo tjrakonfiguralasdhoz 11300 byte tjrakonfiguralésa sziikséges.
Miutan ezt kétszer kell végrehajtani, a miivelet soran tjrakonfigurdlandé bitek szdma
(amennyiben az Gsszes kapcsolot tjra kell konfiguralnunk):

ne = 11300 * 2 x* 8 = 180800
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A szamitasoknal ugyanazokat a paramétereket vegyiik figyelembe mint amit a lera-
gadasi hibak injektalasa esetén: 1 MHz-es konfiguralasi és visszaolvasasi frekvencia,
XCV50-es eszkoz valamint 8 bit parhuzamos konfiguralasa/visszaolvasasa. ElGszor
worst-case esetben szamoljuk ki a hibainjektalasi kisérlethez sziikséges id&t, vagyis az
osszes flip-flop allapotot be kell olvasni és az Osszes kapcsolot kétszer djra kell kon-
figuralni minden egyes injektalasi 1épésben. Ekkor egy SEU injektalashoz sziikséges

id6t a kovetkez6 egyenlet szerint szdmolhatjuk:

Nhipk(n1+72)
fkonfvisszaoluNp'rhbitekszma

tinjektseu =
Az adott numerikus értékeket a paraméterek helyére behelyettesitve adodik a
worst-case hibainjektalasi id6:

= (2824 180800) — 34.504ms

A 4 tabldzat mutatja tobb hiba injektalasahoz sziikséges idSket worst-case esetben.

tinjektseu

10,000  injektalt | 10,000  injektalt | 1,000,000 injektalt

hiba és 1,000 cik-
lus egy kisérletben

hiba és 10,000 cik-
lus egy kisérletben

hiba és 100,000 cik-
lus egy kisérletben

Inicializalas (ms)

69.9

69.9

69.9

Futtatési ido (min) 0.167 1.67 1,666.67

Tnjektalasi id6 (min) | 5.75 5.75 575.07

Teljes id6 (min) 5.02 7.42 2,241.74
4. tablazat.

Hibainjektalasi kisérletsorozathoz sziikséges id6k SEU-k injektalasanal worst-case
esetben, parcialis Gjrakonfigurdlast alkalmazasaval

Amint azt mar emlitettiik, ezen szamitasokat a legrosszabb eset (worst-case) figye-
lembe vételével végeztiik. Jobb esetben azonban eléfordulhat pl. hogy a kapcsoloknak /flip-
flop-oknak csak egy részét kell tjrakonfiguralni/visszaolvasni, a szintézis utan futta-
tott huzalozasi algoritmustol és a tervnek az FPGA-ban elfoglalt helyének nagységatol
fiiggGen. A fentebb feltételezett legrosszabb esetben az eszkoz 100%-at kitolti a terv,
rdadasul igen alacsony konfiguralési frekvenciat (1 MHz) tételeztiink fel.

Vegyiink most egy ennél kedvezGbb esetet: az eszkoznek csak a 75%-at tolti ki
a szintetizalt terv (ennek megfelelGen a flip-flop-oknak és kapcsoloknak csak 75%-
at kell visszaolvasnunk/djrakonfiguralnunk), valamint a konfiguralasi/visszaolvasési
frekvencia 10 MHz (a t6bbi paraméter valtozatlan).

A flip-flop-ok allapotainak visszaolvasasahoz sziikséges bitek szdma ekkor

ny = 95232 % 0.75 = 71424

szerint alakul.
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Hasonloképpen szamolhato az el6z6ekbdl a kapcsolok tjrakonfigurdlasdhoz sziik-

séges bitek szama:

ny = 180800 *x 0.75 = 135600
A fentiekbol adédik egy SEU injektéalasédhoz sziikséges ido (hasonloképpen sza-

mitva mint worst-case esetben):

tinjektseu -

_ (714244135600)
1048

= 2.587ms

A hibainjektalasi kisérletsorozathoz sziikséges idGket a 5 tablazat foglalja Gssze.

10,000 injektalt
hiba és 1,000 cik-
lus egy kisérletben

10,000  injektalt
hiba és 10,000 cik-
lus egy kisérletben

1,000,000 injektalt
hiba és 100,000 cik-
lus egy kisérletben

Inicializalas (ms)

69.9

69.9

69.9

Futtatasi ido (min) | 0.167 1.67 1,666.67
Injektalasi ido (min) | 0.43 0.43 43.12
Teljes ido (min) 0.60 2.10 1,709.79

5. tablazat.
SEU-k injektalasdhoz sziikséges id6k kedvezsbb feltételek kozott parcidlis
ujrakonfiguralas alkalmazasa esetén

Ha Osszehasonlitjuk a 4 és 5 tablazatokat, lathatjuk, hogy 1 nagysagrendi idé-
beli nyereség érheté el ha az adott feltételek nem worst-case hanem annal valamivel
kedvez6bb (de nem optimalis) feltételek.

A hibainjektélasi kisérletsorozathoz sziikséges idének a kiilonb6zé paraméterektsl
valo fliggésének a vizsgalata soran az tjrakonfigurdlandé bitek hatésat is tanuma-
nyoztuk. Ennek alapjn kijelenthetjiik, hogy a Virtex FPGA csalad (jelenlegi) archi-
tektiraja nem a legkedvezobb ilyen fajta kisérletek végrehajtaséra.

A dolgozatban bemutatott 0j hibainjektalési technikdnak a mar korabban ismert
(szimulacion- illetve emulécion alapul6) modszerekkel valo Gsszehasonlitasa azt mu-
tatja, hogy a bemutatott technika az id6tartam szempontjabol joval hatékonyabb
mint a szimulécid, és kiilonboz esetekben versenyképes a klasszikus emulacioval. A
modszer hatékonysaga erGsen fiigg az injektalt hibk szamatol (jobban mint a ciklusok

szamatol) klasszikus emulacioval torténd Gsszehasonlitas esetén.

Meérési eredmények

A kisérletek egy XSV50-es demo kartyan lettek elvégezve [142] a modszer megvalosit-

hatésdgdnak bemutatisa céljabol.. Ezt a kartyat valamint a kartyahoz irt, JBits-hez
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sziikséges Java interfészt nem magas frekvenciat igényld kisérletek végrehajtasdhoz
tervezték; a kartyan 16vé FPGA eszkoz ujrakonfiguralasa és az eszkozrsl az adatok
visszaolvasasa az alacsony atviteli sebességli (2Mbs) parhuzamos porton keresztiil
torténik. A kartya konfiguralési/visszaolvasasi sebessége a JBits és az XHWIF in-
terfészen segitségével minddssze 3.9 kHz. Ilyen feltételek mellett az elz&ekben be-
mutatott szamitasi eredmények kimérése nem lehetséges. A bemutatott eredmények
gyakorlatban val6é eléréséhez és igy a dolgozatban leirt mddszer altal nytujtotta le-
hetoségek kihasznalasahoz egy applikacio (azaz hibainjektalas)-specifikus kornyezetre
lenne sziikség.

A kisérletek mérési eredményeit SEU injektalasa esetén tartalmazza a 6 tablazat.
Osszehasonlitva a 6 és a 5 tablazatokat, lathato hogy a mért értékek joval magasabbak

az eléz6ekben szamolt értékeknél a kartya sebességbeli korlatai miatt.

Inicializalas (ms) Hibainjektalas (ms) Futtatas (ms)
19,678 3566 55,961
19,688 3,575 55,873
19,718 3,498 55,912

6. tablazat.
SEU injektalasi kisérletek mérési eredményei XSV50 kartyan (3 kisérlet)

Konklazio, perspektivak

A doktori kutatis targya egy 1j hibainjektalasi technika létrehozésa volt hardver
prototipus és parcialis djrakonfiguralés alkalmazasaval. A modszer kétfajta hibara
lett kidolgozva és megvaldsitva: leragadési hibara és SEU-re. A modszer megvalo-
sithatosaga kisérletekben lett megmutatva. A kisérleteket egy Xilinx Virtex FPGA
eszk0zon végeztiik a JBits interfész segitségével, ami lehetévé teszi az eszkoz parcidlis
ujrakonfiguralasat.

A szamitasok és mérések azt mutatjak, hogy egy leragadasi hiba injektalédsa mil-
liszekundumos, mig egy SEU-é néhany milliszekundumos nagysagrendi.

Egy SEU injektalasi kampany a dolgozatban bemutatott technikat alkalmazva

nem feltétleniil lesz gyorsabb mint a hagyoményos hibainjektéléasi technikdkkal (klasszi
kus hardver prototipus alkalmazas) végezve. Az eredmények azt mutatjak hogy a

bemutatott modszerrel végzett kisérletekhez sziikséges id6 t&bb tényez6tdl is fiigg,
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amelyek optimalizalasa fontos lenne. Hatékony hibainjektalasi kisérletek megvaldsi-
tdsdhoz optimalizalt kornyezet sziikségeltetne. Ennek a kornyezetnek lehetévé kellene
tennie az FPGA-hoz val6 gyors hozzaférést, hogy ki tudjuk hasznélni az eszkoz tech-
nologiai adottsagait (gyors tjrakonfiguralas/visszaolvasas). Az aramkori le’'irasnak az
FPGA eszkozbe valo leképzését is optimalizalni kellene, hogy az tjrakonfiguralando
frame-ek szdmat minimalisra lehessen csokkenteni. Esetleg mas FPGA csaladok (pl.
AT6K, AT40K [11] [14]) architektiraja kedvezGbb lehet a modszer implementéalasa-
hoz.

Egy ilyen hibainjektilasra-optimalizalt kornyezet megvalositasa perspektivat je-

lenthet a munka folytatasahoz.



Chapter 1

Introduction

The principle of fault injection has been known for a long time to evaluate the de-
pendability of a given hardware, software or system implementation. The basic idea
is to deliberately create faults into the environment under test after putting it into
operation. The system under test is excited with application test vectors and data
are collected on the outputs and also potentially on internal signals. At the end, these
data can be used in order to analyse the behaviour of the system when faults occur.

Fault injection can be hardware- or software-based. In hardware-based techniques
it was proposed to take advantage of hardware prototyping to improve and accelerate
the execution of the whole fault injection campaign. The execution of an application
can indeed be much faster in hardware than in simulation, so important time gains can
be achieved by using prototyping-based techniques. In consequence, the dependability
analysis of a circuit can be more extensive on a prototype than in time-consuming
simulations.

Reconfigurable hardware (and especially FPGA devices) is a good candidate to
implement prototypes and perform fault injections. The reconfiguration of an FPGA
can however take a long time and this can be a limitation of prototyping-based tech-
niques, especially if the device must be reconfigured several times. To overcome this
problem, partial (also called local) reconfiguration of the hardware was proposed. In
this case, only a part of the device must be reconfigured when changes are made. The
use of partial reconfiguration capabilities results in an important time gain when only
few differences exist between two successive configurations of the FPGA.

This work focuses on fault injections performed in reconfigurable hardware. In
particular, it is proposed to take advantage of partial reconfiguration capabilities to

perform fault injections in the prototype of a digital circuit. Till now, hardware



prototyping was used for the execution of the application on faulty versions of the
circuit. The fault injection itself was generally made by means of internal logic ele-
ments controlled by external signals. These elements were added by modifying either
the high level description (e.g. behavioural VHDL) or the gate level description of
the circuit, before implementing the prototype. The idea developed in this thesis is
not only to execute the application in reconfigurable hardware but also to realise the
injection of faults directly in the device (FPGA), taking advantage of the reconfig-
uration capabilities. Like this, each fault injection (or fault removal) necessitates a
partial reconfiguration of the device. On the other hand, the initial description of the
system must not be changed before implementing the prototype. The main goals of
this thesis are to demonstrate the feasibility of such an approach, to show how it can
be automated in an up-to-date design flow, to analyse the advantages and limitations
with respect to existing techniques and finally to identify the major parameters that
must be optimised to implement an efficient fault injection system based on partial
reconfiguration.

Chapter 2 gives a brief overview of reconfigurable computing, with emphasis on
partial reconfiguration and the environment used in the PhD work. The state of the
art of fault injection techniques is discussed in chapter 3. The description of the
developed new fault injection methodology can be found in chapter 4. Calculated
and measured results are presented in chapter 5 and some comparisons are made

with previous techniques. Finally, a conclusion is given in chapter 6.



Chapter 2

Reconfigurable hardware

In this chapter reconfigurable computing is analysed. The "history" of configurable

hardware is briefly discussed, and partial reconfiguration is detailed with emphasis.

2.1 General description, comparisons

This section contains the description of reconfigurable hardware, presenting the dif-
ferent kinds of programmable logic. The history of reconfigurable computing is briefly
described, and a comparison is made between programmable and fixed logic. Section
2.1.1 contains a general description of reconfigurable computing. A comparison of

programmable logic and ASICs is made in section 2.1.2.

2.1.1 Description and brief history of reconfigurable comput-
ing

In the world of digital electronic systems, there are three basic kinds of devices: mem-
ory, microprocessors, and logic. Memory devices store random information such as
the contents of a spreadsheet or database. Microprocessors execute software instruc-
tions to perform a wide variety of tasks such as running a word processing program,
an IC design tool or a simple game. Logic devices provide specific functions, includ-
ing device-to-device interfacing, data communication, signal processing, data display,
timing and control operations, and almost every other function a system must per-
form.

Logic devices can be classified into two broad categories - fixed and programmable.
As the name suggests, the circuits in a fixed logic device are permanent, they perform

one function or set of functions - once manufactured, they cannot be changed. On



the other hand, programmable logic devices (PLDs) are standard, off-the-shelf parts
that offer customers a wide range of logic capacity, features, speed, and voltage char-
acteristics - and these devices can be changed at any time to perform any number of
functions [148].

It was about 1975, when standard fixed logic devices were the rage and printed
circuit boards were loaded with them, that the question of reprogrammability has
arisen: it would be desired to have the ability during design to implement different
interconnections in a large device? Like this, the designer would be able to integrate
many standard logic devices into one part. It was Ron Cline from Signetics (which
was later purchased by Philips and then Xilinx) who came up with the idea of two
programmable planes which provided any combination of AND and OR gates and
sharing of AND terms across multiple ORs [109]. These were the first steps in the
field of programmable logic and the basis of the first PLDs (PAL, PLA, PROM, GAL,

see section 2.2).

2.1.2 Comparison of programmable logic and fixed logic

Programmable and fixed logic can be compared from many aspects concluding that
both techniques possess advantages and disadvantages. Like this, it cannot be deter-
mined explicitly which technique is "better", a comparison can be made from different
points of view and it depends on the conditions and goal of the application which
technique fits better. In the following, a brief comparison of the two techniques is
made from different aspects.

With fixed logic devices, the time required to go from design, to prototypes, to a
final manufacturing run can take from several months to more than a year, depending
on the complexity of the device. And, if the device does not work properly, or if the
requirements change, a new design must be developed. The up-front work of design-
ing and verifying fixed logic devices involves substantial "non-recurring engineering"
(NRE) costs. NRE represents all the costs customers incur before the final fixed
logic device emerges from a silicon foundry, including engineering resources, expen-
sive software design tools, expensive photolithography mask sets for manufacturing
the various layers of the chip, and the cost of initial prototype devices. These NRE
costs can run from a few hundred thousand to several million dollars.

With programmable logic devices, designers use less expensive software tools to

develop, simulate, and test their designs. Then, a design can be quickly programmed



into a device, and immediately tested in a live circuit. The PLD that is used for this
prototyping is the exact same PLD that will be used in the final production of a piece
of end equipment. There are smaller NRE costs and the final design is completed
much faster than that of a custom, fixed logic device [58].

Another key benefit of using PLDs is that during the prototyping phase customers
can change the circuitry as often as they want until the design operates to their satis-
faction. That is because most PLDs can be based on re-writable memory technology
- to change the design, the device is simply reprogrammed. Once the design is final,
customers can go into immediate production by simply programming as many PLDs
as they need with the final software design file.

Of course, reconfigurable logic represents some inconveniences, too. One basic
disadvantage of programmable logic is the high unit cost: the fabrication of reconfig-
urable hardware is much more expensive than the one of ASICs. This inconvenience
follows from another disadvantage of programmable logic: the high complexity of
architecture. Furthermore, the complexity of the circuitry introduces another incon-
venience: the electronic performance of programmable logic is worse than the one of
fixed logic, the operating speed, frequency is lower because of the important delays
in the circuit. Moreover, higher complexity results in higher sensibility to external
conditions.

The advantages and disadvantages of programmable logics, comparisons of con-

figurable and fixed logic are shown on Table 2.1.

Programmable logic

Fixed logic

Advantage Fast time to market, off the shelf de- | Relatively low unit cost, good perfor-
livery, small NRE costs, possibility of | mance in speed, low sensibility, rela-
reconfiguration: changes can be made | tively simple architecture
during prototyping phase

Disadvantage | High unit cost, low speed, high com- | No flexibility, NRE costs, large time to

plexity of architecture, relatively high
sensibility

market

Table 2.1: Comparison of programmable logic and fixed logic




2.2 The different kinds of configurable logics

In this section a brief classification of the PLDs is given. This section is divided into
two major parts: section 2.2.1 contains a description of the early PLDs called Simple
PLDs (SPLD), while the more complex PLDs (Field Programmable Logic Device -

FPLD) are reviewed in section 2.2.2.

2.2.1 The SPLDs

It was already mentioned in section 2.1.1 that the idea of reconfigurable computing
was born in the 70’s. These preliminary PLD families (also called Simple PLDs -
SPLD) may contain two programmable interconnection matrix, an "AND" matrix
and an "OR" matrix, with which many combination of AND and OR gates (it is the
number of AND gates that determines the maximal number of terms), like this many
logic functions of the same number of inputs as the PLD device can be implemented.
The connection in the intersections of the nets can be established/cleared by fuses:
with the aid of software tools, the user can select which junctions will not be connected
by "blowing" all unwanted fuses [109]. The simplified schema of this kind of SPLD

is shown on fig. 2.1.

OR array

U UUU

AND array Outputs

Figure 2.1: The architecture of an SPLD

Based on this architecture, different kinds of PLDs can be fabricated in function
of the programmability of the "AND" and "OR" arrays. In the basic case, when both

matrix are programmable, it is called Programmable Logic Array (PLA). From this



kind of architecture any combination of AND and OR gates can be derived (until
the number of AND gates) and it assures the highest logic density. This results in a
disadvantage: the high fuse count. It also has a high propagation delay.

To get around these problems, a slightly different architecture was designed called
Programmable Array Logic (PAL). In case of a PAL, the "OR" array is fixed, like
this the propagation delay is lower and less complex software is needed to program it
as the logic density is lower.

A similar architecture to PALs called Programmable Read Only Memory (PROM)
can be obtained in a similar way: the "AND" array of the device is fixed in this case
and the "OR" array is programmable, in the same way as described above. On the
other hand, it assures that all combinations of AND and OR gates can be implemented
(the number of AND gates assures the implementation of all possible minterms).

The fuse-technology of SPLDs has evaluated later: in case of flash PLDs, for
example, the device can be programmed and erased electrically.

Another kind of SPLD is the family of GALs (Generic Array Logic). A GAL
device is very similar to the PAL structure: the "OR" array of the device is fixed
and the "AND" array is programmable. However, in case of GALs, the outputs of
the "OR" matrix are connected to storage elements (flip-flops), like this not only
combinational logics (as in case of the other kinds of SPLDs) but sequential ones can

be implemented in GALs.

2.2.2 The FPLDs

With the growing necessity to more complex logic designs, the extension of the density
of the simple PLDs was needed. Like this, more complex programmable logics were
created to satisfy this need. These devices are called Field Programmable Logic
Devices (FPLD). Two major types of FPLDs can be distinguished (and are described
in this section): the Complex Programmable Logic Devices (CPLDs) and the Field
Programmable Gate Arrays (FPGAs).

The CPLDs

CPLDs are similar to SPLDs except that they have significantly higher capacity. A
typical CPLD is the equivalent of two to 64 SPLDs. A CPLD typically contains from
tens to a few hundred cells (macrocells) which are PLD-like blocks and connected to
each-other (fig. 2.2).
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Figure 2.2: Part of the architecture of a CPLD

A macrocell on most modern CPLDs contains a sum-of-products combinatorial
logic function and one or several optional flip-flops. The combinatorial logic function
typically supports four to sixteen product terms with wide fan-in. In other words, a
macrocell may have many inputs, but the complexity of the logic function is limited.

Fig. 2.3 shows a possible macrocell architecture.

FAL-Theblach

Figure 2.3: The basic architecture of a macrocell

Sets of eight to 16 macrocells are typically grouped together into a larger function
block. The macrocells within a function block are usually fully connected. If a device
contains multiple function blocks, then the function blocks are further interconnected.
Not all CPLDs are fully connected between function blocks - this is vendor and family
specific. Less than 100% connection can in general be used between function blocks,

that means that there is a chance the device will not route or may have problems



keeping the same pinout between design revisions [108].

CPLDs provide a natural migration path for SPLD designers seeking higher den-
sity, as CPLDs have a PAL-like architecture and generally four or more PALs com-
fortably fit into a CPLD. Most CPLDs support the SPLD development languages
such as ABEL, PALASM, CUPL etc.

CPLDs offer very predictable timing characteristics and fast pin-to-pin perfor-
mance, like this they are great at handling wide and complex gating at blistering
speeds, e.g. 5ns which is equivalent to 200MHz. The timing model for CPLDs is easy
to calculate, so even before starting the design it is possible to calculate the input to
output speeds. Like this, CPLDs are generally best for control-oriented designs: the
wide fan-in of their macrocells makes them well-suited to complex, high performance
state machines.

Some of the major variations between CPLD architectures include the number
of product terms per macrocell, whether product terms from one macrocell can be
borrowed or allocated to another macrocell, and whether the interconnect switch
matrix is fully- or partially-populated.

In some architectures, when the required number of product terms exceeds the
number available in the macrocell, additional product terms are borrowed from an
adjoining macrocell. This makes the CPLD device useful for a wider variety of appli-
cations. When borrowing product terms from an adjoining macrocell, that macrocell
may no longer be useful. In some architectures, the macrocell still has some basic
functionality. Borrowed product terms usually means increased propagation delay.

An important feature of the CPLDs is the number of connections within the switch
matrix. A switch matrix supporting all possible connections is fully populated. A
partially- populated switch supports most, but not all, connections. The number
of connections within the switch matrix determines how easy a design will fit in a
given device. With a fully-populated switch matrix, a design will route even with a
majority of the device resources used and with fixed I/O pin assignment. Generally,
the delays within a fully populated switch matrix are fixed and predictable [108].

A device with a partially-populated switch matrix may have problems routing
complex designs. Also, it may be difficult to make design changes in these devices
without using a different pinout. Routing to a fixed pinout is important. It is far
easier to change the internals of a programmable logic device than it is to re-layout a

circuit board. The delays within a partially-populated switch matrix are not fixed and
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less easily predicted, similar to most FPGA devices. Though a partially populated
switch matrix has some potential limitations, it is less expensive to manufacture.

CPLDs are manufactured using one of three process technologiessEPROM, EEP-
ROM, or FLASH. EPROM-based CPLDs are usually one-time programmable (OTP)
unless they are in an UV-erasable windowed package. A device programmer or the
manufacturer or distributor programs an EPROM-based CPLD.

Generally, CPLDs are CMOS and use non-volatile memory cells such as EPROM,
EEPROM, or FLASH to define the functionality. Many of the most-recently intro-
duced CPLD families use a EEPROM or FLASH and have been designed so that they

can be programmed in-circuit (also called ISP for in-system programmable) [108].

The FPGASs

As it is mentioned at the beginning of section 2.2.2, the other major type of FPLDs
(besides CPLDs) are the FPGAs. It was in 1985 that Xilinx introduced this new
idea. The basic concept was to combine the user control and time to market of PLDs
with the densities and cost benefits of gate arrays.

FPGAs are distinct from SPLDs and CPLDs and typically offer the highest logic
capacity. An FPGA consists of an array of logic blocks (called configurable Logic
Blocks - CLB), surrounded by programmable I/O blocks, and connected with pro-

grammable interconnect. Fig. 2.4 shows the basic structure of an FPGA.
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Figure 2.4: Simplified schema of an FPGA architecture

A typical FPGA contains from 64 to tens of thousands of CLBs and an even
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greater number of flip-flops, as a CLB contains generally more than one flip-flop.
Most FPGAs do not provide 100% interconnect between CLBs (to do so would be
prohibitively expensive). Instead, sophisticated software places and routes the logic
on the device much like a PCB autorouter would place and route components.

When compared to CPLDs, FPGAs offer a higher amount of logic density, more
features and higher performance. The largest FPGA now available (part of the Virtex
family) provides eight million of "system gates" (the relative density of logic). The
secret to density and performance in these devices lies in the logic contained in their
CLBs and on the performance and efficiency of their routing architecture.

FPGAs are used in a wide variety of applications ranging from data processing
and storage, to instrumentation, telecommunications, and digital signal processing.
These advanced devices also offer features such as built-in hardwired processors (such
as the IBM Power PC), substantial amounts of memory, clock management systems,
and support for many of the latest, very fast device-to-device signaling technologies.
Such a revolutionary product that combines the processing power of a microcontroller
with the flexibility of an FPGA is the Field Programmable System Level Integrated
Circuit (FPSLIC) family of Atmel (AT94K [12] and AT94S [13]). This integrates, on a
single IC, an advanced 8-bit RISC microcontroller (AVR) core, peripherals and SRAM
program memory, together with a large FPGA block. A secured variant encapsulates,
in a single package, an FPSLIC IC together with its EEPROM for application and
configuration code. This reduces board size and makes the code resistant to reverse
engineering. Co-verification tools are also available to enable concurrent hardware
and software development for FPSLIC applications.

FPGAs can be classified in different ways. One possible way is to consider the
granularity of the architecture. From this viewpoint, two primary classes of FPGA

architectures can be identified:

e coarse-grained

e fine-grained

Coarse-grained architectures consist of fairly large logic blocks, often containing
two or more look-up tables and two or more flip-flops. In a majority of these architec-
tures, a four-input look-up table (think of it as a 16x1 ROM) implements the actual

logic. The larger logic block usually corresponds to improved performance.
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In devices of fine-grained architecture there are a large number of relatively simple
logic blocks. The logic block usually contains either a two-input logic function or a
4-to-1 multiplexer and a flip-flop. These devices are good at systolic functions and
have some benefits for designs created by logic synthesis.

Another way to classify the FPGAs is to consider the underlying process technol-
ogy used to program the device. Two basic technologies are used currently to build
FPGA devices:

e static memory

e anti-fuse

The static memory-based technology is similar to the technology used in static
RAM devices but with a few modifications. The RAM cells in a memory device
are designed for fastest possible read/write performance. The RAM cells in a pro-
grammable device are usually designed for stability instead of read /write performance.
Consequently, RAM cells in a programmable device have a low-impedance connect to
voltage supply and ground to provide maximum stability over voltage fluctuations.

Because static memory is volatile (the contents disappear when the power is turned
off), SRAM-based devices are "booted" after power-on. This makes them in-system
programmable and re-programmable, even in real-time. A device is called in-circuit
programmable or in-system programmable (ISP) if it can be programmed while it is
mounted on the circuit board with the other components. As a result, SRAM-based
FPGASs are common in reconfigurable computing applications where the device’s func-
tion is dynamically changed.

The configuration process typically requires only a few hundred milliseconds at
most. Most SRAM-based devices can boot themselves automatically at power-on
much like a microprocessor. Furthermore, most SRAM-based devices are designed to
work with either standard byte-wide PROMs or with sequential-access serial PROMs.
SRAM cells are also used in many non-volatile CPLDs to hold some configuration
bits to reduce internal capacitive loading [108|.

To reprogram the device, some form of external configuration memory source is
required. The configuration memory holds the program that defines how each of the
logic blocks functions, which I/O blocks are inputs and outputs, and how the blocks

are interconnected together.
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Devices of the other class of FPGAs, based on anti-fuse technology are one-time
programmable (OTP). Once programmed, they cannot be modified, but they also
retain their program when the power is off. Anti-fuse devices are programmed in a
device programmer either by the end user or by the factory or distributor.

These devices are called anti-fuse devices because of their programming method.
Instead of breaking a metal connection by passing current through it, a link is grown
to make a connection. Anti-fuses are either amorphous silicon or metal-to-metal con-
nections. They are usually physically quite small and have low on-resistance. Con-
sequently, anti-fuse technology has benefits for creating programmable interconnect.
However, they require large programming transistors on the device [108|.

Some FPGAs have built-in system-level features like on-chip bussing, on-chip
RAM for building small register files or FIFOs, and built-in JTAG boundary-scan
support.

Besides the two most important above described technologies, there is another,
not really spread technology to build FPGA devices: using FLASH technology.
FLASH memories are electrically erasable programmable devices having the elec-
trically erasable benefits of EEPROM but the small, economical cell size of EPROM
technology.

The FPGA manufacturers are regrouped on table 2.2 in function of the type of
FPGAs they fabricate [108].

Architecture | Static Memory Anti-fuse Flash
Altera: FLEX, APEX
Atmel: AT40K

Coarse-grained | DynaChip QuickLogic: pASIC
Lucent: ORCA
Vantis: VF1
Xilinx: XC3000, XC4000xx, Spartan, Virtex
Fine-grained Actel: SPGA Actel: ACT Gatefield

Atmel: AT6000

Table 2.2: Summary of FPGAs and manufacturers concerning architectures and tech-
nology processes
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2.3 Reconfiguration techniques

This section deals with the different reconfiguration modes of FPGA devices. The
main aspect of classification is whether the application which is executed in the FPGA
device is constituted from one or more configuration(s). In the first case, the con-
figuration is loaded into the FPGA device at the beginning so no reconfiguration is
needed during the execution of the application (section 2.3.1). On the other hand, the
device must be reconfigured during the execution of the application if the application
consists of more than one configuration (section 2.3.2).

Different terminologies can be found for this kind of classification of FPGA-based
computing. In |85 Kung introduces the terms "compile-time" and "run-time" to
qualify the reconfiguration of VLSI processor arrays. Lysaght et al. in [95] apply
these terms to FPGAs whether the FPGAs are reconfigured during the execution of
the application (run-time) or only at the beginning (compile-time).

In [95] FPGAS are also classified whether it is possible to reconfigure only part of
it at a time or the whole device must be reconfigured at each configuration step. The
first kind of reconfiguration is called partial reconfiguration. More precisely, they refer
in [95] to partial reconfiguration if it is possible to selectively reconfigure the device,
while the rest of the device remains inactive but retains its configuration information.
Moreover, in [95] the device is called not only partially but dynamically reconfigurable
if their embedded configuration storage circuitry can be updated selectively, i. e.
nominated configuration storage circuits (and the corresponding logic functions and
interconnections which they control) can be changed without disturbing the operation
of the remaining logic. It means that a part of the circuit can be reconfigured while
the rest of the device remains in operation. In [4] the terms "Active Local RTR" and
"Passive Local RTR", where RTR stands for Run-Time Reconfiguration, are used for
dynamic reconfiguration and partial reconfiguration.

Hutchings et al. refers also to RTR in [51] [53] [52]. The same terminology
(compile-time, or CTR, and run-time reconfiguration) is used in [64], and two kinds
of RTR are identified: Global RTR and Local RTR. In the first case (Global RTR),
all the device is reconfigured at each configuration step. Local RTR refers to the
same operation as partial reconfiguration in [95]. In further publications of the au-
thors [140] [61] this operation is generally referred as partial reconfiguration.

There are some other, less frequently used terms for the above mentioned op-

erations. Johnson refers to dynamic reconfiguration as "real-time reconfiguration"
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in [73]. Apel uses the term "on-line reconfiguration" in place of dynamic reconfigu-
ration [7]. Chean et al. uses the term "static reconfiguration" for CTR in case of the
reconfiguration of fault-tolerant processor arrays [36].

In the following, the terms of CTR, RTR and partial reconfiguration (in some
cases, Local RTR) will be used.

2.3.1 Compile-Time Reconfiguration

CTR is the simplest and most commonly-used approach for implementing applications
with reconfigurable logic [64]. The most important feature of CTR applications is that
they consist of a single system-wide configuration for all the system (Fig. 2.5). The
FPGAs are loaded with their respective configurations before starting the operation,
and once execution of the application starts, they remain in this configuration till the
end of execution. This approach is similar to using an ASIC because the hardware

does not change during the execution of the application.

Configuration Execution —

Figure 2.5: Compile-Time Reconfiguration (CTR)

2.3.2 Run-Time Reconfiguration

The technique of Run-Time Reconfiguration (RTR) is to reconfigure hardware re-
sources during application execution. This approach has been proposed for example
in [95] [64]. Contrary to CTR, RTR systems reconfigure the FPGA several times
during the execution of the application [64].

One can distinguish different kinds of RTR methods. When the whole FPGA
is reconfigured during a reconfiguration (Global RTR) with an arbitrary number of
executions for each configuration, the execution of the application must be stopped
during reconfiguration. In this case the application is divided into distinct temporal

phases where each phase is implemented as a single system-wide configuration that
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occupies all system FPGA resources [64]. The process of dividing an algorithm into
time-exclusive segments is referred to as temporal partitioning. Fig. 2.6 shows the

execution of a Global RTR application which is mapped into 2 configurations.

Figure 2.6: Global Run-Time Reconfiguration

The main advantage of Global RTR is its relative simplicity. Because the applica-
tion partitions are coarse grained, conventional CAD tools (schematic capture, VHDL
or Verilog synthesis etc.) can be used successfully once the manual temporal parti-
tioning step has been completed. Each partition can be designed and implemented
as one independent circuit module and the CAD tool is free to perform any global
optimisations as necessary [64].

It is also possible to reconfigure only subsets of the reconfigurable circuit. This
approach is called partial reconfiguration or Local RTR. In this case important time-
savings are made compared with a complete reconfiguration of the components, as
reconfiguration is quite a time-consuming operation and with Local RTR not all the
circuitry must be reconfigured to carry out changes. Fig. 2.7 shows an example of
Local RTR where the application to implement consists of 4 partitions: A, B, C and
D. In a first step, partitions "A", "B" and "C" are loaded into the FPGA and then
executed. In a second step, partitions "B" and "C" are removed and partition "D" is
loaded into the FPGA, which is followed by the execution of the second part of the
application.

As it is mentioned already at the beginning of section 2.3, local (partial) RTR can
be carried out in two different ways: during the reconfiguration of part of the circuit
the operation of the other parts is either interrupted or not.

The organization of partial RTR applications is based more on a functional division
of labor than the phased partitioning used by Global RTR applications. Local RTR
applications are typically implemented by functionally partitioning an application into

a set of fine-grained application operations. These operations need not be entirely
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Figure 2.7: Local (partial) Run-Time Reconfiguration

temporally exclusive as many of them may be active at any time. This is in direct
contrast to global RTR where only one configuration (per FPGA) may be active
at any given time. Still, it is important to organize the operations such that idle
circuitry is eliminated or greatly reduced. Each of these operations is implemented
as a distinct circuit module and these circuit modules are then downloaded to the
FPGASs as necessary during the operation of the application. Note that, unlike global
RTR, several of these operations may be loaded simultaneously and each operation
may consume any portion of the system FPGA resources [64].

The main advantage that partial RTR provides over Global RTR is the ability
to create fine-grained functional operators that make more efficient the use of FPGA
resources. This is important for applications that are not easily divided into equal-
sized temporally exclusive circuit partitions. However, this advantage can cause a
very high design penalty because of the increased flexibility and complexity of the
system. Unlike Global RTR where circuit interfaces remain fixed between config-
urations, local RTR allows these interfaces to change with each configuration. For
example, when circuit configurations become small enough for multiple configurations
to fit in a single device, the designer is now forced to ensure that all configurations
will interface correctly, one with another. Moreover, the designer may also have to
ensure not only structural compliance but physical compliance as well. That is, when
the designer creates circuit configurations that do not occupy an entire FPGA, they
will have to ensure that the physical footprint of a configuration is compatible with
other configurations that may currently be loaded. In addition, the designer must
ensure that any physical circuitry is placed and routed such that inter-configuration
communication is supported properly [64].

Another disadvantage of partial RTR is the very few devices (e.g. the Virtex
families of Xilinx [145] or the AT6K and AT40K families of Atmel [11] [14]) and
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corresponding tools that are capable to realise the partial reconfiguration of the FPGA
device. Traditional CAD tools do not support generally this feature, specific tools

like JBits (section 2.4.3) are needed to take advantage of partial reconfiguration.

Implementation examples using partial RTR

The technique of partial reconfiguration is not new at all as it was already mentioned
at the beginning of section 2.3.2. When the technique has been proposed, only a few
FPGA families supported partial reconfiguration and CAD tools were a very poor
match for partial reconfiguration implementations. Nowadays, there are already lots
of application examples applying the technique of partial RTR. The description of all
of them is not the goal of this PhD thesis, so only the first implementation issues will
be mentioned in this section.

Lysaght et al. reported on a design that emulates a large neural network by
reconfiguring the network between layers [96].

The implementation of neural networking hardware was also the subject of [51]
[53] [52]. In this work, the backpropagation algorithm was implemented by reconfigur-
ing between algorithm stages in order to eliminate idle circuitry and allow additional
concurrency.

A general processor architecture has also been proposed in [140] that uses partial
RTR to offset the limited resources available on an FPGA and allow an essentially

infinite application specific instruction set.

2.3.3 Brief comparison of CTR and RTR techniques

The comparison of programmable logic and fixed logic can be found in section 2.1.2
and section 2.3.2 contains the comparison of Global and Local RTR. This section
deals with the comparison of CTR and RTR techniques.

Comparing to CTR applications, the density of the circuitry is enhanced when
applying RTR as it has been proven by Wirthlin et al. in [141] where a mathematical
formalism is also proposed to describe RTR systems. Applications larger than the
FPGA capacity can be run using RTR as only part of the whole application must be
present in the device at a time.

On the other hand, the dynamic nature of the hardware introduces two new
design problems. The first is dividing the algorithm into time-exclusive segments

that do not need to (or cannot) run concurrently (temporal partitioning). Similar to
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structural partitioning where circuit elements are organized into strongly connected
partitions, temporal partitioning is a process that organizes circuit elements into
strongly concurrent partitions, i.e., groups of circuit elements that must or tend to
operate concurrently. Typically, an algorithm is temporally partitioned by breaking
it down into distinct phases or operational modes. Each of these phases or modes is
then designed as a distinct circuit module (FPGA configuration). These configuration
are then downloaded into the FPGAs as required by the application [64].

The configurations that make up an RTR application should be organized such
that they can remain resident for a reasonable amount of time. In addition, they
should perform their task relatively independent of other configurations. Because
most digital design tools assume a static hardware model, very few tools support this
partitioning step.

The second design problem introduced by RTR systems involves coordinating the
behaviour between configurations of RTR applications. This behaviour is manifested
in the form of inter-configuration communication, or the transmission of intermediate
results from one configuration to the next. This occurs during the normal progression
of the application as each configuration will typically process data and then produce
some intermediate result that serves as the input to a succeeding configuration. This
has a tremendous effect on the design process because all of the configurations must
be carefully designed such that they step through the various phases of an application

and communicate intermediate results with other configurations [64].

2.4 The Xilinx Virtex FPGA family

In this section a more detailed description of the structure of the Virtex FPGA family
will be given based on the Virtex FPGA manual [145]. The manual contains the
detailed description of the device, in this section only the features that are important

regarding the thesis (e.g. partial reconfiguration) will be described.

2.4.1 Virtex architecture

Virtex devices feature a flexible, regular architecture that comprises an array of config-
urable logic blocks (CLBs) surrounded by programmable input/output blocks (IOBs),
all interconnected by a rich hierarchy of fast, versatile routing resources.

The basic building block of the Virtex CLB is the logic cell (LC). An LC includes
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a 4-input function generator, carry logic, and a storage element. The output from
the function generator in each LC drives both the CLB output and the D input of
the flip-flop. Each Virtex CLB contains four LCs, organized in two similar slices, as
shown in figure 2.8 [145].
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Figure 2.8: 2-slice Virtex CLB

Figure 2.9 shows a more detailed view of a CLB slice [145].

In addition to the four basic L.Cs, the Virtex CLB contains logic that combines
function generators to provide functions of five or six inputs. Consequently, when
estimating the number of system gates provided by a given device, each CLB counts
as 4.5 LCs.

Virtex function generators are implemented as 4-input look-up tables (LUTs). In
addition to operating as a function generator, each LUT can provide a 16 x 1-bit syn-
chronous RAM. Furthermore, the two LUTs within a slice can be combined to create
a 16 x 2-bit or 32 x 1-bit synchronous RAM, or a 16x1-bit dual-port synchronous
RAM. The Virtex LUT can also provide a 16-bit shift register that is ideal for cap-
turing high-speed or burst-mode data. This mode can also be used to store data in
applications such as Digital Signal Processing [145].

The storage elements in the Virtex slice can be configured either as edge-triggered
D-type flip-flops or as level-sensitive latches. The D inputs can be driven either by
the function generators within the slice or directly from slice inputs, bypassing the
function generators. In addition to Clock and Clock Enable signals, each Slice has

synchronous or asynchronous set and reset signals (SR and BY). SR forces a storage
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Figure 2.9: Detailed view of Virtex slice

element into the initialization state specified for it in the configuration. BY forces it
into the opposite state. All of the control signals are independently invertible, and

are shared by the two flip-flops within the slice [145].

2.4.2 Virtex reconfiguration

Each Virtex device contains configurable logic blocks (CLBs), input-output blocks
(IOBs), block RAMs, clock resources, programmable routing, and configuration cir-
cuitry (Figure 2.10) [143|. These logic functions are configurable through the config-
uration bitstream. Configuration bitstreams contain a mix of commands and data.
Configuration bitstreams can be read and written through one of the configuration
interfaces on the device.

The Virtex configuration memory can be visualised as a rectangular array of bits.
The bits are grouped into vertical frames that are one-bit wide and extend from the
top of the array to the bottom. A frame is the atomic unit of configuration - it
is the smallest portion of the configuration memory that can be written to or read

from. Like this, partial reconfiguration/readback of the Virtex device can be made
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Figure 2.10: Virtex architecture overview

by frames. Partial reconfiguration can be performed with and without shutting down
the device.
Frames are grouped together into larger units called columns. Table 2.3 shows the

different kinds of configuration columns of Virtex devices [143].

Column type Number of frames Number per device

Center 8 1

CLB 48 Number of CLB columns

10B 54 2

Block SelectRAM Interconnect 27 Number of Block SelectRAM
columns

Block SelectRAM Content 64 Number of Block SelectRAM
columns

Table 2.3: Configuration column types in Virtex devices

Each device contains one center column that includes configuration for the four
global clock pins. Two IOB columns represent configuration for all of the IOBs on
the left and right edges of the device. The majority of columns are CLB columns

which each contain one column of CLBs and the two IOBs above and below those
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CLBs. The remaining two column types involve the block RAM: one for content and
the other for interconnect. For each RAM column, one of each type is present. The

columns for a sample Virtex device are shown on figure 2.11 [145].
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Figure 2.11: XCV50 device configuration columns

As it is mentioned above, the atomic unit of configuration is a frame, that means
at least one frame must be reconfigured when partial reconfiguration is made. As a
frame extends from the bottom to the top of the CLB array, each reconfiguration will
touch all rows, but not certainly all columns.

There are a few design tools that support RTR and partial reconfiguration (e.g.
JBits [59] [144] [58] or JHDL [17]). In this thesis work, the JBits API was used to

develop a new fault injection methodology. This tool is described briefly in section

2.4.3.

2.4.3 The JBits API

The JBits API is a Java-based tool set, or application programming interface (API),
that allows designers to write information directly to a Xilinx FPGA to carry out
whatever customer logic operations were designed for it [59] [144] [58]. The JBits API
permits the FPGA bitstream to be modified quickly, allowing for fast reconfiguration
of the FPGA. With Virtex FPGAs, the JBits API can partially or fully reconfigure

the internal logic of the hardware device [100].
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The Virtex architecture allows this reconfiguration to be as extensive as necessary
and still maintain timing information [59] [144]. The JBits API also makes it possible
to integrate the operations of the FPGA with other system components such as an
embedded processor, a graphics coprocessor, or any digital peripheral device.

JBits applications, or "applets", can use the Java API for Boundary Scan, unveiled
by Xilinx, for platform independent device configurations deployed locally or remotely
over the Internet [59] [144]|. These applets can be control programs, consumer interface
programs, or updates. Previously, Java applets were only used to send software
updates via the Internet. The JBits API now makes its possible to create Java logic
applets that can be used to send new hardware updates via the Internet.

To make an access directly to a board containing an FPGA device, JBits needs
an interface towards this board. This interface is the Xilinx Hardware Interface
(XHWIF) that is also developed in Java and contains all the information needed to
communicate with the board from the host computer.

Some applications are known that have been developed with the JBits tool. Levi
et al. developed a Java-based tool for evolving digital circuits on Xilinx XC4000EX
and XL devices, using the JBits interface to control the bitstream configuration data
and the XHWIF portable hardware interface to communicate with a variety of com-
mercially available FPGA-based hardware [93]. James-Roxby et al. describe a tool
constructed using JBits which extracts circuit information directly from configura-
tion bitstreams and produces pre-routed and pre-placed cores suitable for use at
run-time [69]. Patterson used JBits to implement the Data Encryption Standard
(DES) in Virtex FPGA [111]. Scalera et al. prepared a plug-in for the Winamp
MP3 player that uses a configurable computer [123] and used the JBits API. Ballagh
et al. have realised behavioural hardware models using JBits that can be used in
simulations [15]. Snider et al. developed a compiler that generates configuration bits
directly from source code, and used JBits to generate the configuration bitfiles [129].
Sundararajan et al. presents a software-based technique for providing defect-tolerance
for FPGAs using the JBits toolkit [130]. Detrey et al. describes the implementation
of a core generator for arbitrary numeric functions in fixed-point format [48]. The
implementation uses the JBits API to embed elaborate optimisation techniques in the
description of the hardware. Lopez-Buedo et al. presents a new thermal monitoring

strategy in [94] suitable for FPGA-based systems and all the hardware of the sensor
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is written in Java using the JBits API. Carreira et al. used JBits to implement bit-
serial LDI-ladder filters in FPGAs [30]. Robertson et al. proposes a method in [118§]
allowing the designer to apply standard hardware design and verification tools to the
design of dynamically reconfigurable logic. In this approach, JBits is used for the

generation of partial bitstreams.

2.5 Conclusion

Reconfigurable hardware possesses several advantages and some disadvantages as well
with respect to ASICs. A very important advantage is that the same silicon can be
reused for the execution of another application. On the other hand, timing charac-
teristics of ASICs are better than the ones of reconfigurable hardware.

With the introduction of RTR the density of the circuitry is enhanced. Moreover,
the reconfiguration process can be accelerated by applying partial reconfiguration of
hardware resources.

This chapter gave an overview of reconfigurable devices, and focused on the fields
that are the most important regarding the PhD thesis work, namely RTR and Virtex

devices. The information presented in this chapter will be used in chapters 4 and 5.



Chapter 3

Fault injection techniques and
limitations

In this chapter we give an overview and state of the art of the main fault injection
techniques, targeting any type of circuits. The advantages and limitations of the
different techniques are presented and compared. The techniques targeting a specific

type of circuit (e.g., microprocessors) are not all considered here.

3.1 Introduction

Fault injection techniques have been proposed for a long time to evaluate the de-
pendability of a given software, circuit or system implementation. Like this, fault
injection can be hardware or software-based, or a mix of both methodologies. Most
of the hardware fault injection approaches proposed up to now apply once the sys-
tem or circuit is available. Such approaches include pin-level fault injection, memory
corruption, heavy-ion injection, power supply disturbances or laser fault injection.

More recently, several authors proposed to apply fault injection early in the design
process. The main approach consists in injecting the faults in high level models (most
often, VHDL models) of the circuit or system. The injection of the faults can be done
at different abstraction levels, from behavioural to gate-level descriptions.

In order to accelerate the fault injection process, it has been proposed to take
advantage of hardware prototyping, using for example a FPGA-based hardware em-
ulator. Another advantage of emulation is to allow the designer to study the actual
behaviour of the circuit in the application environment, taking into account real-time

interactions. When an emulator is used, the initial VHDL description must of course
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be synthesizable. In some limited cases, the approaches developed for fault grading
using emulators may be used to inject faults, but such approaches are classically lim-
ited to stuck-at fault injection. Specific approaches have therefore been proposed to
inject other types of faults.

Section 3.2 deals with the hardware-based fault injection techniques. Software-
based techniques are presented in section 3.3. Simulation-based techniques and hybrid
(hardware- and software-based) methodologies are discussed in section 3.4. Finally,
the different techniques are compared in section 3.5, a synthesis is presented and the

reasons why a new methodology is proposed are described.

3.2 Hardware fault injection techniques

Hardware fault injection techniques are used to inject faults into actual hardware and
to examine the effects on the system. Typically this is performed on VLSI circuits,
because these circuits are complex enough to warrant characterization through fault
injection rather than just a performance range. Faults are most often defined at
transistor or gate level, because these are the best understood basic faults in such
circuits [128|. Typical faults are stuck-at, bridging, or transient faults.

Hardware fault injections occur in actual samples of the circuit after fabrication.
The circuit is subjected to some sort of interference to produce the fault, and the
resulting behavior is examined. So far, this has been essentially done for external
faults (permanent or transient) or for internal transient faults, as permanent stuck-at
and bridging faults cannot be injected in the circuit without damaging it. The circuit
is attached to a testing apparatus which operates it and examines the behavior after
the fault is injected [128]. This consumes time to prepare the circuit and test it,
but such tests generally proceed faster than simulation does and allow therefore a
designer to analyse the effects of the faults when running a complex application.

It is possible to classify hardware fault injection techniques with respect to whether
the injector has direct contact to the target system or not [63]. In case of injection
with contact, the injector produces voltage or current changes externally to the target
chip (e.g. pin-level fault-injection). When the injector has no direct physical contact
to the target system, an external source produces some physical phenomenon, such as
heavy-ion radiation or electromagnetic interference, causing spurious currents inside

the target chip [63].
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3.2.1 Pin-level fault injection

Pin-level fault injection is believed to have been the first technique used to inject
faults. It employs specific hardware to change the electrical signals at selected target
device pins. The chief versions of the technique apply either forcing probes or insertion
sockets. The use of probes, which drive current on the target pin, produces stuck-at-0,
stuck-at-1, and intermediate voltage level faults (a level that is neither a logical 0 nor
a logical 1) [31]. The insertion approach requires target device(s) to be removed from
the system board and replaced by a custom-made socket where digital logic intercepts
each target pin. This technique enables injection of stuck-at faults as well as bit flips
and logical bridging faults (AND/OR of adjacent pin signals). Both transient and
permanent faults may be injected, and fault location and trigger can be set in a
controllable and reproducible way. Trigger events may be set using target system
hardware resources such as a clock signal or a bit-pattern in the data or address
bus [31].

The key advantage of pin-level fault injection is its ability to inject close-to-real
hardware faults. The technique is well suited to the evaluation of low-level depend-
ability features such as hardware-based error detection mechanisms [31]. It can also
target system components that are hard for other fault-injection techniques to access.
A definite drawback, though, is the need for custom hardware. Moreover, with the
rising levels of integration, the pin-level approach has lost some of its usefulness. Ob-
viously, because of internal pipelines and caches, only a small part of what a complex
processor does is visible at the pins [31].

The need for pin-level fault injection has arisen quite a long time ago. In [57] the
testing of microprocessor system circuit packs is treated; the pin-level behaviour of the
microprocessor is modeled in case of pin-level faults. A physical fault injection tool
(MESSALINE) that uses pin-level fault injection is presented in [10, 8]. The validation
of fault-tolerant mechanisms is addressed and the methodology is implemented on the
general pin-level fault injection tool. In [97], physical fault injection at the pin level
is used to evaluate the possibility to obtain a high-degree of fail-silent behaviour from
a computer without hardware or software replication. [46] addresses the problem of
processor faults in distributed memory parallel systems by injecting transient faults
at the processor pins of one node of a commercial parallel computer. A similar
problem is studied in [116] where error-detecting software techniques are evaluated

in order to investigate if a non duplicated computer can be made fail-silent. To test
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this, physical faults are injected to the pins of integrated circuits. Fault tolerance
and error detection mechanisms in microprocessor and multi-processor systems are
validated in [43, 44, 45| using physical pin-level fault injection. Another pin-level
fault injection technique based on boundary scan design is presented in [34, 35| that

is more efficient than the traditional hardwired pin-level fault injection.

3.2.2 Heavy-ion injection

Heavy-ion radiation is another way to inject faults by physically disturbing the hard-
ware. In essence, a specific piece of hardware is bombed with heavy ions so that
single-event upsets (SEU) occur in the digital circuits. As with pin-level methods,
the greatest advantage of this technique is that close-to-actual hardware faults are in-
jected |31]. In fact, components used in space are often hit by heavy ions and protons
existing in radiation belts around the earth or elsewhere and are therefore specially
designed, shielded, and tested against those particles.

Although a heavy-ion testbed is conceptually simple, its practical realization poses
several problems. Special radioactive equipment is required, and coupling the bomber
with the circuits may be difficult. Further, the great complexity and speed of today’s
processors present great obstacles to the design of the necessary monitoring hard-
ware [31].

The injection of the faults itself is not an issue, but rather the difficulties of control-
ling and observing their effects inside the processor. In experiments using heavy-ion
radiation equipment, the outputs of a target chip and a reference unit (or recorded
reference behaviour) have to be compared pin by pin and cycle by cycle before it can
be known whether or not the injected faults have produced errors inside the target
chip [31]. A specific tester, such as the THESIC tester developed at TIMA [133] [2],
can also be used to analyse the effects of the injections.

Heavy-ion fault injection was firstly introduced in [60], realised by a heavy-ion
testbed used to evaluate the efficiency of several concurrent error detection schemes
suitable for a watchdog processor. Soft errors were induced into a MC6809E micro-
processor by heavy-ion radiation from a Californium-252 source, and recordings of
error behaviour were used to characterize the errors and also to determine coverage
and latency for the error detection schemes. In this environment, a miniature vac-

uum chamber is created by tightly coupling the irradiator to the packaging of the
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target Motorola 6809 microprocessor of the board. The circuit under test is syn-
chronized with an identical circuit not subject to irradiation, so as to compare their
outputs. A host system controls the operation of the bomber as well as the collection
of results [31].

Several experiences have been made using the environment described above. Eval-
uation of error detection mechanisms by two fault injection techniques, heavy-ion
radiation and power supply disturbances is described in [82, 103]. Similarly, the
validation of fault-handling mechanisms by heavy-ion radiation is described in [83]
involving the injection of transient faults. The impact of physical injection of tran-
sient faults on processor execution is described and evaluated in [104] using the same
environment and the same injection techniques, heavy-ion radiation and power supply
disturbances.

A different environment, used to validate a fault-tolerant distributed real-time
system (MARS), is described in |79, 80, 78, 81] and experimental results are presented.
Three different fault injection techniques -pin-level fault injection, heavy-ion radiation
and electromagnetic interference- are studied and compared in this environment, with
emphasis on the specific impact of each fault injection technique and the effectiveness
of error detecting mechanisms of MARS [49].

The evolution of technologies makes the circuits increasingly sensitive to protons
and alpha particles even at sea level. Simple and cheap alpha sources can today be
used to inject transient faults in circuits, in a way similar to the heavy ion injections.
Here again, the most difficult part of the experiments is the analysis of the effects on

the circuit behaviour.

3.2.3 Laser fault injection

This technique uses a laser to inject faults precisely onto internal nodes of a chip at
specific times, allowing a higher level of control and a much better data set than the
methods described in sections 3.2.1 and 3.2.2 [128]. The use of laser beams to induce
Single Event Upsets (SEU) is not new [113, 25, 99, 24, 84, 124, 26, 101, 55, 74]. The
laser fault injection technique has the advantage that it supports in situ testing of
circuits and systems. It can also emulate transient error conditions that standard
diagnostic test patterns and techniques may miss [68]. A very important advantage
of laser fault injection is that faults are injected into the circuits in a non-intrusive,

controlled manner. With heavy-ion radiation the upsets of specific functional elements
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occur randomly. Inserting fault injection logic into circuits designs adds unwanted
delays into high performance designs. In case of laser fault injection it is possible
to upset specific gates or functional elements and to observe the response without
degrading the performance of the design [68|.

A pragmatic approach is presented in [134] injecting physical faults by means of
a microcutting laser equipment on a set of good circuits in order to evaluate the
efficiency of different test sequences. The experiments are performed on more than
one hundred 68000 microprocessors. The injection of random spot defects at the
circuit level by a laser-based equipment is described in [135] where the experiments
were also carried out on 32-bit microprocessors. A technique is presented in [120,
106, 105] injecting soft, transient faults into VLSI circuits by laser fault injection
in a precisely-controlled manner for the purpose of validating fault tolerant design
and performance. The same technique is described in [119] offering the potential for
performing automated testing of board-level and system-level fault tolerant designs
including fault tolerant operating system and application software. In |28, 27|, a
pulsed laser was used to inject errors into an electronic system consisting of a number
of different integrated circuits functioning as a digital version of an artificial neural
network. The experiments were carried out in order to confirm that the system as
a whole can operate autonomously in the radiation environment of space and to

characterize the effects of the upsets on the output of the artificial neural network.

3.3 Software fault injection techniques

Software fault injection is used to inject faults into the operation of software and
examine the effects. This is generally used on code that has communicative or coop-
erative functions so that there is enough interaction to make fault injection useful.
All sorts of faults may be injected, from register and memory faults, to dropped or
replicated network packets, to erroneous error conditions and flags [128]. These faults
may be injected into simulations of complex systems where the interactions are under-
stood but not the details of implementation, or they may be injected into operating
systems to examine the effects.

Software simulation could be run on a high level description of a system, in which
the protocols or interactions are known, but not the details of implementation. The
injected faults tend to be mis-timings, missing messages, replays, or other communi-

cation faults. The simulation is then run to discover the effects of the faults. Because
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of the abstract nature of these simulations, they may be run at a faster speed that the
actual system might, but would not necessarily capture the timing aspects of the final
system. This sort of testing would be performed to verify a protocol, or to examine
the resistance of an interaction to faults. This would typically be done early in the
design cycle so as to flesh out the higher level details before attempting the task of
implementation. These simulations are non-intrusive, but they may not capture the
exact behavior of the system [128].

Software fault injections can also be oriented towards implementation details, and
can address program state as well as communication and interactions. Faults are
mis-timings, missing messages, replays, corrupted memory or registers, faulty disk
reads, and almost any other state the hardware provides access to. The system is
then run with the fault to examine its behaviour. These simulations tend to take a
longer time because they encapsulate all of the operation and detail of the system,
but they will more accurately capture the timing aspects of the system. This testing
is performed to verify the reaction of the system to introduced faults and catalog
the faults successfully dealt with. This is done later in the design cycle to show
performance for a final or near-final design [128|. These simulations can be non-
intrusive, especially if timing is not a concern, but if timing is at all involved the time
required for the injection mechanism to inject the faults can disrupt the activity of
the system, and cause timing results that are not representative of the system without
the fault injection mechanism deployed. This occurs because the injection mechanism
runs on the same system as the software being tested [128].

A software fault injection tool is presented in [76, 75]. The FERRARI tool is an
automatic real-time fault and error injector which can evaluate complex systems by
emulating hardware faults in software. It is possible to emulate permanent faults and
transient errors with this tool.

A software-implemented fault injection system is presented in [19] that is suited
for microprocessor-based boards. The system runs on two different units connected
by a serial port interface: the host computer and the target board. The tool injects
transient single bit-flip faults in the memory image of the process (data and code)
and in the user registers of the processor.

When injecting faults in a software-implemented environment, it is possible to
exploit certain features available in some of the microprocessors and microcontrollers.

Such a methodology is presented in [114] where the Background Debugging Mode of
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the MC68332 microcontroller is used to perform fault injection experiments.

3.4 Hybrid and simulation-based fault injection tech-
niques

Fault injection techniques can be implemented in a hybrid way, involving both soft-
ware (SW) and hardware (HW). There are several possibilities to integrate HW and
SW systems to build a fault injection environment. One possible way is to combine
a microprocessor-based system with some reconfigurable HW e.g. FPGA-based envi-
ronment controlled by software. It is also possible to introduce the faults early in the
design process, most often by taking advantage of hardware description languages
(HDL), such as VHDL. In this case, one possibility is to realise simulation-based
fault injections, that means the behaviour of the fault-free and faulty application is
analysed by simulating the HDL code. An important drawback related to the use of
simulations is the huge amount of time required to run the experiments when many
faults have to be injected in a complex circuit. To cope with the time limitations
imposed by simulation, it has been proposed to take advantage of hardware proto-
typing, using for example an FPGA-based hardware emulator. Another advantage of
emulation is to allow the designer to study the actual behaviour of the circuit in the
application environment, taking into account real-time interactions. In this case, the
initial VHDL description must of course be synthesizable to be able to download it
onto the hardware emulator.
In this section these kinds of fault injection techniques will be discussed. Simulation-

based fault injection is not really a HW and SW implemented technique. However,
it is directly related to HW prototyping, thus the HDL simulation-based approach is

also described in this section.

3.4.1 Hybrid techniques

Hybrid techniques are generally applied in a microprocessor-based system combined
with some other HW resources (e.g. FPGAs). In these methods, no HDL descrip-
tion of the target system is used ; the FPGA only helps the fault injection process,
generally to speed it up, but the faults are injected into the microprocessor-based
system.

A hybrid HW-SW fault injection system is described in [77]. The main goal of this
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approach is to overcome the limitations of both HW and SW based methods. The
logic for the HW fault injection circuitry is implemented using FPGAs, and the SW
is an extension of FERRARI, a SW based fault injection system mentioned in section
3.3. The SW based fault/error injection module emulates hardware faults/errors
through software, by executing sequences of instructions to emulate the hardware
fault. The HW based injection module applies logic signals at selected lines and
buses in the target system. The target system is a SUN SPARCI system and the
faults are injected to its SBUS while the system is running different applications.
In this approach the main advantage of the use of FPGAs, i.e. the capability to
reconfigure part of the system, is already pointed out.

A similar methodology is proposed in [20] and [18]. In this approach, a board
containing an FPGA is used to speed-up the fault injection process. The target
system is also a microprocessor-based system ; the faults are injected into it and
its behaviour is observed by means of the FPGA board. The host computer stores
the relevant information for the whole fault injection process, and the FPGA board
activates the fault injection process at the proper time.

Hybrid hardware/software fault injection technique is also applied in [115] to
demonstrate the effectiveness of a method able to provide a microprocessor-based
system with safety capabilities by modifying the source code of the executed applica-
tion. The injection of bit-flips can be realised by this tool in the program under test,
in the code or data areas.

At higher level, a hardware-software co-design tool allowing fault injection ex-
periments is proposed in [86]. This approach is based on model simulations, but
targets both the hardware and software parts of the system. The internal model of
computation of the co-design environment is based on co-design finite state machines
(CFSM). Two kinds of fault injections are realised in the experiments: behavioural
and architectural fault injection. In case of behavioural fault injection, the faults
can be injected by modifying the sequence of events the CFSMs detect and emit, the
value associated to events and the values stored in the internal variables of the CF-
SMs. Like this, three kinds of behavioural faults are defined: faults on input events,
output events or internal variables. In case of input/output events, three kinds of
fault models can be identified: deleting the event when it has to be detected/emitted,
changing the value associated to the event before detecting/emitting it, or detect an

event that has not been emitted that means emitting an event at an erroneous time
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in the case of output events. Fault injection on internal variables consists in changing
the value stored in the internal variable. In the case of architectural fault injection,
the target system is modeled as a single CPU with an external memory storing the
program and the data of the software partition, and a set of hardware components
connected to the CPU via a bus and to each other via dedicated connections. The
transient single bit-flips are injected in the memory cells storing the code and the

data of the software part and in the registers of the CPU and the hardware part.

3.4.2 Simulation-based techniques

In this section, we consider the injection of faults only in the hardware elements of
the target system.

As mentioned above, it has been proposed to realise the injection of faults early
in the design process, in the circuit or system model described using a hardware
description language (HDL). The advantage of this methodology is its flexibility, as
the design can easily be changed in order to inject different faults at different places.
Also, in case of HDLs, the same description can be used on different platforms if the
platform is suited for the specific HDL. However, there is an important disadvantage
of the methodology which is the huge amount of simulation time.

The simulation-based fault injection has firstly been proposed in [107, 117|. The
built-in error detecting mechanisms of a 32-bit RISC are analysed; data and control-
flow errors are detected with a parity checking technique and a built-in watchdog.
Fault injection is realised in a register-transfer level VHDL model by toggling the
value of a randomly chosen internal state element bit. The duration of the faults was
one clock cycle, and only single-bit transient faults were injected.

A different simulation-based fault injection tool (MEFISTO) is presented in |71,
70]. Injection is realised in VHDL models at various levels of abstraction, like this
the identification and validation of an abstraction hierarchy of a fault/error model is
also made. Two categories of fault injection techniques are proposed: the first one
realises the injection by modifying the VHDL description, the second one uses the
built-in commands of the simulator. Modification of the VHDL model can be made
in two ways: by a saboteur or by a mutant. A saboteur is an additional VHDL
component that alters the value or the timing characteristics of one or several signals
when activated. Contrarily, a mutant does not need additional components, as it

is the mutation of existing components. The specific component is replaced by its
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mutant. It behaves as the original component it replaces when the fault injection is
inactive, and it imitates the behaviour of the component in presence of faults when
the injection is activated. In case of using the built-in commands of the simulator,
there are two possibilities: altering the value of either signals or variables in the
VHDL description. Like this, the VHDL model itself must not be modified, but the
applicability of these techniques depends much on the functionalities offered by the
command languages of the simulators.

A tool (MEFISTO-L) is proposed in [23, 9] which is derived from MEFISTO. The
main objective of this tool was fault tolerance validation. The role of this tool is
to manage and control the whole fault injection campaign: to place fault injection
components (saboteurs) in the VHDL model, to launch the simulation and to extract
the results.

A similar tool (MEFISTO-C) to this one is proposed in [131, 50] which is an
improved version of MEFISTO. Contrarily to MEFISTO-L, this tool does not apply
saboteurs or mutants but uses the other way of fault injection of MEFISTO: it injects
faults via simulator commands in signals and variables defined in the VHDL model,
so that the VHDL description must not be changed. In addition, this methodology
is compared with a physical fault injection technique (scan chain implemented tech-
nique) in [50]. As a result, only minor differences in the distribution of detected errors
were observed for the two different techniques.

Another simulation-based methodology is presented in [32, 33]. This approach
focuses on bridging (BRI) defects in CMOS circuits, especially shorts between logic
nodes and power lines. The faults are modeled by saboteurs, as mutants are not
suitable to model BRI faults because the modified description of one gate driving
the shorted nodes depends on the input signals of the other gate also driving the
bridged nodes. Sets of faults are injected into the original VHDL description as sabo-
teurs, using additional signals (control lines) to activate each single fault in sequence.
Moreover, it allows both single and multiple fault injection by simple control lines
programming. During the experiments, a commercial VHDL simulator is used.

A defect oriented fault simulation technique is also proposed in [122, 121]. A
mixed-level fault simulator is here presented implementing bridging and line-open
faults using the Verilog language. Fault injection is performed exclusively on struc-
tural parts of the circuit. Verilog models for the bridging and line-open defects are

proposed for intra-gate and inter-gate faults, using a pre-computed test view of each
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library cell.

A fault injection technique into VHDL behavioural level models is described
in [47]. This methodology is developed for dependability parameter estimation and
the fault injection is realised at the instruction set architecture level of modeling. The
model is a behavioural description of a processor, and stuck-at 0, 1 or x faults are
injected on different signals.

VHDL simulation based fault injection techniques at gate, register and chip level
are presented in [16, 54, 56]. Three important techniques are described and com-
pared: simulator command based, mutants and saboteurs, injecting both permanent
and transient faults. In the simulator command based technique, four fault models
are used when transient faults are injected: stuck-at 0 or 1, indetermination, bit-flip
and delay. The permanent fault models are: stuck-at 0 or 1, indetermination, bit-
flip and open-line (high-impedance). In case of saboteurs the fault models are the
same, plus short, bridging and stuck-open for the permanent fault model. The injec-
tion campaigns have been performed into the VHDL-model of a 16-bit fault-tolerant
microcomputer system running two different workloads.

A methodology to inject Single Event Upsets (SEUs) is proposed in [132|. Tran-
sient SEUs are injected into VHDL high-level descriptions in order to estimate the
circuit reliability. The primary outputs of the circuit are verified for each transient
fault that affects the functional circuit operation.

A VHDL simulation based experiment is described in [3|. The system which is
modeled in VHDL is a real-time communication microprocessor architecture used
in automated light-metro systems, based on an MC68302. Faults are injected in
the internal registers of the processor, in the external memory and on the buses
using the code alteration technique. The fault model is the single bit-flip fault; the
induced errors match the characteristics of the errors produced by alpha particle hits.
The injection is realised by additional fault injector elements that are inserted into
the CPU, memory and bus modules. These added parts are activated by another
additional element, a fault injection activator.

In [110], a technique is proposed to accelerate the simulation time of the fault
injection campaigns in case of simulator-based techniques. Speeding-up the injection
operations is reached by two basic methods: analysing the faults to be injected in
order to identify the final fault effect as early as possible, and by exploiting some

standard commands of commercial VHDL simulators. The fault model is the single
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transient bit-flip affecting the memory locations containing data and code as well as
user-accessible registers in a microcontroller. First, a fault-free execution is made and
information about the behaviour of the system and the state of the simulator is stored
in a trace file. In a second step, the information stored in the trace file is analysed
in order to remove the faults the effects of which on the system can be determined
a-priori. Simulation time is shortened as the system is periodically compared with
the results of the fault-free simulation, and the simulation is stopped as early as the
effects of the fault on the system become known.

A fault injection technique into VHDL descriptions by mutants is proposed in [91].
The generation of the mutants is optimised in such a way that faulty behaviours rep-
resentative of significant faults can be forced during the fault injection experiments.
In addition, these mutated descriptions are optimised for synthesis onto some emula-
tion hardware, so that both simulation and emulation can be used starting with the
same modified description. In the proposed methodology, the faults are injected in
the control parts of synthesizable VHDL descriptions in two places: the inputs of the
state register of a finite state machine and the inputs of the similar element(s) gener-
ated from a register-transfer level control flowchart. The fault model is the transient
bit-flip model.

Multi-level fault injection experiments based on VHDL descriptions are presented
in [92]. SEU-like fault injections are realised in VHDL descriptions of digital circuits
considering several circuit description levels as well as several fault modeling levels.
The results show that an analysis performed at a very early stage in the design process

can actually give a helpful insight into the response of a circuit when a fault occurs.

3.4.3 Hardware prototyping

As mentioned in 3.4.2, simulation-based fault injection techniques have got an im-
portant disadvantage: the huge amount of time needed for simulation, even when
optimization techniques (as presented in 3.4.2) are used. To cope with this problem,
it has been proposed to take advantage of hardware prototyping, using for example
an FPGA-based hardware emulator. There is another advantage of hardware proto-
typing: the designer can study the actual behaviour of the circuit in the application
environment (or in an environment close to the application environment), taking into
account real-time interactions. When an emulator is used, the initial VHDL descrip-

tion must of course be synthesizable as it must be mapped, placed and routed into
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the emulator (generally an FPGA device).

The use of reconfigurable hardware in fault emulation was firstly based on ap-
proaches for fault grading using emulators. These approaches are generally limited
to stuck-at faults. This methodology is firstly introduced in [138, 139]: it is pointed
out that hardware prototyping accelerates fault simulation, and an FPGA-based en-
vironment is presented.

A method using an FPGA-based emulation system for fault grading is proposed
in [37, 38]. The injection of both static and dynamic faults is proposed, without the
recompilation of the design. The methodology is limited to stuck-at faults on the
inputs of the logic blocks (CLBs). Faults can be injected by directly manipulating
the corresponding bitstream of the affected CLBs (with the information extracted
at compilation) and then downloading the modified bitstream into the device. Like
this, no recompilation is needed. An approach was proposed and validated through
experiments to realise dynamic fault injection. The basic idea is to duplicate the
function the fault should be injected into. One instance of the function contains the
original function, while the other one contains the faulty function, that means the
same function but with a fault in it. At a moment, only one of the instances is
activated. When normal emulation is made, the correct function is executed. When
the fault is injected dynamically, the faulty instance of the function is activated
with a fault activation controller. Like this, additional hardware is needed for each
fault to inject and the recompilation of the design is needed to add these elements.
Experimental results show that this means a maximal increase of about 30 percents
in terms of number of CLBs.

A similar methodology is proposed in [62] attempting to inject faults without
recompilation. The original circuit is converted into a fault injectable circuit that is
reconfigured into the FPGA device. Faults are injected by shifting the content of a
fault injection chain in the fault injectable circuit. The fault injection is also based
on adding extra elements to the original circuit called fault injection elements, and
the injection is also limited to stuck-at faults.

An approach similar to the ones presented in [37, 62, 38| is proposed in [126, 127].
The circuit is expanded with fault injectors and then it is mapped to the FPGA
device. Fault injectors are used for modeling stuck-at-zero and stuck-at-one faults,
and a fault activator is needed to control the fault injectors. The idea of injecting the

stuck-at faults is similar as in the approaches mentioned above: primitive gates are
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used for this purpose. This method does not require a specific logic emulator. The
expansion of a circuit using fault injectors and fault activator resulted in an overhead
of FPGA resources 3-4 times higher than in the circuit without additional logic. A
method is proposed in [125] to attain a better usage of FPGA resources for fault
emulation. The resource usage is high because circuit nodes are assigned randomly
to fault injectors. A technique for an optimised assignment of circuit nodes to fault
injectors through improved FPGA partitioning, mapping, placement and routing is
proposed that reduces the 3-4 times overhead to 2-3 times, with respect to the circuit
without additional logic.

Another hardware emulator based approach (which is the closest to the method-
ology proposed in the thesis work) is described in [29]. A Serial Fault Emulation
(SFE) method in which each faulty circuit is emulated separately has been applied to
gate-level circuits for stuck-at faults and has been implemented on a custom hardware
emulator (Meta System).

Circuit transformations for supporting the injection of single transient bit flips in
emulated circuits are proposed in [41, 40, 39|, that do not require the reconfiguration
of the FPGA for each fault analysis. There are three main modules in the proposed
system, like in most of the typical fault injection systems. A fault list manager is in
charge of analysing the system and generating the list of the faults to be injected.
For this, the gate-level system description and the existing input stimuli is needed.
The second module, a fault injection manager selects a fault, injects it into the sys-
tem and observes the results. The result analyser checks the data produced by the
fault injection manager. The fault list manager and the result analyser have been
implemented as software processes. The fault injection manager is implemented as a
hardware/software system with the software partition running on the host and the
hardware partition located on the FPGA board along with the emulated circuit. The
transformation of the circuit is realised by the fault injection manager. The software
partition of the fault injection manager modifies the circuit for supporting the in-
jection, sends the input stimuli to the FPGA board and triggers the injection and
receives the system (faulty) behaviour from the board. The hardware partition of the
fault injection manager is a fault injection interface interpreting and executing the
commands issued by the manager. To transform the circuit, additional instrumenting
elements must be added to the circuit: a register storing the information about which

flip-flops should be effected by a bit flip, and a logic for injecting the fault. The
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injection is controlled by an enable signal. The experiments were carried out on a
standard Pentium-class PC and on a board with an XCV1000 FPGA. Experimental
results show that the proposed circuit transformation introduces a limited hardware
overhead that decreases with the size of the considered circuits.

The technique proposed in [41, 40, 39] is extended in [42| in order to better support
fault injection into microprocessor-based systems. The hardware partition of the fault
injection system (the interface on the FPGA) recognises commands issued by the fault
injection manager, as described above. In the system of [42], specific commands suited
for microprocessors can be recognised by the interface like executing one or more
processor instructions, reading or changing the content of a specific storage element.
The additional elements supporting fault injection are specific to a microprocessor
architecture: a memory stub logic to inject faults into the memory, apply an input
stimuli and observe the results, and a bus stub logic for the same purpose. The
experiments were carried out on a board equipped with an XCV1000E FPGA and
the modeled microprocessor was an Intel 8051. The results show that fault injection
experiments can significantly be accelerated by this technique.

A software and FPGA-based fault injection technique is proposed in [21|. The
fault injection platform has been developed in a real industrial environment, and the
applied fault model is the single bit flip. The goal of the fault injection campaign is
to grade possible faults if the fault(s) produce(s) a difference on an output port of
the design during the test bench or in the memory elements at the end of the test
bench. Some control functions are implemented in an FPGA, the rest of the system
is software-implemented, simulation-based.

Fault injection into high-level VHDL models and FPGA-based hardware proto-
typing for early failure mode analysis of a complex digital circuit is proposed in [89].
The method applies the generation of mutants in VHDL RT-level descriptions to
inject bit flips. The generation of the mutants has been automated according to
previous approaches for VHDL modifications, and the experiments were carried out

using hardware emulation.
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3.5 Comparison and synthesis of fault injection tech-
niques, proposition of a new technique

In this section the different fault injection techniques described above (sections 3.2,
3.3 and 3.4) are analysed. The study focuses on the advantages and disadvantages of
the different methodologies, and a comparison of the techniques is given. Finally, the
reason why the new fault injection methodology was proposed is described.

The subject of the thesis targets fault injection into hardware, so these methodolo-
gies will be analysed and synthesized in the following sections. The classical software
fault injection techniques are not compared to the other techniques as they are quite
different.

3.5.1 Analysis of hardware-based techniques

First of all, let us consider the advantages of the hardware-based fault injection tech-
niques.

All hardware-based techniques have got the advantage that close-to-real faults
are injected in a (close to) real environment. For example, pin-level fault injection
(section 3.2.1) can target components that are hard for other fault-injection techniques
to access. Also, this technique is relatively well suited to the evaluation of low-level
dependability features.

Heavy-ion injection (section 3.2.2) has got the same advantage as pin-level fault
injection: close-to-actual faults are injected, as digital circuits used in space applica-
tions are often hit by heavy ions. Also, any parts of the target circuit can be reached
by this technique. Similar characteristics are obtained for alpha particle injections.

Laser fault-injection not only permits the injection of close-to-real faults in real
environments, but it also supports in situ testing of circuits and systems. With this
technique, the injection can be made very precisely and in an easily controlled way.
A key advantage of this technique is that faults are injected in a non-intrusive and
controlled manner into the target circuit.

The basic disadvantage of most hardware-based techniques is that they are quite
inflexible. Pin-level fault injection needs custom hardware environment. Also, with
the increasing level of complexity of VLSI circuits, the internal parts of the circuit
become more complex, and these parts are not accessible for pin-level fault-injection.

For example, the events on the input/output pins of a Pentium-class microprocessor
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is only a small part of the operations of the processor.

Similarly to pin-level fault injection, the need for custom environment is a definite
drawback of heavy-ion radiation, too. Special radioactive equipment is required for
the experiences, and the adaptation of the bomber to the target circuit may be
difficult. The monitoring of the events when the experiences are made is not easy in
case of heavy-ion injection either. Another disadvantage of heavy-ion injection is that
the injection of the faults is quite hard to control. The faults occur in the specific
elements randomly, and the outputs of the target chip must be compared with the
outputs of a reference unit cycle by cycle and pin by pin, with a limited level of
observability.

Concerning laser fault injection, a possible disadvantage is the relatively high price
of the instrumenting environment, comparing to other techniques.

Finally, a common disadvantage of these techniques is that they can be applied
only after manufacturing of the first circuits, leading to very late detection of unac-

ceptable behaviours and thus very long and costly rework.

3.5.2 Analysis of hybrid and simulation-based fault injection
techniques

The advantage of simulation-based fault injection is its flexibility. It is easy to inject
any kind of faults into any part of the design, one must change only the initial
description (generally a HDL description) of the design, or use simulator commands.
The description is then simulated with a commercial simulator which is executed on a
workstation, and the results of the experiences can be easily captured. Moreover, it is
also possible to inject different faults with a single description: external control signals
can be used to manage the fault injection process. One important disadvantage of
simulation-based techniques is the huge amount of simulation time: they need much
more time than hardware-based methodologies to perform the experiments.

The goal of hardware- and software-based (hybrid) techniques is to integrate the
advantages of both techniques (software-based techniques does not mean here the
classical software fault injection techniques, but the simulation-based methodologies).
One of the most important hybrid methodology is hardware prototyping. With this
approach, the faults are injected in the same way as in the case of simulation, but
the application is executed in reconfigurable hardware. Like this, the flexibility of

simulation-based techniques is captured, but the execution time is lowered as the
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application is not simulated but emulated in hardware.

However, there is a disadvantage of hardware prototyping: the time consumed by
synthesis and place & route of the design. For different fault injection campaigns,
different fault models must be adapted to the design, so the original description must
be modified. Like this, the modified description must be re-synthesized and re-placed
& routed before downloading it to the reconfigurable device. The time consumed by
these operations can be important in case of large descriptions. A certain flexibility
can however be attained, as similarly to the simulation-based methods, control signals
can be applied here too. In this case the synthesized, placed & routed description of
the design is downloaded to the reconfigurable hardware, and the emulation of the
fault injection process is controlled through external signals. However, due to the
hardware limitations of the emulator (number of pins or number of gates), several
modified descriptions may be necessary, each of them allowing the injection of a
subset of the faults. In that case, each of these descriptions has to be independently

synthesized, placed and routed.

3.5.3 Summary of the comparison of different fault injection
techniques

The advantages and disadvantages of the previous techniques are summarised in table
3.1.

Advantage Disadvantage
Pin-level fault in- | Injection in real environment, | Inflexibility: need for custom
jection fast hardware, not everything is ac-

cessible

Heavy-ion radia- | Injection in real environment of | Need for custom hardware, hard
tion real faults, all parts are accessi- | to control, low precision

ble, fast
Laser fault injec- | Real environment: in-situ exper- | Expensive

tion iments, high precision, easy to
control

Simulation Flexible, easy realisation of injec- | Slow, simulation in software (not
tion, early analysis in real environment)

Hardware- Early analysis, faster than | Requires synthesizable models,

prototyping simulation, more flexible than | slower than hardware-based
hardware-based techniques techniques, less flexible than

simulation

Table 3.1: Advantages and disadvantages of different fault injection techniques
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3.5.4 Idea of a new methodology

As described in sections 3.5.2 and 3.5.3, the two basic points of simulation-based
methodologies and hardware-prototyping are speed and flexibility. Simulation is flex-
ible but slow, hardware prototyping is faster but less flexible.

These two points are the two pillars to start research into the direction of a new
approach. The goal is to take more advantage of both techniques: keep as much as
possible from the fastness of hardware prototyping and the flexibility of simulation.
The idea is to apply hardware prototyping so the application is emulated in (reconfig-
urable) hardware, but inject the faults in a manner that the initial description must
not be changed and like this only one synthesis and place & route must be made for
the initial circuit description, without instrumentation for fault injection.

The detailed realisation of this idea is described in chapter 4.



Chapter 4

A new methodology for fault injection

A new methodology for fault injection is proposed in this chapter. The idea and the
realisation principles are described. The implementation is discussed for two types of
fault models in the case of the Virtex FPGA architecture.

4.1 Introduction

In this chapter, the proposed new methodology for fault injection is described and
applied for two different fault models requiring very different implementations. In
section 4.2, the new methodology is derived to overcome the limitations of the previous

approaches. The application on Virtex FPGAs is then discussed in section 4.4.

4.2 Proposition of a new approach

As mentioned in section 3.5.4, the basic aim of the new fault injection technique
is to cumulate the advantages of simulation and hardware prototyping: flexibility
and fastness. Of course, such a hybrid technique cannot reach the same level of the
advantages as each of the "initial" techniques, but the goal is to get as much gain as

possible.

4.2.1 Limitations of simulation-based techniques

The most classical flow of simulation-based fault injection methodologies is shown on
fig. 4.1.
The design is generally described in a HDL (e.g. VHDL, Verilog). This description

must then be modified in order to support fault injection (if simulator commands are

46



47

Modified VHDL

Control signals

Simulation

Analysis

Figure 4.1: The flow of simulation-based fault injection

not used for that purpose), e.g. by adding mutants or saboteurs (section 3.4.2).
Like this, one or several descriptions are generated for the different fault injection
experiments. During the simulation of the modified description(s), fault injection can
be controlled with external signals. These signals are activated in the testbench, in
order to activate or stop a given fault injection. After simulation, an analysis can be
made from the captured results.

As mentioned in section 3.5.2, a great advantage of simulation-based fault injection
is its high flexibility. Faults can be injected everywhere in the circuit and a large set
of fault models can be chosen by the designer.

The main disadvantage of simulation is the huge amount of time a simulation
experiment needs. Depending on the complexity of the design, on the length of the
testbench and on the number of faults to inject, a fault injection campaign can take
several hours, days or even months to complete. This leads most often to the selection
of a reduced set of faults (on either a deterministic or a random basis), compatible
with the available time budget. However, the quality of the validation is of course
reduced in the same proportion.

It must also be mentioned that a simulation testbench is in general quite far from
a perfect modeling of the environment where the application will be executed. This

limitation also reduces the quality of the analysis.

4.2.2 Limitations of classical hardware-prototyping

The classical flow of fault injection using hardware prototyping can be seen on fig.
4.2.

The beginning of the fault injection flow is basically the same as in the case of
simulation: the initial description is changed in order to support fault injection or,

in some cases, the modifications are made at gate level after synthesis of the initial
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Modified VHDL
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Figure 4.2: Fault injection with hardware prototyping

description.

Hardware prototyping however adds more constraints on the modifications than
the simulation-based approach. Of course, the HDL description must be synthesiz-
able. Furthermore, the number of gates and pins is limited by the available pro-
grammable device. Due to these hardware constraints, it is often not possible to
make a single modified description that allows to inject all of the selected faults. The
number of gates added to inject the faults is generally not the main limitation, but
the number of inputs required to control the injection may often exceed the number of
pins left on the device. Also, extra outputs can be required to observe internal nodes
during the experiments, thus reducing further the number of control signals that
can be added simultaneously. This may therefore lead to the generation of several
modified descriptions, each of them allowing to inject a subset of the selected faults.
These different descriptions must be separately synthesized, placed & routed and a
bitstream is generated for each of them. Each bitstream can then be downloaded
onto the reconfigurable device (generally an FPGA), for a given set of experiments.
During the execution of these experiments, the fault injection is controlled through
the external signals.

In this case, the execution of each experiment needs less time than with simulation-
based techniques. Also, it is possible to connect the prototype in the real application

environment (in-system emulation), that allows the designer to accurately analyse
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the effect of faults at the system level. However, synthesis and place & route may
have to be repeated many times, that can need a lot of time. Furthermore, the
instrumentation in the circuit can have a noticeable impact on the critical path,
reducing the maximum frequency at which the prototype can run, and therefore

increasing the time needed for the experiments.

4.2.3 The proposed new methodology

The flow of the proposed new fault injection methodology is shown on fig. 4.3 [4] |5] |6] [90].

VHDL
Description

|

Synthesis
Place & Route

Bitslream

Download

Fault injection
(bitstream modifications)

|

Global or local reconfiguration

|

Execution

Figure 4.3: The flow of the proposed new fault injection methodology

The aim of the new fault injection technique is to try to avoid the problems of both
simulation-based methods and classical hardware prototyping. First, it is therefore
proposed to implement a prototype of the circuit without any instrumentation for
fault injection. The initial HDL description is therefore directly used, without any
modification, to generate a bitstream that can be downloaded onto the reconfigurable

hardware (FPGA). Compared with the previous approaches, this leads to:

1. require only one synthesis and place & route process,
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2. avoid any increase of the critical path,
3. avoid any additional input for injection control,
4. take advantage of the hardware speed,

5. keep the possibility of in-system emulation.

Then, the observation of internal nodes is performed using the readback capabili-
ties of the programmable device. Like this, no additional I/O is required and the size
of the FPGA can be kept in all cases at the minimum with respect to the size of the
circuit under analysis. Finally, in the proposed methodology, the fault injection is
realized at low level, by modifying directly part of the configuration bitstream instead
of activating external control signals. This requires of course to define the bitstream
modifications that are representative of the chosen fault model; this will be detailed
in the following sections for two very different fault models.

In this new approach, a modified bitstream is therefore downloaded onto the
FPGA at each injection time and the application execution is then resumed. Finally,
the analysis of the obtained results can be made.

Since the FPGA must be reconfigured at each fault injection step, a lot of time
would be lost if full (global) reconfigurations of the device are made. To avoid this,
it is proposed to apply only a partial (local) reconfiguration, since only a small part
of the configuration must be modified to inject a given fault [4] [5] [6] [90].

For a permanent fault, a single partial reconfiguration is therefore needed at the
beginning of each experiment. For a transient fault, a first partial reconfiguration is
done at the injection time and a second partial reconfiguration is done after a given

number of cycles to remove the fault.

4.3 Description of the methodology

In this section, the application of the proposed fault injection methodology is de-
scribed in detail. In section 4.3.1, the general description of the realisation is given.
The injection of stuck-at faults is described in section 4.3.2. Finally, the description

of the methodology to inject SEUs is given in section 4.3.3.
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4.3.1 Overview, general description

In section 4.2.3 it is already mentioned that the bitstream obtained after synthesis,
placement and routing is modified in order to inject the fault in the circuit description.
For this purpose, the JBits API developed by Xilinx [144] is used (the JBits tool is
described in section 2.4.3). The JBits API is not only used to change the bitstream;
the reconfiguration of the FPGA and the readback of the bitstream to and from the
FPGA are also made through this tool [4] [5] [6] [90].

The overview of the experimental environment is illustrated on figure 4.4.

Fault injection
program (in Java) ) )
(Re)configuration

JBits AP demo board
PC Reading in the bitfile ]%[ \
| Bitfile| XCV

Execution
Bitstream generation \_/

Readback

Design, synthesis
place & route tool

Figure 4.4: The fault injection environment

The first step is to synthesize the design (written generally in VHDL) and then
generate a bitstream from it with some placing & routing tool. In our case, we
generally used the Xilinx Integrated Software Environment (ISE) 4.1 and 5.1 tool [147]
for synthesis and bitfile generation. The prototype was implemented on a Virtex
development board from XESS [142].

The fault injection is managed by a program written in Java which manipulates
the bitstream and communicates with the board through the JBits API. This program
reads in the bitstream from a file, and then injects the fault(s) into it. The modified
bitstream is downloaded by the program to the FPGA on the XESS board through
the parallel port, and then the application is executed in the FPGA, also controlled
by the fault injection program through the JBits API. At any time, the execution
can be stopped, the design can be read back from the FPGA and its state can be

analysed, or simply modified and reconfigured in order to inject a new fault.
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The analysis can be made at the end of the fault injection campaign. To capture
the data (the outputs of the design, the states of the flip-flops etc) there are different
methods. For example, the states of the FFs can be captured by a readback. Output
values can be stored in a register in the FPGA, and this register can be read at the
end of the fault injection campaign.

Like this, the basic steps of the fault injection campaign of the proposed method-

ology are the following:

e reading in the initial bitstream from a file

e configuration of the device with the bitstream

e execution of the application

e fault injection (and/or removal)

e repeat the two previous steps until the end of the campaign

e analysis

Of course, at a fault-free execution of the application must be made in order to
obtain the reference (nominal) values of the monitored signals.

Let us mention that the injection of a fault does not always simply mean the
modification of the bitstream. For example, in the case of the injection of SEUs, the
readback of the design is also needed (SEU injection is described in detail in section
4.3.3). Also, the modification of the configuration bitstream may be done in the
bitstream file (that would then have to be downloaded into the FPGA), or, as in our

case, directly in the circuit, in order to accelerate the reconfiguration.

4.3.2 Injection of stuck-at faults

In this section the injection of 3 kinds of faults is described: stuck-at-0, stuck-at-1
and inverting faults. Faults are called inverting faults when a signal/input has the
inverse of the value the signal should be assigned to.

The technique of injection is the same for both faults [4] [5] [6] [90].

As described in section 2.4, the two most important elements (at least, from our
point of view) of a CLB of a Xilinx Virtex FPGA [145] are the Look-Up Tables (LUT)
and flip-flops (FF). When a VHDL (or other kind of) description is synthesized, placed
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& routed, the combinatorial functions of the descriptions are mapped into LUTs. In
case of the Xilinx Virtex family, the LUTs have got 4 inputs and 1 output, so any
kind of logical function (Boolean expression) of 4 inputs can be realised. Like this,
such a LUT can store 16 values as it has got 16 memory cells.

The targets of the injection must be identified in the mapped, placed & routed
final design in the FPGA. These targets are chosen in the high-level HDL description
as a net (signal, variable, ...) or a flip-flop. Their location must then be determined
in the cell array of the FPGA. The Xilinx ISE tool generates a logic allocation file
during place & route that allows to obtain these information; the FPGA editor of the
Xilinx ISE tool can also be used to locate the targets of fault injection in the placed
& routed design.

As far as combinatorial parts are concerned, the faults can only be injected on
signals connecting CLBs, i.e. on LUT inputs or outputs. This is not a limitation in
practice since injecting faults on other types of signals would be meaningless, due to
the very different implementation in the final circuit and in the prototype. From a
functional point of view, meaningful injection targets when injecting stuck-at faults
classically correspond to primary inputs of the circuit, connected to the primary
inputs of combinatorial blocks. In some cases, the injection can be useful also on a
signal connecting two different blocks in the circuit description hierarchy. In all cases,
these signals are mapped to LUT inputs if the synthesis maintains the description
hierarchy. Of course, the injection of a fault on an intermediate signal that disappears
during the synthesis optimizations is meaningless, since this signal will not exist in
the actual circuit.

Once the targets localized in the FPGA array, the above-mentioned faults can be
injected by modifying the contents of the LUT(s). Let us consider the example shown
in Fig. 4.5, where the LUT contents are represented in a Karnaugh table. In this
example a stuck-at-1 fault is injected on the F4 input of the CLB. It can easily be
seen that in this case, the output value for FAF3F2F1=1000 must be copied to the
output value for F4F3F2F1=0000, the value for 1001 to 0001, etc. ... The bitstream
used for the experiment is modified accordingly.

Similarly, stuck-at-0 faults and inverting faults can also be injected on the inputs
of CLB LUTs by changing the contents of the LUT. Injection of a stuck-at-0 fault
on the F1 input is illustrated on figure 4.6. The LUT modifications in case of the

injection of an inverting fault on the F2 input is shown on figure 4.7.
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Figure 4.5: Injection of a stuck-at-1 fault on the F4 input of a CLB: (a) original LUT
state and (b) modified LUT
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Figure 4.6: Injection of a stuck-at-0 fault on the F1 input of a CLB: (a) original LUT
state and (b) modified LUT

As described in section 2.4, the Virtex FPGA family is organised by frames which
extend from the bottom to the top of the CLB matrix, and a frame is the atomic
unit of reconfiguration /readback. To inject a stuck-at-0 or stuck-at-1 fault, 8 bits in a
LUT must be changed and these 8 bits must also be re-changed if the removal of the
fault is needed. To change a bit in a LUT, 1 frame must be reconfigured. Like this,
in case of stuck-at-0 or stuck-at-1 faults, a total of 16 frames must be reconfigured (if
fault removal is needed, too0).

The injection of inverting faults is slightly different, as in this case all LUT values
(16 bits) must be changed, and re-changed also if fault removal must be done. Like

this, 32 bits must be reconfigured in case of inverting faults if the fault must also be
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Figure 4.7: Injection of an inverting fault on the F2 input of a CLB: (a) original LUT
state and (b) modified LUT

removed, which means the reconfiguration of 32 frames.
The structure of the program realising the injection of stuck-at faults is described

on the figures in Appendix 6.

4.3.3 Injection of SEUs

An SEU, or Single Event Upset, corresponds to the erroneous modification of the
contents of a memory element (memory cell, flip-flop, etc.) due to some external
effect which can happen randomly (e.g. particle hits). In most cases, a single bit is
modified (flipped) due to the event; most works in this area therefore aim at evaluating
the impact of a single bit-flip on the behaviour of the system. Furthermore, due to
the randomness of the events, the injection of a SEU means hereby that the state of
the memory element changes asynchronously with respect to the clock applied to the
element.

The injection of SEUs has recently become one of the most important field of
fault injection. In chapter 3, some applications have already been mentioned in
hardware-based techniques (section 3.2) and in hardware and software-based (mixed)
methodologies (section 3.4) but many other research works can be found in this field.

This section shows a new methodology to inject SEUs, based on the same ap-
proach and environment as the stuck-at fault injection described in section 4.3.2: the
Virtex family and the JBits API are used to carry out the experiments, and partial

reconfiguration is also applied [6] [90]. However, the asynchronous modification of
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the contents of a flip-flop cannot be realised by modifying the function in the combi-
natorial part; the SEU fault model therefore induces very different requirements than
the fault models considered in the previous section.

The structure of the Virtex CLB is described in section 2.4. In this section, some
characteristics will be analysed in more details from the point of view of SEU injection.
In the Virtex family, it is not possible to "directly" change the state of a given flip-flop
during the execution of the application on the prototype, so an indirect method must
be applied. The only way to asynchronously change the state of a flip-flop is to apply
a set or reset and like this, initialize it to "1" or "0". In the Virtex family, a net called
GSR (Global set/reset) is used for this purpose which simultaneously initializes all
flip-flops in the device. This GSR line can be pulsed using the JBits API.

For a given flip-flop in a Virtex CLB, the action of the GSR input can be set for
two values: either it will apply a "set" to the flip-flop or a "reset" (section 2.4.1).
The easiest way to describe it is to consider a switch which determines if a "set" or

a "reset" is applied to the flip-flop when the GSR line is pulsed. The illustration is

shown on fig. 4.8 [6] [90].
SET

D Q—

RESET

CLK

"

O

GSR
Figure 4.8: Simplified structure of a flip-flop in the CLB of a Virtex FPGA

This structure, as one can see, raises a problem. Pulsing the GSR line initializes
all flip-flops (at least all flip-flops where this line is connected in). Like this, it can
happen that not only the state of the target flip-flop will change but the state of all
other flip-flops. To prevent this, some more operations must be made before pulsing
the GSR line.

First of all, the states of all set-reset switches must be read at the beginning. The
state of these switches will not change during execution, since the initialization value
is fixed by design. At each fault injection time, the values of all flip-flops (or, at
least all used flip-flops) must be read back. These states must be compared with the

state of the corresponding switch. If the state of a flip-flop that is not the injection
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target is "0" and the state of a switch is "reset", no modification needs to be done.
Similarly, if the flip-flop is in state "1" and the switch is in "set", no changing should
be done either. In the opposite cases (flip-flop at 1 and switch in reset or flip-flop at
0 and switch in set) the switch must be changed to its opposite polarity. Like this, if
the GSR line is pulsed, the contents of the flip-flop will not be changed. Of course,
the opposite configuration must be done for the injection target, as in this case the
goal is to change the state of the flip-flop. After pulsing the GSR line (i.e., changing
the state of the target flip-flop(s)), the switches that have been changed before the
GSR pulse is applied must be re-changed, so that the initialization conditions of the
flip-flops will not change when the application execution resumes.

The main steps of a SEU injection are therefore the following (considering that the

states of the switches have been read and stored at the beginning of the campaign):

e read back the states of all used flip-flops
e compare the states of all used flip-flops with the corresponding switch states

e reconfigure the device to change the switches of the flip-flops where it is needed

(in order to change the state of only the target flip-flop(s))
e reconfigure the device in order to pulse the GSR line

e reconfigure the device to re-change the switches that have been changed before
GSR

Of course, the used flip-flops (including the target flip-flop) must be localised in
the FPGA. It is possible to do it in the same way as described in the case of stuck-at
fault injection (section 4.3.2), using the logic allocation file generated by the Xilinx
ISE tool.

One readback and 3 reconfigurations are thus basically needed to inject an SEU
into a flip-flop. In practice, the two first reconfigurations can be combined. However,
the total injection process can result in quite a high amount of data to transfer
between the host PC and the development board, that may need a relatively long
time. This time should be reduced if not all the flip-flops and switches are read
back and reconfigured, but only the ones actually used in the design under analysis.
However, this reduction in the number of considered flip-flops does not systematically

result in a proportional reduction in time. As it is described in section 2.4, a Virtex
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FPGA is organised by frames that extend from the top to the bottom of the CLB
matrix, and this is the atomic unit of reconfiguration/readback. Like this, the gain
in time when only the used flip-flops are considered for reconfiguration/readback
depends strongly on the placement and routing of the design. For example, if there
is only one used flip-flop in a CLB column, its readback and reconfiguration for fault
injection needs the same amount of data transfer as if all the corresponding flip-flops
in all the corresponding CLB slices in the column had to be reconfigured /read back.
For our application, this is a strong limitation of the Virtex architecture.

The structure of the program realising the injection of SEUs is described on the

figures in Appendix 6.

4.4 Conclusion

The proposed new fault injection technique based on hardware prototyping was de-
scribed in this chapter. The basic idea of the methodology is to carry out fault injec-
tion at low-level, directly in the bitstream, without any modification in the high-level
or gate-level description of the circuit, and to take advantage of the partial reconfigu-
ration capabilities of some FPGAs to reduce the injection time. The injection of faults
can be achieved in the combinatorial parts as well as in the flip-flops; this has been
detailed for several fault models on the example of the Xilinx Virtex architecture.
The feasibility of the approach has been demonstrated on prototypes implemented
on an XESS board, using the JBits API and a fault injection program developed in
JAVA. The proposed approach implies to perform, for each fault injection, one or
several partial reconfigurations (and also some readbacks in the case of SEUs), but
considerably simplifies some other steps compared with previous techniques. The

advantages and limitations are discussed in detail in the next chapter.



Chapter 5

Evaluations and results

In this chapter, calculations and experimental results are shown. The advantages and
limitations of the proposed methodology are discussed and perspectives are drawn for

further work.

5.1 Introduction

The methodology presented in chapter 4 is evaluated in this chapter by calculations
and experimental results. In chapter 4, two different fault injection techniques are
presented that need different realisations. The effectiveness of the methodology is
analysed in this chapter for the two types of fault models.

The chapter is organised as follows. In section 5.2, the most important technolog-
ical parameters of the Xilinx FPGAs are summarised, as a basis for the experiments
and calculations. Section 5.3 deals with the calculations and the comparisons with
previous approaches. Experimental measurements are presented in section 5.4. Fi-
nally, a possible optimised environment for fault injection experiments is proposed in

section 5.5.

5.2 Technical background, limitations

When applying the proposed methodology, one must take into account the techno-
logical characteristics of the selected programmable device. In our case, the most
important features are: the size of the CLB array of the FPGA (especially in case
of global reconfiguration, but also in case of partial reconfiguration due to the or-

ganisation of the frames in a Virtex device), the structure of a CLB, the possible

99
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execution and configuration frequencies, the number of bits in a full bitstream and
in a frame, and the control mode of partial reconfiguration [90]. In this section these

characteristics of the Xilinx Virtex FPGA family are summarised.

5.2.1 Technological details

The structure of the Virtex CLB is already described in section 2.4. The other most
important characteristics (size and frequencies) are shown in table 5.1 [145]. Only the
different devices of the Virtex FPGA family are examined as the experiments were
carried out on a Virtex device. As mentioned in section 2.4.3, the JBits API supports

only the Virtex family at the moment.

Device CLB array | Maximal con- | Maximal Number of | Number
(rowxcolumn) | figuration fre- | execution | configura- of bits per
quency (MHz) | frequency | tion bits frame
XCV50 16x24 66 200 559200 384
XCV100 | 20x30 66 200 781216 448
XCV400 | 40x60 66 200 2546048 800
XCV1000 | 64x96 66 200 6127744 1248

Table 5.1: Characteristics of the different devices of the Virtex FPGA family

The frequencies are the same for each device as these technological characteristics
are identical for all the devices in a given FPGA family. The configuration frequency
can reach 66 MHz, but it is important to know that frequencies higher than 50 MHz
need extra handshaking and the default configuration frequency is quite lower. On
power-up, the configuration frequency is 2.5 MHz. This frequency is used until the
ConfigRate bits have been loaded and define the frequency as the selected ConfigRate.
Unless a different frequency is specified in the design, the default ConfigRate is 4 MHz.
More details can be found in [145, 143, 146].

5.2.2 Reconfiguration and readback

Each Virtex device contains configurable logic blocks (CLBs), input-output blocks
(IOBs), block RAMs, clock resources, programmable routing and configuration cir-
cuitry [143] organised in a matrix. Like this, the Virtex configuration memory can
be visualised as a rectangular array of bits. The bits are grouped into vertical frames

that are one-bit wide and extend from the top of the array to the bottom. A frame
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is the atomic unit of configuration - it is the smallest portion of the configuration
memory that can be written to or read from. This organisation therefore defines
the constraints on both the partial reconfiguration and the readback steps. Further

details about the configuration architecture of Virtex can be found in [143].

5.3 Effectiveness of the proposed methodology and
comparison with other approaches

The calculations of the execution time of the proposed approach are presented in this
section. The parameterised formulas to calculate the time needed for a fault injection
campaign are given in section 5.3.1. Numeric calculations for the proposed method-
ology are presented in section 5.3.2. The sensitivity analysis with respect to the main
parameters is detailed in section 5.3.3. The comparison of the proposed methodology
with other methods (especially the simulation-based approach) is described in section
5.3.4.

5.3.1 Formulas to calculate the execution time of the proposed
methodology

The execution time of a fault injection campaign is composed of different contributions
in case of emulation-based fault injection. Basically, there are 5 different kinds of

operations during the proposed emulation-based methodology:

e initialization: first (full) configuration of the device

e execution of the application on the device (clocking the FPGA)
e partial reconfiguration of the FPGA

e partial readback of the device

e computations of the program controlling the fault injection process

The input test patterns application and the reading of the outputs are not shown
in the list above. In case of emulated fault injection, a simple manner to realise this is
to implement some kind of pattern generator (e. g. memories) into the logic. In case
of fault classification, the input test vectors can be read from such an element, and

the output values can be analysed by some integrated mechanism. These elements
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are added to the high level design, so they are configured into the device at the
beginning, during the initialization step. The capture of the fault effects is made
by the integrated monitor and transmitted to the host computer at the end of the
whole process, that requires only a few bits to be sent. Like this, the related time
can be neglected since this step must be made only once per experiment (or even
once a campaign) in case of fault classification. The response monitoring would be
more complex to treat and would have some impact on the duration of the campaign
if a complete analysis of the fault propagations is required, leading to extensive data
communications with the host computer to store all the intermediate responses of
the circuit under analysis. However, this case is not treated hereby, as the aim of
this chapter is to analyse the characteristics directly related to the use of run-time
reconfiguration. Similarly, in case the test patterns have to be applied from the
host computer, a noticeable amount of time may also be required to transfer the data
between the computer and the prototyping board. However, this communication time
would be the same in all emulation-based approaches using the same equipment. This
parameter is therefore not taken into account in the following, and the application
execution time is assumed to depend only on the prototype operating frequency.

The last operation of the list above is carried out on the microprocessor of the host
computer, and in case of a Pentium-class CPU this time is proved to be completely
negligible compared to the duration of the other operations. Like this, only the
duration of the first 4 operations is taken into account in the following.

The initialization of the device means the full configuration of the FPGA with the
bitstream corresponding to the design the faults have to be injected in. The duration
of the initialization depends on the following parameters: configuration frequency
(feonfreadn, that will be considered equal to the readback frequency), the total number
of bits in the bitfile to be configured (Npissiorar) and the number of bits loaded at a
time (Npispara;) that means whether the device is configured serially or in parallel.

Like this, the initialization time can be calculated by the following formula:

Nbitstotal
Finit = Jeonfreads Nbitsparal (5:3.1)
The execution of the application on the FPGA device is a quite simple operation
with the assumptions discussed above: the device must be clocked after applying the
application inputs. Like this, the time consumed by this operation depends on two

factors: the frequency the device is clocked at (fezec) and the total number of clock



63

cycles of the execution for the whole campaign (Neyces). Like this, the formula to

calculate the total time of execution is the following:

NC cles
= o (5.3.2)

tewec -
fezec

Partial reconfiguration and readback of the FPGA is needed in order to inject

the faults into the circuit. In this chapter, only the injection of stuck-at faults and
SEUs will be considered, but methodologies for the injection of other kinds of faults
can be imagined on future research. The injection of different faults may need the
reconfiguration and readback of different numbers of frames, depending on the nature
of the fault and the realization of the injection. As mentioned above, one can assume
that the frequency of reconfiguration and readback is the same (feon freaas), like this
there is no difference between readback and reconfiguration when calculating the time
needed for it.

It is easy to deduce that the total duration of the injections strongly depends on the
number of faults injected (Nyquts). But the injection of a set of faults can necessitate
the reconfiguration/readback of a different number of frames for the different faults.

There are two reasons for it:

e the kinds of faults

e the placing and routing of the design

The first factor has already been discussed: the injection of different kinds of
faults may necessitate the configuration/readback of different numbers of frames. For
example, the injection of a SEU needs the reconfiguration/readback of more frames
than the injection of a stuck-at fault.

The second factor is less easy to preview as it depends on the tool used for syn-
thesis/place & route. The design can be placed and routed in different ways into
the reconfigurable hardware. The placing of the resources and the occupation of the
FPGA by the design can influence strongly the number of frames to be reconfig-
ured/read back (section 4.3.3).

Like this, the total number of bits to reconfigure /readback during a fault injection

campaign can be calculated from the following equation:

Nfaults

Nbitsinject = Nbitsperframe Z ]Vframesfault;c (533)
k=1
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where Nframes fautk 1S the number of frames needed to be reconfigured/read back
to inject fault k and Npitsper frame is the number of bits in a frame (Table 5.1).

The duration of fault injection in a campaign can be deduced from equation 5.3.1
and 5.3.3:

N
fault
sz’tsinject Nbitsperfmme Zk:‘iu ’ ]\/vfmmesfault,c
bingect = _ (5.3.4)
inject — - ..
fconfreadebitsparal fconfreadebitsparal

From equations 5.3.1, 5.3.2 and 5.3.4 it is easy to deduce the total time needed

for a whole fault injection campaign:

tiotal = linit + tegec + tinject (535)

5.3.2 Numeric calculations

Calculations for stuck-at fault injections

Let us consider a simple example, i.e. the injection of stuck-at faults using an XCV50
device, with a configuration /readback and execution frequency of 1 MHz. We assume
that 10,000 faults are injected (Njfqus = 10,000), 1000 cycles are run during an
injection experiment (Neycesperezperiment = 1000) and the configuration/readback is
made 8 bits in parallel (Npitsparat = 8). Let us consider the classical fault injection
case, that means one experiment is required per injected fault and one experiment
must be made for reference without fault. Like this a total of 10,001 experiments
must be made in the campaign, and the total number of cycles can be calculated

after the following equation:

Ncycles = (Nfaults + 1) * Ncyclesperewperiment (536)

When starting the fault injection campaign, the device must be initialized at the
beginning, that means the full bitstream is configured into the FPGA. As shown on
table 5.1, the number of bits in the bitstream of an XCV50 device is 559200. It is easy
then to calculate the time needed to load the full bitstream to the device according

to equation 5.3.1:

959200

' 10 % 8 69.9ms (5.3.7)
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It is also possible to calculate the initialization time for each Virtex FPGA device,
that will increase with the size of the FPGA. Table 5.2 shows these calculations,
considering the same values for the operation (CCLK frequency, Select MAP mode).

Device Initialisation time (ms)
XCV50 69.9

XCV100 | 97.6

XCV400 | 318.2

XCV1000 | 765.9

Table 5.2: The time needed to configure different devices (with 8-bit parallel config-
uration at 1 MHz)

Let us now calculate the time needed for fault injection after equation 5.3.4 if
partial reconfiguration is applied. As mentioned in section 4.3.2, twice the reconfigu-
ration of 8 bits of a LUT of a CLB is needed for the injection of a stuck-at-0 or 1 fault.
Partial reconfiguration is carried out by frames (section 5.2.2 and 2.4). One frame
contains only one bit from a given LUT, for example it contains bit no. 0 from each
F LUT of slice 0 for each CLB in the considered column. Like this, to reconfigure
(or read back) 8 bits from a LUT, 8 frames must be reconfigured (read back). In this
case, to inject and remove a stuck-at fault on the input of a LUT, 8 frames must be
reconfigured twice (Nyrames fautk = 16).

Let us consider an XCV50 device. As shown on table 5.1, the frame of an XCV50
device contains 384 bits (Npisperframe = 384). Like this, the time needed to inject
a single stuck-at fault on the input of a LUT can be calculated after equation 5.3.4

assuming that Nfaults = 1, fconfreadb =1MHz and Nbitsparal =8:

16 x 364
linjectone fault = 10:7*8 =7.28% 10" 'ms (5.3.8)

If 10,000 faults are injected, the total fault injection time is:

tinject = 10000 * tinjectonefault = T7280ms (539)

As mentioned above, 10,001 experiments must be made and one experiment con-

tains 1000 cycles. The total number of cycles can be calculated after equation 5.3.6:

Neyeres = (10000 + 1) * 1000 = 10001000 (5.3.10)
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The total execution time of the campaign can be calculated after equation 5.3.2
and 5.3.10:

10001000
tesee = — g5 = 10001ms (5.3.11)

Considering equations 5.3.7, 5.3.9 and 5.3.11, the total time needed for the fault

injection campaign in case of 10000 faults can be calculated after equation 5.3.5:

tiotar = 69.9 4+ 7280 4 10001 = 17, 350.9ms (5.3.12)

Similarly to the calculations above, it is possible to calculate the time of the fault
injection campaign in case of different circumstances (e.g. the number of faults differs,
no partial reconfiguration is applied, etc.). The analysis of the impact of the different

parameters on the effectiveness of the methodology is described in section 5.3.3.

Calculations for SEU injections

Similarly to the calculations of the previous section, it is possible to calculate the
time needed for the injection of an SEU. As described in section 4.3.3, the values of
some (in worst case, all) FFs and switches must be read and reconfigured, that means
a higher number of data frames must be read and reconfigured at each injection step
than in the case of stuck-at fault injection. As previously mentioned, all FFs must
be read back once and all switches must be reconfigured twice in worst case. The
readback of one type of FF of a whole column needs two frames, and a readback
command must be sent before, that is 28 bytes in this case and leads to a total of 992
bits for one type of FF in one column. As there are 4 types of FFs in a column, and
24 columns in an XCV50 device, the number of bits read back in the whole device to
get the states of all FFs is:

ny = 992 % 4 x 24 = 95232 (5.3.13)

The reconfiguration of all the switches needs 11300 bytes. As it must be made
twice, the total number of bits that must be reconfigured when modifying all the

switches is:
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ng = 11300 % 2 x 8 = 180800 (5.3.14)

Let us consider the same environment and conditions as in section 5.3.2: 1 MHz
configuration and readback frequency (feonfreadv = 1M Hz), XCV50 device and the
configuration /readback of one byte per CCLK cycle (Npitsparar = 8). First of all, let us
calculate the different time-properties of the methodology in worst-case, that means
all the FFs must be read back and all the switches must be reconfigured twice at each
injection step. In this case, the time needed to inject all SEUs can be calculated as

follows:

Nfaults (nl + n2)
et fconf'readebitsparal ( )

Replacing the parameters of equation 5.3.15 by numeric values of the considered
case, the injection time of one SEU (Njqu4s = 1) in worst-case conditions is given by

the following equation:

(95232 + 180800)

tinjectseu = 103 8

= 34.504ms (5.3.16)

Calculations for the injection of several numbers of faults in worst-case conditions
are summarised in table 5.3 (also considering an XCV50 device). The execution time
generally depends on the circuit complexity, as the length of a significant testbench
increases with the number of functions in the circuit. Similarly, the number of faults to
inject generally increases with the circuit complexity. Some examples are illustrated
in the table.

As previously mentioned, all the above calculations in this section are worst-
case calculations. Depending on the place & route tool and the occupation of the
FPGA by the design, it is possible that only part of the FFs and switches must be
reconfigured /read back (section 4.3.3). The worst-case described above is the case
when 100% of the frames must be read, that means that the FFs used in the design
are spread out all the FPGA array, and the switches that must be reconfigured at each
injection step also require the maximum number of reconfiguration data. In addition,
the reconfiguration/readback frequency was assumed to be quite low (1 MHz) with

respect to the device capabilities.
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10,000 faults in- | 10,000 faults | 1,000,000 faults
jected and 1,000 | injected and | injected and
cycles per run 10,000 cycles per | 100,000 cycles
run per run

Initialisation (ms) 69.9 69.9 69.9

Execution time (min) 0.167 1.67 1,666.67

Fault injection time (min) | 5.75 5.75 575.07

Total (min) 5.92 7.42 2,241.74

Table 5.3: Different times needed in worst-case for the fault injection process of SEUs
when partial reconfiguration is applied

Let us now consider a better case: less than 75% of the device is occupied by the
design, all used flip-flops being grouped in part of the columns so that only 75% of
the FFs and switches must be reconfigured/read back at each injection. Also, let us
assume a configuration/readback frequency of 10 MHz (the other parameters being
the same as in the above examples).

Like this, the number of bits that must be read back becomes, after equation
5.3.13:

ny = 95232 % 0.75 = 71424 (5.3.17)

Similarly, the number of bits to reconfigure in order to change the switches can

be calculated from equation 5.3.14:

ng = 180800 * 0.75 = 135600 (5.3.18)

Similarly to equation 5.3.16, the time needed to inject a single SEU can be calcu-

lated in these conditions after equation 5.3.15:

(71424 + 135600)
tinjectseu - 10% % 8

= 2.587ms (5.3.19)

In this case, the time needed for the injection campaigns illustrated in table 5.3
is summarized in table 5.4.

Comparing tables 5.3 and 5.4, it can be seen that parameters modifications can
easily result in a gain of one order of magnitude on the time needed for an injection

campaign. The sensitivity of the various parameters on the duration of the campaign
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10,000 faults in- | 10,000 faults | 1,000,000 faults
jected and 1,000 | injected and | injected and
cycles per run 10,000 cycles per | 100,000 cycles
run per run

Initialisation (ms) 69.9 69.9 69.9

Execution time (min) 0.167 1.67 1,666.67

Fault injection time (min) | 0.43 0.43 43.12

Total (min) 0.60 2.10 1,709.79

Table 5.4: Different times needed in better-case conditions for the fault injection
process of SEUs when partial reconfiguration is applied

is therefore analysed in more details in the next section. Let us also notice from these
first results that, in spite of the complex process for SEU injection due to the Virtex
architecture, a large number of faults can be injected in a reasonable time. Even
in the worst case considered in table 5.3, a full campaign based on a 100,000-cycle

testbench and with 1 million faults injected only requires about one day and a half.

5.3.3 Sensitivity analysis

In this section, we analyse the impact of the main parameters on the time needed
for a fault injection campaign on a Virtex-based platform. The studied parameters
can be related to the basic characteristics of the prototyping environment ( feon freads)s
to both these characteristics and the circuit characteristics (fezec), to both these
characteristics and the campaign definition (Npjssinject), to the campaign definition
alone (Njguus), or to the application run during each experiment (Neycesperexperiment)-
These analyses will be done in worst case from the placement and routing point
of view, in case of SEU injection (that corresponds to the most complex process
for run-time reconfiguration) and for a XCV50 device. The influence of Nygs and
Neyclespereaperiment 1 strongly linked to the sensitivity analysis of the other parameters
and will therefore be discussed at the same time, not in separate subsections.

The dependence of the campaign duration on the number of bits configured /read
back in parallel (Npitsparar) is not further analysed. This parameter has not got a
wide range: either it is equal to 8 (when the SelectMAP mode is used [146]) or it is
1 (when the device is configured/read back serially). So let us consider Nyitsparar t0
be constant, equal to 8 bits. Of course, the initialization time and the fault injection

time would be multiplied by 8 in the other case, that would be inefficient for our
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purpose.

Analysis of the impact of fe.nfreqan

As can be seen from equations 5.3.1 and 5.3.4, the initialization time and the injection
time for the two types of fault models are inversely proportional to the reconfigura-
tion frequency. The execution time is the only contribution independent from this
parameter.

Assuming the cases studied in section 5.3.2, table 5.5 illustrates the evolution of

the campaign duration with the reconfiguration frequency.

feonfreaar | 10,000 faults injected | 10,000 faults injected | 1,000,000 faults in-
and 1,000 cycles per | and 10,000 cycles per | jected and 100,000
run run cycles per run

500kHz 11.67 13.17 2,816.80

1 MHz 5.92 7.42 2,241.74

5 MHz 1.32 2.82 1,781.68

10MHz 0.74 2.24 1,724.18

20MHz 0.45 1.95 1,695.42

30MHz 0.36 1.86 1,685.84

40MHz 0.31 1.81 1,681.05

50MHz 0.28 1.78 1,678.17

60MHz 0.26 1.76 1,676.25

Table 5.5: Different campaign durations (in minutes) in worst case conditions for the
SEU fault injections, as a function of feon freads

As can be seen from the table, the impact of feonfreadp is DOt so significant (if
at least at the order of magnitude of 1 to 10 MHz), except when a relatively small
number of input patterns has to be applied with respect to the number of experiments
(first case, with only 1,000 input patterns per experiment but 10,000 faults to inject).
This parameter must therefore particularly be optimised when the number of faults
to inject (i.e. the number of experiments) is high compared with the number of
functional cycles in each experiment. This is the case when an exhaustive analysis
is required, i.e. when all the faults that can occur during the application execution
have to be injected. In the other cases, a medium frequency can be used without a
noticeable impact on the campaign duration.

Let us also notice that it is almost useless to increase this frequency to its max-
imum. Due to the relationship between this frequency and the injection time (illus-

trated in figure 5.1), the actual reduction of the campaign duration becomes quite
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small when the configuration frequency is pushed to its limit, although the design of
the prototyping equipment may become much more difficult. On the opposite, reduc-

ing too much this frequency considerably increases the time spent for the injections.

14 T T

10|,000 faults injectcled, 1,000 cycles ;I)er un ——
10,000 faults injected, 10,000 cycles per run ------

Duration (min)

0 10 20 30 40 50 60
Configuration/readback frequency (MHz)

Figure 5.1: Graphical representation of the dependence of ¢injcct 0N feonfreads, for the
injection of an SEU: Nyjisinject=276,032 and Niyitspara=3

Analysis of the impact of f....

On the opposite of the previous parameter, f.;.. has only an impact on the execution
time. This parameter depends on the basic speed of the programmable device and
on the critical path in the circuit under analysis. Assuming the same cases as in the
previous analysis, and a configuration frequency equal to 1 MHz, table 5.6 illustrates
the evolution of the campaign duration with the execution frequency.

As can be seen from the table, the impact of f.... can be very significant, if each
experiment requires a large number of clock cycles, compared with the number of
faults to inject. This is classically the case for a complex circuit, running a complex
application and in which only randomly selected faults are injected.

The results in the table also illustrate the advantage of using hardware prototyping

with a high system clock, and therefore the interest for high speed programmable



72

fezec 10,000 faults injected | 10,000 faults injected | 1,000,000 faults in-
and 1,000 cycles per | and 10,000 cycles per | jected and 100,000
run run cycles per run

500kHz 6.09 9.09 3,908.40

1 MHz 5.92 7.42 2,241.74

5 MHz 5.79 6.09 908.40

10MHz 5.77 5.92 741.73

50MHz 5.76 5.79 608.40

Table 5.6: Different campaign durations (in minutes) in worst case conditions for the
SEU fault injections, as a function of feze.

devices for such applications. Also, it would be worth spending some time in the
initial synthesis and placement & routing process, so that the execution frequency
can be increased. The use of run-time reconfiguration, avoiding any instrumentation
of the prototype, leads to an increased maximal execution frequency and therefore
helps to improve this parameter. Also, since only one synthesis and placement &
routing is required, it is easier to spend time to optimise the result than in classical
emulation-based approaches, in which this process may have to be repeated several

times.

Analysis of the impact of Nysinject

Let us consider now that feonfreaas and fezec are fixed to 1 MHz. As described in
section 5.3.2, the injection of a single SEU necessitates the reconfiguration/readback
of up to 34 Kbytes, depending on the placement & routing of the design in a XCV50
Virtex device. Like this, the injection of 1,000 faults necessitates for example near 34
Mbytes to be transferred during the campaign for reconfiguration purposes.

Table 5.7 shows the evolution of the campaign duration if this amount of data
could be reduced, by modifying for example the organisation of the frames and/or
better controlling the placement process.

This table illustrates the very strong influence of the number of bits to be trans-
ferred. Due to the very small number of modifications actually required in the device
to inject a fault, one could expect that only a few bits would have to be reconfigured.
As explained in the previous chapter, the constraints imposed by the Virtex architec-
ture lead in practice to a high transfer rate. Table 5.7 demonstrates that this is one
of the most significant parameters, as one or two orders of magnitude of gain could

be achieved on the campaign duration with a different architecture.
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Niitsinject campaign duration
10 Kbytes 0.17
100 Kbytes 0.18
1 Mbytes 0.33
10 Mbytes 1.83
30 Mbytes 5.17

Table 5.7: Different campaign durations (in minutes) for the injection of 1000 SEU
faults, in the case of 1,000 cycles per run, as a function of Nyitsinject

Let us recall that, in the case of stuck-at fault injection, the organisation of the
frames in the Virtex devices requires to reconfigure 16 frames, i.e. 16 times 384 bits,
when only 16 bits have actually to be modified to inject and remove the fault during
each experiment. The results in table 5.7 also illustrate the impact of such a ratio
between the useful bits and the transferred ones. With a better suited programmable
architecture, a gain of at least an order of magnitude could be easily obtained on
the campaign duration. The Virtex architecture has therefore the advantage to be a
commercially available, partially reconfigurable architecture. But it is not well suited

to the fault injection methodology proposed in this thesis.

5.3.4 Comparison with previous approaches

In this section, the numeric calculations of section 5.3.2 are compared with simulation-
based experiments and "classical" techniques based on hardware prototyping. How-
ever, only the campaign execution time will be considered here. The different prepa-
ration times (including the synthesis, placement and routing steps) will not be taken
into account. As previously mentioned, the time globally needed by such steps can be
reduced in the case of the proposed approach compared with classical emulation-based
approaches.

In case of "classical" fault injection techniques the description of the design is
modified in order to be able to inject faults into it. This modified description is then
either compiled (for simulation) or synthesized, placed & routed and downloaded into
the configurable hardware (for emulation). To activate and control fault injection,
external signals are used. It will be assumed in the following that this control does not
require any additional cycle during the experiments, although it is not the case in all
published approaches. On the contrary, in the methodology presented in this thesis,

the duration of the campaign strongly depends on the number of injected faults as
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each injection needs the partial reconfiguration of the device.

It is not easy to establish formulas to calculate the duration of a simulated fault
injection campaign, so a parametric comparison of the different approaches is very
difficult to realise. In order to be able to make some comparisons, the measures
presented in [98] will be considered and compared to the results of calculations
made for the hardware-based techniques. The experiments presented in [98] were
realised with the ModelSim simulator on two types of workstations: SUN ULTRA10
and SUN ULTRA1. We will consider hereafter the most efficient case, i.e. the SUN
ULTRA10. In that case, the average duration of a simulation cycle was found to
be 0.24 ms. It should be noted that the measures in [98] have been obtained for a
given circuit example, that is quite simple. The figures would have to be revisited for
other circuit examples, and the duration of the simulations would increase in case of
a more complex circuit. In consequence, the numeric values in this section just aim
at comparing the order of magnitude of the campaign duration using the different
approaches.

Let us consider the following conditions for the emulated fault injections: the
device on which the experiments are carried out is an XCV50, the configuration,
readback and execution frequencies are 30 MHz and the device is configured in par-
allel, 8-bits a time. In case of simulation, any number of faults can be injected at
any cycle, almost without influence on the duration of the campaign. It is almost
the same for "classical" emulation-based techniques where a signal is used to control
fault injection: this operation needs almost no extra-time. The initialization of the
simulation will be assumed to take about 500 ms, according to measures presented
in [98]. The initialization of the hardware corresponds to the initial configuration
of the FPGA and requires the same time as in the methodology proposed in this
thesis. In the classical emulation-based approach, it has been mentioned that several
instrumentations may have to be done. In that case, the initialization time has to
be multiplied by the number of instrumentation versions. Since this is strongly de-
pendent on the circuit under analysis and on the campaign definition, this will not
be taken into account in the following comparisons and the initialization time will be
considered only once.

In the comparison presented hereafter, it is considered that one SEU is injected
at each fault injection step. We will consider a case in which a large number of

faults has to be injected in a complex application, i.e. Nygus = 1,000,000 and
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Neyciesperezperiment = 100,000, as already considered in section 5.3.3.

The initialization time for the emulation-based fault injection campaigns can
be calculated after equation 5.3.1 considering that Npitstotar = 559200, feonfreads =
30M Hz and Npitsparar = 8:

tinit = % = 2.33ms (5.3.20)

The initialization time can be assumed to be the same for the proposed methodol-
ogy and for the classical emulation-based approach, because the same hardware may
be used to carry out the experiments. In case the logic added for instrumentation
requires a larger FPGA to be used, the initialization time would be larger for the
classical approach.

The fault injection time for the proposed methodology can be calculated according
to equations 5.3.15 and 5.3.16. In the worst case from the placement and routing point
of view, n; = 95232 and ny = 180800. Assuming Nyqus = 1,000,000, feonfreads =

30MH z and Nbitsparal =8:

1,000, 000 * (95232 + 180800
tinjectseu = - : * ( + ) = 1, 150.13s (5321)
3+107 %8

The execution time for the proposed methodology can be calculated regarding

equation 5.3.2 considering Neyciespereaperiment = 100,000 and fezee = 30M H 2:

(1,000, 000 + 1) * 100, 000
- - 34 3.22
togec 5107 3,333.34s (5.3.22)

The execution time for the classical hardware-based approach is in best case the
same. However, in practice, the maximum execution frequency is reduced by the
instrumentation logic. To represent this increase in critical path, let us consider a 5%
penalty on the execution time, that leads to a duration equal to 3,500 s.

Like this, the total duration of this fault injection campaign with the proposed

methodology can be evaluated as:

ttotal = tim't + tinjectseu + tezec ~ Tdminutes (5323)

In the case of a "classical" hardware-based fault injection campaign, the duration

would be smaller, since the increase in execution time is over-compensated by the
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suppression of the injection time. The total time would thus be evaluated around
58 minutes. Let us however notice that this evaluation does not take into account
the time for potential additional synthesis, placement and routing steps that may
take hours. The proposed methodology may therefore be globally more efficient than
the classical one. Furthermore, the worst case for placement and routing has been
considered here. The gap between the two approaches would therefore be smaller if
less frames are actually needed for the SEU injections.

In the case of a simulation-based campaign, and without taking into account
specific optimisations mentioned in chapter 3, the time needed for the campaign
would be, on the basis of the figures mentioned above, around 400,000 minutes, that
means more than 9 months of simulations. Even considering the specific optimisations
proposed in the literature, the duration of the campaign would remain much longer
than in the case of the hardware-based approaches.

Let us now study how the campaign duration evolves with the number of faults
to inject and the number of cycles per experiment. Table 5.8 shows the results in the
three cases considered in section 5.3.3, with the same value as above for the other

parameters.

approach

10,000 faults in-
jected and 1,000
cycles per run

10,000 faults in-
jected and 10,000
cycles per run

1,000,000 faults in-
jected and 100,000
cycles per run

proposed methodology

0.20

0.25

(0]

classical emulation

0.006

0.06

58

simulation ULTRA10 40 400

400,000

Table 5.8: Comparison of campaign durations (in minutes) for simulation-based and
emulation-based experiments in case of SEU injection

As illustrated by the results in this table, hardware-based fault injection is always
more efficient than simulation. However, it is more significant in practice when the
total number of cycles increases. Comparing the proposed approach and a classical
emulation, the difference in terms of campaign duration increases of course (at the
advantage of the classical approach) when the ratio between the number of faults to
inject and the number of cycles per experiment increases. The proposed methodology
is therefore better suited when each experiment requires a large number of cycles.

Let us now make a comparison of the same techniques, but in the case of stuck-at

fault injection. As mentioned in chapter 4, the injection of a stuck-at-0 or 1 fault
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requires the reconfiguration of 16 frames, i.e. 6144 bits, so the calculations will be
made considering this value.

The values of t;,;; and t.... Will be the same as in the previous case, but the value
of tinject Will noticeably differ. Using the previous numeric values for the different

parameters, the injection time becomes:

1,000, 000 » 6144

tinjectstuckfat = 35107 % 8 = 25.6s (5324)
that leads to a total duration for the campaign evaluated as:
Liotal = tinit + tinjectstuckfat + tezec = O6MINUteEs (5325)

In the other approaches, the injection time is considered equal to zero and therefore
the evaluation of the campaign duration does not change with the fault model. In
consequence, for the stuck-at fault injection, the length of the campaign can be smaller
with the proposed approach than with classical emulation, even considering the worst
case for placement and routing.

Similarly to table 5.8, the total duration of the fault injection campaign can be
calculated in case of different conditions. Some comparisons are shown in table 5.9,

where the results for the other approaches are the same as previously.

approach 10,000 faults in- | 10,000 faults in- | 1,000,000 faults in-

jected and 1,000
cycles per run

jected and 10,000
cycles per run

jected and 100,000
cycles per run

proposed methodology | 0.01 0.06 56
classical emulation 0.006 0.06 58
simulation ULTRA10 40 400 400,000

Table 5.9: Comparison of campaign durations (in minutes) for simulation-based and
emulation-based experiments in case of stuck-at injection

As can be seen in the table, the proposed approach compares much more favourably
with the classical emulation-based approach in the case of stuck-at injection than in
the case of SEU injection. This is coherent with the result of the sensitivity analysis,

that showed the considerable impact of the parameter Nyitsinject-
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5.4 Experimental measures

Experimental measures were carried out on the XSV50 board [142] that was used
to demonstrate the feasibility of the proposed methodology. This development board
is not designed to carry out experiments with high clock frequencies, and the down-
loading/reading back of the data is made through the parallel port of the PC that
operates at a quite slow speed. Still more critical, the clock CCLK applied by the
JBits interface to the board was found to be at 3.9 kHz only. It was shown in section
5.3.3 that a medium frequency was sufficient, but that a too small value considerably
alters the efficiency of the proposed approach. With the board and interface avail-
able, the experiments could not show such results as described in section 5.3. Some
experimental measures are shown in table 5.10. Column 1 shows the time needed for
the initialization of the device. Column 2 shows the time needed for the injection of
one SEU fault. Column 3 shows the execution time for a simple application. As one
can see, the values measured are much higher than the values calculated in section

5.3, because of the low capabilities in speed of the XSV board.

Initialisation (ms) Fault injection (ms) Execution (ms)
19,678 3.566 55,961
19,688 3.575 55,873
19,718 3,498 55,912

Table 5.10: Measurements for the injection of a SEU on the XSV50 board (for three
sets of experiments)

To achieve better performances, an application-specific environment must be built,
trying to optimise the reconfiguration speed in order to be able to take advantage of
the possibilities of our new fault injection approach. Such an environment is discussed

in the next section.

5.5 A possible environment to realise optimised fault
injection experiments
As mentioned in section 5.4, the XSV50 board is not an optimised environment to

realise fault injection experiments that need a high reconfiguration and readback

frequency. When using the JBits API, the communication between the board and
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the PC is made through the parallel port. The XSV50 board needs a CPLD interface
in order to support the JBits API: this interface is downloaded into the CPLD of the
board, and this interface realises the communication between the parallel port and
the FPGA device. All control, handshaking and clock signals are supplied via the
parallel port and the CPLD.

The maximal bandwidth of a PC parallel port is 1Mbyte/s which is 8 Mbps. This
bandwidth does not permit to supply high clock frequencies, that is why the config-
uration /readback frequency when using JBits is only about 4kHz. To overcome this
limitation, a port with much higher bandwidth should be applied for the communi-
cation with the board.

The USBI1.1 port has a slightly higher maximal bandwidth (12Mbps) which is
still too small when a fault injection campaign should be made applying the proposed
methodology. One possible solution would be the USB2.0 port which has got a
maximal bandwidth of 480Mbps, or the Firewire port [65, 66, 67| with a maximal
bandwidth of 400Mbps. With such a bandwidth, a configuration/readback clock
of about 30MHz can easily be supported. The corresponding system architecture,

optimised in bandwidth, is illustrated in fig. 5.2.

‘ Fault injection board ‘

control

signals USB2.0 or Firewire port
FPGA——cPp 7

Figure 5.2: A possible optimised environment to carry out fault injection campaigns
applying the proposed methodology

Of course, in this case a CPLD interface must be created which is able to handle
the USB2.0 or the Firewire port. Also, it is possible that the JBits API on the PC
must slightly be changed in order to communicate through the USB2.0 or Firewire
port.

Apart from the bandwidth (directly related to the reconfiguration/readback fre-
quency), there are other parameters that influence a lot the efficiency of the proposed
methodology. For example, as described in section 5.3.2, the injection of a SEU ne-

cessitates the reconfiguration and readback of a huge amount of data: the state of
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all (used) FFs must be read back and some (in worst case, all) of the switches must
be reconfigured twice. This does not allow to take as much advantage of partial
reconfiguration as expected.

A first possible way to improve this would be, in the case of a Virtex architecture,
to define better suited placement and routing algorithms, aiming at minimising the
number of frames that must be reconfigured for a given injection campaign. This
would decrease Nyjisinject, that was shown to be a critical parameter.

Another way of reaching better performances would be to use better suited ar-
chitectures than the Virtex one. Looking at other types of commercial FPGAs with
partial reconfiguration capabilities (e.g. the AT6000 or AT40000 families from Atmel
[11], [14]) may perhaps lead to some better results. However, commercial FPGA
architectures target applications in which reconfigurations are quite seldom, on the
opposite of the proposed methodology for fault injection. It can therefore be expected
that only application-specific architectures would lead to the maximum speed of the
fault injection campaigns. Developing such a new device would require a noticeable
investment and was not the goal of this thesis, but may be a subject for further work.

Looking at existing architectures or at a completely new one, several characteris-
tics can be optimised compared with the Virtex internal organisation.

Let us first consider the injection of a SEU. The method proposed to change the
state of a FF is quite complicated, due to the constraints of the Virtex FPGA family
architecture and of the JBits APIL. It can be imagined that the state of a FF could
be changed with a simple configuration switch designed to change the state asyn-
chronously, or at least activated individually without impact on the other flip-flops
in the design. Like this, much less reconfiguration/readback steps would be needed,
even no readback would have to be made. The number of bits to reconfigure/read
back (n; and no in eq. 5.3.13 and 5.3.14) would then decrease a lot. Consequently,
Linjectsenw 10 €quation 5.3.15 could become very small.

Similar optimizations could be proposed in the case of stuck-at fault injection.
As mentioned in section 4.3.2 and 5.3.2, the injection and removal of a stuck-at fault
necessitates twice the configuration of 8 frames. A different organisation of the frames
may group all the bits in a LUT in the same frame. In that case, only two frames
instead of 16 would have to be reconfigured to inject and remove a stuck-at fault. Also,

reducing the size of a frame would lead to optimise the critical parameter Npysinject-



Chapter 6

Conclusion

A new approach for fault injection has been developed during the PhD thesis work.
The main aspect of the approach was to apply hardware prototyping and RTR (es-
pecially, partial reconfiguration) in the fault injection process. Like this, not only
the execution of the application is made in the reconfigurable hardware but also fault
injection itself, at run-time. It avoids several runs of synthesis and place & route
as the original (fault-free) design must be modified neither at high-level (e.g. in the
VHDL description) nor at gate level to inject the faults. This can result in important
time gains as place & route algorithms can take much time to complete.

The methodology was developed for two kinds of faults: stuck-at faults and SEUs.
Stuck-at faults are injected by modifying the content of the LUTs in the FPGA CLBs.
SEUs were induced in the flip-flops (FFs) of the FPGA by changing their state to
the inverse with an asynchronous set or reset. The reconfiguration of the device can
be made at run-time, by simply stopping the clock of the FPGA and reconfiguring
part of it. This fault injection process has been automated. The execution of the
application and the fault injection can be controlled from the same program which is
executed on the host computer.

There are two main advantages of the proposed new methodology:

e time-gain

e no modifications of the initial design needed

As previously mentioned, important time-gains can be achieved by avoiding re-
synthesis and re-placing & routing the design. On the other hand, each fault injection
necessitates the (partial) reconfiguration of the device. In the case of stuck-at fault
injection, global time gains can be achieved, even with so many reconfigurations, com-

paring to the "traditional" fault injection techniques. On the other hand, the injection

81



82

of SEUs necessitates the reconfiguration and readback of quite a huge amount of data,
at least in the case of the Virtex architecture, and the reconfiguration time should
therefore be lowered as much as possible. This can be made in different ways. One
possibility is to optimise the fault injection environment by assuring a fast connection
to the board containing the FPGA device. Another possibility would be to optimise
the modification process of the FF contents. For this, an easier way to perform asyn-
chronous modifications of the FFs should be provided by the FPGA manufacturer,
or a specific programmable architecture should be designed.

For the above reasons, the injection of SEUs is not faster in all cases than the
"traditional" techniques. It strongly depends on the size of the device and the design,
the number of FFs used in the design, the way the manufacturer allows to modify
the content of the FFs and the placing & routing of the design. Specific CAD tools
with injection-oriented placement algorithms may also be a way to improve the time
needed for fault injection. Let us also notice that the implementation of the circuit
without any instrumentation leads to a prototype with a smaller critical path, that
may allow to run the experiments with a higher system clock frequency.

One possible perspective of the methodology is to design an optimized environ-
ment, as mentioned above, to reduce reconfiguration time. Development boards,
such as the one used during the PhD work, are generally not designed to realise long
experiences, but rather to carry out tests of new designs or methodologies. In an
optimized environment, the whole fault injection process (application of test vectors,
data collection, analysis etc.) could be made on the same platform.

Another perspective of future research is to realise the injection of other kinds of

faults using RTR (e.g. coupling faults).
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Appendix

This appendix gives a brief overview of the program realising the injection of stuck-at
faults and SEUs. The structure of the program and its different parts are described
by block diagrams.

|dentification of fault
type and location

Fault injection

Execution

Figure 6.1: Simplified block diagram of the program realising fault injection
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Read the name of target

Read logic allocation file

|dentify: row, column,
dice, Gor F

Transformation of
coordinates

Figure 6.2: Block "lIdentification of block type and location" of fig. 6.1 in case of
stuck-at fault injection
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orresponding

values

(Partial) reconfiguration
of device
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Figure 6.3: Block "Fault injection" of Fig. 6.1 in case of stuck-at fault injection
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No
Transient fault?

Yes

Stop the clock

(Partial) reconfiguration
of old values

Continue the execution

Figure 6.4: Block "Execution" of Fig. 6.1 in case of stuck-at fault injection

Read the name of target

Read logic alocation file

Identify: row, column,
dice, X or Y

Transformation of
coordinates

Figure 6.5: Block "Identification of block type and location" of Fig. 6.1 in case of
SEU injection
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Read in flip-flop states
(partial readback)

Compare flip-flop states
with switch states

Change the switches
where needed and apply GSR
(partial reconfiguration)

Change back switches
to original state

Figure 6.6: Block "Fault injection" of Fig. 6.1 in case of SEU injection
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