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The� importance� of� electricity� lies� in� the� fact� that� is� one� of� the�main� energy� forms�used� in�
contemporary� societies.� The� electrical� energy� delivery� is� a� technical� activity� focussed� on�
satisfying�a�collective�necessity.�This�public�service�must�be�permanent�because�it�constitutes�
a� strategic� pillar� for� the� production� and� development� of� a� country.� An� interruption� or�
insufficiency�of�the�electrical�service�may�paralyze�productive�activities�of�a�large�number�of�
organizations.�This�causes�serious�damages�to�the�economy,�the�society�and,�depending�on�
the� concerned� sectors,� may� affect� the� physical� integrity� of� the� people� and� even� inflicts�
disturbances�to�the�public�order.��
�
As� we� discussed� in� Chapter� 1,� the� electrical� infrastructure� is� considered� a� ���������
��	��
��������� that� offers� an� essential� service� to� multiple� organizations� (delivery� of� fuel,�
telecommunications,�transport,�sanitary�and�security�services,�etc.).�Nevertheless,�this�critical�
infrastructure�simultaneously�depends�on�other�critical�infrastructures�that�are�indispensable�
for� their�management�and�delivery�of� services.�This� causes�a�dangerous�circle,� as� the� fault�
propagation� works� in� both� directions,� i.e.,� a� disturbance� in� an� infrastructure� (e.g.� in� the�
electrical�system)�can�produce�disturbances� in� the�others� infrastructures� (e.g.� the�system�of�
communications)�and�vice�versa.�Due� to� the�globalized�nature�of� the�world,� these� types�of�
incidents� can� negatively� affect� a� single� country� or� even� have� serious� effects� on� the�
international�community.��
 
The� significance� and� vulnerability� of� the� power� system� and� its� interdependency� to� other�
infrastructures�has�also�been�recognized�by�outlaw�groups,�ill%disposed�people,�and�terrorist�
groups.�We�cannot�deny�that�power�systems�(as�other�critical�infrastructures)�are�exposed�to�
serious� threats.� Considering� that� terrorism� is� a� constant� threat� to� societies� throughout� the�
world,�the�electrical�network�is�potentially�a�dominant�target�for�terrorist�attacks.�A�frontal�
or�indirect�attack�to�assets�can�adversely�affect�the�electrical�infrastructure;�by�creating�severe�
economical� consequences,�by� raising� threat� to�human� life�and� finally�by� inducing� terror� to�
civil�population�[AMI,�2002].�
�
According� to� Chapter� 2,� intentional� attacks� against� the� electrical� infrastructure� can� entail�
sudden� losses�or� inadequate�operation�of� its� components.�These� threats,� in� addition� to� the�
natural� load�growth�and� the� liberalization�of� the�electric�energy�market,� force� the�systems’�
operators�to�face�different�and�more�problematic�scenarios�than�in�the�past.��
�
In�order�for�the�infrastructures’�owners�to�be�able�to�overcome�situations�related�to�terrorism�
(and�other�types�of�intentional�attacks),�they�must�improve�their�abilities�to�anticipate�future�
events.� It� is� therefore� necessary� to� create� possible� terrorist� scenarios� with� the� aim� of�
analyzing�potential�consequences�to�the�power�system.�In�this�way,�planners�and�operators�
will�be�able�to�create�and�to�plan�appropriate�measures�to�diminish�or�to�thwart�the�possible�
negative�effects� to�the�system,�thus�guaranteeing�the�system’s�secure�operation.�The�power�
systems�security�is�one�of�the�most�important�design�criterion�and�a�primary�objective�in�the�
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operation.� Security� is� defined� as� the� ability� of� a� power� system� to� withstand� sudden�
disturbances�[IEE,�1978].�
�
The�purpose�of�assessing�the�power�system�security� is� to�establish�a�security�margin�value�
when� disturbances� occur.� Once� this� value� is� known,� operators� make� correct� decisions� to�
avoid� the� system’s� collapse.� Therefore,� in� the� power� system� security� assessment,� the�
occurrence� of� intentional� attacks� (that� may� affect� the� system)� especially� those� caused� by�
terrorism�must�be� considered.�Thus,�when�a� terrorist� act� affects� the�power� system,�proper�
decisions�can�be�made�in�order�to�reach�an�appropriate�balance�between�operative�cost�and�
robustness.��
�
Traditionally� in�security�assessment�studies,�different�system�scenarios�are�developed.�This�
includes� several� levels� of� load� and� generation,� loss� of� components� and� different� network�
topologies,�among�others.�As�we�mentioned�in�Chapter�2,�it�is�necessary�to�create�a�list�of�the�
possible� contingencies� in� order� to� diminish� the� number� of� scenarios.� � Later,� the� impact� of�
each� contingency�on� the�power� system� security� is� analyzed� in�detail.�One� approach� is� the�
consideration�of� the�probability�of�occurrence�of� contingencies� as� a�method�of� ranking� the�
contingencies.� The� result� of� theses� probabilities� can� also� be� used� in� combination�with� the�
consequence�in�order�to�obtain�a�risk�value. 
�
Modelling�the�uncertainty�of�the�intentional�acts�and�the�contingencies�resulting�from�these�
attacks�is�not�an�easy�task.�Because�of�their�intentional�nature,�the�occurrence�of�attacks�is�not�
random.� It� is� therefore� difficult� to� answer� the� following� type� of� questions:� What� is� the�
probability� of� the� materialization� of� the� terrorist� threats?� What� is� the� probability� that� the�
attack� is� catastrophic?�Answering� to� these�questions� requires� thinking�about� the� attackers’�
motivation,� the� possible� utilized� weapons,� the� infrastructures� location� and� its� physical�
protection,�in�addition�to�other�variables�that�contain�different�uncertainty�levels.�According�
to�Chapter�3,�we�cannot�employ�only�the�objective�probability�theory�or�purely�frequencists’�
approaches�to�answer�this�type�of�questions.�These�approaches�do�not�correctly�model�all�the�
present�types�of�uncertainty�and�the�non%random�causality�relationships�in�the�problem.�
�
This� chapter� introduces� a� probabilistic� technique� for� ranking� contingency� resulting� from�
terrorist� acts� that� could�cause�major� risks� to�a�power� system.�With� the�use�of�probabilistic�
inference,�through�a�Bayesian�network,�the�probability�of�attacks�against�the�power�system�is�
obtained.� In� addition,� we� obtain� the� probability� of� severity� of� attacks.� The� network� is�
constructed�based�on�experts’� judgment�and�the�base�load�flow�for�the�power�system.�This�
type�of�probabilistic�graph�was�explained�in�the�preceding�chapter.�In�this�Bayesian�network,�
the� nodes� may� represent� events,� proposals� about� events� and/or� uncertain� variables.� The�
connections�or�arcs�represent�causality�relationships�between�these�variables.�
�
With�the�Bayesian�network’s�results,�we�calculate�the�risk�for�each�contingency�and�we�rank�
the�contingencies�using� this�value.�Therefore,�a�set�of�contingencies� is� found�and� it�will�be�
used�in�security�analyses�which�will�allow�the�diminution�of�the�number�of�scenarios�to�be�
studied.�Likewise,�obtaining�the�probability�of�contingencies�occurring�will�allow�us�to�make�
non�deterministic�security�analysis�of�the�power�system.�
�
Before�explaining�the�proposed�method,�we�give�a�formal�definition�of�term�“risk”�and�why�
we�use� the� risk� index� to� rank� contingencies.� This� thesis� focuses� on� topic� of� terrorism� as� a�
particular� study�case�of� the� intentional�attacks.�Next,�we�describe� the�proposed�method� to�
rank� contingencies� based� on� the� real� case� of� intentional� attacks� against� the� Colombian�
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electrical� infrastructure.� We� construct� a� Bayesian� network� by� taking� into� account� the�
Colombian� experts’� judgement,� author’s� analysis,� historical� database� and� available�
information� of� the� conflict.� Two� numerical� cases� are� developed� to� validate� our� method.�
Although�we�only�work�with�this�specific�case,�the�method�can�be�extended�to�other�types�of�
intentional�attacks�as�well�as�to�other�nations.�

��� ������������� �����

Because�of�the�power�systems’�size�and�its�geographical�extension�and�the�changing�dynamic�
of� the� terrorist� groups,� it� is� useless� and� practically� impossible� to� generate� all� the� possible�
scenarios� and� to� evaluate� in� detail� the� severity� of� each� one.� A� possible� solution� to� this�
problem�is�to�use�risk�analysis�techniques�in�order�to�find�the�most�probable�and�severe�cases�
for� the�power� systems.�Nevertheless,� to� assess� the� impact� to� the�power� systems� operation�
means�having�to�evaluate�the�security�of�each�case.�This�is�not�a�simple�task�because�different�
security�problems�(mentioned�in�Chapter�2)�can�be�analyzed�and�both�the�modelling�and�the�
solution�are�complex�processes.�
 
In�order�to�find�a�risk�value�and�to�rank�contingencies�caused�by�attacks�we�suggest�the�use�
of�a�non%exhaustive�measurement.�This�approach�is�justified�because�the�resulting�value�does�
not�necessarily�represent�a�measure�of�the�power�systems’�security.��
�
The�objective�then�of�performing�risk�analyses�is�to�create�an�index,�which�will�allow�us�to�
select�a�certain�number�of�contingencies�among�of�all�the�possible�ones.�Later,�each�selected�
contingency�will� be� analyzed� in�more� detail� in� order� to� deeply� assess� the� security� and� to�
establish� a� better� measurement� of� its� risk.� We� will� describe� this� process� in� the� following�
chapter.��
�
Traditionally,� risk�assessment�has�been�used� to�support�decision�making�processes.�This� is�
relevant�to�our�work,�as�we�use�risk�assessment�to�obtain�a�list�of�contingencies,�avoiding�a�
simplistic�and�subjective�selection�by�operators.�
�
The�term�“risk”�has�diverse�meanings,�depending�on�its�context.�In�addition,�the�perception�
of�the�risk�can�be�different�for�each�person�even�within�the�same�organization.�For�example,�
the�notion�of� risk� to� a�power� system�when� facing� terrorist� threat� can�be�dissimilar� for� the�
system�operators,�maintenance�engineers,�planers,�and�also�to�the�police�or�to�public�safety�
analysts.�It�is�imperative�that�risk�has�the�same�meaning�to�experts�who�will�participate�for�
obtaining�the�risk�value�as�well�as�to�the�decisions�makers�who�will�then�use�these�results.��
�
In�Chapter� 3,�we� defined� risk� as� a�measure� of� uncertainty.�Now,�we�will� go� into� the� risk�
definition� in� depth� (including� the� uncertainty� modelling� employed),� which� we� use�
throughout�the�following�sections�and�chapters.�
�
����� ������	�
��
�������
�
Risk�is�related�to�unwanted�but�possible�occurring�events.�In�some�fields,�the�risk�is�defined�
by�using�a�purely�qualitative�measure.�Therefore,�the�risk�is:�i)������������������which�may�



�72

or�may�not�occur1�or;�ii)��������
���	������������������which�may�or�may�not�occur2�[HAN,�
2002].���
�
However,� in� other� fields,� especially� in� economics� and� engineering,� risk� is� used� in� a�
quantitative�sense,�but�there�are�many�possible�definitions.�The�risk�can�be:��iii)�����������������
�	� ��� �������� ������ which� may� or� may� not� occur.� This� usage� is� very� common,� and� is�
exemplified� by� the� following� statement� (not� necessarily� true):� “The� risk� that� the� system’s�
operation�will�be�affected�by�heavy�storms�is�about�1%”.��
�
Next,�the�most�common�definition�of�risk�used�by�experts�is:�iv)������������������
����������	�
�������������	����������������������
�������
�����	���
�
�������.�This�concept�of�risk�can�also�be�
interpreted�as�an�������������������of�an�unwanted�event�which�may�or�may�not�occur.�This�
measure� is� often� used� by� risk� experts,� whereas� non%experts� use� the� risk� to� indicate� the�
disaster�potential� [PER,�1999].�The�use�of� the� term�“risk”� in� this� last� sense�was� introduced�
into�risk�analysis�in�the�major�Reactor�Safety�Study�[RAS,�1975].�Today�this�usage�is�standard�
in�many�technical�disciplines.�Furthermore,�some�experts�considered�it�to�be�the�only�correct�
handling�of�the�term�[STA,�2007].�
�
We�employ�the�latter�risk�definition�in�this�thesis.�When�considering�intentional�attacks,�the�
risk� to� a� power� system� is� a� function� of� the� probability� of� materialization� of� the� existing�
threats� (attack� probability� and� the� probability� of� loosing� or� erroneously� performing�
components)�and�the�severity�level�to�the�system.�
�
In�order�to�assess�the�risk,�the�occurrence�of�unwanted�events�is�represented�by�means�of�an�
uncertainty�model,�i.e.,�by�the�subjective�or�objective�theory�of�probability.�Once�an�event�has�
taken� place,� we� must� model� its� severity.� However,� the� severity� can� also� be� a� non%
deterministic�value�and�we�can�integrate�a�type�of�uncertainty�modelling.�For�example,�the�
economic� consequence� of� an� attack� is� better� represented� by� an� interval� (between� �� and� ��
euros)� than�by�a�crisp�value�(��euros).�The�risk� is� then�determined�by�the�multiplication�of�
these�two�quantities3:��

����������	
�����
��	����	����������� ×= �

Within� this� single� definition,� there� are� also� many� different� types� of� risk.� These� risks� are�
determined�by�the�way�in�which�the�probability�has�been�modelled�(subjective�or�objective)�
and�by�severity�measure�employed;�however�the�latter� is�the�most� important�aspect.�When�
assessing� severity,� it� is� common� to� utilize� the� repair� cost� value� of� the� damage� to� the�
infrastructure.� In� this� case,� we� are� concerned� about� the� economical� risk,� while� the� other�
measures� of� severity� give� rise� to� other� types� of� risk.� Technical� risk� in� power� systems� is�
traditionally�a�measure�of�the�proportion�in�which�the�system�fulfils�reliability�and�security�
standards�under�perturbed�conditions�or�in�a�normal�state.�
�
�

������������������������������������������������������
1�An�example�of�this�usage�is:�“The�instability�voltage�is�one�of�the�major�risks�that�affect�the�power�
system’s�operation”.��
2�For�example:�“Heavy�storms�are�by�far�the�most�common�operating�risk�to�a�power�system�within�a�
specific�country”.�
3� If� the�severity� is�not�a�crisp�value,� the�arithmetic�used� in� the�multiplication�must�be� in�agreement�
with�the�uncertainty�theory�that�is�employed.�
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����� ������	��������	�
��
�
We�suggest�and�describe�variables�that�can�be�employed�in�order�to�evaluate�the�severity�of�
possible�intentional�attacks�that�may�affect�the�power�system.�In�our�work,�however,�we�only�
refer�to�the�technical�and�to�the�economical�risks.�
�

1. Technical� severity:� As� mentioned� above,� the� technical� consequence� is� mostly�
evaluated� in� terms� of� the� power� system’s� operating� parameters,� in� addition� to� its�
adequacy�and�security� (reliability)�margins.�A�disturbance� is� considered�severe� if� it�
causes� the�system�to�change� from�a�normal� to�an�emergency�operating�state�or� if� it�
causes�the�system�to�collapse.�A�possible�measure�of�severity�is�the�ratio�between�the�
value� of� the� parameter� of� study� that� has� been� reached� (voltage,� frequency,� power�
flow,� etc.)� and� the� possible� maximum� value.� This� measure� is� exemplified� by� the�
transmission� lines’� power� flow� and� its� overload� limit.� Severity� is� high� if� the� flow�
value�exceeds�or�is�very�close�to�the�limit�value;�conversely,�it�is�low�or�non%existent�if�
it�is�far�away�from�the�security�limit.��
Also�technical�severity�can�be�measured�by�the�number�of�affected�components�and�
the�relevance�of�these�components�in�the�system.�

�
2. Physical� security� (public� safety):� The� possibility� that� the� occurrence� of� events� can�

injure�or�kill�a�person�or�a�group�of�people�must�be�evaluated.�This�type�of�impact�is�
usually� difficult� to� assess� and� its� importance� depends� completely� on� the� utility’s�
policies.� Generally,� this� impact� measure� is� subjective.� At� this� point,� risk� analyzers�
determine�if�the�attack�on�certain�components�would�affect�the�utility�staff,�the�people�
near�to�the�infrastructure�or�the�network�end�users.��

�
3. Impact� on� the� image:�Here� we� consider� the� negative� impact� that� a� terrorist� attack�

could�have�on�the�image�of�the�electrical�sector.�The�risk�analyzer�is�concerned�with�
the�impact�of�this�image�on�society.�Because�a�close�relationship�between�the�electrical�
sector� and� the� government� exists,� if� the� electrical� infrastructure� is� attacked� the�
government’s� existing� image� can� be� affected.� � This� element� must� be� taken� into�
consideration�when�analyzing�this�particular�impact.��
In� addition,� the� social� impact� of� a� terrorist� attack� on� a� power� system� is� dependent�
upon�whether�or�not� society� (including� the�clients)� is�aware�of� the�attack�and�of� its�
possible�consequences.�Furthermore,�the�risk�analyzer�must�consider�if�contracts�have�
not�been�fulfilled�when�assessing�the�impact�on�the�image.��
�

4. Environmental� severity:� At� this� point,� the� environmental� (flora� and� fauna)�
consequences�of�attacks�are�considered.�Many�cases�of�public�health�are�also�affected.�
For�example,�in�the�case�of�an�attack�against�a�power�generating�nuclear�station,�we�
must�take�into�account�the�consequences�of�radiation�or�nuclear�proliferation.�
Violations�of�environmental�laws�and�regulations�can�be�also�included.�
Attacks� which� have� environmental� impacts� are� of� particular� interest� because� they�
normally�put� the�health�and� the�physical�well%being�of�people� in�danger�and�entail�
long%term�economic�effects.�An�extreme�case�of�this�kind�was�the�Chernobyl�tragedy�
in�1986.��

�
Most�of� the�abovementioned�aspects� can�also�be� evaluated� in� economic� terms.�A� technical�
problem�can�be�measured�by�the�subsequent�loss�of�the�utility’s�income.�Another�example�is�
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the�measurement�of�public�safety�in�term�of�possible�compensations�for�death�or�injury�(e.g.�
permanent�or�temporary�disability).��
�

5. Economic�severity�is�related�to�the�amount�of�money�that�an�electrical�utility�loses�or�
has�to�pay�due�to�power�system�faults�resulting�from�an�attack.�
We�suggest�taking�the�following�categories�into�account:��

•  Economic� costs� due� to� physical� damages� of� the� system:�We� evaluate� the� cost� of�
replacing�or�repairing�equipment�or�a�system�(labour�+�physical�components).�It�is�
necessary� to� include� damages� to� other� infrastructures’� equipment� including� the�
interconnected�power�systems.�

•  Economic� costs� due� to� non� availability� of� service:� Here,� several� aspects� can� be�
included:�i)�penalties�linked�to�regulations�regarding�the�quality�of�service�indices;�
ii)� the� loss� of� income� caused� by� power� outages� and;� iii)� the� loss� of� end� users’�
income�due�to�the�lack�of�electricity.�The�following�factors�have�to�be�considered:�
the�duration�of�the�interruption,�the�number�of�affected�users,�the�non�served�load�
and�the�geographical�extension�of�the�fault.�

��! ����"�#$�#%��#�"��&��' �������&�(���)�!**+��)�!**+,-�

Our�objective�is�to�obtain�a�group�of�probable�contingencies,�which�will�be�analyzed�later�in�
order�to�find�a�measure�of�the�power�system’s�security.�Contingencies�are�caused�by�terrorist�
activity�in�a�specific�place.��
�
In�the�following�sections�we�will�explain�the�three�main�parts�of�our�method:�the�selection�of�
the�system�model,�the�construction�of�a�Bayesian�network�to�obtain�the�probabilities�that�will�
allow�us�to�evaluate�the�risk�and�finally�the�contingency�ranking�obtained�via�the�indices�of�
risk.��
�
����� ��	����
����������
�������	�
������	�
������
����	�����
���	�
��
�
As� in� any� other� security� study� of� a� power� system,� before� beginning� the� analysis� process,�
operators�or�planners�must�define�which�grid,�or�which�part�of�the�grid�will�be�considered.�
In�our�case�this�power�grid�must�correspond�to�the�assets�installed�in�the�geographical�area�
where�evidence�or�suspicions�suggest�an�exposition�to�the�risk�of�terrorist�activity.�
�
Credible�network� topologies�and� the� system’s�operating�conditions�must�be� chosen�on� the�
basis�of�experience�and�the�purpose�of�the�study.�This�includes�the�transmission�lines�and�the�
generators� in� service� as�well� as� the� level� of� the� load,� i.e.�whether� the� study� is� carried� out�
based� on� the�peak� load,� the� average� load,� the�partial� peak� load,� etc.�All� these� factors� also�
depend�on�the�season�of�the�year�in�which�the�analysis�will�be�completed.�
�
Operators� could� eventually� base� their� selection� of� the� system� topology� on� historical� data.�
They�may�notice� if� there� is� a� certain� correlation�between� the� times� (hours)� or�dates� of� the�
attacks�and�the�occurrence�of�the�attacks.�We�reiterate�that�given�the�dynamic�nature�of�the�
terrorist�groups’�activity,�these�approaches�are�usually�very�difficult�to�establish.�
�
We�have�to�choose�the�power�transmission�system�model�with�the�details�that�are�required.�
A�balance�between�the�exactitude�of�the�modelled�system�and�the�complexity�of�the�model�
has� to� be� guaranteed.� Although� very� detailed� models� may� represent� the� real� system�
behaviour�more�accurately,�they�are�not�necessarily�the�best�option�due�to�the�time�required�
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and� the� complexity� of� the� solution� (which� in� some� cases� cannot� be� produced� using� the�
mathematical� tools� available).� In� this� thesis� we� will� perform� only� steady%state� security�
studies.�Therefore�we�have�chosen�the�load�flow�model.�
�
����� ��������	�	�
��
��	�������������	�
����
�
In�the�previous�Chapter�we�described�the�Bayesian�Network�and�its�mathematical�basis.� In�
this� section�we�will� describe� details� of� the� use� of� Bayesian� networks� as� a� tool� to� evaluate�
risks.�
�
4.2.2.1 How�can�we�use�a�Bayesian�network�to�assess�risk�resulting�from�terrorist�attacks?�
�
The�major�problem� in�dealing�with� intentional�assaults� is� that� they�are�not� random�events�
which�occur�by� chance.�Attacks� are�normally�planned� some� time� in� advance� and� the� time�
and�place�of�attack�are�chosen�in�order�to�have�the�desired�impact.�The�inherent�uncertainty�
of� a� terrorist� attack� is� high� and�dynamic.� The� terrorist� group� can� adapt� its� behaviour� and�
strategies� according� to� its� financial� resources� and� knowledge� of� the� vulnerabilities� of�
potential�targets.�
�
The� uncertainty� of� terrorism� is� comprised� of� the� elements� of� randomness,� ambiguity� and�
vagueness�and�is�mainly�due�to�a�lack�of�knowledge.�It� is�not�possible�to�briefly�define�the�
truth� or� falsity� of� a� statement.� Therefore,� a� deterministic� approach� may� not� be� the� best�
solution�since�all�uncertainties�are�neglected�and�a�“frequentist”�approach�of�the�probability�
may�lead�to�erroneous�models�of�the�uncertainties�present�in�the�study.�Moreover,�even�if�we�
would� like� to� use� traditional� statistical� tools,� it� is� not� actually� possible� to� do,� because� no�
robust�wide�database�is�available.�In�fact,�grouping�all�terrorist�acts�into�the�same�category�is�
inadequate,� given� the� changing� nature� of� the� motivation� and� the� variables� influencing�
terrorist�acts.�
�
Terror�is�used�as�a�strategic�resource�(in�most�cases�explosive�devices�are�used)�in�order�to�
achieve�political�(or�sometimes�religious)�goals�by�putting�security�to�the�test�and�at�the�same�
time�to�spread�a�constant�feeling�of�threat�throughout�many�communities.�There�are�social,�
economical,�political,�religious�and�geographical�factors�which�will�lead�to�a�prediction�based�
on� the� probability� of� attacks� taking� place.� The� economic� strength� of� a� terrorist� group,� the�
policies�of�counter%terrorism�of�a�zone�or�a�country,�the�measures�adopted�by�public�and�civil�
forces,�the�foreign�policies�and�the�dependency�of�a�zone�on�a�critical�infrastructure�are�only�
a� few�of� the� examples�of�variables�which� can� influence�a� terrorist’s�decision� regarding� the�
significance�of�any�potential�attack�as�well�as�the�time�at�which�it�will�take�place.�Techniques�
such�as�the�probabilistic�inference�have�turned�out�to�be�useful�in�representing�the�causality�
between� variables� and� in� calculating� the� probability� of� events� when� different� types� of�
uncertainties�are�exhibited.��
�
By� taking� into� consideration� social,� economical,� technical,� political,� religious,� and�
geographical� variables,� relating� to� the� case� of� terrorism� in� a� country,� we� use� a� Bayesian�
network� in� order� to� ��	��� both� the� probability� that� an� attack� against� a� power� system�
component�occurs�and�the�probability�of�the�severity�of�this�attack.�
�
Bayesian� networks� are� a� framework� for� uncertainty� and� risk� analysis.� The� observable�
quantities�or�variables�express�states�of�the�world�and�quantities�of�physical�reality�or�nature.�
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These�variables�are�unknown�when�utility’�operators�carry�out�a�security�analysis,�but�in�an�
actual�situation,�they�can�take�a�value,�thus�becoming�known.�
We� can� interpret� Bayesian� networks� as� reflections� of� the� real� world� which� include� a�
representation�of�relationships�between�variables.�Our�aim�is�to�predict�the�value�of�a�set�of�

observable� variables� ( )���� ��� �� �=� � by� expressing� the� knowledge� of� � in� terms� of� a�

specific�group�of�variables� ( )���� ��� �� �=� and�the�causal�relationships�between� � �and�

� �4.�
�

�
Figure�4%1.�Uncertainty�modelling�by�using�Bayesian�Networks�in�order�to�assess�the�risk.�

������������������������������������������������������
4� Notice� that� in� the� classical� models� of� risk� assessment,� the� relationships� between� the� variables�

(without�representation�of�uncertainty)� � and� � �are�always�represented�by�means�of�deterministic�

relationships.� i.e.,� is� a� mathematical� function� of� the� independent� variables� � .� If� the� variables’�

uncertainty�� �is�modelled�by�the�use�of�probability,�the�results,�i.e.�the�functions�of�probability�of�� �
could�be�found�by�using�the�analytical�approximation�or�by�Monte�Carlo�simulations.��
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Figure�4%1�shows�in�a�simple�way�how�we�can�use�a�Bayesian�network�in�order�to�obtain�the�
probability�which�is�necessary�to�evaluate�the�risk.�
�
4.2.2.2 Identification�of�goals�of�modelling��
�
We�apply�Bayesian�networks�because�it�is�necessary�to�define�which�elements�of�the�power�
system�are�at�risk�from�terrorist�attacks,�as�well�as�the�degree�of�intensity�of�these�attacks,�in�
order�to�determine�the�corresponding�impact�on�the�power�system.�
�
We�must�then�infer�the�probabilities�of:�

•  The�occurrence�of�an�attack�against�a�super%component�of�the�power�system��

•  The�severity�of�an�attack�on�the�power�system�
�
With�the�aim�of�inferring�the�probabilities�defined�above,�we�are�going�to�build�a�Bayesian�
network,�starting�from�the�definitions�and�the�hypothesis�about�events�and�variables.�
�
4.2.2.3 Definitions�
�
Some�definitions�of�terms�that�will�be�used�from�here�on:�
�

•  Event:�An�Ei�event�is�a�fact�or�phenomenon�of�uncertain�occurrence�that�adversely�affects�
a�system’s�super%component�and�therefore�the�power�system�performance�[TRA,�2004].��

�

•  NonNatural%Intentional� Event:� An� ENN%Ii� event� is� an� event� that� occurs� due� to� human�
intervention.�The�attackers’�objective� is� to�damage�the�power�system.�Examples�of� these�
events�are�terrorist�attacks,�military�acts�and,�cyberattacks.�However,�in�this�chapter�only�
physical�terrorist�attacks�are�addressed�[TRA,�2004].�

�

•  Super%component:�principal�power�system�components�that�completely�define�the�system.��
These� super%components� (SC)� are� also� composed� of� components.� They� are� defined� in�
Table�4%I�[TRA,�2004].�

�
TABLE�4%I.�DEFINITION�OF�SUPER%COMPONENTS�

�
Generator��type�

Hydro%electrical�

Thermal�

�
)����*���)�!�*��"�

Nuclear�

"�������������� �����������������

Encapsulated� Encapsulated�double�bus�
Single�bus�

Main�bus�and�Transfer�

Double�bus�

Ring�bus�

"'$"�*����"�

Conventional� �

Breaker%and%a%half�

��*�"(�""��������"�

�

•  Attack� probability:� In� our� Bayesian� network,� the� probability� of� an� attack� refers� to� the�
probability� that� a� particular� super%component� is� subjected� to� a� nonnatural%intentional�
event,� (e.g.� the� �� generating� plant� of� a� power� system� has� a� 40%� probability� of� being�
attacked�and�not�a�60%�probability);�this�means�that,�it�is�not�intended�to�determine�or�to�
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project�rate�of�attacks�over�a�specific�period�of�time�for�each�of�them�(e.g.�average�number�
of�attacks�on�a�given�super%component�by�unit�of�time).�

�
4.2.2.4 Hypothesis��

�
The�following�hypotheses�are�used�in�this�thesis�to�construct�the�Bayesian�network.�

�
1. Each�variable�or�node�takes�values�from�a�collection�of���������������
����states�at�every�

instant� of� time.� The� events� A1,� A2,� ...,� An� are� said� to� be� mutually� exclusive� if� the�
occurrence�of�any�one�of�them�automatically�implies�the�non%occurrence�of�the�remaining�
n−1�events.�This�property�is�illustrated�by�Figure�4%2�(a).�

�
One�of�the�most�important�variables�that�we�need�to�predict�is�the�occurrence�of�an�attack�
(which�is�necessary�to�measure�the�risk).�This�property�means�that�an�attack�against�one�
super%component�excludes�the�possibility�of�an�attack�against�another�super%component�
at�the�same�moment.�Just�one�super%component�of�the�power�system�can�be�attacked�at�
one� moment� in� time.� We� consider� that� terrorist� attacks� always� occur� at� different�
moments� in� time.�Even�if�attacks�occur�simultaneously,�our�approach� is� to�model� them�
with�infinitesimally�short�lapses�between�each�other.��
�

2. Each�variable�or�node�takes�values�from�a�group�of�collectively�exhaustive�state,�i.e.�with�
the�property�that�at�least�one�must�happen.��This�property�is�illustrated�by�Figure�4%2�(b).�

�
If� a� set� of� events� is� collectively� exhaustive� and� mutually� exclusive,� the� sum� of� the�
probabilities�of�all�events�is�equal�to�1.�The�hypotheses�are�shown�in�Figure�4%3.�
�

�
�

(a)� (b)�
�
Figure�4%2.�(a)�Mutually�exclusive�events;�(b)�Collectively�exhaustive�events.�

�
�
Figure�4%3.�Sample� space�used� to� identify�which� super%component�of� the�power� system� is�attacked.�
Events�are�both�mutually�exclusive�and�collectively�exhaustive.�
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3. The�occurrence�of�a�terrorist�attack�(non%natural�events)�is�independent�of�the�number�of�
terrorist�attacks�that�occur�over�a�specific�period�of�time.��

�
4.2.2.5 Information�sources��
�
In� compliance� with� the� aforementioned� characteristics� of� terrorism,� we� will� be� able� to�
implement�our�Bayesian�network�using�real�life�social�and�political�factors�in�Colombia.�We�
insist� that� this� methodology� is� also� relevant� to� other� places,� but� depending� on� the� case,�
conditional�probabilities�can�change�or�new�variables�can�be�included.��
�
Armed� conflict� in�Colombia� has� affected� the�main� industrial� activities� of� the� country.� The�
transmission� of� electrical� energy� has� been� attacked� numerous� times� by� narco%guerrilla�
groups�and�the�assets�of�the�electrical�sector�have�frequently�become�a�prime�target.�During�
the�last�seven�years�(1999�%�2006)�2,362�attacks�on�electrical�power�towers�have�occurred.�Acts�
against�substations�and�generator�stations�have�been�fewer�in�relation�to�those�on�electrical�
towers,� as� the� security� mechanisms� implemented� by� public� forces� and� the� companies�
involved�have�succeeded�in�limiting�the�number�of�attacks�on�theses�places.�In�Appendix�A,�
there�is�further�information�concerning�the�Colombian�case�mentioned�above.��
�
There�are�many�variables� involved� in� the�decision�of�whether� to�attack�or�not� to�attack�an�
electrical�infrastructure.�Furthermore,�the�information�about�these�variables�is�also�plentiful,�
as� the� experts’� judgments,� historical� data,� models� and� simulations� results� must� all� be�
considered.�
�
An�expert’s� judgement� is�defined�as�a�recognized�and�authorized�opinion,�and�is�based�on�
information�and�evidence�as�much�as�it�is�on�the�experience�of�the�expert�in�a�given�subject.�
�
In� this� study,� for� the� construction� of� the� Bayesian� network� we� used� the� judgements� of�
terrorism�experts,�and/or�the�experiences�of�power�system�operators�always�in�combination�
with� the� evidence.� The� case� of� terrorism� was� revised� in� detail.� We� include� the� most�
important�aspects� in�Chapter�1�and� in�Appendix�A,�allowing� the�reader� to�understand� the�
results�of�our�reflections�and�findings.��
�
The�sources�of�information�are�as�follows:��
�

•  Evidence�of�the�terrorist�attacks�occurred�in�Colombia�between�1999�and�2006�against�the�
electrical�infrastructure�(described�in�Chapter�1�and�Appendix�A)�

•  Evidence�of� the� terrorist� attacks�occurred� throughout� the�world�between�1994�and�2006�
(described�in�Chapter�1�and�Appendix�A)�

•  Information�about�the�problem�of�terrorism�published�in�books�(Chapter�1�references)�

•  Authors’�reflections�about�terrorism�(Illustrated�in�Chapter�1).���

•  Authors’�experience�about�the�power�system�operation.�

•  Power�flow�simulations�

•  Interviews�of�terrorism�sociologists��

•  Interviews�of�Colombian�system�operators��

•  Previous�works�[TOR,�2005].�
�
�
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4.2.2.6 What�are�the�relevant�variables�and�the�relationship�between�them?�
�
The�idea�in�this�section�is�to�determine�which�variables�are�relevant�to�the�goals�that�we�want�
to� achieve,� and� to� establish� causal� relationships� between� variables� (represented� in� the�
Bayesian�network�by�arrows).�
�
In� order� to� achieve� the� goals� of� modelling� (section� 4.2.2.2),� we� considered� the� experts’�
knowledge�on�terrorism�in�Colombia,�the�experiences�of�Colombian�power�system�operators�
and�the�information�resulting�from�technical�studies�of�power�systems.�We�also�analyzed�the�
evidence� of� the� attack,� i.e.� the� information� about� terrorist� attacks� on� Colombian� electrical�
infrastructure� (without� necessarily� establishing� statistical� indices).� After� analyzing� this�
information,�we�determined�the�most�important�variables�of�the�model�are:�

•  The�motivation�to�attack�

•  The�vulnerability�(accessibility�and�visibility)�of�the�super%component�

•  Intensity�of�the�attack�on�the�super%component�

•  The� consequence� or� severity� for� the� power� system� because� of� the� unavailability� of� the�
super%component�(resulting�from�the�attack)�

�
 � !
	���	�
��	
��		����
�
The�first�element�analyzed�is�the�motivation�of�the�terrorist�attack.�The�most�critical�variables�
that� influence� this� motivation,� which� have� been� identified� by� experts� and� by� authors� are�
explained�as�follows.��
�

•  ����������
�����������
Terrorism� is� an� intrinsically� political� phenomenon.� Every� terrorist� organization�has� its�
own�reasons�and�particular�circumstances�which�lead�it�to�the�decision�to�use�violence�in�
order� to� accomplish� its� political� objectives.� Religious� and� ethnic� differences,� and� left%
wing� and� right%wing� ideologies,� or� a� mixture� of� these� factors,� have� been� sources� of�
previous� terrorist� acts� [LUT,� 2004].� By� attacking� the� electrical� infrastructure,� terrorist�
groups�have�the�possibility�to�change�the�socioeconomic�dynamics�of�a�country,�to�obtain�
legitimacy�by�generating�political�discussions�and�interests,�and�to�press�the�government�
with�their�demands.���

�
The�motivation�behind�a�terrorist�group’s�attack�can�vary�considerably.�Examples�of�this�
variation� may� result� from� the� behaviour� of� a� government,� the� discourse� of� a� main�
religious�or�political�representative,�or�from�economic�globalization�policies�that�can�be�
disadvantageous�for�certain�groups�or�countries.��
Within�the�Bayesian�network,�this�variable�reflects�the�influence�of�the�current�political�
facts� that� affect� civil� order� and� the� level� of� governability� in� a� country� or� in� a� certain�
region.���

�
The� possible� states� which� can� be� used� to� define� this� variable� are:� critical,� moderately�
critical,� and�non%critical� situation.�The� subjective�probabilities� are�obtained�by�a�group�
that� consists� of� politicians� and� sociology� experts,� so� that� the� historical� correlation� of�
terrorist�attacks�against�critical�infrastructure�in�periods�of�political�strain�is�considered.��
�

�"
��	�������	��	�
��

critical� moderately�critical� non%critical�
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•  ��
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The�position�of�the�terrorist�group�in�a�given�country�is�qualified�and�understood�by�the�
degree� of� social� and� territorial� control� possessed� by� these� groups.� This� variable� also�
represents� the� vitality� and� financial� power� of� the� group.� The� resources� of� a� terrorist�
organization,�principally�money�and�manpower,�are�very�important�to�determine�what�
weapons�are�used�by�the�group,�and�what�their�targets�are.�The�financial�situation�of�a�
group� enables� them� to� have� the� logistic,� materials,� and� other� elements� which� are�
necessary� to� commit� terrorist� acts;� therefore,� a� powerful� group� can� plan� sophisticated�
and�effective�attacks.��

�
Thus,� the� activity� of� a� terrorist� group� shows� the� capacity� and� financial� structure� of� a�
group.�Some�terrorist�groups�are�solely�financed�by�foreign�countries,�others�by�foreign�
countries� supplemented� by� other� revenues� such� as� crimes� (e.g.� drug� trafficking,�
kidnappings,�and�extortions),�while�others�are�solely�financed�by�preceding�crimes.�The�
above� crimes� also� play� a� secondary� role� in� intimidating� society.� Moreover,� terrorist�
groups� may� dedicate� themselves� to� large� scale� contraband,� several� types� of� fraud�
(through�institutions�of�charity�or�credit�cards),�robberies�and�thefts.�

�
The�variable�states�of�the�position�of�a�terrorist�group�are:�

�
"
�	�
�# �	���	��
��$���
��	�%�
���

High�
presence/activity�

average�
presence/activity�

low�
presence/activity�

�
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This�variable�refers�to�how�critical�the�forced�unavailability�of�a�given�super%component�
is� for� the�functionality�of� the�power�system.�In�this� thesis,�our�approach�is� to�create�an�
order�of�importance�founded�on�the�base�power�flow�in�order�to�obtain�the�probability�
values.� However,� system� operators� of� the� local� or� regional� control� centres� can� assign�
these�values�based�on�their�knowledge�of� the�power�system�performance�as�well�as�on�
the� evidence� of� incidents� that� occurred� in� their� power� grid� and� in� others� electricity�
utilities.�For�this�estimation,�the�cause�of�the�event�is�not�important.��In�most�of�utilities�
there�is�already�this�categorization�(used�in�reliability�studies).�

�
The� criticality� for� a� power� system� given� the� forced� unavailability� of� the� super%
component�can�be:��

�
&��	�����	���
��"
������	�� 

highly�critical� averagely�critical� lowly�critical�

�
The�relationships�between�the�motivation�of�an�attack�and�the�variables�discussed�above�that�
influence�this�motivation�are�illustrated�in�Figure�4%4.�
The�possible�states�used�to�define�the�motivation�of�attack�are:��
�

!
	���	�
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high� medium� low�
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�
Figure�4%4.�Relevant�variables�influencing�the�attack�motivation.�

�
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�
The�second�element�analyzed�is�the�accessibility�and�the�visibility�of�the�target.�We�consider�
this�variable�to�be� important,�as�although�a�terrorist�group�may�have�a�great�motivation�to�
attack,�the�execution�of�the�assault�largely�depends�on�how�accessible�the�target�is.�The�most�
critical�variables�that�experts�have�identified�are�explained�as�follows.��
�

•  ����������������������
�

This� variable� refers� to� the� vulnerability� of� the� assets� due� to� their� geographic� location.�
One� of� the� reasons� as� to� why� certain� assets� of� the� power� systems� are� vulnerable� is�
because�their�locations�are�aloof.��
�
In�the�Colombian�case,�this�factor�has�enabled�the�terrorists�to�place�explosive�devices�in�
the� electrical� towers� and� to� make� attacks� on� generator� plants� and� substations5.� The�
geography�of�Colombia�includes�many�areas�with�a�high�vegetation�density�and�which�
have� little� road� access� making� locations� become� prime� targets� for� attack.� The�
inaccessibility� facilitates� the� outlaw� groups’� activity� and� further� obstructs� the� speedy�
defence�of�these�targets�by�the�national�armed�forces6.��

� �
Probabilities� of� this� variable� are� determined� by� government� and� national� security�
experts.�The�possible�states�are:��

� �
%�
�����������	��	�
��

high�exposure� average�exposure� low�exposure�

�

•  ���
�����������������	��

��
�
�

Because�the�power�system’s�assets�are�located�in�large�areas,�it�is�impossible�to�protect�all�
of� the� assets.�Nevertheless,� some� assets� are�more�protected� than�others,� depending�on�
their� importance� to� the� power� system’s� behaviour� as� well� as� on� the� possible�
consequences�(economic,�environmental,�etc.)�resulting�from�external�or� internal�events�

������������������������������������������������������
5�Terrorist�groups�not�only�plant�explosive�devices� in�electrical� towers�but� they�also�plant� landmine�
explosives,� causing� further� harm� and� even�death� to� the�maintenance� staff�who� repair� these� towers�
after�the�attack.�It�is�therefore�necessary�for�the�Colombian�army�to�accompany�staff�when�they�make�
these�repairs.�
6� In�Colombia� this� situation� is�also�a� result�of� the�guerrillas’�ability� to� take�advantage�of� the� lack�of�
state�presence�in�rural�zones.�
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(which�affect�the�component).�For�example,�nuclear�generating�plants�have�high�security�
and�safety�systems�because�of�the�serious�consequences�of�nuclear�radiation.�

�
In� this� variable�we� can�also� consider� that� assets� located� in� inhabitable� zones� are�more�
vulnerable� than� those� in�populated�areas,� as� their� visibility� is� in� itself� a�mechanism�of�
protection.���

�
Therefore,� this� variable� refers� to� the� means� of� protection� possessed� by� a� super%
component,�most�often�in�the�case�of�generating�plants�and�substations.�Probabilities�of�
this�variable�can�be�calculated�taking�into�consideration�whether�or�not�generating�plants�
and�substations�have�the�following�protections:�

•  Lights�

•  Special�locks�

•  Fences��

•  Solid�walls�

•  Motion�detection�systems��

•  Video�camera�surveillance�equipment,�building�security�systems.��

•  Alarm�systems�

•  Electronic�protections�

•  Security�guards�
�

It�is�not�common�practice�to�protect�transmission�lines,�but�we�must�not�forget�that�in�the�
case�of�insurgent�attacks�against�the�Iraqi�electrical�infrastructure,�the�government�of�this�
Country�made�two�unsuccessful�attempts�to�protect�the�lines�through�the�employment�of�
security� guards.� In� the� first� attempt,� security� guards� were� trained� and� equipped� with�
weapons;�in�the�second�attempt,�tribes�living�close�to�the�transmission�lines�were�hired�to�
protect� the� nearby� towers.� These�plans� failed�principally� because� of� the� inability� of� the�
protectors�to�guard�all�of�the�towers,�the�corruption�of�the�protectors�and�also�because�of�
the�potential�of�the�terrorist�groups�to�extend�their�terror�to�include�the�guards�and�their�
families.�In�Appendix�A�further�this�case�is�further�explained.�

�
The�protection�of�a�super%component�can�be:��
�

"�������"�
	��	�
��
�� �	�

high�protection� average�protection� low�protection�

�
Based�on�the�IEEE�and�CIGRE�survey�concerning�the�effectiveness�of�each�type�of�security�
system� used� to� protect� substations,� we� propose� a� physical� protection� index� for� each�
security�measure�in�order�to�assign�these�probabilities.��
�
Table� 4%II� shows� the� possible� types� of� protection� that� can� be� implemented� for� rural�
substations,�the�index�suggested�in�this�thesis�for�each�measure�and�the�categorization�of�
the�probabilities�given�the�value�obtained.�In�the�same�manner�Table�4%III�and�Table�4%IV�
show�the�values�for�suburban�and�urban�substations.��
�
Another� option� to� obtain� an� approximate� value� of� the� marginal� probability� is� by�
calculating�the�ratio�between�the�sum�of�indices�of�all�the�physical�forms�of�protection�that�
the�utility�has�and�the�possible�maximum�value�of�protection�(i.e.�when�all�measures�are�
implemented).��
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�
�

TABLE�4%II.�POSSIBLE�PROTECTIONS�FOR�RURAL�SUBSTATIONS�

�
�

TABLE�4%III.�POSSIBLE�PROTECTIONS�FOR�SUBURBAN�SUBSTATIONS�

�

!���#�����#����������3��
"'$'�$*��"����������

����������
����

����#�4��
567�

"�3�%����
����#�4�����
����#�4��567�


��������#�4��
���#�3��������
����#�4��567�

!���#���
��#�����
�����

Security�guard� 6� 0� 100� 0� 1�

Lights� 31� 6� 78� 16� 1�

Signs� 27� 11� 81� 8� 1�

Optical�alarms� 4� 0� 100� 0� 1�

Manned�station� 4� 0� 100� 0� 1�

Special�equipment� 3� 0� 67� 33� 2�

Solid�wall� 4� 0� 75� 50� 2�

Special�locks� 19� 5� 69� 26� 1�

Video�camera� 3� 0� 100� 0� 1�

Fence� 5� 0� 60� 40� 2�

Alarm�system� 2� 0� 0� 100� 3�

Door�alarm�to�SCADA� 2� 0� 0� 100� 3�

Motion�detectors� 1� 0� 0� 100� 3�

Electronic�protection� 2� 0� 0� 100� 3�

   !�������(��3�3�
����� ,0�

   � � �

 ��4�����������#���� ���� *4������ ��%�

   +�8�9� :�8�+/� +;8,0�

�
�

!���#�����#����������3�
�'�*��"����������

����������
����

����#�4��
567�

"�3�%����
����#�4�����
����#�4��567�


��������#�4��
���#�3��������
����#�4��567�

!���#���
��#�����
�����

Security�guard� 4� 25� 50� 25� 1�

Lights� 31� 13� 74� 13� 1�

Signs� 22� 11� 77� 12� 1�

Optical�alarms� 5� 0� 100� 0� 2�

Manned�station� 3� 0� 100� 0� 2�

Special�equipment� 3� 0� 100� 0� 2�

Solid�wall� 1� 0� 100� 0� 2�

Special�locks� 17� 6� 65� 29� 2�

Video�camera� 3� 0� 66� 34� 3�

Fence� 5� 0� 60� 40� 3�

Passive�and�microwave�systems� 4� 0� 0� 100� 3�

Alarm�system� 2� 0� 0� 100� 3�

Door�alarm�to�SCADA� 1� 0� 0� 100� 3�

Motion�detectors� 1� 0� 0� 100� 3�

Electronic�protection� 1� 0� 0� 100� 3�

� � � !�������(��3�3�
����� -.�

� � � � � �

� ��4�����������#���� ���� *4������ ��%�
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TABLE�4%IV.�POSSIBLE�PROTECTIONS�FOR�URBAN�SUBSTATIONS�

�

!���#�����#����������3�
'�$*��"����������

����������
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����#�4��
567�

"�3�%����
����#�4�����
����#�4��567�


��������#�4��
���#�3��������
����#�4��567�

!���#���
��#�����
�����

Security�guard� 5� 0� 60� 40� 2�

Lights� 31� 7� 77� 16� 1�

Signs� 27� 7� 78� 15� 1�

Optical�alarms� 4� 0� 75� 25� 2�

Manned�station� 4� 0� 100� 0� 1�

Special�equipment� 3� 0� 67� 33� 2�

Solid�wall� 7� 0� 57� 43� 1�

Special�locks� 18� 1� 66� 33� 2�

Video�camera� 3� 0� 100� 0� 1�

Fence� 4� 0� 75� 25� 2�

Alarm�system� 2� 0� 0� 100� 3�

Door�alarm�to�SCADA� 2� 0� 0� 50� 2�

Motion�detectors� 1� 0� 0� 100� 3�

Electronic�protection� 1� 0� 0� 100� 3�

   !�������(��3�3�
����� ,/�
      
 ��4�����������#���� ���� *4������ ��%�
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�
The�relationships�between�the�vulnerability�of�the�assets�and�the�variables�explained�above�
are�shown�in�Figure�4%5.�
�

�
Figure�4%5.�Relevant�variables�which�influence�the�vulnerability�of�the�targets.�

�
And�the�possible�states�defined�for�the�vulnerability�of�the�target�are:�
�

 ����(���	��#����(���	���

high� medium� low�

�
&� ��	���	��
��	����		����
��	�������*�
��
���	��
�
The�third�element�analyzed�is� the� intensity�of� the�attack�on�the�super%component,�which�is�
understood�as�the�quantitative�estimation�of�the�degree�of�activity,� the�power�and/or�force�
that� can� be� employed� in� the� attack's� execution� on� the� super%component.� In� the� Bayesian�
network,�this�variable�shows�the�probability�that�a�terrorist�group�uses�a�certain�quantity�of�
resources,� i.e.� the�quantity�and�the�type�of�explosives�and�the�number�of�people�employed�
for�the�attack�against�the�super%component.��
This� variable� depends� on� the�motivation� of� the� attack� and� the� vulnerability� of� the� target.�
Here,�we�also�include�a�new�variable�that�represents�the�type�of�super%component.�However,�
these� last� three�variables� are�not� the�only�variables� that�may� influence� the� intensity�of� the�
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attack.� For� example,� a� new� node� can� be� included� in� the� Bayesian� network� in� order� to�
represent� the� probability� that� a� terrorist� group� uses� a� certain� type� of� weapon.� This�
probability�can�be�specified�by�a�Country’s�security�information�service.�However,�we�limit�
the� representation� of� the� intensity� by� the� three� aforementioned� variables� because� of� our�
limited�knowledge�of�the�topic�and�the�difficulty�of�establishing�conditional�probabilities.���
�

•  ������	�
���������������
�

Here�we�differentiate�the�assets�of�Table�4%I�in�our�Bayesian�network.�Because�there�is�no�
uncertainty� in� this� variable,� as� there� is� always� either� a� generator,� substation� or�
transmission�line,�the�probabilities�take�a�value�of�0�or�of�1.��We�suggest�especially�in�the�
case� of� having�different� types� of� generators,� i.e.� nuclear�plants,� thermal�plants,� etc.,� to�
divide�this�variable�into�more�states�so�that�each�type�of�generator�can�be�distinguished�
from�one�another.��
�

$����
������*�
��
���	�

generator� substation� transmission�line�

�
Therefore,�the�relationships�between�the�causes�and�the�intensity�of�the�attack�on�the�super%
component�are�illustrated�in�Figure�4%6:�
�

Figure�4%6.�Relevant�variables�which�influence�the�intensity�of�the�attack�on�the�super%component.�

�
For�each�super%component�the�probability�will�be�calculated�in�terms�of�high,�average�or�low�
intensity�of�the�attack�or�non%occurrence�of�the�attack.�
�

��	���	��
��	����		����

high�intensity� average�intensity� low�intensity� no�attack�

�
In� the�Colombian�case,�an�attack�with�a� low� intensity� is�an�attack�without�a� lot�of� force� in�
relation� to� the�man�deployment�and�where� the� type�of�explosives�used�were,� for�example,�
gas�cylinders.�This�kind�of�scenario�suggests�that�the�objective�of�terrorists�is�more�to�harass�
than�to�destroy�the�infrastructure.��
�
Note�that�because�we�define�the�variable’s�states�in�this�way,�the�probability�that�the�attack�
has�a�high,�medium�or�low�intensity�implies�that�the�attack�took�place.�Consequently,�in�this�
node,�the�marginal�probability�that�the�attack�will�occur�is�found�by�adding�the�probabilities�
as�follows:�
�
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Or�by�using�the�equation�[4%2]:�
�

( ) ( )�		������		��� −−= ����� � [4%2]�

�
The�probabilities�inferred�in�this�node�are�important�because�they�can�be�used�by�utilities�as�
a�measurement�of�risk�(as�was�mentioned�earlier�in�this�chapter).�This�is�not�our�approach,�
but� the� electrical� utilities� or� other� governmental� entities� can� use� these� results� in� future�
planning�or�operation�studies.�
�
�� &
��+������
��	����		�����
�
Based�on� the�purpose�of� the� risk�study,� it� is�necessary� to�establish� the�variables�needed� to�
measure�the�severity.�If�the�study�is�technical,�a�variable�to�measuring�the�severity�can�be�the�
number�of�affected�components.�If�the�study�is�economic,�for�example�it�must�be�considered�
not�only�the�loss�of�the�components�but�also�the�loss�of�the�supply�of�electricity.�This�point�
was�explained�in�section�4.1.2.,�and�authors�suggested�some�possible�variables.�
�
In�our�network,� the�consequence�or�severity�of� the�attack�on�a�super%component� is�directly�
inferred�from�the�intensity�of�the�attack�and�from�the�type�of�super%component.�Though�the�
consequence�and�the�intensity�of�the�attack�are�directly�related�in�most�cases;�these�quantities�
can�have�no�proportional�relation.�An�attack�of�low�intensity�against�a�super%component�can�
only�affect�a�simple�component�but�if�it�is�critical�for�the�super%component,�the�consequence�
can�be�significant.� �Moreover,� this�relation�depends�also�on�the�design�specifications�of� the�
components�and�whether�the�probability�of�the�attack�overcomes�these�parameters�or�not.��
�
For� example,� a� nuclear� plant� is� composed� of� several� buildings� that� do� not� have� the� same�
vulnerability.�The�core�of�a�nuclear�plant�has�over�100�tones�of�radioactive�material�at�extra%
high� temperature� and� the� safety� systems� include�mainly� cooling� systems� ������ �����.� The�
fence�of�the�reactor�building�is�made�up�of�one�or�two�walls�in�pre%stressed�concrete�which�
are� almost� one� meter� thick� (these� walls� act� as� barriers� and� radiological� shields).� The�
probability� that� an� external� physical� attack� against� the� reactor� building� has� a� catastrophic�
consequence�(for�us,�an�ionising�radiation)�is�extremely�low�thanks�to�the�inherent�strength�
of� containment� and� radioactivity� removal� capabilities� of� containment� and� systems� design.�
Specifically,�walls� can� resist� very� strong� impacts� and� explosives,� and� also� operator� action�
plans� and� safety� systems� are� prepared� in� order� to� mitigate� accident� propagation.� In� the�
specific�case�of�aircraft�crashes�the�consequence�depends�on�the�size,�the�speed�and�the�angle�
of� the�aircraft.�However� it� is�known� that�most�of� reactors� constructed�before� twenty�years�
can� support� the� impact� of� the� small� aircrafts� [POS,� 2004].� Supposing� that� a� core� damage�
occurs�because�of�a�terrorist�attack�occurring,�the�consequences�to�the�plant’s�structure�can�be�
serious.�The�effects�on�public’s�health�or�the�environment�are�not�likely�to�be�severe.�This�last�
is� due� to� the� fact� that� a� core� damage� tends� to� occur� over� a� longer� period,� which� allows�
emergency� response�measures� to� be� taken.�However,� the� probability� of� the� destruction� of�
certain� indispensable� elements� for� the� functioning� of� the� plant� can� also� lead� to� important�
economic�consequences�(without�being�the�worst�case).�Therefore,�the�severity�assessment�in�
this�case�can�be�measured�by�the�radiological�consequence�or�by�the�economic�damage.�
�
A�possible�quantification�of�the�severity�suggested�in�this�thesis�is�the�use�of�the�number�of�
components�or�the�percentage�of�the�components�affected�by�the�attack.�A�second�possibility�
is�to�rank�the�components�depending�on�their�importance�and�to�quantify�the�severity�based�
on� the� type� of� the� component� affected.�Which� type� of� components� enters� in� this� rule� and�
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which� ones� are� exceptions� should� be� defined.� In� order� to� show� these� approaches� a� very�
simple�suggestion�for�generating�plants�is�presented�in�Table�4%V.�
�

TABLE�4%V�.�SEVERITY�OF�THE�ATTACKS�ON�GENERATING�PLANTS�

�
*��*�2�"�
����1��1!��� �"'!��8

��(!������ LOW� MEDIUM� HIGH� CATASTROP.�

Hydro�
electrical�

N%1�
Components�

N%2�
Components�

N%3�
Components�

N%n�
Components�

n>3�

Thermal�
<=20%�

Components�
>20%�and�<=50%�

Components�
>50%�and�<=80%�

Components�
>80%�

Components�

Generating�
plants�

Nuclear�

Damage�to�the�
external�
physical�
protection�of�
the�plant’s�
place.�

Damage�to�the�
redundancy�
systems,�such�as�
secondary�power�
supplies.�
Damage�to�the�
control’s�
building.�

Partial�loss�of�the�
cooling�circuit�
Damage�to�
turbines.�
Damage�to�the�
control�system.�
Damage�to�the�
critical�safety�
components.�

Damage�to�the�
entire�reactor’s�
building.�
Damage�to�the�
reactor’s�core��
Total�loss�of�the�
principal�cooling�
circuit.�

�
For�the�substations,�the�relationship�between�the�intensity�of�the�attack�and�its�consequence�
depends�mainly�on�the�substation’s�configuration,�the�reliability�and�the�area�extension.�This�
last�parameter�is�very�important�because�of�the�concentration�of�assets.�If�the�concentration�is�
high,� the� probability� that� a� single� attack� entails� to� have� more� unavailable� components� is�
higher�than�when�the�concentration�of�assets�is�low.�Again,�here�we�can�include�more�nodes�
into�the�Bayesian�network�in�order�to�take�these�aspects�into�account.�Table�4%VI�is�given�as�a�
guide�to�calculate�the�conditional�probabilities.� In�this�table,� the�area�and�reliability�indices�
are�suggested.��
�

TABLE�4%VI.�PARAMETERS�TO�CALCULATE�THE�SEVERITY�OF�THE�ATTACKS�ON�SUBSTATIONS�[MCD,�2003]�

�

"��������� "������������
���������

������
*����

*����
������

!�#��5�<�7�

Single�bus� Can�cause�complete�outage� 1� Very�Low� 1� 1�

Main�bus�and�Transfer� Can�cause�complete�outage� 2� Low� 2� 1.76�

Ring�bus� Isolates�single�component� 3� Moderate� 3� 1.56�

Double�bus� Isolates�single�component� 4� Large� 4� 1.8�

Breaker%and%a%half�
Bus:�no�affectation�of�circuits�
Circuit:�isolates�single�circuit�

5�
Large�

4�
1.57�

�
Once�more,�we�can�use�the�percentage�of� the�components�affected�in�order�to�establish�the�
severity�of�the�attack�as�follows.�
�

*��*�2�"�
����1�

LOW� MEDIUM� HIGH� CATASTROP.�
<=20%�

Components�
>20%�and�<=50%�

Components�
>50%�and�<=80%�

Components�
>80%�

Components�

�
Note�that,�in�order�to�determine�the�severity�of�the�attack,�other�variables�(suggested�by�the�
authors�in�section�4.1.2.)�can�be�considered�and�added�to�the�Bayesian�network.�
�
�
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4.2.2.7 Obtaining�the�Bayesian�network��
�
The�total�implemented�network�is�shown�in�Figure�4%7.��
�
Once�the�network�is�built,�the�priori�conditional�probabilities�must�be�evaluated�by�experts.�
We� will� show� these� evaluations� in� the� next� section.� Various� information� can� be� obtained�
from� the�network;�however,� the�most� relevant� information� is�used� in�order� to� achieve�our�
goal:� to� find� the� set� of�most� the� important� contingencies� that�will� be� used� in� the� security�
study� (one� contingency� is� a� successful� attack� against� one� system� super%component).� Thus,�
the�probability�of�the�severity�of�the�attack�is�obtained�by�using�the�Bayesian�network�of�the�
Figure�4%7.���

�
�
Figure�4%7.�Bayesian�Network�constructed�to�determine�the�intensity�of�an�attack�and�its�consequence�
to�the�electrical�infrastructure.�
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Through� the� use� of� the� Bayesian� network� we� obtain� the� necessary� elements� to� calculate�
measurements�of�risk.�The�values�obtained�are�all�probabilities.�For�example�we�can�use�the�
single� value� of� probability� of� attack� or� the� probability� of� severity� as� a� measurement.�
However,� the� definition� of� risk� adopted� in� this� thesis� is� the� probability� of� occurrence�
multiplied�by�the�impact�or�the�severity�of�the�event.�Because�we�only�have�the�probabilities,�
a�method�of�calculating�the�risk�is�suggested�as�follows.�
�
4.2.3.1 Calculating�the�risk�
�
The�definition�of�risk�has�two�elements:�the�probability�and�the�consequence.�The�results�of�
the�Bayesian�network�show�the�probability�of�an�attack�against�the��%th�super%component�of�
the�power�system�and�the�probability�that�the�severity�is�catastrophic,�high,�average�or�low.��
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�
The�probabilities�of�severity�obtained�for�Bayesian�networks�include�the�fact�that�the�attack�
was�produced�(without�importance�of�the�intensity�of�the�attack).�If�there�is�no�attack,�there�is�
no� severity.� Internally,� the� conditional� probabilities� of� severity� given� the� occurrence� of� an�
attack� were� taken� into� consideration.� For� that� reason,� we� only� use� the� probabilities� of�
severity�in�order�to�obtain�the�risk�value.�
�
With�the�aim�of�calculating�the�second�element�of�the�formula�of�risk,�one�weight�is�assigned�
to�every�single�probability�of�severity�and�to�every�single�super%component.�This�weight�can�
be�understood�as� the�cost�produced�by� the�attack.�These�values�must�be�coherent�with� the�
risk�measurement�chosen�(section�4.2.2.6),�e.g.�if�the�definition�of�a�catastrophic�severity�for�a�
specific� substation� is� the� destruction� of� the� control� building,� the� weight� assigned� to� the�
probability�that�the�severity�is�catastrophic,�is�the�replacement�value�for�this�building.�
�
In�our�approach,�the�weights�are�the�repair�cost�(in�some�cases�this�may�be�the�replacement�
cost)�to�each�super%component�depending�on�the�definition�of�the�severity.�In�this�thesis,�the�
weights�are�chosen�according�to�the�number�or�the�percentage�of�components�affected.�The�
risk�value�is�then,�the�sum�of�the�products�of�the�probability�by�the�weight.�
�

( ) ( ) ( ) ( )���
���
�����
�������
����	���
������� ��������� �������� ��� ���� +++= �

�� �� ���� �= � [4%3]�

�

This�risk�is�calculated�for���super%components.� �� �are�the�weights�(or�costs)�aforementioned�

and� ( )��	��	�
���� � is� the� probability� that� the� severity� of� the� attack� against� the� �%th� super%

component� is� catastrophic.� For� other� probabilities� of� severity,� the� formula� applies� in� the�
same�way.��
�
In�addition,�we�divided�the�value�of�risk�by�the�maximum�repair�cost�of�a�super%component�
in� the� power� system� (depending� on� the� approach,� the� replacement� cost).� In� this� way,� all�
probabilities�are�considered�and�severity�standardized�values�between�0�and�1�are�obtained.�
The�normalized�risk�for�an��%th�attack�is�calculated�by�the�equations�[4%4]�and�[4%5]:�
�
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[4%5]�

�

Where,� !�"� � is� the�maximum�repair�cost� for�a�single�super%component� (normally� the�most�

important)�of�a�power�system.�
�
It� should� be� made� clear� that� this� method� is� not� the� only� way� to� calculate� risk.� � The�
probabilities� are� obtained� by� the� use� of� the� Bayesian� network� but� the� measurement� of�
severity�can�be�a� function,�a� fuzzy�set,�an� interval,�among�others�models.� �For� that� reason,�
there�is�other�ways�to�find�this�measure�that�go�from�the�concept�of�an�expert�to�sophisticated�
calculations�with�theories�such�as�fuzzy�logic�and�expert�systems.�
�
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4.2.3.2 Contingency�arrangement�
�
There�is�a�number�for�every�super%component�of�the�system,�which�is�understood�as�the�risk�
associated�with�the�occurrence�of�a�contingency�resulting�from�an�attack.�Because�the�value�
obtained�is�a�scalar,�the�contingency�ranking�results�in�a�problem�of�arrangement.���
�
Contingencies�are�sorted�from�a�lowest�to�a�highest�risk�value.�On�the�one�hand,�operators�
can�establish�a�threshold�value� α �from�their�judgement�and,�subsequently�create�the�list�by�
taking�the�contingencies�that�possess�a�value�higher�than�this�threshold.���
A�simple�way�to�establish�α is�by�calculating�a�relative�measure�between�the�maximum�and�
minimum�values:�
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or�α can�simply�be�the�average�of�the�risk�values:�

�
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�

�∑
== �α �

[4%9]�

On� the�other�hand,� it� is�possible� to� establish� an� arbitrary�number��� of� contingencies� to�be�
analysed.�Therefore,�the�first���contingencies�will�be�selected.�It� is�very�important�that�each�
contingency�has�an�index�which�shows�the�difference�between�the�more�and�less�important�
ones.� Figure� 4%8� shows� the� process� of� the� contingency� ranking� explained� in� the� present�
Chapter.�
�
�

�
Figure�4%8.�Contingency�ranking�resulting�from�physical�terrorist�attacks�under�security�assessment.�
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Before�going�on�to� the�numerical�cases,�we�finally�want� to�emphasize�that� the�contingency�
ranking� can� be� made� only� by� taking� into� account� the� probability� value� of� the� actual�
occurrence�of�the�attacks.�This�depends�on�the�objective�of�the�study,�as�well�as�on�the�criteria�
of�evaluation�of�every�utility.�

��. �"/$ �������

The� Bayesian� network� was� constructed� in� the� previous� section� and� the� conditional�
probability�values�were�obtained�from�elicitation�to�experts,�the�operators�of�the�Colombian�
system,�terrorism�experts,�and�the�analysis�of�the�authors.�We�have�also�used�the�database�of�
the�attacks�on�the�Colombian�electrical�infrastructure�in�order�to�analyse�the�behaviour�of�the�
terrorist�groups�in�this�Country.��
�
The� next� tables� show� the� established� values� for� the� dependent� variables� of� the� Bayesian�
Network.�These�values�are�very�high�but�they�are�acceptable�in�countries�where�there�is�a�lot�
of�terrorist�activity.�These�tables�are�used�in�the�test%cases�shown�in�this�section.�
�
�

TABLE�4%VII.�CONDITIONAL�PROBABILITIES�FOR�THE�“MOTIVATION�OF�THE�ATTACK”�VARIABLE�

�
(���
*������ �����

*��*�2�
!�"������� �

�����������"��
)��'!�

!������*��
"��'*������

������*���1�
 ���!�����
"1"��(� High� Medium� Low�

High� 0.800� 0.100� 0.100�

Medium� 0.550� 0.150� 0.300�Critical�

Low� 0.300� 0.250� 0.450�

High� 0.500� 0.250� 0.250�

Medium� 0.400� 0.250� 0.350�
Moderately�

critical�
Low� 0.100� 0.400� 0.500�

High� 0.200� 0.300� 0.500�

Medium� 0.100� 0.400� 0.500�

High�Presence�

Non�critical�

Low� 0.050� 0.450� 0.500�

High� 0.350� 0.500� 0.150�

Medium� 0.250� 0.350� 0.400�Critical�

Low� 0.050� 0.650� 0.300�

High� 0.050� 0.450� 0.500�

Medium� 0.050� 0.350� 0.600�
Moderately�

critical�
Low� 0.050� 0.250� 0.700�

High� 0.000� 0.400� 0.600�

Medium� 0.000� 0.300� 0.700�

Average�Presence�

Non�critical�

Low� 0.100� 0.100� 0.800�

High� 0.200� 0.550� 0.250�

Medium� 0.200� 0.450� 0.350�Critical�

Low� 0.000� 0.100� 0.900�

High� 0.000� 0.350� 0.650�

Medium� 0.000� 0.150� 0.850�
Moderately�

critical�
Low� 0.000� 0.050� 0.950�

High� 0.000� 0.200� 0.800�

Medium� 0.000� 0.150� 0.850�

Low�Presence�

Non�critical�

Low� 0.000� 0.025� 0.975�

�
�
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TABLE�4%VIII.�CONDITIONAL�PROBABILITIES�FOR�THE�“VULNERABILITY�OF�THE�TARGET”�VARIABLE�

�

'����*$����1�� �����

�*�)���
)��)�*!���*��
���*��>*�����

!�1"��*��
!����������� �

����"��(!� High� Medium� Low�

High� 0.200� 0.400� 0.400�

Medium� 0.500� 0.200� 0.300�High�Exposure�

Low� 0.700� 0.000� 0.300�

High� 0.100� 0.300� 0.600�

Medium� 0.300� 0.300� 0.400�
Average�
Exposure�

Low� 0.500� 0.200� 0.300�

High� 0.050� 0.500� 0.450�

Medium� 0.100� 0.400� 0.500�Low�Exposure�

Low� 0.300� 0.300� 0.400�

�
�

TABLE�4%IX.�CONDITIONAL�PROBABILITIES�FOR�THE�“INTENSITY�OF�THE�ATTACK”�VARIABLE�

�
�����"��1�� �����*��*�2�

�1!��� �
"��(!�

(���
*�����
� �����
*��*�2�


'����*$����1�
� ������*�)���

High� Medium� Low� No�attack�

High� 0.200� 0.150� 0.100� 0.550�

Medium� 0.150� 0.150� 0.100� 0.600�High�

Low� 0.100� 0.150� 0.050� 0.700�

High� 0.150� 0.100� 0.100� 0.650�

Medium� 0.100� 0.100� 0.100� 0.700�Medium�

Low� 0.075� 0.075� 0.050� 0.800�

High� 0.075� 0.150� 0.100� 0.675�

Medium� 0.050� 0.075� 0.100� 0.775�

GENERATOR�

Low�

Low� 0.025� 0.050� 0.075� 0.850�

High� 0.300� 0.100� 0.100� 0.500�

Medium� 0.200� 0.150� 0.075� 0.575�High�

Low� 0.150� 0.100� 0.050� 0.700�

High� 0.250� 0.150� 0.200� 0.400�

Medium� 0.150� 0.200� 0.150� 0.500�Medium�

Low� 0.100� 0.200� 0.100� 0.600�

High� 0.150� 0.100� 0.200� 0.550�

Medium� 0.100� 0.100� 0.150� 0.650�

SUBSTATION�

Low�

Low� 0.050� 0.050� 0.100� 0.800�

High� 0.800� 0.100� 0.050� 0.050�

Medium� 0.600� 0.200� 0.100� 0.100�High�

Low� 0.200� 0.100� 0.100� 0.600�

High� 0.600� 0.100� 0.100� 0.200�

Medium� 0.400� 0.200� 0.050� 0.350�Medium�

Low� 0.300� 0.050� 0.025� 0.625�

High� 0.300� 0.100� 0.050� 0.550�

Medium� 0.100� 0.100� 0.100� 0.700�

LINE�

Low�

Low� 0.050� 0.050� 0.025� 0.875�

�
�
�
�
�
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TABLE�4%X.�CONDITIONAL�PROBABILITIES�FOR�THE�“CONSEQUENCE�OF�THE�ATTACK”�VARIABLE�

�
���"�='������ �����*��*�2�

�1!��� �
"��(!�

�����"��1�� �
����*��*�2� Catastrop.� High� Medium� Low�

No�
attack�

High� 0.200� 0.500� 0.250� 0.050� 0.000�

Medium� 0.050� 0.100� 0.600� 0.250� 0.000�

Low� 0.000� 0.000� 0.250� 0.700� 0.050�
GENERATOR�

No�attack� 0.000� 0.000� 0.000� 0.000� 1.000�

High� 0.200� 0.500� 0.250� 0.050� 0.000�

Medium� 0.050� 0.150� 0.500� 0.300� 0.000�

Low� 0.000� 0.000� 0.200� 0.750� 0.050�
SUBSTATION�

No�attack� 0.000� 0.000� 0.000� 0.000� 1.000�

High� 0.000� 0.000� 1.000� 0.000� 0.000�

Medium� 0.000� 0.000� 0.400� 0.600� 0.000�

Low� 0.000� 0.000� 0.100� 0.800� 0.100�
LINES�

No�attack� 0.000� 0.000� 0.000� 0.000� 1.000�

�
In�order�to�illustrate�our�method�we�have�used�two�test�power�systems.��
�
��,�� &����)�����*(��	�	��	����
�
The� first�power� system�used� is� shown� in�Figure�4%9.�Geographically� the� system� is�divided�
into� five� zones� with� different� socio%political� characteristics.� The� system� has� 14� super%
components:� 2� generators,� 5� substations� and�7� transmission� lines.�Based�on� the� experience�
gained�from�the�Colombian�case,�some�assumptions�were�made�about�the�five�zones,�which�
concerned�the�territorial�control�of�the�terrorist�group,�the�political�situation�in�the�zone�and�
the�exposure�of�components�regarding�their�geographic�location.�The�situation�in�each�zone�
is�the�following:��
�

>����
��������#�����������������

?�����@�
������4������#��������������

����������������@�
����������������
#�3���������@�

1� Non�Critical� Low�
Between�medium�and�
high.�Some�SCOs�high.�

2� Non�Critical� Reasonably�high�
Different�levels�of�

exposure��

3� Critical� Medium�
Different�levels�of�

exposure�

4� Moderately�Critical� Relatively�high�
Different�levels�of�

exposure�

5� Moderately�Critical� Low� Low�exposure�

�
In�order�to�completely�characterize�the�Bayesian�network,�the�load�flow�data�was�developed�
and�the�most�important�data�are�shown�in�Figure�4%9.�The�information�of�the�power�system�
and�the�load�flow�results�are�detailed�in�the�Appendix�B.��We�have�used�the�voltage�values,�
the�power�flows�on�transmission�lines�and�the�technical�characteristics�of�super%components�
to� establish� the� criticality� and� the� severity� of� the� attacks� on� the� super%components� of� the�
power� system.� Based� on� the� abovementioned�hypothesis� and� the� power� flows,� Table� 4%XI�
shows�the�grade�of�severity�for�each�super%component.�
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�
Figure�4%9.�Five%bus�test�system.�
�

TABLE�4%XI.�SEVERITY�ALLOCATION�FOR�THE�TEST�SYSTEM�

�
SEVERITY��TYPE�OF�

SCOMP�
NAME�

���������� ���� (���3� ��%�

GEN,�x�units� G1North� All�units� 2<N�unit<x� 2�Units� 1�Unit�

GEN,�y�units� G2South� All�units� 2<N�unit<y� 2�Units� 1�Unit�

SUB� SUB1North� Subst� Transformator� Line�1%2� Line�1%3�

Line�1%2� Line�2%4�SUB� SUB2South� Subst� Transformator�

Line�2%5� Line�2%3�

Line�1%3�SUB� SUB3Lake� Subst� Transformator�

Line�2%3�

Line�3%4�

Line�2%4�SUB� SUB4Main� Subst� Transformator�

Line�3%4�

Line�4%5�

SUB� SUB5Elm� Subst� Transformator� Line�2%5� Line�4%5�

LINE� LIN1%2� Line�1%2� �

LINE� LIN1%3� Line�1%3� �

LINE� LIN2%3� � Line�2%3�

LINE� LIN2%4� Line�2%4� �

LINE� LIN2%5� Line�2%5�

LINE� LIN3%4� Line�3%4�

LINE� LIN4%5�

�

�

Line�4%5�

�
4.3.1.1 Simulation��
�
In�order� to�simulate� the�Bayesian�Network,� the�freeware�Bayes�Net�Toolbox�for�Matlab�7.0�
was�used.�The�code�implemented�for�the�network�is�shown�in�Appendix�C.��
�
The�probabilities�of�the�independent�variables,�according�to�the�socio%political�conditions�of�
the� place� where� each� super%component� is� located,� are� exposed� in� Table� XII.� We� have�
simulated�the�14�cases,�i.e.,�one�simulation�for�every�super%component�of�the�power�system.�
The� results� of� the� simulation,� specifically� the� probabilities� of� the� dependent� variables,� are�
given�in�Table�4%XIII�and�in�Figures�4%10.�
�
Table�4%XIV�illustrates�the�probabilities�of�intensity�of�the�attack�and�the�probability�of�attack�
against�each�component�is�obtained�through�[4%2].�
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TABLE�4%XII.�PROBABILITY�VALUES�OF�THE�BAYESIAN�NETWORK�INDEPENDENT�VARIABLES:�FIVE%BUS�POWER�SYSTEM�

�

"��(! >���
CriSys�

High

CriSys�

Medium

CriSys�

Low

PolSit�

Critical

PolSit�

Moderately

PolSit�

Noncritical

PosTer�

High

PosTer�

Medium

PosTer�

Low

GeoSit�

High

GeoSit�

Medium

GeoSit�

Low

PhyPro�

High

PhyPro�

Medium

PhyPro�

Low

TypSCo

Gen

TypSCoS

ub�

TypSCo

Lin

G1North 1 0.900 0.100 0.000 0.045 0.212 0.743 0.221 0.108 0.671 0.491 0.400 0.109 0.940 0.041 0.019 1 0 0

SUB1North 1 0.850 0.100 0.050 0.045 0.212 0.743 0.221 0.108 0.671 0.491 0.400 0.109 0.940 0.041 0.019 0 1 0

LIN1%2 1 0.850 0.100 0.050 0.045 0.212 0.743 0.221 0.108 0.671 0.840 0.139 0.021 0.006 0.139 0.855 0 0 1

LIN1%3 1 0.750 0.100 0.150 0.045 0.212 0.743 0.221 0.108 0.671 0.840 0.139 0.021 0.006 0.139 0.855 0 0 1

G2South 2 0.600 0.300 0.100 0.281 0.152 0.567 0.498 0.375 0.128 0.022 0.170 0.808 0.081 0.125 0.794 1 0 0

SUB2South 2 0.700 0.200 0.100 0.281 0.152 0.567 0.498 0.375 0.128 0.022 0.170 0.808 0.081 0.125 0.794 0 1 0

LIN2%3 2 0.150 0.500 0.350 0.281 0.152 0.567 0.498 0.375 0.128 0.457 0.308 0.235 0.783 0.121 0.097 0 0 1

LIN2%4 2 0.150 0.500 0.350 0.281 0.152 0.567 0.498 0.375 0.128 0.457 0.308 0.235 0.735 0.254 0.011 0 0 1

LIN2%5 2 0.650 0.300 0.050 0.281 0.152 0.567 0.498 0.375 0.128 0.574 0.380 0.045 0.454 0.274 0.273 0 0 1

SUB3Lake 3 0.750 0.200 0.050 0.731 0.201 0.068 0.100 0.685 0.215 0.301 0.177 0.521 0.943 0.050 0.007 0 1 0

LIN3%4 3 0.100 0.500 0.400 0.731 0.201 0.068 0.100 0.685 0.215 0.795 0.197 0.008 0.113 0.333 0.554 0 0 1

SUB4Main 4 0.800 0.150 0.050 0.595 0.326 0.079 0.492 0.317 0.191 0.557 0.273 0.170 0.901 0.081 0.018 0 1 0

LIN4%5 4 0.330 0.330 0.340 0.595 0.326 0.079 0.492 0.317 0.191 0.110 0.268 0.622 0.638 0.223 0.139 0 0 1

SUB5Elm 5 0.850 0.100 0.050 0.075 0.573 0.351 0.101 0.223 0.676 0.018 0.201 0.781 0.808 0.151 0.041 0 1 0 �
�

TABLE�4%XIII.�PROBABILITY�VALUES�OF�THE�BAYESIAN�NETWORK�DEPENDENT�VARIABLES:�FIVE%BUS�POWER�SYSTEM�

�

"��(! >���
MotivAtt�

High

MotivAtt�

Medium

MotivAtt�

Low

VulneTar�

High

VulneTar�

Medium

VulneTar�

Low

IntensAtt�

High

IntensAtt�

Medium

IntensAtt�

Low

IntensAtt�

None

SevAtt�

Catastrop

SevAtt�

High

SevAtt�

Medium

SevAtt�

Low

SevAtt�No�

impact

G1North 1 0.0708 0.2678 0.6614 0.1614 0.3615 0.4771 0.0631 0.0839 0.0840 0.7689 0.0168 0.0399 0.0871 0.0830 0.7731

SUB1North 1 0.0684 0.2609 0.6707 0.1614 0.3615 0.4771 0.1068 0.1092 0.1296 0.6544 0.0268 0.0698 0.1072 0.1353 0.6609

LIN1%2 1 0.0684 0.2609 0.6707 0.6331 0.0619 0.3051 0.3125 0.0878 0.0545 0.5451 0.0000 0.0000 0.3531 0.0963 0.5506

LIN1%3 1 0.0636 0.2471 0.6893 0.6331 0.0619 0.3051 0.3067 0.0876 0.0540 0.5517 0.0000 0.0000 0.3472 0.0958 0.5571

G2South 2 0.2127 0.3143 0.4731 0.2950 0.3044 0.4006 0.0861 0.1014 0.0847 0.7278 0.0223 0.0532 0.1035 0.0889 0.7320

SUB2South 2 0.2208 0.3161 0.4631 0.2950 0.3044 0.4006 0.1405 0.1210 0.1287 0.6097 0.0342 0.0884 0.1214 0.1399 0.6161

LIN2%3 2 0.1564 0.3057 0.5379 0.1990 0.3537 0.4474 0.2560 0.0975 0.0594 0.5871 0.0000 0.0000 0.3009 0.1060 0.5931

LIN2%4 2 0.1564 0.3057 0.5379 0.1917 0.3608 0.4475 0.2545 0.0978 0.0595 0.5881 0.0000 0.0000 0.2996 0.1063 0.5941

LIN2%5 2 0.2207 0.3152 0.4641 0.3466 0.2584 0.3951 0.3177 0.0985 0.0610 0.5229 0.0000 0.0000 0.3632 0.1078 0.5289

SUB3Lake 3 0.2581 0.4250 0.3169 0.1142 0.4270 0.4588 0.1337 0.1383 0.1156 0.6123 0.0337 0.0876 0.1257 0.1349 0.6181

LIN3%4 3 0.1589 0.3776 0.4635 0.5367 0.1400 0.3234 0.3598 0.0939 0.0603 0.4860 0.0000 0.0000 0.4034 0.1046 0.4921

SUB4Main 4 0.3847 0.3122 0.3031 0.1734 0.3743 0.4522 0.1462 0.1289 0.1099 0.6151 0.0357 0.0924 0.1230 0.1284 0.6206

LIN4%5 4 0.2795 0.3042 0.4163 0.1503 0.3895 0.4602 0.2860 0.1062 0.0640 0.5438 0.0000 0.0000 0.3349 0.1149 0.5502

SUB5Elm 5 0.0613 0.3123 0.6264 0.0872 0.4381 0.4747 0.1040 0.1163 0.1266 0.6530 0.0266 0.0695 0.1095 0.1351 0.6594
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�

Figure�4%10.�Graphical�results�of�the�Bayesian�Network:�five%bus�test�power�system.�
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TABLE�4%XIV.�PROBABILITY�OF�THE�ATTACK�FOR�THE�SYSTEM�SUPER%COMPONENTS:�FIVE%BUS�SYSTEM�
�

�����"��1�� �����*��*�2�
>���� �*(��

���� (���3� ��%� �����

!��$�
*��*�2�

G1North� 0.0631� 0.0839� 0.0840� 0.7689� 0.2310�

SUB1North� 0.1068� 0.1092� 0.1296� 0.6544� 0.3456�

LIN1%2� 0.3125� 0.0878� 0.0545� 0.5451� 0.4548�
Zone�1�

LIN1%3� 0.3067� 0.0876� 0.0540� 0.5517� 0.4483�

G2South� 0.0861� 0.1014� 0.0847� 0.7278� 0.2722�

SUB2South� 0.1405� 0.1210� 0.1287� 0.6097� 0.3902�

LIN2%3� 0.2560� 0.0975� 0.0594� 0.5871� 0.4129�

LIN2%4� 0.2545� 0.0978� 0.0595� 0.5881� 0.4118�

Zone�2�

LIN2%5� 0.3177� 0.0985� 0.0610� 0.5229� 0.4772�

SUB3Lake� 0.1337� 0.1383� 0.1156� 0.6123� 0.3876�
Zone�3�

LIN3%4� 0.3598� 0.0939� 0.0603� 0.4860� 0.5140�

SUB4Main� 0.1462� 0.1289� 0.1099� 0.6151� 0.3850�
Zone�4�

LIN4%5� 0.2860� 0.1062� 0.0640� 0.5438� 0.4562�

Zone�5� SUB5Elm� 0.1040� 0.1163� 0.1266� 0.6530� 0.3469�

�
�
The�next�step�is�the�calculation�of�the�risk.�For�this�purpose,�we�use�the�equation�[4%4]�and�the�
results� are� presented� in� Table� 4%XV.� In� general,� the� weights� or� costs� (produced� by� the�
occurrence� of� the� attack)� in� this� formula� must� be� given� by� the� utilities� according� to� the�
reparation�cost�of�the�percentage�of�the�components�affected.�However�for�this�test�system,�
we�assign�these�weight�values�in�a�coherent�way�(in�Table�4%XVI)�but�they�are�not�real�costs.�
These� weights� depend� on� various� factors,� such� as� the� technology� of� the� components� and�
their�age�and�location,�among�others.�
�

TABLE�4%XV.�NORMALIZED�RISK�FOR�EACH�SUPER%COMPONENT:�FIVE%BUS�SYSTEM�
�

"�
����1�� �����*��*�2�
>���� �*(��

���������� ���� (���3� ��%�
����

3��#��

��&�
��&�A�

3��5��&7�

G1North� 0.0168� 0.0399� 0.0871� 0.0830� 0.7731� 0.1033� 0.7803�

SUB1North� 0.0268� 0.0698� 0.1072� 0.1353� 0.6609� 0.1111� 0.8387�

LIN1%2� 0.0000� 0.0000� 0.3531� 0.0963� 0.5506� 0.1070� 0.8082�
Zone�1� LIN1%3� 0.0000� 0.0000� 0.3472� 0.0958� 0.5571� 0.1054� 0.7958�

G2South� 0.0223� 0.0532� 0.1035� 0.0889� 0.7320� 0.1274� 0.9622�

SUB2South� 0.0342� 0.0884� 0.1214� 0.1399� 0.6161� 0.1308� 0.9878�

LIN2%3� 0.0000� 0.0000� 0.3009� 0.1060� 0.5931� 0.0944� 0.7128�

LIN2%4� 0.0000� 0.0000� 0.2996� 0.1063� 0.5941� 0.0941� 0.7105�
Zone�2� LIN2%5� 0.0000� 0.0000� 0.3632� 0.1078� 0.5289� 0.1112� 0.8401�

SUB3Lake� 0.0337� 0.0876� 0.1257� 0.1349� 0.6181� 0.1307� 0.9868�
Zone�3� LIN3%4� 0.0000� 0.0000� 0.4034� 0.1046� 0.4921� 0.1215� 0.9178�

SUB4Main� 0.0357� 0.0924� 0.1230� 0.1284� 0.6206� 0.1324� 1.0000�
Zone�4� LIN4%5� 0.0000� 0.0000� 0.3349� 0.1149� 0.5502� 0.1046� 0.7902�

Zone�5� SUB5Elm� 0.0266� 0.0695� 0.1095� 0.1351� 0.6594� 0.1115� 0.8421�

�
�
�
�
�
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TABLE�4%XVI.�WEIGHTS�(COSTS)�ASSIGNED�FOR�EACH�TYPE�OF�SUPER%COMPONENT�ACCORDING�TO�THE�

SEVERITY�OF�THE�ATTACK�

�
� ����������#� ���� (���3� ��%�

Generators� 15� 11� 7� 3�

Substations� 10� 7.5� 5� 2.5�

Lines� �� �� 4� 2�

� � Maximum�Value� 15�

�
By�using�[4%6]�and�[4%9]�the�possible�threshold�values�are:�relative:�0.1132;�median:�0.1111�and�
average:�0.1132.��

Taking�the�median�value�into�consideration,�the�result�of�the�contingency�ranking�is�the�loss�
of� assets� with� a� risk� that� is� greater� than� the� threshold� value:� 0.111.� In� our� case� the� most�
important�contingencies�are:��

1. SUB4Main��
2. SUB2South�
3. SUB3Lake�
4. G2South��
5. LIN3%4�
6. SUB5Elm�and,��
7. LIN2%5.�
�

4.3.1.2 Results�analysis�
�
The�loss�of�substation�4�(SUB4Main)�is�the�most�important�contingency.�Having�analyzed�the�
probabilities� for� this� super%component� we� realize� that,� in� comparison� with� the� other�
components,� there� is� a� higher� probability� that� the� intensity� of� an� attack� on� the� substation�
would�be�high�or� catastrophic.� This� asset� is� located� in� a� zone�where� the� terrorist� group� is�
well�positioned�and�the�political�situation�is�critical.��Compared�to�the�other�substations�it�is�
not�the�one�with�the�highest�level�of�protection�and�its�operation�is�important�for�the�power�
system.��
�
The� next� most� important� super%component� is� substation� SUB2South,� which� is� very�
vulnerable� and� is�placed� in�a� zone�where� the� level�of� control�of� the� terrorist�group� is� also�
high.�We�notice� that�with� the� third� super%component�of� the� list,� there� is� a� large�motive� to�
attack�it�(SUB3Lake).�
�
At�first�glance,�it�is�a�little�surprising�to�find�that�the�loss�of�the�generator�of�the�slack�node�
(G1North)�is�not�within�the�most�important�contingencies.��Nevertheless,�it�can�be�stated�that�
although� its� operation� for� the� system� is� highly� critical,� the� zone�where� the� asset� is� placed�
does�not�have�important�characteristics�at�a�socio%political�level�and�the�physical�protection�
of�the�assets�is�high�(in�some�cases�including�military�presence�at�the�facilities).�This�results�in�
a�low�probability�of�access�as�well�as�little�motivation�for�an�attack.��
�
In�the�case�of�the�transmission�lines,�two�of�them�were�found�to�be�at�high�risk�of�attack,�and�
even�more�than�assets�such�as�generators�and�substations.�This�can�be�explained�by�the�level�
of� exposure�of� these� lines,� their� low�protection�and� the�severity� that� the� loss�of� these� lines�
would�have� in� comparison�with� the�others.� For� example,� by� looking� at� the� results�we� can�
notice�that�LIN�3%4�is�very�vulnerable�and�the�political�situation�is�critical�in�this�zone.�
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�
In� this� section,� we� illustrate� the� application� of� the� method� for� the� Western� System�
Coordinating� Council� WSCC� nine%bus� system� shown� in� Figure� 4%11.� This� second� power�
system�has�15�main�components:�3�generators,�5�substations�and�6�transmission�lines,�and�it�
is�geographically�divided� into� three�zones.� �The� socio%political� situation�of� the�zone�where�
the�power�system�is�located�is�presented�as�follows:�
�

��������������������������������������������������������������������
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Figure�4%11.�Western�System�Coordinating�Council�WSCC�nine%bus�test�system.�

�

>����
��������#�����������������

?�����@�
������4������#��������������

����������������@�
����������������
#�3���������@�

1�
Between�moderately�and�

noncritical�
Medium�

Between�high�and�
medium�

2� Noncritical� Low� Relatively�high�

3� Moderately� High� Between�medium�and�low�

�
For�each�component�the�probabilities�of�the�independent�variables�of�the�Bayesian�network�
are�shown�in�Table�4%XVII.�
�
4.3.2.1 Simulation��
�
The�15�cases�(attacks�against�each�of�the�systems’�components)�were�simulated.�The�results�of�
the�simulation�can�be�found�in�Table�4%XVIII�and�Figures�4%12.��
�
In�theses�scenarios,�we�realize�that�through�using�only�the�value�of�the�probability�of�attack�
in�order�to�rank�contingencies,�the�results�show�that�the�transmission�lines�are�the�first�super%
components�in�the�list,�followed�by�substations�and�generators�respectively.�These�outcomes�
are� consistent� with� the� statistics� of� the� super%components� which� were� attacked� in� the�
Colombian�power�system�(See�Appendix�A).�
�
With� the� aim� of� assessing� the� risk,� taking� into� consideration� the� cost� of� the� attacks,� we�
slightly� modified� the� weights� assigned� in� Table� 4%XVI� for� each� super%component.� We�
diminished�the�costs�of�severity�for�generators.�The�values�taken�were:�14�for�the�catastrophic�
case,�10,�6�and�2�for�the�high,�medium�and�low�severities.�
�
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Table�4%XVII.�PROBABILITY�VALUES�OF�THE�BAYESIAN�NETWORK�INDEPENDENT�VARIABLES:�WSCC�NINE%BUS�TEST�SYSTEM�
�

"��(! >���
CriSys�

High

CriSys�

Medium

CriSys�

Low

PolSit�

Critical

PolSit�

Moderately

PolSit�

Noncritical

PosTer�

High

PosTer�

Medium

PosTer�

Low

GeoSit�

High

GeoSit�

Medium

GeoSit�

Low

PhyPro�

High

PhyPro�

Medium

PhyPro�

Low

TypSCo

Gen

TypSCoS

ub�

TypSCo

Lin

G1 1 0.900 0.100 0.000 0.032 0.509 0.459 0.110 0.505 0.385 0.105 0.415 0.480 1.000 0.000 0.000 1 0 0

SUB�14 1 0.800 0.100 0.100 0.032 0.509 0.459 0.110 0.505 0.385 0.407 0.305 0.288 0.940 0.041 0.019 0 1 0

SUB�5 1 0.650 0.250 0.100 0.045 0.652 0.303 0.110 0.685 0.205 0.630 0.100 0.270 0.750 0.240 0.010 0 1 0

LIN�45 1 0.700 0.150 0.150 0.045 0.652 0.303 0.110 0.685 0.205 0.745 0.127 0.128 0.000 0.200 0.800 0 0 1

LIN�46 1 0.600 0.150 0.250 0.045 0.652 0.303 0.110 0.720 0.170 0.507 0.305 0.188 0.000 0.300 0.700 0 0 1

G2 2 0.750 0.200 0.050 0.104 0.112 0.784 0.108 0.153 0.739 0.387 0.307 0.306 1.000 0.000 0.000 1 0 0

SUB�27 2 0.850 0.100 0.050 0.104 0.112 0.784 0.108 0.153 0.739 0.387 0.307 0.306 0.850 0.125 0.025 0 1 0

SUB�8 2 0.750 0.150 0.100 0.104 0.152 0.744 0.100 0.125 0.775 0.454 0.320 0.226 0.900 0.081 0.019 0 1 0

LIN�75 2 0.250 0.500 0.250 0.050 0.430 0.520 0.050 0.350 0.600 0.800 0.117 0.083 0.150 0.150 0.700 0 0 1

LIN�78 2 0.500 0.350 0.150 0.104 0.152 0.744 0.100 0.125 0.775 0.557 0.293 0.150 0.150 0.150 0.700 0 0 1

G3 3 0.850 0.100 0.050 0.100 0.723 0.177 0.790 0.195 0.015 0.145 0.301 0.554 0.950 0.050 0.000 1 0 0

SUB�39 3 0.850 0.100 0.050 0.100 0.723 0.177 0.790 0.195 0.015 0.177 0.301 0.522 0.113 0.333 0.554 0 1 0

SUB�6 3 0.750 0.100 0.150 0.100 0.723 0.177 0.790 0.195 0.015 0.170 0.170 0.660 0.750 0.150 0.100 0 1 0

LIN�96 3 0.500 0.350 0.150 0.100 0.723 0.177 0.790 0.195 0.015 0.018 0.781 0.201 0.050 0.150 0.800 0 0 1

LIN�98 3 0.330 0.330 0.340 0.100 0.723 0.177 0.452 0.395 0.153 0.110 0.622 0.268 0.150 0.250 0.600 0 0 1 �
�

Table�4%XVIII.�PROBABILITY�VALUES�OF�THE�BAYESIAN�NETWORK�DEPENDENT�VARIABLES:�WSCC�NINE%BUS�TEST�SYSTEM�
�

"��(! >���
MotivAtt�

High

MotivAtt�

Medium

MotivAtt�

Low

VulneTar�

High

VulneTar�

Medium

VulneTar�

Low

IntensAtt�

High

IntensAtt�

Medium

IntensAtt�

Low

IntensAtt�

None

SevAtt�

Catastrop

SevAtt�

High

SevAtt�

Medium
SevAtt�Low

SevAtt�No�

impact

G1 1 0.0606 0.3471 0.5923 0.0865 0.4065 0.5070 0.0630 0.0802 0.0822 0.7747 0.0166 0.0395 0.0844 0.0807 0.7788

SUB�14 1 0.0590 0.3274 0.6136 0.1420 0.3890 0.4690 0.1087 0.1172 0.1297 0.6445 0.0276 0.0719 0.1117 0.1379 0.6510

SUB�5 1 0.0751 0.3493 0.5757 0.2071 0.3771 0.4158 0.1189 0.1208 0.1343 0.6260 0.0298 0.0776 0.1170 0.1429 0.6327

LIN�45 1 0.0753 0.3497 0.5751 0.5834 0.0987 0.3179 0.3294 0.0895 0.0573 0.5239 0.0000 0.0000 0.3709 0.0995 0.5296

LIN�46 1 0.0742 0.3362 0.5896 0.5038 0.1626 0.3336 0.3078 0.0912 0.0574 0.5436 0.0000 0.0000 0.3500 0.1006 0.5494

G2 2 0.0494 0.2592 0.6914 0.1234 0.3999 0.4767 0.0594 0.0803 0.0844 0.7759 0.0159 0.0377 0.0841 0.0821 0.7801

SUB�27 2 0.0508 0.2652 0.6840 0.1573 0.3802 0.4624 0.1056 0.1096 0.1313 0.6535 0.0266 0.0692 0.1074 0.1366 0.6601

SUB�8 2 0.0472 0.2517 0.7011 0.1590 0.3765 0.4645 0.1044 0.1078 0.1316 0.6563 0.0263 0.0684 0.1063 0.1362 0.6628

LIN�75 2 0.0323 0.2252 0.7425 0.5433 0.1275 0.3292 0.2685 0.0874 0.0536 0.5905 0.0000 0.0000 0.3088 0.0953 0.5959

LIN�78 2 0.0429 0.2292 0.7278 0.4864 0.1693 0.3443 0.2612 0.0881 0.0546 0.5961 0.0000 0.0000 0.3019 0.0966 0.6015

G3 3 0.3671 0.2882 0.3447 0.0934 0.4211 0.4855 0.0884 0.1045 0.0799 0.7272 0.0229 0.0546 0.1048 0.0865 0.7312

SUB�39 3 0.3671 0.2882 0.3447 0.3260 0.2792 0.3948 0.1584 0.1224 0.1197 0.5995 0.0378 0.0975 0.1247 0.1344 0.6055

SUB�6 3 0.3379 0.2961 0.3660 0.1335 0.4123 0.4542 0.1368 0.1263 0.1113 0.6256 0.0337 0.0873 0.1196 0.1282 0.6312

LIN�96 3 0.3147 0.2948 0.3905 0.4148 0.2380 0.3471 0.3680 0.1026 0.0640 0.4653 0.0000 0.0000 0.4155 0.1128 0.4717

LIN�98 3 0.1694 0.3037 0.5269 0.3628 0.2565 0.3807 0.3010 0.0963 0.0598 0.5429 0.0000 0.0000 0.3455 0.1056 0.5489 �
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Figures�4%12.�Graphical�results�of�the�Bayesian�Network:�WSCC�nine%bus�test�system.�
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Later,�with� the�use�of�equation� [4%4]� � the�contingency�ranking� is�made.�The�risk�values�are�
shown�in�Table�4%XIX.��

�
TABLE�4%XIX.�NORMALIZED�RISK�FOR�EACH�SUPER%COMPONENT:�NINE%BUS�SYSTEM�

�
"�
����1�� �����*��*�2�

�*(��
!��$�

*��*�2� ���������� ���� (���3� ��%� ���3��#��
��&�

��&A3��
5��&7�

G1� 0.2253� 0.0166� 0.0395� 0.0844� 0.0807� 0.7788� 0.0925� 0.6261�

SUB�14� 0.3555� 0.0276� 0.0719� 0.1117� 0.1379� 0.6510� 0.1228� 0.8307�

SUB�5� 0.3740� 0.0298� 0.0776� 0.1170� 0.1429� 0.6327� 0.1302� 0.8808�

LIN�45� 0.4761� 0.0000� 0.0000� 0.3709� 0.0995� 0.5296� 0.1202� 0.8133�

LIN�46� 0.4564� 0.0000� 0.0000� 0.3500� 0.1006� 0.5494� 0.1144� 0.7740�

G2� 0.2241� 0.0159� 0.0377� 0.0841� 0.0821� 0.7801� 0.0906� 0.6131�

SUB�27� 0.3465� 0.0266� 0.0692� 0.1074� 0.1366� 0.6601� 0.1188� 0.8041�

SUB�8� 0.3437� 0.0263� 0.0684� 0.1063� 0.1362� 0.6628� 0.1177� 0.7966�

LIN�75� 0.4095� 0.0000� 0.0000� 0.3088� 0.0953� 0.5959� 0.1018� 0.6892�

LIN�78� 0.4039� 0.0000� 0.0000� 0.3019� 0.0966� 0.6015� 0.1001� 0.6771�

G3� 0.2728� 0.0229� 0.0546� 0.1048� 0.0865� 0.7312� 0.1192� 0.8065�

SUB�39� 0.4005� 0.0378� 0.0975� 0.1247� 0.1344� 0.6055� 0.1478� 1.0000�

SUB�6� 0.3744� 0.0337� 0.0873� 0.1196� 0.1282� 0.6312� 0.1364� 0.9234�

LIN�96� 0.5347� 0.0000� 0.0000� 0.4155� 0.1128� 0.4717� 0.1348� 0.9124�

LIN�98� 0.4571� 0.0000� 0.0000� 0.3455� 0.1056� 0.5489� 0.1138� 0.7701�

�
The�result�of�the�contingency�ranking�displays�the�loss�of�assets�with�a�risk�greater�than�the�
threshold� value.� For� this� second� case,� we� take� the� relative� value.� (e.g.� Relative:� 0.1192;�
Median:0.1190;�Average:0.1177).�The�contingency�ranking�is�then:��
�

1. SUB�39��
2. SUB�6�
3. LIN�96��
4. SUB�5�
5. SUB�14�
6. LIN�45�
7. G3�

�
4.3.2.2 Results�analysis�
�
In�this�case�the�most�important�contingencies�are�attacks�on�substation�39�and�substation�6.�
Analyzing�the�ranking,�these�substations�are�located�in�a�zone�that�has�critical�socio%political�
characteristics.� The�motive� for� attacking� the� SUB39� is� high� even� though� the� component� is�
well�protected�and�more�vulnerable�than�SUB6.��
�
We�can�see�that�LIN�96�is�not�the�most�critical�line�for�the�operation�of�the�power�system�but�
it�is�the�super%component�that�has�the�highest�probability�of�attack.�The�other�line�present�in�
the�list�is�LIN�45,�which�is�critical�for�the�system.�The�motivation�to�attack�this�asset�is�lower�
but�it�is�still�very�vulnerable.�
�
In� this� ranking,� G3� is� the� only� generator� in� the� list.� Unlike� other� generators,� there� is� a�
significant�motive�to�attack�this�asset�and�its�vulnerability�is�higher�than�in�the�other�cases.��
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We� have� presented� a� method� for� ranking� contingencies� in� power� systems� resulting� from�
terrorist� attacks� on� the� electrical� infrastructure.�Although�we� do� not� pretend� that� the� risk�
measures�obtained�constitute�a� security�measurement�of� the�power�systems,� the�results�do�
allow� us� to� decide� on�which� asset� is� the�most� exposed� to� risk� and� on�which� the� security�
study�must� be� concentrated� in� terrorist� scenarios.� Thereby� the� reduction� of� attacks� can� be�
achieved�as�well�as�the�number�of�study�cases,�which�constitute�one�of�the�main�problems�in�
the�security�assessment�of�the�critical�infrastructures.��
�
We�believe�that�risk�is�a�satisfactory�measure�in�our�problem.�This�is�due�to�the�fact�that�the�
risk�not�only�takes�into�account�the�probability�of�whether�a�component�is�attacked�but�also�
the�consequences�of�such�an�attack.�Therefore,�as�we�could�see�in�both�simulated�cases,�when�
we� only� used� the� probability� value� in� order� to� rank� contingencies,� the� result� shows� the�
transmission� lines� to�be�at� the� top�of� the� list.�Nevertheless,� an�attack�of� low� intensity�on�a�
substation� can� affect� the� power� system� more� than� an� attack� of� major� intensity� on� a�
transmission�line.�In�order�to�include�these�facts,�the�measure�of�severity�in�the�evaluation�of�
the�risk�is�an�excellent�alternative�solution.�
�
The�method�presented�in�this�chapter�can�be�perfectly�applied�to�the�contingency�ranking�of�
other�critical�infrastructures�which�are�threatened�by�terrorist�actions.�It� is�possible�that�the�
Bayesian�networks’� variables� are�mostly� the� same�variables� as� for� the� electrical� case,� since�
some� of� these� are� typical� of� the� socio%political� conflict� of� a� zone� more� than� of� the�
infrastructure.�Likewise,�the�values�of�these�variables�are�provided�by�the�security�services�of�
a�government.�Nevertheless,�as�it�was�indicated�in�the�description�of�the�construction�of�the�
Bayesian�network,�other�particular�variables�peculiar�to�every�case�can�be�included.�
�
We� considered� that� the� results� are� satisfactory� under� the� test� scenarios.� Although� the�
learning� was� not� yet� included� during� the� simulation,� since� it� is� not� a� real� system,� the�
incorporation�of�the�evidence�will�improve�the�network�precision.��
�
It� is� possible� that� the� reader� thinks� that� the� results� analyzed� for� our� test%systems� were�
predictable� in� some� cases.�But� it� is�necessary� to� emphasize� that� our� test%systems�are� small�
and�the�analysis�of�all�the�zones�and�all�the�super%components�is�not�excessively�challenging.�
Nevertheless,� our� method� is� powerful� because� not� only� all� the� variables� are� taken� into�
account,�but� it� can�be�applied� to� large�power� systems� (the�usual� case)�and� in�zones�which�
have� similar� characteristics.� In� these� cases� the� analyses� are� more� complicated� and� the�
Bayesian� networks� become� a� very� useful� tool� in� dealing� with� all� the� components,� all� the�
present� variables� in� the� problem� and� to� differentiate� different� super%components� of� the�
power�system.�
�
Terrorism� depends� on� the� changing� conditions� of� the� surroundings,� and� involves�
uncertainties� of� ambiguity� and� vagueness.� The� probabilistic� inference,� the� probability�
subjective� theory� and,� especially� in� the� Bayesian� networks,� there� are� important� and�
appropriate�tools,�which�allow�this�changing�characteristic�of�terrorism�to�be�involved.�
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