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O’
PKm, PKas

O

autorisant cet accès a été vérifiée par la JavaCard
3. Le coupon contient la capacité pour O d’invoquer une méthode de 

SKj,PKj

2. La méthode correspondante de 0 est invoquée lorsque la capacité

1. Message d’invocation comportant une capacité et un coupon
reçu par le moniteur de référence local

de O’ quand O invoque la méthode correspondante de O’ 
O’. Cette capacité est vérifiée par le moniteur de référence de la machine
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Card
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Serveur

d’autorisation afin d’obtenir les permissions correspondantes
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1. Un message d’invocation comprenant une capacité et un coupon
est reçu par le moniteur de référence local

autorisant cet accès a été vérifiée par la JavaCard

SKj,PKj

2. La méthode correspondante de O est invoquée lorsque la capacité

3. Le coupon contient un jeton pour que O puisse exécuter
une opération composite. Le jeton est présenté au serveur

d’autorisation
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Gestionnaire d’alertes

Moniteur S

Mandataire n
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Alerte
Mandataire 1

1

2

2

5

6

Contenu des messages :
1 : IP_Corrompue
2 : Alerte#IP_Corrompue
3 : Alerte#IP_Corrompue
4 : IP_Corrompue (si une majorité est d’accord)
5 : action#action#action ...
6 : nouveau rôle (si meneur ou adjdicateur corrompu)

politique de tolérance 
aux intrusions

Autres moniteurs

Autres moniteurs

Moniteur M

Moniteur M

Protocole d’accord

Gestion de la

Changement
de rôle

4

3

Exécuteur
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meneur

médiateur

médiateur

médiateur

médiateur

adjudicateur

pare−feu

serveurs Web

mandataires

Solaris/Sparc

Base de données
tolérante aux 

Linux/i386
Apache

Apache

NetEnterprise

Windows XP/i386

IIS

MacOsX/PowerPC

fautes accidentelles

Internet

445567

ACB�DCF98;:0<>=@?BA0CEDGFIHJD�K0LMCON�PMH�Q

DGRESBLUTUVPMQ,K W�PMQYXZH�P[N�REH�\^] PM\_\`PMQ`TEPMH;Q`\aD�A0COb;bB]0K0LMCONZK RES@PMScLedBCOQgfEPhDGPi]0CijlkPmj>PnQgPmXoH�kPMN�PqpsrerutlvwPMS"TER;K Px] PM\
jxkPmj>PM\yQ`PmXZHzkPMN�PM\n{�|[?}PMN>D;COS�\~] PYjlkPmj>P~REQ,DGQ`P��Cn]0C_�BCO\`PaDEPaDGRES�S~VPMPM\�:s�M]EPM��PmL+N�H�P>b�REH�Q L+Pm]0C H�S}b;Q`REN�RE�
L+R;] PiD�A0CELML+REQ�DY\`H�Qn]0A PMS;\`Pmj��J] PiDGPM\UQ`PmXZHzkPMN�PM\^{;|[?�XZHBA0K0]"Q`P��L+R;K N�DGPM\aD�K ��VPMQ`PMS"N�\_\gPMQ`TEPMH�Q`\,:"�M]3COb�bBCOQ�CZk � N�K0LMK
XZH�P�b�REH�Q�VPMNZCO�B]0K QiL+PM\�TUVPMQ,K WBLMCONZK RES�\��z]0A0CEDGF�HBD�K0LMCON�PMH�QwDGR;K NwL+RES�SBCZk � N�QgP��CnN�REH;NYK S;\`NZCOS�Nw] PM\�Q`PmXZH�kPMN�PM\lpsrerut
XZHBKG\`RES"N�PMS�L+REH�Q`\~D;A PM�UVPmL+H�NZK RES�D�COS;\ ] P_\`�"\`Ns�Pmj>Pm:���REH�Q~L+Pm]0CE��] Paj�PMS�PMH�QzPM\`N>L+RES�\`NZCEjwj�PMS�N�PMS}Q`Pm]0CONZK RES
C�TEPmLa]0A0CEDGF�HBD�K0LMCON�PMH�Q PMN�]0A0K SB��REQ,j>PlDGP�N�REH�N�PnS;REH�TEPm]0] PnQ`PmXZH�kPMN�PhLM]0K PMS"N~N�Q,CEK N;VPMPm:J��S'��CEK NZ��LedJCEL+H�S�PiDGPhL+PM\
Q`PmXZHzkPMN�PM\�PM\`N�CO\`\`R3LMK�VPMP��C H�S�K0DEPMS�NZK WBCOS"N[�g���>�y )XZHBKmPM\`NyN�Q,COS�\,j}K \�bJCOQ>] Pwj>PMS�PMH;Qw�C^]0A0CEDGF�HBD�K0LMCON�PMH�Q�:�?�PM\
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\`RES"N�L+REd~VPMQ`PMS"N�PM\w��H�NZK0]0K \,CONZK RES¥D�A H�Sxb�QgREN�R�L+R;] PlD�A0CELML+REQ,DY\gH�Q�]0A PMS�\`Pmj_�B] PlDGP}L+PM\_Q`PmXZH�kPMN�PM\, ��J]0A0CELML��PM\¦�Cw]0C
�BCO\`PnPM\`NUPM��PmL+N�H~VPm:
?§P�j�VPmD�K0CON�PMH;Q�PM\`N>H�ScL+R;j�b�RE\�COS�NwC�F�REH�N;VPw\`H�QYLedBCEXZH�P^\`PMQ`TEPMH;QYD;A0COb�bB]0K0LMCONZK RESB:©¨ªPxL+R;j>b�RE\,COS"N�PM\`N>H�S
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tolérante aux fautes accidentelles
base de données

adjudicateur

interpréteur Php

DB_Lib/Php

DB_LIb/Med

médiateur

DB_Lib/Adj

serveur Web
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RE��N�PMSBK Q�]0A0CELMLG�PM\¦COH�\`�"\`NE�Pmj>P�Þ�ÖE a] PM\qDGRES�S~VPMPM\¥VPmLedBCOS�f)VPMPM\�D�COS�\xLedBCEXZH�P�L+RES�S�PM�3K RES�{�{�¹0Þ�PMN�áE �N�REH;\
] PM\�COb�b�Pm] \�\g��\`Ns�Pmj>Pxf)VPMS~VPMQ�VPM\ibBCOQl]0A0CEL+NZK T3K N;VP�DGPiS�RE\�jwCELedJK S�PM\^T�K Q`N�H;Pm]0] PM\,:y?�C}\`PmL+NZK RES�<E:0ÖE:0Öib�Q�VPM\`PMS"N�P
] PM\�DzVPMNZCEK0] \�D�A0K0j>bB]`VPmj>PMS"NZCONZK RES«b�PMQ�j>PMN�NZCOS�N�DGP�QgPmL+H�PmK0]0]0K Q�L+PM\�DGRES;S VPMPM\,:_?BCx\`N�Q,CON�VPMf;K P¥CED�COb�N�VPMP�b�REH�Q
\,COH�TEPMf;COQ�DGPMQ�L+PM\nDGRES�S~VPMPM\_PM\`NnDzVPmL+Q,K N�PiD�COS;\�]0C~\gPmL+NZK RES'<E:0ÖE:0áE:�?�C W�fEH;Q`Pw<E:0°~b�Q�VPM\`PMS"N�P�H�S�P>T�H;P~f;] RE�JCE] P
DGP}]0A0K0j>bJ]�VPmj�PMS�NZCONZK RES¡DGP�S;REN�Q`P[b�RENnDGP}jwK Pm]0:

espace utilisateur

espace noyau

espace noyau

espace utilisateur
SSH modifié

disque dur disque dur

mémoire mémoire

nouvel appel système

tty modifié

exec modifié

virtuelle
machine

machine
virtuelle

virtuelle
machine
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L+RES�\,K \gN�P��CaD�K Q`PmL+N�Pmj>PMS"N�bBCONZLed�PMQ[] P~S�RZ�;COHlPMN�]0C�\gPmL+RESBDGPaL+RES;\,K \`N�Pq�C�L®dBCOQ`fEPMQ[DG�"SBCEjwK0XZH�Pmj>PMS"N�H�S�j>RE�
DGHB] P^D�COS�\�] P S;RZ�;COHB:�?�C_\`PmL+RESBDEP^COb�b;Q`R�L®d�P_PM\gN)PMSlf�VPMS VPMQ,CE]9bB] H;\~��CELMK0] Pq�CaD�VPMN�PmL+N�PMQ�bBCOQ�] PM\nCON�NZCEXZHBCOS�N�\�:
¬~H�\`\,K0�"S�REH;\�C�TERES�\YCEDGREb�N�VPl]0C>b�Q`PmjwK �PMQ`PhCOb�b�Q`R3Led�Pm�§b�REH;QYkPMN�QgPh] P[bB] H;\�N�Q,COS�\`bJCOQ`PMS�NUb�RE\`\�K �B] Pm:�?§PM\aj>RE�
D�K WBLMCONZK RES;\)PM��PmL+N�H VPMPM\nCOH}SBK TEPmCOH�DGHiS�RZ�;COH�DGP�L®dBCEXoH;PajwCEL®dBK S�P_T3K Q`N�H�Pm]0] PYL+RESBL+PMQ`S;PMS�N>ã;°E �]0C��ÔRESJL+NZK RES
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XZH�PqÖE [] PM\h��RESBL+NZK RES�\hXoHBK�b�PMQ,j�PMN�N�PMS�NiDEPYf�VPMQgPMQnN�REH�\l] PM\iLMCOQ,CEL+NE�PMQ`PM\^NZCOb VPM\�bJCOQi]0A0CON�NZCEXoHJCOS�Nl] REQ`\,XZHBA0K0]
H�NZK0]0K \`PnH�S�\`d�Pm]0]�K S�N�PMQ,CEL+NZK0��:�¢)P�bB] H�\,�3DGP}��C;�L+RES¼�C}LMCOb�N�H�Q`PMQ^] PM\a] REf;K S�\ PMN�j>REN�\aDEP[bBCO\`\`P�N�PM\gN;VPM\>bBCOQa] PM\
CON�NZCEXZHBCOS�N�\��3S�REH�\wC`TERES�\hL+Q�VPBVP}H;S�S�REH�TEPm]©COb�b�Pm]�\`�"\`NE�Pmj>P@D�COS�\}] PYS;RZ�;COH�PMN}j�R�D�K W~VPq] PY\gPMQ`TEPMH�Q}{�{�¹
DGP}��C;�L+RES¼�CwL+PhXoHBA0K0]§H�NZK0]0K \`PiL+PMN�COb;b�Pm]0:
?�C_b�Q`Pmj}K��PMQgP^j>R3D�K WBLMCONZK RES�DGHhS�R,�;COH�L+RESJL+PMQ`S�PY] P bBK0] REN�P'£�£:��:;¨©P bBK0] REN�PwL+RES"N�Q9kR;] P>N�REH�\[] PM\yN�PMQ,jwK SBCOH��
PMN~b�\`PMHBDGRE�eN�PMQ�jwK SBCOH��x\`H;Qa] PM\wjwCELedJK S�PM\w?�K S"H�����PMN bJCOQ`NZK0L+HB]0K��PMQ`Pmj>PMS"N�N�REH�\w] PM\wLMCOQ,CEL+NE�PMQ`PM\[PMS"N�Q�VPM\�bBCOQ
] PM\�H�NZK0]0K \�CON�PMH�Q`\�\`H;Q�L+PM\_N�PMQ,jwK SBCOH��3 �:3¨ªP>bBK0] REN�PiD�VPMW;SBK Nn] PM\n�ÔRESJL+NZK RES�\�DGP}] PmL+N�H�QgP�PMNnD�A�VPmL+Q,K N�H�Q`P[\gH�Q[L+PM\
N�PMQ,jwK SJCOH���:�?�Cwj>R3D�K WBLMCONZK RES�DGPiL+PM\^�ÔRESJL+NZK RES�\ S;REH�\�b�PMQ,j>PMN�DERESBL[D�A0K S"N�PMQ,L+PMb�N�PMQ~N�REH�\a] PM\YLMCOQ,CEL+Ns�PMQ`PM\
\,CEK \,K \ PMN�Ck�@L®d VPM\ bBCOQa]0A0CON�NZCEXoHBCOS"N~\`H�QU\`RES�N�PMQ�jwK SBCE]0:
?�Cw\`PmL+RESBDGP�j>R3D�K WBLMCONZK RES�PM\`Nx�ICEK N�P�D�COS�\l]0A0COb�b�Pm]3\`�"\`NE�Pmj>P0¡:æ�¡`«E�zXZHBK�b�PMQ�j>PMNiD�A PM�UVPmL+H�N�PMQYN�REH�Nab�Q`RE�
fEQ,CEjwj�Pw\`H�Qi] P}\`��\gNE�Pmj�Pm:)��S·j>R3D�K WBCOS"N}L+PMNhCOb�b�Pm]�\`�"\`NE�Pmj>Pm��S�REH�\[b�REH�TERES�\hj�VPmj>REQ,K \`PMQx]0C�]0K \`N�P�DGPM\
WBL®dBK PMQ`\�PM�UVPmL+H�N;VPM\�bBCOQ�]0A0CON�NZCEXZHBCOS�NZ:
?�C¦DGPMQ`SJK��PMQgP�j>R3D�K WBLMCONZK RES¼DGH�S�RZ�;COH�L+RES�\�K \`N�P¥�C¦L+Q�VPMPMQYH�S'S�REH�TEPm]�COb�b�Pm]3\`�"\`NE�Pmj>Pm:U?§Pi\`PMQ`TEPMH�Qx{�{�¹
H�NZK0]0K \`P>L+P)S;REH�TEPm]mCOb�b�Pm]/\g��\`Ns�Pmj>P�b�REH�Q)j�VPmj>REQ�K \`PMQ�LedBCEXZH�P�S;R;j�PMNUj>REN�DGP�bBCO\`\`P)N�PM\`N;VP�bJCOQ�]0A0CON�NZCEXZHBCOS�NZ:
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L+RES�\`R;j}jwCON�PMH�QaDEP[Q`PM\`\`REH;Q,L+PM\,:�¢)PM\aCON�NZCEXZH�PM\~\`NZCONZK \`NZK0XZH�PM\~b�PMH;TEPMS�N}kPMN�Q`P�H�NZK0]0K \�VPMPM\>b�REH�QnDzVPMN�PmL+N�PMQ>H�S�P
COH�f;j>PMS"NZCONZK RESÓCOS�REQ,jwCE] P�DGP�]0A PM�UVPmL+H�NZK RES¸DGPM\qCOb�b�Pm] \Y\`�"\`NE�Pmj>PqPMNqCEK S;\,KUDzVPMN�PmL+N�PMQ�L+PMN�N�P@\,COH�TEPMf;COQ,DEPm�
PMN�DGRESBL�]0A H�NZK0]0K \�CONZK RES DGPqb�REN�\�DGP'jwK Pm]0:~��REH�Q���CEK Q`Pc�ICEL+P��C'L+P@b�Q`RE�B] �Pmj>Pm�~L+PMQ`NZCEK S�\�COb�b;Q`R�L®d�PM\,�zbBCOQ
PM�"Pmj>bB] PwD�COS�\i» ¬Y] ��PMQ�D�K"PMN�CE]0:�ÖE×E×E<o½��mH;NZK0]0K \`PMS�N[DGPM\[j�VPmLMCOSBK \�j>PM\�b�PMQ,j>PMN�NZCOS"N[DGPwj>R�DEHB] PMQ>]0C^XZHBCOS"NZK N;VP
D�A0K SB��REQ,jwCONZK RESi\,COH�TEPMf;COQ,D�VPMP PMS¦��RESBL+NZK RES¦DEPn]0C[LedBCOQgfEPaDGPn]0C[¨_��T~:���REH�QzS�REN�Q`PaK0j>bB]�VPmj>PMS"NZCONZK RESB�sS;REH�\
C�TERES;\nDzVPmLMK0DzVP}DGP_\,COH;TEPMf;COQ,DGPMQn] PM\[K SB��REQ,jwCONZK RES�\[LMCOb�N�H�Q�VPMPM\nDEPa��C;�L+REShb~VPMQ�K R�D�K0XZH�P~PMN[K SBDzVPMb�PMSBD�CEjwj>PMS"N
DGP�]0C�LedBCOQgfEP�DGP�]0C�¨��6T :y|yH;P�]0C�XZHBCOS�NZK N�VP'D;A0K SB�ÔREQ�jwCONZK RES �Ci\,COH�TEPMf;COQ,DGPMQY\gR;K NYfEQ,COSBDGPhREH�S�RESB��]0C
\,COH�TEPMf;COQ�DGP�PM\`NyQ�VPmCE]0K \�VPMP��C d�PMH�QgP W��"Pm:�¨ªPMN�N�P}COb�b�QgR�L®d�P QgPMSBD�bB] H�\�D�K �@LMK0] PM\�] PM\nCON�NZCEXZH�PM\�\`NZCONZK \gNZK0XoH�PM\�:
¨ªPMb�PMSBD�COS"NZ�OS�REN�Q`P�\`N�Q,CON;VPMf;K P>DEPz\,COH�TEPMf;COQ,DEP CªH�SiK SJL+RES�TUVPMSBK PMS�Nyã/N�REH�N�PM\y] PM\�DGRES�S~VPMPM\UL+R;]0] PmL+N;VPMPM\_DGR;K TEPMS"N
kPMN�Q`P}] R3LMCE] Pmj>PMS�NU\gN�R�L®­UVPMPM\_\gH�Q[]0Caj}CELedBK S�P>T3K Q`N�H�Pm]0] P>PMS�CON�N�PMSBD�COS"Nn]0A d�PMH�Q`PYDGPY]0C \,COH�TEPMf;COQ,DGPm:�¨ªR;j}j>P
] PM\aj�R�D�K WJLMCONZK RES�\aDGHx\g��\`Ns�Pmj>PlD�A PM�"bB] R;K NZCONZK RES¥XoH�P�S;REH�\�C�TERES;\_b�Q�VPM\`PMS"N;VPMPM\wD�COS�\�] P[bJCOQ,COfEQ,COb�d�Ph<E:0ÖE:0Ö
\`RES"N��ICEK N�PM\@D;COS�\�] PhS;RZ�;COHB�BS�REH�\�C`TERES�\@DGRESBLhD�VPmLMK0D�VP'DGPl\`N�R3Le­EPMQ¦] PM\qK SB�ÔREQ�jwCONZK RES�\qL+R;]0] PmL+N;VPMPM\�D;COS�\
]0C�j�VPmj�R;K Q`P¥DGH¥S�R,�;COHÓ��D;COS�\}\`RES&PM\`bBCEL+PcD�A0CEDGQ`PM\g\,COfEPm �: ¨©PMN�N�PJZMRES�P¦PM\`Nib�Q�VPmCE]0] REH VPMP�\`NZCONZK0XZH�Pmj>PMS"N
DGP���C;�L+RES �C¼VPMT3K N�PMQ¦] PM\qCE]0] R3LMCONZK RES�\�DG��SJCEjwK0XoH;PM\,�yXoHBK�b�REH�Q`Q,CEK NxK SBDGHJK Q`PiH;S�Pl\`H�Q,L®dBCOQ`fEP�DGP�]0A0CEL+NZK T�K N�VP
¨��6T :�¢�PY��C;�L+RES¡�C_REb�NZK0jwK \gPMQ�]0A PM\gbBCEL+Pwj�VPmj>R;K Q`Pm��] PM\[DGRES�S~VPMPM\[L+R;]0] PmL+N;VPMPM\ \`RES"N~L+R;j�b�Q`PM\`\�VPMPM\h�Ca]0A0CEK0DGPwDGP
]0A0CE] fEREQ,K N�dBj�Ph?	²�£§¶Ó°@» ¶�K0]0]0K0CEj�\^°EïEïE°o½�:
?§PM\^DGRES�S~VPMPM\YLMCOb�N�H�Q�VPMPM\>\`RES"N_\`N�R3Le­UVPMPM\}D�COS�\�]0Cij�VPmj>R;K Q`PxDGH�S�R,�;COHcDEPh]0CwjwCEL®dBK S�P�T�K Q`N�H;Pm]0] P�PMN^DGRESBL
b�REH�Q`Q,CEK PMS"NhkPMN�QgPxK0DEPMS�NZK W~VPMPM\[bJCOQ H�S�CON�NZCEXZHBCOS�NZ:©¨©PMb�PMSJD�COS�NZ�BL+PmLMK�PM\`NwD�K �@LMK0] PxLMCOQ}L+Pm]0ChK0j�bB]0K0XoH;PlXZH�P
°E ~]0A0CON�NZCEXoHBCOS"N>b�RE\`\s�PmDGPx] PM\ b�Q�K T�K0] �PMfEPM\�Q`R"REN	ÞBÖE  K0]�PM\gNaLMCObBCO�B] PxD�A0K0DGPMS"NZK W�PMQY]0C�ZMRES;Plj�VPmj>R;K QgP�H�NZK0]0K \�VPMP
b�REH�Qn] P[\`N�R3Le­§COfEPhDEPM\aDGRES�S~VPMPM\_PMNaáE �K0]3K0DGPMS"NZK W�PiXZH�Pi]0A0CE] fEREQ�K N�dBj>Ph?c²�£§¶Ó°~PM\`N�H;NZK0]0K \�VPm:
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?§PM\hDGRES�S~VPMPM\n\�COH�TEPMf;COQ,D�VPMPM\�D�COS�\}]0C^�JCO\`PqDGPqDGRES�S~VPMPM\�S�PY\`RES"N[bBCO\[PMS"TERZ�UVPMPM\^T�K0C�] P}Q�VPM\`PmCOHB��L+R;j}j>P
L+Pm]0C@PM\`Nh\`REH�TEPMS"NhQ�VPmCE]0K \�VP&D�COS�\h��PmCOHJL+REH�b�D�A0K0j�bB]�VPmj>PMS�NZCONZK RES;\'DGP¦b�REN�\�DGPcjwK Pm])dBCOH�N�P�K S�N�PMQ,CEL+NZK RES
��LM��:~» ¬Y] ��PMQ�D�K"PMN�CE]0:�ÖE×E×E<M½� �:)?�PM\lDGRES;S VPMPM\�\`RES"NhL+REbJK�VPMPM\Y\gH�Qh]0C@jwCELedBK S;Pib�d"�"\,K0XoH;P@ã3N�REH�Nl] P¦L+RES"N�PMS�H
DGP@]0Cqj�VPmj>R;K Q`P�D�A H�S�PqjwCEL®dBK S�PwT3K Q`N�H�Pm]0] PiPM\`NhD;K Q`PmL+N�Pmj>PMS"NhCELML+PM\`\,K �J] P�DGPMb;HBK \i]0C�jwCEL®dBK S�Pib�d��"\,K0XZH�Pm:
?�A0C`T9COS"NZCOfEP}DGP^L+PMN�N�P~\gN�Q,CON;VPMf;K P�PM\`N>XZHBA Pm]0] P~PM\`N�D�K �@LMK0] Px�CaK0DGPMS"NZK W�PMQ�bBCOQ>]0A0CON�NZCEXZHBCOS"NZ:�¨�A PM\`N�H�S�P�\,K0j�bB] P
L+REbBK P�DGP¦DERES�S VPMPM\�D�A H�S�PiQ�VPMf;K RES¼DEP�j�VPmj>R;K QgPiTEPMQ`\�] P�D�K \,XZH�P@DGH;QhDGH'\`��\gNE�Pmj�PhQ�VPMPm]yXZHBK3PM\gN�Q�VPmCE]0K \�VPMP
H�S�PY��R;K \�bBCOQUF�REH�Qi�C_H;S�P>d�PMH�Q`P~b�Q�VPmLMK \`Pi��L+PMN�N�PnREb VPMQ,CONZK RES�DGH;Q`P^j�R;K S�\nD�A H�S�P>\`PmL+RESJDGPm �:3ÕzREH;\Ub�PMS;\`RES�\
XZH�P^L+PMN�N�Pn\`R;] H�NZK RESxPM\`N[j>PmK0]0] PMH�QgP}XoHBA H;S�P_\,COH;TEPMf;COQ,DGP�bBCOQ[] P>Q�VPM\`PmCOH'LMCOQn]0A0CEL+NZK T3K N;VPlDGHhQ�VPM\`PmCOH�PM\gN�bJ] H�\
��CELMK0] Pmj>PMS�N RE��\`PMQ`T§CO�B] P[bJCOQ�]0A0CON�NZCEXoHJCOS�NZ:
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S�R,�;COHB:3{GPMHB] PM\n] PM\�L+RES;S�PM��K RES;\UPMS�N�Q,COS"N�PM\�\`H;Q�] P�\gPMQ`T�K0L+P}{;{�¹���b�REQ`N[ÖEÖE J\`RES"NnCOH�N�REQ,K \�VPMPM\_bJCOQ�H;ShbJCOQ`PM�
��PMHB:�Ø�REH�N�PM\a] PM\�L+RES�S�PM�3K RES�\U\`REQ`NZCOS"N�PM\_\gRES�N[K S"N�PMQ,D�K N�PM\aDEPY��C;�L+RES&�CYL+P}XZH�Pw] PM\�CON�NZCEXoHJCOS�N�\ S�P>b�HBK \`\`PMS"N
H�NZK0]0K \`PMQ�S�REN�Q`Pwb�RENiDEPqjwK Pm]3b�REH�Q}CON�NZCEXZH�PMQxD�A0COH�N�Q`PM\ij}CELedBK S�PM\a\`H�Q��+S"N�PMQ`S�PMNh��L+P¦XoHBK3S�REH�\[bB]0CEL+PMQ�CEK N
D�COS�\_H�S�P>\,K N�HBCONZK RES�K0]0]�VPMf;CE] Pm �:

machines virtuelles
VMWare

de données

connexion bloquée

connexion

Internet

mécanisme de collecte

passerelle
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?�C�L+RES�S;PM��K RESc\`H�Q�] Pl\`PMQ`T3K0L+P�{�{�¹�PM\gNx]0A H;SBK N;VP�D�A RE��\`PMQ`T§CONZK RES��ÔREH;Q`SBK PhbBCOQ�] Phb�RENxDGP�jwK Pm]0:y¨ªdBCEXZH�P
L+RES�S�PM�3K REScPM\`N�LMCOQ,CEL+N;VPMQ,K \�VPMPqbJCOQlLMK SBX�CON�N�Q,K ��H�N�\�ã�]0C¦D;CON�P�DEP¦]0C�L+RES�S�PM�3K RESB��]0A0CEDGQ`PM\`\`Pl�M��XoHBK�PM\`N��C
]0A REQ,K f;K S�P¦DGP�]0CxL+RES�S�PM�3K RESB�©] Pq] REf;K S�PMN}] Pqj>REN}DGP^bBCO\g\`PYN�PM\`N;VPM\,�3H;S¦��R"R;]�VPMPMS·K SBD�K0XZHBCOS"N~\�K©] Pqj>REN}DGP
bBCO\`\gP�PM\`N�L+REQ`Q`PmL+N PMN�H�Sx��R"R;]�VPMPMS�K SBD�K0XZHBCOS"NU\,K3]0CwL+RES�S;PM��K REScL+RES�NZK PMS"NaDGPM\aL+R;jwjwCOSBDGPM\^K S�N�PMQ�CEL+NZK TEPM\,:
¨ªdBCEXZH�P�PM��b~VPMQ,K0j�PMS�NZCONZK RES·C�VPMN;VPqj>PMS VPMP^PMScDGPMH;�xN�Pmj>b�\,:JÕzREH;\^C`TERES�\}L+R;jwj>PMSBL�VP�DGH�Q�COS�N^] P�b�QgPmjwK PMQ
j>R;K \@D;A PM��b~VPMQ,K0j�PMS�NZCONZK RES&bBCOQ@D�VPMbB] R,�EPMQ¦] P�b�REN�DGP�jwK Pm]_C�TEPmLq] Px\gPMQ`T�K0L+P�{�{�¹Äj}CEK \w\,COS�\qD�VPMW�SJK Q@DGP
L+R;j>b�N�P�D�A H�NZK0]0K \�CON�PMH�Q,:�?§PM\xL+RES�S�PM�3K RES�\�{�{�¹ K SB��Q`HBL+N�H�PMH�\gPM\nRE��\`PMQgTUVPMPM\Yb�PMSBD�COS"NiL+PMN�N�Plb VPMQ,K R3DGPiS;REH�\
RES"N�b�PMQ,j}K \�D;A0C�TER;K Q�H�S;PaK0D�VPMP}DGPM\nL+REH�bJ] PM\n��] REf;K Sc�Ej>RENnDGP>bBCO\`\gPm �] PM\UbJ] H�\)N�PM\gN;VPM\�:�ÕzREH;\nC�TERES�\UPMS�\gHBK N�P
L+Q�VP�VPl°Eà}L+R;j>b�N�PM\aD;A H�NZK0]0K \,CON�PMH�Q`\�:
?�C¦bJ]0CON�Pm�ÔREQ,j�P·C¸VPMN;VP«D�VPMbB] R,�UVPMP�\`H�Qx�+S�N�PMQgS�PMNxb�PMSBD�COS"Nh8;°Eï�FIREH;Q`\,�)b VPMQ,K R3DGP�b�PMSBD�COS"N�]0CEXoH�Pm]0] P&µE<O8
CEDGQ`PM\g\`PM\��M��RES"N�PM\g\,C��UVPYDEP�\`PaL+RES;S�PmL+N�PMQ>COHh\`PMQ`T3K0L+Pa{;{�¹·DEPM\�b�REN�\~DGP^jwK Pm]0�Eb�REH�Q�H�SwN�RENZCE]�DGP�<E<EÖaáEµEÖ
L+RES�S�PM�3K RES�\,:;�;REH;Q LedBCEXZH�P�L+RES;S�PM��K RESJ��H�S@L+REH�bB] Pn��] REf;K SA�Ej>REN>DEPUbBCO\`\`Pm ©CqVPMN�VPY�ÔREH�QgSBK,bBCOQ ]0A0CON�NZCEXZHBCOS�NZ:
¨ªPMQ`NZCEK S;\yL+REH�bJ] PM\BRES"NYVPMN�VPyH�NZK0]0K \�VPM\©bB] H�\�K PMH�Q`\)��R;K \,:mÕ�REH�\JPMSlC`TERES�\JQ`PmL+PMS�\�VP[ïEâEáO8;àE:"TzS�P>COSBCE] �"\`P~D�VPMNZCEK0]0]`VPMP
DGP}L+PM\^L+REH�bB] PM\_PM\gN�b�Q�VPM\`PMS"N;VPMPlD�COS;\�]0C>\`PmL+NZK RESc<E: 8;:
?�C~bJ] H�bBCOQ`N�DGPM\nL+RES�S�PM�3K RES�\�{;{�¹cRES"N@VPmLed�REH~VPm:B�3S�L+RES�\,K0D�VPMQ,COS"Na] PM\nL+RES;S�PM��K RES;\�Q�VPMH�\`\,K PM\_b�REH;Q�L®dBCEXZH�P
L+R;j>b�N�P¦L+Q�VP�VP�D�COS�\nS�REN�Q`PwPM�"b VPMQ,K0j>PMS"NZCONZK RESB��L+R;jwj>P@K0]0] H�\gN�Q�VP¦D�COS�\h]0C^W�fEH�Q`Pq<E:0áE�3S�REH�\[b�REH�TERES�\hD�K \`�
NZK S�fEH�PMQ�DGPMH;�¯VPMNZCOb�PM\Yb;Q,K SBLMK bBCE] PM\�L+REQ`Q`PM\gb�RESJD�COS�N��C¦DGPMH���N��"b�PM\�D�K ��VPMQ`PMS"N�\@D�A0CEL+NZK T3K N;VPm:�?�Cib�QgPmjwK��PMQ`P
VPMNZCOb�P�K0DGPMS�NZK W~VPMPqbBCOQ(ù � L+REQ`QgPM\`b�RESBD��C¦]0Chb~VPMQ�K R�DGPlRE��\gPMQ`TUVPMP�PMS"N�Q`P�]0C�D�CON�P�DGP�L+Q�VPmCONZK RES�DEH¼L+R;j�b�N�PD�A H�NZK0]0K \�CON�PMH�Q�PMNw]0Cab�Q`PmjwK �PMQ`P�L+RES�S�PM�3K RES�Q�VPMH�\`\�K PYb�REH;Q^L+P�L+R;j>b�N�Pm:©?BC�\`PmL+RESBDGP¥VPMNZCOb�Pm�©K0DGPMS�NZK W~VPMP}bBCOQ
ù ¯ �©L+REQ`Q`PM\`b�RESBD¡�Cq]0Cab VPMQ,K R�DEPwRE��\`PMQ`TUVPMPwPMS"N�Q`P@]0C^b�QgPmjwK��PMQ`P@L+RES�S�PM�3K RES�Q�VPMH�\g\,K Pwb�REH�Q}L+PqL+R;j>b�N�P}PMNi]0Cb�Q`Pmj}K��PMQgPiL+RES�S�PM�3K RESqQ�VPMH�\g\,K P[b�REH�QnL+PiL+R;j>b;N�PiC�TEPmL_\,CEK \,K PiDEP}L+R;jwjwCOSBDGPM\ bBCOQ�]0A0CON�NZCEXZHBCOS"NZ:

réussie avec ce couple
Première connexion

réussie avec ce
Première connexion

Déclaration 

date

τ2τ1

couple et avec saisie de commandedu couple

±U² ³U´�<E:0á>=@£zPm]0CONZK RES@PMS"N�Q`P�ù � PMN8ù ¯

?§P�NZCO�B] PmCOH <E:0°¦b;Q�VPM\`PMS�N�P¥] PM\�DGH;Q�VPMPM\�L+REQ`Q`PM\`b�RESBD�COS"N¡�C0ù � PMN�ù ¯ ��RE�;\`PMQ`TUVPMPM\xb�REH�Q�L®dBCEXoH;P�L+R;j�b�N�PD�A H�NZK0]0K \�CON�PMH�Q,:J�M]JPM\`NqK S�N�VPMQ`PM\g\,COS�N�DGP�L+RES�\`NZCON�PMQ�XoH;P�ù ¯ SBA PM\gNYF CEjwCEK \}S�HB]y��PM�3L+PMb�N;VP@b�REH�Q�] Pxb�QgPmjwK PMQL+R;j>b�N�Pm �:n¨ªPmLMK[K SBD�K0XZH�P¥LM]0CEK Q`Pmj>PMS"N�XZHBA0K0]��ÓC�DGPMH�� VPMNZCOb�PM\cD�COS�\�] P�b;Q`R�L+PM\g\`H�\�D�A0K S"N�Q`H�\,K RES¯��S;REH�\
Q`PMT3K PMSBDGQ`RES;\~bJ] H�\�PMS¡DzVPMNZCEK0] \�\gH�QwL+PYb�Q`R3L+PM\`\`H�\}D�COS;\}]0Ca\`PmL+NZK RES·<E:0áE �:z?BCab�Q`PmjwK �PMQ`P&VPMNZCOb�P@L+RES�\�K \`N�P��C
DGPMT3K S�PMQ}] Pqj>REN}DGP^bBCO\g\`PqL+REQ`Q`PmL+N�b�REH�Q>H�S¡L+R;j>b;N�PYbBCOQ`NZK0L+HB]0K PMQ,�©j�REN}DGP^bBCO\`\`PqXZHBK�SBA PM\`N>bBCO\[H;NZK0]0K \�VP
K0jwj�VPmD�K0CON�Pmj�PMS�NZ:ª?�C[\`PmL+RESBDGPcVPMNZCOb�Pm�;f�VPMS VPMQ,CE] Pmj>PMS"N}XoH;Pm]0XoH�PM\ FIREH;Q`\�bB] H�\ NZCOQ,D���L+RES;\,K \`N�P��C[H�NZK0]0K \`PMQYL+P
j>REN�DGP)bBCO\`\`Pyb�REH�Q�Q�VPmCE]0K \gPMQzH�S�P>L+RES�S�PM�3K RESqK S�N�PMQ,CEL+NZK TEP_\`H�QU] P�b�RENyDGP>j}K Pm]"C`TEPmLJ\,CEK \,K P[DGP�L+R;jwjwCOSBDEPM\,:
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ù � ù ¯T�¬Y° °�FIREH�Q 8wF�REH�Q`\
T�¬YÖ °O�EÖ[FIREH�QgS�P�VPMP 8@jwK S"H�N�PM\
T�¬Yá °E<�FIREH�Qg\ °>F�REH�Q
T�¬~8 <>F�REH�Q`\ °E×>F�REH�Q`\
T�¬Y< <>F�REH�Q`\ S"HB]0] P
T�¬Yµ °>F�REH�Q`\ 8wF�REH�Q`\
T�¬Yà <>F�REH�Q`\ â>F�REH�Q`\
T�¬Yâ °�FIREH�Q ï>F�REH�Q`\
T�¬Yï °�FIREH�Q °EÖ>F�REH�Q`\
Tz¬Y°E× á>F�REH�Q`\ ÖwjwK S"H�N�PM\
Tz¬Y°E° à>F�REH�Q`\ 8wF�REH�Q`\
Tz¬Y°EÖ °�FIREH�Q â>F�REH�Q`\
Tz¬Y°Eá <>F�REH�Q`\ °Eà>F�REH�Q`\
Tz¬Y°O8 <>F�REH�Q`\ °Eá>F�REH�Q`\
Tz¬Y°E< ï>F�REH�Q`\ à>F�REH�Q`\
Tz¬Y°Eµ °�FIREH�Q °O8wF�REH�Q`\
Tz¬Y°Eà °�FIREH�Q °EÖ>F�REH�Q`\

ú6û	ü ´3<E:0°�=¦¹ K \`N�REQ�K0XoH�PhDGP}]0CwD�VPmL+REH�TEPMQ`N�PxDGPM\�L+R;j�b�N�PM\
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¨ªPMN�N�Pw\gPmL+NZK RES'PM\`N}D�VPmD;K�VPMP¡�C�]0A0COSBCE] �"\`P@DEH�b�Q`R3L+PM\`\`H�\}D�A0CON�NZCEXZH�Pi\`H�Q�S�REN�Q`PYb�REN}DGPqj}K Pm]0:zÕzREH;\hK S"N�Q`RE�
DGHBK \gRES�\YN�REH�NqD�A0CO��REQ,D�] P�L+RESBL+PMb;N@DGPx\`PM\`\�K RES¤D�A0CON�NZCEXZH�P�PMNYS�REH�\qD�VPmL+Q�K TERES�\¦L+R;jwj�PMS�NwS;REH�\qC�TERES�\
LM]0CO\`\,K W~VPMP�L+PM\a\`PM\`\,K RES;\hDGP��IC;�L+RES �C�COSBCE] �"\`PMQx] P}b�Q`R3L+PM\`\`H;\hD�A0CON�NZCEXZH�P¦L+REQgQ`PM\`b�RESBD�COS"NZ:���S�\`HBK N�Pm��S;REH�\
b�Q�VPM\`PMS"N�RES�\,��D�COS�\�] PM\ \`PmL+NZK RES�\a<E: 8iPMN�<E:0<E��] PM\aDGPMH���VPMNZCOb�PM\ b�Q,K SBLMK bJCE] PM\�DGP}L+Pnb;Q`R�L+PM\g\`H�\nD�A0CON�NZCEXZH�Pm:

É)¿$À�¿ÅÌ þ,È�Ã�ÎRà,ÎÅß)Ï§ÍPà,Î®Ë�ÎÓÈ�Ã�Å@Å�Ã;Å�Å,Î®Ë�Î�Å¦È�ã$Í=à,àGÍPÿªÆ)Ã�Å
�ªCOQ,jwKU] PM\@L+RES;S�PM��K RES;\¦{�{�¹~�yL+PMQ`NZCEK S�PM\�K SBLM] H�PMS"NqDGPM\@L+R;jwjwCOSJDGPM\,:UÕ�REH�\@COb�b�Pm] RES�\qL+PM\@L+RES;S�PM��K RES;\
úgñmò�ò�õ��,ôIñmò�
8
R� ÷súZreô�ñsò9:�?§PM\ COH;N�Q`PM\,��XZHBK§L+RES�\`NZK N�H;PMS�N ]0CnjwC�FIREQ�K N;VPm�sSBA0K SBLM] H�PMS"NzbBCO\~DGPnL+R;jwjwCOSBDEPM\,:�Õ�REH�\
] PM\aCOb;b�Pm] RES;\^úgñsò;ò�õ��,ôIñsò�
�
R� ÷sÿ9repsõZò�reô �yúö÷sreôIñmò9:
?§PM\�L+RES�S;PM��K RES�\�D�A0COH;N�d�PMS�NZK WJLMCONZK RES¥b�PMH�TEPMS�Na�BK PMS�\�kH�Qab�Q`R,TEPMSBK QqD�A PMQ`Q`PMH;Q`\,�3N�Pm]0] PM\qXZHBA H�S�H�NZK0]0K \,CON�PMH;Q
C��;COS"NY\,CEK \,KBH�S;P�jwCOH;T9CEK \`P�CEDGQgPM\`\`Ph�/��:��/]B\`P�L+RES�S�PmL+N�Px\`H;Q�S�REN�QgPib�RENxDGP�j}K Pm]0�UDGPMH���REHcN�Q`R;K \q��R;K \,�
Q�VPmCE]0K \`Pw\gRES�PMQ`Q`PMH�Q>PMN}CO�BCOSBDERES�S�Pm:JÐ@CEK \,��bJ] H�\�b�Q`RE�BCO�J] Pmj>PMS�NZ�ªL+PM\iL+RES;S�PM��K RES;\}L+REQ`Q`PM\`b�RESBDGPMS"Nq�CxDGPM\
÷srere÷.!,ÿ9õ[
Ut"÷só%
sôIú,reôIñmò�ò�÷sô�óîõo:UTzS;PhCON�NZCEXZH�P^bBCOQ^D;K0L+NZK RES�SBCEK Q`PaPM\`N~H�S�Pn\gHBLML+PM\`\,K RES¥DGPlL+RES�S�PM�3K RES�\wD�A0COH��
N�d�PMS"NZK WBLMCONZK REScQ,COb�b�QgR�L®d VPMPM\lD�COS;\i] P}N�Pmj>b;\,�zXZHBK�T3K \`PMS�N��C�D�VPmL+REH�T"Q,K QxDGPM\hj>REN�\xDGPwbJCO\`\`P@��CEK �B] PM\a\`H�Q
S�REN�Q`P�jwCELedBK S;Pm:�?�C�j}C�FIREQ,K N�VPcDGP'L+PM\¦L+RES;S�PM��K RES;\&VPmLed�REH;P�Þ�L+Pm]0] PM\�XoHJKJQ�VPMH�\`\,K \`\gPMS�N@L+REQgQ`PM\`b�RESBDGPMS"N��C
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]0C�D�VPmL+REH�TEPMQgN�P�D�A H�S�j�REN@DGPlbBCO\`\`Pm:©�/]JPM\`N}N�Qs�PM\}b�Q`RE�JCO�B] P�XoH�P�] PM\�j>REN�\@DGPxbJCO\`\`P�D�VPmL+REH�TEPMQ`N�\hTERES"N
\`PMQ`T3K Q@�CiDEPl��H�N�H�Q`PM\YCON�NZCEXZH�PM\}XoHJK�TERES"N>H�NZK0]0K \`PMQ}DGPM\YL+RES�S�PM�3K RES�\}D�A0CEL+NZK RESB�ªK SBLM] HJCOS�NwDGPM\YL+R;jwjwCOSBDEPM\
K S"N�PMQ,CEL+NZK TEPM\,:
¬~W�S@D�A RE��N�PMSJK Q�H�S@j�PmK0]0] PMH�Q>COb�PMQ9�L+H¦DGPM\�b�QgR�L+PM\`\gH�\ D�A0CON�NZCEXZH�P_RE�;\`PMQ`TUVPM\�\`H�Q�S�REN�Q`P_b�REN_DGPajwK Pm]EPMN>COSBCO�
] �"\`PMQ�] PM\UCEL+NZK T�K N�VPM\zQ�VPmCE]0K \�VPMPM\�bBCOQ�] PM\UK S�N�QgH�\,�/S�REH;\�C�TERES;\BQ`PMfEQgREH�b VP~] P)fEQ,COSBDUS;R;j���QgP DGP~L+RES;S�PM��K RES;\�{�{�¹
XZH�PyS�REH�\�C�TERES�\)PMS�Q`PMf;K \`N�Q�VPMPM\)PMS®
gõ�
7
gô�ñsò�
`:�TzS;P�
gõ[
2
gô�ñsò PM\`NªH�S;P�\�VPmXZH�PMSBL+PnDEP�L+RES;S�PM��K RES;\zQ,COb�b�QgR�L®d VPMPM\
D�COS�\�] P~N�Pmj>b�\,�mQ�VPmCE]0K \�VPMPM\aDGPMb;HBK \~]0CajlkPmj>PwCEDGQ`PM\`\gP �M�@PMN>LMK �B]0COS"N[]0C�jxkPmj�PYCEDEQ`PM\`\`P~�/�c��LMA PM\`N����CO�gD;K Q`P}]0C
jxkPmj>Pij}CELedBK S�PnT�K Q`N�H;Pm]0] Pm �:	T�S�P�\`PM\`\,K RESqQ`PMb�Q�VPM\`PMS"N�Pi] PiL+R;j>b�REQ`N�Pmj�PMS�N�D;A H�S�CON�NZCEXoHBCOS"N_\gH�Qn] P[b�RENnDGP
jwK Pm]0:��ªCOQyPM��Pmj>bJ] Pm�s\,KmH�S�CON�NZCEXoHJCOS�NyQ�VPmCE]0K \`P�H�S;P_\�VPmXZH�PMSBL+PwDGPYL+RES�S�PM�3K RES�\[D�COS�\�H�SiN�Pmj�b�\)N�Qm�PM\nL+REH;Q`N
] PhFIREH�Q��ª��XZHBA0K0]�S;P¦��CEK NnPMS�\`HJK N�P�COHBL+H;S�P@L+RES�S�PM�3K REScb�PMSBD�COS"NiÖYF�REH�Q`\aPMNhXZHBA0K0]�Q�VPmCE]0K \`PlH�S�PwS�REH;TEPm]0] P
\�VPmXZH�PMSBL+P'DGP�L+RES�S;PM��K RES�\qD;COS�\YH�ScN�Pmj>b�\YN�Qm�PM\�L+REH�Q`N�] PxFIREH;Q�����áQÞyCE] REQ`\,�JS;REH�\qK0DGPMS"NZK W�RES�\qDGPMH��
\`PM\`\�K RES�\�D�A H�S�jxkPmj�PhCON�NZCEXZHBCOS�NZ:
¨ªR;jwj�P�PM�"bB]0K0XZH VPnD�COS�\a» ¬Y]0CONZC}ÖE×E×Eào½��"]0A0K0DEPMS�NZK WBLMCONZK RES�DGPM\©\`PM\`\�K RES�\_D�A0CON�NZCEXZH�PM\zb�PMH�N>kPMN�Q`Pn�ICEK N�P_fEQ9kCEL+Ph�C
]0A0CE] fEREQ,K N�dBj�P>DGP~]0C��ÔPMS�kPMN�QgP)f;]0K \`\�COS�N�Pm�ZPMShL+RES�\�K0DzVPMQ,COS�NJH�S[\gPMHBK0]sXZHBKEDzVPMW�SBK Ny]0C_DGH�Q�VPMP~jwCO��K0j_HBj¥\�VPMbBCOQ,COS"N
]0CnQ�VPmL+PMb�NZK RES�\`H�QY] Pab�RENYDGPljwK Pm]ªDGPlDEPMH��xbBCEXZH�PMN�\^L+RES;\�VPmL+H�NZK0�Ô\hCOb�bBCOQ`N�PMSBCOS"Nq�Ch]0ChjxkPmj>P^\`PM\`\�K RESB:B?BC
D�VPMW�SBK NZK RES�DGP�L+Px\`PMHBK0]JPM\`NYf)VPMS~VPMQ,CE] Pmj�PMS�Nh�BCO\�VPMP�\`H;QqDGPM\Yd�PMH�Q,K \gNZK0XoH�PM\�:�?BChW�fEH�Q`P�<E: 8�QgPMb�Q�VPM\`PMS"N�P'] P
S�R;j_��Q`P�DGP^\`PM\`\�K RES�\[RE��N�PMS"H�PM\[PMS�fEQ`REH;bBCOS�N}] PM\hL+RES�S�PM�3K RES�\i{�{�¹¼b�REH;QYD;K ��VPMQ`PMS"N�PM\nT§CE] PMH�Q`\iDEH¦\gPMHBK0]
��PMS¡\gPmL+RESBDGPM\, �:~ÑyS¥b�PMH�NqL+RES�\gNZCON�PMQ�XZH�P'] P@S�R;j_��Q`P�DGP�\gPM\`\,K RES�\hS�P'L®dBCOS�fEPqbJCO\}\,K fESBK WJLMCONZK TEPmj>PMS�N
] REQ`\,XZH�P�] Px\`PMHBK0]UD�VPMbJCO\`\`P�°Eµl\`PmL+RESJDGPM\,:U¢>COS�\qL+P�LMCO\,��°EïO8;×x\`PM\`\,K RES�\Y\gRES�NYRE��N�PMS"H�PM\wPMS�QgPMfEQ`REH�bBCOS"N
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±U² ³U´�<E: 8w=@��TER;] H�NZK RES�DGHxS;R;j���QgP}DGP[\`PM\`\�K RES�\�PMS'��RESBL+NZK RES�DEH�\`PMHBK0]

sessions non dangereuses et non persévérantes
sessions non dangereuses et persévérantes

persévérance

dangerosité

ensemble de 210 
sessions dangereuses

INTRUSIONS

ensemble de 1730
sessions non dangereuses

ensemble de 1391

ATTAQUES PAR DICTIONNAIRE

ensemble de 339 

sessions

ensemble de 1940
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\`RES"N_\`b~VPmLMK0CE]0K \�VPMPM\hD�COS�\aL+P�N��"b�PiD�A0CON�NZCEXZH�P�PMN S�P[\`RES"N_bJCO\_H�NZK0]0K \�VPMPM\>b�REH�Q�Q�VPmCE]0K \`PMQwDGPM\^K S�N�QgH�\,K RES�\,:�¨ªP
Q�VPM\`HB] NZCON�PM\`N>D�A0COH�NZCOS"N�bB] H�\>K S�N�VPMQ`PM\g\,COS�N[XZH�P�S�REH;\~]0A0C�TERES;\�TUVPMQ,K W~VP~\`H�Q�H;S�P�] RES�fEH�P b VPMQ,K R3DGPa��8;°Eï_FIREH;Q`\, �:
Õ�REH�\�C`TERES�\�VPMf;CE] Pmj>PMS�N�L+R;j�bBCOQ�VPc] PM\�CEDGQ`PM\g\`PM\i�M� XoHJKªQ�VPmCE]0K \`PMS"N�] PM\�CON�NZCEXZH�PM\lbBCOQ¦D;K0L+NZK RES�SBCEK Q`P¦PMN
] PM\@K S"N�Q`H�\,K RES;\qC�TEPmLq] PM\¦CEDGQ`PM\`\`PM\}�/�«RE�;\`PMQ`TUVPMPM\i\`H�Qq] PM\wb�REN�\qDGP�j}K Pm]J�BCO\`\`P�K S"N�PMQ,CEL+NZK RES�DEP�]0ChbB]0CO�
N�Pm��REQ,j>P#":¡�¨:©�©�¡Qª[«� �¬�:%$&�'��� � �¥DGP�L+PM\�CEDGQgPM\`\`PM\aSBA0C«VPMN�VPxRE��\gPMQ`TUVPMPl\`H�Ql] PM\^b�REN�\xDGP�jwK Pm]��BCO\`\`P�K S��
N�PMQ,CEL+NZK RESB:y¨ªPiQ�VPM\`HB] NZCON�L+RES�W�Q�j>P¦]0Cw\`b VPmLMK0CE]0K \,CONZK RES�DEPM\hjwCEL®dBK S�PM\�XoHJK3Q�VPmCE]0K \`PMS"N^\`PMHB] Pmj>PMS"N�H;S�N��"b�P
D�A0CON�NZCEXZH�Pm:�¢)P�bB] H;\,�9CEK S�\,K§XZH�Pn] Pnj>RES"N�Q`Ph» ��REH�fEPMN_PMN^CE]0:�ÖE×E×O8m½��§] PM\ CON�NZCEXZH�PM\)bBCOQ D�K0L+NZK RES�SJCEK Q`PUS�PU\`RES"N
bBCO\JS VPmL+PM\`\,CEK Q`Pmj�PMS�N©Q�VPmCE]0K \�VPMPM\>C�TEPMH�f;]`VPmj>PMS"Nz\`H�QBSBA0K0j>b�REQ`N�P>XoH�Pm]0] P�CEDGQ`PM\g\`P)�M��DGP~]0A �+S"N�PMQ`S�PMNZ:�TzS�PxVPMNZCOb�P
b�Q�VPm]0K0jwK SJCEK Q`P�DGP�\�LMCOSB��b�REH�Q_K0DGPMS"NZK W�PMQ ] PM\�\gPMQ`T�K0L+PM\>D�K \`b�RESBK �B] PM\©\gH�Q_] PM\~��H�N�H�Q`PM\©T3K0L+NZK0j>PM\,�sb�Q�VPmL��PmDGP_\gREH��
TEPMS"N~]0A0CON�NZCEXZH�P bJCOQ D�K0L+NZK RES�SBCEK QgPm:;¨ªPMb�PMSBD�COS"NZ��]0A`VPMNZCOb�P^DEPU\,LMCOS¦DGP_b�REQgN�\zSBA PM\`N)bBCO\z\`�"\`N;VPmjwCONZK0XZH�P^D;COS�\
N�REH�\�] PM\_b�Q`R3L+PM\`\`H�\[D�A0CON�NZCEXZH�PiL+RES�S"H�\,:�¨ªPmLMK3C�VPMN�VP�RE��\`PMQ`TUVP[bBCOQUPM�"Pmj>bB] P}D�COS�\n]0A`VPMN�HBDEP[PM��b~VPMQ�K0j>PMS�NZCE] P
b�Q�VPM\`PMS"N;VPMP�D;COS�\@» �JCOS;FIº�COSBK9PMN^CE]0:�ÖE×E×E<M½��©D�COS;\}]0CEXoH�Pm]0] P¦] PM\iCOH�N�PMH�Q`\}j�RES�N�Q`PMS"NiXZH�P^bB] H�\}DGP�<E×EÜ DGPM\
CON�NZCEXZH�PM\ RE�;\`PMQ`TUVPMPM\ SBA RES"N�bBCO\�VPMN�VPab�Q�VPmL§VPmDzVPMPM\�bBCOQ�DGPM\�\�LMCOS�\�DGP�b�REQ`NZ:
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RE��\`PMQgTUVPn\gH�Qn] P[b�RENnDGP}jwK Pm]�ã
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]0CYN�Q�COS�\,jwK \`\�K RES&DGPM\lDGRES�S~VPMPM\aPMS�N�Q`P¦] P¦LM]0K PMS"N�PMNl] P}\`PMQ`TEPMH;QhD�A H�S;PqL+RES�S�PM�3K RES«{�{;¹�PM\`NlCO\`�"SBLed�QgRES�Pm:
?�C�bB] H;bBCOQ`NYDGH�N�Pmj>b�\,�J] PM\iK0j>bB]`VPmj>PMS"NZCONZK RES�\lDGPM\wLM]0K PMS�N�\l{�{�¹«H�NZK0]0K \gPMS�N}]0Cl��RESBL+NZK RES]¦�¡�§�¡=«[£po�q[b�REH�Q
Q�VPmL+H�b~VPMQ`PMQ~]0C�N�REHBLed�PU\�CEK \,K PUbBCOQ�]0A H�NZK0]0K \,CON�PMH�Q�:�?§REQ`\�XoH�P�L+PnDGPMQ`SJK PMQUCOb;b�HBK P�\`H�Q�]0C�N�REHBLed;Pm�§L+PMN�N�P��ÔRESJL+NZK RES
\`P N�PMQ,jwK S�P PMN>] PYLM]0K PMS�N�PMS"TER;K PY] PYLMCOQ,CEL+Ns�PMQ`P>\,CEK \,K�COHh\`PMQ`TEPMH�Q,:�¢>COS�\>] PYLMCO\�D�A H�S¦L+REbJK PMQ��EL+R;]0] PMQnD�COS�\�H�S
N�PMQ,jwK SJCE]0��H�S�NZCEj�b�RESqj�VPmj�R;K Q`PnL+RES�N�PMSJCOS�NzN�REH;N�PM\ ] PM\_DGRES�S~VPMPM\ K \g\`H�PM\�DGH�L+REbBK PMQ��EL+R;]0] PMQ)PM\`N©PMS�TER,�UVP \`H�Q
]0CYL+RES�S�PM�3K RES�{;{�¹ :�¢>COS�\�S;REN�Q`P}K0j>bB]`VPmj>PMS"NZCONZK RESB��] PM\aDGRES�S~VPMPM\_PMS"TERZ�UVPMPM\>\`H�Q[]0CwL+RES�S�PM�3K RES'{�{;¹�\`RES"N
Q`P��L+H�PM\abBCOQl]0Cq��RESBL+NZK RES £�£�� ©:¡�Ô�¤po�qE:©Õ�REH�\xL+RES�\,K0D�VPMQ`RES;\lDGRESJLwXoH;Pw\,K�L+PMN�N�P���RESBL+NZK RES'QgPMN�REH�Q`S�PwbJ] H�\
D�A H�S¥LMCOQ,CEL+Ns�PMQ`Pm��CE] REQ`\i] PM\}DERES�S VPMPM\[RES"N'VPMN;VPiPMS�TER,�UVPMPM\abBCOQ�H�S�P^REb~VPMQ,CONZK RES«L+REbBK PMQ��EL+R;]0] PMQ,:)�3S�Q�VPM\`HJj�VPm�
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S�REH�\hL+RES�\,K0D�VPMQ`RES�\xXZHBA H�S�P@K S"N�Q`H�\�K RES�\,COS�\h�ICOH�N�P�DGP@��Q,COb�b�PYPMNhDERES�Ni] PM\xDGRES�S~VPMPM\a\`RES"N[PMS"TERZ�UVPMPM\}bBCOQ
�B] R3L+\>PM\`N>Q�VPmCE]0K \�VPMP}bBCOQ>H�S¦REH�NZK0]ªCOH�N�R;jwCONZK0XZH�Pm:©�3S¦Q`PMT§COSBLed;Pm�;\�KJ]0A0K S"N�Q`H�\�K RES¦N�Q�COS�\,���PMQgPxDEPM\YDERES�S VPMPM\¦�C
]0Cw��R;K \aLMCOQ,CEL+Ns�PMQ`PabBCOQ�LMCOQ�CEL+NE�PMQgPaPMN_�B] R�L�bJCOQ��B] R3LM�9S�REH�\�L+RES;\,K0DzVPMQ`RES�\^XoHBA Pm]0] PnPM\`N�Q�VPmCE]0K \�VPMP^bBCOQ�H�S¡kPMN�QgP
d"HBjwCEK S'XZHBK"Q�VPmCE]0K \`P�bBCOQ�j>R;j>PMS"N�DGPM\_Q,CELML+REH�Q,LMK \YLM]0C�T3K PMQ REH�DGPM\�L+REbBK PMQ��EL+R;]0] PMQ�:

(êtres humains)

(êtres humains)

menées bloc par bloc
menées caractère par caractère

fautes de frappe

57 intrusions sans faute de frappe47 intrusions sans faute de frappe

faute de frappe
104 intrusions sans

106 intrusions avec

210 intrusions

±U²I³y´�<E:0µ�=@Õ CON�H;Q`PiDGPM\�K S"N�Q`H�\

�3S�COb�bJ]0K0XoHBCOS"NxL+PM\qDGPMH��¡L+Q,K Ns�PMQ`PM\@����COH�N�P�DGP��ÔQ�COb�b�P}PMN�j>R3DGP�DEPiN�Q,COS;\,�ÔPMQgNlDGP�DGRES�S~VPMPM\� ��JS�REH�\aRE���
N�PMS�RES�\nH�S�P�LM]0CO\`\,K WBLMCONZK RES¼DGPM\}K S"N�Q`H�\,K RES;\[b�Q�VPM\`PMS"N;VPMPM\lD�COS;\}]0C^W�fEH�Q`P�<E:0µE:z°E×EµqK S�N�Q`H;\,K RES�\[bBCOQ�jwKªÖE°E×
L+RES"NZK PMS�S�PMS"N~DGPM\ ��COH�N�PM\>DGPn�ÔQ�COb�b�Pm:"{EPm] RES}S�RE\ L+Q�K NE�PMQgPM\,�;L+PM\>°E×EµnK S"N�Q`H�\,K RES�\�RES�NlVPMN�VP~N�Qs�PM\�b�QgRE�BCO�B] Pmj>PMS"N
Q�VPmCE]0K \�VPMPM\ybBCOQ_DGPM\nkPMN�Q`PM\)d�HJjwCEK S�\,:9�3SqL+PnXZHBK§L+RESBL+PMQgS�Pn] PM\ °E×O8iK S"N�Q`H�\,K RES;\_XoHBK,SBA0K SJLM] H�PMS�N©bJCO\ DGP[�ICOH;N�PM\
DGPq��Q,COb�b�Pm��8;à^RES"N[H�NZK0]0K \�VP}H;S¡j>R�DEPqDGPYN�Q,COS�\,j}K \`\,K RES·LMCOQ,CEL+Ns�PMQ`PhbBCOQiLMCOQ�CEL+NE�PMQgPm:�{EPm] RES�S�REN�Q`PY\`PmL+RESJD
L+Q,K Ns�PMQ`Pm�zL+PM\hK S�N�Q`H;\,K RES�\�RES"N~N�Qm�PM\�b�Q`RE�BCO�J] Pmj>PMS�N�VPMN;VP¦j>PMS~VPMPM\nbBCOQ}DGPM\xkPMN�Q`PYd"HBjwCEK S�\,:ª��REH�Q}] PM\}COH�N�QgPM\
K S"N�Q`H�\,K RES�\���] PM\nCEL+NZK T3K N;VPM\^j>PMS~VPMPM\_S�P S;REH�\yb�PMQ�j>PMN�N�PMS�NybBCO\[DGPYL+RESBLM] H�QgP~\gH�Q[]0C_SJCON�H�Q`PYDGP^]0A0K S"N�Q`H�\�:���S
PM��PMNZ�9Pm]0] PM\�L+RES"NZK PMS�S�PMS"NUN�Q`REbxb�PMH�DEPYL+R;j}jwCOSBDGPM\n��bBCOQ��ÔR;K \�H;S�P \gPMHB] Pm�3L+R;jwj>P_ÓYbBCOQyPM��Pmj>bJ] Pm �:���REH�Q
L+RESBLM] H�QgPm�9bB] H�\�DEP}àE<EÜÄDGPM\�K S"N�Q`H�\�K RES�\�RES"N@VPMN;VPaQ�VPmCE]0K \�VPMPM\�bBCOQ�DEPM\wkPMN�Q`PM\ d"HBjwCEK S;\,:

É)¿ËÉ�¿ËÊ 	 Ã�Å¦Í�Ï�à,ÎÅèRÎÅà6êÃ�ÅqÈ�Ã�ÅJÎ®ÎRà�ÇmÆ�Å
¢>COS�\aL+PMN�N�Pa\`PmL+NZK RESB��S�REH�\^COSBCE] ��\gRES�\a] PM\^D�K ��VPMQ`PMS"N�PM\wL+R;jwjwCOSBDEPM\_H�NZK0]0K \�VPMPM\>bBCOQ^] PM\aK S"N�Q`H�\aDEPi�IC;�L+RES��C
K0DGPMS"NZK W�PMQ[] PM\[D�K ��VPMQ`PMS"N�\UN��"b�PM\>D;A0CEL+NZK T�K N�VPM\aXZHBA0K0] \�RES�N�j>PMS~VPMPM\,��L+PmLMK�PMS�L+RES�\,K0D�VPMQ,COS"N[] PM\[ÖE°E×aK S"N�Q`H�\�K RES�\,:
Õ�REN�RES�\�N�REH;NlD�A0CO��REQ,D�XoH�P}N�REH�\l] PM\xK S"N�Q`H�\hL+R;j}j>PMSBL+PMS"N�bBCOQlLedBCOS;fEPMQx] P�j>RENhDEPwbBCO\`\`P�DGH&L+R;j�b�N�P
XZHBA0K0] \UH�NZK0]0K \`PMS"N�\`H�Q[] P�b�RENnDGPwjwK Pm]0:3¨ªdJCOS�fEPMQnL+P}j>RENnDGP�bBCO\g\`Pw] PMH�QUb�PMQ,j>PMN[D�A�kPMN�Q`Pi]0C~\`PMHJ] P�b�PMQg\`RES�S�P
�Clb�REH�TER;K QiH�NZK0]0K \`PMQ�L+P�L+R;j>b�N�PcjwCEK \��C�]0C���R;K \,�_L+Pm]0C�N�Q,COdBK N¦]0C�b�Q�VPM\`PMSBL+PcDGP']0A0CON�NZCEXZHBCOS"Ni\`H;Q@] Pqb�REN
DGP�jwK Pm]>ã)\,K>]0A H�NZK0]0K \,CON�PMH�Q�]`VPMf;K NZK0j>P«L+REQ`Q`PM\`b�RESBD�COS"NhH�NZK0]0K \`P�Q�VPMfEHB]0K��PMQ`Pmj>PMS"N�L+P¥L+R;j>b�N�Pm��K0]>D�VPMN�PmL+N�PMQ,C
��CELMK0] Pmj>PMS�NxXZHBA0K0]�C·VPMN�VP�CON�NZCEXZH VPm:)��S&L+P}\gPMS�\,�z] P�LedBCOS�fEPmj�PMS�Na\`�"\`N;VPmjwCONZK0XoH;P�DGH&j>RENhDGP}bBCO\`\`PwS;REH�\
bBCOQ,CZk � N_H�Sxb�PMH¤VPMN�RES�SBCOS"NZ:
?�C \`PmL+RESJDGP}CEL+NZK T�K N�VP�Q�VPmCE]0K \�VPMPnbBCOQn] PM\nK S"N�Q`H�\UPM\`N[] P�N�VPm]�VPmLedBCOQgfEPmj>PMS�NwDGP>b�QgREfEQ,CEjwj>PM\[jwCE] TEPmK0]0]0COS"N�\,:�?BC
L+R;jwjwCOSJDGPi]0C�bJ] H�\�H�NZK0]0K \�VPMP^b�REH�QnL+PnN�VPm]`VPmLedJCOQ`fEPmj>PMS"NnPM\`N�Ó�V�¡:£�:3ïEµ}K S"N�Q`H�\,K RES;\_\`H�QaÖE°E×i]0A RES"N_H�NZK0]0K \�VPMPm:
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£_COb;b�Pm] RES;\hXZH�P¦] PM\�L+RES�S�PM�3K RES�\a\`REQ`NZCOS"N�PM\Y\`RES"Nn�B] R3XoH~VPMPM\^bBCOQaH�S'bBCOQ`PM�g��PMHB��COH�\g\,K�L+PMN�N�P�L+R;jwjwCOSJDGP
VPmLed�REH;P�\`��\gN;VPmj}CONZK0XoH�Pmj�PMS�NZ:[¨©PMb�PMSJD�COS�NZ�~] PM\�K S�N�QgH�\ib�PMH�TEPMS"NlbBCOQ,��CEK N�Pmj>PMS"NhN�VPm]`VPmLedJCOQ`fEPMQc] PMH;Q`\lb�Q`RE�
fEQ,CEjwj�PM\xj}CE] TEPmK0]0]0COS�N�\@DEPMb�HBK \n�+S"N�PMQ`S�PMNa\`H�Qh] Phb�RENhDGP�jwK Pm]�fEQ9kCEL+P�COH��¡L+RES�S�PM�3K RES�\�{�{�¹¤PMS"N�Q,COS�N�PM\
COH�N�REQ,K \�VPMPM\�:Z�M]M\gH��wN3b�REH�Q�L+Pm]0CY�C_]0A0K S"N�Q`H�\yD�A H�NZK0]0K \`PMQU]0C_L+R;j}jwCOSBDGP'¦
r�£:¢�PMN�D;A H�NZK0]0K \`PMQU]0C_L+R;jwjwCOSJDGP�¢�¨:£�:
¢)Pi��C;�L+RES�\`H�Q`b;Q`PMSBCOS"N�Pm�"\`PMHB] Pmj>PMS"N�áE×EÜÄDEPM\nK S�N�Q`H;\�b�PMS�\`PMS"N}�C�H�NZK0]0K \`PMQ�]0CwL+R;j}jwCOSBDGP�¦�r:£�¢�] REQg\,XoHJA0K0] \
\`RES"N��B] R3XoH~VPM\ bBCOQ�]0CwL+R;j}jwCOSBDGP_Ó�V:¡�£�:
¢)PMH��¥PM�"bB]0K0LMCONZK RES�\�\gPmj��B] PMS"Nlb�RE\`\,K �B] PM\,:~¨ªPMQ`NZCEK S;\�K S�N�Q`H;\iH�NZK0]0K \gPMS�Nxb�QgRE�BCO�B] Pmj>PMS"N�DEPM\hQgPmL+PMN�N�PM\'DGP
L+HBK \,K S;P�D�K \`b�RESBK �B] PM\©\gH�Qz�+S�N�PMQ`S;PMNZ:�¨ªPM\zQ`PmL+PMN�N�PM\yb�QgREb�RE\gPMS�N_L+PMQ`NZCEK S;PM\>j�VPMN�d�R3DGPM\>D�A0CON�NZCEXoH;Pm�;]0CybB] H;bBCOQ`N
DGHhN�Pmj>b�\��BCO\�VPMPM\U\`H�Q�]0CaL+R;jwjwCOSBDGP�Ó�V:¡�£nb�REH;Q)N�VPm]�VPmLedBCOQgfEPMQ^DGPM\�WBL®dBK PMQ`\,:�?§PM\[K S"N�Q`H�\�XoHBKsH�NZK0]0K \`PMS"N[L+PM\
Q`PmL+PMN�N�PM\aS�P�L+RES�SBCEK \`\gPMS�N[bJCO\[S VPmL+PM\`\,CEK Q`Pmj�PMS�NlD�A0COH�N�Q`PM\ij�VPMN�d;R�DGPM\nb�REH;Q�N;VPm]`VPmL®dBCOQ`fEPMQq] PM\[WBL®dBK PMQ`\,:©��S
L+PYXoHBK;L+RESBL+PMQ`S�PY]0C�\gPmL+RESBDGP_PM�"bB]0K0LMCONZK RESxb�RE\`\,K �J] Pm�ES�REH�\)b�REH�TERES�\~K0j}COf;K S�PMQ[XoH�Pa] PM\�K S"N�Q`H�\)\`H�\`b�PmL+N�PMS"N
XZH�Pm]0XoH;P~Led;RE\`P[D�A0COS�REQ,jwCE]�] REQ`\,XZHBA0K0] \ªQ�VPmCE]0K \`PMS"N_XoH�P>]0C L+R;j}jwCOSBDGPbÓ+V�¡:£�VPmL®d�REH�PyPMNyXZHBA0K0] \�D�VPmLMK0DGPMS"N�DGRESBL
DGP>\`N�REb�b�PMQn] PMH�QnCON�NZCEXZH�Pm:���S��ICEK NZ�3]0C~b;Q`PmjwK��PMQ`P[PM�"bB]0K0LMCONZK RESqS;REH�\y\`Pmj��J] Pi]0C~bB] H�\yb�Q`RE�JCO�B] Pm:��3SxPM��PMNZ�
S�REH�\hC�TERES�\aQ`PmjwCOQ,XZH~VP¦XZH�Pq] PM\a\`PM\`\,K RES;\iL+REQ`Q`PM\`b�RESBD;COS�NiCOH;�cCEL+NZK T3K N;VPM\@DGPM\iK S"N�Q`H�\iXZHBKzCO�JCOSBDGRES�S�PMS"N
COb�Qm�PM\U]0A�VPmLed�PmLUDGP~]0C_L+R;jwjwCOSJDGP�Ó�V:¡�£aL+RES�NZK PMS�S;PMS�NB��PmCOHJL+REH�bhD�A REb~VPMQ�CONZK RES�\�DGPzN��"b�P~L+REbBK PMQ��EL+R;]0] PMQ,:9¨ªPmLMK
S�REH�\l]0CEK \`\`Pib�PMS;\`PMQiXZH�P@L+PM\xK S�N�Q`H;\nH�NZK0]0K \`PMS"NhDEPM\nQ`PmL+PMN�N�PM\,:�¢)P}bB] H;\,��S�REH�\hC�TERES�\^Q`PmjwCOQ�XoH~VP�XoH�P¦L+PM\
K S"N�Q`H�\yPMSxf�VPMS VPMQ,CE]§Q`PMT3K PMS�S�PMS"NU\`H�Q�] P�b�REN[DGPwjwK Pm]�bB] H�\,K PMH�Qg\�F�REH�Q`\[COb�Qm�PM\_PMN�XZHBA0K0] \UPM\`\�CEK PMS�Nl�C S�REH;TEPmCOH
]0CxjxkPmj>Pw\�VPmXZH�PMSBL+P¦DGP�L+R;jwjwCOSBDGPM\�:©¨ªPMQ`NZCEK S�\�Q`PMT3K PMS�S�PMS"N�PMN�Q�VPMPM\`\,CEK PMS"NnbJ] H�\,K PMH�Q`\w��R;K \,�©L+R;jwj>PY\�A0K0] \
VPMNZCEK PMS�NwK SBLMCObJCO�B] PM\�D�A0K0jwCOf;K S;PMQaD�A0COH�N�QgPM\�j�VPMN�d�R3DGPM\,:
?§REQg\,XoH;P�] PM\qK S"N�Q`H�\YRES"N^Q�VPMH�\`\,Kn�CiN�VPm]�VPmLedBCOQgfEPMQ�] PMH�Q�jwCE]0K0LMK Pm]ª\`H�Q�] Pxb�REN�DGP�jwK Pm]0�UK0] \qD�VPmL+R;j>b�QgPM\`\`PMS"N
] PMH�Q`\�WBLedBK PMQg\,:��3S"T3K Q`RES¦àE<EÜ¯D�A PMS�N�QgP�PMH��^SBA H�NZK0]0K \`PMS"NzbBCO\>] P�Q�VPMb�PMQ`N�R;K Q`P^DGH@L+R;j>b�N�PaD�A H�NZK0]0K \,CON�PMH�Q>XoHJA0K0] \
RES"NaPM�"bB] R;K N�VPxb�REH�QaPMS�N�Q`PMQ^\`H;Ql] Plb�RENhDGP�jwK Pm]yjwCEK \^bB] H�N"kRENxDGPM\^Q�VPMb�PMQ`N�R;K Q`PM\Y\`NZCOSJD�COQ,DG\xDGH�\`��\gNE�Pmj�P
b�REH�QY] PM\,XoH;Pm] \}] PM\}DGQ`R;K N�\wD�A�VPmL+Q,K N�H�Q`PY\gRES�N~b�RE\,K NZK RES�S~VPM\,��N�Pm] \}XZH�P.s:£�¬:¢��ts+u�Ô:©�s�£:¬�¢}REHBs�¤�¡+u�s=¦[��¬;:B¨ªPM\
Q�VPMb�PMQ`N�R;K Q`PM\¼VPMNZCOS�NiH�NZK0]0K \�VPM\iPMN}bBCOQ`NZCOf�VPM\ibJCOQwN�REH�\@] PM\iH�NZK0]0K \,CON�PMH�Q`\�]�VPMf;K NZK0j>PM\�D�A H�S�\`�"\`NE�Pmj>P T�SBK �3�UK0]
PM\`N�D�K �@LMK0] P�D�A0K0DEPMS�NZK W�PMQ^H�S;P�CEL+NZK T3K N;VP�jwCE] TEPmK0]0]0COS"N�P'K \`\`H;P�DGP�L+PM\YQ�VPMb�PMQ`N�R;K Q`PM\�:�¢>COS�\qL+PM\YQ�VPMb�PMQ`N�R;K QgPM\
\`NZCOSBD;COQ,DG\,��] PM\^K S�N�QgH�\aL+Q�VPMPMS"N^] PMH;Q_b�Q`REb;Q`P[Q�VPMb�PMQ`N�R;K Q`PlLMCELed~VP���Q�VPMb�PMQ`N�R;K Q`PhDERES�N^] PnS�R;j L+R;jwj>PMSBL+P�bBCOQ
] PxLMCOQ,CEL+NE�PMQ`P@A0:0A0 )REH¥] P�Q�VPMb�PMQ`N�R;K Q`P»�'�E:B¨©PmLMK;PM\gN�VPMN�RES�SJCOS�N>bBCOQ,L+PM�gXZH�PxL+Pm]0Clj>RES�N�QgPxXZHBA0K0] \~PM\`\,CEK PMS"N}DGP
D�K \`\�K0j�HB] PMQ�] PMH�Q�CEL+NZK T�K N�VP[\gH�Q>] P~b�REN~DGP^jwK Pm]�CE] REQ`\[XoH�PYL+PM\[jlkPmj>PM\[K S�N�QgH�\)RES"N�LedBCOS�f)VP}] PYj>REN�DGP_bBCO\g\`P
DGH�L+R;j>b�N�P[D�A H;NZK0]0K \,CON�PMH�Q XZHBA0K0] \©PM�"bB] R;K N�PMS�N©\gH�Q�] PUb�RENUDGP[jwK Pm]0��N�Q,COdJK \`\,COS"NJbJCOQ_]��CO�gjlkPmj>P�] PMH�Qªb�Q�VPM\`PMSJL+Pm:
Õ�REH�\¦C`TERES�\�K0DGPMS�NZK W~VP@N�Q`R;K \hN��"b�PM\�D�A0CEL+NZK T3K N;VP�DEPM\¦K S"N�Q`H�\,:�?BClb�Q`Pmj}K��PMQgP@PM\`N¦]0A0CEL+NZK T�K N�VP·DGPq\,LMCOSB:�?�PM\
K S"N�Q`H�\aSBA RES�NabBCO\^\,LMCOS�S~VPlN�REH�\�] PM\^b�REQ`N�\xjwCEK \^H�SBK0XZH�Pmj>PMS"Nh] Plb�REQ`Nh{�{;¹ ��ÖEÖE ���DEP���C;�L+RES¯�CwN�Q`REH;TEPMQ
D�A0COH�N�QgPM\hjwCEL®dBK S�PM\hXZHBK�b;Q`REb�RE\`PMS�N}L+Pi\`PMQ`T3K0L+Pm:�Õ�REN�RES�\xXoH�Pq] PM\a\,LMCOS�\�SBA RES"N[F CEj}CEK \�VPMN;VPlQ�VPmCE]0K \�VPM\Y\`H�Q
] PwQ�VPM\`PmCOH«] R�LMCE]�] HBK �gjlkPmj>Pm:3�M]�\`Pmj_�B] PqXZH�Pq] PM\hCON�NZCEXZHBCOS"N�\nS�PY\`RES"N[bBCO\}K S"N;VPMQ`PM\`\�VPM\^bBCOQi]0A PM�"bB] R;K NZCONZK RES
D�A0COH�N�QgPM\�jwCELedJK S�PM\�\`H�Qn] P�Q�VPM\gPmCOH�] R3LMCE]�DGHxb�RENnDGPwjwK Pm]0�9b�QgRE�BCO�B] Pmj>PMS"NUbBCOQ,L+PM�gXZH�P}L+Pm]0C�Q�K \,XoH;PMQ,CEK NnDGP
N�Q,COdBK QYD�C`T9COS"NZCOfEPq] PMH�Q~b�Q�VPM\`PMSBL+Pm:;�/] \>H�NZK0]0K \gPMS�N~PMSc��CEK NY] P�b�RENaDEPljwK Pm]JL+R;jwj>PaH�S@Q`PM��RESBDYb�REH�Q^CON�NZCO�
XZH�PMQ^D;A0COH�N�Q`PM\YLMK �B] PM\>\`H�QaD;A0COH�N�Q`PM\~Q�VPM\`PmCOH��3:J¢)PabB] H�\,�B]0A0CEL+NZK T�K N�VP@DEPn\,LMCOS�PM\`NYDzVPmD�K�VPMPqCOH@\gPMQ`T�K0L+Px{�{�¹~�
L+R;jwj>P~\,K�] PM\>K S"N�Q`H�\xVPMNZCEK PMS�NU\`b~VPmLMK0CE]0K \�VPM\^D�COS�\>L+P Nî��b�PaDEP_N"kCELed;Pm:�?BCU\`PmL+RESJDGP^CEL+NZK T3K N;VP}XoH;P_S�REH�\>C�TERES�\
Q`PmL+PMS�\�VPMPlPM\`Nx]0A H�NZK0]0K \,CONZK RES�DEP¦LM]0K PMS"NJ�[©`«E:z¨©PM\lLM]0K PMS"N�\Y\`RES"N�f)VPMS~VPMQ,CE] Pmj>PMS"N@K SBLM] H;\lD�COS;\h] PM\^REH�NZK0] \�DGP
D�VPMbB] R;K Pmj>PMS"NYDGP[��REN�S�PMN�\,:���S�PM��PMNZ�B] PiLM]0K PMS"NI��©`«~PM\gN�H�NZK0]0K \�VPabBCOQ�] PM\YCON�NZCEXoHBCOS"N�\~b�REH;Q�L+R;jwj_H�SBK0XZH�PMQ
C�TEPmLhDGPM\°�OjwCZk � N�Q`PM\��¦XoHJK�PMS�TER;K PMS"NxDGPM\nREQ,DEQ`PM\hD�A0CON�NZCEXZH�PM\aREH&DGP}b�Q`REbBCOf;CONZK RES�\xCOH��¥jwCEL®dBK S�PM\xL+R;j>�
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b�Q`R;j}K \`PM\>XZHBA0K0] \�L+RES�N�Q§kR;] PMS�NZ:3¨ªPMN�N�PYCEL+NZK T3K N;VPhL+REQ`Q`PM\`b�RESBDiDGRESBL_LM]0CEK QgPmj>PMS�Ni�C�]0C���CO��Q,K0LMCONZK RES�DGP~��REN�S�PMN�\
\`H�QU�+S"N�PMQ`S�PMNZ:
?�ChN�QgR;K \,K��Pmj>P'CEL+NZK T3K N;VP�L+RES�\,K \gN�P«�CiPM\`\,C��EPMQ�D�A RE��N�PMSBK Q¦] PM\Yb�Q,K T3K0]��PMfEPM\�DGHc\`H�b�PMQ^H�NZK0]0K \,CON�PMH;Q�©: � �£;:y¢)P
��C;�L+RES¼\`H�Q`b�QgPMSBCOS�N�Pm�zN�Qs�PM\�b�PMH�D;A0K S�N�Q`H;\���\`PMHJ] Pmj>PMS�N�áE �RES"NiPM\g\,C��UVP·D�A RE��N�PMSBK Q�L+PM\xb�Q�K T�K0] �PMfEPM\,:�¢)PMH��
jwCE]0K0LMK Pm] \@D;K ��VPMQ`PMS"N�\YRES�N¡VPMN;VPxH�NZK0]0K \�VPM\Yb�REH�QxL+Pm]0CE:�?�Pib;Q`PmjwK PMQaPM��bB] R;K N�PlH�S;P}T"HB] S VPMQ,CO�BK0]0K N�VP'DGP�]0A0COb�b�Pm]
\`�"\`NE�Pmj>P4¬:©�¡:¬�Ô�¢�» ¨ªPMQgNnÐwQ`Pmj}COb�ÖE×E×O8m½�PMN H�S;P}COH�N�Q`PhXZHBK�CO��PmL+N�P�] PnfEPM\`NZK RES;SBCEK Q`PxDGPi]0Chj�VPmj>R;K Q`PxDGPM\
b�Q`R3L+PM\`\`H;\h» ¨ªPMQ`N�¢)RE��Q`­�ÖE×E×EáM½�:3¨©PM\_PM�"bB] R;K N�\_S�P�b�REH�T§CEK PMS"NUbBCO\���RESBL+NZK RES�S�PMQ \`H�QUS�REN�Q`P�b�RENnDGP}j}K Pm])�C
LMCOH�\`PYD�A H�S�L+RES�±BK N�DGP_TEPMQg\,K RES�DGHiS;RZ�;COHB:�?�A0K S"N�Q`H�\�COH�Q,CEK N�b�HhQ�VPmCE]0K \`PMQnL+PMN�N�PwK SBL+R;j>bBCONZK0]0K �BK N�VPiC`T9COS"N[DGP
]0COSBL+PMQi] P¦jwCE]0K0LMK Pm]~�Cx]0A0CEK0DGP¦DGPq]0CxL+R;jwjwCOSBDEPI¨:��Ô:¬�¡wv�ÔlbBCOQ�PM�"Pmj>bB] Pm:z¨©PMb�PMSJD�COS�NZ�ª]0A0K S"N�Q`H�\iCq]0COSBL§VP
\`RESlPM�"bB] R;K NZ�3XoHJK�CaDGRESBLlVPmLed�REH~VPm:�?§P~\`PmL+RESBDxjwCE]0K0LMK Pm]"PM�"bB] R;K N�P�H�S�P T�HJ] S VPMQ,CO�BK0]0K N;VPiD�COS�\[] P>b�Q`REfEQ�CEjwj>P
§�¤;:3¨ªPMN_PM��bB] R;K NaC�VPMN;VPaN�PM\`N�VPabBCOQ�áwK S"N�Q`H�\,�3j}CEK \�SBA0C>bBCO\a�ÔRESBL+NZK RES;S VPm:
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?§PM\~K S�N�Q`H;\©b�PMH;TEPMS�N[kPMN�Q`P�LM]0CO\g\�VPM\�PMS@DGPMH;�hLMCON;VPMfEREQ,K PM\[ã§] PM\M
gú,óöô�t�rg
bX,ô�
.
môIõ�
���b�PMQ`\`RES�S;PM\UK S;PM��b~VPMQ,K0j�PMS�N�VPMPM\
XZHBK�N;VPm]`VPmL®dBCOQ`fEPMS"NYPMN[H�NZK0]0K \`PMS"N}DGPM\ijwCE]0K0LMK Pm] \�\,COS�\[Q�VPMPm]0] Pmj�PMS�Nl] PM\iL+R;j>b�Q`PMSJDGQ`P^PMNi] PM\�-,Úû÷sú�Xlps÷srg
���DGPM\
PM�"b�PMQgN�\UDEP>]0C)\�VPmL+H�Q,K N�VP�XZHBKZ\`RES"NJQ�VPMPm]0] Pmj�PMS�N D;COS�fEPMQ`PMH��[bJCOQ,L+P[XoHBA0K0] \�jwCZk � N�Q�K \`PMS�N©bJCOQ,�ICEK N�Pmj�PMS�N�L+P[XoHJA0K0] \
��RES�NZ:
Õ�REN�Q`P_PM�"b VPMQ,K0j>PMS"NZCONZK RESxS�REH�\ ]0CEK \g\`P_b�PMS�\`PMQ~XoH�Pa]0CUbB] H�bJCOQ`N_DGPM\~CON�NZCEXZHBCOS"N�\[XoH�P_S�REH�\ C`TERES�\)RE�;\`PMQ`TUVPM\
\`H�QxS;REN�Q`P�b�REN�DEP¡jwK Pm]�\`RES"N�K S�PM��b~VPMQ�K0j>PMS�N�VPM\,:a¨ªPMQ`NZCEK S;\�\`Pmj_�B] PMS�N�jxkPmj�P�S�P�bBCO\¡kPMN�Q`P�Q�VPMPm]0] Pmj>PMS�N
��CEjwK0]0K PMQ`\�DGH¡\g��\`Ns�Pmj>PsT�SBK ��PMN�DGP�]0CqfEPM\`NZK RES DGPM\�DGQ`R;K N�\�D�A0CELML��PM\xREH¸DGPM\ib;Q`R�L+PM\g\`H�\¦ã K0] \lPM\`\,CEK PMS"N
D�A PM�©CEL+PMQ�DGPM\hWBLedBK PMQg\hb�REH�Q�] PM\,XZH�Pm] \�K0] \lSBA RES�NlbBCO\�] PM\xb�Q,K T3K0]��PMfEPM\�L+REQ`Q`PM\`b�RESBD;COS�N�\,�~K0] \lPM\`\,CEK PMS"N�DGP
N�H�PMQ�DGPM\}b;Q`R�L+PM\g\`H�\}S;P�] PMH�Q�COb�bBCOQ`N�PMSBCOS"NhbBCO\,�ªPMNZLM:>?�C�bB] H�bBCOQgN@D�A PMS"N�Q`PqPMH���SJA RES�NibBCO\iPM�©CEL§VP¥] PM\
WBL®dBK PMQ`\wD�A dBK \`N�REQ�K0XoH�Px��N�Pm] \iXZH�Peªyx�Ô=¦[� �`�:¦[£� :©��;�§\,K N�H VPqD�COS�\Y] P^Q�VPMb�PMQgN�R;K Q`P�DGH¥L+R;j>b�N�P�D�A H�NZK0]0K \,CON�PMH;Q, 
XZHBK"PMS�Q`PMf;K \`N�QgPMS�N^] PM\�D�K ��VPMQgPMS�N�PM\YL+R;jwjwCOSBDEPM\_H�NZK0]0K \�VPMPM\~bBCOQ�]0A0CON�NZCEXZHBCOS"NZ:
?�C_bB] H�bJCOQ`N>DEPM\>K S"N�Q`H�\yRES"N�K0DEPMS�NZK W~VP}] P~\`�"\`NE�Pmj>Pm�"PMSlPM\`\,C��;COS"N�D�A RE�;N�PMSBK Q[DGP^]0A0K SJ�ÔREQ,j}CONZK RES�L+RESJL+PMQ`SBCOS"N
] P�jwCON;VPMQ,K Pm]UDGP�]0C@jwCEL®dBK S�P���fEQ9kCEL+P�COHcWBLedBK PMQ-s�¢:©� `«
s`«�¢�¨`����r: xbBCOQaPM��Pmj>bJ] Pm �:�Ð¦CEK \�COHBL+H�S¼D�A PMS"N�Q`P
PMH���SJA0CnPM\g\,C��UVPm� �Cl]0A0CEK0DGP�DGP^N�PmLed�SBK0XZH�PM\�b�REH�Q`NZCOS"NYL+RES�S�H;PM\,�ªDGP�TUVPMQ,K W�PMQ�\,K`Ñ�Ò:Ó�Ô�©:¡¼VPMNZCEK NiK S�\gNZCE]0]�VP}\`H�Q
] P[\`�"\`Ns�Pmj>Pl��L+PiXoHJK3COH�Q,CEK N�b�H�]0CEK \`\`PMQ_\gREH�by�L+RES�S�PMQn]0C�b�Q�VPM\`PMSBL+PlD�A H�Sxb�RENnDGP}jwK Pm]0 �:
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Õ�REH�\qC�TERES�\}b�Q�VPM\`PMS"N;VP�] PM\YPMS�\`PmK fES�Pmj>PMS"N�\wb�Q�K SBLMK bBCOH���NZK Q�VPM\¦DGH�DzVPMTEPm] REb�b�Pmj>PMS�N}PMNxDEH¼D�VPMbJ] R;K Pmj>PMS�N
D�A H�Slb�REN�DGPwjwK Pm]"dBCOH�N�PwK S"N�PMQ,CEL+NZK RES'DGPM\`NZK S~VP��Ca]0A RE�;\`PMQ`T§CONZK RES�PMNn]0A0COSBCE] �"\`P}DGPM\[CEL+NZK T�K N�VPM\>Q�VPmCE]0K \�VPMPM\~bBCOQ
DGPM\ CON�NZCEXZHBCOS"N�\�\`H;Q©�îS"N�PMQ`S�PMNZ�§K SBLM] HJCOS�N^�C�]0Cn�ÔR;K \nkPMN�Q`PM\)d�HJjwCEK S�\©PMNzREH�NZK0] \>COH�N�R;jwCONZK0XZH�PM\,:�?�PM\zQ�VPM\`HB] NZCON�\
\`RES"N��BCO\�VPM\�\`H�Q�H�S�PUPM�"b VPMQ,K0j>PMS"NZCONZK RES�j�PMS VPMP \`H;QzH�S�Pn] RES�fEH;P_b~VPMQ,K R3DGP�DGP_N�Pmj>b�\~��8;°Eï_F�REH�Q`\, ���b�PMSBD�COS"N
]0CEXZH�Pm]0] P�S�REH�\qC`TERES�\}RE�;\`PMQ`TUVP�] PM\¦D�K ��VPMQ`PMS�N�PM\¼VPMNZCOb�PM\¦XZHBKyCEjl�PMS�PMS�NiH�S�CON�NZCEXZHBCOS�N��Clb VPMS VPMN�Q`PMQ¦D;COS�\
]0C�jwCELedJK S�PlT�HB] S~VPMQ�CO�B] PlPMN��CiQ�VPmCE]0K \`PMQ¦DGPM\^REb VPMQ,CONZK RES�\wH�S;P¦��R;K \qL+RES�S�PmL+N;VPm:�Õ�REH�\�C�TERES�\qL+RES�\�K0DzVPMQ�VP'] P
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LMCO\iD�A0CON�NZCEXZH�PM\[b�PMQ`b~VPMN�Q�VPMPM\�T�K0Cx] PY\gPMQ`T�K0L+Pq{;{�¹¼\,A PM�UVPmL+H�NZCOS"Nn\`H�Q>H�S;PabJ]0CON�Pm�ÔREQ,j�PqßyS�HA�E?�K S"H���:ª¢)PMH��
LM]0CO\`\`PM\aD�A0CON�NZCEXoH;PM\�RES�N¦VPMN�VPiCOSJCE] ��\�VPMPM\^ã3°E U] PM\nCON�NZCEXoH�PM\_bBCOQnD�K0L+NZK RES�SBCEK QgP�T�K \,COS"Nh�C RE��N�PMSBK Q�]0A0CELMLG�PM\YCOH
\`�"\`NE�Pmj>PxLMK �B] Pm��PMN^ÖE  ] PM\YK S"N�Q`H�\,K RES�\^L+REQ`Q`PM\`b�RESBD;COS�N^COH���CON�NZCEXoH�PM\wK S"N�PMQ,CEL+NZK TEPM\[Q�VPmCE]0K \�VPMPM\��Ci]0A0CEK0DGPxDGPM\
] REf;K S�\ PMN�j>REN�\aDEP�bBCO\`\`P�RE��N�PMS"H�\ b�Q�VPmL§VPmDGPmjwj>PMS"NZ:
?§PM\^Q�VPM\`HJ] NZCON�\qDGP}S�REN�QgPiPM�"b VPMQ,K0j>PMS"NZCONZK RES¥\`RES"NlDEP�DGPMH;��REQ,DGQ`PM\,:)�3Q`Pmj}K��PMQgPmj>PMS�NZ�UK0] \a\`RES"N�L+REd VPMQ`PMS�N�\
C�TEPmL^]0CiL+RES�SBCEK \`\,COSJL+PhK SB��REQ,j>Pm]0] P�bBCOQ`NZCOf�VPMP^bBCOQa] PM\~PM��b�PMQ`N�\ PMS@\�VPmL+H;Q,K N;VPm:JÕ�RE\YL+RES�N�Q,K �;H�NZK RES�\~Q�VPM\,K0DGPMS"N
D�COS�\U]0C>jwK \`P�PMS%­[H�T"Q`P~D�A H;S�P�PM�"b VPMQ,K0j>PMS"NZCONZK RESwPMN�D�COS�\U]0CzQ�VPmCE]0K \�CONZK RES¦D�A0COSBCE] �"\`PM\ªQ,K fEREH�QgPMH�\`PM\�XoHJKoRES"N
L+RES�W�Q�j�VPY] PM\y\`H;b�b�RE\,K NZK RES�\�K SB�ÔREQ�j>Pm]0] PM\,:�¢�PMH;��K �Pmj>Pmj>PMS"NZ��] PM\nCOSBCE] �"\`PM\[D�VPMNZCEK0]0]�VPMPM\^DEP S�RE\yRE��\gPMQ`T9CONZK RES;\
RES"N©Q�VPMTUVPm]�VPaDGPM\_��CEK N�\ K S"N;VPMQ`PM\`\,COS"N�\,:G�M]9COb�bBCOQ,CZk � N�XZH�P[] PM\_CON�NZCEXoHBCOS"N�\�H;NZK0]0K \`PMS�N©PMNªbBCOQgNZCOfEPMS�NzQgPm]0CONZK TEPmj>PMS�N
b�PMH¦DGPYD�K0L+NZK RES�SJCEK Q`PM\,��K SBLM] HBCOS"N)H�ShfEQ,COSBDnS�R;j_��Q`P^DGP^L+REH;bB] PM\>] REf;K SA�Ej>RENnDGP_bJCO\`\`PYXoHBKs\`RES"N>L+REH�Q�CEj>�
j>PMS"N>H�NZK0]0K \�VPM\iD�COS�\Y] PM\�\`�"\`NE�Pmj>P0T�SBK ��PMN>¶�K SJDGRZº�\��JCEK S;\,KªXoHBA H;S@fEQ,COSJDwS�R;j_��Q`PxDGP�L+REH�bB] PM\wDGRES"Nw] P
] REf;K S�PMN^] Pxj>RENYDGPnbJCO\`\`Pn\gRES�NYK0DGPMS"NZK0XoH�PM\�:B¢)PabB] H�\,��] PM\wCON�NZCEXZHBCOS"N�\�S�Pn\`Pmj_�B] PMS"N bJCO\^CED�COb;N�PMQY] PMH;Q`\
D�K0L+NZK RES�SJCEK Q`PM\��Ci]0C}] R3LMCE]0K \,CONZK RES�f�VPMREfEQ,COb�dBK0XZH�P�DGPi] PMH�Q T�K0L+NZK0j�Pm:cT�S�PiCOH�N�QgPnRE��\`PMQgT9CONZK RES�K S�N�VPMQ`PM\g\,COS�N�P
L+RESBL+PMQ`S;Ph] Ph��CEK NaXZH�Pl] PM\^CEDGQgPM\`\`PM\_�M�&XoHBK§\`RES�N H�NZK0]0K \�VPMPM\�b�REH�Q�Q�VPmCE]0K \`PMQw] PM\YCON�NZCEXoH;PM\~bJCOQaD�K0L+NZK RES�SJCEK Q`P
\`RES"N L+R;j>bB] �PMN�Pmj>PMS"N[D�K ��VPMQgPMS�N�PM\[DGP�L+Pm]0] PM\�XZHBKG\`RES"NzH�NZK0]0K \�VPMPM\yb�REH�QzQ�VPmCE]0K \`PMQ�] PM\�K S�N�Q`H;\,K RES�\,:§¨ªPmLMKs\`Pmj_�B] P
L+RES�W�Q�j>PMQ�]0A PM�3K \`N�PMSBL+P¡D;A H�S�P�REQ`f;COSJK \,CONZK RES¯DGPM\�jwCELedJK S�PM\�DGPM\�CON�NZCEXoHBCOS"N�\�XZHBK©\`RES"N�DzVPmD�K�VPMPM\«�C�DGPM\
CON�NZCEXZH�PM\ �JK PMS�\`b~VPmLMK WBXZH�PM\,:
�3S¥L+P�XZHBKªL+RESBL+PMQ`S�P�] PM\}COSBCE] �"\`PM\}DGPM\wCEL+NZK T3K N;VPM\xLMCOb�N�H�Q�VPMPM\hDGH�Q,COS"N^] PM\}K S"N�Q`H�\�K RES�\,�ªK0]ªCOb�bBCOQ,CZk � NwXZHBA H�S
��RES�S�R;j_��Q`PiDEPM\^K S"N�Q`H�\,K RES;\_RES"N¦VPMN;VPaQ�VPmCE]0K \�VPMPM\nbBCOQaDGPM\ \,L+Q,K b�N�\ ­�K0D;D�K PM\,:�¨©PmLMK§PM\`N N�Qs�PM\YD;K ��VPMQ`PMS"NaDGPlL+P
XZH�P~]0A RESab�PMH�N�RE��\`PMQgTEPMQB\`H;Q)L+PMQ`NZCEK S�\ªb�REQ`N�\,�sL+R;j}j>P)8E8;<E�"°EáEï�REHlCOH�N�QgPM\,�Mb�REH�Q)] PM\�XoH�Pm] \UDGPM\JTEPMQ`\JRES�NYVPMN;VP
L+RESy�L+H�\^DGP}��C;�L+RES¼�CwCOH�N�R;j}CONZK0XoH�Pmj�PMS�NYK SB��PmL+N�PMQa]0CwjwCEL®dBK S�P[PMN_\`P[b�Q`REbJCOfEPMQ,:�?�C�\`PmL+RESBDGP[RE�;\`PMQ`T§CONZK RES
PM\`NiXZH�P@]0A0K0DEPMS�NZK WBLMCONZK RES�DGH�b�REN}DEP@jwK Pm]z��b�REH�Q`NZCOS"N[b�RE\`\,K �J] Pm yS�PY\`Pmj_�B] P}bJCO\qkPMN�Q`PwH�S;Pwb�Q,K REQ,K N�VP�DGPM\
CON�NZCEXZHBCOS�N�\��;b;HBK \,XZHBA0COHBL+H�S'D;A PMS�N�Q`PaPMH��lSBA0CnH�NZK0]0K \�VPx] PM\~N�PmL®d�SBK0XZH�PM\wL+RES�S"H�PM\ b�PMQ,j�PMN�NZCOS�N^DGPhD�VPMN�PmL+N�PMQ
]0C>b�Q�VPM\gPMSBL+PiD�A H�Sxb�REN�DEP}jwK Pm]0:
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���K \`��S¼ïEàEâO�g×O�gáEÖE°O�g<E×E°EïE</�g×E��{G�3jwCOS"N�PmLh��Q`PM\`\,�B¬YD�D�K \`RES�¶�PM\,] PM���3QgR;�ÔPM\`\�K RESBCE]0�
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-gñmreò�õZr©�C>]0A0CEK0DGP[D�A H�S�LMCOSBCE]9DGP[L+R;jwj_H�SBK0LMCONZK RES}PMSaf)VPMS~VPMQ,CE]�COb�b�Pm]�VPfµ� �¬:¬�Ô:��¤·¶�µ� :��¸:¨�¡�©���N�Qm�PM\)\`REH�TEPMS"N
K0j>bB]`VPmj>PMS"N;VP�\gREH�\���REQ,j>PiDGP}L+R;j}j�H�SJK0LMCONZK RES�\ �[©`«E �:
��REH�Q�D�VPMN�PmL+N�PMQ>PMN�K S�WJ] N�Q`PMQ�] PM\(-öñsreò�õ,r�\,�9RES�b�PMH�NnD�K \gNZK S�fEH�PMQ�N�Q`R;K \ \`REH�Q,L+PM\aD�A0K SB��REQ,jwCONZK RES�ã
°E:[?BA RE��\`PMQ`T§CONZK RES�DEH'LMCOSBCE]�µ� :¬�¬�Ô:��¤·¶wµ: ��+¸�¨�¡:©�����¨f�[¨� �:
ÖE:[?BA RE��\`PMQ`T§CONZK RES'DGHlN�Q,COWJL~j}CE] TEPmK0]0]0COS�N�PMS"TERZ�UVPnbBCOQn] PM\�-öñsr�\n��K S�RESBD;CONZK RES'�º¹�ñZñ�
G ��§\gbBCEjw��K SB�ÔREQ�jwCO�
NZK RES;\aL+RES�WBDEPMS�NZK Pm]0] PM\~Q�VPmL+H�b~VPMQ�VPMPM\>\`H�Q�] PM\ajwCELedBK S;PM\,�§PMNZLM �:

áE:[?BCwLMCOb�N�H�QgP�PMN�]0A0COSBCE] �"\`PhDGH�j}CE]0K0LMK Pm]BXZHBK3L+REQ`Q`R;j�b�NUH�S�REQ,D;K SBCON�PMH�Q�PMN�] PnN�Q,COS�\,��REQ,j>P�PMSe-öñsr�:
Õ�RE\iN�Q,C`T9COH;��T�K \`PMS"N��C��ÔREH�QgSBK Q@DGPM\iREH�NZK0] \ib�PMQ,j�PMN�NZCOS�N�DGP'L+RES�\`N�QgHBK Q`P�DEPM\¦j�VPmLMCOSBK \,j�PM\�DEP'DzVPm�ÔPMS;\`P
b�Q`RE�gCEL+NZK0��\,:"�M]�S�REH�\[�ICOH;N�DERESBLzPM\g\,C��EPMQ�DEPYD�VPMN�PmL+N�PMQ^COHxbB] H�\yN"kREN[]0A R�LML+H;Q`Q`PMSBL+P}D�A0CON�NZCEXZH�PM\�K0j}jwK S�PMS"N�PM\,:
?�C'j>PmK0]0] PMH�Q`Pc�IC;�L+RES¸D�A kPMN�Q`P¦b�Q`R;CEL+NZK0��PM\gN�DGP�LMCOb�N�H�Q`PMQhPMN¦D�A0COSJCE] ��\`PMQ�] PM\�jwCE]0K0LMK Pm] \�XoHJK�L+REQ`Q`R;j>b�PMS"N
H�S�REQ,D;K SBCON�PMH�Q�PMN}] PM\[N�Q,COS;\,�ÔREQ�j>PMS�N�PMS�-gñsr�:©Õ�REH�\iC`TERES�\hDGRESJLaL®d�R;K \,KzDEPaS;REH�\}L+RESBL+PMS"N�Q`PMQn\`H;Q}L+PMN�N�P
DGPMQ`SJK��PMQgP[\`R;] H�NZK RESB:
Õ�REH�\�C�TERES�\_D�COS;\BH�Sab�Q`Pmj}K PMQBN�Pmj>b;\Uj}K \JPMS^bB]0CEL+P�H�S�P�bB]0CON�Pm��REQ,j>P�DGP�L+R;]0] PmL+N�P�DGP�N�Pm] \Uj}CE]0K0LMK Pm] \,:�Õ�REH�\
S�P�DzVPMNZCEK0]0] RES�\wbBCO\xL+PMN�N�PxbB]0CON�Pm��REQ,j>P�K0LMK0:��BQ,K��PMTEPmj>PMS�NZ�©S�REH�\xC�TERES�\YS�RENZCEj}j>PMS�N^H�NZK0]0K \�VP�DEPM\�b�REN�\�DGP
jwK Pm]mPMN[jwK \yPMShbJ]0CEL+P H�Sh\`�"\`NE�Pmj>P}DGP N;VPm]`VPmL®dBCOQ`fEPmj>PMS"N^COH;N�R;jwCONZK0XoH;P}DGPajwCE]0K0LMK Pm] \_\`H�Q�] PM\�Q�VPM\gPmCOH���¢�»:¢
PMN½¼�Ò:��¾�:"{EH�Q�¼:Ò���¾;�§] PM\>jwCEK0] \zN�Pmj>b�REQ,CEK Q`PM\)RE��PMQgN�\�bBCOQ ] PM\)\`PMQ`T3K0L+PM\�N�Pm] \>XoH�P1¢� � +¿�¬:Ô`�[§Qª[«� �¬ \`RES"Nzb�REH�Q
]0A0K S�\`NZCOS"N�L+PMH���XoHBKsS�REH�\zRES"N�DGRES�S~VPa] P bB] H�\ DEP_�BK SBCEK QgPM\~jwCE] TEPmK0]0]0COS"N�\,:�?§PM\�Q�VPM\`HB] NZCON�\yb�Q�VPm]0K0jwK SJCEK Q`PM\y\`H�Q
] PM\YQ�VPM\`PmCOH��s¢�»:¢¦\gRES�N^N�Qm�PM\wPMSBL+REH;Q,COfEPmCOS�N�\�:bTzS�Pl\,K0j�bB] PlQ`PmXoH�kPMN�P�DEPiN�VPm]�VPmLedBCOQgfEPmj>PMS�N�D�A PM�UVPmL+H�NZCO�B] PM\
\`H�Qn] PnQ�VPM\`PmCOH��C}]0A0CEK0DGPiDGH'] REf;K0LMK Pm]���ô�Ù^õ[l©ô�óîõo�9S�REH�\aC>b�PMQ,jwK \nDGP[N�VPm]`VPmLedJCOQ`fEPMQ�H�S�P}D�K ZmCEK S;PiDGP[�BK SJCEK Q`PM\
jwCE] TEPmK0]0]0COS"N�\wD�K ��VPMQ`PMS"N�\,:
?�A RE��FIPmL+NZK0��PM\gN PMS�\gHBK N�PhD�A PM�UVPmL+H�N�PMQ}] PM\wjwCE]0K0LMK Pm] \}L+R;]0] PmL+N;VPM\hCOW�ScD�A PMS�L+R;j>b�Q`PMSBDEQ`Pi] Px�ÔRESBL+NZK RES;S�Pmj>PMS"NZ:
��REH�Q@L+Pm]0CE�zb�HBK \,XZH�PxS�REH�\YS;P�b�REH�TERES�\YbBCO\�]�VPMf;CE] Pmj�PMS�N�] PM\}PM�UVPmL+H�N�PMQh\,COS�\wQ`PM\gN�Q,K0L+NZK RESB�©S;REH�\qC�TERES�\
L+Q�VP�VP�H�S¥PMS"T�K QgRES�S�Pmj>PMS"N�DEP�\,K0j_HB]0CONZK RESB:>?�C'XoHBCE]0K N�VP¥D�A`VPmj_HB]0CONZK RES¸DGPM\�COf;K \g\`Pmj>PMS"N�\�DEP�L+P¦N��"b�PcDGP
jwCE]0K0LMK Pm])DzVPMb�PMSJD¦DEH�SBK TEPmCOH·D�A0K S"N�PMQ,CEL+NZK RES&DEH�\`��\gNE�Pmj�Pm:z�3S¡D�VPMTEPm] REb�bJCOS�N�H�S¥LM]0K PMS�N��/£y¨&bBCOQ`NZK0L+HJ]0K PMQ
b�REH�Q©RE��\`PMQgTEPMQ�H�Sp-öñsreò�õ,r3L+R;jwj>Pa]0A RES�N��ICEK NY» )GQ`PmK0]0K S�fiPMN�CE]0:�ÖE×E×E</½���] P�SBK TEPmCOH�D�A0K S�N�PMQ�CEL+NZK REShRE�;N�PMS�HiPM\`N
K SB�OVPMQ,K PMH�Q¦�CxL+Pm] HBK©XZH�P�]0A RES�b�PMH�N~PM\`b VPMQ`PMQ[PMS�PM�UVPmL+H�NZCOS�NlL+PqjwCE]0K0LMK Pm]0:�T�S�SBK TEPmCOH¡D�A0K S"N�PMQ,CEL+NZK RES VPMf;CE] �C
L+Pm] HBKJDGPM\ -gñsrg
~��LMA PM\`N����CO�gD;K Q`P^H�S�PnPM�UVPmL+H�NZK RES�\,COS�\YL+RES"N�Q9kR;] Pm )b�RE\gPhDGPM\~b�Q`RE�B] �Pmj>PM\wXZHBCOS"Nx�Ch]0CijwCZk � N�Q�K \`P
D�A`VPMTEPMS"N�H�Pm]0] PM\>CON�NZCEXZH�PM\zPMN�COH^Q`PM\`b�PmL+N�DGP[]0C>] R;K0:§ÕzREH;\UC`TERES�\ DGRESJL�L®d�R;K \,K9DGP[]0K0jwK N�PMQ_L+PM\zPM��PMN�\_DGPy��REQ,D��
PMS�L+RES�N�Q9kR;]0COS"Nn]0A PM�UVPmL+H;NZK RESB�3jwCEK \yPMS���CEK \,COS"N)PMSh\`REQ`N�PYDGPYL+RES�\`PMQ`TEPMQ�] P~bB] H�\�dBCOH�N�SJK TEPmCOH�D;A0K S�N�PMQ,CEL+NZK RES
b�RE\`\,K �B] Pm:
?§PM\[j>R3D�K WBLMCONZK RES;\>XZH�P~b�PMH;N�PMS�fEPMSBDEQ`PMQ)H;S}N�Pm]�jwCE]0K0LMK Pm]�\`H�Q�H�S}\g��\`Ns�Pmj>P}D;A PM��bB] R;K NZCONZK RESxb�PMH�TEPMS"NakPMN�QgP
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L+RES�\�VPmXZH�PMS"N�PM\)PMN>K S�±�H�PMSBL+PMQ_] PaL+R;j>b�REQ`N�Pmj>PMS"N DGPM\zb�QgR�L+PM\`\gH�\z\,A PM�UVPmL+H�NZCOS�N�Cyb�RE\`N�PMQ,K REQ�K0�GPMSwbBCOQ`NZK0L+HJ]0K PMQ
L+Pm] HBK�D�A0COH�N�Q`PM\>jwCE]0K0LMK Pm] \,:�ÕzREH;\�b�PMS�\`RES�\~DGRESBL�XZH�P�] P \`��\gNE�Pmj�PaD�COS�\>] PmXoH;Pm];L+PaDEPMQ`SBK PMQ�T§CwkPMN�Q`P PM�UVPmL+H�N�VP
DGR;K N[kPMN�Q`P;��b�Q`REb;Q`PN�E�oPMN_C`TERES�\ L®d�R;K \,K§DGP�SBA PM�UVPmL+H;N�PMQ~XZHBA H�S^\`PMHB]"jwCE]0K0LMK Pm]B�C�]0C>��R;K \,�,b�HBK \�DGPyQ�VPmK SBK NZK0CE]0K \`PMQ
] P[\`�"\`Ns�Pmj>Pm:
?�CxDEPMH���K �Pmj>P¦L+RES�N�Q,CEK S"N�P@K0j>bJ]0K0XoH�Pq]0Cxj}CZk � N�Q,K \`P@DGPM\}L+R;j}j�H�SJK0LMCONZK RES�\n\`REQgNZCOS�N�PM\,:�?§PYN�Q,COWBLYDEH�LMCOSJCE]
¨f�[¨¤D�A H�Ss-gñsr3SBA PM\`N~bBCO\~PMSc] HBK �gjxkPmj�PaH;S�D�COS�fEPMQ>b�REH�Q�] Pa\`�"\`NE�Pmj>P�D�A0K SB��REQ,jwCONZK RES¥ã�K0];S�P�\,A0CON�NZCEXoH;P
PMS�f)VPMS~VPMQ,CE]UCOHJL+H�S�Pmj>PMS"NiCOH�\`��\gNE�Pmj�Pi\`H;Qi] PmXoH;Pm]�K0]3\�A PM�UVPmL+H�N�Pm�yK0]3H;NZK0]0K \`Pi\�K0j>bB] Pmj>PMS"NiDGPM\aQ`PM\`\`REH;Q,L+PM\
Q�VPM\`PmCOH��3:�Õ�REH�\xPM\`\,C`�ERES�\'DGRESBL�DGP���REH�Q`SBK QlH�S«SBK TEPmCOH D�A0K S"N�PMQ,CEL+NZK RES¯COH;\`\,K)dBCOH�N�XZH�P@b�RE\`\�K �B] P�\`H�Q
]0A�VPmj�HJ]0CONZK RES&DGPxL+PM\}L+R;jwj_H�SBK0LMCONZK RES�\iãJ]0CEK \`\`PMQ}] P�jwCE]0K0LMK Pm]�L+R;jwj�H;SBK0XoH;PMQ^C`TEPmLwL+P�LMCOSBCE]ª] REQ`\,XZHBA0K0]�PM\`N
REb~VPMQ,CONZK RES�S;Pm]0��PMNx] P}\�K0j�HB] PMQa\,K S�RESn¯G:)?§PiN�Q,COWBL}j}CE] TEPmK0]0]0COS�N^b�REN�PMS�NZK Pm]0] Pmj�PMS�N·VPmjwK \abBCOQx] P -gñmr · VPMNZCOS�N
XZHBCOS�Nx�CY] HBK�K0]0]�VPMf;CE]0��S�REH�\US�REH�\aL+RES�N�PMS"N�RES�\YDGP�\,K0j_HB] PMQ�L+PnNî��b�P}D�A0K S"N�PMQ,CEL+NZK RESB:
�M]EQ`PM\`N�Pq�C_\,C�TER;K QnL+R;jwj�PMS�N�K0DGPMS"NZK W�PMQ[] PM\6±�H;�YPMN)\,K0j_HB] PMQ�L+PMQ`NZCEK S�PM\nK S"N�PMQ,CEL+NZK RES�\,:�Õ�REH�\�H�NZK0]0K \`RES�\yb�REH�Q
L+Pm]0C)H�S�P>COb�b�Q`R3Led�P>K N;VPMQ,CONZK TEP�PMS^Q`PmD�K Q,K fEPmCOS"N�] PM\R±�H��>TEPMQ`\�DGPM\UjwCELedBK S;PM\UXZH�P�S�REH�\UjwCZk � N�Q,K \`RES;\,:�?�REQ`\,XZH�P
S�REH�\YK0DGPMS"NZK W�RES�\>H�S¦S�REH�TEPmCOHp±�H��3�§S;REH�\^] PaQ`PmD�K Q�K fEPMRES�\}D�COS�\~H�Sqb;Q`PmjwK PMQ>N�Pmj>b�\~TEPMQ`\�H�S�PljwCELedJK S�P
DGPiS�REN�Q`PhQ�VPM\`PmCOH�] R�LMCE]yXZHBK3\,K0j_HB] P�] Pi\gPMQ`T�K0L+P�DGPmjwCOSJDzVPibBCOQxL+P�±�H��3:zÕzREH;\aRE�;\`PMQ`TERES�\aPMNlCOSJCE] ��\`RES;\
PMS�\`HJK N�P�L+P�±�H;��b�REH;QxD�VPmLMK0DEPMQqDGP�]0A0COH;N�REQ,K \`PMQwREHcS�RES�] REQ`\qDGP�]0Cib�Q`R3LedBCEK S;PhPM�UVPmL+H�NZK RES�DEH«jwCE]0K0LMK Pm]0:
Õ�REH�\)QgPm]0COSy�L+RES�\[CE] REQ`\[] P^j}CE]0K0LMK Pm]�COb;Qs�PM\�QgPmL+RES�W�fEH�Q,CONZK RES�DGPY]0CUbB]0CON�Pm��REQ,j>PwCOW�S�D�A0CE]0] PMQybB] H�\�] R;K S�D;COS�\
\`RES�PM�UVPmL+H�NZK RESB:

Á)¿ËÊ�¿ËÊ þ,Ì·É6å"êÃ�Ì&Ã�ÎRàGÍPà,Î®Ë�Î
?�CYfEQ,COSBDGPqjwC�F�REQ,K N�VP¦DEPM\[\`�"\`NE�Pmj>PM\lK S;\`NZCE]0]�VPM\�\`H;Q}] PM\nREQ,D�K SJCON�PMH�Q`\iK S"N�PMQ,L+RES�S�PmL+N�VPM\'�C�]0A �+S�N�PMQgS�PMN'VPMNZCOS�N
À ����¤: �Ó`¦8Á�¾��"S�REH�\�C`TERES�\^L®d�R;K \,KBDGP��BCO\`PMQ�S;REN�Q`P[PMS"T�K Q`RES;S�Pmj>PMS"N�D�A�VPmj�HJ]0CONZK RES¦\gH�Q�L+P[\`�"\`Ns�Pmj>Pm:J��REH�Q
RE��N�PMSBK QJH�Sa\`�"\`NE�Pmj>Pyb�Q`REb�Q`PY�C L®dBCEXoH;P)PM�UVPmL+H�NZK RESB�§] P�] REf;K0LMK Pm]§DGP)\�K0j�HB]0CONZK RES�D�A0COQ�LedBK N�PmL+N�H�QgP��3âEµ�Ñ:¬ À Ô�©�¡
CiVPMN�VPyH�NZK0]0K \�VPm:9¨ªP ] REf;K0LMK Pm],b�PMQ,j>PMN)DEPz\,COH�TEPMf;COQ,DEPMQy]0A`VPMNZCON�L+REH�Q,COS"N�DGP~]0C_jwCEL®dBK S�P�T3K Q`N�H�Pm]0] P)PMN�D�A �>Q`PMTEPMSJK Q
XZHBCOSBD���REShS�REH�\)\`Pmj��J] Pm:���REH�Q[C�TER;K QUH;S}\`�"\`NE�Pmj>P>b�Q`REb�QgPl�C�L®dBCEXZH�P PM�UVPmL+H�NZK RESB�3K0]mS�REH�\)\`H��wN>D��PM\�] REQg\
DGP}j�VPmj>REQ�K \`PMQ H;S�VPMNZCON~b�Q`REb;Q`Pm��PMN�D�A �lQ`PMTEPMSBK Q�] REQg\aD�A H�S;P~S;REH�TEPm]0] PnPM�UVPmL+H�NZK RESB:
Õ�REH�\hC`TERES�\�Led�R;K \,K)] P}\`�"\`Ns�Pmj>P#Â:¥�Ã�s+"`����¨�æ�L+R;jwj>Pi\`�"\`NE�Pmj>PidUkREN�Pm�3PM\`\`PMS"NZK Pm]0] Pmj>PMS"N^b�REH;Q[\`RES�bJCOQ`PM�
��PMHp��¡:£�r=�[§�£:¡�©�» Õ�PMN�WB] N�PMQö½�PMN_PMS¦bBCOQ`NZK0L+HJ]0K PMQ b�REH�Q�]0A ¬Y�3�nDEPnb�Q`REfEQ�CEjwjwCONZK RES¦RE��PMQ`N�PabBCOQY]0C}]0K ��Q�CEK Q,K P
§`�
x`��¢�¸�XZHBK"b�PMQ,j>PMNnDEP}DzVPm]�VPMfEH;PMQYL+PMQgNZCEK S�\_N�Q,CEK N�Pmj�PMS�N�\q�Cw]0A PM\`bBCEL+PnH�NZK0]0K \,CON�PMH�Q,:
?§Pn\`��\gNE�Pmj�P[f;] RE�BCE]�DEP�\,K0j�HJ]0CONZK RES@PM\`N_\,Led~VPmjwCONZK \�VP^\`H;Qn]0C>W�fEH�Q`P}µE:0°E:
�M]3L+R;j>b�Q`PMSBDqã
= T�S�P}jwCEL®dBK S�PiXZHBK"PM�UVPmL+H;N�Pl] PM\^] REf;K0LMK Pm] \Yj}CE] TEPmK0]0]0COS�N�\,:
= T�Sc\,K0j�HJ]0CON�PMH�QqDGPl\`PMQ`T3K0L+PM\AÞyL+PMN�N�P'jwCEL®dBK S�PlPM\`N�LMCObBCO�B] P�DEPh\�K0j�HB] PMQ��C�]0C�DGPmjwCOSJDGP�] PM\Y\`PMQ`T3K0L+PM\
COH��3XZH�Pm] \h��CEK NhCOb�b�Pm]z] P�] REf;K0LMK Pm]yjwCE] TEPmK0]0]0COS�N�ã)¢~Õ~{��z¹~Ø�Ø����6)JØ_���3PMNZLM:)?�REQ`\,XZH�P@L+Pm] HBK �gLMK�PM�UVPmL+H�N�P
³ÅÄ µÅ� �y³��y£������U�"µ�Ä�� ���U¶�µÅ�ÇÆyÈPÉ*��×��g�:� ����g��£ �����Ùt�g���g´<�?×�� ��Ä������g�O�2Ä���±��������K�
Ã ¬ � ­ Ùt�g��Ä��7µ��g��´<�?�`���U���g�2��µÅ�Oµ��g���2Ä�Ù[�g�"µ¢£��
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1. Identification de flux,
ou émulation de service

− Canal C & C
− FTP
− HTTP
− DNS
de services

identifiés

3. Tentative
de propagation

Nepenthes

d’exécution de
maliciels

Internet

Canal
C & C

passerelle redirigeant le trafic

2. Flux C & C 

simulateur 

Simulation

Workgroup Switch
Catalyst
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CiscoSystems
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±U² ³U´�µE:0°>=@��S�T3K Q`RES�S;Pmj>PMS�NnD;A PM�UVPmL+H�NZK RES

DGPM\_Q`PmXoH�kPMN�PM\~\`H�QnDEPM\�b�REQ`N�\��BK PMS'K0DEPMS�NZK W~VPM\ PMN�CO\`\`R3LMK�VPM\q�CYL+PM\ \`PMQ`T3K0L+PM\,��] PM\�±�H��h\`RES�N_Q`PmD�K Q,K f)VPM\_TEPMQg\
L+P[\�K0j�HB]0CON�PMH;Q_b�REH�QUN�PMS"N�PMQaDGP�b�REH�Q`\gHBK T�QgPY]0A PM�UVPmL+H�NZK RESB:

=¤��REH�Q�] PM\ª\`PMQ`T3K0L+PM\©¶�K SJDGRZº�\_��Õ�PMN��BK RE\,�9{�Ð®�y ªã�]0A0CON�NZCEXZH�PUPM\`NªQ`PmD�K Q�K f�VPMPUTEPMQg\JH;S�P>j}CELedBK S�PyPM�UVPmL+H�NZCOS�N
H�SYb�REN DEPnjwK Pm]GN�Pm]�XZH�P^ò�õ`t�õZò;repsõ[
~» �BPmCELed�PMQ~PMNaCE]0:�ÖE×E×Eµo½���DGRES"N_] P���H�N©PM\gN DGPU\,K0j_HB] PMQ�H;S�PUPM��bJ] R;K NZCO�
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*thread_info

int arg0, arg1, ...
long (*fn) (restart_block*)

restart_block
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Ý*©eÅ ÄC«�ÊeÇ Æ�ÄC«*Í<­Æ�Æ È�Ý;­Æe§�Å ß;­Æ�Ý]ÉQÍ�ÞIÇ �6Ð
ÝGÆ�Í�¬@Å ÈSÆ�ÆNÍVÑ þ ÆnÊHÆ�ÍSÄ]Å Æ�ÍÒÝGÆ�Æ%« ÉHÞ ©HÍSÈfÝNÍ�Æ�Ä]Ê�ÍSÆEÆNÄNÆÕÊ�­Æe§�Å ÈFÅ ©HÄ3Æ�Ä¾µ�©HÄ�§�«0Å ©HÄ
Ê�ÆlÞIÉ±§�É�ÆeÈSÆÓÊ	Æ�I@f�: Æ�å@Å «�§�©	ÆNÍFÉQÄ�«iÆ¯«}ÍSÆ=Ê�©HÄNÄNÆ�ÍnÞIÉLæ,ÉHÅ ÄÌ²ÉLÞIÉÓæÕÉ�§��]Å ÄeÆ¹¬@Å Í�«NÆNÆ=ÞIÞ Æ¾²ÉLÞIÇIÉHÅIÊ�ÆÿÊNÇ ÆNÄNÆ�IDfÞ:
Æ�Ä�«*ÍSÐ=Ñ4­eÉ�§rÆ]Þ «0É�«0Å ¬HÆ=æ1Æ�Ä�«9´kÞIÇ �6Ð
ÝGÆ�Í�¬@Å ÈSÆ�ÆNÍ ÝsÆ�ÆJ«iÊ�­Æe§�ÅIÊ�Æ�Í Ê�Æ}ÈFÇIÉQÍSÍe¸Æ¯«*Æ�ÍÒÆ¯«(Ê�Æ»°0Æ]Å «6«*Æ�Í Þ Æ�È�©HÝ;­Æ�ÍFÉ�«0Å ©HÄNÈ>I@f��
Ô�Æ�Ä�Æ�å>­Æe§rÆ%«0ÉQÄ�«�ÞIÇIÅ ÄNÈ�«*Í�Æ/§�«0Å ©HÄ�I@fÞ����­
­uØ*Ñ
³`Æ�Èd©HÝ;­Æ�ÍFÉ�«0Å ©HÄNÈ�I@fÞ� Ä%©HÄL: Í�©C©�«lÆ¯«ÌÞ Æ�Èd«*ÍFÉQÄNÈFÅ «0Å ©HÄNÈ�IDfÞ� È�©HÄC«}§�©HÄ�«*Í=¸©eÞ6­Æ�Æ�È×Ý]ÉQÍ³ÆNÄNÆ×È�«*Í�Æ�§�«NÆNÍSÆ�Ê�Æ
Ê8©HÄNÄ#­Æ�Æ�È(ÉQÝNÝGÆ=Þ6­Æ�Æ¢ÒGv�p�a��!�b ÕÇ{£��bs0}�v�w;tB¡e`bw;a�pr`b ��;a�p��!s*a��OprtÒ¤8Ò�£�¡e��©0Ñ%³]ÇIÉ�§¯§�²Æ�È¿²É�§#Æ¯«6«*ÆiÈ�«*Í�Æ/§�«NÆNÍ�ÆfÆ�È�«!�U­Æ�Í<­Æ�Æ
Ý]ÉQÍlÆNÄ¡§�©eæ1Ý*©HÈFÉQÄ�«�Ê�ÆlÞIÇ6­Æ¯«0É�«LÊ�ÆwÝNÍ�©4§#Æ�ÈSÈSÆ�ÆeÍ�ÉQÝNÝGÆ=Þ�­Æ�j Ý*©eÅ ÄC«*Æ�ÆNÍlI@f þ �;ngÔ*ÅIÞ�§�©HÄ�«0Å Æ�ÄC«,ÞIÇIÉHÊHÍSÆ�ÈSÈSÆÿÊ�ÆlÞIÉ
I@f þ �eØ*Ñ þ ÆnÝ<©eÅ Ä�«*Æ�ÆNÍ1Æ�È�«,Þ ÆÏÆ¯«¾­Æe§#ÍFÅ «�²ÉÓÞIÇIÉHÅIÊ�ÆwÊ�Æ�È,Å ÄNÈ�«*Í�Æ�§�«0Å ©HÄNÈ¯IDf�½�ÔX�{�%Ô Æ¯«¯I@fm½UÔ��h³/®iÑ�³]Ç �
ÐO:
ÝGÆ�Í�¬@Å ÈSÆ�ÆNÍ�§�©HÄNßN�	ÆNÍ�Æ�ÞIÉHIDf þ �Î²ÉlÞIÇIÉHÅIÊ�Æ3ÊHÆ�È,Å ÄNÈ�«*Í�Æ/§�«0Å ©HÄeÈ�IDfÃ�h¦<AÂ®º´�I@f��õ�[8¯Ô+¦�Æ¯«¯IDf þ ³A¦<AD�}Ñ
8�ÞkÆ�È�«lÅIæ(Ý<©HÍ�«0ÉQÄC«ÿÊ�ÆLÄ%©�«*Æ�Íd°0ÆNÆÁ§#Æ�È�Å ÄNÈ�«*Í�Æ/§�«0Å ©HÄeÈnÄNÆ×Ê�­Æe§�Þ Æ�Ä�§��NÆ�Ä�«3Ê�Æ�È@I@f�: Æ�å@Å È�«*Èm°0ÆNÆLÈFÅ]Æ=ÞIÞ Æ�ÈÕÈ�©HÄ�«
Æ�å>­Æe§rÆJ«J­Æ�Æ�È(Æ�ÄÜæº©GÊHÆ¯IDfÞ�ËÄ%©HÄ;: Í�©�©�«0ÑE³kÉ@­tÅ �	ÆNÍ�Æ ² Ñ��(Í<­Æ�È�Æuæ1ÆgÞIÉ�µ�ÉLK§�©HÄÜÊNÇ ÆJ«0ÅIÞIÅ ÈSÆ�Í¹§#Æ�ÈYÅ ÄeÈ�«*Í�Æ/§�«0Å ©HÄNÈVÑ
®1ÉQÄNÈ,ÞIÉYÈ�Æ]Å «*Æe´�É�¬cÉQÄ�«,Ê�Æ�ÝNÍ<­Æ�ÈSÆ�Ä�«*Æ�Í±§�©eæÕæ(Æ�ÄC«(Ä%©	ÆeÈ,É6¬�©HÄNÈ�ÆJ«0ÅIÞIÅ È(­Æm§#Æ¯«6«*Æ�«*Æe§��eÄ]Å�°,ÆeÆYÝ*©	ÆNÍ1ÝNÍ�©�«J­Æ��HÆ�ÍÓÞ Æ
Ä%©FÐeÉ�Æ/´`Ä%©	ÆeÈ{ÝNÍ<­Æ�ÈSÆ�Ä�«6©HÄNÈnÊNÇIÉ�ª*©HÍFÊDÆNÄeÆ�§�ÞIÉQÈSÈFÅ ß/§�É�«0Å ©HÄ�Ê�Æ�È�É�§�«0Å ©HÄNÈÕæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«*Æ�È(Æ�Ä æº©@Ê�Æ Ä%©FÐeÉ�Æ¢°0ÆNÆ
Ä%©	ÆNÈ»§�©HÄNÄ]ÉHÅ ÈSÈ�©HÄeÈFÑ

SUTW�DTWV ijk�]8Z
^A��\d�r�*�
�Eb%Z-�
�
�*��]�bJ\mb%���r^�c�b¢��^<×E�*a�b%]m��_�^E]8b%k�]8Z
^A��\��*\8\8^�k�Z=�b%b%\

¶�©	ÆNÈ�§�©HÄNÈFÅIÊ�­Æ�Í�©HÄeÈ�Å�§�ÅOÆNÄ]Å�°0ÆNÆ=æ1Æ�Ä�«1Þ Æ�È�É�§�«0Å ©HÄeÈ�æÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄ�«*Æ�ÈYÅIæ1Ý]ÞIÅ�°0Æ]ÉQÄ�«>ÆNÄNÆiÝGÆ�Í�«*Æ�ÊeÇIÅ ÄC«(­Æ��HÍFÅ «(­ÆlÊNÇ ÆNÄ
Ä%©FÐeÉ�Æ±Ê�Æ�ÈSÐ6È�«�²Æ=æ1Æ�ÊNÇ Æ�å6Ý]Þ ©eÅ «0É�«0Å ©HÄäÆ�ÄÓ§�©	ÆNÍ�È�ÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄ]Ñ¼³]É�ÝGÆ�Í�«*ÆÓÊNÇIÅ Ä�«J­Æ��HÍVÅ «J­Æ×Ê�ÆwÄ%©0ÐeÉ�ÆÏÝGÆ�Æ%«}ÝNÍ�©	:
¬HÆ�Ä]Å ÍnÊNÇ ÆNÄNÆLÉHÞ «J­Æ�ÍVÉ�«0Å ©HÄ 7 Ø{Ê�ÆÓÞIÉgæ}­Æ=æ@©eÅ ÍSÆÓÊ	Æ�Ä%©FÐeÉ�Æ/´g�HØ}Ê�ÆLÞIÇ Æ�Ä�¬@Å Í�©HÄNÄNÆ=æ1Æ�Ä�«nÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄ±Ê	Æ�Ä%©FÐeÉ�Æ
Ô*Þ Æ�È�Í�Æ��eÅ È�«*ÍSÆ�ÈgÊ�Æ þ ½!Ö#´�ÞIÉlæÁ­Æ=æº©eÅ ÍSÆwÅ Ä�«*Æ�ÍSÄNÆ�Ê	Æ þ ½!ÖiØôÆ¯«,ãHØ Ê�Æ�È(Ý#­Æ�ÍFÅ ÝL�;­Æ�ÍFÅ�°,ÆeÆ�ÈLÔ*æ}­Æ=æº©eÅ ÍSÆ×Å ÄC«*Æ�Í�ÄNÆe´
ÍSÆ��eÅ È�«*Í�Æ�ÈFØ*Ñ
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HOST−state Area

init

Gestionnaire

VMRESUME

gestion du VMEXIT

condition VMCS
VMEXIT due à une 

CODE DE L’INVITE

(Virtual Machine Control Structure)

HÔTE INVITÉ

VMCS

GUEST−state Area

plusieurs VMWRITE

VMLAUNCH

VMXON

VM−exit info fields

VM−entry control fields

VM−exit control fields

VM−exe control fields

CODE DE L’INVITE

çÒè éÒê ² Ñ��1ì�°]ÍSÆeµuÉQÝGÆ�Í!K§rÆ Ê�Æ¯8#ÄC«*Æ=Þ;IÂÔ[: å

Ø î�ïtî�ð�îvÙ òôó
õ�x�ùv�Nõ8õ8ó6õ�~>Ú0�Jx�y u | s õ s |=ÛJ�%z ü}�Nùv��ó u ù�ùv� s y8ó6õ

¶�©	ÆNÈ ÝeÍ�©HÝ*©HÈ�©HÄNÈ}ÉHÅ ÄNÈVÅbÆNÄeÆ¹§�ÞIÉQÈSÈFÅ ß/§�É�«0Å ©HÄ}°0Æ]Å�È�ÆYÊ�­Æe§�©	ÆNÝGÆiÆ�Ä±«*Í�©eÅ È@§�ÞIÉQÈSÈSÆ�È�ÝNÍVÅ Ä/§�Å Ý]ÉHÞ Æ�È@§�©HÍSÍSÆ�ÈSÝ*©HÄ]ÊNÉQÄ�«
²É�§#Æ�È;«*Í�©eÅ ÈYÉHÞ «(­Æ�ÍFÉ�«0Å ©HÄNÈ1Ý*©HÈSÈFÅ ªuÞ Æ�È��
ì�Ü ùv�Nõ0õ8ó¢Ù ú/�Nùvy��ó
ö��%y u | s ~uó3ùv�ÏüÝ�ó6ü}| u öFó�~�z s |=ÛJ�%z Ñ
ì�Ü ù?�eõ8õ8óÖÙeîvÙ ú�ü¾|4~ uvÞ x��%y u | sßu?s �Nýuý]ö�|eýuö u �ó6óÓ~�z�x�àuó6ü uvs ~>Ú ó6û»�ó�x�z/y u | s ~�z s |=ÛJ�Jz�î þ Æ¯«6«*Æ

§�ÞIÉQÈ�ÈSÆ Æ�È�«D§�ÉQÍFÉ�§�«(­Æ�ÍFÅ È<­Æ�ÆfÝuÉQÍôÞ Æ�ÈÒÉ�§�«0Å ©HÄNÈfæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«*Æ�È#°,Æ]Å¯©HÄC«�ªGÆ�È�©eÅ ÄLÊNÇIÅ ÄL��Æe§�«*Æ�ÍÒÊ�Æ±§�©@Ê�ÆiÉQßeÄLÊNÇ Æeµä:
µ Æe§�«NÆNÆ�Í�Þ Æ�ÆeÍ�É�§�«0Å ¬GÅ «(­ÆlæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄ�«*Æ=Ñ þ Æ¯«6«*ÆLÅ Ä;��Æe§�«0Å ©HÄ3ÝGÆ�Æ%«�ÈSÆ�µ�ÉHÅ Í�Æ(Ý]ÉQÍ 7 ØfÉ&�?©	Æ%«�ÊNÇ ÆNÄNÆ1Í<­Æ��eÅ ©HÄqÊ�Æ
§�©@Ê�Æ{Ê�Æ�Ä%©0ÐeÉ�ÆÓæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«*ÆôÆ¯« Ê�­Æ¯«6©	ÆNÍ�ÄNÆ=æ1Æ�Ä�« Ê�Æ�d;ÆeåYÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄ¹¬HÆ�Í�ÈD§#Æ¯«6«*Æ!Í<­Æ��eÅ ©HÄ�� ³±«Jf 7H³H³H³,
 ´
�HØh­Æe§#ÍVÉQÈSÆ=æ1Æ�Ä�«�ÊNÇ ÆeÄNÆtÍ(­Æ��eÅ ©HÄÓÊ�Æh§�©@Ê�Æ}Ê	Æ(Ä%©0ÐeÉ�Æ�Æ�åGÅ È�«0ÉQÄ�«*ÆiÉ�¬HÆe§!Ê�Æ¿§�©GÊ�Æ{æ,ÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«J� þ Æ�ÈFÉQÍSÆ 7H³H³H³�
 ´
ãHØgÅ Ä;��Æe§�«0Å ©HÄËÊ�Æ¢§�©GÊHÆ æÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄ�«ÌÊNÉQÄNÈ�ÆNÄeÆÿÍ(­Æ��eÅ ©HÄ Ê�Æ Ê8©HÄNÄ#­Æ�Æ�ÈÏÊ�Æ Ä%©0ÐeÉ�Æ Æ¯«wÊ�­Æ¯«6©	ÆNÍ�ÄNÆ=æ1Æ�Ä�«
Ê	Æ d;ÆNå ÊeÇ Æ�å>­Æe§rÆ%«0Å ©HÄ£¬HÆ�ÍSÈ¾§#Æ¯«6«*ÆÜÍ<­Æ��eÅ ©HÄ Æ¯« Å ØÿÅ Ä;��Æe§�«0Å ©HÄ Ê�ÆÎ§�©@Ê�Æ æ,ÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«qÉ�Æ ÈSÆ=Å Ä ÊeÇ ÆNÄNÆ
Í<­Æ��eÅ ©HÄ�Ä]ÇIÉQÝNÝ]ÉQÍ�«*Æ�ÄuÉQÄC«�Ý]ÉQÈ É�ÆlÄ%©FÐeÉ�ÆÌÔ?« Ð6Ý]Å�°,ÆeÆ=æ1Æ�ÄC«9´OÆeÄNÆ}Í<­Æ��eÅ ©HÄ Ê�ÆnÞIÇ Æ�ÈSÝ]É�§#Æ,Ê�ÆÕÞIÇ Æ%«0ÅIÞIÅ ÈFÉ�«*Æ�ÆeÍFØuÆ¯«
Ê�­Æ¯«6©	ÆeÍSÄNÆ=æ1Æ�Ä�«�Ê�Æ�dLÆNåwÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄ�¬HÆ�ÍSÈ»§#Æ¯«6«*Æ�Í(­Æ��eÅ ©HÄ]Ñ

ì�Ü ù?�eõ8õ Ùeî�ð ú}ü}|4~ u?Þ x��%y u | s ~]ó6õ}�=�Nö u �%�]ù�ó6õ}~>Ú¯�óCy��Jyj~/z s |�Û(�%z Ñ þ Æ¯«6«*Æ¾§�ÞIÉQÈSÈSÆlÍ�Æ��HÍ�©	ÆNÝGÆäÞ Æ�È
æ@©GÊNÅ ß�§�É�«0Å ©HÄNÈgÊ�Æ�È@¬`ÉQÍFÅIÉ�ª]Þ Æ�ÈÓÊ8©HÄC«,Ê�­Æ�ÝGÆ�Ä]ÊÏÞIÇ Æ�å>­Æe§rÆ%«0Å ©HÄ Ê�ÆÏÄ%©FÐeÉ�Æ �sÝ]ÉQÍ Æ�å6Æ=æ1Ý]Þ Æe´�Þ Æ�È¹¬cÉQÍFÅIÉ�ªuÞ Æ�È
«*Æ=ÞIÞ Æ�È#°,ÆNÆ Þ ÆX�4pr`,x*p{�b�Îs�`b�!w;a�t0p�°,ÆuÅ0È�©HÄC«�È�«6©4§�i>­Æ�Æ�È1ÊeÉQÄNÈfÞIÉôÝ]ÅIÞ Æ æÕÉHÅ È}É�ÆNÈSÈVÅ6Þ Æ�È{É�«6«*ÍVÅ ª;Æ%«*È}Ê�Æ�È¼«0É�ªuÞ Æ�È
ÊHÆ(Ý]ÉQ�HÆ�ÈYÊ�ÆlÄJ©0ÐeÉ�Æ�ÝuÉQÍfÆ�å
Æ=æ(Ý]Þ ÆgÔ
á ¦
�6�
 �â6�G�0©
¦!�tã
£ ¦�ä6¦G¶0¨
©@�0£
¯!� �6�6� Ø*Ñ

ì�Ü ùv�Nõ0õ8ó ðÜú��Nùvy��ó6ö��Jy u | s ~uó×ù�Ú ó s � u ö�| s/s ó6üÌó s y�~>Ú ó6û»�ó�x�z/y u | s î þ Æ¯«6«*Æ¿§�ÞIÉQÈSÈ�Æ�ÍSÆ��HÍ�©	ÆeÝsÆ,Þ Æ�Ènæº©@ÊNÅ :
ß/§�É�«0Å ©HÄeÈgÊ�Æ�È ÍSÆ��eÅ È�«*ÍSÆ�ÈgÊ�Æ þ ½ Öå«*Æ=Þ È±°0ÆNÆnÈ<­Æ=Þ Æe§�«*Æ�ÆNÍ�ÈÓÊ�Æ�ÈSÆ��eæ(Æ�ÄC«*È ¶
�@���G�@�Ü�6� ´tÞ ÆnÍSÆ��eÅ È�«*Í�Æ �8�6©6�
§�©HÄ�«*Æ�Ä]ÉQÄ�«�ÞIÇIÉHÊ�Í�Æ�ÈSÈSÆgÊ�ÆLÞIÉ@«0É�ª]Þ ÆÓÊ�Æ�ÈYÅ Ä�«*Æ�ÍSÍ�ÆNÝJ«0Å ©HÄNÈh©	Æ Þ Æ ÍSÆ��eÅ È�«*ÍSÆ ¾
�6©6� §�©HÄ�«*Æ�Ä]ÉQÄ�«�ÞIÇIÉHÊ�Í�Æ�ÈSÈSÆLÊHÆgÞIÉ
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«0É�ª]Þ ÆLÊ�Æ(Ý]ÉQ�HÆ�È�´NÆ¯«9§�Ñ
ì�Ü ùv�Nõ0õ8ó ï ú��Nùvy��ó
ö��%y u | s ~]ó6õ ý��ó
ö u ý/à��ó
ö uvæ z]ó6õ
î þ Æ¯«6«*Æ·§�ÞIÉQÈSÈ�ÆÌÍSÆ��HÍ�©	ÆeÝsÆ Þ Æ�È æº©@ÊNÅ ß/§�É�«0Å ©HÄeÈ¢°0Æ]Å
ÝGÆ�Æ%¬HÆ�Ä�«¢¸Æ¯«*Í�ÆÎµ�ÉHÅ «*Æ�È ÊeÉQÄNÈäÞ Æ�ÈÿÍSÆ��eÅ È�«*ÍSÆ�Èt©	Æ²ÞIÉqæ}­Æ=æ@©eÅ ÍSÆ±Å ÄC«*Æ�Í�ÄNÆ±Ê�Æ�ÈÓÝ;­Æ�ÍFÅ Ý;�#­Æ�ÍFÅ�°0ÆNÆ�ÈFÑ þ ©eæÕæ1Æ�Þ Æ
Ä%©FÐeÉ�Æ¾§�©eæÕæXÆNÄ]Å�°0ÆNÆ,É6¬HÆe§�Þ Æ�ÈfÝ#­Æ�ÍFÅ Ý;�#­Æ�ÍVÅ�°,ÆNÆ�È�´E§#Æ�È�æº©@ÊNÅ ß/§�É�«0Å ©HÄNÈ{È�©HÄC«{È�ÆNÈ�§#Æ�Ý%«0Å ªuÞ Æ�È�ÊNÇ Æ�ÄN�HÆ�Ä]ÊHÍSÆ�Í�Ê�Æ
µ�ÉLK§�©HÄÜÅ Ä]ÊeÅ ÍSÆe§�«*Æ�ÆNÄNÆ,ÉHÞ «(­Æ�ÍFÉ�«0Å ©HÄ�Ê�ÆlÄJ©0ÐeÉ�ÆÜÞ ÆuÅ :�æ¨¸Æ=æ1Æ=Ñ

½(©	ÆNÍÕÆ¯ÀsÆe§�«NÆNÆ�Ím§#Æ�È3æ@©GÊNÅ ß�§�É�«0Å ©HÄNÈ�´fÞ Æ�È3Þ ©H�eÅ�§�Å Æ=Þ ÈÏæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄ�«*È±©HÄ�«�ªGÆ�È�©eÅ ÄvÊ�Æ¨¬HÆe§�«*Æ�ÆNÍ�ÈwÊNÇIÉ�§¯§8²Æ�ÈÏÞ Æ�ÆNÍ
ÝGÆ�ÍFæ1Æ¯«6«0ÉQÄ�«ÕÊNÇIÉ�«6«*Æ=Å Ä]Ê�ÍSÆÿÞIÉÓæ}­Æ=æº©eÅ ÍSÆe´<©	Æ�ÞIÇ Æ�Ä�¬GÅ Í�©HÄNÄNÆ=æ1Æ�Ä�«ÕÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄ}©	Æ±Þ Æ�ÈiÝ#­Æ�ÍVÅ Ý;�;­Æ�ÍFÅ�°0ÆNÆ�ÈFÑ¼¶�©	ÆNÈ
Ä]ÇIÉ�ª*©HÍFÊ�Æ�Í�©HÄNÈt¬�©eÞ ©HÄC«0ÉHÅ Í�Æ=æ1Æ�ÄC«wÝ]ÉQÈÿÆ�Ä Ê!­Æ¯«0ÉHÅIÞ¹§#Æ�Èm¬HÆe§�«*Æ�ÆNÍSÈÜÊeÇIÉ�§¯§�²Æ�ÈVÑ¹® Æ�ÈÜÅ Ä�µ�©HÍFæ,É�«0Å ©HÄNÈ¾§�©eæ1Ý]Þv²Æ¯«*Æ�È
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³`Æ�È�«*ÍFÉ�¬cÉ�ÆeåÕÝNÍ<­Æ�ÈSÆ�Ä�«J­Æ�È�ÊNÉQÄNÈ@§#Æ�æ}­Æ=æ@©eÅ ÍSÆ(Í(­Æ�È�Æ]æ1Æ�Ä�«(ÞIÇ Æ�ÄNÈSÆ=æhª]Þ ÆÕÊ�Æ{Ä%©HÈ É�§�«0Å ¬@Å «J­Æ�ÈYÊNÉQÄNÈ1Þ ÆÕÊ8©eæÕÉHÅ ÄNÆnÊ�Æ
ÞIÉ1ÝNÍ�©�«*Æe§�«0Å ©HÄ Ê�Æ�È{ÈSÐ
È�«�²Æ=æ(Æ�È{Í<­Æ�Ý]ÉQÍ�«0Å ÈVÑ¬8�Þ ÈfÈFÇ ©HÍFÅ Æ�Ä�«*Æ�ÄC«}È�ÆNÍ+«*Í�©eÅ ÈYÉQå6Æ�È{ÝNÍFÅ Ä�§�Å Ý]É�ÆNåw�
ìQ³]ÇIÉHæÁ­Æ=ÞIÅ ©HÍFÉ�«0Å ©HÄ Ê�Æ�ÞIÉYÝNÍ�©�«*Æe§�«0Å ©HÄ Ê�Æ�È,ÊNÅ À@­Æ�ÍSÆ�ÄC«*È�ÈSÆ�Í�¬@Å�§#Æ�È�©�ÀsÆ�Í�«*È�È$ÆNÍ,Þ Æ�È Í<­Æ�ÈSÆ=É�ÆNå�«6©�«0ÉHÞ Æ=æ1Æ�Ä�«lÊNÅ È�:

«*ÍFÅ ªLÆ;­Æ�È Æ¯«@©	Æ%¬HÆ�Í�«*È�´<«*Æ=Þ È¿°,ÆNÆÿÞ ÆnÍ<­Æ�ÈSÆ=É�Æ�8�Ä�«*Æ�ÍSÄNÆ¯«0Ñ¼¶�©	ÆNÈ,É6¬�©HÄeÈ�Ý*©	ÆNÍ�§#Æ=ÞIÉlÉQÝNÝ*©HÍ�«J­Æ3Ê�Æ�ÆNå[§�©HÄC«*ÍFÅ ªLÆ;:
«0Å ©HÄNÈ Ô�Í<­Æ�È�ÆuæÁ­Æ�Æ�È�ÊNÉQÄNÈ(Þ Æ�È@§S�]ÉQÝ]Å «*ÍSÆ�È ã{Æ¯« Å §�©HÄ/§#Æ�ÍSÄuÉQÄC« 7 Ø�Þ Æ�È(æ}­Æe§�ÉQÄuÅ ÈFæ1Æ�È�ÊNÇIÉ�Æ%«6©HÍVÅ ÈFÉ�«0Å ©HÄäÊNÉQÄNÈ(Þ Æ�È
ÈSÐ6È�«�²Æ=æ1Æ�È}Í(­Æ�Ý]ÉQÍ�«0Å ÈfÈ�ÆeÍÏ8#Ä�«*Æ�ÍSÄNÆ¯«ÒÆ¯«J�HØÒÞIÉ#«6©eÞ6­Æ�ÍFÉQÄ/§#ÆÓÉ�ÆNåwÅ Ä�«*Í�ÆNÈFÅ ©HÄeÈ�Ê�Æ�ÈÒÈSÆ�Í�¬HÆ�ÆNÍ�È>8�Ä�«*Æ�ÍSÄNÆ¯«0Ñ þ ©HÄ�§#Æ�Í�:
Ä]ÉQÄ�«{ÞIÉôÝNÍSÆ=æ,Å?²Æ�Í�Æ�§�©HÄC«*ÍFÅ ªLÆ%«0Å ©HÄ/´�Ä%©	ÆeÈÒÉ�¬�©HÄNÈ!ÝeÍ�©HÝ*©HÈ(­Æ>ÆNÄ�Ä%©	Æ%¬HÆ=É�ÆÕÈ�§S�;­Æ=æÕÉ ÊNÇIÉ�ÆJ«6©HÍFÅ ÈFÉ�«0Å ©HÄwÉHÊeÉQÝ%«J­Æ¨²É
Ê�Æ�È ÈSÆ�Í�¬@Å�§#Æ�È�§�©eæ1Ý]Þ Æ�å6Æ�ÈD«*Æ=Þ È�°0ÆNÆ¹§#Æ�ÆNåd°0Æ]Å�È�©HÄC«º°,ÆuÅHÈ�©HÄ�«O²ÉYÞIÇ �NÆ�ÆNÍSÆYÉ�§�«NÆNÆ=ÞIÞ Æ1ÝNÍ�©HÝ*©HÈ(­Æ�È È$ÆNÍq8#ÄC«*Æ�Í�ÄNÆ¯«0Ñ
® Æ�È�ÄJ©	Æ%¬HÆ=É�ÆNå�« Ð6ÝGÆ�ÈLÊ�ÆÕÝGÆ�ÍFæ,Å ÈSÈFÅ ©HÄNÈ@©HÄ�«¢­Æ¯«J­ÆgÝeÍ�©HÝ*©HÈ(­Æ�ÈLÊ�Æmµ�ÉLK§�©HÄ�²ÉnÝ<©	ÆJ¬�©eÅ Í���­Æ�ÍSÆ�ÍlÊ�Æ�ÈgÉ�Æ%«6©HÍFÅ ÈVÉ�:
«0Å ©HÄNÈ¨§�©HÄ/§#Æ�ÍSÄ]ÉQÄ�«LÊHÆ�È�©HÝ#­Æ�ÍFÉ�«0Å ©HÄNÈ�§�©eæ1Ý*©HÈFÅ «*Æ�È¨µ�ÉHÅ ÈVÉQÄC«ÓÅ ÄC«*Æ�Í�¬HÆ�ÄuÅ Í�Ý]Þ ÆeÈFÅ Æ�ÆNÍSÈ ÝuÉQÍ�«0Å�§�Å Ý]ÉQÄ�«*È�Í<­Æ�Ý]ÉQÍ�«0Å È
È�ÆeÍ}ÊNÅ À@­Æ�Í�Æ�ÄC«*È�Æ�Ä]Ê�Í�©eÅ «*ÈiÊ�ÆÕÍ<­Æ�È�Æ=É�Æ]Ñ þ ©HÄ/§#Æ�ÍSÄ]ÉQÄ�«}ÞIÉÒÈ�Æe§�©HÄ]Ê�Æ»§�©HÄ�«*ÍFÅ ª;ÆJ«0Å ©HÄ/´HÄ%©	ÆeÈ}É6¬�©HÄNÈ�ÝNÍ�©HÝ<©HÈ<­ÆXÆNÄNÆ
ÉQÍ�§S�]Å «*Æe§�«NÆNÍSÆ�ÊHÆôÈ�Æ�Í�¬HÆ�ÆNÍ
8�Ä�«*Æ�ÍSÄNÆ¯«¼«6©eÞ�­Æ�ÍFÉQÄ�«}É�ÆNåÓÅ ÄC«*Í$ÆNÈFÅ ©HÄNÈ�ª]ÉQÈ<­Æ�ÆÒÈ�ÆeÍÒÞIÇ ÆJ«0ÅIÞIÅ ÈFÉ�«0Å ©HÄwÊ�Æ(ÞIÉôÍSÆ=Ê8©HÄuÊNÉQÄ/§#Æ
ÉHÊNÉQÝJ«0É�«0Å ¬HÆYÉQÈSÈ�©4§�Å6­Æ�Æt²É(Ê�Æ�ÞIÉ(ÊeÅ ¬HÆ�ÍSÈFÅ ß/§�É�«0Å ©HÄ×Þ ©H�eÅ�§�Å Æ=ÞIÞ Æ}Æ¯«}æ,É�«J­Æ�ÍVÅ Æ=ÞIÞ Æe´�ÉHÅ ÄNÈVÅ�°,Æ]Ç-²É(ÊHÆ�È{æÁ­Æe§�ÉQÄ]Å ÈFæ1Æ�È1ÊNÅ :
¬HÆ�ÍSÈVÅ ß;­Æ�È�Ê�Æ�Ê�­Æ¯«*Æe§�«0Å ©HÄ ÊNÇIÅ Ä�«*Í�ÆNÈFÅ ©HÄ]Ñ þ Æ¯«6«*ÆÕÉQÍ�§S�]Å «*Æe§�«NÆNÍSÆ,ÉYÊ8©HÄNÄ#­ÆnÞIÅ Æ�Ær²É�ÆeÄgÝNÍ�©�«6©�« Ð6ÝsÆÕÊNÇ ÆeÄgÈSÆ�Í�¬HÆ�ÆNÍ
�ÏÆ¯ª]Ñ

ìQ³]ÇIÉHæÁ­Æ=ÞIÅ ©HÍFÉ�«0Å ©HÄ Ê�Æ±ÞIÉ¡§�©HÄNÄ]ÉHÅ ÈSÈVÉQÄ/§#Æ Ê�Æ�È É�«6«0É�°0Æ]ÉQÄ�«*È�´�ÊHÆ�Èt«*Æe§��NÄ]Å�°0ÆNÆ�È3Æ¯«ÌÊ�Æ�È�©	Æ%«0ÅIÞ È ÊeÇIÉ�«6«0É�°,ÆNÆ�È
Æ%«0ÅIÞIÅ È<­Æ�ÈnÝeÍFÅ Ä/§�Å Ý]ÉHÞ Æ=æ1Æ�Ä�«YÈ�ÆNÍLÞ ÆLÍ<­Æ�ÈSÆ=É�Æ�8#ÄC«*Æ�ÍSÄeÆ¯«0ÑU½(©	ÆNÍt§#Æ=ÞIÉ�´]Ä%©	ÆNÈLÉ�¬�©HÄNÈ@Æ%«0ÅIÞIÅ È<­ÆäÊ�Æ�ÈlæÁ­Æe§�ÉQÄ]Å ÈFæ1Æ�È
ÊNÇ ©�ªeÈSÆ�Í�¬`É�«0Å ©HÄ Ê�Æ�Ê�Æ�ÆNåm« Ð6ÝGÆ�Èg� 7 Ø(Ê�Æ�È Ý*©�«*ÈgÊHÆlæ,Å Æ=Þ��]É�Æ%«*Æ�Å Ä�«*Æ�ÍFÉ�§�«0Å ©HÄ Ê�Ædµ�ÉLK§�©HÄ�²ÉÂ©�ªNÈSÆ�Í�¬HÆ�ÍLÊ�Æ�È
É�«6«0É�°0Æ]ÉQÄ�«*È>��Æ]æ,ÉHÅ ÄNÈt­Æ¯¬�©eÞ Æ]ÉQÄ�«�È�ÆNÍ1Ê�Æ�È È�Ð
È�«�²Æ=æ1Æ�È?ÆNÄeÆ»µ0©eÅ Èº°0Æ]ÇIÅIÞ ÈD©HÄC«ôÍ(­Æ�ÆNÈSÈFÅ¼²É�Þ Æ�È�§�©eæ1ÝeÍ�©eæ1Æ¯«6«*ÍSÆ@�HØ
ÆNÄeÆ(Ý]ÞIÉ�«*Æeµ�©HÍVæ1ÆLÊNÇ Æ�å>­Æe§rÆ%«0Å ©HÄqÊ�ÆgæÕÉHÞIÅ�§�Å Æ=Þ È�´eÝNÍ<­Æ=ÉHÞIÉ�ª]Þ Æ=æ(Æ�ÄC«O§�©eÞIÞ Æe§�«J­Æ�È�´sÄ%©	ÆNÈfÝGÆ�ÍFæ(Æ¯«6«0ÉQÄC«�ÊeÇIÉQÄ]ÉHÞ Ð
È�Æ�Í
ÝNÍ<­Æe§�Å È<­Æ=æ(Æ�ÄC«�Þ Æ±§�©eæ1Ý*©HÍ�«*Æ=æ1Æ�Ä�«�Ê�Æ�§#Æ�ÈYæÕÉHÞIÅ�§�Å Æ=Þ ÈVÑ þ Æ�È�Ê�Æ�Æeå�§�©HÄ�«*ÍFÅ ª;Æ%«0Å ©HÄNÈ{È�©HÄC«ÒÍ<­Æ�È$Æ]æÁ­Æ�Æ�ÈYÊNÉQÄeÈ�Þ Æ�È
§S�]ÉQÝ]Å «*ÍSÆ � Æ¯«�âÕÊ�Æ�§#Ægæ}­Æ=æ@©eÅ ÍSÆ=Ñ
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ìQ³]ÇIÉHæÁ­Æ=ÞIÅ ©HÍFÉ�«0Å ©HÄ ÊHÆ�ÞIÉ�È<­Æe§rÆeÍFÅ «J­ÆwÊ�Æ�È(Ä%©FÐeÉ�ÆNåqÊ�ÆnÈSÐ6È�«�²Æ=æ1Æ�ÈgÊNÇ Æ�å6Ý]Þ ©eÅ «0É�«0Å ©HÄ/´º²ÉLÞIÇIÉHÅIÊHÆ3Ê�ÆÿæÁ­Æe§�ÉQÄ]Å ÈFæ1Æ�È
æÕÉ�«(­Æ�ÍFÅ Æ=Þ ÈVÑ þ Æ�«N��²Æ=æ1ÆÏÊ�ÆgÍSÆe§��NÆ�Í�§��NÆLÄ%©	ÆNÈYÈSÆ=æhª]Þ ÆwÅ Ä/§�©HÄ�«6©	ÆNÍSÄuÉ�ª]Þ Æ×ÊeÉQÄNÈLÞIÉwæ1Æ�È�ÆNÍ�Æ�©�²Æ ÉQÈSÈ�ÆNÍSÆ�ÍÓÞIÉ
È<­Æe§rÆNÍVÅ «J­ÆÌÊHÆ�Èt§�©	Æ�§��NÆ�ÈOª]ÉQÈ�ÈSÆ�ÈÓÊHÆ�ÈYÈ�Ð
È�«�²Æ=æ1Æ�ÈnÆ�È�«�ÆNÄÜÝNÍ<­Æ�: ÍSÆe°0Æ]Å ÈÿÅ Ä]ÊNÅ È�ÝsÆ�ÄeÈFÉ�ª]Þ Æ¢²ÉÒÆNÄNÆgÈ(­Æe§rÆNÍFÅ ÈFÉ�«0Å ©HÄ
�eÞ ©�ª]ÉHÞ Æ(Ê�Æ}ÞIÇ Æ�ÄeÈSÆ=æ+ªuÞ ÆiÊNÇ ÆNÄ�ÈSÐ
È�«�²Æ=æ(Æ1Å Ä/µ0©HÍFæÕÉ�«0Å�°0ÆNÆ=ÑC¦@Ä Ý]ÉQÍ�«0Å�§rÆ]ÞIÅ Æ�Í�´0Ä%©	ÆNÈëÄ%©	ÆeÈkÈ�©eæÕæ(Æ�ÈôÅ Ä�«J­Æ�Í�Æ�ÈSÈ(­Æ�È»²É
ÞIÉ#«*Æe§S�NÄ%©eÞ ©H�eÅ ÆlÊ�Æ@¬GÅ Í�«NÆ]ÉHÞIÅ ÈFÉ�«0Å ©HÄÜÊeÅ ÈSÝ*©HÄ]Å ª]Þ Æ1È�ÆNÍ Þ Æ�ÈYÊHÆ�ÍSÄ]Å Æ�ÍSÈ�ÝNÍ�©4§#Æ�ÈSÈSÆ�ÆeÍSÈ>8�Ä�«*Æ=ÞëÔ?«*Æe§S�NÄ%©eÞ ©H�eÅ ÆH8�Ä�«*Æ=Þ
IOÔ
:�ÊNØ*ÑD¶!©	ÆeÈlÉ�¬�©HÄNÈ�ÉHÅ ÄNÈFÅ�´]Æ�Ä�Æ%«0ÅIÞIÅ ÈFÉQÄ�«�§#Æ¯«6«*Æt«*Æe§��NÄJ©eÞ ©H�eÅ Æe´+§�©HÄ?K§rÆ Æ¯«ÿÊ!­Æ¯¬HÆ=Þ ©HÝNÝ;­Æ�ÆNÄ¢�
Ð6ÝGÆ�Í�¬@Å ÈSÆ�ÆNÍ
Þ�­Æ��HÆ�ÍLÊ�©HÄC«ÕÞ Æ�Í=¸©eÞ Æ�Æ�È�«ÕÊ�ÆÂ¬>­Æ�ÍFÅ ßeÆ�Í,ÞIÉYÝNÍ(­Æ�ÈSÆ�Í�¬`É�«0Å ©HÄ ÊNÇ ÆNÄ¡§#Æ�Í�«0ÉHÅ ÄäÄJ©eæ+ªNÍ�ÆÓÊNÇIÅ Ä�¬`ÉQÍFÅIÉQÄC«*È�§�©HÄ�§#Æ�ÍSÄ]ÉQÄ�«
Þ Æ ÄJ©0ÐeÉ�Æ[³]Å Ä�ÆeåGÑ
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³`Æ�ÈLÝGÆ�ÍSÈSÝGÆe§�«0Å ¬HÆ�È�°0ÆNÆ3Ä%©	ÆNÈ,Æ�Ä�¬@Å ÈFÉQ�HÆ¯©HÄNÈÁ§�©HÄ/§#Æ�ÍSÄ]ÉQÄ�«LÆ�ÈSÈSÆ�Ä�«0Å Æ=ÞIÞ Æ=æ1Æ�ÄC«äÞ Æ�ÈäÊ�Æ�ÆNå Ê�Æ�Í�Ä]Å Æ�ÍSÈ3ÉQå6Æ�ÈäÊ�Æ�È
«*ÍFÉ�¬cÉ�ÆNåÓÝNÍ<­Æ�È�Æ�ÄC«(­Æ�ÈÕÊNÉQÄNÈ�§#Ægæ}­Æ=æ@©eÅ ÍSÆ=Ñ/¶�©	ÆNÈ�Þ Æ�È}ÝNÍ<­Æ�ÈSÆ�Ä�«6©HÄNÈYÊeÉQÄNÈ�Þ Æ�È�Ê�Æ�ÆeågÈ�©	ÆeÈ�: ÈSÆe§�«0Å ©HÄNÈiÈ�Æ]Å ¬`ÉQÄC«*Æ�ÈVÑ
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¶�©HÈ;«*ÍFÉ�¬cÉ�Æeå}§�©HÄ/§#Æ�ÍSÄ]ÉQÄ�«YÞIÇIÉHæ}­Æ=ÞIÅ ©HÍFÉ�«0Å ©HÄ Ê�ÆLÞIÉ±§�©HÄNÄ]ÉHÅ ÈSÈFÉQÄ�§#ÆLÊ�Æ�È�É�«6«0É�°,Æ]ÉQÄ�«*È�´uÊ�ÆLÞ Æ�ÆeÍSÈYæ}­Æ¯«N�%©@Ê�Æ�ÈiÆ¯«
©	Æ%«0ÅIÞ ÈÿÊNÇIÉ�«6«0É�°0ÆNÆ�ÈnÄ]Ç Æ�ÄÜÈ�©HÄ�«t°0Æ]Ç-²ÉwÞ Æ�ÆNÍSÈlÊ!­Æ¯ª;Æ%«*ÈFÑD¶�©	ÆNÈ�Æ�Ä�¬@Å ÈFÉQ�HÆ¯©HÄNÈÕÄ%©�«0ÉHæ,æ1Æ�ÄC«}²É�§�©	ÆNÍ�«»«*Æ�ÍFæ1ÆäÊ�Æ
§�©HÄ/µ0©HÍ�«*Æ�ÍôÞ Æ�È]Í(­Æ�È�Æ]Þ «0É�«*ÈuÍ(­Æ�È�Æ]æ}­Æ�ÈÒÊNÉQÄNÈ!Þ Æ;§S�]ÉQÝ]Å «*ÍSÆ � Ê�Æ;§#Æ}æ}­Æ=æ@©eÅ ÍSÆ!Æ�ÄgÊ�­Æ�ÝuÞ ©0ÐeÉQÄ�«gÆNÄeÆ�Æ�å
Ý#­Æ�ÍFÅIæ(Æ�ÄC«0É�«0Å ©HÄ
ª]ÉQÈ<­Æ�ÆiÈ�ÆNÍ1ÞIÇ Æ%«0ÅIÞIÅ ÈFÉ�«0Å ©HÄÌÊ�ÆÕÝ*©�«1Ê�Æ�æÕÅ Æ=Þb�]É�Æ%«*ÆYÅ Ä�«*Æ�ÍFÉ�§�«0Å ©HÄlÝNÍ<­Æ�È�Æ�ÄC«(­ÆÕÊNÉQÄNÈº§#ÆÂ§S�]ÉQÝ]Å «*ÍSÆ=Ñ(¶!©	ÆNÈôÆ�È�«0ÅIæº©HÄeÈ
Å Ä]ÊNÅ È�ÝsÆ�ÄeÈFÉ�ª]Þ Æ�ÈÕÊ�Æ�ÈFÉ6¬�©eÅ Í�ÈFÅtÞ Æ�È�§�©HÄ/§�Þ ÆNÈFÅ ©HÄeÈ±°,ÆeÆYÄJ©	ÆNÈ,É6¬�©HÄNÈ�©�ª%«*Æ�Ä�ÆeÆ�È(È�ÆNÍ(Ä%©�«*ÍSÆ�Ý*©�«ÕÊ�ÆÿæÕÅ Æ=ÞsÈ�©HÄ�«
��­Æ�Ä;­Æ�ÍFÉHÞIÅ ÈFÉ�ª]Þ Æ�ÈVÑD¶�©	ÆNÈ È�©eæÕæ1Æ�ÈgÉ�§�«NÆNÆ=ÞIÞ Æ=æ(Æ�ÄC«�Æ�ÄÁ«*ÍFÉHÅ Ä Ê�Æ�Ê�­Æ�ÝuÞ ©0ÐHÆ�Ít§#Æ¯«6«*Æ,Æ�å6Ý;­Æ�ÍFÅIæ1Æ�Ä�«0É�«0Å ©HÄ È�ÆeÍ(Ý]Þ Æ;:
ÈFÅ Æ�ÆNÍ�ÈfÝ*©�«*ÈYÊ�Ægæ,Å Æ=ÞëÊ�Æ±§#Æ�«�Ð
ÝGÆ�È�ÆNÍ�Ê�Æ�È}Í(­Æ�ÈSÆ=É�ÆNå³8¯½ ÊNÅ À@­Æ�ÍSÆ�Ä�«*ÈFÑA¶�©�«*ÍSÆ�ÝeÍ�©¬��Æ¯«{Æ�È�«�Ê�Æ±§�©HÄeßN�	ÆNÍSÆ�Í+«6©	ÆeÈ
§#Æ�È�Ý*©�«*È,Ê�Æ�æ,Å Æ=Þ;²ÉlÞIÇIÅIÊ�Æ�Ä�«0Å�°,ÆNÆ,Æ¯«gÊ�ÆÿÞ Æ�È¿§�©HÄNÄeÆe§�«*Æ�Í�È�ÆNÍ¯8#Ä�«*Æ�ÍSÄNÆ¯«,É�Æ æt¸Æ=æ1Æwæº©eæ1Æ�Ä�« Æ¯«,ÊNÇ ©�ªNÈSÆ�Í�¬HÆ�Í
Æ¯«LÊeÇ Æ�ÄNÍSÆ��eÅ È�«*ÍSÆ�ÍÓÞIÇIÉ�§�«0Å ¬GÅ «(­ÆÌÊ�Æ�ÈÓÉ�«6«0É�°,ÆuÉQÄC«*È�ÝGÆ�Ä]ÊNÉQÄ�«¯ÆNÄNÆm§#Æ�Í�«0ÉHÅ ÄNÆwÊ�ÆeÍ(­Æ�Æ=Ñ�¶�©	ÆNÈ�Ý*©	ÆNÍSÍ�©HÄNÈgÉHÞ ©HÍSÈ�´ëÆ�Ä
µ0©HÄ/§�«0Å ©HÄÜÊ�Æ�È{Í(­Æ�È�Æ]Þ «0É�«*È�´N��­Æ�Ä#­Æ�ÍVÉHÞIÅ ÈSÆ�Í@©	ÆÿÄ%©HÄ Þ Æ�ÈÂ§�©HÄ/§�Þ ÆNÈFÅ ©HÄeÈ�Ê�Æ Ä%©HÈ{ÝNÍ(­Æe§�­Æ=Ê�Æ�ÄC«*È#«*ÍFÉ�¬cÉ�ÆNå@Ñ
þ Æ¯«6«*ÆÏÉHæÁ­Æ=ÞIÅ ©HÍFÉ�«0Å ©HÄ�Ê�ÆwÞIÉm§�©HÄNÄuÉHÅ ÈSÈFÉQÄ/§#Æ×Ê�Æ�ÈÓÉ�«6«0É�°0Æ]ÉQÄ�«*È�Æ�È�«¿µ0©HÄ]ÊNÉHæ1Æ�Ä�«0ÉHÞ ÆLÝ<©	ÆeÍgÉHæÁ­Æ=ÞIÅ ©HÍSÆ�Í 7 Ø{Ä%©HÈ
ÝNÍ�©4§#Æ�ÈSÈ�ÆeÈlÊHÆÏÊ�­Æeµ Æ�ÄNÈSÆÓÆ¯«��HØiÄ%©HÈ�æ}­Æ¯«N�J©GÊ�Æ�È�ÊeÇ6­Æ¯¬`ÉHÞ Æ]É�«0Å ©HÄËÊ�Æ�ÈnÈSÐ6È�«�²Æ=æ1Æ�ÈwÅ Ä/µ0©HÍFæÕÉ�«0Å�°0ÆNÆ�ÈnÍ<­Æ�Ý]ÉQÍ�«0Å È3É�Æ
ÈSÆ�ÄNÈYÞIÉQÍS�HÆ=ÑA¶�©	ÆNÈfÝ*©	Æ%¬�©HÄNÈYÉHÅ ÄNÈFÅ6Æ�Ä�¬GÅ ÈFÉQ�HÆ�Íd²É1Ý]Þ ÆeÈ�Þ ©HÄN��«*Æ�ÍFæ1Æe´kÞ Æ�Èh«*ÍFÉ�¬cÉ�ÆNåÓÈ�ÆuÅ ¬cÉQÄ�«*È��
ìQ¦ëÄ ÝuÉQÍ�«*Æ�Ä]ÉQÍFÅIÉ�«äÉ6¬HÆe§ÏÞ Æ×�HÍ�©	ÆeÝsÆq��³ þ É�¬HÆe§äÞ Æe°,ÆeÆ=ÞiÞ ÆÓ§�©6Æ�Ä/§�ÉHÊ�ÍSÆ=æ(Æ�ÄC«äÊ�Æ�È¨«*ÍFÉ�¬cÉ�ÆNå Ê�ÆÃ8�©HÄöAnÞ :

ªGÆ�ÍFÊNÅ�Ô6§��]ÉQÝuÅ «*ÍSÆ,âHØÒÉ�Ê!­Æ���²É}Æ�ÆÌÞIÅ Æ�Æ/´
Ä%©	ÆNÈ�Æ�Ä�¬GÅ ÈVÉQ�HÆ¯©HÄNÈ�Ê�Æ1Ý*©	ÆNÍSÈ�ÆuÅ ¬
ÍSÆ»§#Æ�È+«*ÍFÉ6¬`É�ÆNå×ÉQßNÄäÊ�Æ1ÝNÍ�©HÝ*©HÈSÆ�Í
Ê�Æ�ÈYÈ�©eÞ Æ%«0Å ©HÄeÈ¹©HÍFÅ �eÅ ÄuÉHÞ Æ�ÈlÊHÆwÊ�­Æeµ Æ�ÄNÈSÆLÝNÍ�©eÉ�§�«0Å ¬HÆ�È�§�ÉQÝ]É�ª]Þ Æ�ÈÿÊ�ÆgÝNÍ�©�«J­Æ��HÆ�ÍÿÞ ÆgÍ<­Æ�ÈSÆ=É�Æ�´ëÈSÆ�ÈYÈSÆ�Í�¬@Å�§#Æ�È�Æ¯«
ÈSÆ�ÈÒÆ%«0ÅIÞIÅ ÈFÉ�«*Æ�ÆNÍ�È�´h§�Ç Æ�È�«N:�²É�:�ÊeÅ ÍSÆ¢§�ÉQÝuÉ�ª]Þ ÆÜÊNÇIÉQÄ�«0Å�§�Å ÝGÆ�Í,È�ÆeÍ3Þ ÆÜÞIÉQÄ/§#Æ=æ(Æ�ÄC«×ÊNÇIÉ�«6«0É�°,ÆeÆ�ÈgÝ]ÉQÍ×Þ Æ�È,Ý]Å ÍVÉ�«*Æ�È
Å Ä/µ0©HÍFæÕÉ�«0Å�°0ÆNÆ�ÈFÑ;³kÇ ÆNÄeÆÌÊ�Æ�È�©HÍFÅ �eÅ ÄuÉHÞIÅ «J­Æ�ÈÌÊ	ÆÓ«*ÍFÉ6¬`ÉHÅIÞ#°,ÆNÆ�Ä%©	ÆNÈ,Æ�Ä�¬@Å ÈFÉQ�HÆ¯©HÄNÈÁ§�©HÄNÈFÅ È�«*ÆÌ²ÉÁ§�©HÄ/§#Æ¯¬�©eÅ Í�´
Ê�­Æ¯¬HÆ=Þ ©HÝNÝGÆ�ÍfÆ¯«�æ(Æ¯«6«*ÍSÆ(Æ�ÄtË�Æ%¬6ÍSÆnÊ�Æ�È�æÁ­Æ¯«N�%©@Ê�Æ�È�Æ%«0ÅIÞIÅ ÈFÉQÄ�«�§�©HÄ;�?©eÅ ÄC«*Æ=æ(Æ�ÄC«�ÊHÆ�È>©	Æ%«0ÅIÞ È�Ê�ÆÕæ}­Æ¯«*Í�©eÞ ©H�eÅ Æ
Ê�Æ Í<­Æ�ÈSÆ=É�Æ É6¬HÆe§ÿÊ�Æ�È�Ý*©�«*È�Ê�ÆÏæÕÅ Æ=ÞuÝ*©	ÆNÍ»©�ª%«*Æ�Ä]Å Í�Ê�Æ�ÈÿÅ Ä/µ0©HÍFæÕÉ�«0Å ©HÄNÈnÈ$ÆNÍÿÞ Æ¿«*ÍVÉQß/§�Æ¯«�Þ Æ�È�É�§�«0Å ¬GÅ «(­Æ�È
ÅIÞIÞ�­Æ��eÅ «0ÅIæ1Æ�ÈÿÊNÉQÄNÈ,ÞIÇ 8#Ä�«*Æ�ÍSÄNÆ¯«gÔ6§#Æ�È¹«*ÍFÉ6¬`É�ÆNåwÈ�©HÄC«LÞIÉYÈ�Æ]Å «*Æ�Þ ©H�eÅ�°0ÆNÆ3Ê�Æ�È�«*ÍVÉ6¬`É�ÆNå3Í<­Æ=ÉHÞIÅ È<­Æ�È�Ý]ÉQÍ¯8�©HÄ|AnÞ :
ªGÆ�ÍFÊNÅIØ*Ñ<³kÉnæ}­Æ¯«*Í�©eÞ ©H�eÅ Æ�ÝGÆ�ÍFæ1Æ¯« ÊNÇ�­Æ¯«NÆ]ÊNÅ Æ�Í�Þ Æ@«*ÍVÉQß/§ Æ¯«�Þ Æ�È�É�§�«0Å ¬GÅ «(­Æ�ÈiÈ�ÆNÍ Þ Æ�ÈfÍ<­Æ�ÈSÆ=É�Æeå×Ê�ÆÕÞIÇ 8#ÄC«*Æ�Í�ÄNÆ¯«ÒÆ¯«
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Þ Æ�ÈôÝ*©�«*È1Ê�Æ�æÕÅ Æ=Þ=ÝsÆ�ÍVæ1Æ¯«6«*Æ�ÄC«(Ê�ÆÂ§�©eÞIÞ Æe§�«*Æ�Í�Ê�Æ�ÈU«*ÍVÉ�§#Æ�È(ÊHÆh«*ÍFÉQß/§}æÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄ�«�æÕÉHÅ È É�ÆNÈSÈFÅ�Ê�Æ»§�ÉQÝ%«NÆeÍSÆ�Í
Þ Æ�ÈnÞ ©H�eÅ�§�Å Æ=Þ ÈÕæÕÉHÞ ¬HÆ=ÅIÞIÞIÉQÄC«*È�°0Æ]Åc�U­Æ�Ä�²Æ�ÍSÆ�Ä�«�§#Æ�È;«*ÍVÉ�§#Æ�ÈFÑ/³]ÇIÉQÄ]ÉHÞ Ð6ÈSÆLÊ�Æ¿§#Æ�È�æÕÉHÞIÅ�§�Å Æ=Þ È�´]ÞIÉ±§�ÉQÍFÉ�§�«J­Æ�ÍFÅ ÈFÉ�«0Å ©HÄ
Æ¯«fÞIÉ@§�©HÍSÍ<­Æ=ÞIÉ�«0Å ©HÄÏÊ�Æ�È�«*ÍFÉ�§#Æ�È}ÉHÅ ÄNÈVÅ�§�©eÞIÞ Æe§�«(­Æ�Æ�È�ÝGÆ�ÍFæ1Æ¯«6«*Í�©HÄ�«fÊNÇ6­Æ¯¬cÉHÞ ÆeÆ�Í&ÝNÍ<­Æe§�Å È<­Æ=æ1Æ�Ä�«iÞ Æ�ÍFÅ È�°0ÆNÆ�°0Æ]Å8Ý�²Æ�È�Æ
È�ÆeÍ1ÞIÇ 8#ÄC«*Æ�Í�ÄNÆ¯« Æ¯«�ÈSÆ�ÈÏÆ%«0ÅIÞIÅ ÈFÉ�«*Æ�ÆeÍSÈFÑ�A Ý]ÉQÍ�«0Å Í(Ê�ÆO§#Æ�È Å Ä/µ�©HÍVæÕÉ�«0Å ©HÄNÈ�´sÞIÇ ©�ª<��Æe§�«0Å�µkÊ�ÆiÄ%©�«*ÍSÆ#«*ÍFÉ6¬`ÉHÅIÞ
Æ�È�« Ê�Æ
§�©HÄ/§#Æ¯¬�©eÅ Í}Æ¯«�æ1Æ¯«6«*ÍSÆ1Æ�Ät©6Æ�Æ%¬
Í�ÆnÊHÆ�È�æÁ­Æ¯«N�%©GÊHÆ�ÈÒÆ¯«�Ê�Æ�È�Ê!­Æ=æº©HÄNÈ�«*ÍVÉ�«*Æ�ÆNÍSÈ�ÊNÇIÉQÍ�§��]Å «*Æe§�«NÆNÍ�Æ�È�Ê�ÆÕÊ!­Æeµ Æ�ÄeÈSÆ
§�©HÄ�«*ÍSÆÕÞ Æ�È É�«6«0É�°,ÆNÆ�È»°,Æ]Å�È�©eÅ Æ�Ä�«ôÝeÍ�©eÉ�§�«0Å ¬HÆ�È�´4§�Ç Æ�È�«N:�²É�:�ÊNÅ Í�Æ�°,Æ]Å=È�©eÅ Æ�Ä�«�§�ÉQÝ]É�ª]Þ Æ�È�Ê�ÆnÊ!­Æeµ Æ�ÄuÊ�ÍSÆnÞ Æ}Í<­Æ�ÈSÆ=É�Æ
§�©HÄ�«*ÍSÆYÊHÆ�ÈiÉ�«6«0É�°0ÆNÆ�Èº°0Æ]Å�È�Æ�æ1Æ¯«6«*Æ�Ä�« Æ�ÄgÝ]ÞIÉ�§#Æe´HÆ¯«1Ê8©HÄ/§fÉ�¬cÉQÄ�«º°0ÆNÆ¹§#Æ=ÞIÞ Æ�È$:�§�Å�ÄNÆ{È�©eÅ Æ�ÄC« Æ¯À�Æe§�«0Å ¬HÆ=æ(Æ�ÄC«
ÞIÉQÄ/§%­Æ�Æ�ÈFÑh½uÉQÍ,Æ�å
Æ=æ1ÝuÞ Æe´ÒÞIÉj§�ÉQÝ%«NÆNÍSÆÓÆ¯«�ÞIÇIÉQÄ]ÉHÞ Ð6ÈSÆÌÊ�Æ�È�æÕÉHÞIÅ�§�Å Æ=Þ È�°,ÆuÅëÝ]ÅIÞ ©�«*Æ�Ä�«3Þ Æ�ÈOª*©�«*ÄNÆ¯«*ÈnÝGÆ�Æ%¬HÆ�Ä�«
Ä%©	ÆeÈ�ÝGÆ�ÍFæ1Æ¯«6«*ÍSÆwÊNÇIÉQÄC«0Å�§�Å ÝGÆ�ÍlÞ ÆwÊ�­Æ�Ý]Þ ©eÅ Æ=æ(Æ�ÄC«ÿÅIæÕæÕÅ ÄeÆ�ÄC«ÓÊNÇ ÆNÄNÆ3É�«6«0É�°0ÆNÆÏÊ�Æ�«�Ð
ÝGÆ�®1� � Ê�Æ,�HÍVÉQÄ]Ê�Æ
Æ�Ä�¬HÆ�ÍS�	ÆNÍSÆ=Ñ

ìQ®1ÉQÄNÈ�Þ Æ¿§�ÉHÊ�ÍSÆLÊ�Æ�ÈYÉ�§�«0Å ¬@Å «J­Æ�È,Ê�Æ ÍSÆe§S�NÆ�Í�§��eÆLÊ�Æÿ�HÍ�©	ÆNÝGÆ�Ôf�;­�´ëÊ�Æ�È;«*ÍFÉ6¬`É�ÆNåÁ§�©HÄ/§#Æ�ÍSÄ]ÉQÄ�«YÞIÇ�­Æ¯¬`ÉHÞ Æ]É�«0Å ©HÄ
°0Æ]ÉQÄ�«0Å «0É�«0Å ¬HÆ3Ê�ÆlÞIÉ È<­Æe§rÆNÍVÅ «J­Æ�©HÄC«¾­Æ¯«J­Æ�Ê!­Æ¯¬HÆ=Þ ©HÝNÝ#­Æ�ÈFÑ þ Æ�È#«*ÍVÉ6¬`É�ÆNåd©HÄ�«ÕÉ�ª<©	ÆJ«0Å�²ÉLÞIÉ�Ä%©�«0Å ©HÄ±Ê�Æ�x0pr���4}bt
ubt*c��4p�v�¹0v� �pt0x0t*c*Ñ þ �]É�°,ÆeÆlÄ%©
Æ�ÆuÊ�Ê�Æ}§#Æÿ�HÍFÉQÝL�NÆÿÍSÆ�ÝNÍ<­Æ�È�Æ�ÄC«*Æ�ÆNÄqÆ�ÄNÈSÆ=æhª]Þ Æ Ê�Æ�ÝNÍFÅ ¬@ÅIÞ?²Æ��HÆ�ÈLÆ¯«ÞÆeÄvÉQÍ�§
ÍSÆ=ÞIÅIÉQÄ�«gÊ�Æ�Æeå3Ä%©6Æ�Æ]Ê�ÈLK ÷ Æ¯«+K � ÍSÆ�ÝNÍ<­Æ�ÈSÆ�Ä�«*Æ3Þ Æmµ�ÉHÅ «±°0Æ]ÇIÅIÞGÆ�È�«(Ý*©HÈSÈFÅ ªuÞ Æ[²ÉDÆNÄ9Æ%«0ÅIÞIÅ ÈFÉ�«*Æ�ÆeÍ�Ý*©HÈSÈ<­Æ=ÊNÉQÄ�«
Þ Æ�È ÝeÍFÅ ¬GÅIÞv²Æ��HÆ�ÈÓÊ�ÆÏÄ%©6Æ�Æ]ÊMK ÷ ÊNÇ ©�ª%«*Æ�ÄuÅ ÍgÞ Æ�È ÝNÍFÅ ¬@ÅIÞ?²Æ��HÆ�ÈLÊ�ÆÏÄJ©
Æ�Æ]ÊMK � �HÍ=¸É�§#Æ¢²ÉlÞIÇ Æ�å6Ý]Þ ©eÅ «0É�«0Å ©HÄ ÊeÇ ÆNÄNÆ
¬OÆ]Þ Ä#­Æ�ÍFÉ�ª]ÅIÞIÅ «(­Æ=ÑÀA Ý]ÉQÍ�«0Å Í�Ê�Æj§#Æl�HÍFÉQÝ;�eÆe´ëÈFÅ�ÞIÇ ©HÄqÆ�È�«�§�ÉQÝ]É�ªuÞ ÆÌÊNÇIÉQÈSÈ�©4§�Å Æ�Í@ÆNÄNÆLÄ%©�«0Å ©HÄvÊNÇ Æ¯À<©HÍ�«¾²ÉBÆNÄ
ÉQÍ�§¯´�§�Ç Æ�È�«N:�²É�:�ÊeÅ ÍSÆÕÈFÅtÞIÇ ©HÄÏÆ�È�«�§�ÉQÝ]É�ª]Þ Æ�ÊeÇIÉQÈSÈ�©4§�Å Æ�Í¯ÆNÄNÆlæ1Æ�È�ÆNÍSÆ}²ÉlÞIÇ Æ�å6Ý]Þ ©eÅ «0É�«0Å ©HÄ ÊNÇ ÆeÄNÆ¹¬OÆ]Þ Ä#­Æ�ÍFÉ�ªuÅIÞIÅ «J­Æ
Ý]ÉQÍ�«0Å�§rÆ]ÞIÅ?²Æ�ÍSÆe´%©HÄ3ÝGÆ�Æ%«fÆ�È�«0ÅIæ1Æ�Í�ÞIÇ Æ¯À(©HÍ�«}Ä#­Æe§#Æ�ÈSÈVÉHÅ ÍSÆe´NÆ�Ä3Ý]ÉQÍ�«0ÉQÄ�«YÊNÇ ÆeÄ¾§#Æ�Í�«0ÉHÅ ÄwÄ%©
Æ�ÆuÊ�Ý*©	ÆNÍ�ÉQÍSÍFÅ ¬HÆ�Í�²É
ÆNÄ×Ä%©6Æ�Æ]Ê�§�Å ª]Þ Æe´¼§�Ç Æ�È�«N:�²É�:�ÊNÅ Í�ÆÕÝ*©	ÆNÍ;©�ªJ«*Æ�Ä]Å Í,Þ Æ�È(ÝNÍFÅ ¬@ÅIÞ?²Æ��HÆ�È±§�©HÍSÍSÆ�ÈSÝ*©HÄ]ÊeÉQÄC«m²É¨§#Æ�Ä%©
Æ�ÆuÊNÑ þ ÆY�HÍVÉQÝ;�NÆ
Æ�È�«1Ý]ÉQÍ�«0Å�§rÆ]ÞIÅ?²Æ�ÍSÆ=æ1Æ�Ä�«gÅ ÄC«(­Æ�ÍSÆ�È�ÈFÉQÄC«LæÕÉHÅ È,Þ ©HÍSÈ�°0Æ]Ç ©HÄ±ÞIÇ Æ%«0ÅIÞIÅ ÈSÆ�ÊHÆ¨µ�ÉLK§�©HÄÃ²Ét§�ÉHÞ�§rÆ]Þ Æ�Í,ÞIÇ Æ¯À<©HÍ�«(Ä;­Æe§#Æ�ÈSÈFÉHÅ ÍSÆ
²ÉÒÆNÄ É�«6«0É�°0Æ]ÉQÄC«,Ý<©	ÆeÍlÉ�«6«*Æ=Å ÄuÊ�ÍSÆ³ÆNÄNÆj§�Å ª]Þ Æe´�©HÄvÊ8©eÅ «nÄ#­Æe§#Æ�È�ÈFÉHÅ ÍSÆ=æ1Æ�Ä�«mµ�ÉHÅ ÍSÆÌÊ�Æ�ÈnÈ�ÆNÝeÝ<©HÈVÅ «0Å ©HÄNÈ�È�ÆNÍ
È�©HÄ[§�©eæ1Ý*©HÍ�«*Æ=æ1Æ�Ä�«0ÑA¦@ÄlÆ¯ÀsÆ¯«9´kÊeÉQÄNÈ�ÆNÄt«*Æ=Þc�HÍVÉQÝ;�NÆe´ëÊ�Æ,æXÆ]Þ «0Å Ý]Þ Æ�ÈÂ§��NÆ=æ,Å ÄNÈ{È�©HÄ�«fÈ�©	ÆJ¬HÆ�ÄC«fÝ*©HÈSÈVÅ ª]Þ Æ�È
Ý*©	ÆNÍÕÉ�§¯§�­Æ=Ê�Æ�Íj²É�ÆNÄ×Ä%©6Æ�Æ]ÊgÆ�ÄÏÝ]ÉQÍ�«0ÉQÄ�«,ÊNÇ ÆNÄ�É�Æ%«*Í�ÆYÄJ©
Æ�Æ]ÊgÆ¯«,ÅIÞ�Æ�È�«,ÅIæ1Ý*©HÈSÈVÅ ª]Þ ÆÿÉ�ÝeÍFÅ ©HÍFÅtÊ�Æ�ÈFÉ6¬�©eÅ Í
§�©eæÕæ(Æ�ÄC«�ÆeÄÏÉ�«6«0É�°0Æ]ÉQÄ�«+¬`ÉiÈSÆ�§�©eæ1Ý*©HÍ�«*Æ�ÍFÑ4®1ÉQÄNÈ¹§#Æ�§�ÉHÊHÍSÆe´@ÞIÇ ©�ªNÈSÆ�Í�¬`É�«0Å ©HÄÜÊHÆ�È�É�«6«0É�°,Æ]ÉQÄ�«*È�´U²ÉnÞIÇIÉHÅIÊHÆ
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