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Abstract

Peer-to-peer (P2P) offers good solutions for many apjdicatsuch as large data sharing and collab-
oration in social networks. Thus, it appears as a powerftdgigm to develop scalable distributed
applications, as reflected by the increasing number of anteprojects based on this technology.
However, building trustworthy P2P applications is diffidoécause they must be deployed on a large
number of autonomous nodes, which may refuse to answer te sanests and even leave the system
unexpectedly. This volatility of nodes is a common behauidP2P systems and can be interpreted
as a fault during tests.

In this thesis, we propose a framework and a methodolog\eftiry and validating P2P applications.
The framework is based on the individual control of nodelewahg test cases to precisely control
the volatility of nodes during their execution.

We also propose three different architectures to contrelekecution of test cases in distributed
systems. The first approach extends the classical ceetlalést coordinator in order to handle the
volatility of peers. The other two approaches avoids thdraknoordinator in order to scale up the
test cases.

We validated the framework and the methodology through @mgintation and experimentation on
two popular open-source P2P applications (i.e. FreePastlyOpenChord). The experimentation
tests the behavior of the system on different conditionsodditility and shows how the tests were
able to detect complex implementation problems.

Keywords: testing, peer-to-peer
Résumé

Le pair-a-pair (P2P) offre de bonnes solutions pour de neodws applications distribuées, comme le
partage de grandes quantités de données et/ou le suppottat®cation dans les réseaux sociaux. |l
apparait donc comme un puissant paradigme pour développeapglications distribuées évolutives,
comme le montre le nombre croissant de nouveaux projets sasé€ette technologie.

Construire des applications P2P fiables est difficile, ciesedoivent étre déployées sur un grand
nombre de noeuds, qui peuvent étre autonomes, refuser aiedrépa certaines demandes, et méme
quitter le systeme de maniére inattendue. Cette volati® noeuds est un comportement commun
dans les systémes P2P et peut étre interprétée comme uadoiautes tests.

Dans cette thése, nous proposons un cadre et une méthadptagitester et valider des applications
P2P. Ce cadre s’appuie sur le contrdle individuel des nogatmettant de contrdler précisément la
volatilité des noeuds au cours de leur exécution.

Nous proposons également trois différentes approches edmd’exécution de scénarios de test
dans les systémes distribués. La premiére approche étendrgonnateur centralisé classique pour
gérer la volatilité des pairs. Les deux autres approchanagtéznt d’éviter le coordinateur central afin
de faire passer a I'échelle I'exécution des cas de tests.

Nous avons validé le cadre et la méthodologie a travers la Brisoeuvre et I'expérimentation sur
des applications P2P open-source bien connues (FreeBaSipenChord). Les expérimentations ont
permis de tester le comportement des systémes sur diféreanditions de volatilité, et de détecter
des problémes d'implémentation complexes.

Mots-clés: testing, pair-a-pair
AcM Classification

Categories and Subject Descriptors C. [Computer Systems Organizatiofy: C.2 COMPUTER-
COMMUNICATION NETWORKS; C.2.4 Distributed Systemg: Distributed applica-
tions,Distributed databases; DSdftware]: D.2 SOFTWARE ENGINEERING; D.2.5Testing
and Debugging: Testing tools (e.g., data generators, coverage testing)

General Terms: Experimentation, Measurement, Performance, ReliapWyification.
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Résumé Etendu

Introduction

Motivation

Les systémes pair-a-pair (P2P) mettent en ceuvre une agpdecpartage de ressources compléte-
ment décentralisée. En distribuant le stockage et le inaité des données sur un grand nombre de pairs
autonomes, ils permettent de passer a I'échelle sans agdirbde recourir a de grands serveurs. Des
exemples célébres de systémes P2P comme Gnutella et FfEeart des millions d'utilisateurs qui
partagent des petaoctets de données sur I'internet. Bierirgs utiles, ces systemes sont trés simples
(par ex. il ne partagent que des fichiers) et offrent des fomaalités limitées (par ex. la recherche par
mot-clé).

Les systemes P2P n'offrent pas seulement des solutionsgdoer des grandes bases de données,
mais aussi pour la plupart des systémes existants daneedifiédomaines : affaires, médical ou méme
militaire. Les systéemes P2P apparaissent donc comme usaptiiparadigme pour mettre au point des
systemes distribués qui passent a I'échelle, comme le déenlemombre croissant de nouveaux projets
basés sur cette technologie [12].

Parmi les nombreux aspects qui concernent développemsrgyde&emes P2P, rendre les systemes
robustes est un objectif évident. Cela est d’autant plusjoe lorsque les systémes P2P sont largement
utilisés. Alors, comme pour tous les autres systemes, uarmgsP2P doit étre testé en fonction de ses
besoins. Comme pour tout systeme réparti, la complexit& derhmunication et des échanges de mes-
sages doivent faire partie des objectifs de test. Classigng la validation d’'un systémes distribuée se
compose d’'une architecture centralisée composée d’'uméteunt de test, ou coordinateur, qui synchro-
nise et coordonne les communications (les messages d'#gpgétection de blocages) et crée 'ensemble
des verdicts locaux [101, 89, 76, 75, 37, 59, 5, 35]. Locateraechaque nceud, les séquences de test ou
des automates de test peuvent exécuter partiellementstesitea demande et retourner leurs verdicts au
coordinateur. Un testeur local par nceud ou par groupe desestigroduit a partir des objectifs de test.
Le testeur observe ensuite les événements envoyeés entlifféesnts nceuds du systéme et vérifie si la
séquence des événements correspond a la machine d'étatfigi, 24] ou aux systémes de transition
étiqueté [58, 85, 59].

Dans un systeme P2P, un pair joue le r6le d'un nceud actif, euti igjoindre ou quitter le réseau
a tout moment, soit normalement (par exemple, par décoomespit anormalement (par exemple, en
raison d’'une défaillance). Cette capacité, que nous appddovolatilité, est une différence majeure avec
les systemes distribués. En effet, la volatilité modifieatyiguement la taille du réseau et sa topologie,
ce quirend le test des systemes P2P tout & fait différensi Asmcomportement fonctionnel d’'un systéme
P2P (et les défauts fonctionnels) dépend fortement du nodopairs et de leur volatilité.

Certaines méthodes de test pour les systemes P2P proptsedted aléatoirement I'exécution des
pairs [13, 69], ou méme d'insérer des erreurs dans le ré&Egu7/6]. Bien que ces approches soient
utiles pour observer le comportement de I'ensemble du systélles ne sont pas totalement adaptées
pour le tester. De plus, puisqu’elles se focalisent surlrdoce aux perturbations du réseau, elles ne
parviennent pas a détecter les défauts des logiciels,adedmnt ceux qui se produisent en raison de la
volatilité des pairs.



) Résumé Etendu

Comme nous avons dit précédemment, une des caractérsstigsesystémes P2P est le passage a
I'échelle. Ainsi, I'architecture de test doit passer aliélie elle-aussi, ce qui n’est pas le cas de I'archi-
tecture de test centralisée (c’est-a-dire, du coordimatentral de test) [44, 64, 33, 71, 50, 4].

Il est cependant possible d'utiliser les testeurs disédbpour lesquels les cas de test sont coordon-
nées par des messages échangés dans des points de comamu(f@} [101, 98, 83]. Toutefois, méme
avec ces PC, cette architecture de test perturbe la pericaabun systéeme P2P. En effet, la performance
(algorithmique) de cette architecture de test est linéarex le nombre de pairs, tandis qu'un systeme
P2P typique peut passer a I'échelle logarithmiquementr 8ater que I'intrusion des testeurs menacent
la validité des résultats des tests, I'architecture dedmistavoir une performance logarithmique dans le
pire des cas.

Il'y a aussi des architectures de test qui s'intéressent aldilité ainsi gu'au passage a I'échelle,
comme par exemple, P2PTester présenté par Butnaru et RlPjg2on présenté par Zhou et al.[110],
et d’'un cadre présenté par Hughes et al. [57]. Toutefoigesoces architectures demandent I'ajout de
code supplémentaire dans le code source du systéme sousdtstinclusion peut étre soit manuelle,
par exemple en utilisant des interfaces spécifiques, coname 2P Tester, ou automatique, en utilisant
la réflexivité et la programmation par aspects, comme dayeoRi

Néanmoins, l'inclusion de code supplémentaire peut engelés erreurs et, par conséquent, conta-
miner les résultats des tests. En outre, il est difficile d#igeési I'erreur provient du systéme sous test
ou de l'architecture de test.

Finalement, il y a aussi des outils de vérification de modede éxemple, Bogor[14], SPIN[37, 108]
et Cadence SMV [49]), qui permettent de tester un type de&myestP2P appelé systéme de publicat-
souscript (PSS) [22]. D'une part, la vérification de modédeune alternative attrayante pour trouver
des bogues dans les systémes en explorant tous ses étatsutiex{49, 60]. D’'un autre part, elle est
toujours basée sur les modéles, et les problémes de misevea gelpeuvent pas étre trouvés. Méme si
en considérant la volatilité des PSS, le passage a I'éabstligne question ouverte. Tout au long d'un test,
les pairs sont simulés en tant que “threads” et la taille désye a tester est limitée par les ressources
de la machine de test. Par conséquent, les systémes P2Rla gcdrelle ne peuvent pas étre pleinement
testés [33]. En outre, aucune de ces approches ne peutdegra fa volatilité des pairs qui peut conduire
a un nombre exponentiel d'états d’exécution.

Contributions

Dans cette thése, nous proposons une solution intégrédapondration et le déploiement d'un envi-
ronnement de validation des systémes P2P, avec la pagsilicréer des pairs et de les faire rejoindre
et quitter le systeme. Les objectifs de test peuvent comiéneontrdle du fonctionnement du systéme
avec des variations de la volatilité (et aussi la passagzhdlle). L'exactitude du systéme peut donc étre
validée sur la base de ces trois dimensions, c’est-a-diréolections, le nombre de pairs et la volatilité
des pairs.

Tout d’abord, nous proposons une méthode incrémentaleggendre en compte ces trois dimen-
sions. Cette méthode vise a couvrir les fonctions d’abordusupetit systéeme et progressivement de
répondre aux questions liées a la volatilité et au passagetielle [33].

Nous proposons également trois différentes architeclgesoordination de test. Ces architectures
sont basées sur deux aspects originaux : (i) le controlgichdil de la volatilité des pairs et (ii) une ar-
chitecture répartie de tests pour faire face a un grand nedpairs. Les avantages de ces architectures
sont (1) d'automatiser I'exécution des tests localemethia@jge pair, (2) de construire automatiqguement
un verdict global, (3) de permettre un contrble explicitdaleolatilité de chaque pair.
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Nous avons mis en ceuvre I'expérimentation sur deux syst&®Bsopen-source. Durant I'expéri-
mentation, nous avons analysé le comportement des ces gai@mes avec des conditions différentes
de volatilité et nous avons montré que nos contributions capables de détecter des problemes de mise
en ceuvre. Nous avons également validé notre méthodologiggasive de test, montrant comment les
trois aspects dimensionnels de test augmentent la coweattucode et par conséquent, la qualité des
tests.

Validation des systemes Pair-a-pair

Par rapport aux systemes distribués classiques, les ssteaP sont totalement décentralisés. Un
pair se comporte a la fois comme le client et le serveur d'uobitcture client-serveur [16]. Dans un
systeme P2P, les pairs communiquent les uns avec les airgetehent dans une fagon décentralisé
sans la nécessité d’'un serveur central. En raison de la walisation, les pairs sont fonctionnellement
identiques, mais avec la capacité d’intégrer ou de quiterysteme a tout moment. Cette particularité
ajoute la possibilité de maodifier dynamiquement la tailleréseau et la topologie résultant en systémes
a grande échelle.

Cette décentralisation se traduit aussi par une hautetaéraux pannes car il n’existe pas de point
individuel de défaillance. Sans un serveur central, n’itgquel pair dans le systéme peut assumer la
responsabilité d’'un autre pair en échec.

En outre, la décentralisation signifie qu'il est impossitie contrdler la propagation des pairs a
travers le réseau, et que chaque pair peut décider de papstagen ses ressources.

Nous pouvons classer les principales caractéristiquesydtsmes P2P comme suit :

e les pairs sont décentralisés. Il n'y a pas de serveur celgsgbairs sont répartis sur le réseau. Cela

assure la tolérance aux pannes, ainsi que le passage dlééche

e les pairs sont volatiles. Un pair peut joindre ou quitteryistédme a tout moment. Deshpande et

al.[39] décrivent que la compréhension de la volatilitétgire un facteur clé dans la conception
efficace des architectures P2P.

e les pairs sont autonomes. Un pair décide de partager soamoet/ou ces ressources avec d’'autres

pairs.

Ces caractéristiques sont directement affectées parffésedites topologies et les structures d'un
systeme P2P. Ces topologies et structures forment un ré&u¢galement dénommeé réseau logigue
(network overlay). En fait, un systeme P2P s’appuie sur seae P2P pour fonctionner. Les trois topo-
logies principales de réseaux P2P sont :

e Non structurées. Les pairs s’organisent dans un cadre é@nrdiniste sans une structure particu-
liere [77, 7, 80]. Chaque fois qu’un nouveau pair se connagteéseau, il contacte d'autres pairs
de facon aléatoire. Ces pairs deviennent voisins et comenédcéchanger des messages pour an-
noncer leur connexions. Les messages sont propagés vécuesit par inondation du réseau. Les
messages de recherche sont également envoyés par inandiatiéseau (par exemple, Gnutella,
FreeHaven[40], and Kazaa[65]);

e Structuré. Ce type de réseau apparait comme une soluti@bleage résoudre les questions de
passage a I'échelle des réseaux non structurées. Dansséssuxéstructurés, les pairs peuvent
s'organiser dans différents types de structures telled’gaeeau[92], I'arbre binaire[6], I'espace
multidimensionnel[86], etc. Les structures sont maingsnpar un mécanisme de routage utilisé
pour organiser le systéme, et également d’envoyer et dentretitre des messages (par exemple,
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FreeNet[1, 27], Chord[92, 31], CAN[86], Pastry[88], PASGE], Tapestry[109], Kademlia[78],
PIER[56], and P-Grid[6]) ;

e Super-pair. Dans une architecture typique, un super-pagearve un index des méta-données pour
tous les fichiers dans le réseau. Une fois qu’un paiterroge le super-pair pour un fichier donné,
il recoit une liste des pairs qui le possédent. Ensuiteyvre une connexion directe avec un ou
plusieurs pairs afin de télécharger le fichier (par exemplbligs[74], IXTA[2], Edutella[81, 82]
and Napster[3]).

Une particularité d’'un systeme P2P, c’est que son interésteépartie sur le réseau. Par exemple,
une table de hachage distribuée (DHT) [88, 92, 86] fourné imerface locale simple qui ne contient
que trois opérations : insertion d’objet, récupératiorbfbet recherche d’une clé. Toutefois, I'interface
distante est plus complexe. Elle fournit des opérations fmtransfert de données et I'entretien de la
table de routage, c’est-a-dire la table de correspondarteeles clés et les pairs, utilisée pour déterminer
qui est le responsable d’'une clé donnée.

Vu la simplicité de l'interface locale, tester une DHT damssystéme stable est assez simple, mais
le test n’assure aucune confiance dans la robustesse deslamisuvre des mécanismes spécifiques aux
systemes P2P. Par exemple, lorsque les pairs quittenbéagrret le systéme, un test doit vérifier que la
table de routage est correctement mise a jour et que les demannt correctement acheminés.

Lors du test de passage a I'échelle d’'un systéme distriegéadpects fonctionnels ne sont généra-
lement pas prises en compte. Le méme scénario de test es¢sien répété sur un grand nombre de
noeuds [45]. Nous pouvons utiliser cette méme approche,cakisious conduirait a tester la volatilité
séparément de 'aspect fonctionnel. Pour un systeme P2B, prétendons que les défauts techniques
sont étroitement liés & la taille du systéme et la volatilRér conséquent, il est crucial de combiner
la taille du systéme et la volatilité avec des aspects sigtifs de test. Ainsi, nous avons également
proposer une méthode incrémentale pour aborder ces tp@stad33].

Notre méthodologie vise a couvrir les fonctions d’abord sarpetit systéme et ensuite passer le
systéme sous test a I'échelle pour finalement introduireliatiité.

Les architectures de test proposés ici sont basées surhiteatare CTMF (“multi-party”) [5] de
coordination des séquences de test, soit par un composdardlis® ou par de composants distribués.

La premiére architecture étend I'architecture centralidéssique de test avec le contréle de la vola-
tilité. Le but est de démontrer que cette volatilité est urapetre-clé lors de la validation d’'un systéme
P2P [34]. Cette architecture a deux composants principaeesteur et le coordinateur. Les testeurs
contiennent les suites de tests et sont déployés sur plssieeuds logiques. Le coordinateur est déployé
dans un seul nceud et est utilisé pour synchroniser I'exadcutes cas de test. Accessoirement, il agit
comme un médiateubfoker[21]) pour les testeurs déployés.

Toutefois, la performance de cette architecture cenf@léest au mieux linéaire, alors que des tests a
grande échelle requiérent une performance logarithmiaeconséquent, nous proposons deux architec-
tures pleinement distribuées pour faire face a I'échellesystémes P2P [36]. La deuxiéme architecture
organise les testeurs dans un B-arbre [17] ou la syncht@nisast effectuée a partir de la racine vers
les feuilles. Ensuite, les testeurs communiquent les ues lag autres dans I'ensemble du B-arbre pour
éviter d'utiliser un coordinateur centralisé. La trois@@rchitecture utilise la propagation de rumeurs
entre les testeurs pour réduire les communications erdrie$geurs chargés d'exécuter des actions de
test. Comme les deux architectures distribuées ne reppaerdur un coordinateur central, elles passent
a I'échelle correctement.
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Definitions

Soit P 'ensemble des pairs représentant le systeme P2P, qui ggstleme sous test (SUT). Nous
désignons pal’, ou|T| = | P| 'ensemble des testeurs qui contr6lent le SUT, parsS la suite de tests
qui vérifie P, et parA I'ensemble des actions exécutées pars sur P.

Malgré que tous les pairs aient exactement la méme interfaster I'interface d’'un seul pair n'est
pas suffisant pour tester le systeme dans son ensemble pGlegtioi nous introduisons la notion de cas
de test distribué, c'est-a-dire, les cas de test qui s’qpelit a 'ensemble du systéme et dont les actions
peuvent étre exécutées par les différents pairs.

Definition 1 (Cas de test distribué)Jn cas de test distribué notéest un N-uplet = (A", 77, L7, 5™, V", ¢")
ou A” C A estun ensemble ordonné d'actiofis), . ..,a,}, T C T est une séquence de testeurs,

est un ensemble de verdicts locadX,est un table de correspondandé’ est un ensemble de variables
ety” est le niveau acceptable de verdi¢tg:onclusive.

La table de correspondance permet de mettre en relationtiessiet les ensembles de testeurs, ou
chaqgue action correspond a un ensemble de testeurs queltexé

Definition 2 (La table de correspondancd)a table de correspondancgé = A — II, ou Il est une
séquence d'ensembles de testdlrs {Ty,...,T,}, etV € I1: T, C T

Dans les systemes P2P, 'autonomie et I'hétérogénéité aies ipterferent directement dans I'exé-
cution des demandes de service. Alors que les pairs plubgsqaeuvent répondre rapidement, les pairs
plus distant ou surchargés peuvent présenter un retaridéosisle pour répondre aux demandes. Par
conséquent, les clients ne s’attendent pas a recevoir ufiaésomplet, mais les résultats disponibles
gui peuvent étre récupérées pour un délai donné. Ainsiclasna de cas de test ne doivent pas attendre
indéfiniment pour obtenir des résultats, mais spécifier lai déaximum (imeou) d’exécution.

Definition 3 (Action). Un cas de test est un N-uplet = (U, ., 7") ou ¥ est un ensemble d'instructions,
. est l'intervalle de temps dans lequé&l doit étre exécuté €’ C T est une séquence de testeurs qui
exécutent I'action.

Les instructions sont généralement des appels a l'ineerdacl’application P2P, ainsi que toute dé-
claration dans la langage de programmation du cas de test.

Definition 4 (Verdict local) . Un verdict local est calculé en comparant le résultat dé &t®ndu, noté
E, avec le résultat de test lui-méme, n®RéE et R peuvent étre constitués d'une valeur unigue ou d’'un
ensemble de valeurs de n'importe quel type. Toutefois,alesrg doivent étre comparables. Le verdict
local v der sur. est définie comme suit :

pass SiR=F
I"=<{ fail SiR # EmaisR # ()

inconclusive SIR =10

Motivating test case example

Nous illustrons ces définitions avec un cas de test distisim@le (voir 'exemple 3.1). Ce test sera
également utilisé comme exemple par la suite. L'objecti€eléest est de détecter des erreurs sur le mise
en ceuvre d'une DHT. Plus précisément, elle vérifie si de rmuweairs sont en mesure de récupérer les
données insérées avant leur arrivée.



6 Résumé Etendu

Example 1 (Simple cas de test distribué).

| Action | Testeurs| Action |
(a1) 0,1,2 | join()
(a2) 2 Insérer la chaine de caractéres "un" associé a laclé |l
Insérer la chaine de caractéres "deux" associé alaclé 2;
(a3) 34 |join();

(aq) 3,4 Récupération de données associées alaclé 1;
Récupération de données associées alaclé 2;

(as) * leave();

(vo) * Calculer un verdict ;

Ce test comprend cing testeds = {ty...t4} qui contr6lent cinq paird® = {po...ps} et cing
actionsA™ = {a7],...,al}. Si les données récupérées dansont les mémes que celles insérées dans
a9, alors le verdict estass. Siles données ne sont pas les mémes, le verdigtagstSits outs ne sont
pas en mesure de récupérer toutes les données, alors let estdiconclusive.

Méthodologie des tests

Plusieurs caractéristiques d’'un systéme P2P démontrbesten d’'une méthodologie précise de test,
ou la simplicité des interfaces contraste avec la com@edéts facteurs qui peuvent affecter les tests :
la volatilité, le nombre de pairs, la taille des données,uantjté de données, le nombre de demandes
concurrentes, etc. Ainsi, la difficulté de tester ne résateseulement dans le choix des données d’entrée,
mais aussi dans le choix des facteurs qui doivent variars hleurs et leurs associations.

Les aspects d'un systeme P2P en trois dimensions

Comme indiqué dans l'introduction, le test d’'un systéme BR&rde les questions classique de test
des systemes distribués, mais avec une dimension spédifigurous appelons volatilité, qui doit étre
un paramétre explicite dans les objectifs de test. Deuxtisaki possibles peuvent étre utilisées pour
obtenir une séquence de test qui prend en compte la v@atifif un profil de simulation en attribuant
une probabilité pour chaque pair de quitter ou de rejoindrgyktéme a chaque étape de la séquence
d’exécution, (ii) de facon explicite a I'intérieur d’'unecgéence de test. La premiéere solution est la plus
facile a mettre en ceuvre, par contre, elle rend l'interpi@riades résultats difficile, car nous ne pouvons
pas découvrir pourquoi la séquence de test a échoué. En elliirgpeut créer une distorsion avec les
réponses tardives de certains pairs au cours de I'exéat¢idam séquence de test. En conséquence, cette
méthodologie ne peut pas étre utilisée pour combiner un ocepent de test sémantiquement riche
avec le paramétre de volatilité.

Dans cette thése, nous recommandons de contrdler pleibhdameriatilité dans la définition de la
séquence de test. Ainsi, un des pairs, du point de vue dg&gtavoir a quitter ou rejoindre le systeme
a un moment donné dans une séquence de test. Cette actipi@fite dans la séquence de test dans
une maniére déterministe.

Etant donné que nous devons étre en mesure de gérer un grabdende pairs, la deuxiéme dimen-
sion de tests d’applications P2P est le passage a I'écReltee qu’il accomplit un traitement, ces deux
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dimensions doivent étre testés avec du comportement éometi correct. Par conséquent, une métho-
dologie des tests et son cadre devrait prévoir la posgitdtcontrbler les aspects d’'un systéme P2P en
trois dimensions. Nous les résumons comme suit :
e Les fonctionnalités, exprimé par un comportement a étrecége
e Le passage al'échelle, exprimé par le nombre de pairs daysteme.
e La volatilité, exprimé par le nombre de pairs qui se joindeequitter I'application aprés son
initialisation au cours du test.

La méthodologie incrémentale de test

Pour prendre en compte les aspects d'un systéme P2P en itr@agions, nous proposons une
méthodologie qui combine le contréle du fonctionnemenndysteme avec les variations des deux
autres aspects. En effet, nous augmentons progressivégmalle du SUT avec ou sans la simulation
de la volatilité.

Notre méthode incrémentale est composée par les étapastasv

1. test d’'applications a petite échelle sans volatilité ;

2. test d'applications a petite échelle avec la volatilité ;
3. test d'applications a grande échelle sans volatilité ;
4. test d'applications a grande échelle avec la volatilité.

L'étape 1 se compose de test de conformité, avec un minimunoiéguration. L'objectif est de
fournir une séquence de te§t{) suffisamment efficace pour parvenir a un test de critéeresigfidis.
Cette séquence de téBb doit étre paramétrée par le nombre de pairs, de sorte quigsent étre adapté
pour les tests a grande échelle. Une séquence de test egtétepat s(ps), ol ps désigne un ensemble
de pairs. Les séquences de test peuvent également étrenéasipiour construire un scénario complexe
de test en utilisant un langage de tests, tel que Tela [84].

L'étape 2 se compose de la réutilisation de la séquence daitede et en y ajoutant la volatilitér(SV).
L'étape 3 réutilise la séquence de test de I'étape 1 et la w@our gérer un grand nombre de pairs.
Nous avons donc obtenu un scénario de 165t§). Un scénario de test peut étre composé de plusieurs
séquences de test.

L'étape 4 réutilise les scénarios de test de I'étape 3 awendquences de test de I'étape 2, et un scénario
de test avec la volatilitédT'SV) est construit et exécuté.

L'avantage de ce processus est de se concentrer sur la f@méles séquences de test pertinentes,
d’un point de vue fonctionnel, et puis la réutilisation de eéquences en y ajoutant progressivement la
volatilité et le passage a I'échelle.

En termes de diagnostic, cette méthode permet de déterfainature des problemes détectés. En
effet, les problémes peuvent étre liés a une cause puremectidnnelle (Etape 1), & une question de
volatilité (étape 2), au passage a I'échelle (étape 3) ouconsbinaison de ces trois aspects (étape 4).
Les erreurs les plus complexes sont les derniers depuisitalyse est liée a une combinaison de ces
trois aspects. Les étapes 2 et 4 pourraient aussi étre pe@dr deux autres étapes (la réduction et
I'expansion du systéme), afin d’aider le diagnostic d’ensesoit en raison de I'absence de ressources ou
de l'arrivée de nouveaux ressources. Plusieurs taux délitélpeuvent étre explorées afin de vérifier la
maniére dont elles affectent I'aspect fonctionnel du SUAr gxemple, 10 % des pairs rejoignent, 20 %
des pairs quittent).
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Cadre de test P2P

Dans cette section, nous présentons le cadre de test P2Ppyisdrnis différentes architectures de

coordination de test.

e La premiére architecture repose sur un coordinateur deeestalisé, ou un contréleur central est
chargé de synchroniser I'exécution des actions de tesitiéta travers des testeurs pour assurer
la bonne exécution de leur séquence [35, 34, 33]. En faite @thitecture étend I'architecture
classique de test des systémes distribués avec la capagjtéat la volatilité.

e La deuxiéme architecture évite le coordinateur centrl@§anisant les testeurs dans un B-arbre.
La synchronisation est faite par le biais de messages éébamdre les parents et les enfants [36].

e La troisieme architecture évite également le coordinatentralisé, mais par le biais de propaga-
tion de rumeurs échangés entre testeurs [36].

Toutes ces architectures ont été mises en ceuvre en JaviarfVers) et font appel a deux fonction-
nalités de ce langage : la réflexion dynamique et les annot@atComme nous le verrons par la suite, ces
fonctionnalités sont utilisées pour sélectionner et ete¥das actions qui composent un scénario de test.

Testeurs

La suite de tests est mise en ceuvre en tant que classe, qaicasde principale de I'application
de test. Une suite de test contient plusieurs cas de tesgomliimis en ceuvre comme un ensemble
d’'actions. Un cas de test est composé par des actions migeswe en tant que des méthodes annotées,
c’est-a-dire, les méthodes décorées par un méta-tagarootation), qui informe que la méthode est
une action de test. Les annotations peuvent étre attaclh@esméthodes ou a d'autres éléments (des
paquets, les types, etc), en donnant des informationsé&mugpitaires concernant un élément : la classe est
obsoléte, une méthode est redéfinie, etc. En outre, des llesuganotations peuvent étre spécifiées par
les développeurs si nécessaire. Les annotations sosgeslipour décrire le comportement des actions
de test : ou il doit exécuter, dans lequel testeur, si oui aulaalurée doit étre mesuré. Les annotations
sont semblables & celles utilisées par JUtiten que leur sémantique ne soit pas exactement la méme.

Le choix d'utiliser les annotations pour la synchronisats I'exécution conditionnelle a été motivée
par deux raisons principales. Tout d’abord, de séparerig@e d’exécution du code de test. Deuxié-
mement, pour simplifier le déploiement des cas de tests :lésugesteurs recoivent le méme cas de
test. Toutefois, les testeurs exécutent seulement lemnaaqui leur sont assignées. Les annotations sont
ci-dessous :

Test. Spécifie que la méthode est en fait un action de cas de tegt. @wtotation a quatre attributs qui
sont utilisés pour le contrble de son exécution : le nom duledsst, le lieu ou il doit étre exécuté,
son ordre a l'intérieur du cas de test et le délai d'exécution

Before. Spécifie que la méthode est exécutée avant chaque test. Sest de mettre en place un cadre
commun pour tous les cas de test. La méthode joue le role daambule.

After. Spécifie que la méthode est exécuté aprés chaque test. Sest loigt mettre en place I'environ-
nement de test dans le méme état qu’avant I'exécution du test

Chaque action est un point de synchronisation : & un momemtélseulement les méthodes avec
la méme signature peuvent étre exécutées sur les difféemtérs, c’est-a-dire, les actions ne sont pas
toujours exécuté sur tous les testeurs. Au fait, les anpagasont utilisés pour restreindre les testeurs ou

Thttp :/Aww.junit.org
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une action peut étre exécutée. Ainsi, les testeurs paitégaréme code de test mais n'ont pas le méme
comportement. Le but est de séparer le code de test a paitrels aspects, tels que synchronisation ou
exécution conditionnelle. Le testeur offre deux interfagmur I'exécution des mesures de controle et de
la volatilité :

1. executef,,) : exécute une action donnée.

2. leave(P), fail( P), join(P) : fait une série de pairs quitter le systeme, quitter anameht ou
rejoindre le systéme.

Quand un testeur exécute un test, il procede comme dédhitsseus :

1. Il prie le coordinateur pour l'identification qui seralisgée pour filtrer les actions qu'il doit exécu-
ter.

2. Il emploie réflexion java pour découvrir toutes les actidine les annotations et créer un ensemble
de descriptions des méthodes.

3. Il passe au coordinateur 'ensemble des descriptions fy&c les méthodes qu'il convient d’exé-
cuter y compris leurs priorités d'exécution.

4. |l attend pour le coordinateur d’'invoquer d’'une de seshigs. Aprés I'exécution, il en informe
au coordinateur que cette méthode a été correctement érécut

Architecture centralisée

Dans cette architecture, un composant centralisé (caatadin) contrdle et synchronise une séquence
de test.

En effet, le coordinateur contréle plusieurs testeurs atjah testeur fonctionne sur un nceud logique
différent (le méme que celui du pair qu’il contréle). Le r@lein testeur est d’exécuter les actions de
test et de contr6ler la volatilité d'un seul pair. Le réle diodinateur est d’envoyer les actions d’'un cas
de test A7) aux testeursq(") et de maintenir une liste des pairs indisponibles. Dansdfique, chaque
testeur recoit la description de la séquence de test et estestomesure de savoir & quel moment exécuter
cette séquence.

The Coordinator

Le rble du coordinateur est de contrdler quand chaque adtorest doit étre exécutée. Quand le
test commence, le coordinateur recoit un ensemble desigtemts des méthodes de chaque testeur, en
associant a chaque action un niveau hiérarchique. Enduwitdise un compteur, qui représente le niveau
hiérarchique qui peut étre exécuté, pour synchroniseé¢etion. Du point de vue du coordinateur, un
cas de test est composé d’'un ensemble d’actibnsti chaque action:' a un niveau hiérarchiquleg‘n.
Actions avec les niveaux inférieurs sont exécutés avanteguactions a des niveaux plus élevés.

L'exécution des actions suit I'idée de la validation a detrages (2pc). Dans la premiere phase, le
coordinateur informe tous les intéressés qui I'actigrpeut étre exécutée et produit un verrou. Une fois
que tous les pairs annoncent la fin de leur exécution, le weaso libéré et I'exécution de la prochaine
action commence. Si un délai d'action est atteint, le cagsleeist terminée.

Le coordinateur propose trois interfaces, pour I'exécuties actions, le contrble de la volatilité et
l'accés aux variables de test :

1. register(t;, A'), ok(ay,), fail(a,,), error(a,) : action de I'enregistrement (effectué tous les tests
avant) et les réponses d’exécution d’'une action, appeléeptesteurs, une fois I'exécution d’'une
action est terminée.
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2. set(key,value), get(key) accesseurs pour les variables de test.

3. leave(P), fail(P), join(P) : fait une série de pairs quitter le systéme, anormalemeitieguu
rejoindre le systéme.

Architectures distribuées

Dans cette section, nous présentons deux alternativeschitecture de test centralisée.

B-arbre

La premiére architecture présentée ici se compose desirese organisant dans un structure B-
arbre [17], comme le réseau P2P par GFS-Btree [68]. L'idéd’abandonner le coordinateur centralisé
de test et d'utiliser la racine de I'arbre pour commencexd@ition des cas de test et de calculer un
verdict. Lors de I'exécution d’'un test, la racine envoie desions a ses enfants testeurs, qui envoient
ces actions a leurs enfants. Une fois gu’'une action est eé&cles feuilles envoient leurs résultats a
leurs parents, qui font le méme jusqu’a ce que la racinevegous les résultats. Ensuite, la racine peut
envoyer les prochaines actions.

L'ordre du B-arbre n'est pas fixe, elle peut varier selon Imbre de testeurs, qui est connu au début
de I'exécution. Le but est d’avoir un arbre bien proporti&nou la profondeur est équivalent a son ordre.

Propagation de rumeurs

La propagation de rumeurs est une autre solution pour synidar I'exécution des actions d'une
maniere distribuée. Dans la propagation de rumeurs, nolisons la méme architecture utilisée par
I'architecture en arbre avec un testeur par nceud, toufdéomy/nchronisation des actions est exécutée
par des changement des messages de coordination (des shemdte les testeurs.

L'exécution des tests se fait en plusieurs étapes. Toubdialun nceug du systemeP est désigné
comme premier testews. Ce testeur va fournir des identifiants a tous les autresuest, qui rejoignent
le systéeme. L'identification est calculée en suivant un&isice dd an et est utilisée pour sélectionner
guelles actions un noeud doit exécuter. Deuxiemenigrirée une adresse de multicast pour chaque
action d’'un cas de test. Troisiemement, les testeurs eamloéflexion java pour découvrir toutes les
actions. Ensuite, chaque testeur vérifie les actions qofilakécuter et souscrit a I'adresse de multicast
appropriée. Enfin, les testeurs responsables pour exdaytemiére action commencent I'exécution.

Un testeur peut jouer deux rdles différents au cours d’urn tes

e Testeur actif Ce testeur effectue une actianen propageant son achévement a I'adresse de mul-

ticast de la prochaine actian, ;. Une fois que le message a été envoyé, ce testeur devient un
Testeur inactif

e Testeur inactif Ce testeur reste inactif en attendent les messages dee®testeurs actifs. Une

fois qu'il recoit 'ensemble de messages, il devientlasteur actif

La propagation de rumeurs entre ces deux types de testaanstigta séquence d’exécution de la
séquence de test.

Nous utilisons I'exemple 3.1 pour illustrer cette approche départ, un nceud est choisi pour étre
testeurty. Ensuite, les autres naeuds contactent ayegmur recevoir un identifiant et abonner a un
adresse de multicast appropriée. Par exemple, si un testgitn = 1, il souscrit aux adresses dg, a3
etas. Ensuite a l'identification, la premiére actian est exécutée par les testeyts, ¢1,t2 }. Une fois
I'exécution dea; est terminée, les testeurs envoient ces messages a ladnedticast de la prochaine
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actionas. Une fois testeut, regoit trois messages, il exécutg propageant son achévement a I'adresse
de multicast de la prochaine action. Cela se produit cotiséauent jusqu’a la derniére actian. Enfin,
chaque testeur calcule un verdict local et I'envoigy,aqui attribue un verdict global de I'ensemble des
cas de test.

Conclusion

Dans ce chapitre, nous présentons les conclusions génémtette these. Tout d’abord, nous abor-
dons les difficultés du test des systémes P2P. Ensuite, @suisions nos principales contributions. Enfin,
nous discutons des futures orientations de recherche daestldes systéemes P2P.

Difficultés du test des systéemes P2P

Dans le cadre des systémes distribués, le pair-a-pair @@#rait comme un puissant paradigme
pour développer des systémes distribués qui passent &lléchiabsence de serveur central pour gérer
les nceuds distribués fait qu'il n’existe ni point individuke défaillance, ni goulet d’étranglement des
performances dans le systéme.

Dans un systéme P2P, chaque pair joue le réle d’'un nceud aetifla possibilité de rejoindre ou
de quitter le réseau a tout moment, soit normalement (pange par déconnexion), soit anormale-
ment (par exemple, par échec). Cette capacité, appeléiitdlast une différence majeure d'avec les
systemes distribués classiques. En effet, la volatiliténpe de modifier dynamiguement la taille et la
topologie du réseau, ce qui rend ainsi les tests des systegiesout a fait uniques. Par conséquent, le
comportement fonctionnel d'un systéme P2P (ainsi que l&sutefonctionnels) dépend fortement du
nombre de pairs et de leur volatilité.

En résumé, un cadre de test P2P devrait prévoir la possitiditcontrdler trois aspects :

e La fonctionnalité, exprimée par le comportement du systeme

e Le passage al'échelle, exprimé par le nombre de pairs daysteme ;

e La volatilité, exprimée par le nombre de pairs qui se joigran quittent le systéme apres leur

initialisation au cours du test.

Enfin, ces aspects font ressortir la nécessité d’'une méligidgrécise de test des systemes P2P, ou
la simplicité des interfaces contraste avec la complextéfdcteurs qui peuvent affecter un test. Ils font
également ressortir la nécessité d’'une architecture tediesste et efficace : robuste pour comprendre
la volatilité comme un comportement normal et efficace pobirgdes tests a grande échelle.

Contributions

Dans cette thése, nous avons proposé une solution intéguédapcréation et le déploiement d'un
environnement de validation des systémes P2P, avec labpibégie créer des pairs et de les faire re-
joindre et quitter le systeme. Les objectifs de test peugentbiner le contréle du fonctionnement du
systéme avec des variations de la volatilité et aussi avpadsage a I'échelle. L'exactitude du systéme
peut donc étre validée sur la base de ces trois dimensia®;&dire les fonctions, le nombre de pairs
et la volatilité des pairs.
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Méthodologie incrémentale

Dans cette thése, nous avons recommandé de controler téitéotkans la définition d’'une séquence
de test. Ainsi, chaque pair, du point de vue du test, peuia@tiené a quitter ou a rejoindre le systéeme a
un moment donné dans une séquence de test.

Devant étre en mesure de gérer un grand nombre de pairs,X@&heudimension d’un test de sys-
teme P2P est le passage a I'échelle. Ces deux dimensionsigtapartie intégrante des systemes P2P,
elles doivent étre combinées avec le test des fonctiogsalit

Par conséquent, nous avons proposé une méthodologie detéstentale ou nous testons les fonc-
tionnalités du systéeme en augmentant progressivementchetie€éavec ou sans la simulation de la vola-
tilité.

Nous avons validé notre méthodologie incrémentale de restantrant comment les trois aspects
dimensionnels de test augmentent la couverture de codar ebpséquent, la qualité des tests.

Les architectures de coordination de test

Nous avons proposé également trois différentes archresctle coordination de test [35, 36, 34, 33].
Ces architectures sont basées sur deux aspects origingu& cgntréle individuel de la volatilité des
pairs et (ii) la distribution de I'architecture de test pdaire face a un grand nombre de pairs. Les
avantages de ces architectures sont (1) d’automatisercigion des tests localement a chaque pair, (2)
de construire automatiquement un verdict global, (3) denpétre un contréle explicite de la volatilité
de chaque pair.

Nous avons mis en ceuvre ces architectures et nous les av@&estpour tester deux systemes P2P
open-source. Durant ces expérimentations, nous avongsaérial comportement des ces deux systemes
avec des conditions différentes de volatilité et nous avoastré que notre contribution est capable de
détecter des problémes de mise en ceuvre.

Orientations futures de recherche

Notre prochain défi est de proposer une solution capablertirgiédes scénarios de test en assurant
une meilleure couverture des fonctionnalités par la vianatle la volatilité et du nombre de noeuds
(passage a I'échelle). Cette combinaison de parameétresaficencore améliorer la couverture du code
durant les tests.

Nous avons également l'intention de tester les systemesi®2Pdes situations plus extrémes telles
gue I'exécution d’insertion et/ou de récupération de traads volumes de données. Ces tests pourraient
augmenter de maniére significative la confiance sur lesrmgstésous test. En outre, ces différentes
situations pourraient étre utiles pour réaliser des testréss, dont I'objectif est de vérifier comment se
comporte un systéeme aux conditions extrémes mais valabtegrand nombre d’utilisateurs simultanés,
peu de mémoire, etc.

Dans un autre contexte, les systéemes P2P générent uneté¢jiraptdrtante de fichiers deg tout au
long de leur exécution. Ainsi, 'analyse de ces fichiers paitiétre un theme intéressant de recherche,
tout comme la mise en ceuvre d’'un oracle capable d'analysdiatgers et qui serait complémentaire a
I'approche des assertions que nous avons présentée. Wtiersplossible serait de charger ces fichiers de
log dans une base de données et de tirer parti des capacités dudsEBstruire des rapports complexes
d’analyse (par exemple, des rapports d’anomalie) et de gérgrandes quantités de données.

Enfin, la tracabilité [32, 97] pourrait étre utilisée en conaison avec I'analyse diog. L'idée est
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d’identifier les traces des scénarios de faute pour guiddéleloppeur a trouver l'origine d’'une dé-
faillance du systéme.






CHAPTER 1
Introduction

1.1 Motivation

Peer-to-peer (P2P) systems connect a set of distributegsrad., peers) across a network without
any centralized control or any hierarchical system. Eveny peer shares with the system its resources
(e.g., CPU, storage, memory, etc) and/or its data (e.g.jcfiless, web pages, etc). In the context of
resource sharing, a P2P system yields high scalabilityedime amount of resources scales up with the
number of peers. A typical P2P system can deal with heavys|dad instance large data sets. In the
context of data sharing, a P2P system yields availability rmadundancy of data since a request for the
same data can be treated by multiple peers. Furthermoremié peers share the same data, they can
build together a social network (i.e., a group of peers tigdie or more types of interdependency).

Indeed, P2P offers good solutions for many applications sisdarge data sharing and collaboration
in social networks. Thus, it appears as a powerful paradigdetelop scalable distributed applications,
as reflected by the increasing number of emerging projestsdban this technology [12].

Among the many aspects of the P2P development, making sys#diaible is an obvious target. This
is even more critical when P2P systems are to be widely use@sSor any system, a P2P system has to
be tested with respect to its requirements. As for any isteid system, the communication and message
exchanges complexity must be a part of the testing objextilesting of distributed systems consists of
a centralized test architecture composed of a test costrall coordinator, which synchronizes and
coordinates the communications (message calls, deteaftid@adlocks) and creates the overall verdicts
from the local ones [37, 59]. Locally to each node, test segee or test automata can be executed which
run these partial tests on demand and send their local ¥erdiche coordinator. One local tester per
node or group of nodes is generated from the testing obgxtiVhe tester specifies the system using
Finite State Machines [25, 54, 24], Labeled Transition &yst [58, 85, 59] and uses this specification
to generate a test suite that is able to verify (totally ottiply) whether each specified transition is
correctly implemented. The tester then observes the egentsamong the different nodes of the system
and verifies that the sequence of events corresponds tcatieensachine (or to the transition system).

In a P2P system, a peer plays the role of an active node withlitigy to join or leave the network
at any time, either normally (e.g., disconnection) or abmadly (e.g., failure). This ability, which we call
volatility, is a major difference with distributed systenfairthermore, volatility yields the possibility of
dynamically modifying the network size and topology, whitlakes P2P testing quite different. Thus,
the functional behavior of a P2P system (and functional fJatvengly depends on the number of peers,
which impacts the scalability of the system, and their viithat

A Distributed Hash Table (DHT) [88, 92, 86] is an example of2PRsystem, where each peer is
responsible for the storage of values corresponding to gerai keys. It has a simple local interface
that only provides three operationglue insertion, value retrieval and key lookup. The renmutierface
is more complex, providing operations for data transfer mraintenance of the routing table, i.e., the
correspondence table between keys and peers, used to ithetavivich peer is responsible for a given
key. Testing these interfaces in a stable system is rathgplesi However, it is hard testing that the

15
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routing table is correctly updated and requests are cdynextted while peers leave and join the system.
Furthermore, such testing requires a mechanism to simutddility and ensures that this simulation
does not interfere with the test, i.e., that unansweredastglare not interpreted as faults.

Some approaches for P2P testing propose to randomly stogx#weition of peers [13, 69], or to
insert faults in the network [55, 76]. While these approacaee useful to observe the behavior of the
whole system, they are not totally adapted for testing a BBERem. Since they focus on tolerance to
network perturbations, they fail in detecting softwareltuspecially those which occurs due to peers’
volatility. For instance, if one wants to test if a peer iseatd rebuild its routing table when all peers it
knows leave the system, then one needs to specify preciselyeters to drop since the random volatility
is not precise enough. Increasing significantly the rateotdtile peers is not desirable either since the
high number of messages necessary to rebuild the routihestdbm the remaining peers may interfere
with the test.

A P2P system must also scale up to large numbers of peersatisribe testing architecture must
scale up either. Indeed, a typical P2P system may have a higiver of peers which makes the cen-
tralized testing architecture (i.e., central coordinat@naging distributed testers) not scalable [44, 64,
33, 71]. It is also possible to use distributed testers whestecases are coordinated through messages
exchanged at points of communication (PC) [101, 98]. Evehh wuch PCs, the testing architecture
perturbs the performance of P2P systems. Indeed, the thignici performance with such testing archi-
tecture scales up linearly with the number of peers, whilgial P2P system scales up logarithmically.
To avoid testers intrusiveness to threaten the validityesf tesults, the testing architecture should thus
have logarithmic performance in the worse case.

1.2 Contributions

In this thesis, we propose an integrated solution for thate and deployment of a P2P test envi-
ronment with the ability to create peers and make them jaiheawve the system. Then, the test objectives
can combine the functional testing of the system with thatidly variations (and also scalability). The
correctness of the system can thus be checked based onttressditnensions, i.e. functions, number of
peers and peers volatility.

In detail, we propose an incremental methodology to dedh wiese dimensions, which aims at
covering functions first on a small system and then increallgraddressing the scalability and volatility
issues [33].

As stated in the previous section, P2P testing tackles #ssiclal issue of testing a distributed sys-
tem, but with a specific dimension we call volatility, whichshto be an explicit parameter of the test
objectives. Two possible solutions may be used to obtaistastguence which includes volatility. It can
either be simulated with a simulation profile or be exphlc#éind deterministically decided in the test
sequence. The first solution is the easiest to implementsigring a given probability for each peer
to leave or join the system at each step of the test sequeroaiten [39, 91, 69]. The problem with
this approach is that it makes the interpretation of thelteglifficult, since we cannot guess why the
test sequence failed. Moreover, it creates a bias with tesiple late responses of some peers during the
execution of the test sequence. As a result, it cannot betossaimbine a semantically rich behavioral
test with the volatility parameter. In this thesis, we reocoemd to fully control volatility in the definition
of the test sequence. A peer thus, from a testing point of \dew have to leave or join the system at a
given time in a test sequence. This action is specified indstesequence in a deterministic way.

Since it has the objective to deal with a large number of pebessecond dimension of P2P sys-
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tem testing is scalability. Then, because it is accompiigta treatment, the scalability and volatility
dimensions have to be tested with the behavioral and fumaiticorrectness. In summary, a P2P testing
framework should provide the possibility to control

o functionality captured by the test sequence which enabipgem behavior to be exercised,

e scalability captured by the number of peers in the system,

¢ volatility captured by the number of peers which leave on jihie system after its initialization
during the test sequence.

When performing scalability testing for a distributed syst the functional aspects are barely taken
into account. The same basic test scenario is simply repheata large number of nodes [45]. The same
approach may be used, but would also lead to test volat#ipasately from the functional aspect. For
a P2P system, we claim that the functional flaws are strorgted to the scalability and volatility
issues. As a consequence, it is crucial to combine the sligland volatility aspects with meaningful
test sequences.

We also propose three different architectures to coordittae test sequence. These architectures
are based on two original aspec(g the individual control of peers’ volatility and (ii) a sliributed
testing architecture to cope with large numbers of peers.cHpabilities of these architectures are (1) to
automate the execution of each local-to-a-peer test c2stm build automatically the global verdict, (3)
to allow the explicit control of each peer volatility.

The first architecture extends the classical centralizetingp architecture (i.e., central coordinator
managing distributed testers) with volatility control terdonstrate that such volatility is a key-parameter
when testing a P2P system [34]. Basically, this architechas two main componenthe tester and the
coordinator. The tester is composed of the test suites tkatle@ployed on several logical nodes. The
coordinator is deployed in only one node and is used to spmite the execution of test cases. It acts as
abroker[21] for the deployed testers.

However, the performance of such centralized architedsitmear while testing with large num-
bers of peers requires logarithmic. Therefore, we propeseftilly distributed architectures to cope
with large-scale P2P systems [36]. The second architecngamizes the testers in a balanced tree [17]
(B-Tree) manner where the synchronization is performerhftioe root to the leaves. Then, the testers
communicate with each other across the B-tree to avoid wsgaptralized coordination. The third archi-
tecture uses gossiping messages among testers reducinguoications among the testers responsible
to execute consecutive test case actions. Since bothbdigtd architectures do not rely on a central
coordinator they scale up correctly.

These two distributed architectures only have one compotientester. The tester is the application
that executes in the same logical node as peers, and cotitedl€xecution and their volatility, making
them leave and join the system at any time, according to tedsef a test. Thus, the volatility of
peers can be controlled at a very precise level. These aecthiies do not address the issue of test cases
generation but is a first element towards an automated P&Rytesocess. It can be considered analogous
to the JUnit testing framework for Java unit tests.

We validated them through implementation and experimimtain two open-source P2P systems.
Through experimentation, we analyze the behavior of bostesys on different conditions of volatility
and show how they are able to detect implementation problfaslso validated our incremental testing
methodology showing how the three dimensional aspectsased code coverage.

thttp :/fjunit.org/
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1.3 Outline

The rest of the thesis is organized as follows. In chaptereZimvoduce the P2P systems to establish
the context of our work. Then, we survey the testing archites comparing their perspectives from the
context of distributed testing and we discuss why they atesuoited to test P2P systems. Finally, we
survey the test oracle approaches and discuss their adesrdad drawbacks.

In chapter 3, we present our testing framework in two paitst,fwe present an incremental metho-
dology to deal with the dimensional key-aspects of P2P syststing. Second, we present three testing
architectures to coordinate the execution of test casessapeers. In chapter 4, we present the PeerUnit
tool which implements our testing framework.

In chapter 5, we describe the experimental validation ofamntributions with three objectivegi)
validate the usability and efficiency of our testing framéwoased on experiments that verify two popu-
lar open-source DHTS, (ii) validate the feasibility of onciemental testing methodology and comparing
it with classical coverage criteria and (iii) evaluate teination overhead of our testing architectures.

In chapter 6, we conclude this thesis and discuss futuretaires of research.



CHAPTER 2
State of the art

2.1 Introduction

In this chapter, we present initially an overview of the peepeer (P2P) systems to establish the
context of our work. Then, we survey the testing architeaguromparing their perspectives from the
context of distributed testing. Moreover, we discuss whgythre not suited to test P2P systems. First,
we show that they fail when dealing with the volatility, batiterrupting the testing sequence and dead-
locking the tester, then assigning false-negative vesdictest cases (i.e., false fail verdict). Second, we
show that most of them do not scale up due to centralized ¢estiimation. Third, some of these archi-
tectures demand to include additional code into the systedentest (SUT) source code. While this is a
straightforward approach to control testing executionis, @rror prone. In fact, we believe that an ideal
testing architecture for P2P systems must consider the €&Brés and also control the execution of
tests without contaminating the SUT with additional codartitermore, a correctness mechanism must
be provided to assign verdicts to tests. Finally, we surw@ytesting oracle approaches and their distinct
ways to check correctness.

This chapter is organized as follows. In section 2.2, wegmea background of P2P systems. In
section 2.3, we describe several testing architectureslimedss why they are not able to test P2P sys-
tems. In section 2.4, we describe some testing oracles acdgd their advantages and drawbacks. In
section 2.5, we conclude this chapter.

2.1.1 Software testing

Software testing is the process of finding evidences of girosoftware systems. Tests can be imple-
mented and executed in different ways along testing (e.gnudl testing, Automated testing). Manual
testing is still valuable, but testing is mainly about anoathted system to implement, apply and eva-
luate tests [20]. To do so automatically, a test must be dedigo work with interfaces and the runtime
environment of the SUT.

Tests are designed to analyze and decide whether a SUTr®Btaors. To accomplish this task the
test engineer must defindest scenarioA test scenario is a set t#st casethat covers all possible ways
of testing a set of conditions.

The aim of a test case is to validate one or more requirements & systemit exercises the SUT
and checks whether an erroneous behavior occurs. We rodgfihe a test case as being composed of a
name, an intent, a sequence of actions, a sequence of inpLamththe expected outputs.

Along testing, an input helps to exercise the functionakatpof a system and aims to generate a
result. To define an input, a test engineer must be based oatsesircriteria Various test criteria can
be used, such as control/based-flow based coverage gripdaification-based coverage criteria, etc.
Moreover, this input can be received from an external squeh as hardware, software or human [99].

By the end of a test execution, the exercised system gesevamee results in form of an output value
(e.g., changes to data, reports, communication messagiesugeand output to screens). First, the actual
result that is the result of the test case itself. Secondexipected result that is what the test engineer
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expects to have by the end of a test. Then, these two resaltssad to assign a validation label, or a
verdict to the test case. A verdict is normally assigned apibree valuespass fail andinconclusive
Theoracleis the mechanism responsible for assignmegdicts This mechanism compares the actual
result with the expected one and assign a verdict to the &sst d¢f the values are the same, the verdict
is pass. Otherwise, the verdict is fail. The verdict may dlednconclusive, meaning that the test case
output is not precise enough to satisfy the test intent agdetst must be done again. There are different
sorts of oraclesassertions, value comparison, log file analysis, manual Agt entire testing technique
thus includes test criteria, test cases generation tegbsignd mechanisms for obtaining the verdicts.
Figure2.1 illustrates the whole software testing prockssally, some test data is used as input to
be executed by the SUT. Then, such execution generates ssuitsralso called as actual output. This
actual output is compared with an expected output with i@gpesome specification. Such comparison
is made by an oracle and results in a verdict. If the verdiélse, the error is localized, corrected and
the process starts over. The process stops when the vertligeiand a certain stop criterion is reached.

Test data SuUT
Execution
\
Result Specification S
Oracle
\
False zation /
Verdict L 5 Locallza_mon
Tunning
¢ True
Not verified Stop criterion

Figure 2.1 — Software Testing Process

2.1.2 Testing peer-to-peer systems

In this thesis, our goal is to build an automated system ferctieation and deployment of a testing
environment for P2P systems. Compared to classical distdbsystems, P2P systems are completely
decentralized. A peer behaves as a client computer in teeteierver model, but also provides server
functions [16]. In a P2P system, peers interact with eacbkratirectly in a decentralized way without
the need of a central server. Due to the decentralizatioespare functionally identical, but with the
particular capacity to join or leave the system at any tintds Bimple change adds the possibility to
modify dynamically the network size and topology resultindnigh scalability.

This decentralization also results in high fault-tolersince there are no single points of failure.
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Without a central server, any peer in the system may assusresponsibility of a failed one. Moreover,
decentralization means that nobody/nothing can contepters spread across the network. Thus, any
peer can decide to share or not its resources.

P2P systems are distributed systems, and should be firstbdteising appropriate tools dedicated to
distributed system testing. Distributed systems are contyrtested using conformance testing [90, 101,
89, 76, 75, 59]. The purpose of conformance testing is taohéte to what extent the implementation of
a system conforms to its specification. The tester specliesystem using Finite State Machines [25,
54, 24] or Labeled Transition Systems [58, 85, 59] and usissstecification to generate a test suite
that is able to verify (totally or partially) whether eachesfied transition is correctly implemented.
The tester then observes the events sent among the diffewdet of the system and verifies that the
sequence of events corresponds to the state machine (ce teatisition system). In general, a tester,
also called test driver[20, 99], is a component that appésscases to a SUT. The classical architecture
for testing a distributed system consists of a centraliestket which sends the test inputs, controls the
synchronization of the distributed system and receivesothiputs (or local verdicts) of each node of
the SUT. In many cases, the distributed SUT is perceived asgesapplication and it is tested using
its external functionality, without considering its conmagmts (i.e., black-box testing). The tester in that
case must interpret results, which include non-determmrgBice several input/outputs orderings can be
considered as correct.

The observation of the outputs for a distributed system ¢sm lze achieved using the traces (i.e.,
logs) produced by each node. The integration of the traca#i nbdes is used to generate an event time
line for the entire system. Most of these techniques do nat @éh large scale systems, in the sense
they target a small number of communicating nodes. In the cBB2P systems, the tester must observe
the remote interface of peers to observe their behavior Eoddgal with a potentially large number of
peers. Writing test cases is then particularly difficult;dngse non-trivial test cases must execute actions
on different peers. Consequently, synchronization amatigres is necessary to control the execution
sequence of the whole test case.

Analyzing the specific features of P2P system, we remarkttiegt are distributed systems, but the
existing testing techniques for distributed systems doadlress the issue of synchronization when a
large number of nodes are involved. Thus, the typical cbrdch tester architecture can be reused for
building a testing framework for P2P systems. However,ddlgt al. [98] describe that such centralized
architecture may not scale up and becomes a bottleneckhé&ndimension is not addressed by distribu-
ted system testing, which is the problem of nodes volatilitfP2P systems. P2P systems must be robust
and work even if peers are volatile (under limits which haved determined). Volatility thus interferes
with the system functionality and may cause failures to octhis aspect of dealing with volatility is
usually addressed using stress and load testing techniques

2.2 P2P Systems

Peer-to-peer (P2P) systems are distributed systems @eésignresource sharing (content, storage,
CPU cycles) by direct exchange, rather than requiring thpgpat of a centralized server or authority.
These systems are characterized by their ability to addjiltbes and accommodate transient popula-
tions of nodes while maintaining acceptable connectivitgt performance [12].

We can classify the main characteristics of P2P systemdlaw/fo:
e Peers are decentralized. There are no central server, angl @ distributed over a wide-area
network.
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e Peers are volatile. A peer may join and leave the system atimey Deshpande et al. [39] des-
cribes that understanding volatility can be a key factor eésigning effective and efficient P2P
architectures.

e Peers are autonomous. A peer decides to share its contelits essources with other peers.

These characteristics are directly impacted by differepblogies and structures that a P2P system
may have. These topologies and structures form a P2P netdsokcalled overlay network. In fact, a
P2P system relies on a P2P network in order to operate. Waineghthe rest of the section based on the
three main structures of P2P netwarligstructured, structured and super-peer.

2.2.1 Unstructured

In unstructured networks, peers organize themselves imalaterministic manner without any par-
ticular structure (e.g., ring, binary tree, multidimemsbspace) [77, 7, 80]. Gnutella, FreeHaven [40],
and Kazaa [65] are examples of unstructured P2P networks.

Whenever a new peer connects to the network, it contacts pters randomly. These peers be-
come neighbors and start to exchaRjeg messages to announce the connection. These messages are
propagated recursively through the entire neighborhooddihg the network. Query messages are also
sent by flooding. However, such approach is not scalable.vienalarge system, if all peers query by
flooding, than the network becomes overloaded reducingahfegmance of the P2P system as well.

To reduce the flooding, some new mechanisms were preserttedsiutella search mechanism is
based on constrained flooding, where messages are passegheteighbors with a time-to-live (TTL).
For instance, in a query, a peer forwards messages redyrsivall of its neighbors until locate the
desired data. These messages decrement their TTL field lahegcuntil such TTL reaches zero to be
dropped.

Despite the flooding have been constrained by a TTL, theddaffid continued to be expensive [91]
and the P2P systems continue to have difficulty to scale ups,Timore sophisticated techniques were
presented to reduce such traffic. For instance, Kalogeta#l. ¢63] propose to forward messages to
selected neighbors based on the past behavior of the netimoekt al. [72] propose to forward messages
to random neighbors, that also forward them randoemériodically, these messages contact the query
originator to ask whether the termination condition is halahot (e.g., TTL). For other techniques refer
to [23, 29, 107].

A drawback of the unstructured networks is the absence algtee to query completeness [48].
This happens because some peers containing relevant dataent@o far from the query originator and
the query messages are dropped by TTL before they reach data.

2.2.2 Structured

Structured networks appear to solve the scalability issfif®e unstructured networks. In structured
networks peers may organize themselves in different typstsuctures such as ring [92], binary trees [6],
multidimensional space [86], or others. The structuresnaatained by a routing mechanism used to
organize the system, and to send and forward messages.

A Distributed Hash Table (DHT) is an example of a structuretiwork. In a DHT, each peer is
responsible for the storage of values corresponding togerafkeys. A DHT has a simple local interface
that provides three operatiangalue insertion, value retrieval and key look up. The renuoterface is
more complex, providing operations for data transfer anihteaance of the routing table, i.e., the
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correspondence table between keys and peers, used to iheteviich peer is responsible for a given
key.

Figure 2.2 illustrates a Chord DHT where a peer is responsikeep a set of pairs “(key, value)”
mapped to its ID. Once a peer joins the system, it acknowkeidg@&eighborhood and acquires the pairs
with the keys it is mapped for. When such peer decides to ldavesystem, it passes its pairs to its
neighbors. Each peer also keeps a routing table with thefids lmeighbors used to route messages. For
instance, peeP10 decides to look up for ke$4. It sends a message directly to its last neighBap
since it has the closest ID to the key. Then, the look up iseebin the same way until find the object
keeper, which is peeP52.

P1

lookup(54)

P52

P10

P48

P14
P45

P29

Figure 2.2 — Chord ring with three on-line nodes

The routing mechanism provides two advantages comparaustoustured networks. First, it avoids
message flooding resulting in high scalability due to lowwmek traffic. Yet, the routing ensures an
upper bound of hops necessary to look up for a key. A typicakeupound i (log(N)) whereN is
the number of peers in the network. Second, it efficientltegsguery messages to a responsible peer up
to the upper bound limit resulting in high quality of servigeg., completeness, data availability, query
response time, etc).

A drawback of the structured networks is the limited autoparh peers since each peer is only
responsible to keep the keys closer to its ID. Examples of§92ms based on structured networks in-
clude FreeNet[1, 27], Chord [92, 31], CAN [86], Pastry [8BA\ST [43], Tapestry [109], Kademlia [78],
PIER [56], and P-Grid [6].

2.2.3 Super-peer

Super-peer network is a hybrid of unstructured networks @isht/server systems. In super-peer
networks some functionalities are still centralized inciplepeers classified as super peers due to their
high amount of resources. Figure 2.3 illustrates a typicaiitecture, where a super-peer keeps an index
of meta-data for all files in the network. Once a pg&ueries the super-peer for a given file, it receives
a list of peers that hold such file. Themppens direct connections with one or more of those peers in
order to download the file.
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Figure 2.3 — Super-peer architecture

Yang and Garcia-Molina [106] argue that super-peer netsvheve better object location than pure
P2P networks because the indices of files remains centtalizgrthermore, super-peer networks are
relative simple to implement and the quality of the serviae be perceived by users (i.e., completeness
of query results, response time).

However, super-peer networks have an important disadganta can be vulnerable to malicious
attack, legal action, and technical failure since the auntEscription and the ability to access it is
controlled by a single institution [12]. Examples of P2Ptegss based on super-peer networks include
Publius [74], JXTA [2], Edutella [81, 82] and Napster [3].

2.2.4 Comparing P2P Systems

In the previous subsections, we presented charactergftidéferent structures of P2P network. A
comparison of these networks can be based on the ability thf wihich they can adapt to volatility,
scalability and autonomy. Table 2.1 summarizes the corsmari

Characteristic | Unstructured | Structured | Super-peer
Fault-tolerance high high low
Scalability low high low

Autonomy high low moderate
QoS low high high

Table 2.1 — Comparing P2P networks

Initially, we compare the ability of the networks to deal hwithe volatility of peers (i.e., fault-
tolerance). While super-peer networks rely on powerfulfaitprone peers (super-peers), unstructured
and structured networks are completely decentralized gh degree of fault-tolerance. In super-peer
networks, whenever a super peer leaves the system, thd tiestaystem suffer. For instance, centralized
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index can not be reached when a super-peer fails and it beconpossible to find data. However, in
other networks a failed peer may have its data replicatechanther peer takes its place.

Concerning scalability, super-peer networks can not sgakince new powerful peers can not be ea-
sily added. Unstructured networks have also some scajaisitiues, but related to their expensive traffic
load (e.g., flooding, random walk), besides some effortedoice it. In contrast, structured networks are
completely scalable. They are completely decentralizeti {@iv network traffic due to their message
routing mechanism.

An issue in structured networks is the autonomy, which isb@eause the peers can not control the
data they store. In fact, the storage is divided across altspevhere a peer is responsible to a range
of keys. Super-peer networks also have autonomy issueselatgd to connection restrictions that can
be imposed by the super-peers. In contrast, unstructuteebries have high degree of autonomy since
peers may store their objects freely.

Finally, we compare the quality of service (Qo0S), e.g., clatgmess, data availability, query res-
ponse time, etc. Indeed, both structured and super-peeoriet guarantee high QoS, but in different
approaches. While structured networks guarantees a hi§hb@sed on the message routing mechanism,
super-peer networks rely on centralized peers that keemthees of the object location. In contrast,
unstructured networks does not provide guarantee to coemass, because queries may not reach the
object keeper.

2.3 Testing Architectures for Distributed Systems

We classify three possible approaches to execute test aeg®ss a distributed system. Consider a
simple example to illustrate each approach. A DHT stores jékiey,value)” across the nodes in system,
where each node is responsible to keep a certain set of paiee operations are provided to manipulate
these pairslookup, put and retrieve. A test case is written to verify ibieval operation. This test case
is composed by the put of some value, then the retrieval ahi,finally the retrieved value is compared
to the put one in order to assign a verdict.

In the first approach, it is considered that a single nodeesgmts the whole system. Figure 2.4
illustrates a node receiving a test case to be executedoudgdth this approach may find implementation
problems, it is not capable to find issues triggered by thensonication between nodes. In fact, this
approach will execute like an unit test performed by Juri].[6

In the second approach, multiple nodes can be used alonggte$his approach aims to reduce
the time cost of the testing process by deploying differest tases across different nodes in parallel.
Figure 2.5(a) illustrates this approach where each nodsvex a copy of the same test case. While this
approach tests a distributed system more properly, it igdohto simple tests since each node executes
the entire test case. For instance, it is possible to peréostness test with several nodes putting pairs in
parallel, however, it is impossible to test if a node reg®a pair put by another one.

As we mentioned, Distributed systems are particularlydiffito test. The system may have several
possible sources of input and output spread across the retiwadhis case, a good approach to test is the
decomposition of test cases in actions. Then, differenea@dn be responsible to execute an action or a
set of them. Yet, the nodes that compose the system may bedgeteous, meaning that the execution
time of test case actions varies for each node. Consequentighronization among test case actions is
necessary.

In the third approach, again all nodes of the system padiiein the test. However, the test case is
decomposed in actions, also called test case events oateshactions, in order to be deployed across the
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1@ QOFP1

Simple test case

put(10,'Nantes')

res := retrieve(10)
res = 'Nantes' ?

Figure 2.4 — One node representing the whole system

nodes. Figure 2.5(b) illustrates this approach where eadk receives a set of actions to be executed.
This approach can execute complex tests since differeioin@atan be executed by different nodes. For
instance, nodeé’0 puts a pair into the DHT, then the other nodes will retrievehspair and assign a
verdict afterward. We believe this approach is more suite®2P system testing, thus, we base our
contribution on it.

Simple test case

put(10,'Nantes’)
res := retrieve(10)
res = 'Nantes' ?

Simple test case
Simple test case

put(10,'Nantes')
res := retrieve(10)
res = 'Nantes' ?

res = retrieve(10)
res = 'Nantes' ?

(a) Entire Test case (b) Decomposed Test case

Figure 2.5 — Distributed approaches

2.3.1 Conformance Testing Methodology and Framework (CTMIy

In this section, we describe some general architectureepted by the international standard 1ISO/9646
“Conformance Testing Methodology and Framework”(CTMH)em, we describe the architectures beyond
the CTMF showing their advantages and drawbacks focuse@Brs{stem testing.

The international standard 9646 “Conformance Testing btltogy and Framework”(CTMF) [5]
has been considered as the reference of testing archéedtl®l, 89, 76, 75, 59]. The CTMF defines
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conceptual architectures to support test execution. Aatestitecture is a description of how an Imple-
mentation Under Test (IUT) is to be tested, in particularatihputs can be controlled and what outputs
can be observed. Yet, the CTMF defines a System Under Test)(@ A set of IUTs.

Figure 2.6 illustrates the CTMF single-party architecsur8ingle-party is aimed at testing an IUT
that communicates in a point-to-point connection, withreyks node. An IUT is composed by upper and
lower interfaces through which is tested. Typically, thedo interfaces are accessible only from remote.
These interfaces are tested by two components called therUjggter (UT) and the Lower Tester (LT).
The tests are performed in the Points of Control and Obgernv@®CO) through control and observation
of the inputs and outputs from/to the IUT.

Conceptually the IUT and the testing system communicategugifferent components. While IUT
and UT communicate by means of Abstract Service PrimitivedRs), IUT and Lower Tester (LT) ex-
change Protocol Data Units (PDUS). In practice, Schiefekeleet al. [89] describe that it is not necessary
to distinguish between ASP and PDU since they are encodethag Therefore, only the term PDU is
used. Yet, both UT and LT can be realized in the same testeepsd89, 96, 38], otherwise they need to
exchange coordination messages using the Test Coordirftaxedure (TCP).

System Under System Under
Test System Test Test System Test
—— ———
TCP uT
Ut | PCO
AL
ASPs l 8 a
oy <
TCP LT
7 | —PPYs 4yt o _7PYs Ll
o Wi o Wi
Ly 2 Ly 2

Service-provider Service-provider

(a) Local method (b) Distributed method

Figure 2.6 — CTMF Single-party Architectures

Figure 2.6 also illustrates the local and the distributedhians. In fact, the difference between them
is the management of the PCOs. While in the local method tl@RaZe managed from within the testing
system, in the distributed method they are managed fromimttie SUT.

Figure 2.7 illustrates the CTMF multi-party architectuhe.this setting, an IUT can have several
nodes running at the same time. Thereby, more than one LTE&adre active to control and observe
the IUT. The coordination between LTs is performed by a paldir entity called Lower Tester Control
Function (LTCF) through Coordination Points (CP). Besitlescoordination, such entity performs two
procedures. First, it starts all the LTs. Second, it deteesithe final test verdict gathering information
from all the LTs after they stopped the test case execution.

Several architectures were based on the CTMF, however, afidsiem consider the CTMF too
restrictive with respect to the types of systems that carebed. Furthermore, they consider that the
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up-coming distributed systems requires a flexible and adapdst architecture. As a result, Walter et
al. [101] present a flexible and generic architecture beymmformance testing (i.e., Interoperability,
Performance, Quality-of-service, etc). Further authdss described new architectures. Thus, we divi-
ded these architectures in the next subsections in ordemteystheir advantages and drawbacks. The
first subsection describes the single-party architectimeesgt has one tester (LT+UT) communicating
with the IUT. The second subsection describes the multiypaichitecture since it has more than one
tester (LT+UT) communicating with the IUT.

Lower Tester CcP
Control Function
A A [
o
o (@]
5 | —
[
v | < cP :!_VUTz
< CP uT1
LT3 °
(ol Ne]
O
LT2 818 Q

Service-provider

Figure 2.7 — CTMF Multi-party Architecture

2.3.2 Single-party architecture

The single-party architecture is used when the IUT comnaie&in a point-to-point connection,
with a single node. Basically, this architecture has onet€sT+UT) communicating with the IUT. This
architecture is used by some tools such as ATIFS (a testmigabwith software fault injection) [75]
comprising its fault injection mechanism FSoFIST (Ferip-avith Software Fault Injection Support
Tool) [76], and TorX [18, 96].

Figure 2.8 illustrates the TorX architecture. One testeisesd to communicate with the IUT, in their
case the Conference Protocol Entity (CPE), while the cbatrd observation of the CPE is done through
its interfaces defined as CSAP and USAP.

A test execution in TorX works as follows. Each time the testecides to trigger the IUT with an
input, it looks into the system specification module (a medfl TorX) for a valid stimulus and offers
it to the IUT. Whenever the tester observes an output, itkhedether this response is valid according
to the specification module. This process of offering infaurtd observing outputs can continue until an
output is considered incorrect according to the specifioatihen resulting in a fail verdict. Moreover,
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the output observation has a timeout which returns an enipiypired. In this case, the verdict will be
also assigned fail.

Another testing tool called FSoFIST has its architectureilar to the TorX’s. It includes a sup-
plementary module to inject environment faults during & é®cution. Yet, this module also aims at
observing the IUT behavior in the presence of the injectettfa

These architectures are not able to test P2P systems fer tbasons. First, they rely in only one
tester that allows to control only one peer. In this case joust assume that this peer represents the entire
system. However, flaws related to P2P features (e.g., cotication, lookup, etc) cannot be detected.
Then, a better testing architecture requires multipleetegb control the distributed peers. Second, false-
negatives verdicts can be assigned due to communicatiag. dedr instance, in TorX an expired timeout
returns an empty output resulting in a false fail verdictirdhthe volatility is not managed at all either
returning an empty output or considering an error from thé&. Ild both cases the results will be false-
negative verdicts (i.e., false fail verdicts).

CSAP

tester

USAP

UDP layer

Figure 2.8 — TorX Architecture

2.3.3 Multi-party architecture

In the multi-party architecture context more than one testamtrols and observes the IUT. These
distributed testers collect partial information about ¢xecution progress and use them to synchronize
the rest of the execution. Synchronization can be managieerdiy a centralized test coordinator or by
distributed testers. Ulrich et al. [98] describe that tharibhuted testers is of interest since it makes better
use of system resources than the centralized test coavdithait can be a bottleneck during the test run.

In this section, we first discuss some architectures thattspnize the test sequence with a centra-
lized test coordinator. Then, we discuss some other anthigs that do the same in distributed manner.
Finally, we survey the architectures focused on P2P sysstimg.
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2.3.3.1 Centralized testing coordination

The classical architecture for testing a distributed syatensists of a centralized tester which sends
the test inputs, controls the synchronization of the digtéd system and receives the outputs (or local
verdicts) of each node of the SUT.

Several solutions based on this approach have been prés&uime of them focus on selecting re-
presentative subsets of test suites [52, 103, 66, 100, @Bitizing the execution of the most significant
test cases. Some others distribute the execution of tes$ cimultaneously over a set of machines like
SysUnit [4], Joshua presented by Kapfhammer et al. [64]] @it presented by Duarte et al. [44, 45],
FIONA presented by Gerchman et al. [50] and BlastServereptes by Long and Strooper [71].

Figure 2.9 illustrates the three components of the Josheldtecture. The first component is the
TestControllerwhich is responsible to prepare the test cases and to weta thto the second com-
ponent calledlestSpacehat is a storage area. The third component, cdlesiExecutqris responsible
to consume the test cases from ffestSpaceto execute them, and to write the results back into the
TestSpaceFinally, the TestControllermonitors theTestSpacdor the results and updates the Joshua'’s
interface with them.

TestExecutor 1

TestController TestExecutor 2

TestExecutor n

Figure 2.9 — The Joshua Architecture

The GridUnit architecture is based on Joshua. The main ggatidUnit is to deploy and to control
unit tests over a grid with minimum user intervention in oré distribute the execution of tests and
speed up the testing process. To distribute the executiah, test case is transformed in a grid task. The
control and scheduling of the tasks are provided by the Qdr@atform [30, 26]. Therefore, different
test cases can be executed by different nodes. Howevergle $ast case is only executed by a single
node. Yet, it is not possible to decompose a test case innsctbere different nodes execute different
actions. Moreover, both architectures do not handle notidikty.

BlastServer and FIONA are other architectures similar thda. They use the client/server approach.
A server component is responsible to synchronize eventte aielient component provides the commu-
nication conduit between the server component and thet@jgslication. The execution of tests is based
on a queue controlled by the server component. Clients stgjaee queued, then consumed when nee-
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ded. This approach ensures that concurrent test sequancés completion. However, they can not be
used to test P2P systems due to scalability issue. The isshaticentralized testing coordination could
not scale up to a large system and — due to action synchrmnmizasks — impacted the performance of
the SUT. Yet, BlastServer does not address the issues obriefailures.

2.3.3.2 Distributed testing coordination

While the test case decomposition allows the execution iwidex test cases, it requires actions syn-
chronization to guarantee the correct sequence of execliiathermore, such kind of synchronization
requires an architecture to coordinate when and where pattis the actions.

Ulrich et al. [98, 83] present a testing architecture fotriisited systems, called Test and Monitoring
Tool (TMT), that coordinates actions by synchronizatioreeénts. This architecture uses a global tester
and a distributed tester. The global tester divides thedasts in small parts callgghrtial test cases
(PTC). Each PTC is assigned to a distributed tester and cardmeited in parallel to another PTC with
respect to a function that controls mutual exclusivity. Dedavior of the distributed testers is control-
led by aTest Coordination Procedur@ CP) which coordinates the PTCs execution by synchraoizat
events. By using synchronization events, the distribugstets do not need to control the execution of
the entire test case. Each tester runs independently tialgast case

Another testing architecture was presented by Walter ¢1@1] for conformance, interoperability,
performance and real-time testing. This architecture warka toolbox of components (e.g., communica-
tion, test coordination, etc) which can be combined to dgvelspecific testing architecture. Figure 2.10
illustrates a specific architecture for interoperabiliggting. Three points of communication (PC) A, B
and C are monitored by their respective test components \W@h also provide the verdicts and the
control of the SUT.

TC TC TC
MA MB MC

SUT SUT
l«—>| SUTH HH SUT2 [«e—>

TC TC
Tester1 Tester2

Figure 2.10 — A specific interoperability testing architeetbased on Walter et al. [101].

The components can be also used to simulate failures alentpsts like network delay or noise.
For instance, it can be possible to create disturbs in theamktto simulate volatility. However, such a
disturb may be considered a failure.
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The departure of nodes can also prevent the synchronizatievents in the architecture of Ulrich et
al. [98, 83]. Consequently, the whole test architecturallieks. These architectures have also an issue
in the presence of result incompleteness, since the raessliase expected to be complete when testing
traditional distributed systems.

Furthermore, scalability is an issue. Despite this archire synchronize the test sequence through
distributed testers exchanging messages at PCs, the iparfoe of the P2P SUT may be perturbed.
Indeed, the performance of the synchronization algorithithiivsuch testing architecture scales up li-
nearly with the number of peers, while a typical P2P systeatescup logarithmically. To avoid testers
intrusiveness to threaten the validity of test results tés¢éing architecture should thus have logarithmic
performance in the worse case.

2.3.3.3 P2P testing architectures

Due to the specific characteristics of P2P Systems (e.@tiNtyl and scalability), the former distri-
buted testing architectures may not detect P2P implementi#aws. The main problem to build a proper
P2P testing architecture is how to support the volatilitynofles without considering it as an error and
also scale up along with the SUT. Moreover, how to controktkecution of tests, but avoid the inclusion
of additional code inside the SUT.

Some testing architectures address the volatility andabidy issues like P2PTester presented by
Butnaru et al. [42], Pigeon presented by Zhou et al. [110§, thie framework presented by Hughes et
al. [57]. However, all of them requires the inclusion of digtial code in the SUT source code. This in-
clusion can be either manually, for instance using specifarfaces, like in P2PTester, or automatically,
using reflection and aspect-oriented programming, likeigeén.

The inclusion of additional code is error-prone since théealdcode may produce errors and conta-
minate the test results. Furthermore, it is hard to verifthdé error came from the SUT or the testing
architecture.

In fact, all these architectures are used to measure therpexhce of P2P systems. For instance,
P2PTester measures the time and costs of processing jdbasdata indexing or querying. The platform
also logs the communication spawned from processing eadifipquery or search issued by a node.
The same approach is used by the framework of Hughes et &l. [57

The Pigeon framework is another platform focused on perdmae testing for massively multiplayer
online games (MMGSs). The authors believe that the perfoomari MMGs is the most crucial problem
that should be addressed since the network latency is imgdost the frequent propagation of updates
during a game. Then, a layer called P2P Communication M&{&M) is charged to monitor the network
latency and log the exchanged messages.

While measuring the performance of the systems can be gtitegeto execute both performance
testing and benchmarks, it is not enough to other kinds a$.tddoreover, all of these platforms rely
on logging while testing. Assuming that these platforms @naerify correctness, they must check the
log files after the test execution using an oracle. Howevenenof the platforms provide any oracle
mechanism to do it. The use of logging to verify correctnestiscussed later on in this chapter.

2.3.4 Other approaches

There are also some model-checking tools (e.g., Bogor 8RN [37, 108] and Cadence SMV [49])
to check a kind of P2P system called publish-subscribe sy&SS) [22]. In one hand, model-checking
is an attractive alternative to find bugs in systems by exmioall possible execution states [49, 60].
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In the other hand, it is still based on models and implemamagbroblems can not be found. While
they consider the volatility nature of PSS, scalability is@pen issue. Along model-checking, peers
are simulated as threads and the size of the SUT may be bolnydibé checking machine resources.
Therefore, large-scale P2P systems cannot be fully cheskeg implementation flaws are strongly
related to such large-scale [33]. Furthermore, none ofetlagproaches address the volatility of peers
that may lead to an exponential number of execution states.

2.3.5 Comparing Testing Architectures

We divide the comparison of testing architectures in twepectives. In the first perspective, we
compare from the testing point of view. In the second petthgeove compare from the P2P point of
view by discussing architectural choices and the treatroktite P2P characteristics.

From the testing perspective, a testing architecture nulfit 5ome requirements such as a mecha-
nism to control the execution of tests, a manner to develogningful tests and a mechanism to verify
correctness. Table 2.2 describes that some of the arahiéscsurveyed in this section do not address all
these requirements.

Architecture Testing Type Action Correctness SUT Code
Name Decomposition| Treatment | Contamination
TorX generic no logging no

FSoFIST fault injection no logging no
SysUnit unit no assertions no
Joshua unit no assertions no
GridUnit unit no assertions no
BlastServer generic no assertions no
FIONA fault injection no logging no
TMT conformance yes logging yes
Walter et al. [101] generic yes - -
P2PTester performance no logging yes
Pigeon performance no logging yes
Hughes et al. [57] performance no logging yes

Table 2.2 — Comparing testing requisites

Each architecture is focused on a different type of test. &l@y we are interested on a generic type
of test that can be easily adapted to any other type. Fomiostausing a Junit’s like unit test we can
decompose test cases in actions providing the possibiliyutld a conformance test like the example
illustrated in figure 2.5(b).

Concerning the test control requirement, four architesudo so including supplementary code in-
side the SUT. While such approach provides a straightfatwaay to control the execution of the tests,
errors from the supplementary code can contaminate botBtheand the test itself, and lead to un-
predictable results. A better approach in this case is geavby GridUnit, which implements unit tests
accessing the SUT's public interfaces. Concerning theectimess treatment requirement, the advantages
and drawbacks will be discussed later on in this chapter.
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From the P2P perspective, a testing architecture must bel\cle multi-party manner. Table 2.3
describes that several architectures address this rewgrite but when testing a P2P system the archi-
tecture must also scale up along with the SUT, which meansgbeof a central coordinator becomes
a bottleneck. In fact, only three architectures can scalalopg with a P2P SUT by avoiding a central
coordination. They are P2PTester, Pigeon and the framepvedented by Hughes et al. [57]. Since these
architectures are focused on testing P2P systems, thehafgthe the volatility of peers. Yet, FSoFIST
and FIONA handle the volatility of nodes during tests as wadwever, they consider it as an injected
fail and do not consider it as a common behavior of the SUT.

While the P2P perspective points out in favor to the lastetaechitectures, the testing perspective
pointed out that some flaws (e.g., SUT contamination and tioradecomposition) may restrict their
use to test P2P systems.

Architecture Architecture Test case | Volatility
Name type coordination | aware
TorX single-party no no

FSoFIST single-party no yes
SysUnit multi-party centralized no
Joshua multi-party centralized no

GridUnit multi-party centralized no

BlastServer multi-party centralized no
FIONA multi-party centralized yes
T™MT multi-party centralized no
Walter et al. [101]| multi-party centralized no

P2PTester multi-party distributed yes
Pigeon multi-party distributed yes

Hughes et al. [57] multi-party distributed yes

Table 2.3 — Comparing P2P requisites

2.4 Test Oracles

Test oracles are used to check the SUT correctness givendmysoéverdicts. A verdict is the result
of a test case execution and is given by comparing the aasaltrwith an expected one provided by a
trusted source. Adassverdict is given when the SUT produces an acceptable reghitywise it will be
fail.

Baresi et al. [15] describe that in industry the oracle i®mfa human being and point out two
drawbacks to this approachccuracy and cost. While the accuracy of the human "eyeladled' drops
with the large volume of tests to be evaluated, the cost besdoo expansive. Moreover, humans are
prone to error when checking complex behaviors.

The oracle is a trusted source of expected results that muliehaviorally equivalent to the imple-
mentation under test [20]. However, a perfect oracle cabeguaranteed and it is impossible to decide
that an output is correct in all possible cases [73]. In cAsgpassverdict, a stopping criteria may define
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the end of the testing process. However, fal verdict is assigned, then a bug was found. As a further
process, a diagnosis process can be executed to localizgabecharacter of such bug.

In this section we survey the oracle approaches more refategst implementations like assertions
and log file analysis. Other oracle approaches related tekubdcking, FSM and LTS are discussed by
Baresi et al. [15].

2.4.1 Assertions

Tao Xie [104] describes that oracles are often in form ofimatassertions. Assertions [95] allow
either to check required constraints directly in the progsource or build test applications. In fact, an
assertion is a boolean expression that defines requiredraions.

Assertions are coded during development and enabled befatene. Along runtime a program
execution may reach an assertion, if this assertion idigatjghen it is evaluated toue, otherwisefalse

For instance, consider the following code in java :

public Double fahrenheitToCelsius (Double fahrenheit ){
assert fahrenheit !=ull : "Unaccept abl e_t enper at ure";
/I now return value
return ( fahrenheit .doubleValue(}- 32) / 1.8;

}

This code converts the temperature from fahrenheit toul$iut it does not accepull values. In
this case, an assertion checks the entered values. If thgiasspredicate becomes false, meaning that
a necessary condition was not met, then an assertion wiolatcurs. This violation is also called as
“assertion failure”. In fact, the assertion has not faileat, it has detected an unacceptable situation.

Assertions can be provided either by a programming lang(ege Java, Eiffel, C++) or by a testing
framework (e.g., JUnit [62], JTiger [61], TestNG [94], GNUah& [51] and APP [87]). The difference is
that a testing framework can be used to develop a test applicavhile the assertions of programming
languages are built inside the SUT’s source code and usduktikcequired constraints.

The following code is a JUnit test application used to tesfétirenheit to celsius conversion method.

@Test

public void testFahrenheitToCelsius (){
Double celsius = fahrenheitToCelsius (32);
assertEquals (0.0, celsius .doubleValue);

}

In the above test application, the input value i§ Bahrenheit and the expected output value corres-
ponds to O Celsius. If the values are the same, then the verdjgass otherwise it idail and a bug was
detected.

Assertions can provide many advantages. Some of them imclud

e The condition checking can easily detect interface fa@tg.( incorrect parameters, inconsistent

messages) that can escape during the system developnilkreingissertion violation is a bug [79].

e Errors and omissions are caught early and automaticallg.mibans, assertions prevent errors [20].

e |t offers a cheap and effective tool to testing effectivan@g].

e Powerful tool for automatic detection of faults during dgding, testing and maintenance [87].
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A practical use of assertions is described by Berg et al. ] Robert Binder [20]. During the
development of the IBM OS/400 operating system (OS), thertisas were widely used. They report
that the entire OS has 20 millions lines of code, where 2 om#liare C++ code. About half of this C++
code was dedicated testing code where roughly 40% werdiasser

However, assertions have some drawbacks including :

e Assertions are written by humans, therefore, prone to ®merwell. Specially for built-in asser-

tions.

e Assertions are source code. This means more maintenancefefm the developers.

e Assertions can not detect all errors. They can not exprésala conditions. Yet, human seman-

tics can create confusion [20].
e Anincorrect assertion will not report itself as defectiz®].

Nevertheless, assertions provide a powerful and straigisird test oracle approach. Yet, both build-
in assertions and assertions in test applications can bbinethto improve testing effectiveness.

2.4.2 Log File Analysis

Log files are the real-world manifestation of mathematieglort traces [10]. A report trace is a set
of reports and a report is a set of report elements. In a logéilth report is a log entry with a set of
elements. For instance, Figure 2.11 illustrates the entie log file where each log entry contains its
set of elements. In this case, the elements are the entrystanep, the log level and the log message.

Log file analysis is the inspection of log files to identify adidgnose problems. This inspection
can be done informally, by the programmer, or formally, bingdormal methods and log file analysis
languages (LFAL) [9, 15].

16: 32: 16. 439| FI NEST| start Action: BeforeC ass Hierarchy: -2147483648
16: 32: 16. 441| FI NEST| st arti ngNetwork Action: actionl Hierarchy: 0O
16: 32: 16. 442| FI NEST| j oi ni ngNet Action: action2 Hierarchy: O

Figure 2.11 — Log file

The effective use of log file analysis is based on some hypethE 1]. Initially, the SUT records its
events to an output called log file. These events can be messaghanged, returned values, or any other
input/output. Then, a log file policy must be defined to stateisely the outputs from the SUT. In fact,
both log file and its policy can be easily built using some laldé logging frameworks [53, 70]. Finally,
an analyzer must take the log files as input either acceptimgréjecting it with an error message.

Andrews et al. [9, 10, 11] used an analyzer for both unit astiesy testing. Such analyzer compares
each log entry with a dictionary to decide eithpassor fail.

The log files may also be loaded in databases. This approkes aavantage of database capabilities
to generate reports (i.e., database queries). Howeveasishme issue$iow to translate verification
conditions into queries, generate reports and load largriata of data. The Planchecker system [46, 47]
follows this approach (see Figure 2.12). The steps of logfildysis on Planchecker are :



CHAPITRE 2 — State of the art 37

1. Database setup. Database structures are created tdbadritent of the log files. Each log mes-
sage is represented as an object in the database.

2. Data loading. Loading data is a straightforward procelssther the log files are well-structured.
Moreover, the loading of very large data files into datab&sast a novel challenge and is also an
object of study in data warehousing [8, 67].

3. Translation. This step determines the validation comlt and expresses them as database que-
ries. It is also a straightforward process since query laggs (e.g., SQL, AP5) are very mature
and well developed.

4. Log analysis. Databases have rules capabilities [93,th@Pcan be used to check violations. Yet,
the results from queries are organized into confirmationaarainaly reports.

V&Y conditions | design
DESIGN information

DOCUMENT

2. Automatic, or

Database schema e mi-autamatic

3. Manual ] Manually created loading of
translation database

» DATABASE -

Diata

Duatabase queries

+ 4. Automatic analysis

Query results (confirmations or anomalies)

Figure 2.12 — Planchecker Architecture

Another important advantage of this approach is the qugrginvery large volume of data. Most
of the actual Database Management Systems (DBMS) can grtemdytes of information to produce
analysis reports [28].

Log file analysis arises some issues if used in P2P systeingesirst, log files are spread across
distributed nodes and must be gathered to be loaded intaabat#. Second, each log entry has a time-
stamp registering the time a given event happened. Howeseh node in the network has a different
clock. Thereby, a global clock must be defined in order todoail overall log file. Once this global clock
is defined, then every log entry must be recalculated.

2.4.3 Comparing Test Oracles

In the previous subsections, we presented the charaierigtdifferent oracle approaches. A com-
parison of these oracles can be based on the approach tgpwattie approach and the extension of the
SUT source code with supplementary code. Table 2.4 sumessttie comparison.

Some programming languages provide embedded assertiditiefcbut there are also external as-
sertion facilities that can be added (i.e., APP, GNU Nand)ils\embedded assertion facilities are very
useful during the development of a system. Testing framlesvoan be used to create testing applications
that can be applied in different types of tests (e.g., usi, &®y/stem test, etc).
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Moreover, embedded assertion facilities extend the SUTcsotpode with supplementary assertion
code. Besides its advantages to detect several types of eudng the system development, it has two
main drawbacks. First, the added code must be maintainexhgsk the SUT code evolves. Second, the
added code is also error prone since it is added by humansrieless, such approach showed effective
in detect errors and can be used complementary to the tdstimgwork approach.

In contrast, log file analysis does not provide a frameworkideelop testing applications, neither
extends the SUT source code. In fact, it uses the SUT outpudentify and diagnose problems. Howe-
ver, if a distributed SUT is tested, some issues arise.,Rirdistributed SUT generates log files spread
across distributed nodes that must be gathered. Secondbal glock must be defined to manage the
clock difference between distributed nodes. This globatkcis useful whether to build a global log file.

Approach Approach Oracle SUT Code
Name Type Approach Extension
Java assertion facility ~ Language embedded Assertions yes
C++ assertion facility Language embedded Assertions yes
Eiffel assertion facility] Language embedded Assertions yes
JUnit Testing Framework Assertions no
JTiger Testing Framework Assertions no
TestNG Testing Framework Assertions no
APP External assertion facility ~ Assertions yes
GNU Nana External assertion facility = Assertions yes
Andrews et al. Testing Framework | Log file analysis no
Planchecker Testing Framework | Log file analysis no

Table 2.4 — Comparing testing oracles

In conclusion, we can state that the log file analysis and asslertion approaches are complemen-
tary, and can be combined in order to improve testing effeogss.

2.5 Conclusion

In this chapter, we discussed the testing approaches fiibdied systems. We presented an over-
view of the P2P systems to establish the context of our work.cdfmpared the differences between
P2P systems and traditional distributed systems by priegettite main characteristics of P2P systems.
Furthermore, we surveyed the main structures of P2P nesaankstructured, structured and super-peer.

We also surveyed the testing architectures comparing pleespectives from the context of distribu-
ted testing. Then, we discussed why they are not suited tdP& systems. We showed that they fail
when dealing with the volatility, either interrupting thesting sequence and deadlocking the tester or
assigning false-negative verdicts to test cases (i.sg fall verdict). Then, we showed that most of them
do not scale up due to centralized test coordination. In thet ones that scale up demand to include
additional code into the SUT source code. While this apgraampports the volatility control, it is error
prone.
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We also described some oracle mechanisms. We focused atiaassand log file analysis since
they are closely related to test implementations, rathen ftbrmal models. The assertion approach can
be used in two distinct ways. First, embedded into the sazode. In one hand, it can detect several types
of errors during the system development. In the other hdredadiditional code must be also considered
during the source code maintenance. Yet, additional coderis prone since it is added by humans.
Second, built in testing applications. Several testingheaorks provide assertion facilities that can be
used to build testing application.

The log file analysis approach can also be used in two distiags. First, using an analyzer that takes
the log files as input either accepting it or rejecting it wath error message. Second, using a database.
Log files are loaded into databases to take advantage ofpebiies. Nowadays query languages are
very mature and provide a powerful tool to build reports .(eagomaly reports). Yet, databases structures
like rules and triggers can be used to check violations. khee today’s DBMS can load very large
amounts of data quickly. Therefore, the load of log files isamger an issue.

Besides their different characteristics, both assertiuh lag file analysis showed complementary
and can be combined in order to improve testing effectivenes






CHAPTER 3

Framework for Testing
Peer-to-peer Systems

In this chapter, we present an integrated solution forrigdtirge-scale P2P systems. This solution is
based on a framework that allows the creation and deployofenP2P test environment. From the P2P
perspective, a test designer can instantiate peers and thexkejoin and leave the system (i.e., peers’
volatility). From the testing perspective, a test desigrar combine the functional testing of a system
with volatility variations, and also different system sizg.e., system scalability). The correctness of
such a system can thus be checked based on three-dimeraspeats, i.e., functionality, scalability and
volatility.

While testing the scalability of a distributed system, thadtional aspect is typically not taken into
account. The same basic test scenario is simply repeatedageanumber of nodes [45]. This also
happens while testing volatility. The basic test scenasioepeated upon different rates of volatility.
For a P2P system, we claim that the functional flaws are styamdated to scalability and volatility.
Therefore, it is crucial to combine the scalability and titityg aspects with meaningful test sequences.
Thus, we present an incremental methodology to deal witkethieree-dimensional aspects [33]. Our
methodology aims at covering functions first on a small spséed then incrementally scaling up this
system introducing the volatility later on.

We also present three different architectures to cooréitia tests. These architectures are based
on the multi-party CTMF architecture coordinating the sesither by a centralized component or by
distributed ones.

The capabilities of these architectures are (1) to autothatexecution of each local-to-a-peer test
case, (2) to build automatically the global verdict, (3) lowa the explicit control of each peer volatility.
These architectures are based on two original aspectshe(iptividual control of peers’ volatility and
(ii) the distribution of the coordination components to eapith large numbers of peers.

The first architecture extends the multi-party centraliesting architecture, centralized architecture
for short, in order to handle the volatility of peers [34].d&zlly, this architecture has two main compo-
nents : the tester and the coordinator. The tester is thécapiph that executes in the same logical node
as peers, and controls their execution and volatility, mgkthem leave and join the system at any time,
according to the needs of a test. Thus, the volatility of pean be controlled at a very precise level. The
tester is composed of test suites that are deployed acressbkmgical nodes.

The coordinator is deployed in only one node and is used tolowate the execution of test cases. It
acts as droker[21] for the deployed testers.

However, the algorithmic performance of such architeckaales up linearly with the number of
peers, while a typical P2P system scales up logarithmicathavoid testers intrusiveness to threaten the
validity of test results, the testing architecture shotidst have logarithmic performance in the worse
case. Therefore, we present two multi-party architecttines are fully distributed, distributed archi-
tectures for short, to cope with large-scale P2P systemls J3f&se architectures replace the central

41
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coordinator with distributed testers that coordinate tkeration of test cases in distinct manners.

The second architecture organizes the testers in a balareedl17] (B-Tree) manner where the
coordination is performed from the root to the leaves. Thiea,testers communicate with each other
across the B-tree to avoid using a central coordinator. Tilid airchitecture uses gossiping messages
among testers. This reduces communication among tesegrar responsible to execute consecutive
test case actions. Since both distributed architecturesotlaely on a central coordinator they scale
up correctly. These architectures do not address the ifsiestacases generation but is a first element
towards an automated P2P testing process. It can be coeigiealogous to the JUhiiesting framework
for Java unit tests.

This chapter is organized as follows. Section 3.1 introdute basic definitions used along this
thesis. Section 3.2 presents the incremental testing melbgy including a discussion of the three
dimensional aspects. Section 3.3 introduces the frameimotiding a documentation to develop test
cases. Within the framework we present the three testirtgtactures.

3.1 Definitions

Let us denote byP the set of peers representing the P2P system, which is thensymder test
(SUT). We denote by’, where|T'| = |P| the set of testers that controls the SUT,BY'S the suite of
tests that verified’, and byA the set of actions executed B/T'S on P.

Considering that all peers have exactly the same interfasting the interface of a single peer is not
sufficient to test the whole system. Actually, to test the l@lsystem several peers have to run together
the same test case. However, they may not execute such sesincdoe same way. Each peer executes
a different part of the test case in order to reproduce a ggdoehavior. This is why we introduce the
notion of distributed test cases, i.e., test cases thay apphe whole system and whose actions may be
executed by different peers.

Definition 5 (Distributed test caseA distributed test case noteds atupler = (A", 77, L7, ST, V7, 7)
whereA™ C Ais a sequence of actiodgy,...,al}, T C T a set of testers.” is a set of local ver-
dicts, where|L™| = |P|, S7 is a schedule}/” is a set of variables ang" is the level of acceptable
inconclusive verdicts.

The Schedule is a map between actions and sets of testeng @dwh action corresponds to the set
of testers that execute it.

Definition 6 (Schedule) A schedule is a map = A — II, wherell is a collection of tester sets
I={Ty,...,T,,},andVT; e 1: T; C T.

A test sequence is a sequence of messages (e.g., serviestggexchanged among peers along
testing.

Definition 7 (Test sequence)A test sequence is a tuplés € (P)

In P2P systems, the autonomy and the heterogeneity of paterfere directly in the execution
of service requests. While close peers may answer quickdyard or overloaded peers may need a
considerable delay to answer. Consequently, clients dexypct to receive a complete result, but the
available results that can be retrieved during a given tirhes, test case actions (Definition 8) must not
wait indefinitely for results, but specify a maximum deléiyngou) for an execution.

http :/fjunit.org/
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Definition 8 (Action). A test case action is a tupl = (¥,:,7") whereV is a set of instructions, is
the interval of time in whiclr should be executed ad C T is a set of testers that executes the action.

The instructions are typically calls to the peer applicatioterface as well as any statement in the
test case programming language.

Definition 9 (Local verdict) A local verdict is given by comparing the expected resuliedd’, with the
result itself, notedR. £ and R may be a single value or a set of values from any type. Howtnesge
values must be comparable. The local verdicf ~ within . is defined as follows :

pass fR=F
I7 =< fail if R# EbutR # ()

inconclusive if R =10

3.1.1 Motivating test case example

Let us illustrate these definitions with a simple distriloLitest case (see Example 3.1). This test case
will be also used as a motivating example through the chaptecome. The aim of this test case is to
detect errors on a DHT implementation. More precisely, iitfiess whether new peers are able to retrieve
data inserted before their arrival.

Example 3.1 (Simple test case).

| Action | Testers| Action \
(a1) 0,1,2 | join()
(a2) 2 Insert the string "One" at key 1|;
Insert the string "Two" at key 2
(a3) 3,4 |join();

(aq) 3,4 | Retrieve dataatkey 1;
Retrieve data at key 2;
(as) * leave() ;

(vo) * Calculate a verdict;;

This test case involves five testéfs = {t,...t4} that control five peer® = {py...ps} and five
actionsA™ = {a], ...,al }. If the data retrieved in, is the same as the one insertedjnthen the verdict
is pass. If the data is not the same, the verdictfigil. If ¢3 or t4 are not able to retrieve any data, then
the verdict isinconclusive.

3.2 Testing methodology

Several aspects of a P2P system expose the need for a pestiag thethodology, such as : leave/-
join of peers, number of peers, data size, amount of databauof concurrent requests, etc. Thus, the
difficulty of testing is not only in choosing the relevant uiglata, but also in choosing the aspects that
should vary, their values and their association.



44 CHAPITRE 3 — Framework for Testing Peer-to-peer Systems

3.2.1 The three dimensional aspects of a P2P system

As stated in the introduction, P2P testing tackles the dakissue of testing a distributed application,
but with a specific dimension which we call volatility, whitlas to be an explicit parameter of the test
objectives. Two possible solutions may be used to obtaistastguence which includes volatility. It can
either be simulated with a simulation profile or be explc#ind deterministically decided in the test
sequence. The first solution is the easiest to implementsigring a given probability for each peer
to leave or join the system at each step of the test sequeecat®n. The problem with this approach
is that it makes the interpretation of the results difficalhce we cannot guess why the test sequence
failed. Moreover, it creates a bias with the possible lagpoases of some peers during the execution
of the test sequence. As a result, it cannot be used to coratseeantically rich behavioral test with
the volatility parameter. For instance, if we test the rergrom peer isolation where it is verified if a
peer correctly updates its routing table when all peersatahave left the system, then such random
volatility simulation is not useful.

In this thesis, we recommend to fully control volatility inet definition of the test sequence. Thus, a
peer, from a testing point of view, can leave or join the syst a given time in a test sequence. This
action is specified in the test sequence in a deterministjcka instance, if we want to perform the same
recovery from isolation test we only need a system contgiemough peers to fill the routing table of a
peer. The drawback of any volatility simulation is that teases must be aware of the arrival/departure
of peers, otherwise they may wait indefinitely for messages foeers that are no longer available.

The second dimension of P2P application testing is sc#tiabihce we can deal with large numbers
of peers. Because it is accomplishing a treatment, thelsitiglaand volatility dimensions must be tested
with behavioral and functional correctness. In conclusef2P testing methodology and framework
should provide the possibility to control the three dimenal aspects of a P2P system. We summatrize
them as follows :

e Functionality, captured by a test sequence which enablagn gehavior to be exercised.

e Scalability, captured by the number of peers in the system.

o \Olatility, captured by the number of peers which leave or jbe application after its initialization

during the test sequence.

3.2.2 The incremental methodology

To take into account the three dimensional aspects of P2Brsgswe present a methodology that
combines the functional testing of a system with the vamstiof the other two aspects. Indeed, we
incrementally scale up the SUT either simulating or not tititha This simulation can be executed with
different workloads, such as : shrinking the system, exjpayidor both at the same time. These different
workloads may exercise different behaviors of the SUT arssiidy reveal different flaws.

Our incremental methodology is composed by the followirgpst

1. small scale application testing without volatility ;
2. small scale application testing with volatility ;

3. large scale application testing without volatility ;
4. large scale application testing with volatility.

Step 1 consists of conformance testing, with a minimum candigpn. The goal is to provide a test
sequence set efficient enough to reach a predefined testecritbese test sequences must be paramete-
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rized by the number of peefsS(P), so that they can be extended for large scale testing. Tgsérees
can also be combined to build a complex test scenario usiegt#ainguage such as Tela [84].

In our motivating example, we start a stable system withhallgeers set as illustrated in Figure 3.1.
The peep, will insert some data into a DHT, then the peggsandp, will retrieve them. This first step
aims to verify pure functional problems without interfecerwith the size of the system and/or volatility.
In the case of a stable and small scale DHT, all the peers blypkaow each other representing minimal
or even nonexistent routing table updates. Thus, messaggberexchanged directly between peers.

PO

P1

Simple test case

P3 P put(1,'One’)
put(2,'Two")

Figure 3.1 — Small scale application testing without véitst{Step 1)

Step 2 consists of reusing the initial test sequences anda@tite volatility dimension. The result
is a set of test sequences including explicit volatiliiyS(). Figure 3.2(a) illustrates a DHT before
volatility when data is inserted by pegs. Then, the peergs andp, join the system and retrieve data as
illustrated in Figure 3.2(b). This second step aims to ydtifictional problems related to volatility at a
small scale considering that pure functional problems vgmiated at Step 1. Indeed, testing inserts and
retrieves upon volatility exercises both data forwarding aouting table update. Furthermore, a small
scale system guarantees low forwarding since data tendgerido peers within the routing table.

Step 3 reuses the initial test sequences of Step 1 combiherg to deal with a large number of
peers. We thus obtain a global test scen&tibS. A test scenario composes test sequences. This third
step aims to verify functional problems related to scaigbil'o do so, we test the SUT without volatility
in a large scale. As described in Step 1, a stable systemseaggeminimal or even nonexistent routing
table updates. Whenever we scale up the SUT, peers are telligaperform some tasks like routing
messages and forwarding data to unknown peers. Indeed, thes could be only tested in large scale
systems since peers are unlikely to know all the others.

Figure 3.3 illustrates a large scale and stable DHT. In ouivaiting example, peeay, inserts some
data into the DHT respectively at and p,. Whenever the peens; and py try to retrieve data, they
probably do not know; andp,, messages are routed until reaching such data. Therefprects related
to scalability, such as message routing, can be verified thigrthird step.

Step 4 reapplies the test scenarios of Step 3 with the tesesegs of Step 2, and a global test
scenario with volatility G7'SV) is built and executed. Figure 3.4 illustrates a large sBdfS upon
volatility. In fact, this step aims to verify the problemdated to all three dimensions. Therefore, after
the insertion of data illustrated in Figure 3.4(a), peermeand go depending on the type of the volatility.
For simplicity, Figure 3.4(b) illustrates the join of newgueps andp,. In our example, the successors
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Po PO

Simple test case

res1 := retrieve(1)

res2 := retrieve(2)

P1

Simple test case .
Simple test case
P t(1,'One’
gldéz’ ?vr;gvg res1 := retrieve(1) P3 P
‘ res2 = retrieve(2)

(a) DHT before volatility (b) DHT after volatility

Figure 3.2 — Small scale application testing with volatiliStep 2)

Simple test case

put(1,'One’)
put(2,'Two')

Simple test case

P30 res1 := retrieve(1)
res2 := retrieve(2)

Simple test case

res1 := retrieve(1)
res2 := retrieve(2)

P20

Figure 3.3 — Large scale application testing without vbtat{Step 3)
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of bothps andp, have to update their routing table and route messages. alsnthe test case can be
improved to store something gt or p4 in order to exercise data forwarding as well.

Po Simple test case

PO
P2 put(1,'One’) P1
put(2,'Two')

e /@/ /O/
P10 P20 P10

(a) DHT before volatility (b) DHT after volatility

Figure 3.4 — Large scale application testing with volati(iBtep 4)

The advantage of this process is to focus on the generaticgledfant test sequences, from a func-
tional point of view, and then reuse these basic test seggdncincluding volatility and scalability. The
test sequences of Step 1 satisfy test criteria (code covenatgrface coverage). When reused at large
scale, the test coverage is thus ensured by the way all peesgstematically exercised with these basic
test sequences.

In terms of diagnosis, this methodology allows to determthre nature of the detected erroneous
behavior. Indeed, the problem can be linked to a purely fanat cause (Step 1), a volatility issue
(Step 2), a scalability issue (Step 3) or a combination ofehtree aspects (Step 4). The most complex
errors are the last ones since their analysis is related tordination of the three aspects. Steps 2 and
4 could also be preceded by two other steps (shrinkage arahsignm), to help the diagnosis of errors
due to either the unavailability of resources or arrival efwrones. Yet, several rates of volatility can be
explored to verify how they affect the functionality aspetthe SUT (e.g., 10% joining, 20% leaving).

3.3 Framework

In this section, we present a testing framework which en@ssgs the basic features of distributed

testing, volatility and deployment within three scalabb®idination architectures.

e The first architecture relies on a centralized test cootdmahere a central controller is respon-
sible to synchronize the execution of test case actionssadatistributed testers to ensure their
correct execution sequence [35, 34, 33]. In fact, this &echire extends the classical architecture
for testing distributed systems with the capacity to handlatility.

e The second architecture drops the centralized coordinaganizing the testers in a B-Tree manner
and synchronizing through messages exchanged amonggparehchildren [36].

e The third architecture also drops the centralized cootdirgynchronizing through gossiping mes-
sages exchanged among consecutive testers [36].

All these architectures were implemented in Java (versiBhdnd make extensive use of two Java
features : dynamic reflection and annotations (the protiypresented in Chapter 4). As we will see in
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the following, these features are used to select and exdwritEctions that compose a test case.

3.3.1 Requirements for a P2P testing framework

Testing P2P systems thus relates to distributed systeiingesiowever, such testing certainly in-
cludes both volatility and scalability features which male existing distributed testing techniques not
fully adapted.

We believe that volatility is a parameter which must be péthe functional tests. Thus, volatility
must be integrated to functional testing since faulty baraynay be detected due to variations in the
number of online peers. Moreover, the existing approachemtireplace the generation of test sequences
which involve volatility explicitly.

Concerning scalability, current testing architecturesrast as scalable as P2P systems. In a testing
campaign with a large size SUT, a large delay may happen bettire execution of consecutive actions
due to synchronization. However, such delay is not accépthle to time out constraints. We believe that
testing a P2P system is not only a matter of correctnesss Rgehange messages asynchronously and
may not answer a complete result set to a query due to timeoogtraints or even volatility. Therefore,
testing any P2P system is also a matter of time.

In summary, a testing framework for P2P systems should geovi

o distributed control/observation facilities to manageriisited test sequences,

e functions to deal with volatile peers at runtime,

e deployment facilities to deal with high number of peers.

3.3.2 Testers

In general, a tester is the control/observation comporesgansible to manage test suites (i.e., test
cases and test sequences). A test suite is implemented assawhich is the main class of the testing
application. A test suite contains several test cases,haiie implemented as a set of actions. Test
case actions are implementedamotatedmethods, i.e., methods adorned by a particular meta-tag, or
annotation that informs that the method is a test case action, amorgg otformation. Annotations can
be attached to methods and to other elements (e.g., packgpes, etc.), giving additional information
concerning an element : the class is deprecated, a methedkiied, etc. Furthermore, new annotations
can be specified by developers. Method annotations are asiegtribe the behavior of test case actions :
where it should execute, when, in which tester, whether orth® duration should be measured. The
annotations are similar to those used by JYritthough their semantics are not exactly the same.

The choice of using annotations for synchronization andlitmmal execution was motivated by
three main reasons. First, to separate the execution tdrtno the testing code. The execution control
is a duty of the framework and should be done automaticallynugertain rules or parameters. These
parameters are provided by the annotations and filled byt &begneer while writing the testing code.
Second, to simplify the deployment of the test cases. Oneoapp would deploy the precise set of
actions to each tester. However, such deployment couldgmnsive in a very large system since different
testers manage different sets of actions. In our approdidesters receive the same test case, however,
they only manage the actions annotated to them. Third, tdeimgnt a testing system that supports
effective and repeatable automated testing also calleesabarness [20].

The test harness requires four steps :

Zhttp ://www.junit.org
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1. Set up : sets the SUT to be tested. This means the runtime environisiset. This step is also
called as preamble scenario. For instance, loading daapékes or memory ; establishing the
peer set within a DHT.

2. Execute : exercises the SUT by inputs and outputs that are stored torbpared afterward. For
instance, inserting data into the DHT, then retrieving sdata.

3. Evaluate : evaluates a test case execution. This step is the oraclenmepitation. Thus, the test
case must compare the actual results with the expected addbearesults can be both displayed
and/or logged.

4. Clean up : releases all the resources used within testing. The idealét the SUT in the same
state as before the test case begins. Its purpose is to eéhatitieere will be no interference among
different test cases. This step is also called as postarobie@do. For instance, stopping databases ;
closing network connections ; making all the peers leave a.DH

In our framework, all the testers receive the same test easariplify the deployment of a distri-
buted test case. However, the testers only execute thenaassigned to them in agreement with the
annotations. The available annotations are listed below :

Test : specifies that the method is actually a test case action.anistation has four attributes that are
used to control its execution : the test case name, the plaeeavit should be executed, its order
inside the test case and the execution timeout.

Before : specifies that the method is executed before each test das@ufpose of this method is to set
up a common context for all test cases. The method plays lb®fa preamble scenario.

After : specifies that the method is executed after each test casqurpose of this method is to clean
up the resources used along testing. The method plays #hefralpostamble.

Each action is a point of synchronization : at a given momamiy; methods with the same signature
can be executed on different testers. Actions are not alexgsuted on all testers, since annotations are
also used to restrain the testers where an action can betede®tius, testers may share the same testing
code but do not have the same behavior. The purpose is taasepae testing code from other aspects,
such as synchronization or conditional execution. Thetgsbvides two interfaces, for action execution
and volatility control :

1. execute(;) : executes a given action.
2. leave(), fail(), join() : makes a peer leave, abnormally quit or join the system.

When a tester executes a test case, it proceeds as desaribigdiie 3.5 :
1. It asks the coordinator for identification, used to filtae fictions that it should execute.

2. It uses java reflection to sort out the actions, read theiotations and create a set of method
descriptions (i.e., the signature of methods it should mapa

3. It passes to the coordinator the set of method descripthmt it should manage and their priorities.

4. |t waits for the coordinator to invoke one of its methodfteAthe execution, it informs the coor-
dinator that the method was correctly executed.
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Figure 3.5 — Test case execution

3.3.3 Centralized testing architecture

Our objective when developing the framework was to makertimémentation of test cases as simple
as possible. The framework is not driven by a specific typesist(e.g., conformance, functional, etc.)
and can be used as a basis for developing different test.cases

A first approach for this framework relies on a centralizest tontroller architecture to synchronize
the execution of the distributed test cases. Basicallg, d@nchitecture has two main components : the
tester and the coordinator. The coordinator is deployedin one node, while the testers are deployed
in one or more nodes depending on the size of the SUT. Theytaplat diagram of this architecture is
illustrated in Figure 3.6.

= . Jd d

Peer
Application

Coordinator Tester —-->

Figure 3.6 — Deployment diagram

The coordinator controls several testers and each testeram a different logical node (the same
as the peer it controls). The coordinator acts asoker [21] for the deployed testers. Along a test case
execution, the role of the tester is to execute test caseraciind to control the volatility of a single peer.
The role of the coordinator is to dispatch the actions of idase A7) through the testers/{") and to
maintain a list of unavailable peers. In practice, eactetasiceives the description of the overall test
sequence and is thus able to know when to apply a local execsgiquence.
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3.3.3.1 The coordinator

The coordinator is a central component that controls wheh &sst action should be executed. When
the test starts, the coordinator receives a set of methamtiptésns from each tester and associates each
action to a hierarchical level. Then, it iterates over a teurepresenting the hierarchical level that can
be executed, allowing the execution to be synchronizednRhe coordinator point of view, a test suite
consists of a set of actiond, where each action; has a hierarchical level: . Actions with lower
levels are executed before actions with higher levels.

The execution of actions follows the idea of two phase coni2RtC). In the first phase, the coordina-
tor informs all the concerned peers that an actigrcan be executed and produces a lock. Once all peers
announce the end of their execution, the lock is releasedtendxecution of the next action begins. If
an action’s timeout is reached, the test casedenclusive

The coordinator provides three different interfaces, fdiom execution, volatility and test case va-
riables :

e register(t;, A?), ok(ay,), fail(a,), error(a,,) : performs the actions registration (performed before
all tests) and response for actions execution, called bgreesnce the execution of an action is
finished.

o set(key,value), get(key). provides the accessors for test case variables, that azilokd on
section 3.3.6.

e leave(P), fail(P), join(P) : makes a set of peers leave, abnormally quit or join the syste

3.3.3.2 Test case execution

The synchronization algorithm has three steps (see Algurt) : registration, action execution and
verdict construction. Before the execution of aeacht € T registers its actions with theoordinator.
For instance, in the motivating example (see Example 3ektett, may register the actiond’ =
{al, as, CL5}.

The registration algorithm works as follows (see Algorit2n Initially, the coordinator identifies
eachtesterwith an integer identifier, for instance the first tester heeg the identified. The identifier is
increased by 1 every time a new tester asks for it. This simgtihod simplifies the action definition that
is made at the user level. The identifier is also used by a rookleaw whether it is allowed to execute a
given action.

Once the registration is finished, tkeordinator builds the schedul&, mapping the actions with
their related subset of testers. In our example, actibns mapped to{ts,t4}. Once S is built, the
coordinator traverses all test cases DT'S and then the actions of eaeh For each action, it uses
ST (a]) to find the set of testers that are related to it and sends yhela®nous messageecute(a; )Vt €
S7(al). Then, the coordinator waits for the available testers forin the end of their execution. The
set of available testers correspondsStqal) — T3, whereT,, is the set of unavailable testers. In our
example, once; is finished, tester§t,, t1, t2 } inform thecoordinatorof the end of the execution.

Thus, thecoordinatorknows thatz, is completed and the next action can start. When a testef”
receives the messageecute(a],), it executes the suitable action. Each testeeceives the asynchro-
nous messagerecute(a) and then performs actiomas described in algorithm 3. If the execution suc-
ceeds, then a messagfeis sent to the coordinator. Otherwise, if the action timésueached, then the
messagerror is sent.

Once the execution aof finishes, the coordinator asks all testers for a local verthche example,
if t3 gets the correct strings "One" and "Two"a@t, then its local verdict ipass. Otherwise, it isfail.
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Algorithm 1: Test suite execution

Input: T, a set of testersDT'S, a distributed test suite

Output: Verdict
1 foreacht € T'do
2 ‘ register(t);

3 end

4 foreachT € DTS do

5 foreacha € A™ do

6 foreacht € S™(a) do

7 | send execute(a) to
8 end

9 wait for an answer from all €
10 end

11 foreacht € T7 do

12 | LT — LTU{i]};

13 end

14 return oracle(L7, p) ;

15 end

(57(a) = Tu) ;

Algorithm 2: Registration

Input: p, a node
Output: id
1 foreacha € AP do
2 | S7(a)«— S™(a)Up;
3 end
4 id++;
5 return id ;

Algorithm 3: Action execution

Input: a, an action to be executed
invoke() ;
if % is reachedhen

| senderror to Coordinator ;
else

| sendok to Coordinator ;
end

o O~ WN P
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After receiving all local verdicts, the coordinator is albteassign a verdicL.”. If any local verdict is
fail, then L™ is also fail, otherwise the coordinator continues grouping eécimto L™. When L™ is
completed, it is analyzed to decide between verdiats andinconclusive as described in Algorithm 4.
This algorithm has two inputs, a set of local verdidtd &nd an index of relaxationy), representing the
level of acceptablénconclusive verdicts (detailed in section 3.3.3.4). If the ratio betwé#ee number of
pass and the number of local verdicts is greater thgrthen the verdict iass. Otherwise, the verdict
is inconclusive.

Algorithm 4: Oracle
Input: L, a set of local verdictsg an index of relaxation
1 if 3l € L,1 = fail then
2 | retun fail
3 elseif|{l € L:1=pass}|/|L|) > ¢then
4 ‘ return pass
5 else
6 ‘ return inconclusive
7 end

3.3.3.3 Dealing with node volatility

The volatility of nodes can make testing difficult during thescution of a test case. If the coordinator
is not informed that a node has left the system, then it is lentalfollow the test sequence and is unable
to proceed. We must then be able to control node volatilitjorecast the next action that must be
performed. Our algorithm treats the volatility of nodes asxmon actions, where the tester informs the
coordinator that a node has joined/left the system.

Since the coordinator is informed by the testers of node rieqes or fails, it is able to update
its schedule and does not wait for confirmation from theseego@herefore the next action is set for
execution and the synchronization sequence continues.

3.3.3.4 Setting a global verdict

To set a global verdict, the algorithm should also take imtwoant the autonomy of nodes, since it
directly influences the result completeness of queriesulResmpleteness guarantees that a result set is
complete with respect to the set of objects in the mastercsodior instance, in a distributed database
system, query results are complete since all nodes aretexp@canswer.

In a P2P system, when a node queries the system a partidlsesmay satisfy the request. As some
nodes may not answer (e.g., due to timeout constraintgke thao guarantee of completeness. During
the verification of a P2P system, the lack of result compktermay engendeénconclusive verdicts,
since the oracle can not state if the test case succeeded. dthimlack of completeness should not be
interpreted as an error, it belongs to the normal behavi®26f systems.

Thus, we introduce an index for completeness relaxationctwivas showed in algorithm 4 as
This index is used to take into consideratidreonclusive verdicts engendered by lack of response to
some node request. It represents the percentage of degitaBl verdicts inV”. Such index is chosen
by the testing designer, since it represents the human kagelabout the SUT completeness.
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3.3.4 B-Tree distributed testing architecture

In this section, we present an alternative to the centmliest controller architecture. This architec-
ture consists of organizing testers in a B-Tree manner |ailyito the overlay network used by GFS-
Btree [68]. Briefly, a B-Tree stores a set of pgiksv) where at most one valueis associated with each
key k.

In our B-Tree implementation we use the testers’ ID as kelgenTthese IDs become communication
addresses arranged in a B-Tree manner. In fact, we taketageanf the B-Tree structure for two reasons.
First, drop the centralized coordinator to scale up théngstrchitecture. Second, optimize the exchange
of messages since any message from the root to a leaf takés) hops wheren is the number of
elements in the tree.

The order of the B-Tree is not fixed, it may vary according rlkimber of testers, which is known at
the beginning of the execution. The goal is to have a welpprtioned tree, where the depth is equivalent
to its order.

Furthermore, the responsibility to start the executionest tases and assign verdicts is left to the
root. When managing an execution, the root dispatchesractm its children testers, which dispatch
them to their children consecutively way down to the leaésce an action is received and executed,
the leaves start sending the results back to their parentsupvéo the root. Whenever the root receives
back the results, it dispatches the next action. Consedytiall actions are executed up to the last one
when the root assigns a verdict.

3.3.4.1 Preliminaries

The B-tree architecture has a main component, the testerolé of the tester is to execute test case
actions and control the volatility of a single peer. Moraopviecoordinates the dispatch of the test case
actions (A7) through distributed testerd’() arranged in a B-Tree manner. The UML diagram presented
in Figure 3.7 illustrates the deployment of the frameworkcletester runs on a logical node (the same
as the peer it controls). Yet, a node may have several tatdpending on the order of the tree.

arent o1 Testergl —-- > Peer
P Application

0..* | children

Figure 3.7 — Deployment diagram

Figure 3.8 illustrates a b-tree of order 1. Whether usinginterfaces, theoot() operation returns
the ID of tester 3. Thehildren(t,) operation returns the IDs 0 and 2. Tparent(¢;) returns the ID of
tester 3.

In the B-tree architecture, the tester provides two adukiionterfaces compared with the previous
centralized architecture. These additional interfacesf@r action execution management and test case
variables :



CHAPITRE 3 — Framework for Testing Peer-to-peer Systems 55

e register(t, A?), ok(a;), fail(a;), error(a;) : performs action registration (before all tests), action
execution and responses to execution.
e set(ey,variable), getkey) :variable : provides accessors for test case variables.

-

Figure 3.8 — B-Tree example

We assume the B-Tree provide us two different operatiomsydde insertion and structure informa-
tion :
e insert(tree, t;) : inserts a tester into the tree using the tester ID as key.
e children(t;), parent(t;), root(tree) : returns the children or the parent of a given tester, ananist
the root of the tree.

3.3.4.2 Test case execution algorithms

In detail, a test case execution works as follows. Initjalyester is randomly chosen as the bootstrap
tester, or bootstrapper for short, and receives thé.IDhe role of the bootstrapper is to provide IDs to
all the incoming testers and build a B-Tree.

Algorithm 5 describes the bootstrapper creating the B-tmag waiting for subscriptions from all
the other testers. At each subscription, the B-Tree is dedlwith the tester’s ID (lines 3-5). Once the
B-Tree is built, the bootstrapper informs the root that tinecture is ready to execute (line 6).

The execution of actions is managed by a dispatch functidnhwik also responsible to send them to
a set of testers (see Algorithm 6). To start, this functiareiees a tester and an action Then, it starts
sending dispatch messages to its children (lines 1). Ifabet is supposed to, it also execuigglines
2-4). For each sent message, an answer must be returne8)(lifieis ensures that the testers are always
available and the communication goes along. It has to beewthat both tasks of sending and receiving
messages are asynchronous.

In fact, there are two different types of testers : the root e “regular” testers. The role of the root
is to start the test sequence way down the B-Tree and to asgigibal verdict. The role of a regular tester
is simply execute actions and route messages way up and denB+Tree. Both testers are presented
below.

Algorithm 7 describes the root tester. Briefly, it describies actions dispatching and also the grou-
ping of the local verdicts that will be used to assign the firsadict.

Initially, the root waits for a message from the bootstraffiee 1). Once it receives, it decomposes a
given test case in actions to start the test case execluiti@s @-6). In fact, the execution of actions is al-
lowed through dispatch messages sent to children. Howsweretimes not all the children must receive
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Algorithm 5: Bootstrap tester
Input: A, a set of actionsT, a set of testers
tree < create BTree;
receiveregister(t, A)Vt € T ;
foreacht € T do
| insert(tree,t) ;
end
sendstart to root(tree);

o g0~ W N P

Algorithm 6: Dispatch function
Input: this, a tester u;, an action to be managed
senddispatch(t, a;)Vt € children(this);
if Ja; € actions(this) then
| execute(a;);
end
receiveokVt € children(this);
sendok to parent(this);

D O A~ W N P

Algorithm 7 : Root tester

Input: 7, a distributed test case

receivestart fromt ;

foreacha; € A™ do
T" — receivers(a);
senddispatch(a;, t)Vt € T';
receiveokvt € T,

end

sendresultvVt € T7;

8 L « receiveverdictVt € T7;

9 return oracle(L, ") ;

o g b W N P
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a given message. For instance, only one child in the leftaidbe tree. In order to avoid any message
wasting, we use an optimization function (receivers) tovkiesactly which children must receive it (line
3). The optimization function works like the binary seanagardless it returns only the correct child (or
children) instead of the entire branch. Then, the correittlien are informed to the dispatch function
(line 4).

Once all the actions are executed, the root asks testersrémult and waits for all verdicts. Then,
the root tester groups them to compute the final verdict withé oracle function (lines 7-8). The oracle
function has two inputs, the set of local verdicfs) @nd an index of relaxationy(). If the ratio bet-
ween the number gfass and the number of local verdicts is greater thanh then the verdict igass.
Otherwise, the verdict igrconclusive.

Algorithm 8 describes how the verdict is computed. Once #ez@tion of actions has finished, the
root asks its children for their results. This request i4 $e@ way down to the leaves (line 2). Once a
tester receives the set of verdicts from its children, itsaidsl own verdict to this set and send it to its
parent. Consecutively, all the messages are sent fronrehitd parents the way up to the root.

Algorithm 8: Result
Input: this, a tester;
1 sendresultVt € children(this);
2 L' — receiveverdictVt € children(this);
3 L' Uverdict;
4 return L;

3.3.4.3 The optimization function algorithm

In the B-Tree structure, when one wishes to send a messagingat the root, the tree is traversed
top to bottom, choosing the child pointer whose separatizs dre on either side of the ID that will
receive the message. For instance, a test case is writtandrdruted by seven testers where an action
must be executed specifically by testerandts.

Figure 3.9(a) illustrates an execute message being selitth@ aoot’s children, however, one mes-
sage is wasted tty. Figure 3.9(b) illustrates the binary search where thegrapild is chosen and the
search goes the way down to the leaf. Yet, the binary searntbavexecuted to every tester since its ID
is the key to be sought. For instance, to seek for IDs 0 and Bittaey search performs twice and returns
the paths “3-1-0" and “3-1-2".

Thus, in our optimization function we perform in the same wéyhe binary search choosing the
child pointer that fits the best. However, we are interestay io the correct child rather than the entire
path followed by the binary search.

In fact, we aim to send an action only once verifying the bagtdor it, then the child does the same
avoiding any message wasting. Algorithm 9 describes thienggation function. Briefly, this function
receives the current action and returns the children that negeive the execute message.

Recalling that an action is a tuplé = (¥,,7") as described in section 3.1, it is possible to know
exactly which testerg” will execute it (line 1). However, we want to know only theldnen of the actual
tester.

Then, we first verify if each testeérc 7" is a child of the actual tester. If it is a child, then the subse
of testersT” will keep it (lines 4-5). If it is not a child, we verify in whitside of the tree is. If it is in
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(a) Message wasting (b) Basic B-Tree search (c) Optimal message exchange

Figure 3.9 — B-Tree upon a message exchange

the left side, therl™” simply keeps the left child’s ID (lines 6-7) otherwig¥ keeps the right child’s ID
(line 9). Finally, the correct children are returned witkive subsef™ (line 12).

Algorithm 9: Receivers optimization function

Input: a;, an action
Output: 77, a set of testers

1 T — testers(a;) ;
2T — &
3 foreacht € 7' do

4

if ¢ € children(this) then

5 | T"U{t};

6 | elseift.]D < this.ID then

7 | T" U {left(children(this))} ;
8 | else

9 | T" U {right(children(this))} ;
10 | end

11 end

12 return 7" ;

3.3.4.4 B-Tree example

Let us illustrate the execution of a distributed test cadds Test case improves the motivating

example to better explain this architecture. Like the mpresimotivating example 3.1, the objective is
to detect errors on a DHT implementation.

This test case involves seven testéfs= {t; ...z} to control seven peeB = {py ... ps} and six

actionsA™ = {ay,...,a6}. According to Example 3.2, the first action may be executetebtersty, t1
andt,. This means that the root (see Figure 3.8), rigwis responsible to dispatch the actionto its
child t;. Then,t; dispatcha; to its childrenty andts, and execute it.

After the execution ofi1, t; receives the finalization message fragrandt,, and informs its parent

the finalization as well. Thertg dispatches the next actian to ¢; to be executed bys,. This action is
executed and sent back way up to the root. The next aatjdras a call to the volatility interface. This
makes the testers aware that their peers will join the systdms, the test sequence can run without
volatility interference.

In the end3 receives all the local verdicts to compute the final verdidhe data retrieved i, is
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the same as the one insertediiy then the verdict ipass. If the data is not the same, the verdicffis!.
If the testers were not able to retrieve any data, then thdiatés inconclusive.

Example 3.2 (Simple test case).

| Action | Testers| Instructions \
(a1) 0,1,2 | join()

(a2) 2 put(14, "fourteen") ;
(a3) | 3,4,5,6] join();

(ag) | 3,4,5,6| data :=retrieve(14);
(as) 3,4,5,6| assert(data = "fourteen")|;
(ag) * leave() ;

3.3.5 Gossiping distributed testing architecture

The Gossiping is another solution to synchronize the ei@tof actions in a distributed manner. In
Gossiping we use the same architecture used by the B-Treeambpwith a tester per node, however, the
synchronization of actions is executed by gossiping coattiin messages through testers.

The Gossiping approach has the following steps. First, e p in the systemP is designated to
execute the first testey. This tester will act as an identifier to all the other testgrse 1" that join
the system. The identification follows an incremental segadfrom 0 up to: and is used to select the
actions a node should execute. Secapd;reates a multicast address for each test case action., Third
the decomposed test case is deployed throbgind stored at each tester. Then, each tester verifies
which actions it should execute and subscribes to the deitablticast addresses. Finally, the testers
responsible for the first action start the execution.

A tester can play two different roles during the test caseatien :

e Busy testerThis tester executes an actienpand gossips its completion to the multicast address of

the next actioru; 1. Once it has sent a gossip, it becomeddia tester

o Idle tester This tester remains idle waiting the gossips from all Busy testersOnce it receives

all their gossips, then it become®asy tester

The gossiping between these two types of testers guaraheegecution sequence of the whole test
case.

3.3.5.1 Interfaces

Indeed, the gossiping architecture deploys testers lighttree architecture and also uses a boots-
trapper to identify testers and compute verdicts. This stoapper provides the same two additional
interfaces of the B-Tree bootstrap tester, for action ei@e@and test case variables.

The “regular” testers also provide the same interfaces hgede B-Tree “regular” testers to execute
actions, control the volatility of peers, and access tes¢ cariables. However, an interface to commu-
nicate with the multicast structure is provided. The operatof this interface are used to subscribe to a
multicast address and both send and receive messages fitime ibperations are :
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e send@ddress,message), receivenessage), subscribe@ddress) : provides communication with
the multicast addresses.

3.3.5.2 The algorithm

The algorithm works as follows. Initially, a bootstrap #¥stor bootstrapper for short, is randomly
chosen. It will be responsible to identify the other testerg create the gossiping structure. This structure
holds a multicast address to each test case aatign A”. Algorithm 10 details the creation of these
addresses by the bootstrapper before the execution diaets 1-3).

Algorithm 10: Bootstrap tester

Input: A7, a set of actions
1 foreacha € A™ do
2 | create(multicast()) ;
end
foreacht € T™ do

‘ register(t);

end
send(multicast(y),ok) ;
wait forl; fromallt € T7 ;
foreacht € T7 do
10 | LT« LTU{lf};
11 end
12 return oracle(L", ) ;

© 0o N O 0 b~ W

Then, the bootstrapper registers each new tester retuanin to them (lines 4-6). Once the regis-
tration phase is done, the bootstrapper senél message to the first multicast address in order to start
the test case execution (line 7).

Algorithm 11 details the non-bootstrapper testers. Iihtidhe testers subscribe themselves to the
multicast addresses of the actions they are set to exetugs (I-3). Once the subscriptions are finished,
the registration phase is terminated and the testers wahdostart message (line 4). This guarantees the
communication among testers is ready to execute the test cas

Once the fist action is received, the testers subscribed(eogt, 7}, ) receive theok message and
start its execution (line 5). As soon as the execution is itgatad, the testers of this first action (e.g.,
T; ) send a message to the multicast address of the next onéJlifiéis happens consecutively up to
the last action,,.

Once all the actions are executed, the testers send thairveddicts to the bootstrapper (line 8).
Then, the bootstrapper gather all the local verdicts in #id.5 (see Algorithm 10 lines 8-12). In fact,
the final verdict is computed in the same way described ateh&alized controller architecture and the
B-Tree architecture.
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Algorithm 11: Tester

Input: A’, a subset of actions
1 foreacha € A’ do
2 | subscribe(multicastj) ;
3 end
4 foreachreceivefk) do
5 execute;);
6 send(multicast(; 1), ok) ;
7
8

end
sendl] to ¢ ;

3.3.5.3 Gossiping example

To illustrate this approach we use the original motivatirgraple (see Example 3.1). Initially any
node is chosen to be testgy. In fact, this node decomposes the actions and creates thieastiad-
dresses (see Figure 3.10(a)). Then, the other nodes comtacteceive an identifien and subscribe to
the suitable multicast addresses. For instance, if a testeives: = 1, it subscribes to the addresses of
a1 andas.

Figure 3.10(b) presents the first actienbeing executed by the testexst; andt,. Once the exe-
cution ofa; is finished, they gossip the completion to the multicast eskslof the next actiom,. Then,
the testers subscribed tg, that is onlyt,, receive the multicast message and exeadtgossiping its
completion in the end (see Figure 3.10(c)). Consecutivetgcution, then gossiping happen up to the
last actionas. Finally, each tester computes a local verdict and send< it which assigns a verdict of
the entire test case.

3.3.6 Test case variables

We call Test Case Variablea structure that keeps values used along testing and caampoedicted
when a test case is written. This means that values genemattieb-fly can be stored and used at runtime.
To access this structure, the framework provides an irdetfainsert and retrieve variables as described
at each architecture interface section.

The structure is kept by the central coordinator when udirgcentralized architecture, or by the
bootstrapper when using the distributed architecturee@étesting scenarios can take advantage of this
structure. For instance, testers must analyze the routinlg Df their peers to verify if it was correctly
updated. More precisely, testers must compare the peerrdids d routing table with the ID of peers
that leave or join the system. This comparison is not tri\nacause each tester only knows the ID of its
peer, which is dynamically assigned. For instance, a gigstet may be aware that the peers controlled
by testersy andt; left the system, but does not know that they correspond tosped3 D8 AB6 and
1780B B16. To simplify the analysis of routing tables, we use test cas@bles to map tester IDs to
peer IDs, as shown in Table 3.1.

The variables are stored only at runtime and must be purgeldebgnd of each test case execution.
This avoids interference with further executions and happethin the postamble scenario.
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Figure 3.10 — Gossiping architecture

Tester ID Peer ID
0 20 BD 8A B6
1 1780 BB 16
2 A0 36 02 F7
3 40 E4 DE A2
15 FA 09 EE 90
16 21 3A C258

Table 3.1 — ID mapping
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3.4 Conclusion

Let us summarize the contributions presented in this sectio

When testing P2P systems, we claim that three dimensiopactsmust be combined to check for
correctness. These aspects are : volatility, scalabifityfanctionality.

A peer, from a testing point of view, can have to leave or jbie system at a given time in a test
sequence. This action is specified in the test sequence iteardeistic way. Since it has the objective
to deal with a large number of peers, the second dimensior2Bfdystem testing is scalability. Then,
because it is accomplishing a treatment, the scalability\afatility dimensions have to be tested with
the behavioral and functional correctness.

To take into account the three dimensional aspects of P2Brsgswe presented a methodology that
combines the functional testing of an application with theations of the other two aspects. Indeed, we
incrementally scale up the SUT either simulating or not tifitha

In terms of diagnosis, this methodology allows to deternthe nature of the detected erroneous
behavior. Indeed, the problem can be linked to a purely fanat cause (Step 1), a volatility issue
(Step 2), a scalability issue (Step 3) or a combination afefteree aspects (Step 4). The most complex
errors are the last ones since their analysis is related tordination of the three aspects. Steps 2 and
4 could also be preceded by two other steps (shrinkage arahsignm), to help the diagnosis of errors
due to either the unavailability of resources or arrival efwrones. Yet, several rates of volatility can be
explored to verify how they affect the functionality aspetthe SUT (e.g., 10% joining, 20% leaving).

We also presented three different architectures to coatelithe test sequence. These architectures
are based on two original aspects : (i) the individual cdndfgoeers’ volatility and (ii) a distributed
testing architecture to cope with large numbers of peers.cHpabilities of these architectures are (1) to
automate the execution of each local-to-a-peer test c2st® build automatically the global verdict, (3)
to allow the explicit control of each peer volatility.

The first architecture extends the classical centralizeting architecture (i.e., central coordinator
managing distributed testers) with volatility control terdonstrate that such volatility is a key-parameter
when testing a P2P system [34]. Basically, this architechas two main components : the tester and
the coordinator. The tester is composed of the test suitgsith deployed on several logical nodes. The
coordinator is deployed in only one node and is used to spmite the execution of test cases. It acts as
abroker[21] for the deployed testers.

However, the performance of such centralized architedgsitmear while testing with large num-
bers of peers requires logarithmic. Therefore, we predefe fully distributed architectures to cope
with large-scale P2P systems [36]. The second architecngamizes the testers in a balanced tree [17]
(B-Tree) manner where the synchronization is performerhftioe root to the leaves. Then, the testers
communicate with each other across the B-tree to avoid wsgaptralized coordination. The third archi-
tecture uses gossiping messages among testers reducinguoications among the testers responsible
to execute consecutive test case actions.

The distributed architectures are composed of a distiibatenponent, the tester. The tester is the
application that executes in the same logical node as paedscontrols their execution and their vo-
latility, making them leave and join the system at any tineoading to the needs of a test. Thus, the
volatility of peers can be controlled at a very precise level






CHAPTER4

PeerUnit: a Testing Tool
for Peer-to-peer Systems

In this chapter, we present the PeerUnit tool which implemére P2P testing framework presented
in the previous section. PeerUnit provides a generic iaterto control tests using any of the three testing
architectures. As mentioned, PeerUnit was developed e @avsion 1.5) and make extensive use of two
Java features: dynamic reflection and annotations.

This chapter is organized as follows. Section 4.1 deschbdrterfaces and the interactions of the
main components of PeerUnit. Section 4.2 details the Cpatdi component, its classes and behavior.
Section 4.3 details the Tester component. Section 4.4 mietee testing elements provided by PeerUnit,
such as annotations and assertions. It also presents hokitéavtest case using PeerUnit. This test case
is written based on the motivating Example 3.1.

4.1 Main Components

In this section, we describe the two main components of RaerWe present the interfaces of
these components: the Coordinator that is used whenevergtegith the centralized architecture and
the Tester. We also detail the interactions between thegistration of test case actions and execution.

Figure 4.1 illustrates the main components of PeerUnit. Astioned, th&oordinatoris responsible
to deploy the test cases across distributed testers antireyiime the execution of these test cases. To
communicate with each tester, every tester address igistora list which is read as the execution goes
on. This list is populated when the testers register thdin@as and get their identifiers. This list also
keeps the actions which are mapped to the testers respwngibkecute them. The communication is
done by Java Remote Method Invocation (Java RMI), in whiehniiethods of remote Java objects can
be invoked from other Java virtual machines, possibly ofediht hosts.

=] 2] 2]

Peer
Application

Coordinator Tester | --->

Figure 4.1 — Main components

65



66 CHAPITRE 4 — PeerUnit: a Testing Tool for Peer-to-peer Systems

Figure 4.2 illustrates the main interfaces and data typéxefUnit. The most important operations
provided by theCoordinatorinterface are:

e register(): performs the actions registration (performed beforeesits). An action is an instance
of the MethodDescriptiordata type.

e put(), get(): provides the accessors for test case variables.

e quit(): accessed by a tester either to inform a peer it controls rafaity quit the system or to
finish a test case execution. In both cases, a local verditfaemed.

e getNewld(). accessed by Testers to get their identifiers.

<<interface>>
Coordinator
+register(Tester, MethodDescription[*]) Tester
+put(Integer, lee_ct) +execute(MethodDescription)
+get(Integer) : Object +kill()
+quit(Tester, Verdicts)
ﬂetNewld() : Integer

<<interface>>

;qetTesterName() : Intec.;er

<<enumeration>> <<datatype>>

Verdicts MethodDescription
PASS +setDescription(String, String, Integer, String, Integer)
FAIL +compareTo(MethodDescription) getName() : String
INCONCLUSIVE +getTimeout() : Integer
ERROR +getAnnotation() : String

Figure 4.2 — Main interfaces

The Tester component was implemented to be independent @rtthitecture. This allows us the
execution of tests without changing the testing code. QIsho the difference between architectures
happens in the communication between components. Alththgttommunication at the centralized
architecture has a central coordinator, all the architestimplement the same operations.

The most important operations provided by Tresterinterface are:

e execute() executes an action. This happens when the Coordinatovsalioe execution of the
next action and the tester is set to execute it. Whenevengeist a distributed architecture, the
execution is allowed by another tester (e.g., parent tastbe B-Tree architecture).

e getTesterName() returns the tester’s identifier.

e kill() : is accessed to make a peer quit the P2P system.

Since the communication happens by Java RMI, these operat@®invoked remotely. This means
either the Coordinator or a parent tester synchronizesxtheLgion of test cases by calling theecute()
operation.

Figure 4.3 illustrates the registration at the centraliaethitecture. Two testers register their actions
at the coordinator receiving their identifiers as soon astleedinator computes the identifiers and stores
the actions in the list of actions.

The execution of test cases was previously presented imd-g8)6.



CHAPITRE 4 — PeerUnit: a Testing Tool for Peer-to-peer Systems 67

[ tL:Tester | | t2:Tester | [ ctl:Coordinator |
T T

id := getNewld(t1)

register(tl, [al,a3])
|

id = getNewld(t2)

register(t2, [al,a2])

N SN AU A A

|
|
|
i
|
|
Figure 4.3 — Registration sequence

4.2 Coordinator

In this section, we describe the Coordinator componenst,Rire present the main classes and their
operations. Then, we present the various behaviors of dash.c

4.2.1 Main Classes

Figure 4.4 illustrates the Coordinator component in defssl mentioned, the Coordinator returns
an identifier to each tester at the registration. An idemtiSean integer that is incremented at each
registration, however, a P2P testing may have a large nuwisters. Therefore, there is possibly
high-degree of concurrency to access tthgister(Tester, MethodDescription[*]) operation remotely
and get an identifier. To manage this degree of concurreneyise thgava.util.concurrentpackage.
This package provides utility classes commonly useful imcoorent programmirig

Along testing, the Coordinator is capable to measure thesse execution which is done by calling
the Chronometerclass. Actually, theChronometeris called depending on the setup of the “measure”
annotation (see Section 4.4.1).

The Coordinator also stores the local verdicts sent by tter® along the execution. As soon as the
Coordinator receives all the local verdicts, the Oracl&kpge computes a final verdict to a test case. The
Oracle package is detailed later in this chapter.

4.2.2 Behavior

Figure 4.5 illustrates the states of the Coordinator dutfirggtest case execution. Initially, the Coor-
dinator waits for the registration ending. This happensmelrer all the testers register their actions and
get an identifier. Then, it reads the list of actions and stbmitesters each action at a time. Once all the
actions are submitted, the list of actions is cleaned anfitagverdict can be assigned.

Basically, the Coordinator component has two main clagbesCoordinatorimplthat implements
the interface and th€hronometethat measures the execution of test cases. The operatiovidgn by
the Coordinatorimplclass are:

e run(): starts the coordinator.

http: /fjava.sun.com/j2se/1.5.0/docs/guide/concunyén
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<<interface>>

Coordinator
+register(Tester, MethodDescription[*])
+put(Integer, Object) java.util.concurrent
+get(Integer) : Object

+quit(Tester, Verdicts)
ﬁetNewId() : Inte(.;er

1

Coordinatorimpl

+run()
-testcaseExecution(Chronometer)
-finishExecution(Chronometer

Oracle

Tester

Chronometer
+start(String)
+stop(String)
+getTime(Strin

:Lon

Figure 4.4 — Coordinator component classes

waiting for register()
registration [registeredTesters < expectedTesters]

register()
[registeredTesters = expectedTesters]

execution testcaseExecution()

finishExecution()

[ verdict assignment %

Figure 4.5 — Coordinator state chart
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o testcaseExecutionf)submit the actions to testers. It receives as parameterstamice of Chrono-
meter to measure the execution of each action.

¢ finishExecution(): cleans the list of actions, closes all the connections tosghe coordinator. It
receives as parameter an instance of Chronometer to mehsuwsrecution of the entire test case.

The operations provided by ti&hronometerclass are:
o start(): starts the measurement of a given action.
e stop(): stops the measurement.

e getTime(): get the time in milliseconds.

4.3 Tester

In this section, we describe the Tester component. Firstprgsent the main packages and their
classes. Then, we present the behavior of each class.

4.3.1 Main Classes

We divided the main classes in three packages: (i) the maikgga that implements the core activi-
ties of the testers, (ii) the assertions that implement®thele and (i) the exceptions.

4.3.1.1 Main Package

Figure 4.6 illustrates the Tester component in detailidlyt a tester is instantiated according to
the testing architecture. This can be configurated in thepskie (see Appendix B). For instance, the
TreeTesteinstantiates a tester in a B-Tree architecture.

Then, the tester keeps the list of actions that will be exatuthis list is generated by thiRarser
which is responsible to read and sort the annotations irr eodguide the test case execution (i.e., points
of synchronization, conditional execution and the testinde). In the centralized architecture, such list
is used at the registration phase and stored aCthwrdinator In the distributed architectures, it is used
to constraint the test case execution. Finally, the tesi@ls the list of actions to synchronize with the
Coordinatoror another testers during the execution of test cases.

To access th&esterinterface, a tester engineer has to inheritTastCasénterface when writing the
testing code. Th&estCasénterface provides generic operations to manage test easetske advantage
of the features provided by PeerUnit (see Figure 4.7). TieTestRunneclass uses dynamic reflection
to read the testing code and send it to be parsed and exeEut#itermore, thdestCasénterface allows
the testing engineer to switch the testing architecturbouit changing the testing code.

4.3.1.2 Assertion Package

Figure 4.8 illustrates the assertion package. GhabalVerdictclass groups the local verdicts as-
signed by theOracle class. Actually, theDracle class assigns a local verdict based on the assertions
provided by theAssertclass. During testing, the assertions may throw a rangeilafda. Then, a ver-
dict is computed based on the throwable object. Furtherntwcircumstances lead tessertclass to
assigninconclusiveverdicts automatically (as detailed in Section 3.3.3.4¢ceation timeout and incom-
pleteness of a result set.
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<<interface>>
Tester

+execute(MethodDescription)
+kill()

VAN

Testerimpl

TreeTester

+startExecution()
+endExecution(Verdicts[*])
+setParent(TreeTester)
+setChildren(TreeTester)
+setTreeElements(TreeElements,
Boolean)

GossipTester
1 ‘ 1.*

[1.*

]
T : TestCase !

r
|
)

Parser

Lo 2

+register(T): MethodDescription[*]
+invoke(MethodDescription)

-shouldIExecute(Integer, Integer, Integer): Boolean

Timeout
+run

Figure 4.6 — Tester component classes

<<interface>>
Tester 1.* 1.5

<<interface>>
TestCase

+kill()

+execute(MethodDescription)

+setTester(Tester)
ﬁetTesterName(): Integer

TestRunner

TestCaselmpl

-bootCentralized(Registry)
-bootBTree(Registr

+put(Integer, Object)
+get(Integer) : Object
+kill()

I

TestingClass

Figure 4.7 — Test Case Execution
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<<enumeration>> Oracle 1.*
Verdicts
1
GlobalVerdict
+setGlobalVerdict(Verdicts, Integer)
+getGlobalVerdict() : Verdicts
+getJudged() : Integer
Assert 1

+assertListEquals(String,String[*], String[*]) 1

+inconclusive(String) z Exceptions

+assertFalse(Boolean)

Figure 4.8 — Assertion package

Assertions provide a powerful and straightforward testlerapproach as described in section 2.4.1.
Our framework inherits the default assertion methods freendUnit framework’s TestCase class. Some
of the most important assertions are:
assertTrue(boolean condition)asserts if a condition is true.
assertFalse(boolean conditionasserts if a condition is false.
fail(String message)fails a test with the given message.
assertEquals(String message, Object expected, Object ael) asserts that two objects are equal.
assertArrayEquals(String message, Object[] expecteds, lipect[] actuals) asserts that two ob-
ject arrays are equal.

Our framework also offers two additional test assertions:

e inconclusive(String messageindicates arinconclusiveverdict. This assertion is also used inter-
nally by the framework in case of a test case execution’sduhe

e assertCollectionEquals(String message,Collection exgteds, Collection actuals)asserts that
two collections are equal.

In the assertions presented above excefdaif{String messagerndinconclusive(String message)
if the condition is not met, the assertion throws an errothis case, the oracle assigns thi verdict.

The code below was extracted from the source code presentieel appendix section B.3. This piece
of code verifies if a peer can join the system during the sgartflsuch peer cannot join the system, then
the peer cannot proceed the test case execution. In thisiceseot possible to indicate that the system
is buggy. In fact, it only indicates that an unmanageablgatitn occurs, then aimconclusiveverdict
is assigned. This piece of code also verifies if a collectibabjects inserted by one peer was correctly
retrieved by the others.

public class SimpleTestextends TestCaselmpl{

if (! net.joinNetwork(peer, bootaddresdalse, log)){
inconclusive { | _coul dn’t _j oin, _sorry");

}
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@Test(place=0,timeout=1000000, nameétc 1", step = 3)
public void put(){

List<PastContent> expectedsrew ArrayList<PastContent >();

for (PastContent content : peer. getinsertedContent ()) {
log.info (" Expect ed_so_far _: " +content.toString());
expecteds .add(content );

}

@Test(place=1,timeout=1000000, name"t c1", step = 4)
public void get (){

List<PastContent> actualsmew ArrayList<PastContent>();
for (PastContent actual : peer. getResultSet ()) {
actuals .add(actual );

}

Assert. assertCollectionEquals[(Local _verdict] " ,expecteds, actuals);

4.3.1.3 Exceptions Package

An exception is an event that occurs during the executionpsbgram that disrupts the normal flow
of instructions. The Exception package and its classes are a forjavatlang. Throwablehat indicate
conditions that a reasonable application might want tolcatc

We provide some new exceptions in order to catch disruptitora P2P features (see Figure 4.9),
such as: actions timeout and incompleteness. As mentidinesk features cannot be considered as fai-
lures, thus, we provide thinconclusiveFailureexception that indicates a@nconclusiveverdict to the
oracle.

1

Assertion

1

*

PeerUnitFailure

T

l | | |

ArrayComparison AssertionFailed
Failure Error

ComparisonFailure InconclusiveFailure

Figure 4.9 — Exceptions package

Zhttp: //java.sun.com/docs/books/tutorial/essentiakgtions/
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4.3.2 Behavior

Figure 4.10 illustrates the states of a tester during thtectese execution. Initially, the testing code
is parsed to allow the registration of the actions. Once thiems are registered, the tester waits to start
their execution. When all actions are completely executelbcal verdict is assigned and sent to the

coordinator.
'—)[ parsing ]

register()

execute()

wait for action
execution execution

isLastMethod()

[ verdict assignment ]%

Figure 4.10 — Tester state chart

The behavior of the Tester component can be explained figdiceough the following classes and
interfaces. Starting from th&reeTesterclass that is the implementation of the Tester interfacetter
B-Tree architecture, such implementation provides of@ratto manage the execution of test cases and
manage the tree structure as well. The operations provigdddeTree Testeclass are:

e startExecution(): starts the execution of the tester.

e endExecution(} ends the execution of the tester receiving as a paramegeretidict list that is
passed by the children testers. Then, the tester eventaddly its local verdict to the list since it
goes up towards the root tester.

o setParent() keeps informed the tester about its parent in the tree.

¢ setChildren(): keeps informed the tester about its children in the tree.

TheTestCasénterface provides the operations to accessTdsterinterface and its implementations
(e.g.,TreeTestex. As mentioned, this provides us architecture independdriee operations provided by
the TestCaseénterface are:

e setTester() sets an instance dester

e getTesterName() is accessed to acknowledge the tester’s identifier.

e kill() : is accessed to make a peer quit the P2P system.

e put(), get(): provides the accessors for test cases.

As mentioned thé&arserclass is responsible to read the testing code and sort oanti@ations in
order to guide the testing sequence. Then, it provides sqramtions to read the testing code, verify
if the tester is supposed to execute an action and eveniwdigute it. The operations provided by the
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Parserclass are:

e register(): returns a list of actions to be executed. It receives asnpetex the testing code that
inherits theTestCasénterface.

e shouldlExecute() returns true if an action has to be executed by a testeicdives as parameter
the identifiers of testers set to execute such action. Thasamneters can be a range of testers
identifiers or only one identifier.

e invoke(): receives as parameter an action and invokes it.

The GlobalVerdictclass computes the local verdicts sent by the testers dthingests. This com-
putation also considers the relaxation index that is usddhtwlle inconclusive verdicts as discussed in
Section 3.3.3.4. The operations provided by®lebalVerdictclass are:

¢ setGlobalVerdict(): sets a local verdict and the relaxation index.

¢ getGlobalVerdict(): returns the final verdict as soon as all local verdicts weraputed.

e getJudged() returns the quantity of testers already judged. This igl teacknowledge how many

testers remains without a local verdict.

4.4 Writing test cases

In this section, we present how to write a test case usingPéteiFirst, we describe the annotations
used by the testers to manage the test execution (i.e.,syrizétion and deployment). Then, we describe
a simple test case wrote over the motivating example (semfea3.1).

4.4.1 Annotations

PeerUnit provides three annotations. The first annotafiecifies that a method is a test case action.
As mentioned, a test case action is a point of synchronizatsed to manage the test sequence. This
annotation, called @Test, provides the following paransete

e “place” informs the id of a tester responsible to manage thie@on a peer. Note that the testers’

id are dynamically assigned during the test case regisiraséind are not related to the peers’ id,
which are proper to the SUT. If set te-1”, then all the testers will manage the action.

¢ “from” informs the id of the first tester within a set of testehis parameter indicates that the

action will be managed by more than one tester. Furthernitozannot be used together with the
“place” parameter.

e “t0” informs the id of the last tester within a set of testefhis parameter also indicates that
the action will be managed by more than one tester. It cangatsked together with the “place”
parameter either.

“name” informs the name of the test case. Different methodg be part of the same test case.
“step” informs that a test case has different steps durieg#ecution.

“measure” measures the execution time in milliseconds.

“timeout” indicates a milliseconds time frame to execute #ation. If this time expires, then it is
assigned a locahconclusiveverdict.

The code below shows the annotation usage. This actionp#ianhgs to test case “tcl”, will be
managed by testers 0 to 20. The other parameters indicatdéexecution will be measured and it has
1000 milliseconds to finish.
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@Test(from=0, to=20, hamé+c1", step=1, measurértie, timeout=1000)
public void action (){

}

The second and third annotations specify the test case smtdiplean up respectively. The objec-
tive is to comply with the test harness described in secti@®23 These annotations, called @Before
and @After, provide some of the same parameters used by @uestas : “place”, “from”, “to” and
“timeout”.

The code below shows the @Before and @After usage. Thesedsettill be managed by all the
testers since the “place” parameter value is set to “-1”. @kexution of each method has a time frame
of 1000 milliseconds.

@Before(place=1, timeout=1000)
public void setupAction (){

}

@After(place=-1,timeout=1000)
public void cleanAction (){

}

4.4.2 Atestcase example

We present a simple test case to illustrate the elementergessin this section. This test case was
wrote over the motivating example (see Example 3.1). It kbeloe correctness of the insertion of two
pairs {(1, “One"),(2, “Two™)} , by peers that join the system after its storage.

The test suite is implemented by a class namestSample which is a subclass dfestCaselmpl
The classSTestCaselmplis the implementation of the interfaces introduced intoatahitecture sections.
TheTestSampleclass contains an attribute namaekr, an instance of the peer application. In this way,
we can reach the SUT since peer is the implementation of a & (g.r., Chord, Pastry, etc).

public class TestSamplextends TestCaselmpl {
private Peer peer;
private Integer key[] = {1,2};
private String data[] = {f One"," Two"};
}

The objective of the methastart() below is to initialize the peer application. Since thisiadization
is rather expensive, it is executed only once. @Beforeannotation ensures that this method is per-
formed at all peers at most one time. This annotation atggapecify that the method can be executed
everywhere and that its timeout is 100 milliseconds.

@Before(place=1, timeout=100)
public void start (){
peer =newPeer(); }
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The methodoin() asks the peer instance to join the system. The annot@idestspecifies that this
method belongs to the test case "tc1", that it is executeddigns 0, 1 and 2, and that the execution time
is measured.

@Test(from=0, to=2, namé+c1", step=1, measurérzie)
public void join (){
peer. join ();

The methodput() stores some data in the DHT. The annotation ensures thatestlr 2 executes
this method.

@Test(place=2, timeout=100, nanigx< 1", step = 2)
public void put (){
for (int i=0;i<2;i++){
peer.put(key[i], data[i]);

The methodoinOthers() is similar to the methogbin(), presented above. The annotati@iTest
specifies that this method is the third action of the test,case that only testers 3 and 4 execute it.

@Test(from=3, to=4, name c1", step=3)
public void joinOthers (){
peer . join ();

}

The methodretrieve() tries to retrieve the values stored at keys 1 and 2. If théeketd objects
correspond to the ones previously stored, the test caseqagherwise it fails.

@Test(from=3, to=4, name't c1", step=4)
public void retrieve (){
String actual [];
for (int i=0;i<2;i++){
actual [i] = peer.get(key[i]);
}

assertEquals (data, actual );

}

Finally, the methodtop() asks the peer instance to leave the system. This methoddstereby all
the peers.

@After(place=1,timeout=100)
public void stop (){
peer.leave ();

}




CHAPTER 5
Experimental Validation

In this chapter, we present an experimental validation offmamework with three objectives : (i)
evaluate the coordination overhead of our testing ardhites, (ii) validate the feasibility of our in-
cremental testing methodology (iii) validate the usapiind efficiency of the P2P testing framework
based on experiments that test two popular open-sourceyR&fss. The first P2P system, FreePastry
from Rice University, is an implementation of Pastry [88heTsecond P2P system, OpenCHRdrédm
Bamberg University, is an implementation of Chord [92]. thermore, testing these two P2P systems
allows us to exercise the framework in different scenadaklitionally, it allows us to compare both P2P
systems as a side effect.

We tested two structures that are strongly impacted by ilitfafThe first structure is the routing
table, which stores the addresses of the successor peiafly,Bve tested the ability of a peer to update
its routing table in three different test cases. In the fast tase, a peer is isolated, i.e., all peers present
in its routing table leave the system at the same time. Ingherdl test case, some peers join the system.
In the third test case, some peers leave the system.

The second structure is the DHT, which is responsible t@gster data. We tested the implementation
of the insert and retrieve operations. To do so, we wrote tistrcases. The first test case validates these
operations on a stable system and provides a base for theragpés that simulate volatility. The other
three test cases validate these operations upon diffeoéattlity workloads. All test cases use randomly
generated data.

5.1 Experimental environment

We validated our framework over the Grid5000 platférmihe Grid’5000 project aims at building a
highly reconfigurable, controlable and monitorable experital Grid platform gathering 9 sites geogra-
phically distributed in France featuring a total of 5000q&ssors.

We used two clusters of 64 nodes from the Grid5000 platforathBlusters run GNU/Linux opera-
ting system. In the first cluster, each node has 2 Intel Xe88&@Hz dual-core processors. In the second
cluster, each node has 2 AMD Opteron 248 2.2GHz processiore e can have full control over these
clusters during experimentation, our experiments areochpmrible. We allocate the peers equally through
the nodes in the clusters up to 16 peers per node. In expdsmaith up to 64 peers, we use only one
cluster.

In all experiments reported in this thesis, each peer is gorgd to run in its own Java VM. The
implementation and tests can be found in our web gayeomplete test case with instructions to install
and execute our framework is available at the appendixaecti

http ://freepastry.rice.edu/FreePastry/

Zhttp ://open-chord.sourceforge.net/
3Grid5000 platform : http ://www.grid5000.fr/
4Peerunit project, http ://peerunit.gforge.inria.fr

77
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5.2 Coordination overhead evaluation

We first evaluated the overhead of the coordination of astidWe measured this overhead by the
response time of a test case execution. To measure the sesfime, we submitted a fake test case, com-
posed of empty actions through a different range of testdrsn, for each action, we measured the whole
execution time, which comprises remote invocations, eti@cwf the empty actions and confirmations.

The fake test case contains 8 empty actions (we choose thibaruarbitrarily) and is executed up
to a limit of 2048 testers running in parallel. The java codsatibed below shows the source code of
the fake test case. Figure 5.1 presents the response tiraetfon coordination for a varying number of
testers. Results are shown for two different testing aechires. Using the centralized architecture (see
Section 3.3.3), the response time grows linearly with thalmer of testers as expected for an algorithmic
complexity of O(n). In contrast, the B-Tree architecture (see Section 3.3d)lbgarithmic response
time.

x The fake test case
*/
public class SimpleTestextends TestCaselmpl{

/?\:f\:

x This method starts the test

*/
@BeforeClass(place=1,timeout=1000)
public void begin (){

}

@Test(place=1,timeout=1000, name =act i on2", step = 1)
public void action2 (){

}

@Test(place=1,timeout=1000, name *=act i on3", step=1)
public void action3 (){

}

@Test(place=1,timeout=1000, name =act i on7", step = 1)
public void action7 (){

}
@AfterClass(timeout=1000,placed)

public void end() {

}

The result shows that the B-Tree architecture addressdabdity by managing actions across dis-
tributed testers. However, the result does not considecdhstruction of the tree in order to compare
only the coordination times. The construction of the tremfgrmed by the bootstrapper, took 306 mil-
liseconds for 2048 testers. Even if added to the coordinaiime, such increase yielded 72% better
response time than the centralized architecture.
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Figure 5.1 — Coordination Overhead Evaluation

5.3 Test Cases Summary

In this section, we describe the test cases used to test tiagdable and the DHT. Initially, we
describe the test sequences that the test cases are ba3éenwe detail the test cases.

5.3.1 The routing table test sequence

In the routing table test cases, testers must analyze thiegdable of their peers to verify if it was
correctly updated. More precisely, testers must comparéDtof peers from a routing table with the ID
of peers that leave or join the system. This comparison isrividl, because each tester only knows the
ID of its peer, which is dynamically assigned. To simplifg tAnalysis of routing tables, we use test case
variables to map tester IDs to peer IDs, as shown in secti6.3.

We implemented the test case as follows.

Name : Routing Table Test.
Objective : Test the update of the routing table.

Parameters :

P : the set of peers that form the SUT ;

P, - the initial set of peers;

Py, : the set of peers that join the system during the execution ;
P, : the set of peers that leave the system during the execution.

Actions ;

1. System creation.
2. \olatile peers are stored in test case variables.
3. \olatility simulation.
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4. Routing table verification and verdict assignment.

In the first action, a system is created and joined by all peef3,,;;. In the second action, the IDs
of P, and/orP,,; are stored in test case variables. In the third action, Nibfais simulated : peers
from P, join the system and/or peers frofy,; leave the system by comparing their IDs with the test
case variables. In the fourth action, each remaining peetr @it + Pin — Pout) Verifies its routing
table, waiting for. seconds. Then, the routing table is analyzed whether itdfasances to the test case
variables and a verdict is assigned. Three different testscare based on this test sequence :

1. Recovery from peer isolation.
2. Expanding system.
3. Shrinking system.

5.3.1.1 Recovery from peer isolation

The first test case consists in the departure of all peerathairesent in the routing table of a given
peerp. Then, we test if the routing table pfis updated within a time limit.

In the first action, the P2P system is created and a set of p&gfs= P joins the system. In the
second action, a peerc P (randomly chosen) stores the contents of its routing tabkhé test case
variable RT'. In the third action, the peers whose IDs areRiifi leave the system. In the fourth action,
the routing table of is periodically analyzed within a delay. At the end of thisiae, the routing table
of p is analyzed a last time to assign a verdict. The value’'Bfare compared with the updated routing
table ofp. If the intersection of these two sets of IDs is empty, theligtis pass.

5.3.1.2 Expanding system

In the second test case, we test if the peers that join a stgbtem are taken into account by the
older peers. To do so, we analyze the routing table of eaattipaigbelongs to a set of peef,;; to test
if it is correctly updated within a time limit, after the joirg of a set of new peerB,,.

In the first action, the P2P system is started and peers thmatdt®o P;,,;; join the system. The second
action is a waiting time, allowing the SUT to reach a staldgestin the third action, the new peer3,()
join the system and their IDs are stored in the test caseblari& I D. In the fourth action, the routing
table of each peer from®;,,;; is compared with the values &f I D. If all routing tables are updated, the
verdict ispass.

5.3.1.3 Shrinking system

In this third test case, we test if the peers that leave asswfitem are correctly removed from the
routing tables of the remaining peers, within a time limit.

In the first action, the P2P system is created and all péees @;,.;: U P,y:) join the system. In the
second action, the IDs of peers froRy,; are stored in the test case varialdléD. In the third action,
peers whose IDs belong fol D leave the system. The fourth and last action verify if theimgutable of
peers fromP;,;; — P,,; does not have references to peers IDs belonging/tb.
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5.3.2 The DHT test sequence

Name : DHT Test.
Objective : Test the insert/retrieve operations.

Parameters :

P : the set of peers that form the SUT ;

P, - the initial set of peers;

Py, : the set of peers that join the system during the execution ;
P, : the set of peers that leave the system during the execution ;
Data the input data, corresponding to set of pairs (key, value).

Actions :
1. System creation.
2. Insertion ofData.
3. Volatility simulation.
4. Data retrieval and verdict assignment.

We describe the DHT test sequence as follows. In the firsbacti system is created and joined by
all peers inP;,;;. In the second action, a pegre P;,;; insertsn pairs. In the third action, volatility is
simulated : peers fron®;,, join the system and/or peers fraRy,,; leave the system. In the fourth action,
each remaining peep (€ Pinit + Pin — Poue) tries to retrieve all the inserted data, waiting faeconds.
When the data retrieval is finished, the retrieved data ispaoed to the previously inserted data and a
verdict is assigned. Four different test cases were egtidobm this summary :

1. Stable system.

2. Expanding system.
3. Shrinking system.
4. \olatile system.

5.3.2.1 Insert/Retrieve in a stable system

In this test case, we set a system with two sets of pPeasd P, where P, C P, and verify if all
peers fromP are able to retrievé data previously inserted by peers frdf. The test case is executed
several times, for different sizes 6fand of P;.

Then, we set the system to execute 4 times. Each time testthgavdifferent system siz¢ | =
(16, 32,64, 128)). In all executions, no peer leaves or joins the systé&p & 0, P, = 0 and Py,;; =
P). The same input data is used in all executidi3afa| = 1, 000).

In the first action, all peers fron® join the system. The second action waits for about 16 seconds
in order to let the system stabilize. This delay was set basethe time to update the routing table
presented in Section 5.6. In the third action, all peers fildmnsert k& data into the DHT. Sincé is
generated on-the-fly, we stored it in the test case varialile In the fourth action, each € P tries
to retrieve the data. The retrieval may be executed seviemakt the number of retrievals was defined
before the execution of the test case. Once the data arevestrithey are compared with the datatid
to assign a verdict.
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5.3.2.2 Insert/Retrieve in an expanding system

In the second test case, we configured a system containingg,sef peers, where a pegre P;,;;
insertsk data. After the insertion, we configured a $&t of new peers to join the system. Then, we test
if all peers frompP;,, are able to retrieve theinserted data. The size &f,, is computed by|P|xr)/100
wherer represents the rate of peers joining the system. We setdtdsfrom 10% to 50% to test the
system under different joining workloads.

We use a predefined number of peéi3|(= 128) and of input data|Data| = 1,000). The test case
uses different configurations, for different rates of pgeirsing the system. We set this rate from 10%
to 50% (Pjnit| x |Pin| = [(116, 12); (103,25); (90,38); (77,51); (64,64)No peer leaves the system
(Pout = Q))

In the first action, a system is created and joined by all pieef3,,;;. In the second action, a peer
p € Pine inserts data, which is also stored in the test case vari@lile The number of peers inserting
data is irrelevant, as presented in Section 5.6. In the #Hdtihn, the peers fronH;,) join the system. In
the fourth action, each € P;, tries to retrieve all the inserted data, waiting faeconds. The retrieved
data is stored in the local variabl@D. When the data retrieval is finishe@,D is compared ta&ZD and
a verdict is assigned.

5.3.2.3 Insert/Retrieve in a shrinking system

In this test case, we set a system containing @s#tpeers, where a pegre P insertsk data. Then,
we test if a set of peerB; C P is able to retrieve all inserted data when a set of péers P leaves the
system. The size aP, is variable ; it is computed by P| x r) /100, wherer corresponds to the rate of
peers leaving the system. We set this rate from 10% to 50%stdHe system under different departure
workloads. We limitedP to a 64-peer system.

We use a predefined number of pedi3|(= 128) and of input data|Data| = 1,000). Initially, all
peers join the systent,,;; = P). After the data insertion, some peers leave the system eiMbes rate
of peers leaving the system from 10% to 50%,(;| = (12, 25, 38, 51, 64). No peer joins the system
(P;, = 0). Note that in Pastry, the data stored by a peer becomesilaidgavhen this peer leaves the
system and remains unavailable until it comes back. Thuhigrtest case we do not expect to retrieve
all data, only the remaining data is retrieved to build thedics.

In the first action, the system is created and all peers ffojoin the system. In the second action, a
peerp € P insertsk data. In the third action, the IDs of all peers fradfa (randomly chosen) are stored
in the test case variableP. Then, testers reafiP? and compare to their peers ID. If both IDs match,
then the tester makes the peer leave the system.

In the fourth action, each € P, tries to retrieve all the data. After the departure, soma daay
be lost, especially with high rates of departure. Thus, glsinetrieval by eaclp € P; is enough to
acknowledge the data available in the system. Such dataridsin the test case variahleD, and the
data from the unavailable peers are removed. Then, paehP; tries to retrieve all the data waiting
for a response within a time The retrieval may be executed several times, the numbegtoévals
being defined before the execution of the test case. In tleeafasultiple retrievals, a delay is respected
between two retrievals. Whenever the data arrives, it isedtdn the local variable.l. Thus, LT is
compared tod D at the end of this action and a verdict is assigned.
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5.3.2.4 Insert/Retrieve in a volatile system

In this test case, we set a system containing alset Piane U Pou Of peers, where each peer
p € Pp insertsk data. Then, we test iPy.p. IS able to retrieve all inserted data while a set of peers
P, = P, U P, joins/leaves the system. The sizef is variable ; it is computed by|P|  r) /100,
wherer corresponds to the rate of peers joining/leaving the systéenset this rate from 10% to 50% to
test the system under different departure workloads. WidhP to a 64-peer system.

In this test case, we define a set of stable p&&fS.c, Pstanie C P andP = Pygapre U Piy U Py
We set the rate of stable peers from 90% down to 5% {;.| = (116, 103, 90, 77, 64)). The initial set
of peers is composed of the stable peers and the peers thigtavé the systemF,.;; = Pstapie U Pout)-
After the data insertion, all peers froR,,; leave the system while all peers frafy, join the system.

5.4 Testing OpenChord

In this section, we briefly describe the routing table anddR of the Chord’s algorithm. Then, we
describe the result of the tests.

In the context of the routing table, Chord makes no effortdii@ve good network locality. A peer’s
ID is chosen by hashing its IP address. Then, the peers apgad ordered in an ID circle. Chord
updates its routing table in two different ways : periodicaind/or dynamically. To update its routing
table periodically, the Chord algorithm uses an active @ssccalled stabilization. The update of the
routing table also happens dynamically every time a peesjor leaves the system. For instance, in a
Chord system with peers), p1, p3, andpg, the routing table op, stores the addresses of peggsand
pg. These peers stored in the routing table are called suagsedka new peep, joins the system, then
p1 Will update its routing table with the addresspaf Then,p, becomes a successorgf.

In the context of the DHT, Chord provides support for one apen : given a key, it maps the key
onto a peer. Briefly, a key identifier is produced by hashimgkiky, while the peer identifier is chosen by
hashing the peer’s IP address. Then, both identifiers adktosssign keys to peers. For simplicity, we
call "key" both the original key and the key identifier. Fostiance, in the same Chord system with peers
Do, P1, P3, andpg, a keyl would be located gb;. Similarly, key2 would be located at node;, and key
7 would be located at peey.

5.4.1 Recovery from peer isolation

In this test case, we set the system to 64 peers. Indeedingr@agystem with less than 64 peers can
lead the test to an inconclusive result becguseay know all the peers which are removed in the third
action. In a larger system, the results would be similaresthe update of the routing table is performed
periodically.

OpenChord got pass verdict, however, 4 seconds after the removal of its succesk fact, this de-
lay represents a unique execution of the stabilizationgg®¢whose periodicity is set to 6 seconds). This
test case showed that OpenChord peers were able to updatethimg table correctly upon isolation.

Furthermore, we noticed that testing P2P systems is alsdtamoéitime. Therefore, we also discuss
the time to get a verdict in the further sections, in partcih Section 5.6.
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5.4.2 Expanding system

In this test case, we increased the size of the system exjialhe(2”) up to 1024 peersto test the
update in different system sizes. We set a maximum time tib the test execution. We also increased
this time in exponential scal@’(), starting from 8 seconds in order to perform at least oneatgpah
the routing table. Similar to the peer isolation test, Opem@ got apass verdict after the stabilization.
However, the update took a little longer due to the time taatethe stabilization. In this test, we per-
formed up to 25 different executions to validate the systedifferent sizes and upon different volatility
rates. OpenChord gotiauss verdict in all executions.

5.4.3 Shrinking system

In this test case, we increased exponentially the size aytbiem and the time limit similarly to the
expanding workload. OpenChord got alspas verdict. However, it took a longer period of time than
the expanding system to get this verdict. This happenedulsedhe depart of peers were not informed
(i.e., the peers were killed) and the stabilization coultl cantact all the bogdspeers to erase their
addresses. Similar to the expanding workload, we perforapetb 25 different executions to validate
the system at different sizes and upon different volatitdyes. OpenChord got jauss verdict in all
executions.

5.4.4 Insert/Retrieve in a stable system

Starting the test with a 16-peer system, all local verdict&semwass (i.e. the data stored i’ D
matches with the retrieved objects). However, when testiitly a higher number of peers, some local
verdicts werenconclusive due to a lack of response. For instance, in a 32-peer systene, tmand%
of the testers did not get an answer of their peers (see Fig@jeWhen executing the tests in a larger
system (e.g. 128 peers) the verdicts were frequefitly. At first sight, we thought that this verdict was
due to an insufficient time to stabilize the system. Thus, taged a maximum delay of 512 seconds.
However, when executing with 128 peers, the test case gnidraly fail verdicts.

We concluded that OpenChord has a bug to retrieve data iaragdarger than 64 peers. Peers may
organize themselves in more than one DHT (i.e. Chord rind)tha peers of one DHT are not able to
retrieve data from the others. This would mean that OpenCisonot able to merge the DHTs in order
to retrieve all data within the configured period of time.

5.4.5 Insert/Retrieve in a volatile system

In this subsection, we describe the test results in a syspem@4 peers upon three different volatility
workloads : expanding, shrinking and full volatility. Siiami to the stable system, OpenChord gat!
verdicts in systems with more than 64 peers.

In an expanding system, OpenChord was able to retrieve ddtget apass verdict. However, the
time to retrieve data was longer if compared with the stajpdtesn. When a new peer joins, it becomes
responsible for some inserted data, then such data mustrsptirted to this peer consequently slowing
down the retrieval. The data transportation is bigger ag s more peers join the system, therefore,
retrieval was even slower at higher rates of volatility.

51024 peers correspond to 8 peers per node in the clusters.
A peer that left the system, but with its address still vatiiny routing table.
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Figure 5.2 — Insert/Retrieve in a stable system

In a shrinking and full volatile system, OpenChord was ableetrieve data and getyauss verdict.
However, the time to retrieve data increases dramatichlbpinpared with the expanding system. In
OpenChord, once notices that its successor has failedeplaces its successor entry with the first live
entry in the routing table. In high rates of departure, tieglacement may be frequent, thus slowing
down the retrieval.

5.5 Testing FreePastry

Like in the OpenChord section, we briefly describe the rgutaible and the DHT of the Pastry’s
algorithm. Then, we describe the result of the tests.

The Pastry routing table algorithm differs from Chord’s mgiin its approach to achieve network
locality. In Pastry, the ID of a peer is based on its local addr This means a peer is close to its successor
geographically. To achieve this, a peer fills its routingaahith the IDs of peers who shares the same
prefix. Another difference is the update of the routing talblee Pastry algorithm uses a lazy approach
to update its routing table. It means the routing table isatgd only when a peer communicates with its
successors (these are called neighbors in Pastry).

The Pastry DHT, called Past [43], is similar to Chord’s DHTKey is stored at the peer numerically
closest to the key ID. Like Chord, the key ID is produced byhiag the key.

5.5.1 Recovery from peer isolation

Similar to the OpenChord test, we created a system of 64 peerid the acknowledgment of the
entire system. As mentioned, FreePastry uses a lazy apprmapdate the routing table. Then, we called
aping method to force the update of the routing table. We exectiisddst twice increasing the amount
of calls to theping method at each time. In the first time, we called the methadgose and FreePastry
got aninconclusive verdict. Such verdict was assigned since we could not affiahthe routing table
was not updated due to the laziness or to a bug. In the seamed we called the method twice, then
FreePastry got pass verdict.
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5.5.2 Expanding system

In this scenario, we used the same testing configuration ehOpord’s (i.e., system size and volati-
lity rates). FreePastry had a similar result compared vkigtetctive process of OpenChord and also got a
pass verdict. This happened because when a new peer joins a BtegBgstem, it needs to communicate
with all its neighbors inducing the update of their routiafles.

5.5.3 Shrinking system

In this scenario, we used the same testing configuratioreadtbanding workload in terms of system
size and volatility rates. FreePastry gopass verdict in all executions, however, the time to get such
verdict increased dramatically compared with the expamndyrstem due to laziness. Differently from the
expanding workload, a peer does not contact any neighbon \elaging the system. Then, we had to call
theping method to force the update of the routing table, othendsigenclusive verdicts were assigned
frequently.

5.5.4 Insert/Retrieve in a stable system

FreePastry passed all the tests in a stable system and ettigdve data with different system sizes.
Concerning the retrieval response time, FreePastry gosdh®e response time in all executions in a
small-scale system. This happened because a peer knowe gtation of the system and in some cases
it retrieves data directly (e.g., from a neighbor).

In a large-scale system, FreePastry alsomgats verdicts, however, the time to get this verdict in-
creased motivated by the response time delay.

5.5.5 Insert/Retrieve in a volatile system

In this subsection, we describe the test results upon thffeessht workloads : expanding, shrinking
and full volatility. We executed each test 5 times to eachkdead. This represented different volatility
rates starting from 10% to 50%.

In an expanding system, FreePastry retrieved data fastaritha stable system. A possible reason
can be the neighbor locality. In FreePastry, the neighb@rg@ographically closer by IP address, which
means the lookup may be faster, especially with the confijaystem size. Whenever a new peer
joins the system it needs to find and contact a neighbor. TRastry updates the neighbor list of all
the impacted peers. This update floods a large portion ofyters and assists the retrievals. Moreover,
FreePastry gabass verdicts in all executions.

In a shrinking system, FreePastry retrieved data slower &émg other workload. A possible reason
can be the update of the routing table. As mentioned, FrégPRgsdates its routing table whenever a
peerp needs to contact its neighbor. In the case of a retrigvabntacts its neighbors immediately, and
theirs neighbors do the same until reaching the peer whigkhsthe data. This update may flood a large
portion of the system and may assist other retrievals. Hewéhis is slower than the expanding one also
due to the laziness. The update of the neighbor list only éapgvhen a peer tries to contact a neighbor,
for instance, during a retrieval. FreePastry gots verdicts in all executions.

In a full volatile system, FreePastry could benefit from ¢ansjoins and leaves to update its routing
table constantly, therefore, improving retrieval. Furthere, FreePastry also passes this test case with
any rate of volatility.
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5.6 Comparing the P2P systems

Testing two P2P systems through the same test cases allothie egemparison of the test results
and also of their approach to implement a DHT and a routinghaigism. However, we consider this
comparison a side effect of our contribution. In this setctiwe discuss advantages and drawbacks of
each approach based on the response time to execute thanesgjst a verdict.

In the context of the routing table tests, OpenChord showeigibresults than FreePastry to update its
routing table in terms of time to get a verdict. For instaricehe recovery from peer isolation FreePastry
needed 29.9 seconds to geiass verdict while OpenChord needed only 4 seconds. In fact, Gperd
showed a faster routing table updating process than Fregklae to its stabilization. Such stabilization
can detect the departure of a peer quickly and may be a bpftevach compared with the lazy approach
of FreePastry. This can be seen in the other results as wglkd5.3 shows the minimum time for a peer
to update its routing table and gepass verdict in an expanding system. Figure 5.4 shows this minimu
time in a shrinking system. In a shrinking system, Freelastiziness showed more evident and the
time to finish any test increased dramatically.
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Figure 5.3 — Routing table update (expanding)

In the context of the DHT tests, Figure 5.5 shows that datéexwed in FreePastry is faster than
in OpenChord for all system sizes. The retrieval time in Pesdry remains stable for any size Bf.
However, we did not test in larger systems due to the scélalifhit of OpenChord.

In an expanding system limited to 64 peers, FreePastry ardChmord were able to retrieve data and
get apass verdict. Figure 5.6 shows that, with a joining rate of 30%thbdHTs need the same time to
retrieve the data. However, FreePastry is faster than OpanaiGn higher rates. As mentioned, a possible
reason can be the successors locality. In FreePastry, tegeagraphically closer by IP address, which
means the lookup may be faster, especially with the confihsystem size.

In a shrinking and full volatile system limited to 64 peergufe 5.7 shows that FreePastry was faster
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Figure 5.4 — Routing table update (shrinking)

than OpenChord in all rates. Due to retrieval, FreePasteyspare forced to update their routing tables.
Therefore, the retrieval response time was better than EnQpord. In OpenChord, the high rates of
departure may reorganize the peers in multiples DHT (i.kar@ring), as argued in Section 5.4.4, thus
slowing down data retrieval.

5.7 Code coverage

In this section, we present the code coverage of the tess.ci#ecoupled code coverage with the
experiments to measure the confidence of the test caselseFuadre, we can measure whether using our
incremental methodology increases coverage.

We focus the coverage analysis only on FreePasty sinceDHiEs, such as Chord [92] or CAN [86],
have similar behavior for data storage and message rodtirggefore, a similar impact on code coverage
of the size of the system and the number of data should be &xpadoreover, FreePastry has the most
dynamic community among the DHTs with new packages releasgkable quite often.

To analyze the impact of volatility and scalability on théfelient test cases presented before, we
conducted several experiments, using the insert/rettiestecase presented above, with different para-
meters. In these experiments, we use two Java code analgsssfor code coverage and code metrics,
Emmad and Metric$, respectively.

According to these tools, FreePastry has 80,897 bytecadruations and contains 130 packages.
About 56 packages are directly concerned by the DHT impleatiem. The remaining packages deal
with behaviors that are not relevant here : tutorials, NAtirgg, unit testing, etc. In the code coverage

http ://lemma.sourceforge.net
8http ://metrics.sourceforge.net
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Figure 5.5 — Insert/Retrieve (stable system)

analysis presented in this section, we focus on 4 main paskand their sub-packages, which are sum-
marized in Table 5.1. In all results presented here, the coderage rate corresponds to a merge of the
code covered by all peers.

| Name | Qualified Name | Sub-packages] Instructions | Description \
Past rice.p2p.past 3 4,606 DHT service
. Transport protocol
Transport | org.mpisws.p2p.transport 16 19,582 (sockets/messages)
: Routing network
Pastry rice.pastry 14 26,795 (nodes, join, routing
Replication rice.p2p.replication 4 2,429 Object replication

Table 5.1 — Main packages summary

For the first two experiments, we analyze the impact on the coglerage of two parameters, the size
of the input data and the number of peers. As Figure 5.8 shtberfast package is the most impacted by
the growth of the cardinality of the input data, while the aapon the other packages is less significant.
The reason for this is that the choice of the peer responfibktoring a given data depends on the data
key. Thus, when a peer stores a large number of data, it mecgiwdir the responsible peers, i.e., using the
lookup() operation. This operation behaves differently when comoatimg with known and unknown
peers.

Figure 5.9 shows that the code coverage of the four packages gvhen the system scales up. The
explanation for this is that in small systems (e.g., 16 pe@eers know each other, and messages are
not routed. When the system expands up to 128 peers, eachrpgdinows part of the system, making
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Figure 5.6 — Insert/Retrieve (expanding system)

communication more complex. However, there is a limit ondbeerage gains, while scaling up from
128 peers to 256 peers.

In the other experiments, we analyze the impact of volatdin the code coverage, using the same
test cases presented in Section 5.3.2. We compare the#s weitln the coverage of the 14 original unit
tests provided with FreePastry (noted OT), which are execldgcally. Figure 5.10 presents a synopsis
of the different code coverage results. As expected, oticgses cover more code than the original unit
tests, especially on packages that implement the comntigrigarotocol.

At first glance, volatility seems to have a minor impact oneodverage, since the stable test case
with 256 peers yields better results than some other tessdasg., shrinking 128). In fact, the impact
is significant because the different test cases exercifadit parts of the code and are complementary.
This complementarity is noticeable for the Pastry and thet Packages, where the accumulated results
are better than any other result. The total accumulatedraged Accum.+OT) shows that our tests cases
and the original unit tests are also complementary.

5.8 Conclusion

Let us summarize the experimental results.

We can notice by the results that testing a P2P system is riptaomatter of correctness. Peers
exchange messages asynchronously and may not answer a&tongsult set to a query due to timeout
limitations or even volatility. Therefore, testing any P&Rtem is also a matter of time.

In the tests to update the routing table, FreePastry and Cipmd were able to update their routing
table in all scenarios, therefore, gettingss verdicts. The results also show that OpenChord was faster
than FreePastry to update the routing table. This is becapsmChord updates it through an active
process while FreePastry updates it only when a peer coneattesiwith its successors.
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Figure 5.7 — Insert/Retrieve (shrinking system)

In the tests of the insert/retrieve operations, FreePasisyable to retrieve data upon different work-
loads and gepass verdicts. However, OpenChord was not able to retrieve datagystem with more
than 64 peers. In this size, OpenChord gets frequéhtlyverdicts. A possible reason is the organization
of OpenChord peers in multiple DHTs. The peers from one DHTrat able to retrieve data from the
other.

In a system limited to 64 peers, the results show that FrésReas faster than OpenChord to retrieve
data upon different workloads. A possible reason is therorgéion of peers in the system. FreePastry
organizes the peers by IP address which speeds up the lookudjath, especially with the configured
system size. OpenChord organizes the peers logically byt means that two peers running in the
same machine may not be successors.

As expected, volatility increases code coverage. Howsueh increase has a limit due to some spe-
cific portions of the code (e.g., exceptions) that can berealenly by specific test cases. For instance,
a test case that covers the exception threw by a look-up peebwith the address of a bogus peer. This
situation only happens when a peer address resides in thirgdable after its volatility.

Other DHTSs, such as Chord [92] or CAN [86], have similar bétiato FreePastry for data storage
and message routing. Therefore, a similar impact on coderage of the size of the system and the
number of data should be expected.

In spite of the test cases simplicity, the ratio of code cegidyy all test cases is rather important, as
showed in Figure 5.10. While the impact of volatility, thenmoer of peers and the amount of input data
on the code coverage are noticeable, the only variationesfetiparameters is not sufficient to improve
code coverage on some packages, for instance, the traqepage. A possible solution to improve
the coverage of these packages is to alter some executiamptars from the FreePastry configuration
file. Most of the parameters deal with communication timeauid thread delays. Yet, the number of
parameters~ 186) may lead to an unmanageable number of test cases.
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The experiments also revealed a bug on both systems, whishindaectly found along testing.
Indeed, the bootstrap peer, i.e., the peer that is used bypeewns to join the system, acting like a
Broker[21, 41], were unable to treat a certain number of simultas@equests (more than approximately
30). This bug was particularly annoying when setting ugstéstlarge systems. Hopefully, the developers
were able to correct the bug and release a new version ofdbiivare.






CHAPTER 6
Conclusion

In this chapter we present the general conclusions of tesighFirst, we revisit the major issues for
testing P2P systems. Second, we summarize the related Wuaek, we summarize our main contribu-
tions. Finally, we discuss future directions of researctesting of P2P systems.

6.1 Issues on testing P2P systems

In the context of distributed systems, peer-to-peer (PpPears as a powerful paradigm to develop
scalable distributed systems. No central server managedistributed nodes. Thus, there is neither a
single point of failure nor a performance bottleneck in thstem.

In a P2P system, a peer plays the role of an active node withtiiiey to join or leave the network
at any time, either normally (e.g., disconnection) or abmadly (e.g., failure). This ability, which we call
volatility, is a major difference with distributed systenfairthermore, volatility yields the possibility of
dynamically modifying the network size and topology, whinlkes P2P testing quite different.

In summary, a P2P testing framework should provide the pilisgito control three aspects :

o functionality captured by the test sequence which enabifgea behavior to be exercised,

e scalability captured by the number of peers in the system,

o volatility captured by the number of peers which leave on jiiie system after its initialization

during the test sequence.

These aspects exposed the need for a precise methodoloB2Rotesting, where the simplicity of
interfaces contrasts with the complexity of the factors tam affect the test : volatility, number of peers,
data size, amount of data, number of concurrent requestsl lais, the difficulty of testing is not only in
choosing the relevant input data, but also in choosing tbifa that should vary, their values and their
association.

6.2 Survey of testing distributed systems

We surveyed the testing architectures comparing theippetives from the context of distributed
testing. Then, we discussed why they are not suited to td3sp&ems. We showed that they fail when
dealing with the volatility, either interrupting the tesjisequence and deadlocking the tester or assigning
false-negative verdicts to test cases (i.e., false fadietr

Some approaches for P2P testing propose to randomly stogx#gweition of peers [13, 69], or to
insert faults in the network [55, 76]. While these approachee useful to observe the behavior of the
whole system, they are not totally adapted for testing a B8Eem. Since they focus on tolerance to
network perturbations, they fail in detecting softwarelt&®uspecially those which occur due to peers’
volatility. For instance, if one wants to test if a peer iseatd rebuild its routing table when all peers it
knows leave the system, then one needs to specify precisefpeers to drop since the random volatility
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is not precise enough. Increasing significantly the rateotdtile peers is not desirable either since the
high number of messages necessary to rebuild the routihgstilbm the remaining peers may interfere
with the test.

Then, we showed that most of them do not scale up due to deettdkst coordination. In fact, the
ones that scale up demand to include additional code int&WE source code. While this approach
supports the volatility control, it is error prone.

A P2P system must also scale up to large numbers of peersatisribe testing architecture must
scale up either. Indeed, a typical P2P system may have a higiver of peers which makes the cen-
tralized testing architecture (i.e., central coordinat@naging distributed testers) not scalable [44, 64,
33, 71]. It is also possible to use distributed testers whestecases are coordinated through messages
exchanged at points of communication (PC) [101, 98]. Eveth wuch PCs, the testing architecture
perturbs the performance of P2P systems. Indeed, the thlignci performance with such testing archi-
tecture scales up linearly with the number of peers, whiigecal P2P system scales up logarithmically.
To avoid testers intrusiveness to threaten the validityesf tesults, the testing architecture should thus
have logarithmic performance in the worse case.

6.3 Contributions

In this thesis, we presented an integrated solution for tbation and deployment of a P2P test envi-
ronment with the ability to create peers and make them jaiheawve the system. Then, the test objectives
can combine the functional testing of the system with thatidly variations (and also scalability). The
correctness of the system can thus be checked based onttressditnensions, i.e. functions, number of
peers and peers volatility.

6.3.1 Incremental methodology

In this thesis, we recommend to fully control volatility inet definition of the test sequence. A peer
thus, from a testing point of view, can have to leave or jomdfistem at a given time in a test sequence.
This action is specified in the test sequence in a deterritinisty.

Since it has the objective to deal with a large number of pebessecond dimension of P2P sys-
tem testing is scalability. Then, because it is accompligta treatment, the scalability and volatility
dimensions have to be tested with the behavioral and fumaticorrectness.

To take into account the three dimensional aspects of P2Brsgswe presented a methodology that
combines the functional testing of an application with thdations of the other two aspects [33]. Indeed,
we incrementally scale up the SUT either simulating or ndaitildy.

Our incremental methodology is composed by the followirgpst

1. small scale application testing without volatility ;

N

small scale application testing with volatility ;

w

large scale application testing without volatility ;

»

large scale application testing with volatility.

In terms of diagnosis, this methodology allows to determthe nature of the detected erroneous
behavior. Indeed, the problem can be linked to a purely fanat cause (Step 1), a volatility issue
(Step 2), a scalability issue (Step 3) or a combination ofehtree aspects (Step 4). The most complex
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errors are the last ones since their analysis is related tordioation of the three aspects. Steps 2 and
4 could also be preceded by two other steps (shrinkage arahsignm), to help the diagnosis of errors

due to either the unavailability of resources or arrival efwrones. Yet, several rates of volatility can be

explored to verify how they affect the functionality aspetthe SUT (e.g., 10% joining, 20% leaving).

6.3.2 Testing architectures

We also presented three different architectures to coatelithe test sequence. These architectures
are based on two original aspects : (i) the individual cdndfgoeers’ volatility and (ii) a distributed
testing architecture to cope with large numbers of peers.cHpabilities of these architectures are (1) to
automate the execution of each local-to-a-peer test c2st® build automatically the global verdict, (3)
to allow the explicit control of each peer volatility.

The first architecture extends the classical centralizeting architecture (i.e., central coordinator
managing distributed testers) with volatility control terdonstrate that such volatility is a key-parameter
when testing a P2P system [34]. Basically, this architechas two main components : the tester and
the coordinator. The tester is composed of the test suitgsith deployed on several logical nodes. The
coordinator is deployed in only one node and is used to symite the execution of test cases. It acts as
abroker[21] for the deployed testers.

However, the performance of such centralized architedgsitmear while testing with large num-
bers of peers requires logarithmic. Therefore, we predefe fully distributed architectures to cope
with large-scale P2P systems [36]. The second architecongi@nizes the testers in a B-Tree [17] man-
ner where the synchronization is performed from the rooh&léaves. Then, the testers communicate
with each other across the B-tree to avoid using a centthp®rdination. The third architecture uses
gossiping messages among testers reducing communicatioosg the testers responsible to execute
consecutive test case actions. Since both distributedtectires do not rely on a central coordinator
they scale up correctly.

The distributed architectures are composed of a distiibatenponent, the tester. The tester is the
application that executes in the same logical node as paedscontrols their execution and their vo-
latility, making them leave and join the system at any timegoading to the needs of a test. Thus, the
volatility of peers can be controlled at a very precise leVakse architectures do not address the issue of
test cases generation but is a first element towards an aigdRaP testing process. It can be considered
analogous to the JUnitesting framework for Java unit tests.

6.4 Validation

We used our framework to test two open-source DHTSs, FregPasti OpenChord. We conducted
several experiments, testing the behavior of both DHTs @ardnt conditions of volatility in order to
validate the usability and efficiency of our testing framekvd-urthermore, it was able to detect imple-
mentation problems. The experiments showed that bothregaterrectly updated their routing table and
that only FreePastry has a reliable implementation of tleerh@in DHT operations (insert/retrieve). As
for OpenChord, it did not pass the tests of these same opesativhen the size of the P2P system was
greater than 64 peers.

We coupled the experiments with an analysis of code covesdgrving that the alteration of the
three dimensional aspects improves code coverage, thusving the confidence on test cases. During

thttp :/fjunit.org/
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the experiments, we focused on volatility testing and dittest these systems on more extreme situa-
tions such as performing massive inserts and retrievesing usry large data. Testing different aspects
(concurrence, data transfer, etc.) would increase siguniiz the confidence on both SUT. However,
these tests were out of the scope of this thesis. They coyp@tbermed through the interface of a single
peer and would not need the framework presented in thissthesi

We also showed that testing a P2P system is not only a mattaradctness. Peers exchange mes-
sages asynchronously and may not answer a complete restdtasquery due to timeout limitations or
even volatility. Therefore, testing any P2P system is alswa#er of time.

The experiments also revealed a bug on both systems, whishindaectly found along testing.
Indeed, the bootstrap peer, i.e., the peer that is used bypeews to join the system, acting like a
Broker[21, 41], were unable to treat a certain number of simultas@equests (more than approximately
30). This bug was particularly annoying when setting ugstémtlarge systems. Hopefully, the developers
were able to correct the bug and release a new version ofdbiivare.

6.5 Future work

The next challenging issue is to propose a solution to setamarios that guarantees the functional
coverage of the P2P functions in combination with the "cagel' of volatility/scalability. Such a mul-
tidimensional coverage notion should be defined propergrasxtension of existing classical coverage
criteria.

We also intend to test these P2P systems on more extreméaisiauch as performing massive
inserts and retrieves or using very large data. Testingmifft aspects (concurrency, data transfer, etc.)
would increase significantly the confidence on these systeéamthermore, these different aspects can be
useful for stress testing.

The purpose of stress testing is to verify how a system bshawder extreme but valid conditions :
high number of simultaneous users, low memaory, etc. In P2Rgs, this also concerns volatility. Thus,
testing a P2P system under extreme situations upon vtlaidunds fruitful as we indirectly found bugs
along bootstrapping large amount of peers.

In another context, P2P systems generate large amountflogg execution. Thus, an interesting
path to pursuit can be log file analysis. As discussed in@e&i4.2, we can benefit from this to build a
powerful oracle complementary to the assertion approaatwiie chose. Furthermore, we can load log
files into databases to take advantage of its capabilitibsiitd complex analysis reports (e.g., anomaly
reports) and manage large amount of data.

In this context, tracing also can be an useful approach [32, Pault scenarios in the trace are
identified that guide the developer to the origin of a systaituife. These scenarios can be used either
along system testing or model-checking in order to visediigfillment or violations of the requirements.

Finally, we also intend testing other DHT implementationstsas Bambooor JDHT?.

Zhttp ://bamboo-dht.org/
3http ://dks.sics.sefjdht/



Appendixes






Framework install

We call our framework as PeerUnit and make it freely avadain internet for downlodd In this
section, we describe some requirements and instructioinstall PeerUnit.

A.1 Requirements

We compile and run Peerunit on different platforms with J3D&1.5 :
e FreeBSD

e MacOSX

e Linux

In addition, it is necessary to use some external packagel,as :

e “Apache Ant” is a Java-based build tool similar to “make” onikJ but it is platform independent.
Peerunit is compiled and its jar package is built throughradiiacript in “Ant”.
http://ant. apache. org/

e “Jsh” is a java shell or a java launcher. That is, a progranh &iprompt that allows you to type
sequence of commands. Our interest on Jsh is to reach the @®idativity tool from a java API.
htt p://downl oads. sourceforge. net/jsch/jsch-0.1.32.jar

e Deployment package. We developed a deployment tool bas&ikhtito allow a distributed exe-
cution of our testing campaign :
http://ww. sci ences. univ-nantes. fr/lina/gdd/
menber s/ sunye/ depl oy. j ar

A.2 Install

You can get peerunit in two ways (unix-like command).
1. - Get the jar package like this :

$ wget -P /your_path http://ww. sciences. univ-nantes.fr/lina/gdd
/ menmber s/ al nei da/ peerunit.jar
$ export CLASSPATH=\ $CLASSPATH: / your _pat h/ peerunit.jar:.

2. - Compile the source code using our ant file (build.xml)e @ht file will create the file peerunit.jar.
$ ant build

The peerunit.jar will be generated in the "dist/" folder.

Ipeerunit project, http ://peerunit.gforge.inria.fr
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Executing test cases

In this section, we describe instructions to execute a &t on PeerUnit.
This test case verifies if some data was put in a freepastry. DHT

put(L,"A")
put(2,"B")

™ [P

@ |oet(2)

—_—

get(1)

/' get(2)

_ " |getil)
get(2)

Figure B.1 — Insert test

B.1 The test case summary

On a system of "n" peers, where a peer inserts "k" values llggeexs able to retrieve all the inserted
values ?

Name : DHT Test.

Objective : Test the insert/retrieve operations.

Parameters : P : the set of peers that form the SUF;,,;; : the initial set of peers, : the set of peers
that join the system during the executioR,,; : the set of peers that leave the system during the
execution ;Data the input data, corresponding to set of pairs (key, value).

Actions : (i) System creation ; (ii) Insertion dData ; (iii) Volatility simulation ; (iv) Data retrieval and
verdict assignment.

The test sequence is as follows. In the first action, a systemeated and joined by all peersitt,;;.
In the second action, a peeE P;,;; insertsn pairs. In the third action, the volatility is simulated : pge
from P, join the system and/or peers froRy,; leave the system. In the fourth action, each remaining
peer p € Pt + P, — P,yt) tries to retrieve all the inserted data, waiting foseconds. When the
data retrieval is finished, the retrieved data is compardtd@reviously inserted data and a verdict is
assigned.

B.2 How to execute it (unix-like)

This example uses the centralized architecture.
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1. - Download and set the CLASSPATH for Peerunit (descrilbetié install appendix A).
2. - Download Freepastry and set the CLASSPATH. It requineset packages to run :

e FreePastry-2.0_02.jar

e Xpp3-1.1.3.4d b2.jar

e xmpull_1 1 3 4c.jar

- Configure the tester.properties that should be in theflgf folder. This folder must be created
in the same folder where you put the peerunit.jar file. Hernigxample of the tester.properties
file.

To execute this test you just have to change the followingenties :

tester.server=<IP where the coordinator will execute>

tester.logfile=<path and the name for the peerunit logfile>

tester.logfolder=<path to store the logdfiles of the peers>

tester.peers=<number of peer that execute the test>

. - Start the peerunit coordinator :

$ java fr.inria.peerunit.rm.coord. Coordinatorlnpl &

. - Starting the bootstrap peer :

$ java freepastry. Bootstrap &

. - Run the test(each peer will run in a single JVM) :

$ java freepastry.test. Sinpl eTest &%

For instance, if you want to execute with 4 peers(set in te@sters property), you can use this
simple script :

#! / bi n/ bash
for ((i=0;i<=3;i+=1));
do

java freepastry.test. Si npl eTest &
done

Obs. Sometimes Freepastry doesn't bootstrap the peerbi@aneitdict is "inconclusive", so you need to
give another try.

B.3 The test case source code

package freepastry . test ;

import static fr. inria . peerunit . test . assertion . Assert. inconclesiv

import java.io.lOException;

import java.net.InetAddress;

import java.net.InetSocketAddress;
import java.net.UnknownHostException;
import java.rmi.RemoteException;
import java. util . ArrayList;

import java. util . List;

import java. util .logging.Logger;



ANNEXE B 105

import rice .environment. Environment;

import rice .p2p.commonapi.ld;

import rice .p2p.past . PastContent;;

import rice .p2p.past . PastContentHandle;
import rice . tutorial . past.MyPastContent;
import util . FreeLocalPort;

import fr. inria . peerunit . TestCaselmpl;
import fr. inria . peerunit . parser . AfterClass ;
import fr. inria . peerunit . parser . BeforeClass;
import fr. inria . peerunit . parser . Test;

import fr. inria . peerunit . test . assertion . Assert;
import fr. inria . peerunit . util . TesterUtil ;
import freepastry .Peer;

import freepastry . test .old. TestinsertLeaveB ;

public class SimpleTestextends TestCaselmpl{
/I logger from jdk
private static Logger log = Logger.getLogger(TestInsertLeaveBass. getName());
private static SimpleTest test;
/I Freepastry peer
Peer peer mew Peer();

/>k>k
« This method starts the test
x/
@BeforeClass(place=1,timeout=100)
public void begin (){
log.info("Starting_the_test_ ");
}

[%x
x This method starts the bootstrap peer
x/
@Test(place=0,timeout=1000, namé&tcl", step = 1)
public void startingNetwork ()}{
try {

log.info ("1 _am," +test.getPeerName());
/I Loads pastry settings
Environment env =new Environment();

/I the port to use locally

FreeLocalPort port=new FreeLocalPort ();
int bindport = port. getPort ();

log.info (" Local Port: " +bindport);

/I build the bootaddress from the command line args

InetAddress bootaddr = InetAddress . getByName(TestedgdtiBootstrap ());
Integer bootport =new Integer ( TesterUtil . getBootstrapPort ());
InetSocketAddress bootaddress;

bootaddress mew InetSocketAddress(bootaddr, bootport . intValue ());

if (! peer.join (bindport, bootaddress, env, log)X{
inconclusive (| _coul dn’ t _becone_a,_boostrapper, _sorry");
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}

/I Setting the bootstrap address
test . put (0, peer. getinetSocketAddress (bootaddr ));
log.info (" Net _created");

while (! peer.isReady ())
Thread. sleep (1000);

} catch (IOException e) {
e. printStackTrace ();

} catch ( InterruptedException e) {
e. printStackTrace ();

} catch (Exception e) {
e. printStackTrace ();

}

}

/>k>k

x This method starts the rest of the peers

*/

@Test(place=1,timeout=1000000, name"t c1", step = 2)
public void joinNet ()}

try {
/I Wait a while due to the bootstrapper performance

Thread. sleep (10000);
if (test .getPeerName()!=0){
/I Loads pastry settings
Environment env =new Environment();

/I the port to use locally

FreeLocalPort port=new FreeLocalPort ();
int bindport = port. getPort ();

log.info (" Local Port: " +bindport);

/I Each peer waits a while to join due to the freepastry boajst
Thread. sleep ( test .getPeerNam#&(00);

/I Getting the bootstrap address
InetSocketAddress bootaddress= (InetSocketAddress)ges(0);
log.info(" Getti ng_cached_boot " +bootaddress.toString());

if (! peer. join (bindport, bootaddress, env, log)){
inconclusive { Coul dn’ t _boostrap, _sorry");

}

log.info (" Runni ng_on_port " +peer.getPort());

log.info (" Ti me_t o_boot strap");

}

} catch (RemoteException €) {
e. printStackTrace ();

} catch ( InterruptedException e) {
e. printStackTrace ();

} catch (UnknownHostException e) {
e. printStackTrace ();
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} catch (IOException e) {
e. printStackTrace ();
} catch (Exception e) {
e. printStackTrace ();
}
}

5%
x Stabilize the network.
x/
@Test(place=1,timeout=1000000, hame"$ c1", step =3)
public void stabilize (){
for (int i =0; i <4; i++){
try {
/I Force the routing table update
peer.pingNodes();
Thread. sleep (16000);
} catch ( InterruptedException e) {
e. printStackTrace ();
}
}
}
[
x Put some data and store in test variables.
*/
@Test(place=0,timeout=1000000, namét 1", step = 4)
public void put (){
for (int i=0; i <2 ; i++){
/I build the past content
final String s ="t est" + peer.env.getRandomSource().nextint ();
final PastContent myContentrew MyPastContent(peer.localFactory . buildld (s), s);
peer. insert (myContent);

}

/I Wait until all the insert ends since it is asynchronous
while ((peer . getFailedContent (). size ()+peer. getinsertaetn (). size ())<2){
log.info ("I nserted_so_far_: _"+peer.getinsertedContent().size());
log.info(" Fail ed_so_far _: " +peer.getFailedContent().size());
try {
Thread. sleep (1000);
} catch ( InterruptedException e) {
e. printStackTrace ();

}
}

List<PastContent> expectedsew ArrayList<PastContent >();

for (PastContent content : peer. getinsertedContent ()) {
log. info (" Expect ed_so_f ar _: " +content.toString());
expecteds .add(content );

}

/I Use a test variable to store the expected data
test .put (1, expecteds);
}
/>k>k
* Get the data and the verdict .
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*/

@Test(place=1,timeout=1000000, name"t c1", step = 5)

public void get (){
/I Lookup
List<PastContent> expectedContent=( List<PastConjg¢ast . get (1);
Id contentKey;

/I Get the keys to lookup for data
for (PastContent key : expectedContent) {
contentKey=key.getld ();
if (contentKey!=ull ){
log.info (" Lookup_Expect ed_" +contentKey.toString());
peer.lookup(contentKey);
}
}

/I Wait a little while for a response
try {
Thread. sleep (16000);
} catch ( InterruptedException e) {
e. printStackTrace ();

}

/I Alist to store the retrieved data
List<String> actuals =new ArrayList<String >();
for (Object actual : peer. getResultSet ()) {
if (actual!l=null ){
if (! actuals . contains (actual . toString ()))X{
log.info("[ Local _verdi ct] _Actual " +actual.toString());
actuals .add(actual . toString ());
}
}
}

/I Generating the expecteds list

List<String> expectedsyew ArrayList<String >();

for (PastContent expected : expectedContent){
expecteds .add(expected. toString ());

}

/I Assigning a verdict
log.info("[ Local _verdict] _Witing_a_Verdict._Found_"+actuals.size()+_of _" +expecteds.size());
Assert. assertCollectionEquals[(Local _verdi ct] _",expecteds, actuals);

}

/>k>k

x This method finishes the test
*

*/
@AfterClass(timeout=100,placed)
public void end() {

log.info (" Peer _bye_bye");
}
}
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Test et Validation des Systemes Pair-a-pair

Eduardo Cunhae ALMEIDA

Résumé

Le pair-a-pair (P2P) offre de bonnes solutions pour de neod®s applications distribuées, comme le partage
de grandes quantités de données et/ou le support de ceaitarodans les réseaux sociaux. |l apparait donc
comme un puissant paradigme pour développer des applisatistribuées évolutives, comme le montre le
nombre croissant de nouveaux projets basés sur cette tegimo

Construire des applications P2P fiables est difficile, dasaloivent étre déployées sur un grand nombre de
noeuds, qui peuvent étre autonomes, refuser de répondratnes demandes, et méme quitter le systéme de
maniéere inattendue. Cette volatilité des noeuds est un cdempent commun dans les systémes P2P et peut
étre interprétée comme une faute lors des tests.

Dans cette thése, nous proposons un cadre et une méthadpltmgi tester et valider des applications P2P.
Ce cadre s’appuie sur le contrdle individuel des noeudsnetant de contréler précisément la volatilité des
noeuds au cours de leur exécution.

Nous proposons également trois différentes approchesmtedt® d'exécution de scénarios de test dans les
systemes distribués. La premiére approche étend le cooatteur centralisé classique pour gérer la volatilité
des pairs. Les deux autres approches permettent d’éviteolainateur central afin de faire passer a I'échelle
I'exécution des cas de tests.

Nous avons validé le cadre et la méthodologie a travers la emnieuvre et I'expérimentation sur des applica-
tions P2P open-source bien connues (FreePastry et Oped)Ches expérimentations ont permis de tester le
comportement des systémes sur différentes conditionsldglité, et de détecter des problémes d’implémen-
tation complexes.

Mots-clés:testing, pair-a-pair

Testing and Validation of Peer-to-peer Systems

Abstract

Peer-to-peer (P2P) offers good solutions for many apjpdicatsuch as large data sharing and collaboration
in social networks. Thus, it appears as a powerful paradiguetrelop scalable distributed applications, as
reflected by the increasing number of emerging projectschasehis technology.

However, building trustworthy P2P applications is diffichiécause they must be deployed on a large humber
of autonomous nodes, which may refuse to answer to somestscaed even leave the system unexpectedly.
This volatility of nodes is a common behavior in P2P systentsaan be interpreted as a fault during tests.

In this thesis, we propose a framework and a methodologyefsting and validating P2P applications. The
framework is based on the individual control of nodes, ailh@xest cases to precisely control the volatility of
nodes during their execution.

We also propose three different architectures to contekttecution of test cases in distributed systems. The
first approach extends the classical centralized test auattat in order to handle the volatility of peers. The
other two approaches avoids the central coordinator inrdodgcale up the test cases.

We validated the framework and the methodology throughémgntation and experimentation on two popular
open-source P2P applications (i.e. FreePastry and OpedChidie experimentation tests the behavior of the
system on different conditions of volatility and shows hbw tests were able to detect complex implementation
problems.

Keywords: testing, peer-to-peer
AcM Classification

Categories and Subject Descriptors :C. [Computer Systems Organizatioh: C.2 COMPUTER-

COMMUNICATION NETWORKS; C.2.4 Distributed Systemg: Distributed applications,Distributed
databases; DJoftware]: D.2 SOFTWARE ENGINEERING; D.2.5Testing and Debugging: Testing tools

(e.g., data generators, coverage testing).

General Terms: Experimentation, Measurement, Performance, Reliabilttyification.
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