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ABSTRACT

A Wireless Sensor Network (WSN) consists in spatially distributed
autonomous and embedded devices that cooperatively monitor
physical or environmental conditions in a less intrusive fashion.
The data collected by each sensor node (such as temperature,
vibrations, sounds, movements etc.) are reported to a sink station
in a hop-by-hop fashion using wireless transmissions. In the last
decade, the challenges raised by WSNs have naturally attracted
the interest of the research community. Especially, significant
improvements to the communication stack of the sensor node
have been proposed in order to tackle the energy, computation
and memory constraints induced by the use of embedded devices.
A number of successful deployments already denotes the growing
interest in this technology.

Recent advances in embedded systems and communication
protocols have stimulated the elaboration of more complex use
cases. They target dense and dynamic networks with the use of
mobile sensors or multiple data collection schemes. For exam-
ple, mobility in WSNs can be employed to extend the network
coverage and connectivity, as well as improve the routing per-
formances. However, these new scenarios raise novel challenges
when designing communication protocols.

The work presented in this thesis focuses on the issues raised
at the Medium Access Control (MAC) layer when confronted
to dynamic WSNs. We have first studied the impact of mobility
and defined two new MAC protocols (Machiavel and X-Machiavel)
which improve the medium access of mobile sensor nodes in
dense networks. Our second contribution is an auto-adaptive
algorithm for preamble sampling protocols. It aims at minimiz-
ing the global energy consumption in networks with antagonist
traffic patterns by obtaining an optimal configuration on each
node. This mechanism is especially energy-efficient during burst
transmissions that could occur in such dynamic networks.



RESUME

Un réseau de capteurs sans fil (Wireless Sensor Network, WSN) con-
siste en une distribution spatiale d’équipements embarqués au-
tonomes, qui cooperent de maniere a surveiller I'environnement
de maniere non-intrusive. Les données collectées par chaque
capteur (tels que la température, des vibrations, des sons, des
mouvements etc.) sont remontées de proche en proche vers un
puits de collecte en utilisant des technologies de communica-
tion sans fil. Voila une décennie que les contraintes inhérentes
a ces réseaux attirent ’attention de la communauté scientifique.
Ainsi, de nombreuses améliorations a différents niveaux de la
pile de communication ont été proposées afin de relever les dé-
tis en termes d’économie d’énergie, de capacité de calcul et de
contrainte mémoire imposés par 1'utilisation d’équipements em-
barqués. Plusieurs déploiements couronnés de succes démontrent
I'intérét grandissant pour cette technologie.

Les récentes avancées en termes d’intégration d’équipements
et de protocoles de communication ont permis d’élaborer de
nouveaux scénarios plus complexes. IIs mettent en scéne des
réseaux denses et dynamiques par 1'utilisation de capteurs mo-
biles ou de différentes méthodes de collection de données. Par
exemple, I'intérét de la mobilité dans les WSNs est multiple dans
la mesure ou les capteurs mobiles peuvent notamment permet-
tre d’étendre la couverture d’un réseau, d’améliorer ses per-
formances de routage ou sa connexité globale. Toutefois, ces
scénarios apportent de nouveaux défis dans la conception de
protocoles de communication.

Ces travaux de these s’intéressent donc a la problématique de
la dynamique des WSNs, et plus particulierement a ce que cela
implique au niveau du controle de 'acces au médium (Medium
Access Control, MAC). Nous avons tout d’abord étudié 'impact de
la mobilité et défini deux nouvelles méthodes d’accés au médium
(Machiavel et X-Machiavel) qui permettent d’améliorer les condi-
tions d’acces au canal pour les capteurs mobiles dans les réseaux
denses. Notre deuxieme contribution est un algorithme d’auto-
adaptation destiné aux protocoles par échantillonnage. Il vise a
minimiser la consommation énergétique globale dans les réseaux
caractérisés par des modéles de trafic antagonistes, en obtenant
une configuration optimale sur chaque capteur. Ce mécanisme est
particulierement efficace en énergie pendant les transmissions par
rafales qui peuvent survenir dans de tels réseaux dynamiques.
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GENERAL INTRODUCTION

The purpose of the work presented in this dissertation is to
optimize the Medium Access Control (MAC) in dynamic Wireless
Sensor Networks (WSNs). We have particularly focused on improv-
ing the integration of mobile sensors in large-scale, unattended
networks, as well as enhancing the overall performances of net-
works in which burst transmissions occur. The contributions of
this thesis are the definition of two new MAC protocols for mo-
bile sensor nodes and one algorithm to make these protocols
auto-adaptive to the traffic load.

WIRELESS SENSOR NETWORKS

A WSN consists in spatially distributed autonomous and embed-
ded devices that cooperatively monitor physical or environmental
conditions. The data collected by each node (such as tempera-
ture, vibrations, sounds, movements etc.) are reported to a sink
station in a hop-by-hop fashion using wireless transmissions.
Such data can then be processed and analyzed for a better un-
derstanding of the monitored environment. The need to perform
these operations in a least intrusive fashion has motivated the
development of small and low-power wireless devices. We will
further detail hereinafter the main characteristics and constraints
of such embedded systems. A number of successful deployments
already denotes the growing interest in this technology. We will
also overview the main applications of WSNs nowadays, and what
possible shortcomings would prevent the envisioned use cases to
be deployed.

Main characteristics

Thanks to the miniaturization of electronic devices and advances
in wireless telecommunication, it became possible to build small
communicating embedded devices at low costs. Coupled with
physical sensors (such as temperature, sound, motion or pressure
sensors), they can retrieve and report information from the sur-
rounding environment. These small devices, later referred to as
sensor nodes (Figure 1), dispose of limited hardware and resources
as detailed in Table 1.

The main hardware components of a sensor node are the
MicroController Unit (MCU), one or multiple physical sensors, a
wireless transmitter and a battery. The MCU is a low-power plat-
form which provides low processing and storage capabilities com-
pared to nowadays computers, Personal Digital Assistants (PDAs)
or even cellphones. The sensor measures a physical quantity and
translates it into a digital signal. Such data may be processed by
the MCU before being sent using the low-power wireless transmit-
ter, which can communicate up to a distance of tens or hundreds
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Figure 1: An example of wireless sensor node: the WSN430 [87]

of meters (according to the transmission power and frequency
range used). In order to obtain a complete autonomous and wire-
less system, a sensor node is powered by a battery. Nowadays,
sensor nodes are usually built from the example hardware de-
tailed in Table 1. For instance, the TelosB mote [24] embeds the
TI MSP430 MCU with a Chipcon CC2420 wireless transmitter and
can be powered with two AA cells. The WSN430 sensor node [87]
depicted in Figure 1 is also built from a TI MSP430 MCU, a Chip-
con CC1100 wireless transmitter and is equipped with a PoLiFlex
battery. On the software side, multiple embedded operating sys-
tems have been specifically designed for sensor nodes. Among
others, TinyOS and Contiki provide the drivers and Application
Programming Interfaces (APIs) to build applications on most of
the existing sensor platforms.

Component Example ‘ Characteristics ‘
16-bit RISC CPU (8 - 25 Mhz)
TI MSP430 [96] 128 B to 16 KB RaAM
MCU 0.5 KB to 256 KB Flash
Atmel 8-bit RISC CPU (16 Mhz)
ATmega 128 [10] 4 KB rRAM, 128 KB Flash
Physical | Sensirion SHT11 [86] Humidity and temperature
sensor | Hamamatsu S1087 [40] Visible light
Chipcon 315/433/868/915 MHz
Wireless CC1100 [94] up to 250 Kbps
transmitter Chipcon 2400 - 2483.5 MHz
CC2420 [95] up to 250 Kbps
AA Alkaline cell 1700 - 3000 mAh, 1.5 V
Battery AA NiMH cell 1300 - 2900 mAh, 1.2V
VARTA PoLiFlex [104] | 830 mAh, 3.7V, 2.2 mm slim
Operating TinyOS [25] Component-based architecture
system Contiki [28] Small footprint

Table 1: Main components of a sensor node.



GENERAL INTRODUCTION

O Sensor node
. Sink station

Wireless Sensor Network —» Data transmission

Figure 2: Overview of a Wireless Sensor Network. Data collected by a
sensor node is reported toward a sink station in a hop-by-hop
fashion.

The small size and weight, the low cost of the hardware and
the ease of deployment of such platforms enable the sensing of
the environment in a least intrusive fashion. By spatially distribut-
ing tens or hundreds of such autonomous devices, a Wireless
Sensor Network (WSN) can be built in order to cooperatively
monitor physical or environmental conditions at different loca-
tions. The low-power wireless transmitter usually mandates the
collected data to be sent over multiple hops toward one or several
collecting entities called a sink (Figure 2). Also, packet delivery
performances are improved at low-power transmissions [116]
which stimulates the use of multiple short hops rather than a
single one over a long range link. The sink interconnects the WSN
with a standard network (e.g. a private network, or the Internet)
from which the WSN can be remotely accessed and monitored.
The way the information is collected in the WSN depends on the
application scenario, as we will detail below.

Application overview through existing deployments

The pervasive and ubiquitous aspects of WSNs have brought
them in the front scene in the last decade. Indeed, sensing and
reporting information in a transparent manner is one of their
main advantages. This has naturally led to a number of WSNs
deployed for environmental, habitat or structural monitoring
purposes, as well as for surveillance systems or home automation.
An overview of the characteristics of these deployments can give
us an idea of the variety of applications offered by the WSNs.
The nature of the data traffic reveals two major and distinct cat-
egories of applications. They are summarized in Table 2. The first
one gathers deployments that aim at continuously monitoring a
phenomenon: habitat [67,93,115] and environment [14,41,58,99]
monitoring belong to this category. These deployments intend to

5
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’ Cat. ‘ Use case Data collection scheme ‘ Specific constraints
Habitat Time-driven Non-intrusive, hardly
1 monitoring accessible, energy
Environment Time-driven Sturdiness,
monitoring energy
Structural health Event-driven/ High frequency
2 monitoring Query-driven sampling, energy
Surveillance Event-driven/ Security,
system Query-driven energy
1+2 Home Event-driven/ Security,
automation Time-driven Heterogeneity

Table 2: Main use cases of WSNs nowadays and their constraints.

better understand a situation by periodically collecting samples
over a long time interval: the sensor nodes report their mea-
sured values toward a sink in a time-driven fashion. In order to
achieve low-power operations, this data collection scheme usually
mandates the nodes to operate with a small sampling rate and
low data rates. The collected data is processed once a significant
amount of information has been gathered, and its analysis often
helps scientists to approach the phenomenon from a new point
of view. For example, an analysis of the reported data in the Sen-
sorScope glacier monitoring system [14] enabled the modeling of
a particular micro-climate, thus allowing flood monitoring and
prediction.

The second category covers deployments that measure a re-
sponse to stimuli. This includes for example structural health
monitoring [19,49] as well as surveillance or intrusion detection
systems [42,62]. The main purpose is to collect as much infor-
mation as possible only upon specific events. A query-driven or
event-driven data collection scheme is more suitable for this cate-
gory of applications than a time-driven one. In the query-driven
mode, the sink initiates the data collection by explicitly sending
a request to one or more sensor nodes. In the event-driven mode,
the sensor nodes report their measured values toward the sink
when they reach a certain threshold. Sometimes both schemes
are combined [106], where the sink starts collecting data upon re-
ception of various messages triggered by an interesting event on
the sensor nodes. These use cases usually require high data rates,
high fidelity sampling (through a reliable end-to-end protocol),
precise time-stamping and hence efficient time synchronization.
The collected data may either be processed upon reception (e.g.
in a surveillance system) or stored for a later analysis. As an ex-
ample, monitoring the vibrations due to the adjacent road traffic
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of the Torre Aquila monument [19] helped scientists to reproduce
the structural behavior of the building.

Both categories are sometimes combined in order to monitor
long term and sporadic events at the same time. For example,
home automation systems such as described in [38] can be de-
ployed to continuously trace the indoor temperature of a building
as well as fire an alarm only when smoke is detected.

As a side note, we can emphasize that use cases and character-
istics of Wireless Sensor Networks distinguish them from both
ad hoc networks and Delay-Tolerant Networks (DTNs).

Common characteristics in existing WSNs

A thorough analysis of the WSNs deployed so far exhibits several
characteristics common to both categories previously described.
They are summarized in Table 3.

In terms of size, only relatively small-scale networks have been
deployed, of the order of tens of sensors usually divided to
smaller patches. The topology is always carefully chosen and
the radio power tuned to guarantee the desired connectivity
from startup. The nature of the data traffic is convergecast, the
information being conveyed from 7 sensor nodes to one or a
few sinks. Most of the deployments are single-hop, sometimes a
few hops are considered but hardly up to 6 hops. Although one
exception has achieved 46 hops [49], it used a linear topology
which significantly eased the routing and link management.

The length of deployments is usually less than a year, with most
of WSNs being deployed from just a few days to a few weeks. This
makes the energy management easier on the sensor nodes. Even

Characteristics ‘ Today’s deployments ‘ Impact on the design
Size of Relatively small Small collision
the network (tens of nodes) domain
Nature of Convergecast Simplified
the traffic (n-to-1) routing scheme
Topology Single to Simplified link
few hops management

Sensors Carefully studied | Simplified neighborhood

placement management
Length of Less than a year Energy management
deployment is a secondary concern
Mobility Limited to a few Simplified
number of nodes scheduling scheme

Table 3: Common characteristics of WSN deployments nowadays.
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though energy-efficiency has been a concern in deployments,
cells in addition to solar panels are usually enough to sustain the
energy demand during the experiment [14].

The interest in deployments of mobile WSNs has recently in-
creased [6,34,98,115], and mobility is foreseen as a likely solution
to expand the network coverage by reaching areas that need to be
monitored [114], improve the routing performances or the overall
connectivity by replacing failed routing nodes [26]. Sensor nodes
may also move from their locations because of the environment
in which they evolve (such as water or air). Of course, mobile sen-
sors bring new challenges (e.g. in terms of scheduling or routing)
but their induced constraints remained accessible so far. In [6], a
total of 5 mobile sensors has been employed. Data was reported
using periodic flooding to a sink located hardly ever more than
2 hops away. Even though the experiment presented in [98] had
hundreds of mobile devices, they were actually grouped into four
patches in which single-hop communications occurred only few
times a day. In every mobile scenario, the small number of nodes
or the low frequency of communications only increased slightly
the complexity of the deployments.

As the current deployment characteristics result from basic
constraints, scientists could design protocols with simple fea-
tures while still matching the target application. For instance, the
people in charge of the SensorScope deployment [14] equipped
their sensing stations with solar cells. The evaluation of the daily
energy contribution allowed them to design a MAC layer with-
out necessarily focusing on complex energy-saving mechanisms.
Specifically, they came up with a high radio utilization scheme
(all sensor nodes being simultaneously active during 12 seconds
every 2 minutes) that still ensured a successful long term experi-
ment. In [67], the static and linear aspect of the network topology
has led the authors to opt for a novel time-division scheme to
control the medium access. In fact, this method performed well
provided that the network topology does not change.

Hence, we could record a significant number of existing deploy-
ments relying on protocols built from scratch (e.g. in [14,42,67,
115]). The constraints induced by the application and the chosen
hardware indeed governed a specific design of the MAC layer. As
already mentioned, it resulted in successful deployments but it
also contributed to making the reuse of these solutions difficult.
In turn, these potential difficulties led to more and more MAC
layers built from scratch. This vicious circle raises two major
drawbacks. First, it undoubtedly imposes WSN deployments to
be performed by networking experts with strong programming
skills in embedded systems. Second, the implemented solutions
may become barely usable once confronted to slightly different
deployment constraints.
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Envisioned applications and shortcomings

With time, these deployment constraints will obviously raise
new challenges when designing a suitable communication stack
for the sensor nodes. Each of the characteristics presented in
Table 3 will be applied on a broader scale: increase in the number
of nodes, multi-hop topology, longer deployment, etc. Foreseen
scenarios on the use of WSNs for natural disasters expect to deploy
the sensors from airplanes, resulting in a random topology at
large scale in harsh environments [31]. In such case, the difficulty
to physically access the devices (e.g. to replace the battery) is
balanced with redundancy, hence a higher density of nodes.
Due to re-deployment or death of some sensors, as well as the
instability of the wireless links, the topology of the network and
the way it transports the information would evolve during the
lifetime of the deployment. In parallel, further miniaturizations of
sensor nodes will make Body Area Networks (BANs) a reality [13].
By measuring the blood pressure or the heart rate, patients will
be remotely monitored while on the move, in a least intrusive
fashion. Mobility has a leading role in such medical applications,
as depicted in [89].

In light of this, most of the protocols employed in today’s
deployments would certainly face scalability issues if the same
experiment was to be performed at a larger scale. First, they have
not been designed to operate in large and dense networks. Due
to the convergecast traffic pattern, nodes located around the sink
would need to handle much more traffic than the others. The
static aspect of nowadays deployments makes them also very un-
likely to behave efficiently in uncharted environments or where
mobility would have a major role. As the collected data is not
analyzed in real-time, short delays have not been considered yet.
This may not be acceptable for responsive applications, such as
target detection and tracking, that have rarely been deployed so
far. The rather short length of deployments or the use of solar
panels does not give a great importance to power management.
This has certainly kept engineers from optimizing the communi-
cation stack in terms of energy consumption. For example, the
10% radio usage of the SensorScope system could be considered
as excessive in WSNs [30]. Instead, sensor nodes are expected to
operated unattended for long periods of time.

The scientists community is already acquainted with these
aspects: research on algorithms and communication protocols
in WSNs has yielded a tremendous effort in the last decade.
Communication protocols (at the transport, routing and MAC
layers) have been the field of numerous improvements [112],
especially to benefit from several services such as localization,
coverage, synchronization or security. The common point of these
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researches is the systematic attempt to design energy-efficient
solutions [7]. Although substantial efforts have already been
achieved on the hardware components of a sensor node (such as
gains in the battery capacity and recharge systems [20], and low-
power micro-controllers [10,96]), the communication device re-
mains the most consuming component of the node. For example,
the TI MSP430 micro-controller consumes 0.2 mA in active mode
(at 1 MHz, 2.2 V [96]) whereas the CC1100 wireless transmitter
drains 16.9 mA in transmit mode (at o dBm, 868/915 MHz [94])
and 16.4 mA in receive mode (at 250 kbps). A radio constantly
transmitting or receiving would empty one AA cell (2500 mAh)
in about 6 days. This is the reason why the MAC layer has been
the primary source of optimizations. Indeed, the MAC can control
the radio utilization by periodically turning it off (to save energy)
and on (to participate in network communications), hence taking
part in more energy conservation.

Still, this dynamic side of future deployments would require
such MAC protocols to perform well in various situations. Mobil-
ity has been considered for a while as one of the future issues
that need to be addressed at the MAC layer [4]. Changes in the net-
work topology as previously described, or in the data collection
scheme while the network is operating would imply time-varying
or spatially non-uniform traffic loads. This excludes any prior
installation of a monolithic MAC layer on the nodes. Instead, the
way to access the medium should be adjusted according to the
constraints of the moment.

THESIS ORGANIZATION

The work presented in this thesis focuses on the medium access
in dynamic WSNs. As already discussed, the dynamics of a WSN
can be attributable to a change in its topology, being physical
(sensor nodes appearing or disappearing in the network due to
their death, re-deployment or movements), or overlaid (variation
of the neighborhood due to the instability of the wireless links).
Such network dynamics can also occur from a change in the way
the information is collected in the network (for example sensor
nodes switching from an event-driven scheme to a time-driven
one upon an event).

Do the existing proposals address these scenarios efficiently?
Are they suitable when large number of nodes operate in the
network? This thesis aims at answering these questions as well
as tackling the issues of two specific aspects of dynamic WSNs at
the MAC layer: the use of mobile sensor nodes and the change of
the data collection scheme operated in the network.
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Research context

The algorithms developed to access the medium in WSNs differ
from the ones usually employed in traditional wireless or ad hoc
networks. They focus on minimizing the radio usage while avoid-
ing deafness and maintaining the layer-2 connectivity among the
sensor nodes. Chapter 1 will present the main causes of energy
depletion at the MAC layer and the major contributions toward
energy-efficiency. Among them, we will especially focus in Chap-
ter 2 on the ones that concentrate on mobile scenarios and that
propose versatile features in order to adapt to the traffic condi-
tions. We will particularly analyze their limits when confronted
to the challenges existing in forthcoming deployments.

Accessing the medium in highly mobile WSNs

Mobile sensor nodes can experience several issues when accessing
the medium, such as the difficult integration in the neighborhood
schedule. So far, MAC protocols designed for mobile sensors did
not focus on dense topologies nor scenarios where the mobile
sensor nodes numerically exceed the fixed ones. Chapter 3 will
exhibit the issues that can arise when a mobile sensor node roams
across the network. Our first contribution, Machiavel, is presented
in Chapter 4 and aims at solving these issues. The X-Machiavel
protocol, detailed in Chapter 5, enhances this work by considering
a high ratio of mobile sensor nodes traveling in the network.

From versatility to auto-adaptation

Versatile protocols allow the pre-configuration of the MAC layer
prior to the deployment. However, adjustments while the network
is operating can be hazardous as a reconfigured sensor node may
not be able to communicate with its neighbors anymore. Such op-
erations may however be necessary to ensure efficient operations
in networks where the data collection scheme evolves with time,
provoking burst transmissions. In Chapter 6, we will evaluate
the performances of two well-reputed MAC protocols in such
circumstances. From this analysis, we will present in Chapter 7
our second contribution, an algorithm which aims at making
these protocols auto-adaptive.

In the conclusion, we will outline the main contributions of
this thesis and present the possible perspectives of this work.
In the Appendix A, we will summarize other works conducted
in the Internet Protocol version 6 (IPv6) world. Appendix B is a
summary of this thesis in French.
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This Chapter introduces the functions assumed by the Medium
Access Control (MAC) layer, the main design issues when operated
on a sensor node, and the major schemes that were proposed so
far to leverage these issues. A tremendous amount of work has
been conducted in the last decade in this area (a recent survey [12]
registers more than 70 MAC protocols especially designed for
WSNs). We will therefore concentrate on seminal contributions
that target energy-efficiency.

Most of the protocols detailed in the literature are built on
these pioneering schemes and propose enhancements intended
for specific scenarios. The ones that focus on network dynamics
will be detailed in Chapter 2.

1.1 DEFINITION

The MAC is a sub-layer in the data link layer (layer 2) of the Open
System Interconnection (OSI) model. Located below the Logical
Link Control (LLC) sub-layer (which provides multiplexing and
flow control mechanisms), the MAC is in charge of coordinating
the access to the medium shared by several nodes. Especially, it
dictates when a node can transmit or must listen to the chan-
nel in a way that fairness, reliability, scalability, low latency and
fair throughput are guaranteed. This is all the more challeng-
ing in wireless environments as the medium is half-duplex and
broadcast by nature: nodes cannot transmit and receive at the
same time, and all the nodes located in the radio neighborhood
of the transmitter overhear the data [107]. Coordination is thus
important to avoid collisions (simultaneous transmissions on the
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medium, which result in a jammed signal) or deafness (When
the recipients are not ready to receive, e.g. if their radio is in
transmission or sleeping mode). For that purpose, accessing the
medium in wireless networks can be achieved using circuit or
packet mode, as detailed below.

1.1.1  Circuit mode MAC

In circuit mode, a dedicated channel is established between nodes
before the communication starts. Each dedicated circuit cannot be
used by other nodes until it has been released. This mode offers
a constant bandwidth, but the number of nodes simultaneously
sharing the channel is limited. Among the circuit mode MAC, the
following methods have emerged (Figure 3):

* Time Division Multiple Access (TDMA) divides the signal into
different time slots that are distributed to each pair of nodes;

* Frequency Division Multiple Access (FDMA) allocates peers
with different carrier frequencies of the radio spectrum;

* Code Division Multiple Access (CDMA) defines different code
sequences that are assigned to each pair of nodes. Multiple
transmitters can be multiplexed over the same channel.

All of these circuit mode MAC prevent collisions from occurring.
However, CDMA-based schemes require additional circuitry and
computations, as well as a large bandwidth to accommodate mul-
tiple simultaneous transmitters (the modulated and multiplexed
signal has a much higher bandwidth that the communicated
data). These constraints prevent them from being used in low-
cost embedded systems. Sometimes used in combination, TDMA
and FDMA schemes are dependent on the topology of the net-
work, and respectively require time slot and frequency allocation
algorithms, which is complex to achieve in large, multi-hop net-
works. TDMA schemes also require time synchronization methods
to guarantee a common schedule among the nodes.

Frequency Frequency Frequency

Code Code Code

Node 3
-|loa|®
3|88 Node 2
2|22
Node 1
Time Time Time
TDMA FDMA CDMA

Figure 3: Overview of the TDMA, FDMA and CDMA schemes.
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1.1.2  Packet mode MAC

In packet mode, each packet is individually addressed. No ded-
icated circuit or channel needs to be established. Hence, the
number of nodes that can communicate over the same channel
is not limited in theory. The access to the medium is contention-
based, meaning that the nodes have to compete to transmit their
data. Packet mode MAC protocols thus provide only best effort
services, i.e. variable bandwidth and delay.

In succession ALOHA [1], packet mode schemes are nowadays
based on Carrier Sense Multiple Access (CSMA), where nodes ver-
ify the absence of other traffic on the medium by performing a
channel sampling after waiting a random time (the backoff) and
before transmitting. However, the fact that no dedicated channel
is established cannot prevent frame collisions from occurring,
especially in wireless environments, as depicted in Figure 4. Var-
ious CSMA schemes have thus emerged to deal with collisions.
We can particularly mention the Collision Avoidance (CA) variant
which is employed in the IEEE 802.11 Distributed Coordination
Function (DCF) standard [46] for traditional wireless networks.
With CSMA/CA, a node informs all others of its intent to trans-
mit by using a Request To Send (RTS) message. The reception
of a Clear To Send (CTS) from its peer implies that the channel
has been reserved during the time of the communication, which
triggers the transmission of the data frame. This scheme is par-
ticularly efficient to inhibit the hidden node problem that exists in
wireless networks [81], but does not completely eliminate frame
collisions.

Node1 | Txdata | D:DIIRT;(S NNl Tx data I N
I :

;or:l(i:ii:; | ' Time
N NS
I ! . o | Time
Node 3 Djjllmt—l E E N Transmissions deferred :
CSMA . CSMA/CA with RTS/CTS Time

I. Channel sampling [T 1] Backoff Reception I

Figure 4: Overview of the CSMA scheme. Node 3 is not within the radio
range of node 1, and thus does not hear its transmissions:
collisions may happen at node 2. The use of RTS/CTS messages
can mitigate this issue.

Research on MAC protocols for WSNs has particularly focused
on solving the above-mentioned issues of packet and circuit mode
MAC while keeping in mind energy efficiency. Before reviewing
the main contributions in this area, we propose to detail the main
causes of energy depletion in wireless communications.

17
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1.2 MAJOR CAUSES FOR ENERGY DEPLETION

Idle listening, control packet overhead, overhearing and collisions
have been identified as the main sources of energy wastage in
WSNs [112]:

e Idle listening occurs when a node keeps listening to the
medium while waiting for a frame (@ in Figure 5). As nodes
are not supposed to know when they will receive a message,
their radio must be kept in receiving mode to avoid missing
frames. As already mentioned, reception drains a lot of
energy (16.4 mA for a CC1100 radio at 868/915 MHz [94])
even when no data is transiting, hence making idle listening
the most significant source of energy wastage. This is all the
more true under low traffic conditions where the channel
is idle most of the time. Instead, the MAC should switch
the radio off as much as possible while avoiding deafness,
as performed for example by IEEE 802.11 Power Saving
Mode (PsM) [46]. PsM is however not designed for multi-
hop networks;

* Control packets are protocol overheads as they do not carry
any useful information for the application layer but still
consume energy for their transmission and reception (2
in Figure 5). For example, the RTS/CTS messages used in
IEEE 802.11 DCF are considered as high overheads in WSNs
because their size is similar to the one of typical sensor data
packets;

* Qverhearing happens when a node receives a redundant
broadcast packet, or a unicast packet that was destined to
another neighbor ((3) in Figure 5). The wireless medium
being broadcast by nature, all the nodes located in the radio

@ Control
packets
—

Tx Tx
Node S1 [T cts ack | |
Time
Node S2 _ _ (D _Idle listening . R-I'-IZ(S " Tx data for S1
Time
Node S3 " -
@ Overhearing Time
B Channel sampling [T 11 Backoff Reception |

Figure 5: Idle listening, control packets and overhearing are some of
the causes for energy depletion in WSNs.



1.3 MAIN CONTRIBUTIONS TOWARD ENERGY-EFFICIENCY

range of the transmitter receives the frame, which will be
discarded only after examination of its header. Because
such reception uselessly drains energy, overhearing can
particularly be a problem in dense deployments;

* Collisions occur when a node is within the transmission
range of two or more nodes that are simultaneously emit-
ting, as depicted previously in Figure 4. It may happen
in the hidden node configuration for example [81]. In that
case, the receiver cannot capture any frame. The energy
consumed during the transmission and reception of these
frames is wasted, and additional energy is required for the
retransmission. As a result, the additional traffic reduces the
channel availability which could cause even more collisions.
As performances can seriously be degraded, CsSMA-based
MAC protocols should try to reduce them.

In light of this, it becomes obvious that accessing the medium
in WSNs requires specific protocols that would mitigate the above-
mentioned sources of energy dissipation.

1.3 MAIN CONTRIBUTIONS TOWARD ENERGY-EFFICIENCY

Among the set of functionalities provided by a MAC layer, schedul-
ing has been the field of several enhancements in order to achieve
drastic energy savings. The main idea is to put the radio in the
sleep mode as often as possible while avoiding deafness and
ensuring the link connectivity among the sensor nodes. Protocols
aim at obtaining the smallest duty cycle (the duration of the radio
active period, expressed in percentage) as possible, which gives
an idea of the energy-efficiency of the protocol through the radio
utilization. In order to meet this requirement, two main schemes
initially came up: the synchronized protocols and the preamble
sampling protocols. More recently, hybrid protocols have also
emerged to combine the benefits of both schemes [12].

1.3.1  Synchronized protocols

Synchronized protocols organize the nodes around a common
schedule and hence rely on time synchronization. The level of
synchronization however differs according to the protocol: the
slotted schemes require a tight synchronization while the schemes
relying on a common active/sleep period are less restrictive on
that matter. We detail both of them below.
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Slotted schemes

Slotted schemes are based on the TDMA principles. Time is di-
vided into slots distributed among the nodes, which agree with
one another to use such slots to send or receive data, or to power
off the radio. This scheme guarantees a collision-free slot to the
sensor nodes. It is therefore particularly suitable to handle peri-
odic traffic.

Slot allocated Slot allocated
for S$1-S2 for S2-Sink Slots allocated

trar ission transmission to switch off the radio
| > | | < T > | |
. I | I | I I
ensor
node S1 : Ttxodsa;a : Radio off : Tt):) dsa;a : mee .
I l I I I I l I
Sensor I ' Tx data ! ! I
node s2 | | to Sink | Radio off | | ===
k 4 : T : $ P Time
I I l I I I I
| | | ) | |
Sink ! Radio off [ I Radio off Il Radio off |! ===
< > < ---

Communication window

Reception

Figure 6: An example of slotted protocol with 3 sensor nodes sharing a
communication window composed of 4 time slots.

A simple example is depicted in Figure 6. It displays a TDMA
scheme which divides the communication window into 4 time
slots. These slots are distributed among 3 sensor nodes (S1, Sz
and a sink station) that are placed in a linear topology where
S1 is the origin of the data. In this example, one slot has been
assigned for the communication from S1 to Sz, another one for
the transmission from S2 to the sink, and the 2 other slots are
dedicated to switch off the radio of all the sensor nodes. In
addition, when a node is not involved in a time slot, it can also
put its radio into sleep mode. In the example depicted in Figure 6,
we can point that S1 and the sink have a 25% duty cycle (1 active
slot over the 4 slots of the communication window), and S2 has
a 50% duty cycle (2 active slots in the communication window).
This communication window is duplicated over time as long as
the network operates.

From this example, we can perceive that the network topology,
the desired bandwidth and the intended duty cycle have a strong
influence on how the communication window will be organized.
The number of slots increases with the number of sensor nodes
that wish to participate in the communication. Targeting a low
duty cycle also implies the allocation of dedicated slots to switch
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Figure 7: Sink-oriented, clustered or distributed schedule assignment.

off the radio. This mandates a longer communication window,
hence longer delays and a lower available bandwidth. Spatial re-
use of the time slots and frequencies (when used in combination
with FDMA schemes) are thus often considered to avoid a too
large communication window.

In terms of energy savings, slotted protocols reduce overhear-
ing and idle listening: a sensor node switches off its radio when
it is neither a transmitter nor a receiver in a time slot, and wakes
it up only during its dedicated time slot. The collision-free sched-
ule also mitigates retransmissions. However, the establishment
and maintenance of such schedule requires control messages
among the sensor nodes, which represent a non-negligible pro-
tocol overhead. Algorithms in the literature focus on how time
slots (and sometimes frequencies) can be distributed among the
sensor nodes in the network and maintained over time at a least
possible cost.

For that purpose, multiple approaches have been suggested as
depicted in Figure 7:

* Sink-oriented solutions centralize the schedule computation
and distribution at the sink. Arisha [9] periodically com-
putes a schedule based on traffic and battery-level infor-
mation from the sensor nodes. Two slots assignment algo-
rithms are detailed: breadth-first search and depth-first search.
Breadth-first search provides contiguous time slots to the
sensor nodes that share the same parent. This avoids parent
nodes to repeatedly switch their radio between reception
and transmission modes (which can be energy-consuming)
but increases end-to-end delays. Depth-first search assigns
adjacent time slots to the nodes located on the path toward
the sink station. This reduces delays at the cost of more
frequent radio switching at the forwarding nodes. Arisha
does not propose any spatial re-use of the time slots (each
link uses a unique slot network-wide), which makes this
protocol hardly scalable to large WSNs.

To alleviate this issue, the Time Synchronized Mesh Protocol
(TSmP) [76] proposes to combine TDMA with FDMA. Simulta-
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neous transmissions are thus possible at different frequen-
cies within the same time slot. Frequency hopping is also
considered within a same link according to the time of trans-
mission. This makes TSMP more robust to interferences (e.g.
in noisy environments), which mitigates retransmissions.
The sink is in charge of computing the time/frequency slots
for each given link.

Clustered solutions organize the sensor nodes into clusters,
the cluster head being responsible for the schedule compu-
tation and distribution. The cluster head is usually located
at one-hop from the other sensor nodes in the same cluster,
which avoids the collection of information over multiple
hops such as in sink-oriented solutions. Nodes that would
like to request a transmission slot send a notification to
their cluster head during a first part of the communication
window. The schedule is then computed by the cluster head
and disseminated to the nodes. Slot assignments are more
flexible with this approach: when a node does not have any
data to transmit, its slot can be assigned to another node
or used to switch off the radio at both ends of the link. In
order to better spread the energy dissipation among the
nodes, some protocols such as Bit-Map Assisted (BMA) [63]
and Power-Aware Cluster TDMA (PACT) [74] propose to peri-
odically alternate the cluster head among the sensor nodes.

With the Practical Multi-channel MAC [60], cluster heads
can take the initiative to change the channel employed in
the cluster when too much contention or interferences are
experienced between the sensor nodes.

Distributed solutions avoid the overhead of centralizing the
topology information as well as the schedule dissemina-
tion at the sink or at the cluster head. With Traffic-adaptive
MAC (TRAMA) [80], sensor nodes learn about their two-hop
neighborhood during a random access period. Each trans-
mitter can compute the slot it owns using a hash function
(with its identifier and current time as parameters). This
algorithm ensures a unique transmitter within each two-
hop neighborhood, which eliminates the hidden terminal
problem. Once a node has computed its schedule, it is an-
nounced during the random access period in a schedule
packet. It contains a bitmap of the receivers, which can then
decide when to sleep or wake-up. TRAMA is however af-
fected by a high duty cycle (12.5% without considering the
transmissions and receptions). The FLow-Aware Medium
Access (FLAMA) [79] protocol tries to solve this problem
by avoiding the periodic information exchange between
two-hop neighbors, which is transmitted upon request only.
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FDMA has also been considered in distributed schemes. The
Self-Organizing MAC for Sensor Networks (SMACS) [9o] pro-
poses a simple link discovery and schedule establishment
algorithm. During the periodic neighbor discovery phase,
a random frequency band is assigned to each new link
established with a neighbor. Each link thus operates on a
different frequency to avoid collisions with adjacent links.
The endpoints of a link establish the transmission and re-
ception slots within the communication window. SMACS
however assumes that the underlying radio has enough
available frequency bands in a way that a random selection
has little chance to create links with overlapping frequen-
cies. This weakness is tackled by the Multi-Frequency MAC
for WSNs (MMSN) [118] which uniformly assigns frequencies
among sensor nodes located in the same one-hop neighbor-
hood.

Although the above-mentioned protocols try to make the sched-
ule establishment phase energy-efficient, the short size of the time
slots require network-wide and precise time synchronization [92]
among the sensor nodes. As an attempt to reduce such over-
head, a new category of synchronized protocols has emerged, as
described below.

Common active/sleep period schemes

Sensor nodes employing a common active/sleep period wake up
in a synchronized manner to send or receive data, as depicted
in Figure 8.a. Sensor nodes continuously alternate sleep and
active periods. During the sleep period, nodes switch their radio
off, and hence save energy. Synchronization as well as frame
transmissions and receptions are performed during the active
period by using a contention-based scheme.

Active Sleep
, period | period
Sensor | Radio A .
Radio off Radio off
a. Active/sleep | node S1 off | | adee | N e | P Time
schedule Data Tx/R
ata X
Sensor | I;!adio | " .
node S2 off | Radio off | Radio off | > Time
- - N
- N
- N
- ~
- -~ - N > -
Radio . Radio
b. The active off | |SYNC | . | RTS/CTS/DATA/ACK | | off .
period with < » @ » » Time
S-MAC SYNC period Data period
Active period

Figure 8: An example of protocol with a common active/sleep schedule:

the s-MAC protocol.
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In this category of protocols, S-MAC [110] is a seminal work.
As detailed in Figure 8.b, the active period is divided into two
consecutive phases: the Synchronization (SYNC) period followed
by the data period. Although the long active period is larger than
clock drifts, sensor nodes still need to periodically update their
neighbors with their sleep schedule in order to prevent long-term
drifts. This synchronization is performed during the SYNC period.
When a sensor node boots up for the first time, it listens to the
medium for a duration of at least one sleep period plus one active
period. If it receives a SYNC message (which includes the address
of the sender and the relative time until its next sleep period),
it adopts the same schedule and disseminates it in the network
by also broadcasting SYNC messages. If the sensor node does
not receive any SYNC message, it broadcasts its own schedule in
the network. Sensor nodes that are synchronized on the same
schedule form a virtual cluster. Some nodes may follow multiple
schedules at the same time if they have received different SYNC
messages. These border nodes between clusters should keep their
radio on during the active periods of all the announced schedules
in order to prevent partitions in the network. Immediately after
the synchronization period, the data period is used to send data
frames between peer nodes. To handle the possible contentions
in this phase, RTS/CTS messages are used for unicast packets.
Acknowledgments are also employed to detect possible frame
collisions.

The duty cycle of this scheme depends on the length of the
sleep period compared to the active one. With 5S-MAC, the latter
is fixed prior to the network operations, which makes it prone
to idle listening and overhearing whenever the network traffic
fluctuates. T-MAC [102] mitigates idle listening by prematurely
and intuitively ending the active period of the sensor node if
no data has been received after a timeout (Figure 9). By this
way, the sleep period is increased, hence participating in more
energy savings. In the same spirit, adaptive listening [110] reduces
overhearing on nodes operating S-MAC by switching off their

Active Sleep
, period , period ,
< >, <« >,
_ i F-ladio . .
S-MAC off ||_| Radio off |_| |_| Radio off >
X Data Tx/Rx Time
3 i I;ladio . .
T-MAC e ||‘( Radio off |‘| |‘| Radio off >
. . Time
Timeout Timeout

Figure 9: T-MAC reduces idle listening compared to S-MAC by allowing
the node to switch off its radio earlier.
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radio during transmissions in which they are not involved. For
that purpose, transmission schedules and intended receivers can
be learned from the RTS messages.

The IEEE 802.15.4 standard [45] also uses active/sleep periods
in its beacon-enabled mode. Sensor nodes are organized in clus-
ters, and synchronization is performed by the cluster head (the
coordinator) using beacon messages at the beginning of the active
period. A slotted-CSMA contention-access period then follows,
in which nodes compete for the medium within each time slot.
An optional contention-free period can come behind in order to
guarantee time slots to specific nodes. An inactive period allows
the sensor nodes to save energy by switching their radio off be-
fore the next beacon. Note that in non-beacon mode, a scheme
very similar to CSMA/CA is employed but does not introduce
energy-saving mechanisms.

Although common active/sleep period schemes do not need
a network-wide synchronization protocol, the synchronization
period and messages still represent a pure protocol overhead.
The next Section introduces a scheme that eliminates the need
for time synchronization.

1.3.2 Preamble sampling protocols

Preamble sampling protocols are based on CSMA. They let the
sensor nodes decide of their schedule independently of their
neighbors. As detailed in Figure 10, sensor nodes that employ
sampling protocols always send a preamble (achieved by a carrier
wave or a frame) followed by a SYNC message (which indicates
the end of the preamble) before the plain data. Every node in
the network periodically wakes up its radio and samples the
medium. If no traffic is detected, the node switches its radio back
to sleep. If a preamble is perceived, the sensor remains awake to
receive the trailing data, which can optionally be acknowledged.
The receiver then goes back to sleep. The preamble thus ensures
that the neighboring nodes will be ready to receive the data. For
that purpose, the Preamble Length (PL) must indeed be longer
than the Sampling Period (SP) on the nodes.

Preamble sampling techniques have been initially combined
with traditional wireless network protocols, such as ALOHA
in [32] and CSMA in [44] in order to enable low-power operations
of these protocols. In the WSN world, Berkeley MAC (B-MAC) [77]
is a seminal work on the subject. It operates as depicted in Fig-
ure 10 but defines a new algorithm that improves the Clear
Channel Assessment (CCA) operations. The goal of the CCA is
to decide whether a channel is busy or not. It is usually based
on thresholding, which compares the power of the measured
signal to a noise floor. This can however lead to a significant
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Figure 10: Preamble sampling protocols perform a regular channel sam-
pling in order to detect a preamble, which always precedes
the data.

number of false positives due to the instability of such measures
over time in wireless environments [43]. With B-MAC, the channel
is sampled multiple times. Whenever a sample is significantly
below the noise floor (such sample is called an outlier value), the
channel is considered as clear. If no outlier is found after five
consecutive samples, the channel is considered busy. This mech-
anism guarantees better results because outliers are infrequent
when a valid signal is transiting over the channel. Finally, each
node also updates the noise floor over time in order to adapt to
possible changes in the ambient noise. A performant CCA algo-
rithm improves energy-efficiency by mitigating collisions. Note
that B-MAC refers to the preamble sampling technique as Low
Power Listening (LPL). This acronym will be regularly used in
the remainder of this document.

LPL achieves large energy savings by removing the need for
a time synchronization protocol among the sensor nodes. The
preamble is employed as a loose synchronization method of the
sleep-listen period. Receivers can switch off their radio during
long periods, waking up only during a short time to sample
the medium. Idle listening is thus reduced on the receiver side,
but the preamble increases the transmission costs on the send-
ing node. Low duty cycles can be achieved with large Sampling
Periods (hence longer sleeping phases). This however mandates
senders to use longer preambles, which augment the energy dissi-
pation upon transmissions. This also results in more overhearing
on recipients, particularly on the nodes that are not the destina-
tion of the data, as depicted in Figure 10. The energy dissipation
caused by the preamble makes this scheme more suitable for
nodes that seldom collect and report data. Multiple solutions
have thus been suggested to reduce the Preamble Length to the
minimum while keeping long sleeping periods.

The Sparse Topology and Energy Management (STEM) [85]
protocol uses two wireless transceivers: one is employed as a
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wake-up channel, and the other one for data communications. The
data radio is switched off as long as no synchronization has been
performed through the wake-up radio. The STEM-T variant of the
protocol uses LPL on the wake-up channel as a way to synchronize
the data channel with its peers, while minimizing the energy
consumption of the transceiver. STEM-B optimizes the wake-up
channel by using a succession of beacon messages (instead of a
simple tone) which include the address of the intended receiver.
Upon reception, the receiver can shorten the succession of beacon
messages by sending an acknowledgment that indicates it is ready
for the communication. The use of two transceivers however
raises multiple issues in terms of hardware costs and energy
consumption.

The concepts proposed by STEM-B have thus been adapted to
operate on a single channel. The X-MAC [17] protocol divides
the long preamble of B-MAC into smaller frames, each containing
information about the destination of the ensuing data (Figure 11).
A small interval is introduced between each preamble frame in
order to let the receiver acknowledge its reception. Other nodes
can switch off their radio as soon as they detect that they are
not the intended receiver. The data frame is transmitted by the
sending node as soon as the acknowledgment is received. As
depicted in Figure 11, X-MAC mitigates both overhearing on
non-recipient nodes and long preamble transmissions on senders.
Similar techniques have also been used in the Transmitted Initi-
ated Cycled Receiver (TICER) [64] protocol and Multimod-Hybrid
MAC (MH-MAC1) in asynchronous mode [15]. This idea of a strobed
preamble is however suitable only in unicast communications.
Whenever broadcast packets must be sent, the whole preamble
still needs to be transmitted in order to ensure that all neighbors
are correctly synchronized on the same schedule as the sender.

Strobed

Sampling period preamble
. e — .
Transmitter ~Radio ) Tx )
node OTI.. Radio off P data Radio off _
>
A A Time
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node Radio off . Radio off E ACK Radio off
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[l Channel sampling [11] Backoff Reception |

Figure 11: The use of a strobed preamble reduces the costs on the
transmitter as well as overhearing on recipients.

In broadcast communications, overhearing can be reduced
when nodes detect a preamble by allowing them to put their
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radio to sleep until the data will be effectively transmitted on
the medium. Micro Frame Preamble MAC (MFP-MAC) [11] and
Wake-Up Frame (WUF) [88] introduce in the strobed preamble
the number of remaining frames before the data. Neighbor nodes
that overhear one of them can thus switch off their radio during
the remainder of the preamble.

By knowing the wake-up time of its peer, a sensor node could
further reduce the size of the preamble. With the Wireless Sen-
sor MAC (WiseMAC) [33] protocol, each sensor node learns the
time of the next channel sampling of their neighbors during
every data exchange as part of the acknowledgment message.
The transmitter then only needs to send a small preamble (to
be resilient to clock drifts) around the wake-up time of its corre-
spondent. If the sender node does not know such schedule yet,
it employs a full-length preamble. Similarly, the Synchronized
Wake-Up-Frame (SyncWUF) [8] protocol combines WiseMAC and
WUF in order to further reduce the energy dissipation caused by
the transmission of a preamble. CSMA with Minimum Preamble
Sampling (CSMA-MPS) [66] combines the principles of WiseMAC
and X-MAC, and proposes to replace the strobed preamble with
a repetition of the data frame. This improves reliability because
the receiver acknowledges the preamble frame only if the data it
contains has correctly been received.

1.3.3 Hybrid protocols

Hybrid protocols merge the concepts of the preamble sampling
and synchronized schemes in order to get to best of each. Such
combinations can be particularly appealing to address scenarios
with variable traffic conditions.

The Zebra MAC (2-MAC) [82] protocol uses B-MAC network-wide
as long as the contention level remains low. When the load in-
creases, sensor nodes switch to a slotted scheme as an attempt to
reduce collisions during high contention periods. Slot distribu-
tion is performed using a distributed algorithm (DRAND [83]).
Sensor nodes are allowed to transmit during any of the time slots,
but the slot owner has a smaller contention window which gives
it earlier chance to transmit. Carrier sense is performed before
accessing the medium to avoid collisions inside a slot. Z-MAC can
experience schedule drifts, as reported in [2], which mandates
all the nodes to periodically execute DRAND hence reducing its
energy-efficiency.

In convergecast models, the sensor nodes report their data to-
ward a sink. In large sensor networks, the nodes located around
the sink would likely experience congestions as they have to for-
ward packets coming from the whole network: this is the funneling
effect. In order to address this bottleneck issue, the Funneling-
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Figure 12: Funneling-MAC combines different schemes in various loca-
tions of the network.

MAC [2] protocol suggests the use of an hybrid CSMA/TDMA
algorithm around the sink while a CSMA scheme (e.g. B-MAC)
is implemented in other places (Figure 12). The sink regularly
sends a beacon, at a varying power, to create the region in which
the hybrid scheme will be operated. The power used to send the
beacon is calculated according to the measured traffic and losses
at the sink. Nodes that receive such a message separate their
communication window into a CSMA part and a TDMA one. The
TDMA slot allocation is centralized at the sink and broadcasted in
a schedule packet. The sink is aware of each path in the hybrid
region (thanks to informations obtained from the data packet
headers), and thus can distribute slots according to the load on
each path.

Hybrid techniques can also be employed to further reduce the
energy consumption of a particular scheme. For example, the
Scheduled Channel Polling (SCP) [111] protocol uses a common ac-
tive/sleep scheme such as in S-MAC, and proposes to mitigate idle
listening during the active period by using preamble sampling
techniques. The overhead of the synchronization period is re-
duced by piggybacking the schedule in the data frames. In order
to mitigate overhearing on the receiver side, Crankshaft [39] de-
fines a receiver-oriented slotted scheme: it schedules the receivers
instead of the senders. The slot a node listens to is determined
by its MAC address. During that slot, several sensor nodes may
send a message to the peer that owns the slot. In that case, the
contention is resolved by using a short preamble before the trans-
mission, which secures the slot. An additional set of broadcast
slots, in which all receivers listen, allows the transmission of
broadcast frames.
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Category Main Protocol
of protocol characteristic name
Sink-oriented Arisha [9], TSMP [76]
Clustered BMA [63], PACT [74], Practical
Slotted multi-channel MAC [60]
Distributed TRAMA [80], FLAMA [79],
SMACS [90], MMSN [118]
Seminal S-MAC [110]
Common active/ Early sleep T-MAC [102],
sleep period Adaptive listening [110]
Standard IEEE 802.15.4 [45]
Seminal B-MAC [77]
Multiple radios STEM [85]
Preamble X-MAC [17], TICER [64],
sampling Strobed preamble| MH-MAC: [15], WUF [88],

MEP-MAC [11]
Synchronized WiseMAC [33], SyncWUF [8],
CSMA-MPS [66]

Slotted Z-MAC [82], Crankshaft [39],
Hybrid + sampling Funneling-MAC [2]
common active/ SCP [111]

sleep + sampling

Table 4: Summary of main energy-efficient MAC protocols for WSNs.

1.4 CONCLUSION

The constraints induced by the WSNs have motivated researchers
to propose new schemes to access the medium. Especially, achiev-
ing low power communications has been the major challenge in
the last decade, in contrast with delay improvements or fairness
in traditional wireless networks. As an attempt to mitigate the
energy dissipation mostly due to idle listening, new categories of
protocols have emerged and are summarized in Table 4.

Synchronized schemes schedule periodic communications and
sleeping periods among the sensor nodes. Preamble sampling
protocols operate in an asynchronous manner which allows for
more flexibility while being resilient to clock drifts. Hybrid pro-
tocols combine the characteristics of the previously mentioned
schemes in order to propose better performances in networks
where the traffic conditions differ in space or time.

In this Chapter, we have particularly focused on energy-efficient
contributions. In Chapter 2, we will discuss the suitability of each
scheme with regard to dynamic WSNs, and detail the solutions
that have been proposed so far to better handle such networks.
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Along with the continuous advances in embedded systems,
new WSN use cases have emerged. Thanks to the miniaturization
and cost reductions, we can foresee large-scale and dense deploy-
ments that would aim at operating unattended for long periods,
while the network evolves in space and time.

In this Chapter, we will particularly detail two aspects of such
evolutions: node mobility and changes in the traffic pattern. Al-
though these characteristics have already been studied in the
past, we question the viability of the proposed solutions when
applied to large-scale, dense networks. Indeed, the fact that large
quantity of sensor nodes co-exist within the same one-hop radio
neighborhood would bring new shortcomings when accessing
the medium. After detailing these issues, we will overview the
MAC layers that were designed to sustain such dynamic WSNs.
These solutions adapt the schemes detailed in Chapter 1 by intro-
ducing new mechanisms while keeping in mind energy-efficiency.
We will especially discuss which of the synchronized, preamble
sampling or hybrid schemes would best address the presented
scenarios, and motivate the reasons for our contributions.

2.1 NEW CHALLENGES IN FUTURE DEPLOYMENTS

Among the large variety of deployments operated so far [84], a
few stand out and try to address more challenging issues. For
example, the use of mobile sensors has been reported in [6,98,115].
More recently, the deployment exposed in [19] made both the
event-driven and time-driven data collection schemes co-exist
in the same network, each having their own requirements in
terms of data rates and packet delivery. However, as pointed
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in [51], these deployments are of relatively small scale (tens of
sensors divided into small patches) and achieve hardly up to 6
communication hops. Furthermore, most of them are operated
from a few days to a few weeks, which usually relegates energy
matters in the background. So far, these constraints remained
accessible enough to be satisfied by simple MAC protocols and
energy management models.

In the near future, contemplated scenarios will involve more
sensor nodes in multi-hop topologies, while expecting to last
months or even years. In addition, both the topology of the net-
work and the way it delivers the information would evolve during
the lifetime of the deployment. We will particularly study two
aspects of such dynamic networks at the MAC layer, as detailed
below.

Accessing the medium in a mobile environment

Mobility is foreseen as a very likely solution to expand the net-
work coverage [114], improve the routing performances or the
overall connectivity [26]. Sensor nodes may also move from their
locations because of the environment in which they operate (e.g.
ocean or air). The necessity to collect fine-grained information
will certainly make the mobile sensors traveling across dense
topologies of fixed sensor nodes. In that context, the mobile
nodes need to be integrated in the communication schedule of
their neighbors. This can particularly be a problem when a sched-
ule has already been decided among the fixed nodes. Beside, the
data collected and reported by the mobile nodes may be crucial
in some cases, such as target tracking or surveillance applications
as depicted in [62]. The mobile sensors should be able to access
the medium whatever the level of the contention on the medium.
Furthermore, such access should be performed at the lowest
delay. By design, some MAC schemes for WSNs may face diffi-
culties to address these scenarios. We will detail these possible
shortcomings as well as the existing solutions in Section 2.2.

Multiple data collection schemes and burst transmissions

The way the information is collected and reported toward the
sink can evolve with time. For example, let us consider a large
sensor network operating in an event-driven fashion. Upon an
event of interest, the node located around the spot starts reporting
information about the incident in a time-driven manner toward
the sink, at a certain rate. Such events could happen in a-priori
unpredictable locations. They could be triggered for example by
the detection of a subject in a surveillance application (such as
illustrated in [62]), an observed value reaching the threshold in a
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monitored scene (for example seismic events [106] or structural
monitoring [49]). In the context of mobility, this could translate
in data muling, i.e. the dissemination of information collected by
a mobile sensor from stationary nodes located out of range of
the network. The traffic pattern changing from sporadic to burst
transmissions can degrade the energy-efficiency of the protocol
being operated in the network. Depending on the routing policy
(e.g. sink-rooted tree in most of existing scenarios [14,19]), only
a subset of the deployed nodes will participate in relaying the
reported data toward a sink station. As a result, only a part
of the network would need to adapt its behavior according to
the constraints of the moment. Some versatile schemes already
offer the possibility to adjust their MAC parameters in order to
operate efficiently under multiple scenarios. We will explain in
Section 2.3 to what extent versatility can be employed, and how
these protocols could be made truly auto-adaptive.

Along with the introduction of the available solutions in the
next Sections, we will clarify whether they address the shortcom-
ings raised by the above-mentioned scenarios.

2.2 HANDLING MOBILITY AT THE MAC LAYER

We overview the potential design problems that could refrain
the MAC schemes detailed in Chapter 1 to operate in a mobile
environment, as well as the main contributions that have been
proposed to mitigate these issues.

2.2.1  Synchronized protocols

As detailed in Chapter 1, synchronized protocols comprise slotted
and common active/sleep period schemes.

Slotted schemes

Slotted schemes present several shortcomings resulting from their
reliance on the network topology and time synchronization. The
knowledge of the topology is required to establish a collision-
free schedule. This characteristic makes these protocols hardly
operational in mobile environments. Indeed, every time a new
sensor node wishes to leave or participate in the communication,
the neighboring nodes can barely change their schedule without
computing and distributing the time slots again (Figure 13).

As an attempt to alleviate this issue, Flexible MAC (FlexiMAC) [61],
Eyes MAC (EMACs) [103] and EAR [90] allow fixed sensors to
offer momentarily to mobile ones the time slots they own. This ne-
gotiation is performed using control messages, which consumes
additional energy. Furthermore, the number of time slots in the
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Figure 13: Mobile nodes cannot integrate the communication unless the
time slots are distributed again.

communication window being bound, such proposal remains
hardly scalable to a large number of mobile nodes. Mobility-
adaptive MAC (MMAC) [5] thus proposes to adapt the size of the
communication window according to the level of mobility in
the network. This size is inversely proportional to the level of
mobility and is periodically computed by the cluster head before
being broadcasted in the network. Yet, MMAC assumes that the
sensor nodes are aware of their location and able to estimate their
trajectory. This is difficult to achieve without the overhead of a
localization protocol or additional hardware such as a Global
Positioning System (GPs).

These solutions can make slotted protocols more flexible to
little changes in the network topology. Still, they require a tight
synchronization in order to maintain a common schedule among
the sensor nodes. This constraint remains hard to alleviate in
large-scale multi-hop networks, and the use of additional syn-
chronization protocols [92] or hardware induces large overheads
in terms of control messages or costs. As a consequence, we will
not consider slotted protocols as a realistic solution to handle
mobility at large scale in WSNs.

Common active/sleep period schemes

Protocols based on a common active/sleep period scheme can
hardly integrate mobile sensors in their communication schedul-
ing algorithms. For example, the periodic synchronization which
is essential in S-MAC may prevent a mobile node to send or receive
data if it does not know the schedule employed in the virtual
cluster where it is located. In order to learn it, the mobile sensor
must receive a SYNC message, hence listen to the medium at least
during one active period plus a sleep period, which increases
idle listening on the mobile node (Figure 14). Furthermore, the
time spent to re-establish a schedule postpones the transmission
of the queued frames, which impacts the communication latency
between a mobile and its peers. To solve this, Mobility-aware
S-MAC (MS-MAC) [75] extends S-MAC and suggests to increase the
frequency of the synchronization period in the cluster according
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Figure 14: With s-MAC, mobile nodes need to learn the schedule used
in the cluster before being able to take part in the communi-
cations.

to the speed of the mobile sensor. In practice, the received sig-
nal level used as a mobility indication does not provide a fair
accuracy to evaluate proximity, as detailed in an empirical study
in [43].

The IEEE 802.15.4 standard requires each node to be associated
with their coordinator. The association is maintained over time
thanks to beacon messages. In the non-beacon-enabled mode,
beacons are sent by coordinators only upon request. A moving
node would thus assume that its association is always preserved
even though it has moved away from its coordinator, unless it
continuously sends beacon requests. As already mentioned in
Chapter 1, this mode does not allow for much energy savings.
Instead, with the beacon-enabled mode, a node considers itself as
an orphan when it does not receive a predetermined number of
beacons within a specific time interval. It can trigger the orphan de-
vice realignment procedure [45] whose purpose is the re-association
of the node with a new coordinator. This approach however im-
poses a large inaccessibility time due to the attempt to contact
the previous coordinator. According to the node speed, it may
even move to another cluster before the end of the association
with its new coordinator, as reported in [113].

The common sleep/active period schemes require the estab-
lishment and maintenance of the schedule using synchronization
messages. In order to avoid long disconnections experienced by
mobile sensors, more periodic synchronizations must be per-
formed, which ineluctably increases the control overhead and its
resulting energy cost.

2.2.2  Preamble sampling protocols

Protocols relying on preamble sampling techniques do not rely
on a cluster nor a network-wide schedule, which makes them less
complex to operate in dynamic networks: no schedule dissemina-
tion nor time synchronization needs to be performed. In theory,
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every node may be able to emit at anytime on the medium as
each can choose its active schedule independently from the other.

The use of a preamble however reduces the channel availabil-
ity, and therefore increases the competition among the nodes.
According to the network density and frequency of the data
collection, collisions can be frequent and would imply retrans-
missions, which worsen the contention while consuming even
more energy. When traveling across such congested areas, mobile
sensors would experience long medium access delays. They also
increase the competition of the shared medium, as they constitute
one more sender in the area where they travel. Considering that
a moving sensor would not be in the vicinity of the perceived
event forever and may not have the capacity to store much data in
queue, the time needed to access the channel must be decreased.
Furthermore, the medium access delay combined with the node
mobility may prevent the mobile sensor from reaching its next
hop. Indeed, the expected peer (chosen at the routing layer) may
already be unreachable when the data packet is actually sent on
the medium, as depicted in Figure 15.
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Figure 15: In contented networks, a mobile node may not have the time
to reach its expected next hop.

Although the use of a strobed preamble with X-MAC or the
synchronized preamble of WiseMAC can mitigate the medium
access delay, several other shortcomings deserve further investi-
gations. First, when a sensor node is not continuously in range of
the moving node that emits the preamble, it may not detect any
signal when sampling the channel. As a result, its radio may be
switched off when the correspondent sends the data. It is all the
more true with mobile-to-mobile communications. Also, these
solutions always have to fallback to the full-length preamble in
broadcast communications.

Preamble sampling protocols do not require any topology
knowledge nor time synchronization, and can operate in a com-
pletely distributed manner. This makes them very robust with
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regard to topological changes as well as scalable to large networks.
Still, the above-mentioned shortcomings are worth considering.
Hybrid protocols have been suggested to tackle some of these is-
sues (see Section 2.2.3), but these solutions inherit the drawbacks
of the slotted protocols. Instead, it would be interesting to tackle
them without adding control messages in order to keep the ben-
efits of sampling protocols. As an attempt to better understand
these issues in large-scale and dense networks, we will further
study the behavior of the preamble sampling protocols on mobile
sensors in Chapter 3.

2.2.3  Hybrid protocols

As exposed in the previous Sections, mobile sensors may face
difficulties to access the medium, either because they do not own
a communication slot, or due to the high contention level in the
portion of the network they travel across.

In order to reserve a fraction of the channel for the mobile sen-
sors, the Mobility Adaptive Hybrid MAC (MH-MAC2) [78] protocol
proposes to divide the communication window in two parts: one
for the fixed nodes, with a medium access controlled by a slotted
protocol, and a second one using a contention-based protocol
for the mobile sensors. The length of each window is dynam-
ically adapted according to the ratio of mobile nodes to fixed
ones. Still, communication between both types of sensors does
not seem possible (as each uses a different part of the window),
unless through an intermediary one that continuously partici-
pates in both phases. The Mobility Aware and Energy Efficient
MAC (MEMAC) [108] protocol proposes a similar separation of
the communication window in order to differentiate between
data and control messages. Long data frames are assigned a time
slot in the scheduled access period while short control frames
are sent in the random access period. These control messages
allow the sensor nodes to join or leave clusters as well as request
communication slots.

As already discussed, these hybrid protocols inherit the down-
sides of the synchronized schemes. The synchronization of the
network as well as schedule computation and dissemination
through control messages represent a significant overhead in
terms of energy costs.

2.3 VERSATILITY AND AUTO-ADAPTATION

Evolution of the topology (due to mobility, death of nodes or
re-deployment strategies) can be one of the causes of substantial
changes in the data collection scheme or in the traffic load. While
guaranteeing the medium access at the first hop is indeed im-
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portant, it is also crucial to ensure that the global performances
do not suffer from such network dynamics. To some extent, MAC
protocols for WSNs propose versatility features to operate in an
energy-efficient manner under various conditions. The below
Section will discuss whether this is enough to maintain decent
performances in the network.

2.3.1 Limitations of versatility

Each of the synchronized and preamble sampling protocols offer
some flexibility in terms of configuration prior to their deploy-
ment and operation in the network. For example, the commu-
nication window of slotted protocols is usually calculated as a
tradeoff between the desired throughput, latency and duty cycle.
However, when one of these changes, the schedule needs to be
computed again to remain performant. What was true for topo-
logical modifications also holds when the traffic varies: when
nodes have more data to send, time slots are missing. Conversely,
if sensor nodes stop sending traffic, time slots are wasted.
Protocols based on a common active/sleep period can also be
configured prior to their deployment. The length of the active
period depends on the expected traffic, and the sleep period
determines the duty cycle of the node. A short active period
reduces idle listening at the cost of an increased contention. On
the contrary, a long one reduces contention but increases idle lis-
tening. Once fixed, any changes in the traffic pattern can degrade
the performances of the protocol: whenever the load decreases,
the sensor nodes would spend more time in idle listening in the
active period. On the opposite, high traffic would cause more
collisions if the active period is not large enough. For example
in [18], authors have deployed a soil moisture monitoring sys-
tem during rainstorms. While no rain is detected, all the sensor
nodes in the network operate in a time-driven fashion. Moisture
information is reported once a day to the sink. Upon an event
triggered by a rainstorm, measurements are collected at a higher
frequency (every minute) on each sensor node. This change in
the collection interval lasts up to two hours after the end of the
rainfall. After that, the sensor nodes go back to the original data
collection period. All the sensor nodes are pre-configured with
the S-MAC protocol and a 12-second sleep period. With this value,
the network can sustain the load generated during rainfalls, when
the data is reported at a high frequency. However, it causes a
waste of energy (due to idle listening) in dry periods as data is
sent at a much lower frequency. In the latter case, the cycle length
could be increased in order to extend the radio sleep time. Still,
local decisions to operate a different cycle could lead a node to
fail synchronizing with its neighbors, as detailed in Figure 16.
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Figure 16: Two nodes operating s-MAC with a different active/sleep
period would fail communicating with each others.

Preamble sampling protocols can also be configured prior to a
deployment. Especially, the LPL can be tuned through the Sam-
pling Period (SP, which determines the duty cycle) and the Pream-
ble Length (PL, which must be as long as the SP). Usually, long
preambles are employed when little traffic travels in the network.
On the contrary, when the traffic increases, shorter preambles
should be used in order to decrease the transmission cost on the
sender, and to increase the channel availability. It is thus neces-
sary to adapt the LPL parameters according to the current traffic
load. The B-MAC protocol has enforced and extended this idea by
defining a set of interfaces made available to the upper layers. In
addition to the SP and PL, it exposes several other configurable
parameters, such as the backoff length and the use of link-layer ac-
knowledgments, which can be decided on a per-frame basis while
the network is operating. One can then configure B-MAC with
a set of parameters suitable for the deployment characteristics.
For example, reliability can be achieved by activating acknowl-
edgments. Similarly, the desired throughput and per-hop latency
can be adjusted by modifying the LPL parameters. It however
requires that the application and associated data traffic are well
foreseen. Furthermore, B-MAC does not specify how these param-
eters can be configured on-the-fly, while the network is running.
It is obvious that a misconfiguration on one node could isolate
it from its neighbors. A simple example is given in Figure 17,
where different LPL values (i.e. SP and PL) are used on distinct
nodes. Instead, it is preferable to fix the same set of values on all
the nodes prior to the deployment.

On the software side, it is interesting to note that versatility can
be achieved by wiring different modules in order to build a suit-
able communication stack, as detailed in [70]. This mechanism
could be used to dynamically switch the MAC layer according to
the needs, similarly to what MiX-MAC [69] achieves. Although
rewiring components on-the-fly is possible in today’s WSN op-
erating systems (e.g. with Contiki [29]), it requires substitute
components stored in memory. Furthermore, it restricts the level
of adaptation that can be achieved by the protocols. Instead, a uni-
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Figure 17: Different LPL configurations can lead to synchronization is-
sues, for example if the PL on the transmitter is shorter than
the SP on the receiver.

fied MAC would be more efficient while enabling more elaborated
adjustments.

To conclude, versatile protocols enable the pre-configuration
of a same protocol for various scenarios. They however remain
performant provided that the traffic does not change over time.
In order to address efficiently scenarios with time-varying or
spatially non-uniform traffic loads, MAC protocols would need to
adapt their behavior dynamically. It therefore excludes any prior
installation of a specific MAC layer on the sensor nodes. Instead,
the way to access the medium should be adjusted according to
the constraints of the moment. Ideally, protocols would have to
enforce local decisions to adapt to the network conditions, while
ensuring fair performances in the whole network. At the MAC
level, this translates into energy-efficient auto-adaptive protocols
that could perform well under various loads while avoiding
deafness among neighbors.

2.3.2 Auto-adaptive algorithms

Because an unfortunate modification could isolate a node, or even
create a partition in the network, auto-adaptive methods should
be designed to ensure a fully automated setup and composition
of the medium access protocol while ensuring layer-2 commu-
nication among the sensor nodes. We will detail hereinafter the
major proposals that dynamically adapt the duty cycle of a node
according to the traffic variations in the network.

Slotted schemes

The solutions designed for mobile scenarios [5,61,90,103] and
detailed in Section 2.2.1 could be employed to release or reserve
time slots according to the traffic load. In addition, the Pattern
MAC (PMAC) [117] protocol defines an algorithm to compute the
schedule of a node according to its own traffic and the one of its
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neighbors. Especially, the number of sleep slots is dynamically
increased when the traffic decreases, and conversely. Connectivity
among the nodes is guaranteed by a set of rules that enforces the
schedule of each node according to the one of its peer. However,
as previously discussed, slotted protocols suffer from scalability
issues and large control overheads to compute and distribute
time slots among the nodes.

Common active/sleep period schemes

In order to adapt to traffic variations, the size of the active period
should be flexible and dynamically adapted to absorb the traffic
without provoking collisions nor spending too much time in
idle listening. For that purpose, Dynamic S-MAC (DSMAC) [65]
improves S-MAC with a dynamic duty cycle mechanism. Each
node initially starts with the same schedule, but when it notices a
higher traffic load it can independently increase its duty cycle by
adding an extra active period in the middle of its current sleep
period (Figure 18). The new schedule is announced in a SYNC
message, whose receivers can decide whether they adopt it or
not. The nodes that do not follow the announced schedule can
still communicate with the other ones during the initial active
period. When the traffic decreases, nodes can come back to their
initial duty cycle by removing the added active periods.
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Figure 18: DSMAC operations: S2 changes its schedule and advertises it
in a SYNC message. S1 decides to adopt the same schedule,
but S3 remains on the old one. Still, S3 is able to communicate
with S2 in the initial active period.

Likewise, the Utilization-based MAC (U-MAC) [109] protocol
allows each sensor node to set its own duty cycle. The basic idea
is similar to T-MAC (switching off the radio earlier than initially
scheduled) but U-MAC replaces the timeout with an utilization
function, which computes on each node the ratio of transmissions
and receptions to the size of the active period. A low value
means high idle listening: the node reduces its next active period
and advertises its new schedule in a SYNC message. Neighbor
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nodes do not adopt that schedule but the fact that they know the
expected sleep time helps to avoid deafness among the nodes.

Preamble sampling schemes

The major challenge with preamble sampling protocols is to tune
the LPL without isolating nodes. For that purpose, auto-adaptive
algorithms that adjust the LPL values must guarantee that the
sender’s PL matches the receiver’s SP (Figure 19).
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Figure 19: S1 and S2 uses different SP values. Communication between
both nodes is guaranteed as long as the sender’s PL matches
the receiver’s SP.

The Energy-Aware Adaptive LPL (EA-ALPL) [48] algorithm em-
ploys the B-MAC interfaces to modify the LPL values. Each sensor
node periodically announces its SP through routing update mes-
sages (EA-ALPL makes the assumption that a pro-active routing
protocol is used). This SP is obtained with an heuristic based on
the current and past forwarding loads. Neighbor nodes can then
adjust the PL value to match the SP of the sender. This algorithm
however relies on routing protocol messages to advertise the
changes in the LPL configuration. Losing one of them (e.g. due to
a collision) may definitely isolate the sender node.

In [68], the authors present an approach to dynamically adjust
the duty cycle of a node so that the traffic rate can be sustained
while minimizing the energy consumption. They use control the-
ory [50] to adapt the SP and PL of the node. Each sensor node can
compute these values independently from their neighbors. Peers
are presumed to converge to similar configurations, hence no con-
trol message is needed between the nodes. However, packet losses
can be experienced as long as the communication endpoints do
not use the same values. This approach has been simulated be-
tween two nodes only, we can thus expect lower performances in
large-scale, multi-hop networks.

Authors of the X-MAC proposal also present in [17] an adaptive
algorithm to adjust the LPL values on the sender and the receiver.
This algorithm requires the knowledge a-priori of the probability
of receiving a packet in any given interval. This can introduce
a certain latency in the establishment of a different schedule
on the routing path, as the computation of new values would
tirst require the reception of a few packets at a higher or lower
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rate. Furthermore, the authors do not explain how configuration
changes could be reflected on the neighboring nodes, which is
required to avoid isolating nodes.

2.4 CONCLUSION

In this Chapter, we have detailed the various contributions that
aim at improving the medium access in dynamic WSNs. We have
particularly focused on two aspects: the integration of a mobile
sensor node in the communication schedule of its neighborhood,
and the adaptation of the schedule in order to sustain variable
traffic loads. A summary of the overviewed protocols is given in
Table 5.

Slotted protocols are hardly scalable to large sensor networks.
The network-wide schedule computation and distribution, as
well as time synchronization represent a significant signaling
overhead. This category of protocols also lacks flexibility with
regard to dynamic WSNs. As hybrid protocols inherit from slotted
ones, the same drawbacks partly apply to these schemes.

The fact that no medium reservation is performed a-priori
makes contention-based methods more adapted to deal with
network dynamics. Protocols relying on a common active/sleep
period however require additional control messages when deal-
ing with dynamic scenarios. This can constitute a large part in
the overall energy dissipation, especially under light traffic con-
ditions. On the contrary, preamble sampling schemes have the
key advantage that senders and receivers can be completely de-
coupled in their duty cycles. Neither global synchronization nor
topology knowledge is required, while they operate in a com-
pletely distributed manner. They have furthermore proved their
energy-efficiency compared to synchronized protocols [77].

Category MAC for mobile Auto-adaptative MAC
of protocol scenarios or algorithm
Slotted FlexiMAC [61], EAR [90], PMAC [117]
EMACs [103], MMAC [5]
Common active/ MS-MAC [75] DSMAC [65]
sleep period U-MAC [109]
Preamble None EA-ALPL [48], X-MAC [17]
sampling Control theory [68]
Hybrid MH-MAC2 [78] None

MEMAC [108]

Table 5: Summary of main MAC protocols addressing mobility and auto-
adaptation of the duty cycle.
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Preamble sampling schemes thus appear as a likely solution
to handle mobility. A few methods combine them with slotted
techniques in order to reserve a portion of the channel to the
mobile sensors (e.g. with MH-MAC2). However, in order to scale to
large and dense topologies, we advocate the use of a pure pream-
ble sampling scheme. As an attempt to better understand the
issues that could appear in a mobile scenario with this category
of protocols, we will especially study the behavior of B-MAC in a
mobile environment in Chapter 3. This first analysis has led us
to design the Machiavel protocol, that we will detail in Chapter 4.
We have then extended our proposal by applying it to X-MAC,
in order to demonstrate that the concept behind Machiavel can
also be applied to optimized preamble sampling protocols. This
enhanced version called X-Machiavel is detailed in Chapter 5.

Initially, preamble sampling protocols are more suitable in
scenarios with sparse traffic (as sending a preamble results in a
significant overhead on the transmitter). Combined with auto-
adaptive algorithms, global performances can be improved when
the data traffic changes over time. Still, current solutions such
as EA-ALPL are not satisfying to our minds: they rely on control
messages or complex algorithms. These schemes trade energy
to adapt the schedule of the nodes, which is not acceptable
given the energy constraints. In order to better understand the
issues raised by a pre-configured protocol, we first evaluate in
Chapter 6 the overall performances of a non-optimized (B-MAC)
and an optimized (X-MAC) pre-configured preamble sampling
protocol when operated in a large-scale dynamic network. We
then advocate the need for a simpler and more energy-efficient
auto-adaptation method: our algorithm detailed in Chapter 7
does not require any extra control messages and it can be adapted
to various preamble sampling protocols.
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In this Chapter, we would like to emphasize the potential issues
that may prevent a mobile sensor operating a preamble sampling
protocol to correctly integrate the medium access schedule of its
neighboring fixed sensors in a large-scale WSN. We have chosen
to work with the B-MAC [77] protocol. It is one of the reference
preamble sampling protocols in WSNs, and has already been suc-
cessfully used in real deployments, such as in [93,99]. The goal
of this preliminary study is to better understand the possible
shortcomings on a simple, non-optimized protocol. Further in-
vestigations on an optimized one (X-MAC) will be performed in
Chapter 5.

3.1 SIMULATION ENVIRONMENT

Large-scale experimentations have been performed using simula-
tions. We have used the WSNet software [21], which is a wireless
sensor network simulator that provides various interference and
modulation models, as well as the possibility to configure the
radio medium accurately. Energy consumption models are also
available in order to represent per-node energy depletion during
the simulation. Its modular aspect makes it very easy to extend
to new models and protocols. In order to highlight the issues
that can arise with B-MAC in a mobile environment, we have
developed an implementation of the protocol for WSNet. This im-
plementation has been contributed and integrated to the WSNet
software in July 2009.

The simulation scenario consists in a mobile sensor moving
in a network whose density and data communication frequency
of the fixed nodes are gradually increasing. Table 6 exposes the
details of our simulation environment. 10 to 400 fixed nodes
(which corresponds to an average number of neighbors from
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Simulation parameter Value ‘

Regular square grid (20x20 m),
Topology mobile and fixed sensors distributed

randomly for each simulation

Mobile sensors 1
Number of 10, 20, 30, 50, 75, 100, 150
fixed sensors 200, 250, 300, 350, 400
Data sending Mobile sensor: 1 s
period Fixed sensors: no data sent, 45,2, 15
Data packet size 18 Bytes
Mobility model Billiard, 1 m/s, random initial direction
MAC layer B-MAC (preamble length: 100 ms)
Radio model Half-duplex, bandwidth: 15 kB/s
Antenna model Omnidirectional

Radio propagation model | Friis, 868 Mhz, pathloss: 2 (range: 4 m)

Modulation model BPSK
Duration 100 s, simulated 20 times
and number for every possible combination

Table 6: Simulation parameters used in our experiments.

1 to 50 for the mobile sensor) are randomly distributed in a
20x20 m regular square grid. An example of topology (with 100
tfixed nodes) used in our experiment is depicted in Figure 2o0.
All the sensors use the B-MAC protocol to access the medium,
with a preamble length configured to 100 ms. The mobile sensor
moves following a billiard mobility model (in which the node
rebound against the network boundaries) at a speed of 1 m/s.
The initial position and direction of the mobile sensor is randomly
chosen for each simulation. The radio used on each sensor node
is half-duplex (it cannot transmit and receive simultaneously)
and implements a capture effect: if the radio is locked on a signal
but receives a stronger one, it looses the first one and locks
on the second one. The antenna operates in an omnidirectional
fashion. A Binary Phase-Shift Keying (BPSK) digital modulation
scheme is employed to modulate the phase of the simulated
signal. Radio propagations are simulated with a log-distance
pathloss propagation model. Propagations are however limited
to a range of 4 m in order to better estimate the neighborhood of
the mobile sensor during the experiment.

Our experiment focusing on the medium access, no routing
protocol is being used on the nodes. Each sensor node thus sends
its data packet in a broadcast fashion, and do not forward any of
the received packets. Therefore the broadcast scheme does not
cause any exponential traffic load in the network, which remains
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Figure 20: Example of topology and links with 100 sensor nodes.

uniform throughout the simulation. When computing the packet
losses for the mobile sensor, we consider that a frame is lost when
none of its neighbors received the broadcast packet it sent.
Every pair in (number of fixed sensors, data sending period) has
been simulated 20 times. The results outlined in the next Section
are an average of the overall data collected on the set of sim-
ulations. The 95% confidence interval displayed in our results
denotes the reliability of our measures over these 20 trials.

3.2 RESULTS

We detail below the results obtained in terms of packet losses,
medium access delay and duty cycle at the mobile node.

3.2.1 Packet losses

We have computed the packet losses of a mobile sensor, i.e. the
percentage of packets sent by the mobile at the application layer
and received by none of its neighbors at the end of the simulation.
It is depicted according to the average number of neighbors in
Figure 21. We notice a packet loss rate above 10% for B-MAC when
the average number of neighbors is below 3.77 (which represents
a maximum of 30 fixed nodes in the network). Such losses are also
experienced when the neighbor density is above 30 (i.e with more
than 250 fixed nodes in the simulation) and communications are
frequent in the network (data sending period of 1 s on the fixed
nodes).
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Figure 21: Average packet losses for a mobile sensor using B-MAC, ac-
cording to its average number of neighbors.

Various reasons can explain why packets from the mobile
sensor are not received by peers. The main ones are summarized
in Table 7. In the first case, it turns out that the network density
is not high enough to guarantee that the mobile sensor will be in
the surrounding of other sensors when it emits its data: packets
are obviously lost (column No neighbor). In the second case, we
notice that most of the packets not received at the end of the
simulation are actually still in the packet queue of the mobile
node (column In queue). Table 7 also exposes other causes to the
losses observed for B-MAC. A switched off radio while receiving
a data packet illustrates a synchronization issue between the
sender and the receiver. Most likely, the receiver did not capture

Number| Number |Packet losses (%)|| Main reasons (% of the packet losses)
of fixed| of and No In  |Packet|Radio|Packet not

nodes |neighbors| 95% conf. int. ||\neighbor|queue| error | off | captured

10 1.26 | 36.07 (£ 6.19) || 95.42 |0.00| 0.79 | 2.10 1.18
20 251 | 17.33 (£ 5.73) || 84.10 |0.00| 3.92 | 6.53| 5.01
50 6.28 4.56 (£ 2.06) 31.87 | 1.10 |15.17(23.98| 26.42
100 12.57 | 2.00 (£ 0.92) 0.00 |15.00|15.34(31.66| 37.02
150 18.85 4.36 (£ 1.12) 0.00 [16.09|13.85|20.43| 49.25
200 25.13 | 8.92 (£ 1.60) 0.00 |22.47|13.99|10.46| 52.66
250 31.42 | 12.17 (£ 2.45) 0.00 |33.33|12.22|5.68| 48.35
300 37.70 | 23.70 (£ 5.35) 0.00 [63.21| 6.47 | 2.50| 27.62
350 43.98 | 31.06 (£ 6.06) 0.00 |70.32| 5.28 | 1.30| 22.90
400 50.27 | 39.03 (+ 6.42) || 0.00 |74.58| 4.79 | 0.80| 19.74

Table 7: Main reasons why packets from a mobile node are lost using
B-MAC, when the data sending period is 1 s.
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the preamble correctly (due to a collision or a packet error) and
thus switched off its radio prematurely. A data packet not captured
means that the radio has captured another packet (preamble
or data) instead, certainly because the reception sensibility was
better for that packet. A packet error happens for a data packet
when it was captured correctly, but dropped upon reception
because it contained errors caused by a collision. All of these
three causes initially happen because the receiver node hears
multiple transmitters at the same time. Although one of the role
of the preamble is to reserve the medium, we do not use any
mechanism such as RTS/CTS to reduce the hidden node problem.

3.2.2  Medium access delay

Figure 22 illustrates why B-MAC experiences filled up packet
queues in a dense network. It depicts the average delay per
packet for the mobile sensor to access the medium. As a reference,
the case where fixed nodes do not send any data during the
experiment gives us the lower bound of this delay. For B-MAC,
it is equivalent to 106 ms (£ 0.12) in average, that is the sum
of the backoff period (5 ms in average), the preamble and SYNC
message (100 ms), and the time to sample the channel (1 ms in
average). We notice that the medium access delay can exceed the
data sending period of the mobile node at the application layer
(1 s in our environment). The high level of competition on the
channel is the cause of such delay. As a consequence, data packets
at the mobile sensor are pushed in the communication queue
faster than they are sent on the medium. According to the size of

B-MAC, 1s data sending period (with 95% conf. int.) - +

B-MAC, 2s data sending period (with 95% conf. int.) 3¢ =1

B-MAC, 4s data sending period (with 95% conf. int.) * - %
B-MAC, no data sent by fixed sensors

Average medium access delay
at the mobile node (ms)

0 5 10 15 20 25 30 35 40 45 50
Average number of neighbors

Figure 22: Average medium access delay for a mobile sensor using
B-MAC, according to its average number of neighbors.
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the queue, packets may be either dropped or greatly delayed. As
an example from Table 7, our network with 400 sensors exhibits
a packet loss rate of 39.03% (£ 6.42) at the mobile node, in which
nearly 75% corresponds to packets that are still in its queue at
the end of the simulation.

3.2.3 Duty cycle

Another interesting aspect to measure is the radio duty cycle of
the mobile sensor. It is depicted on Figure 23. As a reference,
when no fixed node sends data on the medium, the duty cycle
of the mobile node is in average 12.8% (+ 0.13), which means
that its radio is on during 128 ms every second. This is consistent
with the fact the the mobile sensor sends a data packet every
second. In case the competition on the channel is high, the 30%
threshold is exceeded with B-MAC even in lowly dense networks.
The main reasons are that the mobile node constantly has data
packets in its queue, and needs to send a preamble for each of
them. The mobile is thus constantly in receive mode (sampling
the channel waiting for an opportunity to transmit its data) or in
transmission mode (sending the preamble and data packet).

B-MAC, 1s data sending period (with 95% conf. int.) #- +

B-MAC, 2s data sending period (with 95% conf. int.) F:3¢=I

B-MAC, 4s data sending period (with 95% conf. int.) * - 3%
B-MAC, no data sent by fixed sensors

R _}. . e

100

Average duty cycle of the mobile node (%)

0 5 10 15 20 25 30 35 40 45 50
Average number of neighbors

Figure 23: Average radio duty cycle for a mobile sensor using B-MAC,
according to its average number of neighbors.
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3.3 CONCLUSION

Preamble sampling protocols have appeared as a likely solution
to deal with mobility at large scale, because no global medium
reservation mechanism is required. However, the use of a pream-
ble (which reduces the channel availability) has questioned us on
the potential medium access issues that could appear in dense
networks. In order to get a better understanding of these prob-
lems, we have experimented in this Chapter the operation of a
simple, widely established protocol (B-MAC) in the context of a
mobile sensor evolving in a network whose density and data
traffic increase.

We have identified three main issues when operating such a
preamble sampling protocol in a mobile environment. First, the
synchronization between fixed and mobile sensor nodes can fail,
hence provoking packet losses. Also, channel congestion issues
increase the medium access delay of the mobile sensor node,
which in turn can saturate its data packet queue. The battery of
the mobile may sustain the mobility system in addition to the
node. It would thus be interesting to reduce the duty cycle of the
mobile sensor node. As an attempt to alleviate these issues, we
propose the Machiavel protocol in the next Chapter.
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In order to alleviate the issues raised in Chapter 3 with B-MAC,
we have specified the Machiavel protocol [56,57] especially de-
signed for mobile sensors. This first contribution focuses on a
mobile node wishing to access the medium in a dense network
mainly composed of fixed sensors. It extends the B-MAC protocol
in order to make it more performant in a mobile environment.
The principles behind Machiavel can be applied to other pream-
ble sampling protocols: we will particularly expose in Chapter 5
how we have carried on this work with an optimized protocol
(X-MAC) in order to support a high number of mobile sensors.

4.1 PROTOCOL OVERVIEW

In a nutshell, Machiavel allows mobile sensors to take possession
of the medium initially owned by a fixed node. A small interval
observed by fixed sensors between the preamble and the data
gives the opportunity to a mobile node to send its data prior to
the sender of the preamble. We will first describe how Machiavel
operates at one hop in Section 4.1.1, followed by the multi-hop
operations in Section 4.1.2.

4.1.1  First-hop operations

Machiavel is based on B-MAC and hence is a sampling protocol:
the preamble followed by a short SYNC message sent by a fixed
sensor allows the neighborhood to prepare for the reception of
the trailing data. Machiavel makes the mobile sensors benefit
from this synchronization step. It is important to note that each
sensor must know whether it is fixed or mobile. This could be
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achieved either with additional hardware (such as a GPS chip or
a gyrometer), using localization algorithms [43], or by statically
defining the role on each node.

Mobile node operation on an idle channel

When a mobile node wishes to emit data, it first samples the
medium. If it does not detect any signal, it follows the standard
procedure as defined by B-MAC and detailed in Figure 24: it sends
a preamble, a SYNC frame and then the data. The data is sent in an
unicast fashion if the mobile sensor operates a routing protocol,
or in broadcast. In the former case, the choice of the next hop is
left to the routing layer. Upon reception by the destination peer,
the unicast data frame can optionally be acknowledged.

Tx data Radio off

Tx
SYNC

Mobile node | Radio Tx preamble
(transmitter) off |IT] P

T 7 1 1 ~ rime

Fixed node . N TX i
(receiver) Radio off N 2ok || Radio off
>
Time
Il Channel sampling [T] Backoff Reception|

Figure 24: A mobile sensor wants to emit while the channel is free: it
follows the standard B-MAC procedure.

Fixed node operation on an idle channel

Figure 25 illustrates the situation when a fixed node wants to
transmit data on the medium. Fixed nodes behave in a very
similar way as with B-MAC, but have to honor a delay (MIFS,
Machiavel Inter-Frame Space) between the SYNC and the data
frame. The value of the MIFS delay may vary according to the
time a sensor node takes to sample the channel. Its value will
be further discussed in Section 4.2. The mobile node will take
the opportunity offered by this interval to take possession of the
medium.

A

Fixed node 1 -Fia'dio ™ | MIFS . N
(transmitter) off_l ITIIJ Tx preamble SYNC Tx data §\ Radio off
v_ v v 4 Time
i [ I  MIFS 3 i
Fixed node 2 Radio off \ \ > \ acx || Radio off
(receiver) I

Hl Channel sampling [T] Backoff Reception |

Figure 25: Fixed nodes send their data frames after the preamble and
the SYNC, upon expiration of the MIFS delay.
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Mobile and fixed nodes operations on an occupied channel

If the mobile node wants to send data but detects a preamble

when sampling the channel, it operates as depicted in Figure 26.

The mobile sensor is allowed to take possession of the medium
during the MIFs delay, right after the end of the preamble and
SYNC being sent by a fixed node.

MIFS

Fixed sensor 1 Radlo Tx 4—> Hadio- 1
(transmitter) —Im.| Tx preamble 5"”5 | M ACK @ off
1 MIFS : Time

Fixed sensor 2 MIFS Radm
. Radio off ACK
(receiver) | | off
Tlme
Mobile sensor i
(transmitter) R L& N@ data ®| Radio off -~
>

Time
‘. Channel sampling [1] Backoff Reception ’

Tx data

Figure 26: A mobile sensor wants to emit while the channel is occupied:
it takes possession of the medium during the MIFs delay.

In order to minimize the risk of collisions with other sensors,
the mobile node draws a random time T, between o and MIFS.
Upon the expiration of this delay, it samples the medium again,
and sends its data if the channel is still free. However, the next
hop chosen by the routing layer and used as a destination for the
data sent by the mobile node may not match the address of the
sender of the preamble. Therefore, if the data is not a broadcast
frame, the mobile node sets its destination to the source of the
received SYNC message. The sensor that initially emitted the
preamble, as well as all the other sensors located in the shared
neighborhood of the mobile node, receive the data. The intended
receiver can optionally acknowledge it if it was sent in unicast.
Upon reception of the acknowledgment, the mobile sensor can
switch off its radio if it does not participate in the routing. All of
the other recipients know that more data will follow as long as
the source address of the received data does not match the one
of the SYNC message. Before being able to switch off their radio,
they thus wait a delay at least equal to MIFS. During this period,
other mobile nodes may send their own data following the same
scheme as previously explained. If no other mobile emits data
upon expiration of the MIFS delay, the fixed sensor which initially
owned the medium can send its data. On reception, all of the
recipients can switch off their radio because the source address
of the data frame matches the one of the SYNC message.

The performances of a fixed node may be impacted if too
many mobile sensors take possession of the medium that it owns
(we will further evaluate this aspect in Section 4.2). For that
purpose, the fixed sensor can restrict how many mobile nodes
could consecutively take possession of the channel by sending
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its data immediately after the one of the mobile node, without
waiting for the MIFs delay.

Note that mobile nodes operating Machiavel cannot steal the
medium to each others: as detailed in Figure 24, a mobile node
sending a preamble does not need to observe the MIFS delay.

4.1.2  Multi-hop operations

The first-hop operations described in the previous Section would
allow to reduce synchronization and congestion issues at the
mobile node. However, in a multi-hop topology, the data emitted
by a mobile node and forwarded by the fixed nodes toward the
sink may still suffer from congestions. According to the number
of hops, the gain obtained at the first hop may thus become
negligible. Therefore, a bit in the Machiavel MAC header indicates
whether the data initially comes from a mobile node. When a
tfixed node has to forward such data, it stores it in a priority
packet queue. A fixed node always checks first in this queue
when it is ready to forward data. When trying to access the
medium to send such priority packet, the fixed node is allowed
to take possession of the channel in the same way as a mobile
node. As a result, packets initially emitted by a mobile node can
be forwarded faster to the sink.

However, this scheme does not guarantee that the next routing
hop will be synchronized and ready to receive data. As detailed
in Figure 27, the next routing hop may not be in range of the node
that initially sent the preamble (the preamble sender), and thus is
not synchronized with the data sender node upon transmission
of its data frame. For that reason, fixed nodes may only take
possession of the medium when it is owned by a node located in
the shared neighborhood with its next routing hop, or when it is
owned by the next routing hop itself.

Communication

Active? range

O+{@ o

Next Data Preamble
routing hop sender sender

Figure 27: Fixed nodes can take possession of the medium only if their
next routing hop can hear the preamble sender.
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4.2 EVALUATION OF OUR CONTRIBUTION

We have implemented Machiavel for WSNet. The simulation
parameters employed to evaluate our contribution are the same
as presented in Section 3.1 (Table 6). We have only replaced the
B-MAC model on both the mobile and fixed sensor nodes with
Machiavel. We have used a value of 1 ms for the MIFS delay. This
duration allows fixed sensors to switch from transmission to
reception modes, sample the medium and analyze that sample
in order to verify whether a mobile sensor took possession of
the channel (The B-MAC authors indicate in [77] that the whole
operation can take around 0.7 ms on a CC1000 radio).

In the below Sections, we first evaluate the benefits of Machi-
avel from the mobile node point of view. We then exhibit its
cost on the fixed sensors. Finally, we analyze its performances
in a multi-hop scenario. Machiavel aims at improving B-MAC in
a mobile environment. As a matter of comparison, the Figures
presented hereinafter thus expose one significant result from
the B-MAC evaluation (Chapter 3). The 95% confidence interval
displayed in our results confirms the reliability of our measures.

4.2.1 Benefits for the mobile sensors

In dense networks, Machiavel significantly reduces the packet
losses at the mobile node compared to B-MAC, as detailed on
Figure 28. It is close to zero, even when communications are
frequent. This means that a large majority of the packets sent
by the mobile sensor has been received by its peer. However,

B-MAC, 1s data sending period (with 95% conf. int.) ==
Machiavel, 1s data sending period (with 95% conf. int.) - » -4
Machiavel, 2s data sending period (with 95% conf. int.) k3% —I
Machiavel, 4s data sending period (with 95% conf. int.) *-{J--!

Machiavel, no data sent by fixed sensors (with 95% conf. int.) ——

45

40

35
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Average packet losses for the mobile node (%)
RN LA L ey nn s e L
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0 5 10 15 20 25 30 35 40 45 50
Average number of neighbors

Figure 28: Average packet losses for a mobile sensor using Machiavel,
according to its average number of neighbors.

59



60

PRELIMINARY CONTRIBUTION: MACHIAVEL

Number| Number |Packet losses (%)| Main reasons (% of the packet losses)

of fixed| of and No In  |Packet|Radio|Packet not
nodes |neighbors| 95% conf. int. |neighbor| queue | error | off | captured

10 1.26 | 42.94 (£ 5.42) | 95.45 0 | 023|257 175
20 2.51 16.43 (+ 4.30) | 82.32 2.21 |8.10| 6.88

0
50 6.28 2.81 (£ 1.54) | 37.50 0 | 5.21 (32.29| 22.92
0

100 12.57 | 0.50 (£ 0.42) o} 19.64 |37.50| 42.86
150 18.85 | 0.60 (£ 0.35) 0 16.67 | 19.08 |18.07| 40.16
200 25.13 0.80 (& 0.49) 0 43.75 | 12.18|10.44| 28.41
250 31.42 | 0.40 (£ 0.28) 0 75.00 | 4.65 | 1.74| 13.95
300 37.70 | 0.40 (£ 0.24) 0 62.50| 6.41 | 1.97 | 22.20
350 43.98 | 0.25 (£ 0.26) 0 |100.00| © 0 0

400 50.27 | 0.45 (£ 0.32) 0 |100.00| O 0 o

Table 8: Main reasons why packets from a mobile node are lost using
Machiavel, when the data sending period is 1 s.

when the neighbor density is low, the mobile sensor operating
Machiavel experiences similar packet losses than with B-MAC.
This can be explained by the same reasons as previously: packets
are lost because no neighbor is in the surrounding of the mobile
sensor, as confirmed by Table 8. Although Table 8 still reveals
losses in dense networks due to congestions or synchronization
issues, they are negligible if we confront them to the total of lost
packets.

Figure 29 illustrates why Machiavel performs better than B-MAC
in a dense neighborhood. It depicts the average delay per packet

B-MAC, 1s data sending period (with 95% conf. int.) =
Machiavel, 1s data sending period (with 95% conf. int.) - » -1
Machiavel, 2s data sending period (with 95% conf. int.) % —I
Machiavel, 4s data sending period (with 95% conf. int.) *-{3--!

Machiavel, no data sent by fixed sensors

Average medium access delay
at the mobile node (ms)

0 5 10 15 20 25 30 35 40 45 50
Average number of neighbors

Figure 29: Average medium access delay for a mobile sensor using
Machiavel, according to its average number of neighbors.
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experienced by the mobile node to access the medium. With
Machiavel, the medium access delay is greatly reduced. By al-
lowing the mobile sensor to take possession of the medium,
Machiavel gives it the opportunity to emit its data even though
the level of competition on the channel is high. The mobile may
succeed in sending its own data right after the first preamble
sampled, which results in delays smaller than the lower bound
calculated for B-MAC or Machiavel when no data is sent by fixed
sensors (106 ms, see Section 3.2). However, this is not always
the case, as we can also observe that delays may be longer than
the Preamble Length. If the medium is occupied during the MIFS
delay (e.g. when a collision occurs between two fixed nodes), the
mobile node does not send its data and waits for a later opportu-
nity. In any case, this delay always remains lower than the data
sending period of the mobile node (1 s). Its queue is thus never
filled to capacity.

The radio duty cycle of the mobile sensor operating Machiavel
is depicted on Figure 30. As a reference, when no fixed node
sends data on the medium, the duty cycle of a mobile node
operating Machiavel is the same as the one computed with B-MAC
(12.8%, see Section 3.2.3). This is obvious since the mobile node
follows the B-MAC protocol when the channel is idle. However,
we can observe a reduction of almost 30 points compared to the
duty cycle obtained for B-MAC when the competition is high in
the most dense networks.

B-MAC, 1s data sending period (with 95% conf. int.) 4
Machiavel, 1s data sending period (with 95% conf. int.) *- € -4
Machiavel, 2s data sending period (with 95% conf. int.) k3% —I
Machiavel, 4s data sending period (with 95% conf. int.) *-{3--!

Machiavel, no data sent by fixed sensors

100

Average duty cycle of the mobile node (%)

0 5 10 15 20 25 30 35 40 45 50
Average number of neighbors

Figure 30: Average radio duty cycle for a mobile sensor using Machi-
avel, according to its average number of neighbors.
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4.2.2  Cost for the fixed sensors

Yet, it is obvious that Machiavel has a cost for the fixed nodes
and increases their duty cycle. In case N mobile sensors take
successively possession of the medium that was initially owned
by the same fixed node, we compute the time T,,, needed by this
fixed sensor to send its own data. It is estimated according to the
backoff T,, the channel sampling time T, the time T, required
to send the preamble and the SYNC message, and the time T4 to
send the data. T, can be computed with the following formula:

Tm=To+Te+Tp + MIFS % (N+1) +Tg * (N +1)
=To+Te+Tp + (MIFS +Tq) * (N+1)

The corresponding time for a fixed sensor using B-MAC would
be the time Ty such as: Ty, = Tp + Te + T, + Tq. The additional
cost Cy, produced by Machiavel on the fixed nodes compared to
B-MAC is thus:

Tn—To  MIFS*(N+1)+Tgq *N
To To+Te+Tp+Tq

When no mobile sensors take possession of the medium (i.e.
N = 0), we obtain:

Crn =

MIFS
Tot+Te+Tp+Ta

In that special case, by using the values used in our experi-
mentations (T, = 5 ms in average, T = 1 ms, T, = 100 ms, MIFS =
1 ms, Tq = 1.2 ms), we obtain C,, = 0.93%. Compared to B-MAC,
this overhead is equivalent to the MIFS delay (1 ms). We have also
evaluated T, by simulation. Both the simulation and analytical
results are depicted in Figure 31, according to the number of
mobile nodes that successively take possession of the medium.
We can note that the simulation results match the analytical ones.

Crn =

135 [ Average delay at the fixed node with Machiavel (T, experimental result). ===-= : ] 135

Average delay at the fixed node with Machiavel' (T analytical result):
: : Average delay at the flxed node wuth B- MAC

130 £ A 130
: 1 125
1 120
1 115

1 110

Delay to emit data (ms)

1 105

100 E i i i i i i i i i 3 100

Number of mobile sensors taking successively possession of the medium

Figure 31: Average delay to emit data for a fixed node, according to the
number of mobile sensors that successively take possession
of the medium.
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With N = 1, we obtain Cy,, = 2.98%. If N = 10, the delay to emit
data for the fixed sensor reaches 130 ms, which represents a 22.6%
overhead compared to B-MAC. This highlights the need to limit
the number of time the medium can be possessed successively
by mobile sensors, as we discussed already in Section 4.1.1. For
example, such limit could be dynamically adjusted by the fixed
node according to its remaining battery. In return, we can raise
that mobile nodes do not need to send a preamble anymore. For
example, data from all the ten mobiles can be sent within 130 ms.
With B-MAC, it would take more than a second (as each would
need to capture the medium, send a preamble and its data).

4.2.3  Multi-hop operations

In order to evaluate how Machiavel behaves in a multi-hop sce-

nario, we have added static routing toward the sink in our sim-

ulation environment. We have evaluated the end-to-end delay

between a mobile sensor and a sink according to the number

of hops between both, when using B-MAC or Machiavel. At the

beginning of the simulation, the packet queues of all the sensor

nodes are empty. We compute the average delay for the first

packet sent by the mobile node over 20 simulation trials. Results
are depicted in Figure 32.

EMAC, 25 Gata sending period (wih 957 conf. Int) - -

Machiavel. 25 cata sending period wih 95%% oont. it - & -

( ) -
( )

B-MAC (with priority queue), 1s data sending period (with 95% conf. int.) - #-—I
B-MAC (with priority queue), 2s data sending period (with 95% conf. int.) *--O--:

Delay between the mobile node and the sink (s)

Number of hops

Figure 32: Delay from the mobile node to the sink in a multi-hop sce-
nario, according to the number of hops.

We can observe a sudden increase after the seventh hop for
B-MAC with a 1 s data sending period. This is due to the funneling
effect which causes the packet queues of the nodes to be filled up
along with the number of hops. The use of a priority queue that
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Figure 33: Average time spent in contention and in queue over 10 hops
for B-MAC and Machiavel.

we raised in Section 4.1.2 can alleviate this problem. As this idea
is not new, we have also implemented this mechanism in B-MAC
in order to better compare the gain offered by our contribution.
Still, Machiavel performs better than B-MAC by allowing the fixed
nodes to take possession of the medium when forwarding data
originating from a mobile node.

In order to illustrate how this plays a role in the overall latency,
we represent in Figure 33 the average time spent in queue and in
contention for a packet traveling through 10 hops. We can notice
that Machiavel greatly decreases the time spent in contention.
The priority queue in combination with our protocol reduces
the overall delay by a factor of 3.6 compared to B-MAC, and 1.5
compared to B-MAC with a priority queue.

4.3 CONCLUSION

With this first contribution, we have particularly focused on the
synchronization failures between fixed and mobile nodes, as well
as the channel congestion problems in dense networks operating a
preamble sampling protocol. In order to alleviate these issues, we
have proposed the Machiavel protocol. Unlike standard sampling
protocols, Machiavel guarantees a mobile node that its neighbors
are synchronized when emitting data. Machiavel also reduces
the delay to access the medium, hence avoids the mobile to
saturate its packet queue. When operating over several hops, the
combination of the medium borrowing with a priority queue
allows to report data faster to the sink. An evaluation of our
proposal has demonstrated significant reduction in packet losses
and end-to-end delays in dense networks compared to the B-MAC
protocol on which it is based.

As Machiavel relies on an infrastructure of fixed sensors, we
need to investigate further its behavior when the ratio of mobile
to fixed nodes increases in the network. Also, we would like to
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extend our contribution to the communications between mobile
sensors. With the recent and performant preamble sampling
protocols that were proposed (such as X-MAC [17]), we would
like to demonstrate that the principles behind Machiavel can be
applied to other preamble sampling schemes as well, in order

to further improve their performances in a mobile environment.

In the next Chapter, we will try to address these points with the
X-Machiavel protocol.
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In Chapter 4, we have exposed the Machiavel scheme, which
extends B-MAC in order to guarantee that a mobile node and its
peer are correctly synchronized during the data transmission. In
a nutshell, Machiavel allows mobile sensors to take possession
of the medium initially owned by a fixed node. A small interval
(MIFS) observed by fixed sensors between the preamble and the
data gives the opportunity to a mobile node to send its data
prior to the sender of the preamble. Even though Machiavel re-
duces the medium access delay of the mobile nodes with little
overhead for the fixed sensors, it was not designed to support
large number of mobiles and focused on convergecast commu-
nications only. Furthermore, several protocols have proven to be
more performant than B-MAC on which Machiavel is based. For
example, X-MAC [17] optimizes the LPL mechanism by using
a strobed preamble and allowing receivers to acknowledge it,
which triggers the data transmission (see Figure 11 in Chapter 1).
X-MAC mitigates both overhearing on non-recipient nodes and
long preamble transmissions on senders.

In this chapter, we present the X-Machiavel protocol [54]. It
extends Machiavel by applying its principles (taking possession
of the medium owned by a fixed node) on the X-MAC protocol,
and brings several novelties. It takes benefit of the strobed pream-
ble mechanism of X-MAC to integrate the mobile nodes in the
communication schedule. Mobile-to-mobile communications are
supported in networks with great numbers of moving sensors.

67



68

THE X-MACHIAVEL PROTOCOL

Furthermore, mobile nodes operating X-Machiavel do not need to
maintain a list of neighbors, which would be complex to achieve
in such dynamic topologies.

X-Machiavel makes the assumption that the data originating
from a mobile node are more important than from a fixed one.
This is motivated by the fact the a mobile sensor may not be
in the vicinity of the perceived event forever, and may not have
the capacity to store much data in queue. Also, mobile nodes
implementing X-Machiavel do not participate in forwarding op-
erations, as routing in a mobile environment is hard to achieve.
Instead, an infrastructure of fixed nodes takes care of routing the
data packets between end nodes. As X-Machiavel defines differ-
ent operations according to the role of the node (mobile or fixed),
we also assume that each node knows whether it is moving or
not. As explained in Section 4.1.1, this could be achieved either
with additional hardware (such as a GPS chip or a gyrometer),
using localization algorithms [43], or by statically defining the
role on each node.

5.1 PROTOCOL OVERVIEW

The X-Machiavel protocol is designed to reduce the medium
access delay of the mobile nodes in both lowly and highly con-
tended networks. It also guarantees in both cases that the mobile
and its next hop are synchronized during the transmission of the
data. After a brief overview of the X-Machiavel header and the
terminology in Section 5.1.1, we explain the operation of the pro-
tocol when the channel is free in Section 5.1.2, while its behavior
on a contented medium is detailed in Section 5.1.3. Section 5.1.4
describes specific multi-hop operations.

5.1.1 X-Machiavel header

The X-Machiavel header is depicted in Figure 34. It is included
in the strobed preamble frames, data packets and acknowledg-
ment messages. The source (src) field is set to the ID of the node
that sends or forwards the packet. On fixed nodes, the destina-
tion (dst) field is set to the ID of the next hop, as provided by
the routing algorithm. However, we make the assumption that
mobile sensors using X-Machiavel do not have any information
about their neighbors. Routing in WSNs is a vast topic still being
investigated [3]. Maintaining valid routes on mobile sensors is an
awkward issue and may require complex algorithms, expensive
hardware (such as a GPS chip) or frequent control messages over-
head. For these reasons, mobile nodes using X-Machiavel always
initially set the MAC destination address to the ID of their final
destination (hereinafter called the remote peer). As we will explain
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in the next Sections, mobile sensors will be able to replace this
address with their real next hop when a data packet is to be sent.

src dst type M| Reserved
(1 Byte) | (1 Byte) | (1 Byte)
v
Flags (1 Byte)

Figure 34: The X-Machiavel header.

The type field defines whether the packet is a preamble frame
(type Po, P1, or P2), a data packet (DATA), an acknowledgment for
a preamble (PKo or PK1) or an acknowledgment for a data packet
(ACK). Strobed preambles can be of three different types: Po
preamble frames are sent by mobile nodes only and notify other
nodes that the channel cannot be stolen (see Section 5.1.3). P1
and P2 preamble frames are sent by fixed nodes and respectively
inform other sensors whether the channel can be subtilized (P1)
or not (P2).

Two types of preamble acknowledgments can be used: PKo
is sent by fixed sensors to acknowledge a Po preamble frame
that was not initially intended to them. It notifies the mobile
node that the fixed sensor can take care of its data. The PKz
acknowledgment message is used in other cases, i.e. when nodes
acknowledge a preamble that is destined to them.

Flags are used to notify the type of the packet transiting in the
network. Mobile sensors always set the M flag for data packets,
which remains even when a fixed node forwards such packets.
Before forwarding a data that has the M flag set, a fixed node
always prevents the channel from being stolen by using a P2
preamble. The Reserved space may be used for other flags in
future evolutions of the protocol.

The use of each type and flags will be further explained along
with the protocol operations in the next Sections.

5.1.2  Operation on an idle channel

A mobile sensor wishing to send a data packet while the medium
is idle starts sending a strobed preamble of type Po. The destina-
tion field of each preamble frame is set to the ID of the remote
peer. If that peer happens to be in the neighborhood of the mobile
sensor and hears the preamble, the principles of the X-MAC pro-
tocol applies (Figure 35): the peer sends a PK1 acknowledgment
without delays in order to claim the data to the mobile node.
However, in large deployments, it is likely that the remote
peer is not in the vicinity of the mobile node. For that reason, a
fixed node (hereinafter called a forwarder) located in the neigh-
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Figure 35: Mobile-to-peer communications use X-MAC (with specific
header types) when the remote peer acknowledges the
preamble.

borhood and which hears the Po preamble frame sent by the
mobile sensor, can acknowledge it with a PKo acknowledgment
(Figure 36). Note that only the fixed sensors are allowed to act
as forwarders. Mobile nodes do not participate in the routing of
the data frames. In order to avoid a collision between multiple
potential forwarders, we define a very simple backoff mechanism.
Forwarders draw a random delay T,, such as:
T
Tw = random(i, Tp)

with T, being the interval between two preamble frames. The use
of such backoff also grants priority to the remote peer in case
it would receive the preamble at the same time as a forwarder.
Once the T,, delay expires, the forwarder performs a carrier sense
and sends its PKo acknowledgment if the channel is still free.
The forwarder may notice that a collision has occurred if it still
receives Po preamble frames from the mobile sensor. In such case,
it can try to send a PKo acknowledgment again.

The mobile node receiving the PKo acknowledgment sets the
destination ID of its data packet to the source address of the
received message: it explicitly destines the data to the forwarder
that requests it. Upon reception of the data, the forwarder ac-
knowledges it.

The data from the mobile sensor may now be routed through
multiple fixed nodes until it reaches its final destination. Such
destination could be a fixed sink in the case of a convergecast
communication model, or another mobile node if we consider that
fixed nodes have the appropriate routing algorithm. In both cases,
data with the M flag set is transported hop-by-hop toward its
final destination using P2 preambles. In other words, the channel
cannot be stolen (see Section 5.1.3) by potential mobile nodes
when data originally coming from a mobile sensor is transiting
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Figure 36: Mobile-to-peer communications when a forwarder acknowl-
edges the preamble frame before the remote peer.

over the network. Furthermore, the use of P2 preamble frames
prevents potential forwarders from claiming the data.

Indeed, this scheme can add additional hops between the mo-
bile node and its remote peer, in case the peer was actually located
in the vicinity but woke up after a forwarder that has already
claimed the data of the mobile sensor. We will further analyze
in Section 5.2 whether such behavior represents a significant
drawback.

5.1.3 Operation on an occupied channel

A mobile node traveling across a congested zone may suffer from
long medium access delays. However, the node will not be in
the vicinity of the perceived event forever, and may not have the
capacity to store much data in queue. It can thus be necessary to
integrate the mobile node in the neighborhood schedule, without
aggravating the congestions in the area.

On an occupied channel, the mobile node can take the opportu-
nity of the interval between strobed preamble frames to send its
data packet to a forwarder (Figure 37). When the mobile sensor
has data to send, it listens to the medium. If it overhears a P1
preamble from a neighboring fixed node, and that preamble is
not destined to itself, it can try to send its data to that forwarder
between two consecutive preamble frames. For that purpose, it
waits for a delay equivalent to T,, (to avoid potential collisions
with other mobile sensors or with the preamble acknowledgment
from the real destination of the preamble), performs a carrier
sense and sends its data to the forwarder. Before transmitting the
data, the mobile node sets the destination address to the source
address of the received preamble frame.
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Figure 37: Mobile-to-peer communications when the channel is occu-
pied by a fixed node.

The data received by the forwarder is sent to the upper layer
for a later processing. The forwarder still has to send its original
data to its peer node (noted as Peerz in Figure 37). In order to
prevent another mobile node from capturing the channel again,
the forwarder sends its next preamble frames with a P2 type. By
overhearing such a P2 preamble from the forwarder, the mobile
sensor knows that its data was correctly received. If not, it can
try again later upon reception of a P1 preamble frame.

Once the P2 preamble is received by Peer1, it can initiate the
data transmission as usual, i.e. by sending a PK1 acknowledg-
ment to the fixed node. Note that Peer1 may instead wake up
during the mobile node transmission, sample the medium and
go back to sleep because it does not receive any preamble during
that interval. For that reason, the preamble sender (here, the
forwarder) resets its Preamble Length counter before sending P2
preamble frames in order to ensure that the destination will be
able to receive it.

The data from the mobile node that was received by the for-
warder can later be sent toward its final destination (Peerz2 in
Figure 37). The operations are strictly the same as when the for-
warder received data from a mobile node in the idle channel
case (Section 5.1.2): it is transported hop-by-hop toward its final
destination using P2 preamble frames.

5.1.4 Multi-hop operations

The first-hop operations previously described would mitigate syn-
chronization and congestion issues at the mobile node. However,
in a multi-hop topology, the data emitted by a mobile sensor and
forwarded by the fixed nodes toward the final destination may
still be affected by congestions. According to the number of hops,
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Figure 38: Multi-hop operations can be improved by allowing the fixed
sensors to take possession of the medium when forwarding
data from a mobile node.

the gain obtained at the first hop may thus become negligible. For
example, Figure 38.a exhibits the usual forwarding operations of
the fixed nodes, when the channel is congested. Forwarderz uses
the channel to send data to Peer1. In such case, Forwarder1 has to
wait for the channel to be free if it also wishes to emit data. This
results in multiple congestion backoffs at Forwarder1.

In case the destination of the data is another mobile sensor, it
would be interesting to reduce the end-to-end delay because the
routing information for moving destinations will fluctuate over
time on the forwarding nodes. With X-Machiavel, fixed nodes
can forward data originally emitted by a mobile sensor (i.e. with
the M flag set) by using the same mechanism as described in
Section 5.1.3. Figure 38.b shows that a significant amount of time
can be saved. As a result, packets initially emitted by a mobile

node can be forwarded faster to their respective destinations.

However, as the fixed nodes operate a routing protocol and
have a specific next hop to observe, they can only employ this
mechanism when the source of the overheard preamble is equal
to the layer-2 destination of the forwarded data.

5.2 EVALUATION OF OUR CONTRIBUTION

In order to evaluate our contribution, we have performed a set
of simulations in a highly mobile environment. We will first
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overview our simulation setup in Section 5.2.1. We have chosen
to compare X-Machiavel with X-MAC in order to better estimate
the benefits of our contribution with respect to the protocol on
which it is based. In addition, X-MAC is one of the most popular
preamble sampling protocol in WSN. We would like to show
to what extent it is suitable to highly mobile scenarios. For that
purpose, an evaluation of both protocols in terms of packet losses,
medium access delay and energy consumption will be presented
from Section 5.2.2.

5.2.1 Simulation environment

The evaluation of X-Machiavel was performed using the WSNet
software. This simulator especially designed for WSNs has been
previously described in Chapter 3 (Section 3.1). Table 9 details the
WSNet models used in our simulations. 16 to g6 mobile sensors
are operating around a fixed infrastructure of 16 nodes spread
on a relatively large environment (10x10 m). This constitutes an
increase from 1 to 6 in the proportion of mobile nodes compared
to the fixed ones. This ratio is later referred to as R,,. Fixed nodes
are positioned 2 meters from each others as a regular square grid,
in a way that the whole simulation perimeter is covered at the
radio level. Mobile nodes are initially distributed in a random
fashion over the simulation grid, this placement being renewed
for each simulation trial. The simulation starts with a warm-up
period of 100 s, in which only the mobility model operates in
order to further contribute to the random distribution of the
mobile nodes. Then, each fixed and mobile node sends one data
packet every 10 s (at the application layer, which randomly starts
within a window of 10 s) during 1 hour, whose destination is
randomly chosen among the whole set of sensors. The simulation
ends with a cool-down period of 300 s, where no packet is sent
by the application layer. This gives the opportunity to the sensor
nodes to route their queued packets toward their destinations
before the simulation completes.

In order to evaluate the improvements offered by X-Machiavel,
we compare it to X-MAC. We set the Preamble Length and Sam-
pling Period to 100 ms for both protocols. This value provides
a good tradeoff between energy consumption and latency [77],
and is usually the default one in reference implementations (e.g.
on TinyOS [25]). For X-Machiavel, we have set T,, (the interval
between two preamble frames, see Section 5.1.2) equals to 2 ms.
This ensures that the nodes have enough time to switch from
the reception to the transmission modes (and conversely) as
well as receive potential acknowledgment frames. The energy
model is configured from the consumption of a Chipcon CC1100
chipset [94]. As the radio sleep current is 400 nA (which is about



5.2 EVALUATION OF OUR CONTRIBUTION

Simulation parameter Value ‘

Regular square grid (10x10 m)
Topology of 16 fixed sensors and

16 to 96 mobile sensors

Data collection scheme Time-driven (10 s), peer-to-peer
Data packet/payload size 18 Bytes / 4 Bytes

Mobility model Billiard, 1 m/s, random initial direction
Routing model Fixed nodes: random geographic routing

MAC model X-Machiavel or X-MAC

with a preamble of 100 ms

Radio model Half-duplex, bandwidth: 15 kB/s

Antenna model Omnidirectional

Radio propagation model | Friis, 868 Mhz, pathloss: 2 (range: 3 m)

Modulation model BPSK
Energy model Idle: 1.6 mA, Rx: 15 mA,
Tx: 16.9 mA, Radio init: 8.2 mA
With a 3 V battery Idle: 4.8 mW, Rx: 45 mW,

Tx: 50.7 mW, Radio init: 24.6 mW

Simulation setup 1 hour, simulated 20 times

Table 9: Simulation parameters used in our experiments.

40 0oo times less than the reception current), we consider it as
negligible in our simulations. The energy consumption results
presented in the following Sections make the assumption that a
3 V battery is used (e.g. two 1.5 V AA cells, as used on TelosB or
Mica2 motes [24]).

As we only focus on MAC optimizations, we assume an ideal
routing protocol on the fixed nodes. The model used is a random
geographic routing algorithm. A fixed node forwarding a packet
selects its next hop randomly among the set of nodes that are
strictly nearer from the destination than itself. Such list could
be built for example using the MLS [37] algorithm, which is
especially designed for routing in a mobile environment using
location information.

As explained in Section 5.1, mobile sensors operating X-Machia-
vel do not participate in routing operations. They are only sender
or receiver of the data. With X-Machiavel, mobile nodes set their
the next hop at the effective time of data transmission, which
significantly eases the routing management. Hence, no routing
model is used on these nodes. However, mobile nodes running
X-MAC have to implement a routing protocol in order to deter-
mine the next hop to which transmit their data. We have therefore
performed our X-MAC experiments with two different routing
algorithms. The first one is the same ideal geographic routing
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algorithm as operated on the fixed sensors. We will refer to this
case as X-MAC yngeo- The second is a simple layer-2 broadcast
mechanism. We will refer to it as X-MACnbcast- It is important
to note that with X-MACnpbcast, the strobed preamble trans-
mitted by mobile nodes is also sent in a broadcast fashion, hence
cannot be acknowledged earlier by peer nodes. We will thus be
able to position our contribution with respect to X-MACngeo
and X-MAC 1nbcast-

Other models (mobility, modulation, propagation, radio and
antenna) have been detailed in Chapter 3 (Section 3.1). Each pos-
sible configuration of MAC layers and number of mobile sensors
has been simulated 20 times with a different distribution of the
data destinations, which corresponds to a total of 660 simula-
tion trials. The results outlined in the following Sections are an
average of the overall data collected on the set of simulations.
The 95% confidence interval exposed in our results denotes the
reliability of our measures.

5.2.2 Losses at the application layer

The average data packet losses at the application layer according
to the ratio of mobile to fixed nodes (Ry,) is depicted in Figure 39.
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Figure 39: Average losses at the application layer according to Ry,.

X-MACngeo and X-Machiavel achieves roughly the same
delivery ratio up to R,= 3 (48 mobile nodes). At that point, losses
reach respectively 12.6% and 11.4% of the total of packets sent at
the application layer. X-Machiavel manages to mitigate the losses
when R, further increases in the network. We will explain how
this is achieved by analyzing the losses at the MAC layer in the
next Section. With 64 mobile nodes (R, = 4), 42.2% of the packets
are lost when X-MAC ;1 geo is operated, while X-Machiavel can
divide the losses by a factor 2 (22.2%). From R, = 5 (80 mobile
nodes), almost 1 packet over 2 is lost during the experiment for
both protocols, which draws a limit in the average proportion of
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mobile nodes that the network can handle. In the next Sections,
we will use a representative subset of the ratio of mobile to fixed
nodes, namely R, =1, 2, 3 and 4.

The X-MAC 1nbcast scheme hardly scales to a large number
of mobile nodes. Mobile sensors sending broadcast data at the
layer 2 have to send the whole strobed preamble. Indeed, the
preamble frames sent prior to the data being also transmitted
in a broadcast fashion, it cannot be acknowledged by neighbor
nodes. This reduces the medium availability which can result in
congestions. Furthermore, data packets from the mobile nodes
are not acknowledged neither. The mobile sensor has no way to
know whether its packet was received by at least one neighbor,
hence cannot trigger any retransmissions. Finally, duplications
can occur as data from the mobile node might be received and
forwarded by multiple fixed sensors. In the experiment with 16
mobile nodes operating X-MAC nbcast (Rn= 1), as much as 48%
of the received packets are actually duplicated ones. This reduces
all the more the channel availability. A thorough analysis of the
losses at the MAC layer will confirm these facts.

5.2.3 Losses at the MAC layer

The average data packet losses at the MAC layer as well as the
causes on the receiver side are depicted in Figure 40.
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Figure 40: Average losses at the MAC layer according to Ry,.

MAC not ready means that the peer was not in a proper state
to correctly receive the data. This cause mainly occurs in the
X-MAC nbcast case: all neighbors of the mobile nodes are po-
tential receivers of the data but may not be ready to receive it.
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Together with the switched off radio, it illustrates a synchroniza-
tion issue between the sender and the receiver. Most likely, the
receiver did not capture the preamble correctly (due to a collision
or a packet error) and thus switched off its radio prematurely. A
data packet not captured means that the radio has captured another
packet (preamble or data) instead, because the reception sensibil-
ity was better for that packet. A data packet error occurs when the
packet was captured correctly, but dropped upon reception be-
cause it contained errors caused by a collision. These four causes
initially happen because the receiver node hears multiple trans-
mitters at the same time although one of the role of the preamble
is to reserve the medium. Note that X-MAC and subsequently
X-Machiavel do not implement any mechanism (such as RTS/CTS)
to reduce the hidden node problem. The main reason resides in
the size of data packets in WSN, which is usually similar to the
one of a RTS packet. It is thus preferable to send directly the data
rather than using a RTS/CTS handshake.

We can however note that X-Machiavel manages to reduce
the proportion of such losses, especially when Ry= 4. When
a mobile node operating X-Machiavel takes possession of an
occupied medium (as described in Section 5.1.3), the sender of
the preamble and the receiver of the data from the mobile sensor
are the same node: the forwarder. In this configuration, no hidden
nodes can interfere with the reception of the data from the mobile
node. Indeed, the preamble sent by the forwarder prevents its
neighbors from emitting on the medium. It is thus likely that
no collision will occur at the forwarder with the data from the
mobile node.

No neighbor means that the packet could not reach its destina-
tion because the receiver was not in the vicinity of the sender
anymore. In the X-MACnbcast and X-Machiavel cases, this can
happen when fixed nodes try to reach a mobile node: the next
hop chosen by the geographic routing algorithm may not be
valid anymore when the node actually sends the packet on the
medium. This is especially true if packets are queued for some
time at the MAC layer. Such issue can also happen on mobile
nodes in the X-MAC 11 4e0 case. As a result, the whole strobed
preamble is sent without being acknowledged (which reduces the
medium availability) and the ensuing data is lost. Furthermore,
no layer-2 acknowledgments are ever received for the data packet,
which triggers a reemission until the retransmission threshold is
reached (it is set to 3 in our experiment). As the reemitted data
may be lost for the same reasons, the proportion of No neighbor
losses are needlessly increased. However, X-Machiavel manages
to mitigate such losses on the mobile nodes because the next hop
is set at the layer 2 upon effective data transmission (as detailed
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in Section 5.1.2 and 5.1.3). Still, a similar mechanism on the fixed
sensors would allow to further reduce these losses.

Data packet pending indicates that some packets were not deliv-
ered because they were still queued on a node at the MAC layer
at the end of the simulation (i.e. even after the 300 s cool-down
period). This issue mainly occurs for the X-MAC\nbcast Case,
and explains the significance of the losses due to the No neighbor
reason: packets experience long delays in queues before being
sent on the medium.

Although X-MAC;ngeo and X-MACnpcast face roughly the
same order of losses at the MAC layer with R,= 4, X-MACngeo
can attenuate the losses at the application layer thanks to the
layer 2 retransmissions on the mobile nodes. By decreasing MAC
losses in dense topologies (by almost a factor of 2 when R, = 3),
X-Machiavel can improve the data delivery ratio as seen in the
previous Section.

5.2.4 Medium access delay

The average delay per packet to access the medium is depicted
in Figure 41. In addition, separate values for the fixed and mo-
bile sensors are also detailed. This one-hop delay includes the
initial backoff, the channel Sampling Period, potential congestion
backoffs, and the Preamble Length.
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Figure 41: Average medium access delay according to Ry.
When R,,= 4, a mobile node operating X-MACnbcast can

take as much as 235 ms in average before being able to send its
data packet. Due to the layer-2 broadcast, it has to send the whole
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preamble (100 ms) which accounts for a large fraction of the delay.
Most of the other part is caused by multiple congestion backoffs.
Since broadcast data packets are received and forwarded by
multiple peer nodes, the competition increases on the medium. As
a consequence, a node is less likely to send its data once its initial
backoff has expired. Even though fixed sensors may have their
strobed preamble acknowledged earlier, their average medium
access delay is fairly similar to the one experienced by the mobile
sensors. This can be explained by the high contention on the
channel (due to the long broadcast preamble sent by mobile
nodes), which greatly increases the length of the congestion
backoff on the fixed nodes.

Up to Rp= 3, both X-MACngeo and X-Machiavel exhibit a
medium access delay decreased by a factor 2 compared to X-
MACmnbeast- X-Machiavel achieves from 10 to 20 ms better
than X-MACngeo On average. For R, = 4, we can note a clear
advantage for X-Machiavel. Especially, we can point out that
the medium access delay on the mobile node is divided by a
factor 2 when operating X-Machiavel. By authorizing the mobile
sensors to take possession of the medium in contended areas,
and allowing the first available forwarder to claim the data of
the mobile node, X-Machiavel manages to alleviate the time a
mobile sensor needs to effectively sends its data on the medium.
Reducing this delay increases the medium availability, hence
decreases the congestion backoff on the fixed nodes. In addition
to the benefits brought by the multi-hop operations described in
Section 5.1.4, this explains why the average 1-hop delay on the
fixed sensor is also improved when operating X-Machiavel.

We can however note that fairness in terms of medium access
delay is not achieved between fixed and mobile sensors: for each
value of Ry, fixed nodes experience a delay that is roughly twice
the one of a mobile node operating X-Machiavel. Yet, we can
point out that they still achieve better than when X-MAC,n geo
or X-MACnbcast is operated in the network.

5.2.5 Multi-hop performances

In order to better understand what is the impact of X-Machiavel
on multi-hop communications, we first depict in Figure 42 the
distribution of the layer-2 communication patterns during the
experiment.

We can note that X-MAC 1nbcast €xhibits a large proportion of
mobile-to-mobile communications, especially for high values of
Ryi. Actually, the preamble and data from the mobile sensor being
sent in a broadcast fashion, all the nodes in range will receive
the data packet, even if they are not the final destination. With
high values of Ry, the neighborhood of the mobile sensor will
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Figure 42: Distribution of the communication patterns.

be mainly composed of mobile nodes, hence the large propor-
tion taken by mobile-to-mobile communications. Because other
patterns (mobile-to-fixed, fixed-to-mobile and fixed-to-fixed) use
unicast communications, their proportions decrease when R,
increases.

With X-MACngeo and X-Machiavel, we can however state
that all the mobile-to-mobile communications actually correspond
to a direct transmission between a mobile node and its final des-
tination. X-MAC 1 geo shows a higher percentage of such com-
munication pattern. Indeed, a fixed node operating X-Machiavel
can claim the data of a mobile node, which may prevent direct
communication from occurring if the remote peer was actually in
the vicinity of the mobile sensor.

As raised in Section 5.1.2, such behavior can have an impact
on the number of hops between a mobile node and its peer. We
have thus computed in Figure 43 a distribution of the number
of hops that data packets have to go through to reach their final
destination.

Compared to X-MACingeo, X-Machiavel has a lower pro-
portion of 1-hop distance communications. This confirms that
X-Machiavel reduces direct communications between mobile
nodes. In addition, when a data packet has to travel through
multiple hops to reach its destination, mobile nodes operating
X-Machiavel may not always choose the best next hop compared
to the ones operating X-MAC 11 geo. While the random geo-
graphic routing guarantees the mobile node that its next hop is
nearer from the destination than itself, a mobile node operating
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Figure 43: Average distance to the destination in number of hops.

X-Machiavel does not know whether its forwarder is closer to
the destination. For these reasons, data packets can experience
longer distances when X-Machiavel is operated on the nodes.

In order to analyze to what extent this penalizes X-Machiavel
in terms of end-to-end delay, we detail the average latency be-
tween nodes according to the number of hops in Figure 44. It
only depicts Ry= 1 for X-MAC\nbcast, because higher ratios
experience very long delays, even at the first hop. For example,
when Ry = 2, the delay at one hop is 74.5 s (& 2.4), and reaches
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Figure 44: End-to-end delay between peer nodes.
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261.6 s (£ 3.8) for 3 hops. The large difference observed with
the previously computed medium access delay (which was not
exceeding hundreds of ms) comes from the time spent in the MAC
queue, and suggests serious congestions in the network.

X-MACngeo and X-Machiavel exhibit similar results when
Ry is equal to 1 or 2, with slightly better performances for
X-Machiavel over long distances. When R, = 3, X-Machiavel de-
creases the delay by around 30% at every hop compared to X-
MACngeo- For Ry = 4, X-Machiavel outperforms X-MACngeo
which takes as much as 4.9 s ( 0.2) on the first hop, and 84.7 s
(£ 1.5) at 3 hops. As a matter of comparison, we have also
displayed the results for X-MACngeo When Ry= 3.5. It still
achieves worse that X-Machiavel when R,,= 4. By reducing the
MAC layer losses and the medium access control delay, as well
as defining specific multi-hop operations for the fixed nodes (as
detailed in Section 5.1.4), X-Machiavel manages to improve the
end-to-end delay in a significant manner, especially in highly
mobile environments.

We can point out that even though X-Machiavel increases the
number of hops toward a destination, the overall delay to reach
the remote peer is tempered by the gain across multiple hops. For
example, with R, = 3, it almost takes as much time for a packet
to travel through 6 hops with X-Machiavel (1.04 s) than it takes
for 4 hops with X-MACngeo (0.99 ).

5.2.6 Energy consumption

Energy consumption being one of the crucial point in WSNs, we
also evaluate the overall energy depletion in the network at the
end of the simulation. It is depicted in Figure 45.

As expected, X-MACnbcast is the less energy efficient proto-
col. As pointed in Table 10, radio reception constitutes the main
reason of the total energy consumed by the fixed nodes in the
network (70.7% when R, = 4). Indeed, the long broadcast pream-
ble sent by mobile sensors prevents the neighbor nodes from
switching off their radio prematurely: they have to listen to the
whole preamble to receive the trailing data.

X-Machiavel and X-MAC ngeo present similar results for Ry,
values up to 2. However, X-Machiavel consumes 11.7% less energy
when Ry = 3. This reduction reaches 33% when Ry, = 4. The energy
consumed due to slightly longer routing paths with X-Machiavel
is balanced with the savings performed on the mobile node which
sends reduced preambles (when a forwarder claims its data) or
no preamble at all (in the case the mobile sensor takes possession
of the medium as described in Section 5.1.3). Radio transmissions
constitutes only 3.75% of the energy consumed by mobile nodes
operating X-Machiavel, as shown in Table 10. The reduction of
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Figure 45: Energy consumed in the network at the end of the simula-
tion.

the layer-2 losses as detailed in a previous Section also decreases
the packet retransmissions which are energy-consuming.

5.3 CONCLUSION

So far, only a few protocols have considered the specificities of
mobile environments, and no one really satisfies scenarios where
the mobile nodes numerically exceed the fixed ones. We have
particularly focused on such topologies with the contribution
presented in this Chapter. The X-Machiavel protocol relies on an
infrastructure of fixed sensors which takes care of routing the
data between peers. On an idle channel, fixed nodes can claim
the data of a mobile sensor and route it toward its destination.

Type Total energy Main reasons
MAC protocol of | consumed in the (% of total consumed)
Rx ‘ Idle ‘Radio init.

nodes | network (Joules) | Tx

X-MACinbcast| fixed | 902.01 (£ 9.24) |19.14| 70.7 | 9.48 0.68
Rn=14 mobile| 668.42 (£ 3.88) | 4.32 | 56.6 | 18.6 | 20.48

X-MACngeo | fixed |565.91 (£ 16.22)| 20.0 | 59.2 |17.33|  3.47

Rn=14 mobile| 461.16 (£ 6.43) | 8.21 [40.14|20.55| 31.1

X-Machiavel | fixed | 355.92 (£ 7.03) |25.24(43.85|23.41| 7.51
Rn=14 mobile| 331.99 (£ 1.48) | 3.75 |29.86(22.05| 44-34

Table 10: Average energy spent in the network at the end of the simula-
tion when R, = 4 (with 95% confidence interval).



5.3 CONCLUSION

On a congested medium, mobile nodes can take possession of the
channel initially reserved by a fixed sensor in order to fit in the
communication schedule. Lastly, by setting the layer-2 next hop
just before the effective data transmission without the need for
a routing protocol, mobile nodes are more likely to reach their
peers.

Through an evaluation by simulation, we have demonstrated
the benefits of our solution compared to X-MAC on which our
proposal relies. X-Machiavel outperforms X-MAC when the latter
is used in association with a simple layer-2 broadcast scheme on
the mobile nodes. When X-MAC is combined with a geographic
routing protocol on the mobile sensors, X-Machiavel exhibits
substantial improvements when the number of mobile nodes
increases in the network. Especially, the fact that the routing in-
formation may not be valid upon effective data transmission with
X-MAC gives a true advantage to X-Machiavel in congested net-
works. By mitigating the losses at the MAC layer, X-Machiavel also
improves the end-to-end delivery ratio. Even though X-Machiavel
may increase the number of hops between nodes, we have shown
that it is not performed at the cost of the energy-efficiency nor the
end-to-end delay, especially in highly mobile scenarios. Network-
wide, the overhead for the fixed sensors is balanced by the gain
achieved on the mobile ones.

We have however spotted several possible optimizations. For
example, communications from the fixed nodes to the mobile
sensors could be further improved in order to avoid useless re-
transmissions when the mobile node is not in the vicinity of the
sender anymore. It could also be interesting to evaluate our solu-
tion with other data collection schemes. We expect convergecast
traffic to particularly benefit from the multi-hop operations of
X-Machiavel. Our contribution relies on an infrastructure of fixed
sensors, it could be interesting to study to what extend we could
apply our scheme to networks composed of only mobile nodes
(e.g. by classifying mobility at different degrees). Note that the
principles behind X-Machiavel can be used with other preamble
sampling protocols in order to improve their efficiency in mobile
environments.
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Recent deployments of wireless sensor networks have tar-
geted challenging monitoring and surveillance applications. The
medium access control being the main source of energy wastage,
energy-efficiency has always been kept in mind while designing
the communication stack embedded in spread sensors. Especially,
versatile protocols have emerged to offer a suitable solution over
multiple deployment characteristics.

In this Chapter, we analyze to what extent versatility applies
to a dynamic scenario in which antagonist traffic patterns exist in
the network. We provide a performance evaluation of two well-
reputed versatile protocols (B-MAC [77] and X-MAC [17]) under
the conditions of the scenario described in Chapter 2 (Section 2.1),
in which some parts of the network alternate sporadic and burst
transmissions.

6.1 SIMULATION ENVIRONMENT

In order to shed some light on the issues that we outlined in
Chapter 2, we have used the WSNet software. An example of the
topology used in our simulations is depicted on Figure 46. The
simulation scenario consists in a large grid network of hundred
(10x10) wireless sensor nodes. Each node is located two meters
from its neighbors. The sink is located at the bottom left corner
of the grid. As we explained in Section 2.1, all the sensors in the
network first operate in a event-driven manner, and thus do not
send any data as long as they do not catch an event. An event is
stimulated on a sensor by feeding him with a measured value
greater than a certain threshold. We have distributed the starting
time of 180 events over the simulation time (3 hours) according
to a Poisson process:

180

Apoisson := 10800
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which corresponds to 180 events distributed on 10800 time-slots
(3 hours time-frame divided into 1-second slots). The location
of the event is uniformly distributed in the sensor grid. Upon
an event, a node starts sending data packets in a burst fashion
toward the sink. It sends one packet every second during the
length of the event, which lasts 10 s.
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Figure 46: The topology used in our simulations. As an example, an
event is triggered at node [10;14]. Two packets are routed
through different paths toward the sink using a random
geographic routing.

On the protocol side, the details of the models used in our
simulations are exposed in Table 11. With the random geographic
routing, a node forwarding a packet selects its next hop randomly
among the set of nodes that are strictly nearer from the desti-
nation than itself. In order to evaluate the performances of the
B-MAC and X-MAC protocols, we vary their LPL values (i.e. their
Preamble Length PL and Sampling Period SP) from 100 ms to
500 ms. The same pre-configured value is used on all the nodes
throughout the simulation. The energy model is configured from
the consumption of a Chipcon CC1100 chipset [94]. As the radio
sleep current is 400 nA (which is about 40 ooo times less than
the reception current), we consider it as negligible in our simula-
tions. The energy consumption results presented in the following
Sections make the assumption that a 3 V battery is used (for
example two 1.5 V AA cells, as commonly used on TelosB or
Mica2 motes [24]). Other models (modulation, propagation, radio
and antenna) have been detailed in Chapter 3 (Section 3.1).

Each possible configuration of MAC layers and LPL values has
been simulated 20 times with a different distribution of the events.
The results outlined in the next Section are an average of the over-
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Simulation parameter Value ‘

Topology Regular square grid (20x20 m)

of 100 (10x10) fixed sensors

Data sending period | Upon an event: every second during 10 s

Data packet/payload size 25 Bytes / 4 Bytes
Routing model Random geographic routing
MAC model B-MAC or X-MAC with
a LPL of 100, 250 or 500 ms
Radio model Half-duplex, bandwidth: 15 kB/s
Antenna model Omnidirectional

Radio propagation model | Friis, 868 Mhz, pathloss: 2 (range: 3 m)

Modulation model BPSK
Energy model Idle: 1.6 mA, Rx: 15 mA,
Tx: 16.9 mA, Radio init: 8.2 mA
With a 3V battery Idle: 4.8 mW, Rx: 45 mW,
Tx: 50.7 mW, Radio init: 24.6 mW
Number of events 180 events
Simulation setup 3 hours, simulated 20 times

Table 11: Simulation parameters used in our experiments.

all data collected on the set of simulations. The 95% confidence
interval exposed in our results confirms the reliability of our
measures.

6.2 RESULTS

The results exposed hereinafter exhibit the impact on energy
consumption, end-to-end and one-hop delays as well as packet
losses.

6.2.1  Energy consumption

Figures 47 and 48 depict a map of the energy consumption of our
sensor grid at the end of the simulation for B-MAC and X-MAC
respectively. Results have been computed for the three LPL values
(100, 250 and 500 ms). We can observe that when a short preamble
is used (100 ms), the energy consumption is much more uniform
in the network than with a longer preamble (250 ms or 500 ms),
for both B-MAC and X-MAC. The length of the preamble has a
direct impact on several energy-consuming factors.

First, each data packet sent or forwarded by a node is preceded
by a preamble. The time spent to send the actual data is pretty
small compared to the size of a preamble. For example, the size
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B-MAC with LPL 100 ms

Energy consumed (Joule)

B-MAC with LPL 250 ms

B-MAC with LPL 500 ms

Energy consumed (Joule)
Energy consumed (Joule)

Figure 47: Map of the energy consumption in the sensor grid at the end
of the simulation for B-MAC for three LPL values: (a) 100 ms,
(b) 250 ms, (c) 500 ms.

of a packet in our experiment is 25 bytes (4 bytes of data payload,
and 21 bytes of protocol headers), which takes around 1.7 ms to
be sent over the medium. The preamble is thus the main factor
of energy consumption when a packet is transmitted or received.
Longer preambles can thus increase transmission and reception
costs in a non-negligible manner, as displayed in Table 12. An ex-
ception for X-MAC is that the energy spent in reception remains
fairly below other sources of energy consumption (namely trans-
mission, idle listening and radio initialization) whatever the LPL
value employed. Indeed, nodes operating the X-MAC protocol
can send an early acknowledgment to the transmitter as soon as
they hear a piece of the preamble, and even switch off their radio
if the preamble information does not identify them as the target
of the ensuing data. This greatly reduces the overall time spent
in reception in the network.

Second, the Sampling Period on each node is the same as the
Preamble Length (SP = PL). The smaller the preamble, the more
often nodes sample the medium. This operation mandates to
switch on, calibrate and initialize the radio, which consumes a
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X-MAC with LPL 100 ms

Energy consumed (Joule)

X-MAC with LPL 250 ms

X-MAC with LPL 500 ms

Energy consumed (Joule)
Energy consumed (Joule)

Figure 48: Map of the energy consumption in the sensor grid at the end
of the simulation for X-MAC for three LPL values: (a) 100 ms,
(b) 250 ms, (c) 500 ms.

non-negligible amount of energy (24.6 mW as stated in Table 11).
Table 12 points out that this is actually the major reason of energy
consumption in our simulations when a small sP is used. It can be
as high as 61% (respectively 77%) of the overall energy consump-
tion in the network when B-MAC (respectively X-MAC) is used
with a PL of 100 ms. Therefore, when the PL is short, the energy
cost is increased on the whole network due to more periodic
channel samplings. This is corroborated by the Figures 47 and 48
for a LPL value of 100 ms. The overhead due to the transmission
and reception of preambles is however minimized thanks to its
short size. The energy saved by sending smaller preambles is thus
lost by more regular samplings. On the opposite, when a longer
preamble is used (250 ms or 500 ms), the energy cost is much
higher in places where nodes forward more packets (typically
around the sink) but greatly decreases in other places as channel
sampling is performed less often.

The total energy consumed in the network (Table 12) reveals
that B-MAC with a LPL of 250 ms has consumed less energy than
with other configurations. With X-MAC, using a LPL of 500 ms is
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Total energy Main reasons
MAC protocol consumed in the (% of total consumed)
Rx ‘ Idle ‘Radio init.

network (Joules) | Tx

B-MAC (LPL 100 ms) | 1094.67 (£ 2.69) | 7.48 | 18.4 |12.66| 61.46
B-MAC (LPL 250 ms) | 972.22 (£ 6.29) |22.91(42.07| 7.54 | 27.49
B-MAC (LPL 500 ms) |1231.31 (£ 10.78)|35.07(48.62| 5.54 | 10.77

X-MAC (LPL 100 ms)| 847.3 (£ 0.44) | 2.31 | 0.87 |19.48| 77.34
X-MAC (LPL 250 ms)| 406.45 (£ 1.45) |11.92| 2.97 [19.53| 65.57

X-MAC (LPL 500 ms)| 380.48 (£ 3.19) |30.62|15.22|19.11| 35.04

Table 12: Average energy spent in the network for X-MAC and B-MAC
at the end of the simulation (with 95% confidence interval).

more efficient network-wide. Let us assume that the data traffic
would always follow the same pattern than during the simulated
3 hours, and that each node uses two 1.5 V AA 2500 mAh cells
(as commonly used on TelosB or Micaz motes). In that case, the
experiment with B-MAC and a 250 ms LPL could last around 350
days before all nodes would die, and 136 days before the first
node dies. With X-MAC and a 500 ms LPL, the overall energy
available in the network would be depleted within goo days,
while the most consuming node would die after 280 days.

As a side note, these experiments confirm that X-MAC is more
energy-efficient than B-MAC thanks to its strobed preamble and
early acknowledgment mechanism. Actually, this is only the case
when unicast packets are sent or forwarded by sensor nodes
(such as in our scenario). In case of broadcast packets, the early
acknowledgment could not be used, hence energy consumption
(as well as the other results presented later) would be roughly
the same for both protocols.

6.2.2 End-to-end and one-hop delays

The average end-to-end delay according to the number of hops
to the sink is depicted in Figure 49. For both B-MAC and X-
MAUC, higher LPL values imply an increase in the node-to-sink
delay. Indeed, this delay is increased at least by the length of the
preamble each time the data packet is forwarded by a node on
the routing path. While the results are nearly linear for LPL values
of 100 and 250 ms, we can notice a quick increase close to the
sink when a 500 ms preamble is used. For example, it takes 5.5 s
to go through the last 3 hops in a network operating B-MAC (3.4 s
for X-MAC). This suggests congestions around the sink when
high LPL values are used.

In order to further investigate this issue, we have computed
the average delay per packet to access the medium for B-MAC and
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Figure 49: End-to-end delay according to the number of hops to the
sink for (a) B-MAC and (b) X-MAC.

X-MAC in the different LPL conditions. The results are detailed
in Table 13. This one-hop delay includes the initial backoff, the
time to sample the channel, potential congestion backoffs and
the size of the preamble. A node operating B-MAC (respectively
X-MAC) with a 500 ms preamble can take as much as 700 ms
(respectively 433 ms) in average before being able to send or
forward a packet. This reveals that B-MAC can hardly handle
more than one packet per second (two packets per second for
X-MAC) without provoking congestions. Sensor nodes located
around the sink suffer from the funneling effect: they have to
forward packets coming from all the network. As a consequence
in our scenario, as soon as two events occur in the same 10-second
timeframe, sensor nodes around the sink may have to forward
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MAC Average one-hop delay (ms)

protocol LPL 100 ms ‘ LPL 250 ms ‘ LPL 500 ms

B-MAC 106.98 (£ 0.16) 288.15 (£ 1.12) 699.67 (£ 3.81)
X-MAC 72.21 (£ 0.55) 177.63 (£ 1.80) 433.31 (& 2.00)

Table 13: Average one-hop delay (with 95% confidence interval) for
B-MAC and X-MAC.

packets at a rate above the congestion limit. This results in the
increase of the one-hop delay near the sink.

Long preambles reduce the channel availability, hence causing
congestions. This can have an impact on the packet losses that
we propose to study in the next Section.

6.2.3 Packet losses

We have first computed the losses at the sink. In each experiment,
a total of 1800 packets have been sent at the application layer by
the nodes (180 events are generated during the simulation, each
inducing 10 data packets). The number of packets received at the
sink as well as the resulting percentage of losses are detailed in
Table 14. We can confirm that higher LPL values are the cause of
more packet losses.

In order to better understand why packets are dropped, we
expose in Table 15 the reasons of the losses at the radio level.
The three main ones are detailed below. A switched off radio while
receiving a data packet illustrates a synchronization issue be-
tween the sender and the receiver. Most likely, the receiver did
not capture the preamble correctly (due to a collision or a packet
error) and thus switched off its radio prematurely. Another cause
for nodes operating X-MAC is that the receiver heard a preamble
that was not targeting it (and thus switched off its radio) although
another peer node was sending a preamble destined to it. A data

MAC Packet sent Packet received | % of losses

protocol by applications at the sink at the sink
B-MAC (LPL 100 ms) 1800 1773.05 (£ 4.34) 1.49
B-MAC (LPL 250 ms) 1800 1518.4 (+ 12.42) 15.64
B-MAC (LPL 500 ms) 1800 1289.65 (£ 13.48) 28.35
X-MAC (LPL 100 ms) 1800 1795.65 (£ 1.71) 0.24
X-MAC (LPL 250 ms) 1800 1691.45 (£ 11.56) 6.03
X-MAC (LPL 500 ms) 1800 1333.9 (£ 12.14) 25.89

Table 14: Average packet losses at the sink (with 95% confidence inter-
val) for B-MAC and X-MAC.
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Packets | Packets |% of | Main reasons (%)
MAC protocol  |[forwarded by|received at|losses|Radio|Packet not|Packet
the MAC | the MAC off | captured | error

B-MAC (LPL 100 ms) | 15611.85 | 15229.1 | 2.4 |70.2 9.3 20.0
B-MAC (LPL 250 ms) | 17322.05 |13536.55]|21.8 | 80.2 6.6 12.7
B-MAC (LPL 500 ms) | 16901.75 |11886.65|29.6 |75.8 8.7 14.8

X-MAC (LPL 100 ms)| 15527.55 | 15393.3 | 0.8 |61.4 7.5 30.0
X-MAC (LPL 250 ms)| 16614.1 | 14943.3 | 10.0 | 66.2 6.8 24.5

X-MAC (LPL 500 ms)| 19214.4 | 13379.1 |30.3|63.1 7.6 25.5

Table 15: Average losses at the MAC layer and main reasons for B-MAC
and X-MAC. Main reasons are given as a percentage of the
total of packet losses.

packet not captured means that the radio has captured another
packet (preamble or data) instead, certainly because the reception
sensibility was better for that packet. A packet error happens for a
data packet when it was captured correctly, but dropped upon
reception because it contained errors caused by a collision.

All of these three causes initially happen because the receiver
node hears multiple transmitters at the same time. Although
one of the role of the preamble is to reserve the medium, we do
not use any mechanism (such as RTS/CTS) to reduce the hidden
node problem. This issue is emphasized when high LPL values are
used, because congestions increase the channel utilization. We can
affirm that it has a direct impact on the energy consumption in the
network. A packet loss at the MAC layer triggers a retransmission
as long as the threshold has not been reached. This limit has
been fixed to 3 times in our simulations. It contributes to waste
energy at both the sender and the receiver, especially when long
preambles are used, as outlined in Section 6.2.1.

6.3 CONCLUSION

From the results exposed in this Chapter, we can notice that there
are no perfect configurations regarding the LPL values when we
confront preamble sampling protocols to a scenario in which
burst transmissions randomly occur in space and time. Advan-
tages and drawbacks of different LPL values are summarized
in Table 16. When small preambles are used, a lot of energy is
wasted on all the nodes in the network due to more regular chan-
nel samplings. It however allows forwarding nodes to reduce
the time they spend in transmission and reception, hence saves
energy on the routing path. This is the exact opposite when long
preambles are configured on the sensor nodes. The node-to-sink
delay increases with the LPL values, a better reactivity can thus
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LPL value

Advantages

Drawbacks

Low

Better reactivity, energy

savings on routing paths

Energy wastage

on idle places

Medium Trade-off between Not optimized in idle
energy and delays places nor routing paths
Energy savings Long delays, energy
High on idle places wastage on routing

paths, congestions

Table 16: Advantages and drawbacks of various LPL values.

be achieved with smaller preambles. Long preambles make the
medium less available, which can provoke congestions around
the sink and emphasize the funneling effect. This has a direct
impact on the packet losses which increase with the size of the
preamble.

The LPL value of 250 ms could be a trade-off between the
energy consumption, end-to-end delays and packet losses. Still,
in that configuration the link-layer costs are high compared to
what could be achieved if we could mix the advantages of both
the low and high LPL values. As already discussed in Chapter 2
(Section 2.3.1), using different LPL values on distinct node can
prevent them from communicating. We thus propose in the next
Chapter an algorithm that allows to adapt dynamically the PL
and SP on every node while ensuring connectivity among them.
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The results obtained in Chapter 6 convinced us to propose
more than versatility and pre-configured solutions, that is auto-
adaptation. We insist on how different versatility and auto-adapta-
tion are. Interfaces available in MAC layers such as B-MAC or X-
MAC enable versatility. We aim at introducing auto-adaptation,
that is using this versatility feature to automatically tune the LPL
mechanism and optimize energy savings.

In this Chapter, we introduce our contribution [52], an auto-
adaptive algorithm that allows to adjust the previously mentioned
protocols while the network is operating. Our solution is based
on a link-by-link negotiation in order to establish energy-efficient
communications over certain paths toward the sink station. This
mechanism, auto-adapting to the current network traffic, can
be used in combination with various other preamble-based MAC
layers and works for every traffic pattern, being especially energy-
efficient during burst transmissions. After detailing our contri-
bution, we will analyze to what extent it outperforms the results
obtained in Chapter 6.
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7.1 ALGORITHM OVERVIEW
7.1.1  Main characteristics

With LPL implemented, a long preamble leads to much energy
spent by senders while a short one imposes all sensors to re-
duce their sleeping periods, even if no data is to be sent, thus
increasing global power consumption. In order to favor energy-
efficiency during burst transmissions, our goal is to enhance data
communication paths along which each relaying node adopts a
short preamble thus reducing energy spent during transmissions.
Nodes are expected to switch between a long and a short PL and
SP according to their participation in multi-hop communications,
either as the main source of data or as simple relaying nodes.
Nodes not involved in any communication paths keep sleeping
for long periods of time, thus saving energy.

The paths leading from the data sources to the sink station will
then be composed of Energy-Efficient (EE) links. A sending node
is either a data source (located nearby an event for instance) or a
relay node participating in multi-hop communications. The two
different durations for PL and SP are assumed to be fixed prior
to the deployment: they are noted as Ty« for the long one, and
Tmin for the short one. As opposed to B-MAC and X-MAC, one
characteristic of our solution is that PL and SP can take different
values on the same node. PL is managed when the node is in
sending mode (Section 7.1.2) while SP is configured in reception
mode (Section 7.1.3). The key contribution of our solution is that
two nodes u and v configured with different PL and SP will not be
desynchronized (as opposed to what we described in Chapter 2,
Figure 17).

7.1.2  Operations on the sender side

When a sender has data to transmit, it sends the first packet with
a long preamble (PL = Tyqx). In order to create an EE link, both
ends must agree on a short preamble (PL = Ty iy ). This negotiation
is kept simple and is initiated by the first data transmission. Our
algorithm assumes that any sender aims at reducing the size of
its preamble in order to save energy during further transmissions.
By this way, upon reception, each receiver knows that the sender
wants to reach a short preamble.

In order to enable this short preamble, the receiver will ac-
knowledge the data reception. This acknowledgment is consid-
ered as an agreement by the sender. Further communications
will therefore only require an energy-efficient short preamble.
This agreement should not stand for too long a time, we would
otherwise fall back in the case where sensors uselessly sleep for
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short periods of time while no transmission is ongoing. To avoid
this problem, agreements have a validity period. Every sender
u keeps an up-to-date list of the receivers that have agreed on a
short preamble. This list is later referred to as Receivers,,. Every
entry of this list is attributed a timeout. Once this timeout ends,
the sender knows that the corresponding receiver may no longer
be using a short SP and thus needs to initiate the agreement
once again. For any transmission to node v, a node u checks
Receivers,, and, if an entry exists for v, the associated timeout
in order to know whether a short preamble could be adopted or
not.
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Figure 50: Transition-state machine of our auto-adaptive algorithm on
the sender side.

The whole solution on the sender side is detailed in Figure 50.
On this figure, No Rx ACK refers to the situation where v could
not receive correctly the data, or the acknowledgment sent back
by v was lost. For the sake of clarity, the limited number of
packet retransmissions was not represented in this transition-
state machine.

Considering acknowledgments, we also took into account the
overhearing of these messages in order to enhance our solution.
We implemented the fact that, for every acknowledgment sent
by a node v to a node w, and overheard by a node u, then u can
decide to add v to Receivers,,. By this way, if u sends data to v
before the end of the associated timeout, a short preamble can be
used. Note that v does not need to know about the adoption of
a short preamble by u: the acknowledgment notifies that v has
switched to a short SP, hence it will be able to synchronize with
the short PL of u.
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7.1.3  Operations on the receiver side

The procedure is detailed through Figure 51. Receivers do not
have to maintain a list of senders. Let a node v configured with
SP = Tinax- The first time a node u sends data to v, v acknowledges
the reception (noted as Data OK in the figure) and agrees on a
short preamble, thus changing SP to Ty, in. The time period during
which v will remain in this state is noted as Timeout, (its value
is the same as the one used for the timeouts on the sender side).
This parameter is further discussed in Section 7.3. Every new
data reception resets the ongoing timeout to Timeout,, thus
extending the period during which v keeps an SP equal to Tinin.
In case v receives data destined to another sensor node or if the
data is incorrect or incomplete (noted as Data error in the figure),
it does not send any acknowledgment and goes back to the state
it initially came from.

Regular Regular
channel channel
sampling sampling

Timeout
ends

SP = Tmax

Preamble
hearing

Preamble
hearing

Data OK
Il (Data error && SP = Tmin)

Data error
&& SP = Tmax

Data
reception

Figure 51: Transition-state machine of our auto-adaptive algorithm on
the receiver side.

7.1.4  Overall operations

A general overview of our proposal is depicted in Figure 52. The
sender node only modifies its PL value upon an acknowledgment
received from the forwarder node. It will then be able to send the
next data packet using a short PL. The forwarder node modifies
its SP value to the minimum one upon reception of the first data
packet from the sender node. This allows him to synchronize
correctly for the reception of the second data packet. When for-
warding the first packet, it however still uses a long preamble. It
will reduce the preamble size only from the second forwarded
packet (not displayed in the figure). The receiver node receives the
first forwarded packet, acknowledges it and switch its SP value in
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Figure 52: Overview of our auto-adaptive algorithm with one sender,
one forwarder and one receiver.

order to be ready to hear the second packet on time. According
to the role of the node (sender only, forwarder, receiver only),
nodes modify either their PL value, or their sP value, or both.

This solution is also resistant to loss of messages that inevitably
occur in real radio environments. If data packets are not received,
then retransmissions occur until the limit is reached, leading to
packet drop. In the case where acknowledgments are lost, the
receiver has changed its SP to Tnin, While the sender keeps on
sending a preamble of length T, x. Such situations can not lead
to link-layer disconnections: the SP being shorter than the PL,
the receiving node will inevitably hear the preamble. It simply
wastes some energy that could have been saved with a shorter
preamble.

7.2 EVALUATION OF OUR CONTRIBUTION

We have performed a similar experiment with WSNet than the
one presented in Chapter 6 (Section 6.1). We implemented our
auto-adaptive algorithm as a new module that can be employed
with the B-MAC or X-MAC implementations for WSNet. In the
below results, the combination of our algorithm with B-MAC
and X-MAC will be called Burst-Oriented B-MAC (BOB-MAC) and
Burst-Oriented X-MAC (BOX-MAC) respectively.

We set Tinin to 100 ms and Ty, qx to 500 ms. With these values,
we will get the benefits of a short PL in active places and a long
s in idle places. We chose a Timeout value of 10 seconds. Our
algorithm remains efficient as long as Timeout is greater than
the delay between two consecutive uses of an EE link, which
depends on the routing policy. We use a random geographic
routing (see Table 11 in Section 6.1), where a node forwarding
a packet selects its next hop randomly among the neighbors
that are strictly nearer from the destination than itself. Setting
Timeout to the length of the event thus guarantees that EE links
will remain established during the whole burst transmission.
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The results exposed in the below Sections exhibit the benefits of
our solution in terms of energy consumption, end-to-end and
one-hop delays as well as packet losses.

7.2.1 Energy consumption

BOB-MAC ——— BOX-MAC ——

Energy consumed (Joule)
Energy consumed (Joule)

Distance (m)

Figure 53: Map of the energy consumption in the sensor grid at the end
of the simulation for (a) BOB-MAC and (b) BOX-MAC.

Figure 53 depicts a map of the energy consumption of our
sensor grid at the end of the simulation for BOB-MAC and BOX-
MAC. The results for BOB-MAC are pretty similar to those exposed
for B-MAC with a 250 ms LPL in Section 6.2.1. Table 17 confirms
that the former consumed around 975 J in the whole network
while the latter presented a depletion of 972 J. The repartition of
the consumption is however slightly different: BOB-MAC consumes
less energy in radio initialization (thanks to the use of long
preambles on idle nodes) but more on reception (due to the
seldom use of such preambles, that are overheard by multiple

neighbors).
Total energy Main reasons
MAC protocol consumed in the (% of total consumed)
network (Joules) | Tx | Rx ‘ Idle ‘ Radio init.
BOB-MAC 975.66 (+ 9.41) | 21.97 | 56.88 | 5.3 15.85

B-MAC (LPL 250 ms) | 972.22 (£ 6.29) | 22.91 | 42.07 | 7.54 27.49

BOX-MAC 261.42 (£ 0.98) | 14.25 | 4.57 | 19.34| 61.85

X-MAC (LPL 500 ms) | 380.48 (& 3.19) | 30.62 | 15.22 | 19.11 | 35.04

Table 17: Average energy spent in the network for BOB-MAC and BOX-
MAC at the end of the simulation (with 95% confidence in-
terval). For reference, the best results obtained by the plain
B-MAC and X-MAC protocols are also given.
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BOX-MAC takes great benefits from our solution. The energy con-
sumption is significantly reduced on the routing path. Network-
wide, it uses 31% less energy than when X-MAC is used with a
LPL pre-configured to 500 ms (261 ] versus 380 J). With BOX-MAC,
the experiment could last around 1315 days before all nodes
would die (against 9oo days without our algorithm), and the
most consuming node would die after 586 days (against 280 days
previously).

7.2.2  End-to-end and one-hop delays

The average end-to-end delay according to the number of hops

to the sink is depicted in Figure 54 for BOB-MAC and BOX-MAC.
BOB-MAC achieves a little worse than when B-MAC is configured

with a fixed LPL value of 250 ms. This can be explained by the

s5E ' BOB-MAC (with 95% conf. int.) ——+— j
B-MAC with LPL 250 ms (with 95% conf. int.) :--X---

End-to-end delay (s)

o

ink1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
Number of hops to the sink

(a)

1sE " BOX-MAC (with 95% conf. int) —+—
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Figure 54: End-to-end delay according to the number of hops to the
sink for (a) BOB-MAC and (b) BOX-MAC. Approaching results
for plain B-MAC and X-MAC are given as reference.
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one-hop delay which is in average 311.2 ms (£ 2.34) with our
algorithm while it was about 288 ms in the pre-configured B-MAC
case. Although we could expect a lower medium access delay, this
average value can only be reduced if enough short preambles are
sent successively to make the initial long one of 500 ms profitable.
It thus becomes obvious that the longer an event lasts (i.e. the
more data a node sends in burst), the lower the average one-hop
delay will be. As a side note, throughout the whole experiment
63% of the preambles sent by nodes were short ones. This low
value can be explained by the fact that EE links are not used at
their best capacity. Indeed, the random geographic routing model
opens multiple routing paths at each forwarding node, which
requires new EE link negotiations hence long preambles. We will
discuss a way to solve this issue in Section 7.3.1.

BOX-MAC achieves roughly the same node-to-sink delay as
when X-MAC is configured with a fixed LPL value of 250 ms.
With an average one-hop delay of 137.6 ms (£ 1.23), BOX-MAC can
handle burst transmissions without provoking congestions. 49%
of the preamble sent during the whole experiment are short ones
(i.e. initially configured to last a maximum of 100 ms).

7.2.3 Packet losses

Losses at the sink are exposed in Table 18. BOB-MAC presents as
much losses as when it is pre-configured with a LPL of 500 ms. On
the contrary, BOX-MAC achieves good results: it performs better
than if it were configured with a LPL of 250 ms. In order to better
understand why losses with BOB-MAC are that high, we expose in
Table 19 the main reasons of the losses at the radio level.

We can note an increase in the proportion of data packets not
captured and packet errors for the experiment running BOB-MAC.
Actually, a weakness in our protocol makes it more sensible to
the hidden node problem. When a sender u transmits a long
preamble of 500 ms (which happens in 37% of the cases, as stated
in the previous Section), it may collide up to five times with short

MAC Packet sent Packet received | % of losses

protocol by applications at the sink at the sink
BOB-MAC 1800 1281.6 (£ 13.45) 28.80
B-MAC (LPL 500 ms) 1800 1289.65 (£ 13.48) 28.35
BOX-MAC 1800 1722.75 (£ 6.51) 4-29
X-MAC (LPL 250 ms) 1800 1691.45 (£ 11.56) 6.03

Table 18: Average packet losses at the sink (with 95% confidence in-
terval) for BOB-MAC and BOX-MAC. As reference, approaching
results obtained by plain B-MAC and X-MAC are also given.
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Packets Packets | % of Main reasons (%)
MAC protocol | forwarded | received at | losses | Radio | Packet not | Packet
by the MAC | the MAC off | captured | error

BOB-MAC 16805.6 11500.45 | 31.5 | 46.6 31.3 21.5

BOX-MAC 16572.0 15074.35 | 9.0 | 50.0 8.5 38.7

Table 19: Average losses at the MAC layer and main reasons for BOB-MAC
and BOX-MAC. Main reasons are given as a percentage of the
total of packet losses.

preambles of 100 ms sent by another transmitter u’. The data
packet sent by u’ may thus reach the maximum retransmission
threshold (set to 3 in our simulations). The receiver node v located
between both senders will thus not be able to receive correctly
the data packet sent by u’. Multiple solutions could help us to
decrease the losses. We could increase the number of retransmis-
sions or use RTS/CTS messages, but both would also increase the
energy consumption on sender nodes. Another possibility would
be to try to increase the percentage of short preambles sent in the
network. This would immediately inhibit the hidden node prob-
lem that we experience. A way to achieve this would be to reduce
the route diversity, as we already discussed in Section 7.2.2. We
will further investigate this solution in Section 7.3.1.

We can note that BOX-MAC is much less impacted by this prob-
lem. Only 4.3% of the data packets do not reach the sink. Al-
though 51% of the preambles sent during the whole experiment
are long ones, they actually do not last 500 ms thanks to the early
acknowledgment feature inherited from X-MAC. Coupled with a
retransmission threshold set to three, it seems resilient to losses.

7.2.4 Summary

Our algorithm to adapt the LPL performs differently when com-
bined with B-MAC and X-MAC. BOX-MAC gives encouraging re-
sults. In terms of energy, we outperform all the experiments
where X-MAC is used pre-configured. The end-to-end delay is
roughly the same as in the 250 ms LPL case. With less than 5% of
packet losses, it proves that energy savings are not accomplished
to the cost of reliability.

BOB-MAC exhibits results that are globally worse than when
B-MAC is configured with a 250 ms LPL. Although energy con-
sumptions is kept to a similar level, end-to-end delays and packet
losses are worse. We have however spotted several reasons for
these flaws. We believe that our solution could be improved by
the mean of small information exchanged with the routing layer.
We will further expose these ideas in the next Section.
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7.3 ENVISIONED IMPROVEMENTS

We have briefly introduced in the previous Section several possi-
ble optimizations for our solution. We now detail three enhance-
ments that could further improve our algorithm by increasing the
proportion of small preambles sent in the network. Along with
these proposals, we also expose preliminary results that will help
to understand the possible benefits.

7.3.1  Cross-layer optimizations

Once EE links are established, nodes should try to use them as
much as possible. The utilization of a given communication link
is however imposed by the routing policy. We thus think about
two possible improvements:

* Routing to MAC optimization: our solution would work even
better if the routing policy aimed at using the same next-
hop, or at least the same set (as small as possible) for
burst transmissions. This would mean long-term estab-
lished short preamble links (see (@ on Figure 55),

® MAC to Routing optimization: a reverse optimization would be
to have the next-hop nodes of u elected at the routing layer
on the basis of the Receivers,, list. Indeed, nodes belonging
to Receivers,, are already identified as being configured
with a sp value of Tyin, thus meaning energy-efficient
transmissions with short preambles (see 2 on Figure 55).

We have implemented the first proposal in the WSNet simula-
tor, and present preliminary results hereinafter. Basically, we have
maintained a random geographic routing model, but the next

Application layer

Routing layer |«

———
O, @
MAC Auto-

> adaptive
Iay er algorithm

SP and PL values

PHY layer

Figure 55: Multiple opportunities for further cross-layer optimizations
of our algorithm.
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hop is randomized only every X forwarded packets. In our case,
we have used X = 10 in order to match the number of packets
sent by the application layer upon an event. The most interesting
results are experienced with BOB-MAC. We depict the energy con-
sumption in the network in Figure 56. We can see that it performs
better than any other experiments with a pre-configured B-MAC.
The network-wide consumption is reduced to 611.89 J (while it
was 975 ] without the routing optimization). The one-hop delay
is decreased to 187.8 ms (with 84.7% of the sent preambles being
short), which allows to reduce the packet losses at the sink to an
average of 21.5%. We plan to implement other optimizations in
order to decrease these losses to a negligible value.

Cross-layer BOB-MAC ———

40 30
35 | 25

20
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25 10

Energy consumed (Joule)
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_ 0712
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Figure 56: Map of the energy consumption in the sensor grid at the end
of the simulation for cross-layer BOB-MAC.

Similarly, we obtain even better results when cross-layer infor-
mation is used in combination with BOX-MAC. As an example,
the network-wide energy consumption is decreased to 229 J, and
the one-hop delay is reduced to 104.8 ms (with 84.3% of the
sent preamble being short). Packet losses at the sink are brought
down to 2.9%. Of course, such results suppose that one knows
a-priori the number of packets that would be sent consecutively
as a burst by the application layer. The value of X could be
statistically computed over time in the network, for example.

7.3.2 Tuning EE links default duration

Future work will also focus on an adaptive timeout function
optimization. Indeed, once a receiver v has changed SP into Tynin,
not receiving any data before the end of Timeout, will result in
v changing sP back to T qx, thus annihilating our solution. The
duration Timeout, could be made longer to solve this and allow
nodes to take advantage of the EE link for a longer period. Yet, a
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too long timeout leads to energy waste as nodes would wake up
more regularly.

Far from being trivial, a default timeout may actually depend
on several parameters. For instance, we set it to 10 seconds in
our experiments. Such a short period reduces the benefits of
our solution as soon as data packets are forwarded through the
same routing path at intervals larger than 10 seconds. In a more
adaptive approach, this timeout could also be auto-adapted. For
instance, if a sender node u learns about further transmissions
from the application layer (for instance, n messages will be sent
during the next m seconds), it could inform v during the data
transmission, which would as a result keep a short SP for this
amount of time. The data acknowledgment would also include
this time period to confirm to u (and potential neighbors) the
timeout value that should be stored in Receivers,,.

7-4 PRELIMINARY IMPLEMENTATION ON TINYOS

We are currently implementing our algorithm on TinyOS [25]. As
an example, we operate it between 2 TelosB motes [24] (one sender
and one receiver) and depict their radio status in Figures 57
and 58. Initially, both nodes operate with PL = SP = 500 ms. The
sender emits one data packet every 500 ms from t = 3000 ms to
t = 10000 ms. Figure 57 shows the sender (upper graph) using
a long preamble (PL = 500 ms) for the first data transmission.
Upon reception, the receiver (bottom graph) switches to a short
SP (100 ms), which guarantees the reception of the next short
preambles transmitted by the sender.

Long preamble Short preamble:
PL =500 ms, (PL =100 ms

»

Transmision (sensor node 1)

2500 3000 3500 4000 4500 5000 5500 6000
time (ms)

-
Rx Rx

Channel sampling Channel sampling
(SP =500: ms) (SP =100 ms)

Reception (sensor node 2)

2500 3000 3500 4000 4500 5000 5500 6000
time (ms)

Figure 57: BOB-MAC on TinyOS: the sender and receiver agree on a short
PL upon the first data transmission.
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Figure 58 confirms that once the burst transmission is com-
pleted, the receiver falls back to a long SP upon expiration of the
timeout.
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Figure 58: BOB-MAC on TinyOS: the receiver switches back to a long sP
once the timeout expires.

7.5 CONCLUSION

The B-MAC and X-MAC sampling protocols propose a set of in-
terfaces to easily configure them according to the constraints of
the network. While it makes these protocols a likely solution for
a number of deployments, it however requires a certain exper-
tise. Furthermore, these versatile protocols must be used with
caution as performing a reconfiguration while the network is
running could lead to synchronization issues among the nodes.
So far, these protocols have thus been pre-configured prior to the
deployment.

In the future, we can expect WSN deployments to be performed
at large scale, and to last months without operations of any kind.
The scenario we have exploited in this contribution also assumed
that such deployments would have to monitor events that happen
at an unpredictable location. This is a likely assumption if we
contemplate mobile scenarios or detection tracking applications
at large scale. The resulting burst transmissions require different
medium access policies to remain energy-efficient while guaran-
teeing good performances in terms of delays and packet losses. It
is thus important to develop auto-adaptive protocols that could
adjust to such constraints.

By automatically adapting both the Preamble Length (PL) and
the Sampling Period (SP) of the LPL mechanism, an optimum
value could be used on the routing paths as well as idle places.
This is what we tried to achieve by proposing an auto-adaptive
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configuration algorithm. It uses distinct values for sP and PL
while guaranteeing link-layer connectivity among the nodes. Our
algorithm has the key advantage to lower the required expertise
for a user to configure the MAC layer. For a given deployment,
the configurable parameters are basically the values between
which PL and SP can switch (T,in and Tiax), and the duration
of energy-efficient links (Timeout).

BOX-MAC, an implementation of our contribution on X-MAC,
has proven its energy-efficiency without deteriorating the reliabil-
ity. In terms of energy, BOX-MAC outperforms all the experiments
where X-MAC is used pre-configured. The end-to-end delay is
roughly the same as with a fixed 250 ms LPL. With less than 5%
of packet losses, it proves that energy savings are not accom-
plished to the cost of reliability. We could however spot several
flaws when we combined our algorithm with B-MAC. Especially,
our solution is sensible to the routing model used on the nodes.
In order to get even better performances, one lead could be to
use cross-layer informations between the routing and MAC lay-
ers, which would make the establishment of the energy-efficient
links more profitable. As briefly exposed, our solution would
work even better if the routing policy aimed at using the same
next-hop, or at least the same set (as small as possible) for burst
transmissions. As a result, the Timeout value could be computed
and optimized by each node according to its route diversity.

Note that our contribution could be used in combination with
other preamble sampling protocols as well, such as MFP-MAC [11]
or WUF [88] for example. We also believe that it could be adapted
to some hybrid protocols that use a preamble in their active
period, as performed by SCP [111].
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GENERAL CONCLUSION

In the last decade, Wireless Sensor Networks (WSNs) have progres-
sively changed the way to monitor environmental and physical
phenomenons. The deployment of tiny embedded devices, capa-
ble of operating unattended for long periods of time, enables the
collection of information in a less intrusive fashion. The collected
data often helps scientists to better understand the observed
scenes in space and time. Multiple successful deployments have
already demonstrated the faculty of WSNs to deal with habitat,
environmental or structural health monitoring, surveillance sys-
tems and home automation. The energy constraint inherent to
the battery-powered sensor nodes has motivated the research
community to define new energy-efficient protocols. The radio
transceiver being identified as the main source of energy dissi-
pation, the Medium Access Control (MAC) layer has been the
field of numerous optimizations. Especially, new communication
schemes have emerged in order to put the radio into the sleep
mode as much as possible while avoiding deafness among the
sensor nodes.

More recently, the appealing promises brought by the use of
mobile sensors has led researchers to investigate the ability of
these schemes to operate in dynamic networks. Most of the MAC
protocols for WSNs present good performances for a pre-defined
scenario, but reveal multiple issues when confronted to evolutions
in the topology or the traffic pattern. Multiple optimizations have
been proposed in order to better integrate the mobile sensors in
the communication scheduling of their neighborhood, as well
as adapt to time-varying traffic loads in the network. Still, these
solutions can hardly operate in large-scale and dense networks,
and often suffer from a high control overhead. In this thesis,
we have detailed how network dynamics, and more particularly
mobility and auto-adaptation to the traffic, could be addressed
in an energy-efficient manner at large scale. For that purpose,
we have based our contributions on preamble sampling schemes,
which can operate in a distributed manner without the need
for time synchronization. The flexibility they offer makes them
more suitable to deal with dynamic scenarios with great number
of sensor nodes. Still, their performances can be affected by a
number of shortcomings that our contributions aim at reducing.

We have identified in Chapter 3 several issues that a mobile
node may face when operating a preamble sampling protocol
in a dense environment. Especially, mobile sensors experience
packet losses due to congestion and synchronization issues. In
order to mitigate these problems, we have proposed to let a
mobile node take possession of the medium owned by a fixed
sensor node. This has led to the definition of two new MAC
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protocols, Machiavel in Chapter 4 and X-Machiavel in Chapter 5.
These protocols combine our proposal with a non-optimized and
an optimized preamble sampling protocol (B-MAC and X-MAC
respectively) in order to demonstrate that it can improve the
performances of the protocols on which our contribution relies.
In particular, our protocols perform significant reductions in
packet losses and end-to-end delays in dense networks, without
impairing energy-efficiency. With X-Machiavel, we have especially
focused on a scenario where the mobile nodes numerically exceed
the fixed ones, which has been hardly addressed in the literature
so far. With a ratio of mobile to fixed nodes equivalent to 4,
X-Machiavel divides the packet losses and the medium access
delay of the mobile nodes by a factor 2 compared to X-MAC.
The 33% decrease in the overall energy consumption attests that
X-Machiavel does not trade-off energy to achieve these results.

The versatile features offered by some of the preamble sam-
pling protocols makes them very suitable to various scenarios.
This however require a certain expertise to pre-configure the MAC
layer according to the characteristics of the deployments. Espe-
cially, the Preamble Length (PL) and the Sampling Period (SP) are
setup with great care in order to sustain the expected traffic. Still,
we have demonstrated in Chapter 6 that no perfect configurations
exist when we operate preamble sampling protocols in a network
with antagonist traffic patterns. Instead, the ability to reconfigure
these parameters while the network is running could greatly
improve the overall performances of the deployed WSN. For that
purpose, we have proposed an auto-adaptive algorithm in Chap-
ter 7 that targets energy-efficient burst transmissions. Combined
with a preamble sampling protocol, it can dynamically config-
ure suitable PL and SP values according to the load sustained
by the node. Decisions are taken individually on each sensor
node while avoiding deafness. Our proposal does not require any
additional control messages, hence avoiding energy consuming
transmissions. BOX-MAC, an implementation of our contribution
on X-MAC, has proven its energy-efficiency without deteriorating
reliability: network-wide, it drains 31% less energy than X-MAC
and achieves a packet loss rate below 5% at the sink. We envision
cross-layer optimizations between the routing and MAC layers in
order to achieve even better performances. As an example, we
could reach a 40% decrease in the energy consumption as well
as a packet loss rate below 3% when BOX-MAC interacts with the
routing layer.

We could observe that a very small number of real deployments
have used MAC layers from the literature. Among the protocols
overviewed in Chapter 1, their usage was limited to S-MAC
in [18], B-MAC in [93,99] and T-MAC in [58]. Besides, authors
of [58] have discussed the difficulty to use solutions proposed in
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the literature. In order to ease the adoption of our contributions,
we have tried to design simple paradigms that could be applied
to already existing preamble sampling protocols. Our systematic
evaluation of our contributions combined to B-MAC and X-MAC
has demonstrated the benefits of our proposal compared to the
original protocols. Furthermore, we believe that the solutions
presented in this thesis can be easily adapted to other preamble
sampling protocols.

PERSPECTIVES

To our minds, implementation and empirical evaluation of our
contributions is an important step to guarantee their robustness
and efficiency at large scale. We are currently implementing our
proposals on TinyOS, and we would like to validate this work by
conducting an experiment on the Senslab platform [87]. Senslab
is composed of 1024 sensor nodes distributed in 4 heterogenous
platforms, each one proposing its own characteristics (mobile
sensors and different radio chipsets) and topology (3D mesh and
grid). We also would like to study the combination of Machiavel
or X-Machiavel with our auto-adaptive algorithm, especially what
could be the impact of using different PL and SP values on a
mobile node. We expect a few flaws that could require some
refinements to integrate them into a single protocol.

As briefly overviewed in Chapter 7, further optimizations of
the MAC lies in the ability to exchange information between layers.
Although we have tried to keep our contributions independent
from the routing layer, it appeared that more energy savings
could be performed with MAC to routing and routing to MAC
optimizations. We would like to investigate this lead by improv-
ing our contributions with a set of cross-layer interfaces. The
information received through them would be used as an input of
our auto-adaptive algorithm. Hints on the expected traffic (from
the application layer), the appearance or removal of routes (from
the routing layer), or the Link Quality Indicator (LQI, from the
physical layer) could govern the decisions taken by our algorithm
at the MAC layer.

Studying layer-2 mobility in WSNs as well as layer-3 IPvé mobil-
ity in traditional wireless networks (see Appendix A) questions
us on the convergence of these two worlds. The use of IPv6 on
tiny sensor nodes is now becoming a reality with the recent im-
plementation of micro IPvé stacks in embedded operating systems
such as Contiki [28]. This great accomplishment will certainly be
followed by other components of the IPvé protocol suite. For exam-
ple, an equivalent to the Network Mobility Basic Support (NEMO
BS) protocol for WSN would enable transparent mobility of the
sensor nodes between different WSN clouds. Both technologies are
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already envisioned in the Intelligent Transportation System (ITS)
area. On one side, WSNs appear as a likely solution for infor-
mation collection in the communication system of vehicles. On
the other side, IPv6 and NEMO BS have been adopted as the base
of the Communication Access for Land Mobiles (CALM) archi-
tecture, which defines vehicle-to-infrastructure and vehicle-to-
vehicle communication modes. Some of the ITS use cases, espe-
cially in the road safety field, could certainly benefit from the
convergence of both worlds.
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Rapid deployments of wireless technologies have stimulated
the appearance of new types of user behavior and expectations.
Lately, the concept of pervasive connectivity (i.e. being connected
anywhere, anytime) became of crucial importance. The users
expect to benefit from their usual network applications or ser-
vices while on the move. However, layer-3 movements (i.e. when
a roaming node moves across various IP networks) require the
nodes to change their IP addresses to avoid routing issues. With-
out specific support, such IP address changes would break on-
going communication. In addition to the Mobile IPv6 (MIPv6)
protocol [47] which is designed to enable host mobility across
Internet Protocol version 6 (IPv6) networks, the IETF has defined
the Network Mobility Basic Support (NEMO BS) protocol [27]
which enables mobility of entire IPv6 networks. NEMO BS is espe-
cially expected to be deployed in the Intelligent Transportation
System (ITS) to offer global and permanent IPvé connectivity to
the passengers [55].

As we will detail in Section A.1, an important feature of NEMO
BS is the use of a Mobile Router (MR) that hides the mobility of
the network to the hosts located behind this router. However, the
MR symbolizes a single point of failure in the mobile network.
For redundancy or load sharing purposes, it could be interesting
to use multiple MRs in the same mobile network. After a brief
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overview of the existing work in Section A.2, we will expose in
Section A.3 how this could be achieved in a transparent manner
for the hosts in the mobile network [53]. The evaluation presented
in Section A.4 will detail the benefits of our contribution. Finally,
conclusions and future work will be exposed in Section A.5.

A.1 CONTEXT
A.1.1 The NEMO BS protocol
While MIPv6 proposes a solution for host mobility, NEMO BS ex-

tends the protocol to support entire networks moving in the
Internet topology. An overview of NEMO BS is given in Figure 59.

Mobile network

Figure 59: NEMO Bs allows a whole network to move in the Internet
without breaking ongoing communications.

Mobility is managed at the exit router (the Mobile Router, MR)
of the moving network, and is transparent to all the nodes inside
the network (called the Mobile Network Nodes, MNNs). The MNNs
and the MR are always reachable at the same address while mov-
ing, thus all IP sessions are maintained even though the network
changes its point of attachment in the Internet topology. This is
possible thanks to a third entity, the Home Agent (HA), located
in the home network of the MR and which maintains a binding
between the Home Address (HoA) of the MR (which serves as
an identifier), its Care-of Address (CoA) that represents its real
location, and the IPv6 prefix advertised in the mobile network
(the Mobile Network Prefix, MNP). This binding is updated ev-
ery time the mobile network changes its point of attachment
in the Internet topology. A bi-directional IPv6-over-IPv6 tunnel
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is maintained between the HA and the MR, and all the traffic
from a Correspondent Node (CN) located in the Internet toward
the mobile network transits via the HA through this tunnel and
conversely.

A.1.2  Multi-homing with NEMO BS

The MR may also be multi-homed, which means having several
network interfaces connected at the same time or sequentially to
the Internet. A node can get many benefits from multi-homing,
such as fault-recovery. Using multiple interfaces at the same time
is the most interesting scenario, as it also allows to distribute
flows among the available interfaces. In a mobile environment,
where connectivity may not be reliable all the time, the Multiple
Care-of Addresses (MCoA) registration protocol [105] proposes
an extension to NEMO BS to be able to use several interfaces at
the same time on the MR (Figure 60). MCoA explains how the
node can register several CoAs (each one identified by an unique
number, the Binding Identifier or BID) at the same time (and for
the same HoA) to its HA. This allows the MR to maintain multiple
concurrent IPv6-over-IPv6 tunnels with its HA.

Mobile network

Figure 60: MCoA enables multiple paths between the MR and its HA.

Although these concurrent paths could be used as a backup
for a main one, it would also be interesting to perform per
flow path selection. It is typically needed when an application
has specific performance requirements that makes one network
interface more suitable than another. This implies that there
must exist rules at both ends that determine for each packet
which path should be used to transmit the traffic. For example,
such rules could be described with the Augmented Backus-Naur
Form (ABNF) language that we defined in [59] and transmitted
between the MR and its HA with the exchange protocol specified
in [91] or the one that we proposed in [35].
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A.1.3  Multiple Mobile Routers

Without considering the HA, the reliability of the mobile network
is directly dependent of the MR status. Whenever the MR fails (e.g.
breakdown, lack of network coverage, etc.) the mobile network
is disconnected from the Internet, hence disrupting all ongoing
communication of the Mobile Network Nodes (MNNs). Although
the lack of coverage of a particular wireless technology could be
overcame with a multi-interfaced MR using the MCoA extension,
the mobile network is still subject to a failure of the MR itself.
In case of an intense traffic, data packets could be potentially
delayed or even dropped when forwarded by the MR to the
Internet. In fact, the MR may be a bottleneck for the whole mobile
network, as the available bandwidth inside is usually greater than
the one offered by the access networks the MR connects to.

Mobile network

Figure 61: Multiple MRs with NEMO BS.

To address these issues, we could provide the mobile network
with multiple MRs, as depicted in Figure 61. In addition to in-
creasing the overall mobile network bandwidth and coverage, the
cooperation of multiple MRs could enable a failover mechanism
between MRs. Furthermore, the overall load of the mobile network
could be shared between all available MRs, resulting in a more
robust system. In Section A.3, we will present the first compo-
nents of a new protocol which enables the simultaneous use of
multiple MRs in the same mobile network. Based on Neighbor
Discovery [72], our solution allows dynamic discovery between
MRs, load sharing between all available MRs and failover support.
Furthermore, our solution does not require additional software
on MNNs so that the entire system remains compliant with legacy
IPv6 clients.
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In order to support the management of multiple MRs in a single
mobile network, four points have to be considered. First, the
MNNs have to select a default exit router among multiple ones.
Then, all the MRs need to synchronize some information such as
their availability and characteristics. Each MR also has to inform
its HA about how the incoming traffic should be routed toward
the potential multiple paths. Finally, the multiple HAs have to
exchange information about the MR they manage. Research on
multi-homing in NEMO BS is relatively recent and only few articles
in the literature address the management of multiple MRs located
in the same mobile subnet. Furthermore, most of them do not
focus on all requirements suggested in [73].

A first proposal [22] presents a dynamic load sharing mecha-
nism taking place on HAs. This proposal considers various MRs
and HAs being held by several operators. Each MR in the mobile
network can discover, authenticate and register a neighbor MR
to its HA. Each HA can therefore maintain a list of alternative
tunnels toward different HAs and MRs to reach its own MR. The
HA can then perform load sharing between the legacy NEMO BS
tunnel and alternative tunnels using tunnel latency as a metric.
However the authors do not detail how the traffic is really redi-
rected (packet by packet, flow by flow, etc.). In addition, it is
fairly improbable that various operators accept to relay (through
their HAs) traffic sent to clients belonging to a competitor.

Another proposal [23] presents a protocol focusing on relia-
bility. In essence, the proposed solution allows a MR to act as a
substitute for a failed one. Note that MRs may belong to different
operators. Three error cases are supported: failure of the egress
or ingress interfaces, and complete MR failure. Upon failure de-
tection, a neighbor MR registers to the HA of the failed MR in
order to provide Internet connectivity to the MNNs on behalf of
the failed MR. Although this solution presents an interesting MR
redundancy mechanism, it requires to register the MR from one
operator to the HA of another operator.

Finally, the proposal presented in [100] allows a mobile network
to be served through multiple MRs transparently to the MNNs.
Basically, all the MNNs are connected to a unique MR, known as the
primary MR, and the other MRs are seen as virtual interfaces of the
primary MR. All traffic from MNNs is therefore sent to the primary
MR which forwards it among all the available interfaces (real or
virtual) according to the installed routing policies and preferences.
However, the transmission of a packet through a virtual interface
would generate an overhead in the mobile network as such packet
is encapsulated by the primary MR before being sent again on
the mobile subnet to a non-primary MR. Such overhead may
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seriously degrade the quality of effective communications in case
of a wireless mobile subnet.

On the other hand, there are several schemes addressing load
sharing or redundancy between routers in fixed IPv6 networks
such as [71]. However, these proposals are hardly suitable to mo-
bile networks as they were not designed considering the problem
in the mobility context.

A.3 OVERVIEW OF THE SOLUTION

Our proposal focuses on multiple MRs located in the same mobile
subnet. These multiple MRs are associated to one or multiple HAs
and advertise the same mobile network prefix in the mobile sub-
net. This scenario refers to the (n,*,1) model as described in [73].
Although the mobile network of a vehicle might be divided in
multiple subnets, it is likely that the user segment (where the
MNNs are located) will be served by MRs that belong to the same
operator. We believe that this model is one of the most practical
ones [36], all MRs and MNNs being on the same layer-2 link, i.e.
each node (either MR or MNN) could directly join any other node
in the subnet.

Our solution focuses on the assignment of a default router
to the MNNs, i.e. through which router all the traffic from a
MNN to the Internet is sent. We do not consider here how the
downstream flows can follow the path back to that very router.
We are currently extending the proposed solution to take this part
into account. Note that we use advanced features of Neighbor
Discovery, so readers may refer to [72] for further details on its
related mechanisms.

A.3.1 Discovery of neighbor MRs

Before cooperating, all MRs of the mobile network have to discover
their potential neighbor MRs. Each MR is pre-configured with a
role: Master or Slave. The Master MR (which is unique in the
mobile network) is in charge of the selection of the default MR for
each MNN. In addition, the Master MR carries out the transmission
of router advertisements over the mobile subnet. A Slave MR
monitors the status of the Master and may react upon detection
of Master MR failure (see Section A.3.3). A Slave MR could also be
selected (by the Master) as the default router for a set of MNNs.
Note that the roles could be assigned dynamically with a well-
known and efficient election algorithm (e.g. the one defined in
VRRP [71]) at system startup or upon failure of the Master.

A MR periodically announces its presence by sending several
parameters over the mobile subnet. For doing so, we have de-
fined a new ICMPv6 message referred to as Neighbor Router
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Advertisement (NRA). We could assume to use existing router
advertisements with new options instead, but in addition to
their size limitation which restraints the number and the size of
new options (ICMPv6 messages can not exceed the minimum
1Pv6 MTU), this would provide unsolicited information to MNNs.
A NRA message includes (but is not necessarily limited to) the
ingress interface link-layer address, the ingress interface link-local
IPv6 address, the role and the currently used bandwidth ratio of
the originator MR coupled with a lifetime. The bandwidth infor-
mation is a ratio between the bandwidth currently consumed
and the overall theoretical bandwidth available on the interface(s)
that connects the MR to the Internet. The lifetime refers to the
length of time that the provided information is valid. Note that
NRAs are sent periodically to the all on-link IPv6 routers multicast
address.

The Master MR maintains the status of every Slave MRs in a
cache called the Mobile Router Status (MORS) cache. Each MR is
registered together with all parameters provided in NRAs. The
MORS cache is dynamically updated upon reception of a NRA.
Entries from the MORS cache are automatically deleted once the
lifetime that was previously announced in the NRA has expired.
Whenever the Master MR has to select a default MR for a MNN, its
decision is based on the information currently recorded in the
MORS cache.

A.3.2  Default MR selection

Our targeted environment provides the mobile subnet with mul-
tiple MRs each directly connected to the Internet through its own
interface(s). We therefore would like to benefit from these mul-
tiple paths to efficiently share the load between all MRs without
modifications on the MNNs.

Each MR is statically configured with a virtual link-local 1Pv6
address which is shared among all MRs. This address is only used
for communication between MRs and MNNs. All communications
among MRs are achieved with their real and unique link-local 1Pv6
addresses. Note that only the Master MR defends this virtual ad-
dress against stateless auto-configuration performed by another
nodes [97]. The rationale behind the use of a virtual link-local
IPv6 address is that we can not use a multicast or explicit anycast
address as the IPv6 source address of router advertisements has to
be a unicast link-local 1Pv6 address [72]. We could also assume to
use the same link-layer address on each MR as suggested in [71],
but in our proposal multiple routers are active at the same time.
The vision of the same link-layer address on multiple ports simul-
taneously would be considered as a loop by the spanning tree
protocol running on layer-2 devices.
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In addition, each MR maintains the list of MNNs for which it
acts as the default router. As previously mentioned, only the
Master MR sends router advertisements over the mobile subnet.
In these messages, the Master MR is configured to set the virtual
address as the source address and to not set the source link-layer
address option. Upon reception of such a message, a MNN could
still achieve the IPvé6 stateless address auto-configuration process
but no new entries are created yet in the neighbor cache of the
MNN (such configuration is defined by the specification of the
Neighbor Discovery protocol [72]). As a reminder, the neighbor
cache is a set of neighbor’s on-link unicast 1Pv6 address and link-
layer address tuples (with additional parameters) to which traffic
has been sent recently.

virtual IPv6 addr:  fe80::Z virtual IPv6 addr:  fe80::Z
IPv6 link-local addr: fe80::X IPv6 link-local addr: fe80::Y

link-layer (L2) addr: @1 link-layer (L2) addr: @2
Slave Master
MNN MR MR

Router Advertisement

address
autoconfiguration

packets for a
remote host

Neighbor Cache

fe80:Z — ?

> >

Neighbor Solicitation

Status: incomplete Default MR
selection

MNN Add Notify

MNN registration
in the list of MNNs
Neighbor Cache
Neighbor Advertisement
fe80::Z —» @1/ |
Forwards packets

DATA
Status: reachable to the HA
——————

Figure 62: The default router selection for a MNN.

A 4

When a MNN wants to send its first data packet to a remote
host, it first adds a new entry for its default router in its neighbor
cache. The default router is referred to in the neighbor cache by
the virtual link-local IPvé address discovered during the IPv6 auto-
configuration process. At this stage, this entry is in the incomplete
state which means that the MNN has to resolve the link-layer
address of the default router before being able to send a packet
to this router. Following the standard procedure, this operation is
initiated by sending a Neighbor Solicitation (NS). In our protocol,
when a NS is sent to resolve the link-layer address of a router
(i.e. the link-layer address associated to the virtual link-local
IPv6 address), this message is only intercepted by the Master MR.
Upon reception of such a message, the Master MR has to select,
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among all available MRs, one to which delegate the MNN. This
selection could be based on the bandwidth information currently
announced by each MR and maintained in the MORS cache. If
the selected MR is not the Master itself, we have defined a new
message, known as MNN Add Notify (MAN), to notify a Slave MR
about the delegation of a MNN. This message contains among
others the IPv6 address of the targeted MNN. The MR to which
the MNN has been delegated then adds the client in its list of
MNNs and sends it back a Neighbor Advertisement (NA) with
the target address configured to its link-layer address. When the
MNN receives this message, it updates its neighbor cache (the
entry corresponding to its default router goes to the reachable
state) and starts to send its data packets to the delegated router.
Figure 62 illustrates this procedure.

A.3.3 Failure detection and node redirection

Three cases have to be considered when designing a MR failover
mechanism: ingress interface failure, egress interface failure and
complete MR failure. The MNNs associated to a MR facing one
of these failure cases have to be redirected to a functional MR.
Our proposal considers the ingress interface and complete MR
failure cases similarly as the failed MR is no longer reachable
from the mobile subnet. Furthermore, the mechanisms presented
here relies on Neighbor Discovery (the neighbor unreachability
detection in particular) to redirect MNNs from one MR to another.

The ingress interface failure of a MR (or complete MR failure)
is detected by a neighbor upon non-reception of NRAs whatever
the failed MR is configured as Master or Slave. When a certain
number of NRAs from the Master MR have been missed by the
Slave, it assumes that the Master MR became unavailable. Missing
a single NRA does not necessarily imply a Master MR failure as
the event may be due to a link layer collision. Upon failure de-
tection, a Slave MR should initiate the election of a new Master.
Note that changing the Master MR while operating the proto-
col may be expensive as it includes election and potential MNN
redirections. As a result, the future election mechanism should
ensure that a failed Master coming back online would go to the
Slave state. When a Slave MR fails, the corresponding entry in
the MORS cache of the Master MR expires. The MNNs bound to
a failed MR are automatically redirected to another MR thanks
to the neighbor unreachability detection mechanism defined in
Neighbor Discovery [72]. Without reachability confirmation, the
entry corresponding to the failed MR should be deleted from
the neighbor cache of all MNNs bound to the failed MR. This
initiates again next-hop determination and address resolution as
presented in Section A.3.2.
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The case of an egress interface failure is managed in a slightly
different manner as the failed MR is still able to communicate
with the nodes located in the mobile subnet. Our protocol thus
also enables explicit reallocations of MNNs from a MR to another.
Note that this mechanism can also be used to react upon MR
overload (e.g. when the MR attaches to a lower quality access
network) and to share the load as fairly as possible (e.g. when a
new MR connects to the mobile subnet). The idea lying behind
our proposal is to dynamically update the link-layer address of
the default router recorded in the neighbor cache of the MNNs.

In order to delegate a set of MNNs to another MR, a MR sends
a new ICMPv6 MNN Redirect to the Master MR. This message
includes the list of MNNs identified together with their link-layer
addresses, their link-local 1Pv6 addresses and their estimated
bandwidth requirements. We envision that such selection could
be based on preferences such as redirecting first the MNNs which
consume most of the bandwidth in order to limit the number
of redirected MNNs. Upon reception, the Master MR tries to se-
lect a new default MR for each MNN listed in the MNN Redirect
message. This selection could be achieved upon matches between
the bandwidth requirement of a MNN and the currently available
bandwidth on MRs. Once the Master MR has selected a new de-
fault MR for a MNN, it sends a MAN message to the selected MR
with the redirect flag set. Upon reception, the selected MR proceeds
with the same actions as presented in Section A.3.2. However,
a node could only update the cached link-layer address of an
existing neighbor cache entry upon reception of a NA with the
target link-layer address option and the override flag set [72].
Therefore, the selected MR should set the override flag in every
NA transmitted following the reception of a MAN with the redi-
rect flag set. According to [72], a node receiving such a NA has
to update the link-layer address in the corresponding neighbor
cache entry with the one supplied in the target link-layer address
option. Once the Master MR has processed the entire list of MNNs,
it sends an ICMPv6 MNN Redirect ACK back to the overloaded MR.
This message reports the redirection status for each MNN. The
redirection status could be set to either successful or unable. The
overloaded MR could therefore remove from its list of MNNs every
client for which the redirection status is successful. If the MR is
still overloaded, it could try to delegate again several MNNs.

Note that our protocol remains fully compliant with the neigh-
bor unreachability detection procedure [72]. Although all Slave
MRs discard multicast NS messages (which are only processed
by the Master MR), a MR (either Master or Slave) has to reply to
every unicast NS sent to its link-layer address.
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A.4 EVALUATION OF THE SOLUTION
A.4.1  Implementation overview

We have implemented the proposed protocol for the GNU/Linux
operating system as an userland tool using the Python program-
ming language. This implementation is used in conjunction with
UMIP [101], the NEMO BS implementation for the GNU/Linux
operating system. Our work uses the Scapy6 packet manipulation
program [16] to define the new protocol messages, send them
on the medium, and catch that very traffic from the network.
Although such an userland implementation might not give as
good performance results as a kernel one, it gives interesting
preliminary results that we present in the next Sections.

A.4.2  The test platform

Our test platform is composed of two GNU/Linux routers (rep-
resenting the MRs), one playing the role of the Master, the other
one being the Slave. Those two routers interconnect the same
subnetwork to the Internet. This subnetwork represents the mo-
bile network, where two MNNs are located. A CN is located in
the Internet and is used as the communication endpoint of both
MNNs. The whole platform is interconnected using Ethernet for
the communication medium, as we want to ensure a reliable link
to evaluate the behavior of our protocol

All of these nodes are running the GNU/Linux operating
system with a 2.6.22-3 kernel. Both UMIP and our implementation
are used on the Master and the Slave only. The MNNs do not run
any other protocols than the IPvé protocol suite that is delivered
with the system.

A.4.3 Scenario and results

In all the following scenarios, one of the MR is pre-configured
as the Master, the other one taking the role of the Slave. As
previously mentioned, router advertisements are only sent by the
Master. Results presented here are obtained by taking the most
relevant ones among 10 runs of each scenario.

Load sharing among multiple MRs

In this scenario, two MNNs are located in the mobile subnet. Each
MNN wants to send a 300 kbps UDP flow to the CN. Each MR
connects to the Internet with a 400 kbps connectivity. At the
beginning, the Master is the only available MR in the mobile
subnet, and therefore should become the default MR for the MNNs
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when they start communicating with the CN. Next, the Slave MR
connects to the mobile network and starts sending NRAs in the
mobile subnet.
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Figure 63: Load Sharing between Multiple MRs.

Figure 63 shows the whole experiment on the upper part, and
various times around which an event occurs on the lower part.
When the first MNN wants to communicate with the CN, it first
tries to resolve the link-layer address of its default router by
sending a multicast NS (see Detail 1). Upon reception, the Master
adds the MNN to its list of MNNs and replies with a NA. Once the
MNN receives this NA, it updates its neighbor cache accordingly
and starts sending its data to the CN through the Master. These
data packets are represented as Data1 in the figure (only one
packet over 50 is displayed in the upper graph for readability
reasons). We can see that the CN starts receiving a flow of 300
kbps from the MNN. Later, the second MNN also wishes to initiate
a communication with the CN. The same procedure as before
applies (see Detail 2) as the Master MR is still the unique MR in
the mobile network. When the second MNN also sends its data
(represented as Dataz) through the Master, we can see that the
connectivity of the Master can not satisfy simultaneously the
needs of both MNNs in terms of bandwidth. The upper graph
shows that only 200 kbps of each flow is received at the CN which
means that each flow experiences a significant degradation. Next,
the second MR connects to the mobile network and advertises
itself as Slave. Detail 3 shows that upon the reception of the NRA
from the Slave, the Master tries to delegate one of the MNN to
the Slave by sending a MAN message with the redirect flag set.
Upon reception, the Slave accepts the redirection and takes care
of updating the neighbor cache of the redirected MNN by sending
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a NA to it with the override flag set. After the reception of this NA,
we can see that all packets from the delegated MNN are sent via
the Slave instead of the Master. The MNN has therefore correctly
updated its neighbor cache with the link-layer of the Slave. The
Master being no longer overloaded, the CN now properly receives
the traffic from both MNNs as shown on the Figure. This illus-
trates how our protocol could dynamically distribute the overall
bandwidth demand from the MNNs among the available MRs.

Dynamic redirection of a MNN from a Slave

In this second experiment, the default router that has been as-
signed to the MNN is the Slave. The MNN continuously sends an
UDP flow to the CN (packets have an average size of 50 bytes
and are sent every 10 ms). During that communication, the Slave
explicitly asks the Master to reassign this MNN to another MR.
Such query may happen for example if the Slave detects a failure
on its interface connected to the Internet, or if it is overloaded
and can no longer guarantee a good quality of service. Note that
this scenario differs from the previous one as it illustrates the
case of an overloaded Slave MR.
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Figure 64: Dynamic Redirection of a MNN from a Slave.

The results are shown in Figure 64. Each dot represents the
reception of a packet at the time indicated on the X-axis. The
sequence numbers indicated on the Y-axis correspond to the
data packet sequence numbers. At t = 61.735 s, we can see that
the Slave MR initiates the redirection of the MNN by sending a
MNN Redirect message to the Master. Upon reception, the Master
selects itself as the default router for the MNN, then sends a NA
(with the override flag set) approximately at t = 61.765 s to the
MNN. From this time, all the packets from the MNN are sent
through the Master: the link-layer address of the default router
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of the MNN has been correctly updated in the MNN neighbor
cache. The Master finally sends back to the Slave a MNN Redirect
ACK message with a successful status code which completes
the redirection procedure. We can underline the fact that no
packets have been lost (or even delayed) during the transition. As
a result, the default router change remains undetectable for the
application on the MNN.

Failover upon router failure

In this last experiment, the initial configuration and MNN-CN
communication pattern is the same as for the second one. This
time, the network interface of the Slave connected to the mobile
subnet fails without prior notice while the communication is
ongoing.
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Figure 65: Failover upon MR failure.

The results are shown in Figure 65. The upper graph shows that
the Slave fails at t = 13.9 s. It is not reachable anymore from the
mobile subnet and thus can not either assure the routing of the
data packets of the MNN. The states of the entry corresponding
to the default router in the MNN neighbor cache reveals that
after expiration of the reachable state, the MNN starts a neighbor
unreachability detection procedure by entering the delay state
and then the probe state. The lower graph of Figure 65 shows that
after sending multiple unicast NS to the Slave without receiving
any replies, the MNN fallbacks in the incomplete state (actually
the neighbor cache entry for the default router is deleted but a
new one is created right after because the MNN still has data to
send). The MNN then immediately tries to resolve the link-layer
address of its default router by sending a new multicast NS. In
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the meantime, the entry corresponding to the Slave in the MORS
cache of the Master has been deprecated at t = 14.5 s. When
receiving the multicast NS, the Master assigns the MNN to itself
(as it remains the unique MR in the mobile network) and replies
a NA to update the neighbor cache of that MNN. Upon reception,
the entry on the MNN goes directly to the reachable state, which
triggers the transmission of the data packets to the CN, through
the Master. In order to ensure that the Slave entry will be expired
in the MORS cache of the Master before the MNN starts to send
a new multicast NS, it is interesting to raise that the lifetime of
a MORS entry should not exceed the duration of the probe state
(fixed to 3 s in the Neighbor Discovery specification).

A.5 CONCLUSION

There are various points to take into account when considering
the management of multiple mobile routers in the same mobile
network. The solutions proposed so far to address the global
problem hardly match all the requirements at the same time: they
only consider either load sharing or mechanisms to react upon
failure. With this contribution, we concentrate on the assignment
of a default router to the mobile network nodes. Our solution
proposes load sharing, dynamic redirection and failover mech-
anisms in order to fairly use all the resources available in the
mobile network. Furthermore, the solution does not require any
modifications on the client nodes located in the mobile subnet.

Through preliminary results presented in Section A.4, we have
validated the behavior of our protocol and confirmed its accuracy
with respect to the Neighbor Discovery protocol. Furthermore,
explicit redirections of a mobile network node from a mobile
router to another remain transparent for ongoing communica-
tions. Thanks to the neighbor unreachability detection, the nodes
bound to a failed mobile router could automatically retrieve a
functional mobile router. However, the default timer values de-
fined for the neighbor unreachability detection may not match
latency requirements of time-sensitive communication (we have
experienced a flow interruption of approximately 9.05 s). We plan
to reduce this disruption time by enabling the Master to send
unsolicited NA upon failure detection of a Slave instead of chang-
ing default timer values. Encouraged by the results obtained
for legacy GNU/Linux clients, we also have successfully experi-
mented our protocol with Mac OSX and Windows XP clients. We
are currently extending our contribution in order to consider how
the downstream flows could use the same paths as the upstream
ones.
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The next pages correspond to a summary of this thesis in French.
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B.1 INTRODUCTION

Un réseau de capteurs sans fil (Wireless Sensor Network, WSN)
consiste en une distribution spatiale d’équipements embarqués
autonomes (des capteurs), qui cooperent de maniere a surveiller
I’environnement de maniére non-intrusive. Les données collec-
tées par chaque capteur (tels que la température, des vibrations,
des sons, des mouvements etc.) sont remontées de proche en
proche vers un puits de collecte en utilisant des technologies
de communication sans fil (Figure 66). Voila une décennie que
les contraintes inhérentes a ces réseaux attirent l’attention de la
communauté scientifique. Ainsi, de nombreuses améliorations a
différents niveaux de la pile de communication ont été proposées
afin de relever les défis en termes d’économie d’énergie, de capac-
ité de calcul et de contrainte mémoire imposés par 1'utilisation
d’équipements embarqués [112]. Plusieurs déploiements couron-
nés de succes démontrent l'intérét grandissant pour cette tech-
nologie [84].
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O Capteur
@ PFuits

Réseau de capteurs sans fil —>» Transmission de données

Figure 66: Un réseau de capteurs sans fil. Les données sont collectées
par un capteur puis remontées de proche en proche vers un
puits.

Les récentes avancées en termes d’intégration d’équipements
et de protocoles de communication ont permis d’élaborer de nou-
veaux scénarios plus complexes. Ils mettent en sceéne des réseaux
denses et dynamiques par l'utilisation de capteurs mobiles ou
de différentes méthodes de collection de données. Par exemple,
l'intérét de la mobilité dans les WSNs est multiple dans la mesure
ol les capteurs mobiles peuvent notamment permettre d’étendre
la couverture d’un réseau [114], d’améliorer ses performances
de routage ou sa connexité globale [26]. Toutefois, ces scénarios
apportent de nouveaux défis dans la conception de protocoles de
communication.

Ces travaux de these s’intéressent donc a la problématique de
la dynamique des WSNs, et plus particulierement a ce que cela
implique au niveau du controle de 'acces au médium (Medium
Access Control, MAC). Apres une présentation du contexte en Sec-
tion B.2, nous exposerons dans la Section B.3 les limites des
protocoles actuels. Nous présenterons ensuite nos contributions :
la Section B.4.1 détaillera deux nouvelles méthodes d’acces au
médium (Machiavel et X-Machiavel) qui permettent d’améliorer
les conditions d’acceés au canal pour les capteurs mobiles dans
les réseaux denses. Notre deuxiéme contribution présentée en
Section B.4.2 est un algorithme d’auto-adaptation destiné aux pro-
tocoles par échantillonnage. Il vise a minimiser la consommation
énergétique globale dans les réseaux caractérisés par des modéles
de trafic antagonistes, en obtenant une configuration optimale
sur chaque capteur. Ce mécanisme est particulierement efficace
en énergie pendant les transmissions par rafales qui peuvent
survenir dans de tels réseaux dynamiques. Nous conclurons ces
travaux en Section B.5.
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B.2 CONTEXTE DE RECHERCHE

Les contraintes imposées par les réseaux de capteurs sans fil
ont poussé la communauté scientifique a proposer de nouvelles
solutions d’acces au médium. Notamment, la réalisation d'une
méthode de communication a faible cotit énergétique a été jusqu’a
présent I'un des défis les plus importants dans les WSNs [7] (com-
paré a la réduction des délais ou a I'équité dans les réseaux sans
fil traditionnels). Les collisions, I’écoute involontaire (overhear-
ing), I'écoute passive (idle listening) et 'utilisation de données de
contrdle ont été identifiées comme sources principales de con-
sommation d’énergie [7]. De nombreuses propositions ont ainsi
vu le jour pour résoudre ces problémes. Parmi les différentes
fonctions d’une couche MAC, l’ordonnancement a notamment
été le domaine de nombreuses améliorations. L'idée principale
est d’éteindre la radio autant que possible tout en assurant la
connectivité entre les capteurs. Pour satisfaire cela, deux caté-
gories majeures de protocoles ont vu le jour : les protocoles par
échantillonnage et les protocoles synchronisés.

Les protocoles par échantillonnage tels que B-MAC [77] (Fig-
ure 67) utilisent I'envoi d"un préambule avant les données. Chaque
capteur présent dans le réseau allume périodiquement sa radio et
écoute le médium. Si aucun signal n’est détecté, le noeud éteint
sa radio. Si en revanche un préambule est décelé, le noeud reste
éveillé afin de recevoir les données qui suivront. Le préambule
sert ainsi a synchroniser un ensemble de noeuds afin de s’assurer
qu’ils soient préts a recevoir les données envoyées par 1’émetteur
du préambule. La longueur du préambule doit évidemment étre
supérieure a la période d’échantillonnage du médium.

Période d'échantill, g L du pré
" Radio e | | . T Tx §\\:§ Radio
Emetteur . Radio éteinte Tx préambule . NN | Edain
éteinte SYNC || données [[\o00] éteinte
n [ lumal | | >
Temps
- ‘ ' - -
Récepteur Radio éteinte Radio éteinte Qttt:&&k \‘Qtit \‘Qtititii\ ATCXK 'Ra.dlo
. . R | NN | AN, éteinte
>

Temps

‘. Echantillonnage du canal [IT] Backoff Reception l

Figure 67: Le protocole B-MAC : les données sont envoyées aprés un
préambule et un cours message de synchronisation (SYNC).

X-MAC [17] optimise B-MAC en utilisant un préambule strobo-
scopique (Figure 68) : le préambule est décomposé en de multi-
ples paquets séparés par un intervalle. Le récepteur peut profiter
de cet intervalle pour acquitter la réception de 1'un de ces pa-
quets. La longueur totale du préambule peut ainsi étre réduite
de maniere significative, économisant de 1’énergie aussi bien au
niveau de I'émetteur que du récepteur.
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Figure 68: Le protocole X-MAC : le préambule stroboscopique permet
de réduire 1’écoute involontaire.

Les protocoles synchronisés s’organisent autour d’un horaire
commun. Le temps est divisé en intervalles discrets, utilisés par
les capteurs pour envoyer ou recevoir des données, ou pour
éteindre leur radio. Les protocoles CSMA a intervalles tel que
S-MAC [110] ainsi que les protocoles TDMA (e.g. TRAMA [80])
appartiennent a cette catégorie. Les protocoles a intervalles de
temps rencontrent plusieurs difficultés lors d"une utilisation dans
des réseaux dont la topologie ou le modéle de collection de
données est dynamique. Par exemple, la synchronisation péri-
odique indispensable a S-MAC peut empécher un capteur mobile
d’émettre ou de recevoir des données si celui-ci ne connait pas
la période utilisée dans le cluster ot il se situe. De méme, les
protocoles TDMA s’accommodent difficilement de l'apparition de
nouveaux capteurs ou d’une variation de trafic. En effet, ils né-
cessitent de recalculer et de redistribuer les intervalles de temps
en fonction des besoins, afin de prendre en compte d’éventuels
nouveaux participants dans les communications, ou de soustraire
ceux n’étant plus a proximité. Les solutions proposées jusqu’a
présent posent notamment le probleme du passage a 1’échelle :
le nombre d’intervalles de la fenétre d’émission étant borné, ce
type de proposition reste difficilement extensible a de nombreux
noeuds. De plus, le déploiement a grande échelle de ces proto-
coles nécessite des mécanismes de synchronisation temporelle,
qui représentent encore aujourd’hui un défi majeur dans les
réseaux sans fil multi-sauts.

Les protocoles par échantillonnage ne souffrent pas de ces
limitations, et sont donc moins complexes a mettre en oeuvre
a grande échelle. Dans nos travaux, nous nous intéresserons
plus particulierement a cette catégorie de protocoles. Nous avons
notamment étudié leurs performances dans le cadre de scénarios
dynamiques.
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B.3 EVALUATION DES PROTOCOLES PAR ECHANTILLONNAGE
B.3.1 L’acces au médium en environnement mobile

A T'aide du simulateur de réseaux de capteurs sans fil WSNet [21],
nous avons soulevé plusieurs problémes peu considérés jusqu’a
présent dans la littérature. Nous avons notamment évalué les
pertes de paquets au niveau du capteur mobile lorsque celui
évolue dans un réseau dont la densité de noeuds fixes et leur
période d’envoi des données augmentent au fil des simulations.
La Figure 69 détaille par exemple les pertes subies par noeud
mobile opérant le protocole B-MAC (avec un préambule de 100 ms)
en fonction de la taille moyenne de son voisinage. Le noeud
mobile envoie toujours ses données avec une période égale a 1 s.

B-MAC, période d’'envoi des noeuds fixes : 1 s (avec int. conf. 95%) #- + -4
B-MAC, période d’envoi des noeuds fixes : 2 s (avec int. conf. 95%) -3¢ =1
B-MAC, période d’envoi des noeuds fixes : 4 s (avec int. conf. 95%) *- ¥--!
B-MAC, pas de données envoyées par les noeuds fixes (avec int. conf. 95%) —&E—
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Figure 69: Pertes de paquets d'un capteur mobile utilisant B-MAC, en
fonction du nombre moyen de voisins.

Nous remarquons notamment un taux de perte supérieur a
10% lorsque le nombre moyen de voisins du capteur mobile
est inférieur a 3.77, ainsi que lorsque celui-ci est supérieur a
30 et que les communications dans le réseau sont fréquentes.
Dans le premier cas, il s’avere que la densité du réseau n’est
pas suffisante pour que le mobile soit toujours dans le voisinage
d’autres capteurs lorsqu’il envoie ses données : les paquets sont
naturellement perdus. Dans le deuxieme cas, la majeure partie des
paquets non-requs en fin de simulation sont en fait encore dans
la file d’attente de B-MAC. Le niveau élevé de compétition dans
le réseau provoque une augmentation du délai moyen d’acces
au médium pour le noeud mobile, qui peut dans certains cas
dépasser sa période d’envoi des données. Cela explique le fait
que la file d’attente du mobile se remplisse plus vite qu’elle ne se
vide. Ainsi, en fonction de la taille de la file d’attente, les paquets
peuvent soit étre jetés, soit fortement retardés. D a la mobilité
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du noeud, un envoi différé peut également provoquer un perte
si la destination (choisie par la couche de routage) n’est plus
valide au moment effectif de la transmission. Ceci est d’autant
plus problématique selon I'importance des données du mobile.
Afin de résoudre ces problemes, nous proposons en Section B.4.1
une nouvelle méthode d’acces au médium destinée aux capteurs
mobiles.

B.3.2 Performances globales dans un scénario dynamique

Nous avons démontré avec WSNet que les performances énergé-
tiques des protocoles a préambules ne sont pas optimales lorsque
des transmissions par rafales apparaissent dans le réseau. Pour
cela, nous avons testé les protocoles versatiles B-MAC et X-MAC
pré-configurés avec différentes longueurs de préambules, qui ont
révélés qu'aucune configuration n’est réellement adéquate.

X-MAC (LPL 100 ms)

Energie consommée (Joule)

X-MAC (LPL 250 ms) X-MAC (LPL 500 ms)

Energie consommée (Joule)
Energie consommée (Joule)

(b)

Figure yo: Carte de la consommation énergétique d"une grille de cap-
teurs opérant X-MAC pour trois valeurs de LPL : (a) 100 ms,
(b) 250 ms, (c) 500 ms.

Par exemple, la Figure 70 montre la consommation énergé-
tique d'une grille de 10x10 capteurs opérant le protocole X-MAC,
lorsque des évenements aléatoires surviennent dans le réseau.
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Chaque évenement provoque une transmission en rafale a partir
du capteur sur lequel I'événement survient, jusqu’au puits situé
dans le coins inférieur gauche de la grille. Trois valeurs de LPL
(i.e. longueur du préambule et période d’échantillonnage) ont été
testées : 100 ms, 250 ms, et 500 ms.

Lorsque de courts préambules sont utilisés, beaucoup d’énergie
est gaspillée pour échantillonner le canal (les capteurs devant
écouter le médium plus régulierement). Cela réduit toutefois les
temps de transmission et de réception sur les capteurs situés sur
le chemin de routage des données. L'inverse se produit lorsque
de long préambules sont utilisés. Les performances en termes
de délais et de disponibilité du médium diminuent également
lorsque la taille du préambule augmente. Les avantages des deux
configurations (préambule court ou long) ne peuvent étre asso-
ciées en méme temps sans modifier la configuration des capteurs
pendant que le réseau opere. Un tel changement peut néanmoins
empécher les noeuds de communiquer ensemble, si par exem-
ple I'émetteur utilise un préambule plus court que la période
d’échantillonnage du récepteur. C’est pourquoi nous proposons
en Section B.4.2 un algorithme qui permet d’adapter dynamique-
ment la taille du préambule tout en assurant la connectivité entre
les noeuds.

B.4 CONTRIBUTIONS
B.4.1 Machiavel et X-Machiavel

Le role d'un capteur mobile peut s’avérer crucial dans certains
scénarios, tels que la détection d’intrusion ou le suivi de cible.
Il peut ainsi étre nécessaire d’allouer une plus grande impor-
tance aux données qu’il transmet. C’est dans cette optique que
nous avons élaboré le protocole Machiavel, une nouvelle méthode
d’accés au médium pour capteurs mobiles. Comme détaillé sur la
Figure 71, notre protocole autorise les noeuds mobiles a prendre
possession du médium initialement réservé par un noeud fixe,
N

SN i
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Figure 71: Le protocole Machiavel : le capteur mobile profite du court
délai (MIFS) entre le message SYNC et les données du capteur
fixe pour envoyer ses propres données.
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B-MAC, période d’envoi des noeuds fixes : 1 s (avec int. conf. 95%) -4
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Figure 72: Pertes de paquets d"un capteur mobile utilisant Machiavel,
en fonction du nombre moyen de voisins.

en envoyant leurs données entre le message SYNC et les données
de ce noeud. Pour ce faire, les capteurs fixes respectent toujours
un court délai (MIFS) apres I’émission du SYNC.

A la différence d’un protocole par échantillonnage classique,
Machiavel permet au noeud mobile d’émettre en étant assuré que
ses voisins ont été correctement synchronisés tout en réduisant
les délais d’acces au médium. Une évaluation du protocole nous a
permis de démontrer ses bénéfices, notamment en réseaux denses.
Par exemple, la Figure 72 démontre que les pertes du mobile sont
significativement réduites, méme lorsque la fréquence de collecte
des données est élevée dans le réseau.

Une évolution de notre protocole, nommée X-Machiavel et basée
sur X-MAC, nous a permis d’étendre le champ d’action de notre
contribution a des topologies ot le nombre de capteurs mo-
biles dépasse celui des noeuds fixes. X-Machiavel se base sur
une infrastructure de capteurs fixes qui s’occupe du routage des
données entre les noeuds. Sur un canal libre, les noeuds fixes peu-
vent réclamer les données des mobiles et les transférer vers leurs
destinations respectives. Sur un canal occupé, les capteurs mo-
biles peuvent prendre possession du médium afin de s’intégrer
dans I'ordonnancement des communications. X-Machiavel per-
met également aux noeuds mobiles de s’affranchir d"un protocole
de routage tout en assurant la bonne réception de leurs données
a 1 saut.

Nous avons comparé notre contribution avec le protocole X-
MAC et démontré ses capacités a supporter un ratio de noeuds
mobile plus importants. Par exemple, la Figure 73 montre que
les pertes au niveau MAC peuvent étre divisées par deux par
rapport a X-MAC lorsque ce ratio est égal a 4. Etant donné que
notre protocole affranchit le capteur mobile de l'utilisation d"un



B4 CONTRIBUTIONS

65 65
MAC non disponible :

Radio éteinte KxXxXx
60 { Données non capturées 1 60
} Données erronées 11135
55 % Données en file d'attente oy 55
JI Pas de voisins

50 50

45

45

40

40

35

35

30

25 |-

4 25

Pertes au niveau MAC (%)

20

4 20

15

4 15

10 | 4 10

=1 2 3 4 1 2 3 4 1 2 3 4
X=MAC nbcast X=MACnge0 X-Machiavel

Protocole MAC (avec différentes valeurs pour R))

Figure 73: Pertes de paquets au niveau MAC pour un capteur mobile
utilisant X-Machiavel, en fonction du ratio R,, de noeuds
mobiles par rapport aux noeuds fixes.

protocole de routage, nous 'avons comparé a X-MACngeo (qui
utilise un protocole de routage géographique sur les capteurs mo-
biles) et X-MACmnbcast (qui diffuse les données en broadcast).
Nous avons également constaté une réduction de 33% dans la
consommation énergétique globale par rapport a X-MAC.

B.4.2 BOX-MAC

Les protocoles versatiles n’offrent pas de solutions satisfaisantes
lorsque le modéle de collection de données évolue au cours
du temps dans le réseau. Afin de rendre ces protocoles auto-
adaptatifs, nous proposons un algorithme qui permet d’ajuster
dynamiquement la période d’échantillonnage ainsi que la taille
du préambule utilisés par les couches MAC des capteurs, tout en
assurant la connectivité dans le réseau (Figure 74).
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Figure 74: Auto-adaptation de la longueur du préambule (PL) et de la
période d’échantillonnage du canal (sp).
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Au départ, tous les capteurs du réseau opérent avec une péri-
ode d’échantillonnage longue (SP = Trax). Lors d’une transmis-
sion en rafale, I'émetteur envoie la premiere donnée en utilisant
un long préambule (PL = Ty, qx, afin de s’assurer que le récepteur
le regoive). Cette premiere émission exprime le désir implicite de
passer a une taille de préambule plus courte pour les transmis-
sions suivantes (PL = Tynin). Le récepteur adapte donc sa période
d’échantillonnage en conséquence (SP = Trhin). En fonction du
role du capteur (émetteur, récepteur final ou routeur), le capteur
adapte respectivement PL, SP, ou les deux. L'émetteur et le récep-
teur passent a nouveau a une période d’échantillonnage et un
préambule longs lorsque qu’aucune donnée n’a été envoyée ni
recue pendant un certain temps. En adaptant automatiquement
ces parametres, une configuration optimale peut étre utilisée
aussi bien sur le chemin de routage du réseau (grace a un préam-
bule court) qu’aux endroits moins actifs (en utilisant une période
d’échantillonnage longue). L'efficacité énergétique ainsi que la
connectivité entre les capteurs sont assurées grace a une négocia-
tion réalisée de proche en proche le long du chemin de routage.
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Figure 75: Carte de la consommation énergétique d"une grille de cap-
teurs opérant BOX-MAC.

Les résultats des simulations effectuées avec WSNet montrent
que notre contribution est particuliéerement efficace lorsque des
données sont envoyées en rafales lors d’événements aléatoires
dans le réseau. BOX-MAC (Burst-Oriented X-MAC, notre algo-
rithme couplé au protocole X-MAC) a prouvé son efficacité én-
ergétique tout en conservant un niveau de fiabilité comparable au
protocole sur lequel il est appliqué. Par exemple, la Figure 75 mon-
tre la consommation énergétique globale d'un réseau opérant le
protocole BOX-MAC dans les mémes conditions que celles décrites
dans la Section B.3.2. Nous pouvons affirmer que BOX-MAC est
plus économe en énergie que n’importe laquelle des configura-
tions détaillées précédemment dans la Figure 7o.



B.5 coNncLusION

B.5 CONCLUSION

Dans un avenir proche, les réseaux de capteurs seront sans doute
déployés a grande échelle, mettant en scéne des capteurs mobiles
évoluant pendant plusieurs mois sans interventions extérieures.
Nous nous sommes interrogés sur la capacité des protocoles de
communication actuels a pouvoir intégrer les noeuds mobiles
dans leurs algorithmes d’accés au médium, ainsi que sur l'impact
de tels réseaux dynamiques au niveau des performances globales.

Utilisés dans ce cadre, les protocoles par échantillonnage ont
révélé plusieurs problémes de performance. Nos contributions
Machiavel et X-Machiavel permettent notamment de mieux in-
tégrer les capteurs mobiles au sein d"un réseau de noeuds fixes,
en réduisant leurs pertes de paquets et leur délai d’acces au
médium. Notre protocole auto-adaptatif BOX-MAC améliore les
performances énergétiques globales de tels réseaux, notamment
lorsque la charge fluctuante demande des méthodes d’acces dif-
férentes. Nous avons principalement travaillé avec les protocoles
B-MAC et X-MAC, mais nous pensons que les principes derriére
nos contributions pourraient aussi s’adapter a d’autres protocoles
par échantillonnage.

Ces travaux pourraient bénéficier de plusieurs optimisations,
notamment en utilisant des informations de niveau 3 afin d’affiner
les algorithmes d’acces au médium. Nous souhaiterions évaluer
I’ensemble de nos contributions sur la plateforme de capteurs a
grande échelle Senslab [87], qui dispose de 1024 capteurs fixes et
mobiles.
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