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ABSTRACT

Recent deep-submicron technology-based ICs ardfisartly more vulnerable to
transient faults. The arisen errors are thus alsceruritical than they have ever been
before. This thesis presents a further novel benéthe Quasi-Delay Insensitive (QDI)
asynchronous circuits in terms of reliability: theirong natural ability to mitigate long-
duration transient faults that are severe in moggncthronous circuits. A methodology
to evaluate comparatively the transient-fault @feon synchronous and QDI
asynchronous circuits is presented. Furthermoraethod to obtain the transient-fault
mitigation ability of the QDI circuits’ memory elents (i.e., the C-elements) is also
proposed. Finally, mitigation techniques are sutggks$o increase even more the C-
elements’ transient-fault attenuation, and thu® diee QDI asynchronous systems’
robustness.

Keywords: Design of robust or fault-tolerant systems, QDyr&fironous circuits,
transient faults, soft errors, evaluation of transifault effects.






Systemes Robustes aux Fautes Transitoires Exploitiala
Logique Asynchrone Quasi-Insensible aux Délais

RESUME

Les technologies nanoélectroniques récentes fantegucircuits intégrés deviennent
de plus en plus vulnérables aux fautes transitolres erreurs engendrées sont aussi
plus critiques que jamais auparavant. Cette the&ssepte un nouvel avantage en termes
de fiabilité des circuits asynchrones quasi-inddasi aux délais (QDI) : Leurs fortes
résistances naturelles aux fautes transitoirexdgue durée qui sont graves pour les
circuits synchrones actuels. Une méthodologie geatuer comparativement les effets
des fautes transitoires sur les circuits synchraiesynchrones QDI est présentée. En
outre, une méthode pour obtenir la résistance auwxe$ transitoires des éléments
mémorisants spécifiques aux circuits QDI (les orte Muller) est également
proposée. Enfin, des techniques de tolérance énétéidiées pour augmenter encore
plus la robustesse des portes de Muller aux fatresssitoires, et donc aussi la
robustesse des systemes asynchrones QDI.

Mots clés: Conception de systémes robustes ou tolérants auted, circuits
asynchrones QDI, fautes transitoires, soft erréssmluation des effets aux fautes
transitoires.






1 INTRODUCTION

The IC fabrication technology’s evolution has alemvin last years the use of
nanometer scales to design semiconductor devicespéd-submicron technologies
enable thus the development of sophisticated eleictrsystems in small scale, high
density, high performance, and low power consumptio

On the other hand, the close proximity to the ptajisimits of the semiconductors
and the high complexity of such deep-submicron neldgy-based designs impose
considerable challenges to the IC reliability. Tdneuits indeed suffer harmful effects
that in older technologies were practically negligi

There are many challenges imposed by deep-submiestmologies to the circuit
reliability. Several types of faults can thus ocdar a circuit given its larger
vulnerability. Today nanoelectronic circuits areleed more sensitive to variations of
fabrication process as well as environmental factike temperature, radiations, and
electrical noise. IC-based systems are so moreexkaibte to two effects of such
variations: timing alterations of the circuit detagnd transient voltage modifications.

Such effects, in terms of voltage transients andydeariations, have motivated
many researches due to the severity of their caeseps for the systems. In fact, these
effects, known respectively as transient faults dathy faults, can provoke errors in
circuit's functional operations. If propagated, sbe errors can lead the circuit to
produce inconsistent results at its primary outpatsl so making a system’s failure
scenario.

Normally, delay faults are arisen from fabricatjpmocess variations, however they
can also be induced by environmental factors. Qn dbntrary, transient faults are
generated due to environmental or intentional-pkdtion events. A single perturbation
event on an IC can produce a transient fault seadals single-event transient (SET).
Moreover, there are lower-probability cases in Wwhmultiple-perturbation events or
even a single event can create multiple-transiguitd. The worst transient-fault effects
on ICs are memory-bit flips that are non-permarexndrs in memory cells named as
soft errors (SEs). If transient faults accompligisetting various memory cell’s bits, the
phenomenon is thus known as multiple-bit upset (MIBU

The transient and delay faults have even more ses#ects in deeper-submicron
technologies where the circuit’s delays are inhéyeshorter. In these technologies, it is
possible that fault's durations are comparable v@nelonger than the clock cycle’s
periods. In addition, most of the existing mitigatitechniques require very-high power,
performance, and area overheads to deal with sungjiduration transient (LDT) faults,
hence new solutions to protect the circuits aressary (LISBOA, 2007-a). LDT faults
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have clearly a much higher probability of not bemgsked, and therefore they also
stand a greater chance of producing a systemigéail

In fact, such a higher error probability is duette limitation of the clock period that
is thus fundamental for the severity of transierd delay faults. On the other hand, the
clock is a particularity of the traditional synchows circuits which suffer thus much
more with the worse LDT consequences than clock@@ssiits. Hence, designing
circuits that are not controlled by a global cldek only by their internal data flow can
result in systems that are more robust against &ih faults. It is the case of the
asynchronous circuits, and specially their most drtgnt class: the Quasi-Delay
Insensitive (QDI) circuits.

Essentially, QDI circuits are composed of C-elermegb-called Muller gates. Such
an element, which has a dual-behavior, works eifisea buffer or as a memory cell.
These special gates ensure the QDI property andifpdre synchronization between
circuit’s stages, where a handshaking protocopiad by a multi-rail data path.

The multi-rail data codification and the asynchresdandshaking communication
of QDI systems make the detection and correctioarairs easier (MONNET, 2007-a).
The absence of a clock tree allows them to em# kggctromagnetic interference
(PANYASAK, 2004), and makes them more secure agamaicious power analysis
(BOUESSE, 2005). Moreover, such a clockless prypedo leads to increased energy
savings (RIOS, 2008), and achieving high perforreaatcthe expense of using less than
twice larger area than their synchronous countespar QDI circuit is also inherently
robust against delay faults on most of its pathe ¢t its natural QDI property
(LAFRIEDA; MANORAR, 2004). In addition, its C-elem&s are fundamental to
implement more robust systems. In fact, even irclsganous systems, C-elements are
often used to filter transient faults, and so pbig the circuits against SEs
(NICOLAIDIS, 1999; MITRA et al, 2005; FAZELI et a007). Then, QDI systems’ C-
elements improve the circuit’s ability for maskitrgnsient faults (MONNET, 2007-a).
Such inherent characteristics of QDI asynchronoesigihs ensure a high systems’
reliability without implementing costly hardwaredsal mitigation mechanisms which
in synchronous designs are practically indispermstbbbtain similar immunity level.

As QDI asynchronous circuits are undeniably quieust against delay faults, the
goal of this thesis was exploiting such a classciofuits in order to obtain more
transient-fault robust systems.

In this thesis, chapter 2 shows the benefits aatufes of the QDI asynchronous
systems. Chapter 3 outlines the different trandiauit effects on ICs. In Chapter 4, a
novel method is proposed to evaluate at logicatlléhre transient-fault effects as on
synchronous circuits as on QDI asynchronous cec@hapter 5 presents and discusses
a new QDI asynchronous systems’ benefit in comparisith synchronous systems:
their better natural ability for mitigation of LDfults in deep-submicron technologies.
In chapter 6, hardware-based transient-fault ntibgatechniques and their costs to
protect synchronous circuits at different abstmactievels are discussed. Furthermore,
chapter 7 evaluates innovatively the transienttfaetfiects on traditional C-element’s
implementations and also presents for the firsetitme best C-element’s options to
further improve the QDI asynchronous systems’ raiess. Finally, chapter 8
highlights the main contributions of this thesisvasl as the ideas to be discussed in
future works.



2 ASYNCHRONOUS CIRCUITS

Even nowadays the largest part of ICs in elect®miguipments are based on an
oscillator to start, process, and finalize all leéit operations. Such electronics systems
are synchronous circuits at a frequency of a sigredl determined to reach all circuit
parts. However, in the last years, there are ajregdtems in which their different
internal circuits operate without the need of tlaegof a global clock. These circuits
then so-called asynchronous or clockless use tvair data flow to locally govern the
computation and communication between parts ofylseem.

The asynchronous communication activity betweecudiblocks, and even among
systems with their environments, had a significactease (BRZOZOWKI; SEGER
1995). Indeed, the technological evolutions andr timore complex ICs have required
asynchronous activities to face with design chaken Synchronous blocks which
operate on different frequencies need asynchroimdadgaces to efficiently exchange
data (SUTHERLAND, EBERGEN, 2002). In the last yedh®e use of asynchronous
approaches has also been targeted for electropjgtcaions or embedded systems.
Asynchronous systems are thus mostly applied taeaehlow power consumption,
reliability, robustness, and security. Then, amilans such as smart cards, RFIDs,
pagers, PDAs, power management chips, electromicsa@itomation and avionics,
sensor networks, cell phones, metering, medicahileoand battery-powered devices
are very feasible. In addition, high-performancepl@ations like processors for
simulation, audio, video, images, signals, graphsesvers, and workstations may also
be designed by asynchronous logic (GEER, 2005; RBEM2009).

Asynchronous systems are not only applicationsI@s. Synthetic biology uses
engineering principles to design genetic circusch biological circuits constructed
from DNA (deoxyribonucleic acid) are inserted irdacteria to perform various tasks
(NGUYEN et al, 2007). As there is not a global &ogenetic circuits are inherently
asynchronous. Thus, asynchronous design technigoesalso applied for many
applications of the synthetic biology, which cobtries directly, for instance, in the
production of drugs to combat malaria (NGUYEN et28107).

In fact, all digital systems, essentially, can bé&éwed as asynchronous
(BRZOZOWKI; SEGER 1995). Some fundamental conceplated to asynchronous
circuits support the operational characteristicthefsynchronous (FLETCHER, 1980).
A synchronous circuit is designed based on rulea particular project and operated
under special assumptions of its environment (BRQWKI; SEGER 1995). Its
combinational circuits process their logic funcgoasynchronously within a clock
period. In addition, its hearts, the flip-flopsgastructurally asynchronous sequential
machines that operate within the time conditionssef-up and hold. Several other
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asynchronous machines, such as, latches and MtHdements, are also components
for the design of synchronous systems.

The concepts of asynchronous circuits are suggeste@ the middle of the last
century when there was the development of the fasynchronous machines
(FLETCHER, 1980). However, synchronous approachesevagied in the
microelectronics industry due to the simplicity time design implementation of the
control and logic circuit (FRAGOSO, 2005). Such amihion nowadays is
accomplished by the maturity of commercial CAD toaledicated to synchronous.
Although synchronous methods could be adapteddgnchronous (KONDRATYEV;
LWIN, 2002), they are optimized for synchronous.efiéh is, therefore, a larger
complexity for the implementation of asynchronoesigns by using such synchronous-
dedicated tools. Moreover, the resulting asynchusnorcuits are poorly optimized. In
fact, these tools are not prepared to implememtcal lorganization for asynchronous
communications between circuit blocks. Then, immatations of asynchronous
protocols are not optimized resulting thus in hayterheads in terms of area and total
computation time.

On the other hand, a coordination of asynchronoci$ores also determines
additional hardware mechanisms and, thereforesaasterms of area. Indeed, even
using an efficient synthesis method for asynchrenalesigns, the area of an
asynchronous system reaches the order of twicsiigeof an equivalent synchronous
system. However, this is practically the only cpsaid to obtain the many inherent
advantages of an asynchronous system. The absktadeced rhythm of a global clock
allows several important benefits that are disalisse the following paragraphs
(SUTHERLAND, EBERGEN, 2002; FRAGOSO, 2005; SPAR2006; FLETCHER,
1980; HAUCK, 1995; BRZOZOWKI; SEGER 1995):

e Sutherland and Ebergen (2002) observe that theteffequired to coordinate
asynchronous actions are small. An asynchronougeraysndeed may, on
average, bdaster than a synchronous, especially in irregular ICigles in
which slower actions are infrequent. In fact, tregadpaths of asynchronous
circuits operate in the pace of their gate and wekys. Thus, operations more
complex and less frequent take more time than gee@nd simple and frequent
ones take less. On the other hand, synchronousmsysire always in the pace of
the longest circuit path. In addition, a margirctgpe with variations of the clock
(jitter and skew), and manufacturing and environtalemregularities must be
also considered (GEER, 2005). Therefore, simpliestas synchronous circuits
run slower to follow the pace of the more complers

* In clocked systems, the delay differences betwesdn @aths of their circuits
generate the so-called static hazards (FLETCHERQY 9vhich are tolerated by
using a global clock. Otherwise, such a kind ofrgs switching is not allowed
in asynchronous design. By nature, indeed, asynolussystems have no static
hazards. Therefore, dynamic power is not wastedtfition, as there is not a
clock, a clock-distribution circuit is not require@onsequentlylower power
consumptions (GAGELDONK, 1998) are feasible. In fact, nowada&gsnplex
synchronous chips, like microprocessors, have efmk circuits that represent a
good part of the system’s area (SUTHERLAND, EBERGEBD2). About 30%
of the power consumed by such chips is due to bekcand its distribution
circuit. Furthermore, as the clock is always wogkithe chip heats even though
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it is not doing anything useful. Clockless systero#)erwise, allow easily
disable blocks of the circuit to reduce the powsrstmption;

* The need nowadays to distribute uniformly the clsanal in all parts of the
chips, which are faster and denser, has requinechsgnous designs even more
sophisticated in order to avoid different latchitnges within the clock-skew
problem. Given such a technological trend, asynubue approaches arise as an
interesting alternative to avoid elaborate clock-tree designan complex
circuits;

* Synchronization by a clock also requires more céugésigns with signals from
a system’s asynchronous interface. An inadequatplgag of such signals can
put the synchronous circuit indefinitely in metakde states (FLETCHER, 1980;
HAUCK, 1995; BRZOZOWKI; SEGER 1995; MYERS, 2001hn tontrast,
asynchronous systems by nature can wait the iotsfi meet stable conditions
in order to start a correct computation, and thusiding the metastability
phenomenon

e The clock also limits thenodularity of a synchronous system, which requires
special interfaces to perform communications witheo systems of different
operation frequencies (SUTHERLAND, EBERGEN, 200RAGOSO, 2005).
Asynchronous modules are much more flexible becalisg circuits do not
have to share a common rhythm, therefore, theyyeabow designs of SOCs
and NOCs;

e The absence of a clock's fixed rhythm allows alswer emissions of
electromagnetic interferences (EMI) (SUTHERLAND, EBERGEN, 2002;
PANYASAK, 2004). In contrast, synchronous systemmite stronger
electromagnetic signals at its clock frequency laaanonics. Besides being able
to produce internal noise in its own circuit, sipnals can also interfere with
televisions, cellular phones, aircraft navigatioystems, and any electronics
equipment operating at the same frequency band;

* More recently, asynchronous systems, especiallyQbasi-Delay Insensitive
class (QDI Circuits), are suggestedaagualified alternative to design robust
and secure circuits This topic is discussed at greater length infti®wing
sections of this chapter.

Given such many advantages, asynchronous apphsatertainly will evolve even
more in the IC market, especially when the varionsthods optimized for the
asynchronous design, like those in (VIVET, 2001GRUD, 2002; MAURINE et al,
2003; DINH-DUC, 2003; FOLCO et al, 2005; FRAGOSO03; BALSA, 2009;
TIEMPO, 2009), conquer more popular commercial disiens. However, these
asynchronous qualities already encourage sevefigieet commercial applications
which perhaps still are little known by the sci@otcommunity and industry.

Asynchronous ICs indeed are already in commerciahssm production
(SUTHERLAND, EBERGEN, 2002). The electronics comp&harp already released
asynchronous media chips devoted to edit grapkideo, and audio. Asynchronous
microcontrollers are used in pagers sold by Philijpsctronics. Some synchronous
processors from Sun Microsystems include asynclusnblocks to organize
information from memory chips. Other hybrid applioas are proposed but based on
the idea of globally asynchronous and locally syaobus designs (CHAPIRO, 1984;
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IYER; MARCULESCU, 2002; TEEHAN, 2007). The HandskaRolutions and ARM
companies developed asynchronous cores for desiogls as smart cards, consumer
electronics, and automotive applications (GEER, 5200n addition, the Fulcrum
Microsystems offers asynchronous chips of high qrarance for networks, storage
devices, and embedded systems. The Theseus Lagigaty developed a low-power
and low-noise asynchronous version of a Freesc&dig microcontroller. It is for
signal-processing or battery-powered applicatiddsreover, such a company with a
medical-equipment provider, the Medtronic, alsodoed asynchronous chips for
defibrillators and pacemakers. The French compaagpo presents its asynchronous-
based solutions for applications of smart cards)DRF cellular phones, mobile
handsets, power management, automobile, avioniws,n@edical systems. Tiempo’s
products include IP cores of microcontrollers, mprocessors, and crypto-processors,
as well as an asynchronous-dedicated EDA tool (TREM 2009). Besides these and
other companies, there are several asynchronousatied research groups at
educational institutions like the California Inst@ of Technology, the University of
Manchester, the University of Tokyo, and the TIMAHoratory in Grenoble.

According to the aim of this work, the following ct®ns present the main
characteristics of this important asynchronousaopto design, especially, low-power,
reliable, robust, and secure circuits.

2.1 Classes of Asynchronous Circuits

An asynchronous system has, as a natural featwe|laoordinated activity of its
data switching (KONDRATYEV; LWIN, 2002). The compatibn flow is not modelled
with the aid of a clock but with the implementatiohlogic redundancy in parts of the
circuit. It thus prevents spurious switching, thezérds, which arise from the delay
differences in the gates and wires of the systemitl@ other hand, the design of a
synchronous system does not require, within a cjmrkod, an exact timing sequence
coordination of the circuit’'s switching activity.n& design implementation, therefore,
requires less redundancy.

In the past decades, these features related tdotier design complexity and
smaller circuit area were very important for thex@yonous design achieving today
such a maturity. However, given the current tecbgichl trends that require more
robust systems, the larger redundancy in asynchshave made such circuits very
attractive.

The use of redundancy to ensure the correct citmeliiaviour (i.e., a hazard-free
circuit) in any delay distribution of gates and egrcan be costly and even impractical
(KONDRATYEV; LWIN, 2002). Therefore, certain timingssumptions are necessary
to enable implementations of any function type.ttiming assumptions have different
locality degrees that can be since matching debaysvire branches of some circuit’s
forks (as in Quasi-Delay Insensitive asynchrongissesns, the QDI circuits) to balance
all circuit’s data paths (as in synchronous cigUiKONDRATYEV; LWIN, 2002).

The different classes of circuits can thus be sunz®@ by Figure 2.1 (VIVET,
2001; KONDRATYEV; LWIN, 2002). The figure’s vertitaxis shows the redundancy
degree of the class, therefore the robustness eleagewell as the complexity. The
horizontal axis indicates the number of timing asgtions, then also the degree of non-
locality and slack of the constraints on the asdionp. As greater as the number of
timing assumptions is, slacker timing constraintsstrbe set and thus the circuits are
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simpler (FRAGOSO, 2005). However, they are lessisgddess modular, and the timing
assumptions are more difficult to meet (KONDRATYBWVIN, 2002).

Delay Insensitive

%)
% Quasi-Delay Insensitive
°
% Speed Independent
§e]
0] Micropipeline
% Huffman Synchronous
.;.; —
-
¢ >

Number of Timing Assumptions

Figure 2.1: The different classes of circuits io@d with the logic redundancy and the
number of timing assumptions

The Huffman circuits (HUFFMAN, 1954-a; HUFFMAN, 1954-b), which are also
known as asynchronous sequential machines, aitlie of the asynchronous systems
and therefore they well represent their fundamemiadle. Such circuits consist of a set
of combinational gates, which compute the nextestatd circuit outputs, and a set of
feedback lines, which store the circuit states (ALKHAIZIM, 2008). Their inputs
must remain at a steady state for a minimum tina¢ émnsures the circuit stabilization.
The classic examples of Huffman circuits are theffops, which must conserve the
time of set-up and hold to stabilize their outpuBther asynchronous sequential
machines more complex are feasible, but they wilelsen more sensitive to the delays
of their gates and wires. Therefore, they are sgasio delay variations beyond the
limits set by the designer, because they use a Imoaevn as bounded delay. The
circuits will be thus more sensitive to physicailiees and more vulnerable to
fabrication defects (defined in chapter 3). The sdmwunded delay is also used in
synchronous circuits, so they are also subjedided vulnerabilities.

The Micropipeline circuits (SUTHERLAND, 1989) are asynchronous architectures
that, as the pipelines of synchronous approactwepate and store data. The global
clock is replaced by a local-synchronization sunetbased on handshake. It is used to
control the elastic data pipeline in the circuagds (FRAGOSO, 2005). The control
circuit operates independently of its gate and svielays, so it uses an unbounded-
delay model. It means that no upper limit to théuea of its delays is needed or
established, since there is an asynchronous coneation by handshake between its
stages (HAUCK, 1995). Furthermore, the boundedydet@del is also used on the
Micropipeline circuits, but only on the architeais data path to circumvent the hazard
problem in its computation logic. Micropipeline aiits are thus also subject to those
vulnerabilities discussed in last paragraph forfrhah circuits.

The Speed Independent circuit§MILLER, 1961) use the unbounded-delay model
on all their gates, but the delays of all theiresirare simply negligible or assumed
smaller than their smaller gate delays (HAUCK, )9%owadays the wire delays are
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increasingly more critical in complex systems basaddeep-submicron technologies,
therefore Speed Independent circuits are not recamded (FRAGOSO, 2005).

On the other hand, thBelay Insensitivecircuits (DI circuits) (WESLEY, 1967;
UDDING, 1986), which are built similarly to the Sygk Independent ones, have no
timing assumption. Therefore, all gate and wireageluse the unbounded-delay model.
DI circuits would be thus the ideal ones to avoldygcal failures and tolerating
fabrication defects, since they operate correatigen whatever delay condition in their
gates and wires. However, Martin (1990) highlightedt the implementation of DI
circuits is very limited and non-practical. In afiloin, he also presented the minimum
timing assumptions, which have the constraints Withleast slack, to make practicable
the implementation of any circuit. In fact, Mar{it990) proved that the required timing
assumptions, called isochronic forks, are indeeddhwhich characterize a QDI circuit.
Therefore, the class of the QDI circuits imposertbelves as the most feasible.

2.2 Quasi-Delay Insensitive Asynchronous Circuits

The Quasi-Delay Insensitive circuits(QDI circuits) beyond using the unbounded-
delay model (discussed in the previous sectionllirtheir gates, they also use it in
guastall their wires. The only timing assumptions oé tQDI circuits are localized in
branches of some critical forks. In fact, such $onkeed be isochronic (i.e., they need to
have branches with similar delays) to enable th@ementation of any circuit with the
quasi-delay insensitivity feature. The only timiagsumption requirement is thus to
have a negligible delay difference between the diras of isochronic forks. It must
indeed be negligible compared to the smallest datays of the circuit (MARTIN,
1990). Therefore, the branches of isochronic faesthe only wires in a QDI circuit
that do not use the unbounded-delay model.

The use of this unbounded-delay model resultsdmcait that is no sensitive to the
delays of its gates and almost all its wires. Tineud thus has the QDI property. It has
no determined time to compute a certain input I@gate, since all gates and almost all
wires can have any delay value. Therefore, theuitiscinputs have to remain stable
also for an undetermined period of time in ordecdarectly compute the circuit’s logic
functions. Only after the end of the logic compigtat the circuit’'s inputs can be
stimulated again with a new logic state. On thetr@oy, a certain synchronous system’s
stage needs to have the logic state of its inpa ky a certain determined time to
enable a correct computation. Stimulating a newclstate at its inputs is authorized
only after such a determined time, which is defilgdthe inverse of the maximum
system’s clock frequency.

On the other hand, in a QDI system generalizeddnrg 2.2, each one of its stages
need abstract the absence of a clock and the udbdwatelay model in order to enable
the stimulus of a new logic state at their inps this delay model considers that there
is not a determined time for a correct computatbba certain input logic state X of a
stage N, an emitter stage N-1 would have no gueeatitat stage N has finished the
computation of state X. Hence, the emitter stagé heed to be informed by some
artifice. Otherwise, it could disturb the computatiend of state X by means of sending
prematurely a certain new state Y. The QDI syste&®adnthus locally coordinate its
communication actions between the parts (stagesjso€ircuit. Therefore, a small
additional circuit is implemented to detect changestage’s outputs and indicating to
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the emitter stage, by means of an acknowledgmgnakithe computation end of a state
X. Thus, the correct computation of a state X aneéwa state Y are achievable.

Acknowledgementy, ; Acknowledgementy Acknowledgementy,;

DataOy., Stage N-1 Data0y Stage N Dataly,,

Dataly., Dataly Dataly,;

Figure 2.2: Communication between stages of a @hehronous system

Such an acknowledgment signal to the emitter stegggel be always consistent to
ensure the QDI property of a system. Therefore,cthmiit design of a QDI system’s
stage need also ensure that

* no hazards occur on any stage’s logic and

* whatever logic state transition at stage’s inpasults in some logic state change
at stage’s outputs.

Ensuring such conditions, eventual false acknovdadgnts to the emitter stage are
avoided because there are no hazards. In fact tt@wditions eliminate any stage’s
input logic transition that does not generate logiate changes at stage’s outputs.
Hence, the outputs of a receiver stage will ndttéaacknowledge an input transition. It
ensures, therefore, the feasibility to observepalsible input logic transitions of a
receiver stage by means of its output transitiémsally, it also ensures an accurate
acknowledgement to the emitter stage that becomasled to send a new logic state to
the receiver stage’s inputs. Evidently, it is ergubecause any output logic transition of
the receiver stage means, in theory, a correct atatipn of a logic state at its inputs.
Consequently, only ensuring these conditions thelibe a guarantee that the emitter
stage will not stay without knowing about the conapion end of the receiver stage.

To implement such conditions, three design mechamere used:

e acommunication protocol between system’s stagasitiplements a handshake
by request and acknowledgement to start a certairpatation and indicating its
end,;

* a data codification that allows the stage to dedecomputation request as well
identifying its end; and

e circuits of the logic functions synthesized in atam way that do not allow the
hazard generation.

2.2.1 Communication Protocol

The communication between stages of a QDI systeonganized by a protocol. It
allows agreeing a handshake by request and ackdgmilent to control the data flow
and the computation. Therefore, any action produmgedn emitter stage to modify the
input logic state of a receiver stage is necegsaiithorized before by the receiver
stage’s outputs.

A traditional protocol uses two phases to achieveyee for computation of a
certain logic state X and authorization of a neve dh However, the protocol that is
currently further used in QDI systems consistsonir fphases. This protocol guarantees
a simpler implementation (FRAGOSO, 2005; MONNETQ2@) because the detection
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of its phases is performed by logical level ratthem transition events, as it is done in
the two-phase protocol.

Figure 2.3 illustrates the four phases of suchodoppl. In the first phasé&hase 1
valid data are detected at the inputs of the recestage N that computes and generates,
by using its data outputs, a signal of acknowledgna¢ the computation end. FPhase
2, the acknowledgment is detected by the emittegestd-1 that sends zero to all data
inputs of the receiver stage N. Such returns to #arel are known as invalid data that
are defined by a codification discussed in the sextion. InPhase 3 the invalid data
are detected by the receiver stage N that geneagtas the signal of acknowledgment.
Finally, Phase 4 such an acknowledgment is detected by the ensitégye N-1 that is
thus authorized to send new valid data to the mptithe receiver stage N.

Data Inputs Invalid:Data N Invalid Data y N
Valid Data
of a Receptor Stage N > Returri to 0 / Valid Datz \ Return to 0
Data Outputs Invalid Data : Invalid Data ;
of a Receptor Stage N > Return to 0 } Valid Data ( Return to 0 Valid Data
Acknowledgement Output \ _\) z “
of a Receptor Stage N > / \ \
Phase 3 Phase 4 Phase 1 Phase 2 Phase 3 Phase 4 Phase 1 Phase 2
Cycle X-1 Cycle X Cycle X+1

Figure 2.3: Four-phase protocol for a communicakietween stages

2.2.2 Data Codification

A QDI system'’s stage detects the presence of npwt idata only by its own data
switching. However, implementing such a mechanigquires necessarily a data
codification based on more than one wire to represedata bit, i.e., a multi-rail
codification. The request to begin a new computaiémd the information of data
validity can thus be included in its own data (FRA&0, 2005).

Otherwise, by implementing a codification that loay one wire per data bit (i.e.,
single rail), the use of a specific additional sigto characterize the request would be
needed. In addition, the bounded-delay model whade to be used in the circuit's
data path to thus ensure an end of the data cotputaefore the end of the request
signal. In fact, a fixed delay in such a requeghal would have to be defined for it goes
along with the computation of the slowest circogit. Therefore, the circuit would not
be a QDI, but a Micropipeline. Furthermore, in casaising a single-rail codification
without the aid of any request signal, a new |Isjate equal to the current state at data
inputs could not be detected without the implemtaotaof a data packet. Moreover,
interpreting the beginning of the packet would iegj@ memory bank in each stage. In
order to avoid the computation time in such a pgekaterpretation, a data codification
using more than one wire per data bit would malsgeeaot only the implementation of
the logic circuit responsible to identify a requebtut also the circuit for
acknowledgment generation.

The minimum data codification, which is thus thesmtraditional one, uses two
wires per data bit, i.e., it is the dual-rail cachtion. Based on two wires per data bit,
four states of data codification are available (@D, 10, and 11) to express two logic
values of a data bit (0 or 1) (MONNET, 2007-a).
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For a two-phase protocol, the four states are tsezhsure the codification of all
possible transition events of a data bit (0=>0, D==>0, and 1=>1) (FRAGOSO,
2005). The least significant bit's value of a catiifion state expresses the logic value
of the data. In addition, a new computation requestetected by the modification of
the codification state’s parity (“codification s#a00” => parity even, logic value O;
“state 01" => odd, value 1; “state 10" => odd, \ald;, “state 11" => even, value 1).
Owing to such patrticularities, the implementatidrites protocol is more complex and
less used.

For a four-phase protocol, only three states ageired to code a valid-data logic
value 0, another 1, and a return to zero defineahasvalid data. A fourth state is thus
considered as forbidden or not used (FRAGOSO, 2005%% dual-rail data codification
by three states is illustrated in Figure 2.4. Tdpproach ensures that the transition from
a certain state to another is always done by miodjfyonly a single bit of the
codification state (MONNET, 2007-a). Hazards, tfene, are not tolerated because any
spurious switching could lead the circuit to an anted codification state. On the other
hand, the generation of the acknowledgment sigaal lme easily implemented by a
simple NOR gate monitoring the stage’s outputs.

Figure 2.4: Dual-rail data codification by threatet

Even if the dual-rail codification is the most usedhe design of QDI circuits, other
codifications based on N wires to represent a Hatare also feasible. In case of dual
rail, two wires (N=2) are thus used to represemtata bit. However, only one wire
(M=1) must be equal to logic level 1 to code adogrlue of a data bit. To implement a
QDI circuit, any codification is possible for a ddiit represented by N wire(s) at which
M of such wire(s) must be equal to logic level lctmle a logic value. Unfortunately,
such codifications known as M-out-of-N increasedineuit design complexity.

Codifications M-out-of-N are redundant by nature tisey ensure a greater data bit
robustness to voltage variations due to environadenmtintentional perturbation events.
For instance, by using codification 1-out-of-2 (Huail), if one of the data bit wires
erroneously switching to a complementary logic estéds from 00 to 01; 01=>00;
01=>11; 00=>10; 10=>00; and 10=>11), the chanc¢hefresulting erroneous state
being the forbidden state 11 is 2 / 6. Under carcecuit operation, this forbidden state
will never be used, therefore it can be monitorgdalsimple AND gate as a form of
error detection scheme. As the circuit has sucbdarrdancy able to detect errors, it is
thus also more robust.
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2.2.3Logic Synthesis

The structure of a QDI system can be better unaedsby the blocks in Figure 2.5.
This illustration indeed shows a direct analogythe typical stages of a synchronous
system (MONNET, 2007-a). The memory blocks in thggire would represent the
registers (groups of flip-flops) in a synchronoystem. In addition, the computational
blocks would implement the combinational logic Ine tsynchronous system. However,
the implementations of such blocks in a QDI systebviously have a different
construction, they use actually a particular gatewn as C-element, or also Muller gate
(MULLER, 1959).

Acknowledgementy_; Acknowledgementy

Computational Computational

Data0y, Logic Block Data0y, Logic Block Dataly,; i

Dataly,

Stage N-1 Dataly Stage'N Dataly.,

Figure 2.5: A structure of a QDI system by analtmgg synchronous system

In fact, the C-element is a key component in QBJnakronous circuits to ensure
the QDI property. The basic function of a C-elemé&igure 2.6, is comparing the logic
states at its inputs. Basically, if the inputs atentical, the state at its output will be
updated with such an input state. The C-elemetttigncondition will work like a buffer
gate. On the other hand, when its inputs are nentical, the output state will be
preserved. Then, the C-element will work like a roeyrcell. There are several circuit
variations of the C-element implementation that rhaye, for example, more than two
inputs. The traditional circuit implementationsafC-element are presented in chapter
7.

A B Sc
A 0 0 0
Sc
B 0 1
1 0
1 1 1

Figure 2.6: Function of a 2-input C-element gate

Based on this particular C-element operation amedddita codification M-out-of-N
(like the dual rail) associated to a communicapootocol, the computational blocks in
Figure 2.5 can be synthesized as hazard-free fagictions (i.e., as delay insensitive
functions). The generation of a computational lagrcuit operating according with the
four-phase protocol, for instance, can be maderyy synthesis method traditionally
used in the design of synchronous circuits. Thesitaexpression resulting from the
logic synthesis, the sum of minterms, can be usethdp the logic circuit (SPARSO,
2006). However, the ANDs of the mini-terms are aepd by C-elements. Such a
method is thus known as Delay-Insensitive MinterymtBesis (DIMS). The simplest
method for the synthesis of logic functions in ¢mdtion M-out-of-N uses the so-called
MDDs (Multi-valued Decision Diagrams) (BREGIER, 200 As an example, Figure
2.7 illustrates the MDD-based synthesis of a da&lXOR function for the four-phase
protocol (RIOS, 2008). More complex logic functica® also feasible using the same
method. As complex as the function is, smaller areerheads are achieved although
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the circuits’ areas continue to be greater than ttenventional single-rail
implementations (SPARSO, 2006).
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Figure 2.7: MDD-based logic synthesis of a delagemsitive dual-rail XOR function
for the four-phase protocol

Figure 2.7 shows that the computational logic béoocka QDI system, like in Figure
2.5, consist basically of C-elements and ORs. @nldombinational blocks in a
synchronous system, the computational blocks of A €ystem contains memory
elements, since the C-elements can store logiesstelowever, such memory elements
when used in computational blocks are not interidesdore the result of a computation.
They indeed implement a rendezvous behaviour ansl tiiake the synchronization of
different signals (MONNET, 2007-a). The C-elementiemory property is required
only to ensure the QDI property of the computatidmack.

In stages of a QDI asynchronous system, C-elenagataot only used in the design
of a computational blocks’ part. They, moreovespamplement the system’s memory
blocks in accordance with the communication protacal the data codification. Figure
2.8 illustrates three stages of a QDI system opgydhrough the four-phase protocol.
The memory blocks are implemented by half-buff@ENAUDIN, 2000) characterized
by two C-elements. By using its memory functione f-elements aid the stages in
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retaining their output states until a computatiod.eThey thus also aid in coordinating
the actions between each system’s stage.

Computational Logic
Block = Dual-Rail XOR

AD c
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c
Computational B1
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Figure 2.8: A QDI system operating through the fphase protocol

2.3 Conclusions

This chapter discusses the different classes ofiitsr and details specially the QDI
asynchronous systems. It shows that the inherehindancy of such QDI systems
makes possible additional characteristics in tesm®bustness and security which are
significantly better than those in synchronous eayst The following paragraphs
summarize these natural benefits:

QDI systems have better resistance to attacks baseahalysis of the power
consumption (e.g., differential power analysis, DRAan their synchronous
counterparts. In fact, the data codification, tbenmunication protocol, and the
local control rather than a global clock make thecteical activity of these
circuits with weaker current peaks. Hence, theatations to obtain confidential
data through a DPA attack are more difficult. Theatural features permit thus
improve the security propertiesof cryptographic devices used in confidential
systems (BOUSSE et al, 2004, BOUSSE et al, 2005UBE&E, 2005;
RENAUDIN el al, 2004; RENAUDIN; MONNET, 2006);

As asynchronous systems generate weaker curreks pea to the absence of a
clock edge, they emit less EMI (Electromagnetieifgrence) and so there is a
reduction of errors related as to noise within thecircuits as to interference
with nearby devices(PANYASAK, 2004; GEER, 2005);

The QDI property makes thefargely robust by nature to timing variations
arisen from fabrication defects, environmentalrdemntional perturbation events
(MONNET et al, 2006-c; MONNET 2007-a) that are ffgnt discussed in chapter
3. A QDI asynchronous system automatically adafgslfi to such timing
variations, which are known as delay faults. Inotlge delay faults of any
duration are tolerated. Only those on branchessothronic forks, which
represent a small part of the wires, are not ttéera

QDI circuits are potentiallynore able to tolerate any kind of transient
fluctuation. The use of C-elements and a communication prbtatdows
particular masking forms of certain transient-faffects. Such harmless effects
of transient faults are further discussed in chaptdn addition, asynchronous
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systems are not vulnerable to perturbations oroekedlistribution circuit as the
synchronous systems are due to attacks by mali¢alsinjection (MONNET
et al, 2006-c; MONNET 2007-a) or even occurrenceatfiral transient faults;

In QDI systems, the multi-rail codification schemasd the asynchronous
communication by handshake between computationestagakeeasier the
detection and correction of soft errors (KUANG et al., 2010). Multi-rail
codifications allow the system identifying theoceatly inexistent logic states
(forbidden states) and, therefore, enable it detgsoft errors. Moreover, with a
little additional circuitry and the assistance loé tasynchronous handshake, the
system can make a recomputation to correct thecietesoft error before
propagating it to a next circuit’'s computation &tag
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3 TRANSIENT-FAULT EFFECTS ON INTEGRATED
CIRCUITS

An IC performs several operations to achieve fumeti goals of a system. In fact,
ICs implement functions providing results in ac@rde with input stimuli. In nornal
conditions, the circuits are stimulated throughrapenal events controlled by their
applications. However, perturbation events arigsemfinternal or external sources can
stimulate along the circuit's lifetime the occurcenof faults (ABRAMOVICI;
BREUER; FRIEDMAN, 1990). The presence ofaalt in an IC’s functional element
can lead it to produce incorrect operations. Thmuoence of such agrror scenario in
one of the IC’s elements can still perturb the esystas a whole. Aailure of the
system’s functional goals is illustrated by the gyation of inconsistent results at IC’s
primary outputs (LAPRIE, 1998).

Abramovici (1990) classifies types of faults, esroand failures in the design of a
circuit. Thedesign errorsare thus due to faults during the circuit design,example,
incomplete or inconsistent specifications, incadrrenapping between different
abstraction levels of design, or violations of dasirules. There are also those
fabrication errors which occur during the circuit’s fabrication procees as a direct
consequence of some human fault in the design mmai¢ation, for instance, wrong
configuration of factory’'s equipments or the mistlakselection of materials or
components. On the other hand, there are tfadsecation defectswhich are the result
of imperfections or variations in the fabricatioropess, such as, short or open circuits,
improper doping profiles, bad alignment of the laty® masks, etc. Fabrication defects
give rise to stuck-at faults, which retain permdhernhe logic of circuit’'s bits.
Furthermore, such defects can also generate daldis fthat are delay variations of
circuit’'s wires (internal connections) or gates.

Abramovici (1990) also classifies thphysical failures that can occur during the
circuit's lifetime. Such failures are indeed astamtaneous as short or long-term
consequences of transient, intermittent or permtarfaults that are induced by
perturbation events arisen from environmental taritional sources:

* Environmental perturbation events: variations of environmental factors in
terms of temperature, humidity, or vibration, asllwany kind of natural
radiation (particles from cosmic rays or radioaetmaterials) or even artificial
radiation (electromagnetic emission from electrengéguipments, external or
internal electrical noise in the circuits);

* Intentional perturbation events: malicious fault injections by radiation (light
flashes, sources of particles or laser), by voltagaation of circuit's pins
(power, clock, inputs), or even by temperatureatayn. All of these injection
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types work as a form of attack to break secretriméion in confidential
systems (RENAUDIN et al, 2004; MONNET, 2007-a).

The recent many technological advances in ICs hasteced several researches
concerning the circuits’ susceptibility to faulespecially the transient faults.

In reality, the concern about the transient fadlis to environmental perturbations
in ICs always existed. However, until the end ofh2€entury, before the emergence of
deep-submicron technologies, related researches vezy focused on circuits located
in hostile environments. Evaluations of such faudtsircuits and suggestions to protect
them were mostly developed for space and physipbcagions. With the recent deep-
submicron technologies, the circuits are todaygiesi through tiny transistors which
thus determine smaller capacitances on their nadeseover, the reduced voltages
generate lower currents and charges to supply tAdnof these advances decrease the
circuit's noise margin which along with the viabjliof higher clock’s frequency and
higher density makes them more vulnerable to fa(li$1A, 2003-b; KARNIK;
HAZUCHA; PATEL, 2004; KASTENSMIDT; CARRO; REIS, 2@). Hence, related
researches have also become more and more impantasther ICs’ applications,
including therefore IC-based systems at ground leve

Furthermore, also due to technological advancesetls a growing need to ensure
the confidentiality in the communication of infortitan between systems. This concern
indeed always existed on systems for banking, amljtand government services that
require the preservation and protection of thetreseinformation (MONNET, 2007-a).
However, in recent years the data communicationvdxn systems has remarkably
increased with the advances in the cellular telagtamd Internet. Banking services and
electronic commerce through the world wide web a@fputers, as applications that
require security, are more and more common by usiog instance, smartcards
(MONNET, 2007-a). The confidentiality of such electics transactions is ensured by
implementing secure systems based on cryptogralgoyithms. Nevertheless, on the
other hand, cryptanalysis methods have also evaleadiderably in terms of efficiency
to break such secure systems. Novel classes ckattitke the differential fault analysis
(DFA), are developed based, for instance, by imgchon-invasive transient faults in
system’s circuits.

In accordance with the goals of this thesis, thegpter discusses briefly the transient
faults induced by environmental perturbation evedtsing the circuit’'s lifetime.
Furthermore, the physical failures arisen from thiéerent types of transient-fault
effects on synchronous and QDI asynchronous c#caite also detailed. Such
discussions render also the consequences of tan&ellts due to intentional
perturbation events, which indeed create very amransient voltage modifications in
the circuits (MONNET, 2007-a).

3.1 Transient Faults Induced by Environmental Perturbations

Many recent researches indicate that transientsfanllICs are induced mostly by
environmental perturbations arisen from radiatioarses.

About radiation, the physics explains as the pmoégpropagating radiant energy in
the form of waves or particles. The radiation-ineliparticles can hit with atoms of
semiconductor devices transferring them their gndrg means of ionizing or non-
ionizing processes. Depending on the energy and @ibthe particles, the effects of
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such energy transfers to devices can be transpammanent, cumulative, or even
destructive (O'BRYAN et al, 1998; LABEL et al, 200QIMA, 2000-c; SROUR;
MARSHALL; MARSHALL, 2003).

The radiation-induced transient effects on ICscangsed specially by alpha particles
(released by radioactive impurities) and more irtgoaty neutrons from cosmic rays.
Such types of environmental perturbations eventspcaduce in silicon chips ionizing
processes that deposit charges on circuit’s noldes.amount of ionization and current
arisen in the semiconductor devices is directlypproonal to the energy lost by the
radiation-induced particles (LIMA, 2003-b; KARNIKIAZUCHA; PATEL, 2004). In
fact, a current pulse generated by the charge deposs considered a transient fault
that reflects also a transient voltage fluctuaticst the circuit's node
(KRISHNAMOHAN, MAHAPATRA, 2004). It is well-known 8 a transient arisen
from a single perturbation event (e.g., a partildes in a certain circuit’'s node), and so-
called as a single event transient (SET).

If the energy and flow of the radiation-induced tjgées are enough to deposit a
charge that creates a significant transient etfech node, a volatile memory element of
the circuit may be perturbed (MASSENGILL et al, @8DAn this wrong way, a memory
element’s bit would be logically inverted featurittte well-known single event upset
(SEU), which by its non-permanent and non-recurrniagure is also called as soft error
(SE).

These transient effects highlighted in previousageaphs are also known as soft
effects arisen from a single event: the soft simglent effects (Soft SEE).

3.2 Types of Transient-Fault Effects

The primary harmful transient-fault effects on sys$ are basically the generation
of soft errors highlighted in previous section aipter 1. The most basic model to
represent a soft error is abstracted at logicadlley a system design. The simple logic
inversion of a memory bit accurately models theati@ristics of such an error.

On the other hand, soft errors give rise to seagndarmful transient-fault effects
which are the failures presented at primary outptits/stems’ modules.

Figure 3.1, which generalizes a module of whateystem, is used in the following
sections to illustrate further details of such siant-fault effects on synchronous
systems or on QDI asynchronous. The illustrated uleo@bstracts RT-level blocks
characterized by K-bit registers and also combomati or computational macrocells of
K bits. The K-bit registers are represented by ngmuacrocells of N bits.

In synchronous systems, such memory macrocellssiagde rail, then N=1, and
typically represent flip-flops. While in QDI asyn@mous systems, they are usually dual
rail, so N=2, and represent C-elements. The coribma macrocells for synchronous
systems are logic gates, and the computational coelds for QDI asynchronous
systems are C-elements as well logic gates. In fa@ccordance with chapter 2, such
C-elements in computational macrocells do not waskregisters but like AND gates
that prevent the generation of hazards.



36

1

——

N End_of_Operation
N
N Memory :i N
CM(0) Element out(0) / >
% 0 7
Primary_In(0) Primary_Out(0)

In(0)
. Combinational

o [ N )
Memory

Computational

N
In(K-2) Logic CM(K-2) | Ele}z]zem Out(K-2) / 3
Primary_In(K-2) N *% Primary_Out(K-2)
In(K-1) ) = N
Memory

N N
B Element Out(K-1)
_7;) CM(K-1) % K-l _7;)

Primary_In(K-1) Primary_Out(K-1)

1LZ

Figure 3.1: A generic hardware module to represghéer a synchronous systems or a
QDI asynchronous

All analysis in this chapter 3 assumes that suctodule in Figure 3.1 is stimulated
at its K-bit primary inputs by a certain data X.elmodule requires a number | of
iterations along the time to process such a datAfter these | iterations, the module
will provide at its K-bit primary outputs a resttfrom its functional operations on the
data X. Moreover, the module will also provide bgeatain specific primary output an
indication signal (i.e., End_of_Operation in Fig@&) for the end of such a result Y’s
computation. In fact, It is used to indicate to thieo module the result Y’s availability
at its K-bit primary outputs.

The module thus needs | execution cycles (i.etedations) to accomplish its
function. In a synchronous system, an executiotedgca clock period, while in a QDI
asynchronous system, it is the time required téoper, for example, the four protocol’s
phases illustrated in Figure 2.3. Hence, the mdsludperating frequency is defined
multiplying | by the inverse of the total computatitime due to the | iterations. Such a
frequency for an asynchronous system is an avemalgge for a synchronous, it is
constant in accordance with the clock rhythm.

3.2.1 Harmful Effects of Transient Faults on SynchronousCircuits

The effects of transient faults on synchronousutiscare well defined by many
works (KARNIK; HAZUCHA; PATEL, 2004). Depending othe circuit part that a
transient fault is induced, different consequenagse on a synchronous system like
that abstracted in Figure 3.1. In fact, there lared cases based on occurrences of single
transient faults (i.e., SETs as explained in chapt&nd previous section 3.1):

Case (1): A SET occurring on a D-flip-flop that ilements a memory macrocell:
the worst effect is direct soft error (dSE). It means the flip-flop’s output is wrongly
inverted until a next system’s event that updateshsa memory. If the SET starts
during the latching window (set-up and hold timéisg, worst case is also a dSE;
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Case (2): A SET on a D-latch which implements alsnemory macrocell: the worst
situation is a dSE when the latch is not enablate@vise, when the latch is enabled,
the worst effect is a SET propagation to the lachitput;

Case (3): A SET on a combinational logic macrocdle worst effect is the
combinational circuit propagates the SET up toitipait of a memory circuit (flip-flop
or latch) generating amdirect Soft Error (iISE). Furthermore, the SET can reach a
non-registered primary output (i.e., a module’spautthat ends nor by a memory
macrocell but by a combinational logic), and so$t& propagates to another module;

3.2.2 Harmful Effects of Transient Faults on QDI Asynchronous Circuits

A simple QDI asynchronous circuits’ analysis innter of computational and
memory blocks allows a direct analogy with combmral and memory blocks in
synchronous circuits (MONNET; RENAUDIN; LEVEUGLE,0@5-b). Therefore,
transient-fault effects on synchronous circuitsscdssed in previous section in
accordance with Figure 3.1, are easily transposé@l circuits by only including the
C-element’s concepts:

Case (4): A SET occurring on a C-element that emgnts part of a memory
macrocell: the worst effect is a dSE when the @rel& has different values at its
inputs. This is because the C-element would worla asemory circuit. In contrast,
when its inputs have the same value, the worstemprence is a SET appearing at its
output, since the C-element would work like a byffe

Case (5): A SET on a computational logic macroceich a situation is similar to
case (3) detailed in the previous section for syorobus circuits, even though the
memory macrocells consists of C-elements. Obsemweher that computational
macrocells’ C-elements under transient faults negsult in dSE because they do not
work as logic state registers of a system’s modurdefact, it may generate ISE in
memory macrocell's C-elements that characterizertbdule’s registers.

3.2.3Harmless Effects of Transient Faults

The transient-fault consequences discussed in quswections normally result in
failures on modules like that in Figure 3.1, excéphey are masked before arriving at
module’s primary outputs. Indeed, masking effeets eliminate SETs even before they
could cause dSEs or iSEs. In synchronous circhasetare three types of hardware-
level masking effects (KARNIK; HAZUCHA; PATEL, 2004

Case (a): Aogical maskingoccurs when the fault is masked due to a comlmnati
logic. The combinational macrocell does not propaghe fault up to the input of a
memory macrocell or up to a module’s primary output

Case (b): Arelectrical maskingis a SET attenuation as a result of the electrical
properties of gates on the propagation path. bb dispends on the SET energy that
contributes to define the SET shape. TypicallyEd Starts to be slightly attenuated by
a gate when its duration is smaller than the gaespagation time;

Case (c): Alatching-window masking is when the SET reaches the input of a
memory macrocell but does not meet the time windswgh as the set-up and hold
times or the enable signal, which are required éonarize a logic value;
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Cases (a) and (b) occur in the same way for QDh&wwpnous circuits. Moreover,
there are two other types of masking effects on @nchronous circuits (MONNET,
2006-c):

Case (d): A masking through tl@&element’s filter ability happens when a SET
arrives at a C-element’s input but it is not memedi The reason is that another input
has a different logic value from that with SET,ré#fere the C-element’s output is not
modified and the SET is masked;

Case (e): Another masking is the communicationqualts actions by means of a
natural tolerance to SET-induced delay faults It is when a SET is memorized by a
C-element, i.e. a soft error happens, but the s&wyg& value stored would be
memorized, earlier or later, anyway in normal fdrge conditions. Therefore, a delay
fault is induced at the C-element’s output. Newaldhs, such a premature or delayed
memorization is almost always naturally toleratgdhe system’s QDI property.

3.2.4 Failures: the Effects of Soft Errors

Soft errors impose in most cases a failure on pyiroatputs of a module like that in
Figure 3.1. This means that a soft error leadeeacbmputation of an inconsistent result
illustrated at module’s primary outputs.

If a module is able to indicate the end of the fteSwomputation by a specific
primary output (e.g., End_of Operation signal igufe 3.1), then eventual failures at
its primary outputs may be naturally detected by flystem without requiring any
additional specific hardware mechanism for detectio

Therefore, two types of failure are defined:

» Failure Detectable Naturally (FDN). the natural detection of a failure occurs if
the End_of Operation signal is not indicated withiperiod P estimated greater
than the total computation time of | module’s itevas that obtain a result. In
this failure scenario, peripheral nearby modulesvel as software applications
of the system would normally notice the absenceswfh an indication.
Therefore, the failure would propagate naturallyo ihigher abstraction levels
(e.g., software applications), where the systenidceasily as detect as correct it
by recomputation. In fact, a detection at softwieneel, for instance, by using
timeout-based mechanisms and a subsequent requesicbmputation would
eliminate easily such a failure;

« Failure Non-detectable Naturally (FNN) an eventual failure at other module’s
primary outputs that provide data or address resddir instance, cannot be
naturally detected if the module indicates the ErfidOperation within the
estimated period P. Therefore, additional hardviewel mechanisms have to be
implemented to enable failure detections.

If a module by each I iterations always providerale result at its K-bit primary
outputs, then only a single failure is able to Fappt the end of the | iterations. A
single failure could be thus generated by eithaingle or even multiple soft errors
occurred along the | module’s iterations. Henceal@ating the number of failures,
which may occur during the total time to computeaamount of R results, does not
depend on the amount of occurred soft errors. To@ube’s immunity level to transient-
fault effects can be estimated by assessing vagoogputation results. Each one would
be obtained under different perturbation conditionaracterized during each group of |



39

iterations by initial instants, circuit places, dtions, and amount of induced transient
faults.

Table 3.1 summarizes the transient-fault effectsaadgoordance with the primary
outputs’ possibilities in a module like that in &rg 3.1 which is perturbed during a
group of | computation iterations.

Table 3.1: Possible primary outputs of a moduléysbed by transient faults

Values at Module’s Primary Outputs

Other Outputs for

Output for Indication

of Computation End

(as End_of_Operatior]
in Figure 3.1)

Results (Data,
Addresses... as
Primary_Out(...) in
Figure 3.1)

Type of Effect

Consequence

OK OK Harmless Faults Tolerated Naturally (FTN)

Inconsistent Harmful

Failure Non-detectable Naturally (FNN)

3.2.5Harmful Effects of Multiple-Transient Faults

Multiple perturbation events or even a single ome create multiple-transient faults.
Such fault situations of lower probability than #iagle transient faults can create more
severe harmful effects because more than one memacyocell can be upset, and so
multiple soft errors can be generated as in symadus as QDI asynchronous circuits. In
fact, transient faults can perturb different memaonmacrocells, like those memory
elements in Figure 3.1, simultaneously as well tadifferent instants. Further issues
related to such section are discussed in ch&pter

3.2.6 Harmful Effects of Long-Duration Transient Faults

Long duration transient (LDT) faults, which are itgd in deep-submicron
technology-based circuits, can be longer than ekcheriod of a synchronous circuit.
As soft errors as failures are, therefore, verybpbbe in any LDT situation.
Nevertheless, such a scenario is not so severeDh @ynchronous circuits. The
absence of a clock imposes no limits to the systealing much more efficiently with
such LDT faults. More details about such harmfigéest of LDT faults are discussed in
chapters.

3.3 Conclusions

This chapter summarizes the different types of siem-fault effects as on
synchronous circuits as QDI asynchronous circuitshle 3.2 briefly presents all of
them. Note that a single transient fault can resulnhultiple transient faults, and vice
versa (arrows in Table 3.2), as consequence ofcifmit's delays. The multiple
transient faults can be as simultaneously (multgtlespace) as at different instants
(multiple at time).
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These types of transient-fault effects in Table & arisen as from environmental
as intentional perturbation events. The basic diffee between environmental and
intentional fault effects seems to be the amourmhafge induced on the circuit's nodes.
Intentional perturbation events may have higherggneand so they have a wider range
of transient voltage durations to upset the circliiterefore, the concept of LDT faults,
which is normally used in deep-submicron technolbgged circuits due to
environmental perturbation events, seems also to irderesting to represent
consequences of intentional perturbation eventsinasdeep-submicron as older
technology-based circuits.

Furthermore, failures were divided into FDN and FiNorder to highlight in the
following chapters the larger natural detectionligbof QDI systems, especially in
terms of LDT faults. There are some particularioéshe QDI circuits, mostly in terms
of harmless effects and FDN induction that quitetabute for their systems achieving
higher transient-fault immunity levels. On the oth@nd, there are some harmful and
harmless effects so similar on both circuit clas$&e next chapters of this thesis better
discusses such QDI systems’ benefits.

Table 3.2: Summary of transient-fault effects onckyonous and QDI asynchronous
circuits

Transient Fault (TF Soft Error (SE Failure

Multiplicit Multiplicit

Memory | Direct :
Short - y - Single Failure
Sinale Logic |Indirect Detectable
9 Lon Memory | Direct Single or Naturally
I 9 |"Logic [indirect Multiple (FDN) or
Harmful I Memory | Direct Multiple Failure
[ ulti
Short . Y . P Non-
Multiple at Logic |Indirect _ detectable
Time or Space Memory | Direct Slngl_e or Naturally
Long : . Multiple (FNN)
Logic |Indirect

Masking Effect

Synchronous Latching-Window Masking
Harmless Synchronous or EIect.rlcaI Masl.<|ng
QDI Asynchronous Logical Masking

Filter Ability of the C-elements in Memory Macro-cells
Natural Tolerance to Delay Faults induced by TFs

QDI Asynchronous




4 EVALUATING TRANSIENT-FAULT EFFECTS AT
LOGICAL LEVEL

IC designs necessarily have to be evaluated uhdegftects of different fault types,
given the scenario of errors and failures discuss@devious chapter. In fact, they have
to be tested whether their functional behaviouid iammunity levels are satisfactory for
the purposes specified. Such assessments allowifyiieg potential vulnerability
situations of the circuit that can thus be redesigar even protected by more efficient
mitigation mechanisms. Such testing evaluationgetify the circuit conditions can be
done at different abstraction levels of the sysgedesign. Abramovici (1990), Smith
(1997), and Wagner (2004) relate the usual abstrad¢vels from the lowest to the
highest one as shown below:

« Real-circuit level: circuits’ prototypes or circuits produced by picgd materials
from a fabrication technology;

» Electrical level: circuits’ layout masks, circuits’ models based toansistors,
resistors, capacitors, and inductors. Some auttwrsider layout mask issues as
part of the labeleghysical leve| which may also used to denominate the real-
circuit level described above. However, in ordeatoid confusions, this thesis
stands “physical level” only for the electrical-dvelated issues discussed in
the first sentence of this paragraph. Moreovere#uthors definswitch level
as transistors modeled discretely (switches atltgyel 0 or 1) andransistor
level as transistors characterized by non-linear modelg., exponential
equations);

e Logical level circuits’ models based on flip-flops, latchesdalogic gates,
besides library cells. EDA tools usually label ad®loin terms of logic gates as
gate levej

* Micro-architectural level or the well-knowrRegister Transfer (RT) level the
circuit models based on registers, multiplexersg aperators like adders,
subtracters, multipliers, and dividers, besideseotimacrocells. Some authors
label this level abehavioral levelor evenfunctional level in accordance with
the delay model used;

* Algorithmic level: the circuit models based on hardware modules. uésd
cores, plans of power, ground, and clock;

» Systemic level the circuit models based on processors, memaoaied, other
peripherals, besides circuit boards and their corapts.

Testing evaluations at real-circuit level by usipgototypes or FPGA-based
reconfigurable platforms, for instance, does nowagk allow monitoring and
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diagnosing certain internal errors. Furthermoreg ttonfiguration of a hardware

framework dedicated to test a specific type of tfaula target circuit is neither cheap
nor a simple task. Therefore, the evaluations W&l on the electrical level by using

software-based tools (e.g., spice, spectre, hspick,which allow simulating the circuit

behaviour through equations based on preliminaansistor characterization and
modelling. The different types of faults that magcior at real-circuit abstraction level

can thus also be characterized and modelled bgseptations at electrical abstraction
level.

However, an electrical-level fault-simulation altative may consume too much
time and computational effort when the target atechave a certain complexity. The
simulation task may even be much more difficulet@luate the effects of faults with
temporal characteristics such as, for instancetrémsient faults.

Hence, logical abstraction level simulations basedogic event-driven simulators
(e.g., modelsim, nclaunch, etc) are usually suggesh order to enable such a
computational task for evaluation of transient-faffects. Even if they have no the best
accuracy to characterize and model the transiemtsfathey are able to provide
meaningful results to identify sensitive instams @ones of a circuit, and thus allowing
comparative analysis in terms of robustness irebfiit circuits.

Nowadays, the evaluation of transient-fault effeots synchronous circuits is
evident through many simulation-based methodsgitab level (MASSENGILL et al,
2000; ALEXANDRESCU; ANGHEL; NICOLAIDIS, 2002, 2004;REORDA;
VIOLANTE, 2004; HADJIAT, AMMARI, LEVEUGLE, 2005; NB/ES et al, 2006-a;
NEVES et al, 2006-b). However, the same methodegiannot be applied to
asynchronous circuits, since they are based oncliek of synchronous systems.
Furthermore, the particularities of the transientif effects on asynchronous systems’
C-elements are not considered. On the other haodnkt (2004, 2005-c 2006-c 2007-
a) was the only one to propose a method to evalhate)DIl asynchronous circuits’
sensitivity to such effects. However, his methodnzd evaluate synchronous circuits,
since it provides a metric which represent theutiix sensitivity by only counting the
total time when the QDI system’s C-elements areenable to transient faults. The
methodology, therefore, allows only comparing tkasstivities of QDI asynchronous
architectures. Any comparison of such specific mmdor QDI circuits with metrics of
methods dedicated to synchronous circuits wouldeqtossible.

Hence, a new methodology able to compare the seatisg of both (synchronous
and asynchronous QDI circuits) is required to eatuhe best design options in terms
of transient-fault robustness. For that, the folloy sections propose a solution
presented also in (BASTOS et al, ETS 2009-a; BASEDSI, IOLTS 2009-b) which
provides evaluation metrics common to both theasses of circuits.

4.1 Method for Logical-Level Evaluation of Transient-Fault Effects

This new methodology is developed by traditionabngeof transient-fault-injection
simulation campaigns in gate-level circuits’ desigimhe clock period of synchronous
systems and the transient-fault vulnerability tiofeQDI asynchronous systems’ C-
elements are abstracted through a probability idigion which requires a sample of
small size (i.e., a small number of transient-fajkection simulation situations). The
aim is made an evaluation of SET effects which eaystem’s failures.
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The methodology is able to analyze complex circuitder such faults by using a
commercial logic event-driven simulator, a gateeleeircuit netlist, and its circuit
timing information in a SDF (Standard Delay Formék. Furthermore, a typical
command of commercial simulators (e.g., “force”)dals and injects the fault. Figure
4.1 briefly presents the simulation scheme empldyethe methodology.

Netlist (verilog) File (sdf)

ll
L L J

Pulse Width
Logic Event -Driven Simulator Fault Initial Time

Timing
Gate-Level Information

Stimulus
Vector (vhdl)

Golden Configuration File (tcl)
Resultant

Simulation File

Resultant
Simulation File

Count Files with
Failure at Circuit Outputs

>
Figure 4.1: Simulation scheme of a SET on an IGgthesetlist

4.1.1 Modelling the Transient-Fault Effects

A rectangular-pulse-based model detailed in (ALEXRSCU; ANGHEL;
NICOLAIDIS, 2004) is utilized to simulate a SET faat gate level. The command
forces a netlist’'s node (wire or signal of netlist)its reverse value just during a time in
order to model a transient pulse width (i.e., agrant fault’'s duration). Figure 4.2
illustrates such a modelling to inject a transfandt on a netlist’s wire.

Simulation of a Transient-Fault Injection on a :

4 4

{Initial Computation Time} [ Fault Initial Time} [Total Computation Time }

Figure 4.2: Modelling of a SET fault on a netlistge

For a complete evaluation of the SET effects, tlehimdology also considers the
possibility of dSE occurrences detailed in chapteks the approach is over a gate-level
circuit, a SET happening inside a memory cell carb® modeled in the same way
discussed in previous paragraph. Hence, the mattsiders each memory cell as an
extra netlist’'s node. In fact, every simulation lezéing output wires of memory cells is
executed again but under a different fault-injattinodel. The same command “force”
is used with a different parameter to represenSk.drhis command is thus able to
deposit in an output wire of memory cell its reeevalue. However, unlike a stuck-at
fault, such a deposit can be eliminated by a subs@dqlriver transaction.

On the other hand, as explained in chapter 3, tlehod must take into
consideration the C-element’'s dual behaviour (mgrboiffer) depending on its input



44

values. If inputs are different, the C-element’sponti is forced as a deposit (dSE), else if
inputs are equal, it is forced as a pulse (SET).

Therefore, for a set of a stimulus vector, a faittal time, and a pulse width, each
simulation illustrated in Figure 4.3, Figure 4.s4daFigure 4.5 is separately executed
depending on the circuit’s class or logic valuesCeglement’s inputs. Other memory
types are also approached by considering theiicpéatities.
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Figure 4.3: Fault-injection simulations into a siyranous circuit
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Figure 4.4: Fault-injection simulations into a Q&lynchronous circuit with different
logic values at its C-element’s inputs
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Figure 4.5: Fault-injection simulations into a Q&dlynchronous circuit with equal logic
values at its C-element’s inputs

4.1.2 Dynamic of Fault-Injection Simulations

The goal is to compare in a fair way the robustnessircuits functionally
equivalent but architecturally different. Therefottee target circuits for comparison are
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evaluated under similar simulation conditions. Sheeme in Figure 4.1 is used several
times in accordance with Figure 4.6.

A same set of input vectors is randomly choserinmlsite functional operations of
the circuits. The initial instant to start the samt pulse is defined as a percentage of
the total computation time, which means the nunabexxecution cycles multiplied by
the inverse of the circuit's operating frequencydafined in chapter 3. Then, in a first
simulation, a fault starts to be injected at 5 %haf total computation time. In another
simulation, the fault starts at 10 %. After thag simulations go on in accordance with
Figure 4.6. Note that each one of all netlist wiresindividually evaluated by an
independent fault-injection simulation.

[ for each Stimulus Vector ]
for each Fault Initial Time {
5% 10% ... 90% 95% of total computation time }

for each Netlist Wire { all netlist wires }

Simulation Scheme of a SET

next Pulse Width

next Netlist Wire

[ next Fault Initial Time ]

[ next Stimulus Vector ]

Figure 4.6: Simulation methodology for injectionQETs

Furthermore, a typical range of pulse widths (DORDP4; FERLET-CAVROIS,
2006) is evaluated. Only a width by simulation isethosen in order to estimate and
compare the target circuits’ robustness for a oerteansient-fault characteristic.
Therefore, for each width chosen within the rargje,nodes (netlist’'s wires) of the
target circuits are evaluated under rectangulasgsuthat have obviously the same width
and the same magnitudggysince it is a logical-level simulation.

Observe, however, that the characteristics of a &pend largely on the perturbed
node’s capacitance and the charge deposited bypéneirbation. As the nodes’
capacitances in the target circuits for comparisme often different, a same
perturbation charge occurring on different circuvsuld present also different transient
effects. Therefore, the SETs generated in eachobnlee target circuits would likely
have different characteristics in terms of ampkudidth, rise and fall times. Hence,
when all of the target circuits’ nodes are pertdrbg a rectangular SET with the same
width and amplitude, the capacitances of all thres#es have to be considered similar if
the goal is analyzing comparatively the effectaafertain perturbation charge. On the
other hand, a comparative evaluation by using afetidths, within the typical SET
range, allows considering approximately the diffiéneodes’ capacitances in the target
circuits. Actually, at least the characteristicsddferent widths generated by a certain
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perturbation charge would be taken into accounenThf such an approach based on
multiple widths is used, the nodes’ capacitances et necessarily to be considered
similar. Consequently, a more accurate evaluatam e done, even though there are
certain inaccuracies mostly related to the SET plaude as well the SET'’s rise and
fall times.

Such simplifications, which are indeed typical myanethod at logical abstraction
level, greatly reduce the simulation complexitygrms of computational efforts. On the
other hand, they also allow evaluating the behawabra system under a certain
transient-fault profile (i.e., a pulse width) inl aircuit's nodes, regardless of its
capacitance and perturbation charge. Therefora¢cdbbpvel methods ensure thus a
very significant preliminary low-cost evaluatiornje® so new practical works based on
real-circuit-level experiments have yet to furtleplore how inaccurate exactly they
are.

The simulations of SETs causing dSEs follow the esanmethodology shown in
Figure 4.6. The difference is that only the néetistires of memory cells’ outputs are
targets for injections. Therefore, pulse widths ao¢ considered but a logic value to
deposit, as explained in previous section.

4.1.3 Evaluation Metrics

A set of configuration files, as described in Figur.1, defines different transient-
fault characteristics to be individually simulatéd.fact, just a single transient fault is
injected by simulation in accordance with the SEBdd model. Consequently, the total
number of injected transient faults is equal to tibi&l number of simulations under
fault:

TotNumFaulk TotNumSim 4.1)

The method provides a file after a simulation unither effect of an injected SET.
Then, such a resultant file is compared with anoimdault-free simulation conditions
(golden file). If files are different, the targetrauit’'s primary outputs presented
inconsistent values. Therefore, the injected SHiSed a system’s failure. By counting
every simulation that presented such a scenargigsyrobustness percentages based
on theTotNumSincan be calculated. Note that just a failure byusition is able to
happen.

The total number of eventual system’s failuresiisded, as defined in chapter 3,
into failures detectable and non-detectable ndyufBDN and FNN) by the system:
TotNumFail= NumFailDetec+ NumFailNorDetec (4.2)
So, the percentage of systerstectionis defined as:

Detectior=\UmMFailDeec , (4.3)

TotNumSir
On the other hand, certain transient faults oftamse no system’s failures. It means
the system naturally tolerates the injected faljtgshose masking effects explained in
chapter 3. The total number of faults toleratediradly (FTN) is thus represented by:

NumFaulTol=TotNumSim- TotNumFail (4.4)
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As each one of thelotNumFail is provoked by a different single fault, the
TotNumFaulis divided as shown in Figure 4.7. Then, the pammge of system’s
Tolerances expressed as:

Tolerance= W'ﬂoo (4.5)
TotNumSir

NumFailNonDete

TotNumFai
NumpFailDet

TotNumFaul NumFaulTo

TotNumSim

Figure 4.7: The total number of injected transfantts and their consequences

Another important system-robustness percentagehés résistance to faults. It
denotes how robust the system is to cope with thastent-fault effects. Such a
percentage of systemResistances defined as the sum of the system&tectionand
Tolerancedetailed in equations 4.3 and 4.5:

NumFailDeec+ NngauIToI 100 (4.6)
TotNumSim

Resistance (

4.1.3.1 Circuit’'s Sensitivity to SET Effects

The methodology considers two basic concepts ierai@ compare the sensitivities
of different circuits:

* Any target always will have a higher probabilitylde hit by single perturbation
event, for instance, if its area is larger;

* The probability is also higher if the target is egpd longer time to attempts at
hitting it (i.e., to single perturbation eventshédting a circuit).

Therefore, the circuits’ area sizes and the totahpmutation times are taken into
account to determine what circuit is the most ssesto SET effects. For that, another
evaluation metric which uses units common to angudi is defined. Only by means of
that, a comparison between sensitivities of differarcuits, in terms of area or total
computation time, is feasible.

The methodology works with the area factor by udimg logic idea that the total
number of nodesTEtNumNodl increases in function of enlarging the circudéiea. The
circuit's nodes (netlist’'s wires) are targets afltanjection simulations. In addition, the
system-robustness metrics, defined in previousmsedake them into consideration. At
that abstraction level of the system’s design, Whscused in such a methodology, the
evaluation is simplified by comparing simulations different circuits under pulses,
with the same width, on each node. Hence, all ndiege the same capacitive
importance and the numbers of sensitive nodes ifoihtin different circuits are
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comparable. Such a number is defined by Resistance complement multiplied by
the TotNumNod Moreover, theResistances calculated for a certain computation time
(CompTin), and then this number of sensitive nodes is eaghds perturbations during
such a time. Therefore, the number of sensitiveeaaaiultiplied by the time factor
CompTimdefines the circuit'sSensitivityto a certain effect of a perturbation source
(i.e., to a pulse of certain width induced by aydration event):

Sensitiviy = (1—%%:;‘N:jtrotNumNodIompTim 4.7)

In order to obtain a more accurate evaluation efdicuits’ sensitivities, a set of
SET widths must be taken into account to calcutheResistanceas discussed in
previous section. The circuits’ nodes have thugeght capacitive importances, and
therefore they have characteristics closer totgeali

4.1.4Reducing the Total Number of Simulations

The methodology executes a large number of sinwatunder fault. This number
is defined through the multiplication of the numbéstimulus vectors by the number of
fault initial times, by the total number of all fist wires, and by the number of pulse
widths, as detailed in Figure 4.6. The result afrsmultiplications is still incremented
by the multiplication of the number of stimulus t@s by the number of fault initial
times, and by the total number of memory cellmdircuit.

The simulation considerations of all netlist wired] memory cells, and the
robustness evaluation for a certain pulse widthkwasound the problem in estimating
the methodology’s evaluation metrics to the stirsulactors and the fault initial times.
Executing a lot of simulations for each possiblestus vector as well for all range of
fault initial times would be impractical. Thereforemall samples are taken from the
stimulus-vector and fault-initial-time populations.

The resultant system-robustness percentages @tetaiprevious section) from such
simulations are considered small samples of noyndifitributed populations. Hence,
the traditional Student’s t-distribution (GOSSEDO8; FISHER, 1925) based on such
samples of small size is applied to estimate thanmeof these populations. It also
permits calculating an interval likely to estimatesystem-robustness percentage. The
so-called confidence intervals are able to illusttae reliability of the estimates. Figure
4.8 summarizes such a procedure to calculate aoahettbgy’s evaluation metric.

4.1.5The Method on Case-Study Circuits

A case study on a DES (Data Encryption Standaggtofprocessor in synchronous
and QDI asynchronous versions is evaluated by usiagproposed methodology. The
crypto-processors are pretty popular in many sgcapplications, especially in smart
cards.

4.1.5.1 The Target Circuits

The DES-based-circuit versions are functionallyiegjent being composed of three
main blocks: a generator of sub-keys; a cipheritocky and a controller block
managing the 16 iterations defined by the trad&idDES algorithm. A data and key of
64 bits each one are processed to a 64-bit outpua ltiphering or deciphering
operation.
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Populations:

All Netlist Wires) (All Memory Cells
For a certain
Pulse Width

—

The resultant Sensitivities from the combination of these simulation conditions
are considered small samples of normally distributed populations

v

The Student’s t-distribution based on such samples of small size is applied
to estimate the means and confidence intervals of these populations.

Small Sample of
Stimulus Vectors
/

\

Figure 4.8: Estimating a methodology’s evaluaticgtno (Sensitivity

The asynchronous versiodgs_asyncis implemented by using the data codification
1-out-of-N and the four-phase protocol, which aiscdlssed in chapter 2. On the other
hand, the synchronous versiahe$ syncuses a single-rail data codification and the
traditional control by a global clock. Both arclileres do not have any specific
mechanism to mitigate faults. These versions westgded and fabricated in previous
works (BOUESSE; RENAUDIN; GERMAIN, 2004; BOUESSHEHO5; MONNET et al,
2005-a; MONNET; RENAUDIN; LEVEUGLE, 2006-c; MONNETR007-a) by using a
130-nm CMOS technology.

4.1.5.2 Results

System’s failures provoked by those SETs, whichewejected in accordance with
Figure 4.7, were counted to estimate the systemstoless percentages. Figure 4.9
summarizes such fault-injection simulations’ resutir a confidence level of 85 %.
Therefore, taking several new samples of simulatiamd recalculating the confidence
interval from each one, 85 % of the confidencernirdks calculated would include the
real mean of the system-robustness percentageslgimm.

This graph in Figure 4.9 presents the factors ef3@nsitivitys equation discussed
in previous section, actually, the ratio of tthes syns factors to thedes_asyncThe
continuous curves represent the means and theddnitees the confidence intervals of
the factors.

The highest curves in Figure 4.9 represent Seasitivitys factor related to the
Resistanceand show thales_syndetween 1.7 and 4 times more sensitive than the
des_asyncThis trend well expresses the results of hrgsistancepresented by the
des_asyndn the third diagram in Figure 4.10, between 9380 @8% for the same
range of pulse widths shown in Figure 4.9. Simikesults are not presented for the
des_syncwhose itsResistancestands between 88% and 30%. Resistances defined
by the combination dDetectionplus Tolerance such a trend is firstly explained by the
loop-based architecture of tldes asyndglike the module characterized in chapter 3),
where occurrences of SET-induced deadlocks arectdéle. Therefore, a larger
Detectionis possible as important the pulse width is. Ting& fliagram in Figure 4.10



50

shows it. Furthermore, thEoleranceof the des_asynds not quite reduced for larger
pulses as a result of the two particular maskirfigces (d) and (e), discussed in chapter
3, and the absence of the latching-window maskaigch decreases in thies_synclt

is detailed in the second diagram in Figure 4.10.
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Figure 4.9: Circuits’ Sensitivities in terms of treiodes_syn¢ des_async

The circuits’ area sizes and the computation timethe Sensitivitys equation are
illustrated by the lowest curves in Figure 4.9. Tdrger size of thdes_asyn¢around 5
times theTotNumNodon thedes_syncleaves it approximately 5 times more sensitive
than thedes_syncMoreover, its larger computation time (aroundrdes theCompTim
of thedes_synktleaves thales _asyn@bout 4 times yet more sensitive. As the lowest
curves show, the multiplication of all ti8ensitivitys factors determines ttages_async
between 5 and 12 times more sensitive thamése synclt illustrates the importance of
the area and time factors that overcome the faetated to thdResistancen this case-
study. On the other hand, tdes_asyncould be developed by using the advances in
synthesis tools and libraries of cells dedicatedsynchronous (MAURINE et al, 2003;
FOLCO et al, 2005; TIEMPO, 2009). It would optimite area factor to 2 instead of 5
and could provide lower computation time than thes_sync Therefore, the factor
related to theResistancewould be predominant and thdes asynccould be less
sensitive.
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Figure 4.10: System-robustness percentages

Figure 4.11 was obtained by extrapolating from FeglLl9’s trends. However, it also
considers typical trends of the novel synthesishout for asynchronous (MAURINE et
al, 2003; FOLCO et al, 2005; TIEMPO, 2009), fortamxe, an area factor of 2 instead
of 5 and a computation time factor of 1 insteadlofigure 4.11 shows thus that the
des_synaan be up to twice more sensitive than dies_asyndy using such modern
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synthesis tools. Note that Figure 4.11’s resultwels as any logical-level evaluation for
shorter-duration transient faults (pulse widthsségsthan 650ps) are not so accurate
because not all electrical-masking effects are &blbe taken into account at logical
abstraction level. However, as asynchronous cschdve more gates and many C-
elements (which normally improve the transientfandsking effects), it seems that the
use of a better electrical-masking evaluation amcymwould improve even more the
des_asynes results than theles_synclin addition, thedes_asyndad been designed
without alarm mechanisms, which have a very simplglementation in QDI
asynchronous circuits. Therefore, if such low-calsirms were used, thages asyns
Sensitivitywould achieve close to O because very few faikineations would not be
able to be mitigated (MONNET; RENAUDIN; LEVEUGLEQP@6-c; 2007-b), and thus
thedes_synavould be much more transient-fault sensitive ttheades_async

Y = Sensitivity(des_sync) / Sensitivity(des_async)
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Figure 4.11: Circuits’ Sensitivities by consideringtweerdes_asynanddes_syn@n
area factor of 2 and computation time factor of 1

One could argue that theesistancs results would change by using the modern
synthesis methods for asynchronous, and so su@ersitivitys analysis in last
paragraph could not be correct. Nevertheless,ntipeavements in the synthesis of QDI
circuits are mostly related to optimize the compatel logic blocks as well as slightly
reducing the QDI property (i.e., setting slackenitig constraints on the assumptions
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that require, in theory, similar delays in brancleéssochronic forks). Therefore, the
Resistancs results could be slightly different depending am eventual reduction of
the des_asyns Tolerance which would be perhaps modified due to its dimetation
with the logical-masking effects. Evidently, tlies asynis logical-masking effects
may be improved with the new logic synthesis methadd thus more FTN (faults
tolerated naturally) cases would happen. Actuatlys something yet to be further
investigated in future works. However, such methatisarly maintain the QDI
asynchronous circuits’ features (i.e., the dataifmadion and the asynchronous
handshaking communication) that make possible #reeation of deadlocks, and so
failures detectable naturally (FDN), as furthercdssed in chapter 5. Therefore, even
using these new synthesis methods, the very stroQ@e circuits’ natural ability to
often produce FDN instead of FNN is preserved aB ag the higherdes_asynis
Detection In fact, thedes_asynie Detectionwould be certainly improved because FTN
cases would become either FNN, which are deteciabiteost of the SE (soft errors)
situations (MONNET; RENAUDIN; LEVEUGLE, 2006-c; 2@¢tb) by implementing
alarms, or FDN (what is more probable, as discugsethapter 5). Thus, even if there
could be a logical-masking diminution, FTN casesehgreater chances of becoming
FDN. Similarly, a QDI property’s reduction would keathe system more vulnerable to
failures but also very likely FDN, mostly in LDT ofig-duration transient faults)
situations. Then, theResistancs results for QDI systems designed by modern
asynchronous-dedicated methods would be few magiBence in the worst case the
system’sTolerancewould be probably slightly reduced but the systeDétection
would be certainly further improved. Furthermoree implementation of alarms for
FNN situations always would ensure a very-strong) lsigher QDI system’Resistance
in comparison with its synchronous counterpart.

4.2 Conclusions

A new SET-effect evaluation methodology common tahbsynchronous and
asynchronous circuits is shown in this chapterislbased on the traditional fault-
injection simulations. However, a probability distition and confidence intervals are
used to decrease the total number of simulationsth&rmore, the particularities of
asynchronous circuits are considered by analyzmeginputs of all C-elements in the
circuit. Metrics are provided to identify for a tan functional block (e.g., a multiplier,
an adder) the class or type of circuit design thamore transient-fault sensitive. It
means the methodology is interesting to comparferéifit circuit implementations of a
functional block.

At the case study, the results showdles syndess sensitive to SET effects just due
to its smaller area and lower computation time. Esv, the highest curves in Figure
4.9 as well as the extrapolation’s results in Fegdirl 1 illustrate the high potential of the
des_asyndo have lowerSensitivitywhen using design methods more optimized in
terms of area and computation time. Aggregatingitih the great ability to detect and
correct errors, and the features of lower EMI anghér security properties, the
asynchronous circuit becomes quite attractive sigihea more robust system.
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5 ASYNCHRONOUS CIRCUITS AS ALTERNATIVE FOR
MITIGATION OF LONG-DURATION TRANSIENT
FAULTS IN DEEP-SUBMICRON TECHNOLOGIES

Transient faults in deep-submicron technology-bakesl expose them to more
severe effects than in older technologies. Inddaster nanoelectronic circuits, for
instance, have shorter delays, and then transieulist durations have become
comparable or even longer than critical circuithgatdelays. Electronics systems are
thus more vulnerable to failure situations.

Such a worse scenario in deeper-submicron techiesldgas been predicted by
many researches in last years. Tosaka et al. (188Blighted already considerable soft
error rates (SERs) in 350-nm CMOS ICs at grouncelleHazucha et al. (2003)
identified at sea level conditions that the SER lmenf SRAMs in 250 nm, 180 nm,
130 nm, and 90 nm technologies increases by 8%geweration. Such a SER’s increase
in deep-submicron technologies at ground level alss reported by Granlund (2003),
Borkar (2005), and many other works. In space aneat flight altitudes, this IC
vulnerability trend is obviously yet worse (NORMANBAKER, 1993; LABEL et al,
1996; BARTH, 1997; LABEL et al, 2000; NORMAND, 2001

Past researches also showed that combinationat ingsynchronous circuits is
much less sensitive to provoke SEs than memory elesn(LIDEN et al, 1994:
GAISLER, 1997). In fact, memories always were cdesed the most vulnerable to SEs
due to their spatial density and the amount of rméttion that they can store
(MAHESHWARI; KOREN; BURLESON, 2003). Moreover, trsient faults arisen
closer to memory elements, in theory, have highebgbility to cause SEs. Therefore,
if a transient fault was generated in a memory el@mthe chance that it causes a SE
would be higher than a transient fault in a comtsamel logic, which would be farther
from a memory element. Nevertheless, deep-submie@mologies in last years allow
high IC’'s complexities and higher clock’s frequess;i and so the SER arisen in
combinational logic circuits becomes as relevanth@sSER in memory elements, as
Shivakumar (2002) predicted for synchronous systems

Another lower-probability problem, investigated nmore details since the deeper-
submicron technologies, is the occurrence of mieHipansient faults which may cause
multiple-bit upset (MBU). In fact, even a singlartsient fault (i.e., a SET) may, mostly
in more complex circuits, generate MBU. Moreovegnsistors, in recent denser
circuits, are closer to each other, and then it leagl a single radiation-induced particle
(as an environmental perturbation event) upsettifgrent circuit's nodes, and so
generates multiple-transient faults (MAIZ et al,020 NEUBERGER et al, 2003;
ROSSI et al, 2005).
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Furthermore, other researches highlight that tesmidault durations really have
become in deeper-submicron technologies as imporanthe clock’s periods of
synchronous systems (DODD, 2004; FERLET-CAVROISQO&0LISBOA, 2007-a).
Lisboa (2009) characterizes such worse effectsanfstent faults in deeper-submicron
technologies as long-duration transient (LDT) faulie proves (Figure 5.1) that widths
of transient faults, arisen from radiation-indugeatticles with modest linear energy
transfer (LET = 10 MeV-cAimg, for instance), can be longer than delays é&tiohes)
of circuit paths (inverter chains) in 130-nm and-Itn CMOS technologies. Lisboa
(2009) also shows that the costs to mitigate sugh faults by using traditional spatial
or temporal redundancy-based techniques becomeexg@gnsive in terms of system’s
overheads, especially because more redundancyjusred to cope with these longer
effects.

Cycle time and transient width scaling across technologies
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Figure 5.1: Transient-fault width vs. clock’s cytime scaling (LISBOA, 2009)

Deep-submicron technologies, therefore, bring aleith their many benefits also
such vulnerabilities, and thus greater challengegprotect ICs. Nevertheless, this
chapter as well as the work in (BASTOS et al, ED3@a; BASTOS et al, ESREF &
Microelectronics Reliability Journal 2010-c) showsiovatively that such a worse
scenario does not happen in QDI asynchronous sgstarostly due to their efficient
natural ability to mitigate LDT faults. Such an &dmhal benefit pushes on the
asynchronous design as a better alternative fagatiibn of transient faults in deep-
submicron technologies.

5.1 Natural Detection of Failures

As discussed in chapter 3, transient faults in i@y be tolerated naturally (FTN:
faults tolerated naturally) by masking effects bey may provoke SEs. SEs almost
always imply a failure at circuit’s primary outpytS8POs). However, as most of the ICs
control the amount of iteration cycles and indicateoutput signal of end operation
(SEO, like in Figure 3.1), an eventual lack of gation due to a failure is easily
detectable by the system. Such a failure scenarithis detectable naturally (FDN:
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failure detectable naturally) without requiring amgditional hardware and easily
corrected by recomputation. On the other handhef $EO is well indicated and a
failure arises at the other CPOs, extra hardwamghareésms for detection are necessary
to mitigate such a failure non-detectable naturdN) without using costly software-
based techniques. Table 5.1, which is further dised in chapter 3, summarizes these
effects of transient faults in accordance with@rOs.

Table 5.1: Possible CPOs of a system perturbedabgient faults

Values at CPOs Consequence
SEO Other CPOs q
OK OK FTN

Inconsistent OK

Inconsistent Inconsistent
OK Inconsistent

5.1.1 Ability of QDI Asynchronous Systems

Unlike synchronous circuits, the QDI asynchronosuits have a natural ability to
transform most of the SE cases into FDN in anydl@itation technology. It means that
the largest part of the failure situations are catade by the QDI system without any
extra hardware. Such a natural property of a QEudi is justified by its architecture.

A QDI architecture controls the sequence of itadktw at the end of each one of
its iteration cycles. Each cycle needs to haveladises of the handshaking protocol, as
illustrated in Figure 2.3, for instance. Any eveavttich perturbs the protocol’'s phases
can lead the system to lose its correct data sequeuch a loss of synchronization
between phases of a cycle induces a deadlock beesystem’s data flow in most of the
SE cases (MONNET; RENAUDIN; LEVEUGLE, 2006-c; 20BY-Indeed, an iteration
cycle does not succeed in finishing its goal, amasta data element is lost or an
additional one is inserted.

Normally, in four-phase protocol, a deadlock sitmathappens when a SE occurs in
a memory element of a system’s stage N by switcfrimg/to a valid or forbidden data
to/from an invalid data. Such a scenario indeedegdas a wrong acknowledgment
(i.e., an acknowledgment in opposite logic statejhie previous system’s stage N-1.
Then, for instance, a valid data in a memory eldmém system'’s stage N can be lost
(i.e., become an invalid data) before the nextesy& stage N+1 has processed and
acknowledged it. As worst consequence, the comeetmunication between stages is
broken, and a deadlock is characterized.

In a first impression, such a deadlock scenario segym a behavior that disqualifies
the QDI systems. However, the majority of QDI arebiures count their data elements
or even the amount of iteration cycles in orderegort a SEO. Therefore, an eventual
deadlock always perturbs such a count, and so there SEO indication, and a FDN
always happens. On the other hand, almost alloft{iN cases are easily detectable by
implementing low-cost alarm mechanisms (MOORE et 2003; MONNET,;
RENAUDIN; LEVEUGLE, 2006-c; 2007-b), which identifprbidden data states in the
protocol.

In fact, the multi-rail data paths of QDI circuigdlow classifying the SEs due to
single transient faults into three cases (MONNEENRUDIN; LEVEUGLE, 2006-c;
2007-b):
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» Generated data: a invalid data element become$dadaia element, e.g., dual-
rail memory block in Figure 2.8 flipping a bit liki®=>QL or 00=>10;

* Vanished data: a valid data element into a invdéith element, e.g., 01=60r
10=>00; and

» Corrupted data: a forbidden data element is gesératg., 01=%1 or 10=>1.

All cases of corrupted data cause a FNN becausietbielden data is interpreted by
the system as a valid data, then the acknowledgslexgiic state is not modified, and
no deadlock happens. Such FNN cases are, howestgtable by adding the very
simple alarm circuitry (MOORE et al, 2003). On th#ner hand, only few cases of
generated data and vanished data result in no adadli.e., FNN (MONNET;
RENAUDIN; LEVEUGLE, 2006-c; 2007-b). All other casewhich represent the
majority of SE cases, produce FDN.

As the harmful transient-fault effects are eith&N~or FNN in accordance with
Table 5.1, then the majority of failure situatiansQDI asynchronous systems can be
easily mitigated either by natural detection oralsrm mechanisms.

5.1.2Inability of Synchronous Systems

On the contrary, SE cases in synchronous circuddiy result in FDN. As
consequence, the largest part of SEs cause FNN,ttaml synchronous systems
practically have no that natural property for datec

Notably, the presence of a fixed clock's period uges the system’s data
synchronization. Therefore, in contrast to the wstwons of previous section for QDI
asynchronous circuits, in most SE cases, the SEdisated, and so a FNN is
generated instead of a FDN. FNN cases are thusimiednt in synchronous circuits.

The few cases of FDN generation are mostly attedbuio perturbations in the
registers that count the number of iteration cycéasce such memory elements aids in
implementing the SEO. Furthermore, transient fagiltiser in the combinational circuit
that generates this SEO or in the clock tree’sudiican also cause FDN.

5.2 Mitigation of Multiple-Transient Faults

The harmful effects of multiple-transient faultsdfiy discussed in chapter 3 would
be more critical if their probabilities of occur@nwere higher. In fact, systems would
have to be protected by using even more redund@ancgpe with such a phenomenon.
Furthermore, as explained in chapter 6, mitigatemhniques are based on redundancy,
then faults occurring simultaneously in redundaattp can confound the detection
elements, which do the technique well working, legdt to fail. Most of the mitigation
approaches are thus vulnerable to the effects tfptaitransient faults.

The analysis of multiple transient-fault effects synchronous systems is quite
similar to the discussions highlighted in previ@estion. However, as there are more
fault events in the systems, the probability of &Eurrences due to multiple transient-
faults and thus FNN is obviously higher than in esa®f single transient-fault
occurrence.

On the other hand, on QDI asynchronous systemsydterrence of multiple faults
in different memory blocks (like in Figure 2.8) al$ollows the same consequences
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discussed in previous section, so there is a htgeoe that they result in FDN. The
same scenario happens if multiple-transient faadtaur at different instants.

Nevertheless, multiple-transient faults occurringhe same QDI system’s memory
block can also result in multiple SE, and thus daal-rail codification, for example,
they cause FNN in most cases. Indeed, the SEismsadre: 00=%1, which is a case of
corrupted data that likely generates a deadlocle., (i.FDN) because the
acknowledgment’s logic state is modified; and 01&>or 10=1, which normally
produce no deadlocks (therefore FNN) because tleyp lon the acknowledgment’'s
logic state. Monnet (2006-c) thus classifies ahertSE case in addition to those
presented in previous section for single trandiuits in QDI systems:

+« Modified data: a valid data element is turned iatwmther valid data element,
e.g., 01=30or 10=1

Unfortunately, cases of modified data have no araasolution to be mitigated, and
then they require special extra mitigation mechasisHowever, as well discussed in
previous section, the cases of corrupted data dbahot become a FDN are easily
detectable by a low-cost alarm mechanism (MOORd#, &2003).

In addition, by using codification M-out-of-N, wthicis quite normal in QDI
circuit’s designs, the chances of corrupted-datesare much higher, since there will
be greater codification redundancy. Therefore ptimdability that forbidden data occurs
is higher, and so more SE cases are detectablaebglarm mechanism or even by
generating naturally deadlocks (FDN). A solutiongho reduce cases of modified data
is using a higher codification M-out-of-N than duall (i.e., 1-out-of-2).

Even though QDI asynchronous systems under multiplesient faults do not have
the same performance to generate FDN than in singfesient-fault situations, they
have, nevertheless, better natural mechanismsitayation of such multiple faults than
synchronous circuits.

5.3 Mitigation of Long-Duration Transient Faults

The harmful effects of LDT faults, typical in despbmicron technologies, are
almost always disastrous for synchronous circéits.instance, a transient that starts in
the second half of a clock cycle and finishes anlthe following cycle. A SE scenario
is very probable as well a FNN. Moreover, largetesyss overheads are necessary to
mitigate such a LDT fault (LISBOA, 2007-a).

Nevertheless, such faults in QDI circuits genefeN in the largest part of SE
cases. Indeed, the probability of a deadlock ishdrigfor longer faults, since the
transient remains for a longer time on the cirsytath, and then the few delay-sensitive
circuit’'s paths are easily reached. The chanceatd dlements being lost or inserted is
bigger.

In addition, even cases of corrupted data duentglesifaults, which always generate
FNN in submicron technologies, can produce deadlo@lke., FDN) in deeper-
submicron technologies. Such cases, however, happen the LDT faults occur in
QDI system’s elements that are delay sensitiverd'tsethus a large chance of a SE due
to a corrupted data being followed in the next @eot's phase by another SE that
produces a deadlock. Therefore, a longer faultgemerate multiple SEs in sequence.
As the SE scenarios remain longer time and a lgrgerof them cause deadlocks (as
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explained in previous sections), longer duratioansfent faults have a higher
probability to produce a FDN.

5.4 A Case-Study Analysis

A case study on a DES (Data Encryption Standaggtofprocessor in synchronous
and QDI asynchronous versions was evaluated bygubie simulation-based method
presented in chapter 4. Additional results reldtedjections of single transient faults
are shown in Figure 5.2 and Figure 5.3.

Figure 5.2 illustrates at the vertical axis thetsyss ability to detect FDN. At the
horizontal axis, both figures show the ratio ohsignt-fault durations to cycle periods,
which is the minimum clock period in the synchrosatrcuit and an average in the
asynchronous one. Higher ratios represent longasients and thus typical transient-
fault scenarios if the circuits were based on despbmicron technologies, in which
fault durations are in the order of the cycle pasigLISBOA, 2007-a). For instance,
Figure 5.2 shows that the QDI system (des_asyna'geg is able to detect naturally
around 30% of the fault-injection situations in @ation-period ratio of 95% (i.e., the
transient-fault duration is equal to 95% of the leyperiod). It means 30% of the
situations result in FDN and 70% either FTN or FNMgure 5.2 illustrates, therefore,
that the des_async, under a transient-fault saefeug., the high ratio of 95%) which is
typical in deeper-submicron technologies, has gelanumber of FDN cases than the
synchronous circuit (des_sync). Indeed, the nurobeeadlock cases in the des_async
quite increases by longer durations of transieuitsa
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Figure 5.2: A case study on a DES crypto-process@tem’s ability for detection in
function of transient fault durations

Figure 5.3 shows at the vertical axis the systeiiitiab to tolerate faults (i.e., FTN)
and detect FDN. The QDI version follows a constaemd around 80% after a slight
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initial reduction. On the contrary, a downward tteis always present in the
synchronous circuit. It shows that the reductionitsf particular latching-window

masking, discussed in chapter 3, plays much mane the masking diminution of the
QDI circuit. In the duration-period ratio of 95% b¥serving Figure 5.2 and Figure 5.3,
around 50% of the fault-injection situations in @BI version result in FTN (80% from

Figure 5.3 less 30% from Figure 5.2), 30% FDN (fréigure 5.2), and 20% FNN

(100% less 80% from Figure 5.3). On the other hane,synchronous version in the
same deep-submicron technology’s condition rentteiSTN in 42% of the situations,

FDN in 1%, and FNN in 57%. If the QDI version waspiemented with alarms

(MOORE et al, 2003), its system’s ability in Figir& would reach very close to 100%
even under LDT faults in deep-submicron technokagi¢ence, it is clear to conclude
that LDT faults in deep-submicron technologies dam better dealt in the QDI

asynchronous circuit.
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Figure 5.3: The stronger natural ability of a QBYym@chronous system for mitigation of
LDT faults in deep-submicron technologies

5.5 Conclusions

This chapter illustrates for the first time the urat ability of QDI asynchronous
circuits to mitigate transient faults under deeprsicron technology conditions. QDI
systems have a better performance than their synobs counterparts to naturally
detect LDT faults as in computational logic as mgmelements. In addition, they have
natural mechanisms (indeed the multi-rail codifmatand its forbidden data elements)
that make easier the error detection even undetiptaidtransient faults. Finally, QDI
systems aggregate such characteristics with thaiural QDI property. It allows
tolerating most of the delay-fault cases, whichatodre also a great challenge in deep-
submicron technologies.
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6 TECHNIQUES FOR TRANSIENT-FAULT MITIGATION

The level of immunity to physical failures and faltion defects (discussed in
chapter 3) define the IC’s reliability (KRISHNAMOHY MAHAPATRA, 2004). As
the technology evolutions have increased the vabikty to such effects, the circuits’
reliability has thus been greatly affected. Neveldhs, IC-embedded skills can improve
the robustness (resistance) to such effects i todeach satisfactory reliabilities.

The IC’s robustness is normally increased by thelémentation of protection
mechanisms based on mitigation techniques. In dBe jlears many techniques have
been proposed to mitigate transient faults. Theeesaveral options for the different
abstraction levels of a design. In fact, nowadayg @ommercial low-complexity I1C
had, at least at one abstraction level of its dedige implementation of a technique to
mitigate transient faults.

Techniques for transient-fault mitigation can thes classified according to the
usual abstraction levels of a design, which arailbet in chapter 4. This thesis divides
the techniques at low and high abstraction level.

The techniques at low abstraction levelare developed at real-circuit level,
electrical, logical, or RT levels. lyer (2005), Lan{2003-b), Kastensmidt (2006), and
many other authors list such low-level protectigmpraaches as: advanced fabrication
technologies produced by specific physical procesike silicon-on-insulator (SOI); IC
package shielding; layout mask modifications; tistos sizing; transistor insertion;
schemes of robust memory cells; spatial or tempoaatiware redundancy; hardware
codifications for error detection or correction;asy combination of these techniques.

On the other hand, theechniques at high abstraction levelare those ones
implemented at algorithmic or systemic levels. 1{2005), Lisboa (2009), and several
other works cite such techniques as: hardware resddédicated to the detection or
correction of errors; spatial or temporal hardwaedundancy; spatial or temporal
software redundancy; software codifications foroemetection or correction; hybrid
approaches combining hardware and software; or eamgn combination of these
techniques.

The implementation of any mitigation technique @mly increases the design
costs. However, such costs in terms of area, pasasumption, performance, and
development (i.e., designers, design time, andidation) vary depending on the
technique choice as well as the target reliab{lty., if design will operate in space or
on earth). Hence, a careful evaluation of the teplen characteristics in accordance
with the design goals is always essential.

For this reason too, the scientific community hasalin the last decades enormous
efforts to efficiently increase the synchronouseys’ reliability. Concerning transient-
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fault effects, there are several techniques for-awbr mitigation. Many of them have
been designed to protect the system only agaiassignt faults arisen in memory
elements, in which cause thus the direct soft sridowever, in recent years as a result
of the deep-submicron-technology challenges, séwattzer techniques have been
developed to protect the system also against gang$aults arisen in combinational
circuits, which may propagate them to memory eldmend thus generating the
indirect soft errors. Most of these techniquesdott-error mitigation are dedicated to
synchronous systems (MONNET, 2007-a). Hence, irerotd optimally make even
more robust asynchronous systems, specific techaidor them have also been
developed.

According to the purposes of this thesis, the foilgy sections discuss the main
transient-fault mitigation techniques at logicalT,Rand electrical levels. The few
alternatives for QDI asynchronous circuits are alszussed. In addition, the costs of
mitigation techniques applied at different absimarctlevels are analyzed based on
experimental area-overhead results of complex spmcius systems.

6.1 Techniques at Logical and RT Abstraction Levels

Hardware-implemented techniqgues based on redundancyspace or time,
codifications for error detection or correction,ary combination of these ones can be
designed at different abstraction levels. Howewawst of them are usually designed at
logical and RT abstraction levels because thusethsra trade-off between the
development costs and system’s overheads, as ftp&ained in section 6.3.

6.1.1 Classic Spatial Redundancies

The generic principle of hardware-implementesthniques based on spatial
redundancy is to replicate parts of the circuit and introdwgcia comparator element.
This element is able to indicate any eventual ckfiee in the results of the parts as a
consequence of the fault occurrence on one of them.

The simplest redundancy scheme is the duplicatitm @omparison (DWC), which
allows only error detection (WAKERLY, 1978). Hence, recomputation must
necessarily be performed for the error correctlanfact, there are several techniques
derived from the DWC, like those presented by Nimbs (1999), Anghel (2000-a),
Lima (2003-a), Almukhaizim (2003); Monnet (2005-b).

Nicolaidis (1999) suggests DWC using a dynamic &vnant only as a comparator
of the redundant combinational circuits’ resultisTmemory element (C-element),
which the author names as CWSP (Code Word StaseRirg), is indeed inserted on
the circuit data path. It allows as detection aseation by filtering the transient faults
arisen in combinational circuits. It means no repatation is required. This CWSP
scheme thus prevents the generation of indire¢tesadrs by the cost in performance
equals to, at least, the CWSP circuit’s delay pheastransient fault duration.

On the other hand, triple or superior redundanaresable to detect and also correct
direct soft errors through a purely combinationatev element. The most classic of
them is the well-known triple modular redundanci) (HENTSCHKE et al, 2002).
The TMR principle is traditional due to its simgiic and good efficiency for error
detection and correction. A common TMR applicai®to protect registers as shown in
Figure 6.1.
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Figure 6.1: TMR scheme applied on a 1-bit register

Such techniques, which are based on comparison oéddndant parts, always
operate properly only if N-1 parts, at least, amefof faults. Hence, multiple-fault
occurrences, which although are cases of low pibtyalmay affect redundant parts at
the same time, and thus the techniques may fait¢complish the fault mitigation.

The triple redundancy (TMR) of a system ensureseribeless, a considerable
reliability. However, the costs in terms of area avident and greater than 200%. The
performance is affected basically by the voter elets delay. On the other hand, the
double redundancy (DWC) of a system would implytéogerms of area greater than
100%, and the performance would suffer penalties aasonsequence of the
recomputations for correction. Even if a logicalde DWC scheme by CWSP in
(NICOLAIDIS, 1999) could be applied to prevent suelcomputations, it would work
to avoid only indirect soft errors. Direct soft @ in memory circuits would not be
detected by this logical-level approach by CWSRtHesmore, the recomputations also
would hinder the reuse of system’s software apptiog, since the code instructions
would need to consider the extra cycles generaitedalthe fault occurrences.

The option to apply TMR only in certain criticalrp@of the system, like its memory
components, reduces greatly such overheads in tefmeea and performance. In
addition, the system ensures a good reliabilityabee it becomes robust to direct soft
errors. The only vulnerability related to direcfftserrors is limited to occurrences of
lower probability in which simultaneous transiersults on two or three of the
redundant memory elements disrupt the voter ciscogisults. The work in (BASTOS,
2009-c) shows through three different commercialroprocessors that protecting only
their registers by TMR reduces largely the costsemns of area, performance, and
software application development. The overheads@a of the robust microprocessors
reach 109% to 43% larger than the area of the moteqted systems. The penalties in
clock frequency are between 9% and 6%. Moreoverrelise of software applications
is always feasible.

6.1.2 Temporal Redundancies

If applying TMR only in memory elements ensuresyateam with considerable
robustness to direct soft errors, the same canaosdid for indirect soft errors. A
transient fault arisen in combinational circuit bspread to the three redundant
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memory elements and thus causing simultaneousdg timdirect soft errors. The voter,
therefore, could not detect them. From such a neddlerate indirect soft errors that
the hardware-implementegchniques based on temporal redundancyegan to be
proposed by Nicolaidis (1999).

The basic temporal redundancy’s principle is evatgathe data in different
instants. It allows the detection of faults whicdwha a temporal nature like the transient
ones. The implementation of such a principle rexputhe addition of an element able to
retain the data at past instant to compare theimddata at the present instant. Nicolaidis
(1999) suggests as retention element a simple dédek that would be implemented,
for example, by buffers at the combinational cit€uioutputs. A double temporal
redundancy is thus characterized and thereforeypdeal DWC can be implemented to
mitigate indirect soft errors by using the same ®W\&&heme discussed in previous
section for a spatial DWC. Figure 6.2 and Figuibustrate such a so-called scheme
of time redundancy (TR), wherepbhy siockand Qrwsp are the propagation times of the
blocks and Wax_setis the maximum transient-fault duration tolerasgdhe output of a
combinational circuit. The CWSP circuit in Figure s an asynchronous sequential
machine characterizing a C-element implemented daphinational standard logic
gates. The logic function of a C-element is disedsm chapter 2. Nicolaidis (1999)
also suggests CWSP elements that work as logieftace the last logic gates of a
combinational circuit like shown in Figure 6.4. &ddition, more optimized CWSP
versions at electrical level are also proposedjs®zissed in last sections of this chapter.

The small cost in area to implement the TR+CWSRse&hin Figure 6.2 is basically
due to the CWSP elements and the buffers or imgettsed to characterize the delay
blocks. On the other hand, the performance canuie @ffected depending on the
target maximum transient-fault width (% sep wanted to be tolerated. In fact,
Whax_sermust be lesser than the propagation time of theeyd#ock (Dbelay siocy, SO as
larger as the \Wax set iS, the penalty in Bhiay Biock @and thus also in performance is
worse. The work in (BASTOS, 2006-e) shows indeed this penalty is at least twice
greater than By siock
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Figure 6.2: TR+CWSP scheme applied on a 1-bit tegis
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Other TR-based solutions to tolerate soft erroespaoposed by Nicolaidis (1999).
Moreover, there are several TR-derived techniqudsgical abstraction level like, for
instance, the approaches in (ANGHEL; NICOLAIDIS0R6a; LIMA; CARRO; REIS,
2003-a). These TR-based techniques generally prévertarge area overheads (typical
in classic spatial redundancies) because the s@®eatmon can be computed several
times by the same circuit (IYER et al, 2005). HoegVIR-based schemes may quite
penalize the performance depending on the numberdaindancies and the maximum
transient-fault duration (Wx sep, as explained in the last paragraphs. Hence, dhey
little used in memory elements to mitigate transitaults that generate direct soft
errors.

6.1.3 Spatial Redundancies by Gate Duplication

Other logical-level approaches based on spatialngaincy that mitigate transient
faults are proposed in (MOHANRAM; TOUBA, 2003; HMEN; NIEUWLAND,
2006; NIEUWLAND; JASAREVIC; JERIN, 2006). The tedbuoe’s principle is a
simple duplication of some critical combinationagic gates by placing the copies in
parallel with the original gates. The circuit nodegpacitances are thus increased, and
So certain transient-fault effects generated inl@aational circuits may be attenuated
avoiding, therefore, indirect soft errors. The sdstterms of area, power consumption,
and performance depend strongly on the wanted intgni@vels.
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6.1.4 Spatial Redundancies by Codification

There are many mitigation techniques that applti@peedundancy to encode the
data and thus obtaining codes for detection orection. The most traditional of them
and also the most used in commercial ICs is thefication by parity from which
several other techniques like, for instance, thalsgwn in (SOGOMONYAN, 1974;
ALMUKHAIZIM; MAKRIS, 2003; LISBOA; CARRO, 2008; PFIANZ et al, 2002,
PAPADOMANOLAKIS et al, 2001) are derived.

More sophisticated techniques known as error deteand correction (EDAC)
codes include the Reed Solomon code, the Hammidg, @nd several derivations of
them like, for instance, those proposed in (NEUBHEHRGet al, 2003; NEUBERGER,;
LIMA; REIS, 2005; ARGYRIDES, 2007).

The codification by parity or EDAC codes are moffeaive for groups of memory
elements or memory arrays such as caches anderefjiss (HENTSCHKE et al, 2002;
IYER et al, 2005). In fact, the costs to encodedineuit are amortized over the array
size. On the other hand, the use of such codexlinidual microprocessor registers, for
instance, may imply enormous penalties. For the sdkt, Hentschke (2002) compared
the Hamming code with the traditional TMR. His riés$show that the Hamming code
Is more suitable for use in access buses to groug®rage cells (e.g., RAM), while the
TMR is more appropriate to protect individual regis (e.g., CPU registers).

The codifications are thus usually used to mitigdieect soft errors, however
recently the Hamming code was investigated (LISBA®09) to protect also
combinational circuits and therefore mitigating vl indirect soft errors. Such an
investigation shows better results in terms of arpawer consumption, and
performance than the TMR application in combinadiarircuits.

Furthermore, the data codifications M-out-of-N, adissed in chapter 2, are also
spatial redundancy forms which consist of N redumhddres to represent a data bit. In
the simplest and most traditional case, the caatibm 1-out-of-2 (dual rail) has four
codification states to represent two logic valugsr(1). Any transient-fault occurrence,
therefore, may switch the data to non-existenestand thus both direct and indirect
soft errors can be detected. The approaches M{eNtare not only for asynchronous
circuits, although they have little use in applicas of synchronous circuits.

6.1.5 Techniques Dedicated to QDI Asynchronous Circuits

Even though most of the techniques described abamebe implemented in QDI
asynchronous systems, they were designed mosthdbais the time limitation of a
clock. On the other hand, as presented in chap@iQDI circuit has natural robustness
properties due to its data codification, commumdcatprotocol, and quasi-delay
insensitivity, and thus it already has certain nelné mitigation techniques.

Concerning the natural transient-fault robustnesdault event may potentially
perturb the communication protocol and leadingsystem, for instance, to a deadlock,
which is indeed easily detectable (PISETRAK, 1998)NNET, 2007-a), as discussed
in chapter 5. In this sense, in order to take athgm of such a natural redundancy,
techniques particularly dedicated to QDI circuitouhd optimize significantly the
designs which aim at achieving higher levels afigrant-fault immunity.

There are several mitigation techniques dedicave@DI| asynchronous circuits’
subclasses (SAWIN; MAKI, 1974; VERDEL; MAKRIS, 200&ARDINER, 2007;
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KUANG, 2007; ALMUKHAIZIM; SHI; MAKRIS, 2008; KUANG et al, 2010), which
are indeed less-robust variations of the originasodetailed in chapter 2. However,
specific techniques for pure QDI circuits, there atill very few as described in the
following paragraphs.

Simple very-low-cost approaches for detection amglarly proposed in (DAVID;
GINOSAR, YOEL, 1995, MOORE, 2002, 2003, YANG et &003) by taking
advantage of the QDI circuits’ redundancy qualitsore (2002) considers a dual-rail
system using the four-phase protocol and the aadibn by three states explained in
chapter 2. The author assumes that a data flovédldek happens in the situations in
which the allowed codification states switch like=6-00, 10=>00, 00=>10, or 00=>01
due to an event of a fault, and therefore the srgemerated are easily detectable. On
the other hand, in the situations in which statemnge for forbidden states (01=>11 or
10=>11), the circuit reports wrong values, but madlock happens and therefore it is
not detectable. The author thus proposes a cit@liéep on with such an alarm 11 as a
way to ensure the system’s deadlock. The alarm t&dsould not, therefore, disappear
in subsequent computation iterations, and so itldvenable the system to detect these
errors. Even if this technique can detect bothrewiand direct soft error, it does not
guarantee the detection of all possible transiault-feffects. In fact, the switches to
allowed states, discussed above, do not alwaysaendeadlock, and therefore they are
not always detectable (MONNET, 2007-a, 2007-b).

LaFrieda (2004) proposes error-detection mechang&nisT level of a QDI system
design, moreover techniques at electrical leveptevent eventual delay faults on
isochronic forks are also suggested. For detedtiondirect or direct soft errors as well
permanent-fault effects, the author follows the k&® idea (2002) which transforms
errors into system’s deadlocks. However, he suggdetbling the synchronization
signals that are used for request and acknowledgimetween system’s stages. For
protection of the data signals, additional C-elet®@me used to synchronize the bits of
a data word and so making by groups the data rgaalinnriting between system’s
stages. Unfortunately, these detection techniqu@sose severe overheads on the
system if they are applied on all circuit partgezsally in terms of area.

Peng (2005) presents a half buffer, which is a owal commonly used as QDI
systems’ memory block, able to make a system’s Ideldvhen errors happen due to
transient or permanent faults. The scheme can atgtigs direct as indirect soft error.
The cost in area is practically a duplication, dne penalty in performance is small.
The author also suggests a detector of system’dslada to determine the most
appropriate instant to perform a recomputatiorefoor correction.

Another technique at RT level dedicated to mitigatkrect and direct soft errors is
proposed by Jang (2005). The basic principle idicagng all blocks of the system'’s
stages and synchronizing the duplicated outputsvbyadditional C-elements. In fact, a
circuit block would pass to have duplicated inpatsl outputs. This approach thus
provides enormous penalties in terms of area asal @ rformance, even more severe
than the LaFrieda’s techniques (2004).

Monnet (2005-b) suggests three techniques to ntigpalirect and direct soft errors
in QDI systems. In one of them, only the computaidlock of a stage is duplicated as
shown in Figure 6.5. The memory block is modifiegllacing, for example, the two-
input C-elements by other ones of three inputsiditeases the transient-fault masking
effects and thus also the circuit robustness. Astéthnique implies in duplicating the
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computational parts, the costs in area become liighere are a large amount of
computational elements in the system, however dlsésan performance are low.

ﬁ ) )
A Computational logic
ﬁ part + S_ack
XXX
Ack Memory ﬁ
‘-otnoooooooooooooccccio pal‘t S
ﬁ
ﬁ . i
A Computational logic -
e part (duplicated)

Figure 6.5: Duplication-based technique for compaital logic of a QDI system
(MONNET, 2005-b)

Figure 6.6 shows another Monnet’s suggestion (200%- mitigate transient faults.
In this approach, pairs of bits from a data wor synchronized replacing the two-input
C-elements in the memory block by other ones of fioputs. A word’s bit is not stored
without the presence of the other one, only aftethlbits are memorized that the
acknowledgment signals are generated. When aifantit filtered by the four-input C-
elements, a wrong code is generated and so it ftan be detected by the Moore’s
technique (2002). The cost in area and performameeacceptable, as only a few
modifications are made in the memory block. FinaMonnet (2005-b) proposed an
alternative very similar to such a synchronizatteohnique for when a bit of a data
word does not have a pair to synchronize.

*.!inf;k.‘ sessssssssnsssfhonsse *.'%_.EGK
G{D}_P Computational logic === Memory _’S(D}
— part — part | —
DPRAON vy SR PR
Computational logic —> Memory ﬂ(‘l}

part —p| part >

Figure 6.6: Synchronization Technique for two bite data word in a QDI system
(MONNET, 2005-b)

6.2 Techniques at Electrical Abstraction Level

Most electrical-level techniques for transient-fawhitigation include spatial
redundancies by transistors (i.e., transistor gizor simply transistor inserting),
schemes of robust memory cells, or any combinatibthese techniques. Temporal
redundancies are usually used inside of robust mewlls. At this abstraction level



71

there are no techniques dedicated exclusively togaté transient faults in QDI

asynchronous circuits. In fact, many transistorebaspatial redundancies initially
proposed in synchronous circuits are also appkcabQDI circuits. On the other hand,
there are several schemes of robust memory celtsdgpend on a clock signal and,
therefore, are specific to synchronous circuits.

6.2.1 Spatial Redundancies by Transistors

These techniques consist basically of handlingsistors in terms of their sizes or
simply including redundancy. The idea is producsicgemes that allow transient-fault
mitigation by attenuation, total tolerance or ewdeection. Most of them focus on the
mitigation of indirect soft errors, although thegncbe also used to mitigate direct soft
errors.

Nicolaidis (1999) suggests duplicating the tramssbf standard logic gates in order
to implement the functional characteristics of a ERVelement (discussed at logical
level in previous sections). Such Nicolaidis’s #leal-level approaches (1999),
detailed in Figure 6.7, considerably reduce the memof required transistors in relation
to their equivalent logical-level designs shown FHigure 6.4. Nevertheless,
technological trends may prevent the correct operaif such an approach due to the
high number of CMOS transistors in series.
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Figure 6.7: CWSP elements at electrical abstradtwal (NICOLAIDIS, 1999)

Some techniques seek to mitigate the transient-&ftdcts by sizing properly the
logic gates’ transistors (ZHOU; MOHANRAM, 2004; DHION et al, 2004;
CAZEAUX et al, 2005; ZHOU; MOHANRAM, 2006; RAO; BLAUW,
SYLVESTER, 2006). Techniques based on symmetricamythmetric transistor sizing
are discussed in (LAZZARI et al, 2007-a; LAZZARIQ®@7-b; ASSIS et al, 2009-3;
ASSIS, 2009-b). The idea of these approaches isasmg the sizes of certain
transistors, mostly in terms of channel width, mdey to add capacitance in critical
circuit nodes. The minimum charges required to upseércuit thus become larger by
increasing the node capacities to attenuate trainfsialts.

I._[I_[I_II_II.
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The transistor sizing techniques allow a greatamtrob on adjusting the node
capacitance values, hence they can penalize lessithuit design than the gate
duplication approach discussed in previous sectitowever, as the gate duplication,
such penalties depend strongly on the immunity llenegiuired by the circuit
applications (e.qg., if the circuit will operatespace or on earth).

Using the same idea of increasing the critical iirmodes’ capacitances, other
techniques modify only the form used to controlténms of design, the capacitance
values. Assis (2009-a, 2009-b) discusses the tiatulity to mitigate soft errors by the
use of folding, which doubles the transistors huides their sizes by placing them in
parallel. Karnik et al. (2002) proposes adding aplieit capacitor on the weakest
circuit nodes through the insertion of capacitaugtbby NMOS and PMOS transistors.
Transistor-based schemes that make low-pass filbefdter out transients, especially
the short duration transients, are proposed in (WRVMTAHOORI, 2005; SASAKI;
NAMBA; ITO, 2006, 2008; UEMURA et al, 2008) by ugirpass transistors, Schmitt
trigger, or C-elements.

Other transient-fault mitigation approaches propietection schemes for direct and
indirect soft errors based on current sensors (NBA&l, 2005; NETO et al, 2006-a,
2006-b; LISBOA et al, 2007-b). These detection teghes result in small system’s
overheads, however they require error-correctiothots at higher abstraction levels.

6.2.2 Robust Memory Cells

Many schemes of robust memory cells were proposestiynto mitigate direct soft
errors like, for instance, those ones presentgCALIN; NICOLAIDIS; VELAZCO,
1996; KARNIK et al, 2002; KOMATSU et al, 2004; ZHAN SHANBHAG, 2005;
KRISHNAMOHAN, MAHAPATRA, 2005; SASAKI; NAMBA,; ITO, 2006; FAZELI
et al, 2007; SASAKI; NAMBA; ITO, 2008; UEMURA et g2008).

Omairia (2003; 2007) suggests a latch doubling éslfack loop as shown in Figure
6.8. Such a robust latch thus results in smallesy'st overheads. However, if its output
load is not significant, its output node remaindnewable even to short duration
transients. Robust cell alternatives based on temhpedundancy are proposed in
(KRISHNAMOHAN, MAHAPATRA, 2004; LAZZARI; ANGHEL; RHES, 2005). Most
of these robust memory cells include extra traosssbn the data path, so they naturally
increase the system’s overheads. Moreover, they afiplement redundancies that add
to the circuit more nodes vulnerable to transiantts.

o<

12

Figure 6.8: A robust latch (OMANA, 2007)
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6.3 Costs of Mitigation Techniques at Different Abstration Levels

Techniques implemented at higher abstraction lewdlsa design are more
advantageous in terms of development costs (i.esigders, design time, and
fabrication). However, they are naturally more exee in terms of system’s
overheads (i.e., costs in area redundancy, powesucoption, or performance). At
lower abstraction levels, the design is more o@adibecause is done through smaller
area slices that enable working more details. Rstance, a cell from a library of gates
is optimized at lower levels. However, the desigquires a larger effort and elaboration
time of the designers, so the development costgrager. Figure 6.9 summarizes such
trends by showing generically the system’s overhgadunction of the development
COsts.
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Most of cases, they do not ensure the target IC reliability.

Figure 6.9: Costs of mitigation techniques at défé abstraction levels

Such an idea was shown in (BASTOS, 2009-c) throdigh protection of
microprocessors against transient faults as in mgm® in combinational blocks. This
work analyzed the area costs per register's bi, s;man area overhead extrapolation
could be done for any synchronous architecture.rébelts showed thus that the area of
each register’s bit on any microprocessor is irsgdaby a factor of 9 using a certain
RT-level protection scheme, which is based on fi@ual mitigation techniques.
Otherwise, using a similar scheme at electricatlle¥ is increased by 5. Figure 6.10
summarizes these results through different comrmalesginchronous systems. It shows
that such mitigation techniques, which were use@B&STOS, 2009-c) aiming to avoid
recomputation, have lower area overheads by impiénge at electrical level than at
RT level. Obviously, as the protection scheme isnitigate transient faults, such an
area overhead increases in function of the mem@g f.size, that is the sensitive zone
to be protected. Nevertheless, the design developaoiea RT-level protection scheme,
which can be reusable by register’s bit, is muchpser and faster than at electrical
level.
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The development cost of an IC in terms of fabraatis also high if a technology
produced by a specific robust process is used. ddere such a technique at the lowest
abstraction level does not ensure high levels ahimity to transient-fault effects
(LIMA, 2003-b).

On the other hand, the techniques at the highedtaaiion level, which are those
implemented in software, often determine high leyefor error detection, and thus
large penalties in performance (IYER et al, 2008)rthermore, such software-based
technigues are not able to detect a large numbeofferrors because often certain
specific hardware registers cannot be accessedysigns’s software applications. In
fact, software approaches are only able to detansient-fault effects at later instants
when the error may have already propagated intoyrparts of the system (LISBOA,
2007-b). Differently, hardware-implemented techeisj@re able to detect soft errors as
soon as it happens, and thus they provide a l@mdgtfor error detection (IYER et al,
2005).

Systems Protected by Mitigation Schemes

= RT Level

AreaOverhead

005 010 015 020 025 030 035 040 045 0.50
MemoryArea / CoreArea

Figure 6.10: Area costs of traditional mitigati@chniques in function of the memory-
core area ratio

6.4 Conclusions

This chapter studies transient-fault mitigation htques at logical, RT, and
electrical levels. In addition, experimental resukhow that a certain traditional
protection applied in RT-level synchronous designgpproximately 1.8 times larger in
terms of area than the same protection at elettagal. Such a study thus highlights
the greater area-overhead optimization of protactmoplementations made at lower
abstraction levels, although the development ciosterms of design time are bigger
due to the higher design complexity, as generidhilgtrated in Figure 6.9.

In order to obtain an optimal trade-off between diegelopment costs and system’s
overheads, Lisboa (2007-a, 2007-b) and Albrech0g2Guggest applying mitigation
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techniques at different abstraction levels of tesigh to cope with the recent challenges
imposed by nanometer technologies. Lisboa (2008)tp@ut that most of the current
mitigation techniques implement too many costemms of performance, area or power
consumption to tolerate certain transient-fauleet. In fact, he puts a question about
those effects on deep-submicron technologies teat last longer than a clock cycle.
Lisboa (2009) thus suggests low-cost alternativespgsing mitigation techniques
especially at higher abstraction levels. Moreowdioyecht (2009) also recommends that
the error detection should be performed at lowestrabtion levels of SOC designs,
while the error correction at higher abstractiovels. Such an idea is quite pertinent,
since lower levels offer greater ability to dettantlt effects. Furthermore, the system’s
overheads due to the implementation of error-digteaghechanisms at these levels are
naturally lower than alternatives at higher levéldout the error correction at such
higher abstraction levels, the simple procedur® igerform the recomputation, which
can add, through extra execution cycles, a higinat to the system. However, the low
probability of transient-fault occurrence does saalecomputation cost become almost
negligible (LISBOA, 2009).

Albrecht (2009) and Lisboa (2007-a, 2007-b, 20a9hdt discuss an alternative that
is naturally robust to many deep-submicron-techgylohallenges: the design of QDI
asynchronous systems. This design style requiresdddional mitigation mechanisms
to achieve satisfactory IC reliability. In these Qdircuits, the long duration transient
(LDT) faults in deep-submicron technologies, asraef by Lisboa (2007-a), have no
the same aggravating effects than in synchronowesits. In fact, as there is no a
clock’s fixed timing reference, as longer as trensient duration is, the QDI systems
have a larger natural ability to detect it. Cha@eof this thesis shows that such an
absence of a clock to control the data flow, thdtimail data codification, and the
handshaking asynchronous communication protocaldadhe system more easily to
the deadlock by facing longer transients. A QDIteys thus has a high potential to
detect such transient-fault effects.

This intrinsic robustness characteristic of QDtuits, therefore, coincides with the
Albrecht’s idea (2009), which is the best approtmitay to face efficiently with the
deep-submicron-technology drawbacks, i.e. perfogmithe detection at lower
abstraction levels. Moreover, a QDI system hasrathéural qualities which aggregate
most notably its high modularity, low power consuiop, large insensitivity to delay
variations, high confidentiality, and low noise ssion. All of these properties indeed
are naturally taken into account during the dedigwelopment without using any
additional specific technique. Therefore, lower @epment efforts and shorter design
time (i.e., faster time-to-market) can be achiewden the design goal is to have such
properties. Obviously, it still depends on a greatemmercial development of
asynchronous-dedicated EDA tools, as discussedchapter 2. Furthermore, a QDI
circuit with such various benefits can even preseperformance at least similar to its
synchronous counterpart by only paying for arounvige larger area. On the other
hand, synchronous systems, which are devoid okthatural QDI system’s qualities,
indeed would require much more area overheadshiea these same benefits. Figure
6.10, that lists complex synchronous systems, @yrei@tails large area overheads only
for mitigation of short duration transient faullsaaging the protection against LDT
faults, delay faults, and security attacks wouldaiely increase such costs.
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7/ EVALUATING TRANSIENT-FAULT EFFECTS ON C-
ELEMENT'S IMPLEMENTATIONS

C-element cells, outlined in chapter 2, have a higportance to implement more
robust systems. They have been used even to prsyachronous circuits against
transient faults (NICOLAIDIS, 1999; MITRA et al, @B; FAZELI et al, 2007).
Actually, their filter ability allows mitigating &msient faults, and so avoiding SE
occurrences. However, in QDI asynchronous circtiits, C-elements are also used to
implement memory blocks, and then they are alsectly sensitive to SEs.

On the other hand, most of the SE cases in QDIcsgnous systems are naturally
mitigated. As chapter 3, 4, and 5 discusses, systerms have intrinsically a good
capacity for transient-fault tolerance and an draelability for detection of failures
arisen from LDT faults. Then, a simple way to ferthncrease the QDI systems’
robustness is improving the transient-fault toleesnof their C-elements, which by
nature already have filter abilities, and thus dir@ SE occurrences that would result
in failures. Such a solution would prevent recorafiahs for recovering the system
(correction process in FDN cases discussed in eh&)t Furthermore, it could also
prevent the few FNN cases that are not able to thgated by alarm mechanisms as
highlighted in chapter 5.

The design of a QDI circuit can be accomplisheaugh various traditional C-
element’s implementations at electrical level ofstadction. Therefore, the QDI
system’s design can be done by the selection ofemmgntation options that have
mostly stronger abilities to tolerate shorter-drattransient faults, since longer-
duration transient faults are costly to be tolatadbeit are easily detectable at higher
abstraction levels of a QDI system. The QDI systef@‘elements would thus have a
better capacity for transient-fault tolerance, awdthe system would be even more
transient-fault robust.

In order to obtain the best C-element’s implemémabptions in terms of transient-
fault robustness as well as in terms of costs ieaamperformance, and power
consumption, a novel methodology to evaluate attedal level is required. Indeed, it
Is necessary due to the C-element function’s paddities for asynchronous systems
that require an also particular method to assesdrénsient-fault effects on their C-
element circuit’s nodes. The existing methods f@l@ation of such effects on memory
cells, for instance, are dedicated to clocked dsc@and thus they are so dependent on
the clock-timing characteristics (OMANA; ROSSI; MEA, 2007).

Hence, the following sections propose a novel smudliscussed also in (BASTOS
et al, IOLTS 2010-b). Unlike related work in (VAIDMNATHAN et al, 2006), the new
methodology explained in this chapter presentsemaduiates all situations of transient-
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fault vulnerability on the traditional C-element®rsions for asynchronous systems.
The proposed method for electrical-level evaluati@monsiders C-element’s
implementations designed under similar conditiolbBe concept of perturbation’s
charge is introduced and used to evaluate the M@ezle versions’ robustness.
Moreover, this chapter also suggests the applicatib electrical-level mitigation
techniques in the C-element’s versions to obtaamtliurther transient-fault robust. The
best C-element’s options to design even more tabh$ault robust systems are thus
innovatively presented (BASTOS et al, IOLTS 2010-b)

7.1 Traditional C-element’s Implementations

The dual-behaviour function of a C-element, eittngifer or memory cell, is further
explained in chapter 2.

If the C-element is implemented by combinationahsiard cells, no optimal circuit
areas are achieved (MAURINE et al, 2003; FOLCOI,e2@05). Thus, it is mandatory
to use customized implementations like those fi@tid ones discussed in (SHAMS;
EBERGEN; ELMASRY, 1998). The basic version detailedFigure 7.1 (A) is a
dynamic implementation, which preserves the stestalye of output just during a while.
Especially for QDI circuits, this dynamic versianot interesting, since there is not a
keeper circuit to ensure the steady state of outptik the next event driver of identical
inputs. In contrast, the three traditional stathpiementations illustrated in Figure 7.1
(B) (C) (D) work with such a keeper circuit.
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Figure 7.1: The traditional C-element’s implemeiotas

The designs of these traditional C-element celfstzasized by using the minimum
channel length of a CMOS technology. The diffusiadths of the PMOS and NMOS
transistors can be defined in accordance with theaons below, wher@,, is the
minimum diffusion width in the target CMOS techngyp andfpyosis the factor that
produces a C-element cell providing a voltage dutpsimilar rise and fall times. Such
a factorfpyos works thus to compensate the PMOS transistorschware physically
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slower than the NMOS ones. In addition, the fagtqy makes the output cell capable to
drive the largest capacitive standard load of getacell-drive capability defined in the
target CMOS technology.

Wee =Wey =Woy = fioaq omos Wi [ (7.1)

load

Wi =Wie =Was = fioag Wi 1. (7.2)

load

7.2 Method for Electrical-Level Evaluation of Transient-Fault Effects

A single perturbation event on an integrated ctrcan produce a transient fault so-
called as SET (Single-Event Transient), as expthime chapter 3. The worst SET
effects on memory cells are the non-permanentedeiined as SEs.

In order to evaluate such effects on memory celigclvdo not depend on a clock,
like the C-element of QDI asynchronous circuit® tell particularities need be taken
into account. A C-element cell of a QDI system useguently its two functions (either
buffer or memory cell) detailed in chapter 2. Byngsits buffer function, the worst SET
consequence is another SET appearing at the C-efsnmaitput. It can provoke SEs
but on other memory cells ahead in the system.h@rother hand, when the C-element
cell works like a memory function, the worst SETeef is evidently a SE.

7.2.1 Modelling the Transient Faults

The method in this chapter proposes evaluatingGfetement cells based on the
classic model of charge injection well discussedGiA; PATEL, 1993). In such a
model, a double-exponential current source reptesdre SET effect due to the
perturbation ofi-particles on a sensitive site of a CMOS circuit:

t t

— v _als
ISET(t) =1 Amplitude € €

0(7.3)0

This fault-injection source has time constantsu(dzs) that are factors related to the
technology process. The sensitive sites of a CM{@&lit are the off-state transistors
which have their drain nodes biased in the revstat to their bulk nodes. Therefore,
the perturbation by means of its charged partickescreate a transient current between
the drain and bulk discharging (for a NMOS tramisbr charging (PMOS transistor)
transiently the drain logic node, like shown in WHig 7.2. The source modeling the
current injects charge on the vulnerable drain riodepresent such a phenomenon.

The model determines so that a drain node is valbderto a SET when the logic
states of the circuit nodes are set in certain itmmg. Then, a circuit like a C-element
cell has a certain number of situations in termkgic states which make it vulnerable
to a SET. For instance, the drain node n2 of angi@e in Figure 7.1 is vulnerable
when the cell has the nodes n0=1, n1=0, n4=0, &Adh Such a vulnerability situation
is further illustrated in Figure 7.3 for the weaetlback version. Note that any
perturbation on the off-state PMOS transistofgt could produce a transient current
from its bulk (biased in ) to the drain node n2, which would charge (0 toAl the
PMOS transistor of\p is in on state, the node n4 would switch from Q @s well n10
from 1 to O provoking a SE if the perturbation-igdd transient has enough energy. On
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the other hand, when the cell has the nodes n0&0),m4=1, and n10=0, the drain
node n2 is not vulnerable because it is alreadygeta

PMOS
on

PMOS
T off

in=0 out=1 pO
in=1

NMOS
on

Equivalent Circuit Model
\ 4

D

| I Cout
RNMOS E:_j__

Off-State NMOS Case Off-State PMOS Case

Figure 7.2: Modelling the perturbation-induced &i@nt currentsgrthat temporally
discharges (off-state NMOS case) or charges (ate#MOS case) the node out
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Figure 7.3: Nodes’ logic states of the weak-feeldlia@lement version under a
situation of transient-fault vulnerability

7.2.2 Situations of Transient-Fault Vulnerability

Table 7.1 summarizes all situations in which tlaelitional C-element cells detailed
in previous section are vulnerable to a SET. Tleegfthese 20 situations represent all
scenarios to be evaluated under a SET. Vulnenaksilitation 5 in Table 7.1 details the
example described in previous paragraph and Figidor the node n2. Situations 11
and 13 do not happen on the dynamic version bec#sisarcuit does not have a
feedback. Moreover, situations 7 and 8 occur omlythee symmetric version, since the
nodes n20 and n21 exist just in such a versionrellye the symmetric version has 20
vulnerability situations, the weak-feedback andwemttional have 18, and the dynamic
has 16. Furthermore, as the output-net capacitaheecell modifies significantly the
magnitude and duration of a SET on any cell nodéQld; MOHANRAM, 2006), the
same table of 20 situations is recommended to briated for a range of output loads
and SET durations. In addition, unlike the interawadl output nodes, the input nodes are
strongly influenced by the input nets. Then, thaations 1, 2, 3, and 4 related to such
nodes are also suggested to be evaluated underediffinput-net capacitances.
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Table 7.1: Situations of transient-fault vulneraigit on the traditional C-element’s

versions
Situation Node [T ogic state of node: before SET » just after SET
under a
v SFT ¥ nf nl n2 n3 | n20 | n21 nd4d | nlo
1 Lm0 Jow1]| 1 [1wz] 0 [1wZ[1P0[1PO[OP]
2 ‘g n0d §1»0| 0 |[op1|0OPZ] 1 op-Z o1 |10
3 E nl 1 op-1|10Z[ 1001027 0 10 001
4 nl O |10 1 |OPZ[Oop1|0PZ |01 |10
5 n2 1 0O |0pk1|0k1] 1 0 o110
0 n3 1 O [1e0[1P0] 1 0 10 [0k
7 = (n20f 0 1 1 O (o101 |0M1 100
8 Zln2lf 0 1 1 O |10 10|10 |0P1
9 Slnd ] 0 0 1 Z 1 Z [1wo|orl
10 S| nd 0 1 1 O |10 100|100 |0P1
11 Sl 1 [ o [1ro[1po] 1 0 _[1»o0orl
12 = | nd4 1 1 Z 0 7 0 o1 |100
13 nd 1 O |[op1|0p1 1 0 o110
14 nd 0 1 1 O [Om1|0OM]1 |01 |1MPO
15 nloj 0 0 1 Z 1 Z 1 op1
16 = |nlof 0O 1 1 0 10| 100|100 |01
17 Z(nlof 1 O [1pr0[1P0] 1 0 10|01
18 E nlog 1 1 Z 0 7 0 0 (10
19 ~|nl0f 1 O [op1|0p1 1 0 or11100
20 nloj 0 1 1 O (o101 |00]1 100

7.2.3 Perturbation Charge of a Circuit Node

The method of this chapter evaluates each situatietailed in Table 7.1 by
perturbing its circuit's node through a current reeu In fact, the injected double-
exponential current (equation 7.3) has its procekged factors modeled to produce a
target SET duration on the circuit’'s node. Thenegfiee of a fixed SET width measured
at the half amplitude of the perturbation currenestablished. Hence, a certain SET-
pulse widthPW can be preserved even increasing the current am@liampiituge UP tO
achieve a circuit perturbation. Consequently, treaéelow the perturbation-current
curve in function of the time provides the minimwollected charg&) by a certain
circuit nodeN, and th characterizes a perturbation profile for a cer¥d on such a
nodeN:

Q =[lser(t) W11 0
(7.4)

Each situation in Table 7.1 has thus a minimum arhoficharge that is capable to
perturb the circuit cell. The minimum clgaron a certain nte N to provoke a SE at a
memory-cell output is so-called critical char@giicar (ZHOU; MOHANRAM, 2006).

In theory, theQgticar IS calculated without taking into account the ag# limits

specified for a device. Hence, theoretiC&liicas Of some nodes (which are normally
obtained by simulation) would produce in practicdtage amplitudes that are able to
permanently damage the circuit, instead of onlyegating transient effects like SETS.
In fact, such permanent consequences happen eedio the injection of charges lower
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than theQriical, SinCe certain target nodes have capacitancesuthabonsidered large in
comparison with other circuit’'s nodes.

Therefore, a nodéN of large capacitance can have @giica higher than the
minimum charg&specificationsinjected by a double-exponential current sourcertaluce
on N a voltage amplitud®)y that is considered above the device specificatiblesice,
the method of this chapter introduces t&dinition of perturbation charge PC on a
circuit nodeN. It allows based on an injected charge evaluaiimy the non-permanent
effects of the double-exponential current sourdee HC for a certainPW s calculated
by increasing ampiitude UP t0 Meet eitheQspecificationsOr Qeritical- It takes into accounty >
1.10Vqq. Therefore, th&C is equal either tQspecificationsOr Qcritical-

As each C-element cell has several vulnerabilityasions in accordance with Table
7.1, it has also severBICs Then, a metric combining suéCsof a cell is mandatory
to compare the SET robustness of different celte hethod of this chapter proposes
such a metric based on the following points:

* Vulnerability situations with the lowefCs require obviously lower minimum
charges to perturb the circuit;

* In theory, there are much more perturbation evtrgscan induce low charges
on the circuits, since such a kind of event cangéeerated even from weak
perturbation sources;

Therefore, as lower as higher perturbation-indudearges can upset the circuit in
vulnerability situations with the loweBXCs and so the systems are exposed to a higher
amount of perturbation events. In this way, thedsi#?Cshave thus the widest ranges
of sensitivity to perturbation events, and therythave evidently the biggest chances of
provoking an error in the circuit. They are indegbé most transient-fault sensitive
situations.

SuchPCs of the highest error probabilities must have tihghést impacts on the
metric in order to valorize and evaluate the wecgnarios in terms of SET faults that a
cell can be exposed. Hence, a solution as metrmonwbine the severdCsof a cell is
using a mean that valorizes such lowe€ls In theory, a weighted harmonic mean
tends strongly toward its lowest elements, andheddwestPCswould have the highest
impacts on the mean. Therefore, the method ofctiegpter defines a global perturbation
chargeGPGC;, as the weighted harmonic mean of the se\R@sof a cell versiorV.

7.3 Making Transient-Fault Robust the C-element

There are many protection mechanisms in termsaostent-fault robustness which
are able to make robust a C-element circuit. Thede@ient is supposed to be used like a
cell of a library in order to obtain optimal cirtulesigns (MAURINE et al, 2003;
FOLCO et al, 2005). Then, the following paragramhscuss transient-fault robust
implementations of C-element cells by using traosiabstraction level mitigation
techniques. The target protection approaches veoikctease the robustness of the cells
in the worst scenarios without including new vulislity situations.

A mitigation technique proposed in (KARNIK et al0@2) is suggested in
(VAIDYANATHAN et al, 2006) to make robust the C-ebent. Capacitors are
explicitly added at the weakest circuit nodes imte of perturbation charge by using
PMOS and NMOS transistors as Figure 7.4 showshfonbde n4.



83

Wmin
n0 ‘_;12 Wee E Wmi-nE
nl o—d Wi, TWPC l‘d Wes 7
n0 —[" w,, LWNC n4 |_| Wy, nl0
n3 LT—‘
I"Il °_I WNE e -

Figure 7.4: The explicit-capacitor version of a Wwdeedback C-element

Additionally, this section proposes a parameteelathX to increase the transistor
diffusion widthsWyc andWec in accordance with the second row of Table 7.2t¢i=
femos andfioag as wellWhin are defined in previous section 7.1). By amplifyix, the
diffusion area becomes larger, and so the nodgisditance also increases. Thus, a
higher charge would be required to perturb theudirén addition, the node capability to
attenuate a SET would be also improved. Then, énanpeteixX, which must be always
greater than 1, would work to amplify the cell’artsient-fault robustness. The fourth
row of Table 7.2 details the other diffusion widtifshis approach in Figure 7.4 as well
the diffusion widths of the traditional versionskigure 7.1.

Table 7.2: Diffusion widths Wa, Wpea, Wi, Wei, Wie, Wee Wi, and Wee of the
NMOS and PMOS transistors in robust C-element cells

For all robust C-element cell versions detailed in the following rows:

Wie=XWoin |Wee=Wyctesos | Was=Fioad Wonin | Wea=Waa foros

Traditional non-robust versions or explicit_capacitor Xw robust versions:

oz =14 Vo=V e War=Twe | War=T g
resizing Xw robust versions:
Weg=West Wee | Wor=WeatWee | War=Wyat W |Wag=WayT Wi
sizing_internal Xw robust versions:
Wee=Wps Wer=Weid Wee | War=Waad Waic | Wae=1

sizing_external_Xw robust versions:

Weg=Wpst Wpee Wer=Wpy War=Wa We=W g+ Wi
resizing pmos Xw robust versions:
Weg=West Wee | We=WeytWec Wan =W Was=W
resizing mmos Xw robust versions:
Wez=Wey Wer=Wes | Wag=Wyad Waie \Wag=Wat W
sizing_internal pmos Xw robust versions:
Wes=Wpq Wer=WeitWec Wan=Wa Wm=Ww
sizing_internal nmos_Xw robust versions:
Wes=MWps W =Wes Wan=Wywst Wac | W=

sizing_external pmos Xw robust versions:
H':D T H':Dg; =+ ﬂ:'—pc H:D 7= H:Dz; J rj‘ﬂ = H'Néi II}I.’E = H}Jif
sizing_external nmos Xw robust versions:
Wes=Wes Wer=MWes Wan=Wus [ Wae=WoeatWiee
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Similarly, there are the mitigation techniques lohsa symmetric or asymmetric
sizing discussed in (ZHOU; MOHANRAM, 2006; LAZZARet al, 2007) for
combinational cells. The idea is increasing thendistor sizes and thus inserting
additional capacitance on the circuit nodes. Noaettansistors or nodes are included.
Thereby, this section proposes other robust C-aleingplementations by only sizing
their transistors in accord to Table 7.2. The discare the same detailed in Figure 7.1
but the diffusion width&\Veg, We;, Wi, andWie are defined by Table 7.2. In fact, only
the widths on the grey boxes in Table 7.2 are ss®d byWc or Wec, which work also
by the parameteX described in previous paragraph.

Other robust approaches can also be studied byeimmeiting more sophisticated
keepers. Sizing its transistors or adapting rotaishes like those in (FAZELI et al,
2007; SASAKI; NAMBA; ITO, 2008; LAZZARI; ANGHEL; RES, 2005; OMANA;
ROSSI; METRA, 2007) can amplify the transient-fatdbustness of the C-element
cells. However, such special latches include extemsistors on the data path.
Therefore, they naturally would increase the dedaga, and power consumption of the
cell. Moreover, they also would implement additibrmarcuit nodes vulnerable to
transient faults. Other protection schemes in (MOHMADI; FURBER; GARSIDE,
2003; KUMA; TAHOORI, 2005; UEMURA et al, 2008) baken transistor insertions
can also improve the cell robustness but they adbinclude new vulnerability
situations.

7.4 Evaluations of the C-element’s Implementations

The traditional C-element cells illustrated in poas sections and their robust
versions defined in Table 7.2 were evaluated bygiie methodology of this chapter.

7.4.1 Simulation Experiments

The evaluation methodology requires fault-injecticampaigns at transistor-
abstraction level. Then, HSPICE-based simulatioeevperformed.

All C-element versions were created based on pusvigections 7.1 and 7.3, and
Table 7.2 in order to design and evaluate them rusmheilar conditions. The circuit
versions were designed by using a 65-nm CMOS tdobpoVye 1.2V, and typical
parameters. All of them were made to have thedréle capability X04, which is the
lowest one of similar cells (like AND or OR gatas)the target CMOS technology
library. Hence, the lowest capacitances possibleetonplemented, which represent the
most transient-fault sensitive condition, were aatdd.

Moreover, all cells were sized to meet an outpuis# and fall times in the order of
300ps, which is a reasonable and quite similareefse to the typical cells of the target
CMOS technology library. It was done by using tlaegést standard load of X04
(72.8fF) and the shortest input-net transition fribva target technology library (5ps). In
this way, factor$pmos andfieaq, discussed in section 7.1, were obtained for @aehof
the cell versions.

The many simulations of fault injections on thel celdes were done in accord to
Table 7.1. Each situation of this Table 7.1 wasusated for typical SET widths of
50ps, 100ps, and 250ps (DODD, 2004; FERLET-CAVRO2806) by using the
minimum and maximum standard loads of X04. In addjttwo of the lowest input-net
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capacitances, which correspond to the worst saenariterms of perturbation charges
on the input nodes, were also evaluated for sdnatl, 2, 3, and 4 of Table 7.1.

7.4.2 Simulation Results and Evaluations

The simulation results of the designed C-elememsioes are illustrated in the
figures of this section. In fact, the figures shihw percent increases of each version in
relation to the results of the dynamic version diedan Figure 7.1 (A), since it presents
the least values. The black triangle Xin figures represents the weak-feedback version,
the black circle ¢) is the conventional version, and the black squaeis the
symmetric version. The figures’ curves are plotigdncreasing the paramedér which
is defined in previous section as the factor to légnfhe circuit robustness.

Figure 7.5 shows the percent increases in globéation charg&PG,, which is
defined in previous section, in function of theqaart penalties in delay of the designed
C-element versions. The delay was calculated byatliemetic mean of the rise delay
and the fall delay.

Firstly, taking into account only the C-element stens without transient-fault
mitigation techniques, the results in Figure 7.6vslhat the symmetric version (black
squarem) is 0.52% slower than dynamic version. The coneaial (black circle,e) is
3.33% and the weak-feedback (black trianghe) is 14.24%. The resistance of the
feedback in the keeper works to penalty the delagnithe input drivers are to switch
the output state. Furthermore, tldG, results in Figure 7.5 prove that the weak-
feedback C-element is the strongest version in gesmtransient-fault robustness. In
fact, the weak-feedback is 144.04% more robust thendynamic version, i.e., the
minimum charges to perturb its nodes need be orageel44.04% larger than those to
perturb the dynamic version. On the other hand, dbeventional and symmetric
versions are respectively 91.18% and 59.04% mdrasto The weak-feedback version
has the highesEPG, basically because its internal node n2, n3, an@ne4designed
more capacitive to overcome the feedback resistamnite situations of output changes.
In addition, the symmetric version has more cirquides that are available to be
perturbed.

The curves in Figure 7.5 represent robust C-elemergions. In fact, the figure
shows the versions protected by the techniques ffabile 7.2. However, only those
versions that present the worst and the best ire@PG, increases as functions of the
delay penalties were plotted. For instance, thekwlegdback explicit_capacitor_Xw
curve beginning at the black triangleh) performs the worst trend among those
robustness techniques in Table 7.2 applied on #ekwieedback version. It means that
such an explicit_capacitor_ Xw approach is the teghe that further penalizes the
weak-feedback cell's delay, since the goal is avaghieving higheGPG, increases
by using lower delay penalties. On the other hémel weak feedback_sizing_external_
Xw curve is the best trend. If the goal is to irase the SET robustness of the
weak feedback version around 165% larger than ohahe dynamic version, the
sizing_external_Xw technique will introduce a péyaif 3% in delay in relation to the
fastest C-element version (dynamic). Otherwise, thelicit_capacitor Xw will
increase by about 21% the delay.

The trends of the other mitigation techniques t¢edain Table 7.2 also begin from
the black triangle 4), circle (o), or square). However, they are placed in the range
between the best and the worst trend curves. Téi@ses were also got by simulation
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but they are not shown in the figures. Such astilation in terms of the best and worst
trends of mitigation techniques were also don@@following figures of this section.

A% Global Perturbation Charge
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conventional_sizing_external_Xw

conventional_sizing_internal_pmos_Xw
175 \ symmetric_sizing_external_Xw  f------

e e» o symmetric_explicit_capacitor_Xw

165 s
\ “e(\/
155 the pe S
St trend eﬂ*\U/
s
145 >y U
e &
LI 6 ----- ’ .
& ”
_____ - < K:- " o L
L
the e ’
Qg N L. z
''''' : 95"] ey, P
fa¥= - ’
I , [ 4
ac ° (8(\2 s
2 85 (,;g,’&/ A weak feedback [
_____ Qs N\ @ conventional -
l‘/./' P
@/7 & ;
> o 2 B symmetric —
N .
L
-3 0 3 6 9 12 15 18 21
A% Delay

Figure 7.5GPG, increases vs. penalties in delay of C-elementimess

The results irGPG, increases as functions of delay penalties alastithtes that the
techniques of resizing Xw, sizing_external_Xw, mgiexternal_pmos_Xw, and
sizing_ external_nmos_Xw reduce the C-element’'sydeil function of increasing the
parameteiX to amplify the cell robustness. These technig@e® fn common to enlarge
the transistors connected ¢god or Vg4 It indicates that more current flows with less
resistance from its source or drain, thus the tsare faster. The best trend among all
versions is the symmetric_sizing_external_Xw curtlays it is ideal for designs
targeting high performances. Otherwise, for alleothersions, the penalties in delay
tend to rise as greater as the parameteamplifies. It is basically because the
capacitance on the internal node n4 increasesihyg sach techniques, then the process
to charge it will be slower. The explicit_capacit¥w technique is the worst in terms of
delay for the reason that it includes explicit extapacitance on the current’s path.

Figure 7.6 shows th&PGC, increases as functions of the power-consumption
overheads of the C-element versions. The symmatrit conventional versions have
lower power consumption than the weak-feedbackimergespectively 2.03%, 2.67%,
and 12.18%, as shown in Figure 7.6) because thewftuheir keeper feedbacks to
switch their output states. The explicit_capacikw _technique is the most power
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efficient because each one of its transistors doebecome as so larger as in the other
techniques. In addition, the conventional_explgipacitor _Xw versions have the best
trend curve among all versions basically due tdehset efforts in the output switches. It
is recommended for designs that require low pow@n the other hand, the
sizing_external_nmos_Xw and sizing_external_nmos ayproach are the most power
inefficient.
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Figure 7.6.GPG, increases vs. power-consumption overheads

Figure 7.7 illustrates theGPG, increases as functions of the diffusion-area
overheads of the C-element versions. The diffusi@a works like an estimate of the
total cell layout area. The diffusion area of tigenmetric version is 5.55% greater than
the dynamic version, the conventional is 15.04% #red weak-feedback is 10.75%
larger. The sizing_internal_Xw technique is thetlesnd when the goal is low area.
Otherwise, the sizing_external_nmos_Xw and sizirtgreal pmos_Xw protections
are not interesting for low-area cells.
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Figure 7.7GPG, increases vs. diffusion-area overheads

Figure 7.8 shows what C-element versions presajitenhiperturbation charges by
using lower implementation costs. Taking into actahat implementation cost is the
arithmetic mean of the overheads in terms of dgbayer consumption, and diffusion
area plotted in Figure 7.5, Figure 7.6, and Figui®e Figure 7.8 proves even more that
the weak-feedback version is the best robust ogierause it has an implementation
cost of around 12% larger than the dynamic verbiginis around 2.5 times more SET
robust. The other traditional versions would regquar huge additional redundancy in
terms of implementations costs to achieve the saERimmunity level.

The curves of the weak-feedback versions in FiguBeare higher in terms &PG,
increases at least up to implementation costs airat 40% (point beyond the curve
shown in Figure 7.8), therefore such versions aneen$SET robust than the other ones
at least up to this point. In fact, such an intetis@ point at around 40% is only due to
the worst trend InNGPG, increases for the weak feedback version (weakbbesd
_sizing_external_nmos_Xw curve) with the best tréod the conventional version
(conventional_sizing_internal_nmos_Xw curve). Tlestlirend for the weak_feedback
version (weak feedback_sizing_internal_Xw curve) nist reached for the other
mitigation techniques because it has the highes¢ mate. Therefore, such a
weak_feedback_sizing_internal_Xw technique is thst loption to make more robust
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C-elements by using the lowest implementation cdistechieves an efficient use of the
additional redundancies by getting the high@BG, with the lowest penalties in delay,
power consumption, and diffusion area. The strongemt of this approach is the best
area trend among all versions, thus it is also memended for designs that need
optimizing the area.
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Figure 7.8 GPG, increases vs. C-element implementation costs

Making a weak_feedback_sizing_internal_Xw versioithwX=16, the smallest
perturbation charge (-7.5fC) occurs on the vulniétalsituation 10 from Table 7.1 by
using the minimum standard load and a SET-pulséhwad 50ps. It is because the
PMOS channel of the keeper, which maintains theenmebat high level, is not so large
than its NMOS channel. Thus, the node n4 undearssient fault will be more easily
discharged than charged when the largest tran©$ik, and the transistor oip, are
off. It is a situation that can be improved by sgzthe keeper transistors. On the other
hand, the largest perturbation charges are intther @f 225fC. As a result of tHePG,
metric, this weak_feedback_sizing_internal_16w i#rsesists to perturbation charges
on average in the order of 20fC. Typically, circnides collect SET charges in the
order of fC, it depends on the CMOS technology #rel perturbation events, which
produce the SET.
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7.5 Conclusions

A methodology able to evaluate SET effects on @ael@ implementations is
proposed in this work. A table with all SET vulneitdy situations on traditional C-
element circuits is presented.

The results prove that the weak-feedback versiaghasmost transient-fault robust
one among the traditional C-element options maelgause its design needs to face the
feedback resistance during output switches.

Options of robust C-element versions were studigdreans of the concept of
perturbation charge, and the weak-feedback impléatiens based on symmetric sizing
of internal PMOS and NMOS transistors (sizing_in&rXw) resulted as the best
approach against the SET problem. Thus, desigrreevan automatic synthesis tools
are able to get systems even more robust by takmtest C-element versions in terms
of SET robustness.



8 CONCLUSIONS AND FUTURE WORKS

Deep-submicron IC technologies have quite contetub scientific development in
many ways. However, the huge IC reliability-relafgdblems, mostly in synchronous
circuits, have pushed researchers into breakingatddigms. Hence, this thesis aimed
at exploiting QDI asynchronous circuits in ordertae advantage of their clockless
issues, and thus obtaining more robust systems.

Many QDI asynchronous circuits’ characteristicsnsde be more interesting than
the synchronous circuits’ ones when the targeesghing robust systems. This thesis
discussed comparatively the transient-fault effectdoth these classes of circuits, and
pointed out benefits of such an important QDI ablyocous design’s alternative. In
addition, simple design techniques that make a @Btem even more transient-fault
robust are suggested. Then, the main thesis’sibations are thus summarized below:

* A novel method for logical-level evaluation of tesent-fault effects as on
synchronous as QDI asynchronous circuits (chapteBASTOS et al, ETS
2009-a; BASTOS et al, IOLTS 2009-b);

» Highlighting for the first time in (chapter 5; BA®K et al, ETS 2010-a;
BASTOS et al, ESREF & Microelectronics Reliabilifournal 2010-c) the
excellent natural QDI asynchronous systems’ abi@itymitigation of LDT faults
in deep-submicron technologies;

« Showing experimentally that the costs to protechglex synchronous systems
at different abstraction levels vary in terms oé thystem’s overheads and
development’'s expenses, and that they can be vigly depending on the
number of system's memory elements (chapter 6; BASTet al,
Microelectronics Journal 2009-c);

* A novel method for electrical-level evaluation oarisient-fault effects on C-
element’s cells as well as presenting for the finste the best traditional C-
element’'s versions to design more transient-faolust QDI asynchronous
systems (chapter 7; BASTOS et al, IOLTS 2010-b).

The novel method for logical-level transient-faudtffect evaluation allows
comparing the sensitivity of circuits that are ftiocally equal but architecturally
different. Then, unlike related works, it takesoirhccount the QDI asynchronous
systems’ particularities as well as the synchronsystems’ ones. Such a kind of
logical-level simulation-based method simplifieg tinansient-fault effects because the
real transient-fault features are not able to keratterized at such an abstraction level.
Therefore, certain evaluation’s accuracy is remlabg a more feasible simulation
complexity. Nevertheless, a very-meaningful pretiany assessment of such transient-
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fault effects on the system’s designs can be datieout the expenses of real-circuit
level testing platforms.

Beyond such a novel method, this thesis classifiestypes of failures: detectable
naturally (FDN) and non-detectable naturally (FNN).highlights innovatively the
natural QDI asynchronous systems’ ability to mitégébong-duration transient (LDT)
faults in deep-submicron technologies. In factadeng transient stays longer time in
data path, it has a higher probability to beconfelare, and as most of the failure cases
in QDI systems are FDN due to the QDI asynchronougperties, such a kind of
transient fault is always more probable to becom&DdN when is not tolerated
naturally. On the contrary, the clock’s period ghshronous systems imposes bounded
delays, then LDT faults very likely result in FNN.

These FDN-related issues were shown experimenitally case study on a DES
crypto-processor in synchronous and QDI asynchrenarsions. In addition, as the
largest part of FNN cases in QDI systems are affisen forbidden codification states.
They are easily detectable by low-cost alarm meshas (MOORE et al, 2003), and
then a QDI system can achieve transient-fault imtgueavels very close to 100 %. On
the other hand, a synchronous system would requdifying its architecture by
including expensive mitigation techniques as wslitavould have higher development
costs in terms of additional designers, time-tokegrand fabrication. In fact, fully
protecting complex synchronous systems againssiganfaults rarely would cost less
than a circuit's area duplication. Rare cases,llastriated in Figure 6.10, would be
systems with a low amount of memory elements, egeethey would not be protected
against LDT faults, delay faults, and DPA attacks.

On the contrary, one could argue that the casefstucesults showed the
synchronous DES’s version (des_sync) less sengiiteansient-fault effects than the
QDI asynchronous DES'’s version (des_async). Howekierresults also showed a high
des_async’s potential to have lower transient-fagiltsitivity than the des_sync. Indeed,
as no alarm mechanisms were embedded in such asyes, it takes no advantage of
the forbidden codification cases. Then, if the rakrare installed, des_async’s
sensitivity certainly would close a lot to 0, armwsould be lesser than the des_sync’s
sensitivity. Furthermore, the results also illusdathat the area and computation-time
factors were decisive to reach a sensitivity-relatenclusion. Actually, the area and
computation time in such a case-study des_asynoairine most optimized ones. This
des_async was designed before the new asynchraieoisated synthesis methods
(FOLCO et al, 2005; TIEMPO, 2009), and thus itsurat higher transient-fault
resistance is suppressed due to its larger areaangutation-time factors.

Nevertheless, modern QDI asynchronous systemsdbasesuch novel synthesis
methods, can be designed by using less than targed area than their synchronous
counterparts as well as taking at least a comparabmputation time. These QDI
systems’ improvements are mostly in terms of logynthesis, and then their data
codification and asynchronous handshaking commtiaicare not violated. Therefore,
their natural ability in transient-fault situatiots often produce FDN instead of FNN
remains even by using these modern synthesis metlaod so their higher transient-
fault resistance prevails over the area and cortipatime factors. Hence, the
des_async’s transient-fault sensitivity would bé iypere reduced down the des_sync’s
sensitivity, i.e., the des_async would be morediet-fault robust than the des_sync.
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This thesis still proposed a novel method for eleak-level transient-fault effect
evaluation that allows comparing the robustnesdiftérent C-element’s cells. Unlike
related works, it is able to evaluate cells’ citsuegardless of clock-related issues. As a
consequence, the transient-fault robustness of @&ichronous systems can be
considerably improved because from now on the desggor EDA tools know the best
C-element’s versions for such a design applicatoget.

All these modern QDI asynchronous circuits’ impnonats, discussed in last
paragraphs, linked with their natural propertiesarms of QDI, low EMI, high DPA
security, high modularity, and low power consumptimake them very attractive to
design robust systems.

As future works, an investigation could be doneointher types of C-elements
beyond those ones evaluated in this thesis asawadkploiting the perturbation charges
on C-element’s implementations based on lowWgrand smaller CMOS technologies,
which represent even worse scenarios for tran$sert-effects. Furthermore, the strong
natural QDI asynchronous systems’ ability to mitgga DT faults could be proved
formally by improving the symbolic simulation progem in (MONNET; RENAUDIN;
LEVEUGLE, 2007-b) with the LDT characteristics. Aher future work would be
integrating in EDA tools the knowledge of what @rekent cells are the most transient-
fault robust.

Finally, an ongoing work will show a meaningful immpement of the C-element
cells’ transient-fault robustness. Actually, prahiary evaluations illustrate that the C-
element’s design based on a combination of foldind sizing increase even more the
cell robustness.
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APPENDIX A SISTEMAS ROBUSTOS A FALHAS
- TRANSIENTES EXPLORANDO CIRCUITOS
ASSINCRONOS QUASE-INSENSIVEIS AOS ATRASOS

Resumo da Tese em Portugués

1 Introducao

As tecnologias submicronicas profundas (do ingteep-submicron technologies,
DSTs) para fabricagcdo de circuitos integrados wmelgaente tem revolucionado o
projeto de sistemas eletronicos. Entretanto, el@bém impdem consideraveis desafios
para a confiabilidade dos circuitos integrados. rdiaidade, os hoje nanoeletrénicos
circuitos sdo mais sensiveis tanto a variagbesatmepso de fabricacdo como também a
fatores ambientais como temperatura, radiacbes @&lo ruelétrico. Mais
predominantemente, circuitos integrados modernos s#nificativamente mais
vulneraveis a dois principais efeitos de tais @@s: as alteracbes temporais dos
atrasos dos circuitos, conhecidas como falhasrdsmte as modificagdes transientes de

tensdo, chamadas falhas transientes.

Essas falhas, as de atraso, mas principalmentdhas ftransientes, podem perturbar
a operacdo dos circuitos integrados provocandorsbes de bits de memdria
conhecidas como soft errors (SEs) (KARNIK; HAZUCHARATEL, 2004). Se
propagados, esses erros podem levar o circuitogupir resultados inconsistentes em
suas saidas primarias caracterizando assim umieeateécircuit’s failure. Tais falhas
tem ainda mais severos efeitos em DSTs, onde évpbspie as duracOes de falhas
sejam comparaveis ou mesmo mais longas que osdpsride ciclos de reldgio
(LISBOA; ERIGSON; CARRO, 2007), como ilustrado nauwa 1. Além disso, a
maioria das técnicas de mitigacao existentes (NISIOLS, 1999; IYER et al, 2005)

requerem elevados custos para tratar tais falbasiémtes de longa duracéo (do inglés:
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long-duration transient, LDT) e, portanto, novakigies para proteger os circuitos sao
necessarias (LISBOA; ERIGSON; CARRO, 2007).

Circuit’s clock:

Any circuit’s node: /\

/

\

Figura 1: Uma falha transiente de longa duracaorjLD

Falhas LDTs tem claramente uma maior probabiliddel®@&do ser mascarada e por
isto elas também sustentam uma maior chance deuziroom circuit's failure. Na
realidade, tal maior probabilidade de erro é dewitimitacdo do periodo de reldgio que
é assim fundamental para a severidade das falhasrako e falhas transientes. Pelo
outro lado, o relégio é uma particularidade doslitianais circuitos sincronos que
devem entdo sofrer muito mais com as piores co@setas dos LDTs do que os
circuitos sem relégio. Por essa razao, projetauitos que nao sao controlados por um
reldgio global, mas somente pelos seus fluxos dganternos, pode resultar em
sistemas que sdo mais robustos contra tais falbds.LIsso € o caso dos circuitos
assincronos e especialmente sua mais importarggeclas circuitos quase-insensiveis
aos atrasos (do inglés: Quasi-Delay Insensitivel) (UAFRIEDA; MANOHAR, 2004;
JANG; MARTIN, 2005; PENG; MANOHAR, 2005; MONNET; REUDIN;
LEVEUGLE, 2006; KUANG et al, 2007; GARDINER; YAKOMWLV; BYSTROV,
2007; ALMUKHAIZIM; SHI; MAKRIS, 2008; KUANG et al,2010).

Essencialmente circuitos QDI sdo compostos de @eries, também conhecidos
como portas Muller. A funcdo de um C-element é daasente comparar os estados
l6gicos de suas entradas. Quando as entradas &#cad, o estado de sua saida sera
atualizado para refletir o estado das suas entr@&selement nesta condig&o funciona
como um buffer. No caso quando suas entradas wéidé&dticas, o estado de saida sera

preservado. Neste caso o C-element funciona comelemento de memoaria.

Este tipo de porta assegura a propriedade QDI mifgeia sincronizacdo entre
estagios do circuito, como mostrado na Figura 2jeomm tipico protocolo de
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handshaking, baseado em quatro fases, é aplicadonecaminho de dados dual rail. O
protocolo detalhado na Figura 3 impde na verdade fase de retorno para zero entre
os pedidos de dados e, portanto, um dado invaideniplo dua rail: 00), dados validos

(exemplo: 01; 10), e um dado proibido (11, em @s@rro) sdo possiveis no caminho

de dados.

B e T Computational i OgiC
Computational Block = Dual-Rail XOR

= Logic Block

Stage

Computational
Logic Block

---------------------------------

Figura 2: Um circuito QDI funcionando no protocgjoatro fases

O esquema de codificacado multi-rail e a comunicas®incrona por handshaking de
sistemas QDI tornam a detec¢cdo e a correcdo de emes faceis (MONNET;
RENAUDIN; LEVEUGLE, 2006). A auséncia de uma arvale reldgio possibilita a
tais sistemas emitir menos interferéncia eletroréigm como também o0s produz mais
seguros contra analises maliciosas da suas paé@@UESSE et al, 2004). Além
disso, tal propriedade também leva a aumentos oaoetda de energia bem como
atingir altas performances com o custo de usar mdoajue duas vezes maior area do
que seus correlativos sincronos. Um circuito QDla@bém inerentemente robusto
contra falhas de atrasos na maioria de seus cam(bAd-RIEDA; MANOHAR, 2004).
Mais além, seus C-elements sao fundamentais p@tarmentar sistemas mais robustos.
Na realidade, mesmo em sistemas sincronos, C-eles&m bastante usados para filtrar
falhas transientes e assim proteger os circuitodr&oSEs (NICOLAIDIS, 1999;
MITRA et al, 2005; FAZELI et al, 2007). Dessa forn@-elements de sistemas QDI
melhoram a habilidade do circuito de mascarar fll@nsientes (MONNET;
RENAUDIN; LEVEUGLE, 2006), mas eles também produzesnblocos de memdria
dos sistemas QDI e como tal sdo entdo também wheette sensiveis a SEs (MONNET;
RENAUDIN; LEVEUGLE, 2006-c).



117

Data Inputs Invalid:Data : > Invalid Data .
of a Receptor Stage N > Returr to 0 /Qa“d Data \ Return to 0 /k/a“d Data

Data Outputs Invalid Data . Invalid Data )
of a Receptor Stage N > Returh 0 0 l Valid:Data Rettim (0 Valid Data
Acknowledgement Output > / \ S / A

of a Receptor Stage N

...... \ \ W

Phase 3 Phase 4 Phase 1 Phase 2 Phase 3 Phase 4 Phase 1 Phase 2

Cycle X-1 Cycle X Cycle X+1

Figura 3: Protocolo quatro fases para uma comu@iicagtre estagios de um
sistema assincrono QDI

Este resumo de tese discute e apresenta, de faowadora, outro novo beneficio
dos circuitos assincronos QDI e sua aplicacdo pargrojeto de sistemas
nanoeletronicos: sua forte habilidade natural paitegacéo de falhas LDT simples em
DSTs.

2 Efeitos de falhas transientes em circuitos integdos

Falhas transientes em circuitos integrados podemntogeradas naturalmente (do
inglés: faults tolerated naturally, FTN) por efeitde mascaramento ou elas podem

provocar SEs.

2.1 Efeitos de mascaramento
Em circuitos sincronos existem trés tipos de masecanto em nivel de hardware
(KARNIK; HAZUCHA; PATEL, 2004):

Caso (a): Unmascaramento logicoocorre quando a falha € mascarada devido a
uma logica combinacional. O bloco combinacional péapaga a falha até a entrada de

um bloco de memdria ou até uma saida primariargaiti

Caso (b): Ummascaramento elétricoé a atenuacdo do SET como um resultado das
propriedades elétricas das portas no caminho deagegao. Isto também depende da
energia da falha transiente que contribui parandef® formato do pulso SET.
Tipicamente, um SET comeca a ser levemente atenpadama porta quando sua

largura € menor do que o tempo de propagacao & por

Caso (c): Ummascaramento da janela de armazenament{do inglés latching

window) é quando o SET alcanca a entrada de unoldecmemoria, mas ele nao



118

encontra a janela temporal, tais como os tempaetdap e hold ou o sinal de enable,

requeridos para memorizar um valor l6gico;

Os casos (a) e (b) ocorrem da mesma forma panagitoscassincronos QDI. Além
deles, existem dois outros tipos de mascaramentociecnitos QDI (MONNET;
RENAUDIN; LEVEUGLE, 2006-c):

Caso (d): Um mascaramento atrawkscapacidade de filtragem do C-element
acontece quando um SET chega em uma entrada de-elemént, mas ele néo é
memorizado. A razdo é que uma outra entrada apeesem valor diferente daquela

entrada com o SET, assim a saida do C-element mdalficada e o SET é mascarado;

Caso (e) Outro mascaramento € as acdes do protdealomunicacdo por meio de
umatolerancia natural a falhas de atraso induzidas poISETs Isto ocorre quando
um SET € memorizado por um C-element, ou seja, oitnesror acontece, mas o
mesmo valor armazenado, mais cedo ou mais tarde, memorizado de qualquer
maneira em condi¢cdes normais livres de falhas.m\ssima falha de atraso é induzida
na saida do C-element. Contudo, tal memorizac&uogitga ou atrasada € naturalmente

tolerada pela propriedade QDI do circuito.

2.2 Failures: os efeitos dos soft errors

Soft errors implicam na maioria das vezes em uturi@aiapresentado nas saidas
primarias de um circuito de um sistema. Isto sigaifque um soft error levaria a
computacdo de um resultado inconsistente ilustnadcsaidas primarias do circuito (do

inglés: circuit’s primary outputs, CPOSs).

Quando um circuito é capaz de indicar o términe@aaputacdo de resultados por
uma saida primaria especifica (por exemplo, uml sleafim de operacdo SEO, do
inglés signal of end operation), eventuais failures suas saidas primarias de
resultados podem ser detectados naturalmente pEkmMa sem a necessidade de

qualguer mecanismo adicional em hardware espegiéica deteccéo.
Dessa forma, dois tipos de failure sdo definidos:

* Failure Detectavel Naturalmente (FDN): a deteccdo natural de um failure
ocorre se o sinal de fim de operacdo SEO né&o éaddidentro de um periodo
estimado superior ao tempo total de computacdoqisea um resultado. Nesse

cenario de failure, mddulos periféricos vizinhosncotambém aplicacdes de
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software do sistema normalmente perceberiam a easée tal indicacéo e,
assim, o failure se propagaria naturalmente parise abstracdo superiores
(exemplo: aplicacbes de software), onde o sistepdenm facilmente tanto
detecta-lo como corrigi-lo por recomputacdo. Nadade, a deteccdo em nivel
de software, por exemplo, por mecanismos de m@uéar por tempo de
interrupcao (do inglés timeout) e uma consequenlteitacdo de recomputacao

facilmente eliminariam tal failure;

» Failure Nao-detectavel Naturalmente(FNN): um eventual failure em outras
CPOs, que fornecem resultados de dados ou endepayosxemplo, ndo pode
ser detectado naturalmente se o circuito indicmal sle fim de operacdo SEO
dentro do periodo estimado, logo mecanismos adisam hardware precisam
ser implementados para viabilizar detec¢gbes deuréml sem usar custosas

técnicas baseadas em softwares.

3 Deteccao natural de failures

A maioria dos circuitos integrados controla a qigaute de ciclos de iteracdo e
indica um sinal de saida no fim da operacao (SH&ysa forma uma eventual caréncia
de indicagcdo devido a um failure é facilmente déted pelo sistema, ou seja, como
definido na secao anterior, o failure é detect&atlralmente (FDN) sem requerer
qualquer hardware adicional e facilmente corrigido recomputacao. Pelo outro lado,
se 0 SEO é bem indicado e um failure surge naa®@POs, o failure é ndo-detectavel
naturalmente (FDN) e assim extras mecanismos ddwhae para deteccdo sé&o
necessarios para mitiga-lo sem ter altos custos smjtware. Tabela 1 sumariza esses

efeitos de falhas transientes de acordo com as CPOs

Tabela 1: Possiveis CPOs de um sistema perturbadalpas transientes

Valores nas CPOs
SEO Outras CPOs
OK OK FTN
Inconsistente (0] ¢

Consequéncia

Inconsistente Inconsistente
OK Inconsistente
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3.1 Habilidade dos sistemas assincronos QDI

Diferentemente dos circuitos sincronos, os cirsuiéssincronos QDI tem uma
habilidade natural para transformar a maioria dsos de SE em FDN em qualquer
tecnologia de fabricacdo de circuito integradoo Isgnifica que a maior parte das
situacdes de failure sdo detectaveis pelo sisteDlas€m qualquer hardware extra. Tal

propriedade natural de um circuito QDI é justifiaguéla sua arquitetura.

Uma arquitetura QDI controla a sequéncia do sexofile dados no final de cada
um dos seus ciclos de iteragcdo. Cada ciclo preeistodas as fases do protocolo de
handshaking, como ilustrado na Figura 3, por exenualquer evento que perturbe as
fases do protocolo pode levar o sistema a perdercsureta sequéncia de dados. Tal
perda de sincronizacao entre fases de um cicleindubloqueio (do inglés deadlock)
sobre o fluxo de dados do sistema na maioria des®scale SE (MONNET;
RENAUDIN; LEVEUGLE, 2007-b; MOORE et al., 2003). Neerdade, um ciclo de
iteracdo néo finaliza com sucesso seu objetivesenasm elemento de dado € perdido

ou um adicional é inserido.

Normalmente, no protocolo quatro fases, uma situdeddeadlock acontece quando
um SE ocorre em um elemento de memoria de um edthde um sistema chaveando
de/para um dado valido ou proibido para/de um diad#ido. Tal cenario na realidade
gera um acknowledgment errado (ou seja, um ackumigwient em estado logico
oposto) para o estagio prévio N-1 do sistema. Asgonexemplo, um dado valido em
um elemento de memoria de um estagio N pode sdidpefou seja, tornar-se um dado
invalido) antes que o proximo estdgio N+1 tenha@ssado e feito acknowledgment
dele. Como pior consequéncia, a correta comunicapfie estagios é quebrada e um

deadlock é caracterizado.

Em uma primeira impressdo, tal cenario de deadlpcdde parecer um
comportamento que desqualifigue os sistemas QDlkretamto, a maioria das
arquiteturas QDI contam seus elementos de dad@snda a quantidade de ciclos de
iteracdo a fim de indicar um SEO. Portanto, um mardeadlock sempre perturba tal
contagem e assim ndo ha indicagcdo de SEO e um [eDigre acontece. Pelo outro
lado, quase todos os casos de FNN sédo faciimetdgetéeeis através da implementacao
de mecanismos de alarme de baixo custo (MONNET; RHDIN; LEVEUGLE,
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2006-c; 2007-b; MOORE et al., 2003) que identificastados de dados proibidos no
protocolo.

Na realidade, os caminhos de dados multi rail dfesitos QDI permitem classificar
os SEs devido a falhas transientes Unicas em &83sc(MONNET; RENAUDIN;
LEVEUGLE, 2006-c; 2007-b):

 Dado gerado: um elemento de dado invalido tornareeelemento de dado
valido, por exemplo, o bloco de memdéria dual railfigura 2 trocando um bit
como 00=>Q ou 00=40;

e Dado desaparecido: um elemento de dado valido paraelemento de dado
invalido, por exemplo, 01=X0ou 10=X)0; e

 Dado corrompido: um elemento de dado proibido édger por exemplo,
01=>11 ou 10=>1.

Todos os casos de dados corrompidos causam um BMNeum dado proibido é
interpretado pelo sistema como um dado valido, massi estado légico do
acknowledgment ndo é modificado e um deadlock mémtace. Tais casos de FNN
sdo, entretanto, detectaveis pela adicdo de unartassimples circuito de alarme
(MOORE et al., 2003). Pelo outro lado, somente pswasos de dados gerados e dados
desaparecidos nao resultam em deadlock, ou sejn, (MNONNET; RENAUDIN;
LEVEUGLE, 2006-c; 2007-b). Todos os outros casa® epresentam a maioria de

casos de SEs, produzem FDN.

Como os efeitos nocivos de falhas transientes £ &u FNN de acordo com a
Tabela 1, assim a maioria das situacdes de faglrsistemas assincronos QDI podem

ser facilmente mitigadas ou por detec¢ao naturglasumecanismos de alarme.

3.2 Inabilidade dos sistemas sincronos
Pelo outro lado, casos de SEs em circuitos sinerdificilmente resultam em FDN.
Como consequéncia, a maior parte dos SEs causameFaBdim sistemas sincronos

praticamente ndo tem aquela propriedade naturalgeeccéo.

Notadamente, a presenca de um periodo fixo deioed®gegura a sincronizacao dos
dados do sistema. Portanto, em contraste com assdies da secdo prévia para 0s

circuitos assincronos QDI, na maioria dos casoSEk o SEO é indicado e assim um
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FNN é gerado ao invés de um FDN. Casos de FNN séionagpredominantes em

circuitos sincronos.

Os poucos casos de geracado de FDN sao principanagmibuidos a perturbacdes
nos registradores que contam o numero de ciclatedgao, ja que tais elementos de
memoria auxiliam na implementagdo do SEO. Alemadi¢alhas transientes, ou em
circuitos combinacionais que gerem esse SEO ouiamitos da arvore de reldgio,

podem também causar FDN.

4 Mitigacao de multiplas falhas transientes

Multiplos eventos de perturbacdo ou mesmo evemas podem criar multiplas
falhas transientes. Tais situacbes de falha, qoe@lsanais baixa probabilidade do que
as falhas transientes Unicas, podem criar maig@®edeitos nocivos porque mais de
um bloco de memdéria pode ser perturbado e assinipho§l soft errors podem ser
gerados tanto em circuitos sincronos quanto emuitsc assincronos QDI. Na
realidade, falhas transientes podem perturbar etifes blocos de memoria (como
agueles elementos de memodria na Figura 2) tantoltsineamente como também em

diferentes instantes.

Os efeitos nocivos de multiplas falhas transiergesam mais criticos se suas
probabilidades de ocorréncia fossem maiores. Ndader os sistemas teriam que ser
protegidos usando ainda mais redundancia parangarfral fendmeno.

Além disso, como técnicas de mitigacdo sdo baseadagedundancia, falhas
ocorrendo simultaneamente em partes redundantesrpodnfundir os elementos de
deteccdo (que fazem a técnica trabalhar corret@névando-os a falhar. A maioria
das abordagens de mitigacdo sdo assim vulnerdesi®faitos nocivos de mdultiplas

falhas transientes.

A analise dos efeitos de mdltiplas falhas transgném circuitos sincronos €
bastante similar as discussfes salientadas na se¢agor. Contudo, como ha mais
eventos de falhas no sistema, a probabilidade deémcias de SEs devido a multiplas
falhas transientes, e assim de um FNN, €& obviamerwter do que nos casos de

ocorréncia de falhas transientes Unicas.
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Pelo outro lado, em sistemas assincronos QDI, aéua de multiplas falhas em
diferentes blocos de memodria (como na Figura 2)bém segue as mesmas
consequéncias discutidas na secao anterior, as&imnta grande chance que eles
resultem em FDN. O mesmo cenario acontece se itadltfplhas transientes ocorrem

em diferentes instantes.

Contudo, multiplas falhas transientes ocorrendmesemo bloco de memaria de um
sistema QDI podem também resultar em multiplos &Bssim para uma codificacédo
dual rail, por exemplo, elas causam FNN na maidoa casos. Na realidade, as
situacdes de SEs sdo: 003>que € um caso de dado corrompido que provavedment
gera um deadlock (ou seja, um FDN) porque o eshdgico do acknowledgment é
modificado; e 01=2%0, ou 10=%1, que normalmente ndo produzem deadlocks (portanto
FNN) porque elas mantem o estado l6gico do ackrdgment. Monnet (2006-c) assim
classifica um caso a mais de SE em relacdo agaptesentados na se¢ao anterior para
falhas transientes Unicas em sistemas QDI:

» Dado modificado: um elemento de dado vélido é teleepara outro elemento
de dado valido, por exemplo, 01:3-0u 10=%1

Infelizmente casos de dados modificados ndo tem sohagdo natural para serem
mitigados e, dessa forma, eles requerem mecanisifeomiitigacdo suplementares.
Contudo, como bem discutido na se¢ao anteriorassscde dados corrompidos que nao
se tornam um FDN sdao facilmente detectaveis pom@manismo de alarme de baixo-
custo (MOORE et al., 2003).

Além disso, através do uso de codificacdo M-ouddimulti-rail), que é bastante
normal em projetos de circuitos QDI, as chancessde dados corrompidos sao muito
maiores, visto que havera uma maior redundanciacaldificacdo. Portanto, a
probabilidade que dados proibidos ocorram é maidessa forma, mais casos de SEs
sdo detectaveis através do mecanismo de alarmeesmongerando naturalmente
deadlocks (FDN). Uma solucédo, portanto, para redtesos de dados modificados é
usar uma maior codificacdo M-out-of-N do que o dadl(ou seja, 1-out-of-2).

Mesmo que sistemas assincronos QDI sob multiplaagdransientes ndo tenham a
mesma performance para gerar FDN do que situagbéalths transientes Unicas, eles
tem, contudo, melhores mecanismos naturais pardigagdo de tais falhas multiplas

do que circuitos sincronos.
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5 Mitigacéo de falhas transientes de longa duracao

Os efeitos nocivos de falhas LDTs, tipicas em DS@s,quase sempre catastréficos
para circuitos sincronos. Por exemplo, um transigne comece na segunda metade de
um ciclo de relogio e termine somente no ciclo sgguum cenario de SE € muito
provavel como também um FNN. Além disso, grandesrl®ads no sistema séo
necessarios para mitigar tal falha LDT (LISBOA; ESION; CARRO, 2007).

Contudo, tais falhas em circuitos QDI geram FDNraaor parte dos casos de SEs.
Na realidade, a probabilidade de um deadlock é mpai@ falhas mais longas, visto que
0 transiente permanece por um maior tempo em uninbando circuito e, entdo, 0s
poucos caminhos sensiveis aos atrasos sao mdimdate alcancados. A chance de
elementos de dados serem perdidos ou inseridogé. ma

Além disso, mesmo casos de dados corrompidos devidihas Unicas, que sempre
geram FNN em tecnologias submicrénicas, podem piodieadlocks (ou seja, FDN)
em DSTs. Tais casos, entretanto, acontecem quasdallzas LDTs ocorrem em
elementos do sistema QDI que sdo sensiveis asositida assim uma grande chance
de um SE devido a um dado corrompido ser seguidudxdma fase do protocolo por
outro SE que produz um deadlock. Portanto, uma fiadlis longa pode gerar multiplos
SEs em sequéncia. Como o0s cenarios de SEs pernrapecenaior tempo e uma maior
parte deles causam deadlocks (como explicado gasseanteriores), falhas transientes

de maior duragcéo tem uma maior probabilidade déyzioum FDN.

6 Analise de um estudo de caso

Um estudo de caso de um criptoprocessador DES (®ateyption Standard) em
versdes assincrona QDI e sincrona foi avaliadovégralo método baseado em
simulacdes apresentado em (BASTOS et al, IOLTS -H)0Resultados adicionais

relacionados a injecdes de falhas transientes sis@@amostrados nas Figura 4 e 5.

Figura 4 ilustra no seu eixo vertical a habilidaldesistema para detectar FDN. No
eixo horizontal, ambas as figuras mostram a ranéire euracdes das falhas transientes
com periodos de ciclos, que sdo o minimo periodeldgio no circuito sincrono e uma
média no circuito assincrono. Maiores valores nestao representam transientes mais
longos e assim cenarios de falhas transiente®sigie os circuitos fossem baseados em

DSTs, cujas duragbes de falhas sdo da ordem dedpsride ciclos (LISBOA;
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ERIGSON; CARRO, 2007). Por exemplo, Figura 4 mogtra o sistema QDI (curva do
des_async) é capaz de detectar naturalmente cer8@% das situacdes de injecdo de
falhas em uma razéo duracao/periodo de 95% (ouasejaracado da falha transiente é
igual a 95% do periodo de ciclo). Isto significa @0% das situacdes resultam em FDN
e 70% ou em FTN ou em FNN. A Figura 4 ilustra, gatd, que o des_async, sob um
cenario de falha transiente (ou seja, na alta rdm&acao/periodo de 95%) que é tipico
em DSTs, tem um maior numero de casos de FDN do oguwécuito sincrono
(des_sync). Na realidade, o numero de casos delodkado des async aumenta

significativamente em fung&o de mais longas dumdédalhas transientes.

Evaluation of Transient Fault Effects
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Figura 4: Um estudo de caso de um cryptoproces$a88r habilidade do
sistema para detedo em funcéo de duracdes de falhas trans

Figura 5 mostra no seu eixo vertical a habilidadesidtema para tolerar falhas (ou
seja, FTN) e para detectar FDN. A versao QDI segua tendéncia constante em torno
de 80% depois de uma leve reducao inicial. De fodifarente, uma tendéncia
decrescente é sempre presente no circuito sinclstaomostra que a reducdo no seu
caso particular de mascaramento da janela de ana@ssto, discutido em secado
prévia, joga muito mais do que a diminuicdo no raesuento do circuito QDI. Na
razdo duracdo/periodo de 95% observando a Figas 4erca de 50% das situacdes de
injecdo de falhas na versao QDI (80% da Figura Bos&0% da Figura 4) resultam em
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FTN, 30% FDN (da Figura 4) e 20% FNN (100% mend% & Figura 5). Pelo outro
lado, a versdo sincrona na mesma condicdo de D&Bempa FTN em 42% das
situacdes, FDN em 1% e FNN em 57%. Se a versdo f@d3ke implementada com
alarmes (MOORE et al., 2003), a sua habilidadeigar& 5 alcancaria muito préximo
de 100% mesmo sob falhas LDTs em DSTs. Dessa fdizaa;laro concluir que falhas

LDTs em DSTs podem ser melhores tratadas no aresgincrono QDI.

Evaluation of Transient Fault Effects
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Figura 5. A mais forte habilidade natural de untesi® assincrono QDI para
mitigacdo de falhas LDTs em DSTs

6 Conclusdes

Este resumo de tese ilustra pela primeira vez dideedie natural dos circuitos
assincronos QDI para mitigar falhas transientesceolicdes de DSTs. Sistemas QDI
tem uma melhor performance do que seus equivalesiitesonos para naturalmente
detectar falhas LDTs tanto em l6gica computacigo@nto em elementos de memoaria.
Além disso, eles tem mecanismos naturais (na exic codificacdo multi-rail e seus
elementos de dados proibidos) que facilitam a géateae erro mesmo sob falhas
transientes mudltiplas. Por fim, sistemas QDI agmedais caracteristicas com sua
propriedade QDI natural. Isto permite tolerar aarmaidos casos de falhas de atraso,

gue hoje sdo também um grande desafio em DSTSs.



APPENDIX B SYSTEMES ROBUSTES AUX FAUTES
TRANSITOIRES EXPLOITANT LA LOGIQUE
ASYNCHRONE QUASI-INSENSIBLE AUX DELAIS

Résumé de la Thése en Francais

1 Introduction

Les technologies submicroniques profondes (de |B&1g deep-submicron
technologies, DSTs) pour la fabrication de circuitgdégrés ont indéniablement
révolutionné la conception des systéemes électraesiguroutefois, elles imposent
également des défis considérables pour la fiabtiés circuits intégrés. En fait,
aujourd'hui, les circuits nanoélectroniques sonispbkensibles aux variations du
processus de fabrication ainsi que des facteursiraemementaux comme la
température, les radiations et le bruit électriqeiels notamment, les circuits intégrés
modernes sont beaucoup plus vulnérables a deusigain effets de ces variations: les
altérations temporaires des délais des circuitpel@ps les fautes de délais; et les
modifications transitoires de voltage, connues centes fautes transitoires.

Ces deux types de fautes, mais surtout les fatdesitoires peuvent perturber le
fonctionnement des circuits intégrés provoquant idesrsions des bits de mémoire
connues sous le nom en anglais soft errors (SEARIMK; HAZUCHA; PATEL,
2004). Si propagées, ces erreurs peuvent entringrcuit a produire des résultats
incohérents en ses sorties primaires rendant amscénario connu en anglais comme
circuit's failure. Ces fautes ont des effets enquus graves dans les DSTs, ou il est
possible que les durées de fautes soient comparablenéme plus longues que les
périodes de cycles d'horloge (LISBOA; ERIGSON; CARR007), comme illustré
dans la Figure 1. En outre, la plupart des teclesqde protection existantes
(NICOLAIDIS, 1999; IYER et al, 2005) exigent degauits trés hautes pour faire face
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a ces fautes transitoires de longue durée (deldisndong-duration transient, LDT) et
donc de nouvelles solutions pour protéger les itgcsont nécessaires (LISBOA;
ERIGSON; CARRO, 2007).

Circuit’s clock:

Any circuit’s node: /\

/ \

Fiaure 1:Une faue transitoir de lonaue durée (LD’

Les fautes LDTs ont clairement une probabilité lseap plus élevée de ne pas étre
masquées et donc ils ont aussi plus de chancesodime un circuit's failure. En
réalité, cette probabilité plus élevée d'erreur cise a la limitation de la période
d'horloge qui est ainsi fondamentale pour la géadies fautes de délai et des fautes
transitoires. D'autre part, I'horloge est une paldrité des circuits synchrones
traditionnels qui souffrent donc beaucoup plus descpires conseéquences des LDTs
que les circuits sans horloge. Par conséquentraeption de circuits qui ne sont pas
contrélés par une horloge globale, mais seulemanteur fluxes de données internes,
peut entrainer en systémes qui sont plus robustesecces fautes LDTs. Cela est le cas
des circuits asynchrones et spécialement leuripipsrtante classe: les circuits quasi-
insensibles aux délais (de l'anglais: Quasi-Delagemsitive, QDI) (LAFRIEDA;
MANOHAR, 2004; JANG; MARTIN, 2005; PENG; MANOHAR,@®5; MONNET;
RENAUDIN; LEVEUGLE, 2006; KUANG et al, 2007; GARDER; YAKOVLEYV;,
BYSTROV, 2007; ALMUKHAIZIM; SHI; MAKRIS, 2008; KUANG et al, 2010).

Essentiellement les circuits QDI sont composés -@e@ents, aussi connus comme
les portes de Muller. La fonction d'un C-élémerit mplement comparer les états
logiques de ses entrées. Lorsque les entréesdmartiques, I'état de sa sortie sera mis a
jour afin de refléter I'état des ses entrées. lé&éBient dans cet état fonctionne comme
un buffer. Dans le cas ou ses entrées ne sontdpasques, I'état de sortie sera préserve.

Dans ce cas-la le C-élément fonctionne comme unexéde mémoire.

Ce type de porte assure la propriété QDI et petmetynchronisation entre les
différents stages du circuit, comme montré dariSdare 2, ou un typique protocole de
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handshaking, basé en quatre phases, est appliqséudachemin de données double
rail. Le protocole détaillé dans la Figure 3 impesefait une phase de retour a zéro
entre les requétes de données et donc une donradielen(exemple double rail: 00), des
données valides (exemple: 01; 10) et une donnéediteé (11, en cas d'erreur) sont

possibles sur le chemin de données.

BB e N Computational [ OgiC
Computational Block = Dual-Rail XOR

= Logic Block

Stage

Computational
Logic Block

Figure 2: Un circuit QDI fonctionnant a partir dioppocole quatre phases

Le schéma de codification multi-rail et la commuaion asynchrone par
handshaking de systémes QDI permettent une plike fdétection et correction de
erreurs (MONNET; RENAUDIN; LEVEUGLE, 2006). L'absand'un arbre d'horloge
permet a ces systemes d'émettre moins interféréeetsomagnétiques et les rend plus
sécurisés contre les analyses malicieuses de peissances (BOUESSE et al, 2004).
En outre, cette propriété entraine également degnentations dans I'économie
d'énergie, et la réalisation de hautes performaagrsodts de I'utilisation de moins de
deux fois plus grande superficie que leurs homasgiynchrones. Un circuit QDI est
aussi intrinsequement robuste aux fautes de ddems la plupart de ses chemins
(LAFRIEDA; MANOHAR, 2004). Par ailleurs, ses C-élénts sont fondamentaux pour
mettre en ceuvre systémes plus robustes. En faihenui&ans les systemes synchrones,
C-éléments sont souvent utilisés pour filtrer lastés transitoires et donc protéger les
circuits contre SEs (NICOLAIDIS, 1999; MITRA et @&005; FAZELI et al, 2007). Par
conségquent, C-éléments de systémes QDI améli@erapacité du circuit de masquage
de fautes transitoires (MONNET; RENAUDIN; LEVEUGLEQO06), mais ils font aussi
les blocs de mémoire des systemes QDI et donorilségjalement directement sensibles
aux SEs (MONNET; RENAUDIN; LEVEUGLE, 2006-c).
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Data Inputs Invalid:Data : Invalid Data ;
Valid Data
of a Receptor Stage N > Returr to 0 /Qa“d Data / >\ Return to 0 :
Data Outputs Invalid Data . Invali§d Data .
of a Receptor Stage N > Retur to 0 l Valid Data Return to 0 Valid Data
Acknowledgement Output > / \ S / A
of a Receptor Stage N \ \
Phase 3 Phase 4 Phase 1 Phase 2 Phase 3 Phase 4 Phase 1 Phase 2
Cycle X-1 Cycle X Cycle X+1

Figure 3: Protocole quatre phases pour une commtimicentre stages d’'un
systéme asynchrone QDI

Ce résume de these discute et présente, de fagowmainte, un autre avantage des
circuits asynchrones QDI et leur application poar donception de systemes
nanoélectroniques: leur forte capacité naturellgr pésister aux fautes LDTs unique en
DSTs.

2 Les effets de fautes transitoires dans les cirdgiintégrés

Les fautes transitoires dans les circuits intégesvent étre tolérées naturellement
(de l'anglais: faults tolerated naturally, FTN) plas effets de masquage ou ils peuvent

provoquer des SEs.

2.1 Les effets de masquage
Dans les circuits synchrones il y a trois typedfefe de masquage au niveau
matériel (KARNIK; HAZUCHA; PATEL, 2004):

Cas (a): Unmasquage logiquese produit lorsque la faute est masquée en raison
d'une logique combinatoire. Le bloc combinatoirgpr@page pas la faute a l'entrée d'un

bloc de mémoire ou a une sortie primaire du circuit

Cas (b): Unmasquage électrigueest une atténuation du SET comme une
conségquence des propriétés électriques des passlel chemin de propagation. Cela
dépend aussi de I'énergie du SET qui contribue gétinir la forme du pulse SET.
Typiquement, un SET commence a étre légeremeniugttpar une porte lorsque sa

durée est inférieure au temps de propagation derte;

Cas (c): Ummasquage de la fenétre de stockadde l'anglais latching window) est

quand I'SET atteint I'entrée d'un bloc de mémarraijs il ne trouve pas la fenétre de
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temps, comme les temps de set-up et hold ou l¢ denanable, qui sont nécessaires

pour mémoriser une valeur logique;

Cas (a) et (b) se produisent de la méme maniérelpswircuits asynchrones QDI.
Par ailleurs, il y a deux autres types d'effetsndesquage dans les circuits asynchrones
QDI (MONNET; RENAUDIN; LEVEUGLE, 2006-c):

Cas (d): Un masquage grace achpacité de filtrer du C-élémentqui se passe
quand un SET arrive a I'entrée d'un C-élément, thailest pas mémorisé. La raison est
gu'une autre entrée a une valeur logique différdateelle avec I'SET, par conséquent,

la sortie du C-élément n'est pas modifiée et le 8&Tnasqué;

Cas (e): Un autre masquage est les actions dugatetde communication a partir
d'unetolérance naturelle aux fautes de délais induitesgs SETs. Cela se produit
quand un SET est mémorisé par un C-élément, ceiseaun soft error se produit, mais
la méme valeur logique serait, plus t6t ou plud,tatockée en mémoire de toute facon
sous des conditions normales sans fautes. Parqum se une faute de délais est induite
dans la sortie du C-élément. Néanmoins, cette méatmm prématurée ou retardée est

presque toujours naturellement tolérée par la pFtEpQDI du circuit.

2.2 Les failures: les effets des soft errors

Soft errors imposent dans la plupart des cas uUaréaaux sorties primaires d'un
circuit d'un systeme. Cela signifie qu'un soft eroonduit au calcul d'un résultat
inconsistant illustré aux sorties primaires du wirqde l'anglais: circuit’'s primary
outputs, CPOs).

Si un circuit est en mesure d'indiquer la fin dicelades résultats par une sortie
primaire spécifique (par exemple, un signal deidade I'opération SEO, de l'anglais:
signal of end operation), éventuels failures auties® primaires de résultats peuvent
étre naturellement détecté par le systeme sansssitmede quelconque mécanisme

supplémentaire au niveau matériel spécifique paodeétection.
Par conséquent, deux types de failures sont définis

* Failure Détectable Naturellement (FDN) la détection naturelle d'un failure se
produit si le signal de la fin de I"opération SB®st pas indiqué dans un délai
estimé supérieur au temps total de calcul pournibten résultat. Dans ce
scénario de failure, modules périphériques a privgiminsi que les applications
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logicielles du systéme normalement remarqueralabsénce de ce indication.
Par conséquent, le failure serait propagé natuneltd aux niveaux d'abstraction
plus élevé (par exemple, les applications logie®ll ou le systéme pourrait
facilement le détecter ainsi que le corriger paragalcul. En fait, une détection
au niveau logiciel, par exemple, en utilisant décamismes de surveillance par
temps d'interruption (du anglais timeout) et untéridure demande de recalcul

permettraient d'éliminer facilement ce failure;

» Failure Non-détectable Naturellement (FNN) un éventuel failure aux autres
CPOs, qui fournissent les résultats des donnéesli@msses, par exemple, ne peut
pas étre détecté naturellement si le circuit ineida signal de la fin de
["opération SEO dans le délai prévu. Par consdgudas mécanismes
additionnels au niveau matériel doivent étre misceumvre pour permettre la

détection de failures sans l'aide de colteusesitpods au niveau logiciel.

3 La détection naturelle de failures

La plupart des circuits intégrés controle la quarde cycles d'itération et indique un
signal de sortie a la fin de l'opération (SEO) spun éventuel manque de l'indication en
raison d'un failure est facilement détectable pasyisteme. C'est-a-dire, comme défini
dans la section précédente, le failure est détiectatiurellement (FDN) sans nécessiter
aucun matériel supplémentaire et facilement corpgé recalcule. D'autre part, si le
SEO est bien indiqué et un failure se produit aukes CPOs, le failure est non
détectable naturellement (FDN) et donc des mécasssupplémentaires au niveau
matériel pour la détection sont nécessaires afile dembattre sans avoir de hauts codts
au niveau logiciel. Le Tableau 1 résume ces effet§autes transitoires en conformité

avec le CPOs.

Tableau 1: Possibles CPOs d'un systeme perturkf@ydas transitoires

Valeurs aux CPOs
SEO Autres CPOs
OK OK FTN
Inconsistant (0] ¢

Conséquence

Inconsistant Inconsistant
OK Inconsistant
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3.1 L’habilité des systemes asynchrones QDI

Contrairement aux circuits synchrones, les circastgnchrones QDI ont une habilité
naturelle a transformer la plupart des cas de SED#, quelle que soit la technologie
de fabrication de circuit intégré. Cela signifieeda plus grande partie des situations de
failure sont détectables par le systéme QDI sansuraudispositif matériel
supplémentaire. Cette propriété naturelle d'unutir®DI est justifiee par son

architecture.

Une architecture QDI contrdle la séquence de sonde données a la fin de chacun
de ses cycles d'itération. Chaque cycle doit atmites les phases du protocole de
handshaking, comme illustré dans la Figure 3, pample. Tout événement qui
perturbe les phases du protocole peut conduireydeerme a perdre de sa séquence
correcte des données. Cette perte de synchromisatitve les phases d'un cycle induit
un blocage (du anglais deadlock) sur le flux dendes du systéme dans la plupart des
cas de SE (MONNET; RENAUDIN; LEVEUGLE, 2007-b; MO@GRet al, 2003). En
effet, un cycle d'itération ne parvient pas a teenison objectif et donc un élément de

donnée est perdu ou un autre supplémentaire €séins

Normalement, dans le protocole en quatre phases,sitnation de deadlock se
produit quand un SE est généré dans un élémenedeire d'un stage N d'un systeme
en commutant de / vers une donnée valide ou inéevers / de une donnée invalide. Ce
scénario genere en effet un acquittement erroeét{a-dire, un acquittement a I'état
logique inverse) vers le stage précédent N-1 daesys Alors, par exemple, une
donnée valide dans un élément de mémoire de le $tadjun systéme peut étre perdu
(c'est-a-dire, devenir une donnée invalide) avaetlg stage suivant N+1 du systeme ait
traité et fait le acquittement de lui. Comme laegionséquence, la communication entre

les stages est cassée et un deadlock est cam@ctéris

Dans une premiere impression, ce scénario de ddadpeut sembler un
comportement qui disqualifie les systemes QDI. &fmi$, la majorité des architectures
QDI comptent leurs éléments de données ou mémeaatitg de cycles d'itération afin
de signaler un SEO. Par conséquent, un éventudladiatoujours perturbe ce compte
et ainsi il n'y a pas indication de SEO et un FDNva toujours. D'autre part, la quasi-
totalité des cas de FNN sont facilement détectalplass la mise en ceuvre des
mécanismes d'alarme a faible codt (MONNET; RENAUDINEVEUGLE, 2006-c;
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2007-b; MOORE et al, 2003), qui identifient lestgtde données interdits dans le

protocole.

En fait, les chemins de données multi rail desudiscQDI permettent classer les SEs
en raison du a fautes transitoires uniques dans tas (MONNET; RENAUDIN;
LEVEUGLE, 2006-c; 2007-b):

* Donnée générée: un élément de donnée invalide rdemreélément de donnée
valide, par exemple, le bloc de mémoire dual railalFigure 2 changeant un bit
comme 00=>0 ou 00=40;

» Donnée disparue: un élément de donnée valide verglément de donnée

invalide, par exemple, 01=8®mu 10=>0, et

* Donnée corrompue: un élément de donnée interditeyéséré, par exemple,
01=>11 ou 10=>1.

Tous les cas de données corrompues causent un BNdhe donnée interdite est
interprétée par le systtme comme une donnée vahdesi I'état logique de
I'acquittement n'est pas modifié et un deadlocls@@roduit pas. Ces cas de FNN sont,
cependant, détectables en ajoutant un trés sinrplétal'alarme (MOORE et al, 2003).
D'autre part, seulement quelques cas de donné&ségdnet de données disparues ne
produisent pas un deadlock, c'est a dire, un FNNONMET; RENAUDIN;
LEVEUGLE, 2006-c; 2007-b). Tous les autres cas,rgprésentent la majorité des cas
de SEs, produisent un FDN.

Comme les effets nocifs de fautes transitoires dest FDN ou les FNN,
conformément au tableau 1, ainsi la majorité diessons de failures dans les systémes
asynchrones QDI peuvent facilement étre élimin@éspar la détection naturelle soit

par les mécanismes d'alarme.

3.2 L'inhabilité des systémes synchrones
D'autre part, les cas de SEs dans les circuitshsgnes difficilement entrainent un
FDN. Par conséquent, la plus grande partie des cabdsent un FNN et ainsi des

systemes synchrones n'ont pratiquement aucunei@opaturelle pour la détection.

Notamment, la présence de la période fixe d'horfgayantit la synchronisation des

données du systeme. En conséquence, contrairemgntiscussions de la section
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précédente pour les circuits asynchrones QDI, taphis part des cas de SEs, le SEO
est indiqué et ainsi un FNN est généré au lieu &#DiIN. Cas de FNN sont donc

prédominant dans les circuits synchrones.

Les quelques cas de génération de FDN sont suattitiués a des perturbations
dans les registres qui comptent le nombre de cytligsration, car ces éléments de
mémoire aident dans la mise en ceuvre du SEO. Ea,dautes transitoires, soit dans
les circuits combinatoires qui génerent ce SEOdaiss les circuits de I'arbre d'horloge,

peut également causer un FDN.

4 La résistance aux multiples fautes transitoires

Des multiples événements de perturbation ou ménse &e&nements uniques
peuvent créer des multiples fautes transitoires Seiations de fautes, qui ont plus
faible probabilité que les fautes transitoires uei} peuvent créer des plus graves effets
nocifs car plus d'un bloc de mémoire peut étreupleét et ainsi des multiples SEs
peuvent étre générés dans les circuits synchroeesgoie dans les asynchrones QDI.
En réalité, fautes transitoires peuvent perturlesrdifférents blocs de mémoire (comme
ceux éléments de mémoire sur la Figure 2) simutiemé ainsi qu'a des différents

instants.

Les effets nocifs de multiples fautes transitoisesaient plus critiques si leurs
probabilités d'occurrence fussent plus élevées.fdiinles systémes devraient étre

protégés en utilisant encore plus de la redondpogefaire face a ce tel phénomene.

En outre, comme les techniques de protection saeséds en la redondance, les
fautes en se produisant simultanément dans daesgeaetiondantes peuvent confondre
les éléments de détection (qui font la techniquen liravailler) en les conduisant a
faillir. La plupart des approches de protectiontsdonc vulnérables aux effets des

multiples fautes transitoires.

L'analyse des effets de multiples fautes trangigoifans les systemes synchrones est
assez semblable a la discussion mise en évidemselalaection précédente. Toutefois,
comme il y a plus des événements de fautes dansyistemes, la probabilité
d'occurrences de SEs en raison de multiples fardaasitoires, et donc d'un FNN, est

évidemment plus élevé que dans les cas d'occurdenfarites transitoires uniques.
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D'autre part, dans les systemes asynchrones @btutrence de multiples fautes
dans différents blocs de mémoire (comme dans lar€&ig) suit également les mémes
conséquences discutées dans la section précédlgndedonc une chance énorme qu'ils
entrainent un FDN. Le méme scénario se produiésirdultiples fautes transitoires sont

générées a des instants différents.

Toutefois, des multiples fautes transitoires empreeluisant dans un méme bloc de
mémoire d'un systeme QDI peuvent également entrd@gemultiples SEs et donc pour
la codification double rail, par exemple, ils prgquent un FNN dans la plupart des cas.
En réalité, les situations de SEs sont: Q0E>ui est un cas de donnée corrompue qui
probablement génére un deadlock (c'est-a-dire,M)fet 01=40, ou 10=201, qui ne
produisent pas normalement des deadlocks (dond-Né&§ car elles tiennent I'état
logique de I'acquittement. Monnet (2006-c) class#iinsi un nouveau cas de SE, en plus
de ceux présentés dans la section précédentegmfautes transitoires uniques dans les
systémes de QDI:

« Donnée modifiée: un élément de donnée valide eststormé en un autre

élément de donnée valide, par exemple, A0wou 10=X%1

Malheureusement les cas de données modifiéespasnine solution naturelle pour
étre combattus, et donc ils nécessitent de mécasisia protection supplémentaires.
Toutefois, comme bien discuté a la section prédégées cas de données corrompues
qui ne devient pas un FDN sont facilement déteesaphar un mécanisme d'alarme a
faible colt (MOORE et al, 2003).

En outre, en utilisant la codification M-out-of-Mnglti-rail), ce qui est tout a fait
normal dans la conception de circuits QDI, les ckande cas de données corrompues
sont beaucoup plus élevées, car il y aura unegrusde redondance codification. Par
conséquent, la probabilité que les données inesrdie produisent est plus élevée, et
donc plus des cas de SEs sont détectables pardanmgne d'alarme ou méme en
générant naturellement des deadlocks (FDN). Ungisaldonc pour réduire les cas de
données modifiées est utiliser une plus élevéeficaton M-out-of-N que le double

rail (c'est-a-dire 1-out-of-2).

Méme si les systemes asynchrones QDI sous mulfglgss transitoires n‘ont pas le

méme performance pour générer des FDN que lestisitgsade fautes transitoires
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uniques, ils ont, néanmoins, des meilleurs mécagssmaturels de protection contre ces

multiples fautes que les circuits synchrones.

5 La résistance aux fautes transitoires de longueudte

Les effets nocifs des fautes LDT, typiques dansO&§'s, sont presque toujours
désastreux pour les circuits synchrones. Par exerapltransitoire qui commence dans
la seconde moitié d'un cycle d'horloge et finit gla@s le cycle suivant: un scénario de
SE est trés probable ainsi qu'un FNN. En outre,gies colts dans le systéeme sont
nécessaires pour combattre cette telle faute LDISEDA; ERIGSON; CARRO,
2007).

Néanmoins, ces fautes dans les circuits QDI génhéien FDN dans la plupart des
cas de SEs. En fait, la probabilité d'un deadlastkpdus élevée pour les fautes plus
longues, vu que le transitoire reste plus longtedgs un chemin du circuit et, donc,
les peu chemins sensibles aux délais sont facileatezints. La chance d'éléments de

données soient perdues ou insérées est plus grande.

En outre, méme des cas de données corrompuesecfaatds uniques, qui générent
toujours FNN dans les technologies submicronigpesivent produire des deadlocks
(c'est-a-dire des FDN) dans les DSTs. Ces cashdapg se produisent lorsque les
fautes LDT sont générées dans les éléments dunsys@DI qui sont sensibles aux
délais. Il y a donc une importante chance d'un SEaéson d'une donnée corrompue
étre suivi dans la phase suivant du protocole paauire SE qui produit un deadlock.
Par conséquent, une faute plus longue peut gédésemultiples SEs en séquence.
Comme les scénarios de SEs restent plus longtem|as mupart d'eux causent des
deadlocks (comme expliqué dans les sections pratgxje des fautes transitoires de

longue durée ont une probabilité plus élevée poadyre un FDN.

6 L'analyse d’'une étude de cas

Une étude de cas d'un crypto-processeur DES (agldia Data Encryption
Standard) en versions asynchrone QDI et synchroméaévaluée en utilisant la
méthode basée des simulations présentée dans (BAET@I, IOLTS 2009-b). Des
résultats supplémentaires liés a des injectiorfautes transitoires uniques sont montrés

dans les Figure 4 et 5.
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La Figure 4 illustre a I'axe vertical I'habilité dystéme a détecter les FDN. A l'axe
horizontal, les deux figures indiquent le rappags dlurées de fautes transitoires avec
des périodes de cycles, qui sont la minimale péraidorloge dans le circuit synchrone
et une moyenne dans le circuit asynchrone. Des graisdes valeurs dans ce rapport
représentent transitoires plus longues et donc siEmarios typiques de fautes
transitoires si les circuits sont congcus a pamis @STs, ou les durées de fautes sont
dans l'ordre de périodes de cycles (LISBOA; ERIGSOANRRO, 2007). Par exemple,
la Figure 4 montre que le systéme QDI (courbe du a@&ync) est capable de détecter
naturellement autour de 30% des cas d'injectiofadies dans un rapport durée/période
de 95% (c'est-a-dire, la durée de la faute traimsitest égale a 95% de la période de
cycle). Cela signifie que 30% des cas entrainenEDN et 70% soit un FTN soit un
FNN. La Figure 4 donc illustre que le des_asynasamn scénario de faute transitoire
(c'est-a-dire, dans un élevé rapport durée/péraaled5%) qui est typique dans les
DSTs, a un plus grand nombre de cas de FDN quecigitcsynchrone (des_sync). En
réalité, le nombre de cas de deadlock dans le ggsc augmente significativement en

fonction de plus longues durées de fautes trans#oi
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La Figure 5 montre a l'axe vertical I'habilité dgs®eme a tolérer les fautes (c'est-a-
dire, les FTN) et a détecter les FDN. La versionl @t une tendance constante autour
de 80% apres une légere réduction initiale. Au rair®, une tendance a la baisse est
toujours présente dans le circuit synchrone. Ceadatra que la réduction de son cas
particulier de masquage de la fenétre de stocldigeyté dans une section précédente,
joue beaucoup plus que la diminution de masquageirduit QDI. Dans le rapport
durée/période de 95% en observant la Figure 4 etBron 50% des cas d'injection de
fautes dans la version QDI (80% de la Figure 5 s\8P6 de la Figure 4) entrainent un
FTN, 30% un FDN (& partir de la Figure 4), et 2086RNN (100 % moins 80% de la
Figure 5). D'autre part, la version synchrone damséme condition de DST présente
un FTN dans 42% des cas, un FDN dans 1%, et un @@ 57%. Si la version QDI
fat réalisée en utilisant des alarmes (MOORE ef@03), sa habilité de la Figure 5
serait portée tres proche de 100%, méme sous lgssfd DT dans les DSTs. Par
conséquent, il est évident de conclure que lee$auDT dans les DSTs peuvent étre

mieux traités dans le circuit asynchrone QDI.
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6 Conclusions

Ce résumé de thése illustre pour la premiére fombilité naturelle des circuits
asynchrones QDI pour résister aux fautes transga@ous les conditions de DSTs. Des
systemes QDI ont une meilleure performance queslaomologues synchrones pour
naturellement détecter les fautes LDT soient alkss la logique de calcul soient dans
les éléments de mémoire. En outre, ils ont des nigo&s naturels (en réalité la
codification multi-rail et ses éléments de donniéésrdites) qui rendent plus facile la
détection d'erreurs méme sous des multiples fargasitoires. Enfin, les systemes QDI
englobent ces caractéristiques avec leur prop@&énaturelle. Cela permet de tolérer
la plupart des cas de fautes de délais, qui sgotalhui aussi un grand défi dans les
DSTs.
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