N

N

Noise sources in robust uncompressed video
watermarking

Corneliu Octavian Dumitru

» To cite this version:

Corneliu Octavian Dumitru. Noise sources in robust uncompressed video watermarking. Other.
Institut National des Télécommunications, 2010. English. NNT: 2010TELE0001 . tel-00541755

HAL Id: tel-00541755
https://theses.hal.science/tel-00541755
Submitted on 1 Dec 2010

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://theses.hal.science/tel-00541755
https://hal.archives-ouvertes.fr

Tt U P m C
Management
SudParis

IREi PARIS

Ecole Doctorale EDITE

Theése présentée pour I’obtention du diplome de
DOCTEUR DE L'INSTITUT NATIONAL DES TELECOMMUNICATIONS

Doctorat délivré conjointement par
L’Institut National des Télécommunications et I’Université Pierre et Marie Curie - Paris 6

Spécialité : Télécommunications

DUMITRU CORNELIU OCTAVIAN

Les sources de bruit
dans
le tatouage robuste de vidéo non-compressée

Soutenue le 11 Janvier 2010 devant le jury composé de :

Pr. Patrick GALLINARI Président

Pr. Frédéric TRUCHETET Rapporteur

Pr. Peter SCHELKENS Rapporteur

Pr. Patrick GALLINARI Examinateur

Pr. Christine GRAFFIGNE Examinateur

Dr. Gérard MOZELLE Examinateur

Pr. Inge GAVAT Invitée

Pr. Frangoise PRETEUX Directeur de these
MdC. Mihai MITREA Co-encadrant

Thése n° 2010TELE0001






INSTITUT
uPmc
SudParis

IAA{M PARIS ﬁ%m' ﬁ%ml

PhD THESIS
UNIVERSITY PIERRE and MARIE CURIE

Noise Sources
in

A S

ey

Robust Uncompressed Video Watermarking

Corneliu-Octavian DUMITRU






“The mind is (ike an umbrella - it only works when it is open.”
Sir James Hopwood Jeans (1877-1946)

(British physicist, astronomer and mathematician, Royal Astronomical Society, 1922)






Table of Contents

Acknowledgement .....cccevviiiiiinniiiiiinnniccscsnnnsccscsnnsccsscnnnscesscnnnses  AK

Abstract —English .....ccccoiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiinnniccsenneeeee. AE.1

PN 1Y > T Al 2 ) 1 1ol 1 . § O |

Preface ...t e et e e e e e e e e e aanaaes P.1
Chapter I: The Watermarking Challenge ................cccccccoiiiiiiiimnninnnnnnn. I.1

I.1. Piracy in the Information SOCIELY ..........ooiuieiuiii e, I3

1.2. Robust Watermarking Framework: Definition and Properties .............cccocoeieiiiinn. 1.4

1.2.1. Watermarking PrOperties .........ccvivveeerintiniieit it 1.4

1.2.2. Watermarking AttaCKS .. ...ccoveioiiiieee e 1.6

1.2.3. Benchmarking Tools for Watermarking .................ccooiiiiiiiiiiiiiiniine.. 1.8

1.3. Watermarking Applicative Panorama ...............oooiiiiiiiiiiiii I.12

1.4. Applications vs. Watermarking Properties ...........c.co.oiiiiiiiiiiiiiiiiii I.14

LS. Commercial ProdUCtS ........o.ouiiiii i L.16

L.6. L0703 4 1od 1315 [ ) & P 131

L7. RETEICICES .. .ottt e 131
Chapter II: Theoretical Background .................ooooiiiiiiininriiiiiiimeneneeinnnnns I1.1
I1.1. INErOAUCTION ...uee e e I1.3

I12. Random Variables ...........couiiiiinitii e I1.3

11.2.1. ProbabiliStic SPACE .....vivitit it I1.3

11.2.2. Definition Random Variables .............cooiiiiiiiiiiiii i IL.5

11.2.3. Probability Density Function and MOmMents ..............ccocvevuiiiiinniiiiiinea.. IL.5

I1.2.3.1.  Probability Density FUnCtion ..............c.oeoiiiiiiiiiiiiiiiiieieeieee e IL.5

TL2.3.20 0 MOMENLS ..oneettt et e 1.7

11.2.4. Two and Multi-Dimensional Random Variables .........................ooo 1.7

IL.3. RaNdOm PrOCESSES ... uunni ettt 1.9

I.3.1. DefINItIONS .. .oeetee e 1.9

11.3.2. Statistical DeSCIIPHIONS ......ouiet ittt e 11.10

11.3.3. AVETrage ValUes ......o.oiuiiii IL.11

11.3.4. Stationarity and Ergodicity ...........ooviiiriiiiiiiii i II.13



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

11.4. Information Theory: Models and DesSCription ..............cocouiuiiiiiiiiiiiiiieeiiaaene, 11.14
11.4.1. INfOrmMation SOUICE ... ..cuiuitit ittt 11.14
11.4.2. NOISY Channel ........ooviniiiii e e II.16

ILS. Basic Tools in Probability EStImation ..............cc.cooeiiiiiiiiiiniiiiieieeeieeeeans I1.18

I1.5.1.  Finite Gaussian MIXTUTES .........ououiuninininiii ittt I.19

IL5.1.1.  Maximum Likelihood EStimation .........c..c.cecevereniiiienieiiiiiinccencsccceeee 11.20

IL5.1.2. EMalgorithm ....oooooi e Ir.21

I1.5.1.3.  Properties of the EM algorithm ..................ooiiiiiiiiiii e I1.23

11.5.2. Confidence LIMILS ....oiuueiiiii it e 11.23

ILS.2.10 Presentation .........o.ouiuiiiit ittt ettt 11.23

I1.5.2.2.  Probability EStIMation .............ociiiuiitiiii i 11.24

11.6. COMCIUSION ettt 11.25

IL.7. RETEIENCES .. .onveti e I1.25
Chapter III: Natural Video Modelling for Watermarking Purposes ....... 1.1

ILT. Previous ReSUltS ... e 1.3
IL1.1. State of the art on 2D-DWT coefficient modelling ..................coovviieiinn. . 1.3
II.1.2. State of the art on 2D-DCT coefficient modelling ..................coooiiiiiiiin.n. 1.6

II.2.  New Method for Video Modelling — ART.MOD-V .........c.oiiiiiiiiiiiiiiiiiiiiiee, 1.8
1r.2.1. Algorithm — ART.MOD-V ..o, 1.9
11.2.2. Step A: Natural Video Representation ................cooiiiiiiiiiiiiiiiiiiiinann, I11.14
111.2.3. Step B: Pdf Estimation for Natural Video ..............coooviiiiiiiiiiiiiiiiii 1117
111.2.4. Step C: Model Validation ............c.ooeeriiiiiiii i, 111.20

I1.3.  Experimental TESUILS .......ouiuiieit ittt e 1I1.23
11.3.1. VIO COTPUS ..ttt ettt ettt e et e e et et e et e ene s 111.23
111.3.2. Statistical MOdELS .......o.iuiniiiii 111.24

II.3.2.1. The 2D-DWT coefficients modelling .............ccoeevieriiieneiieneeieeeee, 111.24
II1.3.2.1.1. Model COmMPULAtioN ........oeieeieie ittt et ee e 111.24
I1.3.2.1.2. Model Validation ...........ccoiviireetiiiiii i e e, 11.27
II1.3.2.1.3.The Dependency of the Error with the Number of Gaussian

Distributions in the MiXture .........c.ooeiiiiiiiiiiiiii s 131

11.3.2.2. The 2D-DCT coefficients modelling ..............coooeiiiiiiiin.n. 11.32
[11.3.2.2.1. Model COMPULALION .. ..eneneiit et 111.32
111.3.2.2.2.Model Validation .............oouiiiiiiiiiii e 111.38
111.3.2.2.3. Define a General Model ........cccoveiniiiniiiiiiii e, 111.41
I11.3.2.2.4. General Model Validation ...............c.coiiiiiiiniiiii e 111.42

II1.4.  Informational DEeSCIIPLION .......eiuirint ittt ettt e e e sre e saeeneens 111.45

ILS. COMCIUSION ..ttt e, 111.49

IILO.  RELEIENCES ..uvutetii e e e e 111.50

il



Table of Contents

Chapter IV: Watermarking Attack Modelling .....................ceoeirirnnnnnee.
IV.I. Previous Results ...
IV.2.  New Method for Attack Modelling — ART-MOD-A ........cc.cccoiiiiiiiiiiiiiiiiiiiianne.

IvV.2.1. Step A: Attack Effect Representation ........ccccoceeviiiriiriiiiiiiieeieiieeeannnn
v.2.2. Step B: Pdf Estimation for Attacks .........ccoccuevieiiiiiieiiiee e
Iv.2.3. Step C: Model Validation ...........cccceiveriiiieiieieiieis et
IV.3. Experimental ReSUILS ......o.oiii i
IV.3.1. VIACO COTPUS ettt ettt et et e e s
Iv.3.2. Statistical Models .........c.oiiii
IV.3.2.1. The 2D-DWT coefficients modelling ................occoiiiiiiiinenin,
IV.3.2.1.1. Model Computation ............o.eevuiieeneiiiieieeieeeeeenens
Iv.3.2.1.2. Model Validation ..........c.cooiiiiiiiii
1V.3.2.1.3. Comparison between (2,2), (4,4) and (9,7) DWT ...............
Iv.3.2.2. The 2D-DCT coefficients modelling ...........cccoooevinenieiiiiin i
1v.3.2.2.1. Model Computation ............o.eeveriirieiniiiieeeenaeanannnn.
1v.3.222. Model Validation ...........ccoeeireinirieiniini e
V.4,  Watermarking Capacity ASSESSIMENT ... .....urintietitetet ettt ettt ereeeeerenaenens
IV4.1. Capacity Computation Methods ...........ooiriiiiiiiiiiii e
Iv.4.2. Shannon’s Classical Formulae ...,
Iv.4.3. Capacity Method based on Gaussian Mixtures — ART.CAP-A ..........ccccceeveunucne
V.44 The Blahut—Arimoto Algorithm ......... ... e
IvV.44.1. The Discrete Blahut—Arimoto Algorithm ...........cc.o....oool
1IV.44.2. The Continuous Blahut-Arimoto Algorithm (J. Dauwels) ...............
Iv.4.43. Others Extension of the Blahut—Arimoto Algorithm .....................
Iv.4.s. Capacity Evaluation ...
Iv.4.5.1. Capacity for the 2D-DWT ...
IV.4.52. Capacity for the 2D-DCT ......coooiiiiii i,
IV.4.53. Relative Error in Capacity Evaluation ....................cooiiiiiin,
IV.4.5.4. Watermarking Capacity vs. Multimedia Applications .............c.c.........
IV.5.  The Attack Modelling in Real—life ..o,
IV.6.  CONCIUSION ...ttt e
IV.T. REIEIENCES ...t e
CONCIUSION ......oeeiiiiiiiiiiiiiiiiii et

Appendix 0: Probability Distributions Involved in the Experiments ........

Appendix I: Natural Video Modelling ..............cccoooviiiiiiiiiiiiiiiiimnniinnnnnnn.

il

Iv.i1

Iv.3
Iv.7
Iv.7
V.9
Iv.10
V.11
V.11
V.11
Iv.12
Iv.12
Iv.14
V.19
Iv.23
Iv.23
V.24
Iv.30
Iv.31
Iv.32
Iv.32
V.33
V.33
V.34
V.35
1v.37
Iv.38
V.41
V.43
V.44
Iv.46
Iv.48
Iv.48

C.1

A.0.1

ALl



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Appendix II: Gaussian Hypothesis ....oo..cccoooiiiiiiiiiiiiiiiiiiniiiiiiiiveieeeees A.IlL1

Appendix III: Attack Modelling ............ccoovvveeeernriiininccenvnesnnneeeeeeneeneee. - AJILL

Appendix I'V: Shannon Capacity vs. Multimedia Applications ................. AlV.

Published Papers ........ccoouuueiiiiiiiiiiiiriicirineccccerreieeee e cssrsesenssessssssnsseeseeeeeeens ALV

v



Acknowledgement:

First, I would like to thank my supervisor, Professor Frangoise PRETEUX, for giving me the
opportunity to join the ARTEMIS group at Télécom SudParis (ex. INT) and to do the research in her
laboratory for the last three years and a half.

Second, I would also to thank to my co-supervisor, Dr. Mihai MITREA, for bringing the
problem of natural video and watermarking attacks modelling to my attention, for his guidance, and

good discussions.

Next, I would like to express my gratitude to Professor Frédéric TRUCHETET and Professor
Peter SCHELKENS for the time spent in reviewing this thesis, and for their helpful comments on
improving its content. I am also thankful to Professor Patrick GALLINARI, Professor Christine
GRAFFIGNE and Dr. Gérard MOZELLE that have agreed to be members of the examination jury.

My foremost acknowledgment must go to my Professor Inge GAVAT, invited member of the
jury, for her support in every aspect from the beginning of my career as a young researcher in 2001.
Professor Inge GAVAT was the one who persuaded me to continue my studies and inspired me with
her enthusiasm on research, her experience (in the field of signal processing especially speech/audio
recognition but also in the field of information theory), and her good advice (scientific and personal).
In particular, I thank her for the opportunity she gave me to work in a team so valuable as that Human

Machine Interface.

My thank also goes to Dr. Catalin FETITA, Dr. Marius PREDA, Dr. Titus ZAHARIA and
Dr. Nicolas ROUGON, Associate Professors at the ARTEMIS Department for their stimulating and

unconditional help.

I am grateful to Ms. Evelyne Taroni, for her continuous support and making the administrative

work seems easy.

I thank all my former and actual ARTEMIS Department colleagues: Adriana, Afef, Amaury,
Andrei, Ashutosh, Benoit, Blagica, Franck, Ivica, Khaled, Kuang Che, Louis-Arnaud, Maher, Marc,
Margarete, Marwen, Matthieu, Perrine, Thomas, Sameh, Son-Minh, Srgjan, Van Luyen for making the
life in the laboratory enjoyable and sometimes fun. Special thanks to my two officemate Sorin and

Veronica. Of course, it is impossible to mention everyone; I apologize to those whom I omitted.

AK-1



Without giving names, I would like to thank to all special people from the “Romanian Group”

I met here in France (especially in Paris, Limours and Evry).

I owe special gratitude to my parents and my family for their continuous, unconditional love
and support, and for giving me the strength and motivation to overcome all difficulties especially in

the last year.

AK-2



Abstract:

The process of imperceptibly and persistently inserting into a digital content of some
additional information is referred to as watermarking. Watermarking is a viable solution to a large
variety of multimedia applications like authentication, broadcast monitoring, copy protection,
e-Commence, rights management, etc.

The original content may be a still image, an audio or video excerpt, some 3D data, a text...
The additional information generally refers to some copyright information (a logo, time stamp, etc)
and will be referred as watermark.

The digital watermark needs to be transparent (imperceptible) and robust against the attacks
(which are transforms designed by malicious users in order to damage or eliminate the watermark
from the watermarked content).

From the theoretical point of view, a watermarking system can be modelled as a noisy
channel. The watermark is a sample from the information source and should be recovered at the
detection side. The elements that make the watermark detection difficult can be modelled as the
channel noise, namely: the original content (be it represented into some transform domain or not) and
the attacks. The watermarking procedure itself plays the role of the modulation technique.

This model brings into evidence that the design of a reliable watermarking technique cannot
be achieved without an in-depth knowledge of the noise (i.e. original content and attacks) statistical
model. Despite suspicion, reticence and even contradictory results, in the absence of any sound

theoretical result, such a model is generally assumed to be Gaussian.

The present thesis clarifies this problem: it focuses on natural video and attack modelling for
uncompressed video watermarking purposes.

By reconsidering a statistical investigation combining four types of statistical tests, the thesis
starts by identifying with accuracy the drawbacks and limitations of the popular Gaussian model in
watermarking applications. Further on, an advanced statistical approach is developed in order to

establish with mathematical rigour:

1. that a mathematical model for the original video content and/or attacks exists;

2. the model parameters.

From the theoretical point of view, this means to prove for the first time the stationarity of the

random processes representing the natural video and/or the watermarking attacks.
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These general results have been already validated under applicative and theoretical
frameworks. On the one hand, when integrating the attack models into the /Protect watermarking
method patented by Institut Télécom/ARTEMIS and SFR, a speed-up by a factor of 100 of the
insertion procedure has been obtained. On the other hand, accurate models for natural video and
attacks allowed the increasing of the precision in the computation of some basic information theory

entities (entropies and capacity).
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Résumé

Le tatouage numérique s’impose aujourd’hui comme une solution unificatrice pour un large
éventail d’applications multimédia, depuis la protection des contenus numériques jusqu’au contrdle de
leur diffusion sur tout type de support.

Le principe du tatouage consiste a insérer une information additionnelle, appelée marque, au
contenu du média d’origine, qu’il s’agisse des données image, audio, vidéo ou graphique 2D/3D.

Les enjeux scientifiques et méthodologiques du tatouage, illustrés figure AF.1, concernent :

1. lataille de la marque, i.e. la quantité d’information optimale a insérer,

2. la transparence, i.e. I’imperceptibilité des données additionnelles par rapport au contenu

d’origine,

3. larobustesse, i.e. la capacité a détecter la marque tout au long du cycle de vie du contenu

marqué et en particulier apres tout type d’attaque.

Du point de vue de la théorie de I’information, un systéme de tatouage peut étre modélisé
comme un canal de bruit (figure AF.1). La marque est un échantillon de la source d’information, qui
doit étre retrouvée a la détection. Tous les autres éléments, i.e. le contenu d’origine (représenté dans le
domaine d’une transformée ou non), ainsi que les attaques (malveillantes ou non) correspondent au
bruit de canal. La procédure du tatouage elle-méme joue le role de la modulation.

Dans ce cadre, concevoir une procédure de tatouage efficace nécessite de modéliser le bruit de
canal.

Cette thése traite de ce verrou théorique pour des vidéos naturelles. Les contributions
scientifiques développées dans la thése ont permis :

1. De réfuter mathématiquement le modéle gaussien en général adopté dans la littérature

pour représenter le bruit de canal.

2. D’établir pour la premicre fois, le caractére stationnaire des processus aléatoires
représentant le bruit de canal, la méthode développée étant indépendante du type de
données, de leur traitement et de la procédure d’estimation.

3. De proposer une méthodologie de modélisation du bruit de canal a partir d’'un mélange de
gaussiennes pour une transformée aussi bien en cosinus discréte qu’en ondelette discréte et
pour un large ensemble d’attaques (filtrage, rotation, compression, StirMark, ...). L intérét
de cette approche est entre autres de permettre le calcul exact de la capacité du canal alors
que la littérature ne fournissait que des bornes supérieures et inférieures.

4. Les contributions technologiques concernent l’intégration et I’implémentation de ces
modeles dans la méthode de tatouage [Protect brevetée par 1’Institut Télécom/ARTEMIS

et SFR avec un gain en temps d’exécution d’un facteur 100 par rapport a 1’état de ’art.
AF-1



T

Génération de
Insertion
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&

Vidéo originale

Détection

Figure AF.1. Schéma de tatouage mod¢lisé par un canal bruité.

A noter que toutes les activités de cette thése ont été réalisées au sein du département
ARTEMIS et en liens plus on moins étroits avec les partenaires industriels de différents projets du
département comme, SFR (dans le cadre des projets TAMUSO et DWD) et HD3D SAS (dans le cadre
du projet HD3D-I10 du pole de compétitivité — CapDigital).

La thése est structurée en quatre parties :

L Partie I - Introduction

La premicére partie a caractere introductif est organisée en deux chapitres.

Le premier présente le contexte du tatouage numérique, depuis les enjeux économiques liés
aux pertes financiéres considérables dues au piratage numérique, jusqu’a D’offre hétérogene de
produits commerciaux, encore inadaptés aux besoins des applications. Il en ressort que ’approche
pragmatique actuellement mise en place reste peu efficace et montre la nécessité de disposer d’un
cadre théorique fiable et unitaire pour le tatouage numérique.

Le deuxiéme chapitre traite de ce défi et décrit les fondements théoriques sur lesquels reposent
les méthodes et les expériences développées dans la deuxiéme et troisiéme partie de la thése. Ainsi,
définitions, propriétés et modeles mathématiques relevant des variables et processus aléatoires, de la

théorie de l'information et des statistiques sont ils rappelés et discutés au regard du probléme posé.

II. Partie II — Modélisation de la vidéo naturelle

La deuxi¢me partie de la theése (Chapitre 3) est consacrée a la modélisation mathématique de
vidéo naturelle. Aprés avoir identifié les limitations théoriques et applicatives des méthodes de I'état
de I’art, un nouvel algorithme ART.MOD-V est introduit. Il s’agit d’une procédure statistique originale
qui permet de gérer mathématiquement les difficultés générales liées a la dépendance des données
vidéos et a leur non-stationnarité a priori. Les modéles, pour les transformées les plus couramment

utilisées (TOD — transformée en ondelette discréte et TCD — transformée en cosinus discréte), sont
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calculés et discutés. Nous avons établi qu'ils peuvent étre considérés comme des valeurs de référence
pour la vidéo naturelle : les modéles ne dépendent pas de la séquence vidéo sur laquelle ils ont été
calculés, ils sont indépendants de la procédure d'estimation, et leur précision est tres élevée (erreurs

relatives moyennes entre 5% et 10%).

II.1. Description de I’algorithme

ART.MOD.V est structuré en deux parties: calcul du modéle et validation du modele.

Les étapes (étape A et étape B) du calcul du modele sont illustrées sous forme
d’organigramme figure AF.2.a. L’étape A est dédiée au pré-traitement de la vidéo et a la
transformation TOD / TCD afin de disposer du vecteur des coefficients apres échantillonnage. L étape
B concerne la définition et le calcul du modele par mélange de gaussiennes : 1’étape B est appliquée
successivement a chaque rang r =1, 2, ..., R obtenu a I’étape A.

L’étape C correspond a la validation du modéle (figure AF.2.b) pour en préciser la généralité,
i.e. son indépendance par rapport a la

e C — (1) : mesure de similarité et la définition de I’erreur (entrée : le modéle p(x) et les D
estimations f)i(x); sortie : confirmation/infirmation du modele p(x)).

e C — (2): séquence vidéo (entrée: le modéle p(x) et les D estimations f?i(x); sortie :
confirmation/infirmation du modele p(x)).
e C — (3) . procédure d'estimation - appliquée pour chaque rang (entrée : le modeéle p(x) et les

R vecteurs rang ; sortie : confirmation/infirmation du modéle p(x)).

I1.2.  Résultats expérimentaux

Le corpus expérimental est composé de 10 séquences vidéos, issues de différents films
d’environ 25 minutes (35000 trames) chacune. Les contenus sont hétérogenes. Chaque vidéo est codée
en DivX en basse et haute qualité :

e trames de 192x80 pixels codées a 64 kbit/s, correspondant a un débit pour un réseau
mobile ; c’est le cas illustré dans ce résumé ;

o trames de 640x480 pixels codées a 512 kbit/s correspondant a une distribution par
Internet ; ce cas est détaillé dans le mémoire.

En I’absence de toute preuve mathématique concernant la stationnarité/ergodicité de la vidéo
naturelle, ces 10 séquences ont été considérées soit individuellement, soit sous forme combinée, selon
trois schémas :

e VM (Individual Video Modelling) : une seule séquence a été choisie (aléatoirement)
et a été traitée dans les étapes A et B de I’algorithme ; les nr vid = 9 (nr_vid -

number of video). Les autres séquences ont servi a la validation, étape C — (2).

AF-3



e MVM (Multiple Video Modelling) : les éfapes A et B de I’algorithme sont appliquées
a une séquence vidéo composée des quatre-quarts de quatre séquences naturelles. Les
validations de type C — (2) sont réalisées avec des séquences construites a partir des
quarts d’autres séquences (dans les expérimentations de ce type, nr vid = 3).
o MSVM (Multiple Shuffled Video Modelling) : cette expérimentation est similaire a la
précédente, a la différence que les trames des 10 séquences naturelles sont
préalablement mélangées aléatoirement (ici, nr_vid = 3).
Ces trois types de modélisation ont un caractére incrémental, les expérimentations s’arrétant
des lors que le modéele est validé pour les trois méthodes a 1’étape C.
Dans ce résumé, les résultats sont présentés selon la transformation appliquée a la vidéo (TOD

ou TCD) et selon le type de modélisation (IVM, MVM et MSVM).

Résultats concernant la modélisation des séquences vidéos dans le domaine de la TOD.

Le tableau AF.1.a présente les modéles IVM, i.e. P(k), wu(k) et o(k) décrivant un mélange

K 2
de 10 lois gaussiennes p(x)= Y P(k)py(x), pk(x):;exp(_%) (les lignes de ce

k=1 \/@ 202
tableau correspondent aux 3 rangs, » = 1, 100, 200). La figure AF.3 illustre la forme de cette densité
de probabilité et la compare a I’histogramme des coefficients.

Bien que l'erreur ¢ dans le calcul de ce type de modele soit petite (de ’ordre de 4%, cf.
tableau AF.2, col 1), il ressort que le modele ne présente aucune généralité, les erreurs de type ¢ et &’
étant assez élevées (cf- tableau AF.2).

En conséquence, on peut affirmer qu’un tel modele IVM (i.e. calculé a partir d’une seule
séquence vidéo) ne permet pas de représenter une autre séquence vidéo.

L’analogie se poursuit avec le calcul des modeles de type MVM (c¢f. tableau AF.1.b et
figure AF.4). Cette fois-ci, on peut admettre qu’on a obtenu un modele général : les erreurs de calcul
(tableau AF.3, col 1) sont inférieures a 5% tandis que les erreurs de validation €’ (tableau AF.3, col 2)
et &”’ (tableau AF.3, col 3-5) sont inférieures a 10%, Ey; et Ep; étant proches de zéro.

En outre, dans presque tous les cas, ces probabilités calculées via MVM appartiennent a 95% aux

limites de confiance statistique (étape C — (3) dans la validation du modéle p{x)).

Tableau AF.1.a. IVM : hiérarchie des coefficients de la TOD (9,7) d’une vidéo en basse qualité.

Rang Paramétres du modeéle
Pk) | 0,075 0,070 0,074 0,134 0,071 0,131 0,151 0,098 0,060 0,137
1 u(k) 0,575 0405 0,646 0497 0,544 0,535 0,627 0,628 0,654 0,850
o(k) 0,112 0,076 0,138 0,089 0,100 0,098 0,062 0,133 0,140 0,125
Pk) | 0064 0,101 0,056 0,070 0,090 0080 0216 0,073 0,043 0,207
100 u(k) 0,086 0,094 0,084 0,130 0,090 0,090 0,090 0,090 0,100 0,106
o(k) 0,033 0,025 0,035 0,039 0,026 0,026 0,024 0,025 0,040 0,015
Pk) | 0058 0,178 0,057 0,083 0,099 0056 0068 0054 0,157 0,189
200 u(k) 0,041 0,036 0,040 0,059 0,043 0,041 0,043 0,041 0,032 0,033
o(k) 0,013 0,014 0,013 0019 0,012 0,013 0012 0,013 0,007 0,009
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Figure AF.3. Mod¢le IVM et histogrammes calculés pour trois rangs sur la TOD d’une vidéo en basse

qualité.

Tableau AF.1.b. MVM : hiérarchie des coefficients de la TOD (9,7) pour une vidéo en basse qualité.

an arametres du modele
Rang P étres du modél
Pk) | 0,129 0046 0,100 0,133 0,110 0,116 0060 0,133 0,060 0,110
1 uk) | 0574 0685 0443 0566 0314 0383 0515 0514 0431 0,299

o) | 0,125 0226 0142 0,128 0108 0,111 0141 0,141 0139 0,105
Pk) | 0,114 0,110 0,129 0,127 0,069 0,020 0,077 0,129 0,119 0,105
100 | wk) | 0,070 0,053 0,025 0091 0091 0013 0079 0049 0,057 0,107
o) | 0,018 0018 0011 0023 0023 0001 0024 0016 0018 0,019
Pk) | 0,026 0061 0,066 0,154 0,143 0086 0251 0072 0,127 0,013
200 | wk | 0,030 0032 0030 0022 0045 0032 0009 0033 0025 0014
o) | 0,000 0010 0,009 0006 0007 0010 0004 0010 0006 0,001

0 H
1} 0.0z 0.04 0.06 0.08

r=200

Figure AF.4. MVM et histogrammes calculés pour trois rangs sur la TOD d’une vidé€o en basse qualité.

Tableau AF.2. Erreurs de calcul et de validation - IVM.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’ Ey Ex
1 0,039 0,107 0,119 0,176 0,566
100 0,002 0,084 0,097 0,104 0,445
200 0,010 0,061 0,060 0,074 0,223
Tableau AF.3. Erreurs de calcul et de validation - MVM.
Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’ Ey Ex
1 0,038 0,076 0,047 0,012 0,031
100 0,036 0,056 0,081 0,039 0,191
200 0,043 0,047 0,042 0,019 0,178
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Résultats concernant la modélisation des séquences vidéo dans le domaine de la TCD.

L’investigation statistique est répétée maintenant dans le domaine de la TCD, qu’elle soit
appliquée sur des trames complétes (illustrée dans ce résume) ou sur des blocs 4x4 et 8x8 (illustrée dans
le mémoire).

Le calcul des modeles de type IVM (tableau AF.4 et figure AF.5) a mis en évidence le méme
comportement que dans le cas de la TOD : des erreurs de calcul trés petites, mais des erreurs de validation
assez grandes (g’ < 10%, &”* > 75% - tableau AF.5).

L’étape suivante (i.e. le calcul des modéles de type MVM, cf. tableau AF.6 et figure AF.6) a
démontré que I’hypothése de stationnarité ne peut pas encore étre acceptée : les erreurs de validation
(7 <10%, € <75% - tableau AF.7) restent grandes.

En conséquence, dans le domaine de la TCD, le calcul des modeles de type MSVM a été
obligatoire (tableau AF.8): c’est seulement ainsi qu’une méme densité de probabilité a pu représenter
(dans le sens antérieurement discuté) I’intégralité du corpus vidéo : les erreurs de validation (cf. tableau
AF.9)¢’, & et Ey; et Ep; étant acceptables.

Dans presque tous les cas, ces probabilités calculées en utilisant la MSVM appartiennent a 95%

aux limites de confiance statistique.

Tableau AF.4. IVM : hiérarchie des coefficients de la TCD (trame compléte) d’une vidéo en basse qualité.

Rang Paramétres du modéle
P(k) 0,065 0,129 0,065 0,177 0,114 0,099 0,129 0,071 0,064 0,085
1 (k) 5,646 3,361 5,951 4817 4717 4927 8,096 5,710 6,411 5,215
o(k) 1,141 6,894 1,258 5,233 9,309 1,027 9,070 1,170 1,323 8,906
P(k) 0,098 0,088 0,095 0,103 0,055 0,111 0,077 0,073 0,209 0,091
100 (k) 0,670 0,567 0,568 0,603 0,546 0,532 0450 0,567 0,603 0,680
o(k) 0,103 0,120 0,118 0,108 0,124 0,079 0,114 0,121 0,033 0,064
P(k) 0,093 0,171 0,121 0,119 0,126 0,021 0,066 0,102 0,160 0,034
200 (k) 0,382 0,369 0386 0418 0366 0,089 0376 0,386 0,271 0,353
o(k) 0,069 0,031 0,034 0,062 0,048 0,022 0,069 0,069 0,040 0,068

0.4 : : 0.5 : : 0.4

oabo. M. SRR QAo 1 e ] D - ST ]
11T SR, ........... ................

Qb ............. 4 ; azp- ............... ............
: o2F--pmlL - ...............

IEEEEE | ' ] : a1l s | | LT it J
: IRETEE] | | B J : :

o :
0 0.2 0.4 0.6 0.8

r=1 =100 r=200

Figure AF.5. ITVM et histogrammes calculés pour trois rangs sur la TCD d’une vidéo en basse qualité.
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Tableau AF.5. Erreurs de calcul et de validation - [IVM.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’
1 0,026 0,074 0,579
100 0,030 0,078 0,945
200 0,036 0,070 0,901

Tableau AF.6. MVM : hiérarchie des coefficients de la TCD (trame compléte) d’une vidéo en basse qualité.

Rang Paramétres du modele
P(k) | 0,106 0,09 0,012 0,033 0,177 0,081 0,119 0,092 0,031 0,152
1 uk) | 4364 4761 4,490 2,333 1,516 4,704 4437 5,011 2,727 3475
ok) | 8,410 9,726 8,300 1,439 2,999 9,528 8387 1,021 1,546 5,113
P(k) | 0,007 0,040 0,164 0,036 0,043 0,114 0,083 0,113 0,148 0,252
100 u(k) 1,025 0,616 0346 0,610 0,508 0445 0,506 0,675 0425 0,298
o(k) | 0,001 0,021 0,106 0,008 0,099 0,109 0,09 0,064 0,076 0,092
Pk) | 0,097 0,168 0,062 0,080 0,108 0,053 0,108 0,165 0,081 0,078
200 uk) | 0,222 0,385 0456 0,126 0,218 0,296 0,276 0,212 0,295 0,253
a(k) | 0,060 0,033 0,105 0,042 0,060 0,080 0,076 0,061 0,079 0,068
0.4 0.25 0.25
A EEEE! | T I NN [T
D‘I 5 .............................. D‘I 5 .............................
TREEEEE | | | TN 4 RN | | | | e i
DDE ...................... DDS ...................
0 50 100 150 I IR 1 1.5 1] 0.z 04 06 0.a
MVM, r=1 MVM, r=100 MVM, r=200

Figure AF.6. MVM et histogrammes calculés pour trois rangs, sur la TCD d’une vidéo en basse qualité.

Tableau AF.7. Erreurs de calcul et de validation - MVM.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’
1 0,030 0,078 0,678
100 0,044 0,078 0,661
200 0,034 0,100 0,783

Tableau AF.8. MSVM : hiérarchie des coefficients de la TCD d’une vidéo en basse qualité.

Rang Parameétres du modéle
P(k) 0,047 0,384 0,280 0,013 0,055 0,082 0,001 0,053 0,029 0,056
1 (k) 3,336 0,141 0,141 2,348 4,533 5,063 0,149 7,526 5,011 5,745
o(k) 3,524 0,058 0,058 1,469 1,930 3,968 0,058 9,989 8,723 7,853
P(k) 0,027 0,074 0,047 0,214 0,115 0,067 0,054 0,161 0,025 0,216
100 (k) 0,782 0,205 0,434 0,187 0,195 0,079 0,568 0,186 0,255 0,596
o(k) 0,033 0,057 0,108 0,057 0,058 0,007 0,075 0,056 0,078 0,060
P(k) 0,148 0,047 0,081 0,138 0,090 0,115 0,089 0,070 0,106 0,116
200 u(k) 0,154 0,302 0,278 0,372 0,396 0,332 0,268 0,351 0,265 0,313
o(k) 0,040 0,087 0,066 0,021 0,076 0,092 0,044 0,089 0,042 0,091
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Tableau AF.9. Validation du modele MSVM, TCD et quatre rangs.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’ Ey Ex
1 0,004 0,028 0,301 0,122 0,378
100 0,058 0,100 0,308 0,293 0,589
200 0,057 0,096 0,154 0,106 0,449

I1.3.  Conclusion

Cette deuxieme partie de la thése a permis de déterminer pour la premiere fois rigoureusement
quel est le périmetre de validité de I’hypothése de stationnarité dans les séquences vidéos. Chaque
séquence considérée, qu’elle le soit a partir d’un modele IVM, ou MVM ou encore MSVM, a abouti a la
création d’un modéle statistique. Toutefois, dans le cas IVM, la régularité s'arréte 1a : les différents
modeles mathématiques sont obtenus pour des séquences vidéos différentes. Dans les cas MVM et
MSVM, le modéle mathématique obtenu est indépendant des données sur lesquelles il a été calculé. Par
conséquent, parler d’ergodicité de séquences vidéo, impose de considérer des séquences vidéos
combinées (MVM -TOD) ou des séquences vidéo combinées et mélangées (MSVM - TCD) plutdt que
des séquences vidéos individuelles (IVM).

Ces mode¢les généraux (MVM - TSD ou MSVM - TCD) ont été validés pour un large éventail
d'outils: mesures de similarité et d'erreurs, estimation de la limite de confiance, distance Hellinger et
divergence Kullback-Leibler

L’intérét de ce modele général est d’étre explicitable directement dans de nombreuses
applications :

. Compression / débruitage

Ici, il s’agit de disposer d'un modele unique qui peut étre utilisé sur des larges séquences vidéos.
Par conséquent, notre procédure d'estimation doit étre appliquée a la séquence vidéo combinée
(pour TOD) et a la séquence des vidéos combinées et mélangées (pour TCD).

¢ Indexation / classification

Dans ce cas, il est nécessaire que les modeles soient capables d'identifier les particularités des
données. Par conséquent, la procédure d'estimation doit étre appliquée sur des séquences vidéos
individuelles (pour les deux transformées TOD et TCD).

. Tatouages
Pour cette classe d’applications, les deux modeles combinés et individuels peuvent étre utiles
pour TOD et TCD.
Pour les méthodes d'étalement du spectre, les techniques d’'insertion/détection sont indépendantes
a I'égard du contenu vidéo ; un modele combiné devrait prouver son efficacité.
Pour les méthodes par information de bord, la technique d’assemblage doit exploiter les
caractéristiques de la vidéo originale : un modele estimé sur cette vidéo particuliére s’avére

adapté et utile.
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Enfin, 1'utilité de ces modeles est illustrée par une estimation de 1’entropie de la vidéo naturelle

(tableau AF.10 pour TOD et tableau AF.11 pour TCD).

Tableau AF.10. Entropies de MVM dans le domaine de la TOD (9,7) et vidéo en basse qualité.

Rang Gaussien modele DWT

r=1 -0,143 '09547
=100 -2,007 -6,162
=200 -3,299 -8,852
=300 -4,472 -5,050

Tableau AF.11. Entropies de MSVM dans le domaine de la TCD et vidéo en basse qualité.

Rang Gaussien modeéle DCT
r=1 11,918 3,510
r=100 -0,488 -0,804
r=200 -0,279 -2,590
r =300 -0,188 -1,915

II1. Partie III — Modélisation des attaques de tatouage

III.1. Présentation générale

La troisiéme partie de la theése (Chapitre 4) est dédiée a une analyse statistique approfondie des
attaques de vidéos tatouées. Apres avoir réfuté statistiquement I'hypothése gaussienne pour les attaques,
I’algorithme ART.MOD-A que nous avons développé est décrit.

Son principe repose sur un comportement additif des attaques et étudie les différences entre

trames attaquée et originale, apreés représentation dans un domaine de transformée.

Attaque

TOD
TCD
L Vidéo

original | locattons

originale Hler!rchle Sélection attaquée

éﬁ éﬁ coefficients_attaqués
r=12,.,R r=12,.,R
différence %&

r=12,..R

coefficients_originaux

Figure AF.7. Synopsis de I’étape de pré-traitement des données dans 1’algorithme ART.MOD-A.
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IIL.2. Résultats expérimentaux

L’¢étude expérimentale conduite sur le corpus précedemment décrit a pris en compte plusieurs
types d’attaques: filtrage gaussien, compression JPEG, rotation +2°/-2°/+5°, filtrage médian,
rehaussement et attaque StirMark. Dans le calcul des modeles pour les attaques, seules des séquences

individuelles (IVM) ont été considérées (donc, nr_vid = 10 dans toutes les expérimentations).

Résultats concernant la modélisation des séquences vidéo dans le domaine de la TOD.

Soit une séquence vidéo aléatoirement choisie parmi les 10 dans le corpus. Les modéles obtenus
pour le plus grand rang (r =1) sont présentés tableau AF.12 et illustrés figure AF.8. La tableau AF.13
démontre que ces modeles ont une grande généralité : les erreurs de calcul €, de validation €’ et €’ sont
respectivement inférieures a 5%, 10% et 15% (tableau AF.13 — col 2-3) et £y, et Ep, sont proches de zéro
(tableau AF.13 — col 4-5).

Les valeurs obtenues dans les expériences mettent en évidence qu’a chaque fois (pour chaque
type d'attaque et de rang), le modele appartient a 95% aux limites de confiance statistique

correspondantes.

Tableau AF.12. IVM : hiérarchie des coefficients de la TOD (9,7), 7 =1 et vidéo en basse qualité.

Attaques Parameétres des modéles
il Pk) | 0,075 0,024 0270 0063 0,069 0056 0072 0,118 020 0,022
g;usr:igei uk) | 0,087 -0,157 -0,048 -0,078 -0,069 -0,115 -0,088 -0,051 -0,057 -0,078

ofk) | 0019 0021 0014 0018 0018 0,003 0,019 0015 0016 0001
Pk) | 0,103 0007 0,18 0060 0,111 0,180 0,069 0,080 0,114 0,092
JPEG uk) | -0,002 0207 0,002 -0,058 -0,004 -0,008 -0,009 0003 -0,001 -0,028
o) | 0,021 0001 0,003 0027 0,005 0007 0,022 0020 0021 0016
Pk) | 0,086 0065 0,068 0089 0,094 0,105 0,111 0,105 0,136 0,140
Rot+2° | wk) | -0,686 -0,007 -0,541 -0,541 -0260 -0969 -0404 -0789 -0234 0,583
ok) | 0334 0076 0338 0337 0269 0268 0248 0315 0,134 0,169
Pk) | 0,102 0,143 0,122 0,142 0,091 0,112 0,120 0007 0114 0,048
Rot-2° | wk) | 0699 -0,609 -0583 -0,443 -0247 -0,020 -0,639 -2,067 -0,681 -0,140
ok) | 0297 0296 0285 0,181 0,182 0,141 0297 0,001 0298 0,009
Pk) | 0,096 0,061 0,127 0,08 0,09 0098 0097 0,101 0092 0,147
Rot+5° | wk) | -0571 -0,023 -0527 -0,835 -0,628 -0,754 -0,584 -0,519 -0,802 -0,462
ok) | 0217 0104 0,175 0254 0254 0268 0,115 0,194 0261 0,150
Pk) | 0,064 0078 0,075 0122 0,170 0072 0,091 0205 0,071 0,050
Médian | wk) | 0,014 0032 -0028 -0011 -0,026 -0,012 -0,101 -0,017 -0,055 0,010
ofk) | 0056 0044 0044 0,025 0,024 0,053 0,032 0,021 0042 0,006
Pk) | 0,112 0041 0,074 0135 0,128 0,128 0,104 0,103 0,098 0,077
uk) | 0,184 0245 0,020 0,113 0045 0088 0054 0051 0019 0,053
ofk) | 0017 0012 0072 0,022 0,038 0,048 0,060 0,063 0072 0,062
Pk) | 0,070 0377 0,084 0079 0,087 0026 0,084 0085 0078 0,027
StirMark | uk) | -0,108 -0,028 -0,037 -0,033 -0,024 -0,509 -0,338 -0,114 -0,049 -0,172
o) | 0,073 0047 0,053 0119 0,118 0255 0,127 0073 0,122 0,002

Rehausse
ment
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Filtrage gaussien

Rehaussement

StirMark

Figure AF.8. Mod¢les d'attaques (ligne continue) et distributions gaussiennes correspondantes (pointillés),

pour le rang » = [, une vidéo en basse qualité, et les attaques par filtrage gaussien, par rehaussement et par

StirMark.

Tableau AF.13. Validation du modele IVM, TOD et rang » = 1.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’ Eur Exr

Filtrage gaussien 0,035 0,063 0,168 0,089 0,549
JPEG 0,011 0,061 0,992 0,078 0,202
Rot +2° 0,045 0,119 0,083 0,093 0,599
Rot -2° 0,054 0,114 0,089 0,076 0,465
Rot +5° 0,040 0,085 0,126 0,153 0,353
M¢édian 0,024 0,185 0,156 0,028 0,093
Rehaussement 0,032 0,097 0,095 0,023 0,131
StirMark 0,018 0,088 0,037 0,008 0,093

Résultats concernant la modélisation des séquences vidéo dans le domaine de la TCD.

L’investigation statistique sur ’effet des attaques dans le domaine de la TCD a exhibé un

comportement similaire au précédent dans le cas de la TOD : & < 5%, € < 10%, &’ < 10% avec quelques

exceptions (tableau AF.15 — col 3) et £ et Ep; proches de zéro (tableau AF.15 — col 4 et 5).

Les valeurs obtenues dans les expériences mettent en évidence qu’a chaque fois (pour chaque

type d'attaque et de rang), le modele appartient a 95% aux limites de confiance statistique

correspondantes.

Tableau AF.14. IVM :

hiérarchie des coefficients de la TCD, 7 =1 et vidéo en basse qualité.

Attaques Parameétres des modeles
_ Plk) | 0,118 0062 0091 0,102 0,105 0,101 0047 0,054 0212 0,109
;ﬁ:ﬁi uk) | 0465 0502 0284 0255 0316 0,151 0426 0349 0216 0,121
ok) | 0089 0,174 0,120 0118 0,119 0,09 0,170 0075 0,039 0,092
P(k) | 0,195 0,139 0094 0,077 0,089 0071 0137 0,109 0,044 0,044
JPEG | utk) | 0,016 -0,067 -0,005 0008 -0,068 -0,006 -0,098 -0,048 -0219 -0,130
ok) | 0044 0,059 0,104 0102 0,092 0,105 0063 0053 0,056 0,004
P(k) | 0,101 0,112 0099 0,078 0,099 0,104 0,093 0,105 0,105 0,104
Rot+2° | wk) | 0408 1,888 1216 -0.802 -0,541 -1,070 -1234 -0481 -0,953 1,505
o) | 0956 1,008 0645 1,087 099 1,163 0648 0971 1,111 0,824
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Tableau AF.14. (Suité).

Pk) | 0,131 0084 0,101 0085 0,108 0098 0,10 0091 0,084 0,115
Rot-2° | wk) | -0,814 -1813 -1554 0013 1,151 -0494 -0894 -0436 0385 -1,705
o) | 0,556 0999 1,016 0883 0,667 0976 1,054 0965 0828 0,977
Pk) | 0,078 0088 0,095 0084 0,071 0122 0,162 0081 0,084 0,136
Rot+5° | wk) | 1379 2,651 -3,688 -2059 1267 -3,004 -0675 -0404 -1,082 -1,191
o) | 2437 2868 2,667 2954 2462 1117 1,569 1,708 2013 1,720
Pk) | 0106 0156 0,142 0,079 0,106 0,029 0,146 0,056 0,087 0,092
Médian | uk) | -60,51 -59.59 -89.95 -5561 -6034 -3942 -60,02 -3629 -76,15 -67,05
o) | 10,19 6797 6792 9509 1,102 5806 7,097 5662 1325 1287
Pk) | 0,101 0037 0,157 0,088 0,079 0,078 0,072 0,167 0121 0,099
iigfs k) | -1,169 3381 -1,937 -1246 -1436 -1201 -1400 -1/809 -2,707 -1,965
ok) | 0,870 0,537 0,503 0,883 0,090 0876 0329 0475 0299 0,521
Pk) | 0,144 0169 0,121 0078 0,114 0089 0,108 0068 0,056 0,054
StirMark | uk) | -0201 0278 -0276 -0384% -0,196 -0,510 -0,163 -0,334 -0,667 0,300
o) | 0293 0264 0300 0296 0294 0,162 0284 0350 0423 0,554

Filtrage gaussien

Rehaussement

StirMark

Figure AF.9. Mode¢les d'attaques (ligne continue) et distributions gaussiennes correspondantes (pointillés),

pour le rang » = I, une vidéo en basse qualité, et trois attaques.

Tableau AF.15. Validation du modele IVM, TCD et rang r = 1.

Rang Etape B Etape C- (1) Etape C- (2)
Erreur & Erreur &’ Erreur &’ Eyr Exr

Filtrage gaussien 0,041 0,067 0,365 0,072 0,247
JPEG 0,028 0,069 0,092 0,002 0,010
Rot +2° 0,029 0,053 0,065 0,029 0,204
Rot -2° 0,029 0,047 0,074 0,042 0,174
Rot +5° 0,032 0,044 0,074 0,056 0,263
Médian 0,020 0,033 0,801 0,010 0,742
Rehaussement 0,021 0,060 0,073 0,221 0,477
StirMark 0,039 0,079 0,040 0,028 0,199

En guise de validation, ces modeles ont été impliqués tout d’abord dans 1'évaluation de la capacité

(tableaux AF.16 et AF.17).

Au lieu de limites supérieure et inférieure pour la capacité, il est maintenant possible de calculer
les valeurs exactes avec la nouvelle méthode ART.CAP que nous avons développée. Comme ces valeurs

ont ¢été obtenues par une méthode numérique, il est nécessaire d’en évaluer la précision. A cet effet,

AF-14




I’algorithme Blahut-Arimoto (proposé par J. Dauwels) a été considéré en raison de sa simplicité et

rapidité. La pertinence des résultats quantitatifs a été discutée au-dela du domaine strict du tatouage pour

des applications de richmedia.

Tableau AF.16. Les valeurs de la capacité pour la TOD : Gaussien - Cggyss, limite de Shannon - Cpp-Gauss,

méthode ART.CAP - Cygrcap, and Blahut—Arimoto - Cp_4.

- ttaques Flltrage Rehaussement Rotation de | Rotation de | Rotation de StirMark
C gaussien +2° -2° +5°
Cerms 0,05 0,02 0,01 0,01 0,01 0,01
Coon-Gauss | (0,315 1,51) | (0,04;0,57) | (0,01;0,90) | (0,01;0,90) | (0,01;1,26) | (0,03;0,55)
I
= Curr.car 0,58 0,44 0,36 0,37 0,36 0,38
Cp.4 0,41 0,37 0,31 0,31 0,30 0,32

Tableau AF.17. Les valeurs de la capacité pour la TOD : Gaussien - Cgyss, limite de Shannon - C.pGauss

méthode ART.CAP - C g7 cap, and Blahut—Arimoto - Cp_4.

p ttaques F11trage Rehaussement Rotation de | Rotation de | Rotation de StirMark
C gaussien +2° -2° +5°
Camms 2,49 0,42 0,69 0,69 0,21 1,99
—| CuonGauss | (3,63:3,65) | (1,26;1,72) | (0,29;0,46) | (0,29;0,46) | (0,28;0,48) | (2,39 ;2,42)
Il
~
Currcar 2,57 1,33 0,30 0,30 0,28 2,31
Cp.4 2,42 1,27 0,23 0,23 0,26 2,18

Des modeles généraux pour des attaques peuvent étre exploités également dans de nombreuses
applications. Nous 1’avons intégré a la méthode de tatouage /Protect.

L’analyse de la répartition moyenne des temps d’exécution entre les différents modules de la
chaine de tatouage (prétraitement, insertion, post-traitement, détection), met en évidence que 1’étape
d’insertion compte pour 90% (figure AF.10.b - gauche), dont plus de 99% liés a prendre en compte le
comportement réel des attaques. Une méthode efficace pour réduire ces derniers est de remplacer lors de
I’insertion les attaques (figure AF.10.a - gauche) par leur simulation (figure AF.10.a - droite).

La contribution proposée est d’intégrer au schéma de tatouage un module de simulation des
attaques par générateurs Monte Carlo. L’étude des performances (figure AF.10.b — droite) ainsi obtenues
a montré un gain d’un facteur 100 tout en préservant les propriétés initiales de transparence et de

robustesse du tatouage hybride.
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Figure AF.10.a. Méthode de tatouage hybride : version initiale (a gauche) et optimisée (a droite) par

introduction d’un simulateur d’attaques.
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amarque . ;
. % Ditection L% 1
P o st-traiment
£ Pré-traitemert
%
Pré
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Figure AF.10.b. Temps d’exécution des différentes opérations de la chaine de tatouage.

I11.3. Conclusion

L'étude présentée dans la premiere partie du chapitre calcule pour la premiére fois des modeles
statistiques pour plusieurs types d’attaques de tatouage a partir d’une hiérarchie des coefficients de TOD
ou TCD. Parallélement a I'estimation de la densité de probabilité pour les attaques, cette étude apporte des
preuves en faveur d’une hypothése de stationnarité : il a été vérifié que les modeles de calcul sont
indépendants par rapport a la mesure de similitude, a la séquence vidéo considérée, et a la procédure
d'estimation.

Les modéles précis pour les attaques peuvent étre aussi le point de départ pour l'optimisation de la
régle de détection des applications de tatouage. A noter qu'une grande classe de méthodes rapportées dans
la littérature réalise la détection de la marque par des moyens de corrélation, dont 'optimalité est prouvée
lorsque le bruit est distribué d’une maniére gaussienne. Pour le bruit non-gaussien, de nouvelles régles

doivent étre élaborées.

Iv. Partie IV — Conclusion et perspectives

La derniére partie de la thése est consacrée aux observations finales et ouvre des perspectives tant
méthodologiques qu’appliquées.

De facon synthétique, les contributions de cette thése sont présentées dans les figures suivantes,

figures AF.11.a - b.
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“The science of today is the technology of tomorrow.”
Edward Teller (1908 - 2003)

(Hungarian-American nuclear physicist, The Legacy of Hiroshima, 1962)
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU
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Preface

The process of imperceptibly and persistently inserting into a digital content of some
additional information is referred to as watermarking. Watermarking is a viable solution to a large
variety of multimedia applications like authentication, broadcast monitoring, copy protection,
e-Commence, rights management, efc.

The original content may be a still image, an audio or video excerpt, some 3D data, a text...
The additional information generally refers to some copyright information (a logo, time stamp, efc)
and will be referred as watermark.

The digital watermark needs to be transparent (imperceptible) and robust against the attacks
(which are transforms designed by malicious users in order to damage or eliminate the watermark
from the watermarked content).

Figure P.1 shows a watermarking example. A frame from an original video sequence is
presented in Figure P.1.a. After inserting the ARTEMIS logo, the corresponding watermarked frame is
shown in Figure P.1.b: note that no visual differences can be perceived between the original and the
watermarked frame, i.e. the procedure feature transparency. In robust watermarking, the inserted logo
should be detected even when the StirMark attack (emulating the in-theatre camcorder recording) is

applied to the watermarked video (Figure P.1.c).

()
ZF 71 [C
(b) '-:‘-': a HE — =j: ;
LW AVl aV Y/
RN )4
- (c._
SAF [ Ty
AL e
© We\amn2Z
e N L

Figure P.1. Example of a watermarking application: (a) original frame; (b) watermark frame (left side) and

logo inserted (right side); (c) attacked frame (left side) and recovered logo after attack (right side).
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

From the theoretical point of view, a watermarking system can be modelled as a noisy
channel. The watermark is a sample from the information source and should be recovered at the
detection side. The elements that make the watermark detection difficult can be modelled as the
channel noise, namely: the original content (be it represented into some T transform domain or not)

and the attacks. The watermarking procedure itself plays the role of the modulation technique.

. EiEhE
'

generation
i
Original

video

Figure P.2. The watermarking as a noisy channel.

This model brings into evidence that the design of a reliable watermarking technique cannot
be achieved without an in-depth knowledge of the noise (i.e. original content and attacks) statistical
model. Despite suspicion, reticence and even contradictory results, in the absence of any sound

theoretical result, such a model is generally assumed to be Gaussian.

The present thesis is meant to clarify this problem: it focuses on natural video and attack
modelling for uncompressed video watermarking purposes.

By reconsidering a statistical investigation combining four types of statistical tests, the thesis
starts by identifying with accuracy the drawbacks and limitations of the popular Gaussian model in
watermarking applications. Further on, an advanced statistical approach is developed in order to
establish with mathematical rigour:

1. that a mathematical model for the original video content and/or attacks exists, and
2. the model parameters.
From the theoretical point of view, this means to prove for the first time the stationarity of the

random processes representing the natural video and/or the watermarking attacks.

These general results have been already checked-up under applicative and theoretical
frameworks. On the one hand, when integrating the attack models into a watermarking method
patented by ARTEMIS and SFR, a speed-up by a factor of 100 of the insertion procedure has been

obtained. On the other hand, accurate models for natural video and attacks allowed the increasing of
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Preface

the precision in the computation of some basic information theory entities (entropies and capacity).
However, it should be emphasised that these validations are presented here just as first-hand
validations for the original video/attack modelling: future theoretical and experimental work is
required in order to design the watermarking method completely exploiting all the benefits of these

models (i.e. the watermarking method reaching the capacity limit).

The thesis is structured into four parts, as follows.

The first part contains two chapters. The first one starts by presenting the main watermarking
properties, and goes further by facing their potential applications to the commercial products available
on the market. The second one creates a fundamental basis for the methods and the experiments

developed in the second and third part of the thesis.

The second part of the thesis (Chapter III) is devoted to the mathematical modelling of the
natural video. After identifying the inner limitations in the state-of-the-art coefficient modelling, the
ART.MOD-V algorithm is presented and applied to a large and heterogeneous corpus of natural video.
ART.MOD-V is an original statistical investigation making it possible to properly handle the general
difficulties connected to the video data dependency and to their a priori non-stationarity. The models
computed for the most intensively transforms nowadays in use (the DWT and the DCT) are computed
and discussed. It is proved that they can be considered as reference values for the natural video: they
do not depend on the particular video sequence on which they were computed, they are independent
with respect to the estimation procedure, and their precision is assed. The quantitative results were
obtained out of processing a heterogeneous corpus. Finally, the model utility is illustrated by natural

video entropy estimation.

The third part of the thesis (Chapter IV) keeps the same structure, this time focussing on the
watermarking attacks. In this respect, after statistically refuting the Gaussian hypothesis for the
attacks, the algorithm ART.MOD-A (paired designed with ART.MOD-V) is described and applied to
the same corpus. Here again, reference models for the investigated noise source (the watermarking
attacks) are obtained for the first time. The utility of these models is exemplified by a real life
watermarking application and by increasing the accuracy in watermarking capacity evaluation. Note

that the latter issue relies on an original method for capacity evaluation, denoted by ART.CAP.

The last part of the thesis is devoted to concluding remarks and opens the perspectives for

future work.
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Note that all the development in the thesis beneficed of the continuous and iterative feed-back
of the ARTEMIS partners, namely the SFR (Vodafone) mobile service provider in France (under the
framework of the TAMUSO and DWD industrial contracts) and HD3D SAS (the start-up emerged
from the HD3D-110 project of the CapDigital competitiveness cluster in Ile de France).
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“One way to plug the analog hole is through the use of watermarks ... some government action will be
needed to require appropriate detection of and response to the watermark,”

Richard Parsons (1948 - ___)

(CEO, AOL Time Warner; Senate Judiciary Hearing, 2002)

Chapter |

The Watermarking Challenge



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

In this first chapter of the thesis, after having identified the huge economic impact of the multimedia piracy, the
main watermarking definitions are presented and discussed. Then, the watermarking applications and products
are surveyed. This state-of-the-art analysis points out to the need for a sound theoretical framework as a unique

solution to stop the multimedia piracy.
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Chapter I: The Watermarking Challenge

1. Piracy in the Information Society

Any piece of digital content may be a priori easily plundered: in the digital world, the copies
are perfect and unlimited!

In 2009, the report of the IIPA (International Intellectual Property Alliance) evaluates the
losses caused by copyright infringement between 2007 and 2008 at more than 38 billion US dollars
[Ipa 09]. Details in this respect (losses per year and per media type: motion pictures, sound recordings
& musical software, business software, entertainment software, and books) can be found in Table I.1
and Figure I.1.

Each year, IIPA classifies the countries in four categories (the so-called IIPA lists) priority
watch list, watch list, monitoring list, and other special mention list. This partition is based on three
criteria: the importance of their legitimate market, the local trend in piracy, and the degree of action of

their governments.

Table I.1. Estimated trade losses (in millions of US dollars) connected to copyright piracy in 2000-2008.

Industry 2000 | 2001 | 2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2008
Motion
: 1242 1288 1322 1528 1,800 2913 Noa| Na| Na
pictures
Records & 1,835 | 2,034 2042| 2260 2657 2456| 2374 2239 1,969
Music
Business 2490 | 2,653 3539] N.a.| 6448| 8,684 | 10345| 14,695| 16,442
software
Entertainment | cool 3267 1690 1549| 1847 2652| 1951 2655 N
software
Books 675 636 514 499 603 600 582 520 N.a.
Total 7903 | 8379 9208| 5838 13356 | 17,307 | 15252 20,119 | 18411

Note: N.a. stands for “not available” values.

Estimated trade losses
18000
16000
m 2000
p 140007 m 2001
§ 12000 02002
8 10000 0 2003
k) m 2004
g 8000 1 @ 2005
= 6000 m 2006
€ 4000 4 @ 2007
m 2008
2000 i
0 4
Motion Records & Business Entertainment Books
Pictures Music Software Software
Industry

Figure I.1. Estimated trade losses (2000-2008) due the copyright piracy.
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In 2009, 48 countries around the world are listed with different recommendations (13 countries in the
priority watch list, 25 countries in the watch list, one country in the monitoring and 9 countries in the
special mention list) [Ipa 08].

As the piracy losses continuously increase, to coordinate, train and demonstrate the benefit of
taking effective actions against piracy becomes a crucial issue in the Information Society. Alongside
with legislative efforts, technical solutions enabling piracy fighting should be designed and deployed
at once.

In this respect, the last year trends pointed to watermarking as a framework potentially
outperforming the DRM (Digital Right Management): flexibility, generality, and virtually the
zero-cost on the user side are just three of its main advantages.

By persistently and imperceptibly associating some additional data (a mark) with the original
content, watermarking aims at solving the piracy issue: the philosophy consists in no longer restricting
the copy mechanism by software/hardware devices but in tracking—down the copy maker and in

allowing the identification of the true owner [Cox 00].

1.2. Robust Watermarking Framework

The process of imperceptibly and persistently inserting into a digital content of some
additional information is referred to as watermarking [Cox 02], [Cox 08].

The original content may be a still image, an audio or video excerpt, some 3D data or a text.
The additional information generally refers to some copyright information (owner, time stamp, efc).

In this definition, imperceptibility means that the human observer is not able to detect the
existence of the mark (to “see” it in the visual content or to “hear” in the audio content).

The persistency refers to the possibility of detecting the mark even when strong malicious
operations were applied to the marked content. This property is also referred to as robustness. In this

thesis only the issue of robust watermarking is considered.

1.2.1. Watermarking Properties

The main properties characterising any watermarking application are: the data payload, the
transparency, the robustness, the obliviousness, the false positive rate, the key size, and the cost
[Cox 08].

The trade-off among these general watermarking properties is to be reached according to the

particular application requirements.

Data payload
The data payload represents the amount of information (in bits) which is inserted into the

original content. The data payload may vary from 1 bit (a simple watermarked or unwatermarked
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decision) to a large quantity of information (e.g. a binary logo or even a colour image). Note that, the

inserted information may be public.

Transparency

The transparency property expresses the human perceptual impact of the artefacts induced in
the original content by the mark insertion.

A watermark is said to feature fidelity if the degradation is very difficult to be perceived by a
human observer.

When the watermarked product has noticeable yet undisturbing artefacts, the product is said to
be of a good quality. Note that in this definition, the artefacts may be induced by the watermarking

procedure or by other content pre—processing (e.g. compression).

Robustness

A watermark is said to be robust if it survives common signal processing operations (for
example: digital-to—analog and analog—to—digital conversions, lossy compression, and geometric
transformations — rotation, translation) as well as hostile attacks (i.e. malicious transforms specifically

designed so as to turn the mark undetectable).

Obliviousness
A watermarking technique is considered oblivious when the original unmarked content is not

required during the detection. This property is alternatively called blind verification.

False positive rate
A false positive is a detection of a watermark in a content that was not watermarked. The false
positive rate is represented by the relative number of false positives expected to appear after a number

of detections. The relevance of this rate is connected to the particular application (example: for proof

of ownership, the false positive rate should be less than 1076 [Cox 08]).

The key size

In the most general case, the key represents the only secret information in a watermarking
system. Consequently, system security partly depends on the key size and management [Cox 08].

For a viable application, the general key requirements stated in cryptography should be
preserved: the key space should be as large as to avoid an exhaustive search, the key should be
randomly chosen, there should be no dependency between the key and the content to be protected, efc.
Sometimes, additional constraints concerning the maximum amount of secret information may be
imposed.

In 1998, France was the only Western European country with out free use of encryption. In

March 23, 1998 [Tce 98] a law gave the limits to encryption based on the maximum key length of
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40 bits (Decree 98-207 of March 23, 1998). In January 19, 1999 [Fer 99] the French Prime Minister
Jospin announced the liberation of the domestic cryptography legislation, using the key lengths of up
to 128 bits (Decree 99-200 of March 17, 1999). For the operations between the members of the
European Community, the key length must to be up to 56 bits (Decree 2007-663 of May 2, 2007)
[Leg 07].

Cost

Different applications require different embedder and detector speeds (example: for ownership
the detector is valuable even if it takes more than one day to find a watermark, because such a detector
will be used only during a dispute. However, for broadcast monitoring, the embedders and detectors
must work in real time).

The wide variation in financial cost and speed requirements means that there is a big variety in

the required computational efficiency (depending by the application) of watermark field [Cox 00].

1.2.2. Watermarking Attacks

According to the target application, several types of attacks can be identified. Two types of
classification are achieved in the literature, [Vol 01], [Cox 08].

Following the classification in [Vol 01], the attacks are divided in three categories: (4) content
attacks, (B) cryptographic attacks, and (C) protocol attacks, see Figure 1.2.

(A) Content attacks are grouped in two sub-categories: removal attacks (A.1) and geometrical
attacks (4.2).

(A.1) Removal attacks remove a watermark from the watermarked data. These approaches
consider the inserted watermark as noise with a given statistics and estimate the original, non
watermarked data from watermarked data. Many types of attacks are included in this category:
denoising, lossy compression, quantization, remodulation, averaging, collusion and mosaic.

Denoising, lossy compression and quantization attacks exploit the basic idea that the
watermark resembles a noise which can be statistically modelled. By estimating the original, non-
watermarked cover data based on an available copy of the data, an attacker can achieve the watermark
removal.

Remodulation attacks are transforms specially designed for watermarking purposes. Two
schemes for remodulation attack are presented in [Vol 01]. The first is the Langelaar [Lan 98] scheme,
where the watermark is first predicted through subtraction of the median filter of the watermarked
image. The predicted watermarked is further high-pass filtered, truncated, and finally subtracted from
the watermarked image. In real life application, as the watermarks are not always high-pass, poor
performances are obtained. The second scheme proposed by Holliman [Hol 99] is based on weighted
mean prediction and was applied with success to remove the watermark inserted according to [Pit 96].

The experiment was also successful in attacking the commercial products of Digimarc [Pit 96].
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Averaging attacks are attacks in which many instances of a given data set, each time signed
with a different key or watermark, are averaged to compute the attacked data. If the number of data
sets is large enough, the embedded watermark may not be detected anymore assuming that on average
it will yield a zero mean.

For collusion attack, many replicas of the same data are also available, but in this case the
attacked data set is generated by taking only small part of each data set and rebuilding a new attacked
data set from these parts.

The mosaic attack doesn’t try to remove the watermark using some signal processing methods,
but rather it aims at creating problems in retrieving the watermarked media for the detector by dividing
the watermarked image on small fragments which can be stored in different files and concatenated

only for display.

(A.2) Geometrical attacks don’t remove the embedded watermark but turn it undetectable,
generally by desynchronizing the detector (e.g. changing the position of watermark within the media).
Examples from this class are the global & local warping, the global & local transforms, and the
Jittering.

For the case of still image watermarking, the most well-known integrated software of these
attacks (global & local warping, global & local transforms, jittering) are StirMark and Unzign (for
more details see the next section).

StirMark introduces global and local geometrical distortions: rotation, scaling, change of
aspect ratio, affine transformations, etc. This software also includes the line/column removal and
cropping/translation.

Unzign introduces local pixel jittering and is very efficient in attacking spatial domain

watermarking schemes.

(B) Cryptographic attacks are meant to render the watermarking system useless by exploiting
any fault in the key management. These attacks are very similar to the attacks used in cryptography.

There are brute force attacks which aim at finding secret information through an exhaustive
search. As all watermarking schemes use a secret key it is important to use keys with secure length.

Another attack defined in this category is the Oracle attack, which can be used to create

unwatermarked data when the pirate controls a detector.

(C) Protocol attacks try to generate protocol ambiguities in the watermark process thus
discrediting it and referring it from deployed. The first type of protocol attacks is the inversion attack,
where the hacker inserts his/her watermark in the marked media, so that two watermarks are present:
he/she may declare then his/she is the owner of the data and that the original watermark was added at a
later date. The second type is the copy attacks. Here the idea is to find a solution to estimate the

watermark from the watermarked data, creating an ambiguity on the legitimacy of the mark presence.
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Although the above classification [Vol 01] makes it possible to have a clear separation among
the different classes of attacks, it is necessary to remind that often a malicious attacker applies not only
a single attack, but rather a combination of attacks. For instance, in all benchmarking tools, the
geometrical transformations are implemented.

According to [Cox 08] the attacks are classified active and passive.

In the former case, the hacker tries to remove the watermark or to make it undetectable. The
latter case corresponds to the solution in which the hacker is not trying to remove the watermark, but
rather to determine whether a watermark is present or not. Such an attack can become very dangerous
in conjunction with other types of attacks.

In order to summarize this classification, Figure 1.2 is a combination of both classifications
[Vol 01], [Cox 08]; each attack (sub-categories of attacks) in Voloshynovskiy classification is
represented in figure by dotted line square and is attached to one of the attacks on the Cox

classification by a colour code: active attacks are in red and passive attacks are in blue.

Attack
Y
T — AU AR
Content Cryptographic Protocol
P e T
Removal Geometrical
- denoising - global & local - brute force key - inversion
- lossy compression warping search watermark
- quantization - global & local - Oracle i - copy attack
- remodulation transforms 5
- averaging - jittering
- collusion
- mosaic

Figure L.2. Classification of the watermarking attacks.

1.2.3. Benchmarking Tools for Watermarking
StirMark, CheckMark, OptiMark, Unzign and CertiMark are benchmarking tools for the
robustness of the digital watermarking technologies for images. In order to verify if the embedded

watermark can still be detected, these tools generate a number of modified images from the

watermarked one [Nik 02], [Vol 01b].

StirMark [Dww 08a] has been developed by Fabien Peticolas [Pet 98], [Pet 00] at Cambridge
University — United Kingdom in 1997. StirMark is currently the most used benchmarking tool for

digital watermarking technologies.
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The image attacks implemented in the StirMark (version 4.0 released in 2000) are classified

as: cropping, rotation and rotation-scale, FMLR (Frequency Mode Laplacian Removal), sharpening,

Gaussian filtering, linear transformations, aspect ratio modification, scale change, line removal, colour

reduction, JPEG compression and StirMark. These operations can be applied individually or grouped,

according to the user choice.

For example, in the case of cropping, rotation, linear transformation, other geometric

transformations, efc the attacked images are obtained with and without JPEG compression with a

quality factor of 90% [Vol 01b].

*

*

*

*

Some details about the most intensively considered attacks are further presented:

The JPEG is one of the most common compression algorithms for images and all the
watermarking scheme should face it. JPEG is one of the most used formats for storing and
transmitting photographic images on the Web. [Kut 99] experimentally showed that the
minimum quality fact for JPEG is 70%.

The rotations with a small angle (Figure 1.3.a) are often combined with cropping. In almost
cases, they do not modify the commercial value of the image, but they can make the
watermark undetectable [Kut 99]. Note that rotations derive not only from the malicious
attacks, but they may be part of some mundane image processing like the realignment of an
image after scanning.

The FMLR works using the characteristics of the Laplacian (LP) 3x3 convolution mask
(normally used for simple edge detection in image processing). The image to be attacked is
processed using an LP convolution mask; the image thus obtained is called negative Laplacian

(L,)- The Laplacian convolution mask is applied once more, this time to the L, ; the results
of this operation is the positive Laplacian (L, ) [Bar 98]. Be S is the marked image, S* is the

attacked image, and « the strength of the attack (« takes values in the interval [0.05,0.15])
then S =S-a(L, —Ly,).

The low pass filtering includes linear and non-linear filters, like the Gaussian or the median
filter [Kut 99].

A Gaussian filter is meant to give no overshoot to a step function input while minimizing the
rise and fall time (Figure 1.3.a).

The median filter is a non-linear operation used to remove noise from images (reduces the
speckle or salt and pepper noise). The idea is to examine a sample of the input and to decide
whatever it is representative of the signal. This investigation is realized using a window
consisting in an odd number of samples. The values in the considered window are sorted into
ascending order; the median value is selected as the output and the sample in the centre of the

window is replaced.
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Figure 1.3.a. Original image and two attacks: rotation with 5° and Gaussian filtering.

¢ The rows / columns removal is very efficient against any straightforward implementation of

*

spread-spectrum techniques in the spatial domain [Kut 99]. Removing £ samples at regular
intervals in a pseudo random sequence typically divides by & the amplitude of the cross
correlation peak with the original sequence.

The sharpening filter is a function used by the large majority of photo software products.
These filters can be used as an effective attack to watermarking scheme [Kut 99] due to their
property of detecting high frequency noise introduced by many digital watermarking

schemes/software. The attacks are based on the LP operator [Bar 98], the attacked image
being S =5-av? (V2[ —1),where « has the same signification like in the FMLR attack.

The random geometric distortion attack (StirMark attack [Pet 98]) applies a combination of
minor geometric distortions, i.e. the image is slightly stretched, sheared, shifted, and/or rotated
by an unnoticeable random amount and finally re-sampled (Figure 1.3.b). In the last decade,

StirMark attack has always been the most defeating attack.
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Original image

Figure 1.3.b. The StirMark attack [Pet 98].

CheckMark [Dww 08b], [Per 01] has been implemented at the Computer Vision Group —

University of Geneva, Switzerland.

It re-implements all the attacks available in StirMark and contains some new attacks: wavelet

compression (JPEG 2000 based on Jasper), projective transformations, warping, copy, template
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removal, denoising (midpoint, trimmed mean, soft and hard thresholding, Wiener filtering), non-linear
removal, and collage.
CheckMark also computes some transparency metrics in order to evaluate the image quality,

like PSNR (Peak Signal to Noise Ratio) and the Watson’s measure.

OptiMark [Dww 08c] was developed at the Aristotle University of Thessaloniki — Greece and
was partiality supported by EU projects CERTIMARK and INSPECT [Sol 01].

The attacks included in this software tool are: cropping, line and column removal, scaling,
shearing, horizontal flip, rotation (rotation + autocropping or rotation + autocropping + autoscale),

sharpening, Gaussian & median filtering, and JPEG compression.

Unzign [Vol 0la] is a software for attacking watermarked images in the JPEG format. For the
first version (version 1.1) of Unzign the developer introduced pixel jittering in combination with a
slight image translation. In many cases the Unzign arrives to remove the watermark, but this version
introduces severe distortion. To reduce distortions, an improvement version (version 1.2) was

developed but watermarking destruction capability is reduced.

CertiMark (CERTlIfication for waterMARKing techniques) [Cer 08] is a benchmarking
platform designed within the framework of an European project, having the following partners:
Belgium (Université Catholique de Louvain), France (Institut Eurecom, Institut National de
I’ Audiovisuel, NETIMAGE, THOMSON), Germany (Fraunhofer-Gesellschaft zur Forderung der
augewandten Forschung, Media Technologies Gmb), Greece (Aristotle University of Thessaloniki),
Netherland (Philips, Technische Universiteit Delft), Spain (Universidad de Vigo), and Switzerland
(Digital Copyright Technologies, Ecole Polytechnique Fédérale de Lausanne, University of Geneva).

The object of this project was to simulate real attacking scenarios (unintentional or intentional)
and to compare the performance of different algorithm taking into account their possible applications
(proof of ownership, broadcast and distribution monitoring, fingerprinting, authentication and
identification, efc). The attacks for each category are:

¢ Unintentional attacks:
o for image — compression, printing/scanning, filtering, geometric transforms, cropping,
multiple marking, etc;
o for video — compression, format conversion, analog—digital and digital-analog
conversion, geometric transforms, jitter, multiple marking, efc.
¢ Intentional attacks: removal and interference attacks, de-synchronization, cryptographic

attacks, protocol attacks, ezc.
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1.3. Watermarking Applicative Panorama

In this moment, digital watermarking is one of the most expansive technologies to protect
digitized copyright content (Figure 1.4).

Initially devoted to fighting piracy, the watermark may be nowadays the core of a large variety
of applications for each type of media content, and for both analogous and digital formats, including

secure documents, photos, audio, video (film, news, commercials and home video), efc [Dig 03].

(=
-“ W ﬂ!
> \O E‘

Digita| Watermark

Digital Music or Movies

Original Contant Digita | Wabtermark Embedded Digita lly Watermarked Content =
l | ~
-2\

Eroedcast Programming

Figure I.4. Digital watermarking enables content identification applications for print, movies, and

broadcast programming [Dig 03].

Figure 1.5 presents the potential watermarking application fields which are group in three

categories:

Content oriented Network oriented
(local resources) (network & remote resources)

Broadcast & Internet
monitoring

Authentication
& Integrity

e-Commerce

Copyright communication

Remote triggering

Figure L.5. Applications based on watermarking.
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1. Content oriented (local resources) applications (in green colour);

Asset & Content management

Digital watermarks can be used as a persistent media asset tag, acting as a key into a digital
asset management system (DAM). Any piece of tagged content can lead back to the original which is
stored in the DAM system. Tagged content can also be linked to metadata in the DAM system, such as
keywords, rights, and permissions. The digital watermark carries the content (and possibly the

distribution) identification. The related database links the content identification to the content.

Copy protection

Digital watermarks enable a mean to embed and play copy control instructions within content.
These copy control instructions might indicate that play out is allowed, that a single copy can be
realized, or that no copies are permitted. Actually, this is a DRM tool implemented via the

watermarking paradigm.

Filtering/Classification
Digital watermarks enable content to be identified, classified and filtered. The systems are
enabled to selectively filter potentially inappropriate content, such as corporations and parents

restricting viewing of adult content or of other objectionable material.

Forensic tracking
The content owners or service providers can detect the point where the content left the
authorized distribution. The digital watermark identifies the authorized person of the content. The

detector and the database are managed by the content owner and by the device manufacturer.

Rights management

Digital watermarking enables digital rights management systems (DRM) to connect digital
content outside the DRM back to the DRM: linking the content to usage rules, billing information, efc.
The digital watermark contains the content identification and distribution identification (which is
optionally). The related database links the content identification to the content owner, usage rules, and

billing information, and the distributor identification to the method of distribution.

2. Network oriented (network & remote resources) applications (in blue colour),

Broadcast & Internet monitoring

Digital watermarks enable content owners and distributors to track into their traditional digital
content (radio and TV) and/or Internet broadcasting. The original content is embedded with a unique
identifier (owner distributor, data/time information). Detectors are usually placed in all markets where
the broadcast is distributed. The digital watermark is detectable and used to reference a database,

resulting each time in a report to the owner or distributor.
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Copyright communication
Content often circulates anonymously, without the identify of its owner, or without an easy
mean to contact the distributor to obtain the usage rights. Digital watermarks enable copyright holders

to communicate their ownership and offer links to copyright information.

Remote triggering

Digital watermarking identifies the content and causes automatic action during content
distribution. The watermark can trigger the insertion of local or regional advertisements or service
announcements, can point to a unique database at any individual sites where the digital watermark is

found, etc.

3. Of course, authentication & integrity and e-Commerce are two watermarking

applications transversal to this classification (in colour).

Authentication & Integrity
Digital watermarks can verify that the content is genuine and/or that it has not been falsified or
alerted. Such an operation can also be carried out as an additional layer of security (e.g. the integrity of

an encrypted content).

e-Commerce
Digital watermarks enable access to information about a product and its vending condition.
They can also include the content and distributor identifications which are managed by a centralized

database.

1.4. Applications vs. Watermarking Properties

The previous sections discussed the watermarking properties (Section 1.2) and several of their
potential applications (Section I.3). Table I.2 synoptically represents the inter dependency between
these two different points of view (i.e. the way in which the practical solutions require the

transparency, robustness, and/or data payload).
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1.5. Commercial Products
Trying to reach the trade-off between the huge economic (Table I.1) & applicative (Table 1.2)

interests the industrial players offer a large variety of “ready to use” watermarking solutions.
Unfortunately, the market landscape is still very fragmented and information concerning objective
performances is very scarce.

Note that even the nowadays emerging consortia do not reach yet a real convergence and
coherence in their efforts. For instance, Digimarc, Hitachi, Macrovision, NEC, Philips, Pioneer and
Sony created Video Watermarking Group (VWM) [Dig 03] joining companies from motion picture,
computer and consumer electronics industries. The goal of this group is to develop digital video
watermarking techniques that protect the illegitimate copying. In September 2006, the Digital
Watermarking Alliance [Dwa 08] was created in order to build awareness of the values of the digital
watermarking for content owners, industry and consumers. The members of the DWA are:
AquaMobile, Cinea, DataMark Technologies, Digimarc, GCS Research, Gibson, ISAN, Jura,
MarkAny, MediaGrid, MSI, Nielsen, Philips, Signum, Streamburst, Teletrax, Thomson, Université
Catholique de Louvain, Verance, Verimatrix, and Widevine.

The rest of this section will summarize the results of an Internet — based study on the
commercial products, Table I.3. The presentation, which has no advertising purpose, is structured

according to the company and follows an alphabetical order.

Table 1.3. Digital watermarking solutions offer by different companies.

Applications Companies
Asset & Content management Digimare, Philips, Teletrax
Copy protection AlpVision, AiS WPP, Alpha 'I:ec, I('}D, MarkAny, Sarnoff Co.,
Verimatrix
Filtering/Classification Digimarc, Verimatrix

Activated Content, Cinea, Digimarc, Philips, Pixeltools, Signum,

Forensic tracking Thomson, Widevine
9

Rights management Digimarc, MarkAny, Philips, Pixeltools, Sarnoff Co., Verimatrix
Broadcast & Internet Easy Watermarking Creator, IGD, Philips, Pixeltools, Teletrax,
monitoring Thomson, Verimatrix
Copyright communication Digimarec, Philips, Teletrax, Signum
Remote triggering Philips
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Activated Content

Activated Content claims to provide a robust, imperceptible and secure audio watermarking

technology addressing both the digital and the traditional analog technologies [Act 08].

The following products are proposed by the company:

Activator is a software which combines forensic tracking and content monitoring. The product
is available for Windows & Windows Mobile. The C implementation is also provided in order
to allow its integration with customisable watermarking functions even at a lower level.
Webstore software supports .WAV and .MP3 files. The watermarking is done on the client
Windows 2003 server while the meta-data are implicitly stored on the Activator Server. The

meta-data can be optionally stored on the client server.

Activated Content costumers include major and independent record labels, recording studios,

mastering studios, duplication houses, radio and television broadcasters, and online content

distribution services worldwide (example: G-Unit Records, Masterpiece Duplication, MediaDISC,

SonyBMG, Universal Music, Viacom, Warner Bros., etc).

Alpha Tec

In order to protect image, audio, video and 3D objects ALPHA TEC LTD [Alp 08a] provides

7 products, namely AlphaCrawler, AudioMark, EikonaMark, PolyMark, MeshMark, VideoMark and

VolMark. No particular hardware and software resources are required for these applications.

*

AlphaCrawler is a web crawler' searching from an initial web page all linked media content
for existing marks embedded by one of the company softwares [Alp 08b]. The results consist
in lists of all investigated files and of watermarked files

This solution can be used for image copyright protection and authentication.

AudioMark is a software designed for inserting imperceptible watermarks into the audio
content [Alp 08c] and working in real-time.

The mark is supposed to survive to digital audio processing operation (filtering, re-sampling
and re-quantization) and MPEG audio compression up to a low quality factor.

EikonaMark is devoted to inserting & detecting imperceptible watermarks in digital images.
The mark is expected to be robust against JPEG compression up to a low quality factor and for
different digital image processing operations. The watermarking detection is oblivious.

The applications of this software consist in copyright protection, and authentication [Alp 08d].
MeshMark is a software for obliviously embedding imperceptible watermark into 3D objects
(3D graphics models, 3D animation character models, 3D games and 3D terrain models for
geographic information systems) [Alp 08e]. The mark should be robust against 3D rotation,

translation and uniform scaling and suitable for small and big 3D meshes.

' A web crawler is a software which browses the www in a methodical and automated manner.
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The program works only with VRML2 files.
MeshMark is applicable to copyright identification and copy protection of 3D meshes.

¢  PolyMark is a software for watermarking vectorial two—dimensional computer graphics
(digital maps — 2D maps, cartoons and vector computer graphic files, files of image contours,
edges and image region borders, etc.) [Alp 08f].

This version of the software has included a module for opening, reading and writing
Geographic Information System (GIS) files. The mark is inserted in the polygonal lines
existing in this type of files.

The main application of the software is connected to copyright protection.

* VideoMark uses the imperceptible watermarking inserted into the video content. The software
supports five embedding levels which are associated to the strength of modifications
performed for the watermark embedding [Alp 08g].

The system was designed to be robust to MPEG2 encoding up to compression ratios 1:50
(5Mbps compressed video) and provide copyright protection.

* VolMark is a software for embedding imperceptible 3D watermarks into digital greyscale
images, and 3D images (volumes) [Alp 08h].

The mark is supposed to be robust against and different digital image processing operations
(e.g. JPEG compression). The watermarking detection is oblivious. The application of the

software is in the copyright protection of the 3D content.

AlpVision

AlpVision was created in June 2001 as a start-up coming out from the Signal Processing
Institute, Ecole Polytechnique Fédérale de Lausanne. The goal of the team is to develop security
technologies applied to brand protection (protect consumer products against counterfeiting and
fraudulent imports) and document security (fighting against criminal acts related to printed
documents) [Alv 08].

AlpVision does not have direct products for sale but it licenses its technology to third parties.
AlpVision filed US and EU registered patents (for example: patent US6785332 and EP0997042

"Method for watermarking a compressed digital video signal”).

AiS Watermarker

AiS Watermark Picture Protector (AiS WPP) is a software developed in order to protect
digital images (about 40 different file formants) using perceptible watermarking. The software is
devoted to image galleries, designers, computer painters and banner makers who want to send their
production and to contest through the Internet [Ais 08].

The AiS Watermark Picture Protector is accessible as a standalone program for Windows; it is

also possible to integrate this program in customer software written in C++, VB, Delphi, efc.
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Cinea

Cinea, Inc. (part of Dolby Laboratories) is an anti-piracy pioneer focused on developing and
commercializing solutions for studios, distributors, exhibitions and vendors [Cin 08]. The team holds
20 patents in content protection and forensic watermarking.

Among its clients, both content producers (Walt Disney, Sony Pictures Entertainment, New
Line Cinema and Miramax Films) and vendors (Cinram and Deluxe Media Service) can be mentioned.

One of its products, RUNNING MARKS was deployed in over 200,000 homes and successfully
protected more then 700 Hollywood titles. The product is integrated in the DVD systems.

The system uses an imperceptible watermark. The insertion is realized into a compressed
content and the detection of the watermark is oblivious.

The data payload (64 bits) represents the playback device ID, the date & time, and other

information according to the specific application.

DataMark Technologies Pte

DataMark Technologies Pte (DMT) is a subsidiary of Singapore Technologies Electronics and
is a provider of patented digital watermarking solutions [Dat 08]. The security technologies and
patented digital watermarking technologies address the copyright and authentication issues.

& StegMark ImageLITE is a software (working on-line) for authentication of an images captured
by HP scanners. Users are able to digitize their certificates and documents (after the scanning
operation) and to insert their copyright information (example: name, date and time) onto
digital content to ensure the ownership and the authenticity of the images.

& StegMark Digital Camera deals with the SLR (Single-Lens Reflex) digital cameras that
contain a block chip for copyright and picture integrity protection using watermarking
technologies. With this new camera, the photographs are instantaneously watermarked and
protected, this operation being done transparently and in real-time (Figure [.6). Note that, in

such a case, there is practically no unwatermarked image (the original no longer exists).

Digial Camera

Hidden Information
Camera Model : SI234
Owner: David Scherie
Date: 23 Jan 2008
Time: 17:05

StegMark in digital camera Photo embedded with digital watermarks

Figure 1.6. StegMark Digital Camera schema [Dat 08].
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The watermark is robust against common image manipulations: JPEG compression, format
conversion, contrasts adjustments, etc. A stamp is also inserted in the form of fragile
watermarks so that any image tampering can be detected.

& StegMark CF Module is a flash memory storage device with the additional functionality of a
StegMark Digital Watermarking engine that is transparent to the user. The copyright
information to be inserted as robust watermarks is user-defined and can be set through a
simple user interface.

¢ StegMark SDK is provided in the form of a Component Object Model API. This allows
programmers working in C++, MFC, Visual Basic and other high level languages to easily
develop watermarking applications. The software is Windows 2000 or XP compatible.

¢ StegMark Video is an authentication solution for video surveillance using digital video
watermarking techniques to secure video content obtained from the video cameras. The
invisible watermark is inserted in each frame of the video. The information to be embedded in
the video content are the frame number, the camera ID, and the recording date & time. This
robust watermark is designed to resist to different frame modifications: removal, addition,

averaging and swapping (Figure 1.7).

i Camero e Disc Storage

ng —p St;gdl:zrk ﬁw

Figure 1.7. StegMark Video schema [Dat 08].

Digimarc
Digimarc is the owner of more than 250 patents for all the topics of multimedia watermarking
(both analog and digital format) [Dig 08a]: images (pictures), video (movies, TV and broadcast), audio
(music and radio), mobile (mobile computing & commerce), financial & identification documents, etc.
The main products developed by Digimarc are: ImageBridge, MyPictureMarc and IDMarc.
¢ ImageBridge is a solution to protect the images and brands [Dig 08b] and is applicable to
tracking and Internet monitoring.
The ImageBridge is used by major stock photo agencies and leading brands (like
manufactures, e-tailers, movie studios and other companies) to protect their digital images and
to track image distribution.
The advantages of the product are claimed to be automatic image monitoring on the Internet,
unauthorised usage identification, on-line channel programs management, copyright

communication and image ownership proving.
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¢ MyPictureMarc was designed to ensure the watermark robustness against usual image
manipulation and is a solution for copyright communication application (to create online
portfolio for photographers, artists or Web designers). The product has multiple layers of
security allowing to communicate copyright and contact information. Image back-up and
sharing facilities are also provided.
The product offers: covert (imperceptible) watermarking to embed the copyright information
into images, visible watermarking to prove ownership, on-line linking of copyright
information and commerce capabilities, on-line tracking & watching image usage [Dig 08c].

¢  The IDMarc ensures the authentication of the ID documents like driving licences, identity
cards, passports efc [Dig 08d]. Imperceptible for the human eye, I[DMarc can easily be read by
most available document scanners used in the field. These scanners read and decode the
watermark in order to detect counterfeit IDs (photo swapping, data modification, ezc).
In 2007, more than 100 million of circulating driver licences are protected with /[DMarc in 24
U.S. States. Starting from 2008, the /DMarc is incorporated into almost all new driver licenses

produced in United States.

Besides these large market products, Digimarc is also active on some specialised market. For
instance, its US patent EPI1142190 - Counterfeit deterrence system, protects banknotes or other
security document-images (passports, visas, postal stamps, travellers’ checks, and a variety of tickets)
using digital watermark.

In 2004, the CBCDG (Central Bank Counterfeit Deterrence Group which is a group of 27
central banks) proposes a system in cooperation with Digimarc to “prevent personal computers and
digital imaging tools from capturing or reproducing the image of a protected banknote” by using the

watermarking technology [Cdc 08], [Mur 04].

Figure L.8. These images, from the 10€, 20$ and 20£ contain the entire EURion constellation [Kat 08].

The EURion constellation is a pattern of symbols found on a number of banknotes (Australian
dollar, Canadian dollar, Danish krone, Euro, Japanese yen, Norwegian krone, Pound sterling, Swedish

krone, US dollar, efc) designed in 1996 by Markus Kuhn [Kuh 02]. EURion, consists of a pattern of
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five small circles, by different colours, which are repeated across areas of the banknote at different
orientations. Technical details regarding the EURion constellation are kept secret by its inventors
(patent by OMRON Corporation [Kat 08] called “Omron anti-photocopying feature”) and users (e.g.
CBCDQG).

Easy Watermarking Creator
Easy Watermark Creator 2.1 [Eas 08] is a tool for adding perceptible watermarks to images.
This software can be applied to protection from unauthorized use of the images published on the Web.
Its the characteristics are: accepted image files are BMP, JPEG, PSD, PCX, PNG, TGA, TIFF,
GIF; the watermark may represent text, image or a line stamp; and allows to apply a selected list of
watermarks to a group of image files (batch wizard). The tool is compatible with all the Windows

versions.

Fraunhofer Institut fiir Graphische Datenverarbeitung — IGD

The academic research carried out at the Franunhofer Institut fiir Graphische
Datenverarbeitung in Darmstadt — Germany resulted in a prototype technology to protect audio files
like MPEG Layer—3 (MP3) and MPEG AAC (Advanced Audio Coding) [Igd 08al].

Certimark, Geomark, Octalis, Okapi, SysCoP, Talisman and Wedelmusic are projects
[Igd 08b] developed in the Security Technology department at IGD which guarantee the quality of the
marked data and provide robustness of the embedded watermark:

. Certimark is a complete benchmark for image and video watermarking technologies
addressing a wide selection of watermarking applications (broadcast monitoring,
authentication & integrity, fingerprinting).

* Geomark is a system capable to embed private watermarks in 3D geometric data. The system
is robust against translation, scaling, rotation, removing of faces, re-meshing operations,
polygon simplification and addition of noise.

* SysCoP is a collection of software for embedding digital watermarks into images and video
streams for copyright protection. The invisible mark survives a wide range of image
processing modifications.

* An application of the Talisman project is broadcast monitoring, where the dissemination of
digital video streams can be tracked. The product was tested with success during the football
world championship in France (1998).

* Wedelmusic was designed to protect distribution the digital music (speech, audio files or video

clips) through Internet.

Kodak
With new Kodak’s new watermarking technology, every screening of every digitally projected

movie may have its own unique code (Figure 1.9).
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Exhibition Fingerprinting
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Figure 1.9. Exhibition fingerprinting [Kod 08].

In this respect, the imperceptible watermark should include a unique ID code that identifies

the cinema and the date and time of the movie showing [Kod 08].

Recent testing made by Kodak has demonstrated robust watermark extraction, using 32 bits

per frame — more than enough to assign a unique ID for every showing of every movie that has been—

or will be—produced.

MarkAny

MarkAny is a South Korea company that develops products against multimedia piracy. It

provides solutions for copyright protection, authentication and rights management [Mka 08] and holds

more than 200 patents.

MarkAny has provided DRM solutions to more than 500 companies and governmental

agencies throughout the world:

*

MAIM (MarkAny Image) imperceptibly inserts watermark into image in order to protect
digital libraries, Internet shopping web—sites, image providers, efc.

The features of the MAIM are: variable number of inserted logos, robustness against image
compression and mundane image processing, real-time operating. The software works under
Windows OS.

MAO (MarkAny audiO) is implemented for audio files and target service providers (including
MP3 files), CD producers, sound-source producer, and audio on demand (AOD) service
providers.

MAVI (MarkAny VIdeo) is meant to protect video distribution across Internet against illegal
copying.

MAVI is a real-time watermarking solution capable to embed up to 64bits of information in
each frame and surviving to cropping and resizing.

It accepts only the following file formats: .m2v (MPEG-2 video stream files), .avi (Audio
Video Interleave), .asf (Advanced Streaming Format), and .wmv (Windows Media Video). The
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supported data rate is 300kbps and video formats are CCIR80 1 — 720x480, VGA 640x480, S-
VGA 1280x768, SIF 360x240 and HDTV 1920x1035. It is available only for Windows.
The target areas are: video on demand (VOD), broadcasting service providers, digital video

libraries, on-line education, and Internet& satellite broadcasting.

Philips

Philips products are connected to watermarking and fingerprinting applications like: media

identification (CineFence, VTrack, CompoTrack and RepliTrack), broadcast monitoring (for video

monitoring there is a partnership with Teletrax), piracy deterrence (Philips integrates a chip in all

camcorders, DVD players that can identify which content can be seen/listened and which content

cannot), Internet monitoring (in partnership with MediaHegde, Philips provides content identification,

management and monitoring services) [Phi 08a].

*

CineFence aims to stop piracy in digital cinema. Compatible with the DCI (Digital
Cinematography Initiative) standard, CineFence is able to link the captured movies back to the
cinema where the content was recorded. The watermark is robust and can survive to
camcorder and microphone capturing in the cinema, as well as to the main compression
techniques [Phi 08b].

Concerning the video, it allows 35 bits to be inserted into a sequence of 5 minutes. CineFence
is available to embed in 2K and 4K resolutions with 24 and 48 frames per second.

For the audio, the same data payload (35 bits) can be inserted into a sequence of 5 minutes of
audio content. The sampling frequency is 48 kHz or 96 kHz.

The CineFence Video detector can work with all common video formants and CineFence
Audio detector is able to perform in all audio formats after conversion to WAV (WAVeform
audio) format.

RepliTrack may be used for uniquely marking and identifying multimedia content stored on
CDs and DVDs [Phi 08d]. The RepliTrack inserts 21 bits in 90 seconds of video. The system
can automatically operate: reading the source of DVD/MPEG file, embedding, duplicating,
auto CD/DVD labelling (printing a perceptible mark and notice on the disk) and embedding
directly in ISO 9660 image [Iso 88].

The technology is applicable to rights protection and monitoring and the product is compatible
with all the watermarking products and components developed by Philips using CompoTrack
technology.

VTrack is a solution to uniquely mark and identify the content delivered to individual PayTV

subscribes. It is developed for video on demand (VOD), PayTV, Hotel TV and IPTV?

> IPTV (Internet Protocol Television) is a system where a digital television service is delivered by using Internet
connection.
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[Phi 08f]. Accepted formats are SD (Standard — Definition), HD (High — Definition), MPEG-

2, MPEG—4 Part 2, and MPEG—4 Part 10 (H.264/AVC) and VC-1.

The mark is robust to camcorder copying and severe quality degradation. The detection of

watermarking is oblivious. The embedding is in real — time and uses a unique ID that contains

the date/time and operator identification cod.

The technology is applicable to broadcast and Internet monitoring.

* CompoTrack is a package with three components: CompTrack MPEG, CompoTrack H.264
and CompoTrack WAV [Phi 08c].

* CompTrack MPEG is a solution to mark in the video content. The data payload is
21 bits and is inserted in any 90 seconds (2700 frames). The mark would survive to
shifting, cropping, scaling, recompression to MPEG-1, DivX, WMV, noise addition,
digital/analog conversion, noise and median filtering.

The mark can be directly embedded into the MPEG-2 SD (Standard — Definition) and
HD (High — Definition) stream as well as into SD ISO 9660 DVD images.

* CompTrack H.264 has the same performance as CompoTrack MPEG (data payload and
robustness) and was designed for MPEG—4 Part 10 (H.264/AVC) format.

The technology for video watermarking is applicable to rights protection, tracking and
monitoring and the CompTrack MPEG and CompoTrack H.264 are fully compatible
with all other Philips CompoTrack and RepliTrack video watermarking products.

. CompTrack WAV is devoted to audio protection. The data payload is 37 bits and is
inserted in 45 seconds; the mark is embedded in real-time in WAV format and broadcast
WAV stream. The detection is robust against digital-analog and analog-digital
conversion, MP3 and additional AAC (Advanced Audio Coding) encoding/decoding,
filtering (all-pass and band-pass), echo addition, amplitude compression, re-sampling,
speed change and noise addition. The applications are rights protection, tracking and

monitoring.

PixelTools

PixelTools is a group dedicated to image processing with the goal of developing the highest
quality video compression software for video editors, animators, and broadcasters [Pix 08].

PixelTools' patented MPEGEscort watermarking software slightly alters a compressed MPEG
video to insert a visually indiscernible digital data file. This software watermarks any MPEG-1 or
MPEG-2 elementary video stream. It may be used to extract or verify the presence of a watermark or
of a digital signature. The data payload is quite large (dozens to hundreds of bits per 720x480 frame).
The insertion is in real-time. The software is available for Mac, PC and UNIX platforms.

I-25



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Sarnoff Co.

The iTrace was designed in order to transparently watermark the Digital Cinema content
[Sar 08]. The watermark survives to camcorder capture, copying, compression, Internet distribution,
cropping and other modifications. The i7Trace watermarking is compatible with both analog and digital
media including VHS tapes, DVD, DigiBeta professional tapes, digital cinema, and internet files
(example: Windows Media).

The iTrace is a watermarking system for HD and SD content that work in real-time.

Signum
The Signum products [Sig 08] are used by many well known companies (France Press, BBC,
British Museum, IBM, HP, Toyota, Mitsubishi, efc):

* SureSign Entreprise is an automated batch-processor watermark embedding and detection
application for image protection. The accepted file formats are: JPG, TIFF, BMP, PCX, PNG,
Targa and PICT-RGB, CMYK or greyscale with the minimum size 150x150 pixels. The
product is available only for Windows OS.

. SureSign SDK can be integrated in many software, firmware and hardware products. These
cover a large area of applications such as: image and photo database, operating system
software, digital SLR cameras, e-commerce systems, 2D maps, GIS systems, medical imaging
systems, etc. The SDK is available for MacOS, Linux and UNIX (Solaris), but versions for
other OSs are available upon request. The test images and the source code/library (C or C++)
are included in the package offered to the potential developers.

* SureSign Plug-ins is designed to work with Adobe Photoshop or Corel Photopaint to embed
and read watermarks in digital images. It works with all the RGB, CMYK and greyscale
images with minimum size of 150x150 pixels. There are two versions of the software, one for

Windows and one for Mac.

Teletrax

Teletrax is a company that offers a watermarking solution for broadcast monitoring [Tel 08].
The watermark is robust to standard conversions applied to the video content.

Currently, Teletrex monitor about 1500 broadcast channels (ABS Television, BBC, CBS
Television, Fox Broadcasting Company, NBC News Channel, NBC Agency, Reuters Television, efc)
from more than 50 countries.

The system implemented by Teletrax for the broadcast verification service is based on the

digital watermarking technology developed at Philips.

Thomson
Thomson offers solutions to track and secure digital content throughout production and post-

production stage, distribution, efc. In April 2008, it announced its collaboration with IBM and the

1-26



Chapter I: The Watermarking Challenge

ISAN-IA (International Standard Audiovisual Number International Agency) for content tracking and

security solution.

NexGuard, NexTracker and Nextamp are products developed by Thomson for several video

applications (forensic, content protection, broadcast and Internet monitoring) [Tho 08].

¢  NexGuard provide solutions for content protection and for forensic marking devoted to the

media and entertainment industries.

*

NexGuard — content protection claims to assure confidentiality and conserve the
ownership of the content. It is conceived as a package of professional solutions: for
post-production, for limited distribution, for the jury in different cinema festivals or for
marketing campaigns.

The product is available for Windows and for Mac OSs.

NexGuard — forensic is a robust watermarking solution using an imperceptible mark.
This is a solution applied to digital cinema exhibition, media distribution and VOD.
Depending on the application, four version of this product are offered:

a) NexGuard Forensic Marking Masters and Files (Figure 1.10) also exploits the
discussion if recipients of a given content know each individual copy of the video can

be tracked, the temptation to illegally reuse the content is sharply reduced.
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Figure 1.10. NexGuard Forensic Marking Masters and Files schema [Tho 08].

The product is intended to secure internal validation and primary distribution of content,
and to ease and secure the workflow for content distributors, broadcasters and web
portals. The watermarking is claimed to resist to attacks at any level in the production
chain [Tho 08]. The various file formats are accepted, including the MPEG/IMX and the
WMVI/VC-1 formats. There are two versions of the product, for Windows and one for
Linux.

b) NexGuard Forensic Marking Screener ensures the traceability of individual DVDs,

tapes and files in audio/video format, without affecting the viewer experience.
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The product can imperceptibly watermark each DVD with identifying information (e.g.
a unique ID per copy). This ability helps secure the delivery of DVDs screeners and
trace illegally copied content to its original source.

¢) NexGuard Forensic Marking Set-top Boxes (Figure 1.11)

Forensic watermarking extends content security beyond the STB (Set-top boxes) and
acts as a deterrent against piracy, as subscribers are alerted of that technical capability.
The watermark embedding is entirely executed on this STB and is performed right after
decoding. It is applicable to live broadcast being independent from the video codec used
to transport the video content (MPEG-2, MPEG—4 Part 10 (AVC-H.264), VC-1). Note
that both the digital HDMI and the analog YPbPr HD video output interfaces of the STB

contain the imperceptible watermark

o)

Figure 1.11. NexGuard Forensic Marking Set-top Boxes schema [Tho 08].

For VOD and Pay TV the main characteristics are:

- it operates with any compression scheme (MPEG—2, MPEG—4 Part 10 (H.264), VC-1),
- VOD content traceability on a per-transaction basis,

- enhances the security of cable and IPTV VOD streaming distribution, satellite or
terrestrial push — VOD,

- identifies subscriptions involved in illicit redistribution of TV signal.

d) NexGuard Forensic Marking Theatrical-DCI (Figure 1.12)

The watermarking product is a solution provided by Thomson to embed the date, time
and origin of projection into a digital motion picture visual and audio contents.

The product is integrated in most d-Cinema’ and e-Cinema® [Ctm 08] server
manufacturers. The watermark is imperceptible and the embedding can be made for

MPEG/IMX and WMV9/VC-1 formats.

3 d-Cinema means Digital Cinema: it is distinct from high-definition television, and is use to distribute and
project motion pictures.

* e-Cinema means all the techniques of digital on the big cinema. The equipment are used to project advertising
and alternative content (concerts, sport events, documentaries, etc).
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Figure 1.12. NexGuard Forensic Marking Theatrical-DCI schema [Tho 08].

e) NexGuard Forensic Marking VOD Server is specifically designed for cable and IP
network VOD services (e.g. IPTV). It inserts the mark in the compressed stream based
on a unique transactional ID.

NexTracker provides reliable broadcast (radio/TV and/or Internet).

&  NexTracker — broadcast monitoring (Figure 1.13)
This product is meant to verify the delivery of the media content. An illustrative

example is the TV monitoring (promos, commercial and sponsorship).
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Figure 1.13. NexTracker — broadcast monitoring schema [Tho 08].

&  NexTracker — web monitoring

The product identifies and tracks the content on the Internet. The product would
camcording, editing the replica of an original content obtained by mashups, parodies,
sketches, etc.
Nextamp used to be a company specialized in protection of video content based on the
watermarking technology and was bought by Thomson in 1995.
Nowadays Nextamp refers to a product commercialized by Thomson. In order to have a
“content tracking and tracing using a virtual barcode” [Nex 08] mentions the following
Nextamp properties: 1) an imperceptible mark (containing identifiers, date and time stamp) is

embedded in compressed video (MPEG-2) or in compressed video; 2) the watermark is robust
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against format conversion, editing compression or logo insertion; 3) generation of tracking

report with transition storyboards.

Verimatrix

Verimatrix offers a tool to fight against video piracy with its VideoMark. The product is a
solution for content security in pay—TV networks [Vmt 08].

VideoMark forensic watermarking technology was integrated in AmiNet125 set-top box for
commercial market.

The watermark is robust and will survive to digital-analog and analog—digital conversion,

camcorder capture, efc.

Widevine

Widevine Technologies provides content protection and forensic watermarking solutions for
telecommunications, internet, mobile, cable and satellite service providers worldwide (over 130
operators use Widevine products and holds six patents) [Wid 08].

Widevine Mensor is a solution that invisibly watermarks content at multiple points in a video
distribution network and employs session-based watermarks in real-time to protect the content that is
streamed from a server to a client.

- Widevine Mensor identifies and tracks assets distributed to each operator or third-party

service providers. This enables them to track the effectiveness of an operator’s content
protection system across all networks, while offering a way to quickly track and identify

authorized and unauthorized distribution (see Figure 1.14).
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Figure 1.14. Mensor identifies content at three key points in the video delivery, from content

owner and aggregator, to operator and finally at the device [Wid 08].

Depending on content ownership requirements, Widevine Mensor utilizes watermarking

algorithms offered by Cinea and/or by Thomson:
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- watermark is robust against digital and analog conversion, transcoding and degradation;

- the embedding is realised at the studio, operator or on consumer devices;
the product works on STBs, PVRs (Personal Video Recorder), PCs, portable media players or
Widevine CaleCard.

1.6. Conclusion

Some years ago a kind of esoteric handcraft, watermarking is nowadays an effervescent
industrial field. Unfortunately, its landscape is very fragmented and heterogeneous: each “wise”
protection procedure is followed by a “clever” attack, thus making it practically impossible to
ascertain which are the watermarking limits and which are the tomorrow trends. Hence, in the fight
against the multimedia piracy, to define a unitary, reliable and generic watermarking framework

becomes a stringent necessity.
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This chapter gathers the fundamental concepts (definitions, properties, models) necessary to offer a
fundamental basis for the methods and experiments developed in the thesis: random variables (Section II.2)

and processes (Section 11.3), information theory (Section 11.4) and applied statistics (Section I1.5).

Contents

ILT. INtrodUCHION ..ottt e I3
IL.2.  Random Variables ...........oooiuiiini e e 1.3
IL.2.1.  ProbabiliStic SPace ........c.eiuiei i e 1.3

I1.2.2. Random Variables .............ouiuiiiiei e 1.5

11.2.3.  Probability Density Functions and Moments ................c.oeiiiiiiiiiiiniiiniaanan, 1.5
11.2.3.1.  Probability Density FUNCHIONS .........o.iuitiiiiiii e IL.5

IL2.3.20 0 MOIMENILS ..ottt IL.7

11.2.4.  Two and Multi-Dimensional Random Variables ...................cooiiiivvcnieeeeene. 118
I1.3.  RanNdom PTOCESSES ... .c.euuuutitiniiitet e 11O
I3 1. DEfINItIONS .enetit ittt e et IL.9
I1.3.2.  Statistical DeSCIIPtONS .......vvviniieitiiiiieeieaeieeieaeeieeiieieeeneeenenieenesseesesieeneeeee 110

IL.3.3.  AVErage ValUes .. ...o.einiiiii e IL.11
II.3.4  Stationarity and ErgodiCity .........coouiioiiiii i I.13
I1.4. Information Theory: Models and Description ..............ccooviiiiiiiiiiiiiie e, .14
IL4.1.  Information SOUICE .........ouiuiiui e e .14

I1.4.2. Noisy Channel ..........coiiiiiiiii e 1116

I1.5.  Basic Tools in Probability EStIMation ..............cooiiiiiiiiiiii e 11.18
IL5.1.  Finite Gaussian MIXtUIES ........c.eeiuieiit it et e eneas 11.19
IL5.1.1. Maximum Likelihood EStimation ............cccecevieriiiniiiiiiiincceicccceee I1.20

IL.5.1.2. EM algorithim ..o I1.21

I1.5.1.3. Properties of the EM algorithm ................cooiiiiiiiiii 11.23

IL5.2.  Confidence LIMIS ......o.oiutiuititiit e, I1.23
I1.5.2.1. Presentation .........o.o.iiiiiiit it I1.23

I1.5.2.2. Probability EStImMation ............oouieiieieii e 11.24

D B TR 0 4 o] L3 (3 I1.25
IL7. REIEICICES ...ttt e e e e I1.25

1I-2



Chapter II: Theoretical Background

I.1. Introduction

A communication system (Figure II.1) is meant to send information from an information
source to a destination (be it a human observer or a device). In its largest acceptation, the system
consists in five blocks [Sha 80]: (a) an information source which produces the message to be
communicated to the receiver; (b) an transmitter which associates the message to a signal to be
transmitted over the channel; (c) the channel which is the medium (a coaxial cable, a pair of wires, a
band of radio frequencies, etc) used to transmit the signal from the transmitter to the receiver and
which imposes some modifications (errors) on the transmitted signal; (d) the noise source which
establishes the way in which the channel alters the transmitted information; (e) the receiver which
realizes the inverse function of the transmitter, reconstituting the message from the received signal

although errors might have been occured.

Infq t1 } } .
prormation —_ | Transmitter Channel » Receiver [ Destination
Source
A \
[
Message Signal Received  Recovered
Signal Message
Noise
Source

Figure II.1. Diagram of a general communication system.

The present thesis is focused on the mathematical models for the noise sources involved in the
watermarking applications namely the natural video (see Chapter III) and the attacks (see Chapter IV).

In order to obtain accurate mathematical models for these sources, basic concepts from
random variables (see SectionIl.2), random process (see SectionIl.3), information theory
(see Section 11.4) and statistics (see Section I1.5) are to be exploited.

Note: in the rest of this chapter, the definitions of general concepts will follows the famous
works in the literature [Bar 05], [Cov 06], [Dem 77], [Mcl 97], [Pap 91], [Pet 95], [Red 84], [Sha 48]
[Sha 80] as well as the books used as student at POLITEHNICA University of Bucharest [Ciu 05],
[Gav 03a], [Gav 03b], [Mur 98], [Spa 83], [Spa 87], [Ver 99], [V1a 99].

Il.2. Random Variables
11.2.1. Probabilistic Space

A probabilistic space (H, 4, P) is composed of three elements: the sample set H, the event
field 4, and the probability measure P.

¢ The sample set / is the multitude of all possible results 77 of a random experiment.
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Example: The 6 possible faces obtained when throwing a die, or the incoming call
numbers corresponding to a telephonic switching central.
¢ The event field A4 is a non-empty set, containing sub-sets of H with the following
properties:
1. He A,
2. Aed > AeAd,
n
3. A,A4p,..eA = |J4; €A.
i=1
In this definition, 4 denotes the complement of A with respect to H, i.e. all elements of
H witch are not in 4; the integer n» may be finite or infinite. A result 77; € H may be part
of several events.
Example: When throwing a die, the sample set is H = {771,772,...,776}, where 7; is the
occurance of face i. One possible event field is 4= {¢, {771 }, {772,773,774,775,776}, H},

where ¢ stands for the empty set.

¢ Given the sample space H and an event field 4, according to the Kolmogorov axioms a
probability function, P(:) associates to the event 4 a real number such that:
1. P(A)=0,V AeH,
2. P(H)=1,
n n
3. P(U4;)= X P(4;) where A4; are some countable mutually exclusive events
i=l i=l1
(4;iNA; =¢,i# ).
After defining the concept of probability, the next step is to present its useful properties:
1. For any event 4, the probability is P(4) <1.
2. ¢ iscalled the “impossible event” and has a zero probability P(¢)=0.
3. P(4)=1-P(4).
4. 1If A and B are two events defined on H, P(AUB) = P(A4)+ P(B)—P(ANB).
5. If 4, Ap,...4, are mutually exclusive events and if H =4 U4y, U43U...U 4,

then P(H)=P(A})+P(4y)+...+ P(4,)=1.

Conditional probability and independent events are now to be defined. Let 4 and B be two

events. The conditional probability of A given B, P(A/B) is defined as P(A/B)=P(A(\B)/P(B).If

the A and B are independent events, then P(A/B)= P(A) < P(A(\B)=P(A)P(B).
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According to the Bayes’ rule, if A4y,4>,...,4, are n mutually exclusive events, the union of
which is the sample set H, H=4U4U..U4,, then for every event A:
P(Ap|A) = P(4 NA)/ P(4),  where  P(dpNA)=P(4)P(A4), k=12,..n; since
P(A|Ak) = P(Ak|A)/P(Ak), the total probability of A4 can be computed as:
P(A) = P(4A4)P(A}) +...+ P(44,)P(4,) .

An alternative definition of the probability may come from practice. If an experiment is

repeated N times under the same conditions, and if the event 4 appear N 4 times, the probability of the

event 4 may be defined as a relative frequency: P(A) =%, when the number of experiments is

sufficiently large. According to the distribution of large numbers this empiric definition becomes

meaningfully from the mathematical point of view when N — o .

11.2.2. Random Variables - Definition
The random variables are a representation of the sample set H on the real axis R. Supposing

(H, A, P) is a probabilistic space, a random variable is defined as a real finite measurable function

X : H — R with the following condition: Vx € R, {77 € H|X(77) <x }eA.

Random AR
Experiment
A

NP X )

s N X))

Sample set H

Figure I1.2. A random variable X (77) assigns to every experimental outcome a real number [Gav 03b].

11.2.3. Probability Density Function and Moments
11.2.3.1 Probability Density Function

Be there X a random variable and be x a real number. The probability of event X (7)< x

[Bra 99] is a function of x and is called the cumulative distribution function (cdf) of X
Fy(x)=P(X(n)<x). (IL.1)

The first derivative of a cdfis called probability density function (pdf) of X:
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' dFy (x
fx ()= Fy (1= (112)
dx
The inverse relationship between the cdf and the pfs is:
X
Fy(x)= [fx@)du. (11.3)

—0o0

If X can take only a finite number of discrete values it is called discrete random variable, and
its cdf (see Figure 11.3.a) is a step function. The random variable X is called a continuous random
variable if the set of its value is continuous; hence, its cdf may be represented in Figure 11.3.b.

If the cdf is continuous and differentiable, than the pdf'is a function in the classical sense (cf-
Figure I1.3.b). If not (i.e. the cdf has jumps), than the pdf'should be considered in the distribution sense

(a sum of functions and & Dirac distributions, Figure I1.3.a).

5}{10
LT J—
1Y=] AT ........... .......... ............ F. N ............ ............ ............
ED.E ___________ A ____________ ?3_ .......... ........... ........... ............
i : : : & 5 5 5
04 __________ ___________ ____________ 2 ........... ........... ....... I
D2 i SR ............ The ............ ........... ....... o
] L ; 1 0 i i i
0 100 200 300 400 0 100 200 300 400
i ke
cdf pdf

Figure I1.3.b. Example of graphical representations for the cdf and pdf of a continuous random variable.

Any cdf hs the following properties:

1. A cdfis always monotonic and non-decreasing;
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2. lim F(x)= lim P(X <x)=P(H)=1;
X—>0 X—>0

3. lim F(x)= lim P(X<x)=1- lim P(X>x)=0.

X—>—0 X—>—© X—>—0
4. In the continuous case (which will be further consider in the thesis) the following
computing relations are true:
a
P(x<a)= [fx(x)dx=Fyx/(a),
—o0

b
Pla<x<b)= [fx(x)dx=Fy(b)~Fx(a),

fx(x)=20, VxeR, O]?fX(x)dle_

The probability distributions which are relevant for the thesis are detailed in Appendix 0.

1.2.3.2 Moments

A very important concept in the theory of probability and statistics is the mathematical

expectation, or expected value, or mean value of a random variable X. The mean value of a random
variable is denoted by m;, E[X] or by X .If X is a continuous random variable with the pdf fy (x),

the mean value is define by:
. o0
my =E[X]=X = [xfy(x)dx. (1L.4)

—o0

Note that if ¢ is a constant, then E[cX]|=cE[X].

o0
The n-th moment of the random variable X is defined as m,, = E[ X" ]= fx" fx (x)dx . For a
—o0

particular value n =2, the second moment of X or mean-square value is obtained:

my = E[X*]= [x*fy (x)dx . (IL5)

—o0

o0
The n-th central moment of the mean is defined as: E[(X - E[X])"]= j(x—)? ! fx (x)dx
—0

for a particular value, n =2 the variance is defined as:

0% = E[(X —E[X])?1= E[X?]-(E[X])? = [(x—X)? fy (x)dx. (IL6)

—00

The standard deviation is denoted by oy and is always positive.
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11.2.4. Two and Multi — Dimensional Random Variables
If X and Y are two continuous random variables defined on the same probabilistic space, the

Jjoint cumulative density function (jedf) is:
Fyy(x,y)=P(X<x,Y<Yy), (I1.7)

The joint probability distribution function (jpdf) of X and Y is defined by the following

equation:

52FXy(x,y) ' (IL.8)

Sxy(x,y)= oxdy

The probability that X and Y jointly lies between x; and x, and y; and y;, respectively is

given by:

X222
P(x) <X <xp,y1 <Y <yp)= | [fxy(x,y)dxdy. (IL.9)
X1 N

The jedf and jpdf have the following properties:
1. 0ZFyy(x,y)<1;
2. Fyy(wo,0)=1, Fyy(-0,—0)=Fyy(x,—©)=Fyy(-»,y)=0;

3. Fyy(x,0)=Fx(x), Fyy(©,y)=Fy(y);

4. fxy(x»)=20; [ [fyy(xy)dxdy=1;

X o y ©
5. Fxy()= | [fxy@wv)dudv; Fy(y)= [ [fxyu,v)dvdu;

6. fx(= [fxyCeydy; fy(»= [fxy(xy)dx.

—0 —o0

If the random variables are independent, their jedf is Fyy(x,y)=Fy (x)Fy(y) and the
related jpdfis fxy (x,y) = fx (x)fy (»).

These concepts of joint distributions can be extended from two random variables (X, Y) to n

random variables ( X1, X2,...., X}, ):

Fx, Xy, X, (X1:X050000) = P(X] < x1,Xp <x0,..,X) <xp), (I1.10)

n
O FX|, Xy, X,y (X15X2,0005 %) (IL.11)

b

X[,X9 ey X)) =
le,Xz,...,Xn(l 2, n) 0x10x7...0x,
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The joint moment of k and / order between two random variables X and Y is defined by:
kyly_ ok
my =E[X"Y 1= [ [x"y' fxy(x,y)dxdy. (I1.12)
—00—00

The correlation Cor(XY) between X and Y is a particular case of the joint moments obtained

for k=1=1:
o0 00
Cor(XY)=my| =E[XY]= [ [xyfxy(x,y)dxdy. (I1.13)
—00 —00

Of course, if k=1 and /=0 the mean value of a one-dimensional random variable is
obtained: myog = E[X]=my or my) = E[Y]=my .
The joint central moment between two random variables X and Y can be defined through

analogy as:

g = ELX ~mx)* (@ =my) 1= [ [e=mx)* (v=my)! fyy (x,y)dxdy . (IL14)

—00 —00

If k=1, [ =1the covariance of X and Y (Covyy = 1) is obtained and if k=2,/=0 or

k=0, [ =2 the variance for X or Y is found:

10 = El(X ~my)*1=0% ., up = E(Y -my)*1=03 (IL15)

The correlation coefficients between X and Y is defined as:

_E[(X-my) (Y=my) ]_ Covyy
oxoy Oxoy ,

PXY 1< pyy <1. (11.16)

1. If pxy=0, then X and Y are uncorrelated;

2. If X and Y are linearly dependent then, X =aY, then pyy=1 a>0 or

PXY =-1, a<0.

11.3. Random Processes
11.3.1. Definitions

The random variables were basically defined in Section II.1 as a mapping of the elements of
the sample set H into points of the real axis. In the case of random processes, the sample space would

be mapped into a family of time functions.
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Associating a time function to each element of the H results in a family of time functions
called the ensemble (the ensemble is the set of sample functions with the associated probabilities).

Note that the random process is devoted by X(77;¢), where 7 is an elementary sample of the H, see
Figure I1.4. The notation X(¢) is sometime used for simplicity.

There are different types of random processes, according to the characteristics of # and of the

random variable X ()= X at time ¢:
1. Continuous-state and continuous-time: for this case both X (¢) and ¢ have a continuous
values; X(¢) is said to be a continuous random process.
2. Discrete-state and continuous-time: X (t) assumes a discrete set of values and 7 is

continuous; such a random process is referred to as a discrete random process.
3. Continuous-state and discrete-time: X (t) assumes a continuum of values and ¢ is a
discrete set of values; such a process is called a continuous random sequence.

4. Discrete-state and discrete-time: both X (¢) and ¢ assume a discrete set of values; such

a random process is called a discrete random sequence.

AX ()

Random X(n;,1)
Experiment r
4

v

Sample set H

Figure I1.4. Mapping of a sample space into sample functions [Gav 03b].

11.3.2. Statistic Description

If the time ¢ is fixed, the random process is transformed in a random variable, and it is possible

to define the corresponding cdf and pdf.

Fx (x;0) = P[X(n,0) < x], (11.17)
fk@w=£kgﬁn (I1.18)
dx

The entities in eq. (Il.17) and eq. (II.18) give the first order statistical description of the

random process.
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The second order distribution function of a random process is the joint distribution (jcdf and

Jjpdf) of the two random variables X(#1) and X(¢#5) obtained by sampling the process at two time

moments #] and #5:

Fx, x, (x1,x2301,12) = PLX (1) < x1, X (1) < x2], (11.19)

2
0"Fx,,x, (X1,Xx2311,12)

X[,X23t,t7) = (I1.20)
Ix1,x, (1, x2311,12) oriony
In the same way can be defined the distribution of the n™ order:
FX17X27--aXn (X15,X0 5ee0s Xp 511580 5ees b)) = PLX (1) £ X1, X (1) S X0, X (8,) £ X5 1, (I1.21)
a”FX Xr. X (xl,X2,...,xn;tl,tz,...,tn)
IX1. X000 X X1 X2 5000 X 311510 s T ) = D22 tn _ (I1.22)

0x10x7...0xy,

Two random processes X(77;¢) and Y(7;t) defined on the same probabilistic space are
independent if for any moments [f11,....¢;;,] and [t71,....t2,,], the random variables
X(n;41),...X(151y,,) are statistically independent with respect to the random variables

Y(175621)s Y (M5t01) -

Fyy (x,y;ty,t0) = Fx (x;0) Fy (y;82)

(11.23)
Sxy (x5 vst1.60) = fx (i) fy (vi62) -

The above equalities should hold V x = [xl,...,xn] and y = [y1 yeres ym] arbitrarily sampled vector from

R" and R" respectively, and YVt =[t11,....t1,] and Vi, =[t1,....to,] arbitrarily chosen time

moments.

11.3.3. Average Values
For any random process two types of average values can be defined: statistical mean values

defined for all time moments, and temporal mean values defined for each particular sample
(Figure IL.5).

The statistical mean is actually the mean of the random variables considered at some moment
of time, thus becoming a functions of time. In many problems, only the first and second-order
statistics are considered in order to characterize a random process. These values are defined in the

same way as the mean of random variables:
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ﬁJX(m,t) .
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AX(nH.t) é
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—/ >+
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C /SN TN,
T — | — Vv N >

Figure IL5. Statistical and temporal mean values of a random process.

The autocorrelation function is defined by eq. (11.27):
[c ol o]

Bxx (t1,12) = E[X(t)X(12)]= | w32 fx x, (x.x231, 10 )dxydxy (I1.27)

—0o0—00

The cross-correlation function of two random processes X (¢) and Y (¢) is defined as:
Byy(t1,tp) = E[X(1))Y (12)]. (11.28)

The most relevant properties for autocorrelation function are:
I Byx(t2,1) = Bxx (11,12

2. Byy () =myx? >0;

3. |Bxx (t1.t2)| < Bxx (t1.t1)Bxx (t2.12) -

The temporal means are computed on a sample X (7;¢), thus depending on the particular 7

from the sample space.
¢ The mean value represents the continuous component of the X(7;¢) and it is itself a

random variable because it depends on the 7 ; but it does not depend on the origin of time

1o -
not A T2 —_—
myp = Xp) = lim —  [X(p;0)dt = X, (tg +1), (11.29)
T—w ~-T/2

¢ The mean-square value is defined as:

—_— T/2 —
Xy = Tim ~ [ XG0 =1, (@ +001 (11.30)
Tl 172
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and is independent with respect to the time origin.

The temporal autocorrelation function is defined as:

T/2
Ryx p(t1,12) =Xy + )Xy (2 +0)= lim  [X, (301 +OX; (p3t2 +)dt =Ry p(tr —t1) . (IL31)
T—>w-T/2

The temporal cross-correlation function is defined as:

T/2
Ryy n(t,t2) =Xy +0Y, (12 +0) = lim  [X, sty +0)Y (012 +0)dt = Rxy p(t2 —11) . (11.32)
T—w-T/2

It can be demonstrated that: Ryy ,(7r)#Ryy ,(-7) and Ryy ,(7)=Ryx ,(-7);

T=1)—1.

11.3.4. Stationarity and Ergodicity

A random signal is stationary if its n-th order statistical descriptions are invariant with respect
to the origin of time. Two signals are simultaneously stationary if everyone is stationary and if their
statistical properties are simultaneously invariable of any translation of time.

Stationarity may be strictly or wide-sense.

& Strict sense stationarity: A random process X (7;t) is stationary in the strict sense (or

hard) if the cdf'is invariant to any translation of time 7.
*
o (X]5X0 0oy X3 582 seerty ) = Fp (X1, X0 s X3 + Tty +Toesty +7),Vr,ne N . (I1L33)

& Wide-sense stationarity: A random process X(7;¢) is stationary in the wide-sense (or

weak) if the following equations are satisfied.

Dy D _
my (t)=my =ct,
X X (IL34)

Byx (t1,1p)=Bxx (r), T=1tp —1].

A random process X (77;¢) is ergodic if all of its statistics can be determined, with probability
one, from a unique sample function of the process. Consequently, the statistical averages also equal
the corresponding time averages with probability one. In many cases, a weaker form of ergodicity is
investigate, namely the mean and autocorrelation function ergodicity.

A random process X (77;t) is ergodic in the mean if the time averaged mean value is equal to

the statistical mean value:

lim P||ECX, 0) -1, 0]] <ef=1, ¥ £ >0. (IL35)

T—w
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A X(n;t) is ergodic in the autocorrelation if equation (I1.36) is true, the equality being

defined in the sense of probability convergence:

Tﬁ_r)nw P{ |EQX, (t+7) X, (0) = Xy (t+ D)Xy (1) | <g}= 1, Ve>0. (11.36)

wide-sense

stationarity

Figure I1.6. Set of different classes of processes.

Note that for the next Sections and Chapters the pdf will be denoted by py(x) or p(x)

instead of fy (x).

1l.4. Information Theory: Models and Description

Fundamented as a science by the Shannon’s works, information theory quickly established
strong and fruitfully synergies with a large variety of application, Figure I1.7.

In the present thesis, the fundamental issues of information theory will be approached from the
watermarking point of view. In this respect a special emphasis will be put on the noise modelling and

capacity evaluation. Some illustrations concerning the entropy are also presented.

11.4.1. Information Source
Intuitively, information source is a mechanism to choose in an unpredictable way among all
possible messages a particular one to be sent to a receiver. The particular samples of the source are

called symbols.
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Information

Inequalities

Figure I1.7. Mutual synergies between information theory and other scientific fields [Cov 06].

From the theoretical point of view, an information source is a random process defined on a
probabilistic space (H, A4, P).

A discrete information source sends messages at a discrete time moments and each of these
messages is one of a finite set of symbols.

The symbol is defined as an irreducible element which contains information.

The alphabet represents the totality of all the symbols and the finite succession of the symbols
that represent a message is called word; the language is the totality of all the words formed with an
alphabet.

A discrete memoryless information source is a source for which the probability of apparition
of'a symbol does not depend on the previous symbols.

An ergodic information source is a source for which the underlying random process is
ergodic.

For an ergodic and memoryless discrete information source the value of the information for a

symbol (in bit) is defined as:
i(x;) ==logs p(x;), (I1.37)

where the alphabet is [X]=[x], ..., x,,] and the probabilities [P]=[p(x}), ..., p(x;)].
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The entropy (in bits/symbol) of an ergodic and memoryless information source X having the

probabilities p(x;),i=1, ..., n is expressed as:

H(X) = $i()p() = - 3 plxi)loga plxy). (1138)
=1 =1

The entropy of an ergodic memoryless continuous information source is defined as:

o0
H(X)=~ [py(x)logy px (x)dx, (I1.39)
—o0
where p y (x) is the pdf of the source X.
In the continuous case, the entropy properties are:
1. If X is limited to a certain volume in its space and the pdfs are constant in the volume

(px (x)=1/v), then the entropy of X is maximum and equal with H(x) =log, v.

2. The maximum entropy among all distributions of the given variance o2 is provided by a
Gaussian distribution.

3. The entropy of a one-dimensional Gaussian distribution of ¢ standard deviation is
H(X)=logy2meo .

4. If x is limited to a half line p(x)=0,x<0, and the first moment of x is fixed at

o0
a = [x p(x)dx, the maximum entropy is H =logj ea , when p(x)= le_(X/a).
0 a

11.4.2. Noisy Channel

The noisy channel concept was already briefly presented (see Figure 1.1 and I1.8): during its
transmission through the channel, the information coming from the X input source is corrupted by an
N noise source.

Hence, there are two statistical processes at work (Figure I1.8): the input source (denoted by X)
and the noise source (denoted by N). These two processes are combined in order to compute the YV

output information source.

X Y

»

» Receiver
H(Y)

Source
H(X)

H(Y|X)

Noise

Figure I1.8. Schematic diagram of the communication system.
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The joint entropy of the input and output is:

o 0
H(X,Y)=— [ [pxy(x,y)logy pxy (x,y)dxdy (I1.40)
—00—00
[ olmee]
where [ [pxyGyydy=1,  pyy(xy)=px () py|x ) =py(») pxjy(ly)  and
—00—00

px(X)= [pxy(x.y)dy, py(y)= [pxy(x,y)dx.

—0 —0

The average error is a measure of the incertitude of the output ¥ when the input X is known:

HY/X)=- | Ipn(x,y)logzpn—wdxdy- (IL41)
—00—00 px (x)

Equivocation is a measure of the ambiguity of the input X when the output Y is known:

HOT) == | [py (e logy 2D gy, (11.42)
RS py (»)

If X and Y are independent pyy(x,»)=pxX)py(y)= H(X,Y)=H(X)+H(Y), else
H(X,Y)=H(X)+H(Y|X) or H(X,Y)=H(Y)+H(X]Y).

The relative entropy between two pdfs, p(x) and ¢g(x) is defined as:

D(p().q() = | p(x)logs %dx, (11.43)

—0o0

The D(p(x),q(x)) =0 if the two pdfs are identically.

In the presence of noise, it is not possible to reconstruct the original message with certainty by
any operation on the received signal. The proper correction to be applied to the amount of information
transmitted is the amount of the information which is missing in the received signal, i.e. the

uncertainly introduced by the noise.

A stationary noisy channel is described by the conditional pdf py| X(y|x) which is time-

invariant (i.e. that expresses the probability of observing the output y given that x was sent). This
function affords the computation of the information sent through the channel which is the mutual

information, denoted by /(X,Y):
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106 = [ [ pay(ny)logy LXVED) gy, (11.44)
oo px (X)py(y)
where pxy (x.y) = px (¥)- py|x Of%).
Alternatively, it can be proved that
I(X,Y)=H(X)-H(X[Y)=HY)-HY|X)=H(X)+H(Y)-H(X,Y). (I1.45)

The relationship between input, output and conditional entropies can be expressed by a Venn

diagram (Figure I1.9).

H(X,Y)

—

H(X) H(Y)

Figure I1.9. Relationship between entropy and mutual information.

The continuous channel capacity is the maximum value of the mutual information over all

possible probability distributions of the input:

C= max /(X,Y)= max | [ pxy(xy)logy _Pxrn)) dxdy = (IL.46.a)
px (%) Px (X)—c0—w px (x)py(»)
@0 Py‘)(()’|x)
= max | | px(pyjy(0logr— dxdy .

11.46.b
Px (X)—0—0 | Px ()py|x (y]x)dx ( :

—0o0

As it can be seen, each entity involved in channel description requires an accurate knowledge
of the noise pdf. Practical tools allowing an experimenter to estimate the noise pdf are further

presented.

11.5. Basic Tools in Probability Estimation

Nowadays different methods aimed at estimating pdfs coexist, and, as each method has its
good and bad points, there is no consensus in selecting the “best” one [Ege 95], [Roe 97], [Sco 80],
[Weg 72].
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The first approach is parametric density estimation. Unfortunately, in most of the cases, some
a-priori choice about the pdf model is not adequate because it may result in a false representation of
the true pdf[Arc 06].

The second approach relies on nonparametric pdf estimators [Sco 80] (e.g. the Parzen window
estimator [Par 62]). An overview of nonparametric density estimation techniques is presented in
[Weg 72], [Ege 95].

Let us exemplify by the Parzen window estimator [Arc 06]. Consider a continuous random
variable X and by p(x) its pdf; denote by {xk }llle the values obtained when sampling X. The p(x)

estimation is computed by using a kernel function on each data point and by determining a common

width o (the smoothing parameter). In practice the most used kernel is the Gaussian kernel:

2
(=47 (IL.47)

1
N(x|p,o) = exp(—
\N27mo 252

where 1 and o are the kernel centre and the kernel width respectively. After that the estimated pdf is

defined as:

px) = %é 1N (Axg.0). (IL.48)

In order to estimate the optimal value of the kernel width, two methods are proposed in the
literature: Silverman’s plug-in principle and leave-one-out estimator [Arc 06].

The third approach in pdf estimation is based on the semi-parametric models [Roe 97], where
no assumption is made about the form of the pdf. The complexity is fixed in advance in order to avoid
the increasing of the number of the parameters with the size of the data.

The finite Gaussian mixtures are used for this purpose. A commonly technique for
approximating the MLE (Maximum Likelihood Estimate) of pdf is the EM algorithm (Expectation—
Maximization) proposed for the first time by [Dem 77].

As the main contribution of the thesis is found on such a method, it will be further described in

detail.

I1.5.1. Finite Gaussian Mixtures
The Expectation — Maximization algorithm is an approach intensively considered in order to
iteratively compute the maximum likelihood estimates. At each iteration of the EM algorithm, there

are two steps: the expectation step or E-step and the maximization step or M-step [Dem 77].

11-19



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

After many years, the EM algorithm becomes a standard tool in the statistical field. The
interest in this Section is a parametric family of finite mixture densities, i.e. the family of pdfs defines

by [Red 84]:

K
p(x|®) = kZP(k)pk () s X = (1,x25000,) ] €R", (11.49)
=1

2
1 xX—

2 eXp(_( #g) )

1/27mk 20

are Gaussian probability density functions. The parameters necessary to be estimated are

where the weights P(k) are nonnegative and ) P(k)=1, and p; (x|¢k) =
k

not

O =(P(1),P(2),..P(K),¢1,02,....0 ) = (P(k), ¢;), where ¢ :(,uk,O'k)T the mean g and the

variances oy, k=1,...,K .

Finite mixture densities can be interpreted as densities associated with a statistical population
which is a mixture of K component populations with associated components densities py (x/¢@; ) and
mixing weights P(k). Such densities appear as fundamental models in domains as statistical pattern

recognition, classification, and clustering [Mcl 97].

11.5.1.1. Maximum Likelihood Estimation

The goal of this Section is to define a procedure for computing maximum likelihood estimates
for the parameters for the Gaussian mixture densities.

In general terms, the maximum likelihood estimate (MLE) of a parameter which determines a
pdfis a choice of the parameter which maximizer the introduced pdf of a given sample of observation,

called in this context the likelihood function [Red 84].

Be there a family of mixture densities, eq. (I1.49) and a particular parameter ®" is the true

parameter value to be estimated and S = {xi} y an independent sample of N observation on the

i=l,..
mixture, i.e. a set of N observations which are i.i.d. (independent and identically distributed) random
variables with the p;(x|®") pdf[Red 84].

The likelihood function of a sample is the probability density function of the random sample.

Often in literature [Bil 98] for likelihood function the log likelihood function is used:

N
L(®) = Y log p(x;|®) . (1L.50)
i=1

Supposed [Red 84] that each component density py (x|¢k) is differentiable with respect to ¢y

and the parameters ¢; are mutually independent variables.
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The classical way to determine a maximum likelihood estimate is to arrive at a system of
likelihood equations satisfied by the MLE and then to try to solve these equations. The likelihood

equations are found by considering the partial derivates of the L(®) with respect to @ :
Vg LP) =0, k=1,..K, (IL51)

where @ = (f’(k), ¢?k) and V o is the gradient of the partial derivatives with respect to the ¢ ;

and

0>V pL®) T (P-P), (IL.52)

where P = (P(1), P(2),..., P(K))" is the likelihood equation, and P = (P(1), P(2),..., P(K))" .
Finally [Red 84], the likelihood equations for the weights are:

g P(k) pre (xi )

Pl =~
NS pluld)

=1,.,K . (IL53)

The equations (I1.51) and (I1.53) together constitute a full set of likelihood equations for the

maximum likelihood estimate.

11.5.1.2. Expectation Maximization algorithm
In this Section, our objective is to present how the parameters of a mixture density

(D =(P(k), ¢ )) are estimated by using EM algorithm. At the end of the section we’ll have a set of

equations that will allow us to apply the EM algorithm in order to estimate the parameters of the

Gaussian mixtures distribution (weights, means, and variances).

Considering the pdfs f'( y|(1)) and g(x|CD) ; for a given real value x e R and y — x(y) = x, the
EM algorithm needs to maximize the log likelihood function L(®)=log g(x|<1)) by evaluating the

relationship between the f (y|d)) and g(x|CD) [Dem 77].

The conditional density, l(y|x,(D) is given by f (y|<1>)=l(y x,q))g(x|®). For two sets of
parameters (@ and d)‘), the log likelihood function is: L(d)):Q(CD|CD')—H(CD|CDV), where

x,®') and H(®|®") = E(logl(y

Q(q>|c1>') = E(log f (y|®) x,®"). Note that the £(®) denotes the

expectation using parameter @ .

x, D)

The EM algorithm can be written as [Dem 77]:

Given a current approximation ®€ of a maximizer of L(®), obtain a next approximation ®" as:

E-step: Determine Q(®| D). (11.54)
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M-step: Choose ®" e argmax Q(®|0°).

n (IL55)

where arg max Q(CD|CDC) denotes the set of values ® which maximize Q((D|q)c) .
(o}

In order to calculate Q(®|®') for the E-step, eq. (I11.56), the following two pdfs are introduced

N N
S(|®) = [TP(k;) pk, (xil¢x;)» and g(x®) = [ p(x;|®), alongside with the conditional density
i=1 i=1

. NP k) pr. (x|,
ofe®) =11 (ki) P, ()f k)
i=l  plx|®)

[Red 84].

. K K N N P'(ki) pk, (xild's,)
O@D)= S... ¥ 3 logPlky)p, (il ) [T—nt W) _
k=1 ky=li=l izl p(x[®)

(IL.56)
K N P'K)pr(xi|é'r)

L P(k)pk (xilf's )
=22 ——llog P(k)+ X X IOng(xi|¢k)—l,|~
k=1iz1  POx[®) k=1i=1 p(x| @)
where ® = (P(k), ¢), ® =(P (k), #'x); x=[x,....xy]and y=[y1, ... yN].
The next step (M-step) is to maximize the equation which was determined in the previous step
(E-step). The maximization is separated in two parts: in the first part in relation with the weights

P(1),P(2),...,P(K) and in the second part in relation with the rest of the parameters witch are

P29k -

For S = {xi }i=1,...,N and ¢,4),...,¢x mutually independent variables, if ®° = (P (k), ¢/f ),
k=1,..,K is a maximizer of L(®d), then in order to verify that the next approximate maximizer
of = (PJr (k), ¢]‘: ), k=1,...,K prescribed by the M-step satisfies:

1N PR Py (i)
Nizt p(xi]@©)

=1,..K, (IL.57)

N PC(k pe
¢, cargmax 3 log py (x;|¢r) (F)pi (xilfg)

S k=1,K (I1.58)
o -l plx;|@°)

PE (k) pr (xi o)
P(x|@°)

Note that each weight is the posteriori probability that x; originated in the K"

component, given the current maximum likelihood estimate @€ .
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11.5.1.3. Properties of the EM algorithm

The EM algorithm performances are critically summarized below [Mcl 97].

Advantages:
¢ The EM algorithm is stable with each iteration (E—step and M-step) increasing the
likelihood function.
¢ The EM algorithm has reliable global convergence; that is, starting from an arbitrary point
in the parameter space, convergence is nearly to a local maximizer.
¢ The EM algorithm is easily to be implemented (easy to program, small storage space).
¢ The cost per iteration is low, thus allowing a large numbers of iterations for the EM
algorithm in comparison with the other algorithms. It is easy to monitor convergence and
programming errors.
Disadvantages:
¢ The EM algorithm may converge very slowly.
¢ The algorithm doesn’t guarantee the convergence to a global maximum when there are
multiple maxima. In this case, the estimate obtained depends upon the initial value.
¢ In some cases, the E—step may be analytically intractable, although in such situations there

is the possibility of performing it via a Monte Carlo approach, [Wei 90].

11.5.2. Confidence Limits

Confidence limits is a tool for probability estimation in discrete case. It can be applied for the
continuous case by dividing the continuous distribution in intervals and after that by integrating and

estimating this probability in each interval.

11.5.2.1. Presentation

Be [x1,x2,...,x ] the N observation values resulted after recording the success of the event 4
define on the events field 4. The probability of the apparition of the event 4 is p = P(A4) .

¢ This observation results [x1,x7,...,xy] can be considered derived by the independent and

successive measures of a binary random variable X with the distribution:

—>{ L P=p (I1.59)

0.P(0)=1-p=p

¢ The experimental results can be considered like a particular realization of the sample

[X1,X2,....,X n], associated with the random variable X. This means that X1, X»5,.... X

are i.i.d. random variable with the same distribution function, eq. (IL.59).
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¢ The probability estimator p is defined by the equation p = % , Where m is the number of

the successes of the event 4 in all N observations.
= m is a random variable having a binomial distribution of parameters N and p

m— Bi(N,p).

» The mean and variance of the probability estimator are: E[p]=p and

A 1
o2 =E(p-p =222

11.5.2.2. Probability Estimation
In order to solve the problem, the probability estimation is necessary to know the distribution

function for the estimator p . If the following conditions are true, then the distribution function for p

will be a normal (Gaussian) distribution with mean p and variance %

Np(1- p)>>1 and |m — Np| <~ JNp(1- p) (I1.60)

Before to investigate the probability it is necessary to define the Py like the probability of the

absolute difference between the estimation p and theoretical probability p, as:

N(p+é¢) 1 N [_ (x_Np)z de

P1=P\p-p|<ej= .61
Changing x— Np with z, the final equation for the Py is:
T i | is:
VNp(1=p)
\/ Np(l 1 )
Py = exp| —— |dz. (11.62)

—Ne/Wf

The goal is to find an interval (the confidence limits) where the probability belongs. The steps

are:
Step 1: The probability estimation is computed by the equation: p = % .

Step 2: For a fixed value Py =1-a , the -z, and z,,, with a/2 superior and

inferior percentile points of the Gaussian distribution are obtained. From the eq. (11.62) it

pU=p)

results € =z, /2 N
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The unknown probability p takes values in the interval
I=(p-¢&pte), (I1.63)

around the p value with a confidence of (1-a).

1.6. Conclusion

This chapter presented the theoretical background of the thesis, namely definitions, properties,
and models from random variables and processes, information theory, and statistics. All these related
yet so different issues are to be further synergistically combined in order to devise a new algorithm for
natural data modelling and to grant the coherency in the quantitative evaluations.

Chapter III refers to natural video modelling for watermarking purposes and exploits the
random variables, random processes and pdf estimation concepts. In the end of the chapter, the
continuous entropy of natural video was under investigation.

Chapter IV is focussed on an algorithm paired-designed with the one presented in Chapter III,
this time devoted to watermarking attack modelling. Here the information theory application is the
continuous capacity evaluation. Additionally, the attack models are the starting point in some Monte
Carlo approaches designed in order to speed up the state-of-the-art watermarking methods by a factor

of 100.
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Erwin Chargaff (1905 - 2002)

(Prof. of Biological Chemistry, Columbia Forum, 1969)
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While keeping a watermarking oriented approach, this chapter bridges the gap between the huge interest in an

accurate mathematical model for the natural video and the incomplete and/or improper models already

reported in the literature.

In this respect, Section III.1 summarise the state-of-the-art approaches and identifies their current limitations.

Section II1.2 presents a new method for natural video modelling, ART.MOD-V, which was design in order to

handle with mathematical rigour the natural data dependency and their a priori lack of stationarity and which

is able to precise the accuracy of the results. ART.MOD-V is further deployed in order to obtain the first

general models for natural video represented in 2D-DWT and 2D-DCT domains (Section I11.3). Section 111.4

deploys the models to grant a mathematical basis for the estimation of the entropy of the natural source

generating the video sequences. Conclusions are drawn and perspectives are opened in Section II1.5.
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lll.1. Previous Results

Finding a distribution modelling the 2D-DWT (bi—Dimensional Discrete Wavelet Transform)
coefficients or the 2D-DCT (bi-Dimensional Discrete Cosine Transform) coefficients has always been
a challenging research topic [Pod O1]; in this respect, a concise state-of-the-art is presented in

Sections I11.1.1. and II1.1.2.

1ll.1.1. State-of-the-art on 2D-DWT coefficient modelling

The wavelet based tools and methods proved their efficiency and are nowadays intensively
involved in a large variety of image processing schemes. Regardless the targeted application
(compression [Mal 89], [Ant 92], [Buc 99], denoising [Kiv 99], [Das 02], [Sch 06], classification,
texture detection, analysis, restoration [Sim 97], and synthesis [Sri 03]) a special attention has been
paid to the statistical model of the DWT coefficients.

Several algorithms have been proposed to compute the DWT coefficients such as the Mallat
algorithm [Mal 89], the “a trous” algorithm of Holshneider [Hol 89], and the Shensa algorithm
[She 92] as a unified approach of the previous two.

In the very fundamental paper on wavelets [Mal 89], the applications related to the image
compression, texture discrimination and fractal analysis are considered.

For the first application, the natural images are special kinds of 2D signals. The statistical
investigation starts by noting that as the pixels of the detail images are decomposition coefficients of
the original image into an orthonormal basis, no correlation exists among them. Then, it is brough into
evidence that practically for all images, for all resolutions and orientations, the histograms are
symmetrical peaks centred on zero.

The author proposed for the detail image histograms to be modelled by an generalized

—(lu|/a)?

Gaussian distribution: A(u) = Ke , where [ is a parameter for decreasing the rate of the

peak and « models the variance. Note that £ =2 corresponds to the Gaussian distribution. The
parameters & and £ can be computed by measuring the first and second moments of the detail image

histogram [Mal 89]. This model was built by studying the histograms of several different images
decomposed on four resolution levels each.

The constant K used in the previous equation is adjusted in order to have the normalised pdf
approximating the histograms.

[Buc 99] advances a Markov (non-Gaussian) model for a large variety of images:
photographic, graphical and medical. The test made with this model was for image compression
applications. The image database contained 13 images of 512x512 pixels, encoded at 8 bits/pixel
(Baboon, Bark, Boats, Brain, Brownie, Cantrell, Earth, Flowers, Goldhill, Lena, Mt. Will, Vein and
Wedding).

111-3



Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

To demonstrate the impact of the model, an image EPWIC coder (Embedded Predictive
Wavelet Image Coder) was built. The sub-band coefficients are encoded one bitplane at a time using a
non-adaptive arithmetic encoder that extracts directly from the model the conditional probabilities.
The decoder uses the statistical model in order to predict the value for the coefficients based on the
bits it received. In the end of the investigation, the rate-distortion performance of the coder (for only 5
of the 13 images) is shown to outperform image coders available in the literature.

In [Sch 06] and [Dui 07], the wavelet denoising strategies for multicomponent images are
considered. For such an application, three models are discussed: Bayesian, generalized Laplacian and
Gaussian Scale Mixture (GSM). For Landsat multispectral images, the GSM model is elaborated and
validated by simulations.

In [Kiv 99], the DWT coefficients are modelled like i.i.d. random variables with generalized
Gaussian distribution. The proposed model is applied to image denoising with illustration on Lena and
Barbara.

[Das 02] also models the wavelet coefficients by a Gaussian distribution. A new scheme of
wavelet thresholding for noise removal is developed. The idea of this approach is to take the
significant wavelet coefficients as signal energy and let the rest as a noise. In order to make this
discrimination the Chi-square test is iteratively run. The algorithm was tested on a number of synthetic
real-life signals, but in the paper the authors presents the results only for two signals: a synthetic signal
(Bump with 2048 data samples) and a real-life signal (biomedical signal with 1024 data samples).

In [Sim 97] a parametric statistical model for visual images in the DWT domain was
presented. The authors characterize the joint densities of coefficient magnitudes at adjacent spatial
locations, orientations and scales. The model accounts for the statistics of a wide variety of image
applications: compression, restoration, and synthesis. The test was realized on the Einstein and Boats
images but also on some textures.

For example, for the noise removal problem (a restoration application) [Ros 78] the classical
solution is the Wiener filter, which assumes an image model of independent Gaussian distributions of
the coefficients in Fourier domain. The non-Gaussian marginal statistics of the filtered sub-bands were
used only at the noise removal stage. The images are split into sub-bands, and after that the
coefficients are thresholded to suppress the values of low-amplitude. Starting from the high-amplitude
values, they use an over complete tight frame represented by four oriented sub-bands at each scale.

Having in view to watermarking applications [Mit 04b], [Dum 07b] carried out a new
coefficients investigation which can also establish at what extent the ergodicity hypothesis holds. In
this respect, the restrictions of the Gaussian distribution in modelling the DWT coefficients selected
according to their decreasing order have been established.

A concise presentation of the proposed procedure [Mit 04a] follows:

(1) Be there a video sequence sampled from the 2D random process representing the video.

(2) Consider the video sequences as a set of L successive frames.
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(3) Compute the DWT to the V component of each frame, sort de coefficients in a decreasing
order and record the largest R coefficients.
(4) Partition the L values corresponding to an 7 =1,..., Rrank, into D classes by using a fixed
period sampling of period D =250 and by shifting the sampling origin.
(5) Apply for each class the Chi-square test on concordance, the Ro test on correlation, the
Fisher test on equality between two variances, and the Student test on equality between
two means; all these tests are applied at an a = 0.05 significance level.
Note that if D is large enough, the elements in each class are independent.
The results are illustrated in Figure III.1.a and Figure III.1.b. In Figure IIl.1.a the statistical
investigation was applied for three bi-orthogonal DWTs, namely (2,2), (4,4), and (9,7) DWT [Dau 92],
[Mit 04c]. The abscissa corresponds to the investigated rank and the ordinate corresponds to the

relative number of the Chi-square tests which are not passed.

00 200 300 00 200 300 00 200 300

(2,2) DWT (4,4 DWT (9,7) DWT

Figure II1.1.a. The relative number of Chi-square tests on concordance with the Gaussian distribution

which are not passed ( R =360 coefficients, L =35000 frames, and D =250 frames).

It can be seen that for the considered DWTs, more than 75% of tests are passed only when:

¢ re[10;50]U[150; 250] in the (9,7) DWT case;
¢ re[0;100]U[170;230] in the (4,4) DWT case;
¢ 7€[0;210]1in the (2,2) DWT case.

For others ranks the Gaussian behaviour has been refuted.

When the Chi-square tests were not passed, the Ro, Fisher and Student tests cannot be
properly run (such tests are mathematically proved only for Gaussian data). However the very high
ratio of the Ro tests which are passed are considered as an encouraging hint in data independency and
stationarity: the mean value and the variance are independent with respect to a translation on the time
axis.

The Ro, the Fisher and Student tests were applied and the results are illustrated in
Figure II1.1.b for the (9,7) DWT. The figure axes correspond to the investigated ranks vs. the relative

number of tests (Ro, Fisher and Student) which are not passed.
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Figure II1.1.b. The results of the Ro, Fisher, and Student tests in (9,7) DWT domain
(L =35000 frames, R =360 coefficients, and D =250 frames).

1ll.1.2. State-of-the-art on 2D-DCT coefficient modelling

The core of the most intensively normalised image and video compression schemes, the DCT
remains a host research topic.

Reininger and Gibson [Rei 83] consider the DCT coefficients computed on block sizes of 8x8,
16x16, and 32x32 pixels from 5 gray levels images (Girl, Couple, Moon, X-Ray and Aerial) of
256x256 pixels, 8 bits/pixel. The authors take into investigation different distributions for both DC and
AC coefficients, as the Gaussian, Laplacian, Gamma and Rayleigh pdfs, for instance. For each image
and each block, the Kolmogorov—Smirnov test is applied on the ten high-energy coefficients in the
upper left-hand corner of the transform block. The results obtained on these 5 images show that the
DC coeftficients are modelled by the Gaussian distributions while the AC coefficients are modelled by
Laplacian distributions.

In his paper [Mul 93], Miiller deals only with blocks of 8x8 pixels extracted from 5 test
images of 512x512 pixels (Lena, Basket, Boats, Clown and Baboon from the USC- SIPI Image
Database [Usc 08]), encoded at 8 bits/pixel. He runs the Chi-square test and models the AC
coefficients for 4 images with generalised Gaussian distribution [Sun 04]. Concerning the Baboon
image, he points out to the Laplacian distribution as a better solution. In order to run the statistical
tests, the law parameters (mean values and variances) are estimated by a maximum likelihood
approach.

The results reported in Joshi and Fisher [Jos 95] consider only 2 images (Lena and Baboon) of
the same type and same block sizes as Miiller. Although this paper does not make any new
assumptions for AC coefficient behaviour, it confirms the results previously obtained and validates
them for image compression applications.

By using a double stochastic model for images, Lam and Goodman [Lam 00] offer some a

priori reasons for starting the investigation on coefficient pdfs with the Laplacian distribution.
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The study in [Mit 04a] follows a different approach: the DCT is computed on whole frames
and the coefficients thus obtained are sorted into a decreasing order of their values. Further on, an
investigation procedure combining four types of statistical tests (Chi-square, Ro, Fisher, and Student)
is applied to a corpus of video sequences (natural & simulated) or medical images. This study
identifies with mathematical rigour the validity perimeter for the Gaussian and stationarity hypotheses.
However, it is not suitable for mathematical modelling the non-Gaussian behaviours. In [Dum 08a] the
authors resumed the study in [Mit 04a] considering three common ways of applying the DCT, namely
on whole frames, on 4x 4, and 8x8 blocks.

The investigation procedure is paire-designed with the one considered for 2D-DWT
(Section III.1.1).

To verify whatever the elements in the considered class are Gaussian distributed or not, the
Chi-square test was applied (see the illustrations in Figure IIl.1.c). The abscissa corresponds to the
investigated rank and the ordinate corresponds to the relative number of the Chi-square tests on
concordance with the Gaussian distribution which were not passed. It can be observed that more than

80% of tests are passed only when the DCT is applied on the whole frames and when » €[10;50] . For

others ranks the Gaussian behaviour has been refuted. Similar results have been obtained on 10 video
sequences of L =35000 frames (about 25 minutes each).

Some illustration concerning the independence and stationarity are presented below for the
whole frame case. In order to verify whether the sampling period is large enough so as to ensure the
data independency in each class, the Ro tests were applied and the results are displayed in
Figure I11.1.d (left). The axes are the same: the relative number of Ro tests which are not passed vs. the
rank in the hierarchy.

The Fisher and Student tests (Figure I11.1.d — centre and right column) were applied in order to
verify the stationarity and pointed out to a very fine homogeneity: each and every time, more than
95% of the Fisher and Student tests are passed. The results concerning the data homogeneity are

similar to those obtained for DWT.

gl , ....... ..... ogf----- ......... ......... . ogf------ ........ -L ........ .

ogl-- P . 17 RSP s ] T e e
: : : Db ......... ......... J Db ......... ........ .
a2f--- . ........ . ........ . . (1=l R . ........ ........ . o
100 200 300 5 10 15 20 40 (511
whole frames 4x4 blocks R =16 coefficients 8x8 blocks R = 64 coefficients
R =360 coefficients investigated investigated investigated

Figure III.1.c. The relative number of Chi-square tests on concordance with the Gaussian distribution

which are not passed. The video sequence has L =35000 frames and D =250 frames (i.e. 10s).
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Figure II1.1.d. The results of the Ro, Fisher, and Student tests in the case of DCT applied on whole frames

(L =35000 frames, R =360 coefficients, and D =250 frames).

The present thesis takes a completely different direction: instead of forcing the coefficients to

stick to some distributions and check the goodness of fit, it develops an origin statistical approach able

to estimate the true distributions.

Ill.2. New Method for Video Modelling (ART.MOD - V)

As it can be seen from the previous section, despite the huge variety of approaches to

natural video modelling, no method was yet designed in order to:

Mathematically handle the inter and intra frame dependency. Note that all the common
statistical inferences (goodness-of-fit tests, estimation, ...) assume the independence of the
data they are applied to. However, sampling such independent data from natural video is not a
trivial task, because of the inter and intra frame dependency.

Carry out an investigation on natural video stationarity/ergodicity. As explained in
Section I1.3.4, stationarity and ergodicity are very sophisticated mathematical concepts
ensuring that the statistical/temporal description is independent with respect to the way in
which the data are sampled. Although never investigated in literature, this property is always
assumed in video modelling thus raising suspicions about the mathematical meaning of the
results. Actually, this is a crucial issue and any sound video modelling procedure should verify
whether the same statistical description can be obtained from different data sets sampled from
the same video sequence. Should it be the case, a hint to stationarity is obtained. Should it not
be the case, the stationarity is refuted and it is brought to light that no mathematical model
exists. Moreover, note that such a behaviour may characterise a particular video sequence (or
a class of video sequence) but not all the natural video sequence: hence, the existence of a
mathematical model should be incrementally investigated, starting from individual video

sequences toward a heterogeneous corpus of video sequences.
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In order to accurately model the natural video, while properly dealing with natural video
inter and intra frame dependency and with its a priori lack of stationarity, the ART.MOD-V
algorithm was first presented in [Dum 08a], as an extension of the algorithm in [Mit 07a].

From the theoretical point of view, natural video can be considered as a 2D random process.
The underlying random experiment imposes the frame content. Consequently, a particular video
sequence is obtained by sampling this random process. As a complete investigation on such a 2D
random process is computationally unfeasible, the present Section focuses on its first order description
(see the flowcharts in Section I11.2.1); this task is accomplished by defining some random variables on
the same random experiment as the original process (Section II1.2.2 — algorithm step A) and by further
investigating them using pdf estimation tools (Section II1.2.3— algorithm step B). Section I11.2.4
(algorithm step C) is dedicated to model validation.

1l.2.1. Algorithm ART.MOD-V

This Section is a flowcharts overview of the proposed modelling algorithm; the details will be
presented in the next Sections.

The algorithm is structured in two parts: model computation and model validation. The two
corresponding flowcharts are structured into three columns. The left columns point to the theoretical
background, the central columns are dedicated to the algorithm itself, while the right columns offer

additional information.

The model computation flowchart summarizes the steps which are necessary in order to
compute the model:

e some pre-processing operations representing the video sequence in the space in which it will
be investigated;

e extracting different independent data sets from the same sequence in order to be able to
properly apply the estimation tools and estimating by means of Gaussian Mixtures the models
for each of these independent data sets;

e an evaluation of the variability of the obtained model with respect to the independent data set

in order to check-up the inner stationarity of the investigated sequence.

The model validation flowchart precises the generality of the model obtained by this
procedure, namely:

(1) the independency of the model with respect to the similarity measure and error definition;

(2) the independency of the model with respect to the video sequence;

(3) the independency of the model with respect to the estimation procedure.
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Note: When reading the algorithm presentation (be it as the following two flowcharts or as the textual
details), the reader should be focussed on the way in which data dependency in natural video is
overcame, on the estimation procedure and on the stationarity/ergodicity investigation (i.e. on the way
in which multiple data i.i.d. data sets are sampled from the same video sequence and further
processed). All the other issues (the colour space in which the natural video is represented, the type of
pixel transformation — DWT/DCT, the coefficient selection mode — according to their special
frequencies/absolute value hierarchy, the number of investigated coefficients, the sampling period, efc)
are just simple algorithm parameters, which can be adapted according to any particular application.
For instance, in the sequel, these parameters will be set so as to be as general as possible while
keeping in mind the thesis targeted application, i.e. the watermarking in the DWT/DCT coefficient

hierarchy.
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Model computation flowchart

Step A

Video

pre-processing

2D transformation

and sorting

Sample and obtain

i.i.d. data

Step B

pdf estimation
using Gaussian

mixtures

Model definition

video— HSV frames

A 4

- The video sequence consists of L
frames, and each frame is
represented in the HSV space.

V component

2D-DWT
or
2D-DCT

A

Sort

R rank vectors

A 4

- Apply the transform to the V
component:
= DWT (applied at N, resolution
level); record the coefficients
corresponding to LH and HL
sub — bands.

= DCT (applied on whole frames,
4x4 or 8x8 blocks).
- Sort the coefficients and take the
largest R values.

- Obtain R rank vectors, each of them
with L component.

For each rank

y

5] 5o ¥y ]
i=1,2,...,D

- Periodically sample the rank vector
(r) with a large period D;

- Shift the sampling origin

- Obtain D iid. data sets with
N=L/D components.

EM
Gaussian mixtures
algorithm

P Pav(x)

\4

- Estimate pdfs using a Gaussian
mixture.

- Apply the EM algorithm to each D
i.i.d data obtaining p’(x).

- Apply the same algorithm to the
whole rank to obtain the average
model pgy,(x).

P(x) = argmin m(p g, (x), p' (x))

where

p'()

S 2
> U] a(x)dx — j] G(x)dxj
m(i(x), ¥(x)) = 5=

S

s=1

D U] ﬁ(x)dsz

Model

computation

.

- Define the model p(x) which is

the i.id estimate closest to the
Dav(x) in the sense of a similarity

measure m(-) between pdf.

Error

1 D ni -
= Eiglm(p (x), p(x))

- Compute the average error among
and between the p(x) model and the

D f?i (x) estimate.

- The model p(x) is considered as a

general model, if the Error is lower
than a prescribed threshold e.
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Model validation (1) flowchart: independency of the model with respect to the similarity measure

3 (3 - pf

m' (' (x), p(x)) =

Z, (f?(xt ))2

v

Step C— (1)

D .
Error '= ;—Z m'(p'(x), p(x))
i=1

No

- Sample the [Xin;Xmax] interval on
which p(x) is non-zero with a 0.001

step and obtain a set of x; points

- Define a new m () similarity measure
between the pdfs.

- Compute the average error between
the reference model p(x) and the D

pdfs obtained on the same video
sequence.

No model
exists

- The model p(x) is validated if the
error is lower than the threshold &’.
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Model validation (3) flowchart: independency of the model with respect to the estimation procedure

@ - Consider a division
Iy, s=1...8conf, of the interval on

witch p(x) is non-zero.

[x1,%2,.. XN 1= [*min; *max |
divided into S sub-interval

¢ - Estimate the probability pg = % for

each interval, where myg is the number

S
of experimental data Y mg =L,
s=1

A = ~ S
Pls = Ps —Z2g/2y Ps (1= D)/ N S pe=1.
A = = s=1
P2.s = Py +Za/2\/ps(1_ps)/N

) —If)(x)dx - Compute the pjg and pp
¢ =

!

Step C-(3)

confidence limits, where z, /o is the

a/2 - point value of the Gaussian
distribution N(u =0,0 =1).

- Compute p starting from model

Yes No

Ps €(Pl,5:P2,s5)
exists

The elements in these flowcharts will be further detailed.

-  The model is validated if
Ps €(Pl,s5P2,s5) -

Be there a random process whose samples are the frames of the natural video and consider a

sequence of L frames.

1ll.2.2. Step A: Natural Video Representation

The purpose of this step is to extract from the video sequence the salient data to be
investigated. Each frame is represented in the HSV (Hue-Saturation-Value) space. Note: this choice
was done according to the watermarking methods developed at the ARTEMIS Department; however,
it does not conceptually restrict the generality of the results. Actually, all the colour spaces represent
their components by some one-to-one conversions of the R, G, and B basic components. Hence, one-
to-one mappings can be expressed between any two luminance components corresponding to different
spaces (e.g. between the V and the Y components) [Sul 03], [Tka 08]. Assuming the pdf modelling the
V component is known, the pdf modelling other luminance components can be computed by linear

and/or non-linear pdf filtering.
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Chapter III: Natural Video Modelling for Watermarking Purpose

The proposed statistical investigation is carried out on R random variables, derived from the
considered random process as follows:
For each frame in the video sequence:
Step A.1: Apply the considered transform (DWT or DCT) to the V (luminance component).
The DWT is always applied to the whole frame, at an N, =3 resolution level. The

DCT may be applied on the whole frame or on square blocks (4 x4 or 8x8).

Step A.2: Record in a vector the obtained coefficients (Figure II1.2).

When applying the DWT only, the values corresponding to the LH and HL lowest

frequency sub-bands are taken into account.

Note: The two frequency sub-band selection was done according to a large class of
watermarking applications, [Mit 05] [Kwa 02], [Hie 04], [Par 07], [Red 09].
Should the experimenter be interested in other sub-bands [Xia 98], [Liu 07],
[Tin 08], [Mon 09], [Pat 03], our algorithm should be resumed.

When applying the DCT on the whole frame, all the values are considered at this

step; when applying it on square blocks, only one block (randomly chosen) per
frame is considered.

Step A.3: Build up the coefficient hierarchy by sorting in a decreasing order the vector
obtained in the previous step and record the largest R ranks; the resulting vector is
denoted by coefficients.

In the DWT case R =360 values. When the DCT is applied to the whole frame,

only the largest R =360 coefficients are considered; when applying it on square
blocks (4x4 and 8x8 blocks), only one block per frame, randomly chosen and the
largest R =5 values will be further investigated.

After applying the Steps A.1 - A.3 to each frame in the video sequence, a set of L vectors
(each of them with R components) of the same type as coefficients is obtained. Should we consider
only the values corresponding to an arbitrarily chosen rank r» (Figure III.3), a new vector of L

components is obtained: rank =[cy,c3,....,c;]. A ¢ j component (j=12,.., L) in the rank vector is

the value corresponding to the rank » in the coefficient vector computed on the frame j. The rank
vector components are random and depend on the original frame content. From the statistical point of
view, this means that the rank vector components are sampled from a random variable defined on the
same probabilistic experiment as the 2D random process representing the video sequences.

Hence, to individually investigate these random variables means to individually investigate » sets for

data of the type [c1,¢2,....cr ].
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Figure II1.2.b. The DCT applied on the whole frame.

A 4

Hierarchy

v

r=12,..R
coefficients

Original video

A\ 4
Hierarchy
g
I—|_|_|
r=12,..R

coefficients

Original video

Figure III.2.c. Sampling the random variables modelling the video — in 2D-DWT (applied on the whole
frame) or 2D-DCT (applied on the whole frame) case.
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coefficients
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3
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v
D

Figure II1.3. By shifting the sampling origin, several i.i.d. data sets can be obtained from the same rank

vector (see Step A and Step B of the algorithm).

1ll.2.3. StepB: Pdf Estimation for Natural Video

This step is meant to establish with mathematical rigour:

e The stationarity of the video sequence.
In other words, is the pdf characterising the values of such a random variable unique or
does it depend on the time origin (Figure I11.4)? In the sequel, in order to answer this
question, several independent data sets, sampled with different time origins should be
extracted from the same video sequence. The data independence is supposed to be
obtained by having a large enough periodical sampling while the different time origins are
obtained by shifting the sampling starting point. Should the differences (in the sense of
some similarity measure) among the models estimated on these different data sets be
lower than a given threshold, we may consider a positive answer to this question is
obtained.

e The mathematical expression for a general model.

If such a pdf exist, which is its mathematical expression?

1.5

Figure II1.4. Samples from the random variables approximating the natural video, for an arbitrarily chosen
rank: the 3 plots represent the same video sequence but three different time origins. The values on the
ordinate correspond to V components normalised in the [0, 1] interval. The values on the abscissa should be

multiplied by 10,
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Be there [x1,x2,..,xy] a sample of N experimental data complying with the iid
(independent and identically distributed data) model.

We suppose that these data are sampled from an X random variable whose p(x) pdf is
unknown and should be estimated using Gaussian mixtures see Section 11.5 [Arc 06a], [Arc 06b]. The

p(x) estimate of the p(x) function can be computed by eq. (IT1.1):

K
p(x)= X P(k)pg(x),
k=1

5 (1IL.1)
(x—up) ).

—1 exp(—
2 2
1/27r0k 20,

In this respect, an EM algorithm (considering a maximum likelihood based criterion) is

where pj(x)=

performed (see Section I.5.1.2 where the algorithm was presented its general form i.e.

O =(P(k), ¢r), ¢r = (o). Equations (I1.57) and (I1.58) can be rewritten now as:

D POk
p(l)(klxn)=pk L)L ), (I11.2.2)
e [ step: »0 (x,)
e _ Zacy D W),
L=
z}];lep(l) (k|xn)
2
N (1+1)
e M step: (02)(”1) B Znzlp( )(k|xn)(xn ~Hg ) (IIL.2.b)
p -
Z,quzlp(l)(khn)
1 N
PED W = XD k).
n=1

where the (/) upper index denotes the current iteration; the total number of iterations is subject to the
experimenter choice (/=1,2,..., Nj,, ). Concerning the initialisation step, we adopted a random rule
matched to the experimental data.

When trying to deploy the statistical tools, the first problem is connected to the data
dependency. Note that the components on the rank vector are computed on successive frames in the
video sequence. In order to extract iid data from such dependent frames, the rank vector can be
sampled with a fixed large period D . Actually, by shifting the sampling origin, D iid data sets, each of
them with L/D components, can be obtained from the same coefficient vector, see Figure I11.3.

Assuming the stationarity hypothesis is true for natural video sequence, these D data sets would point
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to the same mathematical model; hence, in order to check-out the natural video stationarity, the

agreement among the D models obtained on these D data sets will be investigated.

The EM

Gaussian mixtures estimation may be applied to each of these data sets and D

different pdf estimates may be obtained. Under the stationarity hypothesis, all these estimates would

provide the same information about the investigated rank. However, as no a priori information

concerning video stationarity is available, the homogeneity of these estimates should be first

checked-up and then a selection criterion allowing the definition of a unitary model should be stated.

In order to model the coefficients corresponding to a rank (arbitrarily chosen) in the DWT or DCT

coefficient hierarchy, the following 6 steps should be gone through:

Step B.1:

Step B.2:

Step B.3:

Step B.4:

Step B.5:

Periodically sample the rank vector, with a large enough period D. Shift the
sampling origin and obtain the D iid data sets [xf ,xé,...,xﬁv]
(i=12,..,Dand N =L/D), cf. Figure IlI1.3. This way, all the natural data are
further consider into video modelling and not only an arbitrarily chosen
[xf,xé, ey xé\,] sample.

Apply the EM Gaussian mixture algorithm to each of the D iid data sets and obtain
the D pdf estimates f)i(x), i=1,2,..,D.

Apply the EM Gaussian mixture algorithm to the whole rank vector and obtain the

estimate p,,(x). Note that although p,, (x) has no inner mathematical meaning (it
is computed on the whole rank vector, hence on dependent data), it intuitively
expresses an average value for the f)i(x) ,i=1,2,..., D estimates.

Define a similarity measure, denoted by m(.), between two arbitrarily chosen # and

v pdf estimates, as a normalised sum of squared errors between probabilities:

S 2
Z( j] 0(x)dx — j[ ﬁ(x)dxj
m(i(x), ¥(x)) = = :

5 (111.3)

> ( j] \3(x)dxj2

s=1

where [/, s=1,2,...,S is a subdivision of the [Xyin;X¥max] interval on which the #

and v functions take values.

The model for the investigated rank is defined as the fai(x) estimate to which

Pav (%) is closest in the m(.) sense; be it denoted by p(x):

P(x)=argminm(pgy (), 5 (). (I11.4)
p'(x)
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Step B.6: In order to check up the pertinence of the model defined in the previous step,

compute the average the measures between each of the D estimates and the model:

D .
Error =— Y m(p' (x), p(x)). (111.5)

i

Dy
The pdf defined by eq. (II1.4) can be considered as a true model only if the Error
computed by eq. (IIL.5) is lower than a prescribed upper limit (for instance, lower
than 0.10). This way of defining the model ensures three advantages: (1) has a
sound mathematical meaning granted by the Gaussian mixture estimation on i.i.d.
data; (2) is as close as possible to a model independnet with respect to the time

origin; (3) its existence can be considered as a hint to the natural video stationarity.

1ll.2.4. Step C: Model Validation
The aim of this section is to validate the model thus computed; this will be achieved by

successively answering to the following three questions:
(1) Is the model dependent on the similarity measure?
(2) Is the model general or does it depends on the original video sequence?

(3) Is the model dependent on the EM Gaussian mixtures estimation?

(1) Is the model dependent on the similarity measure?

The way in which the model was defined is intimately based on the similarity measure and
error definitions expressed by eq. (II1.3) and eq. (IIL.5). A good model should be able to describe all
the D pdf estimates even when the similarity measure changes. As eq. (II1.3) expresses the differences
between estimates in probability (i.e. between the integral on the pdfs), we are now to evaluate the

differences between the pdfs themselves. In this respect, the [Xin;X¥max ] domain is evenly sampled

with a 0.001 step thus obtaining a set of x; points. The new similarity measure between any of the

fai (x) estimates (i =1, 2,..., D) and the p(x) model is chosen as a normalised sum of squared errors

in the x; points:

>, (0 () - plx,))?

m'(p' (x), p(x)) = — (I11.6.a)
24 (P(xt))
Consequently, the new average error is computed according to eq. (I11.6.b):
1D
Error'= D > m'(p'(x), p(x)). (II1.6.b)
i=l1
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It can be considered that the model is independent with respect to the similarity measure when

this Error’ is lower than a prescribe threshold (e.q. 0.15).

(2) Is the model general or does it depends on the original video sequence?
In order to decide on that, the following steps should be considered:

- Be there the reference model, p(x) computed according to eq. (I[1.4).

- Compute the D pdfs applying the algorithm ART.MOD-V (step A and B) for a new video

sequence j ( j=1,...,nr _vid ), where nr_vid is the number of the video sequences in the
experimenter corpus; be these pdfs denoted by f); (x),where i =1,....,D .

- Compute the error Er between the reference model p(x) and the video sequence ; as:

1 D i -
BE m'(p(x), p(x)) - (IIL.7.a)

- Compute the average of the errors (between the reference model p(x) and other models) as:

S d 12 rj (IIL.7.b)

Should this measure be larger than a prescribed value (i.e. 0.2) no model exists. However, if it
is lower than the threshold it makes sense to go further in evaluating the differences among the video
sequences.

Should suspicions arise about the way in which we defined the m(.) and m'(.) similarity

measures, two additional metrics, intensively considered in the literature [Fug 03] in order to bring
into light the differences between two pdfs may be also taken into account: the Kullback—Leibler
divergence (relative entropy) [Kul 51], [Nik 04] and the Hellinger distance [Bas 96].

- Be there p(x) the reference model and and p j(x) the model of the video sequence j

(obtained applying the eq. (I11.4) form the ART.MOD-V algorithm), respectively.

- Be I=[pyix =3 Omix>tmix T3 Omix] an interval on which the pdfs are defined, where
Uiy 1s the mixture mean and o,;, is the mixture variance [Tra 02].
- Compute the Hellinger distance (Dpy ) [Arc 06b] and the Kullback—Leibler divergence

(Dgp) [Kul 517, [Arc 03a] as:

1 - <
Dy = J(Wbe) ~ b)) dr. (I118.2)
1

Dkr; = IIf?(X)logz ;;_((x;) dx . (I11.8.b)
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As it can be seen from these definitions, by considering a relative entropy, the Kullback-
Leibler divergence somewhat associates an informational meaning to the difference between
two models. The side effect consists in its computational complexity. Conversely, the
Hellinger distance is often explicitly computable, but is less fine and more illustrative than the
Kullback-Leibler.

- Apply the two measures for all the video sequences j, and calculate the average of these two

measurcs, as:

1

Epgp =—— 3Dy .,

HL W_W.d_1§ HL; (111.9.a)
1

Egp =———2.Dgr; - (IIL9.b)

id -1 J
nr_vid 1]

The model p(x) computed by eq. (I11.4) is validated if the average measures Epgy and Egy

approach zero, otherwise it can be considered that no model exists.

Note: In all the experiments (see the numerical results in Section II1.3), the Ef; and Eg were never
involved in a decision making: actually, if and every time Error" was lower than the considered
threshold, the Ey; and Egy were also lower than their corresponding upper limits. So, in our

experiments, they act just as an additional validation.

(3) Is the model dependent on the EM Gaussian mixtures estimation?

The EM Gaussian mixture-based approaches estimate the searched pdf by an analytic function
whose parameters are computed on the experimental data. The pdf estimation with confidence limits
follows a different philosophy [Fri 83], [Wal 89]. It starts from the idea that the pdf'to be estimated is
generally employed to compute the probability that the investigated random variable takes values in a
given [ interval. Consequently, it would be useful to directly estimate this probability and not the pdf
per-se.

Be there xpi, and xp,x the extreme values in the considered rank vector. Consider a

partition of the [xmin;Xmax] interval into a set of S.,,r sub-intervals denoted by I,
s=12,...8conf -

The confidence limits for the probability that the coefficient of the considered rank would take

values in an 7 are computed as (see eq. (IL.63)) (py —&; Pg + &), Where:

- the estimation pj is the ratio of the number of rank value in the 7 interval to L;
|Ps(=Ds) . .
- &y=2z4/2 % , Nis the size of an [x, , x,, ..., x ;] sample.
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Note that this way of computing the confidence limits ensures an estimate p, independent
with respect to the D data sets and an &g value in concordance with the i.i.d. data size considered in
maximum likelihood estimation (N =L/D).

The confidence limit estimation is considered in this Algorithm just as a validation criterion:

should the p(x) model computed by eq. (II.4) and eq. (II.5) be general, it is expected for the

theoretical probability computed starting from this model (i.e. [p(x)dx) to belong to the
[S

(ps — €53 Pg +&g) confidence interval. In such a case, the EM Gaussian mixture estimation will be

granted a statistical confidence mining.

1ll.3. Experimental Results

The results obtained when applying the algorithm ART.MOD-V (step A — step C) to a video
corpus (presented in Section II1.3.1) are illustrated in Section II1.3.2 and Appendix I; the complete set
of numerical results is available on the accompanying CD-ROM.

The first difficulty in the experimental work is to establish the data on which the investigations
procedure should be applied. Hence, at least three points should be clarified:

. whether an individual video sequence, arbitrarily chosen, allows a mathematical model to be
defined; such a model will be further denoted by IVM — Individual Video Model;

¢  whether a virtual video sequence obtained by sampling different video sequences allows a
mathematical model to be defined (MVM — Multiple Video Model);

¢  if the two previous questions provide positive answers, whether the IVM and MVM models
are identical.

The models are presented first for the 2D-DWT and then for the 2D-DCT coefficient
modelling, in Section I11.3.2.1 and Section 111.3.2.2, respectively.

1ll.3.1. Video Corpus

The corpus involved in the experiments is composed of 10 video sequences, belonging to
different movies, each of them having about 25 minutes (25 frames/s, i.e. L =35000 frames in each
video sequence). Their content is heterogeneous, combining indoor and outdoor scenes, instable and
arbitrary lighting conditions, still and high motion scenes. In order not to bias the statistical relevance
of the results, the black letterboxing bars were not considered in the investigation.

Each of the 10 video sequences are DivX coded at two different rates:

¢ 64 kbit/s with frame sizes 192 x 80 pixels (according to mobile network requirements),

¢ 512 kbit/s with frame size 640x480 pixels (according to Internet distribution

requirements).
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This video corpus was built up at the ARTEMIS Department in cooperation with its industrial
partners, namely SFR (Vodafone mobile service provider in France) and the HD3D SAS (under the
framework of the HD3D-IIO project, Cap Digital competitiveness cluster in Ile-de-France).

111.3.2. Statistical models
The modelling refers to the R =360 largest coefficients of the (9,7) DWT (applied at a
resolution level N,  =3) or of the DCT applied to the whole frames. In case the DCT is applied to
4x4 or 8x8 blocks only the R=5 largest coefficients are considered (extracted from one block
which was randomly chosen from the frame).
The following numerical values are considered in the Step B:
¢ D =250 frame sampling period (i.e. 10 seconds);
¢ K =10 Gaussian distributions (see Section 111.3.2.3 for more details);
¢ Njsr =100 iterations in the EM algorithm;
¢ §=20 evenly distributed intervals (see Step B.4 of the algorithm).

For confidence limits validation, see Step C-(3), Scour =10 equal length subintervals were

considered and a =0.05 (z, /9 =1.96).

The model computation for different video sequences from the video corpus is illustrated in
Tables I11.1 = I11.4 for the (9,7) DWT case and in Tables I11.21 + I11.24 for the DCT case.

The results presented in these tables correspond to two compression rates (namely 64 kbit/s
and 512 kbit/s), to DCT (applied on whole frames, or on blocks - 4x4, 8x8) and DWT (applied on
the whole frames), and to some selected ranks. Additional quantitative results can be found in
Appendix I and in the accompanying CD-ROM.

All the tables provide the numerical values for the P(k), w(k) and o(k) parameters which

are to be considered in eq. (III.1) in order to obtain the p(x) model (eq. (IT1.4)). The average relative

error in model computation, c¢f. eq. (I11.5), is also presented.

1l1.3.2.1. The 2D-DWT coefficient modelling

111.3.2.1.1. Model Computation

In order to illustrate the model computation for the (9,7) DWT applied to an individual video
sequence (models denoted by IVM — Individual Video Model), coded at low rate, Table I1I.1 presents

the parameters P(k), w(k) and o(k) and the associated Error corresponding to four ranks, namely:
r=1,r=100,r =200, =300. The graphical representations for the models computed for
r=1,r=100, » =200 alongside with their corresponding histograms are displayed in Figure III.5.

Table II.2 and Figure III.6 present the same type of information as Table III.1 and

Figure I11.5, respectively, this time obtained out of processing high quality video sequence.
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The experiments were resumed on video sequences obtained by concatenating four quarters from four
different video sequences (models denoted by MVM — Multiple Video Model). The quantitative
results are displayed in Tables I11.3 and I11.4 (corresponding to Tables III.1 and III.2, respectively) and
Figures II1.7 and I11.8 (corresponding to Figures I11.5 and II1.6).

Table IIL.1. IVM for (9,7) DWT coefficient hierarchy and low quality video.

Rank Model parameters Error
Pk) | 0.075 0.070 0.074 0.134  0.071  0.131  0.151 0.098  0.060  0.137
1 (k) 0.575 0405 0.646 0497 0544 0.535 0.627 0.628  0.654  0.850 | 0.039
a(k) 0.112 0.076  0.138  0.089  0.100 0.098 0.062 0.133  0.140  0.125
Pk) | 0.064 0.101 0.056  0.070  0.090 0.080 0.216  0.073  0.043  0.207
100 (k) 0.086 0.094 0.084 0.130 0.090 0.090 0.090 0.090 0.100 0.106 | 0.002
o(k) 0.033  0.025 0.035 0.039 0.026  0.026  0.024  0.025  0.040  0.015
Pk) | 0.058 0.178 0.057 0.083 0.099 0.056 0.068 0.054 0.157 0.189
200 (k) 0.041 0.036 0.040  0.059  0.043  0.041 0.043  0.041 0.032  0.033 | 0.010
a(k) 0.013  0.014 0.013 0.019 0.012 0.013 0.012 0.013 0.007  0.009
P(k) | 0450 0.030 0233 0.032  0.016  0.021 0.032  0.012  0.035  0.034
300 (k) 0.007 0.013 0.012 0.013 0.015 0.020 0.013 0.012 0.013  0.020 | 0.021
o(k) 0.003  0.003  0.004 0.003 0.005 0.006 0.004 0.004 0.003 0.005

0.4 T T 04 T T T 04
Iy o .......... ..........
I | 1 .......... ......... i

RPN | | | . s SR

0 0.1 0.z 0.3 04

r=100 r=200

Figure II1.5 IVM and histograms computed for three ranks in the (9,7) DWT and low quality video.

Table IIL.2. IVM for the (9,7) DWT coefficient hierarchy and high quality video.

Rank Model parameters Error
Pk) | 0.119 0.122  0.107 0.119 0.129 0.118 0.117 0.014  0.096  0.059
1 (k) 0.570  0.713  0.740  0.782  0.508  0.921 0.747 1.730  0.628  0.849 | 0.028
a(k) 0.124  0.148 0.157 0.175 0.108 0.169  0.159  0.044 0.139  0.109
Pk) | 0.188 0.047 0.284  0.061 0.059 0.047 0.065 0.079  0.069 0.100
100 (k) 0.140  0.226 0250 0.277 0.227 0223 0.240 0.310 0.220  0.241 0.033
o(k) 0.032  0.048 0.033  0.070  0.049  0.048  0.060  0.065 0.049  0.034
Pk) | 0.085 0.083  0.251 0.067 0.108 0.108 0.062  0.094 0.047  0.097
200 (k) 0.094 0.180 0.187 0.226  0.170  0.125  0.135 0.173  0.229  0.175 | 0.030
a(k) 0.013  0.065 0.026 0.063  0.036 0.052 0.054 0.044 0.062  0.041
Pk) | 0.079  0.073  0.066  0.121 0.086  0.145 0.036 0.076  0.130  0.195
300 (k) 0.218 0.0143  0.071 0.113  0.099 0.118 0.133  0.129  0.129  0.159 | 0.032
a(k) 0.048  0.039  0.001 0.031 0.024  0.047 0.004 0.036  0.035 0.016
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Figure II1.6 IVM and histograms computed for three ranks, (9,7) DWT and high quality video.

Table II1.3. MVM for the (9,7) DWT coefficient hierarchy and low quality video.

Rank Model parameters Error
P(k) 0.129  0.046  0.100 0.133  0.110 0.116  0.060  0.133  0.060  0.110

1 k) 0.574 0.685 0443 0.566 0314 0383 0.515 0.514 0.431 0.299 | 0.038
o(k) 0.125 0226  0.142  0.128  0.108  0.111 0.141 0.141 0.139  0.105
P(k) 0.114  0.110 0.129  0.127 0.069 0.020 0.077 0.129  0.119  0.105

100 k) 0.070  0.053  0.025  0.091 0.091 0.013  0.079  0.049  0.057 0.107 | 0.036
a(k) 0.018  0.018  0.011 0.023  0.023  0.001 0.024  0.016 0.018 0.019
P(k) 0.026  0.061 0.066 0.154 0.143  0.086  0.251 0.072  0.127  0.013

200 k) 0.030  0.032  0.030 0.022 0.045 0.032 0.009 0.033 0.025 0.014 | 0.043
o(k) 0.009  0.010  0.009  0.006 0.007 0.010 0.004 0.010 0.006  0.001
P(k) 0.087 0.195  0.181 0.036 0264 0.042 0.035 0.027 0.098  0.035

300 k) 0.008  0.014  0.006  0.009 0.002 0.009 0.009 0.010 0.006 0.009 | 0.044
a(k) 0.002  0.004  0.001 0.003  0.001 0.003  0.003  0.003  0.002  0.003

0.04

=200

Figure II1.7. MVM and histograms computed for three ranks, (9,7) DWT and low quality video.

Table I11.4. MVM for the (9,7) DWT coefficient hierarchy and high quality video.

Rank Model parameters Error
P(k) 0.098  0.071 0.119 0.054 0.089 0.115 0.078 0.152 0.114  0.111

1 k) 0454 0.709 0508  0.682  0.791 0.527 0.598 0302 0435 0.696 | 0.042
a(k) 0.121 0.175 0.120  0.178  0.158  0.120  0.141 0.089  0.117  0.017
P(k) 0.262  0.057 0.084 0.103 0.164 0.045 0.028 0.144 0.067  0.046

100 k) 0.090 0.180 0.229  0.180 0.259 0.164 0.173  0.148 0.160  0.175 | 0.036
o(k) 0.029  0.048 0.032  0.008  0.031 0.047  0.048  0.023  0.045  0.048
P(k) 0.102  0.141 0.056 0.052 0.090 0.257 0.087 0.066 0.070  0.079

200 k) 0.134  0.103  0.146  0.165 0.103  0.057 0.176  0.199  0.141 0.152 | 0.038
a(k) 0.039  0.022  0.041 0.040  0.023  0.018  0.036  0.060  0.040  0.042
P(k) 0.071 0.124  0.079 0.068 0.014 0.125 0.065 0.174 0.148  0.132

300 (k) 0.160  0.105 0.088 0.104  0.081 0.149  0.101 0.062  0.034  0.083 | 0.037
a(k) 0.022  0.027  0.022  0.027  0.001 0.024  0.026  0.015  0.011 0.020
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Figure II1.8. MVM and histograms computed for three ranks, (9,7) DWT and high quality video.

The experiments in Tables III.1 — II1.2 were repeated nine times (for each video sequence in the
corpus) while the experiments in Tables I11.3 and II1.4 were repeated three times (for three random
combinations of quarter of video sequences). Each and every time the procedure was applied for each
investigated rank and for both compression rates, see Appendix I and the accompanying CD-ROM. As
a general conclusion, it can be considered that the model computation was successful, i.e. that each
type of video sequence allowed an accurate pdf estimation to be obtained:

¢ for all the IVM models, the Error values are lower than 5%, with singular exception; for
instance, for the video sequence arbitrarily chosen for illustrations, only two exceptions
occurred: for » =250 and r =350, the errors were 33.8% and 99.6%, respectively;

¢ for all investigated MVM cases all Error values are lower than 5%, with no exceptions.

111.3.2.1.2. Model Validation
The models previously obtained are now subject to validity investigation, according to the

three procedures presented in the step C of the algorithm.

Step C-(1): Is the model dependent on the similarity measure?

The values of Error’ (cf. eq. (111.6.a)) are displayed in Table IIL.5 for all investigated model
types: IVM and MVM, low and high quality video. It can be seen that each and every time the error is
lower than 10% with singular exceptions (7 =175 and r =250). It should be also noticed that the

errors corresponding to the MVM models are slightly lower that the corresponding [IVM errors.
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Table IIL.5. The average errors according to step —C (1), computed for low and high quality video.

Low quality video High quality video

Rank IVM MVM IVM MVM
Error’ Error’ Error’ Error’

r= 0.107 0.076 0.075 0.073
r=25 0.073 0.071 0.084 0.068
r=50 0.117 0.065 0.088 0.071
r="175 0.091 0.084 0.081 0.067
=100 0.084 0.056 0.058 0.080
r=125 0.049 0.072 0.086 0.082
r=150 0.069 0.055 0.069 0.064
r=175 0.280 0.048 0.057 0.070
=200 0.061 0.047 0.054 0.056
r=225 0.068 0.046 0.075 0.071
r=250 0.104 0.058 0.056 0.061
r=275 0.048 0.051 0.051 0.057
=300 0.034 0.069 0.080 0.056
r=325 0.090 0.039 0.069 0.059
=350 0.150 0.104 0.055 0.059

Step C-(2) Is the model general or does it depends on the original video sequence?

The three similarity measure values between the model and the rest of nine video sequences
are computed according to (II1.7.b), (II1.9.a), and (I11.9.b) respectively. The values thus obtained are
illustrated in Tables II1.6 and I11.7, corresponding to low and high quality video, respectively.

Table II1.6. The average errors according to step —C (2), computed for low quality video.

IVM MVM
Rank
Error”’ EHL EKL Error”’ EHL EKL

r= 0.119 0.176 0.566 0.047 0.012 0.031
r=25 0.266 0.118 0.514 0.081 0.023 0.107
r=350 0.187 0.185 0.558 0.126 0.040 0.326
r=75 0.117 0.129 0.430 0.084 0.024 0.280
r =100 0.097 0.104 0.445 0.081 0.039 0.191
r=125 0.537 0.332 0.539 0.037 0.017 0.111
r=150 0.061 0.079 0.252 0.030 0.020 0.077
r=175 0.339 0.273 0.515 0.029 0.018 0.217
r =200 0.060 0.074 0.223 0.042 0.019 0.178
r=225 0.108 0.162 0.636 0.068 0.008 0.158
r=250 0.044 0.069 0.276 0.041 0.024 0.378
r=275 0.031 0.097 0.254 0.012 0.002 0.193
r =300 0.112 0.071 0.453 0.041 0.022 0.296
r=325 0.447 0.084 0.384 0.035 0.008 0.020
r =350 0.220 0.040 0.190 0.050 0.001 0.050
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Table II1.7. The average errors according to step —C (2), computed for high quality video.

IVM MVM

Rank
Error”’ EHL EKL Error”’ EHL EKL
r=1 0.248 0.033 0.237 0.036 0.009 0.095
r=25 0.256 0.090 0.484 0.108 0.033 0.225
r=50 0.264 0.147 0.525 0.120 0.039 0.113
r=75 0.357 0.179 0.629 0.119 0.039 0.155
r=100 0.306 0.180 0.674 0.133 0.037 0.126
r=125 0.698 0.235 0.901 0.128 0.039 0.151
r=150 0.319 0.206 0.906 0.089 0.031 0.104
r=175 0.347 0.261 0.973 0.115 0.038 0.117
r =200 0.308 0.263 0.924 0.117 0.045 0.251
r=225 0.281 0.229 0.881 0.099 0.032 0.204
r=250 0.285 0.257 0.900 0.076 0.033 0.146
r=275 0.275 0.272 0.931 0.080 0.021 0.018
=300 0.296 0.226 0.854 0.128 0.054 0.357
r=325 0.500 0.235 0.856 0.100 0.062 0.265
r=350 0.208 0.177 0.734 0.135 0.067 0.399

As a general conclusion, it can be noticed that:
¢ the IVM are not independent with respect to the video sequence: the three similarity
measures are quite high and this is mainly the case for high quality video.
¢ for the MVM the accuracy in the model estimation is very good (the three types of
computed errors being acceptable low): Error’ was each and every time lower than
15%, the other two values are lower for Ey; around 0.04 and for Ex; around 0.3.
Hence, it can be ascertain that an accurate model for (9,7) DWT coefficients exists only when

considering a video sequence combining parts of different natural videos.

Step C-(3) Is the model dependent on the EM Gaussian mixtures estimation?

The confidence limit estimation procedure was applied for S.,,r =10 evenly distributed

subintervals of the [Xin;Xmax | interval and for & =0.05 .

In practically all cases (with very few exceptions), these probabilities computed starting form
the model, belong to the corresponding 95% confidence limits, as are illustrated in Figure I11.9 and
Figure I11.10 for IVM (low and high quality rates respectively), and in Figure III.11 and Figure I1I.12
for MVM (low and high quality rates, respectively).

This is a very strong support for the generality of the model: the pdf estimation obtained by an
maximum likelihood procedure proves itself as being representative also from the confidence
estimation meaning.

The same numerical values are obtained for the rest of the ranks as well as for others two

investigated DWTs, namely (2, 2) and (4, 4) DWT [Dum 08b].
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Note: The experimental interpretation of these results was binary done, i.e. it was checked out
whether or not the probability computed on the EM Gaussian mixture estimated model belongs to the
corresponding confidence limits. However, an in-depth analysis of these plots brings into light that the

precision in confidence limit estimation is low. In this respect, values as large as g =8% were

sometimes obtained. When going even more into details, it was noticed that the relative error in

confidence limit estimation was usually &5 =&/ ps =30% but situations in which g, >100% are

often met. These results validate our initial choice of considering the EM Gaussian mixture estimation
as the main investigation tool. It is known that confidence limit estimation requires very large corpora:

for instance, in our application, order to ensure values &5, <10%, a video corpus 20 to 100 times

larger is required (i.e. at least 10 sequences of 10 hours each), ¢f. eq. (11.63) and Figures I11.9 + I11.12.
Such a comment holds each and every time the Step C-(3) was considered in the thesis (i.e. for both

natural video and attacks, for all types of encoding rates, and for all considered transforms).
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Figure II1.9. The 95% confidence limits (represented in V and A ) include the probabilities computed

from the IVM (represented in *). The results correspond to low quality video.
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Figure I11.10. The 95% confidence limits (represented in V and A ) include the probabilities computed from

the IVM (represented in *). The results correspond to high quality video.
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Figure II1.11. The 95% confidence limits (represented in V and A) include the probabilities computed from

the MVM (represented in *). The results correspond to low quality video.

0.4 T T 04 T T 0.3 T
A : B .ﬂ :
. R Foooeens B A : 3
0.3 & * A 0.3 4y [ a‘s*ﬁﬂ .......... ..........
: : n : T :
[ *v*ﬂ ...... e nz ﬁ*vﬂ .......... L va .
- - * * 7 * 0.1 vaﬁ ........ ......... -
it i ....... L v& ............ 4 ai gt .ﬂf..‘;.r..ﬂ ...... [EEEETERITER _ s * "
: * a A : *ﬁ : 0 * : v o* ﬁEQ
- W [ SO
il % ..................... V%%‘_ il %E. ................. V. O P ki
-0.1 i i -0 i i -0.1 i
] 0.5 1 1.5 ] 0.z 04 0.6 ] 01 0.z 03 0.4
r=1 r=100 r=200

Figure II1.12. The 95% confidence limits (represented in V and A) include the probabilities computed from
the MVM (represented in *). The results correspond to high quality video.

Distributions in the Mixture

This section presents an a posteriori validation of the K number of mixtures to be included in
the video modelling. In this respect, a restraint experimental study (conducted only for video
sequences coded at low quality rate and (9,7) DWT) was also realized to see the impact of the K
parameter in the model errors [Dum 08b].

The model in Tables III.1 was considered as reference and the errors between it and the rest of
the 9 models of IVM type have been computed and then averaged.

This experiment was carried out 15 times, for different values of K = {2, 4, 6, 8, 10, 12, 14,
16, 18 20, 22, 24, 26, 28, 30}; the corresponding results are presented in Table II1.8. Figure I11.13
displays the error in IVM computation (see eq. (II1.5)) and each rank is represented in the figure by a
line with different markers and colours.

Figure I11.13 and Table I11.8 (with the blue colour are represent the lower Error’’ value
computed with eq. (II1.7.b)) shows that these values can be considered as independent with respect to
the K value. Hence, it may be considered that the involved in the video modelling (K = /0 chosen for

the all the experiments) is large enough so as not to impair the Gaussian mixture estimation approach.
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Table II1.8: The influence of the K parameter for different ranks. The values represent the errors in model

computation, eq. (II1.7.b).

N r=1 r=100 r =200 r=300
4 0.447 0.558 0.323 0.287
6 0.436 0.581 0.343 0.266
8 0.420 0.547 0.313 0.272
10 0.505 0.525 0.332 0.295
12 0.405 0.553 0.347 0.264
14 0.475 0.535 0.322 0.248
16 0.411 0.617 0.327 0.272
18 0.444 0.564 0.351 0.243
20 0.437 0.508 0.308 0.282
22 0.454 0.589 0.329 0.255
24 0.405 0.615 0.344 0.278
26 0.503 0.561 0.323 0.282
28 0.489 0.496 0.321 0.276
30 0.521 0.543 0.326 0.275
1
0.9
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0.7
0.6 - __ m_ ——r=1
w 04 . . r=200
—<—r =300
0.3 N%M\WW
0.2
0.1
0 ‘ ‘ ‘ ‘ \ \ \ T

™ © > Q U X © Q) Q O\ x © Sl Q
NEENK N *E//\ {_//'\ +o\ *E//\ \l:/\ {_//q’ *E//q, {_//q’ *E//q, \l_//q' {:/fb

Number of Gaussian distributions in the mixture

Figure II1.13. The influence of the K parameter (the number of Gaussian distributions in the mixture) on

the model computation. The values represent the errors in model computation, eq. (I11.7.b).

1ll.3.2.2. The 2D-DCT coefficients modelling

1l1.3.2.2.1. Model Computation

In order to illustrate the model computation starting from an individual video sequence
(IVM — Individual Video Model) coded at low quality rate, Table II1.9 presents a comparison among
the DCT coefficients (» =1) obtained from squared blocks (4x 4 and 8x8) and from whole frames.

II1-32



Chapter I1I: Natural Video Modelling for Watermarking Purpose

The graphical representations of these models alongside with their corresponding histograms
are presented in Figure I11.14.
Table I11.10 and Figure III.15 present a comparison among the models corresponding to the

whole frames DCT, but to different ranks in the hierarchy: » =1, 100, 200, 300 .

Tables III.11-1I1.12 and Figures I11.16 present the same type of information as Tables I11.9—-
III.10 and Figures III.15 respectively, this time obtained out of processing high quality video
sequences.

The experiments were resumed on video sequences obtained by concatenating four quarters
from four different video sequences (MVM — Multiple Video Model).

The quantitative results are displayed in Tables I11.13, II1.14, I11.15 and II1.16 which are in
correspondence with the Tables I11.9, II1.10, III.11 and III.12 respectively. Figures I1I.17 — III1.18
contain the representation of the models with their corresponding histograms for low and high quality

video, respectively.

Table II1.9. IVM for the DCT coefficient hierarchy and low quality video.

Rank

=1 Model parameters Error

4x4 Pk) | 0.062 0.089 0.132 0.136 0.078 0.110  0.166  0.065 0.090  0.070
blocks | w(k) | 1.184  3.759 1.118 0353 2371 2.895 0.887 1.983 1430  2.047 0.077
DCT a(k) | 0.561 0.165 0.413 0.214  0.545 0.372  0.263 0.581 0.444  0.583

8x8 Pk) | 0.106 0.089 0.113  0.123  0.099  0.071 0.083 0.073 0.135  0.108
blocks | wk) | 4.828  4.152 4998  6.722 2926 2479 2.642  3.758 1.019 1.865 0.065
DCT o(k) | 1.189 1.158 1.189 0959 0955 0.877  0.872 1.201 0.634  0.699

Whole | Pk) | 0.065 0.129  0.065 0.177 0.114 0.099 0.129  0.071 0.064  0.085
frames | w(k) | 5.646  3.361 5.951 4817 4717 4927 8.096 5710  6.411 5.215 0.026
DCT ak) | 1.141 6.894 1.258  5.233 9.309 1.027 ~ 9.070 1.170 1.323 8.906

04 ; ; 04 ; ; ; 04

ol Wl .............. - .......... .......... .......... s .......... .......... ..........
A _____________ ]

I | | S

0 a0 100 150

whole frames 4x4 blocks 8x8 blocks

Figure I11.14. IVM and histograms computed for rank » =1 in the DCT, low quality video.
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Table II1.10. IVM for the DCT (applied on the whole frames) coefficient hierarchy and low quality video.

Rank Model parameters Error

Pk) | 0.065 0.129  0.065 0.177 0.114  0.099 0.129  0.071  0.064  0.085
1 uk) | 5.646 3361 5951 4817 4717 4927 8.09 5710 6411 5215 | 0.026
o(k) 1.141  6.894  1.258 5233 9309 1.027  9.070 1.170 1.323  8.906

Pk) | 0.098 0.088 0.095 0.103 0.055 0.111 0.077 0.073 0.209  0.091
100 wk) | 0.670  0.567  0.568  0.603 0.546  0.532 0.450 0.567 0.603  0.680 | 0.030
o(k) 0.103  0.120  0.118 0.108  0.124  0.079  0.114  0.121  0.033  0.064

Pk) | 0.093 0.171 0.121  0.119 0.126  0.021  0.066  0.102  0.160  0.034
200 wk) | 0382 0369 0386 0418 0366 0.089 0376 0386 0.271 0353 | 0.036
o(k) 0.069  0.031 0.034 0.062 0.048 0.022  0.069  0.069  0.040  0.068

Pk) | 0.121 0.122  0.106  0.059 0.038 0.035 0.110 0.150 0.222  0.037
300 (k) 0.296  0.259 0315 0308 0286 0.082 0.265 0.188 0.274  0.288 | 0.033
a(k) 0.016  0.035 0.060  0.061 0.055 0.030 0.038  0.021 0.034  0.055
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Figure II1.15. IVM and histograms computed for three ranks in the DCT (applied on the whole frames),

low quality video.

Table IIL.11. IVM for the DCT coefficient hierarchy and high quality video.

Rank

o1 Model parameters Error

4x4 Pk) | 0.169  0.030  0.021 0.054 0379 0.020 0.146  0.069  0.036  0.075
blocks | u(k) | 0.038  0.301 0.241 0.188 0.012 0417 0.072 0.122  0.712  0.115 0.018
DCT a(k) | 0.013 0.026  0.062  0.019 0.007 0.036 0.015 0.037  0.063 0.030

8x8 Pk) | 0365 0.086 0.059 0.063 0.058 0.014 0.160 0.077  0.058  0.057
blocks | w(k) | 0.058 0.228 0436  0.843  0.452 1.732  0.158  0.311 0.213  0.452 0.022
DCT o(k) | 0.029  0.057 0.120 0217 0.117  0.185  0.060  0.084  0.065  0.117

whole Pk) | 0.111 0.047  0.093 0.073 0.107  0.111 0.081 0.059 0.112  0.207
frames | w(k) | 9.197 127.23 154.61 145.82 158.72 169.18 165.88 143.27 169.84 243.29 | 0.031
DCT ok) | 11.277 21.180 25.140 20.254 26.491 29.053 38.436 19.121 29.188 36.449
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Table II1.12. IVM for the DCT (applied on the whole frames) coefficient hierarchy and high quality video.

Rank Model parameters Error
Pk) | 0.111 0.047 0.093 0.073 0.107 0.111  0.081 0.059 0.112  0.207
1 k) 9.197 12723 154.61 14582 158.72 169.18 165.88 143.27 169.84 243.29 | 0.031
ok) | 11.277 21.180 25.140 20.254 26.491 29.053 38.436 19.121 29.188 36.449
Pk) | 0.075 0.093  0.118 0.221 0.065 0.090 0.113  0.078 0.067  0.080
100 uk) | 2420 2.112 1.657  2.006  2.327 1.864 1.599 1.962 1.673 1.988 | 0.029
o(k) 0.532  0.111 0.277 ~ 0.143 0303  0.398  0.280 0.414  0.332  0.413
Pk) | 0.096 0.090 0.100 0.084 0.178 0.009 0.183 0.095 0.110 0.054
200 k) 1.224 1.505 1.257 1.137 1.307  2.089 1.318  0.869 1.164 1.690 | 0.032
a(k) 0.197 0.255 0.184  0.237  0.090 0.219 0.163  0.101 0.226  0.086
Pk) | 0.037 0.029 0.095 0.118 0.102 0.182 0.078 0.097 0.143  0.119
300 (k) 0.614 1.047 0.860  0.865  0.981 1.004  0.927 1.286  0.777  0.891 0.033
a(k) 0.006  0.038  0.191 0.192  0.080 0.066 0.207 0.133  0.161 0.199
0.4 0.4 04
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Figure I11.16. IVM and histograms computed for three ranks in the DCT (applied on the whole frames),

Table II1.13. MVM for the DCT coefficient hierarchy and low quality video.

high quality video.

l:in;( Model parameters Error
4x4 Pk) | 0.042 0.381 0.116 0.102 0.123 0.014 0.194 0.007 0.007 0.014
blocks uk) | 0.330 0.020 0.070 0.080 0.003 1.054 0.067 0.776 0.654 2.632 0.005
DCT ak) | 0.083 0.023 0.113 0.113 0.002 0.108 0.046 0.001 0.001 0.389
8x8 Pk) | 0.165 0.195 0.170 0.044 0.198 0.065 0.007 0.056 0.084 0.016
blocks uk) | 0.188 0.001 0.088 0.522 0.158 0.012 1.199 0.663 0.077 3.701 0.007
DCT ok) | 0.153 0.003 0.073 0.223 0.149 0.004 0.001 0.176 0.019 2.081
Whole Pk) | 0.106 0.096 0.112 0.033 0.177 0.081 0.119 0.092 0.031 0.152
frames uk) | 4.364 4.761 4.490 2.333 1.516 4.704 4.437 5.011 2.727 3.475 0.030
DCT o(k) | 8.410 9.726 8.300 1.439 2.999 9.528 8.387 1.021 1.546 5.113
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Table I11.14. MVM for the DCT (applied on the whole frames) coefficient hierarchy and low quality video.

Rank Model parameters Error
Pk) | 0.106 0.09 0.112 0.033 0.177 0.081 0.119 0.092  0.031 0.152

1 wk) | 4364 4761 4490  2.333 1.516  4.704 4437 5.011 2.727  3.475 | 0.030
o(k) 8.410  9.726  8.300 1.439 2999  9.528  8.387 1.021 1.546  5.113
Pk) | 0.007 0.040 0.164 0.036 0.043 0.114 0.083 0.113  0.148  0.252

100 (k) 1.025 0.616 0346  0.610 0.508 0.445 0.506  0.675 0.425 0.298 | 0.044
o(k) 0.001 0.021 0.106  0.008 0.099 0.109 0.099 0.064 0.076  0.092
Pk) | 0.097 0.168 0.062 0.080 0.108 0.053 0.108 0.165 0.081 0.078

200 k) 0222 0385 0456 0.126 0218 0296 0276 0.212  0.295 0.253 | 0.034
o(k) 0.060  0.033  0.105 0.042  0.060  0.080 0.076  0.061 0.079  0.068
Pk) | 0.107 0.196 0217 0.026  0.072  0.138  0.007  0.071 0.055  0.111

300 (k) 0.158 029 0.126 0393 0220 0.153 0.203  0.220  0.218  0.209 | 0.034
a(k) 0.047  0.033  0.044  0.070  0.051 0.047  0.001 0.051 0.051 0.053

0
0

0.05

noz

MVM, r=100

MVM, 7 = 200

MVM, r =300

Figure I11.17. MVM and histograms computed for three ranks in the DCT (applied on the whole frames),

low quality video.

Table III.15. MVM for the DCT coefficient hierarchy and high quality video.

l:in;( Model parameters Error
4x4 Pk | 0.136  0.038  0.011 0.015 0.127  0.071 0.007  0.134 0284  0.175
blocks | w(k) | 0.024  0.196 0.359 2.757  0.093 0309 -0.192 0.049 0.024  0.003 0.007
DCT a(k) | 0.079  0.020  0.025 1.149  0.044  0.143 0.001 0.086  0.019  0.005
8x8 Pk) | 0.172  0.179  0.016  0.166 0.046  0.162  0.081 0.071 0.029  0.077
blocks | w(k) | 0.125 0.119 1.758  0.002 0.736  0.178  0.089  0.001 0.812  0.547 0.006
DCT a(k) | 0.113 0.111 0.367 0.006 0.140  0.118 0.009  0.182  0.370  0.039
whole Pk) | 0.084  0.098  0.021 0.112 0.086 0.129 0.096 0.126  0.142  0.106
frames | w(k) | 56.025 156.37 26442 14593 169.81 130.69 131.01 130.99 127.06 50.152 | 0.029
DCT ok) | 4466 30.703 8931 32.519 28.145 25.662 34.621 25.528 25.151 14.989
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Table I11.16. MVM for the DCT (applied on the whole frames) coefficient hierarchy and high quality video.

Rank Model parameters Error
Pk) | 0.084  0.098  0.021 0.112  0.086  0.129  0.096  0.126  0.142  0.106
1 wk) | 56.025 156.37 264.42 14593 169.81 130.69 131.01 130.99 127.06 50.152 | 0.029
o(k) 4466 30.703 8931 32519 28.145 25.662 34.621 25.528 25.151 14.989
Pk) | 0.057 0.067 0.101 0.076  0.121 0.157 0.132  0.104 0.090 0.094
100 uk) | 2.171 2.060 1.843 1.587 1.189 1.057 1.157 1.746 1.729 1.444 | 0.037
o(k) 0366  0.055 0392 0359 0324 0.295 0317 0.397  0.401 0.363
Pk) | 0.125 0.079 0.089 0.144 0.085 0.116  0.071 0.097 0.106  0.088
200 k) 0915  0.631 0908 0.687 0.879  0.757 1.484 1.304  0.827 1.183 | 0.037
o(k) 0.279  0.222  0.281 0218 0.279  0.265 0.295 0.080 0.276  0.328
Pk) | 0.093 0.108 0.029 0.087 0.089 0.165 0.117 0.124  0.165  0.020
300 k) 0.723  0.828 1.089  0.987 1.203  0.575  0.781 0.676  0.404  0.813 | 0.036
a(k) 0.159 0.174  0.002 0.065 0.216  0.095 0.172  0.148 0.092  0.077
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Figure I11.18. MVM and histograms computed for three ranks in the DCT (applied on whole frames),

high quality video.

The experiments illustrated in Tables II1.9 + II1.16 were repeated nine times (for each and

every video sequence in the corpus) for IVM case and three times for the MVM case (for three random

combinations of quarters of four video sequences). The experiments were conducted for each

investigated rank, and for two compression rates (see Appendix I and the accompanying CD-ROM).

As a general conclusion, it can be considered that the model computation was successful, i.e. that each

type of video sequence allowed an accurate pdf estimation to be obtained.

The Error values for the video coded at low quality rate are:

4 x 4 blocks: for IVM case the Errors is about 2% with one exception, » = 1 when the values is

7.7%; for MVM case all the Errors are lower than 1%, with no exception.

8x 8 blocks: for IVM the Errors are about 2% with one exception » =1 (6.5%) while the MVM

are obtained with errors as low as 1%.

whole frames: for booth cases (IVM and MVM) the Errors are higher than the previous two

cases but lower than 4%.

II-37




Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

The Error values for the video coded at high quality rate are:
¢ 4x4 blocks: for IVM the Errors are about 2.3% with no exception, while for MVM the Errors
are lower than 1.5%.
¢ 8x8 blocks: the error upper limits are 2.4% for IVM and 1% for MVM, with no exception.
¢ whole frames: for [IVM the Errors are lower than 3.7% and for MVM the Errors are lower than

4%.

111.3.2.2.2. Model Validation
The models previously obtained are now subject to validity investigation, according to the

three procedures presented in the steps C of the algorithm.

Step C-(1): Is the model dependent on the similarity measure?

The values of Error’ for all investigated model types (IVM and MVM) and for low and high
quality video, respectively are displayed in Table I11.17 and II1.18. It can be seen that each and every
time the error is lower than 10% with some exceptions (when the DCT was applied on blocks). It
should be also noticed that the errors corresponding to the MVM models are slightly lower than the

corresponding IVM errors with two exceptions for » =1, when the DCT was applied on blocks.

Table II1.17. The average errors according to step-C(1), computed for low quality video.

IVM MVM
Rank Error”’ Error”’
whole frames 4x4 blocks 8x8 blocks whole frames 4x4 blocks 8x8 blocks

7= 0.074 0.100 0.084 0.078 0.265 0.307
r=2 0.053 0.135 0.211 0.044 0.071 0.210
r=3 0.067 0.219 0.210 0.061 0.093 0.168
r=4 0.064 0.172 0.143 0.061 0.089 0.124
r=>5 0.062 0.191 0.204 0.055 0.117 0.139
r=25 0.080 0.074

r=50 0.089 0.085

r=175 0.090 0.100

=100 0.078 0.078

r=125 0.080 0.073

r=150 0.069 0.060

r=175 0.078 0.075

=200 0.070 0.100

r=225 0.087 0.084

r=250 0.069 0.067

r=275 0.089 0.064

=300 0.073 0.067

r=325 0.075 0.065

r=350 0.077 0.066
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Table II1.18. The average errors according to step-C(1), computed for high quality video.

IVM MVM
Rank Error”’ Error’’
whole frames 4x4 blocks 8x8 blocks whole frames 4x4 blocks 8x8 blocks

r=1 0.089 0.105 0.092 0.071 0.250 0.297
r=2 0.059 0.139 0.221 0.054 0.092 0.207
r=3 0.046 0.200 0.212 0.044 0.100 0.173
r=4 0.060 0.145 0.148 0.056 0.096 0.131
r=>5 0.048 0.198 0.210 0.049 0.123 0.145
r=25 0.067 0.059

r=150 0.064 0.069

r="175 0.085 0.075

=100 0.066 0.070

r=125 0.101 0.079

r=150 0.083 0.081

r=175 0.097 0.087

=200 0.082 0.069

r=225 0.095 0.092

r=250 0.165 0.073

r=275 0.079 0.066

=300 0.107 0.106

r=2325 0.096 0.076

r=2350 0.090 0.068

Step C-(2) Is the model general or does it depends on the original video sequence?

The similarity measure between the model and the rest of 9 video sequences are computed
according to (II1.7.b). The results are reported in Tables I11.19 (low quality video sequences) and I11.20
(high quality video sequences). Each of these two tables presents information for both IVM (the three
left columns) and MVM (the three right columns). We emphasise that the Table III.19 and II1.20
contains only the values corresponding to the Error’’, eq. (II1.7.b). It can be seen that acceptable lower
values are obtained only for MVM for 4x 4 and for §x8 blocks. For the rest of the cases (namely for
the three types of [IVMs and for the MVM corresponding to the whole frames DCT) the error values
are very high. This means that these models depend on the investigated video sequence (be it obtained
from an individual video or from multiple videos) and cannot be accepted as representing all the video
sequences. Note that as Error’” was large enough, there was no need to compute also the Hellinger

distance and the Kullback-Leibler divergence, cf. flowchart step C-(2).
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Table II1.19. The average errors according to step-C(2), computed for low quality video.

IVM MVM
Rank Error’’ Error’’
whole frames 4x4 blocks 8x8 blocks whole frames 4x4 blocks 8x8 blocks

r=1 0.579 0.995 0.992 0.678 0.004 0.022
r=2 0.187 0.214 0.498 0.658 0.001 0.012
r=3 0.237 0.381 0.450 0.312 0.001 0.001
r=4 0.295 0.008 0.091 0.419 0.002 0.012
r=>5 0.387 0.508 0.153 0.399 0.003 0.043
r=25 0.685 0.876

r=50 0.902 0.953

r=175 0.913 0.799

r=100 0.945 0.661

r=125 0.959 0.989

r=150 0.973 0.967

r=175 0.980 0.891

r =200 0.901 0.783

r=225 0.878 0.711

r=250 0.852 0.845

r=275 0.876 0.844

r =300 0.843 0.604

r=2325 0.799 0.382

r=350 0.836 0.257

Table II1.20. The average errors according to step-C(2), computed for high quality video.

IVM MVM
Rank Error’’ Error”’
whole frames 4x4 blocks 8x8 blocks whole frames 4x4 blocks 8x8 blocks

= 0.668 0.991 0.997 0.893 0.010 0.013
r=2 0.269 0.230 0.524 0.790 0.092 0.006
r=3 0.326 0.393 0.477 0.568 0.047 0.001
r=4 0.437 0.013 0.121 0.731 0.004 0.012
r=>5 0.491 0.524 0.160 0.651 0.001 0.001
r=25 0.808 0.899

r=50 0.897 0.973

r=175 0.912 0.869

=100 0.957 0.721

r=125 0.901 0.964

r=150 0.906 0.919

r=175 0.988 0.871

r =200 0.973 0.661

r=225 0.965 0.738

r=250 0.970 0.981

r=275 0914 0.932

=300 0.994 0.661

r=325 0.830 0.446

r =350 0.879 0.295
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111.3.2.2.3. Define a General Model

Tables II1.19 and II1.20 bring into light the fact that the errors in the MVMs cases are
significantly lower than the corresponding errors in the [IVMs cases. This would suggest that when
trying to define a general model, the MVM principle should be preserved. Moreover, as each
individual video sequence featured a very nice inner stationarity (see all the validation procedures
reported in Section. I11.3.2.2.2) we shall go deeper into coefficient analysis by defining a new type of
video sequence to be modelled. This new type is referred to as MSVM — Multiple Shuffled Video
Model and is obtained by concatenating four quarters from four different video sequences previously
shuffled.

In order to illustrate the MSVM computation, Tables I11.21 and II1.23 present the comparison
among the DCT applied on blocks and on the whole frames, for both types of quality rates.

Tables I11.22 and I11.24 show a comparison among the models corresponding to the whole
frames for four ranks. The results for all investigated ranks are detailed in Appendix I and on the

accompanying CD-ROM.

Table II1.21. MSVM for the DCT coefficient hierarchy and low quality video.

Rank

o1 Model parameters Error

4x4 Pk) | 0.029 0.006 0.135 0.079 0.009 0.074 0.014  0.021 0.007  0.625
blocks | wk) | 0.029  0.076  0.004  0.009 0.086 0.010 0.037 0.053 0.024  0.001 0.011
DCT o(k) | 0.001 0.009  0.002 0.004 0.010 0.004 0.002  0.003  0.001 0.001

8x8 P(k) | 0.088  0.008  0.265 0.014 0.198 0.037 0.027 0.017 0.254  0.093
blocks | u(k) | 0.080  0.180  0.003 0.298  0.028  0.184  0.145 0.283 0.010  0.069 0.014
DCT o(k) | 0.023 0.052  0.002  0.071 0.010  0.028  0.002  0.072  0.005 0.025

whole Pk) | 0.047 0384 0.280 0.013 0.055 0.082  0.001 0.053 0.029  0.056
frames | w(k) | 3.336  0.141 0.141 2.348  4.533 5.063 0.149 7526  5.011 5.745 0.004
DCT o(k) | 3.524  0.058  0.058 1.469 1.930 3968  0.058  9.989 8.723 7.853

Table I11.22. MSVM for the DCT (applied on the whole frames) coefficient hierarchy and low quality video.

Rank Model parameters Error

Pk) | 0.047 0384 0280 0.013 0.055 0.082 0.001 0.053 0.029 0.056
1 wk) | 3336 0.141  0.141 2348 4533 5063  0.149  7.526  5.011 5745 | 0.004
o(k) 3.524  0.058  0.058 1.469  1.930 3968  0.058 9.989  8.723  7.853

Pk) | 0.027 0.074 0.047 0214 0.115 0.067 0.054 0.161  0.025 0.216
100 wk) | 0782 0205 0434 0.187  0.195 0.079 0.568 0.186 0.255  0.596 | 0.058
o(k) 0.033  0.057 0.108 0.057 0.058 0.007 0.075 0.056  0.078  0.060

Pk) | 0.148 0.047 0.081 0.138 0.090 0.115 0.089 0.070 0.106  0.116
200 wk) | 0.154 0302 0278 0372 039 0332 0268 0351 0.265 0313 | 0.057
o(k) 0.040  0.087  0.066 0.021  0.076  0.092  0.044 0.089  0.042  0.091

Pk) | 0.009 0.063 0.080 0.119 0.121  0.126  0.142  0.105 0.139  0.095
300 k) 0.055 0.517 0446 0218 0.670  0.281 0.280  0.471 0.643  0.345 | 0.056
a(k) 0.001 0.126  0.087 0.045 0.118 0.018 0.063  0.058 0.045 0.054
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Table II1.23. MSVM for the DCT coefficient hierarchy and high quality video.

Rank

=1 Model parameters Error

4x4 Pk) | 0.042 0.055 0.038 0359 0.016 0.059 0.025 0.199 0.155  0.052
blocks | wk) | 0.008  0.022  0.045  0.001 0.002  0.008 0.007 0.000 0.004 0.006 0.005
DCT a(k) | 0.004 0.005 0.013  0.001 0.011 0.004  0.012  0.001 0.001 0.004

8x8 Pk) | 0.183 0.047 0420 0.034 0.037 0.055 0.007 0.007 0.192  0.017
blocks | w(k) | 0.019 0.066 0.005 0.107  0.135  0.161 0.051 0302  0.034  0.081 0.014
DCT a(k) | 0.009  0.001 0.004  0.004 0.029 0.034 0.018  0.001 0.011 0.007

whole Pk) | 0206  0.105 0.122  0.040  0.076  0.085 0.108  0.092  0.096  0.069
frames | u(k) | 0.818 0.437 0.538 0.842  0.295 0.615 0.408 0.638 0911 0.614 0.057
DCT ok) | 0.078  0.153 0.098  0.236  0.033 0.141 0.147  0.172  0.223 0.165

Table I11.24. MSVM for the DCT (applied on the whole frames) coefficient hierarchy and high quality video.

Rank Model parameters Error
P(k) 0.206  0.105 0.122  0.040 0.076  0.085  0.108 0.092  0.096  0.069
1 (k) 0.818 0.437 0538  0.842  0.295 0.615  0.408 0.638 0911 0.614 | 0.057
o(k) 0.078  0.153 0.098  0.236  0.033 0.141 0.147  0.172  0.223 0.165

Pk) | 0.081 0.074 0.114 0.100 0.123  0.110  0.164  0.065 0.064  0.100
100 (k) 0.669 0.688 0915 0.615 0905 0.584 1.094 0.530 0.323  0.636 | 0.058
o(k) 0.220 0.215 0.152  0.235 0.156  0.237  0.128  0.232  0.057  0.109
Pk) | 0.105 0.099 0.124 0.080 0.184 0.039  0.055 0.095 0.069 0.149
200 (k) 0.873 1.018  0.973 1.079 1.482 1.550 1.569 1.127 0493  0.821 0.058
a(k) 0.244  0.267 0265 0.257 0.1409 0.427 0423  0.239 0.046  0.228

Pk) | 0.146  0.084  0.096  0.091 0.047  0.112  0.091 0.097 0.113  0.122
300 (k) 1.901 1.936  2.077 2339  2.835 1.823  2.124 2722  2.119 1.079 | 0.046
a(k) 0.277  0.839  0.808 0.724 0.256  0.432 0.794 0.257 0.416  0.244

111.3.2.2.4. General Model Validation

This section concludes the DCT modelling investigation, presenting the result of the validation
methods (steps C of the ART.MOD-V algorithm) applied to the MSVM. The experiments were
repeated three times (for three random combinations of four quarters from four different video

sequences previously shuffled).

Step C-(1): Is the model dependent on the similarity measure?

The values of Error’ are presented in Table I11.25 for all investigated DCT (whole frames and
4x4 or 8x8blocks) for two types of video compression. In the MSVM case, the error is lower than
15% with a singular exceptions (» =300 for the whole frames; »=1 and »=5 for 4x4 blocks;
r=1, r=4 and r=5 for 8x8 blocks). Hence, the values Error’ can be considered as a support for

the independency of the model with respect to the similarity measure.
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Table II1.25. The average errors according to step-C (1), in the MSVM case, low and high quality video.

Low quality video High quality video
Rank Error’ Error’
whole 4x4 8x8 whole 4x4 8x8
frame blocks blocks frame blocks blocks
r= 0.028 0.290 0.169 0.101 0.200 0.146
r=2 0.026 0.079 0.151 0.102 0.087 0.148
r=3 0.127 0.144 0.139 0.198 0.146 0.147
r=4 0.037 0.153 0.283 0.096 0.135 0.189
r=>5 0.138 0.242 0.191 0.098 0.235 0.200
r=25 0.062 0.161
r=50 0.135 0.098
r=175 0.115 0.109
=100 0.100 0.135
r=125 0.108 0.109
r=150 0.104 0.103
r=175 0.099 0.120
=200 0.096 0.117
r=225 0.092 0.126
r=250 0.093 0.103
r=275 0.116 0.093
=300 0.281 0.092
r=2325 0.108 0.071
=350 0.080 0.067

Step C-(2) Is the model general or does it depends on the original video sequence?

The values for the validation method - step-C(2) between any 2 models out of the 3 MSVM
models thus obtained are computed according to eq. (IIl.7.a), eq. (I11.8.a) — eq. (II1.8.b) and then the
values thus obtained are averaged (Error’’, Ey;, and Ex;), see Tables 111.26 and I11.27.

A general conclusion that can be drawn from the values reported in Tables I11.26 and II1.27 is
that the shuffling of the original content significantly improves the precision in pdf estimation:

¢ for 4x4 or 8§x8 blocks: the Error’” in MSVM case is lower than 5% while in the MVM case it
was lower than 10%;

¢ whole frames: the Error’” upper limit in the MSVM case is lower than 40%, with singular
exceptions (7 =125 and r =275 — for video coded at low quality rate and » =75, r =275 and
7 =300 — for video coded at high rate); in the MVM case this upper limit was as high as 90%.

However, we may speak about a general model, independent with respect to the video sequence
on which it was computed, only for the DCT coefficients corresponding to square blocks. For the
whole frames DCT, no accurate theoretical model can be defined for each and every rank in the

hierarchy.
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Table I11.26. The average errors according to step-C (2), in the MSVM case, low and high quality video.

Low quality video
Rank 4x4 blocks 8x8 blocks
Error”’ EHL EKL Error’’ EHL EKL
r=1 0.013 0.010 0.107 0.005 0.004 0.040
r=2 0.019 0.010 0.109 0.033 0.017 0.232
r=3 0.004 0.005 0.086 0.005 0.014 0.085
r=4 0.007 0.012 0.172 0.009 0.006 0.027
r=>5 0.001 0.014 0.396 0.005 0.015 0.135
High quality video
Rank 4x4 blocks 8x8 blocks
Error”’ EHL EKL Error’’ EHL EKL
r=1 0.047 0.243 0.011 0.005 0.001 0.015
r=2 0.004 0.050 0.007 0.015 0.032 0.005
r=3 0.015 0.016 0.007 0.009 0.072 0.011
r=4 0.008 0.025 0.010 0.008 0.214 0.019
r=>5 0.002 0.105 0.012 0.007 0.034 0.006

Table II1.27. The average errors according to step-C (2), in the MSVM case, low and high quality video.

Low quality video High quality video
Rank whole frames whole frames
Error”’ Error”’ Eyr Error”’ Eyr Ex;

r= 0.301 0.122 0.378 0.347 0.030 0.312
r=2 0.282 0.119 0.390 0.338 0.037 0.314
r=3 0.284 0.057 0.172 0.394 0.035 0.279
r=4 0.286 0.020 0.069 0.421 0.045 0.304
r=>5 0.318 0.003 0.009 0.286 0.034 0.307
r=25 0.450 0.036 0.142 0.393 0.028 0.308
r=50 0.398 0.067 0.477 0.368 0.017 0.267
r=175 0.413 0.138 0.448 0.503 0.019 0.239
r=100 0.308 0.293 0.589 0.458 0.022 0.197
r=125 0.507 0.352 0.449 0.096 0.004 0.016
r=150 0.432 0.216 0.310 0.137 0.003 0.009
r=175 0.182 0.129 0.615 0.194 0.019 0.035
=200 0.154 0.106 0.449 0.179 0.028 0.001
r=225 0.168 0.103 0.396 0.312 0.063 0.011
r=250 0.322 0.205 0.598 0.423 0.020 0.073
r=275 0.528 0.225 0.409 0.551 0.080 0.281
=300 0.283 0.212 0.580 0.536 0.142 0.631
r=2325 0.198 0.010 0.041 0.159 0.487 0.834
r=350 0.203 0.320 0.432 0.143 0.362 0.926

111-44



Chapter I1I: Natural Video Modelling for Watermarking Purpose

Step C-(3) Is the model dependent on the EM Gaussian mixtures estimation?

The confidence limit estimation procedure was applied for Sconf =10 evenly distributed

subintervals of the [Xin;Xmax | interval and for & =0.05 .

In almost all cases (Figures I11.19 and I11.20), these probabilities computed using the MSVM

belong to the corresponding 95% confidence limits, with no exceptions, thus validating the generality

of the model.

For the interpretation of the errors in confidence limit estimation, see the Note in the

corresponding section for DWT video modelling, i.e. Section 111.3.2.1.2 — Step C-(3).
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Figure I11.19. The 95% confidence limits (represented in V and A) include the probabilities computed
from the MSVM (represented in *). The results correspond to the whole frames and low quality video.
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Figure II1.20. The 95% confidence limits (represented in V and A) include the probabilities computed

from the MSVM (represented in *). The results correspond to the whole frames and high quality video.

lll.4. Informational Description

This Section is dedicated to the informational description of the noise sources represented by

natural video. In this respect the accurate models previously obtained are exploited for entropy

computation.
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The entropy of an X continuous random variable was defined by [Sha 80], see eq. (I1.39).
The main problem when evaluating the entropy of a signal is the fact that its value is known only for
few, analytically defined pdfs. Even for Gaussian mixture models the problem still impossible, but
some simplifications (to be further presented) are made by [Lei 04] in order to compute the entropy in
some particular cases.

In case of a Gaussian mixture, the entropy computation lead to [Lei 04]:

+o0 +0 K K
H(X)=- [p(x)logy p(x)dx=— | kZ P(k)pj (x)logy (kZP(k)pk (x))dx =
—0 —wk=1 =1
(TI1.10)
== Z P(k) f Pk(X)logz(ZP(l)pz(X))dx
k=1 —0 =1
Rewriting the argument inside the logarithm as:
2 P(D)py(x)
> P10 = PRk () + 5 P(Dp1 () =P () 1+ — |-
= 1%k PO pie (x) (IL11)

= P(k) pi (x)(1+ 5 (x)).

[Lei 04] assumes &y (x) << 1, which is equivalent with the assumption “the component of the

model not to be very overlapped”.

In this case logs (1+ & (x)) = € (x) the equation can be unfolded as:

H(X)= 2P<k> ka(xnogz(P(k)pk(x)(l+ek(x>))

(1IL.12)
==X P(k) [pr(x)logy (P(k)py (x))dx — ¥ P(k) [pi (x)ef (x)dx .
k

—0 k —©

Evaluating each term of the entropy the following equation is obtained:

H(X)= ZP(k)logz P*(/;—%lzk (), (II1.13)
#

where o is the variance of a Gaussian distribution N(uy,o0 ) [Tra 02].

After regrouping the terms in the equation the entropy has the form:

K
H(X)= Y, P(k)logy ZEY=" LA

: 1114
Z 20 -1 (I1.14)
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Unfortunately, such a procedure does not hold in natural video modelling: the 10 Gaussian

distributions involved in the mixture are generally overlapping, as illustrated in Figure I11.21.
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0.5 — 0.8
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03 Ftt AR ........ ........
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\ ....... ....... ....... ]

0 5 -,
0 02 04 06 08 1 12

r=

0.1

video coded at low quality (64 kbit/s) video coded at high quality (512 kbit/s)

Figure II1.21. Example of K = 10 Gaussian mixture in the DWT / DCT applied on the whole frames.

Consequently, in our approach, we had to consider the general case and to compute the
entropy by considering the corresponding model.

For comparison, the entropies for the Gaussian distributions of the same mean value and
variance as the corresponding model are also computed. Note that in the continuous case, the
maximum entropy among all the sources of a given variance is provided by the Gaussian distribution
(see Section 11.4.1, entropy properties) [Sha 80].

Also note that the continuous entropy is not necessarily positive (actually, it is relative to the
coordinate system).

The Table I11.28 shows the entropies values for MVM in the (9,7) DWT case is structured as
follows: the left columns correspond to Gaussian distribution and the right columns correspond to the
model.

The Table II1.29 and III.30 provide information about the entropy in the DCT domain
computed from the MSVM.
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Table II1.28. Entropies for multiple video sequences in the (9,7) DWT domain.

MVM
Rank Low quality video High quality video
Gaussian DWT model Gaussian DWT model

r=1 -0.143 -0.547 -0.224 -0.259
r=25 -0.852 -3.544 -0.351 -1.797
r=50 -1.308 -4.774 -0.585 -2.586
r="175 -1.662 -5.335 -0.703 -2.955
=100 -2.007 -6.162 -0.850 -3.453
r=125 -2.354 -7.169 -0.947 -3.815
r=150 -2.654 -8.239 -1.049 -4.045
r=175 -2.917 -8.859 -1.157 -4.300
=200 -3.299 -8.852 -1.249 -4.171
r=225 -3.642 -10.235 -1.354 -4.455
=250 -4.034 -8.573 -1.385 -4.813
r=275 -4.491 -8.975 -1.482 -4.830
=300 -4.472 -5.050 -1.573 -4.680
r=325 -2.503 -5.830 -1.587 -5.274
=350 -0.883 -1.353 -1.681 -5.131

Table II1.29. Entropies for multiple shuffled video models in the DCT domain and low quality video.

MSVM
Rank whole frames 4x4 block 8x8 block
Gaussian DCT model Gaussian DCT model Gaussian DCT model

r=1 11918 3.510 -0.560 -2.3221 -0.219 -1.075
r=2 6.698 2.109 -0.887 -2.863 -0.539 -1.302
r=3 5.209 0.907 -0.782 -3.055 -0.647 -1.392
r=4 4.601 0.707 -0.918 -2.609 -0.165 -1.853
r=>5 4.140 0.478 -2.727 -5.229 -0.807 -2.700
r=25 -0.154 -0.634

r=50 -0.237 -1.258

r=175 -0.580 -0.653

r=100 -0.488 -0.804

r=125 -0.437 -1.091

r=150 -0.361 -1.412

r=175 -0.344 -1.921

r=200 -0.279 -2.590

r=225 -0.249 -2.610

r=250 -0.207 -2.179

r=275 -0.165 -1.534

r=300 -0.188 -1.915

r=2325 -0.050 -0.607

r=350 1.293 1.270
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Table II1.30. Entropies for multiple shuffled video models in the DCT domain and high quality video.

MSVM
Rank whole frames 4x4 block 8x8 block
Gaussian DCT model Gaussian DCT model Gaussian DCT model

r= 11.027 7.229 -0.774 -2.361 -0.781 -2.887
r=2 10.521 4.687 -1.047 -2.979 -0.229 -1.557
r=3 4.906 4.405 -0.653 -2.997 -0.565 -1.402
r=4 2.842 2.654 -0.294 -2.745 -0.732 -1.394
r=>5 1.921 1.712 -0.541 -5.538 -0.262 -1.091
r=25 0.904 0.901

r=50 0.352 0.011

r=175 0.133 -1.189

r=100 0.026 -3.188

r=125 0.030 -2.657

r=150 0.059 -1.159

r=175 0.028 -0.993

r=200 0.005 -0.844

r=225 -0.023 -0.560

r=250 -0.057 -0.471

r=275 -0.083 -0.458

r=300 -0.065 -0.453

r=2325 -0.077 -0.449

r=350 -0.074 -0.434

lll.5. Conclusion

The present chapter focuses on a hot research topic: is there any mathematical model able to
represent the natural video? By presenting an advanced statistical approach and by applying it to a
large and heterogeneous video corpus (about five hours of video), the probability density functions
able to model with precision the 2D-DWT and 2D-DCT coefficient hierarchies have been for the first
time estimated.

This successful pdf estimation comes across with another fundamental result: it exhibits that
the stationarity of the video sequences can be accepted. Each considered sequence (be it obtained from
an individual video, from several videos or several shuffled videos) allowed for a very fine statistical
model. However, for individual video sequences, the regularity stops here: different mathematical
models are obtained for different video sequences. When considering mixed video sequences (simple
in the DWT domain or shuffled in the DCT domain), the obtained mathematical model is independent
with respect to the data on which it was computed. Hence, when talking about ergodicity for video
sequences we are obliged to consider mixed video sequences (MVM) or mixed shuffled video
sequences (MSVM) rather than individual video sequence (IVM).

These general models (MVM — DWT case or MSVM — DCT case) are validated by a large
variety of tools: similarity measures & errors, confidence limit estimation, Hellinger distance and

Kullback-Leibler divergence.
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Such a general model can be exploited in many applications [Dum 08c]:

* Compression/denoising

When considering these applications, the challenge is to dispose of a unique model which can

be exploited on large video sequences. Consequently, our estimation procedure should be

applied on a mixed video sequence (for DWT) and a mixed shuffled video sequence (for

DCT).

¢ Indexation/classification:

For indexation/classification applications, the models capable to identify data peculiarities are

required. Hence, the estimation procedure should be applied on individual video sequences

(for both DWT and DCT).

* Watermarking:

In this case, both mixed and individual models may be useful for DWT and DCT.

For Spread Spectrum methods, the insertion/detection techniques are independent with respect

to the video content; hence, a mixed model would prove its efficiency.

For Side Information methods, the embedding technique should exploit the original video

salient characteristics; hence, a model estimated on this particular video would be useful.
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In the absence of any theoretical or experimental support, the video watermarking attacks are by default
assumed to be Gaussian distributed. After bringing into evidence that such a model cannot be accepted
(Section IV.1), an algorithm for attack modelling, able to compute the model with good accuracy is presented
(Section 1V.2). This algorithm, ART.MOD-A is further deployed in order to obtain a general model for attack
modelling in the 2D-DWT and 2D-DCT domains (Section IV.3). Section IV.4 throws more light on the
continuous capacity estimation for watermarking purposes. The validation of the attack model effectiveness
under the framework of the watermarking method is presented in Section IV.5. The conclusions (Section 1V.6)

end the chapter.
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IV.1. Previous Results

As already discussed in Chapter 1, watermarking can be considered as a communication
problem: the owner attempts to communicate his/her mark over a hostile channel where non —
intentional and intentional attacks may occur. The theoretical challenge is to communicate as much
watermark information as possible, while maintaining the quality for the marked data and a prescribed
degree of robustness. Consequently, designing high performance watermarking techniques and
identifying their theoretical limits is a problem which cannot be solved unless an accurate model for
attacks is provided. A succinct state-of-the-art of the studies devoted to watermarking attack modelling
is further presented.

In literature, many authors [Bar01], [Bau 02], [Kun 01], [Mou 02] suppose that the model for
attacks is the AWGN (additive white Gaussian noise).

For example, [Vol 99] and [Kov 04] make some improvement in a known-host-state
watermarking methods by exploiting this AWGN model for attacks and by assuming i.i.d. Laplacian
distribution for the host data.

The same model is considered by [Bau 02] in order to compute the capacity of the scalar Costa
scheme for attacks modelled by AWGN. Both DCT and DWT transforms are considered.

[Cox 08] explains the utility of the AWGN model for different transforms. Although
acknowledged as simplistic, such a model should be considered at least as a minimal requirement on
robustness.

The same AWGN model is considered for capacity evaluation for compressed and
uncompressed watermarking [Mou 02]. The tests are realized on DCT (8x8blocks) and DWT
coefficients extracted from 3 images of 512x512 pixels (Lena, Baboon, and Papers). The original
coefficients follow a Gaussian distribution.

The results reported in [Bou 03] consider for the attack modelling the following assumptions:

- the JPEG compression at high quality level (low compression) is modelled by a Gaussian
distribution. When the quality level decreases, the Laplacian distribution model becomes
more suitable.

- the SPIHT 'compression [Spi 09] is better modelled by a Laplacian distribution.

In order to establish the validity of the Gaussian hypothesis, [Mit 05] proposed a method based
on an original statistical approach combining four tests, namely the Chi-square test, the Ro test, the
Fisher test, and the Student test. Note that this approach is paired designed with the method devoted to
natural video investigation ¢f. [Mit 07a], [Dum 08c] and Section II1.3.2.

A brief presentation of the statistical investigation method is [Mit 06¢]:

(1) Consider a sequence of L frames represented in the HSV space.

' Set Partition in Hierarchical Trees is a wavelet-based image compression method. In 1995 it has become the
benchmark state-of-the-art algorithm for compression image, video and medical and signals [Spi 09].
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(2) Apply the DWT or DCT to the V component; record the largest R coefficients; the

corresponding vector is denoted by the original.

(3) Apply the attack to each frame ( L =35000 frames) and repeat the previous step; obtained

the attacked vector.

(4) Compute the difference between attacked and original coefficient vectors; in this way, a

noise vector with L components is obtained for each rank.

(5) For each rank (i.e. for each noise vector) partition the L values into D classes using a

sampling period of D =250, thus obtaining L/ D independent elements.

(6) Repeat the previous step D-/ times by shifting the sampling origin; obtain D classes with

independent elements.

(6) Apply for each class the Chi-square test on concordance, the Ro test on correlation, the

Fisher test on equality between two variances, and the Student test on equality between
two means; all these tests are applied at an & = 0.05 significance level.

The statistical investigation method was run for 6 types of attacks for (9,7) DWT and DCT.
For all attacks the StirMark benchmarking tool was used by the authors. First, the filtering operations,
be they linear or not: median, Gaussian, sharpening, FMLR (Frequency Model Laplacian Removal)
[Bar 98]. Secondly, small rotations (+2°, -2°, +5°), compressions (JPEG compression at a quality
factor of 70, individually applied to each frame) and row & column removal (5 rows and 1 column).
Finally, the StirMark attack is individually applied to each frame, at its standard parameters.

Figure IV.1.a and Figure IV.1.b present the results obtained when applying the Chi-square test
(the ratio of the number of test which are not passed to the D value can be considered as a measure of
the overall Gaussian behaviour). The abscissa corresponds to the investigated rank (R =360 ranks)
and the ordinate corresponds to the ratio of the tests which are not passed. As it can be seen, in most
cases the Gaussian behaviour has been refuted. In the DWT domain, only the FMLR attack effects can
be considered Gaussian distributed up to the 200™ rank. In the DCT domain, only the effects of the
median filter, the FMLR filter, the JPEG compression (up to the 200" rank), and the row & column
removal (between the 120 and 250 ranks), can be considered Gaussian distributed.

In order to verify whether the sampling period is large enough so as to ensure the data
independency in each class, the Ro tests were applied and the results are displayed in Figure [V.2.a
and Figure IV.2.b. The axes in Figure [V.2.a-b are the relative number of Ro tests which are not
passed vs. the rank in the hierarchy. It can be accepted that the Ro tests are successfully passed (just
about 5% of them are refuted).

Note that as the Chi-square tests were not passed, the Ro, the Fisher and the Student tests
cannot properly run (such test are mathematically proved only for Gaussian data). Consequently, the

corresponding results represent just hints and not proofs.
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Figure IV.1.a. The relative number of Chi-square tests on concordance with the Gaussian law which are

not passed — (9,7) DWT (L = 35000 frames, R =360 coefficients, and D=250 sampling period).
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Figure IV.1.b. The relative number of Chi-square tests on concordance with the Gaussian law which are

not passed — whole frame DCT (L =35000 frames, R =360 coefficients, and D=250 sampling period).
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Figure IV.2.a. The results of the Ro test in the case of (9,7) DWT applied on whole frames
(L =35000 frames, R =360 coefficients, and D=250 sampling period).
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Figure IV.2.b. The results of the Ro test in the case of DCT applied on whole frames
(L =35000 frames, R =360 coefficients, and D=250 sampling period).

Additional experimental results are presented in [Dum 07b] and in Appendix II which also

contain a comparative study realised for different attacks and for sampling period D = 600 .
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IV.2. New Method for Attack Modelling (ART.MOD - A)

As it can be noticed, no general procedure, able to establish with mathematical rigour and
error control the statistical model of the watermarking attacks can be found in the literature.

This section presents an original method [Mit 07a] which not only allows the true pdf
modelling the watermarking attacks to be accurately estimated but also makes it possible for a

reference investigation on the attack stationarity to be carried out.

Note that attack modelling is not a trivial task. Actually, any mathematical approach should

properly answer at least the following three questions:

& Does a general statistical model for the considered attack effects, independent with respect to

the video sequence, really exist?

& When considering an individual video sequence, does a reliable model exist for any

(intra)frame content and any (inter)frame dependency?

& In case such a model exists, which is its probability density function?

In order to answer these questions, an algorithm further referred to as ART.MOD-A paired
designed with ART.MOD-V (see Section I11.3.2) is considered. The algorithm is structured into two
parts: the model computation (step A and step B) and model validation (step C). Actually, the only
difference with respect to ART.MOD-V is in the step-A.

Note: all the observations concerning the algorithm parameter choice can be found in

Chapter III.

IV.2.1. Step A: Attack Effect Representation
Be there a colour video sequence consisting in L frames. Each frame is represented in the

HSV (hue-saturation-value) space; the V component is normalised to the [0,1] interval. The following

5 steps should be gone through for each frame in the video sequence:

Step A.1: Apply the considered transform (2D-DWT or 2D-DCT, Figure IV.3) to the V
(luminance component) of the considered frame and record in a vector the
coefficients to be investigated (see the corresponding flowchart in Section I11.2.1).

Step A.2: Compute the coefficient hierarchy by sorting in a decreasing order the vector
obtained in the previous step; record the largest R rank values alongside with their
original positions ( R =360 ); the resulting vectors are denoted original coefficients
and original_positions, respectively.

Step A.3: Apply the chosen attack to the considered frame.
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Step A.4: Resume the Step A.1 and Step A.2 on the attacked video sequence; record the
coefficients corresponding to the original positions in the attacked video, thus
resulting the attacked coefficients vector.

Step A.5: Compute the difference between the two vectors:

difference = attacked_coefficients - original coefficients.

Attack

H:m

Attacked

original | locatlons video
Hierarchy Selection

vinal ficient %‘ %‘ attacked_coefficients
original_coefficients - 12.R 2R
difference %&

r=12,..R

Attack \

L Original
video

e

L Original L Attacked
video original locations video
Hierarchy »  Selection
= attacked_coefficients

.. . I_‘—|_, )
[ IR
original_coefficients = 12..R \A@‘f r=1.2,.R
- +

difference =

r=12,.R

Figure IV.3. Obtaining a sample from the information source modelling the watermarking attacks in the

DWT or DCT domain.

After applying the Step A.1 - Step A.5 to each frame in the video sequence, a set of L vectors

(each of them with R =360 components) of the same type as difference is obtained. Should we
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consider only the values corresponding to an arbitrarily chosen rank 7, a new vector of L components

is obtained: noise=[ny,ny,...,n; ], see the upper part of FigureIV.4. An n j component

(j=12,..,L) in a noise vector is the value corresponding to the rank » in the difference vector
computed on the frame ;. The noise vector components are random: they depend at least on the

original frame content and on the random mechanism (if any) in the attack.

IV.2.2. Step B: Pdf Estimation for Attacks
This step is meant to elucidate the following aspects:
¢ The stationarity of the video sequence.

Does a reliable model exist for any (intra)frame content and any (inter)frame dependency?

¢ The mathematical expression for a general model.

In case such a model exists, which is its pdf (probability density function)?

In order to model the attack effects on a rank (arbitrarily chosen) in the DWT or DCT
coefficient hierarchy, the following 6 steps should be gone through:
Step B.1: Periodically sample the noise vector, with a large enough period D. Shift the

sampling origin and obtain D iid data sets

[xi1,xi2,...,xiN]=[ni,nD+i,...,n(N_1)D+i] (i=12,..,D and N=L/D), see

V\% : . differences

Figure IV 4.

L

[n ny ny... np  Apy Nfpiy Npyy -ig]
v v

[ X 2. ]

2 2
[ x] Xy . ]
3 3
[ X1 Xy... ]
D

[ X ]

Figure IV 4. By shifting the sampling period, several i.i.d. data sets can be obtained form the same noise

vector.

Step B.2: Apply the EM Gaussian mixture algorithm to each of the D iid data sets
[xil,xiz,...,xi]v] and obtain the D pdf estimates ﬁi(x), i=12,....D.

Step B.3: Apply the EM Gaussian mixture algorithm to the whole noise vector and obtain the

estimate p,,(x). Note that although p,, (x) has no mathematical support (it is
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computed on the whole noise vector, hence on dependent data), it intuitively

expresses an average value for the j?i (x), i=12,...,D estimates.
Step B.4: Define a similarity measure, eq. (II.3), denoted by m(.), between two arbitrarily

chosen # and v pdf estimates.

Step B.5: The model for the investigated attack and rank will be that f)i(x) estimate to which
DPav(x) is closest in the m(.) sense, see eq. (II1.4).

Step B.6: In order to check up the pertinence of the model defined in the previous step,
average the measures between each of the D estimates and the model, see
eq. (IILS).

The pdf defined in Step B.5 can be considered as a true model only if the Error
computed by eq. (II1.5) is lower than a prescribed upper limit, e.g. lower than 0.10.

IV.2.3. Step C: Model Validation
This step was designed so as to answer the following question:
& Does a general statistical model for the considered attack effects, independent with respect to
the video sequence, really exist?
After the computation of the model, the second part is the model validation which is ment to
establish the ability of the model to work in frameworks completely different from those which it was
computed. To verify whether the model still preserves its usefulness or not, to the following questions

should be answered:
(1) Is the model dependent on the similarity measure?
(2) Is the model general or does it depends on the original video sequence?

(3) Is the model dependent on the EM Gaussian mixtures estimation?

(1) Is the model dependent on the similarity measure?

The way in which the model was defined is intimately based on the similarity measure and
error definitions, eq. (I11.3) and eq. (I[1.4). However, a good model should be able to describe all the
D pdf estimates even when the similarity measure changes.

A new average error is computed according to eq. (II1.6.b) and all the errors should be lower

than 0.15 in orders to consider them as a proof for our model.

(2) Is the model general or does it depends on the video sequence?
To verify whether the model is independent with respect to the video sequence on which it
was computed, the rest of sequences from the video corpus are considered in order to build their
models, according to the Step B. The models thus obtained are compared to the model obtained in

Step B by there criteria: the similarity measure computed by eq. (III.7.b), the Hellinger distance
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computed by eq. (I11.9.a), and the Kullback-Leibler divergence computed by eq. (II[.9.b). Should the

Error’ be lower then 0.15 and Ey;, Ex; be in the proximity of zero than the model is validated.

(3) Is the model dependent on the EM Gaussian mixtures estimation?

The procedure follows the flowchart in Section II1.2.1 and the explanations in Section I11.2.4

(Step C-(3)).

If the procedure is successfully applied (see Section IV.3.2.1.1 and Section 1V.3.2.2.1), then
positive answers to the last two questions (in the introduction of the Section IV.2) are obtained. A
positive answer to the first question is obtained if and only if the same model is obtained for different

video sequences (see Section [V.3.2.1 and Section [V.3.2.2).

IV.3. Experimental Results

The algorithm ART.MOD-A presented in Section IV.2 was applied for different attacks and the
statistical models are illustrated in Section IV.3.2.1 for the (9,7) DWT and then in Section 1V.3.3.1 for
the DCT coefficients modelling. After the model computation, the second step was to validate the
reference model based on the methods described in Section IV.2.3.

Additional experiment results are presented in Appendix III. The complete set of experimental
results is available on the accompanying CD-ROM.

As in original video modelling case, the first difficulty in the experimental work is to establish
the data on which the investigations procedure should be applied. Hence, we started the investigation
by considering models computed on individual video sequences (of the type IVM — Individual Video
Model). Should this modelling be successful, there is no need to also consider models of the MVM
types (MVM — Multiple Video Model).

IV.3.1. Video Corpus

The experiments processed the same corpus as in Section II1.3.1: 10 video sequences,
belonging to different movies, each of them having about 25 minutes (L =35000 frames for each
video sequence). The videos are DivX coded at low quality rate (frame sizes 192x80 pixels, 64 kbit/s)
and high quality rate (frame size 640x480 pixels and 512 kbit/s).

As in the previous chapter, in order not to bias the statistical relevance of the results, the black

letterboxing bars were not considered in the investigation.

IV.3.2. Statistical models
In order to build the statistical models, the R =360 largest coefficients are considered for 2D—

DWT and 2D-DCT transforms applied on whole frame.
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When applying the ART.MOD-A, the following numerical values are considered:
¢ D =250 frame sampling period (i.e. 10 seconds);
¢ K =10 Gaussian distributions (see Section IV.2.2);

¢ Nj;or =200 iterations in the EM algorithm;

¢ S5 =20 distributed intervals (see step B4).

For confidence limits computation S, =10 equal length subintervals were considered and
a=0.05 (z4/p =1.96).

The model computation is illustrated for the largest rank (# =1) for the (9,7) DWT domain, in
Table IV.1 (low quality video) and Table IV.2 (high quality video) and for the DCT domain in
Table IV.9 (low quality video) and Table IV.10 (high quality video).

For each investigated attack the numerical values for the P(k),u(k), and o(k) parameters
(k=1,2,..., K=10) are displayed. These values are to be considered in order to obtain the p(x)

model. Moreover, the average relative error Error eq. (IIL.5), in model estimation is calculated and
presented in the right column of these tables.

The considered attacks are: FMLR, JPEG, Gaussian filtering, rotation with different degrees,
median, sharpening, Stir Mark and were obtained by applying individually the StirMark benchmarking

tool (see Chapter I — Section 1.2.3) to each frame extracted from the video sequence.

IV.3.2.1. The 2D-DWT coefficients modelling

IV.3.2.1.1. Model Computation

In order to illustrate the model computation for the (9,7) DWT applied to an individual video
sequence, coded at low quality rate, Table [V.1 presents the parameters and the associated Error
corresponding to rank » =1 for nine attacks, namely: FMLR, Gaussian filtering, JPEG compression
with a quality factor of 70%, rotation +/- 2°, +5°, median, sharpening, and StirMark.

The models are illustrated in Figure IV.6 in continuous line. For comparison, the Gaussian pdf’
with the same mean values and variances are plotted in Figure IV.6 in dashed line. The illustration is
realized only for the rank r=1 and for three attacks, namely Gaussian filtering, sharpening and
StirMark, when the video was coded at low quality.

Table IV.2 present the same type of information as Table IV.1, this time obtained by
processing high quality video sequences.

Similar results (for all considered attacks) can be reported for others nine models (one model
obtained for each video from the video corpus). Each and every time the modelling procedure (step —
A and step —B) was applied for each rank, each attack and for both video quality rates, see
Appendix III.

As a general observation, it ca be considered that the model computation was successful, i.e.

that each type of video sequence and attack allowed an accurate pdf estimation to be obtained: for all
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IVM models (each rank and attack) these Error values are lower then 5%, with one exception, for
rotations with -2° and r =1, the Error was 5.4%.

Note that SectionIV.3.2.1.3 is devoted to a comparison among the DWT types: three
transforms are considered namely, the (2,2) DWT, the (4,4) DWT, and the (9,7) DWT. In this respect
Tables V.7 and V.8 IVM illustrates the results obtained for video sequence coded at low quality and

r=1 and r =150, respectively.

Table IV.1. IVM for (9,7) DWT coefficients hierarchy, » =1, low quality video and different attacks.

Attacks Model parameters Error

Pk) | 0.099 0.071 0.086 0.026  0.077 0.052 0.151 0.068 0.150 0.218
FMLR uk) | -0.076  -0.073  -0.069 -0.193 -0.111 -0.097 -0.067 -0.108 -0.087 -0.057 | 0.031
o(k) 0.030  0.030  0.030  0.011 0.035 0.038  0.029  0.036  0.023  0.026

Pk) | 0.075 0.024 0.270  0.063  0.069 0.056  0.072  0.118 0.20 0.022
uk) | -0.087 -0.157 -0.048 -0.078 -0.069 -0.115 -0.088 -0.051 -0.057 -0.078 | 0.035
ok) | 0.019 0.021  0.014 0.018 0.018 0.003 0.019 0.015 0.016 0.001

Gaussian
filtering

P(k) | 0.103  0.007 0.183  0.060 0.111 0.180  0.069  0.080 0.114  0.092
JPEG uk) | -0.002 -0.207 0.002 -0.058 -0.004 -0.008 -0.009 0.003 -0.001 -0.028 | 0.011
a(k) 0.021  0.001 0.003  0.027  0.005 0.007 0.022  0.020 0.021  0.016

Pk) | 0.086  0.065 0.068 0.089 0.094 0.105 0.111 0.105  0.136  0.140
Rot+2° | wu(k) | -0.686 -0.007 -0.541 -0.541 -0.260 -0.969 -0.404 -0.789 -0.234 0.583 | 0.045
a(k) 0.334 0.076 0338 0.337 0.269 0.268  0.248  0.315 0.134  0.169

Pk) | 0.102  0.143  0.122  0.142  0.091 0.112  0.120  0.007  0.114  0.048
Rot -2° wk) | -0.699  -0.629 -0.583 -0.443 -0.247 -0.020 -0.639 -2.067 -0.681 -0.140 | 0.054
a(k) 0.297  0.296  0.285  0.181 0.182  0.141 0.297  0.001 0.298  0.009

Pk) | 0.096 0.061 0.127 0.086 0.096 0.098 0.097 0.101  0.092  0.147
Rot+5° | w(k) | -0.571 -0.023 -0.527 -0.835 -0.628 -0.754 -0.584 -0.519 -0.802 -0.462 | 0.040
ok) | 0217 0.104  0.175 0.254 0254  0.268 0.115 0.194  0.261  0.150

Pk) | 0.064 0.078 0.075 0.122  0.170 0.072 0.091 0.205 0.071  0.050
Median | u(k) 0.014 -0.032  -0.028 -0.011 -0.026 -0.012 -0.101 -0.017 -0.055 0.010 | 0.024
a(k) 0.056  0.044  0.044 0.025 0.024 0.053  0.032 0.021 0.042  0.006

Pk) | 0.112  0.041 0.074 0.135 0.128 0.128  0.104  0.103  0.098  0.077
u(k) 0.184 0.245 0.020 0.113  0.045 0.088  0.054  0.051 0.019  0.053 | 0.032
a(k) 0.017 0.012 0.072  0.022  0.038 0.048 0.060 0.063 0.072  0.062

Sharpeni
ng

Pk) | 0.070 0377 0.084 0.079 0.087 0.026  0.084 0.085 0.078  0.027
StirMark | u(k) | -0.108 -0.028 -0.037 -0.033 -0.024 -0.509 -0.338 -0.114 -0.049 -0.172 | 0.018
a(k) 0.073  0.047 0.053 0.119 0.118 0.255 0.127  0.073  0.122  0.002

a0 , : , 40 7 » :
: : : ] :
: : : il F0F ey 1; ......................
[=u] ST R IO ] b RN I R o 1
: : : I & f
) : ) }I Db
FTn) .......... T ............ 0F fl: ...................... 18 Lo
: ] : A0 b
2D ........... ............ .......... ........... 4 1D ...................... Jg - 4
. - . 3 5 ...........................................
: 1]
0 0 .
a1 00s 04 05 0.5 es
Gaussian filtering Sharpening StirMark

Figure IV.6. The attack models (continuous line) and the corresponding Gaussian distributions (dashed

lines), for rank » = 1, low quality video, and for Gaussian filtering, sharpening, and StirMark attack.
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Table IV.2. IVM for (9,7) DWT coefficients hierarchy, » =1, high quality video and different attacks.

Attacks Model parameters Error

Pk) | 0.092  0.127 0.060 0.199 0.077 0.080 0.075 0.080 0.138  0.072
FMLR u(k) 0.116  -0.108 -0.116 -0.085 -0.110 -0.140 -0.039 -0.084 -0.110 -0.132 | 0.033
a(k) 0.036  0.034  0.060 0.024 0.036 0.056 0.059 0.024 0.035 0.056

Pk) | 0.022  0.029 0.155 0.099 0.039 0.068 0.077 0.104 0.177  0.227
uk) | -0.033  -0.184 -0.077 -0.131 -0.107 -0.080 -0.089 -0.094 -0.050 -0.067 | 0.030
ok) | 0.001 0.007 0.017 0.027 0.033 0.014 0.026 0.030 0.014  0.020

Gaussian
filtering

Pk) | 0.031 0.032  0.040 0.419 0202  0.007 0.142  0.028  0.065  0.034
JPEG uk) | -0.026 -0.028 -0.033 -0.004 0.008 -0.099 -0.012 -0.024 -0.033 -0.026 | 0.003
a(k) 0.015 0.015 0.014 0.004 0.006 0.001 0.007  0.015 0.014  0.015

Pk) | 0119  0.096 0.077 0.107 0.110 0.095 0.132  0.098 0.080  0.093
Rot+2° | wu(k) | -0.851 -0.541 -0.158 -0.754 -0.682 -0.747 -0.509 -0.702 -1.149 -0.943 | 0.027
a(k) 0.263  0.032  0.100 0.259  0.239 0.258 0.175 0.152 0372  0.123

Pk) | 0.144  0.134  0.161 0.034 0.035 0.101 0.046  0.144 0.079  0.123
Rot -2° wk) | -0.673  -0.750 -0.845 -1.101 -0.055 -0.670 -1.649 -0.627 -0.701 -0.507 | 0.024
o(k) 0.255  0.258  0.231 0.339  0.088  0.255 0.220 0.244  0.259  0.174

Pk) | 0.087 0.082 0.087 0.090 0.174  0.101 0.129  0.155  0.075  0.020
Rot+5° | wu(k) | -1.080 -0.812 -0.646 -0.678 -0.625 -0.651 -0.698 -0.678 -0.643 -0.047 | 0.019
o(k) 0.235 0.279  0.190  0.191 0.186  0.189  0.178  0.182  0.192  0.117

Pk) | 0.121 0.042 0.009 0.103 0427 0.013 0.118 0.099 0.029  0.038
Median | u(k) | -0.003 -0.829 -0.528 -0.071 -0.011 -0.517 -0.043 -0.070 0.007 -0.158 | 0.016
a(k) 0.004 0.129 0.077 0.045 0.028 0.078  0.041  0.045 0.109  0.070

Pk) | 0.069 0.129  0.136  0.078  0.159  0.020  0.133  0.116  0.076  0.084
(k) 0.204  0.085  0.080  0.201 0.101 0.005 0.093 0.081 0.071 0.104 } 0.026
a(k) 0.110  0.069  0.067 0.052 0.045 0.003 0.068 0.069 0.067 0.072

Sharpeni
ng

Pk) | 0.100 0.085 0.084 0.089 0.226 0.084 0.062 0.092  0.092  0.086
StirMark | uk) | -0.956 -0.382 -0.574 -0.730 -0.047 -0.713 -0.222 -0.335 -0.354 -0.865 | 0.040
a(k) 0.355 0219 0334 0377 0.064 0375 0.106 0292 0.216  0.369

IV.3.2.1.2. Model Validation
The models computed in Table IV.1 and IV.2 are now investigated according to the three

procedures presented in the step C of the ART.MOD-A algorithm.

Step C-(1): Is the model dependent on the similarity measure?

The values of the Error’ computed based on eq. (Ill.6.a) are displayed in Table IV.3 and
Table IV.4 for some investigated ranks namely r=1, r=50, r=100, r=150, r=200,
r=250,r=300, r=350, all investigated attacks, and low and high quality video, respectively. It
can be seen that each and every time the Error’ values for the IVM are lower then 15% with singular
exceptions:

¢ for median filtering when » =1, 50, 300 in the low quality video;

¢ for median filtering when » =250 and for rotation with 5° when » =50 in the high

quality video.
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Table IV.3. The average errors according to step —C (1) for the (9,7) DWT and for low quality video.

Rank Error’

Attack r=1 r=50 =100 | =150 | »=200 | »=250 | »=300 | »=350
FMLR 0.062 0.056 0.055 0.054 0.055 0.045 0.046 0.081
Gaussian filtering 0.063 0.057 0.049 0.078 0.035 0.058 0.072 0.033
JPEG 0.061 0.088 0.048 0.055 0.108 0.039 0.068 0.054
Rot +2° 0.119 0.132 0.103 0.087 0.112 0.015 0.097 0.095
Rot -2° 0.114 0.089 0.100 0.097 0.111 0.061 0.084 0.104
Rot +5° 0.085 0.065 0.103 0.133 0.094 0.072 0.133 0.098
Median 0.185 0.155 0.089 0.074 0.084 0.067 0.441 0.080
Sharpening 0.097 0.063 0.107 0.137 0.077 0.066 0.104 0.123
StirMark 0.088 0.109 0.117 0.073 0.087 0.086 0.054 0.066

Table IV.4. The average errors according to step —C (1) for the (9,7) DWT and for high quality video.

Rank Error’

Attack r=1 =150 =100 | »r=150 | »=200 | »=250 | »=300 | »=350
FMLR 0.065 0.068 0.058 0.068 0.062 0.066 0.064 0.059
Gaussian filtering 0.077 0.078 0.069 0.052 0.061 0.051 0.054 0.136
JPEG 0.082 0.057 0.125 0.052 0.047 0.061 0.049 0.057

Rot +2° 0.126 0.095 0.091 0.103 0.085 0.082 0.084 0.072

Rot -2° 0.082 0.086 0.088 0.151 0.079 0.119 0.141 0.083

Rot +5° 0.076 0.289 0.0225 0.083 0.096 0.080 0.155 0.077
Median 0.135 0.064 0.080 0.127 0.129 0.313 0.062 0.105
Sharpening 0.089 0.081 0.113 0.173 0.076 0.066 0.080 0.070
StirMark 0.107 0.111 0.146 0.117 0.097 0.135 0.100 0.124

Step C-(2): Is the model general or does it depends on the video sequence?

In order to verify if the model computed on a particular video can represent all the video
sequences, the algorithm ART.MOD-A was repeated for the rest of nine video sequences. The errors
between the reference model and these new models are calculated for each attack and each rank based
on the three considered measures (see algorithm step C) according to eq.(I1l.7.b), eq.(II1.9.a), and
eq.(I11.9.b) respectively.

The average errors (Error’’, Eyp, Exp) thus obtained are illustrated in Tables IV.5 and 1V.6,
corresponding to all investigated attacks and to low and high quality video, respectively.

As a general conclusion, it can be said that the Error’ is acceptably low, lower then 15% for
most of the attacks and ranks with some exceptions:

¢ for low quality rate: for rank » =1 namely, the FMLR Error’’ =41.4%, the Gaussian
filtering Error’’=16.8% , the median Error’ =15.6%. However, for JPEG all the
values are higher then 15% with one exception for » =300.
¢ for high quality rate : the rotation with 2° when the value is Error’’ = 15.9% for the rank
r=1; and rotation with 5° when the value is Error’’=19.6% for rank r=1,
Error’” =20.9% for rank » =50 and Error’’ = 16.9% for rank r =100.
The Kullback-Leibler divergence and the Hellinger distance lead to acceptably small values

for all the attacks, with the same presented exceptions when the values become slightly large.
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Table IV.5. Average errors according to step-C(2) for different ranks and attacks in the (9,7) DWT

(low quality video).
FMLR Gaussian filtering
Rank Error’”’ EHL EKL Error”’ EHL E[(L
r=1 0.414 0.191 0.306 0.168 0.089 0.549
r=50 0.151 0.075 0.182 0.132 0.026 0.262
r=100 0.034 0.013 0.082 0.064 0.006 0.031
r=150 0.014 0.007 0.039 0.111 0.008 0.054
r =200 0.011 0.005 0.036 0.017 0.001 0.018
r=250 0.010 0.004 0.020 0.070 0.001 0.007
r =300 0.017 0.003 0.006 0.011 0.001 0.002
=350 0.014 0.001 0.020 0.011 0.001 0.026
JPEG Rot +2
Rank Error”’ EHL EKL Error”’ EHL EKL
r= 0.992 0.078 0.202 0.083 0.093 0.599
r=150 0.961 0.029 0.037 0.064 0.019 0.167
r=100 0.957 0.015 0.021 0.092 0.017 0.120
r=150 0.929 0.008 0.008 0.108 0.010 0.081
r =200 0.542 0.003 0.003 0.085 0.005 0.072
r=250 0.533 0.007 0.004 0.029 0.006 0.056
r =300 0.038 0.001 0.002 0.035 0.002 0.007
r =350 0.257 0.001 0.001 0.012 0.002 0.013
Rank Rot - 2 Rot +5
Error’”’ EHL EKL Error”’ EHL E[(L
r= 0.089 0.076 0.465 0.126 0.153 0.353
r=50 0.061 0.020 0.169 0.090 0.023 0.222
r=100 0.058 0.008 0.098 0.092 0.020 0.146
r=150 0.069 0.008 0.108 0.059 0.008 0.098
r =200 0.041 0.004 0.051 0.050 0.004 0.052
r=250 0.018 0.003 0.048 0.039 0.002 0.024
r=300 0.020 0.001 0.002 0.026 0.002 0.018
=350 0.011 0.001 0.001 0.021 0.001 0.002
Rank Median Sharpening
Error”’ EHL EKL Error”’ EHL E[(L
r=1 0.156 0.028 0.093 0.095 0.023 0.131
r=50 0.143 0.014 0.057 0.065 0.010 0.125
r=100 0.062 0.002 0.013 0.073 0.006 0.068
r=150 0.030 0.003 0.018 0.058 0.003 0.042
r =200 0.018 0.001 0.016 0.038 0.001 0.012
r=250 0.006 0.001 0.006 0.038 0.001 0.024
r=300 0.008 0.001 0.002 0.034 0.001 0.013
=350 0.005 0.002 0.021 0.023 0.001 0.003
Rank StirMark
Error’’ EHL E[(L
r= 0.037 0.008 0.093
r=50 0.037 0.003 0.048
r=100 0.036 0.002 0.019
r=150 0.022 0.002 0.023
r =200 0.018 0.001 0.005
r=250 0.014 0.001 0.006
r=300 0.031 0.001 0.006
=350 0.014 0.001 0.002
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Table IV.6. Average errors according to step-C(2) for different ranks and attacks in the (9,7) DWT

(high quality video).
Rank FMLR Gaussian filtering
Error”’ EHL EKL Error”’ EHL EKL
r= 0.011 0.019 0.105 0.148 0.099 0.549
r=150 0.023 0.010 0.159 0.078 0.044 0.218
r=100 0.009 0.007 0.101 0.094 0.031 0.283
r=150 0.010 0.006 0.092 0.092 0.028 0.232
r=200 0.018 0.013 0.106 0.077 0.004 0.023
r=250 0.017 0.014 0.092 0.063 0.008 0.083
r =300 0.024 0.010 0.116 0.058 0.014 0.189
r =350 0.025 0.012 0.091 0.041 0.011 0.099
Rank JPEG Rot +2
Error”’ EHL EKL Error”’ EHL EKL
r=1 0.011 0.001 0.004 0.159 0.119 0.673
r=150 0.009 0.001 0.002 0.103 0.031 0.229
r=100 0.027 0.001 0.010 0.118 0.031 0.230
r=150 0.010 0.001 0.002 0.084 0.022 0.139
r=200 0.021 0.001 0.001 0.084 0.024 0.177
r=250 0.009 0.001 0.001 0.099 0.018 0.141
r =300 0.015 0.001 0.003 0.083 0.015 0.133
r =350 0.013 0.001 0.005 0.074 0.015 0.0138
Rank Rot -2 Rot +5
Error”’ EHL EKL Error”’ EHL EKL
r= 0.136 0.096 0.551 0.196 0.142 0.683
r=150 0.093 0.039 0.252 0.209 0.081 0.336
r=100 0.124 0.028 0.192 0.168 0.060 0.295
r=150 0.120 0.030 0.223 0.119 0.034 0.204
r=200 0.143 0.041 0.422 0.129 0.026 0.177
r=250 0.084 0.019 0.119 0.111 0.019 0.137
r =300 0.108 0.024 0.135 0.140 0.022 0.149
r =350 0.079 0.009 0.101 0.125 0.028 0.258
Rank Median Sharpening
Error”’ EHL EKL Error”’ EHL EKL
r= 0.015 0.006 0.034 0.053 0.017 0.064
r=350 0.004 0.002 0.017 0.023 0.021 0.329
r=100 0.018 0.002 0.018 0.022 0.011 0.110
r=150 0.011 0.003 0.024 0.029 0.013 0.116
r=200 0.011 0.003 0.013 0.036 0.010 0.141
r=250 0.019 0.003 0.032 0.020 0.008 0.125
r =300 0.015 0.001 0.002 0.030 0.007 0.098
r =350 0.011 0.002 0.004 0.027 0.013 0.191
Rank StirMark
Error’ EHL EKL
r=1 0.037 0.035 0.271
r=150 0.032 0.012 0.104
r=100 0.042 0.012 0.096
r=150 0.040 0.009 0.108
r=200 0.051 0.008 0.122
r=250 0.049 0.005 0.053
r =300 0.043 0.007 0.088
r =350 0.028 0.008 0.108
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Step C-(3): Is the model dependent on the EM Gaussian mixtures estimation?

In order to check out if the model is independent with respect of the estimation procedure, the

confidence limits for probability were considered.

The integrals of the pdf on 10 subintervals where the corresponding pdfs take non-zero values

were computed and each and every time it was verify that they belong to the corresponding confidence

limits (see Figures IV.7 and IV.8 for rank » =1 and for low and high quality video respectively).

This is a strong support for the generality of the [IVM model: the pdf estimation obtained by a

maximum likelihood procedure proves to be representative also from the confidence estimation

meaning.

For the interpretation of the errors in confidence limit estimation, see the Note in the

corresponding section for DWT video modelling, i.e. Section 111.3.2.1.2 — Step C-(3).
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Figure I'V.7. IVM model validation for (9,7) DWT (r =1, video coded at low quality rate and nine

different attacks): the 95% confidence limits are represented by V and A, while the probabilities

computed from model are represented by *.
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Figure IV.8. IVM model validation for (9,7) DWT, (for7 =1, video coded at high quality rate and

different attacks -): the 95% confidence limits are represented by V and A, while the probabilities

computed from model are represented by *.

To conclude with, we proved that in the (9,7) DWT domain an individual model (IVM)

computed on a particular video sequence, is valuable for all the video sequences which are involved in

the experiments, and moreover that it does not depend either on the estimation procedure and or on the

similarity measure with which the model was computed.

Iv-19




Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

IV.3.2.1.3. Comparison among (2,2), (4,4) and (9,7) DWT

Tables IV.7 and 1V.8 display the parameters of the IVM model and the Errors and for low

quality video for two selected ranks (» =1 and » =150, respectively) for three DWTs (namely (2,2),

(4,4), and (9,7)). Similar results were obtained for the rest of the ranks in the video coded at low

quality rate case.

The Errors reported in these tables are lower then 6% for the =1 and lower then 2% for the

rank » =150, with no exception.

The models (i.e. the Gaussian mixtures) obtained for rank =150 and for six attacks

(Gaussian filtering, sharpening, rotations*2°, +5°, and StirMark), are plotted in Figure IV.9: very

small differences (with one exception, rotation +5° in the case of (4,4) DWT transform) among the

three types of transforms can be noticed.
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‘ID ..........................

Gaussian filtering
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Rotation -2°

Rotation +5°

StirMark

Figure 1V.9. Each plot contains three graphics, corresponding to the (2,2) DWT—in red , (4,4) DWT —in

bleu and (9,7) DWT — in black, computed for the rank » = 150, for six attacks, and for low quality video.
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Table IV.7. IVM model for (2,2), (4,4) and (9,7) DWT coefficient hierarchy, » = 1 and low quality video.

Model parameters Error

Pk) | 0.047 0.038 0.073 0.221 0.056 0.052 0.188 0.039 0.174 0.113

o 2“ wk) | -0.181 -0.131 -0.129 -0.071 -0.195 -0.127 -0.053 -0.190 -0.079 -0.107 | 0.032
£ ~ o(k) | 0.047 0.022  0.024  0.022  0.045 0.026  0.019 0.045 0.018  0.032
é _ | Pk) | 0066 0.090 0.149 0.192 0.147 0.139 0.053  0.057 0.055  0.051
= ;: uk) | -0.107  -0.146 -0.082 -0.067 -0.046 -0.075 -0.110 -0.106 -0.078 -0.109 | 0.034
R o(k) | 0.041 0.034 0.023 0.016 0.010 0.031 0.042 0.041  0.033  0.041
é | Pk | 0015 0.199 0.119 0.076 0.027 0.046 0.078 0.338  0.060  0.042
;" uk) | -0.021 -0.061 -0.067 -0.082 -0.153 -0.082 -0.078 -0.046 -0.115 -0.082 | 0.036
~ o(k) | 0.001 0.015 0.015 0.020 0.023 0.019 0.019 0.012  0.003  0.020
_ | Pk) | 0067 0.147 0.066 0.182 0.057 0.067 0.172 0.042 0.135  0.064
S: wk) | 0221  0.052  0.101  0.094 0317 0349 0.066 0.186 0.158 0.113 | 0.035

o(k) | 0.120 0.082  0.083  0.082  0.098 0.084 0.085 0.120  0.063  0.085

Pk) | 0.096 0.131 0.058 0.058 0.088 0.129 0.123  0.129  0.131  0.057
wk) | 0.158 0.115 0.104 0.146  0.082  0.025 0.284  0.107  0.083  0.048 | 0.037
ok) | 0.092 0.075 0.115 0.096 0.119 0.052 0.071  0.072  0.061  0.056

Sharpening
(4.4)

Pk | 0.022  0.024  0.107 0.067 0.194 0.014 0.110 0.087 0.100 0.274

;" wuk) | 0.101  -0.029 -0.078 0.071 0.040 0.189 0.148 0.158 0.142  0.059 | 0.036
~ o(k) | 0.001  0.001 0.104 0.104 0.056 0.002 0.092 0.090 0.015 0.052
_ | Pk) | 0148 0.068 0.081 0.170 0.046  0.078 0.080 0.169 0.113  0.046
Sﬂ wk) | -0287 -0.931 -0.887 -0.053 -0.765 -1.074 -0.970 -0.481 -0.656 -0.991 | 0.047
% (k) | 0.079 0294 0301 0.087 0.010 0256 0.286  0.057 0.083  0.015
‘; _ | Pk) | 0014 0.194 0.167 0.084 0.028 0.110 0.124  0.132  0.105  0.043
g :" wk) | 0.118  -0.875 -0.232 -0.756 -0.477 -0.517 -0.030 -0.493 -0.574 -1.007 | 0.047
g | ok) | 0003 0212 0102 0239  0.006 0169 0.059 0.172  0.182  0.420
Fd | Pk | 0105 0.102 0.078 0.109 0.115 0.098 0.108 0.100  0.062  0.122
;" wuk) | -0446 -0.516 -0.517 -0.798 -0.388 -0.176 -0.930 -0.548 -0.671 -0.039 | 0.041
o(k) | 0.18 0202 0.202  0.279 0.160 0.112  0.267  0.206  0.231  0.082
_ | Pk | 0099 0.038 0.171 0.075 0.007 0.089 0.106 0.224  0.095  0.096
Sﬂ wk) | -0.811 -0.625 -0.463 -1.096 -0.759 -0.682 -0.771 -0.113 -0.707 -0.851 | 0.048
e, aok) | 0264 0.014 0.102 0.402 0.002 0.255 0262 0.108 0.256  0.262
| ~|L.£® | 0128 0.046 0.152 0.045 0.134 0.105 0.043 0.115 0.135 0.098
2 :“ wk) | -0361 -0.938 -0.458 -1.113 -0.079 -0.657 -0.986 -0.553 -0.642 -0.680 | 0.049
§ T | ok) | 0171 0369 0222 0351  0.094 0249 0371 0246 0251  0.243
_ | Pk) | 0142 0.049 0.192 0.083 0.080 0.098 0.116 0.073  0.161  0.007
;" uk) | -0.402  -0.014 -0.620 -0.601 -0.335 -0.822 -0.433 -0.999 -0.112 -2.068 | 0.052
~ o(k) | 0244 0.009  0.182  0.268 0.234 0247 0.249  0.209  0.186  0.001
_|.Pk) | 0079 0.111 0.156 0.119 0.118 0.080 0.077 0.117 0.045  0.098
Sﬂ wk) | -1.155  -0.667 -0.581 -0.682 -0.645 -0.781 -0.658 -0.554 -0.095 -0.594 | 0.041
o o(k) | 0.142 0232 0205 0.193  0.231 0217 0.234 0.221  0.110  0.227
‘; _ | Pk) | 0163 0.133  0.096 0.101  0.098 0.046 0.144 0.094 0.112  0.013
g :" wk) | -0.804 -0.538 -0.529 -0.719 -0.397 -1.213 -0.513 -0.450 -0.449 -0.158 | 0.041
g T | ok) | 0154 0241 0063 0210 0.195 0.090 0237 0232 0231 0.037
F _|L.Pk) | 0010 0.014 0.175 0.088 0.194 0.090 0.087 0.105 0.108 0.128
;" k) | -0.882 -0.710 -0.551 -0.383 -0.542 -0.875 -0.793 -0.649 -0.209 -0.709 | 0.039
~ o(k) | 0.001 0.001 0.152 0.127 0.155 0.213  0.232  0.234  0.130  0.242
_ | Pk | 0085 0.076 0.054 0335 0.142 0.141 0.024 0.120 0.014  0.010
Sﬂ wk) | -0.074 -0.215 -0.544 -0.044 -0.117 -0.070 0.065 -0.125 -1.056 -0.341 | 0.021

o(k) | 0171 0.051  0.123  0.053  0.181  0.055 0.001 0.182  0.068  0.003

Pk) | 0.021 0.023  0.113  0.089  0.281 0.053 0.096 0.146  0.097  0.082
wk) | -0.611 -0.219 -0.072 -0.251 -0.010 -0.285 -0.133 -0.091 -0.109 -0.058 |} 0.019
o(k) 0.292  0.002  0.120  0.192  0.035 0.188  0.113  0.037  0.123  0.134

StirMark
4.4

Pk) | 0.045 0.097 0.120 0.016  0.097 0.102 0.092 0.122  0.185  0.124
wuk) | -0.039 -0.277 -0.155 -0.586 -0.012 -0.101 -0.019 -0.047 0.005 -0.065 | 0.019
o(k) 0.122  0.146  0.084 0.253  0.013  0.140  0.123  0.062  0.047  0.060

9.7
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Table IV.8. IVM model for (2,2), (4,4) and (9,7) DWT coefficient hierarchy, » = 150 and low quality video.

Model parameters Error

Pk) | 0.028 0.092 0286 0.038 0.032 0.014 0.035 0.180 0.163  0.133

0 Sﬂ wk) | -0.008 -0.028 -0.005 -0.011 -0.002 -0.001 -0.022 -0.011 -0.009 -0.008 | 0.015
£ ~ a(k) 0.019 0.016 0.007 0.019 0.017 0.017 0.027 0.008 0.008 0.016
é | Pk) | 0014 0.158 0.119 0.224 0.156  0.016  0.078  0.168  0.026  0.041
= ;: wk) | 0.028 -0.004 -0.005 -0.010 -0.012 0.027 -0.004 -0.007 -0.021 -0.025 | 0.014
b7 o(k) 0.018 0.001 0.010 0.004 0.007 0.018 0.010 0.010 0.017 0.017
g _ Pk | 0016 0.199 0.119 0.075 0.027 0.046  0.078 0338  0.060  0.042
lo\; wk) | -0.021 -0.061 -0.067 -0.082 -0.153 -0.081 -0.078 -0.046 0.115 -0.082 | 0.017
~ o(k) 0.001  0.015 0.015  0.020 0023 0.020  0.019  0.012  0.003  0.020
_|LP& | 0.099 0.085 0.035 0.251 0.042 0.065 0.093 0202 0.068  0.060
g wk) | 0.085 0.060 -0.002 0.002 -0.001 -0.004 0.013 0.022 -0.002 -0.003 | 0.016

a(k) 0.067 0.005 0.083 0.017 0.083 0.082 0.083 0.023  0.082  0.082

Pk) | 0.014 0.099 0.111 0.011 0.247 0.147  0.073  0.134  0.078  0.118
wk) | -0.204  0.047 -0.008 -0.009 0.024 0.017 0.028 0.004 0.030 -0.003 | 0.017
o(k) 0.032  0.036 0.048 0.047 0.013 0.05 0.057  0.008  0.057  0.049

Sharpening
(4.4)

Pk) | 0.047 0.133  0.117  0.041  0.262  0.061 0.062 0.101 0.143  0.015

(o\; wk) | 0.044  0.031 0.032 0.045 0.004 0.034 0.042 0.009 -0.034 0.045 | 0.012
~ o(k) 0.051  0.006 0.025 0.051 0.008 0.050 0.051 0.039 0.034 0.051
_ P& | 0.119 0.031 0.077 0.232 0.024 0.060 0.051 0289 0.100  0.017
Sﬂ wk) | -0.054 0.053 -0.069 -0.077 -0.412 -0.101 0.155 -0.001 -0.222 -0.318 | 0.016
2, ~ a(k) 0.048  0.141  0.066 0.043  0.165 0.079 0.122  0.036  0.050  0.196
‘; | Pk | 0.044 0.054 0.058 0.118 0.077 0.065 0.055 0.378 0.123  0.030
2 :ﬂ wk) | -0.031 0.095 -0.257 -0.106 -0.095 -0.091 -0.052 -0.031 -0.051 -0.409 | 0.019
g | ok 0.108  0.080 0.146  0.066 0.070  0.079  0.113  0.034  0.067 0.124
P _ Pk | 0.102 0.037 0038 0.056 0.106 0.044 0.045 0353 0.032 0.187
(o\; wk) | -0.128 -0.074 -0.033  0.007  -0.106 -0.065 -0.066 -0.042 -0.070 -0.002 | 0.015
~ o(k) 0.080 0.173 0.162 0.150 0.084 0.172  0.172  0.035 0.172  0.051
_ Pk | 0.054 0.085 0053 0.074 0.060 0.016 0305 0.180 0.083  0.090
Sﬂ wk) | -0.176  -0.003 -0.164 0.023  0.004 -0.210 -0.035 -0.119 -0.054 -0.005 | 0.014
o ~ a(k) 0.172 0.085 0.171  0.077  0.151  0.002  0.024  0.037 0.162  0.082
ol ~ L2k | 0245 0.146  0.047 0.109 0.139 0.077  0.104 0.007  0.062  0.064
2 :ﬂ wk) | -0.049 -0.077 -0.121 0.019 -0.030 -0.140 -0.016 0.401 -0.127 -0.128 | 0.017
% | ok 0.029  0.083 0.123  0.040 0.101 0.122  0.055 0.001 0.123  0.123
A _|LPk) | 0070 0.146 0046 0.048 0.031 0.018 0.202 0272 0.156  0.011
(o\; wk) | -0.192  -0.058 -0.171 -0.127 0.181 -0.034 -0.010 -0.086 0.025 -0.023 | 0.014
~ o(k) 0.114 0.023  0.119 0.124  0.140 0.160 0.032  0.050 0.067  0.001
_|LPk) | 0.040 0.064 0.099 0.189 0.022 0.158 0.047 0.084 0.260  0.036
Sﬂ wk) | 0.010 0.040 -0.062 -0.034 -0.172 -0.165 -0.009 -0.072 -0.046 -0.388 | 0.018
o ~ a(k) 0.121  0.113  0.049 0.051  0.177 0.076  0.124  0.119  0.052  0.150
‘; | Pk) | 0.035 0257 0.102 0.066 0.085 0.060 0.040 0.105 0.107  0.145
2 :ﬂ k) | 0.028 -0.015 -0.053 -0.183 -0.085 -0.147 0.107 -0.080 -0.101 -0.068 | 0.017
g | ok 0.155 0.038 0.090 0.119 0.090 0.125 0.143  0.085 0.077  0.009
P _ Pk | 0.038 0.139 0.138 0.158 0.036 0.132 0.040 0.061 0.055  0.202
(o\; wk) | -0.149 -0.038 -0.033 -0.056 -0.118 -0.030 -0.135 -0.138 -0.135 -0.089 | 0.017
~ a(k) 0.140  0.062  0.062  0.059 0.146  0.062  0.143  0.091 0.143  0.047
_|LP& | 0.027 0.048 0296 0.100 0.063 0230 0.158 0.029  0.020  0.030
g wk) | 0.170  -0.121 -0.010 -0.039 -0.069 0.021 -0.035 0.052 -0.036 0.051 0.009

a(k) 0.135 0.070  0.009  0.030  0.050  0.019 0.031 0.099 0.001  0.010

Pk) | 0253 0.080 0.138 0.086 0.104 0.036  0.046 0.042 0.096 0.119
wk) | -0.004 -0.023 -0.024 -0.022 0.020 -0.127 0.032  -0.084 0.010  0.010 | 0.010
o(k) 0.010  0.054 0.017 0.020 0.045 0.090 0.125 0.098 0.054  0.050

StirMark
4.4)

Pk) | 0215 0.081 0.022 0.043 0.287 0.046  0.102  0.138  0.038  0.028
k) | 0.001  0.003 -0.092 -0.032 -0.017 -0.002 -0.003 0.003 -0.020 -0.055 | 0.008
a(k) 0.024  0.068  0.092 0.053  0.020  0.067 0.067  0.002  0.060  0.090

9.7
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IV.3.2.2. The 2D-DCT coefficients modelling
1V.3.2.2.1. Model Computation
Table IV.9 present the model parameters and the Errors corresponding to the DCT applied on

an individual video sequence (IVM) coded at low quality.

FigureIV.10 depicts with continuous line the attack models and with dashed line the Gaussian

pdf (with the same mean values and variances as the computed models). The illustration is realized for

the rank » =1 for the Gaussian filtering, the sharpening and the StirMark attack.

Table IV.10 presents the same type of information as the Table I'V.9, this time obtained for the

video of high quality.

Each and every time the procedure was repeated nine times (one model for each video

available in the video corpus was obtained) for each attack, rank and for low and high quality rates

(see Appendix III and the accompanying CD-ROM).

As a general observation, in each case (each attack, rank and quality) the Error values are

lower then 5%, with no exception.

Table IV.9. IVM for the DCT coefficient hierarchy, » =1, low quality video and different attacks.

Attacks Model parameters Error
- | P | 0118 0062 0091 0.102 0.105 0.101 0047 0054 0212 0.109
f_'fl‘:‘:rif‘; uk) | 0465 0502 0284 0255 0316 0.151 0426 0349 0216 0.121 | 0.041
o) | 0089 0.174 0.120  0.118 0.119 0.099 0.170 0.075 0.039  0.092
P(k) | 0.195  0.139  0.094 0.077 0089 0.071 0.137 0.109 0.044  0.044
JPEG | wuk) | 0016 -0.067 -0.005 0008 -0.068 -0.006 -0.098 -0.048 -0.219 -0.130 | 0.028
ok) | 0044 0059 0.104 0.102 0092 0.105 0063 0.053 0.056  0.004
P(k) | 0.101  0.112  0.099 0.078 0.099 0.104 0093 0.105 0.105 0.104
Rot+2° | wk) | 0408 -1.888 1216 -0.802 -0.541 -1.070 -1234 -0481 -0953 1505 | 0.029
o) | 0956 1.098 0645 1.087 0994 1.163 0648 0971 1.111  0.824
P(k) | 0.131 0.084 0.101 0.085 0.108 0.098 0.101 0.091 0.084 0.115
Rot-2° | uk) | 0814 -1.813 -1554 0013 1151 0494 -0.894 -0436 0385 -1.705 | 0.029
ok) | 0556 0999 1016 0.883 0.667 0976 1054 0965 0.828 0.977
P(k) | 0.078 0.088 0.095 0084 0071 0122 0.162 0081 0.084 0.136
Rot+5° | wk) | 1379 2651 -3.688 -2.059 1267 -3.004 -0.675 -0404 -1.082 -1.191 | 0.032
ok) | 2437 2868 2.667 2954 2462 1117 1569 1708 2.013  1.720
P(k) | 0.106 0.156 0.142 0079 0.106 0029 0.146 0.056 0.087  0.092
Median | k) | -60.51 -59.59 -89.95 -55.61 -60.34 -39.42 -60.02 -36.29 -76.15 -67.05 | 0.020
ok) | 1019 6797 6792 9509 1.102 5806 7.097 5662 1325 1287
| P | 0101 0037 0.157 0088 0079 0078 0072 0.167 0121  0.099
Shzrgem uk) | -1.169 3381 -1.937 -1246 -1436 -1201 -1400 -1/809 -2.707 -1.965 | 0.021
ok) | 0870 0537 0503 0.883 0.090 0.876 0329 0475 0299  0.521
P(k) | 0.144  0.169 0.121 0.078 0.114 0.089 0.108 0.068 0.056  0.054
StirMark | uk) | 0201 0278 0276 -0.384 -0.196 -0.510 -0.163 -0.334 -0.667 0.300 | 0.039
ok) | 0293 0264 0300 0296 0294 0.162 0284 0350 0423 0.554
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Gaussian filtering Sharpening StirMark

Figure IV.10. The attack models (continuous line) and the corresponding Gaussian distributions (dashed

line), for rank » = 1 low quality video, and for Gaussian filtering, sharpening, and StirMark attack.

Table IV.10. IVM for the DCT coefficient hierarchy, » =1, high quality video, and different attacks.

Attacks Model parameters Error

Pk) | 0.125 0.096 0.098 0.057 0.157 0.118 0.109 0.044 0.061  0.134
uk) | -0.444 -0.250 -0.249 -0.595 -0.315 -0.277 -0.256  0.066  -0.203  -0.076 | 0.043
a(k) 0.063  0.107 0.107 0.015 0.032 0.109 0.108 0.153  0.093  0.071

Gaussian
filtering

Pk) | 0.079 0.147 0.091 0.074 0.167 0.016 0.117 0.082 0.106  0.122
JPEG wk) | 0.106  -0.078 0.018 -0.013 0.029 0.080 0.097 -0.276 -0.050 0.008 | 0.001
ok) | 0219 0.040 0.155 0.172  0.131  0.007 0.061 0270  0.165  0.155

Pk) | 0.097  0.121 0.056  0.077 0.140  0.087  0.057 0.122  0.099  0.142
Rot+2° | wu(k) | -2.206 -3.308 -9.665 -4.512 -0.812 3916 -5936 -2.826 -0.276 -2.166 | 0.029
a(k) 2.991 1.741 3.861 2477 2167 2.652 4546 2463 3296 2452

Pk) | 0.088 0.115 0.109 0.080 0.106  0.112  0.109  0.094  0.089  0.099
Rot -2° wk) | -3301  0.533  -2.203 -5328 -0.287 0.275 2476 -2.842 -3.848 -2.310 | 0.045
a(k) 3.832  3.879  3.158 1.747 3918 3.897 3312 3.769  2.806  3.595

Pk) | 0.165 0.089 0.128 0.102  0.056 0.099 0.108 0.065 0.133  0.071
Rot+5° | w(k) | -8.653 -2.287 -3.337 -1.522 8324 -1.705 -2.523 3.544 -6.088 -7.996 | 0.024
ok) | 4.108 6203 5589 5711 5333  7.882  5.655 6.012 4966  9.399

Pk) | 0.118 0.083 0.017 0.075 0.095 0.103 0.138 0.036 0.109 0.224
Median | u(k) 2257  3.491 6.754  3.441 3.514 3414 3293  -8559 3345 2.198 | 0.002
o(k) 0.613 0.890 0.634 0904 0.884 0910 0.925 6.021 0921  0.632

Pk) | 0.081 0.081 0.180  0.029  0.131 0.156  0.077  0.091 0.088  0.085
wk) | -1.921  -2.014 -2.045 -0.221 -1.433 -2.842 -1.846 -2.809 -2.245 -1.657 | 0.018
a(k) 1.083  0.821 0.169 1.900  0.205 0.210  0.930 1.178  0.812  0.999

Sharpeni
ng

Pk) | 0.146  0.088  0.099 0.102  0.099 0.098 0.094 0.069 0.113  0.091
StirMark | u(k) | -1.706 -0316 -1.773 -1.323 -1.053 -1.532 0.137 -2.167 -1.341 -2.525 | 0.035
a(k) 0.726  0.836  0.850 0916  0.927  0.981 0.733 1.118  0.790 1.059

1V.3.2.2.2. Model Validation

Up to this moment, the experimental results point to the existence of a model for the attack
effects on a particular video sequence and estimate this model.

The IVM models previously obtained for the DCT are now investigated according to the three
methods presented in step C of the proposed ART.MOD-A algorithm.
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Step C-(1): Is the model dependent on the similarity measure?

In order to verify if the model is independent with respect to the similarity measure, the
average error is computed with eq. (II1.6.b) for different attacks and the results are displayed in
Table IV.11 for low quality video and in Table IV.12 for high quality video. It should be notice that
the average errors (Error’) for the IVM are lower then the considered threshold (&'=15%) with the
following exceptions:

¢ the rotation with +2° and -2°for rank » =300, the median for » =350 and sharpening for

r =200 (see Table IV.11 — low quality rate);
¢ the Stir Mark attack for rank » =100 (see Table IV.12 — high quality rate).

Table IV.11. The average errors according to step —C (1) for the DCT and for low quality video.

Error’
Rank

Attack r=1 r=150 r=100 | r=150 | »=200 | »r=250 | »=300 | »=350
Gaussian filtering 0.067 0.062 0.088 0.112 0.089 0.131 0.094 0.076
JPEG 0.069 0.081 0.059 0.071 0.073 0.067 0.093 0.076
Rot +2° 0.053 0.102 0.091 0.076 0.145 0.093 0.253 0.112
Rot -2° 0.047 0.099 0.082 0.093 0.137 0.087 0.194 0.109
Rot +5° 0.044 0.070 0.087 0.119 0.107 0.144 0.134 0.075
Median 0.033 0.090 0.076 0.087 0.077 0.074 0.086 0.181
Sharpening 0.060 0.102 0.102 0.097 0.199 0.074 0.105 0.090
StirMark 0.079 0.099 0.093 0.074 0.137 0.089 0.081 0.082

Table IV.12. The average errors according to step —C (1) for the DCT and for high quality video.

Error’
Rank

Attack r=1 r=50 r=100 | »=150 | »=200 | »=250 | »=300 | »=350
Gaussian filtering 0.094 0.165 0.100 0.076 0.051 0.062 0.082 0.100
JPEG 0.100 0.081 0.139 0.093 0.151 0.104 0.104 0.103
Rot +2° 0.042 0.053 0.054 0.102 0.061 0.075 0.112 0.065
Rot -2° 0.058 0.053 0.055 0.057 0.075 0.072 0.116 0.074
Rot +5° 0.030 0.073 0.071 0.070 0.071 0.137 0.062 0.083
Median 0.019 0.112 0.078 0.088 0.065 0.112 0.062 0.088
Sharpening 0.076 0.094 0.117 0.095 0.095 0.098 0.072 0.088
StirMark 0.062 0.082 0.184 0.134 0.077 0.145 0.185 0.097

Step C-(2): Is the model general or does it depends on the video sequence?

Here, it is necessary to precise if the model computed on a particular video sequence can be
representative for the whole corpus or not. With this aim, the investigation algorithm ART.MOD-A
(step-A and step-B) is resumed on the rest of nine video sequences from the video corpus and the
corresponding models are computed. The errors between the reference model and these new models
are evaluated according to the validation criteria (the similarity measure, the Hellinger distance, and
the Kullback-Leibler divergence) and after that are averaged (Error’” —eq. (I1I1.7.b), Ex — eq. (111.9.2),
and Ex; —eq. (II1.9.b)). For each criterion, attacks, and ranks the average errors are reported in

Tables V.13 and V.14, for low and high quality video, respectively.
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Table IV.13. Average errors according to step-C (2) for different ranks and attacks (on low quality video).

Gaussian filtering JPEG
Rank
Error”’ EHL EKL Error’’ EHL EKL

r=1 0.365 0.072 0.247 0.092 0.002 0.010
=150 0.025 0.005 0.058 0.044 0.003 0.019
=100 0.072 0.013 0.114 0.063 0.002 0.012
r=150 0.032 0.009 0.058 0.077 0.003 0.023
=200 0.047 0.011 0.095 0.069 0.005 0.034
r=250 0.037 0.012 0.095 0.086 0.002 0.020
=300 0.034 0.013 0.096 0.064 0.002 0.015
r=350 0.083 0.008 0.053 0.089 0.001 0.007

Rot +2 Rot -2

Rank Error’’ EHL EKL Error’’ EHL EKL

r= 0.065 0.029 0.204 0.074 0.042 0.174
=150 0.067 0.001 0.011 0.104 0.001 0.012
r=100 0.087 0.003 0.023 0.114 0.001 0.007
r=150 0.065 0.002 0.015 0.070 0.003 0.018
r =200 0.103 0.003 0.022 0.069 0.001 0.009
r=250 0.036 0.004 0.029 0.045 0.006 0.033
=300 0.055 0.006 0.040 0.054 0.007 0.045
r =350 0.065 0.004 0.035 0.078 0.005 0.045

Rot +5 Median

Rank Error”’ EHL EKL Error”’ EHL EKL

r= 0.074 0.056 0.263 0.801 0.010 0.742
r=150 0.117 0.002 0.019 0.696 0.023 0.485
r=100 0.046 0.001 0.006 0.865 0.036 0.749
r=150 0.059 0.002 0.019 0.921 0.062 0.802
r =200 0.112 0.003 0.018 0.907 0.063 0.670
r=250 0.104 0.003 0.020 0.916 0.071 0.808
=300 0.008 0.002 0.020 0.951 0.096 0.831
r =350 0.064 0.002 0.017 0.953 0.092 0.799
Rank Sharpening StirMark

Error”’ Eur Exr Error”’ Euyr Exr

r=1 0.073 0.221 0.477 0.040 0.028 0.199
=150 0.021 0.008 0.080 0.026 0.001 0.011
=100 0.020 0.016 0.131 0.035 0.002 0.023
r=150 0.011 0.006 0.054 0.045 0.002 0.037
=200 0.022 0.038 0.259 0.048 0.004 0.043
r=250 0.012 0.011 0.112 0.031 0.003 0.033
=300 0.018 0.010 0.100 0.059 0.005 0.059
=350 0.031 0.011 0.131 0.052 0.004 0.042

The numerical values reported in Tables V.13 and V.14 ascertain a quite good accuracy and
generality for the model provided in Table IV.9 and IV.10.
¢ The values found in the case of low quality video (see Table IV.13):
- the average Error’’ are lower than the chosen threshold (&''=15%), with the following
exceptions: the Gaussian filtering when the Error’” is 36.5% for rank » =1, and median when
all values (for all investigated ranks) are higher than 15%.
- the Kullback-Leibler divergence and the Hellinger distance lead to acceptably small values

for all the attacks, with one exception for median when the Ey; divergences are not so small.
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¢ The values find in the case of video coded at high quality rate (see Table IV.14):
- for the first similarity measure, one exception can be reported for Gaussian filtering, and
rank » =1, when the Error’’ is 35.1%.
- the Ey; distance lead to acceptably small values for all the attacks with one exception
namely, Gaussian filtering when » =1. However, the Ex; divergences are not so small for rank

r =1 and for all attacks.

Table IV.14. Average errors according to step-C (2) for different ranks and attacks (on high quality video).

Rank Gaussian filtering JPEG
Error”’ EHL EKL Error”’ EHL EKL
r=1 0.351 0.470 0.680 0.010 0.001 0.020
r=150 0.048 0.005 0.046 0.010 0.003 0.019
r=100 0.005 0.003 0.010 0.010 0.003 0.028
r=150 0.003 0.004 0.035 0.020 0.005 0.036
r=200 0.011 0.004 0.048 0.010 0.004 0.031
r=250 0.002 0.003 0.028 0.010 0.004 0.074
r =300 0.075 0.005 0.052 0.010 0.001 0.017
r =350 0.005 0.002 0.027 0.020 0.002 0.012
Rank Rot +2 Rot -2
Error”’ EHL EKL Error”’ EHL EKL
r=1 0.075 0.090 0.432 0.079 0.108 0.678
r=150 0.057 0.024 0.196 0.075 0.024 0.214
r=100 0.072 0.017 0.198 0.074 0.014 0.105
r=150 0.059 0.013 0.108 0.076 0.011 0.076
r=200 0.081 0.007 0.076 0.085 0.008 0.060
r=250 0.047 0.005 0.034 0.100 0.004 0.028
r =300 0.041 0.003 0.025 0.047 0.003 0.029
r =350 0.004 0.001 0.011 0.002 0.003 0.020
Rank Rot +5 Median
Error’’ EHL EKL Error”’ EHL EKL
r=1 0.065 0.170 0.613 0.100 0.129 0.354
r=350 0.045 0.026 0.211 0.010 0.001 0.002
r=100 0.108 0.019 0.106 0.010 0.001 0.004
r=150 0.077 0.012 0.081 0.050 0.001 0.001
r=200 0.028 0.005 0.027 0.010 0.001 0.001
r=250 0.054 0.004 0.025 0.040 0.001 0.001
r =300 0.012 0.003 0.036 0.020 0.001 0.001
r =350 0.001 0.002 0.014 0.020 0.001 0.002
Rank Sharpening StirMark
Error”’ EHL EKL Error”’ EHL EKL
r=1 0.137 0.234 0.556 0.109 0.076 0.437
r=50 0.046 0.011 0.082 0.039 0.005 0.056
r=100 0.017 0.005 0.061 0.014 0.001 0.010
r=150 0.023 0.008 0.051 0.024 0.001 0.011
r=200 0.026 0.005 0.051 0.052 0.001 0.009
r=250 0.009 0.005 0.055 0.055 0.001 0.006
r =300 0.028 0.010 0.065 0.023 0.001 0.005
r =350 0.002 0.005 0.066 0.003 0.001 0.004
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Step C-(3): Is the model dependent on the EM Gaussian mixtures estimation?

In the last investigation, the concordance between the maximum likelihood estimation and the

popular confidence limit estimation is checked.

The interval where the Gaussian mixture IVM takes non-zero values is evenly divided into 10

sub-intervals. On the one hand, confidence limits for the probability that the noise effects would take

values in these sub-intervals are computed. On the other hand, the integral of the Gaussian mixture

model on the same sub-intervals are evaluated. The values obtained in the experiments bring into

evidence that each and every time (i.e. for each type of investigated attack and rank) the integral on the

EM Gaussian model belongs to the corresponding confidence limits, thus validating the generality of

the model.

For the interpretation of the errors in confidence limit estimation, see the Note in the

corresponding section for DWT video modelling, i.e. Section 111.3.2.1.2 — Step C-(3).
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Figure IV.11. IVM model validation for DCT applied on whole frame (for » =1, video coded at low

quality rate, and for eight attacks): the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by *.
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Figure IV.12. IVM model validation for DCT applied on whole frame (for » =1, video coded at high
quality rate, and for eight attacks): the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by *.

In conclusion, the IVM have passed all the three procedures chosen in the step C of the

ART.MOD-A algorithm. This means that also in the DCT domain the model is independent with

respect to the similarity measure, to the video sequence and to the estimation procedure.
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IV.4. Watermarking Capacity Assessment

The watermarking capacity is the maximal theoretical limit for the data payload,
corresponding to prescribed transparency and robustness constraints.

From the theoretical point of view, Figure IV.13, the watermarking capacity is the capacity of
the channel modelling the watermarking application. Consequently, any watermarking capacity
evaluation relies on the statistical model of the noise on the corresponding channel: the host data and
attacks.

Our interest is to evaluate the watermarking capacity for informed watermarking [Cox 02].
This approach is founded on the Shannon’s [Sha 58] and Costa’s [Cos 83] results according to which a
noise source known at the embedded and unknown at the detector will not decrease the channel
capacity. In the watermarking case, this means that the noise source corresponding to the original
content may be neglected, at least as a first hand approximation. Consequently the watermarking

capacity solely depends on the model of the watermarking attacks.

| - T 5

g erlzg?;i(i on Embedding Channel Detection
. DWT
DCT
Original
video

Figure 1V.13. The watermarking within the information theory.

The capacity formula for a continuous channel, with input information source X and output

information source Y is defined as the maximum value of the mutual information /(X,Y) and is

expressed by eq. (I1.46). Note that the integrals in eq. (I1.46) are evaluated on the intervals on which
the input and output pdfs have non-zero values.

In literature, several studies already addressed the challenging issue of watermarking capacity
[Bar 05], [Cos 83], [Gel 80], [Gam 80], [Hee 83], [Lin Ola], [Lin 01b], [Ser 98], [Sha 58], [Zha 04a],
[Zha 04b], [Mou 02], most of them by directly applying the Shannon’s formula and considering a
Gaussian model for noise. Our studies on capacity [Mit 07b], [Dum 07a], [Dum 07b], [Dum 07¢],
[Mit 08], [Dum 08a], [Dum 08b] try to offer a solution to the problem of capacity evaluation for
non-Gaussian attacks.

In order to be able to evaluate the capacity, four methods are described in the following sub-
Sections: three methods already existed in the literature and a fourth one which was developed in this

study.
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IV.4.1. Capacity Computation Methods

As most of the authors in the literature consider the Gaussian hypothesis for the attacks, the
capacity evaluation starts with the computation of the capacity of a Gaussian channel: we emphasise
that such a value is useful only for discussion and comparison. In our studies devoted to watermarking
attacks, we demonstrated (Section IV.1.1, [Mit 05b], [Dum 07b]) that this Gaussian behaviour is
refuted for most of the attacks. Hence, the most important part of Section IV.4 deals with evaluating
the watermarking capacity for non-Gaussian noise.

The main contribution was to develop an accurate method (denoted by ART.CAP) to compute
the capacity of an additive non-Gaussian channel assuming that the noise pdf'is expressed by Gaussian
mixtures (see Section IV.3.2). These capacity values are further confronted to the Shannon boundaries
(the capacity for a non-Gaussian noise) and to the values obtained by the Blahut—Arimoto algorithm
extended for continuous channels.

This section summarises as a flowchart the methods involved in capacity evaluation

(see Section IV.4.5); thir full description will be presented in Sections IV.4.2 +~1V.4.4.

Gaussian Noise Non-Gaussian Noise
ART.MOD-A ART.MOD-A ART.MOD-A
algorithm step-A algorithm step-A algorithm steps-A,B,C
<
2
§
E noise original noise original h (1)
S coefficient | coefficient coefficient |coefficient N
% vector vector vector vector
S
S
s v
Compute the Compute the Compute the Compute the
Shannon capacity Shannon capacity capacity with capacity with the
CoGauss boundaries ART.CAP Blahut—Arimoto
Cnun»Gauxs CART.CAP algOTithm CB-A

IV.4.2. Shannon’s Classical Formulae

The basic formula for the capacity of a channel having white Gaussian noise was established
by Shannon [Sha 48], see eq. (IV.1). In the case of a noise source with a non-Gaussian pp (n) pdf
(i.e. for an arbitrarily input-output dependency) the capacity cannot be theoretically computed in the
general case and numerical algorithms should be considered [Bla 72]. However, for the case of an
additive noise, independent with respect to the input information source, some general upper and

lower limits can be derived (eq. (IV.2)):
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P+N
CGauss =W log , aV.1)
N
P+N P+N
W log 1< Chon—Gauss <W log N, , (IV.2)

where W is the channel bandwidth (computed — in our experiments by considering the sample rate as
being twice the bandwidth), P is the signal power, N is the noise power, and Nj is the noise entropy

power (i.e. the power of a white type noise, which has the same bandwidth and entropy as the analysed

noise).
Frare =2W =255"1, W =12.5Hz or W = 0.5 frames ™! (IV.3)

Ny = SPRH X))

re Iv.4)

where H(X) is the entropy of the continuous information source modelling the noise.

IV.4.3. Capacity Method based on Gaussian Mixtures — ART.CAP

As the Shannon formula may lead to a quite large interval, this section presents an original
method for computing the capacity of a channel with stationary additive non-Gaussian noise, whose
pdfis expressed by a mixture of Gaussian distributions.

Under these hypotheses, eq. (I1.46) can be written in the following form:

¥2X27512 pN(y—x)
C= ma(X) [ ] px®py(y-x)logy p dydx, Ve
X .
PAx xem [pN)px (y—n)dn av-3)
ni

where the noise limits are n; = y; —x] and ny = yp —xp and py(x) and pp(n) are the input and
noise pdfs.
In can be seen that eq. (IV.5) no longer depends on the output pdf, which was expressed as a

convolution between the input p y (x) and noise pp (n). Hence, the only unknown entity remains the
input pdf p y (x).

In order to compute the capacity according to eq. (IV.5), the py (x) input pdf was also
represented by a Gaussian mixture (with K =10) whose mean value was set to 0 (generally, in
watermarking applications, the mark can be represented as a 0 mean signal). The variance of the
px (x) distribution was set so as to correspond to a transparent watermarking application. In other
words, the variance of the original video was first estimated and then a SNR =30dB (SNR—Signal to

Noise Ratio) condition was imposed, where the signal is the original video and the noise is the mark.
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The relationship [Tra 02] among the parameters of the Gaussian laws composing the mixture
and the mixture parameters, as well as the Chebyshev inequality made it possible for the capacity to be
computed by a searching in the corresponding finite space (see Figure [V.14), with a resolution of 0.01

with respect to any parameters ( P(k) —weights , (k) —means and o (k)—variances).

Ral

z > (k)

Figure IV.14. Example: searching in the space of the input Gaussian mixture parameters of the p x (x).

IV.4.4. The Blahut-Arimoto Algorithm

The first Blahut—Arimoto algorithm was devoted to the discrete and finite case [Bla 72],
[Ari 72]. This algorithm was extended by Chang [Cha 04], and Vontobel [Von 08] for discrete and
infinite case and by Dauwels [Dau 04], [Dau 05], [Dau 06] and Metz [Met 04] for continuous case.

IV.4.4.1. The Discrete Blahut-Arimoto Algorithm

The basic discrete and finite algorithm is presented like a flowchart, where: Q =[Qy., ;71 is the
probability of receiving the k& output letter given that the j input letter was transmitted, p j is a

probability distribution of the input channel, p(} is an arbitrary probability and ¢ is computation

precision.

The capacity of the channel is defined as:

Ok/j
C= max 1(p,0) = max X3 p;0y, logy =L,
peP”" peP" j k ijQk/j (IV-6)

J

where I(p,Q) is the mutual information defined between the channel input and output and

P" = { peR"|p;>0,Y, Z pj= 1} is the set of all probability density on the channel input.

J
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Capacity computation based on Blahut-Arimto algorithm — discrete case

Y
Ok / j
cj=exp| £k jlogy ——— (IV.7)
k ZpiQk/j
J
I = 10g2[z pjcj} (Iv.8)
J
J
Yes No
\4 cj
Capacity pPj=rj S (IV.10)
=1, - j€i
[

IV.4.4.2. The Continuous Blahut-Arimoto Algorithm (J. Dauwels)

J. Dauwels presented [Dau 06] an extension of the discrete Blahut—Arimoto algorithm
[Bla 72], [Ari 72] to a continuous Blahut—Arimoto algorithm (see the next flowchart). The algorithm
proposed by Dauwels outperforms its many existing competitors [Cha 04], [Von 08], [Met 04] because

it is a quick solution for capacity evaluation.

In the first step, the searched input p(k =0) (x) is randomly chosen. At each iteration, the pdf
p(k ) (x) is computed by using eq. (IV.16). When the difference between the two bounds ( M ) and
1 )) is lower then ¢ (after n iterations, n < N ), the algorithm STOPs and the estimated capacity is

obtain C =1 .

The following parameters were considered when applying the Blahut-Arimoto algorithm:

- the number of iterations is k=1, N = 105 ;

- the limits for input are x € [-30;30| while the output belongs to y € [x +n;x7 +n5 |; the

value o2 is the same as above (Section 1V.4.2);

- the probability p(o) (x) is chosen as a Gaussian distribution with zero mean and o2 variance;
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- the conditional probability of the output knowing the inputis py,; x (v/x)=pn(y—x);
- the relative entropy or Kullback-Leibler divergence is D(p(.),q(.)), eq. (IV.12);

- the normalising factor is Z, eq. (IV.13);
- the pM (%), eq. (1IV.16).

The STOP condition is M ® — 1) < ¢ —1074,

Capacity computation based on Blahut-Arimto algorithm — continuous case

k=0
%= (x) = N(0,0)

v
X2
PP =T p®)p(y/x)dx av.11)
x|
y
Dlpr0.p®)="1 p(y/x)logz[Mde (v.12)
(k)
1 ()

X
7z — jzp(k_l) (x) exp(D(p(y/x)//p(k) (y))) dx (IV.13)

X1

v
MP = max D(p(y/x),p(k) (y)) (IV.14)

xelxy,x7]

X2
1% 2T o0 {10, 5 (39 @v.15)

X1

Yes No

\ 4

Capacity (k)
c=1% P =pZ(—k()x)exp(D(p(y/ 0, pl¢ )(y))) (IV.16)
v
k=k+1

IV.4.4.3. Others Extensions of the Blahut-Arimoto Algorithm
In order to compute the capacity for the continuous case, some others extensions [Cha 04],

[Dau 04], [Dau 05], [Mat 04], [Von 08] of the discrete case have been reported in the literature.
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Matz proposed two new variants of the Blahut—Arimoto algorithm for computing the capacity
of the channel namely, natural-gradient-based algorithm and accelerated Blahut—Arimoto algorithm

[Mat 04]. Both algorithms often converge significantly faster then the classical Blahut-Arimoto.

In natural-gradient-based algorithm, the pdf p(k) (x) is recursively computed using the

following eq. (IV.17):
P00 = Dol u® plp(yr 0. p* D39} 14D)). (v.17)

In the second case, accelerated Blahut—Arimoto algorithm the update rule for the pdf p(k ) (x)
is realized with the eq. (IV.18):

p=

#exﬁ’(ﬂ (k)D(P(y /x),p*D (y))), (IV.18)

PP ()= (
z

where in the last two equations ,u(k) is a parameter for the step-size, and the parameters ( p(k) (»), D,

7 ang 1 _1)) were defined by the eq. (IV.11), eq. (IV.12), eq. (IV.13) and eq. (IV.15) and refers
to the output probability, the relative entropy, the normalized factor and the mutual information,
respectively.

After each update, the classical Blahut—Arimoto algorithm is applied to compute the capacity.
The STOP condition is the one defined in Section IV.4.4.2. The difference between the two algorithms

(the one proposed by Dauwels and that proposed by Metz) consist in the equation used to update the
probability p(k) (x).

In practice, there are many channels with constrains. A channel with constrains is a channel
with the requirement that the average expense of e(x) should be less than or equal to some specified
number E. In this case the capacity is

C= max JIpp(r/0logy LU iegy= max 1017,

p(x)ePE xy Jp@py/xdy " poepg
X

(IV.19.a)

A
where Pg :{p:Km —>R| [p(x)dx =1, p(x) =0, E:j'p(x)e(x)deEmaX}, K=R or K=C. The

X X

Blahut—Arimoto is extended to constrained channels by replacing eq. (IV.16) with the following one:
1 - _
PP ()= Wp(k D (x)(D(p(y/x),p“‘ l>(y))— se(x)), (IV.20)
where s is a positive number (real number) and is adjustable after each iteration of the Blahut—Arimoto

algorithm update in order to keep the average smaller or equal with E.

After n iterations of eq. (IV.20) the estimated capacity is:
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C=1 = max D/, p™ ()| se() | sE®. (1V.19)
xelx,x2]

In 2008, Vontobel [Von 08] extended the classical Blahut—Arimoto algorithm to channels with
memory and finite-state source of the input. The proposed algorithm for discrete case solves and finds
the numerical value of the capacity.

For the case of memoryless channels with continuous alphabet (continuous for the input and
continuous or discrete for the output), the classical Blahut-Arimoto algorithm can not be applied
because this algorithm evaluate integrals to over the whole input space. In order to solve this problem,
Dauwels offers one more time a solution [Dau 05]. The main idea is to use the sequential Monte—Carlo
integration methods.

Another two solutions to the previous problem was proposed by Chang [Cha 98]. Instead of
computing integrals, both proposed algorithms are iterative and require only the computations of a
number of finite sums, which reduces the computational complexity. The first algorithm in an
algorithm with infinite input space (discretization of the channel inputs) and finite output space,
whereas for the second algorithm both the input and the output spaces are infinite. These algorithms
may be an option in capacity evaluation, other than the algorithm proposed by Dauwels.

As it can be seen, although several solutions for capacity evaluation exists it is difficult to a
priori asses their effectiveness for watermarking application. Consequently, in our study we
considered two ways of compute the watermarking capacity, namely the ART.CAP and the continuous
Blahut—Arimoto (J. Dauwels) algorithm. Note that the latter is fast and simple to implement and all

others are starting from this one.

IV.4.5. Accurate Capacity Evaluation

Sections IV.3.2 proved that there is a pdf which model the noise sources corresponding to the
video watermarking attacks do exist. All the experiments carried out brought into evidence that this
pdf is independent with respect to the similarity measure, on the video content or on the estimation
procedure.

In this moment, we may consider such accurate models for the watermarking attacks as the
starting point in evaluating the watermarking capacity.

In the following two sub-Sections the IVM pdfs (which were computed and validated in
Section IV.3.2.1 and 1V.3.2.2) afford the capacity evaluation in different cases (transforms, attacks,
ranks, efc). All the capacity values, C are expressed in bit/frame/rank.

The quantitative results are illustrated in Tables IV.16 and IV.17 for the DWT and in
Tables IV.18 and IV.19 for the DCT, both applied on the whole frame (video coded at low quality
rate, 64kbits/s). The results presented in these tables correspond to all capacity evaluation methods

presented in the flowchart (see Section 1V.4.1) for different attacks and ranks.
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IV.4.5.1. The Capacity for the 2D-DWT
Table IV.16 presents capacity values for four ranks (=1, » =100, » =200, and » =300),

six types of attacks (Gaussian filtering, sharpening, rotation +2°, rotation -2°, rotation +5°, and

StirMark), and the (9,7) DWT.

Table 1V.16. Gaussian, Shannon limits, ART.CAP, and Blahut—Arimoto values for watermarking capacity

in the (9,7) DWT.
Attack Gaussian . Rotation Rotation Rotation .
r \ filtering Sharpening 9o o 50 StirMark
Clianss 0.05 0.02 0.01 0.01 0.01 0.01
| Cuomcaws | 031;1.51) | (0.04;0.57) | (0.01;0.90) | (0.01;0.90) | (0.01;1.26) | (0.03;0.55)
l
CYrT.CAP 0.58 0.44 0.36 0.37 0.36 0.38
Cp.y 0.41 0.37 0.31 0.31 0.30 0.32
CGauss 0.03 0.01 0.01 0.01 0.01 0.01
S Cron-Gauss (0.06;0.61) | (0.01;0.26) | (0.01;0.40) | (0.01;0.42) | (0.01;0.52) | (0.01;0.35)
I
~ CyrT.CaP 0.46 0.26 0.25 0.25 0.25 0.28
Cp.y 0.39 0.21 0.20 0.20 0.20 0.21
CoGauss 0.01 0.01 0.01 0.01 0.01 0.01
s | Concass | (0:0250.53) | (0.01;025) | (0.01;0.38) | (0.01;035) | (0.0150.39) | (0.01;047)
[\l
I
~
Currcar 0.40 0.21 0.19 0.19 0.19 0.24
Cpy 0.34 0.17 0.15 0.15 0.15 0.19
CoGauss 0.01 0.01 0.01 0.01 0.01 0.01
S | Comcawss | (0.01;0.92) | (0.01:0.49) | (0.01;0.60) | (0.01;0.61) | (0.01;0.56) | (0.01;0.73)
on
Il
= Cmen 0.33 0.18 0.12 0.12 0.12 0.21
Cp.y 0.28 0.13 0.08 0.08 0.08 0.16

IV-38




Chapter 1IV: Watermarking Attack Modelling

All capacity values obtained by applying the ART.CAP and Blahut-Arimoto algorithms are
between the lower and upper Shannon limits with no exceptions. Note that in Table V.16 the capacity
value obtained for the Shannon limits and the largest rank, » =1 are identical for rotation +2° and -2°.

Table IV.17 is a comparison for the largest rank among various DWTs ((2,2), (4,4), and (9,7)),
attacks (Gaussian filtering, sharpening, and StirMark) and levels of transparency (SNRs values of
25dB, 30dB, and 35dB). The following observations can be reported:

¢ The capacity values in the case of Gaussian noise are always lower than the Shannon

lower limit in case of non-Gaussian noise;

¢ The estimated capacity (both the ART.CAP and Blahut-Arimoto algorithms), falls within

the Shannon limits, except for the Gaussian filtering attack when :

- for (2,2) DWT, and SNR = 30dB the capacity value obtained with the Blahut-Arimoto
algorithm is lower then the Shannon lower limit;

- for (4,4) DWT, and SNR = 25dB the same observation can be reported for the value
evaluated with Blahut—Arimoto algorithm; when SNR = 30dB, both C gz c4p and Cp.4

are lower then the Shannon limits.

Table IV.17. Gaussian, Shannon limits, ART. CAP, and Blahut—Arimoto values for watermarking capacity
(for rank 7 = 1, for three DWTs, for three SNR levels, and for low quality video).

Attack Gaussian . .
SNR | DWT N filtering Sharpening StirMark
Cerrms 0.09 0.03 0.02
(N (0.42 ; 1.40) (0.07; 0.64) (0.05;0.61)
(2,2)
Curr.capr 0.53 0.52 0.53
Cp4 0.44 0.46 0.43
Corms 0.09 0.03 0.02
Crion-Gauss (0.50 ; 1.48) (0.08 ; 0.70) (0.05 ; 0.60)
(4.4)
23dB Curr.car 0.53 0.51 0.52
Cp.4 0.43 0.45 0.41
CGauss 0.15 0.05 0.02
(N (0.72 ; 1.60) (0.19;0.61) (0.07 ; 0.60)
9.7
Curr.car 0.85 0.56 0.57
Cp.4 0.74 0.48 0.47
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Table IV.17. (continued).

Gaussian

Attack . .
SNR | DWT \ filtering Sharpening StirMark
Clarms 0.09 0.03 0.02
(- (0.42 ; 1.39) (0.07 ; 0.63) (0.05 ; 0.60)
(2,2)
Curr.car 0.47 0.38 0.42
Crs 0.39 0.33 0.37
Clarms 0.09 0.01 0.02
(G— (0.48 ; 1.48) (0.06 ; 0.68) (0.05 ; 0.60)
30dB | (4.4)
Crrmen 0.47 0.37 0.38
oy 0.39 0.33 0.32
Copss 0.05 0.02 0.01
(G— (0.31;1.51) (0.04 ; 0.57) (0.03 ; 0.55)
9,7
Cumen 0.58 0.44 0.38
Cry 0.41 0.37 0.32
Copss 0.09 0.03 0.02
(N— (0.05;1.31) (0.01 ; 0.60) (0.01 ; 0.58)
(2,2)
Cammene 0.07 0.07 0.07
Crs 0.06 0.06 0.06
Coauss 0.09 0.01 0.02
(N— (0.06 ; 1.40) (0.01 ; 0.64) (0.01 ; 0.58)
35dB | (4,4)
Crrmen 0.10 0.09 0.10
Crs 0.08 0.07 0.08
Clarmes 0.14 0.06 0.03
Con-Gauss (0.12 ; 1.47) (0.01 ; 0.56) (0.01 ; 0.54)
9,7
Crrmen 0.22 0.10 0.15
oy 0.18 0.08 0.14
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IV.4.5.2. Capacity for the 2D-DCT

The same types of experiments have been resumed for computing the capacity in the DCT
domain. Table I'V.18 illustrates the capacity computed for four ranks (=1, =100, » =200, and
r=300), and six attacks (Gaussian filtering, sharpening, rotation +2°, rotation -2°, rotation +5°, and

StirMark), while Table IV.19 compares the capacity values corresponding to three levels of

transparency (expressed by SNR = 25dB, SNR = 30dB, and SNR = 35dB).

Table 1V.18. Gaussian, Shannon limits, ART. CAP, and Blahut—Arimoto values for watermarking capacity

in the DCT for low quality video.

r N %?;Srifgn Sharpening Ro_‘t_a;tion Rofgf,ion Roiastci)on StirMark
Cerms 2.49 0.42 0.69 0.69 0.21 1.99

_ Chon-Gauss | (3.63;3.65) | (1.26;1.72) | (0.29;0.46) | (0.29;0.46) | (0.28;0.48) | (2.39;2.42)

I;I\

Curr.cap 2.57 1.33 0.30 0.30 0.28 2.31

Cp.4 2.42 1.27 0.23 0.23 0.26 2.18
Cenmss 0.02 0.01 0.01 0.01 0.01 0.01

= Chon-Gauss | (0.06;1.05) | (0.01;0.56) | (0.01;0.48) | (0.01;0.48) | (0.01;0.68) | (0.01;0.22)

L Curr.caP 0.68 0.39 0.20 0.20 0.19 0.55
Cs.4 0.61 0.34 0.18 0.18 0.17 0.49
Clmms 0.01 0.01 0.01 0.01 0.01 0.01

§ Cron-Gauss | (0.03;0.94) | (0.01;0.54) | (0.01;0.58) | (0.01;0.58) | (0.01;0.70) | (0.01;0.27)

- Curr.cap 0.50 0.31 0.10 0.10 0.10 0.42
Ch.4 0.44 0.27 0.08 0.08 0.08 0.36
Clrmss 0.01 0.01 0.01 0.01 0.01 0.01

= Chon-Gauss | (0.02;0.94) | (0.01;0.62) | (0.01;0.62) | (0.01;0.62) | (0.01;0.74) | (0.01;0.27)

A

L CurT.CaP 0.37 0.28 0.09 0.09 0.08 0.33
Cs.4 0.31 0.25 0.06 0.06 0.05 0.28
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Note that the capacity values are identically for the rotation +2° and -2° and for the ranks

(r=1, r=100, »=200, and »=300) displayed in Table IV.18. For the rank » =200 the capacity

values computed with ART.CAP and Blahut—Arimoto are identically for all rotations (+2°, -2°, and

In Table IV.18 the Cyrrcsp and Cp4 values belong to the corresponding limits, with some

+5°).

exceptions:
¢
*

for the Gaussian filtering, the StirMark attacks, and the rank » =1, the capacity values
are lower than the Shannon lower limit;
for the StirMark attack and the ranks » =100, » =200 and » =300 the capacity value is

higher than the Shannon upper limit.

The results reported in Table IV.19 follow a similar general behaviour.

One explanation for the large differences (see Table IV.18 and IV.19) between the lower

Shannon limit and ART.CAP and Blahut-Arimoto algorithms is the high error in the model

computation: for the Gaussian filtering and » =1, the error in model validation (step-C(2) of the

ART-MOD-A) was Error’” = 36.5% (see Section 1V.3.2.2).

Table 1V.19. Gaussian, Shannon limits, ART.CAP, and Blahut—Arimoto values for watermarking capacity

(for rank » = 1, for DCT, for three SNR levels, and for low quality video).

Attack Gaussian . .
SNR \ filtering Sharpening StirMark
Caauss 3.31 0.90 2.78
Cron-Gauss (4.46 ;4.47) (2.00;2.21) (3.20; 3.22)
25dB
CurT.CcaP 2.97 2.10 3.11
Cg.4 2.78 1.93 3.01
CGauss 2.49 0.42 1.99
Coron Gouss (3.63 ; 3.65) (1.26 ; 1.72) (2.39; 2.42)
30dB
CyrT CAP 2.57 1.33 2.31
Cp.4 2.42 1.27 2.18
CGauss 1.71 0.16 1.25
Chron-Gauss (2.81;2.87) (0.67 ; 1.46) (1.62 ; 1.68)
35dB
CyrT CAP 2.05 0.73 1.54
Cg.4 1.96 0.64 1.38
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IV.4.5.3. Relative Error in Capacity Evaluation

In order to allow a general assessment of the accuracy in the capacity evaluation, two types of

errors have been computed (see Table V.20 — IV.21):

- the relative errors between Shannon lower Cj,,,, and upper Cyye; limits:

Clow = Cy
ipper
Elow / upper = T (Iv.21)
upper
- therelative errors between Cp_4 and C 4p7 cqp Vvalues:
Cp—4—CarT.CAP|
Ep_ 4/ ART.CAP = : (IV.22)

CART.CAP

Table IV.20. Capacity and relative errors for SNR =30dB — (9,7) DWT applied on the whole frames of low

quality video.
Gaussian . Rotation Rotation Rotation .
filtering Sharpening 90 90 450 StirMark
(Ciow 3 Cupper) | (0315 1.51) | (0.04;0.57) | (0.01;0.90) | (0.01;0.90) | (0.01;1.26) | (0.03;0.55)
&
g
& CurTCaP 0.58 0.44 0.36 0.37 0.36 0.38
O
Cpy 0.41 0.37 0.31 0.31 0.30 0.32
2 Y 0.79 0.93 0.99 0.99 0.97 0.94
=
N Ep4/4RT.CAP 0.29 0.16 0.14 0.16 0.17 0.16

Table IV.21. Capacity and relative errors for SNR =30dB — DCT applied on the whole frames of low

quality video.
D Attack | Gaussian Rotation Rotation Rotation
% =1 filtering Sharpening 90 90 +50 StirMark
(Ciow 5 Cupper) | (3.6353.65) | (1.26;1.72) | (0.29;0.46) | (0.29;0.46) | (0.28;0.48) | (2.39;2.42)

&
é: CurT.CAP 2.57 1.33 0.30 0.30 0.28 2.31
S

Cp.4 242 1.27 0.23 0.23 0.26 2.18
S Y 0.01 0.31 0.37 0.37 0.42 0.01
=
X | Ep4/ArRT.CAP 0.06 0.05 0.23 0.23 0.07 0.06
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As a general observation, the relative errors obtained for the largest rank (7 =1) and six
attacks (Gaussian filtering, sharpening, rotations with +2°, -2°, +5°, and StirMark) are lower for the

Ep_ 47 ART.c4p - Two exceptions can be reported in Tables IV.20 and IV.21: in the DCT domain, for
Gaussian filtering and StirMark attacks the Ep_ 4/ 4rT.c4p is higher then the Ejy,/ypper ; this can

be explained by the fact that in these cases the Shannon boundaries (lower and upper limits) are very

closer and the relative error for Ejyyy /ypper 1s very small (Ejqy/ypper =0.01).

The capacity (ART.CAP and Blahut—Arimoto algorithm) for the whole frame of the video can
be obtained by summing up the values corresponding to the ranks in which the mark is inserted. Note
that here are presented only the capacity values for a few ranks.

As a general observation, in all cases the capacities obtained for the equivalent Gaussian
distributed attack noise (the first line of each table — presented in Section IV.4.5.1 and 1V.4.5.2) are
smaller than the lowest Shannon limit result for the non-Gaussian noise (the second line of each table).
This means, if the non-Gaussian distribution of the attack is supposed, then the number of the bits

inserted into a video sequence is higher.

IV.4.5.4. Watermarking Capacity vs. Multimedia Applications

Beyond the property right protection, capacity evaluation opens the door for a potential use of
the watermarking techniques in various enriched multimedia applications.

In such scenarios, the watermarking techniques have several inherent advantages; for instance,
they allow the in-band enrichment of the multimedia stream [Mit 06b] thus alleviating the backward
compatibility problem.

Concerning the viability of such emerging applications, four scenarios are brought into
discussion (see Figure [V.16), namely the indexing [Jan 98], [Lsm 09], subtitles [Mpg 09], [Gpa 09],
hyper video or clickable video [Mpg 09], [Cli 08] and inferactive digital television [Bou 00], [Fre 01].
Should the capacity values be larger than the amount of enrichment data required by these
applications, a proof of viability is obtained.

Each of these applications is considered in three cases: when the video content is subject to
filtering (Gaussian / sharpening), rotations (+2°, -2°, and +5°), and StirMark attacks. A comparison
between the capacity values obtained for the equivalent Gaussian-distributed noise (see eq. (IV.1)) and
the non-Gaussian noise (Shannon limits computed with eq. (IV.2)) was made.

All  the numerical results (in Dbits/frame) are illustrated in  Appendix IV
(see Tables A.IV.1 +~ A.IV.3 and Figures A.IV.1 =1V.3) by processing a video sequence from the
video corpus [Dum 07b]. However, similar results are obtained for all the video sequences which are
available in our video corpus and for different transforms.

Considering the applications and the capacity values reported in Appendix IV, it can be

noticed that the first two applications may be turned into practice (at least with some restrictions — see
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Tables A.IV.4 and A.IV.5 in Appendix IV). However, suspicions about the possibility of
implementing Ayper video and interactive digital television by means of watermarking arise (at least
when inserting the mark in realised on the DWT/DCT coefficients hierarchy) [Dum 07b], [Dum 07c].
Finally, the results obtained with ART.CAP need to be applied for enriched multimedia
application in order to see which application can be considered for practice. This should be the subject

of further research.

S
¢ » City
» Night
dMar}( —»< > Lights
etection .
» Commercial

» Skyscrapers

Figure IV.16.a. Video indexation application.

E,\
= __ & . ¢ » Name Company
=5 =3 [ - Mark » Text — advertisement (Pub)
Ao Ll B detection » Subtitles (translations)
Une.gumme d;—hobiles photo i : > Qtfl:lél‘ cl}[e'lracterlstlc
0 information

tir de 49 euros 3

Figure IV.16.b. Video subtitles application.

http://www.nightsinbigcity.com

&P |
http://www.neonlights.com

- AU
|
N
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Mark
detection

http://www.nightsinbigcity.com

http://www.neonlights.com

.
Figure IV.16.c. Hyper video or clickable video application.
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t\ (" » audio or video
» natural (audio or
¢ video) or synthetics
Mark (text &  graphics,
detection —’< animated faces,
synthetic music)

» 2D (Web like pages)
or 3D (spatial sound,
\_ 3D virtual word)

Figure IV.16.d. Interactive digital television application.

IV.5. The Attack Modelling in Real-life
The method developed at the ARTEMIS department [Mit 06a] in collaboration with the SFR

(Vodafone group) combines the Spread Spectrum (SS) techniques (where the transparency and
robustness are very good) and the Side Information (SI) techniques (where the data payload is large
enough and the transparency is good) in order to reach the trade off between transparency, robustness
and data payload. With this aim, a new insertion technique taking into account the particularities of
each attack (and no longer their Gaussian approximation) has been patented [Mit 07¢c]. However, the
side effect of this method is the time of execution which is prohibitive for a large class of applications.
Consequently, the study in [Cha 09] was devoted to the speed-up of the method.

The average time of execution, between different blocks of the watermarking scheme
(example: pre-processing, insertion, mark generation, post-processing, and detection) shows that the
insertion part represents 90% (see Figure IV.17), so that more than 99% are considered for the real
behaviour of the attacks. Note that for the experiments a PC with an Intel Centrino processor with

1GB RAM was used; for a video sequence of 100 frames the mark procedure take around one hour.

Detection 2%
Post-processing
5%

Insertion 90%

Figure IV.17. Execution time for different operations for the original method — Figure IV.18.a.
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Hence, it was proposed to replace the real instantiations of the attacks by some values sampled

from the Monte Carlo generator implemented according to the attack models, see Figure IV.18.

Attacks _Attack_'s Attacks
simulation
Watermarked Watermarked
Mark video Attacked Mark A video Attacked
— video EEm— video
Original | Embedding Channel - » Original | Embedding Channel
video video
Treatment Treatment
(a) (b)

Figure IV.18. Hybrid watermarking method: (a) original method and (b) optimized method by inserting a

simulator attacks.

The Monte Carlo simulation algorithm was realised in two steps:
Step 1 — Select the index k of the Gaussian random variable

¢ generate a value o €(0,1) using a uniform random numbers generator;
¢ if a <A, choose k=1 (the first variable in the mixture);

¢ clse, choose the index k& that satisfied the following condition:

k-1 k
Y Pj<as< Y Pj.
j=1 j=1

Step 2 — Sampling the Gaussian distribution corresponding to index k

¢ generate x; and x,, two values uniformly distributed between 0 and 1;

¢ compute y =0 +/—2Inx; cos(2mxp) + py, .

Post-processing Detection
52% 11%

Pre-processing
23%

Insertion
13%

Figure IV.19. Execution time for different operations for the hybrid watermarking method—Figure IV.18.b.
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From the practical point of view, it was experimentally shown that a factor of 100 was
obtained during the execution of the hybrid watermarking method, preserving the same performance
of transparency and robustness of the initial method [Cha 09], see Figure [V.19.

From the theoretical point of view, these results proved the effectiveness of the model

obtained from the watermarking attacks.

IV.6. Conclusion

The study presented in the first part of the chapter computes for the first time accurate
statistical models for several types of watermarking attacks in the DWT or DCT hierarchy.

Alongside with the pdf estimation for the attacks, this study brings evidence in the favour of
their stationarity hypothesis: it was checked out that the computed models are independent with
respect to the similarity measure, to the considered video sequence, and to the estimation procedure.
These models are further involved in the capacity evaluation.

Instead of some upper and lower limits for capacity, now it is possible to compute accurate
values with the new method ART.CAP. As these values were obtained by a numerical procedure, one
idea was to evaluate their precision and for this purposes the Blahut—Arimoto algorithm extended by
J. Dauwels was considered for its simplicity and speed. The relevance of the quantitative results was
discussed beyond the watermarking fields for enriched multimedia applications.

Such general attack models can be exploited in many real-life applications, like the hybrid
watermarking method presented in Section IV.5. There, the attack simulation was realised with a
Monte Carlo generator taking into account the particularities of the each attack; for this the models
obtained in Section IV.3.2 were involved in the experiments.

The accurate models for attacks can be also the starting point in optimising the detection rule
for watermarking applications. Note that a large class of the methods reported in the literature achieves
mark detection by means of correlation (matched filters), whose optimality is proved when the noise is

Gaussian distributed. For non—Gaussian noise, new rules should be devised.
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Conclusion

A watermarking system can be modelled as a noisy channel. The watermark is a sample from
the information source and should be recovered at the detection side. The elements making the
watermark detection difficult can be modelled as the channel noise, namely the original content and

the attacks.

The thesis focuses on the modelling of natural video and watermarking attacks and establishes
with a mathematical rigour their stationarity (i.e. it is proved for the first time how a mathematical
model, independent with respect to the processed data and the computation procedure can be obtained)
as well as the corresponding first order approximations. In this respect, accurate statistical models
were computed for the first time in the DWT and DCT coefficients hierarchy for natural video and
watermarking attacks. Finally, these new models are involved in the entropy and capacity evaluation

as an information theory application.

As explained in the theoretical introduction, stationarity/ergodicity are very sophisticated
concepts, which can only be approached but never reached. Actually, this thesis represents just some
necessary but not sufficient mathematical supports for the natural video / watermarking attack
stationarity. On the one hand, in the case the estimation procedure was unsuccessful, it can be stated
that no general model exists. On the other hand, in the cases the procedure was successful, future
investigations are to be done, on both fundamental and applicative levels. For instance, on the
fundamental level, higher order stationarity investigation and resuming the experiments on a different
corpus are first priorities. On the applicative level, effort should be done in validating these models
under the watermarking and compression frameworks. Particularly, effort will be directed toward
devising the optimal mark insertion/detection rule (i.e. the watermark method reaching the capacity) in
the DWT/DCT domains. Resuming the statistical investigation in the spatial domain can also be

considered as a potential future work.
The experiments are carried out in the framework of the TAMUSO and DWD projects
(partnership between the ARTEMIS Department and SFR — Vodafone mobile service provider in

France) and of the HD3D-110 project (a CapDigital competitiveness cluster in Ile de France).

The thesis can be synoptically represented as in the following figure.
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Appendix 0: Probability Distributions Involved in the Experiments

The most important pdfs and cdfs for the continuous case are presented further and a graphical

representation is realized in Figure A.0.1:

1. The uniform distribution

A random variable X is said to be uniformly distributed on the interval (a,b), a <b , if its pdf

is defined by the eq. (A.0.1) and the cdf of X is given by eq. (A.0.2):

1
R — <x<b
fx)=1p_—q 777, (A.0.1)
0 , otherwise
0, x<a
x —
Fy(x)=P(X <x)= [fy@)du={"— a<x<b. (A.0.2)
- Lx>b

2. The normal distribution (Gaussian distribution)
The Gaussian distribution is one of the most important continuous distributions and its pdf is

given by the eq. (A.0.3) and the cdf by eq. (A.0.4):

1 o2
Sx(x)= Toro exr{— %] xeR, (A.0.3)
X (u _ )2
Fy(x)=P(X <x)= [ eXP[— —Z]du , (A.0.4)
TO _op 20

where it can be proved that ¢ and o are the mean and the standard deviation of the X

(—o<pu<mw,0>0).

3. The exponential distribution

A random variable X has an exponential distribution with parameters « and £, >0, if its
probability density function is given by the equation:
—l(x—a)

Sx(x)= 5 X2a,aeR, (A.0.5)

0, otherwise

For a particular case, a =0 and « :% the pdf and cdf becomes:

A.0-3
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—ax
fX(X)={ ae =7,x20 (A.0.6)
0 , otherwise
Fx(x)=P(X<x)= [fy(x)=1-¢ %, x>0. (A.0.7)

4. The Laplacian distribution
The Laplace density function and cdf are defined as:

H—X
1 exp(— ) j, x<u
fx(x)=— , LER, 1 >0, (A.0.8)

24 exp(—x;ﬂj, Xz u

(A.0.9)

5. The Rayleigh distribution
The pdf and the cdf for Rayleigh distribution are defined as:

2
x X
—exp| ———— |, >0
fx(®=1 2 p{ o ] S (A.0.10)
0, otherwise

¥2

Fx(x)=11-¢ 207 x>0- (A0.11)

0 ,otherwise

6. The Chi-Square distribution
The pdf of the Chi-Square distribution with n degrees of freedom is defined as:

1 (/2= —x/2 g
fx ()=42""21(n/2) , nEN, (A.0.12)
0 ,otherwise

[e0]
where ['(x) stands for the Gamma function: I'(x) = jxa_le_x dx, a>0.
0
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7. The Student distribution
The Student distribution with n degrees of freedom has its pdf defined as:

o 21 _nl _ntl
2 2] 2 1 2] 2 x
1+— 1+— ,teR, neN , (A.0.13)

fT(f)z\/Er(n/?.) n _B(— 7)\/_ n
where B is the beta function, B(a, ) =T()['(B)/T(a+p) o, >0.

8. The Fisher distribution

For the Fisher distribution with n; and ny degrees of freedom has the pdf given by:

F(nl +n2j ﬂ_l
2 /2 /2 u 2 . (A.0.14)

u)= , u>0, ny,nHn >N
Juw)= T(n /20y /2) 0 2 (1 + )71 +12) 2 b2

0.4

a 10 20 30

H H
cdf pdf
Figure A.0.1. The pdf'and cdf (continuous distributions) are displayed: uniform distribution ( ),

normal distribution with # =0.15,0 =2 (blue), exponential distribution with & =3 (green), Rayleigh
distribution with o =4 (red), Chi-Square distribution with n =10 degrees of freedom (magenta), Student

distribution with n =1 degrees of freedom (black), Fisher distribution with ny =3, ny =2 degrees of

freedom (cyan).
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Appendix I: Natural Video Modelling

A.l.1. The 2D-DWT coefficients modelling
A.l.1.1. Model Computation — IVM and MVM

Table A.L.1. IVM for (9,7) DWT coefficient hierarchy and low quality video.

Rank Model parameters Error

Pk) | 0.075 0.070 0.074 0.134  0.071  0.131  0.151 0.098  0.060  0.137
1 (k) 0.575 0405 0.646 0497 0544 0.535 0.627 0.628  0.654  0.850 | 0.039
a(k) 0.112 0.076  0.138  0.089  0.100 0.098 0.062 0.133  0.140  0.125

Pk) | 0.082 0.087 0.097 0.007 0237 0.106  0.048 0.055 0.040  0.245
25 wk) | 0232 0229 0226  0.522 0.222  0.228 0306  0.256 0352  0.232 | 0.026
o(k) 0.051  0.051 0.052 0.001 0.049 0.051 0.005 0.016 0.021  0.050

Pk) | 0.071 0.057 0.007 0.152  0.142  0.148  0.101 0.035 0.063  0.224
50 (k) 0.155 0.122 0369  0.148  0.181 0.168  0.161 0.117  0.156  0.194 | 0.004
a(k) 0.044  0.054  0.001 0.033  0.040  0.007 0.042 0.053 0.044  0.037

P(k) | 0.107  0.090 0.096 0.083 0.126  0.164 0.096 0.052  0.028  0.160
75 (k) 0.130  0.128 0.122  0.127  0.131 0.135 0.107  0.087 0.202  0.107 | 0.033
o(k) 0.033  0.033 0.034 0.034 0.001 0.032 0.027 0.042 0.060  0.025

Pk) | 0.064 0.101  0.056 0.070 0.090 0.080 0216  0.073  0.043  0.207
100 wk) | 0.086  0.094 0.084 0.130  0.090 0.090 0.090 0.090 0.100 0.106 | 0.002
o(k) 0.033  0.025 0.035 0.039 0.026 0.026 0.024 0.025 0.040  0.015

Pk) | 0125 0.072 0.117  0.087 0.053  0.060 0.107 0.077 0.202  0.102
125 (k) 0.057 0.109 0.078 0.068 0.076  0.075 0.083 0.074 0.079  0.071 0.028
o(k) 0.024  0.022  0.021 0.026  0.028  0.027  0.021 0.027  0.011 0.027

Pk) | 0.074  0.164  0.071 0.061 0.037 0.050 0.292  0.090 0.034  0.126
150 (k) 0.059  0.066  0.060 0.60 0.059  0.059  0.060  0.061 0.059  0.060 | 0.017
o(k) 0.027  0.021 0.023  0.023  0.023  0.022 0.012 0.012 0.027  0.023

Pk) | 0.094 0.103  0.091 0.122  0.024  0.147  0.148  0.089  0.065  0.117
175 (k) 0.038 0.030 0.054 0.050 0.077 0.053 0.051 0.041 0.070  0.050 | 0.025
o(k) 0.013  0.011 0.015 0.015 0.020 0.010 0.009 0.014 0.021 0.015

Pk) | 0.058 0.178  0.057 0.083  0.099 0.056 0.068 0.054 0.157  0.189
200 wk) | 0.041 0.036 0.040 0.059 0.043 0.041 0.043 0.041 0.032 0.033 | 0.010
a(k) 0.013 0.014 0.013 0.019 0.012 0.013 0.012 0.013  0.007  0.009

Pk) | 0.110 0.030 0.087 0.192 0.170  0.086  0.078  0.097 0.111 0.041
225 (k) 0.033 0.048 0.032 0.024 0.030 0.034 0.009 0.033 0.032 0.049 | 0.026
a(k) 0.009  0.015 0.009  0.005 0.009 0.009 0.004 0.009 0.009 0.015

Pk) | 0.073  0.164 0.132 0.095 0.247 0.034 0.029 0.074  0.067  0.085
250 (k) 0.040 0.027 0.017 0.018 0.017 0.021 0.028 0.019 0.018 0.017 | 0.338
a(k) 0.008  0.002  0.007 0.007 0.007 0.005 0.010 0.007 0.007 0.007

Pk) | 0.104 0.123  0.133  0.070  0.062  0.067 0.075 0.045 0.218  0.094
275 (k) 0.026 0.014 0.016 0.018 0.017 0.017 0.018 0.018 0.008 0.018 | 0.028
a(k) 0.008  0.005  0.006 0.006 0.006 0.006 0.006 0.006 0.004 0.006

Pk) | 0450 0.030 0233 0.032 0.016 0.021 0.032 0.012 0.035 0.034
300 (k) 0.007 0.013 0.012 0.013 0.015 0.020 0.013 0.012 0.013  0.020 | 0.021
o(k) 0.003  0.003  0.004 0.003 0.005 0.006 0.004 0.004 0.003 0.005

Pk) | 0.044 0.103 0.180 0.202 0.086 0.070 0.060 0.139  0.071  0.050
325 wk) | 0.007  0.007 0.005 0.002 0.012 0.008 0.008 0.005 0.008 0.008 | 0.030
o(k) 0.002  0.002  0.002 0.001 0.004 0.002 0.002 0.001 0.002 0.002

Pk) | 0.067 0.198 0.076  0.083 0.055 0.062 0.031 0.027 0.044  0.358
350 uk) | 0.004 0.002 0.004 0.003 0.004 0.004 0.003 0.003 0.004 0.003 | 0.996
o(k) 0.002  0.001  0.002 0.002 0.002 0.002 0.005 0.005 0.002 0.001
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Table A.L.2. MVM for (9,7) DWT coefficient hierarchy and low quality video.

Rank Model parameters Error
P(k) 0.129 0.046  0.100 0.133  0.110 0.116  0.060 0.133  0.060  0.110
1 k) 0.574 0.685 0443 0.566 0314 0383 0.515 0.514 0.431 0.299 | 0.038

o(k) 0.125 0226  0.142 0.128 0.108 0.111  0.141  0.141  0.139  0.105

P(k) 0.090 0.075 0.098 0.113 0.087 0.070 0.091 0219 0.082  0.071
25 (k) 0.166  0.181 0.205 0.212  0.133  0.197  0.177 0.0867 0.233  0.197 | 0.045
a(k) 0.060  0.061 0.055 0.053 0.012 0.058 0.061 0.040 0.049  0.058

P(k) 0.070  0.102  0.054 0.046 0.150 0.165 0.052 0.104 0.142  0.115
50 (k) 0.140  0.150 0.134  0.138 0.043  0.089 0.127 0.088 0.145 0.014 | 0.037
a(k) 0.041 0.045 0.037 0.040 0.016 0.024 0.033  0.023  0.043  0.043

P(k) 0.150  0.109 0.163  0.103  0.075  0.104  0.094 0.024  0.075  0.102
75 (k) 0.027  0.073  0.069 0.098 0.097 0.115 0.117 0.047 0.112  0.118 | 0.045
o(k) 0.009  0.021 0.016  0.028 0.028 0.032  0.032  0.001 0.031 0.031

P(k) 0.114  0.110  0.129  0.127  0.069  0.020  0.077 0.129  0.119  0.105
100 (k) 0.070  0.053  0.025 0.091 0.091 0.013 0.079 0.049 0.057 0.107 | 0.036
a(k) 0.018 0.018 0.011 0.023 0.023  0.001 0.024 0.016 0.018 0.019

P(k) 0.072 0.116  0.046  0.139 0.145 0.040 0.105 0.112  0.122  0.102
125 (k) 0.055  0.029  0.061 0.092  0.031 0.062  0.012  0.057 0.059 0.059 | 0.040
o(k) 0.013  0.009 0.017 0.012 0.010 0.018 0.004 0.015 0.016 0.017

P(k) 0.007  0.223  0.043  0.107 0.074 0.122  0.121 0.092  0.152  0.058
150 (k) 0.047 0.015 0.048 0.047  0.051 0.032  0.032  0.053  0.068 0.048 ] 0.043
o(k) 0.001 0.006  0.015 0.015 0.014 0.006 0.009 0.014 0.012 0.015

P(k) 0.047 0.103  0.082 0.104 0.075 0.177  0.065 0.095 0.122  0.130
175 (k) 0.048 0.038 0.036 0.048 0.008 0.015 0.028 0.038 0.025 0.058 | 0.040
o(k) 0.013  0.009 0.009 0.013  0.001 0.004  0.007 0.009 0.006 0.011

P(k) 0.026  0.061  0.066 0.154 0.143  0.086 0.251 0.072  0.127  0.013
200 (k) 0.030 0.032 0.030 0.022 0.045 0.032 0.009 0.033 0.025 0.014 | 0.043
a(k) 0.009  0.010  0.009  0.006  0.007 0.010 0.004 0.010 0.006  0.001

P(k) 0.059  0.078 0.129  0.020  0.092  0.024 0.105 0.079 0.287  0.125
225 (k) 0.030  0.021  0.019 0.027 0.024  0.027 0.005 0.032 0.011  0.036 | 0.042
a(k) 0.008  0.005  0.004 0.008 0.006 0.008 0.002 0.008 0.003  0.007

P(k) 0.039  0.045 0.196  0.032  0.031 0.081 0.199  0.263  0.067  0.045
250 (k) 0.025 0.025 0.013  0.024 0.025 0.024 0.014 0.006 0.024  0.024 | 0.040
a(k) 0.007  0.007  0.004 0.007 0.007 0.007 0.005 0.002 0.007 0.007

P(k) 0.101 0.180  0.184  0.121 0.035 0.025 0.022  0.105 0.0172 0.211
275 (k) 0.022  0.011 0.010  0.006 0.016 0.017 0.017 0.017 0.017 0.003 | 0.049
a(k) 0.003 ~ 0.003  0.003  0.001 0.005  0.005  0.005 0.005 0.005  0.001

P(k) 0.087  0.195  0.181 0.036 0264 0.042 0.035 0.027 0.098  0.035
300 (k) 0.008 0.014 0.006 0.009 0.002 0.009 0.009 0.010 0.006 0.009 | 0.044
o(k) 0.002  0.004  0.001 0.003  0.001 0.003  0.003  0.003  0.002  0.003

P(k) 0295 0.036 0.076 0.037 0.137 0.034 0.135 0.118 0.093  0.038
325 (k) 0.002  0.004 0.005 0.004 0.004 0.004 0.005 0.010 0.004 0.004 | 0.035
a(k) 0.001 0.002  0.003  0.002  0.002 0.002 0.003  0.002 0.002  0.002

P(k) 0.099 0.188 0.046 0.036  0.025  0.028  0.132  0.038  0.251 0.156
350 (k) 0.001 0.001 0.003  0.002  0.003 0.005 0.002 0.003 0.001 0.002 | 0.024
o(k) 0.001 0.002  0.002  0.002  0.002  0.002  0.001 0.002  0.001 0.002
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Figure A.I.1. IVM and histograms computed for (9,7) DWT for eight ranks and low quality video.
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Figure A.L.2. IVM and histograms for (9,7) DWT computed for eight ranks and low quality video.
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Table A.L.3. IVM for (9,7) DWT coefficient hierarchy and high quality video.

Rank Model parameters Error

Pk) | 0.119 0.122  0.107 0.119 0.129 0.118 0.117 0.014  0.096  0.059
1 (k) 0.570  0.713  0.740  0.782  0.508  0.921 0.747 1.730  0.628  0.849 | 0.028
a(k) 0.124  0.148  0.157 0.175 0.108 0.169 0.159  0.044 0.139  0.109

Pk) | 0.099 0.138 0.068 0.065 0234 0.144 0.016 0.073 0.073  0.088
25 k) | 0342 0348 0412 0494 0308 0.398 0455 0365 0455 0333 | 0.022
o(k) 0.119  0.067 0.105 0.044 0.061  0.021  0.001 0.119  0.102  0.121

Pk) | 0.132  0.097 0.136  0.045 0.012 0.075 0.105 0.056 0.121 0.220
50 k) 0322 0.321 0.327 0.502  0.700 0327 0.260 0324 0.177  0.325 | 0.028
a(k) 0.058  0.059  0.051 0.088  0.030  0.006  0.041 0.058  0.026  0.057

Pk) | 0.065 0.083 0.176  0.069 0.007 0.071  0.120  0.041 0.239  0.127
75 (k) 0305 0.242  0.295  0.321 0.280  0.304 0.158  0.158  0.266  0.223 | 0.033
a(k) 0.079  0.051 0.036  0.077 0.001  0.079  0.038 0.004 0.033  0.049

Pk) | 0.188  0.047 0284 0.061 0.059 0.047 0.065 0.079  0.069  0.100
100 wk) | 0.140 0226 0250 0.277 0.227 0223  0.240  0.310 0.220  0.241 0.033
a(k) 0.032  0.048 0.033 0.070 0.049 0.048 0.060 0.065 0.049  0.034

Pk) | 0.041 0.287 0.145  0.079  0.061 0.059  0.063  0.080  0.091 0.092
125 (k) 0362 0210 0247 0204 0.245 0.204  0.141 0.143 0279  0.126 | 0.035
o(k) 0.026  0.022  0.018 0.064 0.053 0.064 0.053 0.054 0.039 0.018

Pk) | 0.072  0.058 0.107  0.121 0.062  0.290  0.059  0.065 0.097  0.069
150 (k) 0.228 0.167 0.118 0.143 0.243  0.200  0.211 0.153  0.236  0.236 | 0.038
o(k) 0.062  0.052 0.015 0.046  0.059 0.024 0.062 0.048 0.017  0.061

Pk) | 0.118  0.091 0.054 0.082 0.068 0.086 0.088 0.216  0.097  0.099
175 (k) 0.170  0.193  0.133  0.103  0.220  0.131 0215 0.199 0.234  0.189 | 0.034
o(k) 0.049  0.047 0.045 0.013  0.064 0.045 0.062  0.021 0.065  0.048

Pk) | 0.085 0.083  0.251 0.067  0.108  0.108  0.062  0.094 0.047  0.097
200 (k) 0.094 0.180 0.187 0226  0.170  0.125 0.135 0.173  0.229  0.175 | 0.030
o(k) 0.013  0.065 0.026 0.063  0.036 0.052 0.054 0.044 0.062  0.041

Pk) | 0.078 0.152 0271  0.057 0.047  0.069 0.107 0.079  0.036  0.104
225 wk) | 0.134  0.091 0.183  0.141 0223 0.158 0.155 0.157 0.218  0.141 0.030
a(k) 0.042  0.022  0.027 0.041  0.056 0.035 0.036  0.036  0.057  0.041

Pk) | 0199  0.063  0.147 0208 0.162  0.080 0.049 0.016  0.033  0.042
250 wk) | 0.086 0.132  0.148 0.174 0.171  0.164 0.146  0.193  0.295 0.163 | 0.028
a(k) 0.017 0.025 0.026 0.032 0.033  0.034 0.022  0.040  0.021  0.034

Pk) | 0.105 0.148  0.048 0.196 0.164 0.025  0.051 0.031 0.016  0.216
275 (k) 0.141 0.076 0265 0.178 0.131  0.160 0.140 0.089 0.174  0.142 | 0.030
a(k) 0.029  0.015  0.025  0.021 0.021 0.036  0.029  0.009  0.042  0.029

Pk) | 0.079  0.073  0.066  0.121 0.086  0.145 0.036 0.076  0.130  0.195
300 (k) 0.218 0.0143  0.071 0.113  0.099 0.118 0.133  0.129  0.129  0.159 | 0.032
a(k) 0.048  0.039  0.001 0.031 0.024  0.047  0.004 0.036  0.035  0.016

Pk) | 0.110  0.071 0.184 0.035 0.173  0.056 0.032  0.064 0.101 0.174
325 (k) 0.136  0.131 0.127 0264 0.141  0.141  0.197  0.131 0.128  0.069 | 0.032
a(k) 0.031 0.031 0.030  0.021 0.031 0.032  0.036  0.031 0.030  0.014

Pk) | 0.070 0.169 0.120  0.074  0.037 0.125 0.082  0.101 0.028  0.195
350 (k) 0.123  0.067 0.108 0.120 0.174 0.134  0.128  0.123  0.216  0.134 | 0.033
o(k) 0.029  0.017 0.028 0.029  0.047  0.028  0.029  0.029  0.037  0.028
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Table A.1.4. MVM for (9,7) DWT coefficient hierarchy and high quality video.

Rank Model parameters Error
P(k) 0.098  0.071 0.119 0.054 0.089 0.115 0.078 0.152  0.114 0.111
1 k) 0454 0.709 0.508  0.682  0.791 0.527 0.598 0302 0435 0.696 | 0.042

a(k) 0.121  0.175 0.120  0.178 0.158  0.120  0.141  0.089 0.117  0.017

P(k) 0.066 0.079  0.077  0.121 0.062 0.097 0.152  0.092 0.150 0.104
25 k) 0245 0449 0398 0284 0.302  0.301 0.218 0324  0.137  0.283 | 0.034
o(k) 0.062  0.051 0.026  0.049  0.077  0.077  0.052  0.079  0.041 0.071

P(k) 0.159  0.161 0.066 0.077 0.143 0.085 0.075 0.071 0.228  0.079
50 k) 0.188 0.146 0333 0277 0.238 0.203 0372  0.228  0.121 0.210 | 0.035
a(k) 0.054  0.018 0.019 0.058  0.041 0.057  0.055  0.060  0.041 0.058

P(k) 0.038  0.186 0.072  0.096 0.164 0.063 0.085 0.110 0.078  0.107
75 (k) 0363 0.097 0.146 0200 0.279 0.219 0213 0.170  0.179  0.179 | 0.039
a(k) 0.065 0.027  0.037 0.048 0.034 0.046 0.048 0.044 0.046  0.046

P(k) 0262  0.057 0.084 0.103  0.164 0.045 0.028 0.144  0.067  0.046
100 (k) 0.090 0.180 0.229  0.180 0.259 0.164 0.173  0.148  0.160  0.175 | 0.036
a(k) 0.029  0.048 0.032  0.008 0.031 0.047 0.048 0.023  0.045  0.048

P(k) 0.032  0.057 0.043 0.139 0.183  0.071 0.041 0.048  0.290  0.096
125 (k) 0203  0.168 0.164 0.156 0.234 0.177  0.190 0.174  0.085 0.124 | 0.036
o(k) 0.031 0.046  0.046  0.013  0.033 0.045 0.041 0.046  0.026  0.022

P(k) 0.134  0.065 0.207 0.075 0.111 0.065 0.072  0.115  0.062  0.092
150 (k) 0.196  0.141 0.069 0.126 0235 0.147 0.137  0.113  0.139  0.141 0.039
o(k) 0.015 0.036 0.023  0.033 0.019 0.016 0.036 0.029 0.036 0.036

P(k) 0.156  0.150 0.038 0.202  0.115 0.047 0.059 0.097 0.062  0.074
175 (k) 0.100 0207 0.138 0.063 0.116  0.147 0.143 0.153  0.144  0.140 | 0.038
o(k) 0.026  0.025 0.036 0.018 0.026 0.036 0.036  0.035 0.036 0.036

P(k) 0.102  0.141 0.056  0.052  0.090 0.257 0.087  0.066  0.070  0.079
200 (k) 0.134  0.103  0.146  0.165 0.103  0.057 0.176  0.199  0.141 0.152 | 0.038
o(k) 0.039  0.022  0.041 0.040  0.023  0.018 0.036  0.060 0.040  0.042

P(k) 0.074 0.149 0238 0.053 0.058 0.061  0.054 0.126  0.039  0.147
225 (k) 0.118 0.044 0.084 0.127 0.0129 0.136  0.125 0.096 0.132  0.183 | 0.038
a(k) 0.032  0.016 0.024  0.033  0.033  0.032 0.033  0.027 0.033  0.024

P(k) 0.170  0.095 0.093 0.050 0.063 0.081 0.119 0.141  0.087  0.100
250 (k) 0.067 0.127 0.188 0.129  0.102  0.100  0.039  0.136  0.134  0.086 | 0.037
a(k) 0.014 0.031  0.019 0.031 0.022 0.017 0.011 0.029  0.030  0.022

P(k) 0.001 0.204 0244 0.067 0.096 0.099 0.105 0.076  0.043  0.065
275 (k) 0.137 0.044 0.079 0.099 0.176 0.120 0.118 0.122  0.121 0.119 | 0.035
a(k) 0.013  0.014 0.019 0.027 0.019 0.029  0.029  0.029  0.029  0.029

P(k) 0.071 0.124  0.079  0.068 0.014 0.125 0.065 0.174 0.148  0.132
300 (k) 0.160 0.105 0.088 0.104 0.081 0.149 0.101  0.062 0.034 0.083 | 0.037
a(k) 0.022  0.027  0.022  0.027  0.001 0.024  0.026  0.015  0.011 0.020

P(k) 0.074 0.088 0.060 0.175 0.138  0.065 0.067 0.132  0.071 0.130
325 (k) 0.111 0.109 0.119 0.058 0.154 0.114 0.108 0.033  0.087 0.067 | 0.037
a(k) 0.025  0.019  0.026  0.012  0.020  0.026  0.020  0.008  0.004  0.013

P(k) 0.161 0.077  0.117  0.171 0.138 0.053 0.058 0.111  0.076  0.038
350 (k) 0.058  0.088 0.060 0.032 0.102 0.134 0.133 0.136  0.088  0.132 | 0.035
o(k) 0.015 0.024  0.015 0.009 0.022  0.034 0.034 0.033  0.024  0.034
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Figure A.L.3. IVM and histograms for (9,7) DWT computed for eight ranks and high quality video.
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Figure A.I.4. MVM and histograms for (9,7) DWT computed for eight ranks and high quality video.
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A.1.1.2. Model validation
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Figure A.LS5. The 95% confidence limits (represented in V and A ) include the probabilities computed

from the IVM (represented in *). The results correspond to the (9,7) DWT, to eight ranks, and to low
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Figure A.L.6. The 95% confidence limits (represented in V and A ) include the probabilities computed

from the MVM (represented in *). The results correspond to the (9,7) DWT, to eight ranks, and to low

quality video.

Ad-12




Appendix I: Natural Video Modelling

0.3

06

04

0z

-0z
]

0z 0.4 0.6 0.8

0.4

0.z

0.1

03

-01
0

VM, = 100

04

0.3

0.z

0.1

-0

04

01

=01

; . oAl
.......... *ﬂ 03*
: : Coa
..........:ﬁ...‘f'f‘...vg ..................... [l T a. R
% H * :
: & e,
T L B 4 A T LT 4
a v * s . *
P ¥ L : T %8
TR il §$. 0 %V .................... W%%'
0.3

0z 03

01 0.z 04

04

0.z

0.1

-0

03t

[ :
......... *_
: IS :
........ eV
* * :
LW .
..... ﬂv.ﬂ._
* R
2 : .
*v .............. V$v$ .......
01 0.2 0.3 04

IVM, r=150

IVM, =200

IVM, r =250

04

03

ne

0

&
.......... PROUR R RRE
_______ B e ]
*
v
..... Low L m

-0

0.4

04

0.z

01

03r

=01

03

VM, r = 300

IVM, r=350

Figure A.L.7. The 95% confidence limits (represented in V and A ) include the probabilities computed

from the IVM (represented in *). The results correspond to the (9,7) DWT, to eight ranks, and to high

quality video.
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Figure A.L8. The 95% confidence limits (represented in V and A ) include the probabilities computed

from the MVM (represented in *). The results correspond to the (9,7) DWT, to eight ranks, and to high

quality video.
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A.l.2. The 2D-DCT coefficients modelling
A.l.2.1. Model Computation — IVM and MVM

Table A.L5. IVM for the DCT coefficient hierarchy, low quality video. The DCT is successively applied to
4 x4 blocks, 8x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
Pk) | 0.062 0.089  0.132  0.136  0.078 0.110  0.166  0.065 0.090  0.070

2;4 wk) | 1.184  3.759 1.118  0.353 2371 2.895  0.887 1.983 1.430  2.047 0.077
ok) | 0.561 0.165 0.413 0.214  0.545 0.372  0.263 0.581 0.444  0.583
Pk) | 0.106  0.089  0.113 0.123 0.099  0.071 0.083 0.073 0.135 0.108

rgigl wk) | 4828 4152 4998  6.722 2926 2479  2.642  3.758 1.019 1.865 0.065

o(k) | 1.189 1.158 1.189 0959 0955 0.877  0.872 1.201 0.634  0.699

r=1 Pk) | 0.065 0.129  0.065 0.177 0.114  0.099  0.129  0.071 0.064  0.085
whole wk) | 5.646  3.361 5.951 4.817 4717 4927 8.096 5710 6.4l11 5.215 0.026
frames o(k) | 1.141 6.894 1.258 5.233 9.309 1.027  9.070 1.170 1.323 8.906

_» Pk) | 0.039 0.048 0.119 0.054 0456  0.103 0.022  0.074 0.074 0.010
r4;4 uk) | -0.663  -0.077 0.176  -0.076  -0.002  0.004 -0.533  0.008 -0.178 -0.357 | 0.017
ak) | 0252  0.009  0.123 0.144  0.028  0.149 0249  0.149  0.100  0.006

Pk) | 0.068  0.288  0.075  0.074  0.061 0.082  0.117  0.080  0.079  0.075
wk) | 0323 -0.006 0.442  0.070  -0.021 -0.377 -0.148  0.038 -0.197  0.341 0.023
a(k) | 0.371 0.052  0.238 0306 0.185  0.328 1.023  0.170  0.369  0.266

r=2 Pk) | 0.109  0.066 0.172  0.059 0.173  0.087  0.091 0.079  0.091 0.074
whole uk) | 4.179 1.897  7.465 1.715 5778  9.195 7.971 9.354 1.017  8.414 0.019
frames o(k) | 0.808  3.803 1.017  4.201 1.080  2.087 1.799  2.121 2.447 1.939

_ Pk) | 0.174  0.015  0.091 0.174  0.079  0.129  0.058 0.068  0.125  0.087
4xd uk) | -0.001  0.199  -0.004 0.001 -0.019 -0.006 -0.022  0.087  0.001 -0.034 ] 0.010
ok) | 0.015  0.006 0.078  0.002  0.081 0.078 0216  0.226  0.155  0.033

Pk) | 0.057  0.073 0334 0.078 0.125 0.056  0.053 0.021 0.156  0.047
uk) | 0471 -0.203  0.003  -0.056 0.016  0.149  -0.465 -0.398 -0.002  0.261 0.018
o(k) | 0.167  0.061 0.089  0.254  0.167 0229 0454  0.160  0.020  0.624

r=3 Pk) | 0.110 0.104 0.088  0.099 0.108  0.021 0.080  0.093 0.106  0.189
whole uk) | 5.694  6.601 5.363 8.698  2.969 1352 6.790  5.664 5519  4.108 0.026
frames o(k) | 0.906  0.998  0.746 1.654  0.233 2.558 1.161 0.934  0.703 0.470

Pk) | 0.098 0.026  0.073 0.150  0.262 0.036  0.161 0.026  0.104  0.062
4xd wk) | 0.044  0.242 0.015 -0.001 -0.007 -0.138 0.003 -0.099 -0.027  0.007 0.006
o(k) | 0.046  0.056  0.017 0.001 0.013 0.075 0.005 0.086  0.039  0.052

Pk) | 0.067 0.132  0.065 0.073 0.339  0.065 0.088  0.053 0.044  0.073
wk) | -0.056  0.071 0424 0.012 0.003 -0.202 -0.001 -0.181 -0.074  0.009 0.013
o(k) | 0.108  0.085 0.162  0.113 0.027  0.045 0.002  0.252  0.275 0.113

r=4 Pk) | 0.150  0.132  0.085 0.060 0.112  0.119  0.060  0.067  0.098 0.115
whole wk) | 4437 5586 4.768  4.299 5.285 6.320 3.997  3.025 2.829  4.232 0.027
frames ak) | 0.604  0.907  0.932 0.716 ~ 0.992 1.222 0.599 0494  0.406  0.687

_ Pk) | 0.054  0.241 0.149  0.098  0.061 0.071 0.097 0.014 0.086 0.128
4xd wk) | 0.015  0.003 -0.051 -0.099 0.538 -0.103 -0.105 -0.734 0.071 0.067 0.017
ak) | 0.070  0.016  0.040  0.168  0.271 0.167  0.167  0.021 0.072  0.135

Pk) | 0.076  0.057  0.120  0.050  0.070  0.041 0.391 0.040  0.116  0.038
wk) | 0.124  -0.003  0.057 -0.232 -0.025 -0.026 -0.001 -0.023 -0.064 0.272 0.009
a(k) | 0.096  0.073 0.034  0.100  0.070  0.143 0.008  0.144  0.040  0.200

r=>5 Pk) | 0.108  0.062  0.107 0.110  0.109 0.145 0.065 0.079  0.106  0.108
whole wk) | 4112 5720 3.832 4.174 3996  2.503 5.561 3.819 4379  3.712 0.027
frames a(k) | 0.760 1.172 0.561 0.790  0.687  0.339 1.109  0.553  0.863  0.529
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Table A.L.6. IVM for the DCT (applied on the whole frames) coefficient hierarchy, low quality video.

Rank Model parameters Error
P(k) 0.065 0.129  0.065 0.177 0.114  0.099 0.129  0.071 0.064  0.085

1 (k) 5.646  3.361 5.951 4.817 4717 4927 8.096 5710 6.411 5.215 0.026
o(k) 1.141 6.894 1.258 5.233 9.309 1.027  9.070 1.170 1.323 8.906
P(k) 0.127  0.105 0.084 0.017 0.039  0.165 0.11 0.122  0.119  0.109

25 wk) 1.108 1.434 1.597 1.152 1.209 1.597 1.386 1.441 1.856 1.345 0.032
o(k) 1.003 0.172  0.233 0.025 0396 0.126  0.157 0.173 0.209  0.142
P(k) 0.123 0.052  0.158  0.203 0.089  0.103 0.132  0.068  0.007  0.065

50 wk) 0.727 1.224 1.089  0.954  0.953 0.989  0.955 0.832  0.553 0.709 0.031
o(k) 0.064 0.256 0.106 0.067 0.122  0.126  0.122  0.079  0.001 0.210
P(k) 0.146  0.072  0.058  0.067  0.193 0.057  0.132  0.005 0.104  0.164

75 w(k) 0.757 0.749 0936 0419 0.743 0.573 0.675 0.391 0.569  0.749 0.029
o(k) 0.094  0.123 0.097 0.156 0.072  0.196 0.082  0.009 0.057 0.075
P(k) 0.098  0.088  0.095 0.103 0.055 0.111 0.077  0.073 0.209  0.091

100 w(k) 0.670  0.567 0.568  0.603 0.546  0.532 0450  0.567  0.603 0.680 | 0.030
o(k) 0.103 0.120  0.118 0.108  0.124  0.079  0.114  0.121 0.033 0.064
P(k) 0.006 0.078 0.172  0.187  0.079  0.021 0.081 0.193 0.089  0.094

125 u(k) 0472  0.569 0376  0.536  0.485 0.131 0.528 0.502  0.600  0.521 0.034
o(k) 0.085 0.103 0.046  0.052 0.069 0.040 0.079  0.035 0.100  0.062
P(k) 0.088 0.136  0.088  0.082  0.075 0.058  0.113 0.173 0.080  0.109

150 w(k) 0.374  0.461 0.370 0455 0399  0.341 0.572 0.467 0462  0.431 0.034
o(k) 0.097 0.037 0.097 0.068  0.051 0.035 0.049 0.031 0.068  0.054
P(k) 0.129  0.109 0.282  0.104 0.124  0.027  0.057 0.060  0.031 0.077

175 w(k) 0412  0.394  0.405 0410 0.288 0336 0446 0.449 0.161 0.500 | 0.035
o(k) | 0.0497 0.055 0.036  0.054  0.033 0.113 0.082  0.081 0.076  0.072
P(k) 0.093 0.171 0.121 0.119  0.126  0.021 0.066 0.102  0.160  0.034

200 w(k) 0382 0369 038 0418 0366 0.089 0376 0.386 0.271 0.353 0.036
o(k) 0.069  0.031 0.034  0.062 0.048 0.022  0.069 0.069 0.040  0.068
P(k) 0.137  0.133 0.238  0.065 0.077  0.029  0.035 0.028  0.126  0.132

225 w(k) 0.240 0316 0349 0378 0444 0.092 0326 0322 0.297 0.385 0.034
o(k) 0.022  0.035 0.019  0.047  0.031 0.026  0.039  0.001 0.028  0.016
P(k) 0.079  0.169  0.021 0.062  0.102  0.063 0.333 0.055 0.001 0.114

250 w(k) 0.309 0.227  0.101 0.307 0326 0.312  0.323 0.319 0274 0411 0.033
o(k) 0.042  0.028 0.017  0.044 0.048 0.045 0.028 0.048  0.040  0.030
P(k) 0.100 0.132  0.080  0.061 0.077 0.056 0.087 0.016 0.146  0.245

275 w(k) 0.366 0286 0.279 0.212 0332  0.251 0.197 0.244  0.296  0.302 0.037
o(k) 0.053 0.035 0.028  0.075 0.061 0.077  0.011 0.002  0.034  0.033
P(k) 0.121 0.122  0.106  0.059 0.038 0.035 0.110 0.150 0.222  0.037

300 (k) 0.296  0.259  0.315 0.308 0.286  0.082  0.265 0.188  0.274  0.288 0.033
a(k) 0.016  0.035 0.060  0.061 0.055 0.030  0.038 0.021 0.034  0.055
P(k) 0.042 0.098 0.052  0.091 0.165 0.057 0.109  0.095 0.202  0.088

325 (k) 0.179  0.265 0.189 0229 0.214 0276 0.299  0.270  0.274  0.295 0.034
o(k) 0.069  0.053 0.071 0.036  0.034 0.052  0.047  0.053 0.014  0.048
P(k) 0.091 0.095 0.029  0.049 0.039  0.141 0.147  0.065 0.122  0.221

350 (k) 0.296  0.246  0.161 0.119  0.195 0.229  0.209  0.291 0.227  0.265 0.030
a(k) 0.051 0.041 0.003 0.060 0.078  0.038  0.033 0.052  0.037  0.018
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Table A.L.7. MVM for the DCT coefficient hierarchy, low quality video. The DCT is successively applied
to 4x 4 blocks, 8 x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
P(k) | 0.042  0.381 0.116  0.102  0.123 0.014  0.194  0.007  0.007  0.014

2;4 k) | 0330  0.020 0.070  0.080  0.003 1.054  0.067 0.776  0.654  2.632 0.005
o(k) | 0.083 0.023 0.113 0.113 0.002  0.108  0.046  0.001 0.001 0.389
Pk) | 0.165 0.195  0.170  0.044  0.198  0.065 0.007 0.056 0.084  0.016

rgigl wk) | 0.188  0.001 0.088  0.522  0.158  0.012 1.199  0.663 0.077  3.701 0.007

ok) | 0.153  0.003  0.073  0.223  0.149  0.004  0.001 0.176  0.019  2.081

r=1 Pk) | 0.106  0.096  0.112  0.033 0.177  0.081 0.119  0.092  0.031 0.152
whole wk) | 4364 4761 4.490  2.333 1.516 4704 4437  5.011 2.727 3475 0.030
frames o(k) | 8410  9.726  8.300 1.439 2999  9.528 8.387 1.021 1.546  5.113

_» Pk) | 0.085 0.264  0.021 0.252  0.103 0.188  0.034 0.007 0.007 0.038
r4;4 uk) | 0.122  0.010 2.847  0.027  0.080 0.002 -0.008 -0.238  1.438 0.001 0.008
a(k) | 0.088  0.008  0.461 0.027  0.036  0.002  0.065 0.001 0.001 0.067

Pk) | 0.074  0.138  0.221 0.087  0.069  0.091 0.230  0.007  0.075 0.007
k) | 0.180  0.105 0.024 0.258  0.210 -0.004 0.001 -0.016 0.131 -0.155 ] 0.005
ak) | 0.094  0.040 0.017  0.321 0.083  0.072  0.002  0.001 0.099  0.001

r=2 Pk) | 0.075 0.094 0.082 0.115 0.062 0.114 0.098 0.183  0.059  0.118
whole wk) | 5774  8.184 4194  7.246 1.326 7355 3.258  6.252 1.236 1.006 0.028
frames ok) | 1.593 2444 2029 2.612 3.554 2.599  0.702 1.334  3.803 1.782

_ P(k) | 0.007 0.124  0.100  0.014 0290 0.045 0.075  0.061 0.044  0.239
4xd uk) | 0.171 0.022  0.033  -0.194  0.008 1.687  0.021 0.062  0.027  0.003 0.003
a(k) | 0.001 0.037  0.038  0.068  0.011 1.160  0.037 0.036 0.038  0.003

Pk) | 0.191 0.083 0.024  0.035 0.064 0.131 0.178  0.021 0.016  0.275
uk) | 0288  0.140  0.335 0.207  0.145 0.083 0.014 -0.193  0.887  0.002 0.006
o(k) | 0.042  0.061 0.056  0.086  0.059  0.052  0.008  0.032 1.929  0.003

r=3 Pk) | 0.096 0.077 0.078 0.074 0.095 0.112 0.144 0.145 0.069  0.110
whole uk) | 5900  6.598 5979  7.133 5576 3900 3.819 2407 8.889  5.137 0.031
frames o(k) | 1.285 1.685 1.300 1.828 1.331 0.088  0.835 0.677 1.483 1.319

Pk) | 0.034  0.398 0.138 0.072 0.117  0.029  0.007  0.128 0.064  0.014
4xd wk) | 0.082 0.002 0.009  0.073 0.012 2.087 0297 0.011 -0.031 -0.197 | 0.007
a(k) | 0.046  0.002 0.021 0.019  0.003 0.375 0.001 0.021 0.034  0.003

Pk) | 0.094 0285  0.051 0.091 0.164 0.127  0.159  0.007 0.014  0.007
wk) | 0.100  0.004 0.068 0.192 0.046 0.062 0.007 2.893 -0.149 3.207 0.007
a(k) | 0.045 0.005 0.026  0.063 0.030  0.028  0.018 2.214  0.008  2.221

r=4 Pk) | 0.077  0.059  0.133 0.068 0.071 0.182  0.195 0.072  0.067  0.075
whole wk) | 4352 4.748 3.808 5.011 5.265 3.038 2.446 5.319 5379  4.508 0.040
frames ok) | 1.352 1.427 0911 1.407 1.362 0.983 0.875 1.351 1.338 1.402

_ Pk) | 0.016 0.009 0.015 0.027 0291 0.009  0.040  0.027  0.533 0.033
4xd uk) | 0.014  0.063 0.005 0.005 0.008 0.073 -0.078 0.016 0.001 -0.129 |} 0.011
ok) | 0.046  0.064  0.046  0.046  0.009 0.063 0.503 0.046  0.001 0.017

Pk) | 0.018 0.012  0.530  0.052  0.295 0.015 0.007  0.028  0.033 0.009
wk) | 0.111 0.111 0.011 0.062  0.003 0.829 -0.293  -0.098 0.168  0.111 0.006
ok) | 0.022  0.018 0.014  0.011 0.003 1.693 0.001 0.025  0.025  0.018

r=>5 Pk) | 0.102  0.117  0.070  0.106  0.095  0.107  0.081 0.094  0.093  0.135
whole wk) | 2968 4455 2288 2789  2.798 3442 1.716  3.014 2948  4.570 0.033
frames ok) | 0.854  0.664 0.802 0917 0919 0.827 0.712  0.928  0.931 0.643
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Table A.L.8. MVM for the DCT (applied on the whole frames) coefficient hierarchy, low quality video.

Rank Model parameters Error
P(k) 0.106  0.096 0.112  0.033 0.177  0.081 0.119  0.092  0.031 0.152

1 u(k) 4364  4.761 4.490  2.333 1.516 4704 4.437  5.011 2.727  3.475 0.030
o(k) 8.410  9.726  8.300 1.439 2999  9.528 8.387 1.021 1.546  5.113
P(k) 0.064 0.124 0.094 0.112  0.093 0.084  0.055 0.109  0.152  0.115

25 wk) 1.094 1.650 1.171 1.319 1.264 1.109 1.121 0.996  0.651 1.009 0.038
o(k) 0.299 1.876  0.310  0.295  0.303 0.303 0.306  0.253 0.212  0.190
P(k) 0.102 0.024 0.139 0.119 0.111 0.149  0.007 0.122  0.125 0.102

50 wk) 0.648 0919 0.644 0.858  0.653 0.543 0.271 0.658 0.984  0.686 | 0.033
o(k) 0218 0.138  0.217  0.241 0.218  0.143 0.005 0.219  0.104  0.227
P(k) 0.056  0.095 0.068 0.114 0.114 0.118 0.117  0.123 0.069  0.124

75 w(k) 0492 0.550 0426 0410 0.802 0.732  0.398 0.453 0.695 0.430 | 0.041
o(k) 0.158 0.144 0.156 0.154  0.103 0.106  0.151 0.157 0.106 0.114
P(k) 0.007 0.040 0.164 0.036  0.043 0.114  0.083 0.113 0.148  0.252

100 w(k) 1.025 0.616 0346 0.610 0.508 0.445 0.506  0.675 0.425 0.298 0.044
o(k) 0.001 0.021 0.106  0.008 0.099 0.109 0.099 0.064 0.076  0.092
P(k) 0.064  0.103 0.105 0.146  0.073 0.158 0.046  0.131 0.093 0.081

125 u(k) 0464 0336 0529  0.293 0.500  0.227  0.585 0.344 0.398  0.421 0.034
o(k) 0.127  0.091 0.037  0.091 0.117 0.076  0.127  0.063 0.123 0.127
P(k) 0.013 0.089  0.075 0.023 0.021 0.091 0.068 0.069  0.251 0.112

150 w(k) 0370 0.297 0.286  0.344 0.470 0340 0.511 0.320 0.218 0.286 | 0.034
o(k) 0.002  0.085 0.074  0.001 0.048  0.101 0.129  0.095 0.076  0.065
P(k) 0.131 0.111 0.068  0.145 0.116  0.136  0.048 0.111 0.075 0.059

175 w(k) 0.259 0.267 0452 0.218 0412 0.175 0.319  0.361 0.392  0.281 0.037
o(k) 0.062  0.061 0.117  0.071 0.025 0.060 0.096 0.097 0.105 0.082
P(k) 0.097 0.168 0.062  0.080 0.108  0.053 0.108 0.165 0.081 0.078

200 w(k) 0.222  0.385 0456 0.126 0218 0.296 0.276  0.212  0.295 0.253 0.034
o(k) 0.060  0.033 0.105 0.042  0.060 0.080  0.076  0.061 0.079  0.068
P(k) 0.025 0.135 0.051 0.060 0.150 0.077 0.072  0.089 0.188  0.154

225 w(k) 0.181 0.230  0.261 0408 0352 0358 0.239 0.229 0.131 0.221 0.035
o(k) 0.001 0.052  0.070  0.107  0.033 0.047  0.061 0.051 0.043 0.050
P(k) 0.082  0.263 0.020 0.106  0.067  0.029  0.165 0.105 0.046  0.117

250 w(k) 0.226 0327 0480  0.193 0.206  0.257 0.130 0.237 0.236  0.153 0.034
o(k) 0.063 0.040  0.063 0.026  0.059  0.060  0.043 0.062  0.013 0.046
P(k) 0.079  0.093 0.210 0.126  0.134  0.104  0.051 0.065 0.022  0.117

275 w(k) 0.192  0.203 0.315 0.115 0.165 0.224 0.152 0.206  0.442  0.215 0.033
o(k) 0.054  0.057  0.035 0.040  0.048  0.058  0.047  0.057  0.065 0.058
P(k) 0.107 0.196 0.217 0.026  0.072  0.138  0.007  0.071 0.055 0.111

300 (k) 0.158 0.296 0.126  0.393 0.220  0.153 0.203 0.220  0.218  0.209 0.034
a(k) 0.047  0.033 0.044  0.070  0.051 0.047  0.001 0.051 0.051 0.053
P(k) 0.122  0.060 0.014 0.080 0.036 0.194 0.117 0.077 0.116  0.184

325 (k) 0.200 0.194 0429 0.160 0.204  0.283 0.172  0.219  0.133 0.112 0.035
o(k) 0.048 0.049 0.019 0.046  0.048 0.030 0.049  0.043 0.042  0.039
P(k) 0.145 0.131 0.087  0.131 0.054  0.067 0.106 0.164 0.014 0.101

350 (k) 0.149 0.116  0.187 0.092  0.187  0.183 0.184 0274  0.408  0.219 0.034
a(k) 0.030  0.037 0.047  0.032  0.047  0.048  0.048 0.026  0.018  0.037
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Figure A.L.9. IVM and histogram computed for eight ranks in the DCT (applied on whole frames), low

quality video.
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Figure A.I.10. MVM and histogram computed for eight ranks in the DCT (applied on whole frames),

low quality video.
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Table A.L.9. IVM for the DCT coefficient hierarchy, high quality video. The DCT is successively applied
to 4x 4 blocks, 8 x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
Pk) | 0.169  0.030  0.021 0.054 0379 0.020 0.146  0.069  0.036  0.075

2;4 wk) | 0.038  0.301 0.241 0.188 0.012 0417 0.072 0.122  0.712  0.115 0.018
o(k) | 0.013 0.026  0.062  0.019  0.007  0.036  0.015 0.037  0.063 0.030
Pk) | 0365 0.086  0.059  0.063 0.058 0.014 0.160 0.077  0.058 0.057

rgigl wk) | 0.058 0228 0436  0.843 0.452 1.732  0.158  0.311 0.213 0.452 0.022

ok) | 0.029  0.057  0.120  0.217  0.117  0.185  0.060  0.084  0.065 0.117

r=1 Pk) | 0.111 0.047  0.093 0.073 0.107  0.111 0.081 0.059  0.112  0.207
whole wk) | 9.197 12723 154.61 145.82 158.72 169.18 165.88 143.27 169.84 243.29 | 0.031
frames o(k) | 11.277 21.180 25.140 20.254 26.491 29.053 38.436 19.121 29.188 36.449

_» Pk) | 0.068 0.036  0.007 0239  0.126  0.043 0.191 0.050  0.206  0.033
r4;4 uk) | 0.111 0.104  0.427  0.007  0.041 0.188  0.002  0.076  0.024  0.054 0.023
a(k) | 0.031 0.029  0.001 0.004  0.009 0.052 0.002 0.007 0.010 0.020

Pk) ] 0.048 0.058 0.137 0.054 0.046 0.132 0.152 0255 0.079  0.038
wk) | 0312 0220  0.008 0319 0.589  0.103  0.151 0.039  0.101 0.304 0.023
ak) | 0.079  0.021 0.006  0.082  0.162  0.031 0.015  0.016  0.031 0.071

r=2 Pk) | 0.141 0.095  0.081 0.062  0.111 0.139  0.054 0.148 0.046  0.123
whole wk) | 26.565  12.129 66913  15.858 28.111 18.811 38.464 27.155 41.212 23.048 | 0.020
frames ok) | 5.286 1.996 1.644 2995 5379 2442  6.747  5.111 5.040  5.040

_ Pk) | 0.083  0.081 0.022  0.128  0.021 0.129  0.007  0.404 0.040  0.085
4xd uk) | 0.038  0.025 0.093 0.012 0.122  0.013  0.055 0.003  0.127  0.050 0.021
ak) | 0.009  0.006 0.024  0.005 0.034 0.005 0.001 0.002  0.033  0.013

Pk) | 0.031 0.119  0.181 0.099  0.073 0.182  0.097 0.029 0.106  0.081
uk) | 0276 0.021 0.044  0.094 0.147  0.005 0.085 0.303 0.191 0.161 0.022
o(k) | 0.089  0.004 0.016 0.027 0.044  0.004 0.027  0.088  0.053 0.048

r=3 Pk) | 0.089  0.081 0.093 0.118 0.094 0.105 0.135 0.096  0.083 0.105
whole u) | 9262 14.392 28328  17.920 24.852 13913 19.384 19.927 13.630 16.726 | 0.026
frames o(k) | 1.193 2.358 5.642  3.201 4348 2272 2475  4.085 2.252 3.170

Pk) | 0.036 0.219  0.025 0.020  0.392 0.083 0.024  0.125 0.060  0.015
4xd wk) | 0.043 0.007  0.041 0.072 0.002 0.022 0.069  0.011 0.024  0.107 0.020
a(k) | 0.012 0.003 0.001 0.014  0.002 0.005 0.015 0.003 0.005 0.005

Pk) | 0.054  0.037 0.060 0.065 0342 0.010 0.197 0.094 0.070  0.070
wk) | 0.121 0.155  0.231 0.062  0.028 0.119 0.005  0.083 0.086  0.183 0.024
a(k) | 0.029  0.003 0.063 0.021 0.013 0.001 0.004  0.024  0.014  0.040

r=4 Pk) | 0.102  0.099 0.084 0.132  0.007 0.128 0.098 0.111 0.136  0.101
whole wk) | 18566 17.552  9.542  12.635 33.932 11.760 16.691 13.788 14.908 16.390 | 0.031
frames a(k) | 3.937  4.250 1.674  2.970  0.001 3.271 4.450  2.504 1.870  4.498

_ Pk) | 0.011 0.132 0387  0.245 0.002  0.026  0.007  0.027  0.129  0.034
4xd wk) | 0.022  0.009  0.001 0.003 0.013 0.020  -0.006 0.018 0.002  0.017 0.010
a(k) | 0.002  0.002  0.001 0.001 0.006  0.021 0.001 0.021 0.002  0.002

Pk) | 0.049  0.050  0.053 0.029  0.067 0.024 0.212  0.065 0.209  0.239
wk) | 0.039  0.061 0.047  0.097 0.057 0.098 0.007 0.121 0.002  0.018 0.021
a(k) | 0.011 0.018  0.015 0.030 0.017 0.030 0.003 0.028  0.002  0.006

r=>5 Pk) | 0.104  0.106  0.089  0.079 0.096 0.057 0.115 0.088  0.092  0.173
whole wk) | 11.747  12.399  13.864 14.687 13.404 18.829 11.992 14.034 13.083  8.248 0.025
frames ok) | 1.766  2.301 2.559 2420 2486  2.622 1.545  2.559  2.551 1.280

A.l-21




Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Table A.L.10. IVM for the DCT (applied on the whole frames) coefficient hierarchy, high quality video.

Rank Model parameters Error
P(k) 0.111 0.047  0.093 0.073 0.107  0.111 0.081 0.059 0.112  0.207

1 (k) 9.197 127.23 154.61 145.82 158.72 169.18 165.88 143.27 169.84 243.29 | 0.031
o) | 11.277 21.180 25.140 20.254 26.491 29.053 38.436 19.121 29.188 36.449
P(k) 0.103 0.136  0.108  0.104  0.063 0.109 0.134  0.072  0.087  0.085

25 wk) 4.971 3.746  5.029 4737 2998 4546 4.056 5939 5482 5264 | 0.036
o(k) 0439 0452 0444  0.713 0.922  0.667 0.573 0.909 0.902 0911
P(k) 0.104  0.101 0.108  0.088  0.091 0.124  0.114  0.119  0.058  0.092

50 wk) 2.568 2954 3252  3.192 3217 3.139 3474 2.436 1.967  3.229 0.028
o(k) 0.330 0.420 0.284 0492 0494 0.225 0475 0.282  0.631 0.494
P(k) 0.063 0.103 0.233 0.128  0.105 0.051 0.094  0.111 0.063 0.049

75 w(k) 2260 2.604 2411 1.960 2.519 2279 2994  2.286 1.589 1.529 0.037
o(k) 0.322  0.335 0.157  0.203 0.346 0355 0.239 0306 0.117  0.526
P(k) 0.075 0.093 0.118  0.221 0.065 0.090 0.113 0.078  0.067  0.080

100 w(k) 2420  2.112 1.657 2.006 2327 1.864 1.599 1.962 1.673 1.988 0.029
o(k) 0.532  0.111 0.277  0.143 0.303 0.398 0.280 0414 0.332 0.413
P(k) 0.100  0.107 0.096 0.124  0.169 0.018 0.105 0.165 0.068  0.046

125 u(k) 1.205 1.497 1.778 1.673 1.729  2.194 1.591 1.902 2360 0.977 0.031
o(k) 0.076  0.177  0.253 0.218 0.107 0.004  0.195 0.121 0.171 0.379
P(k) 0.176  0.161 0.118  0.055 0.096  0.059  0.053 0.125 0.036  0.121

150 w(k) 1.532 1.552 1.385 1.310 1.069 1.032 1.942 1.436 1.981 1.614 | 0.032
o(k) 0.165 0.168 0.187 0.355 0.054 0329 0.219 0.191 0.208  0.157
P(k) 0.234  0.087 0.159 0.014  0.105 0.012  0.126  0.041 0.111 0.110

175 w(k) 1.467 1.359 0958  0.485 1.389 1.297 1.329 1.387 1.201 1.788 0.037
o(k) 0.148 0.179 0.088  0.031 0.068  0.181 0.178 0.189  0.138  0.206
P(k) 0.096 0.090 0.100 0.084 0.178 0.009  0.183 0.095 0.110  0.054

200 w(k) 1.224 1.505 1.257 1.137 1.307  2.089 1.318 0.869 1.164 1.690 | 0.032
o(k) 0.197  0.255 0.184  0.237  0.090 0.219  0.163 0.101 0.226  0.086
P(k) 0.122  0.060 0.042 0.039 0.166 0225 0.089 0.118 0.126  0.009

225 w(k) 1.059 1.547  0.785 1.585  0.920 1.245 1.133 1.053 1.178 1.137 0.036
o(k) 0.221 0.089 0.016 0.254  0.185 0.084 0.229  0.220  0.103 0.001
P(k) 0.072  0.072  0.073 0.081 0.099  0.033 0.132  0.128  0.127  0.180

250 w(k) 1.031 1.418  0.864 1.195  1.0273  0.736 1.045 0.791 1.132 1.161 0.036
o(k) 0.037  0.177  0.171 0.241 0.223 0.003 0.227  0.137  0.139  0.055
P(k) 0.125 0.064 0.168  0.097  0.095 0.079  0.075 0.078  0.120  0.097

275 w(k) 0.676 1.217 1.009 1.097 0900 0.914  0.886 1.003 1.102 1.179 0.031
o(k) 0.059  0.201 0.077 0.234  0.122  0.113 0.233 0.251 0.053 0.211
P(k) 0.037  0.029  0.095 0.118 0.102  0.182  0.078 0.097  0.143 0.119

300 (k) 0.614 1.047 0.860 0.865  0.981 1.004  0.927 1.286  0.777  0.891 0.033
a(k) 0.006  0.038  0.191 0.192  0.080 0.066  0.207  0.133 0.161 0.199
P(k) 0.062  0.227 0.072  0.055 0.211 0.087  0.093 0.142  0.115 0.062

325 (k) 1.030  0.946 1.226 0959 0912 0.836  0.703 0.333 0.582  0.945 0.037
o(k) 0.157 0.108  0.123 0.120  0.105 0.089  0.046  0.046  0.025 0.112
P(k) 0.100 0.092 0.074 0.044 0.040 0.107 0.049 0.096 0.188  0.209

350 (k) 0.551 0.672 1.030 0.898  0.539 1.055  0.748 0.804 0.884  0.903 0.037
a(k) 0.022  0.057 0.159  0.149 0.200 0.154  0.086  0.091 0.091 0.094

A.I-22




Appendix I: Natural Video Modelling

Table A.LI.11. MVM for the DCT coefficient hierarchy, high quality video. The DCT is successively
applied to 4 x4 blocks, 8 x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
Pk) | 0.136  0.038  0.011 0.015 0.127  0.071 0.007  0.134 0.284  0.175

2;4 wk) | 0.024  0.196 0359 2757  0.093 0309 -0.192 0.049 0.024  0.003 0.007
ok) | 0.079  0.020  0.025 1.149  0.044  0.143 0.001 0.086  0.019  0.005
Pk) | 0172  0.179  0.016  0.166 0.046  0.162  0.081 0.071 0.029  0.077

rgigl wk) | 0.125  0.119 1.758 0.002  0.736  0.178  0.089  0.001 0.812 0.547 0.006

ok) | 0.113  0.111 0.367  0.006  0.140  0.118 0.009  0.182  0.370  0.039

r=1 Pk) | 0.084  0.098  0.021 0.112  0.086  0.129  0.096 0.126  0.142  0.106
whole wk) | 56.025 15637 264.42 14593 169.81 130.69 131.01 130.99 127.06 50.152 | 0.029
frames o(k) | 4466 30.703 8931 32.519 28.145 25.662 34.621 25.528 25.151 14.989

_» Pk) | 0.293 0.029  0.184  0.041 0.052  0.052  0.001 0.064  0.007  0.277
r4;4 uk) | 0.029 2.047 0.002 -0.102 0.136  0.108  0.040  0.122  0.487 0.011 0.012
a(k) | 0.023 0.392  0.002 0.055 0.050 0.057 0.078  0.055  0.001 0.011

Pk) ] 0.076  0.074 0.102  0.064 0.109 0.092 0.122  0.085 0.197  0.079
wk) | 0.171 0.397  0.126  0.095  0.001 0.227  0.031 0.215  0.012  -0.043 } 0.003
a(k) | 0.091 0.262  0.057 0.012 0.002 0.088 0.018  0.091 0.024  0.157

r=2 0.103  0.097 0.137 0.025 0.154 0.129  0.115  0.021 0.162  0.054
whole wk) | 29.756 28765 17.165 59.266 11.120 22.523 27.161 60.163  20.777 32.090 | 0.028
frames ok) | 7.706  8.152  6.287 1.108  3.710 8502  8.662 11.011 3.427  6.295

_ Pk) | 0.007  0.211 0.250  0.014  0.021 0.241 0.118  0.007  0.007  0.123
4xd uk) | -0.169  0.034  0.009 0245 2570 0.002  0.076  -0.143 -0.271  -0.012 |} 0.006
a(k) | 0.001 0.013  0.008 0.005 0.679 0.002 0.046  0.001 0.001 0.026

Pk) | 0.135 0.046  0.197  0.141 0.027  0.106  0.036 0.047 0.257  0.007
uk) | 0.142  0.089  0.001 0.014  0.460  0.142  0.243 0.147  0.032  -0.409 | 0.003
o(k) | 0.094  0.087  0.004  0.063 0.039  0.028  0.067  0.093 0.025 0.001

r=3 P(k) | 0.093 0.158  0.159  0.099 0.007 0.095 0.108 0.094 0.135 0.051
whole uk) 1 20396 13.139  8.059  23.705 49.601 18.190 16.688 19.638 13.908 24.254 | 0.025
frames ok) | 5.519  2.854 1.931 5.330  0.001 4.394  3.968 5.257 3305 5.2111

Pk) | 0.092 0.007  0.048 0.061 0.018 0.304 0.076  0.038 0.299  0.056
4xd wk) | 0.026  0.032 0.006  0.022 0.098 0.009  0.001 0.065 0.002 0.069 0.012
a(k) | 0.012 0.022 0.026  0.012 0.004  0.006  0.025 0.013 0.002 0.269

Pk) | 0.021 0.050  0.007  0.202  0.421 0.026  0.014 0.042 0.126  0.090
wk) | 0366  0.032 -0.162  0.091 0.007  -0.081 -0.342  0.063 0.039  0.174 0.004
o(k) | 0.044  0.051 0.001 0.019  0.010 0.017 0.012 0.044  0.006  0.013

r=4 Pk) | 0.094 0.079  0.103 0.102  0.075 0.105 0.124  0.119  0.128 0.068
whole wk) | 14485  7.228 14.097 13.652 16.560 11.610 10911 11.813 9.818 19.582 | 0.031
frames ok) | 4.502 0479  3.616  4.323 4.309  4.473 4.282  4.195 3.226 3.961

_ Pk) | 0.063 0.029  0.158  0.001 0.007 0413 0.007  0.056  0.051 0.214
4xd wk) | -0.028  1.296  0.007  0.190 -0.289  0.003 0.190  0.015  0.108  0.000 0.015
ak) | 0.062  0.630 0.016  0.001 0.001 0.003 0.001 0.011 0.031 0.001

Pk) | 0.015 0.015 0.016  0.007 0.530 0.007 0.146  0.141 0.007  0.115
uk) | -0.065 0.765  0.081 0.215  0.004 -0.246  0.061 0.025 -0.365 0.103 0.002
ok) | 0.030 2317  0.039  0.001 0.007  0.001 0.018  0.015  0.001 0.036

r=>5 Pk) | 0.109  0.137  0.117 0.115 0.078 0.070  0.117  0.128  0.030  0.095
whole ak) | 10319 8998 10.979 11.164 14.632 14.744 11.177 6.458 21.574 11.841 | 0.027
frames ak) | 3.021 3.027 2714 2900 2.826 2.795  2.896 1.155  4.013 3.327
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Table A.I.12. MVM for the DCT (applied on the whole frames) coefficient hierarchy, high quality video.

Rank Model parameters Error
P(k) 0.084 0.098  0.021 0.112  0.086  0.129  0.096 0.126  0.142  0.106

1 wk) | 56.025 156.37 264.42 14593 169.81 130.69 131.01 130.99 127.06 50.152 | 0.029
o(k) 4.466 30.703 8931 32.519 28.145 25.662 34.621 25.528 25.151 14.989
P(k) 0.099  0.089  0.125 0.087 0.089 0.045 0.102  0.111 0.100  0.150

25 wk) 3.194 3.160 4.078 3.392  3.275 2495  2.009 3.747 5267 4342 0.038
o(k) 1.044 1.048  0.903 1.071 0.248  0.113 0.759 1.034  0.395 0.853
P(k) 0.090 0.100  0.131 0.105 0.075  0.081 0.112  0.114  0.096  0.093

50 wk) 2.785 2.098 2511 2.163 1.441 2.086  2.669  3.280 1.738  2.299 0.039
o(k) 0.835 0.365 0.540  0.628  0.493 0.638 0.792 0357 0.572  0.630
P(k) 0.145 0.079 0.188 0.137 0.072  0.071 0.085 0.078  0.068  0.076

75 w(k) 2490 2516 1.283 1.399 1.800 1.826 1.717 1.791 2.057 1.816 | 0.036
o(k) 0.202  0.575 0.374 0392  0.441 0.449 0414 0437 0.562  0.445
P(k) 0.057  0.067 0.101 0.076  0.121 0.157 0.132  0.104  0.090  0.094

100 w(k) 2.171 2.060 1.843 1.587 1.189 1.057 1.157 1.746 1.729 1.444 | 0.037
o(k) 0.366  0.055 0.392 0359 0324 0.295 0317 0397 0.401 0.363
P(k) 0.108 0.148 0.098  0.081 0.077  0.022  0.153 0.108 0.114  0.089

125 u(k) 1.267 1.085 1.372 1.317 1.371 2.225 09764 1.100 1.769 1.360 | 0.038
o(k) 0.415 0.271 0.423 0.422  0.423 0.624  0.332  0.338  0.095 0.423
P(k) 0.161 0.138  0.088 0.007 0.130 0.149 0.107 0.106  0.114  0.043

150 w(k) 1.129  0.980 1.331 0.616  0.970  0.665 1.799 1.125 1.537 1.441 0.040
o(k) 0.261 0.222  0.225 0.001 0.220  0.167 0.329  0.261 0.156  0.370
P(k) 0.046  0.138  0.041 0.095 0.039  0.131 0.153 0.185 0.132  0.040

175 w(k) 1.667  0.768 1.521 1.059 1.427  0.963 1.399 0984  0.545 1.486 | 0.034
o(k) 0.281 0.127  0.325 0.196 0344  0.199  0.101 0.183 0.119  0.333
P(k) 0.125 0.079  0.089  0.144  0.085 0.116  0.071 0.097  0.106  0.088

200 w(k) 0.915 0.631 0.908 0.687 0.879  0.757 1.484 1.304  0.827 1.183 0.037
o(k) 0.279  0.222  0.281 0.218 0.279  0.265  0.295 0.080  0.276  0.328
P(k) 0.039  0.075 0.134  0.117  0.105 0.091 0.108 0.140  0.039  0.149

225 w(k) 1.056 1.237  0.668  0.501 0.745  0.641 1.224  0.868 1.587 0976 | 0.030
o(k) 0.251 0.075 0.156  0.136  0.181 0.117 0.144  0.194  0.244  0.145
P(k) 0.137  0.112  0.061 0.081 0.108 0.038 0.166 0.137  0.053 0.106

250 w(k) 0442 0.864 0.886  0.884  0.882 1.238  0.618 1.145 1.363 0.699 0.031
o(k) 0.098 0.172 0.170  0.170  0.170  0.279  0.106  0.103 0.246  0.141
P(k) 0.084 0.097 0.067 0.068 0.044 0.045 0.160 0.122 0.192  0.119

275 w(k) 0.779  0.795 0.775 0.714  0.718 1.331 0.469  0.561 1.068  0.674 | 0.037
o(k) 0.186  0.172  0.187  0.192  0.123 0.254  0.165 0.182  0.102  0.192
P(k) 0.093 0.108 0.029 0.087 0.089 0.165 0.117 0.124  0.165 0.020

300 (k) 0.723 0.828 1.089  0.987 1.203 0.575  0.781 0.676  0.404 0.813 0.036
a(k) 0.159 0.174  0.002  0.065 0.216  0.095 0.172  0.148  0.092  0.077
P(k) 0.169  0.111 0.064 0.097 0.118 0.034 0.115 0.087 0.076  0.128

325 (k) 0.977 0.567 0.750  0.723 0.441 1.267 0.589  0.731 0.690  0.443 0.036
o(k) 0.088 0.174  0.147  0.155 0.152  0.217  0.177  0.153 0.165 0.152
P(k) 0.123 0.129  0.089  0.077  0.183 0.059  0.081 0.049 0.113 0.096

350 (k) 0.486 0.736  0.593 0.519  0.936 1.045 0.504 0317  0.421 0.618 0.039
a(k) 0.175 0.047  0.181 0.180  0.069  0.211 0.023 0.047  0.044  0.031
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A.l.2.2. Model computation — MSVM

Table A.I.13. MSVM for the DCT coefficient hierarchy, low quality video. The DCT is successively
applied to 4 x4 blocks, 8 x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
Pk) | 0.029  0.006  0.135 0.079  0.009 0.074 0.014  0.021 0.007  0.625

2;4 wk) | 0.029  0.076  0.004 0.009 0.086 0.010 0.037  0.053 0.024  0.001 0.011
o(k) | 0.001 0.009  0.002  0.004 0.010 0.004 0.002  0.003 0.001 0.001
Pk) | 0.088 0.008 0.265 0.014 0.198 0.037 0.027 0.017 0.254  0.093

rgigl wk) | 0.080  0.180  0.003 0298  0.028 0.184 0.145  0.283 0.010  0.069 0.014

ok) | 0.023  0.052  0.002  0.071 0.010  0.028  0.002  0.072  0.005 0.025

r=1 Pk) | 0.047 0384  0.280  0.013 0.055 0.082  0.001 0.053 0.029  0.056
whole wk) | 3336 0.141 0.141 2.348  4.533 5.063 0.149  7.526  5.011 5.745 0.004
frames o(k) | 3.524  0.058  0.058 1.469 1.930  3.968  0.058 9.989  8.723 7.853

_» Pk) | 0215 0.049 0234 0234 0.029 0.049 0.017 0.064  0.045 0.063
r4;4 uk) | 0.009 0.070  0.028  0.003 0.125 0.067  0.079  0.000 0.354  0.202 0.018
a(k) | 0.004  0.022  0.012  0.001 0.008  0.021 0.021 0.001 0.107  0.049

Pk) ] 0.090 0.205 0.106 0.202 0.218 0.028 0.238  0.218  0.251 0.050
wk) | 0292  0.097 0.157  0.007 0418 0.768  0.219 1.521 0.038  0.472 0.011
a(k) | 0.032  0.021 0.021 0.005  0.085 0.022  0.047  0.361 0.017  0.077

r=2 Pk) | 0.053 0.555 0.077 0.039 0.116 0.047 0.047 0.037 0.007  0.021
whole uk) | 8.859  0.140  5.471 8.362  0.143 8.596 1.568 8292 2766  3.565 0.003
frames o(k) | 1403  0.055  0.700 1.401 0.055 1.415  5.527 1.391 0.001 0.132

_ P(k) | 0.037 0.092 0.053 0.014 0.053  0.031 0373  0.049  0.250  0.048
4xd u(k) | 0.001 0.074  0.062  0.101 0.032  0.006 0.053 0.023  0.178  0.005 0.018
a(k) | 0.001 0.021 0.001 0.021 0.011 0.003  0.002  0.009  0.050  0.049

Pk) | 0.186  0.041 0.033 0.232  0.090 0.172 0.057 0.075 0.034  0.079
uk) | 0.099  0.245 0.123 0.041 0.160  0.009 0.070  0.225 0410  0.354 0.019
o(k) | 0.020  0.059  0.041 0.013 0.008  0.006  0.005 0.035 0.109  0.100

r=3 Pk) | 0.070  0.341 0.042  0.293 0.014  0.031 0.016 0.052  0.072  0.069
whole uk) | 7.632  0.144  2.809  0.145 0.155 4.115 0.155 6.303 5.523 5.413 0.004
frames o(k) | 1.453 0.058  0.155 0.059  0.058  0.378  0.058 1.131 0.813 0.870

P(k) | 0.040  0.123 0.008 0.246  0.034  0.026  0.139  0.285 0.076  0.022
4xd wk) | 0.198 0.048 0.139  0.013 0.097  0.099 0.026  0.003 0.065 0.146 0.015
a(k) | 0.020  0.007 0.026  0.005 0.010  0.011 0.006  0.003 0.005 0.022

Pk) | 0.062 0.115 0.027 0.068 0.108 0415 0.026  0.040  0.063 0.077
wk) | 0.223 0.098 0389 0.159 0.148 0.045 0.530  0.003 0.188  0.294 0.023
a(k) | 0.043 0.029  0.087  0.059  0.015 0.027 ~ 0.052  0.001 0.058  0.065

r=4 Pk) | 0.020  0.101 0.057  0.209  0.047  0.053 0.130  0.017  0.313 0.050
whole wk) | 3.555 5710 4614 0.137  2.667 0.137 4536  0.138 0.139  0.137 0.004
frames a(k) | 4.598 0.462 1.070  0.741 0.059  0.319  0.741 0.059 0.59 0.739

_ Pk) | 0.062 0.042  0.070  0.285 0.100  0.201 0.116  0.038  0.057  0.028
4xd wk) | 0.082  0.164 0.090 0.014 0.050 0.002 0.036 0359 0.106 0.261 0.015
ak) | 0.012  0.011 0.023 0.006  0.009  0.001 0.014  0.096  0.025  0.041

P(k) | 0.0129 0.039  0.012  0.049 0.237  0.048  0.173 0.079  0.042  0.192
wk) | 0.361 0.584  0.005  0.008 0.043 0.867 0.190  0.206 0316  0.096 0.017
a(k) | 0.100  0.154  0.001 0.004  0.016  0.197  0.051 0.061 0.084  0.022

r=>5 Pkk) | 0.114  0.087  0.038  0.064 0.017 0.085 0.0778 0.039  0.051 0.427
whole wk) | 0.144 3818  0.143 4516  3.613  0.143 2.517  4.043 5.011 0.144 0.004
frames ok) | 0.052 0455 0.052 0.685 0.577 0.052  0.376  0.699 1.032  0.052
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Table A.I.14. MSVM for the DCT (applied on the whole frames) coefficient hierarchy, low quality video.

Rank Model parameters Error

Pk) | 0.047 0384 0280 0.013 0.055 0.082  0.001 0.053  0.029  0.056
1 (k) 3336 0.141 0.141 2348 4533  5.063  0.149 7.526  5.011 5.745 | 0.004
o(k) 3.524  0.058  0.058 1469 1930  3.968  0.058 9989  8.723  7.853

Pk) | 0.069  0.021 0.137 0341  0.099 0.016 0.130 0.024 0.023  0.138
25 (k) 0.155 1.374  1.287  0.141 0.155  0.157 1.559 1.395 1.826  0.161 0.018
a(k) 0.055 0.219  0.221 0.056  0.055 0.055  0.171 0.216  0.311 0.054

Pk) | 0218 0.015 0307 0.185 0.008 0.022  0.021 0.025  0.165 0.035
50 (k) 0.991 0.645 0.149 0226  0.649 0.752 0368 0.779  0.099  0.829 | 0.035
a(k) 0.104  0.073  0.040 0.032 0.074 0.123  0.040  0.131 0.033  0.138

Pk) | 0.042 0.040 0.067 0.073 0.030 0.447 0.029 0.018 0.192  0.064
75 (k) 0.657 0.070  0.825 0.730 0.664 0.179 0.495 0.603 0.162  0.745 | 0.042
o(k) 0.755 0.005 0.087 0.048 0.077 0.057 0.032 0.002 0.061 0.103

Pk) | 0.027 0.074 0.047 0214 0.115 0.067 0.054 0.161 0.025 0.216
100 wk) | 0782 0205 0434 0.187 0.195 0.079 0.568 0.186  0.255  0.596 | 0.058
a(k) 0.033  0.057 0.108 0.057 0.058 0.007 0.075 0.056 0.078  0.060

Pk) | 0.036  0.025 0.022 0.176 0263  0.092  0.079  0.256  0.008  0.044
125 (k) 0326 0335 0.642 0516  0.149  0.246  0.251 0.215  0.237  0.611 0.055
o(k) 0.086  0.090 0.058 0.046 0.060 0.071  0.072  0.065 0.001 0.069

Pk) | 0.109  0.126  0.060  0.126  0.107  0.076  0.066  0.007  0.226  0.095
150 (k) 0.257 0.244 0555 0477 0374 0302  0.092  0.071 0.161 0.338 | 0.062
o(k) 0.045 0.042 0.054 0.032 0.077 0.075 0.008  0.001 0.035  0.082

Pk) | 0.068 0.137 0.058 0.116  0.039  0.131 0.117  0.164  0.099  0.071
175 (k) 0.256 0328 0.269 0269 0.117 0217 0432 0.235 0.255 0.439 | 0.055
o(k) 0.096  0.063  0.096 0.089 0.023 0.093 0.039 0.060 0.095 0.136

Pkk) | 0.148 0.047 0.081 0.138  0.090 0.115 0.089 0.070  0.106  0.116
200 wk) | 0.154 0302 0278 0372 039 0332 0268 0351 0265 0.313 | 0.057
a(k) 0.040  0.087  0.066 0.021  0.076  0.092  0.044  0.089  0.042  0.091

Pk) | 0.088 0.103  0.063 0.120  0.059  0.094 0.090 0.214  0.087  0.083
225 wk) | 0298 0265 0337  0.150 0296 0443 0303 0371 0296  0.298 | 0.058
a(k) 0.039  0.032  0.060 0.045 0.070  0.048  0.069  0.035 0.070  0.070

Pk) | 0.131 0.083 0.108 0.150 0.046  0.063  0.129  0.099  0.102  0.088
250 (k) 0385 0300 0423 0.164 0378 0371 0318 0.320 0.357 0.294 | 0.050
a(k) 0.089  0.067  0.081 0.046  0.091 0.092  0.037  0.080  0.092  0.063

Pk) | 0.040 0.013  0.065 0.087 0.136  0.044  0.281 0.154  0.107  0.072
275 (k) 0385 0497 0.351 0446 0364 0378  0.230  0.541 0312  0.418 | 0.059
a(k) 0.026  0.001 0.088 ~ 0.103  0.095  0.081 0.067  0.082  0.018  0.106

Pk) | 0.009 0.063 0.080 0.119 0.121  0.126  0.142  0.105  0.139  0.095
300 (k) 0.055 0.517 0446 0218 0.670 0.281  0.280 0471 0.643  0.345 | 0.056
o(k) 0.001 0.126  0.087  0.045 0.118 0.018 0.063  0.058 0.045  0.054

Pk) | 0.132  0.085 0.079 0.061 0.089 0.091 0.090 0.087 0.113 0.174
325 (k) 0922 0.635 0.763 0.806 0.623 0.576 0354 0.596 0.216  0.288 | 0.061
a(k) 0.150 0.214 0.194 0.184 0.214  0.210  0.181 0.213  0.021 0.026

Pk) | 0.055 0317 0.046  0.071 0.042 0.047 0.070 0.074 0.162 0.114
350 (k) 1.380  0.238 1474  1.669 2548  0.803 1.587 1.704 1.455 2.170 | 0.036
o(k) 0.532  0.042  0.527 0.548  0.503  0.449  0.528 0492 0.274  0.273
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Table A.I.15. MSVM for the DCT coefficient hierarchy, high quality video. The DCT is successively
applied to 4 x4 blocks, 8x8 blocks and to whole frames.

Rank /

DCT Model parameters Error
P(k) | 0.042  0.055 0.038 0359 0.016 0.059  0.025 0.199  0.155 0.052

2;4 wk) | 0.008  0.022  0.045  0.001 0.002  0.008 0.007 0.000 0.004  0.006 0.005
o(k) | 0.004  0.005 0.013 0.001 0.011 0.004  0.012  0.001 0.001 0.004
Pk) | 0.183 0.047 0420 0.034 0.037 0.055 0.007 0.007 0.192  0.017

rgigl wk) | 0.019  0.066 0.005 0.107 0.135 0.161 0.051 0.302  0.034  0.081 0.014

o(k) | 0.009  0.001 0.004  0.004 0.029 0.034 0.018  0.001 0.011 0.007

r=1 Pk) | 0206 0.105 0.122  0.040 0.076  0.085 0.108 0.092  0.096  0.069
whole wk) | 0.818 0437 0538 0.842 0295 0.615 0408  0.638 00911 0.614 0.057
frames o(k) | 0.078  0.153 0.098  0.236  0.033 0.141 0.147  0.172  0.223 0.165

_» Pk) | 0.092  0.014 0.048 0239 0.020 0.042 0.032 0.219 0.039  0.255
r4;4 uk) | 0.050 0317  0.105 0.001 0.233 0.174  0.561 0.019  0.077 0.005 0.014
a(k) | 0.007  0.006  0.009  0.001 0.012  0.015 0.022  0.007 0.006  0.002

Pk) | 0336 0.056 0.050 0.108 0.079 0.070 0.042  0.060  0.183 0.014
wk) | 0012  0.546  0.271 0.097 0.118  0.191 0.576  0.293  0.050 1.196 0.016
a(k) | 0.008  0.079  0.071 0.028  0.031 0.038  0.169  0.054 0.019 0.029

r=2 Pk) | 0.089  0.066 0.065 0.049 0.109 0.075 0.184  0.221 0.215  0.118
whole uk) | 0.656 0259  0.552  0.737  0.755 0474  0.846  0.462 1.223  0.659 0.055
frames ok) | 0.189  0.033  0.165 0.187 0.1509 0.143  0.094  0.127  0.045  0.184

_ Pk) | 0343  0.027 0.044 0.082 0.059 0.024 0033 0.113  0.023  0.252
4xd uk) | 0.011 0.227  0.091 0.056  0.027  0.099 0.129 0.034  0.115  0.003 0.013
o(k) | 0.005  0.036  0.010 0.009 0.009 0.034 0.033 0.009 0.035  0.002

Pk) | 0.065 0.099 0.255  0.091 0.063  0.050 0.215 0.066  0.029  0.069
uk) | 0397  0.201 0.059 0.122  0.002 0327 0.022  0.189  0.098  0.169 0.016
ok) | 0.112  0.043  0.019  0.010 0.002  0.047  0.011 0.048  0.034  0.050

r=3 Pk) | 0.094 0.068 0.078  0.161 0.117  0.057 0.078 0.196  0.066  0.085
whole uk) | 0.672  0.636  0.683 0.462  0.265 1.085 0.612  0.841 0.603 0.602 0.057
frames o(k) | 0.163 0.157  0.165 0.081 0.053 0.133 0.153 0.082  0.150  0.150

Pk) | 0.037  0.218 0.318 0.083 0.029  0.064  0.036  0.048 0.132 0.036
4xd wk) | 0.066 0.014  0.005 0.053 0.201 0.029  0.058 0.087  0.028 0.124 0.021
a(k) | 0.012 0.005 0.003 0.008 0.022 0.008 0.013 0.003 0.007 0.013

Pk) | 0.055 0.068 0.078  0.053 0.107  0.085 0.224 0.049 0.037 0.244
wk) | 0266  0.188  0.168 0255 0.082  0.151 0.054 0265 0529  0.011 0.029
o(k) | 0.072  0.036  0.036  0.075 0.012  0.019 0.026  0.072  0.122  0.007

r=4 Pk) | 0.143 0.100  0.128 0.135 0.145 0.020  0.029  0.097 0.069 0.134
whole wk) | 0499  0.869 0484  0.496  0.826 1.237 0493 0.653 0.262 0.777 0.056
frames ok) | 0.147  0.126  0.145 0.139  0.087 0.024  0.077 0.177  0.033 0.152

_ Pk) | 0.032  0.021 0.197  0.175 0.176  0.067  0.155 0.029  0.041 0.108
4xd wk) | 0276 0.153 0.028  0.009 0.030 0.153 0.003 0.690  0.103 0.076 0.019
ak) | 0.035 0.048 0.012  0.004 0.013 0.022  0.002  0.121 0.005  0.016

Pk) | 0.321 0.056  0.075 0.069  0.039  0.215 0.042  0.087  0.066  0.030
uk) | 0.044  0.203 0.174  0.007 0392 0.132 0464 0276  0.668  0.368 0.014
a(k) | 0.020  0.058  0.053 0.003 0.064  0.048  0.123 0.022  0.159  0.083

r=>5 Pk) | 0.126  0.137  0.080  0.090 0.084 0.007 0.089 0.234 0.074  0.078
whole wk) | 0.822  0.615 0.649 0.738 0.843  0.164  0.857 0430 0.244  0.759 0.067
frames ok) | 0.184  0.129  0.142  0.172  0.168  0.001 0.179  0.086  0.031 0.179
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Table A.I.16. MSVM for the DCT (applied on the whole frames) coefficient hierarchy, high quality video.

Rank Model parameters Error

Pk) | 0206 0.105 0.122  0.040 0.076 0.085 0.108 0.092  0.096  0.069
1 (k) 0.818 0437 0538 0.842 0295 0.615 0408 0.638 0911 0.614 | 0.057
o(k) 0.078  0.153  0.098 0.236  0.033  0.141  0.147 0.172  0.223  0.165

Pk) | 0.122  0.087 0.164 0.106 0.072 0.144 0.068 0.070  0.085  0.083
25 (k) 0397 0.642 0.877 0.676  0.709  0.515 0.676  0.276  0.737 1.031 0.054
a(k) 0.124 1.759  0.091 0.172  0.161  0.091 0.173  0.033  0.149  0.197

Pk) | 0.106  0.128  0.025 0.087 0.047 0.141 0.065 0.148 0.096  0.156
50 (k) 0.655  0.712 1245 0974 0269 0.616 0.870 0917  0.861 0.410 | 0.058
a(k) 0.098  0.147 0204 0219 0.009 0.129 0213  0.072  0.211 0.090

Pk) | 0.089  0.067 0.065 0.198 0.054 0.080 0.083 0.114 0.107  0.141
75 (k) 0.856 0.817 0324 099 0.704 0.672 0.897 0.606  0.720  0.574 | 0.055
o(k) 0.266  0.251 0.054 0.099 0.189 0.188 0.273  0.175  0.191 0.157

Pk) | 0.081 0.074 0.114 0.100 0.123  0.110  0.164  0.065 0.064  0.100
100 wk) | 0.669  0.688 0915 0.615 0905 0.584 1.094 0.530 0323  0.636 | 0.058
a(k) 0.220  0.215 0.152  0.235 0.156 0.237  0.128  0.232  0.057  0.109

Pk) | 0.111 0.079  0.040  0.073  0.091 0.105  0.102  0.061 0.195  0.140
125 (k) 0.847  0.760  0.353 1.157  0.851 0.590  0.638 1.259 1.099  0.639 | 0.056
o(k) 0.206  0.214  0.005 0.293  0.226  0.179  0.191 0.271 0.118  0.187

Pk) | 0.127 0.146  0.059 0.119 0.073  0.111  0.173  0.075  0.066  0.048
150 wk) | 0.812  0.643 0870 0.688 1.048 0994 1212 1433 0.781  0.384 | 0.060
o(k) 0219 0.188 0.226  0.198 0.294 0.188 0.116  0.266  0.215  0.007

Pk) | 0.019 0.117 0.103  0.118 0.163  0.073  0.113  0.139  0.064  0.087
175 (k) 1.954 1.152  0.868 1.078 1.322  0.841  0.861 0.705  0.459  0.908 | 0.059
o(k) 0.039 0298 0258 0310 0.131 0.252 0.256  0.209 0.037  0.267

Pk) | 0.105 0.099 0.124  0.080 0.184  0.039  0.055 0.095 0.069  0.149
200 wk) | 0.873 1.018  0.973 1.079 1482 1550 1.569 1.127 0493  0.821 0.058
a(k) 0.244  0.267 0265  0.257 0.1409 0.427 0423  0.239  0.046  0.228

Pk) | 0.087 0.051 0.156 0.119 0.079 0.114 0.129  0.096  0.088  0.081
225 (k) 1.443 1.601 1.166 1.676 1389 0.593 0.830 1.132  1.593 1.318 | 0.053
a(k) 0.294 0407 0.154  0.157 0.307 0.101  0.136  0.200  0.405  0.301

Pk) | 0.080 0.076 0.123  0.134  0.019  0.100  0.098 0.136  0.080  0.152
250 wk) | 2.032 1.74 1.393 1.776  0.652 1.517 1.474  0.789 1.387 1.167 | 0.050
a(k) 0412 0439 0315 0.182 0.007  0.317  0.321 0.131 0314  0.192

Pk) | 0.075 0.103  0.118 0.128  0.068  0.105 0.094 0.097 0.095 0.118
275 (k) 1.948 1.639 1.979 2280 2457 1.559  0.755 1.150 1.813 1.438 | 0.055
a(k) 0.430 0377 0382 0244 0.609 0349  0.146  0.226  0.413  0.299

Pk) | 0.146  0.084 0.096 0.091 0.047 0.112  0.091 0.097 0.113  0.122
300 (k) 1.901 1.936  2.077 2339  2.835 1.823 2.124 2722  2.119 1.079 | 0.046
o(k) 0.277  0.839  0.808 0.724  0.256  0.432  0.794  0.257 0.416  0.244

Pk) | 0.065 0.120 0.088 0.116  0.144 0.086 0.080 0.095 0.125  0.080
325 (k) 1.351 3.492 1.757 4.053 2575 3545 2267 3.034 3250 2.499 | 0.047
a(k) 0.115 0.579  0.159  0.491 0.361 0.565  0.325 0.572  0.610  0.371

Pk) | 0.072  0.139  0.051 0.107 0.101  0.121  0.080  0.123  0.128  0.078
350 wk) | 4815 3928 8625 6.825 6375 7347 7416 7393 5523  5.129 | 0.044
o(k) 2.532  0.850  1.508 1.634 1.518 1.622 1.689 1.269 1.197 1.155
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Appendix I1: Gaussian Hypothesis

In the literature, in the absence of any theoretical or experimental support, the video
watermarking attacks are by default assumed to be Gaussian distributed. In order to establish the
validity of the Gaussian hypothesis, a statistical approach witch combines four types of tests (the Chi -
square, the Ro, the Fisher, and the Student) was briefly presented in the state-of-the-art of the
Section IV.1.1. This appendix presents additional experimental results.

Figure A.IL.1 display the results obtained when the Chi — square test was applied to six attacks
(the Gaussian filtering, the FMLR, the JPEG compression, sharpening, rotation +5°, and StirMark) for
a sampling period of D =600 frames. The investigation was realized in the hierarchy of the DWT and

DCT coefficients, for video coded at low quality rate.
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Figure A.IL.1. The results of the Chi-square tests for Gaussian filtering , FMLR (magenta), JPEG

(black), sharpening (blue), rotation +5° (green), and StirMark (red) attacks. The tests were applied for
L =35000 frames, R =360 coefficients, D = 600 frames, and o =0.05.
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In the DWT domain, only the FMLR attack effects can be considered Gaussian distributed and
only up to the 200™ rank. However, in the DCT domain the effects of the FMLR attack and the JPEG

compression up to the 200" rank can be considered Gaussian distributed.
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Appendix I1I: Attack Modelling

A.lll.1. The 2D-DWT coefficients modelling
A.lll.1.1. Model Computation

Table A.IIL.1. IVM for (9,7) DWT coefficients hierarchy, low quality video and different attacks.

Attack/

Rank Model parameters Error

Pk) | 0.099  0.071 0.086  0.026  0.077  0.052  0.151 0.068  0.150  0.218
1 uk) | -0.076  -0.073  -0.069 -0.193 -0.111 -0.097 -0.067 -0.108 -0.087 -0.057 | 0.031
o(k) 0.030  0.030 0.030 0.011 0.035 0.038 0.029 0.036  0.023  0.026

Pk) | 0.109 0.119 0.014 0.088 0.065 0.147 0.152  0.125 0.113  0.068
50 | w(k) | -0.044 -0.015 -0.026 -0.043 -0.044 -0.028 -0.026 -0.026 -0.025 -0.043 | 0.032
o(k) 0.023  0.018  0.001 0.023  0.023  0.019 0.020  0.020  0.020  0.023

Pk) | 0.107  0.110  0.031 0.071 0.246  0.078 0.086  0.137  0.082  0.050
100 | w(k) | -0.038 -0.013 -0.055 -0.011 -0.016 -0.050 -0.016 -0.019 -0.009 -0.011 | 0.026
a(k) 0.005 0.015 0.019 0.015 0.012 0.021 0.026  0.010 0.016  0.024

Pk) | 0.049 0.136  0.091 0.189 0.042 0.059 0.187 0.133  0.044  0.069
150 | w(k) | -0.003 -0.015 -0.031 -0.004 -0.006 -0.017 -0.014 -0.027 -0.001 -0.020 | 0.025

ﬁ o(k) | 0.023 0.011 0.017 0.010 0.023 0.020 0.011  0.017 0.023  0.019
E Pk) | 0.055 0239 0.070 0.045 0.124  0.030  0.069  0.093  0.051  0.223
200 | wp(k) | -0.025 -0.009 -0.008 -0.020 0.005 -0.019 -0.009 -0.024 -0.015 -0.009 | 0.026
o(k) | 0.019 0.009 0.015 0.019 0.0013 0.018 0.015 0.019 0.017 0.009
Pk) | 0.124  0.057 0.115 0.072  0.025 0.209 0.063 0.176  0.111  0.048
250 | wu(k) | -0.014 -0.009 -0.009 -0.009 0.031 0.005 -0.009 -0.004 -0.191 -0.011 | 0.021
ofk) | 0.013 0.013 0.003 0.013 0.016 0.008 0.013 0.005 0.012 0.013
Pk) | 0.088 0.109 0.025 0.117 0.056 0.201 0.088 0.053 0.049 0.213
300 | w(k) | 0.002 -0.008 -0.036 -0.003 -0.013 -0.002 -0.002 -0.008 -0.009 -0.003 | 0.018
ok) | 0.012 0.014 0.019 0.013 0.014 0.006 0.013 0.014 0.014 0.006
Pk) | 0.060 0.078 0.164 0.058 0.067 0.070 0.135 0.082 0.124  0.162
350 | wu(k) | -0.006 -0.004 0.001 -0.011 0.011 0.001 0.001 -0.004 -0.001 -0.002 | 0.014
o(k) | 0.016 0.016 0.003 0.015 0.014 0.017 0.007 0.016 0.007  0.007
Pk) | 0.075 0.024 0.270  0.063  0.069 0.056 0.072  0.118 0.20 0.022
1 uk) | -0.087 -0.157 -0.048 -0.078 -0.069 -0.115 -0.088 -0.051 -0.057 -0.078 | 0.035
o(k) | 0.019 0.021  0.014 0.018 0.018 0.003 0.019 0.015 0.016 0.001
Pk) | 0.034 0257 0.083 0.022 0239 0.049 0.049 0.117 0.013  0.126
50 | wu(k) | -0.005 -0.007 -0.030 0.004 -0.018 -0.029 -0.025 -0.023  0.008 -0.031 | 0.022
a(k) | 0.017 0.005 0.012 0.014 0.004 0.0012 0.0012 0.009 0.012  0.012
Pkk) | 0.142  0.118 0.097 0.014 0.065 0.062 0.110 0.017 0.172  0.202
100 | w(k) | -0.013  0.001 -0.018 0.064 -0.014 -0.029 -0.016 -0.010 -0.009 -0.005 | 0.016
o(k) | 0.009 0.010 0.008 0.006 0.009 0.016 0.008 0.012 0.005 0.004
20 Pk) | 0.192  0.042 0.098 0.032 0.152 0.018 0.020 0262 0.007  0.176
E 150 | w(k) | -0.002 -0.027 -0.007 -0.019 -0.008 0.009 0.030 -0.010 -0.064 0.001 0.017
E; a(k) | 0.002  0.005 0.008 0.001 0.003 0.010 0.004 0.004 0.001 0.007
= Pk) | 0208 0.056 0.031 0.295 0.024 0.044 0.057 0.060 0.196  0.029
§ 200 | wk) | -0.001 -0.010 0.0032 -0.005 -0.005 0.010 -0.010 -0.010 -0.003  0.021 0.012
&) o(k) | 0.005 0.009 0.018 0.005 0.010 0.009 0.009 0.009 0.002 0.010

Pkk) | 0.189 0.014 0.059 0.183 0.061 0.136 0.177 0.038 0.076  0.066
250 | w(k) | -0.001  0.059 0.006 -0.001 -0.009 0.001 -0.003 0.023 -0.009 -0.009 | 0.012
o(k) | 0.003 0.004 0.005 0.003 0.006 0.003 0.002 0.008 0.007  0.006

Pk) | 0.020 0.032 0.014 0344 0.029 0.141 0.065 0.026 0322  0.007
300 | w(k) | 0.002 -0.010 0.080 -0.003 -0.007 0.004 -0.012 0.024 -0.001  0.053 | 0.009
o(k) | 0.016 0.001 0.001 0.002 0.001 0.004 0.007 0.006 0.002 0.001

Pkk) | 0.085 0.147 0.032 0.095 0.569 0.015 0.008 0.011 0.018 0.019
350 | w(k) | 0.001 -0.001 -0.005 -0.001 -0.001 0.013 0.076  0.029  0.003  0.048 | 0.011
o(k) | 0.006 0.006 0.014 0.006 0.001 0.013 0.006 0.019 0.016 0.015
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Table A.IIIL.1. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.103  0.007 0.183 0.060 0.111 0.180  0.069 0.080 0.114  0.092
1 wk) | -0.002 -0.207  0.002 -0.058 -0.004 -0.008 -0.009 0.003 -0.001 -0.028 | 0.011
a(k) 0.021 0.001  0.003 0.027  0.005 0.007 0.022  0.020  0.021 0.016

Pk) | 0.164 0.059 0355 0.058 0.066 0.069 0.062 0.090 0.007  0.069
50 | wk) 0.002  -0.023 -0.002 -0.024 -0.001  0.021  -0.001  -0.029  0.019 -0.001 | 0.010
a(k) 0.009  0.025 0.005 0.002 0.013 0.018 0.013 0.024  0.001 0.013

Pk) | 0.004 0049 0258 0.029 0.072 0.002 0.073  0.050 0.117  0.345
100 | w(k) | -0.009 0.013 -0.004 -0.063 0.010 -0.005 0.001 -0.009 -0.021  0.004 | 0.009
a(k) 0.021 0.015 0.004 0.011 0.015 0.018 0.014 0.001 0.007  0.005

Pk) | 0076 0.041 0.100 0.042 0.054 0.224 0.065 0.294 0.058  0.045
150 | w(k) | 0.005 0.001 0.004 0.001 -0.011 -0.006 -0.007 0.002 -0.004 -0.001 | 0.010

8 o(k) | 0.010 0.027  0.010 0.027 0.014 0.006 0.014 0.004 0.013  0.027
S Pk) | 0102 0.055 0.060 0.140 0.162 0.140 0.071  0.025 0.067 0.179
200 | wk) | 0.001 -0.014 -0.003 -0.004 0.006 -0.002 -0.006 0.037 -0.005 -0.001 | 0.007
o(k) | 0.009 0.020  0.009  0.009 0.006 0.010 0.009 0.028  0.022  0.002
Pk) | 0.104 0.130 0260 0.076  0.041  0.104 0.111  0.068  0.037  0.068
250 | u(k) | -0.003 -0.001 -0.001 -0.002 -0.004 0.001 -0.002 -0.001 -0.015 -0.002 | 0.010
o(k) | 0.010 0.004 0.004 0.010 0.033 0.009 0.010 0.010 0.032  0.010
Pk) | 0230 0.112  0.048 0.049 0.101 0.038 0.072 0.034 0.206  0.111
300 | w(k) | -0.004 -0.001 0.013 -0.020 -0.004 0.021 0.001 -0.002 -0.001 0.008 | 0.009
o(k) | 0.006 0.008 0.001 0.012 0.006 0.014 0.001 0.016 0.004  0.006
Pk) | 0.100 0.017  0.130  0.073  0.039  0.050 0.007 0.068 0.460  0.056
350 | w(k) | 0.007 0.018 -0.005 -0.001 -0.007 0.007 0.048 -0.003 -0.001 0.007 | 0.006
ok) | 0.007 0.011 0.005 0.007 0.013 0.012 0.001 0.013 0.022  0.001
Pk) | 0.086 0.065 0.068 0.089 0.094 0.105 0.111 0.105 0.136  0.140
1 wk) | -0.686 -0.007 -0.541 -0.541 -0.260 -0.969 -0.404 -0.789 -0.234  0.583 | 0.045
o(k) | 0334 0.076 0.338 0.337 0.269 0.268 0.248 0315 0.134  0.169
Pk) | 0064 0019 0.124 0.115 0.125 0.170  0.103  0.084 0.091  0.105
50 | w(k) | -0.168 0.337 -0.134 -0.111 -0.222 -0.046 -0.137 -0.116 -0.391 -0.035 | 0.026
o(k) | 0.131 0253  0.090 0.093  0.063  0.068 0.093 0.153  0.093  0.163
Pk) | 0.100 0.105 0.146  0.088 0.111 0.065 0.072 0.072  0.179  0.061
100 | u(k) | -0.012 0.067 -0.151 -0.109 -0.046 -0.200 -0.185 -0.282 -0.034 -0.083 | 0.023
o(k) | 0.008 0.038 0.025 0.088 0.048 0.090 0.092 0.121  0.054  0.046
Pk) | 0.028 0.029 0.034 0.098 0.161 0.040 0.173 0305 0.041  0.091
?_T_l 150 | u(k) | 0207 0.061 0.169 -0.130 -0.055 0.110 -0.065 -0.008 -0.244 -0.177 | 0.016
g ok) | 0.132  0.172  0.143  0.049 0.035 0.010 0.031 0.029 0.147  0.081
§ Pk) | 0232  0.064 0.146  0.135 0.053  0.147 0.057 0.064 0.045 0.057
& | 200 | wk) | -0028 -0.150 -0.025 -0.103 -0.047 -0.012 0.011  0.073 -0.077 0.009 | 0.013

ok) | 0.043  0.102 0.044 0.024  0.121 0.012  0.062  0.087 0.120  0.060

Pk) | 0.024 0.020 0.132  0.108 0.135 0.297 0.037 0.130 0.105  0.014
250 | wu(k) | -0.266 -0.095 -0.075 -0.031 -0.034 -0.006 0.190 0.039 -0.084 0.087 | 0.009
a(k) 0.068  0.001 0.052  0.004 0.022  0.007 0.060 0.017  0.051 0.001

Pk) | 0.167 0219 0.176  0.056  0.057 0.054 0.115 0.037 0.048  0.071
300 | w(k) | -0.022 -0.005 0.004 -0.015 0.001 -0.016 -0.016 -0.091 -0.103 0.059 | 0.010
ok) | 0.021  0.003 0.024 0.108 0.108 0.108  0.008 0.006 0.084  0.046

Pk) | 0.046  0.090 0.148 0.184 0.126  0.244  0.030  0.011 0.016  0.106
350 | w(k) | -0.122  -0.016 -0.022 0.005 0.013 -0.001 0.216  0.048 0.043  0.004 | 0.009
o(k) 0.148  0.006  0.065 0.025 0.073  0.006 0.075  0.001 0.001 0.001
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Table A.IIIL.1. (continued)

Attack/

Model parameters Error
Rank

Pk) | 0102 0.143  0.122  0.142  0.091 0.112  0.120  0.007  0.114  0.048

1 wk) | -0.699  -0.629 -0.583 -0.443 -0.247 -0.020 -0.639 -2.067 -0.681 -0.140 | 0.054
a(k) 0.297  0.296  0.285  0.181 0.182  0.141 0.297  0.001 0.298  0.009
Pk) | 0.165 0.082 0.067 0.030 0259 0.072 0.057 0.111 0.076  0.082

50 wk) | -0.156 -0.114 -0.274 -0.030 -0.049 -0.034 -0.269 -0.357 -0.134 -0.125 | 0.035
a(k) 0.034  0.189  0.021 0.002  0.066 0.115  0.169  0.139  0.192  0.191
Pk) | 0.061 0.195 0.140 0.122  0.096  0.133  0.007 0.08 0.057  0.109

100 | wu(k) | -0.030 -0.063 -0.136  -0.176 -0.091 -0.041 0.092 -0.156 0.199  0.028 | 0.023
a(k) 0.126  0.041 0.089 0.084 0.068 0.046  0.001 0.088 0.142  0.031
Pk) | 0.075 0.103  0.111 0.080 0.308 0.020 0.055 0.016 0.148  0.086

& 150 | w(k) | -0.123 -0.095 -0.104 -0.109 -0.044 0.204 -0.255 -0.158 0.020 -0.014 | 0.015
g a(k) 0.111 0.067  0.062  0.105  0.023 0.012  0.148  0.001 0.030  0.090
§ Pk) | 0.153  0.007 0.114  0.151 0.113 0232  0.032 0.035 0.111 0.052

2 [ 200 | uk) | 0023 0328 -0.040 -0.059 -0.043 -0.017 0.002  0.034 -0.125 0.090 | 0.011
a(k) 0.012  0.001 0.096  0.070  0.075  0.033  0.001 0.046  0.126  0.078
Pk) | 0.007 0.159  0.094 0.101 0.070  0.174  0.205  0.141 0.028  0.021

250 | wu(k) 0415 0.020 -0.077 -0.028 -0.117 -0.009 -0.012 -0.031 0.160 -0.332 | 0.009
a(k) 0.001 0.036 0.065 0.040 0.058 0.041 0.011 0.024  0.013  0.029
Pk) | 0.040 0.155 0.043 0.148 0.104 0.128 0.034  0.289  0.020  0.039

300 | w(k) | -0.137 -0.009 0.120  -0.008  0.053 0.006 0.020 -0.016 -0.121 -0.323 | 0.010
a(k) 0.050  0.030  0.028  0.005 0.006  0.024 0.0053 0.022  0.016  0.120
Pk) | 0.067 0.007 0.034 0228 0.239  0.067 0.093 0.007 0.064 0.194

350 | wuk) 0.064 0.011 -0.160 -0.008 -0.002 0.040 -0.588 0.471 0.022  -0.002 | 0.007
a(k) 0.065  0.001 0.101 0.015  0.019  0.010  0.041 0.001 0.073  0.004
Pk) | 0.096  0.061 0.127 0.086  0.096 0.098 0.097 0.101 0.092  0.147

1 wk) | -0.571  -0.023  -0.527 -0.835 -0.628 -0.754 -0.584 -0.519 -0.802 -0.462 | 0.040
a(k) 0.217 0.104 0.175 0254 0.254 0.268 0.115 0.194  0.261 0.150
Pk) | 0.062  0.101 0.100  0.217 0.165 0.082 0.072 0.044 0.069  0.086

50 uk) | -0.363 -0.175 -0.090 -0.104 -0.175 -0.105 -0.392 -0.222 -0.212 -0.089 | 0.027
a(k) 0.174  0.096  0.134  0.061 0.077  0.136  0.168  0.005  0.083  0.134
Pk) | 0.051 0.041 0.198  0.031 0.060  0.051 0.071 0.279  0.147  0.069

100 | wu(k) | -0.010 -0.109 -0.040 -0.025 -0.359 -0.074 0.058 -0.133 -0.102 -0.054 | 0.024
a(k) 0.139  0.169 0.028 0.145 0.082 0.163  0.136  0.055 0.066  0.087
Pk) | 0.058 0.007 0.189 0.085 0.095 0.095 0.088 0.080 0.079 0.215

?_Q 150 | u(k) | -0.086 -0.154 -0.063 -0.029 0.014 -0.040 -0.065 -0.077 0.008 -0.094 | 0.018
g a(k) 0.161 0.001 0.044  0.060 0.026  0.049 0.160  0.161 0.139  0.042
§ Pk) | 0.183  0.040  0.091 0.216  0.201 0.095 0.052 0.029 0.079 0.014

& | 200 | wk) | -0.033 -0.149 -0.020 -0.031 -0.050 0.067 -0.055 -0.282 -0.029 -0.547 | 0.016
a(k) 0.049 0.014 0.110  0.013  0.053 0.105  0.103  0.039  0.111 0.001
Pk) | 0.081 0.029 0.114  0.094 0.068 0.065 0.024  0.064 0.437  0.024

250 | u(k) | -0.008 0364 -0.104 -0.031 0.010 -0.004 -0.274 0.062 -0.016 0.049 | 0.014
a(k) 0.097 0.178 0.057 0.022  0.037 0.098 0.023  0.099 0.020  0.034
Pk) | 0.135 0.035 0.078 0.082  0.111 0.072 0.34 0.088  0.026  0.036

300 | wu(k) 0.018 0.108 -0.076 -0.017 -0.018 -0.128 -0.016 0.014 0.132  0.054 | 0.009
a(k) 0.021 0.150  0.047  0.080  0.023 0.099  0.014  0.071 0.145  0.156
Pk) | 0.019 0.007 0.034 0.087 0442 0.066 0.192  0.033  0.071 0.048

350 | w(k) | -0.047 0402 -0.166 0.043  0.001 -0.068 -0.001 -0.191 0.083  0.068 | 0.008
o(k) 0.001 0.001 0.049  0.037 0.017 0.010 0.017 0.127  0.061 0.061
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Table A.IIIL.1. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.064 0078 0.075 0.122  0.170  0.072  0.091 0.205  0.071 0.050
1 k) 0.014 -0.032 -0.028 -0.011 -0.026 -0.012 -0.101  -0.017 -0.055 0.010 | 0.024
a(k) 0.056  0.044  0.044  0.025 0.024  0.053  0.032  0.021 0.042  0.006

Pk) | 0.097 0.174 0.148  0.086  0.051 0.102  0.115 0.073  0.062  0.093
50 | wk) | -0.014 -0.006 -0.011 -0.018 -0.009 -0.005 -0.008 -0.006 -0.014 -0.025 | 0.024
a(k) 0.029  0.004  0.028  0.007  0.002  0.029  0.029  0.029  0.043  0.043

Pk) | 0.022 0.157 0.043 0.123  0.068 0.086  0.075  0.061 0.039  0.324
100 | wu(k) 0.016  -0.020  0.007  0.006 -0.015 -0.012 0.002 -0.022  0.008 -0.001 | 0.013
a(k) 0.002  0.006 0.004 0.021 0.033 0.028  0.024  0.031 0.039  0.005

Pk) | 0171 0.127  0.057 0.122  0.094 0.160 0.094 0.024 0.073  0.079
150 | w(k) | 0.001 -0.013 0.018 -0.004 -0.007 -0.004 -0.006 -0.081 -0.005 -0.005 | 0.016

~_§ a(k) 0.002  0.007 0.013 0.013 0.023 0.012 0.022 0.014 0.022  0.022
§ Pk) | 0.101 0.199  0.028 0.124 0.044 0.184 0.124  0.038  0.044 0.112
200 | wk) | -0.001 -0.001 0.005 -0.011 0.002 -0.001 -0.001 -0.006 -0.004 0.001 0.010
a(k) 0.018 0.003 0.033 0.015 0.033 0.007 0.018 0.031 0.0031 0.018
Pk) | 0129  0.059 0341 0.054 0.044 0.050 0.117 0.034 0.039 0.134
250 | wu(k) | -0.005 -0.021 0.005 0.029  0.004 -0.028 -0.005 -0.002 0.007 -0.006 | 0.005
a(k) 0.007  0.049  0.004 0.006 0.017 0.008 0.007 0.016 0.045  0.007
Pk) | 0.021 0.074 0.067 0220 0.116  0.081 0.150  0.159  0.005 0.108
300 | w(k) | -0.055 0.027 0.006 0.002 -0.007 0.007 -0.004 -0.002 -0.009 -0.005 | 0.007
a(k) 0.005 0.014  0.010 0.003  0.011 0.007  0.012  0.004 0.010 0.012
Pk) | 0.091 0.097 0.039 0.184 0.038 0.365 0.041 0.054  0.062  0.030
350 | w(k) | -0.003 0.019 -0.013 0.004 -0.011 -0.001 -0.006 -0.006 0.011 0.016 | 0.008
a(k) 0.007 0.05 0.014  0.003 0.015 0.002 0.016 0.016 0.018 0.076
Pk) | 0112 0.041 0.074 0.135 0.128 0.128 0.104 0.103  0.098  0.077
1 k) 0.184 0245 0.020 0.113  0.045 0.088 0.054 0.051 0.019  0.053 | 0.032
a(k) 0.017 0.012 0.072  0.022  0.038  0.048  0.060 0.063 0.072  0.062
Pk) | 0.047 0.068 0.059 0.023  0.081 0.094 0.139  0.051 0.293  0.145
50 | wuk) 0.003  0.027 0.017 -0.027 0.057 0.028 0.096 -0.057 0.044 0.042 | 0.029
a(k) 0.052  0.067  0.041 0.026  0.067 0.038  0.059 0.090 0.034  0.037
Pk) | 0.048 0.071 0.173 0.193  0.054 0.085 0.083 0.187 0.042  0.064
100 | wu(k) 0.016  -0.068 0.006 0.037 0.047 0.055 0.056 0.038 0.045 -0.020 | 0.021
a(k) 0.055 0.040  0.007 0.019 0.069  0.031 0.031 0.020  0.069  0.003
Pk) | 0.079 0.039 0239 0.065 0.082 0.087 0.072 0.112 0.115  0.110
21 150 | w(k) | -0.054 0.037 0.011  0.029 0.09 0.066  0.030  0.005 0.009 0.005 | 0.013
b a(k) 0.046  0.002  0.016 0.054 0.034 0.014 0.054 0.032 0.035  0.032
§ Pk) | 0.114 0.050 0.082 0305 0.123  0.082  0.105 0.050 0.050  0.039
% | 200 k) | -0.021  0.079 0.038 0.005 0.028 0.033 0.019 -0.073 -0.047 -0.009 | 0.018

ok) | 0.006 0.033 0.021  0.007 0.008 0.021 0.015 0.055 0.059  0.050

Pk) | 0.040 0223  0.050 0.153 0.245 0.136  0.072  0.038  0.009  0.033
250 | wu(k) | -0.038 0.006 -0.026 0.020 -0.004 0.024 0.062 -0.074 -0.083 -0.001 | 0.012
a(k) 0.022  0.006 0.027 0.017 0.010 0.016 0.025  0.051 0.002  0.003

Pk) | 0.016 0.081 0.140 0.037 0.047 0.086 0.012 0.051 0.491  0.040
300 | w(k) | 0.040 -0.060 -0.015 -0.017 -0.007 0.026 0.037 0.015 0.001 0.021 | 0.013
ok) | 0.017 0.042  0.009 0.060 0.060 0.006 0.001 0.057 0.006 0.006

Pk) | 0.022  0.030 0.103 0.083 0.197 0.076  0.032  0.124  0.194  0.150
350 | w(k) | -0.021 -0.096 0.004 0.012 0.001 -0.007 -0.034 0.011 -0.002 0.006 | 0.011
o(k) 0.001 0.030  0.033 0.034 0.007 0.029 0.047  0.034  0.004 0.005
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Appendix I1I: Attack Modelling

Table A.IIL.1. (continued)

Alit:ncll:/ Model parameters Error
Pk) 0.070 0.377 0.084 0.079 0.087 0.026 0.084 0.085 0.078 0.027
1 uk) | -0.108 -0.028 -0.037 -0.033 -0.024 -0.509 -0.338 -0.114 -0.049 -0.172 | 0.018
o(k) 0.073 0.047  0.053 0.119  0.118 0.255 0.127  0.073 0.122  0.002
Pk) 0.082 0.140 0.096 0.019 0.096 0.045 0.104 0.094 0.272 0.051
50 wk) | -0.028 -0.048 -0.011 0.095 -0.040 -0.029 -0.033 -0.036 -0.009 0.035 0.016
o(k) 0.069  0.070  0.021 0.001 0.062  0.180 0.070  0.070  0.021 0.178
P(k) 0.174  0.071 0.038  0.073 0.251 0.095 0.104 0.017 0.158  0.019
100 | w(k) | -0.004 -0.008 -0.078 -0.038 -0.001 -0.060 -0.011 -0.056 -0.025 0.039 | 0.014
o(k) 0.008 0.078  0.271 0.071 0.031 0.066  0.076  0.271 0.020  0.002
P(k) 0.123 0.119 0.036 0.189  0.033 0.011 0.176  0.211 0.007  0.095
v 150 | w(k) | -0.010 -0.020 -0.100  0.001 0.092 -0.196 -0.017  0.003 0.010  -0.019 | 0.009
§ o(k) 0.039  0.042 0.030 0.010 0.018 0.056  0.013 0.032  0.001 0.042
B P(k) 0299 0.040 0.039 0.056 0.127  0.075 0.053 0.205 0.039  0.065
s 200 | wu(k) 0.001 0.006 -0.008 0.051 -0.039 0.015 0.003 -0.011 -0.001 0.012 0.005
o(k) 0.005 0.040 0.044 0.024 0.019  0.003 0.122  0.010 0.042  0.124
Pk) 0.226  0.100  0.129  0.099 0.107 0.098 0.037 0.052 0.052  0.098
250 | w(k) | -0.004 -0.018 0.003 0.005 -0.006 0.004 0.039 -0.118 0.005 -0.002 | 0.011
o(k) 0.003 0.015 0.014  0.032  0.028 0.032  0.079  0.096  0.033 0.030
Pk) 0.280  0.027  0.013 0.067 0.049 0.219 0.008 0.024 0.216  0.097
300 | w(k) 0.001 0.011 -0.167 -0.061 0.046 -0.001 -0.096 0.116 -0.003 -0.006 | 0.008
o(k) 0.004 0.022 0.024  0.022  0.011 0.011 0.058 0.038 0.012  0.013
Pk) 0.008 0.089 0.234 0.211 0.017 0.049 0.161 0.042  0.143 0.046
350 | w(k) 0.145 -0.005 -0.001  0.002 -0.023 -0.054 0.013 0.067 -0.011 -0.042 | 0.006
o(k) 0.020  0.014  0.001 0.006 0.024  0.018 0.009  0.015 0.013 0.022
Table A.IIL2. IVM for (9,7) DWT coefficients hierarchy, high quality video and different attacks.
A};t;fll:/ Model parameters Error
P(k) 0.092  0.127  0.060  0.199  0.077 0.080 0.075 0.080 0.138  0.072
1 w(k) 0.116 -0.108 -0.116 -0.085 -0.110 -0.140 -0.039 -0.084 -0.110 -0.132 | 0.033
o(k) 0.036 0.034 0.060 0.024 0.036 0.056 0.059 0.024 0.035 0.056
P(k) 0.109  0.100 0.092 0.096  0.109  0.081 0.057 0.130  0.111 0.116
50 wk) | -0.067 -0.013 -0.098 -0.075 -0.051 -0.061 -0.050 -0.055 -0.054 -0.039 | 0.032
o(k) 0.025 0.031 0.041 0.022 0.026 0.042 0.037 0.027 0.027 0.017
P(k) 0.057 0.095 0.136 0.145 0.075 0.051 0.151 0.076 0.063 0.150
100 | w(k) | -0.081 -0.056 -0.037 -0.052 -0.047 -0.079 -0.038 -0.050 -0.050 -0.033 | 0.030
o(k) 0.045 0.029 0.028 0.028 0.032 0.045 0.026 0.032 0.034 0.023
P(k) 0.034 0.102 0.141 0.083 0.120 0.085 0.118 0.037 0.164 0.116
150 | w(k) | -0.092 -0.51 -0.024 -0.062 -0.045 -0.040 -0.024 -0.119 -0.034 -0.045 | 0.037
5 o(k) 0.036 0.019 0.024 0.019 0.025 0.027 0.024 0.028 0.026  0.025
E P(k) 0.057 0.071 0.041 0.105 0.107 0.194 0.075 0.007 0.151 0.191
200 | w(k) | -0.052 -0.065 -0.060 -0.069 -0.045 -0.031 -0.044 0.021 -0.025 -0.034 | 0.032
o(k) 0.020 0.034 0.034 0.034 0.024 0.024 0.024  0.001 0.021 0.025
P(k) 0.214 0.086 0.187 0.087 0.021 0.253 0.069 0.022 0.028 0.035
250 | w(k) | -0.019 -0.096 -0.034 -0.039 -0.065 -0.07 -0.037 -0.052 -0.052 -0.049 | 0.026
o(k) 0.021 0.020 0.022  0.021 0.002  0.021 0.021 0.028  0.028  0.027
P(k) 0.133 0.099 0.068 0.062 0.129 0.152 0.044 0.078 0.189 0.046
300 | w(k) | -0.038 -0.036 -0.034 -0.033 -0.033 -0.030 -0.035 0.001 -0.037 -0.105 | 0.034
o(k) 0.023 0.024  0.026 0.026  0.024  0.023 0.028 0.031 0.022  0.017
P(k) 0.054 0.052 0.052 0.067 0.094 0.163 0.149 0.193 0.085 0.089
350 | w(k) | -0.038 -0.021 -0.043 -0.019 -0.023 -0.020 -0.038 -0.033 -0.051 -0.049 | 0.027
o(k) 0.033 0.028  0.033 0.028  0.029 0.014  0.018 0.018 0.032  0.033
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Table A.I1L.2. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.022  0.029 0.155 0.099 0.039 0.068 0.077 0.104 0.177  0.227
1 uk) | -0.033  -0.184 -0.077 -0.131 -0.107 -0.080 -0.089 -0.094 -0.050 -0.067 | 0.030
a(k) 0.001  0.007 0.017 0.027 0.033 0.014 0.026  0.030 0.014  0.020

Pk) | 0.081 0.119 0.066 0.072  0.025 0.247 0.209 0.051  0.040  0.089
50 uk) | -0.049  -0.036  -0.037 -0.038 -0.009 -0.028 -0.021 -0.040 -0.010 -0.046 | 0.026
o(k) 0.016  0.007  0.021 0.021 0.001 0.010  0.005  0.021 0.001  0.003

Pk) | 0.103  0.049 0.052 0.046  0.047  0.041 0.049 0.172  0.081  0.359
100 | uk) | -0.040 -0.027 -0.038 -0.029 -0.030 -0.032 -0.028 -0.009 -0.029 -0.021 | 0.025
a(k) 0.016  0.020 0.017 0.020  0.020  0.019  0.020  0.004  0.008  0.007

& Pk) | 0.028 0.146  0.131  0.124 0310 0.033  0.042 0.062  0.045 0.078
E 150 | u(k) | 0.001 -0.017 -0.029 -0.024 -0.012 -0.008 -0.022 -0.050 -0.023  -0.025 | 0.023
= ok) | 0.016 0.010 0.008 0.011 0.006 0.017 0.011 0.005 0.011 0.010
.§ Pk) | 0.058 0.059 0.080 0.007 0.175 0.054 0.218 0.101  0.054 0.194
§ 200 | w(k) | -0.027 -0.035 -0.009 .0063 -0.010 -0.020 -0.021 -0.009 -0.031 -0.011 | 0.021
&) ok) | 0.013 0.010 0.014 0.001 0.008 0.014 0.005 0.002 0.012  0.008
Pk) | 0.144 0.055 0.134 0.033 0.102 0.054 0.218 0.007 0.198  0.055
250 | w(k) | -0.030 -0.017 -0.014 -0.007 -0.014 -0.017 -0.006 0.068 -0.015 -0.016 | 0.020
ok) | 0.009 0.012 0.012 0.011 0.006 0.012 0.004 0.001 0.006 0.012
Pk) | 0.032  0.046 0.057 0.051 0280 0.198 0.014 0.039 0.034  0.248
300 | w(k) | -0.032 -0.026 -0.019 -0.021 -0.010 -0.011 -0-49 -0.028 -0.026 -0.009 | 0.019
ok) | 0.012 0.012  0.009 0.009 0.007 0.007 0.018 0.012 0.007  0.007
Pk) | 0279 0.055 0.021  0.047 0.064 0.256 0.0639 0.007 0.098  0.108
350 | w(k) | -0.005 -0.036 -0.019 -0.016 -0.016 -0.012 -0.009 0.048 -0.024 -0.009 | 0.017
a(k) | 0.002  0.011 0.001  0.008 0.008 0.004 0.010 0.001 0.005 0.010
Pk) | 0.031 0.032 0.040 0419 0202 0.007 0.142 0.028  0.065  0.034
1 uk) | -0.026  -0.028 -0.033 -0.004 0.008 -0.099 -0.012 -0.024 -0.033 -0.026 | 0.003
ok) | 0.015 0.015 0.014 0.004 0.006 0.001 0.007 0.015 0.014 0.015
Pk) | 0.131  0.092 0.075 0.054 0.009 0.071 0374 0.032 0.007 0.063
50 | wk) | 0.007 -0.009 -0.002 -0.009 -0.013 0.005 0.001 -0.015 -0.075 -0.016 | 0.004
o(k) | 0.008 0.003 0.019 0.017 0.016 0.017 0.004 0.001 0.001 0.015
Pk) | 0.049  0.142  0.046  0.0609 0.041  0.044 0.211 0.048 0.051  0.041
100 | w(k) | -0.009 -0.011 -0.014 -0.009 -0.010 -0.012 0.005 0.004 -0.001 -0.003 } 0.011
ok) | 0.025 0.009 0.025 0.009 0.025 0.025 0.004 0.012 0.012  0.002
Pkk) | 0.147  0.139  0.044 0.029 0.069 0.019 0.022  0.058 0366  0.105
150 | w(k) | -0.005 -0.004 0.015 -0.020 -0.003 -0.025 -0.051 -0.008 -0.001 -0.001 | 0.003
8 ok) | 0.011 0.011 0.008 0.014 0.011  0.012 0.007 0.012 0.004  0.009
= Pk) | 0.024  0.022 0.079 0.197 0.129  0.198 0.015 0.262  0.016  0.058

200 | w(k) | -0.033 -0.013  -0.03 0.006  0.009 -0.001 -0.022 -0.009 -0.026 -0.001 | 0.003
a(k) 0.011 0.018 0.008 0.005 0.011 0.0003 0.016 0.007 0.015  0.008

Pk) | 0214 0224  0.114  0.098  0.027 0.078 0.038  0.047  0.077  0.082
250 | w(k) | -0.001 -0.002 0.001 -0.001 -0.041 -0.003 -0.008 -0.002 -0.002 -0.003 |} 0.005
a(k) 0.005 0.005 0.012 0.012 0.009 0.012 0.013 0.012 0.012 0.012

Pk) | 0.014 0.024 0.075 0.129 0.093  0.182 0.139  0.028  0.178  0.138
300 | w(k) | -0.018 -0.044 -0.003 0.001 -0.003 -0.001 -0.001 -0.023 -0.001 -0.001 | 0.014
o(k) | 0.014 0.007 0.009 0.002 0.009 0.008 0.009 0.002 0.009 0.009

Pk) | 0.049 0.195 0.099 0.029 0.080 0.138 0.040 0.088 0.238  0.044
350 | w(k) | -0.009 -0.004 0.011 -0.026 0.003 0.003 -0.022 -0.05 -0.002 -0.009 | 0.006
a(k) 0.011  0.005 0.008 0.018 0.009 0.003 0.006 0.011 0.005 0.011

A.III-8




Appendix I1I: Attack Modelling

Table A.I1L.2. (continued)

Attack/

Model parameters Error
Rank

Pk) | 0119 0.096 0.077 0.107 0.110 0.095 0.132  0.098  0.080  0.093

1 wk) | -0.851 -0.541 -0.158 -0.754 -0.682 -0.747 -0.509 -0.702 -1.149 -0.943 | 0.027
a(k) 0.263  0.032  0.100 0.259 0.239 0.258 0.175 0.152 0372  0.123
Pk) | 0.021 0.158 0.154 0.026  0.136  0.117 0.007 0.119 0.125  0.136

50 wk) | -0.727  -0.277 -0.186 -0.569 -0.183 -0.324 -0.741 -0.367 -0.508 -0.192 | 0.017
a(k) 0.001 0.118  0.090 0.273  0.168  0.026  0.001 0.084 0.085  0.168
Pk) | 0.108 0.099 0.098 0.039 0.026 0.147 0.163 0.080 0.192  0.046

100 | w(k) | -0.358 -0.341 -0.177 0.119 -0.645 -0.069 -0.024 -0.218 -0.269 -0.178 | 0.019
a(k) 0.163  0.166  0.111 0.048 0.232  0.050 0.079 0.025 0.068 0.113
Pk) | 0.033 0.047 0.032 0.108 0.139  0.111 0.142  0.186  0.105  0.095

a\_l 150 | w(k) | -0.652 -0.241 -0.471 -0.059 -0.129 -0.165 -0.143 -0.192 -0.216 -0.324 | 0.016
g a(k) 0248  0.167 0.049  0.120  0.086  0.095 0.090 0.035 0.077  0.022
g Pk) | 0.082 0.104 0.084 0.083 0.075 0.076 0.115 0.152  0.129  0.099

2 | 200 | wk) | -0.196 -0.147 -0.016 -0.132 -0.284 -0.377 -0.216 -0.132  -0.137 -0.197 | 0.018
a(k) 0.244  0.056  0.029  0.054  0.023 0.030  0.018  0.051 0.055  0.244
Pk) | 0103  0.128  0.221 0.007  0.013 0.117 0.124  0.088  0.050  0.149

250 | wu(k) 0.141 -0.082 -0.218 -0.899 0.033 -0.082 -0.077 -0.080 -0.473 -0.187 | 0.017
a(k) 0.023  0.066  0.065  0.001 0.001 0.069 0.056 0.123  0.070  0.069
Pk) | 0.086  0.151 0.188 0.053 0.140  0.064 0.076  0.007  0.026  0.208

300 | w(k) | -0.286 -0.093 -0.069 -0.258 -0.157 -0.215 -0.75 -1.145 0.136  -0.149 | 0.015
a(k) 0.138  0.078  0.068  0.139  0.030 0.126  0.014  0.001 0.034  0.082
Pk) | 0.082  0.088  0.161 0.061 0.054 0343 0.007  0.060  0.067 0.076

350 | w(k) | -0.108 -0.169 -0.115 -0.092 -0.039 -0.084 -1.006 -0.009 -0.104 -0.201 | 0.015
a(k) 0.064  0.057 0.064 0.146  0.060  0.058  0.001 0.144  0.142  0.069
Pk) | 0.144  0.134  0.161 0.034  0.035  0.101 0.046  0.144 0.079  0.123

1 wk) | -0.673  -0.750 -0.845 -1.101 -0.055 -0.670 -1.649 -0.627 -0.701 -0.507 | 0.024
a(k) 0.255 0.258  0.231 0.339  0.088 0.255 0.220 0.244  0.259  0.174
Pk) | 0156 0.043 0.084 0.029 0.193 0.071 0.155 0.007 0.165  0.097

50 uk) | -0317  -0.728 -0.058 -0.531 -0.289 -0.326 -0.318 -0.641 -0.256 -0.306 | 0.019
a(k) 0.133  0.162 0.093 0215 0.134  0.133  0.133  0.001 0.130  0.031
Pk) | 0.017 0.108 0215 0.089 0.025 0.013 0.157 0.138 0.130  0.110

100 | wu(k) | -0.157 -0.298 -0.242 -0.282 -0.599 -0.228 -0.148 -0.178 -0.115 -0.411 | 0.018
a(k) 0.011 0.147 0.055 0.148 0.237  0.001 0.117 0.122  0.114  0.119
Pk) | 0.096 0.022  0.199  0.154  0.053 0.166  0.061 0.079  0.027  0.143

& 150 | w(k) | -0.227 -0.571 -0.178 -0.141 -0.319 -0.153 -0.261 -0.315 -0.263 -0.119 | 0.016
g a(k) 0.142  0.092  0.091 0.119  0.155 0.029  0.154  0.155 0.003  0.119
§ Pk) | 0.128  0.128  0.081 0.064  0.081 0.074 0.119  0.126  0.071 0.127

& | 200 | uk) | -0.131 -0.192  -0.095 -0.405 -0.111 -0.054 -0.147 -0.156 -0.130 -0.269 | 0.022
a(k) 0.069 0.046  0.179  0.230  0.182  0.057 0.073  0.071 0.183  0.108
Pk) | 0.106  0.103  0.093  0.052  0.011 0.115 0.069 0240 0.126  0.082

250 | w(k) | -0.244 -0.133 -0.063 -0.086 0.077 -0.243 -0.093 -0.174 -0.114 -0.095 | 0.013
a(k) 0.088 0314 0.015 0.130  0.009 0.088 0.072 0.034 0.070  0.072
Pk) | 0.078  0.351 0.080  0.053  0.026  0.093  0.091 0.157  0.025  0.046

300 | w(k) | -0.021 -0.107 -0.086 -0.188 -0.078 -0.068 -0.282 -0.144 0.006 -0.328 | 0.017
a(k) 0.090  0.046  0.102  0.004 0.234  0.100  0.065 0.062  0.224  0.173
Pk) | 0.079  0.101 0.060  0.116  0.171 0.059 0.082  0.064 0.077  0.192

350 | w(k) | -0.049 -0.133 -0.179 -0.086 -0.141 -0.160 -0.022 -0.251 -0.192 -0.073 | 0.011
o(k) 0.122  0.072  0.022  0.050 0.074 0.149  0.117 0.139  0.149  0.045
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Table A.I1L.2. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.087 0.082 0.087 0.090 0.174 0.101 0.129  0.155 0.075  0.020
1 wk) | -1.080 -0.812 -0.646 -0.678 -0.625 -0.651 -0.698 -0.678 -0.643 -0.047 | 0.019
a(k) 0.235 0279 0.190 0.191 0.186 0.189  0.178  0.182 0.192  0.117

Pk) | 0302 0.094 0.081 0.092 0.139 0.098 0.018 0.030 0.046  0.099
50 | wk) | -0315 -0.279 -0.336 -0.196 -0.168 -0.429 -0.408 0.015 -0.068 -0.340 | 0.018
a(k) 0.039  0.126  0.139  0.027 0.087 0.117  0.001 0.121 0.216  0.138

Pk) | 0.167 0.139 0.117 0.153  0.121 0.040  0.059 0.089  0.091 0.023
100 | w(k) | -0.233 -0.134 -0.268 -0.308 -0.225 -0.207 -0.470 -0.124 -0.141 -0.675 | 0.018
a(k) 0.031 0.034 0.080 0.065 0.086 0.002 0.049 0.138  0.141 0.151

Pk) | 0171 0.158 0.155 0.042 0.085 0.192 0.053 0.029 0.048  0.068

L 150 | w(k) | -0.129 -0.239 -0.206 -0.381 -0.239 -0.169 -0.211 -0.353 -0.403 -0.026 | 0.014
.5 o(k) | 0.052 0.049 0.055 0.181 0.126  0.057 0.128  0.004  0.181  0.093
% Pk) | 0.007 0.045 0.142 0.116 0.094 0.187 0.131  0.069 0.096  0.113
e | 200 | w(k) | 0275 -0.282 -0.139 -0.139 -0.078 -0.273 -0.151 -0.136 -0.218 -0.207 | 0.012
o(k) | 0.001 0.135 0.055 0.129 0.149  0.057 0.054 0.156  0.070  0.063
Pk) | 0.066 0.065 0.070 0.169 0.116 0.109 0.108 0.192  0.042  0.063
250 | wu(k) | -0.053 -0.133 -0.128 -0.163 -0.090 -0.101 -0.308 -0.157 -0.193 -0.143 | 0.012
o(k) | 0.039 0.121  0.120  0.040  0.049  0.050 0.078 0.041  0.382  0.122
Pk) | 0.070 0.085 0.148 0.089 0.129 0.040 0.233  0.039  0.121  0.045
300 | w(k) | -0.332  -0.185 -0.169 -0.172 -0.086 -0.185 -0.100 0.067 -0.081 -0.133 | 0.011
o(k) | 0.152 0.093  0.013 0.084 0.069 0.174 0.017 0.189  0.067  0.002
Pk) | 0.095 0.191 0.020 0.062 0.012 0.109 0.187 0.109 0.116  0.097
350 | w(k) | -0.136  -0.109 0.0229 -0.234 0.116 -0.052 -0.112 -0.129 -0.064 -0.258 | 0.013
o(k) | 0.072  0.038 0.233  0.035 0.008 0.060 0.037 0.067 0.059 0.147
Pk) | 0121 0.042 0.009 0.103 0427 0.013 0.118 0.099 0.029  0.038
1 wk) | -0.003 -0.829 -0.528 -0.071 -0.011 -0.517 -0.043 -0.070 0.007 -0.158 |} 0.016
o(k) | 0.004 0.129  0.077 0.045 0.028  0.078  0.041  0.045 0.109  0.070
Pk) | 0457 0.021 0.089 0.007 0.048 0.109 0.088 0.037 0.082  0.061
50 | wk) | -0.008 -0.418 -0.075 0.134  0.002 -0.012 -0.027 -0.261 -0.001 -0.028 | 0.011
o(k) | 0.015 0.031 0.018 0.001 0.018 0.036 0.032 0.052 0.035 0.032
Pk) | 0.108 0.045 0550 0.040 0.042 0.030 0.007 0.153 0.015 0.009
100 | w(k) | 0.035 -0.276 -0.003 -0.030 -0.105 -0.072 -0.071 -0.034 -0.084 -0.079 | 0.007
o(k) | 0.027 0.060 0.011 0.039 0.033 0.037 0.001 0.012 0.037 0.001
Pk) | 0.090 0.022 0.074 0224 0.070 0.248 0.073  0.092  0.024  0.084
- 150 | w(k) | 0.010 -0.057 -0.029 -0.012 -0.194 -0.010 -0.036 0.008 0.038 -0.013 | 0.009
~_§ o(k) | 0.023  0.026  0.037 0.015 0.087 0.014 0.036 0.025  0.109  0.035
é’ Pk) | 0.023 0392 0.165 0.100 0.030 0.095 0.070 0.033 0.022  0.070

200 | wk) | -0.206 -0.001 -0.022  0.009 -0.130  0.008 -0.046 -0.135 -0.025 0.016 | 0.005
o(k) | 0.071 0.006 0.005 0.022  0.045 0.023  0.006 0.044  0.031  0.021

Pk) | 0216 0.013  0.076  0.007 0.064 0.159 0.045 0.117 0.233  0.069
250 | wu(k) | -0.005 -0.103 -0.008 -0.455 -0.011 -0.001 -0.187 0.002 -0.007 -0.041 | 0.006
a(k) 0.019  0.001 0.037  0.001  0.037  0.001 0.051 0.022  0.018  0.029

P(k) | 0.081 0.058  0.167  0.087  0.091 0.200  0.169  0.060 0.047  0.041
300 | w(k) | -0.035 0.012 -0.009 0.001 -0.001 -0.003 -0.005 -0.065 0.019 -0.084 | 0.004
a(k) 0.007  0.024  0.016 0.018 0.007 0.005 0.017 0.126  0.024  0.052

Pk) | 0.077  0.036  0.057 0.075  0.201 0.076  0.007  0.161 0.213  0.097
350 | w(k) | 0.0010 -0.173 -0.056 -0.023 0.007 0.004 -0.273 -0.03 -0.009 -0.004 | 0.004
a(k) 0.029  0.022  0.018 0.024  0.004  0.031 0.001 0.007  0.006  0.032
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Table A.I1L.2. (continued)

Attack/

Model parameters Error
Rank

Pk) | 0.069 0.129 0.136  0.078 0.159  0.020 0.133  0.116  0.076  0.084

1 k) 0.204 0.085  0.080  0.201 0.101 0.005  0.093  0.081 0.071 0.104 | 0.026
a(k) 0.110  0.069  0.067 0.052 0.045 0.003 0.068 0.069 0.067 0.072
Pk) | 0.054 0.194 0.196 0.053 0.157 0.076  0.054 0.078 0.062  0.076

50 wk) | -0.053  0.062 0.042 0.162  0.107 0.054 0.059 0.155 0.087 -0.004 } 0.030
a(k) 0.040  0.020  0.020  0.067  0.019  0.061 0.064 0.040 0.072  0.042
Pk) | 0.007 0.124  0.151 0.121 0.083 0.128  0.098  0.047 0.048  0.195

100 | w(k) | -0.085 0.032  0.052  0.123  0.013 0.026  0.097 0.015 0.025  0.073 0.029
a(k) 0.001 0.053 0.08 0.042  0.060 0.059 0.047 0.006 0.002 0.023
Pk) | 0.047 0.073 0.046 0.120 0.130 0.224 0.080 0.095 0.103  0.081

2] 150 | wk) 0.002  0.060  0.097  0.061 0.081 0.040  0.038  0.065 0.009 0.062 | 0.026
G a(k) 0.002  0.004 0.003 0.066 0.063 0.027  0.003  0.066 0.054  0.033
% Pk) | 0183  0.122  0.039 0.093 0.025 0.050 0.024 0.225 0.206  0.031

% | 200 (k) 0.039 0.078 0.098 0.071 -0.037 0.119 -0.076  0.014  0.055  0.079 | 0.019
a(k) 0.030  0.041 0.081 0.042  0.001 0.078  0.044  0.016  0.021 0.081
Pk) | 0.084  0.181 0.077 0.177  0.096 0.078 0.075 0.073  0.084 0.074

250 | wu(k) 0.003  0.052  0.051 0.022  0.042 0.060 0.038 0.072 0.033  0.055 | 0.023
a(k) 0.048 0.023 0.072  0.033 0.055 0.048 0.023 0.056 0.012  0.033
Pk) | 0.059  0.091 0.024 0.233  0.092  0.194 0.065 0.088 0.095  0.060

300 | w(k) 0.062 -0.014 0.057 0.038 0.016 0.015 0.080 0.086 0.056 0.019 | 0.015
a(k) 0.030  0.039  0.001 0.014  0.045 0.009 0.056  0.023  0.029  0.046
Pk) | 0.094 0.182  0.007 0.085 0.073 0.056  0.275 0.084 0.047  0.098

350 | wuk) 0.060 -0.004 -0.165 0.056 0.049 0.067 0.033 0.053 0.042 0.010 } 0.021
a(k) 0.042  0.029  0.001 0.043  0.043 0.006  0.014  0.043  0.042  0.012
Pk) | 0.100 0.085 0.084 0.089 0.226 0.084 0.062 0.092 0.092  0.086

1 wk) | -0956  -0.382 -0.574 -0.730 -0.047 -0.713 -0.222 -0.335 -0.354 -0.865 | 0.040
a(k) 0355 0219 0334 0377 0.064 0375 0.106 0.292  0.216  0.369
Pk) | 0.074 0.108 0.063  0.143  0.081 0.102  0.091 0.081 0.192  0.064

50 uk) | -0.165 -0.109 -0.306 -0.098 -0.176 -0.453 -0.586 -0.263 -0.043 -0.143 | 0.023
a(k) 0.218  0.207  0.044  0.068 0.219  0.122  0.166  0.229  0.054  0.099
Pk) | 0.040 0.073 0.096 0.100 0.234 0.085 0.074 0.139 0.120  0.040

100 | u(k) | -0.654 -0.350 -0.437 -0.057 -0.075 -0.025 -0.244 -0.221 -0.057 0.045 | 0.021
a(k) 0.202  0.131 0.092  0.106  0.102  0.009 0.159  0.063  0.106  0.303
Pk) | 0.037 0.099 0.112 0.117 0412 0.080 0.043  0.044 0.048  0.007

v 150 | u(k) | -0.043 -0.169 -0.322 -0.187 -0.021 -0.302 -0.374 -0.070 -0.068 -0.204 | 0.021
§ a(k) 0.178  0.058  0.101 0.048  0.042  0.108 0.247  0.183  0.183  0.001
-5 Pk) | 0.080 0.095 0211 0.042  0.093 0.091 0.144  0.094 0.088  0.061

21 200 wuk) | -0.075 -0.190 -0.067 0.146 -0.127 -0.081 -0.139 0.006 -0.318 -0.085 | 0.018
a(k) 0.133  0.150  0.047 0228  0.147 0.132  0.094 0.015 0.127  0.137
Pk) | 0.021 0.059 0.096 0223  0.160 0.106  0.007  0.081 0.098  0.148

250 | wu(k) | -0.467 -0.355 -0.168 -0.019 -0.079 -0.084 -0.937 -0.023 -0.244 -0.009 | 0.012
a(k) 0.015  0.026 0.12 0.025  0.048  0.105  0.001 0.120  0.0282  0.119
Pk) | 0.013 0.064 0.132 0.080 0.109 0.093 0.013 0353 0.093  0.049

300 | w(k) | -0.151 -0329 -0.126 -0.218 -0.096 -0.135 -0.160 -0.020 -0.104 0.127 | 0.015
a(k) 0.001 0.026  0.081 0.126  0.090  0.078  0.001 0.040  0.089  0.048
Pk) | 0.014 0.177 0.085  0.071 0.071 0.033  0.084 0.127 0224  0.115

350 | w(k) | -0.573 0.002 0.075 -0.092 -0.099 -0.117 -0.112 -0.228 -0.055 -0.119 | 0.021
o(k) 0.020  0.019 0.111 0.094  0.103 0.004  0.099 0.078  0.029  0.059
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A.lll.1.2. Model Validation
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Figure A.IIl.1.a. Model validation for (9,7) DWT, for three ranks, low quality video, and for the FMLR,

the Gaussian filtering, the JPEG and the median attacks: the 95% confidence limits are represented by V

and A, while the probabilities computed from model are represented by *.
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Figure A.IIL.1.b. Model validation for (9,7) DWT, for three ranks, low quality video, and for the median,

the rotation =+ 2°, +5°, the sharpening attacks: the 95% confidence limits are represented by V and A,

while the probabilities computed from model are represented by *.
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Figure A.II1.2.a. Model validation for (9,7) DWT, for three ranks, high quality video, and for the FMLR,

and the Gaussian filtering attacks: the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by *.
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Figure A.IIL.2.b. Model validation for (9,7) DWT, for three ranks, high quality video, and for the JPEG,

the median, and the rotation + 2° attacks: the 95% confidence limits are represented by V and A, while

the probabilities computed from model are represented by *.
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Figure A.IIl.2.c. Model validation for (9,7) DWT, for three ranks, high quality video, and for the

rotation +5°, the sharpening, and the StirMark attacks: the 95% confidence limits are represented by V and

A, while the probabilities computed from model are represented by *.
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A.lll.2. The 2D-DCT coefficients modelling
A.lll.2.1. Model Computation

Table A.IT1.3. IVM for DCT coefficients hierarchy, low quality video and different attacks.

Attack/

Rank Model parameters Error

Pk) | 0.118  0.062  0.091 0.102  0.105 0.101  0.047 0.054 0212 0.109
1 (k) 0465 0502 0.284 0255 0316 0.151 0426 0349 0216  0.121 0.041
a(k) 0.089 0.174  0.120  0.118 0.119  0.099 0.170  0.075  0.039  0.092

Pk) | 0.046 0.32 0.119 0.030 0.094 0.042 0.050 0.144 0.054 0.398
50 wk) | -0.029  0.069 0.125 0.103  0.037 0.319 0.042 0.052  0.053  0.027 0.014
a(k) 0.079  0.102  0.052  0.001 0.030 0.101 0.098 0.025 0.100  0.029

Pk) | 0.104 0224 0.049 0.172  0.057 0.069 0.1756 0.047  0.070  0.032
100 | w(k) 0.065  0.031 0.117 0.054 -0.010 0.166  0.048  0.417 -0.020  0.032 0.017
a(k) 0.032  0.018 0.020 0.028 0.095 0.062 0.027 0.105 0.009 0.106

o Pk) | 0.053 0264 0.107 0.060 0.117 0.098 0.104 0.140 0.033  0.024
5 150 | w(k) | 0.138 0.036  0.097 0.145 0.080 0.048 0.009 0.019 0375 0.372 0.018
E; o(k) | 0.062 0.014 0.030 0.060 0.015 0.016 0.005 0.043 0.091 0.092
g Pk) | 0.054 0.052 0.049 0.166 0.014 0.091 0.017 0.045 0.327 0.184
%’ 200 | w(k) | 0.158 0.144 0.019 0.037 0.505 .0078  0.271 0.162  0.020  0.081 0.014
Q o(k) | 0.078 0.082 0.059 0.023  0.053 0.036 0.037 0.009 0.020  0.017
Pk) | 0.039 0.012 0.120 0.018 0399 0.097 0.012 0.112  0.027  0.052
250 | w(k) | 0287 -0.031 0.111  0.209  0.034  0.130  0.041 0.046  -0.007  0.074 | 0.018
ofk) | 0.048 0.001 0.017 0.002 0.020 0.053 0.036 0.038 0.116  0.001
Pk) | 0.066 0.056 0.016 0.088 0.053 0.179 0.089 0.104 0.124  0.226
300 | w(k) | 0.073 0.110 0.120 0.208 0.087 0.039 0.103  0.061 0.050 0.025 0.014
o(k) | 0.104 0.017 0.001 0.109 0.106 0.012 0.049 0.032  0.029  0.026
Pk) | 0.130 0.172  0.098 0.026  0.034 0.128 0.044 0.082 0.219  0.067
350 | wk) | 0.076 0.038 0.023 0.106 0.132 0.048 0.146 0.170  0.027  0.089 0.016
ok) | 0.033 0.031 0.025 0.045 0.003 0.009  0.059 0.056  0.027  0.022
Pkk) | 0195 0.139  0.094 0.077 0.089 0.071 0.137  0.109 0.044  0.044
1 wk) | -0.016 -0.067 -0.005 0.008 -0.068 -0.006 -0.098 -0.048 -0.219 -0.130 | 0.028
o(k) | 0.044  0.059 0.104 0.102  0.092 0.105 0.063  0.053 0.056  0.004
Pkk) | 0.078 0.061 0.146  0.159 0.128  0.127  0.065 0.090 0.099  0.048
50 wk) | -0.049 -0.041 -0.004 0.006 0.014 -0.020 0.027 -0.043 -0.012 0.011 0.026
o(k) | 0.043  0.006 0.030 0.028  0.026  0.033  0.058 0.044  0.029  0.060
Pk) | 0.046 0.091 0.077 0.076 0.077 0.081 0.172 0.161  0.100  0.121
100 | w(k) | -0.025 -0.015 -0.013 -0.011 0.014 -0.032 0.017 -0.015 -0.012 -0.012 | 0.023
o(k) | 0.003 0.042 0.042 0.041  0.002  0.039 0.035 0.042 0.042  0.042
Pk) | 0.043  0.067 0.021 0.158 0.157 0.057 0.047 0.176  0.159 0.114
150 | w(k) | -0.018 -0.021 0.125  0.002 -0.016 -0.020 -0.008 0.006  0.005 -0.053 | 0.026
8 o(k) | 0.038 0.038 0.015 0.027 0.020  0.038  0.037 0.028  0.028  0.031
& Pk) | 0.104 0.082 0.055 0.125 0.114 0.100 0.061 0.142  0.113  0.103

200 | w(k) 0.022  0.002 0.008 -0.002 -0.002 -0.017 -0.070 -0.017 -0.013 -0.005 | 0.021
a(k) 0.039  0.041 0.041 0.029  0.015 0.027  0.039  0.027  0.028  0.029

Pk) | 0169 0.117  0.045 0.079 0.057 0.113 0.136  0.092 0.119  0.074
250 | w(k) | -0.001 -0.057 -0.043 -0.002 -0.015 0.002 0.003 -0.024 0.004 -0.002 | 0.024
a(k) 0.015  0.035  0.001 0.053  0.002 0.018 0.023  0.037 0.023  0.053

Pk) | 0.111 0.146  0.124  0.087  0.095 0.050 0.184  0.097 0.014  0.093
300 | w(k) | -0.005 -0.013 -0.012 -0.001 -0.004 -0.028 0.001 -0.016 -0.115 0.002 0.020
a(k) 0.035  0.031 0.006  0.039  0.037 0.030 0.020 0.032  0.002  0.034

Pk) | 0.043  0.026 0.186  0.067 0.076  0.157  0.020  0.041 0.289  0.096
350 | w(k) | -0.091 -0.008 0.023 -0.002 -0.001 -0.001 -0.030 -0.034 -0.023  0.007 0.021
o(k) 0.019 0.026  0.023  0.022 0.023  0.009 0.033  0.033  0.017 0.026
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Table A.I1L.3. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.101 0.112 0.099 0.078 0.099 0.104 0.093 0.105 0.105 0.104
1 wk) | -0.408 -1.888 1.216 -0.802 -0.541 -1.070 -1.234 -0.481 -0.953 1.505 | 0.029
a(k) 0.956  1.098  0.645 1.087  0.994 1.163  0.648  0.971 1.111 0.824

Pk) | 0.041 0.068 0.079 0.068 0.189 0.140 0.149 0.094 0.124  0.047
50 | wk) | -0.502 0.835  0.198 1.855 0998 0506 0462 0.529 0369 -0.885 | 0.029
a(k) 1.164  0.754  0.113  0.544  0.361 0.498  0.504  0.724  0.578 1.116

Pk) | 0220 0.103 0.036 0.117 0.049 0.051 0.045 0.101 0.061 0.216
100 | w(k) | 0.288 1.027  0.031 0901 0.468 0.091 -0.632 0.468 0370 0.554 | 0.019
ofk) | 0283 0331 0.015 0.365 1.381 0317 0.148 0425 0415 0.183

Pk) | 0159 0.052 0.181 0.128 0.120  0.070  0.068 0.073  0.015  0.133

?_T_' 150 | wu(k) 0.357 1.402 0247 0502  0.487 0367 0.077 -0.172  0.931 0558 0.017
g a(k) 0.254 0.263  0.195  0.265 0.268 0.479 0.463 0408 0.018  0.247
g Pk) | 0.098 0.195 0.087 0.068 0.171 0.076  0.088  0.046  0.086  0.084
2 | 200 | wk 0.153 0272 0372 0.194 0488 0.282 0.189 0.237 0302 0.530 | 0.012
a(k) 0.796  0.094  0.341 0.327 0.147 0345 0323 0.019 0346  0.313
Pk) | 0.058 0.007 0.007 0.194 0.195 0.169 0.089 0.106  0.071 0.102
250 | wu(k) | -0.131 1949 1.109 0.227 0.299 0307 0.359 -0.100 0.358 0.759 | 0.009
a(k) 0.418  0.001 0.001 0.142  0.156  0.156  0.191 0.216  0.197  0.129
Pk) | 0.074 0.028 0.133  0.086 0.082  0.082  0.301 0.079  0.050  0.085
300 | wu(k) 0262 0911 0275 0323 0369 0.558 0.161 0.360 -0.248 -0.183 | 0.013
a(k) 0.166  0.016 0.092 0.165 0.058 0.116 0.094 0.164 0316  0.086
Pk) | 0.041 0.189 0.159 0.036 0.047 0.037 0.018 0.108 0.108  0.256
350 | wuk) 0.041 0.076  0.196 -0.042 -0.132 -0.173 0.844 0353 0458 0.319 | 0.008
a(k) 0.848  0.043  0.043 0247 0.217 0.053  0.032  0.155 0.132  0.065
Pk) | 0.131 0.084 0.101  0.085 0.108 0.098  0.101 0.091 0.084 0.115
1 wk) | -0.814 -1.813 -1.554 0.013 1.151  -0.494 -0.894 -0.436 0.385 -1.705 | 0.029
a(k) 0.556  0.999 1.016  0.883  0.667  0.976 1.054 0965 0.828  0.977
Pk) | 0.007 0.144 0.086 0.053 0.148 0.095 0.120  0.157 0.076  0.114
50 | wk) | -3.026 0.532  0.344 1.108 1.528 0.052 0.220 0.877 -0.343 0.159 | 0.027
a(k) 0.001 0.263  0.500 0.939 0.222  0.609 0.405 0.137 0.578  0.361
Pk) | 0.083 0.007 0.096 0.087 0.037 0240 0.106  0.148 0.095  0.102
100 | wu(k) 0.180  2.839  0.550 1.291 -0474 0482 -0.099 0493 0.487 0.569 | 0.018
a(k) 0.498  0.001 0354 0.233  0.765  0.291 0.437 0290 0395  0.341
Pk) | 0.021 0.116  0.121 0.105  0.041 0.057 0.106  0.162  0.072  0.198
& 150 | u(k) | -0.780 0.017 0295 0379 -0.362 0.606  0.281 0.603 1.256  0.525 | 0.016
g a(k) 0.117 0.114  0.158 0.232  0.045 0350 0.159 0.222 0342  0.238
E Pk) | 0.163  0.076  0.040 0.104 0.160 0.143  0.033  0.026  0.081 0.174
2 | 200 | um 0.061 -0.374 1.162 0.501 0.556 0307 -0.256 0915 0316 0.344 | 0.012

ok) | 0.074 0.695 0356 0.194 0.178 0.137  0.015 0.020  0.134  0.134

Pk) | 0.153 0.044 0.028 0.196  0.087 0226 0.065 0.014 0.132  0.053
250 | wu(k) | 0348 0470 -0.203 0.320 0.529 0.141  0.084 1.614 0510 -0.542 | 0.009
ok) | 0.159 0269 0.044 0.097 0265 0.143 0.119 0.017 0.268  0.528

Pk) | 0.060 0.095 0.116 0.102  0.160  0.107 0.037 0.199 0.022  0.100
300 | w(k) | -0.341 -0.017 0.143 0.273 0388 0326 0.742 0.244 1.091 0394 | 0.012
ok) | 0354 0.047 0.015 0.172  0.133  0.156  0.047 0.079  0.141  0.131

Pk) | 0.139  0.146  0.062  0.061  0.051 0.154 0.114  0.090 0.162  0.023
350 | wuk) 0.183 0305 0422 0327 0.171 0.214 0.348 0.337  0.067 -0.284 | 0.008
o(k) 0.129  0.080 0.187  0.841  0.271 0.115 0.207 0210  0.109  0.028
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Table A.I1L.3. (continued)

A];t:ncll:/ Model parameters Error
Pk) | 0.078 0.088 0.095 0.084 0.071 0.122  0.162  0.081 0.084  0.136

1 k) 1.379  -2.651 -3.688 -2.059 1.267 -3.004 -0.675 -0.404 -1.082 -1.191 | 0.032
ok) | 2437  2.868  2.667  2.954 = 2.462 1.117 1.569 1.708  2.013 1.720
Pk) | 0.052 0.080 0.056 0.080 0.110 0.067 0.060 0.240 0.140 0.116

50 | wk) | 2.020  0.347 1.519 0592  0.866 -0.874 1957 0.670 0950 0915 | 0.013
a(k) 0360 0.903 0.478  0.826  0.409  0.760 1.281 0.347  0.411 0.416
Pk) | 0393 0.019 0.027 0.062 0.092 0.089 0.132  0.028  0.095  0.063

100 | wu(k) 0.409 -1.314 1869 -0.411 1.283 0.592  0.811 1.505 0417 1.080 | 0.008
a(k) 0.168 0942 0.690 0.275 0.309  0.201 0.049 0.784 0.180  0.338
Pk) | 0208 0.044 0.028 0.022  0.051 0.107  0.047  0.231 0.019  0.244

?_Q 150 | wu(k) 0.025 1.461 1.036  -0.851 0.330  0.363 1.006  0.627  0.583  0.409 | 0.010
g a(k) 0.152  0.402  0.331 0.207  0.164 0.128  0.068  0.085  0.404  0.130
§ Pk) | 0.091 0.134 0.051 0.029 0.077  0.161 0.039  0.070  0.119  0.228

2 | 200 | wk 0.052 0288 0.187 0.006 0922 0332 -0410 0.299 0.193  0.499 | 0.009
a(k) 0.222  0.140  0.268 1.921  0.160  0.128  0.400  0.287  0.200  0.107
Pk) | 0.055 0.115 0.209  0.093  0.061 0.027 0.207  0.095 0.028  0.110

250 | wu(k) 0985 0.193 0308 0.082 0444 -0.812 0.214 0446 0547 0436 | 0.010
a(k) 0.577 0306  0.077 0271 0390  0.130  0.099 0.166  0.235  0.162
Pk) | 0.077 0202 0.078 0.049 0.156 0.052 0.254 0.040  0.051 0.041

300 | wu(k) 0.157 0365 0.149 0.828 0.107 0446 0.234 0.282 -0.337 0.778 | 0.004
a(k) 0.239  0.106  0.237 0320  0.069 0.080 0.072 0.425 0.353  0.084
Pk) | 0249 0.111  0.040 0.007 0.075 0.095 0.237 0.026  0.091 0.069

350 | wuk) 0306 0.199 -0.110 -0.594 0.157 0247 0.160 0424 0454 0.224 | 0.006
a(k) 0.082  0.131 0.027  0.001 0.213  0.185  0.070 1.728  0.341 0.251
Pk) | 0.106 0.156  0.142  0.079  0.106  0.029 0.146  0.056  0.087  0.092

1 uk) | -60.51 -59.59 -89.95 -55.61 -60.34 -39.42 -60.02 -36.29 -76.15 -67.05 | 0.020
a(k) 10.19  6.797  6.792  9.509 1.102  5.806  7.097  5.662 1.325 1.287
P(k) | 0.031 0.091 0.154 0.147  0.137 0.052 0.122  0.126  0.056  0.085

50 | w(k) | -2.686 -1.995 -1.969 -1.874 -1.895 -1.166 -1.847 -1.550 -2.027 -1.818 | 0.026
a(k) 0.417 0.148 0262 0283  0.282  0.223  0.289  0.187  0.259  0.297
Pk) | 0.098 0.102 0.142 0.075 0.108 0.138 0.076  0.092  0.058 0.111

100 | uk) | -1.149 -1.046 -1.133  -1.197 -1469 -1.093 -1.041 -0.994 -1.253 -1.189 | 0.028
a(k) 0.204 0.247 0.166  0.025 0.165 0.172  0.251 0.251 0.198  0.199
Pk) | 0.056 0.084 0.111 0.086  0.238  0.117 0.076  0.076  0.050  0.106

- 150 | u(k) | -0.688 -0.779 -1.057 -0.841 -0.873 -0.933 -0.798 -0.923 -0.501 -0.890 | 0.031
-_g a(k) 0.080 0.115 0.144  0.187 0.088 0.169 0.195 0.174 0.194  0.176
é’ Pk) | 0.085 0.079  0.021 0.148  0.071 0.107  0.123  0.052  0.077  0.236

200 | u(k) | -0.775 -0.807 -0.131 -0.529 -0.578 -0.691 -0.655 -0.773 -0.831 -0.742 | 0.034
a(k) 0.165 0.175 -0.064 0.102  0.115 0.123  0.118 0.175  0.177  0.071
Pk) | 0.070  0.087 0.083 0.193  0.096 0.112  0.080  0.111 0.112  0.055

250 | u(k) | -0.578 -0.744 -0.641 -0.595 -0.535 -0.678 -0.492 -0.557 -0.536 -0.519 | 0.034
a(k) 0.135 0.104  0.120  0.071 0.143  0.115 0.145  0.136  0.141 0.144
Pk) | 0.101 0.143  0.104 0.156  0.148  0.079  0.076  0.007  0.105  0.081

300 | w(k) | -0.437 -0.413 -0.557 -0.516 -0.559 -0.499 -0.706 -1.065 -0.482 -0.512 | 0.034
a(k) 0.098  0.071 0.103  0.112  0.047  0.122  0.069  0.001 0.125  0.117
Pk) | 0.129  0.200  0.097 0.091  0.097  0.021 0.144  0.031 0.009  0.181

350 | w(k) | -0.522  -0.368 -0.465 -0.610 -0.532 -0.217 -0.448 -0.547 -0.187 -0.385 | 0.028
o(k) 0.076 ~ 0.073  0.015 0.133  0.090 0.197 0.094 0.003 0.019 0.081
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Table A.I1L.3. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.101 0.037 0.157 0.088 0.079 0.078 0.072  0.167 0121 0.099
1 wk) | -1.169 -3.381 -1.937 -1.246 -1.436 -1.201 -1.400 -1/809 -2.707 -1.965 | 0.021
a(k) 0.870  0.537 0.503  0.883  0.090 0.876  0.329  0.475 0.299  0.521

Pk) | 0125 0.058 0.098 0.114 0.017 0.114  0.091 0.238  0.028 0.117
50 | wk) | -0.002 0.006 0.0890 -0.541 -0.050 0.004 -0.013 -0.135 -0.469 -0.126 | 0.018
a(k) 0.185 0.183  0.162  0.689  0.194  0.021 0.188  0.093  0.034  0.152

Pk) | 0.007 0203 0.085 0.065 0.102 0.088 0.075 0.064 0.110  0.200
100 | w(k) | -1.989 -0.073 -0.257 0.012 -0.066 -0.041 0.168 -0.581 -0.245 -0.069 | 0.019
o(k) | 0.001 0.079 0.085 0.138 0.152  0.147 0.101  0.106  0.172  0.078

Pk) | 0062 0.153 0.037 0.134 0.061 0.125 0.099 0.076 0.136  0.115

21 150 | wk) 0.039 -0.144 -0.931 -0.092 -0.219 -0.086 -0.058 -0.417 -0.130 -0.022 | 0.020
b a(k) 0.125 0.133 0319  0.025 0.182 0.152  0.149 0.215 0.147  0.044
§ Pk) | 0.040 0.158 0.014 0.197 0.045 0.071 0.113  0.166  0.180  0.014
% | 200 uk) | -0.133  -0.189  0.062 -0.001 -0.092 -0.547 -0.159 -0.208 -0.019 -1.055 | 0.022
a(k) 0.006  0.076  0.001 0.154 0.012 0.123  0.089  0.187  0.041 0.045
Pk) | 0.066 0.184 0.139  0.075 0.146  0.045 0.056  0.051 0.184  0.053
250 | w(k) | -0.229 -0.079 -0.194 -0.257 -0.141 -0.380 -0.182 -0.357 0.020 -0.174 | 0.019
a(k) 0.170  0.036  0.053  0.125  0.091 0.297 0.238  0.297  0.070  0.241
Pk) | 0229 0.016 0.146 0.092  0.083 0.058 0.138  0.012 0.184  0.041
300 | w(k) | -0.090 -0391 -0.258 -0.118 0.017 -0.637 0.080 -0.488 -0.108 -0.150 | 0.024
a(k) 0.036  0.004  0.061 0.117 0.037 0233 0.112 0.005 0.117  0.405
Pk) | 0179 0.034 0.055 0.102 0.138 0.122  0.029  0.123  0.127  0.091
350 | w(k) | -0.099 -0.166 0.003 -0.154 -0.243 -0.081 -0.565 -0.036 -0.268 -0.178 | 0.021
a(k) 0.037  0.003  0.005 0.153  0.161 0.133  0.261 0.122  0.155  0.063
Pk) | 0.144 0.169 0.121  0.078 0.114  0.089  0.108 0.068  0.056  0.054
1 wuk) | -0.201  -0.278 -0.276 -0.384 -0.196 -0.510 -0.163 -0.334 -0.667 0.300 | 0.039
a(k) 0.293  0.264 0300 0296  0.294 0.162 0.284  0.350 0.423  0.554
Pk) | 0.037 0.128 0.073  0.126  0.128  0.145 0.088  0.102  0.134  0.040
50 | wu(k) | -0.306 0.081 -0.050 0.071  0.251 0.124  0.327 0.072 -0.064 -0.268 | 0.015
a(k) 0.027 0.127  0.084  0.127 0.185 0.117 0.285 0.128  0.083  0.256
Pk) | 0.174  0.096 0.027 0.103  0.122  0.017  0.141 0.120  0.067  0.130
100 | wu(k) 0.234 0.101 0.871  0.098 0.016 0.150 -0.026 0.167 -0.255 -0.042 | 0.019
a(k) 0.142  0.167 0.120  0.020  0.020 0310  0.118 0.158  0.229  0.087
Pk) | 0246  0.028  0.101 0.023  0.018 0.049 0.149 0.137 0.165  0.083
v 150 | wuk) 0.018 0.840 -0.018 0.053 0.052 0.213 -0.025 0.281 0.065 0.125 | 0.022
§ a(k) 0.081 0.138 ~ 0.213  0.006  0.041 0.033  0.086 0.126  0.215  0.016
"5; Pk) | 0.107  0.109 0.033  0.072  0.041 0.085 0.113  0.167 0.127  0.146

200 | u(k) 0.108 0.067 0522 -0.133 0384 0.253 0.056 0.017 -0.045 0.120 | 0.022
a(k) 0.050  0.127  0.135  0.095 0.035 0.024  0.125 0.020  0.100  0.040

Pk) | 0.099 0.114 0.103  0.213  0.123  0.122  0.045 0.034  0.100  0.048
250 | u(k) | 0332 0.140 -0.111 -0.006 0.069 0.066 0227 0.152 0.156  0.038 | 0.020
ok) | 0.167 0.089 0.034 0.053 0.083 0.028 0.099 0.015 0.094 0.222

Pk) | 0.143  0.007 0.164 0.137 0.098 0.148 0.060 0.127  0.055  0.061
300 | w(k) | 0.069 -0.715 0.072 0.014 0.259 0.022 -0.111 0.159 0.154  0.244 | 0.019
ok) | 0.111 0.001 0.112 0.095 0.163 0.043 0.069 0.095 0.009 0.164

Pk) | 0.043  0.093  0.021 0.054 0.177  0.048 0.070  0.155 0.144  0.194
350 | wuk) 0.163 0.141 0337 0.082 -0.049 -0.210 0.266  0.097 0.169  0.011 0.021
o(k) 0.135 0.080 0.005 0.118 0.037 0.049 0.128 0.019 0.038  0.023
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Table A.I11.4. IVM for DCT coefficients hierarchy, high quality video and different attacks.

Al;taancll:/ Model parameters Error
Pk) | 0.125  0.096  0.098 0.057 0.157 0.118 0.109  0.044  0.061 0.134

1 wk) | -0.444 -0.250 -0.249 -0.595 -0.315 -0.277 -0.256  0.066  -0.203  -0.076 | 0.043
a(k) | 0.063 0.107  0.107 0.015 0.032 0.109  0.108 0.153  0.093  0.071
Pk) | 0216 0356  0.106  0.062 0.014 0.011 0.141 0.048 0.024  0.023

50 | wk) | 0027 0.002 0.024 0.112  0.760  0.139  0.035 0.327 0.008 0.114 | 0.014
a(k) | 0.034  0.027  0.003 0.052  0.037  0.014  0.033 0.119 0.149  0.178
Pk) | 0.042  0.031 0.036  0.163 0.043 0.144  0.107  0.084 0.309  0.040

100 | wk) | 0.341 0.010  0.141 0.027  0.081 0.014  0.024  0.004 0.015 -0.041 | 0.005
ofk) | 0228 0.042 0.019 0.030 0.180 0.030 0.013 0.041 0.011 0.004
20 Pk) | 0221 0.0269 0.228  0.019 0.024 0242 0.046  0.029 0.133  0.033

ES 150 | w(k) | 0.023 -0.052 0.016 -0.036 0.046  0.035 0.157 0320  0.026  -0.030 | 0.010
E a(k) | 0.026  0.084  0.021 0.084  0.051 0.028 0.022 ~ 0.033  0.027  0.039
2 Pk) | 0.158 0.157 0.125 0.198 0.014 0.110  0.038 0.168  0.007  0.024

§ 200 | w(k) | 0.039 0.026 0.012 0.015 0.724 0.034  0.161 0.025 -0.043  0.246 | 0.009
&) a(k) | 0.061 0.025 0.012  0.023 0.087  0.024  0.091 0.015  0.001 0.068
Pk) | 0.096 0.137  0.073 0.026  0.076  0.026  0.174  0.301 0.075  0.018

250 | wk) | 0.027 0.012 0.010 0309 0.020 0.205 0.054 0.016 0.020  0.153 0.010
o(k) | 0.036 0.016  0.033 0.107  0.036  0.064 0.029 0.013  0.036  0.005
Pk) | 0.014  0.184  0.092  0.040  0.103 0.007  0.101 0.196  0.160  0.102

300 | u(k) | 0.086 0.022 0.002 0.049 0.024  0.432 0.077  0.028  0.010  0.067 0.010
a(k) | 0.001 0.023 0.026  0.001 0.005 0.001 0.089  0.021 0.011 0.091
P(k) | 0337  0.007  0.034 0.034 0.036 0.140 0.156  0.169  0.044  0.042

350 | wu(k) | 0.004 0.971 0.115  0.128 0.192  0.036  0.049 0.022 -0.058 0.040 | 0.011
ok) | 0.010  0.001 0.008  0.068  0.078  0.018 0.018 0.009  0.022  0.019
Pk) | 0.079  0.147  0.091 0.074 0.167 0.016 0.117 0.082  0.106  0.122

1 uk) | 0.106  -0.078 0.018 -0.013  0.029 0.080 0.097 -0.276 -0.050 0.008 | 0.001
ak) | 0219  0.040  0.155 0.172  0.131 0.007  0.061 0.270  0.165 0.155
Pk | 0.015 0.105  0.123 0218  0.116  0.033 0.158  0.143 0.068  0.021

50 | wk) | 0252  0.036 -0.053 0.007 0.011 0.014  -0.001  0.071 0.013 0.017 | 0.001
ok) | 0.072  0.028  0.017  0.021 0.031 0.031 0.025 0.019  0.031 0.031
Pk) | 0.109  0.199  0.079 0.112  0.133 0.114  0.007  0.090  0.093 0.063

100 | u(k) | -0.014 0.066 -0.019 -0.022 0.027 0.006 -0.181 -0.025 0.005 0.033 0.001
ak) | 0.029  0.015 0.028  0.028  0.007  0.030  0.001 0.028 0.004  0.027
Pk) | 0.013 0.096  0.095 0.284  0.108  0.071 0.071 0.053 0.111 0.098

150 | w(k) | 0.005 0.032 -0.032 -0.001 -0.034 0.021 0.010  0.013  -0.015 0.054 | 0.001
8 a(k) | 0.001 0.035 0.028  0.020  0.028  0.037  0.036  0.037  0.030  0.029
& P(k) | 0.080  0.111 0.116  0.075 0.083 0.041 0.101 0.252  0.101 0.042

200 | wk) | 0.024 -0.023 -0.014 0.021 0.046  0.005 -0.009 0.011 0.041 0.026 | 0.001
ak) | 0.037  0.025 0.028  0.037  0.034  0.086 0.030 0.011 0.003 0.084
Pk) | 0.145 0.158  0.041 0.208  0.068  0.057  0.057  0.143 0.071 0.052

250 | w(k) | -0.030 0.022  0.027  0.007 0.015 0.006 -0.006 0.029  0.025 0.015 0.001
ak) | 0.009  0.021 0.054  0.011 0.023 0.021 0.049  0.019 0.054 0..023
Pk) | 0.078  0.154  0.030  0.238  0.133 0.132  0.0295  0.045 0.124  0.035

300 | u(k) | -0.012 -0.006 0.084 0.032 0.002 -0.047 0.076  0.008 -0.003 0.011 0.001
a(k) | 0.003 0.021 0.023 0.015 0.023 0.010  0.026  0.023 0.022  0.023
Pk) | 0.013 0.039  0.027  0.144  0.245 0.114  0.028  0.077  0.166  0.147

350 | u(k) | 0.097 -0.067 -0.059 -0.005 0.029 0.010  0.020 -0.005  0.003 0.015 0.001
ok) | 0.004 0.044 0.002  0.022  0.022  0.026  0.001 0.006  0.026  0.025
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Noise Sources in Robust Uncompressed Video Watermarking — Corneliu-Octavian DUMITRU

Table A.I11.4. (continued)

Attack/

Rank Model parameters Error

Pk) | 0.097 0.121 0.056 0.077 0.140 0.087 0.057 0.122  0.099  0.142
1 wk) | -2206  -3.308  -9.665 -4.512 -0.812 3916 -5.936 -2.826 -0.276 -2.166 | 0.029
a(k) | 2.991 1.741  3.861 2477 2.167 2.652 4546 2463 3296 2452

Pk) | 0112  0.064 0.114 0.103 0.087 0.112 0.102 0.097 0.086  0.123
50 | wk) 1.218 -0313  2.091 1.362  5.233 1.583 1.167 2274  3.968 1.372 | 0.025
a(k) 1.866  3.554 1.337 1.869  2.094 1.750 1.889 1.427  2.367 1.803

Pk) | 0182  0.098 0.045 0.102 0.067 0.088 0.095 0.113 0.112  0.097
100 | wu(k) 1.133 1.302  3.482 1.172 0216 -1.261 2.753  3.066 1.624 1.605 | 0.019
ak) | 0.671 1.192 2178 1.167  0.163 1.470 0944 0.822 1.183 1.185

Pk) | 0185 0.078 0.069 0.103 0.093 0.105 0.122  0.098  0.039  0.108

?_T_' 150 | wu(k) 1.107  2.076  2.533 1.754 1.534 1.379  -0.094 -1.047  4.269 1.454 | 0.019
g a(k) 0.305 1.192  0.813  0.810 1.075  0.876  0.247 1.092 1.049  0.861
g Pk) | 0.030 0.007 0.156 0.137 0.027  0.041 0.087 0.116  0.046  0.354
2 | 200 | wk 3.680 13226 1.127 1.318 3347 -1.712 2266 0.267 0.711 1.063 | 0.014
a(k) 0.837  0.001 0.744 1.060  0.862 0.579 0323 0.552  0.762  0.448
Pk) | 0202 0.040 0.085 0.077  0.101 0.107  0.094 0.083  0.107 0.104
250 | wu(k) 0.837 -1.081 0.662 0.235 0.828  2.139 1.354  0.626 1.719 1.172 | 0.013
a(k) 0393 0906 0.659 0.880  0.665 1.271 1.340 0309  0.243  0.595
Pk) | 0.095 0.099 0.077 0.110 0.108 0.113  0.081 0.055 0.166  0.096
300 | wu(k) 0.325 1.948 1.207  0.760 1.173  0.738 0307 -1408 0.690 1.092 | 0.012
a(k) 0.668 1.032  0.549 0.785 0.797  0.781 0.661  2.098  0.149  0.823
Pk) | 0209 0.100 0.107 0.075 0.097 0.131 0.125  0.068  0.042  0.046
350 | wuk) 1.075 0414 0.701  0.626  0.819  0.494  0.645 1.075 1.468  2.201 0.001
a(k) 0.382  0.675  0.607 1.234  0.739 0329 0365 0.772  0.677 1.283
Pk) | 0.088 0.115 0.109 0.080 0.106 0.112 0.109 0.094 0.089  0.099
1 k) | 3301  0.533  -2.203  -5328 -0.287 0.275 -2.476 -2.842 -3.848 -2.310 | 0.045
a(k) 3.832 3879  3.158 1.747 3918 3.897 3312 3.769 2.806  3.595
Pk) | 0.071 0.175 0.046  0.124  0.099 0.110  0.086  0.070  0.119  0.097
50 | wuk) 0.498  2.582 -0.487 1.505 1232 5.654 0232 0.110 1.350  3.047 | 0.025
ak) | 2.888 1.172 1.416 1.511 1.667 1.797 1.502 2.896 1.551 1.064
Pk) | 0.044 0.146  0.117  0.127  0.090 0.098 0.145  0.101 0.050  0.082
100 | wu(k) 3.849 1.686 0392 2371 2299 0574 0850 0.775 4879 2.012 | 0.019
a(k) 1.338 1.041 1.608  0.778  0.835 1.655  0.544 1.705 1.685 1.067
Pk) | 0.049 0.128 0.157 0.116  0.045  0.067 0.119 0.160 0.102  0.056
& 150 | wuk) | 2639 0.803 0.873 2011 -1.534 1.763 1.202 1.103 1.108  3.814 | 0.017
g a(k) 1.074  0.858 0.872  0.677 1.662 1.102  0.891 0.892  0.899  0.779
E Pk) | 0206  0.080  0.091 0.063  0.107  0.091 0.045 0.085 0.182  0.050
2 | 200 | um 0.755 1.361 0982 -1.284 1430 -0.400 2.799  2.555 1.369 1.897 | 0.013

ok) | 0353 0822 0.659 1.532 0.810 0.252 1285 0.616 0.434  1.059

Pk) | 0.143  0.099 0.134 0.148 0.115 0.041  0.014 0.123  0.132  0.052
250 | wu(k) 1.012  -0.111  1.105  0.883 1.059 2213 4189 1.159 0.844 -0.803 | 0.012
ak) | 0.653 1.087  0.679 0.654 0.778  0.143 1.048  0.718  0.258 1.968

Pkk) | 0.149  0.068 0.032 0.050 0.098 0.104 0.143 0.140 0.116  0.100
300 | w(k) | 0475 0992  4.098 -1.181  0.828 1.192 0484 0.733  2.099 1.033 | 0.011
ok) | 0.556  0.054 1.051 0.893 0.645 0.560 0.563  0.521  0.358  0.610

Pk) | 0.028 0.082  0.122  0.130  0.221 0.059 0.132  0.114  0.021 0.091
350 | w(k) | 2995 -0.277  0.746 1.106  0.715 1480 0444 0.893  -2.417 1.086 | 0.008
o(k) 0.731 0296 0.571 0.616 0.226  0.179 0303  0.631 0.191 0.687
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Table A.I11.4. (continued)

A];t:ncll:/ Model parameters Error
Pk) | 0165 0.089 0.128 0.102 0.056 0.099 0.108 0.065 0.133  0.071

1 wk) | -8.653 -2.287 -3.337 -1.522 8324 -1.705 -2.523 3.544 -6.088 -7.996 | 0.024
ok) | 4.108  6.203 5589  5.711 5333  7.882  5.655 6.012 4966  9.399
Pk) | 0365 0.073 0.074 0.079 0.007 0.065 0.075 0.064 0.108  0.089

50 | wk) | 2173 2935 2.872 3706  13.652 2368 -1.991 -0.255 6.291 5374 | 0.011
a(k) 1.071 1.970  2.002 1.668  0.001 2211 2304  2.362 1.222 1.462
Pk) | 0.059 0.089 0.133  0.100 0.098 0.124  0.078  0.123  0.151 0.045

100 | w(k) 1.119 2311 2.492 1.015 1.271 2422 5344 1.657  2.155 -1.162 | 0.012
a(k) 7.318 1.087 1.093  0.720  0.331 1.088 1.678  0.968 1.009  0.221
Pk) | 0.067 0.139 0.061 0.172  0.061 0.057 0.055 0.226  0.085  0.078

?Q 150 | wu(k) 1.811 1.195 1.921 1.636  2.106 1.804 1.948 0965 -0.227 3.042 | 0.010
g a(k) 1.891 0.524 1.905  0.438 1.912 1.139 1.872  0.448 1.214  0.673
§ Pk) | 0.167 0.079 0.131  0.019 0.111 0.125 0.066 0.090 0.113  0.098

2 | 200 | wk 1.138  0.724  1.010  6.466 1463  0.588 3.763  0.725 1.214  1.332 | 0.005
a(k) 0.834  0.882  0.926 1.045 0.816  0.858 1.169  0.882  0.947  0.954
Pk) | 0314 0.165 0.049 0.057 0.007  0.051 0.067 0.085 0.086  0.120

250 | wu(k) 1.160 0.171 2346 -1.026 8976 2.622  0.738 1.501 1.574  1.119 | 0.008
a(k) 0.368  0.193 1.531 0.618  0.001 1.500  0.537  0.693  0.687  0.525
Pk) | 0.082 0.007 0.148 0.100 0.154 0223 0.063  0.180 0.014  0.028

300 | wu(k) 0.634  6.245  0.975 1.181  0.481 1.285  0.791 0.803  -3.188 3.324 | 0.006
a(k) 0.817  0.001 0.585 0.617 0.817 0.604 0.785 0.480  0.623  0.138
Pk) | 0.060 0.033 0242 0.083 0.089 0.080 0.141 0.154  0.090  0.046

350 | wuk) 0.013 0.636 0.898  0.144  0.605 1.265 1.781 0454 1.086 2.644 | 0.003
a(k) 0.564  0.699  0.175  0.596  0.695 0.566  0.447  0.286  0.623  3.965
Pk) | 0.118 0.083 0.017 0.075 0.095 0.103 0.138 0.036 0.109 0.224

1 wk) | 2257 3491  6.754 3441 3.514 3414 3293 -8559 3345 2.198 | 0.002
a(k) 0.613 0.890 0.634 0904 0.884 0910 0925 6.021 0.921 0.632
Pk) | 0252  0.014 0.017 0.046 0.048 0.145 0.013 0.160 0.169  0.137

50 | wuk) 0.013 0227 0.188  0.098 2.284 -0.013 0.668  0.051 0.033  0.024 | 0.007
a(k) 0.031 0.103  0.112  0.141 3359  0.152  0.052 0.156  0.157  0.079
Pk) | 0.104 0.113  0.114  0.038  0.049 0.024 0.293 0.153  0.098 0.014

100 | u(k) | -0.042  0.021  0.063 1.683 -0.097 0.254 -0.008 0.111 -0.046 -0.046 | 0.003
a(k) 0.101 0.096  0.084 0965 0.084  0.021 0.036  0.067  0.100  0.100
Pk) | 0.154  0.049 0.064 0.026 0360 0.036 0.029 0.207 0.062  0.014

- 150 | wuk) 0.102  0.216 -0.061 0.123  0.031 1.319 -0.204 -0.033 -0.050 3.081 0.005
-_g a(k) 0.024  0.091 0.039  0.123  0.034 0213  0.013  0.060 0.162  0.597
é’ Pk) | 0.160  0.131 0.077 0.132  0.166  0.034 0.016 0.007 0.128  0.147

200 | u(k) 0.023  -0.005 0.054 -0.011 0.0024 0.134 0.358 3359 0.064 0.028 | 0.008
a(k) 0.035 0.050 0.099 0.052 0.103  0.389  0.026  0.001 0.096  0.102
Pk) | 0.014 0.114 0.083  0.180 0.199  0.007 0.132  0.064 0.014  0.192

250 | wu(k) 0.874 0.124  0.061  0.002  0.045 0.438 -0.021  0.067 1.730  -0.047 | 0.001
a(k) 0.005 0.075 0.077  0.082  0.020  0.001 0.075 0.073  0.295  0.037
Pk) | 0.018 0.019  0.181 0.074  0.019 0.119 0.114  0.050 0.243  0.164

300 | wuk) 0.862 1.088  0.024  0.039 -0.087 0.013 -0.050 0.131 0.011 0.009 | 0.005
a(k) 0.358  0.333  0.061 0.059  0.112  0.060  0.115  0.070  0.035  0.056
Pk) | 0.161 0.021 0.062 0.125 0.043  0.007 0.054 0.162 0.154  0.210

350 | wuk) 0.003  0.596  0.068 -0.063  0.155 1.385 0.026  0.007 0.018 0.067 | 0.006
o(k) 0.065 0.029 0.212  0.052  0.029  0.001 0.064  0.022  0.065  0.035
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Table A.I11.4. (continued)

Attack/

Rank Model parameters Error

P(k) | 0.081 0.081  0.180 0.029  0.131 0.156  0.077  0.091 0.088  0.085
1 wk) | -1.921  -2.014 -2.045 -0.221 -1.433 -2.842 -1.846 -2.809 -2.245 -1.657 | 0.018
a(k) 1.083  0.821  0.169 1.900  0.205  0.210  0.930 1.178  0.812  0.999

Pk) | 0247 0.045 0202 0.075 0.055 0.087 0.053 0.045 0.161 0.029
50 | wk) | -0.052 -0.636  0.157 0.096 -0.612 -0.221 0.318 0.160 -0.025 0.090 | 0.019
a(k) 0.090  0.283  0.101 0.165 0.280 0.046  0.182  0.211 0.086  0.016

Pk) | 0185  0.065 0.121  0.069 0.076 0.147 0.077 0.059 0.114  0.087
100 | w(k) | -0.074 0.214 0.022  0.046  0.072 -0.061 -0.335 -0.743 -0.021  0.170 | 0.012
ofk) | 0.083 0.180 0.083 0.123  0.014 0.089  0.189 0327 0.096  0.189

Pk) | 0.076  0.060 0.054 0296 0.030 0.022 0.307 0.049 0.072  0.033

21 150 | wk) | -0.091 0.147  0.123  -0.037 0.286 -0.526  0.011 -0.317 -0.192 -0.217 | 0.012
b a(k) 0.100  0.037  0.181 0.063  0.011 0.032  0.067 0.65 0.153  0.010
§ Pk) | 0200 0.101 0.078 0.056 0.073  0.141 0.090  0.130  0.024  0.108
% | 200 (k) 0.015 -0.051 -0.410 -0.029 0.097 -0.054 -0.025 -0.089 -0.081 -0.042 | 0.009
a(k) 0.088 0.133 0235  0.130  0.111 0.11 0.108  0.032  0.366  0.130
Pk) | 0219 0.0556 0.014 0.142 0.173  0.025 0.068 0.065 0.117  0.123
250 | wu(k) | -0.073 -0.083 -0.789  0.001 -0.049 -0.206 -0.217 -0.216  0.131 0.065 | 0.013
a(k) 0.032 0.229 0.017 0.044 0.062 0.018 0.218 0.219 0.144  0.030
Pk) | 0.040 0.065 0.057 0215 0.118 0.166 0.057 0.070 0.034  0.177
300 | w(k) | -0.033 -0.295 -0.738 -0.064 -0.151 -0.023 0.053  0.162 -0.045 -0.045 | 0.011
a(k) 0.111 0.178  0.538  0.048 0.082 0.077 0.018 0.075 0.419  0.067
Pk) | 0173  0.015 0.112  0.026  0.007  0.407 0.023  0.073  0.099  0.064
350 | w(k) | -0.056 -0.237 -0.160 0.151 0.278 -0.029 -0.984 0.089 -0.336  0.061 0.012
a(k) 0.074  0.026  0.028  0.001 0.001 0.047  0.216  0.051 0.179  0.164
Pk) | 0.146  0.088 0.099 0.102 0.099 0.098 0.094 0.069 0.113  0.091
1 wk) | -1.706  -0.316 -1.773 -1.323 -1.053 -1.532 0.137 -2.167 -1.341 -2.525 ] 0.035
a(k) 0.726  0.836  0.850 0916  0.927  0.981 0.733 1.118  0.790 1.059
Pk) | 0.049  0.151 0.041 0.134 0.138 0.060 0.134  0.136  0.107  0.049
50 | wk) 0.792  0.179 -0.879 0.122 -0.173 1.799  0.140 -0.153 0.667  0.607 | 0.019
a(k) 0.884  0.481 1.138  0.537 0.597 0.652 0.529 0388 0373  0.894
Pk) | 0.043 0.185 0.048 0.046 0.110 0.043 0.348 0.058 0.044  0.075
100 | u(k) | -0.594 0.742  -0.131 -0.563 -0.245 -0.267 0.155 0.855 -0.339 1.545 | 0.017
a(k) 0362 0226 0596 0404 0.045 0558 0.135 0.770  0.533  0.699
Pk) | 0.064 0.149 0.140 0.040 0.029 0.293 0.156  0.070  0.028  0.030
v 150 | wuk) 1.032  0.086 0.118 0.585 -0.629 0341 -0.227 1.030 -0.814 1.113 | 0.023
§ a(k) 0.586  0.369  0.361 0.632  0.828 0.269 0.339  0.586  0.022  0.009
"5; Pk) | 0.088 0.166 0.067 0.065 0.069 0.122  0.062  0.181 0.063  0.117

200 | u(k) 1.305 0422 -0.016 0.511 -0.214 0.007 0.409 0.147 -0.069 0.240 | 0.019
a(k) 0399 0.257 0.720  0.615 0.290 0374  0.630  0.360  0.721 0.335

Pk) | 0.111  0.098 0.071  0.030 0.141  0.111  0.136  0.137  0.042  0.122
250 | u(k) | 0436 -0.048 0.496 -0.283 0.017 0.183  0.523  0.121 0314  0.595 | 0.020
ok) | 0.853 0.044 0.087 0.017 0.50 0.057 0.513 0546 0.118  0.897

Pk) | 0.046 0201  0.053 0.030 0.083 0.092 0.179 0.032  0.029  0.253
300 | w(k) | -0.268 0.001 -0.064 1.577 -0.538 0.822 0.508  0.303 1.381 0.262 | 0.018
ok) | 0.013 0.148 0369 0.758 0.279  0.156  0.301  0.005 0.109  0.222

Pk) | 0.074  0.196 0.014 0212  0.131 0.088 0.116  0.048 0.007  0.749
350 | wuk) 0.109 -0914 0.208 -0.220 0.013 1.013  0.569 0.841 -2.150 0.528 | 0.021
o(k) 0.191 0.069  0.221 0306 0349 0.457 0.124  0.036  0.001 0.001
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A.lll.2.2. Model Validation
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Figure A.II1.3.a. Model validation: the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by * (DCT on whole frames and low quality video).
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Figure A.IIL.3.b. Model validation: the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by * (DCT on whole frames and low quality video).
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Figure A.Il1.4.a. Model validation: the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by * (DCT on whole frames and high quality video).
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Figure A.IIL.4.b. Model validation: the 95% confidence limits are represented by V and A, while the

probabilities computed from model are represented by * (DCT on whole frames and high quality video).
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Appendix IV: Shannon Capacity vs. Multimedia Applications

Table A.IV.1. Capacity limits for a video sequence (in bits per frame) for (9,7) DWT and SNR =30dB.

. Attacks %?;Srila; Rof;tion Rot_e;tion Rthra;tion Sharpening |  StirMark
CGauss 6.17 0.07 0.07 0.06 0.74 0.49
Ciow 17.49 0.15 0.15 0.17 1.18 0.82
Cupper 267.87 180.54 181.64 199.19 125.75 177.07

Table A.IV.2. Capacity limits for a video sequence (in bits per frame) for three DWTs and SNR =30dB.

DWT Attacks Clow Cupper CGauss
(2,2) 8.94 216.36 3.61
4,4 Gaussian filtering 14.39 262.38 4.97
9,7 17.49 267.87 6.17
(2,2) 0.15 190.18 0.07
(4,4) Rotation +2° 0.15 184.66 0.07
9,7) 0.15 180.54 0.07
(2,2) 0.15 190.47 0.07
(4,4) Rotation -2° 0.15 185.97 0.07
9,7) 0.15 181.64 0.07
(2,2) 0.18 206.26 0.06
(4,4) Rotation +5° 0.18 199.93 0.06
9,7 0.17 199.19 0.06
(2,2) 0.70 126.18 0.42
(4,4) Sharpening 0.92 134.27 0.54
9,7 1.18 125.75 0.74
(2,2) 0.64 193.72 0.38
(4.4) StirMark 0.68 181.88 0.40
9,7 0.82 177.07 0.49
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Figure A.IV.1.The capacity limits for (9,7) DWT whole frame and SNR=30dB. The upper limit (dashed

line), lower limit (continuous line) and equivalent Gaussian white noise case capacity (dots) in bits per

frame (ordinate) versus its hierarchy rank (abscissa) for six attacks.
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Figure A.IV.2.a. The capacity limits for three DWTs applied on whole frame and SNR=30dB. The upper

limit (dashed line), lower limit (continuous line) and equivalent Gaussian white noise case capacity (dots)

in bits per frame (ordinate) versus its hierarchy rank (abscissa) for Gaussian filtering and sharpening.

A.IV-4




Appendix IV: Shannon Capacity vs. Multimedia Applications

100 200 300

3 : . 3 :
Op 1 Rl 2 ....... T 2 ............
g : : :
-2 CARILLIRERRTTEINTRRTIs S EE T P S o 1 P S
;g \Lh“"-ﬂ_'m-_.h..-hgu..ﬁﬂf'f'# \L-\"'M-._..‘_..*_;a—w-u*""?”w’ x‘“"!—-._._h_.ww;n--wt"'“.ﬂk
] . ] .
oo 200 300 oo 200 300 oo 200 300
; 3 ; 3 ;
S Lo = N S ol Lo
Q : : :
5 : : :
% \ .................... J; 1\‘..- ....... ; '| ...................... '“.
E Hﬁ*‘*%""‘"‘—"%l‘-mﬁﬂ:ﬂ‘ _“""\-M-\u-'\.n-dl-z" 4---""'"1’“'“ -\-\'H"“*:—nhww-z-nva-ﬂ-r’""?f“
: : g : : : 0 :
oo 200 300 oo 200 300 oo 200 300
(2,2) DWT (4,4) DWT (9,7) DWT
3 : T 3 :
N =1 R IARREREEE R, 2 ....... P 2 ............
g 3 E : :
R T S T T S 1 2
= LN R : . :
;g Hh""”hmq..v‘n*""'_"”v”* \‘-'*“wmrr.hé-y.u*"""*‘:*m‘ L‘-‘-me;nm"’*"‘“‘mw
: : q : . 0 : . .
oo 200 300 oo 200 300 oo 200 300
(2,2) DWT (4,4) DWT (9,7) DWT
; ; 3 3
e v d alo alo
e . . : : .
§ : : : : :
A T P S T P Lo
= B : : i
n Mo e e "J'WF “mm*ﬂéw*wuérﬂ\w “h.ump-w—imﬂﬂv"’":"w. “J‘"?L

100 200 300

(2,2) DWT

(4,4) DWT

(9,7 DWT

Figure A.IV.2.b. The capacity limits for three DWTs applied on whole frame and SNR=30dB. The upper

limit (dashed line), lower limit (continuous line) and equivalent Gaussian white noise case capacity (dots)

in bits per frame (ordinate) versus its hierarchy rank (abscissa) for different attacks.
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Table A.IV.3. Capacity limits (in bits per frame) for DCT and SNR =30dB.

Attacks i Rotation Rotation Rotation
Gausglan Sharpening | StirMark
C filtering 490 o 450
Causs 11.19 0.95 0.95 0.34 2.17 5.77
Ciow 30.19 1.24 1.24 0.60 4.13 7.10
Cupper 354.23 183.40 183.40 241.26 198.58 192.58
3 3 3
ol b ol
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Figure A.IV.3.The capacity limits for DCT whole frame and SNR=30dB. The upper limit (dashed line),

lower limit (continuous line) and equivalent Gaussian white noise case capacity (dots) in bits per frame

(ordinate) versus its hierarchy rank (abscissa) for six attacks.
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Table A.IV.4. Emerging watermarking applications beyond copyright protection field (Shannon limits,

SNR =30dB and (9,7) DWT transform applied on whole frames).

Application/
Requirements

Attacks

Indexing
1 [bits/frame]

Subtitles
5 [bits/frame]

Hyper video
100 [bits/frame]

Interactive
Digital TV
400 [bits/frame]

Filtering

Yes
(lower limit)

Yes
(lower limit is enough for
Gaussian filtering, but not for
sharpening, where it is
necessary to consider the
upper limit)

No
(lower limit)
Yes
(upper limit)

Viability of
the
(9,7 DWT
transform

Rotations

No
(lower limit)
Yes
(upper limit)

StirMark

No
(lower limit)
Yes
(upper limit)

No

Table A.IV.5.

Emerging watermarking applications beyond copyright protection field (Shannon limits,

SNR =30dB and DCT transform applied on whole frames).

é Indexing Subtitles Hyper video II;liteir;?tlTv\i
g 1 [bits/frame] 5 [bits/frame] 100 [bits/frame] 400 [%i ts/frame]
Yes
e (lower limit is enough for No
g Yes Gaussian filtering, but not for (lower limit) No
= (lower limit) sharpening where it is Yes
= necessary to consider the (upper limit)
upper limit)
Vlakiﬁlety of g No. | No. |
-2 Yes (lower limit) (lower limit)
DCT s .. No
transform 2 (lower limit) Yes Yes
~ (upper limit) (upper limit)
4 No
‘2“ Yes Yes (lower limit) No
B (lower limit) (lower limit) Yes
A (upper limit)
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