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DSRC Standard
(IEEE1609.2)

-----------------
ECDSA

P-224 P-256

!"#$%&'&()*(+,-.!(!/012"0'3#0')"(45)32&&'"6('"(
7!8+9&(
:)"#01#"(420'0(

;<;9(=(4#/$(.#>#0'25(?"'@25&'0%(
9)/$)/&2A(B5#"32(

C:)"#01#"D420'0E'5'0D*5E'5'0D*5F(
(
(

!"#$%&'$!"#$%&'(#)* &$+,)-* $''./0$)/(%&* $/1* $)* $2(/3/%4*
2,5/06.$#* $00/3,%)&* 7-* 6&/%4* &,06#,* 7#($30$&)* 2,5/0.,8)(82,5/0.,*
9:;:<* 0(116%/0$)/(%&=*>(?,2,#@* $%-* &,06#/)-*1,05$%/&1* 6&,3*
+(#*$6)5,%)/0$)/%4*7#($30$&)*:;:*1,&&$4,&*0(1,&*?/)5*(2,#5,$3*
/%* ),#1&* (+* 0(1'6)$)/(%* $%3* 0(116%/0$)/(%&=* "5,* ABBBCDEF=;*
&)$%3$#3*+(#*2,5/06.$#*$3*5(0*%,)?(#G&* /&*7$&,3*(%*)5,*BHIJK*
$.4(#/)51* +(#* &6''(#)/%4* )5,* $6)5,%)/0$)/(%* 1,05$%/&1=* "5/&*
'$',#* '#(2/3,&* $%* $&&,&&1,%)* (+* )5,* '#(0,&&/%4* (2,#5,$3* (+*
BHIJK=*L,*3,&0#/7,* )5,* /1'$0)*(+* )5/&*1,05$%/&1*(%*:KMB"*
',#+(#1$%0,=* "5,%* ?,* +(06&* (%* )5,* /1'$0)* (+* $6)5,%)/0$)/(%*
'#(0,&&/%4*(%*)5,*7#$G/%4*3/&)$%0,=*

()*+,%-#./01234/5!6784/7301!4/9%,')##:;</,=)%>)&-/

;D! ;89<G-?,9;G8((
-2H'3#02H( .1)50( <#"62( ,)II/"'3#0')"&( J-.<,K( LMN(

&O23'*'2&( #"( '"*5#&05/30/52( *)5( 3)II/"'3#0')"&( >20P22"(
@21'3$2&( J7Q7K( #"H( >20P22"( @21'3$2&( #"H( 012( #&&)3'#02H(
'"*5#&05/30/52( J7Q;K( 0)( &/OO)50( #OO$'3#0')"&( #'I2H( #0(
I#R'I'S'"6(@21'3/$#5(05#**'3(&#*20%(#"H(H5'@25(3)"@2"'2"32D(;"(
)5H25(0)(&23/52(@21'3/$#5(3)II/"'3#0')"&A(T'52$2&&(!332&&('"(
721'3/$#5( +"@'5)"I2"0&( JT!7+K( #531'0230/52( I#"H#02&( 012(
/&2( )*( 4U;( I231#"'&I&A( P1252( &25@'32( #OO$'3#0')"( I2&&#62&(
#52(2"35%O02H(#"H(@21'3$2(&#*20%(I2&&#62&(#52(H'6'0#$$%(&'6"2HD(
!$$( 'IO$2I2"0#0')"&()*(;+++MVWXDQ(&0#"H#5H(LQN(&1#$$(&/OO)50(
012( +$$'O0'3( ,/5@2( -'6'0#$( .'6"#0/52( !$6)5'01I( J+,-.!K( LYN(
)@25( 012( 0P)( 8;.9( 3/5@2&( 4ZQQ[( #"H( 4ZQ\VD( ])52)@25A( #$$(
'IO$2I2"0#0')"&()*( 01'&( &0#"H#5H( 01#0( &/OO)50( 2"35%O0')"( &1#$$(
&/OO)50( 012( +$$'O0'3( ,/5@2( ;"0265#02H( +"35%O0')"( .312I2(
J+,;+.K( )@25( 012( 8;.9( 3/5@2( 4ZQ\VD( +,-.!( O5)@'H2&(
#/012"0'3#0')"(P'01(H'6'0#$(&'6"#0/52(/0'$'S'"6(012(2$$'O0'3(3/5@2(
H'&35202( $)6#5'01I( O5)>$2I( J+,-^4K( #&( 012( /"H25$%'"6(
/"05#32#>$2( )O25#0')"D( .23/5'0%( I231#"'&I&( 3)I2( P'01(
)@2512#H( 01#0( 'IO#30( 012( O25*)5I#"32( )*( 012( 7Q7(
3)II/"'3#0')"&A( #"H( 12"32( 01#0( )*( 012( &#*20%( #OO$'3#0')"&D( ;"(
01'&(O#O25A(P2(*)3/&()"(012(O5)32&&'"6()@2512#H()*(+,-.!('"(
7!8+9D( !&( 012( >5#_'"6( H'&0#"32( '&( #"( 'IO)50#"0( I205'3( '"(
2I2562"3%(>5#_'"6(#OO$'3#0')"A(P2(#$&)(O5)O)&2(#"(#"#$%&'&()*(
&O22H( #"H( H2"&'0%( )"( 012( >5#_'"6( H'&0#"32D( 912( O#O25( '&(
)56#"'S2H(#&(*)$$)P&D(B'5&0A(P2(O52&2"0(012(+,-.!(#$6)5'01ID(
;"( &230')"( ;;;A( 012( )@2512#H( )*( #/012"0'3#0')"( I231#"'&I( '&(
H'&3/&&2HD(T2('"@2&0'6#02()"(0'I2(3)IO$2R'0%('"(&230')"(;7D(;"(
&230')"(7A(P2(2RO)&2(2RO25'I2"0#0')"&(#"H(H'&3/&&(012('IO#30(
)*( +,-.!( O5)32&&'"6( )"( 012( >5#_'"6( H'&0#"32D( .230')"( 7;(
3)"3$/H2&(012(O#O25D(

;;D! +,-.!(!^`G<;9a](
+,-.!( '&( #( @#5'#"0( )*( 012( -'6'0#$( .'6"#0/52( !$6)5'01I(

J-.!KA(P1'31()O25#02&()"(2$$'O0'3(3/5@2(65)/O&D(;"(L[A(\NA(82#$(
U)>$'0S( #"H( 7'30)5( .D( ]'$$25( '"05)H/32H( 012( /&2( )*( 2$$'O0'3(
3/5@2&( '"(35%O0)65#O1%(J+,,KD(+,,('&(#"(#OO5)#31(0)(O/>$'3Z

_2%( 35%O0)65#O1%( >#&2H( )"( 012( #$62>5#'3( &05/30/52( )*( 2$$'O0'3(
3/5@2&()@25(*'"'02(*'2$H&D(
9)(/&2(+,,(#$$(O#50'2&(I/&0(#6522()"(012(2$2I2"0&(H2*'"'"6(

012(2$$'O0'3(3/5@2A(P1'31(#52(H)I#'"(O#5#I2025&()*(012(&312I2D(
+#31( O#50'3'O#"0( H)2&( ")0( /&/#$$%( #31'2@2( 012( 62"25#0')"( )*(
H)I#'"(O#5#I2025&(&'"32(01'&('"@)$@2&(3)/"0'"6(012("/I>25()*(
O)'"0&()"(#(3/5@2A(P1'31('&(0'I2Z3)"&/I'"6(#"H(05)/>$2&)I2(0)(
'IO$2I2"0D( !&( #( 52&/$0A( 8;.9( #"H( .+,`( O/>$'&12H( H)I#'"(
O#5#I2025&( )*( 2$$'O0'3( 3/5@2&( *)5( &2@25#$( 3)II)"( *'2$H( &'S2&(
LVA(bND( :)1"&)"c&( &'6"#0/52( &312I2( LdN( '"3$/H2&( 01522( O1#&2&e(
_2%(62"25#0')"A(&'6"#0/52(62"25#0')"(#"H(&'6"#0/52(@25'*'3#0')"D(
912&2(O1#&2&(#52(H2&35'>2H('"(B'6DMD(
!"#$%&#'%(%)!*+,(#

MD(G>0#'"(#(&20()*(2$$'O0'3(3/5@2(H)I#'"(O#5#I2025&(
-(H2")02&(012(&'S2()*(012(/"H25$%'"6(*'2$H(.-A(P1'31(3#"(>2(

#($#562(O5'I2()5(#(O5'I2(0)(#(O)P25(
a,b ∈ Fq e(O#5#I2025&()*(2$$'O0'3(3/5@2(/(
G ∈ E e(O)'"0()"(+(
((e()5H25()*(0(J((O5'I2(652#025(01#"(QMVWK(

h = ord (E)
ord (G)

A(P1252(,)1234(H2")02&(012()5H25()*(3(

QD(.2$230(#(5#"H)I("/I>25( [ ]MAM −∈ (1 #&(O5'@#02(_2%(
YD(,)IO/02(012(O/>$'3(_2%(Q = d × G (
2/56505(4(#52(O/>$'3D(
(
7"#8+'(!*9)%#'%(%)!*+,(#
'"O/0e(I2&&#62(:(#"H(21564(

MD! .2$230(#(5#"H)I("/I>25( k ∈ 1,n −1[ ](
QD! ,)IO/02(( k × G = x1, y1( )(#"H( r = x1 mod n (
'*( r = 0(6)0)(M(

YD! ,)IO/02( s = k−1(e + d × r) mod n (P'01( e = H (m) (
'*( s = 0 (6)0)(M(

[D! 912(&'6"#0/52()*(:('&(2)5;4D(
(
<"#8+'(!*9)%#=%)+>+<!*+,(#
'"O/0e(2)5;45#:5#6

MD! 725'*%( r,s ∈ 1,n −1[ ](
QD! ,)IO/02( w = s−1 mod n (
YD! ,)IO/02( u1 = e × w mod n #"H( u2 = r × w mod n (P'01(

e = H (m) (
[D! ,)IO/02( X1 = u1 × G + u2 × Q (#"H(V = X1 mod n ((
\D! ;*(?(f()#012"(&'6"#0/52(#332O02HD(

N/46#,*C=*+,-.!(#$6)5'01I*

978-1-4244-6273-5/09/$26.00 ©2009 IEEE
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3.2. Communication delay 

The communication delay is defined as the time 
elapsed between the generation of a packet and its 
successful reception at the application layer. It 
includes the queuing delay and the medium service 
time (due to backoff, transmission delay, and 
propagation delay, etc.). 
Many delay analysis models for IEEE 802.11 MAC 
protocol have been proposed. To our knowledge, 
model from [11] is the best suited for VANET 
environment where there is no acknowledgement, 
and MAC layer retransmissions. 
In [11], the mean beacon transmission delay  is 
defined as: 

 (6) 

where W is the contention window, ! is the slot 
time, , ,  are the probabilities of empty channel, 
successful transmission and collision respectively.  
and  are the duration of successful transmission 
and collision respectively. These values depend on 
the packet size. is the transmission probability in a 
slot by an active station, n is the total number of 
vehicles, e is the probability of a beacon packet 
corruption by noise. 
From (6), we conclude that the communication delay 
depends on the packet size and the network density. 

3.3. Total delay 

The authentication time overhead of a message M is 
given as follows: 
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where: 

! : time to sign M. 
! : time to verify M. 
! : signature of M by the sender V 

and includes the Certificate Authority’s 
certificate of the signing key. 

! : time to transmit the 
signature.  
 

Since we have , the transmission 
delay is given by:  
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3.4. Consensus 

Many applications depend on WAVE Short Message 
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driver in function of information included into the 
WSM. To avoid false information, application waits 
for 
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mechanism is called consensus [17]. The selection 
of  is an open issue and is out of the scope of this 
paper. We assume that each vehicle has at least  
one-hop neighbors. As we already mentioned, each 
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We conduct simulations using ns-2.34 while we 
make use of a Nakagami’s probabilistic radio 
propagation model, because recent research has 
shown that a fading radio propagation model, such 
as the Nakagami’s model is best for simulation of a 
WAVE environment [12][13]. We use the ns-2 
extensions provided by Chen et al. [14] as physical 
and MAC layer. We consider the following scenario. 
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DIFS (!s) 64 
EIFS (!s) 248 
Packet interarrival time " (sec) 0.1 
CWMin 15 
Data rate DR (Mbps) 6 
Link Layer queue size (packets) 50 
Vehicle speed (m/s) v1=27.7 
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In a highway of 5 km long, with 3 lanes in one 
direction, vehicles have a max velocity vi where i is 
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2. Related work 

In [6], Iyer et al. provided an evaluation of the 
computational overhead in V2V communications. 
They observed that the performance bottlenecks 
could shift from security layer to MAC layer, 
depending on the system parameters. They provided 
interesting values like buffer size at MAC layer. But 
their work is independent of security protocols and 
computational capabilities. It does not give results 
about ECDSA overhead. Moreover, they didn’t 
analyze the communication overhead. 
Haas et al. [9] performed simulation using real 
vehicle mobility from I-80 in Emeryville, California, 
United States. They compared ECDSA (with P-224) 
and TESLA, analyzing the communication range and 
the MAC layer delay. Moreover, they provided an 
assessment of verification latency for various 
hardware configurations. Their simulation results 
show that TESLA performs poorer than ECDSA but 
has a lower latency because of the smaller packet 
size. 
Our work differs from the above-mentioned studies. 
First, we investigate the effect of authentication key 
size. Then we translate the overhead into an issue 
— namely braking distance — of safety application 
like cooperative collision avoidance (CCA). 

3. Overhead of ECDSA 

The total time overhead is the sum of the processing 
delay and the communication delay. In [10], we 
investigated the time complexity of ECDSA, and 
provided an assessment of the processing overhead 
of ECDSA. In this paper, we extend our work by 
focusing on the communication overhead. 

3.1. Packet size 

The Wave Short Message (WSM) is used for safety 
message like cooperative collision warning or 
periodic information message. Figure 1 describes 
the WSM format. 
A WSM is signed with ECDSA, and sent using the 
WAVE Short Message Protocol (WSMP). When a 
WSM is signed, authentication protocol adds a 
signed certificate (signer) and a signature to the 
payload. 
As we see in figure 1, the unsigned WSM payload is 
53 bytes long. The WSM header is 19 bytes long. A 
certificate of size  (plus 1 byte for the certificate 
type) and a signature of size  are appended. In 
annex C.3 of [5], an example of OBU signing 
certificate is given. We observe that the length of a 
certificate depends on two parameters: 
 

- the point size of the elliptic curve G 
depending on the public key algorithm 
associated with the key: (in bits). 

- the size of the signature used to sign the 
certificate: (in bits). 

 

 
Figure 1. WAVE Safety Message format 

 
The length of a certificate (in bytes) is defined 
in (1): 

 (1) 

 
The length of a signature  (in bytes), attached to 
a message, depends on the elliptic curve  
(in bits) used in ECDSA. 

 (2) 

 
The size overhead of authentication is defined (in 
bytes) by: 

 (3) 

 
The total length of a WSM (in bytes) is defined in (4): 

(4) 

 
where 32 bytes is the header length in the certificate. 
 
We assume a certificate signed by ECDSA (P-224) 
of 125 bytes, which simplify (4): 

 (5) 
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3.2. Communication delay 

The communication delay is defined as the time 
elapsed between the generation of a packet and its 
successful reception at the application layer. It 
includes the queuing delay and the medium service 
time (due to backoff, transmission delay, and 
propagation delay, etc.). 
Many delay analysis models for IEEE 802.11 MAC 
protocol have been proposed. To our knowledge, 
model from [11] is the best suited for VANET 
environment where there is no acknowledgement, 
and MAC layer retransmissions. 
In [11], the mean beacon transmission delay  is 
defined as: 

 (6) 
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time, , ,  are the probabilities of empty channel, 
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and  are the duration of successful transmission 
and collision respectively. These values depend on 
the packet size. is the transmission probability in a 
slot by an active station, n is the total number of 
vehicles, e is the probability of a beacon packet 
corruption by noise. 
From (6), we conclude that the communication delay 
depends on the packet size and the network density. 
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given as follows: 
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We conduct simulations using ns-2.34 while we 
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extensions provided by Chen et al. [14] as physical 
and MAC layer. We consider the following scenario. 
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où :  

- !!"#$ !  : Temps de génération d’une signature numérique pour le message M. 

- !!"#$% !  : Temps de vérification d’une signature numérique pour le message M. 

- !"#$!"#!!!! : Signature du message M obtenue avec la clé privée de l’émetteur V. Elle inclut le 

certificat du CA qui a délivré la clé. 

- !!" !"#$!"#!!!!  : Temps pour transmettre la signature !"#$!"#!!!!. 

Comme nous nous intéressons au surcoût de l’authentification, nous ne considérons que le délai de 
transfert du surcoût !!". Nous le définisson comme !!" !!" ! !!" !! ! !!" ! !!" !!  ou M0 est le 

message initial non signé. Comme !!" !!" ! !!"
!!

 où DR est le débit de transmission et !!" défini par 

l’équation (3.7), le surcoût temporel global est donc calculé ainsi : 

!!" ! ! !!"!" ! ! !!" !!" ! !!"#$% !  (3.12)!
! !! ! ! !!"# ! !!"# ! !!!!"# ! !!"#! !

!! ! !
! !!! ! !! !

!!" ! !! !!"#$%&' ! !!"#$%!! ! !
!!

! !"#$ ! ! !!

! !! !
!!" ! !! !!"#$%&' ! !!"#$%!! ! !

!!
! !"#$ ! ! !! !

! ! ! ! !!! ! ! ! !! !
!!" ! !! !!"#$%&' ! !!"#$%!! ! !

!!
! !"#$ ! ! !

! ! ! ! ! ! !!! ! ! ! !! !
!!" ! !!!!!"#$%&' ! !!"#$!""! ! !

!!
! !"#$ ! ! !

! !"! ! ! !!"# ! !!"# ! !"!!!"# ! !!"#! 

La Figure 3-9 illustre la proportion du temps de calcul (« processing ») dans le surcoût global de 
l’authentification. Nous remarquons que 80 % du surcoût est dû au temps de calcul. 
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Nombre de voisins

Modélisation du decision maker

25

25



Décision

% attaquants

Méthode 
de décision

Nombre de messages reçus
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Nombre de voisins

Modélisation du decision maker

25

179 180 181 182 183 184 185 186 187
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Temps (sec)

R
at

io

 

 
Trend for warning number 229

186 188 190 192 194 196
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Temps (sec)

R
at

io

 

 
Trend for warning number 59

Seuil

Paramètre de précaution

25



Modèle et criticité
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Rappels : Limites (Ostermaier)
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Notre proposition

28

Changer dynamiquement le seuil

Changer dynamiquement X

Threshold = p× Ahead(NTX(t), R)

2

X = min((
(2× Cλ(i))

pc

Cλ(i))
× (Ahead(NTX(t), R))

2
, xMAX)
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Délai de décision
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Résultats de simulation (1/2)
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Résultats de simulation (2/2)
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Avantages

Fléxibilité

Sensibilité au contexte (vitesse, position)

Limitation du surcoût
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Dsécurité = Dauthentification +Dconsensus +Ddisponibilité + . . .
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Conclusion
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Estimation du surcoût de l'authentification

Estimation du surcoût du consensus

Méthode de décision dynamique

Définition des paramètres

Combinaison des 2 services

Problématique
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Perspectives

À court et moyen terme

Surcoût de l'authentification : Certificat

Optimisation de la gestion des certificats 

Consensus basé sur le délai de transfert

Méta-heuristiques pour améliorer les décisions

À long terme

Modèle global du surcoût de la sécurité 
(respect de la vie privée, non-répudiation,...)
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