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Abstract

This thesis is about the formal verification and composition of security protocols, motivated by
applications to electronic voting protocols. Chapters 3 to 5 concern the verification of security
protocols while Chapter 6 concerns composition.

We show in Chapter 3 how to reduce certain problems from a quotient term algebra to the free
term algebra via the use of strongly complete sets of variants. We show that, when the quotient
algebra is given by a convergent optimally reducing rewrite system, finite strongly complete sets
of variants exist and are effectively computable.

In Chapter 4, we show that static equivalence for (classes of) equational theories including
subterm convergent equational theories, trapdoor commitment and blind signatures is decidable
in polynomial time. We also provide an efficient implementation.

In Chapter 5 we extend the previous decision procedure to handle trace equivalence. We
use finite strongly complete sets of variants introduced in Chapter 3 to get rid of the equational
theory and we model each protocol trace as a Horn theory which we solve using a refinement of
resolution. Although we have not been able to prove that this procedure always terminates, we
have implemented it and used it to provide the first automated proof of vote privacy of the FOO
electronic voting protocol.

In Chapter 6, we study composition of protocols. We show that two protocols that use arbitrary
disjoint cryptographic primitives compose securely if they do not reveal or reuse any shared secret.
We also show that a form of tagging is sufficient to provide disjointness in the case of a fixed set
of cryptographic primitives.






Résumé

Cette these concerne la vérification formelle et la composition de protocoles de sécurité, motivées
en particulier par I'analyse des protocoles de vote électronique. Les chapitres 3 & 5 ont comme
sujet la vérification de protocoles de sécurité et le Chapitre 6 vise la composition.

Nous montrons dans le Chapitre 3 comment réduire certains problemes d’une algebre quotient
des termes & ’algebre libre des termes en utilisant des ensembles fortement complets de variants.
Nous montrons que, si ’algebre quotient est donnée par un systeme de réécriture de termes con-
vergent et optimalement réducteur (optimally reducing), alors des ensembles fortement complets
de variants existent et sont finis et calculables.

Dans le Chapitre 4, nous montrons que 1’équivalence statique pour (des classes) de théories
équationnelles, dont les théories sous-terme convergentes, la théorie de I'engagement a trappe
(trapdoor commitment) et la théorie de signature en aveugle (blind signatures), est décidable en
temps polynomial. Nous avons implémenté de maniere efficace cette procédure.

Dans le Chapitre 5, nous étendons la procédure de décision précédente a 'équivalence de
traces. Nous utilisons des ensembles fortement complets de variants du Chapitre 3 pour réduire le
probleme a l’algebre libre. Nous modélisons chaque trace du protocole comme une théorie de Horn
et nous utilisons un raffinement de la résolution pour résoudre cette théorie. Meme si nous n’avons
pas réussi a prouver que la procédure de résolution termine toujours, nous I’avons implementée
et utilisée pour donner la premiere preuve automatique de 'anonymat dans le protocole de vote
électronique FOO.

Dans le Chapitre 6, nous étudions la composition de protocoles. Nous montrons que la com-
position de deux protocoles qui utilisent des primitives cryptographiques disjointes est stre s’ils
ne révelent et ne réutilisent pas les secrets partagés. Nous montrons qu'une forme d’etiquettage
de protocoles est suffisante pour assurer la disjonction pour un ensemble fixé de primitives cryp-
tographiques.
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Chapter 1

Introduction

As the world is getting more and more connected with the advent of the Internet into everyday life,
the need for security and privacy of communication has risen considerably. Security and privacy
are achieved today by employing security protocols (also called cryptographic protocols). Security
protocols are rules for communication between participants which make use of cryptographic
primitives such as encryption to provide security guarantees such as confidentiality of data.

1.1 Cryptographic Primitives

One of the earliest documented uses of cryptography was by Julius Caesar, who would employ
the Cesar cipher [122] to protect messages of military significance. The Ceesar cipher and the
slightly more sophisticated ciphering methods that followed are known today to be trivially broken
using statistical methods. As the need for secure communication increased with the advent of
electronic computers and electronic communication, the need for strong ciphers (i.e. which cannot
easily be attacked) increased. In 1977 the United States Federal Information Processing Standard
adopted the Data Encryption Standard (DES) [111] as a standard. DES enjoyed widespread use
internationally; however, due to the small key-length, it quickly became vulnerable to brute-force
attacks [103]. This led to the adoption of AES (Advanced Encryption Standard) [86] to supersede
DES.

These standards are openly available for anyone to implement and analyze. The openness
of the standards follows Kerckhoffs’ principle [75], widely embraced by the scientific community,
which states that a cryptosystem should be secure even if everything about the system, except the
key, is public knowledge (i.e. including the algorithms for encrypting or decrypting). Due to the
fact that anyone can analyze the security of these ciphers, we gain confidence in their security: if
there were a problem with a standard, people would likely find and publish it.

However, ciphers have a big disadvantage in that they require the two parties that are commu-
nicating to have the same key; the fact that the same key is used for encryption and decryption is
why the key is called a symmetric key and the encryption scheme is called symmetric encryption.
Securely sharing a symmetric key can be achieved for example by meeting face-to-face before
the sensitive communication takes place and agreeing on the key. However, with the striking
development of public key cryptography [117, 77], another possibility opened up. In public key
cryptography, an agent generates a pair of keys: a public key which he shares with everyone and
a private key which he keeps to himself. If someone wishes to communicate sensitive information
to the agent, he encrypts the plaintext with the public key of the recipient; the recipient in turn
receives the ciphertext which may be decrypted using the private key to obtain the original plain-
text. Therefore, in theory, there is no more need to meet face-to-face to agree on a shared key.
It is sufficient to authentically know the public key of the person which is to receive the sensitive
information. Public/private key encryption is also called asymmetric encryption due to the fact
that different keys are used for encryption and respectively decryption.

15



16 CHAPTER 1. INTRODUCTION

However, in practice, public key encryption is computationally too expensive. Therefore key-
establishment protocols have been developed, in which two participants usually communicate using
public key encryption in order to establish a fresh symmetric session key, which they are going to
use for the remainder of the session to exchange encrypted messages. This has the advantage of not
having to meet in person in order to agree on a symmetric key. Furthermore, the computationally
expensive asymmetric cryptography operations are performed only once; after the symmetric
session key has been established, messages can be encrypted using symmetric key cryptography,
which is computationally less expensive.

Digital signatures [117] also work using private/public key pairs. An agent signs a message
using his private key to obtain a signed message. Anyone who knows the public key can verify
that the resulting message was indeed signed using the associated private key, thereby allowing
to establish the identity of the signer, provided that the public key is known authentically. Au-
thenticity of public keys is a particularly important problem [106, p. 27]. Authenticity in this
case means to be sure that a public key indeed belongs to the intended recipient and not to an
intruder. Digital signatures form the base of public-key infrastructures (PKIs) [122]. PKIs are
designed to bootstrap authenticity as follows. Trusted third party (TTP) institutions such as a
government provide certificates which consist of a pair public key - associated identity, pair which
is digitally signed by the TTP. By signing the pair, the TTP guarantees that the detainer of the
private key associated to the public key has the claimed identity. To check these certificates, the
public keys of TTPs are widely distributed via secure channels (for example, every web browser
ships with a list of trusted third parties). PKIs usually work in hierarchical way, with higher-level
TTPs certifying lower-level TTPs which in their turn provide certificates.

The security of the exchanged messages relies on the security of the cryptographic primitives
involved. For ciphers such as AES, confidence in their security results from the fact that even if
a large number of person-hours were devoted to trying to break it, no successful practical attack
was found. For public key encryption and digital signatures, confidence in their security is higher
due to the fact that there are mathematical proofs which show that breaking the encryption or the
signature scheme (e.g. by finding the private key associated to a known public key) is equivalent
to solving problems which are widely believed to be computationally difficult [88]. Computational
difficulty means that the problem requires a lot of computational resources such as time and
memory, which would make it intractable for anyone to solve it in reasonable time.

1.2 Security of Protocols

The algorithms for symmetric key encryption, for public key encryption and decryption and for
digital signatures are called cryptographic primitives since they are used as part of more complex
protocols. The security of cryptographic primitives is analyzed individually: in the case of asym-
metric key cryptography, the primitives are proven to be secure via a reduction to an intractable
problem and in the case of symmetric key encryption, security is established heuristically.

However, even if the security primitives are secure by themselves, combining them to obtain
security protocols such as key establishment protocols might prove to be insecure for several
reasons. Omne of the first examples of this is the Kerberos [120] protocol. The Kerberos protocol
is based on the Needham-Schroeder Shared Key (NSSK) protocol, introduced by the Needham
and Schroeder in [112]. The goal of the protocol is to establish a session key between two agents
who already share a secret key with the same trusted server. Denning and Sacco identified [76]
in 1981 an attack against the NSSK protocol. The attack allows the intruder to force an agent to
accept as session key an already compromised key. As a fix to the NSSK protocol, Denning and
Sacco propose timestamping certain message of the protocol. Participants are expected to check
the timestamp and to ignore messages which have an expired timestamp.

In 1995, Lowe [104] identified a flaw in the Need-Schroeder Public Key (NSPK) protocol,
published by Needham and Schroeder in the same article [112] as the NSSK protocol. The goal
of the NSPK protocol is to mutually authenticate two parties via a trusted server using public
key cryptography. If an honest agent initiates a session with the impostor, the attack identified



1.3. THE DOLEV-YAO MODEL 17

by Lowe allows the impostor to make it look to another party that he is the honest agent. What
is interesting about the Denning-Sacco attack against NSSK and the Lowe attack against NSPK
is that these attacks do not attack the underlying encryption schemes, but the logical structure
of the protocols. For example the Lowe attack on NSPK will work no matter which public key
encryption scheme is used.

A more recent example of a protocol which is insecure (despite the cryptographic primitives
employed being secure) is the implementation of a Single Sign-On protocol by Google. A Single
Sign-on protocol is designed to ensure the a user authenticates using the same credentials to several
service providers. Armando et al. show [11] that Google’s implementation of an SSO protocol is
insecure by allowing a dishonest service provider to impersonate a user to another service provider.
The attack only exploits the expected behavior of the protocol participants and not any weakness
of the underlying cryptographic primitives.

1.3 The Dolev-Yao Model

As attacks can have serious economic, military and social repercussions, there is a significant
need to gain confidence that the security protocols that we use are not vulnerable to attacks. In
their seminal paper [78], Dolev and Yao identify the need to formally specify security protocols
and to formally verify their expected security properties, independently from the security of the
underlying cryptographic primitives. This has given the rise to a class of models for security
protocols generically called the Dolev-Yao model.

The main ingredient of the Dolev-Yao model is that messages exchanged by parties are repre-
sented as terms in a term algebra, with function symbols representing cryptographic primitives.
In the Dolev-Yao model, protocols are modeled in various formalisms such as a set of roles in role-
based models [107], sets of strands in strand-spaces-based modes [85], and processes in process
algebra based models [5, 3]. The power of the intruder is modeled as a deduction system [7, 107],
as an equational theory [3] or as the combination of a deduction system with an equational the-
ory [90]. Additionally, the intruder can intercept all messages, block any message, construct new
messages according to the deduction rules, impersonate a protocol agent and send messages of his
own creation to the agents.

Once the various details described above are fixed, a model of the security protocol can be
created. It remains to model the security property that we expect of the protocol. Traditionally,
two security properties are verified:

1. secrecy (or confidentiality) of some secret value, which intuitively means that the attacker
cannot find the secret value and

2. authentication, which means intuitively that an agent is talking to whom he believes to be
talking.

Secrecy is usually modeled as non-deducibility [118] and authentication is modeled as an im-
plication in some form of temporal logic [105]. There are other types of security properties such
as vote privacy which can be verified in the case of electronic voting protocols; we discuss them
in greater detail in the next section.

Once models of the security protocol and of the expected security property are built, we can
proceed to verify if the model of the protocol satisfies the expected property. The act of formally
verifying that a model satisfies a property is called model checking (as in Figure 1.1). In our case,
the model is the model of a security protocol and the property to be checked is a security property.

1.3.1 Modeling Cryptographic Primitives

In order to gain more confidence in the security of the protocol, the model should in general
describe as accurately as possible the protocol. Initially, the Dolev-Yao model allowed only for
a fixed set of cryptographic primitives including (symmetric) encryption modeled by a function
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Real System Desired Property
(e—voting protocol) (vote privacy)
model checking
Model of Real System Formalization of Property

Figure 1.1: Model Checking

symbol enc of arity 2. The term enc(zx,y) would model the encryption of some data x by the key
y. The intruder power would be given by a deduction system consisting of the following inference
rules:
enc(zx,y) Y x Y
DECRYPTION ——————— ENCRYPTION ———
x enc(z,y).

The inference rules allow the adversary to construct new messages from messages already known
either by encrypting known data x with known key y to obtain enc(x,y) or by decrypting an
already-known encrypted message enc(z,y) by the already-known associated encryption key y to
obtain x (the fact that the intruder can learn new message by observing network traffic is implicit
and there is no need to capture this explicitly in the inference rules). Due to the lack of other
inference rules, the only way for the attacker to find the contents of an encrypted message is by
knowing the encryption key. This is known as the perfect encryption hypothesis [115] and has been
criticized due to the fact that it is not realistic.

Attempts to weaken [61] the perfect encryption assumption included adding an equational
theory to the term algebra. For example, homomorphic encryption [100], where the sum of two
ciphertexts is the ciphertext of the sum of the two plaintexts, can be modeled by the following
equation:

enc(z,y) + enc(z,y) = enc(x + z,y).

Terms are then interpreted in the quotient algebra. Another use of equational theories is to model
cryptographic primitives such as ezclusive or (XOR) [42], denoted here as @:

rd0==x zhr=0
@ (yoz)=(0y)dz zdy=you.
It turns out that using equational theories allows one to get rid entirely of the deduction system
by adding a function symbol dec modeling the decryption algorithm and satisfying the following
equation:
dec(enc(z,y),y) = x.

Modeling the decryption algorithm as a function symbol (dec) is called the Dolev-Yao model with
explicit destructors [69].

1.3.2 Verifying Security Protocols

Once a model has been fixed, the complexity of the model checking problem should be investigated.
In general, model checking of security protocols is undecidable [95, 80]. The undecidability proof
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is quite robust in the sense that reasonable variations of the problem are undecidable as well.
Therefore, more restricted versions of the model checking problem were considered. The case of a
bounded number of sessions (i.e. when each user is only allowed to run the protocol for a bounded
number of times) was considered ([118, 43, 42, 41, 54, 8, 32]) and it was shown that for several
sets of usual cryptographic primitives, the insecurity problem (i.e. does a message remain secret)
is NP-complete [118, 42]. Another approach to get round the undecidability is to verify sound
approzimations of protocols. An approximation of a protocol is sound whenever showing that the
approximation is secure, the protocol is also secure. Conversely, it may be that approximations
are subject to attacks which are not attacks of the real protocol. A number of theoretical results
and tools [63, 12, 25, 82] show how to soundly approximate security protocols in order to prove
them secure.

Another line of work is to reinforce security of existing protocols. It was shown that tagging [94,
101] can be added to a protocol to stop type-flaw attacks, i.e. attacks that arise due to messages
being confounded for something else. It was also shown that by dynamic tagging [10], a protocol
which is secure for one session is secure for an unbounded number of sessions. Finally, there are
ways [62] to compile a protocol which is secure in a weak sense into a protocol which is secure
against a full attacker.

1.3.3 Composing Security Protocols

Yet another aspect is modularity. Even though protocols have been shown to be individually
secure, there are typically several of them running at the same time. Undesired interactions
among protocols which are individually secure could lead to security problems. Therefore protocol
compositionality is studied. It was shown for example that protocols which are disjoint in a certain
sense compose well [93, 92]. Using different tags for different protocols [57, 60] also leads to
secure protocols composition. Another way to ensure compositionality is to make the protocols
compositional from the very beginning [33, 34], by the security definition. Compositionality is
desired for several reasons:

1. first of all, it is not possible to foresee all of the protocols which may run on a network
such as the Internet at the same time. Therefore it is desirable to have protocols which are
compositionally secure, i.e. such that the global result is secure;

2. secondly, even if a global model of all protocols were constructible, it would be very difficult
to model check it since it would probably be very complex.

We have seen a very brief survey of the state-of-the-art in the literature on verification and
composition of protocols in the Dolev-Yao model.

1.4 Electronic Voting Protocols

Recent advances in computer technology have made it possible for electronic voting to be more
widely deployed. Electronic voting (e-voting) offers many advantages over classical voting, in that
the sum of the votes can be computed very quickly and more accurately (since a computer does
the counting of the votes).

However, while electronic voting is more convenient, it comes with several risks as it has the
potential to make abuse easier to perform on a large scale. A dishonest agent could try to attack
the protocol in order to change the tally of the result. Furthermore, the dishonest agent could be
(part of) the voting authorities. Therefore electronic voting protocols should be designed to be
secure even in the presence of corrupted officials. Furthermore, the terminal on which the voting
is performed could be infected by malware and therefore it cannot be trusted.

These issues can be mitigated by a form of auditing that is called werification. E-voting
protocols for which the tally can be verified to be correct after the election are said to have the
verifiability [99] property. Verifiability comes in several shapes. Individual verifiability means that
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every individual should be able to verify that his vote has been taken into account in the final
tally. Universal verifiability means that anyone should be able to verify that the tally includes votes
only from the eligible voters and that each eligible voter voted at most once. Sometimes eligibility
verifiability (i.e. all votes came from eligible voters) is separated from universal verifiability and
is seen as a distinct property [99].

An important aspect in e-voting protocols is vote privacy. Vote privacy means that the link
between a voter and his vote remains secret to anyone except the voter, including corrupted voting
authorities. Vote privacy is essential in e-voting protocols in order to prevent retaliation against
political dissidents.

Another property that is desirable of e-voting protocols is receipt-freeness. Receipt-freeness
essentially prevents vote selling and it means that a voter cannot convince anyone else that he
voted a certain way. Such a proof would act as a “receipt” and would allow a voter to sell his vote.
Related to receipt-freeness is coercion-resistance. A protocol is coercion-resistant if an attacker
cannot force a voter to vote a certain way (i.e. by blackmailing him or by holding a gun to his
head). The property of fairness means that no partial results of the vote are revealed during the
election and that only eligible voters can cast a valid vote.

We can see that in contrast to security properties such as confidentiality or authentication which
are traditionally verified for cryptographic protocols, the security properties which are expected
of electronic voting protocols seem to be much richer.

At this point, it might be tempting to try and reduce vote privacy to a confidentiality problem
which was shown to be co-NP-complete for certain cryptographic primitives and a bounded number
of sessions [118]. The confidentiality (or secrecy) problem is, given a protocol P and a message s,
can the intruder compute s?

Protocol P Message s
confidentiality?

Figure 1.2: The secrecy problem

However, it is not possible to reduce vote privacy to secrecy because all of the votes are known
to the intruder! Indeed, the votes are well-known to everybody before the election takes place:
they can be either ’yes’/'no’ in case of binary election or a set of names in case of electing an
official. Furthermore, in some cases, it is not possible to have vote privacy: assume that everyone
voted ’yes’. The fact that the vote of every individual must have been ’yes’ follows directly from
the tally which is supposedly publicly announced at the end of the election.

However, vote privacy can be modeled as an equivalence property. Delaune, Kremer and Ryan
propose such a definition of vote privacy in [72]: a protocol satisfies vote privacy if the actual run
of the protocol is indistinguishable from the run where two participants swap their votes.

Properties such as vote privacy, coercion-resistance and receipt-freeness can be expressed in
terms of indistinguishability from the point of view of the attacker. We have seen for example
that

P{Vi = 7yes” Vo s "no" } = P{Vi — "no”, Vo — "yes’ }

is a way of specifying vote privacy, where P is the voting process, V5 and V, represent the votes
of two participants and ~ denotes indistinguishability form the point of view of the attacker. In
contrast to equivalence properties, confidentiality and authentication are trace properties in the
sense that it is sufficient to look at any individual run (also called a trace) of the protocol to
conclude that they hold or not. In contrast, it is necessary to look at all runs globally in order to
establish an equivalence property.

We have shown that electronic voting protocols are special because they are expected to have
much richer security properties than the traditional secrecy and authentication properties. Fur-
thermore, to ensure these properties, e-voting protocols make use of rather esoteric cryptographic
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primitives [72, 16] such as blind signatures [36], trapdoor commitments [113] and homomorphic
encryption [96].

In contrast to the tools which are available to prove and reason about authenticity and confi-
dentiality, there are not so many tools available for reasoning about equivalence properties which
are needed for establishing the security of e-voting protocols. Furthermore, existing tools are
usually limited to handling a fixed set of cryptographic primitives which usually exclude the more
esoteric primitives required by e-voting protocols.

We have shown that properties such as vote privacy are fundamentally different from secrecy
properties: vote privacy is an equivalence property while secrecy is a trace property. Furthermore,
receipt-freeness and coercion-resistance can also be modeled as equivalence properties [72]. There-
fore, in order to verify that protocols satisfy such properties, it is sufficient to devise a procedure
for the equivalence problem:

Input: two protocols P and @)
Output:  is P indistinguishable from Q? (i.e. P =~ Q).

The relation = should model behavioral equivalence between processes, i.e. two protocols which
are in the = relation should be indistinguishable to the intruder. Usually, ~ is taken to be
observational equivalence, but it seems that trace equivalence is a better alternative [38]. In this
thesis, we will only consider the case where & is trace equivalence. It is well-known that in general,
the equivalence problem is undecidable since is generalizes the secrecy problem. Therefore various
restrictions of the problem are usually considered.

1.5 Contributions

In this thesis, we show that automated verification of security protocols with respect to equivalence
properties is feasible for certain classes of bounded protocols and that protocols making use of
arbitrary disjoint cryptographic primitives compose well with respect to confidentiality. We detail
our contributions below.

1.5.1 The Strong Finite Variant Property

In Chapter 3, we introduce the notion of a strongly complete set of variants of a term. Strongly
complete sets of variants allow in many cases to get rid of the equational theory and solve problems
in the free term algebra. We compare (Section 3.4) the notion of strongly complete set of variants
to the notion of complete set of variants, already introduced in [53] and we show that they are
different ( 3.4.1); however, in the presence of free symbols, the problem of finding strongly complete
sets of variants can be reduced to the problem of computing complete sets of variants ( 3.4.2). We
show that convergent optimally reducing term rewriting systems have finite strongly complete sets
of variants. Optimally reducing term rewriting systems include rewrite systems which are relevant
to security protocols such as subterm convergent term rewriting systems, blind signatures, trapdoor
commitment and others.

Strongly complete sets of variants are motivated by our procedure in Chapter 5 that checks
equivalence between processes. In this procedure, strongly complete sets of variants are used to
get rid of the equational theory and reduce the problem to the free algebra.

Furthermore, strongly complete sets of variants are of independent interest, because they al-
low to construct finite complete sets of unifiers for equational unification problems as shown in
Section 3.6. This chapter is based on work presented at the UNIF 2011 workshop [47] and it has
been implemented in the tool SUBVARIANT [48].

Related Work

The notion of finite set of variants was introduced by Comon and Delaune in [53]. It can be useful
for solving unification and disunification properties [53, 84] and in getting rid of the equational
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theory for the verification of reachability in security protocols [68]. Methods for proving and
for disproving the finite variant property are given in [83]. As opposed to previous work which
considers the general case of a convergent term rewriting system modulo an equational theory E,
we restrict ourselves to the case where E is empty. In this case (where E is empty) we extend the
notion of complete set of variants to the notion of strongly complete set of variants. This is needed
in order to obtain complete sets of unifiers constructively and to get rid of the equational theory
in our procedure (Chapter 5) for verifying trace equivalence.

1.5.2 A Decision Procedure for Static Equivalence

In Chapter 4 we show that the equivalence problem is decidable for a large class of equational
theories and for a passive attacker. A passive attacker is allowed to listen to network traffic, but
it cannot modify, block or send new messages on the network. Therefore, in the case of a passive
attacker, the equivalence problem can be reduced to the static equivalence problem, which is, given
two sequences of (ground) messages S; and S, can the intruder distinguish between S; and S»?
Deciding static equivalence is a prerequisite to deciding more general equivalences which take into
account the dynamic behavior of the protocol. Furthermore, static equivalence is interesting in its
own right because it helps to partially automate equivalence proofs.

Our procedure is based on the encoding into Horn clauses of the two sequences of messages
and of the possible intruder actions. A carefully tuned refinement of resolution can then be
used to saturate the set of Horn clauses. From the saturated set of Horn clauses, it is easy to
decide if the two sequences of messages are equivalent. Our procedure is sound and complete
for any equational theory which is modeled as a convergent term rewriting system. Furthermore,
we have shown that our procedure always terminates for several (classes of) equational theories
particularly relevant to e-voting protocols, including subterm convergent rewrite systems, trapdoor
commitment and blind signatures. Most notably, this is the first decidability result for static
equivalence under trapdoor commitment, a cryptographic primitive which is used in e-voting
protocols such as Okamoto [114] to ensure receipt-freeness. We also show that by using a fair
saturation process, we obtain decidability of static equivalence for an equational theory modeling
a homomorphic encryption scheme.

As a by-product, the same procedure can be used to decide the intruder deduction problem for
the same class of equational theories. The intruder deduction problem is, given a set of (ground)
messages S and another term ¢, can the intruder apply deduction rules in order to derive ¢ from
S? The intruder deduction problem can be seen as the restriction of the confidentiality problem
to a passive adversary (i.e. an adversary which can intercept messages on the network, but which
cannot modify them).

Our procedure for deciding static equivalence and the intruder deduction problem terminates in
polynomial time for several equational theories including blind signatures, trapdoor commitment
and subterm convergent equational theories. It was implemented in the K1Ss tool and it is based
on work published in [50, 51].

Related Work

Many decision procedures have been proposed for the intruder deduction problem (e.g. [39, 8,
100, 40]) under a variety of equational theories. We do not discuss these here and we concentrate
on work which is directly related to static equivalence. In [2] a decidability result is obtained for
a class of equational theories which are locally stable and locally decidable. This class include
subterm convergent rewrite systems, for which a polynomial-time procedure is shown to exist.
In [58], several decision results are shown for monoidal equational theories. A combination result
(if deduction and static equivalence are decidable for two disjoint equational theories, then de-
duction and static equivalence are also decidable for the union of the two theories) was obtained
n [13]. An algorithm inspired by [2] which can handle subterm convergent rewrite theories and
blind signatures was published in [21, 22] and implemented in [20]. A procedure designed and im-
plemented to obtain asymptotically faster algorithms for static equivalence than [20, 45] is given
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in [55], although it cannot handle more cryptographic primitives. Procedures for verifying behav-
ioral equivalences such as implemented in ProVerif [25, 27] can also prove static equivalence; but
they are “overkill” in the sense that they were designed for a more difficult problem. Furthermore,
none of them can handle the theory of trapdoor commitment.

1.5.3 Automated Verification of Trace Equivalence

In Chapter 5, we show that the automated verification of equivalence properties is feasible by giving
a procedure for verifying equivalence between bounded determinate security protocols without
else branches. Our procedure is sound and complete for equational theories having the strong
finite variant property which we introduce in Chapter 3. Therefore our procedure works for
subterm convergent equational theories (which allow to model classical cryptographic primitives
such as symmetric and asymmetric encryption, digital signatures, hash functions) but also for blind
signatures and trapdoor commitment, as all of these are optimally reducing and have therefore
the strong finite variant property.

Our procedure is based on a fully-abstract modeling of each symbolic trace of a process into a
set of Horn clauses. This modeling of symbolic traces into Horn clauses extends the Horn clauses
in Chapter 4 by taking into account the dynamic behavior of the symbolic trace. We use strongly
complete sets of variants and complete sets of equational unifiers to get rid of the underlying
equational theory. Therefore the Horn clauses are interpreted in the free term algebra. A carefully
crafted refinement of resolution is then used to saturate the set of clauses. From the saturated set
of clauses, it is easy to check if two symbolic traces are equivalent. Furthermore, if two determinate
processes are given as sets of symbolic traces, we show how to check from the respective saturated
sets of clauses if the two processes are trace equivalent.

However, many electronic voting protocols are not determinate and therefore we cannot directly
apply this result to reason about them. However, in Section 5.9.1 we present a method for proving
that two nondeterminate processes are equivalent, method which uses equivalence checking for
two symbolic traces as a subroutine. This allows us to prove (Section 5.9.3) vote privacy of the
FOO [87] e-voting protocol. This is the first provably sound and fully automated proof of vote
privacy for this protocol. However, our method is incomplete in that two processes could be trace
equivalent but the methods fails to prove it.

As we have already explained, our procedure for automatically verifying trace equivalence
is based on the saturation of a set of Horn clauses. We conjecture that the saturation always
terminates for subterm convergent rewrite systems. Unfortunately, due to the highly complex
form of the structures involved in the procedure, we have not been able to show this. However, we
have implemented the procedure in the tool AKISS and we have used it to prove vote privacy of
the FOO [87] e-voting protocol. This is the first provably sound automatic proof of vote privacy
for this protocol. An article based on this work was published in [35].

Related Work

Undecidability of observational equivalence in the spi calculus, even for the finite control fragment,
was shown by Hiittel [97]. In the same paper, a decision result is given for the finite, replication-
free, fragment of the spi calculus [97] for a fixed, limited set of cryptographic primitives. An
automated tool [79] can check observational equivalence for the finite, replication-free fragment of
the spi-calculus with a limited set of cryptographic primitives. Symbolic bisimulations have also
been devised for the spi [30, 29] and applied pi calculus [73, 102] to avoid unbounded branching
due to adversary inputs. However, only [73] and [30] yield an automated procedure for proving
equivalence, but again only approximating observational equivalence. In [121], the authors present
a decision procedure for checking open bisimulation for a variant of the spi-calculus with a fixed
set of cryptographic primitives.

A highly non-deterministic decision procedure for checking equivalence of constraint systems
(or equivalently, of two symbolic traces) is given by Baudet [19]. An alternate procedure achieving
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the same goal was proposed by Chevalier and Rusinowitch [44]. Due to the high degree of non-
determinism involved, it seems that the two procedures are not implementable. Therefore, Cheval
et al. [37] have designed a new procedure and a prototype tool to decide the equivalence of
constraint systems, but only for a fixed set of primitives. For a restricted class of simple processes
it was shown [59] that observational equivalence coincides with trace equivalence and that the later
is decidable by using as a subroutine a decision procedure for checking equivalence of constraint
systems. The procedure for constraint systems in [37] was generalized to trace equivalence [38] for
finite processes with a fixed set of primitives, but the new procedure has not been implemented.

ProVerif [25] can prove strong secrecy [26] and diff-equivalence [27], an equivalence between
processes that differ only in their choice of terms and which is stronger than observational equiva-
lence. However, ProVerif cannot verify vote privacy of the FOO electronic voting protocol except
with the use of the add-on ProSwapper [119] which was not shown to be sound. ProVerif translated
protocols into Horn clauses and employs sound abstractions that allow it to prove equivalences
for an unbounded number of sessions. However, it may fail to terminate and because of the
abstractions it can produce false attacks.

Other approaches [123, 89] based on Horn clauses also perform abstractions and allow for false
attacks. For the case of confidentiality properties, precise encodings (without false attacks) into
Horn clauses have been proposed and implemented in [6]. However, the encoding is for a fixed set
of cryptographic primitives, it does not take into account that processes may block (due to a test
failing) and it works only for confidentiality.

1.5.4 Composability

In Chapter 6, we establish a composition result with respect to confidentiality properties. We
show that two protocols which use disjoint cryptographic primitives modeled by arbitrary disjoint
equational theories can be securely composed as soon as they do not reveal shared secrets and
when the shared secrets are not reused. This is the first composition result which allows to make
use of arbitrary cryptographic primitives in the active case, all previous results assuming a limited
fixed set of primitives or a tagging scheme.

Our work allows us for example to securely compose a key-establishment protocol with an-
other protocol using the established key, as long as the two protocols use disjoint cryptographic
primitives. This also holds in the case where key-establishment is performed several times and
the respective keys are used. The composition result holds for an unbounded number of sessions.
We also show that employing a form of tagging is sufficient to ensure disjointness in the case of
encryption and hash functions. We show this by reducing the composition of the tagged protocols
to the composition of two protocols which used disjoint equational theories.

One limitation of our approach is that it cannot cope with dishonest agents due to the hypoth-
esis that shared secrets (between the two protocols which are to be composed) are not revealed.
Dishonest users would reveal such secrets immediately and therefore our composition result does
not give any guarantee in this case. The work in this chapter has been presented at CSF 2010 [49].

Related Work

One of the first papers studying the composition of protocols in the symbolic model is [93]. In the
formalism of strand spaces [85], Guttman and Thayer show that two protocols which make use of
concatenation and encryption can be safely executed together without damaging interactions, as
soon as the protocols are “independent”. In [57], Cortier et al show that tagging is sufficient to
avoid collusion between protocols sharing common keys and making use of standard cryptographic
primitives: concatenation, signature, hash functions and encryption. This framework allows to
compose processes symmetrically; however, it does not allow to securely compose e.g. a key
exchange protocol with another protocol which makes use of the shared key. In [92], Guttman
provides a characterization which ensures that two protocols can run securely together when
sharing some data such as keys or payloads. The main improvement over [93] is that keys are
allowed to be non-atomic.
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In [71], Delaune et al. use a derivative of the applied-r calculus to model off-line guessing
attacks. They show that in the passive case resistance against guessing attacks is preserved by the
composition of two protocols which share the weak secret against which the attack is mounted.
This result (in the passive case) holds for arbitrary equational theories. However, for the active
case this is no longer the case: it is however proven that tagging the weak secret enforces secure
composition (in the sense of guessing attacks). This framework applies to parallel composition
only.

Modersheim and Vigano [109] have proposed a framework for composing protocols sequentially.
In [70], Delaune et al. use a simulation based approach inspired from the computational model
to provide a framework for securely composing protocols in the applied-7 calculus. This involves
defining for each sub-protocol an ideal functionality and then showing that a certain implemen-
tation securely emulates the ideal functionality. In [91], Grofi and Mddersheim introduce vertical
protocol compositions, where a key-exchange protocol is coupled with a protocol (called applica-
tion protocol) which uses the exchanged key. Vertical compositions are similar to the sequential
compositions we have used in this work. Another line of work is represented by the Protocol
Composition Logic [67], which can be used to modularly prove security properties of protocols
using a fixed set of primitives; however, the proofs may be rather involved and are not automatic.

1.6 Research Publications

The results obtained in this thesis have been partially published:

Journals

e 5. Ciobaca, S. Delaune and S. Kremer. Computing knowledge in security protocols under
convergent equational theories. Journal of Automated Reasoning, 2011.

Conferences

e 3. Ciobaca and V. Cortier. Protocol composition for arbitrary primitives. In Proceedings of
the 23rd IEEE Computer Security Foundations Symposium (CSF’10), Edinburgh, Scotland,
UK, July 2010, pages 322-336. IEEE Computer Society Press.

e 5. Ciobaca, S. Delaune and S. Kremer. Computing knowledge in security protocols under
convergent equational theories. In Proceedings of the 22nd International Conference on
Automated Deduction (CADE’09), Montreal, Canada, August 2009, LNAI, pages 355-370.
Springer.

e R. Chadha, §. Ciobaca and S. Kremer. Automated verification of equivalence properties of
cryptographic protocols. In Proceedings of the 21st European Symposium on Programming
(ESOP 2012).

Other

e 3. Ciobaca. Computing finite variants for subterm convergent rewrite systems. In Proceed-
ings of the 25th International Workshop on Unification (UNIF’11), Wroclaw, Poland, July
2011.

Research Tools

The implementations of the tools that were built as part of our research are available online:

e 3. Ciobaca. KiSs, a tool for deciding static equivalence and deduction under a class of
convergent equational theories (http://www.lsv.ens-cachan.fr/~ciobaca/kiss)
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e 5. Ciobaca. SUBVARIANT, a tool for computing finite, complete sets of variants un-
der optimally reducing convergent equational theories (http://www.lsv.ens-cachan.fr/
~ciobaca/subvariant)

e 5. Ciobaca. AKISs, a tool for automatically verifying trace equivalence of determinate,
bounded security protocols without else branches under convergent term rewriting systems
having the strong finite variant property (http://www.lsv.ens-cachan.fr/~ciobaca/akiss)

1.7 Thesis Plan

Chapter 2 introduces notations and concepts standard in the literature. In Chapter 3, we introduce
the notion of strongly complete set of variants of a term, we discuss its relation to the notion of
complete set of variants, and we show that optimally reducing term rewriting systems have finite
strongly complete sets of variants. Furthermore, we show how to construct finite complete sets
of unifiers for equational unification problems from the strongly complete sets of variants of the
terms involved. In Chapter 4, we discuss a decision procedure for the intruder deduction problem
and for the static equivalence problem for a class of convergent equational theories including
subterm convergent rewrite systems, trapdoor commitment and blind signatures. In Chapter 5,
we give a procedure for verifying indistinguishability between finite number of sessions of security
protocols. We have implemented the procedure and we have used the implementation, among
others, to prove vote privacy of the FOO [87] e-voting protocol. In Chapter 6, we establish a
composition result with respect to confidentiality properties. We show that two protocols which
use disjoint cryptographic primitives modeled by arbitrary disjoint equational theories can be
securely composed as soon as they do not reveal shared secrets and when the shared secrets are
not reused. We also show that employing a form of tagging is sufficient to ensure disjointness in
the case of encryption and hash functions. Chapter 7 concludes the thesis with a summary of the
results obtained and presents perspectives and possible future work.



Chapter 2

Preliminaries

In this chapter, we review several standard concepts and definitions in term algebra and term
rewriting theory.

2.1 Term Algebra

Let F be a signature, i.e. a finite set of function symbols. Let ar be a function associating to each
function symbol a natural number, called the arity of the symbol. A function of arity 0 is called
a constant.

We let X, N, M, W, C be pairwise disjoint, countably infinite sets of variables, private names,
public names, parameters and public channels, respectively. We assume furthermore that X', V', M,
W and C, which will act as atoms in the term algebra, are disjoint from F. We will note by A
the entire set of atoms (A =X UN UMUWUC).

Given a signature F’ that is a subset of F (F' C F) and a set of atoms .4’ that is a subset
of the global set of atoms (A" C A), we define the set T(F’, A’) of all F'-terms over A’ as the
smallest set such that:

1. all atoms in A’ are terms (A’ C T(F', A")),

2. for all function symbols f € F’ of arity ar(f) = k and all terms ¢y,...,t, € T(F, A'),
we have that f(t1,...,tx) € T(F', A") (i.e. application of function symbols to terms yields
terms).

The set of positions of a term t € T(F, A) is a set Pos(t) of strings over the alphabet of
positive integers, defined inductively such that:

1. if t € A, then Pos(t) = {e}, where € denotes the empty string, and

2. if t = f(t1,...,tx) with f € F, then

k
Pos(t) = {e} U | J{ip | p € Pos(t:)}.

i=1

where juxtaposition denotes string concatenation. The size [t| of the term ¢, is the cardinality of
Pos(t).

For every position p € Pos(t) of the term ¢, the subterm t|, of the term ¢ at the position p is
defined by induction on the length of p to be:

te = t
[t = tilg

27
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For all terms s € T'(F,.A) and for every position p € Pos(t) of the term ¢, we denote by ¢[s],
the term that is obtained by placing the term s at position p in the term ¢, i.e.

tlsle = s
f(t17"'7tk)[5]iq = f(tl,...,ti_l,ti[s]q,ti+1,...,tk)
The set of subterms st(t) of the term ¢ is the set

st(t) = {s | there exists p € Pos(t) such that t|, = s}.
The set Var(t) is the set of variables of the term ¢, i.c.
Var(t) = {x | there exists p € Pos(t) such that t|, =2 € X}
The set N ames(t) is the set of names of the term ¢, i.e.
Names(t) = {n | there exists p € Pos(t) such that ¢, =a € N UM}.
The set Symbols(t) is the set of function symbols of the term ¢, i.e.
Symbols(t) = {f | there exists p € Pos(t) and t1,...,t, such that t|, = f(t1,...,t,)}.

We extend the functions Var, Names and Symbols on tuples of terms, sets of terms and
combinations thereof in the expected manner. We say that the term ¢ is ground if Var(t) = 0.

A substitution is a function o : X — T(F,.A) such that o(x) # x for only finitely many variables
x € X. The finite set of variables Dom(o) = {z | o(x) # z} is called the domain of the substitution
o. The range Range(o) of the substitution o is the set Range(o) = {o(z) | x € Dom(c)}. If
Dom(o) C {x1,...,x,}, we may write o as

o={x1—=o(x1),...,2n — o(zp)}.

The homomorphic extension of a substitution o to the set of terms T(F,.A) is the function

T(F,A) — T(F,A), where

o(x) = o(x) for all variables x € X
G(a) = a for all non-variable atoms a € A\ X
a(f(te, ... tr)) f(o(t1),...,0(tx)) for all other terms f(t1,...,tx).

We identify as usual substitutions with their homomorphic extensions and we may write sub-
stitution application in suffix form: the term to is the application of the homomorphic extension
& of the substitution o to the term ¢, i.e. to = &(t).

The identity substitution o = {} is the only substitution with empty domain Dom(c) = {}
and, when applied to a term ¢, it does not change it: ¢ = ¢{}. If X C X is a set of variables
and o is a substitution, then o[X] is the restriction of o to X, i.e. the substitution such that
o[X)(z) = o(x) if x € X and o[X]|(z) = z if © € X\ X. The restriction operator enjoys the
following property, which we are going to use several times later on:

Lemma 2.1. Lett be a term and let o be a substitution. If X D Var(t) then to = t(o[X]).

We let W denote the disjoint union of two sets. In particular, if o and 7 are two substitutions
with disjoint domains (Dom(c) N Dom(r) = 0), we denote by v = ¢ W 7 the substitution of
domain Dom(y) = Dom(o) U Dom(7) such that v(x) = o(x) if z € Dom(o) and v(z) = 7(x) if
x € X\Dom(o). The composition o1 of two substitutions o and 7 is defined to be the substitution
which associates to any variable  the term (zo)7, i.e. o7(z) = 7(o(x)). Substitution composition
enjoys the following property, which we are going to use several times later on:

Lemma 2.2. Let 01,09, 03,04 be substitutions such that 01[X] = (0203)[X] and o3[ XUVar(Range(o2))] =
o4[X UVar(Range(oz))] for some set of variables X. Then o1[X] = (0204)[X].



2.2. REWRITING 29

Proof. Let * € X be an arbitrary variables in the set X. If z € Dom(oz), we have that
Var(oa(x)) C Var(Range(osz)). If € Dom(oz), we have that Var(os(z)) = Var(z) = {z} C X.
In either case, we have that Var(oz(x)) € X UVar(Range(oz)). Therefore

(o3[X UVar(Range(o2))])(o2(x)) = (04X UVar(Range(o2))])(o2(z))
= x03(04[X UVar(Range(oz))]).

AsVar(xzoz) C XUVar(Range(oz)), it follows by Lemma 2.1 that zoa(o4[X UVar(Range(o2))] =
TO0204.
We have shown that zosos3 = xoy04. As x € X was chosen arbitrarely in X, it follows that
0903[X] = 0904[X]. But 01[X] = 0903[X] and therefore, by transitivity, o1[X] = o204[X].
O

A substitution o is called a variable renaming it Dom(o) = Range(c). We say that o is a
variable renaming from the set of variables X C X to the set of variables Y C X if Dom(o) C XUY
and o(z) € Y for all variables x € X.

If Ay is a set of atoms, a replacement of terms is a function o : D — T(F, Ag) such that D
is a finite set of terms D C T(F, Ap). The application of a replacement o : D — T(F, Ag) to a
term t is written in suffix notation to and is defined inductively to be:

to = o(t) if the term ¢ € D is in the domain D of o
to = a if the term t = a € A\ D is an atom not in the domain D of o
to = f(tio,...,t,0) if the term t = f(t1,...,tx) € D is not in the domain of o
A (k-)context C' € T'(F, AU {1,..., %)) is a term with distinguished variables ', ..., ¥ such
that each variable * appears at most once in C. We write C[ty,...,tx] for the term C{!

t, .., Kty

2.1.1 Unification

Two terms s,t € T(F,.A) are (syntactically) unifiable if there exists a substitution o such that
so = to. The substitution o is then a wunifier of s and ¢. A unifier o of s and ¢ is called more
general than another unifier 7 if there exists a substitution w such that 7 = ow.

It is well known [15] that any two unifiable terms s and t admit a most general unifier mgu(s,t),
i.e. a unifier which is more general than any other unifier. Furthermore, any two most general
unifiers ¢ and 7 of two unifiable terms s and ¢ can be obtained from each other by composition
with a variable renaming. We make therefore a slight abuse of language and speak of the most
general unifier mgu(s,t) of s and ¢ (which is unique up to variable renaming), as is common in
term rewriting literature.

2.2 Rewriting

2.2.1 Equational Theories

An identity over F' C F is a pair (s,t) € T(F',X) x T(F',X), where x denotes the cartesian
product of sets. We will write identities (s,t) € T(F,X) x T(F,X) as s ~ t.

IfE={s1 ~t,...,8, =t} is a set of identities, we will denote by =g the smallest relation
on terms containing E and such that:

1. = is reflexive: ¢t =g ¢ for all terms t € T(F,.A),
2. = is transitive: s =g r and r =g t implies s =g t for all terms s,r,t € T(F, A),

3. =g is symmetric: s =g ¢ implies t = s for all terms s,t € T(F, A),
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4. =g is closed under substitutions: s =g ¢ implies so =g to for all terms s,t € T(F,.A) and
all substitutions ¢ and

5. = is closed under F-operations: $1 =g t1,..., S, =g ti implies f(s1,...,8k) =¢ f(t1,...,tx)
for all function symbols f of arity ar(f) = k and for all terms sq, ..., sk, t1,...,tx € T(F,A).

The relation =g is called the equational theory generated by the set of identities E. We will
sometimes make an abuse of language and call E an equational theory.

We write s —g t if there exist a context C, an identity s; ~ t; € E and a substitution ¢ such
that s = Cl[s;0] and t = C[t;0] or vice-versa, if s = C[t;0] and t = Cl[s;0]. Tt is well known that
—¢, the transitive and reflexive closure of —, coincides with =g [14]. Two substitutions o and 7
are equal modulo E, written o =g 7, if o(z) =g 7(z) for all z € X.

Equational Unification

Two terms s,t € T(F,.A) are unifiable in the equational theory E (or E-unifiable) if there exists a
substitution o such that so =g to. The substitution o is then an E-unifier of s and ¢. A set of
substitutions mgug(s,t) is called a complete set of E-unifiers of s and ¢ if:

1. any substitution o € mgug(s,t) is an E-unifier of s and ¢: so =g to and

2. any E-umifier 7 of s and ¢ is an instance modulo E of some substitution o € mgug(s,t) on
the variables of s and ¢: there exist a substitution o € mgug(s,t) and a substitution w such
that 7[Var(s,t)] =g ow[Var(s,t)].

An equational theory is called finitary if, for any two terms s,t € T(F,.A) there exists a finite
complete set of E-unifiers (mgug(s,t) is finite).

2.2.2 Rewrite Systems

A rewrite rule is an identity | ~ r such that [ ¢ X and Var(r) C Var(l) . In this case we may
write | — r instead of I & r. A term rewriting system R = {ly — r1,...,l, — 7} is a finite set of
rewrite rules. We write s —g t if there exist a position p € Pos(s), a rewrite rule [ — r € R and
a substitution o of domain Dom(c) C Var(l) such that s|, = lo and t = s[ro],. The relation —g
is then called the one-step rewrite relation of R, the reflexive transitive closure of —g is denoted
by —g and the reflexive transitive symmetric closure of —g is denoted «+5. We also write =g
instead of 5.

A rewrite system R implements an equational theory E if the relations =g and =g coincide.

IfR={ly = ry,...,l, = r,} is a term rewriting system and E = {l; =~ ry,...,l, =~ r,} is the
associated equational theory, it is known that R implements E (see for example [14]).
A rewrite system R is terminating if there is no infinite rewrite chain t; —g to —r .... A

rewrite system R is confluent if for all terms s, u,v such that s - v and s =% v we have that
there exists a term t such that v —§ ¢t and v —§ t. A rewrite system is convergent if it is
both terminating and confluent. An equational theory is convergent if it is implementable by a
convergent rewrite system. A term t is in normal form or normalized (with respect to a rewrite
system R) if ¢ /4R s for any term s. A term ¢ is a normal form of a term s (with respect to a rewrite
system R) if ¢ is in normal form with respect to R and s —% ¢. It is well known (see e.g. [14]) that
if R is a convergent rewrite system, any term ¢ has a unique normal form with respect to R. In
this case (when R is convergent) we will denote with ¢/ the normal form of ¢.

We say that a rewrite rule [ — 7 is in R up to renaming, and we write [ — r € R if there exist
a rewrite rule I’ — r’ € R and a variable renaming 7 such that [ = 't and r = /7.

If o is a substitution, we will denote by olg the substitution which assigns to any variable x
the term (zo)). We say that a substitution o is in normal form (with respect to R) if o = olg. If
R is clear from the context, we sometimes omit R and use | instead of |g.

Lthese restrictions on rewrite rules follow the lines of [14]. Rewrite rules not obeying them are necessarily
non-terminating and therefore not very interesting.
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Subterm Convergent Rewrite Systems

Definition 2.1. A term rewriting system R is subterm convergent if it is convergent and every
rewrite rule [ — r € R is such that

subterm rule r € st(l) or

extended rule 7 is a ground term in normal form with respect to R.

The first type of rewrite rule justifies the name of this class of rewrite systems and was originally
the only type of rewrite rule allowed [1] in subterm convergent rewrite systems. The second type
of rule represents a small but useful extension introduced in [21]. In this thesis, we consider
the extended version of subterm convergent rewrite systems as defined above. We say that an
equational theory E is subterm convergent if there is a subterm convergent rewrite system R that
implements the equational theory E. Subterm convergent rewrite systems allow the modeling of
many usual cryptographic primitives such as symmetric encryption:

Ezample 2.1. Let R = {dec(enc(x,y),y) — x}. It is easy to see that R is subterm conver-
gent. The function symbol enc models symmetric encryption and the function symbol dec
symmetric decryption. The only rewrite rule models the fact that decryption cancels out
encryption when the correct key is used.

Optimally Reducing Rewrite Systems

Definition 2.2. A rewrite rule [ — r € R is called optimally reducing if, for any substitution 6
such that all strict subterms of [f are in normal form, we have that r is in normal form. A term
rewriting system R is optimally reducing if all rewrite rules [ — r € R are optimally reducing.

Optimally reducing term rewriting systems were introduced in [110]. It is easy to see that
any subterm convergent rewrite system is an optimally reducing rewrite system. Additionally,
optimally reducing rewrite systems allow to model cryptographic primitives which cannot be
modeled by subterm convergent rewrite systems, as shown in the following example.

Ezample 2.2. The term rewriting system R defined bellow is convergent and optimally
reducing. However, R is not subterm convergent because of its second rewrite rule.

_ | check(sign(z, y), pk(y)) = =
~ | unblind(sign(blind(z,y), 2),y) — sign(z, z)

The term rewriting system R models blind signatures, especially useful in modeling electronic
voting protocols [72].

The function symbol sign represents the signing algorithm: the term sign(s, ¢) denotes the
signature of the message ¢ with the private key ¢. The function symbol check allows to
verify a signature using the public key pk(y) of the party having signed the message.

The blind function symbol allows a party to “blind” a message x with a blinding factor y,
thereby obtaining the blob blind(x,y). The blob can then be signed by a party using the
private key z to obtain sign(blind(z,y), z) and then, using the unblinding function symbol
unblind, to obtain via the second rewrite rule the message sign(x, z). This allows the party
that has blinded the message to obtain a signature of x without revealing what = is. This is
particularly useful in voting protocols, where a voter can have his vote signed by the voting
authority without revealing the vote itself [72].
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Free symbols

A function symbol f € F is free with respect to a rewrite system R = {l; — 71,...,l, — r} if
the function symbol f & Symbols(l1,r1,...,l,,r,) does not appear in any of the identities of R.
We have that:

Theorem 2.1. If R is a convergent rewrite system and f € F is a free function symbol of arity
ar(f) =k, then
Fltrs et = il il

Proof. We will first show by induction on the number of rewrite steps that if f(¢1,...,¢,) =k ¢,

then t = f(s1,..., si) for some terms s1,..., s such that t; —§ s1,...,tx —% sk. Indeed, for the
base case, if the number of rewrite steps is 0, we choose s; = t1,...,8, = tr and we have that
t1 =R S1,--.,tk —R Sk as — is reflexive.

For the inductive case, we assume by the induction hypothesis that f(t1,...,tx) =% f(s1,...,s})
such that ¢t; —% s for all 1 <14 < k and we show that if f(s},...,s}) =r ¢, thent = f(s1,...,5s%)
such that ¢; =g s; for all 1 <i < k. As f(s},...,s},) —r t, it follows that there exists a rewrite
rule I — r € R, a position p € Pos(t) and a substitution o such that f(s},...,s})|, = lo and
t = f(sh,...,8})[rolp. As f is free with respect to R, it follows that f ¢ Symbols(l). Further-
more, by the definition of a rewrite system, [ ¢ X. Therefore [ and f(s],...,s)) are not unifiable.

Therefore p # € cannot be the empty position. Therefore p = jg for some index 1 < j < k and
some position gq.

We have therefore that ¢t = f(s,...,s,)[rol, = f(s1,...,s,)[roljq is equal, by the definition
of -[]., to f(s1,...,8i_1,8[rolg, 851, 8;). Let s; = s} for all 1 <7 < k such that i # j and
let s; = s}[ro],. By the definition of —g, we have that s —r s;. By reflexivity of —%, we have
that s, —% s; for all 1 < ¢ < k if 4 # j. Therefore s, —% s; for all 1 < ¢ < k. But t; =% s} for
1 <7 < k and, by transitivity of =5, we have t; =% s; for all 1 <17 < k.

We have shown that t = f(s1,..., si) such that ¢; =% s; for all 1 <4 <k, thereby concluding
the inductive step.

We have just proved by induction on the number of rewrite steps that if f(t1,...,tx) =k ¢,
then ¢t = f(s1,...,sy) for some terms sq,..., s such that t; =% s; for all 1 < ¢ < k. Furthermore,
if f(s1,...,sk) is in normal form, we have that si,...,s; are also in normal form. Therefore, if
f(s1,...,8k) is the normal form of f(t1,..., %), it follows that s; is the normal form of ¢; for all
1 < < k. Therefore f(t1,...,tx)d = f(t1d, ..., trd). |

2.3 Modeling Messages as Terms

In order to formally assess the security of cryptographic protocols, we use a mathematical model of
such protocols. First of all, we model messages exchanged between the parties during the protocol
run as terms in a term algebra. Cryptographic primitives such as encryption are modeled as
function symbols and the cryptographic properties of the primitives are modeled as an equational
theory.

Ezample 2.3. We let F = {enc, dec}, where ar(enc) = ar(dec) = 2. The term enc(ms, ms)
represents the message denoting the encryption of the message modeled by the term m,
with the key modeled by the term ms.

Let E = {dec(enc(z,y),y) = =} be an equational theory. We have that the term dec(enc(mq,mz), ms)
represents the result of decrypting the message enc(mq, mo) by the key ms. If mo =g mg,
we have that dec(enc(my, ms), m3) =g my (the decryption succeeds).

Base data such as atomic keys are modeled as names. Names can be private (the set A is the
set of private names) if the intruder does not a priori know them, or they can be public (the set
M is the set of public names) in case the intruder knows them a priori.
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Example 2.4. Continuing the previous example, a freshly generated key can be modeled
as the term & € N and the public name yes € M can be used to model a well-known
representation of the vote 'yes’.

The set of terms representing messages is defined to be Messages = T'(F, N U M).

Ezxample 2.5. Continuing the previous example, if we let m; = yes and mo = k, we have
that the term enc(mq,ms) = enc(yes, k) represents the message constructed by encrypting
the vote 'yes’ with a fresh key k that is a priori unknown to the intruder.

2.4 Frames

We fix an enumeration wi,ws,... of the elements of the set YW. The atoms wi,ws,... are not
used as building blocks in messages, but are used by the attacker to point to messages exchanged
during the protocol. The parameter w; refers to the first message exchanged, wy to the second,
etc. This suggests a way of modeling sequences of messages exchanged during a protocol:

Definition 2.3. A frame ¢ is a substitution {w; +— t1,...,w, — t,} where t; € Messages
(1 <4 < n) are terms representing messages.

Note that in our definition, every frame with [Dom(p)| = n has Dom(p) = {wy,...,w,}.

2.4.1 Deduction

The adversary can use the messages learnt from the run of a protocol to construct new messages.
Messages can be constructed by applying function symbols to already known messages and by
referring to the parameters. The adversary knows a priori all public names. We denote by
Recipesr = T'(F, MUW) the set of recipes constructible over a given signature F, i.e. terms used
by the intruder to construct messages. If the signature F is obvious from context, we also write
Recipes instead of Recipesr. The relation between recipes and the resulting messages is modeled
as the deducibility relation.

Definition 2.4. We say that the term t is deducible from ¢ with a recipe v in the equational
theory E (written as ¢ ¢ » t) if r € Recipesz and rp =g t.

If the signature F is obvious from context, we write kg instead of kg z. If the equational
theory is also obvious from context, it can be omitted. If the equational theory E is implemented
by a rewrite system R, then we also write Fr instead of Fg.

Ezample 2.6. Continuing the previous example, let ¢ = {w; — enc(yes, k), wy — k} be a
frame representing the sequence of messages from a toy voting protocol. The first message
exchanged during the protocol was the encryption of the vote 'yes’ under a fresh key k.
The second message is the value of the key that was used to protect the vote in the first
message.

The fact that the intruder does not a priori know k is modeled by the fact that ¢ H* k,
since k € N and therefore k ¢ Recipes. However, the intruder can deduce the value of k
indirectly, by referring to wq: p F*2 k.

We also have that the intruder can get the value of the vote ’yes’ either indirectly, as
@ Fdec(wi,w2) yog or directly, since ¢ FY°° yes (as yes € M, a public name, can be used in
the recipe).
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2.4.2 Static Equivalence

The deduction relation described previously is enough to model secrecy of data: we can model
the fact that a private name s remains secret after the protocol run if ¢ I/ s for any recipe r,
where ¢ represents the frame collecting all messages from the protocol. However, for more subtle
properties, deduction is not enough.

Ezample 2.7. Consider for example a voting protocol where the possible votes are "yes’ and
'no’. The values of any vote are a priori known to the intruder (e.g. ¢ F¥¢ yes for any

frame ¢).

Therefore, the fact that the vote of an individual voter remains private cannot be modeled by
the fact that the name yes (representing a ’yes’ vote) or that the name no € M (representing
a 'no’ vote) cannot be deduced from the frame.

Instead, to express the fact that the value of the vote is not revealed, we ask that the intruder
is not be able to distinguish a run of the protocol where ’yes’ was voted from a run of the protocol
where 'no’ was voted. This indistinguishability relation is modeled as static equivalence:

Definition 2.5. A test rq kS ro holds in a frame ¢ (written (11 = 12)y) if @ ™ ¢ and ¢ F"2 ¢ for
some t, i.e., 1 and 1o are recipes for the same term in ¢. If (r; = r2)p, we sometimes say that
r1 = ro is an identity that holds in ¢.

A frame 1 is statically included in @o (written o1 Ty o) iff for all 71,72 we have that
(r1 = ro)py implies (r; = r9)ps.

Two frames 1 and s are statically equivalent (written ¢1 &4 p2) iff 1 Ty @2 and o T ;.

Ezample 2.8. Let ¢ = {w; — enc(yes, k), w2 — k} and let ¢’ = {wy — enc(no, k), wq — k}.
The frame ¢ can represent the messages in a run of a protocol where ’yes’ was voted, while
¢’ can represent the messages in a the run of the same protocol where no’ was voted. We
have that ¢ %, ¢, since the following test

dec(wy, ws) L yes

holds in ¢ but not in ¢'. We can conclude that the privacy of the vote is not preserved,
since the two frames are distinguishable.

On the other hand, the frames ¢, = {w; — enc(yes, k)} and ¢, = {w; — enc(no, k)} are
statically equivalent. Intuitively, this is because k& € N is not known to the intruder and
therefore there is no way to “open” the encryption.



Chapter 3

The Strong Finite Variant
Property

3.1 Introduction

Given a term (e.g. t = dec(z,y)) and a convergent rewrite system (e.g. R = {dec(enc(z,y),y) = x}),
we are interested in having a convenient symbolic representation of all normal forms to] of in-
stantiations to of the term ¢. In the above case, the normal form to] of to falls into one of the
following two cases:

1. either o(z)) = enc(s,o(y){) is an encryption of some term s with the term o(y)J, in which
case oll{z,y}] = o [{z,y}] for o1 = {& — enc(z,y)} and 71 = {z — s,y — o(y))} and
therefore

tol = (toy)dm-

2. or o(z){ is not such an encryption (o(z)) # enc(s,o(y)}) for any term s), in which case
ol[{z,y}] = oame[{x,y}| for oo = {} (the identity substitution) and 75 = 0| and therefore

to] = (tog)dms.

The set of terms {to;)} (in this example, 1 < i < 2) is then called a complete set of variants of
t since any normal form to] of an instantiation to of the term ¢ will be a syntactic instantiation
of a term to;] (for some 1 < i < 2).

Rewrite systems for which finite complete sets of variants can be found for any term ¢ are said
to have the finite variant property (from hereon FVP). The FVP is useful in symbolic analysis of
security protocols [53] and in solving unification and disunification problems [53, 84], since they
allow to get rid of the rewrite system and solve the resulting problems syntactically.

Complete sets of variants were introduced in [53] by Comon and Delaune. In their work,
the normal form of a term is defined modulo some equational theory (typically AC). Their work
includes showing that several rewrite systems have the finite variant property: the standard Dolev
Yao theory with explicit descriptors (modulo the empty equational theory), a presentation of
abelian groups (modulo AC) and a presentation of the Diffie-Hellman cryptographic primitives
(modulo AC). Another line of work [83] proposes algorithms for proving and for disproving that
a certain rewrite theory has or does not have the finite variant property.

In this thesis, we restrict ourselves to working modulo the empty equational theory and there-
fore we consider syntactic normal forms. Furthermore, since the complete set of variants {to;|} of
t is fully determined by ¢ and the set of substitutions {o;}, we will from now speak of substitutions
o; as being the variants of ¢ and we will say that the set {o;} is a complete set of variants of ¢. In
Section 3.2 we recall the definition of FVP in our setting.

35
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Our work in this chapter is motivated by the procedure for verifying security protocols that
we describe in Chapter 5. We define a notion of strongly complete set of variants (Section 3.3),
which is a stronger version of the complete set of variants. Rewrite systems having finite strongly
complete sets of variants for any term are said to have the strong finite variant property (from
hereon SFVP).

We discuss the differences between the SFVP and the FVP in Section 3.4. In particular, in
the presence of free symbols of arity > 2, the two notions coincide. In the same section, we also
compare strongly complete sets of variants with complete sets of variants and we show a link
between the two.

In Section 3.5, we investigate the SEVP for convergent optimally reducing rewrite systems,
which are useful for modeling many cryptographic primitives. We show that convergent optimally
reducing rewrite systems have the strong finite variant property and we give an algorithm to
compute a finite strongly complete set of variants for a given term and a given optimally reducing
rewrite system. In chapter 5, strongly complete sets of variants allow us to get rid of the underlying
rewrite system in our procedure for verifying security protocols.

In Section 3.6, we show that having the strong finite variant property is sufficient for equational
unification problems to have finite complete sets of unifiers. The proof is constructive: a finite
complete set of unifiers of an equation modulo the rewrite system is built from the strongly
complete sets of variants of the two terms in the equation.

The two applications of our work, namely the procedure for verifying security protocols in
Chapter 5 and the computation of finite complete sets of unifiers in Section 3.6 show that the
notion of strongly complete set of variants is more natural and more useful than the notion
of a complete set of variants. This chapter is based on work [47] that has been presented at
the UNIF 2011 workshop. The algorithms presented here have been implemented in the tool
SUBVARIANT [48].

3.2 The Finite Variant Property (FVP)

Formally, the finite variant problem is to find finite complete sets of variants for a term:

Definition 3.1. A complete set of variants of a term ¢t with respect to a convergent term rewriting
system R is a set of substitutions {o1,...,0,} such that for any substitution 7, we have that
(tm)d = ((to;)))7 for some index 1 < i < n and some substitution 7.

In the above definition, the difficulty of finding a complete set of variants lies in the fact that
the term (to;)l7 is not normalized anymore after the application of the substitution 7 to (to;)].
Therefore the set consisting of the identity substitution is in general not a complete set of variants.

Ezample 3.1. Let t = dec(x,y) and R = {dec(enc(x,y),y) — x}. We have that the set
consisting of the substitution o7 = {} (the identity substitution) and of the substitution
o9 = {x — enc(z,y)} is a complete set of variants of t. We prove that {o1, 02} is a complete
set of variants of ¢ by choosing a substitution 7 for any substitution 7 as follows:

1. if the decryption does not succeed (i.e. xml # enc(t’,ym])), then we let 7 = 7] and
we have that (dec(z,y)m)| = dec(z,y)(nl) = (dec(z, y)o1)d7.

2. if zw] = enc(t',yml) (i.e. the decryption succeeds), then we let 7 = {z — ¢’} and we
have that (dec(z,y)m)d =t' = 2{z — t'} = (dec(z, y)o2){{z — t'}.

A term rewriting system R has the FVP if any term ¢t € T(F,.A) has a finite complete set of
variants. The following example illustrates that not all rewrite systems have the FVP.

Ezample 3.2. We consider the term rewriting system R = {f(g(x)) — g(f(z))} and the
term ¢t = f(x). By analyzing the sequence of substitutions m; = {z — ¢'(y)} (for all i € N)
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and the normal forms (¢m;)] = ¢*(f(y)) (for all i € N), it can be proven that any complete
set of variants of ¢ will contain all of the substitutions:

oi={r—g'(y)}

for all 7 € N and up to renaming of the variable y. Therefore this term rewriting system
does not have the FVP.

3.3 The Strong Finite Variant Property

The notion of FVP was introduced in [53]. In the procedure for verifying security protocols that
we describe in Chapter 5, we require a slightly stronger notion, which motivates the following
definition:

Definition 3.2. Let ¢ be a term with the set of variables Var(t) = X. A set of substi-
tutions {o1,...,0,} is called a strongly complete set of variants of t if the substitutions o;
(1 < i < n) are of domain Dom(o;) € X for all 1 < i < n and for any substitution m, we
have that (7[X])} = ((044)7)[X]! for some substitution 7 and some index 1 < i < n such that

(tm)) = ((toi) )7

The difference between a complete set of variants and a strongly complete set of variants is
that we require not only that (¢7)J be equal to (to;)}7, but also that 7| and (o;))7 coincide on
the variables of ¢.

Note that in the above definition the condition 7[X]| = (¢;47)[X] is not sufficient in the sense
that it does not in general imply (¢7)) = (to;)|7: take R = {dec(enc(x,y),y) — z}, t = dec(x, y),
m = {x — enc(z,y)}, o, = {} (the identity substitution). We have that 7 = 7 is such that
7[ X = (03l7)[X] = 7[X] but (¢m)| = 2 # (to;)T = dec(enc(z,y),y).

As with complete sets of variants, a finite strongly complete set of variants does not exist in
general. As expected, rewrite systems R for which any term ¢ has a finite strongly complete set of
variants are said to have the strong finite variant property (from hereon SFVP).

The notion of strongly complete set of variants is stronger than the notion of complete set of
variants. It is obvious that a strongly complete set of variants is always a complete set of variants.
The following example illustrates that the reverse is not true and reveals the subtlety between a
complete set of variants and a strongly complete set of variants.

Ezample 3.3. We consider the (subterm convergent) term rewriting system

R={n(f(x),y) =y, hig(x),y) = y}

and the term
t=h(z,y).

It is easy to see that the following set S is a complete finite set of variants of ¢:

S={or={}o2={x— f(2)}}.

Note that S does not contain the substitution o3 = {x — g¢(z)}. Even if S is a finite
complete set of variants of ¢ it is not a strongly complete set of variants of ¢: if we consider
the substitution m = {& — g(a)} for some constant a, we have that:

1 ml{X] = (onb)m[X] (with 71 = {z > g(@)}), but (tm)] # ((to1) ).
2. wl[X] # (02))m2[X] for any substitution 7».

where X = Var(t) is the set of variables of t. However, the set S U {03} is a strongly
complete set of variants of .

!Recall that the notation m[X] denotes the restriction of the substitution 7 to the variables in X.
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3.4 Relating the SFVP and the FVP

3.4.1 Strict Containment

It is easy to see that a term rewriting system having the SFVP also has the FVP. The reverse is
not true: term rewriting systems having the FVP need not have the SFVP. Let us consider the
signature F = {f/1,¢/1} and the following convergent term rewriting system

R={f(9(x)) = f(=)}.

It is easy to see that any term ¢ has a normal form which is either the term ¢} = g™ (f™(x))
or the term t| = ¢"(f™(a)) for some variable z € X, non-variable atom a € A\ X and integers
n,m € N. We will show that the identity substitution {} forms by itself a complete set of variants
of any term t built over the signature F.

Proof. Let o be an arbitrary substitution and ¢ be an arbitrary term.

1. If t} = g™ (f™(a)) for some non-variable atom a € A\ X, then (to)] = ((t})o)l =t} =
H{HH}-
2. If t] = g"(f™(x)) for some variable x € X, let the term s = o(z) be the value of o at x.

We have that s = ¢P(f9(y)) or s| = gP(f%(b)) for some variable y € X', non-variable atom
be A\ X and some integers p,q € N.

(a) if 50 = ¢*(/%(y)) then

i. if m =0, we have to| = ¢"*P(f(y)) = (t{})}o and

ii. otherwise, if m > 0, we have to| = ¢g"(f™"(y)) = (t{}){{z — fi(y)}.
(b) if 51 = g"(F9(b)) then

i. if m =0, we have to| = g"*P(f1(b)) = (t{})}o and

ii. otherwise, if m > 0, we have (to)] = ¢"(f™11(b)) = (t{})d{z — fU(b)}.

We have shown that the identity substitution forms by itself a complete set of variants of any
term ¢ over F. O

However, R does not have the SF'VP. This is illustrated by the following example.

Ezample 3.4. Let t = f(x) be a term where z € X’ is a variable. By analyzing the instan-
tiations tm; where the substitutions 7; are defined as m; = {z + ¢*(y)} for all i € N, it can
be shown that any strongly complete set of variants must contain substitutions o; for all
i € N such that o;[{z}] = {z + ¢°(2)} for all i € N (up to renaming of z). Therefore any
strongly complete set of variants of ¢ is infinite.

3.4.2 In the Presence of Free Symbols

We have shown that in general the SFVP is a strictly stronger property than the FVP.

However, if the signature contains at least a free symbol of arity strictly greater than 1, we
show that the two notions coincide. Let f € F be the free symbol of arity ar(f) = k > 2. From
hereon, we will denote by tuple(ty, ..., t,) the term

tuple(ty, ... tn) = f(ti tyo ot fltasty .oty f(o o f(tnsty .o 1))

where ¢ is an arbitrary ground term in normal form (for example a constant in normal form or a
name).

Ezample 3.5. If k = 3, then tuple(a, b, c) = f(a,t, f(b,t, f(c,t,1))).
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Because f is a free symbol, we have by Theorem 2.1 that

tuple(ty, ..., t,)d = tuple(tid, ..., tnd). (3.1)

The following theorem shows that in the presence of at least a free symbol f of arity & > 2 the
two notions (FVP and SFVP) coincide. Note that the presence of a free symbol does not make
the notions of complete sets of variants and of strongly complete sets of variants coincide; however
a strongly complete set of variants of some term can be constructed by computing a complete set
of variants of another, more complex, term.

Theorem 3.1. Let t be a term and let X = {x1,...,x,} = Var(t) be the set of its variables. Let
S be a complete set of variants of tuple(t,x1,...,2,). Then

S ={o[X]| o€ S}
s a strongly complete set of variants of t.

Proof. Let 7 be an arbitrary substitution. We need to show that there exist a substitution o’ € S’
and a substitution 7" such that #n[X]] = ((¢/))7")[X] and (tw) = (to’)|7’. Because S is a
complete set of variants of tuple(t,z,...,2,), we have that there exist a substitution o € S and
a substitution 7 such that

(tuple(t, z1, ..., z,)m)d = ((tuple(t,z1, ..., x,)0)l)T. (3.2)

By applying Equation 3.1 to each side of the equality we obtain
(tuple(t7 Liseeey .Z‘n)Tf')J, = tuple((tﬂ')\L, (‘Tlﬂ-)ia AR (Inﬂ')\l,)

((tuple(t, z1,...,zn)0)l)T = tuple(((to))T, ((x10))7, ..., ((xno)l)T)

and, as the two terms are equal by Equation (3.2), it follows that every every pair of terms at the
same position in the two tuples are equal: (t7)] = ((to)d)7 and z;7] = z;ol7 for all 1 < i < n.
But as {z1,...,2,} = X, it follows that 7[X]] = ((¢))7)[X]. As X =Var(t) = {z1,...,z,}, it
immediately follows that (t7)) = ((t(o[X]))d)7 and 7[X ]| = (((o[X])4)7)[X].

As 0 € S, we have that o[X] € S’. We have shown therefore that there exist a substitution
o' = o[X] € 8" and a substitution 7/ = 7 such that 7[X] = ((¢/})7")[X] and (t7)] = (to’)I7’,
thereby proving that S’ is a strongly complete set of variants of ¢. O

3.5 Computing Strongly Complete Sets of Variants for Con-
vergent Optimally Reducing Rewrite Systems

In this section, we present an algorithm for computing strongly complete sets of variants for terms
under a convergent optimally reducing rewrite system.

The algorithm for computing a strongly complete finite set of variants is based on a refinement
of narrowing which is sound and complete for convergent optimally reducing rewrite systems. Each
narrowing step (denoted hereafter <) works on a configuration (¢, P, X) consisting of a term ¢, a
set of positions P of ¢ at which narrowing is allowed and a set of forbidden variables X in the sense
that fresh variables should be chosen outside of X. The main difference between our refinement
of narrowing and standard narrowing is that positions at which a narrowing step is performed are
restricted by the set P.

In order to describe the refinement of narrowing that we use in our algorithm we first need a
new notation: if p is a position, by down(p) we denote the set of positions which is the downward
closure of p, i.e. all positions that are descendants of p, including p itself:

down(p) = {pq | for all positions g¢}.
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l—-reR Var({l,r} )N X =0

(t, P, X) <% (t0[r6],, P \ down(q), X U Var(Range(8)))

Figure 3.1: Narrowing step (complete for convergent optimally reducing rewrite systems)

To compute a complete finite set of variants of some term ¢ and a convergent optimally reducing
rewrite system R, we will begin with the initial configuration

Co = (t, Posinit(t), Var(t))

where Posini(t) = Pos(t) \ {p | t|, € X} is the set of all non-variable positions of ¢ and non-
deterministically apply narrowing steps.

Fach narrowing step non-deterministically chooses a rewrite rule [ — r and a position p from
‘P where narrowing is performed. The initial choice of P = P0s;,;(t) in the initial configuration
is a way to enforce the basic restriction, that is, narrowing is only performed strictly inside ¢ (and
not inside the variables of ¢). Furthermore, if we have performed narrowing at a position p and
because of the specificity of convergent optimally reducing rewrite systems, there is no need to
consider this position or any of its descendants anymore and therefore they are removed from P.

01...0, . 01 6 0 . . . .
We write <" for the relation << ... <%. In particular, if n = 0, < denotes the identity
relation. We show that our narrowing procedure allows to compute a finite strongly complete set
of variants for any term ¢:

Theorem 3.2 (Correctness). If R is a convergent optimally reducing rewrite system, the set

S ={0=01...00 | (t, Posimis(t), Var(t)) <" (¢, P, X))

18 a finite strongly complete set of variants of t.

The proof of correctness of the above theorem relies on the following soundness and complete-
ness lemmas:

Lemma 3.1 (Partial Soundness). Let t,t’ be terms, P, P’ sets of positions, X, X' sets of variables
and 0 a substitution. If

(t,P, X) S (¢, P, X"),
we have that t0 —g t' and X' = X UVar(Range(0)).

Proof. By the definition of i>, we have that if (¢,P, X) i> (t',P', X"), there exist a rewrite rule
I — r € R, a position ¢ and a substitution ¢ such that ¢|,0 = 6. We have that t0 = t0[l0], —r

0
t0[rd], = t’. The fact that X’ = X UVar(Range(d)) is immediate from the definition of <. [
By iterating Lemma 3.1, we obtain:

Lemma 3.2 (Soundness). Let t,t' be terms, P, P’ sets of positions, X, X' sets of variables and
01,...,0, substitutions. If

t, P, X) " @, P X,
we have that t0y ...0, =5t and X' = X UVar(Range(61))U...UVar(Range(6,,)).

01...0, . . . .
Proof. We proceed by induction on n. If n = 0, we have that <>"=<s is the identity relation.
Therefore X’ = X and t6; ...0,, =t =t', which implies t0; ...0,, =% t'.
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If n > 0, we have that

01...0n On

(t,P.X) ST (L PXT) S (1, PLX)

for some term t”, some set of positions P” and some set of variables X"”'.
By the induction hypothesis, we have that

t01 Ce Hn_l %E "’ (33)

and that
X" = X UVar(Range(61))U...UVar(Range(0,_1)). (3.4)

0
As (¢, P, X") < (t',P', X'), we have by Lemma 3.1 that

X' =X"UVar(Range(6,)) (3.5)

and that
"0, —-r t. (3.6)

By combining Equation (3.3) with Equation (3.6) we obtain that t6,...6,, —% t' and by
combining Equation (3.4) with Equation (3.5), we obtain that X’ = X UVar(Range(61))U... U
Var(Range(6,)), which is what we had to show.

O

Now we describe what completeness means for our narrowing rule:

Lemma 3.3 (Partial Completeness). Let ¢t be a term, w a substitution such that tw is not in
normal form, X a set of variables such that Var(t) C X and P C Pos(t) a set of positions in t
such that twl, is in normal form for any position p C Pos(tw) \ P.

If R is a convergent optimally reducing rewrite system, there ewist substitutions 6 and W', a
term t', a set of positions P’ C Pos(t') and a set of variables X' such that

t, P, X) % (¢, P, X") and
w[X] = 6u'[X].
Furthermore, Var(t') C X' and t'w'|, is in normal form for every p € Pos(t'w’) \ P’.

Proof. As tw is not in normal form, there exists a position ¢, a rewrite rule I’ — 7’ € R and a
substitution ¢’ of domain Dom(c’) C Var(l') such that tw|, = '0’. Let ¢ be maximal (w.r.t. to
its length) with this property.

Let 7 be a variable renaming such that Var({{'7,r’7}) N X = 0, let | = I'7, r = r'7 and
o =7"'0’. We have that | — r € R with Var({[,r}) N X =0, tw|, =U'0c’ =U'rr" 1o’ = lo.

Because twl, is an instance of the left-hand side of a rewrite rule, we have that tw|, is not in
normal form. As tw|, is in normal form for any position p € Pos(tw) \ P by hypothesis, it must
be that ¢ € P.

We have shown that ¢ € P; as P C Pos(t) by hypothesis, we have that ¢ € Pos(t). Therefore
tw|y = t]yw.

AsVar(t) C X, we have that t|,(w[X]) = t|;w = tw|, = lo. As the domains of the substitutions
w[X] (Dom(w[X]) C X) and o (Dom(c) C Var(l) and Var(l) N X = @) are disjoint, we have that
w[X]Wo is a unifier of ¢, and 1.

As t|, and [ are unifiable, they have a most general unifier. Let § = mgu(t|,,!) be a most
general unifier of ¢|, and I. As w[X] W o is a unifier of ¢|, and [, it follows that it is an instance
of their most general unifier: there exists a substitution w’ such that w[X]|W o = Ow’. It easily
follows that

w[X] = 0J'[X] and (3.7)

aVar(l)] = 6w'[Var(l)]. (3.8)
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Let t' = t0[rf],, P’ = P \ down(q) and X' = X UVar(Range(d)). We have that P’ C Pos(t').
By the definition of i>, we have that

(t, P, X) % (¢, P, X'). (3.9)

As Var(rf) C Var(10) by the definition of a rewrite rule, we have that Var(t') = Var(t0[r6],) C
Var(t0[10],) = Var(t0) C Var(t) U Var(Range(d)) and therefore Var(t') C X'.

To finish the proof, it remains to be shown that t'w’|, is in normal form for every position
p € Pos(t'w')\ P'. Let p € Pos(t'w’) \ P’ be an arbitrary position. We will show that t'w’|, is in
normal form by the following case distinction:

1. if ¢ is a prefix of p (i.e. there exists a position ¢’ such that p = ¢q’), we have that t'w’|, =
(t0[r0)y)w'|, = r0w’|,. By the definition of a rewrite rule, we have that Var(r) C Var(l).
Furthermore, by Equation (3.8), we have that o[Var(l)] = w’[Var(l)] and therefore row’ =
ro.

As R is an optimally reducing rewrite system, we have that | — r € R is an optimally
reducing rewrite rule. Since ¢ was chosen to be maximal such that tw|, is not in normal
form, we have that all strict subterms of lo = tw|, are in normal form. Therefore, as { — r is
optimally reducing, it follows that ro is in normal form. Therefore any subterm of ro = rfw’
is in normal form; in particular the subterm of ro at position ¢/, t'w’|, = r0w’|,, is in normal
form.

2. p cannot be a prefix of ¢: we have that tw|, is not in normal form (since it has as subterm
lo). Therefore p € P. But P’ = P\ down(gq) and therefore p € P’. But p was chosen
arbitrarily in Pos(t'w’) \ P’.

3. if p and ¢ are incomparable (w.r.t. the prefix ordering), we have that t'w’|, = tw|, and, as
p & P’ and P’ = P \ down(g), it must be that p ¢ P. Therefore t'w’|, = tw|, is in normal
form by hypothesis.

We have shown that our choice of 6,¢', X', P’ satisfies each of the properties we wanted and
therefore we conclude.
O

By applying Lemma 3.3 iteratively, we obtain the follow completeness lemma:

Lemma 3.4 (Completeness). Let t be a term, w a substitution, X a set of variables such that
Var(t) C X and P C Pos(t) a set of positions such that for all p € Pos(tw) \ P, we have that
twl, is in normal form.

If R is a convergent optimally reducing rewrite system, there exist an integer n > 0, substitu-
tions 01, ...,0,, a substitution W', a term t', a set of positions P’ and a set of variables X' such

that

&, P, X) " (P X,

w[X] =61...0,W'[X] and t'wW’ is in normal form. Furthermore, Var(t') C X'.

Proof. We proceed by induction on tw equipped with the well-founded order —g given by the
terminating term rewriting relation.

Base case. If tw is already in normal form, we choose n = 0, w’ = w, ' =t, X' = X and
P! = P. Tt trivially follows that (¢,P, X) G (', P, X") (as =" g the identity relation),
that w[X] = w'[X], that Var(t') C X', that t'w’ = tw is in normal form.

Inductive case. If tw is not in normal form, we have by Lemma 3.3 that there exists t”, 6, w”,
P"” and X" such that

&P, X) S (7, P, X", (3.10)
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w[X] = 0W"[X], t"w"|, is in normal form for all p € Pos(t"w”) \ P and Var(t") C X”. By
Lemma 3.1, we have that X"/ = X UVar(Range(0)). As Var(t) C X and w[X]| = Ow”[X], we have
by Lemma 2.1 that tw = tfw”. By Lemma 3.1, we have that t6 — ¢’. Therefore tow” — t"w”,
which implies tw — t"w”.

We can therefore apply the induction hypothesis on ¢’ and w” to obtain that there exists
m > 0, substitutions wi,...,w/,, a substitution w’, a term t’, a set of positions P’ and a set of
variables X’ such that o
@, P, x") @ P X, (3.11)
WX =07...00,W[X"], Var(t') C X" and t'w’ is in normal form.

Let n=m+1, 6, =0 and 6; = 0,_, for 2 <i < n. By Equation (3.10) and Equation (3.11),

we have that (¢, P, X) Giefn ', P,X".

We have that w[X] = 6w”[X], that w"[X"] =0 ...0,,w'[X"] and that X" = XUVar(Range(0)).
By Lemma 2.2, we obtain that w[X] =00 ...0] «'[X]. But =0 and 6, = 0] _, for2<i<n
by choice of 01, ...,0,. Therefore w[X] =0, ...0,u'[X].

In both cases, we have shown that there exist n > 0,60y,...,0,,t,P’, X’ such that

&P, X) " (P X,

w[X] =61...0,'[X], Var(t') C X’ and #'w’ is in normal form, which is what we had to prove.
O

We are now ready to show the correctness of the algorithm:

Theorem 3.2 (Correctness). If R is a convergent optimally reducing rewrite system, the set

S ={o=01...00 | (t, Posuma(t), Var(t)) "< (¢, P X))

s a finite strongly complete set of variants of t.

Proof of Theorem 3.2. Let wy be an arbitrary substitution and let w = wg). We have immediately
that twol = twl. We show that there exist a substitution ¢ € ¥ and a substitution 7 such that
twold = tw] = (to)r and wl[Var(t)] = or[Var(t)].

Let P = Posinit(t) and X = Var(t). We have that tw]|, is in normal form for every position
p € Pos(tw) \ Posinit(t) by the definition of Pos;ni (every such term tw|, is a subterm of the
substitution w = wpl and therefore it is obviously in normal form). We have furthermore that
Var(t) = X C X. Therefore we can apply Lemma 3.4. We have that there exist n > 0, 01,...,0,,
t',w', P, X’ such that

t, P, X) " (@ P XY,

such that w[X] =6, ...60,w'[X] and such that t'w’ is in normal form.

Let 0 = 67 ...60,, and let 7 = w’. By Lemma 3.2, we have that t0; ...6,, —% t' and therefore
01 ...0,w —§ t'w'. But 6;...0,0'[X] = w[X]. As X = Var(t), it follows by Lemma 2.1 that
therefore tw = t; ... 0,w'. Therefore tw —§ t'w’. As t'w’ is in normal form and R is convergent,
it follows that tw] = t'w’. But tw] = twyl and therefore twy| = t'w’. Since t'w’ is in normal form,
it follows that ¢’ must also be in normal form. As t0;...6,, =5 ¢ and 0 =0, ...60,,, we have that
to] = t'. Therefore twol = (to){w’. But 7 = w’ and therefore twyl = (tol)r.

By the choice of o and 7, we have that w[X] = o7[X]. As w = wpl, it follows that wol[X] =
o1 X]. We have chosen wy arbitrarily and we have shown that wo[X] = o7[X] and twol = (tol)7
for some substitution o € % and for some substitution 7. It follows that X is a strongly complete
set of variants of t.

Each narrowing step J (1 <i < n) is finitely branching (there is at most one narrowing choice
for each rewrite rule and each position of the term). Furthermore each narrowing step strictly
decreases the number of positions at which narrowing can be performed and therefore the number
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0

9 b n . . . . . .
n of steps ( hy ) is finite. We have therefore that ¥ is finite and we conclude that ¥ is a finite
strongly complete set of variants of t.
O

3.6 Equational Unification for Theories Having the SFVP

In this subsection we show that equational theories E implementable by term rewriting systems
having the SFVP are finitary, i.e. any two terms s and ¢ have finite complete set of E-unifiers.
Our proof is constructive: we give an algorithm that computes a finite complete set of E-unifiers
of two terms s and ¢ from the finite strongly complete sets of variants of s and of ¢.

Indeed, the constructive algorithm follows immediately from the following theorem, which
constructs a complete set of equational unifiers of two terms s and ¢, at most one equational
unifier per pair of strong variants of s and of ¢.

Theorem 3.3. Let E be an equational theory and let R be a convergent rewrite system that
implements E.

Let s,t € T(F,A) be two terms with common set of variables Var(s) N Var(t) = {z1,...,z,}
and let Variants(s) and Variants(t) be finite, strongly complete sets of variants of the terms s and
t with respect to the rewrite system R. Then the set

Y= { odmsoVar(s)\ Var(t)]
osdmsaVar(s) N Var(t)]
odmo[Var(t) \ Var(s))

& &

for all o5 € Variants(s)
for all oy € Variants(t)
where w4 is a variable renaming from Var(sosl)
to a fresh set of variables X
where T, is a variable renaming from Var(toy)
to a fresh set of variables X;
such that X, N Xy =10
where 0 = mgu(tuple(soglms, x10:7s, . .., Tposlms),
tuple(toylmy, xropdme, ..., wpoelmy))
where tuple is a fresh free function symbol
of arity ar(tuple) =n + 1

is a finite complete set of E-unifiers of s and t.

Before proving the theorem above, we illustrate the construction in the theorem by an example.

Ezample 3.6. Let s = dec(x,y) and t = dec(z,y). Notice that both terms are decryptions
with the same variable y as a key. We are interested in computing a complete set 3 of

unifiers of s =g t, where R = {dec(enc(z,y),y) — x}. We have that Var(s)NVar(t) = {y}.
It is easy to see that

Variants(s) = {o1,02}
is a strongly complete set of variants of the term s if o1 = {& +— enc(z,y)} and o9 = {}
(the identity substitution). Similarly,

Variants(t) = {o3,04}
is a strongly complete set of variants of the term ¢ if o3 = {z — enc(z,y)} and o4 = {} (the
identity substitution).

For each pair of strong variants of s and ¢, we will add (at most) one equational unifier to
the set of unifiers, as illustrated by the following table:
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Variants 05l s torl e o = mgu( resulting
os € {01,092} tuple(soslms, yms), | equational
o1 € {03,04} tuple(tosdms, yme)) | unifier
os ={xz—enc(z,y)} | 2 {z 25} | {z = a} | {zs = a4} {z — enc(xy,y),
oy = {z — enc(z,y)} z — enc(zy,y)}
os ={} dec(z,y) | {z — x5, |z {z =z} | {zp — dec(zs,ys), | {z+— xq,
op = {z > enc(z,y)} Y yst Yy yst Y Ys,
z > enc(
dec(zs, ys),
Ys)}
os ={zr—enc(z,y)} |z {z— xs} | dec(z,y) | {z— 2z, | {zs— dec(ze,yr), | {z+— enc(
or = {} Yoy |y dec(zt, Y1),
Yt)
Y=y,
Z > 2}
os={} dec(z,y) | {z — xs, | dec(z,y) | {z—= 2, | {zs— 2, {z— 2z,
or = {} Y st Y=yt | Ys =yt Y = Y,
Z > 2t}

By the theorem above, we obtain that the set containing the four substitution on the

rightmost column of the above table is a complete set of unifiers of s =

t = dec(z,y).

We are now ready to proceed to the proof of the theorem.

dec(z,y) and

Proof of Theorem 3.3. In order to prove the theorem, we have to show that the set X satisfies the

following properties:

1. it is finite.

2. it is sound: any w € ¥ is an E-unifier of s and ¢.

3. it is complete: any E-unifier 7/ of s and ¢ (s7/ =g ¢7') is an instance of some substitution

w E .

We prove that ¥ has each of the three properties in turn:

1. ¥ is finite.

Variants(s) x Variants(t) of variants of s and t.

Indeed, there is at most one substitution in ¥ for every pair (os,0:) €

. 2 is sound, i.e. any substitution w € ¥ is such that sw =g tw.

Let w € ¥ be an arbitrary substitution. As w € X, it follows that there exist substitutions
os € Variants(s),or € Variants(t), a variable renaming 7, from Var(sol)) to some set of
variables X, a variable renaming m; from Var(to.]) to some set of variables X; such that
such that X, N X; = () and a substitution

- xnatl«ﬂ-t))

g = mgu(tuple(sasifﬂ-w xlas\Lﬂ-sa s 7$n0-swlr7rs)a tUp|E(t0't\L7Tt, xlat\Lﬂ-tv e

such that w = oglmso[Var(s) \ Var(t)|Wosmsa[Var(s) N Var(t)|Womo[Var(t) \ Var(s)].
We trivially have that w[Var(s)] = oslmso[Var(s)].
By the choice of o, we have that z;0,)7s0 = z;0:m 0 for all variables x; € Var(s)NVar(t) =

{z1,...,z,} and therefore

odmsaVar(s) N Var(t)] = oldmo[Var(s) N Var(t)]. (3.12)
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By using Equation (3.12), we immediately have that w[Var(t)] = oylmo[Var(t)].

We have that sw = s(w[Var(s)]) = s(osdms0) =g (s0s)mso. Similarly, tw = t(w[Var(t)]) =
t(o¢lmio) =g (toy)lmo. By choice of o (it unifies so.]7s and to;lm;) we have that soslmrs0 =
toylmo.

As sw =g sogzlmso = toylmo =g tw, we have that sw =g tw. But R implements E and
therefore sw =g tw.

. 2 is complete, i.e. for any substitution 7 such that sT =g t7, there exist w € ¥ and v such

that 7[Var(s,t)] =g wy[Var(s,t)].

Let 7 be an arbitrary substitution such that s7 =g t7. As R implements E, we have that
sTl =trl.

By the definition of a strongly complete set of variants, we have that there exist o, €
Variants(s) and 75 such that

STl = soslTs and TIVar(s)] = osdrs[Var(s)].

Analogously, there exist o, € Variants(t) and 7 such that

trl = soplmi and TL[Var(t)] = oldn[Var(t)].

Let 7, and 7; be the substitutions used in the definition of ¥. Let 6 = ;7. [X,|wm, 7 [X,].

We will show that 6 unifies the term tuple(soglms, x104)ms, ..., 2n0sd7ms) With the term
tUpIe(tO'tJ,’ﬂ't, (ElJt\Lﬂ't, ey (EnO't\Lﬂ't).
Indeed, we have that sos|msd = solmm, ity = solrs = stl. Similarly, tolmf =

toymm, L = toylm, = tr). But st| = t7r] and therefore soz|ms0 = toylm0. This shows
that € unifies the elements on the first position in the two tuples.

For the other elements, let x; € Var(s) N Var(t) = {x1,...,z,} be an arbitrary variable.
We have that z;0,|7:0 = z;0\msm; 17y = 2047 = x;7). Analogously, z;0:lm0 = ;7.
Therefore # unifies the elements on the others positions in the two tuples as well.
As 6 unifies tuple(soglms, 210575, ..., xh0slmws) and tuple(toymy, 1oy, ... xpodmy), it
follows that the two terms have a most general unifier o of which 6 is an instance: § = o6’.
Let v = 6 and let
w = ogmsaVar(s) \ Var(t)] o
osdmsa[Var(s) N Var(t)] W
orlmoVar(t) \ Var(s))].

By the definition of 3, we have that w € X. We will show that 7/[Var(s,t)] = wy[Var(s,t)].
Indeed, let z € Var(s) be an arbitrary variable. We have that zwy = z(osmsa[Var(s)])d =
104l ms00" = x0Tm0 = vo lmem Ty = 2o lTs = x7|. Analogously, if x € Var(t), we have
that zwvy = z7].

As zwy = x7| for any x € Var(s) U Var(t), we have that wy[Var(s,t)] =g 7[Var(s,t)]. As
7 was chosen arbitrarily, it follows that ¥ is a complete set of equational unifiers of s and ¢.

We have shown that ¥ is a finite (first item), complete set (third item) of E-unifiers (second

item) of s and t. O

Theorem 3.3 shows that any equational theory that can be implemented by term rewriting

system having the strong finite variant property is finitary. Furthermore, it shows how a complete
set of unifiers of two terms can be effectively constructed from strongly complete sets of variants
of the terms in question. As an immediate corollary, we have that convergent optimally reducing
equational theories are finitary and that finite complete sets of unifiers are effectively constructible.
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3.7 Conclusion and Tool Support

We have created a prototype implementation of the algorithm in Section 3.5 for computing strongly
complete sets of variants in the SUBVARIANT tool [48].

The SUBVARIANT tool is written in OCaml. The goal of the tool is to demonstrate the
implementation of the algorithm and it was not designed with efficiency in mind. In particular,
the implementation of the algorithm used to compute the most general unifier takes exponential
time in the worst case.

The tool receives as input a term rewriting system R and a term t and it computes a finite
set of variants of ¢ with respect to the rewrite system R. If the rewrite system is convergent and
optimally reducing, the computed set is guaranteed to be a strongly complete set of variants of ¢.
For other convergent rewrite systems (that are not optimally reducing) the set of variants is sound
(due to the soundness of the narrowing rule) but it is not in general complete, since the narrowing
rule is only guaranteed to be complete when the term rewriting system is optimally reducing.

In addition to computing strongly complete sets of variants, the tool also can also compute
sets of unifiers for an equational unification problem. Again, if the underlying rewrite system is
optimally reducing, the result is guaranteed to be a complete set of unifiers for the given equation.

In our experiments, the tool SUBVARIANT finished instantaneously on small, hand chosen
examples. However, it can be made to take exponential time by using specially crafted examples,
since the number of variants of a term can be exponential, as shown in the following example.

Ezample 3.7. Let t = tuple(dec(z1,y1), - .., dec(zy, yn)) be a term and consider the following
subterm convergent rewrite system R = {dec(enc(z,y),y) — =} (R is optimally reducing as
well). The symbol tuple is a free symbol of arity n.

In any strongly complete set of variants of ¢, there must be a variant for every possible choice
of success or failure of the decryption operations dec(z;,y;) (for 1 < i < n). Therefore, any
strongly complete set of variants of ¢ will have size at least 2.

The equational unification algorithm for two terms s and ¢ will create a complete set of unifiers
that is of size at most |Variants(s)| x [Variants(t)|, since at most an equational unifier is added
for each pair of strong variants of s and ¢. Therefore, the equational unification algorithm will
introduce at most a quadratic blow-up compared to the algorithm for finding strongly complete
set, of variants.

In general, there is no guarantee that the strongly complete set of variants computed by the
algorithm in Section 3.5 is minimal in the sense that any strict subset of it is not strongly complete.
However, it is easy to obtain minimal strongly complete sets of variants by a post-processing step
that removes redundant variants.

Similarly, there is no guarantee that the complete set of equational unifiers found by the
algorithm in Section 3.6 is minimal but can be rendered minimal by a post-processing step.

As future work, it would be interesting to study the notion of SFVP in the presence of an
equational theory such as AC, to obtain algorithms for finding strongly complete sets of variants
and complete sets of unifiers modulo such a theory and to apply these algorithms in the verification
of security protocols.
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Chapter 4

A Decision Procedure for Static
Equivalence

4.1 Introduction

We have seen in Chapter 1 that cryptographic protocols are small distributed programs that make
use of cryptographic primitives such as encryption and digital signatures to communicate securely
over a network. We have also shown that it is essential to gain as much confidence as possible in
their security because insecurity can have important negative consequences.

Symbolic methods have been developed to analyze such protocols [12, 107, 118]. In these
approaches, one of the most important aspects is to be able to reason about the knowledge of
the attacker. Traditionally, the knowledge of the attacker is expressed in terms of deducibility
(e.g. [118, 39]). A message s (intuitively the secret) is said to be deducible from a set of messages ¢,
if an attacker is able to compute s from ¢. To perform this computation, the attacker is allowed,
for example, to decrypt deducible messages by deducible keys.

However, deducibility is not always sufficient. Consider for example the case where a protocol
participant sends over the network the encryption of one of the constants “yes” or “no” (e.g.
the value of a vote). Deducibility is not the right notion of knowledge in this case, since both
possible values (“yes” and “no”) are indeed “known” to the attacker. In this case, a more adequate
form of knowledge is indistinguishability (e.g. [2]): is the attacker able to distinguish between two
transcripts of the protocol, one running with the value “yes” and the other one running with the
value “no”?

4.1.1 Related Work

Many decision procedures have been proposed for deducibility (e.g. [39, 8, 100, 40]) under a variety
of equational theories modelling encryption, digital signatures, exclusive or, and homomorphic
operators. Several papers are also devoted to the study of static equivalence. Most of these
results introduce a new procedure for each particular theory and even in the case of the general
decidability criterion given in [2, 58], the algorithm underlying the proof has to be adapted for each
particular theory, depending on how the criterion is fulfilled. A combination result was obtained
in [13]: if deduction and static equivalence are decidable for two disjoint equational theories, then
deduction and static equivalence are also decidable for the union of the two theories.

The first generic algorithm that has been proposed handles subterm convergent equational the-
ories [2] and covers the classical theories for encryption and signatures. This result is encompassed
by the recent work of Baudet et al. [21, 22] in which the authors propose a generic procedure that
works for any convergent equational theory, but which may fail or not terminate. This procedure
has been implemented in the YAPA tool [20] and has been shown to terminate without failure in
several cases (e.g. subterm convergent theories and blind signatures). However, due to its simple
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representation of deducible terms (represented by a finite set of ground terms), the procedure fails
on several interesting equational theories like the theory of trapdoor commitments. Our represen-
tation of deducible terms overcomes this limitation by including terms with variables which can
be substituted by any deducible terms. Independently of our work, specific decision procedures
for the theory of trapdoor commitment and that of reencryption have been presented in [24], but
have not been implemented.

Another tool that can be used to check static equivalence is ProVerif [25, 27|, although this
tool is overkill in the sense that it was designed to handle a more general problem: observational
equivalence of two processes. ProVerif can handle various equational theories and analyze security
protocols under active adversaries but termination is not guaranteed in general and the tool
performs safe approximations.

4.1.2 Contribution

In this chapter, we present a decision procedure for checking static equivalence under certain
equational theories. Static equivalence models indistinguishability of two sequences of messages.
Intuitively, this notion does not take into account the dynamic behavior of the protocol. Nev-
ertheless, in order to establish that two dynamic behaviors of a protocol are indistinguishable,
an important subproblem is to establish indistinguishability between the sequences of messages
generated by the protocol [118, 3]. We will come back to the dynamic behavior of protocols in
Chapter 5.

Static equivalence also plays an important role in the study of guessing attacks (e.g. [56, 19]), as
well as for anonymity properties in e-voting protocols (e.g. [72, 17]). This was actually the starting
point of this work. During the study of e-voting protocols, we came across several equational
theories for which we needed to show static equivalence while no decision procedure for deduction
or static equivalence existed.

Our procedure is based on modeling the frames into first-order Horn clauses which we describe
in Section 4.2. We then present a saturation strategy (Section 4.3) for the set of Horn clauses such
that static equivalence of two frames can easily be checked from the saturated sets of Horn. We
prove that the saturation process is sound and complete in Section 4.4. We show how to decide
static equivalence and the intruder deduction problem from the saturated knowledge base(s) in
Section 4.5.

Both static equivalence and the intruder deduction problem are undecidable, even when the
equational theory is convergent [2]. Therefore, our saturation procedure does not always terminate.
In Section 4.6, we illustrate examples of non-termination and we identify several useful (classes
of) equational theories where it does terminate.

As a byproduct we obtain an algorithm for the intruder deduction problem, namely the problem
of deciding if a message can be computed by the intruder from a given set of messages.

This chapter is based on work that has been published [50, 51]. The algorithms described here
have been implemented in the tool KiSs [45] that we discuss in Section 4.7. We conclude and
present possible future work in Section 4.8

Our method extends previous work [2] most notably by providing a decision procedure for an
equational theory modeling trap-door commitment. This equational theory is particularly relevant
to voting protocols, where it is used to provide forms of coercion-resistance [72]. However, none of
the previous work provided a decision procedure for static equivalence in the case of this equational
theory.

Example 4.1. As a running example for this section we will consider the rewrite system

Rmal = { dec(enc(m, y), y) -z
mal(enc(z,y), z) — enc(z,y)},

modeling a hypothetical malleable encryption algorithm that allows one to obtain via the
mal function symbol the encryption of any known term with an unknown key, as long as
a prior encryption with that key is available. While such an encryption algorithm would
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be too far-fetched to be used in practice, this rewrite system allows us to illustrate our
procedure. In particular, the theory cannot be handled by current procedures [20], but it is
simple to present and it presents the same issue as more practical theories such as trapdoor
commitment.

We will consider the frame ¢ = {w; > enc(a, k)}, where a,k € N are private names and
the frame o = {wy > enc(b, k)} where b € M is a public name. The two frames represent
two runs of a protocol: in the first run, the protocol outputs on the network the encryption
of a private name a with a private key k and in the second run the protocol outputs the
encryption of a public name b with the private key k. The intruder can tell the difference
between the two runs as follows:

1. apply the function symbol mal to the parameter w; (which will “evaluate” to enc(a, k)
or to enc(b, k), depending on the run) and to the term b (in the first run, the resulting
term will be mal(enc(a, k), b) =r,,,, enc(b, k) and in the second run mal(enc(b, k), b) =g,
enc(b, k)),

2. compare the resulting term to wq: if they are equal then we are in the second run;
otherwise in the first.

The fact that the intruder can tell the difference between the two frames is because the two
frames are not statically equivalent. This follows because mal(wy,b) = w; is a test that
holds in ¢y ((mal(wy,b) = wi)ps2) but not in ¢y ((mal(wy, b) # wi)pi).

Note that the above inequivalence is due to the choice of the rewrite system. Had we
chosen to compare the two frames p; and ¢o with respect to the classical rewrite system
R = {dec(enc(zx,y),y) — z}, we would have found that ¢, is statically equivalent to s.
The fact that the two frames are not statically equivalent with respect to Ry, is due to the
additional power given to the intruder by the mal function symbol.

4.2 Modeling Frames as Sets of Horn Clauses

As we have already announced, our procedure is based on a modeling of frames into first order
Horn clauses. A refinement of resolution described in Section 4.3 is then applied to the set of Horn
clauses in order to obtain an equivalent saturated set of Horn clauses that we called solved. The
set of solved Horn clauses is equivalent in a sense made precise by Theorem 4.1 to the initial set
of Horn clauses. However, starting from the solved clauses associated to two frames, it is easy to
decide static equivalence as shown in Section 4.5. In order to obtain termination of the saturation
procedure (shown in Section 4.6), our refinement of resolution makes heavy use of the form of
redundancy elimination described in Section 4.3.
We now show how we model frames as first order Horn clauses.

Predicates. To construct the Horn clauses, we consider the usual first-order logic connectives,
with two additional binary predicates, k and i. The k(R,t) predicate intuitively denotes that R
is a recipe for ¢ while the i(R, R’) predicate intuitively denotes that R and R’ are recipes for the
same term.

We say that a substitution o is well-formed with respect to a formula if to does not contain
any parameter w; € VW for any term t appearing as the second argument of a k predicate in the
formula and if Ro does not contain any private name n € A for any term R appearing as the first
argument of a k predicate or as an argument of the i predicate. A formula is well-formed if the
identity substitution is well-formed with respect to the formula.

Well-formed first-order formulas are interpreted over frames ¢ and well-formed valuations o.
(i.e. well-formed substitutions associating a ground term to each free variable in the formula).

The semantics of the two predicates for ground arguments is given in Figure 4.1. The semantics
of the first-order connectives A,V,— are defined as usual. The semantics of the quantifiers is
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defined as usual, but restricting the domain of the variables such that the resulting valuation
is well-formed. A well-formed formula is valid in a frame if it is true when interpreted over all
well-formed valuations. From hereon, we will assume that all formulas are well-formed.

Predicates:
k(R,t) (intruder Knowledge predicate)
i(R,R’") (intruder Identity predicate)

Semantics:
o Ek(Rt) ifpFRt
o iR ) if (R=R)p

Figure 4.1: Predicates (for ground terms t, R)

The “intruder knowledge predicate” k(R,t) intuitively states that R is a recipe for ¢ in the
frame ¢ and the “intruder identity predicate” i(R, R’) intuitively states that R = R’ is an identity
that holds in the frame ¢ (i.e. (R = R')yp).

Ezample 4.2. Continuing the previous example, the ground formula k(w1,enc(a, k)) is true
in the frame ¢; but not in the frame ¢o. The formula k(b, b) is true in both frames, since b
is a public name and is recipe of itself in any frame. The formula k(a, @) is not well-formed
since a is a private name and it appears as a first argument of the k predicate.

The formula VX, Y.(k(mal(X,Y), mal(z,y)) < k(X,z) Ak(Y,y)) is true in all frames (The
symbol “<” denotes implication) since if X is a recipe for  and Y is a recipe of y then
mal(X,Y") will be a recipe for mal(x, y).

The formula i(w;, mal(wy, b)) is true in po but not in ¢y (this is the reason that the two
frames are not statically equivalent). The formula i(wy, mal(wi,a)) is not well-formed since
the private name a appears in one of the arguments of the i predicate.

Statements. Our algorithm works with a particular class of Horn clauses that we call statements.

Definition 4.1. A statement is a Horn clause of the form
f = (K(R,t) = k(X1 0)s o k(X))

or

f= (i(R, R) <= k(X1,t),..., k(Xn,tn))
such that:
1. Var(R,R', X1,..., X)) N Var(t,ty,...,t,) =0,
2. Var(t) C Var(ty,...,t,) and
3. X1,...,X, are distinct variables.

In the first case in the above definition, we call f a deduction statement and in the second case
we call f an identity statement or an equational statement. We say that a statement is solved if
t; € X forall 1 <i<n.

A statement is well-formed if it is not a deduction statement, or if it is a deduction statement
that is not solved, or if it is a deduction statement that is solved and ¢t ¢ X. In other words, a
statement is not well-formed only if it is a solved deduction statement with ¢ € X’ being a variable.

As statements are Horn clauses, we identify them up to bijective renaming of variables and up
to permutation of the antecedents. In inferences rules that use statements, we assume as expected
that the variables in the statements are renamed to fresh variables.
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Ezample 4.3. The statement k(wy, enc(a, k)) < (a Horn clause with an empty body) is true
in ¢1 but not in . The statement i(wy, X) <= k(X enc(b, k)) is true in @3 but not in ¢;.
The statement i(X,Y) < k(X, z), k(Y, z) is true of all frames.

4.3 Saturation Procedure

Derivable statements. Let K be a set of statements and ¢, R be terms.

Definition 4.2. We say that the predicate k(R,t) is derivable from K (and we write k(R,t) €
deriv(K)) if:

1. either t and R are the same variable (t = R and ¢ € X)

2. or there exist a statement f = (k(Rmto) = k(Xhtl),...,k(thn)) € K, some terms

Ry, ..., R, and a substitution o with Dom(o) C Var(ty) such that ¢ = tgo, R = Ro{X; —
Ri}i<i<n and k(R;, t;0) € deriv(K) for 1 <i < n.

If K is a set of well-formed solved statements, there is a simple recursive algorithm that, given
K and t, tests if there exists a term R such that k(R,t) € deriv(K) and constructs such an R if
it exists. Termination is ensured by the fact that |t;0] < |t| for all 1 < ¢ < n. Note that using
memoization the algorithm works in polynomial time.

Ezample 4.4. Consider the following set K of statements (all of which are true in the frame
2 defined in the previous examples):

k(wy,enc(b, k)) <= (f1)
k(b,b) = (f2)
k(enc(Y1,Ys),enc(yr,y2)) <=  k(Y1,y1),k(Y2,92) (f3)

We have that k(enc(wi,b),enc(enc(b, k), b)) is derivable from K. This follows easily by
instantiating the two antecedents of f3 with f; and fs, respectively.

Equational consequences. Given a finite set K of solved equational statements and terms
M,N, we write K = i(M,N) if i(M,N) is a consequence, in the usual first order theory of
equality (for the binary symbol i) of

{i(Ro, R'o) | (i(R, R) < k(X1,21), ..., k(Xk,xk)) € K} where o = {X; v ; }1<i<k.

Note that it may be the case that z; = z; for some i # j (whereas X; # X, whenever i # j by
the definition of a statement).

Canonical form. We define for each statement f its canonical form f|, obtained by first
applying Rule RENAME as much as possible and then Rule REMOVE as much as possible. The
idea is to ensure that each variable z; occurs at most once in the body and to get rid of those
variables that do not occur in ¢. This will be particularly useful to characterize the form of solved
statements when we prove termination of the saturation procedure. Unsolved statements and
equational statements are kept unchanged by canonicalization.

(K(R.1) = k(X1 20),. . k(Xg, k) {i7} C {10} j#iandz; =

(k(R{XZ — Xj},t) <~ k(Xl,.’L‘l), ey k(Xi,h mi,l), k(Xi+1’:L'i+1)7 ceey k(Xk7.’17k))

RENAME
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(K(R.1) = k(X1 1), . k(Xp,an)) i & Var(t)

<k(R, t) = k(.Xl7 1’1)7 ey k(Xi_l, .Ti_l), k(Xi+la IL’H_l), ey k(Xk, ZL‘k))
Ezample 4.5. Consider the statement

REMOVE

f = (k(deC(enC(Xl,X2)7X3)71‘1) <~ k(lexl)ak(X27y)7k(X37y))'

To find the canonical form fl} of f, we start by applying Rule RENAME, after which we
obtain the statement:

(k(dec(enc(Xl, X2), Xo),x1) < k(X1,21), k(Xa2, y))

We continue with the application of Rule REMOVE, after which we obtain the canonical
form:

fl = (k(dec(enc(Xl,Xg),XQ),xl) = k(Xl,xl))

Note that it is important that Rule REMOVE is applied only after all instances of Rule RENAME
where treated. Otherwise, if a variable x; = x; does not appear in the head of the statement, the
fact that the recipes X; and X; must be recipes for the same term would be lost and therefore we
would make an unsound inference.

Update. We group statements into knowledge bases.

Definition 4.3. A knowledge base is a set K set of well-formed statements in canonical form.

When adding a statement to a knowledge base, we perform some redundancy checks. The
redundancy checks are performed through the update function.

Definition 4.4 (update). Given a deduction statement f = (k(R, t) < k(X1,t1),. .., k(Xn,tn))
and a knowledge base K, the update of K by f, written K @ f, is defined as:

Ku{fl|} if f is solved and k(R,t) ¢ deriv(K) useful statement
for any R
KU {(i(R’,RU) = @)} if f is solved and R’ is such that redundant statement
k(R',t) € deriv(K) and 0 = {X1 — t1,..., X,y — tn}
(KU{f}h if f is not solved unsolved statement

Given an equational statement f and a knowledge base K, the update K & f of K by f is
simply K U {f}.

The choice of the recipe R’ in the redundant statement case is defined by the implementation.
While this choice does not influence the correctness of the saturation procedure, it might influence
its termination as we will see later.

Note that the result of updating a knowledge base by a (possibly not well-formed and/or not
canonical) statement is again a knowledge base. Statements that are not well-formed will be
captured by the redundant statement case, which adds an equational statement instead.

The role of the update function is to add statements to the knowledge base, while performing
some redundancy elimination. If k(R,t) ¢ deriv(K) for any R, then the statement to be added
clearly provides interesting information and it is added to the knowledge base.

If the statement to be added is unsolved, it is added anyway (because it might prove useful
later on).

If the statement to be added is solved and k(R,t) € deriv(K) for some R, then this deduction
statement does not provide new information about deducible terms, but it might provide a new
recipe for terms we already know deducible. Therefore, an equational statement is added instead,
stating that the two recipes are equal provided the antecedents are satisfied.
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Example 4.6. We consider the knowledge base K containing the following statements:

k(wy,enc(b, k)) = (f1)
k(b, b) = (f2)
k(enc(Y1,Y2),enc(y1,y2)) <  k(Y1,91),k(Y2, y2) (f3)

We have already seen that k(enc(ws,b),enc(enc(b, k), b)) € deriv(K). Updating the knowl-
edge base by <k(w2,enc(enc(b, k),b)) < ) would result in no modification of the set of
deduction statements, since we already know that k(R’, enc(enc(b, k), b)) € deriv(K) (with

R’ = enc(wy,b)). However, a new equational statement (i(w2,enc(w1,b)) = ) would be
added instead.

Initialisation. Given a frame ¢ = {wy — t,...,w, — t,}, our procedure starts from an initial
knowledge base associated to ¢ and defined as follows:

= 0
@19‘9 k(w;, t;) < )
@nE(Names(ap)ﬂM) k(na TL) <~ )

@fe]—' k(f(Xla s 7Xk)>f($1a s 7$k>) = k(Xlawl)a B ~7k(Xk;(Ek:))
where k = ar(f) is the arity of f

Ki(p)

Ezample 4.7. We will continue with the frames ¢ = {w; — enc(a,k)}, where a € N is
a private name and ¢y = {w; — enc(b, k)} with k € N being a private name and b € M
being a public name defined in the previous examples. The knowledge base K;(p2) is the
following set of statements:

k(w1, enc(b, k)) = (f1)
k(b,b) <= (f2)
k(enc(Y1,Y2), enc(y1,y2)) < k(Y1,51),k(Y2,92) (f3)
k(dec(Y1,Y2), dec(y1,y2)) <= k(Y1,91),k(Yz2,92) (f1)
k(mal(Y1,Y2),mal(y1,y2)) < k(Y1,y1),k(Y2,92) (f5)

Saturation. The idea of the saturation procedure is to keep adding valid statements to the
knowledge base such as to produce:

1. a set of solved deduction statements which have the same set of syntactic consequences as
the initial set of deduction statements modulo the equational theory and

2. a set of solved equational statements whose consequences are exactly the equations holding
in the frame.

The main part of this procedure consists in saturating the initial knowledge base K;(¢) by
means of the transformation rules described in Figure 4.2.
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NARROWING
£ = (k.0 = K(Xp,@0),. k(Xian)) € K

l—-reR, tgX, azmgu(l,t) and Var(f)NVar(l) = 0.

K:>K@f0

where fy = (k(M, (C[r])o) < k(X1,21)0, ..., k(Xk,xk)a).

F-SoLviNGg

fi=
f2=

k(M. t) < k(X,u),k(X1,t1),. .., k(Xk,tk)) €K
k(N, 5) < k(Yl,yl),...,k(Yg,yg)) cK

withu € X, o =mgu(s,u) and Var(fi)NVar(fz)=0.

K= K® f

where fo = (k(M{X — N},ta) = {k(XiytiU)}lgigk U {k(}/hyio')}lgigl)-

UNIFYING

fi=

(k(M, 1) < k(X1 21), ..., k(Xk,xk)) K fo= (k(N,s) = k(Y1) ..., k(Yg,yg)) cK

with o = mgu(s,t) and Var(f1) N Var(fy) =0.

K:KU{fo}

where fo = (i(M, N) < {k(X;, 7i0) hzie U {k(Yi, yi0) hiise )

E-SoLviNG

fi=
f2=

i(U,V) < k(Y, s),k(Xl,tl),...,k(Xk,tk)) €K
k(M’t) <= k(Ylvyl)v' ) k(Ye,ye)} €K

with s € X, 0 = mgu(s,t) and Var(f1) N Var(fz) = 0.

K:>KU{f0}

where fy = (i(U{Y > MY, V{Y > M}) < {k(X;, ti0) }1<i<k U {k(n,yia)}lgig).

Figure 4.2: Saturation rules

The rule NARROWING is designed to apply a rewriting step on an existing deduction statement.

Intuitively, this rule allows us to get rid of the equational theory and nevertheless ensures that
the set of derivable predicates remains complete. This rule might introduce unsolved antecedents
in the statement. The rule F-SOLVING is then used to instantiate the unsolved antecedents of
an existing deduction statement. UNIFYING and E-SOLVING add equational statements which
memorize when different recipes for the same term exist.

Note that this procedure may not terminate and that the fixed point may not be unique (the

order in which new statements are added by the @ operation matters).

We write =* for the reflexive and transitive closure of =.

Ezample 4.8. Continuing Example 4.7, we illustrate the saturation procedure. We can
apply the rule NARROWING on the statement f; and the rewrite rule dec(enc(z,y),y) — «,
as well as on the statement f5 and the rewrite rule mal(enc(x,y), z) — enc(z,y), thereby
adding the statements:

(K(dee(¥1, Y2),2) <= k(¥i, enc(e,y)),k(¥a,y) (fs)
(k(mal(v3, Y2),enc(z,y)) < k(Y1 enc(z,y)), k(Ya, 2) (fr)

The statements fg and f7 are not solved and we can apply the rule F-SoLviING with fi,




4.4. SOUNDNESS AND COMPLETENESS o7

adding the statements:

(k(dec(wl,Yg),b) = k(Ya, k) (fs)
(k(mal(wl,Yg),enc(z, k) < k(Ys,2) (fo)

Rule UNIFYING can be used on statements f1/fs, f3/fo as well as f1/f9 to add equational
statements. This third case allows one to obtain fi9 = (i(wl,mal(w1,Yg)) <= k(Yg,b))

which can be solved (using E-SOLVING with f>) to obtain fi; = (i(wl,mal(wl,b)) = ),

etc. When reaching a fixed point, fg, f11 and the statements in Init(y2) are some of the
solved statements contained in the knowledge base.

4.4 Soundness and Completeness

In this section we prove the soundness and completeness of the saturation procedure:

Theorem 4.1. Let ¢ be a frame and K be a saturated knowledge base such that Init(p) =* K.
Lett € T(F) and let KT = K U {(k(n,n) <~ > | n € Names(t) \N'}. Then

1. for all terms M we have that:

o M ¢ iff there exists N such that Klsoived E i(M,N) and k(N,t]) € deriv(K ™ |solved)

2. and for all terms M, N we have that

(M = N)(p iﬁKlsolved ): |(¢Z\47 N)
We begin by showing the soundness of the saturation procedure.

4.4.1 Soundness

We first show that the update operator (@) is sound:

Lemma 4.1. Let ¢ be a frame and K be a knowledge base such that every statement in K holds
in . Let fo be a statement that holds in ¢. Then every statement in K & fo holds in ¢.

Proof. We immediately have that if f holds in ¢, then f| holds in ¢. Therefore, if we are in the
useful fact or unsolved fact cases, the lemma obviously holds.

We also have that if k(R,t) € deriv(K), then k(R,t) is valid in ¢. Therefore, in the redundant
statement case, we have that R’ and Ro are recipes for the same term ¢. Therefore, i(R’, Ro) is

also valid in ¢.
O

Next we show that any statement in a knowledge base obtained by saturating the initial
knowledge base holds in the frame.

Lemma 4.2. Let ¢ be a frame and K be a knowledge base such that Init(p) =* K. Then every
statement f € K holds in ¢.

Proof. By induction on the derivation Init(p) =—=* K.

Base case: We have that K = Init(¢). To conclude, we have to show that the statements that
are added to the initial knowledge base hold in ¢.
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There are three kind of deduction statements that can be added to the knowledge base: the
statements that come from ¢, those of the form (k(n, n) < ) for n € Names(¢) \ N and those of

the form:
(k(f(Xl, o Xe) f(@n ) = k(Xl,xl),...,k(Xk,xk)).

It is easy to see that all these statements hold in ¢ and we can conclude by Lemma 4.1.

Induction step:

In such a case, we have Init(p) =* K’ = K. We perform a case analysis on the inference
rule used in K’ = K. For each rule, we show that the resulting statements fy holds in ¢ and we
conclude by relying on Lemma 4.1.

Rule NARROWING: Let f = (k(M, C[t]) < k(X1,21), ..., k(Xp, xk)) be the deduction statement,
I = r € R be the rewrite rule and ¢ = mgu(l,t) be the substitution involved in this step. Let
fo= (k(M7 (Clr)ho) < k(X1,x10), ..., k(Xk, mka)) be the resulting deduction statement.

We show that fy holds in . Let 7 be a substitution such that ¢ FMi g.orfor 1 < i < k. Since
f holds in ¢, we have that ¢ FM' (C[t])or for M' = M{X, = My, ..., X} — M}. It is easy to
see that the following equalities are satisfied:

(Clthor = (Cll)oT =& (C[r])oT
Therefore ¢ M (C[r])or, and thus fu holds in ¢.
Rule F-SoLviNG: Let f; = (k(M7 t) < k(Xo to), .. ., k(Xk,tk)) with fo & X and fo = (k(N, 5) <
k(Y1,91), ..., k(Ys, yg)) be the two deduction statements and o = mgu(s,tp) be the substitution
involved in this step. Let fy be the resulting deduction statement:

fo= (k(M{X0 s NV, to) < k(X1,410), ... k(Xp, t10), k(Y1 910), - .. k(n,ym)).

We show that fy holds in . Let 7 be a substitution such that ¢ FMi .01 for 1 < i < k and
¢ FNi yjor for 1 < j < ¥). Since fo holds in ¢, we have that p V" sor where N’ = N{Y; —
Ny,..., Y, — Ny} Since fi holds in ¢ and soT = tgoT, we deduce that ¢ FM" o1 where

M" = M{Xo > N', X1 — Mi,..., X — M}
Z(M{XoHN}){Xll—)Ml,...,Xk'—)Mk7Y1I—>N1,...,}/g|—>Ng}.

This allows us to conclude that fy holds in .

Rule UNIFYING: Let the statement f; = (k(M7 t) < k(Xy,21), ... k(X xk)) and the statement
fo= (k(N, s) <= k(Y1,y1), ..., k(Yy, yg)> be the two solved deduction statements and o = mgu(s, t)
be the substitution involved in this step Let fy be the resulting equational statement:

fo= (i(M, N) < k(X1,210), ... k(X 200), k(Y1,510), - . . . k(Ye, yeo)].

We show that fj holds in ¢. Let 7 be a substitution such that ¢ FMi o7 for all 1 < i < k and
o FNi y;o7 for all 1 < j < £. Since fi and fa hold in ¢ and soT = tor, we deduce that ¢ M o7
for M' € {M{X; — My,..., X} — My}, N{Y1 — Nip,...,Y; — Ng}. This allows us to conclude
that fp holds in ¢.

Rule E-SoLvING: Let f; = (i(U, V) < k(Y,s),k(X1,t1),..., k(Xk,tk)) be the equational state-
ment and fo = (i(N, t) < k(Y1,11),.-., k(Yé,yZ)) be the solved deduction statement, and o =

mgu(s,t) be the substitution involved in this step. Let fp be the resulting equational statement:

fo= (i(U{Y = NLV{Y = N}) < k(X1,t10), ... k(Xe, teo), k(Y1, 910), - . k(Yevw))-
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We show that fy holds in . Let 7 be a substitution such that ¢ FMi t.or for all 1 < i < k and
@ FNi yjor for all 1 < j < £. Since fa holds in ¢, we deduce that ¢ Y tor for N' = N{Y; —

Ny,..., Yy — Ny} Since sor = tor, we deduce that ¢ RV soT, and by using the fact that f;
holds in ¢ we deduce that

(U{Y = N' X1+ My,...,Xp— My} =V{Y = N X1 My,..., Xy — M})ep.
Thus, fo holds in ¢. O
Finally, we are ready to present the main soundness lemma:
Lemma 4.3 (soundness). Let ¢ be a frame and K be a knowledge base such that Init(p) —=* K.
Let t,M,N be terms and let K+ = K U {(k(n,n) <= ) | n € Names(t) \N'}. We have that:
1. k(M,t) € deriv(K ™) implies ¢ FM t and
2. K =i(M,N) implies (M = N)p.

Proof. By Lemma 4.2 and because every f € {(k(n,n) = ) | n € Names(t) \ N'} holds in ¢, we

have that all facts in KT hold in ¢. To conclude, we show Points 1 and 2 stated in the Lemma.

1. Let M and t be such that k(M,t) € deriv(K ™). By definition of deriv, as ¢ is ground, there
exists a solved deduction statement f, = (k(MO,tO) < k(X1,21),. .-, k(Xk,xk)> e Kt

such that ¢ = tgo for some substitution o and k(M;, z;0) € deriv(K™) for some M; for all
1<i<kand M = My{X1— My,..., Xy — My}. We show the result by induction on [¢|.

Base case: |t| = 1. In such a case ¢ is either a name or a constant. We have that k =0, tg =t
and M = M. Since fy holds in ¢, we deduce that ¢ o t. This allows us to conclude.

Induction step. Note that |z;0| < |t| and k(M;,z;0) € deriv(K™), thus we can apply our
induction hypothesis on z;0. We deduce that ¢ F z;0 and thus ¢ FM too = t since f
holds in ¢.

2. Let M and N be such that K | i(M,N). To show that (M = N)e, it is sufficient to
establish that

(M'o = N'o)p where 0 = {X1 — x1,..., X — x}

for every solved equational fact (i(MQN’) < k(X1,21),..., k(Xk,xk)) € K. This follows

easily from Lemma 4.2.

O

4.4.2 Completeness

Let us now prove the completeness of the saturation procedure. First we show completeness with
respect to equational statements.

Lemma 4.4. Let K be a saturated knowledge base and [ = (i(U, V) < k(X1,t1),..., k(Xk,tk))

be an equational statement in K. For any substitution o grounding for {ti,...,tx} such that
k(R., t;o) € deriv(K|soed) for some R, for all1 < i < k, we have that k(R;,t;0) € deriv(K |soed)
for some R; for all 1 <i <k and K|soved E (UT,VT) where 7 = {X1 — Ry,..., X — Ry}.

Proof. We show this result by induction on Zle [tio]. We distinguish two cases:
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1. f is a solved equational statement, i.e. t1,..., 1 are variables (not necessarily distinct), say
x1,...,%E. In such a case, we have that

K|so|ved ): I(U{Xl = T1,... ,Xk — Ik},V{Xl = T1,... ,Xk — Ik})

We choose each R; arbitrarily such that x; = x; implies R; = R;. Then, it is easy to
conclude.

2. f is an unsolved equational statement. In such a case, there exists ¢; such that ¢; ¢ X.
Let us assume w.l.o.g. that j = 1. As k(R},t10) € deriv(K|sed), we know that there
exist a solved deduction statement f1 = (k(Rl,tl) <= k(Xi,21),..., k(Xel,a:%)) in K and a
substitution 7 such that t'7 = t;0 and k(R},217) € K|solved for all 1 < i < /.

Let p = mgu(ty,t!). Since K is saturated, by rule E-SOLVING , we have that the following
statement fo is in K:

(X0 = R VXD o BY) = KX lp), o KX k), K(Xa, t2), o k(X tp)).

Let ¢’ be the substitution such that ¢ U T = po’. As the deduction statement f! is solved,
xipo’,...,x}po’ are strict subterms of t'po’ = t'r and Zle |ztpo’| < |tir| = |tio]. Thus
we can apply our induction hypothesis on the equational statement fo with the substitution
o’. This allows us to obtain that there exist M}, ..., M}, My, ..., My, such that k(M;,t;po’ =
tio) € deriv(K|soed) for all 2 < i < k and k(M}, 2} poc = z'o) for all 1 < i < ¢ and the
following equation (*)

Klsoved FE ((U{X1 = RIDH{X]— M{,... ,Xel — Mél,Xg = Mo, ..., X — My},
(V{X1 = RD{X{ = ML, .. X} M}, Xo — Mo, ..., Xg — My})

We choose Ry = RYX] — M{,...,X} — M}} and Ry = M,,..., Ry = M. Thus, the
equation (x) can be rewritten as follows:

K‘solved ': I(U{Xl — Rl, . ,Xk — Rk}, V{Xl — Rl, e ,Xk — Rk})
This allows us to conclude.

O

Now we show that if the same term can be derived with two recipes then the equality between
the two statements is a consequence of the solved knowledge base.

Proposition 4.1 (completeness, equation). Let K be a saturated knowledge base, and M, N be two
terms such that k(M,t) € deriv(K|soved) and k(N,t) € deriv(K |solved) for some ground term t.
Then, we have that K|soived = i(M,N).

Proof. By definition of k(M,t) € deriv(K|soved) We know that there exist a substitution o; and
a deduction statement f; = (k(Mo,uo) <= k(Xl,xl),...,k(Xk,xk.)) in K such that upo; = t,
k(M;,x;01) € deriv(K|soned) for all 1 <14 < k and Mo{X; — M; }1<i<r = M.

Similarly, by definition of k(N,t) € deriv(K|sed) we know that there exist a substitution o
and a deduction statement fo = (k(No,vo) < k(Y1,11),- .-, k(Yg,yg)) in K such that vgos = t,
k(N;,y;02) € deriv(K|slved) for all 1 < j < ¢ and No{Y; — N;}i<i<e = N.

We prove the result by induction on [t|. As our knowledge base K is saturated, rule UNIFYING

must have been applied to the statements f; and f;. Therefore, we have that there exists an
equational statement f3 € K such that:

fz= (i(Mo,No) < k(X1,210), .. -7k(Xk,$kU)7k(Yl7ylo'>7~-~7k(YE7y£U))-
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where 0 = mgu(ug, vp).

Let ¢’ be a substitution such that o; U oy = oo’. We can now apply Lemma 4.4 on f3 with
substitution ¢’. We obtain that there exist Ry,..., Ry and Wy,..., W, such that k(R;,z;00") €
deriv(K |solved) for all 1 < i < k and k(W;, y;00’) € deriv(K|soved) for all 1 < j < ¢ and such that

K|so|ved ): i(M057 N05) (41)

where § = {Xl — Rl,...,Xk — Rk,Yl — Wl,...,n — Wg}

As M; and R; (1 < i < k) are such that k(M;,z;01) € deriv(K|soved) and k(R;, x;00") €
deriv(K|soned), and as x100’ = x107 is a strict subterm of upo; = ¢, we can apply the induction
hypothesis to obtain that Klsned = i(M;, R;). In a similar way, we also deduce that K|soned =
i(V;, W;) for all 1 < j < . By replacing W; by M; and R; by N; in equation (4.1), we obtain our
conclusion. ]

We now need a helper lemma that shows that if a derivable term is instantiated with derivable
terms, the result is still derivable.

Lemma 4.5. Let K be a knowledge base and t be a term. Let o be a grounding substitution fort. If
k(W,t) € deriv(K) and k(R,,zo) € deriv(K) for every x € Var(t), then k(W' to) € deriv(K)
where W' = W{x Rx}wEVar(t)'

Proof. We show this result by induction on [¢|.
Base case: if |t] = 1.

e If t = x is a variable, as k(W,t) € deriv(K), it follows that W = ¢ = x. By hypothesis,
there exists R, such that k(R;, zo) € deriv(K). This allows us to conclude.

e If ¢ is a name or a constant, then W/ = W and to =t and we immediately conclude.
Induction case: [t| > 1.

As k(W,t) € deriv(K), it follows that there exist a statement f € K and a substitution 7 such
that:

o f— (k(R,u) < k(Xl,ml),...,k(Xk7xk));
o [ =urT;
o k(R;,z;7) € deriv(K) for every 1 <i <k and W = R{X; — Ry,..., X — Ry}.

We have that Var(u) = {z1,...,2;} and thus, ;7 is a strict subterm of ur (1 < i < k).
Therefore, we can apply our induction hypothesis on each term z;7 with the substitution o. For
each 7 such that 1 <i <k, we obtain that:

k(Wi, z;70) € deriv(K) where W; = Ri{z — Re}acvar(air)-

Note that since t = ur and Var(u) = {x1,..., 2}, we have that Var(t) = Var({xi7,...,257}).
By using the statement f, we get that k(W" urco) € deriv(K) where

w" = R{Xl — Rl{aj = Rw}IEVar(t)7 o 7Xk: = Rk{l‘ — Rw}zGVar(t)}
- (R{Xl = Ry, X — Rk}){x = Rw}wEVar(t)
- W{.Z‘ = Raﬁ}wEVar(t)

Let W' = W{z — Ri}zevare). We have that k(W' ,uro) € deriv(K) and since uro = to we
easily conclude. O]

We now show the completeness of the @ operator with respect to solved statements.
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Lemma 4.6. Let f = (k(R, t) < k(Xl,xl),...,k(Xk,xk)> be a solved statement and K be a

knowledge base such that K @& f = K. Let o be a substitution grounding for {x1,...,xx} such that
k(T/,z;0) € deriv(K|soed) for all 1 <i < k. Then there exist W and R; for all 1 <i <k such
that:

o k(W,to) € deriv(K|soived), and k(R;, z;0) € deriv(K|soned) for every 1 <i < k;
° K'solved ): I(I/V, R{Xl — Rl, c.. 7Xk — Rk})

Proof. Let f" = f{ be the canonical form of f. We first show that K U{f’} = K implies that there
exists 7" such that k(7”,t) € deriv(K |sowed). This is easily shown by induction on the number of
steps to compute the canonical form.

Base case: If f is already in canonical form we have that f = f’ and hence there exists T” such
that k(T/, f,) € deriv(K|so|Ved).
Inductive case: The two rules are of the form

(K(R,1) = k(X1 21), .. k(Xy, 24) )

fo = (k(R/,t) = k(XhIl), ey k(Xi—laxi—1)7 k(XH-lny—l)a ceey k(Xk,J)k))

Let f§ be the canonical form of fy. By the induction hypothesis we have K U {f}} = K implies
that there exist 7" such that k(7”,t) € deriv(K|solved). As f' = f} we conclude.

To prove the lemma we consider both cases where f is either useful or redundant.

Useful statement: If f is useful we have that k(7”,t) € deriv(K|soived) for some T’. By usefulness,
K U{fl} # K which contradicts that K & f = K. Hence, this case is impossible.

Redundant statement: Since K @ f = K, it follows that there exists W’ such that k(W' t) €
deriv(K|soned) and K | i(W', R{X1 — x1,..., X — x1}).We choose R; arbitrarily such that
k(R;,z;0) € deriv(K |solved). Let W’ = W'{zy — Ry,...,xx — Rj}. By Lemma 4.5, we deduce
that k(W”,to) € deriv(K|soed) and we also have that

K‘solved |= i(W’, (R{Xl = T1,... 7ch — a’:k}>{$€1 — Rl, RN e Rk})

i.e. K|solved ): i(W”, R{Xl — Rl, . ,Xk — Rk})
Let W = W". We have that k(W,to) € deriv(K|soned), and k(R;, z;0) € deriv(K|solved) for
every 1 <i < k. Lastly, we have that K | i(W, R{X1 — Ry,..., Xk — Ri}).
O

We now show the completeness of the & operator with respect to any type of deduction
statements.

Lemma 4.7. Let K be a saturated knowledge base. Let f = (k(R, t) < k(X1,t1),..., k(Xk,tk))

be a deduction statement such that K ® f = K. For any substitution o grounding for {t1,...,tx}
such that k(T!,t;0) € deriv(K |solved) for all 1 < i < k, we have that there exist Ry, ..., Ry and
W such that

o k(W,to) € deriv(K|soned), and k(R;,t;0) € deriv(K |sowed) for all 1 <i < k;
L] K|so|ved ': I(VV7 R{Xl — Rl, . ,Xk — Rk})

Proof. We show the result by induction on Zle |tio]. We distinguish two cases. If f is solved
then we easily conclude by applying Lemma 4.6.

If f is not solved, there exists j such that ¢; € X. We assume w.l.o.g. that j = 1. Since
k(T7,t10) € deriv(K|solved), there exist a solved deduction statement f’ € K, some terms R}(1 <
i < {) and a substitution 7 such that:
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o 1= (KU E) < K(Yip), o k(Yo we) )
o t'T =t0;
o k(R y;7) € deriv(K |soived) for every 1 < i < £.

By application of the F-SOLVING rule to the deduction statements f and f’, we obtain the following
statement

fO = (k(R{Xl = R/}7tp) <~ k(X27t2P)7 ey k(Xkatk?p)7 k(Ylu ylp)a ceey k(Ylyi‘/ZP))

where p = mgu(t', t1).

As K is saturated, K @ fo = K. Let ¢’ be the substitution such that c U T = po’. As
yipo' = y;(oc UT) = y;7 are strict disjoint subterms of ¢'7 = 10, it follows that we can apply our
induction hypothesis on fy and the substitution ¢’. Therefore, there exist R5,..., R}, RY, ..., R}
and W’ such that:

e k(W' tpo’) € deriv(K |soved),
o k(R., tipo’) € deriv(K|soed) for every 2 <i < k,

o k(RY,y;po’) € deriv(K|solved) for every 1 < j </,

o Klsohed = i(W', (R{X1 — R'}){Xo— R),..., X — Rj,Y1— R{,....Ys— R}}).

Let W = W', Ry = R'{Y1 = RY,....Y, = R/}, R; = R for every 2 < j < k. It immediately
follows that K | (W, R{X; — Ry,...,Xr — Ri}), k(W,to) € deriv(K|solved) and k(R;,t;0) €
deriv(K|soned) for 1 <i < k. This allows us to conclude. O

We now show that the saturation process is complete with respect to the rewrite system.

Proposition 4.2 (completeness, reduction). Let K be a saturated knowledge base, M a term and
t a ground term such that k(M,t) € deriv(K |sowed) and t| # t. Then there exist M' and t' such
that k(M',t') € deriv(K|soned) with t =T ' and Klsoned E i(M, M').

Proof. We show this result by induction on |¢|. By definition of k(M,t) € deriv (K |soived), we know
that there exist fy = (k(MO, ug) <= k(X1,21), .., k(Xpg, :ck)) in K and a substitution o such that

upo =t and k(M;, z;0) € deriv(K|soved) for all 1 <i < k and Mo{X; — M;}1<;<k = M for some
M; (1 <i<k). We distinguish two cases:

Case 1: there exists 1 < j < k such thalt xjol # x;0. Let us assume w.l.o.g. that j = 1. Since
x10 is a strict subterm of ¢, we can apply our induction hypothesis on x10. We obtain that there
exist M] and u) such that k(M{,u}) € deriv(K |solved) With z10 =1 u} and Klsoned = i(M7, M7).
Now, let ¢’ be the substitution defined as follows:

, xo for x # x
ro' = p .
u} otherwise

Let t = ugo’ and M’ = My{X, — M{,Xs — Ms,..., X} — My}. Since z1 € Var(up), it

is easy to see that ¢t = ugo —1 wgo’ = /. Furthermore, it is also easy to see that k(M' 1) €
deriv(K|soned). Lastly, since Klsoived | i(My, M{), we have that Klsowed | iI(M, M').
Case 2: zjol = xjo for every 1 < j < k. In such a case, we have that ug = Cfu(] for some
context C' and some term uj ¢ X such that ujoc = I where [ — r € R and 7 is a substitution.
As the knowledge base K is saturated, the rule NARROWING must have been applied. Therefore
there exists f; such that:

e K& fi =K, and
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o fi = (KMo, (Cl)p) < K(X1,21), - k(X 21p)

where p = mgu(ug,l). Let p’ be the substitution with Dom(p’) = Var({z1p,...,zxp}) and
ocUT = pp’. Now, we apply Lemma 4.7 on the statement f; and the substitution p’. We deduce
that there exist Ry,..., Ry and W such that

o k(W,(C[r])pp’) € deriv(K|solved), and k(R;, z;pp’) € deriv(K|soned) for 1 < i < k; and
° K|so|ved ': I(VV, Mo{Xl = Rl, . 7Xk —> Rk})

Let t' = (Clr])pp’ and M’ = W. We have that k(M’,t') € deriv(K|solved). Moreover, since
k(Ri,x;ipp’) € deriv(K|soed), k(M;,x;0) € deriv(K|soved) and x;pp’ = x;0, we can apply
Lemma 4.1 in order to deduce that Klsowed FE i(R1,M;) for 1 < i < k. Thus, we have that
Klsolved E I(M, M"). In order to conclude, it remains to show that ¢ —>JRrE t'. Indeed, we have that

t = oo = (Clugl)o =g (Clr])pp’ =t O
The soundness and completeness of the saturation procedure is given by the following theorem:

Theorem 4.1. Let ¢ be a frame and K be a saturated knowledge base such that Init(p) =" K.
Lett € T(F) and let KT = K U {(k(n,n) = ) | n € Names(t) \N'}. Then

1. for all terms M we have that:

o FM t iff there exists N such that K|sed = (M, N) and k(N,t]) € deriv(K*|soived)

2. and for all terms M, N we have that

(M = N)¢ iff Klsoived = i(M, N).

Proof. Let ¢ be a frame and K be a saturated knowledge base such that Init(¢) =* K.

1.(«) Let M, N and ¢ be such that K|swed F i(M,N) and k(N,t]) € deriv(K T |sed). By
Lemma 4.3, we have that My =g Ny =gr t.
(=) Let M and t be such that o FM ¢.

Let KT+ = KU{(k(n, n) < ) | n € Names(M)}. We have that k(M, to) € deriv(K T |sived)
and tg —* t\L with tg = MQD

Let {n1,...,ne} = Names(M)\ Names(p,t). Let y1,...,ye be fresh variables and § = {ny
Yi,...,ne > ye}. Let M’ = Md. We have that k(M',t))) € deriv(K ™" |soned) and t{, —* t] with
ty =M.

Now, let KT+ = Kt+ U {(l(n,n) “= ) | n € Names(M)}. As K is a saturated knowledge

base, we have that KT is a saturated knowledge base as well. By Proposition 4.1, we deduce
that K|50% = i(M, M), thus K|sowed = i(M, M') as well.

We show the result by induction on ¢y equipped with the order < induced by the rewriting
relation (¢t < ¢’ if and only if ' —7 ¢).
Base case: k(M',tg = t|) € deriv(K T |ened) Let N = M’ we have Klsoned = i(M, N) and
k(N,t]) € deriv(K |soed)-

Induction case: k(M',ty) € deriv(K"|soned) with tg # tl. Let KT = K U {(l(n,n) <« ) | n e

Names(t) \ N'}. We easily see that as K is a saturated knowledge base we have that KT is a
saturated knowledge base as well. Hence we can apply Proposition 4.2 and deduce that there
exist N’ and ¢’ such that k(N',t') € deriv(K T|sowed), t =T ', and K|L, .4 E i(M',N'). It is easy
to see that Klsoned = i(M’, N') as well. We have that k(N’,t') € deriv(K ™ |solved), ' —* ¢} and
t’ < tg. Thus, we can apply our induction hypothesis and we obtain that there exists N such that

Klsolved E1(N',N) and k(N,t}) € deriv(K ™ |soned)-
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2.(«=) By Lemma 4.3, K|solved = i(M, N) implies (M = N)p.

(=) Let M and N be terms such that (M = N)¢. This means that there exists ¢ such that ¢ F ¢
and ¢ FR t. Let K+ = Ku{(k(n,n) = ) | n € Names(t) \N'} and K++ = K+ U{(i(n,n) . ) |
n € Names(t) \N'}. By applying Item 1, we deduce that there exist M’, N’ such that Klsoed
(M, M"), k(M',t}) € deriv(K"|soned), Klsoved E I(IN, N’) and k(N’,t}) € deriv(K T |soned). It
is easy to see that K¥F|soned E i(M, M) and KT |soned | 1I(N, N') as well. Because K+ is a

saturated knowledge base we apply Proposition 4.1 and deduce that K |spneq = i(M’, N'), and
thus K |soved = 1(M, N), which easily implies K |solved = 1(M, N). O

4.5 Application to Deduction and Static Equivalence

We now show how to use the saturation procedure above in order to check if a term is deducible
from a frame (and provide an appropriate recipe) and respectively if two frames are statically
equivalent.
Procedure for deduction.

Let ¢ be a frame and ¢ be a ground term. The procedure for checking if ¢ F% ¢ for some R
runs as follows:

1. Apply the saturation rules to obtain (if any) a saturated knowledge base K such that
Init(p) =* K. Let KT = KU {(k(n,n) «= ) | n € Names(t) \ N'}.

2. Return yes if there exists R such that k(R,t]) € deriv(K "|soned) (in this case R is a recipe
for t in the frame ¢); otherwise return no (in this case ¢ is not deducible from ¢).

Proof. 1If the algorithm returns yes, there exists R such that k(R,t}) € deriv(K "|soned). As
K Ei(R, R), by Theorem 4.1 we have that ¢ F7 ¢.

Conversely, if ¢ is deducible from ¢, then there exists R such that ¢ F? ¢. By Theorem 4.1,
there exists N such that k(N,]) € deriv(K T |sed). Hence, the algorithm returns yes. O

Ezample 4.9. ex:algodeduc We continue our running example. Let K be the knowledge
base obtained from Init(¢2) described in Example 4.8. We show that oo F enc(c, k) and
w2 Fb. Indeed we have that

k(mal(wr, ¢), enc(c, k) € deriv(K |soyed U {(k(c, ¢) <= )})

using statements fy and (k(c, c) <= ), and k(b,b) € K|soved using statement fs.

Procedure for static equivalence. Let ¢; and ¢ be two frames. The procedure for checking
Y1 & o runs as follows:

1. Apply the transformation rules to obtain (if possible) two saturated knowledge bases K;
(i € {1,2}) such that Init(p,) =" K, for 1 <i < 2. Let L; denote the solved statements of
K; (1<i<?2).

2. For {i,j} = {1,2}, for every solved statement (i(M, N) < k(Xy,21), ..., k(Xk,mk)) in L;,
check if (Mo = No)p; where 0 = {X1 — z1,..., X — i}

3. If so return yes; otherwise return no.
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Proof. If the algorithm returns yes, this means that (x): for every solved equational fact (I(M ,N) <
k(X1,21)y. .., k(X;“xk)) in Ly, we have that:

(Mo = No)ps

where 0 = {X1 — 1, ..., Xk — ar}. Let M, N be terms such that (M = N)¢;. By Theorem 4.1,
we have that Ly = i(M, N). By (%), we deduce that (M = N)ps. The other direction is analogous.

Conversely, assume now that ¢; ~ ¢5. Let (i(M7 N) <= k(Xy,21),..., k(Xk,xk)) be a solved
equational fact in L; and let us show that (M = N)g, where

° M:M{Xl ’—>{,C1,...,Xk ka}7 and

° N:N{Xl = xy, .., Xk = Tk )

(The other case is analogous, and we will conclude that the algorithm returns yes.)

Let {y1,...,y¢} = Var(M,N) and nq,...,n, be ¢ fresh public names that do not occur in
Names (1) UN ames(p2) UN ames(M, N). Let 6 = {y1 = n1,...,y¢ — ng}. Since Ly = i(M, N),
we have also that L; = i(Md, N§). By Theorem 4.1, we have that (Md = N&)p1. As @1 ~ @,
we have also that (M& = N&)y,, and thus (M = N)g,. This allows us to conclude. O

Example 4.10. Consider again the frames ¢ and ¢o from Example 4.7. Our procedure
returns that the frames are not statically equivalent since

(i(mal(wl,b),wl) <:) € K,

whereas (mal(wi,b) # w1)er.

4.6 Termination

The saturation process does not always terminate.

Ezample 4.11. Consider the convergent rewriting system consisting of the single rule f(g(z)) —
g(h(z)) and the frame ¢ = {w; > g(a)} where a € A is a private name. We have that

it(p) 2 { (k(wr, g(a) < ), (KF(X), f(@)) < K(X,2))).

By NARROWING we can add the statement f; = (k(f(X),g(h(w)) < k(X, g(x))) Then we
can apply F-SOLVING to solve its antecedent k(X g(z)) with the statement (k(wl, g(a)) < )

yielding the solved statement (k(f(wl), g(h(a))) < ) Now, applying iteratively F-SOLVING
on f1 and the newly generated statement, we generate an infinity of solved statements of
the form (k(f(. S fwr) . ), g9(h(c. h(a). ) < ) Intuitively, this happens because our

symbolic representation is unable to express that the function h can be nested an unbounded
number of times when it occurs under an application of g.

The same kind of limitation already exists in the procedure implemented in the tool YAPA [22].
However, our symbolic representation which manipulates terms that are not necessarily ground
and statements with antecedents allows us to go beyond YAPA. We are able for instance to treat
equational theories such as malleable encryption and trapdoor commitment.
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4.6.1 Generic Method for Proving Termination

We provide a generic method for proving termination, which we instantiate on several examples.
In order to prove that the saturation algorithm terminates, we require the update function & to
be uniform: i.e., the same recipe R’ be used for all redundant solved deduction statements that
have the same canonical form. Note that the soundness and completeness of the algorithm does
not depend on the choice of the recipe R’ when updating the knowledge base with a redundant
statement (cf. Definition 4.4).

Definition 4.5 (projection). We define the projection f of a deduction statement f = (k(R7 t) <
k(Xq,t1),. .., k(Xn,tn)) to be the Horn clause

f:(t@tl,...,tn).

We extend the projection to sets of statements K and define K = {f | f e K}.

As usual, we identify projections which are equal up to bijective renaming of variables and we
sometimes omit braces for the antecedents.

Proposition 4.3 (generic termination). The saturation algorithm terminates if @ is uniform and
there exist some functions Q, my, m, and some well-founded orders <; and <. such that for all
frames ¢, and for all knowledge bases K such that Init(p) =* K, we have that:

1. {f | f € Klsonea and [ is a deduction statement} C Q(y) and Q(y) is finite;
2. my(fo) <y mys(f1) where fo, f1 are defined as in rule F-SOLVING;
3. me(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING.

Proof. A solved deduction statement f is only added to K if there is no f’ € K such that f f’
Indeed, if f = f’ then f is redundant and an equational statement will be added instead. As
{f | f € Klsowed and [ is a deduction statement} C Q(p) and Q(y) is finite we conclude that
only a finite number of solved deduction statements are in K.

An unsolved deduction statement f can be added in two ways.

e f can be added by the rule NARROWING. Since the number of solved deduction statements
and the number of rewriting rules are finite the number of statements added by the rule
NARROWING is also finite.

e f can be added by the rule F-SOLVING. The number of statements added by the rule
F-SOLVING is bounded by the measure m; which is strictly decreasing for a well-founded
order.

An equational statement f can be added in three ways.

e f can be added when the knowledge base is updated with a redundant deduction statement.
However, since @ is uniform only a finite number of such statements is added.

e f can be added by the rule UNIFYING. Since the number of solved deduction statements is
finite, the number of statements added by UNIFYING is bounded.

e f can be added by the rule E-SorvING. The number of statements added by rule E-SOLVING
is bounded by the measure m. which is strictly decreasing for a well-founded order.

Altogether, this allows us to conclude. O]
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4.6.2 Applications

We now give several examples for which the saturation procedure indeed terminates. For each of
these theories the definition of the function Q relies on the following notion of extended subterm.

Definition 4.6 (extended subterm). Let ¢ be a term, its set of extended subterms stem(t) (w.r.t.
R), is the smallest set such that:

1. t € stex(t),

2. f(t1,...,tk) € stest(t) implies ty, ..., tg € Steg(t),
3.t/ € steg(t) and ' — t” implies t” € stop(t).

This notation is extended to frames in the usual way.

All examples in this section rely on the same my and m.. Let {k(X7,t1),...,k(Xy,t,)} be the
set of antecedents of a statement f. We define

my(f) = ([Var(t, ..., ta)l, D [til)

1<i<n

and < is the lexicographical order on ordered pairs of integers. The measure m, and the order <,
are defined in the same way.

Subterm convergent equational theories. Abadi and Cortier [2] have shown that deduction
and static equivalence are decidable for subterm convergent equational theories in polynomial time.
We retrieve the same decidability results with our algorithm.

The termination proof for this class relies on the function Q where Q(yp) is defined as the
smallest set that contains

1. (t <= Q)), where ¢ € ste();

2. (f(xl,...,xk) =T, .. ,xk), where ar(f) = k.
Lemma 4.8. For any frame @, and any knowledge base K such that Init(p) = K, we have that:

1. {f| feK and f is a solved deduction statement} C Q(p) and Q(y) is finite;

2. my(fo) <y mys(f1) where fo, f1 are defined as in rule F-SOLVING;

3. me(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING

where @, my, me, <y, and <. are defined w.r.t. the rewrite system as described above.

Proof. The proof of item 1 is done by induction on the number of saturation steps needed to
reach K. To ease the induction we strengthen the induction hypothesis and prove a slightly
stronger statement. We define Q'(¢p, K') as the smallest set such that

1. (t = @) € Q'(p, K), where t € stey ()
2. (f(xl,...,xk) <:x1,...,xk) € 9Q'(¢, K), where ar(f) =k

3. (7"0 <= th...,tk) € 9'(p, K), where:

e/ —>reR

e 0 :Var(l) — stes(p) is a partial function
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e lo =Clty,...,tx for some context C

e ro € st(D[t1,...,tk,u1,...,u,]) for some public context D and some terms w; such
that (ui <= ) cK

o Ji:t, X

In the following when a projection f corresponds to one of the above 3 cases, we say that f is of
type i (1 < < 3). Note that a solved deduction statement is either of type 1 or 2. We prove that
for any K such that Init(¢) =* K we have that {f | f € K and f is a deduction statement} C
Q' (¢, K). We have that {f | f € Q'(p, K) and f is solved} C Q(¢p) and this allows us to conclude.

We prove the result by induction on the number of saturation steps of Init(p) =* K.

Base case. Tt is clear that for all deduction statements f € Init(p) we have that f is either of
type 1 or type 2.

Inductive case. We assume that the result holds for K, i.e. K C Q'(p,K), and show that any
possible application of a saturation rule preserves the result.

1. Consider a statement f € K of type 1, i.e. f: (t = ) By applying rule NARROWING to

it, we obtain a statement f’ such that f’ = (t’ = ) with ¢ — /. As ¢ € sten(p), we have
that ¢ € stezt(¢) and therefore f” is of type 1.

2. Consider a statement f € K of type 2, i.e. f = (f(xl,...,xk) = xl,...,xk). As all

positions of the term f(x1,...,x), except the head are variables, rule NARROWING can
only be applied at this position. Let [ — r € R be the rewrite rule involved in this step. We
obtain a statement f’ such that f/ = (rr <= aT,... ,xm’) where 7 = mgu(f(x1,...,2%),1).
By the definition of a rewrite rule, [ is not a variable. Therefore, we have that { = f(l,...,1x)
for some terms lq,...,l, and f/ = (7" = ll,...,lk). Let o be such that Dom(o) = 0,
C=f(s...,-). It is clear that f’ satisfies the three first conditions of a statement of type 3.
Now, either r € T(F, ) (i.e. 7 is a public ground term) and in such a case it is clear that
the statement is redundant. Otherwise, we have that r is a strict subterm of [, i.e r € st(l;)
for some 1 < j < k. Therefore the fourth condition also holds. Now, assume that all the [;
are variables (i.e. f is solved), we show it is redundant and it is not added to the knowledge
base. Indeed, in such a situation, we necessarily have that r is a variable (remember that
r € st(l;)) and therefore the statement f is redundant. Otherwise, the resulting fact is of
type 3.

3. Consider a statement f € K of type 3. Let f = (ra < ty,... ,tk). In such a case, there

exist a rewrite rule I — r, a partial function o : Var(l) — stex(p), a context C such
that lo = Cl[ty,...,t;] and we have that ro € st(D[t1,...,tg, u1,...,uy,]) for some public

context D and some terms u; such that (u; < ) € K. Assume that one of the antecedents

of f is being solved by rule F-SoLVING with a solved statement f’ € K. We assume w.l.o.g.
that ¢ is being solved. We distinguish two cases depending on the type of f’.

o Case 1: f' = (uo = ) Let 7 = mgu(ug, t1). The projection of the statement resulting

from the F-SOLVING rule is f” = (’I"JT <= toT, ... ,tm'). We consider ¢/ = 7 U o,
C'" = Clug,...,-] and D' = D. We can show that the first four conditions hold. If
the last condition does not hold, and because the fourth holds, the resulting statement
must be either of type 1 or redundant and therefore not added to the knowledge base.
o Case 2: f = (f(xl,...,a:k) = a:l,...,xk). Let 7 = mgu(f(z1,...,25),t1). As t;

is not a variable, we have that ¢t; = f(s1,...,s¢). The projection statement resulting
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from the application of the rule F-SOLVING is f” = (ro & S51,...,80,t9,... ,tk). We

can show that the first four conditions hold. If the last condition does not hold, and
because the fourth holds, the resulting statement must be either of type 1 or redundant
and therefore not added to the knowledge base.

To show items 2 and 3 it remains to be proven that m; and m, strictly decrease after an
antecedent of an unsolved statement is solved. As an antecedent can only be solved by statements
of type 1 or 2 this is easily shown by a case analysis. We detail the proof for my. The case of m,
can be done in a similar way.

Let fi = (k(R, t) < k(Xl,tl),...k(Xn,tn)).

e Suppose f; is solved by a solved statement f5 of type 1. Let fg = (u = ) where u € ste(p)

and o = mgu(u,t1). There are two possible cases. Either u = t1. As u € ste.(¢) we have
that w is ground and Dom(o) = 0. In this case |[Var(ts,....t,)| = [Var(t1,...,t,)| but
Docicn til <Dicicp til. Or w#ty and [Var(ts, ... t,)| < [Var(t,...tn)|.

e Suppose f1 is solved by a solved statement fo of type 2. Let fg = (f(ml,...,xk) =

xl,...,xk) and 0 = mgu(u,t;). As t; € X we have that t; = f(s1,...,s5). We have
that o = {x1 — s1,...,2, — si} and the resulting statement fj is such that

fO: (ta<:817-~~>Sk7t27"'7tn)'

Thus, we have that [Var(s1, ..., sk, t2, ..., tn)| = Var(ty, ... to) and 30 oo oo |ul <
Zlgign ‘ti|~
This allows us to conclude the proof.
O

Malleable encryption. We also obtain termination for the equational theory E,,,; described
in Example 4.1. This is a toy example that does not fall in the class studied in [2]. Indeed, this
theory is not locally stable: the set of terms in normal form deducible from a frame ¢ cannot
always be obtained by applying public contexts over a finite set (called sat(p) in [2]) of ground
terms.

As a witness, let k& € N be a private name and consider the frame ¢y = {w; — enc(b,k)}
introduced in Example 4.7. Among the terms that are deducible from 2, we have those of the
form enc(t, k) where ¢ represents any term deducible from 9. From this observation, it is easy to
see that Ep,, is not locally stable.

Our procedure does not have this limitation. A prerequisite for termination is that the set of
terms in normal form deducible from a frame is exactly the set of terms obtained by nesting in all
possible ways a finite set of contexts. The theory E,,,; falls in this class. In particular, for the frame

2, our procedure produces the statement fo = ( k(mal(wy,Ys),enc(z, k)) < k(Ya, z)) allowing us

to capture all the terms of the form enc(t, k) by the means of a single deduction statement.
The termination proof relies on the function Q where Q(y) is defined as the smallest set that
contains:

1. (t = >, for every t € ste,(p);
2. (f(xl,xg) = 371,.’172), where f € {enc,dec, mal};

3. (enc(m, 1) < x), if there exists ¢’ such that enc(t,t) € stes(p).
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Lemma 4.9. For any frame , and any knowledge base K such that Init(¢) =" K, we have
that:

1. {f|feK and f is a solved deduction statement} C Q(¢) and Q(y) is finite;
2. my(fo) <y mys(f1) where fo, f1 are defined as in rule F-SOLVING;

3. me(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING

where Q, my, m., <5, and <. are defined as described above.

Proof. The proof of item 1 is done by induction on the number of saturation steps of Init(¢p) =—*
K. To ease the induction we strengthen the induction hypothesis and prove a slightly stronger
statement. We define Q'(¢) as the smallest set such that:

1. (t = ) € Q'(p), for every t € stey ()

2. ( flz1,m2) <= xl,xg) € 9'(p), where f € {enc,dec, mal}

w

enc(x ) € Q'(¢p), if there exists #' such that enc(t',t) € steu(p)

enc(z,y) < enc(z,y), ) € Q'(p)

=2

(
X
4, (x<:encxy y) € Q%)
X
X

t<ty,.. ) € Q'(p), if t € stegr(p) and Ctq, ..., tk] € stest(p) for some context C
7. (Jc =z, tq,... ,tk), where Clt1,...,t;] € stest(p) for some context C

In the following when a projection f corresponds to one of the above 7 cases, we say that f
is of type i (1 < i < 7). We prove that for any knowledge base K such that Init(p) =* K we
have that {f | f € K and f is a deduction statement} C Q'(¢). It is easy to see that {f | f €
Q/(¢) and f is solved} C Q(¢) and this will indeed allows us to conclude.

We prove the result by induction on the number of saturation steps of Init(p) ="* K.

Base case. It is clear that for all deduction statements f € Init(¢) we have that f is either of
type 1 or type 2.

Inductive case. We assume that the result holds for K and show that any possible application of
a saturation rule preserves the result.

e Consider a statement f € K of type 1, i.e. f = (t = ) with t € stesnt(v). By applying rule

NARROWING, we obtain a statement f’ such that f/ = (t’ <), and t = /. Ast € stent(v),
it follows that t’ € ste;(¢) and therefore f’ is a statement of type 1.

e Consider a statement f € K of type 2 such that f = (f(ml, xo) < X1, :v2>. By applying the
rule NARROWING we obtain a statement of type 4, or 5.

e Consider a statement f € K of type 3, then f = (enc(m, t) | x) and the rule NARROWING can
only be applied on a position in ¢. Therefore, NARROWING will produce another statement
fr= (enc(m,u) <= x), where ¢ — u. As there exists ¢’ such that enc(t',t) € stes(p) by
definition of steu, enc(t’, u) € stey(p) yielding again a statement of type 3.
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e Consider a statement f € K of type 4, then its unsolved antecedents can be solved using a
statement of type 1, 2 or 3. In the first case, we obtain a statement of type 6. In the second
case, we obtain a redundant statement. In the third case, we obtain a statement of type 7.

e Consider a statement f € K of type 5, its unsolved antecedent can be solved using a
statement of type 1, 2 or 3. In the first case, we obtain a statement of type 3. In the second
and third case, we obtain a redundant statement.

e Consider a statement f € K of type 6 or 7, its unsolved antecedents can be solved using
a statement of type 1, 2 or 3. Let f’ be the new statement obtained by applying the F-
SOLVING rule. If f’ is unsolved, it has the same type as f. If f’ is solved, it is either of
type 1if f is of type 6 or it is redundant if f is of type 7.

To show items 2 and 3 it remains to be proven that m; and m. strictly decrease after an
antecedent of an unsolved statement is solved. As antecedents can only be solved by statements
of type 1 — 3 this is easily shown by a case analysis. We detail the proof for my. The case of m,
can be done in a similar way.

Let f1 = (k(R,t) <= k(Xl,tl),...k(Xn,tn)). The case where f; is solved by a statement fo of

type 1 (resp. type 2) is similar to the proof done in Lemma 4.8. It remains the case where fs is
of type 3.

Let fo = (enc(x, u) < x) and 0 = mgu(enc(x,u),t1). As there exists v’ such that enc(v’,u) €
Stest(p) we have that u is ground. As t; € X’ we have that ¢t; = enc(¢],t/).

The projection of the resulting statement fy is fo = (to <= zo,tq0, ... ,tna). We distinguish

two cases. Either o = {2 — #}} and fo = (t <= th,ta,. .. ,tn>. In such a case [Var(ta,...,t,)| <

Var(ti,...,tn)] and 3 oo, [til < D21<ic, [til. Otherwise, we have that [Var(ta,....t,)| <
Var(ty,... ty)|
O

Trap-door commitment. The following convergent equational theory E¢qcommit 1S @ model for
trap-door commitment

1. open(tdcommit(z,y, z),y) = x

2. tdecommit(xo, f(x1,y, 2, 22), 2) = tdcommit(z1, y, 2)
3. open(tdcommit(xy,y, z), f(x1,y, 2, x2)) = @2

4. f(xo, f(x1,y, 2, 22), z,23) = f(21,y, 2, T3)

We will refer below to the four corresponding rewrite rules as R1, R2, R3 and R4.

As said in the introduction, we encountered this equational theory when studying electronic
voting protocols. The term tdcommit(m,r,td) models the commitment of the message m under
the key r using an additional trap-door td. Such a commitment scheme allows a voter who has
performed a commitment to open it in different ways using its trap-door. Hence, trap-door bit
commitment tdcommit(v,r,td) does not bind the voter to the vote v. This is useful to ensure
privacy-type properties in e-voting and in particular receipt-freeness [114]. With such a scheme,
even if a coercer requires the voter to reveal his commitment, this does not give any useful informa-
tion to the coercer as the commitment can be viewed as the commitment of any vote (depending
on the key that will be used to open it).

For the same reason as E, ), the theory of trap-door commitment described below cannot be
handled by the algorithms described in [2, 22]. Our termination proof relies on the function Q
where Q(ip) is the smallest set that contains:

1. (t = )7 for every t € ste(p);



4.6. TERMINATION 73

2. (tdcommit(tl,r, tp) < ) such that f(¢1,7,tp,t2) € steg(p) for some to;
3. (g(:vh Ce T) = X, ,:Bk;), where g € {open, tdcommit, f} and ar(g) = k;

4. (f(tl,r, tp,x) < a:), such that f(t1, 7, tp,t2) € stes(p) for some to.

Lemma 4.10. For any frame @, and any knowledge base K such that Init(¢) =* K, we have
that:

1. {f| f €K and f is a solved deduction statement} C Q(¢) and Q(yp) is finite;
2. mys(fo) <y mys(f1) where fo, f1 are defined as in rule F-SOLVING;

)
3. me(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING
where Q(¢) is defined as the smallest set that contains:

1. (t = ), for every t € steu(o)

2. (tdcommit(tl,r, tp) < ) such that f(ty,r,tp, ta) € sten(p) for some term to
3. (g(:cl, Ce ) = X, ,:L'k), where g € {open, tdcommit, f} and ar(g) =k

4. (f(tl,r, lp,z) < x), such that f(t1,r,tp, ta) € stest(p) for some to

and my, me, <y, and <. are defined as above.

Proof. The proof of item 1 is done by induction on the number of saturation steps of Init(¢p) ="
K. To ease the induction we strengthen the induction hypothesis and prove a slightly stronger
statement. We define Q'(¢) as the smallest set that contains:

1. (t = >7 for every t € steu(p)

2. (tdcommit(ty,r, tp) < ) such that f(t1, 7, tp,t2) € stes(p) for some to

w

g(z1,. ) <=2, .. ,xk), where g € {open, tdcommit, {} and ar(g) = k

W~

f(ty, 7 tp,x ), such that f(t1,7,tp,t2) € steu(p) for some to

ot

x < tdcommit(z, y, z ),y)

tdcommit(xy,y, 2) < zg,f(xl,y,z,xg),z)

od

thyaz &3 ¢:L'25f(x1ayaz7x2>7zax3]

©

T <= T1,Y, %, f(xlayVZ mQ))
10. (z2 < tdcommit(z,y, 2), x,y,z,mg)

11.

(
(ot
(x
-
X
7. (w2 « tdcommit(z1,y, 2), (21,4, 2,2))
-
X
(
(

x < f(ty,rtp,x )) for every t1,7,tp € stest(¢)
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12.
13.
14.
16. (tdcommit(t
17.

tdcommit(t

18.

(
(
(
15, (teti,
(
(
(1

19. (f(t,r, tp,x) <= a2 ty, ..t
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tk> for every tq,...

) for every t,tq,...,

(t,rtp) <= t1,...,

(t,r,tp) < x,t1,...,t

x <= tdcommit(t, r, tp), ) for every ¢, 7,tp € Stes(p)

) tk € Stezt(@)

t < tdcommit(tq, r tp)) for every t,t1,7,tp € sten(p)

tk>, 3t 7, tp, ) € stear(0), th, -
), I 1(t, 7, tp, t') € stea(p), t1,. ..,
) <= a,ty,. .. ,tk>7 1t rtp,t') € stent(v), t1,. ..

)s 3t ) € stenle), b,

tk S Stezt(@); k 2 1

tk € Stezt(gﬁ), k 2 1

tk S Stezt(@), k 2 1

7tk S Stewt(@)

tk S Stezt(@)

In the following when a projection f corresponds to one of the above 19 cases, we say that

fis of type i (1 < i < 19).
that {f | f € K and f is a deduction statement} C Q'(¢p).

We prove that for any K such that Init(¢) =* K we have

It is easy to see that {f | f €
Q'(p) and f is solved} C Q(¢p), which will indeed allows us to conclude. We prove the result by
induction on the number of saturation steps of Init(¢) =" K.

Base case. It is clear that all deduction statements f € Init(yp) are either of type 1 or type 3.

Inductive case. We assume that the result holds for K and show that any possible application of
a saturation rule preserves the result. We summarize case analysis in the following two matrices.

NARROWING | R1 R2 R3 R4

type 1 1 1 1 1

type 2 2 2 2 2

type 3 5 6 7 8

type 4 4 4 4 4
F-SoLviNG type 1 type 2 type 3 type 4
type b 15 15 redundant impossible
type 6 16 impossible redundant 17
type 7 11 or 14 11 9 or 10 12
type 8 18 impossible redundant 19
type 9 15 impossible redundant 13
type 10 13 13 redundant impossible
type 11 1 impossible 13 redundant
type 12 redundant redundant 13 impossible
type 13 13 or redundant 13 or redundant 13 13
type 14 1 1 15 impossible
type 15 150r1 150r1 15 15
type 16 16 or 2 16 or 2 16 16
type 17 17 or 2 17 or 2 17 17
type 18 18 or 4 18 or 4 18 18
type 19 19 or 4 19 or 4 19 19

Items 2 and 3 are shown as in Lemma 4.9.
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Blind signatures. The following convergent equational theory Epjnq has been introduced in [98]
for modeling blind signatures in e-voting protocols. Abadi and Cortier have shown that deduction
and static equivalence are decidable for this theory [2].

1. unblind(blind(z,y),y) = =

2. unblind(sign(blind(z,y), 2), y) = sign(z, 2)

3. checksign(sign(z, y), pk(y)) = =

We will refer below to the three corresponding rewrite rules as R1, R2 and R3.

Lemma 4.11. For any frame ¢, and any knowledge base K such that Init(¢) =—* K, we have
that:

1. {f | f €K and f is a solved deduction statement} C Q(p) and Q(p) is finite;
2. my(fo) <g my(f1) where fo, f1 are defined as in rule F-SOLVING;

)
3. me(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING

where Q(y) is defined as the smallest set that contains:

1. (t = ), for every t € stey(p)

o

(f(xl,...,mk) <:a:1,...,xk), where f € F and ar(f) =k

o

(sign(t, x) <= x) , for every t € steg(p)

4. (sign(t, t) < ), for every t,t" € stest()

and my, m., <y, and <. are defined as described above.

Proof. The proof of item 1 is done by induction on the number of saturation steps of Init(¢) =—*
K. To ease the induction we strengthen the induction hypothesis and prove a slightly stronger
statement. We define Q'(¢) as the smallest set that contains:

1. (t ~= ), for every t € stest(@)

2. (f 1, - @xl,...,xk),wherefe}'andar(f):k:
3. (51gn (t,z) < x) for every t € steg(p)

4. (s1gn (t,t) ) for every t,t" € steu(p)

5. (az < blind(z,y), y)

6. (81gn x, z) < sign(blind(z, y), z),y)

7. (:c < sign(z,y), pk(y ))

8. (81gn x, z) < blind(z, y), z,y)

9. (x < sign(z,y), y)
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10.

11. (t < tq,... ,tk> if C(tl, e 7tk) € stest() for some context C' and ¢ € stey(p)

12. (sign(t,t') < ty, tk) if C(tl, .,tk) € stegt(p) for some context C, k > 1, and t,t' €
Steat(¢)

13. (t = pk(t’)), for every t,t' € steu(p)

14. (x < sign(z, t)), for every t € steg(p)

15. (t =1, pk(y)), for every t € steu(p)

16. (sign(t, z) < z,tl,...,tk> if C’(tl,...,tk) € ste(p) for some context C, k > 1, and
t

S Stezt(gp)

17. (x =z, t,... ,tk) if C(tl, e ,tk) € stegt() for some context C'

In the following when a projection f corresponds to one of the above 17 cases, we say that
fis of type i (1 < i < 17). We prove that for any K such that Init(¢) =—* K we have
that {f | f € K and f is a deduction statement} C Q'(¢). It is easy to see that {f | f €
Q'(¢) and f is solved} C Q(¢), which will indeed allows us to conclude. We prove the result by
induction on the number of saturation steps of Init(¢) =" K.

Base case. Tt is clear that all deduction statements f € Init(p) are either of type 1 or type 2.

Inductive case. We assume that the result holds for K and show that any possible application of a
saturation rule preserves the result. We summarize the case analysis in the following two matrices.

NARROWING | Rl R2 R3

type 1 1 1 1

type 2 ) 6 7

type 3 3 3 3

type 4 4 4 4
F-SowviNG type 1 type 2 type 3 type 4
type 5 11 redundant impossible impossible
type 6 12 8 16 12
type 7 13 or 14 9 or 10 15 13
type 8 16 redundant impossible impossible
type 9 11 redundant 1 11
type 10 17 redundant impossible impossible
type 11 11or1l 11 11 11or1
type 12 12 or 4 12 12 12 or 4
type 13 1 11 impossible impossible
type 14 1 17 11 1
type 15 11 1 impossible impossible
type 16 16 or 3 16 16 16 or 3
type 17 17 or redundant 17 17 17 or redundant

Items 2 and 3 are shown as in Lemma 4.9. O]
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Addition. The following convergent equational theory E, 44 is a simple model of addition intro-
duced and proved decidable in [2]:

1. plus(z,suc(y)) = plus(suc(x), y)

2. plus(z,zero) = x

3. pred(suc(z)) = x

We will refer below to the three corresponding rewrite rules as R1, R2 and R3. The saturation
procedure presented terminates on this equational theory as well.

Lemma 4.12. For any frame ¢, and any knowledge base K such that Init(¢) =* K, we have
that:

1. {f | f €K and f is a solved deduction statement} C Q) and Q(y) is finite;
2. my(fo) <5 my(f1) where fo, fi are defined as in rule F-SOLVING;

3. m.(fo) <e me(f1) where fo, f1 are defined as in rule E-SOLVING

where Q(¢) is defined as the smallest set that contains:

1. (t = ), for every t € ste()
2. (f(gcl7 CeTE) = Xy ,xk), where f € {suc, plus, pred, zero} and ar(f) =k

3. (plus(suc"(x), t) < o:) , if suc™(t) € stet() forn >0

and my, m., <g, and <. are defined as above.

Proof. The proof of item 1 is done by induction on the number of saturation steps of Init(¢) ="
K. To ease the induction we strengthen the induction hypothesis and prove a slightly stronger
statement. We define Q'(y) as the smallest set that contains:

1. (t = Q)), for every t € stez(p)

2. (flxy,... xp) <=a:1,...,xk>, where f € F and ar(f) =k

5. (plus(suc(z),y) < x,suc(y))

6. (x <= suc(a:))

In the following when a projection f corresponds to one of the above 6 cases, we say that
fis of type i (1 < i < 6). We prove that for any K such that Init(p) =* K we have that
{f | f € K and f is a solved deduction statement} C Q'(p). It is easy to see that {f | f €
Q'(¢) and f is solved} C Q(¢), which will indeed allows us to conclude. We prove the result by
induction on the number of saturation steps of Init(p) =* K.

Base case. It is clear that all deduction statements f € Init(yp) are either of type 1 or type 2.
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Inductive case. We assume that the result holds for K and we show that any possible application
of a saturation rule preserves the result. We summarize the case analysis in the following two
matrices.

NARROWING | R1 R2 R3
type 1 1 1 1
type 2 5 4 6
type 3 3 redundant or 3 3
F-SoLviNnG ‘ type 1 type 2 type 3
type 4 redundant redundant impossible
type 5 3 redundant impossible
type 6 1 redundant impossible

To show item 2 and 3, it remains to be proven that m; and m, strictly decrease after an
antecedent of an unsolved statement is solved. An antecedent can only be solved by statements
of type 1, 2 or 3. We show the result by a case analysis.

Let f, = (k(R, 1) < k(X1,t1),. .., k(Xn,tn)).

e If the solved statement is of type 1 or 2, the proof is similar to the reasoning done in
Lemma 4.8.

e It is easy to see that a solved statement of type 3 cannot be used to solved an antecedent
of an unsolved statement (types 4-6). Indeed, the antecedents which are not variables, are
either zero or a term of the form s(z) and hence unification is impossible.

Let [ = (iU, V) = k(X1,t0), .. k(Xn, )
e If the solved statement is of type 1 or 2, the proof is similar to the reasoning done in
Lemma 4.8.

e A solved statement of type 3 can be used to solve an antecedent of the form k(X,?) when
t is headed with the symbol plus. It is easy to see (since we already know the form of the
deduction statements) that the only terms ¢ occurring in an antecedent of an equational
statement and headed with plus are ground. This allows us to conclude that the measure
m, decreases also in this case.

O

4.6.3 Going Beyond with Fair Strategies
In [2] decidability is also shown for a theory modeling homomorphic encryption. For our procedure

to terminate on this theory we use a particular saturation strategy.

Homomorphic encryption. The theory Ejome of homomorphic encryption that has been stud-
ied in [2, 22] is as follows:

fst(pair(z,y)) =2 snd(pair(z,y)) =y  dec(

enc(pair(z,y), z) = pair(enc(z, z), enc

dec(pair(z,y), z) = pair(dec(z, z), dec

In general, our algorithm does not terminate under this equational theory. Consider for instance
the frame ¢ = {w; — pair(a,b)} where a,b € N are private names. We have that:

Init(p) D {(k(wl,pair(a,b))}, (k(enc(X, Y),enc(z,y)) < k(X,x),k(Y, y))}
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As in Example 4.11 we can obtain an unbounded number of solved statements whose projections
are of the form:

(pair(enc(. c.cenc(a,z1) ..., 2y),enc(...enc(b,z1) ..., 2,)) < 21, ..., zn)

However, we can guarantee termination by using a fair saturation strategy. We say that a
saturation strategy is fair if whenever a rule instance is enabled it will eventually be taken.
Indeed in the above example using a fair strategy we will eventually add statements whose

projections are (k(fst(wl),a) <= ) and (k(snd(wl),b) <= ) Now the “problematic” statements

described above become redundant and are not added to the knowledge base anymore. One may
note that a fair strategy does not guarantee termination in Example 4.11 (intuitively, because the
function g is one-way and a is not deducible in that example).

Lemma 4.13. If the saturation strateqy is fair the saturation process terminates for the equational
theory Enomo-

Proof. Orienting the five equations in Epome we obtain the following convergent term rewriting
system Rpomo:

R1 fst(pair(z,y)) — x

R4 enc(pair(x,y), z) — pair(enc(z, z), enc(y, z))
R2 snd(pair(z,y)) — v

R5 dec(pair(x,y), z) — pair(dec(z, 2), dec(y, 2))
R3 dec(enc(z,y),y) = =

For the purpose of this proof we extend the notion of extended subterm and define stq.; " (¢) to be
the smallest set such that:

1. t € sten ™ (1),
Ft1, ... tg) € stegy™ () implies ¢y, ..., 1, € steg™ (1),

t' € steg T (t) and ¢/ — ¢ implies t” € steg ™ (1).

-~ W

ft1, ... tg) € stemT(t) implies f(S1,...,8k) € stest ' (t) for every s; € stemt(t;) and for
every f € F of arity k.

We extend as usual ste,;™ to frames. We will show that the set sto; 7 (1) is finite for every term
t. Note that s € ste,* () iff ¢ _>Ehomou{f(zl-,--~7rn)_>m11}1§i§n s where f € F ranges over all function
symbols and where n is the arity of f. We will show that Ruomo U {f(z1,...,2n) = Ziti<i<n
is terminating. Indeed, let h(t) = {hy,...,h,} be the multiset containing the heights of all
occurrences of the function symbols enc and dec in the term t. We write h(s) < h(t) if h(s) is
smaller, in the multiset extension of the usual ordering on natural numbers, than h(t). We have
that t =R, .o U{f(z1,.on)—ait1<scn S implies (A(s),[s]) < (h(t),[t]) where < is the well-founded
lexicographic order with the multiset ordering < on the first component and the usual order on
natural numbers on the second component. As Ryomo U {f(21,-..,%n) = i }1<i<n I8 terminating
and (obviously) finitely branching, it follows immediately that the set

St (1) = {s | ¢ P Ruomo UL F(@11eesn )i }1cicn )
is finite.

Let ¢ be the frame being saturated. We first show that for all knowledge bases K such that
Init(¢) =* K we have that each f € {f| f € K and f is a deduction statement} has one of the
following forms:

1. (t «= (Z)), for some t € stes ™ ()

2. (fst(a:) = x)



80 CHAPTER 4. A DECISION PROCEDURE FOR STATIC EQUIVALENCE

3. (snd(z )

=~

enc(z,y) < x, y)

pair(z,y) < x y)

(sma
X
5. (decxy “ay)
X
X

~

Clty,... . th] < Var(C’)) where:

e (' is obtained by arbitrarily nesting the following (classes of) contexts: C; = enc(, z;),
Cy = dec(., z;) and C3 = pair(_, _), where z; are variables.
e (' contains at least one variable.

o C'[ty,...,tg] € stest(¢), where C is obtained from C by replacing enc(_, z;) and
dec(_, z;) with _.

od

x@palrxy)

©

y<:pa1rxy)

10. (z < enc(z,y), y)

12. (pair(dec(z, z),dec(y, 2)) < pair(x,y),z)

13. (t<=ty,..., ) for some t,t1,...,t; € stex ™ ()

X
X
(
1. (pair(enc(z, 2), enc(y, 2)) < pair(z,y), 2)
(
(
(

14. (Clt1,. .., tg <:sl,...,sl,Var(C’)) where:
e (' is obtained by arbitrarily nesting the following (classes of) contexts: Cy = enc(-, 2;),
Cy = dec(., z;), and C5 = pair(_, ), where z; are variables.
o C'[t1,...,tg] € stew (), where C” is obtain from C' by replacing enc(_, z;) and dec(-, 2;)
with _.

e s; are ground terms

We show this by induction on the number of saturation steps of Init(¢) =* K. In the
following when a projection f corresponds to one of the above 14 cases, we say that f is of type @
(1<i<14).

Base case. It is easy to see that all f € Init(¢) are indeed of types 1 — 6.

Inductive case. We assume that the result holds for K and we show that any possible application
of a saturation rule preserves the result. We summarize the case analysis in the following two
matrices.

NARROWING R1 R2 R3 R4 R5
type 1 1 1 1 1 1
type 2 8 impossible  impossible  impossible  impossible
type 3 impossible 9 impossible  impossible  impossible
type 4 impossible  impossible  impossible 11 impossible
type 5 impossible  impossible 10 impossible 12
type 6 impossible  impossible  impossible  impossible  impossible
type 7 7 7 1,7,13,14 7 7




4.6. TERMINATION 81

F-SoLviING | typel type2 type3  type4d type 5 type 6 type 7
type 8 1 imp. imp. imp. imp. redundant 7,1
type 9 1 imp. imp. imp. imp. redundant 7,1
type 10 13 imp. imp. imp. redundant imp. 7,1
type 11 7 imp. imp. imp. imp. redundant
type 12 7 imp. imp. imp. imp. redundant 7
type 13 1,13 13 13 13 13 13 13
type 14 7,14 14 14 14 14 14 14

We next show that because the strategy is fair at a given saturation step, no more statements
of type 7 are added.

Lemma 4.14. Suppose that the saturation strategy is fair and let

be a sequence of saturation steps. If f = (C’[tl,...,tk] <= 81,...,81,VCL7’(C)> € {f | f €

Ky is a deduction statement} is of type 7 or type 14 and k(R;,s;) € deriv(Ky|solved) for some
R; for all j, then there exists n such that k(T;,t;) € deriv(K,,|solved) for some T; for all i.

Proof. The proof is done by induction on the number of saturation steps of Init(y) =* Kj.

Base case. As Init(yp) does not contain any statements of type 7 or 14 we conclude.

Inductive case. We suppose that the result holds for K and verify that it is maintained by any
possible rules that add a statement of type 7 or 14.

e Suppose we add a statement of type 7 by using rule NARROWING on a statement of type 7
in Ko and R1 or R2. The rewriting must occur at a position in one of the ¢; which is
rewritten to t;. By induction hypothesis we have that there exists n, such that k(7;,¢;) €
deriv (K, |soived).- We can adapt the proof of Proposition 4.2 to show that because of fairness
(rather than saturation) narrowing must be applied such that there exists n’ such that
k(T?,t;) € deriv (K, |solved) for some T.

1771

e Suppose we add a statement of type 7 by using rule NARROWING on a statement of type 7
in Ky and R3. If narrowing is applied on one of the ¢; the case is similar to the previous
one. If narrowing is applied inside the context such that the ¢; do not change we conclude
by induction hypothesis.

e Suppose we add a statement of type 14 by using rule NARROWING on a statement of type 7
in Ky and R3. Narrowing must have changed both the context and one of the ¢;. Suppose
w.lo.g. i = 1. It must be that be that ¢; = enc(t],#]). We have to show that there exists
n such that if k(T{,t}) € deriv(K,|soved) for some T/ then k(T7,t]) € deriv(K,|soved)
for some Ty and k(T;,t;) € deriv(K,|soved) for some T; for all 2 < i < k. k(T;,t;) €
deriv (K, |soived) is obtained by induction hypothesis. If k(T!',¢/) € deriv(K,|soved) and
because k(S1, enc(t],t])) € deriv(K, |soved) We can apply NARROWING such that k(S7,t]) €
deriv(K,|solved) for some n'.

e Suppose we add a statement of type 7 by using rule NARROWING on a statement of type 7
in Ky and R4 (or analogously R5). If narrowing is applied on one of the ¢; the case is
similar to previous cases. If narrowing is applied inside the context such that the ¢; do
not change we conclude by induction hypothesis. Suppose both the context and one of
the ¢; change. We suppose w.l.o.g. that ¢ = 1. It must be that t; = pair(¢},t}). By
induction hypothesis we have that there exists n such that k(7;,t;) € deriv(K, |solved) for
some T; for all 2 < i < k. As k(Sy, pair(t],t/)) € deriv(K,|solved) for some S; we also
have that k(fst(Sy), fst(pair(t],t}))) € deriv(K,|soned) and k(snd(Sy), snd(pair(t],t}))) €
deriv (K, |soned). Because of fairness NARROWING can be applied such that k(fst(S1),t]) €
deriv (K, |solved) and k(snd(S7),t)) € deriv (K, |sowed) for some n’ and n”.
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e Suppose we add a statement of type 7 by using rule F-SOLVING on statements of type 11
and 1 in Ky. Let pair(¢1,t2) be the statement of type 1. As the strategy is fair we will

add statements (a: = pair(m,y)) and (y = pair(x,y)) by applying rule NARROWING on
type 2/R1 and type 3/R2. Again by fairness we will apply solving on pair(¢;,t2) and (m =
pair(z, y)) as well as (y < pair(z, y)) Therefore t; and ¢y will be generated.

e Suppose we add a statement of type 7 by using rule F-SOLVING on statements of type 12
and 1 in K. This case is similar to the previous one.

e Suppose we add a statement of type 7 by applying rule F-SOLVING on statements of type 8-
12 with a statement of type 7 in K. The resulting statement is a context on the same (or a
subset of the) terms ¢; (1 < i < k) as the initial type 7 statement. We conclude by induction
hypothesis.

e Suppose we add a statement of type 7 by applying rule F-SOLVING on a statement of type 14
with a statement of type 1 in K. The type 14 statement has only one ground antecedent s,

which is solved by the type 1 statement. Hence (51> e {f | f € Ko, f deduction statement}

and k(S7,s1) € deriv(Kplsolved) for some S;. We can apply the induction hypothesis and
conclude.

e Suppose we add a statement of type 14 by applying rule F-SOLVING on a statement of
type 14 with a statement of type ¢ (1 < ¢ < 14) in Ky. We directly conclude by induction
hypothesis.

O

There are a finite number of solved statements other than of type 7. There exist only a finite
number of #; which can occur in statements of type 7 as they are in st ().

Hence it follows from Lemma 4.14 that for any fair saturation sequence, at some moment all
new statements of type 7 become redundant and therefore are not added to the knowledge base.
Therefore any fair saturation sequence only contains a finite number of solved statements.

We know that after some number n of saturation steps, no more solved deduction statements
are added to the knowledge base. We now show that a finite number of unsolved statements are
added after this stage. Indeed, after n iterations, as no more solved statements are added to the
knowledge base, the only types of statements potentially added are 13 and 14. The antecedents of
these statements contain only ground terms or variables. By solving one of the ground antecedents
the cardinality of the antecedents decreases ensuring termination.

We show that all equational statements are of the form (i(M, N) <= k(X1,t1),..., k(Xpg, tk)),

for some M, N where either t; € X or t; = C[sq,...,s] for some ground terms s; (1 < j <)
and for some context C' obtained by arbitrary nesting of contexts C1 = enc(, z,,), Co = dec(_, zp ),
C5 = pair(-, -) and C4 = _, where z, are variables.

This is true for the equational statements obtained by rule UNIFYING. When applying rule
E-SOLVING on an antecedent of the above type we consider the following cases:

e if we solve k(X;, ;) with a type 1 statement, we easily conclude;
o if we solve k(X;,t;) with a statement of type 2, 3, 4, 5, 6, the result is immediate;

o if we solve k(X;,t;) (where ¢; = C[s1,...,s]) with a type 7 statement (C'[ul, U] =

Var(C’)), we note that mgu(t;, C’'[ug, ..., u,;]) is such that variables are mapped to either

variables or ground terms. Therefore the property holds.
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Using again the measure
me((I(M, N) = k(X1,11), 0 KX ) ) = (Var(ia, oo t)l Ja] 4 Jt])

and the lexicographic order <. on pairs, we obtain that fy <. fi for all fo and f; as in rule
E-SoLvING.
O

4.7 Tool Support

With certain optimizations described below, our saturation algorithm runs in polynomial time for
subterm convergent equational theories, Ey a1, Eplind, and Eigecommit-

4.7.1 Optimizations

Optimization 4.1 (Deciding derivations in polynomial time)). To decide if k(R,t) € deriv(K |solved),
the recursive algorithm obtained immediately from the deriv rules is not polynomial. However,
by using memoization, its complexity becomes polynomial. Using the same trick, we can compute
a recipe R such that k(R,t) € deriv(K|soed) in polynomial time, if we store R in DAG form.

Optimization 4.2 (Recipes in DAG form). Indeed, recipes might grow to an exponential size if
they are not stored in DAG form. Therefore, we require that the term R in (k(R, u) < A) and

the terms U and V in <k(U7 V)< A) are stored in DAG form.

Optimization 4.3 (Optimization to solve ground antecedents). Using different combinations of
solved statements to solve ground antecedents is unnecessary work. Therefore we consider that
the standard F-SOLVING and E-SOLVING rules are applied only when the antecedent being solved
contains at least one variable. To solve an antecedent of the form k(X t) when ¢ is ground, we use
the two rules described below. Again, as for @, we suppose that the choice of recipes N and M is
uniform.

F-SoLviNg’
fi= (k(M, 1) < k(XO,to),...,k(Xk,tk)>, Var(ty) = 0
k(N,to) € deriv(K|solved), Var(N)NVar(fi1) =0
(K, Klsolved) = K @ fo
where fo = (k(M{XO s N1 1) < k(X1,t), ... k(Xk,tk)).
E-Sorving’
fi= (i(U, V) < k(Y, s),k(Xl,tl),...,k(Xk,tk)) € Klsoned, Var(s) =0
k(M, s) € deriv(K|soned), Var(M)NVar(fi) =10
(K, Klsolved) = K U{fo})
where fo = (i(U{Y = M}, V{Y = M}) < (K(Xi,t) hisisk)-

Figure 4.3: Optimized saturation rules for solving ground antecedents

The soundness of this optimization is assured by Lemma 4.15 (whose proof is immediate)
whereas completeness is shown by proving Lemma 4.4 and Lemma 4.7 in the context of the new
saturation rules.

Lemma 4.15 (soundness of the two additional rules). Let ¢ be a frame and let K be a saturated
knowledge base such that every statement in K holds in @. Let fi and fy be two statements as in
rules F-SOLVING (resp. E-SOLVING’). If f1 holds in ¢ then fy holds in .
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Lemma 4.4. Let K be a saturated knowledge base and f = (i(U, V) < k(Xy,t1),..., k(Xk,tk))

be an equational statement in K. For any substitution o grounding for {ti,...,tx} such that
k(R., t;o) € deriv(K|soed) for some R for all1 < i <k, we have that k(R;,t;0) € deriv(K|soved)
for some R; for all 1 < i <k and Klsoned |E (UT, V1) where 7 = {X1 — Ry, ..., Xk — R}

Proof. By induction on Zle [t;o|. We distinguish two cases:
1. f is a solved equational statement. The proof is as before.

2. f is an unsolved equational statement. In such a case, there exists ¢; such that t; € X'. Let
us assume w.l.o.g. that j = 1. If ¢; is not ground, then the proof is as before.

If ¢; is ground and because K is saturated,
fo = (U 1X1 > MY, VIXy 1 MY) = K(Xa, ), . k(X 1) )

must be in K|slved by rule E-SOLVING’, where M is such that k(M, ) € deriv(K|solved)-

We can apply the induction hypothesis on the statement f; and the same substitution o to
obtain that there exist R; (i > 2) such that k(R;,t;0) € deriv(K|soned) and:

K'solved ’: I(U, V){Xl — M}{X2 — Rg, . ,Xk — Rk}
We chose Ry = M and we immediately obtain the conclusion.

O

Lemma 4.7. Let K be a saturated knowledge base. Let f = (k(R, t) < k(X1,t1),..., k(Xk,tk))

be a deduction statement such that K ® f = K. For any substitution o grounding for {t1,...,t;}
such that k(T!,t;0) € deriv(K|solved) for all 1 < i < k, we have that there exist Ry, ..., Ry and
W such that

o k(W,to) € deriv(K|soned), and k(R;,t;0) € deriv(K |soved) for all 1 <i < k;
° K'solved ): I(I/V, R{Xl — Rl, c. 7Xk — Rk})

Proof. By induction on Zle |t;o|. We distinguish two cases. If f is solved, the proof is as before.
If f is not solved, there exists j such that ¢; € X'. We assume w.l.o.g. that j = 1. If ¢; contains
at least one variable, the proof is as before.

Otherwise, if ¢; is ground and because K is saturated, rule F-SOLVING’ must have been applied
and therefore we can apply the induction hypothesis on

f2 = (K(R{X1 = N} 1) = k(Xo, t2), . k(X 1)} )

(where N is such that k(V,t1) € deriv(K|soved)) and on the same substitution o to obtain that
there exist R; (i > 2) and W such that

o k(W,to) € deriv(K|soned) and k(R;,t;0) € deriv(K |solved), for 2 <i < k
L] K|so|ved ': I(R{Xl — N}{XQ — RQ, .. .,Xk — Rk},W)

We choose R; = N and we immediately obtain our conclusion.
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4.7.2 Complexity

Theorem 4.2. Using the optimizations 4.3, 4.2 and 4.1 described above, and if ¢ is in normal
form, the saturation algorithm terminates in polynomial time for any subterm convergent equa-
tional theory, for Eidcommit, fOr Emal and for Epjing-

In the remaining, we consider an equational theory E that is either subterm convergent, or
E € {Emal, Eblinds Etdcommit }. We define the following set:

Q(p) :{(rcf«ttl,...,tk)}

for every rewrite rule [ — r, for every partial substitution o : Var(l) — steu(p) and for every
set of incomparable positions p1,...,pr € Pos(l) such that for every i (1 < i < k) we have that

ti = (llp,)o-

In order to prove Theorem 4.2, we need an additional lemma.

Lemma 4.16. Let ¢ be a frame and let K be such that Init(p) =* K. For any unsolved
deduction statement f € K we have that f € Q(yp).

Proof. First, note that an unsolved deduction statement obtained by applying NARROWING on a
solved statement satisfies this property. Now assume we have an unsolved deduction statement

f= (ra <= (l|p)o, .., (l|pk)a> € 9Q(¢) and assume one of its antecedents (I|,,)o is being solved.
Assume w.l.o.g. that i = 1.

o If ({|,,)o is ground, rule F-SOLVING’ must be applied. We therefore obtain a statement
F=(ro < U)o, U)o,

o If (I|,,)o is not ground, rule F-SOLVING is applied and |, is necessarily not a variable (by
the definition of o, it maps variables only to ground terms). Therefore [|,, is of the form
g(s1,...,s1) for some function symbol g € F. We distinguish three cases:

— If the antecedent is solved using a deduction statement whose projection is of the form
(t = ) for some t € stey(p), let o' = mgu((l|,,)o,t) and consider 7 = oo’. By rule
F-SOLVING, the antecedent ({|,, ) will simply be removed.

— If the antecedent is solved using a statement whose projection is (g(xl, T =
T1y... ,xl>, then the antecedent (I|,,)o will be replaced by antecedents (I,,.;)o, for
1<j<i

— If the antecedent is solved using a “special” statement (sign(t,x) = x) (with ¢ €
steai(9)), (enc(e,t) < o) (witht € ste()), (tdcommit(ty, ta, ts) < ) (withtr, s, ts €

Stest(0)) or (f(tl7 o, t3,x) < x) (with t1,t0,t3 € stes(p)), we obtain by a case-by-case
analysis that the property is satisfied by the resulting statement.

O
Now, we are able to prove Theorem 4.2

Proof. (of Theorem 4.2)

We first show that any knowledge base contains a polynomial number of deduction state-
ments. Indeed, there are a polynomial number of solved deduction statements. Furthermore, from
Lemma 4.11, Lemma 4.10, Lemma 4.9 and Lemma 4.8, we can deduce that the term in the head
of each such solved deduction statement has polynomial size. As each NARROWING rule is applied
at most once for each rewrite rule and each position of the term in the head of a solved deduction
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statement, applying rule NARROWING yields a polynomial number of unsolved deduction state-
ments. We also know, thanks to Lemma 4.16, that for any frame ¢ (in normal form), for any
knowledge base K reachable from Init(y), and for any unsolved statement f € K, we have that

feQly).

We consider the two following orders:

e the order <, defined on sets of positions as follows:

{po,--- pe} <p{a@, - ak,p1,---,pe} iff 1,...,qr are incomparable positions and py is a
prefix of ¢; (1 <14 <k).

e the order <; defined on deduction statements whose projection are in Q(¢):

fo <y fiiff either ¢ <k or £ =k and {p1,...,px} <p {P1...., 0/}

where fy = (k(R,ra) “= k(Xl,l|plor),...,k(Xk,l\pk)>, and where f; = (k(R’,ra’) =
K(X1, Uy '), k(X Uy ) ).

As < does not depend on the frame, all strictly decreasing sequences of deduction statements
have at most a constant size. Also note that if f; and fy are as in rule F-SOLVING or F-SOLVING’,
we have that fy < fi.

There is at most a polynomial number of choices to be made when solving each deduction
statement (which antecedent, which solved deduction statement). As the resulting statements will
be smaller (according to <y) than the initial statement, and as any such sequence has at most a
constant length, an unsolved statement will generated at most a polynomial number of statements.

We now show that each deduction statement has at most a polynomial size if the recipes
are stored in DAG form. This is obviously true of the initial statements. The other recipes are
obtained from the initial recipes by applying a polynomial number of substitutions whose size is
polynomially bounded. Therefore all recipes have polynomial size.

It remains to show that there are a polynomial number of equational statements. This is
true of the (necessarily solved) equational statements added during application of NARROWING
and F-SOLVING (via the @ operation). The other possibility to generate equational statements
is UNIFYING, which generates a polynomial number of (possible unsolved) equational statements.
All such unsolved equational statements have antecedents which are either ground or variables.
Therefore, each such unsolved equational statement will lead to at most a polynomial number of
other equational statements by applying rule E-SOLVING’.

O

4.8 Conclusion and Further Work

In this chapter, we have presented a procedure for checking static equivalence under convergent
term rewriting systems. The procedure terminates and is therefore an algorithm when the term
rewriting system implements one of the following (classes) of equational theories: subterm con-
vergent, blind signatures, trapdoor commitment schemes, homomorphic encryption.

A C++ implementation of the procedures described in this paper is provided in the KiSs
(Knowledge In Security protocols) tool [45].

The tool implements a partially fair saturation strategy and a uniform . The fairness em-
ployed by the tool is sufficient to decide the theory Epomo. Moreover the tool implements the
optimizations described in Section 4.7.1. This makes the procedure terminate in polynomial time
for subterm convergent equational theories, and the theories Epjing, Emal and Etgcommit-

The performances of the tool are comparable to the YAPA tool [20, 22] and on most examples
the tool terminates in less than a second. In [22] a family of contrived examples is presented
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to diminish the performance of YAPA, exploiting the statement that YAPA does not implement
DAG representations of terms and recipes, as opposed to KI1Ss. As expected, KiSs indeed performs
better on these examples.

Regarding termination, our procedure terminates on all examples of equational theories pre-
sented in [22]. In addition, our tool terminates on the theories E,ya and Eigcommit whereas YAPA
does not. In [22] a class of equational theories for which YAPA terminates is identified and it
is not known whether our procedure terminates. YAPA may also terminate on examples outside
this class. Hence the question whether termination of our procedures encompasses termination of
YAPA is still open.

As further work, it would be interesting to extend the range of equational theories handled
by the tool. In particular, associative-commutative function symbols should be handled in order
to model exclusive-or. Another direction for future work is to extend the technique in order to
handle the active case. This direction is taken in Chapter 5.
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Chapter 5

Automated Verification of Trace
Equivalence

5.1 Introduction

When security protocols are verified in a formal setting, the most usual security property that
is checked is secrecy of some data. To check secrecy of some value s, the security protocol is
modeled as a mathematical object P in some formalism such as the process algebra. Then, by
using automated methods, hand-made proofs, or a combination of the two, it is proven that either
the protocol preserves the secrecy of s in the chosen formalism, or we find an attack, i.e. a series
of intruder actions that lead to the discovery of s.

Secrecy is a trace property, in the sense that it is sufficient to analyze each trace of the protocol
in turn and check if the trace leaks s or not. Another important trace property is authentication,
which is usually modeled as an implication of the form:

Any time an event E takes place (e.g. a request for a money transfer has been sent to the
bank), it must be the case that a previous event E’ also took place (i.e. the credentials for
the bank account were sent to the bank).

There are by now a large number of theoretical results [64, 118, 43, 42, 41, 54, 8, 32| regarding
the automated verification of secrecy and authentication properties. Furthermore, a number of
automated tools [63, 12, 25, 82] are available to automatically check such properties.

However, while secrecy and authentication are certainly important, they are not sufficient,
in the sense that there exist security protocols of which we expect more. Many crucial security
properties can only be expressed in terms of indistinguishability (or equivalence).

In particular, it is usually important for electronic voting protocols to preserve vote privacy, in
the sense that an attacker (who might be one of the election organizers) should not be able to link
voters to their vote. Informally, we would like to say voting protocol satisfies vote privacy if an
attacker cannot find out how any given person voted. It turns out however that this requirement
is too strong: for example, in an election where there is unanimity, everyone knows how everyone
voted as soon as the result is announced.

Kremer, Delaune and Ryan propose another definition [72]. Let P{vq — X,vp +— Y} be an
instance of the voting protocol where voter A voted for some candidate X (modeled by the fact
that v4 = X) and where voter B voted for candidate Y. We can then say that the voting protocol
satisfies vote privacy if the attacker cannot distinguish this situation from the situation where A
and B swap their votes:

Plog— X,vp =Y} ay P{luog— Y,op — X}

Here the symbol ~; denotes an indistinguishability relation between processes, i.e. =2, identifies
processes which look the same to the intruder. In this thesis, we will assume that =, is trace

89
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equivalence, as it best models the capabilities of the standard Dolev-Yao attacker, which has
complete control of the network and no control whatsoever of the machines belonging to the
honest participants.

Other uses of indistinguishability include strong flavors of confidentiality [26]; resistance to
guessing attacks in password based protocols [19]; and anonymity properties in private authenti-
cation protocols [4], electronic voting [72, 17], vehicular networks [65, 66] and RFID protools [9, 31].
More generally, indistinguishability allows to model security by the means of ideal systems, which
are correct by construction [5, 70]. Indistinguishablity properties of cryptographic protocols are
naturally modeled by the means of observational and testing equivalences in cryptographic exten-
sions of process calculi, e.g., the spi-calculus [5] and the applied-pi calculus [3].

While we have a good number of tools [63, 12, 25, 82] for automated verification of trace
properties, the situation is different for indistinguishability properties. This chapter addresses
this situation by introducing a procedure for checking trace equivalence.

5.1.1 Related Work

In the case of a passive adversary, i.e. an adversary that only listens to messages on the network
but cannot modify them, deciding trace equivalence reduces to checking static equivalence. As
we have seen in the previous chapter, many decidability results have been obtained [2, 58, 13].
Exact [21, 51] and approximate [27] tools exist for a variety of cryptographic primitives.

The field of automated verification for equivalence properties is less well-developed. There
are a few theoretical results [97, 37, 59, 27, 121] and very few tools [25, 37] that can handle
equivalence properties. Undecidability of observational equivalence in the spi calculus, even for
the finite control fragment, was shown by Hiittel [97]. Current results [27] allow to approximate
observational equivalence for an unbounded number of sessions. However, this approximation does
not suffice to conclude for many applications, such as electronic voting protocols.

For the finite, replication-free, fragment of the spi calculus a decision result [97] and an au-
tomated tool [79] exist for checking observational equivalence, but only for a fixed, limited set of
cryptographic primitives. Symbolic bisimulations have also been devised for the spi [30, 29] and
applied pi calculus [73, 102] to avoid unbounded branching due to adversary inputs. However,
only [73] and [30] yield a decision procedure, but again only approximating observational equiva-
lence. The results of [73] have been further refined to show a decision procedure on a restricted
class of simple processes [59]. In particular they rely on a procedure deciding the equivalence
of constraint systems, introduced by Baudet [19], for the special case of verifying the existence
of guessing attacks. Baudet’s procedure allows arbitrary cryptographic primitives that can be
modeled as a subterm convergent rewrite systems. An alternate procedure achieving the same
goal was proposed by Chevalier and Rusinowitch [44]. However, both procedures are highly non-
deterministic and do not yield a reasonable algorithm which could be implemented. Therefore,
Cheval et al. [37, 38] have designed a new procedure and a prototype tool to decide the equivalence
of constraint systems, but only for a fixed set of primitives. In particular, [37] decides equivalence
of two symbolic traces and an implementation is available. In [38], the same authors extend [37]
to handle equivalence between nondeterminate processes with else branches, but the resulting al-
gorithm is not (yet) implemented and is limited by the fact that it cannot treat cryptographic
primitives appearing in electronic voting protocols.

Techniques based on Horn clauses have been extensively used, e.g. by Blanchet [25], Weiden-
bach [123] and Goubault [89], in the case of an unbounded number of sessions. However, all these
approaches allow false attacks. In the case of confidentiality properties, precise encodings (with-
out false attacks) into Horn clauses have been proposed and implemented in [6]. However, the
encoding is for a fixed set of cryptographic primitives, it does not take into account that processes
may block (due to a test failing) and it works only for trace properties. Another approach [74]
based on resolution of clauses with rigid variables was proposed to solve reachability properties
while avoiding false attacks.



5.2. PROCESS ALGEBRA 91

5.1.2 Contribution

In this chapter we introduce an automated method for proving trace equivalence for a crypto-
graphic process algebra without replication and without else branches where messages are modeled
as terms equipped with an equational theory, similar to the applied pi calculus [3]. We define our
process algebra in Section 5.2. Our approach is based on modeling traces as Horn clauses and can
be seen as an extension of the procedure presented in Chapter 4. We give an informal overview
of the procedure and we present the main difficulties in modeling traces as sets of Horn clauses in
Section 5.3.

In Section 5.4, we formalize the modeling of traces into Horn clauses and in Section 5.5,
we formally describe the saturation procedure applied to the set of Horn clauses. The goal of
the saturation procedure is to produce a set of Horn clauses which make it easy to check trace
equivalence. It is correct for arbitrary cryptographic primitives that have the strong finite variant
property. We prove this by showing soundness (Section 5.6) and completeness (Section 5.7) of
the saturation procedure. Due to the highly complex form of Horn clauses appearing during
saturation, we were not able to prove that saturation always terminates. We conjecture that it
always terminates when the rewrite system is subterm convergent.

In Section 5.5.3 we show how to decide coarse trace equivalence from the saturated sets of Horn
clauses for the class of determinate processes. For this class of processes, we show (Section 5.2.3)
that coarse trace equivalence coincides with trace equivalence. Furthermore, we know that for
determinate processes, trace equivalence is the same as observational equivalence [59]. The proof
that the algorithm given in Section 5.5.3 for deciding coarse trace equivalence for determinate
processes is correct is given in Section 5.8. To overcome the limitation of determinate processes,
we suggest a proof method in Section 5.9 for showing trace equivalence for processes which are not
known to be determinate. Using this proof method, we give an automated proof of vote privacy
for the electronic voting protocol FOO in Section 5.9.3.

We have implemented the saturation procedure and the trace equivalence checking algorithm
in the tool AKISs [46]. We describe our implementation in Section 5.9. We conclude and present
directions for further work in Section 5.10. This chapter is based on an article that has been
published in [35].

5.2 Process Algebra

In order to formally assess the security of cryptographic protocols, it is necessary to model the
protocols and the expected security properties as mathematical objects. Cryptographic process
calculi [5, 3] are a formalism derived from generic process calculi [108] that are designed specifically
for modelling cryptographic protocols. In this thesis, we introduce a version of the applied pi
calculus [3] that is particularly ammenable to automated analysis and to composability issues
discussed in this thesis. Recall that we have fixed a first-order signature F, a set N of private
names, a set M of public names, a set C of public channels, and a set YW of parameters. Processes
are built from atomic building blocks that we call actions:

5.2.1 Actions

Definition 5.1. An action a is a term in T'(F U {receive, send, ;},C,N,M,X) of one of the
following types:

a = receive(c,x) (receive action) or
a = send(c,t) (send action) or
a = s < t] (test action)

where receive, send, ;Q’ F are fresh function symbols of arity 2, where ¢ € C is a public channel
and where s,t € T(F,N, M, X). The function symbol Z is used with infix syntax for clarity:
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s =t is the same as — (s,t). The square brackets around the s ~ t action are just for presentation
reasons and are not part of the action.

The action receive(c, z) intuitively denotes the fact that a message is expected on channel c.
When a message is received, it is bound to the variable x. The action send(c,t) represents an

agent that sends out a message ¢ on the cannel ¢. The action [s < t] blocks if the terms s and ¢
represent different messages and executes successfully otherwise.

5.2.2 Traces

During a protocol run, actions are performed concurrently by the agents running the protocol.
Definition 5.2. A trace T is a finite sequence of actions T' = aj.as. . ... Ay,

Intuitively, T' = ay.as. . ... a, represents an agent which first performs the action aq, then as,
etc. As usual, a receive action a; = receive(c, x) acts as a binding construct for the variable x in
the rest of the trace a;11,...,a,. We assume the usual definitions of free and bound variables for
traces. We also identify traces which are equivalent up to a-renaming of bound variables.

If T is a trace with free variables 1, ..., z,, we write T'(z1,...,2,) instead of T. As is usual,
T(my,...,my) will then represent the trace T" where the terms my,...,m, are substituted for
variables x1,...,x, such that variable-capturing is avoided.

Ezample 5.1. Let ¢ be a public channel name, let k& € N be a private name representing a
key and let
T(x) = send(c, enc(z, k)).send(c, k).

The trace T'(x) can represent the sequence of actions performed by a voter that wishes to
vote x.

Semantics of traces

As is usual in security protocol analysis, we assume that all interactions between participants
are mediated by the attacker. Therefore, whenever a participant is ready to send a message
on a public channel, the attacker will be the one receiving the message, thereby increasing its
knowledge. Similarly, every time an agent is ready to input a message from a public channel, it is
the attacker that provides this message; the attacker will build it from its previous knowledge.
This fact is modeled in the operational semantics of a trace. A trace executes in the presence of
a frame representing the messages that have already been exchanged on the network. If the term
I € {receive(c,r),send(c), test} is over the signature FW{receive, send, test} (with ¢ € C being

a channel name and r € T(F, W U M) being a recipe), the relation KN F,e denotes one execution
step, and is defined as follows:

phret

) receive(c,r)

RECEIVE

(receive(c,z).T, ¢ e (T{x —t}, )

SEND ) send(c)

(send(c,t).T, ¢ 7.E (T, 0 U{wipom(p)+1 + t})

s=gt
TEST

([S ; t]'T7 (»0) ﬂ>./"-',E (Tv (P)

When the signature F or the equational theory E are clear from context, we can drop them

. Lol . l
from the subscript and write —, —g or —r instead of — £ .
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The labels on the “—z g” arrow denote intuitively the actions performed by the attacker. If
the trace expects a message on channel ¢, the intruder will construct using recipe r a term ¢ from
the terms currently known to the intruder (the terms in ¢). Then the receive action is executed,
the variable to which the message is bound being replaced in the rest of the trace by the message
itself. The intruder knowledge does not increase and therefore no new term is added to the frame
®.

If the trace performs a send action, the message being sent goes to the intruder and is therefore
added to the frame, modeling the fact that the intruder knowledge has grown. If the trace performs
a test action, the test must be successful in order for the trace to continue. No new message is

o . o lyendn
added to the frame in this case. If the test is not successful, the trace blocks. We write ——"5 r ¢

! l I : . . .
for = re-27E ... = r (where juxtaposition denotes composition of relations).

Ezample 5.2. Continuing the previous example (T'(x) = send(c, enc(x, k)).send(c, k)), we

have that o ©
send(c),send(c
(T'(yes),0) —————— (0,¢)

where 0 denotes the empty trace (with 0 actions) and where ¢ = {wy — enc(yes, k), wa

k}.

As send and receive actions are mediated by the intruder, they are wvisible to the intruder.
However, test actions test are internal to the trace and are not visible to the intruder. As is usual
in process calculi, we define a weak semantics to account for the lack of visibility by the intruder
of test actions. In this semantics test actions can be performed spontaneously or skipped. This

weak semantics is defined by the relation =-. We shall write (T, ¢) EN (T7,¢) if

test™,l test”
_—

1. (T, ) (T',¢") when [ # test and

2. (T,¢) LN (T",¢") when [ = test,

where test™ denotes an arbitrary number of test actions.

5.2.3 Processes

Traces describe actions executing sequentially in a protocol. However, in a security protocol, a
different sequences of actions might be performed depending on the choices of agents and of the
intruder. To represent this, we define processes to consist of any number of traces.

Definition 5.3. A process P is a set (possibly infinite) of traces.

The set of bound variables (resp. the set of free variables) of a process is the union of the sets
of bound variables (resp. free variables) of all traces in the process. We identify processes which
are equal up to a-renaming of bound variables. If {x;,...,2,} is the set of free variables of a
process P, we write P(z1,...,x,) instead of P. In this case P(my,...,m,) denotes the process
P where the free variables x1,...,x, are replaced by the corresponding terms mq,...,m, in a
variable-capture avoiding way. We identify singleton processes (consisting of a single trace) with
the trace itself.

We write (P, 0) LIEEUN (T, ) (resp. (P,0) LN (T, )) if there exists S € P such that

Uyl liyely
(5,0) === (T, ) (vesp. (S,0) === (T, ¢)).
Therefore, a process behaves as any one of its traces. This definition is non-standard, in the

sense that cryptographic process calculi usual contain a parallel operator “|” (P | @Q denoting two
processes executing concurrently), a non-deterministic operator “4+” (P + @ denoting a process
which executes either as P or as )) and a replication operator “!” (1P denoting the process that

executes as an infinite number of copies of P in parallel).
However it is easy to see that any process defined using the parallel composition operator, the
non-deterministic choice operator and the replication operator is trace equivalent to a process in
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our calculus (obtained by considering all possible interleavings of actions for each of the operators).
Therefore, from a theoretical point of view, this choice of representation of processes is not a
restriction, as illustrated by the following example:

Ezample 5.3. We consider a toy voting protocol where each agent sends the vote (either
'yes’ or 'no’), encrypted with a previously distributed key & on a public channel. We assume
without modeling this that a trusted authority will then collect all votes, decrypt them and
announce the result.

We consider the trace S = send(c,enc(yes, k)).send(c, k) run by an agent voting ’yes’
and then accidently (or maliciously) sending the key k on the network. The trace T =
send(c, enc(no, k)) is that of an agent voting 'no’. Then the following process

P = { send(c,enc(yes, k)).send(c, k).send(c, enc(no, k)),
send(c, enc(yes, k)).send(c, enc(no, k)).send(c, k),
send(c, enc(no, k)).send(c, enc(yes, k)).send(c, k)

}

consisting of three traces represents all possible concurrent runs of S and 7' running in
parallel.

However, in practice, the representation of a process as a collection of traces might be exponen-
tially larger than a representation using the usual operators. We choose to work with a collection
of traces since the procedure that we describe in this chapter is easier to state on traces. However,
we note that before applying this procedure to a security protocol, an exponential blow-up could
occur due to the change in representation.

Determinate processes

An important class of processes is the class of determinate processes. The class of determinate
processes was first introduced by Engelfriet [81] for the m-calculus [108]. He showed that trace
equivalence coincides with observational equivalence for this class of processes. Cortier and De-
laune [59] extended the result of Engelfriet to the applied m-calculus [3]. As the core of our pro-
cedure shows trace equivalence for determinate process, we need to formally define determinate
processes for our calculus.

Definition 5.4. A process P is determinate if whenever (P, () LUELN (T, ) and (P,0) LEELN
(T",¢') then ¢ =~ ¢'.

Intuitively this means that whenever the intruder performs a sequence of visible actions, its
knowledge is completely determined up to static equivalence by the sequence of actions that it
performed. The following is immediate from the definition.

Proposition 5.1. A trace (i.e. a process consisting of a single trace) is determinate.

5.2.4 Trace Equivalence

Security properties such as vote privacy can be defined in terms of equivalences between processes.
We recall the standard definition of trace equivalence.

Definition 5.5 (Trace equivalence). A process P is said to be trace-included in a process Q
ll,...,ln l17---7ln

(written P C; Q) if whenever (P,0) === (T, ) there exist T”,¢’ such that (Q,0) ===
(T, ¢") and ¢ =, ¢’. Two processes P and @ are trace-equivalent (written P ~; Q) if P C; @
and Q C; P.
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Coarse Trace Equivalence and Determinate Processes

We now introduce an equivalence between processes that we call coarse trace equivalence and
that is in general weaker than trace equivalence: two processes which are in trace equivalence
are necessarily in coarse trace equivalence but not vice-versa. The reason for introducing this
equivalence is that it is easier to reason about. Furthermore, we show here that the two notions
of equivalence coincide for determinate processes.

Definition 5.6. Given two processes P and @), we say that P is coarse trace included in Q) (and we
write P C, Q) if whenever (P, () LIELN (T, ) there exist 17", ¢’ such that (Q,0) LUELN (T, ¢")
and ¢ C; . We say that P is coarse trace equivalent to P (and we write P =, Q) if P C, @ and

QL. P.

It is easy to see from the above definition that P ~; @ implies P ~. @) for any processes P
and ). The following example show that the reverse implication is not always true.

Example 5.4. Let a,b € N be private names, let ¢ € C be a public channel and let
P = {send(c,a).send(c,a)}, Q@ = {send(c,a).send(c, a),send(c, a).send(c, b)}.

Clearly P C. Q. Observe also that @ C. P. This is because {w; — a,wy — b} Cg {wy —
a,wy — a}. Thus, P ~. Q. But P #; Q.

The following theorem shows that the reverse implication is true if P and @) are determinate.

Theorem 5.1. .
If P and Q are determinate processes then P ~; Q iff P ~. Q.

Proof. Let P and @ be determinate processes.

(=) Follows immediately from definition of ~; and ..

(<) We need to show that that P =, @ implies P ~; (). We proceed by contradiction. Suppose
that P ~. @ and P #; Q). We suppose P [Z; @) (the case of Q Z; P being symmetric). As

l1,-5ln

P IZ; Q we have that there exist l1,...,1,, T, ¢, such that (P,0) == (T, ¢) and

1. either there exist no ¢’, 7" such that (Q,0) LIHEUN (T, ¢),

I, 5ln

2. or for all ¢/, T such that (Q,0) === (1", ¢’) we have that ¢ %, ¢'.

In the first case, P %. @, contradicting our hypothesis. In the second case, as ¢ %, ', there

exist 7,7’ such that (r = ’")¢ and (r # )¢’ (or vice-versa, the other case is symmetric).
. [T

As P C. @, we have that there exist 7", ¢ such that (Q, () === (T",¢") and ¢ T, ¢".

Hence, we have (r = r')¢”. As @ is determinate, we have that ¢’ ~, ¢”. This yields a

contradiction, as (r # r')¢’ and (r = r’)¢” would imply ¢’ %, .

5.3 Overview and Difficulties

Having already presented in Chapter 4 a successful procedure for static equivalence, we can try
to extend it to handle trace equivalence. Unfortunately, a number of difficulties arise due to the
active nature of the intruder.
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5.3.1 Horn Clause Modeling

The most natural extension is to define an initial knowledge base for a symbolic trace. As in the
previous chapter, the initial knowledge will be a Horn theory containing Horn clauses that we call
statements. Such a knowledge base would contain the “context” statements which model that the
intruder can apply function symbols to known terms. It would also contain statements modeling
that the intruder knows all public names.

In addition to those statements, an initial knowledge base for a symbolic trace should also
contain statements which model that if the intruder is able to provide inputs that pass the tests
in the process, then whatever the process outputs enters the intruder knowledge. For example,
consider the symbolic trace

P = send(c,enc(a, k)).receive(c, z).send(c, dec(z, k))

where a and k are private names and ¢ € C is a public channel. We could model this symbolic
trace by the Horn clauses

k(wy,enc(a, k))

k(ws,dec(z, k)) < k(X, x),

where the k predicate is similar to the k predicate using for static equivalence in Chapter 4: the
fact k(R,t) intuitively states that R can be used by the intruder as a recipe for t.

The first clause states that the intruder knows the encryption of a with k (as it is the first
message sent by the process). The second clause models that if the intruder can construct a
message x, then the second output of the trace (the parameter w2) is a recipe for the decryption
of = with the private name k. This allows us to conclude that a is not secret, since k(ws,a)
can be derived by instantiating k(X,z) with k(wi,enc(a,k)) in the second Horn clause above.
Unfortunately, this modeling is not accurate. Consider the following trace:

T = send(c,enc(a,k)).send(c,enc(a’, k)).receive(c, x).send(c, dec(z, k)).

receive(c,y).[y = pair(a,a’)].send(c, s).0

where a,d’,k,s € N are private names and c is a public channel. This trace first outputs the
encryption of a and respectively a’ with the key k and then offers to make one decryption with
the key k. The intruder can therefore choose to get either the private name a or the private name
a’, but not both. After the decryption, the trace verifies if the intruder is able to provide a pair
containing both a and a’ and, if so, outputs the private name s. The above trace would be modeled
as the following set of Horn clauses:

k(wy,enc(a, k))

k(ws, enc(a’, k))

k(ws, dec(z, k)) < k(X, x)

k(wy, s) < k(X,x),k(Y,y),y = pair(a,a’)).

The above set of Horn clauses, combined with the context statement that allows the intruder
to construct pairs of known terms, allows to derive the fact k(wg,s). This is clearly not sound,
since the protocol does not reveal s. The problem in the above modeling is that the protocol
allows the intruder to decrypt ezactly one message with the key k, while the Horn clauses allow
the intruder to decrypt any number of such messages.

To solve this issue, we annotate the intruder knowledge predicate with additional parameters to
take into account the entire history of interactions with the protocol. We write the new arguments
as a subscript of k. To illustrate this, consider again the symbolic trace

P = send(c, enc(a, k)).receive(c, x).send(c, dec(z, k))

where a and k are private names and ¢ € C is a public channel. We will model this trace using
the following Horn clauses

ksend(c) (wlv enc(a, k))
ksend(c),receive(c,m),send(c) (w2a dec(x, k)) = ksend(c) (Xa JI)
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The first Horn clause now states that after one send action on channel ¢, the parameter w;
points to the encryption of a with k. The second Horn clause states that if the intruder can
construct a message x after one send action of the protocol, then after one send action, one
receive action where x (the same x as before) is being input by the trace and another send action,
the parameter ws points to the decryption of x with k. The fact that a is revealed is still modeled
by the Horn clauses since Ksend(c),receive(c,enc(a,k)),send(c) (W2, @) is derivable. Furthermore, we now
avoid the accuracy problems. Consider again the trace

T = send(c enc(a,k)).send(c,enc(a’, k)).receive(c,z).send(c, dec(zx, k)).

receive(c,y).[y < pair(a, a’)].send(c, 5).0

where a,a’, k,s € N are private names and ¢ is a public channel. Using the new encoding, the
above trace is modeled as the following set of Horn clauses:

ksend(c) (w1> enc(a, k))
ksend(c),send(c) (w2a enc(a’, k))
ksend(c),Send(c),receive(c@),send(c) (11)3, dec(m, k)) <= ksend(c),send(c) (X7 1‘)
ksend(c),send(c),receive(c,z),send(c),receive(c,y),send(c) (w4a 5) <~
ksend(c),send(c) (X7 .’E), ksend(c),send(c),receive(c,.’c),send(c) (K y); Y=k pair(aa a/))'

With the new encoding, we have that ksend(c),send(c),receive(c,enc(a,k)),send(c) (W3, @) is derivable
and also that Ksend(c),send(c),receive(c,enc(a’,k)).send(c) (W3, a’) is derivable. However, there exists no
history H and no recipe R such that kg (R, pair(a, a’)) is derivable. We are assuming of course that
context statements only allow to apply contexts over terms that can be obtained by the intruder
using the same history. For example, the context statements modeling the fact that the intruder
can pair up know terms should now be

kW(pair(X7 Y>7 pair($7 y)) ~ kW(Xa l‘)7 kW(K y)7

where W is a variable that matches the history and X, Y, x,y are regular variables.

A similar encoding was proposed for verifying secrecy properties [6] for a specific intruder
theory. However, that encoding is not completely accurate as it does not take into account the
fact that processes might block. Our encoding into Horn clauses is a full abstraction of the
respective symbolic trace.

5.3.2 Getting Rid of Equational Antecedents

In the body of the Horn clauses above, we have introduced additional constraints of the form u =g
v for some terms u, v. These antecedents appear because the process is performing some test [u -
v]. Fortunately, there is an easy way to get rid of these antecedents by using complete set of unifiers.
A complete set of unifiers modulo E of the terms u and v provides a finite symbolic representation
of all instantiations of u and v which render the two terms equal modulo E. Therefore, we will
simply replace a Horn clause of the form

C = (H<:Bl,...,Bmu=EV)

with a set of Horn clauses

o = ((H¢Bl,...,3n)al)
Cp = ((H<:Bl,...,Bn)ak).
whenever o1, ...,0y is a complete set of unifiers of v and v. Such a complete set of unifiers can

be effectively computed using the procedure developed in Section 3.6 for any equational theory
having the strong finite variant property. By the results in Chapter 3 all convergent optimally
reducing equational theories have the strong finite variant property.
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5.3.3 Termination

The goal of the saturation procedure is to produce by resolution a set of solved statements which
is “equivalent” in some sense to the set of initial statements such that trace equivalence is easy
to check from the solved set of statements. Unfortunately, if we naively extend the saturation
procedure from Chapter 4, the saturation process will not terminate even in simple cases. We
illustrate non-termination of saturation bellow. We consider the following subterm convergent
rewrite system

R={f(f(z)) = f(2)}

and the symbolic trace
S = receive(c, z).send(c, f(x)).

We have that the Horn clause

kreceive(c,z),send (wh f(il?)) <= k(X7 {E)

is in the initial knowledge base of the symbolic trace. The fact that k(X,z) does not have any
subscript indicates that the intruder must construct = using recipe X before any interaction with
the process, i.e. in the empty history.

As an instantiation of f(x) might not be in normal form (depending on the value of ), there is
a chance to perform a narrowing step on this clause using the (fresh) rewrite rule f(f(y)) — f(y).
We would obtain the clause

kreceive(c,f(y)),send (w17 f(y)) = k(X7 f(y>)

The antecedent in the body of this Horn clause can be solved using a context fact and we
would obtain the statement

kreceive(c,f(y)),send(wla f(y)) <~ k(Xa y)

Unfortunately, at this point we can perform another narrowing step of f(y) with the (fresh)
rewrite rule f(f(z)) — f(z). As this would continue forever, the saturation procedure would have
no chance to stop. Fortunately, there is a way to “precompute” all possible normal forms of the
term f(x) using the strong finite variant property described in Chapter 3 and therefore not have
to apply narrowing steps on the fly. In the initial knowledge base, we will basically replace Horn
clauses of the form

C = (kH(R,t) . Bl,...,Bn)

by a set of clauses

C1 = ((kH(R, t))oil < Bioil, ..., BnUI\L)
Co = ((kn(R)owl < Biowl,..., Buowl).
whenever o1, ...,0} is a strongly complete set of variants of ¢. This replacement allows us to get

rid of the equational theory entirely during the saturation process; as an immediate consequence
it also fixes the non-termination problem in the above example.

5.3.4 Canonical Forms and the Reachability Predicate

A key ingredient of our procedure for deciding static equivalence were the canonical forms of the
statements. The canonicalization rule RENAME allowed us to “collapse” two recipe variables when
the recipes pointed to the same term:

(K(R.1) = k(X1 20), . k(Xg k) {i7} C {10} j#iandz; =

(k(R{XZ — Xj},t) <~ k(Xl,.’L‘l), ey k(Xi,h mi,l), k(Xi+1’:L'i+1)7 ceey k(Xk7.’17k))

RENAME
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In the presence of the history arguments, things get more complicated. We could adapt the
rule RENAME to behave as follows:

(kH(R7t) <~ kHl(X1,$1)7.. .y ka(Xk,(Ek>> {Z,]} - {1,. .. ,n} J 7’5 i and Tj = T;

(ki (R{XG = X1, 8) = Ky (Xt,0), Kty (X1, 1), Kt (X, @), i (X ) )

In all of the statements in any knowledge base, all history sequences Hi, ..., H in the body
of the clause are prefixes of the history H in the head of the clause and therefore H; and H; are
one prefix of the other. If the two histories involved in the above canonicalization rule are equal
(H; = Hj), then there is no problem with the above rule. However, if one is a strict prefix of the
other, we have to choose if we eliminate the ith or the jth antecedent (and therefore rename X;
to X; or vice-versa). Assume w.l.o.g. that H; is a strict prefix of H;.

1. If we eliminate the 7th antecedent we risk to lose completeness due to the fact that we cannot
prove that f/ implies f (where f’ is obtained from f by the above rule).

2. Vice-versa, eliminating the jth antecedent is not sound (f does not imply f’), since a recipe
which is valid after running history H; is not valid after running history H; if the trace
blocks sometime between H; and H;.

We chose to solve this problem by adopting a “soft” semantics for the k predicate: kg (R,t)
intuitively denotes that if a trace can successfully execute throughout history H, then R is a recipe
for t. If H cannot be executed (due to the fact that the trace blocks), then there is no guarantee.
This semantics of the k predicate makes the second option above sound. As a consequence of the
use of the “soft” semantics of k, we introduce a new predicate ry (taking as arguments only the
history), which denotes that the trace will successfully execute all commands in H. The initial
knowledge base contains Horn clauses which state that rz holds whenever all the tests in H hold
and the intruder can provide recipes for the inputs appearing in H. The fact that the tests in H
hold is modeled by applying complete sets of unifiers as previously described and the fact that
the intruder has to provide recipes for the inputs appearing in H is modeled by the antecedents
of the Horn clauses.

5.3.5 Identities and Reachable Identities

The intruder identity predicate i is, as expected, also decorated with history arguments. By
symmetry with the “knows” predicate, it enjoys the “soft” semantics: iy (R, R') intuitively denotes
that if the trace can execute the commands in the history H, then R and R’ will be recipes for
the same term. In order to verify equivalence of two traces, we need however reachable identities.

We will therefore also use a predicate rig (R, R') which intuitively states that H is executable
and R and R’ are recipes for the same term after execution of H:

rig (R, R') is logically equivalent to ry Aig (R, R).

After saturation takes place, the algorithm for checking trace equivalence will verify that all
reachable identities in solved statements hold of the other trace and vice-versa.

We have briefly surveyed the difficulties associated with adapting our procedure to an active
intruder. We have also informally presented the workarounds that we propose to circumvent these
difficulties. We now proceed to fully formalize the intuitions given above, describe the main steps
of our saturation procedure and prove that the new saturation procedure is sound and complete.

5.4 Modeling Traces as Horn Clauses

As we have already announced, the new saturation procedure will make use of four predicates.
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5.4.1 Predicates and Semantics.

The intruder knowledge predicate k;,, ., (R,t) intuitively denotes that if the trace executed ac-
tions l1,...,l,, then R is a recipe for ¢ in the resulting frame. The intruder identity predicate
ity,....1, (R, R') intuitively denotes that if the trace executed actions ly,...,l,, then R and R are
recipes for the same term in the resulting frame.

The intruder reachability predicate r;, . ;, denotes that the trace can indeed execute actions
l1,...,l,. The intruder reachable identity predicate rij, (R, R’) is intuitively a conjunction
of the intruder identity predicate ij, .. ;, (R, R’) and the intruder reachability predicate r;, ;. :
riz,,...1, (R, R') intuitively states that the actions [y, ...,l, can be executed by the trace and that
after the execution R and R’ are recipes for the same term in the resulting frame.

The predicates and their semantics are given in Figure 5.1. In formulas we also allow the usual
logical connectives and existential and universal quantification of variables with the expected
semantics. Formulas are interpreted over a symbolic trace T, a frame ¢ and a valuation o.

When a formula f is ground we simply write (T, ¢) |= f to denote that this formula holds for
(T, ). If moreover, Dom(p) = @ we simply write T |= f for (T, ) = f.

Predicates :

oyl (Reachability predicate)
kiy,...1. (R, 1) (intruder Knowledge predicate)
it,...1.(R,R)  (Identity predicate)

ri,,...1. (R, R") (reachable identity predicate)

Semantics:

. Ly L Ly,
(T, 0) = rey,...00 if (T, 0) == (T1, 1) == .. == (T, )
such that ¢; 7R Lipi— for all 1 < 1<n

(T, ¢0) E key.ts(R) i when (T, o) =5 (T1, 1) =2 ... 225 (T, )
such that ¢; =g L;p;—; for all 1<i<n
then ¢, F ¢
(T,0) Eiey,...0;(R,R")  if there exists ¢ s.t.
(T, 00,) = k..., (R, 1) and
(T, 00,) = ke s (R, 1)
( 500) ': ”41 ----- (R R/) if (T 9007) ): Fey,....0; and (Ta ‘va) ': ill ----- L; (R’ R/)

Figure 5.1: Semantics of predicates (for ground terms R, R’,t)

Ezample 5.5. Throughout this chapter, we will consider as a running example the following
traces

?

T = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, z).[x = enc(dec(z, k), k)].send(c, ok)

nc(a, k)].send(c, ok)

S1 = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, x).[x
[ c(a’, k)].send(c, ok)

2o
Sy = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, z). Zen
where a,a’, k' € N are private names, where ok € M is a public name and where ¢ € C
is a public channel. We will also assume that we are using the classical Dolev-Yao term

rewriting system R = {dec(enc(z,y),y) — x}. In the trace T', the test [ L enc(dec(z, k), k)]
is a trick in order to test if x is an encryption with the key k. If x is of the form enc(¢, k)
for some term t, the test will succeed; otherwise it will fail.

We have that the formulas kgena(c) (w1, enc(a, k)) and keend(c),send(c) (W2, enc(a’, k)) are true
in all three traces (equipped with the empty frame). We also have that the formula

isend((:) ,send(c),receive(enc(a,k)),test,send(c) (U)g, Ok)
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is true of all three traces (equipped with the empty frame): for 7" and S; the history is
executable and the third output is the public name ok, while for the third trace the history
is not executable and the i predicate holds for any recipes, including ws and ok. The
formula lsend(c),send(c),receive(enc(a,k)),test,send(c) is true of T" and 5y (equipped with the
empty frame), but not of Sy (equipped with the empty frame). The formula

MNsend(c),send(c),receive(enc(a,k)),test,send(c) (’U)g, Ok)

is true of T" and S7 (equipped with the empty frame), but not of Sy (equipped with the
empty frame). The formula k(w1, k) (with an empty sequence of history arguments) is true
in the traces T, S1,S2 equipped with the frame ¢ = {w; — k}.

Statements. We now define a class of Horn clauses that we call statements and which are
extensively used throughout this chapter.

Definition 5.7. A statement is a Horn clause of the form H < By, ..., B, where:

1. He {rll,...,lkvkll lk(r’t)’ill

.....

()i ()} and

.....

2. Bi=kiy,..1;, (Xi, ;) (1 <i<n)

for some terms ly,...lk,t1,...,t, such that j; < k (1 < i < n) and for some distinct variables
Xi,...,X, € X. Moreover, if H =k;, ., (R,t) for some term ¢, then Var(t) C Var(t,...,tn).

We implicitly assume that in a Horn clause all variables are universally quantified. Hence, all
statements are closed formulas. The goal of the saturation procedure is to go from a set of initial
statements to a set of solved statements which is equivalent to the initial set of statements.

;. (Xi, ;) for some variable

.....

x; € X.

Working with a set of solved statements will make checking trace equivalence easier.

Ezample 5.6. For the trace T in our running example, we have that the following statements
hold in T (equipped with the empty frame):

ksend(c) (w1, enc(a, k)) <=

Ksend(c),send(c),receive(enc(x,k)) test,send(c) (W3, 0k) <= Ksend(c) send(c) (X, enc(z, k))
Ksend(c),send(c),receive(x),test,send(c) (0K, 0k) <=

isend (c),send(c),receive(enc(z, k), test,send () (W3, 0k) <= Ksend(c),send(c) (X, enc(z, k))
I'send(c),send(c),receive(enc(a,k)), test,send(c) <

Ksend(c),send(c),receive(z),test,send(c) (€nc(X, Y), enc(z,y)) <

ksend(c),send(c),receive(x),test,send(c) (X» fE),
ksend(c),send(c),receive(m),test,send(c) (Y7 y)

5.4.2 The Seed Statements

To each trace T, we will associate a set of statements Seed(T) which we call the seed statements
and which model the trace in a fully abstract manner. In this section. we explain how to compute
the seed statements for any ground trace. Let T' = aj.as9..... an, be a ground trace. We assume
w.l.o.g. the following naming conventions:

1. if a; is a receive action then a; = receive(c;, z;),

2. if a; is a send action then a; = send(c;, t;),

3. if a; is a test actions then a; = [s; Z t;].
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and that x; # x; for any 7 # j. Moreover, for each 1 <14 < n we define ¢; as follows:

receive(¢;, z;) if a; = receive(c;, x;)
¢; = { send(c;) if a; = send(¢;, t;)

test if a; = [52 ; ti]

and let the sets R(m), S(m) and T'(m) denote the indices of the receive actions, send actions and
respectively test actions of aq, ..., am:

R(m) = {i|l<i<m,a; =receive(c;,x;)}
S(m) = {i|1<i<m,a; =send(c;,1;)}
T(m) = {i|1§i§maai:[3i;ti]}

Given a trace T and a set of public names My C M, the set of seed statements associated to
T and My, denoted Seed(T, M), is defined to be the set of statements given in Figure 5.2. If
Mo = M, the set Seed(T, M) = Seed(T, M) is said to be the set of seed statements associated
to T and we write in this case Seed(T') as a shortcut for Seed(T, M).

Note that in the set of seed statements we apply complete sets of unifiers modulo R for all tests.
We use the notation mgug({s; = i }1<i<n) for a complete set of unifiers which render s; equal to t;
modulo R for all 1 < ¢ < n. Moreover, we apply strongly complete sets of variants. We use the
notation Variants(sy,...,s,) for a strongly complete set of variants of tuple(sy,...,s,), where
tuple is a fresh free function symbol of arity n. The fact of applying complete sets of unifiers and
strongly complete sets of variants allows us to get rid of the underlying term rewriting system and
therefore work in the free algebra during the saturation process.

Frordytmort = {keort, b, 1or i (X5, 20T e r(m)
forall0<m<n
for all o € mgug({sr = t& brer(m))
for all 7 € Variants(¢10,...,¢n0)

Keyr oo L (W) S () |t L) = {key 7y, r 0 (X 257) Yierm)
for all m € S(n)
for all 7 € Variants(¢1,...,lm,tm)

k(c,c) <
for all public names ¢ € M

kfl,...,fm (f(Y17 s 7Yk)7 f(yla v ayk)T\l/) <~ {kfh-..,em (}/]7 y]Tl’)}]E{l,,k}
foral0<m<n
for all function symbols f of arity k
for all 7 € Variants(f(y1,...,Yx))-

Figure 5.2: Seed statements associated to T' and My C M

Ezample 5.7. Recall the trace T in our running example:
T = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, x).[z L enc(dec(z, k), k)].send(c, ok).
Following the naming conventions above, we have that

T = send(cy, t1).send(co, to).receive(cs, 3).[s4 < ty].send(cs, t5),
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where ¢1 = ¢y = ¢3 = ¢5 = ¢, 3 = x, t; = enc(a, k), to = enc(a’, k), s4 = 3 = x, tg =
enc(dec(zs, k), k)) = enc(dec(z, k), k) and t5 = ok. We also have that ¢; = send(c), s =
send(c), {3 = receive(c, x), {4 = test and {5 = send(c).

Using for example the equational unification algorithm described in Section 3.6, we find
that mgugr({x = enc(dec(x, k), k)}) = {{z — enc(y, k)}}, i.e. the only equational unifier of
the two terms is the substitution o = {x — enc(y,k)}. We have that the set of variants
Variants(l10,ly0,030,040,050) = Variants(ly, o, receive(c,enc(y, k)), €4, ¢5). The algo-
rithm described in section 3.5 gives that the identity substitution 7 = {} forms by itself a
strongly complete set of variants of the tuple send(c),send(c), receive(c,enc(y, k)), test.
We have therefore that the statement

l'send(c),send(c),receive(c,enc(y,k)),test,send(c) < ksend(c),send(c) (X37 eHC(ya k))

belongs to the set of seed statements of T' (it is one of the statements of the first type in
Figure 5.2).

Letting m =5 € S(n) and o = {} € Variants(¢1,...,l5,t5), we have that

ksend(c),send(c),receive(c,a:),test,send(c) (wg, Ok;) < ksend(c),send(c) (X37 l‘)

is in the set of seed statements of T (it is one of the statement of the second type in
Figure 5.2). If b € M is a public name, then the statement

k(b,b) <

is in the seed set of statements (third type of statement in Figure 5.2).

Finally, we consider the function symbol dec and a strongly complete set of variants of the
term dec(y1, y2). We can use the algorithm in Section 3.5 to compute Variants(dec(y1, y2)) =
{{},{y1 — enc(z,y2)}}. Therefore, the following two statements

ksend(c) (deC(Yh Y2)7 dec(yla y2)) ~ ksend(c) (Yla yl)a ksend(c) (}/27 y2) and
ksend(c) (deC(Yh YZ)v Z) <= ksend(c) (YL enc(z, 3/2))7 ksend(c) (Y27 yQ)

are in the set of seed statements of 7' (fourth type of statement in Figure 5.2).

We will now show that the set of seed statements is a fully abstract encoding of the trace in
the sense that is made precise by the following soundness and completeness lemmas.

Lemma 5.1 (Soundness of the set of seed statements). Let T be a ground trace. For any statement
f in the set of seed statements Seed(T) we have that T = f.

Proof. We assume the same naming conventions for 7" as in the beginning of the section. We prove
that for each statement f € Seed(T) we have that T |= f.

L. Let m € {0,...,n}, let 0 € mgugr({sx = tr}trer(m)) and 7 € Variants(l10,...,l,0) be
substitutions as in the first type of statements in Figure 5.2. We show that

f= (rzlar¢,<..,émaw < {kelaw,...,éjflaw(XwWTi)}jER(m)))

is a statement that is true in 7T". Let w be an arbitrary substitution grounding for f. Assume
furthermore that

T (keyory,....t; 10ry (X, 507]))w
for all j € R(m). We show that T |= (r/,6ry,....¢,.0r,)w by induction on m.

Base case: m = 0. We indeed have that T |= (r¢ory,... ¢,.0-,)w as m = 0 and therefore
(rflcr'rJ, ..... lmari)w =r.
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Inductive case: m > 0. We assume that T = (reor)...0,, ,0ry)w and we show that

B

T = (reyory,.. 6,0r,)w by case analysis on a,. Let Ty = T and o1 = 0. As T
(reyory,... .00, 107 )w, we have that there exist Lq, ..., L,,_1 such that

L;
(T3, i) = (Tig1, Piv1)

and L;p; =g lioTlw for all 1 < i < m, where T; = (a;..... an){zj = xjo0T|W}jcR@i-1) and
where ¢; extends ;1 (for all 1 <i < m).

(a) if a,, = send(cp,tnm), then ¢, = send(c,,) by definition. Let the trace Tp,11 =

(@ms1----- an){w;j = 2507w} jer(m) and let Y11 = ©m U{WDom(pn)|+1 F tmoTIW}
Let L,, = send(c,,). By the definition of —, we have that

L
(Tm7 gom) (TTVL+17 gom-‘rl)a
which is was we wanted to prove.

(b) if ay, = [Sm < L], then £, = test. Let Ti1 = (@t - - an){w;j = 107w} ieR(m)
and let ¢,11 = m. As 0 € mgur({sx = tr}rer(m)), we have that s,,0c =g t,,0 and
therefore s,,07lw =g t,moTlw. Hence the precondition in the definition of — holds and
by letting L,, = test, we have that

L”YL
(T, om) = (Tont1, Pm+1),

which is what we wanted to prove.

(¢) If a,, = receive(cy,, T,,), we know that m € R(m). Let Tphe1 = (@mt----- an){z; —
rjoT|w}jer(m) and let @1 = @ As m € R(m), we have that the trace T =
(keyort. ity 10rl (Xm, TmoT)))w (this is an antecedent of f). Therefore @, FXmv

TmoTlw and, by letting L,, = receive(c,, X,;,w), we obtain by the definition of —
that .
(TWH QDm) — (Tm+17 (perl)a

which is what we wanted to prove.
We have shown that T' = (rg,ory,....0,,0ry)w, Which means that the statement f holds in 7.

Let m € S(n) and let o € Variants(ly,...,ln, tm). We show that the statement

f= ((keloi,...,emu(w|5(m)|, (tmo)d) <= {kem,‘..,ejflai(Xwxjgi)}jeR(mﬂ)
is true in T'. Let w be a substitution grounding for f. We assume that

T = (keyoy,...t; 100 (X5, mj0]) )w

for all j € R(m) and we show that T' = (keoy,... 00,00 (Ws(m)), (tmo)d))w. Let T; =

(@i ....an){z; = zjowljeni-1) and ;i = Uigiqisa-p{w; = toow}, where o(j) =

min{x | [S(z)| = j}, i-e. o(j) denotes the index of the jth send action. We distinguish two

cases:

(a) if there exist Lq,..., L,, such that (71, 1) Ly (T, p2) Loy Lm, (Ti41, p1+1) such
that L;p; =g l;olw for all 1 <1i < m, we have that

Qom(w\S(mH) = to(S(m))UUJ =R tmow,

which implies ¢ F¥Istm1 (t,,0)lw. We obtain T' = (ke,oy.... 0,00 (W) s(m)|» tm0))w by
the semantics of k, which is what we wanted to show.
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(b) otherwise, we trivially have that T' = keoy,.. 0,00 (W|s(m)|, (tmo))w by the “soft”
semantics of k.

We have shown that T |= f.

3. Let ¢ be a public name. We show that

7= (K(e,0) <)
is true in 7. Indeed, let ¢ = (). We have that ¢ ¢ ¢ and therefore T = k(c, ¢).

4. Let g be a function symbol of arity k, let m be an integer such that 0 < m < n and let
o € Variants(g(x1,...,zx)). We show that the statement

f= (kzl,.‘.,zm(g(Xh cos Xi)sg(xr, . ap)ol) < ke e, (ijiji)}je{L...,k})

is true in 7. Let w be an arbitrary substitution grounding for f. We assume that T |
key .00 (X, 250 )w for all 1 < j < k and we show that

TE (ke (9(X05 0 Xi), g(21, - wp) o)) Jw.
Let (T1,¢1) = (T,0). We distinguish between two cases:
(a) if
(Th,01) =5 (T2, 02) =2 ... 225 (Tt @)
such that L;p; =g ¢; for all 1 <i < m, we have that
Om+1 X 0w

for all 1 < j < k by our hypothesis. But this implies

(Xlw,...,ka) g(

Pm+1 9 xlgiwa"'axko—iw) =R g(xla"'axk)o—\l/w

which immediately implies that T |= (ke, . 0,, (9(X1, ..., Xk), 9(21, ..., 2%)0)))w.
(b) otherwise, we trivially have that T' = (ke .0, (¢(X1, ..., Xk), g(z1, ..., 2K) 0 )w.

We have shown that T |= f.

We have shown for every statement f € Seed(T') that T = f.
O

In order to state completeness we first define the least Herbrand model of a set of statements.

Definition 5.9. Let K be a set of statements. We define H(K) to be the smallest set of terms
such that:

f:(H<:Bl,...,Bn) €K

o grounding for f  Byo € H(K) e B,o € H(K)
SIMPLE CONSEQUENCE
Ho € H(K)
ka(R,t) € H(K) i,(R,R) € H(K)
EXTENDK EXTENDI - 7
kuo (R, t) € H(K) iwo (R, R') € H(K)

Equivalently, H(K) is the least Herbrand model of
KU {kuv(X»x) < ku(Xv 1’)} U {iuv(Xla XZ) <= iu(Xla X2)}n€N~

By w and v we denote arbitrary sequences of terms. We will make use of this notation later on
when it simplifies the presentation. Although the ExtendI rule is not needed for the completeness
lemma below, it will be needed later when we state completeness of the saturation process.
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Lemma 5.2 (Completeness of the set of seed statements). Let T' and S be traces and let ¢ be a

frame. If (T, 0) Lok, (S, ) then:

1. Yiypl,. Lnpt € H(Seed(T))

2. if ¢ FE t then Kr,oy anpi(Rat\L) € H(Seed(T))

.....

Proof. We prove the two statements by induction on n. We assume that the two statements hold

for any index less than n and we prove them for n. As (T,0) RATELILN (S, ¢), we have that:

1. there exists w such that (Lipl, ..., Lopl) = (41,...,4,)w and
2. spw =g tpw for all k € T'(n).

1. As spw =g tgw for all k € T(n), it follows by the definition of mgug that there exists
o € mgug({sk < tk}ker(n)) such that:

(a) Dom(o) C X,
(b) sko =g tyo for all k € T'(n) and

(¢) w[X] =r (om)[X] for some substitution 7

where X = Var({sg, tx}rer(n))-
Tt follows that (41,...,4,)wl = (¢1,...,4,)om] for some substitution .

By the definition of Variants(({1,...,¢,)c), we have that there exists the substitution 7 €
Variants((1, ..., 4,)o) such that (¢y,...,¢,)on) = ({1,...,¢,)o7lr’ for some substitution

7.

By the definition of the seed knowledge base Seed(T'), we have that the statement

f = (rfla‘ri,...,énzﬂ'i ~ k&o’Ti,...,éj,laTL(XﬁijTJf)jeR(n)) S Seed(T)

is in the seed knowledge base Seed(T").

Let {R;}jcrm) be terms such that L; = receive(c;, R;) for all 1 < j < R(n). Let 7"
be a substitution equal to 7/ except that it sends X; to R; for all j € R(n). We have
by the induction hypothesis that each component k¢, 5r|, .. ¢, ,or) (Xj, 2;07])7" of the right
hand side of f7” is in H(Seed(T')). Therefore the head ry,ory. .. 4,0 7" of f7" is also in

H(Seed(T)):

.....

Movorlr!,.. bporlr” = Ylorlr!,...hnoTlT! € H(SEEd(T))

2. By induction on R, we show that:

kL1¢¢,...,Lntpi(R7 R(PJ/) € ’H(Seed(T))

(a) If R = ¢ is a public name, and as the statement f = (k(c, c) < ) is in the seed
knowledge base by definition, we can instantiate f with w to immediately obtain the
solution and immediately get the conclusion by the ExtendK rule.

(b) If R = f(Ry,...,Rk), let v be the substitution of domain Dom(y) C {y1,...,yx} that
maps y; to Rl forall 1 <j <k.

Let 7 € Variants(f(y1,-..,yr)) and 7" be such that Rol = (f(y1,...,yx)7)I7.
By the definition of Seed(T'), we have that g € Seed(t), where g is the statement
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Let 7" = wl UT' U{Y; = R;}cq1,. k- Every antecendent ko, . o (Y, 3;7)7" (j €
{1,...,k}) in the body of g7 is in H(Seed(T)) by the induction hypothesis. Therefore,
the head of g7 is also in H(Seed(T)):

Key,oon (FV1, - Y0), fnrds o)) 7" € H(Seed(T)),

which is equivalent, by the definition of 7/, to what we had to prove:

kL1¢¢,...,L7L<pJ,(f(R1, R Rk), RQD\L) S H(Seed(T))

(c) If R = wj, let m be the smallest index such that S(m) = j and let ¢ = t,,, be the term
such that a,, = send(c¢y,, ). Let 7 € Variants(lq, ..., ly,t) and 7" be substitutions
such that (¢1,...,0n, )wl = (b1,..., Ly, t)7l7". We have by the definition of the seed
knowledge base that the statement

Let Ry be recipes of x,7]7 =g 2w in the smallest possible prefix of ¢. Let 7/ =
T'U{ Xy = Ri}rer(m)- We have that every component kg, +|, . ¢, ry (Xg, 2x7)7" (K €
R(m)) of the body of h7"" is in H(Seed(T)) by the induction hypothesis. Therefore the
head ke, 7y 0, vy (Wj, t 7)) 7" of hT” is also a simple consequence of the seed knowledge
base. By the definition of 7"/, we obtain:

kLupi,..v,Lmtpi(U}ja tmwi) S H(Seed(T))
By rule ExtendK, we immediately obtain our conclusion.

As o H ¢ implies by definition that | = Repl, we have proven that kr, o, 1.0 (R, t]) €
H(K(T)).

‘We have shown that the two conclusions hold and therefore the seed knowledge base is complete.
O

In Lemma 5.1 and in Lemma 5.2 we prove soundness and respectively completeness of the set
of seed statements. Therefore the set Seed(T) is a fully abstract encoding of T' into Horn clauses.

5.5 Procedure for Proving Trace Equivalence

We will now describe how to manipulate this set of statements in order to automatically check the
equivalence of two processes. This is accomplished by the saturation procedure. The goal of the
saturation procedure is to go from a sound and complete set of statements (the seed statements)
to a sound and complete set of solved statements. Using the sound and complete set of solved
statements, trace equivalence can then be checked algorithmically.

5.5.1 Knowledge Bases and Saturation

We now present the ingredients of the saturation procedure. During our saturation procedure, we
will manipulate well-formed statements:

Definition 5.10. A statement H < By, ..., B, is called well-formed if whenever it is solved and
H =kyy,.. 1, (R, t), we have that t ¢ X. A set of well-formed statements a knowledge base.

If K is a knowledge base we define K|soved = {f | f € K, f is solved } to be the knowledge base
restricted to the solved statements. If f = (H <= Bq,..., Bn) is a statement and H = k, (R, 1)

for some u, R, t, we say that f is a deduction statement. It H =i, (R, R') for some u, R, R', we say
that f is an equational statement or an identity statement.
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Canonical form. Given a solved deduction statement f, we define the canonical form of f
to be the statement f| obtained by first applying Rule RENAME as much as possible and then
Rule REMOVE as much as possible:

H < ky(X,2),ky(Y,2),B1,...,Bn
(H < ky(X,2),By,...,B){Y — X}

RENAME

H < ky(X,z),By,...,B, x & Var(H)
H<B,....B,

For any other type of statement f, the canonical form fl is defined to be equal to f. Note that
the order in which the rules are applied is needed for soundness.

REMOVE

Example 5.8. Let the statement f be:

f = (ksend(c)(dec(enC(Xa Y), Z), ‘T) <~ ksend(c) (X, 17), ksend(c) (K y)a ksend(c)(Zv y)) .

We have that the variable y appears twice in the body of f and we can therefore apply rule
RENAME. We obtain that

S = (senato) (dec(enc(X,Y),Y), @) = Ksena(e) (X, @) ksend(o (Y 9) ).

Consequence. Given a knowledge base K, we define the set of consequences of K, denoted
deriv(K), to be the smallest set such that:

A
O K (Ro1) = ka(R. 1), By, .., By € deriv(K)

H<B,....B,c K
Bio <= C4,...,Cp € deriv(K) B,o < Cy,...,Cp € deriv(K)

R
" Ho = Ch,...,Cp € deriv(K)

Note that if K is a finite knowledge base that only contains solved statements, given input
tly, .l i1y Ty Ty e ey Ty X1, - - Xp, 16 18 decidable whether

HR'k&,uka (R, t) <= kglw.’zil (Xl, xl), cey kgl’m’gin (Xm .Tn) € deI‘iV(K).

The definition of deriv(K) yields a direct recursive algorithm for the decision problem above
which moreover computes R:

e (Axiom) Check whether t = x; for 1 < j < n. If this is the case return (yes, X;).

e (Res) Otherwise, guess a (solved) statement ky (R’ t') < ky, (Y1,y1), - - - ku, (Y&, yx) € K and
compute substitution o such that ke, ¢ (R',t) = ky(R',t')o. Check recursively whether

AR Kk, (Riyyi)o <= key ey (X1,21),5 -+ key ey, (X T0) € deriv(K)
for 1 <4 < k. In that case return (yes, R'{Y; — R;}1<i<n). Otherwise return no.
Termination is ensured because the size of ¢ when checking whether

0, (X1, m1), 0 key ey, (X, ) € deriv(K)

..........

strictly decreases in each recursive call. Indeed, when f = (ku(R’, ") < kuy (Y1, 91), - - - kuy (Yis yk))

K we have that ¢ ¢ X because f is well-formed (by the definition of a knowledge base) and
y; € Var(t') by definition of a statement. Hence, |y;o| < [t'c| = |¢|.

Example 5.9. Let f = (ksend(c),send(c)(dv d) < ) and g = (rsend(c),send(c),receive(c,z) =

ksend(c),send(c)(Xv x)) We have that the statement h = (rsend(c)7send(c),receive(c,d)) €
deriv({f, g}) is a consequence of the knowledge base {f, g}.
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Update. Given a knowledge base K and a statement f, the update of K by f, denoted K & f,
is defined to be K U {f|} if the head of f is not of the form ke, ., (R,t). Otherwise, let

and

if f is solved and for any R’

Ko f= K U{ig,,. 0. (R,R) if f is solved and for some R’
<~ {kh ----- i (vatj)}je{l,.“,n}} f/[Rq €K'
Ku{fl} if f is not solved

Where K’ = deriv(K|SO|Ved) and f/[Rq = kgh___,gk (R/, t) = kfl,-wf@'l (Xl, tl), ey kgh.__,gin (Xn, tn) is
the statement obtained from fl} by replacing the occurnce of recipe R in the head by R'.

Ezample 5.10. If an arbitrary knowledge base is updated by
f = (ksend(c) (dec(enc(X, Y)7 Y)v ZL’) ~ ksend(c) (Xv .’E), ksend(c) (Y; y)) )

we have that (ksend(c)(X, 7) <= Ksend(c) (X, Z), Ksend(e) (Y, y)) € deriv(K). Therefore we
are in the second case of the update operator and we will add an identity statement

(isenace) (dec(enc(X, Y),Y), X) < keona(e) (X, @), ksena(Y:9) )

to the knowledge base instead of the deduction statement f.

Note that even if the statement f by which a knowledge base K is updated is not well-formed,
the resulting set of statements K & f is still a knowledge base, since the case where f is not
well-formed is captured by the second case in the definition of K & f and an equational statement
is added instead of the not well-formed statement.

Initial knowledge base. The initial knowledge base associated to a set of seed statements
Seed(T, M), denoted K;(Seed(T, M)), is defined to be the empty knowledge base updated by
the set of seed statements:

Ki(Seed(T, Mo)) = 0 @ feseed(r,M0) |-
When My = M, we use K;(T) as a shortcut of K;(Seed(T, M)) and we say that K;(T) is the

initial knowledge base associated to T'.

Saturation. Given a knowledge base K, the saturated knowledge base sat(K) is obtained from
K by applying the inference rules given in Figure 5.3, until reaching a fixed point (i.e. sat(K) is
such that K =* sat(K) and if sat(K) =* K’', then K’ C sat(K)).
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feK.g€ Klonea,  f=(H<ko(X.8).Br,....B,)
g:(kw(R,t’)<:Bn+1,...,Bm) o = mgu(ky (R, ), ka(X, 1)) t&X

RESOLUTION
K = K @ h where h = ((H<:B1,...,Bm)a)
£.9€ Klsoweds [ = (ku(R, t) < By, .. .,Bn)
g= (ku/v/ (R',t') <= By Bn) 0 = mgu(ke( 1), ke (L))
EQUATION

K = K& hwhere h = ((iyw (R, R') < Bi,...., Bn)o)

f7 g€ K|so|ved7

e f= (iu(R7R’) <:Bl7...,Bn) g= (rurv/ <:Bn+1,...,Bm> o = mgu(u,u’)

K = K @ h where h = ((riu/v/ (R,R') < By, ..., Bm)a)

Figure 5.3: Saturation rules

We now state in what sense the saturation procedure is sound and complete. The proofs are
detailed in Section 5.6 and Section 5.7.

Theorem 5.2 (soundness of saturation). If f € sat(K;(T)) then T = f.

Before stating completeness, we have to extend the least Herbrand model associated to a set
of statement by interpreting the predicate i, as a monotonic (in w) congruence relation.

Definition 5.11. Let K be a set of statements. We define H(K) to be the smallest set of terms
such that H(K) C He(K) and such that:
iw(R1, Ra) € He(K) iw(R,R') € He(K)

R S E
LR R e Ho (K)o i (Ray Ra) € Ho(K) NN ROR) € Ho(K)

iw(R1,R2) S He(K) iw(R1,R3) S He(K)
iw(R1, R3) € He(K)

TRAN

iw(Rllel) S He(K)a' o 7|w(RnaR;1) € He(K) f € fvar(f) =n

cone o (Brse o Ro) f(R - RL)) € Ho(K)

ko (R, t) € H(K) iw(R,R') € He(K)
ke (R, t) € He(K)

We are now ready to state the completeness theorem.

EQUATIONAL CONSEQUENCE

Theorem 5.3 (Completeness of saturation). Let T and S be traces and let ¢ be a frame such that

(T, 0) 22222 (S, ).

Let K be a saturated knowledge base associated to T, i.e., K = sat(K;(T)). Then we have that

1. MLigl,....Lnpl € He(K|solved)7
2. if o F t then KLyl Lnpt (R, 1)) € He(K |solved) and

3. if ot and ¢ FE t, thenin gy, Lol (R, R") € He(K|solved)-
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5.5.2 Effectiveness of the Saturation

In the set of seed statements, there are an infinite number of statements due to the statements of
the form
k(m,m) <

for names m € M. We will show that all but a finite number of them do not interfere in the
saturation process and that it is therefore sufficient to consider a finite set of seed statements for
saturation:

Lemma 5.3. Let T be a trace, let My ={m € M | m € Names(T)} be the set of public names
occurring in T and let Mgy = M\ My be the set of public names not occuring in T. Let

KMT = {{k(m’m) <:}mEMT U {i(m’m) ¢}'mE/\/lT U {ri (m7m) <:}mEM'f}'
Then sat(K;(T)) = sat(K;(Seed(T, Mr))) & K.

To prove this lemma, we first need two other helper lemmas. Let My C M be public names
and let

Krames = {{k(m,m) <}tneam, U{i(m,m) <}tmem, U{ri(m,m) <}mem,t

be a set of statements involving names in M. Recall that = denotes the saturation relation; we
will denote by == its reflexive closure.

Lemma 5.4. Let K be a knowledge base such that N'ames(K) N Mgy = 0. Let K1 C Kpames- If
h is a statement such that N'ames(h) N Mo =0, then

(KWyKy)®h=(K®h)WK;.

Proof. If h is not solved or if it is not a deduction statement, we have that (K W K;) ® h =
(KWK)U{h}=(KU{h})WK; =(K ®h)yK;. If his a solved deduction statement, let

hU = kf],...,fk (Ra t) ~ k[],“.,éil (X17 1’1), R kéh...,&;" (Xna ,In).
We distinguish two cases:

1. either kzl ,,,,, gk(R/,t) <~ kgl ,,,,, 05, (Xl,xl),...,kgl
any R, in which case

(KWK))@oh=(KWK;)U{hl} =(KU{h|})W K;.

It follows that ke, ¢, (R',t) <= key, 0, (X1, 01),0 005 key ey, (X, @) & deriv(K[soived) for
any R’ either (since K C K W K;). Therefore K & h = K U {hl} and we immediately
conclude by replacing K U {hl}} by K @ h in the equation above.

2. or ke, o (R 1) <= key e (X1, 21),000 ey, (Xns 2n) € deriv((K W K )solved) for some
R’. In this case, (KWK;) ®h = (KWK;)U{f} where

f= (iel,...,ek(RR') < {ke, e, (X5 75) g, n})}'

li, (Xnvxn) ¢ deriv((K W K1)|so|ved) for

.....

To conclude we show the following claim.
If Names(t) N My =0 and
key 0 (R T) < key, oot (X1521), s key e (X, 2n) € deriv((K W K1) solved)
then
ke, (R 1) <= Koy e (X, 21), ke (X, @) € deriv(Ksoved)
To proof this claim we proceed by induction on the size of the proof tree of

key o, (Rt =Koy o (X1, w1)s i key e, (X, @) € deriv((K W K ) |solved)-
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Base case: we need to consider two cases according to which rule has been applied.

e AxioM: the rule does not depend on the knowledge base and we trivially conclude.

e RES: we have that n = 0, i.e., (H <) € (K U K1)|solved and Ho = k¢, . ¢, (R,
As Names(t) N Mo = 0 we have that H < € K|sved- Hence, (ke, . ¢ (R',t) <)
deriV(Klsolved>-

£).
€

Inductive case: We suppose that the proof ends with an application of the RES rule. We
have that H < By,...,B,, € (KUK1)|so|veda B,o < kgh.__,gil (Xl, .131), ceey kghm’gin (Xn, Z‘n) S
deriv((K W K1)|solved) and Ho = ke, o, (R',t). Let H = k,(5,t') and B; = k,, (Y;,y:). As
Ho = ke, 0 (R, t) and Names(t) N My = 0, by inspection of the statements in K7, it
must be that H < Bj,...,Bm € Klsoed- Moreover, as t'o = t we have by hypothesis
that Names(t'c) N My = 0 and hence t' N Names(My) = 0. As y; € Var(t') we have
that Names(y;0) N My = () and we can apply our induction hypothesis to conclude that
B,o < kgh___jil (Xl,xl), ceey kgh“_ 0. (Xn, Jin) S deriv(K|so|\,ed) for 1 <i<n. Hence, as

sTin

H{:Bl,...,Bm €K|so|ved

and
Bio <= ke, 0 (X1,71)5 - key ey, (X 70) € deriv(K[solved)

for 1 < i <n we conclude that (ke, . ¢ (R, t) < ke, ..., b, (X1,21),0 s keye,, (X, mn)) €
deriv(K).

The second helper lemma follows.

Lemma 5.5. If K is a knowledge base such that Names(K) N Mo =0, K1 C Kyames and

KWK, = K"

then K" = K'W Ky with K =~ K', K3 C Kpames and N ames(K') N Mg = 0.

Proof. We perform a case distinction depending on which saturation rule triggered:

1.

2.

if rule RESOLUTION triggered, we will show that f,g € K.

Indeed, no statement <k(m,m) <= > € K can play the role of g in the RESOLUTION
saturation rule since ¥ = m must unify with ¢ € X. Therefore ¢ must be m, but m &
Names(K) by hypothesis and therefore ¢ cannot be m.

No statement in K; can play the role of f in the RESOLUTION saturation rule since they
have no antecedents.

Therefore f,g € K and N'ames(h) & M. We choose K’ = K& h, K = K7 and we conclude
by Lemma 5.4.

if rule EQUATION triggered, we distinguish three cases:

(a) if a statement (k(m, m) < ) € K plays the role of f in the EQUATION saturation rule,

we have that t = m. As ¢’ unifies with m, we have that either ' = m or that ¢’ is a
variable. The second case is not possible since g must be well-formed. Therefore t' = m.
As m & Names(K) by hypothesis it follows that ¢ € K; and therefore g = k(m,m).
Therefore the resulting statement is i(m, m). We choose Ko = K7 U{i(m,m)}, K' = K
to conclude.

(b) if a statement (k(m,m) = ) € K plays the role of g, the reasoning is analogous to
the case above
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(c) otherwise f,g € K. Therefore Names(h) N Mo = 0. We choose K’ = K @ h and
K5 = K; to conclude.

3. if rule TEST triggered, we distinguish two cases:

(a) if (i(m,m) = ) € K, plays the role of f, we choose K/ = K and Ky = K1 U{ri(m,m)}

to conclude.

(b) otherwise f € K. The statement g must also be in K since g is a reachability statement
and K7 does not contain reachability statements. We choose K’ = K @ h and Ko = K,
to conclude.

We are now ready to prove Lemma 5.3.

Lemma 5.3. Let T be a trace, let My ={m € M | m € Names(T)} be the set of public names
occurring in T and let My = M\ My be the set of public names not occuring in T'. Let

Ky = {{k(m,m) <}tmemy U{i(m,m) <neam, ULri(m,m) <hnems )
Then sat(K;(T)) = sat(K;(Seed(T, Mr))) & K ...
Proof. By Lemma 5.4, we have that
Ki(T) = Ki(Seed(T, Mr)) & {k(m,m) <}mery-
Letting My = M+ and iterating Lemma 5.5, we obtain that if
K;(Seed(T, M1)) W {k(m,m) <}nem, =" K",

then K" = K' @ Ky with K;(Seed(T, Mr)) =* K', Names(K') N My =0 and Ky C Kj.

If K" is saturated, K’ and K5 must be saturated as well. Therefore in the case K" is saturated,
we have Ky = Kpy,. and K’ = sat(K;(Seed(T, Mr))). We obtained therefore that sat(K;(T)) =
sat(K;(Seed(T, Mr))) & Ky, which is what we wanted to show.

O

Therefore, to obtain the saturated knowledge base of the initial knowledge base K;(T) of T,
it is sufficient to saturate starting from the initial knowledge K;(Seed(T, Mr)) of Seed(T, M)
(which is finite) and add the statements in K. at the end.

5.5.3 Checking for Equivalence

We have shown how to saturate an initial knowledge base associated to a trace in a sound and
complete manner. We will now show how to use the saturated knowledge base associated to a trace
in order to prove trace inclusion for determinate processes. Trace equivalence can be obtained by
verifying that trace inclusion holds in both directions. The procedure for checking trace inclusion
for determinate processes directly follows from Theorem 5.4.
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Theorem 5.4. Let T be a trace and let P be a determinate process. Let K be the set of solved
statements from a saturated knowledge base associated to T'. Then T C. P iff the following tests
hold:

<rl1,...,ln ~ {kwj (Xza Iz)}zé{l,m}) S K
C1,y...,C fresh constants o:Var(ly,...,l,) = {c1,...,cr} is a bijection
Kiyo. .. 1 10(Ri tio) € H(K) for all i such that l; = receive(d;,t;)
M; =1; if l; € {test, send()}
M; = receive(d;, R;) if l; = receive(d;,t;)

(P,0) Z=tles (77, )

REACHABILITY

(it (B B = k(X 20 ity ) € K
C1,...,C fresh constants o:Var(ly,...,ln) = {c1,...,ck} is a bijection
Kiyo,..1; 10 (Ristio) € H(K) for all i such that l; = receive(t;)
M; =1; if l; € {test, send(_)} M; = receive(d;, R;) if l; = receive(d;,t;)

(P,0) A Mo, (T', ) such that (Rw = R'w)¢ where w = {X; — z;0}

IDENTITY

Note that the infinity of statements K, which are guaranteed by Lemma 5.3 to be in the
saturated knowledge base K do not need to be checked since they will trivially pass. It is therefore
sufficient to check the (hopefully finite number of) statements from sat(Seed(T, Mr)).

The full proof of the above theorem is in Section 5.8. Theorem 5.4 directly implies that the
following algorithm for checking if 7" C P for a trace T" and a determinate process P is correct:

1. let K = sat(K;(T))|solved \ K a1, denote the interesting solved statements in the saturated
knowledge base associated to T (the statements in Ky, trivially pass all tests and therefore
do not have to be checked); by Lemma 5.3, we have that K = sat(K;(Seed(T, MT)))lsolved-

2. for every reachability statement ry, . ;< {ky, (X, %) hi<i<m in K:

.....

(a) choose fresh constants ¢y, ..., ¢, one for each variable in Var(ly,...,l;) and a bijection
o between {c1,...,cr} and Var(ly, ..., 1)

(b) for every i such that I; = receive(d;, t;), find an R; such that kj, o 1, 0 (Ri,ti) € H(K)
(the existence of R; is guaranteed by the soundness and completeness of the saturation

procedure). Furthermore, a simple recursive algorithm that finds R; follows from the
definition of H(K).

(c) let M; =1; if [; € {test,send(d;)} and M; = receive(d;, R;) if l; = receive(d;,t;)

(d) test if (P,0) ECIEEEN (T", ¢) for some T” and some . If the above transition does not

take place, return 'no’; otherwise continue.

.....

3. for every reachable identity statement riy, . ;, (R, R') <= {kw, (Xi, %) }ieq1

(a) choose fresh constants ¢y, ..., ¢, one for each variable in Var(ly,...,l;) and a bijection
o between {cy,...,cx} and Var(ly,...,lx)

(b) for every i such that l; = receive(d;, t;), find an R; such that kj, o1, ,o(Ri.ti) € H(K)
(the existence of R; is guaranteed by the soundness and completeness of the saturation
procedure)

(c) let M; =1; if ; € {test,send(d;)} and M; = receive(d;, R;) if I; = receive(d;, t;)

(d) test if (P,0) 2voldn, (T", p) for some T” and some . If the above transition does not

take place, return 'no’; otherwise continue.
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(e) test if (Rw = R'w)p, where w = {X; — z;0}. If the test fails, return 'no’; otherwise
continue.

4. if all the above tests worked, return ’yes’.

FEzxzample 5.11. We recall the traces in our running example:

T = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, x).| < enc(dec(z, k), k)].send(c, ok)

x
S; = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, z).[x = enc(a, k)].send(c, ok)
[x = enc(d’, k)].send(c, ok)

1~ 1l

Sy = send(c, enc(a, k)).send(c, enc(a’, k)).receive(c, x).
We have that the process {51, S2} is determinate. It is true that 7' is trace included in
{81,552} and that {S7, S} is trace-included in T. This means that T is trace equivalent
to {S1,S2}. While we cannot reproduce here all the tests performed by the algorithm that
we described above, we can show that some interesting reachability statements found in

the saturated knowledge base of T perform successfully in {S7,S2}. Indeed, the saturated
knowledge base of T' contains the statements

fl = (rsend(c),send(c),receive(c,cnc(a,k)),test,send(c)) and

f2 = (rsend(c),send(c),receive(c,enc(a’,k)),test,send(c))'

We have Ksend(c),send(c) (W1, enc(a, k)) € H(K) and therefore we have to check, by the first

type of test performed by the algorithm, if ({57, S2}, )
(T", ) for some trace T” and some frame . This is indeed the case, since the above run is
a valid run of the first trace S; C {S1, S2} of the process {51, S2}.

send(c),send(c),receive(c,wy ),test,send(c)

Similarly, we have Ksend(c),send(c) (w2, enc(a’, k)) € H(K) and therefore we have to check,
by the first type of test performed by the algorithm, if

({Slv 52}7 0

) send(c),send(c),receive(c,ws),test,send(c)

(T, ¢)

for some trace T and some frame ¢’. This is indeed the case, since the above run is a valid
run of the second trace Sy C {57, S>3} of the process {51, S2}.

5.6 Soundness of Saturation

This section is dedicated to proving the lemmas needed to prove Theorem 5.2, i.e. the soundness
of the saturation procedure. We first need a small helper lemma.

Lemma 5.6 (Monotonicity of the knowledge predicate). If T |= ky (R, t) then T |= kyy(R,1).

Proof. Immediate because of the ’soft’ semantics of k.

We now show that the canonicalization rules are sound.
Lemma 5.7 (Soundness of canonicalization). If T |= f then T |= fl.

Proof. We will show that each canonicalization rule is sound:
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1. For the RENAME rule, consider a statement
f = (H = kt17...,tk (X7 x)a ktl,“.ﬁl (K '/E)DBlv ) Bn)
where k <[ and we show that if T }= f then T |= g where

g= ((H ket (X,2), By, ..., B){Y X})

Let 7 be a grounding substitution for g such that T = k¢, 4 (X, 2){Y — X}7, Bi{Y —
X7, ..., Bp{Y — X}7. We show that if T = f then T = H{Y — X}1.

Let 7" be a substitution identical to 7, except for 7/(Y) = 7(X). We will show that all the
antecedents in f7/ are true in 7.

Indeed, ki, 4 (X, 2)7" = ke, 1 (X, 2){Y +— X }7 holds by hypothesis. As k <l and T |=
ke, .1, (X, 2)7", we have by Lemma 5.6 that T = k¢, .4, (X, )7’ and by the choice of 7/, we
have k¢, 4, (X, 2)7" = k¢, ..., (Y,z)7’. Furthermore T = By7' = Bi{Y — X}7,...,B,7 =
B,{Y — X}7 by hypothesis. As T' = f, and all antecedents of f7’ are true in T, we obtain
that T = H7'.

But Hr' = H{Y — X} and therefore we have that T' = H{Y + X }7. As we have chosen
7 arbitrarily, it follows that T |= g.

2. For the REMOVE rule, consider a solved statement
f - (H ~ ktl,...,tk(Xa Jf), B17 o 7Bn>

such that the rule RENAME does not apply to f and such that @ € Var(H). We show that
if T = f then T | g where

g:<H<:Bl,...,Bn)

Let 7 be an arbitrary substitution such that T' = By7,..., B,7. We will show that T' = Hr
and hence T = g.

Let (T1,¢1) = (T,0). We distinguish between two cases:

(a) if
Ly Ly Ly
(T, 1) — (T2, 02) = ... = (Tht1, Pr+1)

such that L;p; = t;7 for all 1 < i < k, we consider the substitution 7’ to be identical
to 7 except for 7'(x) = (X7)@r41.
As x € Var(H) and because f is solved and the rule RENAME does not apply, we have
that « € Var(By, ..., B,) and therefore T = By7/ = By7,..., By’ = B, 7.
Furthermore, we have that T' |= ky, 4, (X, z)7’ by the definition of k.
As all antecedents of f7/ are true in 7" and T | f, it follows that T | H7'. But
Hr = H7' since © ¢ Var(H) and therefore T = Hr.

(b) otherwise, we trivially have that T |= k¢, .. 4 (X, z)7. We have that all antecedents of
f7 are true in T and therefore, as T |= f, it follows that T = Hr.

We have shown that T |= g, therefore the rule REMOVE is sound.

We have shown that both rules for computing the canonical form are sound and therefore

T E fI whenever T' = f.
O

Next we show that the consequence rules are sound.
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Lemma 5.8 (Soundness of the consequence). If for all f € K we have that T |= f, then for all
f € deriv(K) we have that T = f.

Proof. We show that both inference rules are sound.
For the AX10M rule, soundness follows immediately from the semantics of k.
For the RES rule, let

f:<H<:Bl,...,Bn)

and
gi = (Bia<: 01,...,cm)

for 1 <4 < n be statements such that T'|= fand T = ¢g; (1 <7< n).
We will show that
TE (Ha<:C’1,...,Cm)

by letting 7 be a substitution such that T' = Ci7,...,C,,7 and proving that T = Ho.
Indeed, as T |= C47,...,Cpym and as T = g; (1 <4 < n), we have that T |= B;or (1 <i <n).
But T = f and therefore T |= HoT as well, which is what we had to show.
O

We now show that each rule of the saturation procedure is sound.

Lemma 5.9 (Soundness of the resolution saturation rule). Let f, g and h be defined as in the
RESOLUTION rule. If T = f and T |= g then T = h.

Proof. We consider the following statements:

f = H < k€1 ...,Ei(X7 t)aBlv 7B77)
= kf/l ..... Z; (Ra t/) ~ Bn+17 7Bm
= ((H < B, ..,Bm)a)

with j < i and where o = mgu(ky; .. g;(R7 '), key,...0;(X,t)). We will show that if T = f and
T g then T = h.

Indeed, let 7 be an arbitrary substitution grounding for h and assume that T' |= ByoT,..., B,oT.
We will show that T = Ho.

As T &= B,yi07,...,Byor and because T = g, we have that T = kg/lw’g;(R, t'Yor. But
kg/l _____ ¢ (R, t/)JT = kgl’m’gj (X, t)or by choice of 0 = mgu(kg/l _____ ¢ (R, t/), kgl’m’gj (X,1)).

As j <1, it follows by Lemma 5.6 that T |= ke, .. ¢, (X,t)o7 as well. As all antecedents of for
are true in T and because T = f, we have that T = HoT.

As 7 was chosen arbitrarily, it follows that T |= h. O

Lemma 5.10 (Soundness of the equational saturation rule). Let f, g and h be defined as in the
EQUATION rule. If T |= f and T |= g then T = h.

Proof. We consider the following statements:

fo= ku(R,t)<:Bl,...,Bn)
g = (kww(R,¥) < Boi1,.. .,Bm>
= ((iww(R,R) < By,.. .7Bm)a)
where o = mgu(k, (., 1), k!, (., t)).

We will show that if T |= f and T |= g then T |= h. Let 7 be an arbitrary substitution
grounding for h. We assume that 7' = Byor,..., By,o7 and we show that T' |= iy (R, R')oT.
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As T |= Byor,...,Byo7 and because T' = f we have that T |= k,(R,t)o7. By monotonicity
of k (Lemma 5.6) we also have that T' |= ko (R, t)oT.
As T |= Byor ...,B,o7 and because T |= g we also obtain that T |= Ky (R, t')oT.
But this is exactly the definition of T' |= iy (R, R )oT.
We have shown that the head of A7 is true in T'. As 7 was chosen arbitrarily, it follows that h
holds in T
O]

Lemma 5.11 (Soundness of the test saturation rule). Let f, g, h be statements as in the TEST
saturation rule. If T = f and T |= g then T = h.

Proof. We consider the following statements:

f = (uWRR)<Bi.....B,)
g = M/ v <:Bn+1>"'aBm>
h (Fiuror (R, R') < By, .. .,Bm)o—)

where o = mgu(u,u').
Let 7 be an arbitrary substitution grounding for h. We assume that T |= BioT, ..., B,,07 and
we show that T |= ri, (R, R')7. Indeed, as T' |= Byor,...,Byo7 and as T |= f, we have that

T Ei(R,R)oT. (5.1)
As T E Byq107,...,BpoT and as T |= g, we have that
T ': Fu/ v OT. (52)

But o = mgu(u,u’) and therefore uocT = w'or. Therefore, by Equations (5.1) and (5.2), we
immediately obtain T' |= riy/ (R, R')o7, which is what we wanted. As 7 was chosen arbitrarily, it
follows that T |= h. O

We have shown soundness of all saturation rules. Now we prove soundness of the & operator.

Lemma 5.12 (Soundness of the update). If for all f € K we have that T |= f and if T |= g, then
for any f € (K @ g) we have that T |= f.

Proof. f K ® g = KU{gll}, we immediately conclude by Lemma 5.8. Otherwise, it must be that

g = (ke (Ro) = Kespo (X1210), o Kty (Xs )

for some R, t, 01, ..., Lr,i1, .. in, X1,y XpyZ1,..., 2, and K ® g = K U {h}, where

h = (iél,...,ék (R7 R/) <~ kfl,...lil (X17 x1)7 M kéh...,@in <X7l7 xn))
and where
9 = (Kervootn (R 8) = ke, (X100 ket (X)) € deriv(Ksonea).

It is sufficient to show that T = h. As Klsoved € K, it immediately follows that ¢’ € deriv(K)
and, by Lemma 5.8, T = ¢'.

We now show that 7" |= h. Let 7 be an arbitrary substitution grounding for h such that the
antecedents of ht are true in 7. As the antecedents of h7 are the same as the antecedents of g|}7 and
those of ¢'T, and as T = g and T |= ¢’ we have that T = kg, ¢, (R, t)T and T = ke, ¢, (R, t)T.

But this immediately implies that T = i, ¢, (R, R')T (the head of h7). As 7 was chosen
arbitrarily, it follows that T |= h.

O
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We are now ready to prove Theorem 5.2.

Theorem 5.2 (soundness of saturation). If f € sat(K;(T)) then T = f.

Proof. Immediate by Lemma 5.1 to Lemma 5.12.

5.7 Completeness of Saturation

This section is dedicated to proving the lemmas needed to prove Theorem 5.3, i.e. the completeness
of the saturation procedure. We first show completeness for statements which are consequences of
the knowledge base.

Proposition 5.2. Let K be a knowledge base, let f = (H’ <= (C4,.. .,Cm) be a statement such

that f € deriv(K) and let T be a substitution grounding for f such that C;7 € H(K) for all
1<i<n. Then H't € H(K).

Proof. Induction on the proof tree of f € deriv(K).
If the AX10M rule was used, then we have Ho € H(K) by the EXTENDK rule.

If the RES rule was used, we have that there exists (H <= By,..., Bn) € K and a substitution
o such that H' = Ho and B;o < C4,...,C,, € deriv(K) (1 <i<n).
By the induction hypothesis, we have that B;or € H(K). As (H <= By,.. .,Bn) € K, it

follows that Hor = H'7T € H(K), which is what we had to show.
O

We need a technical definition that will be useful in inductive proofs.

Definition 5.12. Let S(H, K) be the size of the smallest proof tree of H € H(K) (defined only
when H € H(K)).

Before proceeding, we show the following technical result.

Proposition 5.3. Let K be a knowledge base. If ky(R,t) € He(K) and iy (R, R') € He(K), then
ko (R, t) € He(K).

Proof. As ky(R,t) € He(K), it follows that there exist R” such that
kw(R",t) € H(K) (5.3)

and such that i, (R, R") € He(K). But iy (R, R') € He(K) and therefore, by the symmetry and
transitivity of i, (_, ), we have that

iw(R' R € He(K). (5.4)
Using Equations 5.3 and 5.4 we immediately obtain by the definition of H. that k., (R',T) €

Ho(K).
O

The following definition and helper lemma help characterize the facts in H(K).

Definition 5.13. We write w C w’ whenever w is a prefix of w’: i.e. there exists £1, ..., £, such
that w’ = ¢q,...,4, and w = ¥1,...,£,, for some 0 < m < n.
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Proposition 5.4. If k,(R,t) € H(K) (resp. iw(R,S) € H(K)) then there exist a statement
;= (kw/(R’,t’) . Bl,...,Bm) e K (resp. f = (iw/(R’,S’) = Bl,...,Bm) € K) and a
substitution o such that R'c = R, t'oc =t (resp. S'c = S), w'oc C w, Bijo € H(K) for all
1<i<mand) <, S(Bio, K) < S(kw(R,1), K) (resp. 32 cicp, S(Bio, K) < S(iw(R, ), K)).

Proof. We prove the proposition by induction on the smallest proof tree of H = k,,(R,t) € H(K)
(resp. H =iy(R,S) € H(K)). We proceed by case distinction on the last proof rule that has been
applied.

e SIMPLE CONSEQUENCE: In this case we have that there exist a statement f = (H’ <~

Bl,...,Bm> € K and a substitution o such that H'oc = H, Bjo € H(K) for all 1 <i <m
and 37, o, S(Bio, K) + 1= S(ky (R, t')0, K). Hence we directly conclude.

e EXTENDK: In this case H = k,(R,t) and we have that w = uv for some u, v and k, (R, 1) €
‘H(K). By induction hypothesis, we have that there exists f = k,/(R/,t') < By,...,By, € K
and o such that R'c = R, t'c = t, v/o C u, Bio € H(K) for all 1 < i < m and
Yoiciem S(Bio, K) < S(ky(R,t),K). As u T w, we also have that v'o T w. Moreover,
S(kw(R,t),H(K)) = S(ku(R,t),H(K)) +1 > >, ..c,, S(Bijo, K) which allows us to con-
clude.

e EXTENDI: In this case H =i, (R, S) and we have that w = uv for some u,v and i, (R, S) €
‘H(K). By induction hypothesis, we have that there exists f =i,/ (R, S’") < By,...,B, € K
and o such that R'oc = R, S’c = S, v/'o C u, Bijo € H(K) for all 1 < ¢ < m and
Yoiciem S(Bio, K) < S(ky(R,t),K). As u T w, we also have that v'o T w. Moreover,
S(iw(R,S), H(K)) = S(iu(R,S), H(K)) +1 > > cic, S(Bio, K) which allows us to con-
clude.

O
We are now ready to show completeness with respect to equational statements.

Lemma 5.13. Let K be a saturated knowledge base, let f € K be a statement
f = (iw(R.R) < By,....B,)

and let o be a substitution grounding for [ such that B;o € H(K|solved) for all 1 < i < n. Then
we have that
(iw(R7 R/))U € H(K|solved)~

Proof. Let G = Zie{l ..... ) S(Bio, K|solved). We prove the lemma by induction on G. If f is a
solved statement, the conclusion is immediate by the definition of H.
Otherwise, if f is not a solved statement, there exists some B; (1 < j < n) such that
Bj = kwj (Xj,tj) and tj ¢ X.
As Bjo € H(K|solved), it follows by Proposition 5.4 that w; = w;v; for some u;,v; and that
there exists
g = (ku; (R;, t;) <= BnJrl, ey Bm) < Klsolved

!

and a substitution ¢’ grounding for g such that B, 110',..., Bpo' € H(K|sowed), Rjo’" = Xjo,
tio! =tjo, w0’ = ujo and S(Bjo) =1+ 3 e,y S(Bio’).

As w =0 U0’ is a unifier of H = Kut (R},t}) and ky, (Xj,t;), it follows that the two terms are
unifiable. Let 7 = mgu(H, ky,(Xj,t;)) denote their most general unifier. As K is saturated, it
follows that the RESOLUTION saturation rule was applied to f and g and therefore the resulting

equational statement

h = (Iw(R7R’) = Bl,...7Bj,17Bj+1,...,Bm)T e K
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must be in K (by the update function, equational statements are added to the knowledge base).
As w is a unifier of H and k,(Xj,t;) and as 7 = mgu(H, ky, (X},t;)), it follows that there

J

exists w’ such that w = 7w’. We have that w’ is a substitution grounding for h, that
BiTw/ S H(K|solved)

forie{l,...,7—1,7+1,...,m} and that Zie{l,..i,j—LjH,,,,,m} S(Bire, K |soed) < G — 1.
Therefore we can apply the induction hypothesis to h and w’ and conclude.

We now prove completeness with respect to the intruder reachable identity predicate.

Lemma 5.14. Let K be a saturated knowledge base, let f € K be a statement
/= (fiw(R.R) < Bi,.... B,)

and let o be a substitution grounding for f such that B;o € H(K |solved) for all 1 < i < n. Then
we have that
(riw(R7 Rl))a € 7-[([(|sc>|ved)~

Proof. Identical to Lemma 5.13.

O

Lemma 5.15. Let K be a saturated knowledge base, let f € K be a statement

f= (rw <:Bl,...,Bn)
and let o be a substitution grounding for f such that B;o € H(K |solved) for all 1 <i < n.
Then we have that
rwo € H(K|so|ved)-

Proof. Identical to Lemma 5.13 and Lemma 5.14.

O

We now show completeness of the intruder reachable identity predicate.

Lemma 5.16. Let K be a saturated knowledge base. Ifr, € H(K |soed) and iy (R, R") € H(K|solved),
then ri, (R, R') € H(K]|soved)-

Proof. As r, € H(K|solved), there exists a solved statement f = (rv < By,..., Bn> € Klsolved and

a substitution o grounding for f such that B;o € H(K|solved) for all 1 < i < n and such that
u = vo.
Asiy(R, R') € H(K]|solved), there exists by Proposition 5.4 a solved statement g = (iw(T, T) <

Bnit, .-, Bm) and a substitution 7 grounding for g such that B;7 € H(K|soed) for all n + 1 <

t < m and such that u Jwr, R=T7 and R’ =T'r.

As vo = uw J wr, it follows that v = vov; such that vg and w are unifiable (¢ U 7 is such a
unifier). Let w = mgu(vp,w) and let 7 be such that cUT =w o .

As the knowledge base is saturated, the TEST saturation rule must have fired for f and g and
therefore K must have been updated by h where

h= ((riv(T, T') < By, .. .,Bm)w).

But as h is not a deduction fact, the update must have simply added h to K and therefore h € K.
We have that B;wm = B;o € H(K|solved) for all 1 <i < n and that Biwr = B;7 € H(K|solved)
for all n 4+ 1 < ¢ < m. By applying Lemma 5.14 to the statement h and the substitution m, we

obtain that ri, (T, T )wr = riy(R, R') € H(K |solved )-
O
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We next show completeness of the intruder identity predicate.

Lemma 5.17. Let K be a saturated knowledge base such that ky (R, t) € H(K|solved) and kyp (R’ 1) €
H(K |solved)- Then we have that iy, (R, R') € H(K|solved)-

Proof. Let u = {y,..., 0, and v = ly1,..., 0. As ky(R,t) € H(K]solved), it follows by Proposi-
tion 5.4 that there exist
f = (kw(Sy 5) < By, ..., Bn) S K|so|ved

and a substitution o grounding for f such that B;oc € H(K|solved) (1 < i < n) and ke (S, s)o =
ku/ (R, t) for some u' C u a prefix of u.
Similarly, as ky, (R, t) € H(K|solved), it follows that there exist

f’ = (kw’<sl7 S/) ~ Bia ceey B;n) € K‘solved

and a substitution o’ grounding for [ such that Blo’ € H(K|solved) (1 < i < m) and ky (S, 8" )0’ =
ku (R, t) for u” C uv a prefix of uv.
We have that wo C u, which trivially implies wo C uv. We also have w'c’ C uv. Let w =
1o by and w' = £, ... 07 and let 7 = min{p, ¢}. We have that (¢},...,0 )0 = (¢],....0])0".
We have that cUo” is a unifier of k| ¢ (-, 5) and kv (-, 8"), it follows that the substitution
T =mgu(ke ..o (8), ke . en(-,8")) exists. In the following, let 2" denote the sequence £/, ... A
if p > q or the sequence /7, ..., 07 if p < q. As K is saturated, it follows that the equational fact

h— (ig,,,(s,s’) < Bl,...,Bn,B;,...,B;n)r cK

resulting from applying the EQUATION saturation rule to f and f’ is in K.

As 0 Uo' is a unifier of ky  x (_,5) and key (-, ") and as the substitution 7 is the most
general unifier 7 = mgu(kg, . ¢ (-, 8), ker e (-, 8")), it follows that there exists w such that oUo” =
TW.

We have that w is grounding for h and that BiTw, ..., B,Tw, BiTw, ..., Bl 7w € H(K|solved)-
Therefore, we have by Lemma 5.13 that

iZ/// (S, S,)TW = i[?/”(UUo") (R, R/) S H(K|solved)~
But £ (0 U ') is a prefix of uv and therefore
iuv (R, R/) S H(K|solved)

by the EXTENDI rule, which is what we wanted to prove.
O

The next three lemmas show completeness with respect to the intruder knowledge predicate.

Lemma 5.18. Let K be a saturated knowledge base, let
f = (ku(Rot) < Bi,.... B,)

be a statement such that fll € Klsowed and let o be a substitution grounding for [ such that
Bio € H(K]|solved) for all 1 <i <n. Then we have that

(kw(R,t))J S HQ(K|SO|Ved).

Proof. We prove this by induction on the number of canonicalization steps.
If f is already in canonical form, then the conclusion is immediately true by definition of .
Otherwise, there must be a canonicalization rule which can be applied to f. We distinguish
between two cases:
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1. If the RENAME canonicalization rule can be applied, then f must be of the form:

f= (kw(R,t) < ku(X,:c),kuv(Y,m),Bg,...,Bn).

Let us consider the statement f’ obtained by applying RENAME to f:

f = (kw(R,t) = ku(X,2),Bs, ... Bn){Y - X1

By the definition of a statement, Y has at most one occurence in By, ..., B, and therefore
we have that (By, Bs,...B,){Y — X} = (B1, Bs, ..., By). Therefore (B, Bs,... B,){Y —
X}O’ = (Bl,Bg,. . .,Bn)d.

We can therefore apply the induction hypothesis on f’ and o to obtain that

ke (R, ) {Y 5 X0 € He(K |soved). (5.5)

But ky (X, z)0 € H(K|solved) and ky, (Y, 2)o € H(K|solved). By Lemma 5.17, we have that

i (X, Y)o € H(K|solved)- (5.6)

From Equation 5.5 and Equation 5.6 and as uwv is a prefix of w by the definition of a
statement, we conclude by Proposition 5.3 that

kw(R, t)O’ S He(K‘solved)'

2. If the REMOVE canonicalization rule can be applied, then f must be of the form:

f= (kw(R,t) . ku(X,x),Bg,...7Bn).
Let f’ be the statement obtained from f by applying REMOVE. We have that

f= (kw(R,t) . BQ,...,Bn>.

By applying the induction hypothesis on f’ and o, we immediately obtain our conclusion:

kw(R, t)U S He(K‘solved)-

Lemma 5.19. Let K be a saturated knowledge base, let
f= (ku(R,t) < By, B,)

be a statement such that f| = (kw(R',t) <= C(C,..., Cm) for some R',C1,...,C,, and let R" be
a recipe such that
9= (ko(R",t) < C1, ..., C’m) e deriv(K|soned)

and such that
h = (iw(R//, R/) = Cl, ey Cm> S K|so|ved~

Let o be a substitution grounding for [ such that B;o € H(K|solved) for all 1 <i <mn. Then we
have that
(kw (R7 t))U S He<K|solved)-
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Proof. We prove the lemma by induction on the number of steps to reach the canonical form.
If f is already in canonical form we have that R = R/, By,...,B, = C4,...,C,, and, by
applying Proposition 5.2 to g and o, we have that

ko (R, t)0 € H(K |solved)-

Furthermore, as h € K|soed and as the body of ho are simple consequence of K|soied, we have
that
iw(R//, R/)O' S H(K‘solved)~

It immediately follows that
ke (R/u t)U € He(K|soIved)a

which is what we had the prove since R = R’.
Otherwise, there must be a canonicalization rule which can be applied to f. We distinguish
between two cases:

1. If the RENAME canonicalization rule can be applied, then f must be of the form:

7= (ku(R,) = ku(X, @), ko (Y 2), Bs, .., B ).
Let us consider the statement f’ obtained by applying RENAME to f:
f = (kw(R, t) < ku(X, ), Bs, ... Bn){Y o XY
By the definition of a statement, Y has at most one occurence in By, ..., B, and therefore

we have that (By, Bs,...B){Y — X} = (B1,Bs, ..., By). Therefore (By, Bs, ... B,){Y —
X}U = (Bl,Bg,.. .,Bn)d.

We can therefore apply the induction hypothesis on f’ and o to obtain that

kw(R, t){Y — X}O’ S He(K|solved)- (57)

But k. (X, z)0 € H(K|solved) and ky, (Y, 2)o € H(K|solved). By Lemma 5.17, we have that

iuv(X7 Y)U S H(Klsolved)- (58)

From Equation 5.7 and Equation 5.8 and as uwv is a prefix of w by the definition of a
statement, we conclude by Proposition 5.3 that

ku (R, t)o € He(K|solved)-
2. If the REMOVE canonicalization rule can be applied, then f must be of the form:
I = (ku(R,t) < Ku(X,2), Ba..., By ).
Let f/ be the statement obtained from f by applying REMOVE. We have that

f = (kw(R,t) . 327...,Bn).

By applying the induction hypothesis on f’ and o, we immediately obtain our conclusion:

kw(R, t)O' S He(K‘solved)-
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This lemma is the main lemma that shows completeness of the intruder knowledge predicate.

Lemma 5.20. Let K be a saturated knowledge base, let f € K be a statement
f = (ku(Rot) = Bi,.... B,)

and let o be a substitution grounding for f such that B;o € H(K |solved) for all 1 < i < n. Then
we have that
(kw(R7 t))(j € 7-[G(]:{|solved)-

Proof. Let G = Zie{l,...,n} S(B;0, K|solved)- We prove the lemma by induction on G.
If f is a solved statement, the conclusion is trivial by the definitions of H, He.
Otherwise, there exists some Bj; = ky, (Xj,t;) (with 1 < j <n) such that ¢; ¢ X
As Bjo € H(K|solved), We have by Proposition 5.4 that there exist

g= (ku’ (Rlvtl) ~ Biv SEEE) B;n> S K|so|ved7

a substitution ¢’ grounding for g such that Bio’, ..., B}, 0" € H(K|solved), ku' (R, t")0" = ky (X, t;)0
for some prefix u C w; of w; and S(B;0, K|solved) > Zie{l,...,m} S(Blo’, Klsolved)-

As o0Uo’ is a unifier of k, (X}, t;) and k, (R',t'), it follows that 7 = mgu(k, (X}, t;), kw (R, 1))
exists. Let o U ¢’ must be an instance of the most general unifier, let w be a substitution such
that c U o’ = Tw.

As K is saturated, it follows that the RESOLUTION saturation rule was applied to f and g. Let
h be the resulting statement:

h = (kw(R,t) < By,...,Bj_1,Bjs1,.. .7Bn,B1,...,B7’n)T.
We distinguish two cases:

1. if h is not solved we have that h € K by the update function (as K is saturated).

We can therefore apply the induction hypothesis on i and on the substitution w to immedi-
ately conclude.

2. if h is solved, we distinguish two cases:
(a) either hl € K, in which case we conclude by applying Lemma 5.18 to h and w.
(b) or h{ = (kw(R”,t) =0, .. .,Ck) and

W = (ku(R",1) < C1,...,Ck) € deriv(K]sonea)
and

h = (iw (R/H7 RN) = 01, ey Ck) S K|so|ved

for some R, in which case we conclude by applying Lemma 5.19.

The following proposition follows from the definition of He.
Proposition 5.5. If k,(R,t) € He(K), then kyy(R,t) € He(K).

Proof. As ky(R,t) € He(K), it follows that k,(R',t) € H(K) and i, (R, R) € He(K) for some R'.
By the EXTENDK rule, we have that k., (R',t) € H(K) and by the EXTEND rule, we have that
iww (R, R) € He(K). We conclude by rule EQUATIONAL CONSEQUENCE that ky,(R,t) € He(K),
which is what we had to show.

O
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The following lemma shows completeness of the saturation procedure.

Lemma 5.21. Let K be a set of statements and let K' be the saturation of the knowledge base
obtained by updating the empty knowledge base by each statement in K.
Then H(K) c He(K/|solved)

Proof. Let H € H(K). We will prove by induction on the proof tree of H € H(K) that each node
of the tree is in He(K' |sorved). We distinguish two cases:

1. if H = ky(R, 1) and ky (R, t) € H(K) for some prefix u of w, in which case by the induction
hypothesis we have that k,(R,t) € He(K'|solved) and we conclude by Proposition 5.5.

2. if H = i,(R,R') and i, (R, R') € H(K) for some prefix u of w, we have that i, (R, R’) €
He(K'|solved) by the induction hypothesis and therefore i, (R, R') € He(K'|solved) by rule
EXTEND.

3. otherwise there is a statement
f= (H’<:B{,...,B;L> €K

and a substitution ¢ grounding for f such that H = H'c and Blo € H(K).

By the induction hypothesis, we have that Blo € He(K'|solved). W.lo.g. assume that
Bj = ku(Xi,t;). As Bjo € He(K'|soled), We have by definition of H. that there exist R;
such that

kw;o(R;’; tia) € ,H(K/‘solved)> (59)

/o (R, X:0) € He(Ksolved) (5.10)

forall 1 <i<n.

But w}o is a prefix of w, where w is such that H = predicate,, (. ..) with predicate € {r,i,ri, k}.
Therefore, by applying the EXTEND rule to Equation (5.10), we obtain

iw(Rflia Xia) S He(K|solved)- (511)
Let o’ be the substitution defined to be o except that it maps X; to R} for all 1 <i <mn.
We will show that H'o’ € He(K'|sorved). As K’ was updated by f, there are three cases:

(a) if f € K', we conclude by Lemma 5.20, Lemma 5.13, Lemma 5.14 or Lemma 5.15.

(b) or fll € K" and f ¢ K’, in which case f must be a solved deduction statement. In this
case, by Lemma 5.18, we obtain that H'0" € He(K'|solved)-

(c) or fll = (kw (R,t) = Ch,..., Cm) and there exists R’ such that

(kw(R’, ) «<Ch,..., cm) € deriv(K|soned)

and such that
(iw(R, R) <y, .. .,cm) € K'|soived-

In this case, we have that H'0" € He(K'|solved) by Lemma 5.19.
We have shown that H'o' € He(K'|soed). But H'o' = H'{X; — Rj}o and therefore
H'{X; — Ri}o € He(K'|solved). By Equation (5.11), we obtain that H'{X; — X,0}o0 =
H'o € He(K'|solved), which is what we had to show.

O
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We can now combine the completeness of the initial set of seed statements with the complete
of the saturation procedure to prove Theorem 5.3.

Theorem 5.3 (Completeness of saturation). Let T and S be traces and let ¢ be a frame such that

(T, 0) 22222y (S, ).

Let K be a saturated knowledge base associated to T, i.e., K = sat(K;(T)). Then we have that

1. Lipl,.... Lol S 7'[e(I(|solved)z
2. ngD FE ¢ then kL1¢¢,__,7Ln¢¢(R,t\L) c He(K|so|ved) and

3. if Rt and ¢ R ¢, then iL1ol Lol (R R') € He(K|solved)-

Proof. The first two items are immediate consequences of Lemma 5.2 and of Lemma 5.21.
The third item follows immediately from the second item and Lemma 5.17.

5.8 Correctness of the Trace Inclusion Algorithm

This section is dedicated to proving Theorem 5.4. In order to prove it, we need a few technical
lemmas.

First we show that each intruder reachability statement and each deduction statement in the
saturated knowledge base has a certain form.

Lemma 5.22. Let T be a trace and let K be a saturated knowledge base associated to T'. Then
for any statement f € K, we have that:

.....

with k' < k such that x € Var(t;).
2. 4f f = (kll,u.,ln(Ry t) < {ku, (Xiati)}ie{l,...,m}) and x € Var(t) then x € Var(ty,...,tm).

Proof. The seed knowledge base satisfies the above properties and they are preserved by canoni-
calization, update and saturation.

O
The next lemma states that by extending a frame, we keep all existing deductions.
Lemma 5.23. If Dom(p) C Dom(¢’) and p " t, then ¢’ F" t.
Proof. The same rewrite steps to obtain ¢ from rp are used to obtain ¢ from r¢’.
O
We now show that operational semantics is stable by replacement of names with recipes.
Lemma 5.24. Let Ty be a trace, po = () the empty frame, and {ci,...,cx} public names such

that c; € Names(Ty) for all1 <i <k. If

(T07800) % (TlaQDl) % e % (Tnagon)

and V1 <<k
o cither ¢; € Nlames(L1,...,Ly)

® 07 Qidg(es)—1 FY t; for some t; where ida(c;) = min{j | ¢; € N'ames(L;)}
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then
(T07 SDO) % (Tlﬂ'a @17() % s Ll:ﬁ} (Tnﬂ'v QOnTI'),

!
where ' = {Ci — Ri}ie{l,...,k},cieNames(Ll,..‘,L") and m = {Ci — ti}ie{l,...,k},ciENames(Ll,...,L,L)-

Proof. By induction on n, the same operational steps will take place with the new labels.
O

The next lemma shows that deduction is stable by replacement of names with recipes in the
recipe and the corresponding deducible terms in the term.

Lemma 5.25. Let T be a trace, let {c1,...,c,} be public names not appearing in T and let
the functions © : {c1,...,cx} = T(F,N, M) and 7 : {c1,...,ck} — T(F, M,W) be map-
pings from names to terms. If T = ki, 1, (Rit1,tiv1) and T |= kiyx,1x(cim’,¢im) then T =
Ky, pom (Ripam  tiqam).

Proof. By induction on R.
O

We now show that operational semantics is stable by replacement of recipes with equivalent
recipes.

Lemma 5.26. Let T be a trace and ¢ a frame such that (T, @) L (T",¢") and such that
1. either M = L,
2. or M = receive(d, R') and L = receive(d, R) such that (R = R')e.

Then we have that (T, @) SN (T, ¢).

Proof. If M = L then the result is obvious. Otherwise, R and R’ are recipes for the same term in
¢ and therefore the transition still holds. O

We are now ready to prove the correctness of the trace-inclusion checking algorithm:

Theorem 5.4. Let T be a trace and let P be a determinate process. Let K be the set of solved
statements from a saturated knowledge base associated to T'. Then T T. P iff the following tests
hold:

(rll,...,ln <= {ku, (Xz',%)}ie{L...,m}) e K
C1,...,cp fresh constants o:Var(ly,...,l,) = {c1,...,cx} is a bijection
Kiyo,..1; 10 (Ristio) € H(K) for all i such that l; = receive(d;, t;)
M; =1; if l; € {test, send(_)}
M; = recetve(d;, R;) if l; = receive(d;, t;)

(P,0) 222 (T, )

REACHABILITY

(Fits st (B, R)) = {u, (X 20) i s
c1,...,c fresh constants o :Var(ly,...,ln) = {c1,..., ek} is a bijection
Kiyo,. ;10 (Ristio) € H(K) for all i such that l; = receive(t;)

M; =1; if l; € {test, send(_)} M; = receive(d;, R;) if l; = receive(d;, t;)

(P,0) 2nlln, (T', ) such that (Rw = R'w)p where w = {X; — z;o}

.....

IDENTITY

Proof. We first prove that if any of the tests fail, 7' [Z P. Indeed, if the REACHABILITY test fails,

we have that (P, ) Lot (_, ), but, by the soundness of K, we have that (7, 0) SN (.0
and therefore T' £ P.
If the IDENTITY test fails, we have that:
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LM My,....M,

1. either (P, ) (-, -), in which case, by the soundness of K, we have that (T, () ———=
(,-) and therefore T [ P.

2. or for any ¢’ such that (P,0) RN (-, ¢") we have (Rm # R'm)¢’. By the soundness of

K, we have however that (T,0) M Mo, (L, ) and (Rm = R'm)¢. Therefore T [Z P.

Next, we prove that if T [Z P, then at least one test fails. We assume by contradiction that
T [Z P, that all tests pass and we derive a contradiction.
As T [Z P, it follows that there exist L1, ..., Ly, @ such that either:

L17~--7Ln

(7,0) ———= (T",¢) and
VS € P (S,0) At (57 )
or:
(T, 0) Z22Em (77 ) and (R = R)y and
VS € P, (S, 0) ZzEe (67 y) implies (R # R

Let n be the smallest index such that one of the above holds. We then have that:

L L Lp_1 Ly,
(T, @) —1) (Tl,cpl) —2) e, — (Tnfl,(pnfl) — (Tna@n)

and there exists S € P such that:

(S,@) é (5171;[}1) g .. g (Sn—lvdjn—l)a

such that for all R, R' we have (R = R')p; = (R=R)y; (1<i<n—1)and:

1. either for all U € P we have (U, () ==

2. or there exist recipes R, R’ such that for any U’ € P such that (U’,0) Lok,

have (R # R'){’.

(- ¢") we

We consider each of the cases separately:

1. If we are in the case of Item 1, as (T,0) Loobn, (T, ¥n), we have by Theorem 5.3 that

MLigndsLngnt € He(K). By the definition of H., we have that it contains no reachability
statements in addition to those in H: therefore rp o, | . r,0.1 € H(K).

Therefore there exist a statement f = (rll,...,ln = kwi(Xi7xi)i€{1 Mm}) € K and a sub-

stitution 7 grounding for f such that ;7 = L;p,] (for all 1 < ¢ < n) and such that
kwi-,-(Xiﬂ .%‘iT) S H(K)

Let ¢, ..., ¢ be fresh public names and let o : Var(ly,...,1l,) = {c1,...,cr} be a bijection.
As (kgh,_,glw“(cj,cj) “= ) € K(T) forall 1 <i <mandall 1 <j <k and w;o is an
instance of /1, ...,£},,), it follows by Theorem 5.3 that there exists a substitution o’ such

that ke, (X;0', x;0) € He(K) for all 1 < ¢ < m, which implies by the definition of H. that
there exists a substitution ¢ such that ky,,(X;0”,z;0) € H(K) for all 1 <1i <m.

By instantiating f with o U (o”'[{X1,...,Xm}]), we obtain that r,,, 1,0 € H(K). By the
soundness of K and of H, it follows that T |= r),» . ;.. Therefore, there exist recipes R;
(for all 1 < ¢ < n such that l; = receive(_,t;)) such that T |= k0,1, ,0(R}, t;0). By
the completeness of K, it follows that there exist recipes R; such that ki s, .1, ,o(Ri, tio) €

H(E).
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Let M; =1; if l; € {test,send(_)} and let M; = receive(d;, R;) if I; = receive(d;, t;) for all
1 < i < n. Because the REACHABILITY test worked, it follows that there exists S} € P such
that, if we let 1{, = 0, we have

(Sh, h) 22 (S7,46)) =2 ... 25 (S0, ).

We already have that k- (X;7,z;7) € H(K) by choice of f and of 7. By the soundness of
H and K, we obtain T' |= ke~ (X7, 2;7). By Lemma 5.22, we have that [w;| < 4, and as w;
is a prefix of I4,...,l;_1, we have that T = ki, .1, ,+(X;7, ;7).

Let 7 : {c1,...,c,} = T(F,N, M) and 7’ : {c1,...,c,} — T(F, M, W) be defined such
that 7(¢;) = ;7 and 7'(¢;) = X;7 when o(z;) = ¢. As X;7 = ¢gn’, ;7 = ¢m and
I, ... limam = lom, ..., l_1om therefore we have that T |= ki, on,.. 1, ,or(cam, ).

We also have that ki 5,1, ,o(Ri, tio) € H(K). By the soundness of # and K, we have that
T = kiyo,... 1; 10 (Ris tio). We apply Lemma 5.25 to obtain that T = ki, or,.. 1, or (RiT, tioT).
But tjomr = t;7 and ljom,...,li_1om = l17,...,l;—17 and therefore we have that T |
kllT,...,li,lT(RiﬂJatiT)-

Let R} be such that L; = receive(d;, R/) for some channel d; for all ¢ such that the ith action
of T is a receive. By the definition of |=, we have therefore that T' |= k;,+... 1, - (RS, ;7).

We conclude that T' = iy, ., (R, RY), or, equivalently, (R;7’ = R})p;—1. By the
hypothesis, we have that (R;7" = R} )1;_1 as well.

From Lemma 5.24, we obtain that

(S, ) = (S, pom) 2 (St i) 22Ty | Moo (g 1t ).

We will show by induction on n that
(Sym, o) 2> (Sim,pim) 2> ... £ (S, ).

We assume by the induction hypothesis that

(S, o) L1, (S, i) Lo Ly (Sim, im)

and we show that
L;
(Sz{ﬂ-a ¢;7T) é (Sz{+17ra ¢7/L+17T)'

We will show that L;y; and M; 7 satisfy the conditions of Lemma 5.26 and then we can
easily conclude by it. Indeed, either L; ;1 = M, 17 (in the case of a test or send action), or
Li;1 = receive(d;;1, R} |) and M; 17" = receive(d;y1, Ri117') (in the case of a receive
action). In the second case, as we have shown (R;17’ = RY,,)1;, by determinacy of P
it follows that ¢;m ~, ¥jm and therefore (R; 17" = RJ,); as well. As the hypothesis of
Lemma 5.26 are satisfied, we can conclude.

Let U = 5. We have shown that (U, 0) ELTEEEN (-, -), therefore obtaining a contradiction.

Therefore Item 1 cannot hold.

In the case of Item 2, we assume that for all U € P such that (U, () ELETEEN

(R # R')y to obtain a contradiction.
As (R = R')¢y, it follows by Theorem 5.3 that iz, |, . 1,0l (B R') € He(K).

As (R # R')y it follows that there exist recipes @, Q" such that ir, . 1. 1,0.1(Q,Q) €
H(K) but (Q # Q).

(L, 1) we have
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AS i o0t Lnenl € H(K), we have by Lemma 5.16 that rip, e . 1,,.(Q,Q") € H(K).
Therefore there exists a statement

and a substitution 7 grounding for f such that k. (X;7, 2;7) € H(K) (for all 1 < i < m),
LTy ylnT = Lipnd, ..., Lpond, Pr=Q and P'7 = Q' .

Let ¢y, ..., ¢ be fresh public names and let o : Var(ly,...,l,) = {c1,...,cx} be a bijection.
As (kgl’wglw_‘(cj,cj) = ) € K(T) forall 1 <i<mandalll<j<kand wo is an
instance of /1, ...,£},,), it follows by Theorem 5.3 that there exists a substitution o’ such

that ke, (X;0',;0) € He(K) for all 1 < i < m, which implies by the definition of H. that
there exists a substitution ¢’ such that ky,,(X;0”,z;0) € H(K) for all 1 <1i < m.

By instantiating f with o U (6" [{X1,...,Xm}]), we obtain that r;,,, ;0 € H(K). By the
soundness of K and of H, it follows that T |= r),» . ;.. Therefore, there exist recipes R;

)

(for all 1 < ¢ < n such that l; = receive(_,t;)) such that T |= ki 0.1, ,0(R}, t;0). By
the completeness of K, it follows that there exist recipes R; such that ki o, 1, ,o(Ri tio) €
H(K).

Let M; =1; if l; € {test,send(_)} and let M; = receive(d;, R;) if I; = receive(d;, t;) for all
1 <4 < n. Because the REACHABILITY test worked, it follows that there exists S|, € P such
that, if we let 1{ = 0, we have

(S, %) =2 (S, 00) 22 .. 22 (S,,47).
Similarly to Item 1, we can show that there exists S}, € P such that

(S6,00) = (Shm, om) =2 (Sim, i) = ... £ (Sym,p7)
where 7 and 7’ are defined as in Item 1.

Furthermore, as the IDENTITY test worked, it follows that (Pw = P'w)!,, where w = {X; —
x;0}. As the equational theory is stable by substitution of terms for names, we have that
(Pwr’ = Plwr’)ylm. But Pur’ = Pt = Q and P'wr’ = P't = @', which means that
(Q = Q).

Li,eLn

We have shown that there exists S € P such that (S),0) === (_,¢|,7) and (Q =

Q")) m. By determinacy of P, it follows that (@ = Q)¢ for any ¢ and any U € P such
Ly,...Ln

that (U, )) ==== (_, %), therefore we obtain a contradiction.
As both cases yield a contradiction, it follows that if T'[Z P, there exists at least one test that
fails.
|

5.9 Tool Support and Termination

We conjecture that our saturation procedure always terminates. Unfortunately, we have not been
able to prove this due to the highly complex form of the statements that are obtained during
saturation.

We have however implemented the saturation procedure and the trace inclusion checking pro-
cedure in the tool AKISs (Active Knowledge In Security protocols). The tool AKISS is written in
OCaml and has around 2500 lines of source code, including code for computing strongly complete
sets of finite variants and complete sets of equational unifiers for optimally reducing convergent
equational theories (as described in Chapter 3).

The tool AKISS takes as input two processes P and @ in the form of a set of traces P =
{S1,..., 8.} and Q = {T1,...,T,,}. Tt then tries to check if the two processes are coarse trace
equivalent. There are three possible results:
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1. the tool does not terminate, in which case we cannot draw any conclusion. We conjecture
that this situation never happens for subterm convergent rewrite systems (i.e. that AKI1Ss
always terminates for such rewrite systems). However, due to the highly complex forms of
the statements generated during the saturation process, we have not been able to prove it.

2. the tool terminates, tells that P 5. @ and outputs a proof of non-trace-equivalence in the

form of a sequence of labels [y, . .., [, and two recipes 7 and r’ such that (P, () REIELN (S, ),

(r =1")p and either (Q,0) ;f% (T",¢") or for any ¢’ such that (Q,0) N (T, ¢") we
have (r # 1')¢’ (or vice-versa, the roles of P and @ being swapped).

In this case, we are sure that P %; @ since P ~; ) implies P ~. @) (and we can hand-check
the proof).

3. the tool terminates, tells that P ~. (). There are two possibilities:

(a) either P and @ are determinate, in which case by the correctness proof P =; @ by
Theorem 5.1,

(b) or at least one of P and @ is not determinate, in which case there is no guarantee.

5.9.1 Handling Non-determinate Processes

The above has a significant weakness: it does not allow to conclude that two processes which are
not known to be determinate are equivalent. In order to circumvent this weakness, we propose
in Figure 5.4 a sound way of checking (in)equivalence of two processes P = {S1,...,S,} and
Q = {T1,...,T,,} which are not known to be determinate. Unfortunately, the procedure is not
complete in the sense that there are non-determinate processes P and () for which we cannot
conclude that P ~; Q or that P %, Q.

1. run AKISS to check if P =, Q. If AKISs shows that P %, @, then the two processes are
not trace equivalent.

2. otherwise, run AKISSs to check if S; =, T for every trace S; € P and every trace T; € Q.
Since any individual trace S; (or Tj) is determinate, we have by Theorem 5.1 that S; ~. T
iff S; ~¢ T and therefore AKISS will soundly determine if S; ~; T or not.

It for every ¢ € {1,...,n} there exists a j € {1,...,m} such that S; ~; T} (and vice-versa,

for every j € {1,...,m} there exists an ¢ € {1,...,n} such that S, ~; Tj), then it easily
follows that P =~ Q.

3. otherwise, AKISS cannot prove anything about P and ) and therefore some other technique
needs to be used to show trace (in)equivalence of P and Q.

Figure 5.4: How to use AKISS to check (in)equivalence of processes P = {Si,...,S,} and
Q ={T1,...,T,,} which are not known to be determinate.

We refer the reader to Example 5.4 for an example of two non-determinate processes that
AKI1Ss cannot prove to be equivalent or inequivalent. This is because the two processes are coarse
trace equivalent, but not trace equivalent. However, in our experiments on security protocols, we
have not encountered such as situation (i.e. AKISs was able to prove or dis-prove all equivalences
for the examples that we have tried).

Also, on all our experiments with subterm convergent rewrite systems, the saturation process
always terminated. We explain in the following sections some of our experiments.




5.9. TOOL SUPPORT AND TERMINATION 133

5.9.2 The Running Example

The running example, consisting of the following traces

T = send(c, enc(a,k)).send(c,enc(d’, k)).receive(c, z).[z L enc(dec(z, k), k)].send(c, ok)
S; = send(c,enc(a, k)).send(c,enc(d’, k)).receive(c, x).[x Z enc(a, k)].send(c, ok)
Sy = send(c,enc(a, k)).send(c,enc(a’, k)).receive(c, x).[x L enc(a’, k)].send(c, ok)

where a,a’, k' € N are private names, where ok € M is a public name and where ¢ € C is a public
channel is interesting because it illustrates a subtlety of trace equivalence: even if the processes T
and {57, 52} are trace equivalent, note that the trace T is trace-included neither in S; nor in Ss.
However, T is included in the process consisting of both traces (57 and Ss).

This shows that even if two processes are trace-equivalent, there might be symbolic traces
of the first process which are not included in any of the individual symbolic traces of the other
process. Rather, the second process as a whole trace-includes each symbolic trace of the first
process.

It can be easily proved that {S7,S2} is a determinate process. Therefore our tool can directly
prove that T' = {S1, S2}. When given as input the two processes (T on one side and {5, 52} on
the other side), it terminates instantaneously and proves their trace-equivalence.

When asked to check for the equivalence between T' and either S; or Sy, the tool immediately
shows that the two are not trace-equivalent and provides an appropriate counter-example.

If we did not know that {S7, So} is determinate, we could have used the workflow described in
Figure 5.4 to check if {S7, 52} and T are trace-equivalent or not. Unfortunately, since neither Sy
nor S is trace-equivalent to 7', we would not have been able to draw any conclusion.

5.9.3 The FOO E-voting Protocol

In this section we analyze vote privacy in a voting protocol (from hereon referred to as the 'FOO
protocol’) due to Fujioka, Okamoto and Ohta [87]. We provide an informal description of the
protocol and we then proceed to show that it satisfies vote privacy in our symbolic model.

Description

The FOO voting protocol relies on two relatively non-standard cryptographic primitives:

1. commitments: by constructing the message commit(v,r) for some value v and some key r
and sending it to some party, a participant commits to the value v with respect to the party
having received the commitment.

The commitment itself does not reveal the value v or the key 7.

Later on, when the participant is ready to reveal the value v to which he has previously
commited, he sends in clear the key r to the other party. This party can nowopen the
commitment with the key r obtaining open(commit(v, r),r) =g v and obtain the value that
was commited to.

2. blind signatures: a participant who wants to have an authority sign some message m, but
without revealing the contents of m to the authority, can first blind the message m with a
random blinding factor B to obtain blind(m, b).

The authority can then sign the blinded message (if it chooses to do so) using its private key &
to obtain sign(blind(m, b), k). Later on, the participant can use the blinding factor to unblind
the message signed by the authority, thereby obtaining unblind(sign(blind(m,b), k),b) =g
sign(m, k) the signature of the authority on the unblinded message.

We have briefly described the cryptographic primitives involved. We now describe how the
protocol works. The voting takes place in three phases described bellow.
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1. In the first phase, each voter V' chooses a vote v, computes a commitment commit(v,7)
of the vote v with a fresh key r, blinds the commitment using a random blinding factor b
(obtaining blind(commit(v, ), b) and signs the result with his private key, thereby obtaining
the blob sign(blind(commit(v, ), b), ky ).

The voter then sends this blob to an administrator accompanied by V’s identity. The
administrator verifies that V' has the right to vote and did not vote before, and then signs
using the administrator signature the blob (the blob is not signed by V at this point) and
sends the result sign(blind(commit(v,r),b),k4) to V.

Once the voter V receives this message (presumably the signature of the administrator on
his blinded vote), he then performs atomically the following actions: it checks that it was the
administrator who has signed the received message (using the administrator’s public key)
and then unblinds that message to obtain unblind(sign(blind(commit(v,r),b),ka),b) =g
sign(commit(v,r),k4), i.e. his own commitment signed by the administrator. Note that in
this process, V' did not reveal his vote to the administrator.

2. The second phase is the actual voting phase: V sends the unblinding to the collector C' on an
anonymous channel, the collector verifies that the unblinding was signed by the administrator
and, if the test succeeds, enters the commitment and the unblinding into the database.

3. The third and last phase starts once the collector decides it has received all votes (i.e. after
the election ends).

The collector publishes the database of votes. Each voter V verifies that their commitment
is in the list and if so sends r, the commitment factor, to C' via an anonymous channel.

The collector C' opens each ballot with the random r and publishes the vote v.

Modeling and Verifying the Protocol

To model the commitment scheme and the blind signatures, we use the following convergent
optimally reducing term rewriting system:

open(commit(x,y),y) — x
R =< check(sign(z,y),pk(y)) — =
unblind(sign(blind(z, y), 2), y), pk(z)) — sign(z, 2)

that models the cryptographic primitives used in this case.

As we do not trust any of the election authorities, we assume they are dishonest participants
and we give away their private key to the attacker by modeling the private key kqu € M of the
authority as a public name. We model a voter V' € {4, B} C C (we identity voters with channels)
voting v € {yes,no} C M (each vote is represented by a public name) by a trace

P(V,v) = Ay (V). As(V, ). A3(V,v).A4(V, )

where
A (V,v) = send(V,sign(blind(commit(v,rv,), bv.y), kv))
Az (V,v) = receive(V,zy,).[checksign(zy,y,, pk(Kkgun)) = blind(commit(v, 7y, ), byy)]
As(V,v) = send(c,unblind(zy,y,by,y))
Ay(Viv) = send(c,ry,y)

are the atomic actions of the honest participants. The names by, 7y, € N are private, V €
{A, B} is the channel of voter V and ¢ € C is a public channel (so that the signed commitment
can be transmitted anonymously). The actions A; and A, correspond to the first phase of the
protocol, the action Az corresponds to the second phase and the action A4 to the third phase.
Different voting situations can then be considered by constructing interleavings of traces P(V, v)
for several values of V' and v in a phase-respecting manner. To prove that an attacker cannot tell
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the difference between the situation where agent A votes yes and agent B votes no from the
situation where the two agents swap their votes: agent A votes no and agent B votes yes, we
consider the set X(V, v, U, u) to contains all 24 traces resulting from phase-respecting interleavings
of P(V,v) and P(U,u) as defined in Figure 5.5.

Phase, (V,v,U,u) = {

A1 (Vv, 'U)AQ(‘/, 'U).Al (U, ’LL)AQ(U, u)
A1 (Vv, U).Al (U, U)AQ(‘/, U).AQ(U, u)
Al (Vv, U).Al (U, U)AQ(U, U)AQ(V, U)
A1 (U, u). A1 (V,0). Ax(V,v).A2(U, u)
A1 (U, U)Al (‘/, ’U).AQ(U, U)A2(V, ’U)
A1 (U, U)AQ(U, U)Al (Vv, ’U).AQ(V, U)

Phases(V,v,U,u) = {

Phases(V,v,U,u) = {

(V.. Uyu) =
P,.Py. Py ‘ P, € Phasey, Py € PhaSEQ,Pg S Phaseg,,
¥

Figure 5.5: The set X(V,v, U, u) of all 24 traces of the FOO e-voting protocol

We next consider a process modeling all traces of the FOO protocol restricted to two honest
participants: a participant V' who votes v and another participant U who votes u:

Q(V,v,U,u) = {send(c, pk(ka)).send(c,pk(kp)).T | T € X(V,v,U,u)}.

In addition to the set of traces X(V, v, U, u), the process Q(V, v, U, u) also models the fact that the
intruder has the public keys of the honest agents. In order to check that the FOO protocol satisfies
vote privacy for two participants in our symbolic model, it is sufficient to establish (similarly to [72])
that

Q(A, yes, B,no) ~; Q(A,no, B, yes).

Unfortunately, we cannot directly apply our tool AKISS to check trace equivalence because the
two processes Q(A,yes, B,no) and Q(A,no, B,yes) are not determinate. However, the sufficient
condition described in the second step of Figure 5.4 holds, i.e. AKIiSS shows in a little under 3
minutes that for any trace T € Q(A, yes, B, no) there exists S € Q(A4, no, B, yes) such that T' ~; S
and vice-versa and therefore

Q(Aa yes, Ba IlO) i Q(A7 no, B7 yes).

We conclude that the FOO voting protocol indeed satisfies vote privacy in our symbolic model.

Note that our model only accounts for two voters and two votes. However, the same method-
ology can be used to establish vote privacy results for several voters and several possible votes (at
the cost of an increase in running time).

5.9.4 Checking for Strong Secrecy

Usually, secrecy is checked in the Dolev-Yao model as a reachability property [107]. However, it is
possible to define stronger forms of secrecy in the Dolev-Yao model based on process equivalences.
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Blanchet [26] provides such a definition of strong secrecy based on observational equivalence in a
variant of the applied-pi calculus. According to Blanchet [26], a process P(Z) with a set of free
variables T preserves the strong secrecy of its free variables z if and only if,

for all grounding substitutions o, ¢’ of domain &, we have Po ~ Po’.

In the above definition, the substitution application avoids name capture (i.e. 0,0’ are not allowed
to contain private names). Also, by the definition of [26], &~ denotes observational equivalence. We
can model the same type of strong secrecy in our process calculus, but relying on trace equivalence
instead of observational equivalence:

Definition 5.14. Let P be a process with free variables {x1,...,2z,}. The process P satisfies
strong secrecy of its free variables if and only if:

receive(c, x1). . ... receive(c, x, ).receive(c,a}). .. .. receive(c,a})).P
~t

receive(c,x1). . ... receive(c, x,,).receive(c, x}). .. .. receive(c, x},).P{x; — 2} }1<i<n,
where ¢ € C is a public channel.

We can see that the two definitions (the one from [26] and Definition 5.14) coincide (other than
the change from =~ to =) by noting that the universal quantification on o, ¢’ and the fact
that o, ¢’ do not capture private names are modeled by having the intruder choose the values of
Xly..n, T, @Y, ..., 2 at the beginning of each process. We consider the running example from [26],
a key-distribution protocol:

A — B: aenc(sign(pair(pk 4, pair(pkg, k)),ska), pkg)
B— A: enc(x,k).

In this protocol, the two participants A and B wish to establish a shared key k for subsequent
communication. The participant A creates the key k, and sends it to B together with the identity
pk 4 of A and pkp of B. The entire message is signed by A using his private key sk 4 and encrypted
under the public key pk g of B. The participant B can then send to A a message enc(z, k) encrypted
under the freshly created key k. The variable x is free and represents the contents of the message.
We will next analyze the strong secrecy of x in this protocol.

We model the cryptographic primitives used (public key encryption, digital signatures, symmet-
ric encryption and pairs) in a standard fashion using the following convergent optimally reducing
term rewriting system R:

R ={ adec(aenc(z,pk(y)),y) — «
dec(enc(z,y),y) — =
checksign(sign(z, v), pk(y)) — ok
msg(sign(z,y)) = x
fst(pair(z,y)) — =
snd(pair(z,y)) = «

1.

We model one session of this protocol as follows. We let k,skp,skq € A by private names
representing the freshly chosen symmetric k and respectively the secret keys of A and of B. We
consider a single public channel ¢ € C and two processes

P4 = send(c, aenc(sign(pair(pk(sk ), pair(pk(skp), k)), ska), pk(skp)))
Pp(x) = receive(c, y).

[checksign(adec(y, skg), pk(ska)) L ok].

[fst(msg(adec(y,skg))) < pk(ska)].

[fst(snd(msg(adec(y, skp)))) < pk(skp)].
send (¢, enc(z, snd(snd(msg(adec(y,skp))))))
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modeling the actions of participant A communicating to B and that of participant B communi-
cating to A. We denote by P(z) all 6 interleavings of actions of P4 and of Pg(x). The strong
secrecy of z (for one session of the protocol) is then modeled by the following equivalence:

receive(c, x).receive(c, z’).send(c, pk(sk 4)).send(c, pk(skg)).P(x)
~t

receive(c, x).receive(c, z’).send(c, pk(sk4)).send(c, pk(skp)).P(z').

Sending pk(skas) and pk(skp) on the network models the fact that the intruder has the pub-
lic keys of A and of B. Inputting  and ' follows our definition of strong secrecy (Defini-
tion 5.14). The notation a.P where a is an action and P is a process denotes the process
{a.T | T € P is a trace of P}.

We have checked the above equivalence using AKISS and we have proved that it holds. We
conclude that this protocols satisfies strong secrecy of x (for one session). We have also checked
strong secrecy for the different variations of this protocol described in [26]. The variations introduce
violations of strong secrecy and fixes for these violations in order to re-obtain strong secrecy. We
obtained using AKISs the expected results (but for only one session of the protocol).

5.9.5 Checking for Guessing Attacks

We can distinguish secrets used in cryptographic protocols as being weak secrets and strong secrets.
Strong secrets such as encryption keys have a bit-length which makes it intractable for an attacker
to completely enumerate them. In contrast, weak secrets such as PINs or passwords can be
enumerated in a more reasonable time-frame (e.g. assuming that a password is an English word,
it is sufficient to enumerate all words in an English dictionary). Weak secrets are useful as they
are easier to remember by humans. They are used for example to authenticate two participants
as the following example protocol shows:

A— B: enc(n,w)
B — A: enc(h(n),w).

In this protocol, the participants A and B share a weak secret w. The goal of the protocol is to
authenticate B from A’s point of view. To do this, A picks a fresh name n and send a challenge
enc(n,w) to B. If B knows w, he can decrypt the challenge, compute the hash h(n) of the name
n freshly chosen by A and encrypt the hash h(n) with w to send it to A. The participant A can
then check that the decryption of what he received is the hash of the fresh name. In this case, A
is convinced to be talking to B, since B has “proved” by decrypting and encrypting with w that
we knows the weak secret w.

Suppose that an intruder records all of the messages ¢ = {w; — enc(n,w), ws — enc(h(w),w)}
transmitted in a session between A and B. As w is a weak secret, he can enumerate all of the
possible values v of w offline (i.e. after the session has ended). He can then check if a value v is
the correct one (i.e. is equal to w) by performing the following test:

h(dec(wy,v)) Z dec(ws, v).

When v = w, the test will succeed and when v # w, the test will fail. Therefore we say that
the protocol makes w vulnerable to a guessing attack (or equivalently to an off-line dictionary
attack). We can model that a private name w appearing in a process P is resistant against an
offline dictionary attack by the following equivalence:

P.send(c,w) ~; P.send(c,v).

In the above equivalence ¢ € C is a public channel, w,v € N are private names with w representing
the weak secret and v being a fresh name. The notation P.a where P is a process and a is an
action denotes the process {T.a | T' € P is a trace of P}. The intuition behind the equivalence
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is that the attacker first records all messages output by P. Then he tries to guess the value of
w (by enumerating all its values). This guessing is modeled by the two actions send(c, w) and
send(c,v). If the two sides of the equivalence are indistinguishable, it means that the attacker
has no test to distinguish between the real value w of the weak secret and another value v.

We now proceed to analyze resistance against guessing attacks for the example protocol that
we have described above. We can model the roles of A and of B in the above protocol as the
following traces:

P4 = send(c, enc(n, w))
Pp = receive(c, z).send(c, enc(h(dec(z, w)), w)).

The participant A therefore simply sends the encryption of a fresh name n € N with the weak
secret w € N on the network. The participant B reads z (the message that A supposedly sent) from
the network and outputs on the network the solution to A’s challenge. We model the underlying
rewrite system as
R={ dec(enc(z,y),y) = =
enc(dec(z,y),y) — =
1.

The first equation is standard and the second equation models that the encryption scheme is not
key revealing (otherwise there would be a trivial attack: the attacker could test wy is an encryption
with the value v that he has guessed: enc(dec(wy,v),v) = wy). Resistance against guessing attacks
of w then reduces to the equivalence

P.send(c, w) =~ P.send(c,v)

where v € N is a fresh name. The tool AKISs shows that the two processes are not coarse trace
equivalent (and therefore not trace equivalent) and outputs the following test which holds when
X = P.send(c, w) but does not hold when X = @Q.send(c, v):

) send(c),receive(c,w ),test,send(c),send(c) (

(X,0 Y, @) s.t. (dec(ws, w3) Z h(dec(wy,w3)))e.
Therefore the equivalence does not holds and we conclude that P is not resistant against
guessing attacks of w. We now consider a variant of the EKE protocol [23]:

A — B: enc(pk(k),w)
B — A: enc(aenc(r,pk(k)), w).

The goal of the EKE protocol is to establish a session key r between two participants who share
a weak secret w. To do so, the initiator A generates a fresh private key k and sends to B the
associated public key pk(k) encrypted under w. The participant B then creates the fresh session
key r and send this key to A wrapped by asymmetrically encrypting it with pk(k) and then
symmetrically with w. In the EKE protocol a challenge-response phase meant to prevent replay
attacks follows but we do not model it since we concentrate on resistance against guessing attacks
on w. We model the two participants as the following traces

P4 = send(c, enc(pk(k), w))
Pp = receive(c, x).send(c, enc(aenc(r, dec(z, w)), w)),

where ¢ € C is a public channel and r, k,w € A are private names. Then an interleaving of P4
and Pp represents one session of the EKE protocol. We consider two more traces:

P!, = send(c, enc(pk(k’), w))
Pp, = receive(c, 2').send(c, enc(aenc(r’, dec(z’, w)), w)),

with 7/, k" € N modeling a second session of the same protocol. Then the process P consisting
of all interleavings of P4, Pg, P}y, P; model two concurrent sessions of the EKE protocol between
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participants A and B. We consider the term rewriting system

R={ dec(enc(z,y),y) =
enc(dec(z,y),y) = x
adec(aenc(z, pk(y)),y) = «

1.

The first and the third rewrite rules are standard. The second rewrite rule models the fact that the
symmetric encryption scheme is key-concealing to prevent an attacker from checking if a ciphertext
has been encrypted using a known key. We have shown using AKi1Ss that

P.send(c,w) ~; P.send(c,v)

for a fresh private name v € N and we can therefore conclude that EKE satisfies resistance against
guessing attacks on w for two sessions.

5.10 Conclusion and Further Work

This chapter of the thesis is concerned with the verification of trace equivalence for security proto-
cols. We obtain a procedure for verifying trace equivalence for finite, determinate processes without
else branches under convergent optimally reducing rewrite systems. To handle non-determinate
processes, we present an effective proof method for trace equivalence based on the procedure for
determinate processes. We conjecture that the procedure always terminates for subterm conver-
gent term rewriting systems, but unfortunately, due to the highly complex form of Horn clauses
obtained by the procedure, we have not been able to prove this.

We have implemented this procedure in the tool AKISS and we have used the procedure to run
several experiments. Although the implementation works quite fast for checking if one symbolic
trace is trace-included in a determinate process, the number of symbolic traces of a process can
be exponential and therefore an exponential number of such trace-inclusions need to be verified in
order to check that two processes are trace-equivalent. We have used our tool to provide the first
provably sound and automatic ! proof of vote privacy in the FOO e-voting protocol (Section 5.9.3).
As future work, there are several tracks which deserve to be investigated:

1. Prove that the saturation procedure presented in the second part of the chapter terminates.
This would provide a very nice theoretical result that is also easy to implement in practice.

2. Get rid of the explicit enumeration of symbolic traces. The definition of a process as a set
of all its symbolic traces is fine from a theoretical point of view, as long as complexity does
not enter the picture. However, from a practical point of view, the unavoidable exponential
blowup is very bad for the running time and the explicit enumeration of symbolic traces is
Very error-prone.

3. Get rid of the hypothesis of determinate processes. E-voting protocols, which represent the
most important application for checking equivalence properties, are naturally not determi-
nate. This means that approximations must be used in order to prove equivalences, such as
the approximation that we used when verifying the FOO e-voting protocol.

4. Get rid of the “no else branch” hypothesis. In our current work, we only allow processes
that perform tests and, if the test succeeds, they continue; otherwise they block. In practice,
there are protocols which may do arbitrary actions in the “otherwise” branch. Verifying
such protocols is a worthwhile goal.

IThe work in Chapter 5 of [119] also allows automatic verification of FOO by using an add-on to ProVerif
called ProSwapper; however the soundness of the add-on itself was never proven and therefore there is not formal
guarantee of the result of the verification.
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5. Perform sound abstractions. Instead of having fully-abstract models of traces, construct
sound models that allow proving equivalence properties. Not having to be fully-abstract may
allow for better efficiency and could allow a tool to make security proofs for an unbounded
number of sessions.

6. Work modulo AC or other equational theories. There are a number of cryptographic primi-
tives such as Diffie-Hellman or XOR which cannot be oriented as a convergent term rewriting
system. Working modulo AC (associative-commutative) operators could allow a tool to prove
security properties under such cryptographic primitives.



Chapter 6

Composability

6.1 Introduction

Most of existing techniques for proving protocols secure are dedicated to the analysis of a protocol,
without taking into account other protocols which may be used at the same time. However,
most cryptographic protocols do not run in isolation. Instead, several protocols can run on the
same network and there might be undesirable interactions between protocols which cause security
problems.

Even apparently isolated protocols might interact in unexpected ways. For example, a user
might choose the same password for two different network services, or a server might use the
same key for different protocols. Even if the network services (or the different protocols) were
proven secure in isolation, there is no security guarantee which carries over when they share keys
or passwords.

Furthermore, a number of protocols are verified under the assumption that agents share some
pre-distributed keys (e.g. public keys or symmetric keys between agents and servers). But these
keys might have been established by some other sub-protocols. There is no guarantee that a
protocol remains secure if a specific key-exchange protocol is used to establish the keys, even if
both protocols have been proven secure in isolation.

Even assuming that we could produce a global model of all protocols which are used in a certain
setting, it might be unrealistic to formally verify such a collection of protocols in its entirety due
to computational constraints.

Therefore more modular reasoning about security is desirable, where we can infer security
guarantees for the composition of protocols from the security guarantees of the individual protocols.
The goal of this chapter is to study the composition of protocols. Which security properties should
Py and P, have such that running P; and P, on the same network (with possible information being
passed between Py and P5) is secure. In particular, given a protocol P; that has been proven secure
assuming pre-established keys or assuming some secure channel, under which conditions does P;
remain secure if it uses P, as a sub-protocol to establish some of keys?

6.1.1 Related Work

One of the first papers studying the composition of protocols in the Dolev-Yao model is [93]. In
the formalism of strand spaces [85], Guttman and Thayer show that two protocols which make use
of concatenation and encryption can be safely executed together without damaging interactions,
as soon as the protocols are “independent”. Also, an assumption is made that all keys are atomic
and not generated for example by hashing some message. The independence hypothesis requires
in particular that the sets of encrypted messages handled by the two protocols be disjoint. This
is a semantic hypothesis on all possible executions of the two protocols which needs to be checked
by hand.

141
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In [57], Cortier et al show that tagging is sufficient to avoid collusion between protocols sharing
common keys and making use of standard cryptographic primitives: concatenation, signature, hash
functions and encryption. This framework allows to compose processes symmetrically; however,
it does not allow to securely compose e.g. a key exchange protocol with another protocol which
makes use of the shared key. In particular, this is because the shared keys should never appear as
payloads.

In [92], Guttman provides a non-trivial characterization which ensures that two protocols can
run securely together when sharing some data such as keys or payloads. The main improvement
over [93] is that keys are allowed to be non-atomic. The characterization is syntactic but has to
be computed for each pair of protocols. As cryptographic primitives, the protocols are allowed to
contain encryptions and concatenations. The proof method in our result is roughly similar to the
proof methods described here: an attack against the composition is transformed into an attack
against one of the two protocols.

In [71], Delaune et al use a derivative of the applied-m calculus to model off-line guessing
attacks. They show that in the passive case resistance against guessing attacks is preserved by the
composition of two protocols which share the weak secret against which the attack is mounted. This
result (in the passive case) holds for arbitrary equational theories. However, for the active case this
is no longer the case: it is however proven that tagging the weak secret enforces secure composition
(in the sense of guessing attacks). Again, this framework applies to parallel composition only.

Modersheim and Viganod [109] have proposed a framework for composing protocols sequentially.
They propose a criterion for a protocol P to safely use Py as a sub-protocol (for implementing a
secure channel). However, their criterion is a semantic criterion, for which no decision procedure
has been provided yet. In [91], Grofl and Modersheim introduce wvertical protocol compositions,
where a key-exchange protocol is coupled with a protocol (called application protocol) which uses
the exchanged key. Vertical compositions are similar to the sequential compositions we have used
in this work. They identify a number of preconditions which, if satisfied by a set P of key-exchange
protocols and application protocols, allow arbitrary vertical compositions among the protocol in
P. Their work also allows for self-composition, in the sense that an application protocol can serve
as a key-exchange protocol for yet another application protocol.

In [70], Delaune et al use a simulation based approach inspired by work in the computational
model [33] to provide a framework for securely composing protocols in the applied-7 calculus.
This involves defining for each sub-protocol an ideal functionality and then showing that a certain
implementation securely emulates the ideal functionality. Another line of work is represented by
the Protocol Composition Logic [67], which can be used to modularly prove security properties of
protocols using a fixed set of primitives. However, the proofs may be rather involved and are not
automatic.

6.1.2 Contribution

In this chapter, we propose a generic composition result for arbitrary cryptographic primitives
which can be modeled by equational theories. More precisely, we show that an attack trace
against the composition of two protocols can be transformed into an attack trace against one of
the two protocols.

The composition theorem holds for any cryptographic primitives which can be modeled by
equational theories, provided that the signatures of the two composed protocols are disjoint.
This allows us to handle many cryptographic primitives: symmetric and asymmetric encryption,
hash functions, messages authentication codes, signatures, blind signatures, re-encryption, zero-
knowledge proofs and others [18, 72]. We can also allow some common primitives between the
two protocols, such as encryption and hash, provided that they are tagged. In order to formally
describe and reason about protocols and their compositions, we introduce in Section 6.2 a slightly
different process algebra than in the previous chapter. This (new) process algebra contains actions
such as vn and | and is more adapted to describing compositions of protocols than the one used
in the previous chapter. We concentrate on proving secrecy properties of compositions although
we believe that our result carries over to other trace properties such as authentication.
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Our main theorem is generic in the sense that the composition can be any interleaving of actions
from the two protocols: for example, the composition can be parallel or sequential, possibly with
nested replication. In particular, we capture the case where a protocol uses a sub-protocol to
e.g. establish keys. As a consequence, we can for example easily compose a protocol using Diffie-
Hellman exponentiation for establishing symmetric keys, together with any protocol making use
of pre-established keys.

Applications. Our main composition result can be used in different contexts. As an application,
we study the case of key-exchange protocols. We first consider the case where a key-exchange
protocol is used to establish shared long-term keys.

Assume that P = vn.(P; | P) is a protocol that establishes a key between two participants.
The process P denotes the parallel execution of a participant modeled by P, and another partici-
pant modeled by P,. The two agents P; and P, share the previously distributed key n. The goal
of the protocol P is to establish a fresh shared session key between P; and P,. Assume that the
key will be stored in the variable y; for P; and the variable ys for Ps.

We identify which properties should be satisfied by P in order to be safely used within any
other protocol. As expected, we retrieve the fact that the established key (stored in y; for P;
and in yo for P») should remain secret to an attacker, but we also point out two other important
properties which are not always checked when verifying key-exchange protocols.

We show that whenever P satisfies our identified properties and if a protocol @ is secure
assuming pre-established keys (e.g. if @ preserves the secrecy of some data s):

Q=vk.((y1 :=k).Q1 | (y2 :=k).Q2) & Secret(s)

then ) remains secure when running P as subprotocol for establishing the secret key (in y; for
the first participant and in ys for the second participant):

vn - (Pl . Ql | P2 . Qg) ': Secret(s).

We also consider the case where a key-exchange protocol is used within each session for estab-
lishing a secure channel. We show that if a protocol Q' is secure assuming a secure channel:

Q" =!(vk.((yr :=k).Q1 | (y2 := k).Q2)) = Secret(s)

then @’ remains secure when running P as subprotocol:

!(Vn.(Pl.Ql | PQQQ)) ': Secret(s).

Our approach has several advantages over prior work. As opposed to [93, 57, 92, 109, 91], our
result allows not only the standard cryptographic primitives like encryption and hash functions,
but arbitrary primitives expressible as equational theories. Furthermore, unlike [57, 71], our result
allows to compose protocols asymmetrically (i.e. not just in parallel). A difference between our
approach and [70] is that we do not need to prove anything about the protocols we are trying to
compose except standard reachability properties. In particular, we do not have to provide a key
exchange functionality and prove that an implementation satisfies this functionality. However, [70]
can be used to reason about protocols which do share primitives.

This chapter is based on work [49] that has been published at CSF 2010.

Plan of the Chapter. In Section 6.2 we introduce a process algebra which is suitable for defin-
ing composition of protocols. In Section 6.3 we identify difficulties in composing protocols and
we give examples of compositions that “go wrong”. Once we rule out the problematic cases that
we identified, we propose a generic composition theorem for protocols employing disjoint crypto-
graphic primitives in Section 6.4. We present applications of this theorem to key establishment
protocols in Section 6.5. We show that a form of tagging is sufficient to enforce disjointness of
cryptographic protocols making use of symmetric encryption and hash functions in Section 6.6.
We conclude our work in Section 6.7 with perspectives for further work.
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6.2 Process Algebra

We now introduce the process algebra that we use to describe protocols and their composition.
As opposed to the process algebra that we have used in the previous chapter, this process algebra
is tailored to easily describe protocol compositions and reason about their security. The process
algebra closest to ours is the applied m-calculus [3]. However, the applied m-calculus is not adequate
in our case since it makes formulating our main theorem unnecessarily cumbersome. The main
differences between our calculus and the applied w-calculus are the following ones:

e we add a synchronization phase, so that we can write P.Q for arbitrary processes P and Q.
This is important to express the fact that a protocol first runs P before continuing with @,

e we consider only one public channel,
e only positive tests are allowed (no else branches).

Processes are defined inductively in Figure 6.1.

PQ... == processes
| 0 (null process)
| wva forz e X (fresh name)
| receive(z) forxze X (input)
| (x:=1) for x € X,z ¢ Var(t),t € T(F,X) (assignment)
|  send(t) forte T(F,MUX) (output)
| [s=1] for s,t € T(F,MUX) (test)
|  (PQ) (sequential composition)
| (P|Q) (parallel composition)
| P (replication)

Figure 6.1: Process Algebra

The null process (or the empty process) 0 does nothing. The process va binds x to a fresh
private name. The process receive(x) reads a term ¢ from the public channel, and binds z to t.
The assignment process (z := t) instantiates « with ¢t. The process send(t) outputs the term ¢
on the public channel. The test process [s = t] blocks if s #g t and does nothing otherwise. The
sequential composition process P.Q) executes P followed by (. The parallel composition process
(P | Q) runs P and @ in parallel. The replication process !P will act as an infinite number of Ps
in parallel. We may write v{x1,..., 2} instead of vz;..... vy,

When we write processes, we assume that “I” binds strongest, followed by “|” and then by “.”.
We assume that the variables introduced by vz, receive(z) and (z := t) are bound throughout
sequential composition (denoted by “.”) as far to the right as possible. By fv(P) we denote the
set of free variables of P. We identify processes up to a-renaming of bound variables and up to
the following structural equivalence rules in Figure 6.2.

P=P0=0P P|0=P (P|Q)|R=P|(Q|R)
10=0 PlQ=Q|P 'P=P|P

Figure 6.2: Structural Equivalence Rules

Ezample 6.1. Let Fpy = {f, g, mac} be a signature where g is a function symbols if arity
1 and where f, mac are function symbols of arity 2. Together with the equational theory

Epn = {f(9(v),z) = fg9(x),y)}
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the function symbols f and g model the Diffie-Hellman primitives (f(x,y) = ¥ mod p,
9(y) = a?¥ mod p for a generator ) and mac denotes a keyed hash function.

We have that the process Ppy = vxy.(Py | P2) models for the Diffie-Hellman protocol if

P, = wvax.send(g(z)).send(mac(g(x), xy)).receive(z).receive(z’).
[z = mac(z, xx)].y1 = f(acciz)
P, = wvy.send(g(y)).send(mac(g(y), zx)).receive(z).receive(z’).

[z = mac(z, zx)].y2 := f(y, 2).

The process P; models the first participant in an authenticated Diffie-Hellman key exchange
while P, models the second participant. The free variable x; should be previously shared
by the two participants to ensure authentication.

Processes are executed within an environment formed of a frame ¢ that contains messages
sent over the network (as in the applied m-calculus) and a binding substitution o whose domain
is a subset of the free variables of the process. The formal operational semantics is given by the

transition relations — g and i>}-’E (where ¢ is a label receive(r)) described in Figure 6.3.

P=vz.R  x¢&Dom(o) n € N fresh

NEwW
(P,(p,a) —FE (R79070 U {.%' = TL})

P = receive(z).R pFret x & Dom(o)

InpUT receive(r)
(P’SO,U) F,E (R,Q0,0'U{(E'—)t})
P=(x:=t).R x¢&Dom(s) Var(t) C Dom(o) to =g t'
ASSGN 5
(P7<)0a0) —F,E (R,(p7UU{IL’ =t })
P=send(t).R  Var(t) CDom(oc) t =gto
OutrpPUT 7
(Pa P, 0) —F,E (Rﬂ p U {w|’Dom(Lp)|+1 =t }7 0)
P=I[s={.R so =g to Var(s),Var(t) C Dom(o)
TEST
(P7 ®, U) —>f,E (R7 ©, 0)
§
P = (QO ‘ QI)R (Q07g070-) _>.7:,E (Q/0790/70J)
PARALLEL

(P,o,0) 576 (Q) | @1)-R,¢',0)

Figure 6.3: Operational Semantics.

The New operation chooses a fresh name n, binds z to n and moves to the next action. The
Input operation waits for a term ¢ constructible by the recipe r from the frame ¢ containing the
messages already exchanged on the network, binds z to ¢t and moves to the next action. The
Assign operation binds x to to and continues to the next action. The Output operation adds
to the frame the term to being output. The Test operation moves to the next operation if the
two terms being compared are equal and blocks otherwise. The Parallel operation states that a
parallel composition can proceed as either of the two processes being run in parallel.

In Figure 6.3, § is a meta-variable denoting either the empty string, in which case g FE=—FE;

receive(r)

or a label x = receive(r), in which case i>}-,E: #,e- The relation —" » ¢ is defined

l1 l2 ln .

* * * * *

as = FEFE P FETFE - D g FE~F g Weomit F and E when they are clear from
the context.
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Examples of process executions can be found in Section 6.3. We conclude this section by
defining secrecy and freshness. Secrecy and freshness are two properties that we require of protocols
in order to compose them securely. Intuitively, a variable is secret if in any protocol execution,
its instantiation remains not deducible. We will require variables that are shared between two
protocols to be kept secret by both protocols in order to securely compose them. Otherwise, if a
protocol reveals a shared variable, it might create a dangerous situation for the other protocol as
exemplified in Section 6.3.1.

Definition 6.1 (secrecy). We say that a process P preserves the secrecy of x € Var(P) in the
equational theory E, and we denote it by P =g Secret(z), if whenever

liyeonln

(P.0,0) =" (Qp,0)
we have that ¢ l/g xo.

Freshness of a variable with respect to a set of variables is another security property that
we will demand of the two protocols in order to secure compose them. Intuitively, freshness of a
variable means that protocols do not reuse one of the older secrets to instantiate this variable. The
reuse by a protocol of some older secret in shared variable might create an equality unexpected
by the second protocol and might lead to an insecure situation as exemplified in Section 6.3.3.

Definition 6.2 (freshness). We say that a process P guarantees the freshness of x € Var(P)
w.r.t. {y1,...,yx} € Var(P) in the equational theory E if whenever

(P,0,0) 2% (Q, ,0)
we have that xo #g y;0 for all 1 <1 < k.

In the above definitions we assume that the variables in the processes have been conveniently
a-renamed before application of the definition. If the above definitions concern variables appearing
under replications, we assume that the conditions hold for any of the variables denoted by z (and
resp. Yi,...,Yk). This can be achieved formally by coloring all bound variables with different
colors; whenever a variable is a-renamed it preserves its color. We would then say that a certain
color c is secret when all variables colored with ¢ remain secret. As this technicality is not essential
in our approach, we prefer to use the less formal version.

6.3 Difficulties

Of course, two protocols P, @ cannot in general be (securely) composed in arbitrary ways. We
illustrate several cases where composing two secure protocols yields an attack. For readability, in
this section we use the notation {s}; for the term enc(s,t).

6.3.1 Revealing Shared Keys

If a protocol P is establishing a (secret) key k, then a protocol @ using the key k should not reveal
it. This would clearly compromise the security of P but it could also compromise the security
of Q. Assume for example that a protocol P; (playing the role of P above) generates two fresh
(secret) data x and y and reveals the encryption of x under y:

P, = vz.vy.send({z},)

Note that P; may compute z and y in a more complicated way, but we consider just the rather
trivial case where x and y are instantiated to fresh nonces for the sake of clarity. Then P; preserves
the secrecy of both x and y. Assume now that a process Q1 (playing the role of @ above) reveals
y and uses x for encrypting a secret z:

@1 = vz.send(y).send({z}.).
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Then va' vy .(x :=2').(y :==y').Q1 preserves the secrecy of z, while the composition P;.Q; of
both processes does not preserve the secrecy of z. Indeed

(Pl.Ql,Q),@) —* (O,CP,O' = {ZL’ —> kl,y —> kQ,Z — kg})

for fresh private names ki, ko, ks € N, where ¢ = {wy — {k1}ry, wa — ko, ws — {ks}r, }. We
have ¢ }—(é:f‘iw?”dec(wl’wz)) zo and thus P1.Q1 e
models symmetric encryption.

Note that this attack works even if P; and @)y actually use different encryption symbols (thus
even if they use disjoint signatures).

Secret(z), where Egpne = {dec(enc(z,y),y) = z}

enc

6.3.2 Sharing Primitives

The interaction of two protocols using common primitives may yield an attack, even if each of the
protocols is secure when executed in isolation. Indeed, consider again the process P; described
above and let Q3 be a process that uses x for encrypting a secret z and outputs m for any m
received under the encryption of y.

Q2 = vz.send({z},).receive(z’).send(dec(2’,y)).

Then va'.vy' .(x := 2').(y := y').Q2 preserves the secrecy of z, while the composition P;.Qs of
both processes does not preserve the secrecy of z. Indeed

receive(w;) *
) —— (

(P1.Q2,0,0 0,00 U{z" = {k1}r,})

where o has been defined above and ¢’ = {w1 — {k1}r,, w2 — {ks}tr,,ws — ki1}. We have
@' I—‘éj:c(w”w” zo, thus P1.Qs Fe,,. Secret(z).

So, in what follows, we will assume that the composed protocols use disjoint primitives. In
Section 6.6, we extend our result to the case where the protocols may share some primitives such
as encryption and hash, provided they are tagged.

6.3.3 Key Freshness

It is important that shared variables (that are assumed to be fresh) are indeed instantiated by
fresh values. Assume for example that a protocol R = R;.R>.R3 is composed of three phases:

e it first generates a fresh key z: let Ry = vu;

e it then runs a sub-protocol Ry to establish some secret y;

e it outputs a fresh value z if = y: let Ry = vz.[x = y].send(z).

Then R preserves the secrecy of z when Ry = vk.(y := k) chooses y to be a fresh key:
Ry.vk.(y := k).R3 |= Secret(z)

while it is not secure for all sub-protocols Ry establishing a secret key y. Indeed, for R, = (y := ),
we have that vk.(z := k).R/, preserves the secrecy of the shared key y but, because y is not fresh,

R1.R,.R3 [~ Secret(z).
In what follows, we will see that the three situations that we have described in Section 6.3.1,

Section 6.3.2 and respectively Section 6.3.3 are actually the only problematic cases and we will
therefore require in our composition theorem that sub-protocols do not introduce such equalities.
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6.4 Composing Disjoint Protocols

In our composition theorem, we show that under appropriate conditions, protocols that use disjoint
cryptographic primitives compose well. We formalize the fact that two protocols use disjoint
cryptographic primitives by ensuring that the protocols run over two distinct signatures, each
equipped with its own equational theory.

6.4.1 Combination of Equational Theories

We will therefore consider that the signature F consists of the union of two disjoint signatures
Fo and Fy, ie. F = F, UF, where F, N F, = . We also consider an equational theory E, over
F, and an equational theory E, over Fj,. We define the equational theory E = E, UE; (over F)
to be the union of the equational theories E, and E,. Note that the relation =g (as defined in
Chapter 2) is not in general the union of =g, and =g,. We will assume w.l.o.g. that the two
equational theories E, and E; are not trivial:

Definition 6.3. An equational theory Ey is trivial if s =g, ¢ for any terms s, t.

Trivial equational theories are not very interesting since any two terms are rendered equal by
the theory. If one of E, or E, is trivial, then so is E = E, U E;. Under a trivial equational theory,
the intruder trivially knows all terms and implicitly all “secrets”.

We also consider N, W N, ¥ N, = N to be a partition of the set of private names and M, &
My ¥ M, = M to be a partition of the set of public names. We let D, = F, UN, U M, be the
a-domain, Dy = F, U N U My be the b-domain and D, = M, UN,UW U X be the c-domain.
Note that while the a-domain D, and the b-domain Dj contain function symbols, the ¢-domain
D. does not. However, the ¢ domain D, contains all parameters w; € W, while D, and D; do not
contain any parameter. For symmetry with the other two domains, we define F, to be the empty
signature and E, = {} to be the empty equational theory.

For every d € {a,b,c}, we define the set of pure d-terms to be T(Fq, Dg\ FgU X). A term is
pure if it is a pure d-term for some d € {a, b, c}. We say that a process is over the d-domain (with
d € {a,b}) if all terms appearing in the process are pure d-terms.

6.4.2 Composition Theorem

Since a run of the protocol involves only a finite number of replications and determines the schedul-
ing in parallel composition, we simply need to state our main result on traces, that is processes that
contain neither parallel composition nor replication. In order to state our composition theorem in
a general way, we simply need to show that any execution trace on two combined processes can be
transformed into an execution trace on one of the two processes. Then a trace of the composition
leading to an attack can be transformed into a trace of one of the individual protocols leading to
an attack. The fact of stating the main composition theorem on traces is not a limitation, since
our theorem can be used to securely compose processes with arbitrary replications and parallel
compositions, as illustrated in Section 6.5.

We say that a process is atomic if it is one of send(t), receive(x), [s = t], z := t, va for some
terms s,t and some variable x.

Let P=PF;..... P, be a trace over the a-domain with free variables {z1,...,z,} where P; is an
atomic process (1 <i<mn). Let Q = Q;..... Q. be a trace over the b-domain with free variables
{y1,...,yq} where Q; is an atomic process (1 < i < n). Intuitively, the free variables of Q) are
established by P and conversely, the free variables of P are established by Q.

Let R=Ry..... R,+m be a ground interleaving of Pi,..., Py, Q1,...,Qm, that is fu(R) = 0
and {Ry,...,Rpym} = {P1,..., P, @Q1,...,Qmn} (as multi-set equality). We consider R’ to be
a copy of R where the shared variables of P and @ are duplicated. More precisely, let R’ =
Ry..... R/, ., be such that

n—+m

1. R, = Pj{z — 2%} if R; is P; for some j and where x ranges over all variables in P;
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2. R =Q;j{x+ 2°} if R; is Q; for some j and where z ranges over all variables in Q;

Ezample 6.2. We consider for the roles of P and @ the processes P, and ()1 in Section 6.3.1:

P=vzuvy. send({z},)
Q= vz. .send(y).send([z].),

where {-}. and []. denote distinct encryption function symbols. We have that fo(P) = 0
and fv(Q) = {x,y}. We also consider the following ground interleaving of P and Q:

R =vz.vy.vz.send({z},).send(y).send([z]).
We have then that
R = va® vy vz send({x"},.).send(y’).send([2"],s).

We consider a run of the composition of P and Q.

*

(R,0,0) 2% (S5, p0,00) 5 (S, ¢,0) (6.1)

where § is receive(ry11) for some recipe rgy;1 if the last action was an input and then empty
string otherwise.

Assume w.l.o.g. that z1,...,z, are the variables from {x1,...,z,} which appear in Dom(cy)
and that y1,...,y, are the variables from {yi,...,y,} which appear in Dom(op). This means
that @1,...,2p,y1,...,yy are the shared variables that were instantiated before the last action

of the execution.
Let {#}1<i<p and {z;}p11<i<ptq be fresh variables such that

z; = zj iff x;00 =g yjo0 for alll<i<p andalp+1<j<p+q
Zi = Zj iff ;00 =E T;00 for all 1 SZ,] Sp/
zi =z iff yjoo =g yjo0 forallp+1<i,j<p+dq

and let
!/
R" = v{zihi<i<p pri<i<pra-
Tt =21 Ty = 2.
b._ b
Y1 = Zp41-- - yq/ = Zp+q’
R.

Ezample 6.3. Continuing the previous example, we consider the run

(R,0,0) »* (send(y).send([z],), {w1 = {k1}try }, {0 — k1,y — ko, 2+ k3})
—  (send([z]z), {w1 = {k1}ry, w2 = ka}, {x— k1,y = ka, 2 — k3}),

where ki, ko, ks are fresh names, o9 = {z — ki,y — ko,z — k3} and ¢ = {w; —
{k1}hy, wa — ko}. As xog = k1 # ko = yoo, we obtain that

R"= v{z,2}.2% =219 := 2. R’
= v{z, 2}.2" = 219" = 2w vyt.v2’ send({2%},.).send(y’).send (2], ).

R" corresponds to an interleaving of P and Q where P and ) do not share any variable
anymore (since they are duplicated) and where the previously shared variables are instantiated by
fresh distinct names. Note that whenever the execution of R instantiates two shared variables by
the same value (e.g. x;00 =g 2;0¢) then the (duplicated version of) z; and z; are instantiated in
R” by the same fresh name. This corresponds e.g. to the case where the same key is distributed
among several participants (thus is assigned to distinct variables).

We are now ready to state our main theorem which says that we can mimic on R” the execution
trace of R (as in Equation 6.2) unless P or () do not preserve the secrecy or the freshness of the
shared variables.
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Theorem 6.1. Assume @o I to for any t € {z1,...,2p,Y1,...,yy} and that x;00 #E y;00 for
all1 <1 <p',1<j<q'. Then there exist S', ¢, o’ such that

(R”,@,@) L1, b8 (S/,@Iaa/) (6.2)
and
1. if v is a minimal recipe such that ¢ =" xog for some x € {z1,...,2p,y1,...,Yq}, then

¢ B adal) for some d € {a,b}.

2. otherwise, if p F" xo for x € Var(P)UVar(Q) \ {z1,...,%p,y1,.-., Yy} then ¢’ F" zdo’
for some d € {a,b}.

Furthermore, if x,y € Dom(c) are such that xoc =g yo and x¢,y? € Dom(c’) for some
d € {a,b}, then x%0’ =g yo’.

Intuitively, R” is a composition of P and @ where the two processes do not share variables
anymore. Theorem 6.1 says that we can mimic on R” the execution trace of R. Furthermore, if
R reveals a shared variable, R reveals some (duplicated) shared variable as well. Tt will be used
in the next section to conclude that one of the two processes P or @ (executed alone) reveals one
of its (shared) variables thus is not secure. Indeed, assume w.l.o.g. that R reveals the variable
x¢. Since R” corresponds to P executed in parallel (and independently) of @, the process @ can
be entirely simulated by the adversary; thus P reveals z;, that is P [£p Secret(x;).

Ezxample 6.4. Continuing our previous example, we had that
(R7 ®7 (Z)) _>5 (Send([z}w)7 2 O-O)a

and that
Rl/

v{z, )2l = 21.9° = 2. R/
= v{z, 2}t = 219" = w2t vy®vz send({2%},.).send(y’).send([z%],0).

By Theorem 6.1, we obtain that there exist a process S’, a frame ¢’ and a substitution o’
such that
(R",0,0) =° (8",¢",0").

Let r = wy be a minimal for yog in the frame . By Item 1, we have that ws is recipe in

! of b 1

o of y’o’.
The final remark in Theorem 6.1 (that ro =g yo implies 20’ =g y?o’) is important to be
able to completely separate the processes P and @ in R”: as the variable ¢ (1 <i < p’) and y?
(1 < i < ¢') are instantiated in the process R” by fresh names such that z¢ and yé? receive the
same name if x;0 =g y;0, it is important that such an equality does not happen. Otherwise, the
two processes still share data and therefore we cannot conclude about either of them individually.

6.4.3 Proof of Theorem 6.1

This subsection consists of the proof of Theorem 6.1, which requires several non-trivial steps:

1. we define (Definition 6.5) a canonical form for each term that is called the collapsed form
and which is obtained by replacing each term with an alien subterm to which it is equal, if
such an alien subterm exists. An alien subterm is a subterm whose root symbol comes from
a different signature than the root symbol of the term itself.

The collapsed form of a term enjoys the property that each subterm has a canonical domain
by avoiding spurious patterns such as h=!(h(-)) as shown in Example 6.5. Furthermore, in
two collapsed terms which are equal modulo =g, alien subterms can be abstracted by names
and the equality modulo =g still holds (Lemma 6.6).
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2. having terms in collapsed form, we can intuitively decide depending on the signature of the
root symbol which of the two protocols created the term (even if subterms were created by
the other protocol). Whenever a signature change occurs in a term, it means that either the
subterm where the signature change occurs is the instantiation of one of the variables shared
by the two protocols or that it was transmitted by the intruder to the protocol.

Since our goal is to show that from the run of the composition, we can produce a run where
the shared variables are duplicated and the free variables instantiated by fresh names, we
define (Definition 6.4) a function RQ ; which replaces the occurrences of the instantiations
5 of the shared variables by the fresh names n for the shared variables instantiated by the
protocol from signature d € {a,b}.

3. using the previously defined function RZ’ s» we transform the collapsed run of the interleaving
of the two traces into a run on the same interleaving, but where all shared variables are
duplicated and where free variables are instantiated with fresh names.

Using the properties of col and of Rgg proved in Lemma 6.7, Lemma 6.8, Lemma 6.9 and
Lemma 6.10, we can prove that the new run succeeds (i.e. it obeys the operational semantics)
and that if the initial run ended with an attack, the newly defined run has a similar attack.

Disjoint Equational Theories

Note that we have assumed that the two equational theories E, and E; are not trivial. Non-trivial
equational theories enjoy the following property:

Lemma 6.1. If Ey is not trivial then a #g, b for any distinct atoms a # b.

Proof. By contradiction, we assume a # b but a =g, b. We consider two arbitrary terms s and ¢
and the replacement o = {a — s,b — t}. As Eq is stable by replacement of atoms by terms, we
have that s = aoc =g, bo = t. Therefore s =g, ¢ for arbitrary terms s and ¢. Therefore Ey is trivial,
which contradicts the hypothesis. Therefore our assumption was false and we have a #g, b.

O

If ¢ is a term, we let root(t) denote the topmost symbol of the term:

if t = f(t1,... tn
root(t):{£ : Jicf(tlzae./)l

If t is a term, we define the domain of t to be the domain of its topmost symbol:
domain(t) = d € {a, b, ¢} iff root(t) € Dy.

If d € {a,b}, then a context C € T(Fyq, DgU{},..., *}) is called a pure d-context. If C # ! is
not the empty context, then we define domain(C') to be the domain of the topmost element in C.

We write C|[[s1,...,sk]] for the term C[sq1,...,s;] if C' is a pure non-empty context and if
domain(C') # domain(s;) for all 1 <i < k. The terms sq,...,s; are then called the alien subterms
of C[s1,...,s,]. Note that in order to write C[[s1,...,sg]] for the term C[sq,...,s;], C cannot
be the empty context. Furthermore, for each term ¢ there is a unique (up to renaming of holes)
context C such that ¢ = C[[s1, ..., si]] for some terms sq, ..., Sk.

Replacing Terms

In the proof of the theorem, we will be “abstracting away” the keys generated by a protocol and
we will replace them with fresh names. This replacement is captured by the function RZ) 5, defined
below.

Let e € {a,b} be a domain, let § = s1,...,s; be terms, let i = n¢,...,n¢,nY, ... ,n2 € N be
fresh private names such that nd = n;i iff s; =g s, for all d € {a,b},1 <14,j <k.

We define the function R ; as follows:
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Definition 6.4.

) ng - if root(t) € D, and ¢t =g s; for some 1 <i <k
Rl :(t) =< f(Rys(t1),..., Rjs(t)) otherwise, when t = f(t1,...,t;) with f € Fy
t otherwise (when ¢t € A is an atom)

The function Rgg is designed to replace the terms si,...,s; occurring at places where the
signature changes from F, to JF; (or vice-versa). The term s; will be replaced by either n¢ or by
n?, depending on what signature appears directly above s;. The argument e is used to “initialize”
the signature, i.e. define what signature is “above” the entire term.

We extend R’;g to frames as expected:

Rg’g({wl =t ... , Wy, tn}) = {U)l — R?yg(tl), o, Wy RZg(tn)}

Collapsed Form

Since we do not make any assumption on E, and E;, there is no normal form. Following Chap-
ter 9 of [14], we define a canonical form col(t) of a term ¢ modulo E, called the collapsed form of
t.

The idea of the collapsed form is to assign a canonical domain to the topmost symbol of a
term. As shown in the following example, rewriting modulo E might change the signature of the
topmost symbol, as the following examples shows:

Example 6.5. Let E, = {h~!(h(z)) = 2} and E, = {dec(enc(z,y),y) = x}. We have that
h=1(h(enc(s,k))) = enc(s, k). The topmost symbol h~! € F, changed to enc € F, during
the rewrite step.

The idea of the collapsed form is to simplify the term by removing spurious parts such as

h=H(A(:))-

Formally, to obtain the collapsed form of a term, the term is (recursively) replaced with any
of its alien subterms to which it is equal modulo E as follows,

Definition 6.5.

t if t € Ais an atom
Si ift:f(tla"'vtl)a
f(col(ty),...,col(t;)) = C[s1,- .., sx]] and
col(t) = Cln1,...,ng]] =g, n; where nq,...,ny are fresh names

such that n;, = n; iff s; =g s; forall 1 <4,5 <1
and d = domain(C)
f(col(ty), ..., col(t;)) if t = f(t1,...,t) but the above condition does not hold.

We can prove that the collapsed form of a term is equal modulo the equational theory to the
term itself:

Lemma 6.2. For any term t, we have that col(t) =g t.

Proof. By induction on the size of ¢.

1. For the base case, if ¢ is an atom, then col(t) = ¢ by the definition of col and therefore
col(t) =g t.
2. For the inductive case, if t = f(t1,...,t), we have that t; =g col(¢1),...,t =g col(t;)) by
the induction hypothesis. Therefore ¢t = f(t1,...,t) =g f(col(t1)),...,col(t;)).
We distinguish two cases:
(a) if col(t) = f(col(t1),...,col(t;)) (i-e. the third case of the definition of col) we have
already shown that ¢ =g col(t).



6.4. COMPOSING DISJOINT PROTOCOLS 153

(b) otherwise, f(col(t1),...,col(t;)) = C|[[s1,...,sk]] for some context C' and some terms
$1,...,8; and there exists an index 1 < ¢ < k such that C[nq,...,n;] =g, n,; for
some fresh names nq,...,n, such that n, = n, iff s, =g s, forall 1 < z,y < k and
col(t) = s;, where d = domain(C'). As C[ny,...,n5] =g, n; and Eq C E, it follows that
O[nb cee 7nk] =E Ny

For all 1 < 2 <k, let [z] denote the smallest index 1 <y < k such that n, = ny. As
the equational theory E is stable by replacement of names by arbitrary terms, we have

that Clny,...,ng] =g n; implies Clny, ..., np{n1 = spp,. .., e = st =g nifna —
S[1]s - -+ Mk > 8[x] }, which is equivalent to C[s[1y, ..., s =€ s};). But by choice of the
names nq,...,n; and the definition of [z], we have that S[2] =E 8¢ forall 1 < x < k.
Therefore we obtain C|[s1, ..., si| = $;.

We have that ¢ =g f(col(t1),...,col(t;)), that f(col(t1),...,col(t;)) = C|[s1,..., k]l
that C[s1,...,sk] = s; and that col(t) = s; for some index 1 <i < k.

By transitivity of =g, we immediately obtain that ¢ =g col(t).

We also have that the size of term does not increase by collapsing.

Lemma 6.3. For any term t, |col(t)] < |¢|.

Proof. By well-founded induction on the size of t. We distinguish among three cases:

1.

2.

if t € A, then col(t) =t and therefore |col(t)| = |¢|.

if t = f(t1,...,t;) and col(t) = f(col(t1),...,col(t;)) we have that |col(¢;)] < [t;] for all
1 <@ <[ by the induction hypothesis and therefore

col()] =1+ D Jeol(t;)| <1+ > [ti| = [t].

1<i<i 1<i<l

otherwise t = f(t1,...,t), f(col(t1),...,col(tr)) = Cl[s1,--.,sk]], Clln1,-..,nk]] =g, "m
where ny,...,n, are fresh names such that n; = n; iff s; =g s; for all 1 < 4,57 < [,
col(t) = s, and ¢ = domain(C).

By the definition of C[[...]], C' cannot be the trivial context and therefore s,, is a subterm
of col(t;) for some t, € {t1,...,t;}. Therefore |s,,| < |col(¢,)|. By the induction hypothesis,
we also have that |col(¢,)| < |t,| and, as ¢, is a subterm of ¢, we have that |t,| < [¢|. By
transitivity, we obtain that |s,,| < || or equivalently |col(t)| < |¢].

O

We also have that any subterm of a collapsed term is collapsed:

Lemma 6.4. Any subterm t € st(col(s)) of col(s) is such that t = col(t).

Proof. By induction on the size of s. We distinguish among the following cases:

1.

if s is an atom, then col(s) = s € A and its only subterm ¢ € st(col(s)) is ¢t = col(s).
Therefore ¢t = s and col(t) = t.

. if s = f(t1,...,%) and col(s) = f(col(t1),...,col(t;)), then any subterm ¢ € st(col(s)) is

either:

(a) a subterm t € st(col(?;)) of the term col(¢;) for some 4, in which case t = col(t) by the
induction hypothesis,

(b) or ¢t = col(s) is the entire term, in which case col(t) = col(f(col(t1),...,col(t;)) and it
follows by the definition of col that col(t) = t.
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3. otherwise it must be that s = f(t1,...,t), f(col(t1),...,col(t;)) = C|[s1, .., sk]], col(s) = s,
and C[ny,...,ng] =g, n, for some x € {1,...,k} where nq,...,ny are fresh names such that
n; =n; iff s; =g s; for all 1 < ¢,j < k and ¢ = domain(C).

As C is not the empty context, we have that s, is a subterm of col(t,) for some y. We
conclude by the induction hypothesis, since any subterm ¢ of col(t,) (and therefore any
subterm ¢ of s, = col(s)) is such that t = col(t).

O

We also trivially have that first collapsing the direct subterms does not change the final result
of collapse.

Lemma 6.5. For any function symbol f € F; and for any terms si,..., s we have that

col(f(s1,...,5k)) = col(f(col(s1),...,col(sg)).

Proof. Let C.t1,...,t be such that f(col(s1),...,col(sg)) = C[[t1,...,t]]. By Lemma 6.4 we
have that col(col(s;)) = col(s;) for all 1 <14 < k and therefore f(col(col(s1)),...,col(col(sx))) =
f(col(s1),...,col(sk)) = C[[t1,- .., t]].

Let n1,...,n; be fresh names such that n, = n, iff t, =g ¢, for all 1 < z,y < [. We distinguish
two cases:
1. if C[nq,...,ny] =g, n, for some 1 <z <, we have that

col(f(s1y...,8k)) =col(f(col(s1),...,col(sk))) = su.
2. if Clny, ..., m) #g, ng for any 1 <z <1, we have that
col(f(s1y...,8k)) =col(f(col(s1),...,col(sk))) = f(col(s1),...,col(sg)).

O

Furthermore, two terms which are equal modulo E have collapsed forms that enjoy the following
property:

Lemma 6.6 (Fundamental Collapse Lemma). If s =g ¢, then col(s) = C[[s1, ..., sk]], col(t) =
D([$k+1,-- - Skt1]] such that domain(C') = domain(D) and C[na,...,nk] =g, D[nk+1,. ..\ Nkt
where d = domain(C) and ni,..., gy are fresh names such that n; = n; iff s; =g s; for all
1<i,j<k+l

The full proof of Lemma 6.6 can be found in Appendix A.1.

We extend col to frames as expected: if ¢ = {wy — t1,...,w, — t,}, then col(p) = {w, —
col(ty), ..., wy > col(ty)}.

We next show that RZ s preserves equality modulo E when applied on collapsed terms.
Lemma 6.7. If s =g t, then R} ;(col(s)) =g R} ;(col(t)) for any d € {a,b}.
Proof. By well-founded induction on maz(|s|, [t|). As s =g ¢, we have by Lemma 6.6 that

1. either col(s) = col(t) € A and in this case we can immediately conclude: col(s) = col(t)
implies Ry ;(col(s)) = Ry ;(col(t)) which implies R ;(col(s)) =g R} 5(col(t)),

2. or there exists ¢ € {a,b} and two pure c-contexts C, D such that

CO|(S) = C[[tl, . ,tk]]

CO|(t) = D[[thrl» . ,t}g+l]]
and such that C[nq,...,nk]] =e. D[[Pk+1,---,"k+1]] where nq,...,ngy are fresh names
such that n;, =n; iff t; =g t; forall 1 <4,j <k +1.

We further distinguish two cases:
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(a) if ¢ # d and there exists s; € § such that s =g t =g s; € 3, we have by the definition of
R} ; that R} ;(col(s)) = n{ = R} ;(col(t)) and we are done;

(b) otherwise, Rg’g(col(s)) = (’}75(0[[751, o tk]]) = C[RE 4(t1), ..., R} 5(tx)] (by the defini-
tion of Rj ;) and similarly Ry ;(col(t)) = D[R} :(tk+1),- .., R 5(tk41)]-
By the definition of C[[t1,...,t]] and D[[tk+1,...,tk+1]], we have that neither C' nor

D are the empty context. Therefore ¢; is a strict subterm of col(s) = C[[t1, ..., t]] for
all 1 < i < k and that t;4,; is a strict subterm of col(t) = D|[tg41,.-.,tr]] for all
1<i <1

Therefore |t;] < |col(s)| for all 1 < ¢ < k and |tg4| < |col(t)| for all 1 < ¢ <. By
Lemma 6.3, we have that |col(s)| < |s| and |col(t)] < |t|. Therefore |t;] < |s| for all
1 <i<kand |tgyi] <|t| forall 1 <i <I.

We can therefore apply the induction hypothesis on every pair ¢;,¢; 1 <4,7 < k+1 to
obtain that if ¢; = t; then R ;(col(t;)) =g R s(col(t;)). Furthermore, by Lemma 6.4,
we have that col(t;) = ¢; for all 1 < i < k + . Therefore t; =g t; implies Rgg(ti) =F
R} o(t;) forall 1 <i,j < k+1.

Let [i] denote the smallest index j such that R ;(t;) and R 4(t;) are equal modulo E:
[i] = min{j | Rz‘i(tj) =E R?&(tj)}

As C[n, ..., ng]] =g, D[[nk+1,---,nk+1]], we have by enlarging the equational theory
that C[n1,...,nk]] = D[[nk+1,--.,nk11]] and, as E is stable by replacement of names
with arbitrary terms, we obtain

Cllni,...,ni]lo = D[[ngy1,. .., negillo
where 0 = {TLZ — Rgg(t[i])}lgingrl'
As R 4(t;) =g R ;(t})) by the definition of [i] for all 1 <i < k41, we have that
ClIRE5(t1), -, REs(t)]] =e DIRE5(ths1), -, REs(tas)]]

as well. Equivalently, R} ;(col(s)) =g R} ;(col(t)), which is what we had to prove.

We also need the following easy technical result.
Lemma 6.8. Lett be a term such that t #g s; for any s; € §. Then R?ﬁg(t) = Rgg(t).

Proof. We distinguish among the three cases of the definition of Rgg (with ¢ € {a,b}). Ast #g s;
for any s; € 5, we cannot be in the first cases.
If t = f(t1,...,t1), we have that R} ;(t) = f(R] :(t1),..., R} :(t1)) = R} 5(t) where d € {a,b}
is such that f € Fy.
Otherwise, R} ;(t) =t = Rﬁg(t).
O

Lemma 6.9. Let s = sq,...,s, be terms, let ¢ be a frame and let r be a recipe over ¢ such that
© g s; for any 1 <i <n and for any subrecipe v’ C r of r. Then for any c € {a,b} we have that

rR7 5(col()) =e RI 5(col(rg)).
Proof. We make the proof by induction on the size of r.

1. if r = w; € Dom(yp), we immediately have that

rRE s(col(p)) = wi R 5(col()) = R¢ 5(col(wiw)) = R 5(col(r¢)).
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2. otherwise, if r = a € A is an atom other than a parameter w; € Dom(y), we have that a ¢ §
(because @ " a). Therefore R} ;(col(a)) = R} ;(a) = a.

We have 7R} ;(col(p)) = aR ;(col(¢)) = a = R} ;(col(a)) = R} ;(col(ap)) = R s(col(r¢)).

3. otherwise, r = f(ry,...,rg) for some recipes rq,...,ry. By the definition of col, we have

that:

(a)

either col(rg) = f(col(r1¢),...,col(rxy)), in which case by the definition of R} ; and
because r¢ #g s; for any 1 < i < n, we obtain

R 5(col(rp)) = f(R 5(col(r1p)), ..., R s(col(rie))),

where d € {a,b} is such that f € Dy.

By the induction hypothesis, we have that r; R} ;(col(¢)) =g R ;(col(rip)) for all
1<i <1

Then R 5(col(rp)) =e f(riRj ;(col(¢)), ..., miRy 5(col())) = f(r1, ..., mk) R 5(col(p)),
which is equal, by Lemma 6.8, to r Ry ;(col(¢)).

or f(col(r1¢),...,col(rrp)) = C[lt1, .- tm]], Cln1, ..., nm] =g, na for some 1 <z <m
where n1,...,n,, are fresh names such that n; = n; iff t;, =g t; (for all 1 < ¢ < m)
where d € {a,b} is such that f € Fy, and col(ry) = t,. As C[ny,...,nn] =g, ny and
E; C E, we have that Clny, ..., nm] =g ne.

Note that, as C' is not the empty context, we have that for any 1 < ¢ < m, t; is a subterm
of some col(r;¢) (1 < j < k). Therefore, by Lemma 6.4, we have that col(t;) = ¢; for
all 1 <i<m.

We have that the right-hand side of the equality we are trying to prove is RQ s(col(ry)) =
R &(ta).

The left-hand side (from hereon, lhs) of the equality is

r(Res(col(9)) = f(r1,...,ri) Res(col(p)) = f(r1RG z(col(y)), ..., r R 5(col(¢)))

where d € {a,b} is such that f € F4. By the induction hypothesis, riRZL’g(col(gp)) =E
R} (col(rigp)) for all 1 < i <.

Therefore the lhs is r(R ;(col(¢))) =g f(R] ;(col(r1¢)), ..., R} ;(col(rxp))), which, as
f(col(r1), ... col(rre)) =g re #e s; for any 1 < i < n, is equal by the definition of

R, to C’g(f(col(rlgo), ..., col(rgp))). But by assumption f(col(r1¢),...,col(rry)) =

C[lt1, ... tm]]. As C starts with f € Fy, we obtain

RE5(f(col(r19),..., col(rup))) = RE5(Cltr,- .. tm]) = C[RG 5(tr), .., Ri 5(tm)]-

We have shown that the lhs of the equality is r(R[ ;(col(¢)) =¢ C[Rg’g(tl), ce Z,g(tm)]'
But C[n1,...,nm) =g na. As n; = n; implies t; =g t; (by choice of n;) and t; =g t;
implies R} ;(col(t;)) =g Rjj 5(col(t;)) by Lemma 6.7. But t; = col(t;) for all 1 <i <m
and therefore n; = n; implies R37§(ti) =E Rg,g(tj) for all 1 <4,j < m. Therefore, as
Clni,...,nm] =g n, and as the equational theory E is stable by replacement of names
by arbitrary terms, we obtain that C[R} ;(t1), ..., R} ;(tm)] =¢ R ;(t). Therefore the
Ihs of the equality is (R ;(col(¢))) =¢ R s(t.).

We have shown that the right-hand side of the equality is R ;(col(r¢)) = R 4(t,) and
that the left-hand side of the equality is 7(R[ ;(col(¢))) =g R s(t.). As both the rhs
and the lhs are equal modulo E to the same term, we conclude by transitivity that

r(RE 5(col(¢)) =e REz(col(ry)).

O
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Lemma 6.10. Let ¢ € {a,b} be a domain, let ¢ be a frame, let sy, ..., sy be ground terms and let

r1,...,7; be recipes over ¢ such that ¢ IfE si for any 1 < i <k and for any subrecipe v} C r; of
ri. Let o0 = {x; — i 1<i<k and let 7 = {y; — rioti<i<i- If s is a pure c-term, then

RZg(COl(SUT)) =g so'7’,
where o' = {x; — Rgg(col(si))}lgigk and 7" = {y; — Rgg(col(ri@))}lgigl.
Proof. By induction on the size of s:

1. if s = x; € Dom(o), then soT = s; and Ri;(COKSO'T)) = R ;(col(s;)).

Similarly, so’7" = o’ (x;) = R ;(col(s;)) and therefore R ;(col(so7)) = so'7’.

2. if s = y; € Dom(7), then soT = rip and R ;(col(so7)) = R 5(col(rip)).
But so't’ = y;o’'t = y; 7’ = riRzg(coI(w)). By Lemma 6.9, riR’Zg(coI(go)) =E R’Zg(col(r“p)).
Therefore so’7" =g R} ;(col(r;p)).
Therefore R ;(col(soT)) = so'7’.

3. if s=a€ A\ (Dom(c)UDom(r)) is an atom not in the domains of ¢ and 7, we have that
soT = a and so'T’ = a.

By the definition of col, we have that col(so7) = col(a) = a. As s is a pure c-term, we have
that a € D, and therefore R ;(a) = a. Therefore R} ;(col(soT)) = R ;(col(a)) = R} ;(a) =
a.

Therefore R} ;(col(soT)) = a = so'7.

4. otherwise s = f(ty,...,t,) for some pure c-terms t1,...,t, and we distinguish between two
cases:
(a) either col(sa7) = f(col(t107), ..., col(t,o7)), in which case R ;(col(soT)) is by defini-

tion f(R] s(col(t107)), ..., R ;(col(t,o7))). By the induction hypothesis,

R} i(col(tior)) =g tio't’ forall 1 <i<n

and therefore Rgg(col(sar)) =g f(tio'r',... tyo'T") = so'T’.

(b) or f(col(tyo7),...,col(t,or)) = Cllut, ..., um]], Clni,...,nm] =g, Ny whereny, ..., ny,
are fresh names such that n; = n; iff u; =g u; (1 <4,j <m), where ¢ € {a,b} is such
that f € Fy4 and col(so7) = uy. As Clny,...,nm] =g, n, and E; C E, we have that
Clni, ... ,nm] =€ Ny

As C is not the empty context, we have that each u; (1 < i < m is a subterm of some
term col(tjo7) (for 1 < j < n). Therefore, by Lemma 6.4, we have that col(u;) = ;.
Therefore the left-hand side of the equality we are trying to prove is R ;(col(so7)) =
But the right-hand side (from hereon rhs) of the equality is so’7' = f(t;0'7', ... t,o'7").
By the induction hypothesis t;0'7" =g ngg(col(tim')) forall1 <i<n.

Therefore the rhs is so’7" =¢ f(R[ ;(col(t107)),..., R} s(col(t,07))), which is equal, by
the definition of R} ;, to R ;(f(col(t107),...,col(t,o1))).

But f(col(ti07),...,col(th,or)) = Clluy,...,un]] and therefore the rhs is so’7’ =g
Ry :(Cluy,...,um]). As C is a pure c-context, it follows that R} :(Cluy,...,un]) =
CIRI s(u1), ..., R s(um)].

By the choice of nq,...,n,,, we have that n; = n; implies u; =g u;, which implies,
by Lemma 6.7, R ;(col(u;)) =¢ R} ;(col(u;)). As col(u;) = u; for all 1 < i < m, we
obtain that n;, = n; implies Rﬁg(ul) =F Rﬁg(uj) As Clny,...,nm]) =g n, and as the
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equationa} theory E is ~stauble by rep}acement of names by arbitrary terms, we obtain
that C[Ry s(u1), ..., R s(um)] = R 5(us).

Therefore so't" =g C[R] ;(u1), ..., R ;(um)] =¢ BRI 5(us).

We have shown that both the lhs R} ;(col(so7)) = R[(u,) and the rhs so'7’ =g
R +(u,) are equal modulo E to the same term and therefore R} ;(col(soT)) =g so'7'.

O

We are now ready to prove Theorem 6.1.

Theorem 6.1. Assume @o tf to for any t € {z1,...,Tp, 01, .., Yy} and that ;00 #€ yjoo for
all1 <1 <p',1<j<q'. Then there exist S',¢', o’ such that

(R”,@,@) liseli,8 (S/,QDI,J/) (6.2)
and
1. if r is a minimal recipe such that ¢ F" xog for some x € {x1,...,Zp,Y1,...,Yq }, then

¢’ B 2ol for some d € {a,b}.

2. otherwise, if p F" xo for x € Var(P)UVar(Q) \ {z1,...,%p, Y1, Yy} then ¢’ F" zdo’
for some d € {a,b}.

Furthermore, if v,y € Dom(c) are such that xoc =g yo and % y? € Dom(c’) for some
d € {a,b}, then z%0’ =g ylo’.

Proof.

Assumption 1. We assume w.l.o.g. that fresh names chosen by actions P; = va (1 < j < n) in
R"” coming from P are from N, and that fresh names chosen by actions Q; = vz (1 < j <m) in
R’ coming from @ are from Nj.

Let {n;}1<i<p, {Mi}t1<i<q be fresh names such that:

1. n; = n; iff 2,00 =g zj00 for all 1 <i,j <p/,

2. n; =m; iff z;00 =g yjoo forall 1 <i<p',1<j <¢ and

3. m; = mj iff y;00 =g yjo0 forall 1 < 4,5 <¢'.

Let s denote the sequence of secrets shared between the two protocols

8§ =100, ,Tp'00,Y100; - - - Yq' 00
and n denote the fresh names chosen above associated with these shared secrets:

=N,y Ny, M, ey Mg

Let ¢’ = R} 5(col(¢)) and let o’ be defined as follows:

1. o'(z%) = R} ;(col(o(x))) for all variables 2 € Var(P) of P,

2. o'(a¥) = R} <(col(a(x))) for all variables z € Var(Q) of Q,

3. 0'(z) =mn; forall 1 <i<p and

4. o'(z;) =m; forall 1 <i<¢'.
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Let W; = R;. ... Ry+m and W/ = R, ... R denote suffixes of the traces R and R’ for all

(3 n+m
1<i<n+m. Welet Wy i1 =W/ .1 =0. We have by hypothesis that

(R,0,0) 2% (So,40,00) 5 (8,0, 0). (6.3)
Therefore there exist ¢1,...,¢;,01,...,0; such that:

. . §i_ .
(Wh%olao'l) §_1> (W27902’0'2) §_2> CI L} (VVhQO[,O'l) i (S>@u0)a

where ¢1 = {} is the empty frame and o1 = {} is the identity substitution. We also have that
w1 = ¢o and that o; = 0.

We have that for all 1 < i < I, ¢; = @[W,] for some W; € W is a restriction of ¢ and
o; = o[fo(W;)] is a restriction of o. For all 1 < i <1, let ¢, = ¢'[W;] and o] = o’'[fo(W])] be the
corresponding restriction on ¢’ and o’.

Claim 6.1. Let T(a) = P and T'(b) = Q. For all1 <1i <, for all d € {a,b}, for all pure d-terms
t € T(Fa, (fo(W;) N Var(T(d))) UNgUMyg), we have that there exist:

1. a pure d-term s4(t) with Var(siy(t)) C {z1,..., 2.} W{zl,..., 2L} for some set of variables
{z1,. ., 2r, 20, 20},

2. a substitution w4(t) with Dom(r%(t)) = {z1,..., 2.} such that

Wg(t)(zj) €e {x100,...,2p' 00, Y1005 - - -, Ygr00 }
for all 1 < j <r where €g denotes membership modulo E and
3. a substitution Ti(t) with Dom(7i(t)) = {21,..., 2.} such that
Ta()(2)) = riep;
for some recipe r? foralll<j<v

such that _ _ _
to —e s(6)mH(E)Ti(t) (6.4)
and

tR; 5(col(o)) = sy(t) Ry 5(col(my(t))) Ry 5(col(r5(t))). (6.5)

Proof. We will show that the claim holds by induction on (i, |t|) equipped with the lexicographic
order.

1. for i = 1, we have that fo(W;) = fu(R) = 0 and therefore t € T(F4, Ny U M,). We choose
sh(t) =t, m(t) = {} and 7i(t) = {} to conclude.

2. for i > 2, we distinguish between the following cases:

(a) if t =n € NgUM,, we choose sj(t) = t, niy(t) = {} and 75(t) = {} to conclude.
(b) if t = x € fu(W;_1), we choose s%(t) = s’ (1), 7i(t) = 75 () and Ti(t) = 757 (t) to
conclude.
(c) ift =2 € fo(W;)\ fu(W;_1), we have one of the following cases:
i. either W; = va.W;,1, in which case we distinguish between the following cases:

A if x € {z1,...,2p,y1,...,Yy} then we let si(x) = 27 for a fresh variable
24 € Xy, mi(z) = {z% — o(x)} and Ti(z) = {} to conclude.

B. otherwise x appears in only one of P = T'(a) or @ = T'(b). Assume that it only
appears in T'(e) for e € {a,b}. By Assumption 1, we have that o(z) =n € N..
We define s (z) = o(z) = n, ni(z) = {} and 7i(x) = {} to conclude.
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ii. or W, = receive(x) Wit1, in which case we let si(z) = 2¢ for a fresh variable
24 € Xy, 7i(x) = {} and 7i(x) = {2? — r;p;} to conclude.
iti. or W; = (x := s).W;41 for some term s, in which case we distinguish two cases:

A if x € {@1,...,2p, Y1, .., Yy}, then we let si(x) = 2% for a fresh variable
24 € Xy, mi(z) = {2?— o(x)} and 7i(z) = {} to conclude.

B. otherwise x appears in only one of P = T'(a) or Q = T'(b). Assume that it only
appears in T'(e) for e € {a,b}. In this case, s is a pure e-term and we choose

st(x) = si71(s), mi(x) = i~ 1(s) and Ti(x) = 727 1(s) to conclude.

(d) if t = f(t1,...,tx) for a function symbol f € F, of arity ar(f) = k, then we choose
sy(t) = f(sd(tl) o 8q(t)), mg(t) = Ur<j<p ma(t;) and 74(t) = U1<J<k 74(t;) to con-
clude.

In each of the cases, Equation (6.4) and Equation (6.5) follows by syntactic simplifications.
O

We next show that:
(Rﬂvq)’@) - (Wllvcpllvojl) §-1> (W2,’<pl2’ ) §-2> &_1_) (Wl7<plagl) ' (Slvcplao'/)

We have that O’ﬂ = U[ U(R/)] = {Zl — ni}lSiSnU{Zeri — mi}lgiSmU{JJ(; — ni}lgigp/U{yé’ —
m;h1<i<q where fo(R') = {2 }1<i<prq U {8 h<icp U{yl}1<i<qy. We immediately have that the
transitions (R”,0,0) —* (R, ¢}, 0}) succeed by definition of R” and choice of nf, ..., nj,,m},...,m}.
But R’ = W] by choice of W/ and therefore (R”,0,0) —* (W{,©}, 7).

For all 1 <17 <[, we prove that

8 . . 8§
(Wi7 Pis Ui) — (WiJrlv Pi+1, Ui+1) 1mphes (W/7 9017 z) - ( i/+17 90;+17Jz/'+1)' (6'6)

We assume that W; = P;.W,; with P; being an action in P, since the case where W; =
Q;.Wiy1 with Q5 being an action in @ is completely analogous. We distinguish among five cases:

1. if P; = va, then W; = va.Wii1. As (Wi, ¢4, 04) LN (Wit1, ©it1,0i+1), we have that §; is
the empty string, p;4+1 = ¢; and 0,41 = 0; U {x —> n} where n € N, is a fresh name.

By definition, we have that W] = va®. W/, |, @i, = R} ;(col(pi11)) = R} 5(col(@;)) = ¢
and o}, = of U{z® — R} ;(col(o(x)))} = o] U {z* — n}.

As n was chosen to be fresh and as 2 ¢ Dom(o}), it follows that (vz®.W/,,v;,0;) — LN
(Wi @5, 0iU{z® = n}). But W) =va® W/ |, ¢j, = ¢; and 0} = 0; U {z® — n} and

K3

therefore '
(le 5017 z) ’Z_) (Wz'l+1a QD;I+17 U§+1)7

which is what we had to prove.

2. if P; = receive(x), then W; = receive(z).Wiy1. As (W;, @i, 04) KN (Wit1, Qit1,0i41), We
have that §; = receive(r;) for some recipe r;, ;11 = @; and 0,41 = 0; U {x — 150, }.

By definition, we have that W} = receive(z®).W/,;, ¢}, = ~Rgﬁg(col(@iﬂ)) = R} ;(col(g;))
¢ and o7y = 07 U{a" = Ry g(col(o(x)))} = o U{z = Ry s(col(ripi))}-
As ¢; is a restriction of ¢y = ¢; to a smaller domain, we have that ¢; I/ t for any t €
{z100,...,2p00,y100,...,Yg00}. Therefore, by Lemma 6.9, we have that riRZL’g(col(goi)) =F
R} s(col(rip;)). This is equivalent to r;@} =g Ry ~(col( (x)), which is equivalent to ¢} "
Rgvg(col(a(x))). Therefore (receive(z®). W’H,gol, 2) > (Wi, ep, oiu{z® — Rig(col(a(a:)))}).
But W] = receive(z®). W/, |, @i, = ¢} and o}, = oj U {z* = R ;(col(o(x)))} and there-
fore
§i
(Wl’ 501’ z) - (Wi/+17 ‘p2+17 U;+1>7

which is what we had to prove.
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3. if Pj = (ZL' = t), then Wl = (IE = t)~Wi+1- As (WiaQOhai) él—) (Wi+1780i+170—i+1)a we have
that §; is the empty string, p;+1 = ¢; and 0441 = 0; U {z > to;}.

By definition, we have that W} = (2% := t{y = y*},evar())-W/,,. Therefore (W}, ¢}, o)) LN
(Wi, i, 0 U{z® = tH{y = ¥ }yevar@)o;}).- But we have that:
t{y =y hyevarwor = tR 5(col(0)) (by choice of ¢”)
=& s,(t)R] s(col(m) (1)) R} 5(col(7i(t))) (by Claim 6.1)
=e Ry s(col(sy, (t)m ()75 (1)) (by Lemma 6.10)
=E RZ,g(col(to)) (by Claim 6.1, Lemma 6.7)
=E Rig(col(a(a;))) (by choice of o)
=& o'(z%) (by definition of o”)

Figure 6.4: Transformation of t{y — y*},cvar@)0;

and therefore o}, | =g o;U{t{y — ¥"} cvar)o}}. We also have that ¢}, | = R} ;(col(pit1)) =
R27§(C0|(%)) = ¢} and therefore

8;
(Wi, w5, 00) = (W;+17‘P;+1»U§+1)7

which is what we had to prove.

4. if P; = send(t), we have that W; = send(t).W; 1. As (W5, p;,0;) LIN (Wi, ©it1,0i+1),
we have that §; is the empty string, p;11 = ©; U {Wpom(p,)|+1 > toi} and 0341 = 05

By definition, we have that W/ = send(t{y — y*},evar@))-W/i1. Therefore (W/, ¢}, o}) LN

(Wit @i U{wpom(en+1 = H{y = ¥ tyevar)oits 1)
By a transformation identical to Figure 6.4, we have that t{y — y*}ycvar o} = Ri} 5(col(to)).
Therefore ¢} 1 = ¢} U{wpom(p))|+1 = Ry s(col(to))} = t{y = y*}yevar(ryo;. Moreover,
0j,1 = o; and therefore
§i
(Wzla SD{H 0;) — (W7;/+17 (p;+17 U§+1>7

which is what we had to prove.

5. if P; = [s = t], we have that W; = [s = t|.Wiy1. As (Wi, i, 04) LN (Wit1, Qit1,0i41), We
have that §; is the empty string, ;11 = s, 0441 = 0; and so = to.
By definition, we have that W/ = [s{y — y"}yevars) = H{y = v }yevar@y] Wii1- By
transformations identical to those in Figure 6.4, we have that t{y — y*},cvaryo; =€
Ry, s(col(to)) and that s{y — y*},cvar(s)0; =€ R, s(col(so)). But as s =g ¢, we have that
R} (col(s0)) =g R} s(col(to)) by Lemma 6.7. Therefore t{y — y*},evar)oi = s{y —

/
4

Y }yevar(s)0; and we have that (W], ¢, o7) §—> (Wi, 950
and therefore

). But ¢, = ¢; and 07, = 0]

§i
(Wi, ¢}, 07) = (W{+1a§0;+170;+1)7

which is what we had to prove.
We have shown that Equation (6.2) holds. It remains to show that:

1. if r is a minimal recipe such that ¢ F" zog for some = € {z1,...,2p,¥1,...,yy}, then
@'+ 2d0) for some d € {a,b}.
As ¢ e zog for any variable © € {x1,...,2p,91,...,Yy¢} and as ¢ Ff zoy for some

variable € {x1,...,2p,y1,...,Yq }, it follows that ¢ #g @o. As (So, o, 00) RN (S, p,0),
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we have that Sy = send(¢).S for some action send(t) = P; € P (for some 1 < j < n) or
send(t) = Q; € Q (for some 1 < j <m), © = o U{W|pom(eo)|+1 + too} and that o = 0.

We will show that ¢/ F" 2?0’ for some d € {a,b}. Clearly the recipe r ¢ M is not a
name, since otherwise ¢g " zog. If r = wy for some 1 < k < |Dom(p)|, then ¢ "
Rﬁ s(col(tog)) by the definition of ¢’. But as ¢ F" tog, we have that tog =g xo and
2do’ = R” (col(xo')) by definition of ¢’ and we obtain 20’ = R ;(col(tog)) by Lemma 6.7.
Therefore cp F" 2%. Otherwise r = f(r1,...,r;) for some recipes r1,...,r;. By minimality
of r, we have that any subrecipe ' C r; (1 < i <) of rq,...,r; is not a recipe for any
yo with y € {z1,...,2p,01,...,yy}. Let d = domain(f) and let s = f(z1,...,2) be
a pure d-term. Let 7 = {} and 7 = {z; — m¢}i<i<;. By Lemma 6.8, we have that
R} (col(p)) = Ry s(col(p)) = R} ;(col(¢)). Therefore we can apply Lemma 6.10 to obtain
that R} ;(col(sm7)) = sRj ;(col(m)) R} ;(col(7)). But m = {} and therefore R} .(col(s7)) =
sR}} ;(col()) which implies

Ry 5(col(r)) = f(riRg s(col()),...,mRG 5(col(i))) = 1Ry 5(col(¢)).

But R’(}yg(col(r@)) = Rg’g(col(ara)) = 2%’ and 7R} s(col(p)) = r¢'. Therefore ¢’ =" zdo’,
which is what we had to prove.

2. otherwise, if p " zo for z € Var(P)UVar(Q)\ {z1,...,2p, y1,...,Yy } then ¢’ F" 2d0’ for
all d € {a, b}.

We have that r¢ =g zo. By Lemma 6.7 we obtain that R ;(col(r¢)) = Ry ;(col(z0)).
We have by Lemma 6.9 that Rig(col(np)) =g 7R} ;(col(¢)) and therefore we obtain that
rRY (col(p)) = Rl s(col(z0)). But ¢’ = R} ;(col(p)) and z%0’ = R ;(col(z0)) by defini-
tion. Therefore r¢’ =g x%c which immediately implies ¢’ F" 2%, what we had to show.

It remains to show that if z,y € Dom( ) are such that zo =g yo and :c ,y¢ € Dom(o’)

for some d € {a,b}, then 2%’ =g y?o’. This follows immediately since z%’ = = Ry ;(col(z0))
and ylo’ = = R} ;(col(yo)) by definition. But R ;(col(zo)) =¢ R ;(col(yo)) (from xo =g yo by
Lemma 6.7), which implies 2%’ =g y%0’.

O

6.5 Applications

6.5.1 Some Further Useful Lemmas

Theorem 6.1 is our key result for composing processes. We list here some other useful (and rather
straightforward) results that we will use in our applications to secure protocol composition.

Theorem 6.1 is stated for traces. Given an arbitrary process P, we say that Q... .. Q. is a trace

of Pif P <Q—1> Py CQ—Z> . & P,, where the the transitions i) are defined in Figure 6.5. Intuitively, a
process is equivalent to its set of traces.

We denote by T races(P) the set of traces of P. It intuitively consists of the set of all possible
interleaving for the executions of P. We will use this set of reason about protocols containing
parallel composition and replications using Theorem 6.1.
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_ P = receive(z).R P=(x:=1).R
NEw P VZ‘TR InpuT receive(z) AsscN (f':t )
PR P < 'R P < R
§
P=[s=t.R P =send(t).R P= R f
TEST % OUTPUT T@)()PARALLEL (Qo | Q§1) Qo= G
PSR P < R P=Qy| @

Figure 6.5: Obtaining the Set of Traces of a Process.

We can immediately obtain the follows useful lemmas. A process P preserves a secret if and
only if all its traces preserve the secret.

Lemma 6.11. Let P be a process. Then for any equational theory E, P =g Secret(z) iff for all
Q € Traces(P) we have that Q) =g Secret(x).

Proof. By induction on the number of transitions and case analysis.
O

One can also notice that if a protocol reveals a secret then it a fortiori reveals it when projecting
two names on a single one.

Lemma 6.12. For any equational theory E, if vay.vxy. P g Secret(x) then vy .(xe := x1).P e
Secret(z).

Proof. By induction on the number of transitions in the trace leading to the revelation of x. [

We also need to show that, when mounting an attack on a process P over the d-domain (for
some d € {a,b}), the adversary is not more powerful when using the combined theory E = E, UE,.
This is captured by the following lemma.

Lemma 6.13. If P is a trace over the d-domain and

(P,0,0) §—1>f,E (P1,¢1,01) §—2>f,E %}',E (Pr, ¥n,00n)

then

§

8] §¢ "
(Pv 0, Q) —1>-7:d7Ed (Plv @lla 0'/1) _2>-7:d7Ed s Fa,Ea (Pna <,0,/n, O’;’L))
/

for some ¢, o), and § such that ¢, e xo, implies @), g, xol, and xo, =g yo, implies
xol, =g, yo,, for all z,y € Dom(oy,).

Note that this lemma relies on the assumption we made that E, is not trivial (it does not
equate all terms). Otherwise E, U E;, would be trivial and therefore all terms would be deducible.
The proof of Lemma 6.13 is technical and can be found in Appendix A.2. From the above lemma,
we immediately obtain:

Corollary 6.1. If P is a process over the d-domain (for some d € {a,b}) and P =r, g, Secret(x),
then P =r g Secret(z).

6.5.2 Key-exchange Protocol

We are now ready to present some applications of Theorem 6.1. Our first application is the

composition of a key-exchange protocol with another protocol that relies on the exchanged key.
It is often the case that a security protocol is verified assuming that some keys are already

shared between the principals, abstracting away from the process by which these keys have been

established. We can use our result to show that if a key exchange protocol was used to establish

the key and if the two protocols use disjoint cryptographic primitives, their composition is secure

provided that neither the key exchange protocol nor the main protocol reveal the established keys.
To state our result, we first need the following definition:
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Definition 6.6. We say that P binds z if P = P,.Ps..... P, and P; € {receive(z),z := t,vz}
for some 1 < j <n and some term ¢ (note that Py, ..., P, are not necessarily atomic).

Theorem 6.2. Let P = vky..... vk, (Py | Py) be a process over the a-domain and let Q =
vk.(zp :=k.Q1 | yr := k.Q2) be a process over the b-domain such that:

o P binds zy, and Py binds yi

e fu(P)=10, fo(Q) =0 and Var(P) N Var(Q) = {zk, yx }

e P =g, Secret(xy) and P =g, Secret(yy)

o () =g, Secret(xy) and Q =g, Secret(yy).

If Q =g, Secret(zs) then W = vky. .. .. vk (P1.Q1 | P2.Q2) =g Secret(z,).

Intuitively, the protocol P corresponds to two roles P; and P, that establish a key k stored
respectively in zj for P; and in y; for P». Then each of the two roles 1 and Q2 of @ uses
respectively its version of the key. Theorem 6.2 ensures that the protocol PP can be safely abstracted
by the generation of a single fresh key, distributed among the participants.

This result could easily be extended to an arbitrary number of roles. Note that Q1 and Qs
may contain replications thus the key k may be used in several distinct sessions.

Proof. 1f d € {a,b} and if P is a process, we denote by P? the process in which any occurrence of
a variable x € Var(P) has been replaced by the variable x<.

We do a proof by contradiction. We assume that W [~ Secret(x,). Then, by Lemma 6.11, we
have that there exists a trace R € T races(W) of W such that R F~g Secret(zs).

The trace R is then a ground interleaving of a trace Py € Traces(P) and a trace Qo €
Traces(Q1 | Q2). We denote by R’ the same ground interleaving of P§ and Q.

As R [~ Secret(xy), there is a run

(R7®7®) §_1> (R17§01701) _2> h (Rm790m70-m)

such that ¢, - xs0,.
Let 1 <1 < m be the first index such that ¢; - zpo; or ¢; - yroy or ¢; F zg0;.
We can then apply Theorem 6.1 to obtain that the process

R = v{za, 2 }.(2% = 24).(3% == ). R’

reveals ¢, Yy, x2.7 y,l; or 2% in the equational theory E. (We do not know if z, and z, are the same
variable). In either case, by Lemma 6.12, we have that
R" = vk.(x}, == k*).(y} = K").R’

reveals z¢, y¢, 2%, y? or 0.

But R" is an interleaving of some trace of P% and Q°. Therefore R" is a trace of P® | Q°.

Therefore P¢ | QY reveals z¢, y?, 2%, yb or 25, Assume P¢ | QP reveals z¢ or y{. Since P®
and QY share no data, Q° can be simulated by the adversary and thus P® [£4g Secret(z) for some
z € {ag,yp}. If P*| Q" reveals 2%, y? or 2%, we similarly deduce that Q° [£g Secret(z) for some
z € {xb,yb, 2%}. By Corollary 6.1, we obtain that P [£g, Secret(z) for some 2 € {z),yx} or that
Q FEE, Secret(z) for some z € {xk,yr, s} In both cases, this contradicts the hypotheses. We
thus deduce that W =g Secret(z;).

O
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6.5.3 Secure Channels

Another composition scenario is when a protocol is proven secure assuming some secure channels,
that is, assuming that some secret key is established on the fly. We show that the secure channel
can be implemented by any sub-protocol provided that neither the main protocol nor the sub-
protocol reveal the key.

Theorem 6.3. Let P = vky..... vk, (Py | Py) be a process over the a-domain and let Q =
W(vk.(zr = k.Q1 | yx := k.Q2)) be a process over the b-domain such that:

1. Py binds xy and Py binds yi

2. fu(P) = fo(Q) =0

3. P g, Secret(xy) and P l=g, Secret(ys)

4. Q =g, Secret(zy) and Q =g, Secret(yy) and Q =g, Secret(zs)
Then R =vky..... vk, [(P1.Q1 | P2.Q2) e Secret(xs).

Compared to Theorem 6.2, the two roles @1 and @2 now use a different key k in each session.

Proof. We prove the result by contradiction along the same lines as the proof of Theorem 6.2. We
assume that W £ Secret(zs). Then, by Lemma 6.11, we have that there exists a trace R of W
such that R [~ Secret(zs).

R is then a ground interleaving of a trace Py € T races(P) and a trace Qo € T races(/(Q1 | Q2)).
We denote by R’ the same ground interleaving of P§ and Q.

As R g Secret(z;), there is a trace

(R,0,0) 25 (R1, 01,01) 25 .. 2% (R, oy 0m)

such that ¢, F x50,
Let 1 <1 < m be the first index such that ¢; F zo; or ¢; - yroy or ¢ F zg0;.
We can then apply Theorem 6.1 to obtain that the process

R =vzg, 2. (2} = 2,).(y% == 2).R'

reveals z¢, y¢, 2%, y? or x¥ in the equational theory E. (We do not know if z, and 2, are the same
variable). In either case, by Lemma 6.12, we have that

R = vk® () == k).(yp == k").R!
reveals z¢, y¢, 2%, y? or 0.

But R" is an interleaving of some trace of P% and some trace of Q. Therefore R" is a trace
of P*| Q".

Therefore P¢ | Q° reveals L, Y, xg, yZ or 2%, Assume P | QP reveals ¢ or yg. Since P¢
and QY share no data, Q° can be simulated by the adversary and thus P® [£~g Secret(z) for some
z € {x¢,yt}. If P* | QP reveals 2%, y? or b, we similarly deduce that Q° j£g Secret(z) for some
z € {z},y%,2%}. By Corollary 6.1, we obtain that P [~g, Secret(z) for some z € {xy,yx} or that
Q g, Secret(z) for some z € {x,yk, zs}. In both cases, this contradicts the hypotheses. We
thus deduce that W =g Secret(z;).

O
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Example 6.6. Consider the process Ppy defined in Example 6.1, over the signature Fpp.
Consider any other protocol

Q =vyr.(y1 = Yr-Q1 | Y2 :== yr.Q2)

in which a participant )1 sends a secret x, to the second participant using a shared key yy.
Assume that @ is defined over the signature Fon and that Q |=g_,. Secret(xzy). Then the
sequential composition of Ppy and @, where Ppy is used to establish the shared key used
in @ is defined by

W = yxk.(Pl.Ql | P2-Q2)

Applying Theorem 6.2, W =g, uE
EDH U Eenc~

Secret(z;), that is W does not leak x4 in the theory

enc

6.6 Tagging

We have shown so far how to compose processes that use disjoint equational theories. However,
this hypothesis is not always realistic since protocols often share usual cryptographic primitives
such as symmetric encryption (for example, many protocols use AES). In this section, we show
that protocols which do share common cryptographic primitives, such as encryption and hash
functions, can also be securely composed in the same manner, as long as the two protocols are
tagged differently.

Tagging is a syntactic transformation of a protocol in order to make it, for example, more
resistant against attacks. Many ways to tag protocols have been proposed in different contexts,
e.g. for composing protocols [93, 57] as discussed in introduction, to facilitate the analysis [28, 116]
or to prevent type-flow attacks [94]. Typically, tagging a security protocol consists in appending
a tag (e.g. a number, a nonce or a protocol identifier) to each plaintext before encrypting it and
removing the tag after decryption. Tagging a protocol does not introduce additional attacks in
the protocol, while preserving its communication goals.

We show that if two protocols share cryptographic primitives such as symmetric encryption
and hash functions are tagged differently, then their composition is secure as long as the same
problems detailed in Section 6.3.1 and Section 6.3.3 are avoided.

Our proof technique relies on our previous theorems, in that we show that an attack against
the composition of two differently tagged protocols can be transformed into an attack where the
protocols use disjoint encryption and hash functions. Therefore, tagging essentially enforces the
disjointness of the two protocols.

6.6.1 Tagging a Protocol

We consider protocols over the signature Fene, = {enc,dec, h} where enc and dec model respec-
tively encryption and decryption and are of arity 2 and h models a hash function and is of arity
1. We also consider the signatures Fg, ., = {enc,, decy, he} and Fé’nc,h = {ency, decy, hp}. We
consider the associated equational theory Eqn. = {dec(enc(z,y),y) = z} and the equational theo-
ries EZ,. = {decq(ency(z,y),y) = x} and EL,. = {decy(ency(z,y),y) = x}. The signatures F,. ,
and F? _,, together with the associated equational theories E%,. and EY ., can be considered to
intuitively model different implementations of the encryption /decryption/hash functions.

In order to define tagging, we first consider the signature renaming transformation ¢ (d €
{a,b}) which assigns to a protocol P over Fenc,n a protocol P4 (d € {a,b}) over the signature
‘anc, 5, such that the two protocols are identical modulo bijective renaming of functions symbols
(enc, dec and h are transformed into ency, decy and hg, respectively, and this transformation is

extended homomorphically to the entire protocol).
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Ezample 6.7. If P = vy.receive(z).send(dec(z,y)), then

P?® = v(y).receive(x).send(dec, (z, y)).

For every d € {a,b} we consider a tagging function symbol tag, and an untagging function
symbol untag, contained in the signature F,; = {tag,, untag,} (where both function symbols have
arity 1). The role of the tag, function is to tag its argument with the tag d. Typically, this means
appending d to the argument but the precise implementation of the tagging function does not need
to be specified. The role of the untag, function is to remove the tag. To model this interaction
between tag, and untag,; we consider the equational theories Eq = {untag,(tag,(x)) = =z} (for
d € {a,b}).

If A € {receive(z),send(t), v, :=t, s = t} is an atomic process over F¢_, (with d € {a,b}),

we let [|A]] be a trace over Fepc,p, U Fq denoting the d-tagged version of A, defined as follows:

[[receive(x)|] = receive(x)

Hserﬁd(tﬂ] = tests?(H(t)) - send(H(t))

[ = t|] = tests?(H(t)) - x = H(t)

[|s = t] = tests?(H(s)) - tests?(H(t)) - x := H(t)

where H(t) tags the term t with d as defined below:

H(ency(t1,t2)) = enc(tagy(H(t1)), H(t2))
H(decq(t1,t2)) = untagy(dec(H(t1),H(t2)))
H(ha(t1)) = h(tagy(H(t1)))

H(a) = a where a 1s an atom

and where tests?(t) is a sequence of tests which ensure that every decryption and every untagging
performed by the protocol is successful:

tests?(enc(ty, t2)) = tests?(ty) - tests(tz)
tests?(h(t1)) = tests?(ty)
tests?(tag,(t1)) = tests?(t))
tests?(dec(ty,t2)) = [enc(dec(tl,tg) 2) = ]
testsd(ty) - tests?(t)
tests?(untag,(t1)) = [tag,(untag,(t1)) = t1] - tests?(t1)
tests?(a) =0 where a is an atom.
The transformation [|_|] is extended homomorphically from atomic actions to traces.

Ezample 6.8. Continuing Example 6.7, we have that
H(decq(x,y)) = untag, (dec(z,y)))

and that
tests® (untag, (dec(x, y)

[tag, (untag, (dec(z, ))):deC(w,y)]-
[enc(dec(z, y),y) = ].

Finally, we have that

[|P*]] = wy.receive(z).[tag,(untag, (dec(z,y))) = dec(z, y)].
[enc(dec(z,y),y) = z].send(untag, (dec(z, y))).

Note that before performing the decryption, the process [|P*|] verifies that it is decrypting
a message which has been tagged with a.
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6.6.2 Composing Tagged Protocols

Our next lemma shows why tagging two protocols is essentially the same as forcing them to use
disjoint equational theories. It allows us to reduce the security problem for differently tagged
processes to the security problem for processes which use disjoint equational theories. It states
that if there is an attack on a composition of two differently tagged protocols [|P?|] and [|Q°|],
there is an attack on the composition of the same protocols before tagging (P* and Q°), where
the encryption and hash functions come from disjoint equational theories.

Lemma 6.14. Let P and Q) be traces over Fencn. Let W be an arbitrary interleaving of P* and
Q° and let R = [|W]]. If R reveals x then W reveals .

Furthermore, we have that if a protocol is secure then its c-tagged version is secure.

Lemma 6.15. If P is a protocol over Fencpn, then P =g, . Secret(x) implies [|P?]] [=E.,.UE,
Secret(x).

We can now state a generic theorem, in the spirit of Theorem 6.1, but for tagged protocols.

Let P = P;-...- P, be a trace over Fenc » with free variables {x1, ..., z,} where P; is an atomic
process (1 <i<n). Let @ = Q1 -... - Qn be a trace over Feye, With free variables {y1,...,yq}
where @; is an atomic process (1 <i<n).

Let R = Ry..... R, +m be a ground interleaving of [|P{[],....[|PZ],[|Q%,...,[|Q%]]. We

consider R’ a un-tagged copy of R where the shared variables of P and @ are duplicated as in
Theorem 6.1 such that P and @ access disjoint variables. More precisely, let R = R]..... Ry
be such that:

L. R} = Pi{x v 2%} if R; is [|P}'|] for some j and where z ranges over all variables in P;
2. R} = Qj{x — 2} if R; is [|QY]] for some j and where 2 ranges over all variables in Q;
We consider an execution of the composition of [|[P¢|] and [|Q°|] in the equational theory

Eenc UEL UEy.

(R,0,0) 2 e ey (S0, 90,00) 5 (S, ¢,0) (6.7)

where § is receive(ryy1) for a recipe 711 if the last action was an input and the empty string
otherwise.

Assume w.l.o.g. that z1,...,z, are the variables from {x1,...,z,} which appear in Dom(oy)
and that y1,...,y, are the variables from {yi,...,y,} which appear in Dom(op). This means
that x1,...,2p,¥1,..., Yy are the shared variables which were instantiated before the last action

of the execution.
Let {z}1<i<p and {z;}p11<i<ptq be fresh variables such that

zi =z it x;o00 =pyjoo foralll<i<p andallp+1<j<p+¢
zi = zj it x;00 =g xjop foralll <i,j <p'
zi = zj it yio0 =g yjo0 forallp+1<i,j<p+dq

and let
!/
R" = v{zih<i<p pti<i<pta-

x;}‘ =Z21..... x;, b.: Zp

Y1 = Aprree- Yg = Zp+a’

R.
Then we have:
Theorem 6.4. Assume @o I/ xog for any x € {x1,..., Ty, Y1,...,Yy } and that x,00 #E,,,UE,UE,

yjoo for all x;,y; € Dom(oy). Then there exist S, ¢, o', l},..., 1}, 8 such that

v 1 §/ *
1otk

(R",0,0)

is a Tun in the equational theory Eene and such that:

(5", ¢, o) (6.8)
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. if rois a minimal recipe such that ¢ V" xoqg for some x € {x1,...,2p,Y1,..., Yy}, then

@' B ado’ for some d € {a,b}.

. otherwise, if ¢ F" xo for x € Var(P)UVar(Q) \ {z1,...,%p,y1,..., Yy} then ¢’ F" zdo’

for some d € {a,b}.

Furthermore, if x,y € Dom(c) are such that xo =g yo and x¢,y? € Dom(c’) for some

d € {a,b}, then x%0’ =g yo’.

In this tagged setting, the above theorem intuitively states that any trace on the tagged

composition of two protocols can be transformed into a trace of the un-tagged composition, but
where the two protocols no longer share secrets.

Ezample 6.9. We illustrate the above theorem with an example where the untagged com-
position of two protocols is not secure. However, using the theorem, we can conclude that
the tagged composition is secure.

We consider the processes

P, =vz.vy.send({z},)

and

Q2 = vz.send({z},).receive(z’).send(dec(2’,y))

previously defined in Section 6.3. We have seen that va’.vy’.(z := 2').(y := y/).Q2 preserves
the secrecy of z, while the sequential composition P;.Q2 (where P; is used to create the
keys 2 and y) does not preserve the secrecy of z.

However, the sequential composition [|P{|].[[@5]] does preserve the secrecy of z by Theo-
rem 6.4.

We can also use Theorem 6.4 to prove tagged variants of Theorem 6.2 and Theorem 6.3:

Theorem 6.5 (Tagged version of key-exchange theorem). Let P = vk;..... vk, (P1 | Py) and
Q =vk.((zx == k).Q1 | (yr :=k).Q2) be processes over Fenc, such that:

1. Py binds xp and Py binds yi
2. fu(P) =0, fu(Q) =0 and Var(P) N Var(Q) = {zk, yr}

3. P =g, Secret(zy) and P =g

Secret(yx)

enc

4. Q Ek.,. Secret(xy) and Q g, Secret(yr) and Q Eg.,. Secret(xs)

Then W = vky.... vka (1 PEIQY) | 1PS1L1QN) Feonoe,ue, Secret(a,).

Theorem 6.6 (Tagged version of secure channel theorem). Let P = vky..... vk, \(Py | P2) be a
process over Fenen and let Q =!(vk.(xy := k.Q1 | yr 1= k.Q2)) be a process over Fenc,p such that:

1. Py binds xp and Py binds yi

2. fu(P) = fo(Q) =0

3. P =g, Secret(zy) and P |=g, Secret(ys)

4. Q g, Secret(xy) and Q g, Secret(yy) and Q =g, Secret(xy)

Then R = vky.... vkp M([[PHLIQIN | [[P51]-(1Q3]]) Fe.ncue.E, Secret(ws).
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Theorems 6.5 and 6.6 allow us to securely compose key-exchange protocols which make use of
symmetric encryption with protocols which use the exchanged keys, as long as the two protocols
are tagged differently and if they obey the security requirements detailed above.

We have seen that Example 6.9 explains the need to tag the encryptions in order to obtain
secure composition. One might think that tagging encryptions is sufficient to ensure the security
of the composition and that it is not necessary to tag the hash function as well. Unfortunately,
this is not true. We end this section on tagging by an example which illustrates why tagging is
necessary for the hash function as well.

Ezample 6.10. ex:hashneedtag

We consider the processes
P =vx.send(h(x))

and
Q = vz.receive(y).ly = h(z)].send(z).

We have that the protocol P does not reveal . The protocol vx.QQ reveals neither z nor z.
However, if P is used to instantiate the variable x for ), we have that

P.Q F= Secret(z).

By Theorem 6.4, we have however that the tagged composition does satisfy the secret of z:

[1P[].1Q"I) I Secret(z).

6.7 Conclusion and Future Work

6.7.1 Conclusion

We have shown in this chapter that protocols can be securely composed provided that they use
primitives modeled by disjoint equational theories or provided that their only primitives are tagged
encryptions or tagged hash functions.

Our result is a generic composition result: any trace leading to an attack on the composition
of the two protocols is transformed into a trace that leads to an attack in one of the individual
protocols, even if the two protocols share secrets such as keys. This allows us to securely perform
several kinds of compositions. We can have secure parallel composition under shared secrets or
we can have an asymmetric composition, where one of the protocols is used as a sub-protocol.
As a matter of fact, our combination theorem could actually be used in any context where two
protocols are arbitrarily interleaved and use shared data.

As an application, we have shown how our main composition theorem can be used in order to
securely refine a protocol that uses pre-established keys or secure channels.

For the sake of simplicity, the only security property that we have considered is secrecy. We
believe however that our result extends to general trace properties (e.g. authentication). This
is because our trace transformation proof technique transforms any trace of the composition of
two protocols under shared secrets (as long as a shared key is not revealed) into a trace on
the composition under no shared secrets. This means that any violation of authentication in the
composed protocol would be transformed into a violation of authentication on one of the individual
protocols.

We have proven that primitives can be shared between the protocols provided they are tagged,
in the case of symmetric encryption and hash. Even though we prove this only for symmetric
encryption and hash functions, we believe that our technique can be extended to other usual cryp-
tographic primitives such as asymmetric encryption and digital signature. Other cryptographic
primitives can pose more problems (for example it is not obvious if/how the eXclusive OR can be
tagged). It is an interesting open problem to give a generic definition of tagging and characterize
which cryptographic primitives can be tagged.
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6.7.2 Dishonest Participants

As we have shown in Section 6.3.1, one of the hypothesis that we use in order for our composition
theorem to work is that the two processes involved do not leak shared keys. Unfortunately, this
makes our composition theorem unable to cope with dishonest participants because dishonest
participants leak everything to the intruder (in some sense, they are the intruder). Let

P = I/k.(Pl ‘ P2)

is a key-exchange protocol with two participants P; and P», with P; storing the exchanged key in
variable x; and P, storing the exchanged key in variable y;. Let

Q=va.((zr :=x).Q1 | (yr :=y).Q2)

be a protocol which uses the exchanged keys zy,yr (assumed to be freshly chosen in Q). We
have shown that the sequential composition of P and () is secure as long as P and () are over
disjoint equational theories and do not leak the shared keys. However, assuming for example that
the participant playing the role P, and @5 is dishonest, all of the keys involved are leaked and
therefore we cannot apply our composition theorem.

This is the main limitation of our work. Therefore the most important direction for future work
is to investigate which additional conditions are needed to handle composition in the presence of
dishonest participants. It is clear that the assumption that shared keys are not revealed needs to
be weakened, but there needs to be a condition that replaces it.

One of the main ingredients of our composition theorem is that a sequence Iy, . .., [} of intruder
actions leading to an attack in an interleaving of two traces leads to the same attack when the
traces no longer share anything. In the case of dishonest participants, this is no longer the case and
the sequences of intruder actions needs to be slightly altered as shown in the following example:

Ezample 6.11. Let P = vz.send(z) and @ = send(z).receive(z).receive(zs).[xl =
x2].send(s). The variable z is supposed to be a key generated by P for @) and s is a
private name. However a ”participant” detaining the key z is dishonest and leaks it as soon
as possible on the network. We have that

. . *
receive(w; ),receive(ws)

(P.Q,0,0) (0,¢,0)

for some substitution ¢ and with ¢ = {wy — ki,ws — ki,ws — s} where ky is a fresh
name. In the spirit of our composition theorem, we would like that the same intruder
actions receive(w ), receive(ws) to work in the case where P and @ used disjoint variables.
However, we have that

Pv2 (Q{z— 2'}) = vz.send(z).v2 .send(z').receive(z;).receive(zz).[z1 = 22].send(s)

blocks at the test [z; = 2] since x; will be bound to k; and zo bound to ko for fresh
names k1, ko. Therefore the same intruder actions that were used to get P.Q) to output s
will not work to get P.rz'.(Q{z — z'}) to output s. In this case, it is easy to see that

it is possible to easily tweak the intruder actions (i.e. change receive(wn),recetve(ws) to

receive(w; ),receive(w;) *

) in order to get the disjoint protocol

receive(w; ),receive(w;) *
1) : =

Pvz (Q{z— 7 0, {wy = ki, ws > ko, w3 — s},0")

to output s. However, finding a generic way to change the intruder actions in order to obtain
the same attack is an open problem and would allow to have a theorem for composition
which is sound even in the presence of dishonest participants.
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6.7.3 Directions for Future Work

A direction for future work is to investigate if composition with disjoint equational theories pre-
serves trace equivalence, as defined e.g. in Chapter 5 and more generally other behavioral equiv-
alences which can be used to reason about security properties such as anonymity. As in our
composition theorem we reason about recipes, there is hope that the our result carries over to
equivalence properties.

We have shown that protocols which have disjoint equational theories compose well and pro-
tocols that are tagged compose well. A possible direction for future work is a straightforward
generalization of our composition result which combines the equational composition result and
the tagging composition result as follows: show that the composition of two protocols which make
use of some common cryptographic primitives (and possibly other primitives which are individual
to each protocol) compose well as longs as the common primitives are tagged (and the primitives
which are particular to each protocol are kept intact).

Also, certain primitives which seem harmless enough that they may be shared without tagging
them. For example, the concatenation defined through the equational theory:

fst(pair(z,y)) =« snd(pair(z,y)) = y.
is a candidate. However, let us consider the processes
P = vzx.vy.z := pair(z,y)

Q = vk.send(enc(z, k)).receive(y).send(pair(fst(dec(y, k)), snd(dec(y, k)))).

The process vz.QQ does not reveal z. However, if the generation of z is handled by P, we have
that P - @ does reveal z. This is because ) was only verified secure when z is instantiated to a
name. We are trying to prove that the equational theory of pair can be safely shared between two
protocols as long as neither of the protocols instantiates a shared key to a pair.

Finally, many relevant equational theories are not so easy to tag. In particular, tagging ex-
clusive or is particularly difficult. Finding a way to securely compose two protocols which both
make use of this primitive (the exzclusive or) is a challenging open problem.



Chapter 7

Conclusion and Perspectives

We have presented methods that allow us to increase our confidence in the security of cryptographic
protocols with applications to e-voting protocols. We have seen that e-voting protocols are different
from other previously analyzed protocols in two aspects:

1. they employ novel cryptographic primitives such as blind signatures, trapdoor commitment
and homomorphic encryption and

2. the security properties desirable of them are fundamentally different from confidentiality and
authentication, which were the most studied security properties.

In this thesis, we show that automated verification of security protocols with respect to equiv-
alence properties is feasible and that protocols making use of arbitrary disjoint cryptographic
primitives compose well with respect to confidentiality. Chapters 3 to 5 consist of techniques for
the automated verification of equivalence properties and Chapter 6 consists of the composition
result. We believe that both directions (automated verification and compositionality) provide
fruitful ground for further research.

In Chapter 3 we have introduced and motivated the notion of strongly complete set of vari-
ants. This notion is used as a base brick in Chapter 5 for the automated procedure for proving
equivalence properties. Strongly complete sets of variants allow to get rid of the equational theory
modeling the properties of the cryptographic primitives and solve the resulting problem in the free
term algebra.

Therefore, in order to be able to handle a greater variety of cryptographic primitives, a first
step is to prove that the equational theory modeling the new primitives still has the strong finite
variant property. However, for cryptographic primitives such as XOR, this cannot be the case
because they contain associative-commutative (AC) function symbols. Therefore no convergent
term rewriting system can model XOR. Instead, the notion of strongly complete set of variants
should be extended to a convergent rewrite system R modulo an equational theory E. The primitive
XOR could then be split into two parts: E would model the AC property of XOR while R would
model that 0 is a neutral element and that by XORing a value with itself we obtain the neutral
element 0.

As it might be cumbersome to establish the strong finite variant property, it would be nice to
obtain a combination result: assuming two disjoint rewrite systems (F,, R,) and (Fp, Rp) have the
strong finite variant property (eventually modulo an equational theory), does (F, UFy, R,URp) also
have the SFVP? Are strongly complete sets of variants for mixed terms (with function symbols
from F, and from F3) effectively constructible from strongly complete sets of variants of pure
terms (with function symbols only from F, or only from F;)?

In Chapter 4 we have presented a decision procedure for static equivalence. The procedure is
sound and complete for any convergent equational theory, but termination currently needs to be
established on a case-by-case basis. We have shown termination for several (classes of) equational
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theories, but it would be interesting to obtain an exact characterization of the class of equational
theories for which the saturation procedure terminates.

The procedure we present does not terminate for an equational theory modeling re-encryption,
a cryptographic primitives which can be used in designated verifier proofs of re-encryption as
in [72]. The reason for non-termination is illustrated in Example 4.11 using a toy equational
theory which presents the same difficulties as re-encryption. Extending the procedure to handle
this equational theory in a generic fashion is an interesting open problem and it would allow
(partial) automation of security proof for electronic voting protocols which make use of designated
verifier proofs.

Another direction for future work would be to extend the procedure to handle cryptographic
primitives such as XOR which cannot be modeled by a convergent rewrite system. To handle
such theories, an idea is to keep the current structure of the saturation procedure but to perform
matching and unification modulo AC. Soundness, completeness and termination for this approach
should be investigated.

In Chapter 5 we have presented a procedure for verifying trace equivalence for determinate
processes. This procedure has allowed us to obtain the first automated proof of vote privacy for
the electronic voting protocol FOO. However, the procedure presents several limitations which
should be lifted:

1. We have conjectured that the saturation procedure always terminates for subterm convergent
rewrite systems. Due to the highly complex form of Horn clauses generated during saturation,
we have not been able to prove this. However, this should be further investigated. Proving
termination would imply a strict theoretical extension of previous results [44, 19] from traces
to determinate processes.

2. Currently, our procedure only handles bounded processes. This restriction can be lifted by
allowing sound abstractions in the style of [25]. Abstractions would allow to obtain proofs
of equivalence for unbounded protocols, but with the possibility of false attacks.

3. Currently in our process algebra only tests of the form [s = t] are permitted. If a test
fails, the process blocks. However, some protocols need else branches in order to perform a
operation if a test does not succeed. An idea for handling else branches is to use strongly
complete set of variants in order to build complete sets of disunifiers for some notion of
completeness. This complete sets of disunifiers would then allow to describe exactly for
which instantiation of the terms the else branch would be taken.

Handling else branches would allow to obtain security proofs for protocols for the private
authentication protocol in [4] or the e-passport protocol in [9].

4. Even assuming that the saturation procedure terminates, our procedure can establish a proof
of equivalence or provide a counter-example for determinate processes only. For processes
which are not known to be determinate, we provide a sound proof method to establish
equivalence; however, if the proof method fails, we do not know if the processes are equivalent
or not.

These situations are caused by negative tests as illustrated bellow. Consider the following
traces:

T, = send(c,n).send(c, m)

T, = send(c, n).send(c, n)

S =send(c, k).send(c, k),

where n,m,k € N are private names. The process {T},T5} is not trace-equivalent to the
process S (but we cannot prove this using our procedure) intuitively because the intruder
can check if the first output is different from the second output and in this case conclude
that he is dealing with {77, 75} instead of S. This “negative test” is exactly what the current
procedure does not handle; instead it only captures positive tests using the predicate i. One
idea is to extend the saturation procedure to include a predicate ni which states that two
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recipes are not the same. This would allow the procedure to directly handle non-determinate
processes as well.

5. As we have already pointed out, our procedure works only for convergent rewrite systems but
there are cryptographic primitives such as XOR, which cannot be modeled by such rewrite
systems. Therefore it is necessary to work with a convergent rewrite system modulo a
theory of associativity-commutativity (AC). It would be interesting to extend the procedure
to handle strongly complete sets of variants, matching and unification modulo AC. The result
should be again proven sound and complete.

6. As the equational theory gets more complex, the chances that a given method automatically
proves an equivalence between processes diminish. Therefore it is desirable to obtain combi-
nation results: if the equational theory is split into two parts and for each part a procedure
for proving equivalence is known, can the two procedures be combined into a procedure for
verifying equivalence for the larger equational theory?

7. The equivalences that our procedure can prove are in the Dolev-Yao model as opposed to the
more realistic computational model. However, there is a result [52] which links equivalence
in the Dolev-Yao model to equivalence in the computational model. As a more distant
perspective, bridging the gap between the equivalences that our procedure proves and the
equivalences of the computational model is a desirable goal. This could be achieved for
example either by a computational soundness result or by modifying the tool so that to fit
the computational model better or both.

8. Other perspectives for further research are to extend our procedure to check if a protocol
implements an ideal functionality as in [70] or to check more complex properties such as
individual or universal verifiability of voting protocols as formalized in [99].

In Chapter 6, we have shown that protocols which use disjoint cryptographic primitives can
be securely composed with respect to confidentiality of data if they do not reveal or reuse shared
secrets.

We have seen that due to our hypothesis (that shared secrets are not revealed), the main
limitation is that the composition theorem cannot be applied for dishonest participants (because
they reveal secrets to the adversary as soon as possible). Therefore the most important extension
of the composition result in Chapter 6 is to allow composition even in the presence of dishonest
users. We have shown (Section 6.7.2) that our theorem does not hold for dishonest participants.
Therefore, in order to obtain a composition result in this context, the hypothesis needs to be
altered.

Another hypothesis that we make is that the protocols use disjoint primitives. This is not
always the case, as both might use, for example, the same encryption algorithms. We mitigate
this by proving (for a limited set of primitives) that composition still holds as long as the primitives
are tagged. Enlarging the set of primitives for which this is shown is the subject of future work.
Furthermore, it would be nice to obtain a composition result in which the primitives which are
shared between the two protocols are tagged, while all the other primitives (which are used by
one of the two protocols) remain as they are.

Obtaining composition results for indistinguishability properties such as trace equivalence is
another natural extension. This would be particularly useful in the case of e-voting protocols,
where it could be used to show that vote privacy is preserved even in the presence of other
protocols. Other minor extension is to prove the same composition result in the presence of else
branches.

More generally, we would like to apply the techniques that we have developed in this thesis to
other contexts. We would like to prove other equivalence-based security properties of electronic
voting protocols such as coercion-resistance or receipt-freeness [72]. Furthermore, the same tech-
niques for verifying trace equivalence could be used in a different context to prove unlinkability [9].
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Unlinkability is a privacy property which intuitively means that an attacker cannot trace a par-
ticipant by linking together several uses of a protocol such as the protocol run by the participant
during the checking of his electronic passport. Equivalence of processes seems to be well-suited for
the verification of privacy properties like anonymity, unlinkability and vote privacy and we would
like to investigate other potential applications of trace equivalence such as for verifying privacy in
web services or anonymity in routing protocols.



Bibliography

[1]

[11]

M. Abadi and V. Cortier. Deciding knowledge in security protocols under equational theories.
In ICALP, pages 4658, 2004.

M. Abadi and V. Cortier. Deciding knowledge in security protocols under equational theories.
Theoretical Computer Science, 387(1-2):2-32, 2006.

M. Abadi and C. Fournet. Mobile values, new names, and secure communication. In Proc.
28th ACM Symposium on Principles of Programming Languages (POPL’01). ACM, 2001.

M. Abadi and C. Fournet. Private authentication. Theor. Comput. Sci., 322(3):427-476,
2004.

M. Abadi and A. D. Gordon. A calculus for cryptographic protocols: The spi calculus.
Information and Computation, 148:36—47, 1999.

R. Affeldt and H. Comon-Lundh. Verification of security protocols with a bounded number
of sessions based on resolution for rigid variables. In Formal to Practical Security, volume
5458 of LNCS, State-of-the-Art Survey, pages 1-20. Springer, 2009.

R. M. Amadio and D. Lugiez. On the reachability problem in cryptographic protocols. In
C. Palamidessi, editor, CONCUR, volume 1877 of Lecture Notes in Computer Science, pages
380-394. Springer, 2000.

S. Anantharaman, P. Narendran, and M. Rusinowitch. Intruders with caps. In Proc. 18th
International Conference on Term Rewriting and Applications (RTA’07), volume 4533 of
LNCS. Springer, 2007.

M. Arapinis, T. Chothia, E. Ritter, and M. D. Ryan. Analysing unlinkability and anonymity
using the applied pi calculus. In Proc. 23rd Computer Security Foundations Symposium
(CSF’10), pages 107-121. IEEE Comp. Soc. Press, 2010.

M. Arapinis, S. Delaune, and S. Kremer. From one session to many: Dynamic tags for
security protocols. In I. Cervesato, H. Veith, and A. Voronkov, editors, Proceedings of
the 15th International Conference on Logic for Programming, Artificial Intelligence, and
Reasoning (LPAR’08), volume 5330 of Lecture Notes in Artificial Intelligence, pages 128—
142, Doha, Qatar, Nov. 2008. Springer.

A. Armando, R. Carbone, L. Compagna, J. Cuellar, and L. Tobarra. Formal analysis of
saml 2.0 web browser single sign-on: breaking the saml-based single sign-on for google apps.
In Proceedings of the 6th ACM workshop on Formal methods in security engineering, FMSE
08, pages 1-10, New York, NY, USA, 2008. ACM.

A. Armando et al. The AVISPA Tool for the automated validation of internet security
protocols and applications. In Proc. 17th Int. Conference on Computer Aided Verification
(CAV’05), volume 3576 of LNCS, pages 281-285. Springer, 2005.

177



178

[13]

[22]

[23]

BIBLIOGRAPHY

M. Arnaud, V. Cortier, and S. Delaune. Combining algorithms for deciding knowledge in
security protocols. In F. Wolter, editor, Proceedings of the 6th International Symposium on
Frontiers of Combining Systems (FroCoS’07), volume 4720 of Lecture Notes in Artificial
Intelligence, pages 103-117, Liverpool, UK, Sept. 2007. Springer.

F. Baader and T. Nipkow. Term rewriting and all that. Cambridge University Press, New
York, NY, USA, 1998.

F. Baader and W. Snyder. Unification theory. In Handbook of Automated Reasoning, pages
445-532. Elsevier and MIT Press, 2001.

M. Backes, C. Hritcu, and M. Maffei. Automated verification of remote electronic voting
protocols in the applied pi-calculus. In Proceedings of the 2008 21st IEEE Computer Security
Foundations Symposium, pages 195-209, Washington, DC, USA, 2008. IEEE Computer
Society.

M. Backes, C. Hritcu, and M. Maffei. Automated verification of remote electronic voting
protocols in the applied pi-calculus. In Proc. 21st IEEE Computer Security Foundations
Symposium (CSF’08), 2008.

M. Backes, M. Maffei, and D. Unruh. Zero-knowledge in the applied pi-calculus and auto-
mated verification of the direct anonymous attestation protocol. In IEEE Symposium on
Security and Privacy, pages 202-215, 2008.

M. Baudet. Deciding security of protocols against off-line guessing attacks. In 12th ACM
Conference on Computer and Communications Security (CCS’05), 2005.

M. Baudet. YAPA (Yet Another Protocol Analyzer), 2008. http://www.lsv.ens-cachan.
fr/~baudet/yapa/index.html.

M. Baudet, V. Cortier, and S. Delaune. YAPA: A generic tool for computing intruder knowl-
edge. In R. Treinen, editor, Proceedings of the 20th International Conference on Rewriting
Techniques and Applications (RTA’09), volume 5595 of Lecture Notes in Computer Science,
pages 148-163, Brasilia, Brazil, June-July 2009. Springer.

M. Baudet, V. Cortier, and S. Delaune. YAPA: A generic tool for computing intruder knowl-
edge. Research Report LSV-09-03, Laboratoire Spécification et Vérification, ENS Cachan,
France, Feb. 2009. 26 pages.

S. M. Bellovin and M. Merritt. Encrypted key exchange: Password-based protocols secure
against dictionary attacks. In Proc. IEEE Computer Society Symposium on Research in
Security and Privacy, pages 72-84, Oakland, CA, May 1992.

M. Berrima, N. Ben Rajeb, and V. Cortier. Deciding knowledge in security protocols under
some e-voting theories. Research Report RR-6903, INRIA, April 2009.

B. Blanchet. An Efficient Cryptographic Protocol Verifier Based on Prolog Rules. In
14th Computer Security Foundations Workshop (CSFW’01), pages 82-96. IEEE Comp. Soc.
Press, 2001.

B. Blanchet. Automatic proof of strong secrecy for security protocols. In IEEE Symposium
on Security and Privacy, pages 86-100, 2004.

B. Blanchet, M. Abadi, and C. Fournet. Automated Verification of Selected Equivalences
for Security Protocols. In Symposium on Logic in Computer Science, pages 331-340. IEEE
Comp. Soc. Press, 2005.

B. Blanchet and A. Podelski. Verification of cryptographic protocols: Tagging enforces termi-
nation. In A. Gordon, editor, Foundations of Software Science and Computation Structures
(FoSSaCS’03), volume 2620 of LNCS, April 2003.



BIBLIOGRAPHY 179

[29]

[30]

J. Borgstrom. FEquivalences and Calculi for Formal Verifiation of Cryptographic Protocols.
Phd thesis, EPFL, Switzerland, 2008.

J. Borgstrom, S. Briais, and U. Nestmann. Symbolic bisimulation in the spi calculus. In
Proc. 15th Int. Conference on Concurrency Theory, volume 3170 of LNCS, pages 161-176.
Springer, 2004.

M. Bruso, K. Chatzikokolakis, and J. den Hartog. Analysing unlinkability and anonymity
using the applied pi calculus. In Proc. 25rd Computer Security Foundations Symposium
(CSE’10), pages 107-121. IEEE Comp. Soc. Press, 2010.

S. Bursuc and H. Comon-Lundh. Protocol security and algebraic properties: Decision results
for a bounded number of sessions. In RTA, pages 133-147, 2009.

R. Canetti. Universally composable security: A new paradigm for cryptographic protocols.
In IEEE Symposium on Foundations of Computer Science, pages 136—145, 2001.

R. Canetti and T. Rabin. Universal composition with joint state. In CRYPTO, pages
265-281, 2003.

R. Chadha, §. Ciobaca, and S. Kremer. Automated verification of equivalence properties of
cryptographic protocols. In 21st European Symposium on Programming (ESOP), 2012.

D. Chaum. Blind signatures for untraceable payments. In Advances in Cryptology: Proceed-
ings of CRYPTO ’82, pages 199-203, 1982.

V. Cheval, H. Comon-Lundh, and S. Delaune. Automating security analysis: symbolic
equivalence of constraint systems. In J. Giesl and R. Haehnle, editors, Proceedings of the
5th International Joint Conference on Automated Reasoning (IJCAR’10), volume 6173 of
Lecture Notes in Artificial Intelligence, pages 412-426, Edinburgh, Scotland, UK, July 2010.
Springer-Verlag.

V. Cheval, H. Comon-Lundh, and S. Delaune. Trace equivalence decision: Negative tests
and non-determinism. In Proceedings of the 18th ACM Conference on Computer and Com-
munications Security (CCS’11), Chicago, Illinois, USA, Oct. 2011. ACM Press.

Y. Chevalier. Résolution de probléemes d’ accessibilité pour la compilation et la validation de
protocoles cryptographiques. PhD thesis, Université Henri Poincaré, Nancy (France), 2003.

Y. Chevalier and M. Kourjieh. Key substitution in the symbolic analysis of cryptographic
protocols. In Proc. 27th International Conference on Foundations of Software Technology
and Theoretical Computer Science (FSTETCS’07), pages 121-132, 2007.

Y. Chevalier, R. Kiisters, M. Rusinowitch, and M. Turuani. Deciding the security of pro-
tocols with Diffie-Hellman exponentiation and product in exponents. In Proceedings of the
23rd Conference on Foundations of Software Technology and Theoretical Computer Science
(FSTETCS03), volume 2914 of Lecture Notes in Computer Science, pages 124-135, Mumbai
(India), 2003. Springer-Verlag.

Y. Chevalier, R. Kiisters, M. Rusinowitch, and M. Turuani. An NP decision procedure for
protocol insecurity with XOR. In 18th IEEE Symposium on Logic in Computer Science
(LICS’03). IEEE Comp. Soc. Press, 2003.

Y. Chevalier and M. Rusinowitch. Combining intruder theories. In 32nd International
Colloguium on Automata, Languages and Programming (ICALP’05), volume 3580 of LNCS,
pages 639-651. Springer, 2005.

Y. Chevalier and M. Rusinowitch. Decidability of equivalence of symbolic derivations. Jour-
nal of Automated Reasoning, 2010.



180

[45]
[46]
[47]

BIBLIOGRAPHY

9. Ciobaca. KiSs, 2009. http://www.lsv.ens-cachan.fr/~ciobaca/kiss.
S. Ciobaca. AKiSs, 2011. http://www.lsv.ens-cachan.fr/~ciobaca/akiss.

5. Ciobaca. Computing finite variants for subterm convergent rewrite systems. In F. Baader,
editor, Proceedings of the 25th International Workshop on Unification (UNIF’11), Wroctaw,
Poland, July 2011.

S. Ciobaca. SUBVARIANT, 2011. http://www.lsv.ens-cachan.fr/~ciobaca/subvariant.

S. Ciobaca and V. Cortier. Protocol composition for arbitrary primitives. In Proceedings
of the 23rd IEEE Computer Security Foundations Symposium (CSF’10), pages 322-330,
Edinburgh, Scotland, UK, July 2010. IEEE Computer Society Press.

S. Ciobaca, S. Delaune, and S. Kremer. Computing knowledge in security protocols under
convergent equational theories. In R. Schmidt, editor, Proceedings of the 22nd International
Conference on Automated Deduction (CADE’09), Lecture Notes in Artificial Intelligence,
pages 355-370, Montreal, Canada, Aug. 2009. Springer.

S. Ciobaca, S. Delaune, and S. Kremer. Computing knowledge in security protocols under
convergent equational theories. Journal of Automated Reasoning, 2011.

H. Comon-Lundh and V. Cortier. Computational soundness of observational equivalence. In
Proceedings of the 15th ACM conference on Computer and communications security, CCS
‘08, pages 109-118, New York, NY, USA, 2008. ACM.

H. Comon-Lundh and S. Delaune. The finite variant property: How to get rid of some
algebraic properties. In J. Giesl, editor, Proceedings of the 16th International Conference on
Rewriting Techniques and Applications (RTA’05), volume 3467 of Lecture Notes in Computer
Science, pages 294-307, Nara, Japan, Apr. 2005. Springer.

H. Comon-Lundh and V. Shmatikov. Intruder deductions, constraint solving and insecurity
decision in presence of exclusive or. In 18th IEEE Symposium on Logic in Computer Science
(LICS’03). IEEE Comp. Soc. Press, 2003.

B. Conchinha, D. A. Basin, and C. Caleiro. Fast: An efficient decision procedure for deduc-
tion and static equivalence. In RTA, pages 11-20, 2011.

R. Corin, J. Doumen, and S. Etalle. Analysing password protocol security against off-line
dictionary attacks. In Proc. 2nd International Workshop on Security Issues with Petri Nets
and other Computational Models (WISP’04), ENTCS, 2004.

V. Cortier, J. Delaitre, and S. Delaune. Safely composing security protocols. In V. Arvind
and S. Prasad, editors, Proceedings of the 27th Conference on Foundations of Software
Technology and Theoretical Computer Science (FSTTCS’07), volume 4855 of Lecture Notes
in Computer Science, pages 352-363, New Delhi, India, Dec. 2007. Springer.

V. Cortier and S. Delaune. Deciding knowledge in security protocols for monoidal equational
theories. In Proc. 14th Int. Conference on Logic for Programming, Artificial Intelligence,
and Reasoning (LPAR’07), LNAI Springer, 2007.

V. Cortier and S. Delaune. A method for proving observational equivalence. In Proceedings
of the 22nd IEEE Computer Security Foundations Symposium (CSF’09), pages 266-276,
Port Jefferson, NY, USA, July 2009. IEEE Computer Society Press.

V. Cortier and S. Delaune. Safely composing security protocols. Formal Methods in System
Design, 34(1):1-36, Feb. 20009.

V. Cortier, S. Delaune, and P. Lafourcade. A survey of algebraic properties used in crypto-
graphic protocols. Journal of Computer Security, 14(1):1-43, 2006.



BIBLIOGRAPHY 181

[62]

[72]

[73]

[74]

V. Cortier, B. Warinschi, and E. Zalinescu. Synthesizing secure protocols. In 12th Furopean
Symposium On Research In Computer Security (ESORICS’07), volume 4734 of Lecture Notes
in Computer Science, pages 406-421. Springer, 2007.

C. Cremers. The Scyther Tool: Verification, falsification, and analysis of security protocols.
In Computer Aided Verification, 20th International Conference, CAV 2008, Princeton, USA,
Proc., volume 5123/2008 of Lecture Notes in Computer Science, pages 414-418. Springer,
2008.

C. J. Cremers. Unbounded verification, falsification, and characterization of security pro-
tocols by pattern refinement. In CCS ’08: Proceedings of the 15th ACM conference on
Computer and communications security, pages 119-128, New York, NY, USA, 2008. ACM.

M. Dahl, S. Delaune, and G. Steel. Formal analysis of privacy for vehicular mix-zones. In
Proc. 15th European Symposium on Research in Computer Security (ESORICS’10), volume
6345 of LNCS, pages 55—70. Springer, 2010.

M. Dahl, S. Delaune, and G. Steel. Formal analysis of privacy for anonymous location based
services. In Proc. Workshop on Theory of Security and Applications (TOSCA’11), 2011.

A. Datta, A. Derek, J. C. Mitchell, and A. Roy. Protocol composition logic (PCL). Electron.
Notes Theor. Comput. Sci., 172:311-358, 2007.

S. Delaune. Vérification des protocoles cryptographiques et propriétés algébriques. These de
doctorat, Laboratoire Spécification et Vérification, ENS Cachan, France, June 2006.

S. Delaune and F. Jacquemard. A decision procedure for the verification of security protocols
with explicit destructors. In Proceedings of the 11th ACM conference on Computer and
communications security, CCS ’04, pages 278287, New York, NY, USA, 2004. ACM.

S. Delaune, S. Kremer, and O. Pereira. Simulation based security in the applied pi cal-
culus. In R. Kannan and K. Narayan Kumar, editors, Proceedings of the 29th Conference
on Foundations of Software Technology and Theoretical Computer Science (FSTTCS’09),
volume 4 of Leibniz International Proceedings in Informatics, pages 169-180, Kanpur, India,
Dec. 2009. Leibniz-Zentrum fiir Informatik.

S. Delaune, S. Kremer, and M. D. Ryan. Composition of password-based protocols. In
Proceedings of the 21st IEEE Computer Security Foundations Symposium (CSF’08), pages
239-251, Pittsburgh, PA, USA, June 2008. IEEE Computer Society Press.

S. Delaune, S. Kremer, and M. D. Ryan. Verifying privacy-type properties of electronic
voting protocols. Journal of Computer Security, 17(4):435-487, July 2009.

S. Delaune, S. Kremer, and M. D. Ryan. Symbolic bisimulation for the applied pi calculus.
Journal of Computer Security, 18(2):317-377, Mar. 2010.

S. Delaune, H. Lin, and Ch. Lynch. Protocol verification via rigid/flexible resolution. In
N. Dershowitz and A. Voronkov, editors, Proceedings of the 14th International Conference
on Logic for Programming, Artificial Intelligence, and Reasoning (LPAR’07), volume 4790
of Lecture Notes in Artificial Intelligence, pages 242-256, Yerevan, Armenia, Oct. 2007.
Springer.

H. Delfs and H. Knebl. Introduction to cryptography: principles and applications. Springer-
Verlag New York, Inc., New York, NY, USA, 2001.

D. E. Denning and G. M. Sacco. Timestamps in key distribution protocols. Commun. ACM,
24:533-536, August 1981.



182

[77]

(78]

[79]

[80]

[81]

[82]

[88]

[89]

[90]

BIBLIOGRAPHY

W. Diffie and M. Hellman. New directions in cryptography. Information Theory, IEEE
Transactions on, 22(6):644-654, Jan. 2003.

D. Dolev and A. C. Yao. On the security of public key protocols. Foundations of Computer
Science, Annual IEEE Symposium on, 0:350-357, 1981.

L. Durante, R. Sisto, and A. Valenzano. Automatic testing equivalence verification of
spi calculus specifications. ACM Transactions on Software Engineering and Methodology,
12(2):222-284, 2003.

N. A. Durgin, P. Lincoln, and J. C. Mitchell. Multiset rewriting and the complexity of
bounded security protocols. Journal of Computer Security, 12(2):247-311, 2004.

J. Engelfriet. Determinacy - (observation equivalence = trace equivalence). Theor. Comput.
Sci., 36:21-25, 1985.

S. Escobar, C. Meadows, and J. Meseguer. Maude-NPA: Cryptographic protocol analysis
modulo equational properties. In Foundations of Security Analysis and Design V, volume
5705 of LNCS, pages 1-50. Springer, 2009.

S. Escobar, J. Meseguer, and R. Sasse. Effectively checking the finite variant property. In
RTA, pages 79-93, 2008.

S. Escobar, J. Meseguer, and R. Sasse. Variant narrowing and equational unification. Elec-
tron. Notes Theor. Comput. Sci., 238:103-119, June 2009.

F. J. T. Fédbrega. Strand spaces: proving security protocols correct. J. Comput. Secur.,
7(2-3):191-230, 1999.

FIPS. Advanced Encryption Standard (AES), Nov. 2001.

A. Fujioka, T. Okamoto, and K. Ohta. A practical secret voting scheme for large scale
elections. In Proceedings of the Workshop on the Theory and Application of Cryptographic
Techniques: Advances in Cryptology, ASIACRYPT ’92, pages 244-251, London, UK, 1993.
Springer-Verlag.

S. Goldwasser and S. Micali. Probabilistic encryption. J. Comput. Syst. Sci., 28(2):270-299,
1984.

J. Goubault-Larrecq. Deciding H; by resolution. Information Processing Letters, 95(3):401—
408, Aug. 2005.

J. Goubault-Larrecq and K. N. Verma. Alternating two-way AC-tree automata. Research
Report LSV-02-11, Laboratoire Spécification et Vérification, ENS Cachan, France, Sept.
2002. 21 pages.

T. Grofl and S. Mdodersheim. Vertical protocol composition. In CSF, pages 235-250, 2011.

J. D. Guttman. Cryptographic protocol composition via the authentication tests. In Foun-
dations of Software Science and Computation Structures (FOSSACS’09), Lecture Notes in
Computer Science, March 2009.

J. D. Guttman and F. J. Thayer. Protocol independence through disjoint encryption. In Proc.
13th Computer Security Foundations Workshop (CSFW’00), pages 24-34. IEEE Comp. Soc.
Press, 2000.

J. Heather, G. Lowe, and S. Schneider. How to prevent type flaw attacks on security pro-
tocols. In Proc. of the 13th Computer Security Foundations Workshop (CSFW’00). IEEE
Computer Society Press, 2000.



BIBLIOGRAPHY 183

[95]

[96]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

109

[110]

N. Heintze and J. D. Tygar. A model for secure protocols and their compositions. [FEE
Trans. Softw. Eng., 22:16-30, January 1996.

M. Hirt and K. Sako. Efficient receipt-free voting based on homomorphic encryption. In
Proceedings of the 19th international conference on Theory and application of cryptographic
techniques, EUROCRYPT 00, pages 539-556, Berlin, Heidelberg, 2000. Springer-Verlag.

H. Hittel. Deciding framed bisimilarity. FElectr. Notes Theor. Comput. Sci., 68(6):1-18,
2002.

S. Kremer and M. D. Ryan. Analysis of an electronic voting protocol in the applied pi-
calculus. In 14th European Symposium on Programming (ESOP’05), volume 3444 of LNCS,
pages 186—200. Springer, 2005.

S. Kremer, M. D. Ryan, and B. Smyth. Election verifiability in electronic voting protocols.
In D. Gritzalis and B. Preneel, editors, Proceedings of the 15th European Symposium on
Research in Computer Security (ESORICS’10), volume 6345 of Lecture Notes in Computer
Science, pages 389-404, Athens, Greece, Sept. 2010. Springer.

P. Lafourcade, D. Lugiez, and R. Treinen. Intruder deduction for the equational theory of
abelian groups with distributive encryption. Inf. Comput., 205:581-623, April 2007.

Y. Li, W. Yang, and C.-W. Huang. Preventing type flaw attacks on security protocols
with a simplified tagging scheme. In Proceedings of the 2004 international symposium on
Information and communication technologies, ISICT 04, pages 244-249. Trinity College
Dublin, 2004.

J. Liu and H. Lin. A complete symbolic bisimulation for full applied pi calculus. In Proc. 36th
Conference on Current Trends in Theory and Practice of Computer Science (SOFSEM’10),
volume 5901 of LNCS, pages 552-563. Springer, 2010.

M. Loukides and J. Gilmore, editors. Cracking DES: Secrets of Encryption Research, Wiretap
Politics and Chip Design. O’Reilly & Associates, Inc., Sebastopol, CA, USA, 1998.

G. Lowe. An attack on the Needham-Schroeder public-key authentication protocol. Inf.
Process. Lett., 56:131-133, November 1995.

G. Lowe. A hierarchy of authentication specifications. In Proceedings of the 10th IEEE
workshop on Computer Security Foundations, CSFW 97, pages 31—, Washington, DC, USA,
1997. IEEE Computer Society.

A. J. Menezes, S. A. Vanstone, and P. C. V. Oorschot. Handbook of Applied Cryptography.
CRC Press, Inc., Boca Raton, FL, USA, 1st edition, 1996.

J. Millen and V. Shmatikov. Constraint solving for bounded-process cryptographic protocol
analysis. In Proceedings of the 8th ACM conference on Computer and Communications
Security, CCS 01, pages 166175, New York, NY, USA, 2001. ACM.

R. Milner. Communicating and mobile systems: the m-calculus. Cambridge University Press,

New York, NY, USA, 1999.

S. Modersheim and L. Vigano. Secure pseudonymous channels. In Proceedings of the 14th
European Symposium On Research In Computer Security (ESORICS’09), volume 5789 of
Lecture Notes in Computer Science, pages 337-354. Springer, 2009.

P. Narendran, F. Pfenning, and R. Statman. On the unification problem for cartesian closed
categories (extended abstract). In Proceedings, Eighth Annual Ieee Symposium On Logic In
Computer Science, pages 57-63. IEEE Computer Society Press, 1993.



184

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]
[123]

BIBLIOGRAPHY

National Institute of Standards and Technology. FIPS PUB 46-3: Data Encryption Standard
(DES). Federal Information Processing Standards, Oct. 1999. supersedes FIPS 46-2.

R. M. Needham and M. D. Schroeder. Using encryption for authentication in large networks
of computers. Commun. ACM, 21:993-999, December 1978.

T. Okamoto. An electronic voting scheme. In IFIP World Conference on IT Tools, pages
21-30, 1996.

T. Okamoto. Receipt-free electronic voting schemes for large scale elections. In Proc. 5th
Int. Security Protocols Workshop, volume 1361 of Incs. Springer, 1997.

O. Pereira, J. j. Quisquater, U. C. Group, B. . A. nbkab, and A. . B. nb-kab. On the perfect
encryption assumption. In Workshop on Issues in the Theory of Security (in conjunction
with ICALPO00), University of Geneva, Switzerland 7,8 July 2000, pages 42—45, 2000.

R. Ramanujam and S.P.Suresh. Tagging makes secrecy decidable for unbounded nonces as
well. In Proc. of the 23rd Conference on Foundations of Software Technology and Theoretical
Computer Science (FSTTCS03), Mumbai, 2003.

R. L. Rivest, A. Shamir, and L. Adleman. A method for obtaining digital signatures and
public-key cryptosystems. Commun. ACM, 26:96-99, January 1983.

M. Rusinowitch and M. Turuani. Protocol insecurity with finite number of sessions and
composed keys is NP-complete. Theoretical Computer Science, 299:451-475, 2003.

B. Smyth. Formal verification of cryptographic protocols with automated reasoning. PhD
thesis, University of Birmingham, July 2011.

J. G. Steiner, C. Neuman, and J. I. Schiller. Kerberos: An authentication service for open
network systems. In in Useniz Conference Proceedings, pages 191-202, 1988.

A. Tiu and J. E. Dawson. Automating open bisimulation checking for the spi calculus. In
CSF, pages 307-321, 2010.

H. C. A. van Tilborg, editor. Encyclopedia of Cryptography and Security. Springer, 2005.

C. Weidenbach. Towards an automatic analysis of security protocols in first-order logic. In
Proc. 16th International Conference on Automated Deduction (CADE’99), volume 1632 of
LNCS, pages 314-328. Springer, 1999.



Appendix A

Technical Proofs from Chapter 6

A.1 Proof of Lemma 6.6

This section consists of the proof of Lemma 6.6, which requires several helper lemmas. The proof
makes use of techniques developed in [14]. We first recall the lemma that we are proving.

Lemma 6.6 (Fundamental Collapse Lemma). If s =g t, then col(s) = C[[s1,...,sk]], col(t) =

DI[Sk+1,-- -+ Sk+1]] such that domain(C) = domain(D) and Cny,...,nk] =g, D[nkt1,-- ., Nkt
where d = domain(C) and ni, ..., are fresh names such that n; = n; iff s; =g s; for all
1<4,j<Ek+I

In Section A.1.1, we introduce several helper concepts, including a ~ relation between terms
which under-approximates =g. In Section A.1.2, we introduce the canonical form of a term, similar
to the collapsed form that we have already seen. Section A.1.3 includes a few technical results
that we use further on. Section A.1.4 contains the main proof of this Appendix, namely that =~ is
complete with respect to =g in the sense that two terms that are equal modulo E have canonical
forms that are in the ~ relation. Section A.1.5 provides the link between the canonical form and
the collapsed form and contains the proof of Lemma 6.6.

A.1.1 Preliminaries
Before proceeding to the proof, we need to define a few concepts.

Definition A.1 (Equivalence classes). If = is an equivalence relation on terms, we let

== {s]s=1)

denote the equivalence class of t w.r.t. to =. We let A= = {[t]= | t € T(F,.A)} denote all such
equivalence classes.

For any equivalence relation =, we authorize the elements of A= (i.e. the equivalence classes)
to be used as atoms in any term algebra T'(F, A) where A= C A.

Definition A.2 (Abstraction by equivalence classes). If = is an equivalence relation on terms in
T(F,Ap), we define the abstraction of s € T'(F, Ay) w.r.t. the domain d € {a,b, c} to be

[s]L = C[s1]=, - -, [sk]=] if  s=0Cls1,..., 8

is a term such that C' is a pure d-context and s1,...,s; are terms with domain(s;) # d for any
1 <1 < k. We extend abstractions to substitutions as expected:

012 = {21 = (]2, . n = [ta]2)

if o ={a1—t1,...,2, > t,,} is a substitution.
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Lemma A.1. For any function symbol f of arity ar(f) = k and any sequence of terms tq, ..., tx,

we have that F([t] [t]l) if feF
E S = L
[f(trs. i) = { [f(ti:. . ,tk)]i if ¢ fdd-

Proof. Let C be a pure d-context and let sq,...,s; be terms with domain(i) # d for any 1 < <1
such that f(t1,...,tx) = C[s1,...,s]. We distlngmsh between the two cases above:

1. if f € Fq, we have that C' = f(C4,...,C}) for some pure d-contexts C1,...,Cy such that

t; = Cils1,...,8]. By definition [f(t1,...,tx)]L = C[[s1]=,...,[s1]=]. By the choice of
Ch, ..., Ck, we have that C’[[sl] o lsilz] = f(Culsilz, - [silz)s -5 Crllsilz, - - [si)=])-
But [t;]L = Cl-[[sl]‘é,.. [ 1] for 1 < i < k. by definition. We obtain therefore that
F(Cil[s1)=, s [s1)=]), - Crlls1]=, - - -, [si)=]) = f([1]L, ..., [t]L). By transitivity we can
conclude that [f(¢1,..., )}: = f(t)e,...,[te]d), whlch is what we had to show.

2. if f & Fy, it follows that C = _* for some 1 < i < k is a hole and C[s1,...,s] = s; =
f(t1,...tx). Therefore [f(t1,...,t)]L = [si]l= = [f(t1,...,tx)]=, which is what we had to
prove.

O

Lemma A.2 (Equivalence implication). Let d € {a,b,c} be a domain. If =1 and =2 are equiva-
lence classes on terms in T(F, Ag) such that s =1 t implies s =2 t for all terms s,t € T(F,Ao),
then

[s12, =k, [t1Z, implies [s]Z, =e, [t]Z

for any two terms s, t € T(F,Ap).

Proof. Let s,t € T(F, Ag) be arbitrary terms such that

[s12, =e. [,

We will show that [s]< L =g, [t } . Let C' and D be pure d-contexts and 1, . .., Sk, Sk+1,- - - , Skt be
terms with domain(s;) # d (for 1 < i < Ek+l)suchthat s = C[sy,...,sg] and t = D[sp11,. .., Skt1)-
By definition, we have [s]2 = C([[s1]=,,...,[sk]=,] and that [t]2 = D[[sit1]=,,-- -, [Sktil=.);
which implies
Cllsil=,s -+ [skl=] =eq Dllsk41l=,s- - - [Spti] =]

By the assumption of =; and =s, we have that [s;]=, = [sj]El implies [s;]=, = [s;]=, for all
1 <14,j < k+1. Therefore the replacement o = {[s;]=, — [si]=, }1<i<k+i is well-defined. As the
equational theory E; is stable by replacement of atoms by terms, we have that

O[[Sl]Elv R [Sk]51]0 —Eq4 D[[Sk-‘rl]Eu R} [Sk+l]51]0'
But by definition
[s]2, = Clls1l=,, . .-, [st]=.] = Cllsil=,. ... [sk}zlJa and
12, = Dllststlars. o [sksilms] = Dlsksslmns .- sl o

This implies [s]2 =g, [t]4,, which is what we had to prove.

For every n > 0, we let ~,, to be an equivalence relation on terms defined as follows:

Definition A.3. For two terms s and ¢, we write s ~, t if s and ¢ have the same domain
d = domain(s) = domain(¢) and

[s]L =g, 1L when n >0
d=s=g,t=[t]2 whenn=0.
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We first show that two terms which are in the ~,, relation are equivalent modulo E.
Lemma A.3. For any n € N, for any terms s,t we have that s ~, t implies s =g t.

Proof. By well-founded induction on n. If n = 0 we have that s =g, ¢ which immediately implies
s =g t since E4 C E.
If n > 0, we have by definition that domain(s) = domain(¢) = d for some d € {a,b,c} and that

[s]1 =g, [t]2, .. By the induction hypothesis we have that u ~,_; v implies u =¢ v for all

terms u,v. Therefore, by Lemma A.2, we have that [s]¢ =g, [t]Z.

Let C, D be pure d-contexts such that s = C[[s1,...,sk]] and t = D[[sg+1,. .., Sk+i]] for some
terms S1, ..., Sk, Ski1,- - Sk+i. From the fact that [s]¢ = [t]d we obtain that C|[[s1], .. ., [sk]e] =€,
D[[5k+1]E7 ey [5k+l]E]a which implies C[[Sl]E, ey [Sk]E] =E D[[5k+1]E7 ey [5k+l]E]- Let ﬁT’St(i) =
min{j | s; =g s;}. The replacement o = {[s;]g +> Sfirss(i)} is then well defined. As E is stable
by replacement of atoms by terms, we obtain that C|[[s1], ..., [sk]e]loc = D[[sk+1]E, - - -, [Skri]E]o
This is equivalent to C[sfirsi(1), - - - » Sfirst(k)] =€ DISfirst(h41)s - - - » Sfirst(h+1)]- BUt Sfirsys)y =€ 8¢ for
all 1 < ¢ < k+ 1 and therefore Clsy,...,s] =g D[Sk+1,.-.,5k+1]. This is equivalent to s =g t

which is what we wanted to prove.
O

We have that:
Lemma A.4. Let s,t be two terms such that s ~, t. Then s ~, 1 t.

Proof. By well-founded induction on n.

If n =0, s ~ t implies [s]d = s =g, t = [t]4. As [s]4 = s and [t] = ¢, it follows that s and ¢

are pure d terms and therefore [s]2 = s and [t]2 =t by definition. But s =g, ¢ and we obtain

[s], = [t], which is the definition of s ~; t.
If n > 0, as s ~, t, we have that the terms s and ¢ have the same domain d = domain(s) =
domain(t) and that

512, , =e. [, -

By the induction hypothesis, we have that u ~,,_1 v implies u ~,, v for all terms u, v. Therefore
by Lemma A.2, we have that

[s11, =e, 1L,

which implies s ~,, 41 t.

We now define ~ to be a binary relation between terms:
Definition A.4. We write that s ~ ¢ if there exists n such that s ~,, t.

It is easy to see that ~ is an equivalence relation: symmetry and reflexivity are immediate
from the definition of ~,, and transitivity is easily proved using Lemma A .4.

Lemma A.5. For any terms s,t, we have that s >~ t implies s =g t.

Proof. Immediate by the definition of ~ and Lemma A.3.

We now directly characterize when s ~ t, without going through ~,.

Lemma A.6. We have that s ~t iff s and t have the same domain d = domain(s) = domain(t)
and [s]L =g, [t].

Proof. We prove each implication separately:
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1. First assume that s ~ ¢t. We will show that s and ¢ have the same domain d = domain(s) =
domain(t) and that [s] =g, [t]2.
If follows by the definition of ~ that there exists an integer n € N such that s ~, t. By
Lemma A.4 we have that s ~,, ;1 t. By the definition of ~,,;1, we have that s and ¢ have
the same domain. Let d = domain(s) = domain(¢). Furthermore, by the definition of ~, 1,
it follows that
[s12, =e. 2,

n

By the definition of ~, we have that u ~, v implies u ~ v for any two terms u and v.
Therefore by Lemma A.2 we have that

[s]L =, [1]<,
which is what we had to show.

2. We now assume that s and ¢ have the same domain d = domain(s) = domain(t) and that
[s]4 =g, [t]1. We will show that s ~ t.

Let C and D be pure d-contexts and si,...,,Sk4+; be terms with domain(s;) # d (for 1 <
i < k+1) such that s = C[s1,...,sk] and t = D[tg41,...,tk+1]. We then have by definition
that [s]d = C[[s1]~, - -, [sk]~] and that [t]L = D[[sks1]~s -, [Skri]=]. As [s]L =g, [t]L, we
have that

Cllst]as - -y [sk]~] =€, Dl[sk+1]~, - - [sk4]~].

By the definition of ~, we have that for any 1 < 4,j < k41, [s;]~ = [s;]~ iff there exists
n;; € N such that [s;]~, = [sj}znij. Let n = max{n;; | 1 <4,j < k+1}. We have that
[si]~ = [s;]~ implies [si]gm’.j = [8j]~,, , which implies by Lemma A.4 [$i]~, = [8/]~, for all
1<i,j7<k—+1 The replacement

o = {[si]~ = [si]~, h<ickt

is therefore well-defined and, as E, is stable by replacement of atoms by terms, we have that

Cllsilx, .-+ [skl=]o =g, Dllsktil~, - -, [skri]]o
But by the definitions of [s]‘in+l and [t]dzn+1 we have
[s1,,, = Cllsil~,, -, [st]~,] = Cllsilx, .- -, [sk]~]o and
[t~ = Dllskirl=,, - [srtil~,] = Dlskralxs - [skil=]o
and therefore [S]in+1 =E, [t]dznﬂ. As domain(s) = domain(t) = d, we have by definition that
S ~p4o t. But s ~, 19 t implies by the definition of ~ that s ~ ¢, which is what we had to

show.

O
Lemma A.7. If s ~t then [s|2 =g, [t]L for any domain d € {a,b,c}.

Proof. As s ~ t, it follows by Lemma A.6 that domain(s) = domain(¢). If domain(s) = d, then
we get our conclusion by Lemma A.6. Otherwise, if domain(s) # d, we have that [s]2 = [s]~ and
[t|L = [t]~ by the definition of []4. But s ~ ¢ and therefore [s]~ = [t]~. We immediately obtain
[s]2 = [t).

O

Lemma A.8. If f € F is a function symbol of arity k and s1 ~ t1,...,s, =~ t are terms, we
have that

f(Sl,...,Sk) ~ f(tl,...,tk).
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Proof. Let d = domain(f) be the domain of f. We have that [f(s1,...,s%)]L = f([s1]L,..., [sx])
and [f(t1,...,tx)]L = f([1]L,...,[tr]L) by Lemma A.1. As s; ~ t; we have by Lemma A.7
that [s;]d =g, [t;]L for all 1 < i < k. Therefore [f(s1,...,s1)]L =g, [f(t1,...,t)]L. Combined
with the fact that domain(f(si,...,sx)) = domain(f(t1,...,¢x)) = domain(f) = d, we obtain by
Lemma A.6 that f(s1,...,s5) ~ f(t1,...,tx), which is what we had to prove.

O

A.1.2 Canonical Form
We now introduce the canonical form can(t) of a term ¢, defined as follows:

Definition A.5.

t if t is an atom
S; ift:f(tl,...,fl),
f(can(t1),...,can(t;)) = C[[s1,. .., sx]] and
can(t) = Clln,...,ng]] =g, n; where nq,...,ny are fresh

names such that n; = n; iff s; ~s; for all 1 <4,j <I
and d = domain(C)
f(can(ty),...,can(t;)) if t = f(t1,...,t) but the above does not hold.

We say that a term ¢ is in canonical form if ¢ = can(¢). The difference between the collapsed
form of a term and the canonical form is the choice of the fresh names ny,...,n; in the second
and third cases of the definition. In the case of col, two names n; and n; are chosen to be equal
(n; = n;) iff s; =g s;, while in the case of the canonical form n; = n; iff s; ~ s;. As we will see
later, =g and ~ coincide on canonical forms and therefore the canonical form is identical to the
collapsed form. However, this definition of canonical form is required for the proofs. We extend
can to substitutions as expected:

can(o) = {x1 — can(ty),...,x — can(tx)}

whenever 0 = {x1 — t1,...,25 — tx}. We will first show that the canonical form of a term is
equal modulo E to the term.

Lemma A.9. For any term t, we have that can(t) = t.

Proof. By induction on the size of ¢.

1. For the base case, if ¢ is an atom, then can(t) = ¢ by the definition of can and therefore
can(t) =g t.

2. For the inductive case, if t = f(t1,...,t), we have that t; =g can(t1),...,t; =g can(t;)) by
the induction hypothesis. Therefore t = f(t1,...,t;) =g f(can(ty)),...,can(t)).
We distinguish two cases:

(a) if can(t) = f(can(t1),...,can(t;)) (i.e. the third case of the definition of can) we have
already shown that ¢ =g can(t).

(b) otherwise, f(can(t1),...,can(t;)) = C[[s1,...,sk]] for some context C' and some terms
S1,...,Sk and there exists an index 1 < ¢ < k such that C[nq,...,n;] =g, n,; for
some fresh names ni,...,ny such that n, = ny iff s, ~ s, for all 1 < z,y < k and
can(t) = s;, where d = domain(C). As C[ny,...,n;] =g, n; and E; C E, it follows that
C[nl, . ,’I’Lk] =E Nj.

For all 1 < z < k, let [z] denote the smallest index 1 < y < k such that n, = n,. As
the equational theory E is stable by replacement of names by arbitrary terms, we have
that C[ny,...,ng] =g n; implies Clny,...,ng[{n1 = spj, ..., 0% = S} =€ ni{n1 =
S[1]s - -+ Mk > S[g] }, which is equivalent to C[spyy, ..., sp)] =€ s};). But by choice of the
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names n,...,n, and the definition of [z], we have that si;) ~ s, for all 1 <z < k. By
Lemma A.5, we have that s, ~ s, implies s} =g s, for all 1 <z < k and therefore
we obtain Cls1, ..., sk] = $;.

We have that ¢t =g f(can(t1),...,can(t;)), that f(can(t1),...,can(t)) = C|[s1,-- ., sk]],
that C[s1,...,sk] =g s; and that can(t) = s; for some index 1 <i < k.

By transitivity of =g, we immediately obtain that ¢ =g can(t).

O

‘We now prove some properties of the canonical form. First of all, any subterm of a canonicalized

subterm is canonicalized.

Lemma A.10. Any subterm ¢ € st(can(s)) of can(s) is such that t = can(t).

Proof. By induction on the size of s. We distinguish among the following cases:

1.

if s is an atom, then can(s) = s and its only subterm ¢ € st(can(s)) is ¢t = can(s). Therefore
t = s and can(t) = t.

it s = f(t1,...,t) and can(s) = f(can(t1),...,can(t;)), then any subterm t € st(can(s)) is

either:

(a) a subterm ¢ € st(can(t;)) of the term can(¢;) for some 7, in which case t = can(t) by the
induction hypothesis,

(b) or t = can(s) is the entire term, in which case can(t) = can(f(can(t1),...,can(#;)) and
it is easy to see that can(t) = t.

otherwise we have that s = f(t1,...,t), f(can(t1),...,can(t;)) = C[[s1,-. ., sk]], can(s) = s.
and Clny,...,ng] =g, n, for some z € {1,...,k} where nq,...,ny are fresh names such that
n;, =n; iff s; ~ s; for all 1 <4,j < k and ¢ = domain(C).

As C is not the empty context, we have that s, is a subterm of can(t,) for some y. We
conclude by the induction hypothesis, since any subterm t of can(t,) (and therefore any
subterm ¢ of s, = can(s)) is such that ¢t = can(¢).

O

We will now show that canonicalizing the direct subterms of a term does not change the

canonical form of the term.

Lemma A.11. For any function symbol f € ¥ of arity ar(f) = k and any terms si,..., Sk, we
have that can(f(s1,...,sx)) = can(f(can(sy),...,can(sg)).

Proof. By the definition of can,

1. either can(f(s1,...,s%)) = f(can(s1),...,can(sk)), in which case f(can(s1),...,can(sg)) is
a canonicalized term (as it is the same term as can(f(s1,...,sx))). Therefore
f(can(s1),...,can(sg)) = can(f(can(sy),...,can(sg))).
By transitivity of =, we immediately obtain can(f(s1,...,sk)) = can(f(can(s1),...,can(sg))).
2. or we have that

can(f(s1,...,8,)) = uj (A1)
for some term u; where f(can(s1),...,can(sg)) = Cllu1,...,w]] and Clnq,...,n] =g, n;,
where d = domain(C) and n4,...,n; are fresh names such that n, = n, iff u, ~ u, for all

1<x,y<lI.
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In this case, let us analyze the canonicalized form of the term ¢ = f(can(s1),...,can(sg)).
We have that

by Lemma A.10

f(can(can(sy)),...,can(can(sg))) f(can(sy),...,can(sg)) = Clluq, ..., u].

As C[nq, ..., ] =g, nj, we have that the canonicalized form of ¢t = f(can(s1),...,can(sy))
is by definition
can(f(can(s1),...,can(sg))) = u;. (A.2)

From Equation (A.1) and Equation A.2, we have that
can(f(s1,...,8x)) = can(f(can(s1),...,can(sy)),
which is what we had to prove.

O

We can now show that canonicalization of any set of subterms of a term does not change the
canonical form of the term.

Lemma A.12. For any context C' and any terms si, ..., Sk, we have that
can(Cls1,...,sk]) = can(C|can(s1),. .., can(sg)]).
Proof. By induction on C":

1. if C is a hole _* for some 1 < i < k, then C[sy,...,s,] = s; and C[can(s1),...,can(s;)] =
can(s;). Therefore

can(C[sy, ..., si]) = can(s;) = C[can(sy),...,can(sg)]. (A.3)

As can(s;) is canonicalized by Lemma A.10, we have that Clcan(s1),...,can(sy)] (which is
the same term as can(s;)) is canonicalized as well. Therefore

Clcan(sy),...,can(sg)] = can(C[can(s1),...,can(sg)]). (A4)

From Equation (A.3) and Equation (A.4), we obtain by the transitivity of = that
can(C[s1, ..., sk]) = can(Clcan(sy),...,can(sg)]),
which is what we had to prove.

2. if C' = a is an atom, then C[sq,...,s;] = a and C[can(sy),...,can(sg)] = a. As can(a) =a
by the definition of can, we immediately obtain

can(C[sy,...,sk]) = can(a) = a = can(a) = can(C[can(s1), ..., can(sg)]),

which is what we had to prove.

3. otherwise, C' = f(Cy,...,C)) for some function symbol f of arity ar(f) = [ and some contexts
C1,...,C). Let § denote the sequence of terms si,. .., s, and can(§) denote the sequence of
terms can(sy),...,can(sg). By the induction hypothesis we have that

can(C;[3]) = can(Ccan(8)])) for all 1 < i <. (A.5)
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We have that

can(C[s]) = can(f(C4[3],...,C1[9]))

(by choice of C1,...,C))

= can(f(can(C4[3]),...,can(Cy[3)])))
(by Lemma A.11)

= can(f(can(Cy[can(8)]),...,can(Ci[can(3)])))
(by Equation (A.5))

= can(f(Ci[can(8)],...,Ci[can(5)]))
(by Lemma A.11)

= can(Clcan(3)]).
(by choice of C1,...,CY)

In summary, we obtained can(C$]) = can(C|[can(5)]), which is what we had to prove.

We immediately obtain as a corollary another way to state the above lemma.
Corollary A.1. For any term s and any substitution o, we have that can(so) = can(s(can(0))).

Proof. Let C be a context obtained from s by replacing all variables * € Dom(o) with holes _°

(1 <4 < n) such that soc = C[z10,...,2,0] and s(can(o)) = Clz1(can(0)),...,zy(can(o))] where
Dom(c) ={x1,...,2n}.
By Lemma A.12, we have that can(Clz1o0,...,2,0]) = can(C|can(z10), ..., can(z,0)]. This is

equivalent to can(so) = can(s(can(o))), which is what we had to prove.
O

A.1.3 Abstraction and Canonicalization

We now study the interaction between abstraction and canonical forms. We first need a technical
lemma:

Lemma A.13. Let d € {a,b} be a domain and f € Fyq be a function symbol of arity ar(f) = k.
For any terms s1, ..., sk, we have that

[can(f(s1,- -, sk))]L =€, f(lcan(s1)]L, ... [can(s)]2).

Proof. By the definition of can, we distinguish between two cases:

1. either can(f(s1,...,sk)) = f(can(s1),...,can(sg)), in which case
[can(f(s1,--.,56))]L = [f(can(s1),...,can(sg))]L.
But as f € Fy4, we have by Lemma A.1 that
[f(can(s1),...,can(s))L = f(lcan(s1)IL, ... [can(sy)]L).
By transitivity of =, we obtain that [can(f(s1,...,s%))]2 = f([can(s1)]L,...,[can(s:)]L),
which immediately implies the equality modulo E4 of the two terms:
[can(f(s1,- -, s0)IL =e, f([can(s1)]2,. .., [can(sk)]L).
2. or f(can(s1),...,can(sk)) = D[[t1,...,t]] for some context D and some terms t¢1,...,# such
that D[ny,...,n;] =g, n; for some 1 < ¢ < [, where ny,...,n; are fresh names such that
ng = ny iff t, ~t, for all 1 < z,y <. In this case can(f(s1,...,sx)) = t; and we have by

definition that
[Can(f(slv"'»sk))}i = [ti]z (A.6)
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because domain(¢;) # domain(D) = d.
On the other hand, we have that

f([can(s)]L, ..., [can(sk)]L) = [f(can(s1),...,can(sg))]e (by Lemma A.1)
= [D[t1,...,t;]]L (by choice of D, ty,...,t)
= Dllt1]~, ..., [ti]~]. (by definition)

But Dnq,...,n;] =g, n; and, as E4 is stable by replacement of names by terms, we ob-
tain that D[nq,...,njo =g, nio, where 0 = {ng; — [ty]~}1<z<;. The replacement o
is well-defined since n, = n, implies [t;]~ = [ty]~ for all 1 < z,y < I. The fact that
Diny,...,m]o =g, n;o is equivalent to D[[t1]~,...,[t]]~] =€, [ti]~ and therefore we con-
clude that

Flcan(sn)IL . [ean(sy)]L) =, [t~ (A7)

From Equation (A.6) and Equation (A.7), we immediately obtain what we had to prove:
[can(f(s1,- -, sk))2 =g, S(lcan(s1)]Z, ..., [can(sy)]L).

Using the above technical lemma, we can now prove:

Lemma A.14. If C is a pure d-context for some d € {a,b,c} and si,...,s are canonicalized
terms (i.e. s; =can(s;) for all 1 <i < k), we have that

[C[s1, - -,Skﬂi =g, [can(C[sy, .. .,sk])]i.

Proof. By induction on C:

1. if C = a is an atom, then C[sy,...,sx] = a and [C[sy,. .., s;]]d = [a] = a since C = a is in
the d-domain. Moreover can(C[s1, ..., si]) = can(a) = a and therefore [can(Cs1, . .., s;])|L =
a. As both the left-hand side [C[sy, ..., s;]]2 and right-hand side [can(C][s1,...,s:])]e are

equal to a, we immediately conclude that they are equal modulo Eg:

[Cls1y.- . sk]]d: =g, [can(C[s1,..., sk])]‘i.
2. if C = ‘“for some 1 < i < kis a hole, we have that C[s1, ..., s;] = s; and that can(C[s1, ..., s;]) =
can(s;) = s; (since s; are canonicalized by hypothesis). Therefore the right-hand side
[Cls1,...,s:]]L = [s:]4 and the left-hand side [can(C[sq,...,si])]2 = [s;] are the same

term [s;]4. We immediately conclude that they are equal modulo Eg4:

[Cls1,...,s6)]l =g, [can(C[s1,. .., s:])]L.

3.if C = f(Cy,...,C)), we have that f € Fy4. By the induction hypothesis we have that

[Cils1, ..., s1]]L =g, [can(Cy[s1, ..., si])]L forall 1 <i <. (A.8)
We have that
[can(C[sy,...,s:))]d = [can(f(C1[s1,. .., 8k],-- -, Cilst, .., 86]))]L

(by choice of C1,...,C)

=g, f(lcan(Cifs1,... se])IL, ... can(Cifsa, ..., s1]))]L
(by Lemma A. 13)

=g, f((Cilsts- o8]l [Cilsis oo si]]2)
(by Equation (A. 8))

= [f(Cilsts--ssp)se o Cilsty o si])1L
(by Lemma A.1)

= [Clsi,. . si])d
(by ch01ce of Cy,...,C)

which implies:
[C[Sla IR Sk]]i —Ea [Can(c[517 ) Sk])](i
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O
We obtain the following corollary, which is just another way to state the lemma above.

Corollary A.2. If s is a pure d-term for some d € {a,b,c} and o is a canonicalized substitution
(i.e. can(o) = o), then
[so]2 =, [can(s0)]L.

Proof. Let C be a context obtained from s by replacing all variables € Dom(c) with holes _°
(1 <i < n) such that so = Clxy0,...,z,0] where Dom(o) = {z1,...,2,}.
Because can(o) = o, it follows that x;0 is canonicalized for all 1 < ¢ < n. By Lemma A.14, we
then have that
[Clzi0,...,2,0)]|L =, [can(C[z10, . .., 2,0])]L.

But this is equivalent to [so|L =g, [can(sc)]%, which is what we had to prove.

‘We now need a lemma to characterize the canonical form of a non-atomic term.

Lemma A.15. Let d be a domain d € {a,b}, let f € F4 be a function symbol of arity ar(f) =k
and let ty,...,t, be terms. Then

f(can(ty), ... can(tg)) if Cllsil~s .- [si]~] #e, [84]
forany 1l <z <lI
can(f(tl,...,tk)) = Sy ifc[[sl}:7~-~,[3l]g] =E4 [Sw}g

for some 1 < x <1
for some 1 <y <1 such that [sy]~ = [sy]~,

where C, s1,...,s are such that f(can(t1),...,can(ty)) = C|[s1,- .., s1]]-

Proof. We distinguish the two cases:

1. First assume that C[[s1]~, ..., [si]~] =g, [Sz]~ for some 1 < x < [. We will show that
can(f(t,...,tx)) = sy for some 1 <y <1 such that [s;]~ = [sy]~.

Let nq,...,n; be fresh names such that n; = n; iff s; ~ s; for all 1 < 4,5 < I. Let
o = {[si]l~ — niti<i<k be a replacement (o is well-defined since [s;]~ = [s;]~ implies
n; =n; forall 1 <4i,j <1I). As E4 is stable by replacement of atoms by terms, we have that
Cl[s1]~, - - - [s1]~]o =E, [Sz]~0, which is equivalent to C[nq,...,n;] = n,. Therefore, by the
definition of can, we have that can(f(t1,...,tx)) = s, for some 1 <y <[ such that n, = n,.
But n, = n, implies s, ~ s,, which concludes what we wanted to show.

2. Next assume that

Clls1)as - -+ [81]~] #Ey [S2]~ for any 1 <z <. (A.9)
We will show that can(f(t1,...,tx)) = f(can(t1),...,can(tx)).
Let n1,...,n; be fresh names such that n; = n; iff s; ~ s; for all 1 < 4,5 <. We will show
by contradiction that C[ny,...,n;] #g, n, for any 1 <z <[. Assume by contradiction that
Clni,...,n] =g, n, for some 1 < z < 1. We consider the replacement o = {n; — [s;]~}.
The replacement is well-defined since n;, = n; implies [s;]~ = [s;]~. Since the equational
theory E4 is stable by replacement of atoms by terms, we obtain that C[nq,...,njJo =g,
ngo, i.e. C[[s1]~,...,[s1]~] =g, [Sz]~. But this is false by Equation (A.9). Therefore our
assumption was false and we have that C[ny,...,n] #g, n, for any 1 <z <.

Therefore, by the definition of can, we have that can(f(t1,...,tx)) = f(can(t1),...,can(tg)),
which is what we wanted to show.

O
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Lemma A.16. Let s be a term such that can(s) = C|[[t1, ..., tx]] with domain(C) = d € {a,b,c}.
Then
Cllt1]ay - -+ [tr]~] #e, [t2]~ for any 1 <z < k.

Proof. By the definition of C[[t1,...,t]], C cannot be a hole _* for any 1 < i < k. Therefore we
distinguish two cases:

1. if C' = a is an atom, then C[[ty,...,t]] = a #g, [tz]~ for any 1 <z < k by Lemma 6.1.
2. if C = f(Ch,...,C)) for some contexts Cq,...,Cy, let t =ti,...,t; denote the sequence of
terms t1,...,tx. We have that can(s) = f(Ci[t], ..., Ci[t]).

By Lemma A.10, we have that can(C[ty,....t]) = gan(can(sz) = can(s) = Clt1,...,tg].
Therefore can(C[t]) = can(f(Ci[t], ..., Ci[t])) = f(Ci[t], ..., Ci[t]).

Since C;[f] is a subterm of C|t t], by Lemma A.10 we have can(C;[t]) = C;[t] for all 1 <i<l
Therefore can(f(Ci[t],...,Ci[t])) = f(Ci[t],...,Ci[f]) = f(can(Ci[t]),...,can(Ci[t])). By
Lemma A.15, we have therefore that C[[tl]g, . [ kl~] #e, [tz]~ for any 1 < 2 < k, which
is what we wanted to prove.

O

Lemma A.17. Letd € {a,b,c} be a domain, let C' be a pure d-context and let ty,. ..t be terms
in canonical form such that domain(t;) # d for any 1 <i < k. Then

can(C[t1,...,tg]) = D[t1, ..., tx]
for some pure d-context D such that C[[t1]~, ..., [tk]~] =g, D[[t1]~, .-, [tk]~].
Proof. We will proceed by well-founded induction on C. We distinguish three cases:
1. if C = ais an atom then C[ty,...,t;] = aand can(C[t,...,tx]) = can(a) = a = [tl7 e

We conclude by choosing D = C: can(Clty,...,tx]) = Dlt1,...,tx] and C[[t1]~, ..., [tr]~
a =g, a=Dl[t1]~, ..., [tr]~]

tr].
| =

2. if C = _ for some 1 < i < k, we have that can(Clty,...,tg]) = can(t;) = t; = C[t1,...,tx].
We trivially conclude by choosing D = C = _*: can(C[ty,...,tx]) = D[t1,...,tx] and

Cllta]s -+ [Er]~] = [til~ =e, [ti]~ = Dl[ta]~, - ., [tr]=]-

3. if C = f(Cy,...,Cy) for a function symbol f and contexts C,...,Cy, let £ = tq,... 1
denote the sequence of terms ty,...,t; and [t]~ = [t1]~,..., [ts]~ denote the sequence of
terms [t1]~, ..., [tk]~. We have by the induction hypothesm that there exist pure d-contexts
E;, (1<i<l) such that can(C;[t]) = E;[t] and Ci[[t]~] =g, Ei[[t]~] for all 1 <i <.

We then have that f(can~(C'1[t~]), ... can(Cyft t])) = f(EA[t), ..., Ellt]). Let E = f(E1,..., E).
We have that f(can(Cilt]),...,can(Cy[t])) = E[[t]] by the choice of E.

We distinguish two cases:

(a) if E[[t1])~, .-, [tk]~] =€, [tz]~ for some 1 < z < k, then by Lemma A.15 we have that
can(f(Ci[t], ..., Ci[t])) = t, for some 1 < y < k such that ¢, ~t,. If we choose D = Y,
we immediately obtain our conclusion:

can(Clt1,...,tx]) =t, = Dlt1,. .., ti]
and, as C;[[t]~] =g, Fi[[t]~] for all 1 <4 <[ by the induction hypothesis,

Clill=] = f(CfE)~], - ~_70z[[t]:]) =e, [(B1llt]=], ..., Billf]~]) = El[t]~] =,
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(b) if E[[t1]~, ..., [tk]~] #E, [tz]~ for any 1 < z < k, then by Lemma A.15 we have that
can(f(C1[t],...,Ci[t])) = E[t]. If we choose D = E, we immediately conclude:
can(C[tl, AN ,tk]) = l)[tl7 e ,tk]
and, as C;[[t]~] =g, Fi[[f]~] for all 1 <i <[ by the induction hypothesis,

Cliil~] = f(CullH]), - - -, Cillfl~]) =€, f(EA[[H],- -, Eil[f]~]) = E[[f]~] = D[[f]~]-

Lemma A.18. Letd € {a,b,c} be a domain, let C' be a pure d-context and let ty,. ..t be terms
in canonical form such that domain(t;) # d for any 1 < i < k. Then

12 Zf O[Hl]:v cre [tk}’z] —Eq [tz]:
for some 1 <z <k
C[tla"'7tk] ch[[t1]277[tk}2] #Ed [t:v]’:
forany 1l <z <k.

can(Clty, ..., tg]) =~

Proof. By Lemma A.17, we have that there exists a pure D-context such that can(Clty,...,t]) =
DIty,...,tx] and such that C[[t1]~, ..., [tk]~] =g, D[[t1]~; - -, [tr]~]. We distinguish between two
cases:

1. if C[[t1]~, - - -, [tk]~] =€, [tz]~ for some 1 < x < k, then DI[[t1]~, ..., [tr]~] =€, [tz]~ as well.
We will show by contradiction that D = _¥ is a hole _¥ for some 1 < y < [. Assume by contra-
diction that D is not such a hole. Then by Lemma A.16 we have that D[[t1]~,. .., [tk]~] #E,
[tz]~, which is not the case. Therefore our assumption was false and D = Y is a hole for
some 1 <y < 1. Then D[[t1]~, ..., [til~] = [ty]~. As Dl[ta]~, ..., [te]~] =g, [tz]~, we have
that [ty]~ =g, [tz]~. By Lemma 6 1, we obtain that [ yl~ = [tz]~, which implies ¢, ~ t,,.

We have that can(Clty,...,t;]) = D[t1,...,tx] = t, ~ t;, which is what we had to show.

2. 4f Cllt1]~, - - -, [th]~] #E, [te]~ for some 1 <z < k, then DI[t1]~, ..., [tk]~] #E, [tz]~ for all
1 <z <k as well
Therefore D cannot be a hole _* for some 1 < z < k. This implies domain(C[t1,...,tx]) =
domain(D[ty,...,t]) = d. As [Clt1,...,t:]]L = C[[t1]~, - - -, [te]~] =g, D[[t1]~, -, [tr]=] =

[D[t1,...,t1]]2, we obtain by Lemma A.6 that D[ty,...,tx] ~ C[t1,...,tx]. But we have
can(C[t1,...,tx]) = DIt1,...,tx] and therefore can(Clty,...,tx]) ~ C[t1,...,t;], which is
what we had to show.

O

A.1.4 Main Proof

We have now proved all technical results and we are ready to get into the main proof. We show
that a rewrite step performed at the top of a term preserves the ~ relation between the canonical
forms.

Lemma A.19. Ifl ~ r € E is an identity and o is a substitution, we have that can(lo) ~ can(ro).

Proof. As |~ r € E, we have that there exists d € {a, b} such that [ = r € E,.
We have that

[can(lo)]4 = [can(lcan(0))]L (Corollary A.1)
g, |lcan(o)] (Corollary A.2)
l

d
[can(o)]i (Definition of [-]2).
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We obtained that [can(lo)]Z = I[can(c)]L. By a similar reasoning, we have that [can(ro)]d =,

rlcan(o)]d. But as | ~ r € Eg4, trivially have that r[can(c)]2 =g, [[can(c)]L. Therefore we

conclude that
[can(lo)]L =g, [can(ro)]2. (A.10)

Let t1,...,t; be terms with domain(t;) # d (for any 1 < i < k) such that
x(can(o)) = Cylt1, ..., tk]

for some pure d-context C,, for any variable x € Dom(o). Then there exist pure d-contexts C, D

such that Ican(o) = C[t1,...,tg], rcan(c) = Dlt1,...,ts], [lcan(0)]L = C[[t1]~, ..., [tr]~] and
[rcan(0)] = D[[t1]~, .-, [tk]~].
We will show that C[[t1]~, ..., [tk]~] =e, D[[t1]~,...,[tk]~]. Indeed, as [ and r a pure d-
terms, we have by Lemma A.1 that [Ican(0)]L = I[can(o)]< and that [rcan(o)]d = r[can(0)]L. As
~ r € E4, we have that l[can(0)]2 =g, r[can(c)]L. Therefore [Ican(0)]e =g, [rcan(c)]l. But
[lcan(0)|L = C[[t1]~, - - -, [tx]~] and [rcan(0)]e = D[[t1]~,. .., [tx]~] and therefore
C[[tl]ﬁv SRR [tk]ﬁ] = D[[tl]ﬁa LR [tk]ﬁ}'

We will now show that domain(can(lcan(c))) = domain(can(rcan(o))). We distinguish between
two cases:

1. if C[lt1]~, - - -, [tk]~] =€, [tz]~ or if D[[t1]~, ..., [tk]~] =€, [tz]~ for some 1 < 2 < k, we have
that
Cllta]~, - -, [tel~] =g, [tal~ =€, D[t1]~, . -, [t]~]
since we have already shown C[[t1]~, ..., [tk]~] =e, D[[t1]~, -, [tk]~].

By Lemma A.18 we obtain that can(lcan(o)) = can(Ct1, .. ., tx]) ~ t, and that can(rcan(o)) =
can(Dlty,...,tx]) =~ t,. Therefore we have that domain(can(lcan(c))) = domain(¢,) and
that domain(can(rcan(o))) = domain(¢,) which immediately implies what we want to show:
domain(can(lcan(o))) = domain(can(rcan(o))).

2. otherwise, C[[t1]~, ..., [tk]~] #E, [tz]~ and DI[t1]~, ..., [tk]~] #E, [tz]~ for any 1 <z < k.
By Lemma A.18, we obtain that can(lcan(o)) = can(C[ty,...,tx]) =~ C[t1,...,t;] and that
can(rcan(o)) = can(D[t1, ..., tk]) = D[t1, ..., Tl

Neither of the contexts C' and D can be a hole (for any 1 < i < k) since otherwise

Cllt1]~y - - [tr]~] = [ti]l~ or D[[t1]~, ..., [tk]~] = [ti]~, which would contradict our assump-
tion.

Therefore domain(C[t1,. .., t;]) = domain(D[ty,...,tx]) = d. As can(lcan(0)) ~ Clt1,. .., tk]
and can(rcan(o)) ~ D[ty,...,t;], we obtain domain(can(lcan(c))) = domain(can(rcan(o))),

which is what we wanted to prove.

In either case, we have shown that domain(can(lcan(o))) = domain(can(rcan(c))). As we have
can(lcan(o)) = can(lo) and can(rcan(o)) = can(ro) by Corollary A.1, we obtain that

domain(can(ro)) = domain(can(lo)). (A.11)

From Equation (A.10) and Equation (A.11), we obtain by Lemma A.6 that can(lo) ~ can(ro),
which is what we had to prove.
O

Lemma A.20. Ifs; ~ty,...,8 =ty and S1,...,8k,l1,...,tx are terms in canonical form, then

can(f(s1,...,8)) ~can(f(ty,...,tx)).

Proof. Let the contexts C, D and the terms wy,...,u; be such that f(sy,...,s;) = Cl[ug,...,u]]
and f(t1,...,tx) = Dl[u1,...,w]]. Let d = domain(C') = domain(D) = domain(f) be the domain
of the function symbol f. By Lemma A.15, we distinguish between the following situations:
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1if Cllut]~, - . . [wl~] =g, [uz]~ for some 1 < o <1 we have that can(f(s1,...,s%)) = u, for
some 1 <y <1 such that u, ~ u,. This implies can(f(s1,...,5%)) ~ ug.
By Lemma A.8, we have that f(s1,...,s5) =~ f(t1,.. tk) and by Lemma A.6 we have that
[F(1, ey 501 =g [t b)) But [f(s1,e. s 5|2 = Cllua)s, ., [urla] =g, )=
Therefore [f(t1,...,t)]L =g, [us]~ and, by Lemma A.15, can(f(ty, ... ,tk)) = u, for some
1 < z < I such that u, ~ u,. As we already have that can(f(sl, ...y 8k)) = ug, we obtain
can(f(t1,...,tg)) = can(f(s1,-..,8k))-

2.4f Cllur]~y -y [w]~] #e, [Uuz]~ for any 1 < a < I we have that can(f(s1,...,sk)) =

f(can(sy),...,can(sg)).
By Lemma A.8, we have that f(s1,...,s%) ~ f(t1,...,tx) and by Lemma A.6 we have that

tr)
F(s1reee )L =g, [t )L But [[(sr.. o)L = Cllurla,. ... fula] #e, [us)
for any 1 < z <[. Therefore by Lemma A.15, can(f(tl, oo ti)) = f(can(ty), ..., can(tg)).

As we have that can(f(s1,...,sk)) = f(can(s1),...,can(sg)) and also can(f(t1,...,tx)) =
f(can(ty),...,can(t;)), we immediately conclude that can(f(s1,...,sx)) =~ can(f(t1,...,tx)).

O
Corollary A.3. If can(s) ~ can(t), then can(C[s]) ~ can(C[t]).

Proof. We show by induction on C' that can(Cf[can(s)]) ~ can(CJcan(t)]). We distinguish among
the following cases:

1. if C' = a is an atom then Clcan(s)] = C[can(t)] = a and can(C[can(s)]) = a = can(C[can(t)])
from where we immediately conclude.

2. if C = ! is the empty context, we have that C[can(s)] = can(s) and that Clcan(t)] = can(t).
Therefore can(C|can(s)]) = can(can(s)) and can(C[can(t)]) = can(can(t)). By Lemma A.10,
can(can(s)) = can(s) and can(can(t)) = can(f). Therefore can(Clcan(s)]) = can(s) =~
can(t) = can(C|[can(t)]), which is what we had to prove.

3.if C = f(C4,...,Ck), we have by the induction hypothesis that
can(Cj[can(s)]) =~ can(C;[can(t)]) for all 1 <i < k.
Therefore, by Lemma A.20, we have that
can(f(can(Ci[col(s)]), . .., can(Ck[col(s)]))) =~ can(f(can(Cycol(t)]), ..., can(Cklcol(t)]))),

i.e. can(C[col(s)]) ~ can(C|[col(t)]), which is what we have to prove.

We have shown that can(C[can(s)]) ~ can(Clcan(t)]). By Lemma A.12, we have that can(C[s]) =
can(Clcan(s)]) and that can(C[t]) = ca ( [can(t)]). As we have shown that can(Cf[can(s)]) =~
can(C|[can(t)]), it follows that can(C[s]) =~ can(C[t]), which is what we had to prove.

O

Proposition A.1. For two terms s,t € T(F,A), we have that
s =g t iff can(s) ~ can(t).

Proof. The reverse implication, that can(s) ~ can(t) implies s =¢ ¢, follows by Lemma A.5 and
Lemma A.9.

For the direct implication, as s = t, it follows that there exist an integer n € N and terms
t1,...,tn, € T(F,A) such that

s=11 —-pto 2gt3... 2 t, =1.
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For any 1 <i < n—1, we have that t; = C;[l;0;] and t; 1 = C;[r;0;] for some equation [; ~ r; € E
(or r; = l; € E), some context C; and some substitution o;.

We now show that can(C;[l;0;]) ~ can(C;[r;o;]) for all 1 < i < n — 1. By Lemma A.19, we
have that can(l;0) ~ can(r;0). By Corrolary A.3, we have that can(C;[l;0]) ~ can(C;[r;o]). We
have shown that can(C;[l;0;]) ~ can(C;[r;o;]) for all 1 < i < n. But for all 1 <1i < n — 1, either
t; = Ci[lio;] and t;41 = Cy[rioy] or t; = Ci[ryo;] and t;41 = C;[l;o;]. Either way, we have that
can(t;) ~can(t;41) forall 1 <i<n-—1.

As s =t and t =t,, and can(t;) ~ can(t;41) for all 1 <i < n — 1, we obtain by transitivity of
~ that can(s) ~ can(¢), which is what we had to show.

L]

A.1.5 Linking Canonical and Collapsed Forms

We will now show that col and can are the same function up to ~.
Lemma A.21. For any term s, we have that col(s) ~ can(s).

Proof. By induction on the size of s.

1. if s = @ is an atom, then col(s) = a = can(s) by definition and therefore col(s) ~ can(s).

2.if s = f(ty,...,t;) for some function symbol f € Fy of arity ar(f) = [, we have by
Lemma A.11, that can(f(t1,...,%)) = can(f(can(t1),...,can(t;))). By the induction hy-
pothesis that col(¢;) ~ can(t;) for every 1 <4 <[ and therefore by Lemma A.20, we have
that can(f(t1,...,%)) ~ can(f(col(t1),...,col(t;)))).

Let C,s1,..., s, be such that

f(col(tr), ..., col(ty)) = C[[s1,- -, Sk]]

and let ny,...,n; be fresh names such that n, =n, iff s, >~ s, forall 1 <z,y <k.

As C cannot be the empty context (by the definition of C[[s1,...,sk]]), we have that
S1,...,8k are subterms of the terms col(t1), ..., col(¢;), which implies that for all 1 < i < k
there exists a 1 < j < [ such that [s;| < |col(¢;)]. By Lemma 6.3, we have that for all
1 <i <1, |col(t;)] < |t;|. Therefore for all 1 < i < k, there exists a 1 < j < [ such that
|si] < |tj]. But t; (1 < j <) are strict subterms of ¢ and therefore we can apply the
induction hypothesis on s; (1 <i < k) to obtain that can(s;) ~ col(s;) for all 1 <i < k.

By Lemma 6.4, as s; is a subterm of some term col(t1), ..., col(¢;), we have that col(s;) = s;
for all 1 <4 < k. Therefore can(s;) ~ s; for all 1 < i < k. By Proposition A.1, we have
that s, ~ can(s;) ~ can(s,) ~ s, iff s, =g s, for all 1 < 2,y < k. Therefore n, = n, iff
Sz =E Sy-

We distinguish two situations:

(a) if C[[n1,...,nk)] =g, ni for some 4, by definition can(f(col(t1),...,col(t;))) = s, for

some index 1 < z < k such that n, = n;. By the definition of col, we have that
col(f(col(t1),...,col(t;))) = s, for some index 1 < y < k such that n, = n,;. As

ng = n; = n, we obtain that s, ~ s, by choice of ni,...,ny, from which we obtain
that can(f(col(t1),...,col(t;))) =~ col(f(col(t1),...,col(t;))). But we have already seen
that

can(f(t1,...,t;)) =~ can(f(col(t1),...,col(t;))))

and therefore can(f(t1,...,t))) =~ col(f (col(tl) ..,col(t;))). By Lemma 6.5 we have
that col(f(col(t1),. col( ))) co (f(tl7 s ty))e Therefore we obtain what we wanted
(t1,

to prove: can(f(tl,..., 1)) ~ ; ol( ))
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(b) if C|[n1,...,nk]] #e, n; for any i, by definition we have can(f(col(t1),...,col(t;))) =
f(can(t1),...,can(t;)). We already have can(f(col(t1),...,col(t;))) =~ can(f(t1,...,t)).
Therefore can(f(t1,...,t;)) =~ f(can(ty),...,can(t;)).

By the definition of col, we have that col(f(col(t1),...,col(t;))) = f(col(t1),...,col(t;)).
But by Lemma 6.5, we have that col(f(col(t1),...,col(t;))) = col(f(t1,...,t)). There-
fore col(f(ty,...,t;)) = f(col(t1),...,col(t;)). By the induction hypothesis col(t;) ~
can(t;) for all 1 < ¢ <[ and therefore f(col(t1),...,col(t;)) ~ f(can(t1),...,can(t;)).
Therefore col(f(t1,...,t;)) =~ f(can(t1),...,can(t;)).

We have already seen that can(f(t1,...,t)) ~ f(can(t1),...,can(t;)) and therefore we
conclude that can(f(t1,...,t)) ~ col(f(t1,...,t)), which is what we wanted to show.

O

Corollary A.4. For any terms s,t we have that s =g t iff col(s) ~ col(t).

Proof. We have that s =g t iff, by Proposition A.1, can(s) ~ can(t). But can(s) ~ col(s) and
can(t) ~ col(t) by Lemma A.21. Therefore s =g t iff col(s) ~ col(t).

O
We are now ready to prove the fundamental lemma:
Lemma 6.6 (Fundamental Collapse Lemma). If s =g t, then col(s) = C[[s1,..., sk]], col(t) =
DI[Sk41,-- - Sk+1]] such that domain(C) = domain(D) and Cnq,...,n;] =g, D[nks1,-- -, Npti]
where d = domain(C') and ni,..., g are fresh names such that n; = n; iff s; =g s; for all
1<, <k+1.

Proof. Tf s =g t, we have that col(s) ~ col(¢) by Corollary A.4. As col(s) ~ col(t), it follows by
Lemma A.6 that domain(col(s)) = domain(col(t)) = d for some d € {a,b,c} and that [s]4 =g, [{]L.

Let C, D be contexts such that col(s) = C[[s1,...,sk]] and col(t) = D[[sk+1,--.,Sk41]]- Let
N1, ..., Ng4 be fresh names such that n, = n, iff s, =g s, forall 1 <,y < k+1. By Corollary A .4,
we obtain that n, = n, iff col(s;) ~ col(s,) for all 1 < z,y <k +1.

As s1, ..., Sp4 are subterms of col(s) and col(t), it follows by Lemma 6.4 that col(s;) = s; for
all 1 <¢ < k+ 1. Therefore we obtain that n, =n, iff s, ~s, forall 1 <z, y <k +1.

As [s]L =g, [t]4, we have that C[[s1]~, ..., [sk]~] =, D[[Skt+1]ms---s [Skpil~]. As gy = ny
iff s, ~ s, (for all 1 < z,y < k 4+ 1), the replacement 0 = {[s;] — ng}t1<p<pr is well-
defined. As E, is stable by replacement of atoms by terms, we obtain that C|[s1]~, ..., [Sk]~]o =g,
DI[Sk41]as - - -, [Sk+i]~]o. This is equivalent to C[ny,...,nk] =g, D[Nk+1,- ., Nk4i1], which is what
we wanted to prove.

O

A.2 Proof of Lemma 6.13

This section consists of the proof of Lemma 6.13.
Lemma 6.13. If P is a trace over the d-domain and

(Pawvm) §—1>.7:,E (Placplao—l) §—2).7:,E e &)]‘—,E (Pnagonno—n)

then

’

8] §¢ 8,
(Pv 0, (Z)) _1>fd,Ed (Ph 90/1v Ui) —2>-7:d;Ed cee T F4Eg (Pna ‘Piw 0';1))

Iand § such that o, Fe xo, implies ¢, Fg, xol, and xo, =g yo, implies
zo,, =g, yo,, for all z,y € Dom(oy,).

for some ¢, ol
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Proof. We assume w.l.o.g. that d = a since the case where d = b is analogous. Let init/0 be any
constant in F,. The idea is to obtain the second trace from the first trace by abstracting any
elements that starts with a symbol from F;, by the constant init. This abstraction is formalized
by the function abs, which is defined inductively on ground terms as follows:

1. abs(f(t1,...,tx)) = f(abs(t1),...,abs(tx)) if f € F,
2. abs(f(t1,...,tx)) = init if f € F

The function abs enjoys the following two properties:

Claim A.1. If s=gt and s and t are collapsed, we have that abs(s) =g, abs(t).

Proof. Let s = C|[s1,...,sk]] and t = D|[[Sk+1,.-.,Sk+1]]. As s =g t and s and t are collapsed, by
Lemma 6.6, we have that root(C) and root(D) come from the same signature Fy. If d = b, then
abs(s) = abs(t) = init and we are done.

Otherwise ¢ = a and abs(s) = Clinit, ..., init] and abs(¢f) = Dl[init,...,init]. By Lemma 6.6,

we have that C[ny,...,nk] =g, D[nk+1,..., k4], where {n;}1<i<k4; are fresh names such that
ng = ny iff s, =g s, for all 1 <z,y <k +1. As E is stable by replacement of arbitrary terms for
names, we have that Clny,...,ng]{n; — init}1<;<x =g, D[nk+1,. .., Npr]{ni — nit}rri<i<pr

and therefore abs(s) =g, abs(t).
O

Claim A.2. Ift is a pure F, term and o is a collapsed substitution, we have that abs(col(to)) =g,
abs(to).

Proof. We do the proof by induction on the size of to. If ¢ is a variable then col(to) = to (since
we assumed o to be collapsed) and we are done. Otherwise, root(t) € D,. Let t = f(ty1,...,t5).
We distinguish two cases by the definition of col:

1. either col(to) = col(f(t10,...,tx0)) = f(col(ti0),...,col(tyo)), in which case we can easily
conclude by the induction hypothesis

2. or f(col(ti0),...,col(tyo)) = C[[s1,...,s1]] for some context C' and some terms si,...,s
such that C[[ny,...,n]] = ny for some 1 <z <. In this case, col(to) = s,.
We have therefore by Claim A.1 that abs(col(tc)) = abs(s,) = init. By the induction
hypothesis, we have that abs(to) =g, f(abs(col(t10)),...,abs(col(txc))). By the defi-
nition of abs, the latter is equal to abs(f(col(ti0),...,col(txc))). Therefore abs(to) =
abs(f(col(t10),...,col(tyo))) and we obtain abs(to) = abs(C[s1,...,s]) = C[init, ..., init].
As E is stable by replacement of names for terms and Cl[nq,...,n;]] =g n., it follows that
C'init, . .., init] =g init. and therefore we can conclude abs(col(to)) =g, abs(to).

O

We now define o] and ¢} (for 1 < ¢ < n). We assume w.l.o.g. that o; and ¢, are collapsed
(1 <i<mn)and let o/(z) = abs(o(z)) and ¢}(w) = abs(e(w)) (for all 1 < i < n, z € Dom(oy),
w € Dom(p;)).

Definition A.6. We say that a collapsed term ¢t = C[[ty,...,t;]] is i-good (1 < i < n) if there
exist pure F, recipes r1,...,7; such that ¢} }—E]a abs(t;) and if ¢; is an i-good term (1 < j < k).

It is easy to see that a (i — 1)-good term is also an i-good term. We now prove by induction
on i that there exist §/,...,§, such that the recipes in §/,... 8§ are pure F,-recipes and:

’ ’

P,0,0) 5 (Pl o)) BB (Pl o))

and that ¢;(w) and o;(x) are i-good (for all w € Dom(y;) and for all z € Dom(o;)). We proceed
with the proof distinguish among the possible actions at step i:
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1. if the é-th action is vz, then §; is the empty string. We choose §; also to be the empty string.

By the operational semantics, we have that o; = 0,1 U{z — n} for some fresh name n. We
only need to show that o;(x) is an i-good term, since the other terms are i-good directly by
the induction hypothesis. We consider the context C' = n (a context with 0 holes) and k =0
in the definition of i-good and we can trivially conclude that o;(z) is i-good.

We also need to establish that the transition works, which is obviously the case, since o/ (x) =
abs(o;(x)) = n.

2. if the i-th action is an assignment z := ¢, then §; is the empty string. We choose §. also as
the empty string.

By the operational semantics, we have that o; = 0;,_1 U {a — col(to;—1)}. As t is a term
appearing in the protocol, it is a pure F,-term.

Let C be the context obtained from ¢ by replacing all variables with holes. Then o;(z) =
Clt1,...,tx] for some i-good terms ¢; (1 < j < k) — the terms ¢; are equal to o;_1(y;) for
some y; € Dom(o;—1) (1 < j <k). Let t; = Cj[[t],... ,tij]]

If C is the empty context we have that o;(x) = 0;_1(y) for some y € Dom(o;—1) and
therefore we can conclude by the induction hypothesis.

Otherwise, if C' # _, let d be such that root(C) € Fy. For 1 < j <k, let O} = Cj if root(C}) €
Fq and let C;j = _ otherwise. Let C! = C[C1,...,C}]. We have that to;_1 = C'[[s1,. .., si]]
such that s; is an i-good term (each s; (1 < j <) is either some ¢; (1 < j' < k) which is
i-good by the induction hypothesis or some tg/ (1 <y <k, 1<z< k) which is i-good
because it is an alien term of ¢;/, which is i-good by the induction hypothesis).

Then col(to;_1) is either equal to some s; (1 < j <) orto C[s1,...,s;]. In the first case, we
conclude because we have already seen that all s; (1 < j <) are i-good. In the second case,
we have that root(C) € F, and therefore root(s;) € Fp, (1 < j <1). Therefore abs(s;) = init
and it is sufficient to choose r; = init to obtain ¢} F¢' abs(s;) (1 < j < ). Furthermore
we already know that all s; are i-good and therefore we can conclude that C[sq,...,s] is
1-good.

We also need to show that this transition in the conclusion works, i.e. that xo} =g, to}_;.

We know that col(zo;) =g col(to;—1) (by the hypothesis). We also have that zo, = abs(zo;)
and that to]_; = abs(to;_1). Using Claim A.2 and Claim A.1, we immediately conclude.

3. if the i-th action is a test [s = ¢], then §; is the empty string. We choose §; also as the empty
string.
As p; = p;—1 and 0; = o0;_1, it is sufficient to show that so;_, =g, to,_,. But so|_, =
abs(so;_1) and to]_, = abs(to;_1) by the definition of o]_; and abs.

By Claim A.2 we have that abs(col(so;_1)) =g, abs(so;_1) and analogously for ¢.

We conclude by Claim A.1 that col(to;—1) =g col(so;_1) (which is true by the hypothesis)
implies abs(col(to;—1)) =g, abs(col(so;_1)).

4. if the i-th action is an output send(t), we have that ¢; = ;1 U{w|pom(p)|+1 F col(toi_1)}
and that §; is the empty string. We choose §; also as the empty string.

We first have to establish that ©;(w|pom(e)+1) = col(toi—1) is an i-good term, which is
exactly the same as in the case of the assignment x := ¢ (see second item above).

We also have to establish that this transition works in the conclusion, i.e. that ¢} (wW|pom(e)|+1) =E.
to;_; knowing that ©;(w|pom(p)+1) = col(t;_1) (i.e. that the transition works in the
hypothesis). We can conclude by Claim A.2 (¢} (Wpom(e)+1) = abs(@i(Wipom(p)+1)) =
abs(col(toi,l)) =E, abs(tai,l) = toz{—l)'
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5. if the i-th action is an input receive(z), we have that o; = o;,_1 U {z — col(ry;_1)} for
some recipe r such that §; = receive(r).

We prove by induction on r that col(r¢;—1) is an i-good term and at the same time we con-
struct a pure Fy-recipe ' such that ¢}, =g, abs(ry;—1). We choose §; to be receive(r’).
This means in particular that the transition in the hypothesis will work (zo} =g, r'¢}_;).

Therefore all we need is the proof of i-goodness and the construction of ' by induction.

(a)

(b)

base case: If r is a parameter w € W, we have that ryp;_; is i-good by the induction
hypothesis (the outer induction). We choose 7’ = w and we obtain 7'¢}_; = wy¢,_; =
abs(wp;_1) = abs(rp;—1).

Let r¢;—1 = C[[t1,...,tx]]. Let ¢ be such that root(C) € F..

Each t; (1 < j < k) is such that t; = r;p;_1 for some recipe r; C r or an alien
subterm of ¢;_1(w) for some parameter w € Dom(p;—1). In the first case we know
that ¢; = col(¢;) is an i-good term by the outer induction hypothesis (¢; is an alien
subterm of ¢;_1(w) for some w € Dom(p;_1)) and in the second case we that col(¢;) is
an i-good term by the inner induction hypothesis. Similarly, there exist pure F,-recipes
over ¢}, for abs(col(t;)).

Let col(t;) = C[[t], ... ,tij}] and let ¢} = Cj if root(C;) € F. and let C} = _ otherwise
(1<j<k). Let C" = C[Ch,...,Cy]. Ast], are the alien subterms of an i-good term,
it follows that t';, are i-good terms (1 < j < k, 1 < j' < k;) and there exist pure
Fy-recipes over ¢}, for abs(tg,).

Then rei-1 = C'([s1,..., )] where each s; (1 < j <) is either some t; (1 < j' < k)
or some t7 (1 < j' <k, 1<z <kj). Ineither case s; (1 < j <) are i-good terms
and there exist pure F,-recipes over ¢}_; for abs(s;). As col(ry;_1) is

i. either some s;, in which case we conclude directly that it is an i-good term and
there is a pure F,-recipe over ¢;_; for abs(s;)

ii. or it is C'[[s1,..., )], in which it is also easy to establish that C'[[s1,...,s/]] is

an i-good term (its alien subterms are i-good terms and there are pure F,-recipes
over ¢, for their abstractions).
We also need to show that there is a pure F,-recipe over ¢} _; for C'[[s1,...,s(]].
In the case root(C’) € Fp, we simply choose the recipe v/ = init. Otherwise, if
root(C’) =root(r) = f € Fy and r = f(ri,...,rm), we let v’ = f(rf,...;rl ). Tt is
then easy to show by induction that r'¢}_; =g, abs(r¢;—1).

O



