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ΞBirthdayBook
name? : NAME

date! : DATE

name? ∈ known

date! = birthday(name?)
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{x : Type | Predicate(x )} .# {Signature | Predicate}
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{x : N | x mod 2 = 0} N ({0, 2, 4, 6, ...})5
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{Signature | Predicate • Expression}
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 !"! !- ./0%1 2%3

? .":)". &"1 ') 1!" @ &%"4':4*1'() 3*+ '1&"-7 9" * &"1 (7 &"1&/ 5(# 1!'&  " 2&" *

&%"4'*- )(1*1'()6 PS 1!*1 .")(1"& 1!" &"1 (7 *-- &29&"1& (7 A/ 5(# "$*3%-"6 %( "# &"1

(7 * &')>-"1() '&; P{b} < {∅, {b}}/

 !"! !4 5(13%67() .1/8+936

B) (#."# 1( 92'-. 3(#" 4(3%-"$ 1+%"&6 C*#1"&'*) %#(.241& 4*) 9" 2&"./ B7 D *). E

*#" 1+%"& 1!") 1!"'# C*#1"&'*) %#(.241 '& >',") *& 7(--( &/

M × N .")(1"& 1!" 1+%" (7 (#."#". %*'#& (m,n)  '1! m : M *). n : N / 5(#F

3*--+;

M × N << {m : M ; n : N | (m,n)}

 !"! !, :%;(37/)6

? #"-*1'() '& * &29&"1 (7 1!" C*#1"&'*) %#(.241 (7 1 ( &"1&/ 0!" 1+%" (7 *-- #"-*1'()&

9"1 "") M *). N '& .")(1". *&;

(M ↔ N ) *). '& 1!" &"1 (P(M × N ))

? #"-*1'() 4*) 9" >',") * )*3"; R : M ↔ N / G*4! #"-*1'() !*& * .(3*') *).

* 4(F.(3*')6 .":)". 7(#3*--+ *&;

.(3R<{x : M | (∃ y : N • (x , y) ∈ R)}

#*)R<{y : N | (∃ x : M • (x , y) ∈ R)}

 !"! !< =+)937/)6

D*1!"3*1'4*- 72)41'()& *#" * &%"4'*- ='). (7 #"-*1'()&/ 0!" @ 1((-='1 !*& .":)".

&","#*- 72)41'() 1+%"& &24! *& %*#1'*- ')H"41'()&6 1(1*- ')H"41'()&6 %*#1'*- &2#H"41'()&

*). &( ()/ ? 7#"82")1-+ 2&". 1+%" (7 72)41'() '& %*#1'*- 72)41'()  !'4! '& 7(#3*--+

&%"4':". *&;

M 7→ N == {f : M ↔ N | (∀m : M ; n1,n2 : N •



 ! "#$%&'( )* + $,- ./+0 1, 2,&(/-34&5/,

(m 7→ n1) ∈ f ∧ (m 7→ n2) ∈ f ⇒ n1 = n2)}

 !"#$%&''( )*+&,-!./ -" & "0!12-#! $+'&2+) &! +'+%+!2 "$#% 3 2# 24# +'+%+!2) #"

5/ 26+)+ 24# +'+%+!2) %0)2 7+ 26+ )&%+8

 " +9+$( +'+%+!2 #" & )+2 -) $+'&2+: 2# #!+ &!: #!'( #!+ +'+%+!2 #" &!#26+$ )+2/

26+! 26+ $+'&2-#! 7+24++! 26+ 24# )+2) -) 1&''+: & 2#2&' "0!12-#! f : M → N  !"#$

%&''()

M → N == {f : M ↔ N | ∀m : M • ∃1 n : N • (m,n) ∈ f }

 !"!# $%&'()*+,- +, .&)-

* +#",-./0 & 12%3/# "4 20/42' "+/#&5-"10 "1 0/50 &1. #/'&5-"10 67/ 8-./'( 91"81

0/50 "+/#&5-"10 &#/ /:2&'-5( (=); %/%3/#07-+ (∈); 0230/5 (⊆); 21-"1 (∪); -15/#0/<5-"1

(∩); &1. 0/5 .-=/#/1</ (\) 

>/'&5-"1 "+/#&5-"10 -1<'2./ <"%+"0-5-"1 "4 #/'&5-"10; #&1?/; ."%&-1 &1. ",/#$

#-./ /5< @/#/21./#; 8/ A205 .-0<200 57/ 4"#8&#. <"%+"0-5-"1 "4 #/'&5-"10 20-1? 57/

05&1.&#. ./B1-5-"1 4#"% * 5""'9-5)

x 7→ z ∈ R o
9
S ⇔ ∃ y : Y • x 7→ y ∈ R ∧ y 7→ z ∈ S

68" #/'&5-"10 %&( "1'( 3/ <"%+"0/. -15" "1/ -4 57/ 5&#?/5 5(+/ "4 "1/ #/'&5-"1

%&5<7/0 57/ 0"2#</ 5(+/ "4 57/ "57/# #/'&5-"1 

 !"!/ 01+-2'&

C'"02#/ -0 & 20/42' %/&10 "4 <"%+25-1? -15/#/05-1? +#"+/#5-/0 4#"% 57/ #/'&5-"10

7&,-1? ."%&-1 &1. #&1?/ "4 57/ 0&%/ 5(+/ D&0/. "1 0"%/ +#/'-%-1&#( -14"#%&5-"1

4#"% #/'&5-"10; 57-0 7/'+0 &..-1? %&+'/50 5" & #/'&5-"1 ERF 215-' 0"%/ %/&1-1?42'

+#"+/#5( -0 &<7-/,/. !"# /G&%+'/; 57/ -14"#%&5-"1 "35&-1/. 4#"% &'' B1-5/ -5/#&$

5-"10 "4 R %&( 3/ <"%3-1/. 5" 4"#% 57/ #/'&5-"1 R+
; 87/#/

R+ =
⋃
{n : N | n ≥ 1 • Rn}

67-0 -0 & 5#&10-5-,/ #/'&5-"1 !"# &1( +"0-5-,/ 1&52#&' 12%3/# n; 8/ %&( 8#-5/

Rn
5" ./1"5/ 57/ <"%+"0-5-"1 "4 n <"+-/0 "4 R @/#/; R -0 & 7"%"?/1/"20 #/'&5-"1

&1. 5#&10-5-,/ <'"02#/ -0 ./1"5/. &0 R+
 67/ #/'&5-"1 -0 0&-. 5" 3/ 7"%"?/1/"20 -4

-50 0"2#</ &1. 5&#?/5 7&,/ 57/ 0&%/ 5(+/ H1 -%+"#5&15 7"%"?/1/"20 #/'&5-"1 -0

57/ -./15-5( #/'&5-"1; ./B1/. 3(

-.X == {x : X • x 7→ x} 



 !"! #$% & '()*+(*% ",

 !" # $%&%'()(%*" +(,#-!%) .+%& X -% X / Rr
!" 0+!--() -% 1()%-( !-" +(2(3!4(

5,%"*+(6

Rr
7R ∪ !1X

8$!" 0#9/ 0( 5#) #,"% 5%)"!1(+ -$( +(2(3!4( -+#)"!-!4( 5,%"*+( %. # $%&%'()(%*"

+(,#-!%): ;. R !" # +(,#-!%) %. -9<( X → X / -$() 0( 0+!-( R∗
-% 1()%-( -$( "&#,,("-

+(,#-!%) 5%)-#!)!)' R -$#- !" =%-$ +(2(3!4( #)1 -+#)"!-!4(:

R∗
7 R+ ∪ !1X

 !"!# $%&%' ()*+%,&-*%+

8$( 5%&<%)()-" !) -$( 1(5,#+#-!%) <#+- %. # "5$(&# &#9 =( =%*)1 *"!)' 5%)"-+#!)-"

%+ !)4#+!#)-": 8$("( 5%)"-+#!)-" 5#) =( (3<+(""(1 *"!)' >+%<%"!-!%)#, ?#,5*,*" %+

>+(1!5#-( ?#,5*,*": @ "5$(&# &*"- #,0#9" +("<(5- -$("( 5%)"-+#!)-":

 !"!-!" ./01023430)(5 6(57+5+2

>+%<%"!-!%)#, ,%'!5 !" *"(1 -% 1(#, 0!-$ #,,('(1 AB%0() CDDEF .#5-" !) -(+&" %. "-#-(G

&()-" -$#- "$%*,1 (!-$(+ =( -+*( %+ .#,"( =*- )%- =%-$ "!&*,-#)(%*",9: 8$( %<(+#-%+"

)('#-!%) H¬I/ 5%)J*)5-!%) H∧I/ 1!"J*)5-!%) H∨I/ !&<,!5#-!%) H⇒I/ #)1 (K*!4#,()5(

H=I #+( '()(+#,,9 *"(1 -% 5%)"-+*5- -$("( <+%<%"!-!%)": L!&<,( <+%<%"!-!%)" &#9

=( -*+)(1 !)-% 5%&<,(3 <+%<%"!-!%)" -$#- $(,< 5,(#),9 "<(5!.9!)' 5%)"-+#!)-" %. #

"9"-(& =(!)' &%1(,(1: M%-( -$#-/ #,, -$( )%-#-!%)" !)5,*1!)' >+%<%"!-!%)#, ,%'!5

.+%& N $#4( 0(,,G4(+"(1 "(&#)-!5":

 !"!-! ./%837(4% 6(57+5+2

O*#)-!P5#-!%) !" %)( %. -$( 1("!+(1 <+%<(+-9 0$() "<(5!.9!)' 5%&<,(3 "9"-(&": N/

0!-$ !-" -%%,Q!- %R(+" -$("( K*#)-!.9!)' 5%)"-+*5-": 8$(9 5#) =( "*&&#+!S(1 &#!),9

!)-% -0% 5#-('%+!("6

T U)!4(+"#, O*#)-!P(+ H∀I6 U"!)' -$!" )%-#-!%)/ 0( 5#) "<(5!.9 -$#- # <+%<(+-9

!" -+*( .%+ #,, -$( %=J(5-" %. # <#+-!5*,#+ "(-: V%+ (3#&<,(/ 0( 5#) 0+!-( #

<+(1!5#-( -$#- (4(+9 )#-*+#, )*&=(+ !" '+(#-(+ -$#) GW6

∀ x : N • x > −1

T X3!"-()-!#, O*#)-!P(+ H∃I6 L*5$ K*#)-!P5#-!%)" $(,< "-#-( -$#- # <+%<(+-9 !"

-+*( .%+ #- ,(#"- %)( &(&=(+ %. # <#+-!5*,#+ "(-: V%+ (3#&<,(/ -$( .%,,%0!)'

K*#)-!P(1 (3<+(""!%) "-#-(" -$#- -$(+( !" "%&( )#-*+#, )*&=(+ min "*5$ -$#-

(4(+9 )#-*+#, )*&=(+ num &*"- =( '+(#-(+ -$#) %+ (K*#, -% min6



 ! "#$%&'( )* + $,- ./+0 1, 2,&(/-34&5/,

∃min : N • ∀num : N • num ≥ min

 !"!# $%&'() *)+%,+,-

 !"#$%&$'(%)*! $'* +# ),-'*%.#/ 0!%*- (1# !$1#2' $'3$030!4 5 *02+#, )6 )"#,'(%)*!

',# '7'%3'+3# () !(,0$(0,# (1# !"#$%&$'(%)*!8 6), #9'2"3#8 !$1#2'! $'* +# %*$30/#/

%* #'$1 )(1#,4 :$1#2' %*$30!%)* '3!) 6'$%3%('(#! (1# $)2+%*'(%)* )6 ",#/%$'(#!4 ;#

('<# '* #9'2"3#=

A

x : T1
y : T2

P(x )
Q(y)

>? '*/ >@ ',# !)2# (A"#! '*/ BC9D8 ECAD ',# (1# ",#/%$'(#! )6 (1# !$1#2'  4 F* '

 !$1#2'8 (G) ",#/%$'(#! '""#',%*- )* /%H#,#*( 3%*#! ',# %2"3%$%(3A $)*I0*$(#/ ),

I)%*#/4 J#,#8 (1# ",#/%$'(# "',( )6 !$1#2' A %! (10! #K0%7'3#*( () P(x ) ∧ Q(y)4

>1# !$1#2'  $'* '3!) +# %*$30/#/ %* !$1#2' !4

B

A

z : T3

R(x , z )
S (y , z )

>1# !$1#2' ! %! #K0%7'3#*( () (1# 6)33)G%*- !$1#2' "=

C

x : T1
y : T2
z : T3

P(x )
Q(y)
R(x , z )
S (y , z )

>1# !$1#2' %*$30!%)* '33)G! () 2#,-# (1# /#$3','(%)*! '*/ () $)*I)%* (1# ",#/L

%$'(#! )6 +)(1 !$1#2'!4



 !"! #$% & '()*+(*% ",

 !"!-!" ./%0(123)4 ()5 ∆ 6 Ξ 731(123)4

 ! "# $! %&'($)*%! *+ $,+% ('&('+'!)'- $+ $ +./'0$1 2! %&'($)*%! +./'0$ +&'.*3'+

)/' +)$)' %4 .%0&%!'!)+ 5*1'1# *! )/' -'.,$($)*%! &$()6 7'4%(' )/' %&'($)*%! )$8'+

&,$.'# $!- )/' +)$)' $4)'(1  ! 4$.)# )/' " +&'.*3.$)*%! -'+.(*7'+ )/' ./$!9'+ 0$-'

7: )/' %&'($)*%! %! )/' +)$)' %4 )/' $7+)($.) 0$./*!' 7: +)$)*!9 $ &('-*.$)' )/$) *+

+$)*+3'- 7: )/*+ &$*( %4 +)$)'+ 57'4%(' $!- $4)'(61 ;%( '<$0&,'=

 ! +./'0$  !"# x *+ -'3!'- $!- )/*+ +./'0$ /$+ 7''! *!.,>-'- )% %&'($)*%! #$%

5?/'(' & *+ *!.('0'!)'- 7: @61

Abc

x : N

A/' %&'($)%( 5′6 ('&('+'!)+ )/' B$(*$7,' & $4)'( )/' %&'($)*%! /$+ )$8'! &,$.'#

?/*,' & .%(('+&%!-+ )% )/' +)$)' 7'4%(' )/' %&'($)*%!1

Xyz

Abc

Abc′

x ′ = x + 1

'()(*+ +)$!-+ 4%( '()(* ?/'(' $,, B$(*$7,'+ /$B' 7''! -'.%($)'- ?*)/ $ 5x ′
61 A/'

+./'0$ ∆State *+ $ .%07*!$)*%! %4 '()(* $!- '()(*+ +./'0$+# ?/'(' '()(* *+ +%0'

+./'0$1

∆State

State

State ′

A/' ∆ $!- Ξ !%)$)*%!+ $(' >+'- )% *!-*.$)' )/' '<&'.)'- ./$!9'C!% ./$!9' *!

$ +./'0$# ('+&'.)*B',:1

Xyz2
∆Abc

x ′ = x + 1

" &(%B*-'+ $ +/%().>) ?/*./ .%0'+ *! )/' 4%(0 %4 ∆ $+ $ &('3< %&'($)%( ?*)/ )/'

+./'0$ 7'*!9 *!.,>-'-1 D% )/' +./'0$ #$%, *+ $! $,)'(!$)' 4%(01  ! +./'0$ #$%,#

∆Abc 0'$!+ )/$) 7%)/ +)$)'+ 7'4%(' $!- $4)'( %4 )/' +./'0$  !" ?*,, 7' ./$!9'-1

 ) *+ .,'$( )/$) ?/'! %&'($)*%!+ $(' 0$-'# $ +./'0$ *+ $--'- )?*.'# ?*)/ $!-

?*)/%>) -$+/'- B$(*$7,'+ 5+/%?! '<$0&,'+ $('= ∆'()(*# #$%61 A/' !%)$)*%! Ξ ?%(8+

%&&%+*)',: )/$) ,'$B'+ )/' B$(*$7,'+ %4 $ *!.,>-'- +./'0$ >!./$!9'-1 ;%( '<$0&,'#

*! +./'0$  !" *) -*- !%) %..>( $!: ./$!9' )/>+ & - &+1



 ! "#$%&'(  ) * $+, -.*/ 0+ 1+&(.,23&4.+

ΞAbc
∆Abc

x = x ′

Z

ΞX
∆Y

 !" #$!"%&  #!'(# )!&) )!*# '+",&)*'- #$!"%& (*.. %&/" -' $!&-0" )' )!"

1&,*&2."# '3 #$!"%& ! (!*." )!" #$!"%& " (*.. 2" 4+5&)"56

7' 3&,8 (" !&1" 3&%*.*&,*9"5 (*)! 34-5&%"-)&. -')*'-# '3 )!" : 3',%&. .&-04&0"6

74$! & 3',%&. -')&)*'- $&- 2" ";),"%".< #4*)&2." )' #+"$*3< #'3)(&," #<#)"%# "#=

+"$*&..< #"$4,*)<=$,*)*$&. &++.*$&)*'-# 54" )' )!" 3&$) )!&) #+"$*>$&)*'-# ('4.5 2"

+,"$*#" "-'40!6 ?.#'8 )!"," *# ."## $!&-$" '3 '$$4,,*-0 & %*#4-5",#)&-5*-0 '1", &

#'3)(&," +,'54$) &%'-0 )!" 5"1".'+%"-) )"&%#6

 ! "#$ %##&

: *# & +'(",34. &-5 ";+,"##*1" .&-04&0" (*)! +,"$*#" #<-)&; &-5 #"%&-)*$# )!&) !&#

."1",&0"5 *)# 2"-">)# &) 5*@","-) +!&#"# '3 #'3)(&," .*3"=$<$."6 : *# '3)"- ("..=#4*)"5

)' 5&)& %'5".*-0 54" )' '@",*-0 $'-#),4$)# 3', #),4$)4,*-0 &-5 $'%+'#*)*'-&..<

24*.5*-0 5&)&=',*"-)"5 #+"$*>$&)*'-# A (*)! )!" !".+ '3 #$!"%&# B#)&)" &-5 '+",&=

)*'-C8 DEF +&,&%")",#8 &-5 #$!"%& $&.$4.4# A )' $'%+'#" #42=#+"$*>$&)*'-#6 D- )!*#

$'-)";)8 G': HI4+4<  ! "#$ JKKKL 2,*-0# )!" 4#" '3 : )' #+"$*>$&)*'- +!&#" '- )!"

2&#*# '3 MNO %'5".#6  !*# #"$)*'- (*.. ";+.&*- )!" 4-5",.<*-0 $'-$"+)# '3 G':6

G': )&,0")# #),4$)4,&. "."%"-)# '3 MNO #4$! &# $.&## 5*&0,&%#6 P', #),4$)4,=

*-0 &-5 $'%+'#*-0 5&)&=',*"-)"5 #+"$*>$&)*'-#8 : '@",# #$!"%&# -')&)*'- (!*$! *#

"@"$)*1".< 4#"5 *- G':6 G': 0"-",&)"5 %'5".# $&- )!"- 2" 1",*>"5 B4#*-0 :=QRQ7

H7&&.)*-/ STTULC ', 1&.*5&)"5 4#*-0 &-*%&)*'- )"$!-*V4"# HW'"!% STXYL 2< )''.# .*/"

Z&9& HM))*-0 JKK[L6  !" %&*- *-)4*)*'-# 2"!*-5 )!" G': &,"\

A  !" ";+,"##*1"-"## '3 MNO 0,&+!*$&. -')&)*'-# *# .*%*)"5 &-5 *) 2"$'%"# 5*3=

>$4.) )' ";+,"## $'-#),&*-)# '- )!" $.&##"# &)),*24)"# B4-."## F]O ', #+"$*>=

$&)*'- .&-04&0"# #4$! &# : ', ?..'< *# 4#"5C^

A F-" %&< (*#! )' !&1" 5")&*."5 #+"$*>$&)*'- '3 '+",&)*'-# '3 & 0*1"- %'5".8

*%+.*$*).< $'-),*24)*-0 )' )!" $'%+.")"-"## '3 & %'5".^

A  !" G': ),&-#.&)*'- +,'$"## "-$'4,&0"# )' 4#" 0,&+!*$&. %'5".# #*-$" )!"#"

%'5".# &," &- "&#< (&< )' '2)&*- #'3)(&," 5"#*0-^ <") )!" 3',%&. #+"$*>$&)*'-

*# 0"-",&)"5 3,'% )!'#" %'5".#6 D- )!*# #+*,*)8 0,&+!*$&. %'5".# $&- 2" &

%"&-*-034. #)&,) )' 4#" 3',%&. -')&)*'-#8 (!*$! #'%"!'( +,'%')"# )!" 4#" '3

3',%&. -')&)*'- *- *-54#),*&. &++.*$&)*'-#6



 ! ! "#$ %##&  '

 !"#$% &'() *+% ,--$.,/+ .0 1.2 3..4

1.2 #5%5 3+% 1,3!.6,4 1.5% 789: ; %6<!$.6=%63 >, /#$$%63 %<.4#3!.6 #5%5 *?@A

BCDEFG

 

' B.6/%!<,H4IJ /4,55 K!,"$,=5 /,6 $,6"% 0$.= 5!=-4% ,55./!,3!.65 3. /.=A

-4%L /.653$#/35 4!M% 5-%/!,4!N,3!.65' 1.2 +,5 3+% ,H!4!3I 3. 3$,654,3% =.53 /.653$#/35

.0 /4,55 K!,"$,=5) /4,55J .-%$,3!.6J ,55./!,3!.6J ,""$%",3!.6J /.=-.5!3!.6J O+!453

!6+%$!3,6/% 3. 5.=% K%"$%%' *+% #6K%$4I!6" $#4%5 .0 1.2 >!'%'J 3+% -$%$%P#!5!3%5 0.$

, =.K%4 3. H% ,//%-3%K HI !3G +%4- ,#3.=,3%K "%6%$,3!.6 .0 0.$=,4 5-%/!Q/,3!.65

%'"'J %,/+ /4,55 ,33$!H#3% =#53 +,<% , 3I-% ,6K .-%$,3!.65 5+.#4K +,<% 3+%!$ -$%A-.53

-$%K!/,3%5'

*+% 1.2 -$./%55 > !"' &'(G !5 /.=-.5%K .0 , 3+$%%A53%- 53$,3%"I !63%"$,3!6" R:S

,6K 2)

T  !"!#$%! & '(!)*+)$%*,"' ) B.$$%5-.6K!6" 3. 3+% 53%- (J O% !6-#3 3. 1.2

R:S /4,55 K!,"$,=5 ,6K ?BSU2 H,5%K ,66.3,3!.65' 86 53%- &J 0.$=,4 5M%4%A

3.65 ,$% .H3,!6%K 0$.= R:S /4,55 K!,"$,=5 O!3+ 3+%!$ $%5-%/3!<% ,66.3,3!.65'

 

 !!"#$$%%%&!'"()*+,&'-.



  !"#$%&'  ( ) #*+ ,-). /* 0*%'-+12%3-*

 ! "#$% &' ($ )*! +,#*-! #.$ */01$!#$2 3 "4$5$#+! (-#. #.$ *!!+#*#-+!"' *!2

2$!+#$2 -! #.$ 60/7$ *" 3 8+71*5 "%$)-6)*#-+!"9 :.$ 0$!$7*#$2 8+71*5 "%$);

-6)*#-+!" *7$ +8 <*#$= "#>5$ *!2 *7$ "*?$2 -! * "$%*7*#$ 65$' (.-). -" $*"> #+

%*7"$ /"-!0 3 #++5"@

A  !"!#$%! !&!'!"%$#( )*!#$%+)", B  # 0$!$7*#$" "+1$ 0$!$7-) *!2 8/!2*;

1$!#*5 +%$7*#-+!" #.*# )+!)7$#$ )5*""$" 1*> .*?$9 C+7 -!"#*!)$' +%$7*#-+!"

1+2-8>-!0 #.$ *##7-,/#$" )*! ,$ )+11+! #+ "$?$7*5 )5*""$" -! *! *%%5-)*#-+!9

D+#$ #.*#' #.-" -" -!)5/2$2 -! "#$% & (.$! #.$ 8+71*5 "%$)-6)*#-+!" *7$ 0$!$7;

*#$29 :.-" %+-!# -" #.+7+/0.5> 2$#*-5$2 -! E$)#-+! F9F9G@

A  !"!#$%! %-!)#!', %) .$&+/$%! )*!#$%+)" 01$#/, H<$27/ IJJKLB M8#$7

0$!$7*#-!0 #.$ ,*"-) +%$7*#-+!"' #.$7$ )*! ,$ "+1$ +#.$7 )+!"#7*-!#" N1-""-!0

2/7-!0 #7*!"5*#-+! %7+)$""O +! 2*#* #+ ,$ 7$"%$)#$29 M)#/*55> #.$"$ )+!"#7*-!#"

*7$ -1%5-)-# *!2 -!)5/2$2 87+1 ").$1*"9 E+ #.$ #++5 .$5%" #+ 1*4$ #.$1 $=;
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SystemUser

Supervisor

Create a meeting

Add participants

Notify meeting to

participants

SystemAdministrator

Director

Create a person

Delete a personCancel a meeting

Modify a meeting
Modify a person
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[STRING ]

DATE == Z

TIME == Z
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MEETING

start : DATE
duration : TIME
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MeetingExt

Meeting : FMEETING

;&$&<%-<87 2/)&-.!1'  (%(# ("# #3(#' &)' )4 2!345$2 :"& #3(#' &)' "% %< ) ')

!)' (-%&'(2

PERSON

name : STRING

PersonExt

Person : FPERSON
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MeetingOwnerRel

PersonExt ; MeetingExt

owner : MEETING 7→ PERSON

meetingsOfOwner : PERSON 7→ FMEETING

 !" owner = Meeting

#$% owner ⊆ Person

meetingsOfOwner = {person : #$% owner • person 7→
{meeting :  !" owner | owner(meeting) = person • meeting}}

owner =
⋃
{person :  !"meetingsOfOwner •

{meeting : meetingsOfOwner(person) • meeting 7→ person}}

&'( !!"#$%&'("#)#*'$"+,!- )*'("$ $+)! ,%*+- () ./! 0$#.,$+ 1-%*.,!%) *'("#)#*'$"+

$% .!!"#$%+/0&'("#)#*'$"2 &',) #(+$.,!% 1($.-#() .! !.'(# #!+() 3(./((% !!"#$% $% 

&!(+1$2 &'( *!%).#$,%.) )0(*,14 .'$. .'(  !"$,% !1 *'("#)#*'$"+ ,) (5-$+ .!  !!"#$%

,2(26 .'$. $++ "((.,%7) '$8( $. +($). !%( 0$#.,*,0$%.6 $% 0$#.,*,0$%.) $#( 0(#)!%) 1#!"

"((.,%7)2 &'( ./! 0$#.,$+ 1-%*.,!%) *'("#)#*'$"+ $% .!!"#$%+/0&'("#)#*'$" *!"0-.(

.'( 0$#.,*,0$%.) !1 "((.,%7 $% "((.,%7) !1 0$#.,*,0$%.)6 #()0(*.,8(+42

MeetingParticipantsRel

PersonExt ; MeetingExt

participants : MEETING 7→ FPERSON

meetingsOfParticipant : PERSON 7→ FMEETING

 !" participants = Meeting⋃
(#$% participants) ⊆ Person

participants = {meeting :
⋃
(#$%meetingsOfParticipant) •

meeting 7→ {person :  !"meetingsOfParticipant | meeting

∈ meetingsOfParticipant(person) • person}}
meetingsOfParticipant = {person :

⋃
(#$% participants) •

person 7→ {meeting :  !" participants | person
∈ participants(meeting) • meeting}}
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GlobalView

MeetingOwnerRel

MeetingParticipantsRel

∀m : Meeting • owner(m) ∈ participants(m)
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meetingnotify

ΞMeetingParticipantsRel

meeting? : MEETING

x ! : MEETING × (FPERSON )

x ! = (meeting?, participants(meeting?))
meeting? ∈ Meeting
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MEETINGChangeStart

∆MEETING

newstart? : DATE

start ′ = newstart?
duration ′ = duration

MEETINGChangeDuration

∆MEETING

newduration? : TIME

duration ′ = newduration?
start ′ = start

 ) )5) 7%'($&4.+8 .+ &#' ;<&'+84.+ .9 $ ":$88
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MeetingAddMeeting

∆MeetingExt

meeting? : MEETING

Meeting ′ = Meeting ∪ {meeting?}

F+# *1+#0%  ++-4)*:+85;+ ++-4)* '* ')&#)9#9 &( $#0(B# % 0##&'), 6$(0 &+#

*#& (6 0##&'),*3 J& &%G#* % 0##&'), ')"A& H8++-4)*1I &( .# 9#-#&#9 %)9 A"9%&#*
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MeetingRemoveMeeting

∆MeetingExt

meeting? : MEETING

Meeting ′ = Meeting \ {meeting?}
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<<Role>>

Supervisor 

(from Roles)

<<Role>>

SystemAdministrator  

(from Roles)

<<Role>>

SystemUser 

(from Roles)

Meeting

(from FunctionalModel)

+start : Date

+duration : Time

+notify()

+cancel ()

+ChangeStart()

+ChangeDuration ()

+AddMeeting ()

+RemoveMeeting ()

+LinkmeetingsOfOwner()

+LinkmeetingsOfParticipant()

+createMeeting ()

Person

(from FunctionalModel)

+name  : String

+ChangeName ()

+AddPerson ()

+RemovePerson ()

+Linkowner()

+Linkparticipants ()

<<dataType>>

Date

(from FunctionalModel)

<<dataType>>

Time

(from FunctionalModel)

<<dataType>>

String

(from FunctionalModel)

user? = (owner (meeting?)).name 

<<Permission>>

OwnerMeeting

<<Permission>>

SupervisorCancel

(from SupervisorPerms)

<<MethodAction>>+cancel ()

<<MethodAction>>+notify()

<<Permission>>

ReadMeeting

(from SystemAdministratorPerms)

<<EntityAction>>+Read ()

<<Permission>>

UserManagement

(from SystemAdministratorPerms)

<<EntityAction>>+Fullaccess ()

<<Permission>>

UserMeeting

(from SystemUserPerms)

<<EntityAction>>+Create ()

<<EntityAction>>+Read ()

<<Permission>>

OwnerMeeting

(from SystemUserPerms)

<<EntityAction>>+Delete ()

<<EntityAction>>+Modify ()

+meetingsOfOwner

*

+owner1
+meetingsOfParticipant*

+participants

1..*
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D6!-% !: 6!5<%/ .3 +3.4 43:7!.06:= ;4!6% E3+ 356G ;3$<: 23$ 35% 32 .4%1'

H4% 6%2. 70$. 32  !"' &'B /%:-$!+%: .4% 0--%:: -35.$36 $#6%: 32 .4% !523$10.!35 :G:I

.%1' @5 J%-#$%KLM 05/ NEDO= #:%$: 32 .4% :G:.%1 0$% 0+:.$0-.%/ !5.3 $36%:= 05/

7%$1!::!35: 0$% "$05.%/ .3 $36%:'  !"' &'B 2%0.#$%: .;3 $36%: )  !"#$ 05/ %&'(&"' D5

!54%$!.05-% $%60.!35 6!5<: %&'(&" .3  !"#$= %P7$%::!5" .40. /3-.3$: !54%$!. 066 7%$1!:I

:!35: 32 5#$:%:' O35Q/%5.!06!.G 05/ !5.%"$!.G 1#:. +% %5:#$%/ 23$ 1%/!-06 $%-3$/:'

H;3 7%$1!::!35: $#6% .4% 0--%:: .3 -60:: )*%+*,-+%' R%$1!::!35 +$./)$/+$'&"/

!: "$05.%/ .3 5#$:%: C05/ !54%$!.%/ +G /3-.3$:F' @. %P7$%::%: .40. 5#$:%: 05/ /3-.3$:

40?% $%0/ 0--%:: .3 1%/!-06 $%-3$/:' @. $%2%$: .3 $0(1(2 .'(1&03 "$./ ;4!-4 /%:!"50.%:

37%$0.!35: 0--%::!5" .4% -60:: ;!.43#. 13/!2G!5" !.' D6.43#"4 .4% :%-#$!.G 70$. 32

 !"'&'B #:%: .4% "$074!-06 :G5.0P 32 KLM C-60::%: 05/ 0::3-!0.!35 -60::%:F= %6%1%5.:

:.%$%3.G7%/ 0: $36%: 3$ 7%$1!::!35: 356G 10<% :%5:% 23$ :%-#$!.G -35-%$5:'  3$ %PI

0176%= .4%$% ;!66 53. +% 3+,%-.: 32 .G7%  !"#$ !5 3#$ 05!10.!35:= +#. .4%$% ;!66 +%

#:%$: 760G!5" .4!: $36%' J!1!60$6G= .4% 0::3-!0.!?% -60:: +$./)$/"$'&"/ !: :!176G 0

"$074!-06 53.0.!35 .3 %P7$%:: .4% 7%$1!::!35: 0::3-!0.%/ .3 5#$:%: 05/ $%60.%/ .3

1%/!-06 $%-3$/:'

R%$1!::!35 45/.($)$/"$'&"/ "$05.: 0//!.!3506 $!"4.: .3 /3-.3$:= ;43 10G #7/0.%

1%/!-06 $%-3$/:' O35:.$0!5. S6.7$ 8&#51(.9 .# 5.(1$0(T $%:.$!-.: .4!: 7%$1!::!35 .3

.4% /3-.3$: 6!5<%/ .3 .4% :01% 43:7!.06 0: .4% 70.!%5.' @5  !"' &'(= !. 1%05: .40.



 !"! #$%&'(%)*&+ ),- ./&0)*1&%( 213-( *&)1 4 56

 !"# $"%&' ()# ( *%+# ,-' ('*%&)" .'& .*  + / -!0 !1(2'.'* 3('* *),)450 2'&)16'

6-' %6 ,-'  !"# * &, . "%!7'* , 8'*9. 66 - 6:%,)"; <! ='&1.'>?@0 61&- & !6,.)%!,6

).' 'A:.'66'* %! B9@C -'.'0 ,-'# D%"" 2' 'A:.'66'* %! ,-' E ")!F1)F'; <! G%F; H;I0

) ,-%.* :'.(%66% ! !)('*  !"#$%&'($') F.)!,6 , )"" * &, .6 +1"" )&&'660 %;';0 .')*

)!* 1:*),' )&&'660 ,  2J'&,6  + &")66 &*+,*-;

K)"%*),% ! 6,1*%'6 ! .()" )!* ()"%&% 16 2'-)L% .6; <! ,-%6 &-):,'.0 2'6%*'6 6 ('

! (%!)" 6&'!).% 60 D' 6,1*# ,-' + "" D%!F ),,)&7M N 20 ) ()"%&% 16 * &, .0 D)!,6

, & ..1:, ,-' %!,'F.%,#  + / -!O6 ('*%&)" .'& .*; =%!&' N 2 %6 ! , D .7%!F + .

8'*9. 66 - 6:%,)"0 ,-' )&&'66 & !,. " .1"'6 6- 1"* + .2%* ,-%6 ( *%P&),% !;

 !" #$%&'(%)*&+ ),- ./&0)*1&%( 213-( *&)1 4

Q-' + "" D%!F 6'&,% !6 *'6&.%2' - D ,-' %!,'F.),'* F.):-%&)" ( *'"  + G%F; H;I %6

,.)!6"),'* %!, ) E 6:'&%P&),% !; G%.6,0 ,-' 8 E ,  " )1, (),%&)""# ,.)!6"),'6 ,-'

+1!&,% !)" ( *'"0 & ..'6: !*%!F , ,-' .%F-, :).,  + G%F; H;I; $!  :,% !)" +'),1.'  +

,-' ,  " )"6 F'!'.),'6 2)6%&  :'.),% !6 61&- )6 6',,'.6 )!* F',,'.6 + . ,-' ),,.%21,'6

)!* ,-' )66 &%),% !6; Q-'6' 2)6%&  :'.),% !6 ).'  +,'! %(:"%&%,"# %!&"1*'* %! ) &")66

*%)F.)(C 6 ,-' ,  " )L %*6 ,-' )!)"#6, , ()!1)""# 6:'&%+# ')&-  + ,-'6'  :'.),% !6;

B!' ()# +'). ,-),0 %! ) 6'&1.%,# & !,'A,0 ,-'6' )**%,% !)"  :'.),% !6 )1F('!, ,-'

3),,)&7 61.+)&'5  + ,-' )::"%&),% !; <! 61&- ) &)6'0 ,-' )!)"#6, &)! &-  6' , *%6)2"'

,-'%.  :,% !)" F'!'.),% !0  . , 'A&"1*' ,-'( +. ( ,-' 6',  +  :'.),% !6 "%!7'* , ,-'

)&&'66 & !,. " ( *'" R='&,; H;HS; T'.' ).' 6 (' '"'('!,6  + ,-' + .()" 6:'&%P&),% !

F'!'.),'* +. ( ,-' +1!&,% !)" *%)F.)(  + ,-' ('*%&)" .'& .* %!+ .(),% ! 6#6,'(;

G%.6,0 ,-' ,#:'6  + ,-' &")66 ),,.%21,'6 ).' %!,. *1&'* )6 F%L'! ,#:'6;

[NAME ,USERID ,STRING ,RECORDNB ]

MEDRECORD

recordnb : RECORDNB

contents : STRING

MedrecordExt

Medrecord : FMEDRECORD

DOCTOR

id : USERID
name : NAME

DoctorExt

Doctor : FDOCTOR

UL'.# &")66 %6 ,.)!6"),'* %!, ,D E 6&-'()6; Q-' P.6,  !'0 ) 6&-'() ,#:'0

*'6&.%2'6 ,-' ,#:'  + ,-' '"'('!,6  + ,-' &")66; Q-%6 6&-'() & ..'6: !*6 , ,-' &")66
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 !"#!" $!% & '"' "(# )&$'' $""* +,"#'- .)(#/$'  !"#!$%#" $!% "%$&%# %#')* +#

"(#  !"#!" 01 "(# )0**#'20!% !3 )&$''#'- 4 '#)0!% ')(#/$ %#')* +#' "(# #5"#!' 0!

01 "(# )&$''6  -#-6 "(# '#" 01 0+7#)"' +#&0!3 !3 "0 "(# )&$''- .)(#/$'  '()'*+)(!,-

$!% "+*-+)!,- )0**#'20!% "0 "(#'# #5"#!' 0!'8 #$)( 01 "(#'#  !)&,%#' $ 9! "# '#" 01

0+7#)"' )0**#'20!% !3 "0 "(# ":2# 01 "(# )&$''-

;,* !3 $ <$=$ $! /$" 0!6 #$)( 0+7#)"  ' *#2*#'#!"#% $' $ & '" 01 2$ *' .--)/01-'

22 3.41'- >(# & '"  ' #!)&0'#% +#"?##! 〈| . . . |〉- @#*#  ' "(# <$=$ *#2*#'#!"$" 0! 01

'#"' "+*-+) $!%  '()'*+)( )0**#'20!% !3 "0 "(# '"$"# 01 A 3- B-C-

Doctor ′ == {〈| id == ”003”,name == ”Alice” |〉, 〈| id == ”004”,name == ”Bob” |〉}

Medrecord ′ == {〈| contents == ”healthy”, recordnb == ”meddata2” |〉,

〈| contents == ”sick”, recordnb == ”meddata1” |〉}

DEF $''0) $" 0!' $*# "*$!'&$"#% +: G0H $' $ 2$ * 01 1,!)" 0!' )0**#'20!% !3 "0

+0"( *0&#' 01 "(# $''0) $" 0!- A0* #5$/2&#6 1,!)" 0!' 5+67/-.46%8"+*-+) $!% (+*-+)9

6%8:+67/-.4 %#')* +# "(# $''0) $" 0! +#"?##! %0)"0*' $!% (0'2 "$&'- >(# * %0/$ !

$!% *$!3# $*# )0!'"*$ !#% +: 2*#% )$"#' 01 "(# ')(#/$- 4%% " 0!$& 2*#% )$"#' #52*#''

"($" "(#  !I#*'# *0&# )$! +# )0!'"*,)"#% 1*0/ "(# % *#)" 0!#-

DoctorHospitalRel

HospitalExt ; DoctorExt

hospitalsOfDoctor : DOCTOR 7→ FHOSPITAL

doctorsOfHospital : HOSPITAL 7→ FDOCTOR

%0/ hospitalsOfDoctor ⊆ Doctor⋃
(*$! hospitalsOfDoctor) ⊆ Hospital

hospitalsOfDoctor = {doctor :
⋃
(*$! doctorsOfHospital) • doctor 7→

{hospital : %0/ doctorsOfHospital | doctor ∈
doctorsOfHospital(hospital) • hospital}}

doctorsOfHospital = {hospital :
⋃
(*$! hospitalsOfDoctor) •

hospital 7→ {doctor : %0/ hospitalsOfDoctor | hospital
∈ hospitalsOfDoctor(doctor) • doctor}}

@#*#  ' (0? <$=$ *#2*#'#!"' *0&# (+*-+)6%8:+67/-.4 )0**#'20!% !3 "0 A 3- B-C-

doctorsOfHospital ′ ==

{(〈| name == ”BlueCare” |〉, {〈| id == ”003”,name == ”Alice” |〉,

〈| id == ”004”,name == ”Bob” |〉}),

(〈| name == ”RedCross” |〉, {〈| id == ”003”,name == ”Alice” |〉})}

A !$&&:6 ?# 3 I# '#I#*$& '2#) 9)$" 0!' 01 02#*$" 0!'-  #$5.;<'$+;-';-6  ' $ '#"J

"#* 10* 9#&% *+;-';-6- >( ' 02#*$" 0!6 ?( )( ?0*K' 0! "(# ":2# 01 /#% )$& *#)0*%'6

/,'" +# L2*0/0"#%M "0  /2$)" "(# $)",$& )0!"#!"' 01 "(# )&$'' #5"#!' 0!6 $!% "0 /0%J

 1: "(# *#&$"#% $''0) $" 0!'-  #$5.;<'$+;-';-6=6 "(# 2*0/0"#% 02#*$" 0! "$K#' $!

$%% " 0!$&  !2," ,> %#' 3!$" !3 "(# 0+7#)" "0 /0% 1:

 

-

 

 !" #!"$ %&'!"#()%!& !& !*$"()%!& *"!#!)%!& *+$(,$ "$'$" )! -!".,/!")01, )$2)

3-!".,/!")0 45567 *(8$ 49:;



 !"! #$% &%'()*+, -%).%/ 01

MEDRECORDChangeContents

∆MEDRECORD

newcontents? : STRING

contents ′ = newcontents? ∧ recordnb′ = recordnb

MedrecordChangeContents == (ChangeMedrecord

∧ MEDRECORDChangeContents) \ (recordnb, recordnb ′) \ (contents, contents ′)

 !"#$" %&'" '(#' '(" &)"*#'+&% !"#$%&'"(%)'%)*+ +$ #,'-#!!. ',-'.(-,"#$%&'/

"(%)'%)*$%,!'0* /+0"% +% '(" #))"%1+2 34

 !"#$%&'"(%)'%)*+ ==

MedrecordChangeContentsandRels == (ChangeMedrecord ∧
MEDRECORDChangeContents ∧ SubstituteMedrecordInRels)
\(recordnb, recordnb′) \ (contents, contents ′)

5)"*#'+&% 1!23%41(.)(-* ,*"#'"$ # !+%6 7"'8""% # 1&,'&* #%1 #% (&$)+'#!4 9'$ )*"1:

+,#'"$ 1+$'+%/-+$( 7"'8""% '(" ,#$" 8("*" # ;*$' 1&,'&* +$ !+%6"1 '& '(" (&$)+'#!< #%1

'(" ,#$" 8("*" 1&,'&*$ 8"*" #!*"#1. !+%6"1 '& '(+$ (&$)+'#!4

DRLinkDoctors

ΞHospitalExt ; ΞDoctorExt ; ∆DoctorHospitalRel

hospital? : HOSPITAL; doctor? : DOCTOR

(hospital? 6∈ 1&= doctorsOfHospital) ⇒ (doctorsOfHospital ′ =
doctorsOfHospital ⊕ {hospital? 7→ {doctor?}})

(hospital? ∈ 1&= doctorsOfHospital) ⇒ (doctorsOfHospital ′ =
doctorsOfHospital ⊕ {hospital? 7→

(doctorsOfHospital(hospital?) ∪ {doctor?})})

>("$" &)"*#'+&%$ #*" $-?,+"%'!. 1"'#+!"1 '& #%+=#'" '(" =&1"! 8+'( @#A#4 BC'"*

$"0"*#! $'")$< &%" =#. "%1 -) 8+'( # $'#'" ,&**"$)&%1+%/ '& D+/4 E4F4 G"0"*'("!"$$<

'("$" &)"*#'+&%$ 1&%H' '#6" +%'& #,,&-%' '(" #,,"$$ ,&%'*&! *-!"$4 9% )#*'+,-!#*< '(".

#*" %&' #8#*" &C 8(+,( -$"* +$ "2",-'+%/ '("=4 >(+$ 8+!! 7" '(" *"$)&%$+7+!+'. &C '("

$",-*+'. 6"*%"! 1"$,*+7"1 +% '(" %"2' $",'+&%4

 !" #$% &%'()*+, -%).%/

>(" '*#%$!#'+&% )*&,"$$ )*&,""1$ 8+'( '(" $",-*+'. )#*' &C D+/4 E4I4 5-* #))*&#,(

+$ 7#$"1 &% # *"-$#7!" $",-*+'. 6"*%"! 8(+,( $)",+;"$ '(" =#+% ,&%,")'$ &C J3BK

+% L4 >(+$ $",-*+'. 6"*%"! +$ +%$'#%'+#'"1 8+'( '(" *&!"$< )"*=+$$+&%$< *"$&-*,"$ #%1

&)"*#'+&%$ &C '(" M",-*"NOP 1+#/*#=4
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 !"!# $%&'())(*+)

  !"#$%%$&' (%%$)'#!'* !"#$% & "&+! '( &# & !"(*$&' (# & )"*+# ,+(%%, &!%( -&!!+.

'/+ 01('+-'+. "!%&-",!2 3/+%+ 4(51 '60+% &1+ "#'1(.5-+. "# 7 &% )"*+# '60+% (1

&% +#58+1&'+. '60+%2 9/+# -(#%".+1"#) +#58+1&'+. '60+%, '/+ *&!5+% (4 '/+ '60+

85%' :+ +;'1&-'+. 41(8 '/+ <=> ."&)1&8 "# (1.+1 '( "#%'&#'"&'+ '/+ %+-51"'6 $+1#+!2

?+1+ &1+ '/+ '60+ .+-!&1&'"(#% -(11+%0(#."#) '( @")2 A2B2 C-/+8& .!*% "#-!5.+% %+'%

(4 *&!5+% -(11+%0(#."#) '( +&-/ (4 '/+%+ '60+%2

[PERMISSION ]
ROLE ::= Doctor | Nurse
RESOURCE ::= Medrecords | Patients | Doctors | Hospitals
ABS ACTION ::= EntityRead | EntityUpdate | EntityFullAccess

Sets

role : FROLE

resource : FRESOURCE

permission : FPERMISSION

abs action : FABS ACTION

D+!(E &1+ '/+ *&!5+% (4 '/+%+ *&1"&:!+% .51"#) '/+ F&G& &#"8&'"(#, &% '/+6 &00+&1

&4'+1 '/+ "#"'"&!"%&'"(# %'+02

abs action ′ == {EntityFullAccess,EntityRead ,EntityUpdate},

permission ′ == {”ReadMedrecord”, ”UpdateDoctor”, ”UpdateMedrecord”},

resource ′ == {Doctors,Hospitals,Medrecords ,Patients},

role ′ == {Doctor ,Nurse},

C-/+8& /,*$&'/%%$)'#!'* !"#$% 1(!+% '( & '50!+ 8&.+ (4 '/+ #&8+ (4 '/+ 0+18"%%"(#,

'/+ &:%'1&-' &-'"(# &!!(E+. :6 '/+ 0+18"%%"(# &#. '/+ $"#. (4 1+%(51-+ &%%(-"&'+.

'( '/"% 0+18"%%"(#2

ActionAssignment

action Assignment : ROLE ↔
(PERMISSION × ABS ACTION × RESOURCE )

3/+ 0+18"%%"(#% (4 @")2 A2B &1+ %'(1+. .51"#) & F&G& %+%%"(# &%H

action Assignment ′ == {(Doctor , (”UpdateDoctor”,EntityFullAccess,Doctors)),

(Doctor , (”UpdateMedrecord”,EntityUpdate,Medrecords)),

(Nurse, (”ReadMedrecord”,EntityRead ,Medrecords))}

 !"!, -*.% /(%&0&123

ID J &!!(E% 5% '( .+K#+ /"+1&1-/"-&! 1+!&'"(#% :+'E++# 1(!+%2 3/"% "% -&0'51+. :6

%-/+8& 0&+!1'2!"$*% "# @")2 L2L (4 '/+ J/&0'+1 L2 3/+ 01+."-&'+% 4(1:". -"1-5!&1"'6

"# '/+ 1(!+ /"+1&1-/6, &#. 4(1:". '/+ 5%+ (4 1(!+% #(' .+-!&1+. "# %+' "&+!2



 !"! #$% &%'()*+, -%).%/ 0 

RoleInherits

Sets

role Inherits : ROLE ↔ ROLE

role Inherits+ ∩  ! role = ∅

!"# role Inherits ⊆ role ∧ $%& role Inherits ⊆ role

' () *)+ ,-%./$-0 % 0 #12- $"2- 3 -$%$4356 73-$- $"2-  !"#!$  &3-$ .0 %22 1-$# 00 "&0

", %&$'() 83 0  0 -91$-00-!  & :%;% %0<

role Inherits ′ == {(Doctor ,Nurse)},

=43-#% )*+($,#-'',.*/(*# 4"#1/.-0 "!/0 -'',.*/(*# 73 43  0 1"#,!* -'',.*/(*#

4"#> &-! 7 .3 .3-  &3-$ .-! 1-$# 00 "&0)

InheritAssignment

RoleInherits

ActionAssignment

comp Assignment : ROLE ↔
(PERMISSION × ABS ACTION × RESOURCE )

comp Assignment = {r : !"# action Assignment ; x : role;
a : $%& action Assignment | ((x 7→ r) ∈ ((role Inherits+)

∪( ! role))) ∧ ((r 7→ a) ∈ action Assignment) • (x 7→ a)}

?& "/$ -9%#12-6 1-$# 00 "& 2(134(3$("!$3  0  &3-$ .-! >5 !"4."$0 ,$"# &/$0-0) @-A

2%. "& "!/0 -'',.*/(*#  0  & . %2 ;-! >5 :%;% %0<

comp Assignment ′ == {(Doctor , (”ReadMedrecord”,EntityRead ,Medrecords)),

(Doctor , (”UpdateDoctor”,EntityFullAccess,Doctors)),

(Doctor , (”UpdateMedrecord”,EntityUpdate,Medrecords)),

(Nurse, (”ReadMedrecord”,EntityRead ,Medrecords))},

 !"!# $%&'() *'+,-,%./

83- &". "& ", %>0.$%4. %4. "&  0 0 # 2%$ ." 4"#1"0 &( 0"#- 2"7-$ %4. "&0  &." "&-

%>0.$%4. %4. "&) B."# 4 %4. "&0 %$- .3"0- %4. "&0 73 43 %11-%$ "& % 42%00 ! %($%# ",

%& "1-$%. "&) C-$# 00 "&0 ", ' () *)+ $-,-$ ." %>0.$%4. %4. "&06 0/43 %0 $(13 "$ &031#()

83-0- #/0. >- 2 &D-! ." .3- $ 4"&4$-.- 4"/&.-$1%$.0) E/$ 0-4/$ .5 D-$&-2 -91$-00-0

.3 0 2 &D  & 1"#,!* 2(51#,!*6 %0 7-22 %0 %& %4. "& 3 -$%$435 F !"#$% &#'( (!)* ! "#$%&

'%( )*+,-)., ).,'/%+ '% ,#-0+ /1 /,2#- )*+,-)., ).,'/%+ 3#4(4! +%"#"*,-../!!'00 '%.56"#+

+%"#"*123 "' )%" +%"#"*4' 3 4 72#+# -#5),'/%+ )-# #89-#++#" '% +.2#0) /!"#$%04'5

. "#$%4 :# $-+, '%,-/"6.# ,2# #%60#-),#" ,;9# /1 ),/0'. ).,'/%+! ./--#+9/%"'%( ,/

,2# 0#,2/"+ /1 6/78+97 )%" :+;4+<=4; '% <'(4 =4>4
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ATM ACTION ::= MRReadMedrecord1 | DRLinkDoctors1 | MRChangeContentsP1

ActionsRelation

Sets

action Hierarchy : ABS ACTION ↔ ABS ACTION

atm action : FATM ACTION

action Relation : ABS ACTION ↔ (ATM ACTION × RESOURCE )

action Hierarchy+ ∩  ! abs action = ∅

!"# action Hierarchy ⊆ abs action ∧
$%& action Hierarchy ⊆ abs action

!"# action Relation ⊆ abs action ∧
$%& action Relation ⊆ (atm action × resource)

'( #)*( +, &"(,! (-%( (-, ."$$,*/"&!,&., +,(0,,& %+*($%.( %&! ."&.$,(, %.( "&*

(%1,*  &(" %..")&( (-, .2%** "& 0- .- (-, %+*($%.( %.( "&  * /,$3"$#,!4 5"$ ,6%#/2,7

."&.$,(, "/,$%( "&  !!"#$ "$%"&'%$( "&28 #%1,* *,&*, 3"$ #,! .%2 $,."$!*4 9-,*,

$,2%( "&* %$,  &*(%&( %(,! %* 3"22"0*  & ")$ ,6%#/2,4

action Hierarchy ′ == {(EntityRead ,EntityFullAccess),

(EntityUpdate,EntityFullAccess)},

action Relation ′ == {(EntityRead , (MRReadMedrecord1,Medrecords)),

(EntityUpdate, (MRChangeContentsP1,Medrecords)),

(EntityUpdate, (DRLinkDoctors1,Doctors))},

#)*+%#&+ ,**-./0"/+ )&3"2!* (-, - ,$%$.-8 "3 %+*($%.( %.( "&*  & &'01 ,**-./0"/+4

9-,& &'/&%"+" ,**-./0"/+ $,/2%.,* %+*($%.( %.( "&* +8 (-, $ ."&.$,(, .")&(,$/%$(*

3"$ (-, : ;,& 1 &! "3 $,*")$.,4

ComputeAssignment

InheritAssignment ; ActionsRelation
abstract Assignment : ROLE ↔

(PERMISSION × ABS ACTION × RESOURCE )
concrete Assignment : ROLE ↔

(PERMISSION × ATM ACTION × RESOURCE )

abstract Assignment = {r : !"# comp Assignment ; p : permission;
asup, asub : abs action; rsrc : resource | (r 7→ (p, asup, rsrc))

∈ comp Assignment ∧ ((asub 7→ asup) ∈ ((action Inherits+)
∪( ! abs action))) • (r 7→ (p, asub, rsrc))}

concrete Assignment = {r : !"# comp Assignment ; p : permission;
aa : abs action; atm : atm action; rsrc : resource

| (r 7→ (p, aa, rsrc)) ∈ abstract Assignment ∧
(aa 7→ (atm, rsrc)) ∈ comp Actions • (r 7→ (p, atm, rsrc))}



 !"! #$% &%'()*+, -%).%/ 00

concrete Assignment ′ ==

{(Doctor , (”ReadMedrecord”,MRReadMedrecord1,Medrecords)),

(Doctor , (”UpdateDoctor”,DRLinkDoctors1,Doctors)),

(Doctor , (”UpdateMedrecord”,MRChangeContentsP1,Medrecords)),

(Nurse, (”ReadMedrecord”,MRReadMedrecord1,Medrecords))},

 !" #$%&'(#) *+,- *%.(# *#((- /- *+%* 0/"-#- &%1 2%((  !!"#$ "$%"&'%$ !0 2(%--

 ()!(*+!)3

 !"!" #$%&'( )'&*' +,- .&''/$,'

4-#"- !5 *+# -#2/",*1 6#"0#( %"# (,06#7 *! "!(#- *+"!/8+ -#--,!0-3 92+#&% !',"-../012

3"14 ,0*"!7/2#- % -#* !5 /-#"- %07 "#(%*,!0 %'," -../013"14 2!""#-'!07,08 *!  ,83 :3;

(,-*- *+# "!(#- % /-#" 2%0 *%6#3 5"../'1!',". 7#<0#- -#--,!0- %07 /-#" ,7-3 =1'#

65(!7) %("#%71 %''#%"#7 ,0 *+# 5/02*,!0%( &!7#( %07 ,- /-#7 *! &%6# % (,06 .#*>##0

/-#"- *%6,08 % "!(# 5#%*/"#7 ,0 *+# -#2/",*1 '%"* !5 *+# &!7#( ?#383) )'&4'%@) %07 *+#

2(%--#- "#'"#-#0*,08 *+#-# /-#"- ,0 *+# 5/02*,!0%( &!7#( ?#383) )+*8+!@3 A0B#2*,C#

5/02*,!0 #&&"..!/094. (,06- /-#" ,7- *! /-#"-3  /02*,!0 ."../'1 6."% (,06- % -#--,!0

*! -!&# /-#") >+! +%- %2*,C%*#7 % -#* !5 "!(#-) "#2!"7#7 ,0 ."../'1 !',"3 =+#-# "!(#-

&/-* 2!""#-'!07 *! "!(#- %((!>#7 *! *+,- '%"*,2/(%" /-#" ,0 %'," -../013"143 9#CD

#"%( '"#7,2%*#-) %--!2,%*#7 *! *+#-# -2+#&%-) 2+#26 *+# 2!0-,-*#021 .#*>##0 *+#-#

C%",%.(#-3 =%.(# E3F 5#%*/"#- -#C#"%( -#--,!0- >,*+ %--!2,%*#7 /-#"-) "!(#- %07 ,7-3

[USER,SESSION ]

RoleAssignment

Sets

user : FUSER

roles SSD : ROLE ↔ ROLE

role Assignment : USER ↔ ROLE

7!& roles SSD ⊆ role

"%0 roles SSD ⊆ role

7!& role Assignment ⊆ user

"%0 role Assignment ⊆ role

∀ u : user • ∀ i , j : role | ((u 7→ i)
∈ role Assignment) ∧ ((u 7→ j )

∈ role Assignment) • ((i , j ) 6∈ roles SSD)



 ! "#$%&'( )* +$,-.$&-/0 /1 2'34(-&567'8-90 :/.',8 ;8-09 <

 !""#$% &"!' ($)! &"!' *+

"!"", -)#.! /$.0$' 112

"!""3 4$5 /$.0$' 116

"!""2 7!.8 9:'"! 11;

<=5)! >?,@ <A'!! "!""#$%"

SessionRoles

RoleAssignment

uid : FUSERID ;
session : FSESSION

accessRights : USERID 7 USER

session User : SESSION 7→ USER

session Role : ROLE ↔ SESSION

∀ r : role • ∀ s : session • (r , s) ∈ session Role

⇒ (session User(s), r) ∈ role Assignment

∀ s : session • ∀ i , j : role | ((i , s) ∈ session Role)
∧ ((j , s) ∈ session Role) • ((i , j ) 6∈ roles DSD)

 !"! #$%%&'( &% )** +,(-%.-/

 .A!B=  !"#$%%$&'(%%$)'#!'* .$BC:0!" =% !%0#'! 0=5)! $D 0A! E'=CA#.=) B$+!) E#F!%

#% G#E? >?3? *0 .$%"0':.0" = '!)=0#$% 5!0H!!% :"!' #+!%0#0IJ :"!'J '$)! =%+ 0A! '!K

"C!.0#F! C!'B#""#$%"J =0$B#. =.0#$%"J =%+ 0A! '!"$:'.!"? <A#" #" =.A#!F!+ :"#%E 0A!

+&'+"!*! (%%$)'#!'* '!)=0#$% =%+ )#%8#%E '$)!" 0$ 0A!#' :"!'" =%+ :"!' #+"?

PermissionAssignment

SessionRoles; RoleAssignment ; ComputeAssignment

perm Assignment : (USERID × USER × ROLE ) ↔
(PERMISSION × ATM ACTION × RESOURCE )

perm Assignment = {uid : +$B accessRights ; u : +$B role Assignment ;
r : '=% role Assignment ; b : '=% concrete Assignment |

(uid , u) ∈ accessRights ∧ (u, r) ∈ role Assignment

∧ (r , b) ∈ concrete Assignment • ((uid , u, r) 7→ b)}

*% $:' !L=BC)!J ,!"# (%%$)'#!'* #" #%#0#=)#M!+ =" D$))$H"@



 !"! #$% &%'()*+, -%).%/ 01

perm Assignment ′ ==

{((”003”, ”Alice”,Doctor), (”ReadMedrecord”,MRReadMedrecord1,Medrecords)),

((”003”, ”Alice”,Doctor), (”UpdateDoctor”,DRLinkDoctors1,Doctors)),

((”003”, ”Alice”,Doctor), (”UpdateMedrecord”,MRChangeContentsP1,Medrecords)),

((”004”, ”Bob”,Doctor), (”ReadMedrecord”,MRReadMedrecord1,Medrecords)),

((”004”, ”Bob”,Doctor), (”UpdateDoctor”,DRLinkDoctors1,Doctors)),

((”004”, ”Bob”,Doctor), (”UpdateMedrecord”,MRChangeContentsP1,Medrecords)),

((”007”, ”Jeck”,Nurse), (”ReadMedrecord”,MRReadMedrecord1,Medrecords))},

 ! "#$ $%& '(! )*+( )#,-!. #$/ )*! +$0%12#)+%$ #,%') (!((+%$(. )% (3!"+04 )*! ,#(+(

0%1 (!"'1! %3!1#)+%$(5  !"#$!%&!$'()*+ #")'#--4 /%!( $%)*+$67 +) /%!( $!+)*!1 '3/#)!

)*! ()#)! $%1 "%23')!( # 1!('-)5 8) (+23-4 ()#)!( 31!"%$/+)+%$( )% #--%& #,!$-. &+)*

+/ #).-. #")+$6 +$ # 6+9!$ $*/!-. /'1+$6 # 6+9!$ ,!,,)*+- )% 3!10%12 # 6+9!$ '"()*+-

%$ # $!,*#$"!-. #( ()#)!/ ,4 &!$0),,)*+-5

SecureOperation

ΞSessionRoles; ΞPermissionAssignment

session? : SESSION ; resource? : RESOURCE ; atm action? : ATM ACTION

role? : ROLE ; user? : USER; uid? : USERID ; permission? : PERMISSION

(session?, user?) ∈ session User

(role?, session?) ∈ session Role

((uid?, user?, role?), (permission?, atm action?, resource?)) ∈ perm Assignment

 !"#$!%&!$'()*+ &+-- ,! '(!/ +$ )*! $!:) (!")+%$ +$ "%2,+$#)+%$ &+)* %3!1#)+%$(

%0 )*! 0'$")+%$#- 2%/!-5

;$%)*!1 '(! %0 )#,-!( &!$0 1,,)2+0!+( #$/ "*+"$!(! 1,,)2+0!+( +( )% 3!10%12

<'!1+!( %$ )*! #""!(( "%$)1%- 3%-+"45 8$ =*#3)!1 >. &! 0!#)'1! (+: ('"* <'!1+!(.

+$(3+1!/ ,4 ?!"'1!@AB; CD#(+$  ! "#$ EFFGH5

I'!1+!( #1! # 2!#$+$60'- &#4 %0 +$9!()+6#)+$6 )*! J@K 2%/!-( 31%3!1)+!( #$/

'$/!1()#$/ "%$"!+9#,-4 (',)-! "%$(!<'!$"!( %0 )*! (!"'1+)4 3%-+"+!( )*!4 /!L$!5 M%1

!:#23-!. <'!14 34'/#'(!1"()*+,12')+,(5*/!, 1!)'1$( # )#,-! -+()+$6 #-- 1%-!( #--%&!/

)% 3!10%12 # 6+9!$ #")+%$. #$/ )*! "%11!(3%$/+$6 3!12+((+%$5

EvaluateActionsAgainstRoles

ΞSets ; ΞComputeAssignment

atm action? : ATM ACTION

z roles! : ROLE ↔ (PERMISSION × ATM ACTION × RESOURCE )

z roles! = {r : /%2 comp Assignment ; p : permission; rsrc : resource |
(r 7→ (p, atm action?, rsrc)) ∈ concrete Assignment

• (r 7→ (p, atm action?, rsrc))}

N*+( "#$ ,! !9#-'#)!/ '(+$6 O#P#5 M%1 !:#23-!. )*! 0%--%&+$6 <'!14 <'!()+%$(

#,%') )*! 3!12+((+%$( )% "#-- 6578'+2!7*+(!+(,9:5 N*! #$(&!1 )!--( '( )*#) %$-4

1%-! /%")%1 +( #--%&!/ )% 3!10%12 )*+( #")+%$ %$ 2!/+"#- 1!"%1/(5
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; EvaluateActionsAgainstRoles[atm action? := MRChangeContentsP1]

. . .

z roles! == {(Doctor , (”UpdateMedrecord”,MRChangeContentsP1,Medrecords))}

 ! "#$%#$& '($)*#+$,- ,$. /0)(1#*2 3+.0-4

 !"#$!%&!$'()*+  ! "#$%& &' (#  %)*+,#,- $! $ ./#)'%, & '%-  % &0# !#)+/#, 1#/! '%

'2 &0# '.#/$& '%! '2 &0# 2+%)& '%$* "',#*3 4'/ #5$".*#- *#& +! )'%! ,#/ &0# !#&&#/

"#&0', 2'/ "*+(!+(,- %$"#, -!.$!"*$./0'+1!/*+(!+(,'+.2!3,3 6 !#)+/#, 1#/! '% '2

&0 ! '.#/$& '%  %)*+,#! &0# !)0#"$ '2 &0# '.#/$& '% $%,  !"#$!%&!$'()*+3 7)0#"$!

4'()!+(5*,&)('32!3 $%, 6*"(*$5*,&)('32!3 $/# $*!'  %)*+,#, &' 8#& /#$, $))#!! &' &0#

$!!') $& '%! (#&9##% 0'!. &$*!- .$& #%&! $%, ,')&'/!3

SecureMRChangeContentsP

SecureOperation

MedrecordChangeContentsandRels

ΞPatientHospitalRel ; ΞDoctorHospitalRel

atm action? = MRChangeContentsP1 ∧ resource? = Medrecords

∃ hospital : Hospital | hospitalOfPatient(patientOfMedrecord(x?)) = hospital •
∃ doctor : Doctor | accessRights∼(session User(session?))

= doctor .id • doctor ∈ doctorsOfHospital(hospital)

:0# ;/!& ./#, )$&# * %<! &0 ! '.#/$& '% &' &0# )'//#!.'%, %8 $&'" ) $)& '% $%,

/#!'+/)#  % &0# !#)+/ &= "',#*3 >& )$% (# 8#%#/$&#, $+&'"$& )$**=3 :0# '&0#/ ./#, ?

)$&# #5./#!!#! )'%!&/$ %&  '7! 0*,&)('3 ', &'()!+(@ A&0# "#, )$* /#)'/, "$= '%*= (#

+.,$&#, (= $ ,')&'/ 9'/< %8  % &0# )+//#%& 0'!. &$* '2 &0# .$& #%&B3 >& /#&/ #1#!

0*,&)('3- &0# 0'!. &$* )'//#!.'%, %8 &' &0# .$& #%& '2 "#, )$* /#)'/, 893 :0#%  &

/#&/ #1#! &0# 6%/:%2 '(C#)& )'//#!.'%, %8 &' &0#  , '2 &0# +!#/ '2 &0# )+//#%& !#!?

! '%3 4 %$**=-  & )0#)<! &0$& &0 ! ,')&'/ 9'/<! 2'/ 0*,&)('33 :0 ! )'%!&/$ %&- #5./#!!#,

 %2'/"$**=  % 4 83 D3E "+!& (# $,,#, "$%+$**= (= &0# $%$*=!&3

:0 ! '.#/$& '%  %0#/ &! $**  %.+& .$/$"#&#/! '2 !)0#"$  !"#$!%&!$'()*+3 F'!& '2

&0#!# .$/$"#&#/! )$% (# ,#,+)#, (= G$H$ '%)# ,!,,)*+9 0$! (##% ;5#,3 :0#/#2'/#-

9# ,#;%# $ %#9 1#/! '% '2 &0# !)0#"$ 0 , %8 &0#!# .$/$"#&#/!3

SecureMRChangeContentsP2 == SecureMRChangeContentsP\
(uid?, user?, abs action?, atm action?, resource?, permission?, role?)

7#)+/# 1#/! '%! '2 2!'.-!.)"'32!"*$. $%, ;)+<6*"(*$, $/# ,#;%#, ! " *$/*=3

I'%!&/$ %& A '7! 0*,&)('3 ', &'()!+(B * %<!  %2'/"$& '% 2/'" &0# !#)+/ &= "',#*

J&0#  , '2 &0# )+//#%& +!#/K &' &0# !&$&# '2 &0# 2+%)& '%$* "',#* J&0# 0'!. &$* '2 &0#

.$& #%&K3 >&! #1$*+$& '% ,#.#%,! '% &0# !&$&#! '2 ('&0 "',#*! $%, )$% &0+! #1'*1#

 2 $%= '2 &0#!# !&$&#! #1'*1#!3 6! 9# 9 ** !##  % &0# 2'**'9 %8 !#)& '%- &0 ! "$<#! &0#

$%$*=!#! $%, 1$* ,$& '% '2 &0# !#)+/ &= .'* )= "'/# )'".*#53



 !"! #$%&'$(&)* $)' +)&,$(&)* -./01. 23.1$(&4)5 67

 !" #$%&'$(&)* $)' +)&,$(&)* -./01. 23.1$(&4)5

 !"#$%&"' ()*+', ,-&$ ", .%/0 102 !+("%3 !"4$+! "5,4!"&40 6)!+)7+!8 &)(#'+9 %3:

4+!"&4%)3, 5+4;++3 <-3&4%)3"' "3* ,+&-!%4= ()*+', ("= +%4$+! <)!5%* )3+ 4) #'"= "

3)(%3"' 5+$"7%)!8 )! "''); "3 "44"&> 4) ,-&&++*0 ?$%, ;)-'* !+7+"' 4$"4 4$+ *+4"%'+*

,#+&%@&"4%)3, *) 3)4 ()*+' 4$+ -,+!A, %34+340 B3%("4%)3 &"3 $+'# &)37%3&+ 4$+ -,+!

4$"4 4$+ ()*+' &)!!+,#)3*, 4) $%, %34+340 C-! 7"'%*"4%)3 )< ,+&-!%4= #!)#+!4%+, -,+,

4$+ D"E" 4))'0 D"E" &"3 "3%("4+ " '"!/+ ,-5,+4 )< &)3,4!-&4, )< 4$+ F '"3/-"/+0

G4 -,+, " &)(5%3"4%)3 )< !+;!%4%3/ "3* &)3,4!"%34 ,)'7%3/ 4) @3* " @3"' ,4"4+ "3*

)-4#-4, <!)( " /%7+3 %3%4%"' ,4"4+ "3* %3#-4,0 G< 4$+ %3%4%"' ,4"4+ "3* %3#-4, *)3A4

,"4%,<= 4$+ #!+&)3*%4%)3 )< 4$+ )#+!"4%)38 4$+ 4))' !+4-!3,  !" #"$%&'"() 0 ?$+ 4))'

&"3 5+ <-!4$+! H-+!%+* 4) @3* )-4 ;$%&$ &)3,4!"%34 &)-'* 3)4 5+ ,"4%,@+*0

G3 4$+ ,+H-+'8 ;+ ,4"!4 <!)( 4$+ ,4"4+ )< .%/0 10I "3* ?"5'+ 10J0 K+ @!,4 ,$);

4$"4 3)!("' 5+$"7%)!, "!+ #+!(%44+* 5= 4$+ ,+&-!%4= ()*+'0 K+ 4$+3 %37+,4%/"4+ 4$+

"44+(#4, )< " ("'%&%)-, *)&4)! 4) &)!!-#4 4$+ %34+/!%4= )< " (+*%&"' !+&)!*0

 !"!# $%&'() *+,(-.%&

C-! @!,4 4+,4, #'"= 3)(%3"' ,&+3"!%),0 ?$+%! ,-&&+,, ;%'' ,$); 4$"4 4$+ &)(5%3"4%)3

)< ,+&-!%4= "3* <-3&4%)3"' ()*+', "'');, 3)!("' 5+$"7%)!, 4) 4">+ #'"&+0

-/.)$1&4 89  !"#$"% %&'!( ' )&!*#'+ %&#"%!,

; SecureMRReadMedrecord2

Input session? = ”sess1”

Input r? = ”meddata2”

?$%, @!,4 ,&+3"!%) 4+,4, ;$+4$+! " *)&4)!8 $+!+ B'%&+ -,%3/ )*))+8 ("= !+"* (+*%:

&"' !+&)!* ,*--.&./0 ?$%, 4+,4, 4$+ %3$+!%4"3&+ )< #+!(%,,%)3 0*.-1*-2*3"2- <!)(

3-!,+, 4) *)&4)!,0 D"E" "3%("4%)3 ,-&&++*, "3* /%7+, 4$+ <)'');%3/ !+,-'4L

x ! == {〈| contents == ”healthy”, recordnb == ”meddata2” |〉}

-/.)$1&4 889  !"#$"% -.!'$&( $/& )&!*#'+ %&#"%! "0 ' .'$*&1$ *1 $/& (')& /"(.*$'+,

G3 4$%, ,&+3"!%)8 *)&4)! B'%&+ ;"34, 4) -#*"4+ ,)(+ (+*%&"' !+&)!*0 M%3&+ B'%&+

5+')3/, 4) 4$+ ,"(+ $),#%4"' ", 4$+ #"4%+348 4$%, ()*%@&"4%)3 %, "'');+*0

; SecureMRChangeContentsP2

Input x? = 〈| contents == ”healthy”, recordnb == ”meddata2” |〉

Input newcontents? = ”severe”

Input session? = ”sess1”

?$+ )-4#-4 ,$);, 4$"4 4$+ (+*%&"' !+&)!*A, &)34+34, $"7+ &$"3/+* 4) 2(&3&%&20

Medrecord ′ == {〈| contents == ”severe”, recordnb == ”meddata2” |〉,

〈| contents == ”sick”, recordnb == ”meddata1” |〉}

?$+,+ 4;) +9"(#'+, ,$); 4$"4 4$+ ,+&-!%4= >+!3+' *)+, 3)4 5')&> '%&%4 )#+!"4%)3,0

?$+= &"3 5+ ,$);3 4) ,4">+$)'*+!, )< 4$+ %3<)!("4%)3 ,=,4+( 4) 7"'%*"4+ 4$"4 4$+

!%/$4 5+$"7%)! ;", &"#4-!+*0



 ! "#$%&'( )* +$,-.$&-/0 /1 2'34(-&567'8-90 :/.',8 ;8-09 <

 !"!# $%&'()*%+ & ,&'*-*./0 123&4*.5

 !"#$%&' ()(*'+%+ ,#+& (*+- !.(*#(&! &/! +'+&!,0+ (1%*%&' &- 1*-"2 #)(#&/-$%3!4 1!5

/(.%-$6 7!$!8 *!& #+ "-)+%4!$ ( ,(*%"%-#+ 4-"&-$8 9-18 :/- &$%!+ &- "-$$#;& &/!

%)&!<$%&' -= ,!4%"(* $!"-$4  !" "#$#%8 "(**%)< -;!$(&%-) &'()#*+!(,*$!*$-.%6

>+ :! /(.! +!!) %)  !"&6 ?6@6?8 ( A#!$' &!**+ #+ &/(& -)*' 4-"&-$+ ($! (**-:!4 &-

;!$=-$, &/%+ -;!$(&%-)6  &%**8 ()%,(&%-)+ <- 1!'-)4 &/! $!+#*&+ -= A#!$%!+ ;$!+!)&!4

%)  !"&6 ?6@6?8 1!"(#+! A#!$%!+ 4-)0& &(2! %)&- (""-#)& "-)+&$(%)&+ +#"/ (+ /# ! ),-0

12$#3 #- 1#$2!*$ :/%"/ ,(' $!+&$%"& &/! (""!++ &- +-,! -;!$(&%-)+6 B! :%** &/#+ &$'

( +"!)($%- :/!$! 9-1 (&&!,;&+ &- ,-4%=' ,!4%"(* $!"-$4  !" "#$#%6

23'0$(-/ ===*>?  !"#$"% &$$'()$* $" +)!&$' $,' ('!-#&. %'#"%! "/ & )&$-'0$ "/

&0"$,'% ,"*)-$&.1

; SecureMRChangeContentsP2

Input x? = 〈| contents == ”sick”, recordnb == ”meddata1” |〉

Input newcontents? = ”cured”

Input session? = ”sess2”
7-;!=#**'8 C(3( ()+:!$+ &/(& &/%+ !D!"#&%-) %+ )-& (**-:!4 1' &/! ,-4!*6

No Solutions

> "*-+!$ *--2 (& &/! "-)+&$(%)&+ &!**+ #+ &/(& 9-10+ /-+;%&(* %+ )-& &/! +(,! (+ &/! -)!

-= &/! ;(&%!)&6 E/! A#!$' &--* &-*4 #+ &/(& -)*' 4-"&-$+ ($! (**-:!4 &- "/()<! &/!

"-)&!)&+ -= ( ,!4%"(* $!"-$46 9#& C(3( ()%,(&%-) (*+- "-)F$,!4 &/(& ( "-)+&$(%)&

$!A#%$!+ &/! 4-"&-$ &- :-$2 %) &/! +(,! /-+;%&(* (+ &/! ;(&%!)&6  %)"! 9-1 4-!+ )-&

:-$2 %) &/! +(,! /-+;%&(*8 &/!$! ($! &:- :('+ =-$ /%, &- "/()<! &/! -#&"-,! -=

&/%+ "-)+&$(%)&6 G%&/!$ /! ,-.!+ &/! ;(&%!)& &- /%+ /-+;%&(*8 -$ /! H-%)+ &/! /-+;%&(*

-= &/! ;(&%!)&6 I!& #+ +&#4' &/! *(&&!$ +-*#&%-)8 ()4 A#!$' &/! ,-4!* (1-#& :/%"/

$-*!+ ($! (**-:!4 &- "/()<! &/! (J*%(&%-) -= ( 4-"&-$6

; EvaluateActionsAgainstRoles[atm action? := DRLinkDoctors1]

. . .

z roles! == {(Doctor , (”UpdateDoctor”,DRLinkDoctors1,Doctors))}
E/! A#!$' &!**+ #+ &/(& 4-"&-$+ ($! (**-:!4 &- "(** &/%+ -;!$(&%-)6 I!& #+ &$' %&K

23'0$(-/ ===*@? 2,' !"#$"% 3%*$ &$$'()$* $" #,&04' ,-* ,"*)-$&. &**"#-&$-"0 +*-04

"0' "/ $,' #.&** ('$,"!* &0! ,' *+##''!* -0 ,-* &$$'()$1

; SecureDRLinkDoctors2

Input session? = ”sess2”

Input hospital? = 〈| name == ”RedCross” |〉

Input doctor? = 〈| id == ”004”,name == ”Bob” |〉

E/! -#&;#& &!**+ #+ &/(& 9-1 %+ )-: :-$2%)< =-$ 1-&/ /-+;%&(*+6

doctorsOfHospital ′ ==

{(〈| name == ”BlueCare” |〉, {〈| id == ”003”,name == ”Alice” |〉,

〈| id == ”004”,name == ”Bob” |〉}),

(〈| name == ”RedCross” |〉, {〈| id == ”003”,name == ”Alice” |〉,

〈| id == ”004”,name == ”Bob” |〉})}
23'0$(-/ ===*"? 2,' !"#$"% (&5'* $,' (&.-#-"+* #,&04'* $" $,' ('!-#&. %'#"%!



 !"! #$%%&'( )*

; SecureMRChangeContentsP2

Input x? = 〈| contents == ”sick”, recordnb == ”meddata1” |〉

Input newcontents? = ”cured”

Input session? = ”sess2”
 !" #$# %&''((# )*# '!+,-!+$%(# ./( $*.(0-$.1 !2 ./( +(#$')3 -('!-#4

Medrecord ′ == {〈| contents == ”cured”, recordnb == ”meddata1” |〉,

〈| contents == ”severe”, recordnb == ”meddata2” |〉},
5. +()*% ./). ./( '&--(*. )''(%% '!*.-!3 -&3(% )33!6 )*1 #!'.!- .! 7!$* ./( /!%,$.)3

!2 )*1 ,).$(*.4 8!*%.-)$*. 9 !"# $%&'()!* !& '!)(#+): $% ./&% &%(3(%%;

<&- ),,-!)'/ %&,,!-.% ./-(( =$*#% !2 >)3$#).$!* )'.$>$.$(%? @)A )*%6(-$*0 %.)*B

#)-# C&(-$(% )"!&. ./( )''(%% -&3(% @3()>$*0 !&. ./( '!*%.-)$*.%AD @"A '/('=$*0 ./).

) 0$>(* !,(-).$!* +)1 "( ,(-2!-+(# "1 ) 0$>(* &%(- $* ) 0$>(* %.).(D @'A %(C&(*'$*0

%(>(-)3 !,(-).$!*% 2!- 0$>(* &%(-% 2-!+ ) 0$>(* %.).(4 <&- %'(*)-$!% %/!6 ./). ./(
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<<Role>>

Director

<<Role>>

Supervisor 

<<Role>>

SystemAdministrator  <<Role>>

SystemUser 

<<User>>

Alice

<<User>>

Bob

<<User>>

John

<<User>>

Mark

<<UA>>

JohnA

<<UA>>

JohnU

<<UA>>

BobU

<<UA>>

BobS

<<UA>>

AliceU

<<UA>>

MarkD

<<SSD_RoleMutex>>

SSD1

<<DSD_RoleMutex>>

DSD

<<UA>>

MarkU

 !"#$% &'() *+%$+, $-.%+ /01 +%2/$/3!-0 -4 1#35 4-$ 36% 7%%3!0" +86%1#.%$

action Relation =

{(EntityDelete 7→ (Cancel1,Meetings)),

(EntityDelete 7→ (RemovePerson1,Persons)),

(EntityRead 7→ (Notify1,Meetings)),

(EntityCreate 7→ (AddMeeting1,Meetings)),

(EntityCreate 7→ (CreateMeeting1,Meetings)),

(EntityCreate 7→ (AddPerson1,Persons)),

(EntityUpdate 7→ (ChangeStart1,Meetings)),

(EntityUpdate 7→ (ChangeDuration1,Meetings)),

(EntityUpdate 7→ (ChangeName1,Persons)),

(AssocEndUpdate 7→ (Linkowner1,Persons)),

(AssocEndUpdate 7→ (Linkparticipants1,Persons)),

(AssocEndUpdate 7→ (LinkmeetingsOfOwner1,Meetings)),

(AssocEndUpdate 7→ (LinkmeetingsOfParticipant1,Meetings)),

(NotifyExecute 7→ (Notify1,Meetings)),

(CancelExecute 7→ (Cancel1,Meetings)), }



 !"! #$$%&'() *++%,-. .+ /--.'() 012345637 389:$%- ;<

 !"!=!< #>.'+( 2'-?9?>@&

 ! "#$%&'$#( #)*+&#*, %-# .#*"&!!&'$! '/ 0&12 324 *#/#* %' )5!%*)6% )6%&'$!2  +&$7

"8!% 5# #!%)5+&!-#( 5#%9##$ %-#!# )$( %-# )6%8)+ '.#*)%&'$! (#:$#( &$ %-# 6+)!!#!2

;8**#$%+<, '8* %''+!#% ('#! $'% .*'=&(# ) 1*).-&6)+ $'%)%&'$ #>.*#!!&$1 %-&! +&$72 ?%

"8!% 5# (#:$#( (&*#6%+< 8!&$1 %-# @ !<$%)>2 A-# /'++'9&$1 %)5+#, action Relation

#>.*#!!#! -'9 )5!%*)6% )6%&'$! )*# &$!%)$%&)%#( &$ #)6- 6+)!!2 0'* #>)".+#, )6%&'$

 !"#"$%&'&"& 6'**#!.'$(! %' ()!*&' &$ 6+)!! +&&"#!, )$( %' -&./0&1&23/! &$ 6+)!!

1&23/!2 A' )='&( $)"# 6'$B&6%! &$ %-# @ !.#6&:6)%&'$, '.#*)%&'$ $)"#! )*# !8C>#(

9&%- DEF )$( 6+)!! $)"#! 9&%- D!F2 ?% "8!% 5# $'%#( %-)% %-# .*#=&'8! %)5+# ('#!

$'% #>.+)&$ 9-)% 45''6**&33 !%)$(! /'*2 A-&! &! 5#6)8!# 45''6**&33 6'**#!.'$(! %'

!#=#*)+ )5!%*)6% '.#*)%&'$!2 A-&! &! (#%)&+#( &$ action Inherits 2 A-# %)5+# )+!'

(#:$#! 633/* !7897)"& )! ) !.#6&)+ 6)!# '/  !"#"$897)"&2

action Inherits = {(EntityRead 7→ EntityFullAccess),

(EntityUpdate 7→ EntityFullAccess),

(EntityCreate 7→ EntityFullAccess),

(EntityDelete 7→ EntityFullAccess),

(AssocEndUpdate 7→ EntityUpdate)}
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perm Assignment ==

{ ((”001”, ”Alice”,SystemUser), (”OwnerMeeting”,Cancel1,Meetings)),

((”001”, ”Alice”,SystemUser), (”OwnerMeeting”,ChangeDuration1,Meetings)),

((”001”, ”Alice”,SystemUser), (”OwnerMeeting”,ChangeStart1,Meetings)),

((”001”, ”Alice”,SystemUser), (”UserMeeting”,CreateMeeting1,Meetings)),

((”001”, ”Alice”,SystemUser), (”UserMeeting”,Notify1,Meetings)),

. . .

((”002”, ”Bob”,Supervisor), (”OwnerMeeting”,Cancel1,Meetings)),

((”002”, ”Bob”,Supervisor), (”SupervisorCancel”,Cancel1,Meetings)),

((”002”, ”Bob”,Supervisor), (”UserMeeting”,Notify1,Meetings)),

. . .

((”003”, ”John”,SystemAdministrator), (”UserManagement”,AddPerson1,Persons)),

((”003”, ”John”,SystemAdministrator), (”UserManagement”,Linkowner1,Persons)),

. . .
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 !"#$%' 3- 4#+- ,% 5.-%6 -01- -0!+ -1,2% 6.%+ 5.- $%/%$ -. 7.5-%8-#12 7.5+-$1!5-+'

3-+ !5/.$41-!.5 !+ -0#+ 91$-!12'

:0% +%7#$!-; <%$5%2 6%=5%+ 1 "%5%$!7 .9%$1-!.5> 514%6 &$#'($)*$(!+,-"> ?0!70

-1<%+ 1+ 1$"#4%5-+ 1 #+%$> !-+ #+%$ !6> 1 $.2%> 1 +%++!.5> 1 9%$4!++!.5> 15 1-.4!7

17-!.5 156 1 $%+.#$7% 156 70%7<+ -01- @1A -0% #+%$ !+ 2.""%6 !5 -0% +%++!.5 ?!-0 -0%

"!B%5 $.2%> 156 @,A -01- -1,2% *$(. /00,1".$"+ 1#-0.$!C%+ -0!+ 17-!.5 /.$ -0% #+%$

!5 -0% "!B%5 $.2%' :0!+ 6%=5!-!.5 ./ &$#'($)*$(!+,-" !+ 17-#122; 1 9$%7.56!-!.5 -01-

4#+- ,% +1-!+=%6 /.$ -0% 17-!.5 -. -1<% 9217%'

SecureOperation

ΞSessionRoles; ΞPermissionAssignment

session? : SESSION ; resource? : RESOURCE ; atm action? : ATM ACTION

role? : ROLE ; user? : USER; uid? : USERID ; permission? : PERMISSION

(session?, user?) ∈ session User

(role?, session?) ∈ session Role

((uid?, user?, role?), (permission?, atm action?, resource?)) ∈ perm Assignment

 !"!# $%&'%&( )*+, -*./01 2*3415

:0% 21+- +-%9 !5 -0% 9$%91$1-!.5 ./ -0% D +9%7!=71-!.5 2!5<+ -0% D +9%7!=71-!.5+ ./

,.-0 4.6%2+'  !$+-> .5% 4#+- $%21-% -0% -;9%+ 199%1$!5" !5 ,.-0 4.6%2+' E%$%> -0%

7.5+-$1!5- .5 )2"$(3$$+,"1 7.491$%+ -0% 514% ./ -0% .?5%$ -. -0% #+%$ 9%$/.$4!5"

-0% 7157%2 .9%$1-!.5' :0!+ $%F#!$%+ -01- 514% 156 #+%$ 01B% 7.491-!,2% -;9%+' 35

.#$ %81492%> -0!+ !+ 6.5% ,; $%6%=5!5" -;9% 4&56 1+ 1 &7689:'

USER == STRING



 !"! #$%&'(%)$ )* (+, -.,/%0/'(%)$ 1"

 ! !"#$ %&#'!( $)*+,) -),$#&'$ &. !") .+'*!#&'/0 &%),/!#&'$ */' 1) 2)3')24 5&, )6/78

%0)( !") $)*+,) -),$#&' &.  !!"#$%&'$&!( #'*0+2)$ )!&*+!,-!+'"#.$ /'2  !!"#$%&'$&!(

9:#-)' #' ;)*!4 <4<4=4>?4 @"/! !") &%),/!#&' /*!+/00A 2&)$ #$ *&7%0)!)0A 2)3')2

#' !") .+'*!#&'/0 &%),/!#&' 9#4)4(  !!"#$%&'$&!(?4 ;& !") $)*+,) &%),/!#&' $#7%0A

/22$ $)-),/0 *")*B$ !& /00&C !") &%),/!#&' !& !/B) %0/*)4 D")$) *")*B$ !/B) !")

.&,7 &. /22#!#&'/0 %,)*&'2#!#&'$4 D")$) ,)E+#,) !") /!&7#* /*!#&' !& 1) /'$&!(0

/'2 !") ,)$&+,*) !& 1) 1!!"#$%24 D")A /0$& ,)E+#,) !"/! #'%+! %/,/7)!),  !!"#$%3

*&,,)$%&'2$ !& /' )6#$!#': 7))!#':( C"#*" /00&C$ !& ,)!,#)-) #!$ &C'),4 D") 0/$!

*&'2#!#&' #'*0+2)$ !") *&'!)6!+/0 *&'$!,/#'! 9+$), #$ &C'),?4 ;#'*) !"#$ *&'$!,/#'!

&'0A /%%0#)$ .&, ,4$!+1!!"#$% /'2 '&! .&, )*-!+5#2.+/'$&!(( #! &'0A /%%0#)$ #. !")

,&0) #$ '&! ;+%),-#$&,4

Securemeetingcancel

SecureOperation

meetingcancel

atm action? = Cancel1
resource? = Meetings

meeting? ∈ Meeting

role? 6= Supervisor ⇒ (user? = (owner(meeting?)).name)

)!&*+! !!"#$%&'$&!( "/$ / 0/,:) '+71), &. #'%+! %/,/7)!),$4 F/'A &. !")$)

%/,/7)!),$ */' 1) 2)2+*)2 .,&7 / $+1$)! &. !") #'%+! %/,/7)!),$ 9"),) 2!22#.$3 /'2

 !!"#$%3? /'2 !") %,)*&'2#!#&'$ &. !") &%),/!#&'4 G%),/!#&' )!&*+! !!"#$%&'$&!(6

/*!+/00A "#2)$ !") +$)0)$$ %/,/7)!),$4 H' I( !") "#2) &%),/!#&' 9\? )6#$!)'!#/00A
E+/'!#3)$ !") "#22)' -/,#/10)$4 D"#$ 7)/'$ !"/! !") I /'#7/!&, C#00 "/-) !& 3'2 /

-/0+) .&, )/*" &. !") "#22)' %/,/7)!),$4

Securemeetingcancel2 == Securemeetingcancel \ (userid?,
user?, atm action?, resource?, permission?, role?)

J+,,)'!0A( $)*+,) &%),/!#&'$ /,) 2)3')2 7/'+/00A4 ;!#00 !"#$ 2)3'#!#&' #$ *&7%0)!)0A

$A$!)7/!#* /'2 / $#:'#3*/'! %/,! */' 1) /+!&7/!)2( +$#': /22#!#&'/0  **)0)& !,/'$8

.&,7/!#&'$ &. !") 2#/:,/7 &. 5#:4 >4K4

 !" #$%&'(%)$ )* (+, -.,/%0/'(%)$

L/$)2 &' !") ,)$+0!#': I $%)*#3*/!#&'( C) */' +$) !") M/N/ /'#7/!&, !& %),.&,7

$!/!#* 9E+),#)$? /'2 2A'/7#* /'/0A$)$ 9/'#7/!#&'$? &. !") $)*+,#!A %&0#*A4

M/N/ */' )6)*+!) /' &%),/!#&' C"&$) #'%+! %/,/7)!),$ /,) .+00A #'$!/'!#/!)24 H!

*")*B$ !") %,)*&'2#!#&'$( *&7%+!)$ !") ,)$+0!#': $!/!) /'2 *")*B$ !"/! !") ,)$+0!#':

$!/!) #$ #' /**&,2/'*) C#!" /00 %&$!*&'2#!#&'$ &. !") &%),/!#&' /'2 C#!" !") $!/!)

#'-/,#/'!$4 D") +$), 7/A /0$& &7#! $&7) #'%+! %/,/7)!),$( +$#': !") "#2#': &%),8

/!&,4 H' !"/! */$)( M/N/ $)/,*")$ .&, -/0+)$ C"#*" C#00 $/!#$.A !") %,)8*&'2#!#&'$ &.

!") &%),/!#&' /'2 *"&&$)$ &') &. !")$)4 D"#$ ,)E+#,)$ !") $)/,*" $%/*) !& 1) 3'#!)(



 !"#$%&'( !) * +,-$.'/ 0112.'& 31( &#' 4$25/$&516 17 8'9:(5&; <12595'.

 !" #$ %% &!'()*+ ,! -*& #&.(&% /& /0%% &12%'0- 3'-* 4& -(5&# '4 6 7 -'  ! %87& -*&

9 #2&:0;: -0'!+

 !"!# $%&'(&) *+ ,-& .&/%'(,0 1*2&3

<& #- 5- '(5  ! %8#0# 38  #=0!) #'$& .(&50&#> 0!#205&" 38 -*& '!&# '4 ?&:(5&@

ABCD EF #0!  ! "#$ GHHIJK#&& ?&:-+ L+G+MN+ O*&#& .(&50&#  5& $ 0!%8 3 #&" '! -*&

 !"# $%%&'(#!() - 3%& KP0)+ L+GN+

Q <* -  5& -*&  -'$0:  :-0'!#  ##':0 -&" -'  )0R&! 5'%&S

Q <*0:* 5'%&# : ! 2&54'5$  )0R&!  -'$0:  :-0'!S

P'5 & :* '4 -*&#& .(&50&#>  :'55&#2'!"0!) 9 '2&5 -0'! * # 3&&! "&;!&"+ ?0!:& -*&

.(&50&# "'!T- "&2&!" '! -*&  22%0: -0'!> -*& 9 '2&5 -0'!#  5&  %#' 5&(# 3%&+ P'5

&1 $2%&> %&- (# .(&58 /*0:* 5'%&# $ 8 2&54'5$ -*& : !:&% '2&5 -0'! (#0!) #:*&$ 

*+,-.,)!$/)&0(%$',&(%)10-! /*0:* / # 25&#&!-&" 0! ?&:-0'! U+V+U+ 6 7  !#/&5# -* -

-*5&& 5'%&# : ! 2&54'5$ -*0#  :-0'!  !" 5&2'5-# '! -*&  ##':0 -&" 2&5$0##0'!#+ D

:%'#&5 %''=  - -*& "0 )5 $# 5&R& %# -* - '!& '4 -*&#& 2&5$0##0'!# 0#  ##':0 -&" -'  

:'!#-5 0!-+

; EvaluateActionsAgainstRoles[atm action? := Cancel1]

z roleAction! ==

{ (Director , (”OwnerMeeting”,Cancel1,Meetings)),

(Supervisor , (”OwnerMeeting”,Cancel1,Meetings)),

(Supervisor , (”SupervisorCancel”,Cancel1,Meetings)),

(SystemUser , (”OwnerMeeting”,Cancel1,Meetings))}

D #&:'!" #&50&# '4 .(&50&# :'!#0"&5 -*& /*'%& #&- '4 5(%&#+ O*&8 *&%2 0"&!-048

)&!&50: W /# 0! -*& #&:(50-8 2'%0:8+

Q D5& -*&5& "(2%0: -& 5'%&#> 0+&+> -/' 5'%&# /0-* -*& # $& #&- '4  -'$0:  :-0'!#S

Q X' -/' 2&5$0##0'!# 'R&5% 2S

Q ,# -*&5&  !  -'$0:  :-0'! -* - &R&58 5'%& $ 8 2&54'5$S

Q ,# -*&5&  !  -'$0:  :-0'! -* - !'3'"8 $ 8 2&54'5$S

P'5 &1 $2%&> -*& 4'%%'/0!) .(&58 5&2'5-# -* - 2. !"+&%0"  !" 23%)!#4%!"  5& "(2%0@

: -& 5'%&#+ ,- $& !# -* - -*&8 * R& -*& # $& 250R0%&)&# 0! - 3%&  !"# $%%&'(#!()+

?-0%%  :%'#&5 %''=  - -*& "0 )5 $# #*'/# -* -  :'!-&1-( % :'!#-5 0!- 5&#-50:-# -*&

50)*-# '4 23%)!#4%!"> /*0:* Y(#-0;&# -*& &10#-&!:& '4 3'-* 5'%&#+

; FindDuplicateRoles

z role1! == Supervisor , z role2! == SystemUser
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 !" #$!"%&  !"#$%&'!()*+,-'+. '()) *" +,"#"-."/ (- 0"$.(1- 23435 16 7!&+.", 23

 !" 61))1'(-8 9:",; )11<# 61, 1+",&.(1-# .!&. &," &)'&;# *)1$<"/ *; .!" #"$:,(.;

+1)($;3 =. ,">"&)# .!&. ?"%1>"@"".(-8 (# -1. &$$"##(*)"3 A$.:&));B ?"%1>"@"".(-8

(# %"&-. .1 *" :#"/ &# & +&,. 16 /++*!"0()"(+'3 01 (. (# -1,%&) .!&. -1 ,1)" !&#

&$$"## .1 .!(# 1+",&.(1-3

; AccessNobody

z action! == RemoveMeeting1

=. %:#. *" -1."/ .!&. .!" #&%" 9:",("# &," #:++1,."/ *; 0"$:,"@CDAB *:. .!&.

(. 1-); &-#'",# E;"#F 1, E-1F3 G" 61:-/ (. :#"6:) .1 +,1>(/" '(.-"##"# '!"- .!"

&-#'", (# +1#(.(>"B *"$&:#" (. #+""/# :+ .!" /"*:88(-8 +,1$"##3

 !"!# $%&'()* +&',%-.- / 01()&', 2.3'4)15-

 !" 9:",("# 16 .!" +,">(1:# #"$.(1- &," 16 #.&.($ -&.:," &-/ /1 -1. .&<" (-.1 &$$1:-.

.!" $1-."H.:&) $1-#.,&(-.# &##1$(&."/ .1 +",%(##(1-#3 01 .!"; /1-I. *"-"J. 6,1% 1:,

(-."8,&.(1- 16 .!" 6:-$.(1-&) &-/ #"$:,(.; %1/")#3 =- .!(# #"$.(1-B '" '()) +",61,%

/;-&%($ 9:",("#B &-(%&.(-8 #"9:"-$"# 16 &$.(1-# '!($! $1,,"#+1-/ "(.!", .1 -1%(-&)

*"!&>(1,# 1, .1 +1##(*)" &..&$<#3

A)) &-(%&.(1-# 16 .!(# #"$.(1- ,"); 1- &- (-(.(&) #.&." '!"," #1%" #"##(1-# &,"

+,"/"J-"/3 K(83 L3M 8(>"# (-61,%&.(1- &*1:. .!"#" #"##(1-#3

0"##(1- N#", ?1)"#

#"##4 A)($" 0;#."%N#",

#"##O P1* 0:+",>(#1,B 0;#."%N#",

#"##M Q1!- 0;#."%A/%(-(#.,&.1,B 0;#."%N#",

#"##R @&,< S(,"$.1,

K(8:," L3MT 0"##(1-# '(.! .!"(, :#",# &-/ ,1)"#

MeetingOfAlice  : Meeting

start = 1

duration = 10

Alice : Person

name = 'Alice'

Bob : Person

name = 'Bob'

Owner link

K(8:," L3RT C*U"$. /(&8,&% 61, .!" %"".(-8 #$!"/:)",

K(,#.B '" "H+)1," -1%(-&) *"!&>(1,#3 C:, J,#. 81&) (# .1 J-/ & #"9:"-$" 16 &$V
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 !"#$ %&!'& %!(( ()*+ ,$  "  &) -,#' !"#*( $ * ) +).!' )+ !# /!01 2131 4&!$ 5)6,!5)$  "

'5)* )  %" .)5$"#$7 "#) 8)) !#07 *#+  &5)) (!#9$1 :)5$"#$ 8,$ ;) '5)* )+ ;<  &)

$<$ )8 *+8!#!$ 5* "5 =!1)17 >"&# !# $)$$!"# ?@7  &)#  &) 8)) !#0 *#+ ! $ (!#9$ %!(( ;)

'5)* )+ ;< A(!') =$)$$!"# B@1 4&!$ '"55)$."#+$  "  &) -"(("%!#0 >*C* *#!8* !"#1

; SecurePersonAddPerson2[session? := ”sess3”,

person? := 〈| name == ”Alice” |〉]

; SecurePersonAddPerson2[session? := ”sess3”,

person? := 〈| name == ”Bob” |〉]

; SecuremeetingcreateMeeting2[session? := ”sess1”,

meeting? := 〈| start == 1, duration == 10 |〉,

owner? := 〈| name == ”Alice” |〉]

; SecuremeetingLinkmeetingsOfParticipant2[ $)$$!"#D EF G$)$$BG7

meeting? := 〈| start == 1, duration == 10 |〉,

person? := 〈| name == ”Bob” |〉]

4&!$ *#!8* !"# .5"'))+$ %! & $,'')$$1 A' ,*((< ! '"H)5$ * #"8!#*( ;)&*H!"5

%&!'& !#'(,+)$ $)H)5*( ,$) '*$)$ "- /!01 I1IE '5)* ) * .)5$"#7 '5)* ) * 8)) !#07 *++

.*5 !'!.*# $1

J) .5"'))+ ;<  5<!#0  " '*#')(  &) 8)) !#01 4&!$ %!(( H*(!+* )  &) '"# )K ,*(

'"#$ 5*!# 1 /!5$ 7 %) ,$)  &) $)$$!"# "- >"&#  " .)5-"58  &!$ *  )8. 1 L!#') >"&# !$

#)! &)5 $,.)5H!$"5 #"5  &) "%#)5 "-  &) 8)) !#07  &!$ *  )8. $&",(+ -*!(1 A#+  &!$

!$ )K*' (< %&* &*..)#$1

; Securemeetingcancel2[session? := ”sess3”,

meeting? := 〈| start == 1, duration == 10 |〉]

No solutions

J)  &)#  5<  &) $*8) ".)5* !"#7 ,$!#0  &) $)$$!"# "- A(!')7  &) "%#)5 "-  &)

8)) !#01 4&!$  !8)7  &) ".)5* !"# $,''))+$ *#+  &) $) "- 8)) !#0$ !$ )8. < *- )5

 &) ".)5* !"#1

; Securemeetingcancel2[session? := ”sess1”,

meeting? := 〈| start == 1, duration == 10 |〉]

Meeting ′ == {}, . . .

4&)$) *#!8* !"#$ !#'5)*$) ",5 '"#M+)#')  &* %) )K.5)$$)+  &) 5!0& 5,() *#+

 &) 5!0& '"#$ 5*!# 1 A#" &)5 #"8!#*( ;)&*H!"5 !$  " +)() ) $"8) .)5$"#1 N) ,$

'"#$!+)5  &* A(!') &*$ ()-  &) '"8.*#< *#+  &* %) 8,$ +)() ) ";O)' A(!')7 $ *5 P

!#0 -5"8  &) $ * ) "- /!01 2131 Q#(< $<$ )8 *+8!#!$ 5* "5$ *5) *(("%)+  " 5)8"H) *

.)5$"#7 $"  &!$ %!(( ;) .)5-"58)+ ;< >"&# !# $)$$!"# ?1

; SecurePersonRemovePerson2[session? := ”sess3”,

person? := 〈| name == ”Alice” |〉]

No solutions
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 !"! #$%&#'( ')!' ')$ &%$#!'*&+ ,!*-$./ 01'2!--34 ')*( *( .2$ '& ')$ ,!1' ')!'

.$-$'*+5 0-*1$ -$!.( '& )!6$ ! 7$$'*+5 8*')&2' &8+$#4 8)*1) *( ,&#9*..$+ 93 ')$

1-!(( .*!5#!7 :$6$#3 7$$'*+5 )!( &+$ !+. &+-3 &+$ &8+$#;/ <& ')$ ,2+1'*&+!- 7&.$-

#$=2*#$( '& >#(' 1!+1$- 0-*1$?( 7$$'*+5 !+. ')$+ #$7&6$ 0-*1$/ <*+1$  &)+ *( !.7*+@

*('#!'&#4 )$ )!( +& #*5)' '& 1!+1$- 0-*1$?( 7$$'*+5/ <*+1$ 0-*1$ )!( -$,' ')$ 1&7%!+34

8$ +$$. ')$ )$-% &, ! (2%$#6*(&#4 )$#$ A&9 *+ ($((*&+ B/ C&8 ')$ ,&--&8*+5 ($=2$+1$

&, &%$#!'*&+( 8*-- (211$$./

; Securemeetingcancel2[session? := ”sess2”,

meeting? := 〈| start == 1, duration == 10 |〉]

; SecurePersonRemovePerson2[session? := ”sess3”,

person? := 〈| name == ”Alice” |〉]

D)*( !+*7!'*&+ 1&+6*+1$( 2( ')!' *' 8!( 2($,2- '& 1#$!'$ #&-$ <2%$#6*(&# *+ &2#

($12#*'3 %&-*134 &')$#8*($4 ')$ ($12#*'3 #2-$ 8&2-. 7!E$ *' *7%&((*9-$ '& #$7&6$ !

2($# 8)& )!( -$,' ')$ 1&7%!+3/ F+$ 7!3 8&+.$# 8)$')$# #&-$ G*#$1'&# 1&2-. 9$

2($. '& 1!+1$- ')$ 7$$'*+5 !+. ')$+ #$7&6$ ')$ %$#(&+/ A2' ')$ !+*7!'&# #$%&#'(

')!' ')$ G*#$1'&#4 8)& *( +$*')$# (2%$#6*(&# +&# ')$ 7$$'*+5 &8+$#4 7!3 +&' 1!+1$-

0-*1$?( 7$$'*+5/ D)*( 7!3 (255$(' '& 7&.*,3 ')$ .$>+*'*&+ &, G*#$1'&# !+. 7!E$

)*7 *+)$#*' ,#&7 <2%$#6*(&# :92' ')*( 8*-- 1&+H*1' 8*') ')$ <<G 1&+('#!*+';/

F')$# !+!-3($( &, +&7*+!- 9$)!6*&#( 1!+ '$(' <<G !+. G<G 1&+('#!*+'(/ I&#

$J!7%-$4 ')$ ,&--&8*+5 !+*7!'*&+ ()&8( ')!' ')$ <<G 1&+('#!*+' 8&#E( !( $J%$1'$.

; AddRole[user? := ”Mark”, role? := SystemAdministrator ]

; AddRole[user? := ”Mark”, role? := Supervisor ]

No solutions

!+. ')$ ,&--&8*+5 &+$ 5*6$( ! (*7*-!# #$(2-' ,&# G<G

; NewSession[session? := ”sess5”,

user? := ”Mark”, role? := Director ]

; AddSessionRole[session? := ”sess5”,

user? := ”Mark”, role? := SystemUser ]

No solutions

D)$ 12##$+' '&&- (2%%&#'( !+ $-$7$+'!#3 .$>+*'*&+ &, G<G 8)*1) ,&#9*.( (*72-@

'!+$&2( 2($ &, 1&+H*1'*+5 #&-$( *+ ')$ (!7$ ($((*&+/ K&#$ $-!9&#!'$ 6$#(*&+( &, G<G4

8)*1) 1&+(*.$# +&+@(*72-'!+$&2( 2($ .2#*+5 ')$ (!7$ ($((*&+ &# .2#*+5 ')$ -*,$@131-$

&, !+ &9L$1' 8*-- 9$ ('2.*$. *+ ,2'2#$ 8&#E/

M-$!($ +&'$ ')!' 8$ 8*-- 1&7$ 9!1E '& ')$ (1)$7!(  !!"#$%4 &%'(%))*#+4 !+.

 !!(%))*#+"#$% *+ N)!%'$# O '& %#&6*.$ ')$*# 2+.$#-3*+5 .$'!*-(/
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 !"!# $%&'()& *+,-./0 -,-1+2)2

 ! "#$%&!  ! "#$ '(()*+ ,-./0-1234 &% /%-5 -6$7/$8&!9 :/-0&-% ;<&.< 5-=-!5 >! $

9&6-! .>!8-?8@ AB&6-! $ %8$8-+ ;<&.< 0>7- %<>/75 8$C- $ 9&6-! /%-0 8> =-0D>0E $

9&6-! $.8&>! >! $ 9&6-! 0-%>/0.-FG H>0 -?$E=7-+ ;<&.< 0>7- %<>/75 8$C- #>I 8>

.$!.-7 47&.-J% E--8&!9F

K<&% 0-%/78 5>-% !>8 >!7L 5-=-!5 >!  !"# $%%&'(#!()+ I/8 $7%> >! 8<- ./00-!8

%8$8- >D 8<- 5$8$@ M- .$! $%C $ %&E&7$0 :/-0L &! N+ IL 5-O!&!9 8<- D>77>;&!9 >=-0$P

8&>!@

RoleNeededForMeetingCancel == (NewSession \ (role?))
o

9
(Securemeetingcancel2)

*+,!-!!.!./+"0!!)&('12(3!, O0%8 .0-$8-% $ !-; %-%%&>!+ $!5 8<-! /%-% 8<&% %-%%&>!

8> .$!.-7 8<- E--8&!9@  8 <&5-% &!=/8 =$0$E-8-0 "+,!4 %> 8<$8 Q$R$ E/%8 O!5 $ 0>7-

;<&.< %$8&%O-% 8<- =0-.>!5&8&>!% >D I>8< >=-0$8&>!%@ M<-! ;- .$77 8<&% >=-0$8&>!+

$.8&!9 $% /%-0 #>I+ &8 $.8/$77L 7-$5% 8> $ 0-%/78&!9 %8$8- ;<-0- 8<- %-8 >D E--8&!9% &%

-E=8L@ 4 .7>%-0 7>>C $8 8<- %8$8- %<>;% 8<$8 %-%%&>! S ;$% .0-$8-5 ;&8< #>I $% /%-0+

$!5 &! 8<- 0>7- >D ,/=-06&%>0@ K<&% $!%;-0% >/0 :/-%8&>!T #>I E$L .$!.-7 47&.-J%

E--8&!9 &D <- 7>9% &! $% $ %/=-06&%>0@

; RoleNeededForMeetingCancel [session? := ”sess6”,

user? := ”Bob”,

meeting? := 〈| start == 1, duration == 10 |〉]

Meeting ′ == {}, . . .

session Role ′ == {. . . , (Supervisor , ”sess6”)},

session User ′ == {. . . , (”sess6”, ”Bob”)},

 !"!3 4'%*+/,5 -, 6''-07 40),-&/8

 !8-90&8L >D E--8&!9% &% $! &E=>08$!8 %-./0&8L =0>=-08L ;- ;$!8 8> -!D>0.- >! >/0

&!D>0E$8&>! %L%8-E@ U-8 /% !>; D>./% >! /%-0 Q><!+ ;<> E$L =7$L 8<- 0>7- >D 56%7

)!#$.#&(&%)"2)+" $!5 56%)!#8%!"@ H>0 %>E- E$7&.&>/% 0-$%>!+ Q><! ;$!8% 8> .$!.-7

8<- E--8&!9 >D 47&.-@ ,&!.- Q><! E$L =7$L 8;> 5&V-0-!8 0>7-%+ ;- .$! $%C ;<&.< 0>7-

<- %<>/75 /%- 8> .$!.-7 8<- E--8&!9 W$% ;- 5&5 D>0 #>I &! 8<- =0-6&>/% %-.8&>!X@

; RoleNeededForMeetingCancel [session? := ”sess7”,

user? := ”John”,

meeting? := 〈| start == 1, duration == 10 |〉]

No solutions

4% -?=-.8-5+ 8<- %L%8-E $!%;-0% 8<$8 Q><! &% !>8 $77>;-5+ &! $!L >D <&% 0>7-% 8>

=-0D>0E 8<&% $.8&>!@  ! ,-.8@ S@Y@Z+ ;- $70-$5L :/-0&-5 ;<&.< 0>7-% $77>; 8> =-0D>0E

$.8&>! [$!.-7Z W/%&!9 9:2,;2)!$3)&+(%$'2&(%)*+,!%X+ $!5 D>/!5 8<$8 &8 0-:/&0-% 0>7-%

56%)!#8%!"+ ,/=-06&%>0+ >0 \&0-.8>0@ Q><! E$L >!7L /%- 0>7- ,L%8-E]%-0 8> .$!.-7
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 !" #"" $%&' () * +,-."/ ,--0 * 1$&2 324  ",,. ).  !* 5"/#$..$-%  !"#$%&$$'(#)*

/"6)$/". 7-!%  - ("  !" -8%"/ -9  !" #"" $%&2 :!$. ";5,*$%. 8!< !" $. %- *,,-8"=  -

+*%+",  !" #"" $%&2 :!$. *,.- .)&&". .  !* 7-!% #*< &"  !$. 5"/#$..$-% $9 !" (">

+-#". -8%"/ -9  !" #"" $%&2 :!$. /"6)$/". * #-/" ",*(-/* " *  *+0 8!"/" 7-!% ?/. 

("+-#". -8%"/ -9  !" #"" $%& *%=  !"% +*%+",. $ 2 :!" 9)%+ $-%*, #-=", 5/-@$=".

 8- #" !-=.  - +!*%&"  !" -8%"/ -9  !" #"" $%& A."" 1$&2 324BC +(#,-$$'(#).!/!"#$%

$% +,*.. &$$'(#) *%= +(#,0"#$% $% +,*.. 1$%.0#2

D" ). +!"+0 8!$+! /-,". #*< )."  !"." -5"/* $-%.C

; EvaluateActionsAgainstRoles[

atm action? := LinkmeetingsOfOwner1]

z roleAction! ==

{ (Director ,

(”OwnerMeeting”,LinkmeetingsOfOwner1,Meetings)),

(Supervisor ,

(”OwnerMeeting”,LinkmeetingsOfOwner1,Meetings)),

(SystemUser ,

(”OwnerMeeting”,LinkmeetingsOfOwner1,Meetings))}

E-%" -9  !"." 5"/#$..$-%. *55,< 9-/ 7-!%' ("+*)." !" #*< -%,<  *0"  !" /-,"

23.'$-4.$% $%  !$. ,$. ' *%= $%  !* +*."' !" #). ("  !" -8%"/ -9  !" #"" $%&2 F5>

"/* $-%  !"#$%"&' +-//".5-%=.  -  !" - !"/ "%= -9  !" *..-+$* $-%2 G .$#$,*/ 6)"/<

#*< (" 5"/9-/#"=2

; EvaluateActionsAgainstRoles[atm action? := Linkowner1]

z roleAction! ==

{ (Director , (”UserManagement”,Linkowner1,Persons)),

(SystemAdministrator ,

(”UserManagement”,Linkowner1,Persons))}

MeetingOfAlice  : Meeting

start = 1

duration = 10

Alice : Person

name = 'Alice'

Bob : Person

name = 'Bob'

John : Person

name = 'John'
Owner link

1$&)/" H2IC G%- !"/ F(J"+ =$*&/*# 9-/  !" #"" $%& .+!"=),"/



 !"#$%&'() *+ , -./%0(1 23340(' 53) '$( 6%471%'738 39 :(;<)7'= >347;7(0

 ! "!#$ %&' ()*+!*% &,-.!$  !"#$%"&' &/ ()*+&,-.,!"!*+'/+$'0 1#./ &,-.!$ *)2

34.*)/ -! 5*/- ,*)&-) &$ !67),- !+ ,8&// 0&'*$" ,!**)/(!$9.$: -! "!#$0 "!#$ 6).$:

/'/-)% &9%.$./-*&-!*; #) %&' ,*)&-) -#./ !67),-; 4/.$: /)//.!$ /)//<0 =!-) -#&- -#)

,!$/-*&.$- $%"&' !* / 1/'+!2!1/"+ >&/ $!- .$,849)9 .$ !4* ? /(),.5,&-.!$/0 1#) ,4*2

*)$- @.:0 A0B 9!)/ $!- +48588 -#) ,!$/-*&.$- C!>$)* ./ & (&*-.,.(&$-C :.D)$ .$ E#&(-)* F0

; SecurePersonAddPerson2[session? := ”sess3”,

person? := 〈| name == ”John” |〉]

; SecurepersonLinkowner2[session? := ”sess3”,

person? := 〈| name == ”John” |〉,

meeting? := 〈| start == 1, duration == 10 |〉]

"!#$ ./ $!> -#) !>$)* !+ -#) %))-.$:; &/ /#!>$ .$ @.:0 A0B0 G).$: -#) !>$)*;

#) %&' $!> ,&$,)8 -#) %))-.$:0

; Securemeetingcancel2[session? := ”sess3”,

meeting? := 〈| start == 1, duration == 10 |〉]

Meeting ′ == {} . . .

1#) &--&,H !+ "!#$ #&/ /4,,))9)9I 1#./ %&' 6) ,!$/.9)*)9 &/ & J&> !+ -#)

/),4*.-' (!8.,'0 1#) %))-.$: /,#)948)* )K&%(8) >&/ 9./,4//)9 .$ /)D)*&8 &*-.,8)/;

&$9 9)5$)9 .$9)()$9)$-8' !+ !4* *)/)&*,# -)&%0 1! -#) 6)/- !+ !4* H$!>8)9:); -#./

(*!68)% >&/ $)D)* *)(!*-)9 6)+!*)0 L) +!*)/)) -#&- /.%.8&* (*!68)%/ >.88 #&(()$

.$  ),4*)MNO 9)/,*.(-.!$/ >#.,# 4/) ,!$-)K-4&8 ,!$/-*&.$-/0

1#) (*!68)% ./ -#&- ()*+&,-.,!"!*+'/+$' #&/ +488 &,,)// -! ,8&//  !"#$%; >#.,#

.$,849)/ -#) *.:#- -! %!9.+' &//!,.&-.!$ )$9/0 P$) /!84-.!$ ./ -! &99 &   Q ,!$2

/-*&.$- 6)->))$ ()*+&,-.,!"!*+'/+$' &$9 ()*+&,3*&'0 R)$,); "!#$ >.88 /-.88 6) &68)

-! 6),!%) !>$)* !+ -#) %))-.$:; 64- >.88 $!- 6) &68) -! 8!: .$ &/ ()*+&,3*&' .$

!*9)* -! 9)8)-) .-0

E4**)$-8'; 5$9.$: !4- &--&,H /,)$&*.!/ *)8.)/ !$ -#) &$&8'/-S/ /H.88/0 T):&*9.$:

,!$-)K-4&8 ,!$/-*&.$-/; >) 6)8.)D) -#&- -#./ /-49' ,&$ 6),!%) 34.-) /'/-)%&-., 4/2

.$: !4* 34)*' -!!8/ -! *)D.)> #!>; &$9 6' >#.,# *!8); -#) +4$,-.!$&8 /-&-) ,&$ 6)

%!9.5)9 -! ,#&$:) -#) !4-,!%) !+ -#)/) ,!$/-*&.$-/0

 ! "#$%&'()#$

1#./ ,#&(-)* #&/ &99*)//)9 -#) D&8.9&-.!$ !+ /),4*.-' (!8.,.)/ )K(*)//)9 &/ TGUE

*48)/ >.-# ,!$-)K-4&8 ,!$/-*&.$-/ 6&/)9 !$ & $)> ,&/) /-49'0  4,# ,!$/-*&.$-/ *)+)*

-! )8)%)$-/ !+ 6!-# /),4*.-' &$9 +4$,-.!$&8 %!9)8/; 4/.$: -#) /-&-) !+ -#) +4$,-.!$&8

%!9)8 &/ & ,!$-)K- -! :*&$- &,,)// *.:#-/0  )(&*&-.!$ !+ ,!$,)*$/ /4::)/-/ -*)&-.$:

-#) +4$,-.!$&8 &$9 /),4*.-' %!9)8/ .$ ./!8&-.!$0 M$+!*-4$&-)8'; >#)$ ,!$/-*&.$-/ )/2

-&68./# & 8.$H 6)->))$ -#)/) %!9)8/; D&8.9&-.!$ %4/- -&H) 6!-# %!9)8/ .$-! &,,!4$-0

U8/! >) (*)/)$-)9 !4* +!*%&8 34)*.)/ /.%.8&* -!  ),4*)NPVU -!!80 P$) +)&-4*)

!+  ),4*)NPVU *)%&.$/ 9.W,48- -! /4((!*-0  ),4*)NPVU ./ &68) -! *)(!*- -#) -)K-
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 ! "#$ 345 - '$67 8/+ 9 ),$%(:%*"( & ' $) & " *66 ; )/%# +$0$1(2("< -$%#*&()-).

*&' %*&  &6< $2*6/*"$ "#$ % &'("( & (& * =(2$& )"*"$7 8/+ "  6)$" (&%6/'$) * 6*+=$

&/->$+  ! "#$ ?/$+($) )/,, +"$' >< 3@A *&' @$%/+$48BCD (" %*& >$ $1"$&'$' " 

)/,, +" - )"  ! "#$ +$-*(&(&=  &$)7

E#$ *&(-*"( & "$%#&(?/$) ! + "#$ 2*6('*"( &  ! - '$6) () & " &$;. (" #*) >$$&

*,,6($' " F. $2$&" F. *&' 9 ! +-*6 - '$6)7 GF*+'$&  ! "#$ HIIJK #*2$ %("$' )$2$+*6

>$&$:")  ! *&(-*"(&= ! +-*6 - '$6)L

M A++ +) (& ! +-*6 ),$%(:%*"( &) %*& "*N$ "; ! +-). $("#$+  ;(&= " "#$ -*"#O

$-*"(%).  + " $++ +) (& "#$ +$?/(+$-$&") %*,"/+$ ,+ %$))7 @/%# $++ +) %*& >$

+$2$*6$' /)(&= *&(-*"( & "$%#&(?/$)7

M C&(-*"(&= ),$%(:%*"( &) $&)/+$) - +$ % &:'$&%$ "#*" "#$ +$?/(+$-$&") #*2$

>$$& %*,"/+$' ;$667 E#() () >$&$:%(*6 ! + > "# "#$ ),$%(:$+) *&' ! + %/)" -$+)

;# $1,$+(-$&" ;("# "#$ *&(-*"( &7

M P$&$+*66< "#$ %/)" -$+) ' & " N& ; "#$(+  ;& +$?/(+$-$&")7 C&(-*"( &

"$%#&(?/$) %*& ,6*< * 2("*6 + 6$ " #$6, "#$- N& ; ;#*" "#$< ;*&"7 Q& "#()

;*<.  &$ %*& *6) '(R$+$&"(*"$ >$";$$& "#$ /&'$)(+$' *&' "#$ '$)(+$' ,+ ,$+"($)

 ! * )<)"$- !+ - * /)$+ ,$+),$%"(2$7

4 +$ $1*-,6$)  ! *&(-*"( & (&%6/'$ GCS"O@*' /&$ T C-$/+ UVVWK "#*"  R$+) *&

*&(-*"( &  ! $2$&" F ! +-*6 - '$6)7 @(-(6*+6< *& "#$+ "  6 " *&(-*"$ * )/>)$"  !

9 ),$%(:%*"( &) &*-$' 9CX@ *,,+ *%# () ,+ , )$' (& GY(* HIIZK7 Q& "#$(+ *,,+ *%#

* ,+  ! *%"(2("< () %*++($'  /" /)(&= *&(-*"( & "$%#&(?/$7 X " )/+,+()(&=6<. "#$+$ *+$

)$2$+*6  "#$+ ,*,$+) )"/'<(&= "#$ *&(-*"( &  ! ! +-*6 ),$%(:%*"( &) *''(&= )$2$+*6

>$&$:") " "#$ /)$  ! ! +-*6 -$"# ')7 [ + $1*-,6$. " *&(-*"$ * - '$6. (" +$?/(+$)

/) " $1$%/"$ "#$ - '$6 ;#(%# (-,6(%("6< % &"+(>/"$) " "#$ 6*+=$ )%*6$ *,,6(%*>(6("<

 ! ! +-*6 6*&=/*=$)7 8/+ )# ;& *,,+ *%# () * )$?/$6  ! )/%# $&'$*2 +) *(-$' *"

(&"$=+*"(&= ! +-*6 & "*"( &) *" '$)(=& ,#*)$  ! ) !";*+$ '$2$6 ,-$&"7
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 !" #$%&'( )*+%,+-

 !"!" #$%&'()*+, -'.+/ 0'( 12 #%'3)4 #4%)'2

 !" C'$/ 1#"'< +$  !"#$"%&'(#&)$%*(+,-&.)%(/,0)0%,(1 /!)/ 9%(4#/"$ /!" $"/ %&

)/%(+9 )9/+%0$ )=)+0$/ ) =+."0 '%*"7 D%' "?)(4*": ;" ;)0/ /% E0%; /!" $"/ %&

)/%(+9 )9/+%0$ )$$+=0"- /% ) '%*" +0 ) $"9#'+/< 4%*+9<7

EvaluateRoleAuthorizedAtomicAction

ΞSets
role? : ROLE

ΞComputeAssignment

z atomicActions! : ROLE ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

role? ∈ -%( concrete Assignment

z atomicActions! = {prm : ')0 concrete Assignment |
(role?, prm) ∈ concrete Assignment • (role? 7→ prm)}



 !" #$%&'() *+ , -(' ./ 0%123%'2.4 56()2(7

 !" #"$%&'&()*+ ,&'( *-  !"#$"%&'(#&)$%*(+,-&.)%(/,0)0%,(1 )+$%.#"/ (!" /(&("

/$!"0& 2&%3 &+# &+ )+,.( 1&')&2%" +(#&4 *- (3," '56 4  !" /"( 2")+5 $*0,.("#

- "%(/,0)0%,(137 )/ & '"%&()*+ 6!)$! !&/ & (3," *- $'*// ,'*#.$( *- '*%" 6)(! &//*$)7

&("# ,"'0)//)*+/8 &(*0)$ &$()*+/8 &+# '"/*.'$"/4  !" ,'"#)$&(" ,&'( *- (!" *,"'&()*+

/$!"0& $!"$9/ (!&( (!" )+,.( '*%" :+(#&4; )/ &$(.&%%3 -'*0 (!" #*0&)+ *- '"%&()*+

0(10+&%& )33,81/&1%8 #"<+"# )+ 9(/:$%&)33,81/&1%4  !" '"%&()*+ - "%(/,0)0%,(137

)/ & $'*// ,'*#.$( *- '*%" 6)(! ,"'0)//)*+8 &(*0)$ &$()*+ &+# '"/*.'$"4  !./ (!"

*.(,.( ;- "%(/,0)0%,(137< 6*.%# 2" (!" /"( *- &%% ,*//)2%" 1&%."/ &//*$)&("# (* &

,&'()$.%&' '*%" :)4"48+(#&4; 6)(!)+ (!" /3/("0 /,"$)<$&()*+4 ="%*6 )/ &+ ">&0,%" *-

">"$.()+5 (!)/ /$!"0& 6!"'" &5&)+/( (!" '*%" 2$:&+!,3(+? @&A& !&/ #"(&)%"# &%% (!"

&(*0)$ &$()*+/ &.(!*')A"# (* )(4

JAZA >; EvaluateActionsAgainstRoles

Input atm action? = Supervisor

z atomicActions! == {(Supervisor ,

(”OwnerMeeting”,Cancel1,Meetings)),

(Supervisor ,

(”OwnerMeeting”,ChangeDuration1,Meetings)),

(Supervisor , (”OwnerMeeting”,ChangeStart1,Meetings)),

(Supervisor , (”OwnerMeeting”,LinkmeetingsOfOwner1,Meetings)),

(Supervisor ,

(”OwnerMeeting”,LinkmeetingsOfParticipant1,Meetings)),

(Supervisor ,

(”SupervisorCancel”,Cancel1,Meetings)),

(Supervisor , (”SupervisorCancel”,Notify1,Meetings)),

(Supervisor , (”UserMeeting”,AddMeeting1,Meetings)),

(Supervisor , (”UserMeeting”,CreateMeeting1,Meetings)),

(Supervisor , (”UserMeeting”,Notify1,Meetings))}

Sets

role : FROLE

user : FUSER

userid : FUSERID

session : FSESSION

resource : FRESOURCE

permission : FPERMISSION

atm action : FATOMIC ACTION

abs action : FABSTRACT ACTION

B)+$" (!" /(&(" /$!"0& 2&%3 &+# 9(/:$%&)33,81/&1% &'" 2")+5 '","&("#%3 )+7

$%.#"# )+ "1"'3 *,"'&()*+ /$!"0& *- (!)/ $!&,("'8 6" C./( '",'*#.$"# (!"0 !"'"4

D*(" (!&( (!" /$!"0& 2&%3 !&/ /"1"'&% $*0,*+"+(/4 E+ F!&,("' G )( !&/ 2""+ #"7

$*0,*/"# )+(* /"1"'&% /(&(" /$!"0&/ C./( -*' (!" /&9" *- $%&')(34



 !"! #$%&'( )*+%,+- ". 

ComputeAssignment

Sets

RoleInherits

ComputeActions

ActionsRelation

ActionAssignment

comp Assignment : ROLE ↔
(PERMISSION × ABSTRACT ACTION × RESOURCE )

abstract Assignment : ROLE ↔
(PERMISSION × ABSTRACT ACTION × RESOURCE )

concrete Assignment : ROLE ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

comp Assignment = {r :  !" action Assignment ; x : role;
a : #$% action Assignment | ((x 7→ r) ∈ ((role Inherits+)

∪(& role))) ∧ ((r 7→ a) ∈ action Assignment)
• (x 7→ a)}

abstract Assignment = {r :  !" comp Assignment ; p : permission;
asup, asub : abs action; rsrc : resource | (r 7→ (p, asup, rsrc))

∈ comp Assignment ∧ ((asub 7→ asup) ∈ ((action Inherits+)
∪(& abs action))) • (r 7→ (p, asub, rsrc))}

concrete Assignment = {r :  !" comp Assignment ; p : permission;
aa : abs action; atm : atm action; rsrc : resource

| (r 7→ (p, aa, rsrc)) ∈ abstract Assignment ∧
(aa 7→ (atm, rsrc)) ∈ comp Actions • (r 7→ (p, atm, rsrc))}

 !"!# $%&'(&)(* $+,'-./ $0&'./, 1-(*/

'() !*)#$+&!% ,-()"$  !"#$"%&'(%)*+,'-")+,%.*#&, .!#/, )0$-+12 !**!,&+) +! +()

!*)#$+&!% ,-()"$  !"#$"%&.*#&'$%/*0)1&2'%*3)('(%)*+ $% $3$&%,+ $ 3&4)% $+!"&-

$-+&!%5 &+ #)+6#%, +() 1&,+ !7 $11 $,,!-&$+) #!1), 8$1!%3 .&+( #),!6#-), %$") $% 

*)#"&,,&!%,9 +! *)#7!#" +($+ $-+&!%:

EvaluateActionsAgainstRoles

ΞSets
ΞComputeAssignment

atm action? : ATOMIC ACTION

z roleAction! : ROLE ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

z roleAction! = {r :  !" comp Assignment ; p : permission; rsrc : resource |
(r 7→ (p, atm action?, rsrc)) ∈ concrete Assignment •

(r 7→ (p, atm action?, rsrc))}

'() &%*6+ 4"%3 "(%)*+56 &, !7 +() ,)+ +2*) '789:; ';7:8<: '() !6+*6+ 1 0*#&'(%)*+=

($, +() ,$") +2*) $, 3&4)% &% +() *#)4&!6, ,-()"$:
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 !" #"$  !"#$%&'(")* %"$%&"'"# $!" ())*+", %*)"# $* -"%.*%/ (0 ($*/&1 (1$&*02

3*$" $!($4 +" ()#* 5""- $!" )&05", -"%/&##&*0# (0, %"#*6%1"# +&$! "(1! *7$(&0",

%*)" #&01" &$8# -%"$$9 6#".6) $* (0()9:" $!"/ $*;"$!"%2 <"%" &# (0 "=(/-)" $* $!&#

#1!"/( >6"%92 ?" -%*'&,", (0 ($*/&1 (1$&*0 0(/", +,)&$#- (0, &$ !(# %"$6%0",

$!" 1*%%"#-*0,&0; &0.*%/($&*02

JAZA >; EvaluateActionsAgainstRoles

Input atm action? = Cancel1

z roleAction! == {(Director , (”OwnerMeeting”,Cancel1,Meetings)),

(Director , (”UserManagement”,Cancel1,Persons)),

(Supervisor , (”OwnerMeeting”,Cancel1,Meetings)),

(Supervisor ,

(”SupervisorCancel”,Cancel1,Meetings)),

(SystemAdministrator ,

(”UserManagement”,Cancel1,Persons)),

(SystemUser ,

(”OwnerMeeting”,Cancel1,Meetings))}

 !"!# $%%&'' () *&')+,%&'

@$8# ">6())9 &/-*%$(0$ $* 50*+ *. $!" %"#*6%1"# +&$!&0 $!" #9#$"/ $!($ 1(0 7" (1A

1"##", 79 #*/" %*)"#2 ./,#0,'$1$2"0!&$2%&&$22 &# 6#", .*% $!&# -6%-*#"2 B;(&0#$ (

;&'"0 !$2"0!&$3 &$ %"$6%0# $!" -(&%# *. ($*/&1 (1$&*0# (##*1&($", $* $!($ -(%$&16)(%

%"#*6%1"2

EvaluateResourcesAccess

ΞSets
ΞComputeAssignment

resource? : RESOURCE

resourcesAccess! : ROLE ↔
(PERMISSION × (ATOMIC ACTION × RESOURCE ))

z action resource set ! : F(ATOMIC ACTION × RESOURCE )

resourcesAccess! = {r : ,*/ comp Assignment ; p : permission;
atm : atm action | (r 7→ (p, atm, resource?))

∈ concrete Assignment • (r 7→ (p, (atm, resource?)))}
z action resource set ! = {x : %(0 resourcesAccess! • second(x )}

 !&# *-"%($&*0 ()#* $(5"# (0 &0-6$ !$2"0!&$3 *. $!" $9-" 1.4561+. (0, 1*/A

-6$"# $!" %")($", %*)"# (0, ($*/&1 (1$&*0# *. $!($ %"#*6%1"2  ,&'(") !$2"0!&$ 2$'*

"0#6%"# $!($ *0)9 $!" ($*/&1 (1$&*0# 1*%%"#-*0,&0; $* $!" %"#*6%1"# (%" %"$%&"'",2

 !&# #1!"/( &# "="/-)&C", 7")*+ +!"%" $!" &0-6$ &# %"#*6%1"7$$'()82 (0, $!" %"#6)$

-%*,61", 79 D(:( &# .*))*+", 79 &$2



 !"! #$%&'( )*+%,+- "./

JAZA >; EvaluateResourcesAccess

Input resource? = Meetings

z action resource set ! == {(AddMeeting1,Meetings),

(Cancel1,Meetings),

(ChangeDuration1,Meetings),

(ChangeStart1,Meetings),

(CreateMeeting1,Meetings),

(LinkmeetingsOfOwner1,Meetings),

(LinkmeetingsOfParticipant1,Meetings),

(Notify1,Meetings)}

 !"!# $%&'())(*+) ,-.(+)/ ,/*'(0 ,0/(*+ .+1 2*3%

 !" #$"%&'(#) *+!",&  !"#$%&'!((!)"( (* ()'")-"- '# ./"%0 '!" $"%,(**(#)* 1#% 2#'!

& 3(4") &'#,(+ &+'(#) &)- & %#5"6

FindPermissions

ΞSets
ΞComputeAssignment

atm action? : ATOMIC ACTION

role? : ROLE

z perms! : ROLE ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

z perms! = {p : permission; rsrc : resource |
(role? 7→ (p, atm action?, rsrc)) ∈ concrete Assignment •
(role? 7→ (p, atm action?, rsrc))}

 !(* *+!",& !&* '7# ()$/' $&%&,"'"%* (6"68 *+' *,+!)"- &)- &).%- #1 '!" '0$"*

/01234 /40315 &)- 61788 %"*$"+'(4"506  !" $%"-(+&'" +#,$/'"* '!" *"' #1 $"%9

,(**(#)* 1#% '!" ()$/' %#5" &)- '!" &'#,(+ &+'(#)6 :* & %"*/5'8 9 :%&'(; 7(55 %"'/%)

'!" *"' #1 &55 &**#+(&'"- $"%,(**(#)* &3&()*' '!" ()$/' 4&5/"*6 ;" )""- '# 3(4" &*

()$/' '!" &'#,(+ &+'(#) &5#)3 7('! %#5"8 &)- (' 7(55 %"'/%) '!" $"%,(**(#)* 5()<"- '#

'!", &* 1#55#7*6

JAZA >; FindPermissions

Input atm action? = AddPerson1

Inputrole? = SystemAdministrator

z perms! == {(SystemAdministrator ,

(”UserManagement”,AddPerson1,Persons))}

 !"!4 5(+1(+- 6783(0./% 2*3%)

 !" *+!",&  !"#<=:.!,*+%6).%( &55#7* '# *"&%+! 1#% -/$5(+&'" %#5"*6  !(* ./"%0 (*

/*"1/5 '# -"'"%,()" 7!"'!"% '7# %#5"* !&4" *&," $%(4(5"3"* () & *"+/%" *0*'",6



  ! "#$%&'( )* + ,'& -. /$012$&1-3 45'(1'6

FindDuplicateRoles

ΞSets
ΞComputeAssignment

z role1! : ROLE

z role2! : ROLE

z aSet1!, z aSet2! : FATOMIC ACTION

z role1! ∈ role

z role2! ∈ role

z role1! 6= z role2!
z aSet1! = {p : permission; a : ATOMIC ACTION ; rsrc : resource |

(z role1! 7→ (p, a, rsrc)) ∈ concrete Assignment • a}
z aSet2! = {p : permission; a : ATOMIC ACTION ; rsrc : resource |

(z role2! 7→ (p, a, rsrc)) ∈ concrete Assignment • a}
z aSet1! = z aSet2!

 !" #$"%&'()" *+ )!&, ,'!"-( ,#"'&.", )!() +*$ (/0 )1* 2/&32" $*4",5 &) 1&44 &)6

"$()" *7"$ )!" (7(&4(84" (')&*/, *+ )!" ,0,)"-9 :) )!"/ #"$+*$-, (/ "32(4&)0 '!"';

)* %")"$-&/" &+ )!" $",24)"% ,"), +*$ )1* %&<"$"/) $*4", ($" )!" ,(-"9 :+ &) &, )!"

'(,"5 =(>( 1&44 $")2$/ )!*," $*4", 1!&'! !(7" )!" ,(-" $&?!), &/ )!" ,0,)"-9  !"

+*44*1&/? 32"$0 $"#*$), )!()  !"#$%&'($ (/%  )'*#+,'#$ ($" %2#4&'()" $*4",5 -*$"

#$"'&,"40 )!"0 !(7" )!" #"$-&,,&*/, )* #"$+*$- )!" ,(-" (')&*/,9

; FindDuplicateRoles

z role1! == Supervisor , z role2! == SystemUser

@2) ( '4*,"$ 4**; $"7"(4, )!() '*/,)$(&/), ($" 4&/;"% )* ,*-" *+ )!" (,,*'&()"%

#"$-&,,&*/, A?&7"/ &/ B!(#)"$ C9

 !"!# $%&'() $)%(&* $))+,,+- ./ $00

 !" *#"$()&*/ ,'!"-( -..#''-// $")2$/, )!" (''",,&84" ()*-&' *#"$()&*/, 80 (44 )!"

$*4", *+ ( ,0,)"-9

AccessAll

ΞSets
ΞComputeAssignment

z action! : ATOMIC ACTION

∀ r : role • ∃ p : permission; rsrc : resource •
(r 7→ (p, z action!, rsrc)) ∈ concrete Assignment

 !" %"'4($()&*/ #($) &/'42%", (/ *2)#2) '*-#*/"/) 0 1.*&(239  !" ?&7"/ #$"%&6

'()" $")2$/, )!" ()*-&' (')&*/ (''",,&84" 80 (44 )!" $*4", &/ )!" ,0,)"-9

JAZA >; AccessAll

NoSolution
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 !"! #$%&'( #($'%) #((*++ ,- .%,%/-

 !" #$"%&'(#) *+!",&  !!"##$%&%'( %"'-%)* '!" &'#,(+ &+'(#) .!(+! (* +#,$/"'"/0

()&++"**(1/" 10 &// '!" %#/"*2

AccessNobody

ΞSets
ΞComputeAssignment

z action! : ATOMIC ACTION

¬ (∃ r : role • ∃ p : permission; rsrc : resource •
(r 7→ (p, z action!, rsrc)) ∈ concrete Assignment)

3' ()+/-4"* &) #-'$-' 5&%(&1/" ) *!+,%-. &* & '0$" #6 &'#,(+ &+'(#)*2  !" $%"47

(+&'" $&%' +!"+8* 6#% '!" &'#,(+ &+'(#)* &++"**(1/" 10 &// &)4 &$$/("* & )"9&'(#):

.!(+! %"5"&/* '!" ()&++"**(1/" &'#,(+ &+'(#)2

JAZA >; AccessNobody

z action! == RemoveMeeting1

 !" #$%& '())*+,-./ '01,23 4(.5,-*.1

;<=> !&* )-,"%#-* *"**(#) ,&)&9",")' 6-)+'(#)*: ." #)/0 (,$/",")' & /(,('"4

)-,1"% #6 6-)+'(#)* &* %"?-(%"42 @*()9 '!"*" 6-)+'(#)* ." &)&/0A" BCB &)4 BCB

+#)*'%&()'* () #-% *"+-%('0 $#/(+("*2

AddSessionRole

ΞSets
role? : ROLE

session? : SESSION

ΞAccessRights
∆SessionRoles

role? ∈ role

session? ∈ session

accessRights ′ = accessRights

session User ′ = session user

session Role ′ = session Role ∪ {role? 7→ session?}
roles DSD ′ = roles DSD

roles SSD ′ = roles SSD ∧ role Assignment ′ = role Assignment

 !" 4"+/&%&'(#) $&%' ()+/-4"* '!" *+!",&* /"+# &)4 /"##,%-0%1"# &)4 ()+/-4"*

'.# ()$-' $&%&,"'"%* #"##,%-2 &)4 3%1"2 #6 '!" '0$"* CDCC3EF: &)4 ;EGD: %"*$"+7

'(5"/02  !" H%*' $%"+#)4('(#) *'&'"* '!&' %#/" (* #)" #6 '!" "I(*'()9 %#/"* &)4 *"+#)4

(//-*'%&'"* '!&' *"**(#) (* &/*# #)" #6 '!" "I(*'()9 *"**(#)*2 *!!"##0,45+#: #"##,%- 6#"3:
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 !"#$ %%& !"#  !"# '$$()*+#*, $%&!'" (")*!"+%#, -./%0%$ 1.2* $#$$(!* -!"#. *!0%

1%%" (3#!2%# /'2* 2*% "%/ +'0%" 0!4(%5,

AddRole

ΞSets
∆RoleAssignment

user? : USER
role? : ROLE

user? ∈ USER

role? ∈ role

roles SSD ′ = roles SSD

role Assignment ′ = role Assignment ∪ {user? 7→ role?}

6*% 5)*%&! '//-!"# !##5 ! "%/ $.4% 2. 2*% %7'52'"+ !+!'"52 ! 53%)'8) (5%$, 6*%

2/. '"3(25 !$% 2*%  !"#0 !"# 1$# 0 9.$ /*')* 2*%  !"# '$$()*+#*,. '5 (3#!2%# '" 2*%

3$%#')!2% 3!$2 /*'4%  !"#$ %%& $%&!'"5 (")*!"+%#, :" .2*%$ /.$#5 '2 &%!"5 2*'5

#.%5 ".2 '&3!)2 52!2') ;;< )."52$!'"2 '" 2*% 53%)'8)!2'."5,

NewSession

∆Sets

∆SessionRoles

session? : SESSION

user? : USER
role? : ROLE

user? ∈ user

session? 6∈ session

session ′ = session ∪ {session?}
session User ′ = session User ∪ {session? 7→ user?}
session Role ′ = session Role ∪ {role? 7→ session?}
roles DSD ′ = roles DSD

role ′ = role

user ′ = user

userid ′ = userid

resource ′ = resource

permission ′ = permission

accessRights ′ = accessRights

atm action ′ = atm action

abs action ′ = abs action

roles SSD ′ = roles SSD ∧ role Assignment ′ = role Assignment

6*% .3%$!2'." 5)*%&! 2#3%#$$(!* !##5 ! "%/ 5%55'." 2. 2*% 5%2 .9 %7'52'"+ 5%5=

5'."5, 6*% #%)4!$!2'." !"# 2*% 3$%#')!2% !$% &()* .9 2*% 5!&% !5 +'0%" '" 3$%0'.(5

5)*%&!> *./%0%$ /% "%%# 2. 53%)'9? 2*!2 2*% 5%2 .9 $.4%5 (5%$ $%5.($)%5 3%$&'5=

5'."5 !2.&') !"# !152$!)2 !)2'."5 !$% (")*!"+%#,



 !"! #$%%&'( ))"

DropSessionRole

ΞSets
∆SessionRoles

session? : SESSION

role? : ROLE

session? ∈ session

accessRights ′ = accessRights

session User ′ = session User

session Role ′ = session Role \ {role? 7→ session?}
roles DSD ′ = roles DSD

roles SSD ′ = roles SSD ∧ role Assignment ′ = role Assignment

 !" #$ %&" '"''(#! )*!*+")"!% $,!-%(#!' #$ ./01 (' %# 23#4 * '"''(#! 3#5"6 7&"

#4"3*%(#! '-&")*  !"#$%&&'"()"*% '"38"' %&(' 4,34#'"6 9% *5%"3' %&" '"% #$ '"''(#!

3#5"' :*'"2 #! %;# %*<"! (!4,%' &%&&'"(+ *!2 !"*%+6 9! %&" 43"2(-*%" 4*3%= ;" "!',3"

%&*% %&" '"''(#! :"(!+ )#2(>"2 (' #!" #$ %&" "?('%(!+ '"''(#!' *!2 %&,'= &%&&'"( )"*%,

(' -&*!+"2 :@ 2"5"%(!+ %&" 4*(3 !"*%+ 7→ &%&&'"(+6

 !" #$%%&'(
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;"3" "?"-,%"2 ,'(!+ B*C* %&*% &*' '()(5*3(%@ ;(%& %&" ./01 3"8("; $,!-%(#!' *' *5'#

2#!" :@ D"-,3"E F0 %##56 D,-& A,"3("' *3" * ,'"$,5 )"*!' #$ "8*5,*%(!+ '"-,3(%@

4#5(-("' $3#) -,'%#)"3' *' ;"55 *' $3#) '"-,3(%@ "!+(!""3' 8(";4#(!%6
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"(: J>VUHKLUB $, #!'1% ,61 "(#":!$# +,&-'1"(: $, $!% #$'$%4,/4$!%4'1$ $,,)#2 G
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ABSTRACT ACTION ::= EntityFullAccess | AssociationEndUpdate
| EntityCreate | EntityRead | EntityUpdate | EntityDelete

| CancelExecute | NotifyExecute

ATOMIC ACTION ::= Notify1 | Cancel1 | ChangeStart1 | ChangeDuration1 |
AddMeeting1 | RemoveMeeting1 | LinkmeetingsOfOwner1 |

LinkmeetingsOfParticipant1 | CreateMeeting1 | ChangeName1 | AddPerson1 |
RemovePerson1 | Linkowner1 | Linkparticipants1

 !. /-$% +0 1,23+41* &+31$

ROLE ::= SystemUser | Supervisor | SystemAdministrator | Director

 !5 61$+7&(1$

RESOURCE ::= Meetings | Persons
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USER == STRING

[USERID ,SESSION ,PERMISSION ]
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Sets

role : FROLE

user : FUSER

userid : FUSERID

session : FSESSION

resource : FRESOURCE

permission : FPERMISSION

atm action : FATOMIC ACTION

abs action : FABSTRACT ACTION

AccessRights

Sets

accessRights : USERID 7 USER

 !" accessRights ⊆ userid

#$% accessRights ⊆ user

RoleAssignment

Sets

roles SSD : ROLE ↔ ROLE

role Assignment : USER ↔ ROLE

role 6= ∅

 !" roles SSD ⊆ role

#$% roles SSD ⊆ role

 !" role Assignment ⊆ user

#$% role Assignment ⊆ role

∀ u : user • ∀ i , j : role | ((u 7→ i)
∈ role Assignment) ∧ ((u 7→ j )

∈ role Assignment) • ((i , j ) 6∈ roles SSD)
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AddSSD

ΞSets
∆RoleAssignment

role1? : ROLE

role2? : ROLE

roles SSD ′ = roles SSD ∪ {role1? 7→ role2?}
role Assignment ′ = role Assignment

SessionRoles

Sets

RoleAssignment

session User : SESSION 7→ USER

session Role : ROLE ↔ SESSION

roles DSD : ROLE ↔ ROLE

 !" roles DSD ⊆ role

#$% roles DSD ⊆ role

 !" session User ⊆ session

#$% session User ⊆ user

 !" session Role ⊆ role

#$% session Role ⊆ session

∀ r : role • ∀ s : session • (r , s) ∈ session Role

⇒ (session User(s), r) ∈ role Assignment

∀ s : session • ∀ i , j : role | ((i , s) ∈ session Role)
∧ ((j , s) ∈ session Role) • ((i , j ) 6∈ roles DSD)

ActionAssignment

Sets

action Assignment : ROLE ↔
(PERMISSION × ABSTRACT ACTION × RESOURCE )

 !" action Assignment ⊆ role

#$% action Assignment ⊆
(permission × abs action × resource)

RoleInherits

Sets

role Inherits : ROLE ↔ ROLE

role Inherits+ ∩ & role = ∅

 !" role Inherits ⊆ role

#$% role Inherits ⊆ role
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ActionsRelation

Sets

action Relation : ABSTRACT ACTION ↔ (ATOMIC ACTION × RESOURCE )

 !" action Relation ⊆ abs action

#$% action Relation ⊆ (atm action × resource)

ActionInherits

Sets

action Inherits : ABSTRACT ACTION ↔ ABSTRACT ACTION

action Inherits+ ∩ & abs action = ∅

 !" action Inherits ⊆ abs action

#$% action Inherits ⊆ abs action

ComputeActions

Sets

ActionInherits

ActionsRelation

comp Actions : ABSTRACT ACTION ↔ (ATOMIC ACTION × RESOURCE )

comp Actions = {i :  !" action Relation; j : abs action;
k : #$% action Relation | ((i 7→ j ) ∈

((action Inherits+) ∪ (& abs action)))
∧ ((i 7→ k) ∈ action Relation)

• (j 7→ k)}
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ComputeAssignment

Sets

RoleInherits

ComputeActions

ActionsRelation

ActionAssignment

comp Assignment : ROLE ↔
(PERMISSION × ABSTRACT ACTION × RESOURCE )

abstract Assignment : ROLE ↔
(PERMISSION × ABSTRACT ACTION × RESOURCE )

concrete Assignment : ROLE ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

comp Assignment = {r :  !" action Assignment ; x : role;
a : #$% action Assignment | ((r 7→ x ) ∈ ((role Inherits+)

∪(& role))) ∧ ((r 7→ a) ∈ action Assignment)
• (x 7→ a)}

abstract Assignment = {r :  !" comp Assignment ; p : permission;
asup, asub : abs action; rsrc : resource | (r 7→ (p, asup, rsrc))

∈ comp Assignment ∧ ((asub 7→ asup) ∈ ((action Inherits+)
∪(& abs action))) • (r 7→ (p, asub, rsrc))}

concrete Assignment = {r :  !" comp Assignment ; p : permission;
aa : abs action; atm : atm action; rsrc : resource

| (r 7→ (p, aa, rsrc)) ∈ abstract Assignment ∧
(aa 7→ (atm, rsrc)) ∈ comp Actions • (r 7→ (p, atm, rsrc))}

PermissionAssignment

Sets

AccessRights

RoleAssignment

ComputeAssignment

perm Assignment : (USERID × USER × ROLE ) ↔
(PERMISSION × ATOMIC ACTION × RESOURCE )

perm Assignment = {uid :  !" accessRights ; u :  !" role Assignment ;
r : #$% role Assignment ; b : #$% concrete Assignment

| (uid , u) ∈ accessRights ∧ (u, r) ∈ role Assignment

∧ (r , b) ∈ concrete Assignment

• ((uid , u, r) 7→ b)}
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SecureOperation

ΞSets; ΞSessionRoles; ΞActionsRelation
ΞAccessRights; ΞRoleAssignment ;
ΞPermissionAssignment

role? : ROLE

user? : USER
userid? : USERID
session? : SESSION

resource? : RESOURCE

permission? : PERMISSION

atm action? : ATOMIC ACTION

abs action? : ABSTRACT ACTION

permission? ∈ permission

(userid?, user?) ∈ accessRights

(user?, role?) ∈ role Assignment

(session?, user?) ∈ session User

(role?, session?) ∈ session Role

(userid?, user?, role?) ∈  !" perm Assignment

(abs action?, (atm action?, resource?)) ∈ action Relation

((userid?, user?, role?), (permission?, atm action?, resource?)) ∈ perm Assignment
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[NAME ,USERID ,STRING ,RECORDNB ,ADDRESS ,SPECIALTY ]

 !+ #$% ,-.-

MEDRECORD

recordnb : RECORDNB

contents : STRING

MedrecordExt

Medrecord : FMEDRECORD

true

PATIENT

id : USERID
name : NAME

address : ADDRESS
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PatientExt

Patient : FPATIENT

true

HOSPITAL

name : NAME

HospitalExt

Hospital : FHOSPITAL

DOCTOR

id : USERID
name : NAME

DoctorExt

Doctor : FDOCTOR

MedrecordPatientRel

PatientExt ; MedrecordExt

patientOfMedrecord : MEDRECORD 7→ PATIENT

medrecordOfPatient : PATIENT 7→ MEDRECORD

 !" patientOfMedrecord = Medrecord

#$% patientOfMedrecord ⊆ Patient

medrecordOfPatient = {patient : #$% patientOfMedrecord ; medrecord :
 !" patientOfMedrecord | (medrecord , patient)

∈ patientOfMedrecord • patient 7→ medrecord}
patientOfMedrecord = {patient : #$%medrecordOfPatient ;

medrecord :  !"medrecordOfPatient | (medrecord , patient)
∈ medrecordOfPatient • patient 7→ medrecord}

MedrecordDoctorRel

MedrecordExt ; DoctorExt

medrecordsOfDoctor : DOCTOR 7→ FMEDRECORD

doctorOfMedrecord : MEDRECORD 7→ DOCTOR

 !" doctorOfMedrecord = Medrecord

#$% doctorOfMedrecord ⊆ Doctor

medrecordsOfDoctor = {doctor : #$% doctorOfMedrecord • doctor 7→
{medrecord :  !" doctorOfMedrecord |

doctorOfMedrecord(medrecord) = doctor • medrecord}}
doctorOfMedrecord =

⋃
{doctor :  !"medrecordsOfDoctor •

{medrecord : medrecordsOfDoctor(doctor) • medrecord 7→ doctor}}
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PatientHospitalRel

HospitalExt ; PatientExt
hospitalOfPatient : PATIENT 7→ HOSPITAL

patientsOfHospital : HOSPITAL 7→ FPATIENT

 !" hospitalOfPatient ⊆ Patient

#$% hospitalOfPatient ⊆ Hospital

patientsOfHospital = {hospital : #$% hospitalOfPatient • hospital 7→
{patient :  !" hospitalOfPatient |

hospitalOfPatient(patient) = hospital • patient}}
hospitalOfPatient =

⋃
{hospital :  !" patientsOfHospital •

{patient : patientsOfHospital(hospital) • patient 7→ hospital}}

DoctorHospitalRelRel

HospitalExt ; DoctorExt

hospitalsOfDoctor : DOCTOR 7→ FHOSPITAL

doctorsOfHospital : HOSPITAL 7→ FDOCTOR

 !" hospitalsOfDoctor ⊆ Doctor⋃
(#$% hospitalsOfDoctor) ⊆ Hospital

hospitalsOfDoctor = {doctor :
⋃
(#$% doctorsOfHospital) • doctor 7→

{hospital :  !" doctorsOfHospital | doctor ∈
doctorsOfHospital(hospital) • hospital}}

doctorsOfHospital = {doctor :
⋃
(#$% hospitalsOfDoctor) •

doctor 7→ {hospital :  !" hospitalsOfDoctor | doctor
∈ hospitalsOfDoctor(hospital) • hospital}}

GlobalView

MedrecordPatientRel

MedrecordDoctorRel

PatientHospitalRel

DoctorHospitalRelRel

 !" #$% &'()*+,$-.

ChangeMedrecord

∆MedrecordExt

∆MEDRECORD

x? : MEDRECORD

x? ∈ Medrecord

θMEDRECORD = x?
Medrecord ′ = Medrecord \ {x?} ∪ {θMEDRECORD ′}
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SubstituteMedrecordInRels

∆MedrecordPatientRel

∆MedrecordDoctorRel

ΞPatientExt
ΞDoctorExt

∆MEDRECORD

patientOfMedrecord ′ = ({x : Medrecord \ {θMEDRECORD}
• x 7→ x} ∪ {θMEDRECORD ′ 7→

θMEDRECORD}) o
9
patientOfMedrecord

doctorOfMedrecord ′ = ({x : Medrecord \ {θMEDRECORD}
• x 7→ x} ∪ {θMEDRECORD ′ 7→

θMEDRECORD}) o
9
doctorOfMedrecord

MEDRECORDChangeRecordnb

∆MEDRECORD

newrecordnb? : RECORDNB

recordnb ′ = newrecordnb?
contents ′ = contents

MedrecordChangeRecordnb == (ChangeMedrecord ∧ MEDRECORDChangeRecordnb)
\(recordnb, recordnb′) \ (contents, contents ′)

MedrecordChangeRecordnbandRels == (ChangeMedrecord ∧
MEDRECORDChangeRecordnb ∧ SubstituteMedrecordInRels)
\(recordnb, recordnb′) \ (contents, contents ′)

MEDRECORDChangeContents

∆MEDRECORD

newcontents? : STRING

contents ′ = newcontents?
recordnb ′ = recordnb

MedrecordChangeContents == (ChangeMedrecord ∧
MEDRECORDChangeContents) \ (recordnb, recordnb′)
\(contents, contents ′)

MedrecordChangeContentsandRels == (ChangeMedrecord ∧
MEDRECORDChangeContents ∧ SubstituteMedrecordInRels)
\(recordnb, recordnb′) \ (contents, contents ′)
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MedrecordAddMedrecord

∆MedrecordExt

medrecord? : MEDRECORD

Medrecord ′ = Medrecord ∪ {medrecord?}

MedrecordRemoveMedrecord

∆MedrecordExt

medrecord? : MEDRECORD

Medrecord ′ = Medrecord \ {medrecord?}

medrecordLinkmedrecordOfPatient

ΞPatientExt ; ΞMedrecordExt

∆MedrecordPatientRel

patient? : PATIENT
medrecord? : MEDRECORD

patientOfMedrecord ′ = patientOfMedrecord ⊕ {medrecord? 7→ patient?}

medrecordLinkmedrecordsOfDoctor

ΞMedrecordExt ; ΞDoctorExt

∆MedrecordDoctorRel

medrecord? : MEDRECORD

doctor? : DOCTOR

doctorOfMedrecord ′ = doctorOfMedrecord ⊕ {medrecord? 7→ doctor?}

medrecordAddMedicalRecord

∆MedrecordPatientRel

∆MedrecordDoctorRel

ΞPatientExt
ΞDoctorExt

m? : MEDRECORD

p? : PATIENT
d? : DOCTOR

Medrecord ′ = Medrecord ∪ {m?}
patientOfMedrecord ′ = patientOfMedrecord ∪ {m? 7→ p?}
doctorOfMedrecord ′ = doctorOfMedrecord ∪ {m? 7→ d?}
m? 6∈ Medrecord
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medrecordReadMedrecord

ΞMedrecordExt

r? : RECORDNB

x ! : FMEDRECORD

x ! = {m : Medrecord | m.recordnb = r?}

medrecordRemoveMedicalRecordAndLinks

∆MedrecordPatientRel

∆MedrecordDoctorRel

ΞDoctorExt

ΞPatientExt
m? : MEDRECORD

Medrecord ′ = Medrecord \ {m?}
patientOfMedrecord ′ = patientOfMedrecord\

{m? 7→ patientOfMedrecord(m?)}
doctorOfMedrecord ′ = doctorOfMedrecord\

{m? 7→ doctorOfMedrecord(m?)}

ChangePatient

∆PatientExt

∆PATIENT

x? : PATIENT

x? ∈ Patient

θPATIENT = x?
Patient ′ = Patient \ {x?} ∪ {θPATIENT ′}

SubstitutePatientInRels

∆MedrecordPatientRel

∆PatientHospitalRel

ΞMedrecordExt

ΞHospitalExt
∆PATIENT

medrecordOfPatient ′ = ({x : Patient \ {θPATIENT}
• x 7→ x} ∪ {θPATIENT ′ 7→

θPATIENT}) o
9
medrecordOfPatient

hospitalOfPatient ′ = ({x : Patient \ {θPATIENT}
• x 7→ x} ∪ {θPATIENT ′ 7→ θPATIENT})

o
9
hospitalOfPatient
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PATIENTChangeId

∆PATIENT

newid? : USERID

id ′ = newid?
name ′ = name

address ′ = address

PatientChangeId == (ChangePatient ∧ PATIENTChangeId)
\(id , id ′) \ (name,name ′) \ (address, address ′)

PatientChangeIdandRels == (ChangePatient ∧ PATIENTChangeId

∧ SubstitutePatientInRels) \ (id , id ′)
\(name,name ′) \ (address, address ′)

PATIENTChangeName

∆PATIENT

newname? : NAME

name ′ = newname?
id ′ = id

address ′ = address

PatientChangeName == (ChangePatient ∧ PATIENTChangeName)
\(id , id ′) \ (name,name ′) \ (address, address ′)

PatientChangeNameandRels == (ChangePatient ∧
PATIENTChangeName ∧ SubstitutePatientInRels)
\(id , id ′) \ (name,name ′) \ (address, address ′)

PATIENTChangeAddress

∆PATIENT

newaddress? : ADDRESS

address ′ = newaddress?
id ′ = id

name ′ = name

PatientChangeAddress == (ChangePatient ∧ PATIENTChangeAddress)
\(id , id ′) \ (name,name ′) \ (address, address ′)

PatientChangeAddressandRels == (ChangePatient ∧
PATIENTChangeAddress ∧ SubstitutePatientInRels)
\(id , id ′) \ (name,name ′) \ (address, address ′)
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PatientAddPatient

∆PatientExt

patient? : PATIENT

Patient ′ = Patient ∪ {patient?}

PatientRemovePatient

∆PatientExt

patient? : PATIENT

Patient ′ = Patient \ {patient?}

patientLinkpatientOfMedrecord

ΞPatientExt ; ΞMedrecordExt

∆MedrecordPatientRel

patient? : PATIENT
medrecord? : MEDRECORD

patientOfMedrecord ′ = patientOfMedrecord ⊕ {medrecord? 7→ patient?}

patientLinkpatientsOfHospital

ΞHospitalExt ; ΞPatientExt
∆PatientHospitalRel

hospital? : HOSPITAL

patient? : PATIENT

hospitalOfPatient ′ = hospitalOfPatient ⊕ {patient? 7→ hospital?}

patientReadPatient

ΞGlobalView

name? : NAME

x ! : FPATIENT

x ! = {p : Patient | p.name = name? • p}

patientUnlinkpatientsOfHospital

ΞHospitalExt ; ΞPatientExt
∆PatientHospitalRel

hospital? : HOSPITAL

patient? : PATIENT

hospitalOfPatient ′ = hospitalOfPatient \ {patient? 7→ hospital?}
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patientClosePatientAndRecord == medrecordRemoveMedicalRecordAndLinks
o

9
patientUnlinkpatientsOfHospital o

9 PatientRemovePatient

ChangeHospital

∆HospitalExt

∆HOSPITAL

x? : HOSPITAL

x? ∈ Hospital

θHOSPITAL = x?
Hospital ′ = Hospital \ {x?} ∪ {θHOSPITAL′}

SubstituteHospitalInRels

∆PatientHospitalRel

∆DoctorHospitalRelRel

ΞPatientExt
ΞDoctorExt

∆HOSPITAL

patientsOfHospital ′ = ({x : Hospital \ {θHOSPITAL}
• x 7→ x} ∪ {θHOSPITAL′ 7→

θHOSPITAL}) o
9
patientsOfHospital

doctorsOfHospital ′ = ({x : Hospital \ {θHOSPITAL}
• x 7→ x} ∪ {θHOSPITAL′ 7→

θHOSPITAL}) o
9
doctorsOfHospital

HOSPITALChangeName

∆HOSPITAL

newname? : NAME

name ′ = newname?

HospitalChangeName == (ChangeHospital ∧
HOSPITALChangeName) \ (name,name ′)

HospitalChangeNameandRels == (ChangeHospital ∧ HOSPITALChangeName

∧ SubstituteHospitalInRels) \ (name,name ′)

HospitalAddHospital

∆HospitalExt

hospital? : HOSPITAL

Hospital ′ = Hospital ∪ {hospital?}
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HospitalRemoveHospital

∆HospitalExt

hospital? : HOSPITAL

Hospital ′ = Hospital \ {hospital?}

hospitalLinkhospitalOfPatient

ΞHospitalExt ; ΞPatientExt
∆PatientHospitalRel

hospital? : HOSPITAL

patient? : PATIENT

hospitalOfPatient ′ = hospitalOfPatient ⊕ {patient? 7→ hospital?}

hospitalLinkhospitalsOfDoctor

ΞHospitalExt ; ΞDoctorExt

∆DoctorHospitalRelRel

hospital? : HOSPITAL

doctor? : DOCTOR

(hospital? ∈  !" doctorsOfHospital) ⇒
(doctorsOfHospital ′ = doctorsOfHospital⊕

{hospital? 7→ (doctorsOfHospital(hospital?)
∪{doctor?})})

(hospital? 6∈  !" doctorsOfHospital) ⇒
(doctorsOfHospital ′ = doctorsOfHospital⊕

{hospital? 7→ {doctor?}})

ChangeDoctor

∆DoctorExt

∆DOCTOR

x? : DOCTOR

x? ∈ Doctor

θDOCTOR = x?
Doctor ′ = Doctor \ {x?} ∪ {θDOCTOR′}
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SubstituteDoctorInRels

∆MedrecordDoctorRel

∆DoctorHospitalRelRel

ΞMedrecordExt

ΞHospitalExt
∆DOCTOR

medrecordsOfDoctor ′ = ({x : Doctor \ {θDOCTOR}
• x 7→ x} ∪ {θDOCTOR′ 7→

θDOCTOR}) o
9
medrecordsOfDoctor

hospitalsOfDoctor ′ = ({x : Doctor \ {θDOCTOR}
• x 7→ x} ∪ {θDOCTOR′ 7→

θDOCTOR}) o
9
hospitalsOfDoctor

DOCTORChangeId

∆DOCTOR

newid? : USERID

id ′ = newid?
name ′ = name

DoctorChangeId == (ChangeDoctor ∧ DOCTORChangeId)
\(id , id ′) \ (name,name ′)

DoctorChangeIdandRels == (ChangeDoctor ∧ DOCTORChangeId

∧ SubstituteDoctorInRels) \ (id , id ′) \ (name,name ′)

DOCTORChangeName

∆DOCTOR

newname? : NAME

name ′ = newname?
id ′ = id

DoctorChangeName == (ChangeDoctor ∧ DOCTORChangeName)
\(id , id ′) \ (name,name ′)

DoctorChangeNameandRels == (ChangeDoctor ∧ DOCTORChangeName

∧ SubstituteDoctorInRels) \ (id , id ′) \ (name,name ′)

DoctorAddDoctor

∆DoctorExt

doctor? : DOCTOR

Doctor ′ = Doctor ∪ {doctor?}
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DoctorRemoveDoctor

∆DoctorExt

doctor? : DOCTOR

Doctor ′ = Doctor \ {doctor?}

doctorLinkdoctorOfMedrecord

ΞMedrecordExt ; ΞDoctorExt

∆MedrecordDoctorRel

medrecord? : MEDRECORD

doctor? : DOCTOR

doctorOfMedrecord ′ = doctorOfMedrecord⊕
{medrecord? 7→ doctor?}

doctorLinkdoctorsOfHospital

ΞHospitalExt ; ΞDoctorExt

∆DoctorHospitalRelRel

hospital? : HOSPITAL

doctor? : DOCTOR

(hospital? ∈  !" doctorsOfHospital) ⇒
(doctorsOfHospital ′ = doctorsOfHospital⊕

{hospital? 7→ (doctorsOfHospital(hospital?)
∪{doctor?})})

(hospital? 6∈  !" doctorsOfHospital) ⇒
(doctorsOfHospital ′ = doctorsOfHospital⊕

{hospital? 7→ {doctor?}})
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InitGlobalView

HospitalExt ′

PatientExt ′

DoctorExt ′

MedrecordExt ′

MedrecordPatientRel ′

MedrecordDoctorRel ′

PatientHospitalRel ′

DoctorHospitalRelRel ′

Hospital ′ = ∅

Patient ′ = ∅

Doctor ′ = ∅

Medrecord ′ = ∅

patientOfMedrecord ′ = ∅

medrecordOfPatient ′ = ∅

medrecordsOfDoctor ′ = ∅

doctorOfMedrecord ′ = ∅

hospitalOfPatient ′ = ∅

patientsOfHospital ′ = ∅

hospitalsOfDoctor ′ = ∅

doctorsOfHospital ′ = ∅

CheckGlobalInvariant

ΞGlobalView

 !" #$%&'$ ()$'*+,-./

SecurePatientAddPatient

SecureOperation

PatientAddPatient

atm action? = AddPatient1
resource? = Patients

SecurePatientAddPatient2 == SecurePatientAddPatient\
(uid?, user?, abs action?, atm action?, resource?,
permission?, role?)

SecureDoctorAddDoctor

SecureOperation

DoctorAddDoctor

atm action? = AddDoctor1
resource? = Doctors
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SecureDoctorAddDoctor2 == SecureDoctorAddDoctor\
(uid?, user?, abs action?, atm action?, resource?,
permission?, role?)

SecuremedrecordAddMedicalRecord

SecureOperation

medrecordAddMedicalRecord

atm action? = AddMedicalRecord1
resource? = Medrecord

SecuremedrecordAddMedicalRecord2 == SecuremedrecordAddMedicalRecord

\(uid?, user?, abs action?, atm action?,
resource?, permission?, role?)

SecuremedrecordReadMedrecord

SecureOperation

medrecordReadMedrecord

atm action? = ReadMedrecord1
resource? = Medrecord

role? = Patient ⇒ (user? = (owner ′(meeting?)).name)

SecuremedrecordReadMedrecord2 == SecuremedrecordReadMedrecord

\(uid?, user?, abs action?, atm action?,
resource?, permission?, role?)

SecureMedrecordChangeContentsandRels

SecureOperation

MedrecordChangeContentsandRels

atm action? = MedrecordChangeContentsandRels1

SecureMedrecordChangeContentsandRels2 ==

SecureMedrecordChangeContentsandRels \ (uid?, user?,
abs action?, atm action?, resource?, permission?, role?)

SecurepatientReadPatient

SecureOperation

patientReadPatient

atm action? = ReadPatient1
resource? = Patients
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SecurepatientReadPatient2 == SecurepatientReadPatient

\(uid?, user?, abs action?, atm action?,
resource?, permission?, role?)

SecurePatientChangeAddressandRels

SecureOperation

PatientChangeAddressandRels

atm action? = PatientChangeAddressandRels1

SecurePatientChangeAddressandRels2 ==

SecurePatientChangeAddressandRels \ (uid?, user?,
abs action?, atm action?, resource?, permission?, role?)

SecuremedrecordRemoveMedicalRecordAndLinks

SecureOperation

medrecordRemoveMedicalRecordAndLinks

atm action? = medrecordRemoveMedicalRecordAndLinks1

SecuremedrecordRemoveMedicalRecordAndLinks2 ==

SecuremedrecordRemoveMedicalRecordAndLinks \ (uid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecurePatientRemovePatient

SecureOperation

PatientRemovePatient

atm action? = RemovePatient1
resource? = Patients

SecurePatientRemovePatient2 == SecurePatientRemovePatient

\(uid?, user?, abs action?, atm action?,
resource?, permission?, role?)

SecurepatientClosePatientAndRecord

SecureOperation

patientClosePatientAndRecord

atm action? = patientClosePatientAndRecord1

SecurepatientClosePatientAndRecord2 ==

SecurepatientClosePatientAndRecord \ (uid?, user?,
abs action?, atm action?, resource?, permission?, role?)
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Init

Sets ′; MedrecordExt ′; PatientExt ′; DoctorExt ′;
SessionRoles ′; MedrecordPatientRel ′; MedrecordDoctorRel ′;
AccessRights ′; RoleAssignment ′; ActionAssignment ′;
RoleInherits ′; ComputeAssignment ′; PermissionAssignment ′

Patients ′ = {}
Doctor ′ = {}
Medrecord ′ = {}
patientOfMedrecord ′ = {}
medrecordOfPatient ′ = {}
medrecordsOfDoctor ′ = {}
doctorOfMedrecord ′ = {}
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[STRING ]

DATE == Z

TIME == Z

 !) *+# ,'-'./$'0 +&'./$1+-(

ChangeMeeting

∆MeetingExt

∆MEETING

meeting? : MEETING

meeting? ∈ Meeting

θMEETING = meeting?
Meeting ′ = Meeting \ {meeting?} ∪ {θMEETING ′}



 !"

#$$%&'() *+ #$$%&'() , -%./0% 1$%023(4&5 46 7%%3(&8 -*9:;<=:>

:)2?$@%

SubstituteMeetingInRels

∆MeetingOwnerRel

∆MeetingParticipantsRel

ΞPersonExt
ΞPersonExt
∆MEETING

owner ′ = ({x : Meeting \ {θMEETING} • x 7→ x}
∪{θMEETING ′ 7→ θMEETING}) o

9
owner

participants ′ = ({x : Meeting \ {θMEETING} • x 7→ x}
∪{θMEETING ′ 7→ θMEETING}) o

9
participants

MEETINGChangeStart

∆MEETING

newstart? : DATE

start ′ = newstart?
duration ′ = duration

MeetingChangeStart == (ChangeMeeting ∧ MEETINGChangeStart)
\(start , start ′) \ (duration, duration ′)

MeetingChangeStartandRels == (ChangeMeeting ∧ MEETINGChangeStart

∧ SubstituteMeetingInRels) \ (start , start ′) \ (duration, duration ′)

MEETINGChangeDuration

∆MEETING

newduration? : TIME

duration ′ = newduration?
start ′ = start

MeetingChangeDuration == (ChangeMeeting ∧ MEETINGChangeDuration)
\(start , start ′) \ (duration, duration ′)

MeetingChangeDurationandRels == (ChangeMeeting ∧ MEETINGChangeDuration

∧ SubstituteMeetingInRels) \ (start , start ′) \ (duration, duration ′)

MeetingAddMeeting

∆MeetingExt

meeting? : MEETING

Meeting ′ = Meeting ∪ {meeting?}
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MeetingRemoveMeeting

∆MeetingExt

meeting? : MEETING

Meeting ′ = Meeting \ {meeting?}

meetingLinkmeetingsOfOwner

ΞPersonExt ; ΞMeetingExt

∆MeetingOwnerRel

person? : PERSON

meeting? : MEETING

owner ′ = owner ⊕ {meeting? 7→ person?}

meetingLinkmeetingsOfParticipant

ΞPersonExt ; ΞMeetingExt

∆MeetingParticipantsRel

person? : PERSON

meeting? : MEETING

(person? ∈  !"meetingsOfParticipant) ⇒
(meetingsOfParticipant ′ = meetingsOfParticipant⊕

{person? 7→ (meetingsOfParticipant(person?) ∪ {meeting?})})
(person? 6∈  !"meetingsOfParticipant) ⇒

(meetingsOfParticipant ′ = meetingsOfParticipant⊕
{person? 7→ {meeting?}})

meetingnotify

ΞMeetingParticipantsRel

meeting? : MEETING

x ! : MEETING × (FPERSON )

x ! = (meeting?, participants(meeting?))
meeting? ∈ Meeting

meetingcancel

MeetingRemoveMeeting

ΞPersonExt
∆MeetingOwnerRel

∆MeetingParticipantsRel

owner ′ = {meeting?} −⊳ owner

participants ′ = {meeting?} −⊳ participants
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meetingcreateMeeting

MeetingAddMeeting

ΞPersonExt
∆MeetingOwnerRel

∆MeetingParticipantsRel

owner? : PERSON

owner ′ = owner ⊕ {meeting? 7→ owner?}
participants ′ = participants ⊕ {meeting? 7→ {owner?}}

ChangePerson

∆PersonExt

∆PERSON

person? : PERSON

person? ∈ Person

θPERSON = person?
Person ′ = Person \ {person?} ∪ {θPERSON ′}

SubstitutePersonInRels

∆MeetingOwnerRel

∆MeetingParticipantsRel

ΞMeetingExt

ΞMeetingExt

∆PERSON

meetingsOfOwner ′ = ({x : Person \ {θPERSON } • x 7→ x}
∪{θPERSON ′ 7→ θPERSON }) o

9
meetingsOfOwner

meetingsOfParticipant ′ = ({x : Person \ {θPERSON } • x 7→ x}
∪{θPERSON ′ 7→ θPERSON }) o

9
meetingsOfParticipant

PERSONChangeName

∆PERSON

newname? : STRING

name ′ = newname?

PersonChangeName == (ChangePerson ∧ PERSONChangeName) \ (name,name ′)

PersonChangeNameandRels == (ChangePerson ∧ PERSONChangeName

∧ SubstitutePersonInRels) \ (name,name ′)
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PersonAddPerson

∆PersonExt

person? : PERSON

Person ′ = Person ∪ {person?}

PersonRemovePerson

∆PersonExt

person? : PERSON

Person ′ = Person \ {person?}

PersonRemovePersonAndLinks

∆PersonExt

∆MeetingOwnerRel

∆MeetingParticipantsRel

ΞMeetingExt

person? : PERSON

Person ′ = Person \ {person?}
meetingsOfParticipant ′ = .3 person? ∈  !"meetingsOfParticipant

+4'( (meetingsOfParticipant \ {person?
7→ meetingsOfParticipant(person?)}) '5/' meetingsOfParticipant

meetingsOfOwner ′ = .3 person? ∈  !"meetingsOfOwner +4'(

meetingsOfOwner \ {person? 7→ meetingsOfOwner(person?)}
'5/' meetingsOfOwner

personLinkowner

ΞPersonExt ; ΞMeetingExt

∆MeetingOwnerRel

person? : PERSON

meeting? : MEETING

owner ′ = owner ⊕ {meeting? 7→ person?}

personLinkparticipants

ΞPersonExt ; ΞMeetingExt

∆MeetingParticipantsRel

person? : PERSON

meeting? : MEETING

(person? ∈  !"meetingsOfParticipant) ⇒
(meetingsOfParticipant ′ = meetingsOfParticipant⊕

{person? 7→ (meetingsOfParticipant(person?) ∪ {meeting?})})
(person? 6∈  !"meetingsOfParticipant) ⇒

(meetingsOfParticipant ′ = meetingsOfParticipant⊕
{person? 7→ {meeting?}})
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InitGlobalView

MeetingExt ′

PersonExt ′

MeetingOwnerRel ′

MeetingParticipantsRel ′

Meeting ′ = ∅

Person ′ = ∅

owner ′ = ∅

meetingsOfOwner ′ = ∅

participants ′ = ∅

meetingsOfParticipant ′ = ∅

CheckGlobalInvariant

ΞGlobalView

 !" #$%&'$ ()$'*+,-./ -0 1$$+,.2 #%3$4&5$' 67*8)5$

SecurePersonAddPerson

SecureOperation

PersonAddPerson

atm action? = AddPerson1
resource? = Persons

SecurePersonAddPerson2 == SecurePersonAddPerson \ (userid?, user?,
abs action?, atm action?, resource?, permission?, role?)

SecurePersonRemovePerson

SecureOperation

PersonRemovePersonAndLinks

atm action? = RemovePerson1
resource? = Persons

SecurePersonRemovePerson2 == SecurePersonRemovePerson \ (userid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecuremeetingcreateMeeting

SecureOperation

meetingcreateMeeting

atm action? = CreateMeeting1
resource? = Meetings

role? = SystemUser ⇒ (user? = (owner ′(meeting?)).name)
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SecuremeetingcreateMeeting2 == SecuremeetingcreateMeeting \ (userid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecureMEETINGChangeDuration

SecureOperation

MeetingChangeDurationandRels

atm action? = ChangeDuration1
resource? = Meetings

user? = (owner(meeting?)).name

SecuremeetingChangeDuration2 == SecureMEETINGChangeDuration \ (userid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecureMEETINGChangeStart

SecureOperation

MeetingChangeStartandRels

atm action? = ChangeStart1
resource? = Meetings

user? = (owner(meeting?)).name

SecuremeetingChangeStart2 == SecureMEETINGChangeStart \ (userid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecurepersonLinkowner

SecureOperation

personLinkowner

atm action? = Linkowner1
resource? = Persons

SecurepersonLinkowner2 == SecurepersonLinkowner \ (userid?,
user?, abs action?, atm action?, resource?, permission?, role?)

SecureMEETINGChangeDuration2 == SecureMEETINGChangeDuration\
(userid?, user?, abs action?, atm action?, resource?, permission?, role?)

SecurepersonLinkparticipants

SecureOperation

personLinkparticipants

ΞMeetingOwnerRel

atm action? = Linkparticipants1
resource? = Persons

user? = (owner(meeting?)).name
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SecurepersonLinkparticipants2 == SecurepersonLinkparticipants\
(userid?, user?, abs action?, atm action?, resource?, permission?, role?)

Securemeetingnotify

SecureOperation

meetingnotify

atm action? = Notify1
resource? = Meetings

SecuremeetingLinkmeetingsOfOwner

SecureOperation

meetingLinkmeetingsOfOwner

atm action? = LinkmeetingsOfOwner1
resource? = Meetings

user? = (owner(meeting?)).name

SecuremeetingLinkmeetingsOfOwner2 == SecuremeetingLinkmeetingsOfOwner

\(userid?, user?, abs action?, atm action?, resource?, permission?, role?)

SecuremeetingLinkmeetingsOfParticipant

SecureOperation

meetingLinkmeetingsOfParticipant

ΞMeetingOwnerRel

atm action? = LinkmeetingsOfParticipant1
resource? = Meetings

user? = (owner(meeting?)).name

SecuremeetingLinkmeetingsOfParticipant2 == SecuremeetingLinkmeetingsOfParticipant

\(userid?, user?, abs action?, atm action?, resource?, permission?, role?)

Securemeetingnotify2 == Securemeetingnotify \ (userid?, user?,
abs action?, atm action?, resource?, permission?, role?)

Securemeetingcancel

SecureOperation

meetingcancel

atm action? = Cancel1
resource? = Meetings

meeting? ∈ Meeting

role?! = Supervisor ⇒ (user? = (owner(meeting?)).name)
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Securemeetingcancel2 == Securemeetingcancel\
(userid?, user?, abs action?, atm action?, resource?, permission?, role?)

SecureTransaction

SecurePersonAddPerson

SecuremeetingcreateMeeting

SecurepersonLinkparticipants

TransactionRoleNeededToPlayAction

DisplayRole

AddSessionRole

Securemeetingcancel2

RoleNeededForMeetingCancel == (NewSession \ (role?))
o

9
(Securemeetingcancel2)

UserAndRoleNeededForMeetingCancel == (NewSession
\(user?, role?)) o

9
(Securemeetingcancel2)

UserNeededForMeetingCancel == (NewSession \ (user?))
o

9
(Securemeetingcancel2)

RoleNeededForMeetingChangeStart == (NewSession
\(role?)) o

9
(SecuremeetingChangeStart2)

TransactionRoleNeededToPlayAction2 == (AddSessionRole
\(role?, user?)) o

9 (Securemeetingcancel2)

SecureTransaction2 == (SecurePersonAddPerson[role2?/role?,
action2?/abs action?, action3?/atm action,
permission2?/permission?, resource2?/resource?])
o

9
(SecuremeetingcreateMeeting [role3?/role?,
action4?/abs action?, action5?/atm action?,
permission3?/permission?, resource3?/resource?])
o

9
SecurepersonLinkparticipants

SecureTransaction3 == (SecurePersonAddPerson[role2?/role?,
action2?/abs action?, action3?/atm action,
permission2?/permission?, resource2?/resource?])
o

9
(SecuremeetingcreateMeeting [role3?/role?,
action4?/abs action?, action5?/atm action?, permission3?/permission?,
resource3?/resource?])
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MEETING

start : DATE
duration : TIME

MeetingExt

Meeting : FMEETING

PERSON

name : STRING

PersonExt

Person : FPERSON

MeetingOwnerRel

PersonExt ; MeetingExt

owner : MEETING 7→ PERSON

meetingsOfOwner : PERSON 7→ FMEETING

 !" owner = Meeting

#$% owner ⊆ Person

meetingsOfOwner = {person : #$% owner • person 7→
{meeting :  !" owner | owner(meeting) = person • meeting}}

owner =
⋃
{person :  !"meetingsOfOwner •

{meeting : meetingsOfOwner(person) • meeting 7→ person}}

MeetingParticipantsRel1
PersonExt ; MeetingExt

participants : MEETING 7→ FPERSON

meetingsOfParticipant : PERSON 7→ FMEETING

 !" participants = Meeting⋃
(#$% participants) ⊆ Person

participants = {meeting :
⋃
(#$%meetingsOfParticipant)

• meeting 7→ {person :  !"meetingsOfParticipant

| meeting ∈ meetingsOfParticipant(person) • person}}
meetingsOfParticipant = {meeting :

⋃
(#$% participants) • meeting 7→

{person :  !" participants | meeting

∈ participants(person) • person}}
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MeetingParticipantsRel

MeetingParticipantsRel1

true

GlobalView

MeetingOwnerRel

MeetingParticipantsRel

∀m : Meeting • owner(m) ∈ participants(m)
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