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Application de gestion des droits numériques au systeme
d'information d'entreprise

Résumé

La sécurité bout-en-bout vise a protéger un actif (I'information et le processus, e.g.
Services Web) de I'étape de la création a la démolition. Basé sur l'analyse des
caracteristiques du system DRM, des systems controle d'acces et du system
collaboratif , nous avons proposé un «systeme de contr6ler [l'utilisation
collaboratif» pour cette tache.

Le primier parti de notre travaille concerne une analyse des fonctionnalités et des
composants dans un systeme de controler l'utilisation collaboratif. Un modele de
politique de contrble d'utilisation qui intégre les éléments de sécurité traditionnel
et la fondation.

Nous avons défini une syntaxe concise et une sémantique formelle pour ce modéle
politique et nous proposons une base de vocabulaire qui recueille commun est des
facteurs de sécurité. Avec cette base de vocabulaire, notre modele de
collaboration contréler [l'utilisation est conscient des questions de sécurité
conventionnelle.

Pour applicer dans les contextes collaboratif, nous proposons une méthode
d'agrégation base sur une «algébre intégration», qui presente le raisonnement pour
la co-autoriser un droit. Nous proposons un algorithmes pour analyser des
processus d’affair (par exemple processus en WS-BPEL), pour decider lesquels
politique doivent étre intégré.

En ce qui concerne l'application, nous proposons une architecture de mise en
ceuvre. Nous construisons un moteur de négociation avec le outil «<SUN XACML
implementation», un moteur d'agrégation s'appuyant sur JAVA DOM et JDOM et
et une composante d'analyse de contexte. Nous avons testé les performances de
ces composants.

Mots-Clés: sécurité — droits numériques — politique de sécurité — architecture
- algorithme - collaborative — sémantique — combinator de rules — gestion de
context — implementation — performance
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Applying Digital Rights Management to Corporate Information
Systems

Abstract

To fit the globalised economical environment, enterprises, and mostly SMEs,
have to develop new networked and collaborative strategies, focusing on
networked value creation (instead of the classical value chain vision), fitting the
blue ocean context for innovative products and service development. Such
collaborative networks are by now often based on trusted and well known
communities. Developing large scale networked and collaborative strategies
involve increasing both enterprise and information system agility and
interoperability in order to allow their interconnection. This requires paying
attention on an end-to end security and on the way information and process are
used during their full life-cycle. As traditional security approaches and
methodologies provide only an “instant” and rather static protection, they do not
fit the dynamicity nor the life-cycle long protection constraints involved by such
collaborative organisation. To overcome this limit, we propose to adapt the
Digital Right Management approach (first defined for multimedia contents) to
collaborative information systems. After proposing a semi-distributed
architecture used to manage usage rights, we propose a security policy model
including both usage rights and related obligations. This leads us to extend the
security policy descriptions, including a dedicated syntax and semantics to
model both policy organisation, usage and obligations before paying attention on
the *“collaborative environment constraints”. Paying attention on the way
collaborative organisations are set and evolve, we have proposed an integration
algebra to manage the way security and usage policies are composed depending
on the way partners join and quit the collaborative context. This composition
process and integration algebra analyse the collaborative business processes to
identify the way policies are composed and negotiated. Lastly, we implement
parts of our architecture to validate our proposals, mostly regarding the
negotiation engine (using «SUN XACML implementation»), the aggregation
engine (built upon JAVA DOM et JDOM) and a context analysis component. As
to implementation, we have proposed an arthitecture for the end-to-end security
management, developed the ‘context management’, ‘Policy Decision Point’,
‘Policy Gathering Point’ components and presented the performance testing
results.

Key words: security — ditital right management — security policy — architecture
— algorithm - collaborative information system — semantic — rule combinator —
context management — implementation — performance
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Chapter 1

Introduction

Recent changes in economy imposes new agility requirements to enter-
prises, e.g. the capability to respond to changes (client request, technology
or methods evolvement, supplier management) [115], to adapt to structural
changes [177] and to lean manufacturing strategy [309], as well as the new
emerging service economic [295], etc. To face these challenges, new enter-
prise strategies rely more and more on inter-organizational collaborations.
This can be achieved by connecting and integrating services among partici-
pants to offer final services or products for client is of great value (coalitions,
supply/service chain, virtual enterprise, Cloud application, etc.).

As such, an exponential growth of innovative, pervasive services ecosys-
tem is expected over the next few years. These ecosystems will rely on
software services, which span multiple organizations and providers. Such
dynamic service chain organization will provide agile support for business
applications, government, or simply end user. In the services ecosystem,
participants exchange value by (co-)providing and consuming information
and processes that we’ll later call ”assets” [36]. Information, in its most re-
stricted technical sense, is an ordered sequence of symbols’ [193], which, in
our perspective, provides the description of a fraction of the existence by itself
(without inputs or outputs). We'll later consider information as ”data” used
by processes. 'Process’ describes an act or a series of acts that take some-
thing (e.g. information) as input and produce outputs or leads to change
the system state. We'll later consider services as a particular process imple-
mentation. As we focus on collaborative and distributed systems, used to
set Collaborative Virtual Organisation, the two major technical conundrums
are 'interoperability’ and ’'security’.
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Interoperability refers to the capability allowing different systems to work
together, communicating and exchanging information. This requires being
able to process and understand information (both syntactically and seman-
tically) to achieve a common business goal. This means that interoperability
requirements must be taken into account at both technical, conceptual and
business levels. The Service Oriented Architecture (SOA) fits the ”techni-
cal interoperability” as it provides standardized interfaces to I'T components
and processes. SOA is a paradigm for organizing and utilizing distributed
capabilities that may be under the control of different ownership domains
[196]. Taking a holistic and ’ecosystem’ view, it deems such a context as a
network of independent services, infrastructure and people who operate and
affect those services [91]. Web Service is a direct implementation of SOA
and offers facilities to enhance IT system communication where Web Ser-
vices implements interfaces to corporate information system and processes
are implemented as a ”service chain” composed and orchestrated according
to the needs. Such an architecture fits well the openness and flexibility re-
quired by Virtual Collaborative Organisation. Moreover, Cloud Computing
based implementation provide a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider
interaction [220]. Coupling SOA, Web Services and Cloud Computing mod-
els greatly improve interoperability, agility, flexibility and scalability among
organizations.

As Collaborative business involves opening the partners Information Sys-
tem structure, outsourcing some functionalities to external provider, security
is key factor while setting such inter-organizational coalitions. Whereas tra-
ditional IS security requirements and implementation focus on a static vision
of information and processes, SOA implementation (which allows linking ser-
vices together in arbitrary ways to meet user needs) requires a more dynamic
approach, focusing on the way services and data may be used and allowing a
dynamic implementation of security requirements, depending on the current
context, user preferences and the way these constraints are propagated while
composing and orchestrating services to address particular needs.
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Context analysis

Different research and practitioners studies show that ’lost of control’,
‘data leakage’ and ’contract breach’” are the main concerns while moving to a
federated business paradigm. A survey by IBM [189] shows that IT security
(vulnerability to hackers and unauthorized access/use of company systems) is
the leading concern of I'T managers and CIOs. In this IBM survey, two thirds
of respondents report that the investment upon collaborative paradigm such
as Cloud Computing and SOA is considered risky. The two most serious risks
are "handling over sensitive data to a third party” and ’threat of data breach
or loss’. Focusing on Cloud Computing, a Gartner’s survey [143] reports the
main risks as:

Data location: Users must be convinced that their local privacy re-
quirements are respected, even if they are not able to know the actual
location of their data.

Data segregation: The Cloud provider should prove its possession of
encryption schemes, designed and tested by experienced specialists.
Privileged user access: The Cloud Computing service providers must
supply customers with specific information on hiring and oversight of
privileged administrators.

Regulatory Conformance: Providers must acquire third-party based
audits and security certifications.

Recovery: Providers should have the ability to achieve a complete
restoration in due time after disaster.

Investigative support: Investigating inappropriate or illegal activity is
difficult in Cloud Computing, as log data may spread across an ever-
changing set of hosts and data centers. However, it is essential that
providers must support contractual commitment to investigation.
Long-term viability: The data handled over the service side should be
available after mass scale structural change, e.g. acquisition or even
bankruptcy. Consequently, this report define as a "best practice” to
"ask potential providers how data will be get back and if it would be in
a format that can fit a replacement application’.

In addition, a report by European Network and Information Security

Agency (ENISA) [78] also studies the security benefits and risks brought
by Cloud Computing. Their risk analysis detailed in four aspects of 'policy
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and organizational risks’, 'technical risks’, "legal risks” and ’general risks that
have effects on Cloud Computing’. The report highlights several top security
risks:

e Loss of governance: Clients cede some governance privilege to Cloud
providers. This may affect security. At the same time the Service
Level Agreements may not offer commitments to corresponding security
service.

e Data protection: It may be difficult for the client to effectively check
whether the data is handled in a lawful way. This problem is exacer-
bated in case of multiple data transfers.

e Compliance risks: Achieving certification (e.g., industry standard or
regulatory requirements) may be risky as public Cloud infrastructure
based implementation can even imply that some kinds of Conformance
cannot be achieved.

e Insecure or incomplete data deletion: This issue presents higher risk for
the client in the case of multi-tenancy and reuse of hardware resources.

e Malicious insider: Cloud architecture involves high risk roles, e.g., sys-
tem administrators and security service providers.

e [solation Failure: The multi-tenancy feature of Cloud Computing may
lead to risks due to the lack of mechanisms that separates client data
and privilege domains (e.g., guest-hopping attacks).

e Management interface compromise: Client access to provider through
the internet leads to vulnerabilities related to remote access and web
browser.

e Lock-in: With no standard and few tools support, it can be difficult
for a client to migrate from one provider to another.

This report also recommends several research areas, namely, ’data protection
in large scale cross-organizational system’; 'building trust in the Cloud” and
'large scale computer systems engineering’.

Different ”virtualization levels” can be used to set cloud-based IS im-
plementation: one can use either Infrastructure as a Service models where
only machines, networks and hardware resources are virtualized, Platform
as a Service model which provides both hardware and solution stack vir-
tualization (including DBMS, SOA support) or even Software as a Service,
where the cloud provider hosts both the infrastructure and the application.
Researchers from ’Institut National de Recherche en Informatique et en Au-
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tomatique’ (INRIA), and Hewlett-Packard (HP) [294] summarized threats
related to the TaaS Cloud, namely, nefarious Cloud provider, malicious in-
siders, data loss and leakage, shared technology issues, interfaces weakness,
account or service hijacking, unknown security profile (of companies lever-
aging Cloud service) due to complex infrastructure. It can be seen that
the damage of these threats mostly relate to data misuse and leakage. The
causes are generally due to the openness of business paradigm, complexity
of IT infrastructure, and people factor.

Besides these studies, the increased adoption of web-based collaborative
systems requires new research and developments. The surveys of Computer
Science and Artificial Intelligence Lab in Massachusetts Institute of Tech-
nology [307] [77] [149] study the issues of privacy protection and copyright
protection in Web-based collaborative system, e.g. Social Network Site and
requirements of information accountability and fair use. ’Fair use’ stands for
the control of the information 'usage’. "Accountability’ means being able to
track the derivation of information. This studies identifies several architec-
tural factors according to these requirements.

e Provenance: It is necessary to track the information flow and record
usage events at each endpoint so that each piece of information can
be pinpointed down and its usage can be assessed against information
provider’s policy.

e Policy language framework: Policy defines which usage activities are
appropriate or not. Coupled to provenance trail, this could support a
"life-long” usage control. As far as collaborative context is concened,
the heterogeneous endpoints involve being able to define a shared vo-
cabulary to support interoperability requirements.

e Policy reasoning tool: System should include policy tools that not only
apply policies over provenance to identify violations but also support
reasoning request over policy, in a timing manner, to support runtime
cooperation decision.

Lastly, other researchers have also analyzed the general characteristics of
collaborative process [308]. Based on this and survey of traditional stand-
alone Performance Measurements approaches, they propose a Performance
Measurements approach for collaboration contexts. Six requirements upon
VO members (partners) are identified: trust among the members; reliability;
willingness to provide information and find solution; use of Information and
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Communication Technologies; flexibility; promptness/speed. It can be seen
that trust and reliability are important aspects.

The different requirements collected in both these surveys lead to a main
conclusion: participants in collaborative information system take a holistic
viewpoint upon security. They require an end-to-end security of their assets,
asking not only for secured communication channel or partner-side security,
but also for data privacy, due usage assurance and conformance mechanisms.

1.2 Related works

To fit these security requirements, the attention must be paid on the In-
formation System implementation and deployment. In the Service Oriented
Architecture (SOA) and Web Service (WS-) domain, several relevant stan-
dards and models have been proposed which discuss about security issues.
For example the 'Reference Model for Service Oriented Architecture’ [196]
introduces Policy model and Contract model in brief. The ’Reference Ar-
chitecture for Service Oriented Architecture’ [91] discusses Governance and
Security on conceptual level.

Securing web-services can be achieved at a technical level thanks to dif-
ferent standards used to integrate security ”technical requirements” in the
web services (from WS-Security to secure SOAP messages, to WS-federation
used to define how different security realms can be federated, etc. [17] [226]
[92] [14]). Nevertheless, these standards are mostly pertaining to the service
"secured delivery channel’ and provide only an ”instant” information protec-
tion (i.e. while processing a service or sending information to the service
consumer). Despite the interest of this ”instant” protection, the main prob-
lem in collaborative organisations is that once transferred on the consumer
computing system, the information is no more under the service provider’s
control.

Paying attention on the deployment, strategies depend on the hosting in-
frastructure. In the Cloud Computing domain [323], several standards devel-
opment organizations (SDO) as 'Organization for the Advancement of Struc-
tured Information Standards(OASIS)’, *Cloud Security Alliance (CSA)’, 'Eu-
ropean Network and Information Security Agency (ENISA)’, 'Distributed
Management Task Force (DMTF)’, ’Open Grid Forum (OGF)’, ’Storage Net-
working Industry Association (SNIA)’ and 'Open Cloud Consortium (OCC)’
are actively involved in the study and definition of the nature of Cloud Com-

10
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puting. These organisations also collaborate to the development of Cloud
Standards [230] [222] which are at their early stages. By now, only some
guidance [73] are available. As Cloud Computing is a paradigm that uses
different enabling technologies (e.g., Virtual Machine, API, network commu-
nication, Database, Web Service) and supports fine-grained, layered business
models (i.e., SaaS, PaaS and IaaS) current propositions are mainly based on
the security features of these corresponding technologies.

A major research challenged due to the collaboration paradigm is related
to "Trust assessment’. The basic idea is to ’let parties rate each other, for
example after the completion of a transaction, and use the aggregated ratings
about a given party to derive a trust or reputation score, which can assist
other parties in deciding whether or not to transact with that party in the
future’ [147]. In this area, the focus is put on algorithms that aggregate peer
estimations (from 'past’ transactions), e.g., 'simple summation or average of
ratings’, 'Beta PDF and Bayesian system’, 'Discrete Trust Model’, 'Belief
Model’, "Flow Model’ [147]. Little attention is paid to the contractual regu-
lation of consumers’ actions upon assets (in ’current’ or future’ transaction).

In summary, the most developed aspects of security are "point-to-point’
security and 'trust’ based security. The former aims at building up a secured
environment for parties to communicate and cooperate, and does not take
into account the way a digital asset is consumed. The later is rather an
afterwards measure which focuses on scaling participants’ security-related
performance during the previous collaborations. Other researchers come up
with proposals for end-to-end security in collaborative information system
[16], but no detailed solution is available by now.

Digital Right Management (DRM) has been successfully introduced to
protect music or video digital rights by providing a ”playing” license that
allows only a reduced use of the content. Coupling cryptographic techniques
to adapted players, this solution provides an "end to end” protection to the
contents and keeps them under the licensing control.

1.3 Contribution

Currently major IS security developments just offer limited protection for
participants’ assets value, restricted in 'point to point’ security (secured ser-
vice delivery), ‘trust’ assessment, etc. On the other hand DRM solutions can
provide a life-long protection on some digital contents. Consequently, one can

11
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take advantage of coupling these approaches to fit the security requirements
involved by the collaborative context.

Adapting a DRM oriented organisation could fit corporate information
policy requirements, providing adaptation to service composition and or-
chestration support. This leads to embed corporate security policy with the
service both at the organizational and technological levels. This DRM adap-
tation to corporate IS context requires different extensions:

e First, the "policy languages” used by DRM systems, i.e. 'Rights ex-
pression languages’ (RELs) [227] [305], don’t have sufficient syntac-
tic and semantic elements to incorporate security factors in a collab-
orative context. Namely factors from intra-organizational level and
inter-organizational level are not taken into account. To overcome this
limit, one should incorporate traditional security management methods
and security metrics in collaborative corporate information system. To
achieve this goal, we propose to extend the ’Rights Expression Lan-
guage’ (REL) to define 'usage actions’ (in 'rights’ element) and part-
ners’ attributes and attributes of the business process (as ’condition’
elements).

e Second, the rights ’enforcement’ mechanism of DRM can not be directly
adopted in corporate IS context, as the assets consumption activities
are carried out by consumer side processes (e.g. Web Service) which
are out of the monitoring scope of traditional DRM monitoring module.
To overcome this limit, one should extend security viewpoint to ’end-
to-end’ strategy by monitoring the 'usage actions’ of asset consumer.
To fit this goal, we propose a policy enforcement system that includes
monitoring mechanism to check the consumer’s conformance to asset
providers’ policies, as well as security mechanisms as encryption and
digital signature to ensure the secured container for the asset and the
secured delivery channel.

e Lastly, providers’ benefits (intellectual property involved in services
and information) should be maintained during service composition and
information propagation. By now the DRM approach is not aware of
this trait which is due to collaborative business process. To overcome
this limit, one should protect assets in their full lifecycles, during the
complex collaborative process. Propagating usage control is a complex
operation as an asset can be 'merged’ and ’'converted’ to other assets
during the 'usage actions’. As an original asset serves as a part of the
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derived asset, new use lifecycle’, denoted as ’derived lifecycle’ (and
the lifecycle in which the original asset exists is denoted by ’initial
lifecycle’) must be managed to protect providers property. Therefore,
merging assets involve aggregating their policies and potential conflicts
should be detected.

As a summary, our research strategy relies on extending DRM with tra-
ditional security management and adapt it to fit the characteristics of collab-
orative corporate information systems, so that it can extend the assurance
level to ’end-to-end’ security.

An eligible solution will be a two-pronged problem:

e the expression of providers’ requirements
e the policy negotiation (and policy aggregation when assets merge) pro-
cess and the conformance of the agreements at 'implementation’ level.

Our approach is organized with a 'top-down’ strategy (see figure 1.1):

Chaprer 1 &2
Introduction &
State-of-the-art

('.'.I'I.'Jlf‘].l'g.'.l' i
Gieneral architecture

| |
('.'frulr]if.'." 4 C,fmp,r;_rr 5 (-.'.l':‘r.llrtlh.'.l' f
Basic policy model Collaborative model Implementation

Chapter 7
Conclusion

Figure 1.1: Thesis structure

e First, we consider the ’conceptual level’ architecture to define which
functionalities should be provided by our system (as functionalities used
to manage partners policies, to inspect (and certify) partners security-
related attributes, to mange the context, to monitor "usage activities”).
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e Second, we propose a policy model that incorporates the traditional
security factors and 'usage control’ factor as the foundation of ’end-to-
end’ security management. We extend the traditional DRM REL to
build such a policy model, payinig attention on both the syntax and
the semantics (to predict the effects of the policy evaluation process).

e Third, considering the traits of collaborative context, we define our
policy model, using some rules (chosen by the policy owner) to extend
the policy model to cover the whole business process (through policy
aggregation). Besides, a method for deciding if policies should aggre-
gate is necessary to adapt our policy model to specific collaborative
contexts.

e Lastly, several components are necessary for supporting the policy ne-
gotiation (evaluation) and aggregation, the context management, the
policy enforcement (usage monitoring) and the components for man-
aging partners’ policies, attributes and history activity records. We
propose an implementation architecture aiming at providing compre-
hensive ’end-to-end’ security management. We also develop several
components and test their performances.

The enriched security information provided to participants can increase
their willingness toward adopting SOA for their business. As for the Cloud
Computing sector, our proposition can serve as a general framework for ex-
pressing participants’ security concerns in the misc business models, e.g.,
DaaS, SaaS, Paa$S, TaaS, etc.
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Chapter 2

State of the art

Economic expectations lie in the flexible exchange of information sys-
tem parts, which should allow a more differentiated coordination between
organization and system design [290]. New paradigms for IT /Business pro-
cess design are needed: Enterprise information system should be configured
with the capability of adapting flexibly to operational requirements of shared
process. This coordination in organization and system design can be imple-
mented in SOA that promotes the ’agility’ of companies and serves as a
foundation for the implementation of a ’real-time enterprise’ [245], paying
attention to inter-operability and security.

Security is a topic related to many factors. Basically, security grounded
on the infrastructure of Information System (IS). Factors in this point usually
have fatal severity, e.g. physical level security of the devices; software level
security (from Virtual machine, OS and libraries to applications), commu-
nication security, etc. Another basic aspect is the factor related to people.
Security of this aspect rests with the issue of defining regulations on the
usage and maintenance of corporate information assets, especially for coor-
dinating users with different roles and different responsibilities. Other factors
also have great impact on IS security. When coordinating multi-part inter-
action, either at intra-organization or inter-organization scale, identification
is vital. This refers to authentication and authorization with certifications.
Further, for inter-organization activity, factors as trust assessment, reputa-
tion are main considerations for cooperation. The emergence of collabora-
tive computing systems, as Service Oriented Architecture (SOA), GRID and
Cloud Computing, urged taking into account decentralized and collaborative
paradigm impact. An important characteristic of these systems is that they
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naturally support arbitrary, agile and complex interaction patterns. Infor-
mation flow and asset value exchanges in these systems makes prevention
of security leakage a tanglesome task. Another characteristic is that the
autonomous ownership boundaries of the service and asset providers (or con-
sumers) make the security configuration for the whole system even more
arduous.

In this case, security can be achieved by focusing on the problem of: let-
ting the right party access the right asset at the right time. That is, the party
should have convenient security attributes, the asset should also have some se-
curity safeguard, and the access decision reflects the providers requirements.
We naturally thought about using a comprehensive access control system as
the basic model for the security configuration, provided we can incorporate
related security factors in it. That is, basically, the miscellaneous security
factors we considered can be settled down in this model. Then we want to
ensure the End-to-End security. That is, being not only able to securely
‘deliver’ asset to consumer’s access, but also to care about 'usage’ upon it, in
order to protect the provider’s intellectual property. This is similar to Digital
Right Management (DRM) in multimedia industry. End-to-End security is
a natural generalization of DRM concept into corporate information system.
Furthermore, with the trend of moving to collaborative computing like SOA
and Cloud, the End-to-End security must cope with these new paradigms.

As a result, the whole system may seem to be complex and probably
inconsistent. Nevertheless, it can be worthy to take advantage of exist-
ing building blocks, adopting them and making necessary adaption. This
chapter introduces the state-of-the-art of security management in collabora-
tive paradigm. It shows the awareness of security and the incompleteness
of it. Lastly we expend the security perspectives from conventional intra-
organizational security to global the general inter-organizational level. Then
we introduce some technologies and issues relevant to support our goal of
providing end-to-end security.

2.1 SOA: a new collaborative paradigm

The services ecosystem and other changes in inter-organizational business
model make a heavy use of software services spanning multiple organizations.
Such dynamic service chain system as well as the supply chain management
system will provide agile support for business organizations. At the center
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of such solution is the achievement of interoperability and security.

Interoperability relies on standardization and is bound to reduce human
labor. It helps avoid information redundancy and inconsistency. Such stan-
dardization resides within both the architecture level and communication
level design of business organization. By now, barriers are on one hand at an
organizational level due to architectural governance in a business federation
and, on the other hand, at the technical level, due to the technical infor-
mation system implementation diversity. The Service Oriented Architecture
allows an agile model for building both ’intra-’ and ’inter-" organizational IS.
The basic idea is not keeping application systems as stand-alone systems in
enterprises, but rather pulling’ the services needed from the Internet and
then configuring them to fit the specific requirements [290].

2.1.1 SOA foundation

The SOA philosophy presents a new way to model IS federation in a
collaborative context. The main feature of such a context is that instead of
specifying an application hierarchy, it has to model the system as a network of
peer-like entities with rules to control the interactions between participants.

In SOA, a service is a mechanism enabling access to one or more ca-
pabilities, using a prescribed interface and the execution constraints/policies
specified by the service description [196], leading to de-coupled system, where
exact implementation (technical detail) of a local service is not provided to
the calling service, thus can be changed without impacting the calling service.

The basic elements of SOA model are (figure 2.1).

e Service provider is the party that provides resources and capabilities
for specific needs as services. Service providers publish, unpublish and
update their services. From a business perspective, the provider is the
owner of the service. From an architectural perspective, this is the
platform that holds the implementation of the service.

e Service requester is the participant who has a need that can be ful-
filled by a service. From a business perspective, this is the business
activity that requires a function to be fulfilled. From an architectural
perspective, it’s the application that is looking for a service and invokes
it.

e Service broker, similar to a ”yellow pages” service, is the party that
provides a searchable repository of services descriptions, where service
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Figure 2.1: Basic Elements of SOA [126]

providers publish their services. Service requesters search and find the
services they need through the broker and get binding information.

It is clear that since the service provider, the service broker and the service
requester interact with each other, they should use standards for service
description and communication. Thanks to this standardization, flexible
and scalable complex applications are more easily achieved at either the
intra-organizational or the inter-organizational level.

From a dynamic perspective, there are three fundamental concepts that
are important for understanding what is involved while interacting with ser-
vices: the visibility between service providers and consumers, the interaction
between them, and the real world effect due to the interaction with a service.

Visibility refers to the capacity for those with needs and those with capa-
bilities to be able to see each other. It introduces the possibilities for match-
ing needs to capabilities (and vice versa). This is typically done by providing
descriptions as functions and technical requirements, related constraints and
policies, as well as access or response mechanisms. The descriptions need to
use syntax and semantics widely accessible and understandable.

Interaction is the activity of using a capability. An interaction proceeds
through a series of information exchanges and invoked actions, typically me-
diated by message exchanges. There are many facets of interaction; but they
are all grounded in a particular execution context - the set of technical and
business elements that form a path between the needs and the capabilities.
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This allows service providers and consumers to interact. It also provided a
decision point for any policies and contracts.

The purpose of using a capability consists in having one or more real world
effects. An interaction is ”an act” as opposed to ”an object” and the result of
an interaction is an effect (or a set/series of effects), as returning information
or changing the state of entities that are involved in the interaction.

2.1.2 SOA impacts on the organization

SOA provides a new way of modeling social and business federa-
tion structure. The business mode in a SOA-based system is characterized
in terms of providing services and consuming services to achieve mutually
desirable real world effects [91].

In the ’business via services’ view, a service is the mechanism by which
needs and capabilities are brought together. A Stakeholder is an individual
entity (human or non-human), or an organization of entities that share in-
terest in services and/or the outcomes of service interactions. A participant
is a stakeholder that has the capability to act in the context of a SOA-based
system. A service provider is a participant that offers a service that permits
some capability to be used by other participants. A service consumer is a
participant that interacts with a service in order to access a capability to
fulfill a need. A service mediator is a participant that facilitates the offering
or use of services in some way. An agent is any entity that is able to act
on behalf of a person or organization. There are two main classes of non-
participatory stakeholders: third parties, who are affected by someone’s use
or provisioning of a service, and regulatory agencies who wish to control the
outcome of service interactions.

In this view, a stakeholder has ownership over resources (e.g. capabilities,
information), shares them beyond ownership boundaries, fulfills consumers’
needs with real world effects (the result of service action) and benefits from
the service and resources that he offers out.

SOA is a mean of organizing solutions that promotes reuse, growth and
interoperability. It is not itself a particular solution to domain problems but
rather an organization and delivery paradigm that enables to get more value
from use both of capabilities which are locally "owned” and those under the
control of others. It also enables one to provide solutions in a way that can
be easily modified or alternated.

SOA is scalable and offers agility to business process modeling
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"The main value of SOA is that it provides a simple scalable paradigm for
organizing large networks of systems that require interoperability to realize
the value inherent in the individual components. * [196]

Services can be dynamically composed. The composition of services is the
act of aggregating or ”composing” a single service from one or more other
services. Two types of services can be identified: Atomic Service and Com-
posite Service. Both of them are visible to a service consumer (or agent)
via a single interface and are described via a single service description. The
composite service consists in the aggregation of atomic services or other com-
posite services.

In SOA, business processes are defined as a set of consistent actions im-
plemented by services. Performed in a logical sequence over a period of time
and with appropriate rules applied, this service chain provides a business
outcome. A ”Service-oriented business process” means that the aggregation
or composition of all of the abstracted activities, flows, and rules that govern
a business process can themselves be abstracted as services.

Besides, between trading partners that span organizational boundaries
often occurs the business federations supporting a ”peer”-style interactions:
partners act as equals without a central coordination.

When services are used as encapsulations of capabilities (with an arbitrary
granularity) more dynamic organization can be set: it is possible to let in or
remove participants and stakeholders according to the business requirements.

SOA provides a scalable environment as it makes the fewest possible as-
sumptions about the network and minimizes trust assumptions that are often
implicitly made in smaller scale systems. To develop systems that are scal-
able, evolving and manageable, an architect using SOA principles is better
equipped. It is also easier to decide how to integrate functionalities across
ownership boundaries. The IT infrastructure based on SOA is also more
agile and responsive than one built on an exponential number of pair-wise
interfaces. For example, a large company that acquires a smaller company
must determine how to integrate the acquired company’s IT infrastructure
into its overall I'T portfolio. Through its inherent ability to scale and evolve,
SOA enables an IT portfolio which is also adaptable to the various needs of
a specific problem domain or process architecture. It inherently supports the
corporate information system aggregation.

SOA supports contracts based on policies and enables fine grained
virtual organization using business processes of participants. In-
tegrating people relationships in collaborative business process supported by
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SOA involves being able to set commitments and enforce them according to
a community strategy. It includes several key elements.

An agreement shared by a group of participants defines a social structure.
A Role is an identified relationship between a participant and a social struc-
ture that defines the rights, responsibilities, qualifications, and authorities of
a participant within the social structure context. Right is a predetermined
permission that permits an agent, i.e. any entity that is capable of acting
on behalf of a person or organization, to perform some actions or adopt a
stance in relation to the social structure and other agents. Authority refers
to the right to act as an agent on behalf of an organization or another person.
Responsibility is an obligation associated to a role player who has to perform
some actions or to adopt a stance in relation to other role players.

2.1.3 Policy

A policy is defined by a set of assertions. The SOA reference architecture
[91] provides mechanisms to enforce policies and contracts to support auto-
mated governance and ensure efficient operations in a consistent way with
the goals of the social structure.

Assertions and commitments are defined as propositions - an expression
of some property of the world whose truth can be measured by examining
the world and checking that the expression and the world are consistent with
each other. Assertions are claims about current state while commitments are
agreements to future state.

The SOA reference architecture identifies two types of constraint mecha-
nisms [91]. The permission-style constraint defines the right to access some
resources or to perform some actions. The obligation-style constraint defines
the requirement to perform some actions or maintain the state of a resource.
This architecture also identifies the key components of the constraint mech-
anisms [91]:

e Policy/Contract administration point, for allowing participants to man-
age policies;

e Policy Distribution/Repository, storing policies to be used by Decision
Points;

e Attribute Information Point, collecting and forwarding attributes (Named
values that define characteristics of participants, resources, actions, or
the environment) to the Decision Point;
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e Decision Point, evaluating participant requests against relevant poli-
cies/contracts and attributes to render a permission decision;

e Enforcement Point, enforcing and assuring the Decision Point decisions
and obligations;

e Measurement Point, Identifying mechanisms for measuring and moni-
toring policy obligations;

e Audit Point, recording participant actions and measuring results of
obligations.

With emphasis on governance, policy and contract management, SOA
allows the stakeholders to negotiate and set key policies that govern the
system at runtime. By this way, the SOA reference architecture provides a
framework for characterizing the conditions and obligations of service based
business federation process.

2.1.4 SOA implementation

A Web service is defined by the W3C as ”a software system designed to
support interoperable machine-to-machine interaction over a network” [125].

The basic activities of Web Service life cycle include creation, description,
publication, discovery, invocation and un-publication associated to the "basic
layer’, as shown in figure 2.2.

Basic Layer ‘ Create }| Describe H Pablish P‘ Discover H Invoke H Unpublish ‘
Compaositior Security Brokering Tramsaction Handling
Value-Added
Layer Billing Reliahility Monitoring Contracting

Figure 2.2: The Web Service lifecycle [292]

The 'value-added layer’ covers the activities that bring better performance
to Web Service environment, such as composition, security, brokering, reli-
ability, billing, monitoring, transaction handling and contracting (see figure
2.3).

The core layer is devoted to communication via network, using mostly
SOAP and XML for message (and data) exchanges. Other standardized
mechanisms are also used to increase performance, as WS-routing, WS-
addressing [42] and WS-reliability [92].
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Figure 2.3: The Web Services technology stack [236]

High-level layers are used for Web Service description, publication, se-
lection and coordination. XML-based representation is the predominant
mechanism: WSDL [58] [57], xCBL, ¢cXML, UBL [41] and ebXML [87].
Research also develops Ontology-based representation: OWL [202], WSMF
[93],WSML [80] AND WSMO [79]. UDDI(Universal Description Discovery
and Integration) [223] is an open industry initiative, sponsored by the Orga-
nization for the Advancement of Structured Information Standards (OASIS),
enabling businesses to publish services, discover each other and define how
the services or software applications interact over the Internet. Other mech-
anisms for this task are semantic UDDI [231] and ebXML [87]. Web Ser-
vice Coordination, orchestration and choreography are issues concerning the
management of Web Services cooperation. For such tasks, WS-BPSS (from
the BPSS [87]) and WS-BPEL [145] are the main standards (compared to
WS-CDL [158]). Such technologies allow dynamic governance of complex
cooperation pattern among multiple service providers and consumers.

These mechanisms are basic building blocks for bridging the gap between
the conceptual definition of SOA and the business federation environments.
In addition, there are other important issues that need to be considered:

e Monitoring
It covers three aspects. "Transaction’ defines how to 'undo’ the relative
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WS’s task when a WS failed, borrowing the ACID (atomicity, consis-
tency, durability and isolation) concept to WS. ’Change management’
concerns administrating quitted and newly joined Services. ’Optimiza-
tion” chooses 'best’ Service among several ones according to their Qos
features (which is used both in the orchestration stages and in the
change management).

e Qos
Major requirements [236] [317] include runtime properties as availabil-
ity, accessibility, conformance to standards, integrity, performance, re-
liability, scalability, etc. and business qualities as cost, reputation,
regulatory, etc.

e Privacy and Security
Security (especially application level security) [317] includes authen-
tication, authorization, non-repudiation (keeping historical executing
data), message integrity and confidentiality, operational defence, etc.
Standards as SAML (security assertion markup language) [226] facil-
itate security across enterprises. Privacy issues have been taken into
consideration in the W3C’s P3P [69] and privacy policies in OWL-S
[148].

e Policy
Policy represents a set of specifications that describes the capabili-
ties and constraints on security, Quality of Service or other aspects.
W3C has proposed a recommendation of WS-Policy in September 2007,
which is a specification documentation that allows both web services
to use XML to advertise their policies and web service consumers to
specify their policy requirements.

e Interoperability
The ’"basic profilel.0” by WS-I (Web Services Interoperability Organi-
zation) is the baseline for Web Service interoperability. As SOA is
a decentralized and collaborative architecture, interoperability is the
fundamental ability to support other features. Many efforts are be-
ing made in research and practices to enhance interoperability in both
the syntactic and semantic levels. For instance, the XML provides a
standardized and structured data organization format and is more and
more employed for exchanging messages. On the other hand, seman-
tic technologies are increasingly used for representing Web Service’s
features and for matching Web Services [28] [148] [199] [231] [133].
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Above Web Service features indicate a gap between the requirements of
SOA and the existing I'T infrastructure. Responses for these requirements
rely on re-organizing or upgrading current information systems, making new
technologies adapting to existing ones and achieving features necessary for
collaborative business process. The ESB [243] solution is a influential ap-
proach for this purpose.

To implement an information system in SOA, a highly distributed com-
munications and integration backbone is required. This functionality is pro-
vided by the Enterprise Service Bus (ESB) that is an integration platform
that uses Web Services standards to support a large variety of communica-
tion patterns over multiple transport protocols and deliver value-added ca-
pabilities for SOA applications [234]. It supports capabilities such as service
orchestration, intelligent routing, provisioning, and service management [234]
and also guarantees the security of data and services. The extended SOA
(so-called 'xSOA’) [233] [235](see figure 2.4) addresses such requirements.

Market maker

felf

A\

Sarvice aggregator

Figure 2.4: Extending SOA [234]
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The xSOA is a multi-level architecture which embraces a multi-dimensional
separation of concerns based on the need to separate basic service capabilities
from the functionalities for service composition and management. In such
architecture each layer uses the functionalities provided by the lower-level
components predecessor layer to accomplish its task.

The ESB middleware provides services at different layers: communication,
routing, translation and discovery are basic services whereas the composition
and management services are associated to the composite service layer, lastly,
SLA and security are used to set managed services.

Consequently, an ESB is an integration platform of middleware based on
de facto standards that provides basic functionalities such as message-based
exchange, data transformation and intelligent routing in a highly distributed
architecture via an event-driven and standards-based messaging engine [279]
(see figure 2.5).

Custom Sarnvica
Portals eaplmnd

Reliable Asynchronous Secure Messaging

s - J B B
=% Distributed Adapters Web JMS/ MQ
query engine Services J2EE gateway
4 ! !
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applications suppaort

Figure 2.5: ESB connecting diverse applications and technologies [234]

ESB provides the distributed processing, standards-based integration and
enterprise-class backbone required by the extended enterprise [200]. In the
enterprise context, business events (e.g. a customer order, the arrival of a
shipment at a loading dock or the payment of a bill) may affect the normal
course of a business process at any time [234]. This implies that business
processes cannot, be designed a priori assuming that events are predetermined
and follows a particular flow: they must be defined dynamically, driven by
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incoming, parallel and a synchronous event flows [203]. Business processes
can be implemented using an event-driven SOA [282] [278], based on service
contracts and other associated meta-data such as policies.

SOA provides a uniform mean to offer, discover, interact with and use ca-
pabilities in an environment that transcends ownership domains. This brings
into concern the ownership and other issues related to SOA governance. SOA
governance applies to three aspects of service:

e SOA infrastructure - the ”"plumbing” that provides utility functions
that enable and support the use of the service;

e Service inventory - the requirements on a service to allow it being ac-
cessed within the infrastructure;

e Participant interaction - the consistent expectations according to which
all participants are expected to comply (well behaved).

SOA governance should provide an end-to-end protection of assets bene-
fitting provider’s ownership rights during the full business federation process
lifecycle. This leads to establishing contracts among providers and consumers
to control the behavior in the run-time space, paying attention on both ser-
vice and infrastructure layer (e.g. is the used system corrupted or not). An
example is the 'PEtALS Master’ SOA Governance solution [244] (see figure
2.6). Built as an upper layer on the ESB, it offers components for service
registration, information repository and SLA (contract) [35] management.

At the deployment stage, attention must be paid on the distributed sys-
tem organization. For example in the opensource ESB PEtALS, different
ESB nodes can be federated to support business federation of an expended
scale. This requires the adaptation to distributed architecture when propos-
ing an end-to-end security management solution.

Such distributed architecture can implement on ’virtualized’ IS infras-
tructure. This requires a security management method coping with layered
IS infrastructure. A typical application based on layered IS infrastructure is
Cloud Computing.

2.1.5 Cloud Computing with Web Service

Cloud Computing leverages Web Service technology for the provisioning
and delivery of service. It diminishes the overhead of pre-planning for provi-
sioning. Thus enterprises can acquire services from cloud providers starting
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Figure 2.6: PEtALS infrastructure [244]

from small scale and increase investment according to business development.
Cloud Computing supports a layered service-driven business model [323] (see
figure 2.7):

e Infrastructure as a Service(IaaS)
It stands for on-demand provisioning of infrastructure, mostly via Vir-
tual Machines. Examples include Amazon EC2 [12], GoGrid [64] and
Flexiscale [99].

e Platform as a Service(PaaS)
It stands for providing platform layer resources, namely operating sys-
tem support and software development frameworks. Examples are
Google App Engine [116], Microsoft Windows Azure [204] and Force.com
[261].

e Software as a Service(SaaS)
It stands for providing on-demand applications over the Internet. Ex-
amples include Salesforce.com [261], Rackspace [251] and SAP Business
ByDesign [266].
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Figure 2.7: Cloud computing architecture [323]

Such a layer scheme resembles the Software Stack viewpoint upon in-
formation system. The patrimonial value of a Cloud provider involves the
hardware and software value of corporate information system and organiza-
tional intellectual property. A Cloud owner exhibits the patrimonial value
as Cloud service and requires protecting its interests. Upper layer Cloud
provider relies on the services of lower layers which can be offered by other
cloud owners. Security governance of collaborative context as a Cloud Com-
puting context should be able to identify the security factors in the different
layers and manage them separately in a ”security stack” organisation.

Security issues at each Software Stack persist in the corresponding Cloud
service layer. In addition, the providers’ security profiles must be consistent
to meet the consumers’ security requirements. Service level agreement (SLA)
are built among Cloud providers and consumers to accommodates their re-
quirements and protect corporate patrimony. These SLAs have dedicated
part for security management and intellectual property protection. This de-
sign requires an adapted risk analysis and management method, fitting the

cloud vision, paying attention on security specification and on the way it is
implemented.
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2.2 Security foundation of Information Sys-
tem

Inter-enterprise business process engineering specification has to satisfy
two goals: respecting each enterprise autonomy and patrimony while build-
ing a consistent dynamic and multiple super-enterprise organization. This
involves setting a ”common” information system with well defined processes
able to support efficiently both formal and informal collaboration [37], inter-
connecting the different partners’ own information systems and respecting
each partner’s security strategy. Consequently, key points are risk analysis
and security management.

2.2.1 Corporate IS risk analysis and management

Since the 1980s, several methods and standards have been developed to
identify risks and address security issues for corporate Information System
(IS). Using these methods, one can identify and design the security features
of the corporate IS. Such features can serve as elementary criteria to consider
the inter-organizational cooperation decision.

EBIOS [83] (Expression des Besoins et Identification des Objectifs de Se-
curité) has been created by the DCSSI (Direction Centrale de la Sécurité Des
Systemes d’Information), a department of the French Ministry of Defence.
It provides a method and comprehensive information (e.g. detailed descrip-
tions, strategic stakes, detailed risks with their impact on the organization,
explicit security objectives and requirements) to support decision-making re-
garding the security policy. This method is an exhaustive approach and
gives a greater awareness for everyone involved in a project. Unlike scenario-
based risk analysis approaches, this method has great generality for many
application domains. Consequently it can be used in different contexts.

ISO/IEC 17799 [140] and ISO/IEC 27002 [141] offer guidelines for in-
formation security management. The standard contains twelve main sec-
tions concerning: risk assessment, security policy, human resources security,
physical and environmental security, communications and operations man-
agement, security implication, conformance ensuring, incident management.
It consists in a set of policies, standards, procedures, and guidelines that well
match most of applications. They also provide certifications. This allows or-
ganizations to show their own security level as well as comparing it with the
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security features of their trading partners and competitors.

OCTAVE [11] is a self-directed, risk-based strategic assessment and plan-
ning technic for security. Unlike the typical technology-focused assessment
methods, OCTAVE is targeted at organizational risk and focused on strate-
gic, practice-related issues. OCTAVE is also an asset-driven evaluation ap-
proach. Its process is led by identifying and rating the assets in the corporate
IS, analyzing the risks and their severities, collecting security requirements
and proposing security policies.

SNA [90] describes a process for systematically refining an enterprise sys-
tem architecture to resist, recognize, and recover from deliberate, malicious
attacks by applying reusable design primitives. It is an iterative risk-driven
process which adopts the Spiral Model [38].

MEHARI [65] is a complete method of evaluation and management of
risks associated with information, treatments and resources used, provided
by the CLUSIF (Club de la Sécurité de I'Information Francais). It is built
around a comprehensive set of modules, tools and questionnaires and is dis-
tributed under the Open Source principles (downloaded and applied in over
100 countries). MEHARI knowledge base provides methodological frame-
work, tools and documentation for guiding security management tasks as
follows:

e The 'major stakes analysis’ focuses on the objectives and expecta-
tions of the organization’s business units. It provides a scale of harm
value resulting from security incidents and a formal classification of
‘primary assets’ (processes, information) and ’supporting assets’ (in-
cluding premises, offices, IT and networks, etc.).

e The ’analysis of the vulnerabilities’ focuses on the effectiveness of
the security services, their firmness and their permanency over time.
Its consideration includes both the information system and the work
flow environment.

e The 'decreasing and managing the risks’ task provides, generally
speaking, assessments of the intrinsic level of consequences of the risk
situation and an optimal setting of action plans to reduce the risk.

e The 'monitor of the information security’ step uses several ’in-
dicators’ to compare the results of action plans to the objectives. It
provides synthetic reports about: risk and vulnerability levels, security
themes (16 criteria such as access control, continuity planning, etc.),
compliance measurement to all ISO 17799:2005 controls and dashboard
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of critical risks.

These methods and standards are recognized as most successful approaches
for corporate IS security. Their implementations allow collecting security is-
sues in a business federation from the very fundamental aspects. The analysis
drills down through both the 'inter’ and ’intra’ organization level.

2.2.2 Intra-organizational security

Security issues at this level can be organized throughout the ’software
stack’ layer. Software Stack in its general sense stands for the layered parti-
tion of all the resources requested by a computing task, namely the hardware
layer, the virtualization layer, the operating system layer, the middleware
layer, the network layer, the application layer and the people/organization
layer. Generally, an uper-layer relies on the functionalities of the under-layer,
including the 'trustworthiness’ of it in a security point of view [54]. Enter-
prise security policy takes a holistic viewpoint where each layer has different
security goals and management aspects.

The hardware layer comprises management of the physical resources,
i.e. servers, routers, switches, as well as electrical supply and cooling systems.
The physical security is vital to the integrity, confidentiality and availability
of enterprise information system. This point is emphasized by many secu-
rity management methods and standards as EBIOS [83], OCTAVE [11] and
ISO/IEC 17799/27002 [140]. Typical issues involve hardware configuration,
fault tolerance, power and cooling resource management, physical access con-
trol, etc.

The virtualization layer maps the physical resources to a pool of
‘sliced” and ’re-organized’ storage and computing resources using virtual-
ization technologies such as Xen [311], KVM [171] and VMware [296]. Due
to the adoption of Cloud Computing to support applications, the virtual
machine security is drawing industry and research concerns [294] [84] [144]
[211]. Virtual machine security is a new fast-growing field (we should follow
the progress and include new threat and security mechanism into our solu-
tion). One needs to consider the protection of both the guest OS (VM) and
the hypervisor (VMM). VM security requires isolation and proper manage-
ment of interaction between VM and hypervisor. For example cryptographic
protection and access control can protect VM image at the storage and trans-
portation stages. Encrypted boot and data partition protect VM at the

32

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2012ISAL0027/these.pdf
© [Z. Su], [2012], INSA de Lyon, tous droits réservés



deployment stage. VM introspection monitors the deviation from 'normal’
behavior at runtime. Network traffic authentication can be used to prevent
guest-to-guest monitoring attack. Hypervisor protection aims at developing
counter-measures to face the main threat: VM escape, where the guest OS
may exploit the security flow of VMM, elevate its privilege and compromise
the host environment. This problem can be solved by properly configuring
the environment, timely path update and audit trail. In addition, there are
also threats due to external modification of VM or hypervisor. The solution
generally leverages digital signature technology, e.g. the trusted bootstrap.

The operating system security underwent a relative long history. Some
works [163] [163] summarized and categorized security issues at this layer.
Confidentiality, integrity and availability stakes are mostly challenging at the
operating system level. Many mechanisms have been developed, as digital
signature algorithms, encryption algorithms, key exchange algorithms and
checksum algorithms, to enhance authentication, whereas Access Control
and credential management ensure authorization. The recent years have seen
trusted Platform Module(TPM) and trusted-boot more and more adopted
to face rootkit attacks.

The middleware layer offers libraries and supports functionalities to
build an upper-layer environment above operating systems to facilitate appli-
cations deployment. Examples include Java virtual machine, .NET runtime,
Google App Engine and Windows Azure. This layer is vulnerable to at-
tacks as SQL injection, etc. Counter measures as continuous path updating
and version management can mitigate such vulnerabilities. Encryption and
signature can also be used in data storage service.

The network layer is associated to the communication mechanisms (net-
work and messaging) between hosts to support service delivery. Table 2.1
shows a list of security mechanisms in TCP /IP network.

Security requirements Fulfilling Technologies
Transport level audit trail Logging, audit trail policy
Transport level accessibility Firewall, IDS, IPS

Transport level user access control | TLS, SSL, IPSec
Transport level user authentication | TLS, SSL, IPSec
Transport level data integrity TLS, SSL, IPSec
Transport level data confidentiality | TLS, SSL, IPSec

N W YO

Table 2.1: Network Security Level (TCP/IP security) Stack
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Security protocol as 'Internet Protocol Security’ (IPsec), 'Secure Sockets
Layer’ (SSL), and "Transport Layer Security’ (TLS) provide security services
as confidentiality, integrity and authentication. They also facilitate access
control. Firewall, Intrusion Detection System and Intrusion Prevention Sys-
tem enable more comprehensive mitigation of network level threats. Logging
and audit trail offer 'non-repudation’ thus enhancing security level in network
layer.

The application layer consists in utilities to perform specific computing
tasks e.g. some SaaS application as Google Apps, Facebook, Youtube, etc.
Threats are more related to applications and commercial models. A major
challenge is the protection of enterprise privacy, e.g. the infringement of
copyright, leakage of digital content, business secret exploition, etc. This
can be caused by mal-behavior of employees, clients or providers, abuse of
account, or failure of the underlying layers. As application data bears the
intellectual property, unauthorized usage of them is a major risk that hinders
the cooperation motivation. Access control and encryption can mitigate the
risk. Auditing trail is critical for forensic evidence.

The organization and people layer refers to the organizational regu-
lations to enhance security, namely security management strategy. Such reg-
ulation usually defines the privilege and obligation of people, their positions,
requirements and maintenance rules for devices, utilities and environment
aspect. In fact, management issue is a global scale topic and spreads in ev-
ery layer. We extract them to emphasize their impact and introduce some
wide adopted approaches.

Based on the stack viewpoint, IS security can be scaled in a structural
manner that adapts to the collaborative computing contexts as Cloud Com-
puting, GRID and SOA. Categorization of security factors based on the lay-
ered analysis can serve as a part of the 'vocabulary’ for expressing enterprise
security level.

Nonetheless, these factors reflect only the centralized security configu-
ration within the scope of one organization. A global security level of busi-
ness federation can not be concluded without an inter-organizational security
analysis.

2.2.3 Inter-organizational security

Recent years have seen the development of the new collaborative paradigm
where services are organized dynamically in different service-chains to sup-
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port various business processes. It involves re-thinking the security policy at
an inter-organizational level. Being autonomic entity, each party has its own
criteria and policy about when and how it will share services and/or values
with others. In such context, trust between partners plays a critical role to
smooth cooperation and information sharing across different trust domains
[310]. It is a driving force to set collaborative organization. In short, trust
can be defined as an assertion on the behaviors of participants in relation to
each other [91].

An identification service is the foundation for trust relationship. Central-
ized or decentralized authentication authority is required to identify partners.
A decentralized trust authority provides individual participants more auton-
omy to authenticate and authorize actions and events to support collabora-
tion. Nevertheless this involves building a trust-chain. A common trusted
third party may be used to facilitate trust chain enactment. An example of
this strategy is the policy-based exchange of certificate based on PKI service.

Trustworthiness of a partner can be computed by direct-trust, recommen-
dation and reputation (see table 2.2).

Trust level | Trust type Trust source

Direct-trust | Direct-trust Direct assessment
Indirect-trust | Recommendation | Recommendation by authority
Indirect-trust | Recommendation | Recommendation by peers

Indirect-trust | Reputation Convention-based
Indirect-trust | Reputation Authority
Indirect-trust | Reputation Peer-opinion

Table 2.2: Trust assessment

Direct-trust is a model where a party estimates the trustworthiness of
a partner according to their interaction history. Usually, a party scales
the partner by factors like the number of successful interactions, frequency,
elapsed time from last interaction, etc.

Indirect-trust means that a party estimates the trustworthiness of a part-
ner based on opinions of other partners. There are two types of indirect-trust
assessment tasks, namely recommendation and reputation. Recommendation
concerns generating an aggregated opinion, dealing with the more 'popular’
partners, e.g. those with better QoS, more visiting rate, etc. The reputation
model [123] is rather used to deal with security issues. It generates scales
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upon security attributes of partners and records them. Reputation records
can be generated from three sources. Convention-based model uses stan-
dards, e.g. ISO/IEC27002 [141], to regulate and certificate party’s quality.
Authority model is used in e-commerce where some organizations grant cer-
tificates (trust seals) for proof of the QoS/security of websites. Peer-opinion
model receives most research attentions and practice adoption. Algorithms
to aggregate peer estimations can be classified into 8 categories: simple sum-
mation or average of ratings, Beta PDF and Bayesian system, Discrete Trust
Model, Belief Model, Flow Model [147], Fuzzy Model where membership
functions are associated to trustworthy, Hidden Markov Models [206], which
takes the time between observations into account, and Entropy [197] based
models.

Access control can be seen as a fine-grained trust model where partners’
properties are evaluated to decide the access to assets. The fast evolution of
Web-based distributed computing paradigm has risen a variety of resource
protection requirements. The work done by the security research community
to address these requirements has led to the definition of a number of access
control models [8], e.g. DAC (discretionary access control), MAC (mandatory
access control) and RBAC [263] [94].

Role-based Access Control (RBAC) is a security model which relies on the
organizational view to provide authorization to access resource. The RBAC
model creates an indirect relationship between rights and actors through the
roles played by the actors. Thus, security policies are defined to govern
roles instead of individual users which facilitate the management of security
policies [279]. RBAC ’has emerged as a full-fledged model as mature as con-
ventional mandatory access control (MAC) and discretionary access control
(DAC) concepts’ [95]. It has wined extensive real-world adoption thanks to
its features as perspicuity of role administration and supporting of Static
Separation of Duty (SSOD) and Dynamic Separation of Duty (DSOD). The
Role-Based Access Control (RBAC) model often uses a manual assignment
of users to appropriate roles. When the service-providing enterprise has a
massive customer base, assigning users to roles ought to be automated [9].
Open environments such as Internet involves that service requesters are not
only defined by an identifier but by a set of attributes (usually substantiated
by certificates) to gain accesses to resources [303]. Owing to its centralized
administration model, RBAC does not adapt naturally to the decentralized
collaborative ecosystem paradigm.

Organization Based Access Control (OrBAC) [152] is a policy model in-
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cluding permissions, prohibitions and obligations. It can be used to define
policies across the organizational boundaries. In this model, each security
policy is defined for and by an organization. By this way it is possible to
handle simultaneously several security policies associated with different or-
ganizations.

The recent past has seen many attribute-based access control systems
[39] [40] [318] [319] [320]. The Attribute-based access control model is a
decentralized model and is supported naturally by XACML model. Past
actions and Reputation records can be modeled as subject attribute in such
model. It is able to express RBAC by leveraging semantic [98]. These features
make attribute-based access control an adaptive policy model for trust-based
access control.

Building trust relationships usually relies on a Service Level Agreement
(SLA), paying attention to security aspect. Such agreement consists in a
policy part regulating the partners’ privilege in order to protect each other’s
benefits. Some mechanisms for monitoring party’s behavior can be set to
determine the effectiveness of such agreement. Monitoring mechanisms vary
according to the implementation context and technical details. At the net-
work level, network traffic and message exchange analysis between service
provider and consumer, e.g. based on SOAP message intercepting [209], can
be used. The consumer behavior can also be monitored at the system level
by observing execution log, e.g. hooking, system call logging and Runtime
verification [22].

In this section we introduced briefly the state-of-the-art of security man-
agement approaches and achievements, at both intra-organizational and inter-
organizational level, to set comprehensive security and assurance system for
collaborative enterprise information system. Nevertheless, these factors pro-
vide an ”instant point of view”, i.e. the partner selection, the service secure
delivery, countermeasures to external attacks. A comprehensive security and
assurance system for collaborative enterprise information system should not
be confined within these factors, as a federated organization usually requires
a life-cycle long protection for services and information.
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2.2.4 Security and governance in SOA and Web Ser-
vice

In SOA, security can be identified as the confidence that services are
enhanced to prevent accidental or malign intent of other people to damage
or compromise trust in the system [196] [91]. Governance is used to align
decisions with the overall organizational strategy and enterprise culture.

SOA characterizes the key security concepts [141] as follows:

e Confidentiality refers to the assurance that unauthorized entities are
not able to read messages or parts of messages that are transmitted.

o Integrity refers to the assurance that information that has been ex-
changed has not been altered.

e Availability concerns the ability of systems to use and offer the services
for which they were designed.

e Authentication concerns the proof of a participant’s identity.

e Authorization ensures that the information and actions that are ex-
changed are either explicitly or implicitly approved.

e Non-repudiation concerns the accountability of participants: they are
not able to later deny their actions.

Threats can come from either third parties from outside or from partici-
pants in the system. The later is of particular concern as SOA system itself
is an ecosystem spanning multiple ownership boundaries.

The SOA reference architecture [91] lists common threat types:

e Message alteration: the attacker modifies the content of message.

e Message interception: the attacker intercepts and understands message
between participants.

e Man in the middle: the attacker intervenes in the conversation and
convinces each participant that he is their real correspondent.

e Spoofing: the attacker convinces a participant that he is someone that
the participant should trust.

e Denial of service: the attacker prevents legitimate users from making
use of the service.

e Replay: the attacker captures the message traffic during a legitimate
interaction and then replays part of it to the target and persuades it
to respond as though it was a legitimate interaction.
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e False reputation: a malicious user completes a normal transaction and
then later attempts to deny that the transaction occurred.

Performing threat assessments, devising mitigation strategies and deter-
mining acceptable levels of risk are the foundation for an effective process to
mitigate threats in a cost-effective way. It can include:

e Privacy Enforcement, which is usually maintained by encryption and
"Policy Decision Points (PDP)’ / "Policy Enforcement Points (PEP)’.
A PEP’ for enforcing privacy can be an automatic function to encrypt
messages as they leave a trusted boundary or simply ensuring that such
messages have been suitably encrypted.

e Integrity protection, which uses digital signature to provide protection
against message tampering or inadvertent message alteration.

e Message Replay Protection, which controls the message 'unicity’ by
using a message ID, a timestamp or seed information which can be
used by the reply message.

e Auditing and logging, which are functions that maintain careful and
complete logs of interactions. They can be used for auditing purposes.

Web services security quality is the ability to determinate the legality of
access to the system and service, providing integrated security service for
the use of stable, reliable and appropriate authority in order to reduce or
eliminate all potential threats, which may occur while using Web services
[225]. WS standards propose message level mechanisms for SOAP and XML
security, offering enhanced security (see table 2.3).

SOA security includes not only the security services as integrity, availabil-
ity, accessibility, reliability, and confidentiality etc: it emphasizes on using
policy as a further means for security governance and management. Never-
theless, the WS standards address mainly the issue of ’secure delivery chan-
nel’, with falls in the network layer of the software stack model. Thus a more
comprehensive solution is expected.

2.2.5 End-to-end security

In a global security perspective, the IS architecture for business federation
is an ecosystem where all the organizations act as independent participants
who negotiate and cooperate according to their resources, characteristics and
common goal.
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Security requirements Fulfilling Technologies

8 | Message level audit trail Logging, audit trail policy

7 | Message level accessibility SOAP Firewall

6 | Message level access control SAML, XACML

5 | Single-sign-on SAML, Liberty Alliance, .NET
Passport, WS-Federation

4 | Message level non-repudiation XML-DSIG, WS-Security,
XKMS

3 | Message level user authentication | XML-DSIG, WS-Security,
XKMS, SAML

2 | Message level data integrity XML-DSIG, WS-Security,
XKMS

1 | Message level data confidentiality | XML-Encryption, WS-Security,
XKMS

Table 2.3: Web Services Security (SOAP message security) Stack

The pre-condition of a successful business federation is the achievement of
global security objective and a ’full lifecycle’ protection of corporation patri-
monial value. Without a central authority to configure and manage security
goal, each participant must define its concerns, using policy to express its
security profile and requirements. To fit the life-long protection requirement
the policy should express issues about ”allowed way of usage upon corporate
asset” to support end-to-end scale corporate patrimony protection. Several
issues have impacted such a ’'policy-based’ end-to-end security management
methodology.

2.3 Toward End-to-end security for collabo-
rative system

End-to-end security for collaborative systems can be characterized by two
questions: "Which partner can access my assets?” and "What can he do with
the assets?” Such a system can be seen as an access control system enhanced
with the capability to manage 'due usage’ control - ensuring appropriate use
of resources, in the way expected/allowed by the owner [154]. In this sys-
tem, partners’ security profiles are summarized as security attributes, which
serve as criteria for access decision. By this way, a coordination of partners’
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security configuration is established. Furthermore, the impact of complex
business process should be considered. The effect of access decision in this
system is not just 'permit access’ or ’deny access’. It can be any type of
consumption activity (e.g. access service, copy data, render multimedia file,
etc.) or obligations. The enforcement of this access decision can not be done
solely on the resource provider side. It relies heavily on the inspection of the
consumer side system.

To support end to end security management that is adapted to any col-
laborative scenario can be too ambitious. For example the systems for Cloud
Computing and Supply Chain Information Management system can be dif-
ferent at either the policy expression level or the enforcement level. Never-
theless, some common traits can be summarized and we can build a system
that serves as bedrock for coping with the different scenarios. To achieve
this goal, we firstly look at relevant issues. Basic requirements have related
technics or ideas in industry or academic field that can be adopted or can be
inspiration.

2.3.1 DRM: control of resource usage

First of all, to deal with 'due usage control’, one can consider the Digital
Right Management (DRM) service. DRM integrates rights and usage control
beyond ownership boundary. It has been successfully introduced to protect
music or video digital rights by providing a license that allows a reduced use
of the content.

2.3.1.1 Definitions

Digital Rights Management is "the description, identification, trading,
protection, monitoring and tracking of all forms of rights usages over both
tangible and intangible assets including management of rights holders re-
lationships” [136]. It refers to controlling and managing rights to digital
intellectual property [256]. It involves the description, layering, analysis, val-
uation, trading and monitoring of the rights over personal or organization’s
assets, both in physical and digital form, including tangible and intangible
value [255].

The DRM functions can be split into two groups, as depicted in figure
2.8.
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Enforcement

Figure 2.8: The two parts of DRM

DRM is used for managing. Providers need to identify their content,
to collect metadata related to the content, so that potential customers can
find what they want to get. Providers assert which rights upon the content
they will release through Rights Expression Language (REL). They also need
business models for distributing their assets. Another distinguishing feature
about DRM is that it comes up with mechanisms to enforce the released
rights, confining consumer’s activity to the scope defined by the provider.

2.3.1.2 Architecture

Two different visions from DRM can be presented: an architectural view
and a functional view. From an architectural view, three major components
can be identified: the content server, the license server, and the client [88].
The content server stores and manages digital contents, information about
products (services) that the content provider wants to distribute, and the
functionality to prepare a content for a DRM-based distribution. The license
server is responsible for managing licensing information. Licenses contain
information about the identity of the user or information on the device that
wants to use rights concerning the content, identification of the content to
which the rights apply, and specifications of those rights. The client resides
on the user’s side and supplies the following functionalities: DRM controller,
rendering application and user’s authentication mechanism [256].

From a functional point of view (figure 2.9), the functionalities of the
components are as follows:

e Content Provision is the interface used by the content providers to
register their digital objects.

e Content Safekeeping stores the digital object in plain format or in a
security wrapper.

e License Phrasing (or Offer Creation)is a process that can be seen as
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rights metadata provision. The result of this process is a license written
in a Rights Expression language.

Booking refers to the process (and supporting components) of request-
ing the content. It usually involves a payment process.

Content Preparation comprises usually the functionalities of water-
marking, compression, encryption, enrichment (with metadata) and
wrapping.

Content Distribution can be done by a register center (E-commerce
shop, for example), peer2peer networks or unstructured ways (superdis-
tribution).

Authorization is sending the content key (license) to the consumer.

e Content consumption involves a 'rights enforcement point’ that checks

whether the requests for accessing the content can be granted according
to the license. It also involves a 'content player’ that renders the content
in a compliant way within the license.

Content

Provider

|
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Content Content Bookin
N [P — - . 00 0
Content Provision Preparation g
Consumption ; i
Content - Watermarking
L Safekeeping - Compression Authorization
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Clearing House\ Phrasing - Wrapping Distribution
s
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A Content, User Data,
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Several key mechanisms are critical for the DRM, we give further intro-
duction of them in the followings. They are also necessary or inspiring for

Figure 2.9: A sample DRM system
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building a general DRM system for corporate information system.

2.3.1.3 Authentication

As a foundation for trust, a DRM system must enable authentication
for identifying the user and the message exchange. Authentication is usu-
ally provided by a certification center. With public key cryptography, the
authentication of communication participants is possible without exchang-
ing any additional information. This involves a Certificate Authority (CA)
server which is responsible for the identification of participants. By issuing a
certificate to a participant, the CA server certified its identity. Furthermore
a CA server can issue certificate to other CA servers. Message authentication
technologies include symmetric key encryption, asymmetric key encryption
and digital signatures to secure communication. Standard protocols as X.509
protocol can be used.

2.3.1.4 Rights Expression Languages (REL)

A 'Rights Expression Language (REL)’ provides a mean for expressing
rights to digital content (figure 2.10). It’s the basic for authorization usages
upon asset value.

It should be rich enough to facilitate business models by expressing terms
and conditions for digital publications of audio and video files, images, games,
software and other digital assets. The application of a standardized REL fa-
cilitates interoperability and consistency for DRM systems. Such a language
includes different terms:

e Party represents a participant of the business module supporting DRM.

e Asset represents the digital content or service to which the rights apply.

e Rights are described as expressions, granting a given usage or access
permissions to digital goods or services. Permissions can be specified
with constraints and obligations.

Rights expression language includes a rights vocabulary, or 'Rights Data
Dictionary’ (RDD), which defines the allowed vocabulary and its semantics
in REL instances
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Figure 2.10: A sample structure of REL

2.3.1.5 Content preparation

Content preparation usually includes the content watermarking and the
content encryption.

Watermarking is a technique for hiding a piece of information (usually
copyright mark) in a data (multi-media, database, stream, etc.), in a resilient
manner. It is usually referred to as ’encoding’ [276]. This information is used
to identify the real owner of a suspect data set, or the source of an unau-
thorized diffusion [118] (especially, it is named as ’fingerprint’ technology),
usually referred to as ’decoding’.

Watermark encoding is composed of two main parts. In the first stage,
the input data set is securely partitioned into (secret) subsets of items. The
second stage then encodes one bit of the watermark into each subset. If more
subsets (than watermark bits) are available, error correction is deployed to
result in an increasingly resilient encoding [275].

At detection (decoding) time the secret subsets are rebuilt and the indi-
vidual bits are recovered according to the single-bit mark encoding conven-
tion. This yields the original e-bit string. If e is larger than the size of the
watermark, error correction was deployed to increase the encoding resilience.
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The watermark string can then be recovered by applying error correction
decoding to this string, e.g., majority voting for each watermark bit [275].

Watermarking is widely studied and adopted in the area of multimedia
[55] [107] and several efforts have lead to solutions for general form of digital
work such as relational database [5] [68] [172] [174] [25] [269] [276], stream
data [173] and XML [118].

Watermarking certainly brings alteration and distortion of data. This is
obviously a limitation for a legitimate purchaser, but it is well known that
this distortion is necessary to achieve watermark robustness [174]. Therefore
the distortion is limited to some criteria to preserve the quality of data set.
For multimedia, e.g. image, the quality can be expressed by signal process-
ing characteristics like signal-to-noise ratio. For other structural data (e.g.
relational database, XML document and stream), this is formulated as the
preservation of correct query result.

Moreover, general data watermarking has some specificities as opposed
to multimedia watermarking. First of all, existing techniques for multimedia
can’t be applied because distortion metrics, tolerable bounds, and resilience
often bear multiple semantics. Secondly, relational database and XML data
have more limited 'bandwidth’ for watermark insertion. Thirdly, synchro-
nization required for watermark detection is eased by the strong structure
of existing keys within databases and XML documents. Lastly, internal cor-
relation should not be assumed for relational databases since tuples can be
arbitrarily reordered.

In their pioneering works, authors of [5] [6] defined several properties for
watermark systems:

e Imperceptibility: The modifications caused by marks should not re-
duce the usefulness of the database;

e Robustness: Watermarks should be robust against degradation caused
by either benign updates or malicious attacks;

e Accuracy: An owner should not detect her/his watermark in someone
else’s non-pirated database (’false hit’);

e Incremental updatability: As the owner adds/deletes tuples or mod-
ifies the values of attributes, the watermark values should only be re-
computed for the added or modified tuples;

e Blind system: Watermark detection should not require the knowledge
of either the original database or the watermark;

e Public system: The method used for inserting a watermark is public,
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the defense lying only in the choice of the secret key.

Relational database watermarking technologies usually choose the at-
tributes with a numeric type to be the encoding channel, given the setting
that trade-off of accuracy is tolerable. Authors of [172] proposed a water-
marking method for vectorial geographical databases, where the embedded
watermarks survive common geographical filters as well as several deliberate
removal attempts. The well-known AHK algorithm [5] embeds the watermark
bits in the ’least significant bits’ (LSB) of selected attributes of a selected
subset of tuples. A secure 'message authenticated code’ (MAC) is computed
using an owner-chosen secret key and the tuple’s primary key. The MAC is
used to select candidate tuples, attributes and the LSB position. The work
of [269] improves the watermark resilience by using multiple attributes and
formulates the process as a constrained optimization problem that maximizes
or minimizes a hiding function based on the bit to be embedded. Their data
partitioning technique does not depend on special marker tuples and is re-
silient to synchronization errors. The majority voting technique is also used
to improve the watermark decoding.

In [277], a watermarking scheme for sensor streams is proposed, where
streams are defined as continuous sequences of numerical values. Watermark-
ing is performed by altering salient points of the stream.

Other works [68], [138], [214], [333] address watermarking XML infor-
mation in various contexts, where watermark embedding values are located
through the use of specific XPATH queries. The work of [138] considered
structural modification as bandwidth for watermarking.

Watermarking of XML stream has been explored by [173]. They intro-
duce ’local dependencies’ between parts of the data stream which are only
detectable by the secret key owner. For doing this, they identify two relevant
parts of the stream. The 'unalterable’ part can not be altered by any attack
without destroying the semantics of the stream. The ’alterable’ part is still
useful for the application, but can be altered within reasonable limits. A fi-
nite portion of the unalterable part, combined with a secret key known only
by the data owner, is used to form a ’synchronization key’. A non-invertible
(cryptographic) pseudo random number generator, seeded with this synchro-
nization key, determines how the alterable part of the stream is modified to
embed the watermark.

The content is encrypted using symmetric or hybrid encryption schemes
before it is loaded onto the web or streaming server, containing (a) metadata
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describing the content and (b) the conditions and prescriptions for decryp-
tion.

2.3.1.6 Right enforcement

In DRM architecture, right enforcement refers to the safeguard of content
on the consumer side, the execution of access control defined by REL, the
monitoring of obligation conformance and the reputation recording/forensic
measurement. The content safeguard and access control can be carried out
by a system module residing on the client side, whilst the monitoring and
reputation can be managed by a third party service. A secured content con-
tainer is usually achieved by encryption, with similar mechanisms to content
preparation.

An encryption scheme consists in two major parts: ’cryptographic algo-
rithm’ and ’key’ [23]. A cryptographic algorithm is a mathematic function
used for encryption and decryption. A key is a secret information that is
used by the cryptographic algorithm for encryption and decryption. There
are two general types of key based algorithms: symmetric and asymmetric
algorithms. Symmetric algorithms use the same key for encryption and for
decryption. Hence, sender and receiver have to agree on a secret key that
must not be revealed to outsiders in order to enable a secure communication
amongst them. Asymmetric algorithms, also known as public key algorithms,
use two different keys. One of these keys is called the "private key” and must
be held secret, while the other key is called the "public key” and must be
published. The secret key cannot be derived from the public key.

2.3.1.7 Gaps to a general usage control for corporate IS

DRM system’s components are coordinated to provide a life-long protec-
tion to digital content in a DRM perspective:

"Watermarking’ and ’encryption’ are used for content preparation.
REL is used to control content accessing.
"Encryption’ and 'decryption’ secure the content.

The ’'watermarking’ technology is also used for tracking the content
re-distribution.

The DRM solution is developed for multimedia industry, but it has the
potential to fit the scenario of corporate information system and asset man-
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agement, provided that some adaptations and extensions are made. For ex-
ample, the content securing technologies have been adopted in areas outside
multimedia industry, the REL inspires a fine-grained security policy model
accommodating the 'usage control’ issue, etc.

However, some gaps can be evident between the functions provided by a
multimedia DRM system and the requirements of a general (collaborative)
corporate information scenario. Firstly, in multimedia DRM, the 'usage con-
trol” phase relies on a 'player’ trusted by the provider, allowed to 'exercise’
the ’usage rights’ in behalf of the consumer. However, the usage of digi-
tal asset by the consumer system in a general business case can not easily
be monitored using the same approach as the one developed in multimedia
industry.

Another gap is due to differences between the REL and a general scenario
based "usage control’ policy model. The elements to be expressed by a general
‘usage control’” policy are closely related to the application domain. Due to
the variety of the application domains, the number of the elements is vast.
Even if we consider only the basic elements, it will concern the whole software
stack of IS (see section 2.2.2). This is out of the scope of a standard REL.

Furthermore, DRM systems cover only the scenario of 'one-to-one’ in-
teraction by now. Recently we evidence a trend of business federation, e.g.
Supply Chain Management, SOA, GRID, Cloud Computing, etc. Such col-
laborative contexts require re-thinking the mechanisms for an end-to-end
protection of corporate asset value.

In the following sections, we discuss the methodologies and tools that
may be used to fulfill this gap, identifying what have been done and what is
missing for a solution of end-to-end security in collaborative context.

2.3.2 Usage control policy

Several access control models have been proposed recently on building a
‘usage control” system for the general corporate IS context [326] [238] [325]
[224]. 'Usage control’ system has two salient features. First, the system
entities are described with their attributes. Usually we can find concepts of
‘subject attributes’, ’object attributes’ and ’system attributes’. Second, the
access decision allows variable usage actions upon the object to be granted
(or denied), forming an enriched 'Rights’ part, compared to the traditional
access control scheme which only expresses the grant/deny of "access’ action.

The representative work in industry is the XACML [224] standard. It
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is a general purpose attribute-based access control language using the XML
syntax. Access decision is based on the status (described by attributes)
of the object, subject, context and actions. It is also possible to include the
information in the request context that are extracted by XQuery [299] as part
of the ’condition’. This XML based syntax makes it easy to be coordinated
with other XML technologies, or to be processed with XML based tools. For
example, it includes functions standardized in XQuery and XPath [300] to
build the attribute predicates in the rule. It is processable with Java XML
packages as DOM, JDOM and SAC. An open source negotiation engine is
also provided [287].

In the academic field, many works have contributed to the definition and
formalization of 'usage control” scheme. In the UCON 45 model [326] [238]
[325], general attributes include not only persistent attributes such as role
and group memberships, but also mutable usage attributes of subjects and
objects. Especially, the authors define models for "attribute-update’ actions,
which capture the semantic of 'usage’ right. With the grant and exertion
of a 'usage’ right, multiple consumption actions (e.g. playing several songs)
can happen. During this process, the attributes of the object (the amount
of the 'not used’ objects) and subject (e.g. balance in her/his account) are
constantly changing. The continuous enforcement of rights (e.g. deciding
when to 'revoke’ the right) requires checking such attributes. The works of
[325] [156] extend the core UCON 4p¢ model with continuous usage sessions
to increase expressiveness of obligations in UCON 4pc¢.

Manuel Hilty et al. propose a usage control policy language [130] based
on the analysis of usage control requirements and existing control mecha-
nisms [131] [247]. In their work, the usage action is labeled as 'Black-box’
and "White-box’ actions. Black-box usage is characterized by data that are
subject to usage control which can’t be interpreted in any way (that is, it
treats the data as meaningless sequences of bits). Black-box usage includes
the management and distribution of data. White-box usage, in contrast, in-
terprets data: rendering it, processing it (which includes data modification),
or, in the case of programs, executing it [248]. Conditions are specified as
time, cardinality (e.g. how many times an action can be performed), events
that happen, purpose and static environment.

These works form the bedrock for the "usage control” policy design. They
have great influences in industry and academic fields. Nevertheless, some
limits still exist, which restrict their usability for end users. First, in order
to fit the application domains, some issues closely related to commercial
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scenarios should be incorporated. For example, access decisions may be based
on the 'purpose’ of usage declared by consumers. Commercial models like
"separation of duty’ or "delegation’ should be supported. Second, a knowledge
base comprising the vocabulary to describe domain knowledge is necessary.
Lastly, users should be certain of the effect co-achieved by multiple rules or
policies. In the following subsections, we introduce the existing researches
related to these aspects.

2.3.3 Attribute based access control

"Usage control’ policies are based on the ’Attribute based access con-
trol” model, which is at a dawn stage and under development [303] [9] [304]
[324] [60]. A representative work is the XACML language. In such policies,
conditions for granting access are based on a set of attributes (compared
to traditional models, which are based on one attribute of the entity, such
as identity or role). This attributes set identify a set of entities for which
the policy applies (see section ’4. Examples’ in XACML [224] specification).
Such policy model has flexibility for defining policies for entities in an open
context.

A rule in an access policy language can be seen as a logical expression. In
attribute-based access control, a rule is based on the combination of attribute
predicates with logical operators (namely, "AND’, "OR’, "NOT"’, etc). An
attribute predicate usually defines a value scope for a given attribute. For
example, 'render_times > 5’ is an attribute predicate, where 'render_times’
is the attribute name (of an attribute describing the render’ action) ’5’ is the
attribute value, ">’ is the operator define the value scope of the attribute.
Such operators are called 'predicate’ in XACML and SWRL, in the sense
that they are used to build a predicate for logical expression.

The works of Agrawal et. al [4] and Lin et. al [188] use the following cat-
egorization of the predicate operators (in their work, an attribute predicate
is called a Boolean expression in the sense it results a Boolean value "True’
or 'False’):

e Category 1: One variable equality constraints.
r = ¢, where x is a variable and c is a constant.
e Category 2: One variable inequality constraints.
x > ¢, where x is a variable, ¢ is a constant and > € {<, <, >, >}.
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e Category 3: Real valued linear constraints.
Z?:l a;x; > ¢, where z is a variable, a;, ¢; are constants and > € {<
<> 2> 1

e Category 4: Regular expression constraints.
s € L(r) or s € L(r), where s is a string variable and L(r) is the
language generated by regulation expression r.

e Category 5: Compound Boolean expression constraints.
It includes constraints obtained by combining Boolean expressions be-
longing to the above categories. The combination operators are A, V
and —. - can express the inequality constraint —(z = ¢).

The predicates are used to define the relation between ’attributes name’
and ’attribute value’. During negotiation between request and policy, an
attribute predicate in the request is evaluated upon the attribute predict in
the policy, if they have the same name. If the attribute predicate in the
request deduce the attribute predict defined in the policy, it results into a
"True’ judgement, otherwise a 'False’ judgement.

It is also possible to apply other operators to the attribute value, in
order to change definition of value scope or build a composite condition. As
evidence, the attribute predicate delete_time < render_time+10days defines
a composite condition where the ’delete _time’ attribute is defined based on
the 'render_time’ attribute. Here the '+’ operator is used to change the time
value given by the render_time, to define a value scope for delete_time. In
XACML and SWRL such operators are called ’functions’.

A comprehensive collection of these operators can be built based on sur-
vey of some recent XML-based languages, i.e. "XACML’ [224], "TEPAL’ [15],
'MathML’ [297], 'SWRL’ [133], 'XPath’ [298], 'XQuery’ [299] and *XF’ [300],
as these languages possess enriched functions and predicates collected from
mathematic and logic fields. Furthermore, they are closely relevant to SOA
and Web Service, which are widely adopted.

An attribute based access control system should support different opera-
tors and various data types (number, string, vector, series, temporal factor,
set and bag. etc.), in order to fit to a wide range of application domains.

To summarize, a general library that comprises the functions in these
systems can be characterized as follow:

e Mathematical operators: arithmetic, algebra, calculus, vector calculus,
sequences and series, elementary classical functions, statistics, linear
algebra, sets theory;
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e Logical operators: NOT,AND,OR, NOR;

e Set (and its extentions: ’'bag’ and ’list’) operators: ’bag’ is one that
has repeat elements;

e Datetime operators: extraction (get time), arithmetic (add, subtract,

etc.), timezone;
e Conversion operators: data type conversion, data format conversion.

2.3.4 P3P: policy for pledge

Policies are usually used by resource providers to specify who can ac-
cess the resource, e.g. XACML, RBAC policies, etc. On the contrary, the
Platform for Privacy Preferences Project (P3P) [69] is a protocol allowing
resource consumer (web sites) to declare their intended usage of resources (in-
formation they collect about browsing users). The main content of a privacy
policy in P3P is defined as follows:

e which information will the server request from users;

e how this information is used (for regular navigation, tracking, person-
alization, telemarketing, etc.);

e who will receive this information (only the company which has collected
it, third party, etc.);

e how long information is stored;

e whether and how the user can access the stored information.

P3P allows browsers to understand privacy policies of a web site in a
simplified and organized way. By setting user’s privacy settings at a cho-
sen level, P3P will automatically block any cookies that the users do not
want. Additionally, the P3P Toolbox [104] developed by the Internet Educa-
tion Foundation is beneficial for internet browsers against misuse of personal
data such as junk mail, identity theft and discrimination. In short, P3P
is a step forward in technology for automatic communication of data with
individual privacy management [104]. Using a mechanism similar to P3P,
a usage control scheme can allow the consumers to express their 'pledges’
about the usage purpose.

2.3.5 Separation-of-Duty

Separation of Duty (SoD) is a high-level security policy which defines
that a task must be performed by different users [184]. It has existed for a
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long time, for example, in the banking industry or in the military context
(sometimes under the name ”the two-man rule”). It has been recognized as
a fundamental principle in computer security [61].

Two types of SoD policies have been extensively studied. One type is the
Static SoD (SSoD) policies, where the SSoD policy states that the permis-
sions to complete a sensitive task should be assigned separately to k& users.
For example in role-based access control (RBAC), SSOD is enforced by us-
ing Static Mutually Exclusive Roles (SMER) [183], which is to declare that
several roles are mutually exclusive. In this case, no user is allowed to be a
member of all these roles.

The other type SoD policy maintains a history on who performed which
tasks. It defines that if a user has performed a given step of a task, it is
not allowed to perform other steps. In this case, enforcement of SoD is
done before each step is performed by a user. Therefore, this type of SoD is
referred to as Dynamic SoD [262] [213] [101] (also called ’dynamic segregation
of duties’ [101] AND object SoD [213]). Whereas in RBAC, it’s referred as
constraints of Dynamic Mutually Exclusive Role (DMER): simultaneously
invoking several roles in one session by one user is exclusive prohibited (the
roles themselves are not SMER) [183]. The SMER and DMER are important
constraints that are included in the ANSI/NIST standard for RBAC [13] [95].

In a usage control scenario for collaborative context, Separation of Duty
can be achieved in the sense of generalizing the two approaches above. SSOD
definition is based on all possible subject attributes, including (but not con-
fined within) 'role’ attribute. An sample expression is:

—has_attribute(R1, S) < has_attribute( R2, S)

where two attributes 'R1” and 'R2’ contradict each other.

DSOD is supported through ’event’ history of the business process, either
in current session, other concurrent sessions or past terminated sessions. Nor-
mally (DSOD) enforcement is based on events that happened during current
transaction (e.g. one action contradict another) and current state informa-
tion. It is also possible that one encounters the requirement of SoD based
on the tasks a user has performed in past (terminated) sessions or in other
concurrent sessions. For example, in order to protect privacy, an information
owner (e.g. in a social network) may constrain others from gathering two
blocks of information of her/him [232]. In a process of building collabora-
tive enterprise (e.g. in supply chain), a party may specify that parties cur-
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rently involved in another collaborative enterprise should be excluded from
the collaborative enterprise, in order to mitigate the risk of leaking sensitive
information to competitors.

DSoD based on events in past/concurrent transactions is in the form of
specifying that any subject S that has exercised action A1 in concurrent/past
transactions can not assume right R (A2) upon object O:

~A1(0) « E(A2(0), )

There are few discussions of SoD based on concurrent sessions in aca-
demic research. However we believe it can be required in industry due to the
development of business federation, e.g. for protecting trade secret in supply
chain. Another important commercial scenario is delegation (and revoca-
tion), which commonly exists in many industrial areas. A security model
should take into consideration this issue.

2.3.6 Delegation and revocation

Delegation is the process whereby a user without administrative prerog-
atives obtains the ability to grant some authorizations [27], from a user that
has the administrative prerogatives.

In the DRM scenario or general commercial scenarios, we can identify
two types of delegations: delegation of rights and delegation of control:

e Using ’delegation of rights’, the owner of an asset (‘object’) can define
that a subject who holds a 'right” upon the asset can further delegate
this right to other subjects. In usage control policies, 'delegation’ can
be modeled as a kind of (special) 'right’. The object of 'delegation’ can
be other 'usage’ rights. The eligibility of the subject for the 'delegation’
rights is decided according to its identity, role or any other attributes.

e 'Delegation of control’ is that the owner of an asset delegates the own-
ership upon this asset to a subject. In this case, the asset is transferred
and possessed by the new owner.

Two major parameters of delegation is the ’delegation depth’ and 'revo-
cation’. "Delegation depth’ defines how many subjects the delegation chain
can have, in other words: how many steps a right can be passed down.

Revocation is the 'reverse-operation’ of delegation. It also serves as a
parameter of the 'delegation’, in usage control policy, to denotes when and
how a delegation of rights is "taken back’ by the asset provider.

95

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2012ISAL0027/these.pdf
© [Z. Su], [2012], INSA de Lyon, tous droits réservés



Revocation can be described by several attributes [301] [26]:

e Modality: pre-set revocation and post revocation

— "Pre-set revocation’: Revocation condition is pre-set by asset provider.
It can be defined according to ’time’ (at what time a delegation
will be revoked) or ’event’ (if an ’event’ occurs, then the delegation
is revoked).

— "Post revocation’: Revocation is prompted by asset provider dur-
ing the working process.

"Post revocation’ is more dynamic and flexible, whilst 'pre-set revoca-
tion’ is more helpful for consumers to avoid the risk of failed federation
caused by unforeseen revocations.

e Dependency: dependent and independent

— "Dependent revocation’: only the direct ancestor in the delegation
chain can revoke the delegation.

— ’Independent revocation’: any direct or indirect ancestors in the
delegation chain can revoke the delegation.

e Propagation: local vs global
— ’Local revocation’: revocation applies only to the direct child in
the delegation chain.
— ’Global revocation’: revocation applies to all the children in the
delegation chain.
e Resilience: delete and deny Provided A and B both delegated a
Right (Rt) to C:
— 'Delete-based evocation” means: If A’deletes’ Rt from C but B
does not delete it then C still has Rt.
— "Deny-based revocation’ means: If A’denies’ Rt from C then C
doesn’t have Rt, whether B’deletes’/’denies’ Rt from C or not.
e Dominance (Role Resilience)

— "Weak revocation’ "Delete’ the rights of a Role only.
— ’Strong revocation’: 'Delete’ the rights of a Role and all its senior
roles (the roles that comprise rights in current Role).

The detailed analysis of the 16 states caused by the combination of the
parameters of revocation is given by [301]. For a usage control scenario,
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we suggest the ’'PRESET-INDEPENDENT-GLOBAL-DENY-STRONG’ re-
vocation mode. This is a ’safe’ mode, where the consumer can know the
condition of the revocation and assess the risk related to the revocation of a
right delegated to it (with 'PRESET’). This mode is also the most restric-
tive mode, where a delegation is ’easy’ to revoke ((INDEPENDENT’) and
once revoked, it is revoked totally "GLOBAL’, 'DENY’ and 'STRONG’).
Nevertheless, this mode can not be adapted to all scenarios, due to its re-
strictiveness. Other modes can also be used when necessary.

A security policy scheme accommodating above factors has rich features
and great dynamicity. In order to mitigate the risk of un-expected effect and
to make system behavior more predictable, policies and system behaviors are
usually described using formal models. We give a brief introduction of these
works in the following subsections.

2.3.7 Foundations for policy models

Formal models, as logic systems, are built up with axioms and theorems
and possess intrinsic consistency. Using logic models for formulating the
semantics of policy models is a natural choice, as the rule effect must be
highly predictable. Many works have been done in this policy formulation
area.

2.3.7.1 Access Matrix

An Access Control Matrix (or Access Matrix) is an abstract security
model describing the protection states in a computer system, by character-
izing the rights of each subject on every object in the system [176]. Static
permissions in Capability-based security [179] (A ’capability’ also known in
some systems as a ’key’, is a communicable, unforgeable token of author-
ity) and Access Control Lists [106] (which specifies which users, or system
processes, are granted access to which objects, as well as which operations
are allowed) can be modeled using Access Control Matrices, leading to a
two-dimensional array (subjects being the rows and objects the columns). A
recent example is the description of ABAC [324]. Access Matrix has been
criticized as then can not model dynamic system behaviors [205].
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2.3.7.2 Logic foundation

A policy model based on flexible rules system, e.g. RBAC (or RoBAC
or ’"ABAC’) is usually required to handle the dynamic system. The common
logic foundations for such policies are First Order Proposition Logic and First
Order Predicate Logic. A basic rule in a policy model is in a Horn Clause
form, which is a disjunction of literals with at most one positive literal, e.g.:

pV-qgV..VatVu

or written equivalently in the form of an implication:

(PAGA .. NTE) = u.

Here p,q,t,u are predicates (e.g. attribute predicates in ’ABAC’) or propo-
sitions. Horn Clauses can be either first order or propositional forms.

With computing systems getting more dynamic, powerful and complex,
the needs of formalizing system behavior grow (for example within database
theory research, logic programming and policy research). In response of these
needs, many specific logic systems have been developed and their numbers
are growing. In the following we present some works that are closely related
to the issues we encounter while defining a collaborative usage control scheme
for end-to-end security management.

2.3.7.3 Logics for identity based authentication

There are several approaches for formalizing identity authentication, as
summarized in by Peter C. Chapin et al. [53], for example the BAN au-
thentication logic [46], ABLP distributed authorization logic [2] and logic
programming. These works have been done mostly in order to address the
identity based access schemes (e.g. MAD, DAC, etc), but they are still
sufficiently meaningful for more rich-featured systems as RBAC, OrBAC,
"ABAC’, UCON, etc. Although accesses in such systems are granted not
directly (and only) based on identity (but based on ’role’; organization’, or
any other attributes), identification is the underlying mechanism to ensure
the rights are granted to the expected subjects.

2.3.7.4 Logics for access control

The basic for the semantic of access control system is logic programming
(as datalog [3] [24], prolog [192] [161]). The work of [166] developed a proof-
theoretic formalization of XACML using natural deduction rules. This work
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formulates the mechanism for matching attribute predicates between a re-
quest and a rule. It also describes the impact of rule/policy combination
algorithms. The effect of policy, regarding a request, is decided by both the
matching of attribute predicates and the impact of rule combination algo-
rithm. Authors of [303] present a framework that models attribute-based
access control using logic programming with set constraints.

A major extension of the Access Control policy model to fit the Usage
Control policy model is the ’Obligation’, i.e. actions that must be performed
by subject, attached to a right. Deontic logic [49] [19] [139] provides the
foundation for obligation in policy regulation. [85] presents a model where
obligations are tied to authorizations. These works will be useful for us to
formalize the ’obligation’ part of our policy model.

Other security/rights management model as delegation, has been ad-
dressed with formal descriptions too. For example, Delegation logic [52]
[181] [182] was proposed to formalize the ’delegation’ in RBAC. These works
can help formalizing effects of a usage control policy. The effects lead to state
changes in the system, usually following some temporal patterns. There are
many works concerning this aspect of policy model formulation.

2.3.7.5 Logics for formulating system behavior

A formalization dedicated to the UCON 45c model has been introduced
[327] [328] using Lamport’s Temporal Logic of Action (TLA). It describes the
temporal constraint between the actions in Authorization (granting of right),
Obligation and attribute update that result from exercising the granted rights
or imposed obligations. There are some similar works [142] [249] using tem-
poral logic for formalizing UCON system.

There are also works that analyze system behavior using computation
tree logic [63], model checking [21] finite state automata [21] or Petri Nets
[157].

These works do not take into consideration the impact of random events
in the system. Whereas the work of [72] incorporate Event Calculus (EC)
[167], with Abductive Constraint Logic Programming (ACLP), to give the
policy the capability to describe events that are regulated by policy (e.g. us-
age action, attribute changes) and events that are ’spontaneously’ generated
by the Information System (e.g. session events as start and termination,
environment factors). Abductive Logic Programming (as used in [166]) cap-
tures the basic rule system semantics. Event Calculus is powerful in modeling
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decentralized system behavior, as in service networks [194], pervasive com-
puting [198] or environment monitoring [43]. The Ponder [76] [195] [293]
policy system is built using EC.

In brief, ACLP explicitly describes the reasoning process when evaluating
a request upon a policy. Temporal logic regulates the state change incurred
by the enforcement of rights and obligations. EC helps modeling the impact
introduced by events from outside the policy model and makes it aware of
the context.

One major benefit of formulation is it facilitates verifying whether of
effects of policies is as the expectation of policy author, which is an arduous
task related to many factors. There are many works that dedicate to this
task.

In fact, it is quite usual to incorporate two or more formal model to
define a complex system (see chapter 4 for more information) or analysis
its characteristics (see the following section). In chapter 4, the semantics
of our policy model is described with ACLP (similar to [166]) and event
calculus (similar [72]). The behavior of our system complies with the patterns
introduced in introduced [327] [328].

2.3.8 Combining rules

A policy system usually consists in multiple rules. It is possible that two
rules are defined on a same (or intersected) set of entities (subjects, objects,
rights). Then the effects of the two rules should be combined to produce a
final effect upon the intersected entities set. Methods for combining rules can
be differentiated along two dimensions: 'Specificity precedence’ and "Effect
precedence’

Specificity precedence [254] is that a rule applying to a more specific
entity set takes precedence. For example, in Operating Systems (Windows,
Linux, etc), if a policy P; defines that a group of files is allowed to be read
by a user U but, at the same time, one file in the group is defined by another
policy P» as not readable by U, P, takes precedence.

Effect precedence [186] is that the precedence between rules is defined
by their effect (deny or permit). For example, XACML defines 4 'com-
binators’ according to rule effect, namely 'deny override’ (deny rule takes
precedence), 'permit override’, ’first applicable’ and ’only one applicable’.
It is also possible to use other types of combinators [186] [217]. Generally
speaking, there are 5 ways to combine multiple policies:
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e One effect takes precedence, for example ’deny override’ and ’permit
override’ in XACML [224].

e Majority takes precedence, that is the effect (deny or permit) that has
more vote (more rules) wins. For example the 'weak-majority’, 'strong-
majority’ and ’super-majority-permit’ presented in [186] belong to this
category.

e Precedence by order, that is the one which takes precedence is defined
by some sorting algorithm, for example the first applicable’ in XACML
[224].

e Consensus: while the former three types of combinators deal with con-
flicts between rules, this strategy defines that there should be no con-
flicts between rules in order to get a decision [252] [186]. The work of
[186] proposed 'weak-consensus’ and ’strong-consensus’. The integra-
tion algebra proposed in [252] is based on ’strong-consensus’ strategy.

e Matrix: it decides the co-effect of several 'rights’ use a matrix [164].
This approach is only efficient when the rights number is fixed and not
very large. Otherwise, the matrix gets too complex.

The rule combination problem exists not only in security policy manage-
ment, but also in trust management for distributed system. For example
the work of [312] presents a method for combining trust values and calculat-
ing the final trust relation. Rule combining problem is so common that some
works discuss "aggregation algebra’ at an abstract level [44] [217] [252]. These
works are usually based on a 4-valued logic system (e.g. [2] and [217]) due
to the fact that the effects of rule can be 'permit’, ’deny’, ’indeterminate’
and 'not applicable’. Indeterminate denotes the case that the negotiation
between policy and request can not be terminated, mostly due to a lack of
information or the failure in fetching subject credentials or attributes. Not-
applicable is that the request matches no policies. This is usually due to the
insufficient ’coverage’ of policy set (see the following section 2.3.9 for more
discussion).

In practice the 4-valued decision set of rule / policy negotiation result
should be ’flattened’ into the effect of ’deny’ or 'permit’. One way is by
simply giving a negative decision (deny effect) for the case of not-applicable
or indeterminate (so-called 'megation as failure’). This strategy is based
on the 'megative closed world’ assumption [30] where the ’default’ effect
for a request is 'deny’ if it’s not explicitly permitted by the policy set. The
other way is the 'positive closed world’ assumption [30] where the ’default’
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effect for a request is 'permit’ if it is not explicitly denied by the policy set.

2.3.9 Policy ratification

The ’gulf of execution’ [221] problem — gaps between human intentions
and technical implementation — commonly exists in IS. In security policy
management, the so-called "policy ratification’ [4] (or policy safety analysis
[188]) aims at finding out whether a policy system meets the intention of
policy authors. It mitigates the policy ’leakage’, where rights are granted
to a subject that should be unauthorized, or 'over approximation’, where a
subject expected to obtain the right can never be authorized according to
the policy set.

Ratification is conveyed by the analysis of ’coverage’, ’conflict’, 'domi-
nance’ [188] [30] [155] and ’decidability’ [74] [32].

2.3.9.1 Coverage

Coverage (or 'totality’ [32]) is whether the policy covers the interest case
[155] (all possible access requests in the system) considered by the policy
author. This involves that each request which may occur is associated to
an explicit policy (or policy set) regulating it [4]. To check the coverage
capability of a policy system, one can use method of ’policy effect query’
in the EXAM system [188]. The coverage problem depends not only on
the policy model and the experience of the policy author. It also depends
on the capability of policy vocabulary for describing the knowledge of the
application domain.

2.3.9.2 Conflicts detection

Two policies are in conflict, if their effect cannot be achieved simultane-
ously [4]. If this occurs, we say that the ’consistency’ is not maintained [32].
Conflict is possible only when there is ’policy overlapping’, that is, two
(or more) policies are defined on a same (or overlapped) set of entities (e.g.
'subject’; object’, 'context’ and 'right’ in usage control scheme). An exam-
ple of conflicting policies may look like: (—Drink(alcohol) <+ Age(X) <
18) A (Drink(alcohol) < Age(X) > 16 A Gender(X) = Male)

The overlapping detection in attribute-based policy model is a bit more
complex than in identity-based models (e.g. RBAC, DAC, MAC). Identity-

62

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2012ISAL0027/these.pdf
© [Z. Su], [2012], INSA de Lyon, tous droits réservés



based models use one token (identity, 'Role-identity’ assignment) to desig-
nate the subject, whereas the attribute-based model uses multiple tokens
(attributes) to mark ’a range of’ entities (a good example is OWL, in which
a set of 'properties’ is used to define an entity). Consequently, deciding two
definitions of entities, say X and Y, overlapping involves examining through
the two sets of attribute that describes them. If each attribute definition of
X has a corresponding attribute definition for Y (i.e. they have the same
attribute names and the attribute value range of the former covers that of the
later), we say that X ’covers’ Y, given X and Y belong to the same category
(A ’category’ can be ’subject’; ’object’; ’context’, 'right’ or 'obligation’).

There are many discussions about policy conflicts during the past years
[207] [188]. For example, [207] gave a detail categorization of the conflicts on
policy modality and goals. Several of them have great impact on our policy
aggregation design. Based on these works, we summarize the main conflict
types for our work (that will be discussed in chapter 5).

e ’Positive-Negative Conflict of Modalities’: It occurs when a sub-
ject is both authorized and prohibited for a right on an object.

e ’Conflict between Imperial and Authority Policies’: It occurs
when a subject is required to carry out an action by ’obligation’ of a
policy and prohibited to carry out this action by another policy.

e ’'Conflict of Priorities for Resources’ It happens when two (or
many) exclusive usage requests are made to a resource, or there is a
limited amount of a resource, which is exceeded by the request sum-
mation.

e ’Conflict of Duties’: It indicates the situation that two actions are
not allowed to be performed by the same subject, which leads to the
"Separation of Duties’ principle [262].

e ’Conflict of Interests’: It means the same subject is not allowed to
perform a same action upon two objects.

2.3.9.3 Dominance

A policy (or a set of policies) X is dominated by another policy (or a
set of policies) Y, if that adding X to the system does not affect the system
behavior governed by Y [4]. Then X is called 'ineffective’ [4] or 'redundant’
policy / set of policies.
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Dominance is also based on entity overlapping. For example, in our
previous policy example '—~Drink(alcohol) < Age(X) < 16°, the policy
"= Drink(alcohol) «— Age(X) < 16 A Gender(Y) = Male’ is redundant.

An obligation Ob, is under the dominance of another obligation Obg,
if the fulfillment of Obg implies Ob,s. In such case Oby can be deemed as
redundant. As the usual form of obligations is a condition that must be
fulfilled (e.g. actions) according to some temporal constraint, Obg implies
Ob 4 means:

e Firstly, conditions in Oby are in the scope defined by Obg. For example,
within(delete(A.a), oneW eek) is implied by within(delete(A), oneW eek),
where ’A.a’ is a part of data ’A’.

e Secondly, if the condition of Ob,y has a temporal constraint, the tem-
poral constraint should be in the scope of the temporal constraint
in Oby. For example, within(delete(A.a),twoWeeks) is implied by
within(delete(A), oneWeek).

Such a method for detecting obligation dominance has been proposed
recently [216] and has been discussed by other works as [30] [155].

In summary, policy ratification (or policy safety analysis) is the founda-
tion for Collaborative Usage Control (CUCON) policy model, where multiple
policies co-effect the object produced by the business federation. Conflict
detection is the most important analysis that affects the usability of the
CUCON policy.

When applying to a specific application domain, the usability of CUCON
policy is affected by the capability to represent domain knowledge. This
concerns the definition of the 'vocabulary base’ of the policy, which is used
to describe domain knowledge.

2.3.10 Domain knowledge representation

An access control (or usage control or even DRM) scheme in real world
application consists in both policy model that defines (according to logic
foundations) the policy ‘grammar’ and semantics, and the 'vocabulary’ used
to describe domain knowledge. The grammar is defined in a context-free level
and describes the reasoning mechanism independently of specific application
domain. The vocabulary base bridges grammar with an application domain.
These two aspects co-define the expressing capability of a policy scheme.
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For example, in the usage control scheme proposed by DOCOMO euro-lab
[130] "usage’ actions are classified into 'Black-box’ and "White-box’ actions. It
also includes, as 'conditions’, time factors, events, cardinality (e.g. how many
times an action can be performed), purpose of usage, and environmental
attributes.

The work of [74] defines a set of ’context’ factors in order to describe
different usage control scenarios, namely 'temporal’, ’spatial’, "user-declared’,
‘prerequisite’ and ’provisional’ contexts. The definition of temporal’ and
‘spatial’ elements depends on the time of action and the location of subject,
separately. The 'user-declared’ context depends on the subject’s objective
(or purpose). The ’'prerequisite’ context depends on characteristics of the
subject, the action, the object or the environment, e.g., a role "Physican’ or
a premise 'O f fice’. The 'provisional’ context depends on previous actions
the subject has performed in the system.

There are some requirements for the vocabulary base concerning the char-
acteristics of collaborative system to set the security level contract:

e It should have an extensible’vocabulary’ allowing new domain/industry
specific knowledge to be described easily;

e [t should be interoperable as the federation context can span multiple
organization boundaries;

e It should be machine readable and processable in order to be adapted
to large scale complex application;

e [t should ensure consistency during the process of federation.

Recent years have seen many works that applies ontology technology to
security policy system to capture domain knowledge, e.g. [60] [97] [150]. An
ontology describes the concepts in a domain of interest and also the relation-
ships that hold between those concepts [132]. So the knowledge represented
with ontology can be used to reason about the entities within that domain
and find new knowledge, thus describes the domain.

The Web Ontology Language (OWL) is a widely adopted knowledge rep-
resentation languages for ontology construction. Basically, OWL presents
concepts in a structured way, defining the Class-Subclass relation (i.e. 'prop-
erty’ in protégé [132] [114]). It is designed based on Description Logic [212]
[18] [165] , a tractable subsets of First Order Logic (FOL) by formal seman-
tics. It allows the use of a reasoner to check whether all the statements and
definitions are mutually consistent. OWL has a rich set of operators - e.g.
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intersection, union and negation (see the Protégé toolset [132] [114] for ex-
amples). By applying these operators on concepts, one can build up complex
concepts with basic ones, using the deductions process driven by the 'rea-
soner’. Properties of a concept are described thanks to basic data type as
numerics, duration, chars, etc (for example the protégé 4.0 toolset provides
47 types of ’data’). Moreover, the OWL allows defining terms to describe
arbitrary relations between concepts, besides the basic ’Class-Subclass’ re-
lation. It has defined some characteristics on relation properties, namely
"Functional’, 'Inverse functional’, "Transitive’, 'Symmetric’, "Asymmetrric’,
'Relexive’, Trreflexive’. Deductions and consistency check are based on these
characteristics.

Nevertheless, OWL can only address a rather small problem space: rea-
soners based on OWL can only deduce Class-Subclass relation. This limit can
be overcome with SWRL [114]. The Semantic Web Rule Language (SWRL)
[133] combines sub languages of OWL (namely, OWL DL and Lite) with
those of the Rule Markup Language (Unary/Binary Datalog). Rules are de-
fined as implications between an antecedent (body) and consequent (head).
The intended meaning can be read as: whenever the conditions specified in
the antecedent holds, the conditions specified in the consequent must also
hold [114]. A simple example of these rules would be to assert that the com-
bination of the hasParent and hasBrother properties implies the hasUncle
property [133], which could be written as:

hasParent(?z1,?22) A hasBrother(?x2,7x3) — hasUncle(?x1, 7x3)

which in abstract syntax is written as:

Implies(Antecedent(hasParent(I — variable(z1)I — variable(x2))
hasBrother(I — variable(x:2)I — variable(x3)))
Consequent(hasUncle(I — variable(x1)I — variable(x3))))

Using these language tools, on can create SWRL rules that use the vo-
cabulary of an OWL ontology and reason in a semantically consistent way. It
takes advantage of both the ontology and the rule base knowledge to draw in-
ferences (see reasoners such as Pellet [62], Racer [124], Fact++ [228], Hermit
[119], etc). These inferences add new facts (add relations to concepts) to the
knowledge base. Being a rule inference language, SWRL can even be used
to express security policies or other user preferences, based on vocabulary
defined with OWL. There are some recent works following this approach [60]
[97] [150] [246], aiming at, e.g. managing the Web Service QoS [50].
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2.3.11 Fitting the federation context

Security management for a federated business process requires capturing
the dependency relation between services provided by the partners, in or-
der to coordinate the different partners’ security profiles (requirements and
attributes). For example the works of [81] [159] [160] model complex Infor-
mation System with Architecture Analysis and Design Language (AADL),
whereas the IT industry may use the WS-BPEL language to model business
processes. Methods dedicated to the dependence analysis between services
are necessary to manage usage control (w.r.t. data and processes) policy.

2.3.11.1 Service dependency

In business federation, assets transfered across organization boundaries
can be merged with other assets. In order to give a full lifecycle protection
to an asset, it’s necessary to capture the assets derivation relations and track
the asset in the business process artifacts. This issue is analogous to the "Pro-
gram Slicing’ [117] [331] based on System Dependency Graph (SDG) [117]
[122]. Program slicing asks about which statements influence the current
statement under exam (backward slice), or which statements are influenced
by the current statement (forward slice). A SDG sample is illustrated in
figure 2.11.

PDGs are interconnected thanks to call statement to form a SDG. The
entry of a PDG is represented by an ’entry’ vertex and a collection of "formal-
in’ and 'formal-out’ vertex, representing the parameters inside the procedure
for carrying the input and output data.

In the calling procedure, a ’call vertex’ represents the call statement. The
actual-in and actual-out vertex attached (by control dependency) to the call
vertex represent the parameter in the calling procedure for carrying the input
and output data. Program slicing is efficiently computed by reachability
analysis in the program’s SDG.

We will use a similar approach to build the Service Dependence Graph
and use queries on it to capture the assets aggregation pattern (see chapter
5). To fit this goal, the way services and assets are composed must be taken
into account.
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Figure 2.11: System Dependence Graph [117]. SDG is a collection of Pro-
cedure Dependence Graphs (PDGs) [96] [96], each PDG representing one
procedure. The vertices of a PDG represents the individual statements (e.g.
‘sum=a+100’) inside the procedure. The edges presented by green lines stand
for “data dependency’, where the value assignment in the vertex at the start
point of the edge can be referenced in the vertex at the end point of the edge.
In other words, the data in the statement at the end point of the edge depends
on the data in the statement at the start point of the edge. The blue lines
represent ‘control dependency’ between statements, the execution of the state-
ment at the end point of the edge depends on the statement at the starting
point of the edge.
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2.3.11.2 Service composition pattern

As provider’s security requirements must be maintained during the busi-
ness federation, the way assets can be converted, split or merged must be
captured. In other words, the security level agreement is evolving according
to the business process organization. Some works [199] [322] [229] [190] [180]
have analyzed the process patterns in SOA, leading to 4 types:

e sequential pattern:
pattern 1: invoke
pattern 2: receive
pattern 3: invoke/receive
pattern 4: non-occurrence (the 'not happen’ of an event)
e relayed pattern
pattern 5: request with referral (A request B to respond to C)
pattern 6: relayed request (C request A to further request B)
e recursive pattern
pattern 7: circular invoke (A request itself)
pattern 8: multi-receive (A request B once and receive multi-response)
pattern 9: contingent invoke (if B didn’t respond, A request C)
e parallel pattern
pattern 10: one-to-many invoke

pattern 11: one-from-many receive, synchronous (A is activated if all its pre-
ceding services have been completed)

pattern 12: one-from-many receive, asynchronous (A is activated if some of its
preceding services have been completed)

pattern 13: one-to-many invoke/receive

pattern 14: dynamic routing

Among these patterns, the parallel pattern rise most concerns during the
context management process (see chapter 5). Depending on these patterns
a dependency graph can be built to identify context management impact on
the policy 'propagation” among the business process.
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2.3.12 Usage enforcement

Usage control enforcement usually relies on a module deployed on the
consumer side system used to monitor the sensitive information flow that
carries the providers’ asset value. For example, according to a provider’s
policy it may ’lock’ any operation that lead to write a file to disk (i.e. data
storage) or socket (leading to information leaking through network). This
can be done by inspecting and blocking system calls. Several recent works
have proposed architectural design for usage enforcement at the OS level
[267] [289] [10] [306], application level [326] or Web Service mediation level
(7] [128] (e.g. ESB [112] [111]). Most of these works, however, don’t give
enough technical detail about how consumer’s operations upon assets are
monitored and checked according to policies.

Authors of [129] give an in-depth discussion about monitoring usage con-
trol by inspecting system calls generated by the consumer process. They gave
a holistic view of the consumer system states that can incur policy breach.
Consequently, all the operation patterns leading to such states should be
blocked. They also propose a method for translating high-level usage con-
trol policy to low-level operations, so that the monitoring component can
compare consumer operations with these low-level operations.

Mapping high-level policies to low-level policies recently draws many re-
search attentions [330] [71] [70] (some called ’policy refinement’), as it is a
necessary stage between policy definition and enforcement.

According to literature [129], system call based information flow tracking
suffers from the so called ’over-approximation’ problem: after a rather long-
term run of consumer process, during which it exchanges information with
other components of the system (file on disk, memory area, socket, other
process, etc), it is possible that all these components are deemed potentially
consisting the sensitive information. To overcome this limit, one may require
an approach at a more detailed level that ’looks into’ the consumer process
(which deals with the sensitive information) and inspects the instructions
generated by this process.

The usage monitoring is highly related to the research of ’Information
Flow’ tracking, where the purpose is to track (and block) the flow of sen-
sitive information from one (trusted) component of the system to another
(untrusted) component [113] [89] [128] [1] [257]. This can be implemented
at the OS level by tracking information flow through system interfaces (e.g.
system calls) [113] [89] [128] [1] [257]. It can also be done at programming
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language level by analyzing code with System Dependence Graph [331] [121]
[122], by directly enhancing the code with labeling [332] of type [105], w.r.t.
information flow control perspective, or by attaching meta-policy to the code
for information control [272] [175].

In some circumstances, e.g. when a piece of information is switched to
disk or saved to a file on disk, it is possible that the user can ’bypass’ the
usage monitoring mechanism implemented on monitor consumer process, e.g.
by directly access (normally or hacking) the file on disk. To cope with this
circumstance, a more holistic monitor mechanism is needed. A possible ap-
proach is through monitoring system log, using methods similar to the works
of [315] [313] [314].

Another important issue is that the monitoring module needs to be sure
that the system calls are not modified. Otherwise, operations executed by the
modified system calls are not as expected, the monitoring will be ineffective.
In order to insure the integrity of the target system, the "Trusted Computing’
technology [10] can be used. ’Trusted Computing’ technology establishes
trust through the software stack of the target system based on a Trusted
Platform Module (TPM) [120], a chip embedded on the target system. The
TPM usually incorporates the following functional components [108]:

e asymmetric key generation, encryption and digital signature capabili-
ties;

e SHA-1 hashing engine;

e random number generation;

e several Platform Configuration Registers (PCRs) for recording platform
state;

e a means of reporting the state to remote entities ('remote attestation’
[260]);

e secure volatile and non-volatile memory.

Together with a ’Core Root of Trust for Measurement’ (CRTM, which can
be contained within the BIOS Boot Block), TPM can be used to measure the
integrity of the target platform. An integrity measure is the cryptographic
digest (or hash data) of a piece of code [241]. During the 'trust bootstrap’ (of
authenticated boot process), the CRTM first generates its integrity measure
coupled with the one of the BIOS (POST-BIOS). This measure is sent to
TPM to be recorded in the first PCR (PCR-0, of the 16 PCRs). Then
the control is passed to the POST BIOS, which generates measures of the
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platform configuration like ROM code, OS loader, etc. These measures are
sent to TPM and recorded in PCR 1-5, before the control is passed to the OS
loader. Then at each stage of the OS loading process, measures are recorded
in Stored Measurement Log (SML), maintained externally to the TPM. The
generated measures can be compared with a set of known measures to check
integrity. By this way a chain of trust starting from hardware level to OS
and application level can be built, where the previous executing code check
the integrity of the next components (a piece of code) to be executed [270].

Another important functionality of TPM is to provide secured storage.
TPM contains a Storage Root Key, a 2048-bite key pair for an asymmetric
encryption scheme [108]. Tt can be used to encrypt data (TPM protected
data object) or other keys (TPM protected key object). To ensure integrity
of the encrypted data, a 20 bytes ’authorization data’ can be associated to
it before encryption. The ’authorization data’ is checked before decryption.
If decrypted data has been tampered with, the authorization data will most
likely be corrupted [108]. TPM can also be used to protect integrity of
Virtual Machine [250] [56] [286] [109], Agent [271] [210], GRID [334] [321] or
p2p environment [264]. Usage control in these systems can uses TPM as a
trust root.

2.4 Collaborative usage control system require-
ments

The purpose of our research work is to develop an access/usage con-
trol system that comprises variable security factors and coordinates multiple
partners’ activities w.r.t. these security factors. Based on the previous dis-
cussions we can summarize the criteria for deciding how such a system can
fit the requirements of collaborative context:

e Usage control: A traditional access control policy usually grants only
"access’ (read) rights. A usage control policy has a richer 'rights’ part
able to grant various 'usage’ (consumption) activities.

e Policy model: The most influential policy models are Identity (credential)-
based models (MAC, DAC, etc.) and Role-based models (RBAC). Re-
cently Attribute-based model (e.g. XACML) emerges. It can incorpo-
rate various attributes of the subject (consumer), object (resource), or
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context (environment, business context, etc.), so that several security
factors can be integrated in a usage / access control system.

e Policy aggregation: A usage / access control system for collabora-
tive context should be able to manage policy interactions due to the
communications between partners. In some contexts, policy aggrega-
tion is also required for managing resources subsidiary to more than
one partner.

e Context management: In a decentralized / collaborative context,
the policy system should be able to manage the resource exchange paths
among partners (e.g. tracking information flow), in order to maintain
coalition between policies and assets aggregations.

e Vocabulary base: A complete policy system should provide a vocab-
ulary base for describing application domain knowledge, for users to
compose their policies based on it.

e Negotiation Engine: Its basic functionality is to decide whether a
request can be granted according to policies or not. In a collaborative
context, it should manage policy interaction and policy aggregation.

e Enforcement Mechanism: A complete policy system should have
mechanisms to enforce the decision taken by the negotiation engine
to the partners’ systems. Usage control policies requires much more
comprehensive enforcement mechanism than traditional access control
policies, as usage control involves monitoring the consumer side activ-
ities (consumptions) upon resources.

UCON ¢ scheme [238] [326] [237] [325] [329] [327] [328] fits a part of
these goals as one of its salient features is that the usage process is de-
composed, allowing a detail discussion of the models relating to obligation
enforcement (i.e. pre-obligations, ongoing-obligations) and attribute update
(i.e. pre-update, ongoing-update and post-update). Temporal constraints be-
tween these models and usage actions are also formulated [327]. These fea-
tures define (a part of) the basic usage control scheme. These works also
discuss the architectural support for usage control enforcement. Neverthe-
less, the UCON 4pc model is a one-to-one policy model and doesn’t give a
natural support for the situation of assets aggregation. Moreover, the en-
forcement architecture doesn’t present the detail mechanism for inspecting
low-level 'usage’ activities on consumer platform.

The research of Docomo Euro Lab [131] [130] [247] [248] [29] [249] pro-
poses a taxonomy for the 'usage control’ policy related factors [130], e.g.
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usage activities, context attributes, etc. The mechanisms for inspecting low-
level 'usage’ activities at consumer platform, focusing on system calls, are also
discussed [129] based on a holistic point of view. Policy breach is defined as
the status leading to information transference to unallowed 'descriptors’ (rep-
resenting process, file on the disk, socket, memory area, etc) in the system.
A policy refinement method mapping high-level rights definition to low-level
constrains is also given, bridging policy and enforcement. Nonetheless, their
policy model doesn’t give a natural support for collaborative context.

This leads us to defining a collaborative usage control policy scheme,
using 'policy aggregation’ and 'context management’ methods to deal with
the collaborative contexts. As far as enforcement architecture is concerned,
a slight extension is needed to generalize their 'system status’ view to other
platform as VM, Web, etc. Implementation architecture can be set either
relying on TPM technology, for consumer platform integrity measurement
and trusted information storage [134], or use a GRID-based implementation
as in [66]. In this last case, policy language is based on POLPA [201] and the
prototype authorization engine is implemented using Globus Toolkit [102].

These works pioneer the 'usage control’ research. Nonetheless, they are
proposed for traditional scenarios, whereas collaborative context requires an
‘upstream provider control’. As asset can be merged during the collabora-
tive business process, the providers’ policies should take co-effect upon the
merged asset, in order to protect providers’ intellectual properties in the
asset. Therefore, from a ’collaborative context’ point of view, an access /
usage control model should be able to aggregate policies according to assets
derivations. This involves a 'context management’ component that is able to
analyze the assets derivation pattern, as well as a policy integration mecha-
nism that ensures the resulting policy reflects the original goal of providers,
based on detecting potential conflicts among their original policies. Besides,
a vocabulary base including security factors in collaborative context is needed
to facilitate users’ policy authoring works. Such vocabulary bases should be
recognized by all the partners in a context, in order to achieve interoperability
among their policies.

Some recent works extend the usage control model to deal with policy
aggregation:

e 'xfACL’ [215] is a policy scheme which combines XACML and RBAC,
highlighting issues of ’attribute representation’ and ’decision aggrega-
tion’. It possesses a PDP with Microsoft 'F sharp 2010’ and *.NET 4’
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platform.

e [265] is a 'federated rights expression model’, in which content providers,
identity providers and (consumption) action providers can be distinct
parties. Each party has its own policies defining in what condition
their resources (content, credential, rendering capability) can be used
by the partners. It enables an open DRM policy framework but, as in
the previous work, enforcement mechanism isn’t presented.

e Distributed context based on ’Share Date Space (SDS)’ is presented in
[259] [258]. It directly adopts many features from UCON gpc.

e [268] designs a protocol, HT'TPA, to enhance the HTTP protocol by
requiring data consumer and provider to come to an agreement before
any HTTP transaction takes place. Mechanisms allowing consumers
to express their purpose of usage and providers to express their usage
restrictions are provided by the protocol.

e [20] introduces a super-sticky release policy model for information de-
classification in dissemination systems. A release policy defines the
condition for declassifying sensitive information. When information is
aggregated to create new information, the super-sticky strategy derives
the release policy of the new information from the release policies of
the original information and the local release constraints imposed by
the creator of the aggregated information.

There are also works that relate access/usage control with jurisdiction
clauses. For example, [127] proposes a data-purpose algebra and uses it to
model part of a Privacy ACT. The purpose is to build a policy aggregation
and derivation framework, implemented in the governmental information fu-
sion center, that accommodates legislation factors through Semantic Web
technology.

However, these works seem to be in early stages and didn’t give detail
discussion about their features for handling collaborative context. For exam-
ple, some of them only propose the policy aggregation mechanism (as [20]),
or only proposes the context management mechanism ([268] [265]). Another
work ([215]) has both mechanisms but doesn’t provide a vocabulary base.
Whereas others ([259] [258]) possess vocabulary base but don’t discuss any
context management method in detail.

As far as implementation is concerned, only a few of them have built
the engines to support policy aggregation process [66] [215]. Even fewer has
proposed policy enforcement architecture [268].

75

Cette thése est accessible a I'adresse : http://theses.insa-lyon.fr/publication/2012ISAL0027/these.pdf
© [Z. Su], [2012], INSA de Lyon, tous droits réservés



Aiming at providing a comprehensive solution for end-to-end security
management in collaborative context, we take usage control policy as foun-
dation and extend it with methods for policy aggregation and context man-
agement, as well as defining a vocabulary base collecting security factors in
collaborative context, enabling interoperability between policies and facili-
tating policy authoring works.

2.5 Conclusion

Our purpose is to build an end-to-end security management system based
on a usage control policy model comprising security factors from both ’intra-
" and ’inter-’ organizational levels (chapter 3). The policy model is imple-
mented thanks to XACML language and associated with a vocabulary base
(see chapter 4). We also design a policy aggregation mechanism and col-
laboration context management mechanism (chapter 5). The enforcement
architecture is lastly developed and the performances of several components
are tested (chapter 6). These works should make our system one of the most
comprehensive collaborative usage control system. Nonetheless, several lim-
its exist, making our system far from complete, as discussed in the conclusion
chapter (see chapter 7, future works are also identified).
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Chapter 3

Applying DRM into Enterprise
information system

This chapter analyzes the new risk that rises with federated information
system, led by the trend of business federation and collaborative enterprise.
Based on this, a solution for end-to-end protection of corporate patrimo-
nial value during its full lifecycle is described. Our approach relies on a
collaborative-context oriented policy model that coordinates security require-
ments from multiple partners. Its implementation includes components for
policy based security