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ABSTRACT

French

Actuellement, la technologie des services Web évolue rapidement, en étant
soutenue par les grands acteurs du domaine des systemes d'information. Les
applications basés sur services Web sont faiblement couplées et utilisables
de fagon automatique via l'utilisation d'un ensemble de normes basées sur
XML. Hormis la description syntaxique des messages, il est nécessaire
dlavoir une description sémantique du comportement des services. En effet,
lors de la conception d'un service ou lors d'une composition de services, il
est important de vérifier la conformité avec un cahier des charges.
Llenrichissement des descriptions des services par llinclusion de leurs com-
portements est de plus en plus important. Ce comportement peut étre décrit
par des protocoles métier représentant les séquences possibles d'échanges de
messages.

Les services Web utilisent des politiques de controle d'acces (ACP) pour
restreindre 1'acceés a des consommateurs autorisés. Ces politiques doivent
faire partie de la description du service. Dans cette thése, I'analyse d'intero-
pérabilité en termes de controle dlacces aprés la formalisation des services
Web annotés avec les politiques de controle dlacces est réalisée. Nous pré-
sentons une approche pour intégrer les outils de vérification dans l'architec-
ture de contrdle dlacces de fagon a garantir une interaction sans erreurs. Les
politiques et les crédits sont présentés comme une ontologie afin de bénéfi-
cier de la flexibilité offerte par subsomption sur des concepts.

La chorégraphie des services Web est utilisée dans la phase de conception
dlapplications pair a pair complexes dans lesquelles chaque pair peut étre
implémenté par un service Web. Par conséquent, la sélection des services
Web pour llimplémentation de chorégraphie en utilisant 1lapproche de véri-
fication de compatibilité avec contrdle d'acces est 1'un des objectifs de notre
recherche. Dans ce travail, les modéles de protocole métier du service Web
sont étendus en ajoutant des informations au message sur chaque transition
du service dans lequel ce message sera envoyé ou recu. Nous définissons et
vérifions la compatibilité des services Web afin de voir si (et comment) plu-
sieurs services peuvent avoir des interactions en fonction de leurs protoco-
les. Cette approche aidera les concepteurs a choisir des services Web de
maniére simple et a vérifier slils peuvent mettre en [Juvre la chorégraphie
nécessaire en vérifiant la compatibilité avec notre approche.

En plus controle dlacces, le temps joue un role crucial dans de nombreux
comportements des services Web. Une des principales contributions de cette
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these consiste la modélisation et llanalyse de service Web avec contraintes
de temps pour garantir la compatibilité et la remplagabilité. Lun des ver-
rous fondamentaux rencontré avant llanalyse de compatibilité est
1[élimination des transitions implicites temporisées dans les protocoles mé-
tier. Nous présentions une approche pour éliminer ces implicites sans chan-
ger la sémantique de protocole. Apres avoir enlevé les transitions implicites,
nos algorithmes de compatibilit¢ et de remplacabilité peuvent travailler
d'une maniére simple.

Plus le service Web est complexe, plus les paramétres qui influent sur le
comportement de ce service sont nombreux. Enrichissement du comporte-
ment des services Web par certains parametres comme le temps et les politi-
ques de controle d'acces peut €tre généralisé pour inclure d'autres parame-
tres tels que l'information sur la les données privées, la signification du mes-
sage, etc. Dans ce contexte, 1'une de nos contributions est de fournir un mo-
dele général pour les protocoles métier annotés par des spécifications de
messages. Chaque spécification de message contient les contraintes et les
informations qui sont nécessaires au service fourni. Ainsi, 1lalgorithme de
vérification de compatibilité traite avec tous les types de contraintes et cha-
que service peut trouver le service le plus compatible avec lui en termes des
contraintes nécessaires et des valeurs fournies.

Pour conclure, cette thése vérifie la conformité des services Web, y compris
apres llinclusion dlun ensemble de contraintes telles que la politique de
controle d'acces et de temps. Le formalisme des automates temporisés et les
contraintes sont utilisées pour représenter la spécification des services pour
lesquels la conformité des services doit étre vérifiée. Llanalyse de compati-
bilité et de remplagabilité entre les services Web en utilisant leurs protocoles
métier est réalisée en présence de ces contraintes. Des algorithmes sont alors
développés pour la vérification de la conformité avec comme objectif d'as-
surer la conformité a ces spécifications de haut niveau.

Toutes ces techniques et algorithmes seront validés par leur intégration et
leur utilisation dans la plate-forme ServiceMosaic et au sein du projet
COMPAS.

Mots-clés. Services Web, des protocoles d'affaires, de compatibilité, inter-
changeabilité, controle d'acces, le temps, la chorégraphie, la spécification
chronométrés message automates, l'architecture orientée services.



English

Currently, Web services technology is rapidly move forward supported by major
players in the field of information systems. Web services applications are loosely
coupled and usable in an automatic way via the use of a set of standards based
on XML. Beside the syntactic description of messages, there is a need for the se-
mantic description of the behavior of services. Indeed, whether in the design of a
service or composition of services, it is important to check compliance with a set of
specifications. Enriching services descriptions by including their behaviors is be-
coming more and more important. This behavior can be described by business pro-

tocols representing the possible sequences of message exchanges.

Web services use access control policies (ACP) to restrict the access to authorized
consumer. These policies should be a part of the service description. In this thesis,
the interoperability analysis in terms of AC after the formalization of the Web ser-
vices annotated with the access control (AC) is performed. In addition, we present
an approach for embedding the checking tools in the AC enforcement architecture
to guarantee the errors free interaction. The ACP and the credentials are presented
as ontology in order to benefit from the flexibility offered by subsumption on con-

cepts.

Web services choreography is used in the design phase of complex peer-to-peer
applications in which each peer can be implemented by a Web service. Therefore,
selecting Web services for choreography implementation using the compatibility
checking approach with access control is one of the objectives of our research. In
this work, the business protocol models of the Web service are extended by adding
information to the message on each transition about the service in which this mes-
sage will sent to or received from. We define and verify Web service compatibility
in order to see if (and how) several services can have interactions based on their
protocols. This approach will help the designers to select Web services in an easy
way and verify if they can implement the required choreography or not by check-

ing the compatibly using our approach.

In addition to AC, time has a crucial role in many of Web services behavior. There-
fore, modeling and analyzing Web services based on error free compatibility and
replaceability checking with time constraints is one of our major contributions in
this thesis. One of the fundamental challenges before checking the compatibility

and replaceability between timed business protocols is the removal of the implicit
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transition of the timed business protocols without changing the semantics of the
protocol. Therefore, we present a general approach for removing any form of im-
plicit transition without changing the semantics of the protocol. After removing the
implicit transitions, our compatibility and replaceability algorithms can work in a

straightforward way.

The more the Web service is complex, the more it has parameters that affects the
behavior of this service. Enriching the Web service behavior by certain parameters
such as time and ACP can be generalized to include any other parameter such as
privacy information, message meaning, etc. In this context, one of our contribu-
tions is to provide a general model for Web service business protocol annotated by
message specifications. Each message specification contains the constraints and the
information that are required of provided by the service. Thus, the compatibility
checking algorithm deals with all the types of constraints and each service can find
the most compatible service with it in terms of the required constraints and the

provided values.

To conclude, this thesis checks the compliance of Web services after including a
set of constraints such as the access control policy and time. The formalism of
timed automata and constraints are used to represent the services specification for
which the compliance of the services must be verified. Compatibility and replace-
ability analyses between the Web services using their business protocols are per-
formed in the presence of these constraints. Algorithms are then developed for the
verification of compliance with the aim of ensuring compliance with these high
level specifications. All of these techniques and algorithms will be validated
through their integration and use in the platform ServiceMosaic and in the COM-
PAS.

Keywords. Web Services, Business protocols, Compatibility,
Replaceability, = Access  control, time, chorecography, timed auto-

mata, message specification, Service-oriented architecture.
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CHAPTER 1 INTRODUCTION

Chapter1. INTRODUCTION

This chapter presents an overview of the thesis. It starts by explaining the reasons
behind choosing the Web services as an effective solution for the business process
integration problems. After that, we discuss our main research objectives and con-

tributions. Finally, the outline of this thesis is listed.

1.1 Background

In the beginning of the Web, the Web users were restricted by static Web
pages in which users cannot affect on the contents of these pages. After that, a new
kind of pages allows the visitors not only to passively read the information, but
also to interact and modify this information is emerged. For example, commercial
services, such as airplane ticket reservations, hotel booking, etc., are offered via the
Web. Most of these services are based on a business-to-customer communication
where customers access the information systems via customer-oriented Web inter-
faces. For instance, an interface for books store is appeared on the Web browser as
a set of visual tools such as buttons and lists etc. in order to ease the selection and
buying of the books. Thus, most of the companies adopt the Web-based communi-
cation with customers. But, if we talk about the business-to-business communica-
tion, we will find that this type of communication tends to be less Web-enabled
than business-customer communication (Rutner et al., [122]). Thus, the business-
to-customer connection is established between the information system and a Web
browser (e.g., Firefox and Internet Explorer) but business-to-business connections
need integration operations between the information systems. Solving the integra-
tion problem between information systems is very costly using the traditional ap-
plication integration middleware (e.g., the Remote Procedure Call (RPC) and mes-

saging systems) because of the adapter development process.

Web services are loosely coupled applications designed to support interoperable
machine-to-machine interaction over a network. Thus, Web services can be one of
the solutions for this integration problem. The information systems are provided as
Web services with standard interfaces. This standardization that will be in terms of
description languages, coordination, and interaction protocols, will simplify the

integration process between the information systems (Papazoglou and Georga-
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kopoulos [108]; Papazoglou et al. [109]; Papazoglou and van den Heuvel [110]).
Therefore, Web services are adapted as a framework for business-to-business inter-
action (Alonso et al. [4]).

Web services are looselycoupled applications. This means that when the service
interface is developed, there is no information about the client interface in which
the service interacts with. They could interact with many clients and the client must
be aware of the functional and non functional properties of the service to interact
correctly with it. As a result, the information that is included in the service inter-
face is not sufficient for the client to check if he/she can interact correctly with the
service before interaction and there is a need for more information. This type of
information is called service description. Service description doesn[t not only de-
scribe the interface, but also the business protocol (BP) of the services by repre-

senting the possible sequences of message exchanges (Benatallah et al. [16]).

Recently, Web services protocol modeling and management gain a great impor-
tance. The existing tools that model Web service protocols such BPEL (Business
Process Execution Language) present service descriptions without studying the
interoperability properties (Alves et al. [6]). These interoperability properties in-
clude checking the compatibility, by checking if two services can interact correctly
or not?, and the replaceability, by checking if one of the two services can replace
the other one or not?, between the Web services. Many approaches have been de-
veloped in the direction of formal methods and software tools for modeling and
analyzing Web services protocols (Pong et al. [114]; Pong [113]; Benatallah et al.
[19, 20, 18] ; Dumas et al. [61]; Ramsokul et al. [117] ; Hamadi et al. [79]). They
presented a model for business protocol and a framework for protocol-based analy-
sis.

1.2 Research objectives

Web service can be simple or complex depends on its functionality. The be-
havior of a Web service is affected by a set of parameters depends on the function
of the service. The types and the number of these parameters are different from one
service to another. One of these important parameters is the access control (AC)
which includes the access control policy (ACP) and the access control credentials
(ACC) of the Web service. Since a lot of Web services use access control policies

to restrict the access to authorized consumers, these policies should be a part of the
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service description. Security technologies commonly adopted for Web sites and
traditional access control models are not satisfactory (Bertino et al. [29]). Currently,
there are two research directions in access control. One has focused on efforts to
develop new access control models to meet the policy needs of real world applica-
tion domains. These have led to several successful models such as the NIST Stan-
dard role based access control (RBAC) model (Ferraiolo et al. [67]), WS-AC1
(Bertino et al. [29]), and conversation-based Web services access control model by
(Mecella et al. [100]). In a parallel, researchers have developed policy languages
for access control. These include [eXtensible Access Control Markup Lan-
guagel (XACML) (Tim Moses [101]), WS-Policy (Bajaj et al. [11]) and finally to
semantic Web based languages such as Rei (Kagal et al. [85]) and KAoS (Tonti et
al. [131]).

The majority of the current and future generations of Web services need a con-
versation-based Web services access control models. This is because the Web ser-
vice consists of a set of ordered operations and each operation could have an AC.
The service consumer must respect the order of the operations and by consequence
the order of the AC on these operations to interact correctly with the services. To
the best of our knowledge, the current conversation-based Web services access
control models such as the (Mecella et al. [100]) model does not perform interop-
erability and integration analysis in terms of AC. As a result, this kind of models
does not guarantee an error free interaction between the services in the runtime
because they did not perform any interoperability checking between the services
before their interaction in the design time. These interoperability checking includes
the compatibility checking using the business protocols annotated with the AC.
Thus, modeling and analyzing Web service after including the AC is one of the

objectives of this work.

There is a set of challenges raises during the analysis of the Web services business
protocols after including the AC. One of these significance challenges is the calcu-
lation of the cumulative access control credentials (CACC) on each transition on
the protocol (i.e., the calculation of the previous and the current credentials that are

annotated on the protocol on each transition).

Web services choreography is used in the design phase of complex peer-to-peer
applications in which each peer can be implemented by a Web service. The behav-
ior of each peer must be specified in the choreography of the application. Any Web

service that would like to join the choreography would need to conform to that
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specification. Several research efforts focus on the issue of determining whether
the behavior of the Web services implementing choreography matches the one
described by the choreography specification (Paci et al. [107], Busi et al. [43],
Kazhamiakin et al. [89]). Behavior conformance must include the satisfaction of
the AC between services. Therefore, selecting Web services for choreography im-
plementation using the compatibility checking approach with access control is one
of the objectives of our research.

The second parameter that has a crucial role in many of Web services behavior
is the time. Time-related behaviors can be session timeouts or deadlines with dif-
ferent kinds of behaviors (e.g., the situation where Visa card must be provided
within n hours, otherwise the service will be cancelled). Recently, there are many
research works concentrate on time as an effective player on Web services behav-
iors. For instance, the work presented by (Pong et al. [113, 114]; Benatallah et al.
[17]; Berardi et al. [23]; Dyaz et al. [62], and Kazhamiakin et al. [88]). Some of
these works involve timing issues in the Web service behavior which is presented
by the business protocol (Pong et al. [113]). They perform nontraditional checking
analysis (compatibility and replaceability analysis) on business protocols. But their
compatibility and replaceability definition cannot be used in our analysis, for two
reasons. First, our definitions of compatibility and replaceability checking are
based on the error free interaction which is different from their definitions which
are based on the language inclusion. Second, the technique which they use with the
implicit transitions on the business protocol (i.e., the internal transition of the Web
service) is different from our approach. Their technique does not work with a wide
range of Web services business protocols. For example, the protocols which have
loops and one of the transitions on the loop is an implicit transition with time con-
straint. Furthermore, the implicit transition on the loop has a clock reset and the

time constraint on the implicit transition checks this clock.

As a result, modeling and analyzing Web services based on error free compatibility
and replaceability checking with time constraints is one of our research objectives

in this thesis.

The more the Web service is complex, the more it has parameters that affects the
behavior of this service. Enriching the Web service behavior by certain parameters
such as time and AC can be generalized to include any other parameter such as
privacy information, message meaning, etc. Therefore, the message on each transi-

tion in the protocol can include a set of constraints and each constraint can be satis-
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fied be set of values of its type. In this context, one of our objectives is to provide a
general model for Web service business protocol annotated by message specifica-
tions. Each message specification contains the constraints and the information that
are required of provided by the service. Performing high level analyses between
Web services after enriching their behavior by adding the AC, time, etc., faces a set

of difficulties and challenges.

1.3 Contributions

In this thesis, we present formal modeling and analysis of Web services behav-
iors. Compatibility and replaceability analyses between the Web services business
protocols are performed. In this context, a set of concepts and techniques for per-
forming compatibility and replaceability analysis between Web services using their
business protocols is provided. These concepts include the formal definitions of the
business protocols, product automat of two protocols, intersection automat of two
protocols, compatibility and replaceability between services using their business
protocols. All of these definitions and approaches are applied on the business pro-
tocols annotated with AC, time, and message specifications. After adding the AC,
time, etc, the definition of the resulted business protocol is a modified form of the
definition that is provided by (Benatallah et al. [19, 20, 18], Ponge et al. [113,
114]).

Checking the compatibility between Web services with AC faces some chal-
lenges, such as the calculation of the cumulative access control credentials on the
transitions. Therefore, we present an algorithm for calculating the cumulative ac-
cess control credentials on each transition by determining the current and the pre-
vious set of credentials that can be sent by services when it reaches this transition
(Elabd et al. [63]).

One of the steps of the compatibility and replaceability checking algorithm is
the comparison between the access control policy and the provided credentials. To
accomplish this step correctly, the ACP and the credentials are presented as ontol-
ogy in order to benefit from the flexibility offered by subsumption on concepts
together with the possibility to use ontology alignment in the context of the seman-
tic Web. This contribution enables us to make use of the reasoning power of the
ontology tools to determine the satisfaction between the provided set of credentials
and the ACP.
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Modeling Web service with time constraints is one of our major contributions.
Timed Web services can have one clock or more depends on the function of the
service. This thesis provides a set of algorithms for analyzing the business proto-
cols with one clock or set of clocks (i.e., multi-clocks protocols where the clocks
on the time constraints on any transitions are not necessary the clocks of the previ-

ous transitions but any clock for any transitions).

One of the fundamental challenges before checking the compatibility and re-
placeability between timed business protocols is the removal of the implicit transi-
tion of the timed business protocols without changing the semantics of the proto-
col. We provide two algorithms for removing the implicit transitions from timed
business protocol. One for one clock business protocol and another one of multi
clock time protocols. The conversion process is a complex task and depends on the
implicit transition constraints, the clock resets on it, and if this transition is in-
cluded in a loop or not. For instance, the simplest conversion examples are those
for which implicit transitions do not have a clock reset and the hardest examples
are those for which implicit transitions have an implicit clock, a time constraint
using this clock and are included in a loop. Therefore, we present a general ap-
proach for removing any form of implicit transition without changing the semantics
of the protocol. After removing the implicit transitions, our compatibility and re-

placeability algorithms can work in a straightforward way.

After modeling and analyzing Web service with Ac and time, it is important to
generalize the approach to include any type of constraints on the services behav-
iors. Therefore, we presented the analyses of Web service behaviors after annotated
the protocols with what is called [message specification[] Thus, the compatibility
checking algorithm deals with all the types of constraints and each service can find
the most compatible service with it in terms of the required constraints and the

provided values.

Another major contribution is the selection of Web services for choreography
implementation using the compatibility and replaceability checking approach with
AC (Elabd et al. [64]). In this part, the business protocol models of the Web service
are extended by adding information to the message on each transition about the
service in which this message will sent to or received from. We define and verify
Web service compatibility in order to see if (and how) n services can have interac-

tions based on their protocols. This approach will help the designers to select Web
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services in an easy way and verify if they can implement the required choreogra-

phy or not by checking the compatibly using our approach.

1.4 Outline of the Thesis

This thesis consists of the following chapters:

Chapter 1: Introduction. This chapter gives a generic view of the thesis by pre-
senting a brief background about the subject of the research, the objectives of it,

and our contributions.

Chapter 2: Web services. This chapter presents the definitions, architecture, se-
mantics, behavior description, and modeling of Web services. The first section
presents the various definitions of the Web services. The second section presents
an overview of the conventional middleware and the service oriented architecture.
The third section discusses the semantic Web and the semantic Web services. Fi-

nally, The Web service behavior description and modeling is discussed.

Chapter 3: Timed Web services. This chapter discusses modeling and analysis of
timed Web services. It starts by giving an overview about timed Web services with
concrete examples. Then, the compatibility and replaceability checking definitions
are explained. This chapter discusses in details modeling one-clock and multi-
clocks timed services. In addition, the problem of the implicit transitions in the
analysis process is presented. The last section lists the related work on modeling

timed Web services.

Chapter 4: Implicit transition removal approach. This chapter presents the con-
version approach of business protocols after removing the implicit transitions with-
out changing the semantics of the business protocols. It is divided to main parts;
the first part shows the separation approach and the second part shows the main

conversion approach.

Chapter 5: Web services access control: This chapter presents a set of Web ser-
vices security concepts and shows the approaches in which these security require-
ments are modeled and analyzed. Firstly, it explores the Web service access control
models. Secondly, an informal scenario and the proposed architecture are ex-
plained. Thirdly, the role of the ontology in the analysis is clarified. Finally, the
related work are listed and discussed.
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Chapter 6: Web services analysis. This chapter discusses in details the interop-
erability analysis between Web services. It starts by explaining the different defini-
tions of compatibility and replaceability between services in details. These analyses
use the Web services business protocols for presenting the behavior of the services.
The next parts of this chapter provide the Web services analysis after including the

AC and time constraints

Chapter 7: General specification approach. In the previous chapters, we dis-
cussed the modeling and analyzing of Web services interoperability in the presence
of some important parameters such as time and AC. This chapter presents a general
approach in which we can perform our analysis in the presence of many parame-
ters. As much as the number of the parameters increases, the complexity increases
and in some cases will be undicidable. Therefore, this chapter proposes a fined-

grained compatibility checking approach.

Chapter 8: Web Services Choreography: This chapter shows an approach for
selecting the Web services from the Web for implementing choreography for a
complex process using compatibility and replaceability checking with access con-
trol. The verification process of the selected services is presented with the aid of

an informal scenario.

Chapter 9: Conclusion and perspectives: This chapter presents the conclusion of
this work and the proposed future work.
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Chapter2. WEB SERVICES

Day after day Web services become a good proposer as a standard middleware
between business-to-business applications. This chapter gives an overview of the
Web services and how they can be used as a middleware. It starts by listing the
various definitions of the Web services. Then, the service oriented architecture is
presented. After that, the semantic Web architectures and the semantic Web ser-
vices are discussed. The last two sections in this chapter describe the Web services
behavior description and an overview of the Web services formalization and analy-

sis, respectively.

2.1 Web Service definitions

Since the emergence of Web services, they have many definitions range from the
very generic to the very specific and restrictive. For example, defining Web service
as an application accessible to other applications over the Web is a very generic
definition (see e.g., Alonso et al. [4]). This definition is very open because it in-
cludes all the application that has a Uniform Resource Locator (URL) (e.g., it in-
cludes the Common Gateway Interface (CGI) scripts and all the programs accessi-
ble on the Web with a stable application program interface (API) which are pub-
lished with additional descriptive information on some service directory). Thus,

this definition is not precise enough.

The World Wide Web consortium (W3C, 2002)' extended the previous definition
by another accepted definition for Web service states that (& software application
or component that can be accessed over the internet using a platform/language-
neutral data interchange format to invoke the service and supply the response,
using a rigorously defined message exchange pattern, and producing a result that

is sufficiently well-defined to be processed by a software application.[]

! http://www.w3.0rg/2002/ws/arch/2/wd-wsawg-reqs-03042002
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A more precise definition concentrates on the technical details of the Web service
is provided by the (W3C, 2004), specifically the group involved in the Web Ser-
vice Architecture group: [U Web service is a software system designed to support
interoperable machine-to-machine interaction over a network. It has an interface
described in a machine-processable format (specifically, the Web service descrip-
tion language WSDL (Christensen et al. [48]). Other systems interact with the Web
service in a manner prescribed by its description using SOAP® messages, typically
conveyed using the Hypertext Transfer Protocol (HTTP) with an XML serializa-
tion in conjunction with other Web-related standards) (McCabe et al. [98]).

The previous W3C definition is a very precise definition because it defines the
Web service and shows how it works. It defines the Web services as software ap-
plications that are described using the WSDL and interacts with other services us-
ing the SOAP messages. This definition states that the XML is a part of the solu-

tion.

The Universal Description, Discovery and Integration registry (UDDI) consortium
defined the Web services as [Self-contained, modular business applications that
have open, Internet-oriented, standards-based interfaces[] (Bellwood et al. [15]).
This is a precise definition and declares the standardization of the application inter-
face as a major requirement. Furthermore, the service should be available over the
Web and can be invoked using its standard interface. But this definition does not

clarify enough what is meant by a modular, self contained business application.

IBM® presents a more precise definition of the Web service states that[] Web ser-
vices are a new breed of Web applications. They are self-contained, self-
describing, modular applications that can be published, located, and invoked
across the Web. Web services perform functions, which can be anything from sim-
ple requests to complicated business processes. Once a Web service is deployed,
other applications (and other Web services) can discover and invoke the deployed
service.[1This definition shows the three main operations that could be applied to
the Web services (published, located, and invoked across the Web). But it does not

? http://www.w3.org/TR/ws-gloss/

? Simple Object Access Protocol, http://www.w3.org/TR/soap/

* The Extensible Markup Language (XML) is a W3C Recommendation -
http://www.w3.org/XML/

> http://www.redbooks.ibm.com/abstracts/sg246292.html
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mention the standardization technology which is a main characteristic of the Web

services.

There is even more specific definition of Web services. For instance, the definition
on the Webopedia®, [ standardized way of integrating Web-based applications
using the XML, SOAP, WSDL, and UDDI open standards over an Internet protocol
backbone. XML is used to tag the data, SOAP is used to transfer the data, WSDL is
used for describing the services available, and UDDI is used for listing what ser-
vices are availablel] This definition concentrates on the Web services standard
technologies and the integration ability which is a main target behind the use of the

Web services.

To conclude, the web services definitions can be categorized into two categories,
the high-level definitions and the technical definitions. In the high-level definitions,
they concentrate on the paradigm of the SOA, the interoperable framework for
message based and loosely-coupled interaction between software components and
the platform independent implementations (see UDDI and IBM definitions). In the
technical definitions, they concentrate on the use of the technologies such as the
XML, SOAP protocols, WSDL for service description, and UDDI for registering
the service (see Webopedia and W3C definitions).

2.2 Service Oriented architecture

The initial propose of the Web was to publish information using Web pages and
this information could be accessed in a reliable and simple way by consumers.
These Web pages are linked with each other and can be easily accessed and
browsed by the users around the world. As a result, the Web is used by the origina-
tions to manage, organize, and distribute their internal data to consumers and part-
ners. During that time period, the initial technologies associated with the Web
were not sufficient enough to implement business-to-customer and e-commerce
solutions. Therefore, additional functionality solutions were developed such as the
SSL (Secure Sockets Layer) protocol that was developed for transmitting private
documentation via the Internet. With the wide use of the Web, the number of cus-

tomers and business partners for real-time information increases. Thus, the organi-

% http://www.webopedia.com/TERM/W/Web_services.html
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zations were required to link their heterogeneous, autonomous and distributed sys-
tems to improve productivity and efficiency. This led to the development and de-
ployment of EAI (Enterprise Application Integration) solutions.

Incompatible and distributed systems were integrated using EAI platforms. The
problem was that many EAI frameworks required costly and proprietary protocols
and formats with technical difficulties when it was needed to integrate internal
systems with external systems running on partner(s computers. To overcome the
problem of integration between internal and external information systems, busi-
ness-to-business (B2B) solutions were developed. Business processes between
organizations were carried out more efficiently using the B2B infrastructures. Most

of B2B solution relied on the use of the XML as a language to represent data.

There are certain application integration scenarios that are costly when they are
performed by the B2B middleware. For example, two companies can use a central-
ized middleware for the B2B integration. This middleware is controlled by one of
the two companies and use a platform accepted by the two parties (e.g., this plat-
form uses a specific message broker, a specific workflow system, and a specific
name and directory server). Indeed, the centralized middleware hosted by one of
the participating companies or by a third party is not a preferable approach because
of the lack of trust between companies, the autonomy that each company wants to

preserve, and the confidentiality of the business transactions.

The mentioned limitations of the centralized B2B middleware can be overcome by
the using a point-to-point technique where the two parties agrees on using certain
middleware protocol and infrastructure hosts by each one (i.e., there is no third
parties). In practice, the company can integrate with more than one company;
therefore, it requires the use of different middleware platforms. Since there are
many middleware in the company, the cost of the integration between it and other

companies becomes high.

Consequently, organizations realized that their B2B strategies have led the devel-
opment of architectural solutions that often exhibited a tight-coupling among inter-
acting software applications which limited the flexibility and dynamic adaptation

of Information Technology (IT) systems.
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The Web paved the way toward facilitating application integration and brought set
of standard such as standard interaction protocols (HTTP) and data formats (XML)
that were adapted by many companies. Therefore, the Web presents the idea of
common middleware infrastructures that reduce the heterogeneity among interfaces

and systems.

As a result, Web services are nominated to overcome the limitations of the busi-
ness-to-business integration conventional middleware. Nowadays, most enterprises
use Web services as a framework for facilitating application-to-application interac-
tion within and across them. There are three main aspects of Web service that push
toward resolving the limitations of conventional middleware: service-oriented ar-
chitectures, redesign of middleware protocols, and the standardization. Table 2-1
summarize the evolution of information systems integration with the new tech-

nologies.

Table 2-1: The evolution of information systems integration.

Web Publish information Html

B2C Perform transactions SSL

EAI Integrate internally Propriety protocols
B2B Integrate externally XML

SOA Universal integration Web services

Web services technology is emerging as main pillar of service-oriented architec-
tures (SOA) (Papazoglou et al. [110]). This technology facilitates application inte-
gration by enabling programmatic access to applications through standard XML-
based languages and protocols. The service-oriented architectures (SOA) address
the requirements of the loosely coupled distributed information systems. An SOA
approach solves many problems between the distributed enterprises information
systems such as application integration, transaction management, and security poli-
cies (Alonso et al. [4]). Therefore, Web services in SOA can be shared and reused

(Kreger [91]). These facilities make the Web services indispensable for applica-
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tions in the same enterprise or in different enterprises (Arsanjani [8]). In the SOA,
the services are presented as self-contained software modules. These services are
described using a standard Web service description language and provide a busi-
ness functionality. Web services use set of standards such as the WSDL, SOAP,
and UDDI. The main objective of a service in an SOA is to represent a reusable
unit of business-complete work. The service in the SOA is self-contained (i.e., the
service maintains its own state), platform independent (i.e., the service interface is
not constructed to work on a specific platform), and can be located, invoked and
(re-) combined (Papazoglou et al. [110]). Web services designers and developers
create autonomous and independent Web services which are different from the
exciting software integration solution such as the Common Object Request Broker
Architecture (CORBA) which develops the interacted component with the same

team.

The Web service is characterized by its interface and its implementation. The ser-
vice interface is the part of the service which is seen by other services and contains
the invoke information. The service implementation performs the function of the
service and the service implementation is not shown to the other services. There-
fore, the services that are collected for business processes are independent of the
platform. The invocation information is always available for internal invocation or

external invocation.

The service requester and the service provider communicated using messages for-
matted according to the simple object access protocol (SOAP). The procedure
starts with a request from the service consumer by sending a SOAP message to the
service provider. This message can be carried using the internet transport protocols
such as the hypertext transfer protocol (HTTP) and the Simple Mail Transfer Pro-
tocol (SMTP). On the service provider side, the SOAP message is received by a
SOAP listener that extracts the body of the message, transforms the XML message
into native protocol, and delegate the request to the actual business process within
an enterprise. The implementation of the service can be hosted within a Web ser-
vices container (Dhesiaseenlan et al. [60]). The service containers help in the in-
vocation, location, routing, and management of the services. After the execution of
the service, the service provider sends back his response to the service requester in

the form of the SOAP envelope containing the XML message.
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Figure 2-1 shows an SOA and an SOA request-response pattern where the services
registry (e.g., UDDI) services as intermediary that is interposed between service
requesters and service providers. The service providers publish the definitions of
the service they offer using the WSDL and the service requester find this informa-
tion by search the registry.

Figure 2-2 shows the web service stack in which the first layer is the transports
that uses the standard HTTP protocol. This stack shows that the web services use
the XML as a standard message format and as a metadata description format. It

shows also that the SOAP message should be secure, reliable, and transacted.
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Figure 2-1: An SOA and an SOA Request-Response pattern with a service registry.
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Web service specifications are referred to as [WS-*[J(Motahari et al. [105]). There
is a long list of [WS-*[specification such as WS-Addressing, WS-Security, WS-
Notification, WS-Transfer, WS-Eventing, and WS-Enumeration. Some of these
specifications are not necessary, because of the probable overlap and inconsisten-
cies among competing specifications that address the same functional areas (Vi-
noski [140]). For example, the WS-Eventing specification that is published by a
group included Microsoft that aims to support event-based Web services has an
overlap with the WS-Notification that is published by a group included IBM in the
conceptual level but different on the detailed level (Vinoski [139, 138]).

The protocols which are used in the conventional middleware and works with cen-
tral transaction coordinator, such as the Two-Phase Commit (2PC) protocol, are not
able to work with peer-to-peer fashion. Therefore, the function that is achieved by
these protocols in the centralized platform must be achieved by new protocol works
in a decentralized setting and across trust domain (Alonso et al. [4]). Standardiza-
tion in terms of the interface definition language and interaction protocols is the
key towards the adaptation of Web services as a promising integrating solution
between heterogeneous information systems applications.

2.3 Semantic Web

Nowadays, there are a lot of research efforts with the objective of adding more
meaning to Web content in order to have what is called semantic Web (Fensel et al.
[66]). Tim Berners-Lee et al. stated that [1The semantic Web is not a separate Web
but an extension of the current one, in which information is given well-defined

meaning, better enabling computers and people to work in cooperation1[28].

The semantic Web architecture consists of a series of standards organized into a
certain structure express the interrelationships between these standards. The first
diagram for the semantic Web architecture was presented by (Tim Berners-Lee et
al. [28]). Figure 2-3 illustrates the different versions of the semantic Web reference
architecture (V1-V4) proposed by (Berners-Lee et al. [25, 26, 27, 24], Gerber et al.

[75]).
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Figure 2-3: The four versions of the semantic Web reference architecture (V1-V4)
proposed by Berners-Lee [25, 26, 27, 24, 75]

2.4 Semantic Web services

Several researchers have recognized that Web service standards lack of semantics
(Cardoso [45]). Semantic description allows better performance in automatic service
discovery, composition, invocation and monitoring. Business applications whose
functionality is semantically described can be found and integrated more easily than
those without semantic descriptions. This presents opportunities for semantic Web

services in integrating enterprise systems.

Semantic Web services are Web services whose properties, capabilities, interfaces,
and effects are encoded in an unambiguous and machine-interpretable form (Mcil-
raith et al. [99]). The lifecycle of Web services can be divided to modeling, build-

time and deployment, and run-time. Semantics have an important role in the com-
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plete lifecycle of Web services (Sheth et al. [125]). For example, in the modeling
phase, the Web service can be annotated by some information to explain the goal
of the service by the service provider. The terms which are used in the description
will be taken from a semantic model. After publishing the service in a registry, the
service requester can search for a service using terms from the semantic model and
reasoning techniques. As a result and due to the semantic model, there is an agree-
ment on the meaning and there will be less ambiguity in the intended semantics of

the provider.

Semantics Web service paves the way towards the automatic discovery of the Web
service. This automatic discovery involves finding a service that matches a given
set of functional and nonfunctional requirements in a repository of services. This
match includes the syntactic and/or semantic matching. There are four scenarios
after checking the matching between two services in terms of their syntax and se-
mantics. The first scenario, the two services are fully matched because they are
similar in their syntax and semantics. The second scenario, the two services are
poorly matched because they are similar in their syntax and different in their se-
mantics. The third scenario, the two services are poorly matched because they are
similar in their semantics and different in their syntax. The fourth scenario, the two

services are not matching because they are different in their semantics and syntax.

Semantics could help in the service invocation by providing a more detailed level
of matching to identify the actual interface mappings. For example, if there is a
service A that takes a [UPC codelJas input and this service is matched semantically
with another service B that provides [SKU codel] However, there are differences
in the syntactic representation of these two codes (e.g., UPC may be a 14 digit code
while SKU is a 12 digit code). These differences information could be provided to
the service B before invocation to perform the conversion process itself or using
another conversion service. These types of information can be derived from a se-

mantic model and mappings can be generated and stored to facilitate invocation.

Many business domains require composing multiple services to deliver new func-
tionality. The semantics Web service is important in the composition process be-
cause it determines whether this composition gives the intended functionality or
not by checking the non functional aspects of the composed services. The select

and compose of services is based on the syntax and the semantic description of the
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requirements and capabilities of the services. There are a lot of work is done to
compose Web services based on nonfunctional properties by modeling the quality
of service properties as constraints in mathematical programming (Zeng et al.
[144]; Agarwal et al. [3]).

In the run time phase of web service lifecycle, semantics is important in situations
that require automatic service discovery and binding to find suitable substitutable
services in case of Web service failure. Web processes or complex Web services in
the distributed interacting systems are modeled using the Finite State Machine
(FSM) (Arthur Gill [76]) and its variants such as Petri nets (Wolfgang Reisig
[118]), process algebra (Wan Fokkink [68]), situation calculus (Levesque et al.
[94]) and Pi Calculus (Davide Sangiorgi [124]). The semantic Web services repre-
sentation languages includes the languages for formal representations of ontologies
(e.g., the description logics (Baader et al. [9]), frame logics (Kifer et al. [90]) and
logic programming (Baral et al. [14])).

To summarize, finding and integration between business applications whose func-
tionality is semantically described are more easily than those without semantic
descriptions. This presents opportunities for semantic Web services in integrating
enterprise systems. Therefore, augmenting the Web service description with non-
functional properties such as the access control policy requirements is a contribution

towards semantic Web services.

2.5 Web service behavior description

There is a set of standards that are used in the Web services description. The first
standard is the XML which is adopted and commonly accepted as a standard com-
mon based language because its syntax is flexible enough to enable the definition
of service description languages and protocols. The second standard is the Web
services description language which is used for describing the Web services inter-
faces. WSDL is an XML vocabulary. It allows service authors to provide the essen-
tial information about the service so that others can use it. A WSDL document can
be divided into two parts: a reusable abstract part and a concrete part. The abstract
part of WSDL describes the operational behavior of Web services by describing the
messages that go in and out of services. The concrete part of WSDL describes how
and where to access the service implementation. The description of the semantic of
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the service is not included in the WSDL document because it provides the syntactic
or structural term for the messages that go in and come out from a service. It does
not provide information on what the semantics of that exchange are.

Simple interface description is not always enough in Web services interaction. The
only type of services where the interface description is sufficient is the Web ser-
vices that offer only one operation. In this type of Web services, the service is in-
voked once and the consumer gets the result in one step (i.e., he/she sends a request
and gets a response). But, this is not always the case of Web services. Most of Web
services offer a set of operations that consumers must invoke in a certain order to
achieve their functions. Such exchanges between the consumers and the Web ser-
vices are called conversations. Therefore, there is a need for describing the behav-
ior of the Web service by providing the set of message exchange between the Web
service and the consumer with the order of sending or receiving of these messages.
This set of message exchange rules is specified by the business protocol supported
by the service. This protocol model is presented using state chart which is a suit-

able model for describing behaviors.

Figure 2-4 shows an example of a business protocol of an authentication Web ser-
vice based on a specific identification card. In this model, states represent the vari-
ous stages that a service may go through while transitions are triggered when a
message is received or sent (e.g., examples of states include Start, Fail, Identifica-
tion, and WaitID and examples of messages include Opensession, IDrequest,
WaitID, and IDchecking). The positive polarity indicates that the message is an
incoming message and the negative polarity indicates that the message is an outgo-
ing message. There is a unique initial state (e.g., Start) and one or more final states
(e.g., Access and Fail).

Fail

Negative-ACK(-)
newtrail(+)

Opensession(+) IDrequest(-) IDresponse(+)

Identification Wait|D IDchecking Access

Figure 2-4: Authentication Web service business protocol.
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Indeed, the complete description of the service includes not only its interface but
also the business protocols that the Web service supports. There is a set of lan-
guages that can be used for defining business protocols such as Web Services Con-
versation Language (WSCL) (Banerji et al. [13]) and Business Process Execution
Language for Web services (BPEL) (Alves et al. [6]).

Description can also include non-functional properties of the service such as Qual-
ity of Service (QoS) (i.e., network performance and reliability characteristics), cost
of service, and Service Level Agreements (SLA). This information is important for
the consumer in helping him to take the decision of using the Web service or not.
This information includes the cost of service, the quality of service, and a textual
description of the service. Constraints over the service behavior are considered as
non-functional descriptions (Fensel et al. [49]). For example, in a hotel booking
Web service, invoking its functionality (booking a room in a hotel) might be con-
strained by using a secure connection (security as non-functional property) or by
actually performing the invocation of the services in a certain point in time (tempo-
ral availability as non-functional property). The non-functional properties can be
used in the discovery, selection and substitution of services. Non-functional proper-
ties suffer from the lack of support in terms of the languages, methodologies, and
tools due to various factors (Rosa et al. [120]; Christopher Van et al. [133]). These
factors include the complexity of modeling and the difficulty of formalization of
the non-functional properties. In addition, the non-functional properties are always
presented informally in an abstract way and sometimes conflicts and compete with
each others. Therefore, modeling Web services description with non-functional
properties become a fundamental challenge in service oriented architecture espe-
cially in a real business setting.

In Web services, such information can be attached to the description of a service by
using the repositories that the Web service publishes their services in it such as the
UDDI. This information is registered with the service providers and queried by the
consumers. Consumers could search for a service (Service discovery) during de-
sign-time, by browsing the directory and identifying the most relevant services, and

at run-time, using dynamic binding techniques.

In this thesis, we concentrate on the Web service access control policy and time

constraints as a part of the non-functional service description. After studying the
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influence of including the AC and the time, a general approach is presented to
show the effect of including other parameter in the service description. Therefore,
we will study the business protocol of the Web service after including the AC and
the time.

2.6 Web service formalization and analy-

S18

The need for formal methods and software tools for automatically analyzing ser-
vice descriptions is widely recognized, and many approaches have been developed
to this end. Formalisms allow us to reason with the constructed models, analyzing,
and verifying some properties of interest of the described systems. There are three
common model families. The first family is the activity based models which are
used for representing systems in an executable form (e.g. workflow management
systems (Van der Aalst [134])). The second family is the rule-based models (Forgy
et al. [69, 70]) which define behaviour through a set of rules. The third family is
the state-based models which mainly used for describing behavioral abstractions of

a system. For instance, the UML models family (Rumbaugh et al. [121]).

Because state-based model is commonly used to model the behaviour of systems,
due to the fact that it is simple and intuitive, we choose it in our model. Activity-
based models are more suitable for creating executable models. Finally, rule-based
models are a natural fit for complex decision-making systems where the logic must
be frequently updated (e.g., by business analysts, accountants, etc.). They are how-
ever less suitable for describing behavior. Timed automata (Alur et al. [5]) are well
known formalisms for real-time systems and there are some well-known tools sup-
porting them as UPPAAL (Larsen et al. [92]). Therefore, it can be used for describ-
ing and analyzing the behavior of Web services, specifically those including time

restrictions.

Various Web services models have been proposed for capturing different types of
abstractions. For instance, (Dirk et al. [32]) define protocol interface formalism for
services which is similar to the timed model proposed by (Berardi et al. [23]) but
without time aspects. Bultan et al. [40] present a modelling for Web services inter-

actions and present further discussion in [72, 42]. They present formalism for
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specification and verification of electronic services for composition purposes. The
set of services (peers) used in the model to present the different parts of the compo-
sition service.

Web services choreography and multi-party protocols formalism have been studied
also. For instance, Qiu et al. [116] propose a language for Web services choreo-
graphies called Chor as a simplification of the Web services choreography de-
scription language (WS-CDL) (Ritzinger et al. [87]) (the reference specification for
choreographies). Kang et al. [86] presents some tools enable WS-CDL for facilitat-
ing development of SOA systems. BPEL also offers abstract process for describing
the externally observable behavior of a service composition. Van der Aalst et al.
[136, 135] present YAWL, a general-purpose workflow language that has support
for Web services. Papazoglou M. et al. [96] have done some work on the formal-
ization of multi-party protocols with temporal constraints for service networks.
Some work consider timing abstractions have been done by Kazhamiakin et al.
[88] which mainly reuses well-known timed automata model-checking techniques

in service-based compositions.

Nowadays, databases provide the backbone for a wide range of electronic com-
merce applications. Modeling database-driven systems are based on extending the
classical model checking to infinite-state systems. There is some research works
show that the data is the source of infinity. For instance, petri nets with data associ-
ated to tokens (Lazic et al. [93]), rewriting systems with data (Bouajjani et al. [35,
36]), automata and logics over infinite alphabets (Bouyer et al. [38, 37], [104],
Demri et al. [57], Jurdzinski et al. [84], Bojanczyk et al. [33], Bouajjani et al. [36]),
and temporal logics manipulating data (Demri et al. [57], [58]).

There are some modeling approaches model and verify the data which are stored in
the database and can be used during the running of the business process in its
model. Relational transducer is an example of these modeling approaches (Abite-
boul et al. [1, 2]). They specified business models as relational transducers that
map sequences of input relations into sequences of output relations. They present a
restricted model, called a Semi Positive Cumulative State (SPOCUS) transducer.
Their work addresses three main issues, temporal properties verification, log vali-
dation, and the comparison between two relational transducers. This relational

transducer model has the ability to keep the history of the events in the system too.
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This modeling approach can be used in cases where the historical data that is pro-
vided during the interaction is needed to be known in each state of the service. One
example of these data is the ACP and the credentials that can be provided during
the interaction. They defined the compatibility between two business process that
there exists a run which achieves some desired goals while satisfying both business
models. For unrestricted relational transducers, problem such as the compatibility
is undecidable (Abiteboul et al. [2]). However, the restricted use of data and the
particular properties verified have limited applicability to database-driven systems.
In particular, model checking Linear Temporal Logic (LTL) properties in the pres-
ence of data quickly becomes undecidable (Vianu [137]).

Spielmann [128] presents the business model as abstract state machine (ASM)
relational properties and perform the temporal properties verification, Log valida-
tion, and the comparison between two relational transducers. He proves that these
problems are decidable under some restrictions. If one of these restrictions is satis-
fied then the problem is decidable. These restrictions are

e All (static) database relations of a relational transducer are known

e The maximal input flow which a relational transducer is exposed to be a priori

limited

Deutsch et al. [59] extended the ASM transducer with two features: (i) the ability
to constrain inputs by a First Order (FO) formula, and (ii) allowing access to previ-

ous user inputs. They call the new transducer ASM "

To summarize, modelling and analyzing Web service behaviour is an important
issue specially after enriching the description of the service by including the AC
and time parameters. Thus, in the next chapter we present our contributions with
respect to the study of the Web service business protocols and the compatibility

and replaceability analysis after including a set of parameters.
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Chapter3. 1IMED WEB SERVICES

This chapter discusses modeling and analysis of timed Web services. It starts by
giving an overview about timed Web services with concrete examples. Then, the
compatibility and replaceability checking definitions are explained. This chapter
discusses in details modeling one-clock and multi-clocks timed services. In addi-
tion, the problem of the implicit transitions in the analysis process is presented. The

last section lists the related work on modeling timed Web services.

3.1 Timed Web services

For many real business processes temporal restrictions are essential. Temporal
constraints on Web services appear in many situations such as time-out for receiv-
ing a message from the consumer or performing an operation. For instance, some
Web services are made up of sessions having an associated time-out, as those that
allow a user to check her/his bank account or to participate in an online auction
(i.e., if an operation does not take place on a given time interval then its execution
on a further time can be insignificant). Therefore, incorporating time in Web ser-
vices that implement these business processes became a necessity. These time con-
straints specification should be included in the Web services description in order to
allow the consumer to check if he can correctly interact with theses services or not.

Modeling timed Web services is a major step towards their automated analysis. It
eases the integration process by checking the interoperability properties between
timed services. Web service behaviors can be modeled by business protocols rep-
resenting the possible sequences of message exchanges.

Figure 3-1 shows an example of a business protocol of books selling Web service
that has time constraints. The service starts by receiving a login message
(Login(+)), then a message contains the selected product (ChoosePRO(+)) from
the consumer. The first time constraint is appeared on the transition between the
state S3 and S5 (72=5 min) which means that the consumer must get the price be-
fore five minutes after his/her selection of the book, otherwise he/her can cancel
the selected book (Cancel(+)) and login again. If the consumer received the price
message before the five minutes, then he/she will send a delivery request (Deliv-

eryREQ(+)). The confirmation of the delivery message will be sent to the con-
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sumer based on the type of the delivery. If the consumer chooses the DHL, then the
confirmation message must be send to him/her before three days (DHL(-), 75 < 3
days) and if it is Normal, he/she will receive the confirmation message before five
days (Normal(-), 75 <5 days). Otherwise, if six days pass before receiving the
product, then the consumer can send failure message to renew the delivery request.
After the consumer got the confirmation delivery message, he will send another

confirmation message (confirm(+)) to the Web service.

T12
confirm(+)

Figure 3-1: A Timed business protocol of book selling Web service.

There are two types of transitions in timed business protocols, explicit transition
which expresses the change of the service from one state to another state according
to an interaction with it by sending or receiving a message (e.g., the transition be-
tween the states S7 and S2 that has the Login(+) message), and implicit transition
which is triggered by timeout and expresses the change from one state to another
without an interacting action with the service (i.e., there is no message sent or re-
ceived, e.g., the transition between the states S3 and S5 with the time constraint
T2=5 min). Based on this definition of the explicit transition, the messages are
presented with the explicit transitions only, and the implicit transitions are attached
with time constraints. Time in this model is presented by clocks in which each
clock is related to a transition. The number of clocks is based on the number of

transitions which are used in time constraints by checking its time of triggering.
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For instance, the clock 72 is related to the transition between the states S2 and S3,
and reset when this transition is triggered. The implicit transition between the states
S3 and S5 has the constraint 72=5 min, which means that this transition must be
triggered when the value of the clock 72 equals to five minutes after the service
entering into the state S3. There is another type of time constraints on the explicit
transition which restrict the triggering of the transition to a specific time windows.
For instance, the time constraint (75 < 3 days or 78 <3 days) on the transition be-
tween the states S7 and S9 means that the DHL(-) message can be sent only in the
time interval from zero to three days after the triggering of the transitions between

the states S4 and S7 or the transition between the states S8 and S7 respectively.

3.2 Compatibility and replaceability

Compatibility and replaceability analysis have been discussed in some recent
works [19, 20, 114, 34]. Bordeaux et al. in [34] present three different definitions
for compatibility: (a) two services A and B are compatible if they have opposite
behaviors; (b) two Web services are compatible if they do not have unspecified
reception, and (c) two services are compatible if there is at least one execution
leading to a pair of final states. There is a drawback in the first and in the second
definitions, that is they do not check whether the interaction will reach a final state
or not. The drawback of the third definition is that one execution does not guaran-
tee an error free interaction. The source of these errors is the incompatible possible
paths of the interacted service. In other words, during the interaction between two
services, we do not know which paths will be taken, the paths that produce errors
of the paths that do not make errors). The reason of the incompatibility in theses
paths is the messages which have unspecified reception. Therefore, we present a
new definition of compatibility (Elabd et al., [63]) by merging the second and the
third definition of Bordeaux et al. [34]. In our definition, two services are compati-
ble if and only if any potential message sent from one service can be received by
the other service during their interaction and vice versa, and any reachable state is
not in a deadlock, i.e., there is at least one execution leading to a pair of final states.
Based on this definition, if two protocols are compatible, we guarantee that no

error can happen during the interaction.

A model for business protocols and a framework for protocol-based analysis had
been presented by Benatallah et al. [19, 20, 114]. This model captures all the con-
versations that are supported by a service. They studied the compatibility and re-
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placeability issues. According to their definitions of compatibility, a Web service
(wsI) with a business protocol P/ is fully compatible with a Web service (ws2)
with a protocol P2, if all the executions of P/ can interoperate with P2 and if only
some of the executions of P/ can interoperate with P2, then ws/is said to be par-
tially compatible with ws2. The drawback of full compatibility is that one of the
two protocols (e.g., PI) accepts all the execution of the other protocol (e.g., P2) but
protocol P2 may not accept all the executions of protocol P/ and this produces

errors during the interaction.

Example 3.1: Figure 3-2 shows an example of two business protocols P/ and P2.
The compatibility checking using the definitions of Benatallah et al. [16, 19, 20,
114] shows that the Web service (ws/) presented by the protocol P/ is fully com-
patible with the Web service (ws2) presented by the protocol P2 because all the
conversation that can be established by the service ws/ can be understood by the
service ws2 but the service ws?2 is partially compatible with ws! because there is at
least one conversation can be established. Based on our definition of compatibility,
we say that the two protocols are not compatible because the protocol P2 shows
that there is a potential message CloseSession(-) that can be sent by the service ws2
and the protocol P/ shows that the other service ws/ will not able to receive this

message when the two services are in the state s[2 and s2 respectively. As shown in

Figure 3-2 , there is also time constraints on each protocol ( X/€[0,10] in transition

between the states s/ and 52 in P/ and X/€[0,5] in transition between the states s/

and s[2 in P2). The time interval values of the two constraints implies that the time
interval of the sent message IDrequest(-) is included in the time interval of the
received message, and as a result, there is a satisfaction in terms of time constraints
because the allowed time period for the sent message is included in the allowed

time period of the received message.
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P1 pensession(-) @ IDrequest(+)|Dresp0n5€‘(') s3 Enable- N @
x1 X1€[0,10] disable (+)

IDresponse(+)

P2

IDrequest(-)
X1€J[0,5]

Enable-
disable (-)

CloseSession(-

Figure 3-2:Two business protocols incompatible based on our compatibility
definition and fully compatible based on the definition of Benatallah et al. [16, 19,
20, 114].

s4
Negative-ACK(-)

X3 |
1 X1=1V X3=1
I
I

Enable- N @
disable (-) ”

Figure 3-3: Authentication Web service business protocol with implicit transition

newtrail(+)

IDresponse(+

on a loop and time constraint checking the implicit clock.

Opensession(-)

IDresponse(-)
X1€[1,00]

Enable-
disable(+)

Figure 3-4: Business protocol without implicit transition.
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3.3 Implicit transition issue

Example 3.1 shows that if the time constraints are presented explicitly on the tran-
sitions using time intervals, we can directly determine the satisfaction between the
corresponding transitions based on the direct comparison between the two time
intervals. But, there are some cases where time constraint on the explicit transitions

is not presented explicitly. For example in Figure 3-3, we can extract that the time

constraint on the enable-disable(-) message between the state s3 and s5 is (X/€

[0,1] v X3€[0,1]). This constraint is not explicitly presented on the transition but it

is extracted from the constraint on the implicit transition. Therefore, there are two
ways to deal with implicit transitions during the compatibility and replaceability
analysis. The first way is to use well known modeling tools such as the Timed
Automata (Alur and Dill [5]) and the second way is to remove these implicit transi-
tions. In the second solution, the protocol is reconstructed with only explicit transi-
tions annotated explicitly with the time constraints which present the semantics of

the removed implicit transitions.

Timed Automata are simple, powerful, and a widely known formalism. Therefore,
it can be used to capture a large class of Web services by implementing the busi-
ness protocols of these services. The main problem of using timed automata to
implement business protocols of Web services is implicit transitions. This is be-
cause this type of transitions has no equivalent transitions in the context of the
timed automata with the same semantics. The semantics of the epsilon transition on
the timed automata (silent transition) is different from the semantics of the implicit
transition on the business protocol. Ponge et al. [114] use the epsilon transition of
timed automata for representing the implicit transition and modify its semantics
with some additional time constraints. They convert the business protocol to timed

protocol automata to be used in the compatibility checking analysis based on the
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language inclusion between the two protocols. For instance, if the conversations
that are presented by one protocol can be understood from the other protocol, then
they are fully compatible. This approach cannot be used in our analysis, for two
reasons. First, our definitions of compatibility and replaceability checking are
based on the error free interaction which is different from the previous definition
which is based on the language inclusion (as shown in example 3.1). Second, their
conversion technique does not work with a wide range of Web services business
protocols. For example, the protocol which has a loop and one of the transitions of
the loop is an implicit transition with time constraint. Furthermore, the implicit
transition on the loop has a clock reset and the time constraint on the implicit tran-

sition checks this clock (e.g., the implicit transition on Figure 3-3 has a clock reset

x3 and this clock is checked in its time constraint(x/=1 V x3=1)).

The other way of dealing with the implicit transition is to remove it and preserve
the semantics of the protocol. The idea is to replace this transition, which is based
on time constraints related to explicit transitions, by time constraints reflecting its
effect on the semantics of the protocol on the explicit transitions. Figure 3-3 and
Figure 3-4 show two business protocols in which the first one has an implicit tran-
sition and the other not. As shown in example 3.1, compatibility checking in terms
of time constraints is based on the direct comparison between the two time con-
straints on each transition. But due to the implicit transition, there are some situa-
tions where the time constraint on each explicit transition is not explicitly anno-
tated. Therefore, during the checking process, for each explicit transition, we have
to calculate the time constraints which are deduced from the presence of implicit
transitions. As a result, the compatibility checking between the two protocols, in
Figure 3-3 and Figure 3-4, in this form is a very hard task because of the overhead
calculation of time constraint for each explicit transition and the different repre-
sentations of the two protocols. The difficulty in this example can also come from
the constraint on the implicit transition which checks the implicit clock x3. Fur-
thermore, checking the compatibility between the two protocols without the con-
version of the first protocol and using direct comparison for the time constraints,

without calculating the effect of the implicit transition on the explicit ones, shows
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that the two protocols are not compatible (which is a false result). But after trans-
forming the first protocol into a new one without implicit transitions, the checking

result shows that the two protocols are compatible (which is the true result).

Timed Web services can have one clock or more depends on the function of the
service. In the one clock Web services, there is only one clock used by the service
and this clock is reset when a transition is triggered. But, multi-clocks Web ser-
vices use a set of clocks and each clock is associated with one of the transitions and
reset when this transition is triggered. Thus, the conversion process is a complex
task and depends on the following parameters

e The Web service uses one clock or multi-clocks
e The implicit transition constraints,
e The clock resets on the implicit transition

e The implicit transition is included in a loop or not.

For timed Web services that use one clock, the conversion process is not hard. But
in the multi-clocks timed Web service, the simplest conversion examples are those
for which the implicit transitions do not have a clock reset and the hardest exam-
ples are those for which implicit transitions have an implicit clock, a time con-

straint using this clock, and these implicit transitions are included in loops.

Therefore, we first present the timed Web services business protocol that uses one
clock. After that, we present the multi-clock business protocols with a general ap-
proach for removing any form of implicit transition without changing the semantics
of the protocol. This solution deals with multi-clock protocols where the clocks on
the time constraints on any transitions are not necessary the clocks of the previous
transitions but any clock for any transition. After removing the implicit transitions,

compatibility and replaceability algorithms can work in a straightforward way.

3.4 One clock timed business protocols

The time constraints on the Web services that use one clock restrict the sending or
a message to specific time interval values of this clock. These time intervals con-
tain the possible values of the clock that permit the service to send or receive mes-
sages. This clock is reset each time the transition triggers. As a result, the value of

the clock at any time present the time passed since the triggering of last transition.
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The problem of the type of one clock Web service is that the time constraints are
only depending on the last previous triggered transition. The definition of the timed
business protocol is based on the definition of Benatallah et al. [19]. This protocol is
deterministic (i.e., all the output transitions from any state are different and there is

no overlapping between the output messages).

Definition 3-1. A One-clock timed business protocol with implicit transitions
(OCTBP) is a 6-tuple P = (S;50,x4; T, T;;F) which consists of the following elements:

(1S is a finite set of states.

Usg €S, is the initial state.

Uxg is a global clock.

OT©S2xM x {+,-}xTc, is a finite set of explicit transitions where M is a set

of input/output messages, {+,-}is the polarity of the message where{+)}

means input message and {I} means output message. Tc is the time constraint

which is in the form Tc € (x, X @ X a), or Tc & (x;€ 1), where ®€

{<;><=;>=;=} lis the set of time intervals in the form I =[a,b[ or I=]a,b], and

a,beR U {oo}.
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[T; €S2 x T, is a set of implicit transitions with time constraints tc {x,=a;.

OF €S is the set of final states. If F = Q then P is said to be an empty protocol.

[All states in the protocol are accessible and co-accessible.

The timed business protocol is represented as a state chart which consists of a set of
states containing an initial state and one or more of final states and a set of transi-
tions. States represent the various stages that a service may go through while transi-
tions can be implicit transition (i.e. an internal transition of the service from one
state to another without sending or receiving messages) or explicit transition which
are triggered when a message is received or sent. The implicit transitions could be
assigned with time constraints and clock reset only, and the explicit transition could
be assigned with messages, time constraints and clock reset. This protocol is deter-
ministic (i.e. all the outputs transition from any state are different) and does not

contain any cycle constituted with only implicit transitions

An example of one clock Web service business protocol is shown in Figure 3-5.
The clock x, is the clock used by the service which is reset with the triggering of
each transition. The transition between the states S2 and S3 is an implicit transition
with time constraint x,=a, where a is a time value. Based on the semantics of this
time constraint, after the triggering of the transition between the states S/ and S2,
the transition between the states S2 and S§4 can be triggered in the time period [0,q[.
Otherwise, the transition between the states S2 and S3 will be triggered and by
consequence the transition between the states S3 and S4 can be triggered. It is clear
in this example that the value of the checked clock is based on the triggering of the

transition between the states S/ and S2.

34 |



CHAPTER 3 TIMED WEB SERVICES

Figure 3-5: One clock Web service business protocol with implicit transition.

In order to ease the analysis of such protocols, we perform the conversion of im-
plicit transitions to time constraints on explicit transitions. The new business proto-
col is called Cone clock explicitly time business protocol]

Definition 3-2. A one clock explicitly time business protocol (OCETBP) is a 5-
tuple P = (S; sy, xg,; T; F) which consists of the following elements:

(S is a finite set of states.

Usg €S, is the initial state.

Uxg is a global clock.

OT ©S2xMx {+,-} xTc, is a finite set of explicit transition where M is set of

input/output messages, {+, -} polarity of the message where { +} means input

message and {1} means output message. Tc is the time constraint which is in the
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form (x,€ I) where I is the set of time intervals in the form I =[a,b[ or I=]a,b],

and a,b ER U {o0}..

O This protocol is deterministic (i.e., for each state, all the partial paths from any

State are unique).

OF € Sis a set of final states. If ' = @ then P is said to be an empty protocol.

[All states in the protocol are accessible and co-accessible

Figure 3-6 shows an example of one clock Web service business protocol without
implicit transitions. This semantics of this protocol is the same as the sementics of

the protocol of Figure 3-5.

Figure 3-6. One clock Web service business protocol without implicit transition

We can perform this conversion using algorithm 3-1.

Algorithm 3-1: Conversion of timed business protocol P with implicit transition to explic-
itly business protocol.
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//Updating the explicit transitions which share with an implicit transition the same source

state for each state S;€ S

foreach state s; €S do

If 3(s;; s;; t) €T, where s; €S then

Sorall (s;; s, % ;1) €T, where s, €S, my €M ,0<k <n,n is number of states in

protocol Pr, and m” means that the message either output or input do
L=[0t N I

Else

forall (s;; s, "% ;1) €T, where s, €S, my € M ,0< k <n, n is number of states in

protocol P do
Li=[0;0 [N I
//Update explicit transitions which have preceding implicit transitions or paths (i.e. there is

an implicit transition or path before the source state of the explicit transition).

while FIT(s; s.; t) s.t 3 IT(s"; s; t) do
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Com- foreach (sy,; s"; ‘T Ix; y) €T, do
plexity

analy-
sis: Let
n, L;,
and L,
are the

T,=T,U(sp s ™ ;Ix +ty+1)

num- Delete transition IT(s,sT¥)

bers of

R P
states, eturn

the numbers of the implicit transitions, and explicit transition respectively. The

conversion algorithm runs in time O(L.* L;).

Figure 3-7 shows an example of a business protocol with implicit transition and
Figure 3-8 shows its equivalent business protocol without implicit transition. We
explain the idea of the algorithm using these two protocols. It can be noticed from
the time business protocol with implicit transitions that the implicit transitions ef-

fect on the time constraints of two types of explicit transitions.

1- The explicit transitions which gets out from the same state of this implicit
transition. For example, in Figure 3-7 the implicit transition between the
states S; and S; has an effect on the explicit transition between the states S,
and S,. As a result, if we delete this implicit transition we have to add his

effect on the explicit transition, in this case the triggering of the transition

between the states (S; and Sy) is restricted by the time constraint  x, €[0,

t;[. The same process will be done for the implicit transition between the

states S, and S5 with the time constraint x,=¢; which affects on the transi-

tion between the states S, and S5 and the time constraint will be x,€[0, #;[.
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2- Any explicit transition has an implicit path before its source states. For ex-

ample, in Figure 3-7:

4)

B)

0

The time constraint x,=¢; on the implicit transition between the states

S, and S;5 has an effect on the transition between the states Ssand S;

because it restricts its triggering to the time constraint x,€[#;,00[ if the

protocol takes the path (S;,S,S5S57) (i.e., there is an explicit transition

between S, and S; with time constraint x,€[#3,00[).

The constraint x,=¢, on the implicit transition between the states S3and

S,has an effect on the transition between the states S,and Ss because it

restrict its triggering to the time constraint x, €[1,,¢,+13[ if the protocol

takes the path (S,,S535,Ss) (i.e., there is an explicit transition between

S3 and S with time constraint x,€[t,, £, + #3]).

The constraint x,=t; on the implicit transition between the states S; and
S; and the constraint x,=, on the transition between the states S; and

S, have an effect on the transition between the states S,and S5 because

they restrict its triggering to the time constraint x,€[¢,+,, t;+1, + ;[ if

39



CHAPTER 3

TIMED WEB SERVICES

D)

E)

the protocol takes the path (S;,S5S5,Ss) (i.e., there is an explicit transi-

tion between S; and S5 with time constraint x,€[t,+1,, t;+1, + #3]).

The constraint x,=t, on the implicit transition between the states S; and
S, and the constraint x,=; on the transition between the states S; and
S, have an effect on the transition between the states S,and S; because

they restrict its triggering to the time constraint x,€[t,+ #3,00 [ if the

protocol takes the path (S,,S3,5,.55,S7) (i.e., there is an explicit transi-

tion between S3and S; with time constraint x,€[#,+ #3,00 [).

The constraint x,=¢; on the implicit transition between the states S; and
S; and the constraint x,=7, on the transition between the states S, and

S5 have an effect on the transition between the states Ssand S; because

they restrict its triggering to the time constraint x,E[¢;+#, + 3, oo [ if the

protocol takes the path (S;,S3,5,.55,57) (i.e., there is an explicit transi-

tion between S, and S; with time constraint x,E[#,+, + 13, ©[).
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Figure 3-8: Business protocol of a Web service without implicit transitions.

3.5 Multi-clocks timed protocol modeling

Many times Web services rely on multi-clocks for presenting their temporal con-
straints. Simply, multi-clocks services could assign to any transition a clock that is
reset when this transition is triggered and checked in any time during the interac-
tion with the Web service. This section presents the formal definitions of multi-
clocks timed business protocols and the approaches that are used for the automated
analysis. We will start by defining the static atomic time constraint on the timed

business protocols.

Definition 3-3 (Static atomic time constraint) A static atomic time constraint on a

timed business protocol (TBP) is either x€ # a,b # or x=a where:
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Ox € X and X is a finite set of clocks.

Ua, b € R are relative real time points.

C# €]

The static atomic time constraint is the simplest form of time constraints that can be
annotated on the timed business protocol to restrict the triggering of the transitions
to specific time windows. This constraint can take two formats; the first format is
the time interval format which explicitly presents the time constraint in terms of

time interval which restricts the triggering of the transition to this time interval. For

example, x/ € [1,5] restricts the triggering of the transition to time values from one

to five. The second format is the equality format which restricts the triggering to a
fixed time point. For example, the constraint (x/=5) restricts the triggering of the

transition to time value 5.

Definition 3-4 (Multi-clocks timed business protocol) (MCTBP) multi-clocks
timed business protocol (MCTBP) is a 6-tuple P = (S;s50;X,; T, T;;F) which consists
of the following elements:

(1S is a finite set of states
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Usg €S, is the initial state.

X is a finite set of clocks with a set of clock reset CR € X.

O7TSS2xMx {+,-}xTc xCR, is a finite set of explicit transitions where M is

a set of input/output messages, {+,-} is the polarity of the message where
{+} means input message and {1} means output message. Tc is the time constraint

which is a disjunction of the conjunction of static atomic time constraints.

[T; €S2 x Tc x CR, is a set of implicit transitions with time constraints having at

least one equality for each disjunction.

UF €S is the set of final states. If F = @ then P is said to be an empty protocol.

[AIl states in the automata are accessible and co-accessible.

The static atomic time constraint consists of the clocks names and the values for
these clocks that determined the allowed time interval for the triggering of the tran-

sition. This time interval is fixed time interval in each time of the transition trigger-
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ing (i.e., each time the transition triggers it will obey to the fixed time values on the
interval). Therefore, we called this constraint static time constraint. There are some
cases where this time constraint interval is not static. This means that each time the
transition is triggered based on a different time constrains interval for the same
clock. We called this type of time constraint [dynamic time constraint[] In the dy-
namic time constraint the values on the time constraint intervals are presented by
variables in addition to constants. The transition that has a dynamic time constraint

is triggered using a different value of the variable in each triggering.

Definition 3-5 (Dynamic atomic time constraint) A dynamic atomic time con-

straint on a transition (t) is DAC € X x {&} X [k¥*c+d; k*c[+d[] where c, clld, d[]

are constants , and k is a variable obeying to the sequence of natural numbers.

An example for a dynamic atomic time constraint is the time constraint (x/€[0,4[).

This time constraint means that in the first triggering of the transition the variable &

will be set to one (i.e., k=1) and the constraint becomes (x/€[0,1]) and in the sec-

ond triggering the value of k is equal two and the constraint becomes (x/€[0,2[)

and in the n” triggering the constraint becomes (x€[0,x[).
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Definition 3-6 (Multi-clocks explicitly time business protocol) (MCETBP) An
explicitly time business protocol is a 5-tuple P = (S; so; X; T; F) which consists of

the following elements:

(1S is a finite set of states.

Usg €S, is the initial state.

X is a finite set of clocks with a set of clock reset CR € X.

OT ©€S2x M x {+,-} xTc x CR X RK, is a finite set of explicit transition

where M is set of input/output messages, { +, - } polarity of the message where {
+} means input message and {I1} means output message. Tc is the time constraint
which is a disjunction of the conjunction of static and dynamic atomic time con-
straints. RK is the set of variables to reset, if there is no dynamic variable in the

protocol then this set is always empty.

[ This protocol is deterministic (i.e., for each state, all the partial paths from any

State are unique).

UF €S is a set of final states. If ' = @ then P is said to be an empty protocol.

Al states in the protocol are accessible and co-accessible.
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The previous definition shows that the explicitly timed business protocols do not
have implicit transition and the time constraint can contain dynamic time con-
straints. The RK set on each transition contains the variables that are used in the

dynamic constraints and reset when this transition is triggered.

3.5.1 Timed business protocol semantics

A timed business protocol expresses two types of constraints on the external behav-
ior of a given service. The first type is the conversations that a service supports
which is expressed in terms of sequences of message exchanges. This conversation
constraint can be characterized using the so-called linear time process semantics in
which a process is completely determined from the set of its (partial) observable
runs (or traces). By using this approach, the behavior of a protocol will be charac-
terized in terms of all its observable traces. For example, the sequence of message
exchange Opensession(+).IDrequest(-).IDresponse(+). Enable-disable(-) is al-
lowed by the protocol given in Figure 3-3.

The second type is the timing constraint which is specified when a given message
is enabled to occur inside a conversation. This constraint is characterized by ex-
tending the concept of trace to include timing constraints. A correct execution (or
simply execution) of timed protocol P is a sequence o=sy.(mg,ty).5; 0 Sy 1. (M,
1).8, such that: (i)t,<¢; [1<t, (ii) spis the initial state and s, is a final state of proto-

col P, and (iii) Vj €[1,n], we have (s;.;,5;,m;.;,tc;.;) where the clock values at the

time ¢, satisfy the time constraint tc;;. As an example, the sequence o=
start.(login(+),0). Logged. (ReqCard(-),4). CardWait.(e,54). Failure ACK.Access
denied(-),60).Fail is a correct execution of the protocol depicted at Figure 3-9. If
the execution olis a correct execution of protocol P, then the time trace t(cl) is
compliant with P. Continuing with the example, the execution c[lleads to the time
trace tr(c)=(login(+),0).(ReqCard(-),4).(¢,54).(Accessdenied(-),60). The timed
conversation of a protocol P is obtained by removing from the corresponding time
trace #(o) all the non observable events (i.e., all the pairs (m;?;) with m;=¢). For

example, the  timed  conversation of  the execution o[l is
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con(al)=(login(+),0).(ReqCard(-),4).(Accessdenied(-),60). Another example of
time conversation is the sequence of timed message exchange: (Opensession(+),
0),(IDrequest(-),1.5), (IDrespose (+),1.8) ,(Enable-Disable(-),1.9) which can be
recognized by the protocol of Figure 3-3. Each term of this timed conversation
consists of the message and its polarity, and the time instance in which the message
occurs. We denote 7r(P) the, possibly infinite, set of timed conversation of P.
Two protocol P/ and P2 are semantically equivalent if 7r(P1)=Tr(P2). If there is a
clock reset when the message is sent or received, then the Clock Reset Value
(CRY) of this clock is equal to the time instance when the transition which has this
message is triggered. For example in Figure 3-3, the transition of the Openses-
sion(+) message has a clock reset x/ and the CRV(x1)=0. The function CRV(x)
determined time in which the clock x is reset during the interaction with the proto-
col. For example, CRV (x)=t[] iff clock x has been reset at time ¢[Jafter the start of
the interaction with the protocol. After resetting a clock x at time t (i.e., CRV(x)=t),
the value of this clock at any time ¢[after this resetting is equal to the difference
between the time value ¢[Jand the time value ¢ represented by the CRV(x). This
difference which presents the clock value can be calculated by the Clock Value

function CVyx):X2>R, with x »#-CRV(x) that maps the set X into the set R by

mapping each clock x to its value +-CRV(x) that belongs to R. The satisfaction of

the time constraint 7c with a clock value, which is calculated by CV,(x)., is referred
to by [tc/cv(x):. The value of [tc]cp(x):is true if the value of each clock x at the
time ¢ satisfy the time constraint fc. Qutput (s;) defines all the outgoing transitions
triggered from the state (s;) and an Input(s;) defines all the incoming transitions to
the state (s;).
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CardVerify FinishSUC
ResourceSent(-)

T1 [0,4] ( )
Adcessdenied(-)
T1[0,00]

FailureAC . Accessdenied(-) @

Figure 3-9: A Web service business protocol P with implicit and explicit transi-

Fail

tions.

Definition 3-7 (Implicit path) An implicit path IP (s,t,s[t[) in a TBP (S; so; X; T; T},

F) where s, sTES, and t, tLER, is

Either an empty path (i.e., s=sCand t=tl),

Or there exist s[I) tMsuch that (s, t, s[) t(0) is an implicit path in TBP and there
exist TCUand CRL,)such that

o (sLTCLCRY € T;, tIX=tl] there is no (s[LsOLTCOLCRIN € T;, and no

[yl ISR
X =¢T1<tT} such that[ T it =true.

o [tc‘llcrl-'i;-'}{x}: true, x ~ tjf x €CR.

The implicit path consists of one or more consecutive implicit transition. Because
of the deterministic property of the business protocol, there is no more than one
implicit transition as an output transition in any state of the protocol. Therefore,
this property is inherited by all paths in the protocols which include implicit paths.
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Definition 3-8 (7ime conversation of TBP) A time conversation trace (m;t;)i<i<is
recognized by TBP (S; so; X; T; T; F) from s,t if

Either

o There exist an implicit path (s,t,,s ) where t'X=t;in TBP

o Isl)  tc,CRI such that (sLsm; tlLCRD) € T ., Where

Eire'd of TCFQER ) )(x) =true, x = t; if x € CRI1

o There is no implicit path (s,t,s 11¢[111) in TBP such that ¢ <t11<¢.
o ((mj,t;)+ 151 1is recognized by TBP from sl t;.

Or

kXk (empty trace) and there exist an implicit path (s,t, CRV,sCt[J) CRVT) in TBP

such that sUEF.

o The time conversation is complete if it starts by the state sy and ends by s€ F

Definition 3-9 (Time conversation of ETBP) A time conversation trace ((m;t;) <<
is recognized by ETBP (S; so; X; T; Ty, F) if

49 |



CHAPTER 3 TIMED WEB SERVICES

o There exist sl tc[) CROsuch that (s;,sm,, tcJCRDDET

o KIgef) of ICV@EY o) )(x) =true, x = 1; if x € CR]

o

((m;,t) 14151 is recognized by ETBP from state s;.

o

The time conversation is complete if it starts by the state sy and ends by the state

sEF.

A timed business protocol without implicit transitions (MCETBP) presents two
types of constraints, the sequence of message exchange and the time constraints.
The time constraints in the MCETBP and in MCTBP are presented in a different
manner. Two types of time interval constraints will be presented on the transition.

The first is the static time interval where the clock value is checked by a fixed time

interval with two constant limits (e.g., the time constraint x/€ [1,7[ checks if the

value of the clock x/ is between the two values one and seven). The second type of

time constraints is the dynamic interval time constraint where at each triggering of

the transition, the time interval constraint is different. The time constraint X/ €

{[a,©f, [a+b,of ,Ja+2%b,wof ,[1.} with a=5,b=2 on the transition between the
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states S and STlon Figure 3-10 is an example of the dynamic interval time con-

straint. Based on this constraint, the time interval constraint on the transition on the

first triggering is X1€ [5,[, in the second triggering is X/€ [7,[, and so on. This

constraint can be rewritten in another way x/€&fa+k*b,0f with a=5b=2,and

k={0,1,2,11} where k+1 represent the triggering number (i.e., k=0 is used in the
first triggering). Therefore, the clock x/ will be checked against different time in-

tervals based on the sequences of value of the variable k& in each triggering.

e xl€{[ax[ [atboe] Jat2*b ], ... }a=5,b=2
e

000

Figure 3-10: Business protocol contains dynamic interval time constraint on one of

1ts transitions.

3.6 Related work

Modeling Web services behavior for automated analysis has gaining a great impor-
tance. Based on the functionality of the Web service, it may contain a time con-
straints or not. For modeling Web service behavior without time aspects one can
refer to Beyer et al. [32], Bultan et al. [41], Bultan et. al. [40, 42], Fu et al. [71,
72], Honda et al. [81], and Gay et al. [73].

Beyer et al. [32] define protocol interface formalism for services which is similar
to the timed model proposed by Berardi et al. [23] but without time aspects. A lan-
guage for specifying Web service interface is presented. They specified three kinds
of constraints by the interface on the users of the service; signature constraints,
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consistency constraints, and protocol constraints. In signature constraints, the
interface specifies the methods that can be called by a client, together with types of
input and output parameters. In consistency constraints, the interface may specify
propositional constraints on method calls and output values that may occur in a
Web service conversation. In protocol constraints, the interface may specify
chronological constraints on the ordering of method calls. They use these interfaces
in checking compatibility and replaceability (substitutability). This work presents
protocol interface formalism supporting programming and modeling language con-
structs which are supported by Web service programming or modeling frameworks
like the .NET framework, or Web Service Choreography Interface (WSCI).

Bultan et al. [41] present a modeling for Web services interaction by specifying the
global behavior of e-services compositions. They present formalism for specifica-
tion and verification of electronic services for composition purposes. They extend
this work by studying the realizability problem [72]. Bultan et. al. [40, 42] present
three modeling formalism for interactions among Web software: 1) Collaboration
diagrams, 2) Message sequence charts, and 3) Conversation protocols and realiza-
bility and synchronizability problems. This work present modeling formalism but

does not define any compatibility and replaceability checking.

Analyzing and verifying properties of composite Web services specified as multi-
ple BPEL processes are performed by X. Fu et al. [71]. The services are specified
using automaton based formalism and the properties that needed to be checked are
expresses using temporal logic (Pnueli [112]). So, they present an approach that
analyzes some given properties in a given composition, whilst we are interested in

the compatibility analysis that can be used to build a composition.

Session types can be effectively used for describing protocols as shown by Honda
et al. [81] and Gay et al. [73]. Vallecillo et al. [132] use session types and theory of
subtyping (Gay and Hole [74]) to formalize compatibility and substitutability of
components. Carbone et al. [44] and Mostrous et al. [102] present formalism,
called global calculus, aims at representing global message flows as structured
communications. Session types offer a high-level abstraction and articulation for
complex communication behaviors presents Web service business protocols. They
show how session types allow the definition of powerful interoperability tests at the
protocol level such as compatibility and substitutability. However, time aspect is

not presented in all the previous work on session types.
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Some works concentrate on time as an effective player on systems behaviors. For
instance, Maria et al. [97], Tiplea and Macovei [130], and Bettini et al. [31] studied
time as an important parameter in workflow systems. Maria et al. [97] discussed
the modeling and verification of workflows extended with time constraints. They
used the timed automata as an effective tool to specify workflow schemas with
time constraints and to check their consistency. Tiplea and Macovei [130] studied
the time workflow nets where a time interval is associated to each transition. Bet-
tini et al. [31] model advances temporal features for workflow. They enhance the
capabilities of the workflow systems by specifying and reasoning on temporal con-
straints about the duration and distance among activities that compose these sys-
tems. These constraints restrict the durations of activities using an execution dead-
line or a time window within which the activity must be performed. Furthermore,
workflow system participants can get information by reasoning about the time and
the allowed period in which they may engage in an activity due to the overall tem-

poral constraints.

Berardi et al. [23], Dyaz et al. [62], and Kazhamiakin et al. [88] studied time in
Web services. Timing issues can be involved in many types of protocols that repre-
sent systems behaviors such as business protocols [19]. Time-related behaviors can
be session timeouts or deadlines with different kinds of behaviors (e.g., visa card
must be provided within n hours, otherwise the service will be cancelled). How-
ever, usual model checking verifications such as liveness, safety, and testing the
absence of deadlocks are performed by most of the approaches which consider time
[23, 62, 88].

Luca de Alfaro et al. [56, 55, 46] have presented rich interface formalisms for
software components whose correct interaction depends on timing, communication
protocols, or resource use. They presented timed interfaces and checked the com-
patibility between them for composition. In their game-based approach, input and
output play dual roles: two components are compatible if there is some input be-
havior such that, for all output behaviors, no incompatibility arises. This game-
based approach is based on software component with explicit transitions (action)
only and cannot handle implicit transitions based on time-out, which is the case in
Web service protocols. Also, they use one clock for each component in their for-

malization which is not always the case in Web services.

Berardi et al. [23] propose a language for representing e-services (electronic ser-

vices) behavior namely Web Service Transition Language (WSTL), taking time
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constraints into account. This language integrates with standard language like
WSDL in order to specify e-services. The e-services behavior is represented as
finite state automata. They present time out constraints for input and output mes-
sages. Related to our work, they only present the time constraint concept on the
description of the behavior of e-service. But, they did not make any analysis in

terms of compatibility or replaceability.

Some work that considers timing abstractions has been done by Kazhamiakin et al.
[88]. They mainly reuse well-known timed automata model-checking techniques in
service-based compositions. However, this model does not consider data flow,
external constraints and constraints over counters and more generally constraints
over data. They present straightforward checking for Web service properties.
Moreover, this work does not consider the compatibility and replaceability analy-

Sis.

In the same line with the work presented by Fu et al. [71], timed automata are used
to check the timed properties of a given composition by Diaz et al. [54]. They
translate the descriptions written in WSCI-WSCDL [87] into timed automata. They
deal with the problem of verifying a given composition, whilst we are interested in

the compatibility analysis that can be used to build a composition.

Benatallah et al. [16] present an algorithm for calculating the time windows for
each explicit transition before checking the compatibility. This algorithm works
with simple business protocols which do not have implicit transition on loops with
implicit clock reset or implicit clock on the constraint.

Ponge et al. [114] handle temporal aspects and built their analysis on the definition
of compatibility (full compatibility and partial compatibility) given in [19, 20].
They converted the timed business protocol to a new class of timed automata called
protocol timed automata and defined a set of operators, such as composition, inter-
section, and projection. For instance, to check full compatibility between protocols
PI and P2, they check if the projection by PI of the composition between PJ and
P2 is equal to PI (i.e., if ((P1 COMPOSITION P2] PROJECTION PI) =PI, then
P1 is fully compatible with P2). Guermouche et al. [78] studied the compatibility
checking by considering operations, messages, data associated with messages, and

conditions on data and temporal constraints.

The works reported in [114] and [78] use compatibility checking definitions differ-
ent from our definitions as explained in Section 3.2. Therefore, their way of model-
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ing and analysis is not suitable with our approach because we have different defini-

tions based on transition-transition comparison.

To the best of our knowledge, all the mentioned works are not able to check com-
patibility and replaceability between business protocols which have the following
properties using our compatibility and replaceability checking definition: 1) The
implicit transition time constraints are complex 2) The time constraint on the im-
plicit transition contains implicit clocks in it 3)The implicit transition has an im-
plicit clock reset 4) The clock system of the protocol is based on the multi-clock
system where each clock is attached with a clock and this clock is reset when this
transition is triggered. Therefore, there is a need for removing implicit transitions
which is a crucial step towards a complete compatibility and replaceability check-

ing.
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Chapter 4 . IMPLICIT TRANSITION

REMOVAL APPROACH

This chapter presents the conversion approach of business protocols after removing
the implicit transitions without changing the semantics of the business protocols. It
is divided in two main parts; the first part shows the separation approach and the

second part shows the main conversion approach [65].

4.1 Implicit transition constraint separation ap-
proach

The implicit transition is triggered when its time constraint is satisfied. The satis-
faction of its time constraint is achieved by the arrival of one of the clocks on the
constraint to a specified value. This value, which is in the equality condition (e.g.,
x1=2), is a triggering instance for this transition. The constraint on the implicit

transition can have more than one of the triggering instance values (e.g., the time

constraint (x/=2 V x2=3) on an implicit transition means that this implicit transi-

tion can be triggered when the value of the clock x7 reaches to two or x2 reaches to
three). The implicit transition separation approach is used in the cases where the
implicit transition has more than one triggering instance value. This approach is
needed because we do not compare directly two clocks. It is used for replacing the
implicit transitions which are triggered by a time constraint in the form 7c(#i) =

':]Tﬂiﬂ}:

=1 (i.e., more than one atomic constraint separated by the logical operator

OR ,e.g., TC={ xI=2V x2=5 ) to an equivalent n implicit transitions where each
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transition can be triggered by only one atomic constraint of 7¢(#i). The semantics of
the business protocol will not be changed after the replacement process. The idea
behind this approach is to get an equivalent protocol in which each implicit transi-
tion can only be triggered by one instance triggering value. In order to accomplish
this task, we have to track the effect of the implicit transition and its exact seman-
tics which can be substituted by the right time constraints. Figure 4-1 shows an
example of two semantically equivalent business protocols (P/ and PI[) and two
semantically nonequivalent business protocols (P2 and P20). This example indi-
cates the importance of the separation approach as an important step in the ap-
proach of removing the implicit transition. The difference between the protocols P/
and P2 is that the implicit transition constraint between the states S/ and S2 of the
protocol PI checks only the clock x/ (i.e., there is only one clock instance value
that can triggers this implicit transition) but the implicit transition constraint on the
protocol P2 checks two clocks (x/ and x2). On the protocol P/, the transition be-
tween the states S2 and S3 will be triggered only for all values of x/=>7 and the
transition between S/ and S5 will be triggered for all values of x/<7 if the value of
x1 is less than or equal 7 when the transition c triggers and for all values of x/>7 if
the value of x/ is greater than 7 when the transition ¢ triggers. As a consequence ,
the effect of the implicit transition is to restrict the triggering of the transitions be-

tween the states S2 and S3 to x/€&/7,00/ and between the states S/ and S5 to

x1€/0,7[ or xI1 €]7,0 [. Therefore, protocol P1is semantically equivalent with

protocol P1. On the protocol P2, the transition between the states S2 and S3 will be
triggered for all values of x/=>7 or x2=>5 and the transition between S/ and S5
for all values of x/<7 or x2<5. As a consequence, the effect of the implicit transi-

tion is to restrict the triggering of the transitions between the states S2 and S3 to
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x1€[7,00f in some case and to x2&/5,00/ in some cases and between the states S/

and S5 to xI €/0,7/ in some cases and to x2€&/0,5/ in some cases. But, we cannot

delete the implicit transition on protocol P2 and put the time constraint x/ € [7,00/ V

x2€ [5,0f on the transition between S/ and S3 and the constraint x/ € [0,7[ V x2€

[0,5] on the transition between the states S/ and S5 as shown in the protocol P2[]
because there are some time messages words that can be recognized by one of the
two protocol and cannot be recognized by the other protocol. For example, the time
word (d,0). (e,1). (f;3). (c,4). (h,6.5), can be recognized by the protocol P2[Ibe-
cause the value of the clock X/, when the transition between S/ and S5 triggers , is

equal six and five time unit which satisfy the constraint on the transition

(x1€/0,7[ v x2€[0,5]) but this word cannot be recognized by the protocol P2 be-

cause the clock X2 reaches to the value five when the time reaches six (i.e., x/=6)
and the implicit transition will be triggered and the transition between S/ and S5
will not be triggered after =6 in this time word. Therefore, protocol P2 and P2[are
semantically nonequivalent and there is a need for a separation approach to make

the implicit transition triggers based on one clock time instance value.
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G ()
I €[0TV

X2€[0.5]

Figure 4-1: Two semantically equivalent protocols (P/ and P/l) and two semanti-
cally nonequivalent protocols (P2 and P2[).

Definition 4-1 (Path) A path between two states s; and s; in a TBP is defined as

PA(s;, s)=(simi,si+1, 1) ,mj..,s;) where s;,..,s;€ S and m,,...m;€ M. If s;=s; (i.e., Path(s,

§)=(s;,mp,s2,1s,,m,s;)) then this path is in a loop form.

Definition 4-2 (Path-Loop-Path (PLP)) A path-loop-path structure between two
states s; and s; is PLP(s;, s; )=(PA;,L(s},55),PA;) where PA,is a path starts by the
state s; and ends by the state s;, L(s;,5;) is a loop contains the states s;,s; and PA,

is a path starts by the state s, and ends by the state s;.

Example 4-1: Figure 4-2 shows an example of simple paths and loops and PLP.
The path between the state s, and the state s; is PA(sys53)=(S0,a,51,b,55,¢,53) 1s an
example of a simple path and the path (s,¢,53,d,5,f,55€,5,) is an example of a loop.
An example of a PLP is (sya,s,,b,55¢,53d,54f,55€,55,C,53,d,54,8,55h,57) which is
consists of the path (sya,5,,b,52), the loop (syc,55d,54f,55¢,5,), and the path
(54856h,57)
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Figure 4-2: An example of simple paths, path in a form of a loop, and PLP form

The overlap between two paths is the shared path between the two paths. For ex-
ample in Figure 4-3 (A), the path between the states s, and s,
PA(so,57)=(s0,a,51,0,52,¢,55,d,54,2,56h,57) and the path between the states sgand s; ,
PA(ss,57)=(ss,€,55,¢,53,d,542,55h,57) have an overlap (s,¢,55d,5,2,55h,57). This
overlap can be a simple path or a loop or a PLP. We can separate this overlap with-
out changing the semantic of the protocol (see Figure 4-3 (B)). An example of the
overlap with PLP is shown in Figure 4-3 (C) and its equivalent part after the sepa-
ration is shown in Figure 4-3 (D).

? = © =0 e He e
© (A)

(8)

Figure 4-3: Examples of overlapped paths.

4.1.1 The separation approach

Input: Business protocol P/ with implicit transition #(ss; ds; tc; cr;) where ss;1s the

source state, ds; is the destination state, tc; = (tc; V tc;;l)] V tc;,) is the time con-

straint, and cr; is the set of clocks reset when the transition ¢ triggers.

Output: Business protocol P2 semantically equivalent to the protocol P with a set
of n implicit transitions such that each implicit transition of the new » transitions is
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in the form ¢;(ss;,ds;;, tc;,cr;) where tc; = (tc;; V tcpl V tcy,) (1.€., each implicit tran-

sition of the new 7 transitions has a time constraint that can be satisfied by only one

clock time instance value).
Begin:

For each implicit transition #,(ss;,ds;tc;,cr;), where ss; is the source state, ds;is the

na

Teft i)

destination state, tc/~i=1 is the time constraint, and cr; is the set of clocks

reset when the transition ¢; triggers.

1.Create n copies of the implicit transition with new source states (ss;); and the
same destination state ds;. The explicit output transitions of each new state (ss;),
are copies of the explicit output transitions of the state (ss;) (See step one in
Figure 4-4).

2.Assign to each implicit transition one of the disjunctive time constraints (T &{E{}
) of tc; and remove the implicit transition ¢ (See step two in Figure 4-4).

3.Create a new state (sa) with a copy of the explicit output transitions of the state
ss; of the implicit transition #. The inputs transitions of each state (ss;); and the
state (sa) will be created in the next steps of the approach. The state (ss;); is the
source for the implicit transition (#); with time constraint T M} . Figure 4-4
shows an example of a part of a protocol and the form of this part after applying

the three previous steps.

Figure 4-4: A part of business protocol has an implicit transition to show the effect
of applying the first three steps of the separation approach.
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4.Let CK be the set of clocks that will be checked, with equality operator, on the

implicit transition #,.

5.For all paths starting from the start state sy or the state ds; to the state ss; (i.e.,
PA(sg,ss;) and PA(ds;,ss;)) .
A. Arrange these paths by separating the overlapped paths. Figure 4-5 provides

an example of business protocol P/ and its equivalent protocol P2 after the

execution of this step. The path enters the loop through the state (s;;) and exits
through the state (s,).

h

7

/
/
/

1%5 a

1

/

/

/

f“; :g X145
N step 5.A ' '
e =

Figure 4-5: Business protocol P1 and its equivalent protocol P2 after the execution

of step 5.A.

B. For each state on the protocol, create an empty sequence called (Clocks Reset

Sequence) CRS(s)={ }. The elements that will populate the sequence are the
ordered clocks that are reset before this state and members of the CK set. The
ordering of the clocks on the sequence is based on the time remaining for each

clock to reach its constraint limit value on the implicit transition constraint fc;.

For example, if tc; ={xI=vI V x2=v2} where vI,v2 € R and CRS(s)={x1x2},

then this means that for all values of the clocks x/ and x2, the values x/-v/

are always greater than the values x2-v2 in the state s (e.g., if the time con-

straint on the implicit transition is t¢; ={x/=5 V x2=2} and the sequence on the
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state s is CRS(s)={x1,x2} then the clock value of x/ will reach the value five
before the clock value of x2 reaches the value two). The function limit(x) re-
fers to the value in which the clock x is compared with on the implicit transi-
tion fc; (e.g., on the previous example, /imit(x1) =5 and limit(x2) =2) (See the
protocols P/ and PI-1 in Figure 4-6)
6. For each path pt[of the new paths that are not of the form PLP.

i. Start from the state s, or the state ds; of each path and move towards the state
source state of the implicit transition ss;. ( i.e., for all paths PA(sy,ss;) and
PA(ds;, ss;))

ii. For each transition ¢[(ss[,) ds[) tc[) rcl), If this transition ¢[has a clock reset x[]

€ CK (e.g., the transition @ and d in the protocol P/ in Figure 4-6 are two ex-

amples of the transition ¢[with clock reset x/ and x2 belongs to CK), then up-
date the clock reset sequence of its destination state (CRS(ds[)) by adding x[J
as follow:
a. If CRS(dsD={} (i.e., the clock reset sequence of the destination state is
empty), then
1. Add the clock x[to the sequence CRS(ds) (i.e., set x[Jas the first
element of the sequence CRS(dsD), CRS(ds)= {x[}) . For instance,
the update of CRS(s;) of the state s, in the protocols PI-1 and PI-2
in Figure 4-6).
2. If ds[# ss; (i.e., the state dsLlis not the end state of the path), then
For each state s on the path from ds[to ss;,
e Set CRS(s)= CRS(dsD). (e.g., the CRS(s;)={xI} and
CRS(s4)={x1} in the protocol P/-2 in Figure 4-6).

Else

e Assign this transition as an input to the state (ss;); where
Tetil}: checks the clock xJ
b. Else
1. If any transition of the path from the state ss[to ss; has clocks reset
that belong to the sequence CRS (ss), then delete these clocks from
the sequence CRS(ss0).
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2. Create f copies of the path from the state ss[Jto ss;, where f is the
number of elements on the sequence CRS (ss[). The new paths have
the same start state (ss[) but the end states are the copies of the state
ss; which are created in the step number one of the approach (e.g., for
the transition d in the protocol P/-2 in Figure 4-6, /=1 because the
number of the elements on CRS(s;) is equal to one)

. Update the CRS sets of the destination states of the new created tran-

sitions which have the source state ss[] and the constraints on their

input transitions as follows:
For b=1 to f+1, in which #,(ss(, ds,L) tc,[,) rcpl) is an output transi-
tion of the state ss[(e.g., the transitions between the states s, and s;
and s, and s(3in the protocol PI-new in Figure 4-6).
o Set CRS(ds,D)p= x[J) where CRS(ds;[), represents the b™ element

of the sequence CRS(ds,l) (e.g., in the protocol Pl-new in
Figure 4-6, the value of b is equal one in the state s;and as a
result x2 is inserted as the first element on the CRS(s;) but b
equal to the value wo in the state s[§ and as a result it is in-
serted as a second element after x/ on CRS(s[3) ) .

Set e, [=[tcll A ((CRS(spDp.; > (limit (CRS(dsyp.1) -
limit(CRS(dsy D) n ((CRS(dsp)prr < ( limit(CRS(dsp)ps1 -
limit(CRS(dsy[))]. This step updates the constraint on the tran-
sition based on the order of clocks on the CRS. The first part tc[]
represent the constraint before updating and the second part
constructs the constraint by setting the clock number b-1 in the
order in CRS of the destination state greater than the difference
between it and the clock number b and the third part set the
clock number b+1 to be less than the difference between the
limits of the clock b+1 and the clock number 5. For example in
the protocol Pl-new in Figure 4-6 the state s; has the
CRS(s3)={x2,x1} and the resulted time constraint is x/<3 which
is resulted by the third part of the previous updating formula.

o If (ds,[=ss;) (i.e., the end of the path) then

» Create f-1 copy of the transition z,.
» Assign each (), transition as an input to a state (ss;); where
Tefetk checks the clock x,.
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» Update the time constraint on each transition (z,),, set fc,[1=
tepn xp<limit(xy) ~ (CRS(dspl); > limit(CRS(dsp); [ A
CRS(dsyp.; > limit(CRS(ds,[)p.; . This update is based on
the clock x, that is checked by the Tc{f} on the output im-
plicit transition of the state (ss;); which is the destination

state of this transition (z,),.

»If rc,1¢ CK, create an additional copy of the transition ¢,

and assign it as an input for the state (sa) which is created in

step 3 with time constraint fc,[= tc,[0A x, > limit(x;) A

(CRS(dspl) ;> limit(CRS(ds,[) ; I A CRS@dspl)y >

limit(CRS(ds,)y.

o Else if (ds,[ ss,), then
» for each state s on the path from ds,[ to ss;,

a Set CRS(sy= CRS(ds,l)

a Set the path starting from the state ds,[to the state ss;
as pt[land repeat from step 6.ii (see the protocols PI-2
and PI-new in Figure 4-6).
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X1 =5 /
X2 2/
—L &@z)_ﬁ CRS(s4)=0

ﬂsmpsa e ,q
X2 2/
.

&@L{} CRS(sp=p  CRS(sa)=(

ﬂStep 6.ii.a X1=5 /

X2 2,

P T

CRS(s,
)‘ﬁ 4L2R5 sa=pcty ™ CRS(s9)=0c1} CRg(s,)={x1}

Step 6.ii.b e
P1-new CRS(e)=b}_ - e /

X2>2 < x2=2,
CRS(s,)={x1} CRS(s5)={x2.x1}1<5 /

[
CRS(s"3)={x1,x2} CRS(sq)=

Figure 4-6: Protocol P/ and its equivalent protocol Pl-new after applying the steps
5and 6.

7. For each path pt[of the new paths that are in the form PLP, where the path en-
ters the loop through state (s;;) and exit through state (s,;), we have two cases.

i.  Case one: if all the transitions on the loop do not contain any clock reset that

belongs to CK. Then apply step 6 after considering the loop as one transition,

its source state is s; and destination state is s,; (See Figure 4-7).

66 |



CHAPTER 4 IMPLICIT TRANSITION REMOVAL APPROACH

Figure 4-7: Protocol P without clock reset in the loop and its equivalent proto-
col P2.

ii. Case Two: the loop has transitions with a clock reset that belongs to CK
a. If these transitions are only in the path starting from the state s; to the
state s,; on the loop (i.e., the clock reset is not on the path from s, to s;)
then
e Apply the step 6 and add to the step 6.ii.b.2 a copy of the path starting

from s, to sy for the new f copies of the path (See Figure 4-8).

Figure 4-8: Protocol P/ with a clock reset (x2) in the loop in the path between the
states s;; and s,; and its equivalent protocol P2.

b.Else if these transitions are in the path starting from the state s,; to the
state s; on the loop then
e C(Create a path from the state s,; to the new state s[J; equivalent to the
loop starting form s,; to the same state s,; and delete the transitions
on the path PA(s;, si).
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e Create a path from the state s, to the state ss; equivalent to the path

PA(s,1,85;).

o Let ¢t (s, , sOLtcLrcl) be the first transition on the path

PA(So1,511)-

e Create a copy of the transition ¢[ITiwhere the source state of the new

transition is s[j; and the destination state is s[IT(See Figure 4-9).

e After these operations we got a new path with a loop and another
path without loop.

»>If clocks reset rellllin ¢[TTdoes not belong to CK, then use case
two for the path with the loop and step 6 for the other path.

» Else if clocks reset rcllllin ¢[1lis belong to CK, then for the new
path that has a loop , use case two . After the execution of this
step, we get f loops where f is the number of clocks reset be-
fore the state (s;;) of the loop.

v From each state (s,;) of each loop of the f loops, create f
copies of the transition #[11]

v' The destination states for these copies are the input states
(si7) of the other f loops.

v Update the time constraint for the new created transition
t[Ito be the same as the time constraint of the input tran-
sition to the state (s;/) (See Figure 4-10).

» For the transitions of the path outside the loop, apply step 6.ii.
8. Delete ¢; the source state ss; of the implicit transition.

End

Figure 4-9: Protocol P/ with clock reset in the loop and its equivalent protocol P2
(this clock reset is not on one of the output transitions of the state s,;and in the path

between s,;and s;) .
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Figure 4-10: Protocol P with clock reset in the loop and its equivalent protocol

P2 (this clock is on one of the output transition of the state s, and in the path be-

tween s,; and s;).

4.1.2 Analysis and proof

The correctness of this approach can be verified by proving that the output protocol
represents the same semantics of the input protocol. The approach can be divided
into two main operations, (1) The overlapping separation operation, (2) Paths du-
plication operations. As shown in the approach, the overlapping separations proc-
ess does not change the time constraints and preserves the same set of the timed
conversation of the original protocol. As a result, this step does not change the
semantics of the protocol. The second operations are based on the following simple

rule: any explicit transition #(s,sLim,tc,cr) can be separated to two transitions

t1(s,sLm, x=>v;A tc,cr) and t2(s,sm, x<v; A tc,cr) where x € CR and v;€ R. The
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timed conversation of the original protocol can be presented by the new one after
applying these operations.

The complexity of this algorithm depends on the number of clocks that are checked
on the implicit transition and the number of transitions from the start state to the
source state of the implicit transition. Therefore, the complexity is O(nxm) where
n is the number of checked clocks on the implicit transition and m is the number of
the transition for the longest path from the start state to the input state of the im-

plicit transition.

4.2 The conversion approach

This approach is used to convert a business protocol with implicit transition to a

new one without implicit transitions [65].
Begin (Input: MCTBP, Output: MCETBP))

1.Check the destination state of the implicit transition, and if it has input transitions
other than the implicit transition, then create a copy of this state with its input
and output transitions without copying the implicit transition. This operation is
used because of the fact that deleting implicit transition and merging its source
state and destination state, while preserving the protocolls semantics, cannot be
done if the destination state has other inputs. This step preserves the semantics of
the protocol because all the execution paths before this step can be executed after
it (See Figure 4-11).

Figure 4-11: Business protocol P/ and its equivalent protocol P2 after the execu-

tion of step 1.

2.If the time constraints on the implicit transition is not in a disjunctive normal

UTC{?E},

form (i.e., Tc(ti) = =1 where n is the number of disjunction terms), then
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rewrite it to be in this form. In Figure 4-11, Tc(t)={xI=1 V x2=1} is already in

disjunctive normal form. By using this operation, one knows which clock values

trigger the implicit transition and the time constraints assigned to explicit transi-

tion after removing the implicit transition.

3. Check the presence of clocks reset on the implicit transition, we will call this

clock Gmplicit clock[] After checking, we have three possible cases.

Case one: There is no clock reset (i.e., there is no clock reset on the implicit transi-

tion), such as in the previous example which is shown in Figure 4-11.

A. Apply the previous approach [separation approachl](Section 4.1.1) for re-

placing the implicit transition (#) with » implicit transition (#), where /=1 to n
(where n is the number of the disjunctive terms on the implicit transition con-

straint).

. Create n copies of the destination state of the implicit transition and its output

transitions.

. Update the time constraints on the output transitions of the destination state of

the implicit transition (#); by time interval constraints restrict its triggering to

clock values greater than the triggering instance values on the implicit transi-

tion(e.g., if (#i))={xI=1},then the time constraints is x/€[1,00[).

. Update the time constraints on the output transitions of the source state of the

implicit transition (#), by time interval constraints restrict its triggering to

clock values less than the triggering instance values on the implicit transi-

tion(e.g., if (#i))~={xI=1} then the time constraints is x/€[0,1[).

. Delete the implicit transition.
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Case two: There is a clock reset on the implicit transition and this clock is not

included in the time constraint of the implicit transition 7c(#).

A. Use the previous approachllimplicit transition constraint separation[ for re-

E.

placing the implicit transition (#/) with » implicit transition (#); where I=1 to

n.

. Create n copies of the path from destination state of the implicit transition to

the destination state of the transition ¢[1( ssTjsd[TLtc[Trc(T) that has a time con-
straint (zc[) contains the implicit clock (e.g., tc[lF{x3=1} and x3 is the clock

reset on the implicit transition (z7),).

. For each implicit transition (#), if there is an explicit transition z[TI(

ssTsd T tclrc0) , where rellllcontains clocks reset and these clocks are in
the time constraint of the implicit transition (#);) in one of the created paths in
the previous step.

I. Create a copy of all the loops from the source state of this implicit transi-
tion (#i); to the same state, and a copy of the output transitions of the
state which prior this source state.

II. Rename the explicit clock (e.g., xI becomes x/0) on the original implicit
transition constraint and on #c[Ion the new path.

III. Update the time constraint fc[Tby replacing the implicit clock (e.g., x3) by
its equivalent from the implicit transition time constraint, Figure 4-12

shows an example after the execution of the steps L, II, and III.

. Else, update the time constraint #c[lby replacing the implicit clock (e.g., x3)

by its expression deduced from the implicit transition time constraint fc(¢),
(e.g., if tc(ti); of implicit transition is {x/=2}, and the tc[Jis x3=1, then tc[Tbe-

comes x1-2=1).

Execute the steps C, D, and E of the case one.

Figure 4-12. Protocol P/ and its equivalent P2 after the execution of steps I, II,

and II1.
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Case three: There is a clock reset on the implicit transition and this clock is in-
cluded in time constraint Tc(ti).

A. Apply the Cimplicit transition constraint separation[] approach without con-
sidering the implicit clock (i.e., remove the implicit clock from the implicit
transition constraint before applying the separation approach).

B. For each implicit transition #i; (ss;,ds,tc,,rcy), do the following steps.

C. Starting by the state ds;, create paths equivalent to any loop from this state to
itself with new end states ds[Jand new implicit transition (z[0); with fc(ti[); =

tc(ti) and remove the loop by removing the output transitions of the state ds;

which were in the loop (See Figure 4-13)

Figure 4-13. Protocol P/ and its equivalent P2 after the execution of steps C.

D. Check the paths from destination state of the implicit transition (#); to source
state of the new implicit transition (#0);

L. If it has an explicit transition ¢ (ss10,) sd(Tl] ¢c[L) r¢[IT) where rc(1llhas
clock reset (e.g., x/) and these clocks are in the time constraint (¢c;); of the
implicit transition (#i);,, Then rename the explicit clock (e.g., x7) on the tran-
sitions ¢[Mand (#7); and update the time constraint tc(#[); by replacing the
implicit clock (e.g., x3) by its equivalent from the implicit transition time
constraint(see Figure 4-14).

./ x3
\x3=1 XM/

. P2 /
/
O ®,
OO sy
x1

Figure 4-14. Protocol P/ and its new form (P2) after the execution of steps D.I.

II. Else, update the time constraint ¢c(#i[); by replacing the implicit clock (e.g.,

x3) by its expression deduced from the implicit transition time constraint
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te(ti); (e.g., if te(t); of implicit transition (¢);is {x/=2 V x3=1}, then tc(il),

becomes{x/=2 V x1-2=1}.

E. For the implicit transition (#[); , apply the implicit constraint separation ap-
proach.

F. After the separation process, for each new implicit transition (#[0);, of the im-
plicit transition (#[);, compare the time constraint zc(#i[);, on the implicit tran-
sition with tc(#).

L If 7€ (ti0),= T (#), then merge the two implicit transitions and update the
input transitions of the (#i0);. by resetting the value of k to start from zero.
II. If the values of the constraints limit are different but they check the same
clocks (i.e., x(tc(tiD.),= (tc(ti))., then
The value of these constraints can be presented based on the two values of

the clock. The constraint will be x/ €fa+k*(b-a),o0f with xI=a in the first

constraint zc(#i), xI=b in the next constraint tc(til),, , and k={0,1,2,1 }.

i. Merge the two implicit transitions,

ii. Update all the time constraints in the path after merging the two implicit
transitions by replacing the limit value of the clock (T'¢ (#)), by k which
presents the arithmetic sequence.

IIL. In case (tc(tiD)).# x(tc(ti))x then repeat the same procedure from step B in
this case with the new implicit transition (#0);..

G. Execute steps C, D, and E of case one (See Figure 4-15).
END
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c XOKH[

XA[K-1,7 |
b

X110k
I

X1[1,s

Figure 4-15: Protocol P/ with clock reset (x3) and implicit time constraint (x/=1 Vv

x3=1) checks this clock and its equivalent protocol P2 after the execution of the

algorithm.

4.2.1 Analysis and proof

Deleting implicit transition and merging its source state and destination state, while
preserving the protocolls semantics, cannot be done if the destination state has
inputs rather than the implicit transition. This operation is performed by step 1
which preserves the semantics of the protocol by preserving all the paths of the
protocol. Step two is for rewrite the time constraints on the implicit transition. By
using this operation, one knows precisely which clock values trigger the implicit
transition and the time constraints assigned to explicit transition after removing the
implicit transition. Step 3 manipulates three different cases of the implicit transi-
tions. The first case deals with implicit transition without clock reset. In this case,
there is no transition on the protocol has a time constraint depends on the time of
the triggering of the implicit transition. The next transitions after the implicit tran-
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sition are the only affected transition after the triggering of the implicit transition.
Therefore, in this step, the separation technique is applied and then a new copy of
the next following transition for each one of the implicit transition is create and a

time constraint based on the checked clock on the implicit transition is assigned.

The second case deals with implicit transition with clock reset (implicit clock)
on it and this clock is not checked in the time constraint of the implicit transition
constraint Tc(¢i). This implicit clock will be checked in one or more on the time
constraints of the following transitions but it will not be checked on this implicit
transition. Consequently, the approach duplicates not only the next transition of the
implicit transition but also all the following transitions until reaching the transition
which has a time constraint checks the implicit clock. Then, it updates the time

constraint on the new paths based on the constraint on each implicit transition.

The third case deals with a clock reset on the implicit transition and this clock is
included in the time constraint of the implicit transition Tc(#). This case is the most
complicated case because the approach must preserve the semantics of the implicit
clock reset and it[3 checking on the implicit constraint after deleting the implicit
transition. To replace the implicit clock with explicit one, we must know which
explicit clock triggers the implicit transition on its last triggering. Therefore, the
approach will present all the possible paths of the loop starting from the implicit
transition and ends with the same implicit transition in the next iteration with the
new time constraint. Each path of the new created paths will be treated separately
based on the time constraints on its two implicit transitions. The time constraint on
the explicit transitions on each path after deleting the implicit transitions is based
on the time constraints on the two implicit transitions in the path. For updating the
time constraint of the explicit transition which are affected by the deleting of the
implicit transition, the value of the limit of each clock on the two implicit transi-
tions is compared to see if this value is rest constant for each iteration or different
form one iteration to the other. If this value is always the same, the time constraint
on the explicit transition will base on this constant value. But if the value is differ-
ent, the set of values will be presented as an arithmetic sequence and the con-
straints will be based on this sequence. Therefore, the implicit clock is replaced by
the previous clock which triggers the implicit transition for each path and this is
based on the fact that the first triggering of the implicit transition cannot be done
by the implicit clock because the first reset of the implicit clock will be in the first

triggering.
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The complexity of this algorithm for the first case is O(m*n+L) where n is the
number of checked clocks on the implicit transition, m is the number of the transi-
tion for the longest path from the start state to the input state of the implicit transi-
tion, and L is the number of output transitions from the destination state of the im-
plicit transition. The complexity for the second case is O (mxn+LxH) where H is
the number of transitions for the longest path from the destination state of the im-
plicit transition to the explicit transition that is triggered based on a time constraint
contains the implicit clock. The complexity of the third case is O(fx (mxn+LxH)
xn) where f'is the number of transitions on the loop that is reset using clocks from

the implicit transition constrains.
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Chapter 5. WEB SERVICES AC-

CESS CONTROL

Modeling and analyzing Web services after taking into account the security issues
has become an urgent necessity. Accordingly, this chapter presents a set of Web
services security concepts and shows the approaches in which these security re-
quirements are modeled and analyzed. Firstly, it explores the Web service access
control models. Secondly, an informal scenario and the proposed architecture are
explained. Thirdly, the role of the ontology in the analysis is clarified. Finally, the
related work are listed and discussed.

5.1. Web Services AC models

Due to the open nature of the Web, its security becomes a crucial requirement. The
main goal of access control is to restrict the access of the Web resources to specific
users with specific requirements (credentials). Because Web services are part of the
Web with special properties, development of suitable access control models able to
restrict access to Web services to authorized users is an important issue (i.e., access
control policies can be seen as conditions in which a Web service provider decides
to restrict the set of users who may access the functionalities offered by her Web
service). Traditional Web security approaches and technologies commonly adopted
for Web sites and traditional access control models are not satisfactory for securing
Web services (Bertino et al. [29]). Therefore, there is a need for new approaches
for enforcing Web services access control policies.

The eXtensible access control markup language (XACML) [101] is a reference
access control model proposed by OASIS. It presents mechanisms to define access
control policy. Different control policies and be defined using these mechanisms
under different security requirements. Figure 5-1 shows the XACML architecture
in which the component [Fecourses(]corresponds to Web services. This architec-
ture has three main components, PDP (Policy Decision Point), PEP (Policy En-
forcement Point) and PAP (Policy Administration Point). The PAP writes policies
and policy sets to the Policy repository. Context handler do format exchange

among XACML components. With the control of XACML, when a requester re-
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quests to access a resource, PEP takes control to determine whether the request
should be allowed or rejected. During this process, the Policy Information Point
(PIP) collects attributes such as resource name, the requester(s role, system time,
and operation type. The collected attributes are then sent to PDP, which makes
decision by checking whether the attributes fulfill the policies associated with the
invoked web service. The final decision is returned to PEP. If the request is al-

lowed, the requester can access the service. Otherwise, the request is rejected.

————

Resources }
(Services) I

,,,,,,,,,,,,

Policy

Figure 5-1: A XACML architecture.

Most of the existing Web services access control approaches, including the ap-
proach proposed by Ardagna et al. [7], assume a single operation model for Web
services where the invocation of operations are independent from each other. But,
Most of Web services are composed of a set of dependent operations. These opera-
tions are accessed in a particular order specified by the business protocols of the
services (Benatallah et al.[19], Berardi et al.[22], Aalst and Hofstede [136]). There-
fore, Mecella et al. in [100] present a Web service architecture for enforcing ac-
cess control policies for web services that are composed of a set of dependent op-

erations (See Figure 5-2).
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Figure 5-2: Web service architecture for enforcing access control policies pro-
posed by Mecella et al. in [100].

The system architecture consists of two basic components, the access control en-
forcement system and the execution controller system (ECS). The access control
enforcement system contains the PEP, PDP, PAP, K-trust policies, and access poli-
cies which makes it compliant with the XACML standard. The PEP receives the
client requests with the operations names and credentials and passes it to the ECS
which receives the current states of the conversation and the table. Then, it refor-
mulates the access request by adding information about the current state of the
conversation and the table and sends it to the PDP. A trustworthiness level repre-
sents the length of a conversation, from a given state s in the transition system that
leads to a final state. The PDP consists of two modules, the k-Trustworthiness
Level Assignment (TLA) module and the Policy Selection (PS) module. The TLA
uses the table to select the trustworthiness levels &y, . . . ,k, contacts with the PAP
to get the k-trust policies associated with trustworthiness levels &y, . . ., k,. Then, it
evaluates if the credentials provided by the client in the request satisfy one of the
policies. If this is the case, the client is assigned to the trustworthiness level &; asso-
ciated with the ki-trust policy he/she is compliant with. The PS receives the associ-
ated conversations after assigning trustworthiness level k; and asks the PAP for the

access control policies related to the operations constituting the conversations that
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the client may engage with the service on the basis of the assigned trustworthiness
level k. The selected policies are combined to obtain the corresponding conversa-
tion access control policy. After that, the PEP receives the policies with ;. Then,
the PEP sends a request to the client asking for the credentials required by the poli-
cies and evaluates them against the policies. If the check is positive, the client can
perform any operation in the conversations related to the trustworthiness level ;.
When the client submits a request to perform an operation, which does not belong
to the allowed conversations, the PEP contacts the PDP, which assigns a new
trustworthiness level to the client. In this case, the PEP does not send again the
table of trustworthiness levels, but only the state of the conversation with the client,
which is necessary to select from the table the trustworthiness levels associated
with that state because it stores a copy of the table of trustworthiness levels and the

level k; assigned to the client

Because our work is based on Web service conversation model, there is a relation
between our work and the work which is done by Mecella et al. in [100]. Both of
us present the Web service access control as a state transition system but they do
not consider the business protocol of the consumer. They only consider consumer
credentials. There are some situations where the credentials of the consumer satisfy
the AC but based on the business protocols there is no conversation can be com-
pleted. Therefore, there is a need for a preliminary step for checking the compati-
bility after including the AC. This step can be integrated with the standard AC
model and the model which is presented by Mecella et al. in [100].

To the best of our knowledge, in most of access control enforcement models,
checking of the compatibility and replaceability after assigning AC is not included.
We will merge all the previous research issues by including the compatibility and
replaceability checking box in the enforcement model and talking time into ac-

count. This step can help basically in two scenarios:

e The consumer will invoke the service which is compatible with him in terms
of message exchange, time, and access control, (i.e. based on the set of cre-
dentials with the consumer he can access the service which accept his creden-
tials).

e With respect to replaceability, service can replace another service with the
guarantee that it has the same access control and it is compatible with all the

services which are compatible with the replaced service.
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5.2. Informal scenario and architecture

Checking compatibility and replaceability between two Web services after assign-
ing the access control policy is important in many scenarios. For instance, the sce-
nario which can be happened with a consumer searching for a Web service:

1- Consumer searches the registry of services (e.g. UDDI) and found the service
with required operations and gets its binding information (See step 1 and 2 in
Figure 5-3).

2- The service provider asks for the credential CI and the consumer sends it
(See steps 4 and 5 in Figure 5-3).

3- A set of request/response interaction is performed between the service and
the consumer without problems.

4- In the step i, the service asks for the credential Cn to access its operation and
the consumer has not this credential (See steps i and i+1 in Figure 5-3).

5- As a result, the interaction is terminated and the consumer starts again from

the beginning using another service (step i+2).

This scenario continues until the consumer gets the service compatible with him
in terms of access control and accepts his credentials which is a problem because
of the wasted time and the credentials which are provided by the consumer. To
solve the problem in this scenario, at the beginning, service provider shows the
access controls for the service operations by two approaches. In the first ap-
proach, a description of the policies for each operation is presented independ-
ently on each others. But this approach is not useful in the situation where service
consists of more than one operation and these operations are dependent on each
others. Therefore, the second approach proposes to present the AC as state transi-
tion model indicating the relation between these set of AC, as the model pre-
sented by Mecella in [100]. But this approach is enforced without considering the
business protocol of the consumer. They only consider consumer credentials.
There are some situations where the credentials of the consumer satisfy the AC
but based on the business protocols there is no conversation can be completed.
Therefore, there is a need for preliminary step for checking the compatibility and
considering the AC. Figure 5-4 shows an informal scenario with a modified
architecture to overecome the problem of the traditional AC models. This step
can be integrated with the standard AC model and the model which is presented

by Mecella in [100]. Also replaceability analysis is important in a situation which

82 |



CHAPTER.5 WEB SERVICES ACCESS CONTROL

needs satisfaction between the two protocols in terms of access control model.

For instance:

e Service provider wants to replace his old service with a new one which sup-
ports the same conversations with the same AC (i.e. the new service has more
functionality than the old one but all the functionalities of the old one must be
included in the new one).

o Consumer wants to replace Web service at which he interacts with a new one
supports the same conversations with the same AC (i.e. the new service has

more quality of service).

As a result, a new definition of the compatibility taking into account the access
control policy is needed to guarantee the access of the required resources with the
provided credential during the analysis phase. Therefore, we merged the time busi-
ness protocol with AC model in checking the compatibility and replaceability

analysis.

Repository
Wsdly Wsdl,

Binding info Register/update

©)
@ Invoke

@ Request credentials C1
@ Response with credentials C1 .
Service
Consumer —_— provider

-
@ Request credentials Cn

@ Response without credentials Cn

@ Stop without executing the service

Figure 5-3: Informal scenario shows the problem of the traditional AC models.
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Bipding info
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Invoke

Request credentials C1

Response with credentials C1

Service
Consumer Request credentials Cn prOVider
B
-

Response with credentials Cn

executing the service

Figure 5-4: Informal scenario with a modified architecture to overecome the

problem of traditional Web services AC models.

The proposed architecture is shown in Figure 5-5. This access control enforcement
system (ACES) model is composed of PEP, PDP and PAP which make it compli-
ant with the XACML standard. The PEP realizes the interface with clients and the
checker unit. The checker has a set of tools for checking the compatibility and re-
placeability analysis using business protocols augmented with the access control
policies before the invocation of the service. It can also be used to keep track of
the state of the conversation between the consumer and the service during the in-
teraction (i.e. after invoking of the service). Furthermore, it uses the ACP ontology
in calculating the subsumption during the checking process. The PEP intercepts all
the access requests submitted by clients to access an operation that uses policy-
based access management, the PEP will describe the user's attributes to other enti-
ties on the system. The Policy PDP has the job of deciding whether or not to au-
thorize the user based on the description of the user's attributes provided by the
PEP. PAP can provide many enterprise SOA policy administration capabilities but
the end result of the policy administration point is to store or distribute policy up-

dates. As shown from the architecture, our contribution is mainly the checking unit
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which can be used with many access control enforcement system models. The inte-
gration of these modifications with any access control enforcement system does not
require a big modification of these existing models and can be integrated easily to

them.
Client BP
(=) Checker
% \/ — g ACP Ontology
\c‘i roduct Automata
@ L - T
— =7 "ompatible/ No
compatiblg
ACES
. Y
Start based on Business WS BP PEP PDP PAP
protocol(BP) > >
» < 2
L < Y

Figure 5-5: Access control architecture model with compatibility and
replaceability checking tools.

5.3. Ontology

In our model, the ACP and credentials are presented in forms of ontology con-
cepts. There are two main advantages of using ontology in policy specification and

management [103]:

1. Ease policy specification and management by sharing policies for com-
mon attributes, composing and overriding policies.
2. Protect sensitive information by avoiding information leaking request and

answering unnecessary request.

Description logics (DLs) [9] are a set of knowledge representation languages that
can be used to represent the knowledge of an application domain in a structured
and formally well-understood way. The important notions of the domain are de-
scribed by descriptions (i.e., they are described by atomic concepts and atomic
roles) and equipped with a formal, logic-based semantics. In the syntax of descrip-
tion logics, concept expressions are variable-free and each concept expression de-
notes the set of all individuals satisfying the properties specified in the expression.
Concepts properties are expressed by roles. Semantically, a concept is interpreted

as a set of individuals and roles are interpreted as sets of pairs of individuals. The

85 |



CHAPTER.5 WEB SERVICES ACCESS CONTROL

description can use set of Boolean constructors such as conjunction (M) and nega-

tion (), as well as the existential restriction constructor (JAR.CN), where CN is an

atomic concepts and AR is an atomic role (e.g., IhasVisa.Human), value restriction

constructor (VAR.CN) (e.g., VhasChild.Person), and the number restriction con-

structor (> n AR) (e.g., > 5 haschildChild ).

The description logics provide a well-defined semantics and powerful reasoning
tools such as tableau-based algorithms. Therefore, it is candidates for ontology
languages. Description logics had a strong influence on the design of OWL (Ontol-
ogy Web Language), particularly on the formalization of the semantics, the choice
of language constructors, and the integration of data types and data values. OWL is
the World Wide Web Consortium (W3C) recommended ontology language for the
semantic Web, and exploits many of the strengths of description logics, including
well defined semantics and practical reasoning techniques. Description logics can
be used for defining, integrating, and maintaining ontology, which provide the
semantic Web with a common understanding of the basic semantic concepts used
to annotate Web pages. Access control policy will be formalized using the DL. The

access control policies are presented as concepts describe set of credentials as indi-
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viduals. We will perform subsumption (€), union(U), and intersection() opera-

tions on the ontology during our algorithms.

Presenting the AC of Web services as ontology will enable us to use ontol-
ogy alignment tools to find classes of data that are [semantically equiva-
lent ] We can use the ontology of the service provider and the ontology of
the consumer and produce new global ontology. This new ontology can be
used on our analysis in checking the compatibility between Web service
and the consumer.

5.4. Related work

Currently, there are two research directions in access control. One has focused on
efforts to develop new access control models to meet the policy needs of real world
application domains. These have led to several successful models such as the NIST
standard RBAC model (Ferraiolo et al. [67]), the RBAC96 model (Sandhu et al.
[123]), WS-AC1 (Bertino et al. [30]), the RT model (Li et al. [95]) and conversa-
tion-based Web services access control model (Mecella et al. [100]). In a parallel,
researchers have developed policy languages for access control. These include
XACML (Moses [101]), Security Assertion Markup Language (SAML) [80], Pon-
der (Damianou et al. [53]), WS-Policy (Bajaj et al. [10]) and finally to semantic
Web based languages such as Rei (Kagal et al. [85]), DARPA agent markup lan-
guage for services (DAML-S), and KAoS (Tonti et al. [131]).

The XACML and SAML are two major standards. The XACML is an XML
framework for specifying access control policies for Web-based resources in gen-
eral and it has been extended to specify access control policies for Web services.
The SAML defines an XML framework for exchanging authentication and authori-
zation information for securing Web services. Other standards are the WS-Policy
and the WS-Security. WS-Policy is used to describe the security policies in terms
of their characteristics and supported features (such as required security tokens,

encryption algorithms, privacy rules, etc.). WS-Security is a specification for secur-
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ing SOAP messages using XML encryption and XML signature standards and

attaching security credentials thereto.

Wonohoesodo and Tari [142] propose two access control models, SWS-RBAC (for
single services) and CWS-RBAC (for global services or composite services). They
divided the roles to global role and local role and the client is assigned to access
composite service with only global role, which is mapped onto local roles of the
service providers of the component Web services.

Bertino et al. [30] presents a flexible access control model (WS-AC1). The AC
polices are specified as a conditions on the values of the identity attributes and
service parameters that a consumer must provide to invoke the service. This model
has negotiation capabilities. These capabilities are related to the identity attributes
and service parameters. During the negotiation process, the consumer is guided
toward an access control request compliant with the service description and poli-

cies.

There are many works in the access control enforcement in business process work-
flow (Hwang et al. [83], Paci et al. [106]). Hwang et al. [83] present a Web service
selection approach in workflow, composed of set of tasks that dynamically chooses
a performer for each task in the workflow satisfying all access constraints currently
and increase the chance of completing the entire process in the future. They disal-
lowed delegation sequences to model many types of access control constraints.
Their access control enforcement process supposes that there are some steps in the
workflow are performed manually. Paci et al. [106] concentrate on the specifica-
tion of the authorization information associating users with human activities (ac-
tivities in WS-BPEL business process which requires human interaction) in WS-
BPEL business process and authorization constraints by using a role-based access
control model for WS-BPEL.

Skogsrud et al. [126] presented a model for trust negotiation policies for Web ser-
vices. They assign for each role (for instance, customer, reviewer, etc. in bookshop
service) the set of operations and the required credentials. State transition graph is
used where states present the roles and transitions present the operations and the
policy. This model is used in the access control trust negotiation during the interac-
tion between the services and the consumer. Another example for trust access con-
trol model for Web service is the model presented by Coetzee and Eloff [50]. This
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model grants and adapts permissions assigned to both Web services requesters and

their respective users based on the current context of trust relationship that exist.

Access control models for Web services composition are gaining a lot of interest in
the area of Web services access control enforcement. There is a lot of work in this
area, for instance, Srivatsa et al. [129] and Cheikh et al. in [47]. In [47] they pre-
sent automatic Web services composition in trust-aware communities. This work
models Web services by state transition graph and assigns explicitly the access
control policy on the transition of the graph. This assignment helps them in per-
forming the composition without defect the AC. Our work uses the idea of assign-
ing the access control policy on the business protocol of the service but for the
purpose of checking compatibility and replaceability. In [129] they present access
control model and techniques for specifying and enforcing access control rules in

Web service compositions.

Paci et al. [107] present an approach to determine at the design time whether a
chorography can be implemented by a set of services based on their access control

policies and the disclosed policies regulating the release of their credentials.

Paurobally and Jennings [111] combined the two Web service languages, WS-
Conversation (WSCL) [13] and WS-Agreement. This combination is done after
extending the structure of the WS-Agreement and the structure of the WS-
Conversation languages (i.e., The WS-Agreement is extended to include the sender
and the recipients of messages for the specification of speech-acts and WS-
Conversation languages are extended to include states, sub-states, transitions and
WSCL processes. As a result, non-trivial conversations in which several messages
have to be exchanged before the service is completed can be specified and proto-
cols of realistic expressiveness (such as the Contract Net protocol (Smith [127])

can be specified in our WSCL/WS-Agreement extended language.

All these models assume that a Web service provides just a single operation or that
all operations are independent. Business process workflow, Web service composi-
tion, trust negation between Web services, and multi-party protocols are out of the
scope of this work. We are very optimistic to integrate our work in these research

trends in the near future.
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Chapter 6 . WEB SERVICES
ANALYSIS

This chapter discusses in details the interoperability analysis between Web ser-
vices. It starts by explaining the different definitions of compatibility and replace-
ability between services in details. These analyses use the Web services business
protocols for presenting the behavior of the services. The next parts of this chapter

provide the Web services analysis after including the ACP and time constraints.
6.1. Compatibility and replaceability
definitions

Formal analysis of service protocols in terms of automated support to service inter-
operability at the business protocol level has been discussed in some recent works
(e.g. Benatallah et al. [18, 17], Ponge et al. [114], Bordeaux et al. [34], Hull et al.
[82], Bultan et al. [41], Wombacher et al. [141], and Ponnekanti and Fox [115]).
Compatibility and replaceability checking is one of the important interoperability
analysis. There are a set of definition for compatibility and replaceability between

services.

Bordeaux et al. [34] present three different definitions for compatibility and two
definitions for replaceability. For compatibility, the first definition says that: two

services A and B are compatible if they have opposite behaviours (i.e., A is equiva-

lent to B . This means that for any reachable pair of states (s/, s2) we have: emis-
sionsl(sl) = receptions2(s2) and emissions2(s2) = receptionsl(sl)) (where emis-
sions1(sl) represents the outgoing messages from the state s/ and receptionsi(sl)
represents the incoming messages to s/). There are some cases where two Web
services may be able to cooperate in a satisfactorily way even when one has slots
for receptions which the other one does not intend to use (Yellin and Strom [143],
Brand and Zafiropulo [39]). As a result, the second definition based on unspecified
receptions states that: Two Web services are compatible if they have no unspecified

reception. (i.e., if, for any reachable pair of states (s/, s2), we have that: emis-
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sionsl(sl) € receptions2(s2) and emissions2(s2) < receptionsl(sl)). But, There is

a drawback of the two previous definitions, they do not check whether the interac-
tion will reach a final state or not. For instance, these definitions consider that two
services which do not send any message and just do receptions are compatible. To
overcome this drawback, a new definition based on checking the reachability to
final state in the interaction trace by checking the deadlock is emerged. The dead-
lock is first defined as: A reachable pair of states (sl, s2) is a deadlock if it is im-
possible from these states to reach a final state. The interaction between two ser-
vices is deadlock-free if no reachable state is a deadlock. The third definition of
compatibility says that: Two services are compatible if the initial state is not a

deadlock, i.e., if there is at least one execution leading to a pair of final states.

A model for business protocols and a framework for protocol-based analysis had
been presented by Benatallah et al. [19, 20, 18] and Baina et al. [12]. They studied
the compatibility and replaceability issues. This model captures all of the conversa-
tions that are supported by a service. The model uses state chart and timed auto-

mata which are suitable models for describing behaviours.

They provide two definitions of compatibility, full compatibility and Partial com-
patibility. In the full compatibility: A service presented by protocol P/ is fully
compatible with another service presented by protocol P2 if all the executions of
P can interoperate with P2 [ that is, P2 can understand any conversation that P1
can generate. In the partial compatibility: A service presented by protocol P/ is
partially compatible with another service presented by protocol P2 if some execu-
tions of P/ can interoperate with P2[] that is, if at least one possible conversation

can take place among a service supporting P/ and one supporting P2.

The drawback of the full compatibility definition is that if the service presented by
protocol PI is compatible with the service presented by protocol P2 then P2 can
accept all the conversation from P/ and this means that P2 is not necessary to
accept all the conversation from P/ (i.e. the inverse is not true). This can result an
error during the interaction if the service presented by protocol P2 tries to send a

message and the service presented by the protocol P/ is not ready to receive it.

91 |



CHAPTER 6 WEB SERVICES ANALYSIS

Example 6-1: Figure 6-1 shows an example of two Web service business protocol
Pl and P2 [21]. According to the definition of compatibility defined by Benatallah
et al. [19, 20, 18], the two services supporting the protocols P/ and P2 in Figure
6-1 are fully compatible (i.e., all the executions of P/ can interoperate with P2).
Also, in Figure 6-2 the two services are partially compatible because there is at
least one possible conversation can take place among a service supporting P/ and a
service supporting P2. Figure 6-2 shows that the Web service supporting the proto-
col P2 has not the ability to receive the CancelOrder(-) message from the Web
service supporting P/. As a result, there is a potential conversation which will not

be accomplished and results in an error.

Therefore, in our work we will adapt a new definition of compatibility based on the
error free interaction. We merge the second and the third definition of Bordeaux et
al. [34]. In other words, two services are compatible if and only if any potential
send message from one service can be received by the other service during their
interaction and vice versa and there is no deadlock. Based on our definition, if two
services are compatible, we guarantee that no error can be happen during the inter-
action. As a result, the Web service supporting the two protocol of Figure 6-2 are
not compatible because, during the interaction, when the first protocol P/ is on the
state (OrderSend) and P2 is in the state (OrderMade) the message (CancelOr-
der) may be sent and in this case an error will happen because the Web service

supporting P2 cannot receive this message.

In terms of timed business protocol; Ponge et al. [114] handle timed protocols and
built their analysis on the definition of compatibility (full compatibility and partial
compatibility) of Benatallah et al. [19, 20, 18]. They formalized the C-Invoke con-
straints which define time windows of availability and M-Invoke constraints which
define expirations deadlines. Also, they converted the timed business protocol to
timed automata and defined a set of operators like composition, intersection, and
projection. For instance, to check full compatibility between two Web service sup-
porting protocol P/ and P2, if the projection by P/ of the composition between Pl
and P2 is equal to P1, then the Web service supporting P/ and the Web service
supporting P2 are compatible (i.e. if [P/ composition P2] projection PI= P1, then
the Web service supporting P/ is fully compatible with the Web service supporting
P2).
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Start OrderMade OrderPaid
P1 OrderGoods(-) MakePayment(-) @
Start OrderSent OrderPaid
OrderGoods(+)

P2

MakePayment(+) ‘@

OrderCanceled

O

Figure 6-1: Two business protocols of compatible Web services (full compatibil-

ity).

CancelOrder(+

Start OrderSent OrderPaid

o1 &Q OrderGoods(-) MakePayment(-)@

OrderCanceled

CancelOrder(-

Start OrderMade OrderPaid

P2 \Q OrderGoods(+) @ MakePayment(+) @

Figure 6-2: Two business protocols of incompatible Web services.

In replaceability analysis, Bordeaux et al. [34] present two definition of replaceabil-
ity (or substitutability). The first definition is context-dependent and state that: In a
particular application made of two compatible services A and B, service Allcan
replace service A if Alls also compatible with B. The second definition is a context-
independent and state that: 4 service ACcan replace a service A if it is compatible
with any service B which is compatible with A. Benatallah et al. [19, 20, 18] de-
fined set of classes of replaceability (e.g., protocol equivalence w.r.t. replaceability;
protocol subsumption w.r.t. replaceability; protocol replaceability w.r.t. a client

protocol; and protocol replaceability w.r.t. an interaction role).
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For replaceability, we will use the definitions of Bordeaux et al. [34] on our work
because they guarantee the error interaction free after replaceability due to its de-

pendency on compatibility.

The rest of this chapter is divided into two main parts. The first part discusses the
compatibility and replaceability after assigning the time and AC constraints. The
second part presents the interoperability analysis between Web services after assign-

ing message specifications constraints.
6.2. Compatibility and  replaceability

analysis after assigning time and AC

In this section, we will start by defining the interaction traces between Web ser-
vices and compatibility between them in terms of interaction traces. Then, the
compatibility and the replaceability in terms of the product automata and in terms
of the intersection automata respectively are defined. We will present a set of for-
mal definitions leading to the definition of compatibility and replaceability, such as
the definition which is used to construct the product automata, intersection auto-
mata, and the definition which is used for checking the co-accessibility of a state in
automata. We will prove that the compatibility in terms of interaction traces is
equivalent to the compatibility in terms of product automata (see proof 6-1 and

proof 6-2 in the end of this chapter).

Firstly, we will recall our definition of the timed business protocol with AC. As
shown in the previous chapters, the one-clock time business protocol is a special
case of the multi-clocks timed business protocol. Therefore, the analysis of the
multi-clocks timed business can be applied on one-clock timed business protocols.
The protocol which is used in the analysis is the multi-clocks protocol after remov-
ing the implicit transitions. We will call it simply [timed business protocol with
ACPL[]

Definition 6-1 (Time business protocol with AC) A time business protocol with AC
is a 5-tuple P = (S; so; X; T; F) which consists of the following elements:

(1S is a finite set of states.
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Usg €S, is the initial state.

X is a finite set of clocks with a set of clock reset CRC X.

OT ©S2x M x (({-} x 29 U({+} x PL)) x Tc x CR % RK, is a finite set of ex-

plicit transition where M is set of input/output messages, {+, -} polarity of the
message where {+} means input message and {[} means output message. PL is the
set of access control policies, c is the set of credentials Tc is the time constraint
which is a disjunction of the conjunction of static and dynamic atomic time con-
straints and CR is the set of clock reset. RK is the set of variables reset, if there is
no dynamic variable in the protocol then this set is always empty.

[This protocol is deterministic (i.e., all the output transitions from any state are
different and there is no overlapping between the output messages).

OF C©Sis a set of final states. If ' = @ then P is said to be an empty protocol.

LIAll states in the automata are accessible and co-accessible.

6.2.1. Compatibility

In the following sections, we will refer to the Web service by its business protocol.

Therefore, when we say protocol P/ is compatible with protocol P2, we mean that
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the Web service supporting the protocol P/ is compatible with the Web service
supporting the protocol P2.

Checking the compatibility and replaceability between explicitly timed business
protocols is a straightforward operation. Our compatibility checking definition is
based on the comparison between constraints on the explicit transitions. The time

constraints obtained after the conversion process can be static, the constraint time

interval values are fix (e.g., x/ €[0, 2[), or dynamic in such case the time interval is

changeable (e.g., xI € [0,k]) where k obeys to the sequence {1,2,4,[1.}. The types

of the time constraints that are used in the comparison operation can be two static,
two dynamic, or one static and the other one is dynamic. For comparing two static
constraints, the inclusion between the two time intervals can be determined by
comparing the interval limits. For comparing a static time constraint with a dy-
namic time constraint, we check that for all values of the variable k, the static time
interval is included or not in one resulted static time intervals after substituting & by
its values. For comparing two dynamic constraint, we check the set of intersection

between the static time intervals of the dynamic time intervals of the two constraint

for each value of the used variable (e.g., the variable £ in the previous example x/ €

[0, &[).

Definition 6-2 (Intersection between time intervals) the intersection between two

time intervals I; and I, is denoted by (I;N1;) where:

O If [;=[al,bl]and I,=[a2,b2] are static time interval then (I;NI,) =[al,bl] if
al>=a2 and b2>=bl, or (I;NI;) =[a2,b2] if a2>=al and bl1>=b2, or( I;NI,)
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=Null if (a2>al and bl<al) or (al>a2 and b2<al ), or (I,N1;) =[a2,bl] if
a2>=al and b2>=bl , or (I)N) =[al,b2] if a2<=al and b2<=b].

O If[;=[al,bl] is a static time interval and L,=[a+k*b, c+k*d[ with k={0,1,2,11}
is a dynamic time interval, where the dynamic time interval is a set of static
time intervals after the substitution of the variable k by its values, the intersec-
tion (I;N1) is the set of intersection between the time interval I; and each ele-
ment of the dynamic set where each element is calculated by the intersection be-
tween the time interval I, and one of the static time intervals of the dynamic time

interval I, which is calculated using the previous item.

O If 1=[al+k*bl,cl+k*dl[ with k={0,1,2,[1} is a dynamic time interval and
L=[a2+k*b2,c2+k*d2[ with k={0,1,2,11} is a dynamic time interval, the inter-
section (I;N1) is the set of intersection between the static time intervals of the
dynamic time interval I; and the static time intervals of the dynamic time inter-
val I, where each element on the intersection set is calculated by the intersec-

tion of the two static time interval on I; and I, having the same value of the vari-
able k.

Example 6-2:

e If7,=[3,6]and I,=[2,5] two static time intervals, then I;N/,=[3,5]

o If I;=[1,4] is a static time interval and I=[atk*b, c+k*d[ with
k={0,1,2,01 } is a dynamic time interval with a=2 , =3, and c=w (i.e.,
L={[2+0%*3,00[, [2+1%*3,00[,[2+2%*3,00][, ... }, then [;N[,={[2,4]}

o If [;=[al+k*bl,cl+k*dI[ with k={0,1,2,00 } is a dynamic time interval
with al=1, bI=1, and cI=o0 (i.e., L={[1+0*1,00[, [1+1*1,00[,[1+2*1,00[, ...
} and [=[a2+k*b2,c2| with k={0,1,2,[1 } is a dynamic time interval with
a2=2 , b2=3, and c2=w (i.e., [L,={[2+0%3,00[, [2+1%*3,00[,[242%3,00[, ... } ),
then I;N1,={[2,0[, [5,%[,[7,%[, ... }

Definition 6-3: An interaction trace IT between a protocol P' = (S'; s'; X'; T'; F')

and a protocol P = (SZ; soz; X T FZ) is a finite sequence ((S[I,' s,-2 K m ;¢ pli ty

I 2 1 -l 2 @ . . S,
Si+1 s Sivi )i, where s, €S and s,” €S, m; is a message instance with its direc-

tion (either € or 2 ). c; is the set of all credentials sent either in this message or
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in any previous message with the same direction and pl; is the ACP. t; is the time

period since the previous message, or zero for the first message.

Definition 6-4: An interaction trace IT = ((s,-]; sP Ty s ciy pliy ty Sietls Siet )i
between a protocol Pl = (SI; s()]; X.T- FI) andprotocole = (Sz; soz;Xz; T°: F)is
correct if and only if for every tuple (s'; s°; m ;o pl; t; sty s) in IT (and sym-

metrically for every tuple ( sl 5P :-'F; ¢ plt; st sﬁ) :

[l There are two transitions (sl; st M C: e ) €r " and (sz; sE M Pt ) €

T°: where m is an instance of M and te! and t& are the time constraint.

(1 The set of credentials instances c¢ sent in the instance message m match the

access control policy pl;

O [t [ evy w) =true and [t¢’] ey ) =true for all clocks x' € X! and x° € X2.

[ The set of correct interactions traces between P' and P’ is noted IT(P'; P°).

0] IT is said to be complete if for its last transition (s,.;' ; Sp; ; Ma=l;

. 1.2 1 -l 2
ity Plistin Si'5 s ), 8. €EF and s°, € F°

Definition 6-5: (Compatibility in terms of interaction trace assigned with AC)
Two business protocols, Pl = (SI; sol; X1 FI) and a protocol P = (Sz; soz; X T
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F’) are compatibles in terms of interaction trace if Vtr € IT(P'; P°), its last tuple

Lo 2. 9 o p o1 2 e
(Sp-t"sSn-i”s Mnmtd Cppploy sbogs S0’ Sa” ) verifies:

Ovin V't ifﬂ(s,,]; Spit s M els tc,,I) €T, such that [tc,,I] cv (1) =true and m is

an instance of M, then 3 s> € 8 such that tr.( s, s’ ,'-'_?f sCn DLty Spit's s,,+12) €

IT(P'; P°), and the set of credentials instances c, sent in the message m satisfies

the policy pl,..

(vin V't if :7(sn2; Suils My els tey ) € T, such that [tcn2 | cvw ) =true and m is

an instance of M, then ' €S" such that tr. (s,,],sf M e ply 8 Suit' anZ)E

IT(P'; P°), and the set of credentials instances c, sent in the message m satisfies

the policy pl,.
6.2.1.1. Cumulative access control credentials

There is a difference in the methodology between checking the compatibility in
terms of message exchange and in terms of AC. Checking the compatibility in

terms of message exchange depends on the current message of each protocol and
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corresponding current message in the other protocol. But checking the compatibil-
ity in terms of AC depends on the current ACP and the current or the previous cre-
dentials of the corresponding transition. Therefore, there is a need to update each
transition with all the credentials that can be provided before reaching it (i.e. transi-
tion credentials updated to be all the credential resulted from the current credentials
and the previous provided credentials). We called this set of credentials cumulative
access control credentials.

Figure 6-3 shows an example of two business protocols P/ and P2 where P! pro-
vide its Visa credential in the first transition but P2 asked for it in the third transi-
tion. If we compare the two protocols without calculating the cumulative ACC
(CACC) then we will find that they are incompatible but after calculating the
CACC for PI we find that they are compatible. The question is then; in which step
in the checking process the satisfaction between ACP and credentials can be
checked? Figure 6-4 shows an example to answer this question. In this figure, P/ is
a client protocol and P2 is a service protocol and P/ is compatible with P2. P3 is
another service protocol which is not compatible with P/ because the policy (Visa,

Student-Card) in M7 in P3 can not satisfied by ((Visa,Student-Card) V

(Visa,Prof-Card)) credentials in P].

Figure 6-5 shows an example where protocol P2 has a policy (Visa, Student-

Card) not satisfied by ((Visa,Student-Card) v (Visa, Prof-Card)) credentials in

P1 but the two protocols are compatible because there is a part of the credentials
(Visa,Prof-Card) will not provided by the protocol PI if it interacts with P2 and
the provided credentials in M7 is (Visa, Student-Card) which satisfy the (Visa,
Student-Card) in P2. Therefore, we must not calculate the cumulative before de-
termining the transition which will be used in the interaction between the two pro-
tocols. Thus, when we update the CACC, we only consider the transition which

will potentially share in the interaction.
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Card) V (Visa,Prof-
Card)

Compatible

/ Policy l
)

M7(+),(Visa,
Student-Card) V
(Visa,Prof-Card)
M6(-)

Figure 6-4: Three different business protocols P/, P2, and P3. P is compatible
with P2 but not compatible with P3.
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M7(+),(Visa,
Student-Card

Figure 6-5: P/ is compatible with P2 (this show the importance of calculating the
cumulative ACC after determining the transition which will be used in the interac-

tion and this is accomplished by calculating the product automata).

Definition 6-6 (Product automata) The product automata A” of two timed explic-
itly timed business protocols Pl = (S]; so'; XTF 1) and a protocol P = (Sz; soz;
X T Fz)) is defined as A” = (S, sf’; T'; X', F) where:

0 =8"x 8

s” = (501 s 502)

(T is the greatest subset of ((S' x ) (S' x 8%) x ((Mx 2 xpP)v (M x27x

pl')x X x tc") such that for all transition ((si'; s7) ; (5ie1'; Siv i), {THE pl; & tef)

E TP there exist two transitions (s,»]; Siasls mi,'@ll or c]) K tc/) eT and (s,»z; Sivs’s

m; ;(plz or cz) ; te?) €T with:
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O tCip:( tC,’], tCiZ)

1 polarity(m;; P') # polarity(m;; P°) and
[If polarity (m;; P') = - then M = Tfp pl? =pli and cf = ¢/

[Otherwise (m;, Pz) = _ then M:= ‘T plf =pl,-1 and ¢! = ¢/
OXP™ (X" X7}
P =F'x F?
6.2.1.2. Clocks synchronization

In multi-clocks Web services, comparing two constraints from two different
protocols during the compatibility and replaceability checking must be per-
formed after clock synchronization process. In this process, the relations
between the clocks in each protocol are determined on each transition on the
product automata. It uses the same technique as for calculating the cumula-

tive access control credential.

Definition 6-7 (Clocks synchronization constraint): a clock synchronization con-

straint can be in the form:

* Xx;=x;+a, wherex;, x;€Xanda€R.

o x;<Xx;ta.

Definition 6-8 (Clocks synchronization in the product automata): Given A" of two
protocols transition Pl= (SI; soj; X.r-F! ) and a protocol P = (Sz; st; X T FZ)
), for each transition ¥ in A, let tc be time constraint and y be a clock variable,

SC(tc,y) is defined as:

o SC(x=ay)={{y=x-a/}

» SCix €[ably)={{x-b<y, y =x-a}}
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» SCix €[ably)={{x-b<y, y <x-a}}

o SCix € Jably)={{x-b=y, y <x-a}}

e SC(x €Jably)={{x-b<y,y <x-a}}

e SC(tc; A tcs, y)={CSC, UCSC, | CSC; €SC (tc,y) and CSC> €SC (tcsy)}

o SC(tc; Vtc,, y)=SC(tc;,y) USC(tc;,y)

Let the time constraint t&’=(tc', tc’) and clock reset {x,y} are on the product tran-

sition ¢ then SC¥ is defined as {{x=y} Ucsc | SC(tc' A tc,)}

Definition 6-9 (Update and Merge operators) the update operator UPDATE
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For two credentials sets is the union of the two set (AND operator) (i.e.,

Cl UPDATE C2= CI1 AND C2, where Cl and C2 are credentials sets) .

Let CSC be a set of synchrounous clocks constraints. We define CSC|,

={csc | esc ECSC and csc is of the form x=y+a, y=x+a, xy+a, y<x+a),

cse
UPDATE(SC, SCLy)={(CSC\z=%  |,) UCSC’| CSC € SC, CSC’eSC’

Let  be a product transition with time constraint tc’=(tc',tc’) and clock
reset {x,y}, UPDATE(SC, ¥)=UPDATE(SC,SC’(¥),{x,y})

for two credentials sets is the logical disjunction of the two set (OR opera-
tor)

*  MERGE(SC,, SC;)= SC; USC,

Definition 6-10. (Cumulative path in the product automata): PA* = ((s/.si )
Cumby 1.2 | 2 CumFh 12
= (Si+1,8i+1 )y O (S0 ,Sy” ) = (Sp+1,Su+1” ) IS a cumulative path in the

product automata A” = (S, sf’; T'; F¥) where

OStates (s,-l K s,~2); g, (Snl; Snz) €.
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T1Each cumulative value “wmV is the set of cumulative values which is the UP-
DATE of the previous set of cumulative values €¥M¥ia  and the current set of
Value V; where V; is the set of values on the transition between the state ((s,-l,sl-z )
and (s,-+1],s,»+12)) and Swemly =y,

0A complete cumulative path in the product automata is the cumulative path which
starts with the initial state (s,'; si° ) and ends with a final state (s/ ; sf2 ) EF.
Definition 6-11. (Co-accessibility of a state in the product of automata) A” = P' x

P =(S; sf; T'; F’) is the product of automata of two TBP, P! and P, state (¥ ai K

57 ) €Sp is co-accessible if there exist two paths PA" and PA’ where PA’ = ((551 K

7 1 2 i 2
57 ).PA". 5F ; %F )) and (°F ; °F ) €F.

Definition 6-12. (Compatibility in terms of product automata assigned with AC)
Protocols P! = (SI,' sol; T X FI), proz‘ocolP2 = (Sz; soz; T Xz;FZ), and A” = (S,

sd; T F¥) is their product automata, we say that P' and P* are compatible using

their product automata if there is a relation R € S1 x S2 where for all (s/,s{ ) €R:
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V(s st s my el te!)ET, 3 (57 s’ s m'; pliste’) €T, where (s/'; 57 siy'

Si+12 ; M K c,-I andpl,-z N Z‘C,-p) €T and (Si+11,Si+12) ER.

OV s s miels xis tel) €T, 3 (s si' s m'; pl's xi'; tel) € T', where (s,

]

2 1 2. %8 . 2 . 12
st isil psiel s el and pli ;s tef) €T and (s i) ER

O (sicr sir’ ) €S is co-accessible, there is a path in the product automata from

this state to final state.

D(S()],S()Z) ER

Cumb

UFor all the complete cumulative paths PA" = ((sol,so2 ) ;ﬂ*(sﬂs}z ), 0 ,'(s,,l,s,,2

Ty gy T
W

) — (SusrSuii” ), in the product automata, in each transition, each policy is

satisfied by the set of cumulative credential values on this transition and the inter-
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section between the time constraints and the cumulative time constraint value is

equal to the time constraint of the sending transition.

The previous definition is used as a base for the compatibility checking algorithm
between two protocols in terms of product automata with time constraints and AC.
The algorithm which is used for checking the compatibility between two protocols
in terms of product automata with time and AC can be divided into two parts. The
first part is for checking compatibility in terms of message exchange. This algo-
rithm can be implemented by constructing the product automata and traversing
through it, starting by the initial state, using breadth first approach and checking
that if there is a state is not included in this relation set R (i.e. each state have two
corresponding states of the two protocol and all the outgoing messages from this
state in one protocol can be received by the another protocol and the time con-
straints satisfied), then the algorithm stops and the two protocols are not compati-
ble, else if all states in the product automata are included in this relation set then
the two protocols are compatible in terms of message exchange. This is shown in
Algorithm 6-1. The second part is for calculating the cumulative credentials and

time constraint on each transition on the product automata.

Algorithm 6-2 presents the second part of the algorithm. The idea of this algorithm
is to use the queue data structure to cumulate the credentials and the time con-
straints. Each element of the queue consists of the state, cumulative value (creden-
tials or time) corresponding the protocol P/ in this state, and the cumulative value
corresponding the protocol P2 in this state. The algorithm traverses through the
automata for updating these values of the states and in the same time updates the
cumulative value on the transitions. After calculating the cumulative values on
each transition, if any ACP related to one of the two protocols on any transitions is
not satisfied by the cumulative credentials on this transition related to the other
transition or the time intervals intersection is not equal to the time intervals of the
sending messages, then the two protocols are not compatible in terms of AC or

time.

Algorithm 6-1: Compatibility between two protocols using product automata in terms of
message exchange

Input: PI = (S'; s)/; T'; F') and P2 = (§°; 5,°; T°; F°) and their product automata 4” = (S, s,/
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7 F)

Output: checking compatibility result: The protocol P' and P are compatible or not.
E. //set of compatible states in s".

E.. // set of co-accessible states in E.

Chnessage // boolean variable set to true if the two protocols are compatible in terms of message

exchange and false otherwise.

modifiedEca < true // Boolean variable used for verifying the co-accessibility, it is true each

time E., changed.
E. € (Sol; Soz)

//finding the couples of compatible states in S”

Foreach (s;' ;s ) € S” do

//verifying the output message from P’

V(s s s mte) €T

.
If 3 (siz; siﬂz sm'; tciz) € T? , Where (si'; si2 ;siﬂl ; SMZ ;e tcil) € T° and (sml,siﬂz )ER

then
Continue
Else

Return false

End

//verifying the output message from P2
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V(siz; siﬂz ;m’; tciz) €T

—_—

1 1 + 1 1 1 2 1 2.0 2 1 2
If 3 (Si ;) Si Mo G ) eT , where (Sj 5 Si 5Sit1 5 Six1 ;*” 5 tc ) € T? and ~(Si+l 5Si+1 ) ER
then
‘ Continue

Else

Return false

End

End

E. € E. U[ (s8]

//verifying the co-accessibility of states in E,
Eca = Ec N (sf1 5 sfz )

While modifiedEca = true do

modifiedEca = false

Forall (s;' ;s”) €E, ¢ E, do
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If El(sj1 ; sz ) € E, and ((sj1 ; sz ); (si1 ; siz );my; tcli ) € T then

E.€ E, U (si1 o s’ ) and modifiedEca €< true

End

End

End

If E. - E, #0 then
Return false
Else

Cinessage =1TUE (the protocols are compatible in terms of messages changes and time)

End

Complexity analysis: Let 77 and 72 be the number of transitions of the two proto-
cols PI and P2 respectively, the construction of the product automata will take (77
x T2). As aresult, the complexity for the algorithm will be O(T1 x 72).

Algorithm 6-2: Compatibility between two protocols using cumulative product auto-
mata in terms of AC and time.

Input: P1 = (S"; so'; T'; F') and P2 = (S?; s¢°; T% F?), product automata AP = (SP; so; T%;
FP)

Output: protocols P1 and P2 are compatible in terms of AC or not.
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1- Calculate the cumulative values on the automata.

1 . . .
Vi : Cumulative value corresponding to protocol P' and assigned to the state s;.

=
Vi : Cumulative values corresponding to protocol P? and assigned to the state s;.

1
¥ii : Cumulative values corresponding to protocol P! and assigned to the transition between

si and s; (i.e. union of set of values in those transitions).

2
¥ii : Cumulative values corresponding to protocol P? and assigned to the transition between

siand s;.

3

1 . . .
Fi : The policy on the transition t; in the protocol P1.

1 . . o
©i : The cumulative credentials of the protocols P1 on the transition t; on the product

automata

tc;": the cumulative time constraint of the protocols P1 on transition t; in the product auto-

mata.

for each state s; € output(sy) do

1 1
Yi ="Vni
2 2
Yi ="Vni

7
ENQUEUE(s; Vi ; %)

while Q # empty do

Temp Q =DEQUEUE(Q)

. 1 .2
foreach s; €output(s;) in (s;; *i ;%i )=Temp_Q do

Vi temp="
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2 2
Vi temp="
1
if Y # null then
W' _(wdi™l  UPDATE v ) MERGE ¢f

else

%' —(vii"l UPDATE vi*)

it % # null then

% _(vill'2 UPDATE v# ) MERGE v}

else

W _(wi'Z UPDATE v#)

Vi —Vii UPDATE v
Vi —Vii UPDATE v’

1 1 z z
if= (i ="i*temp)and *i #null and (i == "i* temp) and *i # null)) then

=

1 2
ENQUEUE(Q; s;; Yi ;Y1)

1
i

i z
2-if VEi , €

. . . e .
=P satisfied and (tc;' N te? =t¢;') , and V#i, & = 7§ satisfied and

1 _ L . . 2 _
(tg;| N te? =tciz) where € = v;' which is calculated in step 1 for credentials, € =
. 1 _ L. . . i _ .
vii(credentials), ¥ = v;' which is calculated in step 1 for time, € = v(time)

then
Th¢ two protocols are compatible in terms of AC and time.
Else

The¢ two protocols are not compatible in terms of AC or time.
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Complexity analysis: Let 77 and 72 be the number of transitions of the two proto-
cols P’ and P’ respectively, the construction of the product automata will take (77
x 12). The calculation of the cumulative credentials will take number of states in
the product automata |(S7 x S2)| multiplied by the size of the longest non looping
path multiplied by |(S x S2)| (i.e. cumulative credentials takes |(SI x S2)]’) . As a
result, the complexity for the algorithm will be (71 x T2) + |(SI x S2)[°).

Example 6-3: In this example, a business protocol of a web service performing two
operations with two different AC and a client service that interacts with this service
are presented in Figure 6-6 and Figure 6-7 respectively. Figure 6-8 and Figure 6-9
show the product automata of the two protocols and the graphical representation of
the used ontology. Note that the compatibility of the two protocols partially de-
pends on the subsumption relation between school and student cards. Using the
ontology, the two protocols are compatible because the (School student card) is a
(student card).

m2(+),null,[0,5]

m3(+),Librar SQullL[5, 0]
m3(+),visa,[0,5] membership c3

SO0

m1(+),student card,[o,oo[KD

m2(-),null,[5,0]

’[o’oofn3(+),vis :

m3(+),Library
membership card,[0{5]

836

m4(-),null,[0,e[

Figure 6-6: Business protocol of web service performs two operations.

m2(+),null,[5,00] m2(-),Null[0,3]
s’ S s72 g3 -84

m3(-),Library s
m1(-),School student membershi m4(+)’nu“’[o'ai[m m2(+)null >, E
card,[0,o0] '\\/ card,[0,4[ 'U ”

Figure 6-7: Business protocol of a consumer needs to interact with the service in

Figure 6-6.
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“m2.null 0,31
. mZz,null, U,
m2,null,[5,ec] S181)  —»

(0.5 m3,Library P -
d membership card, m4,null,J0,cc O m2,null,[5,a0] ‘O
‘ ,[0,e¢[,PO=School Pl=Library <

student card membership card card (52,83) (8'3,89) (5'4,58)
[0.4]

Figure 6-8: Product automata of the two protocols of Figure 6-6 and Figure 6-7

assigned with AC.
isa
Student card sa

School card University student card Professor card
hascredentia hascredential \ﬁlscredential
Conference papers Journal papers

Library papers

Figure 6-9: Graphical representation of resources ontology linked with the creden-

tial ontology.

6.2.2 Replaceability

In our work we are interested in two types of replaceability analysis: full re-
placeability and replaceability in terms of interaction with specific consumer. Proto-
col P’ can be fully replaced by protocol P’ if and only if all the protocols that are
compatible with P’ are compatible with P°. Protocol P’ can replace P’ in terms of
interaction with consumer protocol P’ if and only if protocol P’ is compatible with
P’ which is compatible with P’.

Definition 6-13 (Intersection automata) The intersection automata A' of two timed
business protocols with AC, Pl = (S]; s,;],' X7 FI) and P> = (Sz; s()z; X T FZ))
is defined as A = (Si,' so s T XP F) where:

115 |



CHAPTER 6 WEB SERVICES ANALYSIS

08 =8"x 8

N = (s01 N s02 )

(T is the greatest subset of ((S' x &) (S'x &%) x (Mx 27 )v (M xpl')) xX x

) such that for all transition ((s;; s7) ; (Sisi's Sivi); Ty pl'; ¢ te}) €T there

. . 1 1 1 1 1 1 y 2 2 2
exist two transitions (s;'; S+, mi;(pl orc’) ; x;i ; tc;) €T and (s7; sie1”; m;; (pl

or cz) K x,-2 K tc,»z) €T’ with :

O tCii:( tCi], fC,'Z)
1 polarity(m;; P') = polarity(m;; P°) and

[ If polarity (m;; P*?) = - then ¢ =(c{ and ¢i)

O otherwise (m;; PJ’Z) =+ then plf =(pl,«] andpl,«z)
F =F'xF°
Definition 6-14 (Replaceability in terms of intersection automata) Protocol P' =
(SI; sol,' T X F]), protocole = (Sz; 502; T; XZ,'Fz), and A" =P' NP’ = (Si,' so: T
F') is their intersection automata, we say that P' can be fully replaced by P’ using
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their intersection automata if there is a relation R €SI x S2 where for all (s{,s; )

ER:

Vs sl s omis plls tel) € T 3 (57 s mi's plis te) € TP where (s

2 1 2 f i 1 1 1 2
Si SSi+vr s Si+1 5 M ' plil N tc,") ET, Cll’ld.(SiJr] ySit] ) ER

(] V(Sizi Siel s mi; iy iiz) eET 3 (Si]; sivl omi; el iil) €T, where (Si],' si s

—

2 i .2 { 1 2
sisi’ s Mol 1 if) €T, and (512 5147 ) ER

O(siifsir” ) €S is co-accessible, there is a path in the product automata from this

state to final state.
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O (S()J,S()Z) ER

A LERTACE
[IFor all the complete cumulative paths PA' = ((s¢',s4° ) = (si1/,81:,°) ; U

EFITRLR)

1 I 20 - . . .
(80,80 ) (Sp+1,Su+1” ), in the intersection automata, any set of credential

satisfy the cumulative policy Blii can also satisfy the cumulative policy Pi and
cd S CE,

The algorithm for checking the replaceability uses the same mechanism which
is used in the compatibility algorithm. The idea is to traverse through the intersec-
tion automata starting from the initial state and checking the mentioned properties
of the relation R. The second part uses the same technique as algorithm 2 but in-
stead of calculating the cumulative credentials it calculates the cumulative policies

for the first protocol P’ and the cumulative credentials for the second protocol P-.

For all policies in the intersection automata, any set of credential satisfy PIT can

2
4

. : . 1 . .
also satisfy the cumulative policy £'¢ and the set of credentials c! is a subset of

the set of cumulative credentials €7 . The complexity of this algorithm is the same
as the complexity of the compatibility algorithm because they use the same mecha-

nism but with different way of manipulation.

Proof 6-1: Compatibility in terms of automata implies compatibility in terms

of interaction trace.

Given P(S,so, T.X,F) and P(SLis[4, TLXLIFL) are two TBP, and 4” = (S, s/, T'; X,
F?) is a product automata, suppose we have tr =(Sy,Slgm;,mlj, t;, S, S0j),
(S, S mym0g, to, So, SB) .00, (Si.,SH,m,m0 t;, S;,ST) is a partial interaction trace.

We have P and Pllare compatible in terms of automata so there is a relation

RS SxSCwhere for all (S;,S[;) ER:
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V m; € output(S,), if polarity (m;,P) = - then 3 I(S;, Sx1,m,tc) € T and 3

I1(ST Stk ml tel) € Thiwhere C; € pli; ( C; is the set of credentials and

pl is the ACP), and 3 1,(S, SLI™t, tiy, Sivs, SGhs) €Tp, and (S;1,STk) €

R, which implies that there is a new transition added to the partial interac-

tion trace #r is(S; S0J m; ,,8::1,80) ;) and because (S5, S0L;) 1S co-
accessible (there is a path to the final state) then the interaction trace

IT(tr.(S,;, ST Ty ,t,8;+1,S0k;) can reach a final state. Therefore /7(¢r.(S,
St iy ,t,8:+1,80k ;) 1s start by initial state and ends by final state so it is

included in a complete interaction trace.

V mUJE output(S[), if polarity (m;,P0) = - then 3 I(S;, Si+; m;', tc) € T and

3 IS} SGiky, i, tcl) €TCwhere CIJ C pl;*, and 3 L,(S, ST Wi | 114y, Siay,

Slik;) €Ty, and (S;+,,S0k ;) € R, which implies that there is a new transition
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added to the partial interaction trace # is (S;, STJ y 1,811,800 ;) and be-
cause (S;+;,S0 ) is co-accessible(there is a path to the final state) then the

interaction trace I7(¢r.(S;, S0} , M¢,1,8:+,SGk;) can reach a final state.

11y

Therefore, IT(tr.(S;, ST} ™*¢,¢,S:+,,S0k,) is start by initial state and ends by

final state so it is included in a complete interaction trace.

Proof 6-2: Compatibility in terms of interaction trace implies compatibility in

terms of automata.

Given two TBP P(S,s, T,.X,F) and P(S[k[4 TLXLIFT) are compatibles in terms of

interaction trace /7.

e If V IT that starts at (5,509 and ends (S,+,SLi+; ), (i.e V tr € Tr,(P,P)

with tr =(S0,S@,m1, t;, S, Sﬂ), 0., (S,,.;,Sj-bmn,tn, Sn,SQ))

O Ifv my+g and Vf,,Jr] if 3 (Sn,Sn+1,m_n+],[C(n+])) € T then 3 Sng] (S S]

where the interaction trace I7(tr.(S,, S0, ™+ 1,.,,8,:,Sk1) is

included in a complete interaction trace. Transition(S,, S}, "7=1
v 1,Sn1,S0i+7) in the previous interaction trace implies that in all

partial interaction trace transition which resulted from the transi-

tion (S, Syt .M yiptcmin) € T where C; € pl . So, this presents

the first property of a relation R where (S,,S0)) and (S,+,S0}+1) ER.
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Since IT(tr.(Sy St T2 t,.1,,:1,S0)+,) is includes in a complete
interaction trace so (S,S0) and (S,.;,S0)l;) are co-accessible
which is a second property of the relation R. This interaction trace
is starts by the initial state, so there is a path from it to the final
state and because # is included in complete interaction trace so
this state is co-accessible which is a third property of the relation
R.

If vmer] al’ld thJr] lfﬂ (SQ,SQH,WZD,H,IC@,H)) E TDthen 3 Sn+] E

S, where the interaction trace I7(#r.(S,,SL), " % t[)},1,S,+1,S0};) is

included in a complete interaction trace. Transition (S,,ST}, Mliag
,t00+1,8,+1,80)+,) in the previous interaction trace implies that in all

partial interaction trace transition which resulted from transition

(STLSLer,mTyiptcTyir) €TOwhere CTJC pli™. So this presents the

first property of a relation R where (S,,S[)) and (S,+5,S0+1)ER.

Since IT(tr.(S,, S0, :”‘;_'Hi Jd+1,8,+1,80)+;) 1s included in a com-
plete interaction trace, so (S,,S0)) and (S,+;,S0)+;) are co-accessible
which is a second property the relation R. This interaction trace is
starts by the initial state, so there is a path from it to the final state
and because #r is included in complete interaction trace so this

state is co-accessible which is the third property of the relation R.

As a result, each state in the partial interaction trace is based on the previous defini-

tion of the compatibility in terms of interaction trace is belongs to the relation R.
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And all the properties required in R are satisfied by the definition of the compatibil-

ity in terms of interaction trace.

6.3. Implementation

The compatibility and replaceability algorithms are implemented and used as a
verification tools on the COMPAS’ (Compliance-driven Models, Languages, and
Architectures for Services) project. This software package consists of an eclipse
plug-in for editing business protocols and a library for checking compatibility and
replaceability between web services using their business protocols. The access
control specification, as an example of data constraints, is presented using the on-

tology in this package.

In our implementation, the ontology is created in a (*.owl). For example,
Figure 6-9 describe an ontology taxonomy and Listing 1 presenting the
(*.owl) file contents of this ontology. As it is possible to see in the last part
of the Listing 1, there are some individuals that belong to the class taxon-
omy.

<?xml version="1.0"7?>

<rdf :RDF
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:protege="http://protege.stanford.edu/plugins/owl/protege4"
xmlns:xsp="http://www.owl-ontologies.com/2005/08/07/xsp.owl#"
xmlns:owl="http://www.w3.0rg/2002/07/owl4"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema#"
xmlns:swrl="http://www.w3.0rg/2003/11/swrl#"
xmlns:swrlb="http://www.w3.0rg/2003/11/swrlb#"
xmlns="http://www.owl-ontologies.com/prova.owl#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
xml:base="http://www.owl-ontologies.com/prova.owl">
<owl:Ontology rdf:about=""/>

<owl:Class rdf:ID="Journal papers">

<rdfs:subClassOf>

<owl:Class rdf:ID="Library papers"/>

</rdfs:subClassOf>

http://www.compas-ict.eu’
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</owl:Class>

<owl:Class rdf:ID="card"/>

<owl:Class rdf:ID="Professor_ card">
<rdfs:subClassOf rdf:resource="#card"/>
</owl:Class>

<owl:Class rdf:ID="University student_card">
<rdfs:subClassOf>

<owl:Class rdf:ID="Student_card"/>
</rdfs:subClassOf>

</owl:Class>

<owl:Class rdf:ID="Conference_paper">
<rdfs:subClassOf rdf:resource="#Library papers"/>
</owl:Class>

<owl:Class rdf:about="#Student_card">
<rdfs:subClassOf rdf:resource="#card"/>
</owl:Class>

<owl:Class rdf:ID="School card">
<rdfs:subClassOf rdf:resource="#Student_card"/>
</owl:Class>

<owl:SymmetricProperty rdf:ID="hasCredentiall">
<rdfs:range rdf:resource="#card"/>

<rdfs:domain rdf:resource="#Journal_papers"/>
<rdf:type rdf:resource="http://www.w3.0rg/2002/07/owl#0ObjectProperty"/>
<owl:inverseOf rdf:resource="#hasCredentiall"/>
</owl:SymmetricProperty>

<owl:SymmetricProperty rdf:ID="hasCredential”>
<rdfs:domain rdf:resource="#Conference_ paper"/>
<rdf:type rdf:resource="http://www.w3.0rg/2002/07/owl#0ObjectProperty"/>
<owl:inverseOf rdf:resource="#hasCredential"/>
<rdfs:range>

<owl:Class>

<owl:unionOf rdf:parseType="Collection">
<owl:Class rdf:about="#Professor_card"/>
<owl:Class rdf:about="#Student_card"/>
</owl:unionOf>

</owl:Class>

</rdfs:range>

</owl:SymmetricProperty>

<Library papers rdf:ID="L1"/>
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<Student_card rdf:ID="S1"/>
<Journal_papers rdf:ID="J1"/>
<Conference_paper rdf:ID="C1"/>
<Professor_card rdf:ID="P1"/>

<card rdf:ID="cl"/>

<School card rdf:ID="Scl"/>
<University student_card rdf:ID="ULl"/>

</rdf:RDF>

Listing 1: Representation of the (*.owl) file of the AC ontology presented in
Figure 6-9
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Chapter 7. GENERAL SPECIFICA-
TION APPROACH

In the previous chapters, we discussed the modeling and analyzing of Web services
interoperability in the presence of some important parameters such as time and AC.
This chapter presents a general approach in which we can perform our analysis in

the presence of many parameters.

7.1. Introduction

The interaction between the Web services depends on the behavior of each service.
This behavior is presented by the business protocol. If the Web service is consid-
ered as a Web resource, then the business protocol of it can be seen as a general
constraint that must be satisfied during the interaction. The business protocol can
be simple and only includes the order of the messages that can be presented by the
service. But the majority of service includes more constraints such as the access
control policies and the time constraints. Therefore, there is a crucial need to enrich
the business protocol with all the possible constraints that are required during the
interaction. As a result, modeling and analyzing web service behaviors after includ-
ing all the possible constraints needs general approach. In this approach, we will
model and analyze the Web service behavior after including all types of the con-
straints. Thus, each transition in the business protocol is assigned by a message
with a set of constraints. We will call this Cmessage specification] The message
specification consists of a message name and a set of attributes such as
XMLSchema, ACP, credentials, privacy, meaning, and time.

7.2. Abstract interpretation

Model Checking technique takes into account every possible state of the system
and determines if it is consistent with the designer's specifications. But, this tech-
nique is limited by the size of the systems it can analyze. For example, the concrete

semantics model of a program (the set of all its possible executions in all execution

125 |



CHAPTER 7 GENERAL SPECIFICATION APPROACH

environments) is not computable. All the non trivial questions on the concrete pro-

gram semantic are undicidable.

Abstract Interpretation [52], by contrast, doesn't attempt to look at every possible
state of a system, but to develop a simplified approximation of a system that pre-
serves the particular properties that need to be assessed. This makes it possible to
analyze very large, complex systems, but with less precision than is possible with
model checking.

Each message specification constraint is an abstract domain for a set of instances
values (concrete values) and the relation between these constrains and its instance
values is a Galois connection relation [51] which is a part of the abstract interpreta-
tion theory.

Definition 7-1. Galois connection: (A, <) and (B,C) are posets; a pair o :A—B

and y :B—A is a Galois connection iff {Vu € A, Vv € B, a(w= = y(v)} and is

(4,55 (5,5, E)

written as

In the Galois connection, the functions a and y are called concretization and ab-
straction functions respectively. In our approach, each specification value is pre-
sented as an abstract domain and the concrete domain is the set of the instances that

satisfy this specification.

7.3. Formalizations

Each message specification consists of a set of attributes presenting the different
types of the constraints. These specifications attributes have domains of specifica-
tions. There is a set of operations that can be applied on these attributes such as
subsumption, intersection, and composition.

Definition 7-2: Specification attribute domain E is consists of:
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o A lattice (SV, Lisy ,Msy, Ssy) of specification values (SV)

o A set ] of instance values

e An instantiation morphism, f;: SV — 2'

o Subsumption partial order < on SV, such that f (sv) Zf (sv() &SV €SV

e An annotation function : f, : XML"— (XMLx1I)" where XML refers to the
set of all message in an xml format.

o Annotates the last element of the sequence: if f,(xms.xm)=XMS.XM, then
faxms)=XMS, where xms refers to the sequence of messages before anno-
tation, xm refers to an xml message before annotation, XMS refers to the
sequence of messages after annotation, and XM refers to an xml message

after annotation.

The relation between the lattice (SV, sy ,/Tsy, Ssy) of specification values and

the lattice (2',E) of instances value is a Galois connection. If the specification

doesn't contain some attributes, we will put default values for these attribute. The
credentials specification attribute domain E(Credentials) ={Visa, Master Card, ID
Card, Driver license,[1.} is an example of a specification attribute domain. The set
of the specification values of the credentials is a poset and each specification value
has a set of instances. The subsumption between the specification values means

that the set of the instances of the subsumed specification value is included in the
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set of the instances of the other specification value. The annotation process deals
with the instance values and in each transition the current instance value is anno-
tated to the message with the previous values that are provided in the previous tran-
sitions. For example, the credentials instance values on each transition are the cu-
mulated credentials which are provided in the previous transitions and instance

value in the current transition.

Each transition of the business protocol will have different specification attributes
such as the ACP and time. The specification attribute domain of these specification
attributes is the composition of them.

Definition 7-3: Composed specification attribute domain is a tuple (SV .. I
Flious, Facas) Where:

o POS@t(SVms, —CScas):(SVas] X SVaSZ X [ X SVasny —CScas)

Where (SVys,..., SVasn) S scas (SVast,-or, SVidsn)

II‘f‘SVa‘?I—Cas]SVQsI and U and SVasn—CasnSV;]sn

o Jo=lo X U Xy, xmy — XM.(y,L,)
* Ficas(SVas] U SVasn) :ﬁasl (SVasl) x ><_ﬁasn (SVasn)y xm — XM
L4 Facas (xm) :(ﬁzasl(xm): [ 5 ﬁzasn(xm)y xm-y _)Ly

An example of a composed specification attribute domain is E ,,={4ACP=(Visa, ID

Card, Master Card, Driver license, [1), Time=(tl € [1,f, t2€ [2,10[,[] ), Mean-
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ing=(request ID , Response, confirmation ,[].), XMLSchema=(m1.xsd, m2.xsd,[1),
(Credentials=(Student Card, Visa,[])}. This attribute domain E,, contains a set of
specification attribute domains for a set of specification values such as the ACP,
Time, Meaning, XMLSchema, and Credentials. Each specification value has its
specification attribute domains. For example, the specification attribute domain of
the ACP specification value is (Visa, ID Card, Master Card, Driver license, [1)
and the specification attribute domain of the XMLSchema specification value is
(ml.xsd, m2.xsd,[1). The initiation function assign for each composed specification
value a set of instances by assigning to each specification value the set of instance

that satisfy this specification.

Definition 7-4: (Message specification (ms) and Message instance (m)) ms is a set
of specification values associated to the message and m is a concrete message that

matches certain message specification

An example of message specification is ms={ACP=(Visa), Time=(t1€ [1,10[ ),

Meaning = (confirmation), XMLSchema=(ml.xsd), (Credentials=(False)}. The
concrete message m is the message that satisfies all the previous constraints by
containing instance values satisfy all the specification values. In other words, the
message m must contains a visa card , the value of the clock ¢/ must be between the
one and the ten when this message is sent, the meaning is a confirmation, and the
structure of the message m must be compatible with the schema described in the
ml.xsd file.

Definition 7-5: Message annotation is the process of annotating sequence of mas-

sages matches a service protocol using annotation function f,: (XML x T ) "—I.

Each attribute (constraint type) has a way of annotating; ACP attribute value of a
message is annotated as the union of all ACP declared in the previous messages
and did not receive its equivalent credentials from the other party. The credential

can be annotated as the sum of all the provide credentials in the previous message.

Definition 7-6: Annotated message as an instance of message specification, We
say that an annotated message m1 with attributes (4; (vi), Ax(v2), [ A, (v,) , where

(4;, A3, ..A,) are attributes and v,,v,,v; are annotated values for these attributes,
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is an instance of message specification (n,SV;(c;),0., SV.(c,)), where n is the

specification name and c,,c;,..c, are the sets of instances values for each attribute ,

if ¢;=Fg(SV)) and v;€ ;.

For example, the set of instances for the XMLSchema= (ml.xsd) includes all the
instance XML messages that can be validated by the XMLSchema which is present
in the m1.xsd file and the set of instances for the ACP =(Visa) is all the instance
that have a visa card and the composed instance set is all the instances that satisfy

the specification.

The new definition of the business protocol includes the constraints in terms of
message specification. We call this type of protocols [General Constraints Busi-
ness Protocols[] From the point of view of message specification definition, time is
considered as one of the attribute specification domain. Therefore; the definition of
the constrained business protocol does not explicitly mention the time but embeds

it in the message specification.

Definition 7-7: General Constraints Business Protocol (GCBP) is a tuple P= (S,
so, T, X, F) where:
O Sis a finite set of states.

0 sg is the start state of protocol P and Sy € S.

[ Xis a finite set of clocks with set of clock reset CR € X.
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) Tis a finite set of transitions with :T €8 xMS x {-,+}x CR x RK, a finite

set of explicit transition where MS is the set of message specification (ms)
assigned to the explicit transitions and CR is the set of clock reset. RK is
the set of variables reset, if there is no dynamic variables in the protocol,

then this set is always empty.

() F £ Sis the set of final states.

Definition 7-8: Attribute subsumption, attribute E with set of instances [; is sub-
sumed by attribute EUwith set of instances 1, if I} is subset of I,. If the specification

doesn't contain some attributes, we will put default values for these attributes.

The default values of the attribute depend on its type. For example, if there is no
ACP, the default value is [truelJand for the credentials the default value is [Falsel]
In the case of time, the default value is the time interval from zero to infinity.

Figure 7-1 shows an example of two Web services business protocol with general
constraints messages specifications. Each business protocol is consists of a set of
states with a start state and an end state and a set of transitions with a set of clocks
reset and message specifications. The message specifications on each transition
consist of a set of attributes such as the ACP, credentials, time, XMLSchema, and
meaning. Each attribute is assigned with a specification value or a default value.
For instance, the transition between the states s2 and s3 in the protocol P/ has a
message specification value :(ResourceReqSent(-) (XMLSchema {m3.xsd}, Cre-
dentials{False,}, Meaning {resource request }, ACP{True}, time{t1[0,10[}) with a
default values for the ACP={True} and Credentials={False} which means that the
service in this transition does not require an access control policy and does not

provide credentials respectively.
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. 2 < LoginVerRec(+}(XMLSchema ResourceReqSent(-) ResourceAccesInfRec(+}(XMLSch
LoginReq(-) (XMLSchema (XMLSchema {m3.xsd}, ema{m4.xsd},Credentials{False,},

P1 i i {m2.xsd} ,Credentials{False,}
{ml.xsdj Credentials{Visa,}, i kY Credentials{False,}, Meaning ~ Meaning{recieve resource access

: ; Meaning(login confimation },
Meanlngﬁ:l“gel?t};“t;l’ﬂrﬂe} ACP{True), time{true}) {resource request }, ACP{Tru?,,\infromation},ACP{True},time
’ 1 s2 time{t1[0,10[}) s3 {true}))
p e )Tl w

ResourceRecRec(+} ResourceAccesInfoSentResourceA
. (XMLSchema {m3.xsd},  ccesInfoSent(XMLSchema{m4.xsd
LoginRec(+)(XMLSchema  LoginVer(-) (XMLSchema Credentials{False,}, Meaning },Credentials{False,},
P2 {m1.xsd} Credentials{False,}, {I2-Xsdj Credentials{False,}, {resource request reception},  Meaning{send resource access

\QMeaning{login}, ACP{True} Meaning{login confimation }, ACP{Visa or Student card}, __ infromation} ,ACP{True} time
S0

timeftrue}) @AC"{T'“%“'“E{"“"@ time{t1'0,20{}) @ {trued)) o
o AN 2 N AN t4'

Figure 7-1.Two Web services business protocols with general constraints mes-

sages specifications.

Definition 7-9: (Messages Specification subsumption) message specification msl

with set of attribute (E;, E>, E,) is subsumed by message specification ms2 with set

of attributes (ELj, E'J., EL,) if for each 1 <i<n, and 1 5 <n, IE; S E[}.

An example of message specification subsumption can be seen between the mes-
sage specification (ms!) on transition between the states s0 and s/ in the protocol

PI and the message specification (msI[) on the transition between the states s[0

and s[] in the protocol P2 in Figure 7-1 where ms! & msi[] We can notice that the

credentials attribute in the message specification ms is (Visa) but the ACP has the
default value (False) which means that the first service provides a credential and

the other service does not need credentials in this transition.

Definition 7-10: Messages specification intersection (ms N\ ms[) is a message
specification mswith a composed attribute specification such that each attribute
value in this specification is the lower attribute value of each pairs in the argument
messages ms and ms[ by comparing the tuple of theses messages as to point com-

parison.
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The message specifications intersection is used in the process of the product auto-
mata creation of two GCBP. This intersection produces a new message specifica-

tion with the set of instances that is included in the original specifications.
Definition 7-11: Conversation is a sequence of XML messages instances.

Definition 7-12: (Conversation w.r.t business protocol) a correct conversation
w.r.t BP is a sequence of XML messages instances that can be recognized by the
protocol where each message instance satisfies the corresponding message specifi-

cation.

Definition 7-13: Interaction trace between two protocols P and PT): Interaction

trace IT is a sequence of the form ((S,, SU, ey , Sivn, SGkp)): where S;, Siv; €S of

protocol P, and ST} STk, € S of protocol PUand , ey define the annotated mes-

sage on the transition and the two direction arrow means that it can be input or

output depending on the polarity of output messages from states S; and ST

Definition 7-14: Correct interaction trace w.r.t two protocols: Interaction trace

IT is a sequence ((S;, SU} ﬁ“r:nn, Si+1, Stki))i. An IT matches a conversation be-

tween two GCBP P(S, Sy, T, F) and P{SLSGTLF ) if ¥ (S,S5) i1, Sy Siy)

in IT where 121 € (ms;.; N mslj) ).

— —
o IfMgra=Mg21 then
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3 J(S},Sjﬂ,mSjﬂ-) ET

o F(SHUShmsT, ) €T

o e = Mgar ghen

. 3(&,5}+1,msj+1+) eT.

. :7(S@S§L1,msl;l+[) EeTL]

Definition 7-15:(Compatibility in Terms of Interaction Trace) Two constrained
business protocol, P(S, Sy, T, X, F) and P(S[,) Slg, Tl) X1,) F) are compatibles in
terms of interaction trace IT

If V IT that starts by S,Sly and ends S,SL.(ie V tr € Tr,(P,Pl) with tr

=(S0,8%, M1, S, 87), 0., (S8, Mo, S,,87)
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o V myr € ms ey if 3(S,Sysms )€ T then 3 sOl., € SO and

F(ST)S e ,ms 1) € Tllsuch that IT(S,, ST, Mewea,S,.,S0)) € Try(P,P7)

and ™Ma = Wensa and the interaction trace IT(tr.(S,, Si,}, "#+1.8,.,,8011)

is included in a complete interaction trace

o V mll, €Ems ||, if 3 (SLSL,msTi)E TOthen Fs,e; € S and 3

(S, Syi,ms i) € T such that IT(S,, S0, Mw1,S,.,S0) € Tr,(P,Pl)

and Ty = Mwas  and the interaction trace IT(tr.(S, S0,
Mpas S, .80 ))) is included in a complete interaction trace.
The product automata definition supposes that the pre-processing operations such

as the removal operation of the implicit transitions of the business protocols are
performed.

Definition 7-16. (Product automata of two GCBP) P (S, Sy, T, X, F) and P[{S[STy,
T X, F[) are two CBP, we construct product automata of P and P[] A"=P xP[]
=" SL. T, F’) where:

o SCSxST
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L4 SOP_C(S(),S@)

o TPC ((S xSOX(SxSHx(MS N MS)) such that for all transition

((S;,S0), (Si+1,SUk ), M¥&w=1x) € T7 there exist two transitions (S;,Si+;,ms;+;)

€T and (S0)Sl,msll ;) € TOwith:

o WM&y = (ms. ;N msll,) is the message specification which re-
sulted from the intersection of the ms;+; and ms(}.; message speci-

fications.

o Polarity(ms;+;,P) # Polarity(ms}.,,Pl)

= [fpolarity(ms;+1,P) = - then M5y =M1 | and polar-
ity(msli, P} = +.

v [f polarity(ms[},,P) = - then WS par = Migag , and po-
larity(ms;.;,P) = +.

e [P CFxF[]
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Figure 7-2 shows the product automata of the two business protocols P/ and P2 of
Figure 7-1. In this automata, the name of each state is the names of the two states
of the corresponding states of the two protocols (e.g., the start state (s0,s[0)). Each
transition contains a message specification name and the message specification
which is the result of the intersection between the two corresponding message
specifications of the two protocols. The direction of the arrow on the message indi-
cates the sender and the receiver of the message from the two protocols in this tran-
sition. If the arrow is from left to right this means that the message will be sent
from the protocol which has the first state in the state name. For example in the
transition between the states (s0,s[0) and (s1,s[1) the arrow is from the left to right
which means that this message is sent from the protocol P/ to the protocol P2 and
vice-versa. The produced product automata in Figure 7-2 shows that the time inter-
section in the transition between the states (s2,s[2) and (s3,s(3) is ((¢/,¢1D[0,10]).
The time intersection is calculated directly because the two clock reset ¢/ in P/ and

tlI in P2 are corresponding to each other.

Before performing the compatibility checking, some attributes needs to be cumu-
lated. The most common example for these attributes is the credentials attribute.
The cumulating process enable the checker to identify in each transition what ex-
actly the provided information (credentials). For instance, in the protocol P/ in
Figure 7-1 the Visa credential is provided in the first transition and as a result this
credential is included implicitly in the credentials attributes in the next transitions.
Therefore, the credential attributes on the next transition that are used in the inter-
action must be updated by adding the previously provided credentials. This step is
performed after the creation of the product automata. The cumulating process for

credentials is explained in details in [63].

- -
. -— m. m4
ol m2 (XMLSchema {m3.xsd}, (XMLSchema{md.xsd},
P1xp2 (XMLSchema ml.xsd) (XMLSchema{m.xsd}  Credentials{False,}, Meaning ~ Credentials{False.},
,Credentials{P1-Visa,}, ;Credentials{False}, {resource request and reception}, Meaning{resource access

: : Meaning{login confimation Vi . N
Meaning{login}, ACP{True} . ACP{P2-Visa or Student card}, __infromation},ACP{true}
time{true}) o\ ACP{True), fimeltrug” 0\ time((tL419/0,100) /) time ftrue})
' s1,8" 52,82 s3s'3 o s 54
(.t (2,12 N (t3,43) NG
(t4,t4')

Figure 7-2. The product automata of the two business protocols P1 and P2 of

Figure 7-1.

The algorithm for cumulating one attribute is different than the algorithm for

cumulating more than one attribute. In case of cumulating more than one attribute
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on the message specification, the cumulating process cannot be applied on each
attribute separately. These attributes must be cumulated as combined attribute (i.e.,
the attributes that need cumulating in the message specifications will be put in a
tuple and treated together as one attribute during the cumulating process). Figure

7-3 shows the product automata of Figure 7-2 after cumulating the credentials.

Definition 7-17. (Cumulative path in the product automata with more than at-
EClky ol E ClRg . oCl )

tribute): PA* = ((s/.si ) Gisr sl ) 5 0 i(5hs0)

EClk, rCh B CIR v CR

Y (SuirSeir” ) is a cumulative path in the product automata
AP = (S sf; T'; F') where

(11 is the number of the attributes that need cumulating on the message specifica-

tion.

OStates (si' ;57 ); 1 5 (54 8,°) € S

" Each attributes BE L& roer CEN s the set of cumulative attributes which is the
union of the previous set of cumulative attributes BCi - 1Cla p) and the
current set of attributes Eell s TR} where Belb s TEHY is the set of at-
tributes on the transition between the state (s; and si.,") of the protocol P' and
50 - €2 = Eelga. SR} and each attribute ZC1E - CRY s the set
of cumulative attributes which is the union of the previous set of cumulative attrib-
utes ECTe-p 11 Chiens}  and the current set of attributes [Ec36 . cf)

where Be€l% oo €GN s the set of attributes on the transition between the state

(s’ and s;+,°) of the protocol P’ and ECI80 - CR) = BelGy i}

A complete cumulative path in the product automata is the cumulative path which

starts with the initial state (s,'; s,° ) and ends with a final state (sf] ; sz ) EF.
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. - a3 “nt
ml m2 (XMLSchema {m3.xsd}, (XMLSchema{m4.xsd},
P1xpP2 (XMLSchema fml.xsd} (XMLSchemafm2.xsd}  Credentials{P1-Visa,}, Meaning  Credentials{P1-Visa,},
(Credentials{P1-Visa,}, (Credentials{P1-Visa.l,  {resource request and reception}, Meaning{resource access

Meaning {login}, ACP{True] __Meaning{login confimation ACP{p2-Visa or Student card}, _ infromation},ACP{true}

timeftrue}) O\ ACP{Trug), timeftrug”™ N fimef(L,t19(0,10) /) time ftrue}))

: 51,51 52,5°2 53,53 sé.s4
(t1.41) (t2.2) NS N

(t4,t4')

Figure 7-3.The product automata of the two business protocols P/ and P2 of
Figure 7-1 after cumulating the credentials.

Definition 7-18:(path in the Product of Two GCBP), The A”(S', S, T, F') is the
automat product of two CBP, the path C=S,,S,,1.,S, is a succession of states of S

, Where VS;and S;.; €C, 3 (S;, Si+; mis;) € T'. Path is complete if it start by initial

state and ends by final state. The concatenation of two paths C;= S;,5,,1.,S; and

Co=8,8;:1, 0.8, if FI(S;, S;my) € T". This is can be written as C,.C,. If Cand CL

are two paths in 8" where |C) <=|C|, we say that Clis included path of C and can

be noted as CI€ C, if there exist two paths C; and C; of & such that C=C,.CLIC,

Definition 7-19. Each partial interaction trace is a path in the product automata.

Proof:

Put protocols P (S, Sy, T, X, F) and PI(S[)STy, TL) X[) FT) are two CBP and tr

=(8y,Slg,m;1,S;, ST, (S;,ST,mty, S5, S3) 01, (S.,S0,my S,S0) is a partial inter-

action trace between two protocol, this partial interaction trace present the inter-
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action between two  sequence of states and their messages(input/output)
,conversation, between two protocols. For instance, In the first protocol this se-
quence is (Sy— S; = 1.S,. and in the second is STj —STj, =0 .Sl if we determinate
the product automata of these two sequences, the result will be (Sy,Slj, M,;,S;, SLj),
(S,STAM,, Sy, S13) ,[1, (Si.1, S0, M, S,ST) , since from the definition of interaction

trace mt;€ M; N M[,00, m;€ M; N MTland from the definition of product auto-

mata, the message specification M’ ;= M;N\ MT},[1, M’= M;N MU)which leads to

m,€ M and that each partial interaction trace is a path in the product automata.

Definition 7-20. Co-accessibility of a State in the Product of Automata

AP=(S", S, 1", F’) is the product of automata of two CBP P and Pl state s;” € S is

co-accessible if there exist two paths ¢ and cCwhere c[= s{.c.s' and s; EF”.

The compatibility in terms of product automata definition supposes that all the pre-
processing operations are performed. These pre-processing operations include the
calculation of the cumulative ACP and the removal of the implicit transitions.
Therefore; the comparison operations between message specifications in the com-
patibility definition suppose that these message specifications are updated by all

the necessary pre-processing operations.

Definition 7-21. (Compatibility in terms of Product Automata) Protocols P (S, Sy,
T,X, F) and PI(SLS[4, T XT,) F[) are two GCBP, and A’=(S",S.,T", F') is their
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product automata, we say that P and POare compatible using their product auto-

mata if there is a relation RES*STwhere for all (S,S[) €R :

o Vms; €Eoutput(S;), ifpolarity (ms;,P) = - then 3 (S, Six; ms;) €T and 37

(St Stk msl]') € TO\where ms; Sms']" and 7 (S, SL;JM, Si+1, SGky)

€T’, and (Si+1,87:,) € R.

o Vmsl]Eoutput(SL), if polarity (mslJPl) = -then 3 (S0} Stk msl]) € TL]

and 3 (S, S;s;ms;") € T where ms'] Sms; and 3 (S, SL} MF: | Sy,

SLAH) ETD‘ and (S,'+1,S\.,’l+1) ER.
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o (S,S[) € & is co-accessible (there is a path in the product automat from

this state to final state.

e (S, Sy ER

7.4. Adaptive compatibility

The type of the constraint in each message on the Web services determines the way
of the annotations of the message for this type. Thus, we categorized the types of
constraints to more than one type. The first type is the constraints that are depend-
ing only on the instances values that will be provided in the current message. We
will call this type [history independent constraints[] The second type of constraints
depend on the instances values that are provided before this message. We will call
it Thistory dependent constraints[] In this type, the instances values can be cumula-
tive. For instance the ACP constraints on a message depend on the cumulative cre-
dentials of the previous messages. Time constraints are another type of constraints
which need a special treatment. Due to these different types of manipulations,
checking the compatibility with all of these different types of constraints in the
same time in terms of complexity is exponential and in some cases undecidable.
Therefore, we propose the fine-grained compatibility checking approach for mes-
sage specifications. In this approach, we decide before checking the compatibility
the types of the constraints which are needed to check and choose the algorithm
based on this. The choice of the compatibility checking algorithm depends on the
types of the constraints in which we want to check. The history independent con-
straints algorithm is applied in the first step. If the two services are compatible
then the other algorithms are applied.

The history independent constraints compatibility checking algorithms check the
message specification attribute constraints that do not depend on the history of the

provided instances. The message schema attribute constraint is an example of these
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type constraints. The instance messages of these schemas depend only on the cur-
rent message. This algorithm is a simple form of the algorithm which is used for
checking the compatibility of Web service with AC after removing the AC part.
This means that there is no need for calculating the cumulative ACC.

In the history dependent constraints, the compatibility checking algorithms check
the message specifications after updating the set of possible messages instances.
The updating can be cumulative as in the case of the ACC. For all cumulative at-
tribute constraints we can use the previous algorithms for checking the compatibil-
ity and the replaceability with AC.

Time constraints in the message specification are a special case for compatibility
and replaceability because time analysis varies from simple computation complex-
ity to a very complex computation complexity. The algorithms for the time analysis

are discussed in details in the previous chapter.
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Chapter 8. WEB SERVICES CHO-
REOGRAPHY

This chapter discusses the Web service selection for choreography implementation
based on the compatibility checking with access control. It starts by an overview
about the Web services choreography with AC. Then, it lists the formalizations
which includes the modeling of the Web services choreography and the compatibil-
ity checking analysis. Finally, the verification process is explained and the related
works are presented.

8.1. Web service choreography with AC

The standardization in the Web services makes them reusable in different ways
through the Web. For example, the Web service can be used alone or composed
with other services for performing a specific operation. Web services choreography
is used in the design phase of complex peer-to-peer applications in which each peer
can be implemented by a Web service. The behavior of each peer (service) must be
specified in the choreography of the application. The Web services that are needed
to join the choreography must conform to that specification. Several research ef-
forts focus on the issue of determining whether the behavior of the Web services
implementing choreography matches the one described by the choreography speci-
fication (Paci et al. [107]; Busi et al. [43] ;Kazhamiakin and Pistore[89].

Behavior conformance must include the satisfaction of the access control policies
(ACP) between Web services. In this chapter, Web service behavior description is
enriched by annotating the AC on the business protocols. Moreover, we assume
that the invocation of each Web service operation is controlled by access control
policies; such policies establish which credentials the invoker Web service must

possess in order to be able to invoke the operation.

A business protocol of a service is presented in the previous chapters but in this
chapter its definition is extended by specifying on each transition the name of the
service that will receive this message (if this message is an outgoing) or send this

message ( if this message is incoming).
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This chapter discusses the results of modeling and analyzing Web services business
protocols augmented with access control policies to verify the implementation of
Web services choreography. Access control policies are expressed using ontology
in order to benefit from the flexibility offered by subsumption on concepts together

with the possibility to use ontology alignment in the context of the semantic Web.

We define and verify Web service compatibility in order to see if (and how) n ser-

vices can have interactions based on their business protocols.

Ontology is an explicit specification of a conceptualization [77]. It defines a com-
mon vocabulary for researchers who need to share information in a domain. It in-
cludes machine-interpretable definitions of basic concepts in the domain and rela-
tions among them. We will use the ontology in presenting the ACP and credentials

(as shown in the previous chapters).

8.2. Formalization and Algorithms
8.2.1 Modeling Web services choreography

Web service choreography is modeled as a non deterministic transition system. In
this model, business protocol defines Web service behavior that must be followed
by the selected web service to participate on the choreography. Each state of the
model presents the status of each business protocol. The transitions between the
states of the model are annotated by the messages exchange between services with
ACP or credentials. Each message exchange is associated with an operation offered
by a service and implies an exchange of information between the invoker service
and the service providing the operation. The message’s sender and receiver are
also annotated on the transition. A conversation is a sequence of message ex-

changes starts by the start state and ends by a final state.

Definition 8-1: (WS-Choreography Transition System with AC) A choreography
is represented by a non deterministic transition system TS = (S, M, T, s,, sy). Sis a
set of choreography states. Each state is a tuple of the form (Na, (p,, state;),(p.,

statey),...,(pn State,)) where Na is the state name and in each tuple (p;, state;), state;
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represents the state of business protocol p,. sy € S is the initial state and s; € S is the

final state. M is a set of message exchanges. Each message exchange is repre-
sented by a tuple (p, pa, 0, AC, ¢, mt), where py is the business protocol of the mes-
sagels sender, p, is the business protocol of the receiver of the message, o is the

operation of the p, that invoked by ps that triggers the message exchange, AC is the

access control policy, c is the set of credentials, and mt is the message type. T € S

x M x § is the transition relation. A transition (s, m, s0) € T if m = (p;, ps, 0, AC, ¢,

mt) and the tuples (ps, statey) and (p,, statey) in state s are replaced by the tuples
(ps, statel)) and (py, statel}) in state sU(respectively) due to the invocation of the

operation o.

Example 8-1: Figure 8-1 shows an example of Web service choreography de-
scribes shopping process between seller, buyer, and broker. Credit agency partner
is used for checking the credentials that are provided by the partners. Each state of
the choreography contains information about the current state of all the participants
(seller, buyer, credit agency, and broker). For example, the state (ARTICLE
SPECIFIATION SUBMIT) indicates that the buyer is in the start state, the seller
is in the Sent_Req state, the broker is in the Rec_Req state, and the credit agency
is in the start state. The process is based on a broker between the seller and the
buyer. The sellers send the articles to the broker and the buyers buy these articles
from the broker. Usually, this system is used when the sellers are not specialists

and they want to sell some articles.
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START
((Buyer, start),(Seller, start), (Broker,start),(CreditAgency,start)))

(Seller, Broker, SubmitArticlegpec, AritclesubmitReq, ACP=true, C=true)

ARTICLE SPECIFIATION SUBMIT
((Buyer, start),(Seller,
Sent_Req),(Broker,Rec_Req),(CreditAgency start)

(Broker, Seller, QuotelJpdate, QuoteUpdateReq, ACP=true, C=true)

QUOTE UPDATING REQUEST-KS
((Buyer, start),(Seller,
Rec_QU),(Broker, Sent_QUj,(CreditAgency, start))
(Seller, Broker,
uoteUpdateR:

QUOTE UPDATING RESPONSE-SK
((Buyer, start),(Seller,
Sent_QUy,(Broker,Rec_QU), (CreditAgency,start))

teRes, ACP=true, C=true)

oteUpdate, QuoteUpd,
(Broker, Seller, QuoteUpdate, ru ue)

(Buyer, Broker, ArticleQuote|AritcleQuoteRequest, ACP=true, C=true)
ARTICLE QUOTE REQUEST-BK
((Buyer, Sent_AQy (Seller,
Sent_QUj,(Broker,Rec_AQ),(CreditAgency, start)

(Broker, Buyer , ArticleQuote, Aritcl¢Quoteresponse, ACP=true, C=true)
ARTICLE QUOTE RESPONSE-KB
((Buyer, Rec_AQ), (Seller,
Rec_QU),(Broker,Sent_AQ),(CreditAgency,starty))

(Buyer, Broker, QuoteUpdate,QuotgUpdateRequest, ACP=true, C=true)
QUOTE UPDATING REQUEST-BK
((Buyer, Sent_QA),(Seller,
Rec_QUj,(Broker,Rec_QA),(CreditAgency,start)))

(Broker, Seller, QuoteUpdate, QuoteUpdateReq, ACP=true, C=true)
ARTICLE QUOTE REQUEST-KS
((Buyer, Sent_AQ),(Seller,
Rec_QU),(Broker,Sent_QU),(CreditAgency.start)),

ARTICLE QUOTE RESPONS
(Buyer, Sent_AQ),(Seller,
Sent_QUj,(Broker,Rec_QUY,(CreditAgency, start))

(Broker, Buyer, QuoteUpdate, QuoteUpdatespanse, ACP=true, C=true}

ARTICLE QUOTE RESPONSE-KB
((Buyer, Rec_QuUy,(Seller,
Sent_QuUy,(Broker,Set_QUj,(CreditAgency,start)))

(Buyer, Broker, Cancel End, ACP=true C=tras (Buyer, Broker, payement, PayementQrder, ACP=Credit Card, C=LCL Master Card)

CANCEL-BK
((Buyer, Sent_Cancel) (Seller,
ent_QUj, (Broker,Rec__Cance),(CreditAgency start

PAYEMENT REQUEST-BK
((Buyer, Sent_PA),(Seller,
Sent_QuUj),(Broker,Rec_PA),(CreditAgency start))

(Boker, CreditAgency, checking credit, CreditCheckReq) ACP=Credit Card, C=LCL Master Card)

PAYEMENT CHECK-BC
((Buyer, Sent_PA),(Seller,
ent_QUY, (Broker, Sent_CC), (CreditAgency,Rec_CC

(CreditAgency, Broker, checking credi ailureACP=true, C=true) (CreditAgency, Broker, checking-cgedit, Sucess, ACP=true, C=true)

PAYEMENT SUCCESS-CK
((Buyer, Sent_PA),(Seller,
QUj, (Broker,Rec_CCSUC),(CreditAgency,Sent_CCS

PAYEMENT FAILURE-CK
((Buyer, Sent_PA),(Seller,
ent_QU),(Broker,Rec_CCFail),(CreditAgency, Ser_Fail

PAYEMENT REQUEST-KS
((Buyer, Sent_PA),(Seller,
ec_PA},(Broker,Sent_PAy,(CreditAgency, Sent_CCSUC

(Seller, CreditAgency, checking credit, CreditCheckRdq, ACP=Visa Card, C=BNP Visa Card)

PAYEMENT CHECK-SC
((Buyer, Sent_PA),(Seller,
Sent_CC),(Broker,Sent_PA),(CreditAgency Rec_CC

(CreditAgency, Seller, checking credit, Failure, ACP=true, C=true)

(CreditAgency, Seller, checking credit, Sucess, ACP=true, C=true)

PAYEMENT FAILURE-CS
((Buyer, Sent_PA),(Seller,
CCFaily,(Broker,Sent_PA), (CreditAgency, Sent__CCFai

PAYEMENT SUCCESS-CS
((Buyer, Sent_PA),(Seller,
CSucc),(Broker,Sent_PA),(CreditAgency,Sent__CCS

ARTICLE SUBMIT
((Buyer, Sent_PA),(Seller,
Artice), (Broker,Rec_Artice),(CreditAgency,Sent_ CCSu

ARTICLE RECIEVED
((Buyer, Rec_Article),(Seller,
Artice), (Broker, Sent_Artice),(CreditAgency,Sent__CCS!

Figure 8-1: Web services choreography describing shopping process
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The rest of this section presents the formal definitions of the business protocol and
the algorithms that are used in the analysis. The business protocol definition is the
same as the previous definition, augmented with the sender or the receiver of each
message. This protocol is deterministic (i.e. all the outputs transition from any state
are different).

Definition 8-2. (A business protocol assigned with AC) is a tuple P = (S; sy, T; F)

which consists of the following elements:

(1S is a finite set of states and sy €S is the initial state.

OT S8 x8§ xMx (({-} x2°) U({+} x pl)) x PlLlis a finite set of explicit tran-

sition, where M is a set of messages assigned to the transitions between the states,
pl is the set of access control policies, c is the set of credentials, and PTlis the pro-

tocol which receives or sends the message on this transition.

O This protocol is deterministic (i.e. a message cannot correspond to more than

one output transition of a state).

Al states in the protocol are accessible and co-accessible (i.e. there a path from

the start state to this state and from this state to a final state).

OF C©Sis a set of final states. If ' = @ then P is said to be an empty protocol.

Figure 8-2 shows an example of two business protocols assigned with AC and the

message sender or receiver.

148 |



CHAPTER 8 WEB SERVICES CHOREOGRAPHY

start Logged CardWait CardVerfiy FinishSUC

Figure 8-2: Two business protocols assigned with access control and the message

sender or receiver.

Each protocol consists of set of states (e.g., start, Logged, FinishSUC) with one
start state (start) and one or more final states (e.g., Fail, FinishSUC) and set of
transitions. Each transition is guarded by either a message with a positive sign for
the messages that will be received (e.g., Login(+), CardRecieve(+)) or a message
with a negative sign for messages that will be sent (e.g., ReqCard(-), Resource-
Sent(-)). The positive message can be annotated with ACP (e.g., the ID with the
message Login(+) in the protocol P/) and the negative message can be annotated
with credentials(e.g., the Visa with message CardRecieve(-) in the protocol P2).
The transition is also annotated by the protocol name in which the message will be
sent to or received from. The protocol P/ models a Web service (W1) that receives
a login message with the /D of the service requester (#2) which is modeled by the
protocol P2, then the Web service W1 sends the ReqCard message and waits to
receive the CardRecieve with Visa credential from the Web service W2 and based
on the Visa provided, the Web service W/ can send the ResourceSent or the Ac-

cessdenied message to the Web service W2.

Definition 8-3. (The product automata A’ of n business protocols) P' = (S': s,';
T FI), O, P'=(S"; s¢"; T"; F") is defined as A” = (§'; si; T'; F) where:

08 =8 x1x §"

Lﬁop = (S()I ) U ) S()n).

149 |



CHAPTER 8 WEB SERVICES CHOREOGRAPHY

[ 17 is the greatest subset of (S' x &' xMx pl x 2° x P* x P’) such that for each

transition (sf; sif; my plf s cf; p'y p’) €T there exist two transitions (s;; Siii'

m;; (pli* or ¢i);p’) ET and (s{; si-i; mi; (pli or c?) ; p*) € T with :

si si are in the states which composes s’ and s;.;", s/ are in the states
which composes s;. [ .
Polarity(m;; T") # polarity(m;; T) and

o Ifpolarity(m;; P) = - then pl' = True, pl';=pl}, c/'= ci', ¢! =true
o Otherwise (m;; P’) = - then P17 = True, pl';=pl}', c/'= ¢}, ¢ =true

OF = F! x[] x F",

Figure 8-3 shows an example of two business protocols (P/ and P2) and their
product automata P/ x P2. In the product automata model, each state refers to the
two corresponding states of the two protocols. The states and the transitions that
will never be visited during the probable interactions between the two protocols
will not be included in the product automata. For example, the state (ReqCan-
celed-1) in the protocol P/ will not be included because the message (Cancel-
Req(+)) of the P/ will never be triggered by the protocol P2. In terms of the ACP,
we present the policy and the credentials on the same common transition (i.e., in
the product automata P/ X P2, the transition between the states (CardWait-
1,CardWait-2) and (CardVerfiy-1, CardVerfiy-1) has a (Visa) as a policy and a

(MasterCard) as a credential.
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Logged-1 CardWait-1

CardVerfiy-1 FinishSUC-1

P2

start-2 Logged-2 CardWait-2 CardVerfiy-2 FinishSUC-2

P1xP2

(start-1 (Logged-1 (CardWait-1, (CardVerfiy-1,

(FinishSUC-1
start-2) ,Logged-2) CardWait-2)

CardVerfiy-1) ,FinishSUC-2)
ResourceSent,

(Fail-1,

Figure 8-3: Two business protocols (P/ and P2) and their product automata PJ x
P2.

cry
.. . . i
Definition 8-4. (Cumulative path in the product automata): PA* = s ——

cuy
sicf; O ;s — supif is a cumulative path in the product automata A” = (S, s{’;
T°; F') where

.
OCYT s the set of cumulative credentials which is received from the

e
protocol P* to the protocol P. CU™ s the union of the previous set of

X x)
cumulative credentials “Yi=1  and the current set of credentials ":

XN
where “: " is the set of credentials on the transition between the state (s;"
and s;i+1") of the protocol P* where s;' is one of the states that produce s{
and s;.;" is one of the states that produce s, .

o€ =¥

0
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0A complete cumulative path in the product automata is the cumulative path which

starts with the initial state sg” and ends with a final state s € F”.

Definition 8-5. (Co-accessibility of a state in the product of automata): A* =p' x [

Exl
B
bl

x p" =(S"; sf; T'; F’) is the product of automata of n BP, state ¥i €S is co-

et )
B

P
accessible if there exist two paths PA' and PA> where PA* =5: PA'. *F | and
e
Srer.
Definition 8-6. (Compatibility in terms of product automata assigned with AC)
Protocols P! = (SI; sols T F]), O, P'=(S" s, T';, F') and A" = (§'; sf’; T; F')

is their product automata assigned with AC, we say that the n protocols are com-

patible using their product automata if there is a relation R = §' x[1 x §" where

forall (s/,,s" ) ER:
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V(s siei s my ey p’) €T A (s sl s m'; plY; p*) € T where (s, sio/f ;m; ¢}

P pl) ET, and si. ER

OV sisl s m; ¢l pt) €T, 3 (s siei’ ;m'; pli'; p*) € T where (sf ; si-/ ;m;

¢, pi) €T, and sy ER.

Os;* 57 are in the states which composes sf’ and s;.;", s;+f are in the states which

composes S+

5/ €S” is co-accessible

5/ €R
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et
I For all the complete non looping cumulative paths PA* = s;° —= s/ 0 ;s

B LI
—*s,+/ , in the product automata, each policy *: is satisfied by the set of

-
cumulative credentials C .

The algorithm which is used for checking the compatibility between n protocols in
terms of product automata with AC can be divided into two parts. The first part is
for checking compatibility in terms of message exchange and this can be done by
constructing the product automata and traversing through it, starting by the initial
state, using breadth first approach and checking that if there is a state does not in-
cluded in this relation set R (i.e. each state have two corresponding states of the »
protocols and all the outgoing messages from this state in one protocol can be re-
ceived by one of the other protocols) then the algorithm stops and the n protocols
are not compatible, else if all states in the product automata are included in this
relation set then the two protocols are compatible in terms of message exchange
and go to the second part. The second part is for calculating the cumulative creden-

tials on each transition on the product automata.

Algorithm 8-1 presents the second part of the algorithm. The idea of this algorithm
is to use the queue data structure to cumulate the credentials. Each element of the
queue consists of the state, cumulative credentials which are corresponding to the n
protocols in this state. The algorithm traverses through the automata for updating
these credentials of the states and in the same time updates the cumulative creden-
tials on the transitions. After calculating the cumulative credentials on each transi-
tion, if any ACP related to one of the protocols on any transitions is not satisfied by
the cumulative credentials on this transition then the n protocols are not compatible
in terms of AC. The AND operator between two credentials in an ACP expression
means that these two credentials are required to satisfy this policy and the OR op-
erator between them means that one of these credentials is sufficient for satisfying

the policy.
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Algorithm 8-1: Compatibility between n protocols in terms of AC using
cumulative product automata.

Input: P' = (S'; so'; T'; F), (1, P" = (S" s, T F") and AP = (S"; s¢*; T% F) their product
automata AP = (S”; s,°; T%; FP)

Output: The n protocols are compatible in terms of ACP or not.

1-Calculate the cumulative credentials on the automata.

:“:.'f' . . X .
LU™ . Cumulative credentials sent by protocol P* to the protocol P’ before reaching to the
state s;”.

b
EUU : Cumulative credentials sent by protocol P* to the protocol P’ and assigned to the transi-
tion between s and s (i.e. union of set of credentials in those transitions.

For each state s” € output(s,") do

) | T
ENQUEUE(Gs”; CU )
While Q # empty do

Temp_Q = DEQUEUE(Q)

for each s;” € output(s;”) in which (s; c Ulm )=Temp Q do

U
(g

if ':U'.I # null then

CU _(cugtsy AND CU ) ORCUF

else

CUY _(cugmxy  AND l.:l..l:"‘:")
Cuy” _ cuy’ amp cul

e . iy
if = ((Cul — temp) and cy; #null then
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2- va_-'l{f"" , ':U‘lx'v = AFF; in the cumulative product automata satisfying it then

W
ENQUEUE(Q; 57 ; “¥1 )

The n protocols are compatible in terms of ACP.

Else

The n protocols are not compatible in terms of ACP.

Complexity analysis: Let 77, ..., T, be the number of transitions of the »n protocols
P ..., P" respectively, the construction of the product automata takes (T; x T, X... X
T,). The calculation of the cumulative credentials will take number of states in the
product automata |S* | multiplied by the size of the longest non looping path which
equals the number of states |S” | multiplied by the maximum number of paths
which also equals |S”| (i.e. cumulative credentials takes |(S")]’). As a result, the
complexity for the algorithm will be ((T; x T, x... x T,) + [(SD)]).

8.3. The verification process.

The verification process of Web service selection for choreography implementation
based on the compatibility checking with access control can be summarized in the

following steps:

1.Select the Web services and get its business protocols assigned with the ACP and
credentials.

2.Create the product automata between these protocols (as defined on Definition
8-3).

3.Calculate the cumulative ACC on the product automata (as defined on Definition
8-4).

4.Check the compatibility in terms of AC between these protocols (as defined on
Definition 8-6) using algorithm 8-1 for calculating and checking the ACP on the
product automata.
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5.1f the business protocols are compatible in terms of message exchange and AC
and the product automata presents the same behaviour as the choreography then
the set of services which have these business protocols can implement this cho-
reography. Otherwise, this choreography cannot be implemented by these ser-

vices.
Example 8-2:

Figure 8-4 shows a set of business protocols of Web services for implementing the
choreography of Figure 8-1. The protocols are annotated with the AC. Figure 8-5
shows a graphical representation of a simple Credit Card ontology that will be
used on the verification process. During the compatibility checking algorithm, the
provided credentials are checked against the required ACP. The ontology is used
during this checking to calculate the subsumption between credentials. For instance
in

Figure 8-4, the Broker requires a Credit Card policy in the transition (Payemen-
tOrder(+),Credit Card, buyer) and the corresponding Buyer provides LCL Mas-
ter Card credential in the transition (PayementOrder(-), LCL Master Card,
Broker). The ontology of Figure 8-5 shows that the LCL. Master Card is a Mas-
ter Card which is a Credit Card. As a consequence, the LCL Master Card satis-
fies the Credit Card policy. Without using the ontology, the two protocols are not
compatible because the checker will not detect the relation between the require
policy and the provided credentials.
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ArticleDenied

Cancel(+),
QuoteUpdateReq(-), ~QuoteUpdateRes(+), Brokér)
BUYER Broker Broker
Start . AricleAccessed
Getarticle(+),

AritcleQuoteRequest(-), /™ AvritcleQuoteResponse(+), PayementOrder(-),LCL Broker .
Boker  \J Broker \_J Master Card, Broker "\_/ O

CREDITAGENCY

QuoteUpdateRes(+),Seller

CreditCheckReq(+),
(Seller,Boker) (Seller,Boker)

BROKER
Start

AritclesubmitReq(+
seller

CreditCheckReq(-
ailure(+),  CredtAgency

SELLER QuoteUpdate e lre(+), ArticleSent)
Start 3 4 i Broker

Figure 8-4: Set of business protocols of Web services can be used for implement-

ing the choreography of Figure 8-1.
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Credit Card

Visa Card Master Card
/\§a is/\
BNP Visa LCL Visa BNP Master LCL Master
Card Card Card Card

Figure 8-5: Graphical representation of a simple Credit Card ontology which is
used in the verification process.

8.4. Related Work

Analyzing services description is presented in many research works. For instance,
Fu et al. [72] present a modeling for Web services interactions by formalizing the
specification and verification of electronic services for composition purposes. Qiu
et al. [116] propose a language for Web services choreographies called Chor as a
simplification of WSCDL [87]. Formal analysis of service protocols in terms of
automated support to service interoperability at the business protocol level has
been discussed in some recent works (e.g. [18, 114, 34, 82, 41, 17, 141, 115]). Fos-
ter et al. [8] present a formalization of Web services composition and Web services
choreographies based on finite state process algebra. Busi et al. [43] and Kazhami-
akin et al. [89] propose two formal calculi to model Web services orchestration and
Web services choreography. They investigate the interdependencies between cho-
reography and orchestration and propose a bisimulation-like notion of conformance
between choreography and orchestration of Web services. Robinson et al. [119]
investigate the problem of how to enforce access control in Web services choreo-
graphies. They propose a mechanism to derive access control policies to be en-
forced by each Web service covering a choreography role and architecture to en-
force such policies at runtime. Access control policies enforcement is enabled and
disabled in a just-in-time manner that matches the control flow described in the
choreography.

Paci et al. [107] present an approach to determine at the design time whether a
chorography can be implemented by a set of services based on their access control
policies and the disclosed policies regulating the release of their credentials. They

check in the design time that all the possible conversations going from the initial
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state to the final state in the choreography transition system can be implemented
according to the operation access control and disclosed policies of the selected
Web services. An equivalent scenario for this verification is to verify set of com-
posite services with access control against set of conversations of business process.
They use the idea of assigning AC on business protocol but not for checking the
compatibility. In our work, we assign the access control policy on the business
protocol of the Web service but for another type of analysis (checking compatibil-
ity and replaceability).
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Chapter 9 JCONCLUSION AND FU-
TURE WORK

This chapter concludes the dissertation by summarizing the main results that are
achieved by this work. Possible directions for further research and indications for

potential applications are given as well.

9.1 Conclusion

The high level interoperability operations analysis such as compatibility and re-
placeability checking analysis between Web services in the presence of different
constraints is the main goal of this thesis. In this respect, our research results can be
divided to three main parts. The first part deals with modeling and analyzing Web
services with time constraints. While doing so, we have proposed a number of new
algorithms and formalization. We started by defining the Web service business
protocol that presents its behavior and add the time as a part of this description
before analysis. Then, the compatibility and replaceability checking definitions are
presented. The implicit transitions in the business protocol are one of the problems
during the analysis. Therefore, this work presents two algorithms for removing
these transitions before performing the analysis. The first algorithm works with the
one-clock business protocols and the second algorithm works with the multi-clocks

business protocols (chapter 3 and chapter 4).

The second part deals with the Web services modeling and analyzing after annotat-
ing the ACP (chapter 5). Web services analysis after annotating the AC emerging
the problem of the ACP cumulating. We have discussed this problem and presented
the solution by calculating the cumulative AC on each transition after creating the
product automata. The research in part is extended to include the implementation
of a complex business processes by selecting compatible set of Web services in
terms of AC and in terms of message exchanged (chapter 8). In order to achieve
this task, the definition of the business protocol is extended to attach each message
on each transition with a parameter indicates the sender or receiver of it. We pre-

sent an approach for verifying that a set of Web services are compatible and im-
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plementing choreography of a complex business process in terms of message speci-
fications and AC.

The third part is the message specification approach which tries to give a general
approach for modeling and analyzing the different types of constraints. This ap-
proach tries to categorize these constraints and presents for each category the suit-
able manipulation. For example, the constraint that needs cumulating such as the
AC is one type of these categories. The adaptive compatibility approach is pro-
vided in conjunction with the general specification approach. The adaptive com-
patibility approach tries to avoid the undecidability problem for complex message
specifications constraints. It gives the consumer a wide range of choices and bal-
ance between the required properties that are needed for checking and the complex-
ity that can be accepted. The consumer can decide based on his Web service the
way in which the compatibility checking process takes. For instance, we can check
all the properties in the same time because we have a powerful machine or the Web
services have not complex specifications. In another situation, we can check first
the message Schema attributes and then if it is compatible we check the time and if
it is compatible we check the AC and continue until checking all the specifications

or halt due to incompatible attributes.

9.2 Future work

As the work for this thesis progressed, a number of areas deserving further research
revealed themselves. In particular, this work can be extended in four axes. The first
axis is the trust negotiation approaches between Web services based on compatibil-
ity and replaceability checking. Trust negotiation consists of a bilateral disclosure
of digital credentials and the trust is built incrementally by disclosing these creden-
tials according to the disclosure policies. Therefore; compatibility checking before
starting the disclosing of the credentials is an important step in the trust negotiation
process. In addition, the replaceability is important in case of the incompatible Web
service in terms of AC. For instance, the consumer or the service provider could
replace the services by others to achieve the trust negotiation process if this does
not disrupt the main functions. As a result, we will try to make a link between the
trust negotiation policy languages and the compatibility and replaceability check-

ing approach in order to enable the proposed integration.

The second axis is extending our work to include the time constraints and the gen-

eral specifications constraints in selecting Web services for choreography imple-
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mentation using compatibility checking approach. In terms of time constraints, we
will first remove the implicit transitions. The problem in compatibility checking is
the need for synchronization in not only for each two protocol but also for more
than one protocol in the same time. This situation is resulted because each Web
service can interact with more than one service in the process. Therefore, an intel-
ligent approach is needed to overcome this problem and the other problems which
can be emerged after assigning the message specification constraints.

The Third axis is the development of adaptors based on the incompatible properties
between web services. The adaptors will be different if each adaptor solves one
type of incompatibility. For instance, the adaptor for the incompatibility due to the
message order is different than the adaptor for AC or trust negotiation adaptor. The
problem with the adaptors is that the standardization of the Web service is emerged
to avoid adaptors. Therefore, there is a need for general adaptors not specific one.

These adaptors can be reused in solving all the incompatibility problems.

The Fourth axis is the development of a Web service behavior specification lan-
guage represents the Web service business protocols. This language expresses all
the types of specification and constraints that can be attached with the service. This
is a hope and I propose to adopt it as a big international project because this lan-
guage will deal with a very large scale of data domains and many research direc-
tions. For instance, this language should express the time constraints, AC, the mes-
sage meaning, privacy, and other constraints. This language can help in many di-
rections and can be passed in the standardization process to make use of this stan-
dardization in the future analysis. As a result, the Web service behavior description

is represented as a new standard part of the Web service.

9.3 Publications

International refereed conferences

* Emad Elabd, Emmanuel Coquery, Mohand-Said Hacid. Timed
Web services analysis after removing complex implicit transi-
tions In the IEEE International Conference on Web Services (ICWS)
(Acceptance Rate 14%), IEEE ed. Washington D.C, USA. 2011.

* Emad Elabd, Emmanuel Coquery, Mohand-said Hacid . Selecting
Web Services for Choreography Implementation: Compatibility
Checking Approach with Access Control. In the 22nd Interna-
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tional Conference on Software Engineering and Knowledge Engi-
neering(Acceptance Rate 33.0%) , Knowledge Systems Institute
Graduate School ed. San Francisco Bay, USA. 2010.

Emad Elabd, Emmanuel Coquery, Mohand-Said Hacid. Checking
Compatibility and Replaceability in Web Services Business Pro-
tocols with Access Control. In the IEEE International Conference
on Web Services (ICWS) (Acceptance Rate 17.5%), IEEE ed. Mi-
ami,Florida,USA. pp. 409-416.

Emad FElabd, Emmanuel Coquery, Mohand-Said Hacid.
Compatibility and Replaceability Analysis of Timed Web Ser-
vices Protocols. In the ICCEE, IEEE Computer Society ed. Dubali,
UAE. pp. 15-19. ISBN 978-0-7695-392. 20009.

National refereed conferences

Emad Elabd, Emmanuel Coquery, Mohand-said Hacid, Sélection de
services Web pour l'implémentation de chorégraphies: vérification
de compatibilité avec contrdles d'acces. In the 26¢émes journées Ba-
ses de Données Avancées,Toulouse, France. 2010.

Technical Reports and demonstration

Emad Elabd, Emmanuel Coquery, Mohand-said Hacid. Checking
Compatibility and Replaceability inWeb Services Business Pro-
tocols with Access Control. E. Elabd, E Coquery, M.
Hacid. Rapport de recherche RR-LIRIS-2009-030 2009.

COMPAS project the second review in Brussels
Poster in the third day of theses in  Lyon
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