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Examinateurs : Thierry Berger, Université de Limoges
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❘❡♠❡r❝✐❡♠❡♥ts

❏❡ s✉✐s ❡①trê♠❡♠❡♥t r❡❝♦♥♥❛✐ss❛♥t❡ à ❲✐❧❧✐ ▼❡✐❡r ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ r❛♣♣♦rt❡✉r ❞❡ ❝❡
♠é♠♦✐r❡✳ ❈❡ ♠❛♥✉s❝r✐t ❞♦✐t ❜❡❛✉❝♦✉♣ à s❡s ♥♦♠❜r❡✉① rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ❝❤✐✛r❡♠❡♥ts à
✢♦t✳ ■❧ ♥✬② ❛✉r❛✐t ♣❡✉t✲êtr❡ ♣❛s ❡✉ ❞❡ ❝♦♠♣ét✐t✐♦♥ ❡❙tr❡❛♠ s❛♥s ❧❡s ❛tt❛q✉❡s ❛❧❣é❜r✐q✉❡s ❡t ❞♦♥❝
❜❡❛✉❝♦✉♣ ❞❡s rés✉❧t❛ts ❞❡ ❝❡ ♠é♠♦✐r❡ ♥✬❡①✐st❡r❛✐❡♥t ♣❛s s❛♥s s❡s tr❛✈❛✉①✳

❏❡ t✐❡♥s à r❡♠❡r❝✐❡r ❘❡✜❦ ▼♦❧✈❛ ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ r❛♣♣♦rt❡✉r ❞❡ ❝❡ ♠❛♥✉s❝r✐t✱ ❞✬❛✉t❛♥t
♣❧✉s q✉❡ ❝❡ ♥✬❡st ♣❛s ❧❛ ♣r❡♠✐èr❡ ❢♦✐s q✉❡ ❥❡ ❧❡ ♠❡ts à ❝♦♥tr✐❜✉t✐♦♥ ❝❛r ✐❧ ❛ ❞é❥à été r❛♣♣♦rt❡✉r
❞❡ ❧❛ t❤ès❡ ❞❡ ❲❛ss✐♠ ❩♥❛✐❞✐✳ ❙❛ ♥♦t♦r✐été ✐♥t❡r♥❛t✐♦♥❛❧❡ ❞❛♥s ❧❡s ❞♦♠❛✐♥❡s ❞❡ ❧❛ sé❝✉r✐té ❞❡s
rés❡❛✉①✱ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❡t ❞❡ ❧❛ ♣r✐✈❛❝② ❡♥ ❢❛✐t ✉♥ ❡①❡♠♣❧❡ ❜✐❡♥ ❞✉r à s✉✐✈r❡ ♣♦✉r q✉✐ s♦✉❤❛✐t❡
r❡❧❡✈❡r ❧❡s ❞é✜s ❞❡ ❝❡s ❞♦♠❛✐♥❡s ❞❡ r❡❝❤❡r❝❤❡✳

❏❡ r❡♠❡r❝✐❡ ❋r❛♥ç♦✐s✲❳❛✈✐❡r ❙t❛♥❞❛❡rt ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ r❛♣♣♦rt❡✉r ❞❡ ❝❡ ♠❛♥✉s❝r✐t✳ ❏✬❛✐
❜❡❛✉❝♦✉♣ ❛♣♣ré❝✐é ♠❡s ✈✐s✐t❡s ❛✉ ❈r②♣t♦ ●r♦✉♣ ❞❡ ▲♦✉✈❛✐♥✲▲❛✲◆❡✉✈❡ ❡t ❥❡ ❧❡ r❡♠❡r❝✐❡ ♣♦✉r
❧❛ ❝♦♥✜❛♥❝❡ q✉✬✐❧ ♠✬❛ té♠♦✐❣♥é❡ ❡♥ ♠❡ ❞❡♠❛♥❞❛♥t ❞✬êtr❡ r❛♣♣♦rt❡✉s❡ ❞❡ ❧❛ t❤ès❡ ❞❡ ❇❛✉❞♦✐♥
❈♦❧❧❛r❞ ❛✉① ❝ôtés ❞✬é♠✐♥❡♥ts ❝r②♣t♦❣r❛♣❤❡s t❡❧s q✉✬❊❧✐ ❇✐❤❛♠ ♦✉ ❱✐♥❝❡♥t ❘✐❥♠❡♥✳

▼❡r❝✐ à ❚❤✐❡rr② ❇❡r❣❡r ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ ♠❡♠❜r❡ ❞❡ ❝❡ ❥✉r②✳ ❏❡ ♣ré❢èr❡ ♥❡ ♣❛s ❝♦♠♣t❡r
❧❡ ♥♦♠❜r❡ ❞✬❛♥♥é❡s ❞❡♣✉✐s ❧❡sq✉❡❧❧❡s ❥❡ ❧❡ ❝♦♥♥❛✐s ❡♥ t❛♥t q✉✬é❧è✈❡ t♦✉t ❞✬❛❜♦r❞ ♣✉✐s ❡♥ t❛♥t
q✉❡ ❞♦❝t♦r❛♥t❡✳ ❈✬❡st ❣râ❝❡ à ❧✉✐ ❡t à ❋r❛♥ç♦✐s ❆r♥❛✉❧t q✉❡ ❥✬❛✐ ❞é❝♦✉✈❡rt ❧❡ ♠♦♥❞❡ ❢❛s❝✐♥❛♥t
❞❡s r❡❣✐str❡s à ❞é❝❛❧❛❣❡✳ ❉❡♣✉✐s✱ ♥♦s ♥♦♠❜r❡✉① é❝❤❛♥❣❡s✱ ❧✬❡♥❝❛❞r❡♠❡♥t ❞❡ ❧❛ t❤ès❡ ❞❡ ❇❡♥❥❛♠✐♥
P♦✉ss❡✱ ♥♦s tr❛✈❛✉① ❝♦♠♠✉♥s ❡t ♠❡s sé❥♦✉rs à ▲✐♠♦❣❡s ♠✬♦♥t ♣❡r♠✐s ❞❡ ❝♦♠♣r❡♥❞r❡ à q✉❡❧ ♣♦✐♥t
❝✬❡st ✉♥ ❝❤❡r❝❤❡✉r ✐♥✈❡♥t✐❢✳ ❏❡ ❧✉✐ ❞♦✐s ❜❡❛✉❝♦✉♣✳

▼❡r❝✐ é❣❛❧❡♠❡♥t à ❆♥♥❡ ❈❛♥t❡❛✉t ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ ♠❡♠❜r❡ ❞❡ ❝❡ ❥✉r② ❞✬❛✉t❛♥t q✉❡
❝✬❡st ✜♥❛❧❡♠❡♥t ❡❧❧❡ q✉✐ ❛ ❢❛✐t ❧❡ ♣❧✉s ❧♦♥❣ ✈♦②❛❣❡✳ ❏❡ ❧❛ r❡♠❡r❝✐❡ é❣❛❧❡♠❡♥t ♣♦✉r s♦♥ ❝❤❛❧❡✉r❡✉①
❛❝❝✉❡✐❧ ❛✉ ♣r♦❥❡t ❛❧♦rs ❈❖❉❊❙ ❞✉r❛♥t ❧❡s ❛♥♥é❡s ✷✵✵✸✲✷✵✵✺ ❡t ♣♦✉r s♦♥ s♦✉t✐❡♥ ❝♦♥st❛♥t t❛♥t à
tr❛✈❡rs ❧❡s ♣r♦❥❡ts ❘❆P■❉❊ ♦✉ ❇▲❖❈ q✉❡ ❞❛♥s ♥♦tr❡ tr❛✈❛✐❧ ❝♦♠♠✉♥✱ ❧❡ s❡✉❧ ❝❤✐✛r❡♠❡♥t à ✢♦t
❛✉ ♥♦♠ ✐♠♣r♦♥♦♥ç❛❜❧❡✳

▼❡r❝✐ é❣❛❧❡♠❡♥t à ❍❡♥r✐ ●✐❧❜❡rt ❞✬❛✈♦✐r ❛❝❝❡♣té ❞✬êtr❡ ♠❡♠❜r❡ ❞❡ ❝❡ ❥✉r②✳ ■❧ ❛ é❣❛❧❡♠❡♥t ❡✉
❧❛ ❧♦✉r❞❡ tâ❝❤❡ ❞✬❡♥❝❛❞r❡r ♠❛ t❤ès❡ ❡t ❥❡ t✐❡♥s à ❧❡ r❡♠❡r❝✐❡r ❞❡ ♠✬❛✈♦✐r ❛♣♣r✐s ❝❡ q✉✬ét❛✐t ❧❡
tr❛✈❛✐❧✱ ❧✬✐♥t✉✐t✐♦♥ ❡t ❧✬✐♥t❡❧❧✐❣❡♥❝❡ ❞❡ ❧❛ r❡❝❤❡r❝❤❡✳

▼❡r❝✐ à ❚❛♥❣✉② ❘✐ss❡t ❞✬❛✈♦✐r ❛❝❝❡♣té ❞❡ r❡♣rés❡♥t❡r ❧✬■◆❙❆ ❞❡ ▲②♦♥ ❛✉ s❡✐♥ ❞❡ ❝❡ ❥✉r②✳
❆✈❡❝ ❚❛♥❣✉②✱ ♥♦✉s ❛✈♦♥s été r❡❝r✉tés ❧❛ ♠ê♠❡ ❛♥♥é❡ ❛✉ ❧❛❜♦r❛t♦✐r❡ ❈■❚■ ❞❡ ❧✬■◆❙❆ ❞❡ ▲②♦♥✱
❧✉✐ ❡♥ t❛♥t q✉❡ ♣r♦❢❡ss❡✉r ❡t ♠♦✐ ❡♥ t❛♥t q✉❡ ♠❛îtr❡ ❞❡ ❝♦♥❢ér❡♥❝❡s✳ ◆♦✉s ❛✈♦♥s ❞♦♥❝ ❞é❝♦✉✈❡rt
❡♥s❡♠❜❧❡ ❧❡s ♥♦♠❜r❡✉① ❛❝r♦♥②♠❡s ❞❡ ❧✬■◆❙❆ ❡t s❡s tr❛❜♦✉❧❡s ❛❞♠✐♥✐str❛t✐✈❡s✳ ◆♦s ♥♦♠❜r❡✉①
é❝❤❛♥❣❡s s✉r ❧✬✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡ ❞❡s ❋❈❙❘s ♠✬♦♥t été ❞✬✉♥❡ ❛✐❞❡ ♣ré❝✐❡✉s❡✳ ▼❡r❝✐ ❡♥✜♥
à ■s❛❜❡❧❧❡ ●✉ér✐♥✲▲❛ss♦✉s ❞✬❛✈♦✐r ❛❝❝❡♣té ❞❡ r❡♣rés❡♥t❡r ❧✬❯♥✐✈❡rs✐té ▲②♦♥ ✶ ❛✉ s❡✐♥ ❞❡ ❝❡ ❥✉r②✳

▲❛ r❡❝❤❡r❝❤❡ ♥✬❡①✐st❡r❛✐t ♣❛s s❛♥s s❡s ❧❛❜♦r❛t♦✐r❡s ❡t ❧❡✉rs ♠❡♠❜r❡s✳ ❏❡ t✐❡♥s ❞♦♥❝ à r❡♠❡r✲
❝✐❡r t♦✉s ♠❡s ❝♦❧❧è❣✉❡s ❞❡s ❞✐✛ér❡♥ts ♣r♦❥❡ts ❡t ❞❡s ❞✐✛ér❡♥ts ❧❛❜♦r❛t♦✐r❡s ❞❛♥s ❧❡sq✉❡❧s ❥✬❛✐ ❡✉
❧✬♦❝❝❛s✐♦♥ ❞❡ tr❛✈❛✐❧❧❡r✳ ▼❡r❝✐ ❞♦♥❝ à ▲❛rs ❑♥✉❞s❡♥ ❞✉ ❉❚❯ ❞❡ ▲②♥❣❜②✳ ▼❡r❝✐ à ❈❧❛✉❞❡ ❈❛r❧❡t✱
P❤✐❧✐♣♣❡ ●✉✐❧❧♦t ❡t ❙✐❤❡♠ ▼❡s♥❛❣❡r ❞❡ ❧✬❯♥✐✈❡rs✐té P❛r✐s ✽✳ ▼❡r❝✐ à ❉❛♥✐❡❧ ❆✉❣♦t✱ ❏❡❛♥✲P✐❡rr❡
❚✐❧❧✐❝❤✱ ◆✐❝♦❧❛s ❙❡♥❞r✐❡r✱ ▼❛r✐♦♥ ❱✐❞❡❛✉✱ ❆♥❞r❡❛ ❘ö❝❦✱ ❨❛♥♥ ▲❛✐❣❧❡✲❈❤❛♣✉②✱ ❈é❞r✐❝ ▲❛✉r❛❞♦✉①✱
❈é❧✐♥❡ ❇❧♦♥❞❡❛✉✱ ❈r✐st✐♥❛ ❇♦✉r❛ ❞✉ ♣r♦❥❡t ❞✬❛❜♦r❞ ❈❖❉❊❙ ♣✉✐s ❙❊❈❘❊❚✳ ❊t ❡♥✜♥ ♠❡r❝✐ à t♦✉s
❧❡s ♠❡♠❜r❡s ❞✉ ❧❛❜♦r❛t♦✐r❡ ❈■❚■ ❛♥❝✐❡♥s ♦✉ ❛❝t✉❡❧s ❡t t♦✉t ♣❛rt✐❝✉❧✐èr❡♠❡♥t à ❋❛❜r✐❝❡ ❱❛❧♦✐s ♣♦✉r
♥♦s tr❛✈❛✉① ❝♦♠♠✉♥s ❡t ✉♥❡ ❢♦✐s ❡♥❝♦r❡ à ❈é❞r✐❝ ▲❛✉r❛❞♦✉①✳

❏❡ t✐❡♥s é❣❛❧❡♠❡♥t à r❡♠❡r❝✐❡r ❙té♣❤❛♥❡ ❯❜é❞❛ ❣râ❝❡ à q✉✐ ♠♦♥ ✐♥té❣r❛t✐♦♥ ❛✉ ❧❛❜♦r❛t♦✐r❡
❈■❚■ s✬❡st ❢❛✐t❡ ❞❛♥s ❧❡s ♠❡✐❧❧❡✉r❡s ❝♦♥❞✐t✐♦♥s ♣♦ss✐❜❧❡s ❡♥ ♠❡ ❝♦♥✜❛♥t✱ à ♠♦♥ ❛rr✐✈é❡✱ ❧❛ r❡s♣♦♥✲
s❛❜✐❧✐té ❞✉ ♣r♦❥❡t ❑❆❆ ❡t ❧❡ ❝♦✲❡♥❝❛❞r❡♠❡♥t ❞❡ ❧❛ t❤ès❡ ❞❡ ❙❛♠✉❡❧ ●❛❧✐❝❡✳ ❏❡ t✐❡♥s é❣❛❧❡♠❡♥t à
❧❡ r❡♠❡r❝✐❡r ❝❛r ✐❧ ♠✬❛ ♣❡r♠✐s ❞❡ ❝♦♠♣r❡♥❞r❡ ♣♦✉rq✉♦✐ ❧✬✐♠✐t❛t✐♦♥ ♣❡❛✉ ❞✬❛✉tr✉❝❤❡ ❡st ♣❧✉s ❥♦❧✐❡
❡♥ ✈✐♦❧❡t✳

✐



▼ê♠❡ s✐ ♥♦✉s ♥✬❛✈♦♥s ❥❛♠❛✐s ❝♦✲s✐❣♥é ❞✬❛rt✐❝❧❡✱ ❥❡ t✐❡♥s à r❡♠❡r❝✐❡r t♦✉t ♣❛rt✐❝✉❧✐èr❡♠❡♥t
P❛s❝❛❧❡ ❈❤❛r♣✐♥ q✉✐ s✉✐t ♠❡s r❡❝❤❡r❝❤❡s ❞❡♣✉✐s ❧❡ ❞é❜✉t ❞❡ ♠❛ t❤ès❡✳ ◆♦✉s ❛✈♦♥s ♣❛rt✐❝✐♣é
❡♥s❡♠❜❧❡ à ❞❡ ♥♦♠❜r❡✉① ♣r♦❥❡ts ❡t ♥♦s ❞✐s❝✉ss✐♦♥s✱ ♥♦t❛♠♠❡♥t s✉r ❝❡ q✉❡ ❞♦✐t êtr❡ ❧❛ r❡❝❤❡r❝❤❡
♣✉❜❧✐q✉❡✱ ♦♥t été ❡t s♦♥t t♦✉❥♦✉rs ♣❛ss✐♦♥♥❛♥t❡s✳

❏❡ ❞♦✐s é❣❛❧❡♠❡♥t ❜❡❛✉❝♦✉♣ ❛✉① ❞♦❝t♦r❛♥ts q✉❡ ❥✬❛✐ ❡✉ ❧❛ ❝❤❛♥❝❡ ❞✬❡♥❝❛❞r❡r✳ ■❧s r❡♥❞❡♥t ❧❛
r❡❝❤❡r❝❤❡ t♦✉❥♦✉rs ♣❧✉s ♣❛ss✐♦♥♥❛♥t❡✳ P❛r ♦r❞r❡ ❞✬❛♣♣❛r✐t✐♦♥ ❞♦♥❝✱ ❥❡ r❡♠❡r❝✐❡ ❙❛♠✉❡❧ ●❛❧✐❝❡✱
❲❛ss✐♠ ❩♥❛✐❞✐✱ ❇❡♥❥❛♠✐♥ P♦✉ss❡✱ ❖❝❤✐r❦❤❛♥❞ ❊r❞❡♥❡✲❖❝❤✐r ❡t ●❛ë❧ ❚❤♦♠❛s✳

❏❡ t✐❡♥s é❣❛❧❡♠❡♥t à r❡♠❡r❝✐❡r t♦✉s ♠❡s ❝♦✲❛✉t❡✉rs ♣❛r ♦r❞r❡ ❛❧♣❤❛❜ét✐q✉❡ ✿ ❆♥②❛ ❆♣❛✈❛t❥r✉t✱
❋r❛♥ç♦✐s ❆r♥❛✉❧t✱ ❏❡❛♥✲P❤✐❧✐♣♣❡ ❇❛❜❛✉✱ ❈❤ér✐❢❛ ❇♦✉❝❡tt❛✱ ◆✐❝♦❧❛s ❋♦✉r♥❡❧✱ ❆♥t♦✐♥❡ ❋r❛❜♦✉❧❡t✱
●ér❛❧❞ ●❛✈✐♥✱ ▼♦❤❛♠❡❞ ❆❧✐ ❑â❛❢❛r✱ ❆♣♦st♦❧♦s ❆✳ ❑♦✉♥t♦✉r✐s✱ ❱ér♦♥✐q✉❡ ▲❡❣r❛♥❞✱ ❏♦❤♥ ▼✉❧❧✐♥s✱
▼❛rí❛ ◆❛②❛✲P❧❛s❡♥❝✐❛✱ ❚❤♦♠❛s P❡②r✐♥✱ ❘❛♣❤❛❡❧ ❈❤✉♥❣✲❲❡✐ P❤❛♥✱ ❨✉❛♥②✉❛♥ ❩❤❛♥❣ ❛✐♥s✐ q✉❡
❧❡s ❝♦❛✉t❡✉rs ❞❡ ❙♦s❡♠❛♥✉❦ ❡t ❉❡❝✐♠✳

▲❛ ✈✐❡ à ▲②♦♥ ❛ été r❡♥❞✉❡ ♠♦✐♥s ❣r✐s❡ ❣râ❝❡ à ❞❡ ♥♦✉✈❡❧❧❡s r❡♥❝♦♥tr❡s ❡t ❥❡ ❧❡s ❡♥ r❡♠❡r❝✐❡✳
P❛r ♦r❞r❡ ❞✬❛♣♣❛r✐t✐♦♥ ❞♦♥❝ ✿ ❏♦sé✱ ❙♦♣❤✐❡ ❡t ❇❛♣t✐st❡ ❀ ❧❛ ❜❛♥❞❡ ❞❡s t❤és❛r❞s ❞✉ ▲■❘■❙✴❈■❚■ ❀
❆♥❛ïs✱ ▼❛t❤✐❡✉✱ ▼♦r❣❛♥❡ ❡t ❆❧❡①✐s ❀ ❧❡s ✈♦✐s✐♥s ❞❡ ❧✬✐♠♠❡✉❜❧❡ ❞✬❡♥ ❢❛❝❡ ❀ ❋❧❛✈✐❡ ♣♦✉r s❛ ❝❤❛ss❡ ❛✉①
❢❛✉t❡s ❞✬♦rt❤♦❣r❛♣❤❡ ❞❛♥s ❧❡ ❝❤❛♣✐tr❡ ✸ ❀ ❧❡s ♠❡♠❜r❡s ❞❡ ❧✬❛t❡❧✐❡r ❞❡s ❝❛♥✉❧❛rs ❀ ❧❡s ❛✜❝✐♦♥❛❞♦s ❞❡s
❈❛té♥♦rs ❡t ❞❡ t✐❡♥s ❜♦♥ ❧❛ ♣❡♥t❡✳ ❏❡ t✐❡♥s é❣❛❧❡♠❡♥t à r❡♠❡r❝✐❡r ❧❡s ❛♠✐✲❡✲s ❞✬❛✐❧❧❡✉rs t♦✉❥♦✉rs
✜❞è❧❡s ❛✉ ♣♦st❡ ✿ ❆❧❛✐♥✱ ❆♥♥❡ ❡t ❇❡♥❥❛♠✐♥✱ ❇❧❛♥❞✐♥❡✱ ❇r✉♥♦✱ ❉❛✈✐❞ ❡t ❈❛t❤②✱ ❋ré❞ér✐q✉❡✱ ▼❛r❝✱
◆❛❞è❣❡✱ ❙②❧✈✐❡ ❡t ❧❡s ❛♠✐✲❡✲s ❞❡ ❱✐♥❝❡♥t✳

❏❡ r❡♠❡r❝✐❡ ❧❡ ♥♦✉✈❡❛✉ ✈❡♥✉ ❲❛❧❞❡♥ ♣♦✉r ❧❡ t❡♠♣s q✉✬✐❧ ♠✬❛ ♣❡r♠✐s ❞❡ ❞é❣❛❣❡r ✈❡rs q✉❛tr❡
❤❡✉r❡s ❞✉ ♠❛t✐♥✳

❏❡ r❡♠❡r❝✐❡ é❣❛❧❡♠❡♥t ❡t ❝♦♠♠❡ ✐❧ s❡ ❞♦✐t ❱✐♥❝❡♥t ♣♦✉r s❛ ♣❛t✐❡♥❝❡✱ s❛ ❝❤❛ss❡ ❛✉① ❢❛✉t❡s
❞✬♦rt❤♦❣r❛♣❤❡ ❡t s❡s ❜♦♥s ♣❡t✐ts ♣❧❛ts ♠ê♠❡ s✐ ❧❡ ♣♦✉❧❡t ❛✉① ♣r✉♥❡❛✉① ❛ ✜♥❛❧❡♠❡♥t ✜♥✐ s❛♥s
♣r✉♥❡❛✉①✳

✐✐



❆✉ ♥♦✉✈❡❛✉ ✈❡♥✉✱

❲❛❧❞❡♥✳

✐✐✐



✐✈



❚❛❜❧❡ ❞❡s ♠❛t✐èr❡s

■♥tr♦❞✉❝t✐♦♥ ❣é♥ér❛❧❡ ✐①

P❛rt✐❡ ■ ❈r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ ✶

❈❤❛♣✐tr❡ ✶

❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ✸

✶✳✶ ■♥tr♦❞✉❝t✐♦♥ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✸

✶✳✷ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✺

✶✳✷✳✶ ◗✉❡❧q✉❡s ❞é✜♥✐t✐♦♥s ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✻

✶✳✷✳✷ ❋✲❋❈❙❘ ✈✶✱ ❋✲❋❈❙❘ ✈✷ ❡t ❳✲❋❈❙❘ ✈✶ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✼

✶✳✷✳✸ ▲❛ ♠♦rt ❞❡ ❋✲❋❈❙❘ ✈✷ ❡t ❞❡ ❳✲❋❈❙❘ ✈✶ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✵

✶✳✷✳✹ ❋✲❋❈❙❘ ✈✸ ❡t ❳✲❋❈❙❘ ✈✷ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✵

✶✳✸ ◗✉❡❧q✉❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ▲❋❙▼ ❡t ❧❡s ▲❋❙❘ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✺

✶✳✸✳✶ ◆♦t❛t✐♦♥s ❡t ❞é✜♥✐t✐♦♥s ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✺

✶✳✸✳✷ ❊①❡♠♣❧❡ ✿ ❧❡ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❞❡ ❊✵ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✻

❈❤❛♣✐tr❡ ✷

❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✶✾

✷✳✶ ■♥tr♦❞✉❝t✐♦♥ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✾

✷✳✷ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣t❛♥❛❧②s❡ ✳ ✳ ✳ ✳ ✳ ✳ ✷✸

✷✳✷✳✶ ❈❧❛ss✐✜❝❛t✐♦♥ ❞❡s ❞✐st✐♥❣✉❡✉rs ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✸

✷✳✷✳✷ ◗✉❡❧q✉❡s ❞✐st✐♥❣✉❡✉rs ❝❧❛ss✐q✉❡s ❞❛♥s ❧❡ ♠♦❞è❧❡ ❯❑ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✹

✷✳✷✳✸ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❑❑ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✼

✷✳✷✳✹ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❘❑❑ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✽

✷✳✷✳✺ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❈❑ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✾

✷✳✷✳✻ ❊①❡♠♣❧❡s ❞✬❛♣♣❧✐❝❛t✐♦♥ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✾

✷✳✸ ❈r②♣t❛♥❛❧②s❡ ❡t ❞❡s✐❣♥ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✸✶

✷✳✸✳✶ ❉✐st✐♥❣✉❡✉rs ❡t ❈♦❧❧✐s✐♦♥s s✉r ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✸✶

✈



❚❛❜❧❡ ❞❡s ♠❛t✐èr❡s

✷✳✸✳✷ ❉❡s✐❣♥ ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ▲✐❣❤t✇❡✐❣❤t ✿ ●▲❯❖◆ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✸✹

✷✳✹ ❈♦♥❝❧✉s✐♦♥ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✸✻

P❛rt✐❡ ■■ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts ❡t s♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té

♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ✸✾

❈❤❛♣✐tr❡ ✶

❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts ✹✶
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✶✳✺ ▼♦❞é❧✐s❛t✐♦♥✱ s✐♠✉❧❛t✐♦♥ ❡t ✐♠♣❧é♠❡♥t❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✺✶
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✶✳✺✳✸ ❆s♣❡❝ts ❞✬✐♠♣❧é♠❡♥t❛t✐♦♥ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✺✸

❈❤❛♣✐tr❡ ✷

❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ✺✺
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✷✳✷ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs

s❛♥s ✜❧ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✺✼

✷✳✷✳✶ ◗✉❡❧q✉❡s ❛tt❛q✉❡s ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✺✼

✷✳✷✳✷ Pr♦♣♦s✐t✐♦♥ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ✳ ✳ ✳ ✻✵

✷✳✷✳✸ Pr♦♣♦s✐t✐♦♥ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥
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✷✳✸ ❘és✐❧✐❡♥❝❡ ♣♦✉r ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ✻✺

✷✳✸✳✶ ❉é✜♥✐t✐♦♥ ❞❡ ❧❛ rés✐❧✐❡♥❝❡ ❡t ♣r♦♣♦s✐t✐♦♥ ❞❡ ♠étr✐q✉❡ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✻✺

✷✳✸✳✷ ▲❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ét✉❞✐és ❡t ❧❡✉rs ✈❡rs✐♦♥s rés✐❧✐❡♥t❡s ✳ ✳ ✳ ✳ ✳ ✻✻
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✷✳✹ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✻✾
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✷✳✹✳✷ ❆tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❡t ❛tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥ ❝♦♥tr❡ ❧❡ ❝♦❞❛❣❡

rés❡❛✉ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✼✶

✷✳✹✳✸ ❙♦❧✉t✐♦♥s ❝r②♣t♦❣r❛♣❤✐q✉❡s ♣♦✉r ❧❛ sé❝✉r✐té ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ✳ ✳ ✳ ✳ ✳ ✼✷

✷✳✹✳✹ ❆✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s ❡t ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✳ ✳ ✳ ✼✺
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❇✐❜❧✐♦❣r❛♣❤✐❡ ✽✶

❆♥♥❡①❡s ✶✵✶

❆♥♥❡①❡ ❆

❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡ ✶✵✶
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❆♥♥❡①❡ ❇

❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡ ✶✽✶

❆rt✐❝❧❡ ♣rés❡♥t❛♥t ❧❡ ♣r♦t♦❝♦❧❡ ❈❍❊✱ ■❋■P❚▼ ✷✵✵✼ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✶✽✸

❆rt✐❝❧❡ ♣rés❡♥t❛♥t ♥♦tr❡ ♠ét❤♦❞❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❲♦r♠❤♦❧❡✱ P■▼❘❈ ✷✵✵✽ ✳ ✳ ✳ ✳ ✷✵✶

❆rt✐❝❧❡ ♣rés❡♥t❛♥t ❧❡s ❞✐✛ér❡♥t❡s str❛té❣✐❡s ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉✱

✈❡rs✐♦♥ ❝♦♥❢ér❡♥❝❡✱ ◆❙❙ ✷✵✶✵ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✳ ✷✵✼

✈✐✐



❚❛❜❧❡ ❞❡s ♠❛t✐èr❡s

✈✐✐✐



■♥tr♦❞✉❝t✐♦♥ ❣é♥ér❛❧❡

▲❡ ❝♦♥t❡♥✉ ❞❡ ❝❡ ♠❛♥✉s❝r✐t ♣♦✉rr❛ ♣❛r❛îtr❡ q✉❡❧q✉❡ ♣❡✉ é❝❧❡❝t✐q✉❡ ❛✉ ❧❡❝t❡✉r ♣❡✉ ❛✈❡rt✐✳ ■❧
s✬❛❣✐t s✉rt♦✉t ❞✬✉♥ rés✉♠é ❞❡ ♠❡s ❛❝t✐✈✐tés ❞❡ r❡❝❤❡r❝❤❡ ❞❡♣✉✐s ✷✵✵✹✳ ❏✬❛✐ ❞✬✉♥❡ ♣❛rt s♦✉❤❛✐té
❝♦♥s❡r✈❡r ✉♥ ♣✐❡❞ ❞❛♥s ❧❡s t❤è♠❡s q✉✐ ♠✬ét❛✐❡♥t ❝❤❡rs ❛✉♣❛r❛✈❛♥t✱ à s❛✈♦✐r ❞❡s ❛❝t✐✈✐tés ❝♦♥❝❡r✲
♥❛♥t ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ ❡t ❞✬❛✉tr❡ ♣❛rt✱ ♠♦♥ ✐♥té❣r❛t✐♦♥ ❛✉ s❡✐♥ ❞✉ ❧❛❜♦r❛t♦✐r❡ ❈■❚■
à ♣❛rt✐r ❞❡ ✷✵✵✺ s✬❡st ❢❛✐t❡ ✈✐s à ✈✐s ❞✬❛♣♣❧✐❝❛t✐♦♥s ♣♦✉r ❧❡sq✉❡❧❧❡s s❡ ♣♦s❛✐❡♥t ❞❡s ♣r♦❜❧é♠❛✲
t✐q✉❡s ❝❧❛✐r❡s ❞❡ sé❝✉r✐té✳ ■❧ s✬❛❣✐ss❛✐t ❞♦♥❝ ❞❡s ♠♦❞è❧❡s ❞❡ ❝♦♥✜❛♥❝❡ ♣♦✉r ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts
❡t ❞❡ ❧❛ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✱ t❤è♠❡ tr❛♥s✈❡rs❡ ❞✉ ❧❛❜♦r❛t♦✐r❡ q✉✐ ❧✉✐ ✈❛✉t s❛
r❡❝♦♥♥❛✐ss❛♥❝❡ ✐♥t❡r♥❛t✐♦♥❛❧❡✳

❈❡ ♠❛♥✉s❝r✐t s✉✐t ❞♦♥❝ ♥❛t✉r❡❧❧❡♠❡♥t ❝❡ ❞é❝♦✉♣❛❣❡ ❡t tr❛✐t❡✱ ❞❛♥s ✉♥❡ ♣r❡♠✐èr❡ ♣❛rt✐❡✱ ❞❡s
rés✉❧t❛ts r❡❧❛t✐✈❡♠❡♥t t❤é♦r✐q✉❡s q✉❡ ❥✬❛✐ ♦❜t❡♥✉s ❞❡♣✉✐s ✷✵✵✹ ❞❛♥s ❧❡s ❞✐✛ér❡♥ts ❞♦♠❛✐♥❡s ❞❡ ❧❛
❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ t❛♥❞✐s q✉❡ ❧❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡ ❞❡ ❝❡ ♠é♠♦✐r❡ s✬❛tt❛❝❤❡ à ❞é✈❡❧♦♣♣❡r ❧❡s
s♦❧✉t✐♦♥s ♣❧✉s ❛♣♣❧✐q✉é❡s ❞é✈❡❧♦♣♣é❡s ❞❛♥s ❧❡ ❞♦♠❛✐♥❡ ❞❡s ♠♦❞è❧❡s ❞❡ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉①
❛♠❜✐❛♥ts ❡t ♣♦✉r ❧❛ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✳

❈r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡

▲❛ ❝r②♣t♦❣r❛♣❤✐❡✱ s✐❣♥✐✜❛♥t ❧✐ttér❛❧❡♠❡♥t é❝r✐t✉r❡ s❡❝rèt❡✱ ❡st ❞♦♥❝ ❧❛ s❝✐❡♥❝❡ q✉✐ s✬❛tt❛❝❤❡
à ❞é✜♥✐r ❞❡s ♠é❝❛♥✐s♠❡s ♣❡r♠❡tt❛♥t ❞❡ ❣❛r❛♥t✐r ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ♣r♦♣r✐étés ❞❡ sé❝✉r✐té
❝♦♠♠❡ ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té✱ ❧✬❛✉t❤❡♥t✐❝✐té✱ ❧✬✐♥té❣r✐té✱ ❧❛ s✐❣♥❛t✉r❡ ♠❛✐s é❣❛❧❡♠❡♥t ❧✬❛♥♦♥②♠❛t ♦✉
❧❡ ✈♦t❡ é❧❡❝tr♦♥✐q✉❡✳ ■❧ ❡①✐st❡ ❞❡✉① ❢♦r♠❡s ❞❡ ❝r②♣t♦❣r❛♣❤✐❡ ✿ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ à ❝❧é s❡❝rèt❡
✭♦✉ s②♠étr✐q✉❡✮ ♦ù ♣♦✉r q✉❡ ❞❡✉① ♣❡rs♦♥♥❡s ♣✉✐ss❡♥t ❝♦♠♠✉♥✐q✉❡r ❡♥s❡♠❜❧❡✱ ❡❧❧❡s ❞♦✐✈❡♥t ❛✉
♣ré❛❧❛❜❧❡ ❛✈♦✐r é❝❤❛♥❣é ✉♥ s❡❝r❡t ❝♦♠♠✉♥ ❡t ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ à ❝❧é ♣✉❜❧✐q✉❡ ✭♦✉ ❛s②♠étr✐q✉❡✮
♦ù ❝❡tt❡ ❝♦♥❞✐t✐♦♥ ♥✬❡st ♣❧✉s ♥é❝❡ss❛✐r❡ ❝❛r ♣♦✉r ❝❤✐✛r❡r ✉♥ ♠❡ss❛❣❡ à ✉♥ ❞❡st✐♥❛t❛✐r❡✱ ✐❧ s✉✣t
❞✬✉t✐❧✐s❡r ❧❛ ❝❧é ♣✉❜❧✐q✉❡ ❞❡ ❝❡❧✉✐✲❝✐ ❡t s❡✉❧ ❧✉✐ q✉✐ ♣♦ssè❞❡ ❧❛ ❝❧é s❡❝rèt❡ ❝♦rr❡s♣♦♥❞❛♥t à ❝❡tt❡
❝❧é ♣✉❜❧✐q✉❡ ♣♦✉rr❛ ❞é❝❤✐✛r❡r ❝❡ ♠❡ss❛❣❡✳ ▲❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ ❡st ✉t✐❧✐sé❡ r❡❧❛t✐✈❡♠❡♥t
❝♦✉r❛♠♠❡♥t ❞❡♣✉✐s ♣❧✉s✐❡✉rs ❝❡♥t❛✐♥❡s ❞✬❛♥♥é❡s t❛♥❞✐s q✉✬✐❧ ❛ ❢❛❧❧✉ ❛tt❡♥❞r❡ ❧❡s ❛♥♥é❡s ✶✾✼✵ ♣♦✉r
✈♦✐r ❛♣♣❛r❛îtr❡ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ à ❝❧é ♣✉❜❧✐q✉❡✳ ❈❡tt❡ ❞❡r♥✐èr❡ ❢♦r♠❡ ❞❡ ❝r②♣t♦❣r❛♣❤✐❡ r❡st❛♥t
❝❡♣❡♥❞❛♥t r❡❧❛t✐✈❡♠❡♥t ❧❡♥t❡✱ ❞❛♥s ❧❛ ♣r❛t✐q✉❡✱ ❡❧❧❡ s❡rt à é❝❤❛♥❣❡r ❞❡ ❢❛ç♦♥ sûr❡ ✉♥❡ ❝❧é ❞❡
❝❤✐✛r❡♠❡♥t ❡♥tr❡ ❞❡✉① ❡♥t✐tés q✉✐ ✉t✐❧✐s❡r♦♥t ❡♥s✉✐t❡ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ ❞✉r❛♥t ❧❡✉rs
❝♦♠♠✉♥✐❝❛t✐♦♥s✳ ❖♥ ♣❛r❧❡ ❛❧♦rs ❞❡ ❝r②♣t♦❣r❛♣❤✐❡ ❤②❜r✐❞❡✳

▼❡s ✐♥❝✉rs✐♦♥s ❞❛♥s ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ ❛s②♠étr✐q✉❡ ét❛♥t ❧✐♠✐té❡s à ✉♥❡ ♣❛rt✐❝✐♣❛t✐♦♥ à ✉♥
❛rt✐❝❧❡ ❬●▼✵✾❪✱ ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡ ❞❡ ❝❡ ♠é♠♦✐r❡ ♣♦rt❡r❛ s✉r ❧❡s r❡❝❤❡r❝❤❡s ❞é✈❡❧♦♣♣é❡s ❡♥ ❝r②♣✲
t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡✳ ▲❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ s✬✐♥tér❡ss❡ à ❞é✜♥✐r ❧❡s ♣r✐♠✐t✐✈❡s ❝r②♣t♦❣r❛✲
♣❤✐q✉❡s s✉✐✈❛♥t❡s ✿ ❧❡s ❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t q✉✐ ♣❡r♠❡tt❡♥t ❞❡ ❣❛r❛♥t✐r ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té ❞❡s
é❝❤❛♥❣❡s✱ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ q✉✐ ♣❡r♠❡tt❡♥t ❞❡ ❣❛r❛♥t✐r ❧✬✐♥té❣r✐té ❞✬✉♥ ♠❡ss❛❣❡ ❡t ❧❡s ❝♦❞❡s
❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡ ♠❡ss❛❣❡s ✭▼❆❈✮ q✉✐ ♣❡r♠❡tt❡♥t ❞❡ ❣❛r❛♥t✐r ❧✬✐♥té❣r✐té ❡t ❧✬❛✉t❤❡♥t✐❝✐té ❞❡
❞♦♥♥é❡s é❝❤❛♥❣é❡s✳ ❇✐❡♥ sûr à ♣❛rt✐r ❞❡ ❝❡s ♣r✐♠✐t✐✈❡s✱ ✐❧ ❡st ♣♦ss✐❜❧❡ ❞❡ ❞é✜♥✐r ❞❡s ♣r♦t♦❝♦❧❡s
❝♦♠♠❡ ❞❡s ♣r♦t♦❝♦❧❡s ❞✬✐❞❡♥t✐✜❝❛t✐♦♥ ♦✉ ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♠❛✐s ❝❡ ♥✬❡st ♣❛s ♠♦♥ ♣r♦♣♦s ✐❝✐✳

✐①



■♥tr♦❞✉❝t✐♦♥ ❣é♥ér❛❧❡

▲❡s ❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t s♦♥t ❞✐✈✐sés ❡♥ ❞❡✉① ❣r❛♥❞❡s ❝❛té❣♦r✐❡s ✿ ❧❡s ❛❧❣♦r✐t❤♠❡s ❞❡
❝❤✐✛r❡♠❡♥t à ✢♦t q✉✐ ♣r♦❞✉✐s❡♥t ✉♥❡ s✉✐t❡ ♣s❡✉❞♦✲❛❧é❛t♦✐r❡ ♣❡r♠❡tt❛♥t ❞❡ ❝❤✐✛r❡r à ❧❛ ✈♦❧é❡ ✉♥
✢♦t ❞❡ ❞♦♥♥é❡s à ❧✬❛✐❞❡ ❞✬✉♥❡ ♦♣ér❛t✐♦♥ ❜✐❥❡❝t✐✈❡ é❧é♠❡♥t❛✐r❡ ❡t ❧❡s ❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t
♣❛r ❜❧♦❝s q✉✐✱ ❝♦♠♠❡ ❧❡✉r ♥♦♠ ❧✬✐♥❞✐q✉❡✱ ❞é❝♦✉♣❡♥t ❧❡ ♠❡ss❛❣❡ à ❝❤✐✛r❡r ❡♥ ❜❧♦❝s ❞❡ t❛✐❧❧❡ ✜①❡ ❡t
❝❤✐✛r❡♥t ❝❤❛q✉❡ ❜❧♦❝ sé♣❛ré♠❡♥t ❡♥ ✉t✐❧✐s❛♥t ✉♥ ♠♦❞❡ ❞❡ ❝❤✐✛r❡♠❡♥t✳ ▲❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡
♣r❡♥♥❡♥t ❡♥ ❡♥tré❡ ✉♥ ♠❡ss❛❣❡ ❞❡ t❛✐❧❧❡ ✈❛r✐❛❜❧❡ ❡t ♣r♦❞✉✐s❡♥t ❡♥ s♦rt✐❡ ✉♥ ❝♦♥❞❡♥sé ✉♥✐q✉❡
❞❡ t❛✐❧❧❡ ✜①❡✳ ▲❡s ❝♦❞❡s ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡ ♠❡ss❛❣❡s ✭▼❆❈✮ ♣❡r♠❡tt❡♥t ❞❡ ❣❛r❛♥t✐r à ❧❛ ❢♦✐s
❧✬✐♥té❣r✐té ❡t ❧✬❛✉t❤❡♥t✐❝✐té ❞✬✉♥ ♠❡ss❛❣❡ ❞❡ t❛✐❧❧❡ ✈❛r✐❛❜❧❡ ❡♥ ♣r♦❞✉✐s❛♥t à ❧✬❛✐❞❡ ❞✬✉♥❡ ❝❧é ✉♥
❝♦♥❞❡♥sé ❞❡ t❛✐❧❧❡ ✜①❡✳

▲❡ ❝❤❛♣✐tr❡ ✶ ❞❡ ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡ r❡❝♦✉✈r❡ ❧✬❡♥s❡♠❜❧❡ ❞❡s rés✉❧t❛ts q✉❡ ♥♦✉s ❛✈♦♥s ♦❜t❡✲
♥✉s ❝♦♥❝❡r♥❛♥t ❧❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t✳ ■❧ s✬❛❣✐t ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡s rés✉❧t❛ts ♦❜t❡♥✉s ❞✉r❛♥t ♠♦♥
❛♥♥é❡ ❞✬✐♥❣é♥✐❡✉r ❡①♣❡rt à ❧✬■◆❘■❆ ❘♦❝q✉❡♥❝♦✉rt ✜♥❛♥❝é ♣❛r ❧❡ ♣r♦❥❡t ❘◆❘❚ ❳✲❈❘❨P❚ ✶ ❡♥
✷✵✵✹✴✷✵✵✺ ❛✐♥s✐ q✉❡ ❞❡ t♦✉s ❧❡s rés✉❧t❛ts ♦❜t❡♥✉s ❛✈❡❝ ❧❡ ❧❛❜♦r❛t♦✐r❡ ❳▲■▼ ❞❡ ❧✬❯♥✐✈❡rs✐té ❞❡
▲✐♠♦❣❡s✱ ❞❛♥s ❧❡ ❝❛❞r❡ ❞❡ ❧❛ t❤ès❡ ❞❡ ❇❡♥❥❛♠✐♥ P♦✉ss❡ ✭✷✵✵✼✲✷✵✶✵✮ ❡t ❞✉r❛♥t ❧❡ ♣r♦❥❡t ❆◆❘
❙❊❚■◆ ✷✵✵✻ ❘❆P■❉❊ ✷✳ ❈❡s ❞❡r♥✐❡rs ❝♦♥❝❡r♥❡♥t ❧❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t ❢♦♥❞és s✉r ❧❡s ❋❈❙❘
✭❋❡❡❞❜❛❝❦ ✇✐t❤ ❈❛rr② ❙❤✐❢t ❘❡❣✐st❡r✮✱ ❧❡s ❋❈❙❘ ❡✉①✲♠ê♠❡ ❡t ❧❡s ▲❋❙❘ ✭▲✐♥❡❛r ❋❡❡❞❜❛❝❦ ❙❤✐❢t
❘❡❣✐st❡r✮✳ ▲❡ ♣♦✐♥t ❞❡ ❞é♣❛rt ét❛✐t ✐❝✐ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ r❡♣rés❡♥t❛t✐♦♥s s✐♠♣❧✐✜é❡s ❞❡s ❋❈❙❘ ❡t ❞❡s
▲❋❙❘ ✈✐❛ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♠❛tr✐❝❡s ❞❡ tr❛♥s✐t✐♦♥✳ ❈❡❧❛ ❛ ♣❡r♠✐s ❞❡ ♠❡ttr❡ ❡♥ ❧✉♠✐èr❡ ❞❡ ♥♦♠✲
❜r❡✉s❡s ♣r♦♣r✐étés ♣❛rt✐❝✉❧✐èr❡s ✉t✐❧❡s ♣♦✉r ❧❡ ❞❡s✐❣♥ ❡t ❧✬✐♠♣❧é♠❡♥t❛t✐♦♥ ♦♣t✐♠✐sé❡ ❞❡ ♣r✐♠✐t✐✈❡s
❝r②♣t♦❣r❛♣❤✐q✉❡s✳

▲❡ ❝❤❛♣✐tr❡ ✷ ❞❡ ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡ ❞é❝r✐t ❧❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s✱
♦❜t❡♥✉s ♣♦✉r ❧❛ ♣❧✉♣❛rt ❛✈❡❝ ❘❛♣❤❛ë❧ P❤❛♥ ❡t ❇❡♥❥❛♠✐♥ P♦✉ss❡✱ ❡t ❧❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s
❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✳ ❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s✱ ✐❧ s✬❛❣✐t ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡
❝r②♣t❛♥❛❧②s❡s ✐♥té❣r❛❧❡s ✉t✐❧✐sé❡s ❞❛♥s ❞❡s ♠♦❞è❧❡s ❞✬❛tt❛q✉❡s ♣❛rt✐❝✉❧✐❡rs r❡❧❛t✐✈❡♠❡♥t ♣r♦❝❤❡s
❞❡ ❝❡✉① ❝❧❛ss✐q✉❡♠❡♥t ✉t✐❧✐sés ♣♦✉r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✳ ❈❡s ♠♦❞è❧❡s s♦♥t ❞✐ts à ❝❧és ❝♦♥♥✉❡s
♦✉ à ❝❧és ❧✐é❡s ❝♦♥♥✉❡s✳ ▲✬❛❝t✉❛❧✐té ❜rû❧❛♥t❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❧✐é❡ à ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲
✸ ✸ ❛ é❣❛❧❡♠❡♥t ♦r✐❡♥té ❝❡rt❛✐♥❡s ❞❡ ♠❡s ❛❝t✐✈✐tés ❞❡ r❡❝❤❡r❝❤❡✳ ▲❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡ ❞✉ ❝❤❛♣✐tr❡ ✷
❡st ❞♦♥❝ ❝♦♥s❛❝ré❡ à ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉rs ❝♦♥tr❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✱ ✐❧ s✬❛❣✐t ❞❡
❞✐st✐♥❣✉❡✉rs ✐♥té❣r❛✉① ❡t ❞✬❛tt❛q✉❡s ♣❛r r❡❜♦♥❞✱ ❝❡s ❞❡r♥✐èr❡s ♣❡r♠❡tt❛♥t ❞❡ ❝♦♥str✉✐r❡ ❞❡s ❝♦❧❧✐✲
s✐♦♥s ❝♦♥tr❡ ❞❡s ❝❛♥❞✐❞❛ts ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸✳ ◆♦✉s ♣rés❡♥t♦♥s é❣❛❧❡♠❡♥t ✉♥❡ ❝♦♥str✉❝t✐♦♥
❞❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ❧✐❣t❤✇❡✐❣❤t ✭❝✬❡st✲à✲❞✐r❡ ❛✈❡❝ ✉♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡ ❝♦♠♣❛❝t❡✮
❢♦♥❞é❡ s✉r ✉♥ ❋❈❙❘ ✜❧tré ❧✐♥é❛✐r❡♠❡♥t ❡t s✉r ✉♥❡ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ ❬❇❉P❆✵✽❪✳

❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts ❡t s♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡
❝❛♣t❡✉rs

▲❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡ ❞❡ ❝❡ ♠❛♥✉s❝r✐t r❡❣r♦✉♣❡ ❧❡s tr❛✈❛✉① ré❛❧✐sés ❞❡♣✉✐s ♠♦♥ ❛rr✐✈é❡ ❛✉
❧❛❜♦r❛t♦✐r❡ ❈■❚■ ❞❛♥s ❞❡✉① ❞♦♠❛✐♥❡s ✿ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts ❡t ❧❡s s♦❧✉t✐♦♥s ❞❡
sé❝✉r✐té q✉❡ ♥♦✉s ❛✈♦♥s ❞é✈❡❧♦♣♣é❡s ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✳

▲❡ ♣r❡♠✐❡r ❝❤❛♣✐tr❡ ❞❡ ❝❡tt❡ ♣❛rt✐❡ ❡st ❞♦♥❝ ❝♦♥s❛❝ré ❛✉ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❢♦♥❞é s✉r
❧✬❤✐st♦r✐q✉❡ q✉❡ ♥♦✉s ❛✈♦♥s ❞é✈❡❧♦♣♣é ❞❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣r♦❥❡t ❑❆❆ ✹ ❞❡ ❧✬❛♣♣❡❧ ❆◆❘ ❙é❝✉r✐té
✐♥❢♦r♠❛t✐q✉❡ ❡t ❞❡ ❧❛ t❤ès❡ ❞❡ ❙❛♠✉❡❧ ●❛❧✐❝❡ ✭✷✵✵✹✲✷✵✵✼✮✳ ❈❡ ♣r♦❥❡t ♠✉❧t✐✲❞✐s❝✐♣❧✐♥❛✐r❡ ❛✈❛✐t ♣♦✉r
❜✉t ❞❡ ❞é✜♥✐r ✉♥ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ s♦❝✐❛❧❡♠❡♥t ❛❝❝❡♣t❛❜❧❡ ❡t ✐♥❢♦r♠❛t✐q✉❡♠❡♥t ré❛❧✐s❛❜❧❡
❞❛♥s ❧❡ ❝♦♥t❡①t❡ ❞❡s rés❡❛✉① ❛♠❜✐❛♥ts ♦ù ♦♥ ❝♦♥s✐❞èr❡ q✉❡ ❝❤❛q✉❡ ✉t✐❧✐s❛t❡✉r ✈❛ ♣♦✉✈♦✐r s❡

✶✳ ❤tt♣✿✴✴✇✇✇✲r♦❝✳✐♥r✐❛✳❢r✴s❡❝r❡t✴❳✲❈r②♣t✴

✷✳ ❆◆❘ ❙❊❚■◆ ✭✷✵✵✼✲✷✵✶✶✮ ✿ ❤tt♣✿✴✴r❛♣✐❞❡✲❛♥r✷✵✵✻✳❣❢♦r❣❡✳✐♥r✐❛✳❢r✴
✸✳ ❤tt♣✿✴✴❝sr❝✳♥✐st✳❣♦✈✴❣r♦✉♣s✴❙❚✴❤❛s❤✴s❤❛✲✸✴✐♥❞❡①✳❤t♠❧

✹✳ ❆◆❘ ❙é❝✉r✐té ■♥❢♦r♠❛t✐q✉❡ ✭✷✵✵✹✲✷✵✵✼✮ ✿ ❤tt♣✿✴✴❦❛❛✳❝✐t✐✳✐♥s❛✲❧②♦♥✳❢r✴

①

http://www-roc.inria.fr/secret/X-Crypt/
http://rapide-anr2006.gforge.inria.fr/
http://csrc.nist.gov/groups/ST/hash/sha-3/index.html
http://kaa.citi.insa-lyon.fr/


❝♦♥♥❡❝t❡r à s♦♥ ❡♥✈✐r♦♥♥❡♠❡♥t ♦✉ à ❞✬❛✉tr❡s t❡r♠✐♥❛✉① ✈✐❛ s♦♥ ♦❜❥❡t ❝♦♠♠✉♥✐q✉❛♥t✳ ■❧ s✬❛❣✐t
❞♦♥❝ ❞❡ ❝❛r❛❝tér✐s❡r ❧❡s ❧✐❡♥s q✉❡ ❧✬♦♥ s♦✉❤❛✐t❡ ❝♦♥str✉✐r❡ ❞❛♥s ❞❡s ❝♦♠♠✉♥❛✉tés ♦✉✈❡rt❡s ♦✉ ❞❡s
❝♦♠♠✉♥❛✉tés ❛②❛♥t ❞❡s ✐♥térêts ❝♦♠♠✉♥s ❝♦♠♠❡ ❧✬❛❝❝ès à ✉♥ s❡r✈✐❝❡ ♣❛rt✐❝✉❧✐❡r✳ ❙✉r ❝❡tt❡ ❜❛s❡✱
♥♦✉s ❛✈♦♥s t❡♥té ❞✬✐♥té❣r❡r ❛✉ ♠♦❞è❧❡ q✉❡ ♥♦✉s ♣r♦♣♦s♦♥s ❞❡s ❛s♣❡❝ts s♦❝✐♦❧♦❣✐q✉❡s✱ ❥✉r✐❞✐q✉❡s
❡t é❝♦♥♦♠✐q✉❡s✳

▲❡ ❞❡✉①✐è♠❡ ❝❤❛♣✐tr❡ ❞❡ ❝❡tt❡ ♣❛rt✐❡ ❡st ❝♦♥s❛❝ré ❛✉① rés✉❧t❛ts q✉❡ ♥♦✉s ❛✈♦♥s ♦❜t❡♥✉s ❞❛♥s
❧❡ ❞♦♠❛✐♥❡ ❞❡ ❧❛ sé❝✉r✐té ❞❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✳ ❈❡s ❞❡r♥✐❡rs ♣❡✉✈❡♥t êtr❡ ✈✉s ❝♦♠♠❡ ✉♥
♥♦✉✈❡❛✉ ♣❛r❛❞✐❣♠❡ ❡♥tr❡ ❧❡s rés❡❛✉① ❞❡ s✉r✈❡✐❧❧❛♥❝❡ ❡t ❧❡s rés❡❛✉① ❛❞✲❤♦❝✳ ■❧ s✬❛❣✐t ❞❡ rés❡❛✉①
♠✉❧t✐✲s❛✉t ❝♦♠♣♦sés ❞❡ ♣❡t✐t❡s ❡♥t✐tés ❛♣♣❡❧é❡s ❝❛♣t❡✉rs ❛✉① ❝❛♣❛❝✐tés ❡t ❛✉① r❡ss♦✉r❝❡s ❧✐♠✐✲
té❡s ❝♦♠♠✉♥✐q✉❛♥t ✈✐❛ ❧❡ ♠é❞✐✉♠ r❛❞✐♦ ♣♦✉r ❢❛✐r❡ r❡♠♦♥t❡r ❞❡s ❞♦♥♥é❡s✱ ❧❛ ♣❧✉♣❛rt ❞✉ t❡♠♣s
❡♥✈✐r♦♥♥❡♠❡♥t❛❧❡s✱ à ✉♥ ♦✉ ♣❧✉s✐❡✉rs ♣♦✐♥ts ❞❡ ❝♦❧❧❡❝t❡s✳ ❉❡ ♥♦♠❜r❡✉s❡s ❛tt❛q✉❡s ♣❡✉✈❡♥t êtr❡
❝♦♥s✐❞éré❡s ❝♦♥tr❡ ❝❡ t②♣❡ ❞❡ rés❡❛✉✱ ❡♥ r❛✐s♦♥ ❞❡s ❢❛✐❜❧❡s ❝❛♣❛❝✐tés ❞❡s é❧é♠❡♥ts ❧❡ ❝♦♥st✐t✉❛♥t✱
❞✉ ♠♦❞❡ ❞❡ r♦✉t❛❣❡ ♠✉❧t✐✲s❛✉t ❡t ❞✉ ♠é❞✐✉♠ r❛❞✐♦✳ ▲❛ ❝r②♣t♦❣r❛♣❤✐❡ ♣❡r♠❡t ❞❡ ré♣♦♥❞r❡ ❝♦rr❡❝✲
t❡♠❡♥t à ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞✬❛tt❛q✉❡s ♠❛✐s ❡❧❧❡ ♥❡ s✉✣t ♣❛s à ❡❧❧❡ s❡✉❧❡ ❝❛r ❧❡s ♥÷✉❞s ❝❛♣t❡✉rs
❝♦♥st✐t✉❛♥t ❧❡ rés❡❛✉ ♣❡✉✈❡♥t êtr❡ ❝♦♠♣r♦♠✐s✳ ❉❛♥s ❝❡ ❝❛s✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞❡ ❞é✈❡❧♦♣♣❡r ❞❡s
s♦❧✉t✐♦♥s ❛❧❣♦r✐t❤♠✐q✉❡s ❞é❞✐é❡s✳ ❈✬❡st ❝❡ à q✉♦✐ ♥♦✉s ♥♦✉s s♦♠♠❡s ❡♠♣❧♦②és ❞❛♥s ❧❡ ❝❛❞r❡ ❞❡
❧❛ t❤ès❡ ❞❡ ❲❛ss✐♠ ❩♥❛✐❞✐ ✜♥❛♥❝é❡ ♣❛r ❧❛ ré❣✐♦♥ ❘❤ô♥❡✲❆❧♣❡s ✭✷✵✵✼✲✷✵✶✵✮ ♦ù ♥♦✉s ❛✈♦♥s ♣r♦✲
♣♦sé ♣❧✉s✐❡✉rs ♠é❝❛♥✐s♠❡s ❞❡ ❞ét❡❝t✐♦♥ ❞✬❛tt❛q✉❡s ♣❛rt✐❝✉❧✐èr❡s ❝♦♠♠❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ♦✉
❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ❞❡ ♥÷✉❞s✳ ❉❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣r♦❥❡t ❆◆❘ ❆❘❊❙❆✷ ✺ ❡t ❞❡ ❧❛ t❤ès❡ ❞❡
❖❝❤✐r❦❤❛♥❞ ❊r❞❡♥❡✲❖❝❤✐r ✭✷✵✵✾✲✷✵✶✷✮✱ ♥♦✉s ❝❤❡r❝❤♦♥s à ❝♦♥str✉✐r❡ ❞❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡
✐♥tr✐♥sèq✉❡♠❡♥t rés✐❧✐❡♥ts à ❝❡rt❛✐♥s t②♣❡s ❞✬❛tt❛q✉❡s✱ ❝✬❡st✲à✲❞✐r❡ q✉❡ ♥♦✉s s♦✉❤❛✐t♦♥s ❞é✜♥✐r
❞❡s ♣r♦t♦❝♦❧❡s ❝❛♣❛❜❧❡s ❞❡ ❝♦♥t✐♥✉❡r à r♦✉t❡r ❧❡s ♠❡ss❛❣❡s ❡♥ ♣rés❡♥❝❡ ❞✬❛tt❛q✉❛♥ts✳ ◆♦✉s s♦✉✲
❤❛✐t♦♥s✱ é❣❛❧❡♠❡♥t✱ êtr❡ ❝❛♣❛❜❧❡ ❞❡ ❞é❣❛❣❡r ❞❡s ♣r♦♣r✐étés ♣❛rt✐❝✉❧✐èr❡s ❞❡ rés✐❧✐❡♥❝❡ ♣❡r♠❡tt❛♥t
❞❡ r❡♥❢♦r❝❡r ❧❡s ❝❛♣❛❝✐tés ❞✉ rés❡❛✉ ❛✉ s❡♥s ❞❡ ❝❡tt❡ ♥♦t✐♦♥✳ ❊♥✜♥✱ ❞❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣♦st✲❞♦❝t♦r❛t
❞❡ ❨✉❛♥ ❨✉❛♥ ❩❤❛♥❣ ❡t ❞❡ ❧❛ t❤ès❡ ❞❡ ❲❛ss✐♠ ❩♥❛✐❞✐✱ ♥♦✉s ♥♦✉s ✐♥tér❡ss♦♥s à ❧❛ sé❝✉r✐té ♣♦✉r
❧❡ ❝♦❞❛❣❡ rés❡❛✉✳ ▲❡ ❝♦❞❛❣❡ rés❡❛✉ ❡st ✉♥❡ ♠ét❤♦❞❡ ré❝❡♥t❡ ♣❡r♠❡tt❛♥t ❞✬❛♠é❧✐♦r❡r ❧❡ ❞é❜✐t ❞❡
tr❛♥s♠✐ss✐♦♥s ❡♥ ♠♦❞❡ ♠✉❧t✐❝❛st ♦✉ ✉♥✐❝❛st ✈✐❛ ✉♥❡ ❞✐ssé♠✐♥❛t✐♦♥ ❞✬✐♥❢♦r♠❛t✐♦♥ ♦♣t✐♠❛❧❡✳ ▲❛
♣❧✉♣❛rt ❞❡s s♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ❞é✈❡❧♦♣♣é❡s ❞❛♥s ❝❡ ❝❛❞r❡ ✉t✐❧✐s❡♥t ❞❡s ♠ét❤♦❞❡s ❞❡ ❝❤✐✛r❡♠❡♥t
♦✉ ❞❡ s✐❣♥❛t✉r❡ ❤♦♠♦♠♦r♣❤✐q✉❡s ♣♦✉r ❣❛r❛♥t✐r ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té ❞❡ ❜♦✉t ❡♥ ❜♦✉t ❡t ❧✬❛✉t❤❡♥t✐❝✐té
s❛✉t à s❛✉t ♦✉ ❞❡s ♠ét❤♦❞❡s ❞❡ r♦✉t❛❣❡ ♠✉❧t✐✲❝❤❡♠✐♥✳

✺✳ ❆◆❘ ❱❊❘❙❖ ✭✷✵✶✵✲✷✵✶✸✮ ✿ ❤tt♣✿✴✴❛r❡s❛✷✳♠✐♥❛❧♦❣✐❝✳♥❡t✴

①✐

http://aresa2.minalogic.net/


■♥tr♦❞✉❝t✐♦♥ ❣é♥ér❛❧❡
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Pr❡♠✐èr❡ ♣❛rt✐❡

❈r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡

✶





❈❤❛♣✐tr❡ ✶

❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

✶✳✶ ■♥tr♦❞✉❝t✐♦♥

▲❡s ❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❝♦♠♠❡ ❧❡✉r ♥♦♠ ❧✬✐♥❞✐q✉❡ s♦♥t ❣é♥ér❛❧❡♠❡♥t ✉t✐❧✐sés
♣♦✉r ❝❤✐✛r❡r ✉♥ ✢♦t ❞❡ ❞♦♥♥é❡s à ❧✬❛✐❞❡ ❞❡ ❧❛ ♠ét❤♦❞❡ ❞✉ ✏♦♥❡ t✐♠❡ ♣❛❞✑✳ ■❧ s✬❛❣✐t ❞❡ ♣r♦❞✉✐r❡
✉♥❡ s✉✐t❡ ❝❤✐✛r❛♥t❡ ❞❡ ❧❛ t❛✐❧❧❡ ❞✉ ♠❡ss❛❣❡ q✉✐ s❡r❛ ①♦ré❡ ❜✐t à ❜✐t ✭♦♥ ♣❡✉t é❣❛❧❡♠❡♥t ✉t✐❧✐s❡r
❞✬❛✉tr❡s ♦♣ér❛t✐♦♥s ❜✐❥❡❝t✐✈❡s s✉r ❞❡s ❣r♦✉♣❡s ♣❧✉s ❣r♦s q✉❡ F2✮ ❛✈❡❝ ❝❤❛❝✉♥ ❞❡s ❜✐ts ❞✉ ♠❡ss❛❣❡✱
❧❡ ♣r♦❝❡ss✉s ❞❡ ❞é❝❤✐✛r❡♠❡♥t ét❛♥t s✐♠✐❧❛✐r❡ à ❧✬♦♣ér❛t✐♦♥ ❞✬✐♥✈❡rs✐♦♥ ♣rès✳ ■❧ ❢❛✉t ❞♦♥❝ ♣♦✉r
❝❛❝❤❡r ❝♦rr❡❝t❡♠❡♥t ❧❡ ♠❡ss❛❣❡ q✉❡ ❧❛ s✉✐t❡ ❝❤✐✛r❛♥t❡ r❡ss❡♠❜❧❡ ❛✉t❛♥t q✉❡ ❢❛✐r❡ s❡ ♣❡✉t à ✉♥❡
s✉✐t❡ ❛❧é❛t♦✐r❡ ❛✜♥ ❞❡ ❣❛r❛♥t✐r q✉❡ ❧❡ ❝❤✐✛r❡♠❡♥t s♦✐t ✐♥❝♦♥❞✐t✐♦♥♥❡❧❧❡♠❡♥t sûr ❬❙❤❛✹✾❪✳

❈✬❡st ❧✬♦❜❥❡t ❞❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t ✿ ♣r♦❞✉✐r❡ ✉♥❡ s✉✐t❡ ♣s❡✉❞♦✲❛❧é❛t♦✐r❡ ❛②❛♥t ❞✬❡①❝❡❧❧❡♥t❡s
♣r♦♣r✐étés st❛t✐st✐q✉❡s ✭❧♦♥❣✉❡ ♣ér✐♦❞❡✱ ♣r♦♣r✐été ❞❡s r✉♥s ❬●♦❧✽✶❪✱ ❡t❝✳✮ à ♣❛rt✐r ❞✬✉♥❡ ❝❧é ♣❛rt❛❣é❡
❡♥tr❡ ❞❡✉① ✭♦✉ ♣❧✉s✐❡✉rs✮ ❡♥t✐tés✳ ❊♥ ❞✬❛✉tr❡s t❡r♠❡s✱ ✐❧ s✬❛❣✐t ❞❡ ❝♦♥str✉✐r❡ ✉♥ ❣é♥ér❛t❡✉r ♣s❡✉❞♦✲
❛❧é❛t♦✐r❡ ❞♦♥t ❧❛ ✈❛❧❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ❡st s❡❝rèt❡✳ ■❧ ❡st à ♥♦t❡r ❝❡♣❡♥❞❛♥t q✉❡ s✐ ♦♥ ✐♥✐t✐❛❧✐s❡
❧❡ ❣é♥ér❛t❡✉r t♦✉❥♦✉rs à ❧❛ ♠ê♠❡ ✈❛❧❡✉r✱ ✐❧ ♣r♦❞✉✐r❛ s②sté♠❛t✐q✉❡♠❡♥t ❧❛ ♠ê♠❡ s✉✐t❡ ♣s❡✉❞♦✲
❛❧é❛t♦✐r❡ ♥❡ ♣❡r♠❡tt❛♥t ♣❛s ❞❡ ❝❤✐✛r❡r ❞❡✉① ♠❡ss❛❣❡s ❞✐st✐♥❝ts s❛♥s ré✈é❧❡r ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥ à ✉♥
❛tt❛q✉❛♥t✳ ❈✬❡st ♣♦✉rq✉♦✐ ❞❛♥s ❧❡s ❛♣♣❧✐❝❛t✐♦♥s ♣r❛t✐q✉❡s✱ ♦♥ ✐♥✐t✐❛❧✐s❡ s♦✉✈❡♥t ✉♥ ❝❤✐✛r❡♠❡♥t
à ✢♦t à ❧✬❛✐❞❡ ❞❡ ❧❛ ❝❧é K ♣❛rt❛❣é❡ ❡t ❞✬✉♥❡ ✈❛❧❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ♣✉❜❧✐q✉❡ s♦✉✈❡♥t ♥♦té❡ IV
❞✐✛ér❡♥t❡ ♣♦✉r ❝❤❛❝✉♥ ❞❡s ♠❡ss❛❣❡s à ❝❤✐✛r❡r✳ ❖♥ ♣❛r❧❡ ❞❛♥s ❝❡ ❝❛s ❞❡ ♥♦♥❝❡ ❛✉ s❡♥s ❛♥❣❧❛✐s ❞❡
✏♥✉♠❜❡r ✉s❡❞ ♦♥❝❡✑✳

■❧ ❡①✐st❡ ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡✉① ❣r❛♥❞s t②♣❡s ❞❡ ❝❤✐✛r❡♠❡♥ts à ✢♦t ✿
✕ ▲❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t s②♥❝❤r♦♥❡s q✉✐ s♦♥t ✐♥❞é♣❡♥❞❛♥ts ❞✉ ♠❡ss❛❣❡ ❝❧❛✐r à ❝❤✐✛r❡r✳
✕ ▲❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t ❛✉t♦✲s②♥❝❤r♦♥✐s❛♥ts q✉✐ ♣r♦❞✉✐s❡♥t ❧❛ s✉✐t❡ ❝❤✐✛r❛♥t❡ à ♣❛rt✐r ❞✉

❝♦✉♣❧❡ ❝❧é✴✈❡❝t❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ❡t ❞✬✉♥ ♥♦♠❜r❡ ✜①é ❞✬é❧é♠❡♥ts ❞❡ ❧❛ s✉✐t❡ ❝❤✐✛r❛♥t❡ ❞é❥à
♣r♦❞✉✐ts✳ ❖♥ ♣❡✉t ♥♦t❡r ❝❡♣❡♥❞❛♥t q✉❡ ❥✉sq✉✬à ♣rés❡♥t ♣❡✉ ✈♦✐r❡ ♣❛s ❞❡ ❝❤✐✛r❡♠❡♥ts ❛✉t♦✲
s②♥❝❤r♦♥✐s❛♥ts ♥✬♦♥t rés✐sté à ❞❡s ❛tt❛q✉❡s r❡❧❛t✐✈❡♠❡♥t ❜❛s✐q✉❡s ❡♥ r❛✐s♦♥ ♣❡✉t✲êtr❡ ❞❡
❧❡✉r ❞é✜♥✐t✐♦♥ ♠ê♠❡✳ ▲❡ ♣r♦❜❧è♠❡ ❝♦♥s✐st❛♥t à ❝♦♥str✉✐r❡ ❞❡ t❡❧s ❝❤✐✛r❡♠❡♥ts r❡st❡ ❞♦♥❝
❡♥t✐❡r✳

❉❛♥s ❧❡ r❡st❡ ❞❡ ❝❡ ❝❤❛♣✐tr❡✱ ♥♦✉s ♥♦✉s ✐♥tér❡ss❡r♦♥s ❡ss❡♥t✐❡❧❧❡♠❡♥t ❛✉① ❝❤✐✛r❡♠❡♥ts à ✢♦t
❡♥❝♦r❡ ❡♥ ✈✐❡ à s❛✈♦✐r ❧❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t s②♥❝❤r♦♥❡s✳ ❈❡s ❞❡r♥✐❡rs s♦♥t ✉t✐❧✐sés s✉rt♦✉t ❞❛♥s
❧❡s tr♦✐s ❝♦♥t❡①t❡s s✉✐✈❛♥ts ✿ ❧♦rsq✉❡ ❧✬♦♥ s♦✉❤❛✐t❡ ❝❤✐✛r❡r r❛♣✐❞❡♠❡♥t ✉♥❡ ❣r❛♥❞❡ q✉❛♥t✐té ❞❡
❞♦♥♥é❡s ✭❝❤✐✛r❡♠❡♥t ❞❡ ❞✐sq✉❡s ❞✉rs ♣❛r ❡①❡♠♣❧❡✮✱ ❧♦rsq✉❡ ❧❡s r❡ss♦✉r❝❡s ❤❛r❞✇❛r❡ s♦♥t très
❧✐♠✐té❡s ✭ét✐q✉❡tt❡s ❘❋■❉✱ ❡t❝✳✮ ❡t ❧♦rsq✉❡ ❧✬♦♥ ✉t✐❧✐s❡ ❧❡ ♠é❞✐✉♠ r❛❞✐♦ ❝❛r ❝❡s ❝❤✐✛r❡♠❡♥ts ♦♥t ❧❡
❣r❛♥❞ ❛✈❛♥t❛❣❡ ❞❡ ♥❡ ♣❛s ♣r♦♣❛❣❡r ❧❡s ❡rr❡✉rs ✭❝♦♥tr❛✐r❡♠❡♥t ❛✉① ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s✮✳ ❈✬❡st
❝❡tt❡ ❞❡r♥✐èr❡ ♣r♦♣r✐été q✉✐ ❛ r❡♥❞✉ ❧❡✉r ✉t✐❧✐s❛t✐♦♥ s✐ ♣♦♣✉❧❛✐r❡ ❞❛♥s ❧❡s té❧é❝♦♠♠✉♥✐❝❛t✐♦♥s✳

✸



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

❖♥ ♣❡✉t ❝✐t❡r ✐❝✐ ❧✬❛❧❣♦r✐t❤♠❡ ❆✺✴✶ ✉t✐❧✐sé ❞❛♥s ❧❛ ♥♦r♠❡ ●❙▼✱ ❧✬❛❧❣♦r✐t❤♠❡ ❘❈✹ ✉t✐❧✐sé ❞❛♥s ❧❡
♣r♦t♦❝♦❧❡ ❙❙▲ ♦✉ ❧✬❛❧❣♦r✐t❤♠❡ ❊✵ ❬❇❧✉✵✶❪ ❞❡ ❇❧✉❡t♦♦t❤✳

❖♥ tr♦✉✈❡ ❡♥ ❣é♥ér❛❧ ❞❛♥s ❝❡s ❝❤✐✛r❡♠❡♥ts ❧❡s é❧é♠❡♥ts s✉✐✈❛♥ts ✭✈♦✐r ❋✐❣✳ ✶✳✶✮ ✿
✕ ✉♥ r❡❣✐str❡ à ❞é❝❛❧❛❣❡ ✜♥✐ ❢❛✐s❛♥t ❞❡✉① ❢♦✐s ❛✉ ♠♦✐♥s ❧❛ t❛✐❧❧❡ ❞❡ ❧❛ ❝❧é ✭❛✜♥ ❞❡ s❡ ♣ré♠✉♥✐r
❝♦♥tr❡ ❧❡s ❛tt❛q✉❡s ♣❛r ❝♦♠♣r♦♠✐s t❡♠♣s✴♠é♠♦✐r❡ ❬❍❙✵✺❪✮ ❀

✕ ✉♥❡ ❢♦♥❝t✐♦♥ f ❞❡ r❡♠✐s❡ à ❥♦✉r ❞❡ ❝❡t ét❛t ❀
✕ ✉♥❡ ❢♦♥❝t✐♦♥ g ❞❡ ✜❧tr❛❣❡ ♥♦♥✲❧✐♥é❛✐r❡ ❝❤♦✐s✐❡ ♣♦✉r s❡s ❜♦♥♥❡s ♣r♦♣r✐étés ✭éq✉✐❧✐❜ré❡✱ ❤❛✉t
❞❡❣ré✱ s❛♥s ❝♦rré❧❛t✐♦♥ ❞✬♦r❞r❡ ✶✱ ❡t❝✳ ❬❈❛♥✵✻❪✮✳

…

Longueur L f

g

suite chiffrante si

message mi chiffré ci

❋✐❣✉r❡ ✶✳✶ ✕ ❈♦♥str✉❝t✐♦♥ ❣é♥ér✐q✉❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t à ✢♦t✳

▲❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❧✉✐✲♠ê♠❡ ✉t✐❧✐s❡ ❡♥ ❣é♥ér❛❧ ❞❡✉① ❣r❛♥❞❡s ét❛♣❡s ❛✜♥ ❞❡ ♣r♦❞✉✐r❡ ❧❛ s✉✐t❡
❝❤✐✛r❛♥t❡ à ❧✬❛✐❞❡ ❞❡s tr♦✐s ❝♦♠♣♦s❛♥t❡s ♣ré❝é❞❡♥t❡s ✿

✕ ❧❡ ❑❡②✴■❱ s❡t✉♣ q✉✐ ♣r♦❞✉✐t✱ à ♣❛rt✐r ❞❡ ❧❛ ❝❧é s❡❝rèt❡ K ❡t ❞✬✉♥❡ ✈❛❧❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥
IV ✱ ✉♥ ét❛t ✐♥✐t✐❛❧ ♣♦✉r ❧❡ r❡❣✐str❡ ✜♥✐ s❛♥s ❣é♥ér❡r ❞❡ s♦rt✐❡s ❀

✕ ❧❛ ❣é♥ér❛t✐♦♥ ❞❡ ❧❛ s✉✐t❡ ❝❤✐✛r❛♥t❡ ♣r♦♣r❡♠❡♥t ❞✐t❡ ✭❡♥ ❣é♥ér❛❧ ❜✐t à ❜✐t ♦✉ ❣r♦✉♣❡ ❞❡ ❜✐ts
♣❛r ❣r♦✉♣❡ ❞❡ ❜✐ts✮ q✉✐ r❡♠❡t à ❥♦✉r✱ à ❝❤❛q✉❡ t♦♣ ❞✬❤♦r❧♦❣❡✱ ❧✬ét❛t ❞✉ r❡❣✐str❡ à ❧✬❛✐❞❡ ❞❡
❧❛ ❢♦♥❝t✐♦♥ f ❡t ♣r♦❞✉✐t ✉♥❡ s♦rt✐❡ ❡♥ ✜❧tr❛♥t ❧✬ét❛t ❝♦✉r❛♥t à ❧✬❛✐❞❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ g✳

❇✐❡♥ sûr✱ ✐❧ ❡①✐st❡ ❞✬❛✉tr❡s ♠♦②❡♥s ♣♦✉r ❝♦♥str✉✐r❡ ❞❡s ❝❤✐✛r❡♠❡♥ts à ✢♦ts ❝♦♠♠❡ ❧❛ ❝♦♠❜✐✲
♥❛✐s♦♥ ❞❡ r❡❣✐str❡s ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡ ❊✵ ❬❇❧✉✵✶❪✮✱ ❧❛ ❞é❝✐♠❛t✐♦♥ ✐rré❣✉❧✐èr❡ ❞❡ r❡❣✐str❡s ✭✈♦✐r ❧❡
❙❤r✐♥❦✐♥❣ ●❡♥❡r❛t♦r ❬❈❑▼✾✸❪✮ ♦✉ ❧❛ ♠✐s❡ à ❥♦✉r ❞❡ t❛❜❧❡s ✭✈♦✐r ❘❈✹ ❬❘✐✈✾✷❛❪✮✳

❏✉sq✉✬à ❧✬❛♣♣❛r✐t✐♦♥ ❡♥ ✷✵✵✸ ❞❡s ❛tt❛q✉❡s ❛❧❣é❜r✐q✉❡s ❬❆❋✵✸✱ ❈▼✵✸✱ ❈♦✉✵✸❪ ❞é❞✐é❡s ❛✉①
❝❤✐✛r❡♠❡♥ts à ✢♦t✱ ❧❛ ❢♦♥❝t✐♦♥ f ❞❡ ♠✐s❡ à ❥♦✉r ❞✉ r❡❣✐str❡ ✐♥t❡r♥❡ ét❛✐t ❧❡ ♣❧✉s s♦✉✈❡♥t ❧✐♥é❛✐r❡
❡t ✉t✐❧✐s❛✐t ✉♥ r❡❣✐str❡ à ❞é❝❛❧❛❣❡ à rétr♦❛❝t✐♦♥ ❧✐♥é❛✐r❡✱ ❛♣♣❡❧é ❡♥ ❛♥❣❧❛✐s ▲✐♥❡❛r ❋❡❡❞❜❛❝❦ ❙❤✐❢t
❘❡❣✐st❡r ✭▲❋❙❘✮✳ ❈❡ ♥✬❡st ♣❧✉s ❧❡ ❝❛s ❛✉❥♦✉r❞✬❤✉✐✳ ❊♥ ❡✛❡t✱ ❧❡s ❛tt❛q✉❡s ❛❧❣é❜r✐q✉❡s s❡ ❢♦♥❞❡♥t s✉r
❧❡ ❢❛✐t q✉❡ ❧❛ r❡❧❛t✐♦♥ ❧✐❛♥t ❧✬ét❛t ✐♥✐t✐❛❧ ❞✉ r❡❣✐str❡ ✐♥t❡r♥❡ ✭❧❡ ♣❧✉s s♦✉✈❡♥t ❝♦♠♣♦sé ❞❡ ❧❛ ❝❧é ❡t ❞❡
❧✬■❱✮ ❛✈❡❝ ❧✬ét❛t ❞❡ ❝❡ r❡❣✐str❡ ❛♣rès t ❝❧♦❝❦s ❡st ❧✐♥é❛✐r❡✳ ❆✐♥s✐✱ ❧❡ s②stè♠❡ ❞✬éq✉❛t✐♦♥s ❝♦♥str✉✐t
❡♥tr❡ ❧❡s ❜✐ts ❞❡ s♦rt✐❡ ❞✉ ❝❤✐✛r❡♠❡♥t ❡t ❧❡s ❜✐ts ❞❡ ❧✬ét❛t ❞✉ r❡❣✐str❡ ❛✉ t❡♠♣s t ♥✬❛✉❣♠❡♥t❡ ♣❛s
❞❡ ❞❡❣ré ❡t ✐❧ ♣❡✉t ❞♦♥❝ êtr❡ rés♦❧✉ ❡♥ ✉t✐❧✐s❛♥t ❞❡s ♠ét❤♦❞❡s ❞é❞✐é❡s ❝♦♠♠❡ ❧❡s ❜❛s❡s ❞❡ ●rö❜♥❡r
❬❋r♦✾✽❪✳ ❉❡s s♦❧✉t✐♦♥s ❡①✐st❡♥t é❣❛❧❡♠❡♥t ♣♦✉r ❢❛✐r❡ ❞✐♠✐♥✉❡r ❧❡ ❞❡❣ré ❞✉ s②stè♠❡ ♣❛r ❡①❡♠♣❧❡
❡♥ ❝❤❡r❝❤❛♥t ❞❡s ♠✉❧t✐♣❧❡s ❞❡ g ❞❡ ❜❛s ❞❡❣ré ✭✈♦✐r ❬❈▼✵✸✱ ❈♦✉✵✸✱ ❈❛♥✵✻❪✮✳ ❉❛♥s ❝❡ ❝♦♥t❡①t❡✱ ✐❧
❞❡✈❡♥❛✐t ❛❧♦rs ❞❛♥❣❡r❡✉① ❞❡ ❝♦♥t✐♥✉❡r à ✉t✐❧✐s❡r ❞❡s ▲❋❙❘✳

❆ ♣❛rt✐r ❞❡ ✷✵✵✸✱ ✐❧ ❛ ❢❛❧❧✉ r❡♣❡♥s❡r ❧❛ ♠❛♥✐èr❡ ❞♦♥t ♦♥ ❝♦♥str✉✐s❛✐t ❤❛❜✐t✉❡❧❧❡♠❡♥t ❧❡s ❝❤✐✛r❡✲

✹



✶✳✷✳ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

♠❡♥ts à ✢♦t ❡t ♥♦t❛♠♠❡♥t ❧❛ ❢♦♥❝t✐♦♥ f ✳ ▲❛ r❡❝❤❡r❝❤❡ ❞❛♥s ❝❡ ❞♦♠❛✐♥❡ ❛ été ❧❛r❣❡♠❡♥t ❛✐❞é❡ ♣❛r
❧❛ ❝♦♠♣ét✐t✐♦♥ ❡❙tr❡❛♠ ❬❡❙❚✵✽❪ ❧❛♥❝é❡ ❡♥ ✷✵✵✹ ♣❛r ❧❡ rés❡❛✉ ❞✬❡①❝❡❧❧❡♥❝❡ ❊✉r♦♣é❡♥ ❊❈❘❨P❚ ✻

❡t t❡r♠✐♥é❡ ❡♥ ✷✵✵✽✳ ▲❡ ❜✉t ❞❡ ❝❡tt❡ ❝♦♠♣ét✐t✐♦♥ ét❛✐t ❞❡ ❞é✜♥✐r ❞❡✉① ❡♥s❡♠❜❧❡s ❞❡ ❝❤✐✛r❡♠❡♥ts
à ✢♦t q✉✐ ♣♦✉rr❛✐❡♥t êtr❡ ✉t✐❧✐sés s❛♥s r✐sq✉❡s✳ ▲❛ ♣r❡♠✐èr❡ ❝❛té❣♦r✐❡ ❝♦♥❝❡r♥❛✐t ❞❡s ❛❧❣♦r✐t❤♠❡s
❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❞é❞✐és ❛✉① ❛♣♣❧✐❝❛t✐♦♥s ❧♦❣✐❝✐❡❧❧❡s s♦✉s ❞❡s ❝❧és ❞❡ t❛✐❧❧❡ ❞✬❛✉ ♠♦✐♥s ✶✷✽ ❜✐ts
♣♦✉r ✉♥ IV ❞❡ ✻✹ à ✶✷✽ ❜✐ts✳ ▲❛ ❞❡✉①✐è♠❡ ❝❛té❣♦r✐❡ ét❛✐t ❞é❞✐é❡ à ❞❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t ❤❛r❞✇❛r❡
❛✈❡❝ ❞❡s ❝❧és ❞❡ t❛✐❧❧❡ ❞✬❛✉ ♠♦✐♥s ✽✵ ❜✐ts ❡t ❞❡s IV ❞❡ ✻✹ à ✶✷✽ ❜✐ts✳ ❆✐♥s✐✱ s✐① ♠♦✐s ❛♣rès s♦♥
❛♣♣❡❧ à ♣r✐♠✐t✐✈❡s✱ ❡❙tr❡❛♠ r❡ç✉t ✸✹ s♦✉♠✐ss✐♦♥s ♣♦✉r ❧❡s ❞❡✉① ❝❛té❣♦r✐❡s✳ ❈❡ s♦♥t ✜♥❛❧❡♠❡♥t ✽
✜♥❛❧✐st❡s ✭✹ ❞❛♥s ❧❛ ❝❛té❣♦r✐❡ s♦❢t✇❛r❡ ❡t ✹ ❞❛♥s ❧❛ ❝❛té❣♦r✐❡ ❤❛r❞✇❛r❡✮ q✉✐ ♦♥t été r❡t❡♥✉s ❡♥
♠❛✐ ✷✵✵✽ ❛♣rès ✉♥❡ ♣❤❛s❡ ❞✬✐♥t❡♥s❡s ❡ss❛✐s ❝r②♣t❛♥❛❧②t✐q✉❡s ❡t ❞✬é✈❛❧✉❛t✐♦♥s ❞❡ ♣❡r❢♦r♠❛♥❝❡s
t❛♥t ♠❛tér✐❡❧❧❡s q✉❡ ❧♦❣✐❝✐❡❧❧❡s✳ ◆♦t♦♥s q✉❡ ♣♦✉r ❧❛ ♣❧✉♣❛rt ❞❡s ✜♥❛❧✐st❡s✱ ❝✬❡st ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬❛✉
♠♦✐♥s ✉♥ r❡❣✐str❡ à rétr♦❛❝t✐♦♥ ♥♦♥ ❧✐♥é❛✐r❡ q✉✐ ❛ ♣ré✈❛❧✉ ❝♦♠♠❡ ❞❛♥s ❚r✐✈✐✉♠ ❬❈P✵✽❪ ♦✉ ●r❛✐♥
❬❍❏▼▼✵✽❪ ♦✉ ❜✐❡♥ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ❝♦♠♣♦s❛♥t❡s ♥♦♥✲❧✐♥é❛✐r❡s ❤❛❜✐t✉❡❧❧❡♠❡♥t ✉t✐❧✐sé❡s ❞❛♥s ❧❡s
❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❝♦♠♠❡ ❞❛♥s ❙♦s❡♠❛♥✉❦ ♦✉ ❙❛❧s❛✷✵ ❬❇❡r✵✽❪✳

❈❡tt❡ ❝♦♠♣ét✐t✐♦♥ ♥✬ét❛✐t ♣❛s s❛♥s r✐sq✉❡ ❝❛r ❧❛ ♣ré❝é❞❡♥t❡ ✭◆❊❙❙■❊ ❬◆❊❙✵✶❪✮ ♥✬❛✈❛✐t r❡t❡♥✉
❛✉❝✉♥ ✜♥❛❧✐st❡ ❞❛♥s ❧❛ ❝❛té❣♦r✐❡ ❝❤✐✛r❡♠❡♥t à ✢♦t✳ ❙❡✉❧ ❙◆❖❲ ❞❡✈❡♥❛♥t ✜♥❛❧❡♠❡♥t ❙◆❖❲ ✈✷
❬❊❏✵✷❪ ❛♣rès ✉♥❡ ré♣❛r❛t✐♦♥ ❛ ✜♥❛❧❡♠❡♥t s✉r✈é❝✉✳ ❈❡ ❝❤✐✛r❡♠❡♥t à ✢♦t r❡st❛✐t ❝❡♣❡♥❞❛♥t ✉♥❡
❡①❝❡♣t✐♦♥ ❡♥ ✷✵✵✹ ❝❛r ✐❧ ✉t✐❧✐s❡ ✉♥ ▲❋❙❘✱ ❝❡rt❡s s✉r ❧❡ ❝♦r♣s F232 r❡♥❞❛♥t ♣❛r ❧à ♠ê♠❡✱ ❧❡s
éq✉❛t✐♦♥s s✉r F2 ♥♦♥ ❧✐♥é❛✐r❡s✳

❉✉r❛♥t ♠♦♥ ❛♥♥é❡ ❞✬✐♥❣é♥✐❡✉r ❡①♣❡rt ❛✉ ♣r♦❥❡t ❈❖❉❊❙ ❞❡ ❧✬■◆❘■❆ ❘♦❝q✉❡♥❝♦✉rt ✜♥❛♥❝é ♣❛r
❧❡ ♣r♦❥❡t ❘◆❘❚ ❳❈❘❨P❚✱ ❥✬❛✐ ♣❛rt✐❝✐♣é ❛✈❡❝ ✶✸ ❝♦✲❛✉t❡✉rs à ❧❛ s♦✉♠✐ss✐♦♥ ❞❡ ❞❡✉① ♣r✐♠✐t✐✈❡s✱
✉♥❡ ❞❛♥s ❝❤❛q✉❡ ❝❛té❣♦r✐❡✳ ■❧ s✬❛❣✐ss❛✐t ❞❡ ❙♦s❡♠❛♥✉❦ ❬❇❇❈+✵✽❛❪ ♣♦✉r ❧❛ s♦✉♠✐ss✐♦♥ ❧♦❣✐❝✐❡❧❧❡
❡t ❞❡ ❉❡❝✐♠ ♣♦✉r ❧❛ s♦✉♠✐ss✐♦♥ ♠❛tér✐❡❧❧❡ ❬❇❇❈+✵✽❜❪✳ ❙♦s❡♠❛♥✉❦ ❛ été r❡t❡♥✉ ❝♦♠♠❡ ✜♥❛❧✐st❡
t❛♥❞✐s q✉❡ ❉❡❝✐♠ ✈✷ ❛ été é❧✐♠✐♥é ❛♣rès ❧❛ ♣❤❛s❡ ✸ ❡♥ r❛✐s♦♥ ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡ s❡s ♣❡r❢♦r♠❛♥❝❡s
♠❛tér✐❡❧❧❡s ✐♥s✉✣s❛♥t❡s✳ ❙♦s❡♠❛♥✉❦ ❝♦♠❜✐♥❡ ❞❡s ❝♦♠♣♦s❛♥ts ♣r♦✈❡♥❛♥t à ❧❛ ❢♦✐s ❞❡ ❙◆❖❲ ✈✷
❬❊❏✵✷❪ ❡t ❞✉ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❙❊❘P❊◆❚ ❬❇❆❑✾✽❪✳ ■❧ ❡st r❡❧❛t✐✈❡♠❡♥t ❡✣❝❛❝❡ à ❧❛ ❢♦✐s ❡♥
❧♦❣✐❝✐❡❧ ❡t ❡♥ ♠❛tér✐❡❧ ❬❈❛♥✵✼✱ ●❇✵✼❪✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉✬✐❧ r❡♣r❡♥❞ ❧❡s ♣r✐♥❝✐♣❡s ❞é♠♦♥trés
♣❛r ❧❛ s✉✐t❡ ❞❛♥s ❬❇●✵✼❪ à s❛✈♦✐r q✉❡ ❧❡s r❡❧❛t✐♦♥s ❧✐❛♥t ❧❡ ♣r❡♠✐❡r ❜✐t ❞❡ s♦rt✐❡ à ❧❛ ❝❧é ❡t ❧✬IV
❞♦✐✈❡♥t êtr❡ ❛✉ss✐ ❝♦♠♣❧❡①❡s q✉❡ ❞❛♥s ❧❡ ❝❛s ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s✳ ◗✉❛♥t à ❉❡❝✐♠ ✈✷✱
✐❧ ✉t✐❧✐s❡ ✉♥ ▲❋❙❘ ✜❧tré ❞♦♥t ❧❛ s♦rt✐❡ ❡st ❞é❝✐♠é❡ ♣❛r ✉♥ ♠é❝❛♥✐s♠❡ ♣❛rt✐❝✉❧✐❡r ❛♣♣❡❧é ❆❇❙●
❬●❙❇+✵✺❪✳

P❛r❛❧❧è❧❡♠❡♥t à ❝❡s ❞❡✉① s♦✉♠✐ss✐♦♥s✱ ❋✳ ❆r♥❛✉❧t✱ ❚✳ ❇❡r❣❡r ❡t ❈✳ ▲❛✉r❛❞♦✉① ♦♥t s♦✉♠✐s
à ❧❛ ❝♦♠♣ét✐t✐♦♥ ❡❙tr❡❛♠ ❧❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❋✲❋❈❙❘✲✈✷ ❬❆❇▲✵✻❪ ❛✈❡❝ ✉♥❡ ✐♥st❛♥❝❡ ♣♦✉r ❧❛
❝❛té❣♦r✐❡ ❧♦❣✐❝✐❡❧❧❡ ❡t ✉♥❡ ✐♥st❛♥❝❡ ♣♦✉r ❧❛ ❝❛té❣♦r✐❡ ♠❛tér✐❡❧❧❡✳

✶✳✷ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

▲❛ ♣r❡♠✐èr❡ ✈❡rs✐♦♥ ❞❡s ❋✲❋❈❙❘ ❛ été ♣r♦♣♦sé ♣❛r ❋✳ ❆r♥❛✉❧t ❡t ❚✳ ❇❡r❣❡r à ❋❙❊ ✷✵✵✺
❬❆❇✵✺❜❪✳ ▲✬✐❞é❡ ♣r✐♥❝✐♣❛❧❡ ét❛✐t ❞❡ ❝♦♥str✉✐r❡ ✉♥ ❝❤✐✛r❡♠❡♥t à ✢♦t r❡❧❛t✐✈❡♠❡♥t s✐♠♣❧❡ ✉t✐❧✐s❛♥t
❝♦♠♠❡ r❡❣✐str❡ ❞❡ ❜❛s❡ ✉♥ ❋❈❙❘ ✭❋❡❡❞❜❛❝❦ ✇✐t❤ ❈❛rr② ❙❤✐❢t ❘❡❣✐st❡r✱ ♦✉ ❡♥ ❢r❛♥ç❛✐s ✉♥ r❡❣✐str❡
à ❞é❝❛❧❛❣❡ à rétr♦❛❝t✐♦♥ ❛✈❡❝ r❡t❡♥✉❡✮ ✜❧tré ♣❛r ✉♥❡ ❢♦♥❝t✐♦♥ ❧✐♥é❛✐r❡ s✉r F2✳ ❊♥ ❡✛❡t✱ ✉♥ ❋❈❙❘
❡st ✉♥ r❡❣✐str❡ ❧✐♥é❛✐r❡ s✉r Z2 ✭❧✬❡♥s❡♠❜❧❡ ❞❡s ❡♥t✐❡rs 2✲❛❞✐q✉❡s✮ ❡t ♥♦♥ ♣❧✉s s✉r F2✱ s❛ ❢♦♥❝t✐♦♥
❞❡ tr❛♥s✐t✐♦♥ ét❛♥t q✉❛❞r❛t✐q✉❡ s✉r F2✳ ❈❡s ♦❜❥❡ts ♠❛t❤é♠❛t✐q✉❡s ♦♥t été ✐♥tr♦❞✉✐ts ❞❛♥s ❧❡s
❛♥♥é❡s ✾✵ ♣❛r ❆✳ ❑❧❛♣♣❡r ❡t ▼✳ ●♦r❡s❦② ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡ ❬❑●✾✸✱ ❑●✾✼❪ ❀ ❧❡✉r ❧✐✈r❡ ❬●❑✵✾❪
❡st é❣❛❧❡♠❡♥t ✉♥ très ❜♦♥ rés✉♠é ❞❡ ❧❡✉rs tr❛✈❛✉① ❝♦♥❝❡r♥❛♥t ❧❡s ▲❋❙❘✱ ❧❡s ❋❈❙❘ ❡t ❧❡s ❆❋❙❘
✭❆❧❣❡❜r❛✐❝ ❋❡❡❞❜❛❝❦ ❙❤✐❢t ❘❡❣✐st❡rs✮✳

✻✳ ✈♦✐r ❤tt♣✿✴✴✇✇✇✳❡❝r②♣t✳❡✉✳♦r❣✴

✺
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❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

❉❛♥s ❧❛ s✉✐t❡ ❞❡ ❝❡tt❡ s❡❝t✐♦♥ ❛✈❛♥t ❞❡ r❡♥tr❡r ♣❧✉s ❡♥ ❛✈❛♥t ❞❛♥s ❧❛ ❞é✜♥✐t✐♦♥ ❞❡s ❋✲❋❈❙❘✱
♥♦✉s ❞♦♥♥♦♥s q✉❡❧q✉❡s ❞é✜♥✐t✐♦♥s ❝♦♥❝❡r♥❛♥t ❧❡s ❋❈❙❘ r❛♣♣❡❧é❡s ❞❡ ❬❑●✾✸✱ ❑♦❜✾✼✱ ❑●✾✼✱
●❑✵✷✱ ❆❇✵✺❛❪✳

✶✳✷✳✶ ◗✉❡❧q✉❡s ❞é✜♥✐t✐♦♥s

❯♥ ❡♥t✐❡r 2✲❛❞✐q✉❡ s✬é❝r✐t ❢♦r♠❡❧❧❡♠❡♥t à ❧✬❛✐❞❡ ❞❡ s♦♥ ❞é✈❡❧♦♣♣❡♠❡♥t ❞❡ ❍❡♥s❡❧ s =
∑∞

i=0 si2
i✱

si ∈ {0, 1}✳ ❈❡tt❡ sér✐❡ ❡st ❝♦♥✈❡r❣❡♥t❡ ❛✉ s❡♥s ❞❡ ❧❛ t♦♣♦❧♦❣✐❡ 2✲❛❞✐q✉❡✳ ▲✬❡♥s❡♠❜❧❡ ❞❡s ❡♥t✐❡rs
2✲❛❞✐q✉❡s ❡st ♥♦té Z2✳ ▲✬❛❞❞✐t✐♦♥ ❡t ❧❛ ♠✉❧t✐♣❧✐❝❛t✐♦♥ ❞❛♥s Z2 s♦♥t ❢❛✐t❡s ❡♥ r❡♣♦rt❛♥t ❧❡s r❡t❡♥✉❡s
s✉r ❧❡s t❡r♠❡s ❞✬♦r❞r❡ s✉♣ér✐❡✉r✱ ✐✳❡✳ 2n + 2n = 2n+1 ♣♦✉r t♦✉t n ∈ N✳ ❙✬✐❧ ❡①✐st❡ ✉♥ ❡♥t✐❡r N t❡❧
q✉❡ sn = 0 ♣♦✉r t♦✉t n ≥ N ✱ ❛❧♦rs s ❡st ✉♥ ❡♥t✐❡r ♣♦s✐t✐❢✳ ❈❤❛q✉❡ ❡♥t✐❡r ✐♠♣❛✐r q ❛ ✉♥ ✐♥✈❡rs❡
❞❛♥s Z2✳

▲❛ ♣r♦♣r✐été s✉✐✈❛♥t❡ ❞♦♥♥❡ ✉♥❡ ❝❛r❛❝tér✐s❛t✐♦♥ ❝♦♠♣❧èt❡ ❞❡s séq✉❡♥❝❡s ❜✐♥❛✐r❡s ✉❧t✐♠❡♠❡♥t
♣ér✐♦❞✐q✉❡s ✭✈♦✐r ❬●❑✵✷❪ ♣♦✉r ❧❛ ♣r❡✉✈❡✮✳

Pr♦♣♦s✐t✐♦♥ ✶✳✷✳✶ ❙♦✐t S = (sn)n∈N ✉♥❡ séq✉❡♥❝❡ ❜✐♥❛✐r❡ ❡t s♦✐t s =
∑∞

i=0 si2
i ❧✬❡♥t✐❡r 2✲

❛❞✐q✉❡ ❝♦rr❡s♣♦♥❞❛♥t✳ ▲❛ séq✉❡♥❝❡ S ❡st ✉❧t✐♠❡♠❡♥t ♣ér✐♦❞✐q✉❡ s✐ ❡t s❡✉❧❡♠❡♥t s✐✱ ✐❧ ❡①✐st❡ ❞❡✉①
♥♦♠❜r❡s p ❡t q ❞❛♥s Z✱ q ✐♠♣❛✐r✱ t❡❧ q✉❡ s = p/q✳
❉❡ ♣❧✉s✱ S ❡st str✐❝t❡♠❡♥t ♣ér✐♦❞✐q✉❡ s✐ ❡t s❡✉❧❡♠❡♥t s✐ pq ≤ 0 ❡t |p| ≤ |q|✳ ❉❛♥s ❝❡ ❝❛s✱ ♦♥ ❛ ❧❛
r❡❧❛t✐♦♥ sn = (p · 2−n mod q) mod 2✳

▲❛ ♣ér✐♦❞❡ ❞❡ S ❡st ❧✬♦r❞r❡ ❞❡ 2 ♠♦❞✉❧♦ q✱ ✐✳❡✳✱ ❧❡ ♣❧✉s ♣❡t✐t ❡♥t✐❡r T t❡❧ q✉❡ 2T ≡ 1 (mod q)✳
▲❛ ♣ér✐♦❞❡ s❛t✐s❢❛✐t T ≤ |q|−1✳ ❙✐ q ❡st ♣r❡♠✐❡r✱ ❛❧♦rs T ❞✐✈✐s❡ |q|−1✳ ❙✐ T = |q|−1✱ ❧❛ séq✉❡♥❝❡
S ❡st ❛♣♣❡❧é ✉♥❡ ℓ✲séq✉❡♥❝❡✳ ❈♦♠♠❡ ❞é❝r✐t ❞❛♥s ❬❑●✾✸✱ ❑●✾✼✱ ●❑✵✷✱ ▲❘✵✽❪✱ ❧❡s ℓ✲séq✉❡♥❝❡s
♦♥t ❜❡❛✉❝♦✉♣ ❞❡ ♣r♦♣r✐étés ♣r♦✉✈é❡s très ✐♥tér❡ss❛♥t❡s q✉✐ ♣❡✉✈❡♥t êtr❡ ❝♦♠♣❛ré❡s à ❝❡❧❧❡s ❞❡s
m✲séq✉❡♥❝❡s ♣r♦❞✉✐t❡s ♣❛r ❞❡s ▲❋❙❘ ❛②❛♥t ✉♥ ♣♦❧②♥ô♠❡ ❞❡ rétr♦❛❝t✐♦♥ ♣r✐♠✐t✐❢ ✿ ♣ér✐♦❞❡ ❝♦♥♥✉❡✱
❜♦♥♥❡s ♣r♦♣r✐étés st❛t✐st✐q✉❡s ✭éq✉✐❧✐❜r❡✱ ♣r♦♣r✐étés ❞❡s r✉♥s✱ ❡t❝✳✮✱ ❣é♥ér❛t✐♦♥ r❛♣✐❞❡✱ ❡t❝✳

❆ ♣❛rt✐r ❞❡ ❧❛ ♣r♦♣♦s✐t✐♦♥ ♣ré❝é❞❡♥t❡✱ ♦♥ ♣❡✉t ❞é✜♥✐r ✉♥ ❋❈❙❘ à ❧✬❛✐❞❡ ❞✬✉♥ ❡♥t✐❡r q ♣r❡♠✐❡r
❡t ❞✬✉♥❡ ✈❛❧❡✉r ✐♥✐t✐❛❧❡ p✳ ▲✬❛✉t♦♠❛t❡ ♣r♦❞✉✐r❛ ❛❧♦rs ❧❛ séq✉❡♥❝❡ ✐♥✜♥✐❡ ❜✐♥❛✐r❡ si ✈ér✐✜❛♥t ❧❛
r❡❧❛t✐♦♥ p = q ·∑∞

i=0 si2
i✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ s✐ ♦♥ ❞é✜♥✐t ❧❛ s✉✐t❡ ❞✬❡♥t✐❡rs p(t) ❝♦♠♠❡ p(0) = p

❡t p(t+1) = (p(t)− qsi)/2✱ ❧❡s séq✉❡♥❝❡s (si) ❡t (p(t)) ♣❡✉✈❡♥t êtr❡ ❣é♥éré❡s à ♣❛rt✐r ❞✬✉♥ ❋❈❙❘
❞é✜♥✐ à ❧✬❛✐❞❡ ❞❡ ❞❡✉① r❡❣✐str❡s ✿ ✉♥ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ M ❡t ✉♥ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s C✳ P♦✉r q✉✬✉♥
❋❈❙❘ ♣r♦❞✉✐s❡ ✉♥❡ ℓ✲séq✉❡♥❝❡✱ ✐❧ ❢❛✉t q✉❡ ❧✬♦r❞r❡ ❞❡ ✷ s♦✐t ♠❛①✐♠❛❧ ♠♦❞✉❧♦ q✳

❆✐♥s✐✱ ❧❡s ❋❈❙❘ ♣r♦❞✉✐s❛♥t ❞❡s ℓ✲séq✉❡♥❝❡s ♣❛rt❛❣❡♥t ❛✈❡❝ ❧❡s ▲❋❙❘ ♣r♦❞✉✐s❛♥t ❞❡s m✲
séq✉❡♥❝❡s ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ❧❡✉rs ❜♦♥♥❡s ♣r♦♣r✐étés ♠❛✐s ❡♥ ♣❧✉s ❣❛r❛♥t✐ss❡♥t ✉♥❡ str✉❝t✉r❡
♥♦♥ ❧✐♥é❛✐r❡ s✉r F2✳

❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❛ ♠❛♥✐èr❡ ❞♦♥t ♦♥ r❡♣rés❡♥t❡ ❧❡s ❋❈❙❘ ❡✉①✲♠ê♠❡✱ ✐❧ ❡①✐st❡ ❡ss❡♥t✐❡❧❧❡♠❡♥t
❞❡✉① ❣r❛♥❞s t②♣❡s ❞❡ r❡♣rés❡♥t❛t✐♦♥s ✿ ❧❛ r❡♣rés❡♥t❛t✐♦♥ ❡♥ ♠♦❞❡ ●❛❧♦✐s ❡t ❧❛ r❡♣rés❡♥t❛t✐♦♥ ❡♥
♠♦❞❡ ❋✐❜♦♥❛❝❝✐✳ ❉❛♥s ❬❆❇P✶✶❪✱ ❋✳ ❆r♥❛✉❧t✱ ❚✳ ❇❡r❣❡r ❡t ❇✳ P♦✉ss❡ ♦♥t ❞é♠♦♥tré ❝♦♠♠❡♥t ❧❡s
séq✉❡♥❝❡s ♣r♦❞✉✐t❡s ♣❛r ❞❡✉① ❋❈❙❘ ✉t✐❧✐s❛♥t ❞❡s r❡♣rés❡♥t❛t✐♦♥s ❞✐✛ér❡♥t❡s ♠❛✐s ❞é✜♥✐❡s ♣❛r ✉♥
♠ê♠❡ ❡♥t✐❡r q s♦♥t éq✉✐✈❛❧❡♥t❡s✳ ◆♦✉s r❡✈✐❡♥❞r♦♥s ♣❛r ❧❛ s✉✐t❡ s✉r ❝❡ rés✉❧t❛t✳

❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s

❯♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ✭❝♦♠♠❡ ❞é❝r✐t ❞❛♥s ❧❛ ❋✐❣✳ ✶✳✷✮ ❡st ❝♦♥st✐t✉é ❞✬✉♥ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧
❞❡ n ❜✐ts M = (m0, . . . ,mn−1) ❛✈❡❝ ❞❡s ♣♦s✐t✐♦♥s ❞❡ rétr♦❛❝t✐♦♥ ✜①é❡s d0, . . . , dn−1 ♦ù d =
∑n−1

i=0 di2
i = (1 + |q|)/2✳ ❚♦✉t❡s ❧❡s rétr♦❛❝t✐♦♥s s♦♥t ❝♦♥trô❧é❡s ♣❛r ❧❛ ❝❡❧❧✉❧❡ m0 ❡t ♣❛r n − 1

❝❡❧❧✉❧❡s ❞❡ r❡t❡♥✉❡s C = (c0, . . . , cn−2)✳ ❆✉ t❡♠♣s t✱ ❧✬❛✉t♦♠❛t❡ ❞❛♥s ❧✬ét❛t (M,C) ❡st ♠✐s à ❥♦✉r
❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

✻



✶✳✷✳ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

✶✳ ❈❛❧❝✉❧ ❞❡ xi = mi+1 + cidi +m0di ♣♦✉r t♦✉t i t❡❧ q✉❡ 0 ≤ i < n ❛✈❡❝ mn = 0 ❡t cn−1 = 0
❡t ♦ù m0 r❡♣rés❡♥t❡ ❧❡ ❜✐t ❞❡ rétr♦❛❝t✐♦♥ ❀

✷✳ ▼✐s❡ à ❥♦✉r ❞❡ ❧✬ét❛t ❝♦✉r❛♥t ✿ mi ← xi mod 2 ♣♦✉r t♦✉t i ∈ [0..n − 1] ❡t ci ← xi ❞✐✈ 2
♣♦✉r 0 ≤ i < n ♣♦✉r t♦✉t i ∈ [0..n− 2]✳

❋✐❣✉r❡ ✶✳✷ ✕ ❯♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ❡t ✉♥ ❛❞❞✐t✐♦♥♥❡✉r ✷ ❜✐ts ❛✈❡❝ r❡t❡♥✉❡✳

❋❈❙❘ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐

❯♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐ ✭❝♦♠♠❡ ❞é❝r✐t ❞❛♥s ❧❛ ❋✐❣✳ ✶✳✸✮ ❡st ❝♦♠♣♦sé ❞✬✉♥ r❡❣✐str❡ ♣r✐♥✲
❝✐♣❛❧ ❞❡ n ❜✐ts M = (m0, . . . ,mn−1)✳ ▲❡s ♣♦s✐t✐♦♥s ❞❡s rétr♦❛❝t✐♦♥s ❜✐♥❛✐r❡s d = (d0, . . . , dn−1)
s♦♥t ❛ss♦❝✐é❡s à ✉♥❡ r❡t❡♥✉❡ c ❝❛❧❝✉❧é❡ à ♣❛rt✐r ❞❡ wH(d) ❝❡❧❧✉❧❡s ❜✐♥❛✐r❡s ♦ù wH(d) ❡st ❧❡ ♣♦✐❞s
❞❡ ❍❛♠♠✐♥❣ ❞❡ d = (1 + |q|)/2✳

❯♥ ❛✉t♦♠❛t❡ ❞❛♥s ❧✬ét❛t (M, c) ❡st ♠✐s à ❥♦✉r ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

✶✳ ❈❛❧❝✉❧ ❞❡ x = c+
∑n−1

i=0 midn−1−i ❀

✷✳ ▼✐s❡ à ❥♦✉r ❞❡ ❧✬ét❛t ❝♦✉r❛♥t ✿ M ← (m1, . . . ,mn−1, x mod 2), c← x ❞✐✈ 2✳

❋✐❣✉r❡ ✶✳✸ ✕ ❯♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐✳

✶✳✷✳✷ ❋✲❋❈❙❘ ✈✶✱ ❋✲❋❈❙❘ ✈✷ ❡t ❳✲❋❈❙❘ ✈✶

❉❛♥s ❬❆❇✵✺❜❪✱ ❧❡s ❛✉t❡✉rs ♣rés❡♥t❡♥t ♣❧✉s✐❡✉rs ✈❡rs✐♦♥s ❞❡ ❋✲❋❈❙❘ ✈✶ ♣r♦♣♦s❛♥t ❞♦♥❝ ❞✬✉t✐✲
❧✐s❡r ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ✜❧tré ♣❛r ✉♥❡ ❢♦♥❝t✐♦♥ ❧✐♥é❛✐r❡ s✉r F2✳ ▲✬❛rt✐❝❧❡ ❞é❝r✐t é❣❛❧❡♠❡♥t
❧❡ ♣r♦❝❡ss✉s ❞❡ ❑❡②✴IV s❡t✉♣✳

✼



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

❙✉✐t❡ à ❝❡tt❡ ♣✉❜❧✐❝❛t✐♦♥✱ ❚✳ ❇❡r❣❡r ❡t ♠♦✐✲♠ê♠❡ ❛✈♦♥s ❝❤❡r❝❤é q✉❡❧❧❡s ❛tt❛q✉❡s ♥♦✉s ♣♦✉r✲
r✐♦♥s ♠♦♥t❡r ❝♦♥tr❡ ❝❡tt❡ ♣r❡♠✐èr❡ ✈❡rs✐♦♥ ❞❡s ❋✲❋❈❙❘ ❡t ❧❡s q✉❛tr❡ ✐♥st❛♥❝❡s ❞é❝r✐t❡s✳ ■❧ ❡st
❛♣♣❛r✉ ❛ss❡③ r❛♣✐❞❡♠❡♥t q✉❡ ❧❡ ♥♦♠❜r❡ ❞❡ ❝❧♦❝❦s ✐♥✐t✐❛❧❡♠❡♥t ♣r♦♣♦sé ♣♦✉r ❧❛ ♣❤❛s❡ ❞❡ ❑❡②✴IV
s❡t✉♣ ét❛✐t ❝❧❛✐r❡♠❡♥t ✐♥s✉✣s❛♥t ♣♦✉r ♣ré✈❡♥✐r ❞❡ ❢❛ç♦♥ ❡✣❝❛❝❡ ❧❡s ❛tt❛q✉❡s ❛❧❣é❜r✐q✉❡s✱ ❧❡ ❞❡✲
❣ré ❞❡s éq✉❛t✐♦♥s ❧✐❛♥t ❧❡s ♣r❡♠✐❡rs ❜✐ts ❞❡ s♦rt✐❡ ❛✈❡❝ ❧❡s ❜✐ts ❞❡ ❝❧é ❡t ❞✬IV ét❛♥t tr♦♣ ❢❛✐❜❧❡✳
▲❡ ♥♦♠❜r❡ ❞❡ ♠♦♥ô♠❡s ✐♥❞✉✐ts ♣❡r♠❡tt❛♥t ❞❡ ❝♦♥str✉✐r❡ ❧❡ s②stè♠❡ ❞✬éq✉❛t✐♦♥s à rés♦✉❞r❡ ❞é✲
♣❡♥❞❛✐t é❣❛❧❡♠❡♥t ❢♦rt❡♠❡♥t ❞❡ ❧❛ ❝♦♥♥❛✐ss❛♥❝❡ ♦✉ ♥♦♥ ❞❡s ✈❛❧❡✉rs ❞❡ ❜✐ts ❞❡ r❡t❡♥✉❡s✳ ❖r✱ ❧❛
♣r❡♠✐èr❡ ✈❡rs✐♦♥ ❞❡ ❋✲❋❈❙❘ ✐♥tr♦❞✉✐s❛✐t ❞✐r❡❝t❡♠❡♥t ❧✬IV ✱ ✉♥❡ ✈❛❧❡✉r q✉✐ ♣❡✉t êtr❡ ❝❤♦✐s✐❡ ♣❛r
❧✬❛❞✈❡rs❛✐r❡✱ ❞❛♥s ❧❡ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s✳ P❛r ❡①❡♠♣❧❡✱ ✐❧ ét❛✐t ♣♦ss✐❜❧❡ ❞✬❛tt❛q✉❡r ❋✲❋❈❙❘✲❙❋✶ ❡♥
✉t✐❧✐s❛♥t 215 ✈❛❧❡✉rs ❞✬IV ❝♦♥♥✉❡s ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡ 245 ✐♥str✉❝t✐♦♥s ❜✐♥❛✐r❡s ♣♦✉r r❡tr♦✉✈❡r
t♦✉t❡ ❧❛ ❝❧é✳ ❈❡s rés✉❧t❛ts ♦♥t été ♣✉❜❧✐és à ■♥❞♦❝r②♣t ✷✵✵✺ ❬❇▼✵✺❪✳

❉❛♥s ❧❡ ♠ê♠❡ ❛rt✐❝❧❡✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❞♦♥♥é ❞❡s ❜♦r♥❡s t❤é♦r✐q✉❡s ❡t ❞❡ s✐♠✉❧❛t✐♦♥s
s✉r ❧❡ ♥♦♠❜r❡ ❞❡ ❝❧♦❝❦s ♠✐♥✐♠✉♠ q✉✬✐❧ ❢❛❧❧❛✐t ✐♥❝❧✉r❡ ❞✉r❛♥t ❧❛ ♣❤❛s❡ ❞❡ ❑❡②✴IV s❡t✉♣ ❛✈❛♥t ❞❡
s♦rt✐r ❞❡s ❜✐ts ♣♦✉r ❢❛✐r❡ ❡♥ s♦rt❡ q✉❡ ❧❛ ❝♦♠♣❧❡①✐té ❞✬✉♥❡ ❛tt❛q✉❡ ❛❧❣é❜r✐q✉❡ s♦✐t ♣❧✉s ❣r❛♥❞❡
q✉❡ ❝❡❧❧❡ ❞✬✉♥❡ r❡❝❤❡r❝❤❡ ❡①❤❛✉st✐✈❡ s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡s ❝❧és ♣♦ss✐❜❧❡s✳ ❆ ♣❛rt✐r ❞❡ ✸✹ ❝❧♦❝❦s✱
❧❛ ❝♦♠♣❧❡①✐té ❞❡ ❧✬❛tt❛q✉❡ ❞❡✈✐❡♥t s✉♣ér✐❡✉r❡ à ❧❛ r❡❝❤❡r❝❤❡ ❡①❤❛✉st✐✈❡ ❞✬✉♥❡ ❝❧é ❞❡ ✶✷✽ ❜✐ts✳
❈❡s rés✉❧t❛ts ♦♥t été ❝♦♥✜r♠és ♣❛r ❝❡✉① ♦❜t❡♥✉s ❛✈❡❝ ❇✳ P♦✉ss❡ ❡t ♣✉❜❧✐és ❛✉ ✇♦r❦s❤♦♣ ❙❆❙❈
✷✵✵✽ ❬P▼✵✽❪ ♣❡r♠❡tt❛♥t ❞❡ ❞✐r❡ q✉❡ ❧❛ ❝♦♥str✉❝t✐♦♥ ❞✉ s②stè♠❡ ❞✬éq✉❛t✐♦♥s ❛❧❣é❜r✐q✉❡s ❞❡✈✐❡♥t
❡①trê♠❡♠❡♥t ❞✐✣❝✐❧❡ ❛♣rès ✶✵ ✐tér❛t✐♦♥s s✐ à ❧❛ ❢♦✐s ❧❡s ❜✐ts ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ❡t ❝❡✉① ❞✉
r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s s♦♥t ✐♥❝♦♥♥✉s✳

P❛r❛❧❧è❧❡♠❡♥t à ❝❡s rés✉❧t❛ts✱ ❊✳ ❏❛✉❧♠❡s ❡t ❋✳ ▼✉❧❧❡r à ❙❆❈ ✷✵✵✺ ❬❏▼✵✻❪ ♦♥t ♣rés❡♥té ❞❡✉①
❛✉tr❡s ❛tt❛q✉❡s ❝♦♥tr❡ ❋✲❋❈❙❘ ✈✶✳ ▲❛ ♣r❡♠✐èr❡ ✉t✐❧✐s❡ ❧✬♦❜s❡r✈❛t✐♦♥ s✉✐✈❛♥t❡ ✿ ✉♥❡ ❞✐✛ér❡♥❝❡ ❜✐❡♥
❝❤♦✐s✐❡ ❞❡ ✶ ❜✐t s✉r ❧❡s ✈❛❧❡✉rs ❞✬IV ♥✬❛ ♣❛s ❧❡ t❡♠♣s ❡♥ ✻ ❝❧♦❝❦s ✭❧❡ ♥♦♠❜r❡ ❞✬✐tér❛t✐♦♥s ❞✉ ❑❡②✴IV
s❡t✉♣✮ ❞❡ s❡ ♣r♦♣❛❣❡r ❝♦rr❡❝t❡♠❡♥t à t♦✉s ❧❡s ❜✐ts ❞❡ s♦rt✐❡ ❡t ♣❡r♠❡ttr❛✱ ❡♥ ❞❡✈✐♥❛♥t ✶✼ ❜✐ts ❞❡ ❧❛
❝❧é✱ ❞❡ ♣ré❞✐r❡ ❧❛ ✈❛❧❡✉r ❞❡ ❧❛ ❞✐✛ér❡♥❝❡ s✉r ❧❡ ♣r❡♠✐❡r ❜✐t ❞❡ s♦rt✐❡✳ ❙✐ ❝❡tt❡ ❞✐✛ér❡♥❝❡ ❡st ✈ér✐✜é❡✱
❧❛ s✉♣♣♦s✐t✐♦♥ s✉r ❧❛ ✈❛❧❡✉r ❞❡ ❧❛ ❝❧é ❡st ❜♦♥♥❡✳ ❊♥ ❣é♥ér❛❧✐s❛♥t ❝❡tt❡ ❛♣♣r♦❝❤❡ ❡t ❡♥ ✉t✐❧✐s❛♥t ❞❡s
❢❡♥êtr❡s ❣❧✐ss❛♥t❡s✱ ❧❡s ❛✉t❡✉rs ♣❡✉✈❡♥t ❛tt❛q✉❡r ❧❡s q✉❛tr❡ ✐♥st❛♥❝❡s ❞❡ ❋✲❋❈❙❘ ✈✶ ❡♥ ✉t✐❧✐s❛♥t
215 ✈❛❧❡✉rs ❞✬IV ♣♦✉r ✉♥❡ ❝♦♠♣❧❡①✐té ♠❛①✐♠❛❧❡ ❞❡ ❧✬♦r❞r❡ ❞❡ 232 ♦♣ér❛t✐♦♥s é❧é♠❡♥t❛✐r❡s✳ ▲❛
❞❡✉①✐è♠❡ ❛tt❛q✉❡ ❡st ✉♥❡ ❛tt❛q✉❡ ♣❛r ❝♦♠♣r♦♠✐s t❡♠♣s✴♠é♠♦✐r❡ q✉✐ r❡♠❛rq✉❡ q✉❡ ❧❛ t❛✐❧❧❡ ❞✉
r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ♥✬❡st ♣❛s s✉✣s❛♥t❡ ❝❛r ❧❡ ♥♦♠❜r❡ ❞✬ét❛t ré❡❧❧❡♠❡♥t ❛tt❡✐♥t ❛♣rès ❡♥ ♠♦②❡♥♥❡ ✶✷✽
✐tér❛t✐♦♥s ❡st s❡✉❧❡♠❡♥t ❞❡ 2128✳ ❆✐♥s✐✱ ✉♥❡ ❛tt❛q✉❡ ♣❛r ❝♦♠♣r♦♠✐s t❡♠♣s✴♠é♠♦✐r❡ s❡r❛ ♣♦ss✐❜❧❡
❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té ♠❛①✐♠❛❧❡ ❞❡ ❧✬♦r❞r❡ ❞❡ 280 ♦♣ér❛t✐♦♥s ❡♥ ✉t✐❧✐s❛♥t ❞❡s ❞♦♥♥é❡s ❞✬❡♥✈✐r♦♥ 267

❜✐ts✳
❆✜♥ ❞❡ ❝♦♥tr❡❝❛rr❡r t♦✉t❡s ❧❡s ❛tt❛q✉❡s ♣ré❝é❞❡♥t❡s✱ ❋✳ ❆r♥❛✉❧t✱ ❚✳ ❇❡r❣❡r ❡t ❈✳ ▲❛✉r❛❞♦✉①

♦♥t ✜♥❛❧❡♠❡♥t ✭❛♣rès q✉❡❧q✉❡s ❛❧é❛s ♥♦t❛♠♠❡♥t ❧✐és à ❧❛ ♠❛✉✈❛✐s❡ ♠❛îtr✐s❡ ❞❡s ❞✐✛ér❡♥❝❡s s✉r ❧❡s
r❡t❡♥✉❡s ❝♦♠♠❡ ❞é❝r✐t ❞❛♥s ❬❏▼✵✺❪✮ ♣r♦♣♦sé ✉♥❡ ❞❡✉①✐è♠❡ ✈❡rs✐♦♥ ❞❡s ❋✲❋❈❙❘ s♦✉♠✐s❡ à ❧✬❛♣♣❡❧
❡❙tr❡❛♠ ✿ ❋✲❋❈❙❘ ✈✷ ❬❆❇▲✵✻❪ ❝♦♠♣♦rt❛♥t ❞❡✉① ✐♥st❛♥❝❡s ❞é❞✐é❡s✳ ▲❛ ♣r❡♠✐èr❡ ❋✲❋❈❙❘✲❍ ✈✷
❡st ✉♥ ❝❤✐✛r❡♠❡♥t à ✢♦t ❝♦♥str✉✐t ♣♦✉r ❧❡ ♠❛tér✐❡❧ ❡t ✉t✐❧✐s❛♥t ❞❡s ❝❧és ❞❡ ✽✵ ❜✐ts✳ ▲❛ ❞❡✉①✐è♠❡
❋✲❋❈❙❘✲✶✻ ❡st ❞é❞✐é❡ ❛✉ ❧♦❣✐❝✐❡❧ ❡t s✉♣♣♦rt❡ ❞❡s ❝❧és ❞❡ ✶✷✽ ❜✐ts✳ ❋✲❋❈❙❘✲❍ ✈✷ ❛ ❞♦♥❝ été r❡t❡♥✉
❝♦♠♠❡ ✜♥❛❧✐st❡ ❥✉sq✉✬❡♥ ✷✵✵✽ ❞❡ ❧❛ ❝❛té❣♦r✐❡ ♠❛tér✐❡❧❧❡✳ ❈❡ ❞❡r♥✐❡r s❡ ❝♦♠♣♦s❡ ❞✬✉♥ ❋❈❙❘ ❞❡
t❛✐❧❧❡ ✶✻✵ ❜✐ts ❞é✜♥✐ ♣❛r s♦♥ ♣r❡♠✐❡r ❞❡ rétr♦❛❝t✐♦♥ q✱ ❞✬✉♥ ✜❧tr❡ ❧✐♥é❛✐r❡ ❝♦♥str✉✐t à ♣❛rt✐r ❞❡ ❧❛
✈❛❧❡✉r ❞❡ d ♣❡r♠❡tt❛♥t ❞❡ s♦rt✐r ✽ ❜✐ts à ❝❤❛q✉❡ ❝❧♦❝❦ ❡t ❞✬✉♥ ♣r♦❝❡ss✉s ❞❡ ❑❡②✴IV s❡t✉♣✳ ❈❡
❞❡r♥✐❡r ❢♦♥❝t✐♦♥♥❡ ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿ ❧❡ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ❡st ✐♥✐t✐❛❧✐sé à ❧✬❛✐❞❡ ❞❡ ❧❛ ❝❧é K
❡t ❞❡ ❧❛ ✈❛❧❡✉r IV t❛♥❞✐s q✉❡ ❧❡ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s ❡st ✐♥✐t✐❛❧✐sé❡ à ❧❛ ✈❛❧❡✉r t♦✉t à ✵ ❀ s✉✐t ✉♥❡
♣❤❛s❡ ❞❡ ✷✵ ✐tér❛t✐♦♥s ♦ù ❧❡ ❋❈❙❘ ❡st ❝❧♦❝❦é ❡t à ❝❤❛q✉❡ ❝❧♦❝❦✱ ✉♥ ♦❝t❡t ❡st ♣r♦❞✉✐t ❡♥ s♦rt✐❡ ❀ ❝❡s
✷✵ ✐tér❛t✐♦♥s ♣❡r♠❡tt❡♥t ❞❡ ré✐♥✐t✐❛❧✐s❡r ❧❡ ❋❈❙❘ ❀ ♣✉✐s ❝❡ ❞❡r♥✐❡r ❡st ❝❧♦❝❦é ❞✉r❛♥t ✶✻✷ ✐tér❛t✐♦♥s
❛✈❛♥t ❞❡ ❝♦♠♠❡♥❝❡r à s♦rt✐r ❞❡s ♦❝t❡ts✳

❈❡ ♥♦♠❜r❡ ❞✬✐tér❛t✐♦♥s ♣❡✉t s❡♠❜❧❡r és♦tér✐q✉❡ ❝❡♣❡♥❞❛♥t✱ ♥♦✉s ❛✈♦♥s ❞é♠♦♥tré ❛✈❡❝ ❋✳

✽



✶✳✷✳ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

❆r♥❛✉❧t ❡t ❚✳ ❇❡r❣❡r ❞❛♥s ❬❆❇▼✵✽❪ ✭❝❡t ❛rt✐❝❧❡ ❡st é❣❛❧❡♠❡♥t ♣rés❡♥té ❡♥ ❆♥♥❡①❡ ❆✮ q✉✬❡❧❧❡ ❡st
r❡❧❛t✐✈❡♠❡♥t ❜✐❡♥ ❝❤♦✐s✐❡✳ ❊♥ ❡✛❡t✱ s✐ ♦♥ s✬✐♥tér❡ss❡ ❛✉ ❣r❛♣❤❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ tr❛♥s✐t✐♦♥ ❞✬✉♥
❋❈❙❘ ❞é✜♥✐❡ ♣❛r ✉♥ ♣r❡♠✐❡r q ❞❡ t❛✐❧❧❡ n + 1 ❜✐ts✱ ❝❡❧✉✐✲❝✐ ❡st ❝♦♠♣♦sé ❞❡ ❞❡✉① ♣♦✐♥ts ✜①❡s ✭✵
❡t q✮ ❡t ❞✬✉♥ tr♦✐s✐è♠❡ ❝♦♠♣♦s❛♥t ❝♦♥t❡♥❛♥t ❧❡ r❡st❡ ❞❡s ♣♦✐♥ts✱ ❝✬❡st✲à✲❞✐r❡ 2n+l − 2 ♣♦✐♥ts ♦ù
n ❡st ❧❛ t❛✐❧❧❡ ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ❡t ♦ù l ✈❛✉t WH(d) − 1✳ ❉❡ ♣❧✉s✱ ❝❡tt❡ ❞❡r♥✐èr❡ ♣❛rt✐❡ ❡st
❝♦♥st✐t✉é❡ ❞✬✉♥ ❝②❝❧❡ ❞❡ t❛✐❧❧❡ |q| − 1 ❡t ❞❡ r❛❞✐❝❡❧❧❡s ❝♦♥✈❡r❣❡❛♥t ✈❡rs ❝❡ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧ ✭✈♦✐r
❧✬❡①❡♠♣❧❡ ❞♦♥♥é à ❧❛ ❋✐❣✳ ✶✳✹✮✳ ◆♦✉s ❛✈♦♥s ❞é♠♦♥tré ❞❛♥s ❬❆❇▼✵✽❪ q✉❡ ❧❛ t❛✐❧❧❡ ♠❛①✐♠❛❧❡ ❞❡s
r❛❞✐❝❡❧❧❡s ét❛✐t ❜♦r♥é❡ ♣❛r n+4 ✭♠ê♠❡ s✐ ❧❛ ❝♦♥✈❡r❣❡♥❝❡ ❡♥ ♠♦②❡♥♥❡ ❡st ❜❡❛✉❝♦✉♣ ♣❧✉s r❛♣✐❞❡✮✳
❉❛♥s ❝❡ ♠ê♠❡ ❛rt✐❝❧❡✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❞é♠♦♥tré q✉✬✉♥ ét❛t ♦ù t♦✉s ❧❡s ❜✐ts ❞❡ r❡t❡♥✉❡s
s♦♥t à ③ér♦ ♥❡ ♣❡✉t ♣❛s êtr❡ s✉r ❧❡ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧✱ ❝✬❡st✲à✲❞✐r❡ q✉✬✉♥ ét❛t ♦ù t♦✉t❡s ❧❡s r❡t❡♥✉❡s
s♦♥t à ③ér♦ ♥❡ ♣❡✉t ♣❛s ❛rr✐✈❡r ❞❛♥s ❋✲❋❈❙❘ ✈✷ ❧♦rsq✉❡ ❧✬♦♥ ❛ ♣❛ssé ❧❛ ♣❤❛s❡ ❞❡ ❑❡②✴IV s❡t✉♣✳
❆✐♥s✐✱ ✐❧ ❡st ✐♠♣♦ss✐❜❧❡ ❞❡ ❧✐♥é❛r✐s❡r ✉♥ ❋❈❙❘ ❡♥ ❢♦rç❛♥t à ✵ t♦✉t❡s s❡s r❡t❡♥✉❡s✳

(1,0) 1

(7,0) 7

(4,3) 10
(1,2) 5

(5,2) 9

(1,0) 1

(1,0) 1

(0,3) 6

(3,0) 3
(6,1) 8

(2,1) 4

(0,1) 2

(5,1)

(3,2) (1,3) (6,2)
(5,0) (3,1)

(7,1)

(5,3)

(3,3)

(6,0)

(2,2)
(4,1)(1,1)

(2,3)(4,2)

(2,0)

(4,0)

(0,2)

❋✐❣✉r❡ ✶✳✹ ✕ ❊①❡♠♣❧❡ ❞❡ ❣r❛♣❤❡ ♣♦✉r ✉♥ ❋❈❙❘ ❛✈❡❝ q = −13✳

◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❢♦rt ❞❡ ❝❡ ♣r❡♠✐❡r s✉❝❝ès✱ ♥♦✉s ❛✈♦♥s ♣rés❡♥té à ■♥❞♦❝r②♣t ✷✵✵✼
❬❆❇▲▼✵✼❪ ✉♥❡ ✈❡rs✐♦♥ ❞é❞✐é❡ ❛✉ ❧♦❣✐❝✐❡❧ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t à ✢♦t ✉t✐❧✐s❛♥t ❧❡s ❋❈❙❘ ✿ ❳✲❋❈❙❘ ✈✶✳
❈❡tt❡ ❢❛♠✐❧❧❡ ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❡st ❝♦♠♣♦sé❡ ❞❡ ❞❡✉① ✐♥st❛♥❝❡s ✿ ❳✲❋❈❙❘✲✶✷✽ q✉✐ ♣❡r♠❡t ❞❡
s♦rt✐r à ❝❤❛q✉❡ ❝❧♦❝❦ ✶✷✽ ❜✐ts ❡t ❳✲❋❈❙❘✲✷✺✻✱ ✈❡rs✐♦♥ ♣❧✉s r✐sq✉é❡✱ q✉✐ ♣❡r♠❡t ❞❡ s♦rt✐r à ❝❤❛q✉❡
❝❧♦❝❦ ✷✺✻ ❜✐ts✳ ▲❛ str✉❝t✉r❡ ❞❡ ❝❡tt❡ ❢❛♠✐❧❧❡ ❞❡ ❝❤✐✛r❡♠❡♥t ❡st ❝♦♠♣♦sé❡ ❞❡ ✿

✕ ❉❡✉① ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ❞❡ t❛✐❧❧❡ ✷✺✻ ❜✐ts ❞é❝❛❧és ❞❛♥s ❞❡s s❡♥s ♦♣♣♣♦sés ❀
✕ ❯♥❡ ❢♦♥❝t✐♦♥ Round ♥♦♥✲❧✐♥é❛✐r❡ ❝♦rr❡s♣♦♥❞❛♥t à ✉♥ ét❛❣❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s
❝♦♠♣♦sé❡ ❞✬✉♥❡ sér✐❡ ❞❡ ❜♦ît❡s ❙ ❡t ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❞✐✛✉s✐♦♥ ❧✐♥é❛✐r❡ ✭❝❡❧❧❡✲❝✐ ❛❣✐t s✉r
❞❡s ♠♦ts ❞❡ ✶✷✽ ❜✐ts ♣♦✉r ❳✲❋❈❙❘✲✶✷✽ ❡t s✉r ❞❡s ♠♦ts ❞❡ ✷✺✻ ❜✐ts ♣♦✉r ❳✲❋❈❙❘✲✷✺✻✮ ❀

✕ ✶✻ r❡❣✐str❡s ❞❡ ♠é♠♦✐r❡ ❞❡ t❛✐❧❧❡ ✶✷✽ ❜✐ts ♣♦✉r ❳✲❋❈❙❘✲✶✷✽ ❡t ✷✺✻ ❜✐ts ♣♦✉r ❳✲❋❈❙❘✲✷✺✻✳
❈❡s é❧é♠❡♥ts ♣❡r♠❡tt❡♥t ❞❡ s♦rt✐r ✶✷✽ ♦✉ ✷✺✻ ❜✐ts à ❝❤❛q✉❡ ❝❧♦❝❦ ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

✕ P❤❛s❡ ❞❡ ❑❡②✴IV s❡t✉♣ ✿ ❝♦♠♠❡ ♣r♦♣♦sé ❞❛♥s ❙♦s❡♠❛♥✉❦✱ ❝❡tt❡ ♣❛rt✐❡ ♥✬✉t✐❧✐s❡ q✉❡
❧❛ ❢♦♥❝t✐♦♥ Round ❛♣♣❧✐q✉é❡ à ❧❛ ✈❛❧❡✉r IV ⊕ K0 ✐téré❡ ✶✷ ❢♦✐s ♣✉✐s ✸ ❢♦✐s ✹ ❢♦✐s ❛✜♥ ❞❡
ré❝✉♣ér❡r ❧❡s ♠♦ts ✐♥t❡r♠é❞✐❛✐r❡s ❝♦♠♠❡ ✈❛❧❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ❞❡s ❞❡✉① ❋❈❙❘✳ ◆♦t♦♥s
é❣❛❧❡♠❡♥t q✉✬✉♥ ❦❡② s❝❤❡❞✉❧❡ ❞é❞✉✐t ❞❡ ❧❛ ❢♦♥❝t✐♦♥ Round ♣❡r♠❡t ❞✬❛❥♦✉t❡r ✉♥❡ ❛❞❞✐t✐♦♥
❞❡ s♦✉s✲❝❧é à ❝❤❛q✉❡ ét❛❣❡✳

✕ P❤❛s❡ ❞❡ ❣é♥ér❛t✐♦♥ ❞❡ ❧❛ s✉✐t❡ ❝❤✐✛r❛♥t❡ ✿ ❧❡s ❞❡✉① ❋❈❙❘ s♦♥t ❝❧♦❝❦és ❡♥ s❡♥s
♦♣♣♦sé✱ ♣✉✐s ❧❡ ①♦r ❞❡ ❧❡✉r ✈❛❧❡✉r Y (t) s❡rt ❞✬❡♥tré❡ à ❧❛ ❢♦♥❝t✐♦♥ Round✳ ▲❛ ✈❛❧❡✉r ❞❡

✾



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

s♦rt✐❡ ❞❡ Round Z(t) ❡st ♠✐s❡ ❡♥ ♠é♠♦✐r❡ ❞✉r❛♥t ✶✻ ✐tér❛t✐♦♥s✳ ▲❡s ❜✐ts ❞❡ s✉✐t❡ ❝❤✐✛r❛♥t❡
s♦♥t ❛❧♦rs s(t) = Y (t)⊕ Z(t− 16) ✭❞❛♥s ❧❡ ❝❛s ❞❡ ❳✲❋❈❙❘✲✶✷✽ ❧❛ ✈❛❧❡✉r Y (t) ❡st ❞✬❛❜♦r❞
❞é❝♦✉♣é❡ ❡♥ ❞❡✉① ❛✈❛♥t q✉❡ ❧❡s ❞❡✉① ♣❛rt✐❡s s♦✐❡♥t ①♦ré❡s ❡♥tr❡ ❡❧❧❡s✮✳

✶✳✷✳✸ ▲❛ ♠♦rt ❞❡ ❋✲❋❈❙❘ ✈✷ ❡t ❞❡ ❳✲❋❈❙❘ ✈✶

❆ ❆s✐❛❝r②♣t ✷✵✵✽ ❬❍❏✵✽✱ ❍❏✶✶❪✱ ▼✳ ❍❡❧❧ ❡t ❚✳ ❏♦❤❛♥ss♦♥ ♦♥t ♣✉❜❧✐é ✉♥❡ ❛tt❛q✉❡ ❛ss❡③ ❞é✈❛s✲
t❛tr✐❝❡ ❝♦♥tr❡ ❋✲❋❈❙❘ ✈✷✳ ❈❡tt❡ ❛tt❛q✉❡ ❡①♣❧♦✐t❡ ❧❡ ❢❛✐t q✉✬✐❧ ❡①✐st❡ ❞❡s ❝♦rré❧❛t✐♦♥s ❡♥tr❡ ❧❡s ❜✐ts
❞❡ r❡t❡♥✉❡s ❡t ❧❡ ❜✐t ❞❡ rétr♦❛❝t✐♦♥ ❞❛♥s ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ❧❡ ❝♦♥trô❧❡
❞✉ ❜✐t m0 ❝♦♥❞✉✐t ❛✉ ❝♦♥trô❧❡ ❞❡ t♦✉t❡s ❧❡s rétr♦❛❝t✐♦♥s✳ ❆✐♥s✐✱ s✐ ✉♥ ❛tt❛q✉❛♥t ❡st ❝❛♣❛❜❧❡ ❞❡
❢♦r❝❡r à ✵ ❞✉r❛♥t t ❝❧♦❝❦s ❝♦♥sé❝✉t✐❢s ❝❡tt❡ ✈❛❧❡✉r✱ ❧❡s ❜✐ts ❞❡ r❡t❡♥✉❡s ♣❛ss❡♥t ❡✉① ❛✉ss✐ à ✵
❛ss❡③ r❛♣✐❞❡♠❡♥t ✭❡♥ r❛✐s♦♥ ❞❡ ❧❛ ❞é✜♥✐t✐♦♥ ♠ê♠❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ♠✐s❡ à ❥♦✉r ❞❡s r❡t❡♥✉❡s✮✳
❙✐ ❧❡ ♥♦♠❜r❡ t ❞❡ ❝❧♦❝❦s ❡st s✉✣s❛♥t✱ ❧❡ ❋❈❙❘ ❞❡✈✐❡♥t ❧✐♥é❛✐r❡ ❝♦♥❞✉✐s❛♥t à s❛ ▲❋❙❘✐s❛t✐♦♥✳
P❧✉s ❡①❛❝t❡♠❡♥t✱ s♦♥ ❝♦♠♣♦rt❡♠❡♥t ❞❡✈✐❡♥t ❛✣♥❡ ❝❛r ✐❧ r❡st❡r❛ t♦✉❥♦✉rs ✉♥ ❜✐t ❞❡ r❡t❡♥✉❡ à
✶ ✭❝♦♠♠❡ ❞é♠♦♥tré ❞❛♥s ❬❆❇▼✵✽❪✮✳ ▲❛ ♣r♦❜❛❜✐❧✐té ❞❡ ❝❡t é✈é♥❡♠❡♥t ❞é♣❡♥❞ ❞❡ t ❡t ❡❧❧❡ ❡st
❛♣♣r♦①✐♠❛t✐✈❡♠❡♥t é❣❛❧❡ à 2−t✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡s ❜✐ts ❞❡ s♦rt✐❡ ❡t ❧✬ét❛t ✐♥t❡r♥❡ ▲❋❙❘✐sé s♦♥t
❧✐♥é❛✐r❡♠❡♥t ❞é♣❡♥❞❛♥ts ❡♥tr❡ ❡✉①✳ ▲✬❛tt❛q✉❡ ❞❛♥s ❝❡ ❝❛s ❞❡ ✜❣✉r❡ s❡ tr❛♥s❢♦r♠❡ ❡♥ ❧❛ rés♦❧✉t✐♦♥
❞✬✉♥ s②stè♠❡ ❧✐♥é❛✐r❡ ♣❡r♠❡tt❛♥t ❞❡ r❡tr♦✉✈❡r ❧❡ ♣r❡♠✐❡r ét❛t ▲❋❙❘✐sé✳ ▼✳ ❍❡❧❧ ❡t ❚✳ ❏♦❤❛♥ss♦♥
✈♦♥t ♣❧✉s ❧♦✐♥ ❝❛r ❡♥ r❛✐s♦♥ ❞❡ ❧❛ ❝♦♥❞✉✐t❡ ❜✐❥❡❝t✐✈❡ ❞✉ ❋❈❙❘ s✉r s♦♥ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧✱ ✐❧s ♣❡✉✈❡♥t
r❡♠♦♥t❡r ❛✉① ét❛ts ♣ré❝é❞❡♥ts ❡t ❞♦♥❝ r❡tr♦✉✈❡r ❡♥t✐èr❡♠❡♥t ❧❛ ❝❧é✳ ▲❛ ❝♦♠♣❧❡①✐té ❞❡ ❧✬❛tt❛q✉❡
♣♦✉r ❋✲❋❈❙❘✲❍ ✈✷ ❡st ❞❡ ❧✬♦r❞r❡ ❞❡ O(225) ♦♣ér❛t✐♦♥s ♣♦✉r ✉♥ ♠ê♠❡ ♥♦♠❜r❡ ❞✬♦❝t❡ts ❞❡ s♦rt✐❡
♦❜s❡r✈és ✭✐❧ ❢❛✉t ❡♥ ❢❛✐t ♣♦✉r ♣❡r♠❡ttr❡ ❧❛ rés♦❧✉t✐♦♥ ❞✉ s②stè♠❡ ❧✐♥é❛✐r❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❋✲❋❈❙❘✲❍
✈✷ q✉❡ ❧❡ ❜✐t ❞❡ rétr♦❛❝t✐♦♥ s♦✐t ♥✉❧ ❞✉r❛♥t ✷✼ ❝❧♦❝❦s ❝♦♥sé❝✉t✐❢s✮✳

❉❛♥s ❬❙❍❏✵✾❪✱ ❧❡s ❛✉t❡✉rs ♣rés❡♥t❡♥t é❣❛❧❡♠❡♥t ✉♥❡ ❛tt❛q✉❡ ❝♦♥tr❡ ❳✲❋❈❙❘✲✷✺✻ ✉t✐❧✐s❛♥t ❧❡
♠ê♠❡ ♣r✐♥❝✐♣❡ ❡t ♣❡r♠❡tt❛♥t ❞❡ r❡tr♦✉✈❡r ❧✬ét❛t ✐♥t❡r♥❡✳ ❉❛♥s ❧❡✉r ❞❡r♥✐❡r ❛rt✐❝❧❡ s✉r ❝❡ s✉❥❡t
❬❙❍❏❛r❪✱ ✐❧s ♣❛r✈✐❡♥♥❡♥t à r❡tr♦✉✈❡r ❧✬ét❛t ✐♥t❡r♥❡ ❞❡ t♦✉t❡s ❧❡s ✈❡rs✐♦♥s ❞❡ ❳✲❋❈❙❘ ✈✶ ❡♥ O(267)
♣♦✉r ❳✲❋❈❙❘✲✶✷✽ ❡t ❡♥ O(245) ♣♦✉r ❳✲❋❈❙❘✲✷✺✻✳

◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❞❛♥s ❬❋▼❙✵✽❪✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ✉♥❡ ❛tt❛q✉❡ ♣❛r ❧✐♥é❛r✐s❛t✐♦♥
❝♦♥tr❡ ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐ ✜❧tré ❧✐♥é❛✐r❡♠❡♥t✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡s r❡t❡♥✉❡s ♥✬✐♥✢✉❡♥❝❡♥t
q✉✬✉♥ ❜✐t ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ à ❝❤❛q✉❡ ❝❧♦❝❦✳ ❆✐♥s✐✱ ✉♥ t❡❧ ❣é♥ér❛t❡✉r s❡r❛ ✈✉❧♥ér❛❜❧❡ à ✉♥❡
❛tt❛q✉❡ ♦ù ❧✬❛❞✈❡rs❛✐r❡ ❝♦♥trô❧❡ ❧❡s ❜✐ts ❞❡ r❡t❡♥✉❡s ❡t ❞♦♥❝ ✉♥❡ ♣❛rt✐❡ ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧✳

✶✳✷✳✹ ❋✲❋❈❙❘ ✈✸ ❡t ❳✲❋❈❙❘ ✈✷

❆✜♥ ❞❡ ❝♦♥tr❡❝❛rr❡r ❝❡s ❛tt❛q✉❡s très ❡✣❝❛❝❡s✱ ♥♦✉s ❛✈♦♥s ❝❤❡r❝❤é ✉♥❡ ❛✉tr❡ ♠❛♥✐èr❡ ❞❡
r❡♣rés❡♥t❡r ❧❡s ❋❈❙❘ ❝❛r ❧❡s ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ♦✉ ❋✐❜♦♥❛❝❝✐ s❡♠❜❧❛✐❡♥t ❛❧♦rs ✐♥❛❞éq✉❛t❡s
♣♦✉r ❞❡s ❛♣♣❧✐❝❛t✐♦♥s ❝r②♣t♦❣r❛♣❤✐q✉❡s✳ P♦✉r ❝❡❧❛✱ ♥♦✉s ♥♦✉s s♦♠♠❡s ✐♥s♣✐rés ❞❡s tr❛✈❛✉① ❢❛✐ts
❞❛♥s ❧❡ ❝❛s ❞❡s ▲❙❋❘ ❬❘♦❣✽✾✱ ❏❍❑✵✻❛✱ ▼❘❚✵✹❪ ❡t ❞✉ ❝❤✐✛r❡♠❡♥t ♣❛r ✢♦t P♦♠❛r❛♥❝❤ ❬❏❍❑✵✻❜❪✳
❈❡s ❛rt✐❝❧❡s ✉t✐❧✐s❡♥t ✉♥❡ r❡♣rés❡♥t❛t✐♦♥ ♠❛tr✐❝✐❡❧❧❡ ❞❡s ▲❋❙▼ ✭▲✐♥❡❛r ❋✐♥✐t❡ ❙t❛t❡ ▼❛❝❤✐♥❡✮
♣♦✉r r❡♣rés❡♥t❡r ❝❡ q✉✐ ❡st ❣é♥ér✐q✉❡♠❡♥t ❛♣♣❡❧é ✉♥ r✐♥❣ ▲❋❙❘✳ ◆♦✉s ❛✈♦♥s ❞♦♥❝ ❛♣♣❧✐q✉é ❝❡s
♠ét❤♦❞❡s ❛✜♥ ❞❡ ❝♦♥str✉✐r❡ ❝❡ q✉❡ ♥♦✉s ❛✈♦♥s ♥♦♠♠é ❞❡s r✐♥❣ ❋❈❙❘✳

r✐♥❣ ❋❈❙❘

▲❡s ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ❡t ❋✐❜♦♥❛❝❝✐ s♦♥t ❞❡✉① ❛✉t♦♠❛t❡s ❞✐✛ér❡♥ts ❛✈❡❝ ❞❡s ♣r♦♣r✐étés
s✐♠✐❧❛✐r❡s✳ ❉❛♥s ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s✱ ❧❛ ❝❡❧❧✉❧❡ m0 ✐♥✢✉❡♥❝❡ wH(d) ❝❡❧❧✉❧❡s ❞✉ r❡❣✐str❡
♣r✐♥❝✐♣❛❧ t❛♥❞✐s q✉❡ ❞❛♥s ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐✱ ❧❛ ❝❡❧❧✉❧❡ mn−1 ❡st ♠♦❞✐✜é❡ ♣❛r wH(d)
❝❡❧❧✉❧❡s ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧✳ ▲❛ r❡♣rés❡♥t❛t✐♦♥ r✐♥❣ ❞✬✉♥ ❋❈❙❘ ❡st ✉♥ ❝♦♠♣r♦♠✐s ❡♥tr❡ ❝❡s ❞❡✉①
❝❛s ❡①trê♠❡s ✿

✶✵



✶✳✷✳ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

❉é✜♥✐t✐♦♥ ✶✳✷✳✷ ❯♥ r✐♥❣ ❋❈❙❘ ❡st ✉♥ ❛✉t♦♠❛t❡ ❝♦♠♣♦sé ❞✬✉♥ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ à ❞é❝❛❧❛❣❡ ❞❡
n ❝❡❧❧✉❧❡s ❜✐♥❛✐r❡s m = (m0, . . . ,mn−1) ❡t ❞✬✉♥ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s ✭❞♦♥t ❧❡s ✈❛❧❡✉rs ♣❡✉✈❡♥t êtr❡
❡♥t✐èr❡s✮ c = (c0, . . . , cn−1)✳ ■❧ ❡st ♠✐s à ❥♦✉r ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

{

m(t+ 1) = Tm(t) + c(t) mod 2
c(t+ 1) = Tm(t) + c(t) ÷ 2

✭✶✳✶✮

♦ù ÷2 ❡st ❧✬❡①♣r❡ss✐♦♥ X ÷ 2 = X−(X mod 2)
2 ❡t ♦ù T ❡st ✉♥❡ ♠❛tr✐❝❡ n× n à ❝♦❡✣❝✐❡♥ts ✵ ♦✉ ✶

❞❛♥s Z✱ ❛♣♣❡❧é❡ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ❡t q✉✐ ❛ ❧❛ ❢♦r♠❡ s✉✐✈❛♥t❡ ✿
















∗ 1
∗ 1 (∗)

∗ 1
✳

✳

✳

✳

✳

✳

(∗) ∗ 1
1 ∗

















❉❛♥s ❧❡ ❝❛s ❞✬✉♥ r✐♥❣ ❋❈❙❘✱ t♦✉t❡ ❝❡❧❧✉❧❡ ♣❡✉t êtr❡ ✉t✐❧✐sé❡ ❝♦♠♠❡ ✉♥❡ rétr♦❛❝t✐♦♥ ♣♦✉r ♥✬✐♠♣♦rt❡
q✉❡❧❧❡ ❛✉tr❡✳

❙♦✐t ti,j ❧✬é❧é♠❡♥t ❞❡ ❧❛ i✲è♠❡ ❧✐❣♥❡ ❡t ❞❡ ❧❛ j✲è♠❡ ❝♦❧♦♥♥❡ ❞❡ T ✱ ♦♥ ❛ ✿

T = (ti,j)0≤i,j<n ❛✈❡❝ ti,j =

{

1 s✐ ❧❛ ❝❡❧❧✉❧❡ mj ❡st ✉t✐❧✐sé❡ ♣♦✉r ♠❡ttr❡ à ❥♦✉r ❧❛ ❝❡❧❧✉❧❡ mi✱
0 s✐♥♦♥.

❈♦♠♠❡ ❧❡ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ❞✬✉♥ r✐♥❣ ❋❈❙❘ ❡st ♣❛r ❞é✜♥✐t✐♦♥ ✉♥ r❡❣✐str❡ à ❞é❝❛❧❛❣❡✱ ❧❛
s✉r✲❞✐❛❣♦♥❛❧❡ ❞❡ ❧❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ T ❡st ♣❧❡✐♥❡ ❞❡ ✶✱ ✐✳❡✳ ♣♦✉r t♦✉t 0 ≤ i < n✱ ♦♥ ❛

ti,i+1 mod n = 1.

P❛r ❡①❡♠♣❧❡✱ ❧❡ r✐♥❣ ❋❈❙❘ ❛✈❡❝ q = −347 ♣rés❡♥té à ❧❛ ❋✐❣✳ ✶✳✺ ❛ ♣♦✉r ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥
❧❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ TR ♣rés❡♥té❡ à ❧❛ ❋✐❣✳ ✶✳✻ ❡t ❧❡ ❣r❛♣❤❡ ❝♦rr❡s♣♦♥❞❛♥t✱ à ❧❛ ❋✐❣✳ ✶✳✻✳

❋✐❣✉r❡ ✶✳✺ ✕ ❊①❡♠♣❧❡ ❞✬✉♥ r✐♥❣ ❋❈❙❘ ✭q = −347✮✳

❉❛♥s ❬●❑✵✷❪✱ ▼✳ ●♦r❡s❦② ❡t ❆✳ ❑❧❛♣♣❡r ✐♥tr♦❞✉✐s❡♥t ❧❡s r❡♣rés❡♥t❛t✐♦♥s ♣♦✉r ❧❡s ❋❈❙❘ ❡♥
♠♦❞❡ ●❛❧♦✐s ❡t ❋✐❜♦♥❛❝❝✐ à ❧✬❛✐❞❡ ❞❡ ❧❡✉r ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥✳ ❆✐♥s✐✱ ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s
❛✉r❛ ✉♥❡ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ♦ù ❧❛ ♣r❡♠✐èr❡ ❝♦❧♦♥♥❡ ❝♦♥t✐❡♥t ❧❡s ❝♦❡✣❝✐❡♥ts d0, · · · dn−2 ❝❛r
❞❛♥s ❝❡ ❝❛s✱ ❧❡ ❜✐t m0 ✐♥✢✉❡♥❝❡ t♦✉t❡s ❧❡s rétr♦❛❝t✐♦♥s✳ P♦✉r ❧❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ❞✬✉♥ ❋❈❙❘
❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐ ❝✬❡st ❧❛ ❞❡r♥✐èr❡ ❧✐❣♥❡ q✉✐ s❡r❛ ❝♦♠♣♦sé ❞❡s é❧é♠❡♥ts 1, dn−2, · · · d0 ❝❛r t♦✉t❡s
❧❡s rétr♦❛❝t✐♦♥s ✐♥✢✉❡♥❝❡♥t ✉♥❡ s❡✉❧❡ ❝❡❧❧✉❧❡ mn−1✳

❉❡ ❧❛ ❞é✜♥✐t✐♦♥ ✐♥✐t✐❛❧❡ ❞❡s r✐♥❣ ❋❈❙❘✱ ♦♥ ♣❡✉t ❞é❞✉✐r❡ ❜❡❛✉❝♦✉♣ ❞❡ ♣r♦♣r✐étés ✐♥tér❡ss❛♥t❡s✱
❝❡❧❧❡s✲❝✐ s♦♥t ❞ét❛✐❧❧é❡s ❞❛♥s ❬❆❇▲+✵✾❪ ✭❝❡ ❞❡r♥✐❡r ❛rt✐❝❧❡ ét❛♥t ❝❡❧✉✐ ♣rés❡♥té ❞❛♥s ❧✬❆♥♥❡①❡ ❆✮

✶✶



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

























0 1 0 0 0 0 0 0
0 0 1 0 1 0 0 0
1 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 1 0 0 0 1 0
0 0 0 0 0 1 0 1
1 0 0 0 0 0 0 0

























❋✐❣✉r❡ ✶✳✻ ✕ ▼❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ❡t ❣r❛♣❤❡ ❞✉ r✐♥❣ ❋❈❙❘ ❞❡ ❧❛ ❋✐❣✳ ✶✳✺✳

❡t ❞❛♥s ❬❆❇P✶✶❪✳ ◆♦✉s s✐❣♥❛❧❡r♦♥s ✐❝✐ s❡✉❧❡♠❡♥t q✉❡✱ ✉♥❡ ❢♦✐s ❧❛ ♠❛tr✐❝❡ T ❝♦♥str✉✐t❡✱ ❧❛ ✈❛❧❡✉r
❞❡ q s❡ ❞é❞✉✐t ❡♥ ❝❛❧❝✉❧❛♥t q = det(I − 2T )✳ ❉❡ ♣❧✉s✱ s✐ q ❡st ♣r❡♠✐❡r ❡t q✉❡ ❧✬♦r❞r❡ ❞❡ 2 ❡st
♠❛①✐♠❛❧ ❞❛♥s Z/qZ ❛❧♦rs ❝❤❛q✉❡ sér✐❡ ♦❜s❡r✈é❡ ❞❛♥s ❝❤❛❝✉♥❡ ❞❡s ❝❡❧❧✉❧❡s ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧
à ♣❛rt✐r ❞✉ t❡♠♣s t ❡st ✉♥❡ ℓ✲séq✉❡♥❝❡✳ ❉❡ ♣❧✉s✱ ❧❡s sér✐❡s ♣r♦❞✉✐t❡s ♣❛r ❞❡✉① ❋❈❙❘ ❛✈❡❝ ❞❡s
♠❛tr✐❝❡s ❞❡ tr❛♥s✐t✐♦♥ ❞✐✛ér❡♥t❡s ♠❛✐s ✉♥❡ ✉♥✐q✉❡ ✈❛❧❡✉r ❞❡ q s♦♥t éq✉✐✈❛❧❡♥t❡s à ❧❛ ♠❛tr✐❝❡ ❞❡
♣❛ss❛❣❡ ❞✬✉♥❡ ♠❛tr✐❝❡ à ❧✬❛✉tr❡ ♣rès✳

❯t✐❧✐s❡r ❞❡s r✐♥❣ ❋❈❙❘ ♣♦✉r ❝♦♥str✉✐r❡ ✉♥ ❝❤✐✛r❡♠❡♥t à ✢♦t ♣rés❡♥t❡ ❞❡ ♥♦♠❜r❡✉① ❛✈❛♥t❛❣❡s
s✐ s❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ❡st ❜✐❡♥ ❝❤♦✐s✐❡ ✿ s♦♥ ✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡ ❡st ♠❡✐❧❧❡✉r❡ ✭✈♦✐r
❆♥♥❡①❡ ❆✮ ❡♥ t❡r♠❡ ❞❡ ❝❤❡♠✐♥ ❝r✐t✐q✉❡✱ ❞❡ ❢❛♥✲♦✉t ❡t ❞❡ ❝♦ût✳ ❉❡ ♣❧✉s ✐❧ ❣❛r❛♥t✐t ✉♥❡ ❞✐✛✉s✐♦♥✱
✈✉❡ ❝♦♠♠❡ ❧❡ ♥♦♠❜r❡ ❞❡ ❝❧♦❝❦s ♠✐♥✐♠❛❧ ♣❡r♠❡tt❛♥t q✉❡ t♦✉t❡s ❧❡s ❝❡❧❧✉❧❡s ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧
s♦✐❡♥t ✐♥✢✉❡♥❝é❡s ♣❛r ❛✉ ♠♦✐♥s ✉♥❡ ❛✉tr❡✱ ♣❧✉s r❛♣✐❞❡✳

▲✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥ r✐♥❣ ❋❈❙❘ ❡♠♣ê❝❤❡ ❧✬❛tt❛q✉❡ ❞❡ ▼✳ ❍❡❧❧ ❡t ❚✳ ❏♦❤❛♥ss♦♥ ❞❡ s❡ ♣r♦❞✉✐r❡✳
❆❧♦rs q✉❡ ♣♦✉r ✉♥ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s✱ ✐❧ ❢❛❧❧❛✐t ♠❛îtr✐s❡r ❧❛ ✈❛❧❡✉r ❞✬✉♥ s❡✉❧ ❜✐t ❞❡ rétr♦❛❝t✐♦♥
❞✉r❛♥t t ❝❧♦❝❦s✱ ❛✈❡❝ ✉♥ r✐♥❣ ❋❈❙❘✱ ✐❧ ❢❛✉t ♠❛îtr✐s❡r ♥♦♥ ♣❧✉s ✉♥❡ ❝❡❧❧✉❧❡ ❞✉r❛♥t t ❝❧♦❝❦s ♠❛✐s
t♦✉t❡s ❧❡s rétr♦❛❝t✐♦♥s ♣♦ss✐❜❧❡s✳ ❙✐ ❝❡ ♥♦♠❜r❡ ❡st ♥♦té k✱ ❧❛ ♣r♦❜❛❜✐❧✐té q✉❡ ❝❡s k rétr♦❛❝t✐♦♥s
s♦✐❡♥t ♥✉❧❧❡s ❞✉r❛♥t t ❝❧♦❝❦s ❞❡✈✐❡♥t 2−tk✳ ❆✈❡❝ ❧❡ r✐♥❣ ❋❈❙❘ ✉t✐❧✐sé ❞❛♥s ❋✲❋❈❙❘✲❍ ✈✸✱ ❡♥
r❡❣❛r❞❛♥t 238 ét❛ts✱ s❡✉❧s ✹✶ ❣❛r❞❛✐❡♥t ❞❡s ✈❛❧❡✉rs ❞❡ r❡t❡♥✉❡s ❝♦♥st❛♥t❡s ❞✉r❛♥t ✉♥ ❝❧♦❝❦✱ ❛✉❝✉♥
❞✉r❛♥t ✷ ❝❧♦❝❦s✳

❋✲❋❈❙❘ ✈✸

P♦✉r ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡s ❞❡✉① ✐♥st❛♥❝❡s ❞❡ ❋✲❋❈❙❘ ✈✸ ✭❋✲❋❈❙❘✲❍ ✈✸ ❡t ❋✲❋❈❙❘✲✶✻ ✈✸✮✱
♥♦✉s ♥♦✉s s♦♠♠❡s ❞✬❛❜♦r❞ ✐♥tér❡ssés ❛✉ ❝❤♦✐① ❞❡ ❧❛ ♠❛tr✐❝❡ T ♣✉✐s à ❝❡❧✉✐ ❞✉ ✜❧tr❡ ❧✐♥é❛✐r❡ ❡t
❡♥✜♥ ❛✉ ❞❡s✐❣♥ ❞✉ ❑❡②✴IV s❡t✉♣✳

P♦✉r ❧❛ ♠❛tr✐❝❡ T ✱ ❝♦♠♠❡ ♥♦✉s ♥✬❛✈♦♥s ♣❛s ❞✬❛❧❣♦r✐t❤♠❡ ❣é♥ér✐q✉❡ ♥♦✉s ♣❡r♠❡tt❛♥t✱ à ♣❛rt✐r
❞✬✉♥ ♣r❡♠✐❡r q ❜✐❡♥ ❝❤♦✐s✐✱ ❞❡ ❞ét❡r♠✐♥❡r ❧❛ ♠❛tr✐❝❡ T ♦♣t✐♠❛❧❡✱ ♥♦✉s ❛✈♦♥s ✐♥✈❡rsé ❧❡ ♣r♦❝❡s✲
s✉s ❞❡ r❡❝❤❡r❝❤❡ ✿ ❝✬❡st✲à✲❞✐r❡✱ à ♣❛rt✐r ❞❡ ❝r✐tèr❡s q✉❡ ❞♦✐t ✈ér✐✜❡r ❧❛ ♠❛tr✐❝❡✱ ♥♦✉s ❛✈♦♥s t✐ré
❛❧é❛t♦✐r❡♠❡♥t ❞❡s ♠❛tr✐❝❡s ré♣♦♥❞❛♥t à ❝❡s ❝r✐tèr❡s✱ ♣✉✐s ❝❛❧❝✉❧é ❧❡ q ❝♦rr❡s♣♦♥❞❛♥t✱ t❡sté s✐ ✐❧
ét❛✐t ♣r❡♠✐❡r ❡t t❡sté s✐ ❧✬♦r❞r❡ ❞❡ ✷ ❞❛♥s Z/qZ ét❛✐t ♠❛①✐♠❛❧✳ P❛r♠✐ ❧❡s ❝r✐tèr❡s r❡t❡♥✉s✱ ♦♥
♣❡✉t ❝✐t❡r ✿ ✉♥ ♥♦♠❜r❡ ❞❡ rétr♦❛❝t✐♦♥s ✜①é ♣❛r ❛✈❛♥❝❡ ❞❛♥s ✉♥ ✐♥t❡r✈❛❧❧❡✱ ✉♥❡ t❛✐❧❧❡ ❞❡ ♠❛tr✐❝❡
♣ré❞ét❡r♠✐♥é❡✱ ✉♥❡ ❜♦♥♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡✱ ❡t❝✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❞❛♥s ❬▲P✶✶❪✱
❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❡ ❝♦♥str✉✐r❡ T à ♣❛rt✐r ❞❡ q✱ ✐❧ s✬❛❣✐t ❞✬✉♥ ♣r❡♠✐❡r rés✉❧t❛t ♣♦✉r ❝❡t ❛①❡
❞❡ r❡❝❤❡r❝❤❡✳ ▲❡ ❋❈❙❘ ✜♥❛❧❡♠❡♥t ❝❤♦✐s✐ ❝♦♠♠❡ ❜❛s❡ ❞❡ ❋✲❋❈❙❘✲❍ ✈✸ ❛ ✉♥❡ t❛✐❧❧❡ ❞❡ ✶✻✵ ❜✐ts✱
♣♦ssè❞❡ ✽✷ rétr♦❛❝t✐♦♥s ❡t ❛ ✉♥❡ ❞✐✛✉s✐♦♥ é❣❛❧❡ à ✷✹✳

P♦✉r ❧❡ ❝❤♦✐① ❞✉ ✜❧tr❡ ❧✐♥é❛✐r❡✱ ♥♦✉s ❛✈♦♥s r❡t❡♥✉ ❞❡✉① ❝r✐tèr❡s ✿ ✐♥❝❧✉r❡ ❧❡s ❝❡❧❧✉❧❡s q✉✐ r❡❝❡✲
✈❛✐❡♥t ✉♥❡ rétr♦❛❝t✐♦♥ ❛✜♥ ❞✬❡♠♣ê❝❤❡r ❛✉ ♠❛①✐♠✉♠ t♦✉t❡ ❝♦rré❧❛t✐♦♥ ❡t ❞✬✉t✐❧✐s❡r ✉♥❡ str✉❝t✉r❡

✶✷



✶✳✷✳ ▲❛ s❛❣❛ ❞❡s ❋✲❋❈❙❘

♥♦♥ ♣ér✐♦❞✐q✉❡✳ ❊♥ ❡✛❡t✱ ❧❡ ✜❧tr❡ ❧✐♥é❛✐r❡ ❞❡ ❋✲❋❈❙❘ ✈✷ ❛✈❛✐t ✉♥❡ str✉❝t✉r❡ ♣ér✐♦❞✐q✉❡ q✉✐
♣❡r♠❡tt❛✐t ❞✬❛❝❝é❧ér❡r ❧✬❛tt❛q✉❡ ♣rés❡♥té❡ ❞❛♥s ❬❍❏✵✽❪✳

▲❡ ❝❤♦✐① ❞✉ ❦❡②✴IV s❡t✉♣ ❛ été ♣❧✉s ❞é❧✐❝❛t✳ ❊♥ ❡✛❡t✱ ❧✬❛tt❛q✉❡ ❞❡ ❬❍❏✵✽❪ ❡①♣❧♦✐t❛✐t ❧❡ ❢❛✐t q✉❡
❧❡ ❋❈❙❘ ét❛✐t ❞❛♥s ✉♥ ét❛t ❞✉ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧ ❝❡ q✉✐ r❡♥❞❛✐t ❧❛ r❡❝❤❡r❝❤❡ ❞✬❛♥té❝é❞❡♥ts ❡t ❞♦♥❝
❞❡ ❧❛ ❝❧é ♣❧✉s s✐♠♣❧❡✳ ◆♦✉s ❛✈♦♥s ❞♦♥❝ ❝❤♦✐s✐ ✐❝✐ ❞❡ r❡st❡r ❧❡ ♣❧✉s ❧♦♥❣t❡♠♣s ♣♦ss✐❜❧❡ ❞❛♥s ✉♥ ét❛t
❤♦rs ❞✉ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧ ♣♦✉r ❝ré❡r ✉♥❡ tr❛♥s❢♦r♠❛t✐♦♥ ❞✉r❡ à ✐♥✈❡rs❡r✳ ❈❡♣❡♥❞❛♥t✱ ❧✬✉t✐❧✐s❛t✐♦♥
❞✬✉♥ r✐♥❣ ❋❈❙❘ ❝♦♥❞✉✐t à ✉♥❡ ♥♦✉✈❡❧❧❡ ❞✐✣❝✉❧té ✿ ❛ss✉r❡r ❧✬❡♥tr♦♣✐❡ ❞❡ ❧✬❛✉t♦♠❛t❡✳ ❉❛♥s ❧❡ ❝❛s
❞❡ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ♦✉ ❋✐❜♦♥❛❝❝✐✱ ❛♥♥✉❧❡r ❧❡ ❝♦♥t❡♥✉ ❞✉ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s ❣❛r❛♥t✐t q✉❡
♥♦✉s s♦♠♠❡s s✉r ❞❡s ét❛ts ♥♦♥ éq✉✐✈❛❧❡♥ts ❧♦rs ❞❡ ❧❛ ❝♦♥✈❡r❣❡♥❝❡ s✉r ❧❡ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧ ❡t ❞♦♥❝
❧✬❛❜s❡♥❝❡ ❞❡ ❝♦❧❧✐s✐♦♥s t♦✉t ❡♥ ♠❛✐♥t❡♥❛♥t ✉♥❡ ❡♥tr♦♣✐❡ ❝♦♥st❛♥t❡✳ ❈❡❧❛ ✈✐❡♥t ❞❡ ❧❛ str✉❝t✉r❡ ❞❡ ❧❛
♠❛tr✐❝❡ ❛❞❥❛❝❡♥t❡ (I−2T )∗ q✉✐ ❡st ❞❛♥s ❧❡ ❝❛s ❞❡ ❋❈❙❘ ❡♥ ♠♦❞❡ ●❛❧♦✐s ♦✉ ❋✐❜♦♥❛❝❝✐ ❝♦♥st✐t✉é❡
❞✬✉♥❡ s✉✐t❡ ❞❡ ♣✉✐ss❛♥❝❡ ❞❡ ✷ s✉r ❧❛ ♣r❡♠✐èr❡ ♦✉ ❧❛ ❞❡r♥✐èr❡ ❧✐❣♥❡ s❡❧♦♥ ❧❡ ❝❛s✳ P♦✉r ✉♥ r✐♥❣ ❋❈❙❘✱
✐❧ ♥✬❡①✐st❡ ♣❛s ✉♥❡ t❡❧❧❡ str✉❝t✉r❡✳ ❈❡♣❡♥❞❛♥t ❞❛♥s ❝❡ ❝❛s✱ ❧❛ r❡❝❤❡r❝❤❡ ❞❡ ❝♦❧❧✐s✐♦♥s ❞❡✈✐❡♥t ✉♥❡
✐♥st❛♥❝❡ ❞✉ ♣r♦❜❧è♠❡ ❞❡ ❧❛ s♦♠♠❡ ❞❡ s♦✉s✲❡♥s❡♠❜❧❡s ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té é❣❛❧❡ à 2n/2 ✭s✐ ❧❡s
r❡t❡♥✉❡s s♦♥t ♥✉❧❧❡s✮ ❡t é❣❛❧❡ 23n/2 ❞❛♥s ❧❡ ❝❛s ❣é♥ér❛❧✳ ❆✐♥s✐✱ ❧❡ ♥♦✉✈❡❛✉ ❦❡②✴IV s❡t✉♣ ❛ été
❝♦♥str✉✐t ♣♦✉r r❡st❡r ❧❡ ♣❧✉s ❧♦♥❣t❡♠♣s ♣♦ss✐❜❧❡ s✉r ❞❡s ét❛ts ❤♦rs ❞✉ ❝②❝❧❡ ♣r✐♥❝✐♣❛❧ t♦✉t ❡♥
❧✐♠✐t❛♥t ❧❛ ♣❡rt❡ ❞✬❡♥tr♦♣✐❡✳

❳✲❋❈❙❘ ✈✷

▲❡s r✐♥❣ ❋❈❙❘ ❞é✜♥✐s ♣ré❝é❞❡♠♠❡♥t ♦♥t ❞❡ ❜♦♥♥❡s ♣❡r❢♦r♠❛♥❝❡s ♠❛tér✐❡❧❧❡s✱ ♣❛r ❝♦♥tr❡
❧❡✉rs ♣❡r❢♦r♠❛♥❝❡s ❧♦❣✐❝✐❡❧❧❡s s❡♠❜❧❡♥t ♠❛✉✈❛✐s❡s ❝❛r ✐❧ ♥✬❡st ♣❛s ❛✉ss✐ s✐♠♣❧❡ ❞❡ ♣❛r❛❧❧é❧✐s❡r ❧❡✉rs
✐♠♣❧é♠❡♥t❛t✐♦♥s q✉❡ ❞❛♥s ❧❡ ❝❛s ❞❡s ▲❋❙❘✳ ◆♦✉s ♥♦✉s s♦♠♠❡s ❞♦♥❝ ✐♥tér❡ssés ❛✉① ♠ét❤♦❞❡s
❡①✐st❛♥t ❞❛♥s ❧❛ ❧✐ttér❛t✉r❡ ♣♦✉r ❝♦♥str✉✐r❡ ❞❡s ▲❋❙❘ r❛♣✐❞❡s ❡♥ ❧♦❣✐❝✐❡❧✱ ❧✬✐❞é❡ ét❛♥t ❞❡ ♣♦✉✈♦✐r
tr❛✈❛✐❧❧❡r s✉r ❞❡s ♠♦ts ❞❡ t❛✐❧❧❡ ♠❛❝❤✐♥❡ st❛♥❞❛r❞ ✭t②♣✐q✉❡♠❡♥t ✽✱ ✶✻✱ ✸✷ ♦✉ ✻✹ ❜✐ts✮ ❛✜♥ ❞✬êtr❡
❛✉ ♣❧✉s ♣rès ❞❡ ❧✬❛r❝❤✐t❡❝t✉r❡ ❞✬✉♥ ♣r♦❝❡ss❡✉r✳

❇❡❛✉❝♦✉♣ ❞❡ ♣r♦♣♦s✐t✐♦♥s ❞❡ ❝❡ t②♣❡ ❡①✐st❛✐❡♥t ❞❛♥s ❧❡ ♠♦♥❞❡ ❞❡s ▲❋❙❘✳ ❖♥ ♣❡✉t ❝✐t❡r ✐❝✐
❧❡s tr❛✈❛✉① ❞❡ ❬▲P✼✸✱ ❘♦❣✽✾✱ ▼❑✾✷✱ ▼◆✾✽✱ ◆✐❡✾✺✱ ▼❛r✵✸❪ ✭✈♦✐r ❛✉ss✐ ❙❡❝t✐♦♥ ❱✳❈ ❞❡ ❧✬❛rt✐❝❧❡
♣rés❡♥té ❡♥ ❆♥♥❡①❡ ❆✮✳ ▲❡ ♣r✐♥❝✐♣❡ ❣é♥ér❛❧ ❞❡ t♦✉t❡s ❝❡s ♣r♦♣♦s✐t✐♦♥s ❝♦♥s✐st❡ à ❝♦♥str✉✐r❡ ❞❡s
♠❛tr✐❝❡s ❞❡ tr❛♥s✐t✐♦♥ ♣♦✉r ❧❡s ▲❋❙❘ s✉r ❞❡s ♠♦ts ❞❡ w ❜✐ts✳ ❆✐♥s✐ ❧❛ s✉r✲❞✐❛❣♦♥❛❧❡ r❡♠♣❧✐❡
❞❡ ✶ ✭q✉✐ ❣❛r❛♥t✐t s✉r F2 ❧❡ ❞é❝❛❧❛❣❡ ❞✉ r❡❣✐str❡✮ ❞❡✈✐❡♥t ✉♥❡ s✉r✲❞✐❛❣♦♥❛❧❡ ❝♦♠♣♦sé❡ ❞❡ Iw✱ ❧❛
♠❛tr✐❝❡ ✐❞❡♥t✐té ❞❡ t❛✐❧❧❡ w×w✳ ■❧ s✬❛❣✐t ❡♥s✉✐t❡ ❞❡ ✏❝♦♠♣❧ét❡r✑ ❝❡tt❡ ♠❛tr✐❝❡ à ❧✬❛✐❞❡ ❞✬♦♣ér❛t✐♦♥s
❜✐❡♥ ❝❤♦✐s✐❡s ✭t②♣✐q✉❡♠❡♥t ❞❡s ❞é❝❛❧❛❣❡s ❡t ❞❡s r♦t❛t✐♦♥s ❝♦♠♠❡ ♣r♦♣♦sés ❞❛♥s ❬▼❛r✵✸✱ P▲✵✺❛❪✮
s✉r ❞❡s ♠♦ts ❞❡ t❛✐❧❧❡ w ❜✐ts✳ ❯♥❡ ❛✉tr❡ s♦❧✉t✐♦♥✱ ❝♦♠♠❡ ♣r♦♣♦sé❡ ♣♦✉r ❧✬❛❧❣♦r✐t❤♠❡ ❙◆❖❲ ✈✷
❬❊❏✵✷❪✱ ❡st ❞❡ ❝♦♥str✉✐r❡ ✉♥ ▲❋❙❘ s✉r ❧❡ ❝♦r♣s F2w ✳

◆♦✉s ❛✈♦♥s ❞♦♥❝ ❞❛♥s ✉♥ ♣r❡♠✐❡r t❡♠♣s ❛♣♣❧✐q✉é ♥♦tr❡ r❡♣rés❡♥t❛t✐♦♥ r✐♥❣ ❛✉① ♣r♦♣♦s✐t✐♦♥s
♣ré❝é❞❡♥t❡s ✉t✐❧✐s❛♥t ❞❡s ♠♦ts ❞❡ w ❜✐ts ✭❝❡❝✐ ❡st ❞é❝r✐t ❞❛♥s ❧❛ ❙❡❝t✐♦♥ s✉✐✈❛♥t❡✮ ❛✜♥ ❞✬♦❜t❡♥✐r
❞❡s r✐♥❣ ▲❋❙❘ ❛✈❡❝ ❞❡ très ❜♦♥♥❡s ♣r♦♣r✐étés ❞❡ ❞✐✛✉s✐♦♥ ❡t ❞❡ ❜♦♥♥❡s ♣❡r❢♦r♠❛♥❝❡s ❧♦❣✐❝✐❡❧❧❡s✳
❊♥s✉✐t❡✱ ❝✬❡st t♦✉t ♥❛t✉r❡❧❧❡♠❡♥t q✉❡ ♥♦✉s ❛✈♦♥s ❞ér✐✈é ❝❡tt❡ ❞é✜♥✐t✐♦♥ ❞❛♥s ❧❡ ❝❛s ❞❡s ❋❈❙❘
✭❡♥ tr❛✈❛✐❧❧❛♥t s✉r Z2✮ ❛✜♥ ❞✬❛♠é❧✐♦r❡r ❧❡✉rs ♣❡r❢♦r♠❛♥❝❡s ❧♦❣✐❝✐❡❧❧❡s ❡t ❞❡ ❝♦♥s❡r✈❡r ❧❡ ❝❛r❛❝tèr❡
♥♦♥✲❧✐♥é❛✐r❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ♠✐s❡ à ❥♦✉r ❞❡ ❧✬ét❛t✳

❈♦♠♠❡ ❞❛♥s ❧❡ ❝❛s ❞❡s r✐♥❣ ❋❈❙❘✱ ❝❡s ♥♦✉✈❡❛✉① ❋❈❙❘ q✉❡ ♥♦✉s ❛♣♣❡❧❧❡r♦♥s ✇♦r❞ r✐♥❣ ❋❈❙❘
s❡r♦♥t ❝♦♠♣❧èt❡♠❡♥t ❞ét❡r♠✐♥és ♣❛r ❧❡ ❝❤♦✐① ❞❡ ❧❛ ♠❛tr✐❝❡ T ❞❡ tr❛♥s✐t✐♦♥ ❡t ❧❛ t❛✐❧❧❡ w ❞❡s ♠♦ts
✉t✐❧✐sés✳ ❆✐♥s✐✱ ✉♥ ✇♦r❞ r✐♥❣ ❋❈❙❘ ❛❣✐ss❛♥t s✉r ❞❡s ♠♦ts ❞❡ w ❜✐ts s❡r❛ ✈✉ ❝♦♠♠❡ ✉♥ r❡❣✐str❡
♣r✐♥❝✐♣❛❧ ❞❡ t❛✐❧❧❡ r ♠♦ts ❞❡ w ❜✐ts ✿ M0, · · · ,Mr−1 ❛✈❡❝ r ♠♦ts ❞❡ r❡t❡♥✉❡ C0, · · · , Cr−1✳ ❙❛
♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ T ❞❡ t❛✐❧❧❡ r × r r❡♣rés❡♥t❡r❛ ❝❡tt❡ ♥♦✉✈❡❧❧❡ str✉❝t✉r❡ ♦r✐❡♥té❡ ♠♦ts ❞❡ w

✶✸



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

❜✐ts ✿


















Iw R0

R1 Iw (0)
Iw R2

(0)
✳ ✳ ✳

Rr−2 Iw
Iw Rr−1



















♦ù Iw ❡st ❧❛ ♠❛tr✐❝❡ ✐❞❡♥t✐té ❞❡ t❛✐❧❧❡ ❜✐♥❛✐r❡ w × w ❡t ♦ù ❧❡s Ri r❡♣rés❡♥t❡♥t ❞❡s ♦♣ér❛t✐♦♥s
♦r✐❡♥té❡s ♠♦ts ❞❡ w ❜✐ts✳ ▲❡s Ri ♣❡✉✈❡♥t êtr❡ ❞❡s ❞é❝❛❧❛❣❡s ♦✉ ❞❡s r♦t❛t✐♦♥s ❣❛r❛♥t✐ss❛♥t ✉♥❡
❝❡rt❛✐♥❡ ❡✣❝❛❝✐té ❧♦❣✐❝✐❡❧❧❡ ❡t q✉✐ s♦♥t ❧❡s ♦♣ér❛t✐♦♥s ❧❡s ♣❧✉s s✐♠♣❧❡s ♣♦✉✈❛♥t êtr❡ ✉t✐❧✐sé❡s ✭✈♦✐r
❬▼❛r✵✸✱ P▲✵✺❛❪✮✳

❆✜♥ ❞❡ ♣rés❡♥t❡r ✉♥ ❡①❡♠♣❧❡✱ ♦♥ ✐♥tr♦❞✉✐t ❧❡s ♥♦t❛t✐♦♥s ♠❛tr✐❝✐❡❧❧❡s s✉✐✈❛♥t❡s s✉r ✉♥ ♠♦t ❞❡
w ❜✐ts ✿

{

SL · (x0, · · · , xw−1)
t = (x1, · · · , xw−1, 0)

t

SR · (x0, · · · , xw−1)
t = (0, x0, x1, · · · , xw−2)

t

♦ù SL ❡st ❧✬♦♣ér❛t✐♦♥ ♠❛tr✐❝✐❡❧❧❡ s✉r ✉♥ ♠♦t ❞❡ w ❜✐ts r❡♣rés❡♥t❛♥t ✉♥ ❞é❝❛❧❛❣❡ à ❣❛✉❝❤❡ ❡t ♦ù
SR r❡♣rés❡♥t❡ ✉♥ ❞é❝❛❧❛❣❡ à ❞r♦✐t❡✳ ▲❡s r♦t❛t✐♦♥s à ❣❛✉❝❤❡ ✭RL✮ ❡t à ❞r♦✐t❡ RR s♦♥t ❞é✜♥✐❡s ❞❡
❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

{

RL · (x0, · · · , xk−1)
t = (xk−1, x0, x1, · · · , xk−2)

t

RR · (x0, · · · , xk−1)
t = (x1, · · · , xk−1, x0)

t

❊♥ ✉t✐❧✐s❛♥t ❝❡s ♥♦t❛t✐♦♥s✱ ❧❡s ♣❛r❛♠ètr❡sRi ❞❡ ❧❛ ♠❛tr✐❝❡ T ♣ré❝é❞❡♥t❡ s♦♥t é❣❛✉① à SLa, SRb, RLc

♦✉ RRd ♦ù a, b, c ❡t d ❞és✐❣♥❡♥t ❧❡s ✈❛❧❡✉rs ❞❡ ❞é❝❛❧❛❣❡✳ ❆✐♥s✐✱ ❧❛ ♠❛tr✐❝❡ T s✉✐✈❛♥t❡ ❞é✜♥✐t ✉♥
✇♦r❞ r✐♥❣ ❋❈❙❘ s✉r ❞❡s ♠♦ts ❞❡ w = 8 ❜✐ts ✿

T =













0 I 0 SL3 0
0 0 I 0 SR2

0 0 SL1 I 0
SR3 0 0 0 I
I 0 0 0 0













❋✐❣✉r❡ ✶✳✼ ✕ ❯♥ ❡①❡♠♣❧❡ ❞❡ ✇♦r❞ r✐♥❣ ❋❈❙❘

▲❡ ❋❈❙❘ ❛ss♦❝✐é ❡st ❞♦♥♥é à ❧❛ ❋✐❣✳ ✶✳✼ ❛✈❡❝ n = 40 ❡t w = 8✳ ▲❛ ✈❛❧❡✉r ❞❡ q ❝♦rr❡s✲
♣♦♥❞❛♥t❡ ♣❡✉t êtr❡ ❝♦♠♣❧èt❡♠❡♥t ❞ét❡r♠✐♥é❡ ❡♥ ✉t✐❧✐s❛♥t ❧❛ ❢♦r♠✉❧❡ q = det(I − 2T ) ❡t ✈❛✉t
−1497813390989✳ ❈❡ ♥♦♠❜r❡ ét❛♥t ♣r❡♠✐❡r ❡t ❞✬♦r❞r❡ ♠❛①✐♠❛❧✱ ❧❡ ❋❈❙❘ ❛✐♥s✐ ❞é✜♥✐ ♣r♦❞✉✐t
❜✐❡♥ ✉♥❡ ℓ✲séq✉❡♥❝❡✱ ✐❧ ❡st ❡✣❝❛❝❡ ❡♥ ❧♦❣✐❝✐❡❧ ♠❛✐s é❣❛❧❡♠❡♥t ❡♥ ♠❛tér✐❡❧ ✭✐❧ r❡q✉✐❡rt s❡✉❧❡♠❡♥t
✷✹ ❛❞❞✐t✐♦♥♥❡✉rs ❜✐♥❛✐r❡s✮✳

✶✹



✶✳✸✳ ◗✉❡❧q✉❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ▲❋❙▼ ❡t ❧❡s ▲❋❙❘

◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❝❡tt❡ ❞é✜♥✐t✐♦♥ ❞❡ ✇♦r❞ r✐♥❣ ❋❈❙❘ ♣❡r♠❡t ❛✉ ♠ê♠❡ t✐tr❡ q✉❡ ❧❡s r✐♥❣
❋❈❙❘ ❞✬❡♠♣ê❝❤❡r ❧✬❛tt❛q✉❡ ❞❡ ▼✳ ❍❡❧❧ ❡t ❚✳ ❏♦❤❛♥ss♦♥ ♣❛r ▲❋❙❘✐s❛t✐♦♥✳

❆ ■♥❞♦❝r②♣t ✷✵✵✾ ❬❇▼P✵✾❪✱ ♥♦✉s ❛✈♦♥s ❞♦♥❝ ♣r♦♣♦sé ✉♥❡ ♥♦✉✈❡❧❧❡ ✈❡rs✐♦♥ ❞❡ ❧❛ ❢❛♠✐❧❧❡
❳✲❋❈❙❘ ✭❡♥ ❣❛r❞❛♥t ❡①❛❝t❡♠❡♥t ❧❛ ♠ê♠❡ ♠ét❤♦❞❡ ❞✬❡①tr❛❝t✐♦♥ ❛✈❡❝ ❧❛ ❢♦♥❝t✐♦♥ Round✱ ❧❡s
✶✻ r❡❣✐str❡s ❞❡ ♠é♠♦✐r❡ ❡t ❧❡ ❑❡②✴IV s❡t✉♣✮ ✉t✐❧✐s❛♥t ✉♥ ✉♥✐q✉❡ ✇♦r❞ r✐♥❣ ❋❈❙❘ ❞❡ ✺✶✷ ❜✐ts
❛❣✐ss❛♥t s✉r ❞❡s ♠♦ts ❞❡ ✸✷ ❜✐ts✳ ◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ♣r♦♣♦sé ✉♥❡ ✈❡rs✐♦♥ ❞❡ ❋✲❋❈❙❘✱ ❋✲
❋❈❙❘✲✸✷✱ ❞é❞✐é❡ ❛✉ ❧♦❣✐❝✐❡❧ q✉✐ ✉t✐❧✐s❡ ❧❡ ♠ê♠❡ ✇♦r❞ r✐♥❣ ❋❈❙❘ ❞❡ ✺✶✷ ❜✐ts ❛✈❡❝ ❞❡s ♠♦ts ❞❡ ✸✷
❜✐ts ✜❧tré ♣❛r ✉♥❡ ❢♦♥❝t✐♦♥ ❧✐♥é❛✐r❡ ❡①tr❛②❛♥t ✸✷ ❜✐ts à ❝❤❛q✉❡ ❝❧♦❝❦✳

✶✳✸ ◗✉❡❧q✉❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ▲❋❙▼ ❡t ❧❡s ▲❋❙❘

P❛r❛❧❧è❧❡♠❡♥t à ❝❡tt❡ ét✉❞❡ s✉r ❧❡s ❋❈❙❘✱ ♥♦✉s ♥♦✉s s♦♠♠❡s é❣❛❧❡♠❡♥t r❡♥❞✉ ❝♦♠♣t❡ q✉✬✉♥❡
ét✉❞❡ ❣é♥ér❛❧❡ ❞❡ ❧❛ ♠ê♠❡ ❛♠♣❧❡✉r ♠ér✐t❛✐t ❞✬êtr❡ ❢❛✐t❡ ♣♦✉r ❧❡s ▲❋❙▼ ❡t ❧❡s ▲❋❙❘ ✭❇✳ P♦✉ss❡
❞✉r❛♥t s❛ t❤ès❡ ❬P♦✉✶✵❪ ❛ é❣❛❧❡♠❡♥t ré❛❧✐sé ❧❡ ♠ê♠❡ t②♣❡ ❞❡ ❣é♥ér❛❧✐s❛t✐♦♥ ❛✉ ❝❛s ❞❡s ❆❋❙❘✮✳
▲✬❛rt✐❝❧❡ rés✉♠❛♥t t♦✉s ❝❡s tr❛✈❛✉① ❬❆❇▼P❛r❪ ❡st ❞♦♥♥é ❡♥ ❆♥♥❡①❡ ❆✳ ❊♥ ❡✛❡t✱ ♠ê♠❡ s✐ ❧❡s
rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❛ r❡♣rés❡♥t❛t✐♦♥ ♠❛tr✐❝✐❡❧❧❡ ❞❡s ▲❋❙▼ ❡t ❞❡s ▲❋❙❘ ét❛✐❡♥t ❝♦♥♥✉s ❞❡♣✉✐s
❧♦♥❣t❡♠♣s ❬●♦❧✽✶❪✱ ❧✬✐♠♣❛❝t ❞❡ ❝❡✉①✲❝✐ s✉r ❧❡s ♣❡r❢♦r♠❛♥❝❡s ❤❛r❞✇❛r❡ ❡t s♦❢t✇❛r❡ ❞❡s ▲❋❙❘
♥✬ét❛✐t ♣❛s ❝❧❛✐r ❀ ❧❛ ♥♦t✐♦♥ ❞❡ ❞✐✛✉s✐♦♥ r❡st❛✐t ❡①trê♠❡♠❡♥t ❧✐é❡ ❛✉① ❝r✐tèr❡s ❞❡ ❝♦rré❧❛t✐♦♥✱
❞✬❛✉t♦✲❝♦rré❧❛t✐♦♥ ❡t ❞❡ ❝r♦ss✲❝♦rré❧❛t✐♦♥ ❬●●✵✹❪ ❡t ♥✬❡①✐st❛✐t ♣❛s ❡♥ t❛♥t q✉❡ t❡❧❧❡ ❀ ❧❡s ❞✐✛ér❡♥t❡s
✈❛r✐❛♥t❡s ❞❡s ✇♦r❞ r✐♥❣ ▲❋❙❘ ♠ér✐t❛✐❡♥t ✉♥❡ ❞é✜♥✐t✐♦♥ ✉♥✐✜❝❛tr✐❝❡ ❡t ♣❧✉s ❣é♥ér❛❧❡✳ ◆♦✉s ❛✈♦♥s
é❣❛❧❡♠❡♥t ✐♥tr♦❞✉✐t ❞❛♥s ❝❡t ❛rt✐❝❧❡ ✉♥❡ ♥♦✉✈❡❧❧❡ r❡♣rés❡♥t❛t✐♦♥ ♣♦❧②♥♦♠✐❛❧❡ ❞❡s ▲❋❙▼✱ ❝✬❡st✲
à✲❞✐r❡ q✉❡ ❧❡s ❝♦❡✣❝✐❡♥ts ❞❡ ❧❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ T s♦♥t ❞❡s q✉♦t✐❡♥ts ❞❡ ♣♦❧②♥ô♠❡s✳ ❈❡tt❡
r❡♣rés❡♥t❛t✐♦♥ ❛ ✉♥ ✐♥térêt ❞✐r❡❝t ♣❡r♠❡tt❛♥t ✉♥❡ ❞❡s❝r✐♣t✐♦♥ s✐♠♣❧❡ ❞❡s ✏❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧✑
✐♥tr♦❞✉✐ts ♣❛r ❙♠❡❡ts ❡t ❈❤❛♠❜❡rs ❬❙❈✽✽❪✳

❏❡ ♥❡ ❞ét❛✐❧❧❡r❛✐ ♣❛s ✐❝✐ ❧❡s rés✉❧t❛ts éq✉✐✈❛❧❡♥ts ♣♦✉r ❧❡s ▲❋❙❘ à ❝❡✉① ✐♥tr♦❞✉✐ts ♣♦✉r ❧❡s
❋❈❙❘✳ ■❧s s❡ ❞é❞✉✐s❡♥t ❞✐r❡❝t❡♠❡♥t ❞❡ ❧❛ ♣❛rt✐❡ ♣ré❝é❞❡♥t❡ ❡t s♦♥t ❞♦♥♥és ❡♥ ❆♥♥❡①❡ ❆✳ ❏❡
♥✬✐♥tr♦❞✉✐r❛✐ ✐❝✐ q✉❡ ❧❛ ♥♦✉✈❡❧❧❡ r❡♣rés❡♥t❛t✐♦♥ ♣♦❧②♥♦♠✐❛❧❡ ❡t ❞♦♥♥❡r❛✐ ✉♥ ❡①❡♠♣❧❡ ❞❡ s♦♥ ✐♥térêt✳

✶✳✸✳✶ ◆♦t❛t✐♦♥s ❡t ❞é✜♥✐t✐♦♥s

❖♥ ♥♦t❡ Fq ❧❡ ❝♦r♣s ✜♥✐ ❞❡ ❝❛r❞✐♥❛❧ q✱ Fq[X] ❞és✐❣♥❡r❛ ❧✬❛♥♥❡❛✉ ❞❡s ♣♦❧②♥ô♠❡s s✉r Fq ❡t Fq[[X]]
❧✬❛♥♥❡❛✉ ❞❡s sér✐❡ ❡♥t✐èr❡s s✉r Fq✳ ▲✬❛♥♥❡❛✉ Q ❞és✐❣♥❡r❛ ❧✬❛♥♥❡❛✉ ❞❡s sér✐❡s ❡♥t✐èr❡s r❛t✐♦♥♥❡❧❧❡s✱
❝✬❡st✲à✲❞✐r❡ ❝❡❧❧❡s q✉✐ ♣❡✉✈❡♥t êtr❡ é❝r✐t❡s P (X)/Q(X) ❛✈❡❝ P,Q ∈ Fq[X] ❡t Q(0) 6= 0✳ Q ❡st
❞♦♥❝ ❧✬❛♥♥❡❛✉ ❞❡s sér✐❡s ❡♥t✐èr❡s q✉✐ s♦♥t ❞❡s séq✉❡♥❝❡s ✉❧t✐♠❡♠❡♥t ♣ér✐♦❞✐q✉❡s✳

❙♦✐t A ✉♥❡ ♠❛tr✐❝❡ ❞é✜♥✐❡ s✉r Q✳ ❖♥ ♥♦t❡ Ai,j s♦♥ ❝♦❡✣❝✐❡♥t à ❧❛ ❧✐❣♥❡ i ❡t à ❧❛ ❝♦❧♦♥♥❡
j ✿ Ai,j = Pi,j(X)/Qi,j(X)✳ P♦✉r ✉♥ i ✜①é✱ ♦♥ ♥♦t❡ ✿ Qi(X) = ♣♣❝♠(Qi,1(X), . . . , Qi,n(X))✳
❆✐♥s✐✱ ♦♥ ♣❡✉t réé❝r✐r❡ ❝❤❛q✉❡ Ai,j ❝♦♠♠❡ Ai,j = Ri,j(X)/Qi(X)✳ P♦✉r ❝❤❛q✉❡ ❧✐❣♥❡ i✱ ♦♥ ❞é✜♥✐t
❧❡ s♦✉s✲❡♥s❡♠❜❧❡ s✉✐✈❛♥t ❞❡ Q ✿ Wi = {R(X)/Qi(X) | deg(R(X)) < maxj(deg(Ri,j(X)))}✳ ❖♥
❞é✜♥✐t ✜♥❛❧❡♠❡♥t W ❝♦♠♠❡ W =

∏n
i=1Wi ⊂ Qn✳ W ❡st ✉♥ ❡♥s❡♠❜❧❡ ✜♥✐✳

❉é✜♥✐t✐♦♥ ✶✳✸✳✶ ❯♥❡ ▼❛❝❤✐♥❡ ▲✐♥é❛✐r❡ à ➱t❛ts ❋✐♥✐s ❘❛t✐♦♥♥❡❧❧❡ ✭❡♥ ❛♥❣❧❛✐s ❘❛t✐♦♥❛❧ ▲✐♥❡❛r
❋✐♥✐t❡ ❙t❛t❡ ▼❛❝❤✐♥❡✮ ❘▲❋❙▼ ❛✈❡❝ l ❜✐ts ❞❡ s♦rt✐❡s ❡t ❞❡ ❧♦♥❣✉❡✉r n s✉r Q ❡st ✉♥ ❛✉t♦♠❛t❡ à
ét❛ts ✜♥✐s ❞é✜♥✐ ♣❛r ✉♥❡ ♣❛✐r❡ (A,C) ❞❡ ♠❛tr✐❝❡s à ❝♦❡✣❝✐❡♥ts ❞❛♥s Q ❞❡ t❛✐❧❧❡s r❡s♣❡❝t✐✈❡s n×n
❡t l× n✳ ▲✬❡♥s❡♠❜❧❡ ❞❡s ét❛ts ❞❡ ❝❡t ❛✉t♦♠❛t❡ ❡st Fn

2 ×W ♦ù W ❡st ❞é✜♥✐ à ♣❛rt✐r ❞❡ A ❝♦♠♠❡
✈✉ ♣ré❝é❞❡♠♠❡♥t✳ ❊♥ ❝♦♥s✐❞ér❛♥t q✉❡ ❧✬❛✉t♦♠❛t❡ ❡st ❞❛♥s ❧✬ét❛t (m(t), c(t)) ❛✉ t❡♠♣s t ❡t q✉❡ v(t)

✶✺



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

❡st ❧❛ s♦rt✐❡ ❛✉ t❡♠♣s t✱ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ tr❛♥s✐t✐♦♥ ❡t ❞✬❡①tr❛❝t✐♦♥ ❛✉ t❡♠♣s t s♦♥t ❞é✜♥✐❡s ♣❛r ✿







m(t+1) = Am(t) + c(t) mod X

c(t+1) = Am(t) + c(t) divX

v(t) = Cm(t)

❖♥ ❡♥ ❞é❞✉✐t ❧❛ ♣r♦♣♦s✐t✐♦♥ s✉✐✈❛♥t❡ ✭❧❛ ♣r❡✉✈❡ ❡st ❞♦♥♥é❡ ❡♥ ❆♥♥❡①❡ ❆✮

Pr♦♣♦s✐t✐♦♥ ✶✳✸✳✷ ❙♦✐t L ✉♥❡ ❘▲❋❙▼ ❞é✜♥✐❡ ♣❛r s❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ A ❡t s❛ ♠❛tr✐❝❡ ❞❡
s♦rt✐❡ C✳ ❙♦✐t T (X) = det(G(X)(I −XA))✳ ▲❡s séq✉❡♥❝❡s ❞❡ s♦rt✐❡ V

(t)
i s♦♥t ❞❡s sér✐❡s ❡♥t✐èr❡s

r❛t✐♦♥♥❡❧❧❡s ❞❡ ❧❛ ❢♦r♠❡ Pi(X)/T (X)✳

✶✳✸✳✷ ❊①❡♠♣❧❡ ✿ ❧❡ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❞❡ ❊✵

▲❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ♣❡✉✈❡♥t êtr❡ ✈✉s ❝♦♠♠❡ ❞❡s ▲❋❙▼ s❛♥s ❡♥tré❡ ❡t ❛✈❡❝ ♣❧✉s✐❡✉rs
s♦rt✐❡s✳ ■❧s ♦♥t été ✐♥tr♦❞✉✐ts ❞❛♥s ❬❙❈✽✽❪ ❝♦♠♠❡ ✉♥❡ ▲❋❙▼ ❝♦♠♣♦sé❡ ❞❡ v ✭v ≥ 1✮ ▲❋❙▼
❝♦♥♥❡❝té❡s ❡♥ ❝❛s❝❛❞❡ ♣♦✉r ❢♦r♠❡r ✉♥ ❝②❝❧❡✳ ❈❤❛❝✉♥❡ ❞❡ ❝❡s ▲❋❙▼ ❡st ❛♣♣❡❧é❡ ✉♥❡ ♣❛❧❡ ❞✉
✇✐♥❞♠✐❧❧✳ ❈❧❛ss✐q✉❡♠❡♥t✱ ♦♥ ✉t✐❧✐s❡ ❧❛ r❡♣rés❡♥t❛t✐♦♥ ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐ ♣♦✉r ❝❤❛❝✉♥❡ ❞❡ ❝❡s
▲❋❙▼✳ ❈❡♣❡♥❞❛♥t✱ ♦♥ ♣❡✉t ♠♦♥tr❡r q✉❡ ❧❛ r❡♣rés❡♥t❛t✐♦♥ ❛✈❡❝ ❞❡s ▲❋❙▼ ❡♥ ♠♦❞❡ ●❛❧♦✐s ❡st
éq✉✐✈❛❧❡♥t❡✳ ❈✬❡st ❝❡ q✉❡ ♥♦✉s ❢❡r♦♥s ❞❛♥s ❝❡t ❡①❡♠♣❧❡✳ ▲❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ s♦♥t ❝❛r❛❝tér✐sés
♣❛r ❧❡✉rs ❝♦♥♥❡①✐♦♥s ❛✈❛♥ts ❡t ❛rr✐èr❡s✳ ❈❡s ❝♦♥♥❡①✐♦♥s s♦♥t ✐❞❡♥t✐q✉❡s ♣♦✉r t♦✉t❡s ❧❡s ♣❛❧❡s ♠ê♠❡
s✐ ❧❛ ❧♦♥❣✉❡✉r ❞❡s ▲❋❙▼ ♣❡✉t êtr❡ ❞✐✛ér❡♥t❡ ❝❛r ❡❧❧❡s ♣❡✉✈❡♥t êtr❡ ❞é❝❛❧é❡s ❞❛♥s ❞✐✛ér❡♥t❡s ▲❋❙▼✳

▲❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ♣❡r♠❡tt❡♥t ❞✬❛❝❝é❧ér❡r ❧❛ ♣r♦❞✉❝t✐♦♥ ❞❡ t ❜✐ts ✐ss✉❡ ❞✬✉♥ ▲❋❙❘✳
❆✉ ❧✐❡✉ ❞❡ ❣é♥ér❡r ✉♥ ❜✐t ❛♣rès ❧✬❛✉tr❡✱ ♦♥ ❞é❝♦♠♣♦s❡ ❧❛ séq✉❡♥❝❡ ❡♥ t s♦✉s✲séq✉❡♥❝❡s ❡t à
❝❤❛q✉❡ ❝②❝❧❡✱ ✉♥ ❜✐t ❞❡ ❝❤❛q✉❡ s♦✉s✲séq✉❡♥❝❡ ❡st ♣r♦❞✉✐t ❬●ü♥✽✾❪✳ ❆✐♥s✐✱ s✐ ♦♥ ❝♦♥s✐❞èr❡ ✉♥❡
séq✉❡♥❝❡ S = (sn)n∈N✱ ✉♥ ❣é♥ér❛t❡✉r ❝❧❛ss✐q✉❡ s♦rt✐r❛ s0 ❛✉ ♣r❡♠✐❡r ❝❧♦❝❦✱ s1 ❛✉ ❞❡✉①✐è♠❡✱ ❡t❝✳
t❛♥❞✐s q✉✬✉♥ ❛✉t♦♠❛t❡ ♣❛r❛❧❧è❧❡ s❡r❛ ❝❛♣❛❜❧❡ ❞❡ s♦rt✐r v ❜✐ts à ❝❤❛q✉❡ ❝❧♦❝❦ ✿ (s0, s1, . . . , sv−1) ❛✉
♣r❡♠✐❡r ❝❧♦❝❦✱ (sv, . . . , s2v−1) ❛✉ s❡❝♦♥❞✱ ❡t❝✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ✉♥ ❛✉t♦♠❛t❡ ♣❛r❛❧❧è❧❡ ❛ v s♦rt✐❡s
q✉✐ ♣r♦❞✉✐s❡♥t ❧❡s séq✉❡♥❝❡s Si := (snv+i)n∈N ❛✈❡❝ 0 ≤ i < v✳ P❛r ❧❛ s✉✐t❡✱ ♦♥ s✬✐♥tér❡ss❡r❛ à ❧❛
❝❛r❛❝tér✐s❛t✐♦♥ ❞❡s séq✉❡♥❝❡s Si ❡t ♥♦♥ à ❧❛ séq✉❡♥❝❡ r❡❝♦♥str✉✐t❡ S✳

▲❡ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ♣rés❡♥té à ❧❛ ❋✐❣✳ ✶✳✽ ❡st ❝❡❧✉✐ ✉t✐❧✐sé ❞❛♥s ❧❡ ❝❤✐✛r❡♠❡♥t à ✢♦t ❊✵
❬❇❧✉✵✶❪ à ❧❛ r❡♣rés❡♥t❛t✐♦♥ ❡♥ ♠♦❞❡ ●❛❧♦✐s✴❋✐❜♦♥❛❝❝✐ ♣rès✳ ■❧ ❡st ❝♦♥st✐t✉é ❞✬✉♥❡ ♣❛❧❡ ❞❡ ❧♦♥❣✉❡✉r
7 ❡t ❞❡ tr♦✐s ♣❛❧❡s ✐❞❡♥t✐q✉❡s ❞❡ ❧♦♥❣✉❡✉r 6✳ ❆✉❝✉♥❡ rétr♦❛❝t✐♦♥ ♥✬❛♣♣❛r❛ît✱ s❡✉❧❡s ❞❡s ❝♦♥♥❡❝t✐♦♥s
❛✈❛♥t s♦♥t ♣rés❡♥t❡s s✉r ❧❡s ❝❡❧❧✉❧❡s ✭♣❛r ❡①❡♠♣❧❡ m13 ❡st ❝♦♥♥❡❝té❡ ❛✉① ❝❡❧❧✉❧❡s m12✱ m10✱ m9

❡t m7✮✳
❏✉sq✉✬à ♣rés❡♥t✱ s❡✉❧s ❧❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ❛✈❡❝ ✉♥❡ s❡✉❧❡ ♣❛❧❡ ré♣été❡ ♣❧✉s✐❡✉rs ❢♦✐s ♦♥t

été ét✉❞✐és✳ ❈❡tt❡ ❞é✜♥✐t✐♦♥ ♣❡✉t êtr❡ ❣é♥ér❛❧✐sé❡ ❛✜♥ ❞✬❛✉t♦r✐s❡r ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♣❛❧❡s ❞✐✛ér❡♥t❡s
♣♦✉r ✉♥ ♠ê♠❡ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧✳ ❆✈❡❝ ❧✬❡①❡♠♣❧❡ ♣ré❝é❞❡♥t✱ ♦♥ ♣❡✉t ❝♦♥s✐❞ér❡r ❧❡s séq✉❡♥❝❡s
❞❡ s♦rt✐❡ ❞❡s ❝❡❧❧✉❧❡s m0✱ m7✱ m13 ❡t m19 ❡t r❡♣rés❡♥t❡r ❝❤❛q✉❡ ♣❛❧❡ ♣❛r ✉♥ ♣♦❧②♥ô♠❡✳ ❈❡❧❛
❝♦♥❞✉✐t à ❧✬✐♥t❡r♣rét❛t✐♦♥ ♣rés❡♥té❡ à ❧❛ ❋✐❣✳ ✶✳✾✳

▲❛ ▲❋❙▼ ❞é❝r✐t❡ à ❧❛ ❋✐❣✳ ✶✳✾ ❛ ❞♦♥❝ ❧❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ ❡♥ r❡♣rés❡♥t❛t✐♦♥ r❛t✐♦♥♥❡❧❧❡
s✉✐✈❛♥t❡ ✿

(X5 +X3 +X2 + 1) ·









0 X 0 0
0 0 1 0
0 0 0 1
1 0 0 0









❊♥ s✉✐✈❛♥t ❧❛ ❞é✜♥✐t✐♦♥ ✶✳✸✳✶✱ ❧❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ❝♦♠♠❡ ✐♥tr♦❞✉✐ts ♣❛r ❙♠❡❡ts ❡t ❈❤❛♠✲
❜❡rs ❬❙❈✽✽❪ ♣❡✉✈❡♥t êtr❡ ❞é✜♥✐s ❝♦♠♠❡ ✿

✶✻



✶✳✸✳ ◗✉❡❧q✉❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡s ▲❋❙▼ ❡t ❧❡s ▲❋❙❘

❋✐❣✉r❡ ✶✳✽ ✕ ▲❡ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❞❡ ❊✵

❋✐❣✉r❡ ✶✳✾ ✕ ❯♥ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❡♥ r❡♣rés❡♥t❛t✐♦♥ r❛t✐♦♥♥❡❧❧❡✳

❉é✜♥✐t✐♦♥ ✶✳✸✳✸ ❯♥ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❞é✜♥✐ ♣❛r ❧❡s ♣♦❧②♥ô♠❡s α(X), β(X) ❛✈❡❝ β(0) 6= 0
❡t v ✈❛♥❡s ❡st ✉♥ ▲❋❙❘ ❞❡ ❧♦♥❣✉❡✉r v ❛✈❡❝ ❝♦♠♠❡ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ A s✉r F2[[X]] ✿















0 α(X)
β(X)X

i0 (0)
✳✳✳

✳ ✳ ✳ ✳ ✳ ✳

0 (0)
✳ ✳ ✳ α(X)

β(X)X
iv−2

α(X)
β(X)X

iv−1 0 . . . 0















♦ù 0 ≤ i0, . . . , iv−1✳

❆✈❡❝ ❝❡tt❡ ❞é✜♥✐t✐♦♥✱ ❝❤❛q✉❡ ❧✐❣♥❡ r❡♣rés❡♥t❡ ✉♥❡ ♣❛❧❡ ❞✉ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧✳ ❊♥ ♣❛rt✐❝✉❧✐❡r✱
❧❛ ❧♦♥❣✉❡✉r ❞❡ ❧❛ ♣❛❧❡ j ❡st max(deg(α(X)Xij ), deg(β(X)))✳

❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ❞✐r❡❝t❡♠❡♥t ❝❛❧❝✉❧❡r det(I−XA) ✿ det(I−XA) = Xn (α(X)/β(X))v+1✱
♦ù n = i0 + · · · + iv−1✳ ❖♥ ♣♦s❡ Q(X) = Xnα(X)v + β(X)v✱ ♦♥ ♦❜t✐❡♥t det(I − XA) =

Q(X)/β(X)v✳ ▲❡s séq✉❡♥❝❡sM (t)
i ♦❜s❡r✈é❡s à ❧❛ s♦rt✐❡ ❞❡ ❝❡tt❡ ❘▲❋❙▼ s♦♥t ❞❡ ❧❛ ❢♦r♠❡ Pi(X)/Q(X)✳

▲❡ rés✉❧t❛t ♣r✐♥❝✐♣❛❧ s✉r ❧❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ✭✈♦✐r ❬❙❈✽✽❪✮ ❡st ❧✬❡①✐st❡♥❝❡ ❞✬✉♥❡ ♣❡r♠✉t❛t✐♦♥

✶✼



❈❤❛♣✐tr❡ ✶✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t

σ ❞❡ {0, . . . , v − 1} t❡❧❧❡ q✉❡ ❧❛ sér✐❡ S(X) =
∑

t(
∑v−1

i=0 mi(t)X
σ(i))Xvt ❡st ✉♥❡ sér✐❡ ❡♥t✐èr❡ r❛✲

t✐♦♥♥❡❧❧❡ ❞❡ ❧❛ ❢♦r♠❡ P (X)/Q(Xv)✳ ❊♥ ❞✬❛✉tr❡s t❡r♠❡s✱ ✉♥ ❣é♥ér❛t❡✉r ✇✐♥❞♠✐❧❧ ❡st ❝❛♣❛❜❧❡ ❞❡
s♦rt✐r ❡♥ ♣❛r❛❧❧è❧❡ à ❝❤❛q✉❡ ✐tér❛t✐♦♥ v ✈❛❧❡✉rs ❝♦♥sé❝✉t✐✈❡s ❞✬✉♥❡ sér✐❡ ❡♥t✐èr❡ r❛t✐♦♥♥❡❧❧❡✱ ❧❡ ❝❛s
❧❡ ♣❧✉s ✐♥tér❡ss❛♥t ét❛♥t ❜✐❡♥ é✈✐❞❡♠♠❡♥t ❝❡❧✉✐ ♦ù Q(Xv) ❡st ✉♥ ♣♦❧②♥ô♠❡ ♣r✐♠✐t✐❢✳

▲✬❛♣♣r♦❝❤❡ ♣♦❧②♥♦♠✐❛❧❡ ♣rés❡♥té❡ s✉❝❝✐♥❝t❡♠❡♥t ✐❝✐ ❡st ❞ét❛✐❧❧é❡ ❞❛♥s ❧✬❛rt✐❝❧❡ ❬❆❇▼P❛r❪
❡t ❞♦♥♥é❡ ❞❛♥s ❧✬❆♥♥❡①❡ ❆✳ ❊❧❧❡ ❞♦♥♥❡ ✉♥❡ ❝❛r❛❝tér✐s❛t✐♦♥ s✐♠♣❧❡ ❡t ✉♥✐q✉❡ ❞❡s ❣é♥ér❛t❡✉rs
✇✐♥❞♠✐❧❧✳ ❊♥ ♣❛rt✐❝✉❧✐❡r✱ ❝❡tt❡ ❛♣♣r♦❝❤❡ ♠♦♥tr❡ q✉❡ ❧❡s ♣r♦♣r✐étés ❞❡s ❣é♥ér❛t❡✉rs ✇✐♥❞♠✐❧❧ ✭❧❛
❣é♥ér❛t✐♦♥ ♣❛r❛❧❧è❧❡ ❞✬✉♥❡m✲séq✉❡♥❝❡ ❞♦♥♥é❡✮ s♦♥t ✐♥❞é♣❡♥❞❛♥t❡s ❞❡ ❧✬✐♠♣❧é♠❡♥t❛t✐♦♥ ❞❡ ❝❤❛q✉❡
♣❛❧❡✳ ❆✐♥s✐✱ ♦♥ ♣❡✉t ❡♥✈✐s❛❣❡r ❝❡tt❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ❛✈❡❝ ❞❡s ♣❛❧❡s ❡♥ ♠♦❞❡ ❋✐❜♦♥❛❝❝✐ ♦✉ ❡♥ ♠♦❞❡
●❛❧♦✐s✱ ♦✉ ♣❧✉s ❣é♥ér❛❧❡♠❡♥t ❛✈❡❝ ❞❡s ♣❛❧❡s ❡♥ r✐♥❣✱ ❝❡ q✉✐ ♣❡r♠❡ttr❛ ✉♥❡ ♠❡✐❧❧❡✉r❡ ❞✐✛✉s✐♦♥ ❡t
✉♥❡ ♠❡✐❧❧❡✉r❡ ✐♠♣❧é♠❡♥t❛t✐♦♥✳

✶✽



❈❤❛♣✐tr❡ ✷

❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t

❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

✷✳✶ ■♥tr♦❞✉❝t✐♦♥

■❧ ♣❡✉t s❡♠❜❧❡r étr❛♥❣❡ ❞❡ r❛ss❡♠❜❧❡r ❞❛♥s ✉♥ ♠ê♠❡ ❝❤❛♣✐tr❡ ❞❡s rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t à ❧❛
❢♦✐s ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ❡t ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✱ ❝❡s ❞❡✉① ♣r✐♠✐t✐✈❡s ♥✬❛②❛♥t ♣❛s ❞✉ t♦✉t
❧❡s ♠ê♠❡s ❜✉ts ❝r②♣t♦❣r❛♣❤✐q✉❡s✳ ❈❡♣❡♥❞❛♥t✱ ❞✬✉♥ ♣♦✐♥t ❞❡ ✈✉❡ ❝r②♣t❛♥❛❧②t✐q✉❡ ❡t ❛✉ ✈✉ ❞❡s
❞❡r♥✐èr❡s ❛tt❛q✉❡s ❝♦♥tr❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s✱ ❝❡tt❡ ❝❛té❣♦r✐s❛t✐♦♥ ♣❡✉t ❢❛✐r❡ s❡♥s ♣❛r ❡✛❡t
❜♦♦♠❡r❛♥❣✳ ❊♥ ❡✛❡t✱ ❛✉ ❞é❜✉t ❞❡s ❛♥♥é❡s ✷✵✵✵✱ ❝❡ s♦♥t ❧❡s t❡❝❤♥✐q✉❡s ❞❡ ❝r②♣t❛♥❛❧②s❡s ❞❡ ❝❤✐❢✲
❢r❡♠❡♥ts ♣❛r ❜❧♦❝s✱ ❝♦♠♠❡ ❧❛ ❝r②♣t❛♥❛❧②s❡ ❞✐✛ér❡♥t✐❡❧❧❡✱ q✉✐ ♦♥t été ❛♣♣❧✐q✉é❡s ♣♦✉r ❧❛ r❡❝❤❡r❝❤❡
❞❡ ❝♦❧❧✐s✐♦♥s ❛✉① ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡ ❧❡s ❛tt❛q✉❡s ❬❲❨❨✵✺❜✱ ❲❨❨✵✺❛❪ ❝♦♥tr❡
❧❛ ❢❛♠✐❧❧❡ ❞❡s ❙❍❆✮✳ ❆✉❥♦✉r❞✬❤✉✐✱ ❝❡ s♦♥t ❧❡s rés✉❧t❛ts ❞❡ ❝r②♣t❛♥❛❧②s❡s ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡
q✉✐ s❡r✈❡♥t à ❛tt❛q✉❡r ❞❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ❞❛♥s ❞❡s ♠♦❞è❧❡s à ❝❧és ❝♦♥♥✉❡s ♦✉ ♠ê♠❡ à
❝❧és ❝❤♦✐s✐❡s✳ ◆♦✉s r❡✈✐❡♥❞r♦♥s s✉r ❝❡s ♥♦t✐♦♥s t♦✉t ❛✉ ❧♦♥❣ ❞❡ ❝❡ ❝❤❛♣✐tr❡✳ ❉❡ ♠ê♠❡✱ s✐ ♦♥ ♦s❡
♦❝❝✉❧t❡r ❧✬❛❝t✉❡❧❧❡ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸ ❬◆❛t✵✼❪✱ ❧❡s ♥♦✉✈❡❛✉① ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ❡t ❧❡s ♥♦✉✲
✈❡❧❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ♣r♦♣♦sés ❝❤❡r❝❤❡♥t à ❛tt❡✐♥❞r❡ ✉♥ ♠ê♠❡ ❜✉t ✿ êtr❡ ❡✣❝❛❝❡ ❡♥ ♠❛tér✐❡❧
♠ê♠❡ s✐ ❧❡s ♠ét❤♦❞❡s ✉t✐❧✐sé❡s ♣♦✉r ❛tt❡✐♥❞r❡ ❝❡t ♦❜❥❡❝t✐❢ ❞✐✛èr❡♥t✳

❈❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s

❉❡ ❢❛ç♦♥ ❣é♥ér✐q✉❡✱ ♦♥ ❞é❝r✐t ✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s E ❝♦♠♠❡ ✉♥❡ ❛♣♣❧✐❝❛t✐♦♥
❞❡ ❧✬❡s♣❛❝❡ ❞❡s ♠❡ss❛❣❡s M ❡t ❞❡ ❧✬❡s♣❛❝❡ ❞❡s ❝❧és K ✈❡rs ❧✬❡s♣❛❝❡ ❞❡s t❡①t❡s ❝❤✐✛rés C ♦ù ❧❛
r❡❧❛t✐♦♥ EK(m) = c ✭❛✈❡❝ m ∈M✱ K ∈ K ❡t c ∈ C✮ ❡st ✈ér✐✜é❡ ♣♦✉r ❧✬❡♥s❡♠❜❧❡ ❞❡s é❧é♠❡♥ts ❞❡s
❞✐✛ér❡♥ts ❡♥s❡♠❜❧❡s✳ ❉♦♥❝ EK ❞♦✐t êtr❡ ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ♣❡r♠✉t❛t✐♦♥s s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡ t♦✉t❡s ❧❡s
❝❧és ♣♦ss✐❜❧❡s✳ ❉❡ ♣❧✉s✱ ❧✬❛❧❣♦r✐t❤♠❡ ❞❡ ❞é❝❤✐✛r❡♠❡♥t ❝♦rr❡s♣♦♥❞❛♥t DK q✉✐ ♣❡r♠❡t ❞❡ ❞é❝❤✐✛r❡r
c ❛✈❡❝ ❧❛ ♠ê♠❡ ❝❧é K ❞♦✐t ✈ér✐✜❡r ✿ DK(c) = m ❝✬❡st✲à✲❞✐r❡ ∀m, DK(EK(m)) = m ❛✉tr❡♠❡♥t
❞✐t DK = E−1

K ♣♦✉r t♦✉t❡ ❝❧é K ❞❛♥s K✳ ▲❛ ♣❡r♠✉t❛t✐♦♥ ❞❡ ❝❤✐✛r❡♠❡♥t EK ♣❛r❛♠étré❡ ♣❛r
❧❛ ❝❧é K ❞♦✐t é❣❛❧❡♠❡♥t êtr❡ ❢❛❝✐❧❡ à ✐♥✈❡rs❡r✳ ❉❡ ♣❧✉s✱ ❧❛ ❝❧é K ❞♦✐t êtr❡ ♣r✐s❡ ❞❛♥s ✉♥ ❡s♣❛❝❡
s✉✣s❛♠♠❡♥t ❣r❛♥❞ ♣♦✉r s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❧❛ r❡❝❤❡r❝❤❡ ❡①❤❛✉st✐✈❡ ✭❡ss❛②❡r t♦✉t❡s ❧❡s ❝❧és✮✳ P❛r
❡①❡♠♣❧❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❧✬❆❊❙✱ K ❡st ❞❡ t❛✐❧❧❡ ✶✷✽✱ ✶✾✷ ♦✉ ✷✺✻ ❜✐ts✱ ❝❡ q✉✐ ❢❛✐t q✉❡ ❧❛ r❡❝❤❡r❝❤❡
❡①❤❛✉st✐✈❡ ♥é❝❡ss✐t❡ 2128✱ 2192 ♦✉ 2256 ❡ss❛✐s✱ ❝❡tt❡ ❞❡r♥✐èr❡ ❜♦r♥❡ ét❛♥t ❧❛r❣❡♠❡♥t s✉♣ér✐❡✉r❡ ❛✉
♥♦♠❜r❡ ❞✬❛t♦♠❡s ♣rés❡♥ts ❞❛♥s ❧✬✉♥✐✈❡rs✳ ❉❡ ♠ê♠❡✱ ❧❛ t❛✐❧❧❡ ❞❡s ❡s♣❛❝❡s M ❡t C ✭q✉✐ s♦♥t ❡♥
❣é♥ér❛❧ ❧❡s ♠ê♠❡s✮ ❞♦✐t êtr❡ s✉✣s❛♠♠❡♥t ❣r❛♥❞❡ ♣♦✉r é✈✐t❡r ❧❡s ❛tt❛q✉❡s ♣❛r ❞✐❝t✐♦♥♥❛✐r❡✳ ◆♦t♦♥s
é❣❛❧❡♠❡♥t q✉❡ ❝♦♠♠❡ s♦♥ ♥♦♠ ❧✬✐♥❞✐q✉❡✱ ✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ♣r❡♥❞r❛ ❡♥ ❡♥tré❡✴s♦rt✐❡ ❞❡s

✶✾



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❜❧♦❝s ❞❡ t❛✐❧❧❡ n ❜✐ts ❛✈❡❝ t②♣✐q✉❡♠❡♥t n = 64 ♦✉ 128✳
➱✈✐❞❡♠♠❡♥t✱ ♠ê♠❡ s✐ ❧❛ t❛✐❧❧❡ ❞❡s ❡s♣❛❝❡s ❝♦♥s✐❞érés ❡st ✉♥❡ ❞♦♥♥é❡ ❡ss❡♥t✐❡❧❧❡ à ♣r❡♥❞r❡ ❡♥

❝♦♠♣t❡✱ ❝❡❧❛ ♥❡ s✉✣t ♣❛s à ❣❛r❛♥t✐r ❧❛ sé❝✉r✐té ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s✳ ❈✬❡st
♣♦✉rq✉♦✐ ✉♥❡ ♣❛rt✐❡ ❞❡ ❧❛ r❡❝❤❡r❝❤❡ t❤é♦r✐q✉❡ ❞✉ ❞♦♠❛✐♥❡ s✬❡st ❛tt❛❝❤é❡ à ❞é✜♥✐r ❞❡s ♠♦❞è❧❡s ❞❡
sé❝✉r✐té ❞é♣❡♥❞❛♥t ❞❡ ❧❛ ♣✉✐ss❛♥❝❡ ❞❡ ❧✬❛tt❛q✉❛♥t ✭♣❡✉t✲✐❧ ❝❤♦✐s✐r ❧❡s t❡①t❡s ❝❧❛✐r❡s s❡✉❧❡♠❡♥t ♦✉
é❣❛❧❡♠❡♥t ❧❡s t❡①t❡s ❝❤✐✛rés✱ ❛✲t✬✐❧ ❛❝❝ès à EK ✉♥✐q✉❡♠❡♥t ♦✉ à E−1

K ❄✮ ❡t à ♣r♦✉✈❡r ❧❛ rés✐st❛♥❝❡
❞✬✉♥ ❝❤✐✛r❡♠❡♥t EK ✭♦✉ ❞✬✉♥❡ str✉❝t✉r❡ ❞❡ ❝❤✐✛r❡♠❡♥t✮ ❡♥ ♠♦♥tr❛♥t q✉✬✐❧ ❡st ✐♠♣♦ss✐❜❧❡ ❞❡
❧❡ ❞✐st✐♥❣✉❡r ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ✐❞é❛❧ ✭❝✬❡st✲à✲❞✐r❡ ❞✬✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ ♣❛r❢❛✐t❡ C∗✮ ❡♥
❝♦♥s✐❞ér❛♥t q✉❡ ❧❡ ♥♦♠❜r❡ ❞✬❡ss❛✐s ❛✉①q✉❡❧s ❛ ❞r♦✐t ❧✬❛tt❛q✉❛♥t ❡st ❜♦r♥é✳ ❆✐♥s✐✱ ♦♥ ♦❜t✐❡♥t ❞❡s
❜♦r♥❡s ✐♥❢ér✐❡✉r❡s s✉r ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ ❞✐st✐♥❣✉❡r✱ ♣♦✉r ✉♥ ♥♦♠❜r❡ ❞❡ ❝❧❛✐rs✴❝❤✐✛rés ❜♦r♥és ❡t
✉♥❡ ❝♦♠♣❧❡①✐té ❞♦♥♥é❡✱ ✉♥ ❝❤✐✛r❡♠❡♥t ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ✐❞é❛❧ ♣❡r♠❡tt❛♥t ❞❡ ❣❛r❛♥t✐r ❧❛ sé❝✉r✐té
❞❡ ❧❛ ❝♦♥str✉❝t✐♦♥✳

▲♦rsq✉❡ ❧✬♦♥ s♦✉❤❛✐t❡ ❝❤✐✛r❡r ✉♥ ♠❡ss❛❣❡ m ❞❡ t❛✐❧❧❡ n ❜✐ts à ❧✬❛✐❞❡ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡✲
♠❡♥t ♣❛r ❜❧♦❝s✱ ♦♥ ✉t✐❧✐s❡ ❞❡s ♠♦❞❡s ❞❡ ❝❤✐✛r❡♠❡♥ts q✉✐ ♣❡r♠❡tt❡♥t ❞✬❡♥❝❤❛î♥❡r ❧❡ ❝❤✐✛r❡♠❡♥t ❞❡
♣❧✉s✐❡✉rs ❜❧♦❝s ❞❡ t❛✐❧❧❡ n ❜✐ts ❛♣rès ❛✈♦✐r ❞é❝♦✉♣é ❧❡ ♠❡ss❛❣❡ m ❡♥ ❜❧♦❝s mi✳ P❛r♠✐ ❧❡s ♠♦❞❡s ❞❡
❝❤✐✛r❡♠❡♥t ❧❡s ♣❧✉s ❝♦♥♥✉s✱ ♦♥ ♣❡✉t ❝✐t❡r ❧❡s ♠♦❞❡s ❊❈❇ ✭❊❧❡❝tr♦♥✐❝ ❈♦❞❡ ❇♦♦❦✮✱ ❈❇❈ ✭❈✐♣❤❡r
❇❧♦❝❦ ❈❤❛✐♥✐♥❣✮ ♦✉ ❈❚❘ ✭❈♦✉♥t❡r✮✳

▲❡s ♠ét❤♦❞❡s ❞❡ ❝♦♥str✉❝t✐♦♥ ❞❡ ❧❛ ♣r✐♠✐t✐✈❡ EK r❡st❡♥t très ❡♠♣✐r✐q✉❡s ♠❛✐s ❧❛ ♣❧✉s ✉s✐té❡
❡st ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬❛❧❣♦r✐t❤♠❡s ✐tér❛t✐❢s✳ ❈❡s ❛❧❣♦r✐t❤♠❡s s♦♥t ❝♦♠♣♦sés ❞❡ r ét❛❣❡s ❡t à ❝❤❛q✉❡
ét❛❣❡✱ ✐❧s ❢♦♥t ❛❣✐r ❧❛ ♠ê♠❡ ❢♦♥❝t✐♦♥ f ♣❛r❛♠étré❡ ♣❛r ✉♥❡ s♦✉s✲❝❧é Ki✳ ▲❡s s♦✉s✲❝❧és K1, · · · ,Kr

s♦♥t ❞✐✛ér❡♥t❡s à ❝❤❛q✉❡ ét❛❣❡ ❡t ❣é♥éré❡s à ♣❛rt✐r ❞❡ ❧❛ ❝❧é s❡❝rèt❡ K ❡t ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡
❣é♥ér❛t✐♦♥ ❞❡ s♦✉s✲❝❧és✳

◆♦t♦♥s q✉❡✱ ♠✐s à ♣❛rt q✉❡❧q✉❡s ❝❛s ♣❛t❤♦❧♦❣✐q✉❡s✱ ♣❧✉s ❧❡ ♥♦♠❜r❡ ❞✬ét❛❣❡s ❡st ❣r❛♥❞✱ ♣❧✉s
♦♥ ❛✉❣♠❡♥t❡ ❧❛ ❞✐✛✉s✐♦♥ ✭❢❛✐r❡ ❡♥ s♦rt❡ q✉❡ ❝❤❛q✉❡ ❜✐t ❞❡ s♦rt✐❡ s♦✐t ✐♥✢✉❡♥❝é ♣❛r ❧❡ ♣❧✉s ❣r❛♥❞
♥♦♠❜r❡ ♣♦ss✐❜❧❡ ❞❡ ❜✐ts ❞✬❡♥tré❡✮ ❡t ❧❛ ❝♦♥❢✉s✐♦♥ ✭❢❛✐r❡ ❞✐s♣❛r❛îtr❡ ❧❡s str✉❝t✉r❡s t❛♥t ❧✐♥é❛✐r❡s
q✉✬❛❧❣é❜r✐q✉❡s ❞✉ ❝❤✐✛r❡♠❡♥t✮ s❡❧♦♥ ❧❡s ♣r✐♥❝✐♣❡s ❞é❝r✐ts ♣❛r ❙❤❛♥♥♦♥ ❞❛♥s ❬❙❤❛✹✾❪✳

❉❛♥s ❝❡ ❝❛s✱ ❧❡ ♣r✐♥❝✐♣❛❧ ❞é✜ r❡st❡ ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞✬ét❛❣❡ f ✳ ■❧ ❡①✐st❡ ❡ss❡♥t✐❡❧✲
❧❡♠❡♥t ❞❡✉① ♠ét❤♦❞❡s ♣♦✉r ❝♦♥str✉✐r❡ ❧❛ ❢♦♥❝t✐♦♥ f ✿

✕ ❙❝❤é♠❛ ❞❡ ❋❡✐st❡❧ ✿ ❙✐ f1 ❡st ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ In = {0, 1}n ❞❛♥s ❧✉✐✲♠ê♠❡ ❡t x0✱ x1✱ x2✱
x3 q✉❛tr❡ é❧é♠❡♥ts ❞❡ In✳ ❖♥ ❞é✜♥✐t ❧❡ s❝❤é♠❛ ❞❡ ❋❡✐st❡❧ Ψ ❧✐é à f1 s✉r I2n = {0, 1}2n
❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿ ∀(x0, x1) ∈ (In)

2,Ψ(f1)[(x
0, x1)] = (x2, x3) ❛✈❡❝ x2 = x1 ❡t x3 =

f1(x
1) ⊕ x0✳ P♦✉r t♦✉t❡ ❢♦♥❝t✐♦♥ f1✱ Ψ(f1) ❡st ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❞❡ I2n✱ ♣❧✉s ♣ré❝✐sé♠❡♥t✱

❝✬❡st ✉♥❡ ✐♥✈♦❧✉t✐♦♥ à ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❞❡s ❞❡✉① ❡♥trés ♣rès✳ ❈❡tt❡ ❞é✜♥✐t✐♦♥ ♣❡r♠❡t ❞❡
❝♦♥str✉✐r❡ ✉♥ ét❛❣❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✐tér❛t✐❢✱ ❧❡ ♣r♦❝❡ss✉s ét❛♥t ✐téré s✉r r ét❛❣❡s
♣♦✉r ❣é♥ér❡r ❧❡ ❝❤✐✛r❡♠❡♥t ❡♥ ❡♥t✐❡r✳ ▲❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❧❡ ♣❧✉s ❝é❧è❜r❡ ✉t✐❧✐s❛♥t
✉♥ s❝❤é♠❛ ❞❡ ❋❡✐st❡❧ ❡st ❜✐❡♥ é✈✐❞❡♠♠❡♥t ❧❡ ❉❊❙ ❬◆❛t✼✼❪✳ ■❧ ❡st é❣❛❧❡♠❡♥t ♣♦ss✐❜❧❡ ❞❡
♠♦❞✐✜❡r ❝❡ s❝❤é♠❛ ♦r✐❣✐♥❡❧ ❡♥ ♠✉❧t✐♣❧✐❛♥t ❧❡ ♥♦♠❜r❡ ❞❡ ❜r❛♥❝❤❡s ❞✬❡♥tré❡s✴s♦rt✐❡s ✭❝✬❡st ❧❡
❝❛s ❞✉ s❝❤é♠❛ ✉t✐❧✐sé ❞❛♥s ▼❆❘❙ ❬❈❇❉+✾✽❪✱ ❝❛♥❞✐❞❛t ♠❛❧❤❡✉r❡✉① ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❆❊❙
✭✶✾✾✼✲✷✵✵✶✮ ❬♦❙❚✵✶❪✮ ♦✉ ❡♥ ❝❤❛♥❣❡❛♥t ❧❛ ♣♦s✐t✐♦♥ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ f1 ✭❝✬❡st ❧❡ ❝❛s ❞✉ s❝❤é♠❛
✉t✐❧✐sé ❞❛♥s ▼■❙❚❨ ❬▼❛t✾✼❪ ❡t ❑❆❙❯▼■ ❬Pr♦✵✶❪✱ ❛♣♣❡❧é s❝❤é♠❛ ▲✮✳

✕ ❘és❡❛✉ ❞❡ ❙✉❜st✐t✉t✐♦♥✴P❡r♠✉t❛t✐♦♥ ✭❙✴P✮ ✿❯♥ rés❡❛✉ ❞❡ ❙✉❜st✐t✉t✐♦♥✴P❡r♠✉t❛t✐♦♥
✉t✐❧✐sé ❝♦♠♠❡ ❢♦♥❝t✐♦♥ ❞✬ét❛❣❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❞é❝♦✉♣❡ t♦✉t ❞✬❛❜♦r❞ ❧❡ ❜❧♦❝ ❝♦✉✲
r❛♥t ❞❡ n ❜✐ts ❡♥ m s♦✉s✲❜❧♦❝s ❞❡ t❛✐❧❧❡ k ❜✐ts✳ P✉✐s✱ ✐❧ ❛♣♣❧✐q✉❡ ✉♥❡ ❜♦ît❡ ❙ ✭♣❡r♠✉t❛t✐♦♥
♥♦♥✲❧✐♥é❛✐r❡ ❝❤♦✐s✐❡ ♣♦✉r s❡s ❜♦♥♥❡s ♣r♦♣r✐étés ❞❡ rés✐st❛♥❝❡ ❛✉① ❝r②♣t❛♥❛❧②s❡s ❝♦♥♥✉❡s ❡t
❞❡ ❝♦♥❢✉s✐♦♥ ❬❙❤❛✹✾❪✮ à ❝❤❛❝✉♥ ❞❡s s♦✉s✲❜❧♦❝s ❀ ❡♥s✉✐t❡✱ ✐❧ ❛♣♣❧✐q✉❡ ❛✉ ❜❧♦❝ ❞❡ t❛✐❧❧❡ n ✉♥❡
tr❛♥s❢♦r♠❛t✐♦♥ ✭❡♥ ❣é♥ér❛❧ ❧✐♥é❛✐r❡✮ ❝❤♦✐s✐❡ ♣♦✉r s❡s ❜♦♥♥❡s ♣r♦♣r✐étés ❞❡ ❞✐✛✉s✐♦♥ ❬❙❤❛✹✾❪ ❀
✜♥❛❧❡♠❡♥t✱ ✉♥ ♦✉✲❡①❝❧✉s✐❢ ❡st ❛♣♣❧✐q✉é ❡♥tr❡ ❝❤❛q✉❡ ❜✐t ❞❡ ❧✬ét❛t ❝♦✉r❛♥t ❡t ❝❤❛q✉❡ ❜✐t ❞❡
❧❛ s♦✉s✲❝❧é ❞❡ ❧✬ét❛❣❡✳ ▲✬❆❊❙ ❬❋■P✵✶❪ ❡t ❧❛ ❢❛♠✐❧❧❡ ❞❡ ❝❤✐✛r❡♠❡♥t ❙❆❋❊❘ ❬▼❛s✾✸✱ ▼❑❑✵✵❪

✷✵



✷✳✶✳ ■♥tr♦❞✉❝t✐♦♥

s♦♥t ❢♦♥❞és s✉r ❞❡s rés❡❛✉① ❙✴P✳

❋♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

▲❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ s♦♥t ❧❡s ♦✉t✐❧s ❝r②♣t♦❣r❛♣❤✐q✉❡s ❧❡s ♣❧✉s ✉t✐❧✐sés ❛✉ ♠♦♥❞❡✳ ❊♥
❝r②♣t♦❣r❛♣❤✐❡✱ ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ H ♣r❡♥❞ ❡♥ ❡♥tré❡ ✉♥ ♠❡ss❛❣❡ ❞❡ t❛✐❧❧❡ ✈❛r✐❛❜❧❡ ❡t
♣r♦❞✉✐t ✉♥❡ ❡♠♣r❡✐♥t❡ ❞❡ ❝❡ ♠❡ss❛❣❡ ❞❡ t❛✐❧❧❡ ✜①❡✱ n ❜✐ts ✭t②♣✐q✉❡♠❡♥t ✷✷✹✱ ✷✺✻ ♦✉ ✺✶✷ ❜✐ts✮✳
❈❡tt❡ ❢♦♥❝t✐♦♥ ❞♦✐t ✈ér✐✜❡r ❧❡s tr♦✐s ♣r♦♣r✐étés s✉✐✈❛♥t❡s ✿

✕ Pr❡✐♠❛❣❡ rés✐st❛♥t❡ ✿ ét❛♥t ❞♦♥♥é❡ ✉♥❡ s♦rt✐❡ y✱ ✐❧ ❡st ❞✐✣❝✐❧❡ ❞❡ tr♦✉✈❡r x t❡❧ q✉❡
H(x) = y✳ ❈❡❧❛ s✐❣♥✐✜❡ q✉❡ H ❡st à s❡♥s ✉♥✐q✉❡✳

✕ ❙❡❝♦♥❞❡ ♣r❡✐♠❛❣❡ rés✐st❛♥t❡ ✿ ét❛♥t ❞♦♥♥é❡ ✉♥❡ ❡♥tré❡ x✱ ✐❧ ❡st ❞✐✣❝✐❧❡ ❞❡ tr♦✉✈❡r x′

t❡❧ q✉❡ H(x′) = H(x)✳ ❈❡❧❛ s✐❣♥✐✜❡ q✉❡ H ❡st ❢❛✐❜❧❡♠❡♥t rés✐st❛♥t❡ ❛✉① ❝♦❧❧✐s✐♦♥s✳
✕ ❘és✐st❛♥t❡ ❛✉① ❝♦❧❧✐s✐♦♥s ✿ ■❧ ❡st ❞✐✣❝✐❧❡ ❞❡ tr♦✉✈❡r x ❡t x′ t❡❧s q✉❡ H(x′) = H(x)✳ ❈❡❧❛
s✐❣♥✐✜❡ q✉❡ H ❡st ❢♦rt❡♠❡♥t rés✐st❛♥t❡ ❛✉① ❝♦❧❧✐s✐♦♥s✳

❈❡s ❞é✜♥✐t✐♦♥s r❡st❡♥t ✈❛❣✉❡s ♠❛✐s ♣❡✉✈❡♥t q✉❛♥❞ ♠ê♠❡ êtr❡ q✉❛♥t✐✜é❡s ❞❛♥s ❧❡ ❝❛s q✉✐ ♥♦✉s
✐♥tér❡ss❡r❛ ♣❛r ❧❛ s✉✐t❡ à s❛✈♦✐r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✐tér❛t✐✈❡s✳ ❯♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡
✐tér❛t✐✈❡ ❡st ❝♦♠♣♦sé❡ ❞✬✉♥❡ ♣❛rt ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ q✉✐ ♣r❡♥❞ ❡♥ ❡♥tré❡ ✉♥❡ ✈❛❧❡✉r
❞❡ ❝❤❛î♥❛❣❡ Hi ❞❡ t❛✐❧❧❡ ✜①❡ ❡t ✉♥ ❜❧♦❝ ❞❡ ♠❡ss❛❣❡ à ❤❛❝❤❡r Mi é❣❛❧❡♠❡♥t ❞❡ t❛✐❧❧❡ ✜①❡ ❡t q✉✐
♣r♦❞✉✐t ❧❛ ✈❛❧❡✉r ❞❡ ❝❤❛î♥❛❣❡ s✉✐✈❛♥t❡ Hi+1✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡ ♠❡ss❛❣❡ ❞✬♦r✐❣✐♥❡ M à ❤❛❝❤❡r ❡st
❞é❝♦✉♣é ❡♥ t ❜❧♦❝s Mi ♦ù ❝❤❛q✉❡ ❜❧♦❝ r❡♣rés❡♥t❡r❛ ✉♥❡ ❡♥tré❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✳
❉✬❛✉tr❡ ♣❛rt✱ ❝❡tt❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ❢❛✐t ❛♣♣❡❧ à ✉♥ ♠♦❞❡ ♦♣ér❛t♦✐r❡ q✉✐ ❞é❝r✐t ❝♦♠♠❡♥t
✐tér❡r ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❡t ❝❡ ❥✉sq✉✬à é♣✉✐s❡♠❡♥t ❞❡s ❜❧♦❝s Mi✳

❙✐ ❧❛ t❛✐❧❧❡ ❞❡ ❧❛ ✈❛❧❡✉r ❞❡ ❝❤❛î♥❛❣❡ Hi ❡st n ❜✐ts✱ ❧❛ rés✐st❛♥❝❡ str✐❝t❡ ❛✉① ❝♦❧❧✐s✐♦♥s ✐♠♣❧✐q✉❡
q✉✬✐❧ ♥✬❡①✐st❡ ♣❛s ❞✬❛❧❣♦r✐t❤♠❡ ♣❡r♠❡tt❛♥t ❞❡ tr♦✉✈❡r ✉♥❡ ❝♦❧❧✐s✐♦♥ s✉r H ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té
✐♥❢ér✐❡✉r❡ à 2n/2 ❛♣♣❡❧s à ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ✭❜♦r♥❡ ❞❡s ❛♥♥✐✈❡rs❛✐r❡s✮✳ ❉❛♥s ❝❡ ❝❛s✱
❧❛ ✭s❡❝♦♥❞❡✮ ♣r❡✐♠❛❣❡ rés✐st❛♥❝❡ ❞❡ H ❛✉ s❡♥s str✐❝t ✐♠♣❧✐q✉❡ q✉✬✐❧ ♥✬❡①✐st❡ ♣❛s ❞✬❛❧❣♦r✐t❤♠❡
♣❡r♠❡tt❛♥t ❞❡ tr♦✉✈❡r ✉♥❡ ✭s❡❝♦♥❞❡✮ ♣r❡✐♠❛❣❡ s✉r H ❞♦♥t ❧❛ ❝♦♠♣❧❡①✐té ♠♦②❡♥♥❡ ❡st ✐♥❢ér✐❡✉r❡
à 2n ❛♣♣❡❧s à ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✳

❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❡s ♠♦❞❡s ♦♣ér❛t♦✐r❡s✱ ❧❡ ♣❧✉s ❝é❧è❜r❡ r❡st❡ ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡ ▼❡r❦❧❡✲
❉❛♠❣år❞ ❬❉❛♠✽✾✱ ▼❡r✽✾❪ ✿ H0 ❡st ✐♥✐t✐❛❧✐sé à ❧✬❛✐❞❡ ❞✬✉♥❡ ✈❛❧❡✉r ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ♣✉❜❧✐q✉❡ IV
❡t Hi+1 = f(Hi||Mi)✱ ❧❛ s♦rt✐❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ét❛♥t ❧❛ ❞❡r♥✐èr❡ ✈❛❧❡✉r Ht+1✳ ▲❛
♠❛♥✐èr❡ ❞❡ ❢❛✐r❡ ✐♥t❡r✈❡♥✐r ❧❡ ❜❧♦❝ ♣ré❝é❞❡♥t Hi ❞❛♥s ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ✈❛r✐❡ s❡❧♦♥
❧❡ ♠♦❞❡ ✉t✐❧✐sé✳ ❖♥ ♣❡✉t ♣❛r ❡①❡♠♣❧❡ ❝✐t❡r ❧❡s ♠♦❞❡s ▼❛t②❛s✲▼❡②❡r✲❖s❡❛s ✭▼▼❖✮ ❬▼▼❖✽✺❪
♦✉ ▼✐②❛❣✉❝❤✐✲Pr❡♥❡❡❧✳ ❈❡s ♠♦❞❡s ♣❡✉✈❡♥t ♥♦t❛♠♠❡♥t ✉t✐❧✐s❡r ✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❝♦♠♠❡
❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✱ ❧❛ ❝❧é ✉t✐❧✐sé❡ ❞❛♥s ❝❡ ❝❛s ❡st ❛❧♦rs r❡♠♣❧❛❝é❡ ♣❛r ❧❛ ✈❛❧❡✉r Hi✳

❍✐st♦r✐q✉❡♠❡♥t✱ ❧❡s ❞❡✉① ❣r❛♥❞❡s ❢❛♠✐❧❧❡s ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ s♦♥t ❧❡s ▼❉ ✭▼❉✹ ❬❘✐✈✾✵❪
❡t ▼❉✺ ❬❘✐✈✾✷❜❪✮ ❡t ❧❡s ❙❍❆ ✭♣♦✉r ❙❡❝✉r❡ ❍❛s❤ ❆❧❣♦r✐t❤♠✱ ❛✈❡❝ s❡s ✈❛r✐❛♥t❡s ✿ ❙❍❆✲✵✴✶✴✷
❬♦❈✾✸✱ ♦❈✾✺❪✮ ❡t ✉t✐❧✐s❡♥t ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥ ✐tér❛t✐✈❡s✱ ❢♦♥❞é❡s s✉r ❞❡s ✈❛r✐❛♥t❡s ❞✬✉♥❡
♠ê♠❡ ❢♦♥❝t✐♦♥ ❞❡ t♦✉r✳ ❊♥ ✷✵✵✹ ❡t ✷✵✵✺✱ ❞❡s ❛tt❛q✉❡s ❞é✈❛st❛tr✐❝❡s ♦♥t été ♣✉❜❧✐é❡s ❝♦♥tr❡ ▼❉✹✱
▼❉✺✱ ❙❍❆✲✵ ❡t ❙❍❆✲✶ ❬❲❨✵✺✱ ❲❨❨✵✺❜✱ ❲❨❨✵✺❛❪✱ ❧❡s r❡♥❞❛♥t ✈✉❧♥ér❛❜❧❡s ✈♦✐r❡ ✐♥✉t✐❧✐s❛❜❧❡s✳
▼ê♠❡ s✐ ❙❍❆✲✷ s❡♠❜❧❡ ❡♥❝♦r❡ é♣❛r❣♥é✱ s❛ sé❝✉r✐té ♥❡ ❢❛✐t ♣❧✉s ❧✬✉♥❛♥✐♠✐té✳

❈✬❡st ♣♦✉rq✉♦✐ ❡♥ ✷✵✵✼✱ ❧❡ ◆■❙❚ ✭◆❛t✐♦♥❛❧ ■♥st✐t✉t❡ ❢♦r ❙t❛♥❞❛r❞s ❛♥❞ ❚❡❝❤♥♦❧♦❣②✮ ❛ ❧❛♥❝é
✉♥ ❛♣♣❡❧ à ♣r✐♠✐t✐✈❡s ♣♦✉r r❡♠♣❧❛❝❡r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❡①✐st❛♥t❡s ✿ ❙❍❆✲✸ ❬◆❛t✵✼❪✳ ❊♥
❖❝t♦❜r❡ ✷✵✵✽✱ ❝❡ ♥❡ s♦♥t ♣❛s ♠♦✐♥s ❞❡ ✻✹ ♣r♦♣♦s✐t✐♦♥s q✉✐ ♦♥t été s♦✉♠✐s❡s✱ ♣❛r♠✐ ❧❡sq✉❡❧❧❡s
✺✻ ♦♥t été ❥✉❣é❡s ❝♦♠♠❡ ré♣♦♥❞❛♥t ❛✉ ❝❛❤✐❡r ❞❡s ❝❤❛r❣❡s ❞✉ ◆■❙❚ ❡t s♦♥t ❞♦♥❝ ❡♥tré❡s ❡♥
♣❤❛s❡ ✶✳ P❛r♠✐ ❝❡s ♣r♦♣♦s✐t✐♦♥s✱ ❡♥ ❏✉✐❧❧❡t ✷✵✵✾✱ ✶✹ ✜♥❛❧✐st❡s ♦♥t été r❡t❡♥✉❡s ♣♦✉r ❧❛ ♣❤❛s❡ ✷
❡t ✜♥❛❧❡♠❡♥t ❡♥ ❉é❝❡♠❜r❡ ✷✵✶✵✱ ✺ ✜♥❛❧✐st❡s ♦♥t été ❣❛r❞é❡s ♣❛r♠✐ ❧❡sq✉❡❧❧❡s s❡r❛ ❝❤♦✐s✐❡ ✉♥❡
✉♥✐q✉❡ ✈❛✐♥q✉❡✉s❡ ❡♥ ✷✵✶✷ q✉✐ ❞❡✈✐❡♥❞r❛ ♣❛r ❧❛ s✉✐t❡ ❧❡ st❛♥❞❛r❞ ♣♦✉r ❧❡ ❤❛❝❤❛❣❡ ✭♣♦✉r ♣❧✉s

✷✶



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❞❡ ❞ét❛✐❧s s✉r ❧❛ ❝♦♠♣ét✐t✐♦♥ ❡t t♦✉t❡s ❧❡s ♣r✐♠✐t✐✈❡s ♣r♦♣♦sé❡s✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t ❝♦♥s✉❧t❡r ❧❡ s✐t❡
❙❍❆✲✸ ❩♦♦ ✼✮✳

❉❛♥s ❧❡s ♥♦✉✈❡❧❧❡s ♠ét❤♦❞❡s ❞❡ ❝♦♥str✉❝t✐♦♥ ♣r♦♣♦sé❡s ❞✉r❛♥t ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸✱ ♦♥ ♣❡✉t
❝✐t❡r ❧❡s ♠♦❞❡s ♣❛rt✐❝✉❧✐❡rs ❞❡ ❙❤❛❜❛❧ ❬❇❈❈▼+✵✽❪✱ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ❢♦♥❝t✐♦♥s é♣♦♥❣❡ ❬❇❉P❆✵✽❪
♦✉ ❧❡s ✈❛r✐❛♥t❡s ❞❡ ❍❆■❋❆ ❬❇❉✵✼❪✳ ❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥ ❡❧❧❡s✲♠ê♠❡s✱
❜❡❛✉❝♦✉♣ ❝♦♠♠❡ ❊❈❍❖ ❬❇❇●+✵✾❪✱ ●røst❧ ❬●❑▼+✶✶❪✱ ▲❆◆❊ ❬■♥❞✵✽❪ ♦✉ ❙❍❆✈✐t❡✲✸ ❬❇❉✵✾❪
✉t✐❧✐s❡♥t ❞❡s ❜r✐q✉❡s ❞❡ ❜❛s❡ ❞❡ ❧✬❆❊❙✳

▲❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸ ❝♦♥❝❡♥tr❡ ✉♥❡ ❣r❛♥❞❡ ♣❛rt✐❡ ❞❡ ❧✬❛tt❡♥t✐♦♥ ❝r②♣t♦❣r❛♣❤✐q✉❡ ❛❝t✉❡❧❧❡
❡t ♣❡r♠❡t ✉♥❡ ❛✈❛♥❝é❡ ❝♦♥❝❡r♥❛♥t ❧❡s ❝♦♥♥❛✐ss❛♥❝❡s s✉r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✳ ■❧ ❢❛✉❞r❛ ♠❛❧✲
❤❡✉r❡✉s❡♠❡♥t ❛tt❡♥❞r❡ ❡♥❝♦r❡ ✉♥ ♣❡✉ ❛✈❛♥t ❞❡ ❝♦♥♥❛îtr❡ ❧❡ st❛♥❞❛r❞✳

◆♦t✐♦♥s ❞❡ ❞✐st✐♥❣✉❡✉rs

◆♦✉s ❞♦♥♥❡r♦♥s t♦✉t ❞✬❛❜♦r❞ ✐❝✐ ❧❛ ❞é✜♥✐t✐♦♥ ❞✬✉♥ ❞✐st✐♥❣✉❡✉r ♣✉✐s ♥♦✉s ♣ré❝✐s❡r♦♥s ❞❛♥s
q✉❡❧ ❝❛❞r❡ ❝❡tt❡ ♥♦t✐♦♥ ♣❡✉t êtr❡ ✉t✐❧✐sé❡✳

❯♥ ❞✐st✐♥❣✉❡✉r ❡st ✉♥❡ ♠❛❝❤✐♥❡ ❞❡ ❚✉r✐♥❣ ♣r♦❜❛❜✐❧✐st❡ q✉✐ ❝❤❡r❝❤❡ à ❞✐st✐♥❣✉❡r ♣❛r ✉♥ ❥❡✉
❞❡ q✉❡st✐♦♥s✴ré♣♦♥s❡s ✉♥❡ ❢❛♠✐❧❧❡ ❞❡ ❢♦♥❝t✐♦♥s fK ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❝❤✐✛r❡♠❡♥t ✐❞é❛❧❡ f∗ ✿

❉é✜♥✐t✐♦♥ ✷✳✶✳✶ ❙♦✐t ❞❡✉① ❡♥s❡♠❜❧❡s M1 ❡t M2 ❡t ✉♥❡ ❢❛♠✐❧❧❡ ❞❡ ❢♦♥❝t✐♦♥s fK ❞❡ M1 ✈❡rs M2

♣❛r❛♠étré❡s ♣❛r ✉♥ s❡❝r❡t K t✐ré ❛❧é❛t♦✐r❡♠❡♥t ❞❛♥s ❧✬❡♥s❡♠❜❧❡ K✳ ❯♥ ❞✐st✐♥❣✉❡✉r ♣♦✉r ❧❛ ❢❛♠✐❧❧❡
❞❡ ❢♦♥❝t✐♦♥s fK ❡st ✉♥❡ ♠❛❝❤✐♥❡ ❞❡ ❚✉r✐♥❣ ♣r♦❜❛❜✐❧✐st❡ A ❞✐s♣♦s❛♥t ❞✬✉♥ ♦r❛❝❧❡ O q✉✐ ♣♦✉r t♦✉t❡
r❡q✉êt❡ ❞❡ M1 ❡♥✈♦✐❡ ✉♥❡ ré♣♦♥s❡ ❞❛♥s M2✳ ❆♣rès ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ❝❛❧❝✉❧s ❞❡ ❧✬♦r❛❝❧❡✱ ❧❡
❞✐st✐♥❣✉❡✉r ❢♦✉r♥✐t ❧❛ ré♣♦♥s❡ ✧✵✧ ♦✉ ✧✶✧✳ ❖♥ ❝❛r❛❝tér✐s❡ ✉♥ ❞✐st✐♥❣✉❡✉r ♣❛r ❧❡ ♥♦♠❜r❡ ❞❡ r❡q✉êt❡s
q ❞❡ ❧✬♦r❛❝❧❡ ❡t ❧❡ t❡♠♣s ❞❡ ❝❛❧❝✉❧ ❚✳ ❖♥ ♠❡s✉r❡ ❛❧♦rs ❧✬❛✈❛♥t❛❣❡ ❞❡ A à ❞✐st✐♥❣✉❡r fK ❞❡ f∗✱
❢♦♥❝t✐♦♥ ❛❧é❛t♦✐r❡ ♣❛r❢❛✐t❡ ✭✐✳❡✳ t✐ré❡ ❛✉ s♦rt s❡❧♦♥ ❧❛ ❧♦✐ ✉♥✐❢♦r♠❡ ❞❛♥s ❧✬❡♥s❡♠❜❧❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡
M1 ❞❛♥s M2✮✱ ❡♥ ❝❛❧❝✉❧❛♥t AdvfK (A) = |p−p∗| ♦ù p ✭r❡s♣❡❝t✐✈❡♠❡♥t p∗✮ r❡♣rés❡♥t❡ ❧❛ ♣r♦❜❛❜✐❧✐té
q✉❡ A ré♣♦♥❞❡ ✶ ❧♦rsq✉❡ ❧❛ ❢♦♥❝t✐♦♥ O = fK ❡st ✐♠♣❧é♠❡♥té❡ ✭r❡s♣❡❝t✐✈❡♠❡♥t O = f∗✮✳

❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ✉t✐❧✐s❡r ❧❡s ❞✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ❝❛s ❞❡ ♣❡r♠✉t❛t✐♦♥s ❛❧é❛t♦✐r❡s✱ ♦♥ ♣r❡♥❞
❛❧♦rs ❡♥ ❝♦♠♣t❡ ❧❡s ♣r♦❜❛❜✐❧✐tés ❧✐é❡s à ❝❡s ♣❡r♠✉t❛t✐♦♥s✳ ■❧ ❡①✐st❡ ❞❡✉① t②♣❡s ❞❡ ❞✐st✐♥❣✉❡✉rs ✿ ❧❡s
❞✐st✐♥❣✉❡✉rs ❞✐ts ✏♥♦♥✲❛❞❛♣t❛t✐❢s✑ q✉✐ ♣ré♣❛r❡♥t à ❧✬❛✈❛♥❝❡ t♦✉t❡s ❧❡s r❡q✉êt❡s ❡t ❧❡s ❞✐st✐♥❣✉❡✉rs
❞✐ts ✏❛❞❛♣t❛t✐❢s✑ q✉✐ ❛❞❛♣t❡♥t ❧❡s r❡q✉êt❡s ❡♥ ❢♦♥❝t✐♦♥ ❞❡s ré♣♦♥s❡s ♣ré❝é❞❡♥t❡s✱ ❝❡tt❡ ❞❡r♥✐èr❡
♥♦t✐♦♥ ét❛♥t ❜✐❡♥ é✈✐❞❡♠♠❡♥t ♣❧✉s ❢♦rt❡✳ ❉❛♥s ❝❡s ❞❡✉① ❝❛s✱ ❧❡s ❞✐st✐♥❣✉❡✉rs ♣❡✉✈❡♥t t❡st❡r ❞❡s
❢♦♥❝t✐♦♥s ♣s❡✉❞♦✲❛❧é❛t♦✐r❡s ✭P❘❋ ♣♦✉r Ps❡✉❞♦✲❘❛♥❞♦♠ ❋✉♥❝t✐♦♥✮ ♦✉ ❞❡s ♣❡r♠✉t❛t✐♦♥s ♣s❡✉❞♦✲
❛❧é❛t♦✐r❡s ✭P❘P ♣♦✉r Ps❡✉❞♦✲❘❛♠❞♦♠ P❡r♠✉t❛t✐♦♥✮✳

■❧ ❡①✐st❡ é❣❛❧❡♠❡♥t ✉♥❡ ❝❧❛ss❡ ♣❧✉s ❢♦rt❡ ❞❡ ❞✐st✐♥❣✉❡✉rs ❛♣♣❡❧és ❞✐st✐♥❣✉❡✉rs s✉♣❡r✲♣s❡✉❞♦✲
❛❧é❛t♦✐r❡s ✭❙P❘P ♣♦✉r ❙✉♣❡r Ps❡✉❞♦✲❘❛♥❞♦♠ P❡r♠✉t❛t✐♦♥✮ ♦ù ❧✬♦r❛❝❧❡ ♣❡✉t ❢❛✐r❡ ❛♣♣❡❧ ❛✉ ❝❤✐❢✲
❢r❡♠❡♥t C ♦✉ à s♦♥ ✐♥✈❡rs❡ C−1✳ ❉❛♥s ❝❡ ❝❛s✱ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥ ❞✐st✐♥❣✉❡✉r s✉♣❡r✲♣s❡✉❞♦✲❛❧é❛t♦✐r❡
♥✬❛ ❞❡ s❡♥s q✉❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❧✬ét✉❞❡ ❞❡ ♣❡r♠✉t❛t✐♦♥s✳

❈❡tt❡ ♥♦t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉r ❡st ✉t✐❧❡ ❞✬✉♥❡ ♣❛rt ♣♦✉r ❧❡ ❝r②♣t❛♥❛❧②st❡ q✉✐ ✈❛ ❝❤❡r❝❤❡r à ♣r♦✉✈❡r
❧✬❡①✐st❡♥❝❡ ❞✬✉♥ ❞✐st✐♥❣✉❡✉r ♣♦✉r ✉♥❡ r❡❧❛t✐♦♥ ♣❛rt✐❝✉❧✐èr❡ ❡①✐st❛♥t s✉r ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ t♦✉rs
❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❝♦♥s✐❞éré❡ ❛✈❡❝ ✉♥ ❛✈❛♥t❛❣❡ ❧❡ ♣❧✉s ❣r❛♥❞ ♣♦ss✐❜❧❡✱ ❝✬❡st✲à✲❞✐r❡ q✉❡ ❧✬♦♥ ❝❤❡r❝❤❡
❞❡s r❡❧❛t✐♦♥s q✉✐ ♦♥t ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ s❡ ♣r♦❞✉✐r❡ ❧❛ ♣❧✉s é❧♦✐❣♥é❡ ♣♦ss✐❜❧❡ ❞❡ ❧❛ ♣r♦❜❛❜✐❧✐té
✉♥✐❢♦r♠❡✳ ❈❡tt❡ ♥♦t✐♦♥ ❡♥ ❝r②♣t❛♥❛❧②s❡ ♣❡✉t ❞♦♥❝ s✬❛♣♣❧✐q✉❡r ❛✉① ❛tt❛q✉❡s ❝♦♥tr❡ ✉♥ ❝❤✐✛r❡♠❡♥t
♣❛r ❜❧♦❝s ❛✜♥ ❞❡ ❞ét❡r♠✐♥❡r ♣❛r ✉♥ t❡st ❞✬❤②♣♦t❤ès❡ ❧❛ ❜♦♥♥❡ ❝❧é✱ ❝❡❧❧❡ q✉✐ ♣r♦❞✉✐t ❧❡ ❜✐❛✐s ❧❡
♣❧✉s ♣r♦❝❤❡ ❞✉ ❜✐❛✐s ✐♠♣❧✐q✉é ♣❛r ❧❛ r❡❧❛t✐♦♥ ❞❛♥s ❧❡ ❞✐st✐♥❣✉❡✉r✳ ❈❡tt❡ ♥♦t✐♦♥ ❛ é❣❛❧❡♠❡♥t

✼✳ ❤tt♣✿✴✴❡❤❛s❤✳✐❛✐❦✳t✉❣r❛③✳❛t✴✇✐❦✐✴❚❤❡❴❙❍❆✲✸❴❩♦♦

✷✷

http://ehash.iaik.tugraz.at/wiki/The_SHA-3_Zoo


✷✳✷✳ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣t❛♥❛❧②s❡

❜❡❛✉❝♦✉♣ été ✉t✐❧✐sé❡ ♣♦✉r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❧♦rs ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸ ✽ ♣♦✉r ❧❡s ❞❡✉①
r❛✐s♦♥s s✉✐✈❛♥t❡s ✿ ❞❛♥s ❜❡❛✉❝♦✉♣ ❞❡ ♣r♦t♦❝♦❧❡s✱ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ s❡r✈❡♥t à s✐♠✉❧❡r ✉♥
♦r❛❝❧❡ ❛❧é❛t♦✐r❡ ❬❇❘✾✸❪✱ ✐❧ ❢❛✉t ❞♦♥❝ q✉❡ ❝❡s ❢♦♥❝t✐♦♥s s♦✐❡♥t ❝❛♣❛❜❧❡s ❞❡ ♣r♦❞✉✐r❡ ✉♥ ❛❧é❛ ❞❡ très
❜♦♥♥❡ q✉❛❧✐té ❀ ❞❡ ♣❧✉s✱ ❧✬❡①✐st❡♥❝❡ ❞✬✉♥ ❞✐st✐♥❣✉❡✉r ♣♦✉r ✉♥❡ r❡❧❛t✐♦♥ ♣❛rt✐❝✉❧✐èr❡ ❡st s♦✉✈❡♥t ❧❡
♣r❡♠✐❡r ♣❛s ✈❡rs ✉♥❡ ❛tt❛q✉❡ ♣❧✉s ♣✉✐ss❛♥t❡ ❝♦♠♠❡ ✉♥❡ ❛tt❛q✉❡ ♣❛r ❝♦❧❧✐s✐♦♥ ♦✉ ✉♥❡ ❛tt❛q✉❡ ♣❛r
♣r❡✐♠❛❣❡✳

❉✬❛✉tr❡ ♣❛rt✱ ❧❛ ♥♦t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉r s❡rt à ❝♦♥str✉✐r❡ ❞❡s ♣r❡✉✈❡s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s
❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❝♦♠♠❡ ✐♥✐t✐❛❧❡♠❡♥t ♣r♦♣♦sé ♣❛r ▲✉❜② ❡t ❘❛❝❦♦✛ ❞❛♥s
❬▲❘✽✽❪ q✉✐ ♦♥t ❞é✈❡❧♦♣♣é ❧✬ét✉❞❡ t❤é♦r✐q✉❡ ❞✬✉♥ s❝❤é♠❛ ❞❡ ❋❡✐st❡❧ à tr♦✐s ét❛❣❡s ✿ ✐❧s ♦♥t ❝♦♠♣❛ré
✉♥❡ ❢♦♥❝t✐♦♥ ✐❞é❛❧❡ à ✉♥ s❝❤é♠❛ ❝♦♠♣♦sé ❞❡ ❢♦♥❝t✐♦♥s ✐❞é❛❧❡s ❛✜♥ ❞✬é✈❛❧✉❡r ❧❛ q✉❛❧✐té ❞❡s s❝❤é♠❛s
✉t✐❧✐sés ❡♥ ❝❤✐✛r❡♠❡♥t✳ ■❧s ♣r♦✉✈❡♥t ❧❛ sé❝✉r✐té ❞❡ ❝❡ s❝❤é♠❛ ❡♥ ❝♦♠♣❛r❛♥t ❧❡s ❞✐str✐❜✉t✐♦♥s ❞❡
♣r♦❜❛❜✐❧✐tés ❡♥tr❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝❤✐✛r❡♠❡♥t ❡♥❣❡♥❞ré❡ ♣❛r ❝❡ s❝❤é♠❛ ❡t ✉♥❡ ❢♦♥❝t✐♦♥ ✐❞é❛❧❡✳
■❧s ❞é♠♦♥tr❡♥t ❛✐♥s✐ ✉♥❡ ❜♦r♥❡ s✉♣ér✐❡✉r❡ ❞❡ sé❝✉r✐té s✉r ❧✬❛✈❛♥t❛❣❡ ❞✉ ❞✐st✐♥❣✉❡✉r ♦❜t❡♥✉✳ ❊♥
❞✬❛✉tr❡s t❡r♠❡s✱ ✐❧s ♣r♦✉✈❡♥t q✉✬✉♥ s❝❤é♠❛ ♣❛rt✐❝✉❧✐❡r ❝♦♠♣♦sé ❞❡ ❢♦♥❝t✐♦♥s ✐❞é❛❧❡s ❡st ❜✐❡♥ ✉♥❡
P❘P✳

▲❛ ❞é✜♥✐t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉r ❞♦♥♥é❡ ✐❝✐ s✬❛♣♣❧✐q✉❡ ❞❡ ❢❛ç♦♥ ❞✐r❡❝t❡ ❛✉ ❝❛s ♣ré❝é❞❡♥t✳ P❛r
❝♦♥tr❡✱ ❧♦rsq✉❡ ❧✬♦♥ ❝❤❡r❝❤❡ à é❧❛r❣✐r ❝❡tt❡ ❞é✜♥✐t✐♦♥ ❛✉① ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥ ♦✉ à ❞❡s
♣r♦♣r✐étés à ❝❧és ❝♦♥♥✉❡s✱ ❞❡ ♥♦♠❜r❡✉s❡s ❞✐✣❝✉❧tés s❡ ♣rés❡♥t❡♥t✳ ❚♦✉t ❞✬❛❜♦r❞ ♣❛r❝❡ q✉❡ ❧❡
❞✐st✐♥❣✉❡✉r ❞é✜♥✐ ✐❝✐ ♥❡ ♣❡✉t êtr❡ ✉t✐❧✐sé ❞❛♥s ❧❡ ♠♦❞è❧❡ ❞✉ ❝❤✐✛r❡♠❡♥t ✐❞é❛❧ ♦ù ♦♥ ❝❤❡r❝❤❡ à ❞✐s✲
t✐♥❣✉❡r ✉♥❡ ❢❛♠✐❧❧❡ ❞❡ ♣❡r♠✉t❛t✐♦♥s ❛❧é❛t♦✐r❡s ✐♥❞❡①é❡ ♣❛r ✉♥❡ ❞♦♥♥é❡ ♣✉❜❧✐q✉❡ ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡
❬❈P❙✵✽❪✮✳ ❉❡ ♣❧✉s✱ ✐❧ ❡st ✐♠♣♦ss✐❜❧❡ ❞❡ ❞é✜♥✐r ✉♥ ❞✐st✐♥❣✉❡✉r ♣♦✉r ✉♥❡ ❢♦♥❝t✐♦♥ ❝♦♠♣❧èt❡♠❡♥t
s♣é❝✐✜é❡ ✭✈♦✐r ❬❈●❍✵✹❪✮ ❝❛r ✐❧ ♥❡ s✬❛❣✐t ♣❧✉s ❞❡ s✬✐♥tér❡ss❡r à ✉♥❡ ❢❛♠✐❧❧❡ ❞❡ ❢♦♥❝t✐♦♥s ♠❛✐s à
✉♥❡ ✐♥st❛♥❝❡ ♣❛rt✐❝✉❧✐èr❡✳ ❆✐♥s✐✱ ❧✬✉♥✐✜❝❛t✐♦♥ ❞❡s ❞✐✛ér❡♥t❡s ♥♦t✐♦♥s ❞❡ ❞✐st✐♥❣✉❡✉rs ♥✬❡st ♣❛s ✉♥
♣r♦❜❧è♠❡ s✐♠♣❧❡ ❡♥ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ ❝❛r t♦✉t❡s ❧❡s ♠♦❞é❧✐s❛t✐♦♥s ❡①✐st❛♥t❡s ❞é♣❡♥❞❡♥t
❢♦rt❡♠❡♥t ❞❡ ❧❛ ❝♦♥♥❛✐ss❛♥❝❡ ❝♦♠♣❧èt❡ ♦✉ ♥♦♥ ❞❡ ❧❛ ❢❛♠✐❧❧❡ ❞❡ ❢♦♥❝t✐♦♥s à ❞✐st✐♥❣✉❡r✳ ▲❡ ♠♦❞è❧❡
♣r♦♣♦sé ✐❝✐ s❡ ❧✐♠✐t❡ ❝❧❛✐r❡♠❡♥t ❛✉ ❝❛s ♦ù ❧❡ ♣❛r❛♠ètr❡ ❞❡ ❧❛ ❢❛♠✐❧❧❡ ❞❡ ❢♦♥❝t✐♦♥s ❡st s❡❝r❡t✱ ♥♦✉s
✈❡rr♦♥s ❝❡♣❡♥❞❛♥t ❞❛♥s ❧❛ s✉✐t❡ ❞❡ ❝❡ ♠❛♥✉s❝r✐t ❝♦♠♠❡♥t ❧✬ét❡♥❞r❡ ❛✉ ❝❛s ♦ù ❧❛ ❝❧é ❡st ❝♦♥♥✉❡✳

✷✳✷ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣✲

t❛♥❛❧②s❡

▲❡ ❜✉t ♣r❡♠✐❡r ❞❡ ❧❛ ❝r②♣t❛♥❛❧②s❡ ❝♦♥tr❡ ❧❡s ❛❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡st ❞❡
tr♦✉✈❡r ❞❡s t❡❝❤♥✐q✉❡s ♣❡r♠❡tt❛♥t ❞❡ r❡tr♦✉✈❡r t♦✉t ♦✉ ♣❛rt✐❡ ❞❡ ❧❛ ❝❧é ✉t✐❧✐sé❡ ♣❧✉s r❛♣✐❞❡♠❡♥t
q✉❡ ❧❛ r❡❝❤❡r❝❤❡ ❡①❤❛✉st✐✈❡ ❡♥ ✉t✐❧✐s❛♥t ❞❡s ♣r♦♣r✐étés str✉❝t✉r❡❧❧❡s ♦✉ st❛t✐st✐q✉❡s ✈r❛✐❡s ♣♦✉r
t♦✉t❡ ❝❧é q✉✐ ♥❡ ❞♦✐✈❡♥t ♣❛s s❡ ♣r♦❞✉✐r❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ♣❡r♠✉t❛t✐♦♥s ❛❧é❛t♦✐r❡s✳ ❈❡❧❛ ❝♦♥❞✉✐t à
❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉rs ♣❛rt✐❝✉❧✐❡rs✳

✷✳✷✳✶ ❈❧❛ss✐✜❝❛t✐♦♥ ❞❡s ❞✐st✐♥❣✉❡✉rs

❈❡tt❡ ❞✐r❡❝t✐♦♥ ❞❡ r❡❝❤❡r❝❤❡ ❛ ré❝❡♠♠❡♥t ❝♦♥♥✉ ✉♥ t♦✉r♥❛♥t ♣❛rt✐❝✉❧✐❡r ❛✈❡❝ ❧✬✉♥✐✜❝❛t✐♦♥
❞❡s t❡❝❤♥✐q✉❡s ❞❡ ❝r②♣t❛♥❛❧②s❡s ❡♥tr❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ❡t ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❝❛r
❛✉❥♦✉r❞✬❤✉✐✱ ♦♥ ❝♦♥s✐❞èr❡ q✉❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝ ♣❡✉✈❡♥t êtr❡ ✉t✐❧✐sés ❝♦♠♠❡ ❞❡s ❢♦♥❝t✐♦♥s
❞❡ ❤❛❝❤❛❣❡ ❣râ❝❡ à ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♠♦❞❡s ♦♣ér❛t♦✐r❡s ❛♣♣r♦♣r✐és ❡t ✐♥✈❡rs❡♠❡♥t✳ ❆✉♣❛r❛✈❛♥t✱
s❡✉❧❡s ❧❡s t❡❝❤♥✐q✉❡s ❞✐✛ér❡♥t✐❡❧❧❡s ét❛✐❡♥t ❛♣♣❧✐q✉é❡s à ❧❛ ❢♦✐s ❛✉① ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ❡t ❛✉①
❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✳ ❆✉❥♦✉r❞✬❤✉✐ ❧❡s ❛tt❛q✉❡s ♣❛r ❞✐✛ér❡♥t✐❡❧❧❡ ✐♠♣♦ss✐❜❧❡ ❬❑♥✉✾✾✱ ❇❇❙✾✾❜❪✱
❧❡s ♠ét❤♦❞❡s ❜♦♦♠❡r❛♥❣ ❬❲❛❣✾✾✱ ❑❑❙✵✶❪ ♦✉ s❧✐❞❡ ❬❇❲✾✾❪ ❡t ❧❡s ❞✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡s ♠♦❞è❧❡s

✽✳ ❞❛♥s ❝❡ ❝❛s✱ ♦♥ ❝♦♥s✐❞èr❡ q✉❡ ❧❡ s❡❝r❡t K t✐ré ❛❧é❛t♦✐r❡♠❡♥t ❡st ❣é♥ér❛❧❡♠❡♥t ❧❡ ♠❡ss❛❣❡ M ✳

✷✸



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

à ❝❧és ❝♦♥♥✉❡s ♦✉ à ❝❧és ✐♥❝♦♥♥✉❡s s♦♥t ❛♣♣❧✐q✉é❡s ✐♥❞✐✛ér❡♠♠❡♥t ❛✉① ❞❡✉① t②♣❡s ❞❡ ♣r✐♠✐t✐✈❡✳
▲❡s ❞✐st✐♥❣✉❡✉rs à ❝❧és ❝♦♥♥✉❡s ❝♦♥tr❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ♦♥t été ✐♥tr♦❞✉✐ts ♣❛r ❑♥✉❞s❡♥
❡t ❘✐❥♠❡♥ ❡♥ ✷✵✵✼ ❞❛♥s ❬❑❘✵✼❪✱ ❝❡✉① à ❝❧és ❝❤♦✐s✐❡s ♣❛r ❇✐r②✉❦♦✈ ❡t ❛❧✳ ❡♥ ✷✵✵✾ ❞❛♥s ❬❇❑◆✵✾❪✳
❈❡s ♥♦✉✈❡❛✉① t②♣❡s ❞❡ ❞✐st✐♥❣✉❡✉rs ♦♥t ♣❡r♠✐s ❞✬❛tt❛q✉❡r ❞❡s ✈❡rs✐♦♥s ❝♦♠♣❧èt❡s ❞❡ ❧✬❆❊❙✲✶✾✷
❡t ❞❡ ❧✬❆❊❙✲✷✺✻ ❬❇❑◆✵✾✱ ❇❑✵✾❪✳ ❈♦♥❝❡r♥❛♥t ❧✬❆❊❙✲✶✷✽✱ ▼❡♥❞❡❧ ❡t ❛❧✳ ❬▼P❘❙✵✾❪ ♦♥t ♣rés❡♥té à
❙❆❈ ✷✵✵✾✱ ✉♥❡ ❛tt❛q✉❡ à ❝❧és ❝♦♥♥✉❡s ❝♦♥tr❡ ✼ t♦✉rs ❞❡ ❧✬❆❊❙✲✶✷✽ ❛✈❡❝ ✉♥❡ ♠❡✐❧❧❡✉r❡ ❝♦♠♣❧❡①✐té
q✉❡ ❝❡❧❧❡ ✐♥✐t✐❛❧❡♠❡♥t ♣r♦♣♦sé❡ ❞❛♥s ❬❑❘✵✼❪ ❡♥ ✉t✐❧✐s❛♥t ❧❛ t❡❝❤♥✐q✉❡ ❞✐t❡ ♣❛r r❡❜♦♥❞ ❬▼❘❙❚✵✾❪✳
❉❛♥s ❬●P✶✵❪✱ ❍✳ ●✐❧❜❡rt ❡t ❚✳ P❡②r✐♥ ♦♥t ❛♠é❧✐♦ré ❝❡ ❞✐st✐♥❣✉❡✉r ❡♥ ❛❥♦✉t❛♥t ✉♥ t♦✉r ❣râ❝❡ à
✉♥❡ t❡❝❤♥✐q✉❡ ❛♣♣❡❧é❡ ❛tt❛q✉❡ ♣❛r ❙✉♣❡r✲❜♦ît❡ ❙✳ ❈❡s ❞❡✉① ❞❡r♥✐èr❡s t❡❝❤♥✐q✉❡s s❡r♦♥t ❞é❝r✐t❡s
s✉❝❝✐♥❝t❡♠❡♥t ❞❛♥s ❧❛ ❙❡❝t✐♦♥ ✷✳✸✳✶✳

P❛r ❡①❡♠♣❧❡✱ ❞❛♥s ❧❡ ♠♦❞è❧❡ à ❝❧és ❝♦♥♥✉❡s✱ ❧❡s ❞✐st✐♥❣✉❡✉rs ♣❛r ❞✐✛ér❡♥t✐❡❧❧❡ tr♦♥q✉é❡ ♣❡r✲
♠❡tt❡♥t ❞❡ ❝♦♥str✉✐r❡ ❞❡s ♣r❡sq✉❡✲❝♦❧❧✐s✐♦♥s ❞❛♥s ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥ ❢♦♥❞é❡s s✉r ❞❡s
❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s✳ ❊♥ ❡✛❡t✱ s✐ ♦♥ ✉t✐❧✐s❡ ❧❡ ♠♦❞❡ ▼❛t②❛s✲▼❡②❡r✲❖s❡❛s✱ ❡♥ ♥♦t❛♥t EK(P )
✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❞é✜♥✐ à ❧✬❛✐❞❡ ❞✬✉♥❡ ❝❧é K ❡t ❞✬✉♥ t❡①t❡ ❝❧❛✐r P ✱ Hi−1 ❧❛ ✈❛r✐❛❜❧❡ ❞❡
❝❤❛î♥❛❣❡ ❞✬❡♥tré❡ ❡t Mi ❧❡ ❜❧♦❝ ❞❡ ♠❡ss❛❣❡ ❡♥ ❡♥tré❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ f ♣r♦❞✉✐s❛♥t
❡♥ s♦rt✐❡ ❧❛ ✈❛r✐❛❜❧❡ ❞❡ ❝❤❛î♥❛❣❡ Hi ✿ Hi = f(Hi−1,Mi) = EHi−1(Mi)⊕Mi✱ ✉♥❡ ♣r❡sq✉❡✲❝♦❧❧✐s✐♦♥
❡♥tr❡ ❞❡✉① t❡①t❡s ❝❤✐✛rés C = EK(P ) ❡t C ′ = EK(P ′) s❡ tr❛♥s❢♦r♠❡ ❡♥ ✉♥❡ ♣r❡sq✉❡✲❝♦❧❧✐s✐♦♥ s✉r
❧❡s ✈❛r✐❛❜❧❡s ❞❡ ❝❤❛î♥❛❣❡ Hi ❡t H ′

i✱ s♦rt✐❡s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ✉t✐❧✐sé❡ ❡♥ ♠♦❞❡ ▼▼❖✳
◆♦✉s ♣r♦♣♦s♦♥s ❞♦♥❝ ❧❛ ❝❧❛ss✐✜❝❛t✐♦♥ s✉✐✈❛♥t❡ ♣♦✉r t❡♥t❡r ❞❡ ❝❛♣t✉r❡r ❝❡s ♥♦✉✈❡❧❧❡s ♥♦t✐♦♥s ✿
✕ ♠♦❞è❧❡ ✉♥❦♥♦✇♥ ❦❡② ✭❯❑✮ ✿ ❝✬❡st ❧❡ ❝❛s ❝❧❛ss✐q✉❡ ❞✉ ❞✐st✐♥❣✉❡✉r ♦ù ❧❛ ❝❧é ❡st ✐♥❝♦♥♥✉❡ ❡t
♦ù ❧✬❛❞✈❡rs❛✐r❡ ❛ ❛❝❝ès à ✉♥❡ ❜♦ît❡ ♥♦✐r❡ ♣♦✉r ❝❤✐✛r❡r ♦✉ ❞é❝❤✐✛r❡r ❧❡s r❡q✉êt❡s à ❧✬♦r❛❝❧❡✳
❈❡ ♠♦❞è❧❡ ✐♥❝❧✉t ❜✐❡♥ sûr ❧❛ ♣♦ss✐❜✐❧✐té ❞❡ ❢❛✐r❡ ❞❡s r❡q✉êt❡s à t❡①t❡s ❝♦♥♥✉s✱ à t❡①t❡s ❝❧❛✐rs
❝❤♦✐s✐s✱ à t❡①t❡s ❝❤✐✛rés ❝♦♥♥✉s ♦✉ à t❡①t❡s ❝❤✐✛rés ❝❤♦✐s✐s✳ ▲❡ ❜✉t ❞❡ ❧✬❛❞✈❡rs❛✐r❡ ♣❡✉t êtr❡
❞❛♥s ❝❡ ❝❛s ❞❡ r❡tr♦✉✈❡r ❧❛ ❝❧é ✐♥❝♦♥♥✉❡✳

✕ ♠♦❞è❧❡ ✉♥❦♥♦✇♥ r❡❧❛t❡❞✲❦❡② ✭❯❘❑✮ ❬❇✐❤✾✸❪ ✿ ✉♥❡ ✈❛r✐❛♥t❡ ❞✉ ♠♦❞è❧❡ ❝❧❛ss✐q✉❡ ❞❡ ❧✬❛❞✈❡r✲
s❛✐r❡ ❛ été ♣r♦♣♦sé❡ ♣❛r ❊✳ ❇✐❤❛♠ ❡♥ ✶✾✾✸ ♦ù ❧✬❛❞✈❡rs❛✐r❡ ❛ ❛❝❝ès à ♣❧✉s✐❡✉rs ♦r❛❝❧❡s q✉✐
✉t✐❧✐s❡♥t ❞❡s ❝❧és ❞✐✛ér❡♥t❡s ♠❛✐s ♦ù ✐❧ ❡①✐st❡ ❞❡s r❡❧❛t✐♦♥s ❝♦♥♥✉❡s ♦✉ ❝❤♦✐s✐❡s ❡♥tr❡ ❧❡s
s♦✉s✲❡♥s❡♠❜❧❡s ❞❡ ❝❡s ❝❧és✱ ❧❛ ❝❧é à r❡tr♦✉✈❡r ét❛♥t t♦✉❥♦✉rs ✐♥❝♦♥♥✉❡✳

✕ ♠♦❞è❧❡ ❦♥♦✇♥ ❦❡② ✭❑❑✮ ❬❑❘✵✼❪ ✿ ❝❡❧✉✐✲❝✐ ❛ été ♣r♦♣♦sé ♣❛r ❑♥✉❞s❡♥ ❡t ❘✐❥♠❡♥ ❡t ♦♥
s✉♣♣♦s❡ ✐❝✐ q✉❡ ❧❛ ❝❧é ✉t✐❧✐sé❡ ♣♦✉r ❧❡ ❝❤✐✛r❡♠❡♥t ❡st ❝♦♥♥✉❡ ♠ê♠❡ s✐ s❛ ✈❛❧❡✉r ♥✬❡st ♣❛s
❝♦♥trô❧é❡ ♣❛r ❧✬❛❞✈❡rs❛✐r❡✳

✕ ♠♦❞è❧❡ ❝❤♦s❡♥ ❦❡② ✭❈❑✮ ❬❇❑◆✵✾❪ ✿ ✉♥ ❛❞✈❡rs❛✐r❡ ❡♥❝♦r❡ ♣❧✉s ❢♦rt ❡st ❝❡❧✉✐ q✉✐ ❡st ❝❛♣❛❜❧❡
❞❡ ❝❤♦✐s✐r ❧❛ ✈❛❧❡✉r ❞❡ ❧❛ ❝❧é ✉t✐❧✐sé❡ ♣♦✉r ❧❡ ❝❤✐✛r❡♠❡♥t✳

▼ê♠❡ s✐ ❧❡s ❝❛♣❛❝✐tés ❞❡ ❧✬❛❞✈❡rs❛✐r❡ ❞✐✛èr❡♥t ❡♥ ❢♦♥❝t✐♦♥ ❞✉ ♠♦❞è❧❡ ♣r♦♣♦sé✱ t♦✉s ❧❡s ♠♦❞è❧❡s
♣❛rt❛❣❡♥t ✉♥ ❜✉t ❝♦♠♠✉♥ ✿ rés♦✉❞r❡ ❧❡ ♣r♦❜❧è♠❡ ❞✉ ❞✐st✐♥❣✉❡✉r✱ à s❛✈♦✐r ❧✬❛❞✈❡rs❛✐r❡ ❝❤❡r❝❤❡
à ❝♦♥str✉✐r❡ ✉♥❡ ♣r♦♣r✐été q✉✐ ♣❡r♠❡t ❞❡ ❞✐st✐♥❣✉❡r ✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❛✈❡❝ ❝❧é✭s✮ ❞✬✉♥❡
♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡✳

◆♦✉s ❛✈♦♥s ✐♥tr♦❞✉✐t ❞❛♥s ❬▼P❪ ✉♥❡ ♥♦t✐♦♥ ✐♥t❡r♠é❞✐❛✐r❡ ❡♥tr❡ ❧❡s ♠♦❞è❧❡s ❑❑ ❡t ❈❑✱ ✐❧ s✬❛❣✐t
❞✉ ♠♦❞è❧❡ ❞✐t à ❘❡❧❛t❡❞ ❑♥♦✇♥✲❑❡② ✭❘❑❑✮ ♦ù✱ ❝♦♠♠❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ ❑❑ ❧✬❛❞✈❡rs❛✐r❡ ❝♦♥str✉✐t
✉♥ ❡♥s❡♠❜❧❡ ❞❡ ❝❧és ❧✐é❡s ❡♥tr❡ ❡❧❧❡s ❡t ❝♦♥♥❛ît ❧❛ ❝❧é✳ ▲❛ ♣✉✐ss❛♥❝❡ ❞❡ ❧✬❛tt❛q✉❛♥t ❡st ❜✐❡♥ sûr
♣❧✉s ❢♦rt❡ q✉❡ ❧❡ ♠♦❞è❧❡ ❑❑ ♠❛✐s ♣❧✉s ❢❛✐❜❧❡ q✉❡ ❧❡ ♠♦❞è❧❡ ❈❑✳

✷✳✷✳✷ ◗✉❡❧q✉❡s ❞✐st✐♥❣✉❡✉rs ❝❧❛ss✐q✉❡s ❞❛♥s ❧❡ ♠♦❞è❧❡ ❯❑

❊①❡♠♣❧❡ ❞✉ ❞✐st✐♥❣✉❡✉r ❣é♥ér✐q✉❡ ♥♦♥✲❛❞❛♣t❛t✐❢ ❧✐♠✐té à n r❡q✉êt❡s

❆✜♥ ❞❡ s♣é❝✐✜❡r ❝❡ ❞✐st✐♥❣✉❡✉r ✭✈♦✐r ❆❧❣✳ ✶✮✱ ♥♦✉s ✉t✐❧✐s♦♥s ❧❛ ❞é✜♥✐t✐♦♥ ❞♦♥♥é❡ ❞❛♥s ❬❏✉♥✵✸❪✳
◆♦✉s s✉✐✈r♦♥s ❝❡tt❡ ❢♦r♠❛❧✐s❛t✐♦♥ ✉t✐❧✐sé❡ ♣❛r ❙✳ ❱❛✉❞❡♥❛② ❞❛♥s ❧❛ t❤é♦r✐❡ ❞❡ ❧❛ ❞é❝♦rr❡❧❛t✐♦♥

✷✹



✷✳✷✳ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣t❛♥❛❧②s❡

❞❛♥s t♦✉t ❧❡ r❡st❡ ❞❡ ❝❡tt❡ s❡❝t✐♦♥✳ ❖♥ ❞♦♥♥❡ à ❧✬❛❧❣♦r✐t❤♠❡ ✶ ✉♥ ♦r❛❝❧❡ O q✉✐ ✐♠♣❧é♠❡♥t❡ ❛✈❡❝ ❧❛
♣r♦❜❛❜✐❧✐té ✶✴✷ s♦✐t EK s♦✐t G✱ ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡✳ ▲❡ ❝÷✉r ❞✉ ❞✐st✐♥❣✉❡✉r ❡st s❛ ré❣✐♦♥
❞✬❛♣♣r♦❜❛t✐♦♥ A(n) ✿ ❡❧❧❡ ❞é✜♥✐t ❧✬❡♥s❡♠❜❧❡ ❞❡s ✈❛❧❡✉rs ❞✬❡♥tré❡ P = (P1, · · · , Pn) q✉✐ ❝♦♥❞✉✐s❡♥t
à ❧❛ ré♣♦♥s❡ ✶ ✭❧✬♦r❛❝❧❡ ✐♠♣❧é♠❡♥t❡ EK✮ ♦✉ ✵ ✭❧✬♦r❛❝❧❡ ✐♠♣❧é♠❡♥t❡ G✮✳ ❙✐ ✉♥❡ r❡❧❛t✐♦♥ ♣❛rt✐❝✉❧✐èr❡
R q✉✐ ❞é✜♥✐t ❧❛ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ ❡①✐st❡✱ r❡❧✐❛♥t ❡♥s❡♠❜❧❡ ❧❡s ❡♥tré❡s ❡t ❧❡s s♦rt✐❡s ✭R(P,❈)✮
♣♦✉r ✉♥ ♥♦♠❜r❡ s✉✣s❛♥t ❞❡ ✈❛❧❡✉rs✱ ❧✬❛✈❛♥t❛❣❡ ❞✉ ❞✐st✐♥❣✉❡✉r ♥♦♥✲❛❞❛♣t❛t✐❢ AdvPRPE (A) s❡r❛
♥♦♥ ♥é❣❧✐❣❡❛❜❧❡✳ ❈❡ ❞✐st✐♥❣✉❡✉r ❞♦✐t é❣❛❧❡♠❡♥t ❢♦♥❝t✐♦♥♥❡r ♣♦✉r ✉♥❡ très ❧❛r❣❡ ♣❛rt✐❡ ❞❡ ❧✬❡s♣❛❝❡
❞❡s ❝❧és✳

❆❧❣♦r✐t❤♠ ✶ ❯♥ ❞✐st✐♥❣✉❡✉r ❣é♥ér✐q✉❡ ♥♦♥✲❛❞❛♣t❛t✐❢ ❧✐♠✐té à n r❡q✉êt❡s

P❛r❛♠ètr❡s ✿ ✉♥❡ ❝♦♠♣❧❡①✐té n✱ ✉♥❡ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n)

❖r❛❝❧❡ ✿ ❯♥ ♦r❛❝❧❡ O ✐♠♣❧é♠❡♥t❛♥t ✉♥❡ ♣❡r♠✉t❛t✐♦♥ c
P♦✉r ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ♠❡ss❛❣❡s P = (P1, · · · , Pn)
❉❡♠❛♥❞❡r ❈ = (C1, · · · , Cn) = c(P1, · · · , Pn) à O
❙✐ ❈ ∈ A(n) ❆❧♦rs
❙♦rt✐r ✶

❙✐♥♦♥
❙♦rt✐r ✵

❋✐♥ ❙✐

❈❡ ❞✐st✐♥❣✉❡✉r ❡st ❣é♥ér✐q✉❡ ❡t ❝♦♠♣r❡♥❞ ❧❡s ❝❛s s✉✐✈❛♥ts ✿ ❝❧❛✐rs ❝♦♥♥✉s ✭❑P❆✮✱ ❝❧❛✐rs ❝❤♦✐s✐s
✭❈P❆✮ ❡t ❡♥ ♠♦❞✐✜❛♥t ❧é❣èr❡♠❡♥t ❧❛ ❞é✜♥✐t✐♦♥ ❞❡ ❧✬♦r❛❝❧❡ O ♣❡✉t ❛✉ss✐ ✐♥❝❧✉r❡ ❧❡s ❝❛s ❝❤✐✛rés
❝♦♥♥✉s ✭❑❈❆✮ ❡t ❝❤✐✛rés ❝❤♦✐s✐s ✭❈❈❆✮✳ ◆♦t♦♥s ❝❡♣❡♥❞❛♥t q✉❡ ❞❛♥s ❧❡ ❝❛s ❞✬✉♥❡ ❛tt❛q✉❡ à ❝❧❛✐rs
✭♦✉ ❝❤✐✛rés✮ ❝❤♦✐s✐s✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞❡ ✜❧tr❡r ❧✬❡♥s❡♠❜❧❡ ❞❡s t❡①t❡s ❝❤♦✐s✐s ❡♥ ❡♥tré❡ à ❧✬❛✐❞❡ ❞✬✉♥
✜❧tr❡ ♣❛rt✐❝✉❧✐❡r ♣ré❞é✜♥✐ h1✳ ▲❛ ♥♦t❛t✐♦♥ R(P,❈) ❞❡✈✐❡♥t ❞♦♥❝ R(h1(P),❈) ❞❛♥s ❧❡ ❝❛s ❞❡ ❝❧❛✐rs
❝❤♦✐s✐s✳

▲❡ ❜✉t ❞✉ ❝r②♣t❛♥❛❧②st❡ ✈❛ ❞♦♥❝ êtr❡ ❞❡ ❝❤❡r❝❤❡r ❡t ❞❡ tr♦✉✈❡r ✉♥❡ ✏❜♦♥♥❡✑ r❡❧❛t✐♦♥ R✳

❉✐st✐♥❣✉❡✉r ❞✐✛ér❡♥t✐❡❧

❉❛♥s ✉♥ ❞✐st✐♥❣✉❡✉r ❞✐✛ér❡♥t✐❡❧✱ ❧❡ ❜✉t ❞❡ ❧✬❛❞✈❡rs❛✐r❡ ✭❝♦♠♠❡ ❡①♣❧✐q✉é ❞❛♥s ❬❱❛✉✵✸✱ ❏✉♥✵✸❪✮
❡st ❞❡ tr♦✉✈❡r ✉♥❡ r❡❧❛t✐♦♥ R t❡❧❧❡ q✉❡ ✿ ét❛♥t ❞♦♥♥é ❧❡ ✜❧tr❡ h1(P) = ((P1, P1 + a), (P2, P2 +
a), · · · , (Pn, Pn + a)) ♦ù a ❡st ✉♥❡ ❞✐✛ér❡♥❝❡ ❝❤♦✐s✐❡ ❡t ♦ù + ❡st ❧❛ ❧♦✐ ❛❞❞✐t✐✈❡ s✉r ❧✬❡♥s❡♠❜❧❡
❞✬❡♥tré❡✱ ✐❧ ❡①✐st❡ ✉♥❡ ♣❛✐r❡ ❞❡ t❡①t❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts (EK(Pi), EK(Pi + a)) t❡❧❧❡ q✉❡
EK(Pi)+EK(Pi+a) = b ♦ù b ❡st ✉♥❡ ❞✐✛ér❡♥❝❡ ❝❤♦✐s✐❡ ❡t ♦ù + ❡st ❧❛ ❧♦✐ ❛❞❞✐t✐✈❡ s✉r ❧✬❡♥s❡♠❜❧❡
❞❡ s♦rt✐❡✳ ▲✬❛✈❛♥t❛❣❡ ❞✉ ❞✐st✐♥❣✉❡✉r ❝♦rr❡s♣♦♥❞❛♥t s✬é❝r✐t ✭✈♦✐r ❬❱❛✉✵✸❪✮ ✿

AdvCPAE (A) ≤ n ·max(
1

2l − 1
, EDPE(a, b))

♦ù 1
2l−1

❡st ❧❛ ❞✐str✐❜✉t✐♦♥ ✉♥✐❢♦r♠❡ s✉r {0, 1}l ❞❡ ❧❛ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ G ❡t ♦ù EDPE(a, b)

❡st ❧❛ ♠♦②❡♥♥❡ ♣r✐s❡ s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡s ❝❧és ❞❡ ❧❛ ✈❛❧❡✉r DPE ✿

EDPE(a, b) = EspK∈K(DPEK (a, b)) ❛✈❡❝ DPEK (a, b) = PrP [EK(P + a) = EK(P ) + b]

❈❡ ❞✐st✐♥❣✉❡✉r ❞✐✛ér❡♥t✐❡❧ ❡st ❝❡❧✉✐ ❞é❝r✐t ❞❛♥s ❬❇❙✾✶❪ ❡t ♥❡ t✐❡♥t ♣❛s ❝♦♠♣t❡ ❞❡s ❣é♥ér❛❧✐s❛t✐♦♥s
q✉✐ ♦♥t s✉✐✈✐ t❡❧❧❡s q✉❡ ❧❛ ❞✐✛ér❡♥t✐❡❧❧❡ tr♦♥q✉é❡ ❬❑♥✉✾✺❪✱ ❧❛ ❞✐✛ér❡♥t✐❡❧❧❡ ✐♠♣♦ss✐❜❧❡ ❬❇❇❙✾✾❛❪ ♦✉
❧❛ ❞✐✛ér❡♥t✐❡❧❧❡ ❞✬♦r❞r❡ s✉♣ér✐❡✉r ❬❑♥✉✾✺❪✳

✷✺



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❉✐st✐♥❣✉❡✉r ❧✐♥é❛✐r❡

❉❛♥s ✉♥ ❞✐st✐♥❣✉❡✉r ❧✐♥é❛✐r❡ ✭❝♦♠♠❡ ♠♦♥tré ❞❛♥s ❬❱❛✉✵✸❪✮✱ ❧❡ ❜✉t ❞❡ ❧✬❛❞✈❡rs❛✐r❡ ❡st ❞❡ tr♦✉✲
✈❡r ✉♥❡ r❡❧❛t✐♦♥ ❧✐♥é❛✐r❡ R t❡❧❧❡ q✉❡ ✿ ét❛♥t ❞♦♥♥é P = (P1, · · · , Pn) ❡t ❧❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts
❈ = (C1, · · · , Cn)✱ ✐❧ ❡①✐st❡ ✉♥ s♦✉s✲❡♥s❡♠❜❧❡ U ❞❡ u ✈❛❧❡✉rs t❡❧ q✉❡ ∀i ∈ U , a · Pi = b · Ci ❡t
✭u 6= n/2✮ ♦ù · ❞és✐❣♥❡ ❧❡ ♣r♦❞✉✐t s❝❛❧❛✐r❡ ✉s✉❡❧ ❞❡ {0, 1}n ❞❛♥s {0, 1}✳ ▲❛ ❝r②♣t❛♥❛❧②s❡ ❧✐♥é❛✐r❡
❛ été ✐♥tr♦❞✉✐t❡ ♣❛r ❍✳ ●✐❧❜❡rt ❡t ❆✳ ❚❛r❞②✲❈♦r❢❞✐r ❞❛♥s ❬❚❈●✾✶❪ ❝♦♥tr❡ ❧✬❛❧❣♦r✐t❤♠❡ ❋❊❆▲
♣✉✐s ❛♣♣❧✐q✉é❡ ♣❛r ▼✳ ▼❛ts✉✐ ❬▼❛t✾✸✱ ▼❛t✾✹❪ ❛✉ ❉❊❙✳ ▲✬❛✈❛♥t❛❣❡ ❞✉ ❞✐st✐♥❣✉❡✉r ❝♦rr❡s♣♦♥❞❛♥t
s✬é❝r✐t ✭✈♦✐r ❬❱❛✉✵✸❪✮ ✿

lim
n→∞

AdvKPAE (A)
n1/3

≤ 9.3

(

max(
1

2l − 1
, ELPC(a, b))

)1/3

♦ù 1
2l−1

❡st ❧❛ ❞✐str✐❜✉t✐♦♥ ✉♥✐❢♦r♠❡ s✉r {0, 1}l ❞❡ ❧❛ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ G ❡t ♦ù ELPC(a, b)

❡st ❧❛ ♠♦②❡♥♥❡ ♣r✐s❡ s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡s ❝❧és ❞❡ ❧❛ ✈❛❧❡✉r LPC ✿

ELPC(a, b) = EspK∈K(LP
EK (a, b)) ❛✈❡❝ LPEK (a, b) = (2 · Pr(a · P = b · CK(P ))− 1)2

❉✐st✐♥❣✉❡✉r ✐♥té❣r❛❧

❉❛♥s ✉♥ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ ❬❑❲✵✷✱ ❇❙✵✶❪✱ ❧❡ ❜✉t ❞❡ ❧✬❛❞✈❡rs❛✐r❡ ❡st ❞❡ tr♦✉✈❡r ✉♥❡ r❡❧❛t✐♦♥
R t❡❧❧❡ q✉❡ ✿ ét❛♥t ❞♦♥♥é ❧❡ ✜❧tr❡ h1(P) =

∫

S = (P1, P2, · · ·Pn) t❡❧ q✉❡ t♦✉s ❧❡s t❡①t❡s ❝❧❛✐rs
❛♣♣❛rt✐❡♥♥❡♥t à ✉♥ s♦✉s✲❡♥s❡♠❜❧❡ ♣❛rt✐❝✉❧✐❡r S✱ ❧✬❡♥s❡♠❜❧❡ ❝♦rr❡s♣♦♥❞❛♥t ❞❡ t❡①t❡s ❝❤✐✛rés ✈ér✐✜❡
∫

P∈S EK(P) = c ♦ù c ❡st ✉♥❡ ✈❛❧❡✉r ❝♦♥♥✉❡ ❡t ♦ù ❧❡ s②♠❜♦❧❡
∫

❞és✐❣♥❡ ✉♥❡ ❧♦✐ ♣❛rt✐❝✉❧✐èr❡
✭❤❛❜✐t✉❡❧❧❡♠❡♥t ❧✬❛❞❞✐t✐♦♥ ♦✉ ❧❛ ♠✉❧t✐♣❧✐❝❛t✐♦♥✮ s✉r ❧❛ str✉❝t✉r❡ ❛❧❣é❜r✐q✉❡ s♦✉s✲❥❛❝❡♥t❡ ✉t✐❧✐sé❡
♣❛r ❧❡ ❝❤✐✛r❡♠❡♥t✳ ❉❛♥s ❝❡ t②♣❡ ❞❡ ❞✐st✐♥❣✉❡✉r✱ ❧❛ ♣r♦❜❛❜✐❧✐té ❞✬♦❝❝✉rr❡♥❝❡ ❞✬✉♥❡ t❡❧❧❡ ♣r♦♣r✐été
❡st é❣❛❧❡ à ✶ ❡t ❧✬❡①✐st❡♥❝❡ ❞❡ ♣r♦♣r✐étés ✐♥té❣r❛❧❡s ♣♦✉r ✉♥ ❝❤✐✛r❡♠❡♥t ❞é♣❡♥❞ ❜❡❛✉❝♦✉♣ ❞❡ s❛
str✉❝t✉r❡✳

▲✬❛tt❛q✉❡ ❧❛ ♣❧✉s ❝é❧è❜r❡ ✉t✐❧✐s❛♥t ✉♥❡ ♣r♦♣r✐été ✐♥té❣r❛❧❡ r❡st❡ ❝❡❧❧❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ UK ❝♦♥tr❡
✻ t♦✉rs ❞❡ ❧✬❆❊❙ ♣r♦♣♦sé❡ ❞❛♥s ❧❛ s♦✉♠✐ss✐♦♥ ♦r✐❣✐♥❛❧❡ ❬❉❘✾✽❪ ✉t✐❧✐s❛♥t ❝♦♠♠❡ str✉❝t✉r❡ ❞❡ ❜❛s❡
❧❡ ❝♦r♣s ✜♥✐ s♦✉s✲❥❛❝❡♥t GF (28) ❡t ét❡♥❞✉❡ à ✽ t♦✉rs ❞❛♥s ❬❋❑▲+✵✶❪ ✉t✐❧✐s❛♥t ✉♥❡ ♣r♦♣r✐été
✐♥té❣r❛❧❡ ❞✐t❡ ❞✬♦r❞r❡ d = 4✱ ❝✬❡st✲à✲❞✐r❡✱ s✐ ✉♥ ♠♦t ♣❡✉t ♣r❡♥❞r❡ m ✈❛❧❡✉rs ❞❛♥s ✉♥❡ ♣r♦♣r✐été
✐♥té❣r❛❧❡ ❞✬♦r❞r❡ ✶ ❛❧♦rs ❧❛ ♣r♦♣r✐été ✐♥té❣r❛❧❡ ❞✬♦r❞r❡ d s❡r❛ ❝❡❧❧❡ ♦ù ✉♥ ♠♦t ♣❛rt✐❝✉❧✐❡r ♣r❡♥❞
t♦✉t❡s ❧❡s ✈❛❧❡✉rs ❡①❛❝t❡♠❡♥t md−1 ❢♦✐s✳ ❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ❝✐t❡r ❧❡s ❛tt❛q✉❡s à ❝❧és ✐♥❝♦♥♥✉❡s
❝♦♥tr❡ ❙◗❯❆❘❊ ❬❉❑❘✾✼❪ ♦✉ ❙❆❋❊❘ ❬❇❈❉✵✸❪ ❡t ❜✐❡♥ sûr ❧✬❛tt❛q✉❡ ✐♥té❣r❛❧❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ à
❝❧és ❝♦♥♥✉❡s ♣rés❡♥té❡ ❞❛♥s ❬❑❘✵✼❪✳

▲❡ ❧✐❡♥ ❡①✐st❛♥t ❡♥tr❡ ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s✱ ❞✐✛ér❡♥t✐❡❧❧❡s ❞✬♦r❞r❡ s✉♣ér✐❡✉r ❡t ♣r♦♣r✐étés
✐♥té❣r❛❧❡s ♥✬❡st ♣❛s ❜✐❡♥ ✜①é ❡t ❞é♣❡♥❞ ❞✉ ❝❤✐✛r❡♠❡♥t ✿ ❞❛♥s ❝❡rt❛✐♥s ❝❛s✱ ❧❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s
❝♦♥t✐❡♥♥❡♥t à ❧❛ ❢♦✐s ❞❡s ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s ❡t ❞❡s ❞✐✛ér❡♥t✐❡❧❧❡s ❞✬♦r❞r❡ s✉♣ér✐❡✉r ♠❛✐s
❢♦♥❝t✐♦♥♥❡♥t s♦✉✈❡♥t ♠♦✐♥s ❜✐❡♥ ❧♦rsq✉❡ ❧❡s ❝♦♠♣♦s❛♥ts ❞✉ ❝❤✐✛r❡♠❡♥t ♥❡ s♦♥t ♣❛s ❜✐❥❡❝t✐❢s✳

❆✜♥ s✬✐❧❧✉str❡r ❝❡ q✉✬❡st ✉♥ ❞✐st✐♥❣✉❡✉r ✉t✐❧✐s❛♥t ✉♥❡ ♣r♦♣r✐été ✐♥té❣r❛❧❡✱ ♥♦✉s ♣r❡♥❞r♦♥s ✐❝✐
❧❡ ❢❛♠❡✉① ❡①❡♠♣❧❡ ❞✉ ❝❤✐✛r❡♠❡♥t EK r❡♣rés❡♥t❛♥t tr♦✐s t♦✉rs ❞❡ ❧✬❆❊❙ ❬❉❘✾✽❪✳ ❙♦✐t h1(P) =
{Pi}255i=0 ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ✷✺✻ t❡①t❡s ❝❧❛✐rs ♣r❡♥❛♥t t♦✉t❡s ❧❡s ✈❛❧❡✉rs ♣♦ss✐❜❧❡s ❡♥tr❡ ✵ ❡t ✷✺✺ s✉r
✉♥ ♦❝t❡t ♣❛rt✐❝✉❧✐❡r ✭❞✐t ♦❝t❡t ❛❝t✐❢✮ ❡t ❝♦♥st❛♥t s✉r t♦✉s ❧❡s ❛✉tr❡s ♦❝t❡ts✳ ▲✬❡♥s❡♠❜❧❡ ❈ =
{Ci}255i=0 ❡st ❧✬❡♥s❡♠❜❧❡ ❞❡ t❡①t❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts ✐✳❡✳ ❈ = EK(P)✱ ♦ù ❧❡s Ci r❡♣rés❡♥t❡♥t
❧❛ ❝♦♥❝❛té♥❛t✐♦♥ ❞❡s ✶✻ ♦❝t❡ts ❞❡ s♦rt✐❡ ✿ Ci = Ci,0||Ci,1|| · · · ||Ci,15✳ ❆❧♦rs✱ ❧❛ r❡❧❛t✐♦♥ R(h1(P),❈)
❡st

⊕255
i=0Ci,j ♣♦✉r j = 0 · · · 15 ❛✈❡❝ P = {Pi}255i=0 ❡t ❈ = EK(h1(P)) t❡❧❧❡ q✉❡ s✐

⊕255
i=0Ci,j = 0

♣♦✉r j = 0 · · · 15✱ ❧❡ ❞✐st✐♥❣✉❡✉r r❡♥✈♦✐❡ ✶ ❀ s✐♥♦♥✱ ✐❧ r❡♥✈♦✐❡ ✵✳ ❙✐ EK ❡st ✐♠♣❧é♠❡♥té ❞❛♥s ❧❡
❞✐st✐♥❣✉❡✉r✱ ❧❛ ♣r♦❜❛❜✐❧✐té q✉❡ ❧❡ ❞✐st✐♥❣✉❡✉r r❡♥✈♦✐❡ ✶ ❡♥ t❡st❛♥t R(h1(P),❈) ❡st ✶✱ t❛♥❞✐s q✉❡
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✷✳✷✳ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣t❛♥❛❧②s❡

♣♦✉r ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ G✱ ❝❡tt❡ ♣r♦❜❛❜✐❧✐té ❡st 2−l✳ ❆✐♥s✐✱ ❆❞✈PRP✲CPA
EK ,G (A) = 1−2−l >>

ε✳

◆♦✉✈❡❧❧❡s ❢♦r♠❡s ❞✬❛tt❛q✉❡s

❆❧♦rs q✉❡ ❧❡s str❛té❣✐❡s ❝♦♥✈❡♥t✐♦♥♥❡❧❧❡s ❞❡ ❧❛ ❝r②♣t❛♥❛❧②s❡ t❡❧❧❡s q✉❡ ❧❡s ❞✐st✐♥❣✉❡✉rs ❞✐✛é✲
r❡♥t✐❡❧ ♦✉ ❧✐♥é❛✐r❡ ♣rés❡♥tés ♣ré❝é❞❡♠♠❡♥t ❝♦♥s✐❞èr❡♥t ❧✬❛♥❛❧②s❡ ❞✬✉♥❡ ✈❡rs✐♦♥ ré❞✉✐t❡ Ẽ ❞✬✉♥
❝❤✐✛r❡♠❡♥t E ❡♥ ✉♥ s❡✉❧ ♠♦r❝❡❛✉✱ ❞✬❛✉tr❡s str❛té❣✐❡s ❞✬❛tt❛q✉❡s ✉❧tér✐❡✉r❡s ❝♦♥s✐❞èr❡ q✉❡ ❧❡
❝❤✐✛r❡♠❡♥t Ẽ ♣❡✉t êtr❡ ♠♦❞é❧✐sé ❡♥ ❞❡✉① ♣❛rt✐❡s ✿ Ẽ = E1 ◦ E0✳ ❈✬❡st ❧❡ ❝❛s ♣❛r ❡①❡♠♣❧❡
❞❡s ❛tt❛q✉❡s ❞✐✛ér❡♥t✐❡❧❧❡✲❧✐♥é❛✐r❡ ❬▲❍✾✹❪✱ ♠✐ss✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❬❇❇❙✾✾❜❪✱ ❜♦♦♠❡r❛♥❣ ✭❛♠♣❧✐✜é✮
❬❲❛❣✾✾✱ ❑❑❙✵✶❪ ♦✉ ❞❡s t❡❝❤♥✐q✉❡s ✐♥s✐❞❡✲♦✉t ❬❲❛❣✾✾❪✳

P❧✉s ré❝❡♠♠❡♥t✱ ❞❡s t❡❝❤♥✐q✉❡s ❝♦♠♠❡ ❧❡s ❞✐st✐♥❣✉❡✉rs ♣❛r r❡❜♦♥❞ ❬▼❘❙❚✵✾❪ ♦✉ ❧❡s ❞✐s✲
t✐♥❣✉❡✉rs ✏❜✐❝❧✐q✉❡✑ ❬❇❑❘✶✶❪ ❝♦♥s✐❞èr❡♥t ✉♥ ❝❤✐✛r❡♠❡♥t ré❞✉✐t ❞é❝♦✉♣é ❡♥ tr♦✐s ♣❛rt✐❡s ✿ Ẽ =
Ec◦Eb◦Ea✳ ❈❡❧❛ s✐❣♥✐✜❡ q✉❡ ❝❤❛q✉❡ ♣❛rt✐❡ Ei ✭i ∈ {a, b, c}✮ ❡st ♣❧✉s ❝♦✉rt❡ q✉❡ ❧❡s Ej ✭j ∈ {0, 1}✮
♣ré❝é❞❡♥ts ❡t q✉❡ ❧❡ ♥♦♠❜r❡ ❞❡ ♣♦✐♥ts ♣❡r♠❡tt❛♥t ❞❡ ❞é❝♦✉♣❡r ✉♥ ❝❤✐✛r❡♠❡♥t ❡♥ ✸ ❛✉ ❧✐❡✉ ❞❡ ✷
♣❛rt✐❡s ❡st ❝❧❛✐r❡♠❡♥t ♣❧✉s ❣r❛♥❞✳

✷✳✷✳✸ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❑❑

❉❛♥s ❬▼PP✵✾❪ ✭❝❡t ❛rt✐❝❧❡ ❡st é❣❛❧❡♠❡♥t ♣rés❡♥té ❡♥ ❆♥♥❡①❡ ❆✮✱ ❛✈❡❝ ❘✳ P❤❛♥ ❡t ❇✳ P♦✉ss❡✱
♥♦✉s ❛✈♦♥s t❡♥té ❞❡ ❢♦r♠❛❧✐s❡r ❧❛ ♥♦t✐♦♥ ❞❡ ❞✐st✐♥❣✉❡✉r ♣♦✉r ❧❡ ♠♦❞è❧❡ ❑❑✳ ◆♦✉s ❧✬❛✈♦♥s ❞é✲
❝r✐t ❝♦♠♠❡ ✉♥ ❞✐st✐♥❣✉❡✉r ♥♦♥✲❛❞❛♣t❛t✐❢ à t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s✳ ❈❡ ❞✐st✐♥❣✉❡✉r ❡st ❞é❝r✐t
à ❧✬❛❧❣♦r✐t❤♠❡ ✷✳ ❉❛♥s ❝❡ ❝❛s✱ ❧✬♦r❛❝❧❡ O ✐♠♣❧é♠❡♥t❡ s♦✐t EK s♦✐t G ❛✈❡❝ ✉♥❡ ♣r♦❜❛❜✐❧✐té ✶✴✷✳
▲❛ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n) ❞é♣❡♥❞ ✐❝✐ ❞❡ ❧✬❡♥s❡♠❜❧❡ ❞❡s ✈❛❧❡✉rs ❞✬❡♥tré❡ P = (P1, · · · , Pn)
❡t ❞❡ ❧✬❡♥s❡♠❜❧❡ ❞❡s ✈❛❧❡✉rs ❞❡ s♦rt✐❡ ❝♦rr❡s♣♦♥❞❛♥t❡s ❈ = (C1, · · · , Cn) ❝❛❧❝✉❧é❡s à ♣❛rt✐r ❞✬✉♥
❡♥s❡♠❜❧❡ ❞❡ t❡①t❡s ❞✉ ♠✐❧✐❡✉ ♣❛rt✐❝✉❧✐❡r▼ = (M1, · · · ,Mn)✳ ❙✐ ✉♥❡ r❡❧❛t✐♦♥ ♣❛rt✐❝✉❧✐èr❡ R(P,❈)
q✉✐ ❞é✜♥✐t ❧❛ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n) ❡①✐st❡ ♣♦✉r ✉♥ ♥♦♠❜r❡ s✉✣s❛♥t ❞❡ ✈❛❧❡✉rs✱ ❧✬❛✈❛♥t❛❣❡ ❞✉
❞✐st✐♥❣✉❡✉r ♥♦♥✲❛❞❛♣t❛t✐❢ AdvPRP✲CMA

E (A) s❡r❛ ❛❧♦rs ♥♦♥✲♥é❣❧✐❣❡❛❜❧❡✳ ❈♦♠♠❡ ❧❡s ❞✐st✐♥❣✉❡✉rs
♣ré❝é❞❡♥ts✱ ❝❡ ❞✐st✐♥❣✉❡✉r ❞♦✐t ❢♦♥❝t✐♦♥♥❡r ♣♦✉r ✉♥❡ très ❣r❛♥❞❡ ♣❛rt✐❡ ❞❡s ❝❧és✳ ❉❛♥s ❧❡ ♠♦✲
❞è❧❡ à ❝❧és ❝♦♥♥✉❡s✱ ❧❡s ❢♦♥❝t✐♦♥s f1 ❡t f2 s♦♥t ♣✉❜❧✐q✉❡s ❝❛r ❡❧❧❡s ♥❡ ♣❡✉✈❡♥t ❡♥ ❛✉❝✉♥ ❝❛s êtr❡
❞é♣❡♥❞❛♥t❡s ❞❡ ❧❛ ❝❧é s✐♥♦♥ ❧❛ r❡❧❛t✐♦♥ R(·, ·) ❞❡✈✐❡♥t ✐♠♣♦ss✐❜❧❡ à ❝❛❧❝✉❧❡r ❡t ❞♦♥❝ à ✈ér✐✜❡r✳

❆❧❣♦r✐t❤♠ ✷ ❯♥ ❞✐st✐♥❣✉❡✉r ❣é♥ér✐q✉❡ ♥♦♥✲❛❞❛♣t❛t✐❢ à t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐ ❧✐♠✐té à n r❡q✉êt❡s
✭PRP✲CMA✮

P❛r❛♠ètr❡s ✿ ✉♥❡ ❝♦♠♣❧❡①✐té n✱ ✉♥❡ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n)

❖r❛❝❧❡ ✿ ✉♥ ♦r❛❝❧❡ O ✐♠♣❧é♠❡♥t❛♥t ❞❡✉① ❢♦♥❝t✐♦♥s ✐♥t❡r♥❡s f1 ✭r❡s♣✳ f2✮ ❞❡ ❧❛ ♣❡r♠✉t❛t✐♦♥ c q✉✐
♣r❡♥♥❡♥t ❡♥ ❡♥tré❡ ✉♥ t❡①t❡ ❞✉ ♠✐❧✐❡✉ ❡t ❝❛❧❝✉❧❡♥t ❧❡ t❡①t❡ ❝❧❛✐r ✭r❡s♣✳ ❝❤✐✛ré✮ ❝♦rr❡s♣♦♥❞❛♥t
❈❤♦✐s✐r ✉♥ ❡♥s❡♠❜❧❡ ❞❡ t❡①t❡s ❞✉ ♠✐❧✐❡✉ ▼ = (M1, · · · ,Mn)
❉❡♠❛♥❞❡r P = (P1, · · · , Pn) = (f1(M1), · · · , f1(Mn)) ❡t ❈ = (C1, · · · , Cn) =
(f2(M1), · · · , f2(Mn)) à O
❙✐ (P,❈) ∈ A(n) ❆❧♦rs
❙♦rt✐r ✶

❙✐♥♦♥
❙♦rt✐r ✵

❋✐♥ ❙✐

❈❡tt❡ ♥♦t✐♦♥ ♣❡r♠❡t ❞❡ ❝❛♣t✉r❡r ❝❡❧❧❡ ❞é✜♥✐❡ ❞❛♥s ❬❑❘✵✼❪ ❝❛r s✬✐❧ ❡①✐st❡ ✉♥ ❞✐st✐♥❣✉❡✉r ❞✬❛✈❛♥✲
t❛❣❡ ♥♦♥✲♥é❣❧✐❣❡❛❜❧❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ ♣ré❝é❞❡♥t ❛❧♦rs ✐❧ ❢♦✉r♥✐t ✉♥❡ ♣r♦♣r✐été ♣❛rt✐❝✉❧✐èr❡ ❧✐❛♥t ❧❡s
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❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❝♦✉♣❧❡s ❞✬❡♥tré❡s✴s♦rt✐❡s ❞✉ ❝❤✐✛r❡♠❡♥t ❛②❛♥t ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ s❡ ♣r♦❞✉✐r❡ s✐❣♥✐✜❝❛t✐✈❡♠❡♥t
❞✐✛ér❡♥t❡ ❞❡ ❧❛ ♣r♦❜❛❜✐❧✐té ✉♥✐❢♦r♠❡✳ ❈❡tt❡ ♥♦t✐♦♥ ♣❡r♠❡t ❛✉ss✐ ❞❡ ❢♦r♠❛❧✐s❡r ❧❡s ❞✐st✐♥❣✉❡✉rs
✉t✐❧✐sés ❞❛♥s ❬▼P❘❙✵✾✱ ●P✶✵❪ ♦ù s♦♥t ♣rés❡♥té❡s ❞❡s ❛tt❛q✉❡s ♣❛r r❡❜♦♥❞ ❝♦♥tr❡ ❞❡s ❝❤✐✛r❡✲
♠❡♥ts ♣❛r ❜❧♦❝s ❞❛♥s ❧❡ ♠♦❞è❧❡ ❑❑ ❡t ❝♦♥tr❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥ ✉t✐❧✐sé❡s ❞❛♥s ❞❡s
s♦✉♠✐ss✐♦♥s ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸ ♦ù✱ ❞❛♥s ❧❡ ♠♦❞❡ ❉❛✈✐❡s✲▼❡②❡r✱ ❧❛ ❝❧é ✭✐✳❡✳ ❧❡ ♠❡ss❛❣❡✮
❡st ❝♦♥♥✉❡✳ P♦✉r ♣❧✉s ❞❡ ❞ét❛✐❧s ❝♦♥❝❡r♥❛♥t à ❧❛ ❢♦✐s ✉♥❡ ❞✐s❝✉ss✐♦♥ ♣❧✉s ❛♣♣r♦❢♦♥❞✐❡ s✉r ❝❡tt❡
♥♦t✐♦♥ ❡t ❧❡ ❧✐❡♥ ❛✈❡❝ ❧❛ ✏❝♦rr❡❧❛t✐♦♥ ✐♥tr❛❝t❛❜✐❧✐t②✑ ❞é✜♥✐❡ ♣❛r ❈❛♥❡tt✐ ❡t ❛❧✳ ❞❛♥s ❬❈●❍✵✹❪✱ ♥♦✉s
r❡♥✈♦②♦♥s ❧❡ ❧❡❝t❡✉r à ❧✬❆♥♥❡①❡ ❆ ♦✉ à ❬▼PP✵✾❪✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❧❡s ❞✐st✐♥❣✉❡✉rs à ❝❧és
❝♦♥♥✉❡s ✐❞❡♥t✐✜és à ❝❡ ❥♦✉r ♣❡✉✈❡♥t êtr❡ ❝♦♥✈❡rt✐s ❡♥ ✉♥ ❞✐st✐♥❣✉❡✉r ❞❡ ❝❡tt❡ ❢♦r♠❡✳

◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡✱ ❝♦♠♠❡ r❡♠❛rq✉é ❞❛♥s ❬❙❨✶✶❪✱ ❧❡ ❞✐st✐♥❣✉❡✉r ❞é✈❡❧♦♣♣é ✐❝✐ ♥✬❡st ♣❛s
s✉✣s❛♠♠❡♥t ♣ré❝✐s ♣♦✉r ♣♦✉✈♦✐r tr❛♥s❢♦r♠❡r ✉♥❡ ❛tt❛q✉❡ à ❝❧és ❝♦♥♥✉❡s ❝♦♥tr❡ ✉♥ ❝❤✐✛r❡♠❡♥t
♣❛r ❜❧♦❝s ❡♥ ✉♥❡ ❛tt❛q✉❡ ❛✉tr❡ q✉✬✉♥❡ ❛tt❛q✉❡ ♣❛r ❞✐st✐♥❣✉❡✉r s✉r ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✱
❝✬❡st✲à✲❞✐r❡ q✉✬✐❧ ❡st ✐♠♣♦ss✐❜❧❡ ❡♥ ❧✬ét❛t ❛❝t✉❡❧ ❞❡ ❞é❞✉✐r❡ ❞❡ ❝❡ ♠♦❞è❧❡ ✉♥❡ ❛tt❛q✉❡ ♣❛r ❝♦❧❧✐s✐♦♥s
♦✉ ♣❛r ♣r❡✐♠❛❣❡✳

✷✳✷✳✹ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❘❑❑

❉❛♥s ❬▼P❪✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❞é✜♥✐ ✉♥ ♥♦✉✈❡❛✉ ♠♦❞è❧❡ ❞✬❛❞✈❡rs❛✐r❡ ♣♦✉r ✉♥ t②♣❡ ♣❛rt✐✲
❝✉❧✐❡r ❞❡ ❞✐st✐♥❣✉❡✉r q✉❡ ♥♦✉s ❛♣♣❡❧♦♥s ❞✐st✐♥❣✉❡✉r ❘❑❑✳ ▲❡ ♣r✐♥❝✐♣❡ ❣é♥ér❛❧ ❞❡ ❝❡ ❞✐st✐♥❣✉❡✉r
❡st ❞❡ ❝♦♠❜✐♥❡r ❞❡s ❝❧és ❧✐é❡s ❛✈❡❝ ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s ❛✜♥ ❞❡ ❝♦♥str✉✐r❡ ❞❡s ♣r♦♣r✐é✲
tés ♣❡r♠❡tt❛♥t ❞❡ ♠♦♥t❡r ❞❡s ❛tt❛q✉❡s ❝♦♥tr❡ ❞❡s ❝❤✐✛r❡♠❡♥ts ♣❛r ❜❧♦❝s ♦✉ ❞❡s ❢♦♥❝t✐♦♥s ❞❡
❝♦♠♣r❡ss✐♦♥ q✉❛♥❞ ❧❛ ❝❧é ❡st ❧❡ ♠❡ss❛❣❡✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ✐❧ s✬❛❣✐t ✐❝✐✱ ét❛♥t ❞♦♥♥é ✉♥❡ ❝❧é
❝♦♥♥✉❡ ❞♦♥♥é❡ K✱ ❞❡ ❝❛❧❝✉❧❡r ✉♥ s♦✉s✲❡♥s❡♠❜❧❡ ♣❛rt✐❝✉❧✐❡r ❞❡ ❝❧és ❑ ❞é♣❡♥❞❛♥t ❞❡ ❧❛ ❝❧é K ❡t ❞❡
❝♦♥str✉✐r❡ à ♣❛rt✐r ❞❡ t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❞é♣❡♥❞❛♥t ❞✉ s♦✉s✲❡♥s❡♠❜❧❡ ❝❤♦✐s✐ ❑ ❧❡s ❡♥s❡♠❜❧❡s ❞✬❡♥✲
tré❡s✴s♦rt✐❡s ❝♦rr❡s♣♦♥❞❛♥ts r❡❧✐és ❡♥s❡♠❜❧❡ ♣❛r ✉♥❡ r❡❧❛t✐♦♥ R✳ ❈❡❧❧❡✲❝✐ ♣❡r♠❡t ❞❡ ❞✐st✐♥❣✉❡r
❧❡ s♦✉s✲❡♥s❡♠❜❧❡ ❝réé ❞✬✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ♦♥ ❞✐st✐♥❣✉❡ ✉♥❡ ❢❛♠✐❧❧❡
♣❛rt✐❝✉❧✐èr❡ ❞❡ ♣❡r♠✉t❛t✐♦♥s ❝♦♥str✉✐t❡s ❞✬✉♥❡ ❢❛♠✐❧❧❡ ❞❡ ♣❡r♠✉t❛t✐♦♥s ❛❧é❛t♦✐r❡s✳ ❈❡ ❞✐st✐♥❣✉❡✉r
❡st ❞é❝r✐t à ❧✬❛❧❣♦r✐t❤♠❡ ✸✳ ▲✬♦r❛❝❧❡ ✉t✐❧✐s❡ ❧❡s ❝❧és ❡t ❧❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❢♦✉r♥✐s ♣❛r ❧✬❛❞✈❡rs❛✐r❡
❞❛♥s ✉♥❡ ♦✉ ❞❡✉① ❞✐r❡❝t✐♦♥s ❛✜♥ ❞❡ ♣r♦❞✉✐r❡ ❧❡s t❡①t❡s ❝❧❛✐rs ❡t✴♦✉ ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts✳

❆❧❣♦r✐t❤♠ ✸ ❯♥ ❞✐st✐♥❣✉❡✉r ❣é♥ér✐q✉❡ ♥♦♥✲❛❞❛♣t❛t✐❢ à ❝❧és r❡❧✐é❡s ❝♦♥♥✉❡s ❡t à t❡①t❡s ❞✉ ♠✐❧✐❡✉
❝❤♦✐s✐s ❧✐♠✐té à n r❡q✉êt❡s ✭PRP✲RKCMA✮

P❛r❛♠ètr❡s ✿ ✉♥❡ ❝♦♠♣❧❡①✐té n✱ ✉♥❡ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n)

❖r❛❝❧❡ ✿ ✉♥ ♦r❛❝❧❡ O ✐♠♣❧é♠❡♥t❛♥t ❞❡✉① ❢♦♥❝t✐♦♥s ✐♥t❡r♥❡s f1 ✭r❡s♣✳ f2✮ ❞❡ ❧❛ ♣❡r♠✉t❛t✐♦♥ c q✉✐
♣r❡♥♥❡♥t ❡♥ ❡♥tré❡ ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❡t ❝❛❧❝✉❧❡ ❧❡s t❡①t❡s ❝❧❛✐rs ✭r❡s♣✳ ❝❤✐✛rés✮ ❝♦rr❡s♣♦♥❞❛♥ts

❆ ♣❛rt✐r ❞❡ ❧❛ ❝❧é ❝♦♥♥✉❡ K✱ ❝♦♥str✉✐r❡ ❞❡s ❝❧és ♣❛rt✐❝✉❧✐èr❡s ❑ = (K1, · · · ,Km) ❡t ❞❡s t❡①t❡s
❞✉ ♠✐❧✐❡✉ ♣❛rt✐❝✉❧✐❡rs ▼ = (M1, · · · ,Mn)
❉❡♠❛♥❞❡rP = (P1, · · · , Pnm) = (f1(K1,M1), · · · , f1(K1,Mn), · · · , f1(Km,M1), · · · ✱f1(Km,Mn))
❡t ❈ = (C1, · · · , Cnm) = (f2(K1,M1), · · · , f2(K1,Mn), · · · , f2(Km,M1, · · · ✱f2(Km,Mn)) à O
❙✐ (P,❈) ∈ A(n) ❆❧♦rs
❙♦rt✐r ✶

❙✐♥♦♥
❙♦rt✐r ✵

❋✐♥ ❙✐

❈♦♠♠❡ ❞❛♥s ❧❡ ❝❛s ❞✉ ❞✐st✐♥❣✉❡✉r à ❝❧és ❝♦♥♥✉❡s✱ ❧❡s ❢♦♥❝t✐♦♥s f1 ❡t f2 s♦♥t ♣✉❜❧✐q✉❡s
❡t ✐♥❞é♣❡♥❞❛♥t❡s ❞❡ ❧❛ ❝❧é✳ ❈❡tt❡ ♥♦t✐♦♥ ❡st très ♣r♦❝❤❡ ❞❡ ❝❡❧❧❡ ✉t✐❧✐sé❡ ♣♦✉r ❧❡ ❞✐st✐♥❣✉❡✉r

✷✽



✷✳✷✳ ❈❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ✿ ♥♦✉✈❡❛✉① ♣❛r❛❞✐❣♠❡s ♣♦✉r ❧❛ ❝r②♣t❛♥❛❧②s❡

❝♦rr❡s♣♦♥❞❛♥t à ❧❛ ♣r❡♠✐èr❡ ❛tt❛q✉❡ ❞❡ ❬❇❑◆✵✾❪ ♦ù ❧❡s ❛✉t❡✉rs ❝❤♦✐s✐ss❡♥t ✉♥ ❡♥s❡♠❜❧❡ ♣❛rt✐❝✉❧✐❡r
❞❡ ❝❧és r❡❧✐é❡s ❡t ❞❡s t❡①t❡s ❝❧❛✐rs ❝❤♦✐s✐s ♣♦✉r ❧❡✉rs ❜♦♥♥❡s ♣r♦♣r✐étés ❞✐✛ér❡♥t✐❡❧❧❡s ❛✜♥ ❞✬♦❜t❡♥✐r
❞❡s s♦♠♠❡s ♥✉❧❧❡s s✉r ❧❡s t❡①t❡s ❝❧❛✐rs ❡t ❧❡s t❡①t❡s ❝❤✐✛rés ❛✐♥s✐ ♦❜t❡♥✉s✳ ❈❡♣❡♥❞❛♥t✱ ❝❡tt❡
♣r❡♠✐èr❡ ❛tt❛q✉❡ ♥❡ ❢♦♥❝t✐♦♥♥❡ q✉❡ s✉r ✉♥ ❡♥s❡♠❜❧❡ ré❞✉✐t ❞❡ ❝❧és ❞♦♥❝ ❞❡s ❝❧és ❢❛✐❜❧❡s✱ t❛♥❞✐s
q✉❡ ❧❛ ❞❡✉①✐è♠❡ ❛tt❛q✉❡ ❡st ✉♥❡ ❛tt❛q✉❡ à ❝❧és r❡❧✐é❡s ❝❧❛ss✐q✉❡ ❝♦♠♠❡ ❝❡❧❧❡s ❞é❝r✐t❡s ❞❛♥s
❬❇❑✵✾❪✳

✷✳✷✳✺ ❉✐st✐♥❣✉❡✉rs ❞❛♥s ❧❡ ♠♦❞è❧❡ ❈❑

❉❛♥s ❬▼P❪✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t t❡♥té ❞❡ ❞é✜♥✐r ❧❡ ❞✐st✐♥❣✉❡✉r ✉t✐❧✐sé ❞❛♥s ❧❛ ❞❡✉①✐è♠❡
❛tt❛q✉❡ ♣rés❡♥té❡ ❞❛♥s ❬❇❑◆✵✾❪✳ ❈❡❧✉✐✲❝✐ ❡st ♣rés❡♥té à ❧✬❛❧❣♦r✐t❤♠❡ ✹✳ ▲❡ ♣r✐♥❝✐♣❡ ❣é♥ér❛❧ ❡st
❞❡ ❝♦♠❜✐♥❡r ❞❛♥s ❝❡ ❝❛s ❞❡s ❝❧és r❡❧✐é❡s ❝❤♦✐s✐❡s ❡t ❞❡s t❡①t❡s ❝❧❛✐rs ♦✉ ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s ❛✜♥ ❞❡
❝♦♥str✉✐r❡ ❞❡s ♣r♦♣r✐étés ♣❛rt✐❝✉❧✐èr❡s ♣❡r♠❡tt❛♥t ❞❡ ♠♦♥t❡r ❞❡s ❛tt❛q✉❡s ❝♦♥tr❡ ❞❡s ❛❧❣♦r✐t❤♠❡s
❡♥ ❝♦♥s✐❞ér❛♥t q✉✬✐❧s s♦♥t ✉t✐❧✐sés ❝♦♠♠❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✳ ❉❛♥s ❬❇❑◆✵✾❪✱ ❧❡s ❛✉t❡✉rs
❝❤♦✐s✐ss❡♥t ❞❡s ❝❧és ♣❛rt✐❝✉❧✐èr❡s ❡t ❞❡s t❡①t❡s ❝❧❛✐rs ♣❛rt✐❝✉❧✐❡rs ❛✈❡❝ ❞❡ ❜♦♥♥❡s ♣r♦♣r✐étés ❞✐✛é✲
r❡♥t✐❡❧❧❡s ❛✜♥ ❞✬♦❜t❡♥✐r ❞❡s s♦♠♠❡s ♥✉❧❧❡s s✉r ❧❡s t❡①t❡s ❝❧❛✐rs ❡t ❧❡s t❡①t❡s ❝❤✐✛rés✳ ❈❡tt❡ ❛tt❛q✉❡
❝♦♥❞✉✐t à ✉♥ ❞✐st✐♥❣✉❡✉r ❝♦♠♣❧❡t s✉r ❧❡s ✶✹ t♦✉rs ❞❡ ❧✬❆❊❙✲✷✺✻✳

❉❛♥s ❧✬❛❧❣♦r✐t❤♠❡ ✹✱ ♥♦✉s ❞é✜♥✐ss♦♥s ❧❡ ❞✐st✐♥❣✉❡✉r ✉t✐❧✐sé ❝♦♠♠❡ ét❛♥t ✉♥ ❞✐st✐♥❣✉❡✉r ♥♦♥✲
❛❞❛♣t❛t✐❢ à ❝❧és ❝❤♦✐s✐❡s ❡t à t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s✳ ▲✬♦r❛❝❧❡ ✉t✐❧✐s❡ ❧❡s ❝❧és ❡t ❧❡s t❡①t❡s ❞✉
♠✐❧✐❡✉ ❝❤♦✐s✐s ♣❛r ❧✬❛❞✈❡rs❛✐r❡ ❞❛♥s ✉♥❡ ♦✉ ❞❡✉① ❞✐r❡❝t✐♦♥s ❛✜♥ ❞❡ ♣r♦❞✉✐r❡ ❧❡s t❡①t❡s ❝❧❛✐rs ❡t✴♦✉
❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts✳

❆❧❣♦r✐t❤♠ ✹ ❯♥ ❞✐st✐♥❣✉❡✉r ❣é♥ér✐q✉❡ ♥♦♥✲❛❞❛♣t❛t✐❢ à ❝❧és r❡❧✐é❡s ❝❤♦✐s✐❡s ❡t à t❡①t❡s ❞✉ ♠✐❧✐❡✉
❝❤♦✐s✐s ❧✐♠✐té à n r❡q✉êt❡s ✭PRP✲CKCMA✮

P❛r❛♠ètr❡s ✿ ✉♥❡ ❝♦♠♣❧❡①✐té n✱ ✉♥❡ ré❣✐♦♥ ❞✬❛♣♣r♦❜❛t✐♦♥ A(n)

❖r❛❝❧❡ ✿ ✉♥ ♦r❛❝❧❡ O ✐♠♣❧é♠❡♥t❛♥t ❞❡✉① ❢♦♥❝t✐♦♥s ✐♥t❡r♥❡s f1 ✭r❡s♣✳ f2✮ ❞❡ ❧❛ ♣❡r♠✉t❛t✐♦♥ c q✉✐
♣r❡♥♥❡♥t ❡♥ ❡♥tré❡ ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❡t ❝❛❧❝✉❧❡ ❧❡s t❡①t❡s ❝❧❛✐rs ✭r❡s♣✳ ❝❤✐✛rés✮ ❝♦rr❡s♣♦♥❞❛♥ts

❈❛❧❝✉❧❡r ❞❡s ❝❧és ♣❛rt✐❝✉❧✐èr❡s ❑ = (K1, · · · ,Km) ❡t ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ♣❛rt✐❝✉❧✐❡rs ▼ =
(M1, · · · ,Mn)
❉❡♠❛♥❞❡rP = (P1, · · · , Pnm) = (f1(K1,M1), · · · , f1(K1,Mn), · · · , f1(Km,M1, · · · , f1(Km,Mn))
❡t ❈ = (C1, · · · , Cnm) = (f2(K1,M1), · · · , f2(K1,Mn), · · · , f2(Km,M1, · · · , f2(Km,Mn)) à O

❙✐ (P,❈) ∈ A(n) ❆❧♦rs
❙♦rt✐r ✶

❙✐♥♦♥
❙♦rt✐r ✵

❋✐♥ ❙✐

❉❛♥s ❧✬❛tt❛q✉❡ ♣r♦♣♦sé❡ ❞❛♥s ❬❇❑◆✵✾❪✱ ❧❛ ❢♦♥❝t✐♦♥ f1 ❡st ❡♥ ❢❛✐t ❧✬✐❞❡♥t✐té ❝❡ q✉✐ ❡st ✉♥ ❝❛s
♣❛rt✐❝✉❧✐❡r ❞✉ ❞✐st✐♥❣✉❡✉r ♣rés❡♥té ✐❝✐✳

✷✳✷✳✻ ❊①❡♠♣❧❡s ❞✬❛♣♣❧✐❝❛t✐♦♥

❘✐❥♥❞❛❡❧

▲❛ ❢❛♠✐❧❧❡ ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❘✐❥♥❞❛❡❧✲b ♣❡✉t êtr❡ ❝♦♥s✐❞éré❡ ❝♦♠♠❡ ❝❡❧❧❡ ❝♦♥st✐t✉é❡
❞❡s ❣r❛♥❞s ❢rèr❡s ❞❡ ❧✬❆❊❙✳ ❊♥ ❡✛❡t✱ ❞❛♥s ❧❛ s♦✉♠✐ss✐♦♥ ✐♥✐t✐❛❧❡ ❛✉ ◆■❙❚ ❬❉❘✾✽❪✱ ❧❛ ❢❛♠✐❧❧❡
❞❡ ❝❤✐✛r❡♠❡♥ts ♣r♦♣♦sé❡ ét❛✐t ❝♦♥st✐t✉é❡ ❞❡ ❘✐❥♥❞❛❡❧✲✶✷✽ ❞❡✈❡♥✉ ❧✬❆❊❙ ❬❋■P✵✶❪ ❡t ❞❡ ✹ ❛✉tr❡s

✷✾



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

✈❡rs✐♦♥s ❘✐❥♥❞❛❡❧✲✶✻✵✱ ❘✐❥♥❞❛❡❧✲✶✾✷✱ ❘✐❥♥❞❛❡❧✲✷✷✹ ❡t ❘✐❥♥❞❛❡❧✲✷✺✻ ❬❉❘✵✷❪ q✉✐ ♣r❡♥❛✐❡♥t ❡♥ ❡♥tré❡
❞❡s ❜❧♦❝s ❞❡ t❛✐❧❧❡s r❡s♣❡❝t✐✈❡s ✶✻✵✱ ✶✾✷✱ ✷✷✹ ❡t ✷✺✻ ❜✐ts✱ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ t♦✉r ❡❧❧❡✲♠ê♠❡ ❡t ❧❡
❝❛❞❡♥❝❡♠❡♥t ❞❡ ❝❧é ét❛♥t très ♣❡✉ ♠♦❞✐✜és✱ s❡✉❧ ❝❤❛♥❣❡ ❧❡ ♥♦♠❜r❡ ❞✬ét❛❣❡s✳

❉❛♥s ✉♥ ♣r❡♠✐❡r t❡♠♣s✱ ♥♦✉s ❛✈♦♥s ❞♦♥❝ ❝❤❡r❝❤é ❞❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s s✉r ✹ ♦✉ ✺ ét❛❣❡s ❞❡
❝❤❛❝✉♥❡ ❞❡s ✈❡rs✐♦♥s ❞❡ ❘✐❥♥❞❛❡❧ ❛②❛♥t ❞❡ ♠❡✐❧❧❡✉r❡s ❝♦♠♣❧❡①✐tés q✉❡ ❝❡❧❧❡ s✉r ✹ t♦✉rs ❞❡ ❧✬❆❊❙
♥é❝❡ss✐t❛♥t 232 ❝❧❛✐rs ❛✈❡❝ ✹ ♦❝t❡ts ❛❝t✐❢s ❡t 232 ❝❛❧❝✉❧s ❛✜♥ ❞❡ ♣r♦❞✉✐r❡ ❧❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts
❞♦♥t ❧❛ s♦♠♠❡ ♣♦✉r ❝❤❛q✉❡ ♦❝t❡t ♣r✐s❡ s✉r ❧❡s 232 ✈❛❧❡✉rs ❞✬❡♥tré❡ ❡st ♥✉❧❧❡✳ P❛r♠✐ t♦✉t❡s ❝❡❧❧❡s
q✉❡ ♥♦✉s ❛✈♦♥s ♦❜t❡♥✉❡s✱ ♦♥ ♣❡✉t ❝✐t❡r ✐❝✐ ❝❡❧❧❡ s✉r ✺ t♦✉rs ❞❡ ❘✐❥♥❞❛❡❧✲✷✺✻ q✉✐ ✉t✐❧✐s❡ 232 ❝❧❛✐rs ❡t
232 ❝❛❧❝✉❧s ❡t q✉✐ ❛❜♦✉t✐t à ❞❡s s♦♠♠❡s ♥✉❧❧❡s ❡♥ s♦rt✐❡ s✉r ✽ ♦❝t❡ts✳ ❈❡tt❡ ♣r❡♠✐èr❡ ♣r♦♣r✐été ♥♦✉s
❛ ♣❡r♠✐s ❞❡ ♠♦♥t❡r ✉♥❡ ❛tt❛q✉❡ à ❝❧és ✐♥❝♦♥♥✉❡s ❞é❝r✐t❡ ❞❛♥s ❬●▼✵✽❪ ❝♦♥tr❡ ✾ t♦✉rs ❞❡ ❘✐❥♥❞❛❡❧✲
✷✺✻ s♦✉s ✉♥❡ ❝❧é ❞❡ ✶✾✷ ❜✐ts ❡t ♥é❝❡ss✐t❛♥t 2128−2119 t❡①t❡s ❝❧❛✐rs ❝❤♦✐s✐s ♣♦✉r ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡
2188 ❝❤✐✛r❡♠❡♥ts✳ ▲❡s ❛✉tr❡s ❛tt❛q✉❡s à ❝❧és ✐♥❝♦♥♥✉❡s ❝♦♥tr❡ ❧❡s ❞✐✛ér❡♥t❡s ✈❛r✐❛♥t❡s ❞❡ ❘✐❥♥❞❛❡❧
s♦♥t ❞é❝r✐t❡s ❞❛♥s ❬▼P✵✾❪✳

❉❛♥s ✉♥ ❞❡✉①✐è♠❡ t❡♠♣s ❛✜♥ ❞❡ ♣♦✉✈♦✐r ♠♦♥t❡r ❞❡s ❛tt❛q✉❡s à ❝❧és ❝♦♥♥✉❡s ❝♦♥tr❡ ❧❡s
❞✐✛ér❡♥t❡s ✈❡rs✐♦♥s ❞❡ ❘✐❥♥❞❛❡❧✱ ♥♦✉s ❛✈♦♥s ❝❤❡r❝❤é ❞❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s s✉r ❧❡ ❝❤✐✛r❡♠❡♥t
✐♥✈❡rs❡✳ ▲❛ ♣r♦♣r✐été ❞❡ ❜❛s❡ ❝♦♥❝❡r♥❛♥t ❧✬❆❊❙ ❡t ✉t✐❧✐sé❡ ❞❛♥s ❬❑❘✵✼❪ ❡st ❝♦♥st✐t✉é❡ ❞❡ ✸ ét❛❣❡s
❡♥ s❡♥s ✐♥✈❡rs❡ ❡t ♥é❝❡ss✐t❡ 232 ❝❧❛✐rs ❛✈❡❝ ✹ ♦❝t❡ts ❛❝t✐❢s ❡t 232 ❝❛❧❝✉❧s ❛✜♥ ❞❡ ♣r♦❞✉✐r❡ ❧❡s
❞é❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts ❞♦♥t ❧❛ s♦♠♠❡ ♣♦✉r ❝❤❛q✉❡ ♦❝t❡t ♣r✐s❡ s✉r ❧❡s 232 ✈❛❧❡✉rs ❞✬❡♥tré❡ ❡st
♥✉❧❧❡✳ ■❧ ❡st à ♥♦t❡r q✉❡ ❝✬❡st ❡♥ ❝♦♠❜✐♥❛♥t ❧❛ ♣r♦♣r✐été s✉r ✹ t♦✉rs ❞❡ ❧✬❆❊❙ ❡♥ s❡♥s ❞✐r❡❝t ❡t
❝❡❧❧❡ s✉r ✸ t♦✉rs ❞❡ ❧✬❆❊❙ ❡♥ s❡♥s ✐♥❞✐r❡❝t q✉❡ ▲✳ ❑♥✉❞s❡♥ ❡t ❱✳ ❘✐❥♠❡♥ ❞❛♥s ❬❑❘✵✼❪ ♦❜t✐❡♥♥❡♥t
✉♥ ❞✐st✐♥❣✉❡✉r à ❝❧és ❝♦♥♥✉❡s s✉r ✼ t♦✉rs ❞❡ ❧✬❆❊❙ ♥é❝❡ss✐t❛♥t 256 t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❡t 256 ❝❛❧❝✉❧s✳
▲❛ r❡❧❛t✐♦♥ R ❧✐❛♥t ❧❡s t❡①t❡s ❝❧❛✐rs ❡t ❧❡s t❡①t❡s ❝❤✐✛rés ❡st t❡❧❧❡ q✉❡ ❧❛ s♦♠♠❡ ♣♦✉r ❝❤❛q✉❡
♦❝t❡t ♣r✐s❡ s✉r ❧❡s 256 ✈❛❧❡✉rs ❞❡ t❡①t❡s ❝❧❛✐rs ✭❣é♥éré❡s à ♣❛rt✐r ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s✮
❡t ❧❛ s♦♠♠❡ ♣♦✉r ❝❤❛q✉❡ ♦❝t❡t ♣r✐s❡ s✉r ❧❡s 256 ✈❛❧❡✉rs ❞❡ t❡①t❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts s♦♥t
♥✉❧❧❡s✳ ▲❛ ❝♦♠♣❧❡①✐té ♣♦✉r ♦❜t❡♥✐r ✉♥❡ t❡❧❧❡ str✉❝t✉r❡ ♣♦✉r ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ ♣❡✉t êtr❡
❛♣♣r♦①✐♠é❡ ♣❛r ❧❡ ✏k✲s✉♠ ♣r♦❜❧❡♠✑ ❞é❝r✐t ❞❛♥s ❬❲❛❣✵✷❪ ❡t ❡st ❞❡ 258 ❝❛❧❝✉❧s✳

◆♦✉s ❛✈♦♥s tr♦✉✈é q✉❡ ♣♦✉r ❘✐❥♥❞❛❡❧✲✷✺✻✱ ✐❧ ❡st ♣♦ss✐❜❧❡ ❞✬♦❜t❡♥✐r ✉♥❡ ♣r♦♣r✐été ✐♥té❣r❛❧❡ s✉r
✸ t♦✉rs ❞✉ ❝❤✐✛r❡♠❡♥t ✐♥✈❡rs❡ ♥é❝❡ss✐t❛♥t 216 t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❡t 216 ❝❛❧❝✉❧s ❛❜♦✉t✐ss❛♥t à ❞❡s
s♦♠♠❡s ♥✉❧❧❡s ❡♥ ❡♥tré❡ s✉r ✷✽ ♦❝t❡ts✳ ✐❧ ❡st ❛✐♥s✐ ♣♦ss✐❜❧❡ ❞❡ ♠♦♥t❡r ✉♥ ❞✐st✐♥❣✉❡✉r à ❝❧és ❝♦♥♥✉❡s
❝♦♥tr❡ ✽ t♦✉rs ❞❡ ❘✐❥♥❞❛❡❧✲✷✺✻ ❡♥ ✉t✐❧✐s❛♥t 240 t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡
240 ❝❤✐✛r❡♠❡♥ts✱ ❧❛ r❡❧❛t✐♦♥ R à ✈ér✐✜❡r ét❛♥t ❧❛ ♠ê♠❡ q✉❡ ♣ré❝é❞❡♠♠❡♥t ✿ ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥
❞❡s ✷✹ ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ♣r✐s❡ s✉r ❧❡s 240 ✈❛❧❡✉rs ❞❡ t❡①t❡s ❝❧❛✐rs ✭❣é♥éré❡s à ♣❛rt✐r ❞❡s t❡①t❡s
❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s✮ ❡t ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥ ❞❡s ✽ ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ♣r✐s❡ s✉r ❧❡s 240 ✈❛❧❡✉rs ❞❡
t❡①t❡s ❝❤✐✛rés ❝♦rr❡s♣♦♥❞❛♥ts s♦♥t ♥✉❧❧❡s✳ ◆♦✉s ♦❜t❡♥♦♥s ❞❡s ❞✐st✐♥❣✉❡✉rs ❞✉ ♠ê♠❡ t②♣❡ ❛✈❡❝
❞❡s ❝♦♠♣❧❡①✐tés s✉♣ér✐❡✉r❡s ♣♦✉r ❧❡s ❛✉tr❡s ✈❡rs✐♦♥s ❞❡ ❘✐❥♥❞❛❡❧✳ ❈❡s rés✉❧t❛ts ♦♥t été ♣rés❡♥tés
à ❧❛ ❝♦♥❢ér❡♥❝❡ ❆❢r✐❝❛❝r②♣t ✷✵✵✾ ❬▼PP✵✾❪ ❡t s♦♥t ❞♦♥♥és ❡♥ ❆♥♥❡①❡ ❆✳

❊♥ ❝♦♥❝❧✉s✐♦♥ ❞❡ ❝❡tt❡ ét✉❞❡✱ ✐❧ s❡♠❜❧❡ q✉❡ t❛♥t q✉❡ ❧❡ ♥♦♠❜r❡ ❞✬❛♣♣❧✐❝❛t✐♦♥s ❞❡ ❧❛ ♣❛rt✐❡
❧✐♥é❛✐r❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ♦r✐❡♥té ♠♦ts ♥✬❛ ♣❛s ❛tt❡✐♥t s❛ ❜♦r♥❡ ▼❉❙ ✭▼❛①✐♠✉♠ ❉✐st❛♥❝❡
❙❡♣❛r❛❜❧❡✮ r✱ ✐❧ ❡st ♣♦ss✐❜❧❡ ❞❡ ❝♦♥str✉✐r❡ ❞❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s ❞✬♦r❞r❡ d✱ d ≥ 1 s✉r ❛✉ ♠♦✐♥s
r+1 ét❛❣❡s✳ ❈❡ q✉❡ ❥✬❛♣♣❡❧❧❡ ✐❝✐ ❜♦r♥❡ ▼❉❙ ❡st ❞é✜♥✐ ❝♦♠♠❡ ❧❡ ♥♦♠❜r❡ i ♥é❝❡ss❛✐r❡ ❞✬❛♣♣❧✐❝❛t✐♦♥s
s✉❝❝❡ss✐✈❡s ❞❡ ❧❛ ♣❛rt✐❡ ❧✐♥é❛✐r❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❛✈❛♥t q✉❡ ❧❡ ❝♦❞❡ ❝♦rr❡❝t❡✉r (X,Li(X))
♥❡ ❞❡✈✐❡♥♥❡ ▼❉❙✳ ▼ê♠❡ s✐ ❥❡ ♥✬❛rr✐✈❡ ♣❛s à ❞é♠♦♥tr❡r ❝❡ rés✉❧t❛t✱ ✐❧ s❡♠❜❧❡ s❡ ré❛❧✐s❡r ❞❛♥s ❧❛
♣r❛t✐q✉❡✳ P❛r ❡①❡♠♣❧❡✱ ✐❧ ❢❛✉t ✸ ❛♣♣❧✐❝❛t✐♦♥s ❞❡ ❧❛ ♣❛rt✐❡ ❧✐♥é❛✐r❡ ❞❡ ❧✬❆❊❙ ♣♦✉r ❡♥ ❢❛✐r❡ ✉♥ ❝♦❞❡
▼❉❙ ❡t ❧✬❆❊❙ ♣♦ssè❞❡ ✉♥❡ ♣r♦♣r✐été ✐♥té❣r❛❧❡ s✉r ✹ t♦✉rs ❞✬♦r❞r❡ ✹ t❛♥❞✐s q✉❡ ❘✐❥♥❞❛❡❧✲✷✺✻
❛tt❡✐♥t s❛ ❜♦r♥❡ ▼❉❙ ❡♥ ✹ t♦✉rs ❡t ♣♦ssè❞❡ ✉♥❡ ♣r♦♣r✐été ✐♥té❣r❛❧❡ ❞✬♦r❞r❡ ✶✻ s✉r ✻ t♦✉rs✳ ❈❡tt❡
❝♦♥❥❡❝t✉r❡ ♣❡r♠❡t ❞♦♥❝ ❞✬♦❜t❡♥✐r ✉♥❡ ❜♦r♥❡ ♠✐♥✐♠❛❧❡ à ♣❛rt✐r ❞❡ ❧❛q✉❡❧❧❡ ❝❤❡r❝❤❡r ✉♥❡ ♣r♦♣r✐été
✐♥té❣r❛❧❡✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❧❡ ♥♦♠❜r❡ ❞❡ t♦✉rs q✉❡ s❡♠❜❧❡ ❛tt❡✐♥❞r❡ ✉♥❡ ❛tt❛q✉❡ ♣❛r r❡❜♦♥❞
❝♦♠♠❡ ❝❡❧❧❡s ♣r♦♣♦sé❡s ❞❛♥s ❬❙❛s✶✵❪ ♦✉ ❬●P✶✵❪ ❞❛♥s ❧❡ ♠♦❞è❧❡ ❑❑ r❡st❡r❛ t♦✉❥♦✉rs ♣❧✉s ❣r❛♥❞

✸✵



✷✳✸✳ ❈r②♣t❛♥❛❧②s❡ ❡t ❞❡s✐❣♥ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

q✉❡ ❞❛♥s ❧❡ ❝❛s ❞✬✉♥❡ ❛tt❛q✉❡ ✐♥té❣r❛❧❡✳

▲✬❆❊❙

❉❛♥s ❬▼P❪✱ ♥♦✉s ♣rés❡♥t♦♥s ❞❡✉① ❛tt❛q✉❡s ❝♦♥tr❡ ❧✬❆❊❙✲✶✷✽✱ ✐❧ s✬❛❣✐t ❞❡ ❞❡✉① ❞✐st✐♥❣✉❡✉rs✱
❧❡ ♣r❡♠✐❡r ❞❛♥s ❧❡ ♠♦❞è❧❡ ❘❑❑ ❡t ❧❡ ❞❡✉①✐è♠❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ ❈❑✳ ▲✬✐❞é❡ ♣r✐♥❝✐♣❛❧❡ ❞❡ ❝❡s
❞✐st✐♥❣✉❡✉rs ❡st ❞✬✉t✐❧✐s❡r ❧❡ ❝❛❞❡♥❝❡♠❡♥t ❞❡ ❝❧é ❞❡ ❧✬❆❊❙ ❛✜♥ ❞❡ ✏❣❛❣♥❡r✑ ✉♥ t♦✉r ❡♥ r❡♠♦♥t❛♥t
❝❛r ❧❡ ❝❛❞❡♥❝❡♠❡♥t ❞❡ ❝❧é ❞❡ ❧✬❆❊❙ ❡st ❝♦♠♣❧èt❡♠❡♥t ❜✐❥❡❝t✐❢✳ ■❧ s✬❛❣✐t ❞♦♥❝ ❞❡ ❝❤♦✐s✐r ✉♥ ❡♥s❡♠❜❧❡
❞❡ ❝❧és ❧✐é❡s q✉✐ ✈ér✐✜❡ ❧❛ ♣r♦♣r✐été ✐♥té❣r❛❧❡ ❡♥ s❡♥s ✐♥✈❡rs❡ s✉r ❞❡✉① t♦✉rs ♣♦✉r ❧❛ s♦✉s✲❝❧é K2

❡t ❞✬❛♥♥✉❧❡r ❧❡s ❡✛❡ts ❞❡ ❧❛ s♦✉s✲❝❧é K3 à ❧✬❛✐❞❡ ❞❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s✳ ❈❡❧❛ ♣❡r♠❡t ❞❡
❝♦♥str✉✐r❡ ✉♥ ❞✐st✐♥❣✉❡✉r ❞❛♥s ❧❡ ♠♦❞è❧❡ ❘❑❑ ✈r❛✐ ♣♦✉r 2122 ❝❧és s✉r ✼ ét❛❣❡s ❞❡ ❧✬❆❊❙✲✶✷✽
✉t✐❧✐s❛♥t 240 t❡①t❡s ❞✉ ♠✐❧✐❡✉ s♦✉s 28 ❝❧és ❧✐é❡s ♣♦✉r ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡ 240 ❝❤✐✛r❡♠❡♥ts q✉✐ t❡st❡
s✐ ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥ ❞❡ ✽ ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ❞✬❡♥tré❡ ❡st ♥✉❧❧❡ ❡t s✐ ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥ ❞❡s
♦❝t❡ts ❞❡ s♦rt✐❡ ❡st é❣❛❧❡♠❡♥t ♥✉❧❧❡✳ ❈❡ ❞✐st✐♥❣✉❡✉r ❛ ❞♦♥❝ ✉♥❡ ♠❡✐❧❧❡✉r❡ ❝♦♠♣❧❡①✐té q✉❡ ❝❡❧✉✐
♣r♦♣♦sé ❞❛♥s ❬❑❘✵✼❪✳ ■❧ ❡st é❣❛❧❡♠❡♥t ♣♦ss✐❜❧❡ ❞❡ ♠♦♥t❡r ❞❛♥s ❧❡ ♠♦❞è❧❡ ❈❑ ✉♥ ❞✐st✐♥❣✉❡✉r
s✉r ✽ ét❛❣❡s ❞❡ ❧✬❆❊❙✲✶✷✽ q✉✐ ❢♦♥❝t✐♦♥♥❡ ♣♦✉r 2105 ❝❧és✳ ■❝✐✱ ❧✬❡♥s❡♠❜❧❡ ❞❡ s♦✉s✲❝❧és K3 ❧✐é❡s
❝♦♥s✐❞éré ❝♦♠♣♦rt❡r❛ ✉♥❡ ♣❧❡✐♥❡ ❝♦❧♦♥♥❡ ❞✬♦❝t❡ts ❛❝t✐❢s t❛♥❞✐s q✉❡ ❧❡s t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝❤♦✐s✐s
♣❡r♠❡ttr♦♥t ❞✬❛♥♥✉❧❡r ❧❡s ❡✛❡ts ❞❡s s♦✉s✲❝❧és ❞é❞✉✐t❡s K4✳ ❖♥ ♦❜t✐❡♥t ❛✐♥s✐ ❞❛♥s ❧❡ ♠♦❞è❧❡ ❈❑
✉♥ ❞✐st✐♥❣✉❡✉r s✉r ✽ ét❛❣❡s ❞❡ ❧✬❆❊❙✲✶✷✽ ✉t✐❧✐s❛♥t 264 t❡①t❡s ❞✉ ♠✐❧✐❡✉ s♦✉s 232 ❝❧és ❛②❛♥t ✉♥❡
❝♦♠♣❧❡①✐té ❞❡ 264 ❝❤✐✛r❡♠❡♥ts q✉✐ t❡st❡ s✐ ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥ ❞❡ ✹ ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ❞✬❡♥tré❡
❡st ♥✉❧❧❡ ❡t s✐ ❧❛ s♦♠♠❡ s✉r ❝❤❛❝✉♥ ❞❡s ♦❝t❡ts ❞❡ s♦rt✐❡ ❡st é❣❛❧❡♠❡♥t ♥✉❧❧❡✳ ❈❡ rés✉❧t❛t ❡st ♠♦✐♥s
❜♦♥ q✉❡ ❧❡ ❞✐st✐♥❣✉❡✉r ♣rés❡♥té ❞❛♥s ❬●P✶✵❪✱ ♠❛✐s r❡st❡ ❝❡♣❡♥❞❛♥t ✐♥tér❡ss❛♥t ❝❛r ✐❧ ♥✬✉t✐❧✐s❡ ♣❛s
❞❡ ♠é♠♦✐r❡✳

■❧ ❡st à ♥♦t❡r q✉❡ ❧❡s rés✉❧t❛ts ❞❡ ❝❡tt❡ s♦✉♠✐ss✐♦♥ s❡♠❜❧❡♥t ❞❡ ♠♦✐♥s ❡♥ ♠♦✐♥s ♣❡rt✐♥❡♥ts ❛✉
r❡❣❛r❞ ❞❡s ❞❡r♥✐èr❡s ❛tt❛q✉❡s ♣✉❜❧✐é❡s ❝♦♥tr❡ ❧✬❆❊❙ à ❆s✐❛❝r②♣t ✷✵✶✶ ❬❇❑❘✶✶❪✳ ◆♦✉s ❡s♣ér♦♥s
❞♦♥❝ q✉❡ ❝❡t ❛rt✐❝❧❡ s♦✐t r❛♣✐❞❡♠❡♥t ❛❝❝❡♣té✳

✷✳✸ ❈r②♣t❛♥❛❧②s❡ ❡t ❞❡s✐❣♥ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

▼♦♥ ✐♥térêt ♣♦✉r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❡st très ré❝❡♥t ❡t ❞❛t❡ ❞✉ ❞é❜✉t ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥
❙❍❆✲✸✱ ❝✬❡st ♣♦✉rq✉♦✐ ❝❡tt❡ s❡❝t✐♦♥ ♣♦✉rr❛ ♣❛r❛îtr❡ ❧é❣èr❡♠❡♥t ❞é♣❡✉♣❧é❡ ♣❛r r❛♣♣♦rt ❛✉① ❛✉tr❡s✳

✷✳✸✳✶ ❉✐st✐♥❣✉❡✉rs ❡t ❈♦❧❧✐s✐♦♥s s✉r ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❉✐st✐♥❣✉❡✉rs ✐♥té❣r❛✉① ❝♦♥tr❡ ❍❛♠s✐✲✷✺✻✱ ▲❆◆❊✲✷✺✻ ❡t ●røst❧✲✺✶✷ ✈✶

❆✈❡❝ ❇✳ P♦✉ss❡ ❡t ❘✳ P❤❛♥✱ ♥♦✉s ❛✈♦♥s ét✉❞✐é ❧❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s ❞❡ ✸ ❝❛♥❞✐❞❛ts ♣❛rt✐✲
❝✉❧✐❡rs ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸ ✿ ✐❧ s✬❛❣✐t ❞❡ ❍❛♠s✐✲✷✺✻ ❬❑ü❝✵✾❪ ✜♥❛❧✐st❡ ❞✉ ❞❡✉①✐è♠❡ t♦✉r ♣✉✐s
é❝❛rté✱ ▲❆◆❊✲✷✺✻ ❬■♥❞✵✽❪ é❝❛rté ❞ès ❧❡ ❞❡✉①✐è♠❡ t♦✉r ❡t ●røst❧✲✺✶✷ ✈✶ ❬●❑▼+✵✽❪ ✜♥❛❧✐st❡ ❞✉
tr♦✐s✐è♠❡ t♦✉r✳ ❈❡s rés✉❧t❛ts ♦♥t été ♣✉❜❧✐és à ❧❛ ❝♦♥❢ér❡♥❝❡ ❈❆◆❙ ✷✵✶✵ ❬▼PP✶✵❪✳

■❧ s✬❛❣✐ss❛✐t t♦✉t ❞✬❛❜♦r❞ ❞❡ r❡❝❤❡r❝❤❡r ♣❛r♠✐ ❧❡s s♦✉♠✐ss✐♦♥s à ❙❍❆✲✸ ❧❡sq✉❡❧❧❡s ♠❛①✐♠✐s❛✐❡♥t
❧❛ ❜♦r♥❡ ▼❉❙✳ ❈✬❡st ❛✐♥s✐ q✉❡ ❝❡ s♦♥t ❞é❣❛❣é❡s ❝❡s tr♦✐s ❢♦♥❝t✐♦♥s✳ P✉✐s✱ ♣♦✉r ❝❤❛❝✉♥❡ ❞❡ ❝❡s
tr♦✐s ❢♦♥❝t✐♦♥s ❞❡ ❝♦♠♣r❡ss✐♦♥✱ ♥♦✉s ❛✈♦♥s ❛♣♣❧✐q✉é ❧❛ ♠ét❤♦❞❡ ❞é❝r✐t❡ ❛✉ ♣❛r❛❣r❛♣❤❡ ✷✳✷✳✻ ✿ ❡♥
♣❛rt❛♥t ❛✉ ♠✐❧✐❡✉ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✱ ♥♦✉s ❛✈♦♥s ❝❤❡r❝❤é ❞❡s ♣r♦♣r✐étés ✐♥té❣r❛❧❡s
❞❛♥s ❧❡ s❡♥s ❞✐r❡❝t ❡t é❣❛❧❡♠❡♥t ❞❛♥s ❧❡ s❡♥s ✐♥✈❡rs❡ ♣♦✉r ❡♥s✉✐t❡ ❝♦♠❜✐♥❡r ❝❡s ♣r♦♣r✐étés ❞❛♥s
❧❡s ❞❡✉① s❡♥s ❛✜♥ ❞❡ ♠♦♥t❡r ❞❡s ❞✐st✐♥❣✉❡✉rs ✐♥té❣r❛✉①✳ ❏❡ ♥❡ ❞♦♥♥❡r❛✐ ✐❝✐ q✉❡ ❧❡s ❞✐st✐♥❣✉❡✉rs
s❛♥s ❞♦♥♥❡r ❧❡ ❞ét❛✐❧ ❞❡ ❝❤❛❝✉♥❡ ❞❡s ♣r♦♣r✐étés ✉t✐❧✐sé❡s✳ ▲❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à ❬▼PP✶✵❪✳

❉❛♥s ❧❡ ❝❛s ❞✬❍❛♠s✐✲✷✺✻✱ ♥♦✉s ❛✈♦♥s tr♦✉✈é ✉♥ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ s✉r ❧❛ tr❛♥s❢♦r♠❛t✐♦♥
✜♥❛❧❡ Pf q✉✐ ✉t✐❧✐s❡ 216 t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❝♦♥st❛♥ts ♣❛rt♦✉t s❛✉❢ s✉r ❧❡s ✹ ❜✐ts ❞❡ ♣♦✐❞s ❢❛✐❜❧❡ ❞❡

✸✶



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

✹ ♠♦ts ♣❛rt✐❝✉❧✐❡rs✱ q✉✐ t❡st❡ s✐ ❧❛ s♦♠♠❡ ♣r✐s❡ s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡ ❝❡s ✈❛❧❡✉rs ♣♦✉r ❝❤❛❝✉♥ ❞❡s
♠♦ts ❞❡ ✸✷ ❜✐ts ❡♥ ❡♥tré❡ ❡t ❡♥ s♦rt✐❡ ❡st ♥✉❧❧❡ ❡t q✉✐ ♥é❝❡ss✐t❡ 216 ❛♣♣❡❧s à Pf ✳ ▲❛ ❝♦♠♣❧❡①✐té ❞❡
❝❡ ❞✐st✐♥❣✉❡✉r ❡st ♠❡✐❧❧❡✉r❡ q✉❡ ❝❡❧✉✐ ♣r♦♣♦sé ❞❛♥s ❬❆❑❑+✶✵❪ q✉✐ ♥é❝❡ss✐t❡ 228 t❡①t❡s ❞✉ ♠✐❧✐❡✉
❡t 228 ❛♣♣❡❧s à Pf ✳ ◆♦t♦♥s ❝❡♣❡♥❞❛♥t q✉❡ ❧❛ ♠❡✐❧❧❡✉r❡ ❛tt❛q✉❡ à ❝❡ ❥♦✉r ❝♦♥tr❡ ❍❛♠s✐✲✷✺✻ ❡st
❝❡❧❧❡ ♣rés❡♥té❡ ♣❛r ❚✳ ❋✉❤r à ❆s✐❛❝r②♣t ✷✵✶✵ ❬❋✉❤✶✵❪ q✉✐ ❡st ❝❛♣❛❜❧❡ ❞❡ tr♦✉✈❡r ❞❡s s❡❝♦♥❞❡s
♣r❡✐♠❛❣❡s s✉r ❞❡s ❝♦♥❞❡♥sés ❞❡ ♠❡ss❛❣❡s ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡ 2251.3 ❝❛❧❝✉❧s ❣râ❝❡ à ❧✬✉t✐❧✐s❛t✐♦♥
❞✬éq✉❛t✐♦♥s ❛✣♥❡s s✉r ❧❡s ❡♥tré❡s✴s♦rt✐❡s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✳

P♦✉r ▲❆◆❊✲✷✺✻✱ ♥♦✉s ❛✈♦♥s ♠♦♥té ✉♥ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ q✉✐ ✉t✐❧✐s❡ 2112 t❡①t❡s ❞✉ ♠✐❧✐❡✉
ré♣été ♣♦✉r 2128 ✈❛❧❡✉rs ❞❡ ❝❤❛î♥❛❣❡ ♦ù ❧❡s ♣❡r♠✉t❛t✐♦♥s P0✱ P1 ❡t P2 ❝♦♠♣♦rt❡♥t ✸ t♦✉rs à ❧❛
♣❧❛❝❡ ❞❡s ✻ r❡q✉✐s ❞❛♥s ❧❛ ✈❡rs✐♦♥ ❝♦♠♣❧èt❡ ❞❡ ▲❆◆❊✲✷✺✻✳ ❈❡ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ t❡st❡ s✐ ❧❛
s♦♠♠❡ ♣r✐s❡ s✉r ❧✬❡♥s❡♠❜❧❡ ❞❡ ❝❡s ✈❛❧❡✉rs ♣♦✉r ❝❤❛❝✉♥ ❞❡s ♦❝t❡ts ❡♥ ❡♥tré❡ ❡t ❡♥ s♦rt✐❡ ❡st ♥✉❧❧❡✳
■❧ ❛ ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡ 2240 ❛♣♣❡❧s à ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥✳ ▲❡ ♠ê♠❡ t②♣❡ ❞❡ ❞✐st✐♥❣✉❡✉r
❡①✐st❡ é❣❛❧❡♠❡♥t ❝♦♥tr❡ ▲❆◆❊✲✺✶✷✳ ❈❡ ❞✐st✐♥❣✉❡✉r ❡st ❜✐❡♥ sûr ♠♦✐♥s ❜♦♥ q✉❡ ❧❡ ♠❡✐❧❧❡✉r rés✉❧t❛t
❞❡ ❝r②♣t❛♥❛❧②s❡ ❝♦♥tr❡ ▲❆◆❊✲✷✺✻ ❬▼◆P◆+✵✾❪ q✉✐ ♣rés❡♥t❡ ❞❡s ❝♦❧❧✐s✐♦♥s s❡♠✐✲❧✐❜r❡s ❝♦♥tr❡ ❧❛
✈❡rs✐♦♥ ❝♦♠♣❧èt❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ▲❆◆❊✲✷✺✻ ♥é❝❡ss✐t❛♥t 296 ❝❛❧❝✉❧s ❡t ✉t✐❧✐s❛♥t
288 ❜✐ts ❡♥ ♠é♠♦✐r❡✳ ❉❡s ❝♦❧❧✐s✐♦♥s s❡♠✐✲❧✐❜r❡s ♣❡✉✈❡♥t é❣❛❧❡♠❡♥t êtr❡ tr♦✉✈é❡s ❝♦♥tr❡ ❧❛ ✈❡rs✐♦♥
❝♦♠♣❧èt❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❛✈❡❝ 2224 ❛♣♣❡❧s à ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❡t ✉♥❡
♠é♠♦✐r❡ ❞❡ 2128 ❜✐ts✳ ❈❡s ❞❡✉① ❛tt❛q✉❡s ✉t✐❧✐s❡♥t ❞❡s t❡❝❤♥✐q✉❡s ❞✬❛tt❛q✉❡s ♣❛r r❡❜♦♥❞ ✭q✉✐
s❡r♦♥t ❞é❝r✐t❡s ❛✉ ♣❛r❛❣r❛♣❤❡ s✉✐✈❛♥t✮✳

❉❛♥s ❧❡ ❝❛s ❞❡ ●røst❧✲✺✶✷ ✈✶✱ ♥♦✉s ❛✈♦♥s t♦✉t ❞✬❛❜♦r❞ ♠♦♥té ✉♥ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ s✉r
❝❤❛❝✉♥❡ ❞❡s ♣❡r♠✉t❛t✐♦♥s P ❡t Q ❧✐♠✐té❡s à ✶✵ ét❛❣❡s ❛✉ ❧✐❡✉ ❞❡s ✶✹ r❡q✉✐s✳ ❈❡ ❞✐st✐♥❣✉❡✉r
✉t✐❧✐s❡ 2512 t❡①t❡s ❞✉ ♠✐❧✐❡✉ ❛✈❡❝ ✉♥❡ ❝♦♠♣❧❡①✐té ❞❡ 2512 ❝❛❧❝✉❧s ❡t t❡st❡ s✐ ❧❛ s♦♠♠❡ ♣r✐s❡ ♦❝t❡t
♣❛r ♦❝t❡t s✉r ✷✹ ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ❡st ♥✉❧❧❡✳ ❈❡s ❞❡✉① ❞✐st✐♥❣✉❡✉rs ♣❡✉✈❡♥t êtr❡ ❝♦♠❜✐♥és ❛✜♥
❞❡ ♠♦♥t❡r ✉♥ ❞✐st✐♥❣✉❡✉r ✐♥té❣r❛❧ ❝♦♥tr❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❡❧❧❡✲♠ê♠❡ ❧♦rsq✉❡ P ❡t Q
♣♦ssè❞❡♥t ✶✵ t♦✉rs✳ ▲❛ ❝♦♠♣❧❡①✐té ❞✬✉♥ t❡❧ ❞✐st✐♥❣✉❡✉r ❡st ❞❡ 2513 ♦♣ér❛t✐♦♥s ❛✈❡❝ ♣❡✉ ❞❡ ♠é♠♦✐r❡
r❡q✉✐s❡ ❛✜♥ ❞❡ tr♦✉✈❡r ❞❡s s♦♠♠❡s ♥✉❧❧❡s s✉r ❞❡s ♦❝t❡ts ♣❛rt✐❝✉❧✐❡rs ✭✼ ♦❝t❡ts ❡♥ s♦rt✐❡ ❡t ✷✹ ♦❝t❡ts
❡♥ ❡♥tré❡✮✳ ❈❡ ♥♦✉✈❡❛✉ ❞✐st✐♥❣✉❡✉r ❛♠é❧✐♦r❡ ❝❡❧✉✐ ❞é❝r✐t ❞❛♥s ❧❛ ♣r♦♣♦s✐t✐♦♥ ♦r✐❣✐♥❛❧❡ ❬●❑▼+✵✽❪
q✉✐ ❛tt❡✐❣♥❛✐t ✾ t♦✉rs ❡♥ 2704 ♦♣ér❛t✐♦♥s✳ ❈❡♣❡♥❞❛♥t✱ ❧❛ ♠❡✐❧❧❡✉r❡ ❛tt❛q✉❡ ❝♦♥tr❡ ●røst❧✲✺✶✷ r❡st❡
❝❡❧❧❡ ❞❡ ❚✳ P❡②r✐♥ ♣rés❡♥té❡ à ❈r②♣t♦ ✷✵✶✵ q✉✐ ♣❡r♠❡t ❞❡ ❝♦♥str✉✐r❡ ✉♥ ❞✐st✐♥❣✉❡✉r ✉t✐❧✐s❛♥t
❞❡s ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s ❝♦♥tr❡ ✉♥❡ ✈❡rs✐♦♥ à ✶✶ t♦✉rs ❞❡ ●røst❧✲✺✶✷ ♥é❝❡ss✐t❛♥t 2640 ❝❛❧❝✉❧s
❡t ✉♥❡ ♠é♠♦✐r❡ ❞❡ 264 ❜✐ts ✭✐❝✐✱ ❝✬❡st é❣❛❧❡♠❡♥t ✉♥❡ ❛tt❛q✉❡ ♣❛r r❡❜♦♥❞ q✉✐ ❡st ✉t✐❧✐sé❡✮✳ ❈✬❡st
❞✬❛✐❧❧❡✉rs ❝❡t ❛rt✐❝❧❡ q✉✐ ❛ ❢♦r❝é ❧❡s ❛✉t❡✉rs ❞❡ ●røst❧ ✈✶ à ♠♦❞✐✜❡r ❧❡✉r s♦✉♠✐ss✐♦♥ ❛✉ ◆■❙❚✱
●røst❧ ✈✷ ❬●❑▼+✶✶❪✱ ♣♦✉r ❧❛ ❞❡r♥✐èr❡ ♣❤❛s❡ ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥ ❙❍❆✲✸✳

❈♦❧❧✐s✐♦♥s ❡t ❞✐st✐♥❣✉❡✉rs ❝♦♥tr❡ ❞❡s ✈❡rs✐♦♥s ré❞✉✐t❡s ❞❡ ❙❍❆✈✐t❡✲✸✲✷✺✻

❆✈❡❝ ❚✳ P❡②r✐♥ ❡t ▼✳ ◆❛②❛✲P❧❛s❡♥❝✐❛✱ ♥♦✉s ❛✈♦♥s ❞❛♥s ❬▼◆PP✶✶❪ ♣rés❡♥té ❞❡s ❛tt❛q✉❡s
❝♦♥tr❡ ❞❡s ✈❡rs✐♦♥s ré❞✉✐t❡s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❙❍❆✈✐t❡✲✸✲✷✺✻ ❬❇❉✵✾❪ ❡♥ ✉t✐❧✐s❛♥t ❧❡s ❝r②♣t❛♥❛❧②s❡s
♣❛r r❡❜♦♥❞ ❡t ♣❛r ❙✉♣❡r✲❜♦ît❡ ❙✳ ◆♦✉s ❛✈♦♥s ❛✐♥s✐ ♣✉ ❝♦♥str✉✐r❡ ❞❡s ❞✐st✐♥❣✉❡✉rs ♣❛r s❡❧s ❧✐és
❝❤♦✐s✐s s✉r ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❞❡ ❙❍❆✈✐t❡✲✸✲✷✺✻ ❥✉sq✉✬à ✽ ét❛❣❡s ✭❡❧❧❡ ❡♥ ❝♦♠♣♦rt❡ ✶✷
❞❛♥s s❛ ✈❡rs✐♦♥ ❝♦♠♣❧èt❡✮ ❡t ❞❡s ❝♦❧❧✐s✐♦♥s ❧✐❜r❡s ❥✉sq✉✬à s❡♣t t♦✉rs✳

❏❡ ♥❡ ❞ét❛✐❧❧❡r❛✐ ♣❛s ✐❝✐ ❧❛ ❢♦♥❝t✐♦♥ ❙❍❆✈✐t❡✲✸✲✷✺✻✱ ✜♥❛❧✐st❡ ❞✉ ❞❡✉①✐è♠❡ t♦✉r ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥
❙❍❆✲✸ ❡t é❧✐♠✐♥é❡ ❛✉ tr♦✐s✐è♠❡✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t tr♦✉✈❡r s❛ ❞❡s❝r✐♣t✐♦♥ ❝♦♠♣❧èt❡ ❞❛♥s ❬❇❉✵✾❪ ♦✉
❞❛♥s ❬▼◆PP✶✶❪✳ Pré❝✐s♦♥s s❡✉❧❡♠❡♥t q✉❡ ❙❍❆✈✐t❡✲✸✲✷✺✻ ✉t✐❧✐s❡ ✉♥❡ ❝♦♥str✉❝t✐♦♥ ❍❆■❋❆ ❬❇❉✵✼❪ ✿
h0 = IV, hi = C256(hi−1,Mi−1, salt, cnt) ❡t hash = truncn(hi) ♦ù ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥
C256✱ ✉t✐❧✐sé❡ ❡♥ ♠♦❞❡ ❉❛✈✐❡s✲▼❡②❡r✱ ♣r❡♥❞ ❡♥ ❡♥tré❡ ❧❛ ✈❛❧❡✉r ❞❡ ❝❤❛î♥❛❣❡ ❞❡ ✷✺✻ ❜✐ts hi−1✱ ✉♥
❜❧♦❝ ❞❡ ♠❡ss❛❣❡ ❞❡ ✺✶✷ ❜✐ts Mi−1✱ ✉♥ s❡❧ ❛❧é❛t♦✐r❡ salt ❞❡ ✷✺✻ ❜✐ts ❡t ✉♥ ❝♦♠♣t❡✉r ❞❡ ✻✹ ❜✐ts
cnt✳

✸✷



✷✳✸✳ ❈r②♣t❛♥❛❧②s❡ ❡t ❞❡s✐❣♥ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

❖♥ ♣❡✉t ❥✉st❡ s✐❣♥❛❧❡r q✉❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ C256 ❡st ❝♦♠♣♦sé❡ ❞✬✉♥ ❝❤✐✛r❡♠❡♥t
♣❛r ❜❧♦❝s E256 ✉t✐❧✐s❛♥t ✉♥ s❝❤é♠❛ ❞❡ ❋❡✐st❡❧ s✉r ✶✷ ét❛❣❡s ♦ù ✸ t♦✉rs ❞❡ ❧✬❆❊❙ ❢♦♥t ♦✣❝❡ ❞❡
❢♦♥❝t✐♦♥ ét❛❣❡ ❡t ❞✬✉♥ ❝❛❞❡♥❝❡♠❡♥t ❞❡ ❝❧é ♣❡r♠❡tt❛♥t ❞❡ ❣é♥ér❡r à ♣❛rt✐r ❞✉ ❜❧♦❝ ❞❡ ♠❡ss❛❣❡✱
❞✉ s❡❧ ❡t ❞✉ ❝♦♠♣t❡✉r t♦✉t❡s ❧❡s s♦✉s✲❝❧és ♥é❝❡ss❛✐r❡s✳ ▲❡ ❝❛❞❡♥❝❡♠❡♥t ❞❡ ❝❧é ✉t✐❧✐s❡ ✹ t♦✉rs ❞❡
❧✬❆❊❙ ❡♥ ♣❛r❛❧❧è❧❡ ❝♦♠♣♦sés ❛✈❡❝ ❞❡✉① ét❛❣❡s ❞❡ ❞✐✛✉s✐♦♥ ❧✐♥é❛✐r❡✳

❉❛♥s ❧❛ s✉✐t❡ ❞❡ ❝❡ ♣❛r❛❣r❛♣❤❡✱ ♥♦✉s ❞♦♥♥❡r♦♥s q✉❡❧q✉❡s ❞ét❛✐❧s s✉r ❧❡s ❞✐st✐♥❣✉❡✉rs ❝♦♥str✉✐ts✳
P♦✉r ❝❡❧❛✱ ♥♦✉s ✐♥tr♦❞✉✐s♦♥s ❛✉♣❛r❛✈❛♥t ❧❡s ♣r✐♥❝✐♣❡s ❞❡s ❛tt❛q✉❡s r❡❜♦♥❞s ❡t ❙✉♣❡r✲❇♦ît❡ ❙✳

Pr✐♥❝✐♣❡s ❞❡s ❛tt❛q✉❡s ♣❛r r❡❜♦♥❞
▲✬❛tt❛q✉❡ ♣❛r r❡❜♦♥❞ ❬▼❘❙❚✵✾❪ ✉t✐❧✐s❡ ❞❡s ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s ✿ ❛✉ ❧✐❡✉ ❞❡ r❡❣❛r❞❡r ❧❛

✈❛❧❡✉r ❡①❛❝t❡ ❞✬✉♥❡ ❞✐✛ér❡♥❝❡ s✉r ✉♥ ♦❝t❡t ♣❛rt✐❝✉❧✐❡r✱ ♦♥ s❡ ❝♦♥t❡♥t❡ ❞❡ s❛✈♦✐r s✐ ✉♥ ♦❝t❡t ❝♦♥t✐❡♥t
✭♦❝t❡t ❛❝t✐❢✮ ♦✉ ♥♦♥ ✭♦❝t❡t ✐♥❛❝t✐❢✮ ✉♥❡ ❞✐✛ér❡♥❝❡✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡ ♣❛ss❛❣❡ ❞❛♥s ❧❡s ❜♦ît❡s ❙ ❞❡s
❞✐✛ér❡♥❝❡s ❞❡✈✐❡♥t ❞ét❡r♠✐♥✐st❡ t❛♥❞✐s q✉❡ ❝❡tt❡ tr❛♥s✐t✐♦♥ ❞✐✛ér❡♥t✐❡❧❧❡ ❞❛♥s ❧❛ ♣❛rt✐❡ ❧✐♥é❛✐r❡
❞❡✈✐❡♥t ♣r♦❜❛❜✐❧✐st❡✳ ❙✐ ♦♥ ❝♦♥s✐❞èr❡ ❧❡ ❝❛s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ MixColumns ❞❡ ❧✬❆❊❙✱ ❧❡s ♣r♦❜❛❜✐❧✐tés
✐♥❞✉✐t❡s ❞é♣❡♥❞❡♥t ❞✐r❡❝t❡♠❡♥t ❞❡ s❛ ♣r♦♣r✐été ▼❉❙ ✭❧❡ ♥♦♠❜r❡ ❞✬♦❝t❡ts ❛❝t✐❢s ❡♥ ❡♥tré❡✴s♦rt✐❡
❞✬✉♥❡ ❝♦❧♦♥♥❡ s❡r❛ t♦✉❥♦✉rs s✉♣ér✐❡✉r ♦✉ é❣❛❧ à 5✮✳ ❆✐♥s✐✱ ❡♥ t✐r❛♥t ❛❧é❛t♦✐r❡♠❡♥t ❞❡s ✈❛❧❡✉rs
❞✬❡♥tré❡s✱ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ s✉❝❝ès ❞✬✉♥❡ tr❛♥s✐t✐♦♥ ❞✐✛ér❡♥t✐❡❧❧❡ à tr❛✈❡rs MixColumns✱ s♦✉s
❧❛ ❝♦♥tr❛✐♥t❡ ▼❉❙✱ ❡st ❞ét❡r♠✐♥é❡ ♣❛r ❧❡ ♥♦♠❜r❡ ❞✬♦❝t❡ts ❛❝t✐❢s ❡♥ s♦rt✐❡ ✿ s✐ ✉♥❡ tr❛♥s✐t✐♦♥
❞✐✛ér❡♥t✐❡❧❧❡ ❝♦♥t✐❡♥t k ♦❝t❡ts ❛❝t✐❢s ❡♥ s♦rt✐❡ s✉r ✉♥❡ ❝♦❧♦♥♥❡✱ s❛ ♣r♦❜❛❜✐❧✐té ❞❡ s✉❝❝ès s❡r❛
é❣❛❧❡ à 2−8×(4−k)✳ P❛r ❡①❡♠♣❧❡✱ ✉♥❡ tr❛♥s✐t✐♦♥ 4 7→ 1 ❞✬✉♥❡ ❝♦❧♦♥♥❡ ❛ ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ s✉❝❝ès
é❣❛❧❡ à 2−24 ✭❡❧❧❡ ❡st ❧❛ ♠ê♠❡ ♣♦✉r MixColumns−1✮✳ ❈❡tt❡ tr❛♥s✐t✐♦♥ r❡st❡ ❧❛ ♣❧✉s ✉s✐té❡ q✉❛♥❞
✉♥ ❝❤✐✛r❡♠❡♥t ✉t✐❧✐s❡ ✉♥❡ ♦♣ér❛t✐♦♥ MixColumns✳ ❆✐♥s✐✱ s✉r ✸ t♦✉rs ❞❡ ❧✬❆❊❙✱ ❧❛ tr❛♥s✐t✐♦♥
❞✐✛ér❡♥t✐❡❧❧❡ ❧❛ ♣❧✉s ❝❧❛ss✐q✉❡ ❡st ❝❡❧❧❡ ♣rés❡♥té❡ à ❧❛ ❋✐❣✳ ✷✳✶ q✉✐ ❛ ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ s❡ ♣r♦❞✉✐r❡
é❣❛❧❡ à 2−24 q✉❛♥❞ ❧❡s ✈❛❧❡✉rs ❞✬❡♥tré❡ ❡t ❧❡s ✈❛❧❡✉rs ❞❡ ❞✐✛ér❡♥❝❡s s♦♥t ♣r✐s❡s ❛❧é❛t♦✐r❡♠❡♥t✳

❋✐❣✉r❡ ✷✳✶ ✕ ❡✛❡t ❞✬✉♥ ❝❤❡♠✐♥ ❞❡ ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s s✉r ✸ t♦✉rs ❞❡ ❧✬❆❊❙✳

❆✜♥ ❞❡ ♠♦♥t❡r ✉♥❡ ❛tt❛q✉❡ ♣❛r r❡❜♦♥❞ s✉r ✉♥ ♥♦♠❜r❡ ❞❡ t♦✉rs ♣❧✉s ❝♦♥séq✉❡♥t✱ ✐❧ ❡st ♥é❝❡s✲
s❛✐r❡ ❞❡ ♣r❡♥❞r❡ ❡♥ ❝♦♠♣t❡ ❧❡s ❞❡❣rés ❞❡ ❧✐❜❡rté ❬▼❘❙❚✵✾❪ r❡st❛♥t ❞❛♥s ❧❛ ❢♦♥❝t✐♦♥✳ ▲✬❛tt❛q✉❡
♣❛r r❡❜♦♥❞ ✉t✐❧✐s❡ ✉♥❡ t❡❝❤♥✐q✉❡ ❞❡ r❡♥❝♦♥tr❡ ❞❛♥s ❧❡ ♠✐❧✐❡✉ ♣♦✉r ❢❛✐r❡ ❝♦♥✈❡r❣❡r ❧❡s ❝❤❡♠✐♥s
❞✐✛ér❡♥t✐❡❧s à ❧✬❡♥❞r♦✐t ♦ù ❝❡tt❡ r❡♥❝♦♥tr❡ s❡r❛ ❧❛ ♠♦✐♥s ❝♦ût❡✉s❡✳ ❈❡tt❡ t❡❝❤♥✐q✉❡ ♣❡r♠❡t ❞✬❛tt❛✲
q✉❡r ✷ t♦✉rs ❞❡ ❧✬❆❊❙ ❞❛♥s ❧❡ ♠✐❧✐❡✉✳ ❉❛♥s ❬●P✶✵❪✱ ❍✳ ●✐❧❜❡rt ❡t ❚✳ P❡②r✐♥ ♦♥t ré✉ss✐ à ❣❛❣♥❡r ✉♥
tr♦✐s✐è♠❡ t♦✉r ❞❛♥s ❧❡ ♠✐❧✐❡✉ ✈✐❛ ✉♥❡ t❡❝❤♥✐q✉❡ ❞✐t❡ ❞❡ ❙✉♣❡r✲❜♦ît❡ ❙✱ ❧✬✐❞é❡ ét❛♥t ❞❡ ❝♦♥s✐❞ér❡r
❞❡✉① t♦✉rs ❞❡ ❧✬❆❊❙ ❝♦♠♠❡ ❧✬❛♣♣❧✐❝❛t✐♦♥ ♣❛r❛❧❧è❧❡ ❞✬✉♥ ét❛❣❡ ❞❡ ❣r♦ss❡s ❜♦ît❡s ❙ ✭❧❡s ❙✉♣❡r✲❜♦ît❡s
❙✮ ♣ré❝é❞é❡s ❡t s✉✐✈✐❡s ❞❡ tr❛♥s❢♦r♠❛t✐♦♥s ❛✣♥❡s✳ ❈❡tt❡ ♠ét❤♦❞❡ ♣❡r♠❡t ❞❡ tr♦✉✈❡r ♣❧✉s✐❡✉rs
s♦❧✉t✐♦♥s ❞❡ ❞✐✛ér❡♥t✐❡❧❧❡s tr♦♥q✉é❡s ✈❛❧✐❞❡s s✉r tr♦✐s t♦✉rs ❞❡ ❧✬❆❊❙ ♣♦✉r ✉♥ ❝♦ût ♠♦②❡♥ ❞❡ 1✳
❈❡♣❡♥❞❛♥t✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞❡ ♣❛②❡r ✉♥ ❝♦ût ♠✐♥✐♠❛❧ ✿ ❞❛♥s ❧❡ ❝❛s ❞❡ ❧✬❆❊❙✱ ❧❛ ❝♦♠♣❧❡①✐té ❞❡
❧✬❛tt❛q✉❡ ❡st ❞❡ max{232, k} ❝❛❧❝✉❧s ❡t 232 ❡♥ ♠é♠♦✐r❡✱ ♦ù k ❡st ❧❡ ♥♦♠❜r❡ ❞❡ s♦❧✉t✐♦♥s tr♦✉✈é❡s
✈ér✐✜❛♥t ❧❛ ♣❛rt✐❡ ❞✉ ♠✐❧✐❡✉ ❞✉ ❝❤✐✛r❡♠❡♥t✳

❉✐st✐♥❣✉❡✉rs ♣❛r ❙✉♣❡r✲❜♦ît❡ ❙ ❝♦♥tr❡ ✼ t♦✉rs ❞❡ ❙❍❆✈✐t❡✲✸✲✷✺✻
❈♦♠♠❡ ❧❛ ❢♦♥❝t✐♦♥ ét❛❣❡ ✉t✐❧✐sé❡ ❞❛♥s ❙❍❆✈✐t❡✲✸✲✷✺✻ ❡st ❝♦♠♣♦sé❡ ❞❡ ✸ t♦✉rs ❞❡ ❧✬❆❊❙✱ ✐❧

✸✸



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

s❡♠❜❧❛✐t ♥❛t✉r❡❧ ❞✬❛♣♣❧✐q✉❡r ❧❛ ♠ét❤♦❞❡ ❞❡ ❧❛ ❙✉♣❡r✲❜♦ît❡ ❙ à ❝❡ ❝❛s ♣ré❝✐s✳ ❙✐ ♦♥ ❝♦♥s✐❞èr❡ ❧❛
❢♦♥❝t✐♦♥ E256✱ ✐❧ ❡st ♣♦ss✐❜❧❡ ❞❡ ❝♦♥str✉✐r❡ ✉♥ ❞✐st✐♥❣✉❡✉r s✉r s❡♣t ét❛❣❡s ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿
♦♥ ✜①❡ t♦✉t ❞✬❛❜♦r❞ ✉♥❡ ❞✐✛ér❡♥❝❡ ∆ s✉r ❧❡s ✹ ♦❝t❡ts ❞❡ ❧❛ ❞✐❛❣♦♥❛❧❡ ❡♥ ❡♥tré❡ ❞❡ ❧❛ ♣❛rt✐❡ ❞r♦✐t❡
❞✉ tr♦✐s✐è♠❡ t♦✉r t❛♥❞✐s q✉❡ s❛ ♣❛rt✐❡ ❣❛✉❝❤❡ ♥❡ ❝♦♥t✐❡♥t ♣❛s ❞❡ ❞✐✛ér❡♥❝❡ ❞✉ t♦✉t✳ ❖♥ ❛♣♣❧✐q✉❡
❧❛ t❡❝❤♥✐q✉❡ ❞❡ ❙✉♣❡r✲❜♦ît❡ ❙ s✉r ❧❡s t♦✉rs ✸ ❡t ✹ ❛✜♥ ❞❡ tr♦✉✈❡r 232 s♦❧✉t✐♦♥s ✈❛❧✐❞❡s ♣♦✉r ♣❛ss❡r
❝❤❛❝✉♥ ❞❡ ❝❡s t♦✉rs✳ ❆✐♥s✐✱ ♦♥ ♦❜t✐❡♥t ✷ ❡♥s❡♠❜❧❡s ❞❡ 232 ✈❛❧❡✉rs q✉✐ ✈ér✐✜❡♥t ✐♥❞é♣❡♥❞❛♠♠❡♥t
❧❡ tr♦✐s✐è♠❡ ❡t ❧❡ q✉❛tr✐è♠❡ ét❛❣❡s✳ ▲❡ r❡st❡ ❞✉ ❝❤❡♠✐♥ ❞✐✛ér❡♥t✐❡❧ ❡st ❝♦♥str✉✐t ❞❡ ❢❛ç♦♥ ♣r♦✲
❜❛❜✐❧✐st❡ ✿ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ r❡♠♦♥t❡r ❛✈❡❝ ✉♥ ❝❤❡♠✐♥ ❞✐✛ér❡♥t✐❡❧ ✐♥tér❡ss❛♥t ❧❡ ❞❡✉①✐è♠❡ ❡t ❧❡
❝✐♥q✉✐è♠❡ t♦✉rs ❡st é❣❛❧❡ à ✶ t❛♥❞✐s q✉❡ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ r❡♠♦♥t❡r ❧❡ ♣r❡♠✐❡r ❡t ❧❡ s✐①✐è♠❡ ét❛❣❡
❡st é❣❛❧❡ à (2−24)2 = 2−48 ❛✜♥ ❞✬♦❜t❡♥✐r ✉♥❡ ❡♥tré❡ ♦ù ❧❛ ♣❛rt✐❡ ❞r♦✐t❡ ❡st é❣❛❧❡ à ∆ ❡t ❧❛ ♣❛rt✐❡
❣❛✉❝❤❡ ❡st ❧✬✐♠❛❣❡ ♣❛r ✉♥ t♦✉r ❞✬❆❊❙ ❞✬✉♥❡ ♣❧❡✐♥❡ ❝♦❧♦♥♥❡ ❞✬♦❝t❡ts ❛❝t✐❢s✱ ❧❛ s♦rt✐❡ ❛✉ s❡♣t✐è♠❡
ét❛❣❡ ét❛♥t q✉❛♥t à ❡❧❧❡ ❝♦♠♣♦sé❡ ❞✬✉♥❡ ♣❛rt✐❡ ❣❛✉❝❤❡ ❛②❛♥t ❧❛ ♠ê♠❡ ❢♦r♠❡ ❡t ❞✬✉♥❡ ♣❛rt✐❡
❞r♦✐t❡ ♥♦♥ ❝♦♥trô❧é❡✳ ❖♥ ♦❜t✐❡♥t ❛✐♥s✐ ✉♥❡ s♦❧✉t✐♦♥ q✉✐ ✈ér✐✜❡ ❧❡ ❝❤❡♠✐♥ ❞✐✛ér❡♥t✐❡❧ ❝♦♠♣❧❡t ❡♥
248 ❝❛❧❝✉❧s ❡t q✉✐ ♥é❝❡ss✐t❡ ✉♥❡ ♠é♠♦✐r❡ ❞❡ 232✳ ▲❛ ❝♦♠♣❧❡①✐té ♣♦✉r tr♦✉✈❡r ✉♥❡ t❡❧❧❡ str✉❝t✉r❡
♣♦✉r ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ❛❧é❛t♦✐r❡ ❡st ❞❡ 264 ❝❛❧❝✉❧s ✭♣♦✉r ❧❡ ❞ét❛✐❧ ❞✉ ❝❛❧❝✉❧ ❞❛♥s ❧❡ ❝❛s ✐❞é❛❧✱
✈♦✐r ❬●P✶✵❪✮✳

❉✐st✐♥❣✉❡✉rs à s❡❧s ❧✐és ❝❤♦✐s✐s ❝♦♥tr❡ ✼ ❡t ✽ t♦✉rs ❞❡ ❙❍❆✈✐t❡✲✸
▲❡ ♣r✐♥❝✐♣❡ ❞❡ ❝❡s ❞❡✉① ❞✐st✐♥❣✉❡✉rs ❡st ❞✬❛♥♥✉❧❡r à ❧✬❛✐❞❡ ❞❡ ❧✬❛❧❣♦r✐t❤♠❡ ❞❡ ❣é♥ér❛t✐♦♥ ❞❡

s♦✉s✲❝❧és ❧❡s ❞✐✛ér❡♥❝❡s s✉r ❧❡s s♦✉s✲❝❧és ❞❡s ❞❡✉①✐è♠❡✱ tr♦✐s✐è♠❡ ❡t q✉❛tr✐è♠❡ ét❛❣❡s ❡♥ ❝❤♦✐s✐ss❛♥t
❞❡✉① s❡❧s ❧✐és ❞é♣❡♥❞❛♥ts ❞❡s ❞✐✛ér❡♥❝❡s ✐♥tr♦❞✉✐t❡s ❞❛♥s ❧❡s ❜❧♦❝s ❞❡ ♠❡ss❛❣❡s à ❤❛❝❤❡r✳ ❆✐♥s✐
❧❡ ❞✐st✐♥❣✉❡✉r s✉r ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ s❡ ❧✐♠✐t❡r❛ à tr♦✉✈❡r ✉♥❡ ♣❛✐r❡ ❞❡ ✈❛❧❡✉rs ❡t ❞❡
❞✐✛ér❡♥❝❡s ✈ér✐✜❛♥t ❧❡ ❝❤❡♠✐♥ ❞✐✛ér❡♥t✐❡❧ s✉r ❧❡s t♦✉rs ✺✱ ✻ ❡t ✼ ❡♥ t❡♥❛♥t ❝♦♠♣t❡ ❞❡s ❝♦♥tr❛✐♥t❡s
✐♥❞✉✐t❡s ♣❛r ❧✬❛❧❣♦r✐t❤♠❡ ❞❡ ❣é♥ér❛t✐♦♥ ❞❡ s♦✉s✲❝❧és✳ ❏❡ ♥❡ ❞ét❛✐❧❧❡r❛✐ ♣❛s ✐❝✐ ❧❡s t❡sts à ❡✛❡❝t✉❡r
♣♦✉r ✈ér✐✜❡r ❧❡ ❝❤❡♠✐♥ ❞✐✛ér❡♥t✐❡❧ ♣❡r♠❡tt❛♥t ❞❡ ❝♦♥str✉✐r❡ ✉♥ ❞✐st✐♥❣✉❡✉r s✉r s❡♣t ét❛❣❡s ❞❡ ❧❛
❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ❞♦♥t ❧❛ ❞✐✛ér❡♥❝❡ ❡♥ ❡♥tré❡ ♥❡ ❝♦♥t✐❡♥t ♣❛s ❞❡ ❞✐✛ér❡♥❝❡s s✉r s❛ ♣❛rt✐❡
❞r♦✐t❡ ❡t ❞♦♥t ❧❛ ❞✐✛ér❡♥❝❡ ❡♥ s♦rt✐❡ ♥❡ ❝♦♥t✐❡♥t ♣❛s ❞❡ ❞✐✛ér❡♥❝❡s s✉r s❛ ♣❛rt✐❡ ❣❛✉❝❤❡✱ t❛♥❞✐s
q✉❡ ❧❛ ❞✐✛ér❡♥❝❡ s✉r ❧❡ ❜❧♦❝ ❞❡ ♠❡ss❛❣❡ ❡st é❣❛❧❡ s✉r ❧❡ ♣r❡♠✐❡r ❡t ❧❡ tr♦✐s✐è♠❡ ❜❧♦❝s ❞❡ ✶✷✽ ❜✐ts✱
❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à ❬▼◆PP✶✶❪✳ ▲❛ ❝♦♠♣❧❡①✐té ❞❡ ❝❡ ❞✐st✐♥❣✉❡✉r ❡st ❞❡ 27 ❝❛❧❝✉❧s✳

❈❡ ❞✐st✐♥❣✉❡✉r ♣❡✉t êtr❡ é❣❛❧❡♠❡♥t ét❡♥❞✉ à ✽ ét❛❣❡s ❡♥ ❛❥♦✉t❛♥t ✉♥ t♦✉r à ❧❛ ✜♥ ❝❛r ✐❧ r❡st❡
s✉✣s❛♠♠❡♥t ❞❡ ❞❡❣rés ❞❡ ❧✐❜❡rté ❞❛♥s ❧✬❛❧❣♦r✐t❤♠❡ ❞❡ ❣é♥ér❛t✐♦♥ ❞❡ s♦✉s✲❝❧és ♣♦✉r ❛❥♦✉t❡r ❞❡s
❝♦♥tr❛✐♥t❡s✳ ▲❛ ❝♦♠♣❧❡①✐té ❞❡ ❝❡ ❞✐st✐♥❣✉❡✉r ❡st ❞❡ 225 ❝❛❧❝✉❧s ♣♦✉r ✉♥❡ ♠é♠♦✐r❡ ❞❡ 214✳ ❉❛♥s
❧❡s ❞❡✉① ❝❛s✱ ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡ t❡❧❧❡s str✉❝t✉r❡s ❞❛♥s ❧❡ ❝❛s ✐❞é❛❧ ♥é❝❡ss✐t❡r❛✐t 264 ❝❛❧❝✉❧s✳
❈♦♥❝❧✉s✐♦♥

❖♥ ♣❡✉t ❜✐❡♥ é✈✐❞❡♠♠❡♥t à ♣❛rt✐r ❞❡ ❝❡s ❞✐st✐♥❣✉❡✉rs s✉r ✼ ❡t ✽ ét❛❣❡s ❝♦♥str✉✐r❡ ❞❡s ❝♦❧❧✐s✐♦♥s
♣❛rt✐❝✉❧✐èr❡s s✉r ✻ ❡t ✼ ét❛❣❡s✳ ▲❛ ♠❡✐❧❧❡✉r❡ ❝♦❧❧✐s✐♦♥ ❡st ✉♥❡ ❝♦❧❧✐s✐♦♥ s❡♠✐✲❧✐❜r❡ à s❡❧s ❧✐és ❝❤♦✐s✐s
s✉r ✼ ét❛❣❡s ♥é❝❡ss✐t❛♥t 296 ❝❛❧❝✉❧s ♣♦✉r ✉♥❡ ♠é♠♦✐r❡ ❞❡ 232✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ❧❛ ✈❡rs✐♦♥
s✉r ✺✶✷ ❜✐ts ❞❡ ❙❍❆✈✐t❡✲✸✱ ❙❍❆✈✐t❡✲✸✲✺✶✷✱ ❛ été ♠✐s❡ ❡♥ ❞❛♥❣❡r ♣❛r ✉♥❡ ❛tt❛q✉❡ ♣❛r ♣r❡✐♠❛❣❡ à
❝♦♠♣t❡✉r ❡t s❡❧ ❝❤♦✐s✐s ❝♦♥tr❡ ❧❛ ✈❡rs✐♦♥ ❝♦♠♣❧èt❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥ ✭✈♦✐r ❬●▲▼+✶✵❪✮✳

✷✳✸✳✷ ❉❡s✐❣♥ ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ▲✐❣❤t✇❡✐❣❤t ✿ ●▲❯❖◆

❆✈❡❝ ❚❤✐❡rr② ❇❡r❣❡r✱ ❏♦✛r❡② ❉✬❍❛②❡r ❡t ❑❡✈✐♥ ▼❛rq✉❡t✱ ♥♦✉s ♥♦✉s s♦♠♠❡s ♠ê♠❡ ❝♦♠♠✐s
❞❛♥s ❧❛ ❝♦♥str✉❝t✐♦♥ ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ❞✐t❡ ❧✐❣❤t✇❡✐❣t❤ ✭q✉❡ ❧✬♦♥ ♣❡✉t tr❛❞✉✐r❡ ♣❛r ❛②❛♥t
✉♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ❤❛r❞✇❛r❡ ❝♦♠♣❛❝t✮ ❬❇▼❪ ✭❧✬❛rt✐❝❧❡ ❝♦♠♣❧❡t ♣rés❡♥t❛♥t ❧❛ ❢❛♠✐❧❧❡●▲❯❖◆ ❡st
❞♦♥♥é ❡♥ ❛♥♥❡①❡ ❆✮✳ ▲✬✐❞é❡ ét❛✐t ❞❡ s✉✐✈r❡ ❧❡s ♣r❡♠✐èr❡s ♣r♦♣♦s✐t✐♦♥s q✉✐ ❛✈❛✐❡♥t été ❢❛✐t❡s ❞❛♥s ❝❡
s❡♥s✱ à s❛✈♦✐r ◗✉❛r❦ ❬❆❍▼◆P✶✵❪ ❡t P❍❖❚❖◆ ❬●PP✶✶❪ q✉✐ ♦♥t ✉♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ s✉✣s❛♠♠❡♥t
❝♦♠♣❛❝t❡ ♣♦✉r êtr❡ ✉t✐❧✐sé❡ s✉r ❞❡s t❛❣s ❘❋■❉✳ ❆✜♥ ❞❡ ❝♦♥str✉✐r❡ ❝❡tt❡ ♥♦✉✈❡❧❧❡ ♣r♦♣♦s✐t✐♦♥✱ q✉✐
❝♦♠♠❡ ❧❡s ❞❡✉① ♣ré❝é❞❡♥t❡s✱ t✐r❡ s♦♥ ♥♦♠ ❞❡ ❧❛ ❝❧❛ss✐✜❝❛t✐♦♥ ❞❡s ♣❛rt✐❝✉❧❡s é❧é♠❡♥t❛✐r❡s✱ ♥♦✉s

✸✹



✷✳✸✳ ❈r②♣t❛♥❛❧②s❡ ❡t ❞❡s✐❣♥ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

♥♦✉s s♦♠♠❡s s✉rt♦✉t ✐♥s♣✐rés ❞❡ ◗✉❛r❦ ❡♥ ✉t✐❧✐s❛♥t ✉♥❡ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ ❡t ✉♥❡ ❢♦♥❝t✐♦♥
❞❡ ❝♦♠♣r❡ss✐♦♥ q✉✐ ✉t✐❧✐s❡ ❞❡s ✇♦r❞ r✐♥❣ ❋❈❙❘ ❝♦♠♠❡ ❝❡✉① ♣rés❡♥tés ❞❛♥s ❧❡ ❈❤❛♣✐tr❡ ✶ à ❧❛
❙❡❝t✐♦♥ ✶✳✷✳✹✳ ▼ê♠❡ s✐ ❧❡ ❞❡s✐❣♥ ♣r♦♣♦sé ✐❝✐ ❡st ✉♥ ♣❡t✐t ♣❡✉ ♣❧✉s ❧♦✉r❞ ❡♥ t❡r♠❡ ❞❡ ♥♦♠❜r❡ ❞❡
♣♦rt❡s ♥é❝❡ss❛✐r❡ à ✉♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡ ✭✷✵✼✶ ♣♦rt❡s ♣♦✉r ❧✬✐♥st❛♥❝❡ ❧❛ ♣❧✉s ❝♦♠♣❛❝t❡✮
♣❛r r❛♣♣♦rt à ◗✉❛r❦ ❡t P❍❖❚❖◆✱ ✐❧ ♥♦✉s ❛ s❡♠❜❧é ✐♥tér❡ss❛♥t ❞❡ ❝♦♥t✐♥✉❡r à ♣r♦♣♦s❡r ❞❡ t❡❧❧❡s
✐♥st❛♥❝❡s ♣♦✉r s✬❛ss✉r❡r ✉♥ ♥♦♠❜r❡ ❞❡ ♣r✐♠✐t✐✈❡s s✉✣s❛♥t✳

❈♦♥str✉❝t✐♦♥ é♣♦♥❣❡

▲❡s ❝♦♥str✉❝t✐♦♥s é♣♦♥❣❡ ♦♥t été ♣r♦♣♦sé❡s ♣❛r ❇❡rt♦♥✐ ❡t ❛❧✳ ❞❛♥s ❬❇❉P❆✵✽❪ ❝♦♠♠❡ ✉♥❡
♥♦✉✈❡❧❧❡ ♠❛♥✐èr❡ ❞❡ ❝♦♥str✉✐r❡ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ à ♣❛rt✐r ❞✬✉♥❡ ❢♦♥❝t✐♦♥ ♦✉ ❞✬✉♥❡ ♣❡r♠✉✲
t❛t✐♦♥ ✜①é❡✳ ❈♦♠♠❡ ❞é✜♥✐ ❞❛♥s ❧❛ ❋✐❣✳ ✷✳✷✱ ✉♥❡ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ ❛ ✉♥ t❛✉① r ❝♦rr❡s♣♦♥❞❛♥t
à ❧❛ t❛✐❧❧❡ ❞❡s ❜❧♦❝s ❞❡ ♠❡ss❛❣❡ à ✏❡♥tr❡r✑ ❞❛♥s ❧❛ ❢♦♥❝t✐♦♥ ✈✐❛ ✉♥❡ ❧♦✐ ❞❡ ❣r♦✉♣❡✱ ✉♥❡ ❝❛♣❛❝✐té cp
❡t ✉♥❡ ❧♦♥❣✉❡✉r ❞❡ s♦rt✐❡ N ✳ ▲❛ ❧❛r❣❡✉r ❞❡ ❧✬ét❛t ✐♥t❡r♥❡ b ❡st ❞é✜♥✐❡ ❝♦♠♠❡ r+ cp q✉✐ ❞♦✐t êtr❡
♣❧✉s ❣r❛♥❞ q✉❡ N ✳ ▲✬❛✈❛♥t❛❣❡ ❞❛♥s ❞❡ t❡❧❧❡s ❝♦♥str✉❝t✐♦♥s ❝♦♠♠❡ s✐❣♥❛❧é ❞❛♥s ❬●PP✶✶❪ ❡st q✉❡
❧❡ r❛♣♣♦rt ❡♥tr❡ ❧❛ t❛✐❧❧❡ ❞❡ ❧✬ét❛t ✐♥t❡r♥❡ ❡t ❧❡ ♥✐✈❡❛✉ ❞❡ sé❝✉r✐té ❡st ♠❡✐❧❧❡✉r q✉❡ ❞❛♥s ❧❡s ♠♦❞❡s
❞❡ ❤❛❝❤❛❣❡ ❝❧❛ss✐q✉❡♠❡♥t ✉t✐❧✐sés ♠ê♠❡ s✐ ❧❡ ❤❛❝❤❛❣❡ ❞❡ ♣❡t✐ts ♠❡ss❛❣❡s ♥✬❡st ♣❛s très ❡✣❝❛❝❡
❡♥ r❛✐s♦♥ ❞❡ ❧❛ ♣❤❛s❡ ❞❡ sq✉❡❡③✐♥❣ ✭q✉❡ ❧✬♦♥ ♣♦✉rr❛✐t tr❛❞✉✐r❡ ❡♥ ❢r❛♥ç❛✐s ♣❛r ♣❤❛s❡ ❞❡ ♣r❡ss✐♦♥✮✳

❋✐❣✉r❡ ✷✳✷ ✕ ❈♦♥str✉❝t✐♦♥ é♣♦♥❣❡✳

❊t❛♥t ❞♦♥♥é ✉♥ ét❛t ✐♥✐t✐❛❧✱ ❧❛ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ tr❛✐t❡ ✉♥ ♠❡ss❛❣❡ M ❞❡ ❧♦♥❣✉❡✉r |M | =
log2r(M) ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

✶✳ ■♥✐t✐❛❧✐s❛t✐♦♥ ✿ ▲❡ ♠❡ss❛❣❡ ❡st ❝♦♠♣❧été ♣❛r ✉♥ ✬✶✬ ❡t s✉✣s❛♠♠❡♥t ❞❡ ✵ ♣♦✉r ❛tt❡✐♥❞r❡
✉♥❡ t❛✐❧❧❡ ♠✉❧t✐♣❧❡ ❞❡ r✳

✷✳ P❤❛s❡ ❞✬❛❜s♦r♣t✐♦♥ ✿ ▲❡s ❜❧♦❝s ❞❡ ♠❡ss❛❣❡ ❞❡ r ❜✐ts s♦♥t ①♦rés ❛✈❡❝ r ❜✐ts ❞❡ ❧✬ét❛t ❡♥tr❡
❞❡s ❛♣♣❧✐❝❛t✐♦♥s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ f ✳

✸✳ P❤❛s❡ ❞❡ sq✉❡❡③✐♥❣ ✿ r ❜✐ts ❞❡ ❧✬ét❛t s♦♥t s♦rt✐s ❡♥tr❡ ❞❡s ❛♣♣❧✐❝❛t✐♦♥s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ f
❥✉sq✉✬à ❝❡ q✉❡ ❧❛ s♦rt✐❡ ❢❛ss❡ ❛✉ t♦t❛❧ N ❜✐ts✳

▲✬❛✈❛♥t❛❣❡ ❞✬✉♥❡ t❡❧❧❡ ❝♦♥str✉❝t✐♦♥ rés✐❞❡ ❞❛♥s ❧❡s ♣r❡✉✈❡s ❞❡ sé❝✉r✐té ❢♦✉r♥✐❡s ♣❛r ❧❡s ❛✉t❡✉rs
❬❇❉P❆✵✽❪ ❞❛♥s ❧❡ ♠♦❞è❧❡ ❞✬✐♥❞✐✛ér❡♥t✐❛❜✐❧✐té ❞❡ ▼❛✉r❡r✱ ❘❡♥♥❡r ❡t ❍♦❧❡♥st❡✐♥ ❬▼❘❍✵✹❪✳ ❆✐♥s✐✱
✐❧ ❛ ♣❛r ❡①❡♠♣❧❡ été ♠♦♥tré ❞❛♥s ❬❇❉P❆✵✽❪ q✉❡ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ s✉❝❝ès ❞❡ ❞✐✛ér❡♥❝✐❡r ✉♥ ♦r❛❝❧❡
❛❧é❛t♦✐r❡ ❞✬✉♥❡ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ ❢❛✐s❛♥t ❛♣♣❡❧ à ✉♥❡ ♣❡r♠✉t❛t✐♦♥ ♦✉ ✉♥❡ tr❛♥s❢♦r♠❛t✐♦♥
❛❧é❛t♦✐r❡ ❡st ❜♦r♥é❡ s✉♣ér✐❡✉r❡♠❡♥t ♣❛r 1 − exp(−Q22−(c+1)) ♦ù Q ❡st ❧❡ ♥♦♠❜r❡ ❞✬❛♣♣❡❧s à f
♦✉ à s♦♥ ✐♥✈❡rs❡ s✐ ✐❧ ❡①✐st❡✳ P♦✉r ❝❡tt❡ ❜♦r♥❡ ♣❛rt✐❝✉❧✐èr❡✱ ❧❡s ❛✉t❡✉rs ❞❡ ❬❇❉P❆✵✽❪ ❞é❞✉✐s❡♥t
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❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

✉♥❡ s✐♠♣❧✐✜❝❛t✐♦♥ ❞✉ ♠♦❞è❧❡ ❞❡ ♣r❡✉✈❡ ❞❛♥s ❧❡ ♣✐r❡ ❝❛s ❛♣♣❡❧é❡ ✢❛t s♣♦♥❣❡ ❝❧❛✐♠ ♦ù ❞❡s ❜♦r♥❡s
❝♦♥❝rèt❡s ❞❡ sé❝✉r✐té s♦♥t ❞é❞✉✐t❡s ❡♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❛ ❝❛♣❛❝✐té cp q✉❛♥t à ❧❛ rés✐st❛♥❝❡ ❛✉① ❝♦❧❧✐s✐♦♥s
♦✉ à ❧❛ ✭❞❡✉①✐è♠❡✮ ♣r❡✐♠❛❣❡✳

Pr♦♣♦s✐t✐♦♥ ♣♦✉r ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❝♦♠♣r❡ss✐♦♥

◆♦✉s ❛✈♦♥s ❞♦♥❝ ♣r♦♣♦sé ❧❛ ❢❛♠✐❧❧❡ ●▲❯❖◆ ❝♦♠♠❡ ❜❛s❡ ❞✬✉♥❡ ❝♦♥str✉❝t✐♦♥ é♣♦♥❣❡ ♦ù ❧❛
❢♦♥❝t✐♦♥ f ✉t✐❧✐s❡ ✉♥ ✇♦r❞ r✐♥❣ ❋❈❙❘ ✜❧tré ❧✐♥é❛✐r❡♠❡♥t✳ ❈❡tt❡ ❢♦♥❝t✐♦♥ ❡st ❞✐r❡❝t❡♠❡♥t ✐♥s♣✐ré❡
❞❡s ❝♦♥str✉❝t✐♦♥s ❋✲❋❈❙❘✲✈✸ ❡t ❳✲❋❈❙❘✲✈✷ ♣rés❡♥té❡s ❛✉ ❈❤❛♣✐tr❡ ✶✳ ❊♥ ❞❡✉① ♠♦ts✱ ❧❛ str✉❝t✉r❡
❣é♥ér❛❧❡ ❞❡ ❧❛ ❢❛♠✐❧❧❡ ●▲❯❖◆ ❡st ❞♦♥♥é❡ à ❧❛ ❋✐❣✳ ✷✳✸ ❡t ❡st ❝♦♠♣♦sé❡ ❞❡s é❧é♠❡♥ts s✉✐✈❛♥ts ✿

✕ ❖♥ ♥♦t❡ m(t) = (m0(t), · · · ✱ mw−1(t)) ❧❡ ❝♦♥t❡♥✉ ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ ❞✉ ✇♦r❞ r✐♥❣ ❋❈❙❘
❞❡ t❛✐❧❧❡ w ♠♦ts ❞❡ r ❜✐ts ❡t c(t) = (c0(t), · · · , cw−1(t)) ❧❡ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s ❛✈❡❝ a
♠é♠♦✐r❡s ❛❝t✐✈❡s✳ ✭❈❡ ❋❈❙❘ ❡st ❜✐❡♥ sûr ❞é✜♥✐ ♣❛r s❛ ♠❛tr✐❝❡ ❞❡ tr❛♥s✐t✐♦♥ T ✮✳

✕ ❯♥ ✜❧tr❡ ①♦r✲❧✐♥é❛✐r❡ FI ♣❡r♠❡tt❛♥t ❞❡ ✜❧tr❡r ❧❡ ❝♦♥t❡♥✉ ❞❡ m(t) ❡♥ ①♦r❛♥t ❡♥s❡♠❜❧❡ ❞❡s
✈❡rs✐♦♥s ❞é❝❛❧é❡s ❞❡s ♠♦ts mi(t) ❞✉ r❡❣✐str❡ ♣r✐♥❝✐♣❛❧ r❡❝❡✈❛♥t ✉♥❡ rétr♦❛❝t✐♦♥✳ ❈❡ ✜❧tr❡
❡st ✉t✐❧✐sé ✉♥✐q✉❡♠❡♥t ♣♦✉r ❡①tr❛✐r❡ ✉♥❡ s♦rt✐❡ ❞❡ t❛✐❧❧❡ (w − 1)× r ❜✐ts✳

mw−1 ✳✳✳ ✳✳✳ ✳✳✳ ✳✳✳ ✳✳✳ ✳✳✳ m0

♦✉t ♦✉t

▲✐♥❡❛r ✜❧t❡r FI

❋✐❣✉r❡ ✷✳✸ ✕ ❱✉❡ ❣é♥ér❛❧❡ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ f ♣♦✉r ❧❛ ❢❛♠✐❧❧❡ ●▲❯❖◆✳

▲❛ ❢♦♥❝t✐♦♥ f q✉✐ ♣r❡♥❞ ❡♥ ❡♥tré❡✴s♦rt✐❡ b = (w−1)×r ❜✐ts ❢♦♥❝t✐♦♥♥❡ ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿

✶✳ ■♥✐t✐❛❧✐s❛t✐♦♥ ✿ P♦✉r ✉♥❡ ❡♥tré❡ s = (s0, · · · , sb−1)✱ f ✐♥✐t✐❛❧✐s❡ s♦♥ ét❛t ✐♥t❡r♥❡ ❞❡ ❧❛ ♠❛♥✐èr❡
s✉✐✈❛♥t❡ ✿
✕ ▲❡s w − 1 ♣r❡♠✐❡rs ♠♦ts ❞❡ m s♦♥t ✐♥✐t✐❛❧✐sés ❛✈❡❝ ❧❡s (w − 1)× r ❜✐ts ❞✬❡♥tré❡✳
✕ ▲❡ ❞❡r♥✐❡r ♠♦t ❞❡ m ❡st ✐♥✐t✐❛❧✐sé ❛✈❡❝ ❧❛ ❝♦♥st❛♥t❡ t♦✉t à ✶ ❞❡ ❧♦♥❣✉❡✉r r✳
✕ ▲❡ r❡❣✐str❡ ❞❡ r❡t❡♥✉❡s ❡st ✐♥✐t✐❛❧✐sé t♦✉t à ✵✳

✷✳ ▼✐s❡ à ❥♦✉r ❞❡ ❧✬ét❛t ✿ ❆ ♣❛rt✐r ❞❡ ❧✬ét❛t ✐♥t❡r♥❡ (m(t), c(t))✱ ❧❡ ❋❈❙❘ ❡st ❝❧♦❝❦é d+ 4 ❢♦✐s
✭♦ù d ❡st ❧❡ ❞✐❛♠ètr❡ ❞✉ ❋❈❙❘✮ à ❧✬❛✐❞❡ ❞❡s éq✉❛t✐♦♥s ✿ m(t+1) = Tm(t)+ c(t) mod 2 ❡t
c(t+ 1) = Tm(t) + c(t)÷ 2✳

✸✳ ❈❛❧❝✉❧ ❞❡ ❧❛ s♦rt✐❡ ✿ ▲❡ ❋❈❙❘ ❡st ❝❧♦❝❦é w − 1 ❢♦✐s✳ ❆ ❝❤❛q✉❡ ✐tér❛t✐♦♥✱ ✉♥ ♠♦t ❞❡ r ❜✐ts
❡st ❡①tr❛✐t à ❧✬❛✐❞❡ ❞✉ ✜❧tr❡ ❧✐♥é❛✐r❡ FI ❛✜♥ ❞✬♦❜t❡♥✐r (w − 1)× r ❜✐ts ❞❡ s♦rt✐❡✳

▲❡ t❛✉① ❞❡ ❧✬é♣♦♥❣❡ ❛ss♦❝✐é ❡st r✱ s❛ ❝❛♣❛❝✐té ❡st cp = (w − 2) × r✱ ❧❛ t❛✐❧❧❡ ❞❡ f ét❛♥t
b = r + cp✳

◆♦✉s ❧❛✐ss♦♥s ❛✉ ❧❡❝t❡✉r ❧❡ s♦✐♥ ❞✬❛❧❧❡r ❞é❝♦✉✈r✐r ❧❡s ❞✐✛ér❡♥t❡s ✐♥st❛♥❝❡s ❞❡ ●▲❯❖◆ ❛✐♥s✐
q✉❡ ❧❡s ❛r❣✉♠❡♥ts ❞❡ sé❝✉r✐té ♣♦✉r ❧❛ ❢♦♥❝t✐♦♥ f ❡t ❧❡s rés✉❧t❛ts ❞❡ ♣❡r❢♦r♠❛♥❝❡s t❛♥t ❧♦❣✐❝✐❡❧ q✉❡
♠❛tér✐❡❧ ❞♦♥♥és ❡♥ ❛♥♥❡①❡ ❆ ♦✉ ❞❛♥s ❬❇▼❪✳

✷✳✹ ❈♦♥❝❧✉s✐♦♥

❯♥ s✉❥❡t q✉✐ ♠❡ t✐❡♥t ♣❛rt✐❝✉❧✐èr❡♠❡♥t à ❝÷✉r ❡t q✉✐ ♥✬❛ ♣❛s été ♣rés❡♥té ❞❛♥s ❝❡ ❝❤❛♣✐tr❡
❝♦♥❝❡r♥❡ ❧✬❛♣♣❛r✐t✐♦♥ ❛✉ ❝♦✉rs ❞❡ ❝❡s ❝✐♥q ❞❡r♥✐èr❡s ❛♥♥é❡s ❞✬✉♥ ❣r❛♥❞ ♥♦♠❜r❡ ❞❡ ❝❤✐✛r❡♠❡♥t
♣❛r ❜❧♦❝s ❞✐t ❧✐❣t❤✇❡✐❣❤t ✭❛✉ s❡♥s ❞❡ ✏❛✈❡❝ ✉♥❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ♠❛tér✐❡❧❧❡ ❝♦♠♣❛❝t❡✑✮✳ ❖♥ ♣❡✉t

✸✻



✷✳✹✳ ❈♦♥❝❧✉s✐♦♥

❝✐t❡r ♣❛r♠✐ t♦✉t❡s ❧❡s ♣r♦♣♦s✐t✐♦♥s✱ P❘❊❙❊◆❚ ❬❇❑▲+✵✼❪✱ ❍■●❍ ❬❍❙❍+✵✻❪✱ ♠❈r②♣t♦♥ ❬▲❑✵✺❪
♦✉ ❑❆❚❆◆ ✫ ❑❚❆◆❚❆◆ ❬❈❉❑✵✾❪✳ ▲❡✉r ét✉❞❡ t❛♥t ❞✉ ♣♦✐♥t ❞❡ ✈✉❡ ❞❡ ❧❡✉r sé❝✉r✐té q✉❡ ❞❡s
♣♦ss✐❜❧❡s ❛tt❛q✉❡s à ♠♦♥t❡r ❝♦♥tr❡ ❡✉① s❡♠❜❧❡ êtr❡ ❛✉ ❝❡♥tr❡ ❞❡ ❧✬❛❝t✉❛❧✐té ❝r②♣t♦❣r❛♣❤✐q✉❡✳
❈✬❡st ✉♥ ❞❡s ❜✉ts ❞✉ ♣r♦❥❡t ❆◆❘ ■◆❙ ❇▲❖❈ ❛❝❝❡♣té ❡♥ ❥✉✐♥ ✷✵✶✶ ❡t ❞♦♥t ❥❡ s✉✐s ❝♦♦r❞✐♥❛tr✐❝❡✳
◆♦✉s s♦✉❤❛✐t♦♥s ❞❛♥s ❧❡ ❝❛❞r❡ ❞❡ ❝❡ ♣r♦❥❡t êtr❡ ❝❛♣❛❜❧❡ ❞❡ ❞é✜♥✐r ❞❡ ♥♦✉✈❡❧❧❡s ♣r❡✉✈❡s ❞❡
sé❝✉r✐té ❢♦♥❝t✐♦♥ ❞❡s ♥♦✉✈❡❛✉① ♠♦❞è❧❡s ❞❡ ❝r②♣t❛♥❛❧②s❡s ❡①✐st❛♥t ❝♦♥tr❡ ❧❡s ❝❤✐✛r❡♠❡♥ts ♣❛r
❜❧♦❝s✳ ❏✬❡s♣èr❡ ❞♦♥❝ q✉❡ ❧❛ ❝❧❛ss✐✜❝❛t✐♦♥ ❞♦♥♥é❡ ❞❛♥s ❝❡ ❝❤❛♣✐tr❡ ♣❡r♠❡ttr❛ ❞❡ s✐♠♣❧✐✜❡r ❝❡tt❡
tâ❝❤❡✳

❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✱ ❧❛ ❝♦♠♠✉♥❛✉té ❝r②♣t♦❣r❛♣❤✐q✉❡ ❝♦♥t✐♥✉❡ ❞✬ét✉✲
❞✐❡r ❧❡s ✜♥❛❧✐st❡s ❞❡ ❙❍❆✲✸ ❡t ❛tt❡♥❞ ❛✈❡❝ ❛♥①✐été ❧❛ ✜♥ ❞❡ ❝❡tt❡ ❝♦♠♣ét✐t✐♦♥ ♣ré✈✉❡ ❡♥ ✷✵✶✷✳

✸✼



❈❤❛♣✐tr❡ ✷✳ ❆❧❣♦r✐t❤♠❡s ❞❡ ❝❤✐✛r❡♠❡♥t ♣❛r ❜❧♦❝s ❡t ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡

✸✽



❉❡✉①✐è♠❡ ♣❛rt✐❡

❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts ❡t

s♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉①

❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

✸✾





❈❤❛♣✐tr❡ ✶

❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

✶✳✶ ■♥tr♦❞✉❝t✐♦♥

❆ ♠♦♥ ❛rr✐✈é❡ ❝♦♠♠❡ ♠❛îtr❡ ❞❡ ❝♦♥❢ér❡♥❝❡ ❛✉ ❧❛❜♦r❛t♦✐r❡ ❈■❚■ ❡♥ ✷✵✵✺✱ ❙té♣❤❛♥❡ ❯❜é❞❛✱
❛❧♦rs ❞✐r❡❝t❡✉r ❞✉ ❧❛❜♦r❛t♦✐r❡✱ ♠✬❛ ♣r♦♣♦sé ❞❡ ♣r❡♥❞r❡ ❧❛ r❡s♣♦♥s❛❜✐❧✐té ❞✉ ♣r♦❥❡t ❆◆❘ ❆❈■
sé❝✉r✐té ✭✷✵✵✹✲✷✵✵✼✮ ❑❆❆ ✾ ✭❑♥♦✇❧❡❞❣❡ ❆✉t❤❡♥t✐✜❝❛t✐♦♥ ❆♠❜✐❡♥t✮ ❡t ❞❡ ❧✬❛✐❞❡r à ❡♥❝❛❞r❡r ❧❛
t❤ès❡ ❞❡ ❙✳ ●❛❧✐❝❡ ❬●❛❧✵✼❪ ✜♥❛♥❝é❡ ♣❛r ❝❡ ♠ê♠❡ ♣r♦❥❡t✳ ■❧ s✬❛❣✐ss❛✐t ❞✬✉♥ ♣r♦❥❡t ♣❧✉r✐✲❞✐s❝✐♣❧✐♥❛✐r❡
✐♠♣❧✐q✉❛♥t ♣❧✉s✐❡✉rs ❧❛❜♦r❛t♦✐r❡s ❞❡ ❞✐✛ér❡♥ts ❞♦♠❛✐♥❡s ✿ ❧❡ ❈■❚■ ❜✐❡♥ sûr✱ ❧✬✐♥st✐t✉t ❞❡s s②stè♠❡s
❝♦♠♣❧❡①❡s ✭■❳❳■✮ q✉✐ ❡st ♠✉❧t✐✲ét❛❜❧✐ss❡♠❡♥ts✱ ❧❡ ❧❛❜♦r❛t♦✐r❡ ❞✬é❝♦♥♦♠✐❡ ❞❡s tr❛♥s♣♦rts ❞❡ ❧✬■❙❍
❞❡ ▲②♦♥✱ ❧❡ ❈❊❘❉❘■❉✱ ❧❛❜♦r❛t♦✐r❡ ❞❡ ❞r♦✐t ❞❡ ❙❛✐♥t✲➱t✐❡♥♥❡✱ ❧✬■❈❚❚ ✭■♥t❡r❛❝t✐♦♥ ❈♦❧❧❛❜♦r❛t✐✈❡
✲ ❚é❧é❢♦r♠❛t✐♦♥ ✲ ❚é❧é❛❝t✐✈✐tés✮ ❞❡ ❧✬■◆❙❆ ❞❡ ▲②♦♥ ❡t ❧❡ ▼❆PP▲❨✱ ❧❛❜♦r❛t♦✐r❡ ❞❡ ♠❛t❤é♠❛t✐q✉❡s
❞❡ ❧✬■◆❙❆ ❞❡ ▲②♦♥✳

▲❡ ❜✉t ❞❡ ❝❡ ♣r♦❥❡t ét❛✐t ❞❡ ❞é✜♥✐r à ♣❛rt✐r ❞❡s ✐♥t❡r❛❝t✐♦♥s ❤✉♠❛✐♥❡s ❞❡ ❣❡st✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡
✉♥ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts q✉✐ s♦✐t ✐♥❢♦r♠❛t✐q✉❡♠❡♥t r❛✐s♦♥♥❛❜❧❡ ❡t ❤✉✲
♠❛✐♥❡♠❡♥t ❛❝❝❡♣t❛❜❧❡✳ ▲❡s ❛❝t❡✉rs ❞✉ ♣r♦❥❡t ✐ss✉s ❞❡s s❝✐❡♥❝❡s ❤✉♠❛✐♥❡s ♦♥t ❞♦♥❝ tr❛✈❛✐❧❧é s✉r
❧❛ ❞é✜♥✐t✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡✉r ❞♦♠❛✐♥❡✳ ❆✐♥s✐✱ ❧❛ s♦❝✐♦❧♦❣✐❡ s✬❡st ❛tt❛❝❤é❡ à ❞é✜♥✐r ❧❡
❢♦♥❝t✐♦♥♥❡♠❡♥t ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s ❣r♦✉♣❡s s♦❝✐❛✉① ❬◆❡✉✾✻❪✱ ❧❡s ❥✉r✐st❡s ♦♥t ❞é✈❡❧♦♣♣é ✉♥
♣♦✐♥t ❞❡ ✈✉❡ ❛❧❧✐❛♥t ré❣✉❧❛t✐♦♥ ❥✉r✐❞✐q✉❡ ❡t ❝♦♥✜❛♥❝❡ ❛✉t♦✉r ❞❡s ♠♦❞è❧❡s ❞✬♦r❣❛♥✐s❛t✐♦♥ ❥✉r✐✲
❞✐q✉❡✱ ❧❡s é❝♦♥♦♠✐st❡s ♦♥t tr❛✈❛✐❧❧é s✉r ❧❛ ♣❧❛❝❡ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡ ❝♦♥tr❛t ❛✐♥s✐ q✉❡ s✉r ❧❡
❧✐❡♥ ❝♦♥✜❛♥❝❡✴ré❝✐♣r♦❝✐té ♦❜s❡r✈é ❞❛♥s ❧❡s ❥❡✉① ❞❡ ❧✬é❝♦♥♦♠✐❡ ❡①♣ér✐♠❡♥t❛❧❡ ❬❉✉❜✵✻❜❪✳ ❊♥ t❛♥t
q✉✬✐♥❢♦r♠❛t✐❝✐❡♥s✱ ♥♦✉s ❛✈♦♥s t❡♥té ❞✬✉t✐❧✐s❡r ❝❡s ❞✐✛ér❡♥t❡s ✈✐s✐♦♥s ♣♦✉r ❝♦♥str✉✐r❡ ✉♥ ♠♦❞è❧❡
❞❡ ❝♦♥✜❛♥❝❡ ♣♦✉r ❧❡s rés❡❛✉① s♣♦♥t❛♥és✳

▲❡s rés❡❛✉① s♣♦♥t❛♥és ♣❡✉✈❡♥t êtr❡ ✈✉s ❝♦♠♠❡ ✉♥❡ s♦✉s✲❝❛té❣♦r✐❡ ❞❡s rés❡❛✉① ❛♠❜✐❛♥ts✳ ❈❡s
❞❡r♥✐❡rs s♦♥t ❞❡s rés❡❛✉① s❛♥s ✜❧ ❞❛♥s ❧❡sq✉❡❧s ❝❤❛q✉❡ ❡♥t✐té ♣❡✉t s❡ ❝♦♥♥❡❝t❡r ♣❛rt♦✉t✱ t♦✉t ❧❡
t❡♠♣s s✐ ♥é❝❡ss❛✐r❡✱ ♣❛r ❧✬✐♥t❡r♠é❞✐❛✐r❡ ❞✬♦❜❥❡ts ❝♦♠♠✉♥✐❝❛♥ts ❝❧❛ss✐q✉❡s ❞✐t ✐♥t❡❧❧✐❣❡♥ts ❝♦♠♠❡
✉♥ ♦r❞✐♥❛t❡✉r ♣♦rt❛❜❧❡ ♦✉ ✉♥ s♠❛rt♣❤♦♥❡✳ ❉❛♥s ❝❡ ❝❛s✱ s❡✉❧ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥ s②stè♠❡ ❞✐str✐❜✉é
❡t ♥♦♥✲❝❡♥tr❛❧✐sé ♣❡✉t êtr❡ ❡♥✈✐s❛❣é❡ ❛✜♥ ❞✬é❝❤❛♥❣❡r ❞❡s ✐♥❢♦r♠❛t✐♦♥s ♦✉ ❞❡ s❡ ❝♦♥♥❡❝t❡r à ✉♥
s❡r✈✐❝❡ ♣❛rt✐❝✉❧✐❡r✱ ❧❛ ❝♦♥♥❡①✐♦♥ à ❞❡s ✐♥❢r❛str✉❝t✉r❡s ✜①❡s s❡ ❢❛✐s❛♥t ❞❡ ♠❛♥✐èr❡ ♣♦♥❝t✉❡❧❧❡✳ ▲❡s
rés❡❛✉① s♣♦♥t❛♥és q✉❛♥t à ❡✉① ♣❡✉✈❡♥t êtr❡ ✈✉ ❝♦♠♠❡ ❞❡s rés❡❛✉① ♦ù ❧❡ ♠✉❧t✐✲s❛✉t ♥✬❡st ♣❛s ♣r✐s
❡♥ ❝♦♠♣t❡ ✿ ❞❡s t❡r♠✐♥❛✉① ♠♦❜✐❧❡s s✬é❝❤❛♥❣❡♥t ❞❡s ♠❡ss❛❣❡s à ✉♥ s❛✉t ❞❡ ❢❛ç♦♥ ♦♣♣♦rt✉♥✐st❡
❧♦rsq✉✬✐❧s s♦♥t à ♣♦rté❡ r❛❞✐♦ ❧❡s ✉♥s ❞❡s ❛✉tr❡s✱ ❧❛ ❝♦♥♥❡❝t✐✈✐té ❣❧♦❜❛❧❡ ❞✉ rés❡❛✉ ét❛♥t ✉♥✐q✉❡♠❡♥t
❛ss✉ré❡ ♣❛r ❧❡s ♠♦❜✐❧❡s ❧❡ ❝♦♥st✐t✉❛♥t✳ ■❧ s✬❛❣✐t ❞♦♥❝ ❞❡ rés❡❛✉① ❛✉t♦✲♦r❣❛♥✐sés à ✉♥ s❛✉t✳ ❈❡
♠♦❞è❧❡ ❝♦rr❡s♣♦♥❞ à ❝❡❧✉✐ ❞❡s P♦❝❦❡t ❙✇✐t❝❤❡❞ ◆❡t✇♦r❦s ✭P❙◆✮ ❬❍▲❈+✵✻❪ q✉✐ s❡ ❞é✜♥✐ss❡♥t ♣❛r
❧❡s ✉t✐❧✐s❛t❡✉rs ❛✉t♦♥♦♠❡s q✉✐ ❧❡s ❝♦♠♣♦s❡♥t✳

✾✳ ❤tt♣✿✴✴❦❛❛✳❝✐t✐✳✐♥s❛✲❧②♦♥✳❢r✴

✹✶

http://kaa.citi.insa-lyon.fr/


❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

▲❡ ♣r♦❜❧è♠❡ ❡♥✈✐s❛❣é ✐❝✐ ❡st ❝❡❧✉✐ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s ❝♦♠♠✉♥❛✉tés ♦✉✈❡rt❡s q✉✐ ❝♦♥st✐✲
t✉❡♥t ❧❡s rés❡❛✉① s♣♦♥t❛♥és ❝❛r ❧❡s ♠♦❜✐❧❡s q✉✐ ❝♦♠♣♦s❡♥t ❝❡ rés❡❛✉ ❛♣♣❛rt✐❡♥♥❡♥t à ❞❡s ✐♥❞✐✈✐❞✉s
❡✉①✲♠ê♠❡s ♠❡♠❜r❡s ❞❡ ❣r♦✉♣❡s s♦❝✐❛✉①✳ ■❧ s✬❛❣✐r❛ ❞♦♥❝ ❞❡ ❝♦♥str✉✐r❡ ✉♥ ♠♦❞è❧❡ ❞❡ ❝♦♠♠✉♥❛✉tés
♦✉✈❡rt❡s ❞❡ s❡r✈✐❝❡ ❬▲❍❯✵✸✱ ❨❍❈✵✼❪ t❡♥❛♥t ❝♦♠♣t❡ ❞❡s ♠♦✉✈❡♠❡♥ts ❞②♥❛♠✐q✉❡s ❞❡ ❧❛ ❝♦♠♠✉✲
♥❛✉té ✭♥❛✐ss❛♥❝❡✱ ♣❛rt✐t✐♦♥♥❡♠❡♥t✱ ❥♦✐♥t✉r❡✮ ❛✐♥s✐ q✉❡ ❞❡ ❧✬é✈♦❧✉t✐♦♥ ❞❡ ❝❡s ❝♦♠♠✉♥❛✉tés ✭t❛✐❧❧❡✱
♣♦♣✉❧❛t✐♦♥✮✳ ■❧ ❢❛✉❞r❛ é❣❛❧❡♠❡♥t ♣r❡♥❞r❡ ❡♥ ❝♦♠♣t❡ ❧❡s ❛s♣❡❝ts ❞❡ sé❝✉r✐té ♣♦✉r ❝❡ t②♣❡ ❞❡ rés❡❛✉
❛✜♥ ❞❡ ❣❛r❛♥t✐r ❧❡s ♣r♦♣r✐étés ❝❧❛ss✐q✉❡s ❞❡ sé❝✉r✐té ❝♦♠♠❡ ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♦✉ ❧❛ ❝♦♥✜❞❡♥t✐❛✲
❧✐té✳ ❊♥ ❡✛❡t✱ ♥♦✉s s♦✉❤❛✐t♦♥s q✉❡ ♥♦tr❡ ♠♦❞è❧❡ ♣✉✐ss❡ ❣❛r❛♥t✐r ❧❡s ♣r♦♣r✐étés ✉s✉❡❧❧❡s ❞❡ sé❝✉r✐té
❛✜♥ ❞✬❛ss✉r❡r ✉♥❡ ❝♦♥✜❛♥❝❡ ♠✐♥✐♠❛❧❡ ❞❛♥s ❧❡ s②stè♠❡ ❧✉✐✲♠ê♠❡✳ ◆♦✉s ❛✈♦♥s ❞♦♥❝ ❝♦♥str✉✐t ✉♥❡
s♦❧✉t✐♦♥ ♦ù ❧❛ ♣r✐s❡ ❞❡ ❞é❝✐s✐♦♥ ❞✬✉♥ é❝❤❛♥❣❡ r❡♣♦s❡ s✉r ❧❛ ❝♦♥✜❛♥❝❡ ❡♥ ❝♦♥s✐❞ér❛♥t q✉❡ ❝❤❛q✉❡
❡♥t✐té s❡ ♣r♦té❣❡r❛ ❞✬é✈❡♥t✉❡❧s ✈♦✐s✐♥s ♠❛❧✐❝✐❡✉① ✉♥✐q✉❡♠❡♥t ❣râ❝❡ à ❞❡s ✐♥❢♦r♠❛t✐♦♥s ❧♦❝❛❧❡s
❞♦♥t ✐❧ ❞✐s♣♦s❡✳ ◆♦tr❡ ♠♦❞è❧❡ ❞❡ ❣❡st✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❛ ❞♦♥❝ ♣♦✉r ♦❜❥❡❝t✐❢ ❞❡ ré❞✉✐r❡ ❧✬✐♥❝❡r✲
t✐t✉❞❡ ♣r♦✈❡♥❛♥t ❞✬✉♥❡ ✐♥❢♦r♠❛t✐♦♥ ♣❛rt✐❡❧❧❡✳ ■❧ ❞❡✈r❛ s✬ét❛❜❧✐r ❡♥ ❢♦♥❝t✐♦♥ ❞❡s s❡r✈✐❝❡s ♣r♦♣♦sés
❡t s✬❛❞❛♣t❡r ❞②♥❛♠✐q✉❡♠❡♥t à ❧✬é❝❤❡❧❧❡ ❞❡ ❧❛ ❝♦♠♠✉♥❛✉té✳ ■❧ ♣r✐✈✐❧é❣✐❡r❛ ❞❡s ♠♦❞❡s ❞❡ ❢♦♥❝✲
t✐♦♥♥❡♠❡♥t ♥❡ ♥é❝❡ss✐t❛♥t ❛✉❝✉♥❡ ❛❞♠✐♥✐str❛t✐♦♥ ❝❡♥tr❛❧❡ ❡t ♣❡✉ ❞✬✐♥t❡r✈❡♥t✐♦♥s ❞❡ ❧❛ ♣❛rt ❞❡
❧✬✉t✐❧✐s❛t❡✉r✳ ❊♥✜♥✱ ✐❧ ❢❛❝✐❧✐t❡r❛ ❡t ✐♥❝✐t❡r❛ ❧❛ ❝♦❧❧❛❜♦r❛t✐♦♥ ❡♥tr❡ ❧❡s ♠♦❜✐❧❡s✳

✶✳✷ ❆♣♣r♦❝❤❡ s♦❝✐❛❧❡ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡

▲❛ ❝♦♥✜❛♥❝❡ ❡st ✉♥ t❡r♠❡ à ❧❛ ❢♦✐s ❝♦♠♠✉♥ ❛✉q✉❡❧ ❝❤❛❝✉♥ ♣❡✉t ❞♦♥♥❡r ✉♥❡ ❞é✜♥✐t✐♦♥ ❡t
très ❛♠❜✐❣ü❡ t❛♥t ✐❧ ♣❡✉t r❡❝♦✉✈r✐r ❞❡s ❛s♣❡❝ts très ✈❛r✐és✳ ❉❛♥s ❞❡s ✈❡rs✐♦♥s t❡❝❤♥♦❧♦❣✐q✉❡s✱ ❧❛
❝♦♥✜❛♥❝❡ ❛ été ❛❜♦r❞é❡ ♣♦✉r ❧❡ ✇❡❜✱ ❧❡s rés❡❛✉① ♣❛✐r✲à✲♣❛✐r✱ ❞❛♥s ❧❡ ❝❛❞r❡ ❞❡s ❝♦❞❡s ♠♦❜✐❧❡s ♦✉
♣❛r❢♦✐s ❞❛♥s ❞❡s ❝♦♥t❡①t❡s très s♣é❝✐✜q✉❡s✱ ❝♦♠♠❡ ❧❡s ❛♣♣❧✐❝❛t✐♦♥s ♠é❞✐❝❛❧❡s ❬●❙✵✵❪✳

❖♥ ♣❡✉t ❞é✜♥✐r ❞✬✉♥ ♣♦✐♥t ❞❡ ✈✉❡ ❣é♥ér❛❧ ❧❛ ❝♦♥✜❛♥❝❡ ❝♦♠♠❡ ✉♥ ♠é❝❛♥✐s♠❡ ❞❡ ❝♦♦r❞✐♥❛t✐♦♥
❞❡s é❝❤❛♥❣❡s ✭é❝♦♥♦♠✐q✉❡s ♦✉ ♥♦♥✮ ❡♥ s✐t✉❛t✐♦♥ ❞✬✐❣♥♦r❛♥❝❡ ♦✉ ❞✬✐♥❝❡rt✐t✉❞❡ ✿ ❝✬❡st ❡❧❧❡ q✉✐ ♣❡r♠❡t
❞❡ ♣r❡♥❞r❡ ✉♥❡ ❞é❝✐s✐♦♥ ♠❛❧❣ré ❧✬❡①✐st❡♥❝❡ ❞✬✉♥ r✐sq✉❡✳ ▲❛ ❝♦♥✜❛♥❝❡ ♥❡ ♣❡✉t s❡ ❞é✜♥✐r q✉❡ ✈✐s✲à✲
✈✐s ❞✬✉♥❡ ♣❡rs♦♥♥❡✱ q✉✐ ♣❡✉t êtr❡ é✈❡♥t✉❡❧❧❡♠❡♥t ♠♦r❛❧❡✳ ❈❡tt❡ ♥♦t✐♦♥ s❡ ❞✐st✐♥❣✉❡ ❛✐♥s✐ ❞❡ ❝❡❧❧❡s
q✉✐ s✬❛♣♣❧✐q✉❡♥t ❣é♥ér❛❧❡♠❡♥t ❛✉① t❡❝❤♥✐q✉❡s ♦✉ ❛✉① t❡❝❤♥♦❧♦❣✐❡s ❝♦♠♠❡ ❧❛ sé❝✉r✐té✱ ❧❛ ✜❛❜✐❧✐té
♦✉ ❧❛ sûr❡té ♠ê♠❡ s✐ ❝❡s ♥♦t✐♦♥s s♦♥t é✈✐❞❡♠♠❡♥t ❧✐é❡s✳ P❛r ❡①❡♠♣❧❡✱ ❞✬❛♣rès ❬●❛♠✵✵❪✱ ✏▲❛
❝♦♥✜❛♥❝❡ ❡st ❧❛ ♣r♦❜❛❜✐❧✐té s✉❜❥❡❝t✐✈❡ ♣❛r ❧❛q✉❡❧❧❡ ✉♥ ✐♥❞✐✈✐❞✉ ❆❧✐❝❡ ♣ré✈♦✐t q✉✬✉♥ ❛✉tr❡ ✐♥❞✐✈✐❞✉✱
❇♦❜✱ ❡①é❝✉t❡ ✉♥❡ ❛❝t✐♦♥ ❞♦♥t s♦♥ ❜✐❡♥✲êtr❡ ❞é♣❡♥❞✳✑

❉é✜♥✐t✐♦♥ ❞✬✉♥ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡

❉❡ ❧♦✐♥ ❧❡ ♣❧✉s ré♣❛♥❞✉ ♣♦✉r ❧❛ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥t❡r✲♦❜❥❡ts✱ ❧❡ ♣r♦t♦❝♦❧❡ ❇❧✉❡t♦♦t❤ ❬❇❧✉✵✶❪
❡st ❢♦♥❞é s✉r ❧❡ ♠♦❞è❧❡ ❞❡ ❧✬❛♣♣❛r✐❡♠❡♥t ✿ ✉♥❡ ✐♥❢♦r♠❛t✐♦♥ ✐❞❡♥t✐q✉❡ ✭✉♥ ♥✉♠ér♦ P■◆✮ ❞♦✐t êtr❡
❡♥tré❡ ♠❛♥✉❡❧❧❡♠❡♥t ❞❛♥s ❝❤❛q✉❡ ♦❜❥❡t ♣♦✉r ❧✬ét❛❜❧✐ss❡♠❡♥t ❞✬✉♥ ❝❛♥❛❧ sé❝✉r✐sé✳ ❈❡t ❛♣♣❛r✐❡♠❡♥t
♣❡✉t êtr❡ t❡♠♣♦r❛✐r❡ ✭❞✉ré❡ ❞✬✉♥❡ s❡ss✐♦♥✮ ♦✉ ❞é✜♥✐t✐❢ ✭rés❡r✈é à ❧✬❛♣♣❛r✐❡♠❡♥t ❞❡s ♦❜❥❡ts ❞✬✉♥❡
♠ê♠❡ ♣❡rs♦♥♥❡✮✳ ▲❡ ♠♦❞è❧❡ ♥✬❡st ♣❛s ❞✉ t♦✉t ❛❞❛♣té ❛✉① ✐♥t❡r❛❝t✐♦♥s s♣♦♥t❛♥é❡s ❝❛r ✐❧ ♥é❝❡ss✐t❡
❧✬✐♥t❡r✈❡♥t✐♦♥ s②sté♠❛t✐q✉❡ ❞✉ ♣r♦♣r✐ét❛✐r❡✱ ❡t ♥❡ ♣♦ssè❞❡ ♣❛s ❞❡ ❞❡❣ré ❞✬❛ss♦❝✐❛t✐♦♥ ❛✉ s❡♥s ❞❡
♥✐✈❡❛✉① ❞❡ ❝♦♥✜❛♥❝❡ r❡q✉✐s ♣♦✉r ❛❝❝é❞❡r à ❞✐✛ér❡♥ts s❡r✈✐❝❡s ✭❝❡s ❛✉tr❡s ❛s♣❡❝ts ❞♦✐✈❡♥t êtr❡
❣érés ❡♥ ❞❡❤♦rs ❞✉ ♣r♦t♦❝♦❧❡✮ ♦✉ ❞❡ r❡♠✐s❡ ❡♥ ❝❛✉s❡ ❡♥ ❝❛s ❞❡ ❧✐❡♥ ❞é❝❧❛ré ♣❡r♠❛♥❡♥t✳

◆♦tr❡ ❞é✜♥✐t✐♦♥ ❞✬✉♥ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❡st ✉♥ ♠é❝❛♥✐s♠❡ t❡❝❤♥♦❧♦❣✐q✉❡ q✉✐ s❡ s✉❜st✐t✉❡r❛✐t
❛✉ ♠♦❞è❧❡ ❞✬❛♣♣❛r✐❡♠❡♥t ❞❛♥s ❧❡ ❜✉t ❞❡ ❞✐♠✐♥✉❡r ❧❛ ♥é❝❡ss✐té ❞❡ ❧✬✐♥t❡r✈❡♥t✐♦♥ ❤✉♠❛✐♥❡ ❡t
✐♥❝♦r♣♦r❛♥t ✉♥ ♠é❝❛♥✐s♠❡ ❛✉ss✐ ❛✉t♦♠❛t✐q✉❡ q✉❡ ♣♦ss✐❜❧❡ ♣♦✉r ❧❛ ❣r❛❞✉❛t✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡
❡t ❧❛ ré♣✉❞✐❛t✐♦♥ ❞❡ ❧✐❡♥s ♣ré❛❧❛❜❧❡♠❡♥t ét❛❜❧✐s✳ ❘❡♠❛rq✉♦♥s q✉❡ ❝❡tt❡ ❞é✜♥✐t✐♦♥ ♥❡ ❝❤❡r❝❤❡
♣❛s à s✉♣♣r✐♠❡r t♦t❛❧❡♠❡♥t ❧✬✐♥t❡r✈❡♥t✐♦♥ ❞✉ ♣r♦♣r✐ét❛✐r❡ ❞❡ ❧✬♦❜❥❡t✱ ❝❡tt❡ s✉♣♣r❡ss✐♦♥ ♥✬❡st
♣❛s s♦✉❤❛✐t❛❜❧❡ ❞❛♥s ♥♦tr❡ ✈✐s✐♦♥ ♣❧✉r✐✲❞✐s❝✐♣❧✐♥❛✐r❡s✳ ❊♥ ❡✛❡t✱ ♣♦✉r êtr❡ s♦❝✐❛❧❡♠❡♥t ❛❝❝❡♣té✱

✹✷



✶✳✷✳ ❆♣♣r♦❝❤❡ s♦❝✐❛❧❡ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡

✐❧ ❡st ♣r✐♠♦r❞✐❛❧ q✉❡ ❧❡ ♣r♦♣r✐ét❛✐r❡ ❞❡ ❧✬♦❜❥❡t ❣❛r❞❡ ✉♥ ❝❡rt❛✐♥ ❝♦♥trô❧❡ s✉r ❝❡❧✉✐✲❝✐✱ ♥❡ s❡r❛✐t✲
❝❡ q✉❡ ♣❛r❝❡ q✉❡ ❝❡rt❛✐♥❡s s✐t✉❛t✐♦♥s ♥❡ ♣❡✉✈❡♥t êtr❡ é✈❛❧✉é❡s ❛✉t♦♠❛t✐q✉❡♠❡♥t✳ ❊♥✜♥ ♣♦✉r
êtr❡ s♦❝✐❛❧❡♠❡♥t ❛❝❝❡♣t❛❜❧❡✱ ❧❡ ❝♦♥trô❧❡ ❞✉ ♣r♦♣r✐ét❛✐r❡ ❡st é❣❛❧❡♠❡♥t ♥é❝❡ss❛✐r❡ ♣❛r❝❡ q✉✬✐❧ r❡st❡
r❡s♣♦♥s❛❜❧❡ ✭s♦❝✐❛❧❡♠❡♥t✱ é❝♦♥♦♠✐q✉❡♠❡♥t ♦✉ ❥✉r✐❞✐q✉❡♠❡♥t✮ ❞❡s ❝♦♥séq✉❡♥❝❡s ❡♥❣❡♥❞ré❡s ♣❛r
❧❡s ✐♥t❡r❛❝t✐♦♥s q✉✬✐❧ s✉s❝✐t❡ ♦✉ ❛❝❝❡♣t❡✳ ❊♥✜♥✱ ❞❛♥s ❧❡ ❝❛s ♣❛rt✐❝✉❧✐❡r ❞❡s ♦❜❥❡ts ❝♦♠♠✉♥✐❝❛♥ts✱
❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧✬♦❜❥❡t ❡st ❞✐r❡❝t❡♠❡♥t ❧✐é❡ à ❧❛ ❝♦♥✜❛♥❝❡ ❡♥ s♦♥ ♣r♦♣r✐ét❛✐r❡✱ ❝❡ q✉✐ ❧✉✐ ❝♦♥❢èr❡
✉♥ rô❧❡ s♦❝✐❛❧✳

❖♥ ❞✐st✐♥❣✉❡ ❡♥ ❣é♥ér❛❧ ❞❡✉① t②♣❡s ❞❡ ❝♦♥✜❛♥❝❡ ✿ ❧❛ ❝♦♥✜❛♥❝❡ ❛ ♣r✐♦r✐✱ ❞✐t❡ é❣❛❧❡♠❡♥t ❛✈❡✉❣❧❡
♦✉ ❛ss✉ré❡✱ q✉✐ ❡st ❛❝q✉✐s❡ ❡① ❛♥t❡ ❡t ❧❛ ❝♦♥✜❛♥❝❡ ❞é❝✐❞é❡ q✉✐ ❡st ❧❡ rés✉❧t❛t ❞✬✉♥ ré❡❧ ♣r♦❝❡ss✉s
❞✬❛♣♣ré❝✐❛t✐♦♥ ❞✉ r✐sq✉❡ q✉✐ ♣❛ss❡ ♣❛r ✉♥❡ ❣❡st✐♦♥ ❞❡ ❝❡❧✉✐✲❝✐ ❡t ♣❛r ✉♥❡ ♣r✐s❡ ❞❡ ❞é❝✐s✐♦♥ ♥é✲
❣❛t✐✈❡ ♦✉ ♥♦♥✳ ▲❛ ♣r❡♠✐èr❡ s❡ ♣❛ss❡ ❞✬✉♥❡ ré❡❧❧❡ é✈❛❧✉❛t✐♦♥ ❞✉ r✐sq✉❡ ❝❛r ♦♥ ❡st✐♠❡ q✉❡✱ ❞❛♥s
❝❡ ❝❛s✱ ❧❛ ré❛❧✐s❛t✐♦♥ ❞✉ r✐sq✉❡ ❡st très ✐♠♣r♦❜❛❜❧❡✱ q✉❡ ❧❡s ✐♥❝♦♥✈é♥✐❡♥ts ♣♦ss✐❜❧❡s s♦♥t ♠✐♥✐♠❡s
❢❛❝❡ ❛✉① ❛✈❛♥t❛❣❡s ❛tt❡♥❞✉s ♦✉ q✉❡ ❧✬♦♥ ♥✬❛ ♣❛s ❞❡ ré❡❧❧❡ ❛❧t❡r♥❛t✐✈❡✳ ❈❡ ♠♦❞è❧❡ s✬❛♣♣❧✐q✉❡ à
❞❡s ❣r♦✉♣❡s ❢❡r♠és✱ ♠❛✐s ❜é♥é✜❝✐❡ ❞❛♥s ♥♦tr❡ ❛♣♣r♦❝❤❡ ❞✬✉♥ ♠é❝❛♥✐s♠❡ ♣❡r♠❡tt❛♥t ❞❡ r❡♥❢♦r✲
❝❡r ❝❡tt❡ ❝♦♥✜❛♥❝❡ ♣♦✉r s❡ ♣r♦té❣❡r ❝♦♥tr❡ ❝❡rt❛✐♥❡s ❛tt❛q✉❡s ✐♥t❡r♥❡s ❛✉① ❣r♦✉♣❡s t❡❧❧❡s q✉❡
❧✬✉s✉r♣❛t✐♦♥ ❞✬✐❞❡♥t✐té ♣r♦✈❡♥❛♥t ❞✬✉♥❡ ❛tt❛q✉❡ ✐♥❢♦r♠❛t✐q✉❡ ♦✉ t♦✉t s✐♠♣❧❡♠❡♥t ❞✉ ✈♦❧ ❞✬✉♥
♦❜❥❡t ♠❛❧ ❝♦♥✜❣✉ré ♣❡r♠❡tt❛♥t ❧✬✉s❛❣❡ ❞❡ ❝❡❧✉✐✲❝✐ ♣❛r ✉♥ t✐❡rs✳ ▲✬✉♥ ❞❡s ♦❜❥❡❝t✐❢s ❞✬✉♥ s②stè♠❡
❞❡ ❝♦♥✜❛♥❝❡ ❞❡✈r❛✐t êtr❡ ❞❡ r❡♥❞r❡ ❞✐✣❝✐❧❡ ❧❡ ♠❛✐♥t✐❡♥ ❞❡ ❝❡ ♥✐✈❡❛✉ ❞❡ ❞r♦✐t ♣❛r ✉♥ ✉t✐❧✐s❛t❡✉r
♥♦♥ ❛✉t♦r✐sé✳ P♦✉r ❧❛ s❡❝♦♥❞❡ ❢♦r♠❡✱ ✐❧ s✬❛❣✐t ✐❝✐ ❞✬é✈❛❧✉❡r ❧❡s ❛✈❛♥t❛❣❡s ❛tt❡♥❞✉s ❛✐♥s✐ q✉❡ ❧❡s
✐♥❝♦♥✈é♥✐❡♥ts q✉✐ ♣❡✉✈❡♥t ❞é❝♦✉❧❡r ❞✬✉♥❡ ♣r✐s❡ ❞❡ ❞é❝✐s✐♦♥ ❞❡ ❝♦♥✜❛♥❝❡✱ ❝❡tt❡ ❞é❝✐s✐♦♥ ♣♦✉✈❛♥t
êtr❡ ♣♦s✐t✐✈❡ ♦✉ ♥♦♥✳ ❚♦✉t❡s s❡s ét❛♣❡s s♦♥t ❛❧♦rs ♣❛r❢❛✐t❡♠❡♥t ❝♦♥s❝✐❡♥t❡s ♠ê♠❡ s✐ ❧❛ ❞é❝✐s✐♦♥
♣r✐s❡ ♣❡✉t ❝♦♥❞✉✐r❡ à ❧❛ ❞é❝❡♣t✐♦♥ ❡t ❛✉ r❡❣r❡t✳ ➱✈✐❞❡♠♠❡♥t✱ s✐ ❧❡s ❞♦♠♠❛❣❡s ♣♦t❡♥t✐❡❧s s♦♥t
s✉♣ér✐❡✉rs ❛✉① ❛✈❛♥t❛❣❡s ✐♥❞✉✐ts✱ ✐❧ s✬❛❣✐r❛ ❞❡ ♣r❡♥❞r❡ ✉♥❡ ❞é❝✐s✐♦♥ ♥é❣❛t✐✈❡ ❡t ❞❡ ♥❡ ♣❛s ❝❤♦✐s✐r
❧✬✐♥t❡r❛❝t✐♦♥✳ ❊❧❧❡ s✬❛♣♣❧✐q✉❡ ❛✉① r❡❧❛t✐♦♥s à ❧✬✐♥tér✐❡✉r ❞❡ ❣r♦✉♣❡s s♦❝✐❛❧❡♠❡♥t très ♦✉✈❡rts ♦✉
❡♥tr❡ ❧❡s ❣r♦✉♣❡s✳ ❉❛♥s ✉♥ t❡❧ ❝♦♥t❡①t❡✱ ✐❧ ❡st ❝♦♠♠✉♥é♠❡♥t ❛❞♠✐s q✉❡ ❧❛ r❡❧❛t✐♦♥ ❞❡ ❝♦♥✜❛♥❝❡
♥✬❡st ♣❛s tr❛♥s✐t✐✈❡✳ P❛r ❝♦♥tr❡✱ ✉♥❡ tr❛♥s✐t✐✈✐té ♣❛rt✐❡❧❧❡ ♣❡✉t êtr❡ ❡♥✈✐s❛❣é❡ ❝♦♠♠❡ ♣r♦✈❡♥❛♥t
❞❡ ♠é❝❛♥✐s♠❡s ❞❡ ré♣✉t❛t✐♦♥ ♦✉ ❞❡ r❡❝♦♠♠❛♥❞❛t✐♦♥✳ ❉❛♥s ❝❡ ❝❛s✱ ❝❡ ♥✬❡st ♣❛s ❧❛ ❝♦♥✜❛♥❝❡ q✉✐
❡st tr❛♥s✐t✐✈❡✱ ♠❛✐s ❧✬✐♥❢♦r♠❛t✐♦♥ s✉r ❧❛q✉❡❧❧❡ ❧❛ ❞é❝✐s✐♦♥ ❞❡ ❝♦♥✜❛♥❝❡ s❡ ❢♦♥❞❡✳ ❈❡tt❡ tr❛♥s✐t✐✈✐té
♣❡r♠❡t ❞✬❛❝❝é❧ér❡r ❧❛ ❞✐✛✉s✐♦♥ ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥✱ ❝❡ q✉✐ ❛♠é❧✐♦r❡ ❣r❛♥❞❡♠❡♥t ❧❛ ♣❡r❢♦r♠❛♥❝❡ ❞✉
s②stè♠❡✱ t❛♥t q✉❡ ❧❛ q✉❛♥t✐té ❞✬✐♥❢♦r♠❛t✐♦♥ ❢❛✉ss❡ r❡st❡ ❢❛✐❜❧❡ ❬▼❇✵✺❪✳

❉❛♥s ❧❡s ❞❡✉① ❝❛s✱ ♦♥ ❛❞♠❡t ❢❛❝✐❧❡♠❡♥t q✉❡ ❧✬ét❛❜❧✐ss❡♠❡♥t ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❡st ❢♦rt❡♠❡♥t
❝♦♥t❡①t✉❡❧ ✿ ❡❧❧❡ ❞é♣❡♥❞ ❞✉ s❡r✈✐❝❡ ❞❡♠❛♥❞é✱ ♠❛✐s é❣❛❧❡♠❡♥t ❞✉ ❝♦♥t❡①t❡ ❞❛♥s ❧❡q✉❡❧ ❝❡tt❡
❞❡♠❛♥❞❡ ❡st ❢❛✐t❡✳ ❈❡ ❝♦♥t❡①t❡ ♣❡✉t ❞é♣❡♥❞r❡ ❞✬✉♥❡ ♣♦s✐t✐♦♥ ❣é♦❣r❛♣❤✐q✉❡✱ ❞❡ ❧❛ ❧✐st❡ ❞❡s ♦❜❥❡ts
❛❝t✉❡❧❧❡♠❡♥t à ♣♦rté❡ r❛❞✐♦✱ ❞❡ ❧❛ ❧✐st❡ ❞❡s ✐♥t❡r❛❝t✐♦♥s q✉✐ ♦♥t ❡✉ ❧✐❡✉ ❧♦❝❛❧❡♠❡♥t✱✳ ✳ ✳ ■❧ ❝♦rr❡s♣♦♥❞
♣❛r❢❛✐t❡♠❡♥t à ✉♥ ❝♦♠♣♦rt❡♠❡♥t s♦❝✐❛❧ ✿ ✈♦✉s ♣rêt❡③ ❧❡s ❝❧és ❞❡ ✈♦tr❡ ✈♦✐t✉r❡ à ✈♦tr❡ ♣r♦❢❡ss❡✉r
❞❡ t❡♥♥✐s ♣♦✉r ❧❛ ❞é♣❧❛❝❡r ❧♦rsq✉✬❡❧❧❡ ❣ê♥❡✱ ❝❡♣❡♥❞❛♥t ✐❧ ♥✬❡st ♣❛s sûr q✉❡ ✈♦✉s ❛❝❝❡♣t✐❡③ ❝❡tt❡
r❡q✉êt❡ s✐ ❝❡❧❧❡✲❝✐ ❡st ❢❛✐t❡ ❞❛♥s ✉♥ ❧✐❡✉ t♦t❛❧❡♠❡♥t ❞✐✛ér❡♥t ❞❡ ✈♦tr❡ ❝❧✉❜ ❞❡ t❡♥♥✐s✳

▲❡ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❛ ♣♦✉r ♦❜❥❡❝t✐❢ ❞❡ ré❞✉✐r❡ ❧✬✐♥❝❡rt✐t✉❞❡ ♣r♦✈❡♥❛♥t ❞✬✐♥❢♦r♠❛t✐♦♥s ♣❛r✲
t✐❡❧❧❡s✳ ▲❡s ♠♦❞è❧❡s à ❜❛s❡ ❞❡ ré♣✉t❛t✐♦♥ ❡t ❞❡ ❝♦♥✜❛♥❝❡ ♦♥t été ❧❛r❣❡♠❡♥t ét✉❞✐és✱ ❧❡ ♣❧✉s s♦✉✈❡♥t
❞❛♥s ❧❡ ❝❛❞r❡ ❞❡ ❧✬■♥t❡r♥❡t✳ ❉❛♥s ❝❡ ❞❡r♥✐❡r ❝❛s✱ ❧❡ rés❡❛✉ ❜é♥é✜❝✐❡ ❞✬✉♥❡ ❝❛r❛❝tér✐st✐q✉❡ q✉❡ ♥❡
♣♦ssè❞❡ ♣❛s ❧❡s rés❡❛✉① ❞✬♦❜❥❡ts ❝♦♠♠✉♥✐❝❛♥ts ✿ ❧❛ ❣r❛♥❞❡ ❝❛♣❛❝✐té ❞❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✲ t♦✉t
❛❝t❡✉r ❡st ♣♦t❡♥t✐❡❧❧❡♠❡♥t ❛tt❡✐❣♥❛❜❧❡ ✲ ❡t ❧❛ ❝❛♣❛❝✐té ✐♠♣♦rt❛♥t❡ ❞❡ st♦❝❦❛❣❡ ❞❡s ✐♥❢♦r♠❛t✐♦♥s
❡t ❞❡ tr❛✐t❡♠❡♥t ❞❡ ❝❡❧❧❡s✲❝✐✳ ❉ès ❧♦rs✱ ❧❡s st❛t✐st✐q✉❡s ♣❡✉✈❡♥t ✈❡♥✐r ❛✉ s❡❝♦✉rs ❞❡ ❝❡ t②♣❡ ❞❡
♠♦❞è❧❡✱ ❡♥ ❣❛r❛♥t✐ss❛♥t ♣❛r ❡①❡♠♣❧❡ q✉✬✐❧ s♦✐t très ❞✐✣❝✐❧❡ à ✉♥ ✐♥❞✐✈✐❞✉ s❡✉❧ ♦✉ ♠ê♠❡ à ✉♥ ♣❡t✐t
❣r♦✉♣❡ ❞✬✐♥❞✐✈✐❞✉s ❞❡ ❢❛✉ss❡r ❧❡ s②stè♠❡ ❞❡ ❝♦♥✜❛♥❝❡ ❡♥ ✐♥✢✉❡♥ç❛♥t ❞❡ ♠❛♥✐èr❡ s✐❣♥✐✜❝❛t✐✈❡ ❧❛
ré♣✉t❛t✐♦♥ ❡♥✈❡rs ❝❡rt❛✐♥s ♠❡♠❜r❡s ❞✉ s②stè♠❡✳

✹✸



❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

❈♦♥✜❛♥❝❡ ❡t ❣r♦✉♣❡s s♦❝✐❛✉①

❖♥ r❡tr♦✉✈❡ ❜✐❡♥ ❞❛♥s ❝❡tt❡ ❝♦✉rt❡ ✐♥tr♦❞✉❝t✐♦♥ s✉r ❧❛ ❝♦♥✜❛♥❝❡ ❧❡s ❞❡✉① ♦❜❥❡❝t✐❢s ❞✬✉♥ ♠♦✲
❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ q✉✐ s♦♥t ❞❡ rés♦✉❞r❡ ❧❡ ♣r♦❜❧è♠❡ ❞✬❛❝❝♦r❞❡r ❞❡s ❞r♦✐ts ✲ ❝❡ q✉✐ ♣❡✉t s❡ rés✉♠❡r
à ❛❝❝❡♣t❡r ✉♥❡ r❡q✉êt❡ ♦✉ à ❧❛ r❡❥❡t❡r ✲✱ ❡♥ ❢♦♥❝t✐♦♥ ❞❡ s♦♥ ✐❞❡♥t✐té ❡t ❞❡ ❧✬✐❞❡♥t✐té ❞✉ ❞❡♠❛♥❞❡✉r✳
▲❡s s♦❧✉t✐♦♥s ♣r♦♣♦sé❡s ♣♦✉r ❧✬■♥t❡r♥❡t s♦♥t s♦✉✈❡♥t ❝❛❞✉q✉❡s ❞❛♥s ❧❡ ❝♦♥t❡①t❡ ❞❡s ♦❜❥❡ts ❝♦♠✲
♠✉♥✐❝❛♥ts✳ ❚♦✉t ❞✬❛❜♦r❞✱ ♥♦✉s ♥♦✉s tr♦✉✈♦♥s ❞✬❡♠❜❧é❡ ❢❛❝❡ à ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ❝♦♠♠✉♥❛✉tés ❡t
♥♦♥ ♣❛s ❛ ✉♥❡ ❝♦❧❧❡❝t✐♦♥ ❞❡ ♣❛rt✐❝✐♣❛♥ts ❛♣♣❛rt❡♥❛♥t t♦✉s à ✉♥❡ ♠ê♠❡ ❝♦♠♠✉♥❛✉té✳ P❛r ❝♦♠♠✉✲
♥❛✉té ✲ ♦✉ ❞♦♠❛✐♥❡ ❞❡ sé❝✉r✐té✱ ♦♥ ❡♥t❡♥❞ ✐❝✐ ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ❝♦✉♣❧❡s ♦❜❥❡t✴♣❡rs♦♥♥❡ ❛②❛♥t ✉♥❡
✐❞❡♥t✐té ❝❡rt✐✜é❡ q✉✐ ❧❡✉r ♣❡r♠❡t ❞✬êtr❡ ❛✉t❤❡♥t✐✜é ♣❛r ❞✬❛✉tr❡s ♠❡♠❜r❡s ❞❡ ❧❛ ❝♦♠♠✉♥❛✉té✳ ❯♥❡
❝♦♠♠✉♥❛✉té ♣♦✉✈❛♥t é✈❡♥t✉❡❧❧❡♠❡♥t s❡ rés✉♠❡r à ✉♥ s❡✉❧ ♦❜❥❡t✴♣❡rs♦♥♥❡ ✭♦✉ à ✉♥❡ ❝♦❧❧❡❝t✐♦♥
❞✬♦❜❥❡ts ❛♣♣❛rt❡♥❛♥t à ❧❛ ♠ê♠❡ ♣❡rs♦♥♥❡✮✳ ❉❛♥s ❬▲❍❯✵✸✱ ▲◆❆❯✵✸✱ ●▲◆❯✵✺❪✱ ❧❡s ♠❡♠❜r❡s ❞✉
♣r♦❥❡t ❑❆❆ ♦♥t ❝❛té❣♦r✐sé ❧❡s ❣r♦✉♣❡s s♦❝✐❛✉① ❡♥ ❢♦♥❝t✐♦♥ ❞✉ ♠♦❞❡ ❞❡ ré❣✉❧❛t✐♦♥ ❞❡s é❝❤❛♥❣❡s✳
❇✐❡♥ q✉✬✐❧ s✬❛❣✐ss❡ ❞❡ ❝♦♠♠✉♥❛✉tés ❢❡r♠é❡s✱ ✉♥ ♠é❝❛♥✐s♠❡ ❞❡ ré❣✉❧❛t✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ r❡st❡
♥é❝❡ss❛✐r❡ ❝♦♠♠❡ ♥♦✉s ❧✬❛✈♦♥s é✈♦q✉é✳ P♦✉r rés✉♠❡r ♥♦tr❡ ❛♣♣r♦❝❤❡✱ q✉❛tr❡ ♠♦❞è❧❡s ♣❡✉✈❡♥t
êtr❡ ❞✐s❝r✐♠✐♥és s✉✐✈❛♥t ❞❡✉① ✈❛r✐❛❜❧❡s ✿ ❧❛ ❞✐st❛♥❝❡ s♦❝✐❛❧❡ q✉✐ sé♣❛r❡ ❞❡✉① ✐♥❞✐✈✐❞✉s q✉✐ ❞és✐r❡♥t
✐♥t❡r❛❣✐r ✲ ❝❡❧❧❡✲❝✐ ♣♦✉✈❛♥t êtr❡ ❢♦rt❡ ❧♦rsq✉❡ ❝❡s ✐♥❞✐✈✐❞✉s ♦♥t ♣❡✉ ❞❡ r❡❧❛t✐♦♥s s♦❝✐❛❧❡s ♦✉ ❢❛✐❜❧❡
❞❛♥s ❧❡ ❝❛s ❞❡ r❡❧❛t✐♦♥s s♦❝✐❛❧❡s s✉✐✈✐❡s ✲✱ ❡t ❧❡ ❞❡❣ré ❞❡ str✉❝t✉r❛t✐♦♥ ❞✉ ❣r♦✉♣❡✱ q✉✐ ❞é✜♥✐t ❧❡s
❞❡❣rés ❞❡ ❧✐❜❡rté ❞♦♥t ❞✐s♣♦s❡♥t ❧❡s ❛❝t❡✉rs ♣♦✉r ✐♥t❡r❛❣✐r ✲ ✉♥ ❞❡❣ré ❢❛✐❜❧❡ s✐❣♥✐✜❛♥t ✉♥❡ très
❣r❛♥❞❡ ❧✐❜❡rté ❞✬❛❝t✐♦♥s ❛❧♦rs q✉✬✉♥ ❞❡❣ré ❢♦rt ✐♠♣❧✐q✉❡ ❞❡ très ❢♦rt❡s ❝♦♥tr❛✐♥t❡s s♦❝✐❛❧❡s✳

❆✉ s❡✐♥ ❞❡ ❝❤❛❝✉♥ ❞❡ ❝❡s q✉❛tr❡ ♠♦❞è❧❡s✱ ❧❡s ✐♥t❡r❛❝t✐♦♥s s♦♥t✱ ❡♥ t❤é♦r✐❡✱ ré❣❧é❡s ♣❛r ✉♥
♠é❝❛♥✐s♠❡ ❞♦♠✐♥❛♥t ✿ ❧❡ ❞♦♥ ♣♦✉r ✉♥ ♠♦❞è❧❡ ❞❡ t②♣❡ ❢❛♠✐❧❧❡ ✭✐❧ ❢❛✉t ❡♥t❡♥❞r❡ ✐❝✐ ♣❛r ❢❛♠✐❧❧❡
t♦✉t ❣r♦✉♣❡ ❛✉① r❡❧❛t✐♦♥s s♦❝✐❛❧❡s ❢♦rt❡s q✉✐ ♥✬♦♥t ♣❛s ❜❡s♦✐♥ ❞✬❛✉tr❡ ♠♦t✐✈❛t✐♦♥ q✉❡ ❝❡s ❧✐❡♥s
♣♦✉r ✐♥t❡r❛❣✐r✮✱ ❧✬❛✉t♦r✐té ♣♦✉r ❧❡s ❣r♦✉♣❡s ❞❡ t②♣❡ ♦r❣❛♥✐s❛t✐♦♥ ✭♣❛r ❛✉t♦r✐té ♦♥ ❡♥t❡♥❞ ✉♥
s②stè♠❡ ❞❡ ❞é❧é❣❛t✐♦♥ ❞❡ ❞r♦✐t q✉✐ ❡♥❣❡♥❞r❡ ❞❡s ♥é❝❡ss✐tés ♦✉ ❞❡s ♦❜❧✐❣❛t✐♦♥s ❞✬✐♥t❡r❛❝t✐♦♥s✮✱ ❧❡
♣r✐① ♣♦✉r ❞❡s ❣r♦✉♣❡s ❞❡ t②♣❡ ♠❛r❝❤é ✭♣❛r ♣r✐① ♦♥ ❡♥t❡♥❞ t♦✉t ♠é❝❛♥✐s♠❡ ♣♦ssé❞❛♥t ✉♥ s②stè♠❡
❞❡ ✈❛❧❡✉r ♣♦✉r ❧❡s ✐♥t❡r❛❝t✐♦♥s✮ ❡t ❡♥✜♥ ❧❛ ❝♦♥✜❛♥❝❡ ♣♦✉r ❧❡s ❣r♦✉♣❡s ❞❡ t②♣❡ rés❡❛✉① ✭♦♥ ❡♥t❡♥❞
❝♦♥✜❛♥❝❡ ❛✉ s❡♥s ❝♦♠♠✉♥ ❞✉ t❡r♠❡ ❝♦♠♣r❡♥❛♥t ❞❡s ♥♦t✐♦♥s t❡❧❧❡s q✉❡ ❧❛ ❝♦♠♣ét❡♥❝❡ ❞✬❛✉tr✉✐✱
s❡s ❝♦♥♥❛✐ss❛♥❝❡s✱ s❛ ♣♦s✐t✐♦♥ ❞❛♥s ❧❡ rés❡❛✉✱✳✳✳✮✳

❉✐st❛♥❝❡ s♦❝✐❛❧❡
❋♦rt❡ ❋❛✐❜❧❡

❉❡❣ré ❞❡ ❋♦rt ❖r❣❛♥✐s❛t✐♦♥✴❛✉t♦r✐té ❋❛♠✐❧❧❡✴❞♦♥
str✉❝t✉r❛t✐♦♥ ❋❛✐❜❧❡ ▼❛r❝❤é✴♣r✐① ❘és❡❛✉✴❝♦♥✜❛♥❝❡

◆♦tr❡ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❡st ❢♦♥❞é s✉r ❧❛ ♥♦t✐♦♥ ❞✬❤✐st♦r✐q✉❡ ❝♦♠♠✉♥ ❡♥tr❡ ❞❡✉① ♦❜❥❡ts
❞és✐r❛♥t ré❛❧✐s❡r ✉♥❡ ✐♥t❡r❛❝t✐♦♥ s♣♦♥t❛♥é❡✳ ❉❛♥s ❝❡ ♠♦❞è❧❡✱ ♥♦tr❡ ✐❞❡♥t✐té s♦❝✐❛❧❡ s❡ ❝♦♥❢♦♥❞
❛✈❡❝ ♥♦tr❡ ♣❛ssé ✿ ♥♦✉s s♦♠♠❡s ❝❡ q✉❡ ♥♦✉s ❛✈♦♥s ❢❛✐t✳ P♦✉r ❝❡❧❛✱ ❞❡s ✐♥❢♦r♠❛t✐♦♥s s♦♥t ❡♥r❡❣✐s✲
tré❡s ❞❛♥s ✉♥ ❤✐st♦r✐q✉❡ ❞✬✐♥t❡r❛❝t✐♦♥s ♣❛ssé❡s ❡♥tr❡ ❝❤❛q✉❡ ♠♦❜✐❧❡ ❛✈❡❝ ❝♦♠♠❡ ❜✉t ❞❡ ré❞✉✐r❡
❧✬✐♥❝❡rt✐t✉❞❡ s✉r ❧❛ ❝♦♥❞✉✐t❡ ❞❡s ❛✉tr❡s ❡♥t✐tés✳ ❉❡✉① ♠♦❜✐❧❡s ♣❡✉✈❡♥t é❝❤❛♥❣❡r ❞❡s s❡r✈✐❝❡s s✐ ✐❧s
♣❡✉✈❡♥t s❡ ❢❛✐r❡ ❝♦♥✜❛♥❝❡✱ ❝✬❡st✲à✲❞✐r❡ s✐ ✐❧s ♦♥t ✉♥ ♥♦♠❜r❡ s✉✣s❛♥t ❞✬✐♥t❡r❛❝t✐♦♥s ♣❛ssé❡s ❛✈❡❝
❞✬❛✉tr❡s ❡♥t✐tés✳ ❈❤❛q✉❡ é❧é♠❡♥t ❞❡ ❧✬❤✐st♦r✐q✉❡ s❡r❛ ❞♦♥❝ ✉♥ ❜♦✉t ❞✬✉♥❡ ❝♦♥✜❛♥❝❡ ♦❜❧✐❣❛t❛✐r❡
♣r♦✉✈é❡ ❣râ❝❡ à ❞❡s ♦✉t✐❧s ❝r②♣t♦❣r❛♣❤✐q✉❡s✳ ▲❡ ♣r♦❝❡ss✉s ❞❡ ♣r✐s❡ ❞❡ ❧❛ ❞é❝✐s✐♦♥ ❞❡ ❝♦♥✜❛♥❝❡
s❡r❛ ❞♦♥❝ ❢♦♥❞é ❞❛♥s ♥♦tr❡ ♠♦❞è❧❡ s✉r ❧❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❡t s✉r ❧✬❡①♣ér✐❡♥❝❡ ♣r♦♣r❡ ❞❡
❝❤❛q✉❡ ❡♥t✐té✳ ◆♦✉s ❝ré♦♥s ✐❝✐ ✉♥ ♣r❡♠✐❡r ♥✐✈❡❛✉ ❞❡ ❝♦♥✜❛♥❝❡ ✿ ❧❛ ❝♦♥✜❛♥❝❡ ❡♥ ❧✬✐♥t❡r❧♦❝✉t❡✉r✳

▲✬❛r❝❤✐t❡❝t✉r❡ ✉t✐❧✐sé❡ ♣♦✉r ❧❡ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ♣❡r♠❡t ❞✬❛tt❡✐♥❞r❡ ✉♥ ❞❡✉①✐è♠❡ ♥✐✈❡❛✉
❞❡ ❝♦♥✜❛♥❝❡ ✿ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡ s②stè♠❡✳ ❊♥ ❡✛❡t✱ s✐ ❧✬♦♥ ❛❞♠❡t q✉❡ ♥♦tr❡ ❛r❝❤✐t❡❝t✉r❡ ❡st
✐♠♣♦ss✐❜❧❡ à ✈✐♦❧❡r ✲ ♦✉ ♣❧✉s ♠♦❞❡st❡♠❡♥t q✉❡ ❧❡s ❜❛rr✐èr❡s s♦♥t s✉✣s❛♥t❡s ✲✱ ❛❧♦rs ♥♦✉s ❝ré♦♥s
✉♥❡ ❝♦♥✜❛♥❝❡ ❡♥✈❡rs ❧❡ s②stè♠❡✳ ❊♥ ❡✛❡t✱ ♥♦✉s ♥❡ s♦♠♠❡s ♣❛s ❢♦r❝é♠❡♥t ❝♦♥✈❛✐♥❝✉s ❞❡ ♣r❡♥❞r❡ ❧❛

✹✹



✶✳✷✳ ❆♣♣r♦❝❤❡ s♦❝✐❛❧❡ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡

❜♦♥♥❡ ❞é❝✐s✐♦♥ ♦✉ q✉❡ ❧❛ ♣♦❧✐t✐q✉❡ ❞❡ sé❝✉r✐té q✉❡ ♥♦✉s ✉t✐❧✐s♦♥s s♦✐t ❧❛ ♠❡✐❧❧❡✉r❡✱ ♠❛✐s ♥♦✉s s❛✈♦♥s
q✉✬❡❧❧❡ ♣r❡♥❞ s❛ ❞é❝✐s✐♦♥ s✉r ❞❡s ❞♦♥♥é❡s q✉✐ s♦♥t ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t ♣r♦✉✈é❡s✳ P♦✉r ❝❡❧❛✱ ❛✜♥
❞❡ r❡♠♣❧❛❝❡r ✉♥ t✐❡rs ❞❡ ❝♦♥✜❛♥❝❡ q✉✐ ♥❡ ♣❡✉t ♣❛s êtr❡ ♠✐s ❡♥ ♣❧❛❝❡ ❞❛♥s ✉♥ rés❡❛✉ ❛♠❜✐❛♥t✱
♥♦✉s ✉t✐❧✐s♦♥s ❞❡s ✐❞❡♥t✐tés ❝❡rt✐✜é❡s ❛✜♥ ❞✬❛ss✉r❡r ❞❡ s♦❧✐❞❡s ❢♦♥❞❛t✐♦♥s ❝r②♣t♦❣r❛♣❤✐q✉❡s à ♥♦tr❡
♠♦❞è❧❡✳ ❈✬❡st ♣♦✉r ❝❡❧❛ q✉❡ ♥♦✉s ✉t✐❧✐s♦♥s ✉♥ ❤✐st♦r✐q✉❡ ❝r②♣t♦❣r❛♣❤✐q✉❡✳ ❉❛♥s ❝❡ ❝❛s✱ ❝❤❛q✉❡
é❧é♠❡♥t ❞❡ ❧✬❤✐st♦r✐q✉❡ ❞✬✉♥❡ ❡♥t✐té ♣♦✉rr❛ êtr❡ ✈ér✐✜é ♣❛r ✉♥❡ ❛✉tr❡ ❡♥t✐té s♦✉s rés❡r✈❡ ❞✬✉♥❡
❝♦♥♥❛✐ss❛♥❝❡ ❝♦♠♠✉♥❡✳ ▲✬❛r❝❤✐t❡❝t✉r❡ ❝♦♠♣❧èt❡ ❞❡ ♥♦tr❡ ♠♦❞è❧❡ ❡st ❞é❝r✐t❡ à ❧❛ ❙❡❝t✐♦♥ ✶✳✸✳

■❧ ❡①✐st❡ ❞✬❛✉tr❡s ♥✐✈❡❛✉① ❞❡ ❝♦♥✜❛♥❝❡ q✉✐ s♦♥t ♥é❝❡ss❛✐r❡s ♣♦✉r q✉✬✉♥ s②stè♠❡ ❞❡ ❝♦♥✜❛♥❝❡
♣✉✐ss❡ ♣❛ss❡r à ❧✬é❝❤❡❧❧❡✳ ❯♥❡ ❝♦♥✜❛♥❝❡ ❞❡ ❣r♦✉♣❡ ❡st ♥é❝❡ss❛✐r❡✱ ❝❡tt❡ ❞❡r♥✐èr❡ ét❛♥t é❣❛❧❡♠❡♥t
❞♦té❡ ❞❡ s♦♥ ♣r♦♣r❡ ♠é❝❛♥✐s♠❡ ❞❡ ré❣✉❧❛t✐♦♥✳ ❯♥ ✐♥❞✐✈✐❞✉ ❞♦✐t ❛✈♦✐r r❛✐s♦♥♥❛❜❧❡♠❡♥t ❝♦♥✜❛♥❝❡
❞❛♥s ❧❡s ♠❡♠❜r❡s ❞❡ s♦♥ ❣r♦✉♣❡✳ ■❧ ❢❛✉t é❣❛❧❡♠❡♥t ❝♦♥str✉✐r❡ ✉♥ ♠é❝❛♥✐s♠❡ ♣❡r♠❡tt❛♥t ❞✬❛❝q✉ér✐r
✉♥❡ ❝♦♥✜❛♥❝❡ ❡♥✈❡rs ✉♥ ❣r♦✉♣❡ ❛✉q✉❡❧ ♦♥ ♥✬❛♣♣❛rt✐❡♥t ♣❛s ❛✜♥ q✉❡ ❧❡s ❞✐✛ér❡♥ts ❣r♦✉♣❡s ♣✉✐ss❡♥t
✐♥t❡r❛❣✐r✳ ❊♥✜♥✱ ❧❡ ❞❡r♥✐❡r ♥✐✈❡❛✉ s❡r❛✐t ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡ ♠♦❞è❧❡ ♣❛r r❛♣♣♦rt à ❧❛ s♦❝✐été ❡❧❧❡✲
♠ê♠❡ ✿ q✉✐ ♠❡ ❣❛r❛♥t✐t ✉♥❡ ❝❡rt❛✐♥❡ sé❝✉r✐té ❡♥ ❝❛s ❞❡ ❞ér❛♣❛❣❡ ❞✉ s②stè♠❡ ❄ ❖♥ t♦✉❝❤❡ ✐❝✐ à ✉♥❡
ré❣✉❧❛t✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ q✉✐ tr❛♥s❝❡♥❞❡ ❧❡ s✐♠♣❧❡ ✐♥❞✐✈✐❞✉ ❡t q✉✐ ❡st ❤❛❜✐t✉❡❧❧❡♠❡♥t ❛❜♦r❞é❡
♣❛r ❧❛ ré❣✉❧❛t✐♦♥ ❥✉r✐❞✐❝t✐♦♥♥❡❧❧❡ ❡t ❧❛ ♠✐s❡ ❡♥ ♣❧❛❝❡ ❞✬✉♥ s②stè♠❡ ❞❡ s❛♥❝t✐♦♥s✳ ◆♦tr❡ ❛♣♣r♦❝❤❡
♣♦✉r ❝❡ ♣r♦❜❧è♠❡ ♥✬❡st ♣❛s ❞❡ s❡ s✉❜st✐t✉❡r ❛✉① ♣r♦❝❡ss✉s ❞❡ ré❣✉❧❛t✐♦♥ s♦❝✐❛❧❡ q✉✐ ❡①✐st❡♥t✱ ♠❛✐s
❞❡ ♣r♦♣♦s❡r ✉♥ s②stè♠❡ q✉✐ ♣❡r♠❡t ❞❡ s✬② ✐♥té❣r❡r✳

▲❛ ré❣✉❧❛t✐♦♥ ❞❡s s②stè♠❡s ❞❡ ❝♦♥✜❛♥❝❡ ❢❛❝❡ à ❧❛ s♦❝✐été ✈❛ ♣r❡♥❞r❡ ❞❡ ♣❧✉s ❡♥ ♣❧✉s ❞✬❛♠♣❧❡✉r
❞❛♥s ✉♥ ❛✈❡♥✐r ♣r♦❝❤❡ ✿ ❧❡s ❝♦♥s♦❧❡s ❞❡ ❥❡✉① ♣♦rt❛❜❧❡s s♦♥t ♠✐s❡s ❡♥tr❡ ❧❡s ♠❛✐♥s ❞✬❡♥❢❛♥ts ❞❡ ♣❧✉s
❡♥ ♣❧✉s ❥❡✉♥❡s ❡t s♦♥t ♠❛✐♥t❡♥❛♥t ❞♦té❡s ❞❡ ❝❛♣❛❝✐té ❞❡ ❝♦♠♠✉♥✐❝❛t✐♦♥✱ ❡♥tr❡ ❧❡s ❝♦♥s♦❧❡s ❡t ❛✈❡❝
❞❡s s❡r✈❡✉rs ❞❡ ❧✬■♥t❡r♥❡t ✦ ❯♥ ❥✉r✐st❡ ✈♦✉s ❞✐r❛✐t r❛♣✐❞❡♠❡♥t q✉❡✱ ❝♦♥tr❛✐r❡♠❡♥t ❛✉① ✐❞é❡s r❡ç✉❡s✱
✐❧ ♥✬② ❛ ♣❛s ❞❡ ✈✐❞❡ ❥✉r✐❞✐q✉❡ ❧✐é à ❧✬❛♣♣❛r✐t✐♦♥ ❞❡ ♥♦✉✈❡❧❧❡s t❡❝❤♥♦❧♦❣✐❡s✳ P❛r ❝♦♥tr❡✱ ✐❧ ♣❡✉t rés✉❧t❡r
❞❡ ❧✬❛♣♣❛r✐t✐♦♥ ❞❡ ♥♦✉✈❡❧❧❡s t❡❝❤♥♦❧♦❣✐❡s ✉♥❡ ❞✐✣❝✉❧té à ❝♦♥st❛t❡r ❧✬✐♥❢r❛❝t✐♦♥✳ P♦✉r ❝♦rr✐❣❡r ❝❡
♣r♦❜❧è♠❡✱ ♦♥ ♣❡✉t ✐♥✢✉❡♥❝❡r ❧❛ t❡❝❤♥♦❧♦❣✐❡ ❡♥ ② ❛❥♦✉t❛♥t ❞❡s ♠é❝❛♥✐s♠❡s ❢❛❝✐❧✐t❛♥t ❧✬❡♥q✉êt❡
❡♥ ❝❛s ❞❡ ❝♦♥t❡st❛t✐♦♥✳ ❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ✐♥✢✉❡♥❝❡r ❧❡s ❛❝t❡✉rs ❞❡s s②stè♠❡s ❡✉①✲♠ê♠❡s ❡♥
✐♥tr♦❞✉✐s❛♥t ❞❡s t❡①t❡s ❥✉r✐❞✐q✉❡s s♣é❝✐✜q✉❡s✱ ❝♦♠♠❡ ❝❡✉① ✐♠♣♦s❛♥ts ❛✉① ❢♦✉r♥✐ss❡✉rs ❞✬❛❝❝ès
à ■♥t❡r♥❡t ❝❡rt❛✐♥❡s ♦❜❧✐❣❛t✐♦♥s s✉r ❧❛ tr❛ç❛❜✐❧✐té ❞❡s ❝♦♥♥❡①✐♦♥s✳ ❯♥ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ❞♦✐t
❞♦♥❝ ♣❡r♠❡ttr❡ ✉♥❡ ❝❡rt❛✐♥❡ tr❛ç❛❜✐❧✐té ❞❡s ✐♥t❡r❛❝t✐♦♥s ♣♦✉r q✉❡ ❧✬✉t✐❧✐s❛t❡✉r ❛✐t ❝♦♥✜❛♥❝❡ ❞❛♥s
❧❡ s②stè♠❡✳ ❈❡s tr❛❝❡s✱ ❡♥ ét❛♥t ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t ❧✐é❡s à ❝❡✉① q✉✐ ❧❡s ♦♥t ❣é♥éré❡s✱ ❢❛❝✐❧✐t❡♥t ❧❛
❝♦♥t❡st❛t✐♦♥ ❞❡✈❛♥t ✉♥ s②stè♠❡ ❥✉r✐❞✐q✉❡✳ ◆♦✉s ❛✈♦♥s ♣r✐s ✐❝✐ ❧✬❡①❡♠♣❧❡ ❞❡ ❧❛ ré❣✉❧❛t✐♦♥ ❥✉r✐❞✐q✉❡
ét❛t✐q✉❡✱ q✉✐ ♦✛r❡ ✉♥❡ ♣r♦t❡❝t✐♦♥ ❛✉① ❝✐t♦②❡♥s ❞✬✉♥ ➱t❛t✱ ♠❛✐s ♦♥ ♣❡✉t ❧✬❛♣♣❧✐q✉❡r é❣❛❧❡♠❡♥t ❛✉
s❡✐♥ ❞❡ ❣r♦✉♣❡s s❡ ❞♦t❛♥t ❞❡ rè❣❧❡s ✐♥t❡r♥❡s✳ ❙✐ ❧✬♦♥ ✈❡✉t ❞é♣❛ss❡r ❧✬✉♥✐q✉❡ s❛♥❝t✐♦♥ q✉✬✐❧ ❡st
♣♦ss✐❜❧❡ ❞❡ ♣r❡♥❞r❡ ❞❡ ❢❛ç♦♥ ❛✉t♦♥♦♠❡✱ ❝✬❡st✲à✲❞✐r❡ ❧❡ ❜❛♥♥✐ss❡♠❡♥t ❞❡ ❧❛ ♣❡rs♦♥♥❡ ✐♥❝r✐♠✐♥é❡ à
t♦rt ♦✉ à r❛✐s♦♥✱ ❧❡ ♠é❝❛♥✐s♠❡ ❞❡ ré❣✉❧❛t✐♦♥ ❞❡ ❣r♦✉♣❡✱ ♣♦✉r êtr❡ s♦❝✐❛❧❡♠❡♥t ❛❝❝❡♣t❛❜❧❡✱ ❞♦✐t✱
❛✉t❛♥t q✉❡ ♣♦ss✐❜❧❡✱ s❡ ❢♦♥❞❡r s✉r ❞❡s ❢❛✐ts ét❛❜❧✐s ❡t ❧à ❡♥❝♦r❡✱ ✉♥ ❤✐st♦r✐q✉❡ ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t
♣r♦✉✈❛❜❧❡ ❡st ✉t✐❧❡✳ ■❧ s✬❛❣✐t ❞❡ ♠❡ttr❡ ❡♥ ♣❧❛❝❡ ❞❡s ♠é❝❛♥✐s♠❡s q✉✐ ♥❡ ♣♦✉rr♦♥t ♣❛s êtr❡ ❝♦♥t❡stés
♦✉ q✉✐ ♣♦✉rr♦♥t êtr❡ ✈ér✐✜és ♣❛r ❞❡s t✐❡rs✳ ❉❛♥s ❧❡ ❝❛s ❞✬✉♥ ❣r♦✉♣❡✱ ✐❧ s✬❛❣✐t ♣❧✉s ❞✬✉♥❡ ré❣✉❧❛t✐♦♥
❞é♦♥t♦❧♦❣✐q✉❡ ♦ù ✉♥ ❡♥s❡♠❜❧❡ ❞✬✐♥❞✐✈✐❞✉s ❛❝❝❡♣t❡ ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ rè❣❧❡s ré❣✉❧❛♥t ❧❡✉rs
r❡❧❛t✐♦♥s ✐♥t❡r♥❡s ❡t✴♦✉ ❧❡✉rs r❡❧❛t✐♦♥s ❛✈❡❝ ❞✬❛✉tr❡s ❣r♦✉♣❡s✱ ❛✉①q✉❡❧s s✬❛❥♦✉t❡♥t ✉♥ ♠é❝❛♥✐s♠❡
❞❡ s❛♥❝t✐♦♥✳ ❈❡s ♠é❝❛♥✐s♠❡s ♥♦✉s ❡♥tr❛î♥❡r❛✐❡♥t tr♦♣ ❧♦✐♥ ♣❛r r❛♣♣♦rt à ♥♦tr❡ ♣r♦♣♦s✳ ❖♥ ♥❡
r❡t✐❡♥❞r❛ q✉❡ ❧❡ ❢❛✐t q✉❡ ❧✬❛r❝❤✐t❡❝t✉r❡ ❞❡ sé❝✉r✐té ♣♦✉r ♦❜❥❡ts ❝♦♠♠✉♥✐❝❛♥ts ❞♦✐t ♣❡r♠❡ttr❡ ❞❡
❢❛❝✐❧✐t❡r ❧✬❡♥q✉êt❡ s✉r ❧❡s é✈é♥❡♠❡♥ts s✉r✈❡♥✉s ❞❛♥s ❧❡ s②stè♠❡✱ ❛✈❡❝ s♦♥ ♣❡♥❞❛♥t✱ ❧❡ r❡s♣❡❝t ❞❡
❧❛ ✈✐❡ ♣r✐✈é❡✳

▲✬❛rt✐❝❧❡ ✶✷ ❞❡ ❧❛ ❞é❝❧❛r❛t✐♦♥ ✉♥✐✈❡rs❡❧❧❡ ❞❡s ❞r♦✐ts ❞❡ ❧✬❤♦♠♠❡ ❞❡ ✶✾✹✽ ❞é✜♥✐t ❧❡ r❡s♣❡❝t ❞❡
❧❛ ✈✐❡ ♣r✐✈é❡ ✿ ✏◆✉❧ ♥❡ s❡r❛ ❧✬♦❜❥❡t ❞✬✐♠♠✐①t✐♦♥s ❛r❜✐tr❛✐r❡s ❞❛♥s s❛ ✈✐❡ ♣r✐✈é❡✱ s❛ ❢❛♠✐❧❧❡✱ s♦♥
❞♦♠✐❝✐❧❡ ♦✉ s❛ ❝♦rr❡s♣♦♥❞❛♥❝❡✱ ♥✐ ❞✬❛tt❡✐♥t❡s à s♦♥ ❤♦♥♥❡✉r ❡t à s❛ ré♣✉t❛t✐♦♥✳ ❚♦✉t❡ ♣❡rs♦♥♥❡
❛ ❞r♦✐t à ❧❛ ♣r♦t❡❝t✐♦♥ ❞❡ ❧❛ ❧♦✐ ❝♦♥tr❡ ❞❡ t❡❧❧❡s ✐♠♠✐①t✐♦♥s ♦✉ ❞❡ t❡❧❧❡s ❛tt❡✐♥t❡s✳✑

✹✺



❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

❆✉t❛♥t ❧❛ ❧♦✐ ❢r❛♥ç❛✐s❡ s❡♠❜❧❡ ❜✐❡♥ ❡♥❝❛❞ré❡ ❝❡tt❡ ♥♦t✐♦♥ ✈✐❛ ❧❛ ❥✉r✐s♣r✉❞❡♥❝❡ q✉❛♥❞ ❡❧❧❡
s✬❛♣♣❧✐q✉❡ à ❧❛ ✈✐❡ ré❡❧❧❡ ❞❛♥s ❞❡s ❞♦♠❛✐♥❡s ❝♦♠♠❡ ❧❛ ❞♦♠✐❝✐❧✐❛t✐♦♥✱ ❧✬✐♠❛❣❡✱ ❧❡ s❡❝r❡t ♠é❞✐❝❛❧ ♦✉
❧❛ ❝♦rr❡s♣♦♥❞❛♥❝❡ ♣r✐✈é❡✱ ❛✉t❛♥t ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✐♥t❡r♥❡t ♥❡ ♣❡r♠❡t ♣❛s ❧❡s ♠ê♠❡s ❣❛r❛♥t✐❡s✳ ❖♥
♣❡✉t ❝✐t❡r ✐❝✐ ❧✬❡①❡♠♣❧❡ ❞❡s rés❡❛✉① s♦❝✐❛✉① ❡t ♥♦t❛♠♠❡♥t ❞❡ ❋❛❝❡❜♦♦❦ q✉✐ ♣❡r♠❡t ♥♦t❛♠♠❡♥t
à ❞❡s ❡♠♣❧♦②❡✉rs ❞❡ ✏tr❛❝❡r✑ ❧❡s ❛❝t✐✈✐tés ❞❡ ❧❡✉rs s❛❧❛r✐és✳

◆♦t♦♥s é❣❛❧❡♠❡♥t q✉❡ ré❝❡♠♠❡♥t✱ ❧❛ ❋r❛♥❝❡ s✬❡st ✐❧❧✉stré❡ ♣❛r ❧✬❛❞♦♣t✐♦♥ ❞✬✉♥❡ ❧♦✐ ❝♦♥❝❡r♥❛♥t
❧❡ ✏❞r♦✐t à ❧✬♦✉❜❧✐ ♥✉♠ér✐q✉❡✑ ♣❡r♠❡tt❛♥t ❞❡ s✐♠♣❧✐✜❡r ❡t ❢❛❝✐❧✐t❡r ❧❛ s✉♣♣r❡ss✐♦♥ ❡t ❧❛ ❞❡s✐♥❞❡①❛✲
t✐♦♥ ❞❡ ❞♦♥♥é❡s ♣❡rs♦♥♥❡❧❧❡s ♣✉❜❧✐é❡s s✉r ■♥t❡r♥❡t✳ ▼❛❧❤❡✉r❡✉s❡♠❡♥t✱ ❝❡tt❡ ❧♦✐ ♥❡ t♦✉❝❤❡ q✉❡ ❧❡s
s✐t❡s ❤é❜❡r❣és ❡♥ ❋r❛♥❝❡ ❡t ❞♦♥❝ ♣❡✉ ❞❡ rés❡❛✉① s♦❝✐❛✉①✳ ❆✉① ❊t❛ts✲❯♥✐s ♦ù ❧❡s ❞♦♥♥é❡s ♣❡rs♦♥✲
♥❡❧❧❡s ♦♥t ✉♥❡ ✈❛❧❡✉r ♠❛r❝❤❛♥❞❡✱ ❧❛ s♦❧✉t✐♦♥ ♣❛ss❡ s♦✉✈❡♥t ♣❛r ❞❡s ♠ét❤♦❞❡s ❞✬♦❜❢✉s❝❛t✐♦♥✳

✶✳✸ ❆r❝❤✐t❡❝t✉r❡ ❡t ♣r♦t♦❝♦❧❡s

◆♦✉s ❛❧❧♦♥s ♣rés❡♥t❡r ❧❡s ♣r♦♣r✐étés q✉❡ ♥♦✉s ❛✈♦♥s ❥✉❣é❡s ✐♠♣♦rt❛♥t❡s ♣♦✉r ♥♦tr❡ ♠♦❞è❧❡
❞❡ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① s♣♦♥t❛♥és✳ ❈♦♠♠❡ ❧❛ ♠❛❥♦r✐té ❞❡s ♣r♦♣♦s✐t✐♦♥s ❡①✐st❛♥t ❞❛♥s ❧❛
❧✐ttér❛t✉r❡✱ ❧❡ ♣r♦t♦❝♦❧❡ q✉❡ ♥♦✉s ❛✈♦♥s ❞é✈❡❧♦♣♣é ❝♦♠♣♦rt❡r❛ ❞❡✉① t❡♠♣s ✿ ✉♥ ♣r❡♠✐❡r t❡♠♣s
❞✬ét❛❜❧✐ss❡♠❡♥t ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ♦ù ❧❡s ❡♥t✐tés ❡♥ ♣rés❡♥❝❡ ❞é❝✐❞❡r♦♥t ♦✉ ♥♦♥ ❞✬ét❛❜❧✐r ✉♥ ♣r❡♠✐❡r
❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡ ♣✉✐s ❧❛ ❣❡st✐♦♥ ❞❡ ❝❡tt❡ ❝♦♥✜❛♥❝❡ ❛✉ ❝♦✉rs ❞✉ t❡♠♣s✳ ❏❡ ♥❡ ❞♦♥♥❡r❛✐ ♣❛s ✐❝✐
❧✬ét❛t ❞❡ ❧✬❛rt ❝♦♥❝❡r♥❛♥t ❧❡s ❛✉tr❡s ♠♦❞è❧❡s ❡①✐st❛♥ts ❞✉ ❞♦♠❛✐♥❡✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à
❬●▼❯✵✼✱ ❈❛♣✵✹✱ ◗❍❈✵✻❪ ♦ù à ❧✬❛♥♥❡①❡ ❇✳

◆♦t♦♥s t♦✉t ❞✬❛❜♦r❞ q✉❡ ❧✬❛♥❣❧❛✐s✱ ❝♦♥tr❛✐r❡♠❡♥t ❛✉ ❢r❛♥ç❛✐s✱ ❢❛✐t ✉♥❡ ❞✐✛ér❡♥❝❡ ❡♥tr❡ ❝❡❧✉✐
q✉✐ ❞❡♠❛♥❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ✭❞❛♥s ♥♦tr❡ ❝❛s✱ ✐❧ s✬❛❣✐r❛ ❞✬✉♥ s❡r✈✐❝❡✮ ❡t q✉✐ ❡♥ ❣é♥ér❛❧ ❡st ❝❡❧✉✐
q✉✐ ✐♥✐t✐❡ ❧✬é❝❤❛♥❣❡ ❝✬❡st ❧❡ tr✉st♦r ❡t ❝❡❧✉✐ q✉✐ r❡ç♦✐t ❧❛ ❝♦♥✜❛♥❝❡✱ ❧❡ tr✉st❡❡✱ q✉✐ ✐❝✐ r❡❝❡✈r❛ ❧❛
❞❡♠❛♥❞❡ ❞✉ tr✉st♦r✳

Pr✐♥❝✐♣❡s ❞✉ ♠♦❞è❧❡ ❞❡ ❝♦♥✜❛♥❝❡ r❡t❡♥✉

❉❛♥s ♥♦tr❡ ♠♦❞è❧❡ ✭q✉❡ ♥♦✉s ❛♣♣❡❧❧❡r♦♥s ♠♦❞è❧❡ ❑❆❆ ❞✉ ♥♦♠ ❞❡ ♥♦tr❡ ♣r♦❥❡t✮ ♣rés❡♥té ❞❛♥s
❬●▼▼❯✵✻✱ ●▼❯✵✼❪ ✭❝❡ ❞❡r♥✐❡r ❛rt✐❝❧❡ ❡st ♣rés❡♥té ❡♥ ❛♥♥❡①❡ ❇✮✱ ✉♥❡ ❡♥t✐té ❡①✐st❡ s✐ ❡❧❧❡ ❡st
éq✉✐♣é❡ ❞✬✉♥ ♣❛❝❦❛❣❡ ❝r②♣t♦❣r❛♣❤✐q✉❡ ♠✐♥✐♠✉♠✱ q✉✐ ❧❛ r❡♥❞r❛ ❝♦♠♣❛t✐❜❧❡ ❛✈❡❝ t♦✉t ❛✉tr❡ ❡♥t✐té
❞✉ ♠♦❞è❧❡✱ ❝✬❡st✲à✲❞✐r❡ ❞✬❛✉tr❡s ♦❜❥❡ts q✉✐ ❛❝❝❡♣t❡♥t ✐♠♣❧✐❝✐t❡♠❡♥t ❧❡ ♠♦❞è❧❡✳ ❈❡ ♣❛❝❦❛❣❡ ✐♥tè❣r❡
❧❡ ♠❛tér✐❡❧ ❝r②♣t♦❣r❛♣❤✐q✉❡ ✲ ❢♦♥❞é s✉r ❧❡s ❝♦✉r❜❡s ❡❧❧✐♣t✐q✉❡s ✲ ❡t ❞❡s ❞♦♥♥é❡s ✐♥✐t✐❛❧❡s ❡♥❝♦r❡
❛♣♣❡❧é❡s ❣r❛✐♥❡ ❞❡ ❝♦♥✜❛♥❝❡ ✐♥✐t✐❛❧❡ ❢♦✉r♥✐❡s ♣❛r ✉♥❡ ❡♥t✐té ❛♣♣❡❧é❡ st❛t✐♦♥ ❞✬✐♠♣ré❣♥❛t✐♦♥✳ ❈❡tt❡
❣r❛✐♥❡ r❡❣r♦✉♣❡ ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ♠ét❤♦❞❡s ❝r②♣t♦❣r❛♣❤✐q✉❡s q✉✐✱ ✉♥❡ ❢♦✐s ♣❛r❛♠étré❡s✱ s❡r✈✐r♦♥t
❞❡ ❜❛s❡ à ✉♥❡ ♣♦❧✐t✐q✉❡ ❞❡ ❝♦♥✜❛♥❝❡✳ ❈❡ ♣❛r❛♠étr❛❣❡ ❛ ❧✐❡✉ ❧♦rs ❞✬✉♥❡ ♣❤❛s❡ ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥
❞✐t❡ ✐❝✐ ❞✬✐♠♣ré❣♥❛t✐♦♥ s✐ ♦♥ s✉✐t ❧❡ ✈♦❝❛❜❧❡ ❞❡ ❬❙❆✾✾❪✳ ◆♦tr❡ ❛♣♣r♦❝❤❡ s✬é❧♦✐❣♥❡ ❞✉ ♠♦❞è❧❡
❞✬✐♠♣ré❣♥❛t✐♦♥ ♦r✐❣✐♥❛❧ ❬❙❆✾✾❪✱ ♣❛r ❧❡ ❢❛✐t q✉✬✐❧ ♥❡ ❝ré❡ ♣❛s ✉♥ ❛♣♣❛r✐❡♠❡♥t ❢♦rt ❡♥tr❡ ✉♥ ♦❜❥❡t ❡t
s♦♥ ♣r♦♣r✐ét❛✐r❡✱ ♠❛✐s ♣❧✉tôt ✉♥ ❝♦♥t❡①t❡ ❞✬✉t✐❧✐s❛t✐♦♥ ♣♦✉r ✉♥ ✉t✐❧✐s❛t❡✉r s✉r ✉♥ ♦❜❥❡t ♣❛rt✐❝✉❧✐❡r✳
◆♦tr❡ ❛♣♣r♦❝❤❡ ❡st ❞✬é✈✐t❡r ❞❡ ❞♦♥♥❡r ✉♥❡ sé♠❛♥t✐q✉❡ à ✉♥❡ ♦♣ér❛t✐♦♥ q✉✬✐❧ s❡r❛✐t très ❞✐✣❝✐❧❡
❞❡ ❣❛r❛♥t✐r t❡❝❤♥♦❧♦❣✐q✉❡♠❡♥t s✉r ✉♥❡ très ❧❛r❣❡ ✈❛r✐été ❞✬♦❜❥❡ts✳ ❘❡t❡♥♦♥s s✐♠♣❧❡♠❡♥t q✉❡
♥♦✉s ❢❛✐s♦♥s ❧✬❤②♣♦t❤ès❡ q✉❡ ♣❧✉s✐❡✉rs ✐♠♣ré❣♥❛t✐♦♥s ♣❡✉✈❡♥t êtr❡ ❛♣♣❧✐q✉é❡s ❛✉ ♠ê♠❡ ♦❜❥❡t✱
❞é✜♥✐ss❛♥t ❛❧♦rs ♣❧✉s✐❡✉rs ❝♦♥t❡①t❡s ❞✬✉t✐❧✐s❛t✐♦♥ ❡t ♣❧✉s✐❡✉rs ✐❞❡♥t✐tés✳ ❈❤❛❝✉♥❡ ❞❡ ❝❡s st❛t✐♦♥s
❞é✜♥✐t ✉♥ ❞♦♠❛✐♥❡ ❞❡ sé❝✉r✐té✳ ❉❛♥s ❝❤❛❝✉♥ ❞❡ ❝❡s ❞♦♠❛✐♥❡s✱ ✉♥ ♦❜❥❡t ❛ r❡ç✉ ❞❡ ❧❛ st❛t✐♦♥
s❛ ❣r❛✐♥❡ ❞❡ ❝♦♥✜❛♥❝❡ ✐♥✐t✐❛❧❡ ❝♦♥str✉✐t❡ à ♣❛rt✐r ❞❡ ❧❛ ❝❧é ♠❛îtr❡ s ♣r♦♣r❡ à ❝❤❛q✉❡ st❛t✐♦♥✳
❆✐♥s✐ ✉♥❡ ♠ê♠❡ ❡♥t✐té ♣♦ssé❞❛♥t ♣❧✉s✐❡✉rs ✐❞❡♥t✐tés s✉r ✉♥ ♠ê♠❡ ♦❜❥❡t ♣♦✉rr❛ ❝❤♦✐s✐r ❧✬✐❞❡♥t✐té
à ✉t✐❧✐s❡r s❡❧♦♥ ❧❡ ❝♦♥t❡①t❡✳ ❊♥ r❡♣r❡♥❛♥t ❧✬❡①❡♠♣❧❡ ❞✉ ❝❧✉❜ ❞❡ t❡♥♥✐s✱ ✉♥❡ ♣❡rs♦♥♥❡ ♣❡✉t ❛✈♦✐r
✉♥❡ ✐❞❡♥t✐té ❚❡♥♥✐s très ❞✐✛ér❡♥t❡ ❞❡ s♦♥ ✐❞❡♥t✐té Pr♦❢❡ss✐♦♥✳

✹✻



✶✳✸✳ ❆r❝❤✐t❡❝t✉r❡ ❡t ♣r♦t♦❝♦❧❡s

❆ ♣❛rt✐r ❞✉ ♠♦♠❡♥t ♦ù ✐❧ ❡st ✐♠♣ré❣♥é✱ ✉♥ ♦❜❥❡t ♣❡✉t ✐♥✐t✐❡r ✉♥❡ s❡ss✐♦♥ ❞❡ ❝♦♠♠✉♥✐❝❛t✐♦♥✳
▲❡ ♣r♦t♦❝♦❧❡ ❈♦♠♠♦♥ ❍✐st♦r② ❊①tr❛❝t✐♦♥ ✭❈❍❊✮ ✭❞é❝r✐t ❞❛♥s ❬●▼▼❯✵✻❪✮ ♣❡r♠❡t ❞✬✐♥✐t✐❡r ❝❡tt❡
s❡ss✐♦♥ ❡t ❞❡ ❧❛ t❡r♠✐♥❡r✳ ❙✐ ❧❛ s❡ss✐♦♥ ❡st ❛❝❝❡♣té❡✱ ❝✬❡st q✉❡ ❧❡s ❞❡✉① ❡♥t✐tés ❡♥ ♣rés❡♥❝❡ ❡st✐♠❡♥t✱
❛✉ ✈✉❡ ❞❡ ❧❡✉r ♣♦❧✐t✐q✉❡ ❞❡ sé❝✉r✐té✱ q✉✬❡❧❧❡s ♣❡✉✈❡♥t s❡ ❢❛✐r❡ ❝♦♥✜❛♥❝❡ ♣♦✉r ❝❡tt❡ ✐♥t❡r❛❝t✐♦♥✳
▲♦rs ❞❡ ❧✬♦✉✈❡rt✉r❡ ❞✬✉♥❡ s❡ss✐♦♥✱ ❛✈❛♥t ❞✬❛❝❝❡♣t❡r ❞❡ ❢♦✉r♥✐r ♦✉ ❞✬✉t✐❧✐s❡r ❞❡s s❡r✈✐❝❡s✱ ❧❡s ♦❜❥❡ts
❡♥ ♣rés❡♥❝❡ ❞♦✐✈❡♥t ❝♦♥str✉✐r❡ ✉♥ ❣❡r♠❡ ❞❡ ❝♦♥✜❛♥❝❡ ❡♥ r❡❣❛r❞❛♥t ❧❡s ❡♥t✐tés ❝♦♠♠✉♥❡s q✉✬✐❧s
♦♥t r❡♥❝♦♥tré❡s ❛✉♣❛r❛✈❛♥t✳ P♦✉r ♣r♦✉✈❡r ❝❡s ✐♥t❡r❛❝t✐♦♥s✱ ✐❧s ♦♥t ❝réé ❛✈❡❝ ❝❤❛❝✉♥ ❞❡s ♦❜❥❡ts
r❡♥❝♦♥trés ❛✉♣❛r❛✈❛♥t ✉♥ é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ ❧✐é à ❧❡✉r ✐❞❡♥t✐tés q✉✬✐❧s ♦♥t r❡s♣❡❝t✐✈❡♠❡♥t s✐✲
❣♥és✳ ❆ ♣❛rt✐r ❞✬✉♥ ❤✐st♦r✐q✉❡ ✈✐❞❡✱ ✉♥ ♦❜❥❡t ❡♥r❡❣✐str❡ t♦✉t❡s ❧❡s ✐♥t❡r❛❝t✐♦♥s q✉✬✐❧ ❛ ❢❛✐t❡s ❛✈❡❝
❞✬❛✉tr❡s ❡♥t✐tés✳ ❊♥ ❡♥r✐❝❤✐ss❛♥t ❧✬❤✐st♦r✐q✉❡ ❞❡ ❝❤❛❝✉♥ ❞❡s ♦❜❥❡ts✱ ♦♥ ❢❛❝✐❧✐t❡r❛ ❛✐♥s✐ ❧❡s ✐♥t❡r❛❝✲
t✐♦♥s s♣♦♥t❛♥é❡s ❢✉t✉r❡s✳ ❙✐ ✉♥❡ ❡♥t✐té ♣♦ssè❞❡ ♣❧✉s✐❡✉rs ✐❞❡♥t✐tés ♦✉ ❝♦♥t❡①t❡s ❞✬✉t✐❧✐s❛t✐♦♥✱ ❡❧❧❡
❞❡✈r❛ ❝❤♦✐s✐r ❞❛♥s q✉❡❧ ❝♦♥t❡①t❡ ❡t ❛✈❡❝ q✉❡❧❧❡ ✐❞❡♥t✐té ❛ ❧✐❡✉ ❧✬✐♥t❡r❛❝t✐♦♥✳

▲❡ ♣r♦t♦❝♦❧❡ ❈❍❊ ✭❈♦♠♠♦♥ ❍✐st♦r② ❊①tr❛❝t✐♦♥✮ ❞✬é✈❛❧✉❛t✐♦♥ ❞❡ ❧✬❤✐st♦r✐q✉❡ ❝♦♠✲
♠✉♥ ❊♥ r❛✐s♦♥ ❞❡ ❧❛ ♥❛t✉r❡ ❞é❝♦♥♥❡❝té❡ ❞✉ rés❡❛✉ q✉❡ ♥♦✉s ét✉❞✐♦♥s✱ ♥♦✉s ❛✈♦♥s ❞é❝✐❞é ❞✬✉t✐✲
❧✐s❡r ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ ❢♦♥❞é❡ s✉r ❧✬✐❞❡♥t✐té q✉✐ ♣❡r♠❡t ♣❛r ❝♦♥str✉❝t✐♦♥ ❞❡ s❡ ♣❛ss❡r ❞❡ ❝❡rt✐✜❝❛ts✳

▲❡ ♠❛tér✐❡❧ ❝r②♣t♦❣r❛♣❤✐q✉❡ ❢♦✉r♥✐ à ❝❤❛❝✉♥ ❞❡s ♦❜❥❡ts ❞✉ ❞♦♠❛✐♥❡ ♣❛r ❧❛ st❛t✐♦♥ ❞✬✐♠♣ré✲
❣♥❛t✐♦♥ ❡st ❝♦♥st✐t✉é ❞✬✉♥❡ ✐❞❡♥t✐té ✉♥✐q✉❡ ■❉ ✭♣❛r ❡①❡♠♣❧❡ ✉♥❡ ❛❞r❡ss❡ ■P ♦✉ ✉♥ ♥♦♠✮✱ ❞✬✉♥❡
♣r❡♠✐èr❡ ♣❛✐r❡ ❞❡ ❝❧é s❡❝rèt❡✴❝❧é ♣✉❜❧✐q✉❡ (SID, QID) s❡r✈❛♥t ❛✉ ❝❤✐✛r❡♠❡♥t✱ ❞✬✉♥❡ ❞❡✉①✐è♠❡
♣❛✐r❡ ❞❡ ❝❧é s❡❝rèt❡✴❝❧é ♣✉❜❧✐q✉❡ (SS

ID, Q
S
ID) s❡r✈❛♥t à ❧❛ s✐❣♥❛t✉r❡ ❡t ❞✬✉♥ ❡♥s❡♠❜❧❡ ❞❡ ♣❛r❛✲

♠ètr❡s ♣✉❜❧✐❝s ♥é❝❡ss❛✐r❡s ❛✉① ❝❛❧❝✉❧s s✉r ❧❡s ❝♦✉r❜❡s ❡❧❧✐♣t✐q✉❡s ❡t ❝♦♠♠✉♥s à t♦✉t❡s ❧❡s st❛t✐♦♥s
❞✬✐♠♣ré❣♥❛t✐♦♥s ❡t à t♦✉t❡s ❧❡s ❡♥t✐tés✳ ❉❛♥s ❝❡ ❝❛❞r❡✱ ✉♥❡ ❡♥t✐té ♠♦❜✐❧❡ s❡✉❧❡ ♣❡✉t ❞❡✈❡♥✐r s♦♥
♣r♦♣r❡ ❞♦♠❛✐♥❡ ❞❡ sé❝✉r✐té ❡♥ s✬✐♠♣ré❣♥❛♥t ❡❧❧❡✲♠ê♠❡✳ ▲❡ s❡✉❧ ✐♠♣ér❛t✐❢ ❡st q✉❡ ❝❤❛q✉❡ ❡♥t✐té
♠♦❜✐❧❡ ❞♦✐t ♣♦ssé❞❡r ❧❡s ♠ê♠❡s ❛❧❣♦r✐t❤♠❡s ❝r②♣t♦❣r❛♣❤✐q✉❡s ✿ ❞❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡✱ ✉♥ ❛❧✲
❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t✴❞é❝❤✐✛r❡♠❡♥t✱ ✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ s✐❣♥❛t✉r❡✱ ✉♥ ♣r♦t♦❝♦❧❡ ③❡r♦✲❦♥♦✇❧❡❞❣❡
❡t t♦✉s ❧❡s ♣❛r❛♠ètr❡s ♣✉❜❧✐❝s✳ ▲❡s s❡✉❧❡s ✈❛❧❡✉rs q✉✬✉♥ ♦❜❥❡t ❞♦✐t ❛❜s♦❧✉♠❡♥t ❣❛r❞❡r s❡❝rèt❡s
s♦♥t ❝❡s ❞❡✉① ❝❧és ♣r✐✈é❡s ✿ SID ❡t SS

ID✳
◆♦✉s ❛✈♦♥s ❞é❝✐❞❡r ❞✬✉t✐❧✐s❡r ■❇❊ ❧❡ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t ❢♦♥❞é s✉r ❧✬✐❞❡♥t✐té ❞❡ ❇♦♥❡❤ ❡t

❋r❛♥❦❧✐♥ ❬❇❋✵✶❪ ♣♦✉r ❝♦♥str✉✐r❡ ❧❛ ♣r❡♠✐èr❡ ♣❛✐r❡ ❞❡ ❝❧és ❞é❞✐é❡ ❛✉ ❝❤✐✛r❡♠❡♥t ❞❡ ❝❤❛❝✉♥❡ ❞❡s
❡♥t✐tés✱ ♣♦✉r ❝❤✐✛r❡r ❞❡s ♠❡ss❛❣❡s ♠❛✐s ❛✉ss✐ ♣♦✉r ❝♦♥str✉✐r❡ ❧❡ ❝❛♥❛❧ sé❝✉r✐sé à ❛✉t❤❡♥t✐✜❝❛t✐♦♥
❢❛✐❜❧❡ ♥é❝❡ss❛✐r❡ à ❧✬✐♥✐t✐❛❧✐s❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡✳ ◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ✉t✐❧✐sé ■❇❙✱ ❧❡ s❝❤é♠❛
❞❡ s✐❣♥❛t✉r❡ ❢♦♥❞é s✉r ❧✬✐❞❡♥t✐té ♣r♦♣♦sé ♣❛r ❈❤❡♥✱ ❩❤❛♥❣ ❡t ❑✐♠ ❡♥ ✷✵✵✸ ❡t ❞é❝r✐t ❞❛♥s ❬❈❩❑✵✸❪✳

▲❛ ♣r❡♠✐èr❡ ét❛♣❡ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡ s❡ s✐t✉❡ ❧♦rsq✉❡ ❧❡s ❞❡✉① ♥÷✉❞s ❆❧✐❝❡ ❡t ❇♦❜ s♦✉❤❛✐t❡♥t
✐♥t❡r❛❣✐r✱ ✉♥❡ ❢♦✐s q✉✬✐❧s ♦♥t ❞é❥à ❝♦♥str✉✐t ✉♥ ❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡ s❡❧♦♥ ❧✬✉♥ ❞❡s tr♦✐s ❝❛s s✉✐✈❛♥ts ✿
✐❧s s❡ s♦♥t ❞é❥à r❡♥❝♦♥trés ❡t ♥✬♦♥t ♣❧✉s q✉✬à r❡❝♦♥str✉✐r❡ ✉♥ ❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡ ♣❧✉s ré❝❡♥t ❡t
♣❧✉s r✐❝❤❡ sé♠❛♥t✐q✉❡♠❡♥t ❀ ✐❧s ♦♥t ❝♦♥str✉✐t ✉♥ ❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡ à ❧✬❛✐❞❡ ❞✬✉♥ ♥♦♠❜r❡ s✉✣s❛♥t
❞✬é❧é♠❡♥ts ❝♦♠♠✉♥s ❞❡ ❧❡✉r ❤✐st♦r✐q✉❡ ♦✉ ❞✉r❛♥t ✉♥❡ ♣❤❛s❡ ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ ❡♥tr❡ ❡✉① ❀ ♦✉✱ ❧❡s
✉t✐❧✐s❛t❡✉rs ❞❡ ❝❤❛❝✉♥ ❞❡s ♠♦❜✐❧❡s ♦♥t ❢♦r❝é à ❧❛ ♠❛✐♥ ❧❡ ❞é❜✉t ❞❡ ❧✬✐♥t❡r❛❝t✐♦♥ ❝♦♠♠❡ ❞❛♥s ✉♥
s②stè♠❡ ❞❡ t②♣❡ ❇❧✉❡t♦♦t❤✳

❯♥❡ ❢♦✐s q✉✬❆❧✐❝❡ ❡t ❇♦❜ ♦♥t ✐♥t❡r❛❣✐✱ ✐❧s ♦♥t ❝♦♥str✉✐t ❡t s✐❣♥é✱ à tr❛✈❡rs ✉♥ t✉♥♥❡❧ sé❝✉r✐sé
❣râ❝❡ ❛✉ ♣r♦t♦❝♦❧❡ ■❇❊✱ ✉♥ ♠❡ss❛❣❡ m ❞❡ ❝♦♥✜❛♥❝❡ ré❝✐♣r♦q✉❡✳ ❆❧✐❝❡ ♣✉❜❧✐❡ ❞❛♥s ❧❛ ♣❛rt✐❡
♣✉❜❧✐q✉❡ ❞❡ s♦♥ ❤✐st♦r✐q✉❡ (m,QB, Q

S
B, signB(m)) t❛♥❞✐s q✉❡ ❇♦❜ r❡♥❞ ♣✉❜❧✐q✉❡

(m,QA, Q
S
A, signA(m))

❞❛♥s s♦♥ ♣r♦♣r❡ ❤✐st♦r✐q✉❡✳ ❉❡ ❧❛ ♠ê♠❡ ♠❛♥✐èr❡✱ ❇♦❜ ❡t ❈❤❛r❧✐❡ ♦♥t ❝♦♥str✉✐t à tr❛✈❡rs ✉♥ t✉♥♥❡❧
sé❝✉r✐sé ❧❡ ♠❡ss❛❣❡ ❝♦♠♠✉♥ m′✳

✹✼



❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

A
❝ré❛t✐♦♥ ❞✉ t✉♥♥❡❧ sé❝✉r✐sé ✭■❇❊✮
←−−−−−−−−−−−−−−−−−−−−−−−→ B

❝ré❛t✐♦♥ ❞✉ ♠❡ss❛❣❡ m❂✑■❉A

←−−−−−−−−−−−−−−−−−−−−−−→

A ❡t ■❉B s❡ ❢♦♥t ❝♦♥✜❛♥❝❡✑ B

A
A s✐❣♥❡ m ❛✈❡❝ ■❇❙

−−−−−−−−−−−−−−−−−−−−−−−−→ B

A
Bs✐❣♥❡ m ❛✈❡❝ ■❇❙

←−−−−−−−−−−−−−−−−−−−−−−−− B

B
❝ré❛t✐♦♥ ❞✉ t✉♥♥❡❧ sé❝✉r✐sé ✭■❇❊✮
←−−−−−−−−−−−−−−−−−−−−−−−→ C

❝ré❛t✐♦♥ ❞✉ ♠❡ss❛❣❡ m′❂✑■❉B

←−−−−−−−−−−−−−−−−−−−−−−→

B ❡t ■❉C s❡ ❢♦♥t ❝♦♥✜❛♥❝❡✑ C

B
B s✐❣♥❡ m′ ✇✐t❤ ■❇❙

−−−−−−−−−−−−−−−−−−−−−−−−→ C

B
C s✐❣♥❡ m′ ✇✐t❤ ■❇❙

←−−−−−−−−−−−−−−−−−−−−−−−− C

◗✉❛♥❞ ❆❧✐❝❡ r❡♥❝♦♥tr❡ ❈❤❛r❧✐❡ ♣♦✉r ❧❛ ♣r❡♠✐èr❡ ❢♦✐s✱ ✐❧s é❝❤❛♥❣❡♥t ❧❛ ❝♦♥❝❛té♥❛t✐♦♥ ❞❡ t♦✉t❡s
❧❡s ❝❧és ♣✉❜❧✐q✉❡s QID q✉✬✐❧s ♦♥t ❞❛♥s ❧❡✉r ❤✐st♦r✐q✉❡✳ P♦✉r é✈✐t❡r ❧❡s ❛tt❛q✉❡s ❞❡ t②♣❡ ❞é♥✐ ❞❡
s❡r✈✐❝❡s✱ ♦♥ s✉♣♣♦s❡ q✉❡ ❧❛ ♣❡rs♦♥♥❡ à q✉✐ ❧✬♦♥ ❞❡♠❛♥❞❡ q✉❡❧q✉❡ ❝❤♦s❡ ❡st ❝❡❧❧❡ q✉✐✱ ❡♥ ♣r❡♠✐❡r✱
❢♦✉r♥✐t ❝❡tt❡ ❝❤❛î♥❡ ❞❡ ❝❛r❛❝tèr❡s ❛✉ ❞❡♠❛♥❞❡✉r✳ ❯♥❡ ❢♦✐s ❝❡ ♣r❡♠✐❡r é❝❤❛♥❣❡ ❡✛❡❝t✉é✱ ❆❧✐❝❡ ❡t
❈❤❛r❧✐❡ s❡ r❡♥❞❡♥t ❝♦♠♣t❡ q✉✬✐❧s ♦♥t t♦✉s ❧❡s ❞❡✉① r❡♥❝♦♥tré ❇♦❜ ❛✉♣❛r❛✈❛♥t ❡t ✐❧s ✈❡✉❧❡♥t s❡
♣r♦✉✈❡r ❧✬✉♥ ❧✬❛✉tr❡ ❝❡tt❡ r❡♥❝♦♥tr❡ ♠✉t✉❡❧❧❡✳ ❈❤❛r❧✐❡✱ t♦✉t ❞✬❛❜♦r❞✱ ♣r♦✉✈❡ à ❆❧✐❝❡ q✉❡ ❇♦❜ ❧✉✐
❢❛✐t ❝♦♥✜❛♥❝❡ ❣râ❝❡ à ❧❛ ♣♦ss❡ss✐♦♥ ❞✉ ♠❡ss❛❣❡ m′✳

A
❆s t✉ r❡♥❝♦♥tré ❇♦❜ ❛✉♣❛r❛✈❛♥t ❄
−−−−−−−−−−−−−−−−−−−−−−−−−→ C

A
(m′,signB(m′))

←−−−−−−−−−−−−−−−−−−−−−−−− C

✈ér✐✜❡ m′

▲❡ ♠ê♠❡ ♣r♦❝é❞é ❡st ré♣été ♣♦✉r ❆❧✐❝❡✳ ❈❡ ♣r♦t♦❝♦❧❡ ❣❛r❛♥t✐t t♦✉t❡s ❧❡s ♣r♦♣r✐étés ❝r②♣✲
t♦❣r❛♣❤✐q✉❡s ✉s✉❡❧❧❡s ✿ ❧✬❛✉t❤❡♥t✐❝✐té ✭❝♦♠♠❡ ❈❤❛r❧✐❡ ❝♦♥♥❛ît ❧❛ ❝❧é ♣✉❜❧✐q✉❡ ❞❡ ❇♦❜✱ ✐❧ ♣❡✉t
❛✉t❤❡♥t✐✜❡r s❛ s✐❣♥❛t✉r❡ ❡t é❣❛❧❡♠❡♥t ❧✬✐❞❡♥t✐té ❞✬❆❧✐❝❡✮✱ ❧✬✐♥té❣r✐té ❡st ❣❛r❛♥t✐❡ ♣❛r ❧✬✉t✐❧✐s❛t✐♦♥
❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❞❛♥s ❧❡ s❝❤é♠❛ ■❇❙ ❝♦♠♠❡ ❞❛♥s ❧❡ ❝❛s ❝❧❛ss✐q✉❡ ❞✉ ❝❡rt✐✜❝❛t✱ ❧❛ ❝♦♥✜❞❡♥✲
t✐❛❧✐té ❡st ❣❛r❛♥t✐❡ ♣❛r ❧❡ t✉♥♥❡❧ sé❝✉r✐sé✳ ❈❡ ❞❡r♥✐❡r ♣❡r♠❡t é❣❛❧❡♠❡♥t ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❧❡s
❛tt❛q✉❡s ❞❡ ❧✬❤♦♠♠❡ ❞✉ ♠✐❧✐❡✉ ❝❛r ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ré❝✐♣r♦q✉❡ ❡st ❢❛✐t❡ ♣❛r ❧❡ ❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡
q✉✐ ✉♥✐t ❧❡s ❛❝t❡✉rs ✿ ❧❡ ♠❡ss❛❣❡ m q✉✐ ❡st ❝♦♥♥✉ s❡✉❧❡♠❡♥t ♣❛r ❧❡s ❡♥t✐tés ❝♦♥❝❡r♥é❡s ❡t q✉✐
❛ ❛✉ ♣ré❛❧❛❜❧❡ été é❝❤❛♥❣é ❞❡ ❢❛ç♦♥ sûr ♣❛r ■❇❊ ✭♣♦✉r ❧❡s ❞ét❛✐❧s ❝♦♥❝❡r♥❛♥t ❧❛ rés✐st❛♥❝❡ ❛✉①
❛tt❛q✉❡s ❝❧❛ss✐q✉❡s✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ ré❢ér❡r à ❧✬❛♥♥❡①❡ ❇✮✳

◆♦tr❡ ✈✐s✐♦♥ ❞❡ ❧❛ ❝♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① s♣♦♥t❛♥és ❡st ❞♦♥❝ ✉♥❡ r❡❧❛t✐♦♥ ♣s❡✉❞♦✲tr❛♥s✐t✐✈❡
q✉✐ ❝♦♥tr❛st❡ ❛✈❡❝ ❧✬❛♣♣r♦❝❤❡ tr❛♥s✐t✐✈❡ ❞✉ ♠♦❞è❧❡ Pr❡tt② ●♦♦❞ Pr✐✈❛❝② ✭P●P✮ ✭❬❋♦✉✾✾❪✮✳ ❈❡tt❡
❛♣♣r♦❝❤❡ ❡st é❣❛❧❡♠❡♥t ❝❡❧❧❡ ✉t✐❧✐sé❡ ❞❛♥s ❬❇▼❘✵✹❪ ♦✉ ❬❈❛♣✵✹✱ ◗❍❈✵✻❪✳ ❊❧❧❡ ♣❡r♠❡t ❞✬é✈✐t❡r
q✉✬✉♥❡ ❝♦❧❧✉s✐♦♥ ❞❡ ♥÷✉❞s ❞étr✉✐s❡ ❧❛ ❝♦♥✜❛♥❝❡ ❡♥ ✉♥ ♥÷✉❞ ♣❛rt✐❝✉❧✐❡r✳

◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❝♦♥str✉✐t ✉♥❡ ✈❡rs✐♦♥ ♣❧✉s sé❝✉r✐sé ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡ ♥♦♠♠é❡ ❈❍❊❲❆
♣♦✉r ✏❈♦♠♠♦♥ ❍✐st♦r② ❊①tr❛❝t✐♦♥ ❲✐t❤ ❆✉t❤❡♥t✐❝❛t✐♦♥✑ q✉✐ ♣❡r♠❡t ✉♥❡ ❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❢♦rt❡
❛✜♥ ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❧❛ ❢❛✐❜❧❡ss❡ ✐♥❤ér❡♥t❡ ❞✬■❇❊✱ ❧❡ ✏❦❡② ❡s❝r♦✇ ❞r❛✇❜❛❝❦✑ ❞é❝r✐t❡ ❞❛♥s
❬❇❋✵✶❪✱ à s❛✈♦✐r✱ q✉❡ ❧❛ st❛t✐♦♥ ❞✬✐♠♣ré❣♥❛t✐♦♥ ❞♦✐t êtr❡ ❤♦♥♥êt❡ ❝❛r ❡❧❧❡ ♣❡✉t ❞é❝❤✐✛r❡r t♦✉s ❧❡s
♠❡ss❛❣❡s ❞❡s ❡♥t✐tés q✉✬❡❧❧❡ ❛ ✐♠♣ré❣♥é❡s✱ ❧❛ ♣❛✐r❡ ❞❡ ❝❧é s❡❝rèt❡✴ ❝❧é ♣✉❜❧✐q✉❡ ❞❡s ♦❜❥❡ts ét❛♥t
❝♦♥str✉✐t❡ à ♣❛rt✐r ❞❡ ❧❛ ❝❧é s❡❝rèt❡ ❞❡ ❝❡tt❡ ♠ê♠❡ st❛t✐♦♥✳ ◆♦✉s ❛✈♦♥s ♣♦✉r ❝❡❧❛ ✉t✐❧✐sé ✉♥❡
❝❡rt✐✜❝❛t✐♦♥ ♦✛✲❧✐♥❡ à ❞❡✉① ♥✐✈❡❛✉① ❢♦♥❞é❡ s✉r ❧✬✐❞❡♥t✐té ❡t ♣r♦♣♦sé ♣❛r ❈✳ ●❡♥tr② ❞❛♥s ❬●❡♥✵✸❪✳
▲❡s ❝❡rt✐✜❝❛ts s♦♥t ✈ér✐✜és ❞✉r❛♥t ❧❛ ♣r❡♠✐èr❡ ♣❤❛s❡ ❞✉ ♣r♦t♦❝♦❧❡ ✿ ❧❛ ❝ré❛t✐♦♥ ❞✉ t✉♥♥❡❧ sé❝✉r✐sé
✈✐❛ ✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t✴❞é❝❤✐✛r❡♠❡♥t ❞é❞✐é à ❝❡ ❝❛s✳ ◆♦t♦♥s é❣❛❧❡♠❡♥t q✉✬✐❧ ❡st ♣♦ss✐❜❧❡
❞❡ r❛❢r❛î❝❤✐r ❧❡s ✐❞❡♥t✐tés ✈✐❛ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥❡ ❝❤❛î♥❡ ❞❡ ▼❆❈s✳

▲❡s ♣r✐♥❝✐♣❛✉① ♣❛r❛♠ètr❡s ❞❡ ♥♦tr❡ ♠♦❞è❧❡ s♦♥t ❞♦♥❝ ❧❡ s❡✉✐❧ p ❞ét❡r♠✐♥❛♥t ❧❡ ♥♦♠❜r❡ ❞✬é❧é✲
♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❝♦♠♠✉♥s q✉❡ ❞❡✉① ❡♥t✐tés ❞♦✐✈❡♥t ♣♦ssé❞❡r ❛✉ ♠✐♥✐♠✉♠ ❛✜♥ ❞✬✐♥✐t✐❡r ❧❛

✹✽



✶✳✹✳ ■♥st❛♥❝✐❛t✐♦♥ ❞✉ ♠♦❞è❧❡

❝♦♥✜❛♥❝❡✱ ❧❛ t❛✐❧❧❡ ♠❛①✐♠✉♠ ❞❡ ❧✬❤✐st♦r✐q✉❡ ❧✉✐✲♠ê♠❡ Hmax ❡t ❧❛ t❛✐❧❧❡ ❞❡ ❧❛ ❝♦♠♠✉♥❛✉té ❝♦♥s✐✲
❞éré❡ ❛✉ ❞é♣❛rt✳

✶✳✹ ■♥st❛♥❝✐❛t✐♦♥ ❞✉ ♠♦❞è❧❡

❙é♠❛♥t✐q✉❡ ❞❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡s ❡t ♣❛r❛♠ètr❡s r❡t❡♥✉s ♣♦✉r ❧❡ ❝❛❧❝✉❧

❞❡ ❧❛ ♥♦t❡ ❞❡ ❝♦♥✜❛♥❝❡

▲❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ♣❡✉✈❡♥t ❝♦♥t❡♥✐r ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ❞♦♥♥é❡s sé♠❛♥t✐q✉❡s ❛✈❛♥t
❞✬êtr❡ s✐❣♥és ♣❛r ❧❡s ❞❡✉① ♣❛rt✐❡s ✿ ❧❡s ✐❞❡♥t✐tés ❞❡s ♥÷✉❞s✱ ❧❛ ♥❛t✉r❡ ❞✉ ❧✐❡♥ ❡t ❧❡s t❡r♠❡s ❞❡
❧✬❛❝❝♦r❞ ❞❡s ❞❡✉① ♣❛rt✐❡s✱ ❧❛ ❞❛t❡ ❞❡ ❝ré❛t✐♦♥ ❞❡ ❧✬é❧é♠❡♥t✱ s❛ ❞✉ré❡ ❞❡ ✈❛❧✐❞✐té ♦✉ é✈❡♥t✉❡❧❧❡♠❡♥t
❧❡ ❧✐❡✉✳ P❛r ❡①❡♠♣❧❡✱ ✉♥ ♥÷✉❞ A ✈❛ st♦❝❦❡r s❡s ♥÷✉❞s ❞❡ ❝♦♥✜❛♥❝❡ ❞❛♥s s♦♥ ❤✐st♦r✐q✉❡ HA ✭♣♦✉r
❝❤❛q✉❡ ♥÷✉❞ ❞❡ ❝♦♥✜❛♥❝❡ B ✐❧ ② ❛ ✉♥ é❧é♠❡♥t ❝♦rr❡s♣♦♥❞❛♥t hA(B) ❞❛♥s ❧✬❤✐st♦r✐q✉❡ HA ❞❡ A✮
❡t ♣❛r❛❧❧è❧❡♠❡♥t✱ ❝❡ ♥÷✉❞ st♦❝❦❡r❛ ❧❡s ♥÷✉❞s q✉✬✐❧ ❝♦♥s✐❞èr❡ ♠❛❧✈❡✐❧❧❛♥ts ❞❛♥s BLA s❛ ❜❧❛❝❦❧✐st
✭❧✐st❡ ♥♦✐r❡✮✳ ❈❡tt❡ ❜❧❛❝❦❧✐st ♣❡r♠❡t ❞❡ t❡♥✐r ❝♦♠♣t❡ s✐♠♣❧❡♠❡♥t ❡t ❧♦❝❛❧❡♠❡♥t ❞❡s ♥÷✉❞s q✉✐
♥✬✐♥s♣✐r❡♥t ♣❛s ❝♦♥✜❛♥❝❡ ❡t ❛✈❡❝ q✉✐ A ♥❡ s♦✉❤❛✐t❡ ♣❛s ✐♥t❡r❛❣✐r✳ ◆♦✉s ♥♦t❡r♦♥s BLmax ❧❛ t❛✐❧❧❡
♠❛①✐♠❛❧❡ ❞❡ ❧❛ ❜❧❛❝❦❧✐st✳

❊♥ ♣❧✉s ❞❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❡✉①✲♠ê♠❡s✱ ♥♦✉s ❛✈♦♥s ❞é❝✐❞é ❞✬✐♥❝❧✉r❡ ❧❡s ♣❛r❛♠ètr❡s
s✉✐✈❛♥ts ❞❛♥s ❧❡ ❝❛❧❝✉❧ ❞❡ ❧❛ ♥♦t❡ ✜♥❛❧❡ ❞❡ ❝♦♥✜❛♥❝❡ ✭❧❡ ❞ét❛✐❧ ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❡st ❞♦♥♥é❡ ❡♥
❛♥♥❡①❡ ❇✮ ✿

✕ ▲❡ t❛✉① ❞✬✐♥t❡r❛❝t✐♦♥ ✿ ❝✬❡st ❧❡ ♥♦♠❜r❡ ♠♦②❡♥ ❞❡ ❞❡♠❛♥❞❡s ❞❡ s❡r✈✐❝❡s ❡✛❡❝t✉é❡s ♣❛r ✉♥
♥÷✉❞ ♣❛r ✉♥✐té ❞❡ t❡♠♣s✳ ▲✬✉♥✐té ❞❡ t❡♠♣s s❡r❛ ❞é✜♥✐❡ ♣❛r ❧❡ ♣r♦t♦❝♦❧❡✳

✕ ▲✬✐♥t❡♥s✐té ✿ ❡❧❧❡ ❡st ♥♦té❡ ♣❛r IA(B) ❡t r❡♣rés❡♥t❡ ❧❡ ♥♦♠❜r❡ ❞❡ ❢♦✐s q✉❡ B ❛ ✐♥t❡r❛❣✐ ❛✈❡❝
A✳

✕ ▲✬✉t✐❧✐té ❞❡ B ♣♦✉r A ✿ ❡❧❧❡ ❡st ♥♦té❡ ♣❛r UA(B) ❡t r❡♣rés❡♥t❡ ❧❡ ♥♦♠❜r❡ ❞❡ ❢♦✐s q✉❡ hA(B)
❛ été ✉t✐❧✐sé ♣♦✉r ét❛❜❧✐r ❞❡ ♥♦✉✈❡❧❧❡s r❡❧❛t✐♦♥s ❞❡ ❝♦♥✜❛♥❝❡✳

✕ ▲❡ ♣❛r❛♠ètr❡ ❞❡ ❝♦♠♠✉♥❛✉té C(A,B) ✿ ✐❧ ✐♥❞✐q✉❡ s✐ ❧✬✐♥t❡r❛❝t✐♦♥ ❛ ❧✐❡✉ ❡♥tr❡ ❞❡✉① ♠❡♠❜r❡s
❞❡ ❧❛ ♠ê♠❡ st❛t✐♦♥ ❞✬✐♠♣ré❣♥❛t✐♦♥ ✭❝❡ ♣❛r❛♠ètr❡ ✈❛✉t C(A,B)❂✶ ❞❛♥s ❝❡ ❝❛s✱ s✐♥♦♥ ✈❛✉t
✵✮✳

❈❡s ✐♥❢♦r♠❛t✐♦♥s ♣❡✉✈❡♥t êtr❡ s✐♠♣❧❡♠❡♥t st♦❝❦é❡s ❞❛♥s ❧❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❝♦rr❡s♣♦♥❞❛♥ts✳
❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ❞é✜♥✐r ❞❡s ❝♦♠♠✉♥❛✉tés ♣❧✉s ❧❛r❣❡s ✿ ✉♥❡ ❝♦♠♠✉♥❛✉té ♣❡✉t ❛✐♥s✐ êtr❡

✈✉❡ ❝♦♠♠❡ ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ♥÷✉❞s q✉✐ ♣❛rt❛❣❡♥t ✉♥ ❝❡♥tr❡ ❞✬✐♥térêt ❝♦♠♠✉♥✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡
♣❛r❛♠ètr❡ C(A,B) ♣❡✉t êtr❡ r❡❞é✜♥✐✳

❖♥ ♣❡✉t é❣❛❧❡♠❡♥t ✐♥tr♦❞✉✐r❡ ✉♥❡ ♥♦t✐♦♥ ♣r♦✈❡♥❛♥t ❞❡ ❧✬é❝♦♥♦♠✐❡ ❡①♣ér✐♠❡♥t❛❧❡ ✿ ❧❛ ré❝✐✲
♣r♦❝✐té ❬❉✉❜✵✺✱ ❉✉❜✵✻❛❪✳ ❈❡tt❡ ♥♦t✐♦♥ t❡♥t❡ ❞✬é✈✐t❡r ❧❛ ❝♦♥❞✉✐t❡ ❢r❡❡✲r✐❞❡r✱ à s❛✈♦✐r q✉✬✉♥ ♥÷✉❞
♣❛rt✐❝✉❧✐❡r é❣♦ïst❡ ♥❡ r❡♥❞ ♣❛s s❡r✈✐❝❡ ❛✉① ♥÷✉❞s q✉✐ ❧✉✐ ♦♥t r❡♥❞✉ s❡r✈✐❝❡ ❛✉♣❛r❛✈❛♥t✳ P♦✉r
t❡♥t❡r ❞✬❡♥❞✐❣✉❡r ❝❡ ♣r♦❜❧è♠❡✱ ♦♥ ♣r♦♣♦s❡ ❞❛♥s ❬●▲▼+✵✻❪ ❧❛ s♦❧✉t✐♦♥ s✉✐✈❛♥t❡ ✿

✶✳ ▲♦rs ❞❡ ❧❛ ♣r❡♠✐èr❡ ét❛♣❡✱ ❧❡ tr✉st♦r A ❛ ❞❡♠❛♥❞é ❛✉ tr✉st❡❡ B ✉♥ s❡r✈✐❝❡ ♣❛rt✐❝✉❧✐❡r✳

✷✳ ▲❡ tr✉st❡❡ B ❛ ♣✉ ❢♦✉r♥✐r ❧❡ s❡r✈✐❝❡ ❛✉ ♠♦❜✐❧❡ A✳ ❉❛♥s ❝❡ ❝❛s✱ ❧✬é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ ❝réé
s❡r❛ s✐❣♥é ♣❛r ❧❡s ❞❡✉① ♣❛rt✐❡s ❡♥ ♣rés❡♥❝❡ m❂✬B ❛ ❢♦✉r♥✐ ✉♥ s❡r✈✐❝❡ à A✬✳ ❉❛♥s ❧❡ ❝❛s ♦ù
❧❡ s❡r✈✐❝❡ ♥✬❡st ♣❛s ❢♦✉r♥✐ ♣❛r B✱ ❧✬❛❧❣♦r✐t❤♠❡ s✬❛rrêt❡ ✐❝✐✳ ◆♦✉s ❛♣♣❡❧♦♥s ❝❡tt❡ ♣r♦♣r✐été
spA(B)❂✬♣r❡✉✈❡ ❞❡ s❡r✈✐❝❡✬ q✉✐ ♥❡ ♣❡✉t êtr❡ ✈ér✐✜é❡ ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t t❛♥t q✉✬❡❧❧❡ ♥✬❛
♣❛s été s✐❣♥é❡✳

✸✳ ▲❡ tr✉st♦r A ♣❡✉t ❡♥r✐❝❤✐r ❧✬❤✐st♦r✐q✉❡ ❞❡ B ❡♥ s✐❣♥❛♥t ❡t ❡♥ ❧✉✐ ❡♥✈♦②❛♥t ❧❡ ♠❡ss❛❣❡ m✳
❉❛♥s ❝❡ ❝❛s✱ ♥♦✉s ❛♣♣❡❧♦♥s ❝❡tt❡ ♣r♦♣r✐été ❧❛ tpB(A)❂✬♣r❡✉✈❡ ❞✉ tr✉st♦r ✬✳ ❙✐ ❧❡ ♠♦❜✐❧❡ A
♥❡ ❢♦✉r♥✐t ♣❛s ❝❡t é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡✱ ❧✬❛❧❣♦r✐t❤♠❡ s✬❛rrêt❡ ❧à ❡t B ♣❡✉t ♥♦t❡r ♣♦✉r A
✬❛✉❝✉♥❡ ♣r❡✉✈❡ ❞✉ tr✉st♦r ✬✳

✹✾



❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

✹✳ ▲❡ ♠♦❜✐❧❡B ❛ r❡ç✉ ❞✉ ♠♦❜✐❧❡ A ❧❡ tpB(A) ❡t ✐❧ ❞❡✈✐❡♥t ré❝✐♣r♦q✉❡ s✬✐❧ ❢♦✉r♥✐t ❛✉ tr✉st♦r A ✉♥
é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ s✐❣♥é✳ ◆♦✉s ❛♣♣❡❧♦♥s ❝❡tt❡ ♣r♦♣r✐été rpA(B)❂✬♣r❡✉✈❡ ❞❡ ré❝✐♣r♦❝✐té✬✳
◆❛t✉r❡❧❧❡♠❡♥t✱ ❧❡ ♠♦❜✐❧❡ B ♥✬❡st ♣❛s ♦❜❧✐❣é ❞❡ ❢♦✉r♥✐r ❝❡t é❧é♠❡♥t ❡t ♣❡rs♦♥♥❡ ♥❡ ♣♦✉rr❛
✈ér✐✜❡r ❝❡tt❡ ♥♦♥✲ré❝✐♣r♦❝✐té✳

■❧ ♥✬❡①✐st❡ ❛✉❝✉♥ ♠é❝❛♥✐s♠❡ ♣♦✉✈❛♥t ❣❛r❛♥t✐r q✉❡ ❧❛ ❣é♥ér❛t✐♦♥ ❞❡ ❧✬é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ ❛✉r❛
✈r❛✐♠❡♥t ❧✐❡✉ ❛♣rès ❧✬✐♥t❡r❛❝t✐♦♥✳ ❙✐ ❧❡ tr✉st♦r r❡❢✉s❡ ❞❡ ❣é♥ér❡r ❝❡t é❧é♠❡♥t✱ ❧❡ tr✉st❡❡ ♥❡ ♣❡✉t
êtr❡ ré❝✐♣r♦q✉❡✳ ❈❡♣❡♥❞❛♥t✱ ❧❡s ré❛❝t✐♦♥s ♦❜s❡r✈é❡s ❞❛♥s ❧❡s ❥❡✉① é❝♦♥♦♠✐q✉❡s ❡①♣ér✐♠❡♥t❛✉①
♠♦♥tr❡♥t q✉❡ ❧❡ ❝♦♠♣♦rt❡♠❡♥t ❤✉♠❛✐♥ ❡st ré❝✐♣r♦q✉❡ ❧♦rsq✉✬✐♥t❡r✈✐❡♥t ❧❛ ❝♦♥✜❛♥❝❡✳ ❈✬❡st ❝❡
♠ê♠❡ ♣r♦❝❡ss✉s q✉✐ ♣❡r♠❡t ❞❡ ♣rés❡r✈❡r ❧✬❡①✐st❡♥❝❡ ❞❡s rés❡❛✉① ♣❛✐r✲à✲♣❛✐r ❬❉✉❜✵✻❜❪✳

❘❡❝♦♠♠❛♥❞❛t✐♦♥ ❡t ré♣✉t❛t✐♦♥

▲❡ ♠♦❞è❧❡ ❑❆❆ ré❝✉s❡ ❧✬✉s❛❣❡ ❞✬✉♥ ♠é❝❛♥✐s♠❡ ❞❡ r❡❝♦♠♠❛♥❞❛t✐♦♥ ❛✉ s❡♥s ❝❧❛ss✐q✉❡ ❞✉
t❡r♠❡✱ ❧❛ ❝♦♥✜❛♥❝❡ ét❛♥t ❝♦♥s✐❞éré❡ ❝♦♠♠❡ ♥♦♥ tr❛♥s✐t✐✈❡✳ ❊♥ ❡✛❡t✱ ❧❡ ♣r✐♥❝✐♣❡ ❞✉ ♠♦❞è❧❡ ❑❆❆
❡st ❞❡ ♥❡ ❢♦♥❞❡r ❧❛ ♣♦❧✐t✐q✉❡ q✉❡ s✉r ❞❡s é❧é♠❡♥ts q✉✐ s♦♥t ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t ♣r♦✉✈❛❜❧❡s✳ ❉ès
❧♦rs✱ ✐❧ ❡st ✐♠♣♦ss✐❜❧❡ ❞❡ r❡❝❡✈♦✐r ❞✬✉♥ ♥÷✉❞ ✉♥❡ r❡❝♦♠♠❛♥❞❛t✐♦♥ ♣♦✉r ✉♥ ♥÷✉❞ q✉❡ ❧✬♦♥ ♥✬❛
❥❛♠❛✐s r❡♥❝♦♥tré✱ ❝❛r ✐❧ ♥✬❡①✐st❡r❛✐t ♣❛s ❞❡ ♠♦②❡♥ s✐♠♣❧❡ ❡t ❧♦❝❛❧ ♣♦✉r ♣r♦✉✈❡r ❧❛ sé♠❛♥t✐q✉❡ ❞❡
❝❡tt❡ r❡❝♦♠♠❛♥❞❛t✐♦♥✳ P❛r ❝♦♥tr❡✱ r✐❡♥ ♥✬❡♠♣ê❝❤❡ ❞❡✉① ♣❡rs♦♥♥❡s ❞✉ ♠♦❞è❧❡ ❑❆❆ ❞❡ s❡ ❣é♥ér❡r
♠✉t✉❡❧❧❡♠❡♥t ✉♥ é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ s❛♥s q✉✬❛✉❝✉♥ s❡r✈✐❝❡ ♥✬❛✐t ❡✉ ❧✐❡✉ ✿ ❡♥ ❞♦♥♥❛♥t ✉♥ é❧é♠❡♥t
❞✬❤✐st♦r✐q✉❡ s❛♥s ❝♦♠♣❡♥s❛t✐♦♥ ❥✬❛✣r♠❡ à ❧❛ ❝♦♠♠✉♥❛✉té q✉❡ ❥❡ r❡❝♦♠♠❛♥❞❡ ❧❡s ✐♥t❡r❛❝t✐♦♥s
❛✈❡❝ ❝❡t ♦❜❥❡t ❡t ♦♥ ♣❡✉t ♣r♦✉✈❡r ❞❡ q✉✐ ✈✐❡♥t ❧❛ r❡❝♦♠♠❛♥❞❛t✐♦♥ ❡t à q✉✐ ❡❧❧❡ s✬❛♣♣❧✐q✉❡✳

❉❡ ♠ê♠❡✱ ❧❡ ♠♦❞è❧❡ ❑❆❆ ♣❡r♠❡t ❧❛ ❣❡st✐♦♥ ❞✬✉♥ ♠é❝❛♥✐s♠❡ ❞❡ ré♣✉t❛t✐♦♥✱ ❧♦❝❛❧❡♠❡♥t ❝❛❧✲
❝✉❧é❡✱ ❞ès ❧♦rs q✉✬✐❧ s❡ ❢♦♥❞❡ s✉r ❞❡s é❧é♠❡♥ts ♣r♦✉✈és✳ ▲❡ ❝❛❧❝✉❧ ❞❡ ❧❛ ✈❛❧❡✉r ❞❡ ré♣✉t❛t✐♦♥ ❞✉
♥÷✉❞ A ❡♥✈❡rs ❧❡ ♥÷✉❞ B ♣❡✉t êtr❡ ré❛❧✐sé à ❧✬❛✐❞❡ ❞✬✐♥❢♦r♠❛t✐♦♥s ❞❡ ❞❡✉① ♥✐✈❡❛✉① ✿

✕ ❉✐r❡❝t ❖♥ ♣❡✉t ❣❛r❞❡r ❧❡ s♦✉✈❡♥✐r ❞❡s ✐♥t❡r❛❝t✐♦♥s ♣❛ssé❡s ❡♥tr❡ A ❡t B✱ ❛✐♥s✐ q✉❡ ❧❛
✈❛❧❡✉r sé♠❛♥t✐q✉❡ ❞❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ q✉✐ ❛✈❛✐❡♥t été ❣é♥érés✳ ❈❡tt❡ ✐♥❢♦r♠❛t✐♦♥
♣♦✉rr❛✐t êtr❡ ♣r♦✉✈é❡ à ✉♥ t✐❡rs q✉✐ ❛ ❞é❥à r❡♥❝♦♥tré B s✐ ❧❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ét❛✐❡♥t
❤♦r♦❞❛tés✳ ❈❡♣❡♥❞❛♥t✱ ❧❡ ♣r♦t♦❝♦❧❡ ❞❡✈✐❡♥❞r❛✐t ❧♦✉r❞ à ♠❡ttr❡ ❡♥ ♦❡✉✈r❡ ❡t s✉rt♦✉t✱ ❞❡s
❝♦❛❧✐t✐♦♥s ❞❡ ♥÷✉❞s ❛❞✈❡rs❡s ♣♦✉rr❛✐❡♥t ❣é♥ér❡r ❛rt✐✜❝✐❡❧❧❡♠❡♥t ❝❡ t②♣❡ ❞❡ ré♣✉t❛t✐♦♥✳ P♦✉r
❝❡❧❛✱ ❧✬é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ ♥✬✐♥❞✐q✉❡r❛ q✉❡ ❧❛ q✉❛❧✐té ✭tr✉st♦r✱ ré❝✐♣r♦q✉❡ ♦✉ ❧❡s ❞❡✉①✮ ❞❡
❧❛ s✉✐t❡ ❞✬✐♥t❡r❛❝t✐♦♥s ♣❛ssé❡s✱ s❛♥s ❛✉tr❡s ✐♥❢♦r♠❛t✐♦♥s ♥✉♠ér✐q✉❡s✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡ ♥÷✉❞
A ❡st sûr ❞❡s ✐♥❢♦r♠❛t✐♦♥s ❡♥r❡❣✐stré❡s ❡t ♣❡✉t ❡♥ ❞ér✐✈❡r ✉♥❡ ✈❛❧❡✉r ❞❡ ré♣✉t❛t✐♦♥ ♣♦✉r
B✳

✕ ■♥❞✐r❡❝t ▲♦rsq✉❡ A ✐♥t❡r❛❣✐t ❛✈❡❝ ❞❡s ♥÷✉❞s ❛✉tr❡s q✉❡ B✱ ✐❧ ♣r♦❝è❞❡ à ✉♥ é❝❤❛♥❣❡ ❞❡
t♦✉t ♦✉ ♣❛rt✐❡ ❞❡ ❧✬❤✐st♦r✐q✉❡ ❛✈❡❝ s♦♥ ❝♦rr❡s♣♦♥❞❛♥t✳ ❈❤❛q✉❡ ❢♦✐s q✉❡ s♦♥ ❝♦rr❡s♣♦♥❞❛♥t
❝✐t❡ B ❞❛♥s s♦♥ ❤✐st♦r✐q✉❡✱ A r❡ç♦✐t é❣❛❧❡♠❡♥t ❧❛ sé♠❛♥t✐q✉❡ ❞❡ ❝❡tt❡ ✐♥t❡r❛❝t✐♦♥ ✭tr✉st♦r✱
ré❝✐♣r♦q✉❡ ♦✉ ❧❡s ❞❡✉①✮✳ ■❧ ♣❡✉t ❞♦♥❝ ❡♥ t❡♥✐r ❝♦♠♣t❡ ♣♦✉r ♠❡ttr❡ à ❥♦✉r ❧❛ ré♣✉t❛t✐♦♥ q✉✬✐❧
❛ ❡♥✈❡rs B✳ ❇✐❡♥ é✈✐❞❡♠♠❡♥t✱ ✐❧ ♥✬② ❛ ♣❛s ❞✬✐♥❢♦r♠❛t✐♦♥ s✉r ❧❛ q✉❛♥t✐té ❞✬✐♥t❡r❛❝t✐♦♥s q✉❡
❧❡ ❝♦rr❡s♣♦♥❞❛♥t ❞❡ A ❛ ❡✉ ❛✈❡❝ B ❡t ❝❡ ❜♦♥✉s ❞❡ ré♣✉t❛t✐♦♥ ♥❡ ♣♦✉rr❛ ❝♦♠♣t❡r q✉✬✉♥❡
s❡✉❧❡ ❢♦✐s ♣♦✉r ❝❤❛q✉❡ ❝♦rr❡s♣♦♥❞❛♥t ❛✉tr❡ q✉❡ B ❡t q✉✐ ♣rés❡♥t❡ B ❞❛♥s s♦♥ ❤✐st♦r✐q✉❡✳

❖♥ ♣❡✉t ❞♦♥❝ ❝♦♥st❛t❡r q✉❡ ❧❛ ♣♦❧✐t✐q✉❡ ❞❡ ❝♦♥✜❛♥❝❡ ✐♥❞✐r❡❝t❡ ♥❡ ✈✐♦❧❡ ♣❛s ❧❡s ❢♦♥❞❡♠❡♥ts ❞✉
♠♦❞è❧❡ ❑❆❆ ✿ s❡✉❧❡s ❞❡s ✐♥❢♦r♠❛t✐♦♥s q✉❡ ❧✬♦♥ ♣❡✉t ♣r♦✉✈❡r ❝r②♣t♦❣r❛♣❤✐q✉❡♠❡♥t s♦♥t ✉t✐❧✐sé❡s✳
■❧ ❡st✱ ♣❛r ❡①❡♠♣❧❡✱ ✐♠♣♦ss✐❜❧❡ ❞❡ ❝ré❡r ✉♥❡ ❡♥tré❡ ❞❛♥s ❧❛ t❛❜❧❡ ❞❡ ré♣✉t❛t✐♦♥ ♣♦✉r ✉♥ ♥÷✉❞
q✉❡ ❧✬♦♥ ♥✬❛ ❥❛♠❛✐s ✈✉ ❛✉♣❛r❛✈❛♥t ♦✉ ♠ê♠❡ ❞❡ ♠♦❞✐✜❡r ✉♥❡ ❡♥tré❡ ♣ré❝é❞❡♠♠❡♥t ❝♦♥str✉✐t❡✳
❉❡ ♣❧✉s✱ ❧❛ ❝♦♥str✉❝t✐♦♥ ❞✬✉♥❡ t❡❧❧❡ t❛❜❧❡ ❡st ❝❧❛✐r❡♠❡♥t ✉♥❡ ✐♥❝✐t❛t✐♦♥ à ❧❛ ré❝✐♣r♦❝✐té ✿ ❡♥ ét❛♥t
ré❝✐♣r♦q✉❡✱ ❧❡s ♥÷✉❞s ❧❛✐ss❡♥t ❞❡s tr❛❝❡s ❞❡ ❧❡✉r ❜♦♥♥❡ ✈♦❧♦♥té ❞❛♥s ❧❡s t❛❜❧❡s ❞❡s ♥÷✉❞s ❛✈❡❝
❧❡sq✉❡❧s ✐❧s ♦♥t ✐♥t❡r❛❣✐ ❡t ❞♦♥❝ ♣❡✉✈❡♥t ❡s♣ér❡r ❛tt❡✐♥❞r❡ ✉♥❡ très ❜♦♥♥❡ ré♣✉t❛t✐♦♥ ❛✉♣rès ❞❡
❜❡❛✉❝♦✉♣ ❞❡ ♥÷✉❞s ❞✉ s②stè♠❡✳

✺✵



✶✳✺✳ ▼♦❞é❧✐s❛t✐♦♥✱ s✐♠✉❧❛t✐♦♥ ❡t ✐♠♣❧é♠❡♥t❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡

✶✳✺ ▼♦❞é❧✐s❛t✐♦♥✱ s✐♠✉❧❛t✐♦♥ ❡t ✐♠♣❧é♠❡♥t❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦✲

❝♦❧❡

❉❛♥s ❬●▼❯✵✼❪✱ ♥♦✉s ♠♦❞é❧✐s♦♥s ❧❛ ❢♦♥❝t✐♦♥ ❞♦♥♥❛♥t ✉♥❡ ♥♦t❡ ❞❡ ❝♦♥✜❛♥❝❡✳ ❈❡❧❧❡✲❝✐ ❞é♣❡♥❞
❞❡ t♦✉s ❧❡s ♣❛r❛♠ètr❡s ❞é❝r✐t ♣ré❝é❞❡♠♠❡♥t ✭❝♦♠♠❡ ❧❡s ❜❧❛❝❦❧✐sts ♦✉ ❧❡s ❝♦❡✣❝✐❡♥ts ❞❡ ❝♦♠♠✉✲
♥❛✉té✮✳ ❈❡♣❡♥❞❛♥t✱ ✐❧ ❡st ❝❧❛✐r q✉❡ ❧❡s ♣r✐♥❝✐♣❛✉① ♣❛r❛♠ètr❡s ❞❡ ♥♦tr❡ ♠♦❞è❧❡ r❡st❡ ❧❡ s❡✉✐❧ p
❞ét❡r♠✐♥❛♥t ❧❡ ♥♦♠❜r❡ ❞✬é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❝♦♠♠✉♥s q✉❡ ❞❡✉① ♥÷✉❞s ❞♦✐✈❡♥t ♣♦ssé❞❡r ❛✉
♠✐♥✐♠✉♠ ❛✜♥ ❞✬✐♥✐t✐❡r ❧❛ ❝♦♥✜❛♥❝❡✱ ❧❛ t❛✐❧❧❡ ♠❛①✐♠✉♠ ❞❡ ❧✬❤✐st♦r✐q✉❡ ❧✉✐✲♠ê♠❡ Hmax ❡t ❧❛ t❛✐❧❧❡
❞❡ ❧❛ ❝♦♠♠✉♥❛✉té ❝♦♥s✐❞éré❡ ❛✉ ❞é♣❛rt✳

◆♦✉s ♣rés❡♥t♦♥s ✐❝✐ ♣❧✉s✐❡✉rs ❛♣♣r♦❝❤❡s q✉❡ ♥♦✉s ❛✈♦♥s t❡sté❡s ❛✜♥ ❞❡ ❞é♠♦♥tr❡r ❧❛ ♣❡rt✐♥❡♥❝❡
❞❡ ♥♦tr❡ ♠♦❞è❧❡✳ ❉❛♥s ❬●▼▼❯✵✻❪✱ ♥♦✉s ❛✈♦♥s ♣rés❡♥té ✉♥❡ ❛♣♣r♦❝❤❡ ♣r♦❜❛❜✐❧✐st❡ ❛✐♥s✐ q✉❡ ❞❡s
rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s ❝♦♥❝❡r♥❛♥t ❞❡s ✐♥t❡r❛❝t✐♦♥s ❞❛♥s ❞❡s ❣r❛♣❤❡s s♦❝✐❛✉①✳ ❉❛♥s ❬●▼❯✵✼❪
♣rés❡♥té ❡♥ ❛♥♥❡①❡ ❇ ♥♦✉s ♥♦✉s s♦♠♠❡s ✐♥tér❡ssés à ❧✬é✈♦❧✉t✐♦♥ ❞❡ ❧❛ ♣❤❛s❡ ❞❡ ❜♦♦tstr❛♣✱ à
❧❛ ♠❡✐❧❧❡✉r❡ ♣♦❧✐t✐q✉❡ ❞✬é✈✐❝t✐♦♥ ❞❡s é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❡t à ❧✬✐♠♣❛❝t ❞❡ ❧❛ ❜❧❛❝❦❧✐st✳ ◆♦✉s
♣rés❡♥t♦♥s é❣❛❧❡♠❡♥t ❧❡s rés✉❧t❛ts ❞✬✐♠♣❧é♠❡♥t❛t✐♦♥ s✉r P♦❝❦❡t P❈ ❞♦♥♥és ❞❛♥s ❬●❛❧✵✼❪✳

✶✳✺✳✶ ❆♣♣r♦❝❤❡ ♣r♦❜❛❜✐❧✐st❡

◆♦✉s ❝♦♥s✐❞ér♦♥s ✐❝✐ ✉♥ ❤✐st♦r✐q✉❡ ❞❡ t❛✐❧❧❡ Hmax ❡♥ ❝♦♥s✐❞ér❛♥t ✉♥❡ ♣♦❧✐t✐q✉❡ ❞✬é✈✐❝t✐♦♥
▲❘❯ ✭▲❡❛st ❘❡❝❡♥t❧② ❯s❡❞✮✱ ✉♥❡ ❝♦♠♠✉♥❛✉té ❝♦♠♣♦rt❛♥t n ♥÷✉❞s ❡t ♥♦✉s ❝❤❡r❝❤♦♥s à ❡st✐♠❡r
❧❡ ♥♦♠❜r❡ p ❞❡ ♥÷✉❞s ❡♥ ❝♦♠♠✉♥ ❞❛♥s ❧✬❤✐st♦r✐q✉❡✳ ❖♥ s✉♣♣♦s❡ ✐❝✐ q✉❡ ❧❡s r❡♥❝♦♥tr❡s ❡♥tr❡ ❧❡s
♥÷✉❞s s♦♥t ❛❧é❛t♦✐r❡s ❡t ♥❡ ❞é♣❡♥❞❡♥t ♣❛s ❞❡ ❧♦✐s ♣❛rt✐❝✉❧✐èr❡s ❞❡ ♣r♦①✐♠✐té✳

❖♥ ❡♥ ❞é❞✉✐t ❛❧♦rs ❧❛ ♣r♦❜❛❜✐❧✐té q✉❡ A ❡t B q✉✐ ❛♣♣❛rt✐❡♥♥❡♥t à ❧❛ ♠ê♠❡ ❝♦♠♠✉♥❛✉té ❞❡ n
♥÷✉❞s ❛✐❡♥t ❛✉ ♣❧✉s p ❝♦♥♥❛✐ss❛♥❝❡s ❝♦♠♠✉♥❡s ✭❡♥ ❡①❝❧✉❛♥t p✮ ✿ 1

(( n
Hmax

))2
·∑p−1

i=0

(

n
i

)

·
(

n−i
Hmax−i

)

·
(

n−Hmax

Hmax−i

)

.
▲❛ ♣r♦❜❛❜✐❧✐té P q✉✬✐❧s ❛✐❡♥t ❛❧♦rs ❛✉ ♠♦✐♥s p é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ❝♦♠♠✉♥s ❡st ❞♦♥♥é❡ ♣❛r ✿

P = Pr(A ∩B ≥ p) = 1− 1

(
(

n
Hmax

)

)2
·
p−1
∑

i=0

(

n

i

)

·
(

n− i

Hmax − i

)

·
(

n−Hmax

Hmax − i

)

◆♦✉s ❛✈♦♥s ❝❛❧❝✉❧é ❧❛ ♣r♦❜❛❜✐❧✐té ❝♦rr❡s♣♦♥❞❛♥t❡ ❞❡ s✉❝❝ès ❡t ♥♦✉s ❛✈♦♥s ♦❜s❡r✈é ❡♥ ♥♦✉s
❛♣♣✉②❛♥t s✉r ❧❡ ♣❛r❛❞♦①❡ ❞❡s ❛♥♥✐✈❡rs❛✐r❡s q✉❡ ♣♦✉r ✉♥ ❣r♦✉♣❡ ❞❡ t❛✐❧❧❡ n✱ s✐ ❧❛ t❛✐❧❧❡ ♠❛①✐♠❛❧❡
❞❡ ❧✬❤✐st♦r✐q✉❡ ❡st ❞❡ ❧✬♦r❞r❡ ❞❡ n/ ln(n) ❡t q✉❡ ❧❡ ♥♦♠❜r❡ p ❡st

√

n/ ln(n) ❛❧♦rs✱ ❧❛ ♣r♦❜❛❜✐❧✐té
❞❡ s✉❝❝ès ❞❡ ❝ré❡r ✉♥ ❧✐❡♥ ❞❡ ❝♦♥✜❛♥❝❡ ❡st ❞❡ ♣❧✉s ❞❡ ✺✵ ✪✳ ❆✐♥s✐✱ ♣❛r ❡①❡♠♣❧❡ s✐ n = 100✱
Hmax = 22 ❡t p = 5✱ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ s✉❝❝ès ❡st ❞❡ 56, 6% ✭❛✈❡❝ p = 3✱ ❝❡tt❡ ♣r♦❜❛❜✐❧✐té ❛tt❡✐♥t
92%✮✳ ❖♥ ♣❡✉t ❛✐♥s✐ ❝♦♥st❛t❡r ❛✈❡❝ ❝❡t ❡①❡♠♣❧❡ q✉❡ ❧❛ t❛✐❧❧❡ ❞❡ ❧✬❤✐st♦r✐q✉❡ r❡st❡ r❛✐s♦♥♥❛❜❧❡ ♣♦✉r
✉♥❡ ♣❡t✐t❡ ❡♥t✐té ♠♦❜✐❧❡ ❡t q✉❡ ❧❡ ♥♦♠❜r❡ p ❞❡ ✈ér✐✜❝❛t✐♦♥s à ❢❛✐r❡ ❡st é❣❛❧❡♠❡♥t r❛✐s♦♥♥❛❜❧❡✳

◆♦✉s ❞♦♥♥♦♥s ❞❛♥s ❧❡ t❛❜❧❡❛✉ s✉✐✈❛♥t q✉❡❧q✉❡s ❡①❡♠♣❧❡s ❞❡s ✈❛❧❡✉rs ❞❡ n✱ Hmax✱ p ❡t P ✿

n Hmax = n/ ln(n) p =
√

n/(ln(n) P

✶✵✵ ✷✷ ✺ ✺✻✱✻ ✪
✷✵✵ ✸✽ ✼ ✻✶✱✾ ✪
✺✵✵ ✽✶ ✾ ✾✹✱✶ ✪
✶✵✵✵ ✶✹✺ ✶✸ ✾✽✱✾ ✪
✷✵✵✵ ✷✻✹ ✶✼ ✾✾✱✾✾ ✪
✺✵✵✵ ✺✽✽ ✷✺ ✶✵✵ ✪
✶✵✵✵✵ ✶✵✽✻ ✸✸ ✶✵✵ ✪

✺✶



❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

✶✳✺✳✷ ❘és✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥

●r❛♣❤❡ ❞✬✐♥t❡r❛❝t✐♦♥

◆♦tr❡ ♠♦❞è❧❡ ét❛♥t ❞é❞✐é ❛✉① ♣❡t✐ts ♦❜❥❡ts ❝♦♠♠✉♥✐q✉❛♥ts ❛♣♣❛rt❡♥❛♥t à ❞❡s ♣❡rs♦♥♥❡s ♣❤②✲
s✐q✉❡s✱ ❧❡ ❣r❛♣❤❡ ❞✬✐♥t❡r❛❝t✐♦♥ ❛ss♦❝✐é ❡st ✉♥ ❣r❛♣❤❡ s♦❝✐❛❧✳ ❈❡s ❣r❛♣❤❡s ♦♥t été ét✉❞✐és ❞❡♣✉✐s
❧♦♥❣t❡♠♣s ♣❛r ❧❡s s♦❝✐♦❧♦❣✉❡s ❡t ❧❡s ♠❛t❤é♠❛t✐❝✐❡♥s ❬▼✐❧✻✼❪✳ ▲❛ ♣r❡♠✐èr❡ ♣r♦♣r✐été ❞✬✉♥ ❣r❛♣❤❡
s♦❝✐❛❧ ❡st ❧✬❡✛❡t ♣❡t✐t ♠♦♥❞❡✳ ❈❡tt❡ ♣r♦♣r✐été s✐❣♥✐✜❡ q✉❡ ♠ê♠❡ ❞❛♥s ✉♥ ❣r❛♣❤❡ s♦❝✐❛❧ ❢♦rt❡✲
♠❡♥t ❣é♦❣r❛♣❤✐q✉❡ ✭❛✈❡❝ ✉♥❡ ♣❛rt✐❡ ✐♥s✉❧❛✐r❡ ♦✉ ❞❡s ❜❛rr✐èr❡s s♦❝✐❛❧❡s✮✱ ✐❧ ❡①✐st❡ ❞❡s ❝❤❡♠✐♥s ❞❡
❝♦♥♥❡①✐♦♥s ❝♦✉rts✳ P❧✉s ré❝❡♠♠❡♥t✱ ❞❡s tr❛✈❛✉① ❞é❞✐és ♦♥t ✐♥s✐sté s✉r ❧✬✐♠♣♦rt❛♥❝❡ ❞❡ ❧✬♦r❣❛♥✐✲
s❛t✐♦♥ ❡♥ ❝❧✉st❡rs q✉✐ ♣❡✉t ❛✛❡❝t❡r ❧❛ ♠❛♥✐èr❡ ❞♦♥t ❧❡ ❣r❛♣❤❡ s♦❝✐❛❧ ❡st ❝♦♥str✉✐t✳ ❈❡tt❡ ❞❡r♥✐èr❡
♣r♦♣r✐été✱ très ✐♠♣♦rt❛♥t❡ ♣♦✉r ❧❛ s✐♠✉❧❛t✐♦♥✱ ❡st ❧❛ ❞✐str✐❜✉t✐♦♥ ✐♥é❣❛❧❡ ❞❡s ❞❡❣rés✳ ❆✜♥ ❞✬ét✉❞✐❡r
❧❡ ♣❛r❛♠ètr❡ p✱ ♥♦✉s ❛✈♦♥s ✉t✐❧✐sé ✉♥ ❣r❛♣❤❡ ❛❧é❛t♦✐r❡ ❛✈❡❝ ✉♥❡ ❞✐str✐❜✉t✐♦♥ ✐♥é❣❛❧❡ ❞❡s ❞❡❣rés
❬P▲✵✺❜❪✳ ▲❛ séq✉❡♥❝❡ ❞❡s ❞❡❣rés ❡st ♦❜t❡♥✉❡ à ❧✬❛✐❞❡ ❞✬✉♥ ❣é♥ér❛t❡✉r s✉✐✈❛♥t ✉♥❡ ❞✐str✐❜✉t✐♦♥ ❡♥
❧♦✐ ❞❡ ♣✉✐ss❛♥❝❡✳

▲❡ ❜✉t ❞❡ ♥♦s s✐♠✉❧❛t✐♦♥s ❡st ❛❧♦rs ❞❡ ❞ét❡r♠✐♥❡r ❞❡s ✈❛❧❡✉rs ❝♦rr❡❝t❡s ❞✉ ♣❛r❛♠ètr❡ p ♣♦✉r
✉♥❡ ❝♦♠♠✉♥❛✉té ❞♦♥♥é❡✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ✐❧ s✬❛❣✐t ❞❡ ❝❤♦✐s✐r ❧❛ ❜♦♥♥❡ ✈❛❧❡✉r ❞❡ p q✉✐ ❞♦♥♥❡
✉♥❡ ❣r❛♥❞❡ ♣r♦❜❛❜✐❧✐té ❞✬✐♥t❡r❛❝t✐♦♥ s♣♦♥t❛♥é❡ ❡♥tr❡ ❧❡s ♠❡♠❜r❡s ❞❡ ❧❛ ❝♦♠♠✉♥❛✉té ❡t ✉♥❡ ❢❛✐❜❧❡
♣r♦❜❛❜✐❧✐té ❞✬✐♥t❡r❛❝t✐♦♥ ❛✈❡❝ ❞❡s ♥÷✉❞s ♥✬❛♣♣❛rt❡♥❛♥t ♣❛s à ❧❛ ♠ê♠❡ ❝♦♠♠✉♥❛✉té✳ ▲✬❛♣♣r♦❝❤❡
❡♠♣✐r✐q✉❡ ❛ ♣♦✉r ❝❡ ❝❛❧❝✉❧ ❜❡s♦✐♥ ❞❡ ❧❛ ❝♦♥♥❛✐ss❛♥❝❡ ❞❡ ❧❛ ❞✐str✐❜✉t✐♦♥ ❞❡ ❞❡❣rés à ❧✬✐♥tér✐❡✉r ❡t à
❧✬❡①tér✐❡✉r ❞❡ ❧❛ ❝♦♠♠✉♥❛✉té✳ ❖♥ ❝♦♥s✐❞èr❡ ❞♦♥❝ ✉♥❡ ❝♦♠♠✉♥❛✉té C ❞❡ 30 ♥÷✉❞s ✐♥t❡r❛❣✐ss❛♥t
❞❛♥s ✉♥ ❣r♦✉♣❡ s♦❝✐❛❧ G ❞❡ 100 ♥÷✉❞s ❛✉ t♦t❛❧✳ ❖♥ s✉♣♣♦s❡ q✉❡ ❧❡s ✐♥t❡r❛❝t✐♦♥s s♦♥t ♣❧✉s
❢réq✉❡♥t❡s ❡♥tr❡ ❧❡s ♥÷✉❞s ❞❡ C q✉✬❡♥tr❡ ❧❡s ♥÷✉❞s ❞❡ C ❡t ❞❡ G\C ✭❞❡ ♠ê♠❡ ♣♦✉r G\C✮✳
❉❛♥s ♥♦s s✐♠✉❧❛t✐♦♥s✱ ♥♦✉s ❛✈♦♥s ♣r✐s ❡♥ ❝♦♠♣t❡ ✹ ♣❛r❛♠ètr❡s ❞❡ ❝♦♠♠✉♥❛✉té ✿ s ❧❛ t❛✐❧❧❡ ❞❡
❧❛ ❝♦♠♠✉♥❛✉té✱ dmin ❡t dmax ❧❡s ❜♦r♥❡s ❞❡ ❧✬✐♥t❡r✈❛❧❧❡ ❞❡s ❞❡❣rés ♣♦ss✐❜❧❡s ❞❡s ♥÷✉❞s ❡t α
❧✬❡①♣♦s❛♥t ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❞✐str✐❜✉t✐♦♥ ❞❡ ❧❛ ❧♦✐ ❞❡ ♣✉✐ss❛♥❝❡✳ ▲❡s ♣❛r❛♠ètr❡s ♣♦✉r C ❡t G s♦♥t
❞♦♥♥és ♣❛r ✿

◆♦❞❡s dmin dmin α

C ✸✵ ✻ ✶✷ 2.4

G ✶✵✵ ✺ ✶✵ 2.4

❖♥ ét✉❞✐❡ ❡♥s✉✐t❡✱ ❡♥ ❢♦♥❝t✐♦♥ ❞❡ p✱ ❧❡ ♥♦♠❜r❡ ❞❡ ♥÷✉❞s ❞❡ G\C q✉✐ s❡r❛✐t ❞✐r❡❝t❡♠❡♥t ✐♥❝❧✉s
❞❛♥s C ❝♦♥s✐❞ér❛♥t ✉♥ ❤✐st♦r✐q✉❡ ❞❡ t❛✐❧❧❡ ✐♥✜♥✐✳ ■❧ ❢❛✉t q✉❡ ❧❡ ♣❛r❛♠ètr❡ p s♦✐t à ❧❛ ❢♦✐s ❝❤♦✐s✐
♣♦✉r ❡♠♣ê❝❤❡r q✉❡ ❧❛ ❝♦♠♠✉♥❛✉té C ♥❡ s♦✐t ❝♦♠♣❧èt❡♠❡♥t ❛❜s♦r❜é❡ ♣❛r ❧❡ ❣r♦✉♣❡ G ❡t ♣♦✉r
q✉❡ ❧❡s é❝❤❛♥❣❡s s♦✐❡♥t q✉❛♥❞ ♠ê♠❡ ♣♦ss✐❜❧❡s ❛✉ s❡✐♥ ❞❡ C✳ ◆♦✉s ❛✈♦♥s ♦❜t❡♥✉ ❧❡s rés✉❧t❛ts
s✉✐✈❛♥ts ❝♦♥❝❡r♥❛♥t ❧❛ ✈❛❧❡✉r ❞❡ p ✿

p ✸ ✹ ✺ ✻
◆❜ ❞❡ ♥÷✉❞s ✶✺✲✷✵ ✸✲✺ ✵✲✶ ✵

✐♥❝❧✉s ❞❛♥s ❧❛ ❝♦♠♠✉♥❛✉té
❉❛♥s C✱ ♣r♦❜❛❜✐❧✐té 99.9% 99.98% 98.66% 92.84%

❞✬✐♥t❡r❛❝t✐♦♥s s♣♦♥t❛♥é❡s

❖♥ ♣❡✉t ✈♦✐r ✐❝✐ ❧❡ ♥♦♠❜r❡ ❞❡ ♥÷✉❞s ❞❡ G\C s♣♦♥t❛♥é♠❡♥t ✐♥té❣rés à ❧❛ ❝♦♠♠✉♥❛✉té C
s❡❧♦♥ ❧❛ ✈❛❧❡✉r ❞❡ p✳ ❆✐♥s✐✱ ❡♥ ❢♦♥❝t✐♦♥ ❞❡s ♣❛r❛♠ètr❡s✱ ❧❛ ❝♦♠♠✉♥❛✉té ♣❡✉t êtr❡ r❡❧❛t✐✈❡♠❡♥t
♦✉✈❡rt❡ ✭❡♥ ❝❤♦✐s✐ss❛♥t ✉♥❡ ♣❡t✐t❡ ✈❛❧❡✉r ❞❡ p✮ ♦✉ ❢❡r♠é ✭❡♥ ❝❤♦✐s✐ss❛♥t ✉♥❡ ✈❛❧❡✉r ❞❡ p ♣❧✉s
é❧❡✈é❡✮✱ ❞❛♥s ❝❡ ❝❛s ❧✬✐♥té❣r❛t✐♦♥ ❞❡ ♠❡♠❜r❡s ❡①tér✐❡✉rs ♥❡ s❡r❛ ♣❛s ❛✉ss✐ ❢❛❝✐❧❡✳ ▲❛ ❞❡✉①✐è♠❡
❧✐❣♥❡ ❞✉ t❛❜❧❡❛✉ ♠♦♥tr❡ é❣❛❧❡♠❡♥t q✉❡ q✉❡❧q✉❡ s♦✐t ❧❛ ✈❛❧❡✉r ❞❡ p✱ ❧❛ ❝♦♠♠✉♥❛✉té ❢♦♥❝t✐♦♥♥❡
❞❡ t♦✉t❡ ♠❛♥✐èr❡ ❡①trê♠❡♠❡♥t ❜✐❡♥ ❛✈❡❝ ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞✬✐♥t❡r❛❝t✐♦♥s s♣♦♥t❛♥é❡s s✉♣ér✐❡✉r❡ à
90% ✭♣♦✉r ✉♥ ❝❛❧❝✉❧ ré❛❧✐sé ❛✈❡❝ ✉♥ ❤✐st♦r✐q✉❡ ❞❡ t❛✐❧❧❡ ✶✺✮✳

✺✷



✶✳✺✳ ▼♦❞é❧✐s❛t✐♦♥✱ s✐♠✉❧❛t✐♦♥ ❡t ✐♠♣❧é♠❡♥t❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡

P❤❛s❡ ❞❡ ❇♦♦tstr❛♣ ❡t ♣♦❧✐t✐q✉❡ ❞✬é✈✐❝t✐♦♥ ❞❡ ❧✬❤✐st♦r✐q✉❡

❈♦♠♠❡ ❞é❝r✐t ♣ré❝é❞❡♠♠❡♥t✱ ❧❛ ♣❤❛s❡ ❞❡ ❜♦♦tstr❛♣ ❛ ❧✐❡✉ ❧♦rsq✉❡ ❧✬❤✐st♦r✐q✉❡ ❞✬✉♥ ♥÷✉❞
❡st ✈✐❞❡ ❡t ❥✉sq✉✬à ❝❡ q✉✬✐❧ ♣♦ssè❞❡ s✉✣s❛♠♠❡♥t ❞✬é❧é♠❡♥ts ❞✬❤✐st♦r✐q✉❡ ♣♦✉r ♣♦✉✈♦✐r ✐♥t❡r❛❣✐r
❛✉t♦♠❛t✐q✉❡♠❡♥t ❛✈❡❝ ❧❡s ♠❡♠❜r❡s ❞❡ s❛ ❝♦♠♠✉♥❛✉té✳ ❆✐♥s✐ ❞✉r❛♥t ❧❛ ♣❤❛s❡ ✐♥✐t✐❛❧❡ ♦ù ❧❡s
r❡❧❛t✐♦♥s ❞❡ ❝♦♥✜❛♥❝❡ s♦♥t ré❣✐❡s à ❧❛ ♠❛✐♥ ♣❛r ❧✬✉t✐❧✐s❛t❡✉r✱ ❝❤❛q✉❡ ❡♥tré❡ ❛❥♦✉té❡ ❛✉r❛ ✉♥❡
❣r❛♥❞❡ ✐♥✢✉❡♥❝❡ s✉r ❧❛ s✉✐t❡ ❞❡s r❡❧❛t✐♦♥s ❛✉t♦♠❛t✐q✉❡s✳ ▲❡s rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s ❢♦✉r♥✐s
❡♥ ❛♥♥❡①❡ ❇ ♥♦✉s ♠♦♥tr❡♥t q✉❡ ❧❡ ♥♦♠❜r❡ ❞✬✐♥t❡r❛❝t✐♦♥s ❢♦r❝é❡s ❞é❝r♦ît r❛♣✐❞❡♠❡♥t ❡t q✉❡ ❧❛
♣r♦❜❛❜✐❧✐té q✉❡ ❧❡s ✐♥t❡r❛❝t✐♦♥s s♦✐❡♥t ❡♥❝♦r❡ ❢♦r❝é❡s à ❧❛ ♠❛✐♥ ❛♣rès ✉♥ t❡♠♣s ❜♦r♥é t❡♥❞ ✈❡rs ✵✳

❉❛♥s ❬●▼❯✵✼❪✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ét✉❞✐é ❧❡s ❞✐✛ér❡♥t❡s ♣♦❧✐t✐q✉❡s ♣♦ss✐❜❧❡s ❞❡ ❞✬é✈✐❝t✐♦♥
❞✬✉♥ é❧é♠❡♥t ❞✬❤✐st♦r✐q✉❡ ❧♦rsq✉❡ ❝❡ ❞❡r♥✐❡r ❡st ♣❧❡✐♥✳ ◆♦✉s ❛✈♦♥s ❝♦♥s✐❞éré ❧❡s ♣♦❧✐t✐q✉❡s s✉✐✲
✈❛♥t❡s ✿ ❋■❋❖ ✭❋✐rst ■♥♣✉t ❋✐rst ❖✉t♣✉t✮ ❡t ▲❯❋❖ ✭▲❡ss ❯s❡❞ ❋✐rst ❖✉t♣✉t✮✳ ❈♦♠♠❡ ❛tt❡♥❞✉✱
❧❡s rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s ♣rés❡♥tés ❡♥ ❛♥♥❡①❡ ❇ ♠♦♥tr❡ q✉❡ ❧❡ ♠♦❞❡ ▲❯❋❖ ❡st ❧❡ ♣❧✉s ❡✣❝❛❝❡
❞❡ t♦✉s ♣♦✉r ❣❛r❞❡r ❧❛ ❝♦❤és✐♦♥ ❞❡s ✐♥t❡r❛❝t✐♦♥s ré❣✉❧✐èr❡s ❝❛r ❝❡ ♠♦❞❡ ♣r❡♥❞ ❡♥ ❝♦♠♣t❡ ❧✬✐♠✲
♣♦rt❛♥❝❡ ❞❡s é❧é♠❡♥ts ❞❛♥s ❧✬❤✐st♦r✐q✉❡✳ ❉❡ ♣❧✉s ❛✈❡❝ ❧❡ ♠♦❞❡ ▲❯❋❖ ❞❡s ✈❛❧❡✉rs ❞❡ p ❛✉t♦✉r ❞❡
✸ ♦✉ ✹ s♦♥t r❛✐s♦♥♥❛❜❧❡s ♣♦✉r ❞❡s ❝♦♠♠✉♥❛✉tés ❞❡ ✶✵✵ ♦✉ ✷✵✵ ♥÷✉❞s✳

✶✳✺✳✸ ❆s♣❡❝ts ❞✬✐♠♣❧é♠❡♥t❛t✐♦♥

❉❛♥s s❛ t❤ès❡✱ ❙✳ ●❛❧✐❝❡ ❬●❛❧✵✼❪ ❢♦✉r♥✐t ❞❡s ♣r❡♠✐❡rs rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧✬✐♠♣❧é♠❡♥t❛t✐♦♥
❞✉ ♣r♦t♦❝♦❧❡ ❈❍❊ s✉r ❞❡s P❉❆s ❡♥ ✉t✐❧✐s❛♥t ❧❡s ❛❧❣♦r✐t❤♠❡s ❊❈❉❍ ❡t ❊❈❉❙❆ ❞❡ ❧❛ ❜✐❜❧✐♦t❤éq✉❡
▼✐r❛❝❧ ❬❙❝♦✽✽❪ ❡♥ ❧✐❡✉ ❡t ♣❧❛❝❡ ❞❡ ❝❡✉① ❢♦♥❞és s✉r ❧❡ ❝❛❧❝✉❧ ❞❡ ♣❛✐r✐♥❣s ❜✐❧✐♥é❛✐r❡s ✐♥✐t✐❛❧❡♠❡♥t
♣r♦♣♦sés ❞❛♥s ❈❍❊✳ ■❧ ♠♦♥tr❡ q✉❡ ❧❡s t❡♠♣s ❞❡ ❝❛❧❝✉❧ ❞❡ s✐❣♥❛t✉r❡ ❡t ❞❡ ✈ér✐✜❝❛t✐♦♥ ❞❡ ❝❡s
s❝❤é♠❛s ❝r②♣t♦❣r❛♣❤✐q✉❡s ✭❞❡ ❧✬♦r❞r❡ ❞❡ ♠♦✐♥s ❞✬✉♥❡ ❝❡♥t❛✐♥❡ ❞❡ ♠✐❧❧✐✲s❡❝♦♥❞❡ s✉r ✉♥ P❉❆ ♣♦✉r
✉♥❡ ❝♦✉r❜❡ ❞❡ t❛✐❧❧❡ ✶✻✵ s✉r ✉♥ ❝♦r♣s ♣r❡♠✐❡r✮ r❡st❡♥t s✉✣s❛♠❡♥t r❛✐s♦♥♥❛❜❧❡s ♣♦✉r êtr❡ ✉t✐❧✐sés✳
❉❛♥s ❝❡ ❝❛s✱ ❛✈❡❝ ✉♥ ❤✐st♦r✐q✉❡ ❞❡ t❛✐❧❧❡ ✸✵✱ ❧❡s ❞❡✉① ♣❛rt✐❡s ❡♥ ♣rés❡♥❝❡ ❞❡✈r♦♥t s✬é❝❤❛♥❣❡r ❞❡s
❝❤❛î♥❡s ❞❡ ✻✵✵ ♦❝t❡ts ♣♦✉r é❝❤❛♥❣❡r ❧❡✉r ❤✐st♦r✐q✉❡ ❝❡ q✉✐ r❡st❡ é❣❛❧❡♠❡♥t r❛✐s♦♥♥❛❜❧❡✳
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❈❤❛♣✐tr❡ ✶✳ ❈♦♥✜❛♥❝❡ ❞❛♥s ❧❡s rés❡❛✉① ❛♠❜✐❛♥ts

✺✹



❈❤❛♣✐tr❡ ✷

❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉①

❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

✷✳✶ ■♥tr♦❞✉❝t✐♦♥

▲❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ✭❡♥ ❛♥❣❧❛✐s ❲✐r❡❧❡ss ❙❡♥s♦r ◆❡t✇♦r❦s ❲❙◆ ❬❉P✶✵❪✮ ♣❡✉✈❡♥t
êtr❡ ✈✉s ❝♦♠♠❡ ✉♥ ♥♦✉✈❡❛✉ ♣❛r❛❞✐❣♠❡ ❡♥tr❡ rés❡❛✉① ❞❡ s✉r✈❡✐❧❧❛♥❝❡ ❞✬✐♥❢r❛str✉❝t✉r❡ ❡t rés❡❛✉①
❛❞✲❤♦❝ ❬❚♦❤✵✷❪✳ ❈❡s rés❡❛✉① s♦♥t ❝♦♠♣♦sés ❞❡ ♣❡t✐t❡s ❡♥t✐tés ❛✉t♦♥♦♠❡s ✭♠♦❜✐❧❡s ♦✉ ♥♦♥✮✱ ❛♣♣❡✲
❧é❡s ♥÷✉❞s ❝❛♣t❡✉rs✱ ❝❤❛r❣é❡s ❞❡ ❝♦❧❧❡❝t❡r ❞❡s ❞♦♥♥é❡s ♣❤②s✐q✉❡s ❧❡ ♣❧✉s s♦✉✈❡♥t ❡♥✈✐r♦♥♥❡♠❡♥✲
t❛❧❡s à ❧✬❛✐❞❡ ❞✬✉♥ ❝❛♣t❡✉r ❡t ❞❡ ❧❡s tr❛♥s♠❡ttr❡ ✈✐❛ ❧❡ ♠é❞✐✉♠ r❛❞✐♦ à ✉♥ ♦✉ ♣❧✉s✐❡✉rs ♣♦✐♥ts ❞❡
❝♦❧❧❡❝t❡ ✭❧❡s ♣✉✐ts✮✳ ❈❡tt❡ tr❛♥s♠✐ss✐♦♥ s❡ ❢❛✐t ❧❡ ♣❧✉s s♦✉✈❡♥t ❡♥ ♠♦❞❡ ♠✉❧t✐✲s❛✉t✳ ▲❡s ❞♦♠❛✐♥❡s
❞✬❛♣♣❧✐❝❛t✐♦♥s ❛❝t✉❡❧s ❡t ♣♦t❡♥t✐❡❧s ❞❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s♦♥t ♥♦♠❜r❡✉①✳ ❖♥ ♣❡✉t ❝✐t❡r ♣❛r
❡①❡♠♣❧❡ ❧❡s ❛♣♣❧✐❝❛t✐♦♥s ♠✐❧✐t❛✐r❡s✱ ❧❛ ❞♦♠♦t✐q✉❡✱ ❧❛ s✉r✈❡✐❧❧❛♥❝❡ ✐♥❞✉str✐❡❧❧❡ ♦✉ ❞❡ ♣❤é♥♦♠è♥❡s
♥❛t✉r❡❧s ❬❇❚❇✵✹❪✱ ❧❡s r❡❧❡✈és ❞❡ ❝♦♠♣t❡✉rs✱ ❡t❝✳

▲❡s ❝❛♣t❡✉rs ❡✉①✲♠ê♠❡s✱ ❞❡ ♣❛r ❧❡✉r t❛✐❧❧❡ ❡t ❧❡✉r ❛✉t♦♥♦♠✐❡✱ ❞é✜♥✐ss❡♥t ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡
❞❡ ❝♦♥tr❛✐♥t❡s ✿ ❢♦♥❝t✐♦♥♥❛♥t ❧❡ ♣❧✉s s♦✉✈❡♥t s✉r ❜❛tt❡r✐❡✱ ❧❡✉r é♥❡r❣✐❡ ❡st ❧✐♠✐té❡ ❀ ❝♦♠♠❡ ❝❡
s♦♥t ❞❡ ♣❡t✐ts ❞✐s♣♦s✐t✐❢s✱ ❧❡✉r ❝❛♣❛❝✐té ❞❡ ❝❛❧❝✉❧s ❡t ❧❡✉r ♠é♠♦✐r❡ s♦♥t é❣❛❧❡♠❡♥t ❧✐♠✐té❡s ❀ ❧❛
❝♦♠♠✉♥✐❝❛t✐♦♥ r❛❞✐♦ ét❛♥t s❛♥s ✜❧✱ ✐❧s ♥✬♦♥t q✉✬✉♥❡ ❢❛✐❜❧❡ ♣♦rté❡ r❛❞✐♦ ❡t ✉♥ ❢❛✐❜❧❡ ❞é❜✐t✳ ❆ t✐tr❡
❞✬❡①❡♠♣❧❡✱ ❧❡s ❝❛♣t❡✉rs ❙❡♥s❧❛❜ ✶✵ ❞é✈❡❧♦♣♣és ❛✉ ❧❛❜♦r❛t♦✐r❡ ❈■❚■✱ ♣♦ssè❞❡♥t ✉♥ ♠✐❝r♦❝♦♥trô❧❡✉r
❚■ ▼❙P✹✸✵✲✶✻✶✶ ❛✈❡❝ ✉♥ ♣r♦❝❡ss❡✉r ✶✻ ❜✐ts ❝❛❞❡♥❝é à ✽ ▼❍③✱ ✹✽ ❦♦ ❞❡ ❘❖▼ ❡t ✶✵ ❦♦ ❞❡ ❘❆▼✱
✉♥❡ ✐♥t❡r❢❛❝❡ r❛❞✐♦ ❚■ ❈❈✶✶✵✶ ♦✉ ❈❈✷✹✷✵ ❛✈❡❝ ❞❡s ❢réq✉❡♥❝❡s r❡s♣❡❝t✐✈❡s ❞❡ ✽✻✽ ▼❍③ ❡t ✷✱✹
●❍③✱ ✉♥ ♥✉♠ér♦ ❞❡ sér✐❡ ✉♥✐q✉❡ ❉❙✷✹✶✶ s✉r ✻ ♦❝t❡ts✱ ✉♥❡ ♠é♠♦✐r❡ ✢❛s❤ ❡①t❡r♥❡ ❙❚ ▼✷✺P✽✵ ❞❡
✶ ▼♦ ❡t ✉♥❡ ❜❛tt❡r✐❡ ❞❡ ❞❡✉① ♣✐❧❡s✳

▲❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs ❡✉①✲♠ê♠❡s ♣♦ssè❞❡♥t ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ❝❛r❛❝tér✐st✐q✉❡s ✿ ❝♦♠♠❡
❧❡ rés❡❛✉ ❡st ❞②♥❛♠✐q✉❡ ✭✐❧ ❢❛✉t t❡♥✐r ❝♦♠♣t❡ ❞❡ ❧❛ ♠♦rt ♦✉ ❞❡ ❧✬❛rr✐✈é❡ ❞❡ ❝❛♣t❡✉rs✮✱ ❧✬✐♥❢r❛✲
str✉❝t✉r❡ ♥✬❡st ♣❛s ✜①❡ ❀ ❧❡ rés❡❛✉ ❛ ✉♥❡ ❢♦rt❡ ❞❡♥s✐té ❀ ♦♥ ❝♦♥s✐❞èr❡ s♦✉✈❡♥t ❧❛ t♦♣♦❧♦❣✐❡ ❝♦♠♠❡
ét❛♥t ❛❧é❛t♦✐r❡ ✭♦♥ s✉♣♣♦s❡ ♣❛r ❡①❡♠♣❧❡ q✉❡ ❧❡s ❝❛♣t❡✉rs ♦♥t été ❥❡tés ❞✬✉♥ ❛✈✐♦♥✮ ❡t ❧❡ r♦✉t❛❣❡
❡st ♠✉❧t✐✲s❛✉t ❡♥ r❛✐s♦♥ ❞❡s ❢❛✐❜❧❡s ❝❛♣❛❝✐tés ❞❡ tr❛♥s♠✐ss✐♦♥ ❞❡ ❝❤❛❝✉♥ ❞❡s ♥÷✉❞s ❝❛♣t❡✉rs✳

❉❛♥s ❧❡ ❝❛❞r❡ ❞❡ ❧❛ t❤ès❡ ❞❡ ❲✳ ❩♥❛✐❞✐ ❬❩♥❛✶✵❪ ✜♥❛♥❝é❡ ♣❛r ❧❛ ré❣✐♦♥ ❘❤ô♥❡✲❆❧♣❡s ❞✉ ♣r♦❥❡t
❆◆❘ ❆❘❊❙❆✷ ✶✶ ❡t ❞❡ ❧❛ t❤ès❡ ❞❡ ❖✳ ❊r❞❡♥❡✲❖❝❤✐r ✜♥❛♥❝é❡ ♣❛r ❖r❛♥❣❡ ▲❛❜s ●r❡♥♦❜❧❡✱ ♥♦✉s
♥♦✉s s♦♠♠❡s ♣❛rt✐❝✉❧✐èr❡♠❡♥t ✐♥tér❡ssés à ❧❛ sé❝✉r✐té ❞❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✳ ❊♥ ❡✛❡t✱ ♣❛r ❧❡✉r
♥❛t✉r❡ ♠ê♠❡ ✭❝♦♠♠✉♥✐❝❛t✐♦♥s r❛❞✐♦ ❡t ♠✉❧t✐✲s❛✉t✱ ❝♦♠♣r♦♠✐ss✐♦♥ ♣♦ss✐❜❧❡ ❞❡s ♥÷✉❞s ❬❇❇❉✵✻❪✱
❡t❝✳✮✱ ✐❧s s♦♥t ✈✉❧♥ér❛❜❧❡s ❛✉① ❛tt❛q✉❡s ❝❧❛ss✐q✉❡s ♣❛r ❝♦♠♣r♦♠✐ss✐♦♥ ❞❡s ♥÷✉❞s ❞é❥à ❝♦♥♥✉❡s

✶✵✳ ✈♦✐r ❤tt♣✿✴✴✇✇✇✳s❡♥s❧❛❜✳✐♥❢♦✴
✶✶✳ ❆◆❘ ❱❊❘❙❖ ✭✷✵✶✵✲✷✵✶✸✮ ✿ ❤tt♣✿✴✴❛r❡s❛✷✳♠✐♥❛❧♦❣✐❝✳♥❡t✴

✺✺

http://www.senslab.info/
http://aresa2.minalogic.net/


❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❝♦♥tr❡ ❧❡s rés❡❛✉① ❛❞✲❤♦❝ ❬❍❇❈✵✶❪✳ P❛r♠✐ ❝❡s ❛tt❛q✉❡s✱ ♦♥ ♣❡✉t ❝✐t❡r ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ✭tr♦✉
❞❡ ✈❡r✮ ❬❑❲✵✸❪✱ ❧✬❛tt❛q✉❡ s✐♥❦❤♦❧❡ ❬❑❲✵✸❪ ✭tr♦✉ ❞✉ ♣✉✐ts✮✱ ❧✬❛tt❛q✉❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ❬❑❲✵✸❪✱
❧❡ ❥❛♠♠✐♥❣ ❬❲❙❙✵✸✱ ▲✈❍❉+✵✺❪✮ ♦✉ ❞✬❛✉tr❡s ❛tt❛q✉❡s s♣é❝✐✜q✉❡s ✭❬❇❇❉✵✻❪✮✳

❊①✐❣❡♥❝❡s ❞❡ sé❝✉r✐té

❉❡ ♠❛♥✐èr❡ ❣é♥ér✐q✉❡✱ ♦♥ ♣❡✉t ❞é✜♥✐r ✉♥ ❛tt❛q✉❛♥t ❞❛♥s ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs ❡♥ ❢♦♥❝t✐♦♥
❞❡s ❝❛r❛❝tér✐st✐q✉❡s s✉✐✈❛♥t❡s ✿

✕ ❙♦♥ ✐♥t❡♥t✐♦♥ ✿ ❧✬❛tt❛q✉❛♥t ❡st ❛❝t✐❢ ♦✉ ♣❛ss✐❢ ✭✐❧ ✐♥t❡r✈✐❡♥t ♦✉ ♥♦♥ s✉r ❧❡s ❞♦♥♥é❡s é❝❤❛♥❣é❡s
❞❛♥s ❧❡ rés❡❛✉✮✳

✕ ❙❛ ❧♦❝❛❧✐s❛t✐♦♥ ✿ ✐❧ ❡st ✐♥t❡r♥❡ ♦✉ ❡①t❡r♥❡ ✭✐❧ ❡st ❛✉t♦r✐sé ❞❛♥s ❧❡ rés❡❛✉ ♦✉ ♥♦♥✮✳
✕ ❙❛ ❝❛♣❛❝✐té ✿ ✐❧ ❡st ❢♦rt ♦✉ ♦r❞✐♥❛✐r❡ ✭✐❧ ❞✐s♣♦s❡ ✭♦✉ ♥♦♥✮ ❞❡ r❡ss♦✉r❝❡s s✉♣ér✐❡✉r❡s à ❝❡❧❧❡s
❞✬✉♥ ♥÷✉❞✮✳

✕ ❙❛ ♠♦❜✐❧✐té ✿ ✐❧ ❡st ♠♦❜✐❧❡ ♦✉ ♥♦♥✳
❈♦♠♠❡ ❞❛♥s ❧❡s rés❡❛✉① ❝❧❛ss✐q✉❡s ❡t ❛✜♥ ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ ✈✉❧♥ér❛✲

❜✐❧✐tés é❧é♠❡♥t❛✐r❡s✱ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♣r✐♠✐t✐✈❡s ❝r②♣t♦❣r❛♣❤✐q✉❡s ♣❛rt✐❝✉❧✐èr❡s ♣❡r♠❡t ❞❡ ❣❛r❛♥t✐r
❧❡s ♣r♦♣r✐étés ❝❧❛ss✐q✉❡s ❞❡ sé❝✉r✐té q✉❡ s♦♥t ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ✭❧é❣✐t✐♠✐té ❞✬✉♥ ♥÷✉❞✮✱ ❧❡ ❝♦♥trô❧❡
❞✬❛❝❝ès✱ ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té ✭❧✉tt❡ ❝♦♥tr❡ ❧❡s é❝♦✉t❡s ♣❛ss✐✈❡s✮✱ ❧✬✐♥té❣r✐té ❞❡s ❞♦♥♥é❡s ✭❧✉tt❡ ❝♦♥tr❡
❧❛ ♠♦❞✐✜❝❛t✐♦♥ ❞✉ ❝♦♥t❡♥✉ ❞❡s ❞♦♥♥é❡s✮✱ ❧✬❛✉t❤❡♥t✐❝✐té ❞❡s ❞♦♥♥é❡s ✭❧✉tt❡ ❝♦♥tr❡ ❧❛ ♠♦❞✐✜❝❛✲
t✐♦♥ ❞❡ ❧✬é♠❡tt❡✉r ❞✬✉♥❡ ❞♦♥♥é❡✮✳ ❈❡s ♠é❝❛♥✐s♠❡s ♣❡r♠❡tt❡♥t ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡ ♣ré✈❡♥✐r ❧❡s
❛tt❛q✉❡s ❡①t❡r♥❡s✳ ❆✜♥ ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❞❡s ❛tt❛q✉❡s ♣❧✉s ❝♦♠♣❧❡①❡s ✭❝♦♠♣r♦♠✐ss✐♦♥ ❞❡
♥÷✉❞s✱ ✇♦r♠❤♦❧❡✱ s✐♥❦❤♦❧❡✱ ❡t❝✳✮ ♦✉ ♣♦✉r ❣❛r❛♥t✐r ❧❛ ♣r♦t❡❝t✐♦♥ ❞❡s ❞♦♥♥é❡s ❞❡ ❧❛ ✈✐❡ ♣r✐✈é❡✱
❞✬❛✉tr❡s ♣r♦♣r✐étés ✭❝♦♠♠❡ ❧✬❛♥♦♥②♠❛t✮ ♦✉ ❞❡s ♠é❝❛♥✐s♠❡s ♣❧✉s s♦♣❤✐st✐q✉és ✭❝♦♠♠❡ ❧✬❛♣♣❡❧ à
❞❡s ♣r♦t♦❝♦❧❡s ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❢♦rt❡ ♦✉ à ❞❡s ♣r♦t♦❝♦❧❡s ❞é❞✐és✮ s♦♥t ♣❛r❢♦✐s r❡q✉✐s✳

▲❡s ♣r♦♣r✐étés ♣ré❝é❞❡♥t❡s ♣❡✉✈❡♥t êtr❡ ❣❛r❛♥t✐❡s ♣❛r ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠é✲
tr✐q✉❡ ♦✉ ❛s②♠étr✐q✉❡✳ ❉❛♥s ❧❡ ❝❛s ❞❡ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ ❛s②♠étr✐q✉❡✱ ❧❡ ❝❤✐✛r❡♠❡♥t ❞❡s ♠❡ss❛❣❡s
à ❞❡st✐♥❛t✐♦♥ ❞✉ ♣✉✐ts s❡ ❢❡r❛ à ❧✬❛✐❞❡ ❞❡ ❧❛ ❝❧é ♣✉❜❧✐q✉❡ ❞✉ ♣✉✐ts s✐♠♣❧✐✜❛♥t ❛✉ ♠❛①✐♠✉♠ ❧❛ ♣❤❛s❡
❞❡ ❞✐str✐❜✉t✐♦♥ ❞❡s ❝❧és ♠ê♠❡ s✐ ❝❡tt❡ ❢♦r♠❡ ❞❡ ❝r②♣t♦❣r❛♣❤✐❡ ♥é❝❡ss✐t❡ ❜❡❛✉❝♦✉♣ ❞❡ ❝❛❧❝✉❧s ❡t
❞♦♥❝ r❡q✉✐èr❡ ❜❡❛✉❝♦✉♣ ❞✬é♥❡r❣✐❡✳ ❙✐ ❝✬❡st ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡ q✉✐ ❡st ♣r✐✈✐❧é❣✐é❡ ❝❛r ❡❧❧❡
❡st ♣❧✉s ❡✣❝❛❝❡ ❡♥ t❡r♠❡s ❞❡ ❝❛❧❝✉❧s ❡t ❞♦♥❝ ❞❡ ❞é♣❡♥s❡ é♥❡r❣ét✐q✉❡✱ ✐❧ ❡st ❝❡♣❡♥❞❛♥t ♥é❝❡ss❛✐r❡
❞❡ ❞é✜♥✐r ❞❡s ♠é❝❛♥✐s♠❡s ❞❡ ♣ré❞✐str✐❜✉t✐♦♥ ❞❡ ❝❧és ❞é❞✐és ❛✜♥ q✉❡ ❞❡✉① ♥÷✉❞s ✈♦✐s✐♥s ♣✉✐ss❡♥t
❝♦♠♠✉♥✐q✉❡r ❡♥s❡♠❜❧❡ ❞❡ ❢❛ç♦♥ sûr❡ ✭❡♥ s✉♣♣♦s❛♥t q✉❡ ❧❡ ✈♦✐s✐♥❛❣❡ ❞✬✉♥ ♥÷✉❞ ♥✬❡st ♣❛s ❝♦♥♥✉
à ❧✬❛✈❛♥❝❡✮✳ ❇❡❛✉❝♦✉♣ ❞❡ s♦❧✉t✐♦♥s ♦♥t été ♣r♦♣♦sé❡s ♣♦✉r r❡♠é❞✐❡r à ❝❡ ♣r♦❜❧è♠❡✳ ❖♥ ♣❡✉t ❝✐t❡r
✐❝✐ ❧❡ ♠é❝❛♥✐s♠❡ ♣r♦❜❛❜✐❧✐st❡ ♣r♦♣♦sé ❞❛♥s ❬❊●✵✷❪ ♦ù ❝❤❛q✉❡ ♥÷✉❞ ❡st ♣ré❝❤❛r❣é ❛✈❡❝ ✉♥ ❛♥♥❡❛✉
❞❡ ❝❧é✱ ✉♥ s♦✉s✲❡♥s❡♠❜❧❡ ❞❡ ❝❧és ♣r✐s ❞❛♥s ✉♥ ❡♥s❡♠❜❧❡ ❞❡ ❝❧és ❝♦♠♠✉♥❡s ♣❧✉s ❧❛r❣❡✳ ❈❡t ❛♥♥❡❛✉
❡st ❝♦♥str✉✐t ❞❡ t❡❧❧❡ ♠❛♥✐èr❡ q✉❡ ❧❛ ♣r♦❜❛❜✐❧✐té q✉❡ ❞❡✉① ♥÷✉❞s ♣❛rt❛❣❡♥t ❛✉ ♠♦✐♥s ✉♥❡ ❝❧é ❝♦♠✲
♠✉♥❡ s♦✐t é❧❡✈é❡✳ ❉❛♥s ❬❈❆✵✺✱ ▲◆✵✸❪✱ ❞❡✉① ♠é❝❛♥✐s♠❡s t✲s❡❝✉r❡ s♦♥t é❣❛❧❡♠❡♥t ♣r♦♣♦sés ✭✐✳❡✳ ❛✉
♠♦✐♥s t+ 1 ♥÷✉❞s ❞♦✐✈❡♥t êtr❡ ❝♦♠♣r♦♠✐s ❛✜♥ ❞❡ ❝♦♠♣r♦♠❡ttr❡ t♦✉t❡s ❧❡s ❝❧és ❞✉ rés❡❛✉✮✳ ❈❡s
s❝❤é♠❛s s♦♥t très ❡✣❝❛❝❡s ❡t s❡♠❜❧❡♥t êtr❡ à ❧✬❤❡✉r❡ ❛❝t✉❡❧❧❡ ❧❡s ♠❡✐❧❧❡✉r❡s s♦❧✉t✐♦♥s à ✉t✐❧✐s❡r✳
❆✈❡❝ ❲✳ ❩♥❛✐❞✐✱ ❞❛♥s ❬❩▼✶✵❪✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ♣r♦♣♦sé ✉♥ ♠é❝❛♥✐s♠❡ ❞❡ ❣❡st✐♦♥ ❞❡ ❝❧és
♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs ❢♦♥❞é s✉r ❧❡ ♠ê♠❡ ♠é❝❛♥✐s♠❡ q✉❡ ❝❡❧✉✐ ♣rés❡♥té ❞❛♥s ❬▲◆✵✸❪✱ ❝✬❡st✲
à✲❞✐r❡ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♣♦❧②♥ô♠❡s ❜✐✈❛r✐és s②♠étr✐q✉❡s ❬❇❙❱+✾✽❪✱ s❛✉❢ q✉❡ ❞❛♥s ♥♦tr❡ ❝❛s✱ ♥♦✉s
✉t✐❧✐s♦♥s ❞❡s ♣♦❧②♥ô♠❡s tr✐✈❛r✐és ❜✐✲s②♠étr✐q✉❡s✳ ❈❡❝✐ ♣❡r♠❡t ❞❡ ♣r❡♥❞r❡ ❡♥ ❝♦♠♣t❡ ❧✬✐❞❡♥t✐té ❞❡
❝❤❛❝✉♥ ❞❡s ♥÷✉❞s ❡t ❞✬é✈❡♥t✉❡❧s ❛❥♦✉ts ♦✉ s✉♣♣r❡ss✐♦♥s ❞❡ ♥÷✉❞s ✈✐❛ ❞❡s ✐❞❡♥t✐tés ❧✐é❡s ❡♥s❡♠❜❧❡
♣❛r ❞❡s ❞♦✉❜❧❡s ❝❤❛î♥❡s ❞❡ ❤❛❝❤❛❣❡✳ ❯♥❡ ❝❤❛î♥❡ ❞❡ ❤❛❝❤❛❣❡ ❡st ❞é✜♥✐❡ ❝♦♠♠❡ x0, · · · , xn ❛✈❡❝
xi = H(xi+1) ♦ù H ❡st ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ à s❡♥s ✉♥✐q✉❡✱ ❧❡s xi ét❛♥t ré✈é❧és ❞❛♥s ❧✬♦r❞r❡
✐♥✈❡rs❡ ❞❡ ❧❡✉r ❝♦♥str✉❝t✐♦♥✳ ▲✬✐❞é❡ ❞❡ ❞é♣❛rt ét❛✐t ❞❡ ♣r♦♣♦s❡r ✉♥ ♠é❝❛♥✐s♠❡ ♣❡r♠❡tt❛♥t ❞❡
♣r❡♥❞r❡ ❡♥ ❝♦♠♣t❡ ✉♥❡ ❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡s ✐❞❡♥t✐tés ❞❛♥s ❧❡s ❞❡✉① s❡♥s ❡♥tr❡ ❧❡s ❝❛♣t❡✉rs ♣❧✉s

✺✻



✷✳✷✳ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❛♥❝✐❡♥s ❡t ❧❡s ❝❛♣t❡✉rs ♣❧✉s ❥❡✉♥❡s ❧♦rsq✉❡ ❧❡s ❞é♣❧♦✐❡♠❡♥ts s♦♥t é❝❤❡❧♦♥♥és ❞❛♥s ❧❡ t❡♠♣s ❡t q✉❡
❧✬♦♥ ❝♦♥s✐❞èr❡ ❧❛ ♠♦rt ❞❡ ❝❡rt❛✐♥s ❝❛♣t❡✉rs✳ ▲❡ ♠é❝❛♥✐s♠❡ ✐♥✐t✐❛❧ ♣❡r♠❡tt❛♥t ❞❡ t❡♥✐r ❝♦♠♣t❡
❞✬✉♥❡ ❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡s❝❡♥❞❛♥t❡ ❡♥tr❡ ❧❡s ❝❛♣t❡✉rs ❧❡s ♣❧✉s ❛♥❝✐❡♥s ❡t ❧❡s ❝❛♣t❡✉rs ❧❡s ♣❧✉s
❥❡✉♥❡s ❛✈❛✐t été ❞é❝r✐t ❞❛♥s ❬❇▲▼✵✼❪✳

❆✐♥s✐✱ ❧❡s ♠é❝❛♥✐s♠❡s ❞❡ ♣ré❞✐str✐❜✉t✐♦♥ ❞❡ ❝❧és s♦♥t à ♣rés❡♥t ❞❡s é❧é♠❡♥ts ❜✐❡♥ ♠❛îtr✐✲
sés ❞❡ ❧❛ ❧✐ttér❛t✉r❡ ❡t ♣❡✉✈❡♥t êtr❡ ✉t✐❧✐sés s❛♥s r✐sq✉❡✳ ❖♥ ♣❡✉t ❞♦♥❝ à ❧✬❛✐❞❡ ❞❡s ♠é❝❛♥✐s♠❡s
❞❡ ♣ré❞✐str✐❜✉t✐♦♥ ❞❡ ❝❧és✱ ❞❡ s❝❤é♠❛s ❞❡ ❝❤✐✛r❡♠❡♥t s②♠étr✐q✉❡s✱ ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❡t
❞✬❛❧❣♦r✐t❤♠❡s ▼❆❈ ✭▼❡ss❛❣❡ ❆✉t❤❡♥t✐❝❛t✐♦♥ ❈♦❞❡s✮ sé❝✉r✐s❡r é❣❛❧❡♠❡♥t ❧❡s ♠é❝❛♥✐s♠❡s ❞❡ r♦✉✲
t❛❣❡✱ ❝♦♠♠❡ ♣r♦♣♦sé ❞❛♥s ❬❍P❏✵✺❪ q✉✐ ♣rés❡♥t❡ ✉♥❡ ✈❡rs✐♦♥ sé❝✉r✐sé❡ ❆❘■❆❉◆❊ ❞✉ ♣r♦t♦❝♦❧❡
❉❙❘ ❬◆❱✵✾❪✳ ❈❡ ♣r♦t♦❝♦❧❡ s❡ ❢♦♥❞❡ s✉r ❧❡ ♠é❝❛♥✐s♠❡ ❚❊❙▲❆ ❬P❈❚❙✵✷❪ q✉✐ ✉t✐❧✐s❡ ❧✬❛s②♠étr✐❡
t❡♠♣♦r❡❧❧❡ ❢♦✉r♥✐❡ ♣❛r ❞❡s ❝❤❛î♥❡s ❞❡ ▼❆❈ ♦✉ ❞❡ ❤❛❝❤❛❣❡ ♣♦✉r ❝♦♥str✉✐r❡ s♦♥ ❛✉t❤❡♥t✐✜❝❛t✐♦♥✳

❉❡ ♥♦tr❡ ❝ôté ❡t ❛✜♥ ❞❡ ♣r♦✉✈❡r ❧❡ ❜✐❡♥ ❢♦♥❞é ❞❡ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ❧❛ ❝r②♣t♦❣r❛♣❤✐❡ s②♠étr✐q✉❡✱
❛✈❡❝ ◆✐❝♦❧❛s ❋♦✉r♥❡❧ ❡t ❙té♣❤❛♥❡ ❯❜é❞❛ ❞❛♥s ❬❋▼❯✵✼❪✱ ♥♦✉s ❛✈♦♥s ❝♦♠♣❛ré ❧❡s t❡♠♣s ❞❡ ❝❛❧✲
❝✉❧s ❞❡s ❞✐✛ér❡♥ts ❝❤✐✛r❡♠❡♥ts à ✢♦t ✜♥❛❧✐st❡s s♦❢t✇❛r❡ ❞❡ ❧❛ ❞❡✉①✐è♠❡ ♣❤❛s❡ ❞❡ ❧❛ ❝♦♠♣ét✐t✐♦♥
❡❙tr❡❛♠ ✶✷ s✉r ✉♥ ❝❛♣t❡✉r ❞é❞✐é✳ ❈❡ ❝❛♣t❡✉r ❡st ❝♦♠♣♦sé ❞✬✉♥ ❆❘▼✾✷✷❚ ✭♣❧✉s ♣ré❝✐sé♠❡♥t✱
✉♥ ❆❧t❡r❛ ❊①❝❛❧✐❜✉r ❊P❳❆✶✵ q✉✐ ✐♥tè❣r❡ ✉♥ ❋P●❆✮ ❡t ❞❡s ♣ér✐♣❤ér✐q✉❡s ❤❛❜✐t✉❡❧s✳ ■❧ ❛ tr♦✐s
♥✐✈❡❛✉① ❞❡ ♠é♠♦✐r❡s ✿ ❞❡✉① ♠é♠♦✐r❡s ❝❛❝❤❡s sé♣❛ré❡s ❞❡ ✽❦❖✱ ❞❡✉① ♠é♠♦✐r❡s s❝r❛t❝❤✲♣❛❞ ❞❡
✷✺✻ ❦❖ ❡t ✶✷✽ ❦❖ ✭q✉✐ ♥❡ s♦♥t ♣❛s ✉t✐❧✐sé❡s ❞❛♥s ♥♦s t❡sts✮ ❡t ✉♥❡ ❙❉❘❆▼ ❞❡ ✶✷✽▼❖✳ ▲❡s t❡sts
❞❡ ♣❡r❢♦r♠❛♥❝❡ ❡✛❡❝t✉és ♦♥t ♠♦♥tré t♦✉t ❞✬❛❜♦r❞ q✉❡ ♠ê♠❡ s✉r ❞❡s ❡♥✈✐r♦♥♥❡♠❡♥ts ❝♦♥tr❛✐♥ts✱
❧❡s ❝❤✐✛r❡♠❡♥ts à ✢♦t r❡st❡♥t très ❡✣❝❛❝❡s✱ ❙◆❖❲ ✈✷ ❬❊❏✵✷❪ ❡♥ têt❡ ❡t q✉❡ ❧❡s ♣❡r❢♦r♠❛♥❝❡s ❞✉
❑❡②✴IV s❡t✉♣ ❞❡ ❙♦s❡♠❛♥✉❦ ❬❇❇❈+✵✽❛❪ s♦♥t ❞é❣r❛❞é❡s ❡♥ r❛✐s♦♥ ❞❡ ❧❛ t❛✐❧❧❡ ❞✉ ❝♦❞❡✱ tr♦♣
✐♠♣♦rt❛♥t❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❝❡ ❝❛♣t❡✉r✳

✷✳✷ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s ré✲

s❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❉❛♥s ❝❡tt❡ s❡❝t✐♦♥✱ ❥❡ ♠✬❛tt❛❝❤❡r❛✐ ♣❛rt✐❝✉❧✐èr❡♠❡♥t à ♣rés❡♥t❡r ❧❡s s♦❧✉t✐♦♥s ❛❧❣♦r✐t❤♠✐q✉❡s
q✉❡ ♥♦✉s ❛✈♦♥s ❞é✈❡❧♦♣♣é❡s ♣♦✉r ❞ét❡❝t❡r ❡t ❡♠♣ê❝❤❡r ❞❡s ❛tt❛q✉❡s ♣❛rt✐❝✉❧✐èr❡s ❞❛♥s ❧❡s rés❡❛✉①
❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧✳ ❏❡ ❞é✜♥✐r❛✐ ❞♦♥❝ ❞❛♥s ✉♥ ♣r❡♠✐❡r t❡♠♣s ❧❡s ❛tt❛q✉❡s ♣❛rt✐❝✉❧✐èr❡s ❝♦♥tr❡
❧❡sq✉❡❧❧❡s ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé ❞❡s ♠é❝❛♥✐s♠❡s ❞❡ ❞é❢❡♥s❡ ❛✈❛♥t ❞❡ ❞é✈❡❧♦♣♣❡r ❧❡s s♦❧✉t✐♦♥s ♣r♦✲
♣♦sé❡s✳

✷✳✷✳✶ ◗✉❡❧q✉❡s ❛tt❛q✉❡s ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❉❛♥s ❬❩▼❇✵✽❛❪✱ ❛✈❡❝ ❲✳ ❩♥❛✐❞✐ ❡t ❏✳✲P✳ ❇❛❜❛✉✱ ♥♦✉s ❛✈♦♥s ❝♦♥str✉✐t ❡t ♣rés❡♥té ✉♥❡ ♦♥t♦✲
❧♦❣✐❡ ❞❡s ❛tt❛q✉❡s ❝♦♥♥✉❡s ❝♦♥tr❡ ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs✳ ❈❡tt❡ ♦♥t♦❧♦❣✐❡✱ à ♣❛rt✐r ❞✬✉♥❡ ét✉❞❡
❡①❤❛✉st✐✈❡ ❞❡s ❛tt❛q✉❡s ❡①✐st❛♥t❡s ❡t ❞❡s s♦❧✉t✐♦♥s ♣r♦♣♦sé❡s ❞❛♥s ❧❛ ❧✐ttér❛t✉r❡✱ ❡st ❞é✜♥✐❡ s❡❧♦♥
❧❡s ♥♦t✐♦♥s ✉t✐❧✐sé❡s ❞❛♥s ❬❇▲❯✵✼❪ ❡t ✐♥s♣✐ré❡s ❞❡ ❧❛ t❤é♦r✐❡ ❞❡ ❧✬❛❝t✐♦♥ ♦ù ✉♥❡ ❛❝t✐♦♥ ❡st ❞é❝♦♠✲
♣♦sé❡ ❡♥ ✉♥❡ ✐♥t❡♥t✐♦♥✱ ✉♥ ♠♦✉✈❡♠❡♥t ❡t ❞❡s ♦❜❥❡ts✳ ❆✐♥s✐ ♣♦✉r ♠♦❞é❧✐s❡r ✉♥❡ ❛tt❛q✉❡ ❛✉ s❡✐♥
❞✬✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs✱ ♦♥ ❧❛ ❞é✜♥✐t ❡♥ ❢♦♥❝t✐♦♥ ❞❡s q✉❛tr❡ ❝♦♥❝❡♣ts ✿ ✐♥t❡♥t✐♦♥✱ ♠♦✉✈❡♠❡♥t✱
❝✐❜❧❡✱ rés✉❧t❛t✳

❏❡ ♣rés❡♥t❡r❛✐ ✐❝✐ tr♦✐s ❛tt❛q✉❡s ❝❧❛ss✐q✉❡s ♣❛rt✐❝✉❧✐èr❡s ❞❡ ❧❛ ❝♦✉❝❤❡ r♦✉t❛❣❡ ✿ ❧❡ s❡❧❡❝t✐✈❡
❢♦r✇❛r❞✐♥❣✱ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ❡t ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥✳

✶✷✳ ✈♦✐r ❤tt♣✿✴✴✇✇✇✳❡❝r②♣t✳❡✉✳♦r❣✴str❡❛♠✴♣❤❛s❡✷❧✐st✳❤t♠❧

✺✼

http://www.ecrypt.eu.org/stream/phase2list.html


❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❙❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ❡t s✐♥❦❤♦❧❡ ✭tr♦✉ ❞✉ ♣✉✐ts✮

❉❛♥s ✉♥❡ ❛tt❛q✉❡ ❞❡ t②♣❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ❬❑❲✵✸❪✱ ❧❡s ♥÷✉❞s ♠❛❧✐❝✐❡✉① tr❛♥s♠❡tt❡♥t ❧❛
♣❧✉♣❛rt ❞❡s ♠❡ss❛❣❡s ♠❛✐s ❡♥ ❥❡tt❡♥t é❣❛❧❡♠❡♥t ❞❡ ❢❛ç♦♥ sé❧❡❝t✐✈❡✱ ❧❡ rés❡❛✉ ♣❡r❞❛♥t ❛✐♥s✐ ✉♥❡
♣❛rt✐❡ ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥✳ ❯♥ ❡①❡♠♣❧❡ ❞✬✉♥❡ t❡❧❧❡ ❛tt❛q✉❡ ❡st ❧✬❛tt❛q✉❡ ♣❛r tr♦✉ ♥♦✐r ♦ù ❧✬❛tt❛q✉❛♥t
♥❡ r❡tr❛♥s♠❡t ❥❛♠❛✐s ❛✉❝✉♥❡ ❞❡s ❞♦♥♥é❡s q✉✬✐❧ r❡ç♦✐t✳ ▲❡s ♥÷✉❞s ❧❡s ♣❧✉s ♠❛❧✈❡✐❧❧❛♥ts s♦♥t ❜✐❡♥
sûr ❝❡✉① q✉✐ ❢♦♥t ❞✉ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ♣rès ❞✉ ♣✉✐ts✳ ▲❡ ❜✉t ❞❡ ❝❡tt❡ ❛tt❛q✉❡ ❡st ❞♦♥❝ ❞✬❛❧tér❡r
❧❡s ❞♦♥♥é❡s ❡t ❧✬✐♥❢♦r♠❛t✐♦♥ tr❛♥s♠✐s❡s ♣❛r ❧❡ rés❡❛✉✳ ❈❡tt❡ ❛tt❛q✉❡ ♥❡ r❡q✉✐❡rt ❛✉❝✉♥❡ ❝❛♣❛❝✐té
t❡❝❤♥✐q✉❡ ♣❛rt✐❝✉❧✐èr❡ ❡t ♣❡✉t êtr❡ ❡①é❝✉té❡ ♣❛r ♥✬✐♠♣♦rt❡ q✉❡❧ ♥÷✉❞ q✉✐ ♣❛rt✐❝✐♣❡ ❛✉ ♠é❝❛♥✐s♠❡
❞❡ r♦✉t❛❣❡✳ ▲❛ ❝✐❜❧❡ ❡st ❣é♥ér❛❧❡♠❡♥t ❧❡ ♣✉✐ts ♠❛✐s ♣❡✉t ❛✉ss✐ êtr❡ ✉♥ s✐♠♣❧❡ ♥÷✉❞✳ ▲❡ rés✉❧t❛t
♣❡✉t ❝♦♥❞✉✐r❡ à ✉♥❡ ♣❡rt❡ ❝♦♠♣❧èt❡ ❞❡ t♦✉t❡s ❧❡s ❞♦♥♥é❡s s✐ t♦✉s ❧❡s ♣❛q✉❡ts s♦♥t ❛❧térés✳

■❧ ❡①✐st❡ ♣❧✉s✐❡✉rs ♠ét❤♦❞❡s ♣❡r♠❡tt❛♥t ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❝❡ t②♣❡ ❞✬❛tt❛q✉❡s ❝♦♠♠❡
❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ r♦✉t❛❣❡ ♠✉❧t✐✲❝❤❡♠✐♥ ❬●●❙❊✵✶❪ ❛✈❡❝ ✉♥ ❝❤♦✐① ❛❧é❛t♦✐r❡ ❞✉ ♣r♦❝❤❛✐♥ s❛✉t ✈❡rs ❧❛
❞❡st✐♥❛t✐♦♥ ♦✉ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ❬❆❈▲❨✵✵❪ ✭✈♦✐r é❣❛❧❡♠❡♥t ❧❛ ❙❡❝t✐♦♥ ✷✳✹✮

❯♥❡ ✈❡rs✐♦♥ ♣❧✉s ❞é✈❛st❛tr✐❝❡ ❞✉ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ❡st ❧✬❛tt❛q✉❡ s✐♥❦❤♦❧❡ ✭♦✉ tr♦✉ ❞✉ ♣✉✐ts✮
❬❑❲✵✸❪✳ ■❝✐✱ ❧❡s ♥÷✉❞s ❡ss❛②❡♥t t♦✉t ❞✬❛❜♦r❞ ❞✬❛tt✐r❡r ✈❡rs ❡✉① ✉♥❡ ❣r❛♥❞❡ ♣❛rt✐❡ ❞✉ tr❛✜❝ ❡♥
s❡ r❡♥❞❛♥t très ❛ttr❛❝t✐❢s ♣♦✉r ❧❛ ♠étr✐q✉❡ ❞❡ r♦✉t❛❣❡✳ ❈❡s ♥÷✉❞s✱ ✉♥❡ ❢♦✐s ❧❡✉r ❢♦r❢❛✐t ❛❝❝♦♠♣❧✐✱
s♦♥t ❞♦♥❝ ❞❡s ♥÷✉❞s q✉✐ ✈♦♥t ❛♣♣❛r❛îtr❡ ❛✉① ②❡✉① ❞❡s ❛✉tr❡s ❝♦♠♠❡ ❞❡s ✈♦✐s✐♥s ❞✉ ♣✉✐ts ✈♦✐r❡
❧❡ ♣✉✐ts ❧✉✐✲♠ê♠❡ ❡t ✈♦♥t ❞♦♥❝ ❢❛✐r❡ ❝♦♥✈❡r❣❡r t♦✉t ❧❡ tr❛✜❝ ❣râ❝❡ à ❝❡tt❡ ❢❛✉ss❡ t♦♣♦❧♦❣✐❡✳ ■❧ ❧❡✉r
s✉✣t ❛❧♦rs ❞❡ ❥❡t❡r ❧❡s ♣❛q✉❡ts q✉✬✐❧s r♦✉t❡♥t ♣❛r s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ♣♦✉r ❝ré❡r ✉♥ tr♦✉ ❞✉ ♣✉✐ts
❡t ❡♠♣ê❝❤❡r ❧❡ rés❡❛✉ ❞❡ ❢♦✉r♥✐r ❞❡s ❞♦♥♥é❡s✳ ❊♥ ❣é♥ér❛❧✱ ❝❡tt❡ ❛tt❛q✉❡ ❡st ❧❛♥❝é❡ ❞✬✉♥ ♦r❞✐♥❛t❡✉r
♣♦rt❛❜❧❡ ♦✉ ❞✬✉♥ P❉❆ ❛✜♥ ❞❡ ❝♦♥✈❛✐♥❝r❡ ❧❡s ❛✉tr❡s ♥÷✉❞s ❞❡ ❧❛ s✉♣ér✐♦r✐té ❞❡ ❧✬❛tt❛q✉❛♥t✳ ❊❧❧❡
❡①♣❧♦✐t❡ ❧❡ ❢❛✐t q✉❡ ❧❡s ✐❞❡♥t✐tés ❡t ❧❡s ❧✐❡♥s ♥❡ s♦♥t ♣❛s ✈ér✐✜és ❡t ❡❧❧❡ ❛ ♣♦✉r ❝✐❜❧❡ ❧❡s s❡r✈✐❝❡s
❢♦✉r♥✐s ♣❛r ❧❡ rés❡❛✉✳

❯♥❡ s♦❧✉t✐♦♥ ♣♦✉r s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❝❡tt❡ ❛tt❛q✉❡ ❡st ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡
q✉✐ ✈ér✐✜❡♥t ❧❛ ✈✐❛❜✐❧✐té ❜✐❞✐r❡❝t✐♦♥♥❡❧❧❡ ❞✬✉♥ ✐t✐♥ér❛✐r❡ ❛✈❡❝ ❞❡s r❡❝♦♥♥❛✐ss❛♥❝❡s ❜♦✉t ❡♥ ❜♦✉t ❛✉
♥✐✈❡❛✉ ❞❡ ❧❛ ❧❛t❡♥❝❡ ❡t ❞❡ ❧❛ q✉❛❧✐té ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥ ❬❑❲✵✸❪✳

❆tt❛q✉❡ ✇♦r♠❤♦❧❡

❯♥❡ ❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ❬❑❲✵✸❪ ✭✈♦✐r ❋✐❣✳ ✷✳✶✮ ✉t✐❧✐s❡ ✉♥❡ ❝♦♥♥❡①✐♦♥ ❤♦rs ❜❛♥❞❡✱ ❛♣♣❡❧é❡ ❛✉ss✐
t✉♥♥❡❧ ✇♦r♠❤♦❧❡ ❡♥tr❡ ❞❡✉① ♥÷✉❞s ♣❤②s✐q✉❡♠❡♥t é❧♦✐❣♥és✳ ❈❡ t✉♥♥❡❧ ♣❡✉t êtr❡ ✐♥st❛❧❧é ❣râ❝❡ à
✉♥❡ r❛❞✐♦ s♦♣❤✐st✐q✉é❡ q✉✐ ♣♦ssè❞❡ ✉♥❡ ♣♦rté❡ ❡t ✉♥❡ ♣✉✐ss❛♥❝❡ ❜✐❡♥ ♠❡✐❧❧❡✉r❡s q✉❡ ❝❡❧❧❡s ❞❡s
❛✉tr❡s ♥÷✉❞s ♦✉ ✈✐❛ ✉♥❡ ❝♦♥♥❡①✐♦♥ ✜❧❛✐r❡ r❡❧✐❛♥t ❧❡s ❞❡✉① ❜♦✉ts ❞✉ t✉♥♥❡❧✳ ❉❛♥s ❧❛ ♣r❛t✐q✉❡✱
❝❡tt❡ ❛tt❛q✉❡ ❞❡✈✐❡♥t ✐♥tér❡ss❛♥t❡ q✉❛♥❞ ❧❡s ♥÷✉❞s s♦♥t ♣❤②s✐q✉❡♠❡♥t é❧♦✐❣♥és ✭✉♥❡ ❞✐③❛✐♥❡ ❞❡
s❛✉ts✮✳ ❈❡tt❡ ❛tt❛q✉❡ ♣❡r♠❡t ❞❡ ❝ré❡r ❜❡❛✉❝♦✉♣ ❞❡ ❢❛✉① ❧✐❡♥s ❡t ❞❡ ❢❛✉ss❡s r♦✉t❡s ❡♥ ❢❛✐s❛♥t ❝r♦✐r❡
à ❞❡s ♥÷✉❞s q✉✬✐❧s s♦♥t ♣❡✉ é❧♦✐❣♥és ❛✜♥ ❞❡ ❞ér♦✉t❡r ✉♥❡ ♣❛rt✐❡ ❞✉ tr❛✜❝ ✈✐❛ ❝❡ ❝❛♥❛❧ ♠❛❧✐❝✐❡✉①✳ ▲❡
❜✉t ❞❡ ❧✬❛tt❛q✉❛♥t ❡st ❞♦♥❝ ✐❝✐ ❞❡ ❝ré❡r ✉♥❡ ❢❛✉ss❡ t♦♣♦❧♦❣✐❡ ❧♦❣✐q✉❡ ✈♦✐r❡ ❞❡ ❞ét♦✉r♥❡r ✉♥❡ ❣r❛♥❞❡
♣❛rt✐❡ ❞✉ tr❛✜❝ ♣❡r♠❡tt❛♥t ❡♥s✉✐t❡ ❞❡ ❧❛♥❝❡r ❞✬❛✉tr❡s t②♣❡s ❞✬❛tt❛q✉❡s ❝♦♠♠❡ ❞❡s ❛tt❛q✉❡s ♣❛r
s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ ♦✉ ❞❡s ❞é♥✐ ❞❡ s❡r✈✐❝❡s✳

❇❡❛✉❝♦✉♣ ❞❡ ♠é❝❛♥✐s♠❡s ♦♥t été ♣r♦♣♦sés ♣♦✉r s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❝❡tt❡ ❛tt❛q✉❡✳ ◆♦✉s ❡♥
♣rés❡♥t♦♥s ❞❡✉① ✐❝✐✳ ❉❛♥s ❬❍P❏✵✹❪✱ ❍✉ ❡t ❛❧✳ ♣r♦♣♦s❡♥t ✉♥ s❝❤é♠❛ ❞❡ ✏♣❛q✉❡ts à ❧❛✐ss❡✑ ✭✐✳❡✳ ♣❛❝❦❡t
❧❡❛s❤❡s✮ ♣♦✉r ❞ét❡❝t❡r ❞❡s ❛tt❛q✉❡s ✇♦r♠❤♦❧❡✳ ▲✬✐❞é❡ ♣r✐♥❝✐♣❛❧❡ ✐❝✐ ❡st ❞❡ r❛❥♦✉t❡r ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥
✭s♦✐t ❣é♦❣r❛♣❤✐q✉❡✱ s♦✐t t❡♠♣♦r❡❧❧❡✮ ❛✉① ♣❛q✉❡ts é❝❤❛♥❣és ❡♥tr❡ ❧❡s ♥÷✉❞s ❛✜♥ ❞❡ ❧✐♠✐t❡r ❧❛
❞✐st❛♥❝❡ ♦✉ ❧❡ t❡♠♣s ♠❛①✐♠❛❧ ❞❡ ♣❛r❝♦✉rs ❞✬✉♥ ♣❛q✉❡t✳ ▲❡s ♣❛q✉❡ts ✏❧❛✐ss❡s✑ ❣é♦❣r❛♣❤✐q✉❡s s❡
❜❛s❡♥t s✉r ❧✬❛❥♦✉t ❞❡ ❧❛ ❧♦❝❛❧✐s❛t✐♦♥ ❞❡s ♥÷✉❞s ❞❛♥s ❧❡ ♣❛q✉❡t✱ ❝❡ q✉✐ ♣❡r♠❡ttr❛ ❛✉ ♥÷✉❞ r❡❝❡✈❡✉r
❞✬❡st✐♠❡r ✉♥❡ ❜♦r♥❡ ❧✐♠✐t❡ s✉r ❧❛ ❞✐st❛♥❝❡ q✉✐ ❧❡ sé♣❛r❡ ❞✉ ♥÷✉❞ ❡①♣é❞✐t❡✉r✳ ▲❡ ❞❡✉①✐è♠❡ t②♣❡ ❞❡
♣❛q✉❡t ✏❧❛✐ss❡✑ ❡st t❡♠♣♦r❡❧✱ ❡t ✐❧ s❡ ❜❛s❡ s✉r ❧❡ r❛❥♦✉t ❞✬✉♥ t❡♠♣s ❞❛♥s ❧❡ ♣❛q✉❡t ❛✜♥ ❞❡ ❧✐♠✐t❡r
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✷✳✷✳ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

A

C

X
Y

B

Wormhole link

❋✐❣✉r❡ ✷✳✶ ✕ ❊①❡♠♣❧❡ ❞✬✉♥❡ ❛tt❛q✉❡ tr♦✉ ❞❡ ✈❡r✳ ❳ ❡t ❨ s♦♥t ❧❡s ❞❡✉① ♥÷✉❞s ❡①tré♠✐tés ❞✉
t✉♥♥❡❧ ❞❡ ❧✬❛tt❛q✉❡ tr♦✉ ❞❡ ✈❡r✳

❧❛ ❞✉ré❡ ❞❡ ✈✐❡ ❞✉ ♣❛q✉❡t✳ ❈❡ t②♣❡ ❞❡ ♣❛q✉❡ts ✏❧❛✐ss❡s✑ ♣❡r♠❡t ❞♦♥❝ ❞✬❡♠♣ê❝❤❡r ❧✬✐♥st❛❧❧❛t✐♦♥
❞✬✉♥ t✉♥♥❡❧ ✇♦r♠❤♦❧❡ ❞❛♥s ❧❡ rés❡❛✉✳ ❈❡♣❡♥❞❛♥t✱ ❝❡tt❡ ♣r♦♣♦s✐t✐♦♥ ♥é❝❡ss✐t❡ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡
❝♦♦r❞♦♥♥é❡s sûr❡s ✈✐❛ ❧❡ ●P❙ ♣❛r ❡①❡♠♣❧❡ ♦✉ ❞✬✉♥❡ s②♥❝❤r♦♥✐s❛t✐♦♥ ♣ré❝✐s❡ ❞❡s ❤♦r❧♦❣❡s ❡♥tr❡
❧❡s ♥÷✉❞s✳ ❈❡s ❞❡✉① ♠é❝❛♥✐s♠❡s ❣é♥èr❡♥t ❞♦♥❝ ✉♥ s✉r❝♦ût ✐♠♣♦rt❛♥t ♣♦✉r ❧❡ rés❡❛✉✳

❉❛♥s ❬❙P❘+✵✾❪✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ♣♦✉r ❞ét❡❝t❡r ❧❡s ❛tt❛q✉❡s ✇♦r♠❤♦❧❡ ❞✬❡st✐♠❡r ❧❛ ❞✐s✲
t❛♥❝❡ ❡♥tr❡ ✉♥ ♥÷✉❞ ❡t ❝❤❛❝✉♥ ❞❡ s❡s ✈♦✐s✐♥s✳ ❈❡tt❡ ❡st✐♠❛t✐♦♥ s❡ ❢❛✐t ♣❛r é❝❤❛♥❣❡ ❞❡ ♠❡ss❛❣❡s
s✐♠✉❧t❛♥és s✉r ✉♥❡ r❛❞✐♦ à ✉❧tr❛s♦♥s✳ ❊♥s✉✐t❡✱ ❧❡s ♥÷✉❞s é❝❤❛♥❣❡♥t ❡♥tr❡ ✈♦✐s✐♥s ❧❡s ❞✐st❛♥❝❡s
q✉✬✐❧s ♦♥t ❝❛❧❝✉❧é❡s ❡t ✈✐❛ ❞❡s ❝❛❧❝✉❧s tr✐❣♦♥♦♠étr✐q✉❡s✱ ✐❧s ❞ét❡❝t❡♥t ❧❛ ♣rés❡♥❝❡ ❞❡ ✇♦r♠❤♦❧❡s
❧♦rsq✉❡ ❞❡s ✐♥❝♦♥s✐st❛♥❝❡s ❞❡ ❞✐st❛♥❝❡s s♦♥t ♦❜s❡r✈é❡s✳ ▲✬✐♥❝♦♥✈é♥✐❡♥t ❞❡ ❝❡tt❡ ❛♣♣r♦❝❤❡ ❡st q✉❡
❝❤❛q✉❡ ♥÷✉❞ ❞♦✐t êtr❡ éq✉✐♣é ❞✬✉♥❡ s❡❝♦♥❞❡ r❛❞✐♦ à ✉❧tr❛s♦♥s✱ ♣❡r♠❡tt❛♥t ❧✬❡st✐♠❛t✐♦♥ ❞❡s ❞✐s✲
t❛♥❝❡s ❡♥tr❡ ❧❡s ♥÷✉❞s ✈♦✐s✐♥s✳

❆tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ❞❡ ♥÷✉❞s

▲✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ❞❡ ♥÷✉❞s✱ ❝♦♠♠❡ s♦♥ ♥♦♠ ❧✬✐♥❞✐q✉❡✱ ❝♦♥s✐st❡ à ✐♥sér❡r ❞❡s ❝♦♣✐❡s
✐❞❡♥t✐q✉❡s ❞❡ ♥÷✉❞s ❞é❥à ❝❛♣t✉rés ❞❛♥s ❧❡ rés❡❛✉ ❛✜♥ ❞❡ ❝ré❡r ✉♥❡ ✐♥❝♦♥s✐st❛♥❝❡✳ ▼ê♠❡ s✐ ✉♥ s❡✉❧
♥÷✉❞ ❡st ❝❛♣t✉ré✱ ✉♥ ❛tt❛q✉❛♥t ♣❡✉t ❡♥ ❝♦♥str✉✐r❡ ♣❧✉s✐❡✉rs ❝♦♣✐❡s ❡t ❧❡s ✐♥sér❡r✳ ▲✬❛tt❛q✉❡ ♣❛r
ré♣❧✐❝❛t✐♦♥ ❡st ✉♥❡ ✈❛r✐❛♥t❡ ❞❡ ❧✬❛tt❛q✉❡ ❙②❜✐❧❧❡ ❬◆❙❙P✵✹❪✳ ❉❛♥s ✉♥❡ ❛tt❛q✉❡ ❙②❜✐❧❧❡✱ ✉♥ ♥÷✉❞
♣❛rt✐❝✉❧✐❡r ♣♦ssè❞❡ ❡t ✉t✐❧✐s❡ ♣❧✉s✐❡✉rs ✐❞❡♥t✐tés t❛♥❞✐s q✉❡ ❞❛♥s ✉♥❡ ❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥✱ ✉♥❡
♠ê♠❡ ✐❞❡♥t✐té ❡st ✉t✐❧✐sé❡ ♣❛r ♣❧✉s✐❡✉rs ♥÷✉❞s✳ ❈❡tt❡ ❛tt❛q✉❡ ❧♦rsq✉✬❡❧❧❡ ♥✬❡st ♣❛s ❞ét❡❝té❡✱ ♣❡r✲
♠❡t ❡♥s✉✐t❡ ❞✬❡♥ ❧❛♥❝❡r ❞✬❛✉tr❡s ❞❛♥s ❧❡ rés❡❛✉ ❝♦♠♠❡ ❧✬✐♥❥❡❝t✐♦♥ ❞❡ ❢❛✉ss❡s ❞♦♥♥é❡s ❞✐str✐❜✉é❡s✱
❡t❝✳

▲❡s ♠é❝❛♥✐s♠❡s ♣❡r♠❡tt❛♥t ❞❡ ❞ét❡❝t❡r ❝❡tt❡ ❛tt❛q✉❡ s♦♥t ❞❡ ❞❡✉① t②♣❡s ✿ s♦✐t ❝❡♥tr❛❧✐sés
❬◆❙❙P✵✹❪✱ s♦✐t ❞é❝❡♥tr❛❧✐sés✳ ▲❛ ♣r♦♣♦s✐t✐♦♥ ❞é❝❡♥tr❛❧✐sé❡ ❢♦♥❞❛tr✐❝❡ ❡st ❝❡❧❧❡ ❞❡ P❛r♥♦ ❡t ❛❧✳
❬PP●✵✺❪✳ ▲❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❡✉① ❛❧❣♦r✐t❤♠❡s ♣❡r♠❡tt❛♥t ❞❡ ❞ét❡❝t❡r ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐✲
❝❛t✐♦♥ ❞❡ ♥÷✉❞s ✿ ❘❛♥❞♦♠✐③❡❞ ▼✉❧t✐❝❛st ✭❘▼✮ ❡t ▲✐♥❡ ❙❡❧❡❝t❡❞ ▼✉❧t✐❝❛st ✭▲❙▼✮✳ ❚♦✉s ❞❡✉①
❢♦♥❝t✐♦♥♥❡♥t s✉r ❧❡ ♠ê♠❡ ♣r✐♥❝✐♣❡ ✿ ❧❛ ♣♦s✐t✐♦♥ ❞❡ ❝❤❛q✉❡ ♥÷✉❞ ❡st ❞✐✛✉sé❡ ✈❡rs ✉♥ ❡♥s❡♠❜❧❡ ❞❡
♥÷✉❞s té♠♦✐♥s q✉✐ ❧❡s ❡♥r❡❣✐str❡♥t✱ ❡t q✉❛♥❞ ✉♥ ♥÷✉❞ ❞ét❡❝t❡ ✉♥❡ ❝♦❧❧✐s✐♦♥ ❞❛♥s ❝❡s ✐♥❢♦r♠❛t✐♦♥s
❞❡ ❧♦❝❛❧✐s❛t✐♦♥✱ ✐❧ ❛♥♥♦♥❝❡ ❧❛ ❞ét❡❝t✐♦♥ ❞✬✉♥❡ ❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥✳ ❚♦✉s ❞❡✉① r❡♣♦s❡♥t é❣❛❧❡✲
♠❡♥t s✉r ❧❡s ♠ê♠❡s ❤②♣♦t❤ès❡s ✿ ❞✬✉♥❡ ♣❛rt✱ ❝❤❛q✉❡ ♥÷✉❞ ❞♦✐t ❝♦♥♥❛îtr❡ s❛ ♣♦s✐t✐♦♥ ❣é♦❣r❛♣❤✐q✉❡
♦✉ ✉♥❡ ✐♥❢♦r♠❛t✐♦♥ ❞❡ ❧♦❝❛❧✐s❛t✐♦♥✱ ❡t ❞✬❛✉tr❡ ♣❛rt ❝❤❛q✉❡ ♥÷✉❞ ❡st ❝❛♣❛❜❧❡ ❞❡ ❢❛✐r❡ ❞❡s ♦♣ér❛✲
t✐♦♥s ❞❡ ❝r②♣t♦❣r❛♣❤✐❡ à ❝❧é ♣✉❜❧✐q✉❡ ♣❡r♠❡tt❛♥t ❞❡ ❣❛r❛♥t✐r ❧❡ ❝❤✐✛r❡♠❡♥t ❡t ❧❛ s✐❣♥❛t✉r❡ ✭t♦✉s
❧❡s ♠❡ss❛❣❡s é❝❤❛♥❣és ❡♥tr❡ ❧❡s ♥÷✉❞s ❞❛♥s ❝❡s ♣r♦t♦❝♦❧❡s s♦♥t ❝❤✐✛rés✱ ❛✉t❤❡♥t✐✜és ❡t s✐❣♥és✮✳
❉❛♥s ❧✬❛❧❣♦r✐t❤♠❡ ❘▼✱ ❝❤❛q✉❡ ♥÷✉❞ α ❡♥✈♦✐❡ s❛ ♣♦s✐t✐♦♥ ❞❡ ❧♦❝❛❧✐s❛t✐♦♥ à s❡s d ✈♦✐s✐♥s ❞✐r❡❝ts✳
❊♥s✉✐t❡✱ ❡♥ ✉t✐❧✐s❛♥t ✉♥ ♠é❝❛♥✐s♠❡ ❞❡ r♦✉t❛❣❡✱ ❝❤❛q✉❡ ✈♦✐s✐♥ ❞✐✛✉s❡ ❛✈❡❝ ✉♥❡ ♣r♦❜❛❜✐❧✐té p ❝❡tt❡
✐♥❢♦r♠❛t✐♦♥ r❡❧❛t✐✈❡ ❛✉ ♥÷✉❞ α à g ♥÷✉❞s ❝❤♦✐s✐s ❛❧é❛t♦✐r❡♠❡♥t✱ g ❡t p ét❛♥t ❞❡s ♣❛r❛♠ètr❡s
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❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❞✉ ♣r♦t♦❝♦❧❡✳ ❚♦✉s ❧❡s ♥÷✉❞s té♠♦✐♥s ❝❤♦✐s✐s ♣❛r t♦✉s ❧❡s ✈♦✐s✐♥s ❞✐r❡❝ts ❞✉ ♥÷✉❞ α ❝♦♥st✐t✉❡♥t
❧✬❡♥s❡♠❜❧❡ ❞❡s té♠♦✐♥s ❞✉ ♥÷✉❞ α✳ ❙✐ ♦♥ ✜①❡ p · d · g ≃ √n ✭♦ù n ❡st ❧❛ t❛✐❧❧❡ ❞❡ rés❡❛✉ ❡t d ❧❡
❞❡❣ré ♠♦②❡♥✮✱ ❝❤❛q✉❡ ♥÷✉❞ ❛✉r❛ ❞❡ ❧✬♦r❞r❡ ❞❡ O(√n) ♥÷✉❞s té♠♦✐♥s✳ ❆✐♥s✐✱ ♣❛r ❧❡ ♣❛r❛❞♦①❡
❞❡s ❛♥♥✐✈❡rs❛✐r❡s✱ ❞❡✉① ♥÷✉❞s ré♣❧✐q✉és ❛✉r♦♥t ✉♥ té♠♦✐♥ ❝♦♠♠✉♥ ❛✈❡❝ ✉♥❡ ♣r♦❜❛❜✐❧✐té é❧❡✈é❡
✭♣❛r ❡①❡♠♣❧❡✱ ❧❡s ✈❛❧❡✉rs d = 20✱ g = 100 ❡t p = 0.05 ❞♦♥♥❡♥t ✉♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ ❞ét❡❝t✐♦♥ ❞❡
❧✬❛tt❛q✉❡ s✉♣ér✐❡✉r❡ à ✾✺✪✮✳ ▲♦rsq✉✬✉♥ ♥÷✉❞ té♠♦✐♥ ❞ét❡❝t❡ ✉♥❡ ❝♦❧❧✐s✐♦♥✱ ✐❧ ❞✐✛✉s❡ ✉♥ ♠❡ss❛❣❡
❞✬❛❧❡rt❡ à t♦✉t ❧❡ rés❡❛✉✳ ▲✬✐♥❝♦♥✈é♥✐❡♥t ♠❛❥❡✉r ❞❡ ❝❡tt❡ ♠ét❤♦❞❡ ❡st s♦♥ ❝♦ût ❡♥ ❝♦♠♠✉♥✐❝❛t✐♦♥
é❧❡✈é ✿ ❡♥ ❝♦♥s✐❞ér❛♥t q✉✬❡♥✈♦②❡r ✉♥ ♠❡ss❛❣❡ ✈❡rs ✉♥ ♥÷✉❞ té♠♦✐♥ ♥é❝❡ss✐t❡ O(√n) ♠❡ss❛❣❡s ❡t
q✉❡ ❝❤❛q✉❡ ♥÷✉❞ ❝♦♥t❛❝t❡ O(√n) té♠♦✐♥s✱ ❧❡ ❝♦ût ❣❧♦❜❛❧ ❞❡ ❝❡t ❛❧❣♦r✐t❤♠❡ ❞❛♥s t♦✉t ❧❡ rés❡❛✉
r❡st❡ ❞❡ ❧✬♦r❞r❡ ❞❡ O(n2)✳

❆✜♥ ❞❡ ♣❛❧❧✐❡r à ❝❡ ♣r♦❜❧è♠❡✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❛♥s ❧❡ ♠ê♠❡ ❛rt✐❝❧❡ ✉♥ ❞❡✉①✐è♠❡ ❛❧✲
❣♦r✐t❤♠❡ ✿ ▲❙▼✳ ■❝✐✱ ❧✬❡♥s❡♠❜❧❡ ❞❡s té♠♦✐♥s ❞✬✉♥ ♥÷✉❞ α ❡st ❝♦♥st✐t✉é ♣❛r g té♠♦✐♥s ❝❤♦✐s✐s
❛❧é❛t♦✐r❡♠❡♥t ♠❛✐s ❛✉ss✐ ♣❛r ❧❡s ♥÷✉❞s ✐♥t❡r♠é❞✐❛✐r❡s q✉✐ r♦✉t❡♥t ❧❡s ♣❛q✉❡ts ❞❡ ❧♦❝❛❧✐s❛t✐♦♥
❞❡s ✈♦✐s✐♥s ❞❡ α ✈❡rs ❧❡s ♥÷✉❞s té♠♦✐♥s✳ ❈❤❛q✉❡ ♥÷✉❞ ✐♥t❡r♠é❞✐❛✐r❡ ❡♥r❡❣✐str❡ ❧✬✐♥❢♦r♠❛t✐♦♥ ❞❡
❧♦❝❛❧✐s❛t✐♦♥✱ ❝♦♥str✉✐s❛♥t ❛✐♥s✐ ✉♥❡ ❧✐❣♥❡ té♠♦✐♥ ❡♥tr❡ ✉♥ ✈♦✐s✐♥ ❞✉ ♥÷✉❞ α ❡t ✉♥ ♥÷✉❞ té♠♦✐♥✳
❆✐♥s✐✱ ✉♥ ♥÷✉❞ s✐t✉é à ❧✬✐♥t❡rs❡❝t✐♦♥ ❞❡ ❞❡✉① ❧✐❣♥❡s ♣r♦✈❡♥❛♥t ❞❡ ❞❡✉① ❡♥❞r♦✐ts ❞✐✛ér❡♥ts ❞✉
rés❡❛✉ ♣❡✉t ❞ét❡❝t❡r ✉♥❡ ré♣❧✐❝❛t✐♦♥✱ ❧❛ ❞ét❡❝t✐♦♥ ❞❛♥s ▲❙▼ ✉t✐❧✐s❛♥t ❧❡ ♠ê♠❡ ♣r✐♥❝✐♣❡ ❞❡ ♠❡s✲
s❛❣❡s ❞✬❛❧❡rt❡ q✉❡ ❞❛♥s ❘▼✳ ▲❡ ❝♦ût t♦t❛❧ ❞❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♣♦✉r ▲❙▼ ❡st ❞♦♥❝ ❞❡ ❧✬♦r❞r❡ ❞❡
O(n√n) ❡t ❧❡ ❝♦ût ❡♥ ♠é♠♦✐r❡ ♣♦✉r ❝❤❛q✉❡ ♥÷✉❞ ❡st é❣❛❧ à O(√n) ✐♥❢♦r♠❛t✐♦♥s ❞❡ ❧♦❝❛❧✐s❛t✐♦♥
à ❡♥r❡❣✐str❡r✳

✷✳✷✳✷ Pr♦♣♦s✐t✐♦♥ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡

❆✈❡❝ ❲✳ ❩♥❛✐❞✐ ❡t ❏✳✲P✳ ❇❛❜❛✉✱ ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé à P■▼❘❈ ✷✵✵✽ ❬❩▼❇✵✽❜❪ ✉♥ ❛❧❣♦r✐t❤♠❡
❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡✳ ❈❡t ❛rt✐❝❧❡ ❡st é❣❛❧❡♠❡♥t ♣rés❡♥té ❞❛♥s ❧✬❆♥♥❡①❡ ❇✳ ❈❡
♠é❝❛♥✐s♠❡ s❡ ❜❛s❡ ✉♥✐q✉❡♠❡♥t s✉r ❧✬✐♥❢♦r♠❛t✐♦♥ ❧♦❝❛❧❡ ❞✐s♣♦♥✐❜❧❡ s✉r ❝❤❛q✉❡ ♥÷✉❞ ✭❧❛ ❧✐st❡ ❞❡s
✈♦✐s✐♥❛❣❡s à ✶ ❡t ✷✲s❛✉t✮✱ ✐❧ ♥❡ ♥é❝❡ss✐t❡ ❛✉❝✉♥ ♠❛tér✐❡❧ s♣é❝✐✜q✉❡ ❡t ✐❧ ❡st ❡①é❝✉té ❧♦❝❛❧❡♠❡♥t
♣❛r ❝❤❛❝✉♥ ❞❡s ♥÷✉❞s ♣♦✉r ❞ét❡❝t❡r ♦✉ ♥♦♥ ❧❛ ♣rés❡♥❝❡ ❞✬✉♥❡ ❛tt❛q✉❡ ✇♦r♠❤♦❧❡✳ ▲❡ ♠é❝❛♥✐s♠❡
♣r♦♣♦sé ❡①♣❧♦✐t❡ ❧❛ t♦♣♦❧♦❣✐❡ ❢❛✉ssé❡ ✐♥❞✉✐t❡ ♣❛r ❧❛ ♣rés❡♥❝❡ ❞✬✉♥ ✇♦r♠❤♦❧❡✳

❈♦❡✣❝✐❡♥t ❞❡ ❝❧✉st❡r✐♥❣ ❞❡s ❛rêt❡s

❈❡ ♠é❝❛♥✐s♠❡ s❡ ❢♦♥❞❡ s✉r ❧❡ ❝♦❡✣❝✐❡♥t ❞❡ ❝❧✉st❡r✐♥❣ ❞❡s ❛rêt❡s✱ ❛♣♣❡❧é ❡♥ ❛♥❣❧❛✐s ❡❞❣❡✲
❝❧✉st❡r✐♥❣ ❝♦❡✣❝✐❡♥t ♦✉ ❊❈❈✱ t❡❧ q✉❡ ❞é✜♥✐ ❞❛♥s ❬❘❈❈+✵✹❪✳ ❈❡ ❝♦❡✣❝✐❡♥t r❡♣rés❡♥t❡ ❧❛ ♣r♦♣♦r✲
t✐♦♥ ❞❡ ❧✐❡♥s ❡①✐st❛♥ts ✈r❛✐♠❡♥t ❞❛♥s ❧❡ rés❡❛✉ ♣❛r♠✐ ❝❡✉① ♣♦✉✈❛♥t ❡①✐st❡r ✭❝❡s ❧✐❡♥s ♣❡✉✈❡♥t êtr❡
♠✉❧t✐✲s❛✉t✮✳ ❈✬❡st ✉♥❡ ♠❡s✉r❡ ❞❡ ❧❛ ❞❡♥s✐té ❞❡ ❝♦♥♥❡❝t✐✈✐té ❞✉ rés❡❛✉✳ ❈❡ ❝♦❡✣❝✐❡♥t s❡ ❝❛❧❝✉❧❡
❝♦♠♠❡ ❧❡ r❛♣♣♦rt ❡♥tr❡ ❧❡ ♥♦♠❜r❡ ❞❡ str✉❝t✉r❡s ❣é♦♠étr✐q✉❡s ✭tr✐❛♥❣❧❡s✱ ❝❛rrés✱ ❡t❝✳✮ ❡①✐st❛♥ts
s✉r ✉♥❡ ❛rêt❡ ❡t ❧❡ ♥♦♠❜r❡ ❞❡ str✉❝t✉r❡s ❣é♦♠étr✐q✉❡s ♣♦✉✈❛♥t ❡①✐st❡r s✉r ❝❡tt❡ ♠ê♠❡ ❛rêt❡✳ P❧✉s
❢♦r♠❡❧❧❡♠❡♥t✱ s✐ ♦♥ r❡♣rés❡♥t❡ ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs st❛t✐q✉❡ ❝♦♠♠❡ ✉♥ ❣r❛♣❤❡ G = (V,E)✱ ♦ù
V = {v1, · · · , vn} ❡st ❧✬❡♥s❡♠❜❧❡ ❞❡s s♦♠♠❡ts ❡t E = {eij} ❧✬❡♥s❡♠❜❧❡ ❞❡s ❛rêt❡s ♦ù eij ❝♦♥♥❡❝t❡
❧❡s s♦♠♠❡ts vi ❡t vj ✭❡♥ s✉♣♣♦s❛♥t ❧❡s ❧✐❡♥s ❜✐❞✐r❡❝t✐♦♥♥❡❧s✱ ✐✳❡✳ eij = eji✮✳ ❖♥ ❞é✜♥✐t ❧❡ ✈♦✐s✐♥❛❣❡
Vk(a) à k✲s❛✉ts ❞✬✉♥ s♦♠♠❡t a ❝♦♠♠❡ ét❛♥t ❧✬❡♥s❡♠❜❧❡ ❞❡ s❡s ✈♦✐s✐♥s à k s❛✉ts✱ ❧❡ ❞❡❣ré ❛ss♦❝✐é
ét❛♥t dk(a) = |Vk(a)|✱ ❧❡ ♥♦♠❜r❡ ❞❡ ♥÷✉❞s ❞❡ Vk(a)✳ ▲❡ ❝♦❡✣❝✐❡♥t ❞❡ ❝❧✉st❡r✐♥❣ ❞❡s ❛rêt❡s à ✉♥

s❛✉t C(3)
i,j ❡♥tr❡ ❧❡s s♦♠♠❡ts i ❡t j ❡st ❛❧♦rs ❞é✜♥✐ ❝♦♠♠❡ ❧❡ ♥♦♠❜r❡ ❞❡ tr✐❛♥❣❧❡s q✉✐ ✐♥❝❧✉t ❧✬❛rêt❡

i✲j ❞✐✈✐sé ♣❛r ❧❡ ♥♦♠❜r❡ ❞❡ tr✐❛♥❣❧❡s q✉✐ ♣♦✉rr❛✐t ✐♥❝❧✉r❡ ❝❡tt❡ ❛rêt❡ ✿ C(3)
i,j =

CS
(3)
i,j

min(d1(i)−1,d1(j)−1)

♦ù CS
(3)
i,j ❡st ❧❡ ♥♦♠❜r❡ ❞❡ tr✐❛♥❣❧❡s ❝♦♥str✉✐ts s✉r ❧✬❛rêt❡ i✲j ❡t min(d1(i) − 1, d1(j) − 1) ❡st ❧❡

♥♦♠❜r❡ ♠❛①✐♠❛❧ ❞❡ tr✐❛♥❣❧❡s ♣♦t❡♥t✐❡❧s✳

✻✵



✷✳✷✳ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❈❡tt❡ ❛♣♣r♦❝❤❡ ❡st ❣é♥ér❛❧✐sé❡ à t♦✉t❡ str✉❝t✉r❡ ❣é♦♠étr✐q✉❡ ❝♦♥t❡♥❛♥t ♣❧✉s ❞❡ s♦♠♠❡ts✳ ❖♥

♣❛r❧❡ ❛❧♦rs ❞✉ ❝♦❡✣❝✐❡♥t ❞❡ ❝❧✉st❡r✐♥❣ ❞❡s ❛rêt❡s ❞✬♦r❞r❡ g ✿ C(g)
i,j =

CS
(g)
i,j

s
(g)
i,j

♦ù CS
(g)
ij ❡st ❧❡ ♥♦♠❜r❡

❞❡ str✉❝t✉r❡s ❝②❝❧✐q✉❡s ❞✬♦r❞r❡ g ✐♥❝❧✉❛♥t ❧✬❛rêt❡ i✲j✱ s(g)ij ❡st ❧❡ ♥♦♠❜r❡ ❞❡ t♦✉t❡s ❧❡s str✉❝t✉r❡s
❝②❝❧✐q✉❡s ♣♦t❡♥t✐❡❧❧❡s ❞✬♦r❞r❡ g ♣♦✉✈❛♥t êtr❡ ❝♦♥str✉✐t❡s ❡♥tr❡ i ❡t j✳

❉é✜♥✐t✐♦♥ ❞✬✉♥ ✇♦r♠❤♦❧❡ ❞❛♥s ❝❡ ❝♦♥t❡①t❡

❙✐ ♦♥ ❝❤❡r❝❤❡ à ❞é✜♥✐r ❝❡ q✉✬❡st ✉♥ ✇♦r♠❤♦❧❡ ♣❛r r❛♣♣♦rt à s♦♥ ✈♦✐s✐♥❛❣❡✱ ♦♥ s❡ r❡♥❞ ❝♦♠♣t❡
q✉✬✐❧ s✬❛❣✐t ❞✬✉♥ ❧✐❡♥ ✈✐rt✉❡❧ à ✶ s❛✉t ❡①✐st❛♥t ❡♥tr❡ ❞❡✉① ♥÷✉❞s X ❡t Y ✱ ❧❡s ❡①tré♠✐tés ❞✉
✇♦r♠❤♦❧❡✳ ◆♦r♠❛❧❡♠❡♥t✱ ❞❛♥s ✉♥ rés❡❛✉ s✉✣s❛♠♠❡♥t ❞❡♥s❡✱ ❞❡✉① ♥÷✉❞s ré❡❧❧❡♠❡♥t ✈♦✐s✐♥s à
✶ s❛✉t ✈♦♥t ❛✈♦✐r ❞❡s ✈♦✐s✐♥s ❝♦♠♠✉♥s ❝❡ q✉✐ ♥✬❡st ♣❛s ❧❡ ❝❛s ♣♦✉r ✉♥ ✇♦r♠❤♦❧❡✳ ❆✐♥s✐✱ X ❡t Y
s♦♥t ✉♥ ❧✐❡♥ ✇♦r♠❤♦❧❡ s✐ ((V1(X) \ Y ) ∩ (V1(Y ) \X) = ∅ ♦ù V1(X) \ Y ❡st ❧❡ ✈♦✐s✐♥❛❣❡ à ✶ s❛✉t
❞❡ X ❡①❝❧✉❛♥t Y ✳ ❊①♣r✐♠é ❡♥ ✉t✐❧✐s❛♥t ❧❡ ♥✉♠ér❛t❡✉r ❞✉ ❝♦❡✣❝✐❡♥t ❞❡ ❝❧✉st❡r✐♥❣ ❞❡s ❛rêt❡s✱ ❝❡❧❛
s✐❣♥✐✜❡ q✉❡ CS

(3)
X,Y = 0✱ ❝✬❡st✲à✲❞✐r❡ q✉✬✐❧ ♥✬② ❛ ♣❛s ❞❡ tr✐❛♥❣❧❡ ré❡❧❧❡♠❡♥t ♣❛rt❛❣é ❡♥tr❡ X ❡t Y ✳

❖♥ ♦❜t✐❡♥t ❞♦♥❝ ✉♥❡ ❝♦♥❞✐t✐♦♥ ♥é❝❡ss❛✐r❡ ♣♦✉r ✉♥ ❧✐❡♥ ✇♦r♠❤♦❧❡✳
▲❛ q✉❡st✐♦♥ ❞❡✈✐❡♥t ❛❧♦rs ❝♦♠♠❡♥t ✉♥ ♥÷✉❞ a ✈♦✐s✐♥ ❞✬✉♥❡ ❡①tré♠✐té ❞✉ ✇♦r♠❤♦❧❡ ✭❞✐s♦♥s

X✮ ♣❡✉t ❞ét❡❝t❡r ❝❡❧✉✐✲❝✐ ❄ a ♣❡✉t s✉♣♣♦s❡r q✉❡ s♦♥ ✈♦✐s✐♥ à ✶ s❛✉t X ❡st ✉♥ ♥÷✉❞ ✇♦r♠❤♦❧❡ s✐
✐❧ ♥❡ ♣❡✉t ♣❛s ❛tt❡✐♥❞r❡ Y ✱ ❞é❝❧❛ré ❝♦♠♠❡ ✈♦✐s✐♥ ❞❡ X ♣❛r ✉♥ ❛✉tr❡ ♠♦②❡♥ q✉❡ X✳ ❊♥ ❞✬❛✉tr❡
t❡r♠❡s✱ ❝❡❧❛ s✐❣♥✐✜❡ q✉❡ a s✉♣♣♦s❡ q✉❡ X ❡st ✉♥ ♥÷✉❞ ✇♦r♠❤♦❧❡ s✐ ❧❡ s❡✉❧ tr✐❛♥❣❧❡ q✉✐ ♣❡✉t êtr❡
❝♦♥str✉✐t ❡♥tr❡ a ❡t Y ♣❛ss❡ ♣❛r X ✭❡♥ ❝♦♥s✐❞ér❛♥t ✉♥❡ ❛rêt❡ ✈✐rt✉❡❧❧❡ ❡♥tr❡ a ❡t Y ✮ ❡t s✐ ❧❡s
s❡✉❧s ❝❛rrés q✉✬✐❧ ♣❡✉t ❝♦♥str✉✐r❡ s♦♥t (a,X, ·, Y ) ❡t (a, ·, X, Y )✳ ❈❡❧❛ s✐❣♥✐✜❡ q✉❡ ❧❡ ♥♦♠❜r❡ ❞❡

str✉❝t✉r❡s ❝②❝❧✐q✉❡s ❞✬♦r❞r❡ ✸ ❡t ✹ ❡♥tr❡ a ❡t Y ❡①❝❧✉❛♥t X ❡st ♥✉❧✳ ❙✐ ♦♥ ♥♦t❡ CS
(g)
i,j\X ❧❡ ♥♦♠❜r❡

❞❡ str✉❝t✉r❡s ❝②❝❧✐q✉❡s ❞✬♦r❞r❡ g ❡①❝❧✉❛♥t X✱ ❛❧♦rs CS
(3)
a,Y \X = 0 ❡t CS

(4)
a,Y \X = 0✳ ❊✈✐❞❡♠♠❡♥t✱

❧❛ ❝♦♥❞✐t✐♦♥ ✉t✐❧✐sé❡ ❝✐✲❞❡ss✉s ❡st s❡✉❧❡♠❡♥t ♥é❝❡ss❛✐r❡✱ ❡❧❧❡ ♣❡✉t ❞♦♥❝ ✐♥❞✉✐r❡ ❞❡s ❢❛✉① ♣♦s✐t✐❢s✱
✐✳❡✳ ❞❡s ♥÷✉❞s ✏✐s♦❧és✑ q✉✐ s♦♥t ❞é❝❧❛rés ❝♦♠♠❡ ét❛♥t ❞❡s ♥÷✉❞s ✇♦r♠❤♦❧❡ ❛❧♦rs q✉✬✐❧s ♥❡ ❧❡ s♦♥t
♣❛s ✭♦♥ ♣❡✉t ♥♦t❛♠♠❡♥t ❝✐t❡r ❧❡s ♥÷✉❞s ❞❡s ❜♦r❞s ❝♦♠♠❡ ❢❛✉① ♣♦s✐t✐❢s ♣♦t❡♥t✐❡❧s✮✳

❆❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞✬✉♥❡ ❛tt❛q✉❡ ✇♦r♠❤♦❧❡

◆♦✉s ❛✈♦♥s ❞♦♥❝ ❝♦♥str✉✐t ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ❡♥ tr♦✐s
♣❤❛s❡s ✿

✕ ❉é❝♦✉✈❡rt❡ ❞✉ ✈♦✐s✐♥❛❣❡ ✿ ❈❤❛q✉❡ ♥÷✉❞ i✱ à ❧✬❛✐❞❡ ❞❡ ♣❛q✉❡ts ❍❡❧❧♦✱ ❞ét❡r♠✐♥❡ V1(i)
❡t V2(i) ❡t r❡ç♦✐t V1(v) ❡t V2(v) ♣♦✉r ❝❤❛q✉❡ v ❞❛♥s V1(i)✳

✕ ❈❛❧❝✉❧ ❞❡ CS ✿ ♣♦✉r ❝❤❛q✉❡ j ❞❛♥s V1(i)✱ i ❝❛❧❝✉❧❡ CS
(3)
i,k\j ♣♦✉r ❝❤❛q✉❡ k ∈ V1(j)✳ ❙✐ ❝❡tt❡

✈❛❧❡✉r ❡st ♥✉❧❧❡✱ i ❝❛❧❝✉❧❡ ❡♥s✉✐t❡ ❧❛ ✈❛❧❡✉r CS
(4)
i,k\j ✳ i ❞é❝❧❛r❡ j ❝♦♠♠❡ ✉♥ ♥÷✉❞ s♦✉♣ç♦♥♥é

s✐ ❝❡tt❡ ❞❡r♥✐èr❡ ✈❛❧❡✉r ❡st ♥✉❧❧❡ ❛✉ss✐✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡ ♥÷✉❞ j ❡st ❛❥♦✉té à ✉♥❡ ❧✐st❡ r♦✉❣❡✳
✕ ♣❤❛s❡ ❞✬✐s♦❧❛t✐♦♥ ✿ ◗✉❛♥❞ ❧❡ ♥÷✉❞ i ✐♥sèr❡ ❧❡ ♥÷✉❞ j ❞❛♥s s❛ ❧✐st❡ r♦✉❣❡✱ ✐❧ ❞✐✛✉s❡ ✉♥
♠❡ss❛❣❡ ❞✬❛❧❡rt❡ ❝♦♥t❡♥❛♥t ❧✬✐❞❡♥t✐té ❞✉ ♥÷✉❞ j✳ ❈❤❛q✉❡ ♥÷✉❞ ❞❡ V1,2(j) r❡❝❡✈❛♥t ❝❡tt❡
❛❧❡rt❡✱ ❛❥♦✉t❡ j à s❛ ❧✐st❡ r♦✉❣❡ ❡t ✐♥❝ré♠❡♥t❡ ❧❡ ❝♦♠♣t❡✉r r❡❧❛t✐❢ ❛✉ ♥÷✉❞ j✳ ◗✉❛♥❞ ✉♥
♥÷✉❞ w r❡ç♦✐t s✉✣s❛♠♠❡♥t ❞❡ ♠❡ss❛❣❡s ❞✬❛❧❡rt❡s ✭♥♦t♦♥s ❝❡ ♥♦♠❜r❡ ♣❛r Nam✮ s✉♣ér✐❡✉r
à ✉♥ s❡✉✐❧ ❞♦♥♥é Tam ✭♣❛r ❡①❡♠♣❧❡ Tam = d1(w)/3✮✱ w ❡♥✈♦✐❡ ✉♥ ♠❡ss❛❣❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡
❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ à t♦✉s s❡s ✈♦✐s✐♥s ♣♦✉r ✐s♦❧❡r ❧❡ ♥÷✉❞ j ❡♥ q✉❡st✐♦♥ ❞✉ rés❡❛✉ ❡t ❛✐♥s✐
❧✐♠✐t❡r ❧❡s ❞♦♠♠❛❣❡s ♣r♦✈♦q✉és ♣❛r ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡✳ ■❝✐ ❝✬❡st ✉♥ ♠é❝❛♥✐s♠❡ ❞❡ ✈♦t❡
❝❧❛ss✐q✉❡ q✉✐ ❡st ✉t✐❧✐sé✳

❈♦♠♠❡ ♣rés❡♥té ❡♥ ❆♥♥❡①❡ ❇✱ ❧❡s rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s ré❛❧✐sé❡s à ❧✬❛✐❞❡ ❞✉ s✐♠✉❧❛t❡✉r
❲❙◆❡t ❬❍❈●✵✽❪ ❡♥ ✉t✐❧✐s❛♥t ✉♥ ♠♦❞è❧❡ ❞❡ ♣r♦♣❛❣❛t✐♦♥ à ❞✐sq✉❡ ✭❯❉●✮ ✐❞é❛❧ ❡t ❞❡s ❝♦✉❝❤❡s

✻✶



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

♣❤②s✐q✉❡ ❡t ▼❆❈ ❞❡ t②♣❡ ■❊❊❊ ✽✵✷✳✶✶✱ ♠♦♥tr❡♥t q✉❡✱ ♣♦✉r ❞❡s ❣r❛♣❤❡s ❛❧é❛t♦✐r❡s✱ ❧❡ t❛✉① ❞❡
❢❛✉① ♣♦s✐t✐❢s ♣❛ss❡ ❡♥ ❞❡ss♦✉s ❞❡ ✶✵✪ t❛♥❞✐s q✉❡ ❧❡ t❛✉① ❞❡ ❞ét❡❝t✐♦♥ ♣❛ss❡ ❛✉ ❞❡ss✉s ❞❡ ✾✵ ✪
❞ès q✉❡ ❧❡ ❞❡❣ré ♠♦②❡♥ ❡st s✉♣ér✐❡✉r à ✻ ❡♥ ❝♦♥s✐❞ér❛♥t q✉❡ Tam = d1(w)/2 ♣♦✉r t♦✉t ♥÷✉❞ w✳
❈❡tt❡ ✈❛❧❡✉r ❞❡ s❡✉✐❧ ❡st ❞✬❛✐❧❧❡✉rs ❧❡ ♠❡✐❧❧❡✉r ❝♦♠♣r♦♠✐s ❡♥tr❡ ✉♥ t❛✉① ❞❡ ❢❛✉① ♣♦s✐t✐❢s ❧✐♠✐té ❡t
✉♥❡ ❜♦♥♥❡ ♣r♦❜❛❜✐❧✐té ❞❡ ❞ét❡❝t✐♦♥✳

❊①t❡♥s✐♦♥s ❞❡ ❝❡s tr❛✈❛✉①

❉❛♥s s❛ t❤ès❡ ❬❩♥❛✶✵❪✱ ❲✳ ❩♥❛✐❞✐ ♣rés❡♥t❡ é❣❛❧❡♠❡♥t ❝❡ ♠ê♠❡ ❛❧❣♦r✐t❤♠❡ ✐♥té❣ré à ❧✬❛❧❣♦✲
r✐t❤♠❡ ❞❡ ❧♦❝❛❧✐s❛t✐♦♥ ❧♦❣✐q✉❡ ◗▲♦P ❬❍❱✵✽❪✳ ▲❡ ♣r✐♥❝✐♣❡ ❞❡ ❝❡t ❛❧❣♦r✐t❤♠❡ ❡st ❞❡ ❝❧❛ss❡r ❧✬❡♥✲
s❡♠❜❧❡ ❞❡s ✈♦✐s✐♥s ❞✬✉♥ ♥÷✉❞ ❡♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❡✉r ♣r♦①✐♠✐té ❣é♦❣r❛♣❤✐q✉❡ ré❡❧❧❡✳ ❈❡tt❡ ♣r♦①✐♠✐té
❡st ❝❛❧❝✉❧é❡ ❡♥ t❡♥❛♥t ❝♦♠♣t❡ ❞✉ ♥♦♠❜r❡ ❞❡ ✈♦✐s✐♥s ❝♦♠♠✉♥s à ❞❡✉① ♥÷✉❞s✳ ❆✐♥s✐✱ ❞❡✉① ♥÷✉❞s
❛②❛♥t ❜❡❛✉❝♦✉♣ ❞❡ ✈♦✐s✐♥s ❝♦♠♠✉♥s✱ s❡ ❝❧❛ss❡r♦♥t r❡s♣❡❝t✐✈❡♠❡♥t ❞❛♥s ❧❡✉r ✶✲✈♦✐s✐♥❛❣❡ ❧♦❣✐q✉❡
❡t ❛✐♥s✐ ❞❡ s✉✐t❡ ✭◗▲♦P ❞é✜♥✐t ✸ ❝❧❛ss❡s ✿ ❧❡ ✶✲✈♦✐s✐♥❛❣❡ ❧♦❣✐q✉❡✱ ❧❡ ✷✲✈♦✐s✐♥❛❣❡ ❧♦❣✐q✉❡ ❡t ❧❡ ✸✲
✈♦✐s✐♥❛❣❡ ❧♦❣✐q✉❡✮✳ ■❧ s✬❛❣✐r❛ ❞♦♥❝ ✐❝✐ ❞❡ r❡♠♣❧❛❝❡r ❧❛ ♣❤❛s❡ ❞❡ ❞é❝♦✉✈❡rt❡ ❞✉ ✈♦✐s✐♥❛❣❡ ❞❡ ♥♦tr❡
❛❧❣♦r✐t❤♠❡ ♣❛r ✉♥❡ ❡①é❝✉t✐♦♥ ❞✉ ♣r♦t♦❝♦❧❡ ◗▲♦P ❛✜♥ ❞❡ ❝❧❛ss❡r ❧❡s ✈♦✐s✐♥s ❞✬✉♥ ♥÷✉❞ ❡♥ ❢♦♥❝t✐♦♥
❞❡ ❧❡✉r ♣r♦①✐♠✐té ❣é♦❣r❛♣❤✐q✉❡ ré❡❧❧❡✳ ❉❛♥s ❝❡ ❝❛s✱ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ♥❡ ❝❛❧❝✉❧❡ ❧❡s ❝♦❡✣❝✐❡♥ts CS
q✉❡ ♣♦✉r ❧❡s ✈♦✐s✐♥s ❞❡s ❝❧❛ss❡s ✷ ❡t ✸ ✭✉♥ ✇♦r♠❤♦❧❡ ♥❡ ♣♦✉✈❛♥t ♣❛s ❛♣♣❛rt❡♥✐r à ❧❛ ❝❧❛ss❡ ✶✮✳ ❊♥
✉t✐❧✐s❛♥t ◗▲♦P ❡t ❧❡ s✐♠✉❧❛t❡✉r ❲❙◆❡t✱ ♥♦✉s ❛✈♦♥s ♣✉ ❝♦♥st❛t❡r q✉❡ ❧❡s rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s
♦❜t❡♥✉s ❞❛♥s ❧❡ ❝❛s ❞✬✉♥ ♠♦❞è❧❡ ❞❡ ♣r♦♣❛❣❛t✐♦♥ ré❡❧ ✭❡♥ ♣rés❡♥❝❡ ❞❡ ♣❛t❤❧♦ss ❡t ❞❡ s❤❛❞♦✇✐♥❣
❝♦♠♠❡ ✐♠♣❧é♠❡♥té ❞❛♥s ❲❙◆❡t✮ ♣♦✉r ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ét❛✐❡♥t très ❜♦♥s ✭♠♦✐♥s ❞❡ ✶✵✪ ❞❡ ❢❛✉①
♣♦s✐t✐❢s ❡t ♣❧✉s ❞❡ ✾✵✪ ❞❡ ❞ét❡❝t✐♦♥ ♣♦✉r ❞❡s ❞❡❣rés s✉♣ér✐❡✉rs à ✽ ❡t ✉♥ ❧✐❡♥ ✇♦r♠❤♦❧❡✱ ✈♦✐r ❋✐❣✳
✷✳✷❛✮ ♠ê♠❡ ❡♥ ♣rés❡♥❝❡ ❞❡ ♣❧✉s✐❡✉rs ✇♦r♠❤♦❧❡s✳ ❲✳ ❩♥❛✐❞✐ ❛ é❣❛❧❡♠❡♥t ✐♠♣❧é♠❡♥té ❞❛♥s ❲❙◆❡t
❧❛ s♦❧✉t✐♦♥ ♣r♦♣♦sé❡ ❞❛♥s ❬❙P❘+✵✾❪✱ ❝❡tt❡ s♦❧✉t✐♦♥ ❞❛♥s ✉♥ ♠♦❞è❧❡ ❞❡ ♣r♦♣❛❣❛t✐♦♥ ré❡❧ ❞♦♥♥❡ ❞❡s
t❛✉① ❞❡ ❢❛✉① ♣♦s✐t✐❢s très ❢❛✐❜❧❡s ♠❛✐s ✉♥ ♠♦✐♥s ❜♦♥ t❛✉① ❞❡ ❞ét❡❝t✐♦♥ q✉❡ ♥♦tr❡ ♣r♦♣r❡ s♦❧✉t✐♦♥
✭✈♦✐r é❣❛❧❡♠❡♥t ❋✐❣✳ ✷✳✷❜✮✳
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✭❜✮

❋✐❣✉r❡ ✷✳✷ ✕ Pr♦❜❛❜✐❧✐té ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ✇♦r♠❤♦❧❡ ❡♥ ❡♥✈✐r♦♥♥❡♠❡♥t ré❡❧ ♣♦✉r ✉♥
❣r❛♣❤❡ ❛❧é❛t♦✐r❡ ✭❛✈❡❝ t❛✉① ❞❡ ❢❛✉① ♣♦s✐t✐❢s ❡t t❛✉① ❞❡ ❢❛✉① ♣♦s✐t✐❢s ❡①❝❧✉❛♥t ❧❡s ♥÷✉❞s ❞✉
❜♦r❞s✮ ✿ ✷✳✷❛ ♣♦✉r ♥♦tr❡ ♣r♦t♦❝♦❧❡ ❛✈❡❝ ◗▲♦P ❀ ✷✳✷❜ ♣♦✉r ❧❡ ♣r♦t♦❝♦❧❡ ♣r♦♣♦sé ❞❛♥s ❬❙P❘+✵✾❪✳

❉❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣r♦❥❡t ❆❘❊❙❆✷✱ ❈❤ér✐❢❛ ❇♦✉❝❡tt❛ ❞✉r❛♥t s♦♥ st❛❣❡ ❞✬✐♥❣é♥✐❡✉r ♣✉✐s ❞❡
▼❆❙❚❊❘✱ ❝♦✲❡♥❝❛❞ré❡ ♣❛r ▼✳ ❆❧✐ ❑❛❛❢❛r ❡t ♠♦✐✲♠ê♠❡✱ ❛ r❡❣❛r❞é ❝♦♠♠❡♥t s❡ ❝♦♠♣♦rt❛✐❡♥t
❞✬✉♥❡ ♣❛rt ♥♦tr❡ s♦❧✉t✐♦♥ ❡t ❞✬❛✉tr❡ ♣❛rt ❧❛ s♦❧✉t✐♦♥ ♣r♦♣♦sé❡ ❞❛♥s ❬❙P❘+✵✾❪ ❧♦rsq✉✬♦♥ r❡❣❛r❞❛✐t
❞❡s ❛tt❛q✉❡s ♣❧✉s ❝♦♠♣❧❡①❡s✱ ❝✬❡st✲à✲❞✐r❡ ❞❡s ❛tt❛q✉❛♥ts q✉✐ à ❧❛ ❢♦✐s ❝ré❡♥t ❞❡s ✇♦r♠❤♦❧❡s ❡t ❞♦♥t
❧❡s ✈♦✐s✐♥s ✭♦✉ ❡✉①✲♠ê♠❡s✮ ♠❡♥t❡♥t s✉r ❧❡✉r ✈♦✐s✐♥❛❣❡ ❞❛♥s ✉♥ ♠ê♠❡ t❡♠♣s✳ ■❧ s✬❡st ❛✈éré q✉❡ ❧❡s
s✐♠✉❧❛t✐♦♥s ♦♥t ♠♦♥tré q✉❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ rés✐st❛✐t ♠✐❡✉① q✉❡ ❧❛ s♦❧✉t✐♦♥ ❞❡ ❬❙P❘+✵✾❪ ♠ê♠❡

✻✷



✷✳✷✳ ◗✉❡❧q✉❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

s✐ ❧❡s rés✉❧t❛ts ♥❡ s♦♥t ♣❛s t♦✉❥♦✉rs ❝♦♥❝❧✉❛♥ts✳ ◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❝♦♠♠❡♥❝é à ♣r♦♣♦s❡r
✉♥❡ ❛♠é❧✐♦r❛t✐♦♥ ❞❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❡♥ ♣rés❡♥❝❡ ❞❡ ❝❡ t②♣❡ ❞✬❛tt❛q✉❛♥ts ✈✐❛ ❧✬✐♥té❣r❛t✐♦♥ ❞✬✉♥
♠é❝❛♥✐s♠❡ ❞❡ ✈♦t❡ ♣♦✉r ❞ét❡❝t❡r ❧❡s ♠❡♥t❡✉rs✳ ❈❡s rés✉❧t❛ts s♦♥t ♣✉❜❧✐és ❞❛♥s ❬❇❑▼✶✵❪✳

✷✳✷✳✸ Pr♦♣♦s✐t✐♦♥ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥

❞❡ ♥÷✉❞s

❆✈❡❝ ❲✳ ❩♥❛✐❞✐ ❡t ❙✳ ❯❜é❞❛✱ ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé à P■▼❘❈ ✷✵✵✾ ❬❩▼❯✵✾❪ ✉♥ ♠é❝❛♥✐s♠❡ ❞❡
❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ❞❡ ♥÷✉❞s✳

❍②♣♦t❤ès❡s ❞❡ tr❛✈❛✐❧ ❡t ♣rés❡♥t❛t✐♦♥ ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡

❈❡ ♠é❝❛♥✐s♠❡ ❝♦♥s✐❞èr❡ q✉❡ ❧❡ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs ❡st ❤✐ér❛r❝❤✐sé✱ ❝✬❡st✲à✲❞✐r❡ q✉❡ ❞❡s ❝❧✉st❡rs✱
❝♦♥st✐t✉és ❞✬✉♥ ❝❤❡❢ ✭❝❧✉st❡r❤❡❛❞✮ ❡t ❞❡ s❡s ♠❡♠❜r❡s✱ ♦♥t été ❝♦♥str✉✐ts ❞❛♥s ❧❡ rés❡❛✉ à ❧✬❛✐❞❡
❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❧✉st❡r✐♥❣ ✭❞❛♥s ♥♦tr❡ ✐♠♣❧é♠❡♥t❛t✐♦♥ ✐❧ s✬❛❣✐t ❞❡ ❧✬❛❧❣♦r✐t❤♠❡ ▲◆❈❆ ❬❳❱✵✼❪
♠❛✐s ♥✬✐♠♣♦rt❡ q✉❡❧ ❛✉tr❡ ❛❧❣♦r✐t❤♠❡ ♣❡✉t êtr❡ ✉t✐❧✐sé✮✳ ❉❛♥s ❝❡ ❝❛s✱ ❧❡s ❝❧✉st❡r❤❡❛❞s s♦♥t r❡❧✐és
❡♥tr❡ ❡✉① ✈✐❛ ❞❡s ♥÷✉❞s ♣❛ss❡r❡❧❧❡s ❛✜♥ ❞❡ ❢♦r♠❡r ✉♥ ✏❜❛❝❦❜♦♥❡✑ ♣❡r♠❡tt❛♥t ✉♥❡ ❝♦♠♠✉♥✐❝❛t✐♦♥
s✐♠♣❧✐✜é❡ ✈❡rs ❧❛ ♦✉ ❧❡s st❛t✐♦♥s ❞❡ ❜❛s❡✳ ◆♦✉s s✉♣♣♦s♦♥s é❣❛❧❡♠❡♥t ❝♦♠♠❡ ❞❛♥s ❬PP●✵✺❪ q✉❡
❞❡s ♠é❝❛♥✐s♠❡s ❝r②♣t♦❣r❛♣❤✐q✉❡s ♣❡r♠❡tt❛♥t ❞❡ ❣❛r❛♥t✐r ❧❡ ❝❤✐✛r❡♠❡♥t ❡t ❧❛ s✐❣♥❛t✉r❡ ♣❡✉✈❡♥t
êtr❡ ✉t✐❧✐sés✳

◆♦tr❡ ♣r♦♣♦s✐t✐♦♥ ❡st ❝♦♠♣♦sé❡ ❞❡ tr♦✐s ét❛♣❡s ✿ ✉♥❡ ♣❤❛s❡ ❞❡ ♣ré❞✐str✐❜✉t✐♦♥ ♦ù ❝❤❛q✉❡
♥÷✉❞ r❡ç♦✐t ❧❡ ♠❛tér✐❡❧ ❝r②♣t♦❣r❛♣❤✐q✉❡ ♥é❝❡ss❛✐r❡✱ ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ h(·) ♣❛rt✐❝✉❧✐èr❡
❞é❞✐é❡ ❛✉ ❝❛❧❝✉❧ ❞❡s ✜❧tr❡s ❞❡ ❇❧♦♦♠ ❬❇❧♦✼✵❪ ❡t ✉♥❡ ✐❞❡♥t✐té ✉♥✐q✉❡ ❀ ✉♥❡ ♣❤❛s❡ ❞❡ ❝♦♥str✉❝t✐♦♥
❞❡ ❧✬❛r❝❤✐t❡❝t✉r❡ ❤✐ér❛r❝❤✐sé❡ ✈✐❛ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❧✉st❡r✐♥❣ ❀ ❡t ❡♥✜♥ ❧❛ ♣❤❛s❡ ❞❡
❞ét❡❝t✐♦♥ ❞❡s ♥÷✉❞s ré♣❧✐q✉és ♣r♦♣r❡♠❡♥t ❞✐t❡✳ ❈❡tt❡ ❞❡r♥✐èr❡ ét❛♣❡ ❢♦♥❝t✐♦♥♥❡ ❞❡ ❧❛ ♠❛♥✐èr❡
s✉✐✈❛♥t❡ ❡♥tr❡ ❞❡✉① ❝❧✉st❡r❤❡❛❞s ♣❛rt✐❝✉❧✐❡rs CHl ❡t CHi✱ ❧❡ ♣r♦❝❡ss✉s ét❛♥t ré♣été ♣♦✉r t♦✉s
❧❡s ❝♦✉♣❧❡s ❞❡ ❝❧✉st❡r❤❡❛❞s ✭✈♦✐r ❛✉ss✐ ❋✐❣✳ ✷✳✸✮ ✿

✭✶✮ ❧❡ ❝❧✉st❡r❤❡❛❞ CHl ❝♦♥str✉✐t ❧❛ ❧✐st❡ ❞❡s ✐❞❡♥t✐tés ❞❡ t♦✉s ❧❡s ♠❡♠❜r❡s idj ♣rés❡♥ts ❞❛♥s ❧❡
❝❧✉st❡r l✱ Sl = ∪idj∈CHl

idj ❡♥ ✐♥❝❧✉❛♥t s❛ ♣r♦♣r❡ ✐❞❡♥t✐té✳

✭✷✮ CHl ❝♦♥str✉✐t ❧❡ ✜❧tr❡ ❞❡ ❇❧♦♦♠ BFl r❡❧❛t✐❢ à ❧✬❡♥s❡♠❜❧❡ Sl✳

✭✸✮ ✐❧ ❡♥✈♦✐❡ ❛✉ ♥÷✉❞ CHi ❧❡ ♠❡ss❛❣❡ Ml ✿ Ml = (EkeCHl
(BFl)||SigksCHl

(BFl)) ♦ù keCHl
❡st ❧❛

❝❧é ❞❡ ❝❤✐✛r❡♠❡♥t ❞❡ CHl ❡t ksCHl
s❛ ❝❧é ❞❡ s✐❣♥❛t✉r❡✳

✭✹✮ CHi✱ q✉✐ r❡ç♦✐t ❧❡ ♠❡ss❛❣❡ Ml✱ ✈ér✐✜❡ SigksCHl
(BFl) ❡t ❞é❝❤✐✛r❡ ❡♥s✉✐t❡ EkeCHl

(BFl) ♣♦✉r
❡①tr❛✐r❡ ❧❡ ✜❧tr❡ BFl✳

✭✺✮ CHi ❞❡♠❛♥❞❡ à ✉♥ ✭♦✉ ♣❧✉s✐❡✉rs✮ ♥÷✉❞ ♣❛rt✐❝✉❧✐❡r idr ♣rés❡♥t ❞❛♥s Sl ✭❛✉tr❡ q✉❡ CHl✮
❞❡ ❝♦♥str✉✐r❡ ❞❡ ♥♦✉✈❡❛✉ ❧❡ ✜❧tr❡ ❞❡ ❇❧♦♦♠ ❞✉ ❝❧✉st❡r l✳ idr r❡♥✈♦✐❡ ❛✉ ♥÷✉❞ CHi ❧❛
✈❛❧❡✉r ❞✉ ♥♦✉✈❡❛✉ ✜❧tr❡ ❞❡ ❇❧♦♦♠ BF ′

l ✳ CHi ✈ér✐✜❡ s✐ BF ′
l = BFl✳ ❙✐ ♦✉✐✱ ❧❡ ✜❧tr❡ ❞❡

❇❧♦♦♠ ❡st ❛❝❝❡♣té ❡t ♦♥ ♣❛ss❡ à ❧✬ét❛♣❡ ✭✻✮✳ ❙✐♥♦♥✱ ✉♥ ♠❡ss❛❣❡ ❞✬❛❧❡rt❡ ❡st ❡♥✈♦②é ❛✉①
❛✉tr❡s ❝❧✉st❡r❤❡❛❞s q✉✐ ✈♦♥t ❝♦♠♠❡♥❝❡r ❧❡✉r ♣r♦♣r❡ ✈ér✐✜❝❛t✐♦♥ ♣♦✉r ❧❡ ❝❧✉st❡r l✳ ◆♦t♦♥s
q✉❡ ♣♦✉r tr♦✉✈❡r ✉♥ ❝❛♥❞✐❞❛t ✈❛❧✐❞❡ idr✱ s♦✐t CHi ❝♦♥♥❛ît ❞é❥à ✉♥ ♥÷✉❞ ✈❛❧✐❞❡ idr✱ s♦✐t ✐❧
❡✛❡❝t✉❡ ✉♥❡ r❡❝❤❡r❝❤❡ ❡①❤❛✉st✐✈❡ s✉r BFl ❡♥ t❡st❛♥t ❧✬❛♣♣❛rt❡♥❛♥❝❡ à BFl ❞✬✐❞❡♥t✐tés Ids
❣é♥éré❡s ❛❧é❛t♦✐r❡♠❡♥t✳ ✭❈❡tt❡ ét❛♣❡ ❡st ♥é❝❡ss❛✐r❡ ❛✜♥ ❞❡ ❞ét❡❝t❡r s✐ ✉♥ ♥÷✉❞ ❝❧✉st❡r❤❡❛❞
❡st ❞✉♣❧✐q✉é ♦✉ ♥♦♥✮✳

✭✻✮ ❆ ❧✬❛✐❞❡ ❞❡ s❛ ♣r♦♣r❡ ❧✐st❡ ❞❡ ♠❡♠❜r❡s Si = ∪id′j∈CHi
id′j ✱ ❧❡ ❝❧✉st❡r❤❡❛❞ CHi ✈ér✐✜❡ s✐ ❝❤❛q✉❡

✐❞❡♥t✐té id′j ❛♣♣❛rt✐❡♥t ♦✉ ♥♦♥ ❛✉ ✜❧tr❡ BFl✳ ❙✐ ♦✉✐✱ ❝❡❧❛ s✐❣♥✐✜❡ q✉✬✐❧ ❞ét❡❝t❡ ✉♥❡ ✐❞❡♥t✐té
❞✉♣❧✐q✉é❡✳ ❉❛♥s ❝❡ ❝❛s✱ ✐❧ ❡♥✈♦✐❡ ❧✬✐❞❡♥t✐té id′j ❝❤✐✛ré❡ à CHl ❛✜♥ ❞✬❡✛❡❝t✉❡r ✉♥❡ ✈ér✐✜❝❛t✐♦♥
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❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❞✐r❡❝t❡ ✭❝❡tt❡ ét❛♣❡ ♣❡r♠❡tt❛♥t ❞✬é✈✐t❡r ❧❡s ❢❛✉① ♣♦s✐t✐❢s ✐♥❞✉✐ts ♣❛r ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ ❝♦❧❧✐✲
s✐♦♥s ❡①✐st❛♥t❡ ❞❛♥s ✉♥ ✜❧tr❡ ❞❡ ❇❧♦♦♠✮✳ ❙✐ CHl ❝♦♥✜r♠❡ ❧❛ ❝♦❧❧✐s✐♦♥ ❞✬✐❞❡♥t✐té✱ ❧❛ ❞❡r♥✐èr❡
ét❛♣❡ ✭ét❛♣❡ ✭✼✮✮ ❡st ❛❝t✐✈é❡ ❡t ❧❛ ❞ét❡❝t✐♦♥ ❞✬✉♥❡ ❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ❡st s✐❣♥❛❧é❡✳ ❙✐
❧❛ ❝♦♥✜r♠❛t✐♦♥ é❝❤♦✉❡✱ CHl ❡♥r❡❣✐str❡ idr = id′j ✳

✭✼✮ ◗✉❛♥❞ ✉♥ ♥÷✉❞ ❞✉♣❧✐q✉é ❡st ❞ét❡❝té ❞❛♥s ❧❡ rés❡❛✉✱ CHl ❡t CHi ✭❝❛r ❧❡ ♠ê♠❡ ♠é❝❛♥✐s♠❡
✈❛ êtr❡ ré♣été ♣♦✉r ❧❛ ✈ér✐✜❝❛t✐♦♥ ❞✉ ✜❧tr❡ BFi✮ ❞é♠❛rr❡♥t ❡♥s❡♠❜❧❡ ✉♥ ♣r♦❝❡ss✉s ❞❡
ré✈♦❝❛t✐♦♥ ♣❡r♠❡tt❛♥t ❞✬✐s♦❧❡r ❧❡ ♥÷✉❞ ❞✉♣❧✐q✉é id′j ✳

❋✐❣✉r❡ ✷✳✸ ✕ ■❧❧✉str❛t✐♦♥ ❞❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡✳

❏❡ ♥❡ ❞ét❛✐❧❧❡r❛✐ ♣❛s ✐❝✐ ❧✬❛♥❛❧②s❡ ❞❡ sé❝✉r✐té q✉✐ ♣❡r♠❡t ❞✬❛✣r♠❡r q✉❡ ❝❡tt❡ ♠ét❤♦❞❡ ❢♦♥❝✲
t✐♦♥♥❡ ❝♦rr❡❝t❡♠❡♥t✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à ❬❩▼❯✵✾❪✳

➱✈❛❧✉❛t✐♦♥ t❤é♦r✐q✉❡ ❡t s✐♠✉❧❛t✐♦♥s

◆♦✉s ❛✈♦♥s ♣r♦♣♦sé ❞❡✉① é✈❛❧✉❛t✐♦♥s ❞❡ ♥♦tr❡ ♣r♦t♦❝♦❧❡ ✿ ✉♥❡ é✈❛❧✉❛t✐♦♥ t❤é♦r✐q✉❡ ❡t ✉♥❡
sér✐❡ ❞❡ s✐♠✉❧❛t✐♦♥s✳

▲❛ ❝♦♠♣❧❡①✐té ❣é♥ér❛❧❡ ❞❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❞é♣❡♥❞ ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞✉ ♥♦♠❜r❡ t ❞❡ ❝❧✉st❡✲
r❤❡❛❞s✳ ❈❤❛q✉❡ ❝❧✉st❡r❤❡❛❞ ❡♥✈♦✐❡ 2(t − 1) ♠❡ss❛❣❡s✳ ▲❡ ❝♦ût t♦t❛❧ ❡♥ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❡st ❞♦♥❝
❞❡ ❧✬♦r❞r❡ ❞❡ O(t2) ♠❡ss❛❣❡s ❞❡ t❛✐❧❧❡ m ❜✐ts ❡t ❧❛ ♠é♠♦✐r❡ r❡q✉✐s❡ ♣♦✉r ❝❤❛q✉❡ ❝❧✉st❡r❤❡❛❞ ❡st
O(t) ♠❡ss❛❣❡s ❞❡ t❛✐❧❧❡ m ❜✐ts✳ ❆✐♥s✐✱ ❡♥ t❡r♠❡s ❞❡ ♥♦♠❜r❡ ❞❡ ❜✐ts é❝❤❛♥❣és ❡t s❛♥s ❝♦♥s✐❞ér❡r ❧❡
✜❧tr❡ ❞❡ ❇❧♦♦♠✱ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❡st ♣❧✉s ❡✣❝❛❝❡ q✉❡ ▲❙▼ ❞ès q✉❡ ✿ n

√
n× |id| ≥ t2 × n

t |id| ♦ù
|id| ❡st ❧❛ t❛✐❧❧❡ ❜✐♥❛✐r❡ ❞✬✉♥❡ ✐❞❡♥t✐té ❡t ♦ù d = n

t r❡♣rés❡♥t❡ ❧❡ ♥♦♠❜r❡ ♠♦②❡♥ ❞❡ ♠❡♠❜r❡s ❞✬✉♥
❝❧✉st❡r✳ ❈❡❧❛ ♥♦✉s ♣❡r♠❡t ❞✬❛✣r♠❡r q✉❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❡st ♣❧✉s ❡✣❝❛❝❡ q✉❡ ❧✬❛❧❣♦r✐t❤♠❡ ▲❙▼
❞ès q✉❡ t ≤ √n ✭♥♦✉s ♥❡ t❡♥♦♥s ♣❛s ❝♦♠♣t❡ ✐❝✐ ❞❡ ❧❛ ❝♦♠♣❧❡①✐té ♥é❝❡ss❛✐r❡ à ❧❛ ❝♦♥str✉❝t✐♦♥ ❞❡s
❝❧✉st❡rs ❡✉①✲♠ê♠❡s ❝❛r ♥♦✉s s✉♣♣♦s♦♥s q✉❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ♥❡ s❡r❛ ✉t✐❧✐sé q✉❡ q✉❛♥❞ ❝❡ t②♣❡
❞❡ ♠é❝❛♥✐s♠❡ ❡st ❞é❥à ♠✐s ❡♥ ♣❧❛❝❡ ❞❛♥s ❧❡ rés❡❛✉✮✳

❊♥ t❡♥❛♥t ❝♦♠♣t❡ ❞✉ ✜❧tr❡ ❞❡ ❇❧♦♦♠ ✉t✐❧✐sé ♣♦✉r ❝♦♠♣r❡ss❡r ❧✬✐♥❢♦r♠❛t✐♦♥ ✭✐❧ s✬❛❣✐t ✐❝✐ ❞❡
❞é♣♦rt❡r ✉♥❡ ♣❛rt✐❡ ❞❡ ❧✬é♥❡r❣✐❡ ❝♦♥s♦♠♠é❡ ❤❛❜✐t✉❡❧❧❡♠❡♥t ❡♥ tr❛♥s♠✐ss✐♦♥ ❡♥ ❝❛❧❝✉❧s s✉r ❧❡s

♥÷✉❞s✮✱ ♦♥ ♦❜t✐❡♥t ❝♦♠♠❡ ❜♦r♥❡ ✿ n
√
n× |id| ≥ t2 × −n

t
ln p

(ln 2)2
❝❛r ❧❛ t❛✐❧❧❡ ♦♣t✐♠❛❧❡ m ❞✬✉♥ ✜❧tr❡
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✷✳✸✳ ❘és✐❧✐❡♥❝❡ ♣♦✉r ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❞❡ ❇❧♦♦♠✱ ét❛♥t ❞♦♥♥é N ❧❡ ♥♦♠❜r❡ ❞✬é❧é♠❡♥ts ✐♥sérés ❡t ✉♥❡ ♣r♦❜❛❜✐❧✐té p ❞❡ ❢❛✉① ♣♦s✐t✐❢s ❡st

m = − N ln p
(ln 2)2

✳ ❉❛♥s ❝❡ ❝❛s✱ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❡st ♣❧✉s ❡✣❝❛❝❡ q✉❡ ▲❙▼ ❞ès q✉❡ t ≤
√
n|id|(ln 2)2

− ln p

❡♥ ❝♦♥s✐❞ér❛♥t k = 7 ❛♣♣❧✐❝❛t✐♦♥s ❞❡ ❧❛ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ♣♦✉r ❧❛ ❝♦♥str✉❝t✐♦♥ ❞✉ ✜❧tr❡✳
❈❡❧❛ s✐❣♥✐✜❡ q✉❡ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ r❡st❡r❛ ♣❧✉s ❡✣❝❛❝❡ q✉❡ ▲❙▼ ❞ès q✉❡ ❞❡ ❣r♦s ❝❧✉st❡rs s♦♥t
❝♦♥str✉✐ts✱ ❝✬❡st✲à✲❞✐r❡ ❡ss❡♥t✐❡❧❧❡♠❡♥t ♣♦✉r ❞❡s rés❡❛✉① ❞❡♥s❡s ♦✉ ❞❡ ❣r❛♥❞s rés❡❛✉①✳

❈❡♣❡♥❞❛♥t✱ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ à ❧✬ét❛♣❡ ✺ ❞♦✐t ré❛❧✐s❡r ❞❡s ♦♣ér❛t✐♦♥s s✉♣♣❧é♠❡♥t❛✐r❡s ♣♦✉r
tr♦✉✈❡r ✉♥❡ ✐❞❡♥t✐té ♣❛rt✐❝✉❧✐èr❡ ❛♣♣❛rt❡♥❛♥t ❛✉ ✜❧tr❡ ❞❡ ❇❧♦♦♠ r❡ç✉✳ ▲❡ ♥♦♠❜r❡ ❞❡ ❝❛❧❝✉❧s ❞❡
❤❛❝❤❛❣❡ à ❡✛❡❝t✉❡r ❡st ❞♦♥❝ k · n

|Sl| ✳
◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ré❛❧✐sé ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞❡ s✐♠✉❧❛t✐♦♥s s♦✉s ❲❙◆❡t ❛✜♥ ❞❡ ❝♦♠♣❛r❡r

♥♦tr❡ ♣r♦♣♦s✐t✐♦♥ ❛✉① ❛❧❣♦r✐t❤♠❡s ❘▼ ❡t ▲❙▼ ♣rés❡♥tés ❞❛♥s ❬PP●✵✺❪✱ ❧❡ ♠é❝❛♥✐s♠❡ ❞✬é❧❡❝t✐♦♥
❞❡ ❝❧✉st❡r❤❡❛❞s s♦✉s✲❥❛❝❡♥t ét❛♥t ✐❝✐ ▲◆❈❆ ❬❳❱✵✼❪✳ ❈❡s rés✉❧t❛ts s♦♥t ❞♦♥♥és ❞❛♥s ❧❛ t❤ès❡ ❞❡ ❲✳
❩♥❛✐❞✐ ❬❩♥❛✶✵❪✳ ❊♥ rés✉♠é✱ ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ét❛♥t ❞ét❡r♠✐♥✐st❡ ❝♦♥tr❛✐r❡♠❡♥t à ❘▼ ❡t ▲❙▼✱ ✐❧
❛✉r❛ t♦✉❥♦✉rs ✉♥ ♠❡✐❧❧❡✉r t❛✉① ❞❡ ❞ét❡❝t✐♦♥ ❞❡ ❧✬❛tt❛q✉❡ ♣❛r ré♣❧✐❝❛t✐♦♥ ♠ê♠❡ q✉❛♥❞ ❜❡❛✉❝♦✉♣
❞❡ ❝♦✉♣❧❡s ❞❡ ♥÷✉❞s s♦♥t ré♣❧✐q✉és ✭♦✉ q✉❛♥❞ ✉♥ ♠ê♠❡ ♥÷✉❞ ❡st ré♣❧✐q✉é ✉♥ ❣r❛♥❞ ♥♦♠❜r❡
❞❡ ❢♦✐s✮ q✉❡ ❝❡ s♦✐t ❞❛♥s ✉♥ ♠♦❞è❧❡ ❞❡ ♣r♦♣❛❣❛t✐♦♥ ✐❞é❛❧ ♦✉ ❞❛♥s ✉♥ ♠♦❞è❧❡ ré❛❧✐st❡✳ ❉❡ ♣❧✉s✱
♠ê♠❡ s✐ ❞❛♥s ♥♦tr❡ ❛❧❣♦r✐t❤♠❡✱ ❧❡ ♥♦♠❜r❡ ❞❡ ❜✐ts ♣❛r ♠❡ss❛❣❡ ❡st ♣❧✉s ✐♠♣♦rt❛♥t✱ ❧❡ ♥♦♠❜r❡
❞❡ ♠❡ss❛❣❡s ❡♥✈♦②és ❡st ♠♦✐♥s ✐♠♣♦rt❛♥t q✉❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❘▼ ♦✉ ▲❙▼ ❡t ❧❡ ❣❛✐♥ ❡♥ t❡r♠❡
❞✬é♥❡r❣✐❡ t♦t❛❧❡ ❞é♣❡♥sé❡ ✭❝♦♥s✐❞ér❛♥t ❝❤❛q✉❡ ❜✐t ❡♥✈♦②é ❡t ❝❤❛q✉❡ ❜✐t r❡ç✉ ❞❛♥s ❧❡ rés❡❛✉✮ ❡♥tr❡
❘▼ ♦✉ ▲❙▼ ❡t ♥♦tr❡ ❛❧❣♦r✐t❤♠❡ ❡st s✉♣ér✐❡✉r à ✶ ❞❛♥s t♦✉s ❧❡s ❝❛s ❡t ❛✉❣♠❡♥t❡ ❛✈❡❝ ❧❡ ♥♦♠❜r❡
❞❡ ♥÷✉❞s ❝♦♥s✐❞érés ❞❛♥s ❧❡ rés❡❛✉✳

❆✐♥s✐✱ ✐❧ s❡♠❜❧❡ q✉❡ ❞ès q✉❡ ❧✬♦♥ ❝♦♥s✐❞èr❡ ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs ❤✐ér❛r❝❤✐sé✱ ♥♦tr❡ s♦❧✉t✐♦♥
❡st ♠✐❡✉① ❛❞❛♣té q✉❡ ❧❡s ❞❡✉① ♠❡✐❧❧❡✉r❡s s♦❧✉t✐♦♥s ❡①✐st❛♥t❡s ♣♦✉r ❞ét❡❝t❡r ❞❡s ❛tt❛q✉❡s ♣❛r
ré♣❧✐❝❛t✐♦♥ ❞❡ ♥÷✉❞s✳

✷✳✸ ❘és✐❧✐❡♥❝❡ ♣♦✉r ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❞❛♥s ❧❡s rés❡❛✉① ❞❡

❝❛♣t❡✉rs s❛♥s ✜❧

❉❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣r♦❥❡t ❆◆❘ ❆❘❊❙❆✷ ❡t ❞❡ ❧❛ t❤ès❡ ✜♥❛♥❝é❡ ♣❛r ❖r❛♥❣❡ ▲❛❜s ●r❡♥♦❜❧❡ ❞❡
❖❝❤✐r❦❤❛♥❞ ❊r❞❡♥❡✲❖❝❤✐r ✭✷✵✵✾✲✷✵✶✷✮ ❝♦✲❡♥❝❛❞ré❡ ♣❛r ❋❛❜r✐❝❡ ❱❛❧♦✐s ✭♣♦✉r ❧❡ ❈■❚■✮✱ ❆♣♦st♦❧♦s
❑♦✉♥t♦✉r✐s ✭♣♦✉r ❖r❛♥❣❡ ▲❛❜s✮ ❡t ♠♦✐✲♠ê♠❡✱ ♥♦✉s ♥♦✉s ✐♥tér❡ss♦♥s à ✉♥ ❜✉t ♣❧✉s ❧❛r❣❡✳ ◆♦✉s
❝❤❡r❝❤♦♥s à ❞é✜♥✐r ❞❡s ❝♦♥❞✐t✐♦♥s q✉✐ ✈♦♥t r❡♥❞r❡ ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ✉t✐❧✐sés ❝❧❛ss✐q✉❡♠❡♥t
❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ ♣❧✉s rés✐❧✐❡♥ts ❛✉① ❛tt❛q✉❡s✳ ❈✬❡st✲à✲❞✐r❡ q✉❡ ♥♦✉s ❝❤❡r❝❤♦♥s
❞❡s ♠♦②❡♥s ❞❡ ❝♦♥t✐♥✉❡r à ❣❛r❛♥t✐r ❧❡ s❡r✈✐❝❡ ✏r♦✉t❛❣❡✑ ♠ê♠❡ ❡♥ ♣rés❡♥❝❡ ❞✬❛tt❛q✉❛♥ts ❞❛♥s ❧❡
rés❡❛✉✳ P❧✉s ♣ré❝✐sé♠❡♥t✱ ♥♦✉s ❝♦♥s✐❞ér♦♥s q✉❡ ❧❡s ♥÷✉❞s ♣❡✉✈❡♥t êtr❡ ❝♦♠♣r♦♠✐s ✭♠❛✐s ♣❛s ❧❛
st❛t✐♦♥ ❞❡ ❜❛s❡✮ ❡t q✉❡ ❧❡s ❛tt❛q✉❛♥ts s♦♥t ❞✉ t②♣❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣✱ s✐♥❦❤♦❧❡ ♦✉ ✇♦r♠❤♦❧❡✳ ■❧
s✬❛❣✐t ❞♦♥❝ ❞❡ ♣r♦♣♦s❡r ❞❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ q✉✐ ✈♦♥t ♣❡r♠❡ttr❡ ❞❡ ❝♦♥t♦✉r♥❡r ❝♦rr❡❝t❡♠❡♥t
❝❡s ❛tt❛q✉❡s ❛✜♥ ❞❡ ❝♦♥t✐♥✉❡r à ❞é❧✐✈r❡r ❧❡s ❞♦♥♥é❡s ❝♦❧❧❡❝té❡s ❛✉ ♣✉✐ts✳

❉❛♥s ❧❡s ét✉❞❡s ré❛❧✐sé❡s ❥✉sq✉✬à ♣rés❡♥t ❬❊❖▼❱❑✶✵❜✱ ❊❖▼❱❑✶✵❛❪✱ ♥♦✉s ❛✈♦♥s t♦✉t ❞✬❛❜♦r❞
❞♦♥♥é ♥♦tr❡ ♣r♦♣r❡ ❞é✜♥✐t✐♦♥ ❞❡ ❧❛ rés✐❧✐❡♥❝❡ ❛✐♥s✐ q✉✬✉♥❡ ♠étr✐q✉❡ ❧❛ r❡♣rés❡♥t❛♥t ❬❊❖▼❱❑✶✷❪
❡t ❡♥s✉✐t❡✱ ♥♦✉s ❛✈♦♥s t❡sté ❧❛ rés✐❧✐❡♥❝❡ ❞❡ ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❡①✐st❛♥ts ♣✉✐s ♥♦✉s ❛✈♦♥s
♠♦❞✐✜é ❝❡s ♣r♦t♦❝♦❧❡s ❛✜♥ ❞❡ ❧❡s r❡♥❞r❡ ♣❧✉s rés✐❧✐❡♥ts s✐ ♣♦ss✐❜❧❡ à ♠♦✐♥❞r❡ ❝♦ût é♥❡r❣ét✐q✉❡
❬❊❖▼❱❑✶✵❝✱ ❊❖▼❱❑✶✶❪✳

✷✳✸✳✶ ❉é✜♥✐t✐♦♥ ❞❡ ❧❛ rés✐❧✐❡♥❝❡ ❡t ♣r♦♣♦s✐t✐♦♥ ❞❡ ♠étr✐q✉❡

❊♥ ♠é❝❛♥✐q✉❡✱ ❧❛ rés✐❧✐❡♥❝❡ ❡st ❧❛ ♣r♦♣r✐été ❞✬✉♥ ♠❛tér✐❛✉ à r❡tr♦✉✈❡r s❛ t❛✐❧❧❡ ❡t s❛ ❢♦r♠❡
❛♣rès ✉♥❡ ❞é❢♦r♠❛t✐♦♥ ❝❛✉sé❡ ♣❛r ✉♥❡ ❝♦♠♣r❡ss✐♦♥✳ ◆♦✉s ❛✈♦♥s ❞é✜♥✐✱ ♣❛r ❛♥❛❧♦❣✐❡✱ ❧❛ rés✐❧✐❡♥❝❡

✻✺



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❝♦♠♠❡ ❧❛ ❝❛♣❛❝✐té ❞✬✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs à ✏❝♦♥t✐♥✉❡r à ❢♦✉r♥✐r ❧❡ s❡r✈✐❝❡ ❞❡♠❛♥❞é✑ ✭❞❛♥s ♥♦tr❡
❝❛s✱ ✐❧ s✬❛❣✐r❛ ❞✉ r♦✉t❛❣❡✮ ❡♥ ♣rés❡♥❝❡ ❞❡ k ❛tt❛q✉❛♥ts✳ ❊♥ ❞✬❛✉tr❡s t❡r♠❡s✱ ✐❧ s✬❛❣✐t ❞❡ ❧❛ ❝❛♣❛❝✐té
❞✬✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs à s✉♣♣♦rt❡r ❞❡s ❛tt❛q✉❡s ✐♥t❡r♥❡s ❡t à ❝♦♥t✐♥✉❡r à ❞é❧✐✈r❡r ❧❡s ♣❛q✉❡ts
❞❡s s♦✉r❝❡s ❛✉ ♣✉✐ts ❡♥ ♣rés❡♥❝❡ ❞❡ k ♥÷✉❞s ❝♦♠♣r♦♠✐s✳

◆♦t♦♥s q✉✬❤❛❜✐t✉❡❧❧❡♠❡♥t ❞❛♥s ❧❛ ❧✐ttér❛t✉r❡✱ ❧❛ rés✐❧✐❡♥❝❡ ❬❲❛❣✵✹✱ ●●❙❊✵✶✱ ▲❨✵✻❪ ♥❡ s✬❛♣✲
♣❧✐q✉❡ ♣❛s ❛✉ ❝❛s ❞✉ r♦✉t❛❣❡ ♠❛✐s ❝♦♥❝❡r♥❡ ♣❧✉tôt ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s✱ ❧❡ r♦✉t❛❣❡ t♦❧ér❛♥t
❛✉① ❢❛✉t❡s ♦✉ ❧❡s s❝❤é♠❛s ❞❡ ♣ré❞✐str✐❜✉t✐♦♥ ❞❡ ❝❧és✳ ◆♦t♦♥s ❝❡♣❡♥❞❛♥t q✉❡ ❞❛♥s ❬❲❛❣✵✹❪✱ ❉✳
❲❛❣♥❡r ❝♦♠♣❛r❡ ❧❛ rés✐❧✐❡♥❝❡ ❞❡ ♣❧✉s✐❡✉rs ❢♦♥❝t✐♦♥s ❞✬❛❣ré❣❛t✐♦♥✳ ◆♦✉s s♦✉❤❛✐t❡r✐♦♥s ❝♦♠♣❛r❡r✱
❞✉r❛♥t ♥♦tr❡ ét✉❞❡✱ ❧❛ rés✐❧✐❡♥❝❡ ❞❡ ♣❧✉s✐❡✉rs ✈❛r✐❛♥t❡s ❞✬✉♥ ♣r♦t♦❝♦❧❡ ❞❡ r♦✉t❛❣❡ ✈✐❛ ✉♥❡ ♠étr✐q✉❡
✉♥✐q✉❡✳

◆♦✉s ❛✈♦♥s ❞♦♥❝ ❞é✜♥✐ ♥♦tr❡ ♠étr✐q✉❡ ❞❡ ❧❛ rés✐❧✐❡♥❝❡ ❝♦♠♠❡ ✉♥❡ s✉r❢❛❝❡ à ♣❧✉s✐❡✉rs ❛①❡s
♦ù ❝❤❛❝✉♥ ❞❡s ❛①❡s ✈❛ r❡♣rés❡♥t❡r ✉♥ ♣❛r❛♠ètr❡ ❞❡ ♣❡r❢♦r♠❛♥❝❡ ❞✉ r♦✉t❛❣❡ s✉r ❧❡ rés❡❛✉✳ P❧✉s
❧❛ s✉r❢❛❝❡ s❡r❛ ❣r❛♥❞❡✱ ♣❧✉s ❧❛ rés✐❧✐❡♥❝❡ ❞✉ ♣r♦t♦❝♦❧❡ s❡r❛ é❧❡✈é❡ ❡t ♣❧✉s ❧❛ ❞✐✛ér❡♥❝❡ ❞❡ s✉r❢❛❝❡s
❡♥tr❡ ✉♥ ♣r♦t♦❝♦❧❡ ❝♦♥❢r♦♥té à k ❛tt❛q✉❛♥ts ❡t ❝❡ ♠ê♠❡ ♣r♦t♦❝♦❧❡ ❝♦♥❢r♦♥té à m ❛tt❛q✉❛♥ts ❛✈❡❝
m > k s❡r❛ ♣❡t✐t❡✱ ♣❧✉s ❧❡ ♣r♦t♦❝♦❧❡ s❡r❛ rés✐❧✐❡♥t✳ P❧✉s ♣ré❝✐sé♠❡♥t ❡t ❛✜♥ q✉❡ ❧❡ ❝❛❧❝✉❧ ❞❡ s✉r❢❛❝❡
s♦✐t ✐♥❞é♣❡♥❞❛♥t ❞❡ ❧❛ ♣♦s✐t✐♦♥ ❞❡s ❛①❡s s✉r ❧❡ ❣r❛♣❤✐q✉❡✱ ❧❛ s✉r❢❛❝❡ ❡st ❝❛❧❝✉❧é❡ ❝♦♠♠❡ ❧❛ s♦♠♠❡
❞❡s s✉r❢❛❝❡s ❞❡ t♦✉s ❧❡s tr✐❛♥❣❧❡s ♣♦ss✐❜❧❡s ♣♦✉✈❛♥t êtr❡ ❝♦♥str✉✐ts à ♣❛rt✐r ❞❡s ✺ ❛①❡s✳

❈♦♠♠❡ ✉♥ r♦✉t❛❣❡ rés✐❧✐❡♥t s❡ ❞é✜♥✐t ♣❛r s❛ ❝❛♣❛❝✐té à ❝♦♥t✐♥✉❡r à ❛❝❤❡♠✐♥❡r ❧❡s ❞♦♥♥é❡s ✶✮
❛✈❡❝ s✉❝❝ès ✷✮ ❡✣❝❛❝❡♠❡♥t ✸✮ éq✉✐t❛❜❧❡♠❡♥t ♣♦✉r t♦✉s ❧❡s ♥÷✉❞s✱ ♥♦✉s ❛✈♦♥s ❝❤♦✐s✐ ❧❡s ♣❡r❢♦r✲
♠❛♥❝❡s s✉✐✈❛♥t❡s✱ ❝❧❛ss✐q✉❡♠❡♥t ✉t✐❧✐sé❡s ❡♥ rés❡❛✉✱ ❝♦♠♠❡ ❛①❡s ❞❡ ♥♦tr❡ ♠étr✐q✉❡ ✿

✕ ▲❡ s✉❝❝ès ❞❡ ❧✐✈r❛✐s♦♥ ❞❡ ♣❛q✉❡ts ❡st r❡♣rés❡♥té ♣❛r ❧❡ t❛✉① ❞❡ ❧✐✈r❛✐s♦♥ ♠♦②❡♥ ❞é✜♥✐ ❝♦♠♠❡
❧❡ ♥♦♠❜r❡ ❞❡ ♣❛q✉❡ts r❡ç✉s ♣❛r ❧❡ ♣✉✐ts ❞✐✈✐sé ♣❛r ❧❡ ♥♦♠❜r❡ ❞❡ ♣❛q✉❡ts ❡♥✈♦②és ♣❛r t♦✉t❡s
❧❡s s♦✉r❝❡s✳

✕ ▲✬❡✣❝❛❝✐té ❞é♣❡♥❞ ❞❡ ♣❧✉s✐❡✉rs ♣❛r❛♠ètr❡s✳ ◆♦✉s ❛✈♦♥s r❡t❡♥✉ ❝❡✉① q✉✐ ♥♦✉s s❡♠❜❧❛✐❡♥t
❧❡s ♣❧✉s ♣❡rt✐♥❡♥ts ♣♦✉r ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs✱ à s❛✈♦✐r ❧✬❡✣❝❛❝✐té é♥❡r❣ét✐q✉❡✱ ❧❡ ❞é❧❛✐ ❡t
❧❡ ❞é❜✐t ♠♦②❡♥✳

✕ ▲✬éq✉✐té ✈✉❡ ✐❝✐ ❝♦♠♠❡ ❧❡ ❢❛✐t q✉❡ t♦✉t❡s ❧❡s s♦✉r❝❡s ♣❡✉✈❡♥t ❛tt❡✐♥❞r❡ ❧❡ ♣✉✐ts ❞é♣❡♥❞
❞❡ ❝❡ q✉❡ ♥♦✉s ❛✈♦♥s ♥♦♠♠é ❧✬éq✉✐té ❞❡ ❧✐✈r❛✐s♦♥ ❞é✜♥✐❡ ❝♦♠♠❡ ❧✬é❝❛rt t②♣❡ ❞✉ t❛✉① ❞❡
❧✐✈r❛✐s♦♥ ❞❡ t♦✉t❡s ❧❡s s♦✉r❝❡s à ❧❛ ♠♦②❡♥♥❡✳

◆♦✉s ✐❧❧✉str❡r♦♥s ❧❛ ♣❡rt✐♥❡♥❝❡ ❞❡ ❝❡tt❡ ♠étr✐q✉❡ à ❧✬❛✐❞❡ ❞❡s ❡①❡♠♣❧❡s ❞é✜♥✐s ♣❛r ❧❛ s✉✐t❡✳

✷✳✸✳✷ ▲❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ét✉❞✐és ❡t ❧❡✉rs ✈❡rs✐♦♥s rés✐❧✐❡♥t❡s

❉❛♥s ❬❊❖▼❱❑✶✵❜✱ ❊❖▼❱❑✶✵❛❪✱ ♥♦✉s ❛✈♦♥s ét✉❞✐é ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❝❧❛ss✐q✉❡s ❉②✲
♥❛♠✐❝ ❙♦✉r❝❡ ❘♦✉t✐♥❣ ✭❉❙❘✮ ❬❏▼✾✻❪✱ ●r❛❞✐❡♥t✲❇❛s❡❞ ❘♦✉t✐♥❣ ✭●❇❘✮ ❬▼❙✵✶❪✱ ●r❡❡❞② ❢♦r✇❛r❞✐♥❣
✭●r❡❡❞②✮ ❬❑❑✵✵❪ ❡t ❘❛♥❞♦♠ ❲❛❧❦ ❘♦✉t✐♥❣ ✭❘❲❘✮ ❬❙❇✵✷❪✳ ▲❡s tr♦✐s ♣r❡♠✐❡rs ❢♦♥❝t✐♦♥♥❡♥t s✉r
❧❡ ♣r✐♥❝✐♣❡ ❞✉ ♣❧✉s ❝♦✉rt ❝❤❡♠✐♥✱ s❡✉❧ ❧❡ ♠♦②❡♥ ❞❡ ❝♦♥str✉✐r❡ ❝❡ ❝❤❡♠✐♥ ❞✐✛èr❡ ✿

✕ ❉❛♥s ❉❙❘✱ ✉♥ ♥÷✉❞ s♦✉❤❛✐t❛♥t ❝♦♠♠✉♥✐q✉❡r ❛✈❡❝ ❧❡ ♣✉✐ts ✐♥♦♥❞❡ ❧❡ rés❡❛✉ ❛✈❡❝ ✉♥ ❘❖❯❚❊

❘❊◗❯❊❙❚✱ ❧♦rsq✉❡ ❧❡ ♣✉✐ts r❡ç♦✐t ❝❡tt❡ ❞❡♠❛♥❞❡✱ ✐❧ ❝❤♦✐s✐t ❧❛ r♦✉t❡ ❧❛ ♣❧✉s ❝♦✉rt❡ ❡t ❧❛ r❡♥✈♦✐❡
✈✐❛ ✉♥ ❘❖❯❚❊ ❘❊P▲❨✱ ❝✬❡st ❡♥s✉✐t❡ ❝❡tt❡ r♦✉t❡ q✉✐ s❡r❛ ✉t✐❧✐sé❡ ♣♦✉r ❛❝❤❡♠✐♥❡r ❧❡s ♣❛q✉❡ts✳

✕ ❉❛♥s ●❇❘✱ ❝✬❡st ❧❡ ♣✉✐ts q✉✐ ✐♥✐t✐❡ ✉♥ ❝❛❧❝✉❧ ❞❡ ❣r❛❞✐❡♥t à ♣❛rt✐r ❞❡ ❧✉✐✲♠ê♠❡ ✭❡♥ ❝♦♠✲
♠❡♥ç❛♥t à ✵✮ ✈✐❛ ✉♥ ♣❛q✉❡t ■◆❚❊❘❊❙❚ q✉✐ ❡♥r❡❣✐str❡ ❧❡ ♥♦♠❜r❡ ❞❡ s❛✉ts ❞❡♣✉✐s ❧❡ ♣✉✐ts✳
❈❤❛q✉❡ ♥÷✉❞ r❡❝❡✈❛♥t ❝❡ ♣❛q✉❡t ❡♥r❡❣✐str❡ s❛ ♣r♦♣r❡ ❤❛✉t❡✉r ♣✉✐s tr❛♥s♠❡t ❝❡ ♣❛q✉❡t ❡♥
❛②❛♥t ❛✉❣♠❡♥té ❞❡ ✶ ❧❛ ✈❛❧❡✉r ❞✉ ❣r❛❞✐❡♥t ❝♦♥t❡♥✉ ❞❛♥s ❧❡ ♣❛q✉❡t ■◆❚❊❘❊❙❚ ❡t ❛✐♥s✐ ❞❡
s✉✐t❡ ❝ré❛♥t ❛✐♥s✐ ✉♥ ♣❧✉s ❝♦✉rt ❝❤❡♠✐♥ ❛✉ ♣✉✐ts✳

✕ ❉❛♥s ●r❡❡❞② ❢♦r✇❛r❞✐♥❣✱ ❧❡s ❞♦♥♥é❡s ♣❡r♠❡tt❛♥t ❧❛ ❝♦♥str✉❝t✐♦♥ ❞✉ ♣❧✉s ❝♦✉rt ❝❤❡♠✐♥ s♦♥t
❧❡s ❧♦❝❛❧✐s❛t✐♦♥s ❣é♦❣r❛♣❤✐q✉❡s ❞❡s ♥÷✉❞s ❡t ❞✉ ♣✉✐ts✳

✕ ◗✉❛♥t à ❘❛♥❞♦♠ ❲❛❧❦✱ ✐❧ ✉t✐❧✐s❡ ✉♥ ♣r✐♥❝✐♣❡ ❜✐❡♥ ❞✐✛ér❡♥t ✿ ✉♥ ♥÷✉❞ s♦✉❤❛✐t❛♥t ❡♥✈♦②❡r

✻✻



✷✳✸✳ ❘és✐❧✐❡♥❝❡ ♣♦✉r ❧❡s ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

✉♥❡ ❞♦♥♥é❡ ❛✉ ♣✉✐ts ❝❤♦✐s✐t ❛❧é❛t♦✐r❡♠❡♥t ✉♥ ❞❡ s❡s ✈♦✐s✐♥s ♣♦✉r tr❛♥s♠❡ttr❡ ❝❡tt❡ ❞♦♥♥é❡
❡t ❛✐♥s✐ ❞❡ s✉✐t❡✳

◆♦✉s ❛✈♦♥s ét✉❞✐é ❝❡s ✹ ♣r♦t♦❝♦❧❡s ❞❡ r♦✉t❛❣❡ ❛✉ r❡❣❛r❞ ❞❡ ♥♦tr❡ ♠étr✐q✉❡✱ ❡♥ ❝♦♥s✐❞ér❛♥t
k ✭k r❡♣rés❡♥t❛♥t ❡♥tr❡ ✶✵ ❡t ✺✵✪ ❞❡s ♥÷✉❞s ❞✉ rés❡❛✉✮ ❛tt❛q✉❛♥ts ❞❡ t②♣❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣
♣rés❡♥ts ❞❛♥s ❧❡ rés❡❛✉✳ ❉❡s s✐♠✉❧❛t✐♦♥s ♦❜t❡♥✉❡s à ❧✬❛✐❞❡ ❞✉ s✐♠✉❧❛t❡✉r ❲❙◆❡t✱ ♥♦✉s ❛✈♦♥s
♣✉ ❞é❞✉✐r❡ q✉❡ ❧❡s tr♦✐s ♣r❡♠✐❡rs ♣r♦t♦❝♦❧❡s ✉t✐❧✐s❛♥t ❧❛ ♠étr✐q✉❡ ❞✉ ♣❧✉s ❝♦✉rt ❝❤❡♠✐♥ ❛✈❛✐❡♥t
❞❡s rés✉❧t❛ts ❡①trê♠❡♠❡♥t s✐♠✐❧❛✐r❡s t❛♥❞✐s q✉❡ ❧❡s rés✉❧t❛ts ♦❜t❡♥✉s ♣♦✉r ❘❲❘ ét❛✐❡♥t ♠♦✐♥s
❜♦♥s ❡♥ r❛✐s♦♥ ❞❡ ❧✬❛❧❧♦♥❣❡♠❡♥t ❞❡s r♦✉t❡s q✉✐ ❛✉❣♠❡♥t❡ ❧❛ ♣r♦❜❛❜✐❧✐té ❞❡ ❝r♦✐s❡r ✉♥ ❛tt❛q✉❛♥t✳
❈❡♣❡♥❞❛♥t✱ ❧❡ ❝❤♦✐① ❞ét❡r♠✐♥✐st❡ ❞✬✉♥❡ r♦✉t❡ ❡st ✉♥❡ ♠❛✉✈❛✐s❡ ♣r♦♣r✐été ❞❡ rés✐❧✐❡♥❝❡ ❝❛r s✐ ✉♥
❛tt❛q✉❛♥t ❡st ♣rés❡♥t s✉r ❝❡tt❡ r♦✉t❡✱ t♦✉s ❧❡s ♣❛q✉❡ts ❡♥tr❡ ❧❡ ♣✉✐ts ❡t ✉♥ ♥÷✉❞ ♣❛rt✐❝✉❧✐❡r
s❡r♦♥t ♣❡r❞✉s✳ ▲❛ r❡❞♦♥❞❛♥❝❡ str✉❝t✉r❡❧❧❡ ❞❡ ❧❛ t♦♣♦❧♦❣✐❡ ♣❤②s✐q✉❡ ♥❡ s❡r❛ ♣❛s ❡①♣❧♦✐té❡✳ ❘❲❘
❡st q✉❛♥t à ❧✉✐ ❝❛♣❛❜❧❡ ❞✬❡①♣❧♦✐t❡r ❝❡tt❡ r❡❞♦♥❞❛♥❝❡ ♠❛✐s s♦✉✛r❡ ❞❡ ❧✬❛❧❧♦♥❣❡♠❡♥t ❞❡s r♦✉t❡s✳ ❉❡
♠ê♠❡✱ ❧❛ ré♣❧✐❝❛t✐♦♥ ❞❡ ♣❛q✉❡ts ♣❡r♠❡ttr❛ ✈✐❛ ❧❛ ❞✐✈❡rs✐✜❝❛t✐♦♥ ❞❡ ❝❤❡♠✐♥s ♣r♦♣♦sés ❞✬❛tt❡✐♥❞r❡
♣❧✉s s♦✉✈❡♥t ❧❡ ♣✉✐ts✱ ♠ê♠❡ s✐ ❞❛♥s ❝❡ ❝❛s✱ ✐❧ ❢❛✉t t❡♥✐r ❝♦♠♣t❡ ❞❡ ❧❛ ❞é♣❡♥s❡ é♥❡r❣ét✐q✉❡✳

❉❛♥s ❬❊❖▼❱❑✶✵❝✱ ❊❖▼❱❑✶✶❪✱ ♥♦✉s ♥♦✉s s♦♠♠❡s ❞♦♥❝ ❛tt❛❝❤és à ♠♦❞✐✜❡r ❝❡s ♣r♦t♦❝♦❧❡s
❛✜♥ ❞✬❛✉❣♠❡♥t❡r ❧❡✉rs ❝❛♣❛❝✐tés ❞❡ rés✐❧✐❡♥❝❡ ❡♥ t❡♥❛♥t ❝♦♠♣t❡ ❞❡s r❡♠❛rq✉❡s ♣ré❝é❞❡♥t❡s✳ P♦✉r
❝❡❧❛✱ ♥♦✉s ♣r♦♣♦s♦♥s q✉❡ ❧❡ ❝❤♦✐① ❞✉ ♥÷✉❞ s✉✐✈❛♥t s✉r ❧❛ r♦✉t❡ s♦✐t ❢❛✐t ❞❡ ♠❛♥✐èr❡ ❛❧é❛t♦✐r❡ ❞❛♥s
❧✬❡♥s❡♠❜❧❡ ❞❡s ✈♦✐s✐♥s q✉✐ s♦♥t ♣❧✉s ♣r♦❝❤❡s ❞✉ ♣✉✐ts✳ ❉❡ ♣❧✉s✱ ♥♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ♠♦❞✐✜é ❧❡s
♣r♦t♦❝♦❧❡s ♣r♦❜❛❜✐❧✐st❡s ♣ré❝é❞❡♥ts ❡♥ ❛❥♦✉t❛♥t ✭♦✉ ♥♦♥✮ ❞❡ ❧❛ ré♣❧✐❝❛t✐♦♥ ❞❡ ♣❛q✉❡ts✳ ❈❡tt❡
ré♣❧✐❝❛t✐♦♥ ❡st ❢♦♥❝t✐♦♥ ❞❡ ❧❛ ❞✐st❛♥❝❡ ❞✉ ♥÷✉❞ ❛✉ ♣✉✐ts ✭❛✐♥s✐ ✉♥ ♥÷✉❞ à d s❛✉ts ❞✉ ♣✉✐ts
❡♥✈❡rr❛ d− 1 ❝♦♣✐❡s ❞❡ s♦♥ ♣❛q✉❡t✮✳

◆♦✉s ❛✈♦♥s s✐♠✉❧é ❧✬❡♥s❡♠❜❧❡ ❞❡s s❝é♥❛r✐♦s ♣♦ss✐❜❧❡s s♦✉s ❲❙◆❡t ❬❍❈●✵✽❪ ❡♥ ❝♦♥s✐❞ér❛♥t
❡♥tr❡ ✶✵ ❡t ✺✵ ✪ ❞✬❛tt❛q✉❛♥ts ♣♦✉r ✉♥ rés❡❛✉ ❞❡ ✸✵✵ ♥÷✉❞s ❞é♣❧♦②és s✉r ✉♥ ♣ér✐♠ètr❡ ❞❡ t❛✐❧❧❡
100m×100m ♦ù ❝❤❛q✉❡ ♥÷✉❞ ❛ ✉♥❡ ♣♦rté❡ r❛❞✐♦ ❞❡ 20m ❡t ✉♥ ❞❡❣ré ♠♦②❡♥ ❞❡ ✸✶✳ ▲❡s rés✉❧t❛ts
s♦♥t ♣rés❡♥tés ❛✉① ❋✐❣✉r❡s ✷✳✹✱ ✷✳✺✱ ✷✳✻✱ ✷✳✼ ❡t ✷✳✽✳ ❖♥ ♣❡✉t✱ ♣❛r ❡①❡♠♣❧❡✱ ♦❜s❡r✈❡r s✉r ❝❡s
✜❣✉r❡s q✉❡✱ ❞❛♥s t♦✉s ❧❡s ❝❛s✱ ❧❛ s✉r❢❛❝❡ ❡st ♣❧✉s ❣r❛♥❞❡ q✉❛♥❞ ✐❧ ♥✬② ❛ ♣❛s ❞✬❛tt❛q✉❡ ❡t q✉❡ ❧❡s
✈❛r✐❛♥t❡s r❛♥❞♦♠✐sé❡s ❛✈❡❝ ré♣❧✐❝❛t✐♦♥ s♦♥t ❝❡❧❧❡s q✉✐ ❣❛r❛♥t✐ss❡♥t ❧❛ ♣❧✉s ❣r❛♥❞❡ s✉r❢❛❝❡ q✉❛♥❞
✸✵✪ ❞✬❛tt❛q✉❛♥ts s♦♥t ♣rés❡♥ts ❞❛♥s ❧❡ rés❡❛✉✳ ❖♥ ♦❜s❡r✈❡ é❣❛❧❡♠❡♥t ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞✬❡✛❡ts
❞❡ ❜♦r❞✳ P❛r ❡①❡♠♣❧❡✱ ❧❛ ✈❛❧❡✉r ❞✉ ❝♦❡✣❝✐❡♥t ❉❊ ✭❡✣❝❛❝✐té ❞✉ ❞é❧❛✐✮ ❛✉❣♠❡♥t❡ ❛✈❡❝ ❧❡ ♥♦♠❜r❡
❞✬❛tt❛q✉❛♥ts ❞❛♥s ❧❡ rés❡❛✉ ✭❝❡tt❡ ✈❛r✐❛t✐♦♥ ❡st très ♥♦t❛❜❧❡ ♣♦✉r ❘❲❘✮✳ ❈❡❧❛ ❡st ❧✐é ❛✉ ❢❛✐t✱ q✉❡
s✐ ❜❡❛✉❝♦✉♣ ❞✬❛tt❛q✉❛♥ts s♦♥t ♣rés❡♥ts ❞❛♥s ❧❡ rés❡❛✉✱ ❜❡❛✉❝♦✉♣ ❞❡ ♣❛q✉❡ts ✈♦♥t s❡ ♣❡r❞r❡ ❡t
❧❡s ♣❛q✉❡ts q✉✐ ✈♦♥t ❛rr✐✈❡r s♦♥t ❝❡✉① ❡♥✈♦②és ♣❛r ❧❡s ✈♦✐s✐♥s ❧❡s ♣❧✉s ♣r♦❝❤❡s ❞✉ ♣✉✐ts q✉✐ ♦♥t
♠♦✐♥s ❞❡ ❝❤❛♥❝❡ ❞❡ tr♦✉✈❡r ✉♥ ❛tt❛q✉❛♥t s✉r ❧❡✉r r♦✉t❡✳ ❆✐♥s✐✱ ❝♦♠♠❡ ❝❡ ❝♦❡✣❝✐❡♥t ♥❡ t✐❡♥t
❝♦♠♣t❡ q✉❡ ❞❡s ♣❛q✉❡ts q✉✐ ❛rr✐✈❡♥t✱ ❝❡✉① q✉✐ ② ♣❛r✈✐❡♥♥❡♥t✱ ❧❡ ❢♦♥t ♣❧✉s r❛♣✐❞❡♠❡♥t✳ ▲❡ ♠ê♠❡
❣❡♥r❡ ❞❡ ♣❛r❛❞✐❣♠❡ r❡st❡ ✈r❛✐ ❞❛♥s ❧❡ ❝❛s ❞❡ ❧✬❡✣❝❛❝✐té é♥❡r❣ét✐q✉❡ ✭❊❊✮ ♦ù ♣❧✉s ✐❧ ✈❛ ② ❛✈♦✐r
❞✬❛tt❛q✉❛♥ts ❞❛♥s ❧❡ rés❡❛✉✱ ♣❧✉s ❧❡ ♥♦♠❜r❡ ❞❡ ♣❛q✉❡ts ♣❡r❞✉s ❛✉❣♠❡♥t❡ ❡t ❞♦♥❝ ♠♦✐♥s ❧❡ rés❡❛✉
✈❛ ❝♦♥s♦♠♠❡r ❞✬é♥❡r❣✐❡✳ ❯♥❡ ♠ét❤♦❞❡ s✐♠♣❧❡ ♣♦✉r ❡♠♣é❝❤❡r ❝❡s ❡✛❡ts ❞❡ ❜♦r❞ ❡st ❞❡ ❞✐✈✐s❡r ❧❛
✈❛❧❡✉r ♦❜t❡♥✉❡ ♣❛r ❧❡ ♥♦♠❜r❡ ❞❡ ♣❛q✉❡ts ❛rr✐✈és ❛✉ ♣✉✐ts ♣♦✉r ❧❡s ❞❡✉① ❛①❡s✳

❊♥ ✉t✐❧✐s❛♥t ❧❡s ❝❛❧❝✉❧s ❞❡ s✉r❢❛❝❡s ♣rés❡♥tés ❛✉① ❋✐❣✉r❡s ✷✳✼ ❡t ✷✳✽✱ ❧❛ rés✐❧✐❡♥❝❡✱ ♣❛r ❛♥❛❧♦❣✐❡
❛✈❡❝ ❧❡ t❡st ❞❡ ❈❤❛r♣② ✶✸✱ ♣❡✉t êtr❡ ✈✉❡ ❝♦♠♠❡ ❧❡ ❝♦❡✣❝✐❡♥t ❞✐r❡❝t❡✉r ❞❡ ❧❛ ❞r♦✐t❡ r❡❧✐❛♥t ❞❡✉①
♣♦✐♥ts ❡♥tr❡ ❡✉① ❞❛♥s ❧❡s ❋✐❣✉r❡s ✷✳✼ ❡t ✷✳✽ ✿ ♣❧✉s ❧❡ ❝♦❡✣❝✐❡♥t ❞✐r❡❝t❡✉r ❡st ❣r❛♥❞✱ ♠❡✐❧❧❡✉r❡
❡st ❧❛ rés✐❧✐❡♥❝❡✳ ❖♥ ♣❡✉t ❛✐♥s✐ r❡♠❛rq✉❡r q✉❡ ❧❡s ♣r♦t♦❝♦❧❡s ❝❧❛ss✐q✉❡s s♦♥t ❣é♥ér❛❧❡♠❡♥t ♠♦✐♥s
rés✐❧✐❡♥ts q✉❡ ❧❡s ✈❡rs✐♦♥s r❛♥❞♦♠✐sé❡s ❞❡ ❝❡s ♠ê♠❡s ♣r♦t♦❝♦❧❡s✱ ❡❧❧❡s✲♠ê♠❡s✱ ♠♦✐♥s rés✐❧✐❡♥t❡s
q✉❡ ❧❡s ✈❡rs✐♦♥s r❛♥❞♦♠✐sé❡s ❛✈❡❝ ré♣❧✐❝❛t✐♦♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❛ ❞✐st❛♥❝❡ ❛✉ ♣✉✐ts✳ ❖♥ ♣❡✉t é❣❛❧❡♠❡♥t
r❡♠❛rq✉❡r q✉✬❛✉ s❡♥s ❞❡ ♥♦tr❡ ♠étr✐q✉❡✱ ♠ê♠❡ s❛♥s ❛tt❛q✉❛♥t✱ ❧❡s ✈❡rs✐♦♥s s❡✉❧❡♠❡♥t r❛♥❞♦♠✐✲

✶✸✳ ✈♦✐r ♣❛r ❡①❡♠♣❧❡ ✿ ❤tt♣✿✴✴❢r✳✇✐❦✐♣❡❞✐❛✳♦r❣✴✇✐❦✐✴❊ss❛✐❴❞❡❴❢❧❡①✐♦♥❴♣❛r❴❝❤♦❝❴s✉r❴✪❈✸✪❆✾♣r♦✉✈❡tt❡❴
❡♥t❛✐❧❧✪❈✸✪❆✾❡❴❈❤❛r♣②

✻✼
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❋✐❣✉r❡ ✷✳✹ ✕ Pr♦t♦❝♦❧❡s ❝❧❛ss✐q✉❡s ✿ s✉r❢❛❝❡ ❞❡ rés✐❧✐❡♥❝❡ ✭❛✮ s❛♥s ❛tt❛q✉❡ ✭k = 0%✮ ✭❜✮ ❛✈❡❝
❛tt❛q✉❡s ✭k = 30%✮✳ ❆❉❘ ✿ t❛✉① ❞❡ ❧✐✈r❛✐s♦♥ ♠♦②❡♥✱ ❆❚ ✿ ❞é❜✐t ♠♦②❡♥✱ ❉❋ ✿ éq✉✐té ❞❡ ❧✐✈r❛✐s♦♥✱
❊❊ ✿ ❡✣❝❛❝✐té é♥❡r❣ét✐q✉❡✱ ❉❊ ✿ ❡✣❝❛❝✐té ❡♥ t❡r♠❡ ❞❡ ❞é❧❛✐✳

✭❛✮ ✭❜✮

❋✐❣✉r❡ ✷✳✺ ✕ ❱❡rs✐♦♥s r❛♥❞♦♠✐sé❡s ❞❡s ♣r♦t♦❝♦❧❡s ❝❧❛ss✐q✉❡s ✿ s✉r❢❛❝❡ ❞❡ rés✐❧✐❡♥❝❡ ✭❛✮ s❛♥s
❛tt❛q✉❡ ✭k = 0%✮ ✭❜✮ ❛✈❡❝ ❛tt❛q✉❡s ✭k = 30%✮✳

sé❡s ❞❡ ❉❙❘ ❡t ●❇❘ r❡st❡♥t ♣❡rt✐♥❡♥t❡s ♣♦✉r ❢❛✐r❡ ❞✉ r♦✉t❛❣❡✳ ◆♦tr❡ ét✉❞❡ ❛ é❣❛❧❡♠❡♥t ♠♦♥tré
q✉❡ t♦✉s ❧❡s rés✉❧t❛ts ❞é❝r✐ts ✐❝✐ s♦♥t ❡♥❝♦r❡ ♣❧✉s ♠❛rq✉és ❧♦rsq✉❡ ❧✬♦♥ ❝♦♥s✐❞èr❡ ❞❡s ❛tt❛q✉❡s
s✐♥❦❤♦❧❡ ♦✉ ✇♦r♠❤♦❧❡✳

✷✳✸✳✸ ❚r❛✈❛✉① ❢✉t✉rs

■❧ r❡st❡ ❜✐❡♥ sûr à ❞é✜♥✐r ✉♥ ❝❛❞r❡ t❤é♦r✐q✉❡ ♣♦✉r ✈❛❧✐❞❡r ❝❡s tr❛✈❛✉① ❞❡ s✐♠✉❧❛t✐♦♥✱ ❡♥ ♥♦✉s
✐♥s♣✐r❛♥t ❞❡s tr❛✈❛✉① ❞❡ ❉✳ ❲❛❣♥❡r ❞❛♥s ❬❲❛❣✵✹❪✳ P♦✉r ❝❡❧❛✱ ♥♦✉s ❝♦♥s✐❞ér♦♥s q✉❡ ❧❡ rés❡❛✉ ❡st
✉♥ ❣r❛♣❤❡ ❡t ♥♦✉s ❝❛❧❝✉❧♦♥s ❧❡s ♣r♦❜❛❜✐❧✐tés ❞❡ ❝r♦✐s❡r ✉♥ ❛tt❛q✉❛♥t ❝❤♦✐s✐ ❛❧é❛t♦✐r❡♠❡♥t ❞❛♥s ❧❡
❣r❛♣❤❡ s✉r ✉♥❡ r♦✉t❡ ❞♦♥♥é❡✳ ◆♦✉s s♦✉❤❛✐t♦♥s é❣❛❧❡♠❡♥t ♠❡♥❡r ♣❧✉s ❛✈❛♥t ❧❡s tr❛✈❛✉① ❝♦♥❝❡r♥❛♥t
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✭❛✮ ✭❜✮

❋✐❣✉r❡ ✷✳✻ ✕ ❱❡rs✐♦♥s r❛♥❞♦♠✐sé❡s ❞❡s ♣r♦t♦❝♦❧❡s ❝❧❛ss✐q✉❡s ❛✈❡❝ ré♣❧✐❝❛t✐♦♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❛
❞✐st❛♥❝❡ ✿ s✉r❢❛❝❡ ❞❡ rés✐❧✐❡♥❝❡ ✭❛✮ s❛♥s ❛tt❛q✉❡ ✭k = 0%✮ ✭❜✮ ❛✈❡❝ ❛tt❛q✉❡s ✭k = 30%✮✳

✭❛✮ ✭❜✮

❋✐❣✉r❡ ✷✳✼ ✕ s✉r❢❛❝❡ ❞❡ rés✐❧✐❡♥❝❡ ❡♥ ❢♦♥❝t✐♦♥ ❞✉ ♣♦✉r❝❡♥t❛❣❡ ❞✬❛tt❛q✉❛♥ts ♣♦✉r ❧❡s tr♦✐s ✈❛r✐❛♥t❡s
❞❡ ❝❤❛q✉❡ ♣r♦t♦❝♦❧❡ ✿ ✭❛✮ ♣♦✉r ❉❙❘ ❡t ✭❜✮ ♣♦✉r ●❇❘✳

❧❡s ♠ét❤♦❞❡s ❞❡ ré♣❧✐❝❛t✐♦♥ ❛✜♥ ❞✬❡ss❛②❡r ❞❡ ❞ét❡r♠✐♥❡r ❧❡sq✉❡❧❧❡s s♦♥t ❧❡s ♣❧✉s ♦♣t✐♠❛❧❡s✳

✷✳✹ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❉❛♥s ❧❡ ❝❛❞r❡ ❞✉ ♣r♦❥❡t ❆❘❊❙❆✷ ❡t ❞✉ ♣♦st✲❞♦❝t♦r❛t ❞❡ ❨✉❛♥ ❨✉❛♥ ❩❤❛♥❣✱ ♥♦✉s ❛✈♦♥s
♠❡♥é ♣❧✉s✐❡✉rs ét✉❞❡s s✉r ❧❛ sé❝✉r✐té ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉✳ ❈❡tt❡ t❡❝❤♥✐q✉❡ ♣❡r♠❡t ❣râ❝❡ à ❧❛
❞✐ssé♠✐♥❛t✐♦♥ ❞✬✐♥❢♦r♠❛t✐♦♥ ❞❛♥s ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs ✭✐❧ s✬❛❣✐t ❞❡ ❞é❝♦✉♣❡r ✉♥❡ ❞♦♥♥é❡ ❡♥
♣❧✉s✐❡✉rs ♠♦r❝❡❛✉① q✉✐ s❡r♦♥t ❝♦♠❜✐♥és✴❝♦❞és ❡♥s❡♠❜❧❡ ❛✜♥ q✉❡ ❝❡s ❞❡r♥✐❡rs s♦✐❡♥t ❞✐ssé♠✐♥és
❡t r♦✉tés ❞❛♥s ❧❡ rés❡❛✉ ❡♥ ♠✉❧t✐❝❛st ♦r✐❡♥té✮ ♣❡r♠❡t ❞✬❛♠é❧✐♦r❡r ❧❡ ❞é❜✐t ❞❡s tr❛♥s♠✐ss✐♦♥s
❞✬✐♥❢♦r♠❛t✐♦♥ ♠✉❧t✐❝❛st ♦✉ ✉♥✐❝❛st ❞❛♥s ✉♥ rés❡❛✉ ❢♦r♠é ❞✬✉♥❡ ♦✉ ❞❡ ♣❧✉s✐❡✉rs s♦✉r❝❡s ❡t ❞✬✉♥
♦✉ ❞❡ ♣❧✉s✐❡✉rs ré❝❡♣t❡✉rs ❝♦♠♠❡ ♣r♦✉✈é ❞❛♥s ❬▼❑✵✷✱ ❑▼✵✸❪✳

➱✈✐❞❡♠♠❡♥t✱ q✉✐ ❞✐t ♥♦✉✈❡❧❧❡s t❡❝❤♥✐q✉❡s ♣♦✉r ❧❡s rés❡❛✉① ❞✐t ♥♦✉✈❡❧❧❡s ❛tt❛q✉❡s✳ ❆✐♥s✐ ❧❡s
❛tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ♦✉ ❧❡s ❛tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥ ❞é❝r✐t❡s ❞❛♥s ❧❛ s✉✐t❡ ❞❡ ❝❡tt❡ s❡❝t✐♦♥ s♦♥t
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✭❛✮ ✭❜✮

❋✐❣✉r❡ ✷✳✽ ✕ s✉r❢❛❝❡ ❞❡ rés✐❧✐❡♥❝❡ ❡♥ ❢♦♥❝t✐♦♥ ❞✉ ♣♦✉r❝❡♥t❛❣❡ ❞✬❛tt❛q✉❛♥ts ♣♦✉r ❧❡s tr♦✐s ✈❛r✐❛♥t❡s
❞❡ ❝❤❛q✉❡ ♣r♦t♦❝♦❧❡ ✿ ✭❛✮ ♣♦✉r ●r❡❡❞② ❡t ✭❜✮ ♣♦✉r ❘❲❘✳

❞❡s ❛tt❛q✉❡s ❞é❞✐é❡s ❛✉ ❝♦❞❛❣❡ rés❡❛✉✳ ◆♦✉s ♥♦✉s s♦♠♠❡s ❞♦♥❝ ♣❛rt✐❝✉❧✐èr❡♠❡♥t ❡♠♣❧♦②és à
❞é✈❡❧♦♣♣❡r ❞❡s ♠ét❤♦❞❡s ♣❡r♠❡tt❛♥t ❞❡ ❧✉tt❡r ❝♦♥tr❡ ❝❡s ♥♦✉✈❡❧❧❡s ❛tt❛q✉❡s✳ ◆♦✉s ❧❡s ❞ét❛✐❧❧❡r♦♥s
❞❛♥s ❝❡tt❡ s❡❝t✐♦♥ ❛♣rès ❛✈♦✐r r❛♣♣❡❧é q✉❡❧q✉❡s ❞é✜♥✐t✐♦♥s✳

✷✳✹✳✶ ❉é✜♥✐t✐♦♥ ❞✉ ❝♦❞❛❣❡ rés❡❛✉

▲✬❛rt✐❝❧❡ ❢♦♥❞❛t❡✉r ❝♦♥❝❡r♥❛♥t ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❡st ❝❡❧✉✐ ❞❡ ❆❤❧s✇❡❞❡ ❡t ❛❧✳ ❬❆❈▲❨✵✵❪✳ ▲❡ ❜✉t
♣r✐♥❝✐♣❛❧ ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ❡st ❞❡ tr♦✉✈❡r ✉♥❡ ❞✐ssé♠✐♥❛t✐♦♥ ♦♣t✐♠❛❧❡ ❞❡ ❧✬✐♥❢♦r♠❛t✐♦♥ ❞❛♥s ✉♥
rés❡❛✉✳ ■❧ ❛ été ♠♦♥tré q✉❡ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✭✈♦✐r ❬❍▲✵✽❪ ❈❤❛♣✐tr❡ ✶✮ ♣❡✉t é❣❛❧❡♠❡♥t ❛♠é❧✐♦r❡r ❧❛
rés✐❧✐❡♥❝❡ ❞✉ rés❡❛✉ ❝♦♥tr❡ ❧❡s ♣❛♥♥❡s ❞❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♦✉ ❧❡s ❡✛❛❝❡♠❡♥ts✳ ▲❡s rés❡❛✉① ✜❧❛✐r❡s
♦✉ s❛♥s ✜❧ ♣❡✉✈❡♥t ❜é♥é✜❝✐❡r ❞❡s ❛✈❛♥t❛❣❡s ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡ ❬❍▲✵✽✱ ❨▲❈❩✵✺✱
❈❉❋❩✵✻❪✮✳

▲✬✉♥❡ ❞❡s ♠ét❤♦❞❡s ❧❡s ♣❧✉s ✐♠♣♦rt❛♥t❡s ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❡st ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ❝♦❞❡s
❧✐♥é❛✐r❡s ✿ ❧❡s ♣❛q✉❡ts é❝❤❛♥❣és ♣❛r ❧❡s ♥÷✉❞s s♦♥t ❞❡s ❝♦♠❜✐♥❛✐s♦♥s ❧✐♥é❛✐r❡s s✉r ✉♥ ❝♦r♣s ✜♥✐
❞❡ ❞♦♥♥é❡s à tr❛♥s♠❡ttr❡✳ ▲❡s ❝♦❞❡s ❧✐♥é❛✐r❡s ❛❧é❛t♦✐r❡s ❬❍▼❑+✵✻❪ ♦♥t ♣❛rt✐❝✉❧✐èr❡♠❡♥t r❡t❡♥✉
❧✬❛tt❡♥t✐♦♥✳ ❊♥ ❝♦♥s✐❞ér❛♥t ❧❡ rés❡❛✉ ✈✉ ❝♦♠♠❡ ✉♥ ❣r❛♣❤❡ ❛✈❡❝ ✉♥ ♥÷✉❞ s♦✉r❝❡ ❡t ❞❡s ♥÷✉❞s
❞❡st✐♥❛t✐♦♥✱ ❧❡ ❝♦❞❛❣❡ s✬❡✛❡❝t✉❡ ❝♦♠♠❡ s✉✐t ✿ ❙♦✐t D = (d1, d2, · · · , dn) ✉♥❡ ❞♦♥♥é❡ ❞❡ kn ❜✐ts
✈✉❡ ❝♦♠♠❡ ✉♥ ✈❡❝t❡✉r ❞❡ n ❢r❛❣♠❡♥ts di ∈ F2k , i ∈ [1, n]✳ ▲❡s ♠❡ss❛❣❡s mj = hj ‖ pj tr❛♥s♠✐s
♣❛r ❧❛ s♦✉r❝❡ ❡t r❡❧❛②és ♣❛r ❧❡s ♥÷✉❞s ✐♥t❡r♠é❞✐❛✐r❡s ❡♥ ✉t✐❧✐s❛♥t ❞❡s ❝♦❞❡s ❧✐♥é❛✐r❡s ❛❧é❛t♦✐r❡s
s♦♥t ✿ ✉♥❡ ❡♥têt❡ hj ❡t ✉♥❡ ❞♦♥♥é❡ pj ❛✈❡❝ pj =

∑n
i=1 αi,jdi✱ ♦ù ❧❡s ❝♦❡✣❝✐❡♥ts αi,j s♦♥t t✐rés

❛✉ ❤❛s❛r❞ ❞❛♥s Fq ❛✈❡❝ q = 2u✳ ▲✬❡♥têt❡ q✉❛♥t à ❡❧❧❡ ❡st ❝♦♠♣♦sé❡ ❞❡ t♦✉s ❧❡s ❝♦❡✣❝✐❡♥ts αi,j

♣❡r♠❡tt❛♥t ❞❡ ❞é❝r✐r❡ ❧❛ ❞♦♥♥é❡ ✿ hj = (α1,j , · · · , αn,j)✳
▲❛ s♦✉r❝❡ ❡t ❧❡s ♥÷✉❞s r❡❧❛✐s ❛♣♣❧✐q✉❡♥t ❧❡ ♣r♦❝❡ss✉s ❞❡ ❝♦❞❛❣❡ à ❧✬✐♥✜♥✐ ❥✉sq✉✬à ❝❡ q✉✬✐❧s

r❡ç♦✐✈❡♥t ❞❡ ❧❛ ❞❡st✐♥❛t✐♦♥ ✉♥ ❛❝❝✉sé ❞❡ ré❝❡♣t✐♦♥ ✭❆❈❑✮ ❞❡ t♦✉t❡s ❧❡s ❞❡st✐♥❛t✐♦♥s✳ ❈❡s ❞❡r✲
♥✐èr❡s ❞é❝♦❞❡♥t ❧❡s ♠❡ss❛❣❡s r❡ç✉s ✭q✉❛♥❞ ❡❧❧❡s ❡♥ ♦♥t r❡ç✉ s✉✣s❛♠♠❡♥t q✉✐ s♦♥t ❧✐♥é❛✐r❡♠❡♥t
✐♥❞é♣❡♥❞❛♥ts✮ ✈✐❛ ✉♥❡ é❧✐♠✐♥❛t✐♦♥ ❣❛✉ss✐❡♥♥❡ ♦✉ ✉♥❡ ❛✉tr❡ ♠ét❤♦❞❡ ❞❡ rés♦❧✉t✐♦♥ ❞❡ s②stè♠❡s
❧✐♥é❛✐r❡s✳

■❧ ② ❛ ❞❡✉① t②♣❡s ❞❡ ✢♦ts q✉✐ ♣❡✉✈❡♥t êtr❡ ❝♦♥s✐❞érés ✿ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✐♥t❡r✲✢♦ts q✉✐ ❝♦♠❜✐♥❡
❞❡s ♠❡ss❛❣❡s ❞❡ ❞✐✛ér❡♥t❡s s♦✉r❝❡s ❡t ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✐♥tr❛✲✢♦ts ✭❛✉ss✐ ❛♣♣❡❧é ❝♦❞❛❣❡ rés❡❛✉
s♦✉r❝❡✮ q✉✐ ❝♦♠❜✐♥❡ ❡♥tr❡ ❡✉① ✉♥✐q✉❡♠❡♥t ❧❡s ♠❡ss❛❣❡s ❞✬✉♥ s❡✉❧ ✢♦t✳ ■❧ ❡①✐st❡ ❜❡❛✉❝♦✉♣ ❞❡
rés✉❧t❛ts ❝♦♥❝❡r♥❛♥t ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❡t s❡s ❛♣♣❧✐❝❛t✐♦♥s✱ ♥♦t❛♠♠❡♥t s✉r ❧❡s ❜♦r♥❡s t❤é♦r✐q✉❡s
❞❡ ❞é❜✐t ❛tt❡✐❣♥❛❜❧❡s q✉❡ ❥❡ ♥❡ ❞ét❛✐❧❧❡r❛✐ ♣❛s ✐❝✐ s♣é❝✐❛❧✐s❛♥t ♠♦♥ tr❛✈❛✐❧ s✉r ❧❛ sé❝✉r✐té ❞✉ ❝♦❞❛❣❡

✼✵



✷✳✹✳ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

rés❡❛✉✳ P♦✉r ♣❧✉s ❞❡ ❞ét❛✐❧s✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à ❬❍▲✵✽❪ ♣❛r ❡①❡♠♣❧❡✳

✷✳✹✳✷ ❆tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❡t ❛tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥ ❝♦♥tr❡ ❧❡ ❝♦❞❛❣❡

rés❡❛✉

▲❡ ❝♦❞❛❣❡ rés❡❛✉ ❡♥ ❧✉✐✲♠ê♠❡ ♣❡r♠❡t ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ✉♥ ❝❡rt❛✐♥ ♥♦♠❜r❡ ❞✬❛tt❛q✉❡s✳
❖♥ ♣❡✉t ❝✐t❡r ♥♦t❛♠♠❡♥t ✐❝✐ ❧✬❛tt❛q✉❛♥t ✏✇✐r❡t❛♣♣❡r✑ q✉✐ ❢❛✐t ❞❡ ❧✬é❝♦✉t❡ ♣❛ss✐✈❡ ❡t q✉✐ t❛♥t
q✉✬✐❧ ♥✬❛ ♣❛s ré❝✉♣éré s✉✣s❛♠♠❡♥t ❞❡ ♣❛q✉❡ts ❧✐♥é❛✐r❡♠❡♥t ✐♥❞é♣❡♥❞❛♥ts ♥❡ ♣❡✉t ♣❛s ❛❝❝é❞❡r à
❧✬✐♥❢♦r♠❛t✐♦♥ ❝♦♠♣❧èt❡ ✭♣♦✉r ♣❧✉s ❞❡ ❞ét❛✐❧s ✈♦✐r ❬❖❲✽✺✱ ❈❨✶✶✱ ❊❙✵✽❪✮✳ ❉❡ ♠ê♠❡✱ ❡♥ r❛✐s♦♥ ❞❡ ❧❛
♥❛t✉r❡ ♠✉❧t✐❝❛st ❞❡ ❧❛ ♠ét❤♦❞❡ ❞✬❡♥✈♦✐ ❞❡s ♠❡ss❛❣❡s✱ ✉♥ ❛tt❛q✉❛♥t ❞❡ t②♣❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣
♥❡ ✈❛ ❛✈♦✐r ♣♦✉r s❡✉❧ ❡✛❡t q✉✬✉♥❡ ❛✉❣♠❡♥t❛t✐♦♥ ❞✉ ❞é❧❛✐ ❛✈❛♥t q✉❡ ❧❛ ♦✉ ❧❡s ❞❡st✐♥❛t✐♦♥s ❞é❝♦❞❡♥t
❝♦rr❡❝t❡♠❡♥t ❧❛ ❞♦♥♥é❡ ✭✈♦✐r ♣❛r ❡①❡♠♣❧❡ ❬❉❈◆❘✵✾❪✮✳

▲❡s ❛tt❛q✉❡s ❞é❞✐é❡s ❛✉ ❝♦❞❛❣❡ rés❡❛✉ ❬❉❈◆❘✵✾❪ s♦♥t ❡ss❡♥t✐❡❧❧❡♠❡♥t ❞❡ ❞❡✉① t②♣❡s ❡t s♦♥t
❞❡s ❛tt❛q✉❡s ❛❝t✐✈❡s✳ ■❧ s✬❛❣✐t ❞✬✉♥❡ ♣❛rt ❞❡ ❧✬❛tt❛q✉❡ ♣❛r ♣♦❧❧✉t✐♦♥ ❡t ❞✬❛✉tr❡ ♣❛rt ❞❡ ❧✬❛tt❛q✉❡
♣❛r ✐♥♦♥❞❛t✐♦♥✳ ❉❛♥s ✉♥❡ ❛tt❛q✉❡ ♣❛r ♣♦❧❧✉t✐♦♥✱ ✉♥ ❛❞✈❡rs❛✐r❡ ✐♥❥❡❝t❡ ❞❡s ♠❡ss❛❣❡s ✐♥✈❛❧✐❞❡s
✭❧❡s ♣❛q✉❡ts ♣♦❧❧✉és✮ ❞❛♥s ❧❡ ✢♦t ❞❡ ♠❡ss❛❣❡s✳ ■❧ ❡①♣❧♦✐t❡ ❛✐♥s✐ ❧❛ ❝❛♣❛❝✐té ❞✉ ❝♦❞❛❣❡ rés❡❛✉ à
❞✐ssé♠✐♥❡r ❧✬✐♥❢♦r♠❛t✐♦♥ à s♦♥ ♣r♦♣r❡ ❛✈❛♥t❛❣❡✳ ▲❡s ♠❡ss❛❣❡s ✐♥✈❛❧✐❞❡s ✈♦♥t êtr❡ ♠é❧❛♥❣és à ❞❡s
♣❛q✉❡ts ✈❛❧✐❞❡s ❡♥ ❛✈❛❧ ❡t ✈♦♥t r❛♣✐❞❡♠❡♥t ♣♦❧❧✉❡r ❧✬❡♥s❡♠❜❧❡ ❞❡s ♣❛q✉❡ts ❞✉ rés❡❛✉✳ ❊♥ ♦✉tr❡✱ ❧❡
❞❡st✐♥❛t❛✐r❡ q✉✐ ♦❜t✐❡♥t ♣❧✉s✐❡✉rs ♣❛q✉❡ts ♥✬❛ ❛✉❝✉♥ ♠♦②❡♥ ❞❡ ❞✐st✐♥❣✉❡r ❧❡sq✉❡❧s ♣❛r♠✐ ❝❡✉①✲❝✐
s♦♥t ✈❛❧✐❞❡s ♦✉ ♥♦♥ ❡t ♣❡✉✈❡♥t êtr❡ ✉t✐❧✐sés ♦✉ ♥♦♥ ♣♦✉r ❧❡ ❞é❝♦❞❛❣❡✳ ❊♥ ❡✛❡t✱ ♠ê♠❡ ❛✈❡❝ ✉♥ s❡✉❧
♣❛q✉❡t ♣♦❧❧✉é ✉t✐❧✐sé ❞✉r❛♥t ❧❡ ❞é❝♦❞❛❣❡✱ t♦✉s ❧❡s ♠❡ss❛❣❡s ✈♦♥t êtr❡ ✐♥❝♦rr❡❝t❡♠❡♥t ❞é❝♦❞és✳
▲❡s r❡ss♦✉r❝❡s ❞✉ rés❡❛✉ ❡♥ t❡r♠❡s ❞✬é♥❡r❣✐❡ ❡t ❞❡ ❜❛♥❞❡ ♣❛ss❛♥t❡ ✈♦♥t ❞♦♥❝ êtr❡ ❣❛s♣✐❧❧é❡s✳
❇❡❛✉❝♦✉♣ ❞❡ s♦❧✉t✐♦♥s ♦♥t été ♣r♦♣♦sé❡s ❞❛♥s ❧❛ ❧✐ttér❛t✉r❡ ♣♦✉r s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❝❡ t②♣❡
❞✬❛tt❛q✉❡s✳ ❖♥ ♣❡✉t ❝✐t❡r ✐❝✐ ❬❨❲❘●✵✽✱ ❨❲❘●✵✾✱ ❇❋❑❲✵✾✱ ❈❏▲✵✾✱ ❆❇✵✾❪ q✉✐ ✉t✐❧✐s❡♥t ♣♦✉r
❧❛ ♣❧✉♣❛rt ❞❡s s✐❣♥❛t✉r❡s ❤♦♠♦♠♦r♣❤✐q✉❡s ♣❡r♠❡tt❛♥t ❞❡ ✈ér✐✜❡r ❧✬✐♥té❣r✐té ❞❡s ♠❡ss❛❣❡s✳ ❉❛♥s
❬❆❩❋+✶✵❪ ❡t ❞❛♥s s❛ ✈❡rs✐♦♥ ét❡♥❞✉❡ ❬❆❩❋+✶✶❪✱ ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé ✉♥❡ s♦❧✉t✐♦♥ ♣❡r♠❡tt❛♥t ❞❡
♣ré✈❡♥✐r ❧❡s ❛tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❞❛♥s ❧❡ ❝❛s ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ♣❛r ♦✉ ❡①❝❧✉s✐❢✳ ❈❡tt❡ s♦❧✉t✐♦♥
s❡r❛ ❞ét❛✐❧❧é❡ ❞❛♥s ❧❛ s❡❝t✐♦♥ ✷✳✹✳✹✳

▲✬❛tt❛q✉❡ ♣❛r ✐♥♦♥❞❛t✐♦♥ ❬❉❈◆❘✵✾❪ ✭q✉❡ ♥♦✉s ❛✈✐♦♥s é❣❛❧❡♠❡♥t ♥♦♠♠é❡ ❜✐❡♥ ♠❛❧ à ♣r♦♣♦s
❛tt❛q✉❡ ❚s✉♥❛♠✐✮ s❡ ❢♦❝❛❧✐s❡ q✉❛♥t à ❡❧❧❡ s✉r ❧❡s ❛❝❝✉sés ❞❡ ré❝❡♣t✐♦♥ ✭♣❛q✉❡ts ❆❈❑ ❡♥ ❛♥❣❧❛✐s✮
q✉❡ ❧❛ ❞❡st✐♥❛t✐♦♥ ❞♦✐t r❡♥✈♦②❡r à ❧❛ s♦✉r❝❡ ❧♦rsq✉✬❡❧❧❡ ❛ ❝♦rr❡❝t❡♠❡♥t ❞é❝♦❞é ❧❛ ❞♦♥♥é❡✳ ▲❡s
❛tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥ s♦♥t très ❢❛❝✐❧❡s à ♠❡ttr❡ ❡♥ ♣❧❛❝❡ ❞❛♥s ❧❡s rés❡❛✉① s❛♥s ✜❧ ❡♥ r❛✐s♦♥
❞❡ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡s ❝♦♠♠✉♥✐❝❛t✐♦♥s r❛❞✐♦ ✭❧✬❛tt❛q✉❛♥t ♣❡✉t ❢❛❝✐❧❡♠❡♥t é❝♦✉t❡r ❧❡ ♣❛q✉❡t ❆❈❑✮✳
P♦✉r ❧❛♥❝❡r ✉♥❡ ❛tt❛q✉❡ ♣❛r ✐♥♦♥❞❛t✐♦♥✱ ✉♥ ❛❞✈❡rs❛✐r❡ ♣❡✉t s♦✐t ♠♦❞✐✜❡r ❧❡ ❝♦♥t❡♥✉ ❞✉ ♣❛q✉❡t
❆❈❑✱ s♦✐t ✐♥❥❡❝t❡r ❞❡ ❢❛✉① ♣❛q✉❡ts ❆❈❑✱ s♦✐t s✉♣♣r✐♠❡r ❧❡ ❆❈❑ ♦✉ r❡t❛r❞❡r s❛ ❧✐✈r❛✐s♦♥ ✿

✕ ■♥❥❡❝t❡r ❞❡ ❢❛✉① ♣❛q✉❡ts ❆❈❑ ✿ ❞❛♥s ❝❡ ❝❛s✱ ❧✬❛tt❛q✉❛♥t s❡ ❝♦♥t❡♥t❡ ❞❡ ❢♦r❣❡r ✉♥ ❢❛✉①
♣❛q✉❡t ❆❈❑ ❡t ❞❡ ❧✬❡♥✈♦②❡r à ❧❛ s♦✉r❝❡ q✉✐ ❝r♦✐r❛ ❧❡ ♠❡ss❛❣❡ ❝♦rr❡❝t❡♠❡♥t ❞é❝♦❞é ♣❛r
❧❛ ❞❡st✐♥❛t✐♦♥ ❡t ♣❛ss❡r❛ ❛✉ ♠❡ss❛❣❡ s✉✐✈❛♥t✳ ❆✐♥s✐✱ ❧❛ ❞❡st✐♥❛t✐♦♥ ♥❡ ♣♦✉rr❛ ♣❛s ❞é❝♦❞❡r
❝♦rr❡❝t❡♠❡♥t ❧❡ ♠❡ss❛❣❡✳ ❖♥ ♣❡✉t ❢❛❝✐❧❡♠❡♥t ❡♠♣ê❝❤❡r ❝❡ t②♣❡ ❞✬❛tt❛q✉❡ ❡♥ ❛✉t❤❡♥t✐✜❛♥t
❧❡ ♣❛q✉❡t ❆❈❑ ✈✐❛ ❧✬✉t✐❧✐s❛t✐♦♥ ❞✬✉♥ ❝♦❞❡ ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡ ♠❡ss❛❣❡ ❬❑❇❈✾✼❪✳

✕ ❙✉♣♣r✐♠❡r ❞❡s ♣❛q✉❡ts ❆❈❑ ✿ ❞❛♥s ❝❡ ❝❛s✱ ❧✬❛❞✈❡rs❛✐r❡ ❞étr✉✐t ❧❡ ♣❛q✉❡t ❆❈❑ q✉✬✐❧ ❞♦✐t
tr❛♥s♠❡ttr❡ ♦✉ ♠♦❞✐✜❡ ❧❡ ❝❤❡♠✐♥ ❞❡ ❧✐✈r❛✐s♦♥ ❞✉ ♣❛q✉❡t ❆❈❑ ❛✜♥ ❞✬❡♠♣ê❝❤❡r q✉✬✐❧ ♥❡
♣❛r✈✐❡♥♥❡ ❥✉sq✉✬à ❧❛ s♦✉r❝❡✳ ❆✐♥s✐✱ ❧❛ s♦✉r❝❡ ❝♦♥t✐♥✉❡r❛ ✐♥❞é✜♥✐♠❡♥t à ❡♥✈♦②❡r ❞❡s ♣❛q✉❡ts
❝♦❞és à ❧❛ ❞❡st✐♥❛t✐♦♥ ❣❛s♣✐❧❧❛♥t ♣❛r ❧❛ ♠ê♠❡ ❧❡s r❡ss♦✉r❝❡s ❞✉ rés❡❛✉✳

✕ ❘❡t❛r❞❡r ❞❡s ♣❛q✉❡ts ❆❈❑ ✿ ❞❛♥s ❝❡ ❝❛s✱ ❛✉ ❧✐❡✉ ❞❡ s✉♣♣r✐♠❡r ❧❡ ♣❛q✉❡t ❆❈❑✱ ❧✬❛tt❛q✉❛♥t
r❡t❛r❞❡ ❥✉st❡ s❛ ❧✐✈r❛✐s♦♥✳ ❈❡tt❡ ❝♦♥❞✉✐t❡ ❡st ❞✐✣❝✐❧❡ à ❞✐st✐♥❣✉❡r ❞✬✉♥❡ ❝♦♥❞✉✐t❡ é❣♦ïst❡ ♦ù
❧❡s ♥÷✉❞s ✈❡✉❧❡♥t ré❞✉✐r❡ ❧❡✉r ♣r♦♣r❡ ❝♦♥s♦♠♠❛t✐♦♥ é♥❡r❣ét✐q✉❡✳ ❈❡tt❡ ❛tt❛q✉❡ ❛✉❣♠❡♥t❡r❛
❧❡ t❡♠♣s ♥é❝❡ss❛✐r❡ à ❧❛ tr❛♥s♠✐ss✐♦♥ ❞✬✉♥ ♠❡ss❛❣❡ ✭❛✉❣♠❡♥t❛♥t ❧❡s ❞é❧❛✐s ❞❡ ❜♦✉t ❡♥ ❜♦✉t✮

✼✶



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

t♦✉t ❡♥ ❣❛s♣✐❧❧❛♥t ❧❡s r❡ss♦✉r❝❡s ❞✉ rés❡❛✉✳
❉❛♥s ❬❩❩▲▼✶✶❪✱ ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé ❞❡ tr❛♥s❢ér❡r ❧❡ ♣❛q✉❡t ❆❈❑ ❡♥ ♠✉❧t✐✲❝❤❡♠✐♥ ❛✜♥ ❞✬é✈✐✲

t❡r ❧❡s ❛tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥✳ ❈❡ rés✉❧t❛t s❡r❛ ❞ét❛✐❧❧é ❞❛♥s ❧❛ s❡❝t✐♦♥ ✷✳✹✳✺✳

✷✳✹✳✸ ❙♦❧✉t✐♦♥s ❝r②♣t♦❣r❛♣❤✐q✉❡s ♣♦✉r ❧❛ sé❝✉r✐té ❞✉ ❝♦❞❛❣❡ rés❡❛✉

❆✈❛♥t ❞❡ r❡♥tr❡r à ♣r♦♣r❡♠❡♥t ♣❛r❧❡r ❞❛♥s ❧❡s s♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ q✉❡
♥♦✉s ❛✈♦♥s ❞é✈❡❧♦♣♣é❡s✱ ❝❡tt❡ ♣❛rt✐❡ ♣rés❡♥t❡ ❧❡s s♦❧✉t✐♦♥s ❝r②♣t♦❣r❛♣❤✐q✉❡s ❧❡s ♣❧✉s ré❝❡♥t❡s✱
✐♥tér❡ss❛♥t❡s ♣♦✉r ✉♥❡ ✉t✐❧✐s❛t✐♦♥ ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉✳ ❊♥ ❡✛❡t✱ ❛✜♥ ❞✬êtr❡ ❛♣♣❧✐❝❛❜❧❡s s✉r ❞❡s
❝♦❞❡s ❧✐♥é❛✐r❡s s✉r F2 ♦✉ s✉r ❞❡s ❝♦r♣s ♣❧✉s ❣r♦s✱ ❧❡s ❝❤✐✛r❡♠❡♥ts ❡t ❧❡s ♠ét❤♦❞❡s ❞✬❛✉t❤❡♥t✐✜❝❛✲
t✐♦♥ ❝♦♥s✐❞érés ❞♦✐✈❡♥t ✈ér✐✜❡r ❝❡rt❛✐♥❡s ♣r♦♣r✐étés ❞✬❤♦♠♦♠♦r♣❤✐s♠❡✳ ◆♦✉s ❞ét❛✐❧❧♦♥s ❞♦♥❝ ✐❝✐
q✉❡❧q✉❡s s♦❧✉t✐♦♥s ❡①✐st❛♥t❡s✳

❈❤✐✛r❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡

▲❡s ❞♦♥♥é❡s ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ♣❡✉✈❡♥t ❛✈♦✐r ❜❡s♦✐♥ ❞✬êtr❡ ❝❡♣❡♥❞❛♥t ❝❤✐✛ré❡s ♣❛r ❡①❡♠♣❧❡
❧♦rsq✉✬♦♥ ❝♦♥s✐❞èr❡ ✉♥ ❛tt❛q✉❛♥t ❡①trê♠❡♠❡♥t ♣✉✐ss❛♥t✱ ♠ê♠❡ s✐ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ♣❡r♠❡t ✉♥❡
❝♦♥✜❞❡♥t✐❛❧✐té ✐♥tr✐♥sèq✉❡✳ ❉❛♥s ❝❡ ❝❛s✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞✬✉t✐❧✐s❡r ♣♦✉r ❣❛r❛♥t✐r ✉♥❡ ❝♦♥✜❞❡♥t✐❛❧✐té
❞❡ ❜♦✉t ❡♥ ❜♦✉t ❞❡s ♣r♦♣r✐étés ❞✬❤♦♠♦♠♦r♣❤✐s♠❡ ❡t ❞✬❤♦♠♦♠♦r♣❤✐s♠❡ ❝♦♠♣❧❡t✳

❯♥ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t E✱ ❝♦♠♠❡ ❞é✜♥✐ ❞❛♥s ❬❋●✵✼❪✱ ❞✬✉♥ ❡♥s❡♠❜❧❡ M ❞❡ t❡①t❡s ❝❧❛✐rs
✈❡rs ✉♥ ❡♥s❡♠❜❧❡ C ❞❡ t❡①t❡s ❝❤✐✛rés ❡st ❞✐t ❤♦♠♦♠♦r♣❤✐q✉❡ s✐ ♣♦✉r t♦✉t❡ ❝❧é ❞❡ ❝❤✐✛r❡♠❡♥t
❞♦♥♥é❡ k✱ E s❛t✐s❢❛✐t ✿

∀m1,m2 ∈M, E(m1 ⊙M m2)← E(m1)⊙C E(m2)

♣♦✉r ❞❡s ♦♣ér❛t❡✉rs ⊙M ❞❡ M ❡t ⊙C ❞❡ C ♦ù ← s✐❣♥✐✜❡ ✏♣❡✉t ❞✐r❡❝t❡♠❡♥t êtr❡ ❝❛❧❝✉❧é à
♣❛rt✐r ❞❡✑ ✭✐✳❡✳ s❛♥s ❞é❝❤✐✛r❡♠❡♥t ✐♥t❡r♠é❞✐❛✐r❡✮✳

❈❡tt❡ ❞é✜♥✐t✐♦♥ r❡st❡ très ❣é♥ér❛❧❡ ❡t ❧❛ ♣❧✉♣❛rt ❞✉ t❡♠♣s✱ ❧❡s s❝❤é♠❛s ❞❡ ❝❤✐✛r❡♠❡♥t ❤♦♠♦✲
♠♦r♣❤✐q✉❡ s♦♥t ✉t✐❧❡s s✐ ❧❡s ♦♣ér❛t❡✉rs ⊙M ❡t ⊙C s♦♥t ❞❡s ♦♣ér❛t❡✉rs ❞❡ ❣r♦✉♣❡ ♦✉ ❞❡ ❝♦r♣s t❡❧s
q✉❡ + ♦✉ ×✳ ❖♥ ♣❡✉t ❞♦♥❝ r❛✣♥❡r ❧❛ ❞é✜♥✐t✐♦♥ ♣ré❝é❞❡♥t❡ ❞❡ ❞❡✉① ♠❛♥✐èr❡s ✿

✕ ❯♥ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t ❡st ❞✐t ❛❞❞✐t✐✈❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡ s✐ ∀m1,m2 ∈M ✱ E(m1+M

m2)← E(m1) +C E(m2)✳
✕ ❯♥ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t ❡st ❞✐t ♠✉❧t✐♣❧✐❝❛t✐✈❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡ s✐ ∀m1,m2 ∈ M ✱
E(m1 ×M m2)← E(m1)×C E(m2)✳

❇❡❛✉❝♦✉♣ ❞❡ s❝❤é♠❛s ❞❡ ❝❤✐✛r❡♠❡♥t s♦♥t s♦✐t ❤♦♠♦♠♦r♣❤✐q✉❡♠❡♥t ❛❞❞✐t✐❢ s♦✐t ❤♦♠♦♠♦r♣❤✐✲
q✉❡♠❡♥t ♠✉❧t✐♣❧✐❝❛t✐❢✳ P♦✉r ✉♥❡ ét✉❞❡ ❝♦♠♣❧èt❡ s✉r ❧❡s s❝❤é♠❛s ❤♦♠♦♠♦r♣❤✐q✉❡s✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t
s❡ ré❢ér❡r à ❬❋●✵✼❪✳ P❛r♠✐ ❧❡s s❝❤é♠❛s ❤♦♠♦♠♦r♣❤✐q✉❡s à ❝❧é ♣✉❜❧✐q✉❡ ❧❡s ♣❧✉s ❝♦♥♥✉s✱ ♦♥ ♣❡✉t ❝✐✲
t❡r ❧❡ s❝❤é♠❛ ❞❡ ●♦❧❞✇❛ss❡r✲▼✐❝❛❧✐ ❬●▼✽✷❪ q✉✐ ✉t✐❧✐s❡ ✉♥ ♥♦♠❜r❡ ❘❙❆ ❡t ❞❡s ❝❛❧❝✉❧s ❞❡ s②♠❜♦❧❡s
❞❡ ❏❛❝♦❜✐ ❡t ❧❡ s❝❤é♠❛ ❞❡ P❛✐❧❧✐❡r ❬P❛✐✾✾❪ q✉✐ ❡st ❛❞❞✐t✐✈❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡✳ ■❧ ❡①✐st❡ é❣❛❧❡♠❡♥t
✉♥ ❝❤✐✛r❡♠❡♥t ❛❞❞✐t✐✈❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡ s✐♠♣❧❡ ✿ ✐❧ s✬❛❣✐t ❞✉ ❝❤✐✛r❡♠❡♥t à ♠❛sq✉❡ ❥❡t❛❜❧❡
❞ét❛✐❧❧é ❛✉ ❝❤❛♣✐tr❡ ✶✳ ❈❡ ❞❡r♥✐❡r ❝♦♥✈✐❡♥t très ❜✐❡♥ ❧♦rsq✉❡ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ s❡ ❢❛✐t s✉r F2 ♠✉♥✐ ❞❡
❧✬♦♣ér❛t❡✉r ⊕ ❡t ♠ê♠❡ ❧♦rsq✉❡ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❡st ✐♥t❡r✲✢♦ts ❝❛r ❧❡ ❝❤✐✛r❡♠❡♥t à ♠❛sq✉❡ ❥❡t❛❜❧❡
✈ér✐✜❡ é❣❛❧❡♠❡♥t ❧❛ ♣r♦♣r✐été s✉✐✈❛♥t❡ ✿ ∀m1,m2 ∈M,Ek1⊕k2(m1 ⊕m2)← Ek1(m1)⊕Ek2(m2)✱
❝❡ q✉✐ ♥✬❡st ♣❛s ❧❡ ❝❛s ♣♦✉r ❧❡s ❛✉tr❡s s❝❤é♠❛s q✉✐ ♥❡ ♣❡✉✈❡♥t êtr❡ ✉t✐❧✐sés q✉✬❡♥ ✐♥tr❛✲✢♦ts✳

P❧✉s ré❝❡♠♠❡♥t✱ ❡♥ ✷✵✵✾✱ ❞❛♥s ❬●❡♥✵✾❪✱ ❈✳ ●❡♥tr② ❛ ✐♥tr♦❞✉✐t ✉♥❡ ♥♦t✐♦♥ ♣❧✉s ♣✉✐ss❛♥t❡ q✉❡
❝❡❧❧❡ ❞é✜♥✐❡ ♣ré❝é❞❡♠♠❡♥t q✉✐ s✬❛♣♣❡❧❧❡ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t ❝♦♠♣❧èt❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡✳
❈❡ s❝❤é♠❛ ♣❡r♠❡t à q✉❡❧q✉✬✉♥ ❞✬é✈❛❧✉❡r ❞❡s ❝✐r❝✉✐ts s✉r ❞❡s ❞♦♥♥é❡s ❝❤✐✛ré❡s s❛♥s ❢❛✐r❡ ❛♣♣❡❧
❛✉ ❞é❝❤✐✛r❡♠❡♥t✳ ❊♥ ❞✬❛✉tr❡s t❡r♠❡s✱ ✉♥ s❝❤é♠❛ ❞❡ ❝❤✐✛r❡♠❡♥t ❝♦♠♣❧èt❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡
♣❡r♠❡t à t♦✉t❡ ♣❡rs♦♥♥❡ ❞❡ tr❛♥s❢♦r♠❡r ♣✉❜❧✐q✉❡♠❡♥t ✉♥❡ ❝♦❧❧❡❝t✐♦♥ ❞❡ t❡①t❡s ❝❤✐✛rés ❞❡ t❡①t❡s

✼✷



✷✳✹✳ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❝❧❛✐rs π1, · · · , πn ❡♥ ✉♥ t❡①t❡ ❝❤✐✛ré ♣♦✉r ✉♥❡ ❢♦♥❝t✐♦♥✴✉♥ ❝✐r❝✉✐t f(π1, · · · , πn) ❞❡s t❡①t❡s ❝❧❛✐rs✱
s❛♥s q✉❡ ❧❛ ♣❡rs♦♥♥❡ ❡♥ q✉❡st✐♦♥ ♥✬❡st ❜❡s♦✐♥ ❞❡ ❧❛ ❝♦♥♥❛✐ss❛♥❝❡ ❞❡s t❡①t❡s ❝❧❛✐rs✳ ❈❡tt❡ ♥♦t✐♦♥
❡st ❜✐❡♥ sûr ♣❧✉s ❢♦rt❡ q✉❡ ❧❛ ✏s✐♠♣❧❡✑ ♣r♦♣r✐été ❤♦♠♦♠♦r♣❤✐q✉❡ ♣ré❝é❞❡♠♠❡♥t ❞é✜♥✐❡✳ ❉❛♥s
❬●❡♥✵✾❪✱ ♣❛rt❛♥t ❞❡ ❝❡tt❡ ❞é✜♥✐t✐♦♥✱ ❧✬❛✉t❡✉r ♣rés❡♥t❡ ✉♥ s❝❤é♠❛ ❝♦♠♣❧èt❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡
❝♦♥str✉✐t à ♣❛rt✐r ❞❡ rés❡❛✉① ❊✉❝❧✐❞✐❡♥s ✐❞é❛✉①✳ ▼❛❧❤❡✉r❡✉s❡♠❡♥t✱ ❝❡ s❝❤é♠❛ ♥❡ ♣❡✉t ♣❛s êtr❡
✉t✐❧✐sé ❡♥ ♣r❛t✐q✉❡ ❝❛r ✐❧ ❛ ✈r❛✐♠❡♥t ✉♥❡ très ❣r❛♥❞❡ ❝♦♠♣❧❡①✐té ❡♥ t❡r♠❡ ❞❡ ❝❛❧❝✉❧s✳ ❉❡♣✉✐s
❝❡ tr❛✈❛✐❧ ❢♦♥❞❛t❡✉r✱ ❞✬❛✉tr❡s ♣r♦♣♦s✐t✐♦♥s ♦♥t été ❢❛✐t❡s✱ ❡ss❡♥t✐❡❧❧❡♠❡♥t ❢♦♥❞é❡s s✉r ❧❡s rés❡❛✉①
❊✉❝❧✐❞✐❡♥s ❬❙❱✶✵✱ ❉●❍❱✶✵✱ ❙❙✶✵❪✳ ❈❡ ❞♦♠❛✐♥❡ ❞❡ r❡❝❤❡r❝❤❡ ❡st ré❡❧❧❡♠❡♥t ♥♦✉✈❡❛✉ ❡t ❡st ❞♦♥❝
❛♠❡♥é à s❡ ❞é✈❡❧♦♣♣❡r✳ ❈❡♣❡♥❞❛♥t✱ à ❧✬❤❡✉r❡ ❛❝t✉❡❧❧❡✱ ❧❡s s❝❤é♠❛s ❞❡ ❝❤✐✛r❡♠❡♥t ❝♦♠♣❧èt❡♠❡♥t
❤♦♠♦♠♦r♣❤✐q✉❡s ♣r♦♣♦sés r❡st❡♥t t❤é♦r✐q✉❡s ❡t très ❝♦ût❡✉①✳

❆✉t❤❡♥t✐✜❝❛t✐♦♥ ❤♦♠♦♠♦r♣❤✐q✉❡

❆✜♥ ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❧❡s ❛tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❞✬✉♥ ❛tt❛q✉❛♥t ❡①t❡r♥❡✱ ❧❡ rés❡❛✉ ❞♦✐t
êtr❡ ❝❛♣❛❜❧❡ ❞❡ ❣❛r❛♥t✐r ✉♥❡ ❛✉t❤❡♥t✐✜❝❛t✐♦♥ ✭♦✉ ✉♥❡ ✐♥té❣r✐té✮ s❛✉t à s❛✉t ❛✜♥ q✉❡ ❧✬❛tt❛q✉❡
♣✉✐ss❡ êtr❡ ❝♦♥✜♥é❡ à ✉♥❡ ♣❛rt✐❡ ❞✉ rés❡❛✉✳ P♦✉r ❝❡❧❛✱ ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞✬✐♥tr♦❞✉✐r❡ ❧❡s ♥♦✉✈❡❛✉①
♦✉t✐❧s ❝r②♣t♦❣r❛♣❤✐q✉❡s q✉❡ s♦♥t ❧❡s ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡s✱ ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❤♦♠♦♠♦r✲
♣❤✐q✉❡s ❡t ❧❡s s✐❣♥❛t✉r❡s ❤♦♠♦♠♦r♣❤✐q✉❡s✳ ◆♦✉s ✐♥tr♦❞✉✐s♦♥s ✐❝✐ ❝❡s ❞✐✛ér❡♥t❡s ♥♦t✐♦♥s✳ ❘❛♣♣❡✲
❧♦♥s ❝❡♣❡♥❞❛♥t q✉❡ ❞❛♥s ❧❡ ❝❛s ❞❡ ❧✬✉t✐❧✐s❛t✐♦♥ ❞❡ ▼❆❈ ✉♥❡ ❝❧é s❡❝rèt❡ ✉♥✐q✉❡ ❞♦✐t êtr❡ ♣❛rt❛❣é❡
❡♥tr❡ t♦✉s ❧❡s ✈ér✐✜❡✉rs ♦✉ ❛❧♦rs ✐❧ ❡st ♥é❝❡ss❛✐r❡ ❞❡ ❝♦♥str✉✐r❡ ❞❡ ♥♦♠❜r❡✉s❡s ♣❛✐r❡s ❞❡ ❝❧és✳

❉é✜♥✐t✐♦♥ ✷✳✹✳✶ ✭▼❆❈ ❍♦♠♦♠♦r♣❤✐q✉❡s ❬▲●✶✵❪✮ ❯♥ ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡ ❞♦✐t s❛t✐s✲
❢❛✐r❡ ❧❡s ♣r♦♣r✐étés s✉✐✈❛♥t❡s ✿

✶✳ ❍♦♠♦♠♦r♣❤✐s♠❡✳ ❊t❛♥t ❞♦♥♥é ❞❡✉① ♣❛✐r❡s ✭♠❡ss❛❣❡✱t❛❣✮ (m1, t1) ❡t (m2, t2)✱ ♥✬✐♠♣♦rt❡
q✉✐ ♣❡✉t ❝ré❡r ✉♥ t❛❣ ✈❛❧✐❞❡ ta ♣♦✉r ✉♥ ♠❡ss❛❣❡ ❛❣ré❣é ma = ω1m1 + ω2m2 ♣♦✉r t♦✉t
s❝❛❧❛✐r❡ ω1 ❡t ω2✳ ❚②♣✐q✉❡♠❡♥t✱ ta = ω1t1 + ω2t2✳

✷✳ ❙é❝✉r✐té ❝♦♥tr❡ ❧❡s ❆tt❛q✉❡s à ▼❡ss❛❣❡s ❈❤♦✐s✐s✳ ▼ê♠❡ s♦✉s ✉♥❡ ❛tt❛q✉❡ à ♠❡ss❛❣❡s
❝❤♦✐s✐s✱ ❞❛♥s ❧❛q✉❡❧❧❡ ❧✬❛❞✈❡rs❛✐r❡ ❡st ❛✉t♦r✐sé à ❞❡♠❛♥❞❡r ✉♥ ♥♦♠❜r❡ ❞❡ t❛❣s ♣♦❧②♥♦♠✐❛❧ ❡♥
❧❡ ♥♦♠❜r❡ ❞❡ ♠❡ss❛❣❡s✱ ✐❧ ❡st t♦✉❥♦✉rs ✐♠♣♦ss✐❜❧❡ ♣♦✉r ❝❡t ❛❞✈❡rs❛✐r❡ ❞❡ ❝ré❡r ✉♥ t❛❣ ✈❛❧✐❞❡
♣♦✉r ✉♥ ♠❡ss❛❣❡ ❛✉tr❡ q✉✬✉♥❡ ❝♦♠❜✐♥❛✐s♦♥ ❧✐♥é❛✐r❡ ❞❡ ♠❡ss❛❣❡s ♣ré❝é❞❡♠♠❡♥t ❞❡♠❛♥❞és✳

❯♥ ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡ ❝♦♥s✐st❡ ❡♥ ❧❛ ❞♦♥♥é❡ ❞❡ tr♦✐s ❛❧❣♦r✐t❤♠❡s ♣r♦❜❛❜✐❧✐st❡s ❡t ❡♥ t❡♠♣s
♣♦❧②♥♦♠✐❛❧ ✭Sign,Combine,Verify✮ ✿

✕ tu = Sign(k, rid,mu, idu) ✿ ❧❡ ♥÷✉❞ u ❛✈❡❝ ❧✬ID idu✱ ❝♦♥tr✐❜✉t❡✉r ❞✉ ♠❡ss❛❣❡ mu ❝♦♥❝❡r♥❛♥t
❧❡ r❛♣♣♦rt rid✱ ❝❛❧❝✉❧❡ ✉♥ t❛❣ tu ♣♦✉r mu ❡♥ ✉t✐❧✐s❛♥t k ❝♦♠♠❡ ❝❧é✳

✕ t = Combine((m1, t1, ω1), · · · , (mn, tn, ωn)) ✿ ✉♥ ❝♦♠❜✐♥❡✉r ✐♠♣❧é♠❡♥t❡ ❧❛ ♣r♦♣r✐été ❤♦♠♦✲
♠♦r♣❤✐q✉❡ ♣♦✉r ❧❛ ♣❛✐r❡ ✭♠❡ss❛❣❡✱t❛❣✮ ❡♥ ❧✬❛❜s❡♥❝❡ ❞❡ ❧❛ ❝❧é k✱ ❛✉tr❡♠❡♥t ❞✐t✱ ✐❧ ❣é♥èr❡ ❧❡
t❛❣ t ♣♦✉r ✉♥ ♠❡ss❛❣❡ ❝♦♠❜✐♥é m =

∑n
i=1 ωimi✳

✕ Verify(k, rid,m, t) ✿ ✉♥ ✈ér✐✜❡✉r ✈ér✐✜❡ ❧✬✐♥té❣r✐té ❞✉ ♠❡ss❛❣❡ m ❛✉ ✈✉❡ ❞✉ r❛♣♣♦rt rid à
❧✬❛✐❞❡ ❞❡ ❧❛ ❝❧é k ❡t ❞✉ t❛❣ t✳

❈❡tt❡ ❞é✜♥✐t✐♦♥ ❡st ✉♥❡ ✈❡rs✐♦♥ ♠♦❞✐✜é❡ ❞❡ ❝❡❧❧❡ ❞❡ ❬▲●✶✵❪ ❞♦♥t ❧❛ ♣r❡♠✐èr❡ ✈❡rs✐♦♥ ❛ été
♣✉❜❧✐é❡ ❞❛♥s ❬❆❇✵✾❪✳ ❉❛♥s ❬❆❇✵✾❪✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❡s ❡①❡♠♣❧❡s ❞❡ t❡❧s s❝❤é♠❛s ❡♥ s❡
❢♦♥❞❛♥t s✉r ❧❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✉♥✐✈❡rs❡❧❧❡s ♣r♦♣♦sé❡s à ❧✬♦r✐❣✐♥❡ ♣❛r ❈❛rt❡r ❡t ❲❡❣♠❛♥
❞❛♥s ❬❈❲✼✾❪✳ ❈❡s ❝♦♥str✉❝t✐♦♥s ✉t✐❧✐s❡♥t ✉♥ ❣é♥ér❛t❡✉r ♣s❡✉❞♦✲❛❧é❛t♦✐r❡ ❡t ✉♥❡ ❢♦♥❝t✐♦♥ ♣s❡✉❞♦✲
❛❧é❛t♦✐r❡✳ ❯♥ ❛✉tr❡ s❝❤é♠❛ ❜❛sé s✉r ❞❡✉① ❣é♥ér❛t❡✉rs ♣s❡✉❞♦✲❛❧é❛t♦✐r❡s ❛ é❣❛❧❡♠❡♥t été ♣r♦♣♦sé
❞❛♥s ❬▲●✶✵❪✳

❍✐st♦r✐q✉❡♠❡♥t✱ ❧❡s ❞❡✉① ♣r❡♠✐❡rs s❝❤é♠❛s ♣r♦♣♦sés ❞❛♥s ❧❛ ❧✐ttér❛t✉r❡ ét❛✐❡♥t ❞❡ s✐♠♣❧❡s
▼❆❈ ❛❞❞✐t✐✈❡♠❡♥t ❤♦♠♦♠♦r♣❤✐q✉❡s s✉r F2 ✭❞❛♥s ❝❡ ❝❛s ❧❡s ❝♦❡✣❝✐❡♥ts ωi ❞❡ ❧❛ ❞é✜♥✐t✐♦♥ s♦♥t

✼✸



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

✵ ♦✉ ✶ ❡t ❧✬♦♣ér❛t❡✉r + ❡st ✉♥ ❳❖❘✮✳ ■❧s ♦♥t été ♣r♦♣♦sés ♣❛r ❑r❛✇❝③②❦ ❡♥ ✶✾✾✹ ❬❑r❛✾✹❪ ❡♥
✉t✐❧✐s❛♥t ❧❡s ❞é✜♥✐t✐♦♥s ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ✉♥✐✈❡rs❡❧❧❡s ✐♥tr♦❞✉✐t❡s ♣❛r ❈❛rt❡r ❡t ❲❡❣♠❛♥
❞❛♥s ❬❈❲✼✼✱ ❈❲✼✾❪ ❡t ❞❡s ❝♦❞❡s ❞❡ ❝♦♥trô❧❡s ✭❈❘❈✮ à ♣♦❧②♥ô♠❡s s❡❝r❡ts ♦✉ ❞❡s ♠❛tr✐❝❡ ❞❡
❚♦❡♣❧✐t③ à ✐♥✐t✐❛❧✐s❛t✐♦♥s s❡❝rèt❡s✳ ❈❡s s❝❤é♠❛s ♣❡✉✈❡♥t êtr❡ ❞✐r❡❝t❡♠❡♥t ✉t✐❧✐sés ♣♦✉r ❡♠♣ê❝❤❡r
❧❡s ❛tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ✉t✐❧✐s❛♥t ❧❡ ❳❖❘ ❝♦♠♠❡ ♣r♦♣♦sé ❞❛♥s ♥♦tr❡
❛rt✐❝❧❡ ❬❆❩❋+✶✵❪ ❡t ❞ét❛✐❧❧é ❞❛♥s ❧❛ s❡❝t✐♦♥ ✷✳✹✳✹✳

❉é✜♥✐t✐♦♥ ✷✳✹✳✷ ✭❋♦♥❝t✐♦♥s ❞❡ ❍❛❝❤❛❣❡ ❍♦♠♦♠♦r♣❤✐q✉❡s ❬▲●✶✵✱ ❉●❍❱✶✵✱ ❑❋▼✵✹❪✮
❯♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ ❤♦♠♦♠♦r♣❤✐q✉❡ H ❡st ✉♥❡ ❢♦♥❝t✐♦♥ ❞❡ ❤❛❝❤❛❣❡ q✉✐ ✈ér✐✜❡ ✿

✶✳ ❍♦♠♦♠♦r♣❤✐s♠❡✳ P♦✉r t♦✉t❡ ♣❛✐r❡ ❞❡ ♠❡ss❛❣❡s m1✱ m2 ❡t t♦✉t❡ ♣❛✐r❡ ❞❡ s❝❛❧❛✐r❡s ω1✱
ω2✱ ♦♥ ❞♦✐t ❛✈♦✐r H(ω1m1+ω2m2) = H(m1)

ω1H(m2)
ω2 ✭◆♦t♦♥s q✉❡ ❧✬♦♣ér❛t✐♦♥ ❞❡ ❣r♦✉♣❡

❝♦♥s✐❞éré❡ ✐❝✐ ❡st ❧❛ ♠✉❧t✐♣❧✐❝❛t✐♦♥✮✳

✷✳ ❘és✐st❛♥❝❡ ❛✉① ❈♦❧❧✐s✐♦♥s✳ ■❧ ♥✬❡①✐st❡ ♣❛s ❞✬❛❞✈❡rs❛✐r❡ ♣r♦❜❛❜✐❧✐st❡ ❡♥ t❡♠♣s ♣♦❧②♥♦♠✐❛❧
✭PP❚✮ ❝❛♣❛❜❧❡ ❞❡ ❢♦r❣❡r (m1✱ m2,m3, ω1, ω2) s❛t✐s❢❛✐s❛♥t à ❧❛ ❢♦✐s m3 6= ω1m1 + ω2m2 ❡t
H(m3) = H(m1)

ω1H(m2)
ω2✳

❉❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❤♦♠♦♠♦r♣❤✐q✉❡s ✈ér✐✜❛♥t ❧❛ ❞é✜♥✐t✐♦♥ ✷✳✹✳✷ ♣❡✉✈❡♥t êtr❡ ✉t✐❧✐sé❡s
❞❛♥s ❞❡ ♥♦♠❜r❡✉① ❞♦♠❛✐♥❡s ❝♦♠♠❡ ❧❛ sé❝✉r✐s❛t✐♦♥ ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ❝♦♥tr❡ ❧❡s ❛tt❛q✉❡s ♣❛r
♣♦❧❧✉t✐♦♥ ❝♦♠♠❡ ♣r♦♣♦sé ❞❛♥s ❬❉●❍❱✶✵❪ ♠❛✐s ❛✉ss✐ ❧❛ sé❝✉r✐s❛t✐♦♥ ❞❡s ❝♦♥t❡♥✉s ♣❛✐r✲à✲♣❛✐r ❡♥
✉t✐❧✐s❛♥t ❞❡s ❝♦❞❡s à ❡✛❛❝❡♠❡♥t ❬❑❋▼✵✹❪✳ ❉✬❛✉tr❡s ❡①❡♠♣❧❡s ❞❡ ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❤♦♠♦✲
♠♦r♣❤✐q✉❡s s♦♥t ❞♦♥♥és ❞❛♥s ❬●❘✵✺✱ ●❘✵✻❜❪ ♠❛✐s ❧❡s ❞❡✉① s❝❤é♠❛s ♣r♦♣♦sés s♦♥t ❧❡♥ts✳ ❉❛♥s
❬▲●✶✵❪✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❡✉① ❛✉tr❡s ❢♦♥❝t✐♦♥s ❞❡ ❤❛❝❤❛❣❡ ❤♦♠♦♠♦r♣❤✐q✉❡s✳ ▲❡s ♠ét❤♦❞❡s
✉t✐❧✐sé❡s ♣♦✉r ❝♦♥str✉✐r❡ ❞❡ t❡❧❧❡s ❢♦♥❝t✐♦♥s s♦♥t ❧❡ ❧♦❣❛r✐t❤♠❡ ❞✐s❝r❡t ❡t ❧❛ ❢❛❝t♦r✐s❛t✐♦♥ ❞✬❡♥t✐❡rs✳

❉é✜♥✐t✐♦♥ ✷✳✹✳✸ ✭❙❝❤é♠❛s ❞❡ ❙✐❣♥❛t✉r❡ ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❬❇❋❑❲✵✾✱ ❏▼❙❲✵✷❪✮
❯♥ s❝❤é♠❛ ❞❡ s✐❣♥❛t✉r❡ ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❡st ✉♥ q✉❛❞r✉♣❧❡t ❞✬❛❧❣♦r✐t❤♠❡s ♣r♦❜❛❜✐❧✐st❡s ❡♥
t❡♠♣s ♣♦❧②♥♦♠✐❛❧ ✭Setup✱ Sign✱ Combine,Verify✮ ❛✈❡❝ ❛✈❡❝ ❧❡s ❢♦♥❝t✐♦♥♥❛❧✐tés s✉✐✈❛♥t❡s ✿

✕ Setup(1k, N)✳ ❈❡t ❛❧❣♦r✐t❤♠❡ ♣r❡♥❞ ❡♥ ❡♥tré❡ ✉♥ ♣❛r❛♠ètr❡ ❞❡ sé❝✉r✐té 1k✱ ✉♥ ❡♥t✐❡r N ❡t
❢♦✉r♥✐t ❡♥ s♦rt✐❡ ✉♥ ♥♦♠❜r❡ ♣r❡♠✐❡r p✱ ✉♥❡ ❝❧é ♣✉❜❧✐q✉❡ PK ❡t ✉♥❡ ❝❧é s❡❝rèt❡ SK✳

✕ Sign(SK, id,m)✳ ❈❡t ❛❧❣♦r✐t❤♠❡ ♣r❡♥❞ ❡♥ ❡♥tré❡s ✉♥❡ ❝❧é s❡❝rèt❡ SK✱ ✉♥ ✐❞❡♥t✐✜❛♥t ❞❡
✜❝❤✐❡r id ∈ {0, 1}k✱ ❡t ✉♥❡ ✈❡❝t❡✉r m ∈ F

N
p ❡t ❢♦✉r♥✐t ❡♥ s♦rt✐❡ ✉♥❡ s✐❣♥❛t✉r❡ σ✳

✕ Combine(PK, id, {(ωi, σi)}ni=1)✳ ❈❡t ❛❧❣♦r✐t❤♠❡ ♣r❡♥❞ ❡♥ ❡♥tré❡s ✉♥❡ ❝❧é ♣✉❜❧✐q✉❡ PK✱ ✉♥
✐❞❡♥t✐✜❛♥t ❞❡ ✜❝❤✐❡r id ∈ {0, 1}k✱ ❡t ✉♥ ❡♥s❡♠❜❧❡ {ωi, σi}ni=1 ❛✈❡❝ ωi ∈ Fp✳ ■❧ ❢♦✉r♥✐t ❡♥
s♦rt✐❡ ✉♥❡ s✐❣♥❛t✉r❡ σ✳ ✭▲✬✐♥t✉✐t✐♦♥ ❡st q✉❡ s✐ ❝❤❛q✉❡ σi ❡st ✉♥❡ s✐❣♥❛t✉r❡ ✈❛❧✐❞❡ ❞✬✉♥ ✈❡❝t❡✉r
mi✱ ❛❧♦rs σ ❡st ✉♥❡ s✐❣♥❛t✉r❡ ✈❛❧✐❞❡ ❞❡

∑n
i=1 ωimi✳✮

✕ Verify(PK, id,y, σ)✳ ❈❡t ❛❧❣♦r✐t❤♠❡ ♣r❡♥❞ ❡♥ ❡♥tré❡s ✉♥❡ ❝❧é ♣✉❜❧✐q✉❡ PK✱ ✉♥ ✐❞❡♥t✐✜❛♥t
id ∈ {0, 1}k✱ ✉♥ ✈❡❝t❡✉r y ∈ F

N
p ✱ ❡t ✉♥❡ s✐❣♥❛t✉r❡ σ✳ ■❧ ❢♦✉r♥✐t ❡♥ s♦rt✐❡ ✉♥ ❜♦♦❧é❡♥ ✵

✭r❡❥❡t❡r✮ ♦✉ ✶ ✭❛❝❝❡♣t❡r✮✳
■❧ ❡st r❡q✉✐s q✉❡ ♣♦✉r ❝❤❛q✉❡ tr✐♣❧❡t (p, PK, SK) ❞❡ s♦rt✐❡ ❞❡ Setup(1k, N)✱ ❧❡s ♣r♦♣r✐étés s✉✐✲
✈❛♥t❡s s♦✐❡♥t ✈ér✐✜é❡s ✿

✕ P♦✉r t♦✉t id ❡t t♦✉t y ∈ F
N
p ✱ s✐ σ ← Sign(SK, id,y) ❛❧♦rs Verify(PK, id,y, σ) = 1✳

✕ P♦✉r t♦✉t id ∈ {0, 1}k ❡t t♦✉t tr✐♣❧❡t {(ωi, σi,mi)}ni=1✱ s✐ ❧✬é❣❛❧✐té s✉✐✈❛♥t❡ ❡st ✈ér✐✜é❡
Verify(PK, id,mi, σi) = 1 ♣♦✉r t♦✉t i✱ ❛❧♦rs

Verify(PK, id,

n
∑

i=1

ωimi,Combine(PK, id, {(ωi, σi)}ni=1)) = 1

✼✹



✷✳✹✳ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❉❛♥s ❬❇❋❑❲✵✾❪✱ ❧❡s ❛✉t❡✉rs ♣r♦♣♦s❡♥t ❞❡✉① ❝♦♥str✉❝t✐♦♥s q✉✐ ✈ér✐✜❡♥t ❧❛ ❞é✜♥✐t✐♦♥ ♣ré❝é✲
❞❡♥t❡ ♣♦✉r ✉♥ ✉♥✐q✉❡ ♥÷✉❞ s♦✉r❝❡✳ ❈❡s ❝♦♥str✉❝t✐♦♥s ✉t✐❧✐s❡♥t ❞❡s ❝♦✉♣❧❛❣❡s ❜✐❧✐♥é❛✐r❡s s✉r ❞❡s
❝♦✉r❜❡s ❡❧❧✐♣t✐q✉❡s✳ ▲❡ ♣r❡♠✐❡r s❝❤é♠❛ ♣r♦♣♦sé ◆❈❙1 ❛ ❧✬❛✈❛♥t❛❣❡ q✉❡ ❧❡s s✐❣♥❛t✉r❡s ♣r♦❞✉✐t❡s
♣❡✉✈❡♥t êtr❡ ❛ss♦❝✐é❡s à ❞❡s ✈❡❝t❡✉rs ✐♥❞✐✈✐❞✉❡❧s ♣❧✉s q✉✬à ✉♥ s♦✉s✲❡s♣❛❝❡ ❡♥t✐❡r✳ ❉❛♥s ❬▲●✶✵❪✱
❧❡s ❛✉t❡✉rs ♠♦♥tr❡♥t q✉❡ ❧❛ ❝♦♥str✉❝t✐♦♥ ♣r♦♣♦sé❡ ❞❛♥s ❬●❘✵✻❛❪ q✉✐ ❡st ✉♥ s❝❤é♠❛ ❞❡ s✐❣♥❛t✉r❡
❢♦♥❞é s✉r ❧✬✐❞❡♥t✐té ✈ér✐✜❡ ❧❛ ❞é✜♥✐t✐♦♥ ♣ré❝é❞❡♥t❡✳ ❉❛♥s ❬❆❇❇❋✶✵❪ ❡t ❞❛♥s ❬❇❋✶✶❪✱ ❧❡s ❛✉t❡✉rs
ét❡♥❞❡♥t ❧❡s ♣r♦♣♦s✐t✐♦♥s ❞❡ s✐❣♥❛t✉r❡s ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❢❛✐t❡s ❞❛♥s ❬❇❋❑❲✵✾❪ ❛✉① ❝❛s ❞❡
❝♦❞❛❣❡s rés❡❛✉① ♠✉❧t✐✲s♦✉r❝❡s ❡t ♠✉❧t✐✲✜❝❤✐❡rs à tr❛✈❡rs ✉♥❡ ❝♦♥str✉❝t✐♦♥ ❣é♥ér✐q✉❡✱ ❧❛ ❞❡✉①✐è♠❡
♣r♦♣♦s✐t✐♦♥ ✉t✐❧✐s❛♥t ❞❡s rés❡❛✉① ❊✉❝❧✐❞✐❡♥s s✉r ❞❡s ❝♦r♣s ❜✐♥❛✐r❡s✳

✷✳✹✳✹ ❆✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s ❡t ❧❡ ❝♦❞❛❣❡ rés❡❛✉

▼ê♠❡ s✐ ❧❡s ♠ét❤♦❞❡s ❞✬❛❣ré❣❛t✐♦♥ ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs ❡t ❧❡ ❝♦❞❛❣❡ rés❡❛✉ s♦♥t ❞❡✉①
❝♦♥❝❡♣ts très ❞✐✛ér❡♥ts ❡♥ t❡r♠❡ ❞❡ ❝❤♦✐① t♦♣♦❧♦❣✐q✉❡s ❡t ❞✉ ❣r❛♣❤❡ ♦♣t✐♠❛❧ s♦✉s✲❥❛❝❡♥t✱ ❞✬✉♥
♣♦✐♥t ❞❡ ✈✉❡ sé❝✉r✐té✱ ♦♥ ♣❡✉t ❝♦♠♣❛r❡r ❧❡s ♣r♦♣r✐étés r❡q✉✐s❡s ♣❛r ❝❡s ❞❡✉① t②♣❡s ❞❡ t❡❝❤♥✐q✉❡✳
❈✬❡st ♣♦✉rq✉♦✐✱ ♥♦✉s ♣rés❡♥t♦♥s ❞❛♥s ✉♥❡ ♠ê♠❡ s❡❝t✐♦♥ ❧❡s rés✉❧t❛ts ♣✉❜❧✐és ❞❛♥s ❬❩▲▼✵✾❪ ❝♦♥❝❡r✲
♥❛♥t ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s ❡t ❝❡✉① ♦❜t❡♥✉s ❞❛♥s ❬❆❩❋+✶✵✱ ❆❩❋+✶✶❪
❝♦♥❝❡r♥❛♥t ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❳❖❘✳ ◆♦✉s ♣rés❡♥t♦♥s é❣❛❧❡♠❡♥t ✉♥❡ ♠é✲
t❤♦❞❡ ❞❡ ❧✉tt❡ ❝♦♥tr❡ ❧✬❛tt❛q✉❡ ♣❛r ✐♥♦♥❞❛t✐♦♥✳

❆✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s

▲❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧ s♦♥t s♦✉✈❡♥t ❞❡ ❣r❛♥❞❡ t❛✐❧❧❡ ❡t ❝♦♠♠❡ ❧❡✉r ❜✉t ❡st ❞❡ ❝♦❧❧❡❝t❡r
❡t ❞❡ tr❛♥s♠❡ttr❡ ❞❡s ❞♦♥♥é❡s ♣❤②s✐q✉❡s ✈❡rs ✉♥ ♦✉ ♣❧✉s✐❡✉rs ♣♦✐♥ts ❞❡ ❝♦❧❧❡❝t❡✱ ❧❛ q✉❛♥t✐té
❞✬✐♥❢♦r♠❛t✐♦♥ ❝✐r❝✉❧❛♥t ❞❛♥s ❧❡ rés❡❛✉ ♣❡✉t êtr❡ ✐♠♣♦rt❛♥t❡✳ ❉❡ ♣❧✉s✱ ❧❡s ♥÷✉❞s ♦♥t ❞❡s ❝❛♣❛❝✐tés
❞❡ ❝❛❧❝✉❧s ❡t ❞✬é♥❡r❣✐❡ ❧✐♠✐té❡s✳ ■❧ s✬❛❣✐t ❞♦♥❝ ❞❡ tr♦✉✈❡r ❞❡s ♠é❝❛♥✐s♠❡s ♣❡r♠❡tt❛♥t ❞❡ ❞✐♠✐♥✉❡r
❡t ❞❡ ❢❛❝✐❧✐t❡r ❧❛ ♠❛♥✐♣✉❧❛t✐♦♥ ❞❡ ❣r❛♥❞❡s q✉❛♥t✐tés ❞✬✐♥❢♦r♠❛t✐♦♥ ❡♥ ♠✉❧t✐✲s❛✉t ❛✜♥ ❞✬❛✉❣♠❡♥t❡r
❧❛ ❞✉ré❡ ❞❡ ✈✐❡ ❞✉ rés❡❛✉✳ ▲✬❛❣ré❣❛t✐♦♥ ❞❡ ❞♦♥♥é❡s ❡st ✉♥❡ ♠ét❤♦❞❡ ❝❧❛ss✐q✉❡ ♣❡r♠❡tt❛♥t ❝❡❧❛✳
❊❧❧❡ ❝♦♥s✐st❡✱ ♣♦✉r ❝❤❛q✉❡ ♥÷✉❞ ♣❛r❡♥t q✉✐ r❡ç♦✐t n ♠❡ss❛❣❡s (x1, x2, · · · , xn) ❞❡ s❡s n ✜❧s✱ à
❛❣ré❣❡r ❝❡s ♠❡ss❛❣❡s à ❧✬❛✐❞❡ ❞✬✉♥❡ ❢♦♥❝t✐♦♥ f ✭q✉✐ ♣❡✉t êtr❡ ❧❛ s♦♠♠❡✱ ❧❛ ♠♦②❡♥♥❡✱ ❡t❝✳✮ ❛✜♥ ❞❡
♥❡ tr❛♥s♠❡ttr❡ q✉✬✉♥ s❡✉❧ ♠❡ss❛❣❡ m ✿ m = f(x1, x2, · · · , xn) ❡t ❛✐♥s✐ ❞❡ s✉✐t❡ ❥✉sq✉✬❛✉ ♣✉✐ts✳
❉❛♥s ❝❡ ❝♦♥t❡①t❡✱ ❧❛ sé❝✉r✐té r❡♣rés❡♥t❡ ✉♥ ♣r♦❜❧è♠❡ ❝r✐t✐q✉❡✳ ❆✐♥s✐✱ ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té✱ ❧✬✐♥té❣r✐té
❡t ❧✬♦r✐❣✐♥❡ ❞❡s ❞♦♥♥é❡s ❛❣ré❣é❡s ❞♦✐✈❡♥t êtr❡ ♣rés❡r✈é❡s ❡t ✈ér✐✜é❡s✳ P♦✉r ❝❡❧❛✱ ✐❧ s✬❛❣✐t ❞✬✉t✐❧✐s❡r
❞✬✉♥❡ ♣❛rt ❧❡s ❝❤✐✛r❡♠❡♥ts ❤♦♠♦♠♦r♣❤✐q✉❡s ♣rés❡♥tés à ❧❛ s❡❝t✐♦♥ ✷✳✹✳✸ ❡t é❣❛❧❡♠❡♥t ❧❡s ▼❆❈
❤♦♠♦♠♦r♣❤✐q✉❡s ♣rés❡♥tés à ❧❛ ♠ê♠❡ s❡❝t✐♦♥✳

▲✬✉t✐❧✐s❛t✐♦♥ ❞✉ ❝❤✐✛r❡♠❡♥t à ✢♦t ♣♦✉r ❣❛r❛♥t✐r ❧❛ ❝♦♥✜❞❡♥t✐❛❧✐té ❞❡ ❜♦✉t ❡♥ ❜♦✉t ❡t s❛✉t
à s❛✉t ♣♦✉r ❧✬❛❣ré❣❛t✐♦♥ ❞❡s ❞♦♥♥é❡s ❞❛♥s ✉♥ rés❡❛✉ ❞❡ ❝❛♣t❡✉rs ❛ été ♣r♦♣♦sé❡ ❞❛♥s ❬❈▼❚✵✺❪
❡t ❞❛♥s ❬❈❛s✵✼✱ ❈❈▼❚✵✾❪✳ ❖♥ ❝♦♥s✐❞èr❡ ✐❝✐ ✉♥ ♥÷✉❞ ❛❣ré❣❛t❡✉r i r❡❝❡✈❛♥t ✉♥ ♠❡ss❛❣❡ mi−1✳
▲❡ ♥÷✉❞ i ❛❣rè❣❡ s❛ ❝♦♥tr✐❜✉t✐♦♥ xi ❛✉ ♠❡ss❛❣❡ mi−1 ❞❡ ❧❛ ♠❛♥✐èr❡ s✉✐✈❛♥t❡ ✿ mi = mi−1 + ci
mod p = mi−1 + xi + keystreami mod p ♦ù p ❡st ✉♥ ♥♦♠❜r❡ ♣r❡♠✐❡r ❜✐❡♥ ❝❤♦✐s✐ ❝♦♠♠✉♥ à
t♦✉s ❧❡s ♥÷✉❞s ❡t ♦ù keystreami ❡st ✉♥❡ ✈❛❧❡✉r ❛❧é❛t♦✐r❡ ❣é♥éré❡ ♣❛r ❧❡ ♥÷✉❞ i à ❧✬❛✐❞❡ ❞❡ s❛ ❝❧é
s❡❝rèt❡ ki ❡t ❞✬✉♥ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t à ✢♦t✳ ◗✉❛♥t à mi−1 ✐❧ s✬❛❣✐t ❜✐❡♥ é✈✐❞❡♠♠❡♥t ❞✬✉♥
♣❛q✉❡t ♣ré❝é❞❡♥t ❛❣ré❣é ❡♥ ✉t✐❧✐s❛♥t ❧❡ ♠ê♠❡ ♣r♦❝❡ss✉s✳

❉❛♥s ❬❩▲▼✵✾❪✱ ❛✈❡❝ ❲✳ ❩♥❛✐❞✐ ❡t ❈✳ ▲❛✉r❛❞♦✉①✱ ♥♦✉s ❛✈♦♥s ♣r♦♣♦sé ❞✬✉t✐❧✐s❡r ❧❡s ❝♦♥str✉❝✲
t✐♦♥s ▼❆❈ ❞é❝r✐t❡s ❞❛♥s ❬❑r❛✾✹❪ ♣♦✉r ❣❛r❛♥t✐r ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❞❡ ❧✬❛❣ré❣❛t✐♦♥ ❞❡ ✈❛❧❡✉rs ①♦✲
ré❡s✳ ◆♦✉s ❛✈♦♥s é❣❛❧❡♠❡♥t ❣é♥ér❛❧✐sé à Fp ✭p ♣r❡♠✐❡r✮ ❧❡s ❝♦♥str✉❝t✐♦♥s ❞❡ ❬❑r❛✾✹❪ ❛✜♥ ❞❡
♣♦✉✈♦✐r ❝♦♥s✐❞ér❡r ✉♥❡ ❛❣ré❣❛t✐♦♥ s✉r Fp ❡t ❝♦♠❜✐♥❡r ❧❛ ♠ét❤♦❞❡ ❞❡ ❝❤✐✛r❡♠❡♥t ♣rés❡♥té❡ ❝✐✲
❞❡ss✉s ❛✈❡❝ ✉♥❡ ❛✉t❤❡♥t✐✜❝❛t✐♦♥ ❣❛r❛♥t✐❡ ♣❛r ❧❡s ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡s✳ ❖♥ ❝♦♥s✐❞èr❡✱ ♣♦✉r

✼✺



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

♠♦♥tr❡r ❝♦♠♠❡♥t ❢♦♥❝t✐♦♥♥❡ ❝❡tt❡ t❡❝❤♥✐q✉❡✱ ✉♥ rés❡❛✉ ❡①trê♠❡♠❡♥t s✐♠♣❧❡ ❝♦♠♣♦sé ❞❡ tr♦✐s
♥÷✉❞s i✱ j ❡t k✱ ❧❡ ♥÷✉❞ ❛❣ré❣❛t❡✉r✳ ❖♥ s✉♣♣♦s❡ é❣❛❧❡♠❡♥t✱ q✉❡ ❧❡s ♠❡ss❛❣❡s ✭♣❛r ❡①❡♠♣❧❡ ❞❡s
r❡❧❡✈és ❞❡ t❡♠♣ér❛t✉r❡✮ ✈♦♥t êtr❡ ❡♥✈♦②és ♣❛r ♣❛q✉❡ts✱ ❝❤❛q✉❡ ♣❛q✉❡t ét❛♥t ❝♦♥st✐t✉é ❞❡ l ♠❡s✲
s❛❣❡s ❞❡ t❛✐❧❧❡ p✳ ❆✐♥s✐✱ ❝❤❛q✉❡ ❝❛♣t❡✉r r❡❧❡✈❛♥t ♣❛r ❡①❡♠♣❧❡ l t❡♠♣ér❛t✉r❡s st♦❝❦❡ ❝❡s l ✈❛❧❡✉rs
M = (M0, · · · ,Ml−1) ❛✈❛♥t ❞❡ ❧❡s ❡♥✈♦②❡r t♦✉t❡s ❡♥s❡♠❜❧❡ à ❧❛ st❛t✐♦♥ ❞❡ ❜❛s❡ à ❝❤❛q✉❡ ✐♥t❡r✈❛❧❧❡
❞❡ t❡♠♣s ❞♦♥♥é ♦✉ à ❧❛ ❞❡♠❛♥❞❡✳ ❈❤❛q✉❡ ♥÷✉❞ ❛✉r❛ é❣❛❧❡♠❡♥t ❡♥ ❝♦♠♠✉♥ ❛✈❡❝ ❧❛ st❛t✐♦♥ ❞❡
❜❛s❡ ✉♥❡ ❝❧é ❞❡ ❝❤✐✛r❡♠❡♥t KE ✱ ✉♥❡ ✈❛❧❡✉r ❝♦♠♠✉♥❡ ❞✬✐♥✐t✐❛❧✐s❛t✐♦♥ IV q✉✐ ❞♦✐t ❛❜s♦❧✉♠❡♥t êtr❡
❝❤❛♥❣é❡ à ❝❤❛q✉❡ ❝❤✐✛r❡♠❡♥t✱ ✉♥❡ ❝❧é ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ KA✱ ✉♥ ♠ê♠❡ ❛❧❣♦r✐t❤♠❡ ❞❡ ❝❤✐✛r❡♠❡♥t
à ✢♦t E ❡t ❡♥✜♥ ✉♥ ♣♦❧②♥ô♠❡ ✐rré❞✉❝t✐❜❧❡ ❝♦♠♠✉♥ à t♦✉s ❧❡s ♥÷✉❞s ❡t à ❧❛ st❛t✐♦♥ ❞❡ ❜❛s❡ q(x)
❞❡ ❞❡❣ré n à ❝♦❡✣❝✐❡♥ts ❞❛♥s Fp ♣❡r♠❡tt❛♥t ❞✬✉t✐❧✐s❡r ❧❡s ❈❘❈ ❝r②♣t♦❣r❛♣❤✐q✉❡s ♣r♦♣♦sés ❞❛♥s
❬❑r❛✾✹❪✳

▲❡ ♥÷✉❞ i ❛♣rès ❛✈♦✐r st♦❝❦é l ♠❡ss❛❣❡s ❧❡s ❡♥✈♦✐❡ à ❧❛ st❛t✐♦♥ ❞❡ ❜❛s❡ ❡♥ ❧❡s ❝❤✐✛r❛♥t ❡t ❡♥
❧❡s ❛✉t❤❡♥t✐✜❛♥t✳ P♦✉r ❧❡ ❝❤✐✛r❡♠❡♥t✱ ✐❧ ❡♠♣❧♦✐❡ ❧❛ ♠ét❤♦❞❡ ❞✬❛❣ré❣❛t✐♦♥ ❞❡ ❝❤✐✛r❡♠❡♥t ♣r♦♣♦sé❡
❞❛♥s ❬❈▼❚✵✺❪ ❝✬❡st✲à✲❞✐r❡ q✉❡ ♣♦✉r ❝❤❛q✉❡ ♠❡ss❛❣❡ Mj ♣♦✉r j ✈❛r✐❛♥t ❞❡ ✵ à l − 1✱ ✐❧ ❝❛❧❝✉❧❡
Mj + rj mod p ♦ù rj ❡st ✉♥❡ s✉✐t❡ ♣s❡✉❞♦✲❛❧é❛t♦✐r❡ ♣r♦❞✉✐t❡ ♣❛r E(KEi, IVi) ❡t ❝♦♠♣r✐s❡ ❡♥tr❡
✵ ❡t p− 1 ♦ù p ❡st ✉♥ ♥♦♠❜r❡ ♣r❡♠✐❡r ❜✐❡♥ ❝❤♦✐s✐✳ ▲❡ ♥÷✉❞ tr❛♥s♠❡t é❣❛❧❡♠❡♥t à ❧❛ st❛t✐♦♥ ❞❡
❜❛s❡ s♦♥ ✐❞❡♥t✐té i ❡t ❧❛ ✈❛❧❡✉r ✉♥✐q✉❡ IVi✱ ✉♥ ❝♦♠♣t❡✉r✳ ▲❡ ♥÷✉❞ i tr❛♥s♠❡t ❞♦♥❝ à s♦♥ ♣èr❡ k✱
Ci = M i+ri = (Ci

0 = M i
0+ri0 mod p, · · · , Ci

l−1 = M i
l−1+ril−1 mod p)✳ ▲❡ ♥÷✉❞ i ❝❛❧❝✉❧❡ ❡♥s✉✐t❡

❧❡ ▼❆❈ ❛ss♦❝✐é à ❧✬❡♥s❡♠❜❧❡ ❞❡ ❝❡s ♠❡ss❛❣❡s ✿ tagi✳ ▲❡ ♥÷✉❞ i tr❛♥s♠❡t ✜♥❛❧❡♠❡♥t à s♦♥ ♥÷✉❞
♣❛r❡♥t k ✿ {hdr, data, tag} ❛✈❡❝ hdr = i||IVi✱ data = Ci✱ tag = tagi✳ ▲❡ ♥÷✉❞ j ❢❛✐t ❞❡ ♠ê♠❡ ❡t
❡♥✈♦✐❡ ✿ ✿ {j||IVj , C

j , tagj}✳ ▲❡ ♥÷✉❞ k tr❛♥s♠❡t ❛❧♦rs à ❧❛ st❛t✐♦♥ ❞❡ ❜❛s❡ ✭❡♥ ❝♦♥s✐❞ér❛♥t q✉❡
❧✉✐✲♠ê♠❡ ❞♦✐t ❡♥✈♦②❡r l ♠❡ss❛❣❡s Mk✮ ✿ {i||IVi, j||IVj , k||IVk, C

i +Cj +Ck, tagi + tagj + tagk}✳
▲❛ st❛t✐♦♥ ❞❡ ❜❛s❡ ❞é❝❤✐✛r❡ ❛❧♦rs Ci + Cj + Ck − ri − rj − rk = M i +M j +Mk = M à ❧✬❛✐❞❡
❞❡ s❛ ❝♦♥♥❛✐ss❛♥❝❡ ❞❡s ❞✐✛ér❡♥t❡s ❝❧és ❞❡ ❝❤✐✛r❡♠❡♥t ❡t ❞❡s ❞✐✛ér❡♥t❡s ✈❛❧❡✉rs ❞✬IV ✳ ❊❧❧❡ ♦❜t✐❡♥t
M = (

∑

iM
i
0 mod p, · · · ,∑iM

i
l−1 mod p) ❡t ❡❧❧❡ ✈ér✐✜❡ ❡♥s✉✐t❡ ❧❡s t❛❣s ✿

tagi + tagj + tagk = M i · xn +M j · xn +Mk · xn mod q(x)

= (M i +M j +Mk) · xn mod q(x)

= (
∑

i

M i
0 mod p, · · ·

∑

i

M i
l−1 mod p) · xn mod q(x)

= M · xn mod q(x)

❆✐♥s✐✱ ❧❛ st❛t✐♦♥ ❞❡ ❜❛s❡ ♣❡✉t ✈ér✐✜❡r ❧❛ ✈❛❧❡✉r ❞❡s t❛❣s ❛❣ré❣és ❡♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❛ ✈❛❧❡✉r ❞❡ ❧❛
s♦♠♠❡ r❡ç✉❡✳

❉❛♥s ❬❩▲▼✵✾❪✱ ♥♦✉s ♣r♦♣♦s♦♥s ♣❧✉s✐❡✉rs é✈❛❧✉❛t✐♦♥s ❞❡ ❝❡tt❡ ♠ét❤♦❞❡ t❛♥t t❤é♦r✐q✉❡ q✉❡
♣r❛t✐q✉❡✳ ❈❧❛✐r❡♠❡♥t✱ ❧❛ ♠ét❤♦❞❡ ♣rés❡♥té❡ ✐❝✐ ♥❡ ♣❡r♠❡ttr❛ ♣❛s ❞❡ ❣❛r❛♥t✐r ❧❛ ♣r♦♣r✐été ❞❡
♥♦♥✲♠❛❧❧é❛❜✐❧✐té ✭✐✳❡✳ ✉♥ ❛tt❛q✉❛♥t ♥❡ ♣♦✉rr❛ ♣❛s ♠♦❞✐✜❡r ❞❡s ❞♦♥♥é❡s ♠❛✐s ♣♦✉rr❛ ❛❥♦✉t❡r ♦✉
s✉♣♣r✐♠❡r ❞❡s ❞♦♥♥é❡s ✈❛❧✐❞❡s✮✳ ❈❡♣❡♥❞❛♥t ❝❡tt❡ ♠ét❤♦❞❡ r❡st❡ ✐♥tér❡ss❛♥t❡ ❝❛r ❡❧❧❡ ♣ré✈✐❡♥t
❧❛ ♠♦❞✐✜❝❛t✐♦♥ ❞❡s ❞♦♥♥é❡s✳ ❊♥ ❝❡ q✉✐ ❝♦♥❝❡r♥❡ ❧❡s rés✉❧t❛ts ❞❡ s✐♠✉❧❛t✐♦♥s✱ ♥♦✉s ❝♦♠♣❛r♦♥s
❞❡s ♠ét❤♦❞❡s ✉t✐❧✐s❛♥t ❞❡ ❧✬❛❣ré❣❛t✐♦♥ ♣♦✉r ❧❡ ❝❤✐✛r❡♠❡♥t ❡t✴♦✉ ♣♦✉r ❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥✳ ❙❛♥s
s✉r♣r✐s❡✱ ❝❡ s♦♥t ❧❡s ♠ét❤♦❞❡s q✉✐ ✐♥té❣r❡♥t à ❧❛ ❢♦✐s ❞❡ ❧✬❛❣ré❣❛t✐♦♥ ♣♦✉r ❧❡s ❞♦♥♥é❡s ❝❤✐✛ré❡s ❡t
❧✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ q✉✐ s♦♥t ❧❡s ♣❧✉s ❡✣❝❛❝❡s✳ ◆♦✉s ♠♦♥tr♦♥s é❣❛❧❡♠❡♥t ❞❛♥s ❬❆❩❋+✶✵✱ ❆❩❋+✶✶❪
q✉❡ ❧❡s ♣❡r❢♦r♠❛♥❝❡s ❧♦❣✐❝✐❡❧❧❡s ❞✉ ▼❆❈ ♣r♦♣♦sé ♣❛r ❑r❛✇❝③②❦ ❡t ❢♦♥❞é s✉r ❞❡s ♠❛tr✐❝❡s ❞❡
❚♦❡♣❧✐t③ s♦♥t ♠❡✐❧❧❡✉r❡s q✉❡ ❝❡❧❧❡ ❞❡ ❍▼❆❈ ❬❑❇❈✾✼❪ ✉t✐❧✐s❛♥t ❙❍❆✲✶ ❬♦❈✾✺❪ ❡t ❞❡ ❈❇❈✲▼❆❈
✉t✐❧✐s❛♥t ❧✬❆❊❙ ❬❋■P✵✶❪ ✭✈♦✐r é❣❛❧❡♠❡♥t ❛♥♥❡①❡ ❇✮✳

✼✻



✷✳✹✳ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❆✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦✉r ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❉❛♥s ❬❆❩❋+✶✵✱ ❆❩❋+✶✶❪ ♣rés❡♥té ❞❛♥s s❛ ✈❡rs✐♦♥ ❝♦♥❢ér❡♥❝❡ ❡♥ ❛♥♥❡①❡ ❇✱ ❛✈❡❝ ❆✳ ❆♣❛✲
✈❛t❥r✉t✱ ❲✳ ❩♥❛✐❞✐✱ ❆✳ ❋r❛❜♦✉❧❡t✱ ❈✳ ●♦✉rs❛✉❞✱ ❈✳ ▲❛✉r❛❞♦✉① ❡t ❑✳ ❏❛✛rès✲❘✉♥s❡r✱ ♥♦✉s ❛✈♦♥s
ét✉❞✐é ❧❡s ❞✐✛ér❡♥t❡s str❛té❣✐❡s ♣♦ss✐❜❧❡s ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣❡r♠❡tt❛♥t ❞❡ s❡ ♣ré♠✉♥✐r ❝♦♥tr❡ ❧❡s
❛tt❛q✉❡s ♣❛r ♣♦❧❧✉t✐♦♥ ❞❛♥s ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs q✉❛♥❞ ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❳❖❘ ❡st ✉t✐❧✐sé✳ ◆♦✉s
❞é✜♥✐ss♦♥s ❞♦♥❝ t♦✉t ❞✬❛❜♦r❞ ❧❡s ✹ str❛té❣✐❡s ❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦ss✐❜❧❡s ✭❛✈❡❝ ❞❡s ▼❆❈ ❤♦♠♦✲
♠♦r♣❤✐q✉❡s ♦✉ ♥♦♥✮ ✐❧❧✉stré❡s s✉r ❧❡ ♠♦❞è❧❡ ❞❡ ❜❛s❡ ✭❧❡ rés❡❛✉ ❧✐♥é❛✐r❡✮ ❞✉ ❝♦❞❛❣❡ rés❡❛✉✳ ❉❛♥s
❝❡ ♠♦❞è❧❡ ❆❧✐❝❡ ❡t ❇♦❜ ❡♥✈♦✐❡♥t r❡s♣❡❝t✐✈❡♠❡♥t x1 ❡t x2 à ❊✈❡✱ ❧❡ ♥÷✉❞ r❡❧❛✐s✱ q✉✐ ❜r♦❛❞❝❛st❡
❡♥s✉✐t❡ x1 ⊕ x2 ❛✉① ❞❡✉① ♥÷✉❞s✳ ◆♦t♦♥s q✉❡ ♣♦✉r q✉❡ t♦✉t❡s ❝❡s ♠ét❤♦❞❡s ❢♦♥❝t✐♦♥♥❡♥t✱ ❆❧✐❝❡✱
❇♦❜ ❡t ❊✈❡ ❞♦✐✈❡♥t ♣❛rt❛❣❡r ✉♥❡ ❝❧é s❡❝rèt❡ k✱ ❝♦♠♠✉♥❡ à t♦✉s ❧❡s tr♦✐s✳

▲❡s q✉❛tr❡ str❛té❣✐❡s s♦♥t ✿
✕ ❆✉t❤❡♥t✐❝❛t❡✲❳♦r✲▼❆❈✲❋♦r✇❛r❞ ✭❆❳▼❋✮ ✿ ❉❛♥s ❝❡ ♠♦❞❡ ✐❧❧✉stré à ❧❛ ❋✐❣✳ ✷✳✾✱
❆❧✐❝❡ ❡t ❇♦❜ ❡♥✈♦✐❡♥t à ❊✈❡ ❧❡✉rs ❞❡✉① ♠❡ss❛❣❡s x1 ❡t x2 ❛✐♥s✐ q✉❡ ❧❡s ▼❆❈ ❝♦rr❡s♣♦♥✲
❞❛♥ts✳ ❊✈❡ ✈ér✐✜❡ ❞✬❛❜♦r❞ ❧❡s ▼❆❈ ❞❡ ❝❤❛❝✉♥ ❞❡s ♠❡ss❛❣❡s r❡ç✉s ♣✉✐s ❝❛❧❝✉❧❡ ❧❡ ①♦r ❞❡ x1
❡t x2✱ ♣✉✐s ❧❡ ▼❆❈ ❞❡ x1 ⊕ x2 ❡t ❜r♦❛❞❝❛st❡ ❝❡s ❞❡✉① ❞♦♥♥é❡s✳ ❆❧✐❝❡ ❡t ❇♦❜ ♥✬♦♥t ❛❧♦rs
♣❧✉s q✉✬à ✈ér✐✜❡r ❧❡ ▼❆❈ r❡ç✉ ♣✉✐s à ❡①tr❛✐r❡ ❧❛ ✈❛❧❡✉r ♠❛♥q✉❛♥t❡✳ ❈❡ ♠♦❞❡ ❢♦♥❝t✐♦♥♥❡
❛✈❡❝ ♥✬✐♠♣♦rt❡ q✉❡❧ ▼❆❈ ✭❍▼❆❈ ❡t ❈❇❈✲▼❆❈ ♣❛r ❡①❡♠♣❧❡✮ q✉✬✐❧ s♦✐t ❤♦♠♦♠♦r♣❤✐q✉❡
♦✉ ♥♦♥✳

✕ ❆✉t❤❡♥t✐❝❛t❡✲❳♦r✲❋♦r✇❛r❞ ✭❆❳❋✮ ✿ ❉❛♥s ❝❡ ♠♦❞❡ ✐❧❧✉stré à ❧❛ ❋✐❣✳ ✷✳✾✱ ❆❧✐❝❡ ❡t
❇♦❜ ❡♥✈♦✐❡♥t à ❊✈❡ ❧❡✉rs ❞❡✉① ♠❡ss❛❣❡s x1 ❡t x2 ❛✐♥s✐ q✉❡ ❧❡s ▼❆❈ ❝♦rr❡s♣♦♥❞❛♥ts✳ ❊✈❡
✈ér✐✜❡ ❞✬❛❜♦r❞ ❧❡s ▼❆❈ ❞❡ ❝❤❛❝✉♥ ❞❡s ♠❡ss❛❣❡s r❡ç✉s ♣✉✐s ❝❛❧❝✉❧❡ ❧❡ ①♦r ❞❡ x1 ❡t x2✱ ♣✉✐s
❧❡ ❳❖❘ ❞❡s ▼❆❈ ❞❡ x1 ❡t x2 ❡t ❜r♦❛❞❝❛st❡ ❝❡s ❞❡✉① ❞♦♥♥é❡s✳ ❆❧✐❝❡ ❡t ❇♦❜ ♥✬♦♥t ❛❧♦rs ♣❧✉s
q✉✬à ✈ér✐✜❡r ❧❡ ▼❆❈ r❡ç✉✳ ❈❡ ♠♦❞❡ ❢♦♥❝t✐♦♥♥❡ ✉♥✐q✉❡♠❡♥t ❛✈❡❝ ✉♥ ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡✳

✕ ❳♦r✲❆✉t❤❡♥t✐❝❛t❡✲❋♦r✇❛r❞ ✭❳❆❋✮ ✿ ❉❛♥s ❝❡ ♠♦❞❡ ✐❧❧✉stré à ❧❛ ❋✐❣✳ ✷✳✶✵✱ ❆❧✐❝❡
❡t ❇♦❜ ❡♥✈♦✐❡♥t à ❊✈❡ ❧❡✉rs ❞❡✉① ♠❡ss❛❣❡s x1 ❡t x2 ❛✐♥s✐ q✉❡ ❧❡s ▼❆❈ ❝♦rr❡s♣♦♥❞❛♥ts✳ ❊✈❡
❝❛❧❝✉❧❡ t♦✉t ❞✬❛❜♦r❞ ❧❡ ❳❖❘ ❞❡ x1 ❡t x2✱ ♣✉✐s ❧❡ ❳❖❘ ❞❡s ▼❆❈ r❡ç✉s✳ ❊❧❧❡ ✈ér✐✜❡ ❡♥s✉✐t❡
s✐ ❝❡ ❳❖❘ ❞❡ ▼❆❈ ❡st ✈❛❧✐❞❡ ♦✉ ♥♦♥✳ ❙✐ ❝✬❡st ❧❡ ❝❛s✱ ❡❧❧❡ r❡♥✈♦✐❡ ❝❡s ❞❡✉① ✈❛❧❡✉rs à ❆❧✐❝❡
❡t ❇♦❜ q✉✐ ♥✬♦♥t ♣❧✉s q✉✬à ✈ér✐✜❡r ❧❡ ▼❆❈ r❡ç✉✳ ❈❡ ♠♦❞❡ ❢♦♥❝t✐♦♥♥❡ ✉♥✐q✉❡♠❡♥t ❛✈❡❝ ✉♥
▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡✳

✕ ❳♦r✲❋♦r✇❛r❞ ✭❳❋✮ ✿ ❉❛♥s ❝❡ ♠♦❞❡✱ ❆❧✐❝❡ ❡t ❇♦❜ ❡♥✈♦✐❡♥t à ❊✈❡ ❧❡✉rs ❞❡✉① ♠❡ss❛❣❡s
x1 ❡t x2 ❛✐♥s✐ q✉❡ ❧❡s ▼❆❈ ❝♦rr❡s♣♦♥❞❛♥ts✳ ❊✈❡ ❝❛❧❝✉❧❡ t♦✉t ❞✬❛❜♦r❞ ❧❡ ❳❖❘ ❞❡ x1 ❡t x2✱
♣✉✐s ❧❡ ❳❖❘ ❞❡s ▼❆❈ r❡ç✉s✳ ❊❧❧❡ r❡♥✈♦✐❡ ❝❡s ❞❡✉① ✈❛❧❡✉rs à ❆❧✐❝❡ ❡t ❇♦❜ q✉✐ ♥✬♦♥t ♣❧✉s q✉✬à
✈ér✐✜❡r ❧❡ ▼❆❈ r❡ç✉✳ ❈❡ ♠♦❞❡ ❢♦♥❝t✐♦♥♥❡ ✉♥✐q✉❡♠❡♥t ❛✈❡❝ ✉♥ ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡✳ ❈❡
♠♦❞❡ r❡♣♦rt❡ t♦✉t❡s ❧❡s ✈ér✐✜❝❛t✐♦♥s s✉r ❧❡s ♥÷✉❞s ❞❡st✐♥❛t❛✐r❡s ❝❛r ❊✈❡ ♥✬❛✉t❤❡♥t✐✜❡ ♣❛s
❧❡s ♠❡ss❛❣❡s q✉✬❡❧❧❡ r❡ç♦✐t✳ ▲❡s ♣❛q✉❡ts ♣♦❧❧✉és ♥❡ s♦♥t ❞♦♥❝ ♣❛s ❞ét❡❝tés✳ ❈❡♣❡♥❞❛♥t✱ ❝❡
♠♦❞❡ ❡st ❡✣❝❛❝❡ ❡♥ t❡r♠❡ ❞✬é♥❡r❣✐❡ ❡t ♣❡✉t êtr❡ ❝♦♠❜✐♥é ❛✈❡❝ ❧❡ ♠♦❞❡ ❳❆❋ ♣♦✉r tr♦✉✈❡r
✉♥ ❝♦♠♣r♦♠✐s ❡♥tr❡ ❧❡ ❝♦ût é♥❡r❣ét✐q✉❡ q✉❛♥❞ ❛✉❝✉♥❡ ❛tt❛q✉❡ ♥❡ s❡ ♣r♦❞✉✐t ❡t ❧❡ ❝♦ût ❡♥
é♥❡r❣✐❡ q✉❛♥❞ ✉♥ ❛❞✈❡rs❛✐r❡ ✐♥❥❡❝t❡ ❞❡s ♣❛q✉❡ts ❝♦rr♦♠♣✉s✳

❉❛♥s ❬❆❩❋+✶✵✱ ❆❩❋+✶✶❪✱ ♥♦✉s ❛✈♦♥s ❡♥s✉✐t❡ ❝♦♠♣❛ré ❞✐✛ér❡♥ts ▼❆❈ ✭❍▼❆❈ ✉t✐❧✐s❛♥t
❙❍❆✲✶✱ ❈❇❈✲▼❆❈ ✉t✐❧✐s❛♥t ❆❊❙ ❡t ❧❡ ▼❆❈ ❤♦♠♦♠♦r♣❤✐q✉❡ ❞❡ ❍✳ ❑r❛✇❝③②❦ ❡t ❢♦♥❞é s✉r ❞❡s
♠❛tr✐❝❡s ❞❡ ❚♦❡♣❧✐t③✮ ❡♥ t❡r♠❡ ❞❡ ♣❡r❢♦r♠❛♥❝❡s é♥❡r❣ét✐q✉❡ ❡t é❣❛❧❡♠❡♥t ❧❡s ❞✐✛ér❡♥t❡s str❛té❣✐❡s
❞✬❛✉t❤❡♥t✐✜❝❛t✐♦♥ ♣♦ss✐❜❧❡s✳ ■❧ s✬❡st ❛✈éré q✉❡ ❧❡ ♠♦❞❡ ❧❡ ♣❧✉s é❝♦♥♦♠✐q✉❡ ❡st ❜✐❡♥ é✈✐❞❡♠♠❡♥t
❳❋ q✉✐ ♥❡ ❢❛✐t ❛✉❝✉♥❡ ✈ér✐✜❝❛t✐♦♥ s✉r ❧❡ ♥÷✉❞ r❡❧❛✐ s✉✐✈✐ ❞✉ ♠♦❞❡ ❳❆❋✳ ▲❡s ♠♦❞❡s ❳❆❋
❡t ❆❳❋ ✉t✐❧✐s❛♥t ❧❡s ♠❛tr✐❝❡s ❞❡ ❚♦❡♣❧✐t③ ♣❡r♠❡tt❡♥t é❣❛❧❡♠❡♥t ❞❡ ré❞✉✐r❡ ❞❡ ✹✷✪ à ✻✽✪ ❧❛
❝♦♥s♦♠♠❛t✐♦♥ ❞✬é♥❡r❣✐❡ ♣♦✉r ♥÷✉❞s r❡❧❛✐s ♣❛r r❛♣♣♦rt à ❳❆❋ ❛✈❡❝ ❈❇❈✲▼❆❈ ♦✉ ❍▼❆❈✳ P♦✉r
♣❧✉s ❞❡ ❞ét❛✐❧s s✉r ❧❡s s✐♠✉❧❛t✐♦♥s✱ ❧❡ ❧❡❝t❡✉r ♣❡✉t s❡ r❡♣♦rt❡r à ❧✬❛♥♥❡①❡ ❇✳ ◆♦✉s ❡♥ ❛✈♦♥s ❞é❞✉✐t
q✉❡ s✐ ❧❛ ♣r♦❜❛❜✐❧✐té q✉✬✉♥❡ ❛tt❛q✉❡ ♣❛r ♣♦❧❧✉t✐♦♥ s❡ ♣r♦❞✉✐s❡ ❞❛♥s ❧❡ rés❡❛✉ ❡st ✐♥❢ér✐❡✉r❡ à ✸✶✪✱

✼✼



❈❤❛♣✐tr❡ ✷✳ ❙♦❧✉t✐♦♥s ❞❡ sé❝✉r✐té ♣♦✉r ❧❡s rés❡❛✉① ❞❡ ❝❛♣t❡✉rs s❛♥s ✜❧

❋✐❣✉r❡ ✷✳✾ ✕ ▲❡s ❞❡✉① ♣r❡♠✐èr❡s str❛té❣✐❡s ✿ ❆✉t❤❡♥t✐❝❛t❡✲❳♦r✲▼❆❈✲❋♦r✇❛r❞ à ❣❛✉❝❤❡
❡t ❆✉t❤❡♥t✐❝❛t❡✲❳♦r✲❋♦r✇❛r❞ à ❞r♦✐t❡

❋✐❣✉r❡ ✷✳✶✵ ✕ ▲❛ tr♦✐s✐è♠❡ str❛té❣✐❡ ✿ ❳♦r✲❆✉t❤❡♥t✐❝❛t❡✲❋♦r✇❛r❞✳

✐❧ ✈❛✉t ♠✐❡✉① ✉t✐❧✐s❡r ❳❋ s✐♥♦♥✱ ❝✬❡st ❳❆❋ q✉✐ ❞♦✐t êtr❡ ♣r✐✈✐❧é❣✐é✳ ❉❛♥s ❧❛ ✈❡rs✐♦♥ ét❡♥❞✉❡ ❞❡
❝❡t ❛rt✐❝❧❡ ❞❡ ❝♦♥❢ér❡♥❝❡ ❬❆❩❋+✶✶❪✱ ♥♦✉s ❛✈♦♥s ✐♥❝❧✉s ✉♥❡ ét✉❞❡ ♣❡r♠❡tt❛♥t ❞❡ ❧✐♠✐t❡r ❧❡ ♥♦♠❜r❡
❞❡ ✈ér✐✜❝❛t✐♦♥s ❞❡ ▼❆❈ à ❢❛✐r❡ ❞❛♥s ❧❡ ♠♦❞❡ ❳❆❋ ❧♦rsq✉❡ ❧❡ ▼❆❈ ❛❣ré❣é ♥✬❡st ♣❛s ✈❛❧✐❞❡✳
❈❡❝✐ s❡ ❢❛✐t à ❧✬❛✐❞❡ ❞❡s ♠ét❤♦❞❡s ❞❡ ✏❣r♦✉♣ t❡st✐♥❣✑ q✉✐ ♦♥t ✉♥ ❝♦ût ♠♦②❡♥ ❧✐♥é❛✐r❡✳ ◆♦✉s ❛✈♦♥s
é❣❛❧❡♠❡♥t ét❡♥❞✉ ❧✬ét✉❞❡ ❝♦♥❝❡r♥❛♥t ❧❡ ❝❤♦✐① ❞❡s ♠♦❞❡s ❡♥ ❢♦♥❝t✐♦♥ ❞❡ ❧❛ ♣r♦❜❛❜✐❧✐té ❞✬❛tt❛q✉❡s
❛✉ ❝❛s ❞✬✉♥ rés❡❛✉ ♣❛♣✐❧❧♦♥✳

✷✳✹✳✺ ❆tt❛q✉❡s ♣❛r ✐♥♦♥❞❛t✐♦♥ ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❉❛♥s ❬❩❩▲▼✶✶❪✱ ❛✈❡❝ ❨✳ ❩❤❛♥❣✱ ❲✳ ❩♥❛✐❞✐ ❡t ❈é❞r✐❝ ▲❛✉r❛❞♦✉①✱ ♥♦✉s ♥♦✉s s♦♠♠❡s ✐♥tér❡ssés
à ❧✬❛tt❛q✉❡ ♣❛r ✐♥♦♥❞❛t✐♦♥ ♣r♦❞✉✐t❡ ❧♦rsq✉✬✉♥ ❛tt❛q✉❛♥t ❞étr✉✐t ♦✉ r❡t❛r❞❡ ✉♥ ♣❛q✉❡t ❆❈❑ ❞❡
ré❝é♣✐❝é✳ P♦✉r ❝❡❧❛✱ ♥♦✉s ❛✈♦♥s ♠♦❞✐✜é ❧é❣èr❡♠❡♥t ❧❡ ♣r✐♥❝✐♣❡ ❞❡ ❜❛s❡ ❞✉ ❝♦❞❛❣❡ rés❡❛✉ ❡♥
✐♥❝❧✉❛♥t ❞❛♥s ❧✬❡♥têt❡ ❞❡s ♣❛q✉❡ts ❝♦❞és ❧❡ ❝❤❡♠✐♥ q✉✬✐❧s ♦♥t ♣❛r❝♦✉r✉ ❥✉sq✉✬❛✉ ♣✉✐ts✳ ▲❡ ♣✉✐ts
❡♥r❡❣✐str❡ ❛❧♦rs t♦✉t❡s ❧❡s r♦✉t❡s ♣r✐s❡s ♣❛r ✉♥ ♠❡ss❛❣❡ ♣r♦✈❡♥❛♥t ❞✬✉♥❡ s♦✉r❝❡ ♣❛rt✐❝✉❧✐èr❡✳ ❯♥❡
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✷✳✹✳ Pr♦❜❧é♠❛t✐q✉❡s ❞❡ sé❝✉r✐té ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉

❢♦✐s q✉❡ ❧❡ ♣✉✐ts ❛ ré✉ss✐ à ❝♦rr❡❝t❡♠❡♥t ❞é❝♦❞❡r ❧❡ ♠❡ss❛❣❡ ❡♥✈♦②é ♣❛r ✉♥❡ s♦✉r❝❡✱ ✐❧ ✉t✐❧✐s❡ ✶✱
✷✱ ✸✱ ✹ ♦✉ ✺ ❝❤❡♠✐♥s ❞❡ r❡t♦✉r ♣♦✉r ❢❛✐r❡ ♣❛r✈❡♥✐r ❧❡ ❆❈❑ à ❧❛ s♦✉r❝❡ ❡t ❛✐♥s✐ é✈✐t❡r ✉♥❡ ❛tt❛q✉❡
♣❛r ✐♥♦♥❞❛t✐♦♥✳

▲❡s rés✉❧t❛ts ❞❡s s✐♠✉❧❛t✐♦♥s ❡✛❡❝t✉é❡s s♦✉s ❲❙◆❡t ❡♥ ❝♦♥s✐❞ér❛♥t ✉♥ ♠♦❞è❧❡ ❞❡ ♣r♦♣❛❣❛t✐♦♥
✐❞é❛❧ ❡t ❧❡s ❝♦✉❝❤❡s ♣❤②s✐q✉❡ ❡t ▼❆❈ ❞❡ ■❊❊❊ ✽✵✷✳✶✶ ♠♦♥tr❡♥t q✉❡ ❧❡ ❣❛✐♥ ❡♥ t❡r♠❡ ❞❡ ♠❡ss❛❣❡s
q✉✐ s♦♥t ❞é❝♦❞és ❛✈❡❝ s✉❝❝ès ❡t ♦ù ❧❛ s♦✉r❝❡ r❡ç♦✐t ❜✐❡♥ ❧❡ ❆❈❑ ❡st ❞❡ ❧✬♦r❞r❡ ❞✬❡♥tr❡ ✶✵✪ ❡t ✷✺✪
♣♦✉r ✉♥❡ ♣r♦♣♦rt✐♦♥ ❞✬❛tt❛q✉❛♥ts ❡♥tr ✶✵✪ ❡t ✸✵✪ q✉❛♥❞ ✶ s❡✉❧ ♣❛q✉❡t ❆❈❑ ♦✉ ✺ ♣❛q✉❡t ❆❈❑
s♦♥t ❡♥✈♦②és✳ ◆♦✉s ❛✈♦♥s t❡sté ❞❡s rés❡❛✉① ❞❡ ✺✵✱ ✶✵✵✱ ✶✺✵ ❡t ✷✵✵ ♥÷✉❞s ❡t ♣❧✉s ❧❡ rés❡❛✉ ❡st
❞❡♥s❡✱ ♣❧✉s ❧❡ ❣❛✐♥ ❡st ✐♠♣♦rt❛♥t✳ ❈❡❧❛ ♣r♦✈✐❡♥t ❞✉ ❢❛✐t q✉❡ ♣♦✉r ❞❡s rés❡❛✉① ❞❡ ♣❡t✐t❡s t❛✐❧❧❡s ✐❧
♥✬❡st ♣❛s t♦✉❥♦✉rs é✈✐❞❡♥t ❞❡ ❝♦♥str✉✐r❡ ✺ ❝❤❡♠✐♥s ❞✐st✐♥❝ts ❡♥tr❡ ✉♥❡ s♦✉r❝❡ ❡t ✉♥❡ ❞❡st✐♥❛t✐♦♥✳

◆♦✉s ❛✈♦♥s ❞é❥à ❝♦♠♠❡♥❝é à ét❡♥❞r❡ ❝❡ tr❛✈❛✐❧ ❡♥ r❡❣❛r❞❛♥t é❣❛❧❡♠❡♥t ❧✬✐♥✢✉❡♥❝❡ ❞✬❛tt❛✲
q✉❛♥ts ❞❡ t②♣❡ s❡❧❡❝t✐✈❡ ❢♦r✇❛r❞✐♥❣ s✉r ❧❡ ❞é❧❛✐ ✐♥❞✉✐t ♣♦✉r q✉❡ ❧❡ ♣✉✐ts ❞é❝♦❞❡ ❝♦rr❡❝t❡♠❡♥t ❧❡
♠❡ss❛❣❡✳ ◆♦✉s s♦✉❤❛✐t❡r✐♦♥s à t❡r♠❡ ✐♥❝❧✉r❡ ✉♥❡ ét✉❞❡ t❤é♦r✐q✉❡ ♣❡r♠❡tt❛♥t ❞✬✐♥té❣r❡r ❛✉① ♠♦✲
❞è❧❡s ❝❧❛ss✐q✉❡♠❡♥t ✉t✐❧✐sés ❞❛♥s ❧❡ ❝♦❞❛❣❡ rés❡❛✉ ❞❡s ❛tt❛q✉❛♥ts q✉✐ ❛❣✐ss❡♥t ❛✈❡❝ ✉♥❡ ❝❡rt❛✐♥❡
♣r♦❜❛❜✐❧✐té p✳
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Some results on FCSR automata with applications
to the security of FCSR-based pseudorandom

generators
François Arnault, Thierry P. Berger and Marine Minier

Abstract—This article describes new theoretical results con-
cerning the general behavior of a FCSR (Feedback with Carry
Shift Register)automaton that allow to better understand how
the initial parameters must be chosen to use this automaton as a
basic block of a filtered stream cipher. The results demonstrated
here especially concern the structure of the transition graph
of an FCSR automaton and the number of iterations of the
FCSR transition function required to reach the main part of the
graph. A potential linear weakness and a easy way to discard
the corresponding attack are also given.

Keywords: Stream ciphers, FCSR, 2-adic expansion, transition func-
tion graph.

I. BACKGROUND ON FCSRAUTOMATA

The Feedback with Carry Shift Registers were introduced
first by Klapper and Goresky in [11]. In [1], T. Berger and F.
Arnault proposed to use them as the core of a filtered stream
cipher. We first recall how a FCSR automaton works. For more
details, the reader could refer to [8], [1], [4].

A. Representation of eventually periodic binary sequences
with 2-adic numbers

First, we will recall briefly some basic properties of 2-adic
numbers. For a more theoretical approach the reader can refer
to [4], [7], [9], [11], [12].

A 2-adic integer is formally a power seriess =
∑∞

n=0 sn2
n,

sn ∈ {0, 1}. Such a series does not always converge in the
classical sense. However, it can be considered as a formal
object. Actually, this series always converges if we consider
the 2-adic topology. The set of2-adic integers is denoted by
Z2. Addition and multiplication inZ2 can be performed by
reporting the carries to the higher order terms, i.e.2n +2n =
2n+1 for all n ∈ N. If there exists an integerN such thatsn =
0 for all n ≥ N , thens is a positive integer. Moreover, every
odd integerq has an inverse inZ2 which can be computed by
the formulaq−1 =

∑∞
n=0 q

′n, whereq = 1− q′.
The following theorem gives a complete characterization of

eventually periodic 2-adic binary sequences in terms of2-adic
integers (see [9] for the proof).
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Theorem 1:Let S = (sn)n∈N be a binary sequence and
let s =

∑∞
n=0 sn2

n be the associated 2-adic integer. The
sequenceS is eventually periodic if and only if there exist two
numbersp and q in Z, q odd, such thats = p/q. Moreover,
S is strictly periodic if and only ifpq ≤ 0 and |p| ≤ |q|.

An important fact for applications is that the period of the
rational numberp/q is known (cf. [9]):

Theorem 2:Let S be an eventually periodic binary se-
quence, and lets = p/q, with q odd andp andq coprime, be
the corresponding 2-adic number in its rational representation.
The period ofS is the order of 2 moduloq, i.e., the smallest
integerT such that2T ≡ 1 (mod q).

The periodT is always less or equal to|q|−1. If q is prime,
then T divides |q| − 1. If T = |q| − 1, the corresponding
sequenceS is called aℓ-sequence. For more details onℓ-
sequences see [11], [8].

B. FCSR Automaton in Galois mode

Feedback with Carry Shift Registers (FCSR) automata was
firstly introduced by Klapper and Goresky in [11]. This first
version corresponds to the analog of LFSR in Fibonnacci
mode. In [9], they introduced a Galois’ version of FCSR
which seems more suitable for practical implementation. In
this paper, we describe only FCSR in Galois mode.

A FCSR automaton is defined using an odd negative con-
nection integerq of binary sizen: 2n < −q < 2n+1.

Let d be the positive integerd = (1 − q)/2 and letd =
∑n−1

i=0 di2
i its binary expansion. Note thatdn−1 = 1. We

denote byJ = {i : 0 ≤ i ≤ n − 2, di 6= 0} the support ofd
but without then− 1 position. If ℓ denotes the cardinality of
J , we arrangeJ in the following way:J = {i1, . . . , iℓ}, with
ij < ij+1, ∀j ∈ [1..ℓ].

The automaton then consists of two registers:
• A main registerM composed ofn cells denoted bymi

(0 ≤ i ≤ n− 1).
• A carries registerC composed ofℓ cells denoted bycij
(1 ≤ j ≤ ℓ).

For simplicity, we consider that the carries registerC
containsn cells ci (0 ≤ i ≤ n − 1), with ci = 0 if di = 0.
However, the true size of a FCSR automaton isn+ ℓ cells.

The transition function of the registers at timet can be
written at the cell level:
mi(t+ 1) = mi+1(t)⊕ dici(t)⊕ dim0(t)
ci(t + 1) = di (mi+1(t)ci(t)⊕ ci(t)m0(t)⊕m0(t)mi+1(t))
where⊕ denotes the bitwise XOR.
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C. Properties of the transition function of a FCSR automaton

To each state of the main registerM and of the carries
registerC, we can associate the following integersm and c
(also denoted bym(t) and c(t) at time t): m =

∑n−1
i=0 mi2

i

andc =
∑n−2

i=0 ci2
i. These integers are called the contents of

M andC. If the main register and the carries register contain
the integerm(t) andc(t) at timet, we say that the automaton
is in state(m(t), c(t)). Letp(t) denote the integerm(t)+2c(t).

Lemma 1 ([10]): We have2p(t+ 1) ≡ p(t) mod q.
Proposition 1 ([9]): If a FCSR automaton is in the state

(m, c) = (m(0), c(0)) at time t = 0, it computes the 2-adic
expansion of the rational 2-adic numberp/q (wherep = m+
2c), which is produced by the cellm0: p/q =

∑

t≥0 m0(t)2
t.

Distinct initial states can produce the same sequence.
Definition 1: Two states(m, c) and(m′, c′) are said equiv-

alent if they satisfym+ 2c = m′ + 2c′, i.e. p = p′.
As a direct consequence of Proposition 1, we have:
Proposition 2: Two states(m, c) and(m′, c′) are equivalent

if and only if they compute the same 2-adic fractionp/q,
i.e. the sequences observed in the cellm0 are equal and
correspond to the 2-adic expansion ofp/q, with p = m+ 2c.

D. Structure of the graph of a FCSR automaton

To each binary automaton withk cells, we can associate its
transition graph which is defined as follows: The nodes are
the 2k possible states. There exists an edge from a stateA to
a stateB iff the stateB is the image ofA by the transition
function of the automaton.

There is a bijection between the cyclotomic cosetsCp =
{p2i mod q} and the connected components of the graph
of the FCSR automaton with connection integerq. A state
(m, c) belongs to the component associated withCp, where
p = m+ 2c. This is a consequence of the fact that two states
are equivalent if and only if they eventually converge to a same
state after the same finite number of iterations. This resultwill
be proved in Section II-A Proposition 5.

In particular, the graph of a FCSR automaton has always
two single node connected components associated withp = 0
andp = −q. They correspond to the invariant states(0, 0) and
(2n−1, d−2n−1) (in the latter, all then+ ℓ cells contain the
bit value 1).

If the order of 2 moduloq is exactlyT = |q| − 1, i.e. the
automaton generatesℓ-sequences, the graph contains only one
more component with2n+l − 2 points, considered as a main
cycle of length|q| − 1 to which many tails converge (see [1]
for more details).

Definition 2: We say that a FCSR automaton with connec-
tion integerq is optimal if the order of 2 moduloq is exactly
T = |q| − 1.

In Subsection II-B, we will bound the lengths of the tails
in the graph of any FCSR automaton.

E. Sequences produced by the main register of a FCSR

Now we will look at the sequences of bits produced by
the cells of the main register. These sequences are denoted
Mi = (mi(t))t∈N, for 0 ≤ i ≤ n− 1. The following theorem
was proved in [4].

Theorem 3 ([4]): Consider a FCSR automaton with nega-
tive connection integerq = 1−2d. Let n be the bitlength ofd.
Then, for alli such that0 ≤ i ≤ n−1, there exists an integerpi
such that the sequenceMi observed in the cell numberi of
the main register is the 2-adic expansion ofpi/q. Moreover,
the integerspi satisfy the following recurrence relation:

pi = q
(

mi(0) + 2ci(0)
)

+ 2pi+1 + 2dip0
with the conventionci(t) = 0 whendi = 0.
From now, we will use the following notations:
• Content of a cell (cell level):mi = mi(0), ci = ci(0).
• Content of a whole register (integer level):m = m(0),
c = c(0).
• Observed sequences, in a specific cell of the main register,
from time t0: Mi(t0) = (mi(t))t≥t0 for 0 ≤ i ≤ n− 1.
In particularMi(0) = Mi for 0 ≤ i ≤ n− 1.
• The 2-adic fractions corresponding to these sequences:
Mi(t0) = pi(t0)/q, i.e. pi(t0) is the integer satisfying the
relation:pi(t0) = q ×∑

t≥t0
mi(t)2

i.
Note thatpi = pi(0) for 0 ≤ i ≤ n− 1 andp = p0 = p0(0).

F. Some properties of2-adic rational numbers

We present in this section some elementary properties of
the 2-adic sequences, required to demonstrate results of the
next section. These results are relatively simple and essentially
known (see [7], [11], [8] for further details).

First, we introduce the following notations:
• Aq = {p/q|0 ≤ p ≤ −q} the set of the 2-adic periodic
sequences with a denominator equal toq: 2n < −q < 2n+1.
• A∗

q = {p/q|0 < p < −q} andp/q =
∑∞

i=0 ai2
i

• Nk = {0, 1, · · · , 2k − 1} = {∑k−1
i=0 ai2

i, ai = 0 or 1}
Proposition 3: Remember that2n < −q ≤ 2n+1. We have

the following properties:
• The mapfn from A∗

q to Nn defined byfn(p/q) = p/q mod
2n is surjective.
• The mapfn+1 from Aq to Nn+1 defined byfn(p/q) =
p/q mod 2n+1 is injective.

Corollary 1: For any oddq satisfying2n < −q ≤ 2n+1 and
any p, 0 < p < |q|, there is no sequence ofn+1 consecutive
zeros and there is no sequence ofn + 1 consecutive ones in
the 2-adic expansion ofp/q.

Corollary 2: If the order of 2 moduloq is maximal (i.e.
equals to−q − 1), then the2n sequences withn consecutive
bits appear at least one time and at most two times in a period
of the binary expansion of anyp/q ∈ A∗

q .
Corollary 3: If the order of 2 moduloq is maximal (i.e.

equals to−q−1) and if p/q ∈ A∗
q , then the subsequence with

n consecutive bits all equal to 0 (resp. all equal to 1) appears
one and only one time in the period of the binary expansion
of p/q.

II. N EW RESULTS ONFCSRAUTOMATA

We present in this section some important results concerning
the number of transitions necessary to reach a cycle (the cycle
when we consider an optimal FCSR) and the entropy of a
FCSR automaton. Indeed, while the total number of states of
an FCSR automaton is2n+ℓ, a cycle is composed ofT states
(whereT is the order of 2 moduloq). The other states are
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distributed on tails or trees which converge quickly to this
cycle. Thus, we want to determine an upper bound on the
lengths of tails that are attached to a cycle (or the cycle).

In the case of an optimal FCSR (that could be used in a
stream cipher construction), the cycle is composed of|q| −
1 states (with always2n ≤ |q| − 1 < 2n+1). To guarantee
some properties of FCSR based stream ciphers, we don’t want
the optimal FCSR to output pseudorandom data before it has
reached the cycle.

A. Explicit determination of sequencesMi

In this paragraph, we will determine the exact values of
eachpi (or pi(t)) defined in Theorem 3. We always suppose
that the initial state of the automaton is not a fixed point of
the transition function, i.e.0 < p < |q|.

To simplify the presentation, we suppose from now that
t0 = 0 without loss of generality. We also need to introduce
the following notations, for0 ≤ i ≤ n− 1:
d(i) =

∑i−1
j=0 dj2

j , δ(i) =
∑n−1

j=i dj2
j−i,

so thatd = d(i) + 2iδ(i),
u(i) =

∑i−1
j=0(mj + 2cj)2

j , ν(i) =
∑n−1

j=i (mj + 2cj)2
j−i,

so thatp = u(i) + 2iν(i).
Proposition 4: With the above notations, we have the fol-

lowing relation:
pi = qν(i) + 2pδ(i). (1)

Proof: We perform the proof by induction oni. For i = 0
we havep0 = p, δ(0) = d, and ν(0) = p. Hence,qν(0) +
2pδ(0) = p(q + 2d) = p = p0.

Suppose now that the relation (1) is true fori. Let us prove
that the relation stays true at stepi+1. From Theorem 3, we
havepi = q(mi(0) + 2ci(0)) + 2pi+1 + 2dip0. We also can
write δ(i) = di+2δ(i+1) andν(i) = mi+2ci+2ν(i+1). Using
the induction hypothesis, we obtain:
qν(i) + 2pδ(i) = pi = q(mi(0) + 2ci(0)) + 2pi+1 + 2dip

= q(ν(i) − 2ν(i+1)) + 2pi+1 + 2(δ(i) − 2δ(i+1))p.
Cancelingqν(i) and2pδ(i) on both sides we obtain

2pi+1 = 2qν(i+1)+4pδ(i+1). This is the relation (1) fori+1:
pi+1 = qν(i+1) + 2pδ(i+1) and this concludes our proof.

Corollary 4: Assume that (m, c) and (m′, c′) are two
equivalent states, and thatpi/q and p′i/q are the respective
fractions whose expansion is given by the cellsmi andm′

i.
Then we havepi ≡ p′i (mod q). Moreover, if (m′, c′) is in a
cycle, then0 ≤ p′i < |q|.

Proof: By Proposition 2, the result is true for the special
casei = 0. By Proposition 4, we havepi ≡ 2pδ(i) andp′i ≡
2p′δ(i) moduloq for any i. We obtainp′i ≡ 2p′δ(i) = 2pδ(i) ≡
pi moduloq, and this is the first claim. If(m′, c′) is in a cycle
then the sequencepi/q is periodic so we have0 ≤ p′i < q from
Theorem 1. This proves the second claim.

The following proposition revisits the notion of equivalent
states in view of the transition function. The proof given here
concerns the general (optimal or not) case.

Proposition 5: Two states are equivalent if and only if they
eventually converge to a same state after the same number of
iterations.

Proof: Assume that the states(m, c) and (m′, c′) are
equivalent. There exists a positive integerk such that the
states obtained by applyingk times the transition function
to the initial states produce the same state on a cycle. At this
point, for eachi, from Definition 3 the sequences(mi(t))t≥k

and (m′
i(t))t≥k are both periodic. By Theorem 1, we obtain

0 ≤ pi(k) < −q and 0 ≤ p′i(k) < −q. By Corollary 4, we
havepi(k) ≡ p′i(k) modulo q, so pi(k) = p′i(k) for eachi.
Using thatm(k) + 2c(k) = p(k) = p′(k) = m′(k) + 2c′(k),
we see thatc(k) = c′(k) also. Hence, the two states reached
at stepk are equal.

The converse is easy, using Lemma 1.

B. Maximum length of the tails of the FCSR graph

The properties described above are useful to compute the
number of transitions required to reach a cycle (the cycle, in
the case of an optimal FCSR). Consider a FCSR automaton
with connection integerq. We say that the automaton is
synchronized if it has reached a state on a cycle. We consider
here each binary sequenceMi of the main register.

Definition 3: We say that the cellmi is synchronized at
time t if the sequence of the(mi(t+j))j≥0 values is periodic,
i.e.mi(t+j) = mi(t+j+T ), ∀j ≥ 0, for some periodT > 0.

Lemma 2:The state(m, c) belongs to a cycle if and only
if all the cells of the main register are synchronized.

Proof: Assume that all cells of the main register are
synchronized. By Proposition 5, The state(m, c) is equivalent
to a state(m′, c′) which belongs to a cycle. Starting from this
state(m′, c′), the content of each cell of the main register is
a sequenceM ′

i = (m′
i(t))t≥0. The valuesMi(t) andM ′

i(t)
are equal as soon ast is large enough. But the sequences
Mi andM ′

i are both periodic soMi(t) andM ′
i(t) are equal

for all t ≥ 0. As a consequence, we obtainm = m′. As
m + 2c = m′ + 2c′, we obtain alsoc = c′. This shows that
the state(m, c) belongs to a cycle. The converse is clear.

Proposition 6: The cellmi is synchronized at timet if and
only if we have0 < pi(t) < |q|.

Proof: The cellmi is synchronized at timet if and only
if the sequenceMi(t) is periodic, which is equivalent to0 <
pi(t) < |q| (cf. Theorem 1).

Lemma 3: Adding or subtracting a positive integerb =
∑m−1

i=0 bi2
i of bit lengthm to the 2-adic fractionp/q when

0 < p < |q| affects at most them+ n+ 1 first bits.
Proof: Consider the addition case. Denote(r(t))t≥0 the

2-adic expansion of the fractionp/q. By Corollary 1, there is at
least one integerk such thatm ≤ k ≤ m+ n with r(k) = 0.
Adding 2k to p/q would change the bitr(k) and leave the
other terms of the sequence unchanged. Butb < 2m ≤ 2k. So
that, addingb changes only some bits of lower weightr(j)
with j ≤ k. The subtraction case is similar.

Hence, a bound on the number of iterations required for
each cell to synchronize, will provide a general bound for the
synchronization of the whole automaton.

Lemma 4:∀i such that0 ≤ i ≤ n− 1, we have:6q < pi <
−8q.

Proof: For i = 0, we have0 ≤ p0 = p < −q so the
claim is true in that case. Assume now thati > 0. From the
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definitions given above, we have:
0 ≤ δ(i) < 2n−i, 0 ≤ d(i) < 2i,
0 ≤ ν(i) < 3× 2n−i, 0 ≤ u(i) < 3× 2i.
By Proposition 4 we havepi = ν(i) − 2ν(i)d(i) + 2u(i)δ(i).
Using the above inequalities, we get
−3× 2n+1 < −2ν(i)d(i) ≤ pi

≤ ν(i)+2u(i)δ(i) < 3× (2n+1+2n−1).
But, 2n ≤ −q ≤ 2n+1. We finally obtain6q < pi < −8q.

The main result of this section is the following theorem:
Theorem 4:Suppose that a FCSR automaton with connec-

tion integer q starts from the state(m, c). Then it will be
synchronized after at mostn + 4 iterations (n denotes the
length of the main register). More generally, the lengths of
the tails of the graph of a FCSR automaton are at mostn+4.

Proof: There exists a state(m′, c′) which is equivalent
to (m, c) and belongs to a cycle. As the sequence of bits
obtained in the cellmi is periodic, we have0 < p′i < |q|.
From Corollary 4, we havep′i ≡ pi modulo q for each i
such that0 ≤ i ≤ n − 1. Also, from Lemma 4, we have
6q < pi < −8q. Hencepi = p′i + biq for small integersbi
satisfying−7 ≤ bi ≤ 6. The integers|bi| have a bit length at
most 3, so the theorem follows finally from Lemma 3.

 0

 5000

 10000

 15000

 20000

 25000

 30000

 0  2  4  6  8  10  12  14  16

N
um

be
r 

of
 in

iti
al

 s
ta

te
s

Exact number of steps needed to reach the cycle

16 bits
128 bits
256 bits

Fig. 1. Number of initial states in function of the exact numberof transitions
they need to reach the cycle. Three simulations have been doneusing 100000
random initializations and with three register sizes: 16, 128 and 256 bits.

We have performed an experimentation summed up in
Figure 1. We have computed for 100000 random initial values
the number of iterations required to reach the cycle for three
different q optimal values. We observe that this number of
iterations is with high probability well below the bound given
in Theorem 4. Thus, the convergence toward the cycle in case
of an optimal FCSR is very fast.

This is not surprising. The boundn + 4 provided by the
Theorem relies on the time to find a zero (or a one) in
a particular sequence, and Corollary 1 was used to bound
this time to n + 1. However, if we consider this sequence
as Bernouilli trials, we can expect that the average position
of the first 0 is 2. So synchronization is expected to occur
after the first 6 steps, for most cells. Moreover, the register
is synchronized as soon as all of its cells are. Using further
the hypothesis of Bernouilli trials, we can expect that when
the size of the register doubles, the synchronization time is
increased by 1. This is in accordance with the results of Figure

1, which shows that the size ofq does not mainly influence
the time required for the synchronization process.

III. A POTENTIAL ATTACK ON F-FCSRPSEUDORANDOM

GENERATORS

A. Review on F-FCSR pseudorandom generators

A simple way to construct a pseudorandom generator using
FCSRs is to filter the cells of its main register with some
boolean functions. If the parameters of the FCSR automaton
are correctly chosen, its natural nonlinear behavior makes
algebraic attacks infeasible [1], [4].

So, it is not necessary to use a Boolean function with a
high nonlinearity. A simple linear function could be used
to filter the content of the FCSR main register. This choice
appears to be well suited for two main reasons: these functions
have an optimal resilience order and offer better resistance to
correlation attacks. Moreover, they are efficient and easy to
implement for hardware and software applications.

The family of F-FCSR generators (see [1], [2], [4], [5] for
example) uses this model: at each iterationt, the bit (or byte in
some cases) of output keystreamz(t) is obtained by filtering
the content of the main register of an optimal FCSR using a
linear function.

B. Linear weakness of a FCSR automaton

The potential weakness described here addresses degenerate
behavior of the FCSR automaton which can occur when the
transition function of the FCSR is linear. This happens when
all the cells of the carries register contain a 0 bit and, at the
same time, the feedback bitm0 is also 0. In this case, the
transition function becomes a simple circular permutationof
the contents of the cells of the main register:

mi(t+ 1) = m(i+1 mod n)(t), ∀i, 0 ≤ i ≤ n− 1.

Suppose that this situation occurs duringr consecutive tran-
sitions of the FCSR from timet0. Since a F-FCSR generator
filters the FCSR main register using a linear function, the
output corresponding to theser iterations linearly depends on
the valuesmi(t0) contained in the cells of the main register.
Clearly, this fact could be used to design a fast attack. For
example, the F-FCSR-16 generator outputs 16 bits at each
iteration and the size of the main register contains 256 cells.
If r = 16, then the linear behavior would allow a system of
256 linear equations in 256 unknowns to be written down. It
would be easy to solve this system to recover the complete
state of the main register at timet0, assuming that the 256
linear equations are linearly independent (if they are not,the
partial information retrieved is likely to be sufficient to break
the generator by an exhaustive search on the space of the
remaining possible states).

Let us estimate thea priori probability of such a linear
behavior to occur. For that purpose, the following lemma is
helpful:

Lemma 5:The two conditions:

1) Carries register is 0 and the firstr bits of p0(t)/q are 0.
2) Carries register is 0 andmi(t) = 0 for all i, 0 ≤ i < r.
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are equivalent.
Proof: If Condition 2 holds, then the transition function

is linear duringr steps. Hencemi(t+1) = mi+1(t) and then
m0(t + i) = mi(t) so that ther first bits of p0(t)/q are 0.
The converse is also true since the firstr bits of p0(t)/q are
them0(t+ i) for 0 ≤ i < r.

The number of states corresponding to the eventc(t) =
0 and mi(t) = 0 for all i, 0 ≤ i < r is 2n−r. Since the
total number of states of the automaton is2n+ℓ, the expected
probability of the event equals to2−(ℓ+r). As an example,
for the stream cipher F-FCSR-16, the chosen parameters were
n = 256, ℓ = 130 and r = 16, and we obtain ana priori
probability for that event of2−146.

C. How to definitively avoid this weakness

Using the following proposition, we have a simple argument
to show that this weakness is very easily prevented.

Proposition 7: Let s be the least integer such thatds = 1.
Assume thatmi = ci = 0 for all i such that0 ≤ i ≤ s. Then
the current state of the automaton is not on the cycle.

Proof: We haved(s+1) = 2s, u(s+1) = 0 and
v(s+1) = p/2s+1. Also, q = 1− 2d =
1− 2(d(s+1) + 2s+1δ(s+1)) = 1− 2d(s+1) − 2s+2δ(s+1).
Henceq + 2s+2δ(s+1) = 1− 2d(s+1) = 1− 2s+1 < 0.
From Proposition 4, we getps+1 = qv(s+1) + 2pδ(s+1)

= qp/2s+1 + 2pδ(s+1)ps+1 = p/2s+1
(

q + 2s+2δ(s+1)
)

< 0.
From Proposition 6, the current state of the automaton is not
on the cycle.

Consequently, suppose that a FCSR automaton is clocked
more thann+4 iterations before output is used. If the numberr
of required equations is greater thans, the situation described
in Section III-B cannot occur. This is the case for F-FCSR-16
and F-FCSR-H, the candidates to the second eSTREAM phase
for the Profile 2. In these ciphers, the automaton is clocked
enough times at each change of IV for the resulting state to
be on the cycle. Moreover,s = 2 in both cases, and the linear
behavior of the automaton cannot occur during more than two
consecutive steps.

IV. CONCLUSION

In this paper, we have given more precise results concerning
the general behavior of FCSR automata especially optimal
ones. Our main result concerns the number of iterations
required to reach a cycle which is bounded byn+4 wheren
represents the bit length of the main register.

In view of the results proved here, we provide some hints
in the secure design of pseudorandom generators using an
optimal FCSR automaton as a component. First of all, the
minimal entropy of an optimal FCSR corresponds to a space
of |q| − 1 states (with2n ≤ |q| − 1 < 2n+1) and is obtained
when the automaton has reached a state on the cycle. This
is guaranteed after onlyn + 4 iterations. We thus obtain an
upper bound on the number of initial transitions needed before
output can be used. Moreover, we could initialize a FCSR with
c(0) = 0 to prevent two equivalent initial states resulting from
different keys. In this case, the initial entropy is exactlyset to

n bits, and it does not decrease when the transition function
is applied.

We also described a potential weakness of FCSR based
pseudorandom generators, which should occur if the transi-
tion function is linear during several consecutive iterations.
However, we show that such a bad behavior cannot occur if
the setup method used before extracting data is well designed.
The trick to use here is to clock the automatonn + 4 times
before to output any data.
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Abstract. The Feedback with Carry Shift Registers (FCSRs) have been
proposed as an alternative to Linear Feedback Shift Registers (LFSRs)
for the design of stream ciphers. FCSRs have good statistical proper-
ties and they provide a built-in non-linearity. However, two attacks have
shown that the current representations of FCSRs can introduce weak-
nesses in the cipher. We propose a new “ring” representation of FCSRs
based upon matrix definition which generalizes the Galois and Fibonacci
representations. Our approach preserves the statistical properties and
circumvents the weaknesses of the Fibonacci and Galois representations.
Moreover, the ring representation leads to automata with a quicker diffu-
sion characteristic and better implementation results. As an application,
we describe a new version of F-FCSR stream ciphers.

Keywords: Stream cipher, FCSRs, ℓ-sequence, ring FCSRs.

1 Introduction

The FCSRs have been proposed by Klapper and Goresky [1,2,3] as an alterna-
tive to LFSRs for the design of stream ciphers. FCSRs share many of the good
properties of LFSRs: sequences with known period and good statistical prop-
erties. But unlike LFSRs, they provide an intrinsic resistance to algebraic and
correlation attacks because of their quadratic feedback function. However, two
recent results [4,5] have shown weaknesses in stream ciphers using either the
Fibonacci or Galois FCSR. Hell and Johansson [5] have exploited the bias in
the carries behaviour of a Galois FCSR to mount a very powerful attack against
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the F-FCSR stream cipher [6,7]. Fisher et al. [4] have considered an equivalent
of the F-FCSR stream cipher based upon a Fibonacci FCSR to study the linear
behavior of the induced system.

We present a new approach for FCSRs, which we call the ring representa-
tion or ring FCSR. This representation is based on the adjacency matrix of the
automaton graph. A ring FCSR can be viewed as a generalization of the Fi-
bonacci and Galois representations. Similar structure has been widely studied
for the LFSR case as in [8,9,10], and is a building block of the stream cipher
Pomaranch where LFSRs are used [11]. However, we present here for the first
time this structure in the FCSR case.

A Fibonacci FCSR, has a single feedback function which depends on multiple
inputs. A Galois FCSR has multiple feedbacks which all share one common
input. A ring FCSR can be viewed as a trade-off between the two extreme cases.
It has several feedback functions with different inputs. An example of ring FCSR
is shown in Fig. 1.

c6

m6 m5m7

c5

m4 m3

c2

m2

c1

m1 m0

Fig. 1. An example of a ring FCSR (q = −347)

Ring FCSRs have many advantages, while preserving all the good and tradi-
tional properties of Galois/Fibonnacci FCSRs (known period, large entropy,...).
The main one is that the attack of Hell and Johansson [5] does not work
with Ring FCSR. Also, they have better diffusion properties. Moreover, ring
representation allows fine tune in the implementation.

Section 2 gives an overview on FCSRs theory and classical representations.
Section 3 presents ring FCSRs. We discuss implementation in Section 4 and a
new version of F-FCSR is proposed in Section 5.

2 Theoretical Background

First, we will recall some basic properties of 2-adic integers. For a more theoretical
approach the reader can refer to [1,2,12,13,14].

2.1 2-adic Numbers and Period

A 2-adic integer is formally a power series s =
∑∞

i=0 si2
i, si ∈ {0, 1}. This series

always converges if we consider the 2-adic topology. The set of 2-adic integers is
denoted by Z2. Addition and multiplication in Z2 can be performed by reporting
the carries to the higher order terms, i.e. 2n + 2n = 2n+1 for all n ∈ N. If there
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exists an integer N such that sn = 0 for all n ≥ N , then s is a positive integer.
Every odd integer q has an inverse in Z2.

The following property gives a complete characterization of eventually peri-
odic binary sequences in terms of 2-adic integers (see [13] for the proof).

Property 1. Let S = (sn)n∈N be a binary sequence and let s =
∑∞

i=0 si2
i be the

corresponding 2-adic integer. The sequence S is eventually periodic if and only
if there exist two numbers p and q in Z, q odd, such that s = p/q.

Moreover, S is strictly periodic if and only if pq ≤ 0 and |p| ≤ |q|. In this
case, we have the relation sn = (p · 2−n mod q) mod 2.

The period of S is the order of 2 modulo q, i.e., the smallest integer T such
that 2T ≡ 1 (mod q). The period satisfies T ≤ |q| − 1. If q is prime, then
T divides |q| − 1. If T = |q| − 1, the sequence S is called an ℓ-sequence. As
detailed in [1,2,13,15], ℓ-sequences have many proved properties that could be
compared to the ones of m-sequences: known period, good statistical properties,
fast generation, etc. In summary, FCSRs have almost the same properties as
LFSRs but they have a nonlinear structure.

2.2 Galois FCSRs

A Galois FCSR (as shown in Fig. 2) consists of an n-bit main register M = (m0,
. . . ,mn−1) with some fixed feedback positions d0, . . . , dn−1. All the feedbacks are
controlled by the cell m0, and n − 1 binary carry cells C = (c0, . . . , cn−2). At
time t, an automaton in state (M,C) is updated in the following way:

1. Compute the sums xi = mi+1 + cidi + m0di for all i such that 0 ≤ i < n
with mn = 0 and cn−1 = 0 and where m0 represents the feedback bit;

2. Update the state as follows: mi ← xi mod 2 for all i ∈ [0..n−1] and ci ← xi

div 2 for 0 ≤ i < n for all i ∈ [0..n− 2].

The reader can refer to [13] for a complete description of Galois FCSRs and
some properties. We recall however a very important one, found in [16].

Property 2. Let q = 1 − 2
∑n−1

i=0 di2
i and ri =

∑∞
t=0 mi(t)2

t (for 0 ≤ i < n);
ri is the 2-adic integer corresponding to the sequence observed in the i-th cell
of the main register M . Then, for all 0 ≤ i < n, there exists pi ∈ Z such that
ri = pi/q.

d0dn−2dn−1

cn−2 c0

mn−1 mn−2 m1 m0

ci(t − 1) ci(t)

x
y s

ci(t) := xy ⊕ xci(t − 1) ⊕ yci(t − 1)

s := x ⊕ y ⊕ ci(t − 1)

Fig. 2. A Galois FCSR and 2-bit adder with carry
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÷2

mod 2

d0 d1 dn−1dn−2

mn−1 mn−2 m1 m0

c

∑

Fig. 3. A Fibonacci FCSR

In a Galois FCSR, a single cell controls all the feedbacks. As a consequence,
there exist some correlations between the carries values and the feedback value.
This fact is the basis of the attack presented in [5].

2.3 Fibonacci FCSRs

A Fibonacci FCSR (represented in Fig. 3) is composed of a main register M =
(m0, . . . ,mn−1) with n binary cells. The binary feedback taps (d0, . . . , dn−1) are
associated to an additional carry register c of wH(d) binary cells, where wH(d)
is the Hamming weight of d = (1 + |q|)/2.

An automaton in state (M, c) is updated in this way:

1. compute the sum x = c+
∑n−1

i=0 midn−1−i;
2. then, update the state: M ← (m1, . . . ,mn−1, x mod 2), c← x div 2.

As shown in [13], Property 2 also holds for Fibonacci FCSRs : the sequence
observed in a cell mi is a 2-adic integer.

The cell mn−1 is the only one with a non-linear behaviour in a Fibonacci
FCSR. As shown in [4], an attack can be carried out if a linear filter is used with
a Fibonacci FCSR.

3 A New Approach for FCSRs

Galois and Fibonacci FCSRs are two different automata with similar properties,
as seen in the previous section. In a Galois FCSR, the first cell m0 modifies
wH(d) cells of the main register. In a Fibonacci FCSR, the cell mn−1 is modified
by wH(d) cells of the main register. Ring representation of FCSRs is a trade-off
between these extreme cases.

Definition 1. A ring FCSR is an automaton composed of a main shift register
of n binary cells m = (m0, . . . ,mn−1), and a carry register of n integer cells
c = (c0, . . . , cn−1). It is updated using the following relations:

{

m(t+ 1) = Tm(t) + c(t) mod 2
c(t+ 1) = Tm(t) + c(t) div 2

(1)
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TR =

⎛

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎝

0 1 0 0 0 0 0 0
0 0 1 0 1 0 0 0
1 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 1 0 0 0 1 0
0 0 0 0 0 1 0 1
1 0 0 0 0 0 0 0

⎞

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎠

Fig. 4. Matrix and graph representation of FCSR presented in Fig.1

where T is a n×n matrix with coefficients 0 or 1 in Z, called transition matrix,
of this form:

⎛

⎜

⎜

⎜

⎜

⎜

⎜

⎝

∗ 1
∗ 1 (∗)
∗ 1

. . .
. . .

(∗) ∗ 1
1 ∗

⎞

⎟

⎟

⎟

⎟

⎟

⎟

⎠

Note that ÷2 is the traditional expression: X div 2 = X−(X mod 2)
2 .

Ring FCSRs differ from Fibonacci and Galois FCSRs in the fact that any cell
can be used as a feedback for any other cell. A more convenient way to draw
ring FCSRs is presented in Figure 4, which represents the same FCSR as the
one in Figure 1.

3.1 Remarks on the Transition Matrix

According to Definition 1, we have the following property, where ti,j is the
element at the i-th row and j-th column:

T = (ti,j)0≤i,j<n with ti,j =

{

1 if cell mj is used to update cell mi,
0 otherwise.

As the main register of a ring FCSR is by definition a shift register, the over-
diagonal of the transition matrix T is full of ones, i.e. for all 0 ≤ i < n we have
ti,i+1 mod n = 1. For example, the FCSR presented in Fig.1 has the following
transition matrix TR (and q = −347):

This notation agrees with the one proposed in [13]. In particular, Galois and
Fibonacci FCSRs have respectively transition matrices TG and TF of the form:

TG =

⎛

⎜

⎜

⎜

⎜

⎜

⎜

⎝

d0 1
d1 0 1 (0)
d2 0 1
...

. . .
. . .

dn−2 (0) 0 1
1 0

⎞

⎟

⎟

⎟

⎟

⎟

⎟

⎠

TF =

⎛

⎜

⎜

⎜

⎜

⎜

⎜

⎝

0 1
0 1 (0)

0 1

(0)
. . .

. . .

0 1
1 dn−2 . . . d2 d1 d0

⎞

⎟

⎟

⎟

⎟

⎟

⎟

⎠
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3.2 Characterizing the Cells Content

Definition 1 introduces the transition matrix of a ring FCSR. We explain now
how the value q can be computed from the transition matrix T .

Let mi(t) denote the content of the i-th cell of the main register at time t and
Mi(t) the series observed in this cell, from time t:

Mi(t) =
∑

k∈N

mi(t+ k)2k.

From Equation 1, we derive the following relation

M(t+ 1) = TM(t) + c(t) (2)

where M(t) = (M0(t), · · · ,Mn−1(t)), and c(t) = (c0(t), · · · , cn−1(t)) is the
content of the carry register at time t.

The seriesMi(t) and the vectorM(t) play a fundamental role in our approach.
We have the following important generalisation of Property 2.

Theorem 1. The series Mi(t) observed in the cells of the main register are
2-adic expansion of pi/q with pi ∈ Z and with q = det(I − 2T ).

Proof. According to the definition of Mi(t) and to Definition 1, we have M(t) =
2M(t+ 1) +m(t) where m(t) is a binary vector of size n. Using Equation 2, we
get:

(I − 2T ) ·M(t)− 2 · c(t)−m(t) = 0.

Considering the adjugate of I − 2T , we obtain:

det(I − 2T ) ·M(t) = Adj(I − 2T )(m(t) + 2 · c(t)).

In this relation, the right member is a vector of integers (p0(t), . . . , pn−1(t)).
Dividing by det(I − 2T ), we obtain Mi(t) = pi(t)/ det(I − 2T ).

Lemma 1. With the notation of Theorem 1, if q = det(I − 2T ) is prime, and
if the order of 2 in Z/qZ is maximal, then each Mi is an ℓ-sequence.

4 Implementation Properties

We detail in this section the new implementation characteristics of ring FCSRs.
All this section applies also to LFSRs by replacing addition with carry with
addition modulo 2.

Path/fan-out – The Galois FCSR is considered in many works [13,17,18] as
the best representation for hardware implementation. It has a better critical
path, i.e, a shorter longest path, than a Fibonacci FCSR. A drawback of the
Galois representation is that the fan-out of the feedback cell m0 is wH(d) with
d = (1+ |q|)/2. At the opposite, the Fibonacci representation has a fan-out of 2.
A ring FCSR allows the designer to tune both the critical path and the fan-out
through the choice of the transition matrix:
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Table 1. Comparison of the different representations

Fibonacci Galois Ring

Path ⌈log2(wH(d))⌉ 1 max(⌈log2(wH(ai))⌉)

Fan-out 2 wH(d) max(wH(bi))

Cost (#adders) wH(d)− 1 wH(d)− 1 wH(T )− n

i0 i2 ifi1 if−2

c0jc
f−1
j c

f−2
j c1j

Fig. 5. A naive adder

– the critical path is given by the row ai with the largest number of 1s;
– the fan-out is given by the column bi with the largest number of 1s.

We compare in Table 1 the critical path, the fan-out and the cost of the different
representations of an FCSR. We have expressed the critical path as the number
of adders crossed. The choice of the adder has also an impact on the path of a
ring FCSR. A naive adder (Fig. 5) composed of a serialisation of generic adder
leads to a path of max(wH(ai))− 1 adders. However, it is possible to exploit the
commutativity to perform additions in parallel. This reduces the critical path to
max(⌈log2(wH(ai))⌉) adders.

For each given q, it should be possible to find a transition matrix corresponding
to a critical path with only one adder and a fan-out equal to 2. This is the case
of the ring FCSR given in Fig. 1.

Cost – Ring FCSR have implementations which require fewer gates than Fi-
bonacci/Galois equivalent ones. This possibility was first observed in [10] for
LFSRs. However, the solution proposed in [10] is specific to LFSRs and can-
not be applied systematically to FCSRs. The number #adders of 2-bit adders
required in the different representations of an n-bit FCSR is shown in Table 1.
Ring representation is the only one that allows to find an implementation with
less than (wH(d)−1) 2-bit adders. For q = −347, a Galois or Fibonacci represen-
tation leads to #adders = 4. A ring representation with the following transition
matrix TR:

TR =

⎛

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎜

⎝

0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 1
0 1 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1
1 0 1 0 0 0 0 0

⎞

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎟

⎠
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leads to an implementation with #adders = 3, a fan-out of 2 and a critical path
of 1 adder.

Side-channel attacks – It seems possible to work out an equivalent of the side-
channel attack of Joux and Delaunay [18] on Galois FCSR using the results of Hell
and Johansson [5]. Such an attack would exploit the power consumption to recover
the feedback m0 (because of the excessive fan-out of the feedback cell) and there-
fore how the carry cells are modified. As the ring FCSR has a reduced fan-out and
uncorrelated carries, it is a better alternative to prevent side-channel attacks.

5 F-FCSR Based on Ring Representation

In this section, we propose a generic algorithm to construct F-FCSR stream
ciphers based upon a ring FCSR with a linear filter. We give two particu-
lar examples which are F-FCSR-H v3 and F-FCSR-16 v3. Any designer using
the proposed algorithm could generate its own stream cipher according to the
following parameters:

– key length k and IV length v that will provide the corresponding size n :=
k + v of the T matrix (usually k = v);

– the number u of bits output at each clock taken between 1 and n/16 to
ensure a hard inversibility of the filter. Moreover for later design we require
u to be a divisor of n;

– the number of willing feedbacks ℓ usually taken between n/2−5 and n/2+5
to ensure a sufficient non linear structure and a sufficiently weighted filter.

The algorithm is composed of 3 particular steps: the choice of the matrix T , the
choice of the linear filter and the key/IV setup.

5.1 The Choice of the Matrix T

According to the remarks in Section 3, we pick a n× n random matrix T with
the following requirements:

– the matrix must be composed of 0 and 1 and with a general weight equal to
n+ ℓ;

– the over-diagonal must be full of 1 and tn−1,0 = 1 (to preserve the ring
structure of the automaton);

– the number of ones for a given row or a given column must be at most two.
This last condition allows a better diffusion by maximizing the number of
cells reached by the feedbacks. It also provides uncorrelated carries and a
fan-out bounded by 2.

For each picked matrix with the previous requirements, test if:

1. log2(q) ≥ n; det(T ) �= 0;
2. q = det(I − 2T ) is prime; the order of 2 modulo q is |q| − 1.
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The first condition ensures a non-degenerated matrix. The second ensures good
statistical properties and a long period.

This matrix completely defines the ring FCSR. The diffusion speed (which
is faster than in Galois/Fibonacci FCSRs) is related to the diameter d of the
transition graph. This diameter is the maximal distance between two cells of
the main register. In other words, d is the distance after which any cell of the
main register have been influenced by any other cell through the feedbacks. It
corresponds to the minimal number of clocks required to have all the cells of the
main register influenced by any other cell. d should be small for better diffusion.

5.2 The Filter

As in the previous versions of F-FCSR [7], we use a linear filter to extract the
keystream in order to break the 2-adic structure of the automaton. This also
prevents linearization attacks over the set of 2-adic numbers. The filter includes
the cells of the main register which receive a feedback to prevent correlation
attacks. The periodic structure of the filter in the previous versions of F-FCSR
has been exploited in [5] to speed up the linear part of the attack. We prefer
now a non periodic structure:

– let F = {mf0 , · · · ,mfℓ−1
} be the set of all the cellsmi that receive a feedback

and indexed in this way: the row fi of the matrix T has more than one 1 for
0 ≤ i < ℓ, and fi < fi+1.

– The u bits of output are: ∀ 0 ≤ i < u, zi =
⊕

j≡i mod u mfj .

5.3 Key and IV Setup

As shown in [5], if at a given time, the FCSR is in a synchronized state (i.e. a
state from which after a finite number of steps the automaton will return, i.e.
a state belonging to the main cycle), adjacent states of the main cycle could
be directly deduced using only multiplications over Z/qZ. Moreover, as shown
in [16], a Galois FCSR is synchronized in at most n + 4 clocks, but in reality,
few clocks are sufficient. So, to completely avoid the weakness of the key and IV
setup used in [5], we prefer to maintain a non synchronized state during the key
and IV setup. The new key and IV setup creates a transformation that is really
hard to invert, in order to prevent a direct key recovery attack.

However, using a ring FCSR leads to a new problem: we can not ensure the
entropy of the automaton. In the case of F-FCSR with Galois or Fibonacci struc-
ture, zeroing the content of the carry register prevents collisions (i.e. one point
of the states graph with two preimages) and warrants a constant entropy. This
particular property comes from the particular structure of the adjoint matrix
(I − 2T )∗, which has successive powers of two in its first row in case of a Galois
FSCR (in a Fibonacci FCSR, a similar property holds for the last row). In the
ring case, no obvious structure exists in (I−2T )∗. Note that in this case the col-
lisions search becomes an instance of the subset sum problem, with a complexity
equals to 2n/2 (if the carries are zeroes) or 23n/2 (in the general case).
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a(r−1)u+1

a(r−1)u a0au

a1au+1

a(r−1)u+u−1 au+u−1 au−1

a(r−1)u+i au+i ai

cji

mjimji+1

Fig. 6. Disposition of the cells a0, . . . , an−1 in u shift registers and connection of a shift
register in position ji

Thus, the new key and IV setup aims to stay on non-synchronized states as
long as possible and to limit the entropy loss. We connect at u different places
shift registers of length r = n/u (this corresponds to adding n binary cells
a0, . . . , an−1 at different places as shown in Fig. 6).

The u positions denoted by J := {j0 < · · · < ju−1} where the u shift registers
are connected have been chosen such that, for all 0 ≤ i < u, no adder exists
between cells mji+1 and mji (i.e. wH(Rji ) = 1 where Rji is the jthi row of the
matrix T ). Each shift register is connected using a 2-bit adder with carry (as
shown in Fig. 6). The content of cell mji after transition depends on the values
of mji+1, ai and of the carry cell cji .

With these u shift registers inserted in the ring FCSR, the key and IV setup
works as follows:

– Initialize (a0, . . . , an−1) with (K‖0n−k−v‖IV ), M ← 0, C ← 0.
– The FCSR is clocked r times. At each clock, the FCSR is filtered using F to

produce a u bits vector z0, . . . , zu−1 used to fill back a(r−1)u, . . . , a(r−1)u+u−1:
a(r−1)u+i ← zi for 0 ≤ i < u.

– The FCSR is clocked max(r, d+ 4) times discarding the output.

The first step of the key and IV setup allows an initial diffusion of the key
through the simple shift registers. The next r clocks helps a complete diffusion
of the IV and of the key in the FCSR. The diffusion is complete at the end of
the key and IV setup. If an attacker is able to recover the state just at the end
of the key and IV setup, he won’t be able to use this information to recover
the key because of the occurence of non-synchronized states that are hard to
inverse: for a given mk+1 bit value of the main register, the values ck and mk

producing mk+1 are not unique and this leads to a combinatorial explosion when
an attacker wants to recover a previous state.

As previously mentioned, this construction does not provide a bijection and
behaves more like a random function. From this point, two attacks are essen-
tially possible: direct collisions search and time memory data trade-off attack for
collisions search built upon entropy loss. As mentioned before, direct collisions
search has a cost of 2(n/2) if the attacker is able to clear the carry bits. With
the use of a ring FCSR that does not allow a direct control of the carry bits
through the feedback bit, the probability to force to 0 the carry bits is about
2−ℓ. Thus such an attack is more expensive than a key exhaustive search. In the
other cases, the corresponding complexity is 2(3n/2) preventing collisions search.
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TMDTO attacks are possible if a sufficient quantity of entropy is lost. As
studied in [19], considering that the key and IV setup are random function, the
induced entropy loss is about 1 bit, so considering an initial entropy equal to n
bits, the entropy after the key and IV setup is close to n− 1 bits. Is it possible
to exploit this entropy loss for a collisions search in a TMDTO attack? A well-
known study case is the attack proposed in [20] by J. Hong and W.H. Kim
against the stream cipher MICKEY. Even if this attack seems to work, A. Rock
has shown in [19] that the query complexity in the initial states space could not
be significantly reduced and that the attacks based on the problem of entropy
loss are less efficient than expected especially regarding the query complexity.
So, we conjecture, that our key and IV setup behaves as a random function, and
that the induced entropy loss is not sufficient to mount a complete TMDTO
attack for collisions search taking into account the query complexity.

5.4 F-FCSR-H v3 and F-FCSR-16 v3

The details of the two constructions, especially the corresponding T matrices,
are given respectively in Appendix A and B. The respective parameters are the
following ones:

– For F-FCSR-H v3: k = 80, v = 80, ℓ = 82, n = 160, u = 8, d = 24;
– For F-FCSR-16 v3: k = 128, v = 128, ℓ = 130, n = 256, u = 16, d = 28.

These two automata have been chosen with an additional property: (|q| − 1)/2
prime. This condition ensures maximal period for the output stream. However
this condition is hard to fill. So we don’t require this condition in the general
case.

5.5 Resistance against Known Attacks

We do not discuss here resistance against traditional attacks such as correlation
/ fast correlation attacks, guess and determine attacks, algebraic attacks, etc.
Some details about this can be found in [7]. Resistance against TMDTO attacks
was considered in Section 5.3. We focus now on the two recent attacks [5] and
[4] against FCSR and F-FCSR.

The attack presented in [5] against F-FCSR, which is based on a Galois FCSR,
relies on the existence of correlations between the carries and the feedback val-
ues. More precisely, the control of the m0 bit leads to the control of the feedback
values. If the feedback can be forced to 0 during t consecutive clocks, the behav-
ior of the stream cipher becomes linear, and its synthesis is possible by solving a
really simple system. This linear behavior happens with a probability about 2−t

for a Galois FCSR. If instead a ring FCSR is used, this probability decreases to
2−t·k where k is the number of cells of the main register controlling a feedback.
Thus, for k values corresponding to most ring FCSR, the linear behavior proba-
bility becomes so small that the cost of the corresponding attack becomes higher
than an exhaustive search. Also the attack from [5] relies on situations where
the carries remain constant during t consecutive clocks. We made an experiment
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with F-FCSR-H v3 to search for states for which carries does not change during
transition. Looking over 238 states, we found only 41 different states for which
carries remains constant after one transition. We found none for which carries
remains constant after two transitions.

In [4], the authors propose a linearization attack against a linearly filtered
Fibonacci FCSR. This attack does not affect any version of F-FCSR. In a Fi-
bonacci FCSR, the carries only influence one bit of the main register at each
clock. Thus, if one could imagine to build a F-FCSR using a Fibonacci FCSR,
such a generator would be subject to an attack where the control of the carries
leads to the control of a part of the main register. Thus, we recommend to NOT
use a Fibonacci FCSR in a linearly filtered stream cipher.

6 Conclusion and Future Work

In this paper, we have presented a new approach for FCSRs that unifies the
two classical representations. We can obtain, with the ring representation, better
diffusion characteristics and faster implementations. The recent attacks designed
against F-FCSR are prevented, when using a ring FCSR, as shown in Section 5.
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A Description of the Transition Matrix for F-FCSR-H v3

Input parameters: k = 80 (key length), v = 80 (IV length), ℓ = 82 (number of
feedbacks), n = 160 (size of T ), u = 8 (number of output bits), d = 24 (diameter
of the graph).

We give here the description of the transition matrix T = (ti,j)0≤i,j<160 (see
Fig. 7 for graphic representations):

– For all 0 ≤ i < 160, ti,i+1 mod 160 = 1;
– For all (i, j) ∈ S, ti,j = 1, where S = { (1, 121); (2, 133); (4, 44); (5, 82);

(9, 38); (11, 40); (12, 54); (14, 105); (15, 42); (16, 63); (18, 80); (19, 136); (20, 2);

(21, 35); (23, 28); (25, 137); (28, 131); (31, 102); (36, 41); (39, 138); (40, 31); (42,

126); (44, 127); (45, 77); (46, 110); (47, 86); (48, 93); (49, 45); (51, 17); (54, 8);

(56, 7); (57, 150); (59, 25); (62, 51); (63, 129); (65, 130); (67, 122); (73, 148); (75,

18); (77, 46); (79, 26); (80, 117); (81, 1); (84, 72); (86, 60); (89, 15); (90, 89); (91,

73); (93, 12); (94, 84); (102, 141); (104, 142); (107, 71); (108, 152); (112, 92); (113,

83); (115, 23); (116, 32); (118, 50); (119, 43); (121, 34); (124, 13); (125, 74); (127,

149); (128, 90); (129, 57); (130, 103); (131, 134); (132, 155); (134, 98); (139, 24);
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Fig. 7. Matrix representation and graph representation of the matrix T chosen for
F-FCSR-H v3

(140, 61); (141, 104); (144, 48); (145, 14); (148, 112); (150, 59); (153, 39); (156,

22); (157, 107); (158, 30); (159, 78) };
– Otherwise, ti,j = 0.

– The corresponding q value is (in decimal notation):

q = 1741618736723237862812353996255699689552526450883

– The set J (for the first part of the Key/IV setup) is:

J = {3, 22, 43, 64, 83, 103, 123, 143}

– The 8 subfilters F0, · · · , F7 are given by:

F0={1, 15, 28, 46, 59, 79, 93, 115, 128, 141, 158}
F1={2, 16, 31, 47, 62, 80, 94, 116, 129, 144, 159}
F2={4, 18, 36, 48, 63, 81, 102, 118, 130, 145}
F3={5, 19, 39, 49, 65, 84, 104, 119, 131, 148}
F4={9, 20, 40, 51, 67, 86, 107, 121, 132, 150}
F5={11, 21, 42, 54, 73, 89, 108, 124, 134, 153}
F6={12, 23, 44, 56, 75, 90, 112, 125, 139, 156}
F7={14, 25, 45, 57, 77, 91, 113, 127, 140, 157}

B Description of the Transition Matrix for F-FCSR-16 v3

Input parameters: k = 128, v = 128, ℓ = 130, n = 256, u = 16, d = 28.
We give here a description of the transition matrix T = (ti,j)0≤i,j<256 (see

Fig. 8 for graphic representations):
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Fig. 8. Matrix representation and graph representation of the matrix T chosen for
F-FCSR-16 v3

– For all 0 ≤ i < 256, ti,i+1 mod 256 = 1;
– For all (i, j) ∈ S, ti,j = 1, where S = { (0, 52); (2, 150); (3, 2); (5, 169); (6,

89); (8, 100); (9, 1); (11, 156); (12, 9); (13, 46); (19, 146); (20, 206); (26, 204); (31,

254); (32, 151); (38, 144); (40, 108); (46, 167); (47, 198); (48, 70); (49, 98); (50,

213); (53, 214); (56, 87); (57, 55); (58, 162); (62, 160); (63, 13); (64, 192); (65, 59);

(66, 12); (67, 207); (68, 209); (71, 229); (73, 84); (74, 199); (77, 168); (78, 122);

(79, 35); (80, 154); (82, 153); (85, 188); (87, 51); (89, 4); (90, 49); (93, 231); (95,

224); (97, 249); (101, 208); (102, 120); (104, 218); (105, 8); (108, 77); (109, 68);

(110, 250); (113, 237); (115, 252); (116, 17); (118, 73); (119, 182); (123, 29); (124,

234); (127, 138); (132, 190); (134, 244); (136, 219); (141, 228); (142, 205); (143,

58); (144, 230); (145, 210); (146, 44); (147, 137); (148, 130); (150, 79); (152, 111);

(153, 172); (154, 141); (156, 78); (157, 131); (158, 110); (159, 127); (170, 189); (171,

112); (174, 217); (175, 7); (176, 187); (177, 40); (179, 118); (181, 195); (184, 48);

(186, 64); (189, 246); (190, 47); (191, 37); (192, 211); (193, 85); (194, 181); (195,

61); (196, 54); (198, 222); (199, 83); (203, 105); (204, 201); (205, 43); (206, 139);

(208, 20); (210, 242); (211, 124); (213, 253); (215, 243); (216, 69); (218, 176); (220,

30); (222, 19); (223, 232); (224, 239); (225, 220); (227, 102); (231, 185); (232, 15);

(234, 152); (236, 62); (238, 245); (242, 197); (245, 235); (246, 171); (247, 67); (253,

26); (254, 202) };
– Otherwise, ti,j = 0.

– The corresponding q value is (in hexadecimal notation):

q = (B085834B6BFAE1541C54F7D84F42084C

B0568496DDD0FEA5E99AA79C022023241)

– The set J (for the first part of the Key/IV setup) is:

J = {10, 27, 43, 59, 75, 91, 107, 122, 139, 155, 172, 187, 202, 219, 235, 251}
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– The 16 subfilters F0, · · · , F15 are given by:

F0={0, 40, 68, 101, 134, 158, 193, 218, 253}
F1={2, 46, 71, 102, 136, 159, 194, 220, 254}
F2={3, 47, 73, 104, 141, 170, 195, 222}
F3={5, 48, 74, 105, 142, 171, 196, 223}
F4={6, 49, 77, 108, 143, 174, 198, 224}
F5={8, 50, 78, 109, 144, 175, 199, 225}
F6={9, 53, 79, 110, 145, 176, 203, 227}
F7={11, 56, 80, 113, 146, 177, 204, 231}
F8={12, 57, 82, 115, 147, 179, 205, 232}
F9={13, 58, 85, 116, 148, 181, 206, 234}
F10={19, 62, 87, 118, 150, 184, 208, 236}
F11={20, 63, 89, 119, 152, 186, 210, 238}
F12={26, 64, 90, 123, 153, 189, 211, 242}
F13={31, 65, 93, 124, 154, 190, 213, 245}
F14={32, 66, 95, 127, 156, 191, 215, 246}
F15={38, 67, 97, 132, 157, 192, 216, 247}
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Revisiting LFSRs for cryptographic applications
François Arnault, Thierry Berger, Marine Minier and Benjamin Pousse

Abstract—Linear Finite State Machines (LFSMs) are particu-
lar primitives widely used in information theory, coding theory
and cryptography. Among those linear automata, a particular
case of study is Linear Feedback Shift Registers (LFSRs) used
in many cryptographic applications such as design of stream
ciphers or pseudo-random generation. LFSRs could be seen as
particular LFSMs without inputs.

In this paper, we first recall the description of LFSMs using
traditional matrices representation. Then, we introduce anew
matrices representation with polynomial fractional coefficients.
This new representation leads to sparse representations and
implementations. As direct applications, we focus our workon
the Windmill generators case, used for example in the E0 stream
cipher and on other general applications that use this new
representation.

In a second part, a new design criterion called diffusion delay
for LFSRs is introduced and well compared with existing related
notions. This criterion represents the diffusion capacity of an
LFSR. Thus, using the matrices representation, we present a
new algorithm to randomly pick LFSRs with good properties
(including the new one) and sparse descriptions dedicated to
hardware and software designs. We present some examples of
LFSRs generated using our algorithm to show the relevance of
our approach.

Index Terms—LFSM, LFSR, m-sequences.

I. I NTRODUCTION

Linear Finite State Machines (LFSMs) are a building block
of many information theory based applications such as syn-
chronization codes, masking or scrambling codes. They are
also used for white noise signals in communication sys-
tems, signal sets in CDMA (Code Division Multiple Access)
communications, key stream generators in stream ciphers,
random number generators in many cryptographic primitive
algorithms, and as testing vectors in hardware design.

An LFSM is a linear automaton composed of memories
defined over a particular finite setA (typically a finite field)
and where the only operation updating cells is the addition [1],
[2], [3]. At each clock, it inputsn elements ofA and outputs
at least one element computed using its current state and a
linear updating function based on additions. Two main classes
of LFSMs could be defined: autonomous (without inputs in
the updating process) and non-autonomous. This paper first
recalls the traditional representation using transition matrices
which is classically used to characterize autonomous and non-
autonomous LFSMs. Then, it introduces a new fractional
representation using rational powers series, i.e. the series are
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the quotient of two polynomials. Our new model is called
Rational Linear Finite State Machines (RLFSMs) and is a
generalization of the previous matrices representations.We
present the link between the two approaches. As a particular
case of study of our new representation, we focus on windmill
generators defined by Smeets and Chambers in [4]. These
generators are based upon particular polynomials producing
in parallel v subsequences of a given LFSR sequence. Four
windmill generators are used as parallel updating functions
in the stream cipher E0 [5]. The windmill constructions have
been first extended in [6]. In this paper, we show how we
could, using the new rational representation, give a simple
expression of those particular constructions and how this new
theoretical representation could lead to clearly simplifythe
usual representation of circuits with multiple outputs at each
iteration or parallelized versions of LFSRs.

In a second step, we introduce a new criterion for LFSMs
to measure what we call diffusion delay. We compare this new
criterion with the existing notions of auto-, cross- and simple
correlations and show how our criterion captures an intrinsic
behavior of the automaton. LFSMs are popular automata in
many cryptographic applications and are particularly used
as updating functions of stream ciphers and pseudo-random
generators. Their large popularity is due to their very simple
design efficient both in hardware and software and to the
proved properties of the generated sequence (statistical proper-
ties, good periods,...) if the associated polynomial is primitive.
In many cryptographic applications, the diffusion delay of
LFSMs is not considered most of the time. In this paper, we
focus on this criterion, show its link with correlation and its
effectiveness for several types of automata such as FCSRs or
NLFSRs. We also give a new algorithm to construct hardware
and/or software efficient LFSMs with good diffusion delay
called Ring LFSRs. For the hardware case, we show theoretical
bounds on the number of gates required to implement a ring
LFSR compared with the traditional Galois and Fibonacci
LFSRs and we compare the associated traditional properties.
For the software case, we compare the properties and the
performances of our Ring LFSR with the LFSR involved in
the stream ciphers SNOW v2.0 [7], finalist of the NESSIE
project [8].

This paper is organized as follows: after giving notations,
Section II gives some background about Finite State Machines
(FSMs) and introduces notations. Section III presents previous
works on LFSMs. Section IV introduces the new rational rep-
resentation for LFSMs, detailing some examples of Windmill
generators and of general applications. Section V presents
the new diffusion delay criterion, shows why this criterion
captures new notions and proposes hardware and software
oriented implementations with respect to this criterion. Finally,
Section VI concludes this paper.
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A. Notations

The finite field with cardinalq is denotedFq. We denote
Fq[X ] the ring of polynomials andFq[[X ]] the ring of power
series, both overFq. We also use in Sections IV and fol-
lowings, the ringQ of rational power series, that is the ring
of power series which can be writtenP (X)/Q(X) where
P,Q ∈ Fq[X ] with Q(0) 6= 0. We recall in Theorem 2.1 that
Q is the ring of power series that correspond to eventually
periodic sequences.

We also use the notationMr,s(R) for the ring of matrices
with r rows ands columns over a ringR. For convenience
and not to make notations too heavy, we often write vectorsv
as rowsv = (v1, . . . , vn) but also use them as column vectors
in expressions such asAv whereA is a matrix. Of course the
correct form should be with explicit transposition as inA tv
but we expect the reader not to be confused with this abuse
of notation.

In Section V, we use the notationwH for the Hamming
weight. For example, the Hamming weight of a matrix is
its number of nonzero entries. The Hamming weight of a
polynomial is its number of non null coefficients.

II. BACKGROUND

A. Linear recurring sequences

Binary sequences being often used in pseudo-random gener-
ation, this paper deals with the two elements fieldF2. However
most of the results presented here have a straightforward
generalization when using another finite field as base field.

Recall that a sequences = (si)i∈N over F2 is a linear
recurring sequenceif there existsq1, . . . , qd ∈ F2 such that
sn = q1sn−1+ · · ·+ qdsn−d for all n ≥ d. A binary sequence
(si)i∈N can be seen as a power seriess(X) =

∑∞
i=0 siX

i. In
terms of power series, we have the following Theorem [1]:

Theorem 2.1:Let s = (si)i∈N be a sequence overF2. The
following statements are equivalent:

• The sequences is a linear recurring sequence.
• The sequences is eventually periodic, i.e. there exists

N ∈ N such that(si)i≥N is periodic.
• There exist polynomialsf(X), g(X) ∈ F2[X ] with

g(0) = 1 such that the power seriesf(X)/g(X) is equal
to
∑

i∈N
siX

i, i.e. s(X) is in Q.

Moreover,s is periodic if and only iff(X) andg(X) are such
that deg f < deg g.

According to the Theorem 2.1 a correspondence can be
built between rational power series and sequences. The period
of a linear recurring sequence is determined by the polyno-
mial g(X) as shown by the following theorem [1]:

Theorem 2.2:Let s(X) = f(X)/g(X) be a rational power
series, withgcd(f(x), g(x)) = 1. We denote bys the sequence
of coefficients ofs(X).

• The period ofs is equal to the order ofX in
F2[X ]/(g(X)).

• If g(X) is primitive then there existsN ∈ N such that
∑

i≥N siX
i−N = 1/g(X).

When the polynomialg(X) is primitive, the sequences has
period2deg g − 1 and is called anm-sequence.

B. Adjunct matrix

Let M = (mi,j)1≤i,j≤n be a square matrix over a ringR.
The (i, j)-th cofactorci,j of M is (−1)i+j times the deter-
minant of the matrix obtained by removing the linei and the
columnj in M . The transpose of the cofactor matrix(ci,j) is
called theadjunct matrixof M and we denote it byadj(M).
The adjunct ofM has its coefficients inR and satisfies the
following identity

adj(M)M = M adj(M) = det(M)I. (1)

Hence, ifdet(M) is invertible, we have
M−1 = 1

det(M) adj(M).

III. LFSM S

A. Definitions

LFSMs have been studied in [9], [1], [2], [10]. They are a
generalization of Linear Feedback Shift Registers, for which
the shift structure is removed, i.e. each cell has no privileged
neighbor. Let us give a definition of an LFSM (overF2):

Definition 3.1: A Linear Finite State Machine (LFSM)L,
of lengthn, with k inputs andℓ outputs consists of:

• A set of n cells, each of them storing a value inF2.
The content of the cells, a binary vector of lengthn, is
denotedm = (m0, . . . ,mn−1) and is called thestateof
the LFSM. We sometimes call the set of thesen cells the
register.

• A transition functionwhich is a linear function fromFn
2×

F
k
2 to F

n
2 .

• An extraction functionwhich is a linear function from
F
n
2 to F

ℓ
2.

The behavior of an LFSM is described below:

1 The register is initialized to a statem(0) ∈ F
n
2 at time

t← 0.
2 The extraction function is used to compute an output

vectorv(t) ∈ F
ℓ
2 from the statem(t).

3 A new statem(t+1) is computed from the current
statem(t) and from a vectoru(t) ∈ F

k
2 input at timet

using the transition function. This new state is stored in
the register.

4 Execution continues by going back to Step 2, witht←
t+ 1.

An LFSM is a class of finite state automaton, for which
the set of states isFn

2 and the transition function is linear.
Moreover, an additional function gives the ability to output
data. Note also that an LFSM does not terminate as it has no
final state.

A given LFSM can be entirely specified by a triplet ofF2-
matrices(A,B,C), of respective sizesn× n, n× k andℓ×
n, which describe the transition(A,B) and extraction(C)
functions in the following way. Given a state column vector
m(t) ∈ F

n
2 and an input column vectoru(t) ∈ F

k
2 , the next

state vectorm(t+1) and the present output vectorv(t) ∈ F
ℓ
2

are expressed by:

m(t+1) = Am(t) +Bu(t), (2)

v(t) = Cm(t). (3)

❆♥♥❡①❡ ❆✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡
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For suitable matricesA,B,C, we denoteL(A,B,C) an
LFSM with transition and extraction functions given by Equa-
tions 2 and 3. For short, we often callA the transition matrix
of L (even whenB 6= 0) while in fact the transition function
depends on bothA andB.

The polynomial defined now plays an important role in the
theory of LFSMs:

Definition 3.2: Let L = (A,B,C) be an LFSM. The
polynomialdet(I −XA) is called theconnection polynomial
of L. We denoted itQL(X) or simplyQ(X).

Note that Q(X) ∈ F2[X ] has degree at mostn (with
equality iff det(A) 6= 0). Moreover,Q(0) = 1, henceQ(X)
has an inverse in the ringF2[[X ]] of power series. More
precisely,Q(X)−1 is in Q.

B. Sequences obtained from an LFSM

For each t ∈ N, an LFSM outputs a vectorv(t) =

(v
(t)
1 , . . . , v

(t)
ℓ ) of ℓ bits. For eachi = 1, . . . , ℓ, we denote

Vi(t0) =
∑∞

t v
(t0+t)
i Xt the power series obtained from

the sequence(v(t)i )t≥t0 . We also defineV (t0) as the vector
(V1(t0), . . . , Vℓ(t0)) of power series. We consider also the
seriesMi(t0) =

∑∞
t m

(t0+t)
i Xt obtained from the sequence

observed in each cellmi (for 1 ≤ i ≤ n), and the vector
M (t0) = (M1(t0), . . . ,Mn(t0)) of power series. In a similar
way, we defineU (t0) = (U1(t0), . . . , Uk(t0)) from the input
sequences.

The sequencesMi(t0) observed in the register, and the
output sequencesVi(t0) satisfy interesting linear relations
(cf. [1], [9], [3]). We provide these relations in the next
theorem.

Theorem 3.3:Let L = (A,B,C) be an LFSM. The vectors
M (t0) andV (t0) verify:















M (t0) =
adj(I −XA)

QL(X)
(m(t0) +XBU (t0))

V (t0) = C
adj(I −XA)

QL(X)
(m(t0) +XBU (t0)).

Proof: For eacht ∈ N, we multiply Equation 2 and
Equation 3 byXt and sum each of them overt. We get

M (t0+1) = AM (t0) +BU (t0) (4)

V (t0) = CM (t0). (5)

But M (t0) = m(t0) +XM (t0+1). Hence, with Equation 4 we
obtain

M (t0) = X(AM (t0) +BU (t0)) +m(t0)

or also(I −XA)M (t0) = XBU (t0) +m(t0). By Equation 1
we obtain the first relation of Theorem 3.3. The second one
follows from Equation 5.

Note that, as mentioned before,1/QL(X) is a power series.
So the expression given forM (t0) in Theorem 3.3 does not
(in general) belong toF2[X ] but toF2[[X ]], even if the input
U is of finite degree.

Note also that, when the LFSML has no input (or more
generally when the inputU has finite degree), Theorem 3.3
gives expressions forM (t0)

i and V
(t0)
i as quotients of two

polynomials, and so belong toQ, the ring of rational power
series.

C. Autonomous LFSMs

An important particular case of LFSMs is the one for which
the transition function does not depend on some input, that is
to sayB = 0. Such an LFSM is called an autonomous LFSM.
The following Theorem shows that some polynomialspi (for
1 ≤ i ≤ n) related to the componentsmi of the state are
divided byX moduloQ(X) at each clock cycle.

Theorem 3.4:Let L be an autonomous LFSM and put
p(t) = adj(I −XA)m(t) (for t ∈ N). The relationXp(t+1) ≡
p(t) moduloQ(X) holds, for eacht.

Proof: From Equation 2, we haveXm(t+1) = XAm(t) =
−(I−XA)m(t)+m(t). Multiplication by adj(I−XA) gives
Xp(t+1) = −Q(X)m(t) + p(t).

D. Similar LFSMs

Two LFSMs defined by two distinct triples(A,B,C) and
(A′, B′, C′) may produce the same output. This is the case of
similar LFSMs, which were defined in [3], [9].

Definition 3.5: Given two LFSMsL = (A,B,C) andL′ =
(A′, B′, C′). L andL′ are said similar if there exists a non-
singular matrixP overF2 such that:

A′ = P−1AP, B′ = P−1B, C′ = CP.

The matrixP is called thechange basis matrix fromL to L′.
Theorem 3.6:Let L andL′ be two similar LFSMs. Assume

that their initial state vectors satisfym′(0) = P−1m(0) and that
they have same input (U (0) = U ′(0)). Then:

1) Both LFSMsL andL′ have same connection polyno-
mial.

2) M ′(0) = P−1M (0). In particular,m′(t) = P−1m(t)

holds for eacht ≥ 0.
3) The sequences output byL andL′ are equal:V ′(0) =

V (0). In particular,v′(t) = v(t) holds for eacht ≥ 0.
Proof:

1) The first claim results fromdet(I −XA′) =
det(I −XP−1AP ) = det(P−1(I −XA)P ) = det(I−
XA).

2) Let’s prove the second claim by recurrence. If
m′(t) = P−1m(t) for some t, then Equation 2 gives
P−1m(t+1) = P−1Am(t) + P−1Bu(t) =
P−1APm′(t) + P−1Bu(t) = A′m′(t) + B′u′(t) =
m′(t+1).

3) Finally, using Equation 3,
v′(t) = C′m′(t) = CPP−1m(t) = Cm(t) = v(t).
This proves the last claim.

E. Classical families of autonomous LFSMs

Different special cases of LFSMs, are well-known and have
been extensively studied, with some variations of terminology
among different scientific communities. Some results of the
theoretic and electronic communities are described in [3],
[11], [9] whereas some others coming from the cryptographic
community are given in [10], [12], [13], [14]. We gather in
this subsection some of these special cases, using notations
consistent with the one we used above.

✶✷✼
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TG =















q1 1
q2 1 (0)
... (0)

. . .
qn−1 1
qn 0 0 · · · 0















(a) Galois LFSR

TF =















0 1
0 1 (0)
... (0)

. . .
0 1
qn qn−1 · · · q2 q1















(b) Fibonacci LFSR

Fig. 1. Transition matrices of Galois and Fibonacci LFSRs with connection
polynomialQ(X) = qnXn + · · ·+ q1X + 1

mn−1 mn−2 mn−3 m1 m0

q1qn−2qn−1qn

(a) Galois LFSR

m1 m0mn−1 mn−2 mn−3

q1 q2 qn−1 qn

(b) Fibonacci LFSR

Fig. 2. Implementation of Galois and Fibonacci LFSRs with connection
polynomialQ(X) = qnXn + · · ·+ q1X + 1

The most famous LFSMs special cases are:

• the Fibonacci Linear Feedback Shift Registers, also
known asExternal-XOR LFSR, or just LFSR;

• the Galois Linear Feedback Shift Registers, also known
as Internal-XOR LFSR, or Canonical LFSR.

A Galois or Fibonacci LFSR is defined by its connection
polynomial because the transition matrixA has a special form
and can be deduced from it. The matricesB andC are simple
because LFSR have no input and because they output a single
bit. The transition matrices for Galois and Fibonacci are shown
in Fig. 1. Fig. 2 presents the corresponding implementations.

It can be shown that the matricesTF and TG given in
Figure 1 aresimilar matrices (because they are “transposed
with respect to the second diagonal” one from each other).
Hence, the Galois and Fibonacci LFSRs with same connection
polynomial are similar LFSMs in the sense of Definition 3.5.

Another special kind of LFSMs is the 3-neighborhood
cellular automaton (CA) [3], [11], [15], [16]. These automata
are characterized by a tri-diagonal matrix as presented in
Fig. 3. They are suitable for hardware implementation.

To cover numerous kind of automata presented in [3], [16],
[17], [18], we introduce Ring LFSRs. The cells which store the
state are organized in a cyclic shift register. This corresponds
to a transition matrix of a particular form:

Definition 3.7: An LFSM L with transition matrixA is
called a Ring Linear Feedback Shift Registerif the matrix

TCA =















q1 1
1 q2 1 (0)

. . .
. . .

. . .
(0) 1 qn−1 1

1 qn















(a) Transition matrix of a CA

m1 m0mn−1 mn−3mn−2

qn qn−2 q1

qn−1 q2

(b) Implementation of a CA

Fig. 3. Transition matrix and implementation of a 3-neighborhood Cellular
Automaton

L0 L1 L2

Clock Cells Cells Cells
7654321 0 7654321 0 7654321 0

0 0000000 1 0000000 1 0000000 1
1 1011010 0 1000000 0 1000000 0
2 0101101 0 0100000 0 0100100 0
3 0010110 1 0010000 0 0010010 0
4 1010001 0 1001000 0 1001001 0
5 0101000 1 0100100 0 0100000 1
6 1001110 0 1010010 0 1010000 0
7 0100111 0 0101001 0 0101100 0
8 0010011 1 0010100 1 0010110 0

TABLE I
STATES OFL0 , L1 AND L2 DURING 8 CLOCKS.

A = (ai,j)0≤i,j<n as the following form:
{

ai,i+1 = 1 for all 0 ≤ i < n− 1
an−1,0 = 1

i.e.,

A =

















1 (∗)
. . .

(∗) . . .
1

1

















In particular, Galois and Fibonacci LFSRs are special cases
of Ring LFSRs.

We detail here a complete example of these automata. Let us
consider the primitive connection polynomialQ(X) = X8 +
X6 +X5 +X3 + 1 and we denoteL0 the associated Galois
LFSR, L1 the associated Fibonacci LFSR andL2 a generic
Ring LFSR with connection polynomialQ(X). We present
their respective transition matricesT0, T1 and T2 in Fig. 4.
Fig. 5 shows the implementation ofL0, L1 andL2 whereas
Table I displays the states of these automata during 8 clocks
starting from the same initial state.

The reader can see that from the same initial state
00000001 the output sequences are distinct. However, they

❆♥♥❡①❡ ❆✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡
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T0 =

























0 1
0 1 (0)
1 1
0 1
1 1
1 (0) 1
0 1
1

























(a) Galois LFSR

T1 =

























1
1 (0)

1
1

1
(0) 1

1
1 0 1 1 0 1 0 0

























(b) Fibonacci LFSR

T2 =

























1
1 (0)

1
1 1

1
(0) 1

1
1 1

























(c) Ring LFSR

Fig. 4. Transition matrices ofL0, L1 andL2

m7 m6 m5 m4 m3 m2 m1 m0

(a) Galois LFSRL0

m7 m6 m5 m4 m3 m2 m1 m0

(b) Fibonacci LFSRL1

m7 m6 m5 m4 m3 m2 m1 m0

(c) Ring LFSRL2

Fig. 5. Three LFSR with connection polynomialQ(X) = X8 + X6 +
X5 +X3 + 1

are all a part of the samem-sequence defined by
Q(X) = X8 + X6 + X5 + X3 + 1 according to Theo-
rem 3.3. In other words there exists three different polynomials
P0(X), P1(X), P2(X) of degrees less than 8 such that the
sequences generated byL0, L1 andL2 are respectively
P0(X)/Q(X), P1(X)/Q(X) andP2(X)/Q(X).

IV. RATIONAL REPRESENTATION

We introduce a generalization of LFSRs and LFSMs by
extending the set of possible coefficients for the transition
matrix to rational fractions. This new approach is not only of
theoretical interest, but is also an interesting tool for having a
more global view of complex circuits and constructing more

complex circuits from smaller LFSMs with nice properties.
Each coefficient of such a matrix is a rational fraction which
represents a small LFSM. The inputs and outputs of each small
LFSM are thus used as a part of the full automaton [19].

This new representation allows an easier description of
complex circuits with small internal components such as the
so-called Windmill generators [4]. These generators are for
example used in the stream cipher E0 [5] of Bluetooth.

This rational representation leads to a simpler representation
of some circuits with multiple outputs at each iteration or of
parallelized versions of LFSRs.

This section is organized as follows: we first focus our
analysis on LFSMs with a single input and a single output.
Then we introduce the notion of transition matrix with rational
coefficients. We demonstrate that the automata built using this
new representation essentially produce the same sequences
than the classical LFSRs. We give a first example based on
this new representation to construct a filtered LFSR automaton.
We then focus our work on the case of Windmill generators
and give a simpler and more compact definition of such
LFSRs. We thus discuss the difficulty of implementing such
automata which is not so easy in the general case. Finally, we
conclude this section with a concrete example. It consists in a
generalization of Windmill generators that allows to construct
complex circuits from simpler well designed circuits. These
simple circuits are building blocks of a bigger automaton
which connects the small components in a circular way. The
full circuit inherits good internal properties of the smaller
components.

A. LFSMs with a single input and a single output

we are first interested by an LFSM with a single input bit
and a single output bit. In this situation, the matrixB is a
n× 1 matrix, with a single 1 in positioni0. Likewise,C is a
1× n matrix, with a single 1 in positionj0.

SetA′ = adj(I−XA) = (A′
i,j(X)), where the coefficients

A′
i,j(X) are polynomials, andQ(X) = det(I−X.A). We can

derive from Theorem 3.3, the following relation between the
input seriesU (t) and the output seriesV (t):

V (t) =
X

Q(X)
CA′BU (t) +

1

Q(X)
CA′m(t)

Note that CA′B = A′
j0,i0

(X) is a polynomial, and
P (t)(X) = CA′m(t) is also a polynomial. SettingR(X) =
XA′

j0,i0(X), we can rewrite the previous formula

V (t) =
R(X)

Q(X)
U (t) +

P (t)(X)

Q(X)

Note thatR(X) is independent of the internal statem(t) of

the LFSM, andP
(t)(X)
Q(X) is uniquely determined by the internal

statem(t) of the LFSM.
So up to initial internal values of such LFSM, we can

consider that it performs the multiplication of the input by
the rational seriesR(X)/Q(X) (note that, sinceQ(X) =
det(I −X.A), we haveQ(0) = 1 6= 0).

✶✷✾
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md−2 md−3 m1 m0md−1

rd rd−1 rd−2 r1

qd qd−2 q1qd−1

Fig. 6. Implementation of a division/multiplication circuit also known as the
serial multiplier/divider for finite fields [20]

Conversely, for a given rational power seriesR(X)/Q(X),
Q(0) 6= 0, it is possible to construct many LFSMs which
perform the multiplication byR(X)/Q(X).

As an example of such LFSMs, we give in Figure 6 an
LFSM with one input and one output which performs the
multiplication byR(X)/Q(X) called in the rest of this paper
a Galois vane (in reference to a Galois LFSR and a vane of a
windmill generator).

The matrix description of this LFSM is:

A =















q1 1
q2 1 (0)
... (0)

. . .
qd−1 1
qd 0 0 · · · 0















, B =















r1
r2
...

rd−1

rd















andC = (1, 0, . . . , 0).
It is interesting to use some multiplication/division circuits

which are not performed by a Galois vane. As an example, we
consider the ring LFSR described in Figure 5. The connection
polynomial isQ(X) = X8 +X6 +X5 +X3 + 1. Let T ′ =
adj(I − XT2), we haveT ′

1,1 = X6 + X3 + 1 and T ′
4,3 =

X7 + X5 + X4 + X2. For tB = C = (1, 0, ..., 0), this ring
LFSR performs the multiplication by(X6 +X3 + 1)/(X8 +
X6+X5+X3+1) (for more details on this type of circuits, the
reader could refer to [21], [22]). FortB = (0, 0, 0, 1, 0, 0, 0, 0)
and C = (0, 0, 1, 0, ..., 0), it performs the multiplication by
(X7+X5+X4+X2)/(X8+X6+X5+X3+1). For these
two examples, the circuit is simpler than the equivalent one
obtained by the Galois vane.

B. Rational Linear Machines

Now, we want to use multiplications by rational power series
R(X)/Q(X), with Q(0) 6= 0, as internal building blocks in
order to construct bigger LFSMs.

Recall that we denote byQ the ring of rational power
series, that is{P (X)/Q(X) ∈ F2[[X ]] | P (X), Q(X) ∈
F2[X ], Q(0) 6= 0}.

Definition 4.1: A Rational Linear Machine (RLM)L with
k-bit input, ℓ-bit output and lengthn over Q is a triplet of
matrices(A,B,C) overQ, of respective sizesn× n, n× k,
ℓ×n. Given the current state vector(m(t), c(t)) ∈Mn,1(F2)×
Mn,1(Q) and input vectoru(t) ∈ Mk,1(F2). The next state
vector (m(t+1), c(t+1)) and the present output vectorv(t) ∈
Mℓ,1(F2) are expressed as:







m(t+1) = Am(t) + c(t) +Bu(t) mod X

c(t+1) = Am(t) + c(t) +Bu(t) divX
v(t) = Cm(t)

whereP (X) divX = P (X)−(P (X) mod X)
X .

As previously we are able to describe the output sequences:
Theorem 4.2:Let L = (A,B,C) a RLM. The vectorM (t)

satisfy the relation:

M (t) = (I −XA)−1
(

m(t) +Xc(t) +XBU (t)
)

Proof: With the previous notations we have the following
relations:

M (t+1) = AM (t) + c(t) +BU (t) (6)

M (t) = XM (t+1) +m(t) (7)

Equation 6 is by Definition 4.1. Equation 7 comes from the
Definition of M (t). It leads to the following relation:

(I −XA)M (t0) = m(t0) +Xc(t0) +XBU (t)

Note that(I − XA) is invertible inMn(Q). This leads to
M (t0) = (I −XA)−1(m(t0) +Xc(t0) +XBU (t)) in Q.

C. Rational Linear Finite State Machines

In order to focus the attention on some applications, and
for a better understanding of the significance of Theorem 4.2,
we focus in this Section on the study of RLM with no input.
Moreover, we try to limit the domain of the “carries” register
c in order to ensure that the machine is a finite state machine.
We suppose in the sequel thatB = 0, i.e. there is no input.

In order to restrict RLM to finite state machines, we have
to look at the evolution of “internal memories”c(t) in more
details. LetAi,j = Pi,j(X)/Qi,j(X) be the expression of a
coefficient of the matrixA as a quotient of two polynomials.
For a fixed rowi we can compute the polynomialQi(X) =
lcm(Qi,1(X), . . . , Qi,n(X)). So we can normalize the ra-
tional representations as follows:Ai,j = Ri,j(X)/Qi(X).
For each rowi we define the following finite subset ofQ:
Wi = {R(X)/Qi(X) | deg(R(X)) < maxj(deg(Ri,j(X)))}.
Finally we defineW =

∏n
i=1 Wi ⊂ Qn. Note thatW is

a finite set. The following proposition shows that it is a
“reasonable” set for the values of the internal memories;

Proposition 4.3:Suppose that at timet0, c(t0) is in W , then
for any t ≥ t0, c(t) is in W .

Proof: Let µ(t+1) = Am(t) + c(t). From the definition
of a RLM, we havem(t+1) = µ(t+1) mod X and c(t+1) =
µ(t+1) divX .

If we consider thei-th row of A, we obtainµ
(t+1)
i =

∑n
j=1 m

(t)
j Ri,j(X)/Qi(X) + c

(t)
i . So under the condition

c
(t)
i ∈Wi, µ

(t+1)
i can be expressed as a rational fraction of the

form R′
i/Qi anddeg(R′

i) ≤ maxj(deg(Ri,j(X)), this implies
c(t+1) ∈Wi.

Following this result we want to limit the “carries” part of
a RLM to the domainW . So we give the following definition
for RLFSMs, which is a true finite state machine.

Definition 4.4: A Rational Linear Finite State Machine
(RLFSM) with ℓ-bit output and lengthn over Q is a finite
state automaton defined by a pair(A,C) of matrices overQ ,
with respective sizesn×n andℓ×n. The space of states of this
automaton isFn

2×W whereW is defined fromA as previously
explained, the transition and extraction functions at timet are
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defined by: if the automaton is in the state(m(t), c(t)) at time
t andv(t) is the output at timet, then







m(t+1) = Am(t) + c(t) mod X

c(t+1) = Am(t) + c(t) divX
v(t) = Cm(t)

Now, we want to characterize in more details the output of
a RLFSM. SetG(X) =

∏n
i=1 Qi(X). We haveA = 1

G(X)A
′,

whereA′ is a matrix with polynomial coefficients.
From the definition ofA′, we have

I − XA = G(X)−1(G(X)I − XA′). We deduce(I −
XA)−1 = G(X)(G(X)I −XA′)−1.

SetT (X) = det(G(X)I−XA′). Note thatT (X) is a poly-
nomial. We have(G(X)I − XA′)−1 = 1

T (X) adj(G(X)I −
XA′), so (I − XA)−1 = G(X)

T (X) adj(G(X)I − XA′). The
important point is thatadj(G(X)I − XA′) is a matrix with
polynomial coefficients.

We can easily deduce the rational form of the output of a
RLFSM

Proposition 4.5:Let L be a RLFSM defined by a tran-
sition matrix A and any output matrixC. Set T (X) =

det(G(X)(I −XA)). The output sequencesV (t)
i are rational

power series of the formPi(X)/T (X).
Proof: This result comes from the formula

M (t) = (I −XA)−1(m(t) +Xc(t))

= G(X)
T (X) adj(G(X)I −XA′)(m(t) +Xc(t)).

Indeed, the denominators of the coefficients of the matrix(I−
XA)−1 are some divisors ofT (X), m(t) is a binary vector
andc(t) ∈W is such thatG(X)nXc(t) is a polynomial vector.

Note that the rational power seriesPi(X)/T (X) are a
priori not irreducible. In practice, the numerator is often the
polynomial Q(X) such thatQ(X)/P (X) is the irreducible
rational representation ofdet(I −XA).

D. A first example

We consider a filtered LFSR in Galois mode of sizen = 12
with connection polynomialQ(X) = 1 +X5 +X6 +X7 +
X9 +X11 +X12, filtered by a Boolean function in cellsm0,
m5, m7 andm9.

✲ ✲ ✲ ✲ ✲ ✲ ✲ ✲ ✲ ✲ ✲ ✲❄❄❄❄❄

❄ ❄ ❄ ❄❳❳❳
✘✘✘

✛output

If we are interested only on the filtered output bits, this
LFSR can be described by a RLFSM with the matrix

A′ =









X4 X4 0 0
1 +X 0 X 0
X 0 0 X

X +X2 0 0 0









This matrix leads to a new representation of this RLFSM:

❦ ❦ ❦X X X4✲ ✲ ✲

☛
✡

✟
✠

☛
✡

✟
✠

☛
✡

✟
✠

☛
✡

✟
✠X+X2 X 1+X X4

❄ ❄ ❄ ❄

❄ ❄ ❄✲

❄ ❄ ❄ ❄❳❳❳
✘✘✘

✛output

m
9

m
7

m
5

m
0

Let B = (I − XA′)−1, and Q(X) = det(I − XA′) =
X12 +X11 +X9 +X7 +X6 +X5 +1. Then the value ofB
is

B =
1

Q(X)









P1,1 P1,2 P1,3 P1,4

P2,1 P2,2 P2,3 P2,4

P3,1 P3,2 P3,3 P3,4

P4,1 P4,2 P4,3 P4,4









with P1,1(X) = 1, P1,2(X) = X5, P1,3(X) = X7,
P1,4(X) = X9, P2,1(X) = X7 + X6 + X4 + X2 + X ,
P2,2(X) = X5 + 1, P2,3(X) = X7 + X6 + X5 + 1,
P2,4(X) = X9+X8+X7+X2, P3,1(X) = X5+X4+X2,
P3,2(X) = X10 +X9 +X7, P3,3(X) = X7 +X6 +X5 + 1,
P3,4(X) = X9 + X8 + X7 + X2, P4,1(X) = X3 + X2,
P4,2(X) = X8 +X7, P4,3(X) = X10 +X9 and
P4,4(X) = X9 +X7 +X6 +X5 + 1.

If we denote by(a0, . . . , a11) the initial state at timet = 0
of the binary LFSR, then, the initial state of our RLFSM is
m(0) = (a0, a5, a7, a9) and c(0) = (a1 + a2X + a3X

2 +
a4X

3, a6, a8, a10 + a11X) and the sequences in output are
a0P1,1(X)+a5P1,2(X)+a7P1,3(X)+a9P1,4(X)

Q(X)

+ (a1+a2X+a3X
2+a4X

3)X
Q(X) ,

a0P2,1(X)+a5P2,2(X)+a7P2,3(X)+a9P2,4(X)+a6X
Q(X) ,

a0P3,1(X)+a5P3,2(X)+a7P3,3(X)+a9P3,4(X)+a8X
Q(X) ,

a0P4,1(X)+a5P4,2(X)+a7P4,3(X)+a9P4,4(X)+(a10+a11)X
Q(X) .

E. Application to windmill generators

Windmill generators can be defined as LFSMs with no
input and several outputs. They have been introduced in [4]
as a cyclic cascade connection ofv ≥ 1 LFSMs. Each of
these LFSMs is called a vane of the windmill. The classical
representation of those LFSMs is the Fibonacci one. However,
in the rest of this section, we show them using the equivalent
Galois representation because it is more suitable for a better
understanding. Windmill generators are characterized by their
feedback and feedforward connections. These feedback and
feedforward connections are identical for all vanes, but the
lengths of the LFSMs may be different as they can be shifted
in different LFSMs. Fig. 6 presents a generic vane in Galois
mode.

Windmill generators were introduced to achieve parallel
generation of sequences [19]. Consider a sequenceS =
(sn)n∈N. While a classical automaton outputss0 at the first
clock, s1 at the second, and so on, a parallel automaton
outputsv bits at each clock:(s0, s1, . . . , sv−1) at the first
clock, (sv, . . . , s2v−1) at the second, etc. More precisely a
parallel automaton hasv outputs and products the sequences
Si := (snv+i)n∈N where0 ≤ i < v. Note that our study focus

✶✸✶
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m2m3 m1 m0m4m5m6

m9m10 m8 m7m11m12

m21m22 m20 m19m23m24

m15 m14 m13m18 m16m17

Fig. 7. A windmill with only feedforward connections.

X
5 +X

3 +X
2 + 1

(X5 +X
3 +X

2 + 1) ·X

X
5 +X

3 +X
2 + 1

X
5 +X

3 +X
2 + 1

Fig. 8. A windmill in rational representation.

on characterizing the sequencesSi and not the reconstructed
sequenceS.

Consider the windmill presented in Fig. 7 which is the one
used in the stream cipher E0 [5] (up to the Galois/Fibonacci
representation). It is constituted of one vane of length7 and
three identical vanes of length6. No feedback connection
appears. Feedforward connections appear, for example from
cell m13 to cellsm12, m10, m9 andm7.

Until now, only windmill generators with a single vane
repeated several times have been studied. We generalize this
definition allowing different vanes in a windmill. We also give
a new description of this windmill which is more compact.
More precisely, using the example, we want to consider output
sequences of cellsm0, m7, m13 and m19, and characterize
each vane by a polynomial. This leads to the interpretation
presented in Fig. 8.

With this definition the LFSM described in Figure 8 as the
following transition matrix:

(X5 +X3 +X2 + 1) ·









0 X 0 0
0 0 1 0
0 0 0 1
1 0 0 0









We give in Table II the values ofm(t) and c(t) during 8
clocks.

According to Definition 4.4, windmills as introduced by
Smeets and Chambers [4] agree with the following definition:

Definition 4.6: A windmill generator with polynomials
α(X), β(X) with β(0) 6= 0 andv vanes is an LFSR of length

v with matrix A overF2[[X ]] of the form:















0 α(X)
β(X)X

i0 (0)
...

. . .
. . .

0 (0)
. . . α(X)

β(X)X
iv−2

α(X)
β(X)X

iv−1 0 . . . 0















where0 ≤ i0, . . . , iv−1.
With this representation each row represents a vane of the

windmill. In particular, as described in the following section
the length of the vanej is equal to
max(deg(α(X)X ij ), deg(β(X))).

By a straightforward calculus, we obtaindet(I − XA) =
Xn (α(X)/β(X))

v
+ 1, where n = i0 + · · · + iv−1. Set

Q(X) = Xnα(X)v + β(X)v, it becomesdet(I − XA) =

Q(X)/β(X)v. The sequencesM (t)
i observed in the output of

this RLFSM are of the formPi(X)/Q(X). The main result
on windmill generators (c.f. [4]) is the fact that there exists a
permutationσ of {0, . . . , v − 1} such that the seriesS(X) =
∑

t(
∑v−1

i=0 mi(t)X
σ(i))Xvt is a rational power series of the

form P (X)/Q(Xv). In other words, a windmill generator is
able to output in parallel at each iterationv consecutive values
of a rational power series. The most interesting case is the one
whereQ(Xv) is a primitive polynomial.

Our polynomial approach gives a more synthetic point of
view on these windmill generators. In particular, it shows
that the windmill properties (i.e. the parallel generationof a
givenm-sequence) is independent of the implementation of the
vanes. This implementation can be made with Fibonacci vanes
as in the original version, or with Galois vanes as presented
previously or with ring vanes with better diffusion delay as
we will see in the next section.

F. Implementation of RLFSMs

In our previous examples, the starting point was a binary
circuit, or a RLFSM with a particular structure for its matrix.
The converse problem is “how to construct an efficient imple-
mentation from a given transition matrixA of a RLFSM”. We
show on two examples that this task is not so easy.

1) A first example:Consider the RLFSML1 defined by the
following transition matrix:

A =

(

X2

X3+1
X

X2+X+1

1 0

)

We compute(I−XA)−1 to characterize the output sequences:

(I −XA)−1 =

(

X3+1
X4+X3+1

X3+X2

X4+X3+1
X4+X

X4+X3+1
1

X4+X3+1

)

Figure 9 presents an implementation of this automaton built
upon three LFSMs. One for each nonzero coefficient inA.
These LFSMs are built using a Galois vane architecture as
presented in Fig. 6.

❆♥♥❡①❡ ❆✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡

✶✸✷
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Clock m
(t)
0 m

(t)
1 m

(t)
2 m

(t)
3 c

(t)
0 c

(t)
1 c

′(t)
2 c

(t)
3

0 1 0 0 0 0 0 0 0
1 0 0 0 1 0 0 0 X4 +X2 +X
2 0 0 1 0 0 0 X4 +X2 +X X3 +X + 1
3 0 1 0 1 0 X4 +X2 +X X3 +X + 1 X2 + 1
4 0 0 0 1 X5 +X3 +X2 + 1 X3 +X + 1 X4 +X + 1 X
5 1 1 0 0 X4 +X2 +X X2 + 1 X4 +X3 +X2 +X + 1 1
6 0 1 1 0 X5 +X2 +X X X3 +X2 +X + 1 X4 +X2 +X
7 0 1 1 0 X5 +X4 +X3 +X2 +X X4 +X2 +X + 1 X2 +X + 1 X3 +X + 1
8 0 0 1 1 X5 +X4 +X X4 +X3 +X2 + 1 X + 1 X2 + 1

TABLE II
STATES OFFIGURE 8 DURING 8 CLOCKS.

m0m1m2

m5 m4

m3

Fig. 9. First implementation ofL1.

Note that, according to the notation of Figure 9,L1 can be
expressed as the LFSM(A′, 0, C′) with:

A′ =

















0 1 0 0 0 0
0 0 1 0 0 0
0 0 0 0 1 0
1 0 0 0 1 0
0 0 0 0 1 1
0 0 0 1 1 0

















, C′ =

(

1 0 0 0 1 0
0 0 0 1 0 0

)

In particular, we have the following relations according to
Theorem 3.3:

V (t) =
1

X4 +X3 + 1
×

(

1 X X2 X3 +X2 X + 1 X2 +X
X X2 X3 1 X2 +X X3 +X2

)

m(t)

This implementation is not optimal because it requires seven
memories cells while four are enough (it outputs sequences
of the form P (X)/(X4 + X3 + 1) with degP (X) < 3).
In particular,det(I − XA′) = X6 + X3 + X2 + X + 1,
i.e., this automaton could outputm-sequences of the form
P (X)/(X6 + X3 + X2 + X + 1) using a different matrix
C′ becauseX6 +X3 +X2 +X + 1 is primitive.

A better implementation is given considering one LFSM per
line. To do so, note that X

X2+X+1 = X2+X
X3+1 . This leads to the

implementation presented in Figure 10.
As previously this leads to the relation:

V (t) =
(

1
X4+X3+1

X
X4+X3+1

X2

X4+X3+1
X3+X2

X4+X3+1
X

X4+X3+1
X2

X4+X3+1
X3

X4+X3+1
1

X4+X3+1

)

m(t).

m0m1m2

m3

Fig. 10. Second implementation ofL1.

2) Second example:Consider the RLFSML2 defined by
the following transition matrix:

A =





X+1
X3+X+1

X
X2+X+1 0

X3 +X2 X2 1
0 X+1

X2+X+1 0





Figure 11 presents an implementation of this automaton
built upon six LFSMs. One for each nonzero coefficient in
A. These LFSMs are built using a Galois vane architecture as
presented in Figure 6.

Note that, according to the notation of Figure 11,L2 can
be expressed as the LFSM(A′, 0, C′) with:

A
′

=

















































0 1 0 1 0 0 0 0 0 0 0 0 0 0 0
1 0 1 1 0 0 0 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 1 1 0 0 0 1 0 0 1 0 0
0 0 0 1 0 1 0 0 0 1 0 0 1 0 0
0 0 0 0 0 0 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 1 0 0 0 0 0 0 0
1 0 0 1 0 0 0 0 1 0 0 0 0 0 0
1 0 0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 1 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0 0 1 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
0 0 0 0 0 1 0 0 0 1 0 0 1 1 1
0 0 0 0 0 1 0 0 0 1 0 0 1 1 0

















































and

C′ =





1 0 0 1 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 1 0 0 0 1 0 0 1 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 1 0





This implementation is not optimal because it requires
fifteen memories cells while nine are enough because
deg(det(I −XA)) = 9. In particular,deg(det(I −XA′)) =
11.

✶✸✸



10

m0m1m2

m4 m3

m5m6m7m8

m11 m10 m9

m12

m13m14

Fig. 11. First implementation ofL2.

m0m1m2m4 m3

m5m6m7m8

m9m10

Fig. 12. Second implementation ofL2.

A better implementation is given considering one LFSM per
line. This leads to the implementation presented in Figure 12.

This implementation is still not optimum because it requires
eleven memory cells. This comes from the fact that in the
matrixA, two terms with identical denominator appears in the
same column: X

X2+X+1 and X+1
X2+X+1 . More precisely,det(I−

XA′) = (X+1)(X2+X+1)(X8+X7+X5+X4+X3+X2+
1). Thus, the automaton could be implemented using the nine
cells equivalent with the polynomial(X+1)(X8+X7+X5+
X4+X3+X2+1) which is reducible and thus not primitive
whereas the last factor disappears inside the automaton itself.

G. A practical example of application

The rational representation is a theoretical tool that provides
a global view on the LFSRs design, as seen for the case of
windmill generators. However, previous examples have shown
that starting from a circuit under rational representationto
obtain an optimal implementation is not a simple task.

In the example given here, we generalize the windmills
generators through particular series circuits. We limit our study
with an example built on 3 circuits but the generalization of
this method is straightforward.

Let A1(X) = P1(X)/Q1(X), A2(X) = P2(X)/Q2(X)
and A3(X) = P3(X)/Q3(X) be 3 elements ofQ. We
consider the rational LFSR with transition matrix

T =





0 A1 0
0 0 A2

A3 0 0



 .

We havedet(I −XT ) = 1−X3A1A2A3 = i.e.
det(I −XT ) = Q(X)/(Q1(X)Q2(X)Q3(X)) with
Q(X) = Q1(X)Q2(X)Q3(X) + X3P1(X)P2(X)P3(X).
The associated automaton computes rational series of the
form (P (X)Q1(X)Q2(X)Q3(X))/Q(X) for some polyno-
mial P (X) depending on the initial state of the automaton.

Following the examples introduced in Figure 5 and in
Section IV-A, we chooseA1(X) = A2(X) = (X6 + X3 +
1)/(X8 +X6 +X5 + X3 + 1) andA3(X) = (X7 +X5 +
X4 + X2)/(X8 + X6 + X5 + X3 + 1). The connection
polynomial (i.e. the numerator ofdet(I −XT )) is Q(X) =
X24 +X21 +X16 +X9 +X7 +X3 + 1. This polynomial is
primitive, so the automaton producesm-sequences.

For a practical implementation, we can replace the Galois
vanes associated toA1(X), A2(X) and A3(X) by the ring
vanes presented in Section IV-A.

This leads to a classical binary LFSR with transition matrix

Tr =





T2 0 E1,4

E1,1 T2 0
0 E3,1 T2



 .

Where T2 is the 8 × 8 matrix of the ring LFSR given
in Figure 4 and whereEi,j is the 8 × 8 matrix with only
one 1 in position(i, j). The matricesEi,j represent the
connections between the 3 circuits. For example, the matrix
E1,4 corresponds to the input 1 of the first ring LFSR and the
output 4 of the third LFSR.

Note thatdet(I −XTr) = Q(X) = X24 +X21 +X16 +
X9 +X7 +X3 + 1.

Suppose now that we prefer an implementation with Galois
vanes as internal blocks. The matrix of the Galois vane is the
matrix T0 given in Figure 4. The multiplication byA1(X)
is performed usingtB1 = (1, 0, 0, 1, 0, 0, 1, 0) in input and
C1 = (1, 0, 0, 0, 0, 0, 0, 0) for output. In the same way, we
obtainB2 = B1, tB3 = (0, 0, 1, 0, 1, 1, 0, 1) andC2 = C3 =
C1. So the equivalent binary circuit is then

Tg =





T0 0 B1C3

B2C1 T0 0
0 B3C2 T0



 .

❆♥♥❡①❡ ❆✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡
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As we will see in the next section the automaton correspond-
ing to the matrixTr has many nice properties compared to the
classical ones obtained from the Galois LFSR. In particular,
it needs 9 connections compared to 19 for the second one.

This example shows that the rational representation allows
to separate the global design of the automaton from the choices
of the hardware (or software) implementation.

The method presented in this example can be directly
generalized to all Windmill generators and potentially leads
to better practical implementations.

V. DESIGN OF EFFICIENTLFSRS FOR BOTH HARDWARE

AND SOFTWARE CRYPTOGRAPHIC APPLICATIONS

In this section, we specialize our work on autonomous
LFSMs, in particular on LFSRs and their dedicated use for
cryptographic applications.

A general purpose of cryptography is to design primitives
that are both efficient in hardware and software because such
primitives must run on all possible supports, from RFID tags
to super-calculators. Thus, cryptographers must keep in mind,
when they design cryptosystems, the very wide range of targets
on which cryptosystems must be rapid and efficient. As proof,
the Rijndael algorithm chosen as the AES [23] in 2001 was
one of the more efficient algorithm in hardware and in software
among the finalists of the AES competition.

Thus, designing well-chosen dedicated LFSMs efficient
both in hardware and in software has direct consequences on
the celerity of the cryptosystems which use such primitives
as building blocks. Among cryptographic primitives that use
LFSMs, we could cite the most famous case: the stream
ciphers. Many stream ciphers - such as E0 [5], SNOW [7]
or the finalists SOSEMANUK [24] and Grain v1 [25] of
the eStream project [26] - filter the content of one or many
LFSMs to output pseudo-random bits. LFSMs could also be
used as diffusion layer of a block cipher as proposed in [27].
More recently, a particular LFSM combined with two NLFSRs
(Non-Linear Feedback Shift Registers) has been proposed in
[28] at CHES 2010 as the building block of a lightweight
hash function named Quark. Well designing LFSMs with good
criteria is therefore crucial for symmetric key cryptography.

In this section, we first introduce the required design criteria
that must be fulfilled by an LFSM when used in cryptographic
applications. We then extend the traditional concept of diffu-
sion (well-known in the block cipher context) to the case of
LFSMs. This leads to define a new criterion for good LFSMs
choices for cryptographic applications which is defined as the
counterpart of the Shannon diffusion concept [29].

Then, we present previous works on LFSMs for hardware
and software cryptographic applications. These automata have
been widely studied [1], [2], [4], [10], [30], [6] and practical
constructions have emerged. We finally propose an efficient
construction dedicated to hardware and a second one dedicated
to software. This software construction is also efficient in
hardware.

A. Design criteria

We focus our design analysis on two important properties.
The first one characterizes the kind of sequences that are

required for cryptographic applications whereas the second
one tries to formalize the notion of diffusion delay in the
context of LFSRs.

1) m-sequences:As introduced in Section II,m-sequences
are particular linear recurring sequences with good properties
[1], [10]. For example, we give some properties form-
sequences of degreen overF2:

• anm-sequence is balanced: the number of1 is one greater
than the number of0 (considering one period).

• an m-sequence has the run property: a run is a sub-
sequence of1 or 0 followed and followed by 0 or 1.
Half of the runs are of length1, a quarter of length2, an
eighth of length3, etc. up to the 1-run of lengthn.

• anm-sequence is a punctured De Bruijn sequence.
• an m-sequence has the (ideal) two-level autocorrelation

function where the autocorrelation function for a binary
sequencea is defined asCa(τ) =

∑N−1
i=0 (−1)ai+τ+ai

whereN is the period of the sequence. This function
satisfies for anm-sequence:Cτ = N if τ = 0 mod N
andCτ = K if τ 6= 0 mod N (whereK is a constant
equal to−1 if N is odd and to 0 isN even).

• an m-sequence has maximum period: anm-sequence
verifying a linear relation of degreen has a period of
2n − 1.

In the sequel, we are specially interested in LFSMs having
a primitive connection polynomial and producingm-sequence
which are the ones classically used in cryptography. In par-
ticular, all our examples satisfy this condition. However,most
of the results remains true without this hypothesis.

2) Diffusion delay: The concept of diffusion for a cipher
was introduced by C. Shannon in [29] as the dissipating effect
of the redundancy of the statistical structure of a message
M . This concept is directly linked with the Avalanche effect
defined by H. Feistel in [31] which is a desirable property
of cryptographic algorithms, typically block ciphers and cryp-
tographic hash functions. The Avalanche effect means that if
an input is changed slightly, the corresponding output must
change significantly. In the case of block ciphers, such a small
change in either the key or the plaintext should cause a drastic
change in the ciphertext.

Two precise notions could be directly derived: the strict
avalanche criterion (SAC) and the bit independence criterion
(BIC). The strict avalanche criterion (SAC) is a generalization
of the avalanche effect. It is satisfied if, whenever a singleinput
bit is complemented, each of the output bits changes with a
50% probability [32]. The bit independence criterion (BIC)
states that output bitsj and k should change independently
when any single input biti is inverted, for alli, j andk.

When focusing onm-sequences, the measure of diffusion
capacity is usually studied through the notions of correla-
tion, auto-correlation and cross-correlation (see [33] for more
details). The correlation of two binarym-sequencesα =
(a1, · · · an) and β = (b1, · · · bn) is measured asC(α, β) =
1
n (A−D) whereA is the number of times fori from 1 ton,
thatai andbi agree andD is the number of times thatai andbi
disagree. The auto-correlation of a given binary sequence has
already been defined in the previous subsection. It represents
the similarity between a sequence and its phase shift. The
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cross-correlation is defined asCα,β(τ) =
∑N

i=0(−1)ai+τ+bi

whenq = 2 for two periodic binary sequencesα of periods
andβ of periodt with N = lcm(s, t) (for the caseq > 2 the
reader could refer to [33]).

Thus, in this part, we introduce a slightly different definition
of diffusion of an LFSM to more precisely capture the behavior
of the beginning of a sequence. This parameter measures the
time needed to mix the content of the cells of an automaton.
It could be expressed as the minimal number of clocks needed
such that any memory cell has been influenced by any other.

Definition 5.1: Let L = (A, 0, C) be an LFSM. Denote by
G the graph defined by the adjacency matrixAt, i.e., if ai,j 6=
0 then there exists a directed edge from vertexj and to vertex
i. The diffusion delay is equal to the diameter ofG.

This parameter does not focus on the output sequence of an
LFSM but on the sequences produced INSIDE the register it-
self (i.e. we look at the sequences(m0(t), · · · ,mn−1(t), · · · ))
and thus is relied on the implementation of the automaton.

In a general point of view, if we take a random graph
with n vertices, the average value of its diffusion delay is√
n as shown in [34]. For a complete graph, the diffusion

delay parameter is optimal and is equal to 1, however complete
graphs do not produce good sequences as the corresponding
determinantdet(I−AX) (whereA is the matrix representation
of the complete graph) is equal toX + 1 if n is odd and1
otherwise and thus could not produce sufficiently largem-
sequences. Moreover, for a complete graph, from the circuit
point of view, as the matrix of such graph asn2 non-zero
terms, this means that the representation circuit hasn2 − n
xors. In the same way, the required number of xors for a
circuit representing a random graph is aboutn2/2. But, for
cryptographic applications with efficient implementations, we
look at circuits with good properties and with aboutn/2 xors
which correspond with matrices with a binary weight equal to
3n/2. Thus, we are far from circuits of complete or random
graphs.

So, we want to limit our study on lowering the diffusion de-
lay when considering largem-sequences. More precisely, our
aim in this section is double: we want to propose LFSRs that
produce largem-sequences with an efficient implementation
and with a low diffusion delay.

Let us explain now why it is important in cryptographic con-
text to lower diffusion delay. This criterion aims at evaluating
the speed needed to completely spread a difference into the
automaton. More precisely, when considering an LFSM of size
n with a diffusion delayδ. Replacing the content of a cellm(t)

i

by m
(t)
i +1 may influence any cellmj with 0 ≤ j < n afterδ

clocks. It could also be expressed in terms of correlation: after
δ clocks, the behavior of any cell is correlated with any other.
More precisely, consider the two following sequences: the first
sequenceα = (a1, · · · , aN ) is a binary sequence of the states
of the content of the register of an LFSR initialized with an
n-bit word a1 (i.e. each elementai of α is the content at
time i of the LFSR and isn-bit long). The second sequence
of same lengthN , β = (b1, · · · , bN), is constructed in the
same way with an initializationb1 that differ from a1 on a
single bit position. Then,C(α, β) is lowered by the LFSR
with the smaller diffusion delay for small values ofN (we

have compared the results obtained for three LFSRs of length
n = 12 bits (a Galois one, a Fibonacci one and a Ring one)
and correlation values untilN = 256). Note that the effect
of a small diffusion delay could only be observed for small
values ofN because after more clocks the influence of each
modified bit is complete whatever the value of the diffusion
delay of the considered LFSR.

For example, considering Galois, Fibonacci LFSRs and
Cellular automata of sizen, the associated diffusion delay is
n − 1 because the cells on each sidem0 andmn−1 require
n− 1 clocks to mix together. In the other hand, Ring LFSRs
allow to lower this parameter as its associated graph is closer
to a random graph, and as the expected value of the diameter
of a random graph withn vertices is

√
n. Ring LFSRs achieve

a better diffusion delay. However, in practice, this value is an
average that could not be always reached especially because
we also focus our design choices on Ring LFSRs with sparse
transition matrix, i.e., we consider graphs with few edges.

This diffusion delay criterion may be important for cryp-
tographic purpose where small differences in keys or in
messages are required to have a large impact. It may also
be useful to lower the dimension gap for Pseudo Random
Generators as presented in [35], [30]. Hence, the dimension
gap lowers when an RNG outputs uniformly distributed point
in a given sample space.

Moreover, this diffusion delay criterion could also be im-
portant, in stream cipher design, to determine the number of
clocks required by the so called initialization phase and to
speed up this step. Indeed, a stream cipher is composed of
two phases: an initialization phase where no bit are output
and a generation phase where bits are output. The initialization
phase aims at mixing together the key bits and theIV bits.
Thus, a lower diffusion delay allows to speed up this mix
in terms of number of clocks. For example, the F-FCSR v3
stream cipher proposed in [36] based on a ring FCSR with a
diffusion delay equal tod has an initialization phase with only
d+4 clocks for mixing purpose whereas the previous version
of the F-FCSR family (F-FCSR v2) is based on a Galois FCSR
and thus requiresn+4 clocks in the initialization step where
n is the length of the considered FCSR. Thus, asd < n, a
ring FCSR with a “good” (i.e. low) diffusion delay allows
to improve the general throughput of the stream cipher by
speeding up the initialization step.

As previously suggested by the example concerning FCSRs,
because the diffusion delay criterion introduced in this section
is essentially linked with the graph of the automaton whatever
the considered graph, then the diffusion delay criterion could
be applied for all possible automata: LFSRs, NLFSRs or
FCSRs. For example, the FCSR used in the stream cipher
F-FCSR v3 is a ring FCSR which has replaced a classical
Galois FCSR. This modification leads to halve the number of
required clocks during the initialization step and to completely
discard the attack of Hell and Johannson [37] against F-FCSR
v2 due to a better internal diffusion delay.

B. Efficient hardware design

We show in this subsection how to achieve good hardware
design and we first introduce the constraints required to
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achieve such a design:

• Critical path length: The shorter longest path must be as
short as possible to raise frequency.

• Fan-out: A given signal should drive minimum gate
number as exposed in [14].

• Cost: The number of logic gates must be as small as
possible to lower consumption.

We focus on these parameters because lowering these values
allows to increase the frequency of the automata, consequently
it allows to increase the throughput.

1) Previous works: Previous works have been done to
lower those parameters. For example, in [38] the authors
proposed top-bottom LFSR: a Ring LFSR divided in two
parts: a Fibonacci part and a Galois part corresponding with
a transition matrix of the form:

A =

































g1 1
g2 1 (0)
...

. . .

gi−1
. . .

. . .

(0)
. . .

1
1 fi fi+1 . . . fn

































This approach is a trade-off between Galois and Fibonacci
LFSRs. In particular, given a polynomial, there exists a top-
bottom LFSR with this connection polynomial. The critical
path length, the fan-out and the cost may thus be an average
between the Galois and the Fibonacci cases. But this construc-
tion also carries the disadvantages of both cases, for example
a slow diffusion delay.

In [17], the authors proposed a method that constructs, from
a given LFSR, a similar LFSR with a lower critical path
length and a lower fan-out. To do so, they modify step by
step the transition matrix of the original LFSR using left and
right shifts without modifying the corresponding value of the
connection polynomial. For a given connection polynomial,
those constructions lead to implementations with a critical
path of length at most2, a fan-out of at most3 and a
constant cost when starting the algorithm using a Galois
LFSR. More precisely, their method behaves well on polyno-
mials with uniformly distributed coefficients, i.e., polynomials
with the same separation between any two consecutive non-
zero coefficients. They give as an example the polynomial
X72 + X64 + X55 + X45 + X37 + X27 + X18 + X9 + 1,
compared toX72+X49+X6+X5+X4+X3+X2+X1+1.
In summary, their method leads to consider Ring LFSRs with

transition matrix of the form

A =



































1
1 (0)

. . .
1

(0) h1 1

. .
.

h2
. . .

hn−4 . .
. .. .

hn−2 hn−3 1
1 hn−1 (0)



































for the connection polynomialXn+hn−1X
n−1+· · ·+h1X+1

andn odd (the form is similar forn even).
The authors also give a generic method (using two other

elementary transformations called SDL and SDR that preserve
the connection polynomial) to lower the hardware cost of
an LFSR. To reach an LFSR with a better cost, the authors
must apply their method step by step until a x-or operation
is reached using their algorithm. The point of view taken in
this article is thus from a given connection polynomial and a
given transition matrix to reach a better form of the transition
matrix (and thus a better hardware implementation) keeping
the same connection polynomial. The proposed methods are
based on looking at similar LFSRs. However, from a given
LFSR, all the possible similar LFSRs could not be reached
using their algorithms. The corresponding diffusion delayof
this kind of LFSRs is aboutn/2. We show in the different
examples given in this Section that we could reach a better
diffusion delay jointly with a more compact implementation.

2) Our approach: Moreover, in most of the applications,
the designer does not care about which connection poly-
nomial is chosen for the LFSR but only needs to know
that the connection polynomial is primitive. This is the core
of our approach and of our proposal where we randomly
pick transition matrices with desired properties (that could be
application-dependent) and a posteriori verify if the obtained
connection polynomial is primitive or not. To do so, we first
need to express the previous required constraints relying on
the transition matrix of a Ring LFSR. Table III sums up
those constraints using the following notations: denote byL a
Ring LFSR of lengthn with transition matrixA. We compute
its connection polynomialQ(X) and consider the associated
Galois LFSRLG and Fibonacci LFSRLF . We denote by
col0, . . . , coln−1 the columns ofA and row0, . . . , rown−1 its
rows. We notew := wH(Q(X)). All the presented constraints
are taken into account in our approach in order to reach an
LFSM that satisfies all the requirements.

Galois LFSRs are optimal for the critical path, while Fi-
bonacci LFSRs are optimal for the fan-out. A Ring LFSR can
be built to reach these two values. More precisely a Ring LFSR
with a Hamming weight of at most 2 for its columns and its
rows have an optimal critical path and an optimal fan-out with
a good diffusion delay as summed up in Table III.

However, we do not have an algorithm that construct an
LFSR with a given connection polynomial, we just can pick
random transition matrix with good properties. Hence, as we
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Galois Fibonacci Cellular automaton Ring LFSR LFSR of [17]

Critical path 1 ⌈log2(w − 1)⌉ 2 max⌈log2(wH(rowi))⌉ 2
Fan-out w − 1 2 3 maxwH (coli) 3

Cost w − 2 w − 2 n wH(T ) − n w − 2
Diffusion delay n− 1 n− 1 n− 1 ≤ n− 1 n/2

TABLE III
CRITICAL PATH , FAN-OUT, COST AND DIFFUSION DELAY OFGALOIS LFSRS, FIBONACCI LFSRS, CELLULAR AUTOMATA , GENERICRING LFSRS AND

CONSTRUCTION PROPOSED IN[17].

allow the connection to be freely chosen, the constructed
matrices do not present any special form allowing to compute
efficiently the connection polynomial. Moreover, when con-
sidering LFSMs in practice, the constraint on the connection
polynomial is simply to be primitive, not to have a particular
value.

Algorithm 1: Algorithm to pick randomly a Ring LFSR with
a good hardware design.

Require: n the length of the Ring LFSR to seek.f ≤ n the
number of feedbacks to place.

Ensure: A transition matrixA with a critical path of length
1, a fan-out of2 and a cost off logic gates and such that
its connection polynomial is primitive of degreen.
repeat

A← (ai,j)0≤i,j<n with ai,j =

{

1 if j ≡ i + 1 mod n
0 otherwise

while wH(A) < n+ f do
(i, j)← Random([0, n]× [0, n])
if wH(rowi) = 1 AND wH(colj) = 1 then
ai,j ← 1

end if
end while
Q(X)← det(I −XA)

until Q(X) is primitive
return A

Algorithm 1 picks random feedbacks positions and com-
putes the associated connection polynomial. This algorithm
is probabilistic. We expect picking a random matrix of sizen
and computing its connection polynomial is equivalent to pick
a random polynomial of degreen. More precisely we know
that the connection polynomial as its constant coefficient and
its greatest coefficient equal to1, so the number of possibly
constructed polynomials is2n−2. The number of primitive
polynomials of degreen over F2 is ϕ(2n−1)

n whereϕ is the
Euler function. We expect Algorithm 1 to be successful after

2n−2

ϕ(2n−1)/n tries as presented in Fig. 13.
The time complexity of this algorithm is driven by the time

it takes to computedet(I −XA) which is roughlyO(n3).
For a hardware oriented LFSM, each feedback can be freely

placed. Using this property we can lower the complexity of
the previous algorithm using intermediate computations done
using the cofactors of the matrixA as follows:

Proposition 5.2:Given a matrixA over a ringR of size
n × n. NoteEi,j the matrix with a single1 in position i, j.
Then we havedet(A+λEi,j) = det(A)+λ cofi,j wherecofi,j
denotes the(i, j)-th cofactor of the matrixA.
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Fig. 13. Theoretic and empirical number of trials needed forAlgorithm 1.

The cofactors matrix of a matrix is equal to the transpo-
sition of its adjunct matrix, which could be computed with
classical inversion algorithms. Using the previous proposition,
we are able to improve the complexity of our algorithm using
Algorithm 2.

Algorithm 2: Algorithm to pick randomly a Ring LFSR with
a good hardware design.

Require: n the length of the Ring LFSR to seek.f ≤ n the
number of feedbacks to be placed.

Ensure: A transition matrixA with a critical path of length
1, a fan-out of2 and a cost off logic gates and such that
its connection polynomial is primitive of degreen.
loop

A← (ai,j)0≤i,j<n with ai,j =

{

1 if j ≡ i+ 1 mod n
0 otherwise

while wH(A) < n+ f − 1 do
(i, j)← Random([0, n]× [0, n])
if wH(rowi) = 1 andwH (colj) = 1 then
ai,j ← 1

end if
end while
C ← cofactors matrix ofI −XA
Q0(X)← det(I −XA)
for 0 ≤ i, j < n do

if wH(rowi) = 1 andwH(colj) = 1 then
Q(X)← Q0(X)−XCi,j

if Q(X) is primitive then
Break

end if
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end if
end for

end loop
return A

The complexity of this algorithm is driven by the com-
putation of the cofactors matrix and its determinant which
can be achieved by a common algorithm. Each computation
of cofactors matrix costsO(n3) operations. With a single
cofactors matrix, we test roughlyn2 − nf polynomials. So
the average complexity is aboutO(n) operations.

3) Example:We give in Appendix -A an example of a hard-
ware oriented LFSR of length 128 found using Algorithm 2.
This LFSR has a primitive connection polynomial which has
an Hamming weight of 65. The diffusion delay of this LFSR
is only 27 whereas the corresponding diffusion delay for a
Galois or a Fibonacci LFSR would be 127.

C. Efficient software and hardware design

In the previous subsection, we focus our work on an efficient
algorithm to find efficient LFSRs for hardware design. In this
subsection, we show how we could adapt those results for
efficient software design of an LFSR and show how this design
is also efficient in hardware. The main difference between
hardware and software is the atomic data size. In hardware
we operate on single bits, whereas in software bits are natively
packed in words such that working on single bits is not natural
and needs additional operations. The word size depends on the
architecture of the processor: 8 bits, 16 bits, 32 bits, 64 bits
or more. To benefit from this architecture we propose to use
LFSRs acting on words. Let us first summarize the previous
works that have been done to optimize software performances
of LFSRs. Then, we introduce our construction method to
build LFSRs efficient in software and in hardware.

1) Previous works:Firstly, the Generalized Feedback Shift
Registers were introduced in [39] to increase the throughput.
The main idea here was to parallelizew Fibonacci LFSRs.
More formally, the corresponding matrix of such a construc-
tion is:

A =























0 Iw 0 . . . . . . 0
...

. . . Iw
. . .

...
...

. . .
. . .

. . .
...

...
. . .

. . . 0
0 . . . . . . . . . 0 Iw
Iw an−2Iw . . . . . . a1Iw a0Iw























whereIw represents thew×w identity matrix overF2 and
where theai for i in [0, .., n− 2] are binary coefficients. The
matrix A could be seen at bit level but also atw-bits word
level, each bit of thew-bits word is in fact one bit of the
internal state of one Fibonacci LFSR among thew LFSRs.

In [2], Roggeman applied the previous definition to LFSRs
to obtain the Generalized Linear Feedback Shift Registers but
in this case the matrixT is always defined at bit level. In 1992,
Matsumoto in [40] generalized this last approach considering
no more LFSR at bit level but at vector bit level (called word).

This representation is called Twisted Generalized Feedback
Shift Register whereas the same kind of architecture was also
described in [41] and called the Mersenne Twister. In those
approaches, the considered LFSRs are in Fibonacci mode seen
at word level with a unique linear feedback. The corresponding
matrices are of the form:

A =
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whereIw represents thew×w identity matrix and whereL
is aw ×w binary matrix chosen to producem-sequences. In
this case, the matrix is defined overF2 but could also be seen
at w-bits word level. This is the first generalization of LFSRs
specially designed for software applications due to the word
oriented structure.

The last generalization was introduced in 1995 in [42]
with the Multiple-Recursive Matrix Method and used in the
Xorshift Generators described in [43] and well studied in [30].
In this case, the used LFSRs are in Fibonacci mode with
several linear feedbacks. The matrix representation is:

A =


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







0 Iw 0 . . . . . . 0
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

whereIw is the identity matrix and where the matricesAi are
software efficient transformations such as right or left shifts
at word level or word rotation. The main advantage of this
representation is its word-oriented software efficiency but it
also preserves all the good LFSRs properties if the underlying
polynomial is primitive. Moreover, using the special form of
the transition matrix, the connection polynomial is efficiently
computed with the formulaP (X) = det

(

I +
∑r

j=1 X
jAj

)

.
A particular case of the Multiple-Recursive Matrix Method

is studied in [44]. The authors proposed to consider matrices
Ai of the form ai · T where T is a square matrix of size
w, and ai are scalar elements. In this case, an algorithm to
construct LFSMs with primitive polynomials is given. This
paper was the first to introduce efficient word-oriented LFSRs,
thus solving the challenge proposed by Bart Preneel in [45].

An other way to construct software oriented LFSRs is to
consider LFSRs overF2w as done in [7], [24]. The SNOW
LFSR is given in Appendix -B. This interpretation allows to
use table-lookup optimization and gives good results. Those
automata could be interpreted as linear automata overF2
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because of the mappingF2w → (F2)
w. In particular, they

can be consider as a special case of our proposal.
2) Our proposal for building LFSRs efficient in software

and in hardware: As for the hardware case our approach
focuses on the construction of a software oriented transition
matrix. To do so, we use transition matrices defined by block.
In the next algorithm,A defines a block matrix, i.e.,A is taken
in Mn/k(Mk(F2)) for a matrix of sizen divided in blocks
of sizek overF2. When an LFSR is being defined by block,
we call it a word-LFSR.

Moreover we use the right and left shift operations (denoted
≫ and≪) which are fast and implemented at word level.
Given a word sizek we define the matrixL of left shift as the
matrixk×k with ones on its overdiagonal and zeros elsewhere.
Similarly, the matrixR of right shift is defined as the matrix
k×k with ones on its sub-diagonal and zeros elsewhere, such
that we have:

L · (x0, x1, . . . , xk−1)
t = (x1, . . . , xk−1, 0)

t

R · (x0, x1, . . . , xk−1)
t = (0, x0, x1, . . . , xk−2)

t

Remark that LFSRs overF2w can be expressed as word-
LFSRs where used operations are multiplications onF2w seen
as a space vector overF2, i.e., there exists a bijection between
F2w and (F2)

w.
According to the previous discussion we propose Algo-

rithm 3 to build efficient software LFSRs.

Algorithm 3: Algorithm to pick randomly an LFSR with a
good software design.

Require: k the word size.n the length of the LFSR to seek
with k|n. f ≤ n/k the number of word-feedbacks to place.

Ensure: A transition matrixA define by block with a cost
of f shift and xor operations and such that its connection
polynomial is primitive of degreen.
repeat
A← (ai,j)0≤i,j<n/k

with ai,j =

{

Ik if j ≡ i+ 1 mod n/k
0 otherwise

From← Random([0, n/k]f)
To← Random([0, n/k]f)

Shift← Random
(

(

[−k/2, k/2] \ {0}
)f
)

for l ← 0 to f − 1 do
aTo[l],From[l] ← aTo[l],From[l]

+

{

LShift[l] if Shift[l] > 0

R−Shift[l] otherwise
end for
Q(X)← det(I −XA)

until Q(X) is primitive
return A

This algorithm picks random word-feedbacks positions and
shift values, and computes the associated connection polyno-
mial. The complexity of this algorithm is about the same than
Algorithm 1 because we have not been able to use the block
structure of the matrix to lower the determinant computation
complexity.

A =


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
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



I8 R1
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
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


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(a) Transition matrix
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(b) Representation

Fig. 14. An LFSR with efficient software design.

3) Example:We give in Figure 14 an example of an LFSR
with an efficient software design withn = 40 andk = 8 and a
primitive connection polynomial. The corresponding hardware
implementation of this LFSR is also very good due to its
intrinsic structure (a fan out of 2, a critical path of length1 and
a cost of 19 adders) and because it fulfills the requirements of
Algorithm 2. The diffusion delay of this LFSR is 27.

Let us now also compare a word oriented LFSR picked
using our algorithm to the SNOW2.0 LFSR defined in [7].
The two LFSRs are respectively described in Appendix -B
and in Appendix -C.

These two LFSRs outputm-sequences of degree 512. We
compare the diffusion delay and the throughput in software
for those two LFSRs:

• The diffusion delay of the SNOW LFSR is 49 compared
to 33 for our LFSR.

• The cost of one clock is 8 cycles for the SNOW LFSR
using the sliding window implementation as proposed in
[7] (this technique could be only applied for a Fibonacci
LFSR). The cost for this LFSR implemented using clas-
sical implementation is 20 cycles. The cost for our LFSR
is 33 cycles.

As presented the diffusion delay is better for our LFSR.
However, the cost of one clock is higher in our case. This
is due to the fact that the SNOW LFSR is sparse (three
feedbacks) while ours has 8 feedbacks. Moreover, the com-
putations are made using precomputed tables which leads to a
better cost. However, the hardware implementation of our own
LFSR has a really low cost (it fulfills the hardware design
criteria we require in the previous section: critical path of
length 1, fan-out of 2) whereas the SNOW2.0 LFSR could not
be efficiently implemented in hardware due to the precomputed
tables.

VI. CONCLUSION

In this paper, we have shown how to link together matrix
representations and polynomial representations for efficient
LFSMs, LFSRs and windmill generators constructions. Those
new representations lead to efficient implementations bothin
software and in hardware. We have compared new Ring LFSR
constructions with LFSRs used in several stream ciphers and
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we have shown that Ring LFSRs have always a better diffusion
delay with better hardware performances and good software
performances.

In further works, we aim at more precisely looking at the
case of an LFSM withℓ output bits to give equivalent and
general representations. We also want to generalize those new
results to Finite State Machines that are no more linear. The
same kind of generalization could be efficiently applied to
Feedback with Carry Shift Registers (FCSRs) or to Algebraic
Feedback Shift Registers (AFSRs).

To sum up the results given on diffusion, we have proposed
two algorithms one for hardware purpose, one for software
purpose that allow to build efficient LFSRs with a low
diffusion delay and good implementation criteria. Moreover,
building an LFSR using Algorithm 3 leads to an LFSR with
good cryptographic properties with an efficient implementation
both in software and in hardware.

A. Example of a Ring LFSR of size 128 bits

We describe a Ring LFSR of size 128 bits. The transition
matrix A = (ai,j) is given by:







ai,i+1 = 1 for all 0 ≤ i < 127
a127,0 = 1
ai,j = 1 for (i, j) ∈ F

whereF is the set:
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(35, 48), (37, 36), (38, 23), (39, 88),
(43, 37), (44, 26), (46, 60), (47, 100),
(49, 24), (50, 25), (51, 2), (51, 27),
(55, 124), (57, 113), (59, 71), (61, 29),
(69, 123), (72, 52), (73, 118), (77, 46),
(80, 74), (81, 83), (83, 98), (87, 53),
(88, 73), (91, 47), (93, 10), (94, 21),
(95, 93), (97, 13), (98, 117), (99, 50),
(100, 3), (101, 104), (104, 1), (105, 114),
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This LFSR has a primitive connection polynomial. It has a
cost of 64 adders, a fan-out equal to 2 and a critical path of
1, and a diffusion delay of 27.

B. Description of the LFSR in SNOW 2.0 overF2

We give here a description of the LFSR used in SNOW
2.0 [7] seen as a LFSR overF2. This LFSR is a Fibonacci
LFSR overF232 . The fieldF232 is defined as an extension of
F28 to allow an efficient implementation and to prevent the
guess-and-determine attack presented in [46].

The implementation is based upon the multiplication by
α ∈ F232 (the primitive polynomial of SN0W 2.0 is given
by π(X) = αX16 + X14 + α−1X5 + 1 in F232 [X ]) where
α is a root ofX4 + β23X3 + β245X2 + β239 in F28 [X ] and

whereβ is a root ofx8 + x7 + x5 + x3 + 1 in F2[X ]. We
denoteMα the matrix of this linear application seen overF

32
2 :

Mα =









0 0 0
I8 (0) V0 V1 . . . V7

I8
(0) I8









where
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



















V0 = t(0xE19FCF13)
V1 = t(0x6B973726)
V2 = t(0xD6876E4C)
V3 = t(0x05A7DC98)
V4 = t(0x0AE71199)
V5 = t(0x1467229B)
V6 = t(0x28CE449F)
V7 = t(0x50358897)

Then the transition matrix of the LFSR of SNOW2.0 is
presented in Figure 15.

C. Example of a word-oriented LFSR of size 512 bits

We give in Figure 16 a description of a word-oriented LFSR
of length 512 with words of 32 bits. The grid in the matrix is
drawn for readability.
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23 avenue Albert Thomas, F-87060 Limoges Cedex – France

benjamin.pousse@unilim.fr

Abstract. Knudsen and Rijmen introduced the notion of known-key
distinguishers in an effort to view block cipher security from an alter-
native perspective e.g. a block cipher viewed as a primitive underlying
some other cryptographic construction such as a hash function; and ap-
plied this new concept to construct a 7-round distinguisher for the AES
and a 7-round Feistel cipher. In this paper, we give a natural formaliza-
tion to capture this notion, and present new distinguishers that we then
use to construct known-key distinguishers for Rijndael with Large Blocks
up to 7 and 8 rounds.

Keywords: Block ciphers, cryptanalysis, known-key distinguishers,
Rijndael.

1 Introduction

Rijndael-b is an SPN block cipher designed by Joan Daemen and Vincent Rijmen
[4]. It has been chosen as the new advanced encryption standard by the NIST
[6] with a 128-bit block size and a variable key length, which can be set to 128,
192 or 256 bits. In its full version, the block lengths b and the key lengths Nk
can range from 128 up to 256 bits in steps of 32 bits, as detailed in [4] and in
[9]. There are 25 instances of Rijndael. The number of rounds Nr depends on
the text size b and on the key size Nk and varies between 10 and 14 (see Table
1 for partial details). For all the versions, the current block at the input of the
round r is represented by a 4× t with t = (b/32) matrix of bytes A(r):

⋆ Part of this work done while the author was with the Laboratoire de sécurité et de
cryptographie (LASEC), EPFL, Switzerland.

B. Preneel (Ed.): AFRICACRYPT 2009, LNCS 5580, pp. 60–76, 2009.
c© Springer-Verlag Berlin Heidelberg 2009

✶✹✺



Distinguishers for Ciphers and Known Key Attack 61
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The round function, repeated Nr − 1 times, involves four elementary map-
pings, all linear except the first one:

• SubBytes: a bytewise transformation that applies on each byte of the current
block an 8-bit to 8-bit non linear S-box S.
• ShiftRows: a linear mapping that rotates on the left all the rows of the
current matrix. the values of the shifts (given in Table 1) depend on b.
• MixColumns: a linear matrix multiplication; each column of the input matrix
is multiplied by the matrix M that provides the corresponding column of
the output matrix.
• AddRoundKey: an x-or between the current block and the subkey of the
round r Kr.

Those Nr − 1 rounds are surrounded at the top by an initial key addition
with the subkey K0 and at the bottom by a final transformation composed by a
call to the round function where the MixColumns operation is omitted. The key
schedule derives Nr+ 1 b-bits round keys K0 to KNr from the master key K of
variable length.

Table 1. Parameters of the Rijndael block cipher where the triplet (i, j, k) for the
ShiftRows operation designated the required number of byte shifts for the second row,
the third one and the fourth one

AES Rijndael-160 Rijndael-192 Rijndael-224 Rijndael-256

ShiftRows (1,2,3) (1,2,3) (1,2,3) (1,2,4) (1,3,4)

Nb rounds (Nk=128) 10 11 12 13 14

Nb rounds (Nk=192) 12 12 12 13 14

Nb rounds (Nk=256) 14 14 14 14 14

The idea of exploiting distinguishers for cryptanalyzing block ciphers is well
known: a key-recovery attack on block ciphers typically exploits a distinguisher
[11]: a structural or statistical property exhibited by a block cipher for a ran-
domly chosen secret key K that is not expected to occur for a randomly chosen
permutation. Aside from being used subsequently in key-recovery attacks, so far
it seems unclear if there are any other undesirable consequences due to distin-
guishers, although their existence tends to indicate some certificational weakness
in ciphers.

Knudsen and Rijmen [12] recently considered block cipher distinguishers when
the cipher key is known to the adversary, and suggested another exploitation
of the existence of distinguishers: truncated differential distinguishers lead to
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near collisions in some hash function compression functions built upon block
ciphers, e.g. the Matyas-Meyer-Oseas (MMO) mode [15]. Generalizing, we can
similarly say for a compression function constructed from a block cipher in any
of the Preneel-Govaerts-Vandewalle (PGV) modes [16], that near collisions in
the ciphertext of the underlying cipher translate to near collisions in the com-
pression function’s output chaining variable. Knudsen and Rijmen posed as an
open problem if a security notion exists that can capture the kind of known-key
distinguishers that they proposed, and yet which would rule out non-meaningful
and contrived distinguishing attacks.

This paper takes a step to answering this question. We define a security notion
to express the existence of known-key distinguishers for block ciphers in Section
2. Rather than settle for a notion that is meaningful solely when the key is known
to the adversary, our notion intuitively also gives some indication on the cipher’s
security in the conventional unknown-key setting.

Many cryptanalyses have been proposed against Rijndael-b, the first one
against all the versions of Rijndael-b is due to the algorithm designers them-
selves and is based upon integral properties ([2], [3], [13]) that allows to effi-
ciently distinguish 3 Rijndael inner rounds from a random permutation. This
attack has been improved by Ferguson et al. in [5] allowing to cryptanalyse an
8 rounds version of Rijndael-b with a complexity equal to 2204 trial encryptions
and 2128 − 2119 plaintexts.

Following the dedicated work of [7], this paper presents new four-round in-
tegral properties of Rijndael-b and the resulting 7 and 8 rounds known key
distinguishers in Section 3.

2 Notions for Cipher Distinguishers

2.1 Definitions

Consider a family of functions F : K ×M → R where K = {0, 1}k is the set
of keys of F , M = {0, 1}l is the domain of F and R = {0, 1}L is the range of
F , where k, l and L are the key, input and output lengths in bits. FK(M) is

shorthand for F (K,M). By K
$
← K, we denote randomly selecting a string K

from K. Similar notations apply for a family of permutations E : K ×M → M
where K = {0, 1}k is the set of keys of E and M = {0, 1}l is the domain and the
range of E. Let Func(M) denotes the set of all functions on M, and Perm(M)

denotes the set of all permutations on M. Let G
$
← Perm(M) denotes selecting

a random permutation.
The usual security notion one requires from a block cipher is to look like a

pseudo-random permutation (PRP), for the keys uniformly drawn. This notion
could be formalized as follows: a PRP adversary A gets access to an oracle,
which, on input P ∈ M, either returns EK(P ) for a random key k ∈ K or
returns G(P ) for a random permutation G ∈ Perm(M). The goal of A is to
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guess the type of oracle it has - by convention, A returns 1 if it thinks that the
oracle is computing EK(·). The adversary’s advantage is defined by:

AdvPRP
E (A) = |Pr

[

K
$
← K : AEK(·) = 1

]

− Pr
[

G
$
← Perm(M) : AG(·) = 1

]

|

E is said PRP -secure if for any A attacking E with resources, the advantage
AdvPRP

E (A) is negligible (denoted by ε). The above notion does not take into
account the decryption access. Hence, the stronger notion of Super Pseudo-
Random Permutation (SPRP): as above, the adversary A gets access to an
oracle, but in this case, the adversary not only accesses the permutations G
and EK but also their inverses G−1 and E−1

K :

AdvSPRP
E (A) = |Pr

[

K
$
← K : AEK(·),E−1

K
(·) = 1

]

−Pr
[

G
$
← Perm(M) : AG(·),G−1(·) = 1

]

|

As done by Luby and Rackoff in [14], formal results using those notions are
stated with concrete bounds. However, in the “real life”, we could only say that if
a distinguisher exists for a given cipher EK , it is not a PRP or a SPRP (according
the distinguisher used). Note (as done in [17]) that a (adversarial) distinguisher
is a (possibly computationally unbounded) Turing machine A which has access
to an oracle O; with the aim to distinguish a cipher EK from the perfect cipher
G by querying the oracle with a limited number n of inputs. The oracle O im-
plements either EK (for a key randomly chosen) or G. The attacker must finally
answer 0 or 1. We measure the ability to distinguish EK fromG by the advantage
AdvE(A) = |p− p∗| (that must be true for a large part of the key space) where
p (resp. p∗) is the probability of answering 1 when O implements EK (resp. G).
Note also that three main classes of distinguishers exist: the non-adaptive dis-
tinguishers class (where the n plaintext queries are pre-computed), the adaptive
distinguishers class (where the plaintext queries depend on the previous ones)
and the super pseudo-random distinguishers one (where the queries are chosen
according the previous ones and where the oracle also gets access to inverses of
EK and G).

2.2 Notions for Distinguishers

A generic definition of an n-limited non-adaptive distinguisher is given in [10]
and described in Alg. 1. One gives an oracle O to Algorithm 1, which imple-
ments either EK or G with probability 1

2 each. The core of the distinguisher is

the acceptance region A(n): it defines the set of input values P = (P1, · · · , Pn)
which lead to output 0 (i.e. it decides that the oracle implements EK) or 1 (i.e.
it decides that the oracle implements G). The goal of the distinguisher is thus to
decide whether O implements EK or G. If a particular relation R that defines
the acceptance region exists linking together inputs and outputs for a sufficient
number of values (this efficiently-computable relation outputs 0 if the link exists
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and 1 otherwise), the advantage of the non-adaptive distinguisher AdvNA
E (A)

will be non-negligible. Note also that this distinguisher must work for a large
part of the key space.

Algorithm 1. An n-limited generic non-adaptive distinguisher (NA)

Parameters: a complexity n, an acceptance set A(n)

Oracle: an oracle O implementing a permutation c

Compute some messages P = (P1, · · · , Pn)
Query C = (C1, · · · , Cn) = c(P1, · · · , Pn) to O
if C ∈ A(n) then

Output 1
else

Output 0
end if

This distinguisher is generic and includes the following cases: known plain-
texts distinguisher and chosen plaintexts distinguisher. In the second case, the
n inputs P = (P1, · · · , Pn) must be pre-defined according a particular filter h1

(independent from the key). By misuse of language, we use the notation h1(P) to
designate a plaintexts set “correctly” chosen, i.e. that verifies the requirements of
h1. The acceptance region A(n) could be seen as the necessary minimal number
of outputs in C that verify a particular relation R(h1(P),C). This relation must
be independent from the key or have a high probability to happen for a large
class of the keys. In this case, if a such relation R that happens with a certain
probability exists between the inputs and outputs sets h1(P) and C; then, the
advantage of the distinguisher could be non-negligible.

To illustrate how this notion applies to the existence of distinguishers for
block ciphers, consider EK as 3-round AES. Let h1(P) = {Pi}255i=0 be a set of
28 plaintexts that in one byte each has one of 28 possible values, and equal in
all other bytes (this defines h1); and C = {Ci}255i=0 denote the corresponding
ciphertexts, i.e. C = EK(P). Define Ci as a concatenation of 16 bytes i.e. Ci =

Ci,0||Ci,1|| . . . ||Ci,15. Define R(h1(P),C) as
⊕255

i=0 Ci,j for j = 0 . . . 15 for the

particular set C = EK(h1(P)) which outputs 1 (accept) if
⊕255

i=0 Ci,j = 0 for

j = 0 . . . 15 knowing that P = {Pi}255i=0 and that
⊕255

i=0 Pi,j = 0; and outputs 0
otherwise. Thus, for the case of EK , the probability that R(h1(P),C) outputs
1 (accept) is 1, while for the case of a random permutation G, the probability
is 2−l. Hence AdvNA-CPA

EK ,G (A) = 1 − 2−l >> ε where NA-CPA means non-
adaptive chosen plaintexts. And so, a distinguisher exists for 3-round AES. In
fact, this is the well known 3-round integral distinguisher.

As defined in [17], the super pseudo-random distinguisher (described in Alg. 2)
could be defined in a deterministic way because no upper bound on the compu-
tational capability of the distinguisher are supposed to be (the only limitation
is on the number of queries to the oracle).

In answer to the question posed in [12], we now define a natural extension of
the above described n-limited distinguishers, to capture the kind of distinguisher
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Algorithm 2. An n-limited generic adaptive distinguisher with chosen input
plaintexts or output ciphertexts

Parameters: functions g1, · · · , gn, a set A(n)

Oracle: an oracle O implementing permutations c and c−1

Select a fixed direction and message (B1, Z
0
1 ) = g1() and get Z1

1 = c(Z0
1 ) if B1 = 0

or Z1
1 = c−1(Z0

1 ) otherwise
Calculate a direction and a message (B2, Z

0
2 ) = g2(Z

1
1 ) and get Z1

2 = c(Z0
2 ) if B2 = 0

or Z1
2 = c−1(Z0

2 ) otherwise
...
Calculate a direction and a message (Bn, Z

0
n) = gn(Z

1
1 , · · · , Z

1
n−1) and get Z1

n =
c(Z0

n) if Bn = 0 or Z1
n = c−1(Z0

n) otherwise
if (Z1

1 , · · · , Z
1
n) ∈ A(n) then

Output 1
else

Output 0
end if

that interests us in this paper and in [12]: the non-adaptive chosen middletexts
one. This is shown in Alg. 3. The oracle processes the middletexts supplied by the
adversary moving in either/both directions towards plaintext and/or ciphertext
ends. This notion also intuitively captures the setting of known-key attacks [12]
since the oracle has the same kind of power to that of an adversary having
knowledge of the key.

Algorithm 3. An n-limited generic non-adaptive chosen middletexts distin-
guisher (NA-CMA)

Parameters: a complexity n, an acceptance set A(n)

Oracle: an oracle O implementing internal functions f1 (resp. f2) of permutation c

that process input middletexts to the plaintext (resp. ciphertext) end
Compute some middletexts M = (M1, · · · ,Mn)
Query P = (P1, · · · , Pn) = (f1(M1), · · · , f1(Mn)) and C = (C1, · · · , Cn) =
(f2(M1), · · · , f2(Mn)) to O
if (P,C) ∈ A(n) then

Output 1
else

Output 0
end if

To see how this notion properly captures the 7-round known-key distinguisher
for AES proposed by Knudsen and Rijmen [12], let EK be 7-round AES, with

no MixColumns in the last round. Let M = {Mi}2
56−1

i=0 denote the set of 256

intermediate texts at the output of round 3 of EK , that differ in seven bytes for
j = {0, 1, 2, 3, 5, 10, 15} and which have constant values in the remaining nine

bytes. Let P = {Pi}2
56−1

i=0 be a set of 256 plaintexts corresponding to the partial

❆♥♥❡①❡ ❆✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ♣r❡♠✐èr❡ ♣❛rt✐❡

✶✺✵



66 M. Minier, R.C.-W. Phan, and B. Pousse

decryption1 of M by 3 rounds in reverse thus P is the plaintext subset input to
EK . Note that P defined in this way by Knudsen and Rijmen is only computable
provided the round keys in rounds 1 to 3 are known to the adversary, or alterna-
tively the key K is known, or one assumes the adversary can start in the middle
by choosing the middletexts. This is not a problem since it is allowed by our no-

tion. Let C = {Ci}2
56−1

i=0 denote the corresponding ciphertexts, i.e. C = EK(P).
Define Ci as a concatenation of 16 bytes i.e. Ci = Ci,0||Ci,1|| . . . ||Ci,15. De-

fine R(P,C) = (
⊕256−1

i=0 Pi,j ,
⊕256−1

i=0 Ci,j) for j = 0 . . . 15 and which outputs

1 if
⊕256−1

i=0 Ci,j = 0 for j = 0 . . . 15 knowing that P = {Pi}2
56−1

i=0 and that
⊕256−1

i=0 Pi,j = 0; and outputs 0 otherwise. Thus, for the case of EK , the prob-
ability that R(P,C) outputs 1 (accept) is 1, while for the case of a random
permutation G, the probability is 2−l.

Hence AdvNA-CMA
EK ,G (A) = 1 − 2−l >> ε. And so, a chosen middletext (a.k.a.

known-key [12]) distinguisher exists for 7-round AES.
In the same way, the notion captures the 7-round distinguisher of [12] for a par-

ticular kind of Feistel cipher whose round function has the round key exclusive-
ORed to the round function input, followed by an arbitrary key-independent
transformation.

With this notion, we can also intuitively define security against the existence
of distinguishers in the conventional setting where the key is unknown, which
can be seen as a special case of NA-CMA.

Note here that it is apparent in the unknown-key setting that f1 and f2 are
public functions, since it can in no way be dependent on the key, otherwise,
the relation R(·, ·) becomes impossible to compute and thus verify. We defer the
more detailed discussion to subsection 2.3.

2.3 Discussion

Observe that for the conventional setting where the adversary has no knowledge
of the key K, it is intuitive that the distinguishing relation R operates on pub-
licly computable functions f1 and f2 of the ciphertext set, otherwise if f1 or f2
is dependent on K, the relation cannot be verified since K is assumed to be
unknown and must be uniformally distributed. Thus, the resultant notion be-
comes more meaningful and rules out trivial attacks where the adversary obtains
a non-negligible advantage but for which is not meaningful.

Consider if the functions f1 and f2 in the NA-CMA notion can be dependent
on K, and indeed why not since K is known to A. Then take EK to be infinitely
many rounds of the AES, i.e. the number of rounds r >> 7. Then an adversary
could still use the 7-round known-key distinguisher described in [12] as follows:
peel off any number of rounds since it knows the cipher key and thus round
keys to any round, and going backwards in reverse from the ciphertext end it
peels off round by round until the output of round 7, and checks that the 7-
round distinguisher covering the first 7 rounds is satisfied. Thus his advantage

1 Note that this partial decryption is computable by the adversary since it knows the
block cipher key K.
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AdvNA-CMA
EK ,G (A) is trivially non-negligible, although it is clear that we gain no

insight into the ciphers security nor insecurity.
Thus, considering known-key distinguishers is a stronger notion than the

conventional notion of unknown-key distinguishers, and so the inexistence of
known-key distinguishers implies the inexistence of unknown-key distinguishers.
Furthermore, it is hoped that this context might tell something about the secu-
rity margin of a cipher, i.e. if an unknown-key distinguisher exists for the cipher
up to s rounds, what is the most number of rounds t of the cipher for which is
covered by a distinguisher if the key is known to the adversary. For instance,
a distinguisher exists for the AES in the unknown-key setting up to 4 rounds
[8], while Knudsen and Rijmen showed that a distinguisher exists for AES in
the known-key context up to 7 rounds. This still allows some security margin
considering AES has at least 10 rounds. From this perspective, (in)existence
of known-key distinguishers can be viewed on the one hand as a certificational
strength/weakness of a cipher; and on the other hand one still desires to gain
some insight on the (in)security of a cipher from these known-key distinguishers.
One obvious aim is what can be learned about unknown-key distinguishers from
these known-key distinguishers.

Moreover, the only difference between the NA-CPA/NA-CCA and NA-
CMA settings is in the extra control afforded to the latter adversary who ef-
fectively can choose his plaintext subset based on knowledge of the key what is
really appreciable in the context of a meet in the middle attack. We can hence say
that existence of known-key distinguishers exhibits some potentially undesirable
structural property of the cipher, but which cannot be exploited in unknown-
key distinguishers for key-recovery attacks only in the fact that the adversary
is expected to not be able to choose the plaintext subset corresponding to the
known-key distinguisher since he does not know the key. For the case of the AES,
the adversary cannot turn the 7-round known-key distinguisher of Knudsen and
Rijmen into an unknown-key distinguisher because he does not know the rounds
keys for rounds 1 to 3.

Interestingly, this in some way relates to the motivation behind the design
of cipher key schedules that have known-roundkey security, i.e. knowledge of
one or more round keys does not lead to the knowledge of other round keys.
In this context, known-key distinguishers can potentially be exploited in actual
key-recovery attacks. Taking the 7-round AES as an example but where its key
schedule has known-roundkey security: if the adversary already knows the round
keys for rounds 1 to 3, and by design he still cannot obtain the other round
keys, nevertheless due to the existence of the 7-round known-key distinguisher,
he can use his knowledge of round keys 1 to 3 to choose a plaintext subset that
corresponds to the distinguisher, and with this distinguisher he can cover all the
rounds through to round 7. This can be turned into a key-recovery attack on
the round keys for rounds 4 to 7.

Relation to correlation intractability. In motivating the need for a notion
for known-key distinguishers, Knudsen and Rijmen discuss the related work of
Canetti et al. [1] that considered the notion of correlation intractability, that
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when applied to the context of block ciphers where the key is known to the
adversary, can be seen as follows: a correlation intractable cipher is one where
there exists no binary relation R between the plaintext and ciphertext that is
satisfied with non-negligible probability. Clearly, if the key is known, a relation
can always be found and thus a cipher cannot be correlation intractable. Yet,
this trivial case is ruled out from our NA-CMA notion because of the restriction
we put on R to be independent of the key. Indeed, Canetti et al.’s impossibility
example cannot apply in our notion, since they directly input the key to the
relation, while this is not allowed for our relation.

3 Known-Key Distinguishers for the Rijndael-b Block

Cipher with Large Blocks

We present in this Section known key distinguishers against the Rijndael-b block
cipher. Using particular new and old integral properties, the building distin-
guishers use really few middle-texts and have very low complexity.

In [13], L. Knudsen and D. Wagner analyze integral cryptanalysis as a dual to
differential attacks particularly applicable to block ciphers with bijective com-
ponents. A first-order integral cryptanalysis considers a particular collection of
m words in the plaintexts and ciphertexts that differ on a particular component.
The aim of this attack is thus to predict the values in the sums (i.e. the integral)
of the chosen words after a certain number of rounds of encryption. The same
authors also generalize this approach to higher-order integrals: the original set
to consider becomes a set of md vectors which differ in d components and where
the sum of this set is predictable after a certain number of rounds. The sum of
this set is called a dth-order integral.

We first introduce and extend the consistent notations proposed in [13] for
expressing word-oriented integral attacks. For a first order integral, we have:

• The symbol ‘C’ (for “Constant”) in the ith entry, means that the values of
all the ith words in the collection of texts are equal.
• The symbol ‘A’ (for “All”) means that all words in the collection of texts
are different.
• The symbol ‘?’ means that the sum of words can not be predicted.

For a dth order integral cryptanalysis:

• The symbol ‘Ad’ corresponds with the components that participate in a dth-
order integral, i.e. if a word can take m different values then Ad means that
in the integral, the particular word takes all values exactly md−1 times.
• The term ‘Ad

i ’ means that in the integral the string concatenation of all
words with subscript i take the md values exactly once.
• The symbol ‘(Ad

i )
k’ means that in the integral the string concatenation of

all words with subscript i take the md values exactly k times.
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3.1 Known Key Distinguisher for the AES

As mentioned in [12], we could build a 4-th order 4-round AES integral distin-
guisher considering that the last round does not contain a MixColumns opera-
tion. Then, and as shown in Fig. 1.a, all bytes of the ciphertexts are balanced
in the 4 rounds integral. Moreover, a backward 3-round property could be built
for three complete rounds as shown in Fig. 1.b.
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Fig. 1. a) The forward 4-round integral distinguisher with 232 texts. b) A backward
integral for three (full) rounds of AES with 232 texts.

By applying the inside-out concatenation technique with the two previous
properties, the authors of [12] could build a 7-round known key distinguisher (as
shown on Fig. 2) against the AES. One chooses a structure of 256 middle-texts:
it has 7 active bytes whereas the other bytes are constant. We thus have 224

sets of 232 middletexts that represent first 224 copies of the 4-round property
(of Fig. 1.a) and also 224 copies of the backward 3-round property (of Fig. 1.b).
Then, when someone starts in the middle of the cipher, one can compute integral
balanced property on both the reverse and forward directions.

A7 A7 A7 A7

A7 A7 A7 A7

A7 A7 A7 A7

A7 A7 A7 A7

3-round
←−

A7
0 C C C

A7
0 A7

0 C C

A7
0 C A7

0 C

A7
0 C C A7

0

4-round
−→

A7 A7 A7 A7

A7 A7 A7 A7

A7 A7 A7 A7

A7 A7 A7 A7

Fig. 2. The 7-round AES distinguisher with 256 middle-texts. The 7th round is without
MixColumns.

This known-key distinguisher simply records the frequencies in each byte of
the plaintexts and ciphertexts, checks whether the values in each byte of the
plaintexts and in each byte of the ciphertexts occur equally often. The time
complexity is similar to the time it takes to do 256 7-round AES encryptions and
the memory needed is small.

The authors of [12] introduce the k-sum problem (i.e. to find a collection of

k texts x1, · · · , xk such as
∑k

i=1 f(xi) = 0 for a given permutation f) with a
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running time of O(k2n/(1+log2 k)) to conjecture that for a randomly chosen 128-
bit permutation such a collection of texts with balanced properties could not be
easily (i.e. in a reasonable computational time) found with a large probability.
More precisely, the k-sum problem indicates with n = 128 and k = 256 a running
time of 258 operations ignoring small constants and memory. The k-sum problem
is the best known approach in this case but does not give the particular balanced
properties induced by the distinguisher. Thus, the authors conjecture that they
have found a known-key distinguisher for AES reduced to 7 rounds using 256

texts.

3.2 Rijndael-256

Thus, we have studied the same kind of properties for Rijndael-b. For the par-
ticular case of Rijndael-256, we have the two following forward and backward
integral properties described in Fig. 3 and in Fig. 5. Note that the integral prop-
erty of Fig. 3 could be extended by one round at the beginning using the method
described in Fig. 4. This property is the one described in [7].
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Fig. 3. 4-round 3th-order forward integral property of Rijndael-256 without the last
MixColumns operation

A
4
0 C C C C C C C

C A
4
0 C C C C C C

C C C A
4
0 C C C C

C C C C A
4
0 C C C

→

A
4
0 C C C C C C C

A
4
0 C C C C C C C

A
4
0 C C C C C C C

A
4
0 C C C C C C C

Fig. 4. Extension of a 4th order integral property by one round at the beginning for
Rijndael-256

Using those two properties and the corresponding extension, we could build
a 8-round known key distinguisher shown in Fig. 6. The process is exactly the
same than the one described in 3.1 and the time complexity is similar to the time
it takes to do 240 8-round Rijndael-256 encryptions and the memory needed is
small. If we also use the k-sum problem to estimate the corresponding time
to find a k-sum for a 256-bit permutation with n = 256 − 64 and k = 240, the
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Fig. 5. The 2th-order backward 3-round integral property of Rijndael-256

corresponding complexity is around 244 operations ignoring small constants and
memory. Thus, we conjecture that we have found a known-key distinguisher for
Rijndael-256 reduced to 8 rounds using 240 middle-texts.
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Fig. 6. The 8-round Rijndael-256 known-key distinguisher with 240 middle-texts. The
8th round is without MixColumns.

3.3 Rijndael-224

Similarly, we found a 2th-order 4-round forward integral property for Rijndael-
224 as shown in figure 7. We have found 42 2th-order integral properties (essen-
tially the shifted ones). As previously done, this 2th-order four-round property
could be extended by one round at the beginning using a 8th-order integral (con-
sidering that it represents 248 copies of the 2th-order four-round integral). We
also have found the backward 3-round 2-th order integral property for Rijndael-
224 shown in Fig. 8.

Using those two properties and the corresponding extension, we could build
a 8-round known key distinguisher shown in Fig. 9. The process is exactly the
same than the one described in 3.1 and the time complexity is similar to the time
it takes to do 272 8-round Rijndael-224 encryptions and the memory needed is
small. If we also use the k-sum problem to estimate the corresponding time to
find a k-sum for a 224-bit permutation with n = 224 − 128 and k = 272, the
corresponding complexity is around 273.8 operations ignoring small constants
and memory. Thus, we conjecture that we have found a known-key distinguisher
for Rijndael-224 reduced to 8 rounds using 272 middle-texts.
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3.4 Rijndael-192

In the same way, we have found a 3th-order forward 4-round integral property
for Rijndael-192 as shown in Fig. 10. We have found 42 3th-order integral prop-
erties (essentially the shifted ones). We also have found the backward 2-th order
integral property for Rijndael-224 shown in Fig. 11.

Using those two properties and the corresponding extension, we could build
a 7-round known key distinguisher shown in Fig. 12. The process is exactly the
same than the one described in 3.1 and the time complexity is similar to the time
it takes to do 232 7-round Rijndael-192 encryptions and the memory needed is
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Fig. 10. The 3th-order 4-round forward integral property of Rijndael-192 (the last
MixColumns is omitted)
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Fig. 12. The 7-round Rijndael-192 distinguisher with 232 middle-texts. The 7th round
is without MixColumns.

small. If we also use the k-sum problem to estimate the corresponding time to
find a k-sum for a 192-bit permutation with n = 192 − 96 and k = 232, the
corresponding complexity is around 235.9 operations ignoring small constants
and memory. Thus, we conjecture that we have found a known-key distinguisher
for Rijndael-192 reduced to 7 rounds using 232 middle-texts.

3.5 Rijndael-160

We also have found a 3th-order 4-round integral property for Rijndael-160 as
shown in Fig. 13. We have found 42 3th-order integral properties (essentially the
shifted ones). We also have found the backward 3-th order backward integral
property for Rijndael-160 shown in Fig. 14.

Using those two backward and forward properties, we could build a 7-round
known key distinguisher shown in Fig. 15. The process is exactly the same than
the one described in 3.1 and the time complexity is similar to the time it takes to
do 240 7-round Rijndael-160 encryptions and the memory needed is small. If we
also use the k-sum problem to estimate the corresponding time to find a k-sum
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Fig. 13. 3th order 4-round forward integral property of Rijndael-160 (the last round
is without MixColumns)
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Fig. 15. The 7-round Rijndael-160 distinguisher with 240 middle-texts. The 7th round
is without MixColumns.

Table 2. Summary of known-key distinguishers on Rijndael-b. CM means Chosen
Middle-texts.

Cipher nb Key Data Time Memory Source
rounds sizes Complexity

AES 7 (all) 256 CM 256 small [12]

Rijndael-256 8 (all) 240 CM 240 small this paper

Rijndael-224 8 (all) 272 CM 272 small this paper

Rijndael-192 7 (all) 232 CM 232 small this paper

Rijndael-160 7 (all) 240 CM 240 small this paper
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for a 160-bit permutation with n = 160 − 32 and k = 240, the corresponding
complexity is around 243 operations ignoring small constants and memory. Thus,
we conjecture that we have found a known-key distinguisher for Rijndael-192
reduced to 7 rounds using 240 middle-texts.

4 Conclusion

In this paper, we have shown how to build known-key distinguisher against the
various versions of Rijndael-b using essentially particular new dth-order integral
properties in forward and backward sense. Table 2 sums up the results presented
in this paper.

Note that we have used as done in [12] the k-sum problem to estimate the
corresponding complexity to build such distinguishers for random permutations.
This model is less pertinent in our case because we need to estimate such a
problem for random functions and no more for random permutations. Thus, we
however think that the corresponding complexity is around to be the same even
if this stays as an open problem.
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The GLUON family: a lightweight Hash function

family based on FCSRs

Abstract. Since the beginning of the SHA3 competition, the crypto-
graphic community has seen the emergence of a new kind of primitives:
the lightweight cryptographic hash functions. At the time writing this
article, two representatives of this category have been published: Quark

[7] and PHOTON [18] designed to match RFID constraints.
In this paper, we propose a third representative of this category which
is called GLUON. It is based on the sponge construction model [11]
as Quark and PHOTON and inspired by two stream ciphers F-FCSR-v3
[4] and X-FCSR-v2 [10]. From the generic definition of our lightweight
hash function, we derive three different instances according the required
security level that must be reached.
For example, our lightest instance (GLUON-128/8) dedicated to 64-bit
security level fits in 2071 gate-equivalents which stays competitive when
compared with the parallel implementation of U-Quark. The software
performances are good for GLUON-224/32, our heaviest instance.
Keywords: lightweight hash function, FCSRs, sponge functions.

Introduction

The last five years have seen the emergence of new challenging tasks that consist
in designing lightweight primitives dedicated to very constrained environments
such as sensors or RFID tags. Among those proposals, many block ciphers such
as PRESENT [13], HIGH [20], mCrypton [23] or KATAN & KTANTAN [15] have
been specially designed to fit with a very compact hardware implementation.

The same kind of works concerning lightweight hash functions has just been
initiated with two existing standalone proposals: Quark [7] and PHOTON [18]
both based on sponge constructions [11]. The need for such proposals comes
first from the embedded system community (RFID and sensor) and second from
the lack of lightweight SHA3 finalists [26]. Indeed, all the SHA3 finalists requires
more than 12000 GE for a 128-bit security level. Some previous proposals such
as SQUASH [29] or ARMADILLO [8] have been done but show their respec-
tive weaknesses [28, 1]. The first step in the design of lightweight hash function
dates from the use of the block cipher PRESENT in the Davies-Meyer mode
of operation. However, and as already noticed in [7, 18], sponge constructions
allow a better ratio between internal state size and security level, better than
for traditional modes of operations even if hashing small messages is not really
efficient due to the squeezing step.

Following the recent proposals for lightweight hash functions taking their
name from small particles1, we propose a new lightweight hash function family

1 see: http://www.131002.net/data/talks/quarks_rump.pdf
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called GLUON based on a sponge construction. This new family is based on
a particular Feedback with Carry Shift Register (FCSR), elementary building
block well studied during the two last decades. Even if the hardware size of such
a primitive is a little bit heavier than the basic building blocks used in Quark

and PHOTON, we think that the well-known design principles of FCSRs could be
considered as a strength of our proposed design.

This paper is organized as follows: in Section 1, we recall the definitions of
sponge constructions and of word ring FCSRs. In Section 2, we describe the
underlying function that composes the sponge construction based on a word
ring FCSR. In Section 3, we give some insights about our chosen design whereas
in Section 4 we sum up all the security observations we made concerning the f
function. In Section 5, we provide performance results for hardware and software
implementations. Finally, Section 6 concludes this paper.

1 Background

1.1 Sponge constructions

Sponge constructions have been proposed by Bertoni et al. in [11] as a new way
of building hash functions from a fixed function or a fixed permutation. A sponge
construction as defined in Fig. 1 has a rate r which corresponds with the block
length, a capacity cp and an output length N . The width of its internal state b
is defined as r + cp that must be greater than N .

Fig. 1. The sponge construction.

Given an initial state, the sponge construction processes a message M of
length |M | = log2r (M) as follows:
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1. Initialization: The message is padded by appending a ’1’ bit and sufficiently
many zeros to reach a length multiple of r.

2. Absorbing phase: The r-bit message blocks are xored into r bits of the
state interleaved with applications of the function f .

3. Squeezing phase: Some r bits of the state are returned as output, inter-
leaved with applications of the function f , until N bits are returned.

1.2 FCSR automata in word ring representation

Usually speaking, a FCSR as defined in [17, 22] consists of a binary main register
and of a carry register but contrary to LFSRs the performed operations are no
more xors over F2 but additions with carry in the set of 2-adic integers Z2 (i.e.
the set of power series:

∑∞
i=0 si2

i, si ∈ {0, 1}). Each cell of the main register
produces a sequence S = (sn)n∈N that is eventually periodic if and only if there
exist two numbers p and q in Z, q odd, such that s = p/q. This sequence is
strictly periodic if and only if pq ≤ 0 and |p| ≤ |q|. The period of S is the
order of 2 modulo q, i.e., the smallest integer P such that 2P ≡ 1 (mod q). The
period satisfies P ≤ |q| − 1. If q is prime and if P = |q| − 1, the sequence S
is called an ℓ-sequence. ℓ-sequences have many proved properties that could be
compared to the ones of m-sequences: known period, good statistical properties,
fast generation, etc.

F. Arnault et al. have studied in [4] and in [10] efficient hardware and software
FCSRs using matrix representations. They show the following results:

Definition 1. A (diversified or ring) FCSR is an automaton composed of a
main shift register of n binary cells m = (m0, . . . ,mn−1), and a carry register
of n integer cells c = (c0, . . . , cn−1). It is updated using the following relations:

{

m(t+ 1) = Tm(t) + c(t) mod 2
c(t+ 1) = Tm(t) + c(t) ÷ 2

(1)

where T is a n×n matrix with coefficients 0 or 1 in Z, called transition matrix.

Note that ÷2 is the traditional expression: X ÷ 2 = X−(X mod 2)
2 .

They also prove the following property:

Theorem 1 ([4] Theorem 1). The series Mi(t) observed in the cells of the
main register are 2-adic expansion of pi/q with pi ∈ Z and with q = det(I−2T ).

The T transition matrix completely defines the ring FCSR as shown in The-
orem 1. Moreover and as shown in [4], ring FCSRs have better hardware im-
plementations than classical Galois or Fibonacci FCSRs. They also improve the
diffusion of differences because these diffusions could be computed as the diam-
eter d of the graph associated to the transition matrix T . Typically this value is
close to n/4 instead of n in the Galois or Fibonacci cases.

In [10], Berger et al. describe word ring FCSRs that are efficient both in
hardware and in software. Those FCSRs are completely determined by the choice
of the matrix T . Contrary to ring FCSRs, word ring FCSRs act on words of size
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r bits depending on the targeted architecture. Classically, r could be equal to
8, 16, 32 or 64 bits. Then, in the generic description of a word ring FCSR, the
associated matrix T is defined on r-bit words. The main register of this kind of
FCSR could thus be represented as w r-bit words m0, · · · ,mw−1 with feedback
words c0, · · · , cw−1. The deduced T matrix is of size w × w. For example, the
following T matrix represents a word ring FCSR acting on r = 8 bits words:

T =













0 I 0 SL3 0
0 0 I 0 SR2

0 0 SL1 I 0
SR3 0 0 0 I

I 0 0 0 0













where I is the r × r identity matrix, the SLa operation is the left shift at
8-bit level by a bits, SRb is the right shift operation at 8-bit level by b bits (two
other operations could also be used: RLd, the rotation on the left by d bits and
RRe, the rotation on the right by e bits).

This matrix defines the associated word ring FCSR described in Figure 2
with n = 40 and r = 8.

88
m4 m3

8
m2

8
m1

8
m0

≪ 3

≪ 1

≫ 3

≫ 2

Fig. 2. A FCSR with efficient software design

The corresponding q value could be directly computed using the formula
given in Theorem 1 and is equal to −1497813390989. This number is prime and
has a maximal order. Thus the corresponding FCSR produces ℓ-sequences, and
is not only efficient in software due to the word oriented structure, it is also
efficient in hardware (here only 24 binary additions are required) because the
intrinsic word ring nature of this FCSR representation limits the number of
required gates.

2 Description of the GLUON Hash family

The GLUON family is based on a sponge construction where the f function
calls a filtered FCSR. The filtered FCSR is directly inspired from the F-FCSR-
v3 hardware stream cipher [4] and by the X-FCSR-v2 software stream cipher
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[10]. All the proposed instances of the GLUON family varies according the
version but all versions are based on “ring-word FCSRs” to be efficient not only
in hardware but also in software. The general structure of the GLUON family
is described on Fig. 3. The elementary building blocks are the following ones:

– The content of the word ring FCSR of size w is denoted m(t) = (m0(t), · · · ,
mw−1(t)) for the main register where w is the length in words of the consid-
ered FCSR and c(t) = (c0(t), · · · , cw−1(t)) for the carry register with a active
memories (i.e. a internal feedbacks). The FCSR is defined by its associated
matrix T as seen in the previous section.

– A filter FI is also defined to filter the content of the main register m(t). It
is xor-linear to break the 2-adic structure of the automaton. As done in [4],
it consists in xoring together some shifted version of the words of the main
register that have active carries. More precisely, let F = {mf0 , · · · ,mfℓ−1

}
be the set of all the words mi that have a feedback. Then, r bits of output
are: ∀ 0 ≤ i < r, FI =

⊕

j≡i mod r(mfj )<<<k with k a value in the set
[−r/2,+r/2]. This linear filter is only used at the end of the computation of
the function to extract the output from the state of the FCSR.

mw−1 ... ... ... ... ... ... m0

out out

Linear filter FI

Fig. 3. General view of the f function of the GLUON family.

The size of the input/output of f is b = (w − 1) × r (instead of w × r as
expected because a particular word (the word w− 1) of the main register is not
used as input of the function).

2.1 Details of the f function

f processes a b-bit input in three steps:

Initialization: For an input s = (s0, · · · , sb−1), f initializes its internal state
as follows:
– The w−1 first words of m are initialized with the (w−1)× r input bits.
– The last word of m is initialized with the all-one string of length r.
– The carry register c is initialized with the all-zero string.

State Update: From the internal state (m(t), c(t)), the FCSR is clocked d+ 4
times using its internal transition function:

m(t+ 1) = Tm(t) + c(t) mod 2

c(t+ 1) = Tm(t) + c(t)÷ 2
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Computation of the output: The FCSR is then clocked w−1 times. At each
iteration, a r-bit word is extracted with the linear filter F in order to obtain
the (w − 1)× r bits of output.

2.2 The sponge construction deduced from the f function

The rate of the associated sponge construction is r, its capacity is cp = (w−2)×r.
The size of f is b = r+ cp. Let us now analyze in few words how this f function
fits in the sponge model. The external part of the f function is composed of the
first r-bit word of the input whereas the internal part consists of the following
(w − 2) r-bit words of the input. In other words, during the absorbing steps, at
each call of f , a message word pi of length r bits is xored with the first r-bit
word of the FCSR main register. Then, this first r-bit word is output when the
squeezing step begins.

2.3 Proposed instances

As done forQuark and PHOTON, we propose 3 different instances of ourGLUON

family functions that we will denote GLUON-N/r (the same that for Quark).

– 64-bit security level: r = 8, c = 128, b = 136, N = 128 leading to an
FCSR composed of 18 8-bit words and with about 70 carries. The complete
description of the Matrix T and of the filter FI is given in Appendix A.

– 80-bit security level: r = 16, c = 160, b = 176, N = 160 leading to an
FCSR composed of 12 16-bit words and with about 90 carries. The complete
description of the Matrix T and of the filter FI is given in Appendix B.

– 112-bit security level: r = 32, c = 224, b = 256, N = 224 leading to an
FCSR composed of 9 32-bit words and with about 130 carries. The complete
description of the Matrix T and of the filter FI is given in Appendix C.

As done for PHOTON, we could also add some other instances with as pos-
sible output sizes 80 and 256. In those cases, the corresponding r values are
respectively 8 and 32.

3 Design Rationale

3.1 Flat Sponge Claim

Sponge construction is a recent model for iterated hash functions and random
number generation developed in [11] and in [12]. The general security claim
is done in the indifferentiability framework introduced by Maurer, Renner and
Holenstein [24]. In [11], the authors prove that the success probability of differ-
entiating a sponge construction calling a random permutation or transformation
from a random oracle is upper bounded by 1 − exp(−Q22−(c+1)) with Q the
number of calls to f or its inverse when possible.
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From this particular bound, the authors of [11] deduce a simplification of the
proof model which considers from the previous result only the worst-case success
probability. This simplification called the flat sponge claim makes the security
of a concrete function seen as a random sponge depend on the capacity of the
random sponge. More precisely, the collision resistance of a sponge construction
under the flat sponge claim is 2min(cp,n)/2, the (second) preimage resistance is
2min(cp/2,n).

Thus, we design our function using this flat sponge argument which allows
to minimize the internal state (looking at the indifferentiability in the random
oracle model) of the used function when compared with other traditional hash
constructions such as the Merkle-Damg̊ard one for example. In fact, sponge
constructions lead to achieve the highest security level that could be obtained
for a hash construction.

3.2 Choice of the f function

As already mentioned for the hash function Quark [7], the design choice of f
comes from this simple idea: from a stream cipher with an internal state of size
n, one can construct a function from {0, 1}b into itself as follows:

– The b-bit input is padded to an initial state of size n bits,
– The stream cipher is initialized as usual,
– The first b output bits compose the output of the f function.

Under the hypothesis that the stream-cipher is “perfect”, the f function
looks like a random function. In other words, finding a bias in the function f is
equivalent to find a weakness of the stream-cipher.

F-FCSR-v3 and X-FCSR-v2. We have based our f design on a mix between
two FCSR based stream ciphers which are F-FCSR-v3 [4] and X-FCSR-v2 [10].
The first one is dedicated to hardware and uses a linear filter as done here
whereas the second one introduces the word ring oriented structure of an FCSR
which is efficient both in hardware and in software. This kind of automata is the
building block of our f design.

Since the first proposal of a stream cipher based on an FCSR in 2005 in [2],
the security of such designs has been carefully studied through the eStream call
for stream ciphers [27]. One of the first proposals called F-FCSR-v2 based on a
Galois FCSR was however successfully attacked by M. Hell and T. Johansson in
2008 in [19]. This attack exploits a particular dependence between the feedback
bit and all the carry bits. This attack is also efficient against the first version
of X-FCSR (X-FCSR-v1) as shown in [30]. Those particular attacks lead to the
modification of the original proposals into the new versions F-FCSR-v3 and X-
FCSR-v2 based on new matrix representations of the FCSR leading to discard
the two previous attacks as detailed in Section 4. Since their publications, two
years ago, no attack has been exhibited against the two new stream ciphers
which are based on strong security arguments. This leads to have a relative level
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of confidence concerning those two particular primitives, particularly if we look
at the absence of existing distinguishers against the building blocks.

Moreover, those designs are simple and relatively efficient both in software
and hardware. Thus, these simple arguments concerning the efficiency of F-
FCSR-v3 and of X-FCSR-v2 and the security level claimed lead to naturally
consider them as possible instance for a compression function in the sponge
model.

Quality of the f function. The good statistical properties (period, balanced
sequences and so on) of the underlying building blocks come from the 2-adic
properties and are equivalent over Z2 to the ones of LFSRs over F2. We will see
now how the design choices made here are efficient to prevent classical attacks.

First, the number of clocks in f is d+4 to ensure a complete diffusion of the
message block into all the words of the FCSR. Even if a difference is introduced
in the message block, this difference will influence all the output blocks. This is
due to the diameter definition which clearly improves the diffusion speed in a
word ring representation. In other words, the diffusion is complete after d + 4
clocks.

Let us consider an FCSR with connection integer q which produces ℓ-sequences,
i.e. such that the order of 2 modulo q is P = |q|−1. After a few iterations from an
initial state, the automaton is in a periodic sequence of states of length P . The
average number of required iterations to be in such a state is experimentally less
than log2(n), where n is the size of the main register (see [5] for more details).
Thus, during the application of f such states are always reach because for all our
cases log2(n) < d. Those particular periodic states are all on a (the) main cycle
of size P , generally this value is close to n (equal to (w+1)r in our design). This
leads to consider a function f which is really close to a permutation from {0, 1}b
into itself because the surjective part of the construction is really limited once
the function f acts on the main cycle. In other words, we exploit here the fact
that the transition function of an FCSR becomes a permutation on its periodic
states.

So, our f function could be considered as an application from {0, 1}b into the
set of periodic states, i.e. into a set of size {0, 1}n that has a behavior close to
a permutation leading to a very low collision probability. Indeed, each possible
input value conducts to a particular part of the main cycle. The entering function
is thus a quasi-permutation on its cycles with a very small loose of entropy. As
soon as the main cycle is reached, f does not anymore loose entropy even after
several iterations. The entropy lost that could be considered here comes from
the extraction step. Thus, in summary, the design of f prevents any entropy loss
as for a true random function.

However, the generic word ring FCSR structure brings with it a particular
problem: there is on the graph representation of the FCSR two particular fixed
points which are the all-zero point and the all-one point. Thus, to prevent attacks
producing collisions on two different messagesM andM ′ which differ on a certain
number of all-zero blocks at the beginning (i.e. M = 0||0||m0 and M ′ = 0||m0
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for example which lead to the same output results), we introduce the all-one bit
constant in a word of the main register to avoid the all-zero point. The all-one
point is discarded by the initialization of the carry register to the all-zero word
at each f application. This state can never be reached by design.

4 Security Analysis

As already explained in Section 3.1, the resistance of the construction against
classical hash function attacks ((second) preimage attack, collision attack) is
proved in the sponge model. So the bounds for the different attacks are the ones
given in Section 3.1. We discussed here the resistance of the f function against
traditional attacks that target the underlying function f itself.

Cube attacks and Cube testers. Recently, new kind of attacks called “Cube
attacks” have appeared (the most recent reference in this area is [6]). Those
attacks could be efficient as soon as “Cube testers” show their efficiency in
simplifying a part of the ANF of a function. Thus, those attacks could be applied
against functions which have particular weaknesses in their algebraic structure.
As shown in [9] for the case of a Galois FCSR, such a particular structure (with
a low degree component) does not exist in a Galois FCSR. This is the same
thing for a word ring FCSR and thus for the f function chosen here. Indeed, for
example with a Galois FCSR of size 16 after 7 clocks, the number of monomials in
the output algebraic equations is 125420 with a degree of at least 10 considering
only the variables of the main register as unknowns. The number of monomials
of the obtained system becomes huge with a high degree as mentioned in [9]. It
discards the potential use of cube testers and renders cube attacks harmless.

The Hell and Johansson attack: LFSRization of the FCSR. As noticed
in [4], recent attacks against FCSRs and F-FCSRs described in [19] and [16]
are discarded by the use of ring FCSRs as done in [4] and the use of word
ring FCSRs in [10]. More precisely, the attack of [19, 30] against F-FCSR using
Galois representation exploits the control of the feedback bit over all the other
feedbacks. This relation is no more true in the case of a ring FCSR: the linear
behavior is observed with probability about 2−t during t clocks for a Galois
FCSR whereas it becomes 2−t·k for k feedbacks for a ring or a word ring FCSR.
The attack presented in [16] is also discarded because it only concerns stream
ciphers where the underlying building block is a Fibonacci FCSR which is not
the case here.

Concerning other potential linear attacks, as in the case of stream ciphers, the
correlation and fast correlation attacks have been proven difficult to mount in [3,
4] due to the inherent non-linearity of all kind of possible FCSRs, we conjecture
that due to the design of the f function the same arguments could be used to
discard the existence of linear relations for this function.
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Differential attacks. Differential attacks stay a very powerful tool to find
inner collisions in compression functions as shown with MD5 and SHA-1 [31].
The main idea relies on the non-ideal behavior of difference propagations through
the compression function.

The resistance of F-FCSR stream ciphers against differential attacks have
been proven after some changes in F-FCSR-H v2 due to a slow diffusion of
differences presented in [21]. More precisely, in [21], the authors show that a
difference introduced in some cell of the FCSR automaton remains localized as
long as this difference does not reach the feedback end of the register. From this
remark, they deduce an attack on the IV process of F-FCSR-H v1. Thus, in [3],
The designers prevent this attack from happening by redesigning the IV setup
and increasing the number of initial clocks to be sure that a sufficient diffusion
of differences occurs.

In the new ring and word ring design, the diffusion criterion allows to de-
termine a minimal value (that corresponds with the diameter of the graph d)
from which a sufficient diffusion level occurs. This is why, the number of clocks
of the f function is d + 4: we are sure that a minimal diffusion (in general and
for differences in particular) is reached.

Slide distinguishers. As mentioned in Section 3.2, slide distinguishers could
be built on the two particular fix points of the graph of an FCSR which are the
all-zero point transformed into itself and the all-one point also transformed into
itself. The all-one point could not be reached for f when used inside the sponge
construction due to the way the sponge construction builds its internal states.
However, the all-zero point could be reached for f if a particular initial value is
not given to a particular word of the main register of the FCSR. This is why,
to discard slide distinguishers that make use of block messages equal to zero, a
particular word of the main register is initialized to the all-one point.

In conclusion, we could say that since the beginning of FCSR study in the
cryptographic context 6 years ago, all the original awkwardnesses leading to
conventional attacks or to more tricky attacks have been discarded along the
design process. This is why, we think that cryptanalyzing ring FCSRs passes
through creating new attacks exploiting really original sorts of relations that are
no more linear, differential or algebraic.

5 Performances

This section details our experimental results. We describe the tools used and
compare our results to previous works.

5.1 Hardware performances

This section reports our hardware implementation of the GLUON instances.
For simulation, we used the ModelSim PE simulator [25], version 10,0a. For
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synthesis, we used the ASIC synthetisor Cadence RTL version RC10.1.101 (32-
bits version) [14].

We implemented the three variants detailed in Section 2.3. In our design, we
load the FCSR main register M in parallel, not serially, which means that we
use a little more gates, but gain in efficiency. Moreover, the output of the filter
is directly loaded into M in order to avoid storing information in the filter and
copy it later. Another optimization we made was, in the FCSR, to avoid storing
bits that always worth ’0’ because values are shifted.

Results are reported in Table 1. As we can see, our proposals compete well
in terms of area requirements compared to the QUARK proposals since they
are 13.4% smaller for the 64-bits version and similar for the 80-bits and 112-bits
versions. We did not include power consumption because the power consumption
strongly depends on the technology used and cannot be compared between differ-
ent technologies in a fair manner. In addition, simulated power results strongly
depend on the simulation method used, and the effort spent.

Hash function Security Block Area Lat. Thr.
Pre. Coll. [bits] [GE] [cycles] kbps

GLUON-64 128 64 8 2071 62

GLUON-80 160 80 16 2799.3 46

GLUON-112 224 112 32 4724 51

U-QUARK×8 128 64 8 2392 68 11.76

D-QUARK×8 160 80 16 2819 88 18.18

S-QUARK×16 224 112 32 4640 64 50.00
Table 1. Compared hardware performances of GLUON with previous works

5.2 Software performances

This section reports our software implementations. Table 2 gives the software
performances we obtained on the variants detailed in Section 2.3. The processor
used for the benchmarks is an Intel Core 2 Duo clocked at 2.66 GHz. Note that
our implementation is not optimzed for a particular processor, e.g. it is not
optimized for running on a 64-bits processor. Results are good but difficult to
compare to the 8k, 30k and 22k cycles per byte of U-QUARK, D-QUARK and
S-QUARK benchmarked in [18].

GLUON-64 GLUON-80 GLUON-112

7162 1970 446
Table 2. Software performances in cycles per byte of the GLUON variants for long
messages
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6 Conclusion

After the lightweight hash proposalsQuark and PHOTON, the family of lightweight
particles expands with the GLUON family and three particular instances .
GLUON-128/8, GLUON-160/16 and GLUON-224/32. Even if the software
and hardware performances of GLUON are worst than the ones of PHOTON,
there are comparable when targeting hardware to the parallelized versions of
Quark. We think that our design is relevant and of real interest because the
basic building blocks have been well-studied since twenty years.

We do not develop here (as done for PHOTON) the case where the squeezing
step is reduced and produces more output blocks at each step. An initial study
concerning this aspect shows that we could transform GLUON-128/8 into a
more challenging version fitting with the requirements of such a modified version.
The idea is to directly output, during the squeezing step, one 8-bit word at each
clock without waiting for d+ 4 clocks and without changing the input of the f
function at each f call. Of course, due to its simplicity, this version is more risky
but the reached security level could be compared to the one of F-FCSR-v3.
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A Matrix T and FI function for the 64-bit security level

GLUON version

A.1 Matrix T

Parameters: w = 18 blocks of r = 8 bits. The value of q is equal to:

−22902874254594039368339911884338634654967949

> SL;

[0 1 0 0 0 0 0 0]

[0 0 1 0 0 0 0 0]

[0 0 0 1 0 0 0 0]

[0 0 0 0 1 0 0 0]

[0 0 0 0 0 1 0 0]

[0 0 0 0 0 0 1 0]

[0 0 0 0 0 0 0 1]

[0 0 0 0 0 0 0 0]

> SR;

[0 0 0 0 0 0 0 0]

[1 0 0 0 0 0 0 0]

[0 1 0 0 0 0 0 0]

[0 0 1 0 0 0 0 0]

[0 0 0 1 0 0 0 0]

[0 0 0 0 1 0 0 0]

[0 0 0 0 0 1 0 0]

[0 0 0 0 0 0 1 0]

T =

































































0 I 0 0 0 0 0 0 0 0 0 0 SR3 0 0 0 0 0
0 0 I 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 I 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 I 0 0 0 0 0 0 0 0 0 0 SL6 0 0
0 0 0 0 0 I 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 I 0 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 I 0 0 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 I 0 0 SR3 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 I 0 0 0 0 SR3 0 0 0
0 0 0 0 0 0 0 0 0 0 I 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 SL I 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 I 0 0 0 0 0
0 0 0 SL6 0 0 0 0 0 0 0 0 0 I 0 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 I 0 0 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 I 0 0
0 0 0 0 0 0 0 0 SL3 0 0 0 0 0 0 0 I 0
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 I
I SR6 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

































































m(t) = (m0(t), · · · ,m17(t))
T and m(t+ 1) = Tm(t)

8-bit words with carries: m0, m3, m7, m8, m10, m12, m15, m17. The diameter
d is equal to 44.
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A.2 Filter FI

FI(m(t)) = (m0(t)⊕ (m3(t)>>>4)) ⊕
(m7(t)⊕ (m8(t)<<<2))>>>5 ⊕
(m10(t)⊕ (m12(t)>>>3))<<<1 ⊕
(m15(t)⊕ (m17(t)>>>5))<<<4

B Matrix T and FI function for the 80-bit security level

GLUON version

B.1 Matrix T

Parameters: w = 12 blocks of r = 16 bits. The value of q is equal to:

−11961846917513470789133497474453504179916212935686165110773

T =









































0 I 0 0 0 0 0 0 0 0 SL12 0
0 0 I 0 0 0 0 0 0 0 0 0
0 0 0 I SR 0 0 0 0 0 0 0
0 0 0 0 I 0 0 0 SR6 0 0 0
0 0 0 0 0 I 0 0 0 0 0 0
0 I 0 0 0 0 I 0 0 0 0 0

SR6 0 0 0 0 0 0 I 0 0 0 0
0 0 0 0 0 0 0 0 I 0 0 0
0 0 0 SL10 0 0 0 0 0 I 0 0
0 0 0 0 0 0 0 0 0 0 I 0
0 0 0 0 0 0 0 0 0 0 0 I
I 0 SL11 0 0 0 0 0 0 0 0 0









































16-bit words with carries: m0, m2, m3, m6, m8, m11. The diameter d is equal
to 34.

B.2 Filter FI

F (m) = (m0(t)⊕ (m2(t)>>>3)) ⊕
(m3(t)⊕ (m6(t)<<<5))>>>7 ⊕
(m8(t)⊕ (m11(t)>>>2))>>>2
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C Matrix T and FI function for the 112-bit security

level GLUON version

C.1 Matrix T

Parameters: w = 9 blocks of r = 32 bits. The value of q is equal to:

−42288419239352779381136581495386884385959973
56223832672089412465139266477362728972043613

T =





























SR12 I 0 0 0 0 0 0 0
0 0 I 0 0 0 0 0 0
0 0 0 I 0 0 0 0 0
0 0 0 0 I 0 SR9 0 0
0 0 0 0 0 I 0 0 0
0 0 0 0 0 0 I SR7 0
0 0 0 SL7 0 0 0 I 0
0 0 0 0 0 0 0 0 I
I 0 SL6 0 0 0 0 0 0





























32-bit words with carries: m0, m3, m5, m6, m8. The diameter d is equal to
42.

C.2 Filter FI

F (m) = (m0(t)⊕ (m3(t)>>>15)) ⊕
(m5(t)⊕ (m6(t)<<<8))>>>3 ⊕ m8(t)>>>13
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Abstract. In ambient environments, new security challenges that are
not adequately addressed by existing security models appear. In such
context, intelligent communication devices participate to spontaneous
and self-organized networks where unexpected interactions with un-
known devices took place. Without centralized organization, security
turns in a risk management problem.
In this paper we propose and analyze a computational model of trust
that captures trust dynamics of the human society. In our model, past
experiences and recommendations are aggregated in the notion of his-

tory of past interactions which are protected by cryptographic material.
To avoid the trust dissemination, each entity is viewed as an autonomous
device and a trust level is computed based only upon selfish evaluation
of common trustworthy nodes. Our proposal reduces the complexity of
the decision-making process by providing proved data that can be the
foundation of the final decision. The proposed trust model is described
together with an overview of the cryptographic protocol and its security
analysis. The trust function is analyzed through intensive simulations
depending on the impact of the chosen parameters of the trust evalua-
tion and on the dynamics of the studied groups.
Keywords: trust management framework, cryptographic protocol, Identity-
based cryptosystems.

1 Introduction

Nowadays, the smart devices such as mobile phones, personal digital assistants
and the like, act in a more and more ubiquitous environment. Their wireless
communications capabilities grow up very quickly like their computing capaci-
ties. New types of services come out from dynamic groups of objects which can
act together cooperatively facing various interaction contexts.

Smart communications objects belong to group with long term relations of
size scaling from very few (objects belonging to unique person), to hundred of
devices. Those objects hosted by people are organized in a social group with
common rules. Those communication devices participate to spontaneous and
self-organized networks with encountered other mobiles devices and with an
always more and more intelligent environment. Contexts of interaction range

✶✽✸



2 Samuel Galice, Marine Minier, and Stéphane Ubéda

from access to authenticated servers or to unexpected interactions with un-
known devices.

Such an environment introduces new security challenges that are not ade-
quately addressed by existing security models. Without centralized organiza-
tion, security turns in a risk management problem where specific trust model
and associated cryptographic techniques are required. Each device needs to
carry self-contained information and methods to be able to make fully au-
tonomous trust decisions.

In human interaction, trust is a continuous variable that is compared to the
aim of the interaction to evaluate the risk of the operation. Our computational
model of trust captures trust dynamics of the human society. As mentioned
in [6], trust is subjective and individual as suggested according to Gambetta’s
definition [9]: “Trust is the subjective probability by which an individual, Alice,
expects that another individual, Bob, performs a given action on which its
welfare depends”. Trust also depends on stable groups such as family, friends or
colleagues at work defining subjective trusted communities.

The aim of this paper is to describe and analyze a complete trust model
dedicated to smart mobile communicating devices. Our proposal holds all the
desired properties for a distributed trust framework. First of all, the proposed
framework derives from human social system in order to be socially accepted.
Human evaluation of trust is a complex system and is difficult to mimic in a
computational model. Therefore, we know that this evaluation is a combination
of past experiences and external information that can be simplified as recom-
mendation information. Human evaluation of trust is also depending on the
context of interaction.

In our trust model, past experiences and recommendations are aggregated
in the notion of history of past interactions (as proposed in [6]) which are pro-
tected by cryptographic material. Context may be derived by collecting past
history of objects in the environment. In our model, the acting peer tries to forge
a direct experience with the target party using the content of their own histo-
ries. We avoid the trust dissemination, each entity is viewed as an autonomous
device and the trust evaluation is based only upon selfish evaluation of com-
mon trustworthy nodes. The trust level is then computed only after successful
transactions corresponding with a positive reputation mechanism as described
in [18]. Our proposal reduces the complexity of the decision-making process by
providing proved data that can be the foundation of the final decision.

Besides already presented properties, our trust model is highly adaptable
and parameters can be set to correspond to various model of communities, each
with its own trust policy. Our model is also robust to classical security attacks

like Sybil and man in the middle attacks. And last, our proposal can be fitted in
a light weight decision module, both in term of required computing capability
and bandwidth requirement.

This paper is organized as follows: section 2 presents relevant approaches
concerning trust and trust management framework. Section 3 specifies the pro-
posed history based trust approach and provides an overview of our protocol
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(already described in [8]) with a dedicated security analysis. Section 4 gives
the trust metric and explains the impact of the parameters associated with the
metric. Section 5 shows using intensive simulations the effect of the parameters
on the dynamics of groups using our model.

2 Related Work

According to [18], trust management systems are classified into three categories:
credential and policy-based trust management, reputation-based trust manage-
ment, and social network-based trust management. This approach depends on
the way trust relationships between nodes are established and evaluated. In cre-
dential and policy-based trust management system [2–4], a node uses credential
verification to establish a trust relationship with other nodes. The concept of
trust management is limited to verifying credentials and restricting access to
resources according to application-defined policies: they aim to enable access
control [10]. A resource-owner provides a requesting node access to a restricted
resource only if it can verify the credentials of the requesting node either directly
or through a web of trust [11]. This is useful by itself only for those applications
that assume implicit trust in the resource owner. Since these policy-based access
control trust mechanisms do not incorporate the need of the requesting peer
to establish trust in the resource-owner, they by themselves do not provide
a complete generic trust management solution for all decentralized applica-
tions. Reputation-based trust management systems on the other hand provide
a mechanism by which a node requesting a resource may evaluate its trust in
the reliability of the resource and the node providing the resource. Trust value
assigned to a trust relationship is a function of the combination of the nodes
global reputation and the evaluating nodes perception of that node. The third
kind of trust management systems, in addition, utilize social relationships be-
tween nodes when computing trust and reputation values. In particular, they
analyze the social network which represents the relationships existing within a
community and they form conclusions about nodes reputations based on dif-
ferent aspects of the social network. Examples of such trust management sys-
tems include Regret [16,17] that identifies groups using the social network, and
NodeRanking [14] that identifies experts using the social network.

Ambient networks are environments where only a distributed reputation
system is allowed [13]: there is neither centralized functions nor central location
for submitting the ratings or for obtaining the reputation scores of nodes. Each
participant simply records his opinion deduced from his own experience about
another party. A node, in order to protect itself from potential malicious nodes,
trusts only information which is obtained locally: a communication protocol
allows all participants to obtain ratings from each other. The reputation of a
target party is computed by a specific agent with the help of requested ratings
and possibly from other sources of information. Of course, proper experiences
with a target party carry a weight higher than the received ratings. But it is
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not always the case and the main difficulty is thus to find the distributed stores
which deliver these specific ratings considering that the trust data is dissemi-
nated in numerous stores. Nevertheless, this information is easily provided on
request for a relying party.

3 Our trust management framework

3.1 Our model

General Overview Current trust management systems suppose that most of
the encountered terminals are honest so that the number of malicious infor-
mation is not enough important to mislead the trust decision process. If this
assumption is true in some general context, it does no longer hold for personal
communicating devices in ambient and intelligent environment. Except in the
case of direct interactions between each mobile device such as in personal expe-
riences, all knowledge comes from uncertified devices. Moreover, the availability
of this information is limited because of the restricted size of storage of these
mobiles.

Our trust management framework is thus designed for decentralized environ-
ment where only partial information is available. Trust is evaluated and derived
from the following types of information: past personal experiences, encoun-
tered device recommendations, and contextual information such as the moment
and the place where the interaction takes place. A history based approach (as
in [6, 12]) is used in combination with some cryptographic materials: in case of
a successful interaction, each involved node stores a history element signed by
both parties. The number of interactions with a node called intensity of interac-
tion, is also stored. The semantics of a history element is important but this is
out of the scope of this paper (see [8]). Each node also carries a blacklist which
takes into account the untrustworthy nodes. This situation may occur because
these nodes were dishonest during several interactions or the service did not re-
peatedly proceed properly. The full management policy of this blacklist is also
out of the scope of this paper.

Thus, a history implies that trust decision process is based on the validity of
exchanged information since it not only relies on the honesty of the transmitted
information, but also it depends on fully certified data: the mobiles are thus
incited to be honest regarding transmitted information. In the case of multiple
interactions with the same node, the device has to keep only the last proof of
interaction to lower the volume of recorded data and the computing overhead.

To sum up our proposition, a node A evaluates the trustworthiness in a
node B using only local information: its history HA, the intensity IA(B) of the
relation with B, its own blacklist BLA, and the history HB transmitted by B.
With the help of cryptographic algorithms (see section 3.2), node A can check
the validity of any history element in HB as soon as it has the knowledge of
the public identity of the involved nodes. As explained later, the verification
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is restricted to HA ∩ HB which corresponds to the known common devices
between A and B. Conserve a history element relating A and B means node

A recommends node B but unlike classical recommendation framework, this
assumption can be verified.

The lifetime approach In an environment where exists neither a central
regulating entity nor authorizing accreditations or the revocation of objects,
a possibility is to let make time: the data elements are automatically revoked
after their lifespans expire [15]. A temporal semantics can easily be added to
a history element if both nodes agree on a creation and an expiration date.
This information is simply concatenated with existent data before the signa-
ture. Nevertheless, nothing guarantees that the both entities will choose correct
values for this information: the reality may be different (dishonest nodes or
malfunction). But there is no real benefit to cheat on these values. Indeed, each
entity may filter a received history element according to its local trust policy:
an element can be rejected if its creation date is too old, its validity period is
considered to be abnormally long although being still valid or if its lifespan is
of course expired. No information having an infinite lifespan in the system is
guaranteed by this timestamp.

Identity and impregnation It is of course impossible in absolute to avoid
the compromise of a node either by a technical action (hacking) or by a social
engineering attack (stealing of password, ...). Consequently, an attacker who
compromises a mobile has a direct access on the history elements present on
this device. This problem is addressed in our model through the impregnation
of a device with an identity.

Identity is set at the birth of the mobile device and is the result of a collab-
oration between the node (or the owner) and a special device called imprinting

station. Although this imprinting station implements the trust model but it
is not certified by any authority. Each imprinting station defines a domain of
security which corresponds to a dedicated social group. A domain may contain
a large group of mobile devices or just a single smart mobile device embedding
its own imprinting station.

At the end, a node A can easily check that an encounter B either belong to
the same community or not by verifying their respective imprinted signatures.
Then, we could define the C(A,B) parameter which is a boolean value assigned
to true if and only if A and B belong to the same community. We call this
value the community parameter. Depending of the social model underlying a
community, this parameters can be included or not in the trust function.

To mitigate the impact of compromised nodes, the identity has also a lifes-
pan. Before its expiration time, a node needs to be re-initiated by its imprint-
ing station in order to update its new identity lifespan. A cryptographic link is
created between two consecutive identities ID1 and ID2 (as explained in the
section 3.2). While there exists some elements that are non expired or signed
with the older identity, this identity is yet presented to check previous history
elements. The new identity is used to sign new history elements.
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3.2 A detailed approach of our protocol

An entity of our model is equipped at least with a cryptographic package what
will make it compatible de facto with any other entity of our model, i.e. other
objects which implicitly accept the model. When an object received this package
and the initial parameters, it can then initiate sessions of communication by
the means of the CHE protocol (detailed in [8]. If a session is accepted, the two
involved nodes estimate, considering their security policies, that they can trust
each other during this interaction.

Starting from an empty history, a node records all the successful interactions
made with other nodes in order to support the future spontaneous interactions.
To prove the past interactions, it creates with each met node an element of
history related to their respective identities and signed by the two parts. Before
any interactions, nodes must build a trust germ, by counting the number of
common nodes they have in their history, or by manually forcing the relation:
this is the bootstrap phase of our model. If the number of common interactions
is sufficient (greater than a threshold p which is a function of the size n of the
community and the maximum size Hmax of the history), they can then interact.

The initial seed of trust Each device receives an initial trust germ from its
imprinting station. It is composed by the following information: an identifier
IDu chosen by the device owner (eMail adress or IP address or just a simple
name or pseudonym) supposed to be unique within the security domain built
by this imprinting station, an identity which is obtained from this identifier by
concatenating it with a date d and a lifespan T (ID = IDu||d||T ), a first pair
of private/public key (SID, QID) for cipher operations, a second pair of keys
(SS

ID, Q
S
ID) for the signature and a set representing all the public parameters of

the elliptic curves required along computations:

Params: Ω := 〈Fp, a, b, P, h,G1, G2, e,H1, H2, H
′
1, H

′
2;Ppub,Ω〉

where: a and b are the parameters of a particular elliptic curve y2 = x3+ax+ b
on Fp; P , a particular point of this curve of prime order q; h, the cofactor defined
as h = #E(Fp)/q; G1, is a first additive cyclic group of prime order q built using
the P point; G2, a multiplicative cyclic group of the same order; e, a bilinear
pairing from G1 × G1 to G2; H1 : {0, 1}∗ → G∗

1 and H2 : G2 → {0, 1}n, two
map-to-point hash functions required for the Boneh-Franklin’s Identity Based
Encrytion (BF-IBE) (see [5] for more details); and H ′

1 : {0, 1}∗ × G1 → G1

and H ′
2 : {0, 1}∗ ×G1 → Zq, two hash functions required for the Chen-Zhang-

Kim IBS signature scheme (CZK-IBS) (see [7] for more details). Notice that
the node public keys are directly derived from their identities due to the use of
Identity-Based cryptosystems.

Another important point is that each smart device shares the same following
cryptographic algorithms and protocols downloaded from the imprinting sta-
tion: a fingerprint algorithm, a signature algorithm, a zero-knowledge protocol,
a protocol to construct secure channel and the public parameters.
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A trust protocol for community collaboration 7

Ω-values are the domain identifier values provided to each node imprinted
by the same imprinting station. Every imprinting station possesses the same
Ω-values except Ppub,Ω = sP varying along the parameter s, the master key
of a station. This value depends on each station and must be absolutely kept
secret by it. None of these imprinting stations is supposed to be certified by any
authority. Moreover, an independent mobile imprinting itself may be its own
standalone security domain. The only values that each smart device has to keep
secret is SID and SS

ID as usually in cryptosystems.
Notice that if a first identity is ID1 = (IDu||d1||T1) where IDu represents

the name or a pseudonym, d1 a date and T1 a lifespan, this identity allows
to generate the first corresponding key pairs. Then, the updated identity ID2

is equal to ID2 = ((IDu||d2||T2)||MAC((ID1||IDu||d2||T2), Ppub,Ω)) where d2
represents a second date, T2 another lifespan and MAC is a MAC algorithm.
And so on, the next identities are created using the same operations, generating
a MAC chain.

The reciprocal trust Once the initialization phase is done, a node may in-
teract with other nodes without any contacts with its imprinting station. This
forms a second phase in the protocol.

The first step of our protocol supposes that both entities Alice and Bob
have already interacted at least once and have built a trust bond: this is a
message m signed by Bob that Alice publishes in the public part of her his-
tory (m, signB(m)) while Bob publishes (m, signA(m)) in its own history. This
bond could be created by forcing by the hand the beginning interaction as in a
Bluetooth like system if the number of common elements of their history were
insufficient. Let us note that if Alice and Bob have already met and if this new
interaction is successfull, they just have to modify the respective values of the
intensity and to rebuild a new history element to replace the old one because
it contains a timestamp. Suppose now that in the same way Bob and Charlie
have built a secure channel to exchange a common message of mutual trust m′.

A
secure channel creation (IBE)
←−−−−−−−−−−−−−−−−−−−−−−→ B

A
creates a message m=”IDA

←−−−−−−−−−−−−−−−−−−−−−−→ B
and IDB trust each other”

A
A signs m with IBS

−−−−−−−−−−−−−−−−−−−−−−−−→ B

A
B signs m with IBS

←−−−−−−−−−−−−−−−−−−−−−−−− B

B
secure channel creation (IBE)
←−−−−−−−−−−−−−−−−−−−−−−→ C

B
creates a message m′=”IDB

←−−−−−−−−−−−−−−−−−−−−−−→ C
and IDC trust each other”

B
B signs m′ with IBS

−−−−−−−−−−−−−−−−−−−−−−−−→ C

B
C signs m′ with IBS

←−−−−−−−−−−−−−−−−−−−−−−−− C

The second step of our protocol describes a trust bond establishment using
history contents between two entities (here Alice and Charlie) that have never
met. Thus, when Alice meets Charlie for the first time, they exchange the
concatenation of all the public keys QID contained in their history. Once this
first exchange carried out, Alice and Charlie realize that they have both met
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8 Samuel Galice, Marine Minier, and Stéphane Ubéda

before Bob and want to mutually prove this common meeting. Charlie, first,
proves to Alice that Bob trusts him using the message m′. Alice could verify
the contents of m′ because she knows Bob’s public keys from her own previous
meeting.

A
did you meet Bob before ?−−−−−−−−−−−−−−−−−−−−−−→ C

A
(m′,sign

SS
B
(m′))

←−−−−−−−−−−−−−−−−−−−−−− C

verifies m′

The reciprocal process will be then repeated by Alice.

3.3 Security analysis

Security requirements The following traditional cryptographic properties
are guaranteed by our protocol: an offline authentication (users performs each
other a weak authentication using the IBE scheme and as Charlie knows the
Bob’s public keys, he could authenticate his signature), integrity is guaranteed
by the hash function used in the IBS scheme as in the classical case of a certifi-
cate, confidentiality is guaranteed by the use of the cryptographic IDs. Those
IDs also permit to guarantee that the first phase of our protocol was correctly
done. The secure channel built at the beginning of the exchange in the first
phase also prevents a man-in-the-middle attack.

The user could preserve its anonymity because he is free to choose his own
pseudonyms according the context and could have several pseudonyms distrib-
uted by different imprinting stations. Those pseudonyms are certified through
the used identity-based schemes and they preserve the real identity of their
owner, even if his meetings when he acts in the network are known with other
peers with pseudonyms. Moreover, each identity defines its own history and
all the pseudonyms are certified, thus tackling “Sybil attacks”. Our model also
guarantees the non-repudiation: each user is preventing from denying previous
meetings or actions. Revocation is also possible using the timestamp linked with
an ID and included in the key pairs (as previously described in 3.2).

Classical attacks As mentioned in [8] and due to the use of the IBE-scheme,
the well known key escrow drawback is inherently present in our protocol. We
then suppose that all the imprinting stations must be trusted entities. Other-
wise, they can read and send messages instead of nodes. However, the signature
scheme used here prevents such an attack from happening because the signature
key pair generated is unknown from the imprinting station.

Our trust management framework is a cross-domain protocol: two nodes,
not belonging to the same domain (or to the same imprinting station) could
nevertheless interact by comparing the contents of their respective histories once
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A trust protocol for community collaboration 9

they exchange the public key of their security domains (we suppose here that
all the other parameters are the same).

Our protocol also guarantees the non-transferability of the history because
only the knowledge of the secret keys allows to use the content of the history
(the secure channel initially built prevents the use of the history elements).
Then, stolen identities or pseudonyms or histories could not be useful.

Sybil-like attacks A node or a user could using our protocol forges several
identities or pseudonyms from the same or different imprinting stations and
then uses them in Sybil-like attacks. However, in our model, one identity or
pseudonym could only be linked with a particular history.

For example, suppose that an attacker (Eve) wants to attack a single entity
Alice, then she creates first several pseudonyms S1, · · · , Sn. Alice asks her a
particular service, they realize that they have enough common history elements
to interact. Suppose now that Eve does not provide the corresponding service
to Alice with her S1 pseudonym, Alice then decides to blacklist the S1 Eve’s
pseudonym. So, Eve must use an other pseudonym, S2 for example, if she wants
to interact and attack Alice again. To manage this operation, she must build an
other time a sufficient number of history elements common with Alice. Even if,
she knows the pseudonyms of nodes to meet again with her second pseudonym,
she must play an active and positive role inside the “Alice’s friends”. The attack
using several pseudonyms is then very expensive in our case and requires lots
of social engineering.

Clone attacks As mentioned in [8], a major attack against our model is the
clone one where Alice clones herself with some other terminals. Those clones
with exactly the same keys could build a very strong history and have lots of
recorded elements and could interact more easily than the others. Therefore,
AliceŠs cloned devices could be carried by different persons visiting different
places in order to have different histories. This is not considered by us as a
major risk since it is a social engineering attack which is difficult to conduct as
well as difficult to surround by cryptographic methods.

4 General Context of our analysis

Having presented the basic block of our trust management framework and hav-
ing discussed its security requirements, we then describe the general context of
our framework main processes: how a node A really computes the trust value
concerning the node B, supposing that the node A is the service provider - the
trusty - whereas the node B is the trustor.

First, we give a general overview of our notations and then we introduce a
function which rates the trustfulness between each node.

✶✾✶



10 Samuel Galice, Marine Minier, and Stéphane Ubéda

4.1 General context

For sake of simplicity, we consider a unique community which is characterized
by its size n. The community dynamics depends of the interaction rate of each
individual node, i.e. the average number of interactions by unit of time. The
other parameters are Hmax the maximal size of a history which is the same for
all nodes and BLmax the maximal size of the blacklist which is also the same for
all nodes. The node A stores its trusted nodes in its history HA and reciprocally,
it stores untrustworthy nodes in its blacklist BLA. Hence, to a trusted node B
corresponds an element hA(B) in the history HA. In addition, each element is
tagged with two fields: the first one ,denoted by IA(B), represents the intensity
of the relation with B, the second, denoted by UA(B), represents the utility of
B, i.e. the usefulness of the node B with respect to the node A. This last notion
is related to the number of times this element contributes in the computation
of common elements.

In a more general framework, with different communities, trust policy could
be different according to either an interaction takes place with a member of
its community or not, taking into account the C(A,B) community parameter.
More deeply, the internal structure of a community could also modify the trust
policy: for instance, through the social degree of the community, initial trust
may be total: each node is valid and active in the community (for example for
objects belonging to a same family). On the contrary, the initial trust may be
partial or even non-existent if the social degree of these communities is loose (for
example for objects belonging to members of a national sporting federation with
several thousand of members). In this case, the weight given to the community

parameter could no more be the same and the behavior of a mobile in such a
community depends essentially of its own experiences through its history.

4.2 Trust function

Direct trust value We first introduce the main element of our trust function.
Suppose now that A and B are two nodes belonging or not to the same com-
munity. The main element of trust in our model is the threshold of common
history elements. To compute this value, we need to introduce the direct trust
value:

d(A,B) = α|HA ∩HB |+ (α− 1)|BLA ∩HB|
where α varies in the interval [0, 1].

This coefficient indicates the weight of the number of common elements
|HA ∩ HB| versus the number of untrustworthy nodes of A that B consid-
ers trustfulness. This value obviously admits negative value for some values of
|BLA ∩ HB|, but we consider that if its value exceeds a positive threshold p,
then the associated value T (A,B), representing the direct trust level, is equal
to one, otherwise it is equal to 0. The parameter p defines thus the threshold
for a direct trust.

❆♥♥❡①❡ ❇✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡

✶✾✷



A trust protocol for community collaboration 11

General trust function A trust value is also context-dependent, so we need
to combine the direct trust value with other values given by the context of
the interaction, limited here to the intensity of the relation between the two
involved nodes and to the community parameter. We then compute the general
trust function about the node B viewed by the node A using the following
formula:

TFA(B) =
βAT (A,B) + γA

IA(B)
Imax(A) + δAC(A,B)

βA + γA + δA

with T (A,B) = 1 if d(A,B) ≥ p, 0 otherwise and with C(A,B) = 1 if ΩA = ΩB,
0 otherwise; where βA, γA and δA are three parameters that belong to [0, 1];
and where Imax(A) represents the maximal intensity admitted by A. Then, The
general trust function gives a trust notation that belongs to [0, 1]. According
this value and the trust threshold tID defined by each node, the involved nodes
could decide to interact or not.

The β, γ and δ values represent the weights of each parameter we want
to take into account. They depend on the local trust policy of the node. For
example, a node will prefer, if it has never met a node C (then, the corresponding
IA(C) value is equal to 0) takes into account the number of encountered nodes
represented by the β parameter than the community one (they belong to the
same tennis club). More precisely, the δ parameter represents the degree of
structure of a community and will depend on the type of the community.

5 Experiments and Simulation results

We aim here to propose a set of rules for the management of a group by eval-
uating the various parameters in order to make the mobiles as autonomous as
possible: we seek for instance to lower the duration from which the dynamic
process takes the top compared to the bootstrap phase (Fig. 1) by adjusting
the different parameters (the maximum history size Hmax, the metric threshold
p,...).

In this section, the presented simulations only compute the d(A,B) para-
meter, the most important one, considering the other ones as some bonus of
interactions. The presented simulations don’t take into account the blacklist
process. However, this process can be relatively simply added in the manage-
ment. This can be seen like another instantiation of the model. Let us recall also
that two nodes having interacted jointly several times keep only one element of
history: this element is updated each time as necessary. For needs of the per-
formed simulations, two types of network were considered: The first type was
built upon a uniform random distribution which selects the pairs of interacting
nodes, while for the second type, the pairs of nodes are picked with respect to
a power law distribution.

The bootstrap phase The bootstrap phase of a node is very important in
our proposition and requires the intervention of its owner. At initial step, the
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history of the node A is empty of trusted elements. And thus, the metric above
is useless since no terms can be evaluate. Hence, each trusted element hA(B)
(resp. each blacklisted element B) which is added by the user in the history
(resp. in the blacklist) of A has a great impact in the dynamics of this node.

It is also important to notice that this phase implicitly has an impact on the
defense mechanism of a group: a group may protect itself by imposing a strong
social activity to users belonging to another groups. A malevolent user which
has compromised an object, must act inside the group in order to avoid losing
the benefit of his situation. The situation is quite the same for a benevolent
user who leaves for a long time his group: if he does not anymore maintain
his relations and wants to be reintegrated, he must undertake one more time
the bootstrap phase. This fact can be seen like a disadvantage of our protocol,
nevertheless, initiate a bootstrap phase is easier for an authorized user than for
an attacker.
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Fig. 1. Evolution of forced interactions (expressed in percentage) by section of 50
steps of time for a community of size n = 100 nodes considering a history with an
infinite size.

Eviction policy of the history A major element of the policy management of
a community is the rule to apply for incorporating a new element in a saturated
history. Indeed, the size of the history is necessarily limited for a mobile with
small resources. We plan here to set up two modes of replacement. The first
mode, which is denoted by FIFO (First Input First Output), removes the oldest

element out of a considered node history: the first withdrawn element has the
oldest date. Such a policy allows thus to make disappear the mobiles which
are no longer active in the community. The second mode, which is denoted by
LUFO (Less Used First Output), withdraws the useless elements which appear
in the computation of common elements. To measure the importance of each
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history element, we take into account the number of times this element is used
to compute the number of common elements: each common element between
the two parts i and j is credited with one point, this corresponds to the value
Ui(j) that represents the utility of an element. A history element having the
lowest points account is purged and replaced by the partner of the interaction
if the current interaction succeeds. We focus on the study of the probability
- expressed in percentage - that two distinct nodes have a sufficient number
of common elements in their respective histories at time t. This probability is:
P (t) = 2

n(n−1)

∑

i6=j T (i, j) with n(n−1)/2 corresponding to the total number of
distinct nodes pairs and T (i, j) is the boolean value previously defined without
taking into account the blacklist process.
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Fig. 2. Evolution of the P probability during time t for several k values (history size)
according the eviction mode used (LUFO or FIFO). Threshold: p = 3 for n = 100
nodes).

We have also computed such a probability by using the birthday paradox for
several values of Hmax ranging from 0, 5× n/ ln(n) to 1, 2× n/ ln(n), whereas
the threshold p ranging from 0, 5×

√

n/ ln(n) to 1, 5×
√

n/ ln(n). On the one
hand, a quick analysis shows that the obtained computation results are not
really different as well as the case of a random distribution as the case of a
power law distribution (however, with a light profit for this last). On the other
hand, there is a great difference in behavior of the model according to the mode
of replacement used (LUFO or FIFO) as shown in Figure 2.

In conclusion, this analysis shows as results that the LUFO mode is more
efficient to keep the cohesion of a regular interacting nodes group than the FIFO
mode. Indeed, the FIFO policy does not take into account the importance of
the history elements. On the contrary, if we only keep the most active and
useful elements, the chances to find them in other histories are increased. Their
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number is thus often greater than the threshold p. In consequence, the choice of
an eviction policy is very clear: the LUFO mode using the Ui(j) value is opted.
In addition, fixing a threshold at 3 or 4 is reasonable for communities of 100 or
200 nodes. Beyond, the protocol would require too many user interventions to
be viable. Another information from this analysis is the choice of a power law
distribution versus a uniform random distribution to describe the behavior of
the nodes activities in the community is negligible.

Impact of blacklist As we announced in the description of the model, the
use of a blacklist is highly desirable. In a fully distributed enviroment, adding a
node in a blacklist is the only possible sanction if its behavior is considered to
be incorrect. It corresponds to a perfectly identified social behavior. In a risk
evaluation approach, it can appear logical to penalize the nodes which present
recommendation coming from nodes which are blacklisted.

The disadvantage of the blacklist policy is to prohibit some interaction with
honest nodes only because some element of their history have been locally black-
listed. There is thus a balance to find between a very strict policy which will
have a very negative impact on the whole of the community and permissive
policy which will imply a too important taking risk.
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Fig. 3. This figure describes overall trust level of a 25-nodes community according
to whether the blacklist elements are considered or not. Each node has a fixed history
size BLmax +Hmax = 10.

The figure 3 shows evolution of the overall trust expressed in percentage
along the time for a 25-nodes community. We observe that as the coefficient α
decreases as does overall trust. Such a behavior is what expected. This observa-
tion could be extended for all values of α: for its small values, the dynamics of
the system is stopped due to the higher importance of blacklisted elements than
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common elements in the history of each node. In contrast, for values around one,
the dynamics of the system is not impacted by the presence of these blacklisted
elements.

context awareness As we announced at the beginning of this paper, our
model allows the introduction of context awareness evaluation. A node A can
carry out easily a passive listening of the elements of the histories HB and
HC exchanged by two nodes which apply our protocol in its radio range. The
node can compute the cardinality of both HA ∩HB and HA ∩HC . By carrying
out regular listening, the node can evaluate the social situation in which it is
embedded. If the cardinality of intersected histories is always high the node
could consider that it acts in a well known environment and may adapt its
security policy to this context. The use of our protocol confers on the model
two major advantages. First of all, context awareness evaluation is made of
data that can by checked cryptographically. Secondly, with only some listening
nodes obtain a large list of history elements what enables us to acquire this
information very quickly. This second point is important to reduce the cost of
such a listing and of the evaluation process.

Let us consider a node A belonging to a community C and 3 contexts where
the proportion C nodes of surrounding A are respectively 80%, 50% and 10%.
The objectif of a contexte awareness evaluation for node A is to detect as quick
as possible in which A is really embedded. As we explained at the beginning of
this section, with a bounded history, even while being in its own community,
the intersection of history is not always sufficient for spontaneous interaction.
This detection can be established by the gap in the ratio of known nodes over
unknown nodes. Known nodes mean here those stored in its history. This ratio
may be accurate with few samples. This could be proved analytically using
again the birthday paradox.

6 Conclusion

We have proposed a distributed framework that produces trust assessments
based on proved direct experience. Our cross-domain scheme supports a weak
authentication process, user anonymity and resists to lots of attacks, especially
the Sybil-like one. From this basis, we have designed a trust notation that takes
into account a local blacklist process and that is context awareness. Finally, we
have conducted experiments which show that this framework is suitable for large
communities, the bootstrap phase being not an obstacle and that the blacklist
process well prevents trusted nodes from the malicious behavior of some peers.
As part of future work, we will investigate the dynamics of our model behavior
for some special social cases.
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Abstract—Wormhole attacks enable an attacker with limited
resources and no cryptographic material to disrupt wireless
networks. In a wormhole attack, an attacker records packets
(or bits) at one location in the network, tunnels them (possibly
selectively) to another location and retransmits them there into
the network. In this paper, we present an algorithm for detecting
and thus defending against wormhole attacks in wireless multi-
hop networks. This algorithm uses only local and neighborhood
information without requiring clock synchronization, location
information or dedicated hardware. Moreover, the algorithm is
independent of wireless communication models. We present simu-
lation results for grid-like topologies and for random topologies
and show that the algorithm is able to detect wormhole attacks
in all cases whereas the number of false alarms (false detections)
decreases rapidly if the network is sufficiently dense.

I. INTRODUCTION

Wireless ad-hoc and sensor networks are emerging to solve

challenging problems. They generally use a wireless radio

communication channel allowing rapid deployment and low-

cost operation and they are automatically self-configuring and

self-maintaining. However, they are most of the time de-

ployed in an open and uncontrolled environment that requires

secure communication and routing. In particular, emergency

response operations, military or police networks need secure

communications and real-time feedback. Due to their wireless

and collaborative nature, those networks are vulnerable to

several attacks. In most wireless networks, an attacker can

easily scramble communications, inject false packets and also

eavesdrop on communication and replay the recorded packets.

In this paper, we focus on a particularly dangerous attack

called the wormhole attack as described in [1] for example.

Here, an adversary installs a dedicated connection between two

distant points by a variety of means (e.g. a network cable,

a long-range wireless transmission in a different band,...)

with a high quality and a low latency. Messages received by

one wormhole endpoint node are retransmitted at the other

endpoint node. Using this wormhole link, attackers can exploit

wormholes to build bogus route information and to attract the

network traffic. They obtain a very powerful position to launch

many attacks such as Denial-of-Service attacks, routing loops,

etc.

In this paper, we propose a localized algorithm for detecting

wormhole attacks which is purely based on local neighborhood

information. We assume that this information is collected

by various upper layer neighbor discovery protocols. No

additional hardware artifact is required making the approach

generic. The detection algorithm essentially looks at local

structures that must be observed when there is no wormhole

in the network and that disappear when a wormhole link is

present in the network. We demonstrate the capabilities of our

algorithm using several topologies in our simulations.

Section II describes the wormhole attack and presents the

related work that develops countermeasures for wormhole

attacks. In Section III, we present our assumptions and our

algorithm. Section IV provides simulation results of our algo-

rithm and Section V concludes.

II. WORMHOLE ATTACKS AND RELATED WORK

In this section, we give more details about the threats

induced by the wormhole attacks and describe the known

countermeasures developed against wormhole attacks.

A. Wormhole attack

In a wormhole attack, an attacker receives packets at one

point in the network, “‘tunnels” them to another point in the

network via an out-of-band connection and replays them at

another location in the network [2]. In Figure 1, the attacker

replays packets received by X to Y and vice versa. As a result

of this attack, packets sent by neighbors of X will be heard

through the wormhole by the neighbors of Y . Thus, node A for

example could be convinced that node B is its 3-hop neighbor

and vice versa. For example, node A could believe that node

B is reachable in 3-hop and thus node C could then transmit

its packets for B via A. So, if the wormhole is placed carefully

by an attacker and is long enough, it can create many false

routes (not only for the wormhole nodes but beyond) and have

dangerous effects on routing protocols since it influences the

topology construction.

A

C

X
Y

B

Wormhole link

Fig. 1: Wormhole attack. The wormhole nodes X and Y are

connected through a wormhole link.

The wormhole attack is particularly dangerous against many

ad hoc network routing protocols such as on-demand rout-

ing protocols ([3] and [4]) and their secure versions ([5])
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because ROUTE REQUEST messages could be tunneled

directly to nodes near the destination target node through the

wormhole link. Moreover, this ROUTE REQUEST message

arrives earlier than the others due to the high quality of the

wormhole link. This attack prevents any other routes from

being discovered.

After having attracted a lot of data traffic through the

wormhole, the attacker can selectively discard messages or

modify them to create partial or permanent DoS attacks,

selective forwarding attacks, create a sinkhole in a sensor

network if a wormhole node is located near the base station,

etc.

Moreover, the adversary does not need to decrypt data

(if an encryption system is used) or wait to receive all the

packets because he can operate on a bit-by-bit basis which

makes the wormhole attack more difficult to detect using for

example timing analysis. As noticed in [6], using wormholes,

an attacker can also break protocols based upon geographic

proximity or connectivity-based localization algorithms in ad

hoc or sensor networks where GPS could not be considered.

B. Related Work

As the problem of security in ad-hoc network has become a

major concern, several secure protocols have been proposed in

the literature to detect wormhole attacks. Unfortunately, many

of the proposals cannot easily be applied to generic wireless

networks because they use dedicated hardware or location

information not always easy to obtain.

In [2] Hu and al. use packet leashes to detect wormhole

attacks. Packet leashes contain geographical or temporal infor-

mation to bound the distance or the lifetime of an end-to-end

transmitted packet to restrict its travel to the destination. The

sender includes a timestamp or (some) localization information

in the message and the receiver checks if the received packets

are in ”legal” time or in legal distance. This method requires

tightly synchronized clocks and a precise location knowledge

like GPS, that can be hard to obtain for small devices.

In [7], the authors propose the MAD protocol (Mutual

Authenticated Distance-bounding). This approach is based on

the concept of distance-bounding without using any GPS or

synchronized clocks. One node has to respond instantaneously

to a series of bit exchanges sent by a second node who

compute the distance between them using timing properties.

However, the MAD protocol needs a special hardware radio

to switch very quickly between send and receive mode.

In [8], the authors propose to use directional antennas to

detect wormhole attacks. Each node maintains a neighbor list

using a neighbor discovery protocol based on a legal verifier

that provides correct directional information. However, the use

of directional antennas limits the use of this protocol.

In [9], the multi-dimensional scaling (MDS) algorithm

which builds a virtual layout of the network is proposed. Each

node reports its list of neighbors and their estimated distances

to their neighbors. Then the algorithm tries to determine the

possible positions of each node in such a way that the con-

straints induced by the connectivity and the distance estimation

data are respected. A distortion in the layout will appear if the

wormhole attack exists. Another solution [10] consists in using

statistical tests (such as the χ2-test) applied on the connectivity

graph constructed by the base station. The presence of a

wormhole would increase the number of edges in the graph

constructed by the base station using information collected in

the network. However, those algorithms are centralized.

In [11], the authors use a few nodes equipped with GPS

and higher transmission range R called anchors randomly

distributed among regular nodes. So two nodes are neighbors

if they hear each other and they hear more than T common

anchors. A wormhole is detected using two rules: a node

should not hear two anchors that are 2R apart from each

other and should not receive the same message from the same

anchor. This algorithm is in fact “half-centralized”.

The authors of [6] define the forbidden substructures in the

connectivity graphs caused by a wormhole attack. They use

a disk graph model to represent a node. First the algorithm

determines the packing number p(S, r) (which is the max-

imum number of nodes in a region S such that each pair

of nodes is strictly more than distance r); then it calculates

the forbidden parameter fk which must be more than the

packing number for unit distance inside the intersection of

two disks of radii k placed at distance 1. The authors develop

a cooperative protocol between two nodes u and v: they share

their k-hop neighbor lists, then each node tries to compute

their common k-hop neighbors Ck(u, v) and to compare

its size with fk. If they do not match, the existence of a

wormhole is declared. One limit of the presented approach is

the difficulty to compute fk for realistic models. A centralized

approach is also developed where the base station collects

information, builds a model of the entire network and tries

to detect inconsistencies (potential indicators of wormholes)

in this model.

In summary, the methods developed to detect wormhole

attacks often use sophisticated hardware (directional antenna,

synchronized clocks, GPS,...) that seem not to be a generic

solution. Centralized approaches are not really scalable. Fi-

nally, the estimation of the forbidden parameter, defined in

[6], is harder in random topology. In this case, the parameter

is chosen randomly very high and reduced depending on the

number of detected false positives.

III. WORMHOLE DETECTION ALGORITHM

The establishment of a wormhole attack in a sensor wireless

networks creates a topology problem and gives a considerable

power to the adversary who is able to monitor a large fraction

of the network traffic. In this section, we first describe our

network model and define the edge-clustering coefficient.

Then we present our detection algorithm with no additional

hardware component or no timing analysis.

A. Network model and edge-clustering coefficient

1) edge-clustering coefficient: Let us represent a wireless

network as a graph G = (V,E), where V = {v1, · · · , vn}
is a set of vertices and E = {eij} is the set of edges where

❆♥♥❡①❡ ❇✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡

✷✵✷



Fig. 2: CS
(4)
i,j = 2: the number of squares is 2 ((i, c, b, j),

(i, k, f, j)). CS
(4)
i,j\b = Card{(i, k, f, j)} = 1.

eij connect only the two vertices vi and vj . First, we suppose

that links between vertices are bidirectional (e.g. eij = eji)
and that the topology is static. We define the neighborhood

Vk(a) of a particular vertex a ∈ V as its k-hop neighbors and

the associated degree of the neighborhood as dk(a) = |Vk(a)|
representing the number of nodes in Vk(a) or the number of

edges linked to the vertex a.

In [12], the authors define the edge-clustering coefficient

(ECC) as the number of triangles to which a given edge

belongs, divided by the number of triangles that might po-

tentially include it, given the degrees of the adjacent nodes.

More formally, for a edge-connecting the vertices i and j,

the edge-clustering coefficient is C
(3)
i,j =

z
(3)
i,j

min(d1(i)−1,d1(j)−1)

where z
(3)
i,j is the number of triangles built on that edge and

min(d1(i)− 1, d1(j)− 1) is the maximal possible number of

them. The authors of [12] generalize this approach considering

higher order cycles. In this case, the edge-clustering coefficient

of order g for the edge connecting node i to node j, are defined

as: C
(g)
i,j =

z
(g)
i,j

s
(g)
i,j

where z
(g)
ij is the number of “cyclic structures”

of order g the edge (i, j) belongs to, while s
(g)
ij is the number

of all possible cyclic structures of order g that can be built

given the degrees of the nodes. The order g represents the

number of nodes present on the cyclic structures.

From now, we are going to especially study the coefficient

z
(g)
i,j which will be called CS

(g)
i,j . For sake of simplicity, we also

introduce the following coefficient z
(g)
i,j\X denoted CS

(g)
i,j\X as

the number of cyclic structures that exclude X . An example

of such computations for g = 4 is given in Figure 2.

2) Wormhole definition: As mentioned before, the place-

ment of wormhole consists in creating a long link between

two wormhole nodes. Most of the time, this link is large

enough to create shortest paths between two sets of nodes

located potentially far away. Thus, from a graph theory point of

view, a wormhole link creates false neighborhood information

between nodes that believe they are k-hop neighbors when

they are not. More precisely, the wormhole link itself supposes

that the two wormhole nodes, say X and Y , are 1-hop

neighbors when they are not. However, in this case, if two

nodes are declared as 1-hop neighbors and if the network is

sufficiently dense, those two particular nodes must have some

common 1-hop neighbors whereas it is not the case if the

corresponding link is a wormhole. More formally, X and Y
may be a wormhole link if ((V1(X) \ Y )∩ (V1(Y ) \X) = ∅.

This condition could also be expressed using ECCNum:

CS
(3)
X,Y = 0 (i.e. there is no triangle shared between X and

X Y

i

n

m

a

f

c

d

b

g

j

wormhole link

Fig. 3: X − Y is the wormhole link. a computes, for k ∈
V1(X) = {b, c, d, f, Y }, CS

(3)
a,k\X and CS

(4)
a,k\X : CS

(3)
a,Y \X =

0, CS
(4)
a,Y \X = 0. a declares X as an alert.

Y ). Thus, we obtain a necessary condition on the value of

CS
(3)
X,Y to detect a wormhole link (see also Figure 3).

Considering the previous simple description of what a

wormhole is, how could a 1-hop neighbor a of a wormhole

node X detect the wormhole link ? The answer is: a could

say that its 1-hop neighbor X is a wormhole node if it could

not reach Y , the other wormhole node and a 1-hop neighbor

of X , through its “own” 2-hop neighbor-list. In other words

and using the CS coefficient, a says that X is a wormhole

node if the only triangle that can be constructed between

a and Y (considering that a virtual edge exists between a
and Y ) is (a,X, Y ) and if the only squares that can be

constructed between a and Y (always considering that a virtual

edge exists between a and Y ) are (a,X, ·, Y ) and (a, ·, X, Y )
where · denotes all the possible nodes. In other words, the

number of cyclic structures of order 3 and 4 between a and Y

excluding X is null. Thus CS
(3)
a,Y \X = 0 and CS

(4)
a,Y \X = 0. In

neighborhood terms, we have Y in V1(X) such that Y /∈ V1(a)

and Y /∈ V
G\X
2 (a) in the subgraph G \ X . More generally,

X is declared as a wormhole by its 1-hop neighbor a if there

exists k such as k ∈ V1(X) and k /∈ ((V1(a)) ∪ (V
G\X
2 (a)),

thus CS
(3)
a,k\X = 0 and CS

(4)
a,k\X = 0.

We thus obtain a necessary condition to allow a neighbor of

a wormhole node to detect it using neighborhood information.

Figure 3 gives an example of this detection supposing that a
checks the node X . However and because our condition is only

necessary, we sometimes obtain false positives as illustrated

on Figure 3: suppose that j wants to test the node a, then

it computes CS
(3)
j,k\a and CS

(4)
j,k\a for k ∈ V1(a) i.e. k ∈

{b,X, g}, it obtains for all k, CS
(3)
j,k\a = 0 and CS

(4)
j,k\a = 0

and j declares a as an alert. In this case, we obtain a false

positive alert which can sometimes cause disconnections in the

network. However, we will see in the next section a simple

way to limit the number of false positives.

We could of course generalize our approach saying that if

i is a l-hop neighbor of a wormhole node (say X), then it

could not reach one of the 1-hop neighbor of X (say Y )

through its “own” l + 1-hop neighbor-list. In this case, we

need to compute the corresponding edge-clustering coefficient

CS
(l+2)
i,k\X for all k ∈ V1(X). The same kind of generalization

could also be considered for a particular wormhole (with more

than 2 wormhole nodes) where the distance between the two

end-to-end nodes is greater than 1-hop. For sake of simplicity

and of efficiency, we have limited our study to the 1-hop

neighbors verification, to the case where g = 3 or 4.
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We have introduced a simple method based upon particular

coefficients of the graph theory to detect a wormhole link in

a given network. Note that a wormhole link could only be

detected if the real distance between the two wormhole nodes

is greater than 4-hop due to the computed coefficients. This

does not represent a real restriction because the longer the

wormhole link is the more efficient it is.

B. Algorithm Description

Our wormhole detection algorithm is to compute particular

CS coefficients for each neighbor of a given node. The

algorithm is decentralized, distributed and executed locally for

each node of the network. Each node searches for particular

coefficients in its k-hop neighborhood. The algorithm works

for all k values but we explain it only for k = 2.

Each node i maintains the list of 1 and 2-hop neighbors.

Such information could be easily collected by various upper

layer protocols such as routing thus may not present any

additional overhead. For example, the neighbor discovering

protocol described in [13] could be used: the node i broadcasts

a HELLO message containing its identity; every node j that

hears the message replays to i including its identity and

after, it sends its 1-hop neighborhood V1(j) and its 2-hop

neighborhood V2(j). At the end of the protocol, each node

i has its own V1(i), V2(i) and the neighbor lists V1(v) and

V2(v) of each v ∈ V1(i). The algorithm works as follows:

• Neighborhood discovery. Each node i determines V1(i)
and V2(i) and receives V1(v) and V2(v) for each v ∈
V1(i). It executes the following steps for each j in V1(i):

• Compute CS. Node i computes CS
(3)
i,k\j for every k in

V1(j). If this value is null then i computes CS
(4)
i,k\j . If this

new value is also equal to 0, i declares j as a “suspicious

node” and puts it in its red list.

• Isolating phase. When node i sets the node j in its

red list, it broadcasts an alert message containing the

j-identity. Each node that hears the message adds j to

its red list or increments the corresponding j counter.

When a node w gets enough alert messages (this number

is denoted by Nam), higher than a given threshold Tam

(for example greater than d1(w)/2), w sends black alert

messages to all its direct neighbors to isolate the node j
from the network and to limit the damages caused by the

wormhole attack.

First, remark that the threshold value for black listing a node

influence the performance of the isolating phase: the smaller

this value is the more increases the rate of false detection and

higher this limit is, more we have chances to miss the real

malicious nodes. Note also that each node receiving a black

alert accepts it if he has already the concerned node in its red

list.

The way the algorithm is presented makes it appear that

two nodes make symmetrically the same computation. We can

easily use some priority rules based on node IDs to discard

this problem.

The algorithm presented above requires only the knowledge

of 1-hop and 2-hop neighbor lists for each node. It runs locally

and it can be executed periodically or every time the topology

has changed in the network but it can be run again only by the

nodes affected by this modification. So the wormhole attacks

will be detected as soon as they are in place in the network.

The computational complexity of this algorithm is roughly

O(d2) where d is the average degree of the nodes when a node

computes coefficients CS
(g)
i,k\j for each of its 1-hop neighbors.

The approximate message complexity of this algorithm is

roughly O(d3) because a neighbor of a node i must send its

1-hop and 2-hop neighbor lists. This step could be optimized

considering that symmetric computations are performed. The

detection algorithm stays however relatively efficient because

the average degree d is relatively small in classical networks.

IV. SIMULATION RESULTS

In this section, we present simulation results of our al-

gorithm. We evaluate the probability of wormhole detection,

graph disconnection and false positives for various networks.

Those simulations are done using the WSnet simulator [14].

First we define the parameters used in our scenarios, then we

show the simulation results.

A. Evaluation approach

Our approach is tested on two different node distributions:

grid distribution and random distribution. Each simulation is

run with about 125 sensor nodes distributed over a square

field of 400m by 400m with a single wormhole. The deployed

nodes have fixed positions during each simulation. We have

used the disk graph connectivity model where each node has

a fixed radio range r. Our simulations use the IEEE 802.11

physical and MAC layers which are fully simulated in the

WSnet environment. We assume that simulating large sensors

networks is not necessary here since our technique is localized.

As noted before, local node density is an important param-

eter of our model. For this reason, we vary this number in

different experiments by changing the number of sensor nodes

(between 100 and 150) or by changing the transmission radius

of each node. All the values shown in our results are the av-

erage of 100 repeated experiments with the same connectivity

model using randomly generated topologies or grid topologies.

A single wormhole attack is randomly established between two

nodes in each experiment with a distance greater than 4-hop.

Our algorithm is run with order g = 3, 4.

Using this methodology, four probabilities are computed for

each set of experiments: the probability of detection, the prob-

ability of false positive (assuming that Tam = d1(w)/2 for a

given node w), the probability of false positive excluding the

boundary nodes and the probability of network disconnection

(the network is assumed disconnected if any two nodes do not

have a path to each other).

As explained in Section III, our algorithm may isolate some

legitimate sensor nodes. To reduce this effect, we vary the

threshold Tam from which the number of alert messages Nam

trigger the black alert and we simulate its impact on the

probability of false positives as shown in Figure 4c.
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Fig. 4: Probability of wormhole detection, graph disconnection, false positives and false positives excluding boundary nodes:

4a is for grid distribution with unit disk model connectivity; 4b is for random distribution with unit disk model connectivity;

4c represents the impact of the threshold Tam on the false positives probability (d represents the local node degree).

B. Results

Figure 4 presents the performance results of our algorithm

for grid distributions and random distributions. We can affirm

that our approach provides very good results with 100%

detection of the wormhole and few false positives for networks

having an average degree higher than 7 in all the kind

of studied distributions. In summary, the highest detection

probability is obtained for topologies where sensor nodes are

closer to each other. Clearly this shows the local behaviour

of our algorithm. For low density cases, the probability of

false positive is relatively high (around 50 % in the worst

case) even if about half of the false positives are boundary

nodes. The isolation of legitimate nodes declared as wormhole

whereas they are not is caused by the lack of information

necessary to compute coefficients and is due to the property

of non connexity of the subjacent random graph. This could

induce disconnections in the network. However, in all cases,

the wormhole attack is detected with a high probability which

ensure the security of the network. Finally, to reduce the false

positive problem, we study the influence of the coefficient Tam

on the number of false positives generated by our algorithm.

Figure 4c presents the impact of Tam on 150 randomly

distributed nodes with an average degree equal to 12. We

clearly see that the number of false positives decreases when

the threshold Tam increases. Clearly, the number of nodes

that declare legitimated nodes as wormhole is few because the

corresponding number of alerts is also few. But the higher the

threshold is the lower the number of nodes that really detect

a true wormhole node is.

V. CONCLUSION

In this paper we propose a simple, practical and local

algorithm to detect wormholes in wireless networks. Our

simulation results show that the probability to detect a single

wormhole is really high and that the number of false positives

is relatively low as soon as the degree is sufficiently large.

In order to completely isolate a wormhole node, we propose

that each node detecting a wormhole node broadcasts the black

alert using a secure mechanism as the one proposed in [15]

to completely isolate the wormhole node from the rest of the

network.
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Abstract—The recent advances in information theory and
networking have significantly modified the way to disseminate
data in wireless sensor networks (WSNs): aggregation, network
coding or rateless codes. These new paradigms of dissemination
create new threats for security such as pollution attacks. These
attacks exploit the difficulty to protect data integrity in those
contexts. In this paper, we consider the particular case of
xor network coding. We compare the different strategies based
on message authentication codes algorithms (MACs) to thwart
these attacks. We emphasize the advantages of universal hash
functions (UHFs) in terms of flexibility and efficiency. These
schemes reduce the energy consumption by 42% and 68%
(according to the used protocol) for the relaying nodes over
those based on classical cryptographic primitives without any
loss in security. The key feature of the UHFs considered here
is their homomorphic property (h(x1 ⊕ x2) = h(x1) ⊕ h(x2)).
These homomorphic MACs offer more possibilities for the relying
nodes than the classical cryptographic ones: the detection time of
a pollution attack can be adjusted to preserve the nodes energy.
Moreover, they can be computed with the low resources of a
sensor.

Index Terms—Xor network coding, pollution attack, homomor-
phic MAC, universal hash functions.

I. INTRODUCTION

Securing Wireless sensor networks (WSNs) is a challenging

task in hostile environments. The nodes resources are lim-

ited in energy and in computational power: the full arsenal

of cryptographic primitives and protocols is not adapted to

WSNs. The adversary can applied many strategies to corrupt,

disrupt the communications and the network: sybil attacks,

wormholes,etc. Moreover, the motivations and the goals of the

adversary can go beyond the classical properties protected by

cryptographic techniques: resources exhaustion, degradation of

the QOS (delay),etc.

Parallel to the security advances, new techniques have

emerged in information theory to improve the dissemination

of information over a network. Many of this new results

can be used in WSNs to preserve the nodes energy such as

data aggregation (source coding [1], compressed sensing [2])

or network coding [3]. Other algorithms like rateless codes

(fountain codes [4]) improve the resiliency of the transmission

to packet losses. Many of these transformations have in com-

mon that the packets exchanged by the nodes are some linear

combinations of the data to be transmitted. The consequence

is that it is more difficult for the relaying nodes to know if a

data received is legitimate or not. There is an opportunity for

an adversary to inject his own data. Such an attack is called

a pollution attack. A pollution attack can deserve multiples

objectives such as data corruption or energy exhaustion. The

latter exploits the fact that even with some security measures,

illegitimate packets will be carried through the network to

be only discarded by the destination. All the energy used to

transport the data are lost.

In this work, countermeasures to pollution attacks are

investigated on a WSN taking advantage of xor network

coding [5]. The core mechanism considered in this paper is

message authentication code (MAC) such as HMAC, CBC-

MAC and design based on universal hash functions (UHFs).

These algorithms aim at protecting both the integrity and the

origin of the data. We establish that MACs based on the more

classical primitives that are block ciphers or hash functions

imply a energetic cost too important for the relying nodes of

the network. On the opposite, MACs based on UHFs offer

more flexibility in the control of the packet integrity and a

lower energy consumption for the relaying nodes. This is a

a consequence of the homomorphic properties of the selected

UHFs. We argue that low cost homomorphic MACs are critical

to conciliate linear network coding and integrity in WSNs.

The contributions of the paper are as follows:

1) Different modes of operations for the relaying nodes

in a network using network coding are defined and

compared.

2) the performances of the different designs of MACs are

compared on MSP430 nodes (energy consumption).

3) the versatility of homomorphic MACs is established.

In Section II, pollution attacks are described as well as

related works. The Section III introduces the modes of oper-

ations for MAC algorithms in the context of network-coding.

The different modes are analyzed in Section IV whereas

Section V concludes this paper.

II. RELATED WORKS ON POLLUTION ATTACKS

Pollution attacks first appear in Peer-to-Peer (P2P) applica-

tions [6]: malicious users inject unusable or meaningless data

in the system to frustrate the users. These attacks reappear with

the new networking paradigm that are rateless codes [4], data

aggregation or network coding [3]. All this applications share

in common the fact that the nodes of the network transmit

(linear) combination of the data rather than the raw data.

Therefore, protecting the network against pollution attacks
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is a challenging task: the nodes need to check that they

are dealing with correct data despite the transformations. A

overview of the challenges of pollution attacks in network

coding applications can be found in [14], [15].

Homomorphic signatures [7], [8], [9], [10] have been

proposed to solve the problem of pollution attacks. These

techniques are directly inspired by homomorphic encryption

schemes. However, they require to compute exponentiation

which is far beyond the capacity of a sensor and this even

with the use of optimization technique such as batch compu-

tation [8].

Agrawal and Boneh have proposed in [11] to use homo-

morphic MAC to thwart pollution attacks in network coding

applications. Their construction is based on an extension of

the works of Krawczyk [12] as in this paper. Independently,

Znaidi et al. in [13] apply the same extension of Krawczyk’s

work to the problem of data aggregation. From a security point

of view, aggregation is very similar to network coding. The

scheme of Agrawal and Boneh [11] has been since extended

in [16]. However, all these works do not consider the threat

of energy exhaustion implied by pollution attacks. We unveil

all the possibilities offers by homomorphic MAC to save as

much energy as possible.

III. POLLUTION ATTACK AND NETWORK CODING

To illustrate all the possible strategies for cryptography, we

consider the chain topology with network coding [3] in which

Eve is a relay for Alice and Bob. Alice sends the message x1

to Bob, and reciprocally Bob sends x2 to Alice. At time t1,

Eve has received the messages x1 and x2 respectively from

Alice and Bob. At time t2, Eve broadcasts x1 ⊕ x2 to Alice

and Bob (Fig. 1). We choose this example rather than the

traditional butterfly network because the exposure of the data

authentication problem is more easy to follow. It corresponds

to a case in WSN in which a sensor Alice sends data to the

sink Bob. At the same time, Bob sends a new command to

Alice through Eve. Alice, Eve and Bob want to prevent an

external adversary to inject corrupted packets.

Alice Bob

Alice Bob

x1 x2

Eve

Eve

x1 ⊕ x2 x1 ⊕ x2

t1

t2

Fig. 1. A cross point in network coding.

The authentication of the messages exchanged in the proto-

col described in Fig. 1 is now considered. The primary goal of

an integrity scheme is to prevent an adversary to tamper with

the messages and to forge its own messages. Message authenti-

cation codes (MACs), i.e. keyed cryptographic hash functions,

can be used to thwart those attacks: a tag is appended to the

message to check its integrity. Nowadays, three families of

MAC algorithms can be found. (1) HMAC [17], and MDx-

MAC [18] rely upon cryptographic hash functions for which

we are still waiting for the end of the SHA-3 competition. (2)

CBC-MAC designs such as [19] depend on the implementation

of block ciphers. In this later case, the standard algorithm

is the AES. (3) Finally, universal hash functions (UHFs) has

been proposed for the design of MAC algorithms. A brief

introduction to UHFs is given in Appendix A as well as the

design of secure MAC based on UHFs. This class of MAC

algorithms offers an unconditional security, and at least the

same level of performance than the two previously mentioned

designs [20]. This design of MACs based on UHFs is well

established in networking community with UMAC [21] and

Galois/Counter mode (GCM) [22] of encryption.

A particular class of UHFs is considered here that is ǫ-
almost XOR universal (ǫ-AXU) hash functions (see Defini-

tion 1 and 2 of Appendix A). These MACs have also an

homomorphic property:

hk(x1 ⊕ x2) = hk(x1)⊕ hk(x2), (1)

with x1 and x2 two messages and k a secret authentication

key. The design of a MAC from an ǫ-AXU hash function is

given by the following equation:

hk(m) = fk(m)⊕ r, (2)

with fk an universal hash function and r a random pad.

Remark 1: We consider homomorphic MACs with respect

to the xor operator (Equation 1). Those fonctions are useful

for xor network coding [5], [16] as it will be shown below.

Homomorphic universal hash functions have been extended to

other finite fields [11], [13], [23] in order to be used for linear

network-coding.

Remark 2: Homomorphic properties are well studied for

encryption, i.e. Ek(x1⊕x2) = Ek(x1)◦Ek(x2) (see [24] for

instance). A well-known example of homomorphic encryption

are the stream ciphers. More details, on such encryption

schemes and their applications for in-network transformations

can be found in [25]. For simplicity, the confidentiality prob-

lem is omitted in the remaining parts of the paper.

These three MAC designs are considered to prevent pol-

lution attacks. Four modes of operation to protect the

messages integrity are considered. They reflect the opera-

tions performed by the relay Eve: AUTHENTICATE-XOR-

MAC-FORWARD (AXMF), AUTHENTICATE-XOR-FORWARD

(AXF), XOR-AUTHENTICATE-FORWARD (XAF) and XOR-

FORWARD (XF). The last three modes, i.e. AXF, XAF and

XF, are only available with homomorphic MACs.

A. AUTHENTICATE-XOR-MAC-FORWARD mode (AXMF)

In this mode of operation, Alice, Bob and Eve share a secret

key k. Note that we do not discuss in this paper the key dis-

tribution (see [26] for instance). The AUTHENTICATE-XOR-

MAC scheme can be implemented with HMAC, MDxMAC

or CBC-MAC. We particularly consider the implementation of

this strategy with HMAC-SHA-1 [17] used in IPV6 and AES-

128-CBC-MAC. The communication consists in three steps:

1) Data generation. Alice computes d1 = hk(x1) the

digest of her message, and reciprocally, Bob computes
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d2 = hk(x2). Then, the messages x1, d1 and x2, d2 are

sent to Eve.

2) Authenticate-Xor-MAC-Forward. At time t1, Eve has

received x′
1, d

′
1 and x′

2, d
′
2. Eve forwards x′

1 ⊕ x′
2

if and only if hk(x
′
1)

?
= d′1 and hk(x

′
2)

?
= d′2

(AUTHENTICATE). As we assume that the MAC algo-

rithm is secured, the success of the verify step implies

that x′
1 = x1 and x′

2 = x2. If these messages are

successfully authenticated, she computes m = x1 ⊕ x2

(XOR) and the digest of this value d3 = hk(m) (MAC).

Eve eventually broadcasts m,hk(m) to Alice and Bob

(FORWARD).

3) Delivery and verification. Alice and Bob receive re-

spectively ma, da and mb, db. They verify their respec-

tive values hk(ma)
?
= da and hk(mb)

?
= d′b. When

the corresponding verification succeeds, Alice obtains

x2 = ma ⊕ x1 or/and Bob obtains x1 = mb ⊕ x2.

The AUTHENTICATE-XOR-MAC-FORWARD mode is de-

scribed in Fig. 2.

Alice Eve Bob
x′

1, d
′

1 x′

2, d
′

2

x1, d1 x2, d2

1.

Alice Eve Bob
ma, da mb, db

2.

hk(x
′

1)
?
= d′1 and hk(x

′

2)
?
= d′2

m = x1 ⊕ x2, d3 = hk(x1 ⊕ x2)

Alice

3.
hk(ma)

?
= da

x2 = x1 ⊕ma

Eve Bob

hk(mb)
?
= db

x1 = x2 ⊕mb

Fig. 2. AUTHENTICATE-XOR-MAC-FORWARD.

Remark 3: The scheme described previously is secure if a

single exchange needs to be supported, i.e. replay attacks are

not considered here. Replay can be easily defeated by adding

counters to the message. They are inserted in the computation

of CBC-MAC as the public initial value (IV). They are skipped

here for clarity.

B. AUTHENTICATE-XOR-FORWARD mode (AXF)

Alice, Bob and Eve share a secret key k. The use of

ǫ-AXU UHFs is assumed for the MAC and the random

numbers required for the MAC are produced by the AES in

counter mode (AES-CTR). The Toeplitz hashing proposed by

Krawczyk [12] (see Section A) is used in this paper for the

function h. The AUTHENTICATE-XOR-FORWARD takes full

advantage of the homomorphic property (Equation 1) of the

underlying MAC. Eve does not evaluate explicitly a MAC but

only “xor” the tags of different messages. The mode is working

as follows:

1) Data generation. This step is exactly the same as in the

AUTHENTICATE-XOR-FORWARD mode.

2) Authenticate-Xor-Forward. At time t1, Eve has re-

ceived x′
1, d

′
1 and x′

2, d
′
2. Eve forwards the messages

if and only if hk(x
′
1)

?
= d′1 and hk(x

′
2)

?
= d′2

(AUTHENTICATE). She computes m = x′
1 ⊕ x′

2 (XOR)

and d3 = d′1⊕d′2. Then, she computes hk(m) by herself

and she verifies the homomorphic property (Equation 1):

hk(m) = d′1 ⊕ d′2. When the verification is success-

ful, Eve broadcasts eventually m, d3 to Alice and Bob

(FORWARD).

3) Delivery and verification. This step is exactly the same

as in the AUTHENTICATE-XOR-FORWARD mode.

Alice Eve Bob
x′

1, d
′

1 x′

2, d
′

2

x1, d1 x2, d2

1.

Alice Eve Bob
ma, da mb, db

2.

hk(x
′

1)
?
= d′1 and hk(x

′

2)
?
= d′2

Alice

3.

Eve Bob

m = x1 ⊕ x2, d3 = hk(x1)⊕ hk(x2)

hk(ma)
?
= da

x2 = x1 ⊕ma

hk(mb)
?
= db

x1 = x2 ⊕mb

Fig. 3. AUTHENTICATE-XOR-FORWARD.

AUTHENTICATE-XOR-FORWARD mode of operation is de-

picted in Fig. 3.

C. XOR-AUTHENTICATE-FORWARD mode (XAM)

AUTHENTICATE-XOR-FORWARD mode of operation per-

forms the verification prior to the data combination. It is also

possible to postpone the verification after the combination

of the data. This is possible because the combination oper-

ation is neutral for the data integrity. The idea of the XOR-

AUTHENTICATE-FORWARD mode (Fig. 4) is to verify the

correctness of the data by verifying the homomorphic property.

The mode proceeds as follows:

1) Data generation. This step is exactly the same as

AUTHENTICATE-XOR-MAC-FORWARD. The messages

x1, d1 = hk(x1) and x2, d2 = hk(x2) are sent to Eve.

2) Xor-Authenticate-Forward. At time t1, Eve has re-

ceived x′
1, d

′
1 and x′

2, d
′
2. Eve forwards the messages

if and only if hk(x
′
1)

?
= d′1 and hk(x

′
2)

?
= d′2

(AUTHENTICATE). If these messages are authenticated,

she computes m = x′
1 ⊕ x′

2 = x1 ⊕ x2 (XOR) and

she exploits Equation 1 to compute the MAC of m:

hk(x
′
1⊕x′

2) = d′1⊕d′2. Then, Eve broadcasts eventually

m,hk(m) to Alice and Bob (FORWARD).

3) Delivery and verification. Alice and Bob receive re-

spectively ma, da and mb, db. Alice computes x′′
2 =

ma⊕x1, d′′2 = hk(ma)⊕d1 and verifies that hk(x
′′
2)

?
=
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d′′2 . The same computation and verification are per-

formed by Bob: x′′
1 = mb ⊕ x2, d′′1 = mb ⊕ d2 and

verifies that hk(x
′′
1)

?
= d′′1 .

Alice Eve Bob
x′

1, d
′

1 x′

2, d
′

2

x1, d1 x2, d2

1.

Alice Eve Bob
ma, da mb, db

2.

Alice

3.

Eve Bob

x′′

2 = x1 ⊕ma

hk(x
′′

2 )
?
= d′′2 hk(x

′′

1 )
?
= d′′1

x′′

1 = x2 ⊕mb

d′′2 = da ⊕ d1 d′′1 = db ⊕ d2

hk(m)
?
= d′3

m = x1 ⊕ x2, d3 = d′1 ⊕ d′2

Fig. 4. XOR-AUTHENTICATE-FORWARD.

D. XOR-FORWARD mode (XF)

The XOR-FORWARD mode postpones any verification to

the legitimate receiver of the message: Eve does not authen-

ticate the messages she receives. The generation step and

the delivery/verification step are unchanged compared to the

XAF mode. When Eve has received x′
1, d

′
1 and x′

2, d
′
2, she

broadcasts x′
1⊕x′

2, d′1⊕ d2 to Alice and Bob without further

verification. The XOR-FORWARD has two advantages for the

relaying node: Eve does not need to know the secret key k
which will eventually simplify the key distribution and she

does not do any verification.

The drawback is that the polluted packets are still for-

warded. This can waste the energy and the time of all the

nodes. The XF and XAF mode could be combined together

in the network to find a n appropriate trade-off between the

energetic cost when no attack occur and the energetic cost

when an adversary inject corrupted packets. To optimize the

speed of detection of a pollution attack the AXF and XAF are

to be considered.

IV. COMPARISON AND ANALYSIS

In this section, we consider the performance of the different

modes of protection against pollution attack.

A. Simulation setup

Performance results have been obtained using WSim and

WSNet open source simulation tools [27]. Performance esti-

mations have been performed on a MSP430 based platform

similar to TelosB nodes (Senslab v1.4). These nodes use a

Ti MSP430f1611 micro-controller and a Ti CC2420, 802.15.4

compliant, radio device among other devices.

WSim1 is a full system emulator that takes as input the

full ELF firmware generated by cross compilation tools.

1http://wsim.gforge.inria.fr/

The toolchain used in the experiment is GCC 4.4.3 port

for MSP4302. Execution of the embedded software is cycle

accurate, time evaluation is also accurate thanks to the full

emulation of the micro-controller clocking system. When

coupled with WSNet3, an event driven network and phys-

ical layer simulator, WSim can estimate the correctness of

applications and drivers for network devices at a byte precise

level. These two simulation tools have been used to benchmark

and generate non intrusive execution traces of all the MAC

algorithms.

The eSimu energy estimation tool [27] can then estimate the

energy profile of the execution trace. eSimu uses micro bench-

marks to build platform energy profiles. eSimu achieves an

error rate less than 5% for energy estimation and annotation at

source level (C code) when used for full applications including

complex devices such as radio transmitter or flash memories.

The error rate drops to less than 1% for computation intensive

algorithm for which only the energy spent in the micro-

controller is computed.

B. Comparison of MACs

As a preliminary, we provide the performance of the MAC

algorithms. The data to be authenticated are 20 bytes long. The

keys used for all the algorithms are of size 128 bits. HMAC

provides MAC of 160 bits while AES-CMAC and Toeplitz

hashing provide MAC of 128 bits due to their inherent designs.

The main characteristics of the computation of the different

MACs are summarized in Table I. The HMAC algorithm

consists in two calls to a cryptographic hash function (SHA-

1). For CBC-MAC, two calls to a block cipher (AES-128) are

done. For the Toeplitz hash, we need to compute the universal

hash function hk and to xor the result with a nonce produced

by the AES-128 in the CTR mode (one call to AES-128).

Calls to

MAC Output size (bits) AES-128 SHA-1

HMAC 160 0 2

CBC-MAC 128 2 0

Toeplitz 128 1 0

TABLE I
CHARACTERISTICS OF THE MACS FOR 20 BYTES PLAINTEXTS.

The processing time and the energy consumption of HMAC,

AES-CBC and Toeplitz are given in Table II along with the

performance of AES-128 and SHA-1. We also benchmark a

512-bit exponentiation to give an order of the cost of homo-

morphic signatures based on exponentiation. This operation is

performed in 15052 ms and it consumes 1000 times the energy

of HMAC.

The Toeplitz hashing reduces the energy consumption by

65% over HMAC and 23% over AES-CBC.

2http://mspgcc4.sf.net/
3http://wsnet.gforge.inria.fr/
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Algorithm Energy in 10−4 Joules Delay in ms
SHA-1 0.623 4.64

AES-128 0.473 3.53

HMAC 2 14.84

CBC-MAC 1.476 11.045

Toeplitz 1.201 8.976

TABLE II
EVALUATION OF MACS ON TI MSP430 AT 8MHZ.

C. Simulation results

A detailed analysis of the energy consumption of the nodes

is given in the Fig. 5 (a)–(e). The case of a communication

without attack is first considered. We have decomposed the

energy consumed by a node into four part:

1) Reception cost: all the radio operations performed by a

node to receive a packet.

2) Verification cost: all the computation to authenticate a

packet.

3) Transformation cost: it includes the combination of the

packets and the generation of the tags associated to them.

4) Emission cost: all the radio operations performed by a

node to emit a packet.

The AXMF mode with either HMAC (Fig 5.(a)) or CBC-

MAC (Fig 5.(b)) are the most restricting for the relaying node.

Eve consumes with HMAC more energy to relay (8.29×10−4

J) than Alice or Bob to generate and emit the data (5.53 ×10−4

J). The situation is almost the same with CBC-MAC. The

situation is more fair with AXF (Fig 5.(c)): 5.51 ×10−4 J are

consumed by Eve and 4.68 ×10−4 J for Alice or Bob. The

XAF (Fig 5.(d)) and XF (Fig 5.(e)) provides respectively and

improvement of 18% and 55% over AXF.

The reception and emission cost are almost the same for all

the modes. They become very important when we distinguish

the case of communication with or without attack. Indeed,

Eve will relay information depending on the success of her

verification. This operation implies at least an emission for

Eve and two receptions, one for Alice and one for Bob. The

energy consumption of all the nodes of the network is given

in Fig. 6 for the AXF, XAF and XF. The reader must bear in

mind that the energy consumption when the communication

is not attacked correspond to a case in which Alice and Bob

obtain data at the end. The energy consumed by the nodes

(Enoattack) produces the expected results. When the network

is under attack, Alice and Bob are not going to achieve the

expected results all the energy (Eattack) is wasted. XF is the

most interesting when no attack occurs while XAF performs

better under an attack.

The choice of a mode of operation depends on the probabil-

ity p of pollution attack to occur. From the energetic cost of a

mode M, a probable energy function S(M) can be defined:

S(M) = p · Eattack(M) + (1− p) · Enoattack(M),

where Eattack(M) and Enoattack(M) denote respectively the

energy spend by all the nodes of the network with the modeM
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Fig. 6. Energy consumption of the network with/without an attack.

during or not an attack. For the network of Fig. 1, the probable

energy spent for AXF, XAF and XF is given in Fig. 7.
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Fig. 7. Probable energy consumed by the overall network for the different
modes depending on the attack probability.

The best mode of operation for preserving the en-

ergy is XOR-FORWARD if p < 0.31. Otherwise, XOR-

AUTHENTICATE-FORWARD should be used.

V. CONCLUSION AND OPEN PROBLEMS

We have studied the efficiency of MACs on sensors in terms

of delay and energy. From this study, we have capitalize to

propose and study the natural modes of operation of MACs.

We show that in an energy efficient scheme fighting pollution

attacks, a good design consists in a combination of relays

using AUTHENTICATE-XOR or XOR modes. An ongoing work

will consist to consider larger networks with more complex

combination of the data. An optimization process will be used

to attribute which nodes use AUTHENTICATE-XOR or XOR

(or their equivalent).

Homomorphic MACs applies well in our context because

of the linearity of the considered transformations. However,

some network-coding problems require to use non-linear

methods [28]. For this class of problems, the only solution

available against pollution attacks is AUTHENTICATE-XOR-

MAC. Adapted integrity schemes are to be unveiled in this

case.
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Fig. 5. Energy cost for the different modes of operation.

An important part of the existing works on in-network

transformations for WSNs is dedicated to data aggregation. If

many solutions exists ([29], [30], [31], [13]), they essentially

concern linear aggregations, e.g. the aggregation function is

the mean. The recent advances in source coding or compressed

sensing have introduced new non-linear aggregation functions

that must also be considered. If the confidentiality of source

coding has been studied, integrity protection for those schemes

is still an open problem.
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APPENDIX

A universal hash function is a family of functions indexed

by a parameter called the key and it must verify that the

probability over all keys that all distinct inputs collide is small.

This notion was introduced by Carter and Wegman in [32]. A

relaxed notion called ǫ-almost universal was also introduced

in [33]:

Definition 1: Let fk be a function of an (ℓ, n)-family H
from an ℓ-bit set to an n-bit set with the parameter k taken in

a set K. The family H is ǫ-almost universal if the probability

of collisions for a random distribution of the value k over the

set K (i.e. Prk(fk(M) = fk(M
′)), ∀k ∈R K) is smaller than

ǫ.
Definition 2: We also say that a family of functions H is

⊕-linear if for all M,M ′, we have fk(M ⊕M ′) = fk(M)⊕
fk(M

′) for all instance fk in H .

A family H of functions that is at the same time ǫ-almost

universal and ⊕-linear is said to be ǫ-almost XOR universal

(ǫ-AXU). In this case, it must verify that the associated differ-

ential probability for a random distribution of the value k over

the set K is bounded by ǫ, i.e. ∀(M,M ′, a), P rk(fk(M) −
fk(M

′) = a) ≤ ǫ.
The universal hash functions can be used for message

authentication if the output is processed with another function.

A MAC design using such a family of functions assumed the

following scenario: the parties have already exchanged their

secret key k, then to exchange a message M of length ℓ, the

sender sends M and the corresponding tag:

hk(M) = fk(M)⊕ r. (3)

The shared secret key k is thus composed of a particular

fk function drawn randomly from an (ℓ, n)-family of hash

functions and a random pad r. At reception, the receiver

verifies the tag hk(M), corresponding with the MAC that will

be recomputed and checked for consistency. In practice, the

fingerprint fk(M) will be encrypted with a stream cipher that

will produce r.

Krawczyk has shown in [12] that the design of MAC of

the above kind (i.e. combined with a one-time pad) requires

only to have a family of functions that is ǫ-almost universal.

Moreover, the family of functions can also be ⊕-linear. Thus,

we can used for message authentication family of functions

that are ǫ-almost XOR universal leading to homomorphic

MAC constructions.

Many universal, ǫ-almost universal and ǫ-AXU hash fami-

lies have been proposed in the literature to build MACs (see

for example [34], [23], [35]). We mainly focus here on one

proposal done by H. Krawczyk in 1994 in [12] that is really

suitable for constraint environments.

A. Toeplitz hashing

In the same article, Krawczyk introduced a second con-

struction based upon random matrices. More precisely, given

A a boolean Toeplitz matrix of size n × ℓ (i.e. each lower

diagonal is fixed, i.e. if k − i = l − j for all indices then

Ai,j = Ak,l) and given a message M of size ℓ, the universal

hash function hA(M) is the binary multiplication of the matrix

A by the column vector composed of message bits of M :

hA(M) = A ·M .

A simple and practical method to build such matrices is the

LFSR use: from a particular irreducible polynomial of degree

n over F2 q(x), we build the corresponding LFSR of size n
bits. The output sequence is denoted s0, s1, · · · . The initial

state of the LFSR s = (s0, s1, · · · , sn−1) will represent a

part of the secret key. More precisely, for each irreducible

polynomial q(x) and for each non-zero initial state of the

✷✶✸



LFSR, we associate the hash function hq,s(M) defined as the

linear combination
⊕ℓ−1

j=0 Mj · (sj , sj+1, · · · , sj+n−1) where

Mj is the bit number j of M . In other words, at each clock,

the LFSR updates its internal state taking into account each

message bit. This hash functions family is ⊕-linear, ǫ-almost

universal (with ǫ ≤ n+ℓ
2n−1 ) and ǫ-almost XOR universal (with

ǫ ≤ ℓ
2n−1 ).

❆♥♥❡①❡ ❇✳ ❆rt✐❝❧❡s ♣rés❡♥tés ❞❛♥s ❧❛ ❞❡✉①✐è♠❡ ♣❛rt✐❡

✷✶✹


	Couverture
	Remerciements
	Dédicace
	Table des matières
	Introduction générale
	Partie I Cryptographie symétrique
	Algorithmes de chiffrement à flot
	Introduction
	La saga des F-FCSR
	Quelques définitions
	F-FCSR v1, F-FCSR v2 et X-FCSR v1
	La mort de F-FCSR v2 et de X-FCSR v1
	F-FCSR v3 et X-FCSR v2

	Quelques résultats concernant les LFSM et les LFSR
	Notations et définitions
	Exemple : le générateur windmill de E0


	Algorithmes de chiffrement par blocs et fonctions de hachage
	Introduction
	Chiffrement par blocs : nouveaux paradigmes pour la cryptanalyse
	Classification des distingueurs
	Quelques distingueurs classiques dans le modèle UK
	Distingueurs dans le modèle KK
	Distingueurs dans le modèle RKK
	Distingueurs dans le modèle CK
	Exemples d'application

	Cryptanalyse et design de fonctions de hachage
	Distingueurs et Collisions sur des fonctions de hachage
	Design d'une fonction de hachage Lightweight: GLUON

	Conclusion


	Partie II Confiance dans les réseaux ambiants et solutions de sécurité pour les réseaux de capteurs sans fil
	Confiance dans les réseaux ambiants
	Introduction
	Approche sociale de la confiance
	Architecture et protocoles
	Instanciation du modèle
	Modélisation, simulation et implémentation de notre protocole
	Approche probabiliste
	Résultats de simulation
	Aspects d'implémentation


	Solutions de sécurité pour les réseaux de capteurs sans fil
	Introduction
	Quelques propositions de protocoles de sécurité dans les réseaux de capteurs sans fil
	Quelques attaques dans les réseaux de capteurs sans fil
	Proposition d'un algorithme de détection de l'attaque wormhole
	Proposition d'un algorithme de détection de l'attaque par réplication de nœuds

	Résilience pour les protocoles de routage dans les réseaux de capteurs sans fil
	Définition de la résilience et proposition de métrique
	Les protocoles de routage étudiés et leurs versions résilientes
	Travaux futurs

	Problématiques de sécurité dans le codage réseau
	Définition du codage réseau
	Attaques par pollution et attaques par inondation contre le codage réseau
	Solutions cryptographiques pour la sécurité du codage réseau
	Authentification pour l'agrégation de données et le codage réseau
	Attaques par inondation dans le codage réseau



	Bibliographie
	Annexes
	Articles présentés dans la première partie
	Résultats sur la longueur des cycles des FCSR, IEEE-IT 54(2): 836-840, 2008
	Article présentant F-FCSR v3, Selected Areas for Cryptography - SAC 2009
	Article présentant les résultats concernant les LFSR, IEEE-IT 57(12): 8095-8113, 2011
	Article présentant les résultats concernant Rijndael dans le modèle à clés connues, AFRICACRYPT 2009
	Article présentant la fonction de hachage lightweight GLUON, AFRICACRYPT 2012

	Articles présentés dans la deuxième partie
	Article présentant le protocole CHE, IFIPTM 2007
	Article présentant notre méthode de détection de Wormhole, PIMRC 2008
	Article présentant les différentes stratégies d'authentification pour le codage réseau, version conférence, NSS 2010



