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Summary
Thisth≥sisfocus≥sonissu≥sr≥lat≥≤toauth≥nticationinlow-costra≤iofr≥qu≥ncyi≤≥ntication
t≥chnology,mor≥commonlyr≥f≥rr≥≤toasRFID.
Thist≥chnologyison≥ofth≥mostpromisingt≥chnologi≥sinth≥ ≥l≤ofubiquitouscomputing,
itisoft≥nr≥f≥rr≥≤toasth≥n≥xtt≥chnologicalr≥volutionaft≥rth≥Int≥rn≥t.How≥v≥r,≤u≥toth≥
v≥rylimit≥≤r≥sourc≥sint≥rmsofcomputation,m≥moryan≤≥n≥rgyonRFIDtags,conv≥ntional
s≥curityalgorithmscannotb≥impl≥m≥nt≥≤onlow-costRFIDtagsmakings≥curityan≤privacy
animportantr≥s≥archsubj≥ctto≤ay.
Firstofall,w≥inv≥stigat≥th≥scalabilityinlow-costRFIDsyst≥msby≤≥v≥lopingans-3

mo≤ul≥tosimulat≥th≥univ≥rsallow-costRFIDstan≤ar≤EPCClass-1G≥n≥ration-2inor≤≥r
to≥stablishastrictfram≥workfors≥cur≥i≤≥nticationinlow-costRFIDsyst≥ms. W≥show
that,th≥symm≥tricalk≥ycryptographyis≥xclu≤≥≤fromb≥ingus≥≤inanyscalabl≥low-cost
RFIDstan≤ar≤≤u≥toth≥v≥ryshorti≤≥nticationtim≥forv≥rylarg≥tagpopulations. That
≤o≥snotgiv≥anyoth≥ralt≥rnativ≥sthan≤≥signingalightw≥ightapproach≥sbas≥≤onpublic
k≥ycryptography.
Th≥n,w≥propos≥ascalabl≥auth≥nticationprotocolbas≥≤onoura≤aptationofth≥famous

publick≥ycryptosyst≥mNTRU.Thisprotocolissp≥cially≤≥sign≥≤forlow-costRFIDsyst≥ms,
itcanb≥≥ci≥ntlyimpl≥m≥nt≥≤intolow-costtags,astagsar≥onlyr≥quir≥≤toimpl≥m≥nt
alightw≥ighthashfunction,simpl≥a≤≤itionan≤bit-wis≥op≥rations(circularshiftsan≤xor
op≥rations).
Finally,w≥consi≤≥rth≥z≥ro-knowl≥≤g≥i≤≥nticationi.≥.wh≥nth≥nos≥cr≥tsharingb≥tw≥≥n

th≥tagan≤th≥r≥a≤≥risn≥≥≤≥≤.Suchi≤≥nticationapproach≥sar≥v≥ryh≥lpfulinmanyRFID
applicationswh≥nth≥tagchang≥sconstantlyth≥ ≥l≤ofa≤ministration.
W≥propos≥twoz≥ro-knowl≥≤g≥i≤≥nticationapproach≥sbas≥≤onGPSan≤ran≤omiz≥≤GPS
sch≥m≥s. Th≥propos≥≤approach≥sconsistinstoringinth≥back-≥n≤pr≥comput≥≤valu≥sin
th≥formofcoupons.So,th≥GPS-bas≥≤variantcanb≥privat≥an≤th≥numb≥rofcouponscan



b≥muchhigh≥rthaninoth≥rapproach≥sthusl≥a≤ingtohigh≥rr≥sistanc≥to≤≥nialofs≥rvic≥
attacksforch≥ap≥rtags.
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Chapt≥r1

Intro≤uction
Th≥Ra≤ioFr≥qu≥ncyI≤≥nticationt≥chnology(RFID)hasb≥≥nagrowingint≥r≥stinth≥r≥c≥nt
f≥wy≥arsthankstoitsuniqu≥f≥atur≥sthatallowspassiv≥smartlab≥l(RFIDtag)tob≥scann≥≤
an≤i≤≥nti≥≤withnon≥≥≤forvisualorphysicalcontact.
Contrarytopopularb≥li≥f,RFIDt≥chnologyisnotn≥worr≥c≥nt,th≥rstknownapplication

ofRFIDwasth≥fri≥n≤orfo≥i≤≥nticationsyst≥mus≥≤in ght≥rplan≥sin Worl≤ WarII,
withal≥a≤of20y≥arsonitswir≥≤≥quival≥nt,th≥smartcar≤. How≥v≥r,th≥p≥rvasiv≥usag≥
hasstart≥≤r≥c≥ntlyinbiom≥tricpassportsan≤asapracticalr≥plac≥m≥ntforopticalbarco≤≥s
r≥≤ucing≤ramaticallyth≥costsinsom≥pro≤uctionproc≥ss≥sthanksto≥l≥ctronicmanufacturing
progr≥sswhichmak≥slow-costRFIDsyst≥msan≥conomicalr≥plac≥m≥ntforopticalbarco≤≥.
To≤ay,RFIDt≥chnologyisacommonan≤us≥fultoolinmanufacturing,supplychainmanag≥-
m≥nt,publictransportation,physicalacc≥sscontrol,≥mb≥≤≤≥≤m≥≤ical≤≥vic≥s,animali≤≥nti-
cation.
RFIDsyst≥msar≥ma≤≥upofthr≥≥maincompon≥nts:RFIDtag,RFIDr≥a≤≥ran≤back-≥n≤

≤atabas≥as≤≥monstrat≥≤inFigur≥C.1.
RFIDtagscanb≥classi≥≤intothr≥≥typ≥s:activ≥,passiv≥,ors≥mi-activ≥.Passiv≥tagsar≥

Figur≥1.1:AnRFIDsyst≥m[23]
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thos≥consi≤≥r≥≤inthisth≥sis,th≥yar≥th≥mostwi≤≥lyus≥≤an≤th≥y≤onotcontainanysort
ofon-boar≤pow≥r;th≥yar≥compos≥≤ofasmallmicrochipan≤anant≥nna.Tag’sinformation
canb≥r≥a≤byanRFIDr≥a≤≥r,fromsom≥≤istanc≥awayan≤withoutr≥quiringlin≥-of-sight.
Th≥r≥a≤≥risus≥≤toprovi≤≥≥n≥rgytoth≥tagbyth≥magn≥ticr≥sonanc≥in≤uction;th≥r≥for≥,
asno≥n≥rgyislocat≥≤onth≥tag,th≥tagiscall≥≤a passiv≥tag.Th≥activ≥tagsar≥thos≥
whichcontainabatt≥ryfromwhichth≥y≤rawpow≥rforcomputationan≤forcommunication
tor≥a≤≥rs(an≤≥v≥noth≥rtags).S≥mi-activ≥tags(hybri≤)containanon-boar≤batt≥rythatis
≥xclusiv≥lyutiliz≥≤asacomputationr≥sourc≥(an≤notforcommunication).Thistyp≥ofRFID
isacombinationofactiv≥an≤passiv≥RFIDt≥chnologi≥s.
Th≥r≥a≤≥rpow≥rsth≥tag(passiv≥an≤s≥mi-activ≥),r≥tri≥v≥san≤≥v≥ntuallytransmits≤ata
r≥lat≥≤totagtoaback-≥n≤s≥rv≥rforfurth≥rproc≥ssing.
Th≥t≥rminologylow-costRFIDtagsiswi≤≥lyus≥≤to≤≥signv≥rylow-costpassiv≥RFIDtags,
an≤itisa≤opt≥≤throughoutthisth≥sis.
To≤ay,th≥lowcostofRFID,th≥hug≥≥conomicstak≥sthatpr≥s≥ntan≤≥as≥ofus≥,mak≥

thist≥chnologyth≥n≥xtt≥chnologicalr≥volutionaft≥rth≥Int≥rn≥t.

1.1 Auth≥nticationChall≥ng≥sinLow-CostRFIDsyst≥ms
Th≥auth≥nticationis≤≥n≥≤byth≥Int≥rnationalOrganisationforStan≤ar≤isation[29]asa
m≥anforconrmingth≥i≤≥ntityofaclaim≥≤≥ntity.Inth≥informations≥curity,th≥auth≥ntica-
tionr≥quir≥stous≥cryptographicalalgorithmswhichar≥knowntor≥quir≥importantr≥sourc≥s
int≥rmsofcomputation,pow≥ran≤m≥mory.
Th≥i≤≥nticationiswhathapp≥nswh≥naprov≥rclaimstohav≥ac≥rtaini≤≥ntitytoth≥v≥ri≥r.
Th≥≤i≥r≥nc≥withauth≥nticationisthatauth≥nticationr≥quir≥saproofthatcannotb≥r≥fut≥≤
ofth≥claim≥≤i≤≥ntity.
RFID,asitsnam≥sugg≥sts,th≥i≤≥nticationconsistsitsv≥ryfoun≤ation.Thisi≤≥ntication
mustb≥s≥cur≥toavoi≤th≥imp≥rsonationoftagan≤r≥a≤≥r.How≥v≥r,tomak≥RFIDattractiv≥
forp≥rvasiv≥≤≥ploym≥nt(larg≥scal≥≤≥ploym≥nt)twocon≤itionsn≥≥≤tob≥fulll≥≤.First,a
v≥rylow-costoftagsshoul≤b≥guarant≥≥≤whichl≥a≤ingtov≥ryconstrain≥≤≤≥vic≥swhichcan-
notp≥rformcompl≥xcomputations.S≥con≤,th≥scalabilityissu≥swh≥ntagsmassiv≥scanning
isr≥quir≥≤,n≥≥≤tob≥solv≥≤.
Itisthusin≥vitabl≥that,th≥≤isa≤vantag≥ofRFIDt≥chnologywoul≤b≥r≥lat≥≤toth≥s≥curity
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an≤privacyrisksthusmakingitmor≥≤iculttor≥sisttostan≤ar≤attacksthatar≥:r≥play
attacks,man-in-th≥mi≤≤l≥,≤≥nialofs≥rvic≥,≥tc. Withtagsansw≥ringtoanyr≥a≤≥rqu≥ri≥s,
privacyissu≥sar≥ma≤≥chall≥ngingan≤ar≥r≥lat≥≤toclan≤≥stin≥tracking,locationprivacy,
an≤forwar≤s≥cr≥cy.Inav≥rysimpl≥way,anRFIDi≤≥nticationprotocolisvuln≥rabl≥to
clan≤≥stin≥trackingorlocationprivacywh≥nana≤v≥rsarycanr≥cogniz≥anRFIDtags≥≥n
≥arli≥r.Forwar≤s≥cr≥cyisth≥prop≥rtythata≤isclos≥≤s≥cr≥tinformationaboutth≥tag≤o≥s
notr≥v≥alpasts≥cr≥ts.
To≤ayth≥s≥issu≥sar≥amajorchall≥ng≥forr≥s≥arch≥rs,≤≥man≤ingto≥xpan≤th≥boun≤-

ari≥sofcryptography.Th≥s≥r≥s≥archworksar≥≥ncourag≥≤byth≥Europ≥anCommission.In
2008,a≤raftr≥comm≥n≤ation[15]waspublish≥≤onRFIDs≥curityan≤privacystatingthat
RFIDapplicationsn≥≥≤toop≥rat≥inas≥cur≥mann≥ran≤thatr≥s≥archn≥≥≤stol≥a≤tohigh-
p≥rformanc≥an≤low-costs≥curitysolutionsforRFID≤≥vic≥s.
Anoth≥rasp≥ctr≥lat≥≤toRFIDt≥chnologyisth≥op≥nsyst≥mf≥atur≥wh≥nth≥syst≥m

int≥rrogatingth≥tagcannotb≥i≤≥nti≥≤ah≥a≤oftim≥≤u≥toth≥mobilityasp≥ctofRFID
tagsinsom≥us≥cas≥si.≥.th≥r≥isnoguarant≥≥thatth≥r≥a≤≥r(v≥ri≥r)isnotmalicious.In
suchcont≥xt,solutionsar≥z≥ro-knowl≥≤g≥i≤≥nticationprotocolsasth≥y≤onotr≥quir≥s≥cr≥ts
sharingb≥tw≥≥nth≥tagan≤th≥r≥a≤≥r.How≥v≥r,th≥s≥typ≥sofprotocolsasth≥yar≥,r≥quir≥
r≥sourc≥sb≥yon≤capabiliti≥soflow-costRFIDtags.
Th≥sch≥m≥commonlyus≥≤top≥rformth≥auth≥nticationiscall≥≤chall≥ng≥/r≥spons≥:th≥

r≥a≤≥rs≥n≤sachall≥ng≥ctoth≥tagthatprov≥sitsi≤≥ntitybyr≥spon≤ingtothischall≥ng≥.
Obviously,ana≤v≥rsaryshoul≤notb≥abl≥tomasqu≥ra≤≥asth≥tag,≥v≥nifh≥≥av≥s≤ropsth≥
pr≥viousansw≥rsofth≥tag.R≥spon≤tor≥a≤≥r,consistsin≥ncryptingth≥r≥c≥iv≥≤chall≥ng≥c
usingan≥ncryptionalgorithmE,aran≤oms≥cr≥tcryptographick≥ykan≤≥v≥ntuallyafr≥sh
ran≤omvalu≥rg≥n≥rat≥≤byth≥tag.Thisprincipl≥isillustrat≥≤inFigur≥1.2.

R≥a≤≥r Tag
choos≥c∈R{0,1}n c−→ choos≥r∈R{0,1}n,Ek(c,r)

R≥tri≥v≥k,ch≥ckEk(c,r) r,Ek(c,r)←−
Figur≥1.2:Chall≥ng≥/r≥spons≥i≤≥nticationsch≥m≥

How≥v≥r,ifth≥≥ncryptionalgorithmEissymm≥trical,thistyp≥ofprotocolhastwoshort-
comings.On≥ofth≥misitsunscalabilityifth≥≥ntir≥tag’sr≥spons≥is≤i≥r≥ntin≥achauth≥n-
ticationatt≥mpt,inthiscas≥th≥syst≥mmust≤oan≥xhaustiv≥s≥archto n≤th≥s≥cr≥tk≥yk

3



toauth≥nticat≥th≥tag.
Th≥oth≥ron≥isth≥privacy,ifana≤v≥rsarycancomputationally≤istinguishatagi.≥mak≥th≥
linkb≥tw≥≥natag’sr≥spons≥an≤atags≥≥n≥arli≥r,orifth≥tag’sr≥spons≥ispartiallyconstant:
for≥xampl≥,th≥tagr≥spon≤swithasuppl≥m≥ntarym≥taID(ps≥u≤oin≤≥x)thusmaking≥asi≥r
forth≥syst≥mtos≥archforth≥s≥cr≥tk≥y,anattack≥rinthiscas≥can≥asilytrac≥th≥tag
b≥tw≥≥ntwom≥taIDup≤at≥s.
Th≥simultan≥ousprovisionofprivacyan≤scalabilityinmanylow-costRFIDsyst≥ms≤o≥s

notgiv≥oth≥ralt≥rnativ≥sthan≤≥signinglightw≥ightapproach≥sbas≥≤onpublick≥ycryptogra-
phy.In≤≥≥≤,ifth≥RFIDsyst≥mimpl≥m≥ntsapublick≥ycryptosyst≥m,th≥r≥a≤≥rhasonlyon≥
privat≥k≥yto≤≥cryptanytag’sr≥spons≥thatcanb≥≤i≥r≥ntin≥achi≤≥nticationatt≥mpt.
Thissolv≥sth≥probl≥msofscalabilityan≤privacy. Mor≥ov≥r,ahighprivacyl≥v≥lr≥quir≥sth≥
us≥ofsom≥publick≥ycryptographict≥chniqu≥s[52].
How≥v≥r,mostofth≥r≥s≥arch≥rsb≥li≥v≥thatth≥low-costRFIDcannottak≥a≤vantag≥ofpublic
k≥ycryptographyan≤shoul≤th≥r≥for≥b≥bas≥≤onsymm≥triccryptography.Itisthusimpos-
sibl≥un≤≥rsuchassumptionthatanauth≥nticationprotocolcansupportbothscalabilityan≤
privacyatlowcompl≥xitycost.

1.2 Wir≥l≥ssattacksinRFID
Th≥s≥curityan≤privacyinRFIDsyst≥msmainlyconc≥rnth≥wir≥l≥sscommunicationsb≥tw≥≥n
tagan≤r≥a≤≥rwhil≥th≥communicationsb≥tw≥≥nth≥back-≥n≤an≤th≥r≥a≤≥rar≥assum≥≤as
s≥cur≥b≥caus≥th≥r≥a≤≥ran≤back-≥n≤ar≥≤≥vic≥swithcomputingan≤batt≥ryr≥sourc≥s,so
th≥r≥ar≥noimp≥≤im≥ntstos≥cur≥th≥irin-b≥tw≥≥ncommunicationswithstrongsymm≥tricor
asymm≥trick≥yalgorithms.
Th≥attack≥risassum≥≤b≥havingaccor≤ingtoth≥Dol≥v-Yaomo≤≥l,i.≥.havingfullcontrol

ov≥rth≥wir≥l≥sschann≥ltor≥play,mo≤ifyan≤stor≥≥xchang≥≤m≥ssag≥s.

•MaliciousTracking:itisoft≥nr≥f≥rr≥≤toasth≥majorprivacythr≥at,th≥goalofth≥
attack≥ristotrac≥atagi.≥.r≥cogniz≥atagpr≥viouslys≥≥n.InRFIDsyst≥ms,tag
r≥spon≤stoanyr≥a≤≥r’squ≥ry,sowh≥ntagansw≥rstor≥a≤≥rqu≥ri≥sar≥uniqu≥,an
attack≥rcantrackth≥mov≥m≥ntofth≥tagown≥r.Thisison≥ofth≥mainprobl≥msthat
ubiquitouscomputinghastosolv≥asMark W≥is≥ralr≥a≤ypr≥≤ict≥≤in1991[54].

•R≥playattacks:th≥attack≥rus≥sasimpl≥m≥tho≤of≥xploitingacaptur≥≤trac≥x-
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chang≥≤b≥tw≥≥ntagan≤r≥a≤≥ran≤r≥s≥n≤sthistractob≥auth≥nticat≥≤asal≥gitimat≥
tagorr≥a≤≥r.

•Maninth≥mi≤≤l≥attacks:th≥attack≥rtri≥stoobtaininformationfromal≥gitimat≥tag
orr≥a≤≥rinor≤≥rtoimp≥rsonat≥itlat≥r.

•D≥nialofS≥rvic≥attacks:th≥s≥attacksconc≥rnmainlyth≥≤≥synchronizationb≥tw≥≥n
th≥tagan≤th≥r≥a≤≥r/back-≥n≤.Th≥attack≥rcanmak≥inconsist≥ntashar≥≤s≥cr≥tk≥y
b≥tw≥≥nth≥tagan≤th≥r≥a≤≥rinor≤≥rthatth≥ycannotr≥cogniz≥≥achoth≥rinth≥futur≥
auth≥ntications≥ssions.

1.3 Contributions
Inthisth≥sis,w≥inv≥stigat≥th≥issu≥sofscalability,privacy,an≤z≥ro-knowl≥≤g≥inlow-cost
RFIDsyst≥msusinglightw≥ightpublick≥ycryptography.Ourcontributionsinthisth≥sisar≥:

•Inth≥rstplac≥,w≥inv≥stigat≥th≥scalabilitycrit≥rionby≤≥v≥lopingasimulatormo≤ul≥
forns-3thatpr≥≤ictsth≥i≤≥nticationp≥rformanc≥sinmanysc≥nariosforth≥univ≥rsal
stan≤ar≤forlow-costRFIDsyst≥ms,th≥EPCClass-1G≥n≥ration-2.
Th≥sp≥cicationsofthisstan≤ar≤≤onotprovi≤≥anys≥curitym≥chanismontagswhich
ar≥justconsi≤≥r≥≤asra≤io-fr≥qu≥ncybarco≤≥s. Ourmainobj≥ctiv≥istoobtainsom≥
k≥yasp≥ctssuchasth≥i≤≥nticationtim≥for≤i≥r≥nttagpopulations. This≥nabl≥s
g≥ttingforth≥ rsttim≥r≥alisticr≥sultsan≤≥stablishingastrictfram≥workfors≥cur≥
i≤≥nticationinsuchlow-costRFIDsyst≥msfor≤i≥r≥nttagpopulations.

•Inth≥s≥con≤plac≥,w≥propos≥an≥wscalabl≥lightw≥ightasymm≥tricalmutualauth≥nti-
cationprotocol≥sp≥cially≤≥sign≥≤forlow-costRFIDsyst≥ms.Thisapproachisbas≥≤on
ana≤aptationthatw≥hav≥intro≤uc≥≤onNTRUpublick≥ycryptosyst≥mforth≥tagby
bringingbackth≥≥ncryptionproc≥ssfroma≤icultmath≥maticalop≥ration,polynomials
multiplicationov≥rring,toonlysimpl≥circularshiftsan≤a≤≤itions.

•Inth≥thir≤plac≥,w≥inv≥stigat≥th≥z≥ro-knowl≥≤g≥i≤≥ntication(nos≥cr≥tsharing
b≥tw≥≥nth≥tagan≤th≥r≥a≤≥r)inlow-costRFIDsyst≥msan≤w≥propos≥twoprivat≥
lightw≥ightstorag≥-s≥curitytra≤≥-osbas≥≤onGPSan≤ran≤omiz≥≤GPSpublick≥y
sch≥m≥s.Ourapproach≥shav≥twok≥yb≥n≥ts.First,th≥storag≥ov≥rh≥a≤issupport≥≤
byth≥back-≥n≤s≥rv≥ran≤notbyth≥tag,soth≥GPS-bas≥≤variantcanalsob≥privat≥,
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an≤th≥RFIDsyst≥misl≥ssvuln≥rabl≥to≤≥nialofs≥rvic≥attacksthanoth≥rapproach≥s.
S≥con≤,forauth≥nticatingtoth≥r≥a≤≥r,th≥tagonlyn≥≥≤ssimpl≥int≥g≥rop≥rations,so
impl≥m≥ntationcanb≥≤on≥inl≥ssthan1000gat≥≥quival≥nts(GEs).

Inth≥cours≥ofth≥th≥sis,w≥hav≥giv≥nsubstantialcontributionstoth≥Fr≥nch-G≥rman
proj≥ctRESCUE-IT.Fromamo≤≥llingp≥rsp≥ctiv≥,RESCUE-ITr≥pr≥s≥ntsacompl≥t≥sup-
plychaininth≥publics≥curityar≥aan≤int≥grat≥ss≥curityr≥quir≥m≥nts.Italsopropos≥sa
≤atabas≥aboutrisksan≤mitigationproc≥≤ur≥sr≥lat≥≤tosupplychains.Fromar≥quir≥m≥nts
p≥rsp≥ctiv≥,th≥proj≥cti≤≥nti≥sth≥r≥l≥vants≥curityparam≥t≥rs,whichn≥≥≤tob≥monitor≥≤
an≤controll≥≤.FromanInt≥rn≥tofThingsp≥rsp≥ctiv≥,th≥proj≥ct≥nhanc≥sth≥usag≥ofwir≥-
l≥sss≥nsorn≥tworksan≤ofRFIDsyst≥ms,tailor≥≤forth≥sp≥cicn≥≥≤sofas≥cur≥≤supply
chain.

1.4 Th≥sisorganization
Th≥r≥min≤≥rofthisth≥sisisorganiz≥≤inthr≥≥chapt≥rs.
Inth≥n≥xtchapt≥r,w≥consi≤≥rth≥simulationprobl≥minRFIDsyst≥ms,w≥intro≤uc≥

worksfoun≤inth≥lit≥ratur≥r≥lat≥≤tosimulationinRFIDt≥chnology. W≥alsointro≤uc≥th≥
fun≤am≥ntalconc≥ptsofEPCClass-1G≥n≥ration-2.Th≥n,w≥pr≥s≥ntourmo≤ul≥forns-3to
simulat≥RFIDsyst≥msan≤r≥sultsfrom≤i≥r≥ntsc≥narios.
Inth≥thir≤chapt≥r,w≥consi≤≥rth≥scalabilityinlow-costRFIDsyst≥msan≤w≥showth≥

limitsofvariousscalabl≥auth≥nticationprotocolsfoun≤inth≥lit≥ratur≥,an≤w≥propos≥an≥w
scalabl≥lattic≥-bas≥≤auth≥nticationprotocolsp≥cially≤≥sign≥≤forlow-costRFIDsyst≥ms.
Inth≥fourthchapt≥r,w≥consi≤≥rth≥importanc≥ofz≥ro-knowl≥≤g≥i≤≥nticationinsom≥

RFIDapplicationsan≤w≥intro≤uc≥arapi≤stat≥ofth≥artp≥rtainingtothisconc≥pt.Th≥n,
w≥pr≥s≥ntourstorag≥-s≥curitytra≤≥-oi≤≥nticationsch≥m≥sforlow-costRFIDsyst≥ms.
Inth≥lastchapt≥r,w≥conclu≤≥thisth≥sisan≤w≥giv≥th≥mainfutur≥work≤ir≥ctions.
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Chapt≥r2

Massiv≥r≥a≤ingsimulationfor
low-costRFIDtags
EPCglobalClass-1G≥n≥ration-2UHFRa≤ioFr≥qu≥ncyI≤≥nticationstan≤ar≤,commonlyknown
asth≥EPCG≥n2forpassiv≥RFIDt≥chnologyisan≥wstan≤ar≤whichwasapprov≥≤in2004.
Th≥EPCG≥n2tagisconsi≤≥r≥≤asasucc≥ssortoth≥barco≤≥,itisapow≥rfulm≥chanismfor
obj≥cti≤≥ntication. Th≥EPCG≥n2iswi≤≥lyacc≥pt≥≤asth≥univ≥rsalstan≤ar≤forlow-cost
RFIDtags.Itis≤≥sign≥≤tosatisfyth≥supplychainr≥quir≥m≥nts.Th≥smallsiz≥ofEPCG≥n2
tagsallowsth≥mtob≥implant≥≤withinobj≥ctsan≤i≤≥nticationbyfr≥qu≥ncyallowstags
notonlytob≥r≥a≤inlarg≥numb≥rsbutalsothroughvisuallyor≥nvironm≥ntallychall≥nging
con≤itions.
How≥v≥r,EPCG≥n2≤o≥sn’t≤≥n≥≥xactlyhowth≥r≥a≤≥r(int≥rrogator)shoul≤r≥actin

criticalsituationslik≥collisionsorhowtomanag≥≤i≥r≥ntcomman≤s(Qu≥ry,Qu≥ryR≥pan≤
Qu≥ryA≤just)≤uringth≥inv≥ntoryroun≤.Thisiswhyasimulatorcanb≥av≥ryus≥fultoolto
≤iscov≥rth≥protocolb≥haviorsin≤i≥r≥ntsc≥narios.
Inthischapt≥r,w≥≤≥alwiththisapproach,w≥cr≥at≥an≥wmo≤ul≥inN≥tworkSimulator

ns-3topr≥≤ictth≥i≤≥nticationp≥rformanc≥sforEPCG≥n2communicationprotocolin≤i≥r≥nt
congurations.Thismo≤ul≥allowstot≥stth≥scalabilityofthisstan≤ar≤inor≤≥rto≥stablish
astrictfram≥workfors≥cur≥i≤≥ntication,for≥xampl≥,whatkin≤ofs≥curityapproach≥sthat
coul≤b≥≥nvisag≥≤. Mor≥ov≥r,RFIDsimulationisv≥ryus≥fulformanyr≥s≥archchall≥ng≥ssuch
ass≥curity,privacyan≤throughputoptimizationov≥rth≥tag-r≥a≤≥rchann≥lwhichar≥somuch
≤iculttob≥t≥st≥≤inpractic≥b≥caus≥ofth≥int≥grat≥≤natur≥ofRFIDtags.
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Thismo≤ul≥isabl≥tosimulat≥variousr≥alisticsc≥nariosan≤congurationstopr≥≤ictth≥
i≤≥nticationp≥rformanc≥inmanysc≥narioslik≥ch≥ckoutcontrol,r≥c≥ptioncontrol,≥xp≥≤ition
control,an≤inv≥ntorythats≥rv≥to≥valuat≥th≥p≥rformanc≥softhisstan≤ar≤inth≥supply
chainfor≥xampl≥.
W≥giv≥som≥k≥yasp≥ctsof≤i≥r≥ntcongurationslik≥i≤≥nticationtim≥fortagpopula-

tions,statisticsoncollisions≤uringth≥i≤≥nticationproc≥≤ur≥toimprov≥p≥rformanc≥s,≥tc.
Th≥r≥main≤≥rofthischapt≥risorganiz≥≤asfollows. W≥ rstintro≤uc≥inS≥ction2.1

worksr≥lat≥≤toRFIDsimulationan≤w≥≤≥monstrat≥th≥irlimits.S≥ction2.2th≥n≤≥scrib≥s
th≥EPCG≥n2communicationprotocol.S≥ctions2.3an≤2.4intro≤uc≥oursimulationmo≤≥l
an≤ns-3;r≥sp≥ctiv≥ly.S≥ction2.5≤≥scrib≥soursimulator.Th≥simulat≥≤sc≥nariosan≤th≥ir
r≥sultsar≥giv≥nins≥ctions2.6an≤2.7;r≥sp≥ctiv≥ly,b≥for≥conclusionsins≥ction2.8.

2.1 R≥lat≥≤works
Th≥simulationofRFIDsyst≥mswithconv≥ntionalwir≥l≥ssn≥tworksimulationtools(ns-2,ns-3,
Omn≥t++,rtc.)involv≥sth≥≤≥v≥lopm≥ntofan≥wmo≤ul≥thatr≥≥ctsth≥r≥alityofRFID
syst≥ms.
In[6],th≥authorsprovi≤≥asimulationofRFIDun≤≥rN≥tworkSimulatorns-2.Th≥simu-

lationisbas≥≤onth≥availabl≥ns-2802.11alr≥a≤y≥xistinginns-2,sothissimulation≤o≥snot
r≥≥ctth≥r≥alityofRFIDsyst≥ms,sp≥ciallyth≥a≤opt≥≤macan≤physicallay≥rsar≥toomuch
≤i≥r≥ntthanlay≥rsofRFIDr≥a≤≥rsan≤tags.
In[12],th≥authors≤≥v≥lopwithJavaan≥valuationtoolPETRAforISO18000-3protocol.

Th≥≤≥v≥lop≥≤softwar≥simulat≥sth≥sc≥narioofagroupoftagsthatg≥tintoan≤g≥toutth≥
ant≥nnar≥a≤≥r’sar≥aattwo≤i≥r≥nttim≥s.Th≥toolgiv≥sth≥numb≥rofsucc≥ssfullyi≤≥nti≥≤
tagsan≤i≤≥ntication≤urationaccor≤ingtoth≥numb≥roftagsan≤v≥locity. How≥v≥r[12]
isinaccurat≥b≥caus≥it≤o≥snotmo≤≥lth≥physicallay≥rofRFID≤≥vic≥s,somanyfonctions
ar≥missinglik≥signalpropagation,captur≥,ant≥nna≤ir≥ctivity,backscatt≥r,an≤tagmobility
mo≤≥l.
In[18],authorspropos≥asimulatorRFIDSIMth≥impl≥m≥ntationis≤on≥withJist(Java

insimulationtim≥).RFIDSimimpl≥m≥ntsth≥ISO18000-6Ccommunicationprotocolan≤sup-
portspathloss,fa≤ing,backscatt≥r,captur≥,an≤tagmobilitymo≤≥ls.RFIDSIMwas≥ss≥ntially
≤≥sign≥≤tofacilitat≥th≥r≥lativ≥comparisonof≤i≥r≥ntm≥≤iumacc≥ssprotocolsan≤transmis-

8



sioncontrolstrat≥gi≥sofISO18000-6C. W≥i≤≥ntifys≥v≥ralw≥akn≥ss≥sinsimulator[18].Itis
unabl≥topr≥≤icti≤≥nticationp≥rformanc≥s. Mor≥ov≥rit≤o≥snotus≥astan≤ar≤simulation
platformlik≥ns-2,ns-3orOmn≥t++,isma≤≥ofs≥v≥ralsoftwar≥compon≥nts,an≤assuchis≤if-
cultto≤≥ploy.Th≥archit≥ctur≥ofth≥simulatorisnotcl≥ar≥noughforbringingmo≤ications
toit.

2.2 EPCClass1G≥n≥ration2communicationprotocol
2.2.1 G≥n≥raliti≥sonEPCG≥n2
Th≥EPCG≥n2stan≤ar≤[2]≤≥n≥sth≥physicalan≤logicalr≥quir≥m≥ntsforpassiv≥RFIDtags
inor≤≥rtor≥plac≥th≥tra≤itionalbarco≤≥.Itwas≤≥sign≥≤byEPCGlobalInc.on≥ofth≥
l≥a≤≥rsinth≥≤≥v≥lopm≥ntofin≤ustryglobalwi≤≥stan≤ar≤sforth≥EPCtosupportth≥us≥of
RFID.
EPCG≥n2r≥a≤≥rtalksrstan≤tagscanb≥r≥a≤an≤writ≥aninnit≥numb≥roftim≥scontraryto
pr≥viousEPCg≥n≥rations.Th≥r≥a≤≥rtransmitsinformation(comman≤s)totagsbymo≤ulating
ara≤iofr≥qu≥ncysignal.
Tagswhichar≥passiv≥,r≥c≥iv≥bothtransmitt≥≤informationan≤op≥rating≥n≥rgyfromth≥
ra≤iofr≥qu≥ncysignal:th≥yr≥spon≤tor≥a≤≥rbymo≤ulatingacontinuousra≤iofr≥qu≥ncy
wav≥signaltransmitt≥≤byth≥r≥a≤≥rits≥lf.
Tabl≥2.1sumsupth≥EPCG≥n2charact≥risticsofr≥a≤≥ran≤tag.

Op≥ratingFr≥qu≥ncy Ultra High Fr≥qu≥ncyrang≥:
860 MHz-960 MHz

Rang≥ Approximativ≥ly5m≥t≥rs
Datarat≥ Forwar≤link:26.7-128kbps

Backscatt≥rlink:5-640kbps
Enco≤ing Forwar≤link: puls≥int≥rval

≥nco≤ing(PIE)
Backscatt≥rlink:FM0, Mill≥r-
mo≤ulat≥≤subcarri≥r

Mo≤ulation Forwar≤link:DSB-ASK,SSB-
ASKorPR-ASK
Backscatt≥rlink:ASKorPSK

Multipl≥acc≥ssprotocol Variantofslott≥≤ Aloha(Q
Protocol)

Tags Passiv≥, EPC, r≥s≥rv≥≤ an≤
us≥rm≥mory

Tabl≥2.1:Charact≥risticsofEPCG≥n2protocol
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2.2.2 EPCG≥n2 m≥≤iumacc≥ssprotocol
Inor≤≥rtominimiz≥collisions≤uringInv≥ntoryroun≤(i≤≥nticationproc≥ss),th≥acc≥ssof
EPCG≥n2tagstoth≥shar≥≤wir≥l≥sschann≥lisbas≥≤onavariantofslott≥≤Alohacall≥≤Q
Protocol.
InAloha,th≥shar≥≤wir≥l≥sschann≥lisacc≥ssibl≥toallstations.Anactiv≥station,which

hasam≥ssag≥foranoth≥rstationbroa≤castsit≤ir≥ctly.Th≥mainprobl≥mtosolv≥isthatof
collisions.In≤≥≥≤,insuch≥nvironm≥ntth≥r≥isnoc≥ntralcontrolan≤transmissiontim≥sof
th≥m≥ssag≥sar≥unpr≥≤ictabl≥.Slott≥≤ALOHAisar≥n≥m≥ntov≥rth≥pur≥Aloha,tim≥is
≤ivi≤≥≤intolotswhichhasanimpactonth≥p≥rformanc≥s.Anystationcantransmitwh≥n≥v≥r
sh≥wants,butitmuststartitstransmissionatth≥b≥ginningofaslot.
InEPCG≥n2m≥≤iumacc≥ssprotocol,th≥Qparam≥t≥rissp≥ci≥≤inth≥Qu≥rycomman≤an≤
rang≥sfrom0to15inclusiv≥. Tor≥plywithinth≥inv≥ntoryroun≤,≥achtagthatr≥c≥iv≥s
th≥pr≥viouscomman≤fromth≥r≥a≤≥r,choos≥saran≤omnumb≥rinth≥rang≥0to2Q-1
inclusiv≥. Tagsthatg≥tz≥roshoul≤r≥plyimm≥≤iat≥lybya16-bitps≥u≤oran≤oms≥qu≥nc≥
(RN16)m≥ssag≥.Oth≥rwis≥,tagshoul≤waitforoth≥rcomman≤s.
Th≥r≥ar≥thr≥≥possibiliti≥s:

•Notagsr≥ply:th≥r≥a≤≥rmays≥n≤anoth≥rQu≥ry,aQu≥ryR≥poraQu≥ryA≤justcom-
man≤.

•On≥tagr≥pli≥s:th≥r≥a≤≥rmayi≤≥ntifyth≥tagif≥v≥rythingisgoingw≥ll.

•Multipl≥tagsr≥ply:th≥r≥a≤≥rr≥c≥iv≥ss≥v≥ralRN16m≥ssag≥suptoth≥numb≥roftags
havingz≥rovalu≥inth≥irslotcount≥r.Th≥r≥a≤≥rhastor≥solv≥th≥collisionan≤s≥n≤s
anACK.Oth≥rwis≥,ifth≥collisioncannotb≥solv≥≤,th≥r≥a≤≥rissu≥saQu≥ryR≥por
Qu≥ryA≤justcomman≤.

Ifnotagr≥pli≥sormanytagsr≥play,th≥r≥a≤≥rmays≥n≤aQu≥ryA≤justtosolv≥th≥probl≥m
bymo≤ifyingth≥initialQvalu≥s≥ntinth≥Qu≥rycomman≤by≤≥cr≥asingth≥Qvalu≥wh≥n
th≥r≥a≤≥rhasnor≥spons≥toris≥th≥probabilitytog≥tar≥plyfromatagan≤itincr≥as≥sth≥
Qvalu≥wh≥nth≥r≥ismor≥thanon≥r≥ply(toavoi≤th≥collisionsprobl≥m).Figur≥2.1giv≥s
analgorithmformanagingQparam≥t≥raccor≤ingtoth≥situation(Cisa oatrangingfrom
0.1to0.5).Th≥r≥a≤≥rmanag≥stagpopulationsusingthr≥≥basicop≥rationswhichar≥:S≥l≥ct,
Inv≥ntoryan≤Acc≥ss. W≥focusonth≥S≥l≥ctan≤th≥Inv≥ntoryproc≥≤ur≥b≥caus≥thos≥on≥s
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Figur≥2.1:Exampl≥ofalgorithmformanagingQparam≥t≥r[10]

ar≥a≥ctingth≥≥xchang≥≤urationan≤that’swhatw≥≤≥alwithinthischapt≥r.Forth≥acc≥ss
proc≥≤ur≥,itisoptionalan≤itcanb≥a≤≤≥≤infutur≥works.
Th≥r≥a≤≥rsupportsfours≥ssionsS0,S1,S2,an≤S3.Th≥taghastoparticipat≥inon≥an≤
onlyon≥s≥ssion≤uringth≥inv≥ntoryroun≤.Ithastwostat≥sAan≤B,an≤wh≥nth≥tagis
pow≥r≥≤upitinv≥rtsitsinv≥ntori≥≤ ags(A→BorB→A).

2.2.3 S≥l≥ctproc≥≤ur≥
Inth≥s≥l≥ctproc≥≤ur≥,th≥r≥a≤≥rs≥l≥ctstagsforInv≥ntoryorAcc≥ssroun≤. Th≥r≥a≤≥r
appli≥sS≥l≥ctcomman≤succ≥ssiv≥lytos≥l≥ctaparticulartagspopulationr≥f≥rringtoaus≥r-
bas≥≤crit≥ria.R≥a≤≥rcans≥n≤manyS≥l≥ctcomman≤satatim≥top≥rforms≥top≥rationslik≥
unions,int≥rs≥ctionan≤n≥gationonth≥tagpopulations.Followingthiscomman≤,conc≥rn≥≤
tagswillmo≤ifyth≥s≥l≥ct≥≤ agorth≥inv≥ntori≥≤ agforon≥ofth≥fours≥ssions.Th≥crit≥ria
for≤≥t≥rminingwh≥th≥rth≥tagisconc≥rn≥≤byth≥s≥l≥ctcomman≤iswh≥nth≥masks≥ntin
acomman≤match≥sth≥on≥sav≥≤inth≥tagm≥mory. For≥xampl≥asinth≥ gur≥2.2,w≥
hav≥on≥r≥a≤≥ran≤apopulationoftagscomingfromtwo≤i≥r≥ntconstructors(Xan≤Y)
an≤thos≥tagsar≥allinth≥S1s≥ssion(on≥ofth≥fours≥ssions).Inth≥inv≥ntoryop≥ration,
w≥wantonlytocommunicat≥withtagsfromXconstructor.Soth≥r≥a≤≥rwills≥n≤at rsta
s≥l≥ctcomman≤withS1s≥ssionan≤amaskwithth≥s≥rialofth≥Xconstructortochang≥th≥
inv≥ntori≥≤ agto A an≤anoth≥rs≥l≥ctcomman≤withS1s≥ssionan≤amaskwithth≥s≥rial
ofth≥Yconstructortochang≥th≥inv≥ntori≥≤ agto B.
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Th≥r≥for≥,inth≥inv≥ntorystag≥,r≥a≤≥rwillcommunicat≥onlywithtagsins≥ssionS1an≤with
Ainv≥ntori≥≤ ag.

Figur≥2.2:S≥l≥ctcomman≤’s≥xampl≥

2.2.4 Inv≥ntoryproc≥≤ur≥
Inv≥ntoryisth≥proc≥ssbywhichar≥a≤≥ri≤≥nti≥stagsi.≥.r≥a≤sth≥EPCofalltags. Th≥
inv≥ntorycomman≤s≥tinclu≤≥sth≥followingcomman≤s:Qu≥ry,Qu≥ryR≥p,Qu≥ryA≤just,ACK
an≤NAK:

•Qu≥ry:th≥r≥a≤≥rlaunch≥san≥winv≥ntoryroun≤. W≥congur≥som≥param≥t≥rsthat
≤≥n≥,for≥xampl≥,ifth≥r≥a≤≥rwillcommunicat≥withtagsaccor≤ingtoth≥irs≥ssion
an≤th≥inv≥ntori≥≤ agsorth≥irs≥l≥ct≥≤ ags. Anoth≥rimportantparam≥t≥ronthis
comman≤isth≥Qparam≥t≥rwhichischos≥nran≤omlyan≤s≥nttotagstoavoi≤collisions
i.≥.≤i≥r≥ntiat≥r≥spons≥tim≥of≥achon≥.

•Qu≥ryR≥p:thiscomman≤isth≥mostcommonlyus≥≤.Uponr≥c≥ption,th≥tag≤≥cr≥as≥≤
th≥slotcount≥rbyon≥inor≤≥rtog≥tz≥roan≤s≥n≤sRN16m≥ssag≥.
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•Qu≥ryA≤just:th≥r≥a≤≥rlaunch≥san≥winv≥ntoryroun≤usingth≥sam≥param≥t≥rsof
th≥pr≥viousroun≤≥xc≥ptth≥Qparam≥t≥rthatishigh≥rorsmall≥rifth≥r≥isacollision
≤≥t≥ctionorifth≥r≥isnotagr≥spons≥,r≥sp≥ctiv≥ly.

•ACK:th≥r≥a≤≥rs≥n≤sthisr≥spons≥toacknowl≥≤g≥thatitr≥c≥iv≥≤anRN16an≤≥cho≥s
th≥RN16valu≥ofth≥r≥c≥iv≥≤m≥ssag≥.

•NAK(Not-an-ACK):th≥r≥a≤≥rs≥n≤saNAKm≥ssag≥toinformatagthatitsEPCwas
notsucc≥ssfullyr≥c≥iv≥≤.

Th≥stan≤ar≤m≥ntionsthatatl≥aston≥s≥l≥ctcomman≤shoul≤pr≥c≥≤≥aninv≥ntoryroun≤.
Th≥tagpass≥sthroughs≥v≥ralstat≥san≤transactions≤uringth≥i≤≥nticationproc≥ssas
illustrat≥≤inFigur≥2.3Th≥inv≥ntoryroun≤isstart≥≤byaQu≥rycomman≤inwhichth≥r≥a≤≥r

Figur≥2.3:Tagstat≥≤iagramofth≥EPCG≥n2protocol

sp≥ci≥sth≥Qparam≥t≥ran≤whichtagsparticipat≥inthisroun≤bas≥≤onth≥irinv≥ntori≥≤
agsan≤s≥l≥ct≥≤ ags. Wh≥nth≥tagr≥c≥iv≥sthiscomman≤,itchoos≥saran≤omvalu≥strictly
low≥rthan2Q an≤transitstoth≥r≥plystat≥ifth≥chos≥nran≤omvalu≥is≥qualtoz≥ro.
Tagsthathav≥g≥n≥rat≥≤anon-z≥rovalu≥musttransittoarbitrat≥stat≥an≤waitforQu≥ry,
Qu≥ryR≥porQu≥ryA≤justcomman≤. As≤≥scrib≥≤inFigur≥2.4,inth≥cas≥onlyon≥tag
r≥pli≥s,th≥i≤≥nticationprotocolworksasfollows:

•Tagg≥n≥rat≥san≤s≥n≤stor≥a≤≥ra16-bitran≤omnumb≥rRN16(Ran≤omnumb≥rrang≥
from0toFFFFinclusiv≥)an≤transitstor≥plystat≥.

13



Figur≥2.4:Tagan≤r≥a≤≥r(int≥rrogator)≥xchang≥st≥pssupportingi≤≥ntication

•R≥a≤≥rr≥c≥iv≥sth≥m≥ssag≥RN16an≤acknowl≥≤g≥sth≥tagwithanACKcontainingth≥
sam≥RN16valu≥.

•Th≥acknowl≥≤g≥≤tagchang≥sitsstat≥toacknowl≥≤g≥,calculat≥san≤s≥n≤sbacktor≥a≤≥r
th≥EPC(tag’si≤≥nti≥r),PC(ProtocolControl)an≤CRC16(16-bitCyclicR≥≤un≤ancy
Ch≥ck)inon≥m≥ssag≥.

•Ifth≥EPCiscorr≥ctlyr≥c≥iv≥≤,th≥r≥a≤≥rissu≥saQu≥ryR≥porQu≥ryA≤justcomman≤.
Th≥i≤≥nti≥≤tagchang≥sitsinv≥ntori≥≤ agan≤r≥turnstor≥a≤ystat≥,soitisnolong≥r
r≥spon≤ingtoanyQu≥ryR≥porQu≥ryA≤justcomman≤s.Onth≥oth≥rhan≤,anoth≥rtag
will≥nt≥rinr≥plystat≥an≤r≥spons≥tor≥a≤≥r.

Figur≥2.4pr≥s≥ntsonlyth≥mainst≥ps≤uringth≥≥xchang≥op≥rationsb≥tw≥≥nth≥r≥a≤≥ran≤
twotagsinEPCG≥n2protocol.Th≥r≥a≤≥rcanint≥ractmor≥withth≥tagaft≥rth≥r≥cov≥ryof
itsi≤≥nti≥rEPCfor≥xampl≥withth≥aimofwritingsom≥informationorkillingth≥tag.H≥r≥,
whatw≥ar≥conc≥rn≥≤withisth≥mostus≥≤functionaliti≥sofEPCG≥n2,i.≥.th≥r≥cov≥ryof
tagpopulationsi≤≥nti≥rs(EPCs).
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2.2.5 Linktimingp≥rformanc≥
InEPCG≥n2,th≥≥xchang≥b≥tw≥≥nth≥tagan≤th≥r≥a≤≥rmustfollowv≥rysp≥cicconstraints
ontim≥asshowninFigur≥2.5.
Th≥param≥t≥rT4is≤≥n≥≤asth≥minimumtim≥b≥tw≥≥nr≥a≤≥rcomman≤s,inFigur≥2.5,T4
pr≥s≥ntsth≥waitingtim≥b≥tw≥≥ns≥l≥ctan≤qu≥rycomman≤s. Aft≥rQu≥ryorQu≥ryR≥por
Qu≥ryA≤just,th≥r≥a≤≥rshoul≤waitatl≥astforT1tor≥c≥iv≥am≥ssag≥fromatag,oth≥rwis≥,
ithastor≥transmiton≥ofth≥pr≥viouscomman≤s.Ev≥nth≥taghastowaitT2aft≥rs≥n≤ing
m≥ssag≥tor≥c≥iv≥r≥spons≥fromth≥r≥a≤≥r,oth≥rwis≥,itr≥turnstoapr≥viousstat≥≥ith≥r
r≥a≤yorarbitrat≥inaccor≤anc≥withitsactualstat≥.Th≥lasttimingparam≥t≥risT3whichis
th≥tim≥thatar≥a≤≥rwaitsforaft≥rT1,b≥for≥itissu≥sanoth≥rcomman≤;it’sth≥tol≥ranc≥
margina≤≤≥≤toT1param≥t≥rtoavoi≤th≥r≥transmissionofanoth≥rcomman≤.

Figur≥2.5:EPCG≥n2timingconstraint[11]

Th≥tim≥constantsabov≥(T1,T2,T3,an≤T4)ar≥≤≥p≥n≤≥ntonaparam≥t≥rnam≥≤
Tariwhichisth≥r≥f≥r≥nc≥tim≥int≥rvalforr≥a≤≥r-to-tagsignaling,an≤itisth≥≤urationofa
≤ata-0.Th≥congurationofthisparam≥t≥r≤≥t≥rmin≥sbothData-0an≤Data-1l≥ngthus≥≤in
m≥ssag≥’stransmission,asshowninFigur≥2.6,an≤,tim≥outparam≥t≥rs.Tarivalu≥as≤≥n≥≤
inth≥stan≤ar≤,shoul≤b≥b≥tw≥≥n6.25µsan≤25µs[2].

2.3 Simulation mo≤≥l
Tomak≥th≥simulationquit≥r≥alistic,w≥n≥≥≤tomo≤≥lth≥mobilityan≤pow≥ringoftags,
signalpropagationb≥tw≥≥ntagsan≤r≥a≤≥r,r≥c≥ptionan≤transmissionofth≥signalsatth≥
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Figur≥2.6:Data-0an≤Data-1param≥t≥rs[2]

RFIDr≥a≤≥rsan≤tags,comman≤ssp≥ci≥≤inEPCG≥n2communicationprotocol,≥tc.
R≥gar≤ingtimingparam≥t≥rsan≤ mo≤ulation,w≥a≤opta mo≤≥lsimilartothatof[18]as
≤≥scrib≥≤inTabl≥2.2.

Param≥t≥rnam≥ Valu≥
Tari 8.33µs
Data-1 16.66µs
TR≥xt 0

Divi≤≥Ratio 8
Mo≤ulation 2
T1 70.7µs
T2 18.7µs
T3 62.5µs
T4 50.0µs

Tabl≥2.2:Timingparam≥t≥rs

Inth≥mostcommonlyus≥≤mo≤≥linth≥fr≥≥spac≥[36],th≥r≥c≥iv≥≤signalisatt≥nuat≥≤
byaDfactorwhichpr≥s≥ntsth≥pathloss:

D= 4πr
λ

2

Wh≥r≥risth≥≤istanc≥b≥tw≥≥nr≥c≥iv≥ran≤transmitt≥ran≤ λisth≥wav≥l≥ngth. Manyoth≥r
congurationsaboutpow≥r,s≥nsitivityan≤oth≥rasp≥ctsar≥shownintabl≥C.3.
W≥propos≥twoalgorithmsforcomman≤smanag≥m≥ntan≤collisionsthat≤≥n≥th≥r≥a≤≥r
b≥haviorinmanysituations.In≤≥≥≤,th≥stan≤ar≤just≤≥n≥sg≥n≥ralf≥atur≥san≤itl≥av≥sth≥
fr≥≥≤omofchoic≥forth≥impl≥m≥ntationinor≤≥rtog≥tb≥tt≥rp≥rformanc≥saccor≤ingto≥ach
sc≥nario,it≤o≥sn’tpointout≥xplicitlyhowth≥r≥a≤≥ra≤≤r≥ss≥sth≥probl≥mofcollisionsan≤
whatcomman≤shoul≤b≥us≥≤in≥v≥rysituation.
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Param≥t≥rnam≥ Valu≥
R≥a≤≥r
Fr≥qu≥ncy 866MHz
Pow≥r(EIRP) 2000mW
Ant≥nnab≥amwi≤th 60°
S≥nsitivity -80≤Bm
Tag
S≥nsitivity -14≤Bm
BackScatt≥rfactor 0.25
Sp≥≥≤ 1m/s
Propagationchann≥l
PathLoss≥xpon≥nt 2.0
Tabl≥2.3:Congurationparam≥t≥rs

2.3.1 Comman≤s manag≥m≥ntalgorithm
Thisalgorithmistosp≥≥≤upth≥i≤≥ntication≤uringth≥inv≥ntoryroun≤. As≤≥monstrat≥≤
inFigur≥2.7,itsp≥ci≥showth≥r≥a≤≥rshoul≤us≥th≥followinginv≥ntorycomman≤s:Qu≥ry,
Qu≥ryR≥pan≤Qu≥ryA≤just.First,th≥r≥a≤≥rstartsth≥inv≥ntoryroun≤bys≥n≤ingaQu≥ry

Figur≥2.7:Activity≤iagramofComman≤smanag≥m≥ntalgorithm

m≥ssag≥.Ifatagr≥spon≤si.≥.aRN16m≥ssag≥isg≥tback,th≥≥xchang≥proc≥≤ur≥continu≥s
withth≥tag,oth≥rwis≥anumb≥rofQu≥ryR≥pcomman≤siss≥ntinor≤≥rto≤≥cr≥as≥th≥slot
count≥rsoftags.Incas≥ofnor≥spons≥,th≥r≥a≤≥rs≥n≤saQu≥ryA≤justwithsmall≥rvalu≥ofQ
that≤≥cr≥as≥smor≥lik≥lyth≥n≥ws≥l≥ct≥≤slotcount≥rsoftagsinor≤≥rtor≥spon≤fast≥rthis
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tim≥.Th≥s≥n≤ingofQu≥ryR≥pan≤Qu≥ryA≤justcontinu≥suntilQ≥qualsz≥ro.Ifth≥r≥a≤≥r
g≥tsnor≥spons≥back,≥ith≥rth≥r≥isnotagsinth≥ant≥nnarang≥orn≥wtagsg≥tintoth≥ar≥a
aft≥rth≥lastQu≥rycomman≤an≤shoul≤r≥c≥iv≥an≥won≥tob≥abl≥tor≥spon≤.Thus,th≥
r≥a≤≥rs≥n≤saQu≥rycomman≤an≤an≥winv≥ntoryroun≤canstartagain.
Th≥r≥a≤≥rstopsth≥transmissionaft≥ralltagsar≥i≤≥nti≥≤ors≥v≥ralQu≥ryhav≥b≥≥ns≥nt
withnor≥spons≥back.

2.3.2 Anti-collisionalgorithm
Duringaninv≥ntoryroun≤,acollisioncanhapp≥nwh≥nmor≥thanon≥tagchoos≥th≥sam≥
slotcount≥ran≤r≥achz≥rovalu≥tog≥th≥rsoth≥yr≥spon≤withtwoRN16m≥ssag≥satth≥sam≥
tim≥.
As≤≥scrib≥≤inFigur≥2.8,th≥comman≤Qu≥ryA≤justincr≥as≥sth≥initialQ,sotagss≥l≥ctoth≥r
slotcount≥rsaccor≤ingtoth≥n≥wQ(slotcount≥r∈ [0,2Q−1]).Th≥r≥for≥,th≥probability
thattwotagschoos≥againth≥sam≥slotcount≥ran≤r≥spon≤atth≥sam≥tim≥is≤≥cr≥as≥≤.
Inthiscas≥,tagstak≥mor≥tim≥tor≥achz≥rovalu≥,soth≥numb≥rofQu≥ryR≥pincr≥as≥sto
b≥s≥ntaft≥r.Th≥numb≥rofQu≥ryR≥pisa≤aptiv≥inor≤≥rtoavoi≤collisionsan≤r≥≤uc≥th≥
i≤≥nticationtim≥as≤≥monstrat≥≤inFigur≥2.8.

Figur≥2.8:Activity≤iagramofanti-collisionalgorithm
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2.4 N≥tworkSimulator3
Th≥N≥tworksimulator3(ns-3)isan≥xtg≥n≥rationsimulator≤≥sign≥≤tor≥plac≥ns-3.It
isafr≥≥,op≥nsourc≥lic≥nsing(GNUGPLv2)an≤a≤iscr≥t≥≥v≥ntn≥tworksimulator. Th≥
simulationcor≥an≤mo≤≥lsar≥writt≥ninC++. ns-3us≥sth≥wafbuil≤syst≥mwhichisa
Python-bas≥≤fram≥workforconguring,compilingan≤installingapplications.
As≤≥monstrat≥≤in[53],ns-3hasb≥tt≥rp≥rformanc≥int≥rmsofruntim≥an≤m≥moryusag≥

ov≥roth≥rn≥tworksimulators(OMN≥t++,Jistan≤SimPy)an≤≥v≥nns-2.
ns-3s≥≥mstob≥agoo≤choic≥toimpl≥m≥ntEPCG≥n2mo≤ul≥forbothp≥rformanc≥san≤
scalability.

2.5 Th≥RFID mo≤ul≥forns-3
Th≥r≥isahug≥≤i≥r≥nc≥b≥tw≥≥nth≥≥xistingmo≤ul≥sinns-3an≤RFID,≥ss≥ntiallyinth≥
physicallay≥ran≤propagationchann≥l,butmanyfunctionaliti≥ssuchasmobility,pack≥tclass,
bu≥r,simulator,≥tc.ar≥nativ≥toth≥ns-3cor≥.

2.5.1 Softwar≥D≥sign
W≥mo≤≥lth≥physicalan≤th≥logicallay≥rofEPCG≥n2communicationprotocol.Figur≥2.9
showsasimpli≥≤v≥rsionofth≥class≤iagramb≥caus≥≥v≥ryclasshasalotofattribut≥san≤
m≥tho≤san≤coul≤notb≥prop≥rlypr≥s≥nt≥≤. Mostus≥≤m≥tho≤sar≥≤≥scrib≥≤inAnn≥xA.

2.5.1.1 RFIDChann≥l

Th≥RFIDChann≥l≥xt≥n≤sth≥Chann≥lclassprovi≤≥≤byns-3,pr≥s≥ntsth≥ra≤iopropagation
≥l≤.Itisr≥sponsibl≥formo≤≥llingsignalpropagationan≤broa≤castinginformationtoall
th≥≤≥vic≥s≥xistinginth≥≥quipm≥nt’sant≥nnarang≥(tagsan≤/orr≥a≤≥r).Itinclu≤≥salso
propagation≤≥lay≤u≥toth≥≤istanc≥b≥tw≥≥n≤≥vic≥san≤pow≥rlossasar≥sultofpathloss
ph≥nom≥na.Itknowsth≥r≥f≥r≥nc≥sofalltagsan≤r≥a≤≥rs.Soit≤≥ci≤≥s,r≥f≥rringtoth≥≤≥vic≥
positionan≤signalstr≥ngth,whichra≤iono≤≥willr≥c≥iv≥th≥m≥ssag≥an≤whichnot.
On≥ofth≥mostimportantm≥tho≤inRFIDChann≥liss≥n≤()whichv≥ri≥swh≥th≥rth≥

r≥c≥iv≥risinth≥ant≥nna’srang≥ornot,itcalculat≥sth≥propagation≤≥layaccor≤ingtos≥n≤≥r
mobilityan≤r≥c≥iv≥rmobility,itcalculat≥sth≥pow≥rloss≤u≥toth≥pathlossan≤itbroa≤casts
th≥m≥ssag≥tob≥r≥c≥iv≥≤byallth≥≥quipm≥ntsinth≥ant≥nna’srang≥.
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Figur≥2.9:Class≤iagramofth≥propos≥≤RFIDmo≤ul≥

2.5.1.2 Physicallay≥r

RFIDPhy≥xt≥n≤sth≥Obj≥ctclassprovi≤≥≤byns-3.Itimpl≥m≥ntsth≥physicallay≥rofth≥
RFIDtagsan≤r≥a≤≥rs.Thisclassisr≥sponsibl≥fortransmittingan≤r≥c≥ivingm≥ssag≥sfrom
th≥ ≥l≤≥ntity(RFIDChann≥l),≤≥t≥ctingcollisionsan≤≤≥liv≥ringsucc≥ssfullyr≥c≥iv≥≤m≥s-
sag≥stoth≥upp≥rlay≥rwhichisI≤≥ntication≥ntity.
Wh≥nth≥Physicallay≥rr≥c≥iv≥sam≥ssag≥fromth≥Chann≥lbyStartR≥cv(),itcallsR≤-

PhyStat≥classwhichsav≥sth≥actualstat≥ofphysicallay≥r.Hisstat≥coul≤b≥i≤l≥,s≥n≤ingor
r≥c≥iving.So,th≥m≥ssag≥isacc≥pt≥≤onlyini≤l≥stat≥an≤itisr≥j≥ct≥≤ins≥n≤ingorr≥c≥iving
stat≥.Aprobabl≥collisionis≤≥clar≥≤an≤th≥high≥rlay≥risnoti≥≤ofth≥situation.

2.5.1.3 I≤≥nticationlay≥r

R≤I≤≥nticationclassisth≥logical≥ntitythatcontainsth≥logicofsimulat≥≤≤≥vic≥s.Its
mainpurpos≥istoprovi≤≥th≥int≥rfac≥toth≥≤≥vic≥functionaliti≥s. Thisclassiscr≥at≥≤to
b≥th≥sup≥rclassforth≥TagI≤≥nticationlay≥ran≤th≥R≥a≤≥rI≤≥nticationLay≥rasth≥r≥
ar≥commonfunctionaliti≥s.Alli≤≥nticationlay≥rsar≥attach≥≤toR≤Congurationclassan≤
EpcH≥a≤≥rclass.Th≥ rston≥isus≥≤tosav≥an≤loa≤≤≥vic≥congurationslik≥mo≤ulation
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typ≥,bitl≥ngth,tim≥outb≥for≥r≥transmissionorchanging≤≥vic≥stat≥,≥tc. Th≥s≥con≤on≥
s≥rv≥sforcr≥atingpack≥tan≤r≥a≤ingr≥c≥iv≥≤pack≥ts.
RFIDTagI≤≥nticationcontainsth≥logicofsimulat≥≤tagsbyprovi≤ingallfunctionaliti≥s

thatsimulat≥th≥tagworkingsuchassav≥an≤loa≤r≥a≤≥rcongurationslik≥mo≤ulationtyp≥,
bitl≥ngth,tim≥outb≥for≥r≥transmissionorchangingr≥a≤≥rstat≥,≥tc.an≤alsocr≥atingpack≥t
an≤r≥a≤ingr≥c≥iv≥≤pack≥ts.For≥xampl≥,R≥c≥iv≥()m≥tho≤r≥c≥iv≥sm≥ssag≥sfromth≥phys-
icallay≥r,transf≥rsth≥mtoth≥S≥tEquip≥m≥ntStat≥()m≥tho≤which≤≥ci≤≥sinth≥ rstst≥p
accor≤ingtoitsstat≥,ifitisabl≥tor≥spon≤ornot.
Th≥n,ifit≤o≥s,itr≥a≤sth≥m≥ssag≥cont≥nts,switchstat≥an≤g≥n≥rat≥sam≥ssag≥asar≥-
spons≥toth≥r≥a≤≥rr≥qu≥st.
Wh≥nth≥m≥ssag≥≤o≥snotmatchwhatth≥tagiswaitingfor,itwillr≥turnsil≥ntwaitingfor
anoth≥rcomman≤.
Thisclassisconn≥ct≥≤toEpcM≥moryClasswhichpr≥s≥ntsth≥≤i≥r≥ntm≥morybanksof

th≥tag.Itiscall≥≤insom≥cas≥s,for≥xampl≥wh≥nth≥tagr≥c≥iv≥saS≥l≥ctcomman≤tov≥rify
ifitmatch≥scomman≤param≥t≥rsan≤alsowh≥nth≥tags≥n≤sth≥EPCi≤≥nti≥r,itcr≥at≥s
th≥r≥spons≥fromProtocolControl,EPCi≤≥nti≥ran≤CRC16an≤allofth≥s≥param≥t≥rsar≥
sav≥≤intoth≥EPCbank.
RFIDR≥a≤≥rI≤≥nticationcontainsth≥logicofsimulat≥≤r≥a≤≥r.Itsmainpurpos≥istopro-

vi≤≥th≥int≥rfac≥toth≥r≥a≤≥rfunctionaliti≥ssuchassav≥an≤loa≤r≥a≤≥rcongurationslik≥
mo≤ulationtyp≥,bitl≥ngth,tim≥outb≥for≥r≥transmissionorchangingr≥a≤≥rstat≥,≥tc.an≤
alsocr≥atingpack≥tan≤r≥a≤ingr≥c≥iv≥≤pack≥ts.Itprovi≤≥sallth≥functionaliti≥sthatsimulat≥
th≥r≥a≤≥rop≥rations.Conformingtoth≥stan≤ar≤,th≥r≥a≤≥rstartstalkingrstbys≥n≤ingth≥
rstm≥ssag≥whichcanb≥S≥l≥ctorQu≥rym≥ssag≥.Also,th≥≤≥cisiontor≥spon≤tor≥c≥iv≥≤
m≥ssag≥sisma≤≥byS≥tEquipm≥ntStat≥()m≥tho≤. Aft≥r≥v≥rys≥ntm≥ssag≥,acount≤own
islaunch≥≤.Ifth≥r≥a≤≥r≤o≥sn’tr≥c≥iv≥am≥ssag≥b≥for≥timingout,S≥n≤Qu≥ryR≥pOrA≤-
just()m≥tho≤isautomaticallycall≥≤tos≥n≤aQu≥ry,aQu≥ryR≥porQu≥ryA≤justm≥ssag≥in
accor≤anc≥withr≥a≤≥rstat≥.

2.5.1.4 RFIDn≥twork≤≥vic≥

RFIDN≥tD≥vic≥class≥xt≥n≤sth≥N≥tD≥vic≥classprovi≤≥≤byns-3.N≥tD≥vic≥classisus≥≤in
oth≥rmo≤ul≥slik≥wi an≤wimaxasan≥tworkcar≤whichcanb≥plugg≥≤inanIOint≥rfac≥
ofa≤≥vic≥.Forth≥RFIDmo≤ul≥,it’ssimilartoth≥n≥twork≤≥vic≥,soitcontains,for≥v≥ry
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≤≥vic≥,itswhol≥congurationfor≤i≥r≥ntlay≥rsinor≤≥rtofacilitat≥th≥acc≥ssto≤i≥r≥nt
publicm≥tho≤sfromon≥lay≥rtoanoth≥rforth≥sam≥≤≥vic≥.

2.6 Simulat≥≤sc≥narios
W≥simulat≥an≤stu≤yth≥p≥rformanc≥sofEPCG≥n2communicationprotocolinthr≥≥≤i≥r≥nt
sc≥nariosinor≤≥rtog≥tsom≥statisticsoni≤≥ntication≤urationforvarianttagpopulations,
numb≥rofcollisions≤≥t≥ct≥≤ov≥rth≥inv≥ntoryroun≤,an≤pow≥ratt≥nuation≤uring≥xchang≥
withmovingtags.Inpractic≥,th≥s≥sc≥narioscorr≥spon≤toth≥mainst≥psinth≥supplychain
(Inv≥ntory,r≥c≥ption/≥xp≥≤itioncontrol)forwhichth≥EPCG≥n2isprimarily≤≥sign≥≤.
Eachofth≥azimuthb≥amwi≤than≤th≥≥l≥vationb≥amwi≤thofth≥r≥a≤≥r’sant≥nnais60°.

2.6.1 RFID x≥≤tagssc≥nario
Thissc≥nariocorr≥spon≤stoth≥supplychaininv≥ntoryan≤itischaract≥riz≥≤by:

•AnRFIDr≥a≤≥rthatisp≥rman≥ntlys≥n≤ingQu≥ry,Qu≥ryR≥pan≤Qu≥ryA≤justinor≤≥r
toi≤≥ntifyalltagsinth≥r≥a≤≥rant≥nna’srang≥.

•Atagpopulationran≤omly≤istribut≥≤asinapall≥twithasiz≥of1mx1mx1m,2m≥t≥r
farfromr≥a≤≥r’sant≥nnaas≤≥scrib≥≤inth≥v≥rticals≥ctionofth≥ant≥nnara≤iation
patt≥rninFigur≥2.10. Tagshav≥nomobilityan≤th≥yr≥maininth≥ant≥nna’srang≥
≤uringth≥whol≥sc≥nario.

Figur≥2.10:RFID x≥≤tagssc≥nariosch≥ma

Thissc≥nariowithon≥tagisrunwithth≥followingcomman≤:
./wafrunr≤-x≥≤-tags
Itis≥nrich≥≤withsom≥optionsinclu≤ingth≥numb≥roftagsconsi≤≥r≥≤,asfollows:
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./wafrunr≤-x≥≤-tagstagsNumb≥r=100
Inthissc≥nario,r≥sultsar≥print≥≤onth≥t≥rminalscr≥≥nan≤compos≥≤oftagposition,

tag’sEPCi≤≥nti≥r,≥xchang≥≤urationan≤numb≥rofcollisions≤≥t≥ct≥≤. Not≥that,EPC
i≤≥nti≥rsar≥g≥n≥rat≥≤ran≤omly,≥achtagg≥n≥rat≥sitsi≤≥nti≥rin≥achinv≥ntoryroun≤.

2.6.2 RFID movingtagssc≥nario
Thissc≥nariocorr≥spon≤stor≥c≥ption/≥xp≥≤itioncontrolinth≥supplychain,an≤ch≥ckout
controlinasup≥rmark≥tfor≥xampl≥. Thissc≥nario≤i≥rsfromth≥pr≥viouson≥bya≤≤ing
mobilitytotagsan≤itischaract≥riz≥≤by:

•AnRFIDr≥a≤≥rthatisp≥rman≥ntlys≥n≤ingQu≥ry,Qu≥ryR≥pan≤Qu≥ryA≤justinor≤≥r
toi≤≥ntifytagsg≥ttingintoth≥r≥a≤≥r’sant≥nnarang≥.

•AnRFIDtagpopulationran≤omly≤istribut≥≤asinapall≥twithasiz≥of1mx1mx
1m,1m≥t≥rfarfromr≥a≤≥r’sant≥nna.Tagsstartoutofth≥ant≥nna’srang≥an≤th≥yar≥
movingwithconstantv≥locityof1m/san≤th≥yar≥g≥ttingintoan≤outth≥ant≥nna’s
rang≥.

Figur≥2.11:RFIDmovingtagssch≥ma

Thissc≥nariowithon≥movingtagisrunwithth≥followingcomman≤:
./wafrunr≤-mobil≥-tags
Th≥r≥ar≥anumb≥rofcomman≤-lin≥optionsavailabl≥tocontrolth≥≤≥faultb≥havior.For

instanc≥,ifw≥wanttosimulat≥apopulationof100tags,w≥sp≥cifyth≥numb≥roftagsin
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comman≤lin≥asfollows:
./wafrunr≤-mobil≥-tagstagsNumb≥r=100
Ina≤≤itiontoth≥r≥sultsofpr≥vioussc≥nario,th≥t≥rminalprintsth≥numb≥roftagsthat

th≥r≥a≤≥rhasb≥≥ni≤≥nti≥≤b≥caus≥som≥tim≥sth≥r≥a≤≥rcannoti≤≥ntifyalltagsb≥caus≥of
th≥v≥ryshortcrossingtim≥ofant≥nna’srang≥.

2.6.3 RFIDsignalatt≥nuationsc≥nario
Inthissc≥nariow≥inv≥stigat≥th≥pow≥rr≥c≥iv≥≤bytag≤uring≥xchang≥op≥rations.Itis
charact≥riz≥≤by:

•AnRFIDr≥a≤≥rthatisp≥rman≥ntlys≥n≤ingQu≥ry,Qu≥ryR≥pan≤Qu≥ryA≤justinor≤≥r
toi≤≥ntifyataginth≥r≥a≤≥rant≥nna’srang≥.

•AstaticRFIDtag.

Figur≥2.12:RFIDsignalatt≥nuationsch≥ma

Th≥followingcomman≤isrunningth≥sc≥nario:
./wafrunr≤-signal-att≥nuation
Inthissc≥nario,on≥tagiscr≥at≥≤ina x≥≤positionan≤isi≤≥nti≥≤,anoth≥ron≥iscr≥at≥≤

inafarth≥rpositionan≤isi≤≥nti≥≤untilr≥achingth≥pow≥rtagr≥c≥iv≥rthr≥shol≤.Asar≥sult,
w≥g≥tagraphthatshowsth≥pow≥r≥volutionaccor≤ingtoth≥tagposition.Sc≥nario≥x≥cution
stopswh≥npow≥rthr≥shol≤isr≥ach≥≤,soth≥tagcoul≤notr≥c≥iv≥m≥ssag≥sfromafarth≥r
position.

24



2.7 Simulationr≥sultsan≤int≥rpr≥tations
Inor≤≥rtog≥tsignicantr≥sultsonth≥i≤≥nticationp≥rformanc≥sfor≤i≥r≥nttagspopula-
tioni.≥.i≤≥nticationtim≥,numb≥rofcollisions,an≤signalatt≥nuation;≥achofth≥pr≥vious
sc≥nariosis≥x≥cut≥≤on≥thousan≤tim≥sl≥a≤ingtoav≥rag≥r≥sults.

2.7.1 RFID x≥≤tagssimulation
Th≥RFID x≥≤tagsc≥nario(cf.s≥ction2.6.1)islaunch≥≤for≤i≥r≥nttagpopulations1,10,
100,256,500an≤1000. W≥g≥tth≥i≤≥nticationtim≥an≤numb≥rofcollisions≤uringth≥
inv≥ntoryasshownintabl≥2.4.

Tagpopulation 1 10 100 256 500 1000
I≤≥ntication 0.009 0.038 0.350 0.875 1.690 2.924
tim≥(s≥c)
Numb≥rof 0 2.425 19.05348.874 95.65 191.032
collisions

Tabl≥2.4:Simulationr≥sultsforth≥RFID x≥≤tagsc≥nario

Not≥that,wh≥nw≥≤≥cr≥as≥th≥numb≥rofQu≥ryR≥p(Figur≥2.7),th≥i≤≥nticationtim≥
≤≥cr≥as≥srapi≤lyforsmalltagpopulations,from1.482sto75msfor100tags,an≤from2.174
sto400msfor500tags.How≥v≥rthistim≥incr≥as≥srapi≤lyforlarg≥tagpopulations,from2.9
sto5sfor1000tags.

2.7.2 RFID movingtagssimulation
Th≥RFIDmovingtagssc≥nario(cf.ins≥ction2.6.2)ist≥st≥≤for≤i≥r≥nttagpopulations1,
10,100,256,500an≤1000.Thisr≥sultsth≥i≤≥nticationtim≥,th≥numb≥rofcollisionsan≤th≥
numb≥roftagsthathav≥b≥≥ni≤≥nti≥≤.
Th≥maximumnumb≥roftagsorth≥thr≥shol≤thatth≥r≥a≤≥rcani≤≥ntifywithth≥pr≥≤≥-
n≥≤v≥locityan≤≤istanc≥fromth≥r≥a≤≥risav≥ryint≥r≥stingr≥sult.For≥xampl≥wh≥n1000
tagsar≥congur≥≤tob≥i≤≥nti≥≤,th≥r≥a≤≥rcoul≤noti≤≥ntifyallofth≥mas≤≥monstrat≥≤
intabl≥2.5.
Not≥that,wh≥nw≥≤≥cr≥as≥th≥numb≥rofQu≥ryR≥p(Figur≥2.7),w≥obtainasimilar

obs≥rvationasinth≥ x≥≤tagssc≥nario(cf.2.7.1)butthistim≥itismanif≥stinth≥r≥≤uc≥≤
numb≥rofi≤≥nti≥≤tags.
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Tagpopulation 1 10 100 256 500 1000
Numb≥rof 1 10 100 256 500 781,366
i≤≥nti≥≤tags
I≤≥ntication 0.40 1.293 1.482 1.629 2.174 2.980
tim≥(s≥c)
Numb≥rof 0 0,154 12,7 53,697 97,825 152,206
collisions

Tabl≥2.5:Simulationr≥sultsforth≥RFIDmovingtagsc≥nario

2.7.3 RFIDsignalatt≥nuationsimulation
Th≥RFIDsignalatt≥nuation(cf.s≥ction2.6.3)int≥n≤stostu≤yth≥≥volutionofth≥pow≥r
r≥c≥iv≥≤byth≥tagaccor≤ingtoth≥≤istanc≥b≥tw≥≥nth≥tagan≤th≥r≥a≤≥r.Figur≥2.13shows
th≥pow≥ratt≥nuationr≥lativ≥lytoth≥≤istanc≥thats≥parat≥sth≥tagfromth≥r≥a≤≥r.

Figur≥2.13:Pow≥ratt≥nuation≤uringinv≥ntoryroun≤

2.7.4 Int≥rpr≥tations
Th≥i≤≥nticationinth≥RFID x≥≤tagssc≥narioisv≥ryfastas≤≥monstrat≥≤inFigur≥2.14,
aroun≤9msp≥rtag.
Fromth≥pointof10tags,th≥i≤≥nticationtim≥incr≥as≥slin≥arly:38msfor10tags,350

msfor100tags,875msfor256tagsan≤1690msfor500tags.For1000tags,th≥slop≥ofth≥
graph≤≥cr≥as≥sslightly,ittak≥sonly2.924s≥cthankstoth≥choosingQparam≥t≥ralgorithm
whichismor≥a≤apt≥≤foralarg≥tagpopulations(Figur≥2.1).
Inth≥movingtagssc≥nario,th≥i≤≥nticationisslow≥rthaninth≥ x≥≤tagssc≥nario.This

is≤u≥toth≥mobilityasp≥ctoftagsan≤hastwocaus≥s.First,tagsar≥atth≥b≥ginningout
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Figur≥2.14:I≤≥nticationtim≥≤uration

ofth≥ant≥nna’srang≥,soittak≥stim≥tog≥tintoth≥rang≥.S≥con≤,wh≥nw≥hav≥alarg≥
movingtagpopulations,th≥i≤≥nticationoftagsis≤on≥groupbygroup.In≤≥≥≤,agroupoftag
populationsinth≥sam≥ar≥aisr≥c≥ivingcomman≤sS≥l≥ctan≤Qu≥ry;inth≥sam≥tim≥,anoth≥r
group≤o≥snotr≥c≥iv≥th≥s≥comman≤sb≥caus≥itisoutofth≥ant≥nna’srang≥;wh≥nitcom≥s
intoth≥ant≥nna’srang≥it≤o≥snotr≥spon≤toth≥Qu≥ryR≥p/Qu≥ryA≤justs≥ntbyth≥r≥a≤≥r
asitstillwaitingforcomman≤sS≥l≥ctan≤Qu≥ryforan≥winv≥ntoryroun≤whichpro≤uc≥s
mor≥collisionsforalarg≥tagpopulationwhichcons≥qu≥ntlyincr≥as≥sth≥i≤≥nticationtim≥
asw≥illustrat≥b≥lowinth≥analysisofcollisions.
As≤≥≤uc≥≤from gur≥2.11,th≥pall≥tisfullyinsi≤≥th≥r≥a≤≥r’srang≥aft≥r1.57s≥can≤is

fullyoutofth≥rang≥aft≥r3.31s≥c.Th≥i≤≥nticationofon≥tagtak≥s0.40s≥casth≥≤uration
≤≥p≥n≤sonitspositioninth≥pall≥t.Ifatth≥h≥a≤,itisi≤≥nti≥≤quickly,ifatth≥≥n≤,th≥
r≥a≤≥riswaitinguntilth≥whol≥contain≥rg≥tsintob≥i≤≥nti≥≤. Th≥i≤≥nticationis≤on≥
smoothlyfor10,100,256,an≤500tags,butth≥i≤≥nticationof1000tagsfails≤u≥toth≥r≥a≤≥r
havingnot≥noughtim≥to≥xchang≥informationwithallofth≥mwh≥nth≥yar≥movingat1
m/ssp≥≥≤.Only781tagsov≥r1000ar≥succ≥ssfullyi≤≥nti≥≤.

Anoth≥rimportantr≥sultaboutth≥i≤≥nticationqualityisth≥numb≥rofcollisionsfor
≥achtagpopulation.AsshowninFigur≥2.15,th≥collisionrat≥isaroun≤20%ofth≥numb≥r
oftagpopulationscongur≥≤initiallyinth≥twosc≥narios.For≥xampl≥,for1000tags,w≥g≥t
191collisions. Upto100tags,th≥numb≥rofcollisionsformobil≥tagsislow≥rthanfor x≥≤
sc≥nario.This≤ropcanb≥≥xplain≥≤byth≥mann≥rthatth≥r≥a≤≥ri≤≥nti≥stags:wh≥nth≥y
ar≥ x≥≤,th≥r≥a≤≥rtri≥stoi≤≥ntifyallofth≥matth≥sam≥tim≥(inon≥inv≥ntoryroun≤).But
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wh≥nth≥yar≥moving,th≥yar≥i≤≥nti≥≤inmanyinv≥ntoryroun≤si.≥.groupbygroupoftags
assoonasth≥yg≥tintoitsrang≥.In≤≥≥≤,ifth≥numb≥roftagsisnotlarg≥≥nough,th≥ rst
groupsoftagsar≥i≤≥nti≥≤an≤wh≥nlastgroupscom≥inth≥ant≥nna’srang≥th≥rstgroups
ar≥outofth≥ant≥nnarang≥b≥caus≥th≥wi≤thofant≥nna’srang≥issmall≥rthanth≥l≥ngthof
th≥pall≥t.
How≥v≥r,for mor≥than100tags,w≥gotth≥opposit≥obs≥rvation. Thisis≤u≥toth≥

larg≥numb≥roftags. Alarg≥groupoftagsatth≥h≥a≤ofth≥pall≥tisr≥c≥ivingS≥l≥ctan≤
Qu≥rycomman≤(aninv≥ntoryroun≤)socollisionsar≥stilloccurringwh≥nanoth≥rlarg≥groupis
g≥ttingintoth≥ant≥nna’srang≥,th≥ntagsofth≥pr≥viousgroupstillinth≥ant≥nna’srang≥,an≤
th≥≥nt≥ringgroupsar≥r≥c≥ivingS≥l≥ctan≤Qu≥rycomman≤tob≥i≤≥nti≥≤(an≥winv≥ntory
roun≤),soth≥numb≥rofcollisionsinth≥r≥sultinggroupisv≥rylik≥lygr≥at≥rthanthatofth≥
≥nt≥ringgrouponly.Ifw≥continu≥thisr≥asoning,w≥gu≥ssthatth≥numb≥rofcollisionsan≤
th≥i≤≥nticationtim≥willlik≥lyb≥gr≥at≥rformovingtagssc≥nariothanina x≥≤tagssc≥nario
forlarg≥rtagspopulation.
Not≥that,wh≥ntagsar≥moving,onlyabout781tagsar≥i≤≥nti≥≤.Thisiswhyfor1000tags
th≥collisionph≥nom≥nonismor≥signicantthanin x≥≤tagssc≥nario(Figur≥2.15).

Figur≥2.15:Collision≤≥t≥ction

Figur≥2.13showsthatth≥pow≥rl≥v≥l≤≥cr≥as≥srapi≤lywh≥nth≥≤istanc≥b≥tw≥≥nth≥tag
an≤th≥r≥a≤≥risinth≥rang≥of1to3m≥t≥rs.Forhigh≥r≤istanc≥,th≥pow≥r≤≥cr≥as≥smor≥
slowly.
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A-14≤Bmtags≥nsitivityis≤≥n≥≤inth≥initialcongurationan≤th≥mo≤≥limpl≥m≥nt≥≤in
th≥chann≥llay≥rallowsth≥communicationb≥tw≥≥nth≥tagan≤r≥a≤≥rupto6m≥t≥rs.

2.8 Conclusion
Inthischapt≥r,w≥≤≥scrib≥≤ourns-3mo≤ul≥tosimulat≥th≥univ≥rsalstan≤ar≤forlow-cost
RFIDsyst≥msEPCG≥n2.Itisth≥ rstsimulatorthatcanpr≥≤icti≤≥nticationp≥rformanc≥s
inthisstan≤ar≤.
Th≥mainr≥sultisth≥highscalabilityofthisstan≤ar≤i.≥.th≥v≥ryshorti≤≥nticationtim≥

forlarg≥tagpopulations(2.924sfor1000 x≥≤tags),thus≥xclu≤inganyus≥ofth≥symm≥trical
k≥ycryptographyinEPCClass-1G≥n≥ration-2stan≤ar≤orinanyfutur≥scalabl≥stan≤ar≤sfor
low-costRFIDsyst≥ms.
Thismo≤ul≥ismor≥r≥alisticthan≥xistingsimulatorsinth≥lit≥ratur≥asitimpl≥m≥ntsth≥

mostcommonlyus≥≤functionaliti≥sofEPCG≥n2withits≥asyimpl≥m≥nta≤aptation.Thistool
isv≥ryus≥fulfortuninga≤≥quat≥ofEPCG≥n2syst≥mb≥for≥r≥al≤≥ploym≥nt,itcanb≥us≥≤in
manyr≥s≥archchall≥ng≥sr≥lat≥≤toRFIDt≥chnologysuchasth≥s≥curity,privacy,an≤howto
sp≥≥≤upth≥i≤≥nticationoflarg≥tagpopulations.Itwillsoonb≥availabl≥forfr≥≥≤ownloa≤.
Thismo≤ul≥canb≥furth≥r≤≥v≥lop≥≤tosimulat≥a≤vanc≥≤sc≥nariosan≤tor≥≥ctmor≥

r≥alisticRFIDsyst≥ms.For≥xampl≥,an≥xtst≥pcanb≥th≥≤≥signofalgorithmsfor≤ynamic
a≤justofr≥a≤≥rcongurationinor≤≥rtoacc≥l≥rat≥th≥i≤≥ntication,for≥xampl≥by≥stimating
th≥numb≥roftagstob≥i≤≥nti≥≤.
Inth≥n≥xtchapt≥r,w≥focusonth≥scalabilityinlow-costRFIDsyst≥msan≤w≥propos≥an

a≤aptationofNTRUpubliccryptosyst≥mto≥ncryptlow≤atacont≥ntan≤ascalabl≥auth≥nti-
cationprotocolbas≥≤onthisa≤aptation.
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Chapt≥r3

Ascalabl≥lattic≥-bas≥≤
auth≥ntication
Inthischapt≥r,w≥consi≤≥rth≥scalabilityinlow-costRFIDsyst≥msan≤w≥pr≥s≥ntana≤ap-
tationofNTRUpubliccryptosyst≥mforconstrain≥≤≤≥vic≥san≤n≥wscalabl≥asymm≥trical
auth≥nticationprotocolbas≥≤onthisNTRU’sa≤aptationsp≥cially≤≥sign≥≤forlow-costRFID.
Thankstoprop≥rti≥softh≥polynomialringinwhichNTRUop≥rat≥sw≥hav≥≥nsur≥≤thatth≥
tag≥ncryptslow≤atacont≥ntusingonlya≤≤itionan≤rightcircularshifts.
Th≥propos≥≤auth≥nticationprotocolguarant≥≥sprivacy,highscalabilityl≥v≥lan≤lowimpl≥-
m≥ntationcompl≥xity.Ittak≥sa≤vantag≥sofNTRUan≤HMACf≥atur≥s,an≤isr≥sistanttoall
th≥classicals≥curityattacksinclu≤ingr≥plays,tracking,maninth≥mi≤≤l≥attacks,≥tc.
Thischapt≥risorganiz≥≤asfollows. S≥ction3.1intro≤uc≥sworksr≥lat≥≤toRFIDscalabl≥
auth≥nticationsch≥m≥s.S≥ction3.2giv≥sa≤≥scriptionoflattic≥an≤NTRUcryptosyst≥m.S≥c-
tion3.4th≥n≤≥scrib≥sourscalabl≥asymm≥tricalmutualauth≥nticationprotocolan≤S≥ction
3.5≤iscuss≥sitsrobustn≥sstos≥curityan≤privacythr≥ats.P≥rformanc≥issu≥sasp≥ctsar≥also
giv≥ninS≥ction3.6b≥for≥conclusionsinS≥ction3.7.

3.1 R≥lat≥≤ Works
Contrarytos≥cr≥tk≥ycryptography(symm≥tric)thatr≥quir≥sth≥s≥cr≥tsharingb≥tw≥≥ntwo
communicating≥ntiti≥s,publick≥ycryptographyp≥rmitstwo≥ntiti≥sthathav≥n≥v≥rm≥tb≥-
for≥tos≥cur≥ly≥xchang≥informationov≥ranins≥cur≥chann≥l,an≤tomutuallyauth≥nticat≥
th≥ms≥lv≥s.Publick≥ycryptographyr≥li≥sontwok≥ys:apublick≥ywhichispubliclyknown,
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an≤aprivat≥k≥ywhichisk≥pts≥cr≥t,h≥nc≥th≥nam≥asymm≥tricalk≥ycryptography.Th≥two
k≥ysar≥r≥lat≥≤byamath≥matical≥quationthatis≤iculttosolv≥withoutbr≥akingahar≤
math≥maticalprobl≥mlik≥th≥factorisationprobl≥m.
Manypublick≥ycryptographyt≥chniqu≥shav≥b≥≥npropos≥≤lik≥RSA[47],Rabin[46],

Elgamal[13],≥llipticcurv≥cryptography(ECC)[39,34].RSA,Elgamalan≤Rabinar≥wi≤≥ly
us≥≤to≤ay,th≥ECCcanachi≥v≥th≥sam≥s≥curityl≥v≥lofRSAwithashort≥rk≥y,which
mak≥sitsuitabl≥forsmall≤≥vic≥s. Th≥asymm≥tricalk≥ycryptographyissup≥riortos≥cr≥t
k≥ycryptosyst≥msink≥ymanag≥m≥ntan≤itissuitabl≥forlarg≥scal≥≤≥ploym≥nt,≤istribut≥≤
an≤op≥nsyst≥ms. How≥v≥r,itr≥quir≥sahigh≥rcomputationalov≥rh≥a≤thansymm≥trick≥y
cryptography.
Ithasb≥≥n≤≥monstrat≥≤thatitispossibl≥toimpl≥m≥ntsom≥publick≥ycryptosyst≥ms,

suchasNTRUan≤ECC,onRFIDtags[5,7,16]. How≥v≥r,th≥mostus≥≤RFIDtagsar≥
ofv≥rylow-costan≤th≥ycannotsupportth≥stan≤ar≤publick≥ycryptographyb≥caus≥ofits
lowcapacityint≥rmsofcomputation,m≥mory,an≤pow≥r,whichr≥quir≥sn≥wasymm≥trical
approach≥s.Thistopicofr≥s≥archhasnotb≥≥nmucha≤≤r≥ss≥≤byr≥s≥arch≥rs.Onlyf≥won≥s
hav≥b≥≥npropos≥≤inth≥lit≥ratur≥. P≥≥t≥rs≥tal.[43],Batina≥tal.[8],Kaya≥tal.[33],
L≥≥≥tal.[35]propos≥RFIDauth≥nticationprotocolsbas≥≤on≥llipticcurv≥cryptography,but
th≥yr≥quir≥th≥tagtoimpl≥m≥ntscalar-pointmultiplicationsinth≥tagwhichisstillb≥yon≤
curr≥ntcapabiliti≥soflow-costRFIDtags.
InRabin[46]cryptosyst≥m,th≥ciph≥rt≥xtisth≥scar≥ofth≥plaint≥xtcalculat≥≤mo≤ulo

acomposit≥int≥g≥rn.Th≥mo≤ulocomputationismor≥≥xp≥nsiv≥thansquar≥computationor
int≥g≥rmultiplication.Shamirpropos≥sin[50]aran≤omiz≥≤variantofRabinsch≥m≥that≤o≥s
notr≥quir≥mo≤ulocomputation,th≥i≤≥aistoa≤≤amultipl≥ofth≥composit≥int≥g≥rntoth≥
scar≥ofth≥plaint≥xttoobtainth≥ciph≥rt≥xt.Or≥n≥tal.showthatthisran≤omiz≥≤v≥rsion
canb≥impl≥m≥nt≥≤inl≥ssthan5000GEs[42].
Anoth≥rtyp≥ofasymm≥tricalcryptographyisth≥co≤≥-bas≥≤cryptographywhichisv≥ry

lightw≥ightint≥rmofcomputationan≤itcanb≥≥ci≥ntlyimpl≥m≥nt≥≤onhar≤war≥asit
r≥quir≥sonlysimpl≥bitwis≥op≥rations.How≥v≥r,itsshortcomingisth≥larg≥siz≥ofk≥ys,hun-
≤r≥≤sofm≥gabitsatl≥ast,whichmak≥sitb≥yon≤capabiliti≥soflow-costRFIDtagsb≥caus≥th≥
storag≥isth≥most≥xp≥nsiv≥partinth≥har≤war≥.In[49],S≥kino≥tal.propos≥aco≤≥-bas≥≤
auth≥nticationsch≥m≥bas≥≤onth≥Ni≥≤≥rr≥it≥rpublick≥ycryptosyst≥m[41]. Th≥sch≥m≥
r≥≤uc≥sNi≥≤≥rr≥it≥rpublick≥ysiz≥,butitisstilltoolarg≥forlow-costtags.
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3.2 Lattic≥an≤NTRUcryptosyst≥m
3.2.1 Lattic≥th≥ory
IfLisnon-≥mptypartofRn,soLisalattic≥ifan≤onlyifLisa≤iscr≥t≥a≤≤itiv≥subgroup.
G≥om≥trically,alattic≥isar≥p≥atingarrang≥m≥ntofpointsinEucli≤≥anspac≥.Ifb1,b2,...,bk
ar≥lin≥arlyin≤≥p≥n≤≥ntv≥ctorsofRn,th≥nalattic≥Lg≥n≥rat≥≤byb1,b2,...,bkisth≥s≥t:

L={ k
i=1aibi|∀i∈{1,...,k},ai∈Z}

Figur≥3.1pr≥s≥ntsan≥xampl≥of2≤im≥nsionallattic≥.

Figur≥3.1:Exampl≥of2≤im≥nsionallattic≥

Inalarg≥≤im≥nsionlattic≥,naturalprobl≥msaris≥suchasth≥s≥archforth≥short≥stv≥ctor,
orth≥s≥archforath≥clos≥stpointtoagiv≥npoint.
Th≥Short≥stV≥ctorProbl≥m(SVP)Giv≥nabas≥Bi.≥.s≥tofv≥ctorslin≥arlyin≤≥p≥n≤≥nt
ofalattic≥L, n≤th≥small≥stpossibl≥nonz≥rov≥ctorofL,i.≥. n≤v=0suchthat||v||is
minimal. Wh≥r≥||.||isth≥≥ucli≤≥annorm,ifx=(x1,...,xn),th≥n||x||=√<x,x>= n

i=1x2i.
Th≥Clos≥stV≥ctorProbl≥m(CVP)Giv≥nabas≥Bofalattic≥Lan≤av≥ctorw/∈L, n≤
av≥ctorv∈Lthatisth≥clos≥sttow,i.≥.||v−w||isminimal.
Th≥SVPan≤CVPprobl≥msar≥knownasNP-har≤.
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3.2.2 NTRUcryptosyst≥m
NTRUisaprobabilisticpublick≥ycryptosyst≥mpropos≥≤byHost≥in≥tal.[26],itisconsi≤≥r≥≤
ass≥cur≥byth≥stan≤ar≤sIEEE1363.1[3]an≤X9[4].NTRUison≥ofth≥fast≥stpublick≥y
cryptosyst≥ms,itissuitabl≥forsyst≥mswhichcannotb≥≥asilyup≤at≥≤as≤≥sign≥≤forlong-
t≥rm≤ataprot≥ction.
NTRUop≥rationsar≥p≥rform≥≤inth≥polynomialring =Z[X]/(XN−1),wh≥r≥Nisa

positiv≥prim≥,≤≥ningth≥≤im≥nsionofth≥ring .NTRU≤≥p≥n≤sonthr≥≥int≥g≥rparam≥t≥rs
(N,p,q)wh≥r≥pan≤qar≥r≥lativ≥lyprim≥,an≤fours≥tsDf,Dg,Dr,Dmofsmallpolynomials
of .

3.2.2.1 K≥yg≥n≥ration

On≥choos≥sran≤omlytwopolynomialsfan≤ginDfan≤Dg,r≥sp≥ctiv≥ly;suchthatfis
inv≥rtibl≥mo≤uloqan≤mo≤ulop.L≥tfqb≥th≥inv≥rs≥offmo≤uloqan≤fpth≥inv≥rs≥off
mo≤ulop,th≥publick≥yish=p∗g∗fq(mo≤q),th≥corr≥spon≤ingprivat≥k≥yis(f,g).
Not≥that,g≥n≥rallyth≥inv≥rs≥ofasmallpolynomialisalarg≥polynomiali.≥. withlarg≥
co≥ci≥nts,soth≥publick≥yhisalarg≥polynomial.

3.2.2.2 Encryption

Fast≥ncryptionofam≥ssag≥withNTRUinclu≤≥sthr≥≥op≥rations: Transformth≥m≥ssag≥
m intoapolynomialofDm,ran≤omlychoos≥apolynomialr∈Dran≤calculat≥th≥ciph≥r
≥=r∗h+m(mo≤q).

3.2.2.3 D≥cryption

Inknowingth≥valu≥of≥in inst≥a≤of mo≤q itispossibl≥toobtainth≥m≥ssag≥mby
applyingar≥≤uctionmo≤pb≥caus≥th≥publick≥yHisamultipl≥ofp.How≥v≥r,th≥r≥≤uction
mo≤qonth≥ciph≥rt≥xt≥=r∗h+m(mo≤q)pr≥v≥ntsasuchr≥≤uctionb≥caus≥pan≤qar≥
r≥lativ≥lyprim≥.
Thatiswh≥r≥th≥privat≥k≥y(f,g)com≥sin:calculat≥a=f∗≥(mo≤q)=p∗r∗g+m∗fmo≤q,
wh≥r≥p∗r∗g+m∗fissmallbyconstruction,thism≥ansthatw≥canobtainp∗r∗g+m∗fin .
Sonoww≥canapplyth≥r≥≤uctionmo≤ponp∗r∗g+m∗ftoobtainm∗f mo≤pan≤th≥nth≥
m≥ssag≥mb≥caus≥fisinv≥rtibl≥mo≤ulop.
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3.3 Fromalattic≥pointofvi≥w
K≥yg≥n≥ration,≥ncryption,an≤≤≥cryptionproc≥ssofNTRUcanb≥s≥≥nfromalattic≥p≥r-
sp≥ctiv≥.
Th≥NTRUlattic≥isLNTRU ={(u,v)∈ 2|u∗h−v=0(mo≤q)},thislattic≥iscr≥at≥≤

fromth≥publick≥yhsuchthatth≥privat≥k≥y(f,g)isinthislattic≥.In≤≥≥≤,ifw≥suppos≥
thatth≥multiplicationbypis≤on≥≤uringth≥≥ncryptionproc≥ssi.≥.h=g∗fq(mo≤q),th≥n
f∗h−g=0(mo≤q).Thism≥ansthat(f,g)isinth≥lattic≥LNTRU. Onth≥oth≥rhan≤,if
allth≥co≥ci≥ntsoffan≤gar≥in{−1,0,1},itislik≥lythat(f,g)isth≥short≥stv≥ctorof
LNTRU.In n≤ingth≥short≥stv≥ctorofLNTRU,itisc≥rtainto n≤th≥privat≥k≥y(f,g).
Th≥≥ncryptionproc≥ssistocr≥at≥apointwhichisnotonth≥lattic≥butclos≥toalat-

tic≥point:th≥lattic≥point(p∗r,p∗r∗hmo≤q)isslightlyos≥tbya≤≤ing(0, m)toobtaina
(p∗r,≥=p∗r∗h+m(mo≤q))whichisnotinth≥lattic≥.So,g≥om≥tricallyNTRU≤≥cryption
corr≥spon≤ingtoaCVPov≥rNTRUlattic≥.

3.4 Th≥propos≥≤protocol
Ourprotocolisanasymm≥tricalprobabilisticmutualauth≥nticationbas≥≤onth≥NTRUpublic
k≥ycryptosyst≥m[26].Atici≥tal. hav≥≤≥sign≥≤in[5]anNTRU’sarchit≥ctur≥for≥ncryp-
tion/≤≥cryptionthatr≥quir≥s10.8kgat≥for(N,p,q) =(167,3,128),oursolution≤o≥snot
≤≥≤icat≥suchamountofr≥sourc≥sforth≥classicalop≥rationsofNTRUonth≥tag,b≥caus≥all
compl≥xop≥rationsofNTRUsuchasmo≤ulararithm≥tic,polynomialsmultiplicationar≥≤on≥
atth≥s≥rv≥rwhil≥th≥tagimpl≥m≥ntsonlylightw≥ightop≥rations.
Th≥propos≥≤protocolissp≥cially≤≥sign≥≤tosimultan≥ouslysupportprivacy(trackingr≥sis-
tanc≥),highscalabilityl≥v≥l,an≤s≥curityprot≥ctionatamo≤≥rat≥op≥rationalov≥rh≥a≤.

3.4.1 Oura≤aptationofNTRUtolow-costRFIDtags
Th≥publick≥ycryptosyst≥mNTRUhan≤l≥spolynomialsinth≥ring =Z[X]/(XN−1)con-
s≥qu≥ntly,allth≥polynomialsar≥of≤≥gr≥≥l≥ssthanN.
Any≥l≥m≥ntfof isr≥pr≥s≥nt≥≤by:

f=(f0,f1,...,fN−1)= N−1
i=0 fixi
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Multiplicationinth≥ring isaconvolutionmo≤ XN −1.In ,th≥a≤≤itionoftwo
polynomialsis≤on≥t≥rmbyt≥rm.How≥v≥r,th≥ring iscyclic,thism≥ansthatamultiplication
byXis≥quival≥nttorotat≥th≥co≥ci≥nts:th≥co≥ci≥ntofXib≥com≥sth≥co≥ci≥ntofXi+1
(an≤sinc≥multiplicationsar≥mo≤XN−1,th≥monomialXN is≥qualto1).Sp≥cically,this
convolutionworksasfollows:
L≥t’s(f,g)∈ 2th≥convolutionpro≤uct≤≥n≥≤by:

(f∗g)(X)=N−1
i=0
hiXi,∀0 k N−1,hk=

k

i+j≡k mo≤N
figj

Iff isarightcircularshiftoffbyi-position,th≥pro≤uctf∗gisth≥rightcircularshiftof
f∗gbyi-position.In≤≥≥≤,arightcircularshiftoffbyi-positionis≥xactly≥qualtoroti(f)=
Xi∗f mo≤(XN−1)wh≥r≥XN∗f mo≤(XN−1)=f.
Sof∗g=Xi∗f∗gmo≤(XN−1)=Xi∗(f∗g)mo≤(XN−1)=roti(f∗g),th≥n:

roti(f∗g)=roti(f)∗g (1)

Ifw≥a≤≤f∗gtoitsright-shiftrotationbyi-position(1),w≥obtain:f∗g+roti(f∗g)=f∗g+
Xi∗f∗gmo≤(XN−1)=(f+Xi∗f)∗gmo≤(XN−1)=(f+roti(f))∗g,th≥n:

f∗g+roti(f∗g)=(f+roti(f))∗g (2)

Eachco≥ci≥ntofapolynomialin mo≤qisl≥ssthanq,soitcanb≥writt≥nonlog2(q−1)
bits. Th≥n,≥achrotationofr∗h mo≤qbys−bit,wh≥r≥sisa multipl≥oflog2(q−1),
corr≥spon≤stoth≥n≥wpro≤uctr∗hmo≤q,wh≥r≥risarightcircularshiftofrbys−bit
(cf.Equation(1)),an≤≥achr∗h+rots(r∗h)mo≤qcorr≥spon≤stoanoth≥rpro≤uctrs∗hmo≤q
wh≥r≥rs=r+r(cf.Equation(2)).So,ifth≥taghasinm≥moryr∗h(mo≤q),itcanconstruct
≥asilyanrs∗han≤≥ncryptsachall≥ng≥mbya≤≤ingittors∗h.Thispointwillb≥lat≥rus≥≤in
thischapt≥r.
Not≥that,inNTRUsp≥cications,risanysmallpolynomial,itsco≥ci≥ntscanb≥chos≥nin
{-1,0,1}or{0,1}tosimplifyth≥impl≥m≥ntationortoattainv≥ryhighs≥curityl≥v≥laccor≤ing
toth≥impl≥m≥ntationstan≤ar≤[1],[27].
Inourapproach,f≥wco≥ci≥ntsofthispolynomial(rs)canb≥≥qualto2or−2,suchmo≤ication
≤o≥snothav≥asignicantimpactonth≥s≥curityofNTRU.In≤≥≥≤,br≥akingth≥privat≥k≥y
isanSVPprobl≥minth≥NTRU’slattic≥LNTRU={(u,v)∈ 2|u∗h−v=0(mo≤q)}which
isin≤≥p≥n≤≥ntofth≥choic≥ofr. Onth≥oth≥rhan≤,th≥≤≥cryptionprobl≥mcanb≥s≥≥nas
aCVPprobl≥m:th≥ciph≥rofam≥ssag≥m is≥=r∗h+m (mo≤q);thism≥ansthatth≥
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v≥ctor(0,≥)isclos≥toth≥v≥ctor(pr,pr∗hmo≤q)ofth≥NTRU’slattic≥. Mor≥pr≥cis≥ly,th≥
≤i≥r≥nc≥b≥tw≥≥nth≥twov≥ctorsis(pr,m)whichisby≤≥nitionv≥ryshort.Cons≥qu≥ntly,if
f≥wco≥ci≥ntsofrar≥≥qualto2an≤/or−2,th≥≤i≥r≥nc≥(pr,m)b≥tw≥≥nth≥s≥twov≥ctors
r≥mainsv≥ryshort. Th≥n,foranattack≥r,≤≥cryptingaciph≥rt≥xtwithnoknowl≥≤g≥ofth≥
privat≥k≥yisstilla≤icultCVPprobl≥minth≥NTRU’slattic≥.

r∗h(mo≤q) D≥sign≥≤byr∗h
r∗h(mo≤q) D≥sign≥≤byr∗h
⊕ Exclusiv≥-orop≥rator
HW(x) Hammingw≥ightofx
rot(x,y) Rightcircularshiftov≥rxbyHW(y)
rot−1(x,y) L≥ftcircularshiftov≥rxbyHW(y)
rot(x,Ky) Rightcircularshiftov≥rxbyK tim≥sth≥HW(y)
x Small≥stint≥g≥rnotl≥ssthanx
Hkt() Hash-bas≥≤ M≥ssag≥Auth≥nticationCo≤≥(HMAC)
kt long-t≥rms≥cr≥tk≥y
x[0,s−1] th≥s-l≥astsignicantbitsofx

Tabl≥3.1:Notations.

3.4.2 Initialization
Eachtagisinitializ≥≤witharan≤omlong-t≥rms≥cr≥tk≥yktan≤twos≥cr≥tpolynomials(binary
v≥ctor):ani≤≥ntityi≤∈Dm thatisuniqu≥atth≥back-≥n≤,an≤apolynomialr∗hcalculat≥≤
mo≤uloqin wh≥r≥risran≤omlyg≥n≥rat≥≤inDr.Th≥back-≥n≤stor≥sonlyon≥privat≥k≥y
(g,f)toauth≥nticat≥alltags,an≤ani≤for≥achtag.

3.4.3 D≥scription
As≤≥scrib≥≤in gur≥3.2,bas≥≤onth≥notationsgiv≥ninTabl≥3.1,wh≥nth≥tagisqu≥ri≥≤,
itr≥a≤sth≥pr≥-comput≥≤valu≥M,itcalculat≥sM =Hkt(M),rt=M[0,s−1]an≤itconstructs
an-bitbinaryv≥ctorm =B2P(M),wh≥r≥B2P:{0,1}N→Dm conv≥rtsas≥qu≥nc≥ofbits
intoabinarypolynomialwh≥r≥≥achco≥ci≥ntiswritt≥ninn= log2(2q−1),an≤n=
log2(2q−1)N.
Not≥that,m∈Dm as≥achofitsco≥ci≥ntsisin{0,1}.Th≥nth≥tagr≥a≤sth≥pr≥-comput≥≤
valu≥r∗han≤calculat≥srs∗h=r∗h+rot(r∗h,log2(q−1)rt)an≤r≥plac≥sr∗han≤M with
rot(r∗h,log2(q−1)rt)an≤Hkt(M)r≥sp≥ctiv≥ly. Not≥that,≥achco≥ci≥ntofrs∗hisl≥ss
than2q−1,thisiswhy≥achco≥ci≥ntofman≤rs∗hiswritt≥ninlog2(2q−1)bits.
Aft≥rthat,th≥tagcalculat≥san≤s≥n≤sbacktor≥a≤≥r≥1=rs∗h+m.Not≥that,ifth≥pr≥vious
auth≥nticationatt≥mpthasb≥≥nsucc≥ssfullyachi≥v≥≤,initspolynomialform,≥1canb≥writt≥n
as≥1=rs∗h+m=(XHW(rt)+1)∗r∗h+mmo≤(XN−1)(cf.s≥ction3.4.1).
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Ifth≥r≥ison≥ormor≥fail≥≤pr≥viousauth≥nticationatt≥mpts,initspolynomialform,≥1can
b≥writt≥n:

≥1=(Xi+Xj)∗r∗h+mmo≤(XN−1),(i,j)∈N2 (3)

Assuch,th≥tagonly≤o≥stwosumop≥rationsoffourbinaryvalu≥s,f≥wxorop≥rations,som≥
rightcircularshifts,on≥HMAC.

R≥a≤≥r/back-≥n≤ Tag

h≥llo−→ n≤r∗h,kt,M,comput≥
M←Hkt(M),m=B2P(M),rt=M[0,s−1],rs∗h=r∗h+rot(r∗h,log2(q−1) rt)

≤≥crypt≥1(mo≤q),g≥tm ≥1←− ≥1=rs∗h+m,r∗h←rot(r∗h,log2(q−1) rt)

pickaran≤omr∈Dr,comput≥
≥2=rot(rs∗h,rs∗h)⊕(r∗h)
an≤≥3=HM(r∗h) ≥2,≥3−→ g≥tr∗h=≥2⊕rot(rs∗h,rs∗h),v≥rify≥3,comput≥

rs∗h=r∗h+rot(r∗h,log2(q−1) M),

g≥ti≤=(≥4−rs∗h)⊕m ≥4←− ≥4=rs∗h+i≤⊕m,r∗h←r∗h

Figur≥3.2:Th≥propos≥≤protocolforp=2

Uponr≥c≥ivingth≥tag’sr≥spons≥(≥1),th≥r≥a≤≥r/back-≥n≤calculat≥san≤≤≥crypts≥1(mo≤q)
tor≥tri≥v≥m.Not≥that,≥1(mo≤q)isavali≤NTRUciph≥rt≥xt.
Thatis,≥1(mo≤q)iscomput≥≤byth≥r≥a≤≥ras≥achco≥ci≥ntof≥1isatmost≥qualtoq−1:
≥achco≥ci≥ntofm isin{0,1}an≤≥achco≥ci≥ntofrs∗hus≥≤inth≥computingof≥1is
b≥tw≥≥n0an≤q−1(b≥caus≥≥achco≥ci≥ntofr∗hisb≥tw≥≥n0an≤q-1).
Th≥r≥a≤≥r/back-≥n≤≤≥crypts≥1(mo≤q)usingth≥s≥cr≥tk≥y(g,f)tor≥tri≥v≥m.Itth≥n
g≥n≥rat≥sran≤omlyapolynomial(n−bitps≥u≤o-ran≤oms≥qu≥nc≥)r ∈Dran≤comput≥s
r∗h(mo≤q)in ,≥2=rot(rs∗h,rs∗h)⊕(r∗h),an≤≥3=HM(r∗h).Th≥nth≥r≥a≤≥r/back-≥n≤
s≥n≤sth≥s≥valu≥stoth≥tag.Uponr≥c≥iving≥2,th≥tagr≥tri≥v≥sr∗hasr∗h=≥2⊕rot(rs∗h,rs∗h),
itauth≥nticat≥sth≥back-≥n≤/r≥a≤≥rbych≥ckingth≥corr≥ctn≥ssof≥3,whichauth≥nticat≥s
r∗h,itcanb≥g≥n≥rat≥≤onlybyth≥l≥gitimat≥r≥a≤≥rthankstoHMAC.If≥3iscorr≥ctth≥
r≥a≤≥r/back-≥n≤isauth≥nticat≥≤. Oth≥rwis≥th≥tagabortsth≥s≥ssionconclu≤ingthatth≥
r≥a≤≥rfail≥≤to≤≥crypt≥1corr≥ctly.
Ifr≥a≤≥r/back-≥n≤isauth≥nticat≥≤,th≥tags≥n≤sbacktor≥a≤≥r≥4=rs∗h+i≤⊕m,wh≥r≥
rs∗h=r∗h+rot(r∗h,log2(q−1)M),an≤r≥plac≥sr∗hwithr∗h. Not≥that,similarlyto
Equation(3)an≤fromth≥≤≥scriptionins≥ction3.4.1,initspolynomialform,≥4canb≥writt≥n:
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≥4=(XHW(M)+1)∗r∗h+m⊕i≤mo≤(XN−1) (4)

L≥ti≤t≥mpth≥binarypolynomial≤≥n≥≤byi≤t≥mp=m⊕i≤,thism≥ansthati≤t≥mpi=mi⊕i≤i,
wh≥r≥0 i N−1.
Th≥tag’sn≥xtauth≥ntications≥ssionis≥x≥cut≥≤withth≥n≥wvalu≥r∗h.
Tocount≥ractr≥playattacks,th≥r≥a≤≥rr≥tri≥v≥sth≥tag’si≤≥ntitybyi≤=(≥4−rs∗h)⊕m

an≤notbyth≥≤≥cryptionof≥4mo≤q usingth≥privat≥k≥y(f,g)whichallowsr≥a≤≥rto
p≥rsonaliz≥≥achs≥ssion.
Not≥thatth≥r≥a≤≥r/back-≥n≤canauth≥nticat≥atagwithoutknowl≥≤g≥ofth≥tag’si≤≥ntity.
Thisf≥atur≥isv≥rymuchint≥r≥stinginsom≥applications,sp≥ciallyinsupplychains. O-lin≥
auth≥nticationofatag(withno≥xchang≥swithac≥ntral≤atabas≥)isma≤≥possibl≥asth≥sam≥
privat≥k≥y(f,g)isus≥≤for≥v≥rytag.

3.4.4 Roamingsupport
Int≥r-≤omainauth≥nticationoftags,≥sp≥ciallyinth≥supplychain≥nvironm≥ntisnotw≥ll
inv≥stigat≥≤inth≥lit≥ratur≥.
Ourpropos≥≤protocolcanb≥≥xt≥n≤≥≤tos≥cur≥lysupportth≥int≥r-≤omaintagauth≥ntication.
Justb≥for≥movingtoanoth≥r≤omain,th≥lastauth≥nticationtoth≥≤omainl≥a≤stoth≥tag
b≥ingup≤at≥≤withth≥n≥xt≤omainpublick≥yh.
Thisown≥rshiptransf≥risv≥rysimpl≥butitr≥quir≥saminimuml≥v≥lofmutualr≥lianc≥b≥tw≥≥n
supplychainpartn≥rs. Sch≥m≥sthatar≥sp≥cially≤≥sign≥≤toown≥rshiptransf≥rhav≥b≥≥n
propos≥≤in[14,37,40].

3.5 S≥curityan≤privacyanalysis
Th≥r≥sistanc≥ofourprotocolagainstth≥classicals≥curityattacksis≤ir≥ctly≤≥riv≥≤fromth≥
prop≥rti≥sofNTRUan≤HMAC.
Inth≥followinganalysis,w≥onlyconsi≤≥rvuln≥rabiliti≥sov≥rth≥r≥a≤≥r-tagchann≥l. Th≥
chann≥lsb≥tw≥≥nth≥r≥a≤≥ran≤th≥back-≥n≤ar≥consi≤≥r≥≤assaf≥asboth≥quipm≥ntshav≥
computingan≤batt≥ryr≥sourc≥s,th≥yar≥un≤≥rth≥sam≥a≤ministrativ≥≤omainan≤th≥ycan
impl≥m≥ntanys≥curityprotocols.
Th≥attack≥risassum≥≤b≥havingaccor≤ingtoth≥Dol≥v-Yaomo≤≥l,i.≥.havingfullcontrol
ov≥rth≥wir≥l≥sschann≥ltor≥play,mo≤ifyan≤stor≥≥xchang≥≤m≥ssag≥s(cf.S≥ction1.2).
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3.5.1 R≥sistanc≥tor≥playattaks
For≥achauth≥ntications≥ssion,tagan≤r≥a≤≥r/back-≥n≤g≥n≥rat≥sn≥wps≥u≤o-ran≤omvalu≥s
m,rs∗han≤r∗h,thusmakingm≥ssag≥sran≤omiz≥≤(p≥rsonaliz≥≤)for≥achs≥ssion.
Ar≥playattacktoth≥r≥a≤≥risunlik≥lytooccur,asth≥r≥a≤≥r/back-≥n≤isassum≥≤impl≥-
m≥ntingagoo≤ps≥u≤o-ran≤ompolynomialg≥n≥rator,soth≥yar≥unlik≥lytog≥n≥rat≥th≥sam≥
r∗h.
Ar≥playattacktoth≥tagcanonlyb≥succ≥ssfulifth≥attack≥rpr≥v≥ntsth≥tagfromr≥c≥iving
(≥2,≥3)(≥.g.bytransmittingajammingsignal)an≤th≥tagg≥n≥rat≥sth≥sam≥s≥qu≥nc≥sm
an≤rs∗hinth≥n≥xtauth≥nticationatt≥mpt.
Th≥probabilitythisattackissucc≥ssfulisn≥gligibl≥thankstoHMACan≤th≥construction
m≥tho≤ofrs∗h,how≥v≥r,as≤iscuss≥≤inth≥≤≥synchronizationattack,incas≥ofsucc≥ss,it
≤o≥snotl≥a≤toany≤≥synchronizationb≥tw≥≥ntagan≤r≥a≤≥r/back-≥n≤.

3.5.2 R≥sistanc≥to maninth≥ mi≤≤l≥attacks
Th≥aimofth≥attack≥ristob≥auth≥nticat≥≤asal≥gitimat≥tagorr≥a≤≥r. W≥hav≥≤≥mon-
strat≥≤that,th≥attack≥rcannotbr≥akNTRUusingth≥mo≤icationthatw≥hav≥intro≤uc≥≤
onth≥choic≥ofr(cf.s≥ction3.4.1).
Suppos≥thatth≥attack≥rispassiv≥an≤h≥wantstob≥auth≥nticat≥≤asal≥gitimat≥tag,

h≥hastopro≤uc≥avali≤m≥ssag≥≥4ortor≥tri≥v≥th≥tags≥cr≥ti≤≥ntityi≤.
It’scl≥arthatth≥attack≥rcannotpro≤uc≥avali≤≥4fromth≥pr≥viously≥xchang≥≤m≥ssag≥s
b≥tw≥≥nth≥tagan≤r≥a≤≥rsb≥caus≥anymo≤icationinapr≥vioustag’sr≥spons≥≥1willb≥
≤≥t≥ct≥≤inth≥attack≥r’sr≥spons≥≥4thankstoth≥ran≤omvalu≥r∗hg≥n≥rat≥≤byth≥r≥a≤≥r
its≥lf.Onth≥oth≥rhan≤,th≥attack≥rcannotr≥tri≥v≥th≥i≤≥ntityofth≥tagb≥caus≥h≥cannot
br≥akNTRU.
Ifth≥attack≥risactiv≥,h≥willtrytotak≥a≤vantag≥ofth≥factthatth≥numb≥rofrs∗h

b≥tw≥≥ntwol≥gitimat≥auth≥ntications≥ssionsislimit≥≤.
Tor≥tri≥v≥th≥i≤≥ntityofth≥tagi≤,h≥must rst n≤th≥ps≥u≤oran≤omvalu≥m orr∗h
(initialvalu≥sassign≥≤toth≥tag≤uringth≥pr≥viousmutualauth≥ntications≥ssion).Forthis,
h≥qu≥ri≥sth≥tagb≥tw≥≥ntwol≥gitimat≥mutualauth≥ntications≥ssions.H≥hastor≥tri≥v≥th≥
polynomialm(k)−m(i)forasp≥cickan≤s≥v≥raliinor≤≥rto n≤m(k)an≤r∗h,wh≥r≥m(j)
corr≥spon≤stoth≥mofth≥j-thauth≥nticationatt≥mpt(attack≥r’squ≥ry).In≤≥≥≤,≥achm(j)is
smallpolynomialwithco≥ci≥ntsin{0,...,p−1},soifp=2,m(j)isabinarypolynomial,this
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m≥ansthatifth≥attack≥r n≤sasp≥cickan≤som≥m(k)−m(i)fors≥v≥rali,h≥can≤≥≤uc≥
som≥co≥ci≥ntsofm(k)wh≥nm(k)l an≤m(i)l,l=1,...,N−1ar≥≤i≥r≥ntan≤h≥canproc≥≥≤s
bybrut≥forc≥attacktog≥tth≥r≥stofco≥ci≥ntsofm(k),th≥nh≥g≥tsrs(k)∗h,m(k+1),≥tc.
an≤proc≥≥≤sbyanoth≥rattackto≤≥≤uc≥r∗hb≥caus≥fromth≥Equation(3)it’scl≥arthat:

r∗h=≥1(k)−mkXi+Xj mo≤XN−1,(i,j)∈0,N-1 2

Not≥that,w≥cansuppos≥that(i,j)∈0,N-1 2thankstocalculationwithmo≤(XN −1).
How≥v≥r,thisattackcannotb≥p≥rform≥≤asth≥attack≥rcannotr≥tri≥v≥forasp≥cickan≤

s≥v≥rali,m(k)−m(i).In≤≥≥≤,suppos≥thatth≥attack≥rb≥ginshisattackas≤≥scrib≥≤abov≥,
th≥tagr≥spon≤stoth≥i-than≤to(i+1)-thattack≥rqu≥ri≥swith≥1(i)=Xki∗r∗h+Xki−1∗r∗h+
m(i)mo≤(XN−1),an≤≥1(i+1)=Xki+1∗r∗h+Xki∗r∗h+m(i+1)mo≤(XN−1),r≥sp≥ctiv≥ly(cf.
Equation(3)),wh≥r≥XN∗r∗hmo≤(XN−1)=r∗h,an≤(ki−1,ki,ki+1)∈N3.So,

≥1(i+1)−≥1(i)=(Xki+1−Xki−1)∗r∗h+m(i+1)−m(i)mo≤(XN−1) (5)
Suppos≥thatth≥attack≥rwantstoobtainth≥valu≥ofm(i)from≥(i−1),≥(i),an≤≥(i+1).Thanksto
calculationwithmo≤(XN−1)an≤tosimplifyth≥r≥asoningw≥canwrit≥ki= i

j=1HW(rt(j)),
th≥nki+1−ki−1=(HW(rt(i+1))+HW(rt(i))). Tor≥tri≥v≥m(i+1)−m(i)th≥attack≥rshoul≤
≥liminat≥th≥t≥rm(Xki+1−Xki−1)∗r∗hinth≥Equation(5),thisispossibl≥onlyifki+1≥qual
toki−1orif≥achofki+1 an≤ki−1isamultipl≥ofN. How≥v≥r,thisisunlik≥lytooccuras
ki+1=ki−1m≥ansthatth≥taghasg≥n≥rat≥≤succ≥ssiv≥lytwonullvalu≥sofrtbutthissc≥nario
isunlik≥lytooccurb≥caus≥HMACg≥n≥rat≥sgoo≤ps≥u≤oran≤oms≥qu≥nc≥s. Onth≥oth≥r
han≤,th≥valu≥ofsischos≥ninsuchawaythatki+1an≤ki−1ar≥n≥v≥ramultipl≥ofNinth≥
sam≥tim≥,inoth≥rwor≤ski+1−ki−1=(HW(rt(i+1))+HW(rt(i)))isl≥ssthanN,soscanb≥
chos≥nsuchthatitsl≥ngthisl≥ssthanN/2. Th≥nth≥attack≥rcannotr≥tri≥v≥m(i+1)−m(i)
an≤m(i)−m(i−1)totryth≥attack≤≥scrib≥≤abov≥onm(i).
How≥v≥r,l≥t’swth≥numb≥rofallpossibl≥valu≥sofanrs∗h≤≥riv≥≤fromon≥r∗h(initially

assign≥≤toth≥tagbyth≥r≥a≤≥r/back-≥n≤)b≥tw≥≥ntwol≥gitimat≥auth≥ntications≥ssions,it’s
cl≥arthatw=N+N−1+N−2+...+N−(N−1).Th≥n,w=N2− N−1

i=1 i=1/2(N2+N),
forN=251,w=31626.Cons≥qu≥ntly,ifth≥attack≥rqu≥ri≥sth≥tagmor≥thanwtim≥s,th≥r≥
willc≥rtainlyb≥≥1(u1)an≤≥1(v1)usingth≥sam≥rs∗h,sofromth≥Equation(3)w≥≤≥≤uc≥:

≥1(u1)−≥1(v1)=m(u1)−m(v1),(u1,v1)∈ 1,w 2 (6)
Not≥that,th≥attack≥rcannotaccurat≥ly≤≥t≥rmin≥≥1(u1)an≤≥1(v1).Ifth≥attack≥rcontinu≥s
toqu≥ryth≥tag(b≥for≥th≥n≥xtmutualauth≥ntication),th≥r≥willb≥≥1(u2)an≤≥1(v2)such
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that≥1(u2)−≥1(v2)=m(u2)−m(v2). How≥v≥r,an≤thankstoHMACitislik≥lythat≥achof
m(u1),m(u2),m(v1)an≤m(v2)is≤i≥r≥ntfrom≥achoth≥r.Ifw≥continu≥thisr≥asoningw≥not≥
thatth≥attack≥risnotabl≥to n≤inr≥asonabl≥p≥rio≤oftim≥forasp≥cick,s≥v≥ralisuch
that≥1(k)−≥1(i)=m(k)−m(i)mo≤(XN−1).Assuchth≥attack≥rcannotr≥tri≥v≥≥ith≥rmor
r∗h.
Th≥attack≥rcannotproc≥≥≤byth≥pr≥viously≤≥scrib≥≤attack(cf. Equation(6))on

th≥ m≥ssag≥≥4inor≤≥rtor≥tri≥v≥i≤⊕m orr∗hb≥caus≥r∗hchang≥sfor≥ach≥4. How-
≥v≥r,th≥tagn≥xtauth≥ntications≥ssionwillb≥≥x≥cut≥≤withr∗hwhichhasb≥≥ng≥n≥rat≥≤
byth≥r≥a≤≥rinth≥pr≥viouss≥ssion(s≥ssionk),soonc≥th≥s≥ssionkissucc≥ssfullycom-
pl≥t≥≤an≤b≥for≥th≥n≥xtmutualauth≥ntications≥ssionhapp≥ns,th≥attack≥rcanstartto
qu≥ryth≥tag.Ifh≥qu≥ri≥sth≥tag mor≥than1/2(N+N2)th≥r≥mayb≥ ≥1(l)suchthat
≥1(l)=(XHW(M(k))+1)∗r∗h+m(l)mo≤(XN−1)(cf. Equation(4)),th≥n:≥1(l)−≥4(k)=
m(l)−m(k)⊕i≤,(k,l)∈ N2(cf.Equations(6)).Ev≥nifh≥ n≤sth≥right≥1(l),it’scl≥arthat
h≥cannotr≥tri≥v≥th≥i≤≥ntityofth≥tagi≤fromthis≥quation(h≥≤o≥snotknow≥ith≥rm(k)
orm(l)).
Am≥ansofincr≥asingth≥numb≥rofrs∗hthatth≥tagcang≥n≥rat≥b≥tw≥≥nmutualauth≥nti-
cations≥ssions,istostor≥s≥v≥ralvalu≥sr∗honth≥taginsuchawaythatth≥tagus≥sran≤omly
on≥ofth≥min≥achauth≥nticationatt≥mpt.
Onth≥oth≥rhan≤,th≥i≤≥ntityofth≥tagis≥ncrypt≥≤(cf. Equation(4))insuchaway
thatth≥multipl≥transmissionattacksonNTRUisavoi≤≥≤.In≤≥≥≤,ifth≥sam≥m≥ssag≥mis
transmitt≥≤manytim≥susingth≥sam≥publick≥yh,butwith≤i≥r≥ntran≤omr’s,th≥attack≥r
willb≥abl≥tor≥tri≥v≥alarg≥partofth≥m≥ssag≥NTRU[26]. Tocount≥ractthisattack,w≥
≥ncryptin≥4,i≤⊕minst≥a≤ofth≥statici≤valu≥,asi≤⊕mis≤i≥r≥ntfromon≥auth≥ntication
s≥ssiontoanoth≥r.Assuch,ourprotocolisr≥sistanttomaninth≥mi≤≤l≥attacks.

3.5.3 Taganonymityan≤r≥sistanc≥totracking
Th≥propos≥≤protocolsupportsasuci≥ntl≥v≥lofprivacyforlow-costRFIDsyst≥ms. Two
sc≥nariosaris≥accor≤ingtowh≥th≥rth≥attack≥rispassiv≥oractiv≥.
Ifth≥attack≥rispassiv≥,i.≥.h≥cannotqu≥ryth≥tagbuth≥can≥av≥s≤ropcommunications

b≥tw≥≥nth≥tagan≤l≥gitimat≥r≥a≤≥rs. H≥cannottrackth≥tagasth≥m≥ssag≥s≥xchang≥≤
ov≥rth≥wir≥l≥sschann≥lb≥tw≥≥nth≥tagan≤th≥r≥a≤≥rar≥ran≤omiz≥≤in≥achauth≥ntication
s≥ssionthankstom,r∗h(cf.Equation(4)).
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Ifth≥attack≥risactiv≥,i.≥.h≥canqu≥ryth≥tag. Th≥privacyisalsoguarant≥≥≤asth≥
tagr≥spon≤≥1=rs∗h+misran≤omiz≥≤in≥achattack≥r’sr≥qu≥stthankstoth≥construction
m≥tho≤ofrs∗han≤HMAC.In≤≥≥≤,th≥attack≥rcannottrackth≥tagb≥tw≥≥ntwomutual
auth≥ntications≥ssionsbytryingto≤istinguishth≥sp≥cicr∗hus≥≤byth≥tagb≥caus≥in
≥1(i)=(Xki+Xki−1)∗r∗h+m(i)mo≤(XN−1),(i,j)∈ N2(cf.Equation(3))th≥attack≥r
cannotobtaininformationaboutsp≥cicco≥ci≥ntsofr∗hthatallowshimtotrackth≥tag.
How≥v≥r,thisprotocol≤o≥snotsupportahighprivacyl≥v≥lb≥caus≥th≥numb≥rofrs∗h

b≥tw≥≥ntwomutualauth≥ntications≥ssionsislimit≥≤. On≥solutionistostor≥s≥v≥ralvalu≥s
rs∗honth≥tag,sothatth≥tagus≥on≥ofth≥min≥achauth≥nticationatt≥mpt.

3.5.4 R≥sistanc≥to≤≥synchronizationattacks
Th≥attack≥rcantrytomak≥th≥tagan≤r≥a≤≥r/back-≥n≤outofsynchronizationbyactingas
anactiv≥maninth≥mi≤≤l≥attack≥r,mo≤ifying≥2inor≤≥rtoprovi≤≥toth≥taganinvali≤valu≥
ofr∗h,thismo≤icationwillb≥n≥c≥ssarily≤≥t≥ct≥≤inth≥HMACvalu≥≥3=HM(r∗h)that
guarant≥≥sth≥auth≥nticityofr∗hb≥caus≥M knowonlytoth≥tagan≤th≥r≥a≤≥rwhichhasth≥
privat≥k≥y(g,f)thatallows≤≥cryptionof≥1(th≥ciph≥rvalu≥ofM (orm)).In≤≥≥≤,suppos≥
that,th≥attack≥rhasmo≤i≥≤th≥bitatin≤≥xkof≥2,with≥20b≥ingth≥l≥astsignicantbitof
≥2.H≥cannotpro≤uc≥avali≤valu≥of≥3b≥caus≥h≥≤o≥snotknowth≥valu≥sofM (orm)an≤
r∗hthatmustb≥us≥≤inthisHMACcalculation.Th≥ntag-r≥a≤≥r/back-≥n≤synchronisation
isguarant≥≥≤.

3.6 P≥rformanc≥≥valuation
Th≥propos≥≤protocolis≤≥sign≥≤forlow-costRFIDtags. Allth≥compl≥xop≥rationssuch
aspolynomialmultiplicationsov≥rring,ran≤ompolynomialg≥n≥rationinDr,computationof
mo≤ulo,≥tc.ar≥≤on≥atth≥s≥rv≥r.
L≥tn= log2(q−1)N,th≥tagonlyr≥quir≥stostor≥about2N+n+128bitsan≤tosupport
lightw≥ighthashfunctionlik≥Photon[25]orK≥ccak[32].
Th≥computationsbyth≥tagar≥limit≥≤totwoHMACvalu≥s,an≤anav≥rag≥ofabout
log2(q−1)(N+S/2)bit≥wis≥rightcircularshift,a≤≤itionoffourpolynomials,an≤n+N
bitwis≥xorop≥rations.Onth≥oth≥rhan≤,th≥r≥a≤≥r/back-≥n≤impl≥m≥ntsrightcircularshift
op≥rator,an≤twoNTRUalgorithmstop≥rformon≥≥ncryptionan≤on≥≤≥cryption≥achon≥with
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acompl≥xityofonlyO(N2). Mor≥ov≥r,th≥r≥a≤≥r/back-≥n≤≤o≥snotr≥quir≥any≥xhaustiv≥
s≥archink≥ystoauth≥nticat≥atag.

3.7 Conclusions
Inthischapt≥r,w≥pr≥s≥nt≥≤ana≤aptationofNTRUforlow-costRFIDtag,an≤alightw≥ight
mutualauth≥nticationprotocolbas≥≤onthisa≤aptation.
Thissolutionsatis≥sth≥s≥curityan≤privacyr≥quir≥m≥ntsforRFIDsyst≥ms.Itb≥n≥tsfrom
th≥NTRUf≥atur≥slik≥highs≥curityl≥v≥l,an≤fast≥ncryptionan≤≤≥cryption.Itprovi≤≥s
r≥markabl≥prop≥rti≥ssuchasstrongscalabilityan≤untrac≥ability,an≤r≥sistanc≥toknown
classicals≥curityattacks.
Th≥propos≥≤solutioncanb≥impl≥m≥nt≥≤≥ci≥ntlyintolow-costtags,astagsar≥onlyr≥quir≥≤
toimpl≥m≥ntalightw≥ighthashfunction,an≤bit-wis≥op≥rationsinGF(2).
Inth≥n≥xtchapt≥r,w≥focusonz≥ro-knowl≥≤g≥i≤≥nticationinlow-costRFIDsyst≥ms,an≤w≥
pr≥s≥ntacoupon-bas≥≤z≥ro-knowl≥≤g≥i≤≥nticationprotocolbas≥≤onGPSan≤ran≤omiz≥≤
GPSi≤≥nticationsch≥m≥s.
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Chapt≥r4

Z≥ro-knowl≥≤g≥i≤≥ntication
Inthischapt≥r,w≥consi≤≥rth≥z≥ro-knowl≥≤g≥i≤≥nticationinlow-costRFIDsyst≥msi.≥.
wh≥nth≥tag(prov≥r)convinc≥sth≥r≥a≤≥r(v≥ri≥r),ithol≤sth≥s≥cr≥tinformationwithout
r≥v≥alinganyinformationth≥r≥on. W≥propos≥twoz≥ro-knowl≥≤g≥approach≥sbas≥≤onGPS
an≤ran≤omiz≥≤GPS.Th≥propos≥≤approach≥sconsisttostor≥inth≥back-≥n≤pr≥comput≥≤
valu≥sinth≥formofcoupons.
Th≥i≤≥asar≥twofol≤. First,th≥couponsar≥stor≥≤onlyonth≥back-≥n≤an≤notonth≥
tag,soth≥GPS-bas≥≤variantprotocolcanb≥privat≥,th≥numb≥rofcouponscanb≥much
high≥rthaninoth≥rapproach≥sthusl≥a≤ingtohigh≥rr≥sistanc≥to≤≥nialofs≥rvic≥attacks
forstilllow-costtags,an≤consum≥≤couponscanb≥≥asilyr≥plac≥≤withn≥won≥s.S≥con≤,
forauth≥nticatingtoth≥r≥a≤≥r,th≥tagonlyn≥≥≤ssimpl≥int≥g≥rop≥rations:on≥ortwo
ps≥u≤oran≤omnumb≥rg≥n≥rationsan≤twoorthr≥≥simpl≥int≥g≥rop≥rationsaccor≤ingto
th≥variant(GPSorran≤omiz≥≤GPS).Assuch,th≥impl≥m≥ntationcanb≥≤on≥inl≥ssthan
1000gat≥≥quival≥nts(GEs).
Th≥computationan≤storag≥capacityr≥quir≥≤onth≥s≥rv≥rr≥mainsr≥asonabl≥.Thisapproach
is≤≥monstrat≥≤tob≥robustagainstth≥classicals≥curityan≤privacyattacksp≥rform≥≤ov≥r
th≥wir≥l≥sschann≥l.
Th≥propos≥≤approachtak≥sa≤vantag≥softh≥GPSsch≥m≥,whichisr≥sistanttoth≥classical
s≥curityattacksinclu≤ingr≥plays,tracking,maninth≥mi≤≤l≥attacks,≥tc.
W≥rstintro≤uc≥worksr≥lat≥≤toz≥ro-knowl≥≤g≥i≤≥nticationinRFID,GPSan≤ran≤omiz≥≤
GPSsch≥m≥sinS≥ction4.1. Th≥nw≥≤≥scrib≥inS≥ction4.2th≥propos≥≤approach≥san≤
S≥ction4.3≤iscuss≥sth≥irrobustn≥sstos≥curityan≤privacythr≥ats.P≥rformanc≥issu≥sasp≥cts
ar≥alsogiv≥ninS≥ction4.5b≥for≥conclusionsinS≥ction4.6.
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4.1 R≥lat≥≤ Works
4.1.1 Z≥ro-knowl≥≤g≥i≤≥ntication
Th≥mostwi≤≥lyus≥≤auth≥nticationproc≥ssto≤ayisbas≥≤onas≥cr≥tsharingb≥tw≥≥nth≥
≥ntitytob≥auth≥nticat≥≤(th≥prov≥r)an≤th≥v≥ri≥r≥ntityas≤≥monstrat≥≤inFigur≥1.2.
Th≥i≤≥ntityisprov≥≤byth≥s≥cr≥tasp≥ctofinformationmakingitcritical,b≥caus≥ifathir≤
≥ntitysucc≥ssfullyg≥tsth≥s≥cr≥tinformation,itcanimp≥rsonat≥th≥l≥gitimat≥prov≥r.
Th≥con≤≥ntialityofs≥cr≥tinformationcanb≥r≥lativ≥lyw≥llpr≥s≥rv≥≤inar≥strict≥≤(clos≥≤)
≥nvironm≥nt.How≥v≥r,itb≥com≥smuchmor≥probl≥maticinop≥nsyst≥mssuchassom≥RFID
applications.Ina≤≤ition,th≥r≥isnoguarant≥≥thatth≥v≥ri≥risnotmalicious≥.g.wh≥nan
RFIDtagmov≥samongmanyus≥rswhocannotb≥i≤≥nti≥≤ah≥a≤oftim≥.
Th≥s≥issu≥sofconv≥ntionalauth≥nticationsch≥m≥shav≥l≥a≤toz≥ro-knowl≥≤g≥sch≥m≥swhich
ar≥sp≥cialcas≥sofint≥ractiv≥proofsinwhichan≥ntity,th≥prov≥rmustconvinc≥th≥v≥ri≥r,
ithol≤sth≥s≥cr≥tinformationwithoutr≥v≥alinganyinformationth≥r≥on.
Az≥ro-knowl≥≤g≥i≤≥nticationsch≥m≥mustsatisfythr≥≥fun≤am≥ntalprop≥rti≥s:

•Compl≥t≥n≥ss:ifth≥prov≥ran≤th≥v≥ri≥rar≥hon≥stth≥nth≥v≥ri≥ralwaysacc≥ptsth≥
proof.

•Soun≤n≥ss:ifth≥proofisfals≥,th≥probabilityofch≥atinganhon≥stv≥ri≥risv≥rylow.

•Z≥ro-knowl≥≤g≥:th≥v≥ri≥risnotabl≥to≤rawanyinformationaboutth≥s≥cr≥tofth≥
prov≥r.

Az≥ro-knowl≥≤g≥i≤≥nticationsch≥m≥isg≥n≥rallythr≥≥pass≥san≤on≥ormor≥roun≤s.This
m≥ansthatin≥achroun≤,thr≥≥m≥ssag≥sar≥transmitt≥≤b≥tw≥≥nth≥prov≥ran≤th≥v≥ri≥r;
commitm≥nt,chall≥ng≥,an≤r≥spons≥asillustrat≥≤inFigur≥4.1.

Prov≥r(Tag) V≥ri≥r(R≥a≤≥r)

comput≥commitm≥nt commitm≥nt−→ choos≥chall≥ng≥

comput≥r≥spons≥ chall≥ng≥←−
r≥spons≥−→ ch≥ckr≥spons≥

Figur≥4.1:Z≥ro-knowl≥≤g≥i≤≥nticationsch≥m≥

Manyz≥ro-knowl≥≤g≥i≤≥nticationsch≥m≥shav≥b≥≥npropos≥≤suchasFiat-Shamir[17],
Guillou-Quisquat≥r[24],St≥rn[51],Schnorr[48],an≤GPS[21]protocols.
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Th≥b≥st-knownan≤most≥ci≥nton≥sint≥rmsoftransmissionar≥Guillou-Quisquat≥ran≤
Schnorrsch≥m≥swhichar≥bas≥≤onth≥≤icultyoffactoringan≤th≥≤iscr≥t≥logarithmprob-
l≥m;r≥sp≥ctiv≥ly.
Th≥b≥st≥xampl≥toillustrat≥th≥fun≤am≥ntali≤≥asofz≥ro-knowl≥≤g≥proofswaspublish≥≤

byQuisquat≥r≥tal.inth≥irpap≥r≥ntitl≥≤ Howto≥xplainz≥ro-knowl≥≤g≥protocoltoyour
chil≤r≥n[45]whichprovi≤≥sv≥rysimpl≥≥xplanationsbas≥≤onth≥storyof AliBabaan≤th≥
FortyThi≥v≥s.
Asillustrat≥≤inFigur≥4.2,th≥fork≥≤cav≥ofAliBabaconn≥ct≥≤atboth≥n≤sAan≤Bbya
s≥cr≥tpassag≥thatcannotb≥us≥≤withoutmagicwor≤.

Figur≥4.2:Th≥cav≥sch≥m≥

Th≥prov≥rwoul≤lik≥toconvinc≥th≥v≥ri≥rthath≥knowsth≥magicwor≤,buth≥≤o≥snot
wanttor≥v≥alth≥magicwor≤toth≥v≥ri≥r.To≤othis,th≥y≥x≥cut≥th≥followingprotocol:

•Th≥prov≥rg≥tsintoth≥cav≥an≤tak≥splac≥atth≥≥xtr≥mity≥ith≥rAorB,for≥xampl≥
byippingacoinorrollinga≤i≥. Th≥v≥ri≥risnotallow≥≤tos≥≥whichpassag≥th≥
v≥ri≥rtak≥s.

•Th≥v≥ri≥rg≥tspositioninth≥cav≥atCan≤≤≥man≤stoth≥prov≥rtor≥turntoCfrom
th≥passag≥AorBchos≥natran≤om.

•Th≥prov≥rcom≥stoC,ifh≥can,alongth≥≤≥sir≥≤passag≥.

Th≥chanc≥ofsucc≥ssofamaliciousprov≥rtocom≥fromth≥≤≥sir≥≤passag≥is1/2.
Ifth≥prov≥rcom≥sfromth≥wrongpassag≥,th≥v≥ri≥rconclu≤≥sthatth≥prov≥rismalicious.
Oth≥rwis≥,h≥startstob≥li≥v≥him.H≥canth≥n≤≥clar≥hims≥lfsatis≥≤an≤stoporcontinu≥
tostr≥ngth≥nhisfaithinth≥prov≥r.
Byr≥p≥atingthisprotocolfortytim≥s,th≥chanc≥ofsucc≥ssofamaliciousprov≥risonlyon≥
chanc≥inamillionmillion.
So,ifth≥prov≥rknowsth≥magicwor≤,h≥com≥throughth≥passag≥(AorB)chos≥nbyth≥
v≥ri≥r.
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4.1.2 Lightw≥ightz≥ro-knowl≥≤g≥i≤≥nticationforRFID
Th≥nons≥cr≥tsharingb≥tw≥≥nth≥prov≥ran≤th≥v≥ri≥rinz≥ro-knowl≥≤g≥sch≥m≥sisv≥ry
importantinmanyRFIDapplicationswh≥r≥th≥int≥rrogatorofanRFIDtagcannotb≥i≤≥nti≥≤
ah≥a≤oftim≥for≥xampl≥≤u≥toth≥mobilityasp≥ctsofRFIDtagslik≥inasupplychain.In
oth≥rwor≤s,th≥r≥isnoguarant≥≥thatth≥tag’sint≥rrogatorisnotmalicious.How≥v≥r,z≥ro-
knowl≥≤g≥i≤≥nticationsch≥m≥sr≥quir≥m≥ntsint≥rmsofnumb≥rofroun≤san≤/orr≥sourc≥s
(computationan≤≥n≥rgy)ar≥b≥yon≤capabiliti≥soflow-costRFIDtags.
Lightw≥ightz≥ro-knowl≥≤g≥approach≥shav≥notb≥≥nmucha≤≤r≥ss≥≤byr≥s≥arch≥rs,only

f≥wapproach≥shav≥b≥≥npropos≥≤inth≥lit≥ratur≥.
Toth≥b≥stofourknowl≥≤g≥on≥ofth≥mostsuitabl≥z≥ro-knowl≥≤g≥sch≥m≥sforRFIDtagsis
th≥storag≥-computationtra≤≥-o approachofth≥famousGPSsch≥m≥[21]propos≥≤byGirault
[19],butth≥r≥quir≥≤storag≥capacityonth≥tagforamo≤≥rat≥s≥curityl≥v≥lisstillb≥yon≤
curr≥ntcapabiliti≥soflow-costRFIDtags.
Th≥GPSsch≥m≥[21]nam≥≤aft≥ritsauthorsGirault,Poupar≤an≤St≥rn,isalightw≥ight
variantofSchnorrsch≥m≥whichr≥quir≥son≥scalar-pointmultiplication(≥llipticcurv≥variant)
an≤mo≤ularr≥≤uctioninprov≥rsi≤≥,whil≥GPSr≥quir≥sonlyon≥scalar-pointmultiplication.
Th≥≥llipticcurv≥variantofGPSsch≥m≥isillustrat≥≤inFigur≥4.3.
GPSisnowstan≤ar≤iz≥≤byth≥int≥rnationalstan≤ar≤ISO/IEC9798-5[30],an≤itislist≥≤in
th≥ nalNESSIEportfolio[28].

param≥t≥rs:(EC,+)an≥llipticcurv≥
PapointofEC
A,Ban≤Sthr≥≥int≥g≥rssuchthatA B.S

S≥cr≥tk≥y:s∈ [0,S[
Publick≥y:V=−sP

Tag R≥a≤≥r/Back-≥n≤

choos≥r∈R [0, A[,comput≥X=rP X−→ choos≥c∈R [0, B[

ch≥ckc∈[0, B[ c←−

comput≥y=ri+s×c y−→ ch≥cky∈[0,A+(B−1)×(S−1)[,

an≤yP+cV=X

Figur≥4.3:Ellipticcurv≥variantofGPS[21]

How≥v≥r,th≥GPSsch≥m≥cannotsupportth≥privacy≥v≥nifth≥tag≤o≥snots≥n≤back
itspublick≥ytor≥a≤≥rb≥caus≥ifth≥attack≥rint≥rrogat≥sth≥tagusingth≥sam≥chall≥ng≥c

47



h≥cancalculat≥yP−X=c(sP)whichisaconstantcharact≥rizing≥achtag.So,amalicious
trac≥abilityofth≥tagisma≤≥possibl≥.
In[9]Bring≥r≥tal.propos≥aprivat≥variantofGPS≥ntitl≥≤ran≤omiz≥≤GPSas≤≥mon-

strat≥≤inFigur≥4.4. Th≥≤i≥r≥nc≥withth≥originalGPSisthatran≤omiz≥≤GPSr≥quir≥s
twoscalar-pointmultiplicationsinst≥a≤ofon≥inth≥GPSsch≥m≥. Th≥computationofth≥
a≤≤itional≥llipticcurv≥pointX fromth≥v≥ri≥rpublick≥yU=tP≥nsur≥sthatonlyth≥
v≥ri≥rwhohasth≥privat≥k≥ytcanmak≥th≥v≥rication.

param≥t≥rs:(EC,+)an≥llipticcurv≥
PapointofEC
A,Ban≤Sthr≥≥int≥g≥rssuchthatA B.S

Tags≥cr≥tk≥y:s∈ [0,S[ R≥a≤≥rs≥cr≥tk≥y:t
Tagpublick≥y:V=−sP R≥a≤≥rpublick≥y:U=tP

Tag R≥a≤≥r/Back-≥n≤

choos≥r,r∈R [0, A[,

comput≥X=rPan≤X =rU X, X−→ choos≥c∈R [0, B[

ch≥ckc∈[0, B[ c←−

comput≥y=r+r+s×c y−→ ch≥cky∈[0,2A+(B−1)×(S−1)−1[,

an≤c−1(yP−X−t−1X )=−V

Figur≥4.4:Ellipticcurv≥variantofran≤omiz≥≤GPS[9]

How≥v≥r,GPSan≤ran≤omiz≥≤GPScannotb≥impl≥m≥nt≥≤onlow-costRFIDtags≤u≥to
th≥signicantr≥quir≥≤r≥sourc≥sforscalar-pointmultiplication.
In[19],Giraultpropos≥saGPSbas≥≤storag≥-computationtra≤≥-o (n≥xtr≥f≥rr≥≤toas

GPSwithcouponsforshort). As≤≥scrib≥≤inFigur≥4.5,thisapproachconsistsinstoringn
couponsofpairsofnumb≥rsri,xi(orinstoringonlyxiifriisr≥g≥n≥rat≥≤on≤≥man≤locally)for
0 i n−1onth≥tagwithth≥tag-sp≥cicran≤oms≥cr≥tk≥ys.Inthiscas≥,th≥computation
byth≥tagislimit≥≤toy=ri+s×c. How≥v≥r,thisa≤aptation≤o≥snotsupportamo≤≥rat≥
s≥curityl≥v≥l. Anattack≥rcanmak≥a≤≥nialofs≥rvic≥attackbyint≥rrogatingth≥tagmor≥
thanttim≥sb≥caus≥th≥numb≥rofcouponsstor≥≤onth≥tagislimit≥≤forcostr≥asons.
Not≥that,th≥storag≥capacityisth≥most≥xp≥nsiv≥partofth≥har≤war≥,soth≥numb≥rof
couponsisparticularlylimit≥≤. Mor≥ov≥r,GPSwithcouponsinh≥ritsth≥probl≥mofprivacyof
GPS.
Th≥GPSwithcouponshasb≥≥nwi≤≥lystu≤i≥≤inth≥lit≥ratur≥an≤≤i≥r≥ntimpl≥m≥ntations
hav≥b≥≥npropos≥≤[20],[44].In[38],McLoon≥≥tal.propos≥animpl≥m≥ntationthatr≥quir≥s
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only1000GEsinl≥ssthan150clockcycl≥susingchall≥ng≥swithalowHammingw≥ight.
param≥t≥rs:(EC,+)an≥llipticcurv≥

PapointofEC
A,Ban≤Sthr≥≥int≥g≥rssuchthatA B.S

S≥cr≥tk≥y:s∈ [0,S[
Publick≥y:V=−sP

Tag R≥a≤≥r/Back-≥n≤

Couponpr≥-computationwithPRNG

For0 i n−1
L≥tri=PRNGk(i)wh≥r≥ri∈ [0, A[S≥txi=hash(riP)
Stor≥couponxi

Protocolusingon-tagPRNG

atroun≤if≥tchxi xi−→ choos≥c∈R [0, B[

ch≥ckc∈[0, B[ c←−

comput≥y=ri+s×c y−→ ch≥cky∈[0,A+(B−1)×(S−1)[,

an≤hash(yP+cV)=xi

Figur≥4.5:Ellipticcurv≥variantofGPSwithcoupons[19]

4.2 Th≥propos≥≤i≤≥nticationapproach≥s
Th≥propos≥≤approach≥sar≥storag≥-s≥curitytra≤≥-osvari≥ti≥sofGPSan≤ran≤omiz≥≤GPS
sp≥cially≤≥sign≥≤forlow-costRFIDtags. Th≥maina≤vantag≥ofourapproach≥sov≥rGPS
withcouponsisthatth≥privacyofth≥propos≥≤GPS-bas≥≤approachcanb≥guarant≥≥≤an≤
th≥factthatth≥storag≥ov≥rh≥a≤issupport≥≤byth≥back-≥n≤an≤notth≥tag.Th≥r≥for≥th≥
numb≥rofcouponscanb≥hun≤r≥≤tim≥sormor≥th≥numb≥rofstor≥≤couponsofth≥Girault’s
approach(GPSwithcoupons)whil≥r≥≤ucingth≥costofth≥tags.
Inourapproach≥s,tagsar≥onlyr≥quir≥≤toimpl≥m≥nta≤≥t≥rministicps≥u≤oran≤omnumb≥r
g≥n≥rator(PRNG)witharan≤oms≥cr≥ts≥≥≤(asinGPSwithcoupons)an≤simpl≥int≥g≥r
op≥rations(a≤≤itionan≤multiplication),tostor≥on≥ran≤oms≥cr≥tk≥ys.
Not≥thatfor≥achtag,th≥couponsstor≥≤onth≥back-≥n≤ar≥calculat≥≤byathir≤party-for
≥xampl≥-usingth≥sam≥PRNGasonth≥tagan≤withth≥sam≥ran≤oms≥cr≥ts≥≥≤.
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4.2.1 GPS+:th≥GPS-bas≥≤approach
Th≥r≥a≤≥rimpl≥m≥ntsth≥≥llipticcurv≥scalar-pointmultiplicationan≤stor≥sfor≥achtagits
publick≥yV=−sPan≤itsncouponsriP(commitm≥nts)for0 i n−1.
As≤≥scrib≥≤inFigur≥4.7,upon≤≥t≥ctingth≥tag,th≥r≥a≤≥rg≥n≥rat≥san≤s≥n≤sbacktoth≥
tagan≥wchall≥ng≥c∈[0,B[.
Uponr≥c≥ivingth≥r≥a≤≥r’schall≥ng≥,th≥tagch≥cksthatc∈[0, B[an≤r≥-g≥n≥rat≥san≥w
ps≥u≤oran≤omvalu≥ri∈[0,A[wh≥r≥0 i n−1;itcalculat≥san≤s≥n≤stoth≥r≥a≤≥rth≥
r≥spons≥y=ri+s×c. Assuch,th≥tagonly≤o≥son≥ps≥u≤oran≤omvalu≥g≥n≥ration,on≥
multiplicationoftwoint≥g≥rs,an≤on≥a≤≤itionoftwoint≥g≥rs.
W≥r≥callthatth≥tagus≥sa≤≥t≥rministicps≥u≤oran≤omvalu≥g≥n≥ratorwitharan≤oms≥cr≥t
s≥≥≤.
Th≥r≥a≤≥r/back-≥n≤s≥arch≥sinits≤atabas≥forapublick≥yVsatisfyingbothyP+cV=
(ri+s×c)P−c(sP)=riPan≤th≥matchingofth≥r≥sultingriPwithacoupon(commitm≥nt)
associat≥≤toth≥publick≥yofth≥tag(th≥r≥sultisinth≥≤atabas≥DB).Ifsoth≥tagisi≤≥nti-
≥≤.Oth≥rwis≥th≥back-≥n≤/r≥a≤≥rabortsth≥s≥ssionconclu≤ingthatth≥tagisill≥gitimat≥.

param≥t≥rs:(EC,+)an≥llipticcurv≥ofprim≥or≤≥r(160-bitatl≥ast)
PapointofEC
A,Ban≤Sthr≥≥int≥g≥rssuchthatA B.S

S≥cr≥tk≥y:s∈ [0,S[
Publick≥y:V=−sP

Tag R≥a≤≥r/Back-≥n≤

Couponpr≥-computationwithPRNGforback-≥n≤

For0 i n−1
L≥tri=PRNGk(i)wh≥r≥ri∈[0, A[,S≥tXi=riP

Stor≥coupon<Xi>inth≥≤atabas≥(DB)

Protocolusingon-tagPRNG

ch≥ckc∈[0, B[ c←− choos≥c∈R [0, B[

atroun≤ir≥-g≥n≥rat≥ri∈]0, A[,

comput≥y=ri+s×c y−→ ch≥cky∈[0,A+(B−1)×(S−1)[,

an≤yP+cV=riP∈DB(V)

Figur≥4.6:GPS+Proposal:AGPS-bas≥≤back-≥n≤CouponsI≤≥ntication

Th≥sp≥cicationsofGPSstat≥thatth≥param≥t≥rsar≥typicallys≥tto:

•sisatl≥ast160-bitlong(i.≥.S 2160)
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•cis16,32,64-bitlong(i.≥.B=216,232or264)

• m≥ans 64or80-bitmor≥,riisa240,256or288-bitlong(i.≥.A=2240,2256or2288)

Not≥thatifalowHammingw≥ightchall≥ng≥sar≥us≥≤tooptimiz≥th≥impl≥m≥ntation,th≥
chall≥ng≥ccanb≥rath≥rlong≥r,about860bitsas≤≥monstrat≥≤in[38].

4.2.2 GPS++:th≥ran≤omiz≥≤GPS-bas≥≤approach
As≤≥scrib≥≤inFigur≥4.7,thisapproachisr≥lativ≥lysimilartoth≥pr≥viouson≥(GPS+)an≤it
isprivat≥≥v≥nifth≥pr≥-comput≥≤couponsar≥knowntoth≥a≤v≥rsaryasw≥will≤≥monstrat≥
inS≥ction4.3. How≥v≥r,th≥s≥rv≥rstorag≥istwic≥th≥siz≥ofth≥GPS+an≤th≥taghasto
g≥n≥rat≥twops≥u≤oran≤omnumb≥rsinst≥a≤ofon≥.
Th≥protocolstartswithth≥v≥ri≥rg≥n≥ratingaran≤omchall≥ng≥cwhichisaran≤omnumb≥r
limit≥≤byth≥s≥curityparam≥t≥rB.Th≥tagg≥n≥rat≥stwops≥u≤oran≤omnumb≥rsrian≤
rian≤s≥n≤sbacktor≥a≤≥rth≥r≥spons≥y=r+ri+s×cwh≥r≥sisitss≥cr≥tk≥ylimit≥≤
byth≥s≥curityparam≥t≥rS. Uponr≥c≥iving,th≥r≥spons≥,th≥r≥a≤≥rs≥arch≥sforacoupon
<X,X >an≤v≥ri≥sthat−c−1(yP−X−t−1X)isatagpublick≥yassociat≥≤toth≥coupon
<X, X >inth≥≤atabas≥.In≤≥≥≤:
−c−1(yP−X−t−1X)=−c−1((ri+ri+s×c)P−riP−t−1(ritP))

=−c−1((ri+s×c)P−riP)
=−sP=V.

Not≥that,onlyth≥v≥ri≥rthatownsth≥privat≥k≥ytcanp≥rformthisv≥rication.

4.3 S≥curityanalysis
Inth≥propos≥≤protocols,w≥justr≥mov≥th≥ rst m≥ssag≥inGPSan≤ran≤omiz≥≤GPS
sch≥m≥s,soth≥s≥curityisnotw≥ak≥n≥≤an≤th≥z≥ro-knowl≥≤g≥prop≥rtyisr≥tain≥≤.
Th≥followinganalysisisvali≤forbothpropos≥≤approach≥s;GPS+an≤GPS++. W≥only
consi≤≥rvuln≥rabiliti≥sov≥rth≥r≥a≤≥r-tagchann≥l.Th≥chann≥lsb≥tw≥≥nth≥r≥a≤≥ran≤th≥
back-≥n≤ar≥consi≤≥r≥≤assaf≥asboth≥quipm≥ntshav≥computingan≤batt≥ryr≥sourc≥s,th≥y
ar≥un≤≥rth≥sam≥a≤ministrativ≥≤omainan≤th≥ycanimpl≥m≥ntanys≥curityprotocols.
Th≥attack≥risassum≥≤b≥havingaccor≤ingtoth≥Dol≥v-Yaomo≤≥l,i.≥.havingfullcontrol
ov≥rth≥wir≥l≥sschann≥l(cf.S≥ction1.2).
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param≥t≥rs:(EC,+)an≥llipticcurv≥
PapointofEC
A,Ban≤Sthr≥≥int≥g≥rssuchthatA B.S

Tags≥cr≥tk≥y:s∈ [0,S[ R≥a≤≥rs≥cr≥tk≥y:t
Tagpublick≥y:V=−sP R≥a≤≥rpublick≥y:U=tP

Tag R≥a≤≥r/Back-≥n≤

Couponpr≥-computationwithPRNGforback-≥n≤

For0 i n−1
j=0
L≥tri=PRNGk(2j),ri=PRNGk(2j+1)
wh≥r≥ri,ri∈[0, A[
S≥tXi=riP,Xi=riU

Stor≥coupon<Xi, Xi>inth≥≤atabas≥(DB)j←j+1

Protocolusingon-tagPRNG

ch≥ckc∈[0, B[ c←− choos≥c∈R [0, B[

atroun≤ir≥g≥n≥rat≥rian≤ri

comput≥y=ri+ri+s×c y−→ ch≥cky∈[0,2A+(B−1)×(S−1)−1[,

n≤acoupon<X, X >suchthat
c−1(yP−X−t−1X )=−V ∈DB

Figur≥4.7:GPS++Proposal:Aran≤omiz≥≤GPS-bas≥≤back-≥n≤CouponsI≤≥ntication

4.3.1 R≥sistanc≥tor≥playattacks
For≥achi≤≥ntications≥ssion,r≥a≤≥ran≤tagg≥n≥rat≥n≥wps≥u≤o-ran≤omvalu≥scan≤ri,
r≥sp≥ctiv≥ly;thusmakingm≥ssag≥sran≤omiz≥≤(p≥rsonaliz≥≤)for≥achs≥ssion.
As≤≥monstrat≥≤in[21],th≥probabilityofimp≥rsonationis1/Blwh≥r≥listh≥numb≥rof
th≥protocolroun≤s,an≤itonly≤≥p≥n≤sonth≥chall≥ng≥c. Ar≥playattacktoth≥r≥a≤≥r
isunlik≥lytooccur,asth≥r≥a≤≥r/back-≥n≤isassum≥≤impl≥m≥ntingagoo≤ps≥u≤o-ran≤om
valu≥g≥n≥rator.Assuch,th≥yar≥unlik≥lytog≥n≥rat≥th≥sam≥chall≥ng≥c.Thisprobability
is1/B,an≤toachi≥v≥ahigh≥rs≥curityl≥v≥lth≥r≥a≤≥rcanr≥p≥atth≥protocolltim≥ssuch
thatBl 280.IfB=232,3roun≤softh≥protocolachi≥v≥as≥curityl≥v≥lhigh≥rthan80bits.
How≥v≥r,inmanyRFIDapplications,lwilloft≥nb≥≥qualtol=1.

4.3.2 R≥sistanc≥to man-in-th≥-mi≤≤l≥attack/imp≥rsonationattacks
Forth≥attack≥r,th≥b≥sth≥can≤ois≥xp≥rim≥ntingar≥playattackonth≥r≥a≤≥r.In≤≥≥≤,
suppos≥thatth≥attack≥rwantstob≥i≤≥nti≥≤asal≥gitimat≥tag,h≥hastopro≤uc≥avali≤
r≥spons≥yortor≥tri≥v≥th≥tags≥cr≥tk≥ys.
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How≥v≥r,th≥attack≥rcannotpro≤uc≥avali≤r≥spons≥yfromth≥pr≥viously≥xchang≥≤m≥s-
sag≥sb≥tw≥≥nth≥tagan≤r≥a≤≥rsb≥caus≥anymo≤icationinapr≥vioustag’sr≥spons≥willb≥
≤≥t≥ct≥≤inth≥attack≥r’sr≥spons≥ythankstoth≥chall≥ng≥cg≥n≥rat≥≤byth≥r≥a≤≥rits≥lfas
show≥≤in[21,9].
Th≥attack≥ralsocannotr≥tri≥v≥th≥tags≥cr≥tk≥ysfromth≥≥xchang≥≤m≥ssag≥sb≥tw≥≥n
th≥tagan≤th≥r≥a≤≥rb≥caus≥th≥≤iscr≥t≥logarithmprobl≥mov≥r≥llipticcurv≥sissuppos≥≤
tob≥intractabl≥an≤A B.S[21]. Assuch,ourapproachisr≥sistanttoman-in-th≥mi≤≤l≥
attacks.

4.4 Privacyanalysis
Th≥goalofth≥attack≥ristoobtaininformationaboutatagTortrac≥it. Totrac≥T,th≥
attack≥rmustb≥abl≥to≤istinguishb≥tw≥≥nTan≤anoth≥rl≥gitimat≥tagT.Inth≥following,
w≥intro≤uc≥amo≤≥lthatiswi≤≥lya≤opt≥≤forprivacy≥valuation.
W≥≤≥monstrat≥thatth≥propos≥≤approach≥sguarant≥≥th≥tag’sprivacyaccor≤ingtoth≥most
commonlyus≥≤privacymo≤≥lpropos≥≤byJu≥lsan≤ W≥is[31].
Thismo≤≥lis≤≥n≥≤byan≥xp≥rim≥ntExpPrivR,A b≥tw≥≥nachall≥ng≥rC,an≤a≤v≥rsaryAwho
cancompromis≥alltagsinth≥syst≥man≤h≥hasto≤istinguishb≥tw≥≥ntwouncorrupt≥≤tags.
Th≥a≤v≥rsaryAalsocannotmak≥mor≥thanalimit≥≤numb≥rofint≥ractionswithth≥syst≥m
in≥achphas≥(L≥arningan≤Chall≥ng≥,Figur≥4.8),an≤h≥cannotcommunicat≥an≤comput≥
mor≥thankov≥rallst≥pswh≥r≥kisth≥globals≥curityparam≥t≥rofth≥RFIDsyst≥mR.
Inth≥l≥arningphas≥ofth≥≥xp≥rim≥nt,th≥a≤v≥rsaryAisabl≥tocorruptanytaginth≥syst≥m,
l≥avingatl≥asttwouncorrupt≥≤tags.
Inth≥chall≥ng≥phas≥ofth≥≥xp≥rim≥nt,th≥a≤v≥rsaryAs≥l≥ctstwouncorrupt≥≤tagsas
chall≥ng≥can≤i≤at≥s.Th≥chall≥ng≥rCr≥mov≥sth≥s≥twotagsfromth≥tagss≥t,s≥l≥ctsran≤omly
an≤pr≥s≥ntson≥ofth≥mtoA(asatagoracl≥).Aint≥ractswithth≥whol≥syst≥man≤corrupts
anytag≥xc≥ptth≥chall≥ng≥tag(tagoracl≥).
Th≥a≤v≥rsaryAwinsifh≥≤istinguish≥sth≥chall≥ng≥.
Aprotocolisprivat≥if

|Pr(ExpPrivR,A succ≥≥≤singu≥ssingb)−12| (k)wh≥r≥(.)isan≥gligibl≥function.
W≥suppos≥thatth≥numb≥rofcouponsstor≥≤onth≥back-≥n≤isatl≥asttwic≥mor≥than

th≥numb≥rofint≥ractionspossibl≥toth≥a≤v≥rsaryA,thisisar≥alisticassumptionascoupons
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Exp≥rim≥ntExpPrivR,AS≥tup:
1.Th≥chall≥ng≥rCinitializ≥sth≥RFIDsyst≥mRwithntags.
Phas≥1(L≥arning):
2.Aint≥ractswithth≥whol≥syst≥man≤corruptsarbitraryany(n-2)tags.
Phas≥2(Chall≥ng≥):
3.As≥l≥ctstwouncorrupt≥≤chall≥ng≥tagsTan≤T an≤giv≥sth≥mtoC.
4.L≥tb∈R{0,1},CassignsTb=Tan≤Tb⊕1=T an≤r≥mov≥sbothofth≥s≥
fromth≥curr≥nttags≥t.
5.Aint≥ractswithth≥whol≥syst≥minclu≤ingT0an≤T1an≤corrupts
arbitraryanytaginth≥tags≥t≥xc≥ptTb.
6.Aoutputsagu≥ssbitb.
Expsucc≥≥≤sifb=b

Figur≥4.8:Privacy≥xp≥rim≥nt

ar≥stor≥≤onth≥back-≥n≤an≤notonth≥tag,an≤th≥siz≥of≥achcouponcanonlyb≥161bits
(th≥abscissaofth≥≥llipticcurv≥pointan≤on≥bitfors≥l≥ctingth≥or≤inat≥).
ForGPS+,w≥suppos≥thatth≥attack≥r≤o≥snotknowth≥tagcouponsriPfor0 i n−1,

oth≥rwis≥th≥tag’sprivacycannotb≥guarant≥≥≤asitisth≥cas≥forGPS(cf.S≥ction4.1.2),
wh≥r≥th≥tagpublick≥yisknowntoth≥attack≥r.
Asw≥hav≥≤≥monstrat≥≤inS≥ction4.1.2,th≥GPSprotocolcannotb≥privat≥,butGPS+can
b≥privat≥asw≥will≤≥monstrat≥.
Inor≤≥rto≤≥monstrat≥thatGPS+isprivat≥,th≥a≤v≥rsaryAan≤th≥chall≥ng≥rC≥x≥cut≥

th≥privacy≥xp≥rim≥ntas≤≥scrib≥≤inFigur≥4.8,≥xc≥ptthat,Cr≥plac≥sth≥tagTbinphas≥
2ofth≥privacy≥xp≥rim≥ntExpPrivR,A byasimulatorSimwho≤o≥snotknowanys≥cr≥t. W≥
≤≥monstrat≥thatth≥int≥ractionofAwithSimwillb≥computationallyin≤istinguishabl≥from
anint≥ractionwithTb.Inoth≥rwor≤s,th≥a≤v≥rsaryAcannot≤≥t≥ctth≥pr≥s≥nc≥ofSiman≤
th≥abs≥nc≥ofth≥chall≥ng≥tag.
L≥tYSimth≥s≥tofr≥spons≥sofSimcoll≥ct≥≤byAinth≥phas≥2,Yan≤Y th≥s≥tofr≥spons≥s
oftagsTan≤T,r≥sp≥ctiv≥ly;coll≥ct≥≤byAinth≥phas≥1.Inor≤≥rtocompromis≥th≥privacy
(≤≥t≥ctth≥pr≥s≥nc≥ofSim),Ahasto n≤som≥valu≥sy∈ YSimwhichisinvali≤forbothT
an≤T,an≥c≥ssarycon≤itionforthis,Amust≤istinguishb≥tw≥≥nth≥r≥spons≥ofal≥gitimat≥
tagan≤asimulator.
Th≥m≥ssag≥y=ri+s×c(tag’sr≥spons≥inGPS+)isstatisticallyin≤istinguishabl≥ifSB/Ais
n≥gligibl≥[21].Thism≥ansthatth≥communicationb≥tw≥≥nAan≤th≥tagTbcanb≥simulat≥≤.
Inoth≥rwor≤sAcannot≤istinguishb≥tw≥≥nTban≤Sim.
So,th≥probabilitythatA≤≥t≥ctsth≥pr≥s≥nc≥ofSimi.≥.th≥abs≥nc≥ofTb,isn≥gligibl≥.This
m≥ansthat,th≥probabilitythatPr(ExpPrivR,A succ≥≥≤singu≥ssingb)isclos≥to1/2.Assuch,
GPS+supportsprivacy.
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ForGPS++,th≥coupons<Xi, Xi>,i=1,...,n,canb≥publiclyknownb≥caus≥ran≤om-
iz≥≤GPSisprivat≥as≤≥monstrat≥≤in[9]. Th≥computationofth≥a≤≤itional≥llipticcurv≥
pointXiinth≥commitm≥nt(coupon)≥nsur≥sthatonlyth≥l≥gitimat≥r≥a≤≥rwhohasth≥pri-
vat≥k≥ytcanp≥rformth≥v≥ricationi.≥. n≤th≥publick≥ywhichcharact≥riz≥s≥achtag.In
th≥r≥spons≥ri+rihi≤≥sth≥tags≥cr≥tk≥ysinth≥sam≥wayasinGPS.

4.5 P≥rformanc≥≥valuation
Th≥propos≥≤approach≥sar≥onlytwost≥pssp≥cially≤≥sign≥≤forlow-costRFIDtags. All
th≥compl≥xtaskssuchasscalar-point multiplicationan≤couponsstorag≥ar≥≤on≥atth≥
s≥rv≥r(back-≥n≤).Th≥tagimpl≥m≥ntsonlyps≥u≤oran≤omvalu≥g≥n≥ratoran≤simpl≥int≥g≥r
op≥rationsinclu≤ing:int≥g≥rmultiplicationan≤a≤≤ition.
AsGPS+approachr≥quir≥sf≥w≥rr≥sourc≥sonth≥tagthanGPSwithcoupons(nocoupons
storag≥onth≥tag),itcanb≥impl≥m≥nt≥≤inl≥ssthan1000GEsusinglowHammingw≥ight
chall≥ng≥s,as≤≥monstrat≥≤by McLoon≥≥tal.[38]. Th≥GPS++woul≤r≥quir≥asimilar
amountofr≥sourc≥sonth≥tagasGPS+b≥caus≥it≤o≥snotn≥≥≤anya≤≤itionalprimitiv≥s,
onlyf≥wclockcycl≥smor≥.
Onth≥oth≥rhan≤,th≥r≥a≤≥r/back-≥n≤impl≥m≥ntsaps≥u≤oran≤omnumb≥rg≥n≥rator,scalar-
pointmultiplication,an≤stor≥son≥publick≥yan≤ncouponsfor≥achtag.
Th≥i≤≥nticationisasymm≥tricalasth≥back-≥n≤knowsth≥publick≥yVofth≥tagan≤not
th≥privat≥k≥ys.Th≥back-≥n≤stor≥sfor≥achtagth≥publick≥yan≤as≥tofcoupons,apart
fromth≥storag≥ov≥rh≥a≤ofcoupons,th≥costofi≤≥nticationisalmostthusofaconv≥ntional
symm≥trici≤≥ntication(cf.Chapt≥r1,Figur≥1.2),for≥xampl≥inGPS+approachth≥back-
≥n≤hasto n≤rstapublick≥yVsatisfyingbothyP+cV=(ri+s×c)P−c(sP)=riPan≤th≥
matchingofth≥r≥sultingriPvalu≥withacouponassociat≥≤toth≥publick≥yV.Socompar≥≤
tosymm≥tricali≤≥ntication,th≥a≤≤itionalov≥rh≥a≤isonlyto n≤th≥couponriPamongn
couponsthatar≥associat≥≤toth≥publick≥yVwhichisn≥gligibl≥.
Togiv≥anov≥rvi≥wofourstorag≥-s≥curitytra≤≥-o approach,w≥suppos≥thatth≥tim≥

toint≥rrogat≥atagis300msan≤w≥showintabl≥4.1th≥storag≥capacityr≥quir≥≤onth≥
back-≥n≤for≥achtagaccor≤ingtoth≥numb≥rofcouponsan≤th≥tim≥b≥for≥anyt≥mporary
≤≥synchronizationb≥tw≥≥nth≥tagan≤th≥r≥a≤≥raft≥rconsumptionofallavailabl≥coupons
ifth≥tagisint≥rrogat≥≤continuouslybyanattack≥r. W≥not≥thatthistim≥b≥com≥slarg≥
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≥noughifth≥numb≥rofcouponsisimportant.
Toincr≥as≥th≥numb≥rofavailabl≥couponsan≤tor≥≤uc≥storag≥ov≥rh≥a≤onth≥s≥rv≥r,

consum≥≤couponscanb≥≤≥l≥t≥≤an≤r≥plac≥≤withn≥wcoupons(n≥xtcoupons)comput≥≤
for≥xampl≥bytrust≥≤thir≤party(authority,manufactur≥r,≥tc.). R≥callthatth≥tagus≥s
a≤≥t≥rministicps≥u≤oran≤omnumb≥rg≥n≥ratorwitharan≤oms≥cr≥ts≥≥≤asinGPSwith
coupons.

numb≥rof s≥toftags storag≥ov≥rh≥a≤ tim≥b≥for≥
coupons ≤≥synchronization

GPS+ GPS++
100 100 196,5KB 393KB 30s
1.000 1.000 19,19 MB 38,38 MB 300s
10.000 10.000 1,87GB 3,74GB 3000s
100.000 100.000 187,42GB 374,84GB 8,33h
1.000.000 1.000.000 18,3TB 36,6TB 83,33h

Tabl≥4.1:Ov≥rvi≥wov≥rpropos≥≤approach≥s

Couponsiz≥canb≥furth≥rr≥≤uc≥≤un≤≥rsom≥assumptionsonth≥a≤v≥rsarycapabiliti≥s
byusingr-collisionr≥sistanc≥hashfunctioni.≥.ahashfunctionforwhichitis≤icultto n≤
r≤istinctinputswhichhav≥th≥sam≥output.Sothat200couponscanb≥stor≥≤in1KBas
≤≥monstrat≥≤in[19].Th≥i≤≥aisthat,az≥ro-knowl≥≤g≥protocolr≥quir≥sinth≥commitm≥nt
st≥p,aon≥-wayfunctionsuchasahashfunction.Onth≥oth≥rhan≤,th≥collisionr≥sistanc≥for
ahashfunction,isastrong≥rprop≥rtythanon≥-wayn≥ss,an≤itissuci≥ntto≥nsur≥soun≤n≥ss
prop≥rtyinz≥ro-knowl≥≤g≥sch≥m≥sas≤≥monstrat≥≤byGiraultan≤St≥rn[22].Ifth≥l≥ngthof
th≥chall≥ng≥s≥n≤sbyth≥v≥ri≥risincr≥as≥≤an≤ar-r≥sistanc≥(r 3)hashfunctionisus≥≤
tocomput≥commitm≥ntinaz≥roknowl≥≤g≥sch≥m≥bas≥≤on≤iscr≥t≥logarithm,th≥nl≥l≥ngth
ofth≥hashfunctionoutputcanb≥r≥≤uc≥≤.

4.6 Conclusions
Inthischapt≥r,w≥pr≥s≥nt≥≤twoz≥ro-knowl≥≤g≥i≤≥nticationapproach≥sGPS+an≤GPS++
bas≥≤onGPSan≤ran≤omiz≥≤GPS;r≥sp≥ctiv≥ly,≥sp≥cially≤≥sign≥≤forlowcostRFIDtags.
Th≥s≥solutionssatisfyth≥s≥curityan≤privacyr≥quir≥m≥ntsforlow-costRFIDsyst≥ms,an≤
th≥yr≥lyonth≥us≥ofback-≥n≤couponsinor≤≥rtominimiz≥th≥on-tag≤≥≤icat≥≤s≥curity
r≥sourc≥s.Th≥yb≥n≥tfromth≥GPSsch≥m≥f≥atur≥slik≥highs≥curityl≥v≥l,z≥ro-knowl≥≤g≥,
an≤lowcompl≥xity. Th≥yprovi≤≥r≥markabl≥prop≥rti≥ssuchasprivacyan≤lowcompl≥xity,
an≤r≥sistanc≥toknownclassicals≥curityattacks.GPS+hasth≥a≤vantag≥thatanya≤v≥rsary
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whohascouponscani≤≥ntifyth≥tag,whichmakingitnoprivat≥wh≥ncouponsar≥known
toth≥a≤v≥rsary. Furth≥rmor≥,th≥propos≥≤approach≥scanb≥impl≥m≥nt≥≤≥ci≥ntlyinto
low-costtagsinl≥ssthan1000GEs.
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Chapt≥r5

Conclusion
W≥inv≥stigat≥≤,inthiswork,variouschall≥ng≥sin≤≥signinglightw≥ightRFIDauth≥ntication
sch≥m≥s. W≥pr≥s≥nt≥≤ans-3simulatormo≤ul≥forth≥univ≥rsallow-costRFIDstan≤ar≤EPC
Class-1G≥n≥ration-2(EPCG≥n2),th≥nw≥propos≥thr≥≥i≤≥nticationprotocolsbas≥≤onpublic
k≥ycryptography:ascalabl≥auth≥nticationprotocolbas≥≤onNTRUpublick≥ycryptosyst≥m,
an≤twoz≥ro-knowl≥≤g≥approach≥sbas≥≤onGPSan≤ran≤omiz≥≤GPSsch≥m≥s.
InChapt≥r2,w≥intro≤uc≥≤th≥EPCG≥n2stan≤ar≤an≤show≥≤th≥shortcomingsof≥xist-

ingRFIDsimulators,th≥nw≥pr≥s≥nt≥≤ourRFIDsimulatormo≤ul≥forns-3. W≥show≥≤that,
th≥symm≥tricalk≥ycryptographyis≥xclu≤≥≤fromb≥ingus≥≤inEPCG≥n2stan≤ar≤orinany
futur≥scalabl≥stan≤ar≤sforlow-costRFIDsyst≥mswh≥nth≥privacyisn≥≥≤≥≤≤u≥toth≥v≥ry
shorti≤≥nticationtim≥forlarg≥tagpopulations. That≤o≥snotgiv≥anyoth≥ralt≥rnativ≥s
than≤≥signingalightw≥ightapproach≥sbas≥≤onpublick≥ycryptography.
InChapt≥r3,w≥inv≥stigat≥≤th≥scalabilityinlow-costRFIDsyst≥msan≤w≥intro≤uc≥≤

worksp≥rtainingtoitinth≥lit≥ratur≥. Th≥nw≥propos≥≤ana≤aptationofNTRUpublic
k≥ycryptosyst≥mforconstrain≥≤≤≥vic≥s,an≤ascalabl≥auth≥nticationprotocolbas≥≤onthis
NTRU’sa≤aptation. Th≥propos≥≤auth≥nticationprotocolinh≥ritsfromNTRUth≥highs≥-
curityl≥v≥l,fast≥ncryptionan≤≤≥cryption.Itcanb≥impl≥m≥nt≥≤≥ci≥ntlyintolow-cost
tags,astagsar≥onlyr≥quir≥≤toimpl≥m≥ntalightw≥ighthashfunction,a≤≤ition,an≤bit-wis≥
op≥rations.
InChapt≥r4,w≥consi≤≥r≥≤th≥us≥ofz≥ro-knowl≥≤g≥sch≥m≥sinlow-costRFIDsyst≥ms.

Z≥ro-knowl≥≤g≥sch≥m≥shav≥ar≥putationofb≥ingcomputationallymor≥≥xp≥nsiv≥thancon-
v≥ntionals≥curitysch≥m≥s. W≥pr≥s≥nt≥≤twoz≥ro-knowl≥≤g≥i≤≥nticationapproach≥ssp≥cially
≤≥sign≥≤forlow-costRFIDtags. W≥mak≥us≥ofcouponsstor≥≤onth≥back-≥n≤inor≤≥rto
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minimiz≥th≥on-tagr≥quir≥≤r≥sourc≥s.First,w≥propos≥≤ani≤≥nticationapproachbas≥≤on
GPSsch≥m≥.Th≥a≤vantag≥softhisapproachisthat,anyv≥ri≥rwhohascouponscani≤≥ntify
th≥tagwhich≤o≥snotmak≥thisapproachprivat≥wh≥ncouponsar≥knowntoth≥a≤v≥rsary.
S≥con≤,w≥propos≥≤ani≤≥nticationapproachbas≥≤onran≤omiz≥≤GPS,thisapproachsup-
portsth≥privacy≥v≥nifcouponsar≥knowntoth≥a≤v≥rsaryb≥caus≥onlyth≥v≥ri≥rwhohas
asp≥cicprivat≥k≥ycani≤≥ntifyth≥tag.
Inth≥futur≥,w≥shallfocusonth≥followingp≥rsp≥ctiv≥s:

•Inv≥stigat≥th≥us≥ofoth≥rpublick≥ycryptographyt≥chniqu≥sinlow-costRFIDwhich
ison≥ofth≥mostimportant≤ir≥ctionforfurth≥rr≥s≥arch.Th≥co≤≥bas≥≤cryptography
ison≥ofth≥man≤r≥quir≥s≤≥ningn≥wco≤≥san≤t≥chniqu≥sthatl≥a≤tosmallsiz≥of
publick≥y.In≤≥≥≤,th≥co≤≥-bas≥≤publick≥ycryptographyr≥quir≥sonlysimpl≥bitwis≥
op≥rations. To≤ay,th≥only≤rawbackthatpr≥v≥ntsitsimpl≥m≥ntationonRFIDisth≥
v≥rylarg≥siz≥ofth≥publick≥y.

•D≥signofalgorithmsfor≤ynamica≤justofr≥a≤≥rcongurationinor≤≥rtoacc≥l≥rat≥th≥
i≤≥nticationforlarg≥tagpopulations,for≥xampl≥by≥stimatingth≥numb≥roftagsto
b≥i≤≥nti≥≤an≤thusus≥th≥th≥or≥ticalmaximumthroughputoffram≥≤slott≥≤Aloha.

•Int≥grat≥th≥simulatorwith≥xistingRFIDapplications(mi≤≤l≥war≥)whichallowsto
t≥stmanyasp≥ctsr≥lat≥≤toth≥s≥applicationswithoutn≥≥≤forahar≤war≥(RFIDtags
an≤r≥a≤≥rs).Suchapproachallowstot≥stp≥rformanc≥softh≥propos≥≤auth≥ntication
protocols.

•Ext≥n≤th≥simulatortosupportallEPCG≥n2m≥chanismssuchasth≥possibilityofwriting
toth≥tagsasitimpactsth≥i≤≥nticationtim≥≤u≥toa≤≤itionalint≥ractionsb≥tw≥≥nth≥
r≥a≤≥ran≤th≥tags.

•Mak≥simulationpossibl≥withmultipl≥r≥a≤≥rsasprovi≤≥≤byth≥stan≤ar≤inor≤≥rto
acc≥l≥rat≥th≥i≤≥ntication,an≤simulat≥mor≥compl≥xan≤r≥alisticsc≥narios.
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App≥n≤ixA

M≥tho≤s≤≥scription
Class M≥tho≤ D≥scription
R≤Chann≥l S≥n≤ Broa≤castth≥pack≥ttoall≥quipm≥ntsin

th≥ant≥nnarang≥.
A≤≤ A≤≤allphysicallay≥rstob≥knownbyth≥

chann≥linor≤≥rtohav≥th≥r≥f≥r≥nc≥of
allpossibl≥≤≥stinations.

R≤Phy S≥n≤ S≥n≤th≥pack≥tinor≤≥rtob≥transmitt≥≤
byth≥chann≥ltooth≥r≥quipm≥nts.

StartR≥cv Th≥physicallay≥rr≥c≥iv≥sapack≥t.
En≤R≥cv Thism≥tho≤iscall≥≤wh≥nth≥r≥c≥iving

proc≥≤ur≥is≤on≥withoutacollision.
R≤PhyStat≥ G≥tStat≥ R≥turnth≥physicallay≥rstat≥:i≤l≥,r≥-

c≥ivingors≥n≤ingpack≥t.
SwitchToTx Switchth≥physicallay≥rstat≥to s≥n≤-

ing.
SwitchToRx Switchth≥physicallay≥rstat≥tor≥c≥iv-

ing.
R≤I≤≥ntication S≥n≤ R≥turnifth≥pack≥tiss≥ntwithout≥rror

ornot.
R≥c≥iv≥ Thism≥tho≤iscall≥≤wh≥napack≥tisr≥-

c≥iv≥≤byth≥physicallay≥r.
S≥tEquip≥m≥ntStat≥ S≥tth≥n≥wstat≥ofth≥≥quipm≥ntaft≥r

r≥c≥ivingapack≥tan≤th≥≤≥cisionthat
shoul≤b≥tak≥naft≥r.
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R≤R≥a≤≥rI≤≥ntication S≥tQForQu≥ry G≥n≥rat≥aran≤omnumb≥rtob≥s≥ntin
qu≥rym≥ssag≥.

S≥tQForQu≥ryA≤just Mo≤ifyth≥initialran≤omvalu≥.
S≥n≤Qu≥ryR≥pOrA≤just Iftim≥outis≥xc≥≥≤≥≤,thism≥tho≤willb≥

automaticallycall≥≤tos≥n≤Q≥ryR≥por
Qu≥ryA≤justan≤that’saccor≤ingtoth≥
≥quipm≥ntstat≥.

R≤TagI≤≥ntication S≥tInitialConguration S≥tth≥initialcongurationwh≥nth≥tag
ispow≥r≥≤up.

S≥tR≥spons≥ToQu≥ry S≥tth≥a≤≥quat≥r≥spons≥aft≥rr≥c≥iving
aqu≥rym≥ssag≥.

S≥tR≥spons≥ToAck S≥tth≥a≤≥quat≥r≥spons≥aft≥rr≥c≥iving
anACK.

R≤Conguration S≥tData0 S≥tth≥Data0≤uration.
G≥tData1 R≥turnth≥Data1≤uration.

G≥tPr≥ambl≥Duration R≥turnpr≥ambl≥≤uration.
G≥tTagPr≥ambl≥ R≥turntagpr≥ambl≥≤uration.

EpcM≥mory G≥tEpc R≥turn96bitsEPCi≤≥nti≥r.
G≥tStor≥≤Crc R≥turnstor≥≤ CRC16calculat≥≤from

EPCan≤stor≥≤PC.
G≥tStor≥≤Pc R≥turnstor≥≤PCvalu≥.

EpcH≥a≤≥r S≥rializ≥ Stor≥ah≥a≤≥rintoth≥byt≥bu≥rofth≥
pack≥t.

D≥s≥rializ≥ R≥-cr≥at≥ah≥a≤≥rfromth≥byt≥bu≥rof
th≥pack≥t.

G≥tS≥rializ≥≤Siz≥ R≥turnth≥numb≥rofbyt≥swhichar≥
n≥≥≤≥≤tostor≥th≥fullh≥a≤≥r≤ataby
S≥rializ≥.

R≤N≥tD≥vic≥ S≥tChann≥l S≥tth≥chann≥lus≥≤totransmitinforma-
tion.

S≥tPhy S≥tth≥physicallay≥r.
S≥tI≤≥ntication S≥tth≥i≤≥nticationlay≥r.
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App≥n≤ixB

Publications

Conf≥r≥nc≥s
•Ethman≥ElMoustain≥,Marylin≥Laur≥nt, ALattic≥Bas≥≤Auth≥nticationforLow-Cost
RFID,Thir≤IEEERFIDT≥chnologyan≤Applications(IEEERFID-TA2012),Nic≥,
Franc≥,5-7Nov≥mb≥r,2012.

•Ethman≥ElMoustain≥,Marylin≥Laur≥nt, GPS+:aback-≥n≤couponsi≤≥nticationfor
low-costRFID,6thACMConf≥r≥nc≥onS≥curityan≤Privacyin Wir≥l≥ssan≤ Mobil≥
N≥twork(WISEC2013),Bu≤ap≥st,Hungry,17-19April,2013.

Journals
•Laur≥ntGom≥z,Marylin≥Laur≥nt,Ethman≥ElMoustain≥, RiskAss≥ssm≥ntalongSup-
plyChain:ARFIDan≤ Wir≥l≥ssS≥nsorN≥tworkInt≥grationApproach,S≥nsors Trans-
≤uc≥rsjournal(ISSN1726-5479),Vol.14-2,Sp≥cialIssu≥,March2012,pp.269-282.

•Ethman≥ElMoustain≥,Marylin≥Laur≥nt, AnRFIDmo≤ul≥forth≥ns-3n≥tworksimu-
lator,Comput≥rStan≤ar≤s&Int≥rfac≥sjournal,submitt≥≤.

•E.El Moustain≥, M.Laur≥nt, L≥ssyst̀≥m≥sRFID:lat≥chnologi≥,l≥srisqu≥s≥tl≥s
solutions≤≥ś≥curit́≥,T≥chniqu≥s≤≥l’Inǵ≥ni≥ur,Ś≥curit́≥≤≥ssyst̀≥m≥s≤’information,
H5325,2012.
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Pat≥nts
•E.ElMoustain≥,M.Laur≥nt, Proć≥≤́≥pourcrypt≥r≤≥s≤onń≥≥s≤ansuncryptosyst̀≥m≥
NTRU(N,p,q),nuḿ≥rol≥n°PCT/IB2013/055122(21juin2013),≤́≥p̂ot≥nFranc≥sous
1255948l≥22juin2012.

•E.ElMoustain≥,M.Laur≥nt, RFIDbas-côut,nuḿ≥ro≤’≥nr≥gistr≥m≥nt1151399,f́≥vri≥r
2011.

Workshops
•L.Gom≥z,M.Khalfaoui,E.El-Khoury,C.Ulm≥r,J.-P.D≥utsch,O.Ch≥ttouh,O.Gaci,H.
Mathi≥u,E.ElMoustain≥,M.Laur≥nt,H.Schn≥i≤≥r,C.Daras,A.Schaa≤, RESCUEIT:
ś≥cuRisation≤ElaChâın≥logiStiqu≥ori≥nt́≥≥s≥rviC≥≤≥pUisl≥mon≤E≤≥sobj≥tsjusqu’̀a
l’univ≥rsInformaTiqu≥, WorkshopInt≥r≤isciplinair≥surlaŚ≥curit́≥Global≥(WISG’11),
Troy≥s,Franc≥,Jan.25-262011.

•J.-P.D≥utsch,J.Hu≥,Y.Ga≥́,L.Gom≥z,M.Khalfaoui,M.Laur≥nt,A.L≥vi≥ux,E.El
Moustain≥, RESCUEIT:ś≥cuRisation≤ElaChâın≥logiStiqu≥ori≥nt́≥≥s≥rviC≥≤≥pUis
l≥mon≤E≤≥sobj≥tsjusqu’̀al’univ≥rsInformaTiqu≥, WorkshopInt≥r≤isciplinair≥surla
Ś≥curit́≥Global≥(WISG’13),Troy≥s,22-23janvi≥r2013.

•L.Gom≥z, M.Laur≥nt,E.El Moustain≥, Int≥grationofRFIDan≤ Wir≥l≥ssS≥nsor
N≥tworksintoaSupplyChainManag≥m≥ntSyst≥m,Th≥FirstInt≥rnational Workshop
onS≥nsorN≥tworksforSupplyChainManag≥m≥nt, WSNSCM2011,Nic≥,Franc≥,ISBN
978-1-61208-144-1,August21-272011.
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App≥n≤ixC

Ŕ≥suḿ≥
Lat≥chnologi≥≤’i≤≥nticationparra≤iofŕ≥qu≥nc≥,souv≥nt≤́≥sigń≥≥parl’abŕ≥viationRFID,≥st
l’un≥≤≥st≥chnologi≥sl≥splusprom≥tt≥us≥s≤ansl≥≤omain≥≤≥l’informatiqu≥ubiquitair≥.En
≥≥t,≥ll≥pourraitbi≥ntransform≥rl≥sproc≥ssus≤’i≤≥nticationparc≥qu’≥ll≥or≥≤≥nombr≥ux
avantag≥sparrapportà≤’autr≥ssyst̀≥m≥s≤’i≤≥nticationgr̂ac≥às≥scaract́≥ristiqu≥suniqu≥s
quip≥rm≥tt≥nt≤≥scann≥r≥t≤’i≤≥nti≥run≥́≥tiqu≥tt≥passiv≥sansavoirb≥soin≤≥contactvisu≥l
(sanslign≥≤≥vu≥≤ir≥ct≥)ouphysiqu≥.
Aujour≤’hui,lat≥chnologi≥RFID≥sttr̀≥sutiliś≥≥≤ansl≥sproc≥ssus≤≥fabrication,lalogis-
tiqu≥,l≥stransportspublics,l≥contr̂ol≥≤’acc̀≥sphysiqu≥,l≥sappar≥ils ḿ≥≤icaux≥mbarqú≥s,
l’i≤≥ntication≤≥sanimaux,≥tc.
L≥ssyst̀≥m≥sRFIDsontconstitú≥s≤≥troiś≥ĺ≥m≥ntsprincipaux:≥́tiqu≥tt≥,l≥ct≥ur≥t́≥v≥ntu≥ll≥m≥nt
un≥bas≥≤≥≤onń≥≥scomm≥l≥montr≥laFigur≥C.1.

Figur≥C.1:Unsyst̀≥m≥RFID[23]

Laplupart≤≥s≥́tiqu≥tt≥sRFIDactu≥ll≥m≥nt≤́≥ploý≥≥sn’ontpas≤≥batt≥ri≥≥tsontali-
m≥nt́≥≥sparunchamp≤’in≤uctionparŕ≥sonanc≥magń≥tiqu≥ǵ≥ń≥ŕ≥parl≥signal≤ul≥ct≥ur.
C≥ux-cisontconnuscomm≥≤≥ś≥tiqu≥tt≥sRFIDpassiv≥s.L≥ś≥tiqu≥tt≥sactiv≥ssontc≥ll≥squi
port≥ntun≥batt≥ri≥≥tfonctionn≥ntin≤́≥p≥n≤amm≥nt≤usignal≤ul≥ct≥ur.C≥typ≥≤’́≥tiqu≥tt≥s
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≥stcôut≥ux,≥ll≥ssontŕ≥s≥rv́≥≥sauxapplicationshaut≤≥gamm≥.L≥ś≥tiqu≥tt≥shybri≤≥s,ap-
p≥ĺ≥≥ss≥mi-activ≥s,utilis≥ntl≥urbatt≥ri≥s≥xclusiv≥m≥ntpour≥≥ctu≥r≤≥soṕ≥rationsint≥rn≥s,
mais≥ll≥sutilis≥ntl≥signal≤ul≥ct≥urpourlacommunication.C≥typ≥≤≥RFID≥stun≥com-
binaison≤≥t≥chnologi≥sRFIDactiv≥s≥tpassiv≥s.
Lat≥rminologi≥≥́tiqu≥tt≥sRFID̀abascôut≥stlarg≥m≥ntutiliś≥≥pour≤́≥sign≥r≤≥ś≥tiqu≥tt≥s
RFIDpassiv≥s̀atr̀≥sfaibl≥scôuts.
Aujour≤’hui,l≥faibl≥côut≤≥lat≥chnologi≥RFID,l≥s≥́norm≥s≥nj≥ux≥́conomiqu≥squ’≥ll≥
pŕ≥s≥nt≥≥tlafacilit́≥≤’utilisation,font≤≥c≥tt≥t≥chnologi≥≤≥laprochain≥ŕ≥volutiont≥ch-
nologiqu≥apr̀≥sl’Int≥rn≥t.

C.1 L≥s≤́≥s≤’auth≥ntication≤ansl≥ssyst̀≥m≥s RFIDbas
côuts

Dansl≥≤omain≥≤≥laś≥curit́≥≤≥l’information,l’auth≥nticationń≥c≥ssit≥l’utilisation≤≥salgo-
rithm≥scryptographiqu≥squiń≥c≥ssit≥nt≤≥sr≥ssourc≥simportant≥s≥nt≥rm≥s≤≥calcul,́≥n≥rgi≥
≥tḿ≥moir≥.
Comm≥l’i≤≥ntication≥stl≥fon≤≥m≥ntm̂≥m≥≤≥lat≥chnologi≥RFID,c≥tt≥i≤≥ntication≤oit
≥̂tr≥ś≥curiś≥≥pouŕ≥vit≥rl’usurpation≤’i≤≥ntit́≥≤’́≥tiqu≥tt≥≥t/ou≤ul≥ct≥ur.C≥p≥n≤ant,pour
r≥n≤r≥possibl≥l≥≤́≥ploi≥m≥nt≤≥sRFID̀agran≤≥́≥ch≥ll≥,≤≥uxcon≤itions≤oiv≥nt̂≥tr≥r≥mpli≥s.
Tout≤’abor≤,untr̀≥sbascôut≤≥s≥́tiqu≥tt≥s≤oit≥̂tr≥garanti,c≥quicon≤uitiń≥vitabl≥m≥nt
à≤≥s≤ispositifs≤≥tr̀≥sfaibl≥scapacit́≥squin≥p≥uv≥ntpas≥≥ctu≥r≤≥scalculscompl≥x≥s.
D≥uxì≥m≥m≥nt,l≥sprobl̀≥m≥slí≥sàlascalabilit́≥(passag≥àl’́≥ch≥ll≥)≤oiv≥nt≥̂tr≥ŕ≥solus
lorsqu’un≥l≥ctur≥massiv≥≤≥ś≥tiqu≥tt≥s≥stń≥c≥ssair≥.
Iln’≥st≤oncpassurpr≥nantqu≥l’inconv́≥ni≥nt≤≥lat≥chnologi≥RFIDpourrait≥̂tr≥lí≥≥àla
ś≥curit́≥≥tl≥srisqu≥ssurlavi≥priv́≥≥,r≥n≤antainsi≤icil≥laŕ≥sistanc≥auxattaqu≥sstan-
≤ar≤squisont:l≥sattaqu≥sparr≥j≥u,l’homm≥≤umili≥u,≤́≥ni≤≥s≥rvic≥,≥tc. L’≥≥tqu≥
l≥ś≥tiqu≥tt≥sŕ≥pon≤≥ntàtout≥sl≥sr≥qû≥t≥s≤ul≥ct≥ur,l≥sprobl̀≥m≥slí≥sàlavi≥priv́≥≥sont
≤icil≥s≥tsontlí≥sausuiviclan≤≥stin≥≤≥l’́≥tiqu≥tt≥≥tlacon≤≥ntialit́≥p≥rsistant≥(forwar≤
s≥cr≥cy).D≥fa̧contr̀≥ssimpl≥,unprotocol≥≤’i≤≥nticationRFID≥stvulń≥rabl≥ausuiviclan-
≤≥stin≥quan≤una≤v≥rsair≥≥stcapabl≥≤≥r≥connâıtr≥un≥́≥tiqu≥tt≥RFIDvu≥pŕ≥ć≥≤≥mm≥nt.
Lacon≤≥ntialit́≥p≥rsistant≥≥stlaproprí≥t́≥quigarantitqu≥la≤ivulgation≤≥l’information
s≥cr̀≥t≥≤’untagn≥ŕ≥v̀≥l≥pasl≥ss≥cr≥tsutiliś≥s≤ansl≥ss≥ssionspŕ≥ć≥≤≥nt≥s.
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Aujour≤’hui,c≥sprobl̀≥m≥sconstitu≥ntun≤́≥ maj≥urpourl≥sch≥rch≥urs,≥xig≥ant≤≥pouss≥r
l≥slimit≥s≤≥lacryptographi≥.C≥stravaux≤≥r≥ch≥rch≥sont≥ncouraǵ≥sparlaCommission≥u-
roṕ≥≥nn≥.En2008,unproj≥t≤≥r≥comman≤ation[15]á≥t́≥publí≥surlaś≥curit́≥≥tl≥sprobl̀≥m≥s
lí≥s̀alavi≥priv́≥≤ansl≥ssyst̀≥m≥sRFIDin≤iquantqu≥l≥sapplicationsRFID≤oiv≥ntfonction-
n≥r≤≥manì≥r≥ŝur≥≥tqu≥lar≥ch≥rch≥≤oitaboutir̀a≤≥ssolutions≤≥ś≥curit́≥p≥rformant≥s≤≥
faibl≥côutpourl≥s≤ispositifsRFID.
Laś≥curit́≥≥tl≥sprobl̀≥m≥s≤≥lavi≥priv́≥≥≤ansl≥ssyst̀≥m≥sRFIDconc≥rn≥ntprincipal≥-

m≥ntl≥scommunicationssansl≥ntr≥l’́≥tiqu≥tt≥≥tl≥l≥ct≥ur,tan≤isqu≥l≥scommunications
≥ntr≥l≥s≥rv≥ur(bas≥≤≥≤onń≥≥s)≥tl≥l≥ct≥ursontsuppoś≥≥sassuŕ≥≥sparc≥qu≥c≥s≤ispositifs
ontl≥scapacit́≥s≤≥calcul≥≥tl’́≥n≥rgi≥ń≥c≥ssair≥spourś≥curis≥rl≥urcommunicationsav≥c≤≥s
algorithm≥s≤≥chir≥m≥ntsyḿ≥triqu≥souasyḿ≥triqu≥s.
Unautr≥asp≥ctlí≥àlat≥chnologi≥RFIDtoutaussiprobĺ≥matiqu≥≥stlacaract́≥ristiqu≥

syst̀≥m≥ouv≥rt quicaract́≥ris≥b≥aucoup≤≥ssyst̀≥m≥sRFIDlorsqu≥l≥syst̀≥m≥quiint≥r-
rog≥l’́≥tiqu≥tt≥n≥p≥utpas≥̂tr≥i≤≥nti≥́àl’avanc≥≥nraisonpar≥x≥mpl≥≤≥lamobilit́≥≤≥s
≥́tiqu≥tt≥sRFID≤ansc≥rtainscas≤’utilisation,autr≥m≥nt≤it,iln’yaaucun≥garanti≥qu≥l≥
l≥ct≥ur(v́≥ricat≥ur)n≥soitpasmalv≥illant. Dansunt≥lcont≥xt≥,l≥ssolutionssont≤≥spro-
tocol≥s≤’i≤≥nticationà≤ivulgationnull≥≤≥connaissanc≥parc≥qu≥c≥typ≥≤≥protocol≥sn≥
ń≥c≥ssit≥pasunpartag≥≤≥s≥cr≥ts≥ntr≥l’́≥tiqu≥tt≥≥tl≥l≥ct≥ur.C≥p≥n≤ant,c≥sprotocol≥st≥ls
qu’ilssont,≥xig≥ntun≥quantit́≥≤≥r≥ssourc≥sau-≤≥l̀a≤≥scapacit́≥s≤’́≥tiqu≥tt≥sRFIDàbas
côuts.
L≥sch́≥macommuń≥m≥ntutiliś≥pourŕ≥alis≥rl’auth≥ntication≥stapp≥ĺ≥chall≥ng≥/ŕ≥pons≥:

comm≥l≥montr≥laFigur≥C.2,l≥l≥ct≥ur≥nvoi≥unchall≥ng≥Càl’́≥tiqu≥tt≥quiprouv≥son
i≤≥ntit́≥≥nŕ≥pon≤ant̀ac≥chall≥ng≥.́Evi≤≥mm≥nt,l’a≤v≥rsair≥n≥≤≥vraitpaŝ≥tr≥≥nm≥sur≥≤≥
s≥fair≥pass≥rpourun≥́≥tiqu≥tt≥ĺ≥gitim≥,m̂≥m≥siila≥spionń≥tout≥sl≥sŕ≥pons≥spŕ≥ć≥≤≥nt≥s
≤≥l’́≥tiqu≥tt≥. Laŕ≥pons≥≤≥l’́≥tiqu≥tt≥aul≥ct≥ur,consist≥àchir≥rl≥chall≥ng≥cr≥̧cu≥n
utilisantunalgorithm≥≤≥chir≥m≥ntE,un≥cĺ≥cryptographiqu≥s≥cr̀≥t≥K≥t́≥v≥ntu≥ll≥m≥nt
≤’un≥val≥uraĺ≥atoir≥rqu’≥ll≥afrâıch≥m≥ntǵ≥ń≥ŕ≥≥.

L≥ct≥ur Étiqu≥tt≥
choisirc∈R{0,1}n c−→ choisirr∈R{0,1}n,calcul≥r

R≥trouv≥rk,v́≥ri≥rEk(c,r) r,Ek(c,r)←− Ek(c,r)
Figur≥C.2:Unsch́≥ma≤’i≤≥nticationChall≥ng≥/ŕ≥pons≥
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C≥typ≥≤≥protocol≥a≤≥uxinconv́≥ni≥nts maj≥urssil’algorithm≥≤≥chir≥m≥ntE≥st
syḿ≥triqu≥. L’un≤’≥ux≥stl’abs≥nc≥≤≥lascalabilit́≥silatotalit́≥≤≥laŕ≥pons≥≤≥labalis≥
≥st≤i≥́r≥nt≥àchaqu≥t≥ntativ≥≤’auth≥ntication,≤ansc≥cas,l≥syst̀≥m≥≤oit≥≥ctu≥run≥
r≥ch≥rch≥≥xhaustiv≥pourtrouv≥rlacĺ≥s≥cr̀≥t≥Kan≤’auth≥nti≥rl’́≥tiqu≥tt≥.L≥≤≥uxì≥m≥
inconv́≥ni≥nt≥stl≥probl̀≥m≥lí≥̀alavi≥priv́≥≥c-̀a-≤siuna≤v≥rsair≥≥stcapabl≥≤≥r≥connâıtr≥
un≥́≥tiqu≥tt≥vu≥pŕ≥ć≥≤≥mm≥ntousilaŕ≥pons≥≤≥l’́≥tiqu≥tt≥≥stparti≥ll≥m≥ntconstant≥m̂≥m≥
≥ntr≥≤≥uxs≥ssions≤’auth≥nticationsucc≥ssiv≥sĺ≥gitim≥s.Par≥x≥mpl≥,l’́≥tiqu≥tt≥utilis≥un
ps≥u≤oin≤≥xquifacilit≥pourl≥syst̀≥m≥lar≥ch≥rch≥≤≥lacĺ≥≤≥l’́≥tiqu≥tt≥≥tquis≥ramità
joursapr̀≥schaqu≥auth≥nticationaupr̀≥s≤’unl≥ct≥urĺ≥gitim≥,≤ansc≥casuna≤v≥rsair≥p≥ut
trac≥rl’́≥tiqu≥tt≥≥ntr≥≤≥uxs≥ssions≤’auth≥ntication≥nutilisantl≥ps≥u≤oin≤≥x.Ils’agit≤≥
l’un≤≥sprincipauxprobl̀≥m≥squ≥laRFID≥tplusǵ≥ń≥ral≥m≥ntl’informatiqu≥ubiquitair≥≤oit
ŕ≥sou≤r≥comm≥Mark W≥is≥rl’avait≤́≥j̀apŕ≥≤it≥n1991[54].
Un≥solutionquisupport≥̀alafoislascalabilit́≥≥tl≥r≥sp≥ct≤≥lavi≥priv́≥≥pour≤≥ssyst̀≥m≥s
RFIDàbascôutn≥p≥ut̂≥tr≥baś≥≥qu≥surlacryptographi≥ĺ≥g̀≥r≥àcĺ≥spubliqu≥s.En≥≥t,
sil≥syst̀≥m≥RFIDimpĺ≥m≥nt≥unsyst̀≥m≥≤≥chir≥m≥nt̀acĺ≥publiqu≥,l≥l≥ct≥urn’aqu’un≥
s≥ul≥cĺ≥priv́≥≥pour≤́≥chir≥rlaŕ≥pons≥≤≥tout≥́≥tiqu≥tt≥m̂≥m≥sic≥tt≥ŕ≥pons≥≥st≤i≥́r≥nt≥
àchaqu≥t≥ntativ≥≤’auth≥ntication.
C≥laŕ≥soutl≥sprobl̀≥m≥s≤≥lascalabilit́≥≥tgarantitlaprot≥ction≤≥lavi≥priv́≥≥. D≥plus,
unhautniv≥au≤≥prot≥ction≤≥lavi≥priv́≥≥ń≥c≥ssit≥l’utilisation≤≥c≥rtain≥st≥chniqu≥s≤≥la
cryptographi≥̀acĺ≥spubliqu≥s[52].
C≥p≥n≤ant,laplupart≤≥sch≥rch≥urscroi≥ntqu≥laRFID̀afaibl≥côutn≥p≥utpasprot≥r

≤≥lacryptographi≥̀acĺ≥spubliqu≥s≥t≤oit≤onĉ≥tr≥baś≥≥surlacryptographi≥̀acĺ≥ss≥cr̀≥t≥.Il
≥st≤oncimpossibl≥sousun≥t≥ll≥hypoth̀≥s≥qu’unprotocol≥≤’auth≥nticationpuiss≥garantir
lascalabilit́≥≥tlaprot≥ction≤≥lavi≥priv́≥av≥cuncôutraisonnabl≥.

C.2 Étu≤≥≤≥lascalabilit́≥≤ansl≥ssyst̀≥m≥sRFIDàbascôuts
C.2.1 L≥stan≤ar≤EPCClass-1G≥n≥ration-2
L≥stan≤ar≤EPCglobalClass-1G≥n≥ration2,souv≥ntapp≥ĺ≥EPCG≥n2≥stunnouv≥austan≤ar≤
pourlat≥chnologi≥RFIDpassiv≥̀abascôut.Il≥stconsi≤́≥ŕ≥comm≥l≥succ≥ss≥ur≤uco≤≥-barr≥
≥til≥stlarg≥m≥ntconsi≤́≥ŕ≥comm≥l≥stan≤ar≤univ≥rs≥lpourl≥ś≥tiqu≥tt≥sRFID̀abascôuts.
Il≥stcoņcupoursatisfair≥l≥sb≥soins≤≥lachâın≥≤’approvisionn≥m≥nt.
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Lap≥tit≥taill≥≤≥s≥́tiqu≥tt≥sEPCG≥n2l≥urp≥rm≥tà≥̂tr≥implant́≥≥s≤ans≤≥sobj≥ts,≥t
l’i≤≥nticationparfŕ≥qu≥nc≥p≥rm≥taux́≥tiqu≥tt≥snons≥ul≥m≥ntà̂≥tr≥lu≥ngran≤nombr≥,
maisaussi≤ans≤≥scon≤itionsvisu≥ll≥s≥t≥nvironn≥m≥ntaux≤icil≥s.
C≥p≥n≤ant,EPCG≥n2n≥≤́≥nitpas≥xact≥m≥ntcomm≥ntl≥l≥ct≥ur≤≥vraitŕ≥agir≤ans≤≥s

situationscritiqu≥scomm≥l≥scollisionsoucomm≥ntǵ≥r≥rl≥s≤i≥́r≥nt≥scomman≤≥slors≤≥
l’i≤≥ntication≤≥s≥́tiqu≥tt≥s. C’≥stpourquoiunsimulat≥urp≥ut≥̂tr≥unoutiltr̀≥sutil≥pour
≤́≥couvrirl≥scomport≥m≥nts≤≥protocol≥≤ans≤i≥́r≥ntssć≥narios.
Nouscŕ≥onsunnouv≥aumo≤ul≥≤ansns-3(N≥tworkSimulator3)pourpŕ≥≤ir≥l≥sp≥rformanc≥s
≤’i≤≥nticationpourEPCG≥n2protocol≥≤≥communication≤ansl≥s≤i≥́r≥nt≥scongurations.
C≥mo≤ul≥p≥rm≥t≤≥t≥st≥rlascalabilit́≥(passag≥àl’́≥ch≥ll≥)≤≥c≥tt≥norm≥an≤’́≥tablirun
ca≤r≥strictpourun≥i≤≥nticationś≥curiś≥≥,par≥x≥mpl≥,qu≥ll≥typ≥≤’approch≥≤≥ś≥curit́≥
pourrai≥nt≥̂tr≥≥nvisaǵ≥≥s malgŕ≥qu≥l’EPCG≥n2n≥≤́≥nitaucun ḿ≥canism≥≤≥ś≥curit́≥.
D’autr≥spart,lasimulationRFID≥sttr̀≥sutil≥pour≤≥nombr≥us≥s≤́≥s≤≥r≥ch≥rch≥st≥ls
qu≥laś≥curit́≥,laprot≥ction≤≥lavi≥priv́≥≥≥tl’optimisation≤u≤́≥bitsurl≥canall≥ct≥ur-
≥́tiqu≥tt≥quisont≤icil≥s̀at≥st≥r≤anslapratiqu≥≥nraison≤≥lanatur≥≤≥ś≥tiqu≥tt≥sRFID.

C.2.2 Ǵ≥ń≥ralit́≥ssurl’EPCG≥n2
Lanorm≥EPCG≥n2≤́≥nitl≥scaract́≥ristiqu≥sphysiqu≥s≥tlogiqu≥spourl≥ssyst̀≥m≥sRFIDqui
utilis≥nt≤≥ś≥tiqu≥tt≥spassiv≥san≤≥r≥mplac≥rl≥tra≤itionn≥lco≤≥-barr≥.Tabl≥auC.1ŕ≥sum≥
l≥sprincipal≥scaract́≥ristiqu≥s≤’unl≥ct≥ur≥t≤’un≥́≥tiqu≥tt≥compatibl≥sav≥cEPCG≥n2.

Fŕ≥qu≥nc≥ Ultra Haut Fŕ≥qu≥nc≥: 860
MHz-960 MHz

Port́≥ Approximativ≥m≥nt5m≥t≥rs
D́≥bit Liaisonaval:26.7-128kbps

Liaison≤≥ŕ≥tro≤iusion: 5-
640kbps

Co≤ag≥ Liaisonaval:PIE(puls≥int≥r-
val≥nco≤ing)
Liaison ≤≥ ŕ≥tro≤iusion:
FM0, Mill≥r-mo≤ulat≥≤ sub-
carri≥r

Mo≤ulation Liaisonaval: DSB-ASK,SSB-
ASKouPR-ASK
Liaison≤≥ŕ≥tro≤iusion:ASK
ouPSK

Protocol≥≤’acc̀≥smultipl≥ Variant≥≤≥slott≥≤ Aloha(Q
Protocol)

Étiqu≥tt≥s Passiv≥s, EPC, ḿ≥moir≥
ŕ≥s≥rv́≥≥

Tabl≥C.1:Caract́≥ristiqu≥s≤ustan≤ar≤EPCG≥n2

L’acc̀≥saucanalsanslpartaǵ≥≥stbaś≥surun≥variant≥≤’Alohaapp≥ĺ≥≥Qprotocol.L≥
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param̀≥tr≥Q≥stsṕ≥ci≥́≤anslacomman≤≥Qu≥ry,≥tilvari≥≥ntr≥0≥t15. Pourŕ≥pon≤r≥à
lar≥qû≥t≥≤ul≥ct≥ur,chaqu≥́≥tiqu≥tt≥quiar≥̧culacomman≤≥pŕ≥ć≥≤≥nt≥,choisitunnombr≥
aĺ≥atoir≥≤ansl’int≥rvall≥0à2Q−1inclus. L’́≥tiqu≥tt≥quitir≥un≥val≥ur≥́gal≥àź≥ro≤oit
ŕ≥pon≤r≥imḿ≥≤iat≥m≥ntparun≥ś≥qu≥nc≥ps≥u≤o-aĺ≥atoir≥≤≥16bits(RN16).Sinonl’́≥tiqu≥tt≥
≤oitatt≥n≤r≥un≥autr≥comman≤≥≤≥lapart≤ul≥ct≥urcomm≥suit:

•Aucuń≥tiqu≥tt≥n≥ŕ≥pon≤:l≥l≥ct≥urp≥ut≥nvoy≥run≥autr≥comman≤≥,un≥Qu≥ryR≥p
ouun≥Qu≥ryA≤just.

•Un≥́≥tiqu≥tt≥ŕ≥pon≤:l≥l≥ct≥urp≥uti≤≥nti≥rl’́≥tiqu≥tt≥sans≥ncombr≥comm≥l≥≤́≥montŕ≥
laFigur≥C.3.

•Plusi≥urś≥tiqu≥tt≥sŕ≥pon≤≥nt:l≥l≥ct≥urr≥̧coitplusi≥ursm≥ssag≥sRN16≤ontl≥nombr≥
≥st≥́galaunombr≥≤≥s≥́tiqu≥tt≥squionttiŕ≥un≥val≥ur≥́gal≥àź≥ro.L≥l≥ct≥ur≥ssay≥
≤≥ŕ≥sou≤r≥lacollision≥t≥nvoi≥unacquitt≥m≥nt.Silacollisionn≥p≥ut≥̂tr≥ŕ≥solu,l≥
l≥ct≥ur≥nvoi≥un≥comman≤≥Qu≥ryR≥pouQu≥ryA≤just.

Siaucun≥≥́tiqu≥tt≥n≥ŕ≥pon≤ousiplusi≥urs≥́tiqu≥tt≥sŕ≥pon≤≥nt≥nm̂≥m≥t≥mps,l≥l≥ct≥ur
mo≤i≥laval≥ur≤uparam̀≥tr≥Q≥nvoý≥≥≤anslacomman≤≥Qu≥ry,≥nutilisantQu≥ryA≤just.
Il≤iminu≥laval≥ur≤uQs’iln’apasr≥̧cu≤≥ŕ≥pons≥pouraugm≥nt≥rlaprobabilit́≥≤’obt≥nir
un≥ŕ≥pons≥,≥t≥ncas≤≥collision,ilaugm≥nt≥laval≥ur≤uQpour≤iminu≥rlaprobabilit́≥qu≥
≤≥ux́≥tiqu≥tt≥sǵ≥ǹ≥r≥nt≥nm̂≥m≥t≥mpsun≥val≥uŕ≥gal≥̀aź≥ro.
Dansl≥casòuun≥s≥ul≥́≥tiqu≥tt≥ŕ≥pon≤aul≥ct≥ur,l≥protocol≥≤’i≤≥ntication≥st≤́≥crit≤ans
laFigur≥C.3.
L≥ś≥chang≥s≥ntr≥l’́≥tiqu≥tt≥≥tl≥l≥ct≥ur≤oiv≥ntsuivr≥≤≥scontraint≥s≤≥chronoḿ≥trag≥

tr̀≥spŕ≥cis≥scomm≥l≥montr≥laFigur≥C.4.

C.2.3 Mo≤̀≥l≥≤≥simulation
Nousavonsmo≤́≥liś≥lamobilit́≥≥tl’activation≤≥ś≥tiqu≥tt≥s,lapropagation≤usignal≥ntr≥l≥s
≥́tiqu≥tt≥s≥tl≥l≥ct≥ur,laŕ≥c≥ption≥tlatransmission≤≥ssignauxauniv≥au≤≥ś≥tiqu≥tt≥s≥t
≤ul≥ct≥ur,l≥scomman≤≥ssṕ≥ciqu≥s≤ansl≥protocol≥≤≥communication≤uEPCG≥n2,≥tc.
Enc≥quiconc≥rn≥l≥sparam̀≥tr≥s≤≥chronoḿ≥trag≥≥t≤≥mo≤ulation,nousavonsa≤opt́≥un
mo≤̀≥l≥s≥mblabl≥̀ac≥lui≤≥[18]comm≥≤́≥critauTabl≥auC.2.
S≥lonl≥mo≤̀≥l≥l≥plusutiliś≥≤ansl’≥spac≥libr≥[36],l≥signalr≥̧cu≥statt́≥nú≥parunfact≥ur
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Figur≥C.3:≥́chang≥l≥ct≥ur-́≥tiqu≥tt≥ssupportant≤’i≤≥ntication

Figur≥C.4:Contraint≥s≤≥chronoḿ≥trag≥≤ansEPCG≥n2[11]

Dquipŕ≥s≥nt≥l’aaibliss≥m≥nt≤≥propagation:

D= 4πr
λ

2

Òur≥stla≤istanc≥≥ntr≥l≥ŕ≥c≥pt≥ur≥tl’́≥m≥tt≥ur≥tλ≥stlalongu≥ur≤’on≤≥.D≥nombr≥us≥s
autr≥sparam̀≥tr≥s≤≥congurationssurlapuissanc≥,las≥nsibilit́≥≥tc.sontpŕ≥s≥nt́≥sauTabl≥au
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Param̀≥tr≥ Val≥ur
Tari 8.33µs
Data-1 16.66µs
TR≥xt 0

Divi≤≥Ratio 8
Mo≤ulation 2
T1 70.7µs
T2 18.7µs
T3 62.5µs
T4 50.0µs

Tabl≥C.2:Param̀≥tr≥s≤≥chronoḿ≥trag≥

C.3.

Param̀≥tr≥ Val≥ur
L≥ct≥ur
Fŕ≥qu≥nc≥ 866MHz
Puissanc≥ 2000mW
Faisc≥au≤≥l’ant≥nn≥ 60°
S≥nsibilit́≥ -80≤Bm
Étiqu≥tt≥
S≥nsibilit́≥ -14≤Bm
Fact≥ur≤≥ŕ≥tro≤iusion 0,25
Vit≥ss≥ 1m/s
Canal≤≥propagation
Exposant≤’aaibliss≥m≥nt≤≥propagation 2.0

Tabl≥C.3:Param̀≥tr≥≤≥conguration

Nousavons≤́≥niunalgorithm≤≥g≥stion≤≥scomman≤≥scomm≥l≥montr≥laFigur≥C.5,il
in≤iqu≥comm≥ntl≥l≥ct≥urutilis≥l≥s≤i≥́r≥nt≥scomman≤≥s:Qu≥ry,Qu≥ryR≥p≥tQu≥ryA≤just.

Figur≥C.5:Algorithm≥≤≥g≥stion≤≥scomman≤≥s

On≤́≥nit≤anslaFigur≥C.6unalgorithm≥≤≥g≥stion≤≥scollisions.
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Figur≥C.6:Algorithm≥≤≥g≥stion≤≥scollisions

C.2.4 Conc≥ptionlogici≥ll≥
Nousmo≤́≥lisonslacouch≥physiqu≥≥tlacouch≥logiqu≥≤uprotocol≥≤≥communication≤u
EPCG≥n2.La gur≥C.7pŕ≥s≥nt≥un≥v≥rsionsimpli≥́≥≤u≤iagramm≥≤≥sclass≥s.

Figur≥C.7:Diagramm≥≤≥sclass≥s≤usimulat≥ur

C.2.5 L≥ssć≥nariossimuĺ≥s
Noussimulons≥t≥́tu≤ionsl≥sp≥rformanc≥s≤ustan≤ar≤EPCG≥n2≤anstroissć≥nariosan
≤’obt≥nirla≤uŕ≥≥≤’i≤≥ntication,l≥nombr≥≤≥collisions≤́≥t≥ct́≥≥s,≥tl’att́≥nuation≤≥puissanc≥.
Danslapratiqu≥,c≥ssć≥narioscorr≥spon≤≥ntauxprincipal≥ś≥tap≥s≤≥lachâın≥≤’approvisionn≥m≥nt
pourlaqu≥ll≥l≥EPCG≥n2á≥t́≥coņcu:lapris≥≤’inv≥ntair≥,l≥contr̂ol≥≤≥ŕ≥c≥ption≥t≤’≥xṕ≥≤ition.
C≥ssć≥nariossontl≥ssuivants:

•Étiqu≥tt≥s x≥s:C≥sć≥nariocorr≥spon≤àlapris≥≤’inv≥ntair≥.Il≥stcaract́≥riś≥parun
l≥ct≥urRFIDqui≥nvoi≥≥np≥rman≥nc≥l≥scomman≤≥sQu≥ry,Qu≥ryR≥pan≤Qu≥ryA≤just
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s≥lonl≥mo≤̀≥l≥≤≥simulation(cf.C.2.3).
L≥s≥́tiqu≥tt≥ssont≤istribú≥≥saĺ≥atoir≥m≥nt≤ansun≥pal≥tt≥1mx1mx1m,sitú≥≥àun≥
≤istant≥≤≥2m̀≥tr≥s≤ul≥ct≥ur.

•Étiqu≥tt≥smobil≥s:C≥sć≥nariocorr≥spon≤aucontr̂ol≥≤≥ŕ≥c≥ption≥t≤’≥xṕ≥≤ition.Sa
s≥ul≥≤i≥́r≥nc≥≤≥av≥cl≥sć≥nariopŕ≥ć≥≤≥nt≥stqu≥l≥s≥́tiqu≥tt≥ssontmobil≥s≥t≥ll≥s
sontàun≥≤istanc≥≤≥1 m̀≥tr≥≤ul≥ct≥ur≥t≥ll≥ss≥trouv≥nthors≤≥lacouv≥rtur≥≤≥
l’ant≥nn≥≤ul≥ct≥urquil≥trav≥rs≥nt≤urantlasimulation.

•Étu≤≥≤≥puissanc≥: C≥sć≥nario≥xamin≥lapuissanc≥r≥̧cu≥parl≥s≥́tiqu≥tt≥ss≥lonla
≤istanc≥quil≥sś≥par≥≤ul≥ct≥ur. Un≥≥́tiqu≥tt≥≥stcŕ≥́≥≥àun≥≤istanc≥≤ul≥ct≥ur≥t
lapuissanc≥≥stm≥suŕ≥≥,puisun≥autr≥≥stcŕ≥́≥≥plusloin≥tlapuissanc≥≥stm≥suŕ≥≥à
nouv≥au,≥tc.c≥quip≥rm≥t≤’́≥tablirun≥graph≥≤≥puissanc≥≥nfonction≤≥la≤istanc≥
≤ul≥ct≥ur.

C.2.6 L≥sŕ≥sultats≤≥simulation
An≤’obt≥nir≤≥sŕ≥sultatssignicatifs,chacun≤≥ssć≥nariospŕ≥ć≥≤≥nts≥stlanć≥mill≥foisc≥
qui m̀≥n≥à≤≥sval≥ursmoy≥nn≥s. Nousobt≥nonsl≥t≥mps≤’i≤≥ntication≥tl≥nombr≥≤≥s
collisionslors≤≥l’i≤≥ntication,comm≥l’in≤iqú≥l≥Tabl≥auC.4.Pour1000́≥tiqu≥tt≥smobil≥s,
l≥simulat≥uraŕ≥ussi≤’i≤≥nti≥runiqu≥m≥nt≥nviron780,≥ţcac’≥stàcaus≥≤≥lamobilit́≥≥t
lavit≥ss≥≤≥ś≥tiqu≥tt≥s.

Sć≥nario Nombr≥≤≥s≥́tiqu≥tt≥s 1 10 100 256 500 1000
Étiqu≥tt≥s x≥s I≤≥nticationtim≥(s≥c) 0.009 0.038 0.350 0.875 1.690 2.924

Numb≥rofcollisions 0 2.425 19.053 48.874 95.65 191.032
Étiqu≥tt≥s Mobil≥s I≤≥nticationtim≥(s≥c) 0.40 1.293 1.482 1.629 2.174 2.980

Numb≥rofcollisions 0 0,154 12,7 53,697 97,825 152,206

Tabl≥C.4:Ŕ≥sultats≤≥simulation

La≤uŕ≥≥≤’i≤≥ntication≥tl≥nombr≥≤≥collisions≤uTabl≥auC.4sontpŕ≥s≥nt́≥sgraphiqu≥-
m≥nt≤ansl≥sFigur≥sC.8≥tC.9;r≥sp≥ctiv≥m≥nt.
Onr≥marqu≥qu≥l’i≤≥ntication≤≥ś≥tiqu≥tt≥s x≥s≥stach≥v́≥≥≤ansunlaps≤≥t≥mpstr̀≥s

courtcomm≥l≥montr≥laFigur≥C.8.C≥t≥mps≥stpr≥squ≥liń≥air≥,lap≥nt≥≤iminu≥ĺ≥g̀≥r≥m≥nt
àpartir≤upoint≤≥500c≥la≥st≤uaufaitqu≥lacongurationqu≥nousavonschoisi≥≥stmi≥ux
a≤apt́≥≥pourl≥sgran≤snombr≥s≤≥ś≥tiqu≥tt≥s.
L’i≤≥nticationpr≥n≤plus≤≥t≥mps≤ansl≥sć≥nario≤≥s≥́tiqu≥tt≥smobil≥s,c≥la≥st≤u

àla mobilit́≥≤≥s≥́tiqu≥tt≥s. En≥≥t,pr≥mì≥r≥m≥ntl≥s≥́tiqu≥tt≥ss≥trouv≥ntau≤́≥but≤u
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Figur≥C.8:Duŕ≥≥≤’i≤≥ntication

Figur≥C.9:Collision≤≥t≥ction

lanc≥m≥nt≤usć≥nariohors≤≥laport́≥≥≤ul≥ct≥uravantqu’≥ll≥slatrav≥rs≥ntc≥quipr≥n≤un
t≥mpssuppĺ≥m≥ntair≥parrapportaux́≥tiqu≥tt≥s x≥s. D≥uxì≥m≥m≥nt,lors≤≥l’i≤≥ntication
≤’ungran≤nombr≥≤≥ś≥tiqu≥tt≥smobil≥s,l’i≤≥ntications≥faitgroup≥pargroup≥.En≥≥t,un
group≥≤’́≥tiqu≥tt≥s≤anslam̂≥m≥ŕ≥gionr≥̧coit≤≥scomman≤≥sS≥l≥ct≥tQu≥ry,≤ansl≥m̂≥m≥
t≥mps,unautr≥group≥n≥r≥̧coitpasc≥scomman≤≥scaril≥sthors≤≥port́≥≥≤ul≥ct≥ur;quan≤
ilr≥ntr≥≤ansl≥champs≤≥couv≥rtur≥,c≥group≥n≥ŕ≥pon≤pasauxcomman≤≥sQu≥ryR≥p
≥tQu≥ryA≤just≥nvoý≥≥sparl≥l≥ct≥ur≥tr≥st≥≥natt≥nt≥≤≥scomman≤≥sS≥l≥ct≥tQu≥ryqui
lanc≥ntunnouv≥aucycl≥,quan≤c≥≤≥rni≥rcomm≥nc≥,un≥parti≥≤ugroup≥pŕ≥ć≥≤≥nts≥ra
i≤≥nti≥́≥≤≥nouv≥aucar≥ll≥s≥trouv≥toujours≤ansl≥champs≤ucouv≥rtur≥≤ul≥ct≥ur,c≥qui
pro≤uitplus≤≥collisionspourun≥gran≤nombr≥≤≥s≥́tiqu≥tt≥s,≥taugm≥nt≥parconś≥qu≥nt
l≥t≥mps≤’i≤≥ntication.C≥p≥n≤ant,onr≥marqu≥qu≥pour1000́≥tiqu≥tt≥s,l≥scollisionssont
plusimportant≥spourl≥ś≥tiqu≥tt≥s x≥s,c≥la≤u≥aufaitqu≥l≥l≥ct≥urn’arriv≥pas̀ai≤≥nti≥r
plusqu≥780́≥tiqu≥tt≥s̀acaus≥≤≥lamobilit́≥.
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LaFigur≥C.10montr≥qu≥l≥niv≥au≤≥puissanc≥≤iminu≥rapi≤≥m≥nt≤ansl≥stroispr≥mi≥rs
m̀≥tr≥squiś≥par≥ntl≥l≥ct≥ur≥tl≥s≥́tiqu≥tt≥s.Ensuit≥,lapuissanc≥≤iminu≥plusl≥nt≥m≥nt.
Las≥nsibilit́≥≤≥l’́≥tiqu≥tt≥≥st≤́≥ni≥à-14≤Bm≥tl≥mo≤̀≥l≥impĺ≥m≥nt́≥parlacouch≥canal
p≥rm≥tlacommunication≥ntr≥l’́≥tiqu≥tt≥≥tl≥l≥ct≥urjusqu’̀aun≥≤istanc≥≤≥6m̀≥tr≥s.

Figur≥C.10:Att́≥nuation≤≥puissanc≥

L≥ŕ≥sultatprincipal≥stlagran≤≥scalabilit́≥≤≥c≥tt≥norm≥c-̀a-≤l≥t≥mps≤’i≤≥ntication
tr̀≥scourtpourl≥sgran≤snombr≥s≤≥ś≥tiqu≥tt≥s(2.924spour1000́≥tiqu≥tt≥smobil≥s),≥xcluant
ainsitout≥utilisation≤uchir≥m≥ntsyḿ≥triqu≥≤anstoutstan≤ar≤pourl≥ssyst̀≥m≥sRFID̀a
bascôutòulascalabilit́≥≥tlaprot≥ction≤≥lavi≥priv́≥≥sontń≥c≥ssair≥s.
C≥mo≤ul≥≥stplusŕ≥alist≥qu≥l≥ssimulat≥urs≥xistants≤anslalitt́≥ratur≥carilimpĺ≥m≥nt≥l≥s
fonctionnalit́≥sl≥spluscouramm≥ntutiliś≥≥s≤≥EPCG≥n2av≥cun≥a≤aptationplusfacil≥.C≥
simulat≥ur≥sttr̀≥sutil≥pourunŕ≥glag≥a≤́≥quat≤uEPCG≥n2avanttout≤́≥ploi≥m≥nt,il≥st
tr̀≥sutil≥≤ans≤≥nombr≥us≥s≤́≥s≤≥r≥ch≥rch≥slí≥s̀alat≥chnologi≥RFIDcomm≥laś≥curit́≥,
laprot≥ction≤≥lavi≥priv́≥≥,≥tl’acć≥ĺ≥ration≤≥l’i≤≥ntication≤≥ś≥tiqu≥tt≥s.Ils≥rabi≥nt̂ot
≤isponibl≥≥nt́≥ĺ≥charg≥m≥ntlibr≥.

C.3 L’auth≥ntication≤≥sRFID̀abascôut≥nutilisantl≥sŕ≥s≥aux
Nousavons≤́≥montŕ≥parsimulation≤ansC.2qu≥lacryptographi≥̀acĺ≥publiqu≥≥stl≥mi≥ux
a≤apt́≥≥pourb≥aucoup≤≥sapplicationsRFID̀abascôuts. Malh≥ur≥us≥m≥nt,c≥typ≥≤≥cryp-
tographi≥≥xig≥un≥quantit́≥≤≥r≥ssourc≥tr̀≥simportant≥au-≤≥l̀a≤≥lacapacit́≥≤≥ś≥tiqu≥tt≥s
RFIDàbascôuts. C≥tt≥th́≥matiqu≥n’apas≥́t́≥bi≥nabor≤́≥≥parl≥sch≥rch≥urs.S≥ul≥m≥nt
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qu≥lqu≥ssolutionsont́≥t́≥propoś≥≥s≤anslalitt́≥ratur≥[43],[8],[33],[35],[50],[42]≥t[49],mais
laquantit́≥≤≥r≥ssourc≥squ≥c≥ssolutions≥xig≥ntr≥st≥́≥l≥v́≥≥pourqu’≥ll≥ssoi≥ntimpĺ≥m≥nt́≥≥s
sur≤≥ś≥tiqu≥tt≥s̀abascôuts.
Nousproposonsun≥a≤aptation≤uć≥l̀≥br≥cryptosyst̀≥m≥àcĺ≥spubliqu≥NTRU[26]aux

≥́quip≥m≥nts≥mbarqú≥s̀atr̀≥sfaibl≥capacit́≥≤≥calcul,≥tunprotocol≥≤’auth≥nticationbaś≥
surc≥tt≥a≤aptationsṕ≥cial≥m≥ntcoņcupour≤≥s≥́tiqu≥tt≥sRFIDàbascôut. C≥tt≥a≤apta-
tionram̀≥n≥l≥chir≥m≥nt≤’un≥oṕ≥rationmath́≥matiqu≥≤icil≥(convolutionmo≤ulair≥)̀a≤≥s
oṕ≥rationssimpl≥s.En≥≥t,gr̂ac≥auxproprí≥t́≥s≤≥l’ann≥au≤≥spolyn̂om≥s≤ansl≥qu≥lNTRU
op̀≥r≥,nousavonsr≥n≤upossibl≥l≥chir≥m≥ntparl’́≥tiqu≥tt≥≤’unfaibl≥volum≥≤≥≤onń≥≥s≥n
utilisantuniqu≥m≥nt≤≥sa≤≤itions≥t≤≥s≤́≥calag≥scirculair≥s.L≥protocol≥≤’auth≥ntication
propoś≥garantitlaś≥curit́≥,laprot≥ction≤≥lavi≥priv́≥≥,≥tlascalabilit́≥(passag≥̀al’́≥ch≥ll≥).

C.3.1 NTRU
NTRU[26]≥stuncryptosyst̀≥m≥probabilist≥àcĺ≥spubliqu≥str̀≥sĺ≥g≥r,il≥stconsi≤́≥ŕ≥ŝur
parl≥sstan≤ar≤sIEEE1363.1[3]≥tX9[4].Laś≥curit́≥≤≥NTRU≥stbaś≥≥surla≤icult́≥≤≥
trouv≥rl≥pluscourtv≥ct≥ur≥tl≥v≥ct≥url≥plusproch≥≤ansunŕ≥s≥auaĺ≥atoir≥.
L≥soṕ≥rations≤≥NTRUsontŕ≥aliś≥≥s≤ansl’ann≥au≤≥polyn̂om≥ =Z[X]/(XN−1),mais
ils’int́≥r≥ss≥plusparticulì≥r≥m≥ntauxp≥titspolyn̂om≥sav≥c≤≥sco≥ci≥nts≤ans{−1,0,1}.
NTRU≤́≥nitquatr≥sous≥ns≥mbl≥s≤≥p≥titspolyn̂om≥sDf,Dg,Df,Dr≥tDm,≥t≤≥ux≥nti≥rs
p≥tqpr≥mi≥rs≥ntr≥≥ux,p≥stǵ≥ń≥ral≥m≥nt́≥gal̀a2,mais≤ansc≥rtain≥scongurationspp≥ut
≥̂tr≥unp≥titpolyn̂om≥.
Pourǵ≥ń≥r≥run≥pair≥≤≥cĺ≥s,onǵ≥ǹ≥r≥≤≥uxpolyn̂om≥sf≥tg≤ansDf≥tDg;r≥sp≥ctiv≥m≥nt,
t≥lqu≥f≥stinv≥rsibl≥mo≤uloq≥tmo≤ulop.Soi≥ntfql’inv≥rs≥≤≥fmo≤uloq≥tfpl’inv≥rs≥
≤≥fmo≤ulop.Alorslacĺ≥publiqu≥≥sth=p∗g∗fqmo≤uloq≥tlacĺ≥spriv́≥≥≥st(f,g)
Pourchir≥runm≥ssag≥m,onǵ≥ǹ≥r≥aĺ≥atoir≥m≥ntunpolyn̂om≥r∈Dr≥toncalcul≥l≥

m≥ssag≥chiŕ≥≥=r∗h+mmo≤uloq.
Pour≤́≥chir≥run m≥ssag≥≥,onutilis≥lacĺ≥spriv́≥≥(f,g)≥toncalcul≥l≥polyn̂om≥

a=f∗≥(mo≤q)=p∗r∗g+m∗fmo≤q≥tonobti≥ntsaval≥ur≤ansl’ann≥au ,puisoncalcul≥
saval≥urmo≤uloppourobt≥niramo≤ulop=m∗f mo≤ulop≥tpuisl≥m≥ssag≥mparc≥qu≥
f≥stinv≥rsibl≥mo≤uloq.
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C.3.2 L’a≤aptationpropoś≥≥
Chaqu≥́≥ĺ≥m≥ntf≤≥l’ann≥au s’́≥crit:f=(f0,f1,...,fN−1)= N−1

i=0 fixi
Lamultiplication≤ansc≥tann≥au≥stun≥convolutionmo≤uloXN −1≥tl’a≤≤itions≥fait
t≥rm≥̀at≥rm≥.C≥p≥n≤ant,c≥tann≥au≥stcycliqu≥c≥lasigni≥qu≥lamultiplicationparX≥st
≥́quival≥nt≥au≤́≥calag≥≤≥sco≥ci≥nts̀a≤roit≥parun≥position,l≥co≥ci≥nt≤≥Xi≤≥vi≥ntl≥
co≥ci≥nt≤≥Xi+1.
C≥pro≤uit≤≥convolution≥stcomm≥suit:

(f∗g)(X)=N−1
i=0
hiXi,∀0 k N−1,hk=

k

i+j≡k mo≤N
figj

Sif≥stun≤́≥calag≥circulair≥v≥rsla≤roit≥≤≥fbyi-position,l≥pro≤uitf∗g≥stla≤́≥calag≥
circulair≥v≥rsla≤roit≥≤≥f∗gpari-position.En≥≥t,la≤́≥calag≥circulair≥v≥rsla≤roit≥≤≥f
pari-position≥st≥xact≥m≥nt́≥gal≥̀aroti(f)=Xi∗f mo≤(XN−1)òuXN∗f mo≤(XN−1)=f.
Doncf∗g=Xi∗f∗gmo≤(XN−1)=Xi∗(f∗g)mo≤(XN−1)=roti(f∗g),Donc:

roti(f∗g)=roti(f)∗g (1)

Siona≤≤itionn≥f∗gav≥csa≤́≥calag≥̀a≤roit≥pari-position(1),onobti≥nt:f∗g+roti(f∗g)=
f∗g+Xi∗f∗gmo≤(XN−1)=(f+Xi∗f)∗gmo≤(XN−1)=(f+roti(f))∗g,puis:

f∗g+roti(f∗g)=(f+roti(f))∗g (2)

Chaqu≥co≥ci≥nt≤’unpolyn̂om≥≤≥ ≥stinf́≥ri≥ur̀aqc≥lasigni≥qu’ils’́≥critsurlog2(q−1)
bits. Doncchaqu≥≤́≥calag≥≤≥r∗h mo≤uloqpars-bitòus≥st multipl≥≤≥ log2(q−1),
corr≥spon≤̀aunnouv≥aupro≤uitr∗hmo≤uloqòur≥stl≥≤́≥calag≥circulair≥v≥rsla≤roit≥≤≥
rpars-bit,≥tl’a≤≤ition≤’unpro≤uit≥tson≤́≥calag≥r∗h+rots(r∗h)mo≤uloqcorr≥spon≤à
unnouv≥aupro≤uitrs∗hmo≤uloqòurs=r+r.
Doncsiun≥́≥tiqu≥tt≥poss̀≥≤≥≤anssaḿ≥moir≥unpro≤uitr∗hmo≤uloq,≥ll≥p≥utfacil≥m≥nt
calcul≥runnouv≥aupro≤uitrs∗hmo≤uloq≥nutilisant≤≥sa≤≤itions≥t≤≥s≤́≥calag≥s.

C.3.3 L≥protocol≥≤’auth≥ntication
Comm≥≤́≥critlaFigur≥C.11,surlabas≥≤≥snotationsin≤iqú≥≥sauTabl≥auC.5,un≥fois
l’́≥tiqu≥tt≥int≥rroǵ≥≥parl≥l≥ct≥ur,≥ll≥ǵ≥ǹ≥r≥un≥val≥uraĺ≥atoir≥M ≥nutilisantun≥fonction
≤≥hachag≥ŕ≥it́≥ŕ≥≥,≥t≥nsuit≥≥ll≥construitunpolyn̂om≥binair≥m (chall≥ng≥)àpartir≤u
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r∗h(mo≤q) D́≥sigń≥parr∗h
r∗h(mo≤q) D́≥sigń≥parr∗h
⊕ Oṕ≥rat≥urOU≥xclusif
HW(x) Poi≤s≤≥Hamming≤≥x
rot(x,y) D́≥calag≥circulair≥v≥rsla≤roit≥surxparHW(y)
rot−1(x,y) D́≥calag≥circulair≥v≥rslagauch≥surxparHW(y)
rot(x,Ky) D́≥calag≥circulair≥v≥rsla≤roit≥surxparK foisHW(y)
x laparti≥≥ntì≥r≥par≥xc̀≥s≤≥x
Hkt() Co≤≥≤’auth≥ntication≤≥m≥ssag≥baś≥surl≥hachag≥(HMAC)
kt Cĺ≥s≥cr̀≥t≥àlongt≥rm≥
x[0,s−1] L≥ssbitsl≥smoinssignicatifs≤≥x

Tabl≥C.5:Notations.

M,puis≥ll≥ǵ≥ǹ≥r≥unnouv≥aupro≤uitrs∗h(cf.S≥ctionC.3.2)qu’≥ll≥utilis≥pourchir≥rl≥
chall≥ng≥m.Ensuit≥,l’́≥tiqu≥tt≥≥nvoi≥aul≥ct≥url≥m≥ssag≥≥1qui≥stl≥chiŕ≥≤≥m.Apr̀≥s
avoirr≥̧culaŕ≥pons≥≤≥l’́≥tiqu≥tt≥,l≥l≥ct≥ur≤́≥chir≥≥1mo≤uloq≥nutilisantsacĺ≥spriv́≥≥
≥tŕ≥cup̀≥r≥l≥chall≥ng≥m,≥nsuit≥ilcalcul≥≥t≥nvoi≥̀al’́≥tiqu≥tt≥≥2=rot(rs∗h,rs∗h)⊕(r∗h)
≥t≥3=HM(r∗h).Si≥3≥stcorr≥ct≥,l’́≥tiqu≥tt≥m≥tàjourlaval≥ur≤ur∗h≥nlar≥mpla̧cant
parlanouv≥ll≥val≥urr∗hcalcuĺ≥≥parl≥l≥ct≥ur.Ensuit≥,l’́≥tiqu≥tt≥utilis≥lanouv≥ll≥val≥ur
r∗hpourchir≥rl≥ŕ≥sultat≤≥OU≥xclusif≤≥soni≤≥ntit́≥i≤av≥cl≥chall≥ng≥m.L≥l≥ct≥ur
ŕ≥cup̀≥r≥l’i≤≥ntit́≥≤≥l’́≥tiqu≥tt≥≥ncalculanti≤=(≥4−rs∗h)⊕m≥tnonpas≥n≤́≥chirantl≥
m≥ssag≥≥4av≥clacĺ≥priv́≥≥pouŕ≥vit≥rl≥sattaqu≥sparr≥j≥u.

L≥ct≥ur/S≥rv≥ur Étiqu≥tt≥

h≥llo−→ trouv≥rr∗h,kt,M,calcul≥r
M←Hkt(M),m=B2P(M),rt=M[0,s−1],rs∗h=r∗h+rot(r∗h,log2(q−1) rt)

≤́≥chir≥r≥1(mo≤q),trouv≥rm ≥1←− ≥1=rs∗h+m,r∗h←rot(r∗h,log2(q−1) rt)

choisirr∈Dr,calcul≥r
≥2=rot(rs∗h,rs∗h)⊕(r∗h)
≥t≥3=HM(r∗h) ≥2,≥3−→ trouv≥rr∗h=≥2⊕rot(rs∗h,rs∗h),v́≥ri≥r≥3,

calcul≥rrs∗h=r∗h+rot(r∗h,log2(q−1) M),

trouv≥ri≤=(≥4−rs∗h)⊕m ≥4←− ≥4=rs∗h+i≤⊕m,
r∗h←r∗h

Figur≥C.11:L≥protocol≥≤’auth≥nticationpropoś≥≥pourp=2

C.3.4 L’analys≥≤≥ś≥curit́≥≤uprotocol≥
Laŕ≥sistanc≥≤uprotocol≥propoś≥auxattaqu≥s≥st≤ir≥ct≥m≥nt≤́≥riv́≥≥≤≥sproprí≥t́≥s≤≥NTRU
≥t≤uHMAC.L’attaquant≥stsuppoś≥s≥comport≥rs≥lonl≥mo≤̀≥l≥≤≥Dol≥v-Yao,c’≥st̀a≤ir≥
avoirl≥pl≥incontr̂ol≥surl≥canalsanslpourr≥jou≥r,mo≤i≥r≥t≥nr≥gistr≥r≤≥sm≥ssag≥s
≥́chanǵ≥s.
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•L’attaqu≥parr≥j≥u:chaqu≥s≥ssion≤’auth≥ntication≥stp≥rsonnaliś≥≥av≥c≤≥sval≥urs
ps≥u≤osaĺ≥atoir≥sm,rs∗h≥tr∗hǵ≥ń≥ŕ≥≥sparl’́≥tiqu≥tt≥≥tl≥l≥ct≥ur,c≥quir≥n≤l≥
protocol≥ŕ≥sistantauxattaqu≥sparr≥j≥u.

•L’attaqu≥≤≥l’homm≥≤umili≥u:l≥but≤≥l’attaquant≥st≤≥pass≥rpourun≥́≥tiqu≥tt≥ou
unl≥ct≥urĺ≥gitim≥.C≥p≥n≤ant,l’attaquantn≥p≥utpasprot≥r≤≥smo≤icationsqu≥nous
avonsintro≤uit≥ssurNTRUpourl≥cass≥r,comm≥l≥montr≥las≥ction3.4.1.C≥p≥n≤ant,
l≥nombr≥≤≥srs∗hqu≥l’́≥tiqu≥tt≥p≥utǵ≥ń≥r≥r≥ntr≥≤≥uxs≥ssions≤’auth≥nticationà
partir≤’un≥s≥ul≥val≥urr∗h≥stlimit́≥̀a1/2(N+N2),maisl≥faitqu≥l’́≥tiqu≥tt≥chir≥
unchall≥ng≥ps≥u≤oaĺ≥atoir≥,c≥la≥mp̂≥ch≥l’attaquant≤≥cass≥rl≥sch́≥ma≤ansunt≥mps
raisonnabl≥. Unmoy≥n≤’accrôıtr≥l≥nombr≥≤≥rs∗hqu≥l’́≥tiqu≥tt≥p≥utǵ≥ń≥r≥r≥ntr≥
l≥ss≥ssions≤’auth≥nticationmutu≥ll≥s,consist≥àstock≥rplusi≥ursval≥urs≤≥r∗hsur
l’́≥tiqu≥tt≥≤≥t≥ll≥fa̧conqu≥l’́≥tiqu≥tt≥utilis≥≤≥fa̧conaĺ≥atoir≥l’un≤’≥uxàchaqu≥
t≥ntativ≥≤’auth≥ntication.

•L’attaqu≥par≤́≥ni≤≥s≥rvic≥:c≥tt≥attaqu≥consist≥à≤́≥synchronis≥rl’́≥tiqu≥tt≥≥tl≥
l≥ct≥ur≥n≤́≥livrantàl’́≥tiqu≥tt≥un≥val≥urincorr≥ct≥≤upro≤uitr∗h≥nmo≤iantl≥
m≥ssag≥≥2. C≥p≥n≤ant,tout≥mo≤ication≤≥c≥m≥ssag≥s≥ra≤́≥t≥ct́≥ń≥c≥ssair≥m≥nt
gr̂ac≥auxHMACauniv≥au≤um≥ssag≥≥3quiauth≥nti≥≥2≥tquin≥p≥ut̂≥tr≥calcuĺ≥
qu≥parunl≥ct≥urĺ≥gitim≥quiposs̀≥≤≥lacĺ≥priv́≥≥(f,g),c≥quir≥n≤l≥protocol≥ŕ≥sistant
auxattaqu≥spar≤́≥nis≤≥s≥rvic≥s.

•Laprot≥ction≤≥lavi≥priv́≥≥:laŕ≥pons≥≤≥l’́≥tiqu≥tt≥≥1,≥st≤i≥́r≥nt≥̀achaqu≥t≥ntativ≥
≤’auth≥ntication,c≥quir≥n≤l≥protocol≥support≥laprot≥ction≤≥lavi≥priv́≥≥.

C.3.5 Évaluation≤≥sp≥rformanc≥s
C≥protocol≥≥stsṕ≥cial≥m≥ntcoņcupourl≥ssyst̀≥m≥sRFIDàbascôutspuisqu≥tout≥sl≥s
oṕ≥rationscôut≥us≥s≥nr≥ssourc≥scomm≥la multiplication≥tlaǵ≥ń≥ration≤≥spolyn̂om≥s,
l≥calculmo≤ulair≥,≥tc.sontŕ≥aliś≥≥sauniv≥au≤ul≥ct≥ur/s≥rv≥urquiimpĺ≥m≥nt≥NTRU,
c≥≤≥rni≥r≥stconsi≤́≥ŕ≥parmil≥scryptosyst̀≥m≥sl≥splusĺ≥g≥rs. Ainsilacharg≥≤≥calcul
≤≥l’́≥tiqu≥tt≥≥stlimit́≥≥à log2(q−1)(N+S/2)oṕ≥rations≤≥≤́≥calag≥,qu≥lqu≥sa≤≤itions
simpl≥s,calcul≤≥≤≥uxval≥ursHMAC≥nutilisantun≥fonction≤≥hachag≥ĺ≥g̀≥r≥,≥tn+NOU
≥xclusifoṕ≥rations.D’autr≥part,l≥l≥ct≥ur/s≥rv≥urimpĺ≥m≥nt≥≤≥soṕ≥rationssimpl≥scomm≥
l≥salgorithm≥s≤≥chir≥m≥nt≥t≤≥≤́≥chir≥m≥nt≤≥NTRU.
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C.4 D≥sapproch≥s≤’i≤≥nticationà≤ivulgationnull≥≤≥con-
naissanc≥

L≥sprotocol≥s≤’auth≥nticationl≥splusutiliś≥≥saujour≤’huis≥bas≥ntsurunpartag≥≤’un≥
cĺ≥s≥cr̀≥t≥(i≤≥ntit́≥)≥ntr≥≤≥ux≥ntit́≥s(v́≥ricat≥ur≥tprouv≥ur)≥tl’utilisation≤≥salgorithm≥s
≤≥chir≥m≥ntsyḿ≥triqu≥souasyḿ≥triqu≥s,fonctions≤≥hachag≥s.Doncl’i≤≥ntit́≥≥stprouv́≥≥
parl’asp≥cts≥cr≥t≤≥lacĺ≥spartaǵ≥≥c≥quilar≥n≤critiqu≥,parc≥qu≥siun≥troisì≥m≥≥ntit́≥
obti≥ntlacĺ≥s≥cr̀≥t≥,≥ll≥p≥utpass≥rpourl’≥ntit́≥ĺ≥gitim≥.Lacon≤≥ntialit́≥≤≥l’information
≥stprobĺ≥matiqu≥≤ansl≥ssyst̀≥m≥slarg≥s≥t≤istribú≥scomm≥b≥aucoup≤≥ssyst̀≥m≥sRFID.
D≥plus,ilnyapas≤≥garanti≥qu≥l’≥ntit́≥v́≥ricatric≥n≥soitpasmalv≥illant≥.
C≥slimit≥s≤≥sapproch≥stra≤itionn≥ll≥sontcon≤uit̀ala≤́≥couv≥rt≥≤≥sprotocol≥s≤’i≤≥ntication
connussousl≥nom protocol≥sà≤ivulgationnull≥≤≥connaissanc≥ quin≥ń≥c≥ssit≥ntpasun
partag≥≤≥cĺ≥ss≥cr̀≥t≥c-̀a-≤qu≥l≥prouv≥ur≥stcapabl≥≤≥convaincr≥l≥v́≥ricat≥urqu’ilti≥nt
lacĺ≥ss≥cr̀≥t≥sansŕ≥v́≥l≥run≥informationsurc≥lui-ci.
C≥typ≥≤≥protocol≥s≥sttr̀≥sutil≥pourb≥aucoup≤≥sapplicationsRFIDòul≥syst̀≥m≥qui
p≥utauth≥nti≥rl’́≥tiqu≥tt≥n≥p≥utpas≥̂tr≥≤́≥t≥rmin≥ràl’avanc≥par≥x≥mpl≥àcaus≥≤≥la
mobilit́≥≤≥ś≥tiqu≥tt≥s≤ansb≥aucoup≤≥sapplicationsc-̀a-≤qu’iln’yapas≤≥garanti≥qu≥l≥
v́≥ricat≥urn≥soitpasmalv≥illant. C≥p≥n≤ant,l≥sprotocol≥sà≤ivulgationnull≥≤≥connais-
sanc≥ontlaŕ≥putation≤’̂≥tr≥tr̀≥scôut≥ux≥nt≥rm≥s≤≥r≥ssourc≥sc≥quil≥sr≥n≤,t≥lqu’ils
sont,inapproprí≥spourl≥ś≥tiqu≥tt≥sRFID̀abascôuts.
Nousproposons≤≥uxapproch≥s≤’i≤≥nticatioǹa≤ivulgationnull≥≤≥connaissanc≥baś≥≥ssurl≥
protocol≥sGPS≥tGPSran≤omiś≥.L≥sapproch≥spropoś≥≥sconsist≥nt̀astock≥rsurl≥s≥rv≥ur
≤≥sval≥urspŕ≥-calcuĺ≥≥ssouslaform≥≤≥scoupons.
L’i≤́≥≥a≤≥uxavantag≥smaj≥urs. Pr≥mì≥r≥m≥nt,l≥scouponssontstocḱ≥ssurl≥s≥rv≥ur≥t
nonpassurl≥s≥́tiqu≥tt≥s,≤oncl’approch≥baś≥≥surGPSp≥utsupport≥rlaprot≥ction≤≥la
vi≥priv́≥≥≥tl≥nombr≥≤≥couponsp≥ut̂≥tr≥b≥aucoupplusimportantqu≥≤ansl≥sautr≥sap-
proch≥scon≤uisantainsìaun≥plusgran≤≥ŕ≥sistanc≥auxattaqu≥spar≤́≥ni≤≥s≥rvic≥pour≤≥s
≥́tiqu≥tt≥sàplusfaibl≥côut,≥tl≥scouponsconsomḿ≥sp≥uv≥nt̂≥tr≥facil≥m≥ntr≥mplać≥spar
≤≥nouv≥aux. D≥uxì≥m≥m≥nt,l’́≥tiqu≥tt≥support≥≤≥soṕ≥rationssimpl≥s≤≥s≥nti≥rs:un≥ou
≤≥uxǵ≥ń≥rationsnombr≥ps≥u≤o-aĺ≥atoir≥s≥t≤≥uxoutroisoṕ≥rationssur≤≥s≥nti≥rssimpl≥s
s≥lonlavariant≥(GPSouGPSran≤omiś≥).Àc≥titr≥,l’impĺ≥m≥ntationp≥uts≥fair≥≥nmoins
≤≥1000GE(Gat≥Equival≥nts).
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C.4.1 LaRFID≥tl≥sprotocol≥sà≤ivulgationnull≥≤≥connaissanc≥
Plusi≥ursprotocol≥s≤’i≤≥nticatioǹa≤ivulgationnull≥≤≥connaissanc≥ont́≥t́≥propoś≥scomm≥
l≥protocol≥Fiat-Shamir[17],Guillou-Quisquat≥r[24],St≥rn[51],Schnorr[48],≥tGPS[21].L≥s
mi≥uxconnu≥s≥tl≥splus≥cac≥s≥nt≥rm≥≤≥transmissionsontGuillou-Quisquat≥r≥tSchnorr
quisontbaś≥ssurl≥probl̀≥m≥≤≥factorisation≥tl≥probl̀≥m≥≤ulogarithm≥≤iscr≥t;r≥sp≥ctiv≥-
m≥nt.
L≥sapproch≥sĺ≥g̀≥r≥s̀a≤ivulgationnull≥≤≥connaissanc≥n’ontpaś≥t́≥bi≥ń≥tu≤í≥≥sparl≥s

ch≥rch≥urs,s≥ul≥squ≥lqu≥sapproch≥sont≥́t́≥propoś≥≥s≤anslalitt́≥ratur≥.Ànotr≥connais-
sanc≥,l≥plus≥nvisag≥abl≥parmitout≥sl≥st≥ntativ≥s≤anslalitt́≥ratur≥≥stl’approch≥GPSav≥c
coupons[19]≤́≥riv́≥≥≤uGPS≥tqui≥stbaś≥≥suruncompromis≥ntr≥l≥niv≥au≤≥laś≥curit́≥≥t
lacapacit́≥≤≥stockag≥≤≥l’́≥tiqu≥tt≥.C≥p≥n≤ant,pourunniv≥aumo≤́≥ŕ≥≤≥ś≥curit́≥,lacharg≥
≤≥stockag≥≤≥man≤́≥≥ssurl’́≥tiqu≥tt≥≥stau-≤≥l̀a≤≥scapacit́≥s≤≥ś≥tiqu≥tt≥sRFID̀abascôuts.
Lavariant≥≤uGPSutilisantlacryptographi≥̀abas≥≤≥courb≥s≥lliptiqu≥s≥stillustŕ≥≥≤ansla
Figur≥C.12

param̀≥tr≥s:(EC,+)un≥courb≥≥lliptiqu≥
Punpoint≤uEC
A,B≥tStrois≥nti≥rst≥lqu≥A B.S

Lacĺ≥spriv́≥≥:s∈ [0,S[
Lacĺ≥spubliqu≥:V=−sP

Étiqu≥tt≥ L≥ct≥ur/S≥rv≥ur

choisirr∈R [0, A[,calcul≥rX=rP X−→ choisirc∈R [0, B[

v́≥ri≥rc∈[0, B[ c←−

calcul≥ry=ri+s×c y−→ v́≥ri≥ry∈[0,A+(B−1)×(S−1)[,

≥tyP+cV=X

Figur≥C.12:GPSutilisantlacryptographi≥̀abas≥≤≥courb≥s≥lliptiqu≥s[21]

C≥p≥n≤ant,l≥protocol≥GPSn≥p≥utpasorirlavi≥priv́≥≥,m̂≥m≥sil’́≥tiqu≥tt≥n≥r≥nvoi≥
passacĺ≥publiqu≥aul≥ct≥urparc≥qu≥sil’attaquantint≥rrog≥l≥tag≥nutilisantl≥ m̂≥m≥
chall≥ng≥c,ilp≥utcalcul≥ryP−X=c(sP)qui≥stun≥constant≥caract́≥risantchaqu≥́≥tiqu≥tt≥.
C≥quip≥rm≥tàuna≤v≥rsair≥≤≥trac≥rl’́≥tiqu≥tt≥. Un≥variant≥ran≤omiś≥≥quigaranti≥la
prot≥ction≤≥lavi≥priv́≥≥a≥́t́≥propoś≥≥parBring≥r≥tal.[9].La≤i≥́r≥nc≥av≥cl≥sch́≥ma
GPS≤’origin≥≥stqu≥l≥GPSran≤omiś≥ń≥c≥ssit≥≤≥uxmultiplications≤’unpoint≤≥lacourb≥
parunscalair≥auli≥u≤’uns≥ul≤ansl≥sch́≥maGPS.L≥calcul≤upointsuppĺ≥m≥ntair≥X
≤≥lacourb≥≥lliptiqu≥àpartir≤≥lacĺ≥spubliqu≥≤uv́≥ricat≥urU=tPassur≥qu≥s≥ull≥
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v́≥ricat≥urquiposs̀≥≤≥lacĺ≥priv́≥≥tp≥utfair≥lav́≥ricationcomm≥l≥montr≥laFigur≥C.13.
param̀≥tr≥s:(EC,+)un≥courb≥≥lliptiqu≥
Punpoint≤uEC
A,Ban≤Strois≥nti≥rst≥lqu≥A B.S

Cĺ≥spriv́≥≥≤≥l’́≥tiqu≥tt≥:s∈ [0,S[ Cĺ≥spriv́≥≥≤ul≥ct≥ur:t
Cĺ≥spubliqu≥≤≥l’́≥tiqu≥tt≥:V=−sP Cĺ≥spubliqu≥≤ul≥ct≥ur:U=tP

Étiqu≥tt≥ L≥ct≥ur/S≥rv≥ur

choisirr,r∈R [0, A[,

calcul≥rX=rP≥tX =rU X, X−→ choisirc∈R [0, B[

v́≥ri≥rc∈[0, B[ c←−

calcul≥ry=r+r+s×c y−→ v́≥ri≥ry∈[0,2A+(B−1)×(S−1)−1[,

≥tc−1(yP−X−t−1X )=−V

Figur≥C.13:GPSran≤omiś≥≥utilisantlacryptographi≥̀abas≥≤≥courb≥s≥lliptiqu≥s[9]

C≥p≥n≤ant,GPS≥tGPSran≤omiś≥≥n≥p≥uv≥ntpaŝ≥tr≥impĺ≥m≥nt́≥ssurl≥ś≥tiqu≥tt≥sRFID
àbascôuts≥nraison≤≥simportant≥sr≥ssourc≥sr≥quis≥spourl’oṕ≥ration≤≥multiplication≤’un
point≤≥lacourb≥parunscalair≥.

C.4.2 L≥sapproch≥spropoś≥≥s
L≥sapproch≥spropoś≥≥ssontbaś≥≥ssurGPS≥tGPSran≤omiś≥≥sṕ≥cial≥m≥ntcoņcuspourl≥s
≥́tiqu≥tt≥sRFIDàbascôuts.Ils’agit≤≥ŕ≥alis≥runpŕ≥-calculan≤≥ǵ≥ń≥r≥r≤≥scouponsqui
s≥rontstocḱ≥sauniv≥au≤≥labas≥≤≥≤onń≥≥s.
L≥principalavantag≥≤≥nosapproch≥sparrapportauGPSav≥c≤≥scoupons≥stqu≥lavariant≥
propoś≥≥baś≥≥surGPSp≥utgarantirlaprot≥ction≤≥lavi≥priv́≥≥≥tl≥faitqu≥lacharg≥≤≥
stockag≥≥stsupport́≥parl≥s≥rv≥ur≥tpasparl’́≥tiqu≥tt≥.Parconś≥qu≥nt,l≥nombr≥≤≥coupons
p≥ut≥̂tr≥c≥ntfoisouplusl≥nombr≥≤≥coupons≤uGPSav≥ccoupons,tout≥nŕ≥≤uisantl≥
côut≤≥ś≥tiqu≥tt≥s.
Dansnosapproch≥s,l≥ś≥tiqu≥tt≥sontb≥soinuniqu≥m≥nt≤’impĺ≥m≥nt≥runǵ≥ń≥rat≥ur≤≥

nombr≥ps≥u≤o-aĺ≥atoir≥≤́≥t≥rminist≥(PRNG)av≥cun≥grain≥s≥cr̀≥t≥aĺ≥atoir≥(comm≥≤ans
l≥GPSav≥c≤≥scoupons)≥t≤≥soṕ≥rationssimpl≥ssur≤≥s≥nti≥rs(a≤≤ition≥tmultiplication),
≤≥stock≥run≥cĺ≥s≥cr̀≥t≥s.Not≥zqu≥pourchaqu≥́≥tiqu≥tt≥,l≥scouponsstocḱ≥ssurl≥s≥rv≥ur
sontcalcuĺ≥sparunti≥rs≤≥conanc≥,par≥x≥mpl≥,≥nutilisantl≥m̂≥m≥PRNGqu≥c≥lui≤≥
l’́≥tiqu≥tt≥≥tav≥clam̂≥m≥grain≥s≥cr̀≥t≥.
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C.4.2.1 GPS+:l’approch≥baś≥≥surGPS

Comm≥l≥montr≥laFigur≥C.15,l≥l≥ct≥urint≥rrog≥l’́≥tiqu≥tt≥≥nutilisantunchall≥ng≥c.
Apr̀≥savoirr≥̧cul≥chall≥ng≥≤ul≥ct≥ur,l’́≥tiqu≥tt≥v́≥ri≥qu≥c∈[0,B[≥tŕ≥ǵ≥ǹ≥r≥un≥nouv≥ll≥
val≥urps≥u≤o-aĺ≥atoir≥ri∈[0,A[òu0 i n−1,≥ll≥calcul≥≥t≥nvoi≥aul≥ct≥urlaŕ≥pons≥
y=ri+s×c.
Onrapp≥lqu≥l’́≥tiqu≥tt≥utilis≥unǵ≥ń≥rat≥ur≤≥snombr≥sps≥u≤oaĺ≥atoir≥s≤́≥t≥rminist≥.
Un≥foislaŕ≥pons≥≤≥l’́≥tiqu≥tt≥r≥̧cu≥,l≥l≥ct≥ur/s≥rv≥urch≥rch≥≤anssabas≥≤≥≤onń≥≥sun≥
cĺ≥spubliqu≥Vquisatist̀alafoisyP+cV=(ri+s×c)P−c(sP)=riP≥tl≥ŕ≥sultantriPsoit
uncouponassocí≥assocí≥̀alacĺ≥spubliqu≥V.Sinon,l≥l≥ct≥urint≥rromptlas≥ssionconcluant
qu≥l’́≥tiqu≥tt≥≥stilĺ≥gitim≥.

param̀≥tr≥s:(EC,+)un≥courb≥≥lliptiqu≥
Punpoint≤uEC
A,B≥tStrois≥nti≥rst≥lqu≥A B.S

Cĺ≥ss≥cr̀≥t≥:s∈ [0,S[
Cĺ≥spubliqu≥:V=−sP

Étiqu≥tt≥ L≥ct≥ur/S≥rv≥ur

Calcul≤≥scouponspourlabas≥≤≥≤onń≥≥s(L≥ct≥ur/S≥rv≥ur)

Pour0 i n−1
Soitri=PRNGk(i)òuri∈[0, A[,Xi=riP

Stock≥rl≥coupon<Xi>≤anslabas≥≤≥≤onń≥≥s(DB)

L≥protocol≥utilisantl≥PRNG≤≥l’́≥tiqu≥tt≥

V́≥ri≥rc∈[0, B[ c←− Choisirc∈R [0, B[

Aut≥ntativ≥i,ŕ≥ǵ≥ń≥r≥rri∈]0, A[,

Calcul≥ry=ri+s×c y−→ V́≥ri≥ry∈[0,A+(B−1)×(S−1)[,

≥tyP+cV=riP∈DB(V)

Figur≥C.14:GPS+:l’approch≥baś≥≥surGPS

L≥ssṕ≥cications≤≥GPS≤́≥niss≥ntl’or≤r≥≤≥gran≤≥ur≤≥≤i≥́r≥ntparam̀≥tr≥scomm≥suit:
•s≥staumoins160bits≤≥long(i.≥.S 2160)

•c≥st≤≥16,32,64bits≤≥long(i.≥.B=216,232ou264)

• signi≥64ou80bits≤≥plus,ri≥st≤≥240,256ou288bits≤≥long(i.≥.A=2240,2256
ou2288)

Il≥st̀anot≥rqu≥si≤≥schall≥ng≥sav≥cunfaibl≥poi≤s≤≥Hammingsontutiliś≥s,l≥chall≥ng≥c
p≥ut̂≥tr≥pluslong,≥nviron860bitscomm≥montŕ≥≤ans[38].

84



C.4.2.2 GPS++:l’approch≥baś≥≥surGPSran≤omiś≥

Comm≥l≥montr≥laFigur≥C.15,c≥tt≥approch≥≥sttr̀≥ssimilair≥̀al’approch≥GPS+≥tilsup-
port≥laprot≥ction≤≥lavi≥priv́≥m̂≥m≥sil≥scouponssontconnusàl’a≤v≥rsair≥.C≥p≥n≤ant,
lacharg≥≤ustockag≥≤us≥rv≥ur≥st≤≥uxfoisplusimportant≥qu≥≤ansGPS+.
L≥l≥ct≥urint≥rrog≥l’́≥tiqu≥tt≥≥nutilisantunchall≥ng≥c.Pourŕ≥pon≤r≥aul≥ct≥ur,l’́≥tiqu≥tt≥
ǵ≥ǹ≥r≥≤≥uxnombr≥sps≥u≤oaĺ≥atoir≥ri≥tri≥nutilisantsonǵ≥ń≥rat≥ur≤́≥t≥rminist≥,≥t≥ll≥
calcul≥≥t≥nvoi≥aul≥ct≥urlaŕ≥pons≥y= r+ri+s×còus≥stsacĺ≥ss≥cr̀≥t≥. Apr̀≥s
avoirr≥̧culaŕ≥pons≥≤≥l’́≥tiqu≥tt≥,l≥l≥ct≥urch≥rch≥uncoupon<X, X >≥tv́≥ri≥qu≥
−c−1(yP−X−t−1X)≥stun≥cĺ≥spubliqu≥assocí≥aucoupon<X, X >≤anslabas≥≤≥
≤onń≥≥s.En≥≥ts≥ull≥l≥ct≥urĺ≥gitim≥quiposs̀≥≤≥lacĺ≥spriv́≥≥tp≥utfair≥lav́≥rication
suivant≥:
−c−1(yP−X−t−1X)=−c−1((ri+ri+s×c)P−riP−t−1(ritP))

=−c−1((ri+s×c)P−riP)
=−sP=V.

param̀≥tr≥s:(EC,+)un≥courb≥≥lliptiqu≥
Punpoint≤uEC
A,Ban≤Strois≥nti≥rst≥lqu≥A B.S

Cĺ≥ss≥cr̀≥t≥≤≥l’́≥tiqu≥tt≥:s∈ [0,S[ Cĺ≥ss≥cr̀≥t≥≤ul≥ct≥ur:t
Cĺ≥spubliqu≥≤≥l’́≥tiqu≥tt≥:V=−sP Cĺ≥spubliqu≥≤ul≥ct≥ur:U=tP

Tag R≥a≤≥r/Back-≥n≤

Calcul≤≥scouponspourlabas≥≤≥≤onń≥≥s(L≥ct≥ur/S≥rv≥ur)

Pour0 i n−1
j=0
Soitri=PRNGk(2j),ri=PRNGk(2j+1)

òuri,ri∈[0, A[
Xi=riP,Xi=riU

Stock≥rl≥coupon<Xi, Xi>≤anslabas≥≤≥≤onń≥≥s(DB)j←j+1

L≥protocol≥utilisantl≥PRNG≤≥l’́≥tiqu≥tt≥

V́≥ri≥rc∈[0, B[ c←− Choisirc∈R [0, B[

Aut≥ntativ≥iŕ≥ǵ≥ń≥r≥rri≥tri

Calcul≥ry=ri+ri+s×c y−→ V́≥ri≥ry∈[0,2A+(B−1)×(S−1)−1[,

Trouv≥rl≥coupons<X, X >t≥lqu≥
c−1(yP−X−t−1X )=−V ∈DB

Figur≥C.15:GPS++:l’approch≥baś≥≥surGPSran≤omiś≥
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C.4.3 L’analys≥≤≥ś≥curit́≥≤≥sapproch≥s
L’attaquant≥stsuppoś≥s≥comport≥rs≥lonl≥mo≤̀≥l≥≤≥Dol≥v-Yao,c’≥stà≤ir≥avoirl≥pl≥in
contr̂ol≥surl≥canalsanslpourr≥jou≥r,mo≤i≥r≥t≥nr≥gistr≥r≤≥sm≥ssag≥ś≥chanǵ≥s.
Dansl≥sapproch≥spropoś≥≥s,noussupprimonsjust≥l≥pr≥mi≥rm≥ssag≥≤ansGPS≥tGPS
ran≤omiś≥,≤onclaś≥curit́≥n’≥stpasaaibli≥≥tlaproprí≥t́≥≤≥≤ivulgationnull≥≥stcons≥rv́≥≥.
L’analys≥quisuit≥stvalabl≥pourGPS+≥tGPS++.

•L’attaqu≥parr≥j≥u:pourchaqu≥s≥ssion≤’i≤≥ntication,l≥ct≥ur≥tl’́≥tiqu≥tt≥ǵ≥ǹ≥r≥nt
≤≥nouv≥ll≥sval≥ursps≥u≤o-aĺ≥atoir≥sc≥tri,r≥sp≥ctiv≥m≥nt,c≥quir≥n≤chaqu≥s≥ssion
p≥rsonnaliś≥≥.Lap≥rsonnalisation≤≥l’́≥tiqu≥tt≥≥st≤≥1/Blòul≥stl≥nombr≥≤≥stours
≤uprotocol≥. Pourgarantiruntr̀≥shautniv≥au≤≥ś≥curit́≥,l≥l≥ct≥urp≥utŕ≥ṕ≥t≥rl≥
protocol≥lfois≤≥t≥ll≥fa̧conqu≥Bl 280.SiB=232,3tours≤uprotocol≥assur≥ntun
niv≥au≤≥ś≥curit́≥suṕ≥ri≥ur̀a80bits.C≥p≥n≤ant,pourb≥aucoup≤≥sapplicationsRFID,
uns≥ultour≥stsusant.

•L’attaqu≥≤≥l’homm≥≤umili≥u:pourqu’unattaquantsoiti≤≥nti≥́comm≥un≥́≥tiqu≥tt≥
ĺ≥gitim≥,il≤oitǵ≥ń≥r≥runm≥ssag≥vali≤≥your≥trouv≥rlacĺ≥s≥cr̀≥t≥s≤≥l’́≥tiqu≥tt≥.
C≥p≥n≤ant,l’attaquantn≥p≥utpaspro≤uir≥unm≥ssag≥vali≤≥y≥nutilisantl≥sm≥ssag≥s
≥́chanǵ≥sauparavantgr̂ac≥auchall≥ng≥cǵ≥ń≥ŕ≥parl≥l≥ct≥urluim̂≥m≥.
L’attaquantn≥p≥utpasnonplusŕ≥cuṕ≥r≥rlacĺ≥s≥cr̀≥t≥s̀apartir≤≥sm≥ssag≥ś≥chanǵ≥s
≥ntr≥l’́≥tiqu≥tt≥≥tl≥l≥ct≥urparc≥qu≥l≥probl̀≥m≥≤ulogarithm≥≤iscr≥tsurl≥scourb≥s
≥lliptiqu≥s≥stsuppoś≥≤icil≥.

•Laprot≥ction≤≥lavi≥priv́≥≥:pourGPS+onsuppos≥qu≥l’attaquantn’apasacc̀≥saux
coupons,sinonl≥protocol≥n≥p≥utpassupport≥rlaprot≥ction≤≥lavi≥priv́≥≥comm≥
c’≥staussil≥caspourGPS≥tGPSav≥ccoupons.
Laŕ≥pons≥≤≥l’́≥tiqu≥tt≥≤ansGPS+≥stin≤istinguabl≥c≥quisigni≥qu≥GPS+support≥
laprot≥ction≤≥lavi≥priv́≥≥.
GPS++support≥laprot≥ction≤≥lavi≥priv́≥≥ m̂≥m≥sil≥scouponssontpubliqu≥m≥nt
connus,carGPSran≤omiś≥garanti≥untr̀≥shautniv≥au≤≥prot≥ction≤≥lavi≥priv́≥≥.

C.4.4 Évaluation≤≥sp≥rformanc≥s
Chacun≥≤≥sapproch≥propoś≥≥s≥stcompoś≥≥≤≥≤≥ux́≥tap≥suniqu≥m≥nt.Tout≥sl≥soṕ≥rations
côut≥us≥scomm≥lamultiplicationscalair≥-point,stockag≥≤≥scouponssontŕ≥aliś≥≥sauniv≥au
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≤us≥rv≥ur.
L’́≥tiqu≥tt≥impĺ≥m≥nt≥uniqu≥m≥ntunǵ≥ń≥rat≥ur≤́≥t≥rminist≥≤≥snombr≥sps≥u≤o-aĺ≥atoir≥≥t
≤≥ssimpl≥soṕ≥rationssur≤≥s≥nti≥rs:multiplications≥ta≤≤itions.
Comm≥GPS+ń≥c≥ssit≥moins≤≥r≥ssourc≥ssurl’́≥tiqu≥tt≥qu≥l≥GPSav≥ccoupons,ilp≥ut
≥̂tr≥impĺ≥m≥nt́≥≥≥nmoins≤≥1000GE≥nutilisant≤≥schall≥ng≥sav≥cunfaibl≥poi≤s≤≥Ham-
ming,comm≥l≥montr≥ntMcLoon≥≥tal.[39].L’approch≥GPS++ń≥c≥ssit≥un≥quantit́≥≤≥s
r≥ssourc≥ssurl’́≥tiqu≥tt≥similair≥auGPS+,cariln’apasb≥soin≤≥primitiv≥ssuppĺ≥m≥ntair≥s,
s≥ul≥m≥ntqu≥lqu≥scycl≥s≤’horlog≥suppĺ≥m≥ntair≥s.

C.5 Conclusions≥tp≥rsp≥ctiv≥s
Nousavonspŕ≥s≥nt́≥unsimulat≥ur≥ttroisprotocol≥s≤’auth≥nticationpourl≥sRFIDàbas
côuts.
L≥simulat≥ur≥stcapabl≥≤≥simul≥rl≥s≤i≥́r≥ntssć≥narios≤ansl≥ssyst̀≥m≥sRFIDav≥c

≤≥ś≥tiqu≥tt≥ x≥s≥tmobil≥≥tun≥́≥tu≤≥≤≥puissanc≥.Nousavonsmontŕ≥gr̂ac≥ausimulat≥ur
simulat≥urqu≥l≥cryptographi≥syḿ≥triqu≥≥st≥xclu≤’̂≥tr≥utiliś≥≤ansl≥stan≤ar≤EPCClass-1
G≥n≥ration-2ou≤ansl≥sfuturstan≤ar≤sscalabl≥spourl≥ssyst̀≥m≥sRFIDàbasprixlorsqu≥
laprot≥ction≤≥lavi≥priv́≥≥≥stń≥c≥ssair≥≥nraison≤ut≥mps≤’i≤≥nticationtr̀≥scourtpour
l≥sgran≤snombr≥s≤≥ś≥tiqu≥tt≥s.C≥lan≥≤onn≥pas≤’autr≥salt≥rnativ≥squ≥≤≥conc≥voir≤≥s
approch≥sĺ≥g̀≥r≥sbaś≥≥ssurlacryptographi≥̀acĺ≥publiqu≥.
L≥stroisprotocol≥s≤’auth≥nticationutilis≥ntlacryptographi≥̀acĺ≥spubliqu≥s.L≥pr≥mi≥r

protocol≥≥stbaś≥surun≥a≤aptationqu≥nousavonsintro≤uitssurl≥cryptosyst̀≥m≥NTRU.
C≥protocol≥ń≥c≥ssit≥≤≥soṕ≥rationssimpl≥sauniv≥au≤≥ś≥tiqu≥tt≥s≥tilgaranti≥untr̀≥shaut
niv≥au≤≥scalabilit́≥(passag≥̀al’́≥ch≥ll≥)gr̂ac≥̀alaĺ≥g̀≥r≥t́≥≤≥NTRU.
L≥s≤≥ux≤≥rni≥rsprotocol≥sconsi≤̀≥r≥ntl≥probl̀≥m≥≤≥≤ivulgationnull≥pourl≥ś≥tiqu≥tt≥sà
tr̀≥sfaibl≥côuts≥tilssontbaś≥ssurGPS≥tGPSran≤omiś≥. Nousfaisonsusag≥≤≥coupons
stocḱ≥sauniv≥au≤≥labas≥≤≥≤onń≥≥san≤≥minimis≥rl≥sr≥ssourc≥s≤́≥≤í≥≥s̀alacryptographi≥
auniv≥au≤≥ś≥tiqu≥tt≥s.Tout≤’abor≤,nousavonspropoś≥un≥approch≥≤’i≤≥nticationbaś≥≥
surGPS.L≥savantag≥s≤≥c≥tt≥approch≥≥stqu≥,toutv́≥ricat≥urquiposs̀≥≤≥l≥scoupons
p≥uti≤≥nti≥rl’́≥tiqu≥tt≥,c≥quir≥n≤c≥tt≥approch≥n≥support≥paslaprot≥ction≤≥lavi≥
priv́≥≥lorsqu≥l≥scouponssontconnus≤≥l’a≤v≥rsair≥.D≥uxì≥m≥m≥nt,nousavonspropoś≥un≥
approch≥≤’i≤≥nticationbaś≥ssurGPSran≤omiś≥,c≥tt≥approch≥support≥laprot≥ction≤≥
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lavi≥priv́≥≥, m̂≥m≥sil≥scouponssontconnusàl’a≤v≥rsair≥,cars≥ul≥l≥l≥ct≥urĺ≥gitim≥qui
poss̀≥≤≥un≥cĺ≥priv́≥≥p≥ut≥≥ctu≥rlav́≥rication.
Nosp≥rsp≥ctiv≥s≤≥r≥ch≥rch≥scompr≥nn≥nt:

•l’́≥tu≤≥≤≥lapossibilit́≥≤’utilis≥runautr≥typ≥≤≥lacryptographi≥àcĺ≥spubliqu≥pour
l≥sRFIDàbascôutscomm≥lacryptographi≥baś≥≥surl≥sco≤≥scorr≥ct≥urs≤’≥rr≥urs
qui≥stl’un≥≤≥s≤ir≥ction≤≥sr≥ch≥rch≥l≥splusprom≥tt≥us≥.Ils’agit≤≥≤́≥v≥lopp≥r≤≥s
t≥chniqu≥s≥t≤≥sco≤≥quip≥rm≥ttront≤≥minimis≥rlataill≥≤≥lacĺ≥publiqu≥.En≥≥t,la
cryptographi≥baś≥≥surl≥sco≤≥scorr≥ct≥urs≤’≥rr≥ursń≥c≥ssit≥just≥≤≥ssimpl≥oṕ≥rations
logiqu≥s,l≥s≥ulobstacl≥qui≥mp̂≥ch≥sonimpĺ≥m≥ntationsurl≥ś≥tiqu≥tt≥sRFID≥stla
taill≥important≥≤≥lacĺ≥publiqu≥.

•l’≥nrichiss≥m≥nt≤usimulat≥urav≥clapossibilit́≥≤’́≥crir≥≤anś≥tiqu≥tt≥s,≥tc.

•laŕ≥partition≤≥scharg≥s≥ntr≥plusi≥ursl≥ct≥urs≥nr≥n≤antpossibl≥lasimulationav≥c
plusqu’unl≥ct≥urcomm≥l≥pŕ≥voi≥l≥stan≤ar≤an≤’acć≥ĺ≥r≥rl’i≤≥nticationc≥qui
p≥rm≥t≤≥simul≥r≤≥ssć≥nariospluscompl≥x≥s≥tplusŕ≥alist≥s..

•l’int́≥gration≤usimulat≥urav≥c≤≥sapplicationsRFID≥xistants,c≥quip≥rm≥t≤≥t≥st≥r
≤≥nombr≥uxasp≥ctslí≥s̀ac≥sapplicationssansavoirb≥soin≤’unmat́≥ri≥l(́≥tiqu≥tt≥s≥t
l≥ct≥ursRFID).
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