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GENERAL INTRODUCTION

Crazy people are not crazy if one accepts their reasoning
Gabriel Garcia Marquez

In 2003, the Midwest and Northwest of the United States and Ontario in Canada suffered one of
the most catastrophic blackouts in the history. It was caused by a lineh&uh hormal conditions
trips an alarm in the control center. However, operators were unaware odrtbison and react too
late because the alarm system failed few minutes before the electriaal. faliis caused a cascade
phenomenon that cost between US$7 and 10 billion (US-Canada Power System Outage task force
2004) and affected almost 50 million customers. Today, 10 years later, a study conduéeedyky
(Franko and Fahey 2013) showed that in the United States the electric utilities spenchge éver
16500€ per year on devices and station equipment per mile of transmission line, which shows the great
investment on technologies to make the system stronger and more resilient.

Moreover, not only hidden failures on ICT can affect power systems, butedrgtcks
against power systems can also lead to catastrophic outages. According to the IGSRGR®R first
half of fiscal year 2013 (October 1, 201May 2013) the energy sector suffered 53% of cyberattacks
against critical infrastructures (ICS-CERT April/May/June 2013), nigastructures that play ami
portant and vital role in all main functions of modern societies, including: goverrfiaodittes, ene-
gy systems, hospitals and banks (Rinaldi, Peerenboom and Kelly 2001). These examplesigihow a h
impact of Information and Communication Technologies (ICTs) on the performarpamef Syg-
tems.

Last decades have been marked by a wide and pervasive deployment of Informatiomand Co
munication Technologies in many sectors. As technologies become cheaper and more posverful,
ideas are emerging, new projects are sponsored and new intelligent devices can be foundrin the m
ket, all of them promise to improve the efficiency, reliability and availabiliipfodstructures, chaca
terizing this digital age. Furthermore, these technologies pretermégarp current power systems to
the new challenges. Some of these challenges are large distributed generatiometeplgystems
operating limits, demand rising and the liberalized market.

Nevertheless, the interaction and interdependencies of infrastructures ting erddghly inte-
connected complex System-of-Systems, where failure(s) in one infrastructuraveaa catastrophic
impact on other infrastructures.

This problem has been addressed by the US Homeland Security Department and the European
Commission (European Commission 2011), and new policies are being created in order tthensure
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service continuity of Critical Infrastructures. As a result, many pi®jeave been initiated in order to
understand the behavior of coupled infrastructures, one of these piojbetsSINARI Project, spon-
sored by theANR (Agence Nationale de la Rechergii@ance. This project treats the impact of ICTs
failures on the secure operation of the electrical distribution networkprdsent thesis was ddve
oped as part of this project.

Although various researchers have studied the vulnerability of power systems (foostly
Transmission Power Systems) and ICT infrastructures, those studies aire atillearly stage and
many guestions remain unanswered. Some cfetheanswered questions revolve around the mutual
behavior of coupletigterogeneous infrastructures. This gap highlights the need of innovative methods
to understand the interdependencies among and within critical infrastructures amguentigeto
improve the analysis of power systems security. This disseriatiooused on the particular case of
distribution systems as they are experiencing tremendous changes with a wide deployment of ICTs.

Therefore, the main problem that this dissertation addresses is the laethoids to analyze
and study coupled critical infrastructures, specifically to identify tmérdependencies and vulaer
bilities in the context of wide deployment of ICTs. The solution of phidlem may provide a better
vision of system-of-systems that will support reliability, security askl ainalysis and should help to
make power systems more secure.

The main scientific and technical obstacles (or challenges) that this atissetiasto tackle
are:

2 The need of a flexible model to be used for many heterogeneous infrastruchweslays
there is a growing interest within the scientific community to find a mibdelhelps to d-
scribe the behavior of multiple interconnected infrastructures for a global sgs®rmtems
vision and it is well known that such model does not exist yet.

2 New methods have to reflect the interactions among and within infrastruciines have
to consider several types of interdependencies and they have to be easy and simple to use

© Because the main problem of this dissertation covers three large domains: Povier dis
tion systems, Communication networks and automation and control of power systems. It
needed to study each domain and understand their interdependencies.

A review of the literature has resulted in identifying the most common and promisithgds
to model interdependent infrastructures, including: Agent-based modeling (ClisaliGalli and
Tucci 2007), Petri Networks (Beccuti, et al. 2012), Combined Simulation (Rezel. 2008) and
Complex Networks Theory (Zio and Sansavini 208fer comparing these methods with respect to
the scientific objectives and challenges of this dissertation, it has badadiacfocus specificallgn
the Complex Networks Theofgr developing an integrated model for coupled power and IC&-infr
structures.

Complex Networks enables the modeling of large systems as graphs. In addition, these networks
have been extensively used to model, analyze, and understand large systems with ndogaioal
gies and hidden interdependences. What is more, this approach allows systems topologrishara
tics and connectivity properties to be known, as well as, fault and cascading phenoaigsis to be
performed. This latter aspect is indeed important because these propkEniethalrole and theni-
portance of each component in the whole interconnected system to be identified.

Therefore, in order to elaborate a single and integrated model, this dissertatioegimpospt
the theory of Complex Numbers to the theory of Complex Networks. The ofshis symbiosis is a
two-dimensional model, which allows inherent vulnerabilities of coupled infrastescta be unde
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stood and identified. Some of the main properties of Complex Networks are analyzddrito iden-
tify the most critical or most central elements in the system with respect to tpjuiviegn analyses.

The research is guided by the following propositions:

2 There is a close relationship between the structure of coupled infrastructuresdymadm-
ics, therefore, studying theystems’ topology will ultimately allow the unknown key-
propertiego be found,

© Asymmetrical communication patterns on multi-infrastructure systems can be népdese
by bi-directional edges on complex networks;

2 The global behavior of coupled infrastructures may reveal emergent unknown phenomena
as a result of their interactions.

This dissertation is organized in five Chapters and three appendices. CHART&SNts an
overview of many concepts that involve the studied problem. Some of these concepts i@citical
Infrastructures, Interdependencies, Power Systems control and monitoring, and vityhefabdu-
pled infrastructures.

CHAPTER Il presents a State-of-the-art on last modeling methods that addrpssbieen of
coupled infrastructures interdependencies.

CHAPTER Il proposes two approaches to model coupled infrastructures.
CHAPTER IV applies the chosen approaches to a typical French Distribution Network.

CHAPTER V analyses the problem from a System-of-Systems point of view. Evallmegiing t
teraction of different actors involved in the interconnected system. Addigipitaffroposes a new
methodology to model the interdependencies within Smart Grids.

Appendix A presents a larger explanation on Complex Networks and presents som&gi-the
rithms and codes developed throughout this research project.

Appendix B summarizes main outages andecgtacks on Power System facilities. These ex-
amples show that Power Systems are vulnerable to failures in the ICT infrastructure.

Appendix C outlines the evolution of policies and projects over the last dedifdeegard to
the interconnections between Power Systems and ICTs.

Appendix D summarizes the publications arising from this dissertation.
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What we do in life echoes in eternity.
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Abstract

The material in this chapter is intended to serve as a brief account of the contéixé gmdblem thate-
volve around this thesis. Power Systems and Information and Communication ldgielsn@CTs) are studied
as Critical Infrastructures. These infrastructures are highly interconnected and terdaépendent. Failures in
one infrastructure can reach the other infrastructure originating cascades, commause or emerging failures.
Threats on ICTs, as lack of integrity, availability, confidentiality, authenticity temceability, can affect the
Power System behavior. As well, power system blackouts and auxiliasys’ failures can critically affect the
ICTs that controendmonitor the power system through sensors and communication means.

[.1 Introduction

In the 18th century, scientists dedicated most df #iention to the study of electricity. In the
early 1750’s, Benjamin Franklin had the famous anecdote about the metal key at the bottom of a kite
string during a storm. After that, Alessandro Volta, André Ampére, Michaad&gr George Ohm,
James Maxwell, Nikola Tesla, Thomas Edison and other researchers developed different bfanches o
electromagnetism physics that have allowed humanity to progress and to changeyits. [ifestay,
we live in a world where industrial facilities, homes, schools, universities,thlssfianks and other
infrastructures depend on electricity, a world where an outage for a fewtasican have a devasta
ing impact omation’s economy and security (Halpin, et al. 2006).

Nowadays, infrastructures that are vital fetions’ welfare and security are considerasl
“Critical Infrastructures” (CIs). Energy Infrastructure is one of them, which includes the production,
refining, storage, and distribution of oil, gas, and electric power. Additioriaflyrmation and Cm-
munication Technologies (ICT) are considessh critical infrastructure. Although ICTs have only
existed for a relatively short time, they have become so essential to the Huaidtyeir incapacity
would have a negative impact in many other infrastructures, including public health, dsfeeses
and banking.

Power Systems are not an exception of the influence of ICTs, since these taekniotog
been progressively deployed in power systems and nowadays they are a vital lpareafdtecon-
trol, protection and supervision systems, helping to increase the reliadilitijability and safety of
Power Systems. Moreover, future power networks will have a higher dependency onwOikse
‘Smart Grids will exchange communication flows with control centers, electric whaeseairket,
transmission network, end-users, distributed storage and distributed gamexatl internal comm
nication flows between control, measure and protection components, e.g. Remoteall &mnitis.
Figure I:1 shows the main communication flows in Distribution Systems, including Internal and Ex-
ternal Communications (NIST 2012).

However, the wide integration o€Ts within Power Systems adds complexity to an already
complex field, as in the case of Power Systems. Recent events showed that failuraafiasine-
ture affect other infrastructures. For instance, the US 2003 blackout (US-CRoada System
Outage task force 2004) taught us that the electrical grids are vulneralttmaadailure in the ICT
system can have catastrophic consequences on power systems. Another example is the Stuxnet worm
(Falliere, Murchu and Chien 2011). It showed that cyber events can actually target spewfjc ene
infrastructures and that the level of sectidiyareness in Power Systems is questionable. These and

' Defined by the NERC asThe ability of the power system to withstand sudden disturbances such electric
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other cyber-physical events are summarized in Appendix B.

In response to these events, diverse research centers and Universitisseaatithis issue in
numerous ways:.g. the SINARI French project “Infrastructures Security and Risk Analysis.” These
studies are based on the idea that it is difficult to protect an imftaste without identifying and un-
derstanding its interdependent vulnerabilities. As well, several standaelbdrv developed in order
to ensure the interoperability and security of coupled heterogeneous infrastiuetgreStandard
IEEE 20302011 “Guide for the Smart Grid Interoperability of Energy Technology and Information
Technology Operation with the Electric Power System, End-Use applications and loads.

The Critical Infrastructures Interdependenciegehiaeen addressed in the Grenoble Institute of
Technology/G2ELAB (Grenoble Electrical Engineering Laboratdrgs early as late 90s through
various research works, industry partnerships and European projects"((&RID 2007),SYS-
GEEN-ICT"). Among the PhDs works dealing with this subject, Dr. Rozel has comparecmtiffe
methods to model and study Critical Infrastructures Interdependencies (B. Rozel 260By. an
Tranchita has studied the phenomenon of terrorism and developed a risk assessment for power systems
security with regards to targeted events (Tranchita 2008). Currently, Cirificetructures studies are
one of the main research axasrenoble Institute of Technology/G2ELAB.

One of the main problems when it comes to evaluating and identifying vulnizakili ICTs
and Power Systems is the modeling of their interdependencies. Therefore, ito@olee this prob-
lem, it is important to understand how Power Systems and Information and CommuniSgiteras
are interconnected. Specifically, in the context of this dissertatias,intportant to understand the
role of RTUs (Remote Terminal Units) or even IEDs (Intelligent Electromicid®s) as part of the
Power Systems ICT interface, the SCADA System as the nervous system and Controt<C@E@®)
as the brain of this interconnected complex system.

short-circuits or normnticipated loss of system components.”

" In FrenchSécurité des Infrastructures et Analyse de Ris¢bés://www.sinari.org)

" In FrenchGrenoble - Institut Nationale Polytechniq(ttp://www.grenoble-inp.f)

" In FrenchGrenoble Génie Electrique Laboratoitéttp://www.g2elab.grenoble-inp jr

¥ http://grid.jrc.it
Vi http://seesgen-ict.rse-web.it/
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This Chapter is structured in the following sections:
o Section I.2 offers a general overview of Cls and their interdependencies.

o Section I.3 presents a brief introduction to Power Systems and the new paradigm &f Libera
ized Power Systems.

Section 1.4 addresses the control systems on electric power systems.
Section 1.5 presents the interdependencies and threats between Power Systems and ICTs.

© Section 1.6 presents a summary and concludes with the key objectives of the dissertation.

.2 Critical Infrastructures (CIs)

1.2.1 Definitions

The term “Critical Infrastructure” (Cl) is evolving, as indicated in (O'Rourke 2007). In the
1980’s, it appeared in many policy debates. However, it was in 1996 that the term Gsedaby the
first time in terms of National Security (President of the US 19@6irently, there are several défin
tions of Critical Infrastructures.

The Commission of the European Communities (European Union 2008) is definingcal Crit
infrastructure as:‘an asset, system of part thereof located in Member States which are essential for
the maintenance of vital societal functions, health, safety, security, econosucialrwell-being of
people, and the disruption or destruction of which would have a significant impact in a M&tateer
as a result of the failure to maintain those functions.

European critical infrastructures classification includes (Commission of the dzurop
Communities 2004):

© Energy installations and networks;
Communications and information technologies;
Finance (banking, securities and investment);
Health care;

Food;

Water (dams, storage, treatment and networks);

O 0 0o 0 o o

Transport (airports, ports, intermodal facilities, railway and mass tinagtsiorks and tifa
fic control systems);

2 Production, storage and transport of dangerous goods (e.g. chemical, biological, iradiolog
cal and nuclear materials);

© Government (e.g. critical services, facilities, information networks, saasset key national
sites and monuments).

Likewise, the US Department of Homeland Security identified 18 Criticahdtrircture Se
tors, showed in Table I:1, and defined @s‘assets, systems, and networks, whether physicat-or vi
tual, so vital to the United States that their incapacitation or destruction would dabilitating
effect on security, national economic security, public health or safety, or anynatiobithereof’
(US Department of Homeland Security 2009).




Despite the different concepts of Cls, it is clear that ClIs play an edgefe in all main fuin-
tions of modern societies and it is important to understand their interactidristardependencies to
prevent catastrophic events caused by unknown vulnerabilities. Thereby, (Rinaldi, 2004).,

Table I:1 Critical Infrastructure Sectors in the United States

Food and Agriculture Banking and Finance Chemical

Commercial Facilities Communications Critical Manufacturing
Dams Defense Industrial Base Emergency Services
Energy Government Facilities Healthcare and Public Health

Information Technology  National Monuments and icon: Nuclear Reactors, materials and was

Postal and Shipping Transportation systems Water

proposed different dimensions for describing infrastruttuirderdependencies see Figure [:2-
including coupling and response behavior, types of failures, infrastructure chatastestate of
operation, types of interdependencies and environment. This dissertation is engagddryadithe
study of the types of interdependencies and the types of failures, both subjetsribedlias Sections
[.2.2 and 1.2.3 respectively.

[.2.2 Types of Interdependencies

At first glance every infrastructure operates separately. Howeware #re linkages between
them, either tangibles or intangibles that build a complex coupled System-of-System§G&ad,
Sauser and Boardman 2008).SoS is characterized by highly automated networks with multiple
complex interdependencies. For that, (Rinaldi, Peerenboom and Kelly 2001) identifiegpfesiiof
interdependenciemn critical infrastructures:

2 Physical Represented by a physical linkage between the inputs and outputs of two agents in

Common cause

Cascading
Escalating Type of
Adaptive Failure _ Organizational
Loose/ Infrastructure [ Operational
Tight Bl ; Characteristics J Temporal
) “oupling an /  Soafil
Inflexible response / _ Spatia
Linear/ behavior State of Normal
Operation

Stressed/ Disrupted
Repair/Restoration

Complex

Business Dimensions for describing

Economic infrastructure interdependencies
Legal/Regulatory / ' Physical
Technical Environment Types of , f Cyber
Interdependencies Togical

Public Policy
Security
Health/Safety
Social/Political

Geographic

Figure I1:2 Dimensions of Cls interdependencies
(Rinaldi, Peerenboom and Kelly 2001)




different infrastructures, e.g. power systems supply power to oil infrastructurpsirfgr
stations and control systam

Cyber connects the state of one infrastructure to others, depending on informationttransmi
ted through the communications infrastructure, e.g. water facilities depd@d do supe-

vise and monitor the water pumping and cooling. (Kréger and Zio 2011) promosell it
“Informational,” in order to include hardware and software.

Geographic Infrastructures geographically located at the same place, where a single event
can negatively affect them, e.g. in power substations when a transformer explodes and the
fire burns communication cables, affecting the information and communication system.
(Kréger and Zio 201 1proposed to call it “geospatial.”

Logical: When the state of one infrastructure depends on the state of another infrastructur
via a connection that is not physical, cyber nor geographic, e.g. the European putage i
2006, despite it was a 30 minutes outage, French relief centers were inundatedlsvith cal
(UCTE 2007). (D. Watts 2004) describes this type of interdependency in manybareas
sides critical infrastructures.

(De Porcellinis, et al. 2008) proposes a fifth interdependesiyd ‘Social, when the function-
ing of the whole system relies on the human behavior and activities, e.g. when dsngbriker blocks
off train rails.

[.2.3 Types of Failures

Since Cls are interdependent, a failure on one infrastructure can haveteoghaiasmpact
against other infrastructures in the System-of-Systems. Three typekidsfa@re identified (Rinaldi,
Peerenboom and Kelly 2001):

=

Common modeOccurs when two or more infrastructures are affected simultaneossly b
cause of an external and common cause, e.g. tornado and earthquake.

Cascading Occurs when a failure in one infrastructure causes a failure in a secomd inf
structure.

Escalating Occurs when a failure, resulting from the interaction between two inftastru
tures, exacerbates another failure.

Table 1:2 presents which Cls originated an event and which Cls are affected by the event. Data
are from a database containing recordings of 2516f@ilures in multiple Cls around the world. The
energy infrastructure has the higher number of incidents affecting other infrastructured, Asluse
try, telecom and water infrastructures have an impact on the energyrutias, illustrating the need
to understand the causes of these incidents and how these infrastructures are linkqalet® eoay-
sis is presented in (Luiijf, et al. 2009).

Therefore, as mentioned in (Kroger 2008), it is needed to create new conceptual &@s@mech
extended analytical tools to knowledge the critical linkages between @©lslén to prevent critical
failures and to improve the Power Systems resilience.
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Table I:2 Events categorized by initiating and affected sector (# of eykenii) et al. 2009)

ClI Sector Initiating Sector
No Energy Financial Government Health Industry Internet Postal Telecom Transport Water TOTAL
Sector Services Services
Education 1 1 - - - - - - - - 2 4
Energy 515 65 - - - 4 - - 2 1 3 589
Financial 34 5 3 - - - 3 - 15 - - 60
Food 4 3 - - - - - - - 1 - 8
Government 27 17 - 1- 1 1 4 - 14 1 1 67
Health 23 11 - - 2 - - - 2 1 39
Industry 12 12 - - - 1 - - - 1 1 27
Internet 109 14 - - - - 10 - 27 - - 160
Postal Serv. 1 - - - - - - - - - - 1
Telecom 170 62 - - - - 1 - 57 5 - 295
Transport 294 98 - 1 - 3 - 1 5 15 5 422
Water 58 14 - - - 2 - - - - 2 76
Total 1248 302 3 2 3 11 18 1 122 24 15 1749

Both issues, interdependencies and failures of Cls, are analyzed in $dcfamPower Sg-
tems and ICT infrastructures.

1.3 Electric Power Systems (EPS)

The main objective of Electric Power Systems, as we know them today, isply slgztrical
energy to clients on wide territories. In order to achieve this dbedower Systems are structurally
divided into generating stations, transmission and distribution networks, and endiise division
was developed mainly for economic reasons resulting in traditional and histtegzdndent power
flows, from generating units to end-users.

Nevertheless, Power Systems are taking a new direction that is characterizedebyghieia-
tion of the electrical system to create conditions for open competition betwesmemdifblayers, which
has been called: thieiberalized World The new conditions are incentives for consumers to install
local generation means and the use of renewable sources. But this new paradiapogdtnew prob-
lems and challenges (Hadjsaid, Canard and Dumas 1999). In order to understand the neweshalleng
and why ICTs are increasingly becoming an essential part of power sysiensgction briefly -
sens and introduction to thEPSstructure, the Distributed Generation integration and the liberalized
world.

[.3.1 Structure of Electric Power Systems

Traditionally, Electric Power Systems comprise:

2 Generation Electric power is generated by 50/60 Hz synchronous rotating macbanes,
verting mechanic energy into electrical power. In France, in 2012, et¢ctniergy was
generated as follows: 74.8% from Nuclear Plants, 11.8% from hydroelectric [@a%s,
from coal plants, and the remaining 4.6% from gas, wind generators, solar emergyher
renewable energies (RTE 2013).

© Transmissionlin this level, generated electric power is transmitted from generation plants to
distribution networks. Many components are involved in the transmission networks, e.g.
transmission lines, substations, transformers, control and protection systems,ssi@msmi
towers, etc. Some industrial customers are supplied directly at this level.

2 Distribution: Distribution networks deliver the power directly to all consumers.

Power flows in this typical structure are directed from generatiornisplarconsumers. In order
11
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GENERATION TRANSMISSION DISTRIBUTION
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Figure 1.3 Typical structure of Electric Power Systems

to reduce the energy lost in the large electric grid, there exist diffeogrer levels and thus different
voltage levels, from 1200 kV (in Chinese transmission networks) to 110 V (resideitiae-level in
some countries). A typical structure of power systems is depicted in Figuieahf& I:3 shows the
voltage levels in France.

In order to ensure the transmission of electricity, elementary componenitsclrded in the
system (Hewitson, Brown and Balakrishnan 2005), some of them are:

2 Lines: Transmission lines and distribution lines either overhead or underground pable ty

o Buses: are the substations of the power system, internally they are composedabbssver
bars and/or transformers and serves to connect lines with different or same voltage levels.

2 Transmission towers/pylons: Structures that supports power lines.

2 Transformers: Interconnection and Distribution transformers. Used to raisereade the
voltage or current of the original source.

© Circuit breakers: Equipment used to switch and control electrical power. Theirpomain
pose is to clear faulty currents.

2 Measurement transformers (STVT): They are instrument transformers designed tcstran
form currents or voltages from high value to a value easy to handle for rathysséru-
ments.

A description of Electric Power Systems can be found in (Hadjsaid and Sabonnadiere 2009)
(Grigsby 2007) and (W.-K. Chen 2005), which may help to better understand thgnesented in
this dissertation.

Table 1:3 Voltage levels in France according to NF C15-11 and NF20Q3-

Voltage Level Nominal AC Voltage Standard Voltages
HTB3 High Voltage B 3 350 kV < U, <500 kV 400 kV
HTB2 High Voltage B 2 130 kV < U, <350 kV 150, 225 kV
HTB1 High Voltage B 1 50 kV < U, <130 kV 63, 90 kV
HTA2 High Voltage A 2 40 kV < U, <50kV 40.5 kV
HTAl High Voltage A 1 1kV <U,<40kV 5.5, 6.6, 10, 15,20, 33 kV
BTB Low Voltage B 500V < U,<1000V 690V
BTA Low Voltage A 50V < U, <500V 230, 400 V
TBT Extra-low Voltage U, <50V 12, 24,48V
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1.3.2 The Liberalized World and the Distributed Generation (DG)

Back in 1978, the Public Utility Regulatory Policies Act (PURPA) was presémtiag United
States; this act determined the beginning of the deregulation procasdérmarket approach) and
promoted the research on novel and sustainable technologies, to produce el&ctnicitynewable
sources such as water, wind or solar power.

Firstly, the deregulation process pursued to create conditions for free campegitiveen di
ferent actors. This mod& called theNew ParadigmHadjsaid and Sabonnadiere 2009). In this new
model it appeared that sharing data among actors for economic reasons as wekblebildy rea-
sons is critical. It can only be guarantee by an available, reliable and secured communicatidn net

Secondly, research on environmental-friendly technologies tried to change the parbgéym
eration plants with large-scale equipment, to produce on-site and in small-sculeitylewhat was
calledDistributed Generatior{DG). Some of the main advantages of DG small-scale equipment are:
they can be built in a really short time and these generating units are noastlgd at the distribution
level close to the customer or at the customer site (it then should reduneed to transport electric
ty hundreds of kilometers). Among the advantages seen for DGs are: improveztgrity lue to the
reduction of terrorist targets, reduced CO2 emissions with widespread usg tetBnologies based
on renewable sources, increased efficiency through the development of cogertechtimogis
(reuse of energy that would be wasted, e.g. thermal energy) and local manademneng\g conir
bution to security of supply, etc. Figure I:4 shows the new Electrical Power System including DG.

Nevertheless, DG technologies have social and technical disadvantages.dda ttend, the
development of new green-technologies is expensive, which deters people frormgnvétiout
appropriate government subsidies. On the other hand, DGs are more difficult to niotgitoonnect,
and-in some casesto maintain. Furthermore, they introduce new technical and economic challenges
to the distribution system grids as they were not originally designeteggrédte these local generation
units at large scales.

Solar PV
Generation Plants power plant

Electric
.. Vehicules
Transmission
Domestic Lines
‘ 5 ) d  Domestic
Local Starage g’ @ Co-generation
Cogeneration .
Power Quality
Device
Power Quality
Device
Residential
Property Wind
Industry Turbine

Figure 1:4 New Electric Power System
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.4 ICTs for Power Systems

Markets liberalization and distributed generation deployment led to profound muolifscén
the structure of the electric power system. That is, frgonasi-monopoly system to an open access
offering market conditions to companies.

Market competition requires transparency and symmetry of information. Theleferemand-
tory to share real-time information and to ensure a controlled, pedtectd monitored system. For
this reason, many Information and Communication Technologies were distribubeddledttric por-
er grids; these technologies are able to acquire, store, process systemmememd commands
(PSERC 2012).

Some of the main applications of ICTs on power grids, control strategies fisudienh power
systems, control assets and critical threats to ICT and power systems are presentediiothis se

1.4.1 Control assets of EPS

Supply of high quality electricity, in constrained power system, iscdiffto achieve without a
continuous knowledge of the state of the electric power system. For this reason, orsfiielddna-
tion and communication technologies are used to acquire and send measurementsaomantait
cations infrastructure to a control center. Control centers process the datadatiiefiappropriate
commands to maintain the electrical parameters within an acceptable range. Stwese adissets
comprise: Remote Terminal Units, Programmable Logic Controller (PLC), Intelli§jentronic [&-
vices (IEDs), Human Machine Interface (HMI), and Supervisory Control And Batpiisition
SCADA System (Knapp 2011), (Galloway and Hancke 2012), (Génen 2008).

1.4.1.1 Remote Terminal Units (RTUS)

RTUs are data collectors that provide connectivity (on the slave sideg¢ t8GADA network
(on the master side), since RTUs acquire field digital and analog paraaratdéransmit them back to
a Distributed Control Systefn(DCS) or SCADA system in a control center. RTUs are considesed
the interface of the network buses in the physical layer with the cyber layerpdBhrCuccia, et al.
2012).

RTUs include remote communications capabilities such as wire modem, cellular date- conne
tion, radio, and/or other wide area communication capabilities. As well, RTUsdxss#rial network
protocols, mostly defined by the Standard IEEE 60870-5-104. They are microprocessor powered and
use a set of analog and digital input/output channels. These channels canemeemygd through
various physical media such as parallel-resonant circuit on powechmess, telephone wires, optic
fibers, radio wave and satellite communications.

Since RTUs are typically located in substations or in a remote location, they r@medytdu-
rable and reliable in order to withstand harsh field conditions. The RTUs popmy $s provided by
a DC/DC converter and includes a battery and charger circuitry to contietegiop in an event of
long power outage.

VI Distributed Control Systems used to monitor and control distributed equipmen
14




1.4.1.2 Programmable Logic Controllers (PL§)

PLCs automate functions d&PS.They are specialized computers with multiple analogical or
numerical inputs/outputs. PLCs rely on blocks of logic code allowing theantomatically operate to
specific signals, e.g. from a relay or a sensor. They are programmed using specialivae $ofg.

Simatic Step 7, Unity Pro) on personal computers. PLCs include built-in communicat®sysdrtas
seriesRS-232 or Ethernet, using Modbus, DF1 protocols among others, thus they can be connected to
a computer running SCADA. They are more intelligent than RTUs and have the @bifiguecon-

trols without taking direction from a Master Unit.

1.4.1.3 Intelligent Electronic Devices (IEDs)

An IED is any device from the RTU family with signal processingvalt as control and auo-
munication abilities that is equipped with a small microprocessor and is atdeetee or send at
ta/control from/to an external source. IEDs use fieldbus protocols and incloctkohs and features
such as self-check, diagnostics and historical data store.

1.4.1.4 Supervisory Control and Data Acquisition (SCADA)

One of the multiple definitions of SCADA i§SCADA is the equipment and procedures for
controlling one or more remote stations from a master control station. lidaslthe digital control
equipment, sensing and telemetry equipment, and two-way communications to and from the master
stations and the remotely controlled statid(&dnen 2008, 216)

However, there are disagreements among experts. For instance, it can be found ddikation
“A SCADA system is a purely software layer, normally applied a level above control hardthare wi
the hierarchy of an industrial netwoikin fact, there is still a discussion between control engineers
about the definition of Industrial Control System (ICS) and SCADA System (Byres 2012).

The definition of the SCADA reta@d in this thesis is an information system that allows the
transfer of remote commands, annunciation and telemetry signals necessarynmnitioeing and
control of the electric power system.

Master Terminal Units are known as the heart of the SCADA system. MTUscated at the
operator’s control center facility. The data from all RTUs in remote sites are sent to the MTU to be
processed and stored.

HMlIs are the interface between the Operator (Human) and the electric patasn ggnachine).
They play a vital role for systernautomation since they allow important tasks such as control; mon
toring, diagnosis and managing of EPS to be processed. Through HMIs, operators opeseacid cl
cuit breakers, visualize current operational parameters on screens (voltagest, and state of
switchgears), adjust system values and other functions, etc. Usually, HMt®rarected to one or
more PLC and RTUs. HMIs show information on text displays, graphical panels, touchscreens or web-
based interfaces.

[.4.2 Automation of Electric Power Systems

In the context of automation, Electrical Power Systems are generally dividedvantaidra-
chical levels as shown in Figure I:5. Three levels are for Substation Automati@mSy$trocess
level, bay level and station level. The other two levels are: the regionallamiter (RCC) level and
the national control center level (NCC).
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Substation Automation Systems operate, protect and monitor the subsistigrdedicated
technologies, such as sensors, actuators or relays, and communication lirtkeateatnterfaces to
exchange control and protection data. Substations are diviceldvels to discriminate its main fan
tions (IEC 61850 2003), (Zima and Bockarjova 2007), these levels are: process levelebaynd
station level.

Process leveiks the lowest level and its devices are sensors and actuators; sensors regiit the
tus of switchgears, measure the voltage and currents through Voltage Transfefensd Current
transformers (CT); and actuators are used to perform the control actions, e.g.eaxitaidgoreakers.
Process level exchanges CT and VT data and control-data with Bay Level.

Bay levelis composed of control and protection units. Usually each unit is implemented-in a di
ferent panel board. Each cubicle can have a CPU that interprets the datadsteideg for real-time
computations, filters, AC/DC converters to transform analog measures intal digia, an HMI, a
power supply module, an interface to exchange inter:haftgmation, an interface to process leyel
and an interface to station level. Bay level exchanges protection-data with external peotettion
units, and control and protection data with station level.

Station levetonsists of a station computer with a database, the operator’s workplace, interfaces
for remote control, and peripheral devices, e.g. alarm and event printers, a GES &takon level
can exchange information with Regional Control Centers (RCC) and the Nafion#dol Center
(NCCQ).

In the RCC level operators supervise in real time the transmission network status,Vidieetif
faults, decide actions to recover the functionality of the transmission neawdnkanage congestions
in the network. Since EPS have many economic and security constraints, RCC exchanges data from
control and protection devices with the Station level to adjust voltages at buses antauar lines.

The NCC levelis the most important because it is considered as the brain of the system (Wu,
Moslehi and Bose 2005). The NCC supervises the whole network statelirigckystem frequency,
grid voltages, powers and currents among others; as well, coordinates actions atgendidturb-
ances to restore the network. Both control centers are equipped with Energy Mamta§getems
(EMSS).

EMS is an operators’ decision support tool to monitor, control, coordinate and optimize the pe
formance of the system. EMSs have several supporting software applications, includime powler
flow, optimal power flow, voltage profile, state estimation, generation stihgdload prediction and

\
Control Center \ Level 4: NCC
Control-data exchange J
\
—
Control Center 0
- \ Level 3: RCC
Control-data exchange <
—>>| Protection and Control .
equipment, IEDs \ Level 2 : Station
Control-data exchange
Protecton-data exchange )
g Protection and Control Level 1 : Bay
CT and VT data exchange > equipment, IEDs )
Control-data exchange <
—>>| HT Components, switchgears, )
SENSOrS Level 0 : Processj

Figure I:5 Hierarchical conceptual levels of EPS (Tranchita, Hadjsaid, et al. 2010)
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security analysis. EMSs have two main classes, one to manage the transmissiok, tetwather
one, the Automatic Generation Control (AGC), used to adjust the power ger@ragteder plants to
match the load (Hadjsaid 2008), (Knight 2001).

EMS is considereds the heart of a control center, since it controls the flow of electricity
through the system according to economic and security constraints. Economic constrainiaexte def
by the Business Management System (BMS) that exchanges scheduled prices and settlements info
mation with the EMS to fulfill electricity market rules (Tranchita, Hadjsaid, et al. 2010)

Figure |:6 presents the electric power system structure, including its contrairketheir ap-
plications and the typical communication interfaces.

Control and protection data exchanged among levels include (Bompard, Cuccia, et al. 2012):

O 0 0 0 o 0 0 0 o 0 o o

bus voltage at every substation,

bus frequency,

active and reactive powers in lines and bus,

positions of switchgeas every busbar,

position of tap changers,

perturbations signals and alarms,

regulation and parameters state,

load frequency control and automatic voltage regulation set point,
remote commands,

load shedding remote command,

power generation reduction command.

These data are transmitted either periodically or by request and must be hemdedtrict

Comm. Interface

Fiber Optic
Ethernet
Power Line Carrier

Microwave

Generation Wind Off-shore/In-shore Router/Switch
17@ Electricity
HIGH-VOLTAGE - 8~ mariats
RCC Av
NCC™ Comm. Interface

Buildings

Fiber Optic
Ethernet
WIFi-Mesh
Cellular

il Sub-station Ring

Public charging

for cars
RTU  RTU Router/Switch
4 T3/
MEDIUM-VOLTAGE
UL
[
[Ul‘ -
D Comm. Interface

Fiber Optic
WiMAX
WiFi-Mesh

TR

LOW-VOLTAGE

Cellular
DSL
Router/Switch

Photovoltaics Distributed Resources

Houses

Figure 1:6 Electric power system and Control Network
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rules of confidentiality, acquisition, coordination and usage. Security i$suesing this data and
main vulnerabilities on power systems and ICT are discussed in the next section.

I.5 ICT and EPS Interdependencies

[.5.1 ICT Threats on Power Systems

As shown above, Electric Power Systems operators rely on Information and Communication
Technologies to monitor and control the network. Nevertheless, there iscsifical question: Is the
ICT infrastructure improving or endangering the security, the relwatahid the resilience of Power
Systems? Recent events (see Appendix B)aledeeveral facts) Failures in ICT infrastructure can
actually affect Power Systenig) There is a tendency to perform targeted cyber and physical attacks.
i) Isolation from the internet is not an effective defense, and all power sys$tanasd controlled by
software are vulnerable to cyber threat¥.Terrorists and war fighters recognized that it is mdre e
fective to attack ICT infrastructures directly, than to physically atthek targets (Chen and Saeed
2011), (Trevorrow, et al. 2006).

Therefore, in order to study the interdependencies and vulnerabilities of Powem&§yistis
important to identify the main threats for ICT and how they can affect the Power System.

In the ICT domain, information security is the process of defending infimizom unautho
ized access, use, and modification. Its main objectives, according to the'ANBSIANSSI 2010):

© Ensure thavailability of data and information systems, i.e. information is available when it
is needed;

2 Guarantee théntegrity of information systems, i.e. originally sent information must stay
unaltered;

© Make sure that the data remaownfidential i.e. only authorized persons have access to the
information;

Create practices to differentiate betwésgitimate and illegitimate users, i&uthenticity

2 Control the changes effectuated on information and trace the person thag ditehges,
i.e. Traceability.

These objectives can be applied as well for Power Systems. Four cases shovucdliey aft
these properties:

© Auvailability: The regional control center requests load informatioieed the state estan
tor, but this information is unavailable due to a Trojan that attackeBNI® (Santamarta
2011).

2 Integrity: An intruder changes the values of currents on power lines (ljtu@perators
read on HMIs that the main transmission lines are overloaded, thus they tbestart the
load shedding procedure, affecting the normal network condition (Liu, et al. 2012).

2 Confidentiality A terrorist group steals sensitive documents from energy companies to plan
a massive attack (Karpersky Laboratory 2012).

Vil French Network and Information Security Agendgdnce nationale de sécurité des systémes d'information).
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o Authenticity: An intruder, using social engineeffngbtains operators’ IDs and passwords
needed for substation HMI remote desktop connection (Liu, et al. 2012).

These are just some examples; however, many threats can affect the controbsgstems-
guently the electrical power system. There are two types of threats: internal and externals.

For instance, an internal threat can be an employee that for some réasioles to attack the
SCADA System, e.g. an employee from the Australian sewage system release litelis of water
into parks of Australia (Smith 2001). Similarly, a contractor that has jpaiemmy access to the system
can attack it. These internal threats can be either an intentional attack or an alkuidantérror).

External threats may lack of specific origin or source. For instance, aufagxiom malwarera
rives to the operator computers, e.g. the Nimda worm effent EMS/SCADA system in 2001
(CERT 2001). Or it could have a specific source, natural disasters and electric phenarpemzer
lines can damage the control system functioning, e.g. electromagnetic interferences, noiseron pow
lines. Finally, the most dangerous are the targeted attacks developedhsgttday other nations or
by hacktivists, these attackers have special knowledge and a clear obfgcbwest worm is a well-
known example (Falliere, Murchu and Chien 2011). The most common threats for ICT ane:- aut
mous worms, terrorists, viruses, Trojan horses, human errors, accidents, noise onresyand
improper application of software patches (Krutz 2006).

ICT on Power Systems are vulnerable because, at the beginning, off-the-shelvelogashno
that were used in control centers and ICT for power systems lacked ohatifom security as it was
an insignificant requirement 30 years ago (Masera, Fovino and Vamanu 2011).

External and internal threats can exploit different unsecured attack poimisy dinem: Ble-
tooth and Wi-Fi connection, connections between SCADA systems and other Local Area Bletwork
(LANS), corporate Web servers, email servers, internet gateways, open computer porsnfigor
ured firewalls, and weak authentication protocols (Sridhar and Govindarasu 2012).sAuthor
(Bompard, Cuccia, et al. 2012) classify these vulnerabilities into four categories:

i) SCADA system weaknesstwey are mainly protocol weaknesses, e.g. unauthorized co
mand execution, SCADA denial-of-service, marthe-middle, and worm attacks. These a
tacks can have negative consequences on the industrial operation and by cascading on other
infrastructures.

ii) Process network weaknessthey allow the control of the SCADA server to be takenyinte
rupting communication flows or sending unauthorized commands.

iif) Control center weakness they include virus infections and attacks with false authentic
tion on computers, mainly for HMI purposes.

iv) Network layer weaknessethey cover routing attack or intentional disconnection of the
communication network.

ICTs threats are growing for all infrastructures particularlyttier energy sector. According to
McAfee, 60 million malware programs are written every year. In only onecydrattacks against
federal networks have increased about 40% (Motorola 2012). According toSFeHRT, 41.4% of
the cyber-attacks against critical infrastructures where against the Energy, Begire 1:7 shows the
results of the study (ICS-CERT 2012).

% Social engineering is the use of cultural ploys and psychological ntatimputo get confidential information
to illegally intrude on computer systems or networks (Abraham &edg@lur-Smith 2010).
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As such, the Power Systems Engineering Research Center (PSERC) identified esrahres
challenges in order to secure the future Electric Power Systems; thesagdwmlt®ver (PSERC,
2012):

cyber-attack risk modeling and risk mitigation;
attack-resilient monitoring, protection and control algorithms;
defenseagainst coordinated cyber-attacks;

AMI infrastructure security;

trust management and attack attributions;

O 0 0o 0o 0 0o

simulation models, data sets, testbed evaluations.

Furthermore, many researchers study the consequences of ICT attacks on Power Systems.
(Bompard, et al., 2012) discussed the importance to study and to improve (evendp)disfeinsive
and protective strategies in the cyber and physical layers in order to reduadrt@rability levels.
(Bompard, Gao, et al. 2009) proposed a method to assess the risk of malicious attaskpager
systems. (Leszczyna, Fovino and Masera 2010) pexsantapproach to develop security assessment
of critical infrastructures information systems. (Khelil, Germanus and Sul)) 2dcussed new tech-
niques to secure SCADA communications.

The following documents are strongly recommended, as they provide deeper infarmation

o “ICT aspects of power systems and their security” (Masera, Fovino and Vamanu 2011). It is a
scientific and technical report from the Joint Research Cerfieiropean Commission. This-r
port delineates ICT threats and vulnerabilities of power systems, proposes cowslezsiaad
presents four cyber-attack scenarios, including PLC corruption, SCADA prditasett Denial-
of-Service and SCADA protocol-based coordinated attack. This report highlightedeto
develop solid and rigorous theoretical and practical cyber-security studies.

o “Cyber-physical Systems Securifyr Smart Grid” (PSERC 2012). A white paper written by the
Power Systems Engineering Research Center. This document presents the cyberebeeurity
lenges for future power grids (Smart Grids), discusses the main threats aifdepsalutions.
Equally, it emphasizes the need of research efforts to explore new methods and stadies to r
duce the impact from a successful attack.

o “Cyber vulnerability in power systems operation and control” (Bompard, Cuccia, et al. 2012).
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This document, which is in line with previous sections, introduces theepnadfl cyber vulne
ability in power systems, exploring the control strategies, information exchanged aontrol
centers, the potential cyber-attacks and countermeasures. Finally, it concludgsy¢nama-
tal policies and industry actions are needed, as well as effective coordisakoy actors to
guarantee success of countermeasures.

o “Vulnerable systems” (Kroger and Zio 2011). This book presents a state-of-the-art in @dlner
bility studies of complex infrastructures. In addition, it analyses severhbawto study the in-
terdependencies within infrastructures, some of these methods are discubseddoument in
CHAPTER ILI.

[.5.2 Power System threats on ICT

It is uncommon to find publications addressing the power systems threats agaijrisir [(Ba&t
reason, in this section it will be shown the most common ways to supply etgetrigy to the ICT
network, which are the electrical weaknesses of ICTSs.

The substation auxiliary system supplies electric energy to auxiliary equipmentoetigpl
panel boards, operators’ computers, PLCs, relays, and printers. This system has two main back-up
systems in a case of an occurrence of a blackout: storage batteries anfd dadel generators. Me
ertheless, these backups are configured to supply only essential devices andahemig just a
few hours (8-10). In control centers, it is common to find UninterruptibleeP&@upply systems
(UPS) to feedbperators’ computer systems and computer peripherals that require AC power. Since
most of the control devices operate on DC, auxiliary systems have AC/DC conveigers. |:8
shows a typical auxiliary system. In order to show the weakness of batteriesptiiatelnd UPS,
Table I:4 shows the world most critical blackouts. It is likely that neither batteries nor dé&gslgan
completely ensure a continuous power supply in these extreme cases.

From
station

Y

@ Back-up Diesel
Generator

l

T .
R -

switch

Non emergency loads  pyery —  ACDC (in
Storage: Convener\%
S
bl

Emergency loads

Figure 1:8 Auxiliary systems power supply
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Table I:4 Longest blackouts

Country Date Worst Duration Case Population in-
volved
New Zealand 20.02.1998 >1 week 70 000
Brazil 11.03.1999 5 hours 97 000 000
United States 14.08.2003 > 1 day 55000 000
Italy 28.09.2003 18 hours 56 000 000
Indonesia 18.08.2005 > 5 hours 100000 000
Brazil 04.02.2011 >7 hours 53000 000
India 30.07.2012 > 6 hours 670000 000

.6 Summary

Power systems have faced several changes over their history while improvingltability
and availability. The end of the XXcentury was marked by a massive deployment of information and
communication technologies, including computers, satellites, fiber optics, among othessthR
power systems lva experienced two significant changes: energy market liberalization antiangsr
decentralized/distributed generation. Both changes requsecure, optimal, fast and bi-directional
communication among players, these players can be at the same time consumers and producers:
‘Prosumers

Information and Communication Technologies (ICTs) have been a very positive @npol
for power systems because they support not only the supervision and controleofsgstems, but
also the operation decisions, policy making and markets regulation.

However, deployment of ICTs in power systems added a new complexity to study thetseliabili
and resilience of power systems. This new complexity is divided into multigdeslagharactering the
different types of interdependencies within coupled infrastructures. Therefigramfiortant to define
a micro and macro vision of the interdependencies between these infrasttucawiag the power
system at the center of other infrastructures &s plosver supply.

Similarly, ICT’s are vulnerable to several threats. Virus, malwares, Denial-of-service attacks are
some of the attacks that can affect the normal operatiddTot and, consequently, power systems.
Furthermore, power systems blackouts can affect ICT.

Since Power Systems and Information and Communication Technologies are considered as vital
for the society, they are included as Critical Infrastructures by th&&®rnment and the European
Commission. Consequently, it is of high importance to study their interacimhdow to protect
them from attacks.
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The specific objectives of this dissertation are:

=

To compare the different approaches to model coupled infrastructures and to idtentify
main advantages and disadvantages.

To analyze the different properties of Complex Networks in order to ide¢hti§e that will
allow us to model the coupled infrastructures.

To propose different approaches that enable the study of coupled infrastruotivesng
the different interdependencies layers.

To compare and analyze the main advantages and disadvantages of the proposed approach-
es.

To explore the feasibility of using the proposed approaches at different Es@dsding to
the most recent architectures proposed for Smart Grids.
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CHAPTER I

Modeling Critical Infrastructures: Staté-the-art

The need to be right is the sign of a vulgar mind.

Albert Camus
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Abstract

Critical infrastructures’ modeling needs a multidisciplinary approach in order to study and understand
their interdependencies and vulnerabilities in a complex interconnected world. This Chaptetspaestare-of-
the-art on modeling methods for identifying and understanding the interdemméesiamong Critical Infrastret
tures, including: Complex Networks, Agent-based models, Bayesian NetwaoksarBLogic Driven Markov
processes and Petri network3ifferent approaches are described and a summary of main advantages, disa
vantages and limitations are then discussed. Finally, this Chapter presents arisammpf these methods, rco
sidering the usability, the ability to handle large complex systems, the scalability, athersy

[1.1 Introduction

CHAPTER I reveals that power systems and ICT infrastructures are higgilgiépendent and
failures in one infrastructure can affect the other infrastructure. In twdackle this difficult prob-
lem, it is important to develop modeling methods to identify possible common defaults, consequence
of cascading failures and vulnerabilities of coupled infrastructures.

Therefore, research efforts were addressed to study the interdependencigdenf mfrastra-
tures. In the past, computer processing capacity restricted the development of dresrigethods to
analyze complex interdependent critical infrastructures. However, after the dicostnputational
power, computer evolution has significantly supported the development of new theories ardt metho
ologies. Thus, the set of theories that were formulated at the beginrimg ¥Kth century have rap-
idly progressed.

Nevertheless, classical methods, such as Failure Mode and Effects Analysis (FMEA), fault
trees, Monte Carlo or lifetime assessment (Benbow and Broome 2009), did not pheviidéor-
mation and the tools required to understand complex coupled infrastructure. Therefore, many non
classical methods have arisen to explain and to help the understanding of coupled infrastinetur
cluding: Agents-based modeling and simulation, Bayesian Networks, Boolean Logit farkov
Processes, Complex Networks, Combined Simulation, Petri Networks, Supply/Demand graphs and
others.

This Chapter presents some approaches based on the non-classical methods, follosved by a
cussion about the main advantages, disadvantages and limitations of each method. At ththeend of
Chapter, these methods are compared taking into account the CPU consumption, the tisability,
ability to model large and complex systems, the scalability, the ability to pedforamic simulations
and the availability of robust tools to compute them.
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[I.2 Complex Networks

A Network can be defined as a set of items with connections between them. AiGiraphe
work mathematical representation. Networks are present in almost every &dfec e.g. traveling,
calling by cell-phone, finding a job, chatting, etc. For this reason, mathematicians and iexpemy
domains have tried to find the best way to model real systems, considering thagelatiodepend-
encies between their components. The theory that was born from this researchkaRedeaGraph
Theory” Nowadays, the application of Graph theory to study large and complex systems is called
Complex Networks theoryThis theory studies the systems’ topology and how this topology influ-
ences the vulnerabilities of every infrastructure.

This section reviews four approaches of Complex Networks to study couplastrinétures in-
terdependencies.

[1.2.1 Initiating event and cascade-safe operating margins

A first application models the relations among infrastructures and the consequeraitgef f
propagation (Zio and Sansavini 2011). A result of this approach was the oripmtafi “Initiating
Event,” that is the event that initiates cascade failures. This approach models cascading failures in
order to represent the interdependencies among two similar infrastructures (as dhigwreih:1).

The cascading phenomenon was modeled as a load transfer between components terer the in
dependency links upon a component failure. These links were randomly distributed amortg the ne
works using a Monte Carlo simulation.

The main advantage of this approach is that it identifies cascade-safe regiomericanbi-
directional links with respect to the flow of information between the coupled infrasescNeverte-
less, only two infrastructures can be modeled using this method.

Additionally, this approach is far from real systems behavior, which is cite lphitations. For
instance, the cascade process is supposed to model the transfer of leaglstein; however, it does
not discriminate the type of connection or interdependency between coupledunftass. Another
limitation is that this study is not dynamical. Thus, this approach osljates the different states in
the cascade process, as in a discrete time simulation.

[1.2.2 Global vulnerability of interdependent infrastructur es

A Global analysis of coupled infrastructures was developed using Complexrkiet More

Figurell:1 Tested topological system (Zio and Sansavini 2011)
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Figurell:2 Power Grid and Water Network in China (Wang, Hong and C82R)2

specifically, this model uses the clustering coefficient, the node degrebeabdtiveenness centrality
indices to identify the most vulnerable nodes in the coupled system (Wang,aHdrghen 2012)
The results were validated using the Efficiency index. This approach was coeatedyt the interg-
pendencies between the power grid and the water system of a major city in China (seé&:Bigure

Despite this approach computes the common indices of complex networks, the mathematical
representation of the interdependencies is not clear and is limited to tastrimftures. In addition,
this approach lacks of dynamical simulations to validate the cascading.

The main originality of this approach is that it creates some indicegentify critical infra-
structures in a coupled system, based on the input/output relationships, i.e ehérmike infrastict
ture that depends upon another infrastructure.

[1.2.3 Interdependent technical infrastructures modeling

This approach aimed at capturing the functional and geographical interdependencias
several infrastructures e.g. electrical system, auxiliary power system, and railstagnsyamong
others (Johansson and Hassel 2010), (Johansson 2010). The functional interdependenciasswe
fied into: physical, cyber and logical (see Section 1.2.2). In this approach, eastrudture wasep-
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@ - I :
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17 dependencies LJ dependencies
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| 3. Telecommunication System
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\ 4 dependencies TI 7 dependencies

2. Traction Power System
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Figurell:3 Infrastructures Interdependencies (Johansson and Hassel 2010)
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resented in terms of a network model and a functional model, the former &otehiae their interg-
pendencies and the latter to simulate their behavior. Each infrastrwasirsmodeled in a different
dimension and their interdependencies coratttte different dimensions (see Figuirs3).

Its originality consists in incorporating more than two heterogeneous infras&sich a single
model. Additionally, this approach computes the consequences for each infrastritetuenraving
random nodes in every infrastructure.

[1.2.4 Rule-based complex networks

Rule-based complex networks were developed to study coupled infrastructurex¢B2609)
The Complex Networkvas dividedinto two dimensions, one for the electric infrastructure, the other
for the ICT infrastructure (see Figulie4). The electric system graph and the ICT graph were linked
by interdependency rules. In addition, every node coathia own properties, including: a stateivar
able (true if the node is working, false if there is a failure), ggaggcal positioning reference, its load
and its maximum allowed load. The methodology took into account the topologicdiaomdieach
system and its physical functioning (simulations in Python and Matlab). Overloaded tramsiinies
and communication links were identified and eliminated in order to evaluate the gravityresfa

The main advantage of this approach is that it can be extended tonvinffaktructures; ho-
ever, the limitation is that for large complex systems it may be difficulssmia the rules for every
link in the coupled system.

I1.2.5 Advantages- Disadvantages

Complex Networks are able to capture the topological features of complex systams.fa-
tures can be used to identify the weaknesses of coupled infrastruétsire®ll, most of the algo-
rithms to study complex networks are based on the shortest-paths. Finding glatinesietween two
nodes is a very common task, therefore, there exists several methods to reduce th @igomplex-
ity, fasten the computation time and reduce the memory consumption (Cohen and Havlin 2010).

Moreover, complex networks are easy to design thanks to the graph represeftationer,
they are unable to model/simulate complicated behaviors of infrastructures and somegirtiesare
too abstract to be understood.

Although complex networks are used in many different sciences for many appficthien is
no dedicated software to model complex networks. However, there exists many éséibseveral
programming languages (Python - NetworkX, MatlaMatlabBGL, R- igraph, C++ - SNAP), that
contain efficient algorithms to compute the basic properties of complex networks. tiorgditie
opensource software Gephi proposes a visualization platform to explore basic networks.

--- 7. @——— Electric Graph

-

©@----- ICT Graph

>

....... T Interdependencies
Yl : o

Figurell:4 Interdependencies Complex Network (B. Rozel 2009)
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According to the literature, there are no methods to study the dynamic aspsmiplefl infa-
structures. Nevertheless, there exist many algorithms to study dynamic systeamsyiother sciest
es. For instance, StRand SI$' models to study the progress of an epidemic in a population (Barrat,
Barthélemy and Vespignani 2012) or the information spreading in human communications é¥Wang
al. 2011), (Cohen and Havlin 2010).

The main advantage of Complex Networks is that they were conceived spectficailydel
large complex systems. Therefore, it is a powerful tool able to model network$liafisrof nodes
with complex interactions.

Due to the nature of graphs, this method is suitable for modeling scalable systems ifar thi
son, it is used in vulnerability studies to evaluate the impact of removing anddsks in the ne
work.

The lack of functional features is one of the main limitations of Complexdlke$wThat is the
reason why many researchers have integrated this method with other maité r@tdilnes, Cotilla-
Sanchez and Blumsack 2010).

Despite many studies have shown the effectiveness of complex networks to studsuafras
tures vulnerabilities, up to now, this method has not been completely exptoitedltiple infrastra-
tures analysis.

1.3 Agent-Based Model (ABM)

Agent-Based Model (AMB) is a modular technique that allows the behaviocaiplexsys-
tem agents to be modeled. Nowadays this technique is commonly used in biology anstsowiab
(Bonabeau 2002)An agentis an autonomous system located in a large-scale system with complex
behavior patterns. This technique is considered astease and aims at replicating the behavior of
real-world systems. One of its main characteristics is that it is bottomergeat, i.e. the model start
from the smallest components.

In the ABM, each agent incorporates its own model. Thus, each agent individualseasses
situation and makes locally its own decisions on the basis of a set of rulesuplgdefined; ade
tionally agents are able to communicate between them. Therefore, ABMigsauformation about
the dynamics of interacting rule-based agents. Moreover, ABM is useful when aduatihehavior
is governed by nonlinearities and can be described by thresholds (if-then rulegthgimBM ob-
saves aggregated activities for a population of agents. Some of the most comma@restdbls to
model Agent-Based Systems are: Comm-Aspen, EMCAS (Electricity Market Complex Adaptive Sy
tem), JADE (Java Agent Development Environment), JACK (Java Applet CorreditesLAMPS
(Language for Agent-based Simulation of Processes and Scenarios).

Our research has led us to three different approaches. The first one isdanmytbeling ap-
proach that integrates different methods with ABM to study the dynamics plecbufrastructures.
The second one integrates the ABM with Input-Output Interoperability models toaileittie dynian-
ics of resources in multiple infrastructures. The last one integrates ABM with Fedenauétions.

9 SIR : Susceptible, Infectious and Removed. It is a dynamic model for infedtzmases.
1 5|S: Susceptible, Infectious and Susceptible.
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[1.3.1 Object-Oriented Hybrid Modeling Approach

Object-oriented hybrid modeling approach has combined agent-based modeling techniques with
classical methods. For instance, (Schléapfer, Kessler and Kroger 2008) combined the ABiyugsc
with Monte Carlo Simulation. This approach integrated the highly m@adtiand time-dependerft e
fects, and non-technical factors to develop a probabilistic reliability assesratatloved the im-
pact of load increase, and the non-supplied energy due to the operator response timéotemaact
gency events to be quantified. Each agesst modeled by its attributes and rules of behavior. Some of
these agents included: loads, generators, transmission line objects and grid operator.

Another approach integrated network analyses (graph theory) for screeiygis®. In add-
tion, object-oriented methods detailed the operational dynamics modeling (Eusgel@0819). Ne
work analyses were used to identify hidden and obvious interdependencidss fparpose, this ap-
proach used traditional indices as: path length, clustering coefficientesthpaths, local and remote
reliability efficiency.

Finally, a methodology that applies the Object-oriented hybrid modeling approackiyosdt
nerabilities between SCADA system and the Systems under controls was proposed, iBu@dgld
and Kroger 2013). This methodology is composed of five major steps in order ttgateeand aa-
lyze comprehensively the vulnerabilities due to interdependencies betweenfriagbructures. The
steps arei) preparatory phase: describe the systems, study the different methods, and approach mod-
els;ii) Screening analysis: identify vulnerabilities from topological analysiseamgirical investig-
tions using networkdii) In-depth analysis: modeling SCADA and human operator errors with high-
level architecture (HLA) models, and in-depth experiments: substation, small network and whole
network worse case levels are experimented. The main results for this step amgaittediegree and
the average service availability indicég) results assessment: interpretation of indieg@$otential
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12 5creening Analysis: It means to screen the whole system searchingrferable, critical or important co-

ponents to the system’s security.
3 HLA: High level architecture from the IEEE Standard 1516.
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technical improvements: propose several strategies to prevent the propagatioradihgafsilures
due to interdependencies. Figlir® presents an overview of the SCADA model structure.

The main advantage of hybrid modeling is that this approach exploits the poterAlsiBsf
and integrates its results with other powerful methods, enabling many other atalgsedone, in-
cluding dynamical aspects. As well, many other infrastructures can be modeledyrénéres not
limited for power systems or ICT networks, but it can also model the human behavior.

However, ABMs have complex computational workloads, which are a well-known disad-
vantage of this approach that in this case also integrates other methodslaplgrsimulations. Thus,
this is a major disadvantage to model large complex systems. Additionally, the emdghg from
these approaches is only useful for the purposed for which it was built, thetbfer@pproach lacks
of flexibility.

It is important to note that this approach highlights the need to study the tojdloggnplex
systems as a first step to identify critical vulnerabilities.

11.3.2 Agent-based input-output interdependency model

Agent-based input-output interdependency modahigtegration of Input-Output Interoper
bility models (IIM)* (Haimes and Jiang 2001) and ABMs (Oliva, Panzieri and Setola 2010). This
approach is composed of two formulations:

i) The first formulation is a static agent-based [IM where each element intetticisther ¢
ements via the production, exchange and consumption of resources without directly ex-
changing inoperability. The result of this method isA®:lIM dependency index that regsr
sents the cumulative effect of the resources received by each element on its operativeness.
i) The second formulation is a dynamic agent-based IIM that engages the production, con-
sumption and transmission/transportation of different resources.

This approach considers the production, consumption and transmission of resource®rgoods
services), therefore it can be used for a large number of infrastrudnokesling power systems
communication networks, oil distribution, among others.

Its main advantage is that this approach quantifies the impact of infrastructavedability in
the operativeness of the other infrastructures. However, this method is diffiagply becausé
requires a large amount of data that sometimes can be confidential. That risason why this
approach relies on experts or stakeholdes experience. Additionally, this appresnbtdevaluate the
dynamical behavior of infrastructures.

11.3.3 Federated Agat-Based model

Federated Agent-Based model (FedABMS) is an integration of Agents-based modeling and
Federated simulation (Casalicchio, Galli and Tucci 2007). The latter imwdation technique that
distributes the execution of the simulation model over a set of nodes.

ABM simulations give a high level infrastructures description, and the Fedesiatathtions
detail the infrastructures models. This environment allows the faults and congestlmmsammuit

% Input-output inoperability model (IIM) is a mechanism that aims alyaing the cascading effects in critical
infrastructures (Setola, de Porcellinis and Sforna 2009).
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caion network to be simulated. The main indices obtained from the aiomulvere: time needed to
resolve the crisis, time to rescue a wounded agent, number of rescued wounded agéetspihhum
dead wounded agents, among others.

Further approaches included macro and micro agent-based modeling and simulation
(Casalicchio, Galli and Tucci 2010).

2 The macro agent-based modeling and simulatiepresents each system as a single agent
that offers and consumes services. Each syatas simulated in a specific sector simulator.
Each simulator shared the status and the services that it was providing oed fidésla-
chitecture was implemented using FedABMS.

2 The micro agent-based modeling and simulat@mmsiders every single component or asset
in each infrastructure to simulate the behavior of the whole system. In this simulagign, ev
component was an agent.

These simulations were used to study transportation systems. But it exsablel the study of
catastrophic scenarios in power systems and communication networks.

The main disadvantage of this approach is that more than a modeling approaclsjritia-a
tion tool that uses Agent-based modeling. Therefore, many parameters are nesaigditdrastro-
ture and parallel simulations are needed to cope with the study of multiple coupled infrasructur

However, these simulation approaches describe the dynamic of coupled infrastructures and are
able to handle more than 3 infrastructures at the same time.

[1.3.4 Advantages - Disadvantages

Agent-based models have been extensively used to model coupled infrastructures, aa shown i
this section. Particularly, this model has been used to complement other methods, such &sl Federat
models, Monte Carlo simulations or functional simulations.

The main disadvantage of ABM is that requires parallel processing in ordesdel large and
complex systems and to reduce the computational time needed to study these systems. Hmwever, th
method has many advantages that highlight its usefulness.

ABM is able to model many different heterogeneous infrastructures and can iddfedent
factors such as natural hazards, institutional weaknesses, human behavior, physical sewsity
related issues. As well, it can include reliability aspects for Electric Power Systems and ICT

Because ABM has been widely used, there exist many robust platforms in multquesrpr
ming languages to visualize and analyze ABMs. Moreover, AMBs include time-dependent monlinea
phenomena into the simulation. As a result of this, ABMs demonstrates a close adherence tosthe realit
of the coupled processes involved in simulations

The bottom-up oriented modeling allows large complex systems to be modeled, inclading m
parameters from the smallest component to the whole system behavior. However, sormetnids i
be difficult to model large complex systems, because the model may require a labge atiparan-
eters to improve the models accuracy.

The presented approaches reveal that ABM needs to be complemented with other methods in
order to consider the whole behavior of coupled infrastructures. One of these groymteds was
the ‘Complex Network theory’, which can improve the screening analysis to identify weaknesses in
coupled heterogeneous infrastructures.
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II.4 Bayesian Networks (BN)

A Bayesian Network is a compact graphical representation that supports systenisgnodel
cluding random events, and it is based on the Bayes theorem (allows aacillasi posterioriprob-
ability as a function o& priori probabilities) (Birolini 2007).

Bayesian Network’s nodes represent the propositional variables, and links represent the causal
dependencies among the nodes, these dependencies are quantified by conditional prdfaalities
and Russell 2003).

Two main methods were identified in the literature, the first one evaluates theetf@asen-
terdependencies and the second one models the dynamics in coupled infrastructures.

[1.4.1 Cause-Effect interdependencies

The structure of Bayesian Networks was used to illustrate the cdasehaferactions between
ICT infrastructure and Power Systems (Tranchita, Hadjsaid, et al..Z01i)method mimickedau-
sality and inference presextin both infrastructures in order to assess the power system risleas a r
sult of cyber terrorism. The modebs divided ino four main phases (Tranchita 2008):

2 lIdentify the ICT attacking motivatioetermine whether the attack is due to a political or
religious situation, or to a terrorist activity. The motivation wasdgigiinto High, Medium
and Low level.

2 lIdentify vulnerable resource# is important to detect the type of perpetrator, which could
be either an insider employee, an insider service provider, an outsider former-insider, an
outsider professional hacker, or an outsider cybercriminal. The informatioatalyilwas
divided into: enough, regular or low, this variable is important since a temattisenough
information to attack is more dangerous for critical infrastructures.

2 Quantify assetsvulnerability: It was evaluated according to the geographical situation and
to the physical protection of assets. This phase studied software, hardware and configuration
vulnerabilities. The vulnerabilities were divided into: Highly, averagelgt lowly vulnea-
ble. This phase was supported by a power flow analysis to study the system respohse to N-
contingencies.

2 Determine the consequences for the power system operatienPower system damage
was evaluad and classified in different levels of severity: low, medium, high and- cat
strophic. The possible functions executed to attack the infrastruciuees evaluated, in-
cluding: protection, control, monitoring, measurements and management.

This approach can be used to study power transmission and distribution systemtiffevent
attack scenario without considering the dynamic aspects. It can be used toydbardiinsequences
of targeted attacks to certain assets and to classify these consequences in differefegisvity

Even if the application of this approach is easy, taking into account thesitivof tools avad-
ble, this method relies on information that is not always available ast oh the times have to be
obtained from experts and operators experience and knowledge.

On the other hand, usually, the computing time needed to compute this method is very short
even if it is dealing with multiple infrastructures. Additionally stlaipproach can consider the impact
of many different heterogeneous infrastructures in the risk analysis of pgstems; however, ited
pends on probabilistic information that is not always reliable and thesesgilll be focused in only
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one infrastructure.

[1.4.2 Dynamic Bayesian Networks

The Dynamic Bayesian Network formalismas used to model critical infrastructures (Di
Giorgio and Liberati 2012)he analysis was dividddto three levels: atomic event level, propagation
level and services level. Atomic level is related to the associatimndbm variables to possible ad-
verse events. Propagation level models the interdependencies among and withinaturastrsome
of the subsystems involved are: electric transmission network, SCADA feedeBCaidA system.
Services level involves the operators and control cemteggaphical representation of the Dynamic
Bayesian Network is presented in Figuré.

The proposed methodology was dividetbithe following steps:

o Identification of relevant services.

Identification of main devices and functions needed to deliver the services to the end-used.
Identification of common devices among different services.

Localization of devices in the grid topology to study the geographical interdependencies.

O 0 0 o0

Identification of random variablesf possible events in the atomic level and evaluation of
possible effects on propagation level.

© Study of temporal interdependencies in the Dynamic Bayesian Network.

Three different analyses can be performed based on this approach: relsbdiyy adverse
event spreading and forecasting. Nevertheless, the main advantage of this methadtlis abs to
model different failures modes and allows the impact of those failures qodgified, taking into
account dynamic simulations. Additionally, this approach can be scalable to largetrimtures.
However, the dynamic simulations are not continuous, but static model assessmesureia time
steps.

Another disadvantage of this approach is that it relies on data from litefaisicgical events
or domain-experts opinion. Therefore, the accuracy of results depends on the paramdteuseha
which may not be very reliable. In fact, in order to improve the accuracy, this approacta feegs
number of parameters, but these parameters can increase the computational complexity.

ATOMIC LEVEL

PROPAGATION
LEVEL
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Figurell :6 Overall Dynamic Bayesian Network (Di Giorgio and Liberati 2012)
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[1.4.3 Advantages - Disadvantages

Based on the studied approaches, it can be seen that Bayesian Networks are usad mostly
quantify the consequences and the impact of failures in coupled heterogeneous infrestridatr
ever, one limitation is the increased computation complexity whefrastructures are added in the
model and many other parameters are taken into account. But at the same time, BN cdrfdre use
scalable and dynamic systems.

BN are easyo-use and there exists many user-friendly platforms to model Bayes Networks,
from toolboxes (BayesNET for Matlab, blearn for R, SMILE for C++) to deelétabftware (Hugin,
Netica or Elvira). Nevertheless, BN requires input data that makedfmes is difficult to obtain due
to either very restraint policies of confidentiality or lack of diigtal data. In such cases, only the data
from experts opinions can be used, which affects the accuracy of results.

[I.5 Boolean logic Driven Markov Processes

Boolean logic Driven Markov Processes (BDMP) is a formalism that integraesdin d-
vantages of fault-trees and markov models (Bouissou and Bon 2003). Italtbus, dynamic cm-
plex systems to be modeled. Its objective is to solve the problem of comisihakmiosion in the
classic methods for complex systems modeling. Therefore, this method adds a newlikikeltbét
include sequences and dependencies modeling by activating sub-fault trees. In addition,tthe’§ault-
leaves are modeled as markov processes. Flgdreshows a representation of BDMP for a system
with cascading standby redundancies.

BDMP enables different attack scenarios to be modeled, e.g. an attack tieetakenership of
a Remote Access Server connected to a dial-in modem (Piétre-Cambacédes and Bouissobe2010). T
detail level of the model can lmhosen. In addition, due to the dynamic property of markov models,

mean time to
breach,” “mean effort to security failuré;‘unavailability rate,” and“unavailability/year,” among oth-
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Figurell:7 BDMP Representation (Bouisson n.d.)
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This approach allows three fundamentals aspects to be simu)apmiver systems safety)
systems security facing attack scenarios; idhdnteractions between safety and security, thus many
accidental and intentional attacks can be modeled (Piétre-Cambacédes 2010).

The main advantage of this approach is that it is able to model targetekk aih power sy
tems taking into account dynamic aspects. For instance, BDMP was used to m&iektiat Attack
(Kriaa, Bouissou and Piétre-Cambacédes 2012). This approach was implemented by BEb& and
resulting platform is called KB3, which is a robust platform that can dihlavlarge number of
parameters. Aditionally, it is largely used for industrial usage.

However, it is not able to model the loss of elements during the simulation and presents difficu
ties to model cyclic behaviors. In addition, there exists only one platform afilautate the BDMP,
therefore there is a lack of availability of tools to develop this approach.

1.6 Combined Simulators

Several simulation tools for power systems, communication networks, and circuits framd
in the market, including PSCAD, DigSILENT, PSAT, Eurostag, OMNET++ and NS3rimless,
due to infrastructure interdependencies there is a need of more realistiatisimplatforms. As a
result, rew platforms integrate power system’s behavior, control center commands, communication
networks, information technologies and likely cyber-physical critical events. ighpsssible after
integrating dedicated software tools that simulate in parallel éifteénfrastructures. Some of these
combined simulators are summarized in this section. Only their main proettiesdvantages will
be discussed in this section, because these simulators are not open-access and in itfmseitend
difficult to provide a deep comparison.

[1.6.1 Cosimulator for Transport and Distribution systems

A combined simulator was proposed by (Rozel, et al. 2008) and developed by Giasibble
tute of Technology/G2ELAB - France. The combined simulator is compafsilee dedicated sof
ware tools and it is used to dynamically demonstrate the effect of failures amfrastyuctures, ta
ing into account thie interdependencies and interplays. Each software tool simulates the behavior of
each infrastructure (electrical, telecommunication and information).

Figurell:8 shows the architecture of the co-simulator for transport systems. It is composed of
three main parts: the electrical infrastructure simulator, telecommiamicatrastructure simulator
and control center simulator (Merdassi, et al. 2012).
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Figurell :8 Combined Simulator (Rozel, et al. 2008)
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Figurell:9 Cosimulator Architecture

The Electrical infrastructure is simulated using PSAT, which is a Matath®x for electrical
networks analysis. The software tool simulates the power systimmamic behavior, including power
flow, optimal power flow, power compensation, dynamic stability and automatic under-fredoadcy
shedding, among others.

Telecommunication infrastructure is simulated using Simpy/Python. It sends medataes
from the RTUs in substations and power plants to the control centers. Iaddignsures the con-
trol data delivery from control center to RTUs and actuators. This mindeldes routers, links,
bandwidths, routing tables, latency characteristics, and error rates.

The Control Center is simulated using the numerical framework of Matlabk.c®hirol center
provides commands according to the state of the system and likely failutte. éneaddition, it e-
ceives voltage alarms from the measurement system and sends commands to RTUs andasther act
tors.

This simulator is able to simulate the impact of failures on power systethtelecommuniz-
tion infrastructures. For instance, (B. Rozel 2009) used this co-simulateveétop three scenaria:
normal state systenii) N-1 contingency case in the electrical infrastructiirg;an N-1 electriccon-
tingency caused by a telecommunication failure.

During the SINARI Project, the Cosimulator for Distribution Systems wasgldped, the &-
sulting architecture is detailed in Figuie9, this simulator integrates Matlab (for the power system),
NS2 (for the communications network) and the control center is modeled ifChive, Sanchez and
Hadjsaid 2013). This co-simulator is able to perform the simulation of remote commands, load-
shedding commands from the control center and studies of short-circuit event figdgdilization,
islanding and restoration) (Caire, Sanchez and Hadjsaid 2013).

The main advantage of these cosimulators is that they were developed using gepesal pu
programming languages in standard software. Therefores ase capable of modifying easily the
simulation and components parameters.

11.6.2 Real-time Cosimulator

This cosimulator models the real-time interactions of ICT systems withepawid and the
transmission operat (Stefanov and Liu 2012). In additipthis simulator considers cyber-attacks at
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the cyber layer and quantifies the impact on the power system layer. The sinmiéajrates dedita
ed software, according to the infrastructure, including: DIGSILENT Powepifyadlatlab Simulink
(SimEvents toolbox) and Matrikon OPC Server.

Their modeling is divided into three steps (see Figjui®):
© Power grid simulation using DIGSILENT.

2 ICT system simulation for the SCADA systelincombines Matlab/Simulink with OPC and
SimEvents toolboxes to model the SCADA system, including IEDs, RTUS, HMIs, and oth-
er control assets using the queuing theory. The power layer is simulated as a centinuou
time system and the cyber layer as a discrete time system. The transmission @pi@nator
plemented with industrial software.

2 Enable the communication among layg¢h& exchange of information among layersiis-
ulated using Matrikon OPC Server.

Different attack scenarios were simulated usirig tlo-simulator (Liu, et al. 2012). The first
case simuladan attack by an intruder that opens a circuit breaker in two substations. The second case
simulakedthe intrusion and data integrity attack.

The main advantage of this simulator is that it takes into account anlamgieer of parameters
and integrates industrial software for its real-time simulations. In additiobstation and power
transmission systems can be modeled with its corresponding ICT networks.

11.6.3 Federate-based Simulator

A hybrid simulator for power systems and ICT is a modular cosimulatorgfiatts the real-
time performance of power systems taking into account the different operation powen kystls
(bay, station an®CC) (Mdller, et al. 2012).

The Bay Level is simulated using DIgSILENT Power Factory and the OPC servgr usi
Matrikon OPC Server; the Substation level and control center are simulated HegjhAeitecture
(HLA) federates on JAVA and their models are based on IEC 61850. The entire commumieation
work is simulated with OPNET and based on IEC 61850.
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Figurell:11 Hybrid simulator components (Mdiller, et al. 2012)

The originality of this cosimulator is that it performs the simulatibdifferent levels, accord-
ing to the IEC 61850, i.e. simulation at bay level, substation level. This discrimioatmrels allows
the smart-grids applications to be analyzed and studied through real-time simulations.

An advantage of using HLA Federates is that this simulator can be easily adaptatilert
models (software), for instance, to model the behavior of electric cars.

[1.6.4 Agent-based simulation tool: EPOCHS

The Electric POwer andCommunication synidronizing Simulator integrates three simulators:
PSCAD/EMTDC an electromagnetic simulator, PSLF and electromechanical transielsttai, and
NS2 a communication simulator (Hopkinson, et al. 2006). However, their goal is noetopesal-
time simulations, but to build a simulator that pregibe likely behavior of power grids.

This agent-based simulator contains five main components (see Figu@): a
PSCAD/EMTDC to simulate power scenarios in continuous time with a graphieehce. A PSLF
or Positive Sequence Load Flow software is used to simulate large electromaichgstiems. NS2
used to simulate communication protocols under stress conditions. AgentHQ fie@ emvironment
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Figurell:12 EPOCHS components (Hopkinson, et al. 2006)
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to help components interaction. An RTI is used to control the simulation synchi@miaad! the rots
ing of communication between EPOCHS components.

This simulator allows different scenarios to be tested in the power systetneacohtmunia-
tion system. In the case of power system, the tripping lines, transient instddaitikrup protection,
remote load shedding are tested. On the other hand, for the communication network the network traffic
and the delay in routers can be simulated.

Nevertheless, this simulator does not run real-time simulations and itltagdseveral errors
because NS2 is a discrete event simulator, and PSCAD is a continuous time simuitt@c@oacy
may be affected by the selection of the time steps and the synchronization.

[1.6.5 Advantages - Disadvantages

Cosimulator is the most accurate method to model the dynamic events on coupled @frastru
tures in real-time. However, it has several limitations due toapézability challenges among ded
cated software. For that reason, several co-simulators are Agents-based, in ordeage the in-
teroperability and the events synchronization.

Cosimulators can be used as a validation mean of new vulnerability methodspled infa-
structures, such as Agent-Based modeling, Bayesian Networks or Complex Networks modeling.

Most of the presented approaches use off-the-shelf software that is nat alvedlable or are
very uncommon. For that reason, several research laboratories are developingrtheisiowalators
according to their own objectives.

Scalability, accessibility to tools and usability are closely linked taddtbicated software for
each approach.

[1.7 Petri Networks (PN)

Petri Network (PN) is a tool developed by Carl Adam Petri in 1962 (P#6&). PNs wereed
veloped to study concurrent, asynchronous, distributed, parallel, non-deterministic, andvastistoc
systems (Murata 1989). PNs are widely used to model production plants, power siReeros, (et al.
2010) and computer networks (Intech 2010). A PN is a bipartite graph that comodessand arcs.
Nodes are divided into places and transitions, whereas the first represensethetise latter sim
lates the events that allow moving from one state to another. Arcs connestwidicransitions and
vice-versa. Tokens show graphically the availability of places, they are repebgrdots inside the
places. Firing a transition consists in moving the token from one placetteeanbhere exist several
tools to modePNs, such as PetriNet Tool box for Matlab, CPN Tools, Artifex, among others.

This section presents four different approaches developed to model coupled infrastructur
based on Petri Networks.

Token Transition
Place 1 Place 2
(i) Petri Net Elements (i) Petri Net after the Transition fires

Figurell:13 Petri Net Representation
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[1.7.1 Attack/Defense modeling

Cyber-net model integrates the attack/defense systems of cyber and power systeer to
study the impact of a cyber-attack (directed or intellifdnobn SCADA systems (Ten, Liu and
Manimaran 2008). This approach masttihe access points to SCADA Systems and the intrusions
SCADA systems.

Three indices were assessed: scenario vulnerability whether the subistatior has not a load
and generation; access point vulnerability composealfoéwall model anda password model; and
the impact factor evaluation based on the loss of load assessment. The cybesehenhbmagstation
with load and generation is presented in FidLit.

The major originality of this approach is the inclusion of cyberattacksapilities. These prob-
abilities depend on the communications network architecture in substations. loraddian quariv
fy the impact of these attacks. Some of the main indices used to quantflyaities are: loss of load
(LOL), loss of information, economic loss and equipment damage.

However, this approach has many disadvantages. First, computation times can easily increase
when incorporating several substationsnfrastructures). Consequently, this approach is not able to
handle a large amount of data. Secondly, it studies the impact of communication sdailoré&s on
power systems, and not the impact of power systems failures on ICT networks. Téiagptitiach is
dependent on the scenario and events evaluated. Thus, for every different scenalgonawvincodel
has to be built.

Additionally, in order to evaluate correctly the cyberattacks, it needs cengihtstical data
that does not exist yet. Finally, this approach does not include dynamic aspects.
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Figurell:14 Cyber-net of Substation (Ten, Liu and Manimaran 2008)

!5 Directed Attacks are attacks with short term effects; intelligent attacks are welegland can trigger sa
cading effects.
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[1.7.2 “High-level” and “Low-level” Petri Nets

This approach proposed a construction method to study cyber-physical attacks on Simart Gri
It divides the petri net modeling in two levefdow level” and “High level” Petri Nets (Chen,
Sanchez Aarnoutse and Buford 2011). Thev level” corresponds to detailed single models fa-sp
cific types of attacks, e.g. physical attacks on smart meters or cyber-attacksiaticus. Thé&high
level” is a high level abstraction of the system.

The first step to construct the Petri Net is to create a “low level” Petri Net for each type of at-
tack; in this step thexperts’ opinion in the domain is needed. The second step consists in building the
“High level” Petri Net, but only the places, ignoring the transitions. These transitions are defined in
the third step. The identical places are matched between the “low level” and the “high level.” Finally,
the fifth step uses the results from the forth step to exparithigielevel” petri net. Figurell:15 illus-
trates some of the main steps for a Substation case.

The main originality is to create special transitions, i.e. a cyber-transitigsicpl transition
and cyber/physical transition. In addition, due to the separation of levels, this model could haadle larg
and complex systems. However, the madli¢s on data supplied by experts, which may havaran i
portant impact on the results.

Unfortunately, this methodology has not been appjieid Therefore, there are no proofs that
indicate that this approach is indeed fast, reliable or accurate.

[1.7.3 SWN and SAN integration

This model divides the functioning of power systems and information infrasgsatuo two
models, one dedicated to the structure of the power system and the other oneatesaamthe do-
havior of the control system (Beccuti, et al. 2012).

Stochastic Well-formed net (SWN) is a high level Stochastic Petri Net fam#hiola, et al.
1993). The tokens may have colors and the transitions could be édggrer immediately or after a
delay. It was used to model several types of attacks, e.g. Denial-of-Service attack.

Stochastic Activity Network (SAN) is another high level Petri Netmalism (Sanders and
Meyer 2001). It is formed by places, activities, input gates and output dates Used to model the
impact of attacks on Power Systems, e.g. the account of an electrical component loss.
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Figurell:15 “Hierarchical” Petri Nets (Chen, Sanchez Aarnoutse and Buford 2011)
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Different performance indices that describe the impact of critical attacks can be cremtéefr
integration of both methods. Some of these indice§S@nsatisfied Demaridand“Percentage of Un-
satisfied demand.In addition, many failures can be considered, mainly DoS attacks.

The originality of this method lies in the integration of two high-level foisna for Petri Nets.
This integration allows the consequences of cyberattacks to be quantifiedoedmgnance indices
and taking into account the randomness of failure events in coupled infrastruatwigle variety of
scenarios can be analyzed with this approach, which is agent-based.

The scope of this approach is the study of DoS attacks, including the spreadrspdeziquan-
tification of the dynamic consequences. However, the dynamic aspects are only addrdssedte
time simulations and a combinatorial explosion could limit the ability to model large comptersy

[1.7.4 Intrusion detection on Cyber Physical Systems

This approach studsthe effect of intrusion detection systems on the reliability of cyberiphys
cal systems, e.g. sensors, actuators and control units, in a context whereinepiergghment is not
possible (Mitchell and Chen 2013)his approach is based on stochastic petri nets, which models
semi-Markov processes with a state representation.

The main originality is that in this approache system’s nodes are modeled as tokens, and not
as places. This approach is specialized in intrusion detection and response systems arttieallow
mean time to failure (MTTF) to be computed, taking into account the cyber-vulnizalati different
layers.

However it does not take into account the power system dynamics. In faghastly a con-
munication networks security analysis than a multi-infrastructure analysasldition, this modeling
is exposed to the state explosion problem due to the quantity of tokens needed for large systems.

Also, this method can be used maximum for two coupled infrastructures wheoé thieen is
the Communications Network.

[1.7.5 Advantages - Disadvantages

Petri Networks are a powerful method to model complex sequential processes. Homawer
applications and developments have arisen in order to model complex dynamic systems, sweh as Po
er Systems and Computer networks.

However, PN were not created to model large systems and its main limitatiersisiie explo-
sion, making it very difficult to use them to model complex coupled heterogeneous infrastructures.

The main advantage of PN is that it can model discrete and continuous time systemsi-conside
ing stochastic and timed transitions. In addition, thanks to the last development®tpetrks can be
used as modules. Nevertheless, the level of maturity for these purposes is still very low.

[1.8 Comparison and Conclusion

This chapter provides a comprehensive state-of-the art of modeling approachesherts oet
solve the emerging challenges of interdependent coupled infrastructures. Aadée may notice,
most of the explored literature is recent. When starting the SINARI profjeciSate-of-the-art that
was preparednd published at that time was very different from the one presented whipser (see
(Merdassi, et al. 2012)
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Agent-Based models can model dynamically multiple interacting systems withecobeiav-
iors. ABMs have a higlevel flexibility and describe the system from its components’ perspective.
However this model lacks efficiency for large systems due to long computatiea (sometimes
more than 50 hours). In addition, ABMs are difficult to code, which make them difficult to use.

Bayesian Networks model random events, which allow measuring the gravity and the cons
quences of attacks, and the spreading of adverse events. They also offer a gegpkmahtation of
the modeled system. However, this model reliasaccurate probability data from experts, which
sometimes is difficult to find.

The BDMP allows modeling attack scenarios and creating several indices theaatkacks. It
is mostly dedicated to perform risk analysis. In additibperforms several combinations of failures
in order to study the role of each component in the failure. However, BDMP preseatdiffaulties
when modeling cyclic behaviors.

The combined simulator allows modeling dynamic events on integrated infrastruittigeise
closest model to real systems. In fact, it could serve as a reference moodeip@are the other meth-
ods since it is easp-use due to the module property. However, it is highly resource demanding
which should be limited to verify results and most of the studied cosimutiiarset simulate in real-
time.

The Petri Networks allow modeling cascades in dynamic systems and measuringabedf
the cascading events on critical infrastructures. However this model shows @f fexkibility for
large systems and each scenario demands a different model configuration.

Complex Networks showed that they are capable and suitable to model and to reflect the topo-
logical properties of large complex systems; however they have not been completely exploited t
study interdependent critical infrastructures. In the next chapters, we tvaliiiice a novel approach,
using Complex Networks, to model critical interdependent infrastructures.

In summary, these methods have mainly focused on dynamic events assuming attacdsscenari
However, it is needed to select the most critical components that could ststading or an erme
gent failure that could damage the critical infrastructure, i.e. a lsifgoximation to the screening

CPU Time

Scalabilityy > Usability —— Agent-based

model
— Bayesian

Networks

BDMP

= Cosimulators

Large Systemsjéi

Tools
modeling Accessibility — Petri Nets
Complex
Networks
Dynamic
Simulation

Figurell:16 Methods comparison
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methods. Moreoverthe most critical component and weakest elements in the system may emerge
from the interface of critical infrastructures. Another disadvaniaghat these methods anesuitable

to manage large systems to overcome the state explosion problem and there are giibsessag
capacity limitations.

A method comparison is not completely possible, due to the unlike objectives of edeh m
Furthermore, there is not a global model that covers the complex world of interdepesdewti/i+
nerabilities of Critical infrastructures. Figuhel6 plots a comparative diagram, taking into account
Six aspects:

2 CPU time: This aspect describes the computation complexity, the memory and peecess
quirementA grade from 1 to 5, where 1 represents an expensive and slow performance and
5 represents a fast process.

© Usability: This aspect joints different characteristics, includhmey eéasiness to model and
the flexibility to model heterogeneous systems. 1 for a difficult to apply method famd 5
an easyto-use method.

2 Tools Accessibility: It evaluates the availability of tools that campute or simulate heate
ogeneous coupled infrastructures. 1 if there are no available tools and 5 @rtnenany
options.

© Dynamic simulations: This aspects gives a grade of 1 if this method &bloto model
dynamic aspects (or it have not been applied yet), and 5 if it already considerscdynam
events.

© Large systems modeling: This aspect reports a grade of 1 if the method is nothaipiél¢o
large complex systems and 5 if it is completely developed to handle these systems.

o Scalability: It considers the ability to change in size or scale, it means, a model can be easily
expanded to include other components or parameters without requiring a complete change
of the model. A grade of 1 is assigned if it is not possible and a gradd tfeSmodel is
scalable across a large range of changes.

The grades were assigned taking into consideration the exposed approaches and several state-of-
the-art found in the literature, including (Merdassi, et al. 2012), (KrégerZio 2011), (Galli 2010),
(Ouyang 2013), (Cheminod, Durante and Valenzano 2013).
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CHAPTER Il

Vulnerability and Interdependencies: Modeling

We live in a society exquisitely dependent on science and technology,
in which hardly anyone knows anything about science and technology

Carl Sagan
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Abstract

Power systems and ICTs interdependencies request innovative and revolutionarysptaiiftodn new
ideas that aim at identifying weaknesses and critical components that can fail atel ro@ay other failures
either by cascading, common-mode or escalating. One possible appoaaelerstand critical infrastructures’
vulnerabilities is to study their topologies and to quantify their physical and cyberepgmndencies. This cha
ter presents an introduction to Complex Networks and proposes two apprdaamesiel coupled infrastod
tures’ interdependencies: a topologic-driven approach areh eigensystem analysis. The former evaluates-co
plex-weighted graphs to assess the main topological indices. The latter, evaluadefattency matrix as a
Hermitian Matrix in the Hilbert Space to study the Eigenspectral of the coupled sysensimple examples
are shown to exemplify its use.

[11.1 Introduction

Electric Power Systems (EPS) and Information and Communication Technologies (ICTs) reveal
strong interdependencies among their components as explored in CHAPTER |t Feagba, many
methods and algorithms have been developed to study these interdependencies and to ensure high
levels of reliability, availability and security of critical infrasttures. Some of these methods are
summarized in the state-of-the-art presented in CHAPTER Il. One of timeautiomes irCHAP-

TER Il is that there is either a need for a strong improvement and upgridsefmethods or a need
for a new oneThis Chapter aims at solving this challenge using ‘Complex Networks Theory’, consid-
ering that a major and critical objective is to identify failureiating events on interdependestu-
pled infrastructures, i.e. the identification of components that are very likely to initaitara.f

‘Complex Networks’ (or graph theory) is a very promising method according to different publ
cations (Merdassi, et al. 2012), (Kréger and Zio 2011). In this dissertatisrstiongly believed that
the topology of coupled infrastructures influences on their behavior of the wistéamsyT herefore,
the study of the structure of coupled infrastructures may help to understand tbackagomponent
affects the function of the whole coupled system. These beliefs are supported by stendées in
different sciences. For instance, the study of the WWW topology (Albert, Jeong and Bae&lgysi
the Internet (Yook, Jeong and Barabasi 2002), the cellular networks (Jeong, et al.i208Q)pthers
(Albert and Barabasi 2002).

The final objective of this Chapter is to answer the question: How to construct a conmdeh-m
for coupled infrastructures, taking into accounirthepological characteristics, enabling to different
ate their own communication patterns (the modes of communication), but at thénsarbeingflex-
ible in the way it could be used to stugynfrastructures’ interdependencies.

Power Systems are known to be very robust; the origin of this robustness wdedldrainks
to the use of complex networks theory. (Barabasi and Bonabeu 2003) discovered that ttm@st of
complex systems have a scale-free characteristic that increaseliustness against random attacks
or random failures. Howevygethe Achilles’ heel of complex systems is that most of them rely on few
nodes (calledHubg, it has already been demonstrated that the removal of key hubs generates a general
failure of the system (Wang and Guanrong 2008)he case of Electric Power Systems, it has already
been demonstrated that the breakdown of a single targeted components is sufficidiapse the
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entire system (Cruccitti, Latora and Marchiori 2004).

This Chapter proposes and analyzes two main approaghepologic-driven analysis and an
Eigenspectral Analysis. The former modifiés main properties of ‘Complex Networks’ to study the
structure of coupled infrastructures. The latter applies the theory of ktermlatrices in the Hilbert
Space to study the spectrum of midtiel ‘Complex Networks.” The basis of the proposed approaches
will be explained in detail throughout this Chapter and the applicafitime proposed approaches is
presented in CHAPTER IVThese approaches are considered as “High level” description models,
CHAPTER Vwill present the “Low level” description model.

This Chapter is organized as follows:
© Section 1.2 briefly introduces the Complex Networks and their relations with graph theory.

2 Section 1.3 presents some notions on complex networks that support the proposed ap-
proaches. It includes the definition of terms such as: node-degree, betweennebty,centra
efficiency, Graph Spectra, Hilbert spaces and Hermitian matrices.

2 Section lll.4 introduces the topologic and spectral approaches developed itoosgatu-
ate the interdependencies of coupled infrastructures.

2 Section IlI.5 presents a summary of the Chapter, highlighting the advantagessaad
vantages of the proposed approaches.

[11.2 From Graph Theory to Complex Networks

It is common to misuse the term@&aph Theory and Complex Networks Even if the term
Networkexists in graph theorietworkis referred as any real system that can be described by means
of graphs. Thus, the ter@raphis used whenever talking about mathematical prope@egph Theo-
ry is the body of principles and theorems that revolve around gr@phsplex Networkss the field
that describes, using the Graph Theory, the networks whose striscttnagular, complex, and dy-
namically evolving in time, e.g. Social and biological Networks (Caldarelli 2007).

The history of Complex Networks (and Graph Theory) begins in thed8tury, when Leon-
hard Euler solved the enigmatic seven bridges of Kdnigsberg problem usings wabéd thefoun-
dations of the Graph Thedr{Euler 1741). The problem was born in the capital of East Prussia: Ko-
nigsberg (now Kaliningrad, Russia), where people wondered if all seven beiolgescting the town
could be traversed, without passing any of them twice. In order to solvedhismr Euler emphasi
esthe topological structure importance, he realized that this problem oeukbresented and sirpl
fied into a graph, with nodes (parts of the town) and arcs (the bridges), amiialHil. It was the

Figurelll :1The 7 bridges of Kénigsberg
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first time that a scientist introduced the notions of Graphs.

Since its origin, the Graph Theory has been evolving thanks to the computerizatain af-
quisition and the availability of high computing power. Figlire2 shows the Evolution of Complex
Networks and the Evolution of Computers, it can be seen that it was until the congmvtiegwas
developed, the Graph theory evolved significantly.

In 1959, the Hungarian Mathematicians Paul Erdés and Alfred Renyi developBaridem
Graphs TheoryErdés and Rényi 1959). Nevertheless, at this time the Computer Science was unable
to develop complex simulations and to verify their hypothesis. They endeavored thditypical
systems structure at a given stage of evolution (Erdés and Rényi 1960), so they suggestett that
networks could be modeled by connecting their nodes with random distributed link&réasiland
Alfred Rényi found that, in thisandom graphthe node-degree folled a Poisson distribution with a
bell shape (Barabasi and Bonabeu 2003). However, this theory fails to desanpeeal-world ne
works, such as Internet, Power Grids, and Social communication networks EEl@nand Rényi
remarked the following:

“...Of course, if one aims at describing such a real situation, one should replace the hypothesis
of equiprobability of all connection by some more realistic hypothiesis

— (Erdds and Rényi 1960)
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Figurelll :2From Graph Theory to Complex Networks vs. Computers Timeline
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Nevertheless, their studies motivated a great amount of work on the fieldf eenanade by
Watts and Strogatz; they introduced 8mall-World Networlconcept (Watts and Strogatz 1998). In
order to understand this concept, it is important to be acquainted with tharmlixperiment, deve
oped in 1967 by the American psychologist Stanley Milgram, who aims at answering thenquest
“Starting with any two people in the world, what is the probability that they will know each other?” In
order to solve it, he sent hundreds of letters to people in Nebraska asking tfoeward the coe-
spondence to acquaintances that might be able to shepherd it closer to a target:racpbckbroker
in Boston. The result of this experiment was that there is a mean disiBeix people between the
first person in Nebraska and the stockbroker in Boston, i.e. six dgdfdgsam 1967). This exper
ment corroborates the original idea of Frigyes Karinthy, a Hungarian aubimomentiord this hy-
pothesis in one of his storigShains(Lancszemek) and called iBix-degrees of Separation.

Another concept was created at the end of th& ¥&tury by Albert-Lazlo Barabasi and Reka
Albert: the scale-free network@arabasi and Albert 1999). These networks are characterized by hav-
ing few nodes that have many connections (hubs) and many nodes have very few linkar@nnect
(Wang and Guanrong 2003). For instance, Erdos is one of the largest hubs in the mathematics co
munity, especially in the networks science community. In fact, the well-kriendtis Number was
created to describe the distance between any person and Erdds, measured tyufiapsiip.

Therefore, one of the main characteristics of scale-free networks dditstmess against &cc
dental failures but, at the same time, a significant vulnerability to coordia#tiecks (Barabasi and
Bonabeu 2003). For instance, Figule3 shows three different cases. Firstly, a random network
where there is a random failure, the connectivity in this case is not affected. The second figure shows a
scale-free graph where a random attack does not impact the whole system. Howeved tasdh
shows a targeted (and successful attack) where the system is divided in two sub-systems.

Additionally, Scale-free networks have another propertyptieéerential attachmentharacte
istic, which means that new nodes are more likely to create a link with therhthes metwork. In
social networks this preferential attachment is influenced by the reputationtbe Ipopularity.A
person with high reputation is more likely to have an influence in the network.

Nowadays, ‘Complex Networks’ are used in many areas and deeper investigations have led to
many more questions about the nature of complex systems and the use of ‘Complex Networks’ to
model large systems. Consequently, many laboratories are dedicated to studppleeifegrand how
to effectively model complex systeng&ome of these laboratories are:

2 Barabasilab - USAwvww.barabasilab.com

ISI Foundation- Italy: www.isi.it

=
2 Réseau National des Systémes Complexesnce http://www.rnsc.fr
=

Complex Systems and Networks lab - Spdittp://cosnet.bifi.es
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111.3 Conceptual and Theoretical Framework

This section summarizes thi€omplex Networks’ theory needed to understand the proposed
approaches, including definitions, algorithms and usages. Extra-information idgatani Appendix
A. Additionally, the networks in Figuril :4-i and Figurdll :4-ii will be used in order to illustrate this

theory.
T T

®—=06 6 O—6-—~0

(i) Undirected graph (i) Directed graph

Figurelll :4 Demonstration graphs
[11.3.1 Notations of Complex Networks

Complex Networks are composedvedftices(or nodes) aneédgedor links). The former re@-
sens system’s elements such as buses, routers, airports or people. The latter represents the coone
tions, dependencies or relations between vertices; these connections can be figisalabr furc-
tional. Some common edges include: power lines, optical fibers, flight itinerarieseardship.

A graph@ is a pair of sets¥,%). Let V={vi, W, V5 ..., v,} be the set of vertices andthe num-
ber of vertices. While& ={e,, &, 6; ..., e} is the set of edges between the vertices marid the num-
ber of edges.

A graph can be directed or undirected. If edges have an associated direction, the gigah is ¢
directed graphotherwise the graph is calleddirected graphAdditionally, both graphs are assumed
to lack of self-loops and multiple parallel edges (see Fijugs.

[11.3.1.1 Adjacency Matrix

A graph can be represented by ram matrix A, called adjacency (or connectivity) matrix;
where every row and column represents a vertex in the graph. For undirected graphs,atgistry
if there exists an edge between litle andjth vertices and otherwise, in this case thA& matrix is
symmetrical &,=a;,). For directed graphs the entiy is 1 if there exists an edge fromto j, and0
otherwise, in this case, tl¥& matrix is asymmetrical.

ayj - app
A= i (I11.1)
Ay v ann

For the case of the graph in Figlile4-i the adjacency matrix is presented in (111.2).

010000
101010
010001

A=
000010 (-2)
010101
0010 10
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(i) Undirected - Weighted graph (iv) Directed - Weighted graph

Figurelll :5 Undirected and Directed graphs

Also, for the case of the graph in Figule4-ii, the adjacency matrix is presented in (111.3).

(111.3)

Il
O O O O ©o o
O B, O O O O
O O O+ O

O O O O O
O O O O+ O
o O O+ OO

[11.3.1.2 Weight Matrix

There is also a so-calletkn Weight matrix W, whose entryw, is the weight associated to the
edge connecting noddsandj. This weight represents the capacity, the influence, the importance or
the intensity of the connections. For instance, for Electric Power Systems thig emitfbe assoe
ated to the admittance of each lire,for transportation systems the weight could be the transport
capacity. It is largely used to solve NP-complete or NP-hard problems iat@psrResearch disc
pline (Chvatal 1983). In graph theory, it is used to assess the shortest paths or the apmal pa

WhJ cee Whn

w=| o (I11.4)

[11.3.1.3 Path length, Geodesic and Diameter

Path lengthis the number of hops or the distance between two nodgeodesic patlior) is
defined as the shortest or optimal path between two vertices and depends on thkegnaph is
weighted or not. The geodesic is assessed usinytheatrix if the graph is weighted and its shortest
path is called theptimal path;otherwise, the geodesic is calculated usingAhmatrix. Many algo-
rithms were developed to find the geodesic paths, including Dijkstra anchaBellamong others
(Cormen, et al. 2001). The path length is considered the base of the graph theory aeduthedi
gramming transport problems.

Thediameteris the maximum value afi; Vh,j €V. It characterizes the system and could quan-
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tify the vulnerability of the system. For instance, a power grid that has the source and the load far from
each other is more vulnerable than one with the source close to the loads, as am&gztdn 1.3.2.

For the case of the graph in Figuhe4-i, the diameter is 3. Also, the diameter is 3 for the graph in
Figurelll :4-ii.

[11.3.1.4 Node Degree

The node importance (or prestige for Social Networks) is characterizéxd hgde degredor
connectivity) that is the number of inbound and outbound connections. The Hggfee nodeh is
defined in terms of the adjacency matdk for undirected graphs, as shown in (11l.5) (Boccaletti, et
al. 2006). Node degrees for the undirected graph presented in Figtsieare shown in Tabl#l ;1.

kn = 2, (I11.5)
jev

For directed graphs, the node degree has two comporerdsgree (k,") and Out-degree
(k:>"). The former is the number of ingoing links. The latter is the number of outtioksy Mathe-

matically these degrees are assessed using (llI1.6) and (111.7), respectivilg.dase of the graph in
Figurelll :4-ii, results are shown in Tablk:2.

k' =2 an (11.6)

jev

out _ )

“‘E% (1.7
je

The degree distributioR(k) exposes the network statistical properties, the structure of the graph
and the probability that a node has a dedgree the fraction of nodes having degited-or directed
graphs there are two distributions, one for each comp&{&htandP (K.

[11.3.1.5 Betweenness Centrality

The network nature influences the importance of the edges and/or vertices in thé&.retwbr
nature is influenced by the topological position of each component in therketith reference to its
connectivity. Centrality indices quantify this importance (Cohen and Havli)2@he of these ind
ces is theBetweenness Centraljtgiven by (111.8). This indexs used in urban growth, resilience, so-
ciology and other studies; in addition, it recognizes bottlenecks and imporigst\egitices in a me
work (Freeman 1977).

Tablelll :1 Node degrees undirected graph
Node 1 2 3 4 5 6
ki 1 3 2 1 3 2

Tablelll :2 Node degrees directed graph

Node 1 2 3 4 5 6
Ky 0 1 1 1 2 1
k" 1 2 1 0 1 1
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Tablelll :3 Node Betweenness Centrality

Node 1 2 3 4 5 6
b(l) (Undir) 0 10 2 0 10 2
b(l) (Dir) 0 4 2 0 4 2

Tablelll :4 Edge Betweenness Centrality

Edge 1-2 2-3 3-6 2-5 5-4 6-5
b(e) (Undir) 10 8 6 12 10
b(e) (Dir) 5 4 3 4 5
oni(l)
b= > - (111.8)

hjevh=j Fhi

onj is the total number of shortest paths betwkemdj, and oy(l) is the number of shortest
paths betweeh andj that passes through the ndde

In comparison with the node degree, the betweenness Centrality not only askighsina-
portance level to hubs, but also identifies critical interconnecting nodes and edgestafoejnes-
cording to the node degree the nodes 5 and 7 are the most important nodes in the graph presented i
Figurelll :6. However, it is clear that node 6 is vital for the communication ofwthectusters. Thus,
after assessing the Betweenness Centrality, node 6 is almost as important &saratl@s In Figure
[11:6 the node size represents the Betweenness Centrality value.

In addition, there exists the Edge Betweenness Centrality, defined in (l11.9y(&tbe the
number of geodesics betweeandj that passes through the edge

be)= >, 7ni(®) (I11.9)

hjevh=j ©hi

This index is important since it emphasizes the importance and the centralityhohode/edge
in the system according to its topological position.

Cluster B

Cluster A

Figurelll :6 Betweenness Centrality example
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111.3.1.6 Efficiency

For this dissertation, thEfficiencyis an index that aims at identifying important nodes. The
concept of Hiciency was introduced in (Latora and Marchiori 2001). It is used to evaluate asd mea
ure how efficiently a node exchanges information with other nodes. This isdemes that the eff
ciency is inversely proportional to the shortest distance, its mathematicgerfation is presented in
(11.10). Letdy; be the shortest path length betwéendj, andn the number of nodes in the system.

1 1

E-= =
D h’jgij a (11.10)

The methodology presented in Figlile7 is used in order to assess the impact according to the
drop of global efficiencyAE(Y) (according to (lll.11) after removing each node (or edge).
Afterwards, the nodes that caused the highest impact are considered as ingpatteritical for the
system.

E(Y)— E(Y -1)

AE(Y) = =)

(I.11)

E(Y-1)represents the global efficiency after removal of a node (Bompard, WXun@011).
In addition, this index can be used to assess the impact on the system after removing edges.

Figurelll:8 presents the results for the proposed demonstration system. It can be seen that the
Efficiency of the system drops after removing the nodes. Specifically faratdes of node 2 and 5
there is a significant lower, which highlights then the most central notlesanddes with a lowenri-
pact are the nodes 1 and 4, these nodes are not central and do not affect the intefgoiméutiv
system. This analysis can be developed to study the impact on the system after removing edges.

[ Assess Efﬂmency |
Remove node j
Assess Efﬁctency |
Insert node j

0

Rank the efficiency

b6

Figurelll :7 Efficiency assessment methodology
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(i) Remove Node 2 - Efficiency: 0.14

o b

(v) Remove Node 4 - Efficiency: 0.24

O— ®
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(vi) Remove Node 6 - Efficiency: 0.19

Figurelll :8 Efficiency for the test System

[11.3.2 Eigenspectral Analysis

Eigenspectral analysis is the study of the eigenvalues and eigenvectg&mfs represerd-
tive matrices. It has been largely used to study the topology and dynamic oexa@pgiems (Van
Mieghem 2011), in this section a brief introduction of this method will be pexkelmt addition, the
Hilbert Space and Hermitian Matrices are introduced to reinforce and justify the proposethep.

[11.3.2.1 Spectral Analysis

As seen before, graphs can be represented by a matrix (Adjacency Matfikis matrix can
be represented by points in the space that define a vector, which is direoteahforigin to an end.
This vector can be transformed to other vectors in the same space afteroa,@agscalation oa
translation. The resulting vectors are calggenvectorand the proportionality strengths or escalating
factors are callegigenvaluesTherefore, theigensystenfset of eigenvectors and eigenvaluesy<ha
acterizes the graph and is called $pectrumof the matrix origenspectrum

The determination of the eigenvaluesand eigenvectors of the Adjacency matrixa is done
using (111.12).
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AX = AX (1n.12)
Therefore,
Ax—Ax=(A-Al )x=0 (1.13)

x=0 is a trivial solution to the eigenvalue equati®hus, to find a non-zero solution for the ho-
mogeneous linear system, the matfixl has to be singuldr(111.14).

de( A-A1)=0 (I11.14)

The matrix spectrum theory has been largely studied in many sciences. Pbrtioutaaph
theory, it has been used to develop the partitioning theory or spectral bis@eitaher 1793) found
that the second smallest eigelwe of the graph’s Laplacian matrix£ is a measure of the graph’s con-
nectivity. The Laplacian matrix is defined in (l11.15). LBtbe a diagonal matrix of degre€Rozel,
Caire, et al. 2009) applied this theory to study the potential cuts of large interconnectatisietw

L-D-A (I11.15)

In addition, the spectrum of the matrix can provide topological information about the system.

[11.3.2.2 Hilbert Space

Hilbert Spaceis defined as a complete, normed and inner product vector space (Hoser 2005).
The following properties have to be followed in a vector spgceherex andy are vectors. These
properties will be used to justify the use of Hermitian Matrices in next section.

x+yeV vxyeV (111.16)

(X+ y)+z=x+(y+2) VxyzeV (11.17)
X+y=y+x VxyeV (11.18)
0> x+0=x VxeV (1.19)
A>Ix=x vxeV (111.20)
I(-1) > x+(-x)=0 vxeV (111.21)
axeV VaeCxeV (111.22)
(ab)x=a(bx) VabeC,xeV (111.23)
a(x+y)=ax+ay VaeC,xyeV (111.24)
(a+b)x=ax+bx VabeCxeV (1.25)

The inner product is defined in (111.26).

YO0 =[] (I11.26)

And the following equations have to be hold in a Hilbert Space:

(Xx) = 0 with (Xx) = 0if andonlyif x=0 (11.27)

18 A Matrix is singular if its determinant is zero.
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(fy)=a(y) aec (111.28)
(Xay) = afy) aecC (111.29)

111.3.2.3 Hermitian Matrices

A matrix is defined as a Hermitian Matrix if and only if accompistne equation (I11.30}.
H=H (11.30)
Where,
hy = hy (1n.31)

The main interest on Hermitian Matrices in the Hilbert Space is thatHlgginvalues, assessed
with (111.32), are all reals {; < ® Vk). This property enables the important or more prestigious nodes
to be classified and raal

Hx = ax (11.32)

An example of a Hermitian matrix is shown in (111.33).

1 2+3 4 8i
2-3 6 9 i

H = _ .
4 -9 5 1-5i

-8 i 1+5i 7

(111.33)

The eigenvalues from this matrix are presented in (111.34), it can be seen thatdimeal vi
ues and the eigenvectors, in (I11.35), are complex numbers.

=[-10668 2172 10879 16617] (111.34)

—-0.03+060 0.01-053 0.09-054 -0.93-022
. -0.38-0.18 -058-0.11 0.35+0.13 -057-0.10 1135
| 013-051 0.21-042 015-035 -0.15+058 (111.35)

-0.43 0.38 —-0.65 —-0.50

Proof of 4, e ® vk (Hoser 2005)
a. FHx=ix
b. (FX) = (ixfx) = () from (111.28)
c. (§Hx) = (Xix) = A(%x) from (11l.29)
d. SinceH =3, then(qHx) = (HXx)
e. A(%x) =i(Xx)

f. 2=2=1em

' 41 is the conjugate transposeft
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l11.4 Vulnerability and criticality analysis

Multi-infrastructures modeling has been shown in CHAPTER II. Many challenges disco-
ered, such as the need of a better screening method for multi-infrastatatlies and a better explo
tation of Complex Networks to the study of vulnerability and interdependenciesltple critical
infrastructures.

This section presents the use of complex networks’ properties to study the vulnerability of Elec-
tric Power Systems (Section I1.4.1). Afterwards, it proposes differenbapipes to model inteed
pendent coupled infrastructures.

The first approach aims at expanding the complex networks theory from one-dimension analysis
to two-dimension analysis (Section 111.4.2). This expansion adds flexibilitwo degrees: Firstly, it
allows the ICT and Power system infrastructures to be modeled in a single thodetonserving
their own characteristics. Secondly, this model can be used not onhefar infrastructures, but can
be used to model the interdependencies of other critical infrastructures as well.

The second approach (Section I11.4)3s3inspired on sociology methods and algorithms that a
low the modeling of different interdependency layers among multiple infcastes and also, the
incorporation of symmetric communication patterns analysis among heterogeneous infrastructures

[11.4.1 Electricity infrastructure topology analysis

Many topological indices from the graph theory have been used to study thealilityeof
power systems. For instance, the node degree has been used as the first step in the asfstesment
vulnerability of critical infrastructures. The node with the higher degree (tpestaconnected compo-
nent) is the mstimportant in the system. Then, an important node is highly vulnerable to a céordina
ed attack and/or to a random failure, according to Seaderetworks’ properties.

The betweenness centrality is used to understand how connected the componentsyse in a
tem, i.e. to identify the most used components. Finally, the efficisngsed to assess the impact of
node or edge removal in the global system behavior.

In order to illustrate these ifmbs, Tabldll:5 shows the main characteristics of several known
test power systems and their corresponding direct gfsmtesshown from Figurkl :9 to Figurelll :18.
The size of the nodes depends on their Betweenness Centrality value and their tododemree. It
is important to note that the G2ELAB 14-Bus system is a radial distnibgrid, which is the reason
why its average path length is smaller than for the mesh networks. This system priiseated in
more detail in the next sections.

Tablelll :5 Graph properties for several systems

System N. Nodes N. Edges Av. Total Degree Diameter Av. Path Length
G2ELAB 14-Bus 14 13 1.86 7 2.95
IEEE 9-Bus 9 9 2.00 2 1.40
IEEE 14-Bus 14 20 2.86 4 1.96
IEEE 24-Bus 24 34 2.83 6 2.81
IEEE 39-Bus 39 46 2.36 7 2.66
IEEE 118-Bus 118 179 3.03 10 2.94

8 The edge direction is selected according to the power flow direction.
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Transmission power systems are characterized by having few hubs. For instance|lF&jure
shows the degree distribution for the IEEE 118-busK&geelll :20). The degree distribution provides
topological information such as if the system is vulnerable to random or targetelsatind if the
system is a radial or loop network. In this case, most of the nodes hadegree and out-degree of
1, and only a few ones have a degree higher than 6 (those are the hubs). IhIFiguteese hubs
have a bigger-size node.

There are other obvious observations, such as, the larger the sy;steenlarger the average
path length and diameter are. That is the reason why many researchers esedlites to quantify
component failure impact in the system, according to the diameter variation.

The topology or structure of transmission power systisnmsore robust than distribution sy
tems, since nodes are more interconnected and closer. This characteristiaigcitné properties of
Scale-free networks as shown before in Fidlir8.

01 01 01

ésa/zow 63/20kV BG/QOKVé

ol 02 —%
. ol
‘

= N i 2.

7

, 10 @ (,\P
) 1 I e M
V11

129 18w
Figurelll :9 G2ELAB 14-Bus Graph Figurelll :10 G2ELAB 14-Bus System
(©) GENERATORS 13
(©) SYNCHRONOUS 1z -

COMPENSATORS

THREE ~ WINDING
TRANSFORMER EQUIVALENT

9
7
8
4

Figurelll :11 IEEE 14-Bus Graph

Fiaurelll :12 IEEE 14-Bus Svstem

62



®

Figurelll :13 IEEE 9-Bus Graph
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For the case of distribution networks, as the system in Fifjul®, the node degree and-b
tweenness centrality were computed (results presented inMa®)e They show that the node 2 is the
most important. Thus, in order to verify this result, this node was removed from the grid and the power
flows were computed. However, the simulation finished without convergence due ltws$ of con-
nectivity in the system. The betweenness centrality shows as well tmatdbde is the most important
in the system. Additionally, the node 1 is important according to the Betweennesgitgentex and
the node degree, which is expected since this node represents the main source in the system.

Tablelll :6 Graph properties

Node Degree Betweenness Centrality
01 3 50
02 4 53
03 2 12
04 2 30
05 1 0
06 2 22
07 1
08 1
09 2 12
10 2 12
11 2 22
12 2 12
13 1
14 1
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[11.4.2 The topology-driven Approach

The study of the structural complexity of critical infrastructures’ topology allows the pattern of
interactions among these infrastructures to be described. Consequently, the nadureedfions and
the complex behaviors can be understood. The first approach aims at describing tboimdem
tween power systems and ICT systems, using complex-weighted graphs.

In order to evaluate the physical and cyber interdependencies within the couped, $ty&t
important to classify the interdependencies for both infrastructurés §&é ICT). These interdepend-
encies or connections (edges or links) are classified into four types:

2 Type 1 From an electrical node to another. This edge represents the normal |oowier f
the Power System.

2 Type 2 From an ICT node to another. This edge represents the normal data flow from one
router to another.

2 Type 3From an electrical node to an ICT node. Basically, it is the energy supjaly foir
infrastructure.

© Type 4 From an ICT node to an electrical node. This edge is used to send commands or to
request information to/from the electrical component.

These edges can be modeled and represented in the Adjacency Maliassigning a diffe
ent value for each type of connection. In order to preserve the characteristics bffeastiucture,
complex values have been assigned to the edges, where the real component representsctie Electr
edges and the imaginary component represents the ICT edges. Thus, the complex-valusty adjace
matrix is built according to (111.36), for undirected graphs. Type 3 and 4 are iarnegoup because
this group represents the mutual interdependencies among both infrastructures.

1 if link (h, j )is typel
_— 1 if link (h, j)is type2 1136
"1+ 3if link (h, | )is type3or 4 (111.36)

0 otherwise

Additionally, direct graphs are used to take into account the direction of thenatfon and
electricity flow in the model. In fact, directed graphs support the repeggamof the relation between
the source (operators) and the load (end-users), where the first is offeringga wethe second. En-
try a,; is defined as in (111.37). This definition allows creating a Mixed Graph sotne edges with a
double direction to represent the energy supply from the Power DigtribNgtworks and the data
from the ICT.

1if link (h, j)is typelor3
anj =<1iif link (h, j )is type2or4 (1n.37)
Ootherwise

This representation emerges after evaluating multiple possible solutions, e.@ tieegative
complex numbers and hypercomplex numbers. However, the proposed model allows thenmain co
plex networks’ indices t0 be assessed, e.g. node-degree, betweenness centrality and efficiency. The
properties of complex-weighted graphs are analyzed in the next sections.
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The grapis presented in Figurkl :22 will be used to exemplify the elaboration of the adjacency
matrices.

In the case of Figuril :22-i the edgeelande2are type 1, edge=b ande6 are type 2, and ve
ticese3ande4 are type 3 and 4. For the Figuhe23-ii the edgeg3ande4 are type 3 and verticey
ande8 are type 4. Therefore, the corresponding adjacency matrices according@® énd (111.37)
for the undirected and directed graph respectively are shown in (111.38) and (l11.39).

0o 1 0 0 0 O
1 0 1 0 1+l O
0 1 0 0 0 1+1
A =
o o o 0 i 0 (111.38)
01+ O 1 0 1
0 0 1+3i 0 % O |
0 1 0 0 0 O]
001010
0000O0O0 1
A=
00001 O (11.39)
01 00 01
0 01 0 0 O]

[11.4.2.1 Complex-valued Node Degree

In order to identify the vulnerabilities of coupled infrastructures, thissreggmpts to identify
the most important nodes in the system, the term ‘importance’ is intended to qualify the role that the
presence and location of the node plays with respect to the average globaahipdooerties of the
whole network, as in (Kroger and Zio 2011). The Node Degree is one of the most coharexcte-
istics of Complex Networks used to identify the node role in the Networkidrcase, it is divided
into two components: 1) thElectrical Node Degreék.), which is the number of electrical edges
incident with the node; and 2) th€é T Node Degreék.,) which is the number of ICT edges incident
with the node (111.40).

These components help to measure the influence of each infrastructure on cdiseuctirres
For instance, a nodehavingken> k., has a higher influence in the Electric Power System than in the
ICT Infrastructure. It is also expected that Electric nodes havgheethElectrical node degree than
ICT node degree.

kn= 0 =Ko, +i-ks, (111.40)

jev
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Degree indices, in-degree (111.6) and out-degree (IIl.7), are composed of an dlectnge-
nent and an ICT component, see (l1.41) and (l1.42), respectively. This division betfarify the
dependencies among infrastructures, that is, to acquaint whether it igirsgimplis supplied by the
nodeh.

in _ N i gin
ki = 2 = kg +ikp (111.41)

jev

k' =D g =k ik

jev

(111.42)

In order to exemplify the use of these equations, the matrix (111.39) is osaskéss the in-
degree and out-degree of the graph Figlhr224i.

Tablelll :7 Node out-degree

Node 1 2 3 4 5 6
Kot 1 2 1 1i 2i 1i
Yen 1 2 1 0 0 0
o O 0 0 1 2 1
Tablelll :8 Node out-degree
Node 1 2 3 4 5 6
K", 0 1+l 1+l 0 1+l 1+1i
Ky O 1 1 0 1 1
K'e, O 1 1 0 1 1

[11.4.2.2 Betweenness Centrality for multi-infrastructures

The betweenness centrality index can give insights about the interplays arfrasguctures,
showing the most used nodes and edges for the communication between and withindhirastr
The shortest paths are calculated for each infrastructure baseé edgis types, which is similar to
an analysis of two layers, as in Figuiie23.

ol
be()= Feni(l) (111.43)

hjevh=j Cehi

c,hj I
be()= enill) (I11.44)

hjevhzj Fchi

Electrical betweenness centrality and ICT betweenness centrality quanitigrnality of ee-
ry node in each infrastructure. That is, a measure of electrical and comnamictgractions of each
node in the interdependent system, it can be interpreted as an index to idengfyebkstlin the sy
tem as well.

The global Betweenness Centrality describes the total use of nodes itooctkEate a common
index for both infrastructures, taking into account the influence of each node in eachuiciineest

69



Electric Layer

Communication Layer

Figurelll :23 Demonstration graph

bgiobal 1) = yb&(1)+b(1) (111.45)

The Edge Betweenness Centrality can be divided into electrical anshd€€s as well. These
indices highlight the centrality of each edge in the system according to its topologitiahposi

he)- > Zen® (111.46)

hjevhzj ©Zehl

he)= 5 Zenl® (111.47)

hjevh=j 2chl

In the case of the graph in Figuie22-ii, the betweenness Centrality indices for the nodes are
presented in TablBl:9. These results highlight the nodes 2 and 3 for the Electric Power System and

the nodes 5 and 6 for the ICT infrastructure.

Tablelll :9 Betweenness Centrality Results

Node 1 2 3 4 5 6
be(l) 0 3 2 0 0 0
be(l) 0 0 0 0 3 2

Bgioba(l) O 3 2 0 3 2

[11.4.2.3 Electrical and ICT Efficiency

Efficiency index gives some insights about the impact of removing a node (eithethie ICT
or from the EPS), topologically speaking. Equations (111.48) and (111.49) allow asselssiaffitiency
for both infrastructures wherg is the number of electrical nodes, andhe number of ICT nodes.

Ee = — = 111.48

N heVe, jeVe h# | dhj (111.48)
1

Ee= — (111.49)

NeMe v, jov nej i
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A low index means that is higher; it means that the system is less efficient and therefore the
removed node plays an important or critical role for the system behavior.

As a mode of example, the graph in Figlite22 can be divided in two layers as in Figure
[11:23, and two distance matrices can be assessed, one for the electric paths antheneofomuit
cation paths, these matrices are shown in (111.50) and (l11.51), the entries oftaggmes are the gh
tances between two nodes, Og.

(111.50)

8 8 8 8 8 o
§ 8 8 oo r
8 8 8 opr N
8 8 oo 8 8
8 o8 opr N
o8 8 rNW

(I1.51)

8 8 8 8 8 o

8 8 o8 8 8§
8 or 8 8 8
or N8 8 8

8 P N8 OS
R NwWOZS8 8

In this casen, = 3 andn.= 3. ThereforeE, = 0.37 andg; = 0.37 for the base-case, the Table
[11:10 presents the results after applying the algorithm presented in Higiitdt can be seen that the
node 2 is the most critical for the electric system and the node 5 for the Communication system.

Tablelll :10 Efficiency Results
Node Base 1 2 3 4 5 6
Ee 0.37 0.277 0.11 0.17 0.37 0.204 0.17
Ec 0.37 0.37 0.204 0.17 0.277 0.111 0.17

11.4.2.4 Partial Conclusions

This approach presents a first insight about the structural properties witérconnected sy
tem, in such way that the node degrees, betweenness centrality and efficiency can be assessed.

Additionally, the use of complex numbers improves the modeling of coupled infrastgjctu
because it takes into account the different infrastructures in the same hatdelthe same time, sev-
eral indices for each infrastructure can be assessed.

However, one of the main disadvantages of the topological approach isdibes ibhot consider
the bi-directional communications. For instance, for ICT infrastructtiiesgrnportant to send and to
receive acknowledge signals, destination confirmation, which in graphs should ifmBrectibnal
edge.

The Eigenspectral analysis improves this representation by describibgdinectional con-
munication pattern in ICT networks and the mono-directional communication pattePower Sg-
tems.
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[11.4.3 Eigenspectral Analysis

It is clear that Power Systems and ICT infrastructures have asymmetrioqdttat is, both in-
frastructures differ in the way they share information. This sort of comntigmnigaatterns is found in
social networks where people interact according to some social rules and ersmdddmmunication
channels, such as computers or smartphones. This section applies Eigenspectralt@arsalygishe
structure of asymmetric directed weighted graphs to reveal the vulitegalzimong and within Ete
tric Power Systems and ICT networks.

(Hoser 2005) proposed a method to evaluate asymmetric patterns in computeednesiat
munications, using linear operators in the Hilbert Space and Hermitiaitesathis methods ex-
plained in Section 111.4.3.3. This section proposes to use this theory to the stalyptéd infrastro-
tures. As a first step, it is proposed to distinguish the systlayers, where each level represents a
different interdependency, as in Figute24. In this way, the proposed approaches can be used to
study the different layers included for in the Smart Grid Architecture M@aEAM) (CEN-
CENELEC-ETSI 2012), which will be presented and analyzed in Section V.4.

Electric Layer

Communication Layer

Logic Layer

Geographic Layer

Figurelll :24 Four-layer analysis

[11.4.3.1 Complex-weighted Adjacency Matrix

The matrix A can be constructed, for each layer, according to (l11.52)wile¢ the number of
outbound links from nodh to nodej, andx the number of inbound links from noteo nodej. The
graph G('V,E) represents the coupled system, whete'V,V }, the electric and ICT nodes, respe
tively.

Thus,
pj =W+i-X (111.52)

Figurelll:25 presents a demonstration graph in order to illustrate how to build jheeAdy
Matrix A, the resulting matrix is shown in (111.53).
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Figurelll :25 Demonstration graph for Spectral Analysis

This formulation allows assessing the node degree, but most importantly cthatisygectral
system of the Adjacency Matrix, as in Section 111.4.3.3.

0O 1 0 0 0 O
i 0 1 01+ O
0 1 0 0 0 1+l
A:
0O 0 0 0 1 O (111.53)
01+i 0 1 0 i
0 0 1+i 0 1 0 |

[11.4.3.2 Complex-valued node degree

The degree_is a complex number (111.54) wheyss the out-degree and z the in-degree.

k=2 an=y+i-z (111.54)
jev
As for the first approach, this degree allows the dependency of each node to beduahat
is, a nodéh can know how many nodes depend on it (number of links that depart from thisandde)
in how many nodes the nottedepends on (the number of links that are pointed towards thehhode
The higher the node degrisethe more nodes depend on it/ or it depends on many other nodes.

Tablelll :11 Complex-valued node degree
Node vl v2 v3 v4 v5 v6
k 1 2+2i 1+2i 1i 2+2 2+1i

Therefore, a ranking of the higher node degrees can be done and the first nodesnawst t
critical for the coupled system.

Tablelll:11 presents the complex-valued node degrees for the graph in Figgse From this
table, it can be seen, for instance, the ng@lthat have 2 out-going links (to node3 andvb) and 1
in-going link (from noder3). In addition, nodes2 andv5 are the most important, based on the node-
degree.

[11.4.3.3 Eigenspectral Centrality

Eigenspectral analysis allows identifying the weakest connections in the intercorsystésal.
As discussed before, the Eigenspectral analysis on complex-valued adjacency matteedean
oped thanks to the use of Hermitian Matrices in the Hilbert space.
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according to (I11.56).

Therefore, the Adjacency matrix has to be a Hermitian Matrix in flieeit Space. Since the
adjacency matrix has the characteristic presented in (111.55), the Hermitiar ozatrbe constructed

anj =18j, (111.55)
.67 (111.56)
N
Proof (Hoser 2005)
a. ap=x+iy=re’, r=x*+y? ¢= ata,-(lj
X
b ajh = |§.h] = ireii¢
C a.” =0
d. hhj — aﬂjeiu/ — rei¢eiV/ _ rei(¢+u/)
e hk — ajhei'// = re7i¢ei‘// - rei(l//7¢>
4 —i| Z4p—p
f.  According to (II1.31), rel**#) — re (3+)
9. '//+¢=—%—u/+¢
h. yw=-2
V=%
\ J

Matrix is presented in (111.57).

fied according to the highest absolute value in the eigenvector under inspection.

have the highest absolute valug£p.535).

As an example, using the Adjacency Matrix presented in (I11.53), its correspondingfiierm

0
0.7+0Q7i
0

0
0
0

0.7-0Q7i
0
0.7+ Q7i
0
14
0

0
0.7-0Q7i
0
0
0
14

o O O

0
0.7+ 0Q7i
0

0

14

0
0.7+ 07i

0
0.7-07i

0
0
14
0
0.7+0Q7i
0

(I1.57)

Finally, the eigenvectors and eigenvalues of the Hermitian matrices are corapcoeding to
(IN.32) for each interdependency adjacency matrix. The most important node irstém sy ident

Continuing with the example, the eigenvalues are presented in (111.58), which are all regl-values
as expected.

A=[247 -247 132 044 -044 -132|

(111.58)

In this case, the highest eigenvalue is 2.47, its corresponding eigenvector is prieséated
[11:22. According to these results, the node v2 and v5 are the mostldntittas system, since they

74



Tablelll :12 Demonstration graph eigenvectors

Node vl v2 v3 v4 v5 v6
|X| 0.217 0535 0.409 0.217 0.535 0.401
o) -1.026 -0.240 0.409 0.785 0 0.409

Next Chapter presents the application of these approaches in a real testidistsjmiem and
many other results interpretations will be presented.

1.5 Summary

This Chapter proposes new approaches to study the interdependencies amongnitettat
tures based on Complex networks theory.

A topology-driven analysis was proposed as a first approach. It uses the oéntips of
graphs, applying complex-weighted Adjacency Matrices. The use of complex numbers éxl adopt
order to expand the clasalaeal-weighted adjacency matrices to a two-dimensional matrix ¢hat r
flects the double interdependencies among infrastructures (ICT link and Bgstem supply). The
assessed properties are: Node degree, betweenness centrality and efficiesugypated by the
shortest path calculation.

The main advantage of the first approach is the identification ofehettks in the system as
well asthe identification of critical edges and vertices to the efficiencyam$ystem. However, it fails
to reproduce the asymmetrical communication pattern presented in the interptayg @nd within
infrastructures.

Eigenspectral analysis aims at reproducing those asymmetrical patterns esintiad Mati-
ces in the Hilbert Space, which allows real-value eigenvalues to be obtained usihgxcadjacency
matrices. This new index for critical infrastructures detects the mastat component in the system.
The central component is considered as the most important and the most critical mnednpied
infrastructure. The main disadvantage of this method is the lack of dynamalgbis and/or cascad-
ing failure simulations.

The proposed approaches will be applied on a typical French distribution netwitk mext
chapter Additionally, it will be explaired how to elaborate the model for a real system, how to obtain
the results and how to interpret them.
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CHAPTER IV

Vulnerability and Interdependencies: Application

The perplexity of life arises from there being too many interesting
things in it for us to be interested properly in any of them

Gilbert Keith Chesterton
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Abstract

This chapter applies the mathematical approaches proposed in the previgieratra a typical French
distribution system, including the topology-driven analysis and the Eigendpautaigisis The results obtained
from these approaches allow the identification of components and connectibhsitk an important topoléeg
cal role in the coupled system. In addition, the approaches provide imporntécgsrthat are used as a quantif
cation of weaknesses in the system. Finally, results from both approaches are comzaraiyzed.

In the previous chapters we have presented a real problematic that emerdjeefinteractions
and interplays among critical infrastructures, including Power Systems angd$t&ms. The state-of-
the-art in CHAPTER Il reveals the need for new tools to study interdepeedema vulnerabilities
among critical infrastructures. In response to these problems, two approacpespased ilCHAP-
TER 1ll, using complex networks theory and several indices and methodologiesoposeu. This
Chapter focuses on the application of the proposed approaches in order to exbeipliffilization
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on power distribution networks.
This Chapter is organized as follows:
o Section IV.1 presents the chosen test system.
o Section IV.2 applies the topology-driven analysis approach.

o Section IV.3 applies the Eigenspectral analysis approach.

V.1 Test System

The test system is a micro distribution network. The Power Grid has 14 powesrbusnes, 7
distributed generation sources, 9 loads, and 3 transformers HV/MV, as shown inV¥igure

Aside from this network, there is a considerable supporting ICT infchstay 1 Wimax BS and
5 multiplexers, 23 links including ADSL, PSTN/ISDN, Optic Fiber and Etheswtriologies. There
is also a private LAN-Giga Ethernet connecting the electrical buses 2, 3 andesdrapd by node
23). This communication network (benchmark) was developed during the SINARI Pitojzat, be
either a private or a public network.

This system has already been presented in several papers (McDonald, et al. 20EBgz(S
Caire and Hadjsaid 2013), thesis (B. Rozel 2009) and European Projects (Integral {( Sta2(19))
It is also the system emulated within the PREDIS experimental plat@aire, Sanchez and Hadjsaid
2013). This system can be reconfigured by tripping the circuit breakers.

PCCN PCCNOf PCCNO2
i A .. 3 g A
01 01 01
63/20KV 63/20kV 63/20KY,

Oi
e 11 .7 .

|
v CRIL | RTU10 RTU12

- - NO .

— e v 11 12

= === Comm Link
Supply

FigurelV:1 Complete 14-Bus Tests System
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I\VV.2 Topological Approach Results

In this Section, the Complex-valued degree, the betweenness centrality indbr affitiency
index results for the test system are presented. The assessment was completghediersihg
MATLAB scripts.

In order to create the graph for the test system, power system’s busesand routers are modeled as
nodes and, power lines and communication links are modeled as edgesI\Figuynesents the uird
rected graph; green nodes are the power systesshnd violet nodes the routers. Similarly green
edges represent the power lines, red edges the ICT links and blue edgesrdiepéndency comm
nication/electricity supply among power and ICT nodes.

FigurelV:3 shows the directed graph, in addition to the red (type 2) and the green (&gye 1)
es, the blue edges represent the electricity supply to ICT nodes (type 3), el enlges represent
the communicatiominks to power system’s nodes (type 4). The directions of green edges were chosen
according to the flow of the real-power in the power system (power flow computation).

Electric = = = =|CT =+=-= Control/Supply |

FigurelV:2 Undirected Graph for the 14-bus Test system

\‘(Q i
T @ S
g9 T TP

@"—4@

‘ —— Electric — — —» ICT —-—-+ Supply Control|

FigurelV:3 Directed Graph for the 14-bus Test system
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IV.2.1 Adjacency Matrix

The adjacency matrices for undirected and directed graphs are presented inVEigared -
gurelV:5. These figures show four different sections, one for each type of connection (see.§l11.4.2

This representation describes the coupled system in many ways. For instanspatsait is,
the number of total connections and the topological interdependencies. It isaimpomote that the
undirected graph takes into account the bi-directional flow of connection ilCihénfrastructures.
However, the directed graph is better suited for the Electric system, sinaesiirie.k account the real

power flow direction.

(1-14) - ICT Nodes (15-23)

Power System Nodes

Power System Nodes (1-14) - ICT Nodes (15-23)
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FigurelV:4 Adjacency Matrix- Undirected Network
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FigurelV:5 Adjacency Matrix- Directed Network
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IV.2.2 Complex-valued Node Degree

The node degree values calculated according to equation (111.40), for undirected graptes, are
sented in Tabl®&/:1. These results highlight the importance of nodes 2, 3, 4, 12 and 20 for the Electric
infrastructure, and the 16 and 20 for the ICT infrastructure. In thidfigpgest case, node 20 has a
high connectivity with both infrastructures.

This index does not highlight the importance of node 1 (the base of thefimgtof the entire
system). But it highlights the importance of node 20 which is a centra@rrdttis results show that
the use of undirected graphs is more appropriate for ICT communications.

FigurelV:6 shows that most of the nodes haveode-degree of 2 or 3. Furthermore, it can be
seen that there are nodes with no-dependency of first degree, e.g. nod&9l BRigirelV:7 high-
lights the important Hubs in the system, nodes with 5, 6 or even 7 connectionsstbbeahi presdn
ed in FigurelV:8, shows that most of the nodes that have a low ICT degree are distributedyin ev
electric node-degree. There is a peakdrb andk.=7, it corresponds to node 20, which is clearly a
hub for both systems.

TablelV:1 Node Degree Undirected Graph

Node Kn Ken Ken
1 3 3 0
2 6 + 2i 6 2
3 4+ 2i 4 2
4 4+ 2 4 2
5 2+ 1 2 1
6 3+ i 3 1
7 1+ 1 1 1
8 2+ 1i 2 1
9 3+ i 3 1
10 2+ 1 2 1
11 3+1 3 1
12 4+2 4 2
13 3+ 3 2
14 3+2 3 2
15 1+4 1 2
16 3+5 3 S
17 1+2 1 2
18 1+7 1 2
19 4i 0 4
20 5+ 7 S) 7
21 2+4 2 4
22 3+4 3 4
23 3+3 3 3
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The node-degrees according to equations (111.41) and (111.42), for directed graplpsesented
in TablelV:2. In-degree presents how dependent are the nodes to each infrastructuret-dlegrée
shows the importance of each node for each infrastructure. In this case, nodes 2 and 14 aredighlight
as the most important electric nodes, and nodes 20 and 16 as the most important for the ICE-infrastru
ture. On the other hand, node 19 is the most dependent node in the ICT intresstidotvever, node
2 has dependencies in both infrastructures. For that reason it is conaistéedhost critical node for
the ICT and Electric Infrastructure.

FigurelV:9 shows that there are no-critical hubs since the highest in-degree is 3IfoT time
frastructure and 2 for the Electric Infrastructure. In addition, accordinggtoeAV :10, most of the
nodes have a degree 1. In fact, Figisfell shows that most of the nodes have only one connection
with the electric and the ICT infrastructure.

FigurelV:12 and FigurdV:13 show that in the ICT infrastructure there are important hubs,
having out-degrees of 5 and 6. On the contrary, Electric system has a clear tendencyhiyh@ave
connection. It is due to the topological properties of Distribution Power Systems.

Figure IV:14 helps to understand the dependencies among and within infrastructuies, for
stance, there is a local maximum for the out-degree 6, but this node has a 0 electric out-degree.

TablelV:2 Node Degree Directed Graph

Node Kn" Ken" Ken" ko Ken ™ ken™
1 2 2 0 1 1 0
2 2+ 2i 2 2 3 3 0
3 1+2i 1 2 1 1 0
4 1+2i 1 2 1 1 0
5 1+1i 1 1 1 1 0
6 1+1i 1 1 1 1 0
7 1i 0 1 1 1 0
8 1+1i 1 1 2 2 0
9 1+1i 1 1 1 1 0
10 1i 0 1 2 2 0
11 1+1i 1 1 1 1 0
12 1+2i 1 2 1 1 0
13 2i 0 2 1 1 0
14 2i 0 2 3 3 0
15 1 1 1 2i 0 2
16 1+ 1i 1 1 4i 0 4
17 1 1 1 2i 0 2
18 1 1 1 2i 0 2
19 1+3i 1 3 li 0 1
20 1+1i 1 1 6i 0 6
21 1+ 1i 1 1 3i 0 3
22 1+1i 1 1 3i 0 3
23 0 0 0 3i 0 3
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IV.2.3 Betweenness Centrality Analysis

TableV:3 presents the nodeBetweenness Centrality for undirected and directed graphs. As
expected before, the nodes 1 and 2 are highlighted as important nodes for tleimfedtructure.
This is because of its centrality in the electric infrastructure, aasitpreviously mentioned. However,
there is a very important node in the ICT infrastructure, node 19, which has an impuddot the
information communication. In the whole system, nodes 3 and 4 are identifisgh@dant for both
infrastructures due to their interdependencies within the Electric infcaste and with the ICT ind-
structure. Finally, as for the node degree, the node 16 is identified as impartidet ICT infrastra-
ture.

There are clear differences between the undirected and directed graph results. Fog, instan
nodes 5, 7, 10 and 13 have a betweenness centrality index of O for the undisgkedhat is, they
are end-users. However in the directed graph node 5 becomes a supply node. On the other hand, nodes
15, 17, 18, 22 and 23 are end users in the directed graph, but they have a role in thedigdineiet
It highlights the relevance of analyzing electric infrastructures astdat graphs and ICT infrastru
tures as undirected graphs.

TablelV:3 Node Betweenness Centralityndirected and Directed Graph

Undirect Graph Direct Graph
Node Pe be Byiobal be be Byiobal
1 144 0.0 144.0 48 0 48
2 130 16.7 131.1 63 0 63
3 72 38.3 81.6 9 0 9
4 72 23.0 75.6 27 0 27
5 0 0.0 0.0 10 0 10
6 28 0.0 28.0 8 0 8
7 0 0.0 0.0 0 0 0
8 28 0.0 28.0 22 0 22
9 52 0.0 52.0 30 0 30
10 0 0.0 0.0 0 0 0
11 52 0.0 52.0 20 0 20
12 28 0.0 28.0 11 0 11
13 0 0.0 0.0 0 0 0
14 54 0.0 54.0 0 0 0
15 0 20.0 20.0 0 0 0
16 0 133.3 133.3 0 14 14
17 0 38.0 38.0 0 0 0
18 0 38.0 38.0 0 0 0
19 0 210.7 210.7 0 35 35
20 0 158.0 158.0 0 36 36
21 0 178.0 178.0 0 20 20
22 0 1.0 1.0 0 0 0
23 0 45.0 45.0 0 0 0
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FigurelV:15 presents the edges Betweenness Centrality for the Undirected Graph. urkis fig
shows the symmetry of the undirected graph and the most critical edges in the coupledisyhiem
specific case, the most critical nodes are within the ICT infrastructure (edges 16-21, 19-20 and 19-21).

The Betweenness in the interconnection -edges up-right and bottom-4eftises not highlight
specifically any edge, in comparison with the within each system. Higuté shows the results for
the Directed Graph, which identifies critical edges within the electndastructure and the ICT in-
frastructure, but not specifically for the interconnection of edge
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I\V.2.4 Efficiency

TablelV:4 presents the efficiency results after removing each node in the coupledstest. sy
The nodes 1, 2, and 20 are identified as critical nodes within their own infrastructures. Howdgsr
15 and 19 are recognized as important nodes for both infrastructures, having anrirtipaetficien-
cy of both infrastructures. Figutg:17 and FigurdV:18 show the same results for a better integpret

tion.

The highest impact for the undirected graph is 60% (node 2) and 57% foredbediigraph
(node 2 as well). That means that even in the case N-1, there are still topgatisao ensure the
continuity of service. This does not mean that physically the systemonitiince to work, but that
there are options to reconfigure the system. Nodes 8, 9 and 14 are identifibd,fiist time, as ciiit

cal within the Electric infrastructure.

TablelV:4 Vertices efficiency Undirected and Directed Graph

UNDIRECTED GRAPH

DIRECTED GRAPH

Electric Efficiency | ICT Efficiency | Electric Efficiency ICT Efficiency
Node Ee AEe Ec AE, Ee AE, E. AE,
Normal
State 0.2327 0.4062 0.1473 0.2533
1 0.1384 41% 0.4062 | 0% 0.0991 33% 0.2533 0%
2 0.0927 60% 0.3729 | 8% 0.0635 57% 0.2374 6%
3 0.1717 26% 0.3639 | 10% 0.1333 10% 0.2220 12%
4 0.1919 18% 0.3688 | 9% 0.1237 16% 0.2308 9%
5 0.1862 20% 0.3792 | 7% 0.1185 20% 0.2454 3%
6 0.1864 20% 0.3782 | 7% 0.1289 12% 0.2414 5%
7 0.2247 3% 0.3751 | 8% 0.1394 5% 0.2388 6%
8 0.1637 30% 0.3792 | 7% 0.0912 38% 0.2454 3%
9 0.1678 28% 0.3762 | 7% 0.1071 27% 0.2299 9%
10 0.1922 17% 0.3782 | 7% 0.1316 11% 0.2414 5%
11 0.2053 12% 0.3782 | 7% 0.1315 11% 0.2414 5%
12 0.2160 7% 0.3722 | 8% 0.1377 7% 0.2220 12%
13 0.2250 3% 0.3722 | 8% 0.1429 3% 0.2220 12%
14 0.1652 29% 0.3722 | 8% 0.1252 15% 0.2220 12%
15 0.1914 18% 0.3669 | 10% 0.1166 21% 0.2202 13%
16 0.2026 13% 0.2943 | 28% 0.1394 5% 0.1865 26%
17 0.1993 14% 0.3505 | 14% 0.1185 20% 0.2321 8%
18 0.2026 13% 0.3505 | 14% 0.1193 19% 0.2321 8%
19 0.2026 13% 0.2664 | 34% 0.1193 19% 0.1759 31%
20 0.2027 13% 0.2481 | 39% 0.1394 5% 0.1362 46%
21 0.2247 3% 0.3087 | 24% 0.1394 5% 0.1931 24%
22 0.2027 13% 0.3598 | 11% 0.1394 5% 0.2295 9%
23 0.2327 0% 0.3573 | 12% 0.1473 0% 0.2295 9%
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Even if the results for undirected and directed graphs differ in scale, the sameuroidiesit
fied as important for each infrastructure.

TablelV:5 and TabldV:6 present the edges electric and ICT efficiency, respectively, for the
undirected and directed graphs. These results highlight the edges around (lc@e8-1, 4-1), Z1-
2, 2-5, 2-9 and 2-15) and 20 (20-14, 20-3, 20-12 and 20-13). This is coherent with ltiseofesade
efficiency. FigurdV:19 and FigurdV:20 show the same results for a better understgndin

The interface among both infrastructures has critical edges, as for thécHdficiency edges
8-18, 8-19, 2-15 and for the ICT efficiency edges 16-10, 21-4, 20-3, 20-9 and 16-6. Htwasver
have a lower impact in the coupled system.
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FigurelV:17 Vertex Electric Efficiency
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IV.2.5 Results Analysis

The different indices proposed for the undirected and undirected graphs, using ecahpbek
weights, serve to identify critical nodes and edges in multi-infrastructystems from a topological
point of view.

The three indices (node degree, betweenness centrality and efficiency) giwtecdnsisults,
identifying as critical nodes the main buses in the Power System and the main rotlited€iT infa-
structure. But in addition, they identify critical edges that serve inntleeface between both irafr
structures and that should be an object of study.

This approach gives a “High level” description of coupled infrastructures and should serve as a
first step to identify the hidden interdependencies.

A conclusion from these results is that it is important to take into acdoeiritobv direction
(communication flows and electrical flows) and that a more flexible model shoukfjbiged to m-
corporate both heterogeneous communication patterns.

TablelV:5 Edges Electric Efficiency Undirected and Directed Graphs

UNDIRECTED
GRAPH DIRECTED GRAPH
From To Ee AEe Ee AEe
Base Case 0.2327 0.1473
1 2 0.1291 45% 0.0807 45%
3 1 0.1509 35% 0.1097 26%
4 1 0.1509 35% 0.1097 26%
2 5 0.1151 51% 0.0635 57%
6 2 0.1291 45% 0.0807 45%
2 9 0.1151 51% 0.0635 57%
9 8 0.1796 23% 0.1071 27%
10 6 0.1922 17% 0.1316 11%
14 3 0.1652 29% 0.1252 15%
11 4 0.2053 12% 0.1315 11%
12 11 0.2160 7% 0.1377 7%
13 12 0.2250 3% 0.1429 3%
7 21 0.2247 3% 0.1394 5%
10 16 0.1922 17% 0.1316 11%
5 17 0.1993 14% 0.1185 20%
8 18 0.1726 26% 0.0912 38%
8 19 0.1726 26% 0.0912 38%
14 20 0.1652 29% 0.1252 15%
2 15 0.1151 51% 0.0635 57%
14 22 0.1652 29% 0.1252 15%
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TablelV:6 Edges ICT Efficiency Undirected and Directed Graphs

UNDIRECTED
GRAPH DIRECTED GRAPH
From To Ec AEC Ec AEc
Base Case 0.4062 0.2533
15 16 0.3669 10% 0.2202 13%
15 2 0.3446 15% 0.2123 16%
20 14 0.2599 36% 0.1283 49%
21 7 0.3327 18% 0.1931 24%
16 10 0.3109 23% 0.1865 26%
17 5 0.3505 14% 0.2321 8%
18 8 0.3505 14% 0.2321 8%
16 21 0.3109 23% 0.1865 26%
16 11 0.3109 23% 0.1865 26%
21 19 0.2623 35% 0.1667 34%
21 4 0.3088 24% 0.1852 27%
23 2 0.3347 18% 0.2216 13%
23 3 0.3299 19% 0.2061 19%
23 4 0.3288 19% 0.2149 15%
17 19 0.2870 29% 0.1878 26%
18 19 0.2870 29% 0.1878 26%
19 20 0.3625 11% 0.1759 31%
20 3 0.2459 39% 0.1283 49%
20 12 0.2599 36% 0.1283 49%
20 13 0.2599 36% 0.1283 49%
20 22 0.2679 34% 0.1362 46%
22 14 0.3643 10% 0.2061 19%
22 13 0.3643 10% 0.2061 19%
22 12 0.3643 10% 0.2061 19%
20 9 0.2679 34% 0.1362 46%
16 6 0.3109 23% 0.1865 26%
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FigurelV:19 Edges Electric Efficiency
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I\V.3 Eigenspectral Approach Results

The second approach is applied using the same test system than the one used in section 1V.1, the
resulting graph is presented in Figuk&21, which gives a “High level” description of the 14-bus
Distribution test system. In this case, the system is composed of two layers, tve dtactrical in-
terdependencies and another one for the cyber interdependencies. A diffresn@dmatrixA is
computed for each layer, using equation (111.52). In this case, the model for the $ystem takes
advantage of the directed graph method and the ICT infrastructure is modeled agetibidirinfa-
structure in order to highlight the inner properties of communication netvaoét to emphasize the
asymmetric pattern presented in the multi-infrastructure systems, as mention in prestions se

In this section, the complex-valued degree results are presented again ito aol@pare the
results with those obtained from the last section. Afterwards, thengpgctral analysis of the Ad]
cency matrices and its corresponding results interpretations are peseesgelts should be similar
than those obtained in the first approach.

CHAPTER V includes more levels, according to the interdependency typese(sem 1.2.2)
in order to study other interdependen@assmart Grids.

As it can be seen, this approach is significantly different to other dioiénsional approaches
(Johansson and Hassel 2010), (B. Rozel 2009) in the sense that the physical componeths are at
same level, and the layers describe the interdependencies (seellF&juiehe advantage of thisd
scription is that in the worst case this model will have maximum 5 Adjaceatsices (physical,
cyber, logical, geographic and social interdependencies). In addition, each layer can rexglmg-t
bility of Complex Networks to connect a large number of nodes.
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IV.3.1 Complex-valued Node Degree

TablelV:7 presents the node-degree results. These are the same results thantairees® iob
the TabldV:2, but they are more understandable since the complex numbers are representing the dou-
ble dependency of each node (see equation (I)l.Bésically, nodes 2 and 14 are highlighted for the
power system and the nodes 16 and 20 for the ICT network.

It can be seen that the results are more symmetric for the ICT system thanEtarcthie Sys-
tem, which is because the bi-directional communication among nodes in the ICT system agel model
On the contrary, since power systems are unidirectional, this pattern is maintained in the model.

A main advantage of this method is its flexibility. For instance, for futuneanks or the so-
called ‘Smart-grids,” where consumers may play producers (prosumers) role as well, distribution grids
will exhibit a bi-directional behavior (as in the case of ICT networkkls, the proposed approach
can be easily adapted to these new networks, which is the main disadvantage of classictiha¢thods
relies on power flow computations.

TablelV:7 Complex-Valued Node Degree

Node Khe Kne
1 2+1i 0
2 2+3i 2+ 72
3 1+ 1i 2+12
4 1+ 1i 2+12
5 1+1i 1+1
6 1+ 1i 1+
7 1i 1+1
8 1+2i 1+
9 1+1 1+1
10 2i 1+1
11 1+ 1+
12 1+1 2+ 2
13 li 2+ 2
14 2i 1+1
15 1 2+ 2
16 1 5+5
17 1 2+ 3
18 1 2+ 2
19 1 4+ 4
20 1 6+0
21 1 4+ 4
22 0 4+ 4
23 0 3+3
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IV.3.2 Prestige Analysis

Prestige analysis (for social networks) or eigenvector centrality should prmpdetant info-
mation about the relative importance of components and communication means, represented by nodes

and links, in the coupled system.

After calculating the Hermitian Matrix, using Equation (111.56), the eigeesyss calculated
using Equation (111.32). The eigenvalues are presented in FiguB2 and FigurdV:23. These fig-
ures show the symmetry in the spectrum. Eigenvalues are organized from the higbdowerval-

ues.

The main differences between both figures are the number of nodes havingigheiralue
equal to zero or close to zero. It highlights the disassociation of nodes system due to the linear

independence of eigenvectors.
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TablelV:8 presents the highest eigenvalues from the Adjacency matrix for the Eleterce-
pendencies. It can be seen that there are two eigenvaies2) of the same absolute value but with
different sign. This is the characteristic of the adjacency matrixstér graph, i.e. a network with a
single hub and several nodes connected to it.

The node 2, which has the highest absolute value in the eigenvector, is the mosiniriport
the network. Note that this value has no shift in phase between eigeriveetdr2. This is the most
central and prestigious member in the system. This result is coherenhavihittomes from the first
approach.

Node 1 has the second highest value in the eigenvector 1. This result is impedanse as it
was said in Section 1V.2.2, node 1 is the base of the functioning of the whole system.

Also, nodes that have a zero-value in the eigenvector are distinguished. That is the case of nodes
7, 20, 21, 22. It can be seen in Figve21 that those nodes are separated of the whole cosyded
tem. This technique can lead to the identification of sub-systems in the coupled system.

TablelV:8 Highest Eigenvalues Electric System

ID:1 ID:2 ID:3 ID:9 ID:10

A=-2.52 A=2.52 A=-1.82 A=1.82 A=1.63

X1 P |x] P X1 P |x] P
039 | 236 | 039 | -0.79 | 032 | -236 | 032 | 0.79 | 0.02 | -2.36
060 | 0.00 | 060 | OO0 | 011 | 157 | 011 | 157 | 017 | 157
019 | -157 | 0.19 | -157| 031 | 0.00 | 0.31 | 0.00 | 0.04 | 3.14
019 | -157| 019 | -157 | 038 | 0.00 | 0.38 | 0.00 | 0.18 | -3.14
028 | 0.79 | 0.09 | 236 | 0.09 | -0.79 | 0.17 | 2.36
029 | 236 | 029 | -0.y9 | 011 | 079 | 011 | -236 | 0.26 | 0.79
0.00 | -1.07 | 000 | -296 | 0.00 | -295 | 0.00 | 195 | 0.00 | 1.98
018 | 157 | 018 | 157 | 037 | 0.00 | 0.37 | 0.00 | 0.54 | 0.00
031 | 236 | 031 | 0.79 | 026 | 236 | 0.26 | -0.79 | 0.23 | -0.79
014 | -157 | 0.08 | 3.14 | 0.08 | 3.14 | 0.25 | 0.00
009 | -236 | 037 | 236 | 037 | -0.79 | 0.26 | 2.36
004 | 314 | 029 | -157 | 0.29 | -1.57 | 0.26 | 1.57
002 | 236 | 0.16 | 0.79 | 0.16 | -236 | 0.16 | 0.79
009 | -236 | 025 | 236 | 025 | -0.79 | 0.03 | 2.36
024 | 079 | 006 | 236 | 0.06 | -0.79 | 0.11 | 2.36
005 | 079 | 005 | 079 | 005 | -236 | 0.15 | 0.79
0.11 157 | 005 | 0.00 | 0.05 | 0.00 | 0.10 | -3.14
007 | 236 | 020 | -236 | 0.20 | 0.79 | 0.33 | 0.79
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The results in Tabl@/:9 present a different behavior between both types of structuresnin co
parison with TabldV:8. This difference is characterized by the existence or not of pairs of digenva
ues with the same absolute value and different signs. This mathematical differesals the stiat
ture of the network. For instance, the power system has many pairs of eigenvaluless &tibare-
teristic of radial networks.

In this case, the node with the highest value in the eigenvector is the node 20, \ahiehtisl
router, as mentioned in Section 1V.2.2 for the first approach.

Additionally, the only node with a zero-value in the eigenvector is the node 1, which has no ICT
—connection in the test system. The lowest values, after zero, are for the nadel)6 &hich are the
less central nodes in the system. This information can be confirmed thanksEffidieacy index
calculated and presented in Table4, where nodes 6 and 10 have a minimal impact on the system
efficient from a topological point of view.

TablelV:9 Highest Eigenvalues ICT System

ID:1 ID:3 ID:2 ID:6 ID:4
A=443 A=-3.91 A =358 A=-3.2 A=263

ID X1 P X1 ¢ X1 P |x] ¢ |x] ¢

1 0.000 | 0.000 | 0.000 | 0.000 | 0.000 | 0.000 | 0.000 | 0.000 | 0.000 | 0.000
2 0.054 | 0.000 | 0.141 | 0.000 | 0.173 | 0.000 | 0.123 | 0.000 | 0.234 | -3.142
3 0.218 | 0.000 | 0.216 | 0.000 | 0.002 | 3.142 | 0.204 | 3.142 | 0.109 3.142
4 0.096 | 0.000 | 0.226 | 0.000 | 0.236 | 0.000 | 0.089 | 0.000 | 0.009 0.000
5 0.035 | 0.000 | 0.062 | 0.000 | 0.031 | 0.000 | 0.055 | -3.142 | 0.200 | 0.000
6 0.034 | 0.000 | 0.128 | -3.142 | 0.209 | 0.000 | 0.221 | 3.142 | 0.131 3.142
7 0.058 | 0.000 | 0.150 | 0.000 | 0.173 | 0.000 | 0.087 | 0.000 | 0.105 | 0.000
8 0.035 | 0.000 | 0.062 | 0.000 | 0.031 | 0.000 | 0.055 | -3.142 | 0.200 | 0.000
9 0.180 | 0.000 | 0.140 | 0.000 | 0.065 | 3.142 | 0.205 | -8.142 | 0.012 3.142
10 | 0.034 | 0.000 | 0.128 | 3.142 | 0.209 | 0.000 | 0.221 | 3.142 | 0.131 3.142
11 | 0.034 | 0.000 | 0.128 | 3.142 | 0.209 | 0.000 | 0.221 | 3.142 | 0.131 | -3.142
12 | 0.316 | 0.000 | 0.117 | 0.000 | 0.152 | 3.142 | 0.180 | 3.142 | 0.113 | 3.142
13 | 0.316 | 0.000 | 0.117 | 0.000 | 0.152 | 3.142 | 0.180 | 3.142 | 0.113 | 3.142
14 | 0.136 | 0.000 | 0.023 | -3.142 | 0.086 | 3.142 | 0.026 | 0.000 | 0O.101 3.142
15 | 0.052 | 0.000 | 0.179 | 3.142 | 0.278 | 0.000 | 0.275 | 3.142 | 0.257 | -3.142
16 | 0.108 | 0.000 | 0.353 | 0.000 | 0.530 | 0.000 | 0.500 | 0.000 | 0.243 | 3.142
17 | 0.110 | 0.000 | 0.172 | -3.142 | 0.080 | 0.000 | 0.125 | 0.000 | 0.373 | 0.000
18 | 0.110 | 0.000 | 0.172 | -3.142 | 0.080 | 0.000 | 0.125 | 0.000 | 0.373 | 0.000
19 | 0.309 | 0.000 | 0.414 | 0.000 | 0.171 | 0.000 | 0.229 | 3.142 | 0.494 | 0.000
20 | 0.564 | 0.000 | 0.386 | -3.142 | 0.165 | 3.142 | 0.465 | 0.000 | 0.023 | 3.142
21 | 0.182 | 0.000 | 0.413 | -3.142 | 0.438 | 0.000 | 0.197 | -3.142 | 0.196 | 0.000
22 | 0.426 | 0.000 | 0.064 | 0.000 | 0.219 | 3.142 | 0.058 | 3.142 | 0.188 | 3.142
23 | 0.117 | 0.000 | 0.211 3.142 | 0.161 | 0.000 | 0.003 | 3.142 | 0.180 | 3.142
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V.4 Conclusions

This Chapter presesd the application of the approaches proposed in CHAPTER Il to model
coupled infrastructures, in this case a Distribution Network with its surrou@bngmunication nte
work.

The first approach studies the topology of the system supportadrwdification of the class
cal properties of graph theory, such as node-degree, betweenness centrafiigiandye The mod
fication consisted in the application of complex-weighted adjacency matricas/atayer analysis,
according to the interdependencies. These indices served to identify antiles and edges in multi-
infrastructures systems from a topological point of view.

Results give coherent results, identifying as critical nodes the main busesRPower System
and the main Routers in the ICT infrastructure. But in addition, they reveediceitiges that serve in
the interface between both infrastructures. In addition, these resultighidht importance to model
coupled systems as undirected and directed graphs, in order to evaluate the heterogeneousacommunic
tion patterns in each infrastructure.

The second approach, analyzes the Eigensystem of the complex-weighted adjacency matrix that
represent the coupled infrastructures. In order to facilitate the rietatipn of results, the complex-
weighted adjacency matrix is transfadto the Hilbert Space using Hermitian matrices. As a result,
eigenvalues from this system are all real-values, where the eigenvectothdrbighest eigenvalue is
interpreted as an index of importance and relevance of the node in the coupled system.

This approach improves some weaknesses of the first approach, such as the tnalicmti
munication in each infrastructure. Therefore, both systems can include bietis¢adges, which
should serve to study different types of infrastructures.

Some of the main advantages of the proposed approaches are:

© The application of complex numbers added flexibility to the classical definitions apd pr
erties of complex networks. Therefore, new indices can be developed to perform vlilnerabi
ity assessment and interdependencies modeling of coupled infrastructures, despite their
herent differences.

o These approaches can be applied to a wide range of coupled heterogeneous systems.

Even if this Chapter depicts and analysis taking into account physical and agde-in
pendencies, many other interdependencies types can be applied, which will be explored in
CHAPTER V.

2 Due to the availability of fast algorithms to study Complex Networks, the TRig re-
quired to model large coupled infrastructures is very low.

o Scalability is possible using complex networks and generally it will ffiettethe compua-
tional processing time.
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CHAPTER V

Systemef-Systems vision of Coupled Infrastructures

The secret of all victory lies in the organization of the non-obvious

Marcus Aurelius
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Abstract

Systennf-Systems approach aims at studying as a whole the different components of mirtigtieiéA
ture systems. This has been called as well: Global Vision of Systems. This dsalgsjsrelevant in order to
understand the behavior of complex systems, particularly, future power distribution systems or ‘Smart Grids’.

SGAM is a standardized model proposed by Siemens and standargdi@&NELEC and the European @e
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mission in order to set a common vision of these grids. This chaierses a “Low level” System description
analysis and an integration with “High level” system description analysis in order to create a methodology for
modeling Smart-Grids, based on the SGAM reference.

V.1 Introduction

System of Systems (SoS) Engineering is a discipline that focuses oplenuitegrated am-
plex systems (Keating, et al. 2003), including cross-system interdependencies. lwatferthis
discipline studies the Big Picture of Critical Infrastructuress believed that it was originated from
the System thinking theory (Boardman and Saucer 2008) and evolved due to the rapidlynincreasi
complexity of coupled infrastructures (Gorod, Sauser and Boardman 2008).

Nowadays, this theory has evolved to a Global Systems Science (Jaeger, et al. 2@E3) tha
fines the complex systems as: Systems that are composed of different heterogeneouwasipalisi¢h
hierarchies, their different parts are coupled and their parts represent tiffesea scales and evolve
at different time scales.

It is important to differentiate Systems-of-Subsystems and Systems-of-Systentike ©ne
hand, in a System-of-Subsystems there is a centralized control, the connectivity is platform-@entric, i
high connectivity within subsystems and low connectivity among subsystems, andeitsntliparts
are homogeneous and have a hierarchy. On the other hand, System-of-Systems is composed of hetero-
geneous, autonomous and independent systems, with a decentralized control, and most of-the beha
iors are not foreseen (Sauser, Boardman and Gorod 2008).

Critical Infrastructures are seen as a large System-of-Systems, where sssueisydemands a
study of their interdependencies in its entirety (Zolesio 20QBHAPTER Il and CHAPTER IV -
sented an analysis of two layers physical and cyber of a distribution network, tyssaizacalled
“High level” system description analysis since it describes the system as a whole. However, in that
approach some nodes represented a whole system, e.g. a substation. Therefore, in ordertteeexpand
proposed approach and to include a “Low level analysis,” this Chapter demonstrates the application of
“Low level” system description analysis and applies the Eigenspectral analysis to study the substatio
interdependencies as an example.

Finally, in order to have the big picture of the whole coupled systempibposed a metholdo
ogy to model Smart Grids, based in the SGAM reference (Smart Grid Architecturd) Ne @AM
was developed in 2012 to define the different layers that compose a Smart Griddasdrifoe their
interplays (CEN-CENELEC-ETSI 2012). The proposed methodology in this dissertategrates
several interdependency types. As a result, a new model to study the vulnesabilitimmterdepend-
encies of power systems, including substations and distributed energy resources is obtained.

The main body of this chapter is divided into four parts; Section \é2eptghe “Low Level”
system description analysis as an approach to the System-of-Systems EngineeripfgDistribution
Networks. In this section the PREDIS Platform is presented as a test systean 8e&ttlescribes de
integration of “Low level” systemdescription and “High-level” system description. Sectidh4 intro-
duces the SGAM definition and the resulting methodology to model the interdependdrgiaart
Grids. Finally, Section V.5 summarizes and concludes.
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Low-level description

High-level description

Figure V:T’Low Level” & “High Level” description

V.2 “Low-level” System Description Analysis

Previous Chapters showed several approaches to model and identify weaknesses of coupled in-
frastructures using Complex Networks in a “High Level” system description. However, some of the
nodes are complex systems, composed of different heterogeneous components with multg#es inter
pendencies. Therefore, this sections aims at describing the individual comptitarits,to model in
detail the nodes as presented in Figure Wi definition of “High level” system description and
“Low level” system description reveals the scalability and flexibility of proposed approaches
lyze power systems at different levels.

Substations are key components of Power Distribution and Transmission systems. Previous
Chapters assumed these substations as a single bus and consequently a single node piethe Com
Networks approach. However, they are autonomous systems composed of multiple dévioas- wi
tiple connections as described in (IEC 61850 2003). For that reason and according to thefSystem-
Systems Engineering, substations are modeled as complex networks and the Eigenspeeithl iappro
used to identify critical components within the substation.

V.2.1 Test system- HV/MV Substation

The 14-bus distribution test system from CHAPTER 1V is used in this section tqlkfyetine
analysis. This test system is part of the PREDIS platform, which is a céimeowgation and edus
tion for Smart grids, particularly for distributed energy located at GBEZG#enoble INP. It provides
a demonstration tool for smart energy management with a physical poweogmdlying with indus-
try standards. It particularly allows different energy sources to be connealétktent users through
areconfigurable physical grid and a supervisory control system. This testbed alléf@eshtistudies
to be performed, including Self-healing on distribution networks with distribuéergtors (Le-
Thanh, et al. 2009), to test fault location algorithms and different meamsgomiing resilience in an
coupled system (Stahl, et al. 2010) and to test high level functions relied on advancast€liis
(Hadjsaid, Le-Thanh, et al. 2010).

During the SINARI Project (McDonald, et al. 2013) this platform wasraved and an emad
tion of a Control Center and a Substation were included, with the correspondim@AS$ystem and
the Communication Network.
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Figure V:2 Complete 14-Bus Tests System

According to the results presented in CHAPTER 1V, the bus 2 is theimqosittant and critical
in the 14-bus test system (see Figure V:2); however, this bus is a substegianghitecture of this
substation is presented in Figure V:3. Figure V:4 shows the Communication Netwebfigure V:5
presents the possible supply system for auxiliary systems, such as relays,Hblfeand printers.
The auxiliary system was included in this dissertation and is not a part of gieab#latform.
SINARI Project used the standard IEC 61850 to define the communication protoeerelevices
within the substation.
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Figure V:3 Substation diagram including Control devices
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The control system has a protection Schneider S40, 3 protections Schneider S80. In this disse
tation another relay S80 was included in order to exemplify the impact of apsljistems,. These
protections have several functions, including overvoltage, under voltage, and brdaker denong
others.

The communication network is an Ethernet-based system, relays are with IEC 61880l prot
Additionally, it includes a local controller, a network printer (notudeld in the PREDIS platform)
and a gateway to communicate with other substations.

Auxiliary system is composed of Back-up diesel generator and battery storage. &Rel®3
loads and computers, printers and routers are AC loads.

HIM Network Station
Controller Printer RTU

23 31
Station Network 24
25% J 26§ i g g}% 30

Relay Relay Relay Relay Relay Relay
S40 S80(AS) S80(B1) S80(B2) S80(B3) S80(P444)

Figure V:4 Substation Communication Network
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Figure V:5 Auxiliary Control supply system
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V.2.2 Complex-networks modeling methodology

The methodology to design the graph is the same than in CHAPTER IV. Bus icade, not
only the bus-bars are modeled as nodes, but as well the circuit breakers, baippraksts, trag-
formers and controller computers. The resulting graph of the substation is detailed irVEégure

Links within the communication network (ICT and Control) are bidirectional atwptd the
nature of communications in this network. On the other hand, for the goygly, links are unidie
tional. However, for further applications (Smart grids and future né&sytinese links can be modeled
as well as bi-directional connections.

This network clearly has four clusters, each one with a central hub (nodes 5, 18, 24).and
Therefore, it is expected that the Eigenspectral analysis will highlighe thmdes as important, but
most importantly, that it will quantify their importance in the network.

Even if this level is called “Low level” system description, it is important to mention that there
are “lower levels” (and “higher levels”), and it depends on the user the level degree at with the cou-
pled system will be modeled.

Additionally, the resulting substation model can be used as a generic model of ctsTatat
is, as a blaclkox with inputs and outputs that can be connected in the “high level” system description
model in order to integrate both levels and obtain a SoS vision of coupled infrastructures.

|—> Electric < — + ICT —-—-+ Supply Control

Figure V:6 Substation graph
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V.2.3 Results “Low level” description

Table V:1 and Table V:2 list the highest eigenvalues and their correspaigamnyectors. For
the power system, the results suggest that nodes 21, 19 and 18 are the most criticgysterthe
These nodes correspond to the loads bus-bar in the auxiliary system andDi@ cd@verter. These
results highlight the importance of the auxiliary system in power grids.

At first glance, these results are showing an uncommon vulnerability. Hoviteigec)ear that
in the coupled system, auxiliary systems are in the interface of the poweansystd the ICT system.
Moreover, without node 21, all communication components will be disconnected and the carnsequen
es might be catastrophic.

Table V:1 Eigenanalisis Substation Systefq -

ID1 ID 2 ID 3 ID 4 ID5
A =3.079 A =2.676 A =2.459 A =-3.074 A =-2.626
|x] ¢ |x] o |x] ® |x] (o |x] o
1 0.000 -1.772 0.005 -0.231 0.031 3.142 0.000 -1.237 0.005  0.431
2 0.001 -0.987 0.013 0555 0077 -2.356 0.000 2.690 0.013 -1.925
3 0.002 -0.202 0.031 1.340 0.159 -1571 0.001 0333 0.029  2.002
4 0.006 0584 0.069 2125 0313 -0.785 0.003 -2.023 0062 -0.354
5 0.016 1.369 0.153 2.911 0.610 0.000 0.009 1.904 0.135 -2.711
6 0.026 2.155 0.142 -2.587 0.296 0.785 0.015 -0.452 0.112 1.216
7 0.006 2.155 0.067 -2.587 0.297 0785 0.003 -0.452 0.060 1.216
8 0.006 2.155 0.067 -2.587 0.297 0.785 0.003 -0.452 0.060 1.216
9 0.006 2155 0.067 -2.587 0.297 0785 0.003 -0.452 0.060 1.216
10 0.002 2940 0.025 -1.802 0.121 1571  0.001 -2.808 0.023 -1.140
11 0.002 2.940 0.025 -1.802 0.121 1.571 0.001 -2.808 0.023 -1.140
12 0.002 2.940 0.025 -1.802 0.121 1.571 0.001 -2.808 0.023 -1.140
13 0.064 2.940 0.226 -1.802 0.117 1.571 0.037 -2.808 0.158 -1.140
14 0.056 -2.914 0.182 -1.282 0.031 3.076 0.031 2.733 0.102 -2.275
15 0.116 -2.321 0275 -0.715 0.078 -0.686 0.103 0.747 0261  2.259
16 0.119 -2.391 0.292 -0.852 0.037 -0.210 0.105 0.823 0.286 2.445
17 0.098 -2.356 0.209 -0.785 0.081 -0.535 0.094 0785 0.230  2.356
18 0.303 -1.571 0.559 0.000 0.200 0.251 0.289 -1.571 0.603 0.000
19 0.304 -0.785 0.095 0.785 0.054 1.036 0.303 2356 0.121 -2.356
20 0.206 -0.785 0.114 -2.356 0.027 -2.105 0.209 2.356 0.109 0.785
21 0.634 0.000 0.304 -1571 0.068 -1.320 0.644 0.000 0.286 -1.571
22 0.098 -0.785 0.209 0.785 0.081 1.036 0.094 2.356 0.230 -2.356
23 0.098 -0.785 0.209 0.785 0.081 1.036 0.094 2356 0230 -2.356
24 0.098 -0.785 0.209 0.785 0.081 1.036 0.094 2.356 0.230 -2.356
25 0206 0.785 0.114 -0.785 0.027 -0535 0.209 -2.356 0.109  2.356
26 0.206 0.785 0.114 -0.785 0.027 -0.535 0.209 -2.356 0.109 2.356
27 0206 0.785 0.114 -0.785 0.027 -0535 0.209 -2.356 0.109  2.356
28 0.206 0.785 0.114 -0.785 0.027 -0.535 0.209 -2.356 0.109 2.356
29 0206 0.785 0.114 -0.785 0.027 -0535 0.209 -2.356 0.109  2.356
30 0.206 0.785 0.114 -0.785 0.027 -0.535 0.209 -2.356 0.109 2.356
31 0206 0.785 0.114 -0.785 0.027 -0535 0.209 -2.356 0.109  2.356
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For the ICT system, there is an unequivocal evidence that node 24 is the mostaoceniral
portant node in the coupled system. In this case, the result was very clearthbefoomputation of
the eigensystem, because of the structure of the communication network.

Additionally, results evidence a star-network topology, as mentioned before in CHAPTHR IV. |
is well known that this type of topologies has several advantages, includigly-performance, eas
ness to create larger networks, adding a hew host (new component) to the network, does that mean
the hosts already connected will get a bad performance (Peterson and Davie 2003). Nevettie|
topology is highly dependent on the central hub, which is the case of this network.

Table V:2 Eigenanalisis Substation Systefq -

ID1 ID 2 ID5 ID 6
A=4402 A=-4402 A=1414 A=-1414
|x] ¢ |x] ¢ |x] ¢ |x] 0
1 0.000 0.000 0.000 0000 0.000 0.000 0.000 0.000
2 0.078 0.000 0.078 0.000 0.037 -3.142 0475 3.142
3 0.000 0.000 0.000 0000 0.000 0.000 0.000 0.000
4 0.078 0.000 0.078 0.000 0.101 -3.142 0.160  3.142
5 0.000 0.000 0.000 0000 0.000 0.000 0.000 0.000
6 0.078 0.000 0.078 0.000 0.137 3.142 0.020  0.000
7 0.078 0.000 0.078 0000 0.633 0.000 0.161  0.000
8 0.078 0.000 0.078 0.000 0.229 3.142 0471  0.000
9 0.078 0.000 0.078 0000 0.130 3.142 0.018 -3.142
10 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
11 0.000 0.000 0.000 0000 0.000 0.000 0.000 0.000
12 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
13 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
14 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
15 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
16 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
17 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
18 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
19 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
20 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
21 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
22 0.219 0.000 0.219 3.142 0.000 0.000 0.000 -3.142
23 0219 0.000 0.219 3.142 0.000 0.000 0.000 -3.142
24 0.681 0.000 0.681 0.000 0.000 -3.142 0.000 0.000
25 0.244 0.000 0.244 -3.142 0.101 -3.142 0.160 0.000
26 0.244 0.000 0.244 -3.142 0.137 3.142 0.020 3.142
27 0.244 0.000 0.244 3.142 0.633 0.000 0.161  3.142
28 0.244 0.000 0.244 -3.142 0.229 3.142 0.471 -3.142
29 0.244 0.000 0.244 -3.142 0.130 3.142 0.018  0.000
30 0.244 0.000 0.244 -3.142 0.037 -3.142 0.475 0.000
31 0219 0.000 0.219 3.142 0.000 0.000 0.000 -3.142
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V.3 Integration of “Low level” and “High level” system description

CHAPTER Il and Section V.2 presented a methodology to model coupled infrastruirtua
“High level” and a “Low level” system description. Both descriptions can be integrated in a single
model, which isa SoS vision of coupled infrastructures. In this section, “it@w level” system @-
scriptionis added to the “High level” system description. As a result, it is obtained a model that in-
volves all components of coupled infrastructures, as displayed in Figure V:7.

/’\

Low-level
description

High-level description

~_77

Figure V:7Integration of “Low level” and “High level” description

Global Vision

V.3.1 Methodology

In order to create a standardized model to describe coupled infrastructuresinikizcount
the “High level” and the “Low level” system descriptions, this Chapter proposes a 3-steps methodolo-
gy, as detailed in Figure V:8.

© Step 1Build the “High Level” System Description, black-boxes interdependencies.
o Define the main systems involved in the coupled infrastructures.
o Define the interdependency types to be modeled.
o Define the systemsnterconnections and relationships.

o Step 2Build the “Low Level” System Description, description of black-boxes.

o Description of every system involved in the “High Level” system description, taking
into account the same interdependency types.

o Definition of inputs & outputs that interface the system with other systems.
© Step 3Integration, SoS vision of coupled infrastructures.

o Interconnect the systems according to the architecture built ifHilaa level” system
description and the input & output configurations from “Low level” system descrip-
tion.

o Resulting model can be used to identify the critical components afteirapgie ap-
proaches proposed in CHAPTER Il
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Figure V:8 Methodology to elaborate the SoS Model
V.3.2 Test case

In order to demonstrate how to build the SoS model, the graph obtained in ERANT(see
FigurelV:21) will be used for the Step 1. The substation model from Figure V:6 destr@didsow
level” of substations, i.e. nodes 2 (substation 1), 3 (substation 3) and 4 (snk&}jatids taken as a
general purpose substation; it means that the same model will be takensfdryssditions. Table V:3
presents the nodes correspondence between “High level” model and “Low level” model. For instance,
the node 10 (SubstatidBay 1) corresponds to the node 6 in the “High level” graph (see Figure V:2
for the Substation 1.

After integrating both levels, the resulting model has two layersfamthe electric intere-
pendencies (Figure V:9) and one for the ICT interdependencies (Figure V:10

Table V:3Nodes correspondence between “High level” and “Low Level”

General Substation Substation 1 Substation 2 Substation 3
model Correspondence Correspondence Correspondence
1 1 1 1
10 6 11 14
11 5 - -
12 9 - -
24 15 23 23
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The resulting two-layer model can be used to compute the two approachesgrogod AP-
TER Ill. For instance, for the Eigenspectral analysis the main results are sh@ablénV:4 for the
electric layer and in Table V:5 for the ICT layer.

Table V:4 Results Eigenspectrum Electric Interdependencies

ID4-3).=312
Node Correspondencs Zone x| )
68 21 Substation 1 0.399 0.000
97 21 Substation 2 0.399 0.000
65 18 Substation 1 0.293 -1571
94 18 Substation 2 0.293 -1.571
66 19 Substation 1 0.222 -0.785
95 19 Substation 2 0.222 -0.785

Table V:5 Results Eigenspectrum ICT Interdependencies

ID2-A1=6.3
Node Correspondence Zone x| 0
23 - Distribution 0.690 0
49 31 Substation 1 0.172 0
103 28 Substation 3 0.163 0
71 25 Substation 2 0.163 0
72 26 Substation 2 0.163 0
73 27 Substation 2 0.163 0
74 28 Substation 2 0.163 0
75 29 Substation 2 0.163 0
76 30 Substation 2 0.163 0
77 31 Substation 2 0.163 0
100 25 Substation 3 0.163 0
101 26 Substation 3 0.163 0
102 27 Substation 3 0.163 0
104 29 Substation 3 0.163 0
105 30 Substation 3 0.163 0
106 31 Substation 3 0.163 0

It was expected beforehand that substations play an important role in the coupléuiabdras
Table V:4 and Table V:5 reveal that the most critical nodes of the comfiastructure are located at
substations 1, 2 and 3. In fact, the most critical nodes are componentsaokilfery system. This
result is evident since the auxiliary system supply the electricity tootiteot and monitoring system,
that is, the auxiliary system is located at the interface of both systemmgntisned in previous se
tions.

In addition, the Ethernet network (represented by node 23) is identifiéek asoist important
ICT component for the coupled system. This result is consistent with the resalteedtin CHAP-
TER IV.

This model has revealed the weakest components in a system-of-systems, which altews the
velopment of defense strategies either for the coupled system of for every system.
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V.4 Smart-Grids: A SGAM-based Systemef-Systems vision

One of the objectives of this dissertation is to explore thebiéisiof using the proposed ap-
proaches at different levels, according to the most recent architectures prapdSethft GridsPre-
vious Chapters and sections proposed different methods (or a vision) to model cdugpdéaiatures,
from a “high level description” and from a “low level description.” This Section aims at describing the
Smart Grids Architecture model (SGAM) and proposes a general methodology toSnwdelGrids
interdependencies.

In order to better understand the SGAM, it is important to define a Smart @ddrding to the
European Commission “a Smart grid is an electricity network that can integrate in a cost efficien
manner the behavior and actions of all users connected to it - generators, consumers and those that do
both - in order to ensure economically efficient, sustainable power system witbskeg land high
levels of quality and security of supply and safgigU Commission Task Force for Smart Grids
2010)

However, even if there is an official definition of Smart Grid, apparesgth enterprise and-r
search center is developing its own Smart Grid model and definition. Tleeserae researchers that
call it the“Smarter Grid,” signaling that current grids are smart as well, but in a lower level (ABB Inc
2009).

Therefore, in order to fulfill the tasks of mandate M/490 (see Appendan@}o create a con-
sensus on Smart Grids Architectures, the SGAM was created (CEN-CENELEC-ETSI 2012).

V.4.1 Smart Grid Architecture Model (SGAM)

(CEN-CENELEC-ETSI 2012) identified three major problems in the development aft Sm
Grids today.

2 How to compare the different Smart Grids Architectures proposed?

2 How to choose a Smart Grid Standard? Taking into account that there are severalsstandard

/
= %

Business Objectives

Polit. / Regulat.. Framework

e
Business Layer <___

Function Layer

Interoperability)|
Layers

Communication Layer 3
~ 7 Market

\ LR A
Generation \ .
Transmission‘\;

Distribution

Domains Customer
Premises

Figure V11 SGAM Framework (CEN-CENELEC-ETSI 2012)
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with many limitations, gaps and overlaps.
2 How to migrate to Smart Grid from an architectural point of view?

According tothem, a Smart Grid is a “complex system of systems for which a commonr-unde
standing of its major building and how they interrelate must be broadly shdfedthat reason, in
order to create a standardized architecture model, three main aspects were evoated, zones
and interoperability layers. These aspects are described in next subsections.

V.4.1.1 SGAM: Domains

“Domains” describe the energy conversion chain, that is, a description of main actoia the
Smart grid. These domains were selected according to the NIST Smart Grid G@&ar 2012)
Additionally, the DER (Distributed Energy Resources) Domain was included. fdteréhe main
domains of Smart Grids are:

2 Generation: The bulk generation, e.g. fossil, nuclear, large scale solar pants; pidro
power plants and off-shore wind farms.

Transmission: The infrastructure that transports electricity over long distances.
Distribution: The infrastructure that distributes electricity to customers.

DER: Small-scale power generation, from 3kW to 10MW.

O 0 o 0o

Customer: End-users (consumers), but they have the possibility to produce slectici
prosumers.

V.4.1.2 SGAM: Zones

“Smart Grids” are divided into six zones:

2 Process: This zone includes all types of energy transformation, e.g. phyisécalcal or
spatial. In addition, it includes the physical equipment.

2 Field: It contains all the equipment used to control, protect and monitor the proséhses
the Smart Grid.

o Station: Thiszone includes the aggregators of all fields’ equipment.
© Operation: It hosts the power system control operation, including DMS, EMS, and others.

© Enterprise: It covers all the commercial and organizational processes, servidaf and
structures for enterprises.

© Market: It reflects the market operations possible in the energy conversion chain.

V.4.1.3 SGAM: Interoperability Layers

The interoperability layers cover the different interdependencies between domamayn
zones. This is very close to the vision proposed in CHAPTER 3 (see HiglBeand Figurdll :24).
SGAM proposes five layers:

© Component: It represents the physical layer, including all participating compaonehes
Smart Grids. For instance, power systems equipment, protection/control devices or network
infrastructure.

2 Function: It describes the functions and services including their relationships.
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2 Information: It contains all the information that is used and exchanged betwednrfsnct
services and components.

© Communication: It describes the protocols and mechanisms used to exchangerthe info
mation.

2 Business: It represents all business capabilities and processes to supposs lexsioetives
in decision making processes.

V.4.1.4 SGAM: Architecture

The resulting architecture that puts all the domains, zones and layers togdttaiés in
gure V:11. This representation enables the understanding of the relationstiipsSmart Grid. In
addition, this architecture can be used to describe the interoperabilitydpetwo (or more) systems,
taking into account the component, communication, information, function and businesswdyeis,
are called the “cross-cutting issues.”

V.4.2 Complex Networks modeling

This section proposes a standardized methodology in order to model Smart Gedsinlthe
Smart Grid Reference Architecture and the integration of “High level” and “Low level” descriptions.

Following the methodology detailed in Figure Vil8e three steps are described in the following
subsections.

V.4.2.1 Step 1: High level system Description

o Define the main systems involved in the coupled infrastructures.

At this step, 8 systems are identified: Markets, Operations, Service proMidasmission rte
work, Distribution Network, Customer, Bulk generation and Distributed Energy Resources.

2 Define the interdependency types to be modeled.

Considering the interdependencies types presented in Section 1.2.2 (physical, cylbaphieog
and logical) and taking into account the interoperability layers, four interdepentevels were &t
fined: physical levelis composed of electrical interdependencies between components of SGAM
Component levelCyber levels composed of communication interdependencies between component
at the SGAM Component level. This layer can be supported as well by the InformatiorGleyer.
graphic levelaccording to the zones proposed in the SGAM framewagical levelcomposed of
function relationships, from the function layer in the SGAM framework.

o Define the systems interconnections and relationships.

The NIST model (NIST 2012) and the SGAM Reference architecture (CEN-CENEIESC-
2012) presented the interconnections between the actors (or domains) in the Sin&igGe V12
presents the interconnections between these domains and their interdependescpdetesl lines
were added in order to take into account the electrical dependency of marketsoropech service
provider.

V.4.2.2 Step 2: Low Level system Description

© Description of every systelinvolved in the “High Level” description, taking into account
the same interdependency levels.
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Figure V12 Smart Grid “High level” description

The components of each system are described for all zones (process, fielul,astdtopea-
tion). In addition, the interdependencies within the system are modeled ussajrtbgrocedure than
for the distribution system in CHAPTER IV.

V.4.2.3 Step 3: SoS vision of Smart Grids.

© Interconnect the systems according to the architecture built in the “High level” description
and the input & output configurations from “Low level” description.

The final step integrates both levels, as presented in Section ¥&3miportant to make clear
that thanks to the integration of description levels, each system cande¢ethas detailed as needed.
For instance, the distribution system model can be described as in the CHAPTER daroinclude
as well the model of substation and lines, among others.

The proposed methodology should serve to model Smart Grid interdependencies and to identify
the weakest connections and components within the System-of-systems.

V.5 Summary

This chapter proposed a “Low level” system description analysis of power systems and as a test
case it was used a substation system developed during the SINARI Project and emtiatétHia
DIS platform Later, it proposes an integration methodology of “High level” and “Low level” system
descriptions, in order to analyze the whole System-of-systems interdependencies. Finallyn blased
Smart Grid Architecture Reference Model, it was proposed a methodology to mat¢l@ids and
to identify the weakest components in a SOS vision of coupled infrastructures.

The definition of “High level” description and “Low level” system description reveals the
scalability and flexibility of proposed approaches to analyze power systemsn general Critical
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infrastructures) at different levels taking into account multiple interdependencie

The main result of this Chapter is a methodology that aims at identifyingitiherabilities and
interdependencies of power systems facing the wide deployment of Information and Cortiamunica
technologies, including substations and distributed energy resources.
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GENERAL CONCLUSIONS

There is noeal ending. It’s just the place where you stop the story.
Frank Herbert

Power Distribution Systems demand a continuous research to ensure high leve&bibtyeli
availability and security. As a consequence, new equipment has been created to sugppgrine
sion, control and protection of Power Distribution Systems. This new equipment refast,secure
and efficient communication networks.

However, last years have been marked by high deployment of Information and Telecaanmunic
tion Technologies on many infrastructures, making a whole complex network of couplexd)éete
ous infrastructures, creating a huge System-of-Systems.

As well, power systems face other challenges, such as the beginning of a liberalized marked and
the insertion of decentralized generation. Yet these two challenges highly rely artl@irks.

Generally speaking, ICT deployment has been very positive and has improved the smpervisi
and control, supported the operation decision making process, policy making and negetson.
Nevertheless, recent events have shown that there are new vulnerabilities that emerge fromcthe inter
tions and interplays among Critical infrastructures, e.g. Stuxnet worm, Ohis-Basgse nuclear plant
attack or the 2003 US Canada Blackout.

This dissertation described some of the main interplays and interdependencies among critical in-
frastructures. Particularly, it investigated and described the interdeméesl@mong power distribu-
tion networks, information and communication infrastructure and the differemmbtand supervision
hierarchical levels, to better understand the studied problem.

Among the multiple interdependencies between infrastructures, this dissestailored those
that are capable of creating cascading effects from one infrastructure to the other.

In this context, the US Homeland Security Department and the European Commission have ad-
dressed this problem, and new policies are being created in order to ensure thiconhservice of
Critical Infrastructures. As well, many projects have been developed in torderderstand these
complex interactions, one of them: the SINARI Project, sponsored byNieFhance. This thesis
was developed as part of this project.

This context opened a new research direction with new challenges and goals. One oftthem is t
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need of new tools and methods to understand, to identify and to quantify the interdegsndedci
vulnerabilities that can emerge from the interconnection of critical infragtascfrom micro and

macro visions. The study of several methods to model critical infrastructurestshamany aspects
covered by researchers around the world to understand complex systems.

This dissertation reviews many popular methods, including Agent-Based models, Bayesian
Networks, Boolean Logic driven Bayesian Networks, Combined Simulators, Neettsiorks and
Complex Networks. However, these methods have unlike objectives, making imptssiblapare
their results. Instead, a sum of these methods can help to understand theslymaniitical infa-
structures, to design adequate protections and to plan adequate emergency aatisinataghks and
failures.

Among these methods, Complex Networks showed that they are capable and suitable to model
and to reflect the topologit properties of large complex systems. This dissertation is based on the
idea that Power Systems are one of the most complex modern networks and thereinsiétstand-
ing of their structure and properties. Thus, to understand this complex syssemeétdied to map out
its interactions and interdependencies in a network-based model.

Two “High-level” models (or macro-vision modelg)ere proposed, these models aim at d
scribing the asymmetrical communication patterns that can be found in heterogefrestraictures.
In order to create these models, the classic theory of complex networks was modified amdadmew
ematical dimension was introduced in the characteristic adjacency matrixelAshis adjacency
matrix was transported to the Hilbert Space using Hermitian Matrices to tiealfigen-system that
characterizes the interdependent infrastructures.

The significance and originality of this dissertation lays in its akiditpridge two infrastrer
tures in a single model, conserving their own characteristics and highdjgiie interconnections
among them. As well, because of the flexibility and scalability of the modslnit limited to the
type of infrastructure to model; moreoveimfrastructures can be studied in a multi-dimensional-mo
el.

Therefore, the proposed methods tailor the complex networks to the studycef orftiastric-
tures vulnerabilities, developing a networks-based representation of the ingeiaftéistructures that
allows treating the interdependencies problem in a more unified fashion.

Throughout the course of this dissertation many difficulties (or challenges)fawend, includ-
ing the little understanding of power distribution systems, information andhoaration networks
and control systems working as a whole coupled system. Since each infrastructuretseprizsgn
complex domain, it is complicated to assemble a set of definitions, procedures and ciiropbee
erogeneous systems. But at the same time, this notoriously difficult problengtiighhe novelty of
this dissertation, because it shows a slight headway in the field of modelinigrafependent indr
structures. Another major difficulty was the lack of data and tools to validateothedsn

The main disadvantage of the presented approaches is that they are purely tdépblogiee
er, this study can be considered as the foundation of further work dedlngumnerability studies of
interdependent infrastructures. As well, some indexes reflect somehow the flata@ind electricity
within the networks, e.g. Betweenness Centrality and Efficiency metrics.

A “Low level” (or micro-vision) model is proposed to identify the vulnerabilities in a deeper
level. This model was integrated with the “High level” model in order to have a complete analysis of
coupled infrastructures and as result of this integration, a 3-steps methodology was obtained to analyze
coupled infrastructures at different description levels.
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Finally, this dissertation proposed a methodology to model Smart Grids, ladsel $mart
Grid Architecture Model (SGAM). This methodology exploits the “High level” and “Low level” sys-
tem description in order to create a model that considers all the domainsamdriegerdependencies
between components in a Smart Grid. However, it is clear than on a complex BystenBmart
Grid, it is not possible to consider all aspects that define their interdepesdekithough it is true,
the proposed methodology should serve as a first step to identify weaknesses iGi$usasnd
should inspire future work.

Therefore, further work should be focused on dynamic networks that will reptesatynan-
ical behavior of infrastructures. However, it is a very complex endeavor acel dgeper investy
tions lead to more questions, further work has to be realized by a mulghdiaigi team including not
only electrical and systems engineers, but also mathematicians, sociologists and ecomodastin
represent the real behavior of coupled heterogeneous infrastructures.

Some of the proposed research challenges include:

2 Continue the modeling of coupled infrastructures using Complex-weighted complex
networks. As it was mention, the proposed approaches are a first step to model multi-
dimensional interdependencies between critical infrastructures. This work coetdebhel-
ed in order to consider many other infrastructures’ interdependencies. Then, it is possible to
integrate cross disciplinary interdependencies. For instance, gas and waterttiatespe-
pendencies with the generation units in the “Low level” description.

2 Smart Grids modeling. Last Chapter proposed a methodology to model Smart Grids and to
identify weaknesses that emerge from the integration of multiple compooeaitsd at di
ferent domains and zones. This methodology should serve to compare different-archite
tures and to identify potential vulnerabilities.

o Develop (reinforce) self-healing algorithms using complex networksThanks to the
scalability and flexibility of proposed approaches. They can be used to evaluate optimal
configuration after a failure, from a topological viewpoint. It could either reduce the number
of options (new architectures) or propose new architectures that might not be asidgnt
other methods.

o Create a test case of interdependent critical infrastructuresOne of the main limitations
during this research was the lack of complete test cases. Therefore, an ingattaritical
research line is the development of test cases in order to validate new methautsdais
that include coupled infrastructures. Some of this research is already beeigpeéevat
G2ELAB.

2 Development of failure detection/prediction algorithms Since topology-driven analysis
reveals several weaknesses of coupled infrastructures, this analysis can be eigéafte r
or to develop new failure detection/prediction algorithms.

2 Systemeof-Systems Engineering & Global vision of SystemdAs a short-term research
line, many “Low-level” general purpose models can be created in order to identify optimal
architectures. For instance, create black-boxes for all types of substatiiguietion that
can be easily included in the “High-level” model.

2 Multiple infrastructure planning : It includes the development of tools to address multiple
heterogeneous infrastructures in the planning process.
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RESUME EN FRANCAIS

If you don't have time to do it right,
when will you have time to do it over?

John Wooden
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Résumé

Au vu de ['utilisation croissante des technologies de l'information et de la communication dans les ré-
seauxélectriques, il est indispensable d’étudier 1’étroite liaison entre ces infrastructures et d’avoir une vision
intégrée du systeme couplé. Cette thése porte ainsi sur la modélisation des systémes niultitinfeas Cela
inclut les interdépendances et les trajectoires de défaillances de type modes commumnatiagget cascades.
1l est en effet nécessaire d’identifier les points de faiblesse qui peuvent déclencher une ou de multiples défail-
lance(s), se succéder en cascade au travers de ces infrastructures liges ebhtmainer des défaillances itta
tendues et de plus en plus graves dans des autres infrastructures. Danptigtie, différents modéles basés
sur la théorie des Réseaux Complexes sont développés afin d’identifier les composants les plus importantes, et
pourtant critiques, dans le systéme interconnecté. Un des principaux verrous scientifiqusnfecétte thése
est relatif au développement d'un modéle mathématique « unifié » afin de représenter les conmpatasme
multiples infrastructures non-homogénes qui ont des interdépendances asymétriques.

1. Introduction Générale

Aujourd’hui, nous sommes plus interconnectés que dans d’autres jours. Nous dépendons forte-
ment de différentes infrastructures tous les jours, tels que I’internet, le réseau d’électricité, les moyens
de transport, le réseau mobile, les banques, etc.

La Commission Européenne (European Union 2008) a défini les infrastructures critiques
comme «un systéme ou partie de celui-ci, situé dans les Etats membres, quispshsable au
maintien des fonctions vitales de la société, de la santé, de la slreté, deitietdu bien-étre éco-
nomique ou social des citoyens, et dont ’arrét ou la destruction aurait un impact significatif dans un
Etat membre du fait de la défaillance de ces fonctions

Néanmoins, l'interaction entre les infrastructures critiques crée un systémpiexmmromposé
de plusieurs systemesygtem-of-systemsiont la défaillance d’une infrastructure peut avoir un im-
pact catastrophique sur le comportement d'autres infrastructures. Par exemple, en 266fiune
lance dans le systeme de transport d’eau affecta le systéme de refroidissement d’une salle des serveurs
qui desservit plusieurs autres infrastructures critiques. Comme conséqueserwdess arrétérent de
fonctionner et le réseau électrique de distribution qui dépende fortement de ses serveurs aréta de fon
tionner (EU Project IRRIIS 2007).

Pour cela, nous nous adressons vers 1’amélioration de la sécurité et la stireté de ses infrastra-
tures. Donc, pour mieux comprendre les interactions des infrastructures complexessconpiit
I’appel aux techniques de modélisation avancées, par exemple la modélisation par agents, les réseaux
de Petri, les réseaux Complexes, ou autres, dont nous allons parler plus tard.

Ces interactions sont définies comme interdépendances, dont il y a deux types imparantes
terdépendances-cyber et interdépendances-physiques. Ces interdépendances peuvent pr@/oquer troi
types de défaillances : cascade, mode-commun et aggravation (Rinaldi, Peerenboom and Kelly 2001).

Un cas spécifique est le secteur de I’Energie. L'énergie est produite, transportée et distribuée via
une infrastructure électrique complexe afin de mettre a disposition des consomniatexrsuhe
électricité de qualité. Cette infrastructure est considérée comménfuastructure Critique . Les
objectifs de ce service sont liés a la sécurité, la qualité et la dwgralbilréseau électrique. Chacun de
ces objetifs sont difficilement atteints sans une connaissance continue de 1’état du réseau électrique.
Pour cette raison, l'instrumentation locale et les dispositifs de communicatiartiksés pour acoer
rir et envoyer les mesures via une infrastructure de télécommunication vesstte de commande
qui dispose de moyens adaptés pour traiter les données et trouver les commandéss aféqda
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maintenir les paramétres électriques dans des valeurs acceptables, c’est-a-dire, de piloter le réseau
correctementt d’assurer I’exploitation.

Les Technologies de I’Information et de la Communication (TIC) sont complexes, car ces ds-
positifs sont, entre autres, trés hétérogénes et fortement interconnectés avesystéimess tels que
les systemes de contrdle et le réseau de capteurs du systéeme. Malgré toutes les mesures, deysécurit
a un fort impact des systemes TIC sur la performance des Réseaux Electrigegsnipée, le Mid-
west et le Nord-Ouest des Etaisis et de 1’Ontario au Canada ont subi une des pannes les plus catas-
trophiques de I'histoire en 2003, causée par la défaillance dans plusiaass digctriques et par
I’ignorance des opérateurs des centres de contrdle qui ne les voyaient parce que le systéme d'alarme
était en panne minutes avant la panne électrique. Cela a provoqué un phénomeéene de cascade qui a
colté entre US $ 7 et 10 milliards, et affecté prés de 50 millions de citoyenss Awamples sont
cités dans I’ Appendice A. En effet, selon I'lCS-CERT le secteur de I'énergie a subi 41,4% des cifbera
taques contre des infrastructures critiques en 2012 (voir Figurg F - 1

Ce probléme a été déja abordé par le Département Américain de la Sécurdérintrpar la
Commission Européenne. Comme résultat, de nouvelles politiques sont en cours denrédiacti
d'assurer la continuité de service des infrastructures critigues. De méme nombreux projets ont
été développéesfin de comprendre ces interactions. Le projet SINARI est 1’'un d’entre eux, financé
par 'ANR - France. Cette thése a été réalisée dans le cadre de ce projet.

Ce chapitre de résumé est divisé en 7 sections trés succinctes.

e Section 2 : Porte sur les principaux verrous scientifiques et défis.

e Section 3 : Décrit les objectifs du projet SINARI dont cette thése a fait partie.

e Section 4 L’objectif de la thése.

e Section 5 : Présentation de la solution proposée.

e Section 6 : Développement de la méthodologie et présentation de quelques résultats.
e Section 7 : Conclusions et perspectives.

Cette division a été inspirée par les transparents présentés lors de la soutenance qui eut lieu le 23
Octobre 2013.
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2. Verrous Scientifiques

Trois verrous scientifiques ont été identifiéy Les fortes interdépendances entre composants
électriques physiques et les systémes dites « CyligiLa. manque de méthodes pour comprendre ces
interactions complexesi) La hétérogénéité des systemes.

2.1Interdépendances Cyber-physiques

L’utilisation de plus en plus croissante des systémes TIC dans les réseaux de distribution peut
étre responsable des défaillances de type cascade, de mode commun et d’aggravation.

Cette dépendance accrue, malgréakpects bénéfiques indéniables qu’elle apporte a la con-
duite du systéme, ne va pas sans poser de nouveaux problemes. Ainsi, face a un mauvaigfonctionn
ment d’un composant de I’infrastructure d’information et de communication dans un systéme de su-
pervision, les opérateurs peuvent prendre des décisions non appropriées et affecter sée&wment
teme supervisé. Du méme qu’une défaillance dans le réseau électrique peut impacter le fonctionne-
ment de I’infrastructure d’information et de la communication, si les mesures de sécurité ne sont pas
prévus.

2.2Manque des méthodes de modelisation

11 est alors nécessaire de pouvoir caractériser les systémes critiques afin de faciliter I’analyse de
risques et la définition de méthodes et de mécanismes locaux et globaux de sécuridatiabiésa-
tion efficaces. En effet, la sécurisation des infrastructures critiques estchieecomplexe qui ne peut
étre atteinte seulement si le comportement des systémes multi-infrastructuries estmpris et en
particulier leurs trajectoires de défaillances et leurs interdépendances dertypan, aggravation et
cascade. Cette compréhension peut étre atteinte par une modélisation mathématilifiéretes
phénoménes et processus mis en jeu. Ainsi la modélisation des interdépendances einastras in
tures critiques est une premiere étape importante en vue de leur sécurisation.

Bien que plusieurs chercheurs aient étudié la vulnérabilité des systemes électriques esdes infra
tructures des TIC, ces études sont encore a un stade embryonnaire et de nombreiosssrgstesnt
sans réponse. Par exemple, I’absence de méthodes pour comprendre les interdépendances entre les
infrastructures critiques. Une autre difficulté apparait pour ces modélisations, il s’agit du comporte-
ment des &ts humains qui interagissent avec les infrastructures, comportement que 1’on peut considé-
rer comme relativement imprévisible. En effet, les infrastructures étddidetfonnent bien actuedt
ment avec une durée de non fonctionnement tres faible par rapport au temps de fonctiomorement
mal.

Diverses méthodes ont été utilisées pour modéliser les interdépendances @essSy4$C et
les réseaux électriques. Parmi eux les réseaux de Petri, les réseaux conmgplegssnulateur et
I’utilisation des BDMP (Boolean logic Driven Markgv

La modélisation des infrastructures critiques es une étape essentielle pouerdestifnodes
de défaillance les plus problématiques et choisir les parades les plus appppriées assurer leur
bon fonctionnement. Différentes méthodes sont résumées a continuation :
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Modélisation par Agents :

(Schlapfer, Kessler et Kroger 2008) ont proposé @bject-Oriented Hybrid Modeling Ap-
proach » et (Panzeri, Setola et Ulivi 2004) ont travaillé sur l&gent-based input-output
interdependency model!

Cette approche posséde différents avantages par rapport aux techniqgues de modélisations
classiques comme montré dans par (Barton, 2000 et Macal, 2005). Tout d’abord, il n’y a pas besoin de
concevoir un modéle de haut niveau pour décgivemportement complexe d’une infrastructure. A la
place, on part du comportement relativement simple de différents composants de hastroveles
laisse coopérer. Le comportement émergeant complexe de haut niveau apparait alorérde.|l@ien
plus, le modéle est modulaire, dont chaque agent intégre sa propre modélisation (algorithme complexe,
chaines de Markov, ou autres), qui peut donc étre différente pour chaque composant élémentaire d’un
méme environnement.

Un autre avantage réside dans son approche intrinsequement distribuée, ce quidacilite |
répartition du calcul sur plusieurs processeurs, si le besoin s’en fait sentir lors de la simulation.
Néanmoins, les méthodes mises en ceuvre dans les systémes multi-agents sont parfois assez complexes
et constituent souvent un frein a la modélisation des grands systémes complexes.

Réseaux de Petri :

Les réseaux de Petri peuvent modéliser des systémes complexes en regroupant plusieurs aspects
(aspect fonctionnel, menaces et contremesures (Xu et al., 2006)) composante(fesmou hétéro-
genes), ainsi que des évenements discrets (par exemple les alertes) et des évenemesit§paont
exemple, le flux de données). Les réseaux de Petri sont capables aussi de meslélséerhes TIC
et électriques avec leurs interdépendances sur le méme modele (Laprie et al., 2007).

L’analyse de la modélisation par les réseaux de Petri reste, en général, qualitative. Plusieurs
schémas ou composants fonctionnels de la modélisation avec réseaux de Petri sont en général ap-
proximés. Le systeme complexe est considéré de maniére globale, sans en modéliser les détails de se
composants internes (Laprie et al., 2007). Ceci engendre généralement des pertes d’informations qui
peuvent étre pertinentes pour I’étude du systéme modélisé. D’un autre c6té, 1’approche apporte aussi
de I’exhaustivité qui révele un risque d’explosion combinatoire lors de la modélisation des systémes
complexes.

Réseaux Complexes :

Les réseaux complexes sont utilisés pour la modélisation des systémes complexes dans plu-
sieurs domaines (les systémes biologiques, technologiques, sociologiques, etc.) et I’analyse des diffé-
rents phénomenes qui s’appliquent aux réseaux d’électricité. Par exemple, les phénoménes épidémio-
logiques, les attaques ciblées et les attaques aléatoires. lIs possedent plsietésstiques (telles
que le coefficient delustering le betweennesst le diametre, entre autres) qui refletent le coneport
ment du réseau. Ainsi, ils aident a la modélisation des réseaux et 1’extraction des caractéristiques topo-
logiques telles que le degré du nceud et la distance entre les paires de nceuds. Ils offrent également la
possibilité d’étudier la fiabilité, la sécurité et la vulnérabilité des infrastructures critiques.

Par contre, le principal inconvénientdsd¢seaux complexes réside dans 1’absence de méthode
d’analyse pour I’étude des systémes multi-infrastructures. En effet, aujourd’hui, les outils existants
sont développés en fonction du domaine d’application et des besoins spécifiques des utilisateurs.

Actuellement, les réseaux complexes constituent un outil puissant de modélisaticst&tassy
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complexes. Dans le contexte de notre étude, les réseaux complexes permettent d’identifier et
d’analyser les menaces et les risques inhérents aux systémes couplés grace a leur capacité et flexibilité
d’étudier et d’analyser les systémes avec une topologie complexe, les différentes sortes de connexions

entre les éléments du systéme, la complexité de la dynamique des systemes complexesoggla hétér
néité des éléments dans le systéme.

Boolean-Logic Driven Modeling :

Les avantages génériques des BDMP sont principalement : les représentationsesoatpact
sibles de systémes complexes, formalisation mathématique robuste, traitement eféisavesieles,
retour d’expérience industriel. Sur ce dernier plan, il faut en effet souligner que les BDMP lgmtéfic
de la plate-forme logicielle KB3, utilisée par EDF depuis plus de qainggour ses études de slreté
de fonctionnement et que de nombreuses études ont été menées sur cette base.

Néanmoins, la modélisation des interdépendances entre les infrastructuréguélettiT ég-
com, dans une approche incluant défaillances accidentelles et malveillantes, n’a jamais été entreprise
avec des BDMP. Donc cette approche, bien qu’elle semble séduisante a premiére vue, comporte des
risques du fait de la nouveauté de la démarche. D une fagon moins spécifique, les BDMP ont un cer-
tain nombre de défauts intrinséques qu’il conviendra de confronter aux exigences de la problématique
traitée En outre, on peut citer leur difficulté a prendre en compte des créations/destructions d’éléments

en cours de vie du systtme modélisé et leur difficulté a modéliser les comportements c
cliques/boucles.

Réseaux Bayesiennes (BN) :

Sur la base des approches étudiées, on peut voir que les réseaux bayésiens sont utiiaés princi
lement pour quantifier les conséquences et I'impact des défaillances dans $dsidtiras hétéro-
génes couplés. Toutefois, une limitation est la complexité de calcul accrue lofsdrastructures
sont ajoutés dans le modéle et de nombreux autres parametres sont pris en compte.

BN sont faciles a utiliser et il existe de nombreuses plates-formes conviviales pour méeteliser
BN, par exemple de toolboxes (BayesNET pour Matlab, blearn R, SMILE pour C++pgiteels
dédiés (Hugin, Netica ou Elvira). Néanmoins, BN nécessite des données d'entrée gpartadpl
temps sont difficiles a obtenir en raison soit de politiques de confidentialdé I'absence de données
historiques. Dans ce cas, seules les données issues de I'opinion d'experts peuviistésiece qui
affecte l'exactitude des résultats.

Co-Simulation :

La co-simulation est une extension relativement naturelle de la « mono » simdlatiéseau
électrique, qui existe depuis le début des années 60/70. Elle vise a élargir édrpétancelle-ci afin
d’intégrer des éléments influant sur le réseau électrique, comme le réseau de télécommunication.

Elle permet d’affiner certaines hypothéses par rapport a celles faites dans la « mono » sinaul
tion, afin de construire des scénarios opérationnels plus réalistes. Elle prépentaat un incoré¢
nient majeur, qui est probablement surmontable, il s’agit de la construction de scénarios opérationnels
intégrant les trois composants (Réseau électriqgue, Réseau de télécommunicatime, Gystuperv
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sion et de contrdle). Les résultats de simulation permettent, entre autres, d’évaluer la gravité d’un éve-
nement initiateur sur 1’infrastructure couplée. Cette méthode a été étudiée lors du projet ANR-
SINARI.

2.3Infrastructures hétérogenes

Un point clé sur les infrastructures critiques est I’hétérogénéité de ces infrastructures. Particulié-
rement le réseau de distribution électrique et le réseau de communicatims @uhelles différentes
de temps, y compris, les architectures, les comportements trés différents et lesiptiasesonme-
ment.

Drailleurs, les deux infrastructures ont une grande taille avec multiplicité d’interactions et une
grande diversité d’interdépendances. Alors, c’est un vrai challenge de décrire le comportement des
composants en tenant compte des perspectives et besoins de chaque infrastructure.

Pour cela, I’hétérogénéité se pose comme un grand défi pour la modélisation des vulnérabilités
des systémes couplées.

3. Projet SINARI

Le Projet francais SINART (Sécurité des Infrastructures et Analyse de Risques) (McDonald, et
al. 2013) traite de I'impact des défaillances des TIC sur la sécaixdloitation du réseau de distr
bution électrique. Les objectifs du projet SINARI sont : d'identifier les dangkrs gsques inhérents
a des infrastructures couplées, afin de développer les défenses nécessair@ésedanBiC, de tester
le plus représentatif de ces défenses et enfin d'évaluer leur efficacité.

Lors de ce projet trois méthodes ont ét¢ développées afin d’étudier les infrastructures couplées :
La modélisation avec Réseaux Complexes, la Cosimulation et la plateforme de déibon&iedte
thése a fait partie de ce projet, principalement dans la phase de modélisaiitfnadesictures 6r
tiques avec les réseaux complexes, sans exclure la discussion sur 1’analyse de risques, les stratégies de
défense et 1’élaboration de la plateforme. Pour plus d’information, veuillez-vous adresser au site web
http://www.sinari.orgpour plus d’information.

4. Obijectifs de la thése

Si bien I’objectif principal de la thése est de modéliser les interdépendances et vulnérabilités des
infrastructures couplées hétérogenes. Nous avons fixé trois objectifs spécifiques :

Le premier objectif spécifique porte surdampréhension de la structure des infrastructures
critiques, comment les infrastructures sont liées et le type d’interdépendances que nous pouvons trou-
ver.

Dans ce contexte et du fait qu’il n’existe pas encore une méthode d’analyse de sécurité qui ré-
ponde aux nouvelles défaillances provoquées par des défauts des TICs, I’augmentation de la complexi-
té du systeme de contrble et les menaces malveillantes auxquelles un systéme couplé esinéxposé

19 Site web : http://www.sinari.org
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critiques. La recherche doit se concentrer sur des modeles capables de trachtieedi&sendances
entre infrastructures et la transmission des défaillances entre cellessmiodéle doit donc étre en
mesure d’identifier les défaillances potentielles de type mode commun, aggravation ou cascade. |l
doit, de plus, permettre d’effectuer une analyse des risques afin d’identifier les composants les plus
critiques dans le but de mettre en place les contre-mesures éventuelles.

Finalement, nous voudrons étudier les vulnérabilités du réseau de Distribution d'énergie qui ap-
paraissent en raison de l'interdépendance avec d'autres infrastructures ceitignagticulier les tech-
nologies de l'information et de la communication. La différence avec de nombreuseseétugies
cette thése ne cible pas les vulnérabilités propres de chaque infrastructutes malisérabilités qui
émergent de la connexion de plusieurs infrastructuresAutrement dit: les vulnérabilités de
I’interface des infrastructures critiques.

5. La Solution Proposée

Avant de répondre la question : comment pouvons-nous modéliser les infrastructignesseri
Il faut se poser la questiomQu’est-ce que ces infrastructures ont en commun ? La réponse peut se
trouver dans la méme facon comment nous les appelons : réseau électrique et réseawundigacom
tion. Les deux sont des réseaux, dont I’interconnexion des composants (nceuds, ex. bus et routeurs) est
a travers de liaisons (ex. lignes électriques, cables). Le domaine de la science qu’étude les réseaux de
grande taille et avec des connexions complexes est appelésiesux Complexes

Les Réseaux Complexes permettent la modélisation des systéemes complexes sous forme de
graphes et ont été largement utilisés pour modéliser, analyser et compesrgtemds systéemes avec
des interdépendances non triviales. Cette approche permet de connaitre lesstigiaesérdpolo-
gigues et les propriétés de connectivité des systemes complexes, ainsi que ledegphde®menes
de cascade et défaillance. Ces propriétés permettent d'identifier le ribtgettince de chaqueéél
ment dans l'ensemble du réseau interconnecté ou systéme couplé. Cette théorie a été mmpliquée
analyser la vulnérabilité des réseaux de distribution d'énergie et les infrastrud@ures Tl

Cette thése est guidée par les propositions suivantes :

2 |l existe une étroite relation entre la topologie et la dynamique du systéme, pEguEoTts
I'étude de la topologie des Infrastructures Critiques peut étre mené graceemux rém-
plexes;

2 Les modes de communication asymétriques sur les infrastructures couplées peuvent étre r
présentés par des liaisons bidirectionnels sur les réseaux complexes;

2 il est important de détecter les composants vulnérables qui émergent de l'otiezattd
les infrastructures critiques.

6. Méthodologie

Cette section présente les principaux concepts de la théorie des Réseaux Compleses pour
suite expliquer la méthodologie utilisée pour modéliser les systemes couplés hégrbganétho-
dologie est divisée en deux parties, d’abord une approche topologique qui utilise les caractéristiques
des réseaux complexes. Suivi par une approche spectrale qui utilise la descrigiématigtie des
réseaux complexes, il est une approche matricielle. Finalement, deux niveaux ddiatestigp-
téeme sont illustrés afin d’étudier les infrastructures critiques.
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6.1.Concepts de base des Réseaux Complexes

Les réseaux sont présents dans tous les aspects de notre vie quotidienne. Les réagaux Soci
I’informatique, la biologie, 1’électronique, 1’¢électricité, les télécommunications et les moyens de trans-
port sont fortement hétérogénes.

Par exemple, dans les réseaux sociauy, il y a des individus ayant une forte vie soc&de con

sant de nombreuses autres personnes et d’autres plus isolés étant en relation avec un nombre plus res-

treint de personnes. De méme, si 1’on considére le transport aérien, il existe des aéroports comme
I’aéroport international JFK de New-York reliant de trés nombreuses destinations par le monde et
d’autres tels que I’aéroport de Grenoble ayant un nombre de connexions beaucoup plus limité.
L’émergence de nouveaux modéles pour mieux décrire ces graphes a conduit a la création de la théorie

des réseaux complexes. Ce champ d’étude est relativement récent, mais en pleine croissance du fait de

ses applications pluridisciplinaires.

La théorie des réseaux complexes est une extension de la théorie des graphes initiée en 1736 pa
Leonhard Euler qui a étudié la théorie des graphes avec le probléme des sege gamigsberg. Le
probléme consiste a déterminer s'il existe, ou non, un chemin dans les rues de Kopeyshettgnt,

a partir d'un point de départ choisi, de passer une seule fois par chague posvenidé rson point
de départ. Ce probléme n’était pas résolu, jusqu’au moment ou Euler a démontré que ce chemin
n’existait pas. Il a montré qu’un graphe ne peut étre parcouru que par s'il y a plus de deux sommets
avec des degrés impairs par une seule aréte. Cet argument a montré le potémtibEdee des
graphes peut étre appliquée aux problémes réels de la vie quotidienne.

En 1960, deux mathématiciens, Paul Erdos et Alfred Rényi (ER) ont introduit une nouvelle
théorie,les graphes aléatoireslls ont voulu décrire le comportement des réseaux de communication
et les réseaux sociaux. lls ont utilisé alors les graphes aléatoires pour ldéageaux qui ont une
topologie complexe. Une des caractéristiques des graphes aléatoires d’Erd6s et Reényi est que la distr
bution de la connectivité du réseau est homogéne, elle posséde un pic qui correspond a une valeur
moyenne et décroit d’une maniere exponentielle. Ces réseaux sont appelés réseaux exponentiels (Ex-
ponential NetworKs

En 1998, Watts et Strogatz ont constaté que les systémes, avec des caractéristigires simi
aux réseaux réguliers et aux réseaux aléatoires, peuvent étre divisés eamtigslggters mais ont
des courts chemins géodésiques. lIs les ont appelés les réseaux « petits mondembagimmavec le
phénoménemall-word(connu sous le nom de six degrés de séparati@ixodegrees of separatipn
Le phénoméne du « petit monde » est générique pour tous les réseaux.

A la fin du XXeme siécle, la théorie classique des graphes ne fonctionnait pas coemiétem
pour modéliser et décrire le monde réel. Néanmoins, le progrés des sciences en tectandisgie,
nibilité des données a grande écheligy (datg et les outils pour les analyser ont permis 1’étude des
systemes aaplexes, d’ou la découverte de la théorie des réseaux complexes.

La modélisation basée sur la théorie des réseaux (systémes) complexes s’intéresse a une caracté-
risation statique ou statistique des réseaux. Il s’agit donc de calculs de certaines grandeurs caractér
sant la topologie de ces derniers tels qu’entre autres, le degré des nceuds, la distribution de ces degrés,
les corrélations, le diamétre, la longueur caractéristique du graphe, le degré maygefiidient de «
clustering».

L’étude de I’infrastructure de 1’énergie en tant que réseau complexe a déja été abordée dans plu-
sieurs références dans lesquelles on décrit 1'utilisation des modéles de graphes pour analyser la vulné-
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rabilité de ces réseaux envers des attaques intentionnelles ou aléatoiragedsingpdélisations des
défaillances en cascade sur le réseau électrique de transport nord-américain.

Un réseau complexe se compose essentiellement de nceuds et d’arétes, ou les nceuds représen-
tent les différents éléments du systéme, tels que les routeurs, les postes, les esliilles, ét autres.
Les arétes (ou liaisons) représentent la relation entre les noeuds tels que le bus de données, les lignes
électriques, entre autres.

Pour caractériser les réseaux complexes, il faut définir les termes suivants :

o Graphe : est composé deommets (nceud, vertex) et de m arétes (liaisons, arcs @dges.
Il est défini par un coupl& = (V,E) ouV c’est I’ensemble de sommets eE ’ensemble
d’arétes.

~
>/

Réseaux Complexes

1741: Leohnard Euler

7 Ponts de Konigsberg
1998: Watts & Strogatz
Théorie des Petits mondes
1999: Barabasi

1959: Paul Erdos & Alfred Rényi
Réseaux Scale-Free

Théorie de Graphes Aléatoires

1960: Stanley Milgram
Six degrés de séparation

Vs
5

W

1741 +
1960 +
1970 +
1990 +
2000 +

1982: Commodore 64

1983: Apple Lisa, par Apple Inc.

1985: Microsoft Windows 1.01 appears
1990: World-Wide-Web

1977: Apple Il par Apple Inc.

1976: Apple | par Apple Inc.
1980: IBM débute dans I'industrie PC | 1950 -

Ordinateurs

1962:LINC (Lab. Instrumentation
Computer) Premier laboratoire de

Premier modem commercial
gestion de données en temps réel

1960: AT&T - Dataphone
1972: Premier calculatrice qui résoudre

fonctions trigonométriques

Figure F - ZTimelineréseaux complexes

2 Degré du nceud (ki) : Le degré d’un sommet est le nombre de ses voisins, qui est également

le nombre d’arétes qui lui sont incidentes.

© Hub : Ce sont les neeuds les plus importants dans les réseaux « sans-échelle >free-scalg,
c’est-a-dire, les neeuds avec le plus grand degré k; sur le réseau.

© Chemin géodésique : C’est le plus court chemin existant entre deux nceuds. Pour le calculer
on utilise plusieurs algorithmes comme : L’algorithme de Dijkstra ou I’algorithme de Bell-
man Ford, entre autres (voir appendige

© Diameétre : le diametre d’un graphe est la valeur de la plus grande distance séparant deux de
ses sommets.

o Distanced; : C’est la longueur du chemin géodésique entre le nceud i etj. Il est défini
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comme le nombre de nceuds appartenant au plus court chemin existant entre deux nceuds.
Coefficient declustering: ¢’est la mesure de la densité locale des liaisons.

Betweenness Centralifig): est une mesure de la centralité d’un nceud dans le réseau. Il est
égal au nhombre de chemins géageéss entre tous les nceuds et divisé par le nombre de
chemins géodésiques qui passent a travers le neeud j.

by = Z N ()

N Eq. 1

I keN,l=k

La Figure F - 3montre une comparaison entre le degré du nceud et le betweenness Centrality.
La taille du nceud représente la valeur de betweenness Centraligt la couleur représente la valeur de
degré du nceud. Il est clair que le nceud 6 est important pour le couplage des groupes 1 et 2. Mais le
degré du nceud 6 est 2. Par contre, la valeur du betwenness Centralityu nceud 6 est une de plus
grandes, ce qui montre I’importance d’évaluer différentes indices afin de déterminer I’importance des
nceuds dans le réseau.

Les chercheurs ont constaté que la structure de nombreux systémes complexes (comme : Inte
net www, les réseaux métaboliques), suit un modéle commun. Dans ce modéle, les aistrdmiti
connectivité suient une loi de puissance indépendante de 1’échelle du réseau, c’est pour cette raison
qu’ils appellent ce type de réseaux : les réseaux sans-échelle gcale-free NetworfsDans ce type de
réseaux, on a peu de nceuds et de nombreuses connexions.

Les réseaux sans-échelle sont largement connus pour leur robustesse contre les git@gues im
visibles. A titre d’exemple, internet peut continuer a fonctionner sans 80% de ses routeurs (€liminés
par hasard). Toutefois, ces réseaux sont trés faibles par rapport aux attblgess giincipalement
parce que ces attaques pourraient étre faites contre les « Hubs » du systedie.Decattaque sur
ces nceuds pourrait donner lieu a une panne générale du réseau. La découverte des réseaux sans-
échelle a conduit a des avancements spectaculaires dans le domaine de la thétseadesm-
plexes de ces derniéres années.

A continuation, nous présenterons 1’utilisation de la théorie de réseaux complexes pour modél
ser les infrastructures couplées hétérogenes pour étudier la vulnérabilité desittfir@stiCritiques.

Groupe B

Groupe A

1
1
I
I
I
|
|
|
|
1
|
|
|
|
I

Légende
O 1-degré

O 2-degré
@ 5-degrs
. 6-degré

Figure F - 3Degré du nceud vs. Betweenness Centrality
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6.2 Approche Topologique

L'étude de la complexité de la topologie des infrastructures critiques pkrrdétrire les diff-
rentes interactions entre eux. Par conséquent, la nature des connexions et des conmgpadament
plexes pourrait étre comprise. La premiére approche proposée vise a dgdriter&etions entre les
systemes électriques et les systemes de TIC, en utilisant des graphes pondénémbrex co-
plexes.

Afin d'évaluer les interdépendances physiques et cyber au sein du systéme couplépdrest im
tant de classer les interdépendances entre les deux infrastructuresl (Béstique et TIC). Ces in-
terdépendances sont classées en quatre types:

© Type | : D'un neeud électrique vers un autre. Cette liaison représente le flux de puissance
normale dans le réseau électrique.

© Type 2: D'un nceud TIC vers un autre. Cette liaison représente le flux de données normal
d'un routeur a un autre.

© Type 3: D'un nceud électrique vers un nceud du réseau TIC. 11 s'agit de la fourniture d'éner-
gie électrique pour l'infrastructure TIC.

© Type 4: D'un nceud TIC vers un nceud électrique. Cette liaison est utilisée pour envoyer des
commandes ou pour demander des informations vers / a partir du réseau électrique.

Ces types de connexion peuvent étre modélisés et représentés dans la matrice d'adg@tenc
attribuant une valeur différente pour chaque un. Afin de préserver les caragctésiste chacune de
ces infrastructures, des poids avec des nombres complexes ont été attribuéeslipmankgsou la
composante réelle représente les liaisons électriques et la partie imaginésenples liaisons des
TIC. Ainsi, la matrice de valeur complexe est construite selon (Eq. 2) pogralgises non orientés.
Les connexions du Type 3 et 4 sont dans le méme groupe parce qu'ils représentent les interdépen-
dances entre les deux infrastructures.

Type 3

Type 4

Figure F - 4Types d’interdépendances
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1 silink (h, j)est typd
1 silink (h, j)est type

“ )1+ 1isilink (h, j )est typ&ou4
0 cascontraire

ap;j Eqg. 2

Par ailleurs, afin de tenir compte de la direction du flux d'informations etttiéité, nous
avons proposé une définition pour les graphes orientés. En effet, les graphes oriectizabted de
représenter la relation entre la source (les opérateurs) et la charge g@smateurs finaux), ou le
premier offre un service a la seconde. L’entrée ap; est définie omme dans I’Eq. 3. Cette définition
permet de créer un graphe mixte avec quelques liaisons avec un double sens, peateefa@pro-
visionnement énergétique des réseaux de distribution et le flux de données du systéme TIC.

1silink (h, j)est typdou3
an; =4disilink (h, j ) est typ€ou4 Eq. 3
O cascontraire

6.2.1. Degrédes Neeuds

Afin d'identifier les vulnérabilités des infrastructures couplés, cette thiée a identifier les
neceuds les plus importants dans le systéme, le terme «importance» est destinée a qualifier le réle qui
joue chaque nceud par rapport a sa présence et/ou I'emplacement par rapport a la moyenne globale et
les propriétés du réseau. Le degré des nceuds est I'une des propriétés les plus communes des réseaux
complexs afin d'identifier le réle de chaque nceud dans le réseau, dans le cas spécifique de cette thése,
nous avons séparé le degré du nceud en deux parties : le degré du nceud électrique (hey), qui est le
nombre de liaisons électriques incidentes avec le noeud K, et le degré du nceud TIC (k) est le nombre
de liaisons TIC incidentes avec le nceud h, Eq. 4.

Kn=Y anj=Ke +i-
2=k +ke Eq. 4
Pour les graphes orientés, nous proposons deux définitionkegré ebutdegré, voir Eq. 5 et
Eq. 6.
kin _ C_|in i in
"= an =k ik Eq. 5
jev
out _ . _out, : pout
kh —Zajh—keh +1 h Eq6

jev

6.2.2. Betweenness Centrality

La nature du réseau a une influence sur I'importance des liaisonsnetudiesians le réseau.
Cette nature est liée essentiellement par la fonction topologique de chaque ceangoséséau. Les
indices de centralité ont permis de mesurer cette importance.

Un de ces indices est Betweenness Centralitipepuis son origine, cet indice a été utilisé dans
les études de la croissance urbaine, la résilience et la sociologie, en plus déé&aolansil'identifia-
tion des embouteillages I’identification des liaisons / nceuds importants dans un réseau.

Nous proposons de calculerBetweenness Centralitivec I’Eq. 7 pour les liens type 1 et 3, et
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avec I’EQ. 8 pour les liens type 2 et 4.

oeni(l)

be(1) = e
hjevh=j Zehl Eq. 7

ocni(l)

be(1)= —=0
h,jg}m Gchl Eq. 8

Ou oy estle nombre de chemins geodésiques ente j, et oy(l) est le nombre de chemins
géodésiques entteetj qui passent pdr

Un chemin géodésique dans la théorie des graphes est défini comme le plehaniur exs-
tant entre deux nceuds du graphe. Sa valeur dépend des pondérations éventuelles du graphe. Si le
graphe est pondéré, une matrice de pdidsst definie, dont I'entrée, estle poids associgéla liaison
entre les nceuds h etj. Sinon, la matrice d'adjacence est utilisée pour évaluer les cheminsigaedé
Il'y a différent algorithmes de calcul des chemins géodésiques selonpegtgsodu graphe et selon
le probléme considéré. Néanmoins, les plus populaires sont les algorithmes de Maira-Bijkle
Bellman (voir ’annexe A).

L’analyse des infrastructures couplées exige le calcul de deux chemins géodésiques, une pour
chaque systeme (Réseau Electrique et Réseau TIC), défini ceman(eour les poids réels) et
(pour les poids imaginaires), respectivement.

Nous avons défini I’indice de Betweenness Centraligiobalb(l) par I’'Eq. 9.

b(1) = \ba(1)+bE(1) Eqg. 9

L’indice pour les liaisons (links) est défini par I’Eq. 10et I’Eq. 11, pour les liaisons type 1 et 3
et type 2 et 4, respectivement.

)= Y Teni () £q. 10

hjevh=j Cehl

he)- > Zem® Eq. 11

hjevh=j Fchl

6.2.3. L’efficacité

Un autre indice pour identifier les nceuds importants est I'efficacité. Le concept de l'efficacité a
été introduit par (Latora et Marchiori 2001). Il est utilisé pour évatemesurer I'efficacité d'un
échange d'informations entre nceuds. Cet indice suppose que l'efficacité est inversement proportion-
nelle a la distance la plus courte.

Pour notre cas, I’indice d'efficacité peut donner des indications sur l'impact de la suppression
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d'un neeud (soit du c6té TIC ou du réseau électrique) dans 1’efficacité de communication et I'efficacité
électrique du systeme, en parlant des topologies. Eq. 12 et Eq. 13 permettéurgrd'éfficacité des
deux infrastructures. O} est le nombre de nceuds électriques et N, le nombre de neeuds TIC.

E _ 1 1

. = il
NgNe heVe JoVe dhj Eq 12

E _ 1

o = -
NeNe oy, oV b dp; Eg. 13

Si ’efficacité est faible, la distance dy; est plus élevee, cela signifie que le systéme est mbins e
ficace et donc le noeud supprimé joue un réle important ou crucial dans le comportement du systéme.

6.2.4. Systeme de Test

Le systeme d'essai est un réseau de distribution trés utilisé au sein dtoleb@2ELAB et
fait partie du plusieurs projets Européens et nationaux. Le réseau électrique posséde 14 nceuds élec-
triques, 17 lignes, 7 sources de production décentralisée, 9 charges et 3 tedaafsridTB/HTA,
comme le montre la Figure F - 5.

En dehors de ce réseau, il existe une infrastructure de soutien considérab(®, de® Wimax
BS et 5 multiplexeurs, 23 liens, y compris ADSL, RTC / RNIS, fibre optigules technologies
Ethernet. Il y a aussi un réseau Ethernet LAN privé reliant les nceuds électriques 2, 3 et 4 (représenté
par le nceud 23). Ce réseau de communication a été développé au cours du projet SINARI, il peut étre
un réseau privé ou public.

D’un coté, la Figure F - 7 montre le graphe nasrienté qui représente le systéme couplé. D’un
autre c6té, la Figure F8 représente le graphe orienté du systéme. Afin d’obtenir la direction des flux,
nous avons utilisé les résultats de 1’étude de répartition de charges du réseau électrique. Les différentes
couleurs montrent les différents types de connexion entre les noeuds (type 1, 2, 3 et 4).

Grace a cette représentation, nous pouvons calculer les différents indmest¢s dans la de
niere section. A maniére de résumé, les résultats obtenus sont montrés dans la prochaine section.
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Figure F -8 Graphe orientgour le systéme 14 nceuds
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6.2.1.

La Figure F -9 montre la Matrice d’adjacence du réseau orienté et la Table F - 1 le degré du

Les résultats principaux

nceud. Les résultats mettent 1’accent sur I’importance des nceuds 2, 16 et 20.

=

Power System Nodes (1-14) - ICT Nodes (15-23)
2B 5 & B oo

[}
e

Power System Nodes (1-14) - ICT Nodes (15-23)
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Figure F - 9 Matrice d’adjacence réseau orienté

Neeud kn" Ken" Ken" Kyt Ker™™ Ken™
1 2 2 0 1 1 0
2 2+ 2i 2 2 3 3 0
3 1+2i 1 2 1 1 0
4 1+2i 1 2 1 1 0
5 1+1i 1 1 1 1 0
6 1+1i 1 1 1 1 0
7 1i 0 1 1 1 0
8 1+1i 1 1 2 2 0
9 1+1i 1 1 1 1 0
10 1i 0 1 2 2 0
11 1+1i 1 1 1 1 0
12 1+2i 1 2 1 1 0
13 2i 0 2 1 1 0
14 2i 0 2 3 3 0
15 1 1 1 2i 0 2
16 1+1i 1 1 4i 0 4
17 1 1 1 2i 0 2
18 1 1 1 2i 0 2
19 1+3i 1 3 1i 0 1
20 1+1i 1 1 6i 0 6
21 1+1i 1 1 3i 0 3
22 1+1i 1 1 3i 0 3
23 0 0 0 3i 0 3

Table F - 1Degré desauds réseau orienté
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Les distributions du in-degré et out-degré sont présentées dans la Figut@ &t Figure F -
11, respectivement. La premiere figure présente un pic dans la valeur 1-1 (degtad&ifté Réseau
électriqgue). Néanmoins, le point le plus important pour nous est le sommet datsuladu degré
TIC 6 — Elec 0 du Figure F 41, car ce point représente un neeud avec plusieurs connections « Hub»
et par conséquent, critique dans le systéme.

m10-12
=810
m5-8
H4-6
m2-4
HQ-2

Frequency

Power System
Degree

ICT Degree

Figure F - 10 In-degree du nceud réseau orienté
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/
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Figure F - 11 Out-degree du nceud réseau orienté
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Les résultats de I’indice « Betweenness Centralitypour le réseau orienté sont montrés dans le
Table F - 2 pour les neeuds et dans la Figure F - 12 pour les liaisons. Les nceuds avec la valeur la plus
haute sont 1, 2, 19 et 20. Nous voyons que cet indice met 1’accent sur les nceuds 2 et 20, tel que I’a
fait le degré du nceud. De méme, les links 8-18 et 8-19 sont importants dans le systéme interconnecte.

NOde be bc bqlohal
1 48 0 48
2 63 0 63
3 9 0 9
4 27 0 27
5 10 0 10
6 8 0 8
7 0 0 0
8 22 0 22
9 30 0 30

10 0 0 0
11 20 0 20
12 11 0 11
13 0 0 0
14 0 0 0
15 0 0 0
16 0 14 14
17 0 0 0
18 0 0 0
19 0 35 35
20 0 36 36
21 0 20 20
22 0 0 0
23 0 0 0

Table F - 2 Betweenness Centrality des neeuds réseau orienté

Power System Nodes (1-14) - ICT Nodes (15-23)

.23 4 5 6 7 8 91011 121314151617 18 19 20 21 22 23
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Figure F - 12 Betweenness Centrality des lignes réseau orienté
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L’Efficacité pour les nceuds est montrée dans la Figure F - 13 et pour les liens dans la Figure F

- 14 Les neeuds importants a retenir sont 1, 2, 8, 19, 20 et 21. Ainsi que les liens au tour les noeuds 2
C’est claire que les résultats obtenus grace au degré du nceud, betwenness centralityt

I’efficacité sont trés similaires et permettent d’identifier des nceuds importants, tels que le nceud 2 et le

et 20.
nceud 20.
60%
50%
40%
30% - - B Electric Efficiency
® Comm. Efficiency
20% A
10% -+
0%
1 2 3 45 6 7 8 9 101112 13 14 1516 17 18 19 20 21 22 23
Figure F - 13 Efficacité des noeuds
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Figure F - 14 Efficacité des lignes
141




6.3 L’approche Spectrale

Les systemes électriques et les infrastructures TIC ont des patrons aswgéttigtra-dire,
ces infrastructures ont different facons de partager l'information dangreore réseau (électricité
pour le premier et de données pour le second). Ce genre de modes de communication dansouve
les réseaux sociaux ou les personnes interagissent selon certaines regles sodislest eifférents
canaux de communication, tels que les ordinateurSnoart phonedsl.’ Approche Spectrale applique
I’analyse Eigenspectral des systémes pour étudier la structure des graphes pondérés toagyres e
triqguesafin d’exposer les vulnérabilités couplés.

(Hoser 2005) a proposé une méthode pour évaluer les réseaux asymeétriques dans le contexte de
la communication humaine, a l'aide des opérateurs linéaires dans l'espace deeHilllidigant des
matrices Hermitiennes. Cette section propose d'utiliser cette théorid'giode des infrastructures
interdépendantes. Dans un premier temps, il est proposé de distinguer les couches @y aystém
chaque niveau représente chaque type d’interdépendance, comme dans la Figure F - 15.

Aprés, la matrice d’admittance A est construit, pour chaque couche avec I’Eqg. 14. Soitw le

Electric Layer

ICT Layer

Logic Layer

Geographic Layer

Figure F - 15 Analyse multi-couche

nombre de liens sortants du nceud h vers le neeud j, etx le nombre de liens entrants provenant de nceud
h vers le nceud j. Le graphes(V,E) représente le systéme couplé \ed Ve, V).

By =W+i-X Eq. 14

6.3.1. Le degrécomplexe des Noeuds

Le degrék, est un nombre complexe glest le nombre de liens sortanzéé nombre liens qui
entrent dans le noeud, voir Eq. 15.

kh:Zahj:y+i~z

jev

Eq. 15

Pareil a la premiére approche, ce degré permet de quantifier la dépendance de chaque nceud
dans le systéme. Autrement dit, un nceud h peut savoir combien de nceuds en dépendent (nombre de
liens qui partent de ce neeud) et le nombre de noeuds qui dépendent du neeud h (le nombre de liens qui
sont pointées vers le nceud h). Une haute valeur du degré de nceud veut dire que plus de neeuds dépen-
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dent / ou cela dépend de beaucoup d'autkesls. Par conséquent, un classement des degrés les plus
¢élevés peut étre fait et les premiers noeuds sont les plus critiques ou importantes pour le systeme.

6.3.2.  La centralité spectrale

L’analyse spectrale permet d'identifier les connexions les plus faibles dans le systéme intercon-
necté. L'analyse Eigenspectral sur des matrices d’adjacence de valeurs complexes peut étre développée
grace a l'utilisation de matrices Hermitiennes dans l'espace de Hilbert.

Par conséquent, la matrice d’adjacence doit étre une matrice Hermitienne dans l'espace dé- Hi
bert. Comme la matrice d’adjacence a la caractéristique présentée dans Eq. 16, la matrice hermitienne
peut étre construite selon Eq. 17.

8 = i8jn Eq. 16

H-Ae 4 Eq. 17
Enfin, les vecteurs propres et les valeurs propres des matrices hermitienresdcsiés selon
Eq. 18 pour chaqueatrice d’adjacence, représentant chaque interdépendance. Le nceud le plus impo-
tant dans le systenesstidentifié en fonction de la plus grande valeur absolue dans le vecteur propre en
cours d'inspection.

Hx = Ax Eqg. 18

6.3.3.  Les résultats principaux

Le méme systeme de test est utilisé pour illustrer I'application de la théectease. La Figure
F - 16 montre comment le réseau de test est représenté a l'aide des réseaexesopmptieuxin
veaux, l'un pour réseau électrique et l'autre pour le réseau TIC. Le réseau électrique est représenté avec
des liens directionnels et le réseau de communication est représenté pasates Higiirectionnelles.
Chacune de ces couches seront représentées avec un adjacence de matricaleutsusgront ¢a
Culées pour déterminer les nceuds du systéme les plus critiques.

La Table F -3 montre les résultats obtenus apres avoir calculé les vecteurs et valeres. prop
Dans ce cas, les nceuds les plus critiques sont le nceud 1 et 2 pour le réseau électrique, et au noeud 20 et
22 pour le réseau de communication. lls sont les mémes résultats obtenus par l@Epaltygieue du
systeme (voir la section précédente). De méme, il est important de constater gakeutssnulles
représentent les éléments qui n‘ont pas une dépendance du systeme. Ceci adeetification des
flots dans le systéme.

L'un des principaux avantages de ce type d'analyse est qu'elle permet d'intégrar sms
modele, le comportement de chaque infrastructure hétérogene.
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Figure F - 16 Analyse multi-couche du systéme de Test
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He Hc
A=-252 A=4.43

ID IxI [0} IxI [0}

1 0.39 2.36 0.000 0.000
2 0.60 0.00 0.054 0.000
3 0.19 -1.57 0.218 0.000
4 0.19 -1.57 0.096 0.000
5 0.28 -2.36 0.035 0.000
6 0.29 2.36 0.034 0.000
7 0.00 -1.07 0.058 0.000
8 0.18 1.57 0.035 0.000
9 0.31 -2.36 0.180 0.000
10 0.14 -1.57 0.034 0.000
11 0.09 0.79 0.034 0.000
12 0.04 3.14 0.316 0.000
13 0.02 -0.79 0.316 0.000
14 0.09 0.79 0.136 0.000
15 0.24 -2.36 0.052 0.000
16 0.05 2.36 0.108 0.000
17 0.11 1.57 0.110 0.000
18 0.07 -0.79 0.110 0.000
19 0.07 -0.79 0.309 0.000
20 0.04 -1.57 0.564 0.000
21 0.00 1.79 0.182 0.000
22 0.00 0.00 0.426 0.000
23 0.00 0.00 0.117 0.000

Table F -3 La Centralité spectrale
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6.4 Description «Low level»

Si bien les indices proposés précédemment permettent une étude et analyse du systéwe en diff
rentes couches (couche physique et couche cyber). Cette analyse est limitéal aniveaede de
cription, que nous avons appelé « Haut Niveau ». Cette section résume une méthodol@gieligour
les infrastructures critiques hétérogénes et couplées en différents niveaisciigtide. Pour cela,
nous proposons a mode d’exemple, deux niveaux : un « haut nivau» (high-level system descriptipn
et un « bas niveau lo(v-level system descriptipn

Pour mieux comprendre notre vision, la Figure B# montre a gauche le schéma du réseau
d’étude dans la premiére section de ce chapitre. Néanmoins, le nceud 02 est un poste source (voir coté
droit de la figure). C’est-a-dire, nous avons un systeme de systesyetdm-of-systems

Le poste source a son tour a un réseau de communication (voir Figui@)ret un systeme
d’alimentation auxiliaire (voir Figure F - 19). Le graphe qui représente ce niveau est montré dans la
Figure F - 20.

Nous avons appliqué I’approche spectrale pour étudier le réseau « bas niveau », mais il est tout

a fait possible d’utiliser ’approche topologique. Les résultats montrent que les nceuds les plus cri-
tiques sont dans I’alimentation des systémes de contrdle et commande, ainsi que le routeur principal.

o1

GSIQOké

EDF 63kV

.

ATU13
RTUT ‘ BEED @D [,--coccecceecdemonan:
------- |
- - N/O Auniar 2 3
iliary Feeder 1 Feeder 2 Feeder 3
— N/C 611 12¢ Systems

== Comm Link
Supply

Figure F - 17 Poste source type
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l > Flectric <« — +» ICT * Supply Controll

Figure F -20 Analyse multi-couche du systéme de Test

ELECTRIC INTERD. COMM. INTERD
A=3.079 A =4.402

x| Q x| (o)

1 0 -1.772 0 0
2 0.001 -0.987 0.078 0
3 0.002 -0.202 0 0
4 0.006 0.584 0.078 0
5 0.016 1.369 0 0
6 0.026 2.155 0.078 0
7 0.006 2.155 0.078 0
8 0.006 2.155 0.078 0
9 0.006 2.155 0.078 0
10 0.002 2.94 0 0
11 0.002 2.94 0 0
12 0.002 2.94 0 0
13 0.064 2.94 0 0
14 0.056 -2.914 0 0
15 0.116 -2.321 0 0
16 0.119 -2.391 0 0
17 0.098 -2.356 0 0
18 0.303 -1.571 0 0
19 0.304 -0.785 0 0
20 0.206 -0.785 0 0
21 0.634 0 0 0
22 0.098 -0.785 0.219 0
23 0.098 -0.785 0.219 0
24 0.098 -0.785 0.681 0
25 0.206 0.785 0.244 0
26 0.206 0.785 0.244 0
27 0.206 0.785 0.244 0
28 0.206 0.785 0.244 0
29 0.206 0.785 0.244 0
30 0.206 0.785 0.244 0
31 0.206 0.785 0.219 0

Table F -4 La Centralité spectrale
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6.5. Vision globale du systéeme

Nous avons présenté une description « Haut niveau » et « Bas niveau » de deshrigto
téeme.Finalement, nous avons exploré la vision globale du systéme, c’est-a-dire, une analyse matr
cielle qui va nous permettre d’intégrer tous les niveaux de description du systéme pour améliorer
I’identification des vulnérabilités.

La Figure F - 21 montre visuellement la stratégie proposée. Les résultats obtenus ont mis
I’accent sur I’interface entre le réseau ¢€lectrique et le systeme TIC, comme le point le plus vulnérable
du systéme couplé hétérogéne.

Cette méthode est applicable a n’importe quel systeme qui soit représentable comme graphe.
Néanmoins, les résultats doivent étre validés avec des outils propres a chaque domaine pe.discipli

Trois pas ont été définis pour construire le modele complet du systeme :

1. Construire le modéle « Haut niveau
a. Définir les principaux systemes impliqués dans les infrastructures associées.
b. Définir les types d'interdépendance.
c. Définir les interconnexions et les relations entre les systemes.
2. Construire le modéle « Bas niveau
a. Description de chaque systeme impliqué dans le « Haut niveau », en tenant
compte les mémes types d'interdépendance.
b. Définition des entrées et sorties pour chaque systéeme.
3. Intégration.
a. Interconnecter le « Haut niveau » et le « Bas niveau » grace a la maoipulat
des matrices.

/\

Low-level
description

High-level description

~__7

Global Vision

Figure F - 21 Vision Globale du systéeme
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7. Conclusions et Perspectives

Les réseaux électrigues actuels sont fortement dépendants des systémes TIC & différent
veaux y compris les systémes de capteurs sur le terrain, au niveau de centres de cetincinelat
les moyens de communication avec le marché d’électricité et les autres systémes de controle (systémes
voisins). Ils sont utilisés pour 1’acquisition d'informations ainsi que pour la contréle-commande qui
sont vitales pour la surveillance du systéme. L'intégration efficace des TIC dans les réseaguxeslectri
doit conduire a un fonctionnement plus optimisé et un meilleur contrdle de cesesystdm, ainsi,
accroitre l'efficacité générale. Par ailleurs, les TICs sont des éléments @nrdés dans laer
cherche et le développement des «Smart Grids».

Bien que les systemes TIC et les réseaux électriques ont été concus a des fiooraeries
différents, ces infrastructures sont fortement dépendantes aujourd’hui. D'autre part, le besoin d'intera
tion entre les différents acteurs du systeme, a donné lieu a de nouvelles vulnérabilitésgroe lgsi
interdépendances entre les infrastructures de plus en plus critiques.

Par conséquent, il est primordial de considérer les infrastructures coupiéesdg&pendantes
et hétérogénes dans la modélisation, la conception et I'analyse de sécurité. Danxtee leomted-
lisation des interdépendances est considérée comme une condition préalable pour sésnises-
tructures. Le résultat attendu de cette vision est que les systemes TIC peonvesgulement, rendre
le réseau électrique plus résilient, mais aussi plus efficace tout entpetraeix acteurs du systeme
d’y étre plus impliqués, y compris les consommateurs finaux. Par ailleurs, le résultat peut faciliter
l'intégration des sources d'énergie renouvelables en fournissant, par exemple, eféicdalidité et
des solutions sécurisées pour surveiller et contréler les générateurs dispersés tllpetDe cette
facon, les TICs contribueraient aussi a la protection contre le changement climatique.

Une modélisation unifiée est nécessaire afin de pouvoir appréhender au mieux le comportement
émergeant des systémes couplés. Les principales difficultés de cette theése ontiginar o
I’hétérogénéité des systémes étudiés et la nouveauté scientifique de ce sujet. En effet, le travail présen-
té est précurseur dans ce domaine avec 1’étude couplée des réseaux électriques et de communication
associles.

La proposition de modélisation géde quelques limitations dues a I’ensemble des hypothéses
considérées. Ainsi, les développements actuels buttent sur des études uniqguemerst asqiy-
loppements futurs devraient intégrer, au sein méme des réseaux complexes, des équéatems diff
tielles.

Néanmoins, les méthodes proposées sont originales, adaptées a 1’étude d’infrastructures cri-
tiques susceptibles a I’effet de cascade et surtout a des systémes multi-infrastructures. Les résultats
obtenus, suite a la modélisation des interdépendances des infrastructures guitioedent de pro-
gresser dans la compréhension du comportement des systémes couplés. Cette progression dans la
compréhension participe ainsi au but de sécurisation des infrastructures critiques
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Appendix A

COMPLEX NETWORKS ALGORITHMS AND APPLICATION

Whereas the twentieth century was seen as the century of physics, the twenty-first is
often predicted to be the century of biology. A decade ago it would haveebgsing
to call it the century of the gene. Few people would dare say that any longer about th
century we have just entered. It will most likely be a century of complexity.

Albert Barabasi

This Appendix aims at unifying definitions, algorithms and codes twatither researcher to
repeat the algorithms and work in this area of research. For the sake of this iieséhtate main
references were used: [1], [2] and [3].

A.1. Toolbox definition

All codes developed during this dissertation were done in Matlab. In order to caimpoten-
plex-weighted complex networks, a Toolbox was developed using object-oriented codes.

1. Graph, Nodes and Links
The Graph is defined as a class and its properties are:

properties
edges = [];%Vector of Edges class elements
vertices = [];%Vector of Vertices class elements
nedges = 0; %Total number of edges
type = 9; %Type of Graph ©->Undirected, 1->Directed
nvertices = @; %Total number of Vertices
idxvertices = []; %Vector used to find vertices
valvertices = []; %Vector used to find vertices
diameter = @; %Graph Diameter
distances = []; %Matrix containing the distances among nodes
avdistance = 0; %Graph Average Distance
avclustering = 0; %Graph Average Clustering
avdegree = 0; %Average Degree (in-degree for Directed graphs)
avdegreeout = 0; %Out-Degree
density = @; %Graph Density
A = []; %Adjacency Matrix
C [1; %Cost matrix




end

Cim = []; %Cost matrix imaginaire

AdjList = [];%Adjacency List

ShortestPaths = {}; %List of shortest paths

UnitShortestPaths = {};
NShortestPaths = 9;

GRAPH CLASS

EDGES CLASS

edges (vector of Edges)
vertices (vector of Vertices)
nedges

type

nvertices
idxvertices
valvertices
diameter

distances
avdistance
avclustering
avdegree
avdegreeout
density

A

(5

Cim

AdjList
ShortestPath
UnitShrortestPaths
NShortestPaths

name
from

to
betweenness
centrality
capacity
coordx
coordy

getBetweenness
getName
getFrom

getTo
getCentrality
getCapacity
getCoordinates

addEdges (from, to, n_Ilines)
addedge(from, to)
addVertices(bus, n_bus)
addVertex(bus)

addWeight(bus, Weight)
modifyWeightVertex(bus, newWeight)
createAdjacency()
createAvDistance()
createBetweennessCentrality()
MaxFlowFulkerson(from, to, type)
createDegree()
createDensity()
createDiameter()
createDistances
createNeighbor()
createShortestPaths()
createStats()
updateIdxvertices()
getAdjList()

getAdjMatrix()
getCostMatrix()

getDegree()

getEdgeCapacity()

getEnds()

getNeighbors()
getNeighborLevel(edge, level)
getShortestPaths()
getUnconnected()
getVertexCapacity(node)
isVertex(node)

iskdge(from, to)
findEdge(from, to)
findEdgeIdx(from, to, type)
getAntennas()
getDegreeDistribution()
getDistanceNodes(nodel, node2)
getDistances()
getNetworkDiameter()
getAverageDegree()
getBetweennesCentrality(node)




2. Shortest Path : Dijkstra

Shortest path or geodesic path is the shortest path from one node to another.htdelogst
used to compute the shortest path was developed by Dijkstra, and the optorighralgvas taken
from [4]. Which is:

Dijkstra (G, w, S)

1: for each vertexw € V[ (]

2: do d[v] «+

3: n[v] < NIL

4: d[s] — 0

5: S—o

6: G— V4]

7 while 9 # ¢

8: do u « Extract-Min(Q)

9: S—Su{u}
10: for each vertexw € Adj[u]
11: if d[u] > dlu] + w(u,v)
12: then d[v] « d[u]+w(u,v)
13: V] —u

Personal application in Matlab:

function [D PI] = Dijkstra(V,E,Ad]j,W);
[nE temp] = size(E);
nV = length(V);

w = zeros(length(V));
for i = 1:nE
w(E(1,1),E(1,2))=W(i);
end
D=[];PI=[];
for s = 1:nV
d = zeros(1,length(V));
pi = zeros(1,length(V));
[d pi]= init_source(V,s,d,pi);
Ss=15
Q=1V;
while ~isempty(Q)
[u Q] = extractMin(s,Q,S,d);
S =[S u];
nAdj = length(Adj(u).adj);
tempAdj = Adj(u).adj;
for j = 1:nAdj
v = tempAdj(j);
[d pi]= relax(u,v,w,d,pi);
end
end
D = [D;d];
PI = [PI;pi];




end
end

function [d pi]= init_source(V,s,d,pi)
nV = length(V);
for i = 1:nVv

d(i)=inf;
pi(i)= -1;
end
d(s)=0;

end

function [d pi]= relax(u,v,w,d,pi)
if d(v) > d(u)+ w(u,v);
d(v) = d(u) + w(u,v);
pi(v) = u;
end
end

function [u Q] = extractMin(s,Q,S,d)
if isempty(S)
u=-s;
Q(s)=[1;
else
[minD minIDX]=min(d(Q));
u = Q(minIDX);
Q(minIDX)=[];
end
end

A.2. Centrality Indexes

1. Betweenness Centrality

This index aims at answerinlye question: “What is your importance in the Network?” [1]. This
index was widely used in this dissertation. Even if the equation presented in Section 111.3.1.5 is simple,
it is not so evident to compute. Authors in [5] proposed an optitpatithm called “A Faster algo-
rithm for betweenness centrality,” which was used by the developers of GEPHI?® software and the

library “matlab_bgt?, the two tools used for the purpose of this dissertation.

2. Spectral Centrality
The Spectral Centrality was computed in Matlab, using the follow code:

function [VecELEC, ValELEC, VecICT, ValICT, kinelec, koutelec,kinict, koutict,
ELECVectores, ICTVectores]=Spectral_Prestige(dataElec, dataICT)

clc

disp('SPECTRAL ANALYSIS - CHAPTER 3')

nodes = (1:23)';

nnodes = 23;

0 Gephi is an interactive visualization and exploration platform for all kindgraphs. More information:
https://gephi.org/

L MATLAB_BLG is a library for Matlab that providesset of algorithms to work with graphs, was developed
by David Gleich. More information: http://goo.gl/770bn
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[nlineElec temp]=size(dataElec);
[nlineICT temp]=size(datalCT);
outcomes = zeros(nnodes,3);
outcomes(:,1) = (1:nnodes)"';
elecNodes = (1:14)';

commNodes = (15:23)";

test = 0;

disp('ELECTRIC NETWORK')

From = dataElec(:,1);

To = dataElec(:,2);

Weights = diag(ones(nlineElec));

Aelec = adjacencyMatrixELEC(From, To,nnodes,nlineElec,Weights);

kinelec = sum(Aelec,1);
koutelec = sum(Aelec,2);

Helec = Aelec * exp(-1li*pi()/4);

[VecELEC, ValELEC] = eig(Helec);
ValELEC = diag(ValELEC)
[THETAelec,RHOelec] = cart2pol(real(VecELEC),imag(VecELEC))

ELECVectores = [];
for i = 1:23

ELECVectores = [ELECVectores RHOelec(:,i) THETAelec(:,i)];
end

valores = sort(real(ValELEC), 'descend');
plot(valores, '*")

disp('ICT NETWORK')

From = dataICT(:,1);

To = datalCT(:,2);

Weights = diag(ones(nlineICT));

Aict = adjacencyMatrixICT(From, To,nnodes,nlineICT,Weights);

kinict = sum(Aict,1);
koutict = sum(Aict,2);

Hict = Aict * exp(-1i*pi()/4);

[VecICT, ValICT] = eig(Hict);
ValICT = diag(ValICT)

[THETAict,RHOict] = cart2pol(real(VecICT),imag(VecICT));
ICTVectores = [];
for 1 = 1:23

ICTVectores = [ICTVectores RHOict(:,i) THETAict(:,1i)];
end
figure()
valores2 = sort(real(ValICT), 'descend"');




plot(valores2,'*")

resl
res2

[ValELEC' ;VecELEC];
[ValICT';VecICT];

end

function A = adjacencyMatrixELEC(From, To,nnodes,nline,Weights)
A = zeros(nnodes);
for i = 1:nline
A(From(i),To(i))=A(From(i),To(i))+Weights(i);
A(To(i),From(i))=A(To(i),From(i))+(Weights(i)*1i);
end
end

function A = adjacencyMatrixICT(From, To,nnodes,nline,Weights)
A = zeros(nnodes);
for i = 1:nline
A(From(i),To(i))=A(From(i),To(i))+Weights(i)+(Weights(i)*1i);
A(To(i),From(i))=A(To(i),From(i))+Weights(i)+(Weights(i)*1i);
end
end

A.3. More information

Many more information about small-world [6], scale-free netwrkscan be found in thet!i
erature. This information is important, since it allows knowing other propertiesngplex systems,
about their structure and topology. M. Newman published a Survey con Complex Systentscf8], w
emphasizes the papers with the highest impact in this subject.
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Appendix B

RECENT ATTACKS ANDICTSFAILURES

Quis custodied ipsos custodies

Decimus lunius luvenalis

Every day it is likely to find sensationalist headlines“aS: Power and water utilities face daily
cyber-attack’ (in Homeland Security News Wire, Published on 6 April 20TRyssia says many
states arming for cyber warfare” (in ReutersPublished on 25 April 2012), “Hacker could take over
traffic and rail-road control systems using baoks” (in Magazine“Info-Security; Published on 26
April 2012). But, does this news show a reality or just a paranoia state? This appendiarizes the
main and recent attacks to Power System facilities worldwide, as well as, somes failunformation
and communication systems that have been remembered as historical events duertatheipact
on the life of hundreds of citizens.

B.1. Recent Attacks against industrial control systems

1. Flame- 2012

Flame malware (also known as Flamer or sKyWIper) was discovered in 2012 by the MAHER
Center of Iranian National Computer Emergency Response Team (CERT) [1], Karsper§kydrab
CrySyS [3]. The origin of this malware is unknown, but it has beenfosedrgeted cyber espionage
in Middle Eastern countries.

This malware attacks computers running the Microsoft Windows operating sysiduodiig
Windows XP, Vista and 7), and its main objective is to impact on SCADA SeSy#tems [4]. It
performs network sniffing, collects a list of vulnerable passwords, transfers dataean control
servers, and it has the ability to record audio, screen-shots, keyboard actilvitgtwork traffic. It is
transferred over a local network (LAN) via USB stick or via file sharing.

2. Worm W32.Duqu - 2011

On 1st September 2011, the computer worm Duqu was discovered by the Laboratory of Cryp-
tography and System Security (CrySys) in Hungary. According to the U.S. Departnitormefand,
the Worm Duqu is an information-gathering threat that targeted spedainations, including in-
dustrial control systems (ICSs) manufacturers [5]. According to the reffatspde appears to look
-7-




for information such as design documents that could be used to launch a future attack dgeilitpt
under the control of an ICS -including electric generation, water/wastevitatathent, oil and gas
production/distribution/refining, chemical/petrochemical processing, transpartaystems, and
building automation systems.

3. Stuxnet- 2010

It is a computer sophisticated worm discovered Iy 2010 in Iran [6] and has been recognized
as one of the most complex threat ever found. It was primarily writéarget industrial control sy
tems which have the Siemens SIMATIC WiIinCC/Step 7 controller software instafigdts final goal
was to reprogram industrial control systems (ICS) by modifying the code on prograagablcon-
trollers (PLCs) to make them work in a very specific manner, taekatr intended to hide those
changes from the operator of the equipment. Most of the victims were locdtad,iindonesia, and
India, it was reported 14 power plants infected (among them the Bushehr NucleapRaivar Iran)
and more than 50000 Windows computers. However, there is no record of mortal consequences.

The worm exploited unknown windows vulnerabilities that allowed it to spread domputer
to computer via USB stick and thus infect computers and networks that are naiyjoeonnected to
the Internet. It had two specific characteristics, it get more complex overititres (four zero-day
exploits) and it has a deadline orf"2fune 2012, date when it will stop spreading and delete itsgelf [7]
[8]. According to several publications, USA and Israel are the most common suspects, hioweever
mains highly speculative and it will remain a mystery [9], [10]. Authorflil] study how Stuxnet
infects and propagates using a typical (but hypothetical) security model.

4. The Night Dragon- 2009

Since November 2009, hackers have stolen confidential data to companies from the energy se
tor in the United States, this series of attawks called “The Night Dragon” since it was originated
from several locations in China [12].

This coordinated attack was conducted against global oil, energy and petrochempzatiesm
and against individual and executives of such enterprises. Each attack was dividee isteps, e
cording to McAffe:

1. Attack through SQL-injection on extranet web servers to allow remote command execution.
Gained access to sensitive internal desktops and servers.

Accessed additional usernames and passwords.

Enabled direct communication from infected machines to the Internet.

Exfiltrated email archives and other highly sensitive documents.

ok own

Attackers used a “mix of hacking techniques” including SQL-injection and spear-phishing that
compromised corporate VNP accounts. Despite this kind of attacks are common in Conaputer N
works; it is the first time this kind of attacks was focused against the Energy Sector [13].

5. Daimler-Chrysler plants - Zotob Worm — 2005

In August 2005, 13 assembly lines of Daimler-Chrysler US auto manufactdaintg gocated
at lllinois, Indiana, Wisconsin, Ohio, Delaware and Michigan) went offlin@foost one hour due to
several PC outages caused by the infection of Zotob, RBot and IRCBot Wirase. viruses exploi
ed a hole in the PnP (Plug-and-play) of computers running Windows 2000 [14]. Thatestcost
impact was US$14 million [15].




6. Ohio Davis-Besse Nuclear Plant 2003

On January 25, 2003 the worm MS SQL Server 2000 attacked several computers in the Ohio
Davis-Besse Nuclear plant. This computer blackout caused data overload in thevgid aeid
therefore the computers were unable to communicate with each other. Fortunately tlverptaht
and protection functions were not affected [16]. However, the safety monitoring system was affline fo
5 hours.

Even if the plant network is well protected by a firewall, the worm by-passed the access controls
through a T1 Connection line used by a consultant.

7. Nimda worm — 2001

The Nimda worm, widely spread in the world in 2001, reached in September 20@tethel
network of a major EMS/SCADA vendor and then attacked the EMS/SCADA networksitefcal-
tomers via the support network [17].

This worm affected mainly system running Microsoft Windows 95/98, ME, NT and 2000 and
propagated through email arriving as a multipart/alternative message. In ticernpster, the Nimda
worm caused denial-of-service conditions on networks affecting the internal network [18].

8. Code Red Il Worm — 2001

Code Red Il Worm was released on August 4 2001, this worm created a back-door @-allow
tacks on vulnerable systems. It exploited a security hole in Microsoft wedr seftware. This worm
affected the internal network of a company that provides services to numeroris atiity compa-
nies. Although the infected networks were protected and not exposed to the Internetnthesed
the private frame relay network connected to the service company [18]

9. Australian Sewage System 2000

On February-April 2000, Vitek Boden realized a series of electronic attack on thgesean-
trol system in QueenslandAustralia, causing millions of liters of raw sewage to spill out intall
parks and rivers [19]. He is an expert on SCADA systems and radio-controllagesequipment, and
at that time he was applying for a job at the sewage control system, but his mppliGs rejected,
the reason why he revenged against the enterprise.

In the Australian Sewage System, each pumping station is able to receive commands from a
Control Center by means of dedicated analog two-way radio system, usimgntiffequencies. Vitek
Boden installed some of these communication systems at the Australian Sewage Sydterdand
he was captured in his car, police found in his laptop specialized softwaredéssiag and contro
ling sewage management systems, as well as radio-equipment compatible withsttbaé the se
age system [20].

At the control center, engineers recognized that they were under atiEcthaftletection of an
increased radio traffic, that pumps were not responding under demand, some alarms were not reporting
to the control center and the loss of communication between the control center andpsewupiiad)
stations [21].

This attack demonstrated that intentional and targeted attacks by a knowlegmabh areer
al and may be catastrophic. As well, that this was just one attack by one person agjagist 5-
tem, therefore terrorist or even enemy nations can attack vulnerable infrastrectsitgsand in a
much higher scale.
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B.2. Information and Communication system failures leading to
blackouts

10. Power Distribution in Rome — 2004

In January 2004 a flooding of a Telecom Italia major telecommunication node (no@si-aur
na) occurred in Roma. As a consequence, part of the wired and wirelésssstatv down. The cause
of the blackout was the failure of the air conditioner in the communicadimm,rwhich caused the
overheated of telecommunication devices. Many other infrastructures weotedffincluding the
ACEA Power Distribution Network, which lost two communication links (main r@hectant) among
the Flaminia Control Center and the Ostiense Control Center, these twol centiers did not have
the chance to exchange alarms, signals nor commands for more than one hour, i.esa tdtalda
toring and controlling systems. However, the Power Distribution System did not ne&dhtnge
alarms nor signals [22].

Other involved infrastructures were: Fiumicino airport, ANSI print agency, gifises and
banks, the communication network (GARR), connecting the main Italian research institutions.

11. U.S. and Canada Blackout 2003

On August 14, 2003 the Midwest and Northwest of the United States and Ont@amada
were affected by a historical blackout, impacting on an estimated B@npieople and 70000 MW of
electric loads, which represented losses between US$ 4 billion and 10 billion. Thenzswrestored
only after 4 days in some parts of the United States [23].

That day, at 14h14 (local hour) the control room operators lost the alarm futiatoprovided
visual and audible indications when an equipment is in a problematic condition. This was caused by an
overflow in the alarm function. This created a loss of awareness of the system’s conditions. Conse-
quently, after a few minutes some remote EMS (Energy Management System) terminal ceased oper
tion and this caused as well the loss of the primary server hosting thepatenessing and the Auto-
matic Generation Control (AGC) function hosted in the servers.

However, it was not the initial incident of the blackout. It was at 14h&f7the Star-South Can-
ton 345 kV line triggered and reclosed, but operators did not notice this Aftentother lines tig-
gered because of overgrowing trees, but the Control center operators didenanyakction because

( 12:00 B 13:00 M 14:00 ] { 15:00 ) (1600 &
Phase 1: Phase 2: Phase 3: Phase 4:
A normal afternoon degrades FE's computer failures FE 345kV line failures Collapse of 138 kV system
12:15-14:14 14:14-15:59 15:05-15:57 15:39-16:08
= ‘E [14:2? -§-8C FBER}SE] [15:05 - H-Ctn’p] [15:39 -138 fails] [15:42 on- 15 lines fail]
(3 I
i (1532-#trp]  (1541-s:5CHp )
]
I
[12:15—MISO SE] [14::4-FE alafms] [1£:41 -FEEMS 5er«'er][15;08-FE EMS ser\re.r]

Computer
Events

[14:02 - MISO SE][TMD -FE re"no?.es] [1415‘9 -FE EMS server] [15:46—15:59 -FE 'ebnot]

. (143 reeustars | [15:19-AEPcal ) (1542- FEtels T ofoss (15:56 - Pawt cal
ES 1432 -AEP cal | Es;as- AEP & PUI TLR]E&%-AEP aa@ (1548 - FE mans sbstns]
= uw

(1536 - MisO cal (1546 -FE jooparsy)  [1657-FEcal

Figure B - 1Black-out phases [23]
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they did not realize these events caused by the lack of alarms. This caused a ctestanie reany
lines. It is important to mention that the control center lacked of alarm failgetidet systems.

This blackout had a negative impact on the cellular communication networlasitheebackup
power at the cellular sites the generators ran out of fuel.

Figure B - 1 presents the time line of the main phases of the Blackout. Thes sigows that
the blackout was originated by a combination of errors and failures in the pagvehg ICT network
and the human behavior.

More information can be found in [24], [25] and [26].

12. Ertan Hydro Station — 2000

On October 13 2000, the control system of ERTAN hydro station in China received unexpected
signals that almost cause the collapse of the Sichuan Power System [27].

13. Hydro-Quebec- 1988

A remote load-shedding system failed to operate due to a communication system'sif#ilere i
control center, which led to a sequence of line trips followed by line overlqddpping of genera

ing units,

B.3.

and the loss of dc interconnections.

Conclusions

Recent events reveal several facts:

=

=

B.4.

[1]

[2]

[3]

Failures in ICT infrastructure can actually affect Power Systems.

There is a tendency to perform targeted cyber and physical attacks, and these advanced
threats now can target people as well through social engineering, using fileasrd oth-

er manipulation methods. Therefore, it is needed to imprbweusers’ education and
awareness to succeed against external targeted threats.

Isolation from the internet is not an effective defense and all power sydtatraré con-
trolled by software are vulnerable to cyber threats because internal networks can be attacked
via usb keys or service networks.

Terrorists and war fighters recognized that it is more effectiatéak ICT infrastructures
directly, than to physically attack their targets.
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APPENDIX C
PROJECTS INCLUDING COUPLED INFRASTRUCTURES

We may brave human laws, but we cannot resist natural ones

Jules Verne

This appendix summarizes several projects that have worked on Critical Udfrasis analy-
sis, including modeling and simulation. As well, some of the standards that presietingsito build
these complexes coupled systems.

C.1. Projects

1. SINARI Project
Name: Sécurité des Infrastructures et Analyse de Risques
Website: http://www.sinari.org
Dates: 2010 - 2013
Project type: FrenchANR

Originalities: Creation of a test platform that integrates power systeulation, communi-
tion network and SCADA simulation and real automatisms.

Objectives: The SINARI Project objectives are: to identify the hazardgisks inherent in in-
tegrated infrastructures, to develop necessary ICT defenses, to test the nessintapive of these
defenses and finally to evaluate their effectiveness [1]-[2].

2. SEESGEN-ICT
Name: Supporting Enerdifficiency in Smart GENeration grids through ICT”

Website: http://seesgen-ict.rse-web.it
Dates: 2009 - 2011
Project type: European

Originalities: Proposition of policy recommendations for the introductiol€®fihto the smart
distributed power generation grids.
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Objectives: It proposed policy recommendations for policy makers, incltisen@ommission,
Energy regulators and standardization bodies. Their main findings include théodetédbarriers,
such as lack of agreement about smart metering, lack of commercialized smart applghizek of
standards. Therefore, they proposed a Demand Side Service Platform (DSSP) as a ¢pechfiana

policy agents [3].

3. VIKING
Name: Vital Infrastructure networks information and control systems management project
Website: http://www.vikingproject.eu
Dates: 2008 - 2011
Project type: European
Originalities: Evaluation of the Social Cost of cyberattacks.

Objectives: Investigate the vulnerability of SCADA systems and assess tltd cglserattacks
and develop strategies to mitigate the vulnerabilities [4].

4. MICIE
Name:

Dates: 2008 - 2011
Project type: European
Originalities: Proposition of alerting systems to assist the CI operator to reducefesiref

Objectives:“MICIE alerting system,” which is able to identify le level of possible threats on
ICTs. Its main objective was to define the main priorities to effelgtintroduce ICT into the Smart

Distributed Power Grids [5]-[6].

5. CRUTIAL
Name: Critical Utility Infrastructural Resilience

Website: http://crutial.rse-web.it
Dates: 2006 - 2009

Project type: European

Objectives: propose models and architectures that cope with the scenario @sspbaeterogr
neity and evolvability endured by electrical utilities infrastructusesglyze of critical scenarios in
which faults in the information infrastructure provoke serious impatthe controlled electric power
infrastructure; investigate distributed architectures enabling dependablel @mtrsnanagement of
the power grid [7].

6. IRRIIS
Name: Integrated Risk Reduction of Information based Infrastructure Systems
Website: http://www.irriis.org
Dates: 2006 - 2009

Project type: European
Objectives: Determine security needs of ICTs, develop a communication pldtioautomé&
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ed information sharing between critical infrastructures; build a simulationoanwént to study ciiit
cal infrastructures interdependencies, disseminate novel and innovative cono#ips toformation-
based infrastructures [8].

7. GRID

Name: A coordination action on ICT vulnerabilities of Power Systems and évameldefense
methodologies.

Project type: European
Originalities: Detection of main challenges in near, mid and long term,

Objectives: The main purpose of this project was to establish a consenseskey issues in-
volved in power systems vulnerabilities [9].

C.2. Standards

Some cyber security standards for Power Systems are presented in [10] and [11].

1. ANSI/ISA 99

“Security for Industrial Automation and Control Systems: Concepts, Terminology and models.”

Divided in 4 parts, this standard address the Industrial Automation and control sydgems,
scribes the elements of a cyber-security management system, guides the applithéea efements
and presents how to operate correctly a security program. Finally, compares theainalutstnation
and control systems with other information systems.

2. |IEEE Std 2030/2011

“Guide for Smart Grid Interoperability of Energy Technology and Information Technology op-
eration with the Electric Power System (EPS), ERd-Applications, and Loads.”

This standard takes into account the integration of communications, power systemforand i
mation technology architectures to define design frameworks and strategies. As weilhedethe
interfaces within these infrastructures on Smart Grids.

3. |EC 62443/2010

“Industrial communication networks — Network and system security.”

Presents security guidelines and processes that industrial operators lowstAelwell, some
requirements for data integrity and confidentiality.

4. |EC 61850/2006

“Communications networks and systems in substations.”
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Standard IEC 61850 was created because before its application, specific proprietaryicommun
cation protocols were developed by each manufacturer, this caused the need of complicated and
pensive protocol converters in order to use IEDs from different vendors. ditegrdis standard was
designed to unify and provide a single protocol for a complete substation, tatobject modeling
of data requirement in the substation, to define the basic services requreetster data using diffe
ent communication protocols and to allow the interoperability between IEDsdifferent vendors
[12]. This Standard is divided into 10 parts:

Part 1 Introduction and overview

Part 2 Glossary

Part 3 General requirements

Part 4 System and project management

Part 5 Communication requirements for functions and device models

Part 6 Configuration description language for communication in electrical didrstaelated IEDs

Part 7 1. Principles and Models, 2. Abstract communication service interfadépr@mon data classes,

compatible logical node (LN) classes and data classes

Part 8 Mapping to MMS and to ISO/IEC 8802-3
Part 9 Sampled values over serial unidirectional multidrop ptargeint link and 1ISO 8802-3
Part 10 Conformance testing

5. |EEE Std 1686/2007

“IEEE Standard for Substation Intelligent Electronic Devices (IEDs) Cyber Security Capabili-
ties.”

Describes the requirements for Substation Intelligent Electronic Devices to seeule- th
cal/remote access and thus secure the substation. As well, it propogsessfaatevelop a defensive
procedure.

6. Mandate 490 - 2011

“Standardization Mandate to European Standardisation Organisations to support European
Smart Grid Deployment.”

The main objective of this mandate is to develop and/or update standards thatdéad i-
tegration of Information and Communication Technologies on Smart Grids.
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APPENDIX D
PUBLICATIONS

Our virtues and our failings are inseparable,
like force and matter. When they separate, man is no more.

Nikola Tesla

This appendix summarizes the publications arising from this thesis:

International Journals:

[1] A. Merdassi, R. Caire, N. Hadjsaidl.. Sanchez M. Kellil, N. Oualha, S. Machenaud,
D. Georges, C. Bousba, N. Vignol, P. Carer, J. McDonald, "Modeling methods coupled
electrical networks and ICT. An inventory" EJEE 2012, VOL 15/6, pp.557-585.

Conferences:

[2] J. L. Sanchez R. Caire and N. Hadjsaid. "ICT and Electric Power Systems herd
pendencies Modeling," ETG-CRIS Conference, Berlin - Germany, 5-6 November 2013.
Also, published at the ETG-Association Magazine, July 2014.

[3] J. L. S4nchez R. Caire and N. Hadjsaid. "Application of Hermitian Adjacency Matr
ces for the Vulnerability Analysis of Power Systems," IEEE PES ISGT Europe 2013,
Copenhagen - Denmark.

[4] R. Caire,J. L. Sanchezand N. Hadjsaid. "Vulnerability Analysis of Coupled Hetero-
geneous Critical Infrastructures: a Co-simulation Approach with a Testbed titaditia
IEEE PES ISGT Europe 2013, Copenhagen - Denmark [Invited paper].

[5] J. McDonald, H. Decroix, R. Caird,L. Sanchez S. Chollet, N. Oualha, A. Puccetti,

A. Hecker, C. Chaudet, H. Piat, D. Georges, F. Planchon, “The SINARI Project Securi-

ty Analysis and Risk assessment appti@the Electrical Distribution Network,” 22nd
International Conference on Electricity Distribution CIRED, 10-13 June 2013-Stoc
holm— Sweden.

[6] J. L. Sanchez R. Caire and N. Hadjsaid. "ICT and Power Distribution Modeling using
Complex Networks," IEEE Powertech Conference, Grenoble - France, 16-20 June
2013.
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Workshops without proceedings:

[7] J. L. Sdnchez R. Caire and N. Hadjsaid. "Towards a Complex Networks Modeling of
Interdependent Ciritical Infrastructures." WISG January 2013, Troyes - France.

[8] H. Piat, D. Georges, A. Petrequin, N. Oualha, L. Correnson, N. Vignol, J. Mcdonald, F.
Colin, F. PLanchon, T. Braconnier, F. Costa, R. Cdird,. Sanchez A. Labonne, A.
Hecker, "Implementation of Interdependent Critical Infrastructures fectiidity Sup-
ply." WISG January 2013, Troyes - France.

[9] A. Merdassi, R. Caire, N. Hadjsaidl, L. Sanchez M. Viziteu, M. Kellil, N. Oualha, S.
Machenaud, D. Georges, C. Bousba, N. Vignol, P. Carer, J. McDonald, L. P. @mbac
dés, C. Claude, A. Hecker, "Etat de I’art sur les méthodes de modélisation pour les in-
frastructures critiques interdépendantes". WISG January 2011, Troyes - France.

Many others will come, to find recent publications, please visit my website at:

http://www.josesancheztorres.com/publications
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VULNERABILITE , INTERDEPENDANCE ET ANALYSE DES RISQUES DESPOSTES SOURCES ET
DESMODES D’EXPLOITATION DECENTRALISES DES RESEAUX ELECTRIQUES

Résumé— Au vu de I'utilisation croissante des technologies de I’information et de la
communication dans les réseaux électriques, il est indispensable d’étudier I’étroite liaison
entre ces infrastructures et d’avoir une vision intégrée du systéme couplé. Cette thése porte
ainsi sur la modélisation des systemes multi-infrastructures. Cela inclut les interdépendances
et les trajectoires de défaillances de type modes communs, aggravations et cascades. Il est en
effet nécessaire d’identifier les points de faiblesse qui peuvent déclencher une ou de multiples
défaillance(s), se succéder en cascade au travers de ces infrastructuresiidsegmtrainer
des défaillances inattendues et de plus en plus graves dans des autres infrastructures. Dans
cette optique, différents modeles basés sur la théorie des Réseaux Complexes sont développés
afin d’identifier les composants les plus importantes, et pourtant critiques, dans le systéme
interconnecté. Un des principaux verrous scientifiques levé dans cette these est refatif au d
veloppement d'un modéle mathématique « unifié » afin de représenter les comportements des
multiples infrastructures non-homogenes qui ont des interdépendances asymétriques.

Mots clés :Infrastructures critiques, Interdépendances, Réseau électrique, Réseau de coramunicat
Réseax complexes, Systémes couplés, Technologies de I’information et de la communication, Vulné-
rabilités.

VULNERABILITY , INTERDEPENDENCIES AND RISK ANALYSIS OF COUPLED
INFRASTRUCTURES: POWER DISTRIBUTION NETWORK AND ICT

Abstract — In view of the increasing use of Information and Communication Téchno
ogies in power systems, it is essential to study the interdependencies between these coupled
heterogeneous systems. This thesis focuses on the modeling of multi- infrastructure systems.
This includes interdependencies and the three major failures families: common modg, escala
ing and cascading. It is indeed necessary to identify the weaknesses that can trigger one or
multiple failure(s) and cascade through these interdependent infrastructures, causing unex-
pected and increasingly more serious failures to other infrastructures. In this context, different
approaches, based on the theory of Complex Networks, are developed to identify the most
critical components in the coupled heterogeneous system. One of the major scientific barriers
addressed in this thesis is the development of a unified mathematical model to represent the
behavior of multiple heterogeneous systems with complex asymmetrical communicé&tion pa
terns.

Keywords:Critical infrastructures, Interdependence, Power grid, Secure operation, Vulberabili
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