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Abstract

Complex systems are everywhere and are part of our daily life. As a conse-
quence, their failures can range from being inconvenient to being life-threatening.
Testing is one of the most widely accepted techniques (especially in industry) to
detect errors in a system. When the requirements of the system are described
by a formal specification, conformance testing is used to guarantee a certain
degree of confidence in the correctness of an implementation; in this setting a
conformance relation formalizes the notion of correctness. This thesis focuses
on conformance testing for concurrent systems.

Conformance testing for concurrent system has mainly focused on models
that interpret concurrency by interleavings. This approach does not only suf-
fer from the state space explosion problem, but also lacks the ability to test
properties of the specification such as independence between actions. For such
reasons, we focus not only on partial order semantics for concurrency, but also
propose a new semantics that allows to interleave some actions while forcing
others to be implemented as independent.

We propose a generalization of the ioco conformance relation, based on Petri
nets specifications and their partial order semantics given by their unfoldings,
preserving thus independence of actions from the specification. A complete
testing framework for this conformance relation is presented. We introduce the
notion of global test cases which handle concurrency, reducing not only the
size of the test case, but also the number of tests in the test suite. We show
how global test cases can be constructed from the unfolding of the specification
based on a SAT encoding and we reduce the test selection problem to select a
finite prefix of such unfolding: different testing criteria are defined based on the
notion of cut-off events.

Finally, we show that assuming each process of a distributed system has a
local clock, global conformance can be tested in a distributed testing architecture
using only local testers without any communication.



Résumé

Les systemes logiciels complexes sont omniprésents dans notre vie quotidi-
enne. De ce fait, un dysfonctionnement peut occasionner aussi bien une simple
géne qu'un danger mettant en péril des vies humaines. Le test est I'une des
techniques les plus répandues (en particulier dans l'industrie) pour détecter les
erreurs d’un systéme. Lorsque le cahier des charges d’un systéme est décrit par
une spécification formelle, le test de conformité est utilisé pour garantir un cer-
tain niveau de confiance dans la correction d’une implémentation de ce systeme ;
dans ce cadre, la relation de conformité formalise la notion de correction. Cette
these se focalise sur le test de conformité pour les systemes concurrents.

Le test de conformité pour les systémes concurrents utilise principalement
des modeles qui interpretent la concurrence par des entrelacements. Néanmoins,
cette approche souffre du probleme de 'explosion de 'espace d’états et elle
n’offre pas la possibilité de tester certaines propriétés de la spécification telle que
I'indépendance entre actions. Pour ces raisons, nous utilisons une sémantique
d’ordres partiels pour la concurrence. De plus, nous proposons une nouvelle
sémantique qui permet a certaines actions concurrentes d’étre entrelacées et en
force d’autres a étre implémentées indépendamment.

Nous proposons une généralisation de la relation de conformité ioco ou les
spécifications sont des réseaux de Petri et leur sémantique d’ordres partiels est
donnée par leur dépliage. Cette relation de conformité permet de préserver
I'indépendance, dans l'implémentation, des actions spécifiées comme concur-
rentes. Nous présentons un cadre de test complet pour cette relation. Nous
définissons la notion de cas de test globaux gérant la concurrence, réduisant
ainsi non seulement la taille des cas de test mais aussi celle de la suite de tests.
Nous montrons comment les cas de test globaux peuvent étre construits a partir
du dépliage de la spécification en s’appuyant sur une traduction SAT, et nous
réduisons le probleme de la sélection de tests a la sélection d’un préfixe fini de
ce dépliage : nous définissons différents criteres de sélection a partir de la notion



d’événement limite (cut-off event).

Enfin, en supposant que chaque processus d’un systeme distribué possede une
horloge locale, nous montrons que la conformité globale peut étre testée dans
une architecture de test distribuée en utilisant seulement des testeurs locaux ne
communiquant pas entre eux.



Acknowledgments

Stefan Haar introduced me to the research world when I first visited LSV for an
internship. His dedication, suggestions and guidance converted the lost student
that arrived in 2010 into someone able of having his own ideas, express them
and convert them into a PhD thesis. During this three years he provided me
with the nicest research environment allowing me to participate on conferences,
summer schools and pointing me always in the right direction. I extend my
gratitude to Delphine Longuet, my co-advisor, for her patience, for teaching me
how an article should be writing and presented, for double-checking every proof,
for spending hours with a submission, for understanding me. This thesis is the
result of all you had taught me. It has not only be an honor to work with you
both, it was really a pleasure.

I sincerely thank the reviewers and the jury: Rob Hierons and Alex Yakovlev
for accepting reviewing this thesis and all the comments they gave me; Rémi
Morin and Pascal Poizat for the time they have kindly employed on me; and
Thierry Jéron not only for all his comments and suggestions for this manuscript,
but also for his predisposition for all my questions during this three years.

During my PhD studies I had the chance to work with very nice people:
Laura Branddn-Briones and Agnes Madalinski introduce me to interesting and
new research topics; I had very nice discussions with Pedro D’Argenio; I want
to thank Andrey Mokhov for his time to answer all my questions during the
last year; I am also thankful to Stefan Scwhoon for accepting supervising an
internship with me and for all the nice ideas during those four months; to
Konstantinos Athanasiou, thanks for your enthusiasm during the internship, I
hope you enjoyed your time at LSV as much as I enjoyed working with you.

I thank DIGITEO for funding my PhD studies through its project TEC-
STES, and the MEALS project for supporting many research visits to Argentina.

At LSV I met many people: “merci” Thomas Chatain and Loig Jezequel for
every coffee break and for having the greatest patience with my french; Thida



Iem how was always friendly and efficient; Normann Decker my very first friend
in Paris; my friends Mahsa Shirmohammadi, Vincent Cheval, Christoph Haase
and Simon Theissing, thank you for every meal (double thanks to Mahsa for
this) and all the nice moments we had together; to “The” Cesar, because every
discussion about unfoldings seems easy compared to the meaning of life.

To my friends of ENS: Martin, Aleksandra and Simon, Nicola and Sandra,
Esti, Lara, Matias, Claudia and Miquel, thank you for every lunch, every coffee,
every dinner, every poker and every trip.

Para cada argentino que me hizo sentir como en casa: Alito, Flowers, Rusi,
Chueka, Ceci, Peti, Cordero (si, vos tambien ya sos argentino), Ana, Anahi,
Presi y a todos los que pasaron. Porque ni la lluvia nos pudo quitar nuestros
asados. Gracias Timpa y Papelito por los mejores recuerdos sobre la Bestia.

My deepest appreciation to my parents, Ricardo and Corina, for encouraging
me to follow my dreams, to my sister, my grandmother, my uncle, aunts and
cousins for all their love.

Finally, all my love goes to Aina, because the last two years would have not
be the same without you. Te quiero Bonita.

Hernan Ponce de Ledn
Helsinki, Finland
October 2014






Contents

1 Introduction 1
1.1 Motivation . . . . ... . 1
1.2 Model-based Testing . . . . . . ... ... ... ... ....... 3

1.2.1 The Expected Behavior . . . .. .. ... ......... 3
1.2.2 The Testing Hypotheses . . . . . . . ... .. ... .... 4
1.2.3 The Experiments . . . . . .. ... ... ... ... 5
1.3 Models for Concurrency . . . . . ... . ... ... .. ... 5
1.4 Model-based Testing of Concurrent Systems . . . . . .. ... .. 6
1.5 Contributions and Outline . . . . . . .. ... ... ... ..... 9
1.6 Publications . . . . . . . .. . L Lo 10

2 Conformance Testing for Sequential Models 13
2.1 Labeled Transition Systems . . . . . . ... ... ... ...... 13
2.2 Branching Semantics for LTSs . . . . . . ... ... ... ... .. 15

2.2.1 Reachability Trees . . . . . . ... ... ... .. .... 15
2.2.2  Sequential Executions . . . .. ... ... 0L 16
2.2.3 Modeling Concurrency with LTSs. . . . . ... ... ... 16
23 Observing LTSs . . . . .. ... o 19
2.3.1 Traces . . . . ... o 19
2.3.2  Quiescence and Produced Outputs . . . . ... ... ... 20
2.3.3 PossibleInputs . . . . ... oo 21
2.4 The ioco Conformance Relation . . . ... ... ... ...... 22
25 Conclusion . . . . ... 26

3 Conformance Testing for Non-Sequential Models 27
3.1 PetriNets . . . . . . . 27
3.2 Partial Order Semantics for PNs . . . . .. ... ... .. .... 29

3.2.1 Occurrence Nets and Unfoldings . . . ... ... ... .. 29



3.2.2 Event Structures . . . . . . . ... .. ... ... 31

3.2.3 Partial Order Executions . . . .. ... ... ... .... 33
3.3 Observing PNs . . . . ... .. 35
3.3.1 Traces . . . . ..o 35
3.3.2  Quiescence and Produced Outputs . . . . ... ... ... 37
3.3.3 PossibleInputs . . .. ... 0oL 38
3.4 The co-ioco Conformance Relation. . . . . ... ... ... ... 39
3.5 Conclusion . . . ... ... 44
Conformance Testing with Refined Concurrency 45
4.1 Conditional Partial Order Graphs. . . . . . .. .. ... .. ... 47
4.2 Semantics for Weak and Strong Concurrency . . . ... ... .. 49
4.2.1 Unfolding of a CPOG . . . .. .. ... ... ....... 49
4.2.2 Relaxed Executions . . . . ... ... ... ... 51
4.3 Observing CPOGs . . . . . . . . . ... ... . 54
4.3.1 Traces . . . . . oo 54
4.3.2 Quiescence and Produced Outputs . . . . .. ... .. .. 55
4.3.3 PossibleInputs . . . ... ..o oo 56
4.4 The wsc-ioco Conformance Relation . . . . . ... ... .. ... 59
4.5 Conclusion . . ... .. . ... ... 60
A Centralized Testing Framework 61
5.1 Global Test Cases, Execution and Verdicts . . . . . .. ... ... 62
5.1.1 Global Test Cases . . . .. ... .. ... .. ....... 62
5.1.2 Test Execution . . . . ... .. ... ... .. ... .. 65
5.1.3 Completeness of the Test Suite . . . . .. ... ... ... 70
5.2 Constructing Test Cases . . . . . . . . . . . ... ... ...... 74
5.2.1 Test Derivation for LTSs . . . . . ... ... ... .. ... 74
5.2.2 Test Derivation for ESs . . . . . ... ... ... ..... 75
523 TICSSet . . . . .. 76
5.2.4 Upper Bound for the Complexity of the Method . . . . . 78
5.2.5  SAT Encoding of Test Cases . . . ... ... ... .... 80
5.3 Test Selection . . . . . . .. ... 82
5.3.1 Coverage Criteria Based on Cut-off Events . . . . .. .. 83
5.3.2  Soundness of the Test Suite . . . . . . .. ... ... ... 88
5.3.3 Comparing Different Criteria . . . . . .. ... ... ... 89
5.4 Conclusion . . . . . . . ... 90
A Distributed Testing Framework 93
6.1 Conformance in Distributed Architectures . . . . . .. .. .. .. 93
6.2 Modeling a Distributed System . . . . ... ... ... ... .. 94
6.3 Distributing Global Conformance . . . . . . ... ... ... ... 99
6.3.1 Detecting Non Conformance Locally . . . . ... ... .. 100
6.3.2 Adding Time Stamps . . . . ... ... ... ... .... 103
6.4 From Global Test Cases to Distributed Ones . . . .. ... ... 108
6.5 Conclusion . . .. . .. .. . . ... 109



7 Conclusions and Perspectives
7.1 Summary . . ... e
7.2 Future Research . . . . . . ... ... ... . ... ...,

A Other Conformance Relations
A.1 Sequential Executions . . .. ... ... ... ... ...
A.2 Trace Preorder . . . . . . . . . ... ... ... ... ...
A3 Testing Preorder . . . . ... ... . ...
A.4 Relaxing Testing Preorder . . . . . . . ... ... .. ... ....
A5 Conclusion . . . .. . . . ...

B Tool and Experiments
B.1 The TOURS Prototype . . . . . ... ... ... .. .....
B.2 The Elevator Example . . . . . ... ... ... ... ... ....
B3 Experiments. . . . . . .. ...
B.3.1 Adding Floors and Elevators . . . . ... ... ......
B.3.2 Setting Up the Experiments . . . . . . .. ... ... ...
B33 Results . ... ... ...

Bibliography

111
111
112

115
115
116
117
118
119

121
121
122
124
125
125
126

129






Introduction

1.1 Motivation

During the last decades, the complexity of software devices has grown very fast.
As systems grow in complexity, so does the difficulty to construct them, and con-
sequently, the likelihood of introducing faults in their design or implementation.
Failures in safety-critical systems have shown to have dramatic consequences.
The following list shows some of the history’s worst software bugs [Gar05].

1962 - Mariner I space probe: a $80 million rocket launched by NASA, de-
viated from its intended path and was destroyed by the mission control
over the Atlantic Ocean. NASA attributed the error to an improper trans-
lation of a formula into computer code.

1982 - Soviet gas pipeline: a trans-Siberian gas pipeline exploded due to a
bug introduced by operatives working for the CIA into a Canadian com-
puter system purchased to control the pipeline.

1985/1987 - Therac-25 medical accelerator: several medical facilities de-
livered lethal radiation doses, producing the death of at least five patients
due to an error generated by a race condition.

1988 - Buffer overflow in Berkeley Unix finger daemon: the first inter-
net worm which infected between 2,000 and 6,000 computers in less than
a day by taking advantage of a buffer overflow.

1988/1996 - Kerberos Random Number Generator: systems that relied
on Kerberos protocol for authentication were trivially hacked by the lack
of a proper random seed.

1990 - AT&T Network Outage: a bug in the software that controlled the
long distance switches left around 60 thousands people without long dis-
tance service for nine hours.
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1993 - Intel Pentium floating point divide: a bugin the Pentium chip that
generates erroneous float-point divisions cost Intel $475 million.

1995/1996 - The Ping of Death: a lack of sanity checks and error handling
in the IP fragmentation reassembly code made it possible to crash a wide
variety of operating systems by sending malformed “ping” packets.

1996 - Ariane 5 Flight 501: 40 seconds after launched, the rocket was de-
stroyed due to an overflow produced by an incorrect conversion from a
64-bit number to a 16-bit number.

2000 - National Cancer Institute, Panama City: a miscalculation of the
proper dosage of radiation killed at least eight patients.

2003 - North American Blackout: caused by a software bug in the alarm
system which left operators unaware of the need to re-distribute power
after overloaded transmission lines hit unpruned foliage, which triggered
a race condition in the control software.

In order to prevent, as much as possible, the faulty behavior of the system
and the damage those faults could cause, it is necessary to check that the system
behaves as expected; this process is called validation. To validate a system, the
intended behavior of the system needs to be described by a specification which
explains what the system must do, but not how this is done. An implementation
of such a system is a real and executable piece of software.

There are two complementary techniques that can be used to increase the
level of confidence in the correct functioning of systems: verification and testing.
While verification aims at proving properties about the system by an abstract
mathematical model, testing is performed by executing the real implementa-
tion. Verification can give certainty about satisfaction of a certain property,
but this only applies on the abstract model: “verification is only as good as
its underlying model” [Kat99]. On the other hand, testing is applied directly
on the implementation, and therefore it is a useful validation technique when a
reliable abstract model is not present. However, as Dijkstra already said, since
testing is based on observing only a subset of all possible instances of the system
behavior, it is usually incomplete: “testing can show the presence of errors, not
their absence” [BR70]. This thesis focuses in testing as a validation technique.

The main problem with testing is that it is both expensive and difficult; it
is estimated that, on average, it takes 50% of a project budget [Alb76, Mye04].
Manual testing methods lack solid foundations as their strategies are based on
heuristics that may not be always successful. Testing is the most applied vali-
dation technique in industry and it has been formalized [Tre92, Gau9s, CFP96]
to bring more confidence in the testing activity.

A system can be tested at different levels of development process and ab-
straction. One can differentiate between black-box testing and white-box testing
based on the degree of visibility assumed in the implementation [Mye04]. Black-
box testing assumes only access to the interface of the implementation and not
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to its source-code. In contrast to this, white-box tests are derived based on the
internal details of the system. Naturally, the degree of visibility between these
two can vary, leading to grey-box testing. Other classifications are proposed in
the literature [ULO7, AOO08] based on levels of abstraction: system testing con-
siders the system as a whole; integration testing checks if several components of
the system work together properly; component testing aims to check each com-
ponent individually; unit testing tests the system at its most fine-grained level.
Yet another testing distinction lies on the aspects of the system that need to be
tested [ULOT7]: robustness testing explores how the system reacts to underspec-
ified environments or invalid inputs; performance testing focuses on the timing
requirements of the system, i.e. how fast the implementation can perform a
task; functional testing is used to detect incorrect behaviors of the system with
respect to its functional requirements. In this thesis we focus on functional
testing at a system level abstraction with a black-box implementation.

1.2 Model-based Testing

When we are dealing with black-box testing, we only have the specification of the
system from which all the expected behaviors can be derived and that provides
the information to build the test cases. When the specification is described by
a formal model, we are in the domain of model-based testing. Figure 1.1 shows
a typical model-based testing process which comprises four steps:

e Modeling of the expected behavior of the system
e Generation of a set of test cases
e Execution of the test cases on the implementation

e Analysis of the test results to detect differences between the implementa-
tion and its expected behavior in order to decide conformance

We consider the implementation under test as black-box system which can
only be stimulated via its interface in order to observe how it responses. We
differentiate between the inputs or stimulus proposed by the environment and
the outputs or reactions produced by the system.

1.2.1 The Expected Behavior

The first step in the model-based testing process is the formalization of the
expected behavior of the system and the notion of conformance: “what kind
of implementations are considered correct?”. We assume that there exists a
formal specification of the required behavior that can be expressed using a
particular specification language, i.e. S € SPECS, where SPECS is the set of
all possible specifications. Our aim is to formally reason about the correctness
of a concrete implementation Z w.r.t its specification S. Thus, as a common
testing hypothesis [Ber91, Tre92], it is assumed that every implementation can
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Figure 1.1: Model-based Testing.

be modeled by a formal object Z € ZMPS, where ZMPS denotes the set of
all implementation models. Notice that it is not assumed that the model is
known, only existence is required. This hypothesis allows us to reason about
the (real) implementation as if it was a formal object; conformance can now
be expressed as a relation between models and specifications, i.e. conforms C
IMPS x SPECS.

There are several models and conformance relations that can be seen as
instantiations of SPECS and conforms. [LY96] and [Hie97] use finite state
machines as the model of the system and conformance relations relate states
of the implementation and specification. When labeled transition systems are
used as model of the system, several conformance relation have been proposed,
e.g. bisimulation equivalence [Mil90], failure equivalence and preorder [Hoa85],
refusals testing [Phi87], observation equivalence [Abr87]. When a distinction is
made between input and outputs, the ioco conformance relation [Tre92] has be-
come a standard and it is used as a basis in several testing theories for extended
state-based models such as restrictive transition systems [HT97, LGO05], sym-
bolic transition systems [FGGTO8, Jér09], timed transition systems [HLM 08,
KT09], multi-port transition systels [HMNOS].

1.2.2 The Testing Hypotheses

Developing a testing framework without any testing hypothesis is impossible
since there always exists an incorrect implementation which is not detected by
any test case. As explained in the previous section, every model-based testing
framework assumes that the behavior of the implementation can be modeled by
some formal object. However there exist several other hypotheses based on the
properties one intends to test or the formal object used for modeling the system.
When the systems are modeled by finite states machines, [LY96] assumes that
the specification does not contain equivalent states, it accepts every input, it is
strongly connected and it does not change during the testing procedure; the ioco
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theory [Tre92] assumes that the system does not contain cycle of unobservable
actions, that it is possible to observe when the system blocks (outputs are
produced in bounded time) and that the implementation cannot refuse any
input proposed by the environment; when the system is distributed [HMNOS]
assumes that the specification and implementation have the same number of
components or interfaces and that not only the implementation, but also the
specification is input-enabled.

Some hypothesis like “the implementation can be modeled by some formal
object” are necessary: without them conformance is not possible to test; while
other hypotheses are practical, but not essential. The latest include the absence
of equivalent states or input-enabledness of the implementation.

1.2.3 The Experiments

By running experiments where the tester stimulates the system and observes its
reactions, one intends to find discrepancies between the implementation and
its expected behavior. The behavior of a tester is modeled by a test case
T € TESTS, where TESTS denotes the universe of all possible test cases.
When the system is modeled by finite state machines [LY96] tests are either
sequences of inputs or decision trees (called adaptive sequences) where the in-
put to propose depends on the outputs that the system produced; if systems
are modeled by labeled transition systems, test cases are usually represented
by labeled transition systems having the form of trees where leaves are special
states representing the verdicts of the experiment [Tre08]. The second step of
the model-based testing process is the automatic generation of such test cases.

Test cases are executed on the implementation, leading to a verdict that
allows to decide non conformance. Formally, a test execution can be modeled
by a function exec : TESTS x IMPS — {pass, fail}. An implementation
T € IMPS passes a test suite TS C TESTS if the test execution of all its
test cases leads to a pass verdict. If the implementation does not pass the
test suite, it fails it. When systems and test cases are modeled by labeled
transition systems, test case execution is modeled by synchronous [Tre08] or
asynchronous [JJKV98] parallel composition.

1.3 Models for Concurrency

This thesis proposes a model-based testing framework for concurrent systems.
Various formalisms have been studied for describing the behavior of concurrent
and distributed systems and to formally understand their semantics. In addi-
tion to traditional models such as languages, automata and labeled transition
systems [Plo04], models like Petri nets [Pet(2], process algebra [Hoa85, Mil89],
Mazurkiewicz traces [Maz88] and event structures [NPW81] have been intro-
duced.

The basic idea behind these formalisms is that they are based on atomic
or indivisible units of change (transitions, actions, events or symbols over an
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alphabet) which are the basic notions on which computations are built.

One can differentiate between models that allow to explicitly represent the
(possibly repeating) states in a system from those which focus instead on the
behaviors based on occurrence of actions over time. Examples of the first type
are labeled transition systems or Petri nets, while the second type includes
reachability trees and event structures. Further distinctions allow to differen-
tiate models that distinguish concurrency seen as independence (for example
unfoldings) from nondeterminism and interleavings (for example the reacha-
bility graph of a Petri net). Finally, some models represent explicitly all the
behaviors of the system while other allow to highlight their branching struc-
ture over time. A more detailed classification can be found in [SNW96], where
models for concurrency are classified into:

e system or behavior models,
e interleaving or non-interleaving models, and
e linear-time or branching-time models.

Behavior models focus on describing the behavior in terms of the order of
atomic actions, abstracting away from states. In contrast, the so-called system
models describe explicitly states, which possibly repeat. Interleaving models are
those that hide the difference between concurrency between several state ma-
chines and nondeterminism inside individual state machines. Non-interleaving
models take this difference into account and interpret concurrency as indepen-
dence. Branching-time models represent the branching structure of the behav-
ior, i.e. the points in which choices are taken, while linear-time models do not.

In this thesis we assume the specification of the system is given by a system
model which can be unfolded into a behavior model describing its semantics. We
show that independence between actions of the specification cannot be tested
when concurrency is interpreted as interleavings and we propose a testing frame-
work based on non-interleaving models.

1.4 Model-based Testing of Concurrent Systems

Model-based testing of concurrent systems has been studied for a long time (see
for example [Hen88, PS96, Sch99]), however it is most of the time studied in the
context of interleaving semantics which is known to suffer from the state space
explosion problem. To avoid this problem, Ulrich and Kénig [UK97] propose a
framework for testing concurrent systems specified by communicating labeled
transition systems. They define a concurrency model called behavior machines
that is an interleaving-free and finite description of concurrent and recursive
behavior, which is a sound model of the original specification. Their testing
framework relies on a conformance relation defined by labeled partial order
equivalence, and allows to design tests from a labeled partial order representing
an execution of the behavior machine. Non-interleaving models are also used
for generation of test cases in [Hen97, Jar(03].



1.4. MODEL-BASED TESTING OF CONCURRENT SYSTEMS 7

In another direction, Haar et al [HJJO7, vHHJJO08] generalized the basic no-
tions and techniques of I/O- sequence based conformance testing on a gener-
alized I/O-automaton model where partially ordered patterns of input/output
events were admitted as transition labels. An important practical benefit here
is an overall complexity reduction, despite the fact that checking partial or-
ders requires in general multiple passes through the same labeled transition to
check for presence/absence of specified order relations between input and out-
put events. At the same time, the overall size of the automaton model (in terms
of the number of its states and transitions) shrinks exponentially if the concur-
rency between the processes is explicitly modeled. This feature indicates that
with increasing size and distribution of the system, it is computationally wise
to seek alternatives for the direct sequential modeling approach. However, this
model still forces to maintain a sequential automaton as the system’s skeleton,
and to include synchronization constraints (all events specified in the pattern
of a transition must be completed before any other transition can start), which
limit both the application domain and the benefits from concurrency modeling.

The approaches presented above avoid the state space problem arising from
the implicit representation of all possible interleavings. However, they do not
consider that some properties of the specification (for instance independence
between actions) may be lost if concurrency is implemented by interleavings.

Example 1.1 (Concurrency as Independence and Interleavings). Figure 1.2 shows
a schematic travel agency that sells services to customers on behalf of different
suppliers, some selling tickets (either plane or train ones) and another one sell-
ing insurances. In this system, the user can select a ticket and an insurance and
the system responses by concurrently producing their corresponding prices. This
concurrency (or independence), comes from the fact that each request is served
by a different provider.

INSURANCE

G —.0
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[ ,"ﬁ R
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Figure 1.2: A travel agency example.

Consider the classes (in the object-oriented programming sense) of Figure 1.3
representing the ticket and insurance providers. The interfaces (or specifica-
tions) of both providers show a price method that outputs the price of the ticket
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and insurance based on an initial price (represented by variable bp). As it is
shown in the bottom left of the figure, the price of the ticket should be indepen-
dent to the price of the insurance. The implementation of the insurance class is
such that every time the user selects an insurance, its price is increased by 10%;
this is captured by the local variable f. The implementation of the ticket provider
class has access to the selling policy of the insurance and decides to increase its
price based on this information, generating the dependence shown in the bottom
right of the figure which was not specified. Besides this extra dependence, if
the implementation of the insurance is replaced by another implementation that
satisfies the interface, but does not contain variable f, the behavior of the system
fails as the ticket provider uses this variable, i.e. Ticket.price: {return bp *
Insurance.f}.

Ticket Insurance
# bp: int # bp: int .
# price: () -> int # price: () -> int
price: {return bp * Insurance.f} local f: int

price: {f=f*1,1; return pb*f}

Ticket Insurance Ticket Insurance

price _ . price

price price

Spe Imp
Figure 1.3: Lost of independence in the travel agency.

We want to avoid this kind of extra dependencies. However, if concurrency
in the specification is implemented by interleaving, this implementation would
be considered correct by most of the conformance relations proposed in the
literature and the extra dependence will not be detected. The conformance re-
lation we propose in this thesis allows to distinguish between concurrency seen
as independence and interleavings.

Other problems arise when we are dealing with a distributed testing ar-
chitecture [HUO0S], i.e. there is one tester placed at each point of control and
observation (PCO) and these testers do not communicate. Controllability prob-
lems imply that the testers may not know when to apply an input. Figure 1.4
shows a message sequence chart with the interaction of the testers at each PCO
with the system under test (SUT). In situation (a) the tester at PCO; starts
with input 74;, observes output lo; and only after the tester at PCOs proposes
input 7i5. Since the tester at PCOs cannot observe actions at PCOq, it does not
know when to propose the input. Another problem that arises in distributed
architectures is observability. Consider situation (b) where the tester at PCO;
proposes 7iy, observes lo; before proposing 7is followed by los and the tester
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Figure 1.4: Controllability and observability problems in distributed architec-
tures.

at PCOy observes los (blue arrow) after the four actions in PCO;. From the
point of view of the tester at PCOs, only los is observed which is also the case
if the system produces lo; and log (red arrow) at their corresponding PCOs
in response to 7¢;. In this case, two faults have masked one another. Chap-
ter 6 deals with distributed testing architectures and solves controllability and
observability problems.

1.5 Contributions and Outline

In this thesis, we propose three different formalisms to model the expected be-
havior of a concurrent system. Labeled transition systems interpret concurrency
as interleavings, Petri net as true independence between actions and conditional
partial order graphs allow both interpretations based on extra information of the
specification. Based on the different semantics, we propose a complete testing
framework that includes the definition of conformance relations and algorithms
for the generation of test cases. Finally, when the testing architecture is dis-
tributed, we show how global conformance can be achieved by local testers.
More specifically, the outline and contributions of the manuscript are:

e Chapter 2. Labeled transition systems and reachability trees are used to
model the specification of the system interpreting concurrency as inter-
leaving. Different notions of observations such as traces, outputs, quies-
cence and refusals are introduced and the ioco theory is presented. This
is usually done directly on labeled transition systems while we do it on
their reachability trees in order to compare ioco with the other confor-
mance relations of this thesis. In addition we show how to relax the
input-enabledness assumption on the implementation.

e Chapter 3. Petri nets and event structures are used as the specification
model which allow to model concurrency explicitly. We extend the stan-
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dard notions of traces, produced outputs, quiescence and refusals for par-
tial order semantics and propose the co-ioco conformance relation that
allows to distinguish concurrency as independence between actions from
interleavings.

Chapter 4. We introduce a new semantics for concurrent systems where
some actions specified as concurrent can be implemented in some order (if
any) while others need to preserve their concurrency. This new semantics
allows to model possible refinements of the system and its distribution.
We present partial order graphs which allow to model both types of con-
currency, an algorithm to unfold such graphs into event structures and
the wsc-ioco conformance relation that is based on this semantics. This
chapter is based on [PHL14c] and [PM14].

Chapter 5. We introduce the notion of global test cases (allowing con-
currency) and discuss the test execution in the presence of concurrency.
We propose an algorithm to derive global test cases from a given speci-
fication using a SAT encoding. Finally, we discuss how to select a finite
number of test cases, based on finite prefixes of the unfolding, covering
as much as possible the behavior of the system. This chapter is based
on [PHL13], [PHL14b] and [PHL14c].

Chapter 6. We describe a distributed testing architecture where the envi-
ronment cannot globally control and observe the system, but it interacts
with it at different points of control and observation. This partial obser-
vation of the system usually reduces the testing power, but we show that
with extra assumptions on the implementation (using vector clocks), we
can reconstruct global traces from partially observed ones allowing to test
global conformance locally. This chapter is based on [PHL14a]

Appendix A. Three other conformance relations are introduced where the
interaction between the system and its environment is symmetric (there
is no distinction between inputs and outputs). The conformance relations
(trace preorder, testing preorder and conf) are extensions of the relations
with the same names for labeled transition system, but we use event struc-
tures as the model of the system with both interleaving and partial order
semantics. This chapter is based on [PHL12].

Appendix B. We present the TOURS prototype that implements the
algorithms present in the previous chapters together with a parametric
example that is used as a benchmark to our experiments.

1.6 Publications

Most of the contributions in this manuscript have already been published in or
submitted to international conferences or journals. The following publications
partially contain the results of this dissertation:
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[PHL12]

[PHL13]

[PHL14a]

[PHL14b]

[PHL14c]

Herndn Ponce de Ledn, Stefan Haar, and Delphine Longuet.
Conformance relations for labeled event structures. In Inter-
national Conference on Tests and Proofs, volume 7305 of Lec-
ture Notes in Computer Science, pages 83-98. Springer, 2012.

Hernan Ponce de Leén, Stefan Haar and Delphine Longuet.
Unfolding-based test selection for concurrent conformance. In
International Conference on Testing Software and Systems,
volume 8254 of Lecture Notes in Computer Science, pages 98-
113. Springer, 2013.

Hernan Ponce de Leén, Stefan Haar and Delphine Longuet.
Distributed testing of concurrent systems: vector clocks to the
rescue. In International Colloquium on Theoretical Aspects
of Computing, volume 8687 of Lecture Notes in Computer
Science, pages 369-387. Springer, 2014.
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Model-based testing for concurrent systems: Unfolding-based
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ume 24(7), pages 558-590, 2014.
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opment of two other publications, which have not been integrated into this
manuscript to keep the presentation coherent. These are the following;:
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Hernédn Ponce de Leén, Gonzalo Bonigo and Laura Brandan
Briones. Distributed Analysis of Diagnosability in Concurrent
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de Ledn. Distributed Diagnosability Analysis with Petri Nets.
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Conformance Testing for Sequential Models

Languages such as CCS [Mil89], CSP [Hoa85], ACP [BK85] and LOTOS [ISO89],
are some of the specification languages that allow to model concurrency between
actions. These languages interpret concurrency as a non deterministic choice in
the order that actions can occur, known as interleaving semantics for concur-
rency. This chapter presents a process language that allows to model concur-
rency together with its operational semantics expressed by labeled transition
systems and their reachability trees. Since the conformance relations presented
in the following two chapters are defined in terms of behavioral models, we
modified the usual presentation of the ioco theory by unfolding the labeled
transition system into its reachability tree and defining the notions of execu-
tion, observation and conformance relation on the reachability tree. Finally we
discuss how the usual input-enabledness assumption of the implementation can
be dropped.

2.1 Labeled Transition Systems

A Labeled Transition System (LTS) is a structure that consists of states and
transitions between them which are labeled by actions from an alphabet L.
States represent the states of the system and the labeled transitions model the
actions that the system can perform in those states. Labels in L represent the
observable actions of a system; they model the interaction of the system with its
environment. As usual with reactive systems, we differentiate actions proposed
by the environment (inputs) from those produced by the system (outputs), thus
we split the alphabet as L = ZnW Qut (as usual, input actions are denoted by ?
and output actions by !). Internal actions are denoted by the special label 7 & L,
which is assumed to be unobservable from the point of view of the environment.

Definition 2.1 (Labeled Transition System). An LTS is a tuple (Q, L, A, qo)
where

13
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Figure 2.1: Labeled Transition Systems.

e () is a countable, non-empty set of states;

e L is a countable set of observable actions;

A CQx(LU{r}) x Q, is the transition relation;
® gy € Q is the initial state.

The class of all LTSs with alphabet L is denoted by £7S(L) and, follow-
ing the classification that was presented in Section 1.3, it is categorized as a
system/interleaving /branching-time model.

Example 2.1 (Labeled Transition Systems). Figure 2.1 shows three LTSs mod-
eling respectively the behavior of a server, an insurance provider and a ticket
provider. After the user logs in into the server (?log), the server performs some
internal action (T), which is not observable from the environment, before pro-
ducing some data of the server (Idatas). The behavior of the insurance provider
is the following: the system initializes (T) and it enters a loop where the user
can select an insurance (1sel;) and the system responses producing a price and
some data of the insurance (\pri; and !data;). The provider of tickets allows
some choices after initializing (7): the user can select either a plane or a train
ticket (7sely, or 7sel;). If a plain ticket is selected, the system produces its price
(\priy), but one out of two possible prices (\pri; or lpriz) is produced if a train
ticket is selected. After prices are produced, the user has the choice between
tickets again.

The dynamic behavior of an LTS can be expressed by its reachability tree,
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another LTS with an acyclic (and usually infinite) structure that highlights the
branching produced by choices.

2.2 Branching Semantics for LTSs

The notion of execution can be defined (and it is usually the case) directly
over LTSs. However, as we intend to compare interleaving and non-interleaving
models and we define the notion of partial order executions in terms of a behavior
model, we use reachability trees to capture the branching semantics of a LTS.

2.2.1 Reachability Trees

Reachability Trees (RTs) are special LTSs with a tree structure (i.e. no cycles),
whose states are called nodes. The initial state of the system is the root of
the tree; internal nodes are states of the system reachable from the initial state;
and arcs can be seen as occurrences of events (labeled by actions) which connect
subsequent states. We denote the class of all RT's with alphabet L by R7(L).

An RT represents the dynamic behavior of a system by means of the actions
it performs and therefore we categorize it as a behavior/interleaving/branching-
time models. Even if RTs are a subclass of LTSs, we categorize them as behavior
models rather than system model. The reason for this is that a node in an RT
contains more information than its corresponding state in the LTS: it indicates
not only the current state of the system, but also how that state was reached.
This information is given by the unique path between the root and the current
node, i.e. by the set of events that occurred.

The RT of an LTS can be obtained by the unfolding algorithm presented
below, where the ¢ function relates each node of the tree to its corresponding
state in the LTS.

Algorithm 1 Labeled transition systems unfolding

Require: a labeled transition system £ = (Q, L, A, qo)
Ensure: the reachability tree of £
: N = {no} with p(ng) = qo
<=0
while In € N,3q,¢' € Q,Ja € L: p(n) =qA(g,a,¢") € A do
add a fresh node n’ to N, add (n,a,n’) to < and set p(n') = ¢’
return (N, L, <,ng)

Example 2.2 (Reachability Trees). Figure 2.2 shows the initial part of the RT
of the ticket provider obtained by applying Algorithm 1 to Lijcr in Figure 2.1.
Since Lier contains cycles, Rijek 1S infinite. It can be seen in yellow that several
nodes represent the same state from the LTS, e.g. p(n1) = p(n}) = o(nf) =

"

p(ny") =r1.
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?sely,” n}

Figure 2.2: Initial part of the reachability tree of the tickets provider.

2.2.2 Sequential Executions

The sequential executions of a system are usually described by the sequences
of actions it can perform. The following notations are usually defined directly
over LT'Ss, however, we choose to define them over RTs to compare sequential
executions and partial order executions defined in the next chapter.

Definition 2.2 (Sequential Executions). Let (N, L, <,ng) € RT (L) withn,n’ €
N and p, p; € (LU{7}) fori € [1,k], we define

w A
n— n' £ (nu,n)e<
K1k A M1 M2 HE
n———=n" = dng,...,npg:n=ng—ny — ... —>ng=n
1 [k A 1o [k
n Frobey L gy PLEE

We say that pi ...y is a sequential execution of n if n —Ery .

IfR=(N,L,<,ng) € RT(L), we will identify the process R with its initial
state nyg, i.e. we equaﬂy use R M} and no M1k .

Example 2.3 (Sequential Executions). Consider Figure 2.2 and the sequence of
actions p = T-7sely!priy-7sel, where - denotes concatenation of sequences; we
have ng —= ns. The same sequence of actions can be followed from the initial
state ro to state r3 in the Lier,. This shows the relation between an LTS and
its RTs.

2.2.3 Modeling Concurrency with LTSs

LTSs are a powerful semantic model to reason about processes and their inter-
actions. However, for concurrent systems, we need to explicitly represent all the
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possible interleavings between concurrent actions and explicit representation by
means of a graph or a tree becomes impractical if not infeasible. To overcome
this problem, we define a language with L'TSs as its operational semantics. Each
expression in such a language defines (through its semantics) a LTS. Expres-
sions can be combined by operators in a way that complex behaviors can be
composed from simpler ones. We call such a language process language.

The language we use is similar to CCS or CSP. Expressions defining a LTS
are called behavioral expressions. We have the following syntax for behavioral
expressions, where a € L, 7 € L are labels, B is a behavioral expression, B is
a countable set of behavioral expressions, G C L is a set of labels, and P is a
process name.

B:= @B | B | ¥B | B|¢B | hideGinB | P

The sequential expression a; B defines the behavior which can perform a and
then behaves as B, i.e. the transition system which makes a transition labeled
by a to the transition system representing B. Expression 7; B is similar to a; B,
the difference being that 7 represents an internal action.

The choice expression X8 behaves as exactly one of the processes in the set
B. The choice is determined by the first transition which is made. Whenever
the set B is only composed of two processes By and Bs, we use the standard
notation Bj + Bs.

The parallel expression B; ||¢ B2 represents the concurrent execution of
processes By and Bs. In this concurrent execution, the processes synchronize
over all actions in G, whereas all actions not in G (including 7) can occur
independently in both processes, i.e. they can interleave.

The hiding expression hide G in B denotes the transition system B where
actions G have been hidden, i.e. replaced by the internal action 7.

The last language constructor is process definition, it links a process name
to a behavioral expression: P := B. The name P can then be used as a process
instantiation in behavioral expressions to stand for the behavior contained in
its corresponding process definition.

As usual, parentheses are used to disambiguate expressions. If no parenthe-
ses are used “” binds stronger than “¥”, which binds stronger than “ ||z 7,
which in turn binds stronger than hide. The parallel operators are read from
left to right, but they are not associative for different synchronization sets.

The semantics for the process language are formally defined in the form of
structural operational semantics. Such a semantic definition consists of axioms
and inference rules which define, for each behavioral expression, the correspond-
ing labeled transition system (see Table 2.1). Consider as an example the axiom
for a; B. This axiom is to be read as follows: an expression of the form a; B can
always make a transition — to a state from where it behaves as B. Consider
as another example the inference rule for 5. Suppose that we can satisfy the
premiss, i.e. B can make a transition labeled by p to B’, B € B, and p is an ob-
servable or internal action, then we can conclude that X5 can make a transition
labeled by p to B’. We give the remaining axioms and rules for our language in
Table 2.1.
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BeB pelLu{r} BSH B

a T [t
a;B— B 7B— B B — B’
pe(LU{tTH)\G B, - B, pe (LU{TH\G B, B,
Bi |lg B: % By |l¢ B2 Bi |lg Bo % B | B}

aceG B - B, By-3B, P:=Bp pecLU{r} Bp->D

Bi |l¢ B: = Bj |l¢ B PS5 B

acG B-% B p¢G BB
hide G in B -- hide G in B’ hide G in B - hide G in B’

Table 2.1: Operational semantics of the process language.

Example 2.4 (Behavioral Language). Suppose we modify the LTSs from Fig-
ure 2.1 by replacing each T transition by a synchronization transition ¢ and use
stop as abbreviation for X0. Behavioral expressions representing the parallel
behavior of the server and insurance processes are:

P = ol 0 o = Gq

po = Tlog;p1 @ = Tseli;qo
p1 o= G2 @ = lpri;gs
p2 = ldatag;stop g3 = ldata;;qq

Consider system P which is composed of two parallel processes pg and qo and
the inference rules from Table 2.1. Process qqg starts by a synchronization action
that po is not ready to perform yet, so system P can only perform action ?log
and behaves as p1 ||{cy qo- From this point, both processes can synchronize and
behave as pa ||(cy q1. This process satisfies the premises of two inference rules
(rules that specify that each process can perform a local action if this action is
not a synchronization) and then we have both

?sel,

ldata s i
(P2 le) 1) 225 (stop |[ey 1) —=s (stop || (e g2)

?s

el; ldata g
P2 ey @1) =5 (9 [lgey 42) 22225 (stop [|ey g2)

which highlights the fact that LTSs interprets concurrency by means of inter-
leavings.
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2.3 Observing LTSs

The notion of conformance in a testing framework is based on the chosen no-
tion of observation of the system behavior. One of the most popular ways of
defining the behavior of a system is in terms of its traces (observable sequences
of actions). Phillips [Phi87], Heerink and Tretmans [HT97] and Lestiennes and
Gaudel [LGO5] propose conformance relations that in addition consider the ac-
tions that the system refuses. Finally, when there is a distinction between
inputs and output actions, one can differentiate between situations where the
system 1is still processing some information from those where the system can-
not evolve without the interaction of the environment. The latter situation is
usually called quiescence following Segala [Seg97]. In this section, we define the
notions of traces, refusals and quiescence in the context of LTS.

2.3.1 Traces

The observable behavior of the system is captured by sequences of observable
actions. Such sequences can be obtained by abstracting internal actions from
the executions of the system. If the system can perform from state n a sequence
of actions a-7-b-c-7 with a,b,c € L, we have n 2TbeT, and we write n <25
for the T-abstracted sequence of observable actions.

Definition 2.3 (Observations). Let (N,L,<,ny) € RT(L) with n,n’ € N,
a,a; € L fori € [1,k] and o € L*, we define

€ ’ A ’ T...T ’
n=—n = n=n"orn——n
a / A € a € /
n=—n £ dnyy,noin=—n —ng,—n
ai...ar ’ A ai a2 (2] /
n———=n" = dng,..., N NM=Ng— N — ... = N =N
o A / g /
n— = dnf:n=n

We say that o is an observation of n if n ==

Example 2.5 (Observations). It have been shown in Ezample 2.3 that the se-
quence |1 = T-7sel,Ipri,-7sel, is a sequential execution from the initial node of

Riick, t.€. ng LN ny. We can abstract the internal action from this execution
leading to the following observation: ng == ny with o =?sel,!pri,-?sel,,.

The traces of R € RT (L), denoted by traces(R), are all the sequences of
visible actions that R can perform from its initial state. Traces and reached
states from a given state are captured by the following standard definitions.

Definition 2.4 (Traces and Reached States). Let R = (N, L, <,ng) € RT(L),
o€ L* andn,n’ € N, we define

traces(R)
n after o

{0 € L* | ng ==}

L
£ [ |n=n}
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It is worth to notice that the presence of internal actions implies non-
determinism, therefore the reachable state after some trace is not necessarily
unique.

Example 2.6 (Traces and Reached States). Ezample 2.5 shows that ng == nj
for o =?sel,Ipriy-sel,, therefore we can conclude that o € traces(Rycr) and
(no after o) = {n%}. However, after the empty observation, the system can be
either in ng or ny, i.e. (ng after ¢) = {ng,n1}.

2.3.2 Quiescence and Produced Outputs

With reactive systems, we need to differentiate states where the system can still
produce some outputs, and those where the system blocks. The system can block
mainly for one of the following reasons [JJ05]: the system is waiting for an input
from the environment (output quiescence); the system cannot evolve (deadlock);
the system diverges by an infinite sequence of silent actions (livelock). Blockings
of the system are captured by the notion of quiescence [Seg97, STS13].

Definition 2.5 (Quiescence). Let (N,L,<,ng) € RT(L), a node n € N is
quiescent iff Y : n = implies p & Out.

Example 2.7 (Quiescence). Consider the ticket provider Riicr, from Figure 2.2.
From node ng, it is possible to perform output 'pri, and therefore ng is not a
quiescent node. Contrary to this, node ny only allows inputs actions ?sel; and
?sely,, thus ny is quiescent.

In the ioco theory, the specification of the system is determinized before
constructing the test suite. The notion of quiescence is lost after this deter-
minization, therefore the observation of quiescence is usually made explicit by
adding self loops labeled by a § action in the LTS for every quiescent state
before determinization of the specification. When this LTS is unfolded using
Algorithm 1, every quiescent state generates a quiescent node n in the RT such

that n =2

If the system is not in a quiescent state, then it can produce some output.
The produced outputs of an RT in a given node n, are the outputs actions that
are enabled in n or ¢ if n is quiescent. This notion can be generalized for a set
of nodes.

Definition 2.6 (Produced Outputs). Let (N,L,<,ng) € RT(L),n € N and
S C N, we define

{!oe(’)ut|n£>}u{5|n:6>}

U out(n)

nes

out(n)

out(S)

L
L

Example 2.8 (Produced Outputs). Consider the ticket provider system Riicr, in
Figure 2.2. Node ng neither is quiescent (a T action can be performed), nor it
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allows to produce some outputs, while it is shown in Example 2.7 that ny is a

quiescent node and then we have ng 2. After observing the empty trace e,
the system can be either in node ng or node ny and then out(Ric. after €) =
out({ng,n1}) = {0}. After selecting a train ticket, the reached node is unique
and the system can produce two outputs, i.e. out(Rycr after 7sely) = out(ns) =

{lpri},\priz}.

2.3.3 Possible Inputs

It is sometimes argued that a reactive system should not be able to block an
input proposed by the environment [Tre08]. A system that cannot reject inputs
is called input-enabled.

Definition 2.7 (Input-enabledness). Let R = (N,L,<,ng) € RT (L), system
R is called input-enabled iff V/n € N,7i € In:n R

The ioco theory assumes the input-enabledness of the implementation. This
assumption is made to avoid computation interference [XS09] in the parallel
composition between the implementation and the test cases. However, even
if many realistic systems can be modeled as an input-enabled system, there
remains a significant portion of realistic systems that cannot. An example of
such a system is an automatic cash dispenser where the action of introducing a
card becomes (physically) unavailable after inserting a card, as the automatic
cash dispenser is not able to swallow more than one card at a time. In order to
overcome this problem, we also consider the inputs the system refuses to accept.

Refused inputs can be made explicitly observable by a special action as qui-
escence is observable by a 0 action (see for example [HT97]). Lestiennes and
Gaudel [LGO05] enrich the system model by refused transitions and a set of pos-
sible actions is defined in each state. Any possible input in a given state of the
specification should be possible in a correct implementation, or equivalently, ev-
ery input refused by the implementation should be refused by the specification.
This implies the assumption that there exists a way to observe the refusal of an
input by the implementation during testing. This assumption is quite natural,
for instance, in the case of the cash dispenser which cannot accept more than
one card. One can consider that the system under test would display an error
message or a warning in case it cannot handle an input the environment pro-
poses. As in the case of outputs, possible inputs can be generalized for a set of
states.

Definition 2.8 (Possible Inputs). Let R € RT(L),n € N and S C N, we define

poss(n) = {% e€lIn|n %}
poss()) = 1In
poss(S) = U poss(n)

nes
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Remark 1. Since we consider the possible inputs after some trace and the set
of reached states after such a trace can be empty, for technical convenience, we
define poss(0) as the set of all inputs. For a detailed explanation, see Section 2./.

Example 2.9 (Possible Inputs). In the tickets provider system Ryicr, from Fig-
ure 2.2, the system can reach from its initial state (by a T action) node ng
which enables inputs ?sel; and 7sel,. As the system can reach both ng and ny
after an empty observation, we have poss(Riyck after €) = poss({ng,n1}) =
{?sely, 7sel,}.

2.4 The ioco Conformance Relation

This section presents the testing hypotheses and conformance relation for con-
formance testing of labeled transition systems.

Testing Hypotheses: We assume that the specification of the system is given
as labeled transition system (@, L, A, o) over alphabet L = Zn W Qut of input
and output labels. To be able to test an implementation against such a speci-
fication, we make a set of testing assumptions. First of all, we make the usual
testing assumption that the behavior of the SUT itself can be modeled by a
labeled transition system over the same alphabet of labels. We also assume as
usual that the implementation is input-enabled and that the specification does
not contain cycles of silent actions to avoid divergence. The end to this section
discusses how the latter can be relaxed.

We present now a conformance relation based on the notions of observa-
tion presented in this chapter. Informally, the input-output conformance re-
lation [Tre96a] states that an implementation Z conforms to a specification S
iff after an arbitrary experiment extracted from &, the outputs produced by Z
are also produced by §. We have chosen to define this relation over a behavior
model (RTs) rather than over LTSs, to unify it with the other conformance
relations presented in this thesis, which are defined over behavioral models.

Definition 2.9 (ioco). Let §,Z € RT (L) be respectively the specification and
an input-enabled implementation of the system. The ioco relation is defined as

T ioco S & Vo € traces(S) : out(Z after o) C out(S after o)

Example 2.10 (Removed Outputs). Consider Figure 2.3 and the ticket provider
specification Sy = Ryjer from Figure 2.2. Implementation I; removes the pos-
sibility to produce a second kind of price after selecting a train ticket, i.e.
out(Zy after ?sely) = {!prit}, but since the produced output is specified, i.e.
out(S1 after ?sel;) = {lpri},priz}, and the rest of the tree is isomorphic to
Sy, we can conclude that T, ioco Sy.

Even if ioco allows to remove some outputs the system may produce when
the specification allows several ones, at least one of them must be implemented
to avoid extra quiescence. Extra quiescence and extra outputs are not allowed.
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I

Figure 2.3: A conformant implementation of the ticket provider w.r.t ioco.

Example 2.11 (Extra Quiescence and Outputs). Figure 2./ shows two implemen-
tations with non specified outputs: Zs allows the user to select a train ticket,
but no output is produced. The system reaches a quiescent state after select-
ing the ticket, i.e. out(Zo after ?sel;) = {0}, which is not a specified output.
We have then that —(Zy ioco Si). Implementation Is can produce a second
type of price when a plane is selected, out(Is after 7sel,) = {!priy,, !pri?)}, but
lpriZ & out(S) after 7sel,) so —(I3 ioco Sy).

The fact that ioco only requires inclusion of produced outputs, together
with the fact that specifications can be non-input-enabled, makes it possible to
have partial specifications. For experiments which are not in traces(S), there is
no requirement on the implementation, which implies that an implementation
is free to implement anything it likes after such a trace.

Example 2.12 (Extra Behaviors). The implementation presented in Figure 2.5
allows the user to choose a boat ticket rather than a train or plane one. Even
if the output \priy is not specified, this output is only produced after selecting
a boat ticket, and since this input is not specified either, this behavior is never
tested. We have T, ioco Sy.

Avoiding input-enabledness: An LTS can easily be converted into an input-
enabled system by adding loops for any missing input in every state or adding
an error state and transitions to this error state for all unexpected inputs. These
techniques are known as angelic and diabolic completion [Tre08]. In Figures, we
usually avoid drawing unexpected inputs. We propose a conformance relation
that drops the input-enabledness assumption of the implementation and test
refusals, but which remains conservative w.r.t the standard ioco. Consider the
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13

Figure 2.4: Extra quiescence and outputs in the implementation.
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1

Figure 2.5: Extra behavior in the implementation.

conformance relation below

T iocoy S & Vo € traces(S) : (2.1)
poss(S after o) C poss(Z after o)
out(Z after o) C out(S after o)

It is expected that Equation 2.2 reduces to true whenever the implementation
is input-enabled. This is not always true if poss()) # Zn. Suppose we remove
poss(f)) £ In from Definition 2.8, and consider ¢ € L* which is not a trace of
the implementation, then poss(Z after o) = poss(f) = 0. Consider behavioral
expressions S = 7iy; (lo; + (log; 7i2)) and Z = ?4q;01. After completing with
inputs to make Z input-enabled, we have that Z ioco S. However, =(Z iocos S)
since {?ia} = poss(S after ?i;-log) € poss(Z after ?ii-los) = (0. If poss(f)) =
In, then Equation 2.2 reduces to true whenever the implementation is input-
enabled and ioco and iocos coincide.

Theorem 1. Let S and T be respectively the specification and an input-enabled
implementation of a system, then we have

Zioco S iff T iocoy S

Proof. Suppose o € traces(S). If o € traces(Z), then as the implementation is
input-enabled we have poss(Z after o) = Zn. If o ¢ traces(Z), by Definition 2.8
we have poss(Z after o) = poss()) = Zn. In both cases Equation 2.2 reduces
to poss(S after o) C Zn which is clearly true and both conformance relations
coincide. O

To overcome the same problem, [LLG05] considers in the conformance relation
only traces of the specification that can also be executed in the implementation.
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Similar to this, [BJSK12] introduces a refinement relation where inclusion of in-
puts is required after traces of the implementation and not of the specification. It
is possible to avoid defining poss()) = Zn by requiring Vo € traces(S)Ntraces(Z)
instead of (2.1), however we have decided to follow the approach proposed in
this thesis to keep our conformance relations as similar as possible to ioco.

2.5 Conclusion

This chapter introduces the ioco theory that allows to test concurrent systems
interpreting concurrency by interleavings. The only contribution of this chapter
is the definition of the ioco, relation that drops the input-enabledness assump-
tion of the implementation and Theorem 1 which shows that under such an
assumption ioco and iocos coincide.

The presentation we have chosen is different from the traditional one: we
show how a labeled transition system can be unfolded into its reachability tree
and the notions of executions, observations and conformance relations are de-
fined on the unfolded system. This presentation is the same that we follow
in Chapter 3 and Chapter 4 and allows to see the similitudes of the testing
framework besides the chosen semantics.



Conformance Testing for Non-Sequential Models

This chapter introduces a non-interleaving (also called true concurrency) model
which interprets concurrency as independence between actions rather than as
interleavings. As in the previous chapter, we present the system model (Petri
nets) and its branching semantics by means of behavior models (occurrence
nets and event structures) together with the different notions of observations
for this semantics and the co-ioco conformance relation that allows to test for
independent between actions.

3.1 Petri Nets

A net consists of two disjoint sets P and T representing respectively places and
transitions together with a set F' of flow arcs. The notion of “state” of the
system in a net is captured by its markings. A marking is a multiset M of
places, i.e. a map M : P — N. In this thesis, we focus on the so-called safe
nets where markings are sets, i.e. M(p) € {0,1} for all p € P. A Petri net
(PN) is a net together with an initial marking and a function that labels its
transitions over an alphabet L of observable actions. As in the case of LTS, we
differentiate between inputs proposed by the environment and outputs produced
by the system (L = Zn W Out) and internal actions labeled by .

Definition 3.1 (Petri Nets). A PN is a tuple N = (P, T, F, A\, My) where
o P £ is a set of places;

o T +£ () is a set of transitions such that PNT = ();

FC(PxT)U(T x P) is a set of flow arcs;

A:T — (LU{7}) is a labeling mapping; and

My C P is an initial marking.

27
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P

Ipri; DPe

O

Pa

Nog

Figure 3.1: A Petri net representing the behavior of a travel agency.

Denote by 72", TO% and T7 the input, output and internal transition sets,
respectively; that is, 72" £ \=}(Zn), 79 £ \~Y(Out) and T™ = A\71(7).
Elements of P UT are called the nodes of A/. For a transition ¢t € T, we call
*t={p| (p,t) € F} the preset of ¢, and t* = {p | (¢t,p) € F'} the postset of t.
These notions can be extended to sets of transitions. In figures, we represent
as usual places by empty circles, transitions by squares, F' by arrows, and the
marking of a place p by black tokens in p.

A transition t is enabled in marking M, written M L>, if ®¢ C M. This
enabled transition can fire, resulting in a new marking M’ = (M\*¢) Ut°®. This
firing relation is denoted by M s M A marking M is reachable from M if
there exists a firing sequence, i.e. transitions, tq...t, such that My Lo, M, T
... M. The set of reachable markings from My is denoted by R(N).

A Petri net AV is called deterministically labeled if and only if no two tran-
sitions with the same label are simultaneously enabled, i.e. for all t; # to € T
and M € R(N) we have M % and M —25 imply A(t1) # A(2). Deterministic
labeling ensures that the system behavior is locally discernible through labels.

Example 3.1 (Petri Nets). Figure 3.1 shows a PN modeling the behavior of a
travel agency. After the user has logged in (t1), the system internally enables
(by firing ta) three concurrent behaviors: (i) some data is produced by the server
(ts); (it) the user can choose an insurance (ty); (iii) the user can choose some
tickets (t7 or tg). The selection of the insurance is followed by outputs with
its price (t5) and some data (tg). If the user selects a plane ticket, its price is
shown (tg) and if he selects a train ticket, the system displays one out of two
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possible prices (t19 or t11).

The firing relation allows to represent the dynamic behavior of a net, relating
states of the system (markings) and the actions the system can perform in
those states (the enabled transitions). However, firing sequences only allow to
represent the sequential behavior of a net. We will use partial orders semantics
given by a net unfolding which highlights the choices of the system and therefore,
we categorize Petri nets as system/non-interleaving/branching-time models.

3.2 Partial Order Semantics for PNs

Partial order semantics of a Petri net is given by its unfolding, an acyclic (and
usually infinite) structure that highlights the branching of the process. Un-
foldings are usually represented by a subclass of Petri nets called occurrence
nets. Occurrence nets are isomorphic to event structures [NPW81] and there-
fore one can easily forget about places of the net by adding information about
the branching. Most of the notions presented in this chapter are explained in
terms of event structures since they facilitate the presentation. However, for
some technical notions in Chapter 5 and Chapter 6, we will use the net repre-
sentation. We present in this section both formalisms.

The execution for this semantics are not sequences but partial orders, in
which concurrency is represented by absence of precedence, i.e. independence.

3.2.1 Occurrence Nets and Unfoldings

Occurrence nets can be seen as infinite Petri nets with a special acyclic structure
that highlights conflict between transitions that compete for resources. Places
and transitions of an occurrence net are usually called conditions and events
and denoted by B and E. Occurrence nets generalize reachability trees allowing
actions to be concurrent. Formally, let N = (P, T, F) be a net, < the transitive
closure of F', and < the reflexive closure of <. We say that transitions t;
and to are in structural conflict, written t,#%to, if and only if ¢; # ¢ and
*t; N *ty # (. Conflict is inherited along <, that is, the conflict relation # is
given by a#b < Ft,, bty € T : t, #Ytp, ANty < a Aty < b. Finally, the concurrency
relation co holds between nodes a,b € P UT that are neither ordered nor in
conflict, i.e. a cob < —(a < b) A =(a#b) A =(b < a).

Definition 3.2 (Occurrence Nets). A net ON = (B, E, F) is an occurrence net
if

1. < is a partial order;
2. for allb € B, |*b| € {0,1};
3. forallz € BUE, the set {y € E |y < x} is finite;

4. there is not self-conflict, i.e. there is no x € BU E such that x#x;
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5. Le E is the only <-minimal node (event L creates the initial conditions)

Call the elements of E events, those of B conditions. A set of conditions is a
co-set if its elements are pairwise in co relation. A maximal co-set with respect
to set inclusion is called a cut. Occurrence nets are the mathematical form of
the partial order unfolding semantics of a Petri net [ERV02].

Definition 3.3 (Branching Processes). A branching process of a Petri net N' =
(P, T,F,\, My) is given by a pair B8 = (ON, ), where ON = (B,E,F) is an
occurrence net, and ¢ : BUE — PUT is such that:

1. it is a homomorphism from ON to N, i.e.

e o(B)C P and p(E)CT; and

o for every e € E, the restriction of ¢ to ®*e is a bijection between the
set ®e in ON and the set *p(e) in N, and similarly for e* and ¢(e)*;

2. the restriction of o to L* is a bijection from L°* to My; and
3. for every e1,es € E, if *e; = *ey and p(e1) = ¢(ea) then e; = es.

The unique (up to isomorphism) maximal branching process U = (ON, ¢)
of N is called the unfolding of A'. Every cut C of the unfolding represents a
marking in the original net, i.e. p(C) € R(N).

We present the algorithm to construct the unfolding of a net [ERV02]. A
branching process of a net A is represented as a set of nodes. A node is either
a condition or an event. A condition is a pair (p,e), where p is a place of N
and e is its preset. An event is a pair (¢,C), where ¢ is either a transition in N/
or 1, and C' is its preset. The possible extensions of a branching process /3 are
the pairs (¢, C) where the elements of C' form a co-set, ¢ is such that p(C) = *t
and S contains no event e satisfying p(e) =t and *e = C. We denote the set of
possible extensions of 5 by PE(f).

The algorithm starts with a branching process containing the | event and
conditions corresponding to the initial marking. New events from PFE() are
added one at a time with its corresponding postset.

Algorithm 2 Petri nets unfolding
Require: a Petri net N = (P, T, F, \, My), where My = {p1,...,px}
Ensure: the unfolding of A/

1. U= {(L, @), (pl, L), ceey (pk, L)}

2: pe := PE(U)

3: while pe # 0 do

4: add to U an event e = (t,C) of pe and a condition (p,e) for every place
pin t*

5: pe == PE(U)

6: return U
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Figure 3.2: Initial part of the unfolding of Ngg.

Occurrence nets are a subclass of Petri nets and thus they can be classified
as system models. However, as in the case of RTs, we classify them as behavior
models as events can occur only once and therefore their execution identify the
current state of the system, i.e. the current cut of the unfolding or the marking
of the net.

Example 3.2 (Unfoldings). Figure 3.2 shows the initial part of the unfolding
Uag of the net Nyg in Figure 5.1 obtained by Algorithm 2. Colors show that
conditions represent different instances of the same place in the original net,
for example, o(bg) = @(bs) = (b)) = ©(by') = ps. As can be observed in the
figure, the unfolding of every net containing cycles is infinite.

3.2.2 Event Structures

Occurrence nets give rise to event structures [NPW81] where the information
provided by conditions is replaced by a conflict relation.

Definition 3.4 (Event Structures). An Event Structure (ES) over an alphabet
L=InWOut is a 4-tuple E = (E, <,#,\) where

o FE is a set of events;

e < C E x E is a partial order (called causality) satisfying the property of
finite causes, i.e. Ve € E: |{e/ € E| e/ <e}| < o0;

e # C E x E is an irreflexive symmetric relation (called conflict) satisfying
the property of conflict heredity, i.e. Ve,e',e” € E : e#e Ne! < e’ =
e#e”;
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Eag

Figure 3.3: Initial part of the unfolding of net from Figure 3.1 given as an ES.

e \: E— LU{r} is a labeling mapping;
e there exists an unique <-minimal event 1 labeled by 7.

Conflicts which cannot be derived from the conflict heredity property are
called immediate (or reduced) conflicts and denoted by e #" €. In figures,
events are represented by squares, causality by arrows and immediate conflict
by dashed lines. The past of an event e is defined as [¢] £ {¢’ € E | ¢ < e}.
The sets of inputs, outputs and internal events are denoted respectively by
EIn £ {ec E| Xe) € In},E £ {e € E | Ae) € Out} and E™ £ {e € E |
Ae) = 7}. Events which are neither related by causality nor by conflict, are
called concurrent, i.e. e co e < (e <€) A=(e#e') A=(e <e).

Example 3.3 (Event Structures). Figure 3.3 shows the initial part of the unfold-
ing of Nug given as an ES. This ES can easily be obtained from the occurrence
net Uag Teplacing conditions by conflicts.

An event structure is a behavior/non-interleaving/branching-time model,
where the ‘state’ of the system is represented by the events that have occurred
in the computation. As causality represents precedence, such computation must
be causally closed. In addition, as conflict represents fight for a resource (this
can be observed explicitly in the occurrence net), the computation must be in
addition conflict-free. The state of a system in an ES is captured by the notion
of configuration.
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Definition 3.5 (Configurations). A configuration of an ES is a non-empty set
C C E such that

o C is causally closed, i.e. e € C implies [e] C C, and
o C is conflict-free, i.e. e € C and e#e’ imply ¢’ ¢ C.

For technical convenience, we define all configurations to be non-empty; the
initial configuration of €, containing only L and also denoted by L, is contained
in every configuration of £. We denote the set of all the configurations of £ by
Cc(&).

Example 3.4 (Configurations). Consider system Eqq from Figure 3.3. The set
{L,ea,e4} does not form a configuration as e4 causally depends on e; which
1s not part of the set, i.e. the user cannot select an insurance without logging
in. The set {L,e1,ea,e7,e9} is not conflict-free and thus is not a configuration
either, i.e. the user cannot select simultaneously a train and a place ticket.
However, the user can login (after which the server can fire the internal action
represented by es), select an insurance and obtain a price and some data, i.e.
C={Ll,ei1,es,eq,e5,e5} € C(Esq). Configurations allow to represent concurrent
behaviors, i.e. together with the selection of the insurance, some data can be
produced concurrently and thus C' U {ez} is also a configuration.

We define configurations in terms of the events of an event structure, however
they can be defined directly over occurrence nets. Every configuration C' in an
occurrence net generates a cut C® which, as we saw, is related with a reachable
marking of the original net. We relate a configuration C' and the reachable
marking it generates by Mark(C) = o(C*).

3.2.3 Partial Order Executions

The definition of the notion of execution for an event structure is not straight-
forward since it relies on the chosen semantics for concurrency [ADF86]. For
partial order semantics, we use labeled partial orders to keep concurrency ex-
plicit in the executions.

Definition 3.6 (Labeled Partial Orders). A Labeled Partial Order (LPO) over
an alphabet L is a tuple lpo = (E, <, \), where

e I is a set of events,
o < is qa reflerive, antisymmetric, and transitive relation, and
e \: E— LU{7r} is a labeling mapping.

We denote the class of all labeled partial orders over L by LPO(L).
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Figure 3.4: Partial order executions.

Example 3.5 (Labeled Partial Orders). Consider the LPOs from Figure 3.4: m
represents the behavior where after logging in, some internal action is possible,
followed by some data which is produced by the server. Concurrently to this, the
user selects an insurance and a train ticket with the corresponding production
of outputs. In 1y, some data is produced after logging in and an internal action
of the server. Concurrently to the production of data, the user selects a train
ticket and its price is produced. In ns, the user selects a plane ticket, obtains its
price and then selects a train ticket.

As we can only observe the ordering between the labels and not between
the events, we should consider different partial orders respecting this order as
equivalent. An isomorphism between partial orders is a bijective function that
preserves ordering and labeling.

Definition 3.7 (Isomorphisms). Let lpo; = (E1,<1,A1),lpos = (E2,<s,A2) €
LPO(L). A bijective function f : Ex — Es is an isomorphism between lpo, and
lpoy iff

e Vel € B :e<ie < fle) <a f(¢)
e Vec Ey:M(e) =Xa(f(e))

Two labeled partial orders lpo; and Ilpoy are isomorphic if there exists an iso-
morphism between them.

Definition 3.8 (Pomsets). A partially ordered multiset (pomset) is the isomor-
phic class of some LPO. Any such class is represented by one of its objects. We
denote the class of all pomsets by PS(L).

As explained above, an execution of an event structure can be represented
by a pomset, leading to the following notion of partial order executions.
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Definition 3.9 (Partial Order Executions). Let £ = (E, <,#,\) € ES(L) with
C,C"eC(€) and n € PS(L), we define

C-LC & po=(E, <, \)En:C' =CHE,,
<N (B, x E,)) =<, and N\, = Ay
c- & 30:0cLC

We say that 7 is a partial order execution of C if C .

As in the case of RTs, we will identify an ES with its initial configuration,
e.g. we equally use & -5 and L—1s.

Example 3.6 (Partial Order Executions). Consider the LPOs from Figure 3.4
and system E,q in Figure 5.5. The labels from n1 preserve the causality of the

. ) M
events in E,q with the same labels, thus Eqq —> {L,e1,€2,€3,€4,€5,€6,€9,€10}.

The LPO 1y also respects the causality and then E,q4 UL {L,e1,ea,e3,e7,e5}.
The notion of partial order execution is mot restricted just to the initial con-
figuration of the system. If the user has logged in and the system performs
an action internally, i.e. it fires es, the system is currently in configuration
{L,e1,ea} from which the behavior nz is possible. This can be formalized as

{L,er,ea} 2% {1, e1, e, 67,5, €5}

Deterministically labeled nets unfold into ES where executions uniquely de-
fine the reached configuration. Such kind of ES are called deterministic.

Definition 3.10 (Determinism). Let £ € ES(L),C,C",C" € C(E) and n €
PS(L), € is deterministic iff C — C' and C' =% C" imply C' = C".

3.3 Observing PNs

In this section, we define the notions of traces, outputs, quiescence and refusals
in the context of event structures. As these definition depend on configurations,
the same definitions can be used for occurrence nets.

3.3.1 Traces

The observable behavior of a system can be captured by abstracting the internal
actions from its executions (which are pomset in this setting).

Definition 3.11 (r-abstractions). Let n,w € PS(L), we say that abs(n) = w iff
there exist lpo, = (Ey, <4, \p) € n and lpo, = (Ey, <, A,) € w such that

o B, ={ecEy|Ale) #7}
° SWZSWQ(EUJXEUJ)

e )\, = /\nle
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Figure 3.5: 7-abstraction of LPOs.

An observation from a given configuration is the 7-abstraction of one of its
partial order executions.

Definition 3.12 (Observations). Let £ = (E,<,#,\) € ES(L) with C,C’" €
C(€) and w € PS(L), we define

C=C" 2 3:0-5C and abs(n) = w
C = £ 3. 0=/

We say that w is an observation of C if C ==

Example 3.7 (Observations). Consider the LPOs from Figure 3./ and Fig-
ure 3.5. Clearly abs(n1) = wy and abs(ny) = ws while abs(ns) = ns. It is
shown in Fxample 5.6 that

m

gag {J-761762a63ae4765766769a610}
72

gag {J_,€1,62,63,€7,€8}

3 1
{J-aelae2} ’ {J_,61,62,67,68,69}
therefore we can conclude that

w1
Eag = {J—a61762,63764765,66,69,610}
wa

Eag = {L,e1,e2,e3,e7,e8}
{J—761362} % {J_,€1,€2,67,68,€3j}

We can now define the notions of traces and reached configurations from
another given configuration by an observation. Our notion of trace is similar to
the one of Ulrich and Kénig [UK97], where a trace is considered as a sequence of
partial orders. The reached configurations that we consider are those that can
be reached by abstracting the silent actions of an execution and only considering
observable ones; this notion is similar to the one of unobservable reach proposed
by Genc and Lafortune [GLO3].
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Definition 3.13 (Traces and Reached Configurations). Let £ € ES(L) with
C,C"eC(€) and w € PS(L), we define

traces(E)
C after w

L2 {wePS(L) L=}

£ {C'|C=C"}

Example 3.8 (Traces and Reached Configurations). It is shown in Example 3.7
that both wy and we are possible observations from the initial configuration of
Eag, thus we have wi,ws € traces(Eqq). In addition, it is easy to see that ?log

. .. . . 1 .

is observable from the initial configuration, i.e. Euy =2 However, as internal
actions are not observable, it is not possible to detect if es occurred or not,
this implies that the reached configuration after logging in is not unique, i.e.

(Eag after ?og) = {{e1},{e1,e2}}.

As it is shown in the example above, our definition of after is general
enough to handle nondeterminism in the computation. However, in our testing
framework, we will only consider deterministic ES where ambiguity between the
reached configuration is only due to internal actions.

3.3.2 Quiescence and Produced Outputs

The notion of quiescence in true concurrency models is similar to the one in
interleaving models, i.e. a quiescent configuration is such that it can not be
extended by output events.

Definition 3.14 (Quiescence). Let £ = (E,<,#,)\) € ES(L), a configuration
C € C(€) is quiescent iff for every e € E such that C U {e} € C(£) we have
e §_Z EOut

As explained in the previous chapter, the observation of quiescence is usually
made explicit in LTSs by adding self loops labeled by a § action on quiescent
states. The same can be done for a Petri net: for every marking M that only
enables input transitions, we add a transition t5 with *ts = t5* = M and
A(ts) = 6. In the unfolding of such net, a quiescent marking is represented by a

quiescent configuration C' such that C' =2 We avoid adding those transitions to
the net and just assume that for every quiescent configuration C of the unfolding

we have ' =%

In the LTS framework, the produced outputs of the systems are single ele-
ments of the alphabet of outputs rather than sequences of them [Tre96a]. Con-
sider a system S that produced la followed by b after o, then out(S after o) =
{la} and out(S after (o-la)) = {!b} rather than out(S after o) = {la-!b}. How-
ever, here we need any set of outputs to be entirely produced by the system under
test before we send a new input; this is necessary to detect outputs depending
on extra inputs. In fact, suppose one has two concurrent outputs lo; and log
and an input 7¢ depending on both outputs. Clearly, an implementation that
accepts 77 before los should not be considered as correct, but if ?¢ is sent too
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early to the system, we may not know if the occurrence of lo, depends or not
on 7i.

In order to compute the set of possible outputs from a given configuration
and detect extra dependancies, from every configuration of the system, a quies-
cent configuration must be reached after some observation. For this reason, we
make the following assumption.

Assumption 1. We consider systems that cannot diverge by infinitely many
occurrences of internal or output actions, i.e. YM € R(N),0 € (Out U {r})* :
M %5 M implies |o| < cc.

The assumption above implies that for every configuration, there exists a
finite partial order execution leading to a quiescent configuration. We define
the expected outputs from a configuration as the pomset of outputs leading to
a quiescent configuration, or § if the configuration is already quiescent. This
notion can be extended to a set of configurations.

Definition 3.15 (Produced Outputs). Let £ € ES(L),C € C(€) and S C C(E),
we define

{lw e PS(Out) | C 25 ' AC" =5 U {5 C =2}
U out(C)

ces

out(C)
out(S)

L
L

Example 3.9 (Produced Outputs). Consider the configuration reached by Eqq
after the user logged in, selected an insurance and the server produced its data,
i.e. (Eag after ?log- (\datas co ?sel;)) = {L,e1,e2,e3,es}. From this configu-
ration, the system produces the price of the insurance followed by its data, i.e.
out(Eqq after 7log - (datas co ?sel;)) = {!pri;-!data;}. Now consider the con-
figuration just before the server produced the data, i.e. (E.q after ?log-7sel;) =
{L,e1,ea,eq}. This configuration also enables the outputs corresponding to the
insurance price and data, but the configuration the system reaches after they
are produced, i.e. (E,4 after Tlog-?sel;-!pri;-\data;) = {e1, e2,e4,€5,€e6}, is not
quiescent as it still enables the production of the server data. We can conclude
Ipri;-ldata; & out(Eqg after ?log-7sel;). The output produced from this configu-
ration considers concurrently the outputs of the insurance and the data produced
by the server, i.e. out(Eqq after ?log-7sel;) = {(Ipri;-!data;) co ldatas}. The
set of produced outputs is not necessarily a singleton. After logging in, produc-
ing some data and selecting a train ticket, the system produces one out of two

possible outputs, i.e. out(Eqq after ?log - (\datas co ?sely)) = {Ipri}, \priz}.

3.3.3 Possible Inputs

Possible inputs from a given configuration are pomsets composed of input ac-
tions that are enabled. Different to what happens with outputs, where we
consider all the outputs leading to a quiescent configuration, for inputs, we con-
sider every possible pomsets, even those representing partial behavior of other
possible inputs.
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Definition 3.16 (Possible Inputs). Let £ € ES(L),C € C(€) and S C C(E), we
define

poss(C) = {wePS(In)|C %}
poss() = PS(In)
poss(S) = |J poss(C)

ces

Example 3.10 (Possible Inputs). From the initial configuration of E.4, the user
can just log in, i.e. poss(Eq9) = {?log}, however as soon as he logged in,
the insurance selection and the choices between tickets become available ei-
ther as individual actions or concurrent ones, i.e. poss(E.q after log) =
{?sel;, ?sel;, 7sel,, 7sel; co 7sely, 7sel; co ?sel,}. This example shows how par-
tial behaviors are also considered: we do mot only consider ?sel; co ?sel; as a
possible input, but also 7sel; and 7sel;.

3.4 The co-ioco Conformance Relation

This section presents the testing hypotheses and conformance relation for con-
formance testing of Petri nets.

Testing Hypotheses. We assume that the specification of the system under
test is given as a deterministically labeled Petri net N' = (P, T, F, A, My) over
alphabet L = Zn W Qut of input and output labels. To be able to test an imple-
mentation against such a specification, we make the usual testing assumption
that the behavior of the SUT itself can be modeled by a Petri net over the same
alphabet of labels. We also assume as that the specification does not contain
cycles of silent or outputs actions (Assumption 1), so that the number of ex-
pected outputs after a given trace is finite and that we can observe whenever
an input is refused.

The co-ioco conformance relation compares outputs and quiescence of the
implementation w.r.t those of the specification after an experiment extracted
from the specification. However, in this setting, traces and outputs are con-
sidered under partial order semantics, i.e. executions and outputs are pomsets
where actions specified as concurrent need to be implemented as concurrent. In
addition, we drop the input-enabledness assumption on the implementation and
consider refusals.

Definition 3.17 (co-ioco). Let S, € ES(L) be respectively the specification
and an implementation of the system, then

Zco-iocoS & Vw € traces(S) :
poss(S after w) C  poss(T after w)
out(Z after w) C  out(S after w)

Inclusion of possible inputs can be interpreted as “any input refused by the
implementation must be refused by the specification”.
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Example 3.11 (Removed Outputs and Silent Actions). Figure 3.6 shows a pos-
sible implementation of the travel agency specified by So = Eqg in Fligure 5.35.
Event ey is not implemented, but as this event is not observable from the envi-
ronment and the transitive causalities (such as e; < ez) are implemented, the
absence of ea does not lead to non conformance. In addition, the possibility of
producing a second kind of price after the selection of a train is removed, but
this is allowed by co-ioco. The rest of the implementation is isomorphic to Ss
and we can conclude Is co-ioco Ss.

?sel;
Ipri; lpri, lpri}

data;

Figure 3.6: A conformant implementation of the travel agency w.r.t co-ioco.

s

Example 3.12 (Removed inputs). Figure 3.7 shows an implementation that re-
moves the possibility of selecting a train ticket after logging in, i.e. 7sely &
poss(Zs after ?log). As this input is possible in S, we have —(Zg co-ioco S3).

Example 3.13 (Extra Causalities). Figure 3.8 shows three possible implementa-
tions of the travel agency. Implementation I7 adds causality e3 < e4 and then
?sel; & poss(Ir after ?log). Since the selection of the insurance is possible after
logging in Sa, we have =(Z7 co-ioco Sz). Implementation Ig also adds order
between these events, but in the reverse order, i.e. e4 < e3. This extra causal-
ity generates unspecified quiescence in the system, i.e. out(Zs after ?log) =
{6} while out(S2 after ?log) = {!datas}, thus —(Zs co-ioco Sz). System Iy
produces the same output actions of the insurance, but in a concurrent way
rather than sequentially, i.e. out(Zy after ?log-?sel;) = {lpri; co data;} #
{lpri;-\data;} = out(Sa after ?og-?sel;), thus we have —(Zy co-ioco Sy).

Example 3.14 (Extra Behaviors). Implementations in Figure 3.9 allow extra
behaviors to those specified: T1o gives the user the choice of selecting a boat ticket
rather than a train or plane, while T11 allows the user, concurrently with the
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?sel;
Ipri; lpri,

ldata;

Figure 3.7: Removed inputs.

s

other selections, to pick a hotel. Both implementations produced extra outputs
(\priy and priy, respectively), but as these outputs are only produced after under-
specified inputs, both implementations are correct, i.e. Iy co-ioco Sy and
711 co-ioco Ss.

Relating co-ioco and ioco: The following remarks allow to relate the con-
formance relations of Chapter 2 and the co-ioco relation presented in this
chapter.

Remark 2. A labeled transition system can easily be transformed into a Petri
net and thus we can easily relate a reachability tree with its corresponding oc-
currence net or event structure. Given (N,L,< ng) € RT(L), its correspond-
ing occurrence net is such that: B = N; My = {no}; if I(n,a,n’) € < then
de € E : %e = {n},e* = {n'} and Xe) = a. It is easy to see that any
sequential execution n RN X of the reachability tree leads to a firing se-
quence {n} ftey {n'} with \(t;) = p; between the markings of the occur-
rence net. FEvery configuration C' generates a marking of the occurrence net
C*; then {n} LIEEIN {n'} generates a partial order ezecution C —- C' where
C* ={n},C"* = {n'} and p1 ...y is a total order of n.

Remark 3. Whenever a reachability tree specification produces an output, any
correct implementation that implements that output, must implement all the
path composed by outputs that follow it to avoid extra quiescence. Imagine a
specification S such that out(S after 7a) = {lb} and out(S after ?a-1b) = {Id}.
If an implementation T produces 'b after 7a, but not \d, this implementation is
non conformant as out(Z after ?a-lb) = {§}. If we restrict to systems that do
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Ipri;

Iy

Figure 3.8: Extra causality and concurrency.
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Ipri; Iprip [es] Ipri} o}~ -~~~ \pri2

Tyo

ldata;

Figure 3.9: Extra conflicting and concurrent inputs.
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not allow cycles of outputs or silent actions, Definition 2.6 can be rewritten as
out(n) 2 {lo € Out* | n ==/ An' ==} U {5 | n ==}

We can now prove that when there are not cycles of outputs or internal
actions in the system, any correct implementation w.r.t co-ioco is correct w.r.t
ioco,.

Theorem 2. Let S and I be respectively the specification and implementation
of a system, then we have

7 co-ioco S implies T iocoy S
Proof. Immediate using Remark 2 and Remark 3. O

In addition, if we assume the input-enabledness of the implementation, any
correct implementation w.r.t co-ioco is correct w.r.t ioco.

Theorem 3. Let S and T be respectively the specification and an input-enabled
implementation of a system, then we have

7T co-ioco S implies T ioco S

Proof. By Theorem 1 and Theorem 2. O

3.5 Conclusion

Even if the testing problem for concurrent systems have been widely studied
in the past, it was mostly in the context of interleaving semantics. Besides the
state space explosion problem that interleavings can generate, we have shown
in the introduction that independence between actions can not be tested using
this semantics.

This chapter presents the basic notions for the definition of a testing frame-
work where independence between actions plays a central role. The formal
model that we use for describing the behavior of the system is (1-safe) Petri
nets and their unfoldings. The explicit representation of concurrency avoids the
state space problem in the generation of test cases (see Chapter 5) and makes the
independence of action observable: in this setting, executions and observations
are partial orders where lack of dependence is interpreted as independence.

Based on the notions of (partial order) executions and observations, we de-
fined the co-ioco conformance relation where extra or missing causalities can
be detected: any system that implements actions that were specified as concur-
rent or independent by any possible order (interleavings) is considered incorrect.
In addition, the proposed conformance relation drops the input-enabledness as-
sumption on the implementation and allows to test for refusals.

Finally, we showed that co-ioco is a generalization of ioco in the sense
that when the system does not contain concurrency and the implementation is
input-enabled, both relations coincide.



Conformance Testing with Refined Concurrency

Chapter 2 and Chapter 3 present the two standard semantics for concurrency,
together with their corresponding notions of executions, observations and con-
formance relations. However, both semantics may be too strict in some situa-
tions where concurrency is implemented either using interleaving or partial order
semantics depending on, for example, the architecture of the system. Figure 4.1
presents a specification Spe with two processes P; and P (represented by boxes)
and three concurrent actions a, b, c. Actions a and ¢ belong to process P; while
b belongs to process P,. In a distributed architecture, when two actions belong
to different processes, they are specified as concurrent and therefore should be
implemented in different processes. We call this notion strong concurrency and
interpret it as independence between actions, meaning that there should not be
any kind of causality (drawn by arrows) between these actions. In Spe, actions
a and b are strongly concurrent (as they belong to different processes) and are
implemented in different processes in both Impl; and Impl,. However, in an
early stage of specification, concurrency between events can be used as under-
specification or possible refinement. Actions belonging to the same component
may be implemented in any order in the same process as it is the case of a and ¢
in Imply; or the specification may still be refined and this process implemented
as several ones as it is the case of P; which is implemented as P] and P} in
Impl,. We capture underspecification and refinement with the notion of weak
concurrency. As it is the case of local trace languages [KMO02], we allow actions
to be independent in one situation, while in another, they cannot be performed
independently, which means that the same actions can be specified as strongly
concurrent in a part of the specification and weakly concurrent in another part
of the same specification.

We illustrate the need to make these two notions of concurrency live in the
same model by examples coming from the field of micro-controller design and
security protocols.

Example 4.1 (Weak Concurrency). Consider a ParSeq controller [MY10] which

45
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a
a / (@)
C C Pl”
P1 P2 P1 P2 P2

P
Spe Imply Impls

Figure 4.1: A specification of a system and two possible implementations.

manages two handshakes A = (rekq, acky) and B = (reky, acky), and a set of
Boolean variables x1, x2, x3 provided by the environment as shown in Figure 4.2.
These variables are mutually exclusive (only one of them can be 1) and they
decide how the handshakes are handled. If x1 = 1, the handshakes are initiated
in parallel (concurrent events A co B), while any other possible valuation of the
variables initiates the handshakes in sequence (A < B if xo =1 and B < A if
x3 = 1). In this example events A and B are specified as weakly concurrent and
their actual order (if any) depends on the values of the variables.

— T€q,

— acka

. ParSeq

controller

—— reg,

—— acky

Figure 4.2: ParSeq controller interface.

Example 4.2 (Strong Concurrency). When designing a security protocol, an
important property, named unlinkability, is to hide the information about the
source of a message. An attacker that can identify messages as coming from
the same source can use this information and so threaten the privacy of the
user. It has been shown that the security protocol of the French RFID e-passport
1s linkable, therefore anyone carrying a French e-passport can be physically
traced [ACRR10]. Causality captures linkability as two messages coming from
the same user need to be causally dependent. However, concurrency interpreted
as interleavings cannot be used to model unlinkability because both possible in-
terleavings relate the messages and therefore they reveal the identity of the user.
This property needs to be modeled by strong concurrency.

The notions of weak and strong concurrency were introduced in [PHL14c]
directly over event structures. To follow the presentation of the previous two
chapters, we introduce a system model whose semantics can be described by
event structures with weak and strong concurrency. Conditional partial order
graphs can handle concurrency as independence and interleavings. We show how
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to unfold those graphs into an event structures that express their semantics in
the presence of weak and strong semantics. Different notions of observation and
a new conformance relation are presented under this semantics.

4.1 Conditional Partial Order Graphs

We are interested in a model that allows to interpret both kinds of concurrency
and that represents in an compact way the behavior of a concurrent system. A
Conditional Partial Order Graph (CPOG) [MY10] is an structure that allows
compact representation of a set of partial orders. CPOGs can be used to rep-
resent different behaviors of a concurrent system. This structure consists of a
directed graph whose vertices and edges are labeled by Boolean conditions over
a set of variables X. An opcode is an assignment (21, 2,...,7x|) € {0, 1}|X‘
of these variables; these assignments should satisfy the restriction function p of
the graph, i.e. p(x1,22,...,2x|) = 1. Vertices of the graph represent actions
that the system can perform and edges the dependancies between them.

Definition 4.1 (Conditional Partial Order Graphs). A CPOG is a quintuple
H=(V,A X, ¢,p), where

o V is a set of vertices,
e A is a set of arcs between them,
e X is a set of Boolean variables,

e function ¢ assigns a Boolean condition ¢(z) to every vertex and arc z €

VW A of the graph,

o p:2X1 = 10,1} is a restriction function.

Example 4.3 (Conditional Partial Order Graphs). Consider a travel agency that
allows the user, after logging in, only to choose between selecting an insurance
or a plane ticket. If a plane ticket is selected, its price is displayed. However,
if an insurance is selected, the agency displays some data and its price, but it
can decide to display these outputs either concurrently or in a specific order.
Figure 4.3 (below) shows the four possible behaviors of the system and a CPOG
(above) representing these behaviors. There are two operational variables x and
y and the restriction function is p = 1, hence, the four opcodes x,y € {0,1} are
allowed. Vertices and arcs labeled by 1 are called unconditional (conditions equal
to 1 are not depicted in the graph). Vertices and arcs are labeled with predicates
o ={1,TVy,xAy,x,y} with the following labeling:

¢?log = 1 ¢!prip = zAYy d)?sel,y—ﬂprii =y
(rb?seli = TV ? (yb?log—ﬂselp = 1 ¢?sel,;—>!datai = T
¢!p7‘ii = VY Qs?selp—)!prip = 1 ¢1prii~>!datai = T
(b!datai = VY ¢?log~>?seli = 1 (b!dataiﬁ!prii =Yy

¢?selp T A Yy
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?log

Tselp, i x Ny Tsel; :TVY

Iprip:x Ny ldata; : TVYy

?log =0 ?log z=0 ?og z=1 ?og z=1

?sely,

Ipri; ldata; Ipri; ldata; Ipri; ldata; Ipriy,

Figure 4.3: Conditional partial order graph and its corresponding set of partial
orders.

The purpose of conditions is to ‘switch off” some vertices and/or arcs in the
graph according to the given opcode. This makes CPOGs capable of containing
multiple projections as shown in Figure 4.3. The leftmost projection is obtained
by keeping in the graph only those vertices and arcs whose conditions evaluate
to Boolean 1 after substitution of the operational variables x and y with Boolean
0. Hence, vertex ?sel, disappears, because its condition evaluates to 0: Drsel, =
x ANy =0. Arcs !pri; —!data; and !data; —'pri; disappear for the same reason.
Note also that although the condition on arc ?log —7sel, evaluates to 1 (in
fact it is constant 1) the arc is still excluded from the projection because one
of the vertices it connects (vertex ?sel,) is excluded and an arc cannot appear
in a graph without one of its adjacent vertices. Branching of the system is not
represented explicitly: different scenarios are captured by different projections,
thus CPOGs are categorized as behavior/non-interleaving/linear-time models.

FEach projection is treated as a partial order specifying a behavioral scenario
of the modeled system. Potentially, a CPOG H = (V, A, X, ¢, p) can specify an
exponential number of different partial orders on actions V according to 2%
possible opcodes. We will use notation H|, to denote a projection of a graph H
under opcode ) = (21,2, . .. x‘X‘). A projection H|y is called valid iff opcode
1 is allowed by the restriction function, i.e. p(x1,22,...2x)) = 1, and the
resulting graph is acyclic. The latter requirement guarantees that the graph
defines a set of partial orders. A CPOG is well-formed iff every allowed opcode
produces a valid projection. The graph in Figure 4.3 is well-formed, because
the opcodes satisfy the restriction function and its projections are acyclic. The
set of partial order defined by a well-formed graph H is denoted by P(H).



4.2. SEMANTICS FOR WEAK AND STRONG CONCURRENCY 49

4.2 Semantics for Weak and Strong Concurrency

As in the case of LTSs or PNs, CPOGs can be unfolded to express their se-
mantics. We unfold the graph into an event structure that represents its partial
order semantics. However, event structures do not directly allow to represent
weak and strong concurrency. We split the concurrency relation into two rela-
tions (weak and strong concurrency) and define a notion of execution that keeps
strong concurrent actions as independent, but that may order some weakly con-
current actions.

4.2.1 Unfolding of a CPOG

The partial order semantics of a CPOG can be expressed by an event struc-
ture obtained by unfolding the graph (in order to obtain an acyclic structure)
and replacing Boolean conditions by conflicts. We start from an empty event
structure (E, <,#,)\) where E = () and at each iteration, we compute the set
of possible extensions. Unfolding a CPOG is complex problem since deciding
which are the possible extensions of a prefix of the unfolding is an NP-hard
problem.

Theorem 4. Given a CPOG and a prefix of its unfolding, deciding if an instance
of a vertex is a possible extension is NP-hard.

Proof. Consider a CPOG containing vertices v1, v and v; — vo with conditions
@v, and ¢y, = @y, = 1. We need to be able to check that ¢,, is not
constantly equal to 0 or 1. If ¢,, = 0, then the unfolding should only contain
va; if ¢,,, = 1, the unfolding should contain v; and ve with v; < vy; otherwise, it
has three events vy, va, v5 with vq < vy and vy #v) (that is, vy either happens or
not). Obviously, checking if ¢,,, is equal to 0 or 1 is an NP-complete problem. [

To decide if an instance of vertex x € V is a possible extension, we need to
find a set of predecessors events in the ES such that (%) the Boolean condition of
the vertex is true; (i) the Boolean conditions of the instances of its predecessors
and their corresponding arcs are true; (%ii) if an event is not a predecessor, then
either its Boolean condition is false, or a Boolean condition of its corresponding
arcs is false; (iv) the instance of the vertex is different from any other in the
prefix. This is captured by the following formula for each vertex z € V:

¢z/\( /\ ¢ey /\(by%w)( /\ ﬁd)eyvﬁ(ﬁyﬂw)( /\ ﬁ(begg) (4-1>

ey,€P ey €EE\P e €E
y—r€A y—r€EA

Whenever such a combination exists, we add the event to the unfolding, ap-
propriately connecting it to its predecessors and with its corresponding Boolean
condition. The unfolding procedure is finished when Equation 4.1 is no longer
satisfiable: the method always finishes as the CPOG represents finite scenar-
ios. When there does not exist any possible extension, Boolean conditions are
replaced by conflicts in the following way: for every pair of events e,,e, with
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mutually exclusive conditions, i.e. —pe, V =g, , conflict e,#e, is added and
their Boolean conditions are removed.

The unfolding method is deterministic: the resulting event structure does
not depend on the order in which events are added into the unfolding.

Proposition 1. Let E be the current set of events of the unfolding and e, # ey
two possible extensions, then ey is a possible extension of E'U {ey}.

Proof. We need to prove that Equation 4.1 is still satisfiable for vertex b when
€4 1s added to the unfolding: i) as e, is a possible extension from F, ¢, = 1 and

third conjunction of Equation 4.1 are still satisfied; iv) since e, # e}, and there
was not an instance of b in F, there is neither in E U {e,}. O

?log :
Tsel, Ny

Ipriy, : x Ay les]

lpri; © gy

Figure 4.4: Transformation of a CPOG into an ELES.

The unfolding method for CPOG is different from the unfoldings algorithms
for PNs. The obtained event structure is conflict-free: possible extensions cap-
tured by Equation 4.1 are concurrent and stamped in conflict later on, depending
on the boolean variables.

Example 4.4 (CPOG Unfolding). Consider the CPOG shown in Figure 4.53. The
unfolding procedure starts with E = () and keeps checking vertices of the CPOG
for possible extensions (see Figure J.J). At start, only vertex ?log is a possible
extension and event ey can be added to the unfolding. For other vertices, for
example 7sel;, the constraint imposed by non-predecessors in Equation 4.1 will
include ~$r10g—25e1; = 71 = 0, hence it is not a possible extension at start.
For the same reason vertices pri;, data,, ?sely, \pri, are not possible extensions
when E = 0. We proceed by adding event ey to the unfolding with ¢(e;) = 1.
When we recompute the possible extensions, formula Equation /.1 reduces to
TVY and x Ay for vertices 7sel; and ?sely,, respectively, therefore events ex and
er are added with ¢p(e2) =TV Y, d(er) = x Ay and e1 as their predecessor. At
this point E = {e1, ez, e7} and we find that 'pri;,data; and pri, are possible
extensions with events eo (for pri; and \data;) and er (for \pri,) as predeces-
sors and conditions §,T and x Ay respectively. Fuvents es, ey and eg are added
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and from E = {ey,eq,€3,e4,€7,e5} we find that 'pri; and !data; are possible
extensions again. Two new events es and eg are added with es and e4 as their
respective predecessors and x ANy and T Ay as Boolean conditions. Finally, as
E grows to {ey,ea,e3,eq,e€5,€6, €7, €8}, Equation 4.1 becomes unsatisfiable and
the unfolding procedure is finished. Boolean conditions of events es and e7 are
mutually exclusive: (x Ay) A (TVTY) =0, therefore we add immediate conflict
es #" e7. Due to the same reasoning, immediate conflicts e3 #" eg and eq #" e5
are added. Finally, when all Boolean conditions are removed, we obtain an event
structure.

Even if the semantics of a CPOG can be expressed in terms of an event
structure using the unfolding algorithm presented above, similarities between
different scenarios are not considered. In Figure 4.4, after the system performed
actions ?log, 7sel; and !pri;, action !data; is possible either concurrently with
Ipri; or causality depending on it. These two possible continuations are repre-
sented by two different events e4 and e5. In order to remove this redundancy
and reduce the size of the event structure, we propose to split the co relation
into two relations: sco representing strong concurrency, and wco representing
weak concurrency, i.e. co = sco W wco. This allows to remove events e5 and eg
by setting ez wco e4. The statement e3 wco e, implies that from configuration
{e1, ea}, actions !pri; and !data; are possible either concurrently or in any order.

4.2.2 Relaxed Executions

The notions of weak and strong concurrency are defined over the concurrency
relation of the event structure, but the same distinction can be made in any con-
currency relation, for example the concurrency relation of a partial order. Weak
concurrency allows, but does not impose, independence between actions, thus,
an execution of the system has to preserve the partial order semantics, up to
adding order between weakly concurrent events. On the contrary, strongly con-
current events must remain independent. We capture these notions by pomset
refinement.

Definition 4.2 (Pomset Refinement). Let 11,12 € PS(L), we say that ne re-
fines m, denoted by m T nga, iff there exist lpo;, = (E,<,,,\) € m and
lpoy = (E,<,,,A) € 02 such that

* §771 < Snz
® SCO| = SCO9

In other words, m T ny if strong concurrency is preserved, while weakly concur-
rent events from n; may be ordered by <,,.

Example 4.5 (Pomset Refinement). Consider Ss in Figure 4.5 as the travel
agency specification, where strong concurrency is only between the actions of
different suppliers: sco = {?sel;, pri;, \data; } x {?sely, \prig, lprii, ?sely, \priy}.
Weak concurrency is between actions that belong either to the ticket or insurance
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?sel; ldatas 7sely et -------== 7sel;

Ipri; !data; Ipri, lpri} ---- lpri?

Ss3

Figure 4.5: A specification with weak concurrency.

supplier and the data of the server together with the price and data of the insur-
ance, i.e. weo = {ldatas} x {?sel;, \pri;, \data;, ?sely, \pri}, \pri, ?sely, pri,} U
{('pri;,\data;)}. Some of the pomsets from Figure 4.6 add some order between
weakly concurrent actions: 11 adds causality between weakly concurrent out-
puts pri; and \data; from ng; n4 also adds direct causalities \datas <7sel; and
ldatas, <7sel;; 15 adds causalities |datas, <7sel, and \datas <!pri, from ny. As
strongly concurrent actions remain independent in every case, we can conclude
that ne Em1 E na and n2 E 5.

Remark 4. When there is no weak concurrency, a pomset is only refined by itself,
i.e. weo = ) implies my E no iff n1 = 1.

Relaxed executions of a system are all the possible refinements of a partial
order execution of the system.

Definition 4.3 (Relaxed Executions). Let &€ = (E,<,#,\) € ES(L) with
C,C"eC(E) andn € PS(L), we define

= EIn’En:C’L/)C"
C—15, & 30C:CHC

We say that n is a relazed execution of C' if C ..

Example 4.6 (Relaxed Executions). Behavior ng respects the structure of Ss and
then we have S 2. As the structure of m2 also respects the structure of Ss,

we also have S5 —2s. Ezample /.5 shows that ng T m,n6 T na and no T 15,
thus we can conclude that

m

S3 — {l,e1,es,e3,e4,65,€6,€9,€10}
N4

83 —rr {J—a61762763564765”667697610}
5

Sz — {Ll,ei,ez,e3,e7,e8}
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?log
?log ?log T
T T ldatag
?sel; ldatag ?sel; ?sel; ldatag ?sel; ?sel; ?sel;
/\ ! | ! | !
pri; \data, Ipri} Ipri; Ipri} Ipri; lpri}
| |
ldata; ldata;
"6 m U2
?log
?og T
T ldatag
[N |
ldatas ?sel, ?sel,,
l l
Ipriy Ipriy
2 5

Figure 4.6: Pomset refinement.
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Partial order executions n; and ng show that even if we can interpret the behavior
of the system in different ways (due to ordering of weakly concurrent events),
the resulting configuration is always the same. As T is reflerive, we also have
83 ﬂ)r and 83 ﬂ)r.

Whenever there is no weak concurrency, partial order executions and relaxed
executions coincide.

Proposition 2. Let £ = (E,<,#,\) € ES(L) with C € C(€) and n € PS(L)
with weo = 0, we have C —% iff C —,.

Proof. Immediate using Remark 4. O

4.3 Observing CPOGs

We present in this section, the notions of observations for the weak and strong
concurrency semantics.

4.3.1 Traces

As in the case of interleaving and partial order semantics, an observation of the
system is the T-abstraction of one of its relaxed executions.

Definition 4.4 (Observations). Let £ = (E,<,#,\) € ES(L) with C,C" € C(E)
and w € PS(L), we define

C=%,0" 2 3p:C-1L, C" andabs(n) =w
C =, £ JC'.0c=, '
We say that w is a observation of C if C ==,.

The definition of traces and reached configurations in this semantics can be
easily obtained by replacing = by =, in Definition 3.13.

Definition 4.5 (Traces and Reached Configurations). Let £ € ES(L), w €
PS(L) and C,C" € C(E), we define

{wePS(L) [Le==r}
¢ 0=, 0%

traces.(£) =
C after, w =
Example 4.7 (Traces and Reached Configurations). Even if the structure of the
system is unique, different observations lead to the same configuration. This is
the case for the T-abstractions of pomsets ng,m1 and ng which all lead to the same
configuration, i.e. S3 after abs(ng) = Ss after abs(n) = S after abs(ny) =
{L,e1,ea,e3,€e4,¢€5,€6,€9,€10}-



4.3. OBSERVING CPOGS 55

4.3.2 Quiescence and Produced Outputs

The conformance relations presented in Chapter 2 and Chapter 3 compare the
produced outputs of the implementation with those of the specification. Con-
formance of output pomsets is captured by isomorphism under partial order
semantics. However, this is not the case in the presence of weak and strong
concurrency as we allow the implementation to order some outputs. Produced
outputs cannot be directly compared by set inclusion as they are in the case of
the ioco and co-ioco relations. Suppose one has two weakly concurrent outputs
lo; and log depending on input 7i. After 74, the system produces outputs lo;
and !og which can be observed concurrently or in any order (due to the relaxed
executions). Any produced output in the implementation should refine some
produced output in the specification. As both !o;-loy and !os-lo; can be inferred
from lo; wco log by means of pomset refinement (which is sufficient to compare
outputs), we only consider lo; wco los as a produced output, i.e. it is only
necessary to consider produced outputs under Definition 3.15.

Definition 4.6 (Produced Outputs). Let £ € ES(L),C € C(€) and S C C(E),

we define

out,(C) = out(C)
out,(S) = U out.(C)
ces

Outputs cannot be compared directly by set inclusion. It is expected that
every output produced by the implementation refines some output of the spec-
ification. This is captured by the notion of output refinement.

Definition 4.7 (Output Refinement). Let £ € ES(L) and C,C" € C(E) we
define

out,(C) > out,(C") & Vz € out,(C) : 32’ € out,.(C') : 2’ Cx

Since C is reflexive, an output can be implemented as it is specified. Notice
also that the pomset 0 is only refined by itself, therefore if § € out,.(C) and
out,(C) >~ out,(C”) then § € out,(C").

Example 4.8 (Output Refinement). Consider specification Ss of Figure 4.5 with
configuration C = {1 ey, e3,es} and the implementation Iy of Figure 4.7 with
configuration C' = {1 ej,e3,eq}. Both configurations enable the output ac-
tions pri; and \data;, however we have out.(C) = {lpri;, wco data;} and
out.(C") = {lpri;-\data;}. Every output of C is refined by an output of C’
and thus out,.(C) >~ out,.(C"). If we consider now Ss with C = {L,e1} and
Is of Figure 4.7 with C' = {L,e1} we have that out(C) = {ldatas}, while
out(C') = {8}. The 6 output produced by C' does not refine any output of C
and then out.(C) %~ out.(C").

Weak concurrency may introduce extra quiescence in the system. Consider
an input 74 and an output lo which are specified as weakly concurrent from the
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Ipri; 'data;

ldata;

Figure 4.7: Output refinement.

initial configuration. An implementation which orders them as 7i < lo is quies-
cent in its initial configuration as only 77 is possible. Even if 7i-lo is a possible
relaxed execution in the specification, so is lo-7i and therefore some output can
be produced from the initial configuration preventing it from being quiescent.
We will see that our conformance relation forces any correct implementation
that order such kind of actions to produce the output before accepting the
input.

When there is no weak concurrency, output refinement boils down to set
inclusion.

Proposition 3. Let £ = (B, <,#, ) € ES(L) with weo =0 and C,C" € C(E),
we have out,.(C) > out,(C") < out(C) C out(C").

Proof. Immediate using Remark 4. O

4.3.3 Possible Inputs

As explained above, some order can be added in an implementation between an
input and an output if they are specified as weakly concurrent.

Example 4.9 (Possible Inputs). Consider the travel agency specification Sz of
Figure 4.5 and pomsets ng and n4 in Figure 4.6. In ng, the selection of insurance
is possible after logging in. However, we have seen that ny is also a relazed
execution of Ss and in here it is not possible for the user, after just logging in,
to select the insurance since the server has not produce the data.

Consider a pair of weakly concurrent input and output in the specification. If
the output precedes the input in the implementation, as this input is considered
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as possible in the specification, it needs to be consider also as possible in the
implementation even if the output has not been produced yet. This is similar to
what happens in remote testing [JJTV99] where communication between test
cases and the implementation is asynchronous and a new input can be sent even
if an output that precedes it has not been produced yet.

The possible inputs of a configuration are those that are enabled or will be
enabled after producing some outputs. As in the case of produced outputs, it is
enough to restrict to possible inputs under partial order semantics as any other
possible input can be obtained by pomset refinement.

Definition 4.8 (Possible Inputs with Weak Concurrency). Let £ € ES(L),C €
C(€) and S C C(E), we define

poss,(C) = poss(C) U poss(C after \w) with 'w € PS(Out) and C SCN
poss,.(0) = PS(In)
poss, () £ U poss, (C)

ces

Example 4.10 (Possible Inputs with Weak Concurrency). Since some order can
be added between weakly concurrent actions, some inputs are consider as possible
even before being actually enabled (it can be seen as if there is some delay before
the sending of the input and the actual time the system receives it). Consider
Definition 4.8 for possible inputs. After the user logs in and selects an insurance
once, it is always possible to select it again even before the outputs are produced,
i.e. if C = (S3 after ?log-?sel;), then we have 7sel; € poss,.(C) since ?sel; €
poss(C after (lpri; weco !data;)).

We expect any possible input in the specification to be implemented either
as specified or as one of its refinements. However, this is not enough. Suppose
there exist two inputs ?i; wco ?iy such that poss(S) = {?iy, 7is, 7i; wco 7ig}
and an implementation that orders them, e.g. poss(Z) = {?i1, ?i1-7i2}. There
is not a possible input of the implementation that refines ?7i5, for this reason,
we restrict to concurrent complete sets of inputs.

Definition 4.9 (Concurrent Complete Sets). Let w € PS(L) and C € C(E),
we say that w is a concurrent complete set in C iff any other execution from C
(without causality) does not contain events that are concurrent to those of w

ce(w,C) s w= mcax{w | C =% A <=0}

Example 4.11 (Concurrent Complete Sets). Consider the travel agency Ss of
Figure 4.5 and C = (S3 after ?log-'datas). The ?sel; input is possible after

logging in and sending the data, i.e. C Lo However this mput is not a
concurrent complete set as it can be extended by a concurrent event, i.e. C ==

with w =7sel; co 7sel;.

As explained above, the possible inputs of the specification cannot directly be
compared with those of the implementation. We want any concurrent complete
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input of the specification to be implemented by one of its refinements. This is
captured by the notion of input refinement.

Definition 4.10 (Input Refinement with Weak Concurrency). Let £ € ES(L)
with weo # () and C,C" € C(£), we define

p0ss,.(C) > poss,.(C') & Y?w € poss,.(C) : ce(?w, C) implies
F' € poss, (C") 7w C N’

I

Figure 4.8: Input refinement

Example 4.12 (Input Refinement). Consider Ss from Figure /.5 with configu-
ration C' = {L,e1} and implementation Iy from Figure 4.8 with C' = {L,e1}.
The concurrent complete inputs of Ss in C' are 7sel; co 7sel, and 7sel; co
7sely. As both inputs are implemented, respecting concurrency, in I11, we have
p0ss,.(C') >T poss,(C"). Notice that those inputs are not concurrent complete
in C" (7sely, is still enabled), however, Definition 4.10 forces the completeness
of the inputs only in the first configuration.

We have seen that output refinement boils down to set inclusion where there
is no weak concurrency. However this is not true in the case of possible inputs
as we consider not only inputs that are enabled in the current configuration, but
also those that become enabled after producing some outputs. Those inputs are
not supposed to be considered as possible in the case where there is no weak
concurrency. For this reason, we propose another definition for input refinement
in the case of absence of weak concurrency.

Definition 4.11 (Input Refinement without Weak Concurrency). Let £ € ES(L)
with weo = () and C,C" € C(£), we define

p0ss,.(C) > poss, (C') & Vw € poss(C) : cc(?w, C) implies 7w € poss(C”)
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4.4 The wsc-ioco Conformance Relation

This section presents the testing hypotheses and conformance relation for con-
formance testing of conditional partial order graphs.

Testing Hypotheses: We assume that the specification of the system is given
as conditional partial order graph H = (V, A, X, ¢, p) over alphabet L = In &
Out of input and output labels. To be able to test an implementation against
such a specification, we make the usual testing assumption that the behavior
of the SUT itself can be modeled by a conditional partial order graph over the
same alphabet of labels. Since projections of a well-formed CPOG are acyclic,
it is not necessary to assume the absence of silent or output cycles.

We present now the wsc-ioco (weak and strong concurrency) conformance
relation that compares produced outputs and possible inputs based on output
and input refinements. Refusals and outputs of the implementation must be
specified up to refinement. In the case where some order is added by a correct
implementation between weakly concurrent input and output, the output must
precede the input; this is what we expected as we do not want outputs to depend
on extra inputs. Since some inputs are considered as possible even before the
system is actually enabled to accept them (see Definition 4.8), inputs do not
have extra dependencies either.

This conformance relation is more permissive than co-ioco in the sense that
some concurrent actions are allowed to be implemented by interleavings. How-
ever this is what we expect of actions that were specified as weakly concurrent.
This allows the implementation process to be more flexible: if the order between
some actions is not decided during the specification of the system, but some or-
der is added during its implementation, this implementation is still conformant
w.r.t the requirements.

Definition 4.12 (wsc-ioco). Let S,Z € ES(L) be respectively the specification
and an implementation of the system, then

7 wsc-ioco S & Yw € traces.(S) :
poss,. (S after, w) >T  poss. (I after, w)
out, (T after, w) > out. (S after, w)

Example 4.13 (Conformance with Weak Concurrency). Consider the specifica-
tion S3 and implementations Iy, Ig from Figure J.7. Implementation Iy or-
ders some weakly concurrent events: outputs pri; and !data; are implemented
sequentially instead of concurrently, but the output produced (\pri;-\data;) re-
fines an output produced by the specification (pri; weo \data;). Some order
1s also added between output !datas and input ?sel;, however, there is not ex-
tra causality for the output and the produced outputs in the implementation
are those specified. Even if some dependence is added for 7sel;, Definition 4.8
considers as possible, inputs that will be enabled after the production of some
outputs. We can conclude that Iy wsc-ioco S3. Actions !datas and ?sel;
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are ordered in the opposite way in Ig. We have seen in Ezample 4.8 that
out,(Ig after, ?log) %~ out.(Ss after, ?log) and then —(Zg wsc-ioco S3).

Relating wsc-ioco and co-ioco: Strong concurrency is forced to be imple-
mented as independence between actions as it is the case for the whole concur-
rency relation in partial order semantics, therefore, whenever there is no weak
concurrency, wsc-ioco and co-ioco coincide.

Theorem 5. Let S and I be respectively the specification and implementation
of a system with wco = () in the specification, then we have

T wsc-ioco S iff T co-ioco S

Proof. Using Definition 4.11 and Proposition 2 and Proposition 3. O

4.5 Conclusion

We have developed a new semantics for concurrent systems that allows to rep-
resent both independence between actions and underspecification or refinement;
these situations are captured by the notions of strong and weak concurrency.
The new semantics generalized both interleaving and partial order semantics:
when there is only weak concurrency, the semantics is equivalent to interleav-
ings; while if there is only strong concurrency they are equivalent to partial
order semantics.

We propose to use conditional partial order graphs to model the system
since they allow to model different scenarios representing both strong and weak
concurrency. We gave an unfolding algorithm to convert any conditional partial
order graph into an event structure that captures its semantics. This algorithm
is based on a SAT encoding of the possible extensions of the system and we
showed it is deterministic: the resulting object does not depend on the order in
which events are added into the unfolding.

Based on the new semantics, we define new notions of executions and ob-
servations and a new conformance relation which boils down to co-ioco when
there is no weak concurrency (see Theorem 5), but it is more permissive in gen-
eral: actions specified as (weakly) concurrent can be implemented in a particular
order in a correct implementation.



A Centralized Testing Framework

Ulrich and Konig [UK99] suggest two test architectures for testing distributed,
concurrent systems: a global tester that has total control over the distributed
system under test (see Figure 5.1.a) and, more interestingly, a distributed tester
comprising several concurrent testers that stimulate the implementation by
sending messages on points of control and observation (PCOs) and partially
observe the reactions of the implementation on these same PCOs as shown in

Figure 5.1.b.
Tester 3

SUT PCOs

PCO; PCO>2
SUT H Tester 2 ’

a) (b)

Global
Tester

—

Figure 5.1: The global and distributed testing architectures.

This chapter assumes that global observation and control of the system is
possible and proposes a method to generate global test cases. Next chapter
deals with a distributed testing architecture.

Testing Hypotheses: The previous chapters present three specification lan-
guages (LTSs, PNs and CPOGs) together with their corresponding notions of
executions, observations and conformance relations. Each of the conformance
relations assumes some restrictions on the kind of models that can be used either
for the specification or the implementation. The ioco relation assumes that the
implementation is input-enabled which is not the case for co-ioco, however the

61
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later does not accept cycles of outputs in the specification. In order to unify all
the frameworks and propose a test generation algorithm that works for all the
models, we make the same assumptions over all the models.

We do not restrict to input-enabled implementations (we will use iocos as
the conformance relation for LTSs), but we do not accept cycles of outputs
and internal actions in the specification. Under these assumptions, we have
proved (see Theorem 3 on page 44) that any co-ioco conformant implementation
passes the ioco tests. In addition, wsc-ioco and co-ioco coincide when weak
concurrency is forbidden (see Theorem 5 on page 60). For these reasons, it is
sufficient to test the implementations w.r.t the wsc-ioco conformance relation
and construct test cases for it. The methods we propose to generate test cases do
not depend on the different notions of concurrency (concurrency is interpreted
under partial order semantics), the difference lies in how those test cases interact
with the implementation.

Strongly concurrent actions in a test case should be run concurrently in the
implementation, however, if actions were specified as weakly concurrent, the
test run is allowed to order them. These differences are captured by the notion
of verdicts.

In addition to the notions of global test cases and their interaction with the
implementations, this chapter gives sufficient conditions for detecting all and
only incorrect implementations and proposes a method to generate test cases.

5.1 Global Test Cases, Execution and Verdicts

We define global test cases which can contain concurrency. In practice, such
global test cases are not meant to be actually executed globally. They would
rather be projected onto the different processes of the distributed system to
be executed locally in order to make the observation of concurrency possible
(see Chapter 6). Our approach here is to study the testing problem from a
centralized point of view, as a basis to the distributed testing problem: the
global conformance relations we defined are the relations we want to be able to
test in a distributed way (with local control and observation), and the global
test cases are the basis for the construction of distributed tests.

5.1.1 Global Test Cases

A global test case is a specification of the tester’s behavior during an experiment
carried out on the system under test. In such an experiment, the tester serves
as a kind of artificial environment of the implementation. The output actions
are observed, but not controlled by the tester; however, the tester does control
the input ones. It follows that there should be no choices between them, i.e. the
next (set of concurrent) input(s) to be proposed should be unique, therefore no
immediate conflict between inputs should exist in a test case. Similar to this,
test cases do not have immediate conflict between outputs and inputs, if not,
the implementation may produce the output without allowing the test case to
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propose the input. This property is called controllability [JM99]. However, as
conflict is inherited w.r.t causality and we accept immediate conflict between
outputs, non immediate conflict between inputs or input/output is accepted.
Avoiding those immediate conflicts is not enough to avoid all choices in a test
case. If we allow the tester to reach more than one configuration after some
observation and each of them enables different inputs for example, there is still
some (nondeterministic) choice for the tester about the next input to propose
even if those inputs are not in immediate conflict. We thus require determinism
as defined in Definition 3.10 on page 35. Finally, we require the experiment to
finish, therefore the test case should be finite. We model the behavior of the
tester by a deterministic event structure with a finite set of events and where
inputs cannot be in immediate conflict.

Definition 5.1 (Global Test Cases). A global test case is an event structure
T = (E,<,#,)) such that

1. T is deterministic,
2. (BT x E)N#"=10,
3. E is finite.

A test suite is a set of test cases.

Example 5.1 (Global Test Cases). Figure 5.2 presents four event structures. Tp
is nondeterministic, i.e. from {L, ey, ez} it is possible to perform \priy, and reach
both { L,e1,er,es} or {L,e1,er,ei}; To has immediate conflict between actions
7sely and 7sel,; T3 is infinite. Thus none of T1,7T2, Tz is a test case. However
T4 is finite, deterministic and without inputs in immediate conflict, i.e. it is a
test case.

Allowing to have explicit concurrency in the test cases not only reduces
their size by avoiding the state space problem, but it also reduces the number
of test cases needed to cover the specification. As concurrency between inputs
is interpreted as a nondeterministic choice between the possible interleavings,
this choice need to be solved in the test case to avoid uncontrollability.

Example 5.2 (Concurrency in Test Cases). Consider (i1;01 || i2;02) as the spec-
ification of the system. Figure 5.3 presents its corresponding global test case
(the specification and the test case coincide) and the test cases generated using
standard interleaving semantics, i.e. the test suite obtained using the ioco al-
gorithms (see Section 5.2.1). Not only the size of the global test case is smaller
than the size of the ones using interleaving semantics (due to the concurrency
between outputs) as it is the case of Tos and T2, T2 . where we have four transi-
tions instead of siz; but also the size of the test suite generated, i.e. we only have
a global test case T.s against four test cases in {T} T2, T2, TA ). The latter
s due to the fact that concurrency between inputs is interpreted as a choice in
interleaving semantics and this choice need to be solved to overcome controlla-
bility problems. Both the size and the number of test cases can be exponentially

smaller when concurrency is represented explicitly.
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Ts T4

Figure 5.2: Event structures as global test cases.
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Figure 5.3: Concurrency in test cases.

5.1.2 Test Execution

The success of a test is determined by the verdict associated to the result of
its execution on the system. This result can be pass or fail, the pass verdict
meaning that the result of the test is consistent with the specification according
to the conformance relation.

In the ioco framework, verdicts are modeled by special states of the test
case labeled by pass and fail. A pass verdict can only be reached after ob-
serving some output of the implementation (in this framework, § is considered
an output). When dealing with concurrent systems, one possibility would be to
represent verdicts by configurations (via a labeling function for example), but as
there is no event labeled by ¢, observing ¢ does not lead to a new configuration.
We model verdicts differently.

Communication between the tester and the implementation can be either
synchronous [JJ05, Tre08] or asynchronous [JJKV98]. Parallel composition of
labeled transition systems is issued to model test execution when the commu-
nication is synchronous and deadlocks of such composition are used to give
verdicts about the test run. Such deadlocks are produced in the following sit-
uations: (i) the implementation proposes an output or ¢ action that the test
case cannot accept; (i) the test case proposes an input that the implementation
cannot accept; or (7i4) the test case has nothing else to propose (it deadlocks).
The first two situations lead to a fail verdict and the latter to a pass one as the
experiment is finished.

Test execution assumes that both systems are always prepared to accept an
action that the other may produce. In the sequential setting, it is assumed that
the implementation accepts any input the tester can propose (input-enabledness
of the implementation). Analogously, the tester should be able to synchronize
with any output the implementation may produce. Constructing an event struc-
ture having such a property is almost impossible due to the fact that it should



66 CHAPTER 5. A CENTRALIZED TESTING FRAMEWORK

not only accept any output, but also all the possible ways such an output could
happen (concurrently or sequentially with other outputs). In addition, the prod-
uct of Petri nets [Win85] does not preserve concurrency and therefore it cannot
be used to model test execution. Instead of defining any notion of composi-
tion, we propose another approach based on the notion of blocking in the test
execution: both systems are executed until their traces differ from each other
either by a different input, a different output or the same set of labels forming
a different partial order.

After a trace, the test execution can block because of an output or § action
the implementation produces. This happens if after such an observation the test
case cannot accept that action or if the reached configuration is not quiescent
respectively, i.e. the implementation produces an output that the test case is not
prepared to accept. As we allow weak concurrency, outputs cannot be compared
by set inclusion, we need to compare them by output refinement.

Definition 5.2 (Output Blocking). Let Z, T € ES(L) be an implementation and
a test case respectively and w € PS(L), we have

blocksou(Z,T,w) < out. (T after, w) %~ out. (T after, w)

Example 5.3 (Output Blocking with no Concurrency). Consider implementa-
tions I, T% and test cases Ts,Te of Figure 5.4. These implementations have
the same behavior as Iy and Is of Figure 2./ on page 24, but they are event
structures without concurrency rather than reachability trees. As there is no con-
currency, i.e. weo = (), by Proposition 3, output refinement reduces to inclusion
of outputs. The trace 7sel; is performed in systems I, and Ts, after it, the exe-
cution blocks as the implementation reaches a quiescent configuration, producing
a & action that is not an output of the test case, i.e. out.(Zh after, ?sel;) &
out,(Ts after, ?sely). We have then blockspu:(Zh, Ts, 7sel;). The execution
between Tj and Tg blocks after ?sel, as the implementation produces action
!pri?7 as an output, but this action is not an output of the test case, thus
out,(Z% after, ?sel,) € out.(Ts after, 7sel,) and blockso,. (15, Ts, ?sely).

Example 5.4 (Output Blocking with Strong Concurrency Only). Consider im-
plementations Ig, Iy and the test case T7 from Figure 5.5 where concurrency in
the test case is interpreted as strong concurrency, i.e. wco = (). By Proposi-
tion 3, output refinement boils down to set inclusion. Test execution between Zg
and T7 blocks after log as the implementation reaches a quiescent configuration
and produces a 6 action that the test case does not, i.e. § € out.(Zs after, ?log)
while § & out,.(T7 after, ?log) and blockso.i(Zs, Tz, Nlog). After logging in and
selecting an insurance, the execution between Zg and T7 also blocks as the output
produced by the implementation (\pri; co !data;) is not an output produced by
the test case, i.e. pri; co ldata; &€ out.(T7 after, ?log-?sel;) = {\pri;-\data;}
and therefore blocksoyt(Zo, Tz, og-?sel;).
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e
Figure 5.4: Output blocking with no concurrency.

Example 5.5 (Test Execution with Weak Concurrency). Consider implemen-
tation L7 and the test case Tg from Figure 5.6 where concurrency between ac-
tions ?sel;, \pri;,!data; and \datas is considered as weak, i.e. {(lpri;,\data;),
(\datas, ?sel;), (\datas, 'pri;), (\datas, data;)} C weo. The produced outputs af-
ter logging in coincide in both event structures, i.e. out.(Zr; after, ?log) =
{!datas} = out.(Ts after, ?log), and therefore the test execution does not block.
Even if the outputs produced by the implementation and the test case after logging
in and selecting an insurance do not coincide, i.e. out.(Z; after, ?log-7sel;) =
{pri;-'data;} # {lpri; wco ldata;} = out.(Ts after, ?og-?sel;), the output of
the implementation refines the output of the test case and therefore the execution
does not block either.

The other blocking situation occurs when the test case can propose a concur-
rent complete set of inputs that the implementation is not prepared to accept.
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!p’/‘ii
data;

Tz 13

Iy

Figure 5.5: Output blocking with strong concurrency only.
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ldata,
Ipri; ldata; Iprig,

?5617‘,

!pTZ'i

ldata;

Ts 1y

Figure 5.6: Test execution with weak concurrency.

Definition 5.3 (Input Blocking). Let Z,T € ES(L) and w € PS(L), we have
blocksz, (Z,T,w) < poss, (T after, w) BT poss. (I after, w)

Example 5.6 (Input Blocking by Missing Input). Consider the test case Ty and
implementation Lg from Figure 5.7. After logging in, the test case proposes a
concurrent complete input that is not possible in the implementation (neither
one of its refinement), i.e. 7sel; co 7sel; € poss,(Ty after, log). The possi-
ble inputs of Is are poss,.(Is after, ?log) = {7sel;, ?sely,, 7sel; co ?sel,} and
none of those inputs refines 7sel; co 7sel;. This leads to an input blocking, i.e.
blocksz,(Zs, To, ?l0g).

Example 5.7 (Input Blocking with Strong Concurrency Only). Consider the test
case Tg and implementation Iy from Figure 5.0 where concurrency of the test
case is interpreted as strong concurrency, i.e. weo = (). Using Definition /.11,
mnput refinement reduces to set inclusion of concurrent complete inputs that
are enabled in the current configuration. After logging in, the test case pro-
poses a concurrent complete input that is not possible in the implementation
I7, i.e. ?sel; co ?sel, € poss(Ts after, ?log), while poss(I; after, ?og) =
{?sel;, ?sely,}, therefore blocksz, (I, Ts, ?log).

‘We can now define the verdict of the interaction of a set of test cases with a
given implementation.

Definition 5.4 (Verdicts). Let Z be an implementation, and T a test suite, we
have:

T fail T & 3T € T,w € traces,(T) : blockspu:(Z, T,w) V blocksr,(Z,T,w)
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7sely

7sel; ldatag
Ipri; ldata; 'pri} - lpri?

ldata;

To s

Figure 5.7: Input Blocking by removing inputs.

If the implementation does not fail the test suite, then it passes it, denoted by
7 pass T.

Example 5.8 (Verdicts). Consider the test suite T = {Ts,Ts, Tz, Ts, To}. In the
examples above we saw that the executions of implementations T4, T4, Ts, Is, g
and some of the test cases in T block. We can conclude that those implemen-
tations fail the test suite T. The verdict of the interaction between Z; and
Ts depends on the presence or mot of weak concurrency as in one case the
execution blocks (see Example 5.7) while in the other not (see Example 5.5).
If {(\pri;, \data;), (\datas, ?sel;), (\datas, lpri;), (\datas, ldata;) } C wco, then we
have Iy pass T, but whenever wco = (), we have I fail T.

5.1.3 Completeness of the Test Suite

When testing implementations, we intend to reject all and nothing but, non
conformant implementations. A test suite which rejects only non conformant
implementations is called sound, while a test suite that accepts only conformant
implementations is called exhaustive. A test suite may not be sound if it contains
a test case which is too strict: for instance, a test case which accepts only imple-
mentations where two events are concurrent and rejects those implementations
ordering the events, even if those events were specified as weakly concurrent
and those implementations are correct w.r.t wsc-ioco. In other words, a sound
test suite does not produce false negatives. Conversely, a test suite will not be
exhaustive if it is too loose and accepts incorrect implementations. A sound and
exhaustive test suite is called complete.

Definition 5.5 (Properties of Test Suites). Let S be a specification and T a test
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suite, then

VI: ZfailT implies —(Z wsc-ioco S)
VI: IfailT if —(Z wsc-ioco S)
VI: IfailT iff —(Z wsc-ioco S)

T is sound
T is exhaustive

> (1> 1>

T is complete
The following theorem gives sufficient conditions for a test suite to be sound.
Theorem 6. Let S € ES(L) be a specification and T a test suite such that
a) VT € T : traces,(T) C traces,(S)
b) VT € T, w € traces,(T) : out.(S after, w) C out(T after, w)
¢) VT € T,w € traces,(T) : cc(?w, T after, w) = cc(?w,S after, w)
then T is sound for S w.r.t wsc-ioco.

Notice that the trace inclusion required in a) ensures that any possible input
in the test case is also possible in the specification (either considering poss or

POSSy).

Proof. T is sound for § w.r.t. wsc-ioco iff for every implementation Z that
fails the test suite, we have that it does not conform to the specification. We
assume 7 fail T and by Definition 5.4 we have:

AT € T, w € traces,(T) : blocksp,:(Z, T,w) V blocksz,(Z,T,w)

and at least one of the following cases holds:
(i) The test execution blocks after w because of an output produced by the
implementation,

Jw € traces, (T) : blockspu.(Z, T,w)
= {* Definition 5.2 *}

Jw € traces,(T) : out,.(Z after, w) ¥~ out,.(T after, w)
= {« Definition 4.7 *}

Jw € traces,(T) : 3z € out,.(Z after, w): Va' € out,.(T after, w): 2’ Z =
= {* Assumptions a) and b) *}

Jw € traces,(S) : Jz € out,.(Z after, w) : Vz' € out,.(S after, w): ' Z =z
= {* Definition 4.7 *}

Jw € traces,(S) : out,.(Z after, w) %~ out,(S after, w)
= {* Definition 4.12 *}

—(Z wsc-ioco S)

(ii) The test execution blocks after w because of an input proposed by the
test case,

Jw € traces, (T) : blocksz, (Z,T,w)

= {* Definition 5.3 %}
Jw € traces,(T) : poss, (T after, w) %+ poss,.(Z after, w)
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As the definition of input refinement depends on the presence or not of weak
concurrency, we split the proof by cases.

if weco # ()

= {x Definition 4.10 *}
Jw € traces,(T) : 3?w € poss,. (T after, w) : cc(?w,T after, w)
AV?w' € poss,(Z after, w): lw Z 1w’

= {* Assumptions a) and ¢) *}
Jw € traces,(S) : 7w € poss,.(S after, w) : cc(?w, S after, w)
AY?w' € poss, (T after, w) : lw £ 1w/’

= {* Definition 4.10 %}
Jw € traces,(S) : poss, (S after, w) BT poss,(Z after, w)

= {* Definition 4.12 %}
—(Z wsc-ioco S)

if weco = ()

= {x Definition 4.11 *}
Jw € traces,(T) : F%w € poss(T after, w) : cc(?w,T after, w)
A?w ¢ poss(Z after, w)

= {* Assumptions a) and ¢) *}
Jw € traces,(S) : F7w € poss(S after, w) : cc(?w, S after, w)
Aw & poss(Z after, w) :

= {* Definition 4.11 %}
Jw € traces,(S) : poss, (S after, w) $T poss, (Z after, w)

= {* Definition 4.12 *}
—(Z wsc-ioco S)

O

Example 5.9 (Soundness of the Test Suite). Consider the specification of the
ticket provider S = Ryier, from Figure 2.1 and test cases Ty, Tg from Figure 5.4.
It is easy to see that both test cases fulfill the assumptions of Theorem 6 and
we can conclude that they form a sound test suite. The execution of both test
cases with implementations T, T, in Figure 5.4 blocks and both implementations
fail the test suite {Ts,Ts}. Therefore they do not conform to the specification,
which is consistent with the result of Example 2.11. If we consider S = Eqq
from Figure 3.3 as the specification of the system, by Theorem 6, the test case
Tz from Figure 5.5 forms a sound test suite. As the execution of this test case
with both Ig and Iy from Figure 5.5 blocks, both implementations are non con-
formant (as shown in Example 3.13). Consider Figure 5.7, the test case Ty also
fulfills the assumptions of the theorem when one considers Ss as the specifica-
tion of the system, thus {Tg} is a sound test suite. It is shown in Example 5.6
that the execution of this test and implementation Ig blocks and therefore the
implementation does not conform to the specification as in FExample 3.12.

The following theorem gives sufficient conditions for the test suite to be
exhaustive.
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Theorem 7. Let S € ES(L) be a specification and T a test suite such that
a) Vw € traces,(S) : AT € T : w € traces, (T)
b) VT € T,w € traces,(T) : out.(T after, w) C out (S after, w)
c) VT € T,w € traces,(T) : cc(?w,S after, w) = cc(tw, T after, w)
then T is exhaustive for S w.r.t wsc-ioco.

Proof. We need to prove that if Z does not conform to S then Z fail T. We

assume —(Z wsc-ioco S), and then at least one of the following two cases holds:
(i) The implementation does not conform to the specification because an

output produced by the implementation does not refine any specified output:

Jw € traces,(S) : out,(Z after, w) %~ out,(S after, w)
= {* Definition 4.7 *}
Jw € traces,(S) : Iz € out,.(Z after, w) : Vz' € out,. (S after, w):2' £ =
= {x Assumptions a) and b) x}
AT € T, w € traces,(T) : Iz € out,(Z after, w) : Vz' € out, (T after, w):
27 x
= {* Definition 4.7 %}
AT € T, w € traces,(T) : out,.(Z after, w) B~ out,.(T after, w)
= {* Definition 5.2 *}
3T € T,w € traces,(T) : blockspu(Z, T, w)
= {* Definition 5.4 *}
Zfail T

(#) The implementation does not conform to the specification because an
input from the specification is not possible in the implementation:

Jw € traces,(S) : poss, (S after, w) %1 poss,(Z after, w)

We split the proof depending on the presence or not of weak concurrency.

if weo # ()

= {x Definition 4.10 *}
Jw € traces,(S) : J?w € poss,.(S after, w) : cc(?w, S after, w)
AV?w' € poss, (Z after, w): lw Z 1w/’
= {* Assumptions a) and ¢) *}
3T € T,w € traces,(T) : F%w € poss, (T after, w): cc(?w, T after, w)
AV?w' € poss, (Z after, w) : lw Z 1w/’
= {* Definition 4.10 *}
AT € T,w € traces,(T) : poss(T after, w) T poss,.(Z after, w)
= {x Definition 5.3 *}
3T € T,w € traces,(T) : blocksz,(Z,T,w)
= {* Definition 5.4 %}
T fail T
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if weco = ()

= {* Definition 4.11 %}
Jw € traces,(S) : F?w € poss(S after, w) : cc(?w, S after, w)
A?w € poss(Z after, w)
= {x Assumptions a) and c) }x
AT € T, w € traces,(T) : 37w € poss(T after, w) : cc(?w,T after, w)
A?w € poss(Z after, w)
= {* Definition 4.11 %}
3T € T,w € traces,(T) : poss, (T after, w) %+ poss,.(Z after, w)
= {x Definition 5.3 *}
3T € T,w € traces,(T) : blocksz,(Z,T,w)
= {x Definition 5.4 *}
Zfail T

5.2 Constructing Test Cases

We have seen sufficient conditions to ensure the completeness of a test suite.
In this section we will explain how to construct a test suite that fulfills such
conditions. We recall the algorithms to build a test suite in the ioco setting to
explain the main differences with our test derivation method. In addition we
prove that the test suite obtained is complete w.r.t wsc-ioco and analyze the
complexity of our approach.

5.2.1 Test Derivation for LTSs

In the ioco theory, the behavior of a test case is described by a finite tree with
verdicts in the leaves. In the test suite generated by the algorithm proposed by
Tretmans [Tre08], in each internal node of a test case, either one specific input
action and all possible outputs can occur, or every outputs and the special action
0 can occur. The special label 0 ¢ L U {d} is used to detect quiescent states of
an implementation, so it can be thought of as the communicating counterpart
of a § action.

If the test case is in a state where an input and all the outputs are possible
and the implementation produces some output, the execution synchronizes, for-
bidding the tester to propose the input. The authors of [JM99] argue that a test
case should not allow this kind of choices; they call this property controllability.
The test case generation algorithm they propose takes as an input the specifica-
tion of the system and a finite automata (called test purpose) representing the
behaviors to be tested. The product of those systems is computed, extended by
0 actions and determinized, producing the complete test graph (CTG): a graph
which contains all the test cases corresponding to the given test purpose and
where some of its states are labeled by verdicts. The complete test graph is still
uncontrollable, but it can be pruned by a backtrack strategy from a pass state
(chosen nondeterministically) to the initial state, producing a test case.
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5.2.2 Test Derivation for ESs

As a Petri net cannot be determinized [GG99], we assume that the specification
of the system is given as a deterministically labeled Petri net which unfolds into a
deterministic event structure. In order to obtain a test case, we need to truncate
the unfolding into a finite prefix (we explain how to do this in Section 5.3) and
deal with uncontrollability.

The authors of [JM99] allow immediate conflict between inputs and outputs
and deals with them by a backtrack strategy. If we follow the same strategy,
when an input is selected, outputs are discarded. This implies that some test
cases do not preserve outputs of the specification and therefore Theorem 6
cannot be applied to prove soundness of the test suite. For this reason, we
avoid immediate conflict between inputs and outputs in the specification.

Assumption 2. We will only consider specifications where there is no imme-
diate conflict between input and output events, i.e. VM € R(N),t; € TI" t, €
TOu M L A M 25 implies *t, 0%ty = 0. This implies that the unfolding of
the net is such that Ve, € ET", ey € EO% . =(e; #" e3).

Immediate conflict between inputs still need to be solved. One possible way
of obtaining a test case is to traverse the prefix and add events to the test case
as far as they do not introduce immediate conflict with an input that is already
part of the test case. Algorithm 3 builds a global test case from a finite event
structure by resolving immediate conflicts between inputs, while accepting sev-
eral branches in case of conflict between outputs (note that “mixed” immediate
conflicts between inputs and outputs have been ruled out by Assumption 2). At
the end of the algorithm, all such conflicts have been resolved in one way, follow-
ing one fixed strategy of resolution of immediate input conflicts. Each strategy
can be represented as a linearization of the causality relation that specifies in
which order the events are selected by the algorithm. However, as it can be
seen in Section 5.2.4, the number of linearizations needed to cover the prefix is
bounded by the number of direct conflicts between inputs.

Analogously to the nondeterministic choice of the next input in the algo-
rithm by Tretmans or the nondeterministic choice in the pass state to start the
backtrack strategy, we assume a linearization is selected non deterministically.
The algorithms for LTSs build a test case that accepts any output the imple-
mentation may produce returning a pass verdict if the output was specified and
a fail one if not. Contrary to this, we neither complete the specification nor
label it with verdicts; we build a test case that only accepts those outputs that
were specified. Finally, the algorithm by Tretmans allows to chose for termi-
nation while finiteness of the test case using a backtrack strategy is given by
the finiteness of the path between the chosen pass state and the initial state.
Termination of our algorithm is given by the finiteness of the event structure
that is given as an input to the algorithm.

Example 5.10 (Test Derivation for ESs). Consider the event structure Fin of
Figure 5.8 and linearization Ry =1 - e1-es-e3-€4-€5-€5-€7-€g-€9-€10- €11 are
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Algorithm 3 Immediate input conflict solver

Require: A finite and deterministic £ = (E, <,#,A) € £ES(L) such that Ve €
E™n ¢! € EO" . =(e #” ¢') and a linearization R of <

Ensure: A test case 7 such that Vw € traces,(7) : out,(7 after, w) =
out,. (€ after, w)

1: ET = (Z)

2: Etemp =F

3: while Ej¢,;, # (0 do

4: €m 1= m%n(Etemp) /* the minimum always exists as R is total and finite */
5: Eiemp := Etemp \ {em}

6: if ({em} x EF) N # =0 A (e;,) C E7 then

7 /* the current event e, is not in conflict with any event of the prefix and its past
8: is already in the prefix */

9: Er:=ErU{en}

10: <7 :=<nN (ET X ET)

11: #7:=#N(Er x Er)

12: A= /\\ET

13: return T = (ETa ST& #T> >‘T)

given as the inputs of Algorithm 3, the obtained test case is Tg from Figure 5.6.
Event ey is not added since it would add immediate conflict to the test case,
while events e1g,e11 are not part of the test case since an event in their past
(e9) was removed.

5.2.3 1IICS Set

In order to cover all the branches of the event structure, the algorithm must be
run several times with different conflict resolution schemes, to obtain a test suite
that represents every possible event in at least one test case. Instead of running
the algorithm with all possible interleavings, the collection of linearizations that
are used needs only to consider all resolutions of immediate input conflict, i.e.
there must be a pair of linearizations that reverses the order in a given immediate
input conflict.

Definition 5.6 (IICS Set). Fiz &€ = (E,<,#,\) € ES(L), and let L be a set
of linearizations of <. Then L is an immediate input conflict saturated set, or
iics set, for £ iff for all e1,es € ET™ such that e; #7 eq, there exist R1,Ro € L
such that ey R1es and eaRseq.

An iics set allows to cover all the branches of an event structure using Algo-
rithm 3.

Proposition 4. Let £ be an dics set for € = (E,<,#,\), and T the test suite
obtained using Algorithm 3 with L. Then every event e € E is represented by
at least one test case T € T.
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Fin

Figure 5.8: A finite prefix of the unfolding &.

Proof. Let T be the test suite obtained by the algorithm and £, and suppose e is
not represented by any test case in T. We have then that for every T € T either
(i) e € ET™ and ({e} x EZ") N #7# 0 or (i) (e) € E7. If (i), we have that
there exists e’ € E7I—” such that e #” ¢’ and ¢’Re (where R; is the linearization
used to build 7). By Definition 5.6, we know there exist Ro € £ such that
eRoe’ and then we can use Rs to construct 7’ € T such that e is represented
by 77, which leads to a contradiction. If (i), then there exists ¢’ € {(e) such
that ({€/} x EF") N #"# 0 and the analysis is analogous to the one in (7). O

Example 5.11 (IICS Set). Consider the event structure Fin of Figure 5.8 and
linearizations R1 =L - e1 -ex-€e3-€e4-€5-€g-€7-€g-€g-€1p-e11 and Ro =L
-e1-eg-€3-€4-€5-€6-€9-€10- €11 €7 -eg. The only immediate conflict between
inputs in Fin is between er and eg. The two linearizations reverse the order
between these events and therefore they form an iics set. Algorithm 3 constructs
Ty from Figure 5.7 when Ro is used; the events from Fin that were missing in
Ts, i.e. eg, €10, €11, are part of Tg and therefore the whole prefix is covered.

Consider the unfolding S of the specification of the system and the set of
all its possible prefixes which is denoted by PREF(S). Algorithm 3 is general
enough to produce a complete test suite.

Theorem 8. Let S be the unfolding of the specification. From PREF(S) and
a giwen tics set L for S, Algorithm 3 yields a complete test suite T .

Proof. Soundness: By Theorem 6 we need to prove that: (i) the traces of
every test case are traces of the specification; (i) the outputs following a trace
of the test are at least those specified; (iii) any concurrent complete set of
possible input in the test case is concurrent complete in the specification. ()
Trace inclusion is immediate since the algorithm only removes events generating
immediate conflict. (i7) For a test T and a trace w € traces,(7), if an output in
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out, (S after, w) is not in out, (7 after, w), it means either that it is in conflict
with an input in 7, which is impossible by Assumption 2, or that its past is not
already in 7, which is impossible since w is a trace of T. (%ii) As inputs are
considered as concurrent complete, if the test case has a concurrent complete
possible input that is not concurrent complete in the specification, then either
a new input event was introduced, which is not possible as the obtained event
structure is a prefix of the specification, or because some concurrency had been
removed; but this is not possible as only conflicting inputs are removed.
Ezhaustiveness: By Theorem 7 we need to prove: (i) every trace is rep-
resented in at least one test case; (i) the test case does not produce outputs
that are not specified; (%ii) concurrent complete set of inputs of the specifi-
cation remain as concurrent complete sets in the test case. (i) Clearly, for
all w € traces,(S) there exists at least one prefix P € PREF(S) such that
w € traces,(P). By Proposition 4 we can find R € L such that this trace
remains in the test case obtained by the algorithm. (%i)-(%ii) The inclusion of
outputs and preservation of concurrent complete sets is immediate since the
algorithm does not add events.
O

5.2.4 Upper Bound for the Complexity of the Method

The complexity of constructing a complete test suite depends on the size of the
iics set £ used: for a finite prefix of the unfolding, we construct one test case
for each linearization in £. We present an upper bound for the size of £ and
discuss how to improve on it.

Example 5.12 (Size of a IICS Set). Consider the event structure Fin of Fig-
ure 5.8 and linearizations

Ri = L-er-ex-e3-es-€5-€5-€7-€5-€9-€10-€11
Ry = L-er-ex-ez-eq-e5-€5-€9-€109-€11°€7- €8
Rs3 = L-er-ex-e3-eg-€5-€5-€9-€7-€g-€10" €11

Algorithm 3 produces test cases Tg,Tg using linearizations R1 and Ro respec-
tively. We can easily see that some events commute between Ro and Rs, how-
ever, the algorithm constructs Tg whichever of them we use.

The example above shows that some commutations of events in the lineariza-
tion produce different test cases, while others do not. The concept of partial
commutation was introduced by Mazurkiewicz [DR95] where he defines a trace
as a congruence of a word (or sequence) modulo identities of the form ab = ba
for some pairs of letters.

Let X be a finite alphabet and I C ¥ x ¥ a symmetric and irreflexive relation
called independence or commutation. The relation I induces an equivalence
relation =; over ¥*. Two words x and y are equivalent, denoted by = =; vy, if
there exists a sequence z1, ..., z; of words such that x = 21,y = z; and for all
1 <4 < k there exists words 2/, z/' and pair of letters (a;, b;) € I satisfying

1) ™7

/ 1 / "
zi = z;a;b;z; and zip1 = z;bia;z;
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Thus, two words are equivalent by =; if one can be obtained from the other by
successive commutation of neighboring independent letters. For a word = € ¥*
the equivalence class of x under =; is defined as [z|; £ {y € ¥* | z =; y}.

Example 5.13 (Mazurkiewicz Traces). Consider ¥ = {a,b,c,d} and the inde-
pendence relation I = {(a,d)(d,a)(b,c)(c,d)}, we have:

[baadcb); = {baadch, baadbe, badacb, badabe, bdaach, bdaabc}

As explained above, several linearizations of the causality relation build the
same test case, therefore they can be seen as equivalent under some relation and
we only need one representative for each class. It is shown by Rozenberg and
Salomaa [RS97] that every (Mazurkiewicz’s) trace has a unique normal form
(every trace in the equivalence class has the same one). Different linearizations
having the same normal form, construct the same test case.

We have seen that the order between concurrent events or output events in
immediate conflict does not change the test cases constructed by Algorithm 3,
but immediate conflict between inputs and causality does. We propose the
following independence relation:

Is 2 (E x E)\(SU ((E™™ x ET") n#"))

For constructing a test case, we need to consider only the normal form of all
the possible linearizations (one representative per equivalence class) and there-
fore the cardinality of the test suite is bounded by the number of equivalence
classes under =j,.

Theorem 9. Let £ = (E,<,#,)\) € ES(L) and Ry € [Ri]1s for some lin-
earization Ry of <. Algorithm 3 generates the same test cases with both R1 and
Rs.

Proof. Let T1 = (E1,<1,#1,A1) and To = (Ea, <o, #2, \2) the test cases ob-
tained by linearizations R1, Ro respectively and suppose Je € F; : e & Es. Since
e was removed from 7T, then either: (i) 3¢’ € EI™ : e'Raoe Ae #” €'; or (ii)
Je’ € (e) : €’ ¢ Ey. If (i), Assumption 2 implies e € EZ™, thus (e,e’) & I. Since
Ri1 =15 Ra, R1 cannot reverse the order between e and e’ and ¢'Rqe. €’ € EI"
implies that there is not a smaller event (w.r.t Rs) that prevents it to be part
of the test case, and this is also the case in R; because they are equivalent. We
can conclude that ¢’ € ET™ and since e #” ¢’ and e'R e, it follows that e & Ey,
which contradicts the hypothesis. If (ii), then Je” € EZ" : "Rae’ Ne” #" €
and the analysis is similar to (7). O

Corollary 1. Let K = |[(ET™ x ET™) N #"|, then Algorithm 3 needs to be run
only 2% times to obtain a test suite that covers the prefiz.

Proof. Since K is the number of equivalence classes for all the possible lineariza-
tions of <, the result is immediate using Theorem 9. O

The corollary above gives an upper bound in the number of test cases needed,
however there may still be some redundancy in the test suite.
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Figure 5.9: An event structure with three inputs in immediate conflict

Example 5.14 (Redundant Test Cases in a Test Suite). Consider the event struc-
ture from Figure 5.9 with iq,is,is € ET™ and linearizations of the causality re-
lation R =1 - il 'i2'08'i3~06'i4~05'07 andR’ =1- i1 '08'i2'05'i3~06'i4~07.
The normal form of both R and R’ is (L)(i1)(i2)(i3)(i4) (05060708), meaning
that the order of os,0g,07,08 is not really important for constructing the test
case. For any linearization of the causality relation, its normal form is one of
the followings:

Ri = (L)(i1)(i2)(i3) (i) (05060708) Rz = (L)(i1)(i2)(ia)(i3)(05060708)
Rs = (L)(i1)(i3)(i2) (ia) (05060708)  Ra = (L)(i1)(i3)(ia)(i2)(05060708)
Rs = (L)(41)(ia) (i2)(i3)(05060708) Re = (L)(i1)(74)(i3)(i2)(0506070s)

However, linearizations Ry and Ro lead to the same test case (the same happens
for R3, R4 and Rs, Re). This is due to the fact that once we add an input event
to the test case, all the other inputs that are in immediate conflict with it will
not be added, and their order is irrelevant. Linearizations Rq,R3 and Ry are
sufficient to cover the specification.

Next section proposes a SAT encoding of test cases that not only removes this
redundancy in the test suite construction, but it also takes care of uncontrollably
problems.

5.2.5 SAT Encoding of Test Cases

Test cases cannot be constructed directly during unfolding time as some needed
information may not be available in the current unfolding prefix.

Example 5.15 (Test Case Generation During the Unfolding Procedure). Suppose
one wants to unfold a system which complete unfolding is given by Figure 5.10
and suppose the current prefiz only contains events i1 and o1. When we compute
the possible extensions, we obtain is,i3 and we already know they are in imme-
diate conflict and only one of them can be part of the test case. If we only have
i1 in the prefix, the possible extensions are is,01. If we select io, this prohibits
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adding i3 in the future as it adds immediate conflict between inputs, however,
this information is not available at the moment of selecting between io or o07.

Figure 5.10: Test case generation during the unfolding procedure.

In order to avoid this problem and the redundancy mentioned in Exam-
ple 5.14, we propose to use a SAT encoding which also solves controllability
problems. We use a SAT variable . for each event e, thus we need an event
structure with a finite number of events (see Section 5.3 for information about
how to obtain a finite prefix of the unfolding). We construct a SAT formula
where each solution represents a test case, i.e. a solution assigning 1 to variable
e means that event e belongs to the test case, while assignment 0 means that
it does not.

As test cases preserve causality, whenever the condition of an event is true,
the condition of every event in its past should also be true. In addition, for each
pair of immediate conflict between inputs, exactly one of them can belong to the
test case. We intend the test suite to cover the whole prefix, therefore the test
cases should be maximal in the sense that adding any event should violate the
causal precedence or non immediate conflict between inputs properties. Since
immediate conflicts between inputs and outputs are not accepted in the speci-
fication, an output of the specification does not belong to the test case only if
one of the events in its past does not belong either. The same is also true for
internal events. In the case of an input event, if it does not belong to the test
case, it should either violate the causal precedence property, or introduce im-
mediate conflicts between inputs forbidden by Definition 5.1. These restrictions
are captured by the conjunction of the following SAT formulas for each event.

Vee F : /\(pe:><pf (5.1)
f<e
Ve € ET" /\ e V g (5.2)
e
Ve € (ECUET): —p, = /\ —pr (5.3)
f<e
Vee B —p. = (\/ ~or Vv \/ o) (5.4)
f<e f#7e

Example 5.16 (SAT Encoding of the Travel Agency). Consider the event struc-
ture of Figure 5.11. The SAT formula contains the following constrains for
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events eqg and eqg
(5069 = (Pey Npey NpL)) A (_‘<Pe7 \ _'<,0e9) A (ﬁ@eg = (e, Ve, Vo1 V 9067))

(Qpew = (9069 N Pey N Pey A LlDJ-)) A (ﬁ(pelo = (ﬁ(peg V 2Pe, V e, V ﬁL)DJ_))
The complete SAT formula reduces to

PLNPey N Pey N Peg N Pey N Peg N Peg N ((9067 N Peg N TPeqg N TPy N _“Peu) N
(_‘<Pe7 A _‘<1068 A 9069 A 90610 A @611))

which is satisfiable by the two assignments

PL = Per = Pex = Peg = Pes = Pes = Peg = Peg = Perg — Pern — 1,
Per = Pes = 0

SOJ_ = <)0€1 = %062 = <)0€3 = %064 = g0€5 = ()066 = g0€7 = ()Oeg = 17
(1069 = <)0€10 = Pe; = O

which represent the test cases Tg and Tg respectively.

Example 5.17 (Avoiding Redundancy by SAT Encoding). Consider the event
structure of Figure 5.9. The constraints generated by Equation 5.2 imposes that
exactly one between ey, Pey, Pe, s equal to 1. The SAT formula has three
solutions representing the only necessary test cases, avoiding the redundancy
seen in Example 5.1/.

We will use this SAT encoding in Appendix B for the generation of test
cases for several examples and show its efficiency when partial order semantics
are used.

5.3 Test Selection

While sufficient conditions for soundness and exhaustiveness of test suites have
been given, exhaustive test suites are usually infinite or contain infinite test
cases, while in practice, only a finite number of test cases can be executed.
Hence we need a method to select a finite set of relevant test cases covering as
many behaviors as possible (thus finding as many anomalies as possible), while
preserving soundness.

In the ioco framework and its extensions, the selection of test cases is
achieved by different methods. Tests can be built in a randomized way from a
canonical tester, which is a completion of the specification representing all the
authorized and forbidden behaviors [Tre96b]. Closer to practice is the selection
of tests according to test purposes, which represent a set of behaviors one wants
to test [JJO5]. Another method, used for symbolic transition systems for in-
stance, is to unfold the specification until a certain testing criterion is fulfilled,
and then to build a test suite covering this unfolding. Criteria for stopping the
unfolding can be a given depth or state inclusion for instance [GGRT06].



5.3. TEST SELECTION 83

5.3.1 Coverage Criteria Based on Cut-off Events

We propose testing criteria based on the structure of the specification. This cri-
teria includes all-transitions and all-states criteria [GS04] where each transition
or state of the specification must be covered by at least one test case. Other
criteria include covering every loop or cycle a fixed number of times or every
possible path, however the latter is usually impossible to achieve in practice.

The entire behavior of a Petri net is captured by its unfolding, but this
unfolding is usually infinite both in depth and breadth. Infinite depth needs
infinite test cases to cover every path while infinite breadth needs an infinite set
of (possible finite) test cases. There are several different methods of truncating
an unfolding and then avoiding both infinite test cases and test suites. The
differences are related to the kind of information about the original unfolding
one wants to preserve in the prefix. The algorithm for constructing a finite
prefix [McMO95] depends on the notion of cut-off event: how long the net is
unfolded. Our aim is to use such a prefix to build test cases, therefore obtaining
a finite prefix can be seen as defining a testing criterion.

Theorem 6 shows that if the information about the produced outputs (and
quiescence) is preserved in the test cases, we can prove the soundness of the
test suite. Hence we aim at truncating the unfolding following a specific cri-
terion, while preserving information about outputs and quiescence. In order
to preserve this information, we follow [GGRTO06] and modify the finite prefix
algorithm [McM95] adding all the outputs from the unfolding that the prefix
enables. As there exists no cycles of outputs in the original net, this procedure
terminates, yielding a finite prefix. The procedure to compute the quiescent
closure of a finite prefix (denoted by Fin®) is described by Algorithm 4.

The algorithm takes as an input a net and a notion of cut-off or termination
(when to cut a branch). It starts from an empty prefix (as in the case of the
unfolding algorithm) and at each iteration computes the possible extensions of
the current prefix. If a possible extension is such that it is not in the future
of a cut-off or terminal event, the event is added to the prefix, if not, it is
removed from the possible extensions, i.e. events in the future of a cut-off event
are not added in the first unfolding loop. Once the net is unfolded into a finite
prefix, for every maximal (w.r.t set inclusion) configuration of the prefix enabling
outputs events, those events are added to the prefix. The latter assures that
the produced outputs of the prefix and the unfolding coincide and it is used to
show that the test suite obtained from such prefix is sound.

Algorithm 4 is parametric on the cutting criterion: if we change the notion
of cutting event, the finite prefix obtained is different. As in [JM99] where the
complete test graph contains all test cases corresponding to the test purpose,
each of these prefixes contain all the test cases corresponding to its correspond-
ing testing criterion. We propose three cut-off notions corresponding to different
testing criteria.

All Paths of Length n Criterion. The first cut-off notion we present de-
pends on the height of an event, defined as the length of the longest causality
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Algorithm 4 Quiescent closure of a finite prefix

Require: A Petri net N = (P, T, F,\, My) where My = {p1,...,pn}, and a
cut-off predicate on events

Ensure: A finite prefix Fin® of the unfolding U of net N such that Vw €
traces(Fin®) : out,.(Fin® after, w) = out, (U after, w)

1: Fin® = {(L,0), (po, L), ..., (pn, L)}

2: pe := PE(Fin®)

3: cut-off := ()

4: while pe # () do

5: choose an event e = (¢,C) in pe

6: if [e] N cut-off = ) then

7 append to Fin® event e and a condition (p, e) for every place p in ¢°
8: pe := PE(Fin®);

9: if e is a cut-off event of Fin® then
10: cut-off := cut-off U {e}
11: else
12: pe := pe\{e}
13: pe := PE(Fin®)
14: while 3(¢,C) € pe : t € T"* do

15: choose an event e = (t,C) in pe such that t € TOu*
16: append to Fin® the event e and a condition (p, e) for every place p in t*
17: pe := PE(Fin®);

return Fin®

chain containing this event. It defines a selection criterion similar to the criterion
“all paths of length n” defined in [GGRTO06].

Definition 5.7 (Height of an Event). For a branching process Fin, define the
height of an event e in F'in recursively by

0
1+ max(H(e"))

e'<e

L
L

The following criterion generates a prefix where the height of any event is
at most n.

Definition 5.8 (n-Cut-oftf Events). Let F'in be a branching process. An event e
is an n-cut-off event iff H(e) = n.

Example 5.18 (All Paths of Length n Criterion). Figure 5.11 shows a finite prefix
of the travel agency unfolding E,4 using an “all path of length 3”7 criterion. The
events in Sy are those marked as cut-off (their height is 3). During the first
while condition of Algorithm 4 (lines 4-12), only events L, eq,eq,es,eq,e7,€9
are added. In this prefix, the mazimal configuration {1, ey, es, es,eq,e7} enables
outputs pri;, data; and 'pri,. The second while condition (lines 13-17) builds
the quiescent closure by adding output events in Ss.
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Fin,,

Figure 5.11: All paths of length n criterion.

This criterion allows us to build test cases that cover all paths of height
n, however, the pertinent n to be chosen is up to the tester. Notice that the
behavior of the system consists usually of infinite traces, however, in practice,
these long traces can be considered as a sequence of (finite) “basic” behaviors.
For example, the travel agency offers few basic behaviors: (i) logging in; (ii)
selection of insurance; and (%ii) selection of tickets. Any “complex” behavior of
the agency is built from such basic behaviors. The longest length of these basic
behaviors can be chosen as a pertinent length to unfold.

Inclusion Criterion. From the observation that a specification generally de-
scribes a set of basic behaviors that eventually repeat themselves, another nat-
ural criterion consists in covering the cycles of the specification. We define a
criterion allowing to cover each basic behavior at least once, using a proper
notion of complete prefix [McM95].

Definition 5.9 (Complete Prefixes). A branching process 8 of an Petri net N
is complete if for every reachable marking M there exists a configuration C in
B such that:

1. Mark(C) =M (i.e. M is represented in 3), and

2. for every transition t enabled by M there exists C' U {e} € C(B) such that
e s labeled by t.

The first condition in Definition 5.9 implies that every complete prefix covers
every state of the system, i.e. it assures a all-states coverage; while the second
condition assures all-transitions coverage.

Note that the completeness of a prefix does not imply that the information
about outputs and quiescence is preserved, so Algorithm 4 still needs to add
outputs to build its quiescent closure.
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Nl Fing FZTL?

Figure 5.12: A Petrinet A/, a complete finite prefix Fin and its quiescent closure
Fin®.

Example 5.19 (Complete Prefixes and Produced Outputs). The prefiz Finy of
the unfolding of net N1 from Figure 5.12 is complete, however the expected
outputs are not part of the prefix. Output oy is produced by N1 after is and iq4,
but this is not the case in Finy, i.e. 01 & out.(Finy after, (iz co is)) = {0}.
The quiescent closure Fin{ adds all the necessary outputs.

The following cut-off notion corresponds to the inclusion criterion presented
in [GGRTO06]; the unfolding can be truncated when the current event being
unfolded generates a marking that was already seen in the current branch.

Definition 5.10 (Inclusion Cut-off Events). Let Fiin be a branching process. An
event e is an inclusion cut-off event iff Fin contains an event ¢ < e such that
Mark([e']) = Mark(le]).

Ipri; priples]  lprifEwf---------------2

Ipri?

ldata; ?sel, -—- ?sely  ?sel, f -—- ?sely  ?sely -—- ?sel,
Sh
?sel; [ed] prip ‘ —---fn iy BB ‘ N | ‘ -
Ipri} Ipri? Ipri; Ipri? Ipri; Ipri?
Ipri;
ldata;

Figure 5.13: Inclusion criterion.
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Example 5.20 (Inclusion Criterion). Figure 5.13 shows the output closure of the
finite prefiz obtained using the inclusion criterion for the net Nog. The colored
events in Sy, i.e. el et ely, el el ek el ed, are marked as cut-off. Colors
relate cut-off events with the corresponding smaller event generating the same
marking, for example ey < e} and Mark([e4]) = Mark([e}]). As in the case of
all path n criterion, some outputs need to be added to the prefiz: e} is marked
as a cut-off, but the output event e} is also part of the prefir.

The finite prefix obtained using the inclusion cut-off notion is complete and
therefore includes all-transitions and all-states coverage. However as it is shown
in [ERV02], it is not necessarily the minimal complete prefix.

Example 5.21 (Minimal Complete Prefixes and Testing). Figure 5.1/ presents
a Petri net Ny together with the finite prefix Fing obtained using the inclusion
criterion. Esparza et al. [ERV02] proposed an improvement to the finite com-
plete prefix algorithm, to obtain a (potentially) smaller prefiz, as it is the case of
Finly. Smaller complete prefizes can lead to exponential reductions in verifica-
tion techniques, however, in testing, smaller prefixes reduce the testing power of
the test suite. Consider Ny as the specification of the system and an implemen-
tation which accepts Tis, but after, it refuses 7iz. Clearly this implementation
is non conformant w.r.t any of our conformance relations (where we do not as-
sume input-enabledness). The test suite obtained from prefix Finl, after solving
immediate conflict between inputs is {?i1-7i3, 741714, 7i2}. The implementation
does not fail the test suite as the trace 7ig-7i3 is never tested and non confor-
mance is not detected. The test suite obtained from Fing contains 7iy-7i3 and
therefore it detects the refused input.

N2 Finy Fin),

Figure 5.14: Minimal complete prefixes and testing.

k-inclusion Criterion. A natural extension of the previous criterion consists
in traversing each basic behavior a fixed number of times. We present below the
k-inclusion criterion which together with Algorithm 4 leads to a complete prefix
representing each basic behavior at least k£ times in each branch and preserving
outputs and quiescence.
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Definition 5.11 (k-Inclusion Cut-off Events). Let Fin be a branching process.
An event e is a k-inclusion cut-off event iff Fin contains a family of k events
{ei}i<k such that e; < e;y1 < e and Mark([e;]) = Mark([e]) for 0 <i < k.

Obviously a 1-inclusion cut-off event is an inclusion cut-off event in the sense
of Definition 5.10. As the k-inclusion criterion extends the prefix obtained by
the inclusion criterion, clearly this prefix is also complete and therefore assures
all-transitions and all-states coverage.

5.3.2 Soundness of the Test Suite

We have shown how to obtain a finite prefix of the unfolding that not only
reduces the size of both test cases (avoiding infinite paths) and the test suite
(avoiding infinite branchings), but it also covers a significant part of the specifi-
cation behavior. The following result is central and will help proving soundness
of the test suite constructed from the prefix.

Theorem 10. Let N be a net, U its unfolding and Fin® the quiescent closure
of one of its prefizes obtained either by the k-inclusion’ or the all paths of length
n criterion and Algorithm /, then

1. traces,(Fin®) C traces,(U)
2. Vw € traces, (Fin®) : out.(Fin® after, w) = out.(U after, w)

Proof. 1) is immediate since Fin® is a prefix of &. 2) The second loop of
Algorithm 4 adds every output which is enabled by the current prefix, therefore
it only removes outputs if an input in their past was also removed. As only
the outputs produced after the traces of Fin® are considered, the result is
immediate. O

We can now prove the main result of this section: the test suites constructed
based on the k-inclusion or the all paths of length n criterion are sound.

Theorem 11. Let U be the unfolding of the specification of a system and Fin®
the quiescent closure of one of its prefizes obtained by Algorithm 4. Any test
suite constructed by Algorithm 3 or the SAT encoding and Fin® is sound w.r.t
wsc-10co.

Proof. By Theorem 6, we need to prove that any trace of a test case T is a
trace of the unfolding (which is trivial as 7 is a prefix of Fin® and therefore
of U) and that outputs and quiescence produced after any trace of such a test
are preserved. The events of Fin® that are added to 7 by Algorithm 3 or
the SAT encoding are those whose past is already in 7 and which are not in
immediate conflict with its inputs. An output cannot be in immediate conflict
with an input by Assumption 2, so all the outputs from Fin® whose past is
already in 7 are added. This implies that all the outputs of Fin® after a trace
of the test case are preserved and by Theorem 10 we have Vw € traces,(7) :
out, (7 after, w) = out,(Fin® after, w) = out,.(U after, w). O

IThis criterion includes the inclusion criterion.
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5.3.3 Comparing Different Criteria

Example 5.21 shows that different prefixes may lead to smaller test suites, but
which have less testing power. We need therefore a way to compare the testing
power between prefixes. We can follow the k-inclusion criterion and consider
the number of times a marking is covered as a measure for the quality of the
test suite, however this does not consider the “cost” of executing such test suite.
To measure the quality of a prefix, we propose to balance between the testing
power and the size of the prefix.

We define the coverage of a configuration as the number of times its corre-
sponding marking is represented in any proper subset:

Cov(C) 2 |{C' ¢ C | Mark(C) = Mark(C")}|

In order to take into account the “cost” of executing a larger prefix to increase
the coverage of its configuration, we also consider in the quality of a configura-
tion the number of events of the prefix:

oV 2

Let Q(€) denote the set of maximal (w.r.t set inclusion) configurations of £. The
quality of a prefix is defined as the smallest quality of its maximal configurations.

Definition 5.12 (Quality of a Prefix). Let Fiin be a finite prefiz of the unfolding,
we define the quality of Fin as

QFin) = CE%I(i?m) A

Example 5.22 (Testing Quality of a Prefix). Consider the net N3 from Fig-
ure 5.15 and the two finite prefizes of its unfolding Covy and Covy obtained
by the 1-inclusion and 2-inclusion criteria respectively. The coverage of each
maximal configuration in Covy is equal to 1 and then Q(Covy) is 1/5=0.2. In
order to obtain a coverage equal to 2, we need to add four events to Covs, thus
Q(Covy) = 22/13 2 0.3. The number of events that need to be added to obtain
a coverage of 3 in maximal configurations is too big (48 new events) and reduces
the quality of the prefiz, i.e. Q(Covz) = 32/61 ~ 0.14, where Covs is the prefiz
obtained by a 3-inclusion criterion.

The fact that a large number of events needs to be added in the unfolding to
increase the coverability of maximal configurations is one of the disadvantages
of unfoldings. There exist other ways to unfold the net to avoid such kind of
explosion (for example merged processes [KKKV06]). However, this condensed
way of representing the unfolding of the system comes at a price, for example,
identifying its configuration its not straightforward as merged processes usually
contain cycles.
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€5

N3 Covy Covy

Figure 5.15: Testing quality of a prefix.

5.4 Conclusion

This chapter introduced a complete testing framework for concurrent systems
based on a centralized testing architecture, i.e. global control and observation
of the system is assumed.

We introduced the notion of global test cases which allow concurrency in the
tests. However, in practice, such global test cases are not meant to be actually
executed globally, they would rather be projected onto the different processes
to be executed locally, in order to make the observation of concurrency possible.
Our approach here is to study the testing problem from a centralized point of
view, as a basis to the distributed testing problem: the global conformance rela-
tion (co-ioco) is the relation we want to test with local control and observation
(see Chapter 6), and the global test cases are the basis for the construction of
local tests. We showed that in general, global test cases are not only smaller
that local test cases, but also than the number of global test cases in a test suite
is usually smaller than the number of local test cases. This is due to the fact
that interpreting concurrency by interleavings introduces controllability prob-
lems that need to be solved by the test case generation algorithm.

Since global test cases are not meant to be executed globally, we did not
define a notion of test execution, but we rather consider the situations where the
interaction between the tester and the implementation is not possible in order
to define verdicts that allow to decide conformance. Based on this interaction,
we gave sufficient conditions for a test suite to be sound and exhaustive.

We gave two algorithms to construct global test cases: the fist one iteratively
adds events to the test case while they do not introduce immediate conflict be-
tween inputs in the test case. Even if this algorithm takes as an input a lin-
earization of the causality relation, we showed that the number of linearizations
needed to cover the specification is exponential only in the number of direct
conflicts between inputs which is usually considerably smaller than the number
of all possible interleavings. However, this algorithm still generates redundant
test cases: several linearizations can produce the same test case. In order to
solve this, we proposed a second algorithm based on a SAT encoding of the test
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cases.

The termination of both algorithms depends on the finiteness of the event
structure that is used as an input (which is a prefix of the unfolding of the
specification). We defined different criteria to construct finite prefixes of the
unfolding and which can be seen as testing criteria. Defining testing criteria is
necessary for covering certain behaviors of the system during the testing process
since covering all is not usually possible (executing exhaustive test suites is not
usually possible in practice since exhaustive test suites are usually infinite).
Finally we showed that the test suite constructed by any of the defined criteria
is sound and we proposed a definition of coverage to compare them.






A Distributed Testing Framework

Chapter 5 explains how to construct a global tester which controls and observes
the whole system, however, global observation of the system cannot always be
achieved and the testing process needs to be distributed. It is known that,
in general, global traces cannot be reconstructed from local observations (see
for example [BGMKOT7]), reducing the ability to distinguish different systems.
There are three mainly investigated solutions to overcome this problem: (i)
the conformance relation needs to be weakened considering partial observation;
(i) testers are allowed to communicate to coordinate the testing activity; (74i)
stronger assumptions about the implementations are needed.

6.1 Conformance in Distributed Architectures

According to the three directions mentioned above, the following solutions have
been proposed for testing global conformance in distributed testing architec-
tures.

(i) Hierons et al. [HMNOS] argue that when the implementation is to be used
in a context where the separate testers at the PCOs do not directly communi-
cate with one another, the requirements placed on the implementation do not
correspond to traditional conformance relations. In fact, testing the implemen-
tation using a method based on standard relations, such as ioco, may return
an incorrect verdict. The authors of [HMNOS] consider different scenarios, and
a dedicated conformance relation for each of them. In the first scenario, there
is a tester at each PCO which is independent from every other tester. In this
scenario, it is sufficient that the local behavior observed at a PCO is consistent
with some global behavior in the specification: this is captured by the p-dioco
conformance relation. In the second scenario, a tester may receive information
from other testers, and the local behaviors observed at different PCOs could
be combined. Consequently, a stronger implementation relation called dioco,

93
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is proposed. They show that ioco and dioco coincide when the system is
composed of a single component, but that dioco is weaker than ioco when
there are several components. Similar to this, Longuet [Lonl2] studies different
ways of globally and locally testing a distributed system specified with Message
Sequence Charts [HT03], by defining global and local conformance relations.
Moreover, conditions under which local testing is equivalent to global testing
are established under trace semantics.

(i) Ulrich and Konig [UK99] propose a testing architecture where different
testers are placed at each PCO. Those testers communicate via synchroniza-
tion events and they assume that internal communication between processes is
observable (grey-box testing). They also discuss several examples where these
assumptions can be relaxed. Jard et al. [JJKV98] and Kang and [KK97] propose
a method for constructing, given a global tester, a set of testers (one for each
PCO) such that global conformance can be achieved by these testers. However,
they also assume that testers can communicate with each other in order to co-
ordinate the testing activity. In addition, Jard et al. consider the interaction
between testers and the implementation as asynchronous.

(#i2) Bhateja and Mukund [BMO8] propose an approach where they assume
each component has a local clock and they append tags to the messages gen-
erated by the implementation. These enriched behaviors are then compared
against a tagged version of the specification. Hierons et al. [HMN12] make the
same assumption about the existence of local clocks. If the clocks agree exactly
then the sequence of observations can be reconstructed. In practice the local
clocks will not agree exactly, but some assumptions regarding how they can differ
can be made. They explore several such assumptions and derive corresponding
implementation relations.

This chapter proposes a formal framework for distributed testing of concur-
rent systems specified as network of automata, without relying on communica-
tions between testers. As networks of automata cannot model weak concurrency,
we consider co-ioco as the global conformance relation to be tested. We show
that some, but not all, situations leading to non global conformance can be
detected by local testers without any further information about the other pro-
cesses. Moreover we prove that when vector clocks [Fid88, Mat89] are used,
the information held by each process suffices to reconstruct the global traces of
an execution from the partial observations of it at each PCO, and that global
conformance can thus be decided by distributed testers.

6.2 Modeling a Distributed System

A sound software engineering rule for building complex systems is to divide
the whole system in smaller and simpler processes, each solving a specific task.
This means that, in general, complex systems are actually collections of simpler
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Figure 6.1: Network of automata of a travel agency.

processes running in parallel. We use automata (labeled transition systems
with a finite set of states) to model local behaviors, while global behaviors are
modeled by a collection or network of automata. We show that networks of
automata are captured equivalently by Petri nets where explicit representation
of concurrency avoids the state space explosion produced by interleavings.

We consider a distributed system composed of n processes that communicate
with each other over synchronization or communication actions and where the
local model of a process is defined as a deterministic finite automaton. Several
processes can communicate over the same communication action, but observable
actions from different processes are disjoint', i.e. processes only share commu-
nication actions.

Example 6.1 (Network of Automata). Figure 6.1 shows a network of automata
with three processes that jointly represent the behavior of a travel agency and
which synchronize over the action sync.

From Automata to Nets: Given an automaton £ = (@, L, A, qp), its trans-
lation to a Petri net Nz = (P, T, F, A\, Mp) is immediate: (i) places are the states
of the automaton, i.e. P = Q; (ii) for every transition (s;,a,s;) € A we add
t to T and set *t = {s;},t* = {s}} and A(¢) = a; (%i) the initial state is the
only place marked initially, i.e. My = {qo}. By abuse of notation, we make no
distinction between £ and N.

The joint behavior of processes L1, ..., L, is modeled by Nz, x --- x N,
where X represents the product of labeled nets [Fab06] and we only synchronize

L Action a from process £; is labeled by a; if necessary.
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on communication transitions (which are invisible for the environment and thus
labeled by 7).

Definition 6.1 (Product of Nets). Consider two nets Ny = (P, T, F, A\, My) and
No = (P, T, F', N, M}) and S the set of synchronization actions. The product
N1 x Ny and associated projections m; : N1 x Ny — N are defined as follows

o P = {(p,%) | p1 € PYyU{(x,p2) | po € P'}: disjoint union of places,
mi(p1,p2) = i if pi # * and it is undefined otherwise,

o the transition set T is given by

{(t1,%) [ t1 € T, A\ (1) € S}
{(*, tz) | to € T/, )\/(tg) Q S}
{(t1,t2) € T X T | AM(t1) = N (t2) € S}

T

ccCl

mi(t1,te) = t; if t; £ and it is undefined otherwise,

e the flow F is defined by *t = 77 (*m(t)) Uy H(*ma(t)) and analogously
for t*, assuming *m;(t) = m;(t)* = 0 if m; is undefined at t,

o )\ is the unique labeling preserved by m;,
o Mo =m;'(Mo)Umy ' (M)

Product of nets prevents the state space explosion problem, as the number
of places in the final net is linear w.r.t the number of components while product
of automata produces an exponential number of states. This product allows to
distinguish processes by means of its projections and when there are n processes,
it generates a distribution function D : PUT — P({1,...,n}) that relates each
place and transition with its corresponding automata [vGGSU12]. In the case of
communication actions, the distribution relates the synchronization transition
with the automata that communicate over it. A net together with a distribution
is called a distributed net. The unfolding of a distributed net is also distributed
and it inherits its distribution, i.e. Vo € BU FE we have D(z) = D(p(z)). By
abuse of notation we make no distinction between the distribution in the original
net and its unfolding.

Remark 5. As different processes are deterministic and they only share commu-
nication actions, the net obtained by this product is deterministically labeled.

Example 6.2 (Distributed Net). Figure 6.2 shows the net obtained from the
network of automata in Figure 6.1 and its distribution D represented by colors.
The transition corresponding to action ?log corresponds to the server process,
i.e. D(t1) = {ser}, while communication between the processes is converted into
a single transition to with D(ty) = {ser,ins,tick}. This net adds places ro, qo
to the travel agency net Nyg of Figure 5.1 on page 28, however the behaviors of
both nets are equivalent, i.e. they unfold into the same event structure £,y of
Figure 3.3 on page 32.
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Figure 6.2: A distributed Petri net.

In a distributed net obtained from a network of automata, accepting an input
or producing an output is decided locally, i.e. the structure of the net obtained
by this product is such that inputs and outputs are controlled (enabled) by a
single process.

Proposition 5. For every process N obtained from an automaton we have
YVt € T : |*t| = 1. In the net obtained by the product between processes, this
property is only violated by communication transitions. Therefore, any input or
output event is enabled by exactly one place.

Proof. Immediate from construction of Nz and Definition 6.1. O

Remark 6. The result of Proposition 5 is inherited by the unfolding of the net,
i.e. every input or output event e is such that |®e| = 1.

The unfolding U of a distributed net together with its distribution D allow
to project the system over a single process by just considering the conditions
and events in that process, i.e. conditions and events of projection U, are
{be B|de D)} and {e € E | d € D(e)} respectively. Similar to this, given
an execution 77 and an observation w of the unfolding, we can project them over
a given process d, the resulting projections are denoted by 74 and wg.
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The notion of configuration represents the current global state of the system;
in the case of a distributed system, the global state (configuration) is represented
by the local state of each process.

Remark 7. In a distributed system, every configuration C' of the unfolding gen-
erates a cut C* = {q1,...q,} where each qq represents the current state of the
d" process.

Consider a given cut C* = {q1,...,¢,} and the configuration Cy of process
d such that C§ = {g4}. An event which is not enabled in Cy cannot be enabled
in C, i.e. an event which is not locally possible is neither globally possible. The
following result is central and will help proving that global conformance can be
achieved by local testers.

Proposition 6. Let C (respectively Cy) be a configuration of a distributed sys-
tem (respectively of the process d) with the corresponding cut C* = {q1,...,qn}
(respectively C = {qq}). Then:

1. if %ig & poss(Cy), then ?ig & poss(C),
2. if log & out(Cy), then for all lw € out(C) we have lwg # log.

Proof. If an input or output event is not enabled in configuration Cy, then there
is no token in condition g4 (see Remark 6). This absence prohibits such an event
not only to be enabled in Cy, but also in C. O

Notice the distinction between possible inputs and produced outputs. When-
ever the system reaches a configuration C' that enables input actions in every
component, i.e. 7y € poss(Cy) for all d € {1,...,n}, from the global point of
view, not only ?7i; co ... co ?i, is possible for the system, but also every single
input, i.e. 7ig € poss(C). The same is not true for produced outputs. Consider
a system that enables output !og in process d, leading to a quiescent configura-
tion in that process, i.e. log € out(Cy). If other components also enable outputs
actions, log € out(C) as the global configuration after log is not quiescent.

Example 6.3 (Global System and its Projections). Figure 6.3 shows the unfolding
of net /\/Zg and its projection Uy, over the ticket provider process. In the
global system, each input and output is enabled by one condition, for example
*eg = {q1}, while communication events can have more than one condition in
their preset as it is the case of e, i.e. *ea = {s1,70,q0}. Consider the reached
configuration after logging in, synchronizing the processes and selecting a train,
i.e. C'={L1,e1,ea,e9}, which generates the cut C* = {sq,7r1,q3}, i.e. after this
trace, the ticket provider process is in state qs. After this trace, it is not possible
to select a plane in the ticket provider process, i.e. 7sel, & poss({gs}), and thus
it is neither possible in the whole unfolding, i.e. 7sel, & poss(C). The output
Ipri, is not produced in {gs} and thus it cannot be a projection of any output
produced by the whole unfolding, i.e. out(C) = {!pri} co !datas,!pri? co \datas}
and 'pri, # (\pri} co \datas)tick, 'pri, # (\pri; co datas)iick-
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Figure 6.3: The unfolding of a distributed net and one of its projections.
6.3 Distributing Global Conformance

In this section we show how global conformance can be tested by placing a local
tester at each PCO. We have seen that non conformance of the implementation
is given by the absence of a given input or an unspecified output or quiescence
in a configuration of the implementation. In a distributed system, a configu-
ration defines the local state of each process as shown in Remark 7, thus, non
conformance of a distributed system is due to one of the following reasons:

(NC1) An input which is possible in a state of a process in the specification is
not possible in its corresponding state in the implementation,

(NC2) A state of a process in the implementation produces an output or a &
action while the corresponding state of the specification does not,

(NC3) The input (respectively output) actions that the configuration is ready
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to accept (respectively produce) are the same in both implementation and
specification, but they do not form the same partial order, i.e. concurrency
is added or removed.

6.3.1 Detecting Non Conformance Locally

The observations collected at each PCO are rich enough to detect non confor-
mance resulting from (NC1) and (NC2), i.e. those situations can be locally
tested under co-ioco by transforming each component into a net as it is shown
by the following result.

Theorem 12. Let 8,7 € ES(L) be respectively the specification and implemen-
tation of a distributed system, then I co-ioco S implies that for every process
de{l,...,n}, Z; co-ioco Sy.

Proof. Assume there exists d € {1,...,n} for which =(Z; co-ioco S;), then
there exists o € traces(Sy) such that one of the following holds:

(i) There exists 7 € poss(Sy after o), but 7i & poss(Zy after o). Consider
the global trace of the specification w = (?¢)s which enables input 7 in S, i.e.
?i € poss(S after w). As ?i is not possible in Zy, by Proposition 6 we have
71 ¢ poss(Z after w), and therefore ~(Z co-ioco S).

(ii) There exists lo € out(Zy after o) such that lo & out(S, after o). Con-
sider the global trace of the implementation w = (lo)z which enables lo in Z, i.e.
there exists lw € out(Z after w) such that lwy = lo. As lo is not enabled in Sy,
by Proposition 6 we know that !o cannot be enabled after w in S. Therefore,
lw ¢ out(S after w) and =(Z co-ioco S).

(iii) 6 € out(Zy after o), while § ¢ out(S; after o). Consider a trace
w which performs exactly the actions of o in process d and takes every other
process to a quiescent configuration (such trace always exists by Assumption 1);
we have § € out(Z after w). As the reached configuration in S; after o is
not quiescent and w performs exactly the actions of ¢ in that process, the
specification enables some output in process d which is also enabled at the
global level and ¢ ¢ out(S after w), therefore =(Z co-ioco S). O

Example 6.4 (Detecting Non Conformance Locally). Figure 6./ shows possible
implementations of the ticket provider process given as automata and their cor-
responding unfoldings as event structures while the specifications of the ticket
provider Uy;er, and whole system Z/I(;g are displayed in Figure 0.3. Implemen-
tation ZLycr, removes the possibility of selecting a train ticket, i.e. 7sely &
poss(Ziicr after €). The behavior of this ticket provider interacting with (cor-
rect) implementations of the other processes is shown by I|. As selecting a
train is a possible input in the specification of the ticket provider, we have that
(Zick co-ioco Uicr) and by Theorem 12, we can conclude —~(Zg co-ioco U,,,).
Since the behavior of L{(’lg is isomorphic to the event structure I3 = E,q of Fig-
ure 3.3 and the observable behavior of I and I§ coincide, we obtain the same
result as in Example 3.12. The implementation of the ticket provider I}, . pro-
duces an extra output after selecting a plane, i.e. 'pri € out(Z};., after ?sely),
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while !pri?g & out(Uicr. after ?sel,) and thus —(Zj,, co-ioco Uscr). The joint
behavior of this implementation with the rest of the processes is modeled by T
and by Theorem 12 we have =(Z13 co-ioco U, ). It is easy to see that this
result is correct as one of the outputs produced by Zyo after logging in and se-
lecting a plane ticket is not specified, i.e. out(Z12 after ?log-?sel,) = {!datas co
Ipriy, !datas co !prig} while ldatas co !prif, ¢ out(Uy, after ?og-7sely,).

7sel;

O 7sel; ~ syncJ\ lpri; /\!datai

N\ % _/
qo q1 q2 q3 qa

7sel; T lpri; ldata; ?sel;

Iins

ldata; Ipriy lpri} --- lpri?

13

Figure 6.5: Extra causalities between processes

Example 6.5 (Extra Causalities Between Processes). Theorem 12 gives neces-
sary conditions for testing conformance locally, however even if every process
18 locally conformant, there can be extra dependencies between them that cannot
be detected. Consider the implementation of the insurance provider process Lins
in Figure 6.5 which allows to select the insurance before synchronizing with the
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rest of the processes. This implementation is correct w.r.t the specification Ly
of Figure 6.1 as the observable behaviors of both systems are equivalent (it is
possible to select the insurance and after it, both outputs are produced). Imple-
mentation I3 shows the joint behavior of Z;,s with the rest of the processes.
This implementation is not conformant w.r.t the specification Z/l,’lg as the input
?sely is not possible after just logging in, i.e. 7sel; € poss(b{,’lg after ?log), but
?sely ¢ poss(Ziz after ?log) and thus ~(Z13 co-ioco Uy,).

6.3.2 Adding Time Stamps

The example above shows that global conformance cannot always be achieved
by testing each process locally. This is exactly what happens in situation (NC3).
However, as processes of the implementation need to synchronize during com-
munication, we propose to use such synchronization to interchange some infor-
mation that allows the testers to recompute the partial order between actions
in different processes using vector clocks [Fid88, Mat89].

We assume each process counts the number of interactions between itself
and the environment, and it stores it in a local table with information about
every process where information about other processes may not be updated.
Each process has a table of the form [tsi,...,ts,] and whenever two processes
communicate via synchronization, their local tables are updated. In addition,
we assume that the information of the table of each process is observable at each
PCO by the tester which can also observe the time information of the actions.
This assumptions imply that the tester knows exactly the values of the tables
before proposing an input and the local time in which an output was produced
together with the dependences coming from other processes.

We add the information about the tables to the model, i.e. events of the
unfolding are tuples representing both the actions and the current value of the
table. The unfolding algorithm allows to compute such tables easily: when
event e occurs, the d entry in its table is equal to the number of input and
outputs events from process d in the past of e, i.e. tsq(e) =| [e]N(EZ" W Eut) |.
The unfolding method (Algorithm 2) can be modified to consider time stamps
resulting in Algorithm 5. The behavior of system & where time stamps are
considered is denoted by £%.

Example 6.6 (Time Stamped Unfoldings). Consider the time stamped unfold-
mg Séz of Figure 6.6 where the tables of the form [ins, ser,tick] represent re-
spectively the interactions with the environments of the insurance provider, the
server and the ticket provider. The ?log action (event ey ) is the first interaction
of the server with the environment and this can be seen in the second component
of its table. As there is no synchronization before this action, the table does not
contain any information about the other processes, i.e. their values are 0. The
values of the table of e4 contain the following information: ?sel; is the first
interaction between the insurance provider and the environment and when it oc-
curs, we are sure that 7log already occurred as one action from the server should
precede it. However, as \datas is the second interaction of the server with the
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Figure 6.6: Time stamped unfoldings.
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Algorithm 5 Time stamped unfolding algorithm

Require: a Petri net N = (P, T,F,\, My), where My = {p1,...,px} and a
distribution D : TUP — {1,...,n}

Ensure: the time stamped unfolding of N

1. U= {(J_, @)7 (pl, J_), ceey (pk7 J_)}

2: pe := PE(U)

3: while pe # 0 do

4: chose an event e = (¢,C) in pe

5: for de {1,...,n} do

6: tsq(e) == |{(t',\C") eU | D) =dAA)#T} +1

7: add to U the event e X tsi(e) x -+ X ts,(e) and a condition (p,e) for
every place p in t*

8: pe := PE(U)

9: return U

environment and we only know that one interaction precedes ?sel;, we cannot
get any information about the relation between these actions which is consistent
with their independence (concurrency). Synchronization events do not increase
by their own the values in the tables, but they update the values. Consider event
ey in It and its table [1,1,0]. The information that one action occurred in the
isurance provider and another in the server is propagated to the tables of every
event that causality depends on es, for example es, es, e7, eg.

Time stamps allow to reconstruct the global trace of an execution of the
system from the local traces of this execution observed at PCOs. Causalities
coming from the same process are observed locally, while causalities between
actions at different processes are recomputed using the time stamped informa-
tion.

Example 6.7 (From Sequences to Partial Orders Using Time Stamps). Consider
the time stamped local traces of implementation It on Figure 6.7 (above). From
the event (Idatas,1,2,0), we know that at least one event from the insurance
provider process precedes !datas and as 7sel; is the first action on this process,
we can add the causality (?sel;,1,0,0) < (ldatas,1,2,0) as it is shown in the
partial order w. The other three causalities between actions belonging to different
processes can be added following the same reasoning. It can be observed that the
resulting partial order w is a partial order observation of the global system, i.e.
w € traces(Z15).

Given two time stamped LPOs w; = (E;, <;, A1) and w; = (E;, <, A2), their
joint causality is given by the LPO w; + w; = (E; & Ej, <;;, A1 ¥ A\2) where for
each pair of events e; = (a,t1,...,t,) € E; and e2 € E; W E;, we have

ex <ije1 ©ex < e Ve <t

In other words, ey globally precedes e either if they belong to the same process
and es locally precedes e or if es is the t?h event in process j and e; is preceded
by at least ¢; events in component j according to time stamps.
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Figure 6.7: From sequences to partial orders using time stamps.

When communication between processes is asynchronous, a configuration C'
is called consistent if for every sending message in C, its corresponding receive
message is also in C. Mattern [Mat89] shows that consistent configurations
have unambiguous time stamps; hence global causality can be reconstructed
from local observations in a unique way. Under synchronous communication,
the send and receive actions are represented by the same event, and therefore
every configuration is consistent. This allows to prove the following results.

Proposition 7. When the communication between processes is synchronous,
the partial order obtained by + is unique.

Proof. Since every configuration is consistent, the result is immediate following
the result of [Mat89]. O

Non conformance coming from (NC3) can be detected by testing the time
stamped system in a distributed way.

Theorem 13. Let §,7 € ES(L) be respectively the specification and implemen-
tation of a distributed system, then ¥d € {1,...,n} : I co-ioco S5 implies
7 co-ioco S.

Proof. Assume Z* co-ioco S¥° for every d € {1,...n}. Let w € traces(S) and
consider the following situations:

(i) If 7w € poss(S after w), then for every d there exists a time stamped
input (?ig,t1,...,tn) € poss(S% after wy) such that ?wy = ?ig and 7w =
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%1 + -+ 7i,. As for all d, we have Z}* co-ioco 8%, then (?ig,t1,...,t,) €
poss(Zl# after wq). By Proposition 7, 7w € poss(Z after w).

(i) If lw € out(Z after w), then for every d there exists a time stamped

output (log,t1,...,t,) € out(Z after wy) such that lwy = log and lw =lo; +
-++4 lo,. As every process of the implementation conforms to its specification,
we have (log,t1,...,t,) € out(S} after w,y). By Proposition 7, we have lw €

out(S after w).

(#i) If 6 € out(Z after w), as the reached configuration by the global im-
plementation after w is quiescent, so there are the reached configurations of
every local processes, i.e. § € out(Z}® after wy). Since IL ioco SY° for each
d, we have ¢ € out(S%® after wy). This implies that the local configurations of
the specification do not enable any output; by Remark 6, outputs can only be
enabled locally, thus there is no output enabled in the global configuration and
d € out(S after w).

These three cases allow us to conclude that 7 ioco S. O]
£ | bed £ bedl
es | [0,1,0] ez | [1,1,0]
eq | [1,1,0] es | [1,0,0]
es | [2,1,0] es | [2,1,0]
€6 [3, 1,0} €g [3,1,0]

T ?seli 'p’l"ll !datai 7seli T 'pT’Zl !datai

ts ts
Il?)ins gagins

Figure 6.8: Detecting extra causality locally with time stamps.

Example 6.8 (Detecting Non Conformance Locally with Time Stamps). Con-
sider the time stamped unfoldings of L;ns and the specification of the insurance
process of Figure 6.8. Both systems are the projections of It5 and 532 over
the insurance process. We can see that even if selecting an insurance is pos-
sible in both the implementation and the specification, their time stamps do
not coincide, i.e. (?sel;,1,0,0) € po&s’(é’jﬁsgmS after €), but (7sel;,1,0,0) &
poss(Zis,, . after €) = {(?sel;,1,1,0)}, and then we have —(Zi5, . co-ioco

ts . g . . .
Eagms). By Theorem 13, we can conclude —(Z13 co-ioco E,4) which is con-

sistent with the result of Example 0.5 as Eq4 15 1somorphic to L[L’lg.
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Figure 6.9: From global test cases to distributed ones.
6.4 From Global Test Cases to Distributed Ones

We have shown in the last section that global conformance can be tested in a
distributed way, i.e. by testers located at each PCO. However testers need to
consider time stamp information which cannot be computed locally. The test
case generation method that we proposed in Chapter 5 can easily be adapted
to add time stamps and the global test case obtained can be projected to each
process to obtain a set of distributed test cases.

Example 6.9 (From Global Test Cases to Distributed Ones). Consider the test
case TFS of Figure 6.9 obtained by considering, for exzample, a “all path of
length 87 criterion, the time stamped unfolding and the SAT encoding method
to the specification J\/Zg. This global test case can be projected” into the local
test cases Tr'2 ., T7'. and T7L5, which are executed in parallel at each PCO of

Tt5. Consider the test case T;'S, placed at the PCO of the server. As testers

2Internal actions can be abstracted since they are unobservable for the tester.
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do not communicate, it can be the case that when ?log is sent in this PCO,
7sel; was already sent by the other tester and therefore the output !datas is
produced. However the time stamp of this output does not coincide with the
time stamp expected by the tester, i.e. (!datas,1,2,0) € out(Z}5,,, after ?log),
but (\datas,1,2,0) & out(T;%, after ?log) = {(!datas,0,2,0)}, therefore the
test execution blocks and the execution fails, detecting the non conformance of
implementation 1y3.

Controllability and observability problems: We already explained in the
introduction that distribution of the testing architecture can lead to situations
where the tester does not know when to apply an input or if a produced output
has extra or missing dependencies from other processes. Clearly, these problems
do not exists in a global test case as a global control is assumed. The problem
is also solved when we use vector clocks in the construction of test cases.

[PCO. | [SUT] [PCO,] [PCO, | [SUT] [PCO,]
0) w (
. 2012 g ?04352,
e 22 o
(2i2 = )
. .

(a) (b)

Figure 6.10: Controllability and observability problems in distributed architec-
tures.

Example 6.10 (Controllability and Observability Problems). Consider the sit-
uation (a) in Figure 6.10. When time stamps are added, the global test case
has an unique trace (?i1,1,0) - (lo1,2,0) - (?ia,2,1) which can be projected into
the local test case (7i2,2,1) for the second PCO. As we assume that the imple-
mentation has clocks and information about the clock of each process is updated
during syntonization, the tester at PCOy needs to wait until its information is
updated to have the certainty that two observable actions have already occurred
at PCO;. The situation of (b) can also be detected since the outputs (loz,2,1)
and (los,4,1) can easily be differentiated.

6.5 Conclusion

Distributed systems can naturally be modeled by networks of automata where
each automaton represents the behavior of a single process. We showed how to
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obtain a Petri net from such network when communication between processes
is synchronous. This net represents the global behavior of the system and can
be tested using the theory presented in the previous chapters of this thesis.

We showed that some of the reasons that lead to non conformance can be
tested locally by transforming each process into a concurrency-free net and test-
ing it w.r.t co-ioco. However, certain situations that lead to non conformance
remain undetected, this happens when the error comes from some extra or miss-
ing dependence between processes. Since these dependences are not observable
from the environment, we need extra machinery to detect them. We showed
that under the assumption that each process of the implementation has a local
clock that counts the number of interactions between itself and the environment,
vector clocks can be used to reconstruct global traces from local ones and thus
global conformance can be achieved by local testers.

Local testers enriched with information about time stamps do not only allow
to detect all the causes of non conformance, but they also solve the controlla-
bility and observability problems generated by the distribution of the testing
architecture. However, in order to compute the time stamp information, global
test cases need to be constructed before projecting them onto the local test cases
that are actually executed in the implementation.



Conclusions and Perspectives

7.1 Summary

Even if models that handle true concurrency have been used in the past for test
case generation to avoid the state space explosion problem, the independence
of actions never played a central role in testing concurrent systems. This thesis
introduces two conformance relations (co-ioco and wsc-ioco) where indepen-
dence of actions is preserved in any correct implementation. We present the
well-known ioco relation based on a behavior model and extend it with the test
of refusals (input-enabledness of the implementation is not assumed) to compare
it with the other relations presented in this thesis.

In Chapter 3 we extended the observation notions used by the ioco confor-
mance relation to true concurrency models like Petri nets and their unfoldings.
These notions include traces, refusals, produced outputs and quiescence allow-
ing us to present the co-ioco conformance relation that preserves independence
between actions. We showed that co-ioco is a generalization of ioco in the sense
that when there is no concurrency and the implementation is input-enabled both
relations coincide.

Chapter 4 presents a new semantics for concurrent systems that can be seen
as an intermediate point between interleaving and partial order semantics. This
semantics generalized the other two: whenever there is no weak concurrency,
they boil down to partial order semantics, but if there is no strong concurrency,
the new semantics is equivalent to interleaving semantics. The last remarks
allow to relate the three conformance relations presented in this thesis.

We developed in Chapter 5 a complete testing framework for these confor-
mance relations, this includes the definition of global test cases (which reduces
both the size and the number of test cases needed to test the implementation)
and their execution on the system. We present a first algorithm that constructs
test cases by iteratively adding events. Even if this method requires to use
linearizations of the causality relation, which would reduce the gain of using
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partial order semantics, we show that the complexity of the method is bounded
by a factor that is exponential only in the immediate conflicts between inputs of
the system. However, this approach still generates some redundant test cases;
to overcome this, we propose a SAT encoding for the generation of test cases.
Both test generation algorithms are based on the unfolding of the system; as
such unfolding is usually infinite, this generates an infinite test suite. We pro-
pose to select a finite and sound set of test cases based on different testing
criteria. These criteria are based on the structure of the specification, i.e. path
of certain length and cycles. We show that each testing criterion corresponds to
a different cut-off method and we give a parametric unfolding algorithm based
on such criteria.

Chapter 6 deals with distributed testing architectures and shows that some
situations leading to non conformance can be detected locally (this is the case
when the error belongs locally to a process), however errors coming from the
interaction of the processes cannot be detected locally. We show that under the
assumption that each process has a local clock, we can reconstruct global traces
from local ones, using vector clocks, and therefore global conformance can be
achieved locally.

7.2 Future Research

Although this thesis tackles several issues of model-based conformance testing
for concurrent system, there are plenty of challenges that need further investi-
gation.

Section 5.1.2 formalizes the cases where the interaction between the imple-
mentation and a global test case blocks, however it is defined in terms of possible
inputs and produced outputs while when systems are modeled by LTS, test ex-
ecution is formalized by the product of LTSs. Since product of nets does not
preserve concurrency, such product cannot be used for modeling the interaction
of a test cases with the implementation. Suppose two actions are concurrent in
the test case and ordered in the implementation, the product allows to execute
them, but ordered instead of concurrently as was expected by the test case. If
a process has information about when actions in another process are ready to
fire, it knows which actions are concurrent to its own actions. Adding read arcs
to the product of nets and using step semantics allow to model test execution
while preserving concurrency.

As it is mentioned in the introduction, some of the testing assumptions are
essential: conformance is not possible without them, while others are just prac-
tical. The latter is the case of the assumption about conflict between input
and outputs we made in Section 5.2.2. We make such an assumption since it
allows us to use Theorem 6 and then prove soundness of the test suite. How-
ever the theorem gives sufficient (but not necessary) conditions for a test suite
to be sound. Relaxing such technical assumption is part of our future work.
Another testing assumption made in this thesis is that the implementation is
a black box. It has been shown [UK99] that when the communication between
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processes is observable in the implementation, distributed testers at each PCO
work correctly and bring up the expected result. Considering observable com-
munication can help us to solve the testing problem in distributed architectures
without using vector clocks.

The test selection problem was solved in this thesis following different cri-
teria that allow a finite representation of the state space of the specification.
Other approaches (like [JJ05]) use test purposes for solving such a problem.
Event structures seem as a promising formalism to define test purposes in the
concurrent setting. This thesis also solves the distribution of the testing ar-
chitecture by making stronger assumptions on the implementation in order to
reconstruct global traces from local ones. Another possible solution is to define
new notions of conformance for systems specified with Petri nets or network of
automata and that take distribution into account; this new relations need to be
compared with the relations presented in this thesis. The coordination of the
testing activity can also solve the distribution problem: a set of local testers
can be seen as a global tester where actions between testers are concurrent.
However, further information need to be added to this global test in order to
coordinate the testing activity by imposing the preservation of independence
between some actions. Petri nets with read arcs [Vog02] seem to be an interest-
ing model for modeling such coordination since their step semantics allows to
force concurrency.

As it was the case with ioco, we hope that the theory of this thesis opens the
door to new research in testing enriched concurrent systems using time [PZ13],
probability [BK96] or read arcs [Vog02, Rod13].

From the practical point of view, even if the algorithms presented in this
thesis have been implemented and the prototype allows us to do some experi-
ments (see Appendix B), it does still not consider the results of Chapter 6, i.e.
the distribution of the architecture and projection of global test cases into local
test cases. Also, the test cases generated by the tool are abstract (they are ex-
pressed by event structures), while other tools such as JTorX [Bell0] implement
the ioco theory and are capable to transform abstract test cases in inputs to
a real implementation and automatically execute them. The concretization of
test cases and automatic execution in real software implementations is the next
step of our tool.






Other Conformance Relations

This thesis presented extensions of the ioco conformance relation for reactive
systems, where a distinction is made between actions proposed by the environ-
ment and the responses produced by the system. However, the implementation
relations that were first presented in the literature did not consider such distinc-
tion; communication between the system and its environment was modeled by
parallel composition where the interaction was symmetric. Whenever a system
wished to interact with its environment, it proposed some actions on which it
was prepared to interact. The environment also proposed some actions, and
then they interacted on one of those actions that both proposed. The role of
both communication processes is the same and symmetric, and all observable
actions were treated in the same way.

Implementation relations for LTS based on symmetric interactions include
among others observation equivalence [Mil80], strong bisimulation and weak
bisimulation equivalence [Par81, Mil89, Abr87], failure equivalence and pre-
order [Hoa85], testing equivalence and preorder [DH84], failure trace equivalence
and preorder [BW90]. Depending on the chosen semantics for concurrency, test-
ing equivalences [ADF86], and both trace and bisimulation equivalences [vG89]
have been proposed for ES.

One of the easiest way to reason about the behavior of a system is in terms
of its traces. The definition of traces does not depend on the way the system
and its environment communicate (symmetrically or anti-symmetrically) and it
can be used for systems where there is no distinction between input and output
actions. However, the notion of trace still depends on the chosen semantics for
concurrency.

A.1 Sequential Executions

Chapter 3 defines partial order traces for an event structure. However, event
structures also admit interleaving semantics where one goes from one configu-
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ration to another by performing just an action at a time. Sequential executions
are captured by the following definition.

Definition A.1 (Sequential Execution of an ES). Let £ = (E, <,#,)\) € ES(L)
with C,C" € C(E) and p, p; € (LU{7}), we define

ci>sc' 2 FecE:(C'= C’U{e}and)\()
Cc Lt or A 30, ... ck C Co 15, O 22 ...&Sckzc'
O Lrobh, L2 Jor .o Btk o

We say that py ... g is a sequential execution of C if C Rt

The notion of sequential observation, traces and reached configurations are
straightforward.

Definition A.2 (Observations, Traces and Reached Configurations). Let & =
(E,<,#,)\) € ES(L) with C,C" € C(€),a,a; € L and o € L*, we define

C=,C £ Cc=C orc 2L

C =%, L2 30,,0,:C=,C, &s Cy ==, C'

C==2 ¢ 2 3Cy,...,0h:C=Co=5,01 =2, ... =, C,=C
C =, £ 30 . 0=,

tracess(E) £ {oel" 1=}

C after,c =2 {C'|C=%,C"}

We now define conformance relations for both sequential and partial order
semantics of event structures when interaction is symmetric. For the complete
definitions of sequences, traces and reached configurations, see Section 3.2.3 and
Section 3.3.1.

A.2 Trace Preorder

The first relation we present, called trace preorder, is based on the inclusion
of the observable executions of the system under test in those allowed by the
specification. The intuition is that an implementation Z should not exhibit an
unspecified behavior, i.e. not present in S.

Definition A.3 (Trace Preorder). Let S, € ES(L) be respectively the specifi-
cation and implementation of the system, then

IT<;. 8 & tracess(T) C tracess(S)
I<uy S & traces(T) C traces(S)

Example A.1 (Trace Preorder). Consider Figure A.1. Under partial order se-
mantics, the traces of &1 and & coincide, then &1 < E and Ey <4 E1. The
traces of E; are observable in Es, but Es accepts more behaviors since the action
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54 55

Figure A.1: Conformance Relations with Symmetric Interaction.

a is possible twice concurrently, so E <y &, but —(E5 <4 E3). Both E3,&4
allow the same actions, but one of them in a sequential way while the other does
it concurrently, we have then —(E5 <4 &4) and —(Ey <4 E3). When interleav-
ing semantics are considered, sequential traces of both E5 and &4 coincide, thus
Ez <§. & and &4 <5 E3. The same is also true for & and & as their traces
coincide.

With both semantics, & correctly implements & w.r.t trace preorder, but
& specifies that after a there is a choice between b and ¢, while & may refuse
one of these. The reason of this is that both relations only consider sequences
(respectively partial order) of actions as observations, and not whether conflicts
are resolved internally by the system, or externally by the environment.

A.3 Testing Preorder

In order to have a stronger relation that refines trace preorder, we define the set
of actions that a system may refuse following [ADF86, De 87]. Under partial
order semantics, we are interested not in single actions the system can refuse,
but in sets of concurrent actions (where all possible concurrent sets of actions
are denoted by CO(L)). Since we will use refuses with after and we allow
nondeterminism in the system (the reached configuration may not be unique),
we extend the definition of refusals to sets of configurations.

Definition A.4 (Refusals). Let & € ES(L) with C € C(£),S CC(E) and Ay C
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L,As CCO(L), we define

C refuses, A; £ VaeA :C#,
S refuses, A, £ JcesS:C refuses, A;
C refuses Ay =2 VYwec Ay:C #>

N

S refuses As

In addition to requiring that any trace of the implementation is allowed
in the specification, we require that any time the implementation refuses to
perform a new action (respectively a set of concurrent actions), this is also the
case in the specification.

Definition A.5 (Testing Preorder). Let S,Z7 € ES(L) be respectively the speci-
fication and implementation of the system, then
1,8 & Voel* A CL:
(Z after, o) refuses, Ay = (S after, o) refuses, A;

3C € S : C refuses As

IT<4eS & YwePS(L),A CCO(L):
(T after w) refuses Az = (S after w) refuses As

Example A.2 (Testing Preorder). Consider again Figure A.1. Under interleav-
ing semantics, traces and refusals of €3 and E4 coincide, therefore E3 <o &4
and &4 <t E3. From the initial configuration, & refuses {b,c,d} and this
is also the case in . As after a, & only refuses {a} and this is also the
case in E, we have & <4 E. The converse is not true; after a, system &
can refuse d if, for example, it follows the left branch. This action is not re-
fused by &1 and therefore —(E2 < E1). System Es also refuses d after a and
—(&3 <te &1). Note that <4 does not allow extra traces in the implementation.
In fact =(& <y &3) since (€1 after a-d) refuses 0, yet (€5 after a-d) =0,
hence =((Es after a-d) refuses ().

A.4 Relaxing Testing Preorder

A practical modification to testing preorder is to restrict all the traces to only
the ones contained in the specification [Bri88]. This relation requires that the
implementation does what it has to do, not that it does not what it is not allowed
to do. It allows underspecification, i.e. only a subset of the functionalities of
the actual system are specified and implementations with extra behaviors are
considered correct.

Definition A.6 (The conf relation). Let S,Z € ES(L) be respectively the spec-
ification and implementation of the system, then

T conf, S & VYo € tracess(S),A1 C L:
(T after, o) refuses, Ay = (S after, o) refuses, A;

T confS < Vw € traces(S), Ay CCO(L):
(T after w) refuses Az = (S after w) refuses As
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Figure A.2: The conf relation is not transitive.

Example A.3 (The conf relation). We saw in Example A.2 that & <t &a,
and since conf considers the traces of £ only, we have & conf &. Since the
relation conf is based on the traces of the specification only, it allows extra
behaviors in the implementation. So even if =(E5 <4 1), we have E5 conf &;.

The following result relates the different implementation relations under par-
tial order semantics.

Proposition 8. The conformance relations based on symmetric interaction have
the following properties

1. <4 and <. are preorders; conf is reflevive.
2. <4e = <4 N conf

Proof. Point 1 being obvious, we only show point 2, by proving that the inclusion
holds in both directions. Suppose Z £, S, then there exists w € LPO(L) such
that T ==, but & #£=, thus (S after w) = () and —((S after w) refuses ()
while (Z after w) refuses (), Z ;. S and finally <, C <;.. As conf is a
restriction of <. to the traces of S, it follows that <;. C conf. Suppose Z <. S,
then there exist w € LPO(L),A C CO(L) such that (Z after w) refuses A
and —((S after w) refuses A). If w € traces(S) we have that —(Z conf §).
If w ¢ traces(S), we know by (Z after w) refuses A that w € traces(Z) and
therefore 7 £, S. O]

Example A.4 (The conf relation is not transitive). Consider Figure A.2, we have
&7 conf &: if we denote {a,b,c} by L, we have (&7 after a) refuses {a,b}
and (&6 after a) refuses {a,b}; we also have (&7 after a - c) refuses L and
(& after a-c) refuses L; finally (€7 after a-b) refuses S is false for any set
S. We also have E conf &E; since Eg has the same behavior that E; with an ad-
ditional branch. Nevertheless —(Es conf &) since (s after a-b) refuses {c},
but —((Es after a-b) refuses {c}). This shows that conf is not transitive.

A.5 Conclusion

Three conformance relations over labeled transition systems (trace preorder,
testing preorder and conf) have been extended in this chapter to concurrency-
enabled relations over labeled event structures. With the interleaving semantics,
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the relations we obtain boil down to the same relations defined for LTS, since
they focus on sequences of actions. The only advantage of using labeled event
structures as a specification formalism for testing remains in the conciseness of
the concurrent model with respect to a sequential one. As far as testing is con-
cerned, the benefit is low since every interleaving has to be tested. By contrast,
under the partial order semantics, the relations we obtain allow to distinguish
explicitly implementations where concurrent actions are implemented as inde-
pendent, from those where they are interleaved, i.e. implemented sequentially.
Therefore, these relations are of interest when designing distributed systems,
since the natural concurrency between actions that are performed in parallel by
different processes can be taken into account. In particular, the fact of being
unable to control or observe the order between actions taking place on different
processes is not considered as an impediment anymore.



Tool and Experiments

In Chapter 5 we described how to obtain prefixes of the unfolding of the specifi-
cation based on different testing criteria and how to construct a test suite from
those prefixes using a SAT encoding. Additionally, Chapter 6 explains how
to obtain a Petri net from a network of automata. Implementations of these
methods have been made and are publicly available under

http://www.lsv.ens-cachan.fr/~ponce/tours

In this chapter we report on these implementations and compare the ob-
tained test suites with the test suites generated by ioco; for this we use bench-
marks coming from a parametric elevator example. The content of this chap-
ter have been made during the summer internship of Konstantinos Athanasiou
which I co-supervised with Stefan Scwhoon.

B.1 The TOURS Prototype

The TOURS (Testing On Unfolded Reactive Systems) prototype contains the
following implementations that are used to run our examples:

e cfa2pep
e mole

® cnum

The cfa2pep script takes as an input a network of automata in the fca for-
mat [SSE03, GMAPI5] and it constructs a 1l net file (equivalent to the PEP
format [Gra95]) which is given as an input to the unfolding algorithm. Our test
case generation method is based on the MOLE unfolding tool [Sch] which con-
structs a complete prefix of the unfolding based on the cut-off criterion presented
in [ERV02] where an event is marked as a cut-off if the marking it generates
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is already in the prefix, but not necessarily on the same branch. This cut-off
criterion generates a test suite covering all-states and all-transitions, however,
as explained in Example 5.21, the test suite obtained from this prefix usually
detects less incorrect implementations. We add the inclusion criterion to the
MOLE tool which can be called running the command

$ mole [—inc] [—e] file.ll_net

The tool uses by default the cut-off notion of [ERV02] and produces as
an output the unfolding prefix as a Petri net (file.mci) and the SAT formula of
Section 5.2.5 (file.cl). The ”-inc” flag forces the tool to use the inclusion criterion
and the 7-e” flag produces in addition of the Petri net prefix, its equivalent event
structure (file_es.dot). The SAT formula and the event structure are given as
input to the enum script which calls the Z3 solver [MB08] to find all the solutions
of the formula: each solution corresponds to a global test case (labels of the
events in the file_es.dot file display the test cases to which the event belongs).

To run an example, execute

$ perl cfa2pep.pl file.fsa > file.ll_net
$ mole —inc —e file.ll_net
$ python enum.py file.cl file_es.dot

We have run our prototype for the agency example using the [ERV02] cri-
terion. When using partial order semantics, the obtained prefix has 12 events
and generates 2 global test cases, while using interleaving semantics we obtain a
complete test graph with 330 transitions that generates 36 different test cases.
In Section B.3 we run experiments on a parametric example that allows to ex-
ploit the exponential reduction in computational time when partial orders are
used.

B.2 The Elevator Example

Next section presents experiment’s results based on a parametric elevator ex-
ample which serves calls at n different floors with m elevators. This section
illustrates the example for two floors and one elevator. We present the example
as a network of automata (which is equivalently captured by a Petri net as it
is shown in Section 6.2), unfold it with the inclusion criterion and use the SAT
encoding to construct the test suite; this is done by the TOURS prototype.

The behavior of the system is distributed in the following components or
processes which are represented by the automata of Figure B.1:

Floors: each floor consists on a button that can be pressed to call an elevator.
The floor is in an idle state where the elevator can be called (?call;), after
this, it sends the call to the controllers of every elevator e; (e;-takes-call;)
followed by a synchronization action that the door of elevator e; has been
opened at that floor (ej-opened-at-f;), returning to the idle state.
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idleq idles
?cally ?cally
eq-opened-at- f1 called; calledy eq-opened-at- fo
e1-takes-cally e1-takes-cally
waiting; waitings
floory floory
ey-takes-cally ej-takes-cally

e1-go-to-fi e1-go-to-fa

ej-at-fi ey-at-fo

controller-elevator;

e1-go-to-fa

e1-go-to-f1

ej-at-fi e1-at- fa

ey-opened-at- f1 waity waity eq-opened-at- f

lopeny-q lopeny-o

opened openeds

elevatory

Figure B.1: Network of automata of the elevator example with one elevator and
two floors.

Controllers of elevators: the controller of each elevator e; starts at an idle
state and it can take the call from any floor f;. From here, the controller
can either move the elevator to the corresponding floor (e;-go-to-f;) or
acknowledge that the elevator is already at that floor (e;-at-f;).

Elevators: each elevator starts at some floor, i.e. state at;. From this state
it can tell its controller that it is already on the floor or it can move to
another floor. When the elevator is in floor f;, it opens the door (lopen;-;)
and acknowledge this action to the corresponding floor.
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Figure B.2: Global test case of the elevator example obtained by TOURS and
the inclusion criterion.

This system is given as an input to the unfolding algorithm (using the inclu-
sion criterion) and returns a prefix which observable behavior is captured by the
event structure of Figure B.2 (7 actions were removed for the presentation of
the example). This prefix has not immediate conflict between inputs, therefore
the SAT encoding has a unique solution representing the same prefix which is
the only global test case generated by our method.

We expect that every call at any floor is eventually served (the door eventu-
ally opens at that floor) in any correct implementation. Consider the test case
of Figure B.2 and the 7calls action displayed in green, this call is followed by an
lopeni-o action in any maximal configuration. The yellow lopeni-o corresponds
to the scenario where the call is immediately served; the blue lopeni-5 reflects
the fact that the elevator can be called concurrently at other floor (?cally) and
this call can be served before (lopeni-; <lopeni_s); the red lopeni_o shows that
two calls from the first floor can be served before serving the call at the second
one. The latter shows that there are not priorities between serving at different
floors, however all the calls are eventually served. A similar analysis can be
made for the other call actions.

B.3 Experiments

In this section we run experiments for different numbers of floors and elevators
to compare our results with the test suites obtained by the ioco theory. We
compare not only the size of the test cases but also the size of the test suite.
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B.3.1 Adding Floors and Elevators

The example presented in Section B.2 can easily be parametrized to add floors
and elevators. If a new floor f; is added, in addition of adding a new automaton
for the floor with transitions e;-takes-call; for each elevator e;, the existing
automata representing elevators and controllers need to be extended: a new
state ejtc; is added to the controller of every elevator e; with transitions

ej-takes-call;

idle ejte;

ej-go-to-f;
ejtci R LN ejtci
ej-at-f; .
ejte; —— idle

In addition, the states at;, wait; and opened; are added to the elevator e;

with transitions

ej-at-f; .
at; — wat;

. !openj_,i
wait; ——— opened;

- d-at-f;
opened; S-EeE M 4
and for each exiting floor k < i all the possible movements between them and
the new floor are added, i.e.
ej-go-to-f;
at, —— at;

ej=go-to-fi

at; ————— aty,

If a new elevator is added, two automata (representing the elevator itself
and its controller) are added and for every floor f; we add the possibility that
the new elevator e; serves its call, i.e. we add transitions

ej-takes-call;

called;

waiting;

B.3.2 Setting Up the Experiments

In order to make a fair comparison of the algorithms presented in this thesis and
the algorithms of the ioco theory, we need to use the same test selection method.
Since available tool such as TGV [JJ05] or JtorX [Bel10] use test purposes rather
than a testing criterion, we propose to obtain the complete test graph (CTG)
by our method converting the LTS into a PN without concurrency. Since we
do not complete the specification with underspecified outputs, we only obtain
an approximation of the CTG which gives us a lower bound on its number
of events. Once we obtain our CTG and since concurrency between inputs
and outputs is converted into conflict between all the possible interleavings,
we solve controllability problems by an extended version of the SAT encoding
in Section 5.2.5 where we allow conflicts between inputs and outputs. Since
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Floors | Elevators Prefix | GT Time CTG LT Time

2 1 11 1 1 95 14 7

2 2 29 1 1 3929 > 86400
3 1 43 1 1 2299 > 86400
3 2 220 1 6 3911179 > 86400
3 3 1231 1 144 > 86400
4 1 219 1 14 > 86400
4 2 1853 1 291 > 86400
4 3 17033 1 12800 > 86400
4 4 140873 > 86400 > 86400

Table B.1: Experiments.

the latter only solves controllability problem, it is equivalent to the backtrack
strategy used by TGV.

When using the inclusion criterion, the number of events in the complete
test graph becomes too big for very simple examples and the SAT solver takes
too much computational time to compute all the test cases. For this reason,
we decided to run the experiments using the original cut-off criteria of MOLE
which assures transition and state coverage.

B.3.3 Results

Table B.1 reports the number of events in the unfolding’s prefix obtained by
our method, the number of global test cases seen as event structures (GT), the
number of transitions in the approximation of the complete test graph, the num-
ber of test cases seen as labeled transition systems (LT) and the corresponding
computational times in seconds. The unfolding tool and the SAT encoding con-
sider internal events, while the sizes displayed on the prefix and CTG column
only consider observable events.

We can easily observe in the table the exponential explosion in the number of
events when interleavings are used. In addition we see that it does not matter
how many floors or elevators we add, since the example does not introduce
conflict between inputs, the obtained global test case is always unique. In
contrast to this, the number of local test cases increases in the interleaving
setting since concurrency is transformed into conflict that needs to be solved to
avoid controllability problems.

The blue X symbol indicates that the unfolding tool was not able to obtain
a finite prefix (complete test graph) after more than twenty-four hours, while
the red X symbol indicates that the SAT solver was not able to find solutions
after more than twenty-four hours (for more than 3 floors and 2 elevator, we
were not able to run the SAT solver since the unfolding was not finished).

The unfolding of the net for 3 floors - 2 elevators example using interleav-
ing semantics (when internal actions are considered) contains 15353982 events,
showing that the unfolding tool can handle very big examples. However, the
SAT solver was not able to handle encodings with more than 84820 variables
(net for the 4 floors - 3 elevators example). Since causality is transitive and con-
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flict is inherited w.r.t causal dependence, the SAT encoding can be improved
by just considering observable events, however immediate causality and imme-
diate conflict between only observable events need to be computed increasing
again the computational time of the method. We are currently working on the
implementation to achieve a better performance by just considering observable
events.
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