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Introduction

Introduction

“In the past, shoes could stink.
In the present, shoes can blink.

In the future, shoes will think.”

Things That Think Consortium,
MIT (2010)
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In band enriched video: from concept to applications

Applicative framework

One key challenge of the nowadays emerging Knowledge Society is the ubiquitous computing: the
ambient world becomes digital media and should be intrinsically empowered with computing,
storage and interaction capabilities, Figure Intro-1.

Mobile
computing

Distributed
computing

Ubiquitous
computing

>

1980 2011

Figure Intro-1: From distributed to ubiquitous computing: the enriched man-machine or the machine-
machine interaction is possible everywhere, on any device and at any time.

A significant component of this ecosystem is the digital content, considered in its widest
acceptation: text, music/speech, still and animated images, 2D/3D graphics, immersive experience
data ... Actually, from the user point of view, this is the brightest side of the Moon: he/she wants
to solely interact with the content, while completely ignoring all the underlying technical
components of the system (i.e. where/how his/her action is transferred to the content, where the
processing actually takes place, etc.).

In this respect, media enrichment is a nowadays hot research topic, from both academic and
industrial perspectives. The principle consists in associating to the basic data some additional
information (metadata of any type, from sensorial to binary executable codes), thus making the
content network/terminal/context-aware and allowing it to interact with other intelligent
content/devices. Such content is gradually conquering the Internet of things [INTO5], being
involved in a large variety of applications, like interactive DTV, games, e-learning, and data mining.

Behind such applications, a wide range of players can be spotted out, from SMEs to large
industrials and state/academic institutions. Since 2009, the Louvre Museum enhanced the visitor
experience by gradually replacing the obsolete audio guides with new multimedia companions
[BST11]. In August 2010, companies like BBC, HyperTV and LinkTV launched Contextually Enriched
platforms that create a new www user experience by ensuring the coexistence (aggregation) of
the text, video and picture; such a content is to be personalized and consumed by a client
disposing of an intelligent terminal [HYP11], [LNK11]. BuilderMedia [MITO6] currently exploits
indexing principles in order to establish a remote virtual connection between user and all required
information about his/her content.

Research already developed within the ARTEMIS Department at Institut Télécom ; Télécom
SudParis [MIT06] brought to light the new concept of in-band enriched media, Figure Intro-2. The
principle is to insert the enrichment information in the original content itself, instead of
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Introduction

juxtaposing them as metadata. The challenge is to jointly observe the constraints of
imperceptibility (i.e. the enrichment data should not alter the quality of the original content), of
persistency (i.e. the enrichment data should serve their purpose even when the enriched content
was subjected to severe alterations) and of data payload (i.e. ensuring a prescribed amount of

B

enrichment data).

@ r-e- 8

Figure Intro-2: The «in-band enrichment » principle: the enrichment data are imperceptibly and
persistently inserted into the data to be enriched.

With respect to the traditional solutions, the in-band enrichment comes across with three main
advantages: backward compatibility, format coherence, and virtually no network overhead.

As it can be noticed, the definition above can be considered as a general case of the digital
watermarking, where a mark (some binary information) is imperceptibly and persistently inserted
into some host data in order to serve the copyright applications; consequently, the mark can be
considered as some enrichment data devoted to particular case of copyright protection.

This intrinsic connection between watermarking and in-band enrichment is already deployed in
some pioneering industrial products.

For instance, Digimarc provided in 2010 the Discover Platform [DIG11], [DAV11] to enrich
audio/video content for its further use in entertainment/e-commerce/medical assistance,
Figure Intro-3. In this respect, the self-identification principle is considered: at the insertion side,
the advertising posters are enriched with watermarks representing a link (a simple url) to a www
page which is to be detected on the client smart phone. The client runs the detection procedure
on a picture taken by his/her smart phone camera. The detection should be successful despite the
errors in poster printing, poster degradation under atmospheric factors (Sun light, rain ...) or the
variable capturing conditions (A/D conversions, arbitrarily lighting, geometrical deformations
induced by the capturing angle/distance, ..). A similar mechanism is available for radio
broadcasting. The MediaSync platform, jointly showcased by Digimarc and ABC, goes one step
further and deals with audio/video enrichment for TV applications. The mobile viewers (smart
phone/tablet) of the My Generation mockumentary® enjoyed video content enriched not only
with basic interactivity mechanisms (quizzes, polls) but also with social media functionalities and
with advertising features; this experience has been also extended to Grey's Anatomy soap opera.

Related products are also available from Clic2C [CLC11].

! A film that has the look and feel of a television documentary, but with the irreverent humor and slapstick of a comedy,
designed to "mock" the documentary or subject it features.
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In band enriched video: from concept to applications

Figure Intro-3: The Discover Platform promotional image [DIG11].

Theoretical framework

From the information theory point of view, any technique for information embedding can be
modeled by a noisy channel [COX02], [ARNO3], [KATOO], [DAV04], Figure Intro-4.

?}) Media ?})
F) . F)
6l procissmg dl
Dy —> Enrichment > Channel > Detector >
A
o1l 1
Original T ! T
content

Figure Intro-4: In-band enrichment as a noisy channel: the enrichment information (e.g. the ARTEMIS
logo) is encrypted with a key, then imperceptibly inserted into the original content. These enrichment
data should be detected at the terminal side, despite the enriched media processing.

According to this model, the enrichment data represent a sample from the information source
which is processed prior to the transmission, according to some deterministic operations given by
the key and, eventually, the content to be enriched. The noise is represented by the data to be
enriched and by the processing the enriched media suffers. Consequently, the proper theoretic
model is noisy channel with non-causal side information at the embedder (the original content
acts as a noise source completely known at the embedder but unknown at the detection) [COS83].
At the detection, the enrichment data should be retrieved from the corrupted enriched content,
by using the key.

In practice, designing an in-band enrichment method means designing a transmission technique
on the corresponding channel, i.e. finding the transmission technique able to afford the trade-off
between the required data payload and the noise on the channel. Consequently, in-band
enrichment comes with additional constraints on this general theoretical framework, from both
conceptual and practical points of view.

Into-4



Introduction

In-band enrichment deployment

When considering the conceptual point of view, suspicions related to the enrichment data
payload, imperceptibility, and persistency can arise.

On the one hand, the size of the enrichment data (expressed in bits) should be large enough so as
to serve the targeted application; consequently, the transmission technique should allow a
variable data payload (set according to each application) to be successively conveyed at the
detector.

On the other hand, the imperceptibility and the persistency of the enrichment data lead to
antagonist power constraints on the signal sent through the channel: generally, the lower the
power of the inserted signal, the better the imperceptibility but the worse the persistency and vice
versa. Actually, the imperceptibility exploits the redundancy of the original content in order to
hide the enrichment data.

When considering the applicative point of view, issues connected to multimedia data
representation should be dealt with. Actually, multimedia data are nowadays stored and
exchanged in some widely accepted compressed formats. Consequently, accessing the media
inside its file format (e.g. audio samples inside an mp3 file or video frames in an mp4 file) is a
process requiring sophisticated (time & computation) operations which should not impair the
performances of the enrichment applications. One possible solution would be to directly insert the
enrichment data into the compressed stream but this would a priori be a fundamental
contradiction: note that in a compressed stream there is no more redundancy left, so, there is no
way to imperceptibly modify it.

Objectives

The present thesis aims at bridging the gap between a generic theoretical model and an
effervescent applicative framework. In this respect, the applicative perimeter of the in-band
enrichment is to be studied, in order to theoretically and practically address the following
incremental issues, Figure Intro-5:

1. Viability: is it possible for the in-band enrichment to be deployed for compressed video
streams?

2. Feasibility: how can be it demonstrated in practice?

3. Theoretical limits: which are the limits of the in-band enrichment?
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Figure Intro-5: Thesis main objectives.

Thesis structure

In order to achieve these objectives, Figure Intro-5, the manuscript is structured into four
methodological chapters, preceded by this Introduction and a State-of-the-art and followed by
Conclusions. Additionally, five Appendix sections will offer the relevant insights in the underlying

applicative/experimental set-up.

The State-of-the-art (Chapter 1) reconsiders the main concepts and results in watermarking
(theoretical model, functional properties, support technologies) from the compressed domain in-

band enrichment point of view.

Chapter Il is devoted to the transparency concept. First, the very viability of the in-band
enrichment concept is discussed. In this respect, it is first proved that the nowadays most
powerful compression standard (MPEG-4 AVC, a.k.a. H.264) still allows the imperceptible
modification of its syntax elements. This study requires the development of a general
methodological framework, combining nine objective visual metrics, of different types (pixel-
based, correlation-based and perceptual metrics). Chapter Il also establishes the first perceptual
masking model matched to the MPEG-4 AVC peculiarities. The related mathematical
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demonstration starts from the basic Watson’s model and extend it by considering a multivariate
optimization procedure (under imperceptibility constraints) leading to the MPEG-4 AVC visibility
thresholds, followed by an algebraic investigation of the prediction mode impact.

Chapter Ill aims at specifying the first MPEG-4 AVC compressed domain in-band enrichment
methods. In this respect, the results are presented at three incremental levels. At the basis, the
first MPEG-4 AVC method featuring robustness against noise addition, transcoding, and the
StirMark (geometric) attacks is adavanced. The mark is inserted into the MPEG-4 AVC quantization
indexes selected according to an energy-based selection criterion validated by information theory
basic concepts. The insertion procedure combines the QIM principles and the perceptual mask
obtained in this thesis. At the second level, the very QIM principles are generalized beyond the
binary case, thus advancing the mQIM insertion/detection methods. Its main theoretical and
practical advantage is the increase the data payload by a log(m) factor, while preserving the
transparency and the robustness. Finally, the MPEG 4 AVC syntax is reconsidered as a starting
point in designing a counter-attack procedure; in practice, this procedure results in BER reduction
by 5% to 10%, according to the original video bit rate.

Beside this application driven presentation, Chapter Ill also deals with fundamental theoretical
tools in information theory which allows the performances of the developed methods to be
objectively compared to their theoretical limits.

Chapter IV merges the methodological results presented in Chapters Il and Ill in order to
demonstrate the real-life impact of the in-band enrichment. In this respect, applications related to
subtitling and copyright protection are demonstrated.

Conclusions are drawn and perspectives are open in Chapter V.

The thesis also contains four Appendixes, devoted to an MPEG-4 AVC technical overview, to some
software tolls allowing the access to the MPEG-4 syntax elements, to the video corpus considered
in the experiments.

Main results

The main results of the thesis, structured according to the three main objectives previously
mentioned, are synoptically displayed in Table Intro-1.
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In band enriched video: from concept to applications

Table Intro-1: Thesis main results.

Theoretical
research
Viability
Applicative
research
Applicative
Feasibility 45
research
Theoretical Theoretical
limits research
References

the first perceptual shaping model matched to the MPEG-4 AVC
peculiarities;

the first mQIM insertion/detection method

visibility limits for imperceptibly modifying the MPEG-4 AVC
quantizing indexes;

ComWat, the first watermarking method for the MPEG-4 AVC
quantized indexes, reaching the trade-off among transparency
(e.g. PSNR > 42dB), robustness (against transcoding and
geometric attacks) and data payload (5 times larger than the DCI
requirements);

the first real-time MPEG-4 AVC method for MPEG-4 AVC
quantized indexes featuring transparency (e.g. PSNR > 39dB),
robustness against transcoding and data payload 5 times larger
than the DCI requirements.

prototypes demonstrating the in-band enrichment practical
impact for subtitling and copyright protection.

noisy channel models (probability estimation with 95%
confidence limits and relative errors lower than 5%) for
compressed domain watermarking;

estimating the related information theory measures (mutual
information and capacity).
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Chapter |

State of the art

The future starts today, not
tomorrow

Pope John Paul Il
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In band enriched video: from concept to applications

Abstract

This chapter reconsiders the main concepts and results in watermarking (theoretical model,
functional properties, support technologies) from the compressed domain in-band enrichment
point of view.
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Chapter I: State of the art

I.1. Overview

Since its first reference in 1992 by Andrew Tirkel and Charles Osborne [TIR92], the term digital
watermarking has been referring to a continuously effervescent research and applicative field,
bringing together scientists from information theory, communication and image processing worlds,
Figure I-1.

2000
1800
. 1600
S
S 1400 . I 3
3
£ 1200 t} iu 5 8
E
2 1000  HE EY EE EE B
Y—
(=]
= 800 l}— EE HE IE 1N T
£
E 600 : 5N I I3 I3 E3 E3
=
S 400 r—r—’—— 51 N N H§ 53 A§ AR A
200 - R R
F
0 F
oo wn W oM~ 00 O = ™Mo s W W0 ™~ 00 Oy O
oo Oy Oy O O O O O O O O Q0 O o ©o oo
o oy v O OO O O O O O O O O O O O
— — — — — — — ~J ~J ~J =~ =~ =~ =~ =~ =~ =~ ~

Figure I-1: Number of publications including watermarking as a key-word available in IEEEXplore, since
1993.

It its widest acceptation, this term regroups the applications where a mark (some binary information)
is imperceptibly and persistently inserted into some host data (e.g. a video sequence), Figure |-2. The
insertion of the watermark is always controlled by some secret information referred to as a key.
Once watermarked, the host data can be transmitted and/or stored in a hostile environment, i.e. in
an environment where changes may remove the watermark. The detection of the watermark
provides evidence of the watermark presence and/or retrieves the watermark information bits. An
oblivious watermarking algorithm does not require for the original host data to be available at the
detection side.
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Figure 1-2: Synoptic watermarking scheme.
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While initially the mark size was practically restricted at some bits, the corresponding applications
were bounded to the copyright world. However, recent advances pointed out that, at least from the
theoretical point of view, the mark size can be big enough so as to serve in-band enrichment
applications.

Under this general framework, directly inserting the mark into the compressed data is still a
challenging research field, Figure I-3, with multiple-folded theoretical and applicative issues (as
explained in the Introduction). Consequently, this chapter reconsiders the main concepts and results
in watermarking (theoretical model, functional properties, support technologies) from the
compressed domain in-band enrichment point of view.
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Figure 1-3: Number of publications including watermarking and compressed domain as a key-words,
available in IEEEXplore, since 1996.
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I.2. Theoretical model

From the structural point of view, any watermarking procedure features three components: the
watermark generation (i.e. the way in which the message to be inserted is encrypted with a secret
key so as to obtain a watermarked), the watermark embedding (i.e. the way in which the watermark
is inserted into the host document) and the watermark detection (i.e. the way in which the
watermark is recovered).

From the theoretical point of view, any watermarking system can be presented as a noisy channel
[COX08], [MITO7a], Figure I-4. Under this framework, the watermark generation is the sampling of
the information source. The watermark insertion becomes the modulation technique, i.e. the way in
which a given message is fit to the channel peculiarities. The original (host) data and all the
transformations the marked data suffer emulate the channel. The watermark detection is modelled
by the decision making procedure, implemented at the channel output.

From the functional point of view, the watermarking procedure is evaluated according to at least
three requirements, namely the transparency, robustness and data payload, each of which comes
across with antagonistic theoretical constraints. When considering transparency, the watermark
insertion alters the user’s multimedia experience and a high signal to noise ratio (where the host
data represent the signal and the watermark is the noise) is desired (e.g. larger than 30 dB, in the
case of still images). From the robustness point of view, the watermark detection is disturbed by the
channel noise (the original content and the attacks). Consequently, a large signal to noise ratio
(where, this time, the host data become the noise and the watermark is the signal to be recovered) is
searched for. Note that the data payload results into a minimal value constraint on the mutual
information.

The practical watermarking schemata are generally divided into two main classes, namely spread
spectrum (SS) and side information (Sl).

The SS methods have already been used in telecommunication applications (e.g. CDMA), providing a
good solution for very low power signal transmission over noisy channels [COX95]. Consequently, an
SS method will spread the mark across the host media, occupying a much larger bandwidth than
strictly necessary. Thus, the mark becomes a very low power signal, practically undetectable in any
frequency sub-band. In practice, this approach is very robust against attacks, but limited in terms of
data payload [MITO7].

The Sl principle [EGGO03], [CHE98] states that a channel noise known at the transmitter and unknown
at the receiver would not decrease the channel capacity (the maximum amount of information which
can be theoretically transmitted). Thus, the original document should no longer be considered as an
impediment to the watermark detection. Consequently, the side information watermarking is a priori
optimal from the data payload point of view (under fixed transparency and robustness constraints).
However, in practice, the methods following this approach allow the insertion of a very high quantity
of information, but only have a very weak robustness.

Ueome
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Figure 1-4: In-band enrichment as a noisy channel: the enrichment information (e.g. the ARTEMIS logo) is
encrypted with a key, and then imperceptibly inserted into the original data. This enrichment data should be
detected at the terminal side despite the enriched media processing.

In general, to describe a noisy channel means to describe the probabilistic dependencies between
the input and the output information sources, and to evaluate the average amount of information
transmitted from input to output, Figure I-5. As the insertion of the watermark can be performed in
different ways (additive/replacement ...) and in different domains of media representation (spatial,
transformed, compressed ...), the underlying watermarking channel is of different types and of
different mathematical models.

The discrete channel corresponds to a channel where the input x, the output y and the noise N
information sources are discrete. The input and the output alphabets are not necessarily identical; be
they denoted by (x;,x5,...x,) and (y;,y,,...y,), respectively. An error means to receive a symbol

that does not correspond to the emitted one. In this case the channel is described by a noise matrix
i.e. by the matrix of the conditional probabilities p(y/x).

The continuous channel is characterised by continuous input, output and noise sources. In this case,
the channel is described by its noise pdf, i.e.by the noise probability density function .

Note: These definitions correspond to a basic case, the zero-memory, time invariant channel
[SHA48]. More details about the viability of such a model in watermarking applications will be
presented in Chapter IV, where previous results [DUT07], [DUMOQ7], [COX95], are reconsidered from
the compressed domain watermarking point of view.
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Figure 1.5: Noise matrices for a discrete channel (corresponding to the transcoding of an MPEG-4 AVC watermarked
video [BEL10]), left, and for a continuous channel (corresponding to the Stirmark attack applied in the largest DWT
coefficient, [MITO7b], [DUM10],), right
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I.3. Watermarking features

In addition to the three basic requirements already mentioned (transparency, robustness and data
payload), the practical deployment of any watermarking system should also consider issues relating
to the probability of false alarm, cost and key management. These six inter-dependent yet conflicting
aspects, Figure 1-6, will be further discussed.

transparency

false alarm
cost
key

robustness data payload

Figure 1-6: Properties required for a watermark.

1.3.1. Transparency

The notion of transparency is related to perception (visual, auditory ...) of artifacts resulted from the
insertion process. In literature, a distinction is done between perceptual fidelity and quality of the
watermarking algorithm [Cox08], Figure |-7. A watermark is said to feature fidelity if the insertion
artifacts cannot be perceived by a human observer. When the watermarked data have noticeable yet
un-disturbing artifacts, they feature quality.

Original video Watermarked video Original video Watermarked video

Fidelity Quality
Figure I-7: The watermarking transparency: fidelity vs. quality.

Sometimes, the fidelity is not a strict requirement and the watermarked video has only to feature
quality [COX02]. For instance, this is the case when the watermarked video is transmitted over low
rate channels (e.g web 2.0 applications like YouTube and Metacafe, analog television, etc.).
Conversely, in digital HDTV or DVD video, artifacts are easily perceptible; hence, the fidelity
constraint should be imposed for the watermarking procedure.

The visual quality assessment of enriched data remains an important criterion for validating not only
the watermarking algorithm itself, but also the complete media protection chain (compression,
watermarking, transmission, etc.). However, it is a subjective concept that depends on various
criteria: human visual system (see Chapter lll.1.a), age, experience, artistic sense, observation
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conditions. Thus, it is complicated to evaluate whether a watermarking method is transparent or not.
Such an evaluation requires significant testing involving a wide observer’s panel and many visual
assessment tests [MAN74], Figure |-8. An adequate alternative is the use of objective transparency
metrics related on models of human visual systems, Chapter Ill.1.b.

Figure 1-8: Adelson's Checker-shadow illusion (by extending the similar picture in [ADE10]): although they

seem different (left) the squares labeled A and B are in the same shade of gray (right).

I.3.1.a. Human visual system

The human visual system (HVS) is very complex: 80-90% of neurons in the brain are related to vision
[YOU91]. The HVS depends essentially on the eye that captures light and converts it into a signal
readable by the neurons. The concepts underlying the HVS functionalities are:

The contrast sensitivity

The response of the human visual system depends less on the absolute brightness of an image point
than the difference in brightness of this point from its neighborhood. This property is known as
Weber- Fechner law [LEG80] which measures the contrast defined by:

c=—,
L .1

where AL is the minimum perceptible difference in luminance between two adjacent areas.

Neurons respond only to stimuli with a contrast greater than a specified threshold, called the
contrast threshold (a.k.a inverse of the threshold contrast sensitivity). The eye is more sensitive to
low spatial frequencies than to high frequency. The contrast sensitivity function is a harmonic
function of spatial&temporal frequency, orientation and color.

The perception of color

In order to understand the perception of color, we should know the spectral characteristics of light. In
1666, Isaac Newton [NEW89] discovered that when white light passes through a prism, it separates
into all of the visible colors and that each color is made up of a single wavelength. Further experiments
demonstrated that light could be combined to form other colors. Prepared by Grassmann [GRA53], the
grouping of colors satisfies homogeneity (both color produced by light of homogeneous wavelength)
and overlay (both color obtained by mixing lights of different wavelengths lengths) and can be analyzed
using the theory of linear systems. Hering was the first to show [HER78] that some pairs of color may
form a single color sensation. For example, red is seen as yellow-orange, but no color instance is seen
as red-green. Hering concluded that there are three primary psychological sensations corresponding to
pairs of antagonist colors blue/yellow, green/red and white/black. These different sensations are
encoded as a signal combination difference between the three primary colors. This conclusion is
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inferred from experiments performed to quantify the opposite colors, called experiments cancellation
of color [HUR54]. In these experiments, the observer can cancel the red of the tested light by adding
the color green. In this way the color red, green, yellow and blue can be measured.

The reason we represent the color information signals in opposite colors in the human visual system is
to exploit the decorrelation between colors, in order to define the best adequate color system to
present the media information.

B = R0

Figure 1-9: Recoding opponent color [COR10].

The perceptual masking
Masking is a very important phenomenon for multimedia processing: it goes beyond the perception of
individual colors and describes the interaction between multiple stimuli.

The masking effect occurs when a stimulus (spatial frequency, temporal, color, etc...) cannot be
detected because of the presence of another. In its widest sense, a perceptual mask gives some
threshold values connected to the limits under which (or above which) modification in the signal
representation can be perceived.

The space masking effects are often quantified by measuring the detection threshold of a given
stimulus [LEG80]. Figure 1-10 shows the evolution of the logarithm of contrast sensitivity versus the
spatial frequency based on Mannos Model [MAN74]: for each frequency, the maximum of spatial
amplitude at which variation is perceived is presented.
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Figure 1-10: lllustration of the sensitivity curve of the HVS to spatial (left) and temporal variation —right).

The temporal masking is based on a phenomenon of rising threshold of visibility from the temporal
discontinuities such as the changing scenes. The first study of the temporal sensitivity function was

1-10
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done by Seyler and Budrikis [SEY65] and concluded that raising the limit may take a few hundred
milliseconds after a transition from darkness to light. Tam et al. [TAM95] studied the visibility of
artifacts in the MPEG-2 after a change of scene and found a significant visual effect of masking only in
the first frame. Carney et al. [CAR96] have shown that masking effects are strongly clear if there is a
polarity (difference) between the mask and the target. The opposite of temporal masking (facilitation)
can occur for the discontinuities in low contrast [GIR89].

1.3.1.b. Distortions & objective quality metrics
During the media processing, several kinds of distortions occur. These different artifacts can be
classified as follows [YU98]:

e block effects, as a result of the quantification of individual blocks, independently with respect to
their neighbors;

e loss of spatial details and mitigating the contours, after the suppression of high frequencies;

e staircase effect, induced by coarse quantization coefficients for very high frequencies, resulting
in some slanted lines blurred in the reconstructed image;

e oscillations, due to Gibbs phenomenon occurring during image sharpening;

e jagged motion effect, as a consequence of the high motion prediction residual error caused by a
coarse quantization;

e mosquito noise effect, induced by the temporal fluctuations of luminance and chrominance
around the edges of high frequencies or moving objects;

e blinking effect, when a highly textured scene is not quantified with highly variable over time;
e  spectrum overlapping after an un-optimal spatial sub-sampling;
e analog/digital conversion generally required during transmission/storage;

e deinterlacing, when a progressive sequence is created from an interlaced video sequence
[HAA98].

In order to assess the impact of these artifacts from the human visual point of view, objective quality
measures are to be defined. An objective measure is a function that takes as input some video
information, calculates the distance to some reference information (be it extracted from a reference
video sequence or not) and outputs a value.

While there is no conceptual limit in defining such a measure, the literature mainly considers
measures which proved their ability to express quality measures related to HVS, at least for
compression applications and the types of distortions mentioned above:

e  Pixels based measures such as the signal to noise ratio (PSNR), the maximum mean square error
(PMSE), the image fidelity (/F) and the average absolute difference (AAD).

e  (Correlation based measures as the normalized cross-correlation (NCC), the correlation quality
(€Q), and the structural content (SC).

e  Psychovisual measure, namely the digital video quality (DVQ).

These measures will be defined in the sequel. By there S and S two video to be compared, each of

Ueome
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them having Ny frames, each frame of WxH pixels. Be S; ;, the pixel at column / and row j of

framek (1<i<W,1< j<H,1<k< Ny).

PSNR and the PMSE are defined as follows:

1 Nr W-H- max(SIZJ o
2
k=l Z Z i, j.k~ 1J,k)
i=1j=1
1V 1

PMSE(S, S) =

2
> 33514 51,0° ?
W-H~ka:1max(5£j’ ) i=1j=1

These two measures represent the difference between the two sequences. The higher the values for
PSNR, the greater the similarity between images; of course, this statement should be reversed in the
case of PMSE. A value of PSNR above 30 dB is generally acceptable for a good resemblance between
the two tested video sequences while a value greater than 40 dB indicates an excellent likeness.

Simple and fast, PSNR and PMSE are widely used in coding schemes; however, their inner limitation
is the decorrelation with the subjective visual quality. For example, it happens that the subjective
quality of the image is improved by the addition of noise while the PSNR decreases. Another example
is where the visibility of distortion depends on the background of the image (the property of
masking), Figure I-11. The same observation applies to the PMSE.

Additive noised image Substitutive noised image
PSNR =30dB PSNR =30 dB

Original image

Figure I-11: The same PSNR value (30 dB) may correspond to completely different visual qualities.

The IF is given by the following expression:

W H ) )
A N, g,l 2_21(51', Jok = Si jk)
IF(S,8)=—73 (1-= f‘ ). 1.4
Nt k=1 2)
Z Z i,j.k

i=lj=1

As it can be seen, IF is a non-logarithmic version of PSNR, less sensitive to local contrast; the identity
between the two videos tested corresponds to the value 1.

The AAD is expressed by the following equation:
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Nr 2 W-H

As it can be seen, it is also a measure of the magnitude of the error between the two videos.
Compared with the PSNR, it corresponds to a linear and non-normalized difference. While a zero
value always indicates the identity between two sequences, the meaning of a particular numerical
value depend on the original pixel dynamic and is sometimes difficult to be interpreted. For example,
for pixels coded on 8 bits, a value of 25 indicates a AAD average distortion of 10% (i.e. visible
distortions); should the pixel be coded on 16 bits, the same value of 25 denotes unnoticeable
artifacts.

The measures based on correlation seek a statistical matching between the tested video and
reference video. They are expressed as follows:

ZZ i, j,k 1Jk)

p Nr

NCC(S.9) = IR , 16
B TS
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The higher the value of the CQ, the greater the resemblance between the two videos. As for AAD,
this depends on the number of bits to represent pixels (i.e. the maximum value of the pixels). The SC
and the NIC are close to 1 when the changes between the two videos are unnoticeable.

The DVQ is the most popular objective measure specifically designed for video sequences, according
to the HSV peculiarities [FIS95], [WATO1]. Its computation considers dedicated blocks for contrast
filtering, color perception and perceptual masking. As it is a very sophisticated measure and as it
plays an important role in the present thesis, DVQ is detailed in Appendix C.

1.3.2. Robustness

Robustness is the ability of the watermark to survive after the changes undergone by the host media.
These changes (be there intentional or unintentional) define the set of attacks. The various possible
attacks against watermarked videos can be structured into four classes [PET98], according to the way
they act: removal attacks, geometric attacks, cryptographic attacks and protocol attacks, Figure 1-12.

The removal attacks try to make the watermark unreadable in light of the complexity of the
watermarking detection system (computing time and processing activity). This class includes attacks

Ueome
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by noise addition, denoising, transcoding, quantization, modulation, ...

The geometric attacks are meant to destroy the synchronization of the watermark. After such an
attack, the watermark is still present in the video, but its location is unknown at the detector.
Rotations, curvatures (bending), jitter of the pixels (pixel jitter) individually considered or combined
into the Stirmark attack, fall into this category [PET0O].

Protocol attacks aim to make watermark unusable by creating some ambiguities concerning the mark
usage. Attacks by inversion and copy belong to this class. The former creates a false key so that by
applying the detection procedure, the watermark indicates a different owner for the video. The latter
copies the watermark in other videos, thus decreasing the credibility of the message associated with
the video.

The cryptographic attacks try to manage the watermark (detect/copy/insert a new one) without
knowledge of the secret key. One solution is a brute-force search. Another, known as the oracle
attack is to create an unmarked version of the signal by exploiting the responses of a detector
(assuming it is available). In any event, this type of attack is very restrictive in practice because of its
computational complexity.

Attack
Removal Geometric Cryptographic Protocol
- noise addition - print & scan - oracle - inversion watermark
- denoising - Stirmark - copy attack

- transcoding - local transform

Figure 1-12: Watermarking attack classification [COX08].

The literature shows that the most intensively considered attacks are the noise addition, the
transcoding and the Stirmark. As these attacks are also intensively considered during the present

thesis, they will be further discussed.

1.3.2.a. Additive Gaussian noise
This kind of attack has been largely addressed in communication and signal processing. It is

considered (according to the Central Limit Theorem) to model the overall effect of various noise
sources. Such a hypothesis is also considered in the watermarking field, where a lot of studies simply
consider the Gaussian noise as a universal attack model. Although it can very effective for some real-

life image/video filtering operations (e.g. linear filtering, JPEG compression, ...), in-depth studies
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proved its inaccuracy for other types of attacks (e.g. Stirmark, rotations, ...) [MITO7a]. Note that this
inaccuracy concerns the Gaussian behavior and not the additive hypothesis, which was practically

each and every time validated by the experiments.

I11.2.b Transcoding (lossy compression)
Lossy compression (MPEG-4 AVC, JPEG...) is an operation any multimedia content (be it marked or

not) is likely to suffer before its transmission/storage.

In order to evaluate its effects, the differences between the original video and the video obtained

after compression and decompression are investigated.

Note that there is a fundamental conflict between watermarking and lossy compression: a perfect
compressor would virtually eliminate all the visual redundancy existing in the original video while the
watermarking exploits this redundancy in order to hide the mark. Consequently, the practical

challenge is to demonstrate the watermark detection is robust even against high rate compression.

1.3.2.c. Stirmark
Stirmark is a generic tool developed for robustness testing of image watermarking algorithms

[PETOO]. It simulates a D/A followed by an A/D conversion process, i.e. it introduces the same kind of
errors into an image as printing it on a high quality printer and then scanning it with a low quality
scanner. It also applies a minor geometric distortion: the image is slightly stretched, sheared, shifted

and/or rotated by a random amount and then re-sampled using Nyquist interpolation, Figures I-13.

More distortions can be applied to a picture, Figure 1-14 and Figure I-15: a global ‘bending’ and
‘random displacement’ to the image, followed by a slight deviation of each pixel (greatest at the
centre of the picture and almost null at the corners) and a higher frequency displacement. Finally a
transfer function that introduces a small and smoothly distributed error into all sample values is

applied. In order to be most effective, a medium JPEG compression is applied after the distortions.

This attack was initially implemented by Markus G. Kuhn and enhanced and maintained by the

Fabien Petitcolas [PET98].
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Figure I-13: Stirmark principle.
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Figure I-14: Stirmak attack applied to natural images.
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Figure I-15: Stirmak attack applied to test images.

1.3.3. Data payload

This is the total amount of information (in bits) inserted into the original content. According to the

targeted applications, the specifications on this factor may be very different, from 64 bits per

sequence for the identification of ownership up to hundreds of kilobits per frame for application of

hyper-video, Table I-1:

copy protection: the watermark identifies the content owner;
forensic tracking: the watermark conveys a persistent ID pointing to related database;

broadcast and internet monitoring: the watermark enables the broadcast or internet transmission
to be monitored;

E-commerce: the watermark includes the distributor identification;
authentification & integrity: the watermark detects the content modification;

rights management: the watermark identifies the content, includes the usage rules, billing
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information of the rights manangement;

e Hyper TV: the watermark presents content related information (date of creation, history,related
links...).

From the theoretical point of view, for prescribed transparency, the larger the data-payload, the
lower the robustness.

Table I-1: In-band enrichment requirements on data-payload.

Application Data payload
Copy protection 4 to 8 bits inserted in 5 min of video [COX08]
Forensic tracking 30 bit inserted in 2 min of video [PHI08]

Broadcast and internet monitoring 24 bit/s [COX08]

E-commerce 96 bit per video sequence [DIG09]
Authentification & integrety 200 bit per video sequence [XU05]
Rights management 31 bit per video sequence [DIG09]
Hyper TV 1000 bit per video sequence [MIT06a]

1.3.4. Probability of false alarm

The false alarm probability is the probability of detecting a watermark in unmarked data. This value

should be arbitrarily low (e.g. below107®), but in practice it can be depend on the application. For
instance, a mobile service provider having 10 million subscribers should consider algorithms

featuring Py lower than 1077,

This probability depends on the watermark detection algorithm, the manner in which the detector is
used, and the distribution of unwatermarked video. The problem of analyzing false detection
behavior has received little attention in the watermark literature. Linnartz et al. [LINO7] provide a
model to predict false positive probability in correlation-based watermarking methods and show that
a non-white spectrum of a watermark causes the image content to interfere with watermark
detection. Lichtenauer et al. study the false positive probability in exhaustive geometric searches
[LICO8]. They show that image and key dependency in the watermark detector leads to different false
positive probability for geometric searches.

Regardless the peculiarities of the watermarking scheme, from the both theoretical and practical
points of view, for prescribed transparency and data-payload, the lower the P, the weaker the

robustness.
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1.3.5. Watermarking key

The key is generated randomly to control the insertion and embedding of the watermark. According
to the key management, watermarking schemes can be classified into symmetric and asymmetric. A
symmetric watermarking scheme uses identical keys for watermark embedding and detection
[COX08]. This possesses a security problem because the knowledge of the key at the detector can be
used either to remove the watermark or to maliciously watermark other images with the same key.
To solve this problem, asymmetric watermarking schemes (using different keys for watermark
embedding and detection) have been proposed. This makes the use of watermarking possible for
public domain applications where anyone with the detection key can check the embedded
watermark. One of the first asymmetric watermarking schemes was proposed by Hartung and Girod
[HAR98]. It is a modification of spread spectrum watermarking in which only a part of the
watermarked signal is received by the recipient. The scheme allows the recipient to check only this
part of the watermark signal. However, this also enables the recipient to remove the watermark. Van
Hyuk Choi et al. [HUK99] have proposed an asymmetric watermarking system by applying a linear
transformation to the primitive key set to obtain the private encoding key and the public decoding
key. The security of this system relies on the difficulty of estimating the private encoding key from
the decoding key that is publicly available. For higher security requirements, a different
transformation is required for each primitive key.

The key length is the amount of information (bits) that manages the system security. It should be
long enough to avoid the exhaustive search in the key space.

1.3.6. Cost

The technical cost of the algorithm is also a significant feature of any watermarking method. From
this point of view, the complexity of the algorithm is the main criterion of practical acceptance. Just
as an example, the average computing time for a video watermarking system is illustrated in
Figure I-15, by watermarking a 20 minutes of video in high definition resolution [RICO3].

LI MPEG coding M MPEG decoding M Insertion M Write/read L1 Others

1% 1%
4%

77%

Figure I-15: Average of the various tasks performed in a watermarking system.
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As depicted in Figure I-15, about 95% of total processing time is used by the coding/decoding
process. Such an example brings to light that compressed domain watermarking is the only viable
solution towards a practical deployment of such applications.
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1.4. Watermarking in compressed domain

If the watermark has traditionally been inserted in the uncompressed media, the real-time
constraints of the emerging applications (as VoD -video on demand jHDTV - interactive digital
television) make watermarking insertion directly in compressed domain a hot research topic,
Figures I-3 and I-16.

Compressed video
{300 Kbis)

.24

L J

Storage and
transmission

] .24
watermarking
300 Mb/s

—

Uncompressed
video (300 Mbis)

.24

| watermarking

300 Kbis

Figure 1-16: Distribution chain: not secure (top), with watermarking in uncopressed domain (middle) and

with watermark in the compressed domain (bottom).

In practice, video sequences are stored and distributed in compressed format. Accordingly,
traditionally watermarking a video requires to decode the sequence, then to insert the watermark
and, finally, to recode the video. Such an approach requires a large computing time (about 95% from
the total time, cf. Figurel-15) to be allocated to the encoding/decoding operations. All these
operations are naturally eliminated if the watermarking is applied directly to the compressed video.
Currently, several research studies are conducted in the field of watermarking in the compressed
domain, specifically in MPEG-4 AVC domain (which is the latest MPEG standard of compression,
Appendix A).

The MPEG-4 AVC codec (coder/decoder) transforms the uncompressed data by a classic compression
chain: prediction P, transformation T, quantization Q and arithmetic coding Ce, Figure I-17.
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VideoRaw ——— P e T —_— Q —_— CE ———, Video Raw

Figure 1-17: MPEG-4 AVC compression chain.

Prediction is meant to eliminate the spatial (intra prediction) and temporal (inter prediction)
redundancy. The transformation is applied with the view of representing the data as uncorrelated
(separated into components with a minimum interdependence) and compacted (energy
concentration on a small number of coefficients) information. Quantization is the phase where
information is lost in the compression chain. The final phase of MPEG-4 AVC is the entropy coding

(lossless).

MPEG-4 AVC is the most effective to-date lossy compression standard; consequently, any changes to
the syntax of a compressed video will be a priori visible to the human eye, thus turning transparency
into the first real challenge for watermarking in MPEG-4 AVC.

Another problem stems from the fact that the quantization indexes of coefficients of luminance are
integer values, thus imposing severe constraints on the watermark robustness.

The first (and most intensive efforts) were devoted to the watermarking of the MPEG-2 compressed
video streams. Langelaar et al. presented a real-time watermarking method [LAN98]. This method
embedded the watermark directly by substitute the least-significant bits (LSB) of the selected
suitable variable length codes (VLCs) by the watermark bit. In [HAR98], a more robust method
consists in inserting the watermarking into selected high-frequency DCT coefficients of the stream.
Hartung et al. proposed a spread spectrum watermarking algorithm in the MPEG-2 compressed
domain Simitopoulos et al. proposed another MPEG-2 compressed-domain watermarking algorithm
[SIMO2]. Their method embeds the watermark generated as ramdom message to the quantized AC
coefficients of intra-luminance blocks. In order to improve the transparency, the coefficients
submitted of the watermarking insertion are selected according to a perceptual cost. In [WOL97],
Wolfgang et al. used the Watson perceptual model improvement described in [WOL99] and to
modulate the watermark by a perceptual threshold. This model consists of an IIP (image-
independent perceptual) approach based on frequency, luminance sensitivity and contrast masking.

Five main studies (described below) are representative for the mark insertion in the MPEG-4 AVC
domain.

Alattar et al. proposed an MPEG-4 compressed-domain video watermarking method and its
performance is studied at low video bit rates [ALAO3]. This approach is similar to the approach in
[HAR98]; however, the authors used a synchronization template to counter-attack the geometric
transformations. Their method also featured a gain control algorithm that adjusts the embedding
strength of the watermark, depending on local image characteristics.

Wu et al. presented an oblivious watermarking algorithm by embedding the watermark in the
MPEG-4 AVC I|-frames [WUO5]. Their scheme survives MPEG-4 AVC compression attacks with more
than a 40:1 compression ratio. However, their scheme requires decompressing the video to embed
the watermark.

In [NOOO5], Noorkami et al. presented a less complex method applied at the MPEG-4 AVC coder side.

Ueome
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The watermark, a bipolar message, is inserted into the quantized AC coefficients, selected according
to a perceptual cost. This technique, compared to existing methods, double the data payload but
decreases the transparency by 0.1 dB. It is robust against linear filtering but fails the geometrical
attacks. This algorithm is designed for the watermark at the encoder after the complete
decompression of the stream, making it unusable for real-time applications.

In [GOLO7], Golekiri et al. presented an adaptation of the popular ST-QIM method (Spread Transform
- Quantization Index Modulation) applied to MPEG-4 AVC. The watermark is inserted into the
perceptual projection of the selected block according to a psycho visual mask. Although it is
transparent and robust transcoding, this algorithm does not meet the requirements of robustness to
geometric attacks and does not meet the real time constraint.

In [Z0U08], Zou et al. tackle a real live issue, namely how the MPEG-4 AVC stream can be changed
directly while respecting the video format structure and the watermarking constraints. This recent
study says that the watermark direct the stream is possible within the constraint of transparency, but
is very limited in terms of strength and quantity of data-payload.

Figure I-17 presents a synoptic comparison among these five methods and brings to light that no
algorithm can find the optimal trade-off amongst transparency, robustness and data-payload
inserted in the MPEG-4 AVC domain.

Note: All watermarking techniques presented in Figure 1-17 lacks in information about the key and
false positive properties.
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Figure I-17: A comparison of SOA watermarking methods for the MPEG-4 AVC domain.
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I.5. Conclusion

By succinctly analysing the main watermarking issues (theoretical model, functional
properties, support technologies), Chapter| brings to light the two main bottlenecks in
compressed domain in-band enrichment: the lack of any dedicated theoretical tool and the
very poor practical performances of the of-the-shelf methods.

The former bottleneck will be addressed in the present thesis at two levels. First (Chapter Il),
the very sophisticated and subject-dependent concept of transparency will be considered so
as to establish the theoretical viability of the MPEG-4 AVC watermarking and to allow for the
first MPEG-4 AVC perceptual model to be computed and validated. Secondly (Chapter V),
basic tools in information theory and confidence-limit estimation are combined in order to
establish the MPEG-4 AVC enrichment capacity, i.e. the maximal theoretical data payload for
pre-established transparency and robustness constraints.

The latter bottleneck is methodologically addressed in Chapter Ill, where the first MPEG-4
AVC method robust against re-encoding and Stirmark attacks and in Chapter IV, where the
overall results are demonstrated by two practical applications (sub-titling cartoons and
copyright against camcorder recording).
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Abstract

Targeting the transparency concept, this chapter presents two studies on the use of objective
assessment of the human visual perception. First, by considering eight objective quality metrics, it
is proved that the MPEG-4 AVC (a.k.a. H.264) compressed stream still allows the imperceptible
modification of its syntax elements. Secondly, by mathematically extending the Peterson-Watson
IIP model, the first perceptual masking model matched to the MPEG-4 AVC peculiarities is
computed and validated under watermarking constraints.
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1.1 Introduction

As previously mentioned, when watermarking in the compressed domain, the major issue is the
conceptual contradiction between watermarking and compression. On the one hand, watermarking
algorithms use imperceptible features of the video to hold the watermark. On the other hand, lossy
compression schemes try to remove as much as possible of the imperceptible data of a video.

The present chapter takes this challenge at two levels.

First, Chapter 1.2 deals with visual quality evaluation. In this respect, the extent at which the
predicted quantised luma coefficients (see Appendix A) can be altered while keeping an acceptable
quality of the video is assessed. The study focuses on the / slice prediction errors, as they form the
core of the compressed video stream.

Secondly (Chapter I1.3), some quality improvement mechanisms are considered. In this respect, the
first perceptual masking model for the MPEG-4 AVC compression standard is computed. This new
masking model has been tested against state-of-the-art masking models, under the watermarking
framework. On the one hand, when imposing a prescribed robustness and a fixed data payload,
significant gains in transparency are obtained: the PSNR is increased up to 3dB while the Watson'’s
DVQ (Digital Video Quality) is decreased by a half. On the other hand, when imposing a prescribed
robustness and transparency, gains in data payload up to 50% are reached.

Chapter 1.4 presents some concluding remarks.

U~mC
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1.2 Objective study of MPEG-4 AVC watermarking perceptual impact

The objective of this section is to establish whether the impact of the watermarking artefacts
(expressed by some objective metrics) is low enough so as to allow a practical deployment of the
compressed domain watermarking scheme.

Regardless the particular compressed stream syntax and watermarking insertion strategy, the human
observer will always watch a video content displayed (after decoding) on some device (computer
screen, TV set, video projector, ...). Consequently, any objective evaluation procedure for
watermarking transparency should not be performed directly in the watermark insertion domain
(e.g. predicted quantised luma coefficients [COX02]) but in the pixel domain, Figure II-1.

0111100010 Entropic Watermarking Entropic 0100110010
1010100 decoding insertion coding 1110110

Original Watermarked
stream stream

MPEG-4 AVC Quality MPEG-4 AVC
_— -~

decompression metric decompression
A
Original B, watermarked
video video

Metric value

Figure II-1: The synoptic scheme of the video quality evaluation.

11.2.1. Evaluation protocol

In order to ensure generality with respect to the processed video content and effectiveness for real
life applications, the evaluation protocol considered several types of original content, of the
watermark insertion strategies and of the objective metrics, as follows.

Original MPEG-4 AVC content

The video test set (see Appendix D) consists of 10 sequences of 25 minutes each, coded at both SD
(standard definition) and HD (high definition) resolutions.

The standard definition video main profile is encoded at two bit rates, namely 256 kbps and 64 kbps.
Each GOP contains 25 frames and is structured as IPPPP (no B frames). The size of the frame is
352x576 pixels.

The high definition video sequences are also encoded at two bit rates, 5 Mbps and 10 Mbps while the
frame size is 1280x 720 pixels. The same GOP structure (25 frames, IPPPP) was considered.

Regardless the SD or HD profile, the video compression rate is expected to have a quite strong effect
on the transparency as it acts on the quantization parameter values and on the prediction decisions.
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A higher level of compression could mean larger alterations from an elementary modification of the
stream.

The insertion domain

The speed constraints require for the mark to be inserted at the lowest possible levels in the
compression scheme, Figure I-17. Consequently, in the present study, the predicted quantised luma
coefficients domain will be considered [HAR98], [DUTO07], [COX08]. Note that such a domain is not
only advantageous from the speed point of view but also features some redundancy allowing the
mark insertion.

The coefficients corresponding to a 4x4 sub-macroblock are scanned in a zig-zag order and they

will further be referred to through their index in this ordering, by q to ¢ 5. The DC coefficient, ¢, is
not used within the experiments for two both perceptual and MPEG-4 syntactic reasons. First, the

modification alters all the pixels of a 4x4 sub-macroblock with certain influences on the subsequent
predicted blocks, thus amplifying the related artefacts. Second, in the 16x16 predicted
macro-blocks, the DC coefficients are transformed by a Hadamard transform and then quantized,
thus leaving less room for individual modifications.

In order to process these sequences (i.e. to modify the MPEG-4 AVC stream elements under syntax
constraints), a software tool (MPEG parser and syntax analyzer and corrector) was developed starting
from the MPEG-4 AVC reference software [LINO7], [HUH11], [RICO3]; Appendix B presents details in
this respect.

Number of watermarked elements

In our study, two numbers of sub-macroblocks in a macroblock have been modified: 1 and 16.
Concerning the number of macroblocks in a frame, different values have been considered:

e 5,10,50and 100, in the SD case;
e 5,50,500 and 1000 in the HD case.

These parameters have a very important impact in the overall transparency because of the drift
effect generated by the MPEG-4 AVC intra and inter-frame prediction. A modification made to a
coefficient will propagate to the adjacent blocks and to subsequent frames through the prediction
mechanisms. From the watermarking point of view, this leads to an accumulation of distortions, with
disastrous effects on the transparency. In our study, the macroblocks subject to modification were
randomly chosen, thus bringing the numerical values closer to the real-life application.

Note that some state of the art watermarking methods are not confronted to this problem, as they
employ the encoding loop to perform the mark insertion. The encoder would then take into account
the watermark when performing the prediction computations for the adjacent blocks and would
naturally remove the drift effects. It should be noted that besides the speed decrease, such a system
may also lead to a security fault, as an attacker can search the adjacent blocks (both in time and
space) for information about the watermark signal.

" In the sequel, by “coefficients” we shall denote the predicted quantized luma coefficients.

U~mC
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The insertion strategy

Two watermarking insertion strategies are considered in our study: additive (the predilection choice
of the nowadays watermarking schemes) and substitutive (mainly for comparative sakes),
Figures II-2.

In the former case, the coefficients are subject to some integer value additive uniform noise. Each
time, two amplitudes have been considered:

e {-1,1}and{-2,-1, 1, 2} in the SD case;
e {-2,2}and{4,-3,-2,-1,1,2,3,and 4} in the HD case.

Note that as the dynamic of the values in the predicted quantised luma coefficient domain are
different in the SD and HD cases, we had also to consider different additive noise values, Figure II-3.
This is a consequence of the fact that HD allows smaller values for the quantizing step (hence, larger
values for the quantized indexes).

In the latter case, the same numerical values are considered but, this time, they are replacing the
original coefficients instead of being added to them.

12 0 2 3 1 -1 1 -1
1 0 0 0 1 1 -1 1
0 3 0 0 1 -1 -1 1
0 0 0 0 -1 1 -1 -1
Original 4x4 sub-macroblock Mark to be inserted
12 -1 1 2 1 1 1 1
2 1 -1 1 1 1 -1 1
1 2 -1 1 1 -1 -1 1
-1 1 -1 -1 -1 1 -1 -1
Additive insertion Substitutive insertion

Figure 11-2: Additive versus substitutive insertion (in the two cases, the lowest frequency coefficient is kept
unchanged).
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Figure 11-3: SD versus HD sub-macroblock values.

Quality metrics

The following objective quality metrics have been considered (see Chapter | for their definition):
e  Pixels based measures: the signal to noise ratio (PSNR), the maximum mean square error
(PMSE), the image fidelity (/F), and the average absolute difference (AAD).

e  Correlation based measures: normalized cross-correlation (NCC), the correlation quality (CQ),
and the structural content (SC).

e  Psychovisual measure: digital video quality (DVQ).

The limits at which these different measures are considered as reflecting a good quality of the
marked content are filled in Table II-1. Note that these limits were set according to values reported in
the literature; however, as already discussed, according to the targeted application, the actual limits
may vary. Note that no reference limit concerning CQ is met in literature; hence, we fill-in the
corresponding column by NA (not available).

Table 11-1: The limits corresponding to transparent artefacts and the related references.

Pixels based Correlation based Psychovisual
PSNR PMSE
(dB) (x10'6) IF AAD NCC cQ SC DVQ
$D >35 <1.95 >0.999 <0.05 (0.95; 1.05) NA (0.95; 1.05) <0.033
[QIA06] [QIA06] [QIA06] [QIA06] [DUTO7] [DUTO7] [DUTO7]
HD >42 <0.014 >0.9999 <0.05 (0.99; 1.01) NA (0.97; 1.03) <0.0016
[WEI09] [WEI09] [WEI09] [WEI09] [CHI11) [CHI11) [BEL11]

11.2.2. Experimental result

The experiments were run so as to compute the eight above-mentioned reference metrics for all the
possible case studies (SD and HD, compression rate, number of modified elements in the MPEG-4
AVC syntax elements and insertion strategies). The overall results are reflected in 64 figures, each of
which composed of 8 graphs (one graph for each objective measure) of 2 plots (corresponding to 1

u~mcC
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sub-macroblock and 16 sub-macroblock, respectively). In order to alleviate the manuscript reading,

only 8 (Figures Il-4 to 11-11) out of these 64 figures (corresponding to the SD video coded at 64kbps

and additive insertion techniques) are presented below while the rest are included into the
Appendix E, cf. Table II-2.

Tables 1I-3 and II-4 synoptically represent the results reported in these 64 figures.

The overall results of the study bring to light several conclusions concerning the objective evaluation
of the MPEG-4 AVC modification artefacts:

The three types of measures should be considered in order to obtain accurate results and
significant comparison. On the one hand, the correlation based measures are less sensitive to
the frequency of the modified coefficient then the pixel-based measures but are highly sensitive
to the number of modified macroblocks. On the other hand, although very seldom considered in
the literature, the DVQ seems to reach a good trade-off between these two types of behaviours.

All the parameters in the experimental set-up (the quality of the original video, the type of
modification, the insertion strategy ...) are significant. First, as a general rule, the better the
quality of the original content, the better the transparency for the additive techniques; although
quite unexpected, such a result was confirmed by all the considered measures. When
considering substitutive techniques, the result is inverted: the lower the quality of the original
video, the better the transparency. Secondly, as expected, the larger the number of the
modified elements and the larger the strength of the modification, the lower the transparency.
However, for a given type of content (e.g. SD), these transparency differences are less important
than when considering different content types (e.g. SD vs. HD). Finally, the substitutive insertion
techniques are far more restrictive from the transparency point of view than the additive
techniques.

The experimental results allow us to bring to light the maximal modifications of the predicted
quantised luma coefficients under transparency constraints. By comparing the numerical values
presented in the 64 figures to the transparency limits presented in Table Il-1, the following
conclusion can be drawn, cf. Tables 1I-3 and II-4:

o Additive insertion: one sub-macroblock per macroblock, 5 macroblocks per I frame
and a four symbol noise {-2,-1,1, 2}; these limits hold for both SD and HD encoded

video;

o Substitutive insertion: when considering SD encoded video, even the slightest
modification can be detected by the pixel based measures which conflict to limits in
Table II-1; hence, in this case, we cannot speak about fidelity per-se but rather of
quality (cf. the numerical values in Appendix E); when considering HD encoded video,
the substitutive techniques does not allow us to speak about transparency.
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Table 11-2: The structure of the experimental results, according to the video sequence profile (SD or HD),

insertion strategy (additive or substitutive, noise dynamics), video encoding rate and number of

watermarked elements.
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Table 11-3: Synopsis of the results concerning transparency, obtained when a single sub-macroblock is
altered in each processed macroblock. Each cell contains 8 rectangles (one rectangle for each objective
metrics), colored as follows: “green” M — the values of the corresponding metric averaged over all the 15
investigated coefficients belong to the transparency limits (cf. Table II-1); “red” B — the values of the
corresponding metric averaged over all the 15 investigated coefficients do not belong to the transparency
limits (cf. Table 1I-1); “blue” M —for CQ, no transparency limit can be found in the literature.
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Table 11-4: Synopsis of the results concerning transparency, obtained when all the 16 sub-macroblock are
altered in each processed macroblock. Each cell contains 8 rectangles (one rectangle for each objective
metrics), colored as follows: “green” M — the values of the corresponding metric averaged over all the 15
investigated coefficients belong to the transparency limits (cf. Table II-1); “red” B — the values of the
corresponding metric averaged over all the 15 investigated coefficients do not belong to the transparency
limits (cf. Table 1I-1); “blue” M —for CQ, no transparency limit can be found in the literature.
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Figure 11-4: Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 5

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 1I-5: Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 10

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 11-6: Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 50

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 1I-7: Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video SD encoded at 64 kbps, and with 100

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 11-8: Effects of {-2, -1, 1, 2} additive noise, altering one sub-macroblock (the plot in ) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 5
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 11-9: Effects of {-2, -1, 1, 2} additive noise, altering one sub-macroblock (the plot in @) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 10

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure 1I-10: Effects of {-2, -1, 1, 2} additive noise, altering one sub-macroblock (the plot in e) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 50

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.

[1-18




Chapter II: Transparency

PSNR (dB)

0.0025

0.002 --\
0.0015

PMSE

0.001 \
00003 .\\'—%
o +—+++++++++++ 78y
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 12 3 45 6 7 8 9 101112 13 14 15
IF AAD
1.002 0.25
1
0.998
0.996
0.994
0.992 0.05
0.99 +———+—+—+—+—+——————+—+ 0 ——+—+——+—+—+—+——+—+—+—+—+—1
1 2 3 45 6 7 8 9 1011 12 13 14 15 1 2 3 4 5 6 7 8 9 1011 12 13 14 15
NCC cQ
15 200
150
1
100
0.5
50
0 +—+————————————+—+ 0 +———————t——————+—+—
1 2 3 4 5 6 7 8 9 1011 12 13 14 15 1 2 3 45 6 7 8 9 10 11 12 13 14 15
SC DVQ
1300 0.1
12
>0 0.08
1200
1100 0.04
1050
1000 0.02
950 —+—+—+—+—+—+—+—+—+—+—+—+—+—+ o+—+—++—+—+—+++++++++

1 2 3 4 5 6 7 8 9 101112 13 14 15

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Figure IlI-11: Effects of {-2, -1, 1, 2} additive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in W). Quality measures evaluated for video SD encoded at 64 kbps, and with 100

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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I.3. MPEG-4 AVC perceptual masking

The present section establishes the first accurate perceptual masking model addressing the MPEG-4
AVC domain peculiarities. In other words, we computed the MPEG-4 AVC visibility thresholds, i.e. the
maximum amount of additive noise which can imperceptibly affect the quantized values of the intra
prediction errors.

In its widest acceptation, perceptual masking consists in matching the image processing algorithm to
the human visual system peculiarities.

The first model of the psycho-visual system was proposed by Waston [WAT83] in 1983. On that
occasion, a model was established in order to map the visual signal perceived by a human observer
into an internal representation on which the observer’s decision is based.

In 1990, Peterson [PET90] proposed the IIP (Image-Independent Perceptual) masking model, as an
experimental estimation of the visibility threshold for images. By running psycho-visual tests, it was
established that the maximum value of a perturbation which can still be imperceptibly added to the
image pixels is given by a function S(.) depending on the pixels position and on their neighborhood.
Although this function is implicitly governing the human visual system (HVS), its mathematical form is
not yet précised. In practice, S(.) is projected on the DCT (Discrete Cosine Transform) domain, thus

resulting in the Tngg matrix, which gives the maximum amount of the additive noise which can be

imperceptibly added to the 8 x8 DCT coefficients (the so-called visibility thresholds).

One vyear later, Albert J. Ahumada [AHU92] proved that the Peterson DCT Quantization visibility
thresholds can be predicted by a simple luminance-based detection model. This model was
estimated for special viewing condition (a mono color background at the luminance). However, this
model somewhat lacks in practical impact, as in real-life applications the viewing conditions are
unstable and depend on various parameters (display and ambient luminance, spatial frequencies and
pixel spacing, viewing distances, aspect ratio, ...).

Six years later, in order to solve these issues, Watson considered the contrast and the global
luminance as elements in an improved IIP model [WAT98]; hence, the visibility thresholds are
computed by taking into account their actual values (the so-called 8 x8 Watson contrast sensitivity
table).

This mask has already been used for video watermarking in both uncompressed and compressed
domains, aiming at increasing the data payload and at improving the robustness, while limiting the
visual distortions. However, as it was designed for classical 8 x8 DCT, it can be directly exploited only
in MPEG-2 applications and has no straightforward adaptation for the MPEG-4 AVC.

With respect to its predecessors, MPEG-4 AVC comes across with three new issues, Appendix A. First,
the DCT is no longer applied to 8x8 blocks but to 4x4 blocks. Secondly, MPEG-4 AVC considers an
integer DCT. Finally, this integer DCT is no longer applied to pixels (as it is the case in JPEG and
MPEG-2) but to the intra/inter prediction errors.

When considering now the perceptual modeling from the application point of view, a wide area of
approaches can be found in the last 20 year publications; in the sequel, these approaches will be
illustrated for compression and watermarking applications, for both still image (JPEG) and video
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(MPEG-2 and MPEG-4). Of course, the following two paragraphs will present only some examples and
are not meant to cover all the related studies.

When considering the compression applications, the very first example is provided the Watson
model per-se [TON98]: it allowed the JPEG compression ratio to be improved by 22%, for a
prescribed PSNR value. In [VER96], the authors advance a novel bit allocation scheme for MPEG-2
CBR video coding using the Watson perceptual model. A measure of the macroblock activity,
different from the classical MPEG-2, is subsequently defined. The underlying experiments
demonstrated that for the same visual quality, the compression rate can be thus improved by 10%.
A. Cabrita advanced the principle of perceptual coefficients pruning [CAB11]: all the transform
coefficients which have a magnitude lower than the corresponding JND threshold can be set to zero,
since these coefficients should be perceptually irrelevant. Thus, the compression rate can be
improved up to 14% or, equivalently, the PSNR can be increased by 0.4 dB for rates around
8 Mbyte/s.

The perceptual masking success story can be illustrated in the watermarking field by the study of Q.
Li [LIO7] who advances a JPEG QIM watermarking algorithm with modified Watson perceptual mask.
The adaptation provides contrast scaling invariance of the luminance mask, thus ensuring its linear
relationship with the perceptual threshold values. This way, the Watson perceptual distance
computed between the marked and the original JPEG images is reduced by 11.2 units; when
imposing the same transparency, the new model allows a BER reduction by 10%. In [DAMO06], an
MPEG-2 video watermarking algorithm exploiting mark energy adaptation to the host signal values
presented. This perceptual watermarking allows a 42 dB for the PSNR between the watermarked and
the host video sequences to be obtained; when imposing a fixed transparency, the use of the new
model allows a BER reduction by 2%.

In the sequel, the three above-mentioned main MPEG-4 AVC peculiarities (integer DCT transform
applied to 4x4 blocks of predicted errors) will be incrementally considered in order to objectively
establish their impact in the perceptual masking and to assess the practical impact of this new model
in watermarking applications (cf. the low-right cell in Figure 1I-12).

11.3.1 Perceptual mask
11.3.1.1 The 4x4 adaptation
On the one hand, the 4x4 DCT is defined as:

3, 3 7(2i;+1)n 7(2i,+1)n
X(ny,n)= 2 ZX(ll,lz)c ¢;, cos(—=—g—")cos(——2—>2), (1.1)
i,=0i;=0

where x(iy,i,) are the pixels in the 4x4 block and the ¢; and ¢; stand for the corresponding

scaling factors. On the other hand, the 8 x8 DCT is defined as:

Xy, my)= 5 2x(11,/2)c ¢;, cos(TArM cog( PRI (11.2)
J,=0j,=0

where x(j;,j,) are the pixels in the 8x8 block and the Cj, and Cj, stand for the corresponding

scaling factors.
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According to the Noorkami study [NOOO6], a 4x4 visual masking model can be obtained by sub-
sampling the Ts, . |IP matrix and by scaling its coefficients so as to keep a normalized transform:

0.7 058 12 239
0.58 1.12 149 23
1.2 149 3.07 435
239 23 435 7.25

TS4><4 (nl,nz):-rsgx/8 (2”1,2”2)/2: ,an,nze {0,1,2,3}, (”‘3)

11.3.1.2 The integer vs. floating point transforms

In this step, we consider that the Peterson pixel-domain psycho-visual model S(.) is true and we
derived its projection on the MPEG-4 AVC DCT coefficients.

From the mathematical point of view, this means to solve the following optimisation problem:

t,-j=argmin(‘dist(X,X+f(e,-,j))—S), (11.4)

€

where X is the original 4x4 pixel block, S(.) is the Peterson’s model in the pixel domain, e jisa
random value added on the (i, ) MPEG-4 AVC DCT coefficient, f(.) is the back projection from the
MPEG-4 AVC DCT to the pixel domain, dist(.) denotes the generic psycho-visual distance

characterizing the HVS, and ¢; ; is the visual threshold we are interested in, i,jE{O, 1,2, 3}.

As for both JPEG/MPEG-2 and MPEG-4 AVC standards the projections from the pixels to the

frequency domains are governed by one-to-one differentiable linear functions, the above
optimization problem can be re-written in the frequency domain as:

t',j:argmin(dist(X+Ct(EOEb)C,X)—S), (11.5)

€jj

“ ”n

where X is the original 4x4 pixel matrix, “e” is the element-wise product, and C and E, are

provided by the standard.

The new threshold T =(t'; )o<i, j<a Can be estimated as the value of distortion ejj that minimize dist;

thus:
Adist(X + Ct(E-Eb)C,X)-SZO’ (11.6)
Gej;

, toat t

o ist(X + C'(A(AEA )A-Eb)C,X)-SZO' (1.7)
&y
. 1 t

o AMist(X + A(ho g " (E))A", X)-S ~0, (1.8)

;i
where h and g denote the two functions governing the classical and the MPEG-4 AVC DCTs,

respectively.

It can be noticed that h and g are invertible, differentiable and that hog_l(.) is stable with respect

to the e; ; dynamic. The optimum is obtained when E,,; =T", or when ho g'l(Eopt) =T; hence
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Eopr=gon(I) =T, (1.9)

Thus, the perceptual mask for the MPEG-4 AVC DCT, denoted by T54X4im can be obtained:

_ t t .10
TS, 4 = C(ATs, [ AC 0 Ep, (1.10)
where C, A and E, are the same as above.

From the intuitive point of view, the computation of T54X4im is illustrated in Figure 11-12: a value in

T54x4im gives the new visibility threshold, i.e. the maximal value of a distortion added on an integer

DCT coefficient which is still transparent (imperceptible) for a human observer.
0.7 0.58 1.20 | 2.39

o = [0 [z [ 1 |25
x4 120 | 149 | 3.07 | 435

239 | 230 | 435 | 7.25 YZATS4X4Arl

0.7 | 0.410 | 1.20 | 2.429
0.410 | 0.827 | 1.180 | 1.847
1.20 | 1.180 | 3.07 | 4.447
2.429 | 1.847 | 4447 | 7.539

3

_ i i
Tspxam = C4 Tsp 4 4XC" K

Figure 1I-12: The influence of the integer DCT transform in the perceptual masking.

11.3.1.3 The prediction error impact

As already mentioned, the MPEG-4 AVC stream is not composed directly by the 4x4 DCT
coefficients but by the differences between these coefficients and some values which can be
predicted on their neighbors. Be there C.,, the current 4x4 coefficient block, and be there C,.qp,

Crefup+ Crefupright » Crefuplest its reference neighbors, respectively. Then, the prediction error is the £
matrix, E=Ccy, —Cpreq, Where Cp.q is a function of Crnenr, Crefupr Crefuprignt @Nd Crepupreft »
depending on the prediction mode.

The MPEG-4 AVC standard makes provision for 9 different prediction modes: Vertical, Horizontal, DC,
Horizontal/Up, Vertical/Left, Horizontal/Down, Vertical/Right, Diagonal Down/Right, Diagonal
Down/Left. Our study brought to light that despite the functional differences among these
predictions modes, all the C, ., predicted matrices can be expressed as a combination of matrix and

element-wise operations on the 4x4 integer DCT coefficients corresponding to its neighbor
reference matrices:

C pred = B (CrefLefr: Crerp’ CrerpRight’ CrerpLeft) =

4 4 4 ,
ZLi‘eﬁ ° (RI[ CrefLeft Qt) + ZL?p ° (cherp Ri)+ ZL?pngh[ ° (cherpRightRi )+,

i=1 i=1 1 (I1.11)

4
upLeft
+ 2L
=1

° (cherpRight R;)
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where: F is a function computing the prediction mode 1:{1,2,...,9}, ® is the element-wise product,

Lf.eﬁ, LP, L?pRjgm , L?pLeﬁ are 4x4 matrices depending on the I prediction mode and:

0 001 0 00O
.thy-
QZOOOl'R:llll///ne' (11.12)
0 001 "1o 0o 0O
0 001 0 00O

when no operation is explicitly written, the matrix product should be considered.

Although the previous equation is very sophisticated, its practical relevance is straight-forward. For
instance, the CrerpLeﬁ is involved in only one prediction mode (namely the Diagonal Down/Right).

Moreover, several symmetry relations among the Lf.eﬁ, L, L;’pRjgh[ , L?pLeﬁ matrices can also be

brought to light:
1. for the Vertical prediction mode: Léert = ?pRight = L?pLeft =0 and L?p =R, i=11,2,3, 4}.
2. for the Horizontal prediction mode: L?p = L;lpRight = L?pLeﬁ =0 and Léert =R;,
i=11,234},

3. forthe DC prediction mode: L?pRjght = L;lpLeﬁ =0 and:

1111
111 1 11
et = pup — = ,i=11,2,3,4) (11.13)
811 1 11 :
1111
4. for the Horizontal/Up prediction mode:
1 100 1 211 01 1 2 0001
et 10 0 0 O o |1 1 0 Of jog |1 2 1 1| jepg |0 1 1 3
= L = = L =
T =000 Tloooo Tliroof™ Tz (11.14)
00 0O 0000 00 0O 1111

1% - LzPnghf =Pl —o; j={1,2,3.4) j={L 2.3 4} k={1.2.3 4}

5. for the Vertical/Left prediction mode:

1000 1100 01 11 00 1 1
q,pzl 0 0 O,LUPZZ 10 O,L”P:I 2 1 o’Lup_o 1 2 1’
00002 Jtooo0ofl3 Jt1o00% jo110
0000 1000 2100 1210
0000 0000 0000 (11.15)
LinRight= 1000 ’LupRightz 0000 ‘l%IpRightz 0000 ngpnght 0
2 00 0] 2 1000 0000
1100 2000 000 1
left _ jupLeft _ . .
L =L =0, i={1,2,3,4}, j=1{1,2,3,4}.
4
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for the Horizontal/Down prediction mode:

6.
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for the Vertical/Right prediction mode:
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={1, 2.3, 4}.

i={.2.3}, j

o o o ©
o o o

S — — N

1
2
1
0

for the Diagonal Down/Right prediction mode:

upLeft
Ly

=0,

Right
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LupLeft
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={1,2,3,4}.

i={1,2,3}

for the Diagonal Down/Left prediction mode:

9.

(11.19)

UPMC

11-25



In band enriched video: from concept to applications

0 01 2 0 0 0 1 0000 0000
llupRight _ 01 21 LupRigh[ _ 001 2 LupRight _ 0001 LupRjgh[ _ 0000
121 0[7?2 01213 001 2[4 000 1
2100 1210 01 21 001 2

left Left . ,
L; =P =0, i={1,2,3 4}, j=1{1.23 4}.

The perceptual mask in the integer DCT domain, applied to the prediction error (further denoted as
Tpvc_ pred) is defined as:

Tave_ pred = max (Emodified- Eorigjna]) ’ (11.20)
imperceptbility

As the modifications are done directly on the prediction errors, the reference is kept unchanged;
hence:

Emodified = Ceurrmodified = 1 (CrefLeft - Cref) CrefUpRight - CrefUpLeft ) (1.21)

7

Eorigina] = Ceurrmodified - Fk (CrefLeft Crerp ) CrerpRight , CrerpLeft )
where [ and k correspond to the original and modified prediction modes, respectively. Since the
prediction mode is computed in MPEG-4 AVC out of minimizing the energies among neighbor blocks,
under the imperceptibility constraints it is possible to assume that the prediction mode is not
changing (this was actually the case in each and every experiment we carried out in Section 11.3.2).
Hence,

Tave_prea= — max  (Coyrrmodifed - Ceurrorigimi) = T Saxint * (1.22)
imperceptbility
The last equation demonstrates that the perceptual masking matrix corresponding to the prediction
error in the vertical mode is identical to the masking matrix in the coefficient domain.

11.3.2 Experimental validation

The experiments were carried out on the two corpora presented in the Appendix D: 10 sequences of
25 minutes each, coded at both SD (at 64kbyte/s) and HD (5 Mbyte/s) resolutions.

The results are synoptically presented in Figures 11-13 and II-14.

The watermarking method presented in [BEL10] was applied by considering four different types
perceptual masks: (1) a random generated 4x4 matrix (i.e. no perceptual masking), (2) the
Noorkami Ts, . mask, (3) the Tpyc peg Mask computed according to (11.22), and (4) eight noisy

perceptual masks (denoted by T, t0 Topieg) Obtained by adding to the Tyyc g Uniform

random noise of 0 mean and different variances, lower than the corresponding coefficient divided by
10.

The first experiment (Figure lI-13) was devoted to the evaluation of the impact of the new masking
model in the watermarking transparency. In this respect, fixed data payload (96 bits of information
inserted into excerpts of 5 minutes) and robustness (against transcoding and geometric attacks — the
StirMark random bending) were imposed. The corresponding transparency was evaluated according
to two objective measures: the popular PSNR and the Watson’s DVQ.

When considering SD encoded video, the Tuyc ,es mMasking model ensures gains in PSNR of 7 db

and 3.2 dB with respect to the no-masking and the Noorkami’s models are obtained, respectively. A
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significantly decreased DVQ is also obtained: gains by factors of 0.52 and 0.47 are obtained with
respect to the no-masking and the Noorkami’s models, respectively.

The same good results are obtained when considering HD encoded video. It can be seen that the
Tave_pred Masking model ensures a gain of 6dB with respect to the no-masking procedure and of

2dB with respect to the Noorkami model. The gains are even more important when considering the
Watson's perceptual measure: this measure is reduced by a factor of 2.58 when compared to the no-
masking approach and by a factor 2.20 when compared to the Noorkami masking. It can be also seen
that the T,y ,e Values accurate: from the PSNR point of view, the noisy versions of the new

perceptual mask lead to similar results to the Noorkami’s mask; however, it significantly outperforms
state-of-the art competitors from the DVQ point of view.

PSNR bvQ
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. & 3402 33 56 3373344034 02 44 443252 2382 0.0400 b o03s
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‘ 0.0200 0.018
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Figure 11-13: The impact of the perceptual masking model in watermarking transparency for SD video
encoded at 64 kbyte/s (up) and for HD video encoded at 5Mbyte/s (bottom). Two objective metrics are
considered, namely the PSNR (left) and DVQ (right).

The second experiment (Figure 11-13) investigates the impact of the new masking model in the data
payload. In this respect, we first imposed a transparency expressed by a prescribed PSNR (35dB in
the SD case and 44dB in HD case) and a robustness against transcoding the geometric attacks
(SirMark random bending) and we evaluated the maximal data payload corresponding to video
excerpts of 5 minutes. Secondly, we imposed a fixed DVQ (0.033 in the SD case and 0.0016 in the HD
case) and we evaluated the maximal data payload corresponding to the same video excerpts of 5
minutes and to the same robustness against transcoding and geometric attacks.

When considering SD encoded video, significant gains in data payload are obtained with respect to
the Noorkami’s model: 20% (for a prescribed PSNR) and 54% (for a prescribed value for DVQ). Of
course, the gain of the new model over the no-masking case is even larger, namely 156% (when

U~MmC
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considering the PSNR as a transparency criterion) and 81% (when considering the DVQ as a
transparency criterion).

When considering HD encoded video and the PSNR measure, it was brought to light that the data
payload is increased by a factor of 15 with respect to the basic random mask and by 5% with respect
to the Noorkami’s masking procedure. When considering now the DVQ, gains by 30% are obtained
with respect to the Noorkami’s model and by factors of 2 with respect to the case in which no
masking model is considered.
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Figure 11-14: The impact of the perceptual masking model in the data payload for SD video encoded at
64kbyte/s (up) and for HD video encoded at 5Mbyte/s (bottom). Two objective metrics are considered,
namely the PSNR (left) and DVQ (right).

11.4 Conclusion

This chapter approaches the in-band enriched video paradigm from the transparency point of view.
The first contribution (Chapter 11.2) consists in a reference study about the possibility of modifying
the MPEG-4 AVC stream elements under imperceptibility constraints. It is thus demonstrated that
the redundancy still existing in the MPEG-4 AVC stream allows for several types of modifications
(additive, substitutive) to be done. The related practical limits are established for both SD and HD
video, by considering 8 visual quality metrics of three types (pixel based, correlation based and
psychovisual based).

The second contribution consists in computing the first masking model devoted to the MPEG-4 AVC
compressed stream. In this respect, the mathematical demonstration combines the algebraic
modeling of the MPEG-4 AVC operations to an optimization problem solving. The practical validation

TELECOM
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is obtained under the watermarking framework and points to significant improvement in both
transparency (e.g. a gain of 3dB) and data payload (e.g. a gain of 50%) with respect to state-of-the-art
masking models.
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Chapter Ill: Robustness

Chapter lll

Robustness

The good tree is not growing easily.
The stronger the wind, the more robust the tree

J. W. Warriott
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Abstract

By presenting COMWoat, this chapter deals with the robustness issue for MPEG-4 AVC
watermarking. In this respect, the results are presented at three incremental levels. At the basis,
the first MPEG-4 AVC method featuring robustness against noise addition, transcoding, and the
StirMark (geometric) attacks is adavanced. The mark is inserted into the MPEG-4 AVC quantization
indexes selected according to an energy-based selection criterion validated by information theory
basic concepts. The insertion procedure combines the QIM principles and the perceptual mask
obtained in this thesis. At the second level, the very QIM principles are generalized beyond the
binary case, thus advancing the mQIM insertion/detection methods. Its main theoretical and
practical advantage is the increase the data payload by a log(m) factor, while preserving the
transparency and the robustness. Finally, the MPEG-4 AVC syntax is reconsidered as a starting
point in designing a counter-attack procedure; in practice, this procedure results in BER reduction
by 5% to 10%, according to the original video bit rate.

Beside this application driven presentation, Chapter Ill also deals with fundamental theoretical
tools in information theory which allows the performances of the developed methods to be
objectively compared to their theoretical limits.
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Chapter Ill: Robustness

111.1 Introduction

As the Chapter Il brought to light that transparent video watermarking is possible in the MPEG-4 AVC
domain, the present Chapter takes the challenge of designing a practical MPEG-4 AVC watermarking
technique (further referred to as on COMWat), meeting the requirements of transparency and
robustness. In this respect, beyond the Introduction and Conclusion, a structure on three
incremental levels is considered, see Figure IlI-1.

At the basis, Chapter IIl.2 reports on the first watermarking method in the MPEG-4 AVC domain
featuring robustness against transcoding and geometric attacks and whose transparency is
supported by both objective and subjective assessments. The mark is inserted into the MPEG-4 AVC
guantization indexes selected according to an energy-based selection criterion, validated by
information theory basic concepts. The insertion procedure combines the QIM principles and the
perceptual mask obtained in this thesis.

Secondly, in Chapter lll.3, in order to increase the data payload performances, an extension to
multi-symbol insertion is advanced. The main novelty consists in deriving the equations underlying
the multiple symbols Quantisation Index Modulation (mQIM) insertion rule. This method allows the
size of the inserted mark (the data payload) to be increased by a factor logy m, while keeping the

same good transparency (objectively and subjectively evaluated) and robustness (against transcoding
and geometric attacks).

Chapter IIl.4 reconsiders and extends the mQIM insertion technique in order to increase its overall
performances (transparency and robustness against re-encoding attacks). In this respect, an
objective study on the practical impact of the errors induced by the MPEG-4 AVC (iterative)
decoding/re-encoding is carried out and the related counter-attack is specified. The results show
significant increase of the PSNR (about 1.3dB) and decrease of the BER (by 5% to 10%).

Chapter III.5 concludes this section.

Transparency: gain of 1.5 dB
Robustness: 5% to 10% gain in BER

First practical MPEG-4 AVC watermarking method
*Binary QIM Transparency: PSNR of 64 dB
* Perceptual masking Robustness: gain in the BER against transcoding of 6%
* Energy based selection and against StirMark by 8%
« Information theory validation Data payload: 5 times more than the DCI limit

Modules Results

Figure IlI-1: Synopsis of the three layers in the COMWat method: (1) basic method based on the binary QIM,
cf. Chapter llIl.2; (2) mQIM extension cf. Chapterlll.3, and (3) MPEG-4 AVC based counterattacks, cf.
Chapter Il1.4.

U~mcC
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1.2 Binary QIM method for MPEG-4 AVC watermarking

At its basic level, the COMWat method reconsiders the QIM principles in order to achieve robustness
against both transcoding and geometric attacks; in this respect, perceptual shaping and mark
insertion after MPEG-4 AVC quantization are key enables. This new method is structured into some
specific modules for insertion and detection sides (Figure IlI-2): perceptual masking, mark generation,
embedding and block reconstruction.

Host block x Key « Message m

Message m

Tave _ pred
]

|
: Key k
1
|
INSERTION DETECTION
Watermarked Attacked
block : T block :
L 5 4

Figure 1lI-2: Synopsis of the first layer in the COMWat method.

111.2.1 Insertion Step

The compressed domain watermarking state of art exhibits ST QIM — Spread Transform Quantisation
Index Modulation methods inserting the mark in the AC coefficients [EGG03], [GOLO7]. While robust
against transcoding, this approach cannot withstand the geometric attacks. The method in the
present chapter reconsiders the QIM principles in order to achieve robustness against both
transcoding and geometric attacks.

Perceptual masking

This module was designed so as to identify the original content components which are relevant from
the HVS (human visual system) point of view.

It has as input the original (unmarked) content x (Figure IlI-3) and is parameterised by the perceptual

mask TAyc pred computed in Chapter II.

The method presented in this chapter deals with the AC luma quantisation indexes corresponding to
the 4x4 sub-macroblocks in the I frames [NOOO5] [NOOO06] [NOOO7a] [BEL10]; hence, x denotes a
15 component vector, obtained by zigzag scanning the quantisation indexes of such a macroblock. In
order to take into consideration the peculiarities of the HSV, the input vector is projected onto a

perceptual mask (denoted by Tgyc g In the matrix representation and by fAyC_ preq in the
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Chapter Ill: Robustness

vector representation), prior to the insertion. Once the Tgyc pred Mask matrix is computed, the
tAVC _ pred Vector is obtained by scanning in a zigzag order the values corresponding to the AC

frequencies and by normalisation.

The perceptual shaping module provides X‘TAVC_pred and y which are the x orthogonal

decomposition on the 4y pred direction and on its normal, respectively (Figure 11-4):

] t

Y:X_Xl'TAVC_pred’ (11.2)

where “- ” denotes the scalar product and “-“denotes the vector difference. Note that x' stands for
a scalar, while y is a vector. Assuming Tgyc pred realistically models the HSV, the lowest artefacts

are expected to be obtained when inserting the mark in the X TAyC_ preq component.

Host block x Key k Message m

Input

TAVC7 pred
— t
— =X '[Achpred

=x—x"tAyC_ pred

q=0a (x'—A(§+k>) - (x'—A(§+k>)

w=a-q

> Xy = X+w

Z2=Xw LAVC _ pred TV

Output Watermarked

block :

Figure llI-3: The insertion synopsis: three inputs (the message m, the host x, the key k) and three parameters (the

perceptual mask TAVC_pred , the quantization step A, and the scaling factor « ) are considered to compute the

marked data z.

| JS R ———

>
rd

XTAvC.  pred wTAVC  pred
Figure 1ll-4: Vector-based representation for f?1e inéertion: the mark is added on a directioﬁgls/en by the perceptual
mask vector, cf. equations (Ill.1) and (I11.2).

UPMC
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Mark generation

This module encodes the m binary message to be inserted into a quantisation error, according to the
general QIM principles [EGGO3][GOLO7].

It has as input the m binary message, the x' projection of the original (unmarked) content on the
Tave pred perceptual mask and the k key (a value sampled from a [o; 1) uniform random number

generator). The generation process is parameterized by the quantisation step A (selected in the
neighbourhood of Qstep of the MPEG-4 AVC) and by a scaling factor «. The w watermark is

generated according to a dither modulation formula:
q=Qp(x-A(m/2-k) - (X*~A(m/2-k)), (1.3)
w=ao-q, (111.4)
where Qn (u) = A - round (u/A) .

The advantages of such a technique are well known in the literature [CHEO1]: independence between
the watermark and the host, minimal quantisation artefacts, and improved security.

Embedding & block reconstruction
This module generates the watermarked 4X4 MPEG-4 AVC block.

It has as input the w watermark and the original content, represented by its two components
Xtayc and y. In the present chapter, the insertion follows a simple additive rule and the

watermarked - vector is reconstructed by summing (in the vector sense) the watermarked
component on the perceptual masking direction with the initial (unmarked) component on the
normal to the perceptual masking:

Xy = X+Ww, (1n.5)

7= Xy TAVC _pred tV (11.6)

The watermarked block is obtained from the z vector by inverse zigzag scanning. The position of the
4x4 watermarked block in the 16 x16 luma block is stored in order to regain synchronization at the
detection side.

111.2.2 Detection procedure
The detection procedure starts by parsing the supposed watermarked 4x4 block, by scanning itin a
zigzag order and by recording the corresponding AC coefficients in a vector denoted by z'. The Y(m)

detection variable is computed as follows:

Y(m) = Op ((Z|)[ ) TAVC_ pred —kA) - ((Z|)[ ) TAVC_ pred —kA), (1n.7)
where k and A are the key and the QIM quantisation step. Be there the ideal case in which 7= x,,,

i.e. no attack occurred and the MPEG-4 AVC inner operations did not affected the watermarked
block.

11-6
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In this ideal case, we compute Y(m) in order to get the decision’s threshold value for a best

detection:
Y(m) = Qp (xy, — kA) — (xy, — KA) , (111.8)
Let's A= X'-A(%m) and B= x-aq— kA (11.9)
B=(a-1)q+Qa(A+A~
Thus, 2 (I11.10)
B (m) :(a—l)q+A%
Y(m) = O (B) = (B) = Qa (B'(m)) — (B'(m)) (1n.11)
A A
_A <8 (111.12)
25757
_(l—a;m)A_ () < (l—a;m)A (11.13)

Y(m) , as any quantization error, belongs to the {—%%} interval. Thus, to get a good detection, we

have to divide this zone into 2 non-overlapping zones correspondently to Y(m=0) and Y(m=1).In

this respect, the B'(m) behaviour should be considered.

If m=0 (111.14)
_(—a)A __(1-2)A (I11.15)
2 2
U=)A _y_g) < L=DA (111.16)
2 2
i m=1 (111.17)
A _p 2-0)A (111.18)
2 2
——<Ym=DS—%?
or (111.19)
A Ym=1<2
2 2
This last result (111.19) and (I1.20) can be depicted in Figure IlI-5.
9 B (1-a)A 0 (1-a)A 9
42 2 4C 2 o 4@

AN | I | e
2 2

<

N & N
< 7K —>

Decision Decision Decision

m =1 kl m =0 ](2 m =1

Figure IlI-5: Decision regions as a function of ¢ .
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The decision is done according two thresholds 4 and k, resulting in the [} = [——(1 _ZO()A —%A] and
L= [—%—%A] intervals, respectively:

-f kg <Y(m) <ky=m=0
- Else, m=1.

The choice of the detection threshold is done according to a minimal error probability criterion. It
can be demonstrated [BELO8], if a=>0.5, then Pk1,1f2 (Erreur) =0 ; otherwise (if @>0.5), then

1-2a
By k, (Erreur) = 20-a)

low complexity we choose|k | =|ky| = % .

. Thus we find that error probability is independent of threshold so for a

Assuming random behaviours for the original content and the key and the absence of any kind of
attacks, it can be proved that Y(m=0) belongs to the (-(1-a&)A/2;(1-a)A/2) interval, while

Y(m=1) belongs to the union of the (—A/2;—aA/2) and (aA/2;A/2) intervals, Figure l11-5.

In order to ensure the method effectiveness (i.e. possibility of recovering the mark in the absence of
attacks), the Y(0) and Y(1) variation intervals should not overlap; hence, &>0.5. As in practice the
watermarked content is always modified by some attacks prior to detection, Y(m=0) and Y(m=1)

will cover wider intervals then previously mentioned. Assuming all these attacks can be represented
by random additive noise, the optimal decision rule is:

{if|Y(m)|<A/4then m=0 (11.20)

if |Y(m)|>A/4 then m=1"

111.2.3 EXPERIMENTAL RESULTS

Video corpus

The experiments were carried out on the corpus presented in Appendix B.

Robustness

The experimental study started by a robustness-driven analysis on the optimal way of selecting the
macroblocks in which the mark is to be inserted. In this respect, a first scenario considers two non-
zero macroblocks, randomly chosen in each I frame. The method proved its effectiveness and its
robustness against noise addition (in the transformed domain). On the contrary, the mark is lost after
transcoding and geometric (StirMark) attacks. From the information theory point of view, this lack of
robustness is connected to a channel with very low mutual information, as illustrated in Figure IlI-6.
The channel corresponding to the watermarking method in this study is binary: the input may be 0 or
1 (the bits composing the m mark) and the output is represented by the decision according to the
rule expressed by (11I-20). The corresponding noise matrices were estimated on the video corpus, for
both transcoding (decoding from MPEG-4 AVC to AVI and than re-encoded to MPEG-4 AVC) and
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Chapter Ill: Robustness

geometric attacks (StirMark), Figure IlI-6. It can be directly noticed that these matrices represent
channels with very strong noise: the mutual information is very close to zero. Note: the relative error
in noise matrix estimation is £, =5% .

Transcoding StirMark
0 1 0 1
64 kbps 0 0.49 0.51 0 0.49 0.51
1 0.49 0.51 1 0.49 0.51
a I(X,Y)=0 BER=49.9% I(X,Y)=0 BER=50.1%
(7]
0 1 0 1
256 kbps 0 0.49 0.51 0 0.49 0.51
1 0.49 0.51 1 0.49 0.51
I(X,Y)=0 BER=49.3% I(X,Y)=0 BER=49.3%
0 1 0 1
5 Mbps 0 0.49 0.51 0 0.49 0.51
1 0.49 0.51 1 0.49 0.51
% I(X,Y)=0 BER=49.8% I(X,Y)=0 BER=49.8%
0 1 0 1
10 Mbps 0 0.49 0.51 0 0.49 0.51
1 0.49 0.51 1 0.49 0.51
I(X,Y) =0 BER=49.9% I(X,Y)=0 BER=49.9%

Figure 111-6: Noise matrices and the crresponding mutual information values for transcoding (left) and geometric
(StirMark) attacks (right), in the case the macroblocks to be watermarked are randomly chosen.

Consequently, a second scenario for macroblock selection had to be considered. This time, the mark
is inserted only in the macroblocks whose energies prior to and after the insertion verify the
condition:

ty— 0y /16 <1—|A|/|7 < gy + 04 /16, (In.21)

where, x and z are the original and the watermarked macroblocks,

|| represents the energy of the
block while x, and o, stand for the mean and standard deviation of energy of selected blocks.

Figure 1ll-7 illustrates the noise matrices and the related mutual information values corresponding to
this situation. These values clearly point to robustness. However, even a simple visual inspection of
these matrices brought into light an un-usual behaviour: in the case of the geometric attacks, the
watermarking channel acts as an inversion channel (i.e. the inserted bits of 0 are transformed in 1
and the inserted bits of 1 are transformed in 0, with probabilities larger than 90%). Assuming the
inserted mark corresponds to a logo (e.g. the ARTEMIS logo, Figure 111-8), this means that at reception

yeme
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the logo is inverted, as illustrated in Figure 1l 11 However, this is not a practical drawback: a simple
inversion conditioned on a correlation-based threshold is able to solve the problem.

Transcoding StirMark
0 1 0 1
64 kbps 0 0.93 0.07 0 0.10 0.90
1 0.06 0.94 1 0.93 0.07
fa) I(X,Y) =0.653 BER=17.23% I(X,Y)=0.56 BER=8.11%
(7,]
0 1 0 1
256 kbps 0 0.93 0.07 0 0.07 0.93
1 0.04 0.96 1 0.92 0.08
1(X,Y)=0.692 BER=6.51% 1(X,Y)=061 BER=8.01%
0 1 0 1
5 Mbps 0 0.97 0.03 0 0.06 0.93
1 0.09 0.9 1 0.95 0.05
% I(X,Y)=0.678 BER=T% I(X,Y)=0.686 BER=5.52%
0 1 0 1
10 Mbps 0 0.94 0.06 0 0.04 0.96
1 0.04 0.96 1 0.94 0.06
I(X,Y)=0.715 BER=6.23% I(X,Y)=0.705 BER=6.34%

Figure IlI-7: Noise matrices and the corresponding mutual information values for transcoding (left) and geometric
(StirMark) attacks (right), in the case the macroblocks to be watermarked are chosen according to an energy-
selection criterion.

AL N, AL SN,
\Sempy wepy

Figure lI-8: The ARTEMIS binary logo: original (left), recovered after transcoding (middle) and geometric attacks

(right). The original video sequence was encoded at 10 Mbps.

Note that these good results concerning the robustness were obtained at the expense of the data
payload: only 72, 102, 239 or 360 bits can be inserted per 5 minutes of video encoded at 64 kbps,
256 kbps, 5Mbps or 10Mbps, respectively. Although these values may seem quite low, they are still 2
to 10 times larger (according to the original video bit rate) than the minimal requirements set by the
DCl standards [DCIOS8].

The overall results can be also considered from a theoretical point of view. Actually, assuming the
relative error in probability estimation is low enough and that memory-less, time-invariant,
independent-noise model accurate represent our watermarking method, the related capacity can be
computed. The capacity value expresses the maximal theoretical limit for the data payload. The
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Chapter Ill: Robustness

capacity was computed in the eight above considered cases (for the four bit-rates and for the two
considered attacks) and is depicted in Figure lll-9, alongside with the actual mutual information
values. As it can be noticed, this first method is quite close to its theoretical limits: differences lower
than 8% between mutual information and capacity are obtained. Moreover, note that these
differences correspond to the cases in which the content, although binary MPEG-4 AVC encoded is
not practically compressed (i.e. content encoded at 10Mbps). For the cases in which the strongest
compression is applied (i.e. 64 kbps), the mutual information approaches its upper theoretical limit
by relative errors lower than 0.3% or by 1.3%, in the cases of the transcoding and StirMark attacks,
respectively. This result demonstrates that the procedure thus obtained can be considered as
optimal in the sense that maximises the data payload for prescribed transparency and robustness
constraints and that such a behaviour is more effective for stronger compressions.

TRANSCODING STIRMARK
0.80 - 0.76 255 - 2.52
0.70 2‘74 M 250 - *
0.70 0.65 PN A A 945 | 2.42
0.60 240 ¢
] 235 33
230 3'30 ? A A
0.50 - !
225
0.40 ; 220 1
2.15
] 9 9 9
X R X X - - -
& & & & > o & K
&> ,196 o I v 6“0

Figure 11-9: Practical (mutual information, in black triangles) versus theoretical limits for data payload (the capacity,
in diamonds), in the cases of the transcoding and geometric (StirMark) attacks on the binary QIM watermarking
with energy selection criteria.

Transparency

The transparency of the watermarked video has been subjectively supported by a panel of 10 human
observers of different ages and professional backgrounds, involved into a Two-alternative forced
choice test. The objective evaluations also supported the transparency. In order to prove that, the 8
already considered metrics (see Chapter Il) have been reconsidered, Table IlI-1.

Table IlI-1: Objective evaluation of the transparency for binary QIM watermarking.

Pixels based Correlation based Psychovisual
PSNR PMSE
(dB) (x10%) IF AAD NCC cQ SC bvQ
64 kbps 41 0.0488 0.999 0.0017 1.00 89 0.97 0.016
[=)
(%]
256 kbps 42.1 0.043 0.999 0.0012 1.00 90 0.999 0.023
5 Mbps 64 0.026 0.999 0.0001 1.00 98 1.00 0.00045
o
I
10 Mbps 63.2 0.031 0.999 0.0002 1.00 94 1.00 0.00032

an
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111.3 mQIM method for MPEG-4 AVC watermarking

The previous section demonstrates that the advanced watermarking method is practically optimal
from the quantity of inserted information under the transparency and robustness constraints for the
binary case. Should we be interested in increasing the data payload, multi-symbol insertion
techniques should be considered, as follows.

Be there a binary message to be inserted; instead of directly inserting it, a message d encoded into
an m-ary alphabet D={-(m-1)/2,—(m-2)/2,..0,..(m-2)/2, (m-1)/2} can be considered.
Such a d message can be further inserted by adapting the related blocks in the basic binary QIM
method (Figure 1I-2) and should a priori lead to an increase of data payload by a factor of logy m.

111.3.1 Insertion Step

The embedding process is structured into the same three main modules (see Figure IlI-10 versus
Figure lll-3): perceptual shaping, mark generation and mark embedding & block reconstruction.

Host block x Key k Message d
Input

— ' t
— X=X 'tAVC_pred
1
I y=x—x"tpgyc _ pred
1
1
1
1 A
I =
1 o
1
1 m
1
1
1
1
1
1
- Xy = X+w
Z=Xw layc _prea TV

1

Output Watermarked
block :

Figure IlI-10: The embedding synopsis: three inputs (the message d, the host x and the key k) and four

parameters (the perceptual mask TAVC _ pred » the quantization step A, the scaling factor ¢, and the number of

symbols in the alphabet m) are considered to compute the marked data z.

Perceptual masking

As previously explained, the watermark is not directly embedded into the original 4x4 block x but

into the projection X of x onto a perceptual mask T4y pred -
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Mark generation

The mark to be inserted into the host x vector depends of the m-ary message d and of the original
vector x:

= t d t d .22
q= 0 (x TSAVC_pred_A(E-'_k))_X TSAVC_pred+A(;+k). (.22)

Embedding mark

This module generates the watermarked 4x4 MPEG-4 AVC block. It has as input the mark w, the
original content and the perceptual mask T4y pred - In the present chapter, the insertion follows

a simple additive rule:
Xy = X+w

_ (111.23)
Z=Xy LAVC pred vV

111.2.2 Detection process

For each supposed marked block, the detector starts by projecting the vector of 15 AC coefficients of
the 4x4 sub-macroblocks in the / frames onto the perceptual mask T4yc pred -

Then, a decision rule optimising the probability error under the additive noise hypothesis is
introduced.

Note that the decision is based on the value of Y(d) which is a quantization error belonging to the

[—%,%J interval; hence, specifying a decision rule means to divide the decision region [—%%J into

m nonoverlapping intervals.
Y(d) can be written as follows:

q=Qa(B(d)) - B(d)

d, (111.24)
B(d) = (@-1)g+ A2
m

Given g a quantization error lying in the l—%%J interval, then

Alloe=m+2d) _ p )  All=c)m+2d) (111.25)
2m 2m
Be there [Sllp(d) = A((l — Z)I;n—'— 2d) and [1nf(d) — A((a_;)nfqn'F Zd)

To avoid overlapping, there will be one decision interval for each element of the alphabet; hence,
Q,(B(d)) =0 Q,(B(d)) should take eventually one value. Be thereQ, (B(d)) = 0. Then, we have:

yeme
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A
Lsup(d) < P

, (111.26)
A
5 < Iing(a)
Hence:
— Isup(a) < B(d) < finf(q)
, (111.27)
o>l
m

For a fixed parameter «, Isup(d) and Iinf(d) are increasing functions of m. Hence, if each two

successive symbols (d;d+1) have nonoverlapping decision intervals, then we will have m

nonoverlapping decision intervals. In this respect, I(d) and I(d +1) must verify the equation (111.28):

Isup(d) = Linf(d+1) <0 (11.28)
. . . m—1
Equation (I1l.27) implies that: o > .
m
m—1

*
Therefore, the optimal value of o is ¢ =——.
We note that if Y(m) is between two decision regions, we decide for the region which is closest to

Y(m) .

Example:

For m=5 we have, a*=0.8. The decision regions are obtained as illustrated in Figure IlI-11.

A 34 A A 34 a

T2 10 10 10 10 2
|I || II i ;

d=2 d=1 di=o0 d=—1 d=—2

Figure llI-11: Decision regions form=5and o > o * .

111.2.3 EXPERIMENTAL RESULTS

Video corpus

The experiments were carried out on the corpus presented in Appendix B.

Data payload

As (l11.21) is an equation depending on the particular video sequence to be watermarked, the data
payload also depends on the particular video sequence and cannot be a priori predicted. The data
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payload corresponding to the processed corpus averaged 136, 172, 300 or 648 bit per five minutes of
video encoded at 64kbps, 256 kbps, 5Mbps or 10Mbps, respectively.

Robustness

First, the robustness against additive noise was verified by considering a bipolar white noise (-1/1),
added in the 4x4 MPEG-4 AVC coefficient domain: each and every time, all the message symbols
were correctly recovered.

Secondly, the robustness against transcoding is evaluated by severely compressing the watermarked
files. It can be considered that mQIM features robustness against this attack: the BER values are
presented in Figure IlI-12.

Finally, the robustness against geometric attacks was investigated. This time, the BER values are
higher, cf. Figure IlI-12: this is not disturbing in practical applications where the inserted message is
connected to some visual information, as illustrated in Figure I11-13.

From the information theory point of view, this robustness is connected to channels with high
mutual information, as illustrated in Figure IlI-12. The channel corresponding to the watermarking in
this study has as input the m=5 symbols alphabet {-2, -1, 0, 1, 2} and the output is represented by
the decision according to the above-presented rule. The noise matrices illustrated in Figure 111-12 are
estimated with a relative error of £, =5% and clearly point to robustness. When compared to the

theoretical limits (Figure IlI-14), it can be noticed that in the case of strongly compressed content
(64 kbps), the mutual information approaches its upper limit by relative errors of 0.4% and 1.7%, for
the transcoding and geometric attacks, respectively. Such differences rise up to 8% and 8.7%
(respectively) in the case of video sequences encoded at 10Mbps. Note that these numerical values
are larger than the ones corresponding to the binary case.

yeme
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Transcoding StirMark

-2 -1 0 1 2 -2 -1 0 1 2
-2 0.9 0.02 0.02 0.01 0.05 -2 0.8 0.03 0.05 0.03 0.09
64 kbps -1 0.06 0.87 0.05 0.01 0.01 -1 0.09 0.75 0.08 0.04 0.04
0 0 0.06 0.89 0.04 0.01 0 0.04 0.16 0.78 0.01 0.01
1 0.01 0.02 0.04 0.90 0.03 0.09 0.03 0.09 0.7 0.09
2 0.02 0.01 0.11 0.04 0.82 0.09 0.01 0.09 0.09 0.71

9) I(X,Y)=2.13 BER=4% I(X,Y)=1.91 BER=8.32%

-2 -1 0 1 2 -2 -1 0 1 2
-2 0.92 0.01 0.03 0.02 0.02 -2 0.77 0.11 0.02 0.01 0.09
256 kbps -1 0.01 0.93 0.01 0.03 0.02 -1 0.12 0.69 0.15 0.03 0.01
0 0.02 0.03 0.91 0.01 0.03 0 0.03 0.14 0.73 0.08 0.02
1 0.01 0.04 0.04 0.9 0.01 1 0.01 0.04 0.06 0.81 0.08
2 0.02 0.02 0.02 0.04 0.9 2 0.07 0.02 0.04 0.11 0.76

I(X,Y)=2.29 BER=5.21% I(X,Y)=2.014 BER=9.23%

-2 -1 0 1 2 -2 -1 0 1 2
-2 0.92 0.05 0.01 0.01 0.01 -2 0.8 0.06 0.04 0.05 0.05
5 Mbps -1 0.03 0.91 0.03 0.01 0.02 -1 0.02 0.79 0.08 0.05 0.06
0 0.01 0.05 0.89 0.02 0.03 0 0.04 0.09 0.8 0.06 0.01
1 0.03 0.02 0.02 0.9 0.03 0.09 0.01 0.06 0.74 0.1
2 0.01 0.05 0 0.04 0.9 0.05 0.04 0.01 0.08 0.82

% I(X,Y)=2.3 BER=6.34% I(X,Y)=2.09 BER=8.24%

-2 -1 0 1 2 -2 -1 0 1 2
-2 0.93 0.01 0.04 0.01 0.01 -2 0.85 0.01 0.06 0.04 0.04
10 Mbps -1 0.02 0.93 0.03 0.01 0.01 -1 0.03 0.86 0.06 0.01 0.04
Y 0.01 0.01 0.95 0.02 0.01 0 0.04 0.05 0.84 0.04 0.03
0.01 0.01 0.01 0.94 0.01 0.03 0.03 0.03 0.87 0.04
0.01 0.01 0.01 0.01 0.96 0.01 0.05 0.05 0.05 0.84

I(X,Y)=23 BER=5% I(X,Y)=2.16 BER=9%

Figure 111-12: Noise matrices and the corresponding mutual information values for transcoding (left) and geometric
(StirMark) attacks (right), in the case the macroblocks to be watermarked are chosen according to an energy-
selection criterion. These illustration correspond to the mQIM method.
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Figure 111-13: The original ARTEMIS (left) binary logo recovered after transcoding (middle) and geometric attacks

(right). The original video sequence was encoded at 5 Mbps.
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Figure l1I-14: Practical versus theoretical limits for data payload, in the cases of the transcoding and geometric
(StirMark) attacks on the mQIM watermarking.

Transparency

In order to prove the transparency of the watermarked videos, the same metrics have been
considered. The experimental results, filled-in in Table 1ll-2, point to a good transparency. This
conclusion was also strengthened by a panel of 10 human observers: while involved in a Two-
alternative forced choice test, they agreed on the method transparency.

Table 111-2: Objective evaluation of the transparency for mQIM watermarking.

Pixels based Correlation based Psychovisual
PSNR PMSE
(dB) (x10%) IF AAD NCC cQ SC bvQ
64 kbps 39 1.05 0.9999 0.05 1.00 81 0.999 0.03
[=)
(%]
256 kbps 38 1.65 0.9999 0.06 1.00 71 0.997 0.043
5 Mbps 58 0.001 0.9999 0.0043 1.00 93 1.00 0.00032
o
I
10 Mbps 62 0.0004 0.9999 0.0022 1.00 99 1.00 0.0002

R
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111.4 MPEG-4 AVC driven counterattacks

It can also be noticed that every MPEG-4 AVC re-encoding acts as an attack: although the visual
quality can be preserved, the corresponding stream is completely different from the syntax element
point of view. Actually, by choosing two different sets of encoding parameters (slice structure,
prediction modes, quantizing indexes, binary encoding procedure) two different streams, with
practically the same visual quality and the same bit rate can be obtained. One possible counterattack
procedure would be the re-encoding of the “attacked” stream by using the initial parameters.
However, as the MPEG-4 AVC is a lossy compression scheme, even when keeping the same
parameters, the iterative decoding/re-encoding operations may result in different syntax elements.
The study reported in this section considers the JM12.2 MPEG-4 AVC reference software and
objectively assesses the impact of successive encoding-decoding operations.

111.4.1 Transparency vs. encoding

In order to illustrate the re-encoding impact in the watermark detection, this section first considers
the simplest case, in which an MPEG-4 AVC file is decoded and then re-encoded at the same rate
with a subset of its initial parameters, Figure Ill-15. The corresponding results, obtained when
decoding & re-encoding one video sequence (arbitrarily chosen from the corpus) are illustrated (for
one | frame, arbitrarily chosen). These two images represent difference images (so, a black pixel
means identity) corresponding to the Prediction values (cf. point @ in Figure IlI-15) and to the
Quantized indexes (cf. point @ in Figure I1I-15), respectively. While the reference image was each
time the same (the syntax elements obtained in the decoding process), three different re-encoding
parameters have been considered. First, the re-encoding parameters were left to the automatic
choice of the JM12.2 encoder. Secondly, the quantization parameters were the same as in the
original stream and only the prediction mode was left to the encoder choice. Finally, both the
guantization parameters and the prediction modes were copied from the original stream.

MPEG-4 AVC decodlng | Prev. decoded macrobilocks ]4—

) 4
MPEG-4 AVC H Entropy Decoding |—b| Inwerse Chuantization |—.| 10CT ] I Prediction (P) |

r | 2
MPEG-4 AVC Re-encoding =|l Prediction (P) 1' l UV 1
|

| Primt MPEG-4 AVC Intra Frame [

k.
MPEG-4 AVC H Entrepy Coding H Quantizaiton H DCT H Residual (R} l

| e |

Figure IlI-15: MPEG-4 AVC decoding and re-encoding process.

111-18



Chapter Ill: Robustness

Figures IlI-16 and IlI-17 brought to light that due to the inner MPEG-4 structure and to the way in
which the related reference software is actually implemented, significant differences between the
main syntax elements (like the prediction values or the quantized indexes) occurs when decoding
and re-encoding the same video sequence, at the same rate (Figure Il-16.a and IlI-17.a). However, by
controlling the encoder parameters these differences can be significantly decreased (Figure Ill-16.c
vs. Figure IlI-16.a and Figure 1ll-17.c vs. Figure 111-17.a).

Figure 111-16: Difference images illustrating the MPEG-4 AVC decoding and re-encoding (to the same rate) effects in
the prediction values (point @ in Figure 1lI-15).Three different re-encoding modes have been considered:
(a) automatic JM12.2, (b) automatic JM12.2 preserving the original quantization parameters and (c) JM12.2
preserving quantization parameters and prediction modes.

(a) (b) (c)

Figure 111-17: Difference images illustrating the MPEG-4 AVC decoding and re-encoding (to the same rate) effects in
the quantizing index values (point @ in Figure 1lI-15).The same re-encoding modes as in Figure IlI-16 were
considered.

To conclude with, it can be noticed that even for equivalent compression rate, the encoding
parameter choice results in completely different stream syntax elements. From the watermarking
point of view, this can be exploited at both transparency (Chapterlll.4.1) and robustness
(Chapter 111.4.2) levels.

The experiments connected to the MPEG-4 AVC watermarking transparency brought to light that the
main visual artefacts are induced by the drift effect. Actually, the mark insertion into a particular
macroblock from one / frame leads to a variable and unpredictable number of modifications in other
macroblocks from the same frame or from predicted frame.

One possible solution would be to restrict the drift by limiting the area in which the mark is actually
inserted. To illustrate this mechanism, we considered the limit case in which each macroblock row is
independently encoded and furthermore, inside each macroblock row, each of its two left/right
halves are individually encoded. Then, the mQIM watermarking method was applied to the video
corpus presented in Appendix B.

The practical drift reduction, for a randomly chosen | frame is illustrated in Figure I1l-18, by
considering difference images. When the JM12.2 encoder is left to automatically choose the
encoding parameters, the drift is significant, see Figure llI-18.a. However, when an independent row
encoding is imposed, the drift can be restricted even to a single macroblock, see Figure I11-18.b.
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The corresponding transparency was evaluated by 8 metrics (Table IlI-3). Table lll-3 points to
significant improvements in the transparency (e.g. a gain of 1.3dB in the PSNR) with respect to the
mQIM (see Table 1ll-2). However, note that this increased transparency was obtained at the expense
of the compression rate: when imposing in JM12.2 independent macroblock row compression, the
resulting stream is about 1% higher than the stream obtained with automatic JM12.2 compression.

(a) (b)

Figure 111-18: Difference images illustrating the artifact drifts. Two MPEG-4 compression modes were considered: (a)
automatic JM12.2 and (b) independent macroblock row encoding.

Table 111-3: Objective evaluation of the transparency for mQIM watermarking versus controlled MPEG-4 AVC

encoding.
Pixels based Correlation based Psychovisual
?j’;;‘ (':(“lnosf) IF AAD NCC cQ SC bvQ
basic mQIM 39 1.05 0.9999 0.05 1.00 81 0.999 0.03
64 kbps
controlled MPEG-4 41.39 0.55 0.9999 0.04 1.00 82 0.999 0.01
a
basic mQIM 38 1.65 0.9999 0.06 1.00 71 0.997 0.043
256 kbps
controlled MPEG-4 40.33 1.49 0.9999 0.03 1.00 72 0.999 0.021
basic mQIM 58 0.001 0.9999 0.0043 1.00 93 1.00 0.00032
5 Mbps
controlled MPEG-4 59.78 0.0006 0.9999 0.00064 1.00 87 1.00 0.00003
g
basic mQIM 62 0.0004 0.9999 0.0022 1.00 99 1.00 0.0002
10 Mbps
controlled MPEG-4 63.68 0.0003 0.9999 0.0004 1.00 92 1.00 0.00001

111.4.2 Re-encoding counter-attack

The present study brought us to the specification of a basic MPEG-4 AVC re-encoding counterattack.

Assume a pirate will transcode the watermarked stream, in a different format (e.g. avi), or at a
different bitrate (e.g. from 10Mbps to 64kbps).

In order to decrease the watermark detection BER, a re-encoding with the initial parameters can be
performed, Figure 111-19.
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The corresponding experimental results are presented in Table IlI-4. They correspond to video corpus
presented in Appendix B.

The watermarked video sequence was initially encoded at 10 Mbps. The pirate tried to transcode it
at different compression rates: 64kbps, 256 kbps, 5 Mbps and 10Mbps. The three columns in
Table lll-4 correspond to the detection according to the mQIM watermarking rule, applied into three
cases:

e directly on the attacked sequence;

e after a re-encoding (correction) of the attacked sequence by imposing the same quantization
parameters as in the watermarked sequence,

e after a re-encoding of the attacked video sequence by imposing the same quantization
parameters and predictions as in the watermarked sequence.

Attacked

ATTACKS -
bitstream

INSERTION
bitstream

{ CORRECTION

i BLOCK

H v DECODING BER of
Original v attacked
parameters bitstream
DETECTION

y

BER of
corrected

RE-ENCODING bitstream

Figure 111-19: Block structure of watermark insertion, attacking, correction and detection in the MPEG-4 AVC
bitstream.

Table llI-4 brings to light significant BER reduction, mainly in the most disturbing cases (strong
attacks, like the compression from 10 Mbps to 64 kbps).

Table IlI-4: Bit Error Rate (BER) dependency on the re-encoding.

mQIM & mQlM &
mQlM . - .
QP correction QP & Prediction Correction
64 kbps 17.6 2 1.4
256 kbps 10.1 1.6 1.6
5 Mbps 4.6 0.9 0.9
10 Mbps 0 0 0

Note that this gain in BER does not induce any collateral weakness in the watermarking scheme: the
encoding parameters of the watermarked sequence are publically available (so, no pitfall in the
security) and the transparency is not damaged (actually, this operation is applied only prior to
detection and no human observer is supposed to watch the resulted sequence).

UPMC

an
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1.5 Conclusion

This third chapter of the thesis is devoted to the notion of robustness and presents a three-stage
watermarking method referred to as COMWat. To our best knowledge, COMWat is the first
watermarking method devoted to the MPEG-4 AVC compressed stream which features at the same
time transparency and robustness against transcoding and geometric attacks.

At the first COMWat level, the insertion is achieved by combining basic binary QIM principles to
perceptual masking (cf. Chapter Il) and an energy-driven selection criterion. By using information
theory concept and tools, it is proved that this insertion method practically optimizes the data
payload under transparency and robustness constraints: for high compressed video sequences (e.g.
64kbps), the difference between the data payload and its theoretical optimal limit is lower than 1%.

At the second COMWat level, the data payload is to be increased by mathematically deriving the
multi symbol QIM insertion/detection rules. Although relevant from the practical point of view (the
data payload is increased by factors of 1.25 to 1.8 with respect to the binary QIM case), it can be
noticed that in this case there is still some room for further improvements: theoretically speaking,
the mQIM is supposed to allow an increase of data payload by factors of logy m (i.e. in the

illustrations of this chapter, logy 5= 2.32).

Finally, the impact of the MPEG-4 AVC (iterative) decoding/re-encoding in the watermarking
applications is objectively assed. In this respect it is first brought to light that the current reference
software JM12.2lead to different stream syntax elements even when the re-encoding is performed
with the same parameter as the original. Then, in order to increase transparency by about 1.3 dB per
frame at the expense of compression efficiency of 1% on an independent macroblock row
compression is considered. Finally the re-encoding of an attacked video sequence is considered as an
efficient counter attack tool: BER reduction of more than 10% is achieved without losing either in
security, in transparency or in data payload.
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It is through experience that science and art both make the mankind progress.

Aristote

UPMC
V-1



In band enriched video: from concept to applications

Abstract

This chapter presents two real-life applications of the in-band enrichment, connected to subtitling
and copyright protection.
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Chapter IV: Demos

IV.1 Introduction

The previous chapters of this thesis resulted in defining COMWat, the first reliable method for the
MPEG-4 AVC stream watermarking.

Within this Chapter IV, we shall demonstrate the possibility of integrating this method in the in-band
enrichment framework. In this respect, two extreme scenarios are considered: subtitling, were the
purpose is to insert a quite large data payload but were the attacks are not likely to occur and
copyright protection, where although the data payload can be quite small, strong robustness

constraints are imposed.
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IV.2 Subtitle watermarking

IV.2.1. Experimental protocol

The aim of this section is to demonstrate that the subtitles for a video (e.g. Krazy Kat, 1916), available

in the MPEG-4 timed-text format [GAP10], can be imperceptibly inserted into a video.

Table IV-1: Timed-text data for the Krazy Kat video.

Data in MPEG-4 Streaming text format

Inserted Message

1 00:00:22,000 --> 00:00:27,000

Data payload= 272 bit

I ll teach thee Bugology Ignatzes GOP =2

2 00:00:40,000 --> 00:00:43,000 Data payload= 144 bit
something tells me GOP =2

3 00:00:58,000 --> 00:01:04,000 Data payload= 208 bit
Look Ignatz a sleeping bee GOP =2

4 00:01:04,000 --> 00:01:08,000 Data payload= 144 bit
A dead bee y mean GOP =2

500:01:10,000 --> 00:01:14,000 Data payload= 120 bit
He must be cold GOP =2

6 00:01:22,000 --> 00:01:25,000 Data payload= 104 bit
Poor | il bee GOP =2

7 00:01:25,000 --> 00:01:31,000 Data payload= 280 bit
Ah he s happy he s in bee heaven GOP =2

8 00:01:51,000 --> 00:01:56,000 Data payload= 200 bit
Y See Ignatz y was wrong GOP =2

9 00:01:58,000 --> 00:02:01,000 Data payload= 40 bit
| WAS. GOpP =2

10 00:02:45,000 --> 00:02:49,000 Data payload= 112 bit
Leave it to me GOP =2

The corresponding watermarking setup is synoptically represented in Figure IV-1. The Subtitle
information existing in the timed-text represents the information to be inserted according to the

COMWat method, using the key given by the Position information in the timed-text.
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MPEG-4 Timed Text
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Figure IV-1: Synoptic watermarking scheme for subtitle insertion.

IV.2.2. Experimental result

Data payload
The required Subtitle information has been successfully inserted into the Krazy Kat video,

according to two scenarios:

e the Subtitle was binary encoded by a simple ASCII conversion;

e the Subtitle was binary encoded by a simple ASCIl conversion and each bit was

repeated three times.

Robustness
The video, originally encoded at 64kbps, was subject to transcoding down to 32 kbps. Figure IV-2
presents the noise matrix and the related mutual information. Table IV-2 illustrates the effects of

such errors on subtitling.

0 1 0 1
64 kbps 0 0.92 0.08 0 0.98 0.02

aQ 1 1
7] 0.06 0.94 0.03 0.97

1{X,Y)=0.66 BER=7.98% 1(X,Y)=083 BER=0.42%

Figure IV-2: Noise matrices corresponding to the transcoding attack in the two scenarios: simple ASCIlI encodeing

(left) and ASCIl encoding and a repetition code.
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Table IV-2: Subtitles recovered after the compression to 32kbps.

Inserted Data in MPEG-4 Streaming
text format

Detected Data in MPEG-4 Streaming
text format, no repetition

Detected Data in MPEG-4 Streaming
text format, with repetition

I Il teach thee Bugology Ignatzes

Ihil tyzxh ghee Bollogy Igmatzes

I'll teach thee Bugology Ignatzes

something tells me

sobething tgllsoke

something tells me

Look Ignatz a sleeping bee

Llok Igmatz a sleeping bee

Look Ifnatz a sleeping bee

A dead bee y mean

A dead kke y meln

A dead bee y mean

He must be cold

be zust ke cold

He must be cold

Poor l il bee

Poor Igil zxe

Poor | il bee

Ah he s happy he s in bee heaven

mh he s happy hegs in bee heaven

Ah he s happy he s in bee heaven

Y See Ignatz y was wrong

P See Ignatzty was wrpng

Y See Ignatz y was wrongd

| WAS.

| GpS.

| WAS.

Leave it to me

Lerbe it to le

Leave it to me

Transparency

The transparency objective evaluations are presented in Table IV-3.

Table IV-3: Objective evaluation of the transparency for binary QIM watermarking.

Pixels based Correlation based Psychovisual
PSNR PMSE
i IF AAD NCC C SC DV
(dB) (x10°) Q Q
no
. 37.2 0.0888 0.999 0.0027 1.00 92 0.98 0.009
64 repetition
kbps with
. 35.8 0.0948 0.999 0.0047 0.98 81 0.99 0.0117
repetition

IV.3 Copyright protection

IV.3.1. Experimental protocol

The aim of this section is to demonstrate that the COMWat watermarking technique can protect a

video content in real life application against the cam capture.

The corresponding technique is represented in Figure IV-1. The watermark is recovred even after a

display of the video and cam capture
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Figure IV-3: Synoptic watermarking scheme for copyright protection.

IV.3.2. Experimental result
Data payload

The required application inserts the copyright information as ARTEMIS logo.

Robustness

The video, originally encoded at 5 Mbps, was displayed on LCD Monitor, captured by an iphone’s cam
then encoded at 5 Mbps with the original encoder parameters. Figure IV-4 presents the noise matrix
and the related mutual information. Figure IV-5 illustrates the effects of such errors on visual logo.

StirMark
0 1
5 Mbps 0 0.19 0.81
:o: 1 0.83 0.17

1(X,Y)=029 BER=15.8%

Figure IV-4: Noise matrices and the corresponding mutual information values for capture attack, in the case the

macroblocks to be watermarked are randomly chosen.

A1 N
\Semy

Figure IV-5: The ARTEMIS binary logo: original (left), recovered after geometric attacks (right). The original video

sequence was encoded at 5 Mbps.
Transparency

The transparency objective evaluations are presented in Table IV-4.
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Table IV-4: Objective evaluation of the transparency for binary QIM watermarking.

Pixels based Correlation based Psychovisual
PSNR PMSE
(dB) (x10'6) IF AAD NCC cQ SC bvQ
5 Mbps 62 0.031 0.999 0.0006 1.00 91 1.00 0.00053
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The present thesis follows the long way of the in-band enrichment from the very definitions of this
concept, passing through its intimate relationship with watermarking, and reaching to the
applications in the field of compressed video stream processing.

Despite preliminary studies already published in the literature (cf. Chapter |) imperceptibly
inserting some extra information into a compressed stream remains a challenging research topic,
mainly because of its underlying conceptual contradiction. On the one hand, compression’s goal is
to eliminate the redundancy from the visual content. On the other hand watermarking (and in-
band enrichment) exploits this visual redundancy in order to imperceptibly hide the mark. In order
to bridge the gap between these antagonistic constraints and to grant them unified theoretical
and methodological basis, the present thesis provides the following main results (see
Table Conclusion-1 versus Table Intro-1 and Fig. Intro-5):

e In absence of any objective study in the literature, the thesis presents two studies on the
use of objective assessment of the human visual perception. First, by considering eight
objective quality metrics, it is proved that the MPEG-4 AVC (a.k.a. H.264) compressed
stream still allows the imperceptible modification of its syntax elements. Secondly, by
mathematically extending the Peterson Watson |IP model, the first perceptual masking
model matched to the MPEG 4 AVC peculiarities is computed and validated under
watermarking constraints. This new masking model has been tested against state of the art
masking models, under the watermarking framework. On the one hand, when imposing a
prescribed robustness and a fixed data payload, significant gains in transparency are
obtained: the PSNR is increased up to 3dB while the Watson’s DVQ (Digital Video Quality) is
decreased by a half. On the other hand, when imposing a prescribed robustness and
transparency, gains in data payload up to 50% are reached.

e By presenting COMWat, this thesis advances the first MPEG-4 AVC watermarking method
featuring robustness against noise addition, transcoding, and the StirMark (geometric)
attacks. The mark is inserted into the MPEG-4 AVC quantization indexes selected according
to an energy-based selection criterion validated by information theory basic concepts. The
insertion procedure combines the QIM principles and the perceptual mask obtained in this
thesis. Subsequently, the very QIM principles are generalized beyond the binary case, thus
advancing the mQIM insertion/detection methods. Its main theoretical and practical
advantage is the increase the data payload by a log(m) factor, while preserving the
transparency and the robustness. Finally, the MPEG-4 AVC syntax is reconsidered as a
starting point in designing a counter-attack procedure; in practice, this procedure results in
BER reduction by 5% to 10%, according to the original video bit rate.

e At our best knowledge, no study on the theoretical limits of the MPEG-4 AVC watermarking
was performed. Our study paves the way towards an objective assessment of the
compressed watermarking: the noise channels corresponding to the transcoding and
geometric attacks are estimated, the related mutual information and capacity are
computed, compared among them and discussed.

e The overall results are integrated into two real-life demos, related to subtitles and
camcorder recording.
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The Appendix presents some basic information about the MPEG-4 AVC (a.k.a. H.264
standard) and about the possibility of modifying some of its stream elements under syntax
constraints.

Contents
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A.1 MPEG-4 AVC syntax overview

Like all video codecs, the MPEG-4 AVC codec (coder/decoder), transforms the uncompressed data
in a classic compression chain: prediction P, transformation T, quantization Q and arithmetic
coding E [ISO10, WIEO3]. A preparatory phase, preceding the video data compression chain
consists in projecting the data in a YCrCb (respectively luma component, blue-difference and red-
difference) color space that closely resembles the human perception of colors, Figure App.A-1.
YCrCb signal is created from the source RGB (Red, Green, Blue). The values of R, G and B are added
together according to their relative weight to get the signal Y. The latter represents the luminance
of the source. The signal Cb is obtained by subtracting the Y signal original blue; similarly signal Cr
is obtained by subtracting the signal Y:

Y=0.299* R+0.587* G+0.114* B

Cr=0.492(B-Y) (App.1)

Ch=0.877(R-Y)

’

Subsequently a sub-sampling is applied to the Cb and Cr, as shown in Figure App.A-1, for the Y
component is more information than Cb and Cr.

_
% s ol

4:2:2 4:2:0

Figure App.A-1 Sub-sampling of color components.
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A.1.1 Prediction

The prediction is meant to eliminate the spatial (intra prediction) and temporal (inter prediction)
redundancy.

The image represented in each color component is divided into blocks of pixels 16x16 called
macroblocks Figure App.A-2. For images where the number of columns/rows is not a multiple of
16, a padding (add columns/rows of pixels to obtain a multiple of 16). A particular procedure is
applied to improve the resistance against errors and losses during the video reconstruction phase
to gather macroblocs from the same or different images into slices. The intra prediction is made
according to a prediction mode by copying the pixels in the row/column adjacent in a direction
(vertical, horizontal, diagonal down/left, diagonal down/right). The prediction modes are
illustrated in Figure App.A-3

A B C T
I > Ei+l E+ E E:+
I > Eqt] Es+] Eg+] Eat]
f=mean (A.D,LL)
¥ L 4 ¥ K » E+K | EeE | Ewk | E+K
Eg+d E+E EC E:+D o E+f Ef Exf
" i T I » | Ewl | Ewel | Bl | Earl ' ' ! :
Estd Es+B Eg+iC EnDr Eq+f Es+f Eg+f Eq+f
Eg+is Ei+EB En+C Ey+D horizontal Eg+f Ei+f Eu+f E+f
Ep+ds | Ex+B | EwtC | Eg+D Eutf | E+f | Ewtf | Ep+f
vertical DC

Figure App.A-3 The three most intensively considered prediction modes.

For the inter prediction, the blocks are predicted from previous or following frames, by using the
spatial displacement of corresponding blocks of frames specified by a motion vector. This motion
vector is estimated so that for the luminance component corresponds to an integer value. MPEG-4
AVC codec uses an estimate for the quarter pixel motion compensation, enabling very precise
description of the displacement of the moving regions. Block sizes for the prediction can be 16 x
16, 16 x 8, 8 x 16, 8 x 8, 8 x 4, 4 x 8 or 4 x 4, enabling very precise segmentation of areas to
predict. Note that the reference frame for inter prediction cannot be found outside of a prediction
module called GOP (Group Of Picture) [WIEQ3].

A GOP consists of a number of images that can be 3 types, grouped according to a predetermined
decoding order:

- The | frames correspond to a coded image independently; note that only one field | can be at
the beginning of a GOP, as it serves as a starting point for coding images of two other types;
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- The P frames are associated with an motion compensated image, predicted either from an | or
from another P frame;

- The B frames refer to any image being double (forward and backward) motion compensated.

Regardless the type of prediction, the pixel values are subtracted from the corresponding
predicted values; these differences are further transformed, quantified and binary encoded.

A.1.2 Transformation

Following the prediction, the transformation is applied with the view of representing the data as
uncorrelated (separated into components with a minimum interdependence) and compacted (the
energy is concentrated on a small number of values) information [HALO2]. The MPEG-4 AVC codec
uses a modified version of the classical DCT (Discrete Cosine Transform) in order to work with
integer coefficients and eliminate errors caused by the fact that in a conventional DCT coefficients
are irrational. The transformation matrix used by MPEG-4 AVC is calculated from the matrix H by
taking the rounded values of the coefficients amplified by a factor & (experimentally set to 2.5):

X=H.x
H:h k,n ’
(k.n) (App.2)
2 1 krx
h(k,n)= 1/—cos +=)—
(k,n)=c; N {(” 2) N}
H'=round(a- H) (App.3)
1 1 1 1
2 1 -1 =2
H'= (App.4)
1 -1 -1 1
1 -2 2 -1

This transformation also has the advantage of simplicity of implementation, as shown in Figure
App.A-4: its calculation is based on additions, subtractions and shifts (multiplications by 2).

x(0) X(0)

x(0) X(2)
x(0) X(1)
x(0) X(3)

Figure App.A-4: Fast implementation of the integer DCT in MPEG-4 AVC.
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A.1.3 Quantizing

Quantizing is the phase where information is lost in the compression chain [HALO2]. For a given
guantization step (always an integer), the quantized value can be calculated as:

X(1, j)+ ()
Qs '

where i and j are the indices of rows and columns and f(Qs) controls the quantization values

X (1, j) = sng{ X(1, j)} (App.5)

near the origin.

For de-quantization, the reconstructed information X, (1, ]) is calculated as

X.(1,j)=0,-X.(1,)), (App.6)

To circumvent the disadvantages of an entire division, the MPEG-4 AVC offers another form of
quantification, this time involving a right shift:

Xqli,j) = sngtX(i, JHIXU, JJAQ)+ 125 >> L] (App.7)

X, (i, j)=X (i, ) B(Q)
where £, Q(A) and Q(B) are association of the quantization parameter, L is the bit length

parameter for the encoding process.

A.1.4 Entropy encoding

The final phase of MPEG-4 AVC is the entropy coding (lossless) which takes place in three stages.
First, the quantized coefficients are scanned in a zigzag order, Figure App.A-5, in order to gather
the maximum of trailing zero and trailing one coefficient. Secondly, each quantized coefficient is
RL (Run-Length) encoded so as to increase the compression rate. The construction of the
bitstream is achieved according to two advanced methods of entropy coding [GOL66, BJOO02,
MARO3]:

e CAVLC (Context-Adaptive Variable Length Coding) can be used for all encoding profiles.
e CABAC (Context-Adaptive Binary Arithmetic Coding) that can be used alternately with CAVLC
only for main profile.

end

Figure App.A-5: Zigzag scan for 4x4 blocks.
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A.2 MPEG-4 AVC parser

In order to allow the modification of individual elements in an MPEG-4 AVC compressed stream
while observing to the related syntax constraints, the following parser has been implemented,
Figure App.A-5.

Parser Parser

Motion

vector ‘—)
MPEG4/AVC WATERMAR L) lk\)/iltz;eei/:]\vc
bitstream Decoding Locylisa— Chroma . KING Localisa- | | Encoding IS

tion - > 1
coefficient tion
Luma > —
coefficient

Figure App.A-5: Parser of MPEG-4/AVC bitstream.

Our parser will exploit the layer architecture of the Codec to separate the parsing and location
process of MPEG-4 AVC syntax. As shown in Figure App.A-6, two main layers exist: the video
coding layer describes the chain compression while the abstraction layer network controls the
package of the bistream in NALU (Network Abstraction Layer Unit). After this second layer, the
parser analyzes the stream and recovers the syntax elements according to the hierarchy shown in
Figure App.A-6.

P N Video encoding layer
Data
control
Partitionning
Network abstraction Layer (NAL)
H.320 MPA4FF H.323/IP MPEG-2

Figure App.A-6: CODEC MPEG-4 AVC structure.

Our parser, Figure App.A-7, performs a partial decoding of the AVC streams read from a file,
changes its syntax elements according to the watermarking procedure, recodes it into a new
stream and then writes into another file. These operations are also made into a two levels
architecture.
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Syntax element
Codec Layer Codec Layer
encoded macroblock ) ; ? encoded macroblock
A
Data
control
Data Data
Partitionnement Partitionnement

L

Abstraction Layer (NAL)

Abstraction Layer (NAL)

Figure App.A-7: Layer structure MPEG-4 AVC Decoder/Parser/Encoder.
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The Appendix presents a description of the experimental corpus
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B.1 MPEG-4 AVC encoding parameter
In generally the standard includes two different configuration of codec called profiles,
each targeting a specific class of applications:
e Baseline Profile (BP): Primarily for lower-cost applications that use fewer
resources, this profile is widely used in mobile applications and videoconferencing.
e Main Profile (MP): This profile is used for standard-definition digital TV broadcasts
that use the MPEG-4 format as defined in the DVB standard.
In the sequel, Table App.B-1 will provide details about the profile parameters considered
in the corpus while Table App.B-2 provides the level parameter descriptions.

Table App.B-1: MPEG-4 AVC profile parameters of our experimental corpus.

Compression Process Configuration Baseline Main

4:2:0 format Yes Yes

4:0:0 format No No

Pre -processing 4:2:2 format No No

4:4:4 format No No

Deblocking filter Yes Yes

Tranches | et P Yes Yes

L. Tranches B No Yes

Prediction

Tranches Sl et SP No No

Multiple Reference Yes Yes

Redundant Slices (RS) Yes No

Quantization Quantization Matrix No No

CAVLC Yes Yes

Encoding CABAC No Yes

8 Bit per pixel Yes Yes

Table App.B-2: MPEG-4 AVC level parameters of our experimental corpus.
Level Maximum bloc number Maximum rate for Baseline & Resolution & fps
per frame Main Profils

1 99 64 kbit/s 128%96/30.9

2.2 1620 256 kbit/s 352x576/25.6

3 1620 5 Mbit/s 720x576/25.0
8192 10 Mbit/s 1920x1080/30.1

App.B-3
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B.2 Corpus

The experiments are carried out on large number of heterogeneous video sequences, as
illustrated bellow. The sizes and the types of the various contents processed in the
present thesis are presented in Table App.B-3.

N
A Video natural 64 kbps
il » Baseline profile 128x96@30.9
J
N\
W) Video natural 256 kbps
| e Baseline profile 352x576/25.6
J
. I
Video natural 5 Mbps
* Main profile 720x576/25.0
J
. I
Video natural 10 Mbps
e Main profile 1920x1080/30.1
J
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Video cartoons 64 kbps
* Baseline profile 128x96@30.9

Video cartoons 256 kbps
e Baseline profile 352x576/25.6

.

Video cartoons 10 Mbps
e Main profile 1920x1080/30.1

AN

Video computer generated 64 kbps
® Baseline profile 128x96@30.9

A Video computer generated 256 kbps
i * Baseline profile 352x576/25.6

Video computer generated 5 Mbps
* Main profile 720x576/25.0

-
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Table App.B-3: Content of our experimental corpus.

Video category Number of sequence Total Duration Related R&D project
. MEDIEVALS, TAMUSO,
Natural 17 2h 30 min HD3D-IIO
Cartoons 3 27 min MEDIEVALS
Computer generated 7 45 min MEDIEVALS
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In band enriched video: from concept to applications

The Appendix presents the DVQ as a sophisticated measure, taking into account both the
filtering and the masking properties of the human visual system.
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The DVQ is a sophisticated measure, taking into account both the filtering and the masking
properties of the human visual system, Figure App.C-1. First, both the reference and the tested
videos are spatially and temporally filtered. Then their difference is computed and the reference
video is passed through a second filter so as to be used to compute the locations where the artefacts

would be masked by the original data themselves, Figure App.C-2.

8x8 DCT (¥ LC P Temporal filter 1
8x8 DCT (» LC ¥ Temporalfilter1
A 4 A
Spatial filter Spatial filter
A 4 A
Orientation Orientation
filter filter
»{ —
Lad
A 4
Temporal
filter 2
Mask' P Masking
computation

A 4
Minkowski sum

|

bvQ

Figure App.C-1: Synopsis of DVQ
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TCD" , () = ggxTCD" , (1) + ™ xTCD" , (1-1)
IFrame, k 88block, (i,j) Coefficients

rcp™* = max(1,(TCD" ,)")
IFrame, k 88block, (i) Coefficients

rcpm

l TC Ddi/f "
A
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TCDmaSq i
T CD mesure

mesure _
TCD"™ =

ijk

EEE— 1

VQ — (Z | TC esureijkl 5 )ﬂiz

ijki

[ v
Figure App.C-2: DVQ flowchart.

(1) DCT blocs 8<8

The perceptual model of Watson was already defined and implemented for MPEG-2 uses a DCT
transform on 8x8 blocks. We kept the work environment by calculating the DVQ respect to such
transformation.
(2) Local contrast

The eye is less sensitive to absolute luminance value of a point in the image that unlike the
luminance value from the local neighborhood. The local contrast is to translate this property of HVS:

to divide each DCT coefficient by the DC component DC (total energy on a neighborhood 8x8 block).

(3) Temporal filter 1

uPmcC

VR FARISVE
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The temporal filter is to attenuate high temporal frequencies that are less perceived by the
visual system than low frequencies [WIN99]. This filter is a low-pass infinite impulse response of the

first order, attacked the input by the coefficient of a block of the frame (it will be applied individually

to each coefficient). As this is a recursive filter, the filtered output frame TCDI.J’.: (1) is expressed in

terms of the previous filtered frame and the previous TCD;.;I( (1—1)and original TCD gk (1=1) frame.

(4) Spatial filter

This filter is a Gaussian low pass that eliminates high spatial frequencies less perceived by the
visual system [WIN99].
(5) Orientation filter

At this stage, we filter the frequencies that are less oblique perceived by the visual system
[WIN99].
(6) Temporal filter2

This filter is designed to prepare the mask generated from the original video. The low pass

filter has the coefficients most frequently detected compared to the masking effect. This filter

applies to the frame to provide the filtered output frame TCD;;‘ (1) expressed in terms of the

previous filtered frame TCD;‘; (1—1) and the original frame TCD;,( (1), in the same manner as the

first time filter.
(7) Masking matrix

Masking is to generate the mask matrix from the filtered frame. The matrix will mask the size
of the frame and this generated as follows: the image coefficients for which there is not a masking
phenomenon (ratios less than 1) will be replaced by 1. the image coefficients for which there is a

masking phenomenon (coefficients greater than 1) will be fitted by a power m and kept in this matrix
masking. This reflects the formula TCD;}(aSq (1) = max( 1,(TCD;;: )™).

(8) Inverted making

This step involves dividing the DCT coefficients of the difference between the original image
and test already filtered by the matrix coefficients of masking. This division removes the DCT
differences that are masked (ie forgone) in the image to keep only the perceived differences.
(9) Perceptual distance

The measurement of distance is completed by calculating the differences are between the two

test images / original as measured by Minkowski with the order S =3.

App.C-6



Appendix D

Appendix D

Transparency evaluation

UPMC
App.D-1 o



In band enriched video: from concept to applications

The Appendix exhibits reference results concerning the compressed domain stream
modification visibility, thus providing some limits for compressed stream watermark
insertion. Finally, the model thus obtained will be used to devise a watermarking method
approaching this capacity (i.e. optimal watermarking methods).
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Figure.App.D-1 Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256 kbps, and

with 5 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-2 Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256 kbps, and
with 10 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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PSNR (dB) PMSE
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Figure.App.D-3 Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in ®). Quality measures evaluated for video SD encoded at 256 kbps, and
with 50 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-4 Effects of {-1, 1} additive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video SD encoded at 256 kbps, and

with 100 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-5 Effects of five symbols additive noise, altering one sub-macroblock (the plot in e)
and 16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256

kbps, and with 5 macroblocks per frame subjected to errors
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Figure.App.D-6 Effects of five symbols additive noise, altering one sub-macroblock (the plot in e)
and 16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256
kbps, and with 10 macroblocks per frame subjected to errors
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Figure.App.D-7 Effects of five symbols additive noise, altering one sub-macroblock (the plot in e)
and 16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256

k

bps, and with 50 macroblocks per frame subjected to errors
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Figure.App.D-8 Effects of five symbols additive noise, altering one sub-macroblock (the plot in e)
and 16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256
kbps, and with 100 macroblocks per frame subjected to errors
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Figure.App.D-9 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps,
and with 5 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-10 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps,
and with 10 macroblocks per frame subjected to errors. On the abscissa: the investigated

coefficient.
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Figure.App.D-11 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps,
and with 50 macroblocks per frame subjected to errors. On the abscissa: the investigated
coefficient.
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Figure.App.D-12 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps,

and with 100 macroblocks per frame subjected to errors
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Figure.App.D-13 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ) and

16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256 kbps,
and with 5 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-14 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in
®) and 16 sub-macroblocks (the plot in ). Quality measures evaluated for video SD encoded at 256
kbps, and with 10 macroblocks per frame subjected to errors. On the abscissa: the investigated

coefficient.
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Figure.App.D-15 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in W). Quality measures evaluated for video SD encoded at 256 kbps, and with 50

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-16 Effects of {-1, 1} substitutive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 256 kbps, and with
100 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.

App.D-18




Appendix D

PSNR (dB) PMSE
36 0.00025
0.0002
0.00015
0.0001
2 0.00005
24 ——+—trtt+—t+—+ —t —t+—t+—+—+—+ 0 {
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 1 2 3 45 6 7 8 9 1011 12 13 14 15
IF AAD
1.0005 0.5
1

0.9995
0.999
0.9985
0.998
0.9975

1 2 3 45 6 7 8 9 1011121314 15

1 2 3 45 6 7 8 9 1011 12 13 14 15

NCC cQ
1.01 140
120
100
80
60
a0
20
0.99 +—+—+—+—+—+—+—+—+—+—+—+—+—+—+— | 0 +—+—+—+—+—+—+—+—+—+—+—+—+—+—+—
123 456 7 8 9 101112 13 14 15 1 2 3 4 56 7 8 9 1011 12 13 14 15
SC DVQ
1.4 800
600
oe 400
0.4 200 1
0.2
0 +—+—+—+—+—+—+—+—+—+—+—+—+—+—+— | 0+——+—+—+—+—+—+—+—+—+—+—+—+—+—1

1 2 3 45 6 7 8 9 1011 12 13 14 15

1 2 3 45 6 7 8 9 1011 12 13 14 15

Figure.App.D-17 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and

16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with 5

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-18 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with
10 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-19 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video SD encoded at 64 kbps, and with
50 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-20 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in A). Quality measures evaluated for video SD encoded at 64 kbps, and with
100 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-21 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in B). Quality measures evaluated for video SD encoded at 256 kbps, and with
5 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-22 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in B). Quality measures evaluated for video SD encoded at 256 kbps, and with
10 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-23 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in B). Quality measures evaluated for video SD encoded at 256 kbps, and with
50 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-24 Effects of five symbols substitutive noise, altering one sub-macroblock (the plot in ®) and
16 sub-macroblocks (the plot in B). Quality measures evaluated for video SD encoded at 256 kbps, and with
100 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-25 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in @) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with 5

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-26 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in B ). Quality measures evaluated for video HD encoded at 5 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-27 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 5 Mbps, and with 500

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-28 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-29 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with 5
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-30 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 10 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-31 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with

500 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-32 Effects of {-2,2} additive noise, altering one sub-macroblock (the plot in e) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-33 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in ) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with 5

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-34 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in @) and 16
sub-macroblocks (the plot in B). Quality measures evaluated for video HD encoded at 5 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-35 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 5 Mbps, and with 500
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.

UPMC

App.D-37




In band enriched video: from concept to applications

PSNR (dB) PMSE
0.0012
0.001 1\
0.0008
20
s 0.0006
10 0.0004
5 0.0002
0 +——+—+—+—+—+—+—+—+—+—+—+—+—+— 0 :m@w—‘
1 2 3 45 6 7 8 9 1011 12 13 14 15 123 456 7 8 910111213 14 15
IF AAD
0.99985 0.6
0.9998 05 1%
0.99975 0.4 \
0.9997 0.3 \
0.99965 0.2 \
0.9996 01 ffg
0.99955 +———————+—+——+——+—+—+— 0 ———————
123456 7 8 910111213 14 15 1 2 3 45 6 7 8 9 1011 12 13 14 15
NCC cQ
1.03 150
1.02
1.01 100
1
0.99 50
0.98
097 ——+—+—+—+—+—+—++—+—+—+++ O
12 3 456 7 8 9 101112 13 14 15 1 2 3 456 7 8 9 10 11 12 13 14 15
SC DvQ
0.95 350
0.9 300
250
0.85 200
0.8 150
100
0.75 5
0.7 +——+—+—+—+—+—+—+—+—+—+—+—+—+— 0

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

1 2 3 4 5 6 7 8 9 1011 12 13 14 15

Figure.App.D-36 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in ) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-37 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in @) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with 5

macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-38 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 10 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-39 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in ) and 16
sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 500 Mbps, and with

100 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-40 Effects of eight symbols additive noise, altering one sub-macroblock (the plot in @) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-41 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with 5
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-42 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ) and 16
sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-43 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 5 Mbps, and with 500
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-44 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with

1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-45 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ®) and 16

sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with 5
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-46 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in B). Quality measures evaluated for video HD encoded at 10 Mbps, and with 50
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-47 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in e) and 16
sub-macroblocks (the plot in W). Quality measures evaluated for video HD encoded at 10 Mbps, and with
500 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-48 Effects of {-2,2} substitutive noise, altering one sub-macroblock (the plot in ®) and 16
sub-macroblocks (the plot in W). Quality measures evaluated for video HD encoded at 10 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-49 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and

16 sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 5 Mbps, and with 5
macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-50 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in W). Quality measures evaluated for video HD encoded at 5 Mbps, and with

50 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-51 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and

16 sub-macroblocks (the plot in B ). Quality measures evaluated for video HD encoded at 5 Mbps, and with
500 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-52 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 5 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-53 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with
5 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.

App.D-55

UPMC




In band enriched video: from concept to applications

PSNR (dB) PMSE
46.5 3E-08
N //HN'ﬁ/. 25808
45.5 ~g~ 2E-08
45 1.5E-08
44.5 1E-08 -
a4 5E-09
43,5 )+ttt — 0 i
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 1 2 3 4 5 6 7 8 9 1011 12 13 14 15
IF AAD
0.99215 0.1
9o 0 o o 0o 0o 0 o 0 o o o oo
0.9921 0.08
0.06
0.99205
0.04
S
0.992 0.02
0.99195 i 0
1 2 3 45 6 7 8 9 101112 13 14 15 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
NCC cQ
1.001 1200
1000
10005 N O | A
wo L/ \ [\
11 400 4/ 82 / A\
200 NS N
0.9995 J hd
0 - ——tt+—t+—+—+
0.999 i -200
1 2 3 45 6 7 8 9 1011 12 13 14 15 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
SC DVQ
1 14

1 2 3 4 5 6 7 8 9 1011 12 13 14 15

1 2 3 4 5 6 7 8 9 1011 12 13 14 15

Figure.App.D-54 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with

50 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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Figure.App.D-55 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in M). Quality measures evaluated for video HD encoded at 10 Mbps, and with
500 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.

App.D-57

UPMC




In band enriched video: from concept to applications

PSNR (dB) PMSE
35 0.005
0.004 +
0.003
15 0.002
10
.001 -
5 0.00
(] S T A (]
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 1 2 3 45 6 7 8 9 10 11 12 13 14 15
IF AAD
1.05 0.3
1 0.25
0.95 0.2
0.9 0.15
0.85 0.1
0.8 0.05
075 +—+—+—+—+—+—+—+—+—+—+—+—+—+—+4| O +—+—+—+—+—++—+—+—+—+—+—+—+—+—
1 2 3 45 6 7 8 9 10 11 12 13 14 15 1 2 3 45 6 7 8 9 10 11 12 13 14 15
NCC cQ
3 1400
2.5 1200

1 2 3 4 5 6 7 8 9 1011 12 13 14 15

1000

800

600

400
200

1 2 3 45 6 7 8 9 1011 12 13 14 15

SC

A s

0.5

1 2 3 4 5 6 7 8 9 1011 12 13 14 15

2500

bvQ

2000

1500

1000

500

1 2 3 45 6 7 8 9 1011 12 13 14 15

Figure.App.D 56 Effects of eight symbols substitutive noise, altering one sub-macroblock (the plot in @) and
16 sub-macroblocks (the plot in ®). Quality measures evaluated for video HD encoded at 10 Mbps, and with
1000 macroblocks per frame subjected to errors. On the abscissa: the investigated coefficient.
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