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c) Résumé (français)

Cette thèse propose que les entreprises puissent être maîtres de leur politique de connexion, en se basant sur des objectifs métier et en utilisant la connaissance interne qu'elles ont de leurs usagers et de tâches, et qu'elles les transmettent vers les opérateurs réseau. L'eCAPS (enterprise Context Aware Policy System) proposé permet aux organisations de différencier les activités professionnelles et nonprofessionnelles engendrées par les usagers BYOD (Bring Your Own Device) et ainsi de mettre en oeuvre For easy navigation, each chapter in this manuscript begins with a description of its content and ends with its conclusions, plus some words linking it to the next chapter. This chapter provides brief motivation for the proposed eCAPS (enterprise Context-Aware Policy System, based on industry trends, but more detailed motivation is given with specific solutions and applications. It also includes an outline of original contributions, both in network solutions and in modelling techniques. A description of the research methodology, the proof-of-concept and the numerous tests is also given. The chapter concludes with a summary of the manuscript structure.

The Thesis Structure

The manuscript is structured in five main sections (A -E) plus an annex of lists. The thesis sections are given in Table I.

Section A (Introduction) contains this chapter, with the general description of the work and the proposed solutions. It also contains a full chapter on the perspectives and concepts, describing current trends, the effects of the technology roll-out, and the policy for various stakeholders. This section also includes the state-of-the-art review for all the discussed topics.

Section B (Visualizing the Solution) is a description of the proposed solution in terms of network integration, platform design and logic modelling. It provides the network solution that is required to support the idea of enterprises controlling their own communication policies, via MVNO (Mobile Virtual Network Operator) and Sponsor 3GPP-based models, as well as the positioning of policy for corporate SDN (Software Defined Networks). This section describes the business context profiling and the risk profiling methods.

Section C focuses on the modelling techniques that produce the context scores, resulting in profile selection. This section includes chapters on Classification, Credibility, and Corroboration. These chapters analyze the modelling requirements of context and propose the novel Credibility approach and the CEDAR algorithm.

In Section D (Implementation), the four proposed context-aware policy-based applications are described as implementation of enterprise policy. These applications realize the proposed contextaware policy for different purpose -funding selectively, optimal resourcing, swapping networks for best-connection and selecting mitigating risk actions. The section also contains a case study of an Automotive who requires an eCAPS solution for delivering and charging of car communication services.

In Section E (Conclusions) discusses the feasibility of the proposed solutions, and the final conclusions.

The Annex contains lists of tests, references and abbreviations.

Motivation Summary

Several trends conspire to inflict pressure on the enterprise communications resources and increase the need for policy control. Relying increasingly on Cloud and communication mobility mean that communication costs and constant availability are now the primary enterprise concerns. BYOD necessitates distinguishing personal-leisure usage from legitimate business usage, to secure adequate resources for priority business. Rising cybercrime requires protecting network assets dynamically, per service request, as and when risks occur.

These trends drive the demand for solutions that allow more efficient utilization of resources and greater control of communication budgets. If the demand for self-determined enterprise policy has not been evident, it was because it was not considered possible, but now it is. The means of enforcing enterprise-determined policy are becoming available due to the implementation of LTE, which enables deploying policy control across 3GPP (3 rd Generation Partnership Project) networks from an accessagnostic core, in the EPS (Evolved Packet System). Enforcing policy on the internal data networks is facilitated by the upcoming SDN (Software Defined Network) that revolutionizes the control of enterprise data networks.

Profiling behavior in real-time is now feasible, due to advanced techniques of real-time analytics that combine 'big data' with dynamically observed information. Therefore, it is now possible to introduce an enterprise-centric context-aware communicable policy solution that evaluates context for communication service request in real-time and makes decisions of service delivery options.

1.4

The Innovation Contributions of this Thesis

Summary of Innovation

The innovation in this thesis begins with empowering the enterprise to make decisions of how communication services are delivered, instead of relying on the carriers. The concept of eCAPS (enterprise Context Aware Policy Solution) is to base such decisions on the context of the service request. The context information is drawn from enterprise sources that are not available to carrier, and II:

chosen by users. The discovery procedure in 3GPP is configurable, with preference lists from the carrier and the 'user', as well as the 'discovered' list. It is possible to utilize one of the lists for enterprise's preferences and point towards a server-side eANDSF (enterprise Access Network Discovery & Selection) procedure at the enterprise, which will enable the enterprise to dictate its own rules.

Establishing context requires a mechanism of classifying the observed data and determining the characteristics of the current request, so that a decision can be made about service delivery options. A novel profiling by if-the-shoe-fits method is proposed, using customizable prioritization to distinguish between profile characteristics, and fitting the observed evidence to each of the profile templates, to find the best match. The highest scoring profile is the 'prevailing' profile and the levels of margins above the thresholds provide priority grading.

The eBCR Model contains both business attributes and risk assertions. The novel approach is to link risk with business aims in order to ascertain risk mitigating actions according to business requirements. This method involves joining results of risk profiling and business profiling to evaluate the potential response.

An unusual dimensional prioritization provides a new viewpoint on the observed and inferred data to identify the appropriate commensurate action, that is both business-aware and security conscious.

In modelling business and risk context, the probabilities-based methods are found to be inadequate, due to lack of statistical datasets. The solution to start from a generated training dataset is unfeasible, due to the large number of attributes and their dependence. Instead, a novel Credibility Approach is used, where the credibility of the enterprise sources is estimated. The observations are built from several sources and their 'Intensity' is recorded. Business goals and policies are injected via prioritization weightings. Thus, Credibility, Intensity and Policy are combined in the values for context attributes.

None of the established MCDM (Multiple Criteria Decision Making) methods was deemed entirely suitable for the requirements of context observation aggregation that incorporates aspects of great uncertainty, such as Urgency and Integrity. Hence, CEDAR (Corroborative Evidential Diminishing Aggregation Rating), which is a special case of multiplicative MAVF (Multi Attribute Value Function) is proposed to performs corroborative proportional aggregation and to copes with negativity, scale range and inter-class parity. Cedar is a proportional, ranking-based aggregation method that augments the prime member in the set of criteria by the proportional value of corroborative members. Its iterative function of determining the coefficient at each stage is unique, as well as the use of the inherent credibility values for proportioning the contributions.

There is great scope for innovative applications for eCAPS and eBCR. Four applications have been proposed so far: Selective Funding, Business Priority Resourcing, Risk Mitigation and Network Selection. These applications can be all activated together or used in any mix and match.

The Explored Concepts

The process of developing the eCAPS idea involved producing a series of studies that focused on the different aspects for this thesis, such as the stakeholders and untrusted networks. To link these papers with the thesis, Table III provides the overall concepts and the papers that directly contributed to these topics (full list of the author's publication is given above). Five main areas of focus have been identified -the stakeholders, conveying policy across mobile networks, the platform, the modelling techniques and the applications. Several issues have been investigated in each of these areas, as shown. Research Strategies and rules

Fitting Research Methods to the Task

Enterprise context-aware policy is examined in this study holistically, from aspects of compatibility with global carrier networks to detailed algorithms that compute context building blocks. This holistic approach led to different research strategies:

-Network solutions: the aim is to fit in with existing network protocols and minimize disruption of existing procedures. Where possible, the solution merely introduces a use-case, where the existing standards are utilized in a new way (e.g. using roaming 'Home Network' facilities to enable the enterprise act as a MVNO).

-Network Protocols: any innovation in protocols is based on extensions of existing protocol procedures (e.g. Diameter AVP -Attribute Value Pair), or extending the list of carried data or parameters.

-Defining applications: new applications must use the output of the eBCR and involve the eCAPS process. Applications could be combined with further innovation, e.g. eANDSF for Network Selection.

-Modelling Enterprise Policy: the model is furnished with what is perceived to be commonly used components, with no industry-specific bias. Previous research of RBAC (Role Based Access Control) was used to identify 'popular' aspects (key factors), but more attributes and factors were added as different applications and scenarios were simulated. Extensive experimentations was used to refine the prioritization of profiles, both business and risk.

-Selecting enterprise sources: GPS and alternative navigation services are assumed to be available to any enterprise. User privacy must be respected, and user-entered information is not used. It is assumed that the exact sources will be defined for every implementation, e.g. which Corp. App is monitored. The selection of simulated sources was revised and refined for different applications and scenarios. The simulated sources were deemed to be generally available in most enterprises.

-Aggregation: Source input is simulated. Server login files are assumed to be made available and possible to interpret. Observations are simulated for some scenarios, but the bulk is assumed to have been aggregated already. For method comparisons, some special examples were devised, to demonstrate particular features and highlight marginal cases and some extreme conditions.

Market Research

Online industry reports were studied for different topics, favoring large vendors' reports (e.g. Ericsson, Cisco), but also industry observers (e.g. Gartner). The reports were brought up to date before completing this manuscript. Market research addressed global trends, where available, since the driving forces of BYOD, mobile broadband, mobility and webification are all world-wide phenomena.

Standards and Regulations Study

The major standards that are relevant to eCAPS and were studied in detail include 3GPP, OMA, context semantics, some IETF RFCs and EU regulations (see 13. 1.1, 13.1.2 and 13.2 below). Latest versions of updated standards have been checked before publishing this manuscript. Some of the standards extensions that have been published in earlier papers have now been integrated in general standards.

Profiling Methods and Evidential Processing

The academic literature was searched to find similar context-based models that are applied to communication service requests. Exact match has not been found, but studies that highlighted some aspects were useful as confirmation of concepts and conclusions and as demonstration of the practicality of some methods. In particular, DST (Dempster Shafer Theory) (Shafer 1992) confirmed several concepts of belief and evidence credibility, and MAUT (Multi Attribute Utility Theory) (Belton 2002) underpinned the mathematical algorithm.

Aggregation Algorithm Tests and Evaluations

The most popular MCDM methods have been evaluated for use in the eBCR model, at different levels of aggregation. To compare their performance, some of the test cases were calculated by several methods and the results have been compared in the author's papers (see Paper 10,11 and 12).

The main methods were used, where many variations do exist in the literature, but could not all be tested. It is assumed that the variants will still have the main properties of the basic method, unless it could be ascertained otherwise. For example, I-OWA (Induced OWA) was tested as well as OWA (Ordinal Weighted Averaging), where ordering by weights was a significant characteristics.

To achieve equitable comparison, the same test cases were used. Some normalization was carried out on the results, so that they will keep within a common scale for easy comparison. Specific test cases were devised to test propensity to produce negative results or distort proportions (e.g. for biaggregation).

1.6

Modelling Proof-of-Concept (PoC) -the eBCR Model

Evolving eBCR PoC

The conceptualization process evolved in parallel with practical experiments, building and extending the eBCR proof-of-concept model, which is now used for several applications. Each part of the context computing process was expanded to simulate obtaining basic data input, for example, the evaluation of sources credibility by their individual properties (reliability, caching, auditability etc.).

The eBCR PoC (Proof of Concept) model was generalized to allow 'what-if' experiments, so that changes are cascaded across the whole model instantaneously. Therefore, it is possible to see the effects of adding new weighting layer (e.g. for sources designated as 'instigating', 'supporting' or 'qualifying'), or applying different normalization procedure to the Credibility rates and all the way to final profiling scores. Cascading has been maintained even as more detailed computation (e.g. Cedar) was added and throughout some application variations (e.g. risk assertions).

The design of the eBCR model evolved as more detail was added. The early model featured a list of attributes within their key-factor classes and their Profile. Then, attributes calculation from observations was added with observed Intensity that is measured by a number of fuzzy scales. The credibility per source was added, to compute components inherent values. The combination of sources with their aggregated credibility was generated separately for business profiles and for risk profiles, because some new sources and qualifiers were required for risks observations. The results of the PoC that are included in this document have been synchronized and updated, so that, for example, the same source credibility is used in the different reports and applications.

A Multi-Purpose Model -Business and Risk

Two main models are considered in this work -Business Context and Risk Context. The Business Context Model is used for more than one functional application: for business priority and funding, for mobile QoS and session control, and for optimized access selection. The risk model can be used as standalone model or together with the business model, where business and risk profiles are combined in the solution. Common building blocks are shared by several functions, e.g. the source credibility computation serves the risk model and the business priority model, and is also used in comparison tests of algorithms and alternative methods (Entropy and DST).

The modelling of attributes, risks and key-factors has undergone some transformation, as more topics were studied and more applications were computed. This led to the idea that different functionality can be overlaid over the same structure of data input, even using the same key-factors, since they represent the input categorization, rather than the consequence. That also led to the novel use of 3 rd dimensional prioritization that brings in different viewpoint and different relationships across the whole set of atomic members in the model.

Tests and Test Data

Test data items continued to evolve from testing basic profile selection to demonstrating various topics. The eBCR PoC data was designed to demonstrate the effects of every factor (8), attribute (56),risk (24), and profile (5 business and 4 risk profiles). The data is designed to provide positive and negative 'verdicts' for every profile template. The scenarios (mixture of attributes and risks, with varying intensity) were chosen to produce high confidence verdict as well as marginal ones. Table IV is Experiment with prioritization at each level (key-factor, sub-class, attribute/risks), high/ low range and 3 rd dimensional group prioritization. Z-test scale (below and above zero) Z value = (X-µ) / σ and zero prioritization effects. Create examples of single attribute dominance. Test a single threshold per Request (all profiles), or per profile.

Thresholds 7

Find a threshold between positive and negative expected results, and build 'Tolerance Bands'. Compare median and mean averages.

Test raising thresholds effect on 'granted' requests Test negativity caused by Intensity or large margins.

Test positive prime plus all-negative corroboration, and swapping prime when corroborated conflicting sum is greater. Test bi-polar attributes and all-negative factors and negative profiles. Test Cedar for absolute amount in the residual coefficient.

Test negative members with alternative MCDM.

Model Components 11

Establish eBCR 'training data' from basic 50 /60 scenarios, with separate tests cases to test closeness to expected results. Omit components (Credibility, Intensity, Key Factor weights, Attribute weights, Group Weights etc.). Test the ease of changing values of Credibility components Customization 6 Try ease of adding key factors, changing attributes, adding or changing roles. Test the flexibility of adding more sources. Test even-factors scenarios and one-dominant-factor scenarios.

Scenarios 7

Definite and marginal scenarios (defer/grant), zero score scenarios, rare scenarios and 'outliers'. Analyze scenarios by factors and profile-margins, and estimates of missing key-factor by using the eBCR database

Robustness 4

Correct business or risk profile selection over 60 scenarios and the mitigating effects of missing items (attributes or whole factor)

More scenarios were added as the different applications were considered. Scenarios were carefully crafted, ensuring the features that are not compatible (as shown in the Collision Matrix) are not appearing in the same case (unless they demonstrate highlighted risk). Scenarios that demonstrate discrepancies and incompatibility of attributes were generated for all business attributes (56) and risk attributes (24), hence 80 items were considered for each scenario in the Risk Model. In addition, the level of Intensity per observation was also tuned to fit particular scenarios, where the relative scores of attributes can affect the outcome.

Tests of Bayes equivalent model for both business context and risk profiles were developed based on the data in the eBCR, hence any changes in the basic model or the test data, also permeated to the Bayes models. Similarly, the Entropy model is automatically updated. In order to ensure fair and objective testing of the eBCR model against the Bayes classifier, a new set of scenarios were designed afresh, and both eBCR and Bayes computation was performed without allowing experimentation. These tests deliberately include marginal cases, were the expected results for the scenarios are not clear-cut.

Test Results

The results of the eBCR Model tests were the selected profiles (business and risk) and their scores. The results were analyzed by various analysis reports and graphs, which are shown in this document as well as published papers. As the model was expanded and enhanced, some of these results were changed, hence there are differences between older results in published papers and those shown in this document. Not all applications have been fully simulated, e.g. selecting mitigating actions by combination of scores and look-up tables has not been fully modelled. Applications that involve network actions could not be simulated. For example, performing a network selection was not feasible.

Perspective

About Chapter 2

In this chapter, market drivers and technology drivers for introducing enterprise-determined context aware policy are described. Then, the main concepts of enterprise communication policy and the issues that are raised in defining it are discussed. This chapter is based on (Paper 5) "Analyzing consumerization -should enterprise Business Context determine session policy decisions".

Market Drivers

The need for enterprise self-determined communication policy is driven by global trends: rising data volumes on the internal network that requires resource optimization; BYOD adoption that blurs business and personal communication, requiring prioritizing business sessions; webification of the application layer, allowing use of untrusted apps for business, while cybercrime threats are rising fast, requiring better dynamic defenses.

Data Volumes

The rampant data traffic is undoubtedly the most poignant feature of this decade so far. The sheer volumes have changed carrier's perspectives significantly, where Voice traffic is now dwarfed in comparison with Data. The same phenomenon affected the enterprise sector, but the market reports do not show the enterprise traffic separately any more. Employees display the same behavior as consumers, in terms of the frequent access to the internet, the increase in video applications and tablets usage, and the demand for continuous connectivity.

The pressure on the enterprise internal networks is rising too. Internal networks are also stretched with video streaming and file transfers from tablets and smartphones that are used for both business and pleasure. The appetite for resource-hungry applications is not abating. All forecasts point towards the exponential rise in data traffic to continue for some time. The demand is growing as fast as the increased speeds of broadband are implemented. It is hard to believe that such demand will be satisfied by over-provisioning alone and that traffic will not be managed and prioritized.

BYOD Trends

BYOD (Bring Your Own Device) has grown to mean a new paradigm where personal devices are used for work as well as leisure. Some trends take decades to mature -not BYOD. It has moved fast from 'toy' to 'threat' and now to 'obvious', as stated in (Moschella 2012). It has already reached maturity, with employees owning only one personal/business device. This is changing the way enterprises deal with employees' communication needs. At first companies stop prohibiting personal devices, then they allow connecting to corporate Internet servers, next they connect personal devices to corporate applications, and finally, companies cease to provide phones and laptops and adopt the 'ultimate BYOD' strategy. BYOD has been driven by employee demand from the grass roots to the most senior management levels. When BYOD is introduced, companies report higher employee satisfaction, greater loyalty and improve company image.

BYOD is already widespread, according to many reports. What started as a disruptive trend that was ushered in by enthusiastic employees is now turning into a dictate by the employers who refuse to purchase the devices for the employees. In (Decisive Analytics 2012), 54.4% of CEOs and 44.7% of IT Executives said that BYOD is used to attract or retain employees. Amazingly, this is achieved while employees are partially funding business usage and often covering the full costs of the devices. In (Avanade 2012), just a third of companies cover the cost of smartphone or tablet chosen by their employees. In (Good Technologies 2011), 50% of employees are said to be 'happy' to pay themselves, in order to have choice and convenience of the latest devices. Currently, only 45% of BYOD companies pay a stipend or expense-back scheme for on-going usage expenses.

Gartner predicts that by 2017, half of employers will require employees to supply their own device for work purposes. Avanade (2013) states that 61% of surveyed companies report the majority of their employees now use personal computing devices in the workplace. More than 54% of employees use smartphones for basic work tasks such as reading email, online documents and calendar invitations, 33% use tablets, and -coincident or not -33% also use tablets for business functions such as CRM project management, content creation and data analysis.

There is no doubt that BYOD is now the 'inevitable future'. Corporate IT departments are already adjusting their budgets and increasing security to accommodate BYOD devices and many report that they have changed their procedures to accommodate BYOD. However, some of those who believed that BYOD liberates employees from the 'tyranny' of the IT departments' restrictions may have second thoughts, now that the implications and risks of the new freedom are beginning to unravel. Figure 1 compare two independent reports from 2012 and 2014 by different sources. While in 2012 there were 23% of companies that did not allow personal device use for business (i.e. 'Only Business' devices), in 2014 the number has risen to 39% 'Forbidden' personal devices. BYOD 'Formal Policy' of 21% of companies in 2014 equates to 'Only-Personal' policy of 23% in 2012. 

BYOD Impact on Mobile Carriers

BYOD is mostly accompanied with BYOC (Bring Your Own Carrier). This means that employees select their own carrier as well as their devices. This effectively severs the relationship of the enterprise with the mobile operator. Instead of a single corporate contract, carriers must compete on each employee, who is now a consumer. Fewer employees (22% in (Trend Micro 2011)) will now carry more than one phone, thus reducing double subscriptions. Given the choice, employees will consume content via the free corporate network, diverting data traffic from mobile networks to the enterprise LAN and reducing mobile revenues further. When the devices connect via hotspots, home gateways or personal carriers, the service is charged to the user's account.

BYOD effect on Enterprise IT

BYOD disruption particularly affects IT departments. They need to extend the range of supported devices and must respond to frequent devices launches. Their budgets are shifted to other areas. In (Decisive Analytics 2012), 36% of companies say costs decreased after introducing BYOD or remain the same (20.1%). Cost reduction is attributed to 36.8% on capital expenditures (no devices) and 54.5% to lower desktop support.

According to Decisive Analytics, some executives rely on BYOD savings to pay for Virtual Desk Infrastructure, which increases costs (31.7%). Depending on the BYOD strategy, some companies reported increased support cost, covering a greater range of devices (40.9%). Generally, with less IT CAPEX and with no vendors to manage, there is now a management expectation of reducing IT overheads, and many companies expect their IT departments to be down-sized due to BYOD.

Employees are no longer happy to accept the IT recommendations. "At the end of the day, IT can't push certain devices onto employees anymore. … Employees have to like what IT gives them. Otherwise, they'll just use whatever device they want." Jack Gold, president, J. Gold Associates, LLC.

(searchConsumerization 2013). This trend forces vendors to address both consumers and enterprise IT departments alike, while those that focus purely on the enterprise, e.g. BlackBerry, are losing out.

Enterprise Legal Responsibilities on BYOD Devices

The enterprise needs to ensure that employees comply with legal requirements and respect content digital rights in performance of their business duties. This becomes blurred on BYOD devices, because the enterprise could be liable for employees' misconduct. Worse still, with BYOD, this responsibility may be also extended to the personal use, for example, parental control when at home. This means that the enterprise may be held responsible when a device that is personally owned is used for browsing illegal material as a leisure activity. Parental control on BYOD PCs and tablets in countries that demand it by law could also fall into the same trap.

Clearly, the enterprise would not wish to censor websites that can or cannot be browsed, but it should be careful to disassociate any business activity from anything that is non-business. Hence, proving to the authorities that the enterprise is selective about what it sponsors may be the means of demarcation of responsibilities. A policy solution that distinguishes legitimate and lawful business activities absolves the employer from further responsibility, but leaves users to have free choice for non-work-related activities, and follow the low in their own way.

BYOD Risks

BYOD security concerns are probably the reason for BYOD slowing down somewhat, but they are not enough to reverse the trend. The attraction of the Cloud, web apps and BYOD is so great, that these risks cannot halt their progress. Small and light portable devices can be lost or stolen easily, and with them -confidential corporate data and access to enterprise facilities. Some reports (Decisive Analytics 2012) claim that nearly half of companies with BYOD strategy reported serious breaches of security.

Security considerations also influence routing policies, such as routing via specific security gateways or secure tunnels. BYOD security measures are linked to Cloud security, e.g. remote data access authorization and encryption of data 'at rest' (on the Cloud) as well as 'in motion' (transmitted).

There are various security solutions on offer (InfoExpress 2012, Unisys 2010), such as data encryption and remote wiping of data on stolen devices.

BYOD Capacity Concerns

BYOD raises more security issues, besides device security. One of these issues is that business usage on personal devices still needs to be reimbursed, while allowing users to take responsibility for their own personal spending. This requires 'selective funding' of business use. Another issue is that the corporate network capacity has to support the surge of traffic generated by smart BYOD devices.

While business traffic volumes escalate, due to increasing popularity of video-based applications, the enterprise also has to bear unacceptable increases in personal traffic. Unchecked, personal use at the company's expense can dramatically increase enterprise costs. At the same time, IT managers need to ensure that valid business sessions have adequate QoS. Business use of bandwidth-hungry applications should also be rationed, according to the perceived business priority of each service request. These concerns may be resolved by dynamically distinguishing business usage from personal usage, in order to apply differentiated enterprise-centric policies and funding decisions.

Webification

Enterprise Using Web Apps

This rapid change of attitudes is due not only to perceived benefits, but also to the advent of business cloud services and much greater user mobility and remote working. This is accompanied by a strong shift towards web applications. Back in 2012, (Decisive Analytics 2012) senior managers reported high levels of use of Facebook (35%), LinkedIn (23%), Twitter (22.9%) and YouTube (14.0%) for work, even in direct disobedience to company rules. By now, Internet based business applications are widely offered to small and medium enterprises, and the web giants, such as Yahoo and Google, target large enterprises directly. In (Cisco 2012), as in Figure 2, the enterprise survey shows the current penetration of BYOD and the expectation of it growing in the next two years. US, China and India top the table, and still expect more rapid growth, while UK, Germany and France have slower growth, but faster expected take-up. The adoption of untrusted applications is significant: US is well ahead with one of the lowest rates of concerns over security. Many developing countries are embracing untrusted applications with minimum concerns (Mexico). The highest worries are (surprisingly) in China while the take-up is very high in spite of that. In Russia, the concerns are just as high but the take-up is the lowest in this survey. It seems that the effects of the concerns are not reflected in the rates of adoption. The trend towards web untrusted applications worries many IT managers who see the protecting walls around the enterprise perimeters crumble away. The risk is higher where such apps are used without the enterprise's permission. The combination of BYOD and untrusted apps compounds the threat to enterprise vulnerable 'assets', such as sensitive data and network resources.

App Stores for Untrusted Services

The recently established model of the App Store (Copeland 2010a) that provides content and apps by sponsoring the delivery to end-users is not unlike the role of the enterprise that is disseminating content to both employees and customers.

Enterprises in certain industry sectors act as content providers and even develop their own applications and ecosystems. In effect, enterprises are managing 'app stores', acting as 'Sponsors'. They require means of authorizing the communication costs, which -for video streaming, for example -can be significant. Hence, the popularity of app stores created precedence for enterprises dictating policy -the carrier networks now need to receive instructions regarding capping and QoS from their customers.

The app stores take on the task of verifying the Application (and content) Service Providers (ASP), evaluating their services and determining the service packages and user prices. Since users pay the app store (not the MNO), they established commercial relationships with them, and validate users' service requests on behalf of the ASP. The app stores act as intermediary agents towards the MNO, obtaining permission to consume network resources, for a wholesale fee. Therefore, the app store model represents a good example of sponsored untrusted services.

Technology Drivers

LTE and EPS

Opening the Access

Technologies are supposed to be implemented as a result of business drivers, but once a technology is available, it gets its own momentum and begins to encourage new requirements to surface. This is the case with 4G LTE. The roll out of the Evolved Packet System (EPS), which is at the core of LTE, opens up the access network and allows inter-party policy control.

The roll-out of LTE is in fact the last of the steps towards layering the communication network.

Introducing independent layers has been progressing from a total vertical integration in the traditional circuit networks to fully horizontal independent layers, with the separation of Telecom services in the intelligence in IN (Intelligence Networks) as an early beginning. This process has continued through the introduction of softswitches, with splitting the media plane from the signaling plane.

Finally, the access network becomes independent too, allowing the core to address multiple access types. This stage has arrived without any fanfare, because the Data Tsunami has masked off its importance -Voice has been marginalized. Data traffic has been handled outside Telecom core networks, so is not hugely affected. The main issue now is carrying all this traffic, whichever way possible, and getting a better handle on controlling its quality.

Independent Policy Server (the PCRF)

A prominent member of the EPS is the PCRF (Policy & Charging Rules Function). This 3GPP standard policy server was initially specified for IMS (IP Multimedia Subsystem), or as an independent policy server for SIP (Session Initiation Protocol) signaling and Voice applications, as the central custodian of the policy for IP Voce/Video session control functions. However, as policy control has been extracted out of the GPRS nodes, it is now placed in the same policy server. Hence, Voice sessions and Data sessions are both served by the PCRF in carriers' networks.

Alternative Access Networks

Untrusted Access

Smartphones have reshaped users' expectations for open access to Internet services and made them aware of the access options. Untrusted access networks, especially hotspots and hospitality (public establishments e.g. hotels and cafes), could be used by users without the MNO's involvement. Attaching to alternative trusted and untrusted access becomes easier in EPS, which is designed for multi-access.

What is a trusted or not trusted network, from the point of view of the MNO, is not a function of the compatibility of network or the type of technology, but is governed by the fully disclosed information, adequate security and most of all -formal commercial relationships. Access networks may be trusted but not compatible, i.e. using different interfaces. For example, WCDMA based access networks are not compatible with 3GPP devices, but may belong to a trusted MNO. Conversely, access network may be compatible but not trusted, e.g. Home WiFi that is independent of the MNO. In each case, access attachment procedures, authentication methods and security protocols are different, so policy changes according to the properties of the access network.

Untrusted Services Authorization

The intense Webification process has changed attitudes towards the non-Telco vendors. The legitimization of untrusted networks and untrusted access means that better policies and better security should be put in place. In a 'Sponsored Service' model, users are authenticated by the MNO via a relationship with the content provider. The MNO identifies the Sponsor as a trusted partner, and the Sponsor vouches for the ASP as a bona fide destination.

Authorizing the service involves not only setting up QoS parameters, but also limitations and restrictions, for example -maximum duration. The session parameters that may have been already agreed between the ASP and the Sponsor for the type of service, need to be re-negotiated with the MNO. When the user requests the service, the Sponsor needs to request these parameters from the MNO. These parameters may be different from the usual (i.e. not sponsored) service level that is normally provided to the user under the MNO subscription. Unauthorized services run over internet browsing as 'best effort', with no pre-set policies, however, the routing and gate control are often exercised according to detected applications that the operator wants to limit or throttle (Avanade 2012).

The application detection and control rules can be dynamic or pre-configured. The application detection is performed in the traffic bearing nodes as embedded DPI (Deep Packet Inspection) or as a standalone server that filters only specific traffic streams.

Risks of Untrusted Access and Untrusted Services

Enterprises now bear the burden of protecting their data and network resources from the effect of untrusted access and untrusted services, not only for business, but also for personal use by their employees, whether BYOD has been adopted officially or unofficially. Cybercrime is now rife in all walks of life, and websites accessed by smart devices can contaminate the enterprise own environment.

A Symantec's survey (2013) shows that 'Business', rather than consumers' websites, are the secondhighest sector to be compromised by fraudsters and phishing. As the current trend is set to continue, both in growing cybercrime and in utilization of untrusted networks and services, the enterprise need for policies and dynamic request-based security are becoming urgent.

SDN Policy

SDN Trends

The advent of SDN (Software Defined Network) that allows router networks to be centrally controlled, enable a policy server to interface to SDN controllers. Hence, context aware policy can now be implemented on the internal network too.

SDN is moving quickly into the implementation stage, mostly for data centers. SDN is driven by the growing complexity of router networks with self-adaptive routing, where managing traffic forwarding needs to be better controlled. Interpretations of SDN functionality varies in depth and scope. The base assumption is that it provides centralized SDN controllers that are using the OpenFlow protocol to manage a network of routers, thus enable easier management of larger IP/Ethernet networks.

Another interpretation of SDN is that it provides network management abstraction that allows virtualization using network overlays (see Huang S 2013). This can then be extended to a distributed network management system that provides unified management policy to different networks types, despite their different protocols. Hence SDN aims to improve traffic management and operations efficiencies by centralized control.

While SDN was conceived as enhancement of enterprise data networks, the NVF (Network Virtualization Function) is a carrier-driven initiative that seeks to disengage the deployment of intelligence from the hardware it runs on, providing a pool of distributed resources for any network function.

SDN and NFV are linked but are different (SerachSDN 2013). Virtualization requires multi-tenanting of discrete functions on the same hardware, without interference or performance degradation.

Virtualization was sought by developers of large core systems to improve their performance, resilience and availability, but it has taken off probably due to the pressing need of service providers to manage the Cloud more efficiently.

Although SDN began as an enterprise requirement and NFV began as a network provider issue, today carrier-based SDN (Li 2012) is promoted as a solution for service providers, and virtualization techniques may well be used within the enterprise domain too.

New Policy Capability for SDN

The concept of SDN departs from the notion of 'route-forward' that depends on routers to find the best path. SDN splits the control plane from the data plane in order to provide orchestrated management of the transport layer, sometimes across different physical networks and different transport technologies.

SDN special strength, which is yet to be exploited to the full, is the interaction with the application layer, which was not possible before.

This concept was conceived for the growing complexity of datacenters, where Big Data calls for greater automation, especially with frequent changes and bulky provisioning. The growing popularity of video services and the fast adoption of Cloud Computing have increased the traffic pressure on the data network. SDN promises to smooth over unpredictable traffic peaks, and re-route traffic dynamically, thereby exploiting existing capacity much more efficiently. Many of the benefits can only be realized if the network is controlled by conditional rules and policies. In (Carvalho 2012), the proposed SLA (Service Level Agreement) enforcer for SDN checks on availability and profile. Such SLA enforcement is required for internal networks as well as external networks.

Policy Going Real-Time

The impetus for assessing service request context is due in parts to the advent of Big Data mechanisms, with much improved tools that can analyze massive amounts of information at a reasonable length of time. In order for communication context to be determined at the point of requesting service, real-time context must be established within the acceptable response-time interval that does not exceed 100-300 milliseconds. Real-time context modelling is now on the rise, with techniques that blend statistical analytics with fresh observations. This approach can be used to capture some observations (Geolocations, concurrent logins) and blend them with recent history and analyzed behavior patterns.

The PCRF (Policy and Charging Rules Function), as specified in 3GPP, was responsible originally to only few policies relating service delivery parameters, such as priority, bandwidth, QoS group, according to the user's agreed SLA, and perhaps time and day, busy hour and few more simple rules.

Manufacturers of PCC (Policy and Charging Controllers), such as Huawei (Light Reading 2013) and Amdocs (Amdocs 2013) are promoting servers that dispense dynamic policies based on combinations of analytics and real-time network information, so that the policies are adjusted to congestions and network events in real-time.

This 'real-time analytics' requires techniques that analyze large repositories of data at speeds that are acceptable for communication response time, and online up-to-the-minute views of the network. Hence, such techniques can now be mastered for the enterprise too, where previously they seem extravagant and impossible to achieve.

Enforcing Policy

The earlier implementations of traffic control have embedded both policy and enforcement in the media layer control nodes. In 3GPP, the concept of PCEF (Policy Control Enforcement Function) was separated from the PCRF, so that they are implemented at different points in the network, where policy control is centralized and policy enforcement is distributed.

Considering policy as an internal network management tool within each network has now evolved into a notion of negotiable end-to-end service delivery interface. While the standards are acknowledging the requirements for end-to-end policy, network implementations still lag behind.

Today, the trends are evolving further. This is manifested by SDN -the control of routers is extracted from the media plane and placed in SDN controllers, in a new control plane -for the enterprise too. This control plane may be itself virtualized, using the NFV ideas, so that management of the media plane is facilitated anywhere, not in dedicated server hardware. In (Allot 2011), a unified PCEF product offers enforcement across a number of media planes based on different technologies (BRAS, GGSN) from multiple vendors, thus enabling the same policy to run over heterogeneous networks. Many carrier-SDN providers offer SDN controllers that can manage an array of networks. Thus both policy management and policy enforcement can now support dynamic policy -hence the proposed context-aware policy for the enterprise is now feasible.

The Stakeholders

Types of Policies

There is a chain of parties -the stakeholders -that are involved in the delivery of a communication service: the device, the access providers, the home network providers, roaming partners, and intermediary connection parties. They all have their own policies and rules, which they apply when allocating resources for the particular service delivery. Thus, service delivery policy is decided at several levels, by a chain of entities negotiating the parameters. The negotiation of session parameters between networks, e.g. upstream/downstream maximum/minimum bandwidth, must be concluded before the transmission of the 'payload' media can begin.

Each of the stakeholders has their own delivery policies that are based on their own network optimization and their SLA agreements with their partners. Such agreements include commercial discount breaks that affect their preferences, but have nothing to do this the particular service request. Each stakeholder may have policies that are:

-Parallel, running independently to the others -Unique for their role in the chain of delivery, with no impact on the others -Shared policies and MUST be and agreed -Conflicting policies that should be reconciled between the parties.

Figure 3 shows what each entity may wish to contribute in terms of policies. The essential part of consensus communication policy is already in place. The negotiation of path and media flow characteristics (e.g. jitter, delay, packet loss) is performed by routing protocols (e.g. MPLS, Diffserv), according to the requested parameters. The relationships between stakeholders are also defined already by means of SLAs, even on-the-fly SLAs that are automatically negotiated, in the style of App Stores.

Parallel policies can be run within each 'leg' of delivery, e.g. authentication and admission of the session by each party. Unique policies are communicated to the others, who accept them as they are (no need for negotiation), e.g. anonymity or digital rights. Shared policies must be harmonized between the parties before media flow commences, e.g. agreement on Ipv4/Ipv6 policies.

Conflicting policies do exist, where the stakeholders cannot agree, but one party dictates the policy for the others. This category includes re-selection of access network by the sponsor, or choosing the best transport carrier by an enterprise, as proposed within this thesis.

What is not well defined is how the service request parameters are formulated. This thesis is concerned with the specification stage, when the session requirements are formulated. Such requirements are based on levels of service authorization and prioritization, which influence the subsequently requested parameters that are conveyed to the network providers. 

Requesting Stakeholders and Delivering Stakeholders

At the stage of formulating a service request, requirements are contributed from several sources -the requesting stakeholders. Whether the service is an interactive conversational service, browsing service or a corporate application accessing confidential data, there are always three requirement components:

-User requirements: are influenced by user preferences which are conveyed by the device configuration, and the user account privileges that are server-side profile information.

-Application/content requirements: depend on the type of application, which dictates what level of QoS. Application requirements are satisfied within the application, but also have specific instructions for delivery, e.g. encryption or a language gating.

-Priority and funding requirements: are defined by the level of priority and funding that is assigned to the requested session. Applications may have specific 'urgency' (time-critical factor), but the session policy is decided by other considerations too, e.g. business priority, user role or assigned budget.

Different types of requirements are associated with different requesting parties: the user; the application/content providers; and the 'Sponsor' (the enterprise or an app store), as shown in Figure 4. Users request personal preferences, or apply role-related privileges. Applications can initiate sessions on behalf of users, even without users' input, and have specific requested parameters of QoS, duration or buffering. The enterprise/sponsor may request different priorities according to circumstances and transacted business. An enterprise is also a 'super-user', where groups of users share the same SLA, as an IP-VPN service, where the enterprise pays for capacity or for a connectivity 'pipe.

Figure 4. Requesters of Policy

The delivering carriers decide whether it is possible to allocate the requested resources, depending on state of the network, available capacity, and other preferences. Hence, the network providers (the home network, roaming partners, access networks and any intermediary networks) use these requirements to define data flow streams with bandwidth according to the QoS class, and with delay, jitter and packet loss, according to the agreed SLA and funding.

The Enterprise Roles as a Stakeholder

The enterprise plays a complex role as a stakeholder. It can be both a requesting and a delivering party.

It can be both network provider and end-user, separately or at the same time. It can be involved in any one, or all of the layered structure, depending on the requested service and its circumstances. There can be several permutations of roles for the enterprise, which range from all roles to just one. An all-roles scenario has an employee requesting service which is a corporate application, so the Content Service Providers is the corporate department that maintains the server, the employee's device is attached to the corporate WLAN and the service is delivered via fixed enterprise LAN. Hence, the service is fully contained within the enterprise's own resources.

If the service is internal P2P (Person to Person), using the enterprise VoIP application, the service includes a breakout to the Internet, which can be facilitated by the enterprise own ISP capability, hence it is still an all-enterprise scenario. As an Application & content Service Provider (ASP), content is made available to employees. Enterprises may also wish to sponsor their content delivery to customers, at appropriate levels of quality and security. As a 'Sponsor', the enterprise authorizes funding of services on carriers' networks, where each operator provides facilities under SLAs, and the enterprise determines the budget. As a delivering stakeholder, the enterprise provides access networks and/or transport, and is deemed as the network provider, whether it is fully owned or outsourced. In any of these scenarios, the enterprise should have the ability to determine policies or contribute its policies, according to the role it plays.

2.2

Context-Aware Policy -User context contains both static and dynamic elements. Static elements include business role-based settings plus subscription details and personal demographic information. Dynamic elements include user behavior (based on some historical records) and on circumstances (based on indirect evidence and associated information).

-Device context considers the spatial and temporal aspects of the device itself, and assumes a link between the device and the owning user. This may not be always true, for example in the case of stolen or lost devices, or where devices are shared.

-Network context can be interpreted as the current network condition, level of congestion, the timing in reference to the busy hour and so on. Such context is defined by a set of conditional rules that network management systems apply for dynamic routing and network optimization.

-The service request details provide destination parameters and media requirements, which contribute to the policy decisions, from the carrier's point of view. Destinations context potentially determine policies for interconnections, filtering and routing and the media type is involved in determining the level of end-to-end resourcing for the session.

Business Context

While basic carrier-based context-aware policies are already accommodated by the carriers' policy servers, they do not provide business priority and enterprise-centric optimization. Business context requires a different type of considerations, leading to very different rules, as shown in Figure 5. As shown, in parallel with the commonplace user communication aspects, equivalent business context are shown. For example, user ID is enhanced by the user's business role (e.g. duty officer or other job descriptions), or the connected parties on the network side, are filtered by priority business destinations of approved web applications. Both business priority and identified context risks can be estimated by such context-aware models, and appropriate decisions can be taken about the service delivery. The context aspects are based on further information -about the user, the engaged activities and the circumstances.

This supplemental information is gathered from additional data sources that are not available to the mobile carriers, such as enterprise internal systems (login to WLAN, login to corporate apps, duty roster etc.). Furthermore, all the known information is interpreted from the enterprise point of view, e.g. location is interpreted as 'Office', 'Branch', 'Home', 'Customer' etc. Hence, the inferred information provides entirely new perspective on the service request context.

Figure 5. Synchronizing Business and Network Context Aspects

Modelling Context-Aware Policy

Session Context Evaluation

Roles

The evaluation of Context is based on hierarchical context component architecture. As shown in Figure 6, there are multiple levels of context evaluation, each with their respective policies: Roles, Profiles, Factors and Attributes (see Chapter 5 for more detail).

Roles dictate a number of policies, e.g. privileges and assigned budget. Working hours and holidays are also role-based. Roles are defined by the enterprise according to job descriptions, e.g. executive, administrator, shop-floor, engineer etc. The enterprise assigns credit limits, access to resources and other privileges to the Roles. Roles can be affected by departmental policies and group/team association.

Service admission by roles is well established in the enterprise, where there are numerous RBAC (Role Based Access Control) procedures to authorize access to corporate applications and data. Further methods take account of other contextual features, in particularly 'Activity', 'Time' and 'Location'. These aspects and others are considered to be context 'Key Factors' which make up the characteristics of certain 'Profiles'.

Some profiles are only allowed for certain roles, e.g. desk-bound jobs will be assigned 'Routine (Office)' and perhaps 'Home-working', but not 'Local-Travel' or 'Abroad'. Profiles describe groups of scenarios with a specific emphasis of certain factors and attributes that represent a common way of working, common work situation or common behavior style. Profiles are designed according to the function (funding, resourcing, mitigating risk or swapping networks). Profiles provide the link to the desirable actions or policies that needed to be enforced. Business profiles describe, for example, Routine (at the office), Home working, Essential Task (critical activities), Travel (locally) and Abroad. Risk Profiles describe behavior types, such as 'Abusive', 'Intrusive' or 'Destructive'. They describe not only levels of risks, but also particular types of risks, for example -risks of excessive usage of resources, or risks of attacking confidential data.

Profiles contain the same sets of Factors, but with different emphasis on each aspect, i.e. varying levels of significance which are expressed via prioritization weighting. Policies for profiles include levels of capping, permissions to swap access or media, or allowances of budgets and so on.

Key Factors

The Key Factors are defined as classes of attributes that affect various aspects of the service delivery.

Factors aggregate attributes into context classes that are meaningful and are easily addressed by enterprise staff. Factors can be, for example, Spatial Aspects, Temporal Aspects, Activity Types or Destination (both human and machines). Further optional factors can distinguish characteristics such as the Urgency factor, Integrity factor and the Media Type factor, which are rarely found in the literature. The relative significance of the Factors within each profile is customized when allocating prioritization weights. Thus, profiles are designed by these factors' weights. For example, the Spatial Factor is much more significant in the 'Abroad' business profile, while 'Activity' and 'Urgency' are dominant in 'Essential Task' business profile. Policies that are specific to factors may include, for example, data roaming restrictions for 'Abroad' business profile, or time-gapping between sessions for 'Abusive' risk profile.

Attributes and Risks

The attributes are the building blocks of the context model, linking to raw data from context sources.

Attributes define status for one detail at a time. For example, 'at home' or 'enterprise branch' are attributes of the Spatial Factor, and 'lunch break' or 'holiday' are attributes of the Temporal Factor.

Policies for attributes affect the way they are processed, within their factors, within each profile, e.g. whether the enterprise discourages video conferencing while abroad, whether disability 'special Needs' attribute overrides other restrictions, or whether 'Call-Home' attribute in the 'Abroad' profile is allowable business expense. In the risk model, the same key factors are used but the atomic elements are asserted risks. The distinction between business attributes and asserted risks is underpinned by different filtering tables and qualifying sources that are required for inferring risks or discovering business status.

Chapter 2 Concluding Remarks

The major trends affecting enterprise policy are the rapid adoption of BYOD as well as Webification, Cloud and employee work mobility -all of which call for improved policy mechanisms. The proposed solution in this thesis empowers the enterprise to make its own session policy decision that alleviates BYOD issues and risks.

The upcoming SDN also separates control and media flow, and allows for central policy to be enforced on the corporate internal networks. Latest technology roll out provide the ideal settings for implementing enterprise-centric policy solution.

The 4G EPS enables open access and independent control layer from the media layer. This creates an opportunity for the enterprise to centralize policy decision within the internal networks and allow dialogue with external policy servers. Therefore, the time is right for the enterprise own policy server to take control of the enterprise policies and negotiate them with any of the delivering stakeholders. To enable dialogues across mobile networks, there must be a way of conveying the new enterprise policies across to the carrier's policy server in 3GPP networks, as described in the next chapter.

State of the Art

About Chapter 3

The state-of-the-art in this chapter echoes the range of topics covered by enterprise communication policy server. This array of topics includes some topics that are very well researched (e.g. role-based access control), but others have little to offer (e.g. corroboration). The topics include reviews of policy and its relation with business, especially in the enterprise space. It also includes a study of the standards that govern the area of policy in mobile communications. Numerous Standards documents have been consulted to ascertain standards for policy exchange over 3GPP networks. Some investigation of standards for documenting context and their sources is also included.

In the enterprise arena, there is a study of existing methods of service request authentication (RBAC, ABAC), modelling techniques and decision trees, aggregation methods of MCDM, methods of quality of evidence assessment, Entropy, and other means of evaluating behavior context for service admission.

For risk profiling, the survey only touches on the vast collection of papers, focusing only on behaviorbased risk detection and relating risk to business goals. Some Bayes variant algorithms have been studied to compare with the Credibility 'metric' approach. Similarly, the DST principles, the Dempster Rule and the follow-up variants have also been studied to compare with the proposed Cedar.

Context-Aware Modelling for Policy

Business versus Network Policies Literature

The concept of user-centric policies composed from operational QoS policies and business QoS policies has been discussed in [START_REF] Miloucheva | User-centric identity enabled QoS policy management for Next Generation Internet[END_REF], though the aim there is to unify policies from dual repositories when the user has two identities, not to distinguish between business and personal use. For BYOD the reverse is needed, i.e. differentiating between policies for a single ID. Similarly, separating business from personal usage using nothing but Roles, as in (Ferraiolo 1992), is not sufficient for BYOD, which does not support separate identities. Mapping business goals to data network policies has been proposed in (Keeney 2010), (Strassner 2009) and (Wang S 2007), using various mechanisms of web ontology and semantics. However, bridging the gap between IT and Telecom does not lend itself to semantics, especially where the enterprise terminology.

Context Modelling Aspects Literature

In (Sathya 2010), the selection of web services is linked to service QoS, using it as the context for the selection (assuming that users will always choose the highest QoS service), rather than assigning QoS to a service request according to its network and context profile. The separation of context assessment from policy rules, which is seen as an advantage in (Dersingh 2008), is implemented in the eBCR Model, enhancing its versatility. In [START_REF] Ma | A Flexible Policy-Based Access Control Model for Workflow Management Systems[END_REF], policy based authorization is proposed, utilizing Roles and Profiles, but the focus is on determining workflow, not session delivery and the profiles do not reflect context.

In the Mobile world, using 3GPP Policy for context-routing Messaging is proposed in (Blum 2010), but this is limited to messaging protocols, near-real-time message payload, i.e. not service request and not service admission or access authorization.

Not every policy can be translated into prioritization. Some policies require conditional, semantic based processing. In [START_REF] Malik | [END_REF], the DySCon architecture contains similar components (roles, profiles, locations, activities), and processing logic (not algorithm) is used to select which policy to apply. While additional logic is used in the eBCR Function for adjusting credit/budget policies, the eBCR Model algorithm is suitable for processing dynamic factors.

Policy Reconciliation

In (Kodeswaran 2011), ad-hoc collaborations are established by matching policies and allocating appropriate security dynamically. This, in principle, is leading to the dynamic policy reconciliation that this thesis is about. It is noted that mitigating actions can impact on the connecting parties, who may have different yardstick for acceptable risks. In [START_REF] Nurse | Towards A Model to Support the Reconciliation of Security Actions across Enterprises[END_REF], conflicts between security requirements of organizations are reconciled when establishing an inter-company connection. When one party manipulates QoS and priority, or applies more lenient risks management, the other party is affected too. However, it provides only for limited scope of business-to-business, and refers to business level policies -not communication policies.

Network Standards

The 2005), SAML (Security Assertion Markup Language) profile for XACML is specified, to relay authorization information for special security assertions. In (Que Thi 2012) XACML extensions for RBAC authenticate user access requests, with spatial-temporal context. These semantic methods still require aggregation procedures that account for conflict.

RBAC, TBAC and ABAC Literature

There is a large body of research into IT based access control, addressing service authorization by means of RBAC (Role Based Access Control), TBAC (Task Based Access Control), ABAC (Attribute Based Access Control) and their hybrids, e.g. in (Al-Kahtani 2004). These methods address authorizing access to data, but not defining session delivery parameters.

Few studies refer to mobile networks access to service. Those that do, consider mobility context rather than integration with 3GPP mobile networks. In (Shen2011), web semantics to express mobility context aspects are proposed. In (Costabello 2012), mobile context vocabulary (PRISSMA) is used for access control of graphs repository. In [START_REF] Miloucheva | User-centric identity enabled QoS policy management for Next Generation Internet[END_REF], an ontology-based solution is proposed to integrate policies of disparate entities, assuming that they are all similar lacking only a common language. However, mobile policies are very different from business policies, and the same terms have quite a different meaning for the enterprise.

Most IT studies propose a form of RBAC (Role Based Access Control) as in (Ferraiolo 1992), or its variants, such as Temporal RBAC in (Bhatti 2004). The concept of Task-Based Access Control (TBAC), as introduced in (Thomas 1998), was explored in [START_REF] Ma | A Flexible Policy-Based Access Control Model for Workflow Management Systems[END_REF] for Policy Based Access Control (PBAC) in workflow management. TBAC, which is less popular than RBAC, is considered in order to limit the permission scope and validity to the 'Task' duration, as in (Thomas 1997), which is a similar requirement to the eCAPS permission for the current session only. However, the definition of the Task as a single IT workflow activity is not the comparable to the scope of the eBCR Profile (called 'Task Template' in earlier papers). The profile describes more than the user's activity, but the whole context of the request.

Using ABAC (Attribute Based Access Control) for access permissions, as argued in (Bayer 2008) and (Al-Kahtani 2004) is well established, but the definitions of the attributes vary. Using attributes for web services is preferred over roles because the Internet is said to be 'Identity-less' and cannot scale up if it is constraint by a user identity database. In (Sucurovic 2008), XACML based ABAC for Health records has proven very efficient. ABAC uses attribute details to prove users' 'claims', e.g. a birthday record to prove that the user is over 18. Thus, the 'attributes' are parallel to users' static information, and do not describe context attributes. There are numerous RBAC variations, as in (Ferrara 2012), where Administrative RBAC automatically verifies rule selection and removes irrelevant ones. However, RBAC authorizes service access depending only on user privileges, ignoring context and risk, and the possibility that the user is not who he says he is.

Dynamic routing of enterprise communication by context is proposed in (Choudhury2007), but it is based on agents' fixed roles, not on circumstances. Similarly, the approach in (Deng 2003) is to determine 'Resource Access Decision' as a form of RBAC, which is fully dependent on users' roles, ignoring activities

Risk Profiling Literature Review

The notion of risk profiling is approached differently in every study. In (Woo 2013), behavior ontology is modelled by attack pattern trees, for multiple activities over sustained periods. The approach is to capture 'all-shades-of grey', where anyone can be an attacker at one time and a fully authorized user at another time.

In (Ferrara 2012), a form of RBAC is used for security analysis by reducing security rules to instructions that can be run as program verification. In (Jiang 2004), temporal and spatial aspects are used to detect risk. In (Monroy 2006), a dynamic method of classifying users is proposed, in order to predict their behavior. The eBCR Risk Model approach is the reverse, to classify each user request against known behavior patterns, because the requesters may be intruders or rogue employees. In (Onroy 2006), behavior of consuming CPU resources is profiled automatically by a requested-used-estimated model. Simple profiling by CIA (Confidentiality, Integrity and Availability) is also explored in (Kajko-Mattsson2009), but they represent over-generalization of risks classification that cannot provide conclusive decisions. In (Strassner 2009), context awareness policies are associated with business concerns for network management. This idea is at the heart of the eBCR Risk modelling.

Network-based 'behavior' is often considered, as in (Amirjavid 2012), but not per individual requests. In (Hajjem2012), vulnerability and security measures are 'harmonized' to optimize selection of the most cost-effective action, but the model does not deal with service requests authorization in real-time, and does not utilize context. The need for real-time risk context awareness and mitigation has been highlighted in (Güven 2011), proposing a risk-mitigation engine for introducing IT changes. However, these IT procedures risks are vastly different from those of service requests. Time criticality also needs to be considered, where response time for requests is far more stringent than other IT activities. Hence, a prime consideration in choosing risk aggregation methods must be the speed and efficiency of realtime processing.

Classification Literature

Attribute Trees

Data mining methods are used for mobile context in (Kahya-Özyirmidokuz 2012), including CART (Classification and Regression Trees), which atomizes attributes down to binary components in deeply hierarchical structures that are not practical for heterogeneous sources. The proposed threedimensional prioritization design is used as an alternative that provides another dimension of relationships between elements.

In (Barros 2011), a useful bottom-up method (using Maximum Likelihood), is proposed for building decision trees up from data, avoiding numerous 'branches', but still allowing single source branches to exist. These methods deeply affect the design of suppositions and assertions. Decision Trees (DT) structures are described in many studies. In (Yu Yi 2009) OWA (Ordered Weighting Averaging) is used to create hierarchical Fuzzy Operator Trees (FOT). Lack of model uniformity is reflected in (Senge 2010), which decomposes OWA attribute pattern trees, to allow mixed operations (max, min, average, ordinal) for multiple algorithms in one model, acknowledging the need for complex aggregation.

Context Key Factors

Little is said in research about how to select sources and attributes. The range of context aspects is mostly limited to environmental and digital factors, but rarely situational/ behavioral. In (Riboni 2010), an activity factor is considered. In [START_REF] Ahmad | Design of Algorithm for Environment based Dynamic Access Control Model for Database Systems[END_REF], roles and environmental aspects are blended. In [START_REF] Liao | [END_REF], transport methods are deduced from environmental context.

In (Costabello 2012), data access for mobile broadband is determined from Device, User and Environment sources of context that are evaluated in their PRISSMA module. Similar to eBCR, the 'Environment' contains spatial, temporal, activity and 'things'. For eBCR, these environmental aspects are extended further, to consider mobility, media types, destinations etc.

Modelling realistic business/risk status requires a wide scope of sources. Spatial and temporal factors are crucial to service request analysis. In (Jiang2004), temporal/spatial events are correlated to identify past security risks, but not attempting to evaluate the request. In (Jakkula 2007), the temporal dimension is used for spotting anomalies by start-stop and overlap, but without profiling behavior. In (Strassner 2009), OSS/BSS context relies on 'policy-continuum', i.e. retained memory of policy-based behavior. In (Choudhury 2005), context is used for agent-based routing at the enterprise, but does not address service requests.

Credibility Literature

The Credibility concepts appear in various disciplines, notably in:

-Metrology (JCGM 2008), -Actuarial risk (ASOP25 2012) and -Medicine (Heckerman 1992).

Data inconsistency issues are raised in (Bettini 2008), noting that OWL (Web Ontology Language) lacks such consideration, but Accuracy is now included in enhanced XCML (eXtended Context Modeling Language) (Robinson 2007).

Although the need to account for accuracy of context data has been recognized in many papers, it is rarely integrated into decision making algorithms. Quality-of-Information is measured in (Wang 2013) and in (Wang 2011) for the reliability of unknown sources. In (Jung 2005), lack of data quality is proven detrimental to decision making, due to increased Profile complexity, and the paper joins claims' truthfulness and sources credibility together. In (Filho 2010) quality of context in terms of privacy, security, resolution, completeness, and precision, are noted using OWL-DL semantics, still not covering the whole range of credibility properties. In (Yager 1992), 'credibility' in MCDM (Multi-Criteria Decision Making) has been linked with approximate (fuzzy) reasoning, but no indication of how it is ascertained.

Probabilities Based Modelling

Bayesian Stability

The most common alternative to the Credibility-based context model is using probability-based classifier models, especially Bayesian solutions that have been proven to have high levels of 'optimality', as described in [START_REF] Zhang | The Optimality of Naive Bayes[END_REF][START_REF] Zhang | Augmenting Naive Bayes for Ranking[END_REF], amongst many other papers. Bayesian models have been particular successful in classifying a small number of variables. In (Sheppard 2006), Naïve Bayes algorithm outperforms the proposed extensions.

The particular issue of the eBCR, in modelling the relationships between context data items and their relative priorities is studied in [START_REF] Ko | [END_REF], which proposes the use of Bayesian model and Directed Acyclic Graph (DAG) to determine probabilities.

Bayes Independence of Attributes

Independence of attributes is not achievable for context, and methods that rely on independence are likely to distort the outcome. Many Bayesian papers try to resolve the issue of dependent attributes. In (Huebscher 2006), extended Bayesian algorithm is used for context measured by environmental sensors, which groups together dependencies, to assess 'correctness '. In (Frey 2003), an augmented classifier that copes with dependencies is claimed to overcome the issue, using Galois lattice, with 'conjunctive' dependency estimated as confirm/infirm ratio. This and other solutions that require estimates of dependencies are not realistic when it comes to context assessment, unless a large dataset of true results can be analyzed.

Bayes Training Data Limitations

Probabilities of attributes variables are computed from statistical data of attributes occurrence in historical databases. The occurrence assumes that attributes are correctly identified as 'present', i.e. as 'true positive' or 'true negative'. Such precise data is not available in the case of context, which is derived and inferred from observations that can never be exactly confirmed. The lack of factual data that indicates correctness is overcome by generating 'training' data'. This training dataset represents known results, and is used to compute the initial a priori probabilities. However, this dataset must contain sufficient occurrences of every permutation of the variables to provide reliable probabilities. For a substantial number of variables (above ten), Bayes requires a very large proven dataset, which is unfeasible for Behavioral context.

Probability Logic

To manage context uncertainty, Goertzel's Probability Logic (Iklé 2010) and the OpenCog project are of particular interest, with advanced, but complex, logic functions such as induction, abduction, analogy, speculation, causality, fuzziness and time reasoning.

3.6

The Belief Function -DST (Dempster Shafer Theory)

Glenn Shafer has introduced the topic of evidential trustiness in his book "A Mathematical Theory of Evidence" (Princeton University Press) in 1967. Belief and conflict issues are discussed in many papers, including (Shafer 2002). This theory of evidential evaluation attracted a long line of improvers and disprovers (including Zadeh and Yager): (Guan 1993), (Heckerman 1992), (Sentz 2002), (Pearl 1990), (Fagin 1990), (Florea 2009), and (Haenni 2005, 2006).

DST has been heavily criticized. It was proven inadequate and paradoxical under some simple tests. The 'right questions' must be asked, and logic of the interaction between the evidence pieces is decided case by case. While 'Plausibility' is a main principle, DST fails to account for conflict. In (Shafer 1990), Shafer admits that Belief Function is best used for an interactive subjective process, since it depends on posing suitable suppositions. In (Dezert 2012), the reason for the serious flaw in computing the belief is that mathematically, a single information source can become dominant and is effectively treated as absolute truth. Hence, DST cannot satisfy context aggregation needs where conflict is likely.

However, the DST theory raises many important principles that are particularly relevant to this study, including:

-Separating evidence reliability from its intensity, -Recognition of 'ignorance' as well as discord, -Defining a difference between probabilities and evidential belief 'mass' -Tackling uncertainty of evidence.

DST is still successfully applied in specific cases. The Dempster combination rule offers a method of joining belief 'masses', as detailed in (Sentz2002), but it works well only when there is no conflict. The rule is extended in (Campos2007), by assigning separate masses to conflict to avoid paradoxes, but this eliminates disagreement, not taking account of it. In (Sentz 2002), the set of conflicting masses are deemed to be used as normalization.

In (Florea 2009), DST is the basis for credibility metrics, where sensors data cannot be validated by prior knowledge, so sensors' dissimilarity is used. In (Pearl 1988), DST is proven for intervals of probabilities, but 'insecurity' and paradoxes are still ignored. Much depends in DST on the nature of conflict, which can be resolved by rule-based 'expert systems'. The CF (Certainty Factor) model and 'MYCIN' [START_REF] Lei | Aggregating User Rating and Service Context for WSN Service Ranking[END_REF], are such methods which are based on probability logic with combinations of aggregation techniques, including DST (Gordon Chapter 13, 1984). DST offers some advantages: belief functions do not require prior probabilities and missing data can be estimated under 'Plausibility'. As per (Smets 1999), belief function models do not deteriorate as fast as probability models, when the gap between estimations and reality grows.

Conflict and Uncertainty

Conflict

The issue of accounting for conflict among corroborating evidence has not been resolved by any appropriate aggregation algorithm. In the eBCR Model, attributes are information items that describe the session request and the current user scenario. As such, attributes can be derived from several sources, which may lead to conflicts. Observations must allow for both concordant and discordant evidence, as described in [START_REF] Meyer | [END_REF], and account for the discord by reducing the score accordingly.

In [START_REF] Zhang | A Model of Context Awareness Agent System based on Dynamic Fuzzy Logic[END_REF], learning methods from 'fuzzy' context is proposed in order to overcome context appreciation errors. Conflict and negativity are considered in (Shu 2009), resolving conflicts in ABAC (Attribute-based access control), with rule reduction, but not to incorporate discord in a score. In [START_REF] Lei | Aggregating User Rating and Service Context for WSN Service Ranking[END_REF], service context is split between negative and positive factors, which are correlated in a normalizing algorithm. In (Huang 2010) signed fuzzy measures are aggregated, using discrete Choquet Integral that takes account of the interactions between attributes, but this is suitable only for continuous stream of information, not discrete set of variables.

The DST, with the 'Belief' function and 'plausibility', acknowledges beliefs to the contrary, but the Dempster Combination Rule was proven by many notable papers to be inadequate when significant conflict was involved. In (Pearl 1990), and many others, the Dempster Rule is used to segregates discordant attributes by the XOR operation, but the conflicting evidence is discarded or merely used for normalization.

Some outranking methods attempt to manage conflict, as in PROMETHEE (Preference Ranking Organization Method for Enrichment Evaluation), which is described in (Brans 1985). It aims to resolve conflicts by subtracting negative preferences from positive ones.

Uncertainty & Entropy

Information Theory and Entropy offer insights on the inter-dependence of parameters and the level of doubt associated with their estimated values. 

Aggregation Literature

MCDM (Multiple Criteria Decision Making)

Multiple criteria evaluation requires several processes: combining observations, discarding superfluous information, estimating impact weights, ranking attribute criteria, selecting the best candidate and totaling criteria scores. The term MCDM (Multiple Criteria Decision Making) encompasses a range of such methods, and is still expanding, as predicted in (Dyer 2007). Numerous papers describe these methods. Aggregation methods that are regarded as MCDM are listed in [START_REF] Meyer | [END_REF], including fuzzy algorithms. They are also listed and compared in (Brans 1985) and (Triantaphyllou 1998) andin (Triantaphyllou 1989). In [START_REF] Lahby | A hybrid Approach for Network Selection in Heterogeneous Multi-Access Environments[END_REF], other popular computational methods are also described, including TOPSIS (Technique for Order Preference by Similarity to Ideal Solution) and AHP (Analytic Hierarchy Process).

A useful comparison is given in (Savitha 2011), which prefers WPM (Weighted Product Model) with pairwise analysis over SAW (Simple Additive Weighting), although SAW is faster to compute. However, in (Azar 2000), WPM is shown to produce extreme results, due to weights used as exponents, while SAW is considered more intuitive. WPM multiplies all the attributes values, with their weights as exponents. It disregards units and negative numbers, but is sensitive to zero values. SAW is a popular method due to its simplicity -it sums up the product of attribute values and their weights, but remains unit based, so it requires normalizing the units and the scale limits.

More complex or hybrid aggregation methods are still proposed, especially for more specific set of requirements. MAGIQ (Multi-attribute global inference of quality) is a simplified version of pairwise analysis, pairing up impact by 1/rank symmetry, but also assigning weights by positional ranking. ELECTRE (Elimination and Choice Translating Reality) is an outranking method that is mostly used to eliminate lower ranking alternatives. Extreme scores are discarded based on veto thresholds. PAPRIKA (Potentially All Pairwise Rankings of All Possible Alternatives), which is popular in medical models, uses points system as well as pairwise comparison. Points system is also used in SMART (Simple Multi-Attribute Rating Technique) and its variants for goal setting, which determine the least important goal as a baseline, while the alternative SWING starts from the best attribute as the reference point. A comprehensive list is given in (Kabli 2009), which includes descriptions of ANP, ELECTRE, SMART and TOPSIS.

Out-Ranking & AHP

It is essential for policy-based models to have accurate prioritization, so a tool to manage the process is required. Assigning impact weights involves expressing policies, preferences or perceived relationships between alternatives. This needs some objective method of 'out-ranking' in order to arrive at well balanced and well differentiated set of rates. Methods of out-ranking alternatives take many forms, as in [START_REF] Moshkovich | Influence Of Models And Scales On The Ranking Of Multiattribute Alternatives[END_REF], which weighs candidates by losses and gains and utilizes a variety of tools, including Choquet Integral for non-linear interval evaluation. Other mechanisms are proposed in (Schwarz 2009), which calculates the optimal proximity to all the alternative ranking sets.

AHP (Analytic Hierarchy Process), which was first proposed by Saaty (updated in (Saaty 2008)), is the best known out-ranking method that utilizes pairwise comparison to allocate relative weights, while avoiding clustering and randomness. The process of AHP is described very well in (Coyle 2004) and also in the example in [START_REF] Lahby | A hybrid Approach for Network Selection in Heterogeneous Multi-Access Environments[END_REF]. There are numerous examples of AHP usage, including (Greiner2003), for optimization of selected portfolio with both qualitative and intangible criteria is using AHP, and in [START_REF] Nurse | Towards A Model to Support the Reconciliation of Security Actions across Enterprises[END_REF] to calculate preferences for inter-company links.

WPM results for choosing handover network were proven more accurate than SAW in (Savitha 2011), because WPM resolved computed 'inconsistencies' via eigenvectors (Ishizaka 2009, Alonso 2006), but this, in fact, was due to using AHP, and not due to WPM aggregation. However, AHP has some important limitations: it can only cope with a small number of elements at a time; some pairing is not comparable and does not lend itself to pairwise comparison; and the rationale of assigning 1/rank to the reverse pairing is debatable.

The ANP (Analytic Network Process) is an advanced version of AHP, with criteria structured as a network of equals, where elements can be arranged in subnets or clusters. ANP (Kabli 2009) allows for greater numbers of criteria to be evaluated, while considering inter-dependence of elements. AHP and fuzzy logic are considered as complementary methods for off-line processes, such as establishing weights from expert opinions that are expressed as subjective ratios. In (Sendi 2010), AHP is used with fuzzification and defuzzification processes, to assess vulnerability of corporate assets. AHP is also used in (Zhao2006) to determine fuzzy scale of risk severity and impact on network security.

Ranking and OWA

Ranking methods are important in models that differentiate significant members, i.e. require 'primacy', such as required by several factors in the eBCR modelling. Ranking of criteria distinguishes between strong evidence and the 'long tail', which may be discarded as insignificant values. In (Schwarz 2009), methods of ranking sporting competitors are proposed via 'Center Ranking' and 'Closest String' for this purpose.

The most common ranking algorithm is OWA (Ordered Weighting Averaging), which was first proposed by Yager in 1988(Yager 1988), and extended in (Yager 1999) to the 'Induced OWA' that allows 'fusing' information by paired variables and weights. An example of usage for spatial sources is given in (Ahn 1989), extending OWA to ordinal interval vectors. Examples of OWA implementations are found in (Senge 2010), and in (Yu Yi 2009). OWA produces disproportional scores that do not corroborate the prime member in proportion to each contribution and do not remain within a given scale.

The Multi-Attribute Utility Theory (MAUT) and Techniques

MAUT embraces a large body of mathematical theory for Utility models that has spawned a wide range of practical techniques, including MAVF (Multi Attribute Value Function). A thorough review of MAUT (Multi-Attribute Utility Theory) is given by (Dyer 1992).

The Utility theory deals with relationships of pain and pleasure, i.e. what pain (costs or actions) affect a desirable outcome. Utility is defined as 'expected consequence/benefit'. It is built up from an array of components' utilities, provided some rules of independence are observed. Utility can be expressed as a multi-dimensional matrix, where elements are placed in order of preference. As described in (Reed 2004), the theory of Bentham has been developed by Kahneman to distinguish between experienced utility and decision utility. A major issue with measuring utility is that it is unrealistic to assume attribute independence. Further development provided some tools to compute single attributes' utility, using 'Lottery' weights p, where p is the 'indifference' probability in a span of 0 to 1, where best is P=(x + , y + ) and worst is (1 -p)=(x 0 , y 0 ).

In (Wang Z 2010), MAUT is obtained from a series of single attributes that reflect the objectives. First individual attribute utility (preference) is calculated, and then relative preference weights per attribute are assigned. Next, the type of aggregation is selected according to the relationship between attributes, and the multi-attribute utility value is obtained. Finally, the optimal alternative is decided by the total utility value.

MAUT is considered as a 'scientific' approach to decision making based on assigned preferences. It has been widely recognized that MAUT is difficult to implement, since it requires accurate assessment of preferences and tradeoffs not only for the individual attributes and the whole set, but also for attributes in any combination -pairs, triples etc. Therefore, simplified methods have been devised. One such special case of MAUT is SMART, which is a preference points system that is based on the same theory, using only the linear form, and relying on direct entry of relative scores and weights. Hence, it is not proportional and is not appropriate for corroborative aggregation.

Additionally, MAUT in a special case of just pairwise comparison is referred to as an alternative to Analytical Hierarchy Process (AHP), which has been first developed by Saaty (Saaty 1980), i.e. a tool to distinguish between pairs of attributes and determines their relative weights. In fact, in some studies AHP is been considered as a derivative of MAUT.

The theory of 'Utility' has evolved to encompass 'Value', in MAFV (Multi Attribute Value Function). The difference between MAUT and MAVF is that the Utility Function aims to measure attributes 'performance', while the Value Function computes scores that have no intrinsic meaning, but they represent ordinal ranking of alternative decisions. This makes MAVF even more generic, but it still requires assessing utilities for all combinations of attributes. Taking it further, in (Yang 1999) the concept of 'expectation', based on Utility, and ER (Evidential Reasoning), based on DST belief, were developed, where expect estimates of qualitative judgments are given as a measure of certainty.

MAUT and MAVF have attracted some criticism, despite their highly generalized form. In (Barzilai 2001), AHP and MAUT are both criticized, stating that there is no difference between priorities, preferences or utility. Further to that, although the process of decision making is different, from the point of view of the algorithm -there is no difference between 'utility' and 'value', except for the way that data is obtained. The validity of MAUT method has been questioned, reasoning that mathematical operations on utility functions are incorrect. AHP method of pairwise analysis was criticized because it can lead to the 'rank reversal' problem. Despite that, MAUT/MAVF and AHP continue to be used in numerous papers.

Cedar can be considered as a special case of Multiplicative MAVF, from a pure algebraic point of view, but only for non-conflict models, as shown in Chapter 9. MAVF deals with values rather than 'utility', but the value is still derived from estimated preferences, while connectivity context deals first with establishing the discernable facts that are measured or inferred, not generated by the decision maker.

In particular, M-MAVF (Multiplicative Multi Attribute Value Function) generates algebraic expressions that are similar to those generated by expanding the iterative Cedar algorithm. The multiplicative variant, not the additive one, is also more appropriate because it requires only independence of assigned priorities (utility rates), not independence of attributes (observed and inferred assertions), and its mathematical form is non-linear, as is expected of corroborative aggregation.

Best-Connected Network Selection Literature

There From the enterprise point of view, 'best connected' could mean best fit with business goals, as presented by the eBCR profile. This does not capture the end-user view, but the enterprise's, as the service sponsor. In the case of alternative WiFi networks, an efficient selection would need to prioritize the preferred networks from those presenting themselves at any one time. This is managed by the ANDSF facility. In (Corici 2011), a simulated ANDSF Prototype is described. It demonstrates the use of ANDSF mobility rules, transferring from a trusted non-3GPP access gateway to an untrusted non-3GPP ePDG (evolved Packet Data Gateway) when connecting to 3 rd party hotspots. In [START_REF] Yiping | [END_REF]) and (Chen 2008), Issues are raised regarding access discovery via broadcasting WiFi beacons, including high power consumption of always-on searching, user price privacy, price-QoS variations etc.

Automotive Services

Expanding M2M

Originally car communication was mostly M2M, which consists of short bursts or sensor data being transmitted. However, the next phase will take the Automotive into entirely different scale of traffic. Some new services could generate high volume traffic that may need to be capped. For example, the RTTI (Real-Time Traffic Information) service averages about 100 MB per year, or 8.34 MB per month per subscribing car. In (Ericsson AB 2012), the Ericsson's Traffic and Market Report estimates generic M2M average volume traffic as 10 MB per subscription per month, compared with mobile phones with 30-230 MB per month.

Automotive Apps

The opportunity for car applications is demonstrated by the long list of vehicular applications given in (Dar 2010). This study analyzes connectivity protocols, but leaves out the need for security and does not include payment facilities which are now gaining momentum. 'Standard' vehicular applications are detailed in ETSI TS 102, according to ITS (Intelligent Transport Systems) standards. Major car manufacturers list their numerous upcoming applications on their websites. The opportunity for car applications is demonstrated by the long list of vehicular applications given in (Dar 2010). This study analyzes connectivity protocols, but does not mention the need for security and does not include payment facilities. In ETSI TS 102, ITS (Intelligent Transport Systems) issued standards for vehicular communications applications are found.

As described in (Copeland 2013), transactional and financial applications, which require rigorous policy and good security features, make the car into a wallet-on-wheels, and the Automotive into a commercial service provider, well beyond car-related services. Established technologies are used for these applications. In (Rogatis2009), IMS based Presence is proposed for discovery of cars WLAN, for a parking payment applications. IMS provides stronger security than in web services and more robust service control. Automotive service providers can become 'full MVNO' with their own IMS core, to exploit these advantages, as explained in (Copeland 2011). However, enterprises now seek flexible and secure Cloud services for fleet cars, as is offered by Ericsson website (ww.ericsson.com/ourportfolio/transport-andautomotive-industry/connected-vehicle-cloud).

Car internal intelligence competes with smartphones for delivery of mobility applications. In (Benelli 2012), GPS and GPRS are shown to be the fastest method for car-parking payments, compared with UMTS using mobile phones, due to greater delays when using the phone.

Automotive swapping MNOs

The 

Smart User Interface

The user interface within the car is the dashboard, which may be a limiting factor, lagging behind smartphone screen technology. BMW's iDrive, Audi's MMI, Ford's SYNC and 'after-market' Head Units, such as Alpine, are the fore-runners in developing smart dashboards. Car intelligence can also use the smartphone as a user terminal, using car connectivity and car applications, i.e. the reverse of the commonplace phone synchronization. In (Bose 2012), automotive application platforms are evaluated for integration of smartphone.

The car's fob key is also a form of user interaction method. BMW in (Kratz 2011) proposes car key fob contactless NFC-based services for small transactions, in particular for e-ticketing, in a similar way to the Oyster card in London, the Suica card in Tokyo and the Octopus card in Hong Kong. GSMA 2012 in [15] provides a comparison of applications that are embedded, tethered or via Smartphone Integration, as well as a comprehensive list of business models.

Chapter 3 Concluding Remarks

A wide range of topic was researched for this thesis, covering concepts, procedures, algorithms, implementations, applications and protocols. Although much has been learnt in any of these categories, this research highlighted that the areas of innovation in this thesis also span the whole range, from the concept (e.g. the enterprise as a stakeholder of communication policy, the credibility approach), down to particular aggregation method (the Cedar algorithm).

The concept of the enterprise setting up its own communication policy for mobile communication is not mentioned in any of the studies, and there is no attempt to combine policy rules with business goals. However, research of the standards show that existing standard interfaces in 4G can be used in a new way to allow for a transfer of policy rules from the enterprise to the carrier -with small modifications and new use cases, but a new Defer-Back feature should be added to them.

Modelling business status for connectivity requests is not tried in other studies, though the aspect of service authorization is well covered (RBAC etc.). Distinguishing between business and leisure communications in a BYOD environment is unique to this thesis. Hence, applications based on this capability (selective funding, business priority resourcing, risk mitigation, network selection) are all new.

Modelling of Risk together with Business does not have any mention in the literature either. No method of generating mitigating actions has been found, where the actions are selected according to the intensity of both risk and business priority.

Methods of aggregating criteria for decision making are a well established topic, but there is no mention of using credibility as the basis for the criteria inherent values. Although Credibility is acknowledged as an important facet of evidential modelling, no method of computing it by source assessment and integrating it in the criteria scoring has been found. There are numerous decision making methods, but there is no adequate algorithm for corroborative aggregation that copes with conflict, so that the overall score is reduced proportionally, without distorting the results. However, under a particular case of assigning an alternating negative sign to a constant, this special case of multiplicative MAVF (Multi Attribute Value Function) method produces similar algebraic expressions as the proposed Cedar.

Section B: Solutions

Network Solutions

About Chapter 4

This chapter deals with the relationship of the enterprise with various network providers, including its own network, when determining policies for service requests. This includes network solutions for mobile service requests within the constraints of inter-carrier 3GPP protocols, where it is proposed that the enterprise takes the role of a Sponsor or a Mobile Virtual Networks Operator (MVNO), to enable policy requirements to be exchanged. To be enforced, the enterprise policies must be transformed into parameters that can be understood by mobile networks. The session delivery options need to be mapped to 3GPP parameters. It is proposed to use standard 3GPP interfaces that were intended for roaming partners (with some proposed extensions). Context-aware policies also need to be conveyed to the internal data networks, as they migrate to new Software Defined Networks (SDN).

This chapter proposes a method of transforming business goals and context data into an eBCR session profiles that are mapping to 3GPP PCC (Policy and Charging Control) rules. It examines inter-entity models for conveying enterprise policies in 3GPP networks. It explores how to intercept employees' service requests and relay triggering events. Service requests may arrive via alternative access networks and may be served by untrusted parties via the Internet, for sessions that may be deemed as business or personal alike. Employees may access the corporate services via a myriad of access networks, including the enterprise's WLAN, the carrier's 3G/4G and many hotspots in hotels and cafés. Thus the mechanisms of applying enterprise policy on the access layer are also included in this chapter, as well as a discussion on untrusted networks management. The Telecom paradigm is all about inter-connecting managed networks, like a network of major interconnecting roads. They are governed by strict policy and aspire to provide guaranteed service delivery to their customers. Admission is subscription-based, hence the carrier knows the user's demographic information and account history and can set basic policies, including Quality of Service and securityproperties that are particularly desirable for corporate communications. However, this is disrupted by IP based communication and by blurring personal and business usage. Perhaps due to rising security concerns, the first wave towards BYOD has now slowed down, and some enterprises still resist the trend, daunted by bad publicity. Nevertheless, the move to All-IP on both fixed and mobile communications brings fresh concerns about managing business priorities and security. Therefore, enterprise-centric policy is still required to be communicated to the various network providers.

The Telecom road system paradigm is currently evolving. Enterprise call servers provide VoIP that uses the Internet as much as the managed networks. Corporate messaging is now mixing personal social media over the web with the traditional unified communications. BYOD users utilize web applications for both personal and business, so the dedicated corporate mobile enterprise applications, such as the RIM/Blackberry business application set, are losing ground. It is like a main artery motorway that is run as a high quality toll road for a long while, but has recently sprouted many side paths and lanes, some of which are becoming great favorite with the public and are rapidly becoming alternative fast roads, with no toll. All the interesting shops are opening on the alternative routes, where there are no restrictions, lower expectations, and lower discipline. The toll road is still there, but it is marginalized.

This new paradigm needs a new look at policy management. Better-informed decisions should be made on when to use what road, and what is worth paying the toll. The enterprise internal network can now be global -metro Ethernet allows corporate networks to extend their reach, with carrier's transport between sites. Latest WLAN standards increase the power of WiFi within buildings but also between them in campuses, so that carrier's mobile technology is not necessary within the corporate enclosure.

The Web 'Free Highway'

The web world allows any enterprise to appear as a node (or several nodes), using the Internet free highway directly, without any permission or licensing. However, this free highway is not guaranteed to provide free flow, without congestion, without failure and without highway robbers. Despite that, the web has been proven to be reliable beyond expectations, due to the 'power of the many': many supporting it, many using it, many provide routing path. This freeway is untrusted and unmanaged, i.e. no policy control. There are no guarantees and no one party to blame. Regulation is kept to a minimum, as a principle, and security measures are often perceived as restrictions. Hence, despite the infiltration of open Internet into the enterprise space, there are still great worries about business communications using the open Internet.

Previously, the Internet was neatly fenced off from the enterprise space. Now, web applications begin to be used for business, officially and unofficially. This requires some special policies, e.g. using secure tunneling and encryption, and further admission control, authentication and service authorization.

Enterprise policy needs to cover web applications, and not only the 'gentrified' applications of Microsoft (Skype) and Google, but also untrusted access and untrusted applications.

The 'Village Square' -Enterprise Data Center

The main corporate connectivity requirements are now focusing on the datacenters, which face the outer world via both Internet and managed QoS networks. The datacenters' importance to the business has been steadily rising, as high availability and good performance become essential to commercial success. Since many enterprises connect their datacenters to a mixture of networking technologies, they need to manage them as a single network, under a common set of policy rules. This has given rise to SDN (Software Defined Network), i.e. software in SDN controllers, instead of embedded software in the routers. This creates new opportunities to fine-tune dynamic network policy on service data flows for the corporate internal network. Since SDN enforcement of policy is now becoming available, the policy rationale for SDN can now start evolving.

Reconciliation of Policy Contributions

The Ultimate Arbitrator of Stakeholders Policies

The 3GPP-defined PCC (Policy and Charging Control) was designed to serve network provider's aims, defining only network policies. PCC supports the end-user's requirements only indirectly, entirely at the carriers' discretion. When several stakeholders participate in service delivery, a combination of policies is influencing the session. The relationship can be more complex where services are nested, and one stakeholder charges another, e.g. where the network provider handles the relationship with another provider, for roaming or an alternative access. This lengthens the chain of policies that need to be negotiated.

The main problem is when the stakeholders' policies do overlap and conflict. Ultimately the decision should be made by the paying customer -the enterprise (via SLA), but in practice, it is decided by the subscriber's carrier, because only the carrier is running a policy server that considers the options. This situation can be corrected once the enterprise has the means of making its own policy decisions and convey them to the carriers. The end-user (as represented via the device) and the enterprise (in its role as the 'customer') have no charging facility, as shown in Figure 7, while other stakeholders could have direct charging relationships with the enterprise, in certain circumstances. However, enterprises that distribute content, may also require and OCS (Online Charging System) for collecting payments. Where there is OCS, it is accompanied with some policy management of the charging rules. Hence, OCS and Policy are often combined.

Figure 7. Combination of Policies by Different Stakeholders

Carrier's network policy determines allocation of network resources that aims to optimize network usage, not business-based prioritization and cost optimization from the enterprises' point of view. This is mitigated by SLA, to some extent, but SLA rules are very limited. The 3GPP PCC specifies only certain parts of the potential scope for enterprise communication policy. It centers on QoS, routing and gating, while there are more possible responses to service requests that go beyond the PCC rules. The full scope of Policy also involves levels of service admission, including different authentication procedures; levels of business prioritization that influences variable budgeting.

One of the biggest omissions in policy rule definitions is lack of enterprise decision on session priority and session urgency. Selecting variable types and levels of security is still in infancy, while a myriad of defenses is in development, to respond to the myriad of growing risks. Policies that 'nudge' users in the right direction, instead of draconian rules and restrictions, is another modern idea that eCAPS is offering, while evolving the power of policy to do 'good'.

The proposed eCAPS aims to rectify this imbalance by transferring policy decision power to the enterprise. This, of course, still means that policy must be negotiated across the delivery chain, blending together the requirements of all the involved parties, but where there is a choice -the decision lies with the enterprise, as a paying customer. While eCAPS describes how to empower enterprise policy, the proposed eBCR function provides what this policy could be, and how this policy can represent even intricate business requirements.

Negotiating Policy with the Value Chain

The eCAPS platform connects to external entities to receive context data and triggers from access nodes and filtering results from monitoring nodes. 

4.4

Using 3GPP Policy Protocols for enterprise Policy

Enterprise Policies versus Network Policies

To enable decision making for session delivery, the enterprise business objectives should be mapped to network rules and enforced by the carriers. Context and policies for the enterprise are quite different from those of the carriers', but the common area is the session request, with details such as service type, destination or media type, which are used in both network side and enterprise side to determine context. Using these details, existing Telco policy servers can provide some context-based variations that the enterprise can customize, but this is still very limited, and cannot implement more complex business rules dynamically.

The enterprise needs greater flexibility than provided by carriers. Enterprise policies are concerned with business decisions to support travel, critical tasks, overtime policies or departmental budgets. These policies define, for example, what is funded and what service priority is given to particular tasks within a context. They determine not only session priority, but also desirability for the business.

These additional business aspects need to be translated to policy rules that are defined in the PCC architecture. If these business considerations can be expressed as a scale of importance and desirability, this scale can be used to modify typical session settings within the PCC rules. Moreover, it should be possible to implement patterns of policies that are changed dynamically, per user or a group of users, over short or long periods. Such patterns could be designed to respond to particular events, planned or unplanned, or designed to encourage or dissuade certain behavior and respond to short-terms risks.

Methods of Mapping Policies

There are already many suggestions of ways to translate business policies into computed actions, based on a semantic approach. In (Keeney 2010), automated context-aware policy for self-adaptation of software using web ontology is proposed. Interpreting human descriptions of policies into executable rules is suggested in (Strassner 2009). Partly automated solution for translating different types of policies into 'low level web service policies' is proposed in (Wang S 2007), which also addresses the issue of collating policies from different entities.

Although some of these solutions are generalized, they do not resolve BYOD challenges and cannot map to Telecom PCC rules. They rely on readily available policy repositories that do not exist and on coherent terminology that is lacking between IT and Telecom. Enterprises are unlikely to have an actionable list of policies that can match network policy decisions.

An experimental approach is by far the best to bridge the gap between enterprise policies and the required output of mobile session parameters. Since there are no ready business policy lists to use, such policies should be created, modified and re-modified by injecting business-based prioritization in a customizable model that describes business profiles and their components. These priorities are maintained by enterprise people with no Telecom skills, who can learn from their experience how to align session funding decisions with network delivery parameters. Hence, an intuitive and simple façade needs to hide any possible complexity.

Figure 9 shows a proposed network solution that allows an enterprise solution to interact with the carrier network and content providers in several standard interfaces. The 3GPP PCC architecture is a mechanism that provides a universal policy-based control in managed carrier networks. This is defined in 3GPP TS 23.203 as: "enabling the detection of a service data flow and providing parameters for policy control and/or charging control". The PCC Rules can be exchanged between entities participation in the service delivery. They also establish event triggering for monitoring the session and re-assessing policies. Therefore, mapping to PCC standards is the 'doorway' for the enterprise policy to be communicated. A subset of items specified in the PCC Rules and a list of optional triggers are shown in Table V.

The table shows three lists of parameters. The PCC Rules include identifiers (informative details) as well as scaled variable parameters. The informative details identify the route, the parties, the media and the charging modes, while the variable parameters define levels of service QoS and priority. The identifiers signify what stakeholder is performing the charging, for example, via the Charging Key identifier. It is normally pointing at the carrier's OCS (Online Charging System) to enforce credit limits. An important informative detail for the enterprise policy is the Sponsoring ID, identifying the enterprise network server, when the Sponsor model is used.

The table also shows a list of PCC Triggering & Monitoring flags (required/not-required). This ensures that the carrier's media bearing nodes are able to notify the enterprise (via the MNO) of important events that need a change of policy, e.g. the BGF (Border Gateway Function) on the transport network and the BBERF (Bearer Binding & Event Reporting Function) on the access network. The third list describes the Diameter commands in the Rx interface, which convey policy requirements, including media type and bandwidth requirements. Even when it seems that most of the required information can be transferred from the enterprise to the carrier using these standards, the use cases do not exist, and most network core servers may not allow for this to happen. The first step is for 3GPP standard developers to acknowledge this approach and examine what can be conveyed safely, without disrupting the existing networks.

Using Enterprise Policy to modify PCC parameters

The modifiable parameters in the PCC rules are usually set up by the carrier. Under the eCAPS regime, the enterprise puts forward its requested parameters, modified according to the context. Having established that a service request merits a status of Business Context, the enterprise can use the selected profile to gauge what session parameters and levels of funding should be assigned.

In Bandwidth requirements are modified within the permissible range, according to the level of importance that is indicated by the eBCR score. This may be applied selectively to the Guaranteed Bit Rate (GBR) and the Maximum Bit Rate (MBR), to distinguish between the Uplink from the Downlink bandwidth. For example, the Home Profile, downlink (MDL and GDL) may be assigned higher than the uplink (MUL and GUL). Both uplink and downlink are raised for the Essential Profile, to ensure good connectivity in critical sessions. The Validate-Time parameter for Abroad Profile can be set to a lower level than in the Routine Profile, to monitor an expensive connection more closely.

Sponsor and MVNO Models

Network Service Models for the Enterprise

The enterprise requirements for communication policy control depend on the enterprise business and the role that communications play in it. The requirements start from simple employees' interaction between them or with their suppliers and customers. However, in most sectors the requirements have grown to include content and applications for the wider public as well as business partners. Many internal processes are now dependent on communications and Cloud storage. Hence, from a network point of view, the enterprise will look for policy control, among other things, to:

-Manage employee subscriptions -Ensure business priority for critical business communication -Launch services independently of MNOs -Enforce Policy via other networks -Support alternative and untrusted access networks -Detect network events and respond to them -Select best alternative access network to reduce cost, -Maintain security for untrusted access as well as trusted.

The enterprise can deal with carriers in two modes: as a Sponsor of services for its employees, or as a MVNO controlling employees' accounts. As specified in the call flows in 3GPP TS 29.213, normally requests are routed to the carrier's PCRF (Policy and Charging Rules Function), which produces PCC Rules for requests, and sends them to the policy enforcement elements -media bearing gateway and transport nodes. In the eCAPS solution, the enterprise's own policy server generates the PCC rules and relays them to the carrier's PCRF. The Policy system must comply with mobile networks standardized interfaces as much as possible, to have any chance of deployment.

As a MVNO (Mobile Virtual Network Operator), the enterprise acts as another network operator transferring service delivery decisions over the inter-carrier interface (S9) -not as a service request (the Rx). When there is no MVNO agreement in place, the standard Rx format is the only option. The request interface is also the main link when the enterprise is set up as a sponsor of service with the user's chosen MNO. The enterprise's policy system connects to its own service requests on the internal network, and to carriers as both Sponsor and MVNO. These relationships are not exclusive, and several corporate-carrier agreements can be maintained.

Routing and Deferral

Routing Requests between the Enterprise and the Carrier

All service requests must be routed to the enterprise and examined by the eBCR policy engine to obtain context based decision. Service requests are routed to the enterprise by means of client configuration, application parameter or service interception. With evolving web technologies, lightweight client widgets can be downloaded to smart devices, as discussed in (Thanha 2009), furnishing personal devices with the enterprise's server address. Routing to the enterprise may be easier if the ID contains the enterprise domain, as proposed in (Noldus 2011). Otherwise, carriers need to identify those user IDs that come under the Sponsor relationship via look-up lists.

The scenario that a subscriber may be funded by a Sponsor for some specific content and not other services, even with the same content provider, is addressed by the standards, but it is not relevant to eCAPS, since sessions are subsidized not merely by the type of application or content, but by a full range of context attributes. Hence, the entire sponsor's traffic must be setup to reach the enterprise, which may require a new flag to be setup in the Rx interface.

As a MVNO, the issues are reversed -the enterprise does receive all the subscribers' requests like any carrier home network, but it needs to re-route back to the carrier those requests that are not recognized as business usage. The carrier should not reject these requests but re-process them as for a normal subscriber. This bit of logic needs to be added as a new call flow for a new use-case, because it is currently not implemented on commercial platforms.

Defer-Back Procedure or Business/Personal Accounts

As alteration of network switching operations is immensely difficult, the Telecom industry favors 'point solutions' that solve the issues within the new feature, hence the eCAPS must solve the issue of deferred sessions that have no business priority. If personal-use services are marked as 'no-credit' by the sponsor-enterprise, the current carrier system will reject the request. If enterprise-MVNO does not accept a request, the MNO will reject it too. For both scenarios, special logic that allows 'Defer-Back' is proposed. This allows the carrier to handle subscribers that the Sponsor/MVNO has not authorized. The carrier can then manage the request according to the carrier's own user account.

The alternative 'point solution', which is quicker to implement, is to route all the enterprise traffic to the eCAPS proxy, and let eBCR determine what user account to use -business or personal, where the business account is subsidized and the personal account is charged out to the user by the enterprise, without the carrier's involvement. This dual-account solution means that the enterprise takes over the personal spend as well, and the carrier cannot influence what is charged and how it is charged. This goes against the BYOD spirit and would not be acceptable to some employees. Additionally, it would be hard to reconcile the MNO's charges for the personal usage, levied against the enterprise as a Sponsor/MVNO, with the enterprise charges to the employee.

By contrast, the Defer-Back option is beneficial to the carrier, the enterprise and the user. The carrier still has some relationship with the subscriber and can offer a variety of personal services. The enterprise does not have to be involved in personal accounts and will not have to charge its employees for personal spend. The user can keep personal affairs personal, with greater privacy and freedom.

For these reasons, the Defer-Back procedure is proposed as a new feature in mobile session control software. The routine would be useful for any sponsorship and any MVNO relationship, with or without eCAPS. It can salvage situations when the Sponsor/MVNO authorization systems are unavailable and allows users to obtain alternative credit from the carrier.

The Sponsor Model

The Enterprise as a Sponsor

The concept of a Sponsor has been developed to allow for a business model that acknowledges relationships between users and a third parties, where users pay the Sponsor for content or other services, and the Sponsor pays the MNO for network usage on behalf of authorized users. Figure 10 shows the ASP content provider receiving a request from the user over an Internet connection. The ASP (Application Service Provider) requests authorization of the service from the Sponsor over an IP link which is not standardized and may be application specific. The Sponsor retrieves user details from its own database and requests the service from the MNO.

Figure 10. Enterprise as a Sponsor

This model suits the Apps Store concept that has been developed in the past few years. The standards have evolved to allow for the three-way relationship to work, passing information between the sponsoring agent, the network carrier and the Service Provider/Content Provider (see Decisive Analytics 2012). The MNO recognizes the Sponsor as a partner and accepts requests for authenticated subscribers. Service level and QoS parameters are determined by the MNO's Policy Server, the PCRF (Policy and Charging Rules Function), based on received data, and the PCRF conveys the policy rules to the enforcing network nodes that control the service data flows.

In this model, users' rights for the sponsored service are determined -not by the MNO subscription, but by the user agreement with the Sponsor for the particular service, hence there are two separate agreements, with separate charging rules that are applied to one user/device. The MNO authorizes the network resources and makes the connection when the Sponsor's authorization is received. The MNO's PDN gateways in the PCEF (Policy & Charging Enforcement Function) produce charging records on the Off-line Charging system via the Gz interface. These charging records are reconciled against the Sponsor's wholesale charges, so that they are not accrued to the user's own billing, since the user may have paid the Sponsor for the service directly, and the MNO is recompensed by the Sponsor.

The Sponsor must be able to authenticate the user in order to accept requests. There must be a commercial relationship between the MNO and the Sponsor, so that the Sponsor can authorize spending on network resources. There is also a commercial agreement between the Sponsor and the user, so that the Sponsor can determine what the user is entitled to, and initiates a service request via the 3GPP-defined AF (Application Function) -the proxy that manages requests on behalf of any application, including general Voice/Video requests.

Enterprise Sponsoring Relationships with the Carrier

As a Sponsor, the enterprise acts as an App Store -an organization that 'owns' the relationship with the end-user, and has its own applications and content as well as 3 rd parties' content. Enterprises may become sponsors where the business requires them to offer paid contents and apps, even if the main business is not communication-led. A good example of that is the automotive industry, where car manufacturers are becoming service providers for a variety of applications that go beyond car maintenance and navigation systems (see Chapter 11).

The enterprise/Sponsor authorizes the level of spend and the corresponding QoS, security and priority for the requested service. Hence, the enterprise needs to establish the requirements for each service request. Once the level of QoS and priority are assigned, the policy for supported requests has to be conveyed to the MNO PCRF policy server, over the 3GPP interface of the Rx for the Sponsor model, as detailed in Paper 4.

Sponsoring Services Parameters

The Sponsoring model is specified in Annex N of 3GPP TS 23.203. This allows the enterprise to act as a 3 rd party between content providers and the carrier. The enterprise needs to have a sponsoring SLA with any carrier that employees are allowed to choose. Since there may be many such service providers involved, an automatically negotiated SLA could be useful, as described in (Zulkernine 2009). By using the sponsoring mechanism, selective funding can be achieved for specific services. However, for eBCR policy, the distinction is not by the service type, but by the session qualifying as business communication. Since carriers cannot distinguish business usage from personal, all service requests need to be diverted to the enterprise to obtain a funding decision, which is the mechanism of the sponsorship. The enterprise will assess the eBCR status and reject requests that are deemed as personal.

The The AF-Signaling-Protocol parameter allows the selection of a protocol between the Carrier's PCRF and the AF (Application Function), which can be anything that negotiates service requests, i.e. a user proxy on behalf of the handset or an application, such as a website service. In fact, this means that policy information can be negotiated outside 3GPP protocols. In (Cheboldaeff 2011), XML and SOAP are recommended for the initial exchange of policy information, to ensure platform-independence and ease of programming. XACML (eXtensible Access Control Markup Language) (OASIS XACML 1.0) is often used in non-3GPP cases to describe access control policies, but it has no notion of 'session', and can only be used as a single transfer of information in a stateless transaction. Therefore, using the 3GPP S9 (3GPP TS 29.215) interface that gets policy rules installed on the enforcing nodes in the Gx interface (3GPP TS 29.212) is a superior solution.

The Enterprise Use Case for Sponsoring

The Sponsor model is designed for service authorization only and does not provide for the full range of session policies to be communicated to carriers. It is suggested to enhance the Rx ability to request the full range of policy parameters, so a MVNO model will not be required. It is also urged that the use case of the enterprise as a sponsor should be added to the standards, so that software implementations will consider the requirements and the implications in detail.

Where sponsoring is the only option available, the enterprise eBCR Policy can still be used to reformat the Rx message, and insert modified parameters. Only some of the policy fields are passed through the Rx. Although levels of bandwidth may be requested in the Rx, there is no facility for the session priority to be set up (to distinguish for requested Reservation Priority).

To enhance the sponsor model, it is proposed that the Rx parameters should be expanded to provide for passing additional parameters: GBR (guaranteed bit rate) and not just the maximum rate, ARP (Allocation Retention Priority) and VT (re-validation time). The sponsored service model can be extended further with sponsor based policies, if sponsor ID is added to the sponsored service request information. MNO's could also augment the user authentication by the Sponsor through the MNO's details of the user's multiple terminals. 

Advantages of the Sponsor Model

Sponsoring advantages include the easy ability of deferring service requests back to the employee's personal carrier. There is no obligation to manage every single service request, but only those that the enterprise takes responsibility for. The enterprise may choose to modify policy only for long duration capping, or other specific cases, and set up a default policy for all other requests, hence the burden of real-time management can be lightened.

The main weakness of the sponsorship is the lower control of subscribers, or rather -the MNO has higher control over employees' accounts and visibility of the employees' activities. Additionally, the Sponsor needs to set up relationships with all the potential carriers that its users may select, and have several SLAs to manage.

The MVNO Model

The Enterprise as a MVNO

The enterprise can become a MVNO for its employees. This means that the enterprise 'owns' the subscribers' accounts and receives all their communication in the request proxy. As an MVNO, the enterprise joins a thriving market in most countries, where the business model is tried and tested and is already well regulated. MVNO is a term that was used exclusively to describe service providers who deliver Voice and who distribute SIM identities. As the scope for mobile web apps grows, their Telecom role has been dwarfed by the Data services that they can provide. Now, MVNO loosely means a mobile service provider, both Voice and Data, with direct relationship with the subscribers, who form a special segment of the market.

The MVNO user identity is determined by the SIM cards that have been received from the MNO and are distributed by the MVNO to the end-users. This means that the enterprise must have MVNO agreement with a number of MNOs, in order to provide employees with a choice, especially where BYOD is assumed to be also BYOC (Bring Your Own Carrier). The MVNO model, although commonplace, is implemented differently by different parties, with varying degrees of in-house management of functions, but the trend is for MVNOs to invest progressively in their own systems. In Paper 1 and Paper2, the solution to MVNO independence issues is to implement a full IMS (IP Multimedia Subsystem) based core system, as described in the author's book "Converging NGN Wireline and Mobile 3G Networks with IMS" (Copeland 2009). The MVNO core behaves like the Home Network, even if there is no network. However, this is not a small undertaking, especially where the enterprise main business is not in communications and where the organization lacks Telecom Mobile networks skills. Such lack of expertise can be overcome by outsourcing to specialist 3 rd parties.

Aided by the advent of virtualization and improved multi-tenanting, the MVNO 'full core' can be shared, distributed and scaled to the required size.

By becoming a MVNO, the enterprise is reversing the trend of BYOD. Instead of users utilizing their personal devices for work, the MVNO model allows for the work device to be used for personal purposes too. The choice of the device can still be in the hands of the user, but the choice of a carrier is limited to those with whom the enterprise has MVNO relationships.

As MVNO, the enterprise returns to owning subscriptions and managing user accounts, despite the BYOD trends. For business funding application of eCAPS, the enterprise can maintain two accounts, business and personal, and select the appropriate one according to context. This departure from the pure BYOD may be welcomed by many enterprises who wish to regain some control and security. This may well be welcomed by MNOs, who have seen their lucrative corporate market turning into a mass of price-sensitive consumers who look for free services. Hence, eCAPS represents a new opportunity for Telcos to build up the lost ground in the enterprise market.

MVNO Connectivity

In the MVNO model, the enterprise acts as the home network for roaming users that are linked via the mobile access network. The Home Network Policy is conveyed over the inter-carrier link of the S9 interface, which was intended to be used by roaming partners. A MVNO receives service requests from its users in the same way as a Home Network from roaming users. 3GPP facilitates inter-entity policy information exchange over the S9 interface (3GPP TS 29.215) for roaming, which transfers PCC rules and event notifications in both directions. This can be used by enterprise/MVNOs. In roaming scenario, the access is provided by one MNO (the Visited Network) while core functions (authentication, session control and services) are provided by another MNO (the Home network). An MVNO with a full core system can be regarded as the 'Home' network, whereas the MNO is always the Visited Network access.

This model has the advantage of re-using established roaming procedures and interfaces, therefore requires very little special integration effort. This makes it easy for MVNO-enterprises to strike deals with multiple MNOs and become operational quickly. Unlike full operators, the MVNO is always a Home network, never a Visited network, so there is no scope for reciprocal roaming agreements. For true roaming, the MVNO uses the MNO's roaming partners, so service requests must be routed to the MNO first, and only then to the enterprise.

MVNO Charging

There is a major difference between MVNO calls and other MNOs' roaming calls in the rate charged by the MNO for connecting MVNO subscribers. Although appearing to be roaming, the MNO has no connection charges, so 'on-net' call charges should apply. Similarly, MNOs cannot charge termination fees for MVNO subscribers, since all incoming calls terminate via the MNO's access. Therefore, MNOs charges are negotiated (and regulated) as a special case, not as normal roaming.

Figure 11 shows the MVNO connectivity and interaction with the carrier network elements. The OCS is an option that depends on the enterprise business. Where the enterprise has a charging engine, it can be directly connected to PDG (Packet Data Gateway), in order to obtain triggers and send capping instructions. Like MVNOs, the enterprise often has its own network (LAN or WAN), now even extended globally with Metro/Global Ethernet. Many large enterprises are also ISP (Internet Service Provider), primarily for their Intranet, and can directly connect users to the Internet from access networks that are under their control.

An important advantage of the MVNO solution is the ability to set up triggers and filtering rules for application control in access networks of the partnering carriers. This is especially significant when funding decision depends on the user activity, i.e. the used application. As described in (3GPP TS 29.212), the ADC (Application Detection & Control) function resides in the policy enforcement layer.

Rules are transported from the enterprise eBCR policy server over the S9 interface to the PCRF in the delivery network, and transferred to the enforcement node in the Gx interface. For example, the AVP for installing a new ADC Rule is:

ADC-Rule-Install::= < AVP Header: 1092 > *[ ADC-Rule-Definition ] *[ ADC-Rule-Name ] *[ ADC-Rule-Base-Name ] [ Rule-Activation-Time ] [ Rule-Deactivation-Time ] *[ AVP ].
The ADC Rule can define which applications are observed, with reported start and stop times and with modifiable re-validation period. This allows the monitoring to be selective and associated with a particular scenario and, potentially, with a particular eBCR status. The ADC Rule can also monitor QoS information and set up which portal to re-direct users when permission levels have been exceeded:

ADC-Rule-Definition ::= < AVP Header: 1094 > { ADC-Rule-Name } [ TDF-Application-Identifier ] [ Flow-Status ] [ QoS-Information ] [ Monitoring-Key ] [ Redirect-Information ] *[ AVP ]

Advantages of the MVNO Model

As the enterprise has a special relationship with its employees, the concept of the Virtual network Operator is particularly pertinent. The mobility aspect is now taken for granted, and the adoption of 

MOBILE VIRTUAL OPERATOR'S ENHANCEMENTS

MVNO Issues Proposed

Selecting Cloud makes every enterprise into a kind of Sponsor anyway. The difference remains where the enterprise actually controls the user identity and accounts. Since mobile devices are still managed by UICC (UMTS Integrated Circuit Card) with SIM cards, but PC and tablets are not, the handling of mobile devices with SIM is still an issue between the carrier and the MVNOs.

Where enterprises shy away for handling user accounts, the sponsor model is more appropriate. Where enterprises need to manage closely the employees' accounts, they will opt for MVNO status, allowing them to distribute SIM cards, activate and de-activate them, and set clear policies for usage.

While a Sponsor can choose what requests are handled and what requests are not sponsored, the MVNO is deemed responsible for all services to its subscribers, and requires the proposed 'Defer-Back' procedure to defer requests to the carrier, or manage a separate personal account per employee.

The Protocol Options Evaluation

Procedure logic

In (Strassner 2009), linking business concerns and network operations is explored, proving that semantic logic and ontology can bridge the gap between them. This is also the main aim here. The eCAPS logic, as shown in Figure 12, analyzes raw context data and applies a set of filters, conditions and weighting ratios that are instrumental in interpreting the enterprise's objectives.

Figure 12. Logic Flow

The logic flowis designed to minimize unnecessary real-time data collection and save computation time.

To this end, the request tuple details with static pre-stored context data are assessed first. This provides for cases where eCAPS status cannot be granted anyway (e.g. SLA not permitting) or where it is always granted regardless of context. In all other cases, the dynamic context collection module is activated and context data is gathered. The eBCR Model in eCAPS computes the score for each profile template that is allowed for this Role, to reduce computation time. If none of the profile templates has a score above the pre-set threshold, business status is not granted and the session is forwarded to the carrier as it is. If business status is granted, employee's policies and role information with the chosen template are used to construct the session policy.

Options for eCAPS Interfaces to a Policy Server

The selection of the interface for policy exchange depends on the business model -sponsoring or MVNO. As shown above, the S9 interface for MVNOs is much more comprehensive. If the carrier will not accept S9, the eCAPS results are used to re-formulate the Rx request, indicating the decided QoS and charging levels. Despite adhering to standard interfaces, the evaluation of business priority status requires new call flows, which also needs to be formalized.

Figure 13 provides a high level call flow for service request handling between the value chain parties (new interactions are in red).

Figure 13. Call Flows for eBCR evaluation

Session request (a) arrives from WiFi access which could be internal WLAN, (b) request is sent by Apps & Content Service Providers application and (c) forwarded by the carrier. SLA status is obtained from the enterprise internal tracking or from the carrier. The SLA and the request tuple are evaluated first. The request is passed from the Policy Proxy to the eBCR modelling Function to determine how to treat it.

Option 1 is for requests that are always forwarded as personal use, and Option 2 is for those that are always accepted, regardless of context. Option 3 is exercised when no profile template is above the threshold and the original service request is forwarded unchanged to the carrier, without the sponsor identifier, i.e. the request is not considered a business priority. When business priority status is granted, Option 4 modifies the service request Rx according to the template. If there is a MVNO relationship, Option 5 sets up the final policy rule on the S9 interface.

4.6

Managing the Internal Network with SDN

SDN Principles and Protocols

Software-defined networking decouples network control (determining policy and forwarding decisions) from the network physical topology (positioning, joining, interfacing and peering). SDN separates flow specific control logic from the mechanisms of forwarding, bridging, and routing. The main SDN approach is to establish globally aware software servers at the 'edges' of the network -the SDN controllerswhich use global managed lookup mechanism instead of the autonomous discovery routing. In between the 'edges' under each SDN Controller, the routers still apply autonomous forwarding mechanisms, using existing forwarding protocols (Diffserve, RSVP and MPLS).

Current enterprise data network are difficult to manage because they do not allow for delivery mechanisms of segregating data flows for a particular mix of communication parameters. The segmentation of traffic types is achieved in network overlays and in virtual LAN 'pipes', which are static, hard to provision and even harder to modify and augment.

Highly skilled personnel are required to re-engineer a network topology, which is necessary more frequently now, due to mergers and de-mergers and greater mobility and connectivity. This leads to increasingly complex configuration of network interfaces. The adoption of enterprise Cloud, the demand for greater mobility and dynamic resource allocation means that SDN becomes an obvious evolution.

The separation of the control plane from the data media plane has revolutionized the telecom switching world in the past decade, culminating in All-IP layered architecture that is controlled by central policy. Now the Best-Effort IP networks join the same frame of mind, where autonomously per-hop sensed routing is relegated to segments that are organized by Go-To tables, in a structured addressing scheme.

The most popular protocol for SDN (but by no means mandatory) is OpenFlow. Its Version 1.1 was released in February 2011 by openflow.org, but the standards are now developed by the Open Networking Foundation (ONF), which approved and published OpenFlow version 1.2 in February 2012.

The OpenFlow protocol manages actions for packets, as they are forwarded by routers. An Action set is associated with each packet, and is empty by default. An action set is carried between flow tables. Each flow entry contains a set of instructions that are executed when a packet matches the entry. Instructions contain a set of actions to add to the default action set, a list of actions to apply immediately to the packet, or actions that modify pipeline processing. A flow entry modifies the action set using Write-Action or Clear-Action instruction. Processing stops when the instruction does not contain Go-To table and the actions in the set have been executed.

In (Huang S 2013), simplified APIs that can address multiple vendors of SDN are offered, in the attempt to bring order to the new SDN chaos. While OpenFlow provides low level commands for packet management, there is still a great variety of APIs that discover resources and engage them, and many different authorization schemes.

SDN Benefits for the Enterprise

SDN will allow enterprises to consume communication resources as and when needed, rather than reserve more that they ever need even in peak time. They will be able to reserve resources according to analyzed patterns of usage that are refined down to the particular media flow parameters. The most powerful aspect of the technology is the ability to link routing and bridging of data flows to the application layer (the AF, representing Application Function that requests application-specific flows). This means that Bandwidth-on-Demand is activated by applications or by user requests (perhaps as a booster of QoS for higher fee).

The enterprise will acquire the power to control data communication, as was never possible before. Datacenters will regulate network-edge resource allocation according to cyclic or calendar-based consumptions, e.g. business during the day and consumers in the evenings. Non-skilled IT staff will be able to create SDN services for a particular consumption pattern, as generated by dynamic orchestration. This ensures that new services can be provided with adequate resources when launched, and can be re-adjusted quickly if problems are spotted, including instant scalability for immediate success or event-based congestion.

Proposed eCAPS for SDN

SDN Programmability

The ability to manage resource allocation and usage centrally means that topology changes and routing 'habits' can be implemented easily, quickly and reliably. These changes can be triggered manually, as a result of an unusual event, or as a scheduled plan, in an automated regular fashion. Ultimately, assignment of particular resources, particular routing, in particular patterns can be established even for a single service request. This SDN capability is harnessed by the proposed idea of the thesis. Such delivery patterns should be determined for groups of service request types, according to their profiles and context, using the proposed enterprise-Context-Aware-Policy System (eCAPS). Hence, eCAPS is the perfect complement for SDN, and SDN is the ideal mechanism for enforcing it.

Proposed Internal Network Policy via SDN

Despite teething problems, the Data Network is heading towards greater manageability and an open multi-vendor environment, just as the Telecom Switching network did before. The ability of fine-tuning data flows according to service characteristics that are required by particular services provides is required for enforcing policy over IP router networks, therefore policy can now address what was 'besteffort' only, or dedicated virtual channels.

There are several approached of vendors to the implementation of SDN. As shown, the SDN controllers are informed from the center, in a centralized method or a distributed (forwarding) method. In (Carvalho 2012), enforcement of SLA in a virtualized SDN environment tracks usage and router behavior. It even 'punishes' uncompliant routers.

Enforcement of SLA is a different dimension of policy, which looks at performance statistics for fulfilment of a number of requests over a period of time per business entity. By contrast, policy for a single service request is the selection of optional service delivery parameters that are appropriate for the particular case according to its context, enforced over a software-defined virtualized network.

Far greater variations of data-flows can be defined with SDN, for example:

-Lossless but non-urgent, urgent but not error-free, -Fast but not highest quality, slow but 'faithful' (no lost packets), -Groups of packets with no gaps but pauses between groups... Bursty services receive different group policy commands than continuous-drip-drip services or fire-andforget (response is not required). Services may be a-symmetrical with short upstream and long downstream, which could reverse to long upstream and short downstream in alternating modes. Thus, the policy per service request is set according to the requested service and the available resources. Figure 14 shows two segments of routers controlled by SDN Controllers in the separate control layer. The proposed eCAPS provides policy per service request, and this is dynamically distributed to the SDN Controllers. 

SDN Service Characteristics

The packet instructions are low level instructions that interpret service delivery requirements, according to the desired service delivery style. For example, immediate response, delayed action or respondwhen-possible describe a characteristic of a service that determines 'responsiveness'. Thus, it is proposed that service characteristics can be designed from a number of features, as suggested in Table VIII, with varying magnitudes. A Service Delivery Style represents a package of configured parameters for a particular type of service. For example:

-Fast-n-Furious: Highly responsive service for urgent interaction that is symmetric (both parties are pro-active). -Take-Turns: Interaction that swaps sides, where one party takes control, then the other. Each party, when it is not passive, needs to have priority, hence it can be quite 'bursty'. -Drip-Drip: Low priority, low visibility service where information is fed by small bursts. It can tolerate failure but may also have re-tries. -Listen: One-sided continuous interaction, such as audio-streaming or video-streaming, with asymmetrical requirements for uplink and downlink. It is continuous and can last a long time.

-As-U-Were: Middle-of-the-road service that requires reliability but can tolerate lower responsiveness.

-Private-Chat: Bursty service, such as interactive texting, which unlike consumer text, needs to be reasonably reliable (though not strictly faithful), secure and time-critical -Fire&Forget: Once off service that requires no further interaction, e.g. notification text.

-Top-Biz: Top level requirements for interactive, critical and secure service, such as conversational Voice/Video for highest priority context.

These SDN Service Delivery Styles should be easily customizable, and may be specific to certain types of business. They are associated with known applications or content-providing destinations, user mobility context, integrity and urgency requirements and so on, so that they can be activated according to context characteristics. Hence, Service Delivery Styles can be assigned based on the enterprise Context-Aware Policy, and decided by the eBCR model. Table IX shows mapping of the SDN Styles to eBCR profiles and their key factors. The ANDSF interface conveys to the terminal rules for selecting an access network, with prioritized partner lists, local restrictions (e.g. roaming data rules) and preferences. ANDSF allows MVNOs to apply their priorities for access modes and partners on behalf of their subscribers, whether they are within the MNO's space or truly roaming. Therefore, this facility is an important enabler of 'Always Best Connected', where the MVNO help to select the best choice of access.

Connection to unknown and unmanaged access networks brings further risks that both MNOs and MVNOs must tackle. EPS (Evolved Packet System), which is the core systems that supports LTE (Long Term Evolution), provides higher security mechanism using AKA (Authentication and Key Agreement) and EAP (Extensible Authentication Protocol). They can be used during the process of attaching to an access network too, and add security to the ANDSF process.

Additional security is provided via the ePDG (evolved Packet Data Gateway). The ePDG is an enhanced PDG for LTE. Its functionality is extended for untrusted services. It supports a range of protocols that are used by 'untrusted' traffic, e.g. PMIPv6 (Proxy Mobile Ipv6). The ePDG forms security association with the handset through the untrusted network and provides encryption/decryption facilities for the service data flows. 

Routing Path and Special Gateways

Untrusted access requires higher level of protection for the transmitted data, including encryption and tunneling which are not necessary in trusted connections. To accommodate untrusted access connections, the User Equipment (UE) connects via an ePDG (evolved Packet Data Gateway), not a regular PDN GW (Packet Data Network Gateway). Routing via the ePDG is decided at the point of session admission according to the level of trust given to the access network. This is a policy decision that can be made with the help of eCAPS.

The ePDG supports protocols that are used by untrusted networks (e.g. IETF MIP) and is secured according to the Security Parameters Index as defined IETF in [START_REF] Miloucheva | User-centric identity enabled QoS policy management for Next Generation Internet[END_REF], enabling the creation of Security Associations for IP tunnels directly from the UE to the ePDG. However, such modelling is not always necessary, e.g. when using DSMIPv6, which is deemed to be sufficiently secure. Therefore, the UE needs to know not only the trust relationship, but also the protocol to be used and the routing (via ePDG) decision.

Home Routing

In order to analyze the traffic, especially of untrusted services, DPI must be in the path of the signaling flow, and even better -the media flow as well. In Figure 15, the enterprise deploys the 'Home Routing' method to route the media via the enterprise own ADC server, instead of directly between the parties. However, this increases the load on the network and risks congestion by lengthening the route. To avoid such issues, the eBCR Policy can be used to select those sessions that should be monitored via the home-routing option. For example, personal use sessions need no inspection, but funded services that are in roaming mode ('Abroad' Profile) or where the media is live Video should be monitored and checked for quota overrun. 

Alternative Access Authentication and Trust Status

Users need to obtain authentication from the untrusted access network first, and then obtain authorization from the MNO, so that MNO services can be delivered over the untrusted network. If the UE reaches an AAA server that can act as a 3GPP-AAA proxy, it can provide a 'trusted' authentication via the Home network, see (Zulkernine 2009). In the case of roaming, the untrusted access is authenticating via the Visited Network's existing 3GPP AAA proxy that relays the authentication request to the Home network's 3GPP AAA server. As shown in Figure 16, there is a special mutual authentication process for untrusted access between the UE and the ePDG over the Swu interface that establishes IPsec (IP Security) tunnel with security associations, using MOBIKE (see Good Technologies 2011).

Figure 16. Untrusted, Trusted and non-3GPP Access Networks

EPS is access agnostic and can serve both trusted access, (with commercial relationships), and untrusted access (unmanaged or unknown). The integrated identity management and user policies enable accepting terminal session requests from non-3GPP access (e.g. DSL) as well as LTE. In trusted non-3GPP networks, for example MNO managed WiFi (managed home gateways or MNO's hotspots), users can be authorized via 3GPP standard AAA servers. The Automotive can agree with MNOs to use a 'Proxy 3GPP AAA Server' to reach their own AAA server, in the same mechanism as for roaming Data users.

There are some additional security requirements for untrusted networks, such as unmanaged WiFi. In the new architecture, the untrusted access traffic is dealt with in the ePDG (Evolving Packet Data Gateway). The ePDG support non-3GPP protocols, such as PMIP (Proxy Mobile IP) and provides further security mechanisms, such as modelling, that otherwise are not needed. In roaming scenarios, policies from the Home network PCRF can be conveyed to the untrusted access via the Home-PCRF to Visited-PCRF interface. These policies are enforced by the ePDG for the untrusted network, regardless of the location of the ePDG -in the Home Network or the Visited Network, thus providing consistent experience.

It has to be noted that carriers keep their security credentials and procedures highly confidential, and are unlikely to share them even with partners. Therefore, the authentication of the user device remains the MNO's responsibility. Linking that identification to a user account is the responsibility of the enterprise. This demarcation of responsibilities has been challenged by the Automotive M2M industry, where car manufacturers want to manage SIM s embedded in cars. However, carriers refuse to give way on this issue, due to security concerns.

This enables security for multiple streams in multi-homing mode. Using this interface, the enterprise, as MVNO or sponsor, can use authentication offered by the MNO, based on the SIM identity. The SIM based authentication of mobile devices is regarded as more secure than web services authentication.

Hence, the enterprise can benefit from carriers' authentication for services that flow through the carrier -whether as MVNO or as a Sponsor, while direct untrusted services do not have this advantage.

Intercepting Detected Applications

Both MNOs and Sponsors would benefit from the ability to recognize traffic volumes per sponsor. This will enable recording historical usage and can be used when negotiating wholesale fees. This requires identification of the sponsored service flows (i.e. including a Sponsor ID indicator) to record them per sponsor (not per user). Since the traffic detection function only reports on the destination (application, website or telephone number), the MNO may need to identify the Sponsor identity to recognize heavy traffic generated by a particular Sponsor. Where users establish an Internet connection to external application, the Apps & Content Service Providers may request service on their behalf. An example of forwarding web requests to 3GPP PCRF is discussed in (Blum 2011) for Machine-to-Machine services.

The Service Providers may have a sponsoring agreement with the enterprise, in which case the Sponsor ID enables the carrier to re-route to the enterprise.

Non-cooperating Service Providers sessions must be intercepted by other means. Service request interception is contemplated in (Ngoh 2010), for using 3GPP policy and authentication in streaming video services. Applications are recognized via ADC (i.e. DPI), as defined in 3GPP TS 23.203 and detailed in 3GPP TS 29.212. Many enterprises are already intercepting unauthorized Internet traffic and may have their own ADC capability. Therefore, if carriers' ADC information is not provided, an enterprise acting as a MVNO can utilize its own facilities. This necessitates that the traffic passes through the enterprise network where the ADC server can filter it.

Event Reporting and Enterprise Intervention

Policy is driven by events reported by access nodes, transport networks and the OCS charging engine.

Policy can dictate whether events notification is required, so that only monitored sessions are reported by the OCS, for example.

Figure 17 shows the interaction between the MNO's policy server and the proposed enterprise policy server. Cross-entity events' reporting is facilitated under the Roaming/MVNO model, but there is no such facility for the sponsoring mechanism. For MVNO, alerts and triggers are relayed to the enterprise eBCR Policy server via the standard S9 interface. Policy and context are re-assessed as a result of reported events and the eBCR status is evaluated again. OCS events may trigger mid-session re-direction to an enterprise request proxy for decision of over-spending or to a portal that allows employees to request additional funding or even cover the costs themselves. The selection can be adjusted if ANDSF indicates presence of a higher priority access network, or the UE's re-positioning triggers a re-evaluation of the ANDSF conditions.

ANDSF is an optional function. If only local access authentication is possible, the terminal uses preconfigured policy and information. ANDSF can reside within the local network, but it is easier to manage when it is operated from the core, independently of the access. In the latter case, the UE registers to the core network and receives an indicator of trust level in the AT_TRUST_IND attribute (Software Advice 2012). The S14 interface includes Discovery Information (lists of prioritized available networks within range), Inter-System Mobility Policy (rules for selection of one active access network), and Routing Policy (rules of access selection for potentially multiple simultaneous IP connections).

Mobility and routing policies for the user are determined in the ANDSF database, which can reside in a separate database local to the performing node, or in the central user data repository, together with HLR (Home Location Register), HSS (Home Subscriber Server), AAA (for non-3GPP services), and SPR (Subscriber Profile Repository for Policy data). 3GPP does not specify where ANDSF resides.

The Approach to Network Selection

Carrier Selection by Dual SIM

Attaching devices to networks is initiated by the device in-built procedures and configured local data. In mobile networks, the handset and the SIM dictate what network is connected. Separation of private and business communication on a single device is technically possible via two identities with a Dual SIM phone. Dual SIM can be used in -Stand-by mode (one SIM is active at any one time, which means that the stand-by is unavailable for incoming calls) -In an active mode (both operating simultaneously, which requires a more expensive dual-CPU handset and longer battery life).

Despite the disadvantages, manufacturers such as Nokia and Samsung have recently started to market Dual SIM in developing countries. The separation of functions and data between the two identities depend on the manufacturers, but some network features and services may not work properly as a result. Many features (including 3G authentication) rely on the unique binding of the hardware serial numbers with the SIM numbers.

Occasional use of an alternative SIM (e.g. by roamers) can be useful, but continuously switching between identities every time a service is requested is too awkward for users. Too often, users will neglect to select the right ID before requesting a service and end up using the wrong identity. The funding of business expenses is becoming more important, even where flat rate is still the norm. Quota based charging is still the means of metering usage, but this may not always be so.

With high-bandwidth services and greater reliance of application on availability of bandwidth, users reach the thresholds of their quotas more readily than before, incurring higher charges for additional use. Usage of roaming data is also on the increase, as constant connectivity is now in greater demand. If users are given two identities, one of which (the enterprise ID) means free services, they will always select it, rather than exhaust their personal quota. This means that the Dual SIM is ineffective and the enterprise will need to laboriously inspect itemized bills to identify legitimate business expenses.

Wireless LAN Network Selection

Network selection for MVNOs and Sponsors is controlled by their MNOs, who configure the devices according to their preferences. Therefore, when a BYOD enterprise becomes an MVNO, it cannot determine network selection policies, without re-configuring the devices. As a sponsor of services, the enterprise is not part of this decision at all. R-selection of network can only be exercised via an application that instructs the device to re-submit a request.

Where the enterprise's BYOD devices are in the vicinity of a hotspot, or even the enterprise's own WLAN, the selection of the network can be manual, from a discovered list, but not under any preference rules of the enterprise. The initial requesting access network is not necessarily the best choice for the enterprise. Business calls would be best served on the enterprise WLAN, if it is within range, and nonbusiness calls might as well run on the personal carrier's network. Even the choice of hotspots may not be ideal for the enterprise's purposes, if there are some available preferred partners that the enterprise would wish employees to use.

Network Discovery

Detecting beacons of nearby wireless access nodes is performed in the devices. The embedded procedures provide a sequence in which to respond to these beacons and start the dialogue. Since several available networks may be advertising their presence, the device software needs to select the most desired connection, at least to begin with. As shown in Figure 18, the mobile handset may connect to hotspots, carriers' WiMAX, UMTS, LTE and WLAN, and to Enterprise WLAN, and more than one ANDSF may be available for the device to download.

Figure 18. Enterprise ANDSF and Carrier ANDSF

The general access discovery process by beacon broadcasting is successful because no prior data needs to be provided, but it involves many issues, including excessive power consumption (due to constantly polling), pricing privacy and complex QoS/Policy packages. Hence, downloading coverage lists as a discovery method is deemed superior by [START_REF] Yiping | [END_REF], which proposes both terminal-based method (pull information continuously) and network-based method (server push, using location-based services).

WiFi beacons enable local connectivity without a formal association with the device, a feature that can be exploited by local businesses for distributing coupons and promotions, as proposed by (Chandra 2007). This can be a nuisance, and has inspired a contra proposal in (Ganchev 2011) to discard such unsolicited broadcast data while collating local intelligence into more useful recommended lists.

3GPP defines ANDSF as an advisory service only, allowing configuration by local setting (device/user), home networks (MVNO/enterprise) or visiting networks (the user's carrier). Usually, device clients contain three WLAN lists: discovered un-prioritized advertised list, user/device preferred list and Carrier's (user's network) list. The enterprise can use the second list type and the device will be configured to prefer the Enterprise ANDSF as first choice.

The ANDSF procedure is intended for carriers to assist devices in finding and connecting to their networks and their roaming partners. However, the 3GPP specifications (3GPP TS 24.302) which support non-3GPP networks as well, are designed to support 'open', heterogeneous network environment, rather than dictate carriers' own selection. Hence, the concept of enterprises maintaining their own ANDSF should not be considered controversial. In providing an enterprise-centric ANDSF, the Enterprise can enforce its own access selection policies, direct employees to partners who provide discounted connectivity but also the required business quality and security.

Unlike WiFi beacons that anyone can tune to, the ANDSF information is confidential and specific. The information includes rules of selection, prioritized list of preferred networks in the vicinity and pricing details. This can be extended in the eANDSF to include enterprise-negotiated rates and historical evaluations of past QoE and affordability, thus providing meaningful selection information.

Using ANDSF is also safer -information is exchanged only when a secure connection is established, protecting devices from potential fraud and phishing. Another advantage is the unintended benefit of providing geo-location to the ANDSF server. In (Corici 2007), this is highlighted as means of obtaining accurate geo-location for applications. This location data can also be used to determine the Spatial Factor for the eBCR status, where the user's location is an important consideration.

ANDSF Enterprise Policies

As in the PCC architecture, the Intersystem Mobility Policy contains several rules, but only one can be in force at any one time. When several rules may apply, the rule to be activated is selected by pre-set order of priority. A rule is built of several conditions and resulting actions. The conditions are based on dynamic factors, such as location and time of day, and static factors, such as technology capability of the handset. The same structure should apply to ANDSF policies. The ANDSF condition analysis will indicate which access network is preferred or which one is restricted.

The access method is initially chosen by the user or the device. An enterprise policy could force switching to another access network (e.g. LAN instead of 3G), to reduce costs. This possibility has been introduced as Always Best Connected (ABC) in (Schumacher 2010).

For an enterprise, the benefits are even greater, as long as there is spare capacity on the LAN and WLAN. The enterprise could use the ABC facility in both directions. If the eBCR status is granted and the session is funded, the enterprise can switch the access mode from mobile broadband to the LAN. If the eBCR is not granted, personal use can be switched from the LAN to mobile broadband, which is charged to the user according to the personal quota. This protects the LAN from excessive personal use and also optimizes costs of reimbursed business use.

Choosing the Best Access

The ANDSF specification (3GPP Release 10) has attracted attention by developers looking to exploit mobile applications. ANDSF compatible products are already commercially available. For example WeFi Inc has launched an ANDSF compliant product in March 2011.

ANDSF is a step towards ABC (Always Best Connected) to be applied to access selection. ABC is conceived as an automatic facility that determines the lowest cost connection and best QoS. Compared with ANDSF, the ABC selection of a transport network is not visible to users and is performed on behalf of the operator. While access can be manually selected, the transport selection is always automatic. Hence ANDSF is optional, while ABC-transport is not. Access selection could be automated in a similar way that is proposed for 'Always Best Connected'.

Using the MP-TCP (Multi Path Transmission Control Protocol) methods and MOBIKE (Mobile Internet Key Exchange), ANDSF can support automatic mobility between untrusted access networks. The quality of the connection, which is dynamically measured, is a major factor in the access selection. This is currently proposed for the ABC solution (Unisys 2010) but could also be specified for ANDSF.

The MNO network may be aware of congestion status of alternative networks, based on recent connection attempts and monitored links or probes. This information need not be divulged to users (if this is regarded as sensitive information) but could be used to guide them to choose the best access.

The manual selection of an alternative access network is usually based on cost considerations, but should also consider other factors, e.g. security, quality of experience, and privacy. When presented with multiple choices, users could be guided by ANDSF recommendations. Such recommendation system has no current means of being displayed, since the only text that 'advertises' local access WiFi (the WiFi beacon) is used by these networks to describe themselves.

The enterprise ability to maintain its own list and assert its preferences is investigated further in an application in Chapter 10 (Network Selection application).

Chapter 4 Concluding Remarks

In this chapter, a method is proposed to map business objectives and corporate strategies to service delivery policy rules. In 3GPP mobile networks, the solution aims to exploit what was intended for roaming partners who are exchanging policy rules, as the means of transporting PCC rules to the employee's carrier.

To receive service requests and convey policies, the enterprise needs to become a MVNO or a service Sponsor and support 3GPP standard interfaces. As a MVNO, the enterprise can relay PCC rules over the standard inter-carrier interface, S9. For sponsoring, where full policy exchange is not facilitated, the Rx request format is used, with some proposed extensions for further policy parameters.

Mechanisms of intercepting and relaying service requests, charging rules and events between entities are already defined in the standards. However, issues do exist in both MVNO and Sponsor models. A MVNO manages all the subscriber's communication services, so it receives all requests like a carrier, but lacks the mechanism of deferring non-business sessions back to the personal carriers. A Sponsor can be selective on what is funded, but it does it for a range of services, not subscriptions. For these reasons it is proposed to add a 'Defer-Back' routine to carriers' session control. This will benefit carriers, because they re-gain direct access to users that otherwise are solely MVNO's subscribers.

Intercepting and re-routing requests in untrusted network can be accomplished using current standards, with the help of an enterprise DPI server, therefore policy decisions can be extended to these sessions as well. However, network selection according to the enterprise's preferences needs enhancing. This should enable ANDSF to be used to automate selection of best access, especially on the move, based on the enterprise priorities, applying enterprise's own rules. An enterprise should be able to insert its own preferences in the ANDSF client through the configuration of discovery lists.

Having found the mechanisms of conveying enterprise policies and preferences per request across mobile networks, the enterprise can now decide what policies to apply in each case. Such decisions are based on the context of the service request and the user's authorization level and scope. The method of determining service delivery option needs modelling that take accounts of the specific scenario, the user's behavior and the network status, as described in the next chapter.

Business Context

About Chapter 5

In this chapter, eCAPS (enterprise Context Aware Policy Solution) system and the eBCR (enterprise Business Context and Risk) model are described. The description shows how enterprise business objectives are translated into implementable service delivery policy rules. The challenge is to design a context analysis system that is accurate and flexible, yet easily customized by non-telecom personnel. It also needs a computational model that interprets enterprise objectives via layered prioritization.

This chapter describes the process, platform, logic, data sources and call flows, and specifies the computation methods. It describes the logic flow of selecting policies and how information is processed from 'raw' sources, to arrive at customizable profiles, with their main key-factors. This chapter is based on Paper 6 "Establishing enterprise Business Context for service policy decision in mobile broadband networks" and Paper 7 "Implementing an enterprise Business Context model for defining Mobile Broadband Policy".

5.2

The eBCR Concepts and Processes

Establish Business Status

The eBCR model is designed to determine the best-fit parameters for each service request, by computing context scores. It determines not just a user status, but also the nature of the requested service by selecting the appropriate 'profile' out of a number of business profiles, that have been tailored by the organization. Profiles and their scores are used to make decisions regarding business priority and funding, assigning QoS and priority or selecting the best connectivity path (access, partners etc.).

With such decisions, the eBCR model enables prioritizing important business requests over those that do not serve the enterprise's goals, ensuring that urgent business is given precedence that it deserves. The eBCR also provides means of curbing excessive personal usage and optimizing internal network resources, saving substantial costs of infrastructure upgrades. These decisions affect not only service delivery parameters, but also actions such as changing the selected access network by forced-on-net or forced-off-net procedures, based on the eBCR status.

Business policies and preferences are injected to the eBCR Model via a multi-level structure of prioritization weighting. The eBCR Model computes business status for each service request, enabling dynamic automated decisions to be made before granting access to services, data and network facilities.

Business policies vary greatly between enterprises and may be modified often by enterprise personnel, so they must be easily configurable by administrators, according to their own understanding of what they wish to achieve, without any need for knowledge of Telecom. In order to decide whether or not to grant business priority to an employees' service request, the enterprise utilizes context information that is not available externally and applies own corporate business objectives.

In Figure 19, the eBCR full process is shown. This process takes requests' details and observations together with the business goals and converts them to specific service delivery parameters. The eBCR determines both business and risks profiles for the service request, and both are used to select network delivery rules and any required mitigating action. 

Benefits of Determining Business Priority

Context-based business decisions can bring greater efficiency and cost saving to the enterprise. Due to the fast spread of BYOD (Bring Your Own Device), the enterprise needs to distinguish business context from personal network usage. BYOD blurs the boundaries between personal and business. Therefore, the ability to distinguish between business and personal activity is invaluable for enterprises who wish to prioritize legitimate business activity at the expense of unproductive communication services.

While BYOD enables the enterprise save considerable device costs, legitimate business use is still needed to be recompensed. This is currently accomplish by a stipend or allowance, which is regarded as 'benefits' and is taxed accordingly, thus it is not a satisfactory solution, especially not for high business communicators. A direct payment for business communication saves the enterprise many precious manpower hours of handling expense claims. Such a system benefits MNOs too, who can retain the corporate market sector, which otherwise is turning into a mass of BYOD consumers.

Enterprises also need to protect their network resources that may be swamped by employees' smart devices. The eBCR model determines whether service requests are 'personal', for users to bear the costs via their personal subscriptions, or the requests can be granted a business status and are funded by the enterprise. The score level of the business context is also used to determine the level of QoS (Quality of Service), session priority, and capping limits Most enterprises have strategic policies aiming to control levels of usage, e.g. when and where to allow streaming video, what is allowed for home working, travel approval limits and extra-curriculum activities during work time. The prime advantage of the eBCR system is in aligning these policies with individual requirements of each service requests. Thus, while driving business objectives, resources are prioritized and levels of funding is controlled. This sensitivity to the business demand is well beyond what can be achieved by SLAs.

Furthermore, using the eBCR Function, the enterprise can encourage desirable employee behavior and preferred business practices, e.g. home working and team collaboration, through special priority for team communications. While it accommodates job levels and seniority by increasing their priorities, the eBCR system exceeds the capabilities of role-based service authorization, taking into account many more aspects. The proposed method dynamically authorizes service requests, but unlike the usual rolebased admission control, a full context profiling is used.

Empowering the enterprise to control their own session policy for mobile broadband is not only necessary for consumerization, but is beneficial in controlling budgets and protecting corporate network resources. The enterprise will benefit from funding expenses directly without having to process expense claims. As these are auditable business expenditure, they should be acceptable to the tax man, benefitting both enterprise and employees.

In fact, all the involved stakeholders stand to benefit:

-Employees get better services, more funding and no hassle with expense claims.

-Department heads get better budget control and higher employee efficiency.

-ICT managers can optimize SLAs and resource allocation.

-Administrators can simplify expenses.

-Different carriers get a 'bite' at the enterprise 'cherry' that otherwise would go to a single contract.

-Carriers can offload the complex context-based policy decision to the enterprise, reducing their overheads. -Carriers still retain direct contact with subscribers via the Defer-Back function.

-Apps & Content Service Providers, including Cloud providers, get funded by the enterprise, and need no additional user screening.

From Business Attributes to Network Parameters

The eBCR Model enables linking business policies and network policies, translating human perceptions and objectives to network based clear decisions. This entails automation of a process that deals with human appreciation of context and policies, and results in precise session parameters. The network decisions define service delivery variables, such as QoS (Quality of Service) bandwidth, delay, jitter etc., and also the charged party (Enterprise or user), charging band (funding level), routing paths and gateways (for traffic monitoring). 

Context for Service Requests

The eBCR status is granted when the service request context evaluation returns a score that exceeds a pre-defined eBCR business threshold. In addition, the score pattern of the eBCR Key-Factors per service request provides further clues, such as urgency or special circumstances, enabling more refined decisions on the levels of required session priority and QoS (Quality of Service).

The eBCR challenges are four-fold:

(a) The user's mind-set must be established without any proven data to compare as 'actual' facts, i.e. it is inferred from other indications; (b) For a distinctive status, a prime attribute per factor/class must be convincingly chosen out of a diverse set of evidential data, so that a prevailing attribute can characterize the Key-Factor (class) and receive the appropriate weighting; (c) Reliability and performance of the enterprise data sources must be considered, to manage the high rate of uncertainty surrounding such context evaluation; (d) Applicability to the enterprise must be maintained, through high level of data customization and enterprise-entered filtering criteria and policy prioritization, to avoid generic characterization that becomes meaningless and pointless.

The eBCR Model infers users' business intention from a diverse range of sources, such as server logins, positioning locations, usual working hours and internal directories. Context is deduced from environmental details of the device (spatial and temporal), request circumstantial aspects (destination, associated activities and urgency), and digital factors (media type and access network type) of the service request. It is focused on the service request, but it considers the user's personal details and habitual usage too.

The Functions of eCAPS and eBCR

The proposed solution comprises of the overall system, the eCAPS, which extracts information from internal sources and other external facilities and produces observations as input into the computational model, the eBCR. After the eBCR determines the selected profile, eCAPS still has to complete the process by finalizing the service delivery details according to further conditions and considering role privileges and budgets.

Functions that are defined within eCAPS are:

-The process of intercepting and managing service requests -Determine what sources are to be accessed -Gather observational data from dynamic and static data sources -Manage retrieval of data, caching and storing data -Manage roles data input -Post profile selection, apply rules according to roles and complex conditional rules -Reformat the PCC rule, for an S9 interaction -Reformat the request parameters for an Rx interaction -Communicate with the carrier's servers -Set up policy parameters for SDN controllers.

Functions that are defined within the eBCR are: Figure 21 shows the configuration of eCAPS and eBCR at the enterprise, connecting to both the internal WLAN/LAN and the carrier's mobile network. 

The eBCR Functions Within eCAPS

The process of defining eBCR business policy from the calculated eBCR profile, for the various possible business functions (Business Priority/Funding; QoS and Resourcing; Access-Network Reselection) consists of the following phases:

-The eBCR model evaluates the session attributes and factors, and the prevailing profile with the highest score is selected as the most appropriate profile.

-The eBCR status is decided by comparing the score of the prevailing business profile with the pre-set threshold that applies to this type of profile. If the score is above the given threshold -business status is granted and the service is funded by the enterprise. If the service does not merit a business status, the request is regarded as a personal session and it is deferred to personal carrier.

-For the access network re-selection function, the type of business profile, the score of the profile and the requested network are considered by the application logic that determines whether force-on-net or force-off-net is required, and selects the most appropriate access network for this request.

-For business sessions for the carrier network, the eBCR score of the prevailing profile is evaluated to determine levels of funding, class of QoS and grade of priorities. Level boundaries are determined by the 3GPP standards that are implemented for inter-MNO negotiation of 3GPP PCC rule.

-For business sessions that are delivered entirely via the enterprise internal network, the eBCR profile is used to determine business priority and QoS levels, which are determined according to SDN and OpenFlow standards, or as necessary, according to the delivering networks.

5.3

The Platform and Data

eCAPS and eBCR Components

The eCAPS Function handles the system interaction with other enterprise systems, such as BSS/OSS, for example to tracks SLAs per carrier, and fetch static context information, e.g. quotas. The eBCR Model is the dynamic engine that calculates context scores. It has to be a high-availability system that operates 24/7, enabling every service request to be processed within acceptable response time. The eBCR interfaces with the Policy Proxy, which receives and forwards service requests, and collaborates with the eCAPS Policy Decision Function for the preparation of the PCC rules.

The platform also contains data management module and data creation to configure the model. The eBCR data creation must be simple and intuitive for enterprise staff to create scenarios, profile templates and prioritization weights.

The data entry module must allow for experimenting with prioritization ratios, to support the effort of assigning correct values.

The context data collection module links to internal and external data sources and is also responsible for collection of data from sensors, geographic location positioning (GPS) and the like. External sources include a geo-location positioning service (GPS), IP Address geo-location interpreter and other website that may provide useful tools.

The Policy Decision Module receives input from the eBCR of the computed profile score, which is then modified further according to the user role based privileges and other conditions. The decision is forwarded to the Message Formatting module, which creates the standard-compliant PCC rule to be sent to the carrier, or SDN-compliant rule to be installed for the delivery of the service on the internal networks. As shown in Figure 22, the architecture separates eCAPS static functions from the eBCR dynamic procedures.

Figure 22. The Platform Structure and External Interfaces

Data collection per service request is a dynamic process, but some data can be cached for faster access, and for repeated use. The system maintains its own data, such as historical records of past requests and their selected profile and determined policy. The system also accesses normal enterprise data sources and databases that are shared with other IT functions, such as employee records, internal work schedules etc.

Leveraging Enterprise Sources

Corporate data sources provide rich context information compared with what is available to network operators. Carrier policy servers can only provide variable policies by location, time/date and SLA-based budgeting. By contrast, the enterprise has a wealth of detailed information that can identify clearly the user's context and behavior patterns.

Data can be extracted from logins to email server, time booking, work rosters schedules, workflow systems, corporate calendars with business meetings and room bookings and business expenses claims -to name but a few. Such sources are enterprise internal data that the enterprise would not wish to share with external parties. Hence, the eBCR Model must be an internal corporate system, where the enterprise can protect its sources.

In [START_REF] Leite | Analysis of Log Files as a Security Aid[END_REF]), a study of log files shows that methods of extracting and simplifying information from computer log files is feasible and practical. The corporate directory can provide knowledge of P2P internal destination, thus identifying internal and external calls. Login to the site WLAN, for example, provides an independent confirmation that the employee is on the premises. Important sources of information are also the corporate work scheduling, shift roster, on-duty officers and more. Figure 23 provides examples of sources to show the different range of information details.

Figure 23. Comparing Sources for the Enterprise with Sources Available to the Carrier

The most influential aspect of obtaining useful data for context evaluation is the inferred meaning. Sources that shed light on the raw data may be generated especially for the context evaluation (e.g. tagging, approved items), or drawn from system files (e.g. directory of known addresses). These qualifying sources and filters are enterprise-based, and the enterprise may well be reluctant to share them with carriers.

Fusing Source Information

Context elements are built up from data that is derived from single sources, multiple sources in a chain of logic or fused sources in a variety of options.

Attributes are classified as:

A) Aggregated (combined effects of parallel attributes) B) Basic (building block attribute) C) Connected (specific to the connecting basic attribute, as an additional source).

Different sources may feed data to these attribute types. Examples of relationships between the attributes are also shown, ranging from a 'singleton' to a 'complex'.

The way source data is consumed is reflected in their relationship. For example, Confirmative/Contradictive relationship requires parallel sourcing, but the Derived relationship is based on a single source with additional processing procedure based on that source, affecting the Connected and the Basic, before they are aggregated. This classification of source-to-attribute relationship helps to identify what sources and how many parallel sources are required for any context attribute.

The types of source relationships with attributes are shown in Figure 24. 

Context Data Sources

Commercially Confidential Context Data Sources

While carriers' policy servers can provide some context based variations, they cannot delve deeper into users' activities and interpret corporate strategies. The enterprise has the advantage over carriers with its ability to discover employees' context and apply business priorities. Information that is needed for business context is not shared with carriers, nor should it be divulged to any external party. This context data can come mostly from internal resources (workflow, roster, email, LAN login), with a notable exception of independent services, such as GPS for physical location.

Context data can be drawn from employees' booked appointments, business contact lists, workschedules, workflow, and LAN logins. The enterprise can utilize this knowledge to determine policy decisions. For example, travel approvals can indicate when users are on business trips and their costs should be covered.

Some data is considered by the enterprise as commercially confidential, e.g. customers' locations, internal work rosters or employees' booked business trips. Such information must not be divulged outside the company. However, despite maintaining the privacy of its employees' individual information, context data that is company-confidential but not personal-private can still be used by the enterprise internally. The enterprise is entitled to have access to its own data, such as server usage, and can use it for internal processes, while protecting its employees.

Data Privacy

The fear of breaching data privacy is one of the challenges for the context model. Enterprise Data sources that are not in the public domain are regarded as private and confidential. This information provides valuable insights that enable the enterprise to evaluate user context for the service request and make appropriate decision. There are tendencies in the developed world to overstate the legal requirements for privacy protection and err on the side of restrictions. While the enterprise is bound by privacy laws, it should be entitled to explore its own data internally, as long as it is not divulged externally, and draw inferences from its own data for its own operational needs.

Data confidentiality is important to the enterprise for commercial reasons, hence in most cases, the enterprise would not wish for such information to leak outside the corporate space. It is also important to the management of responsible corporations to ensure that employees' privacy is not compromised.

Organizations have different attitudes to the level of privacy their employees are entitled to, but it is generally considered advisable to respect employees' wishes for privacy, even beyond laws and regulations. Therefore, to avoid confrontation with employees, the enterprise may wish to minimize processing of personal information (such as personal diaries), unless an explicit permission is given.

To this end, the eBCR model is designed to avoid using any user-entered private information, such as personal diaries or personal email contents. However, the enterprise should be allowed to exploit information on server access, network usage and applications logins for analysis that gains efficiency and keep their resources safe. Even when users' historical records are analyzed and their behavior is profiled, employees' privacy is still protected as long as data is not divulged to external parties, and only the resulting decision is conveyed to the carriers.

The eBCR profiles are transient and are related to each request. Users are described by more than one profile, depending on their activity. The risk model analyzes the differences between current profile and the previous ones, to detect intrusion and identity theft, but this comparison is still within the type of the evaluated request. This means that users are not actually profiled, but the request circumstance is.

Categorizing Sources

Sources suitability should be judged by their characteristics, including reliability, ease of extracting data, frequency of refreshing cached data etc., and data stability is one of the most important features. The types of data sources are analyzed in Figure 25.

Data types can be Volatile data (changes in minutes); Dynamic data (changes within hours); Changeable (changes occasionally, i.e. days); and Stable data (that is rarely changed, i.e. weeks/months). It can be observed that data from existing sources is largely volatile/dynamic, while produced data for this model is largely static/changeable (changes automatically). Data sources play different roles in the gathering of context information. Certain sources are 'instigators' -they create a new observation and provide the basic data for which supporting information is sought. Essential information comes from requests sources (web or mobile) but Recorded data is derived from additional enterprise systems used for deeper request analysis and for filtering data. These additional sources are used in a 'qualifying' role, for example location tags can only infer a meaning to a fact that has been raided by an instigating source.

Qualifiers are lists of descriptors that identify the significance of the raw data, without which the information is meaningless.

Figure 25. Sources by Data Type Some data sources are not exactly qualifiers, but they support the raw data, e.g. the corporate calendar, together with the request's time/date, provides information that may be qualified as 'non-working-time' or as 'booked appointment'. This type of sources is marked as Supporting (S). Several sources provide confirmation data or used for Backup (B) when the main sources are unavailable.

In order to support continuous operation of the system, additional data sources should be identified, which could be called upon to back up or temporarily replace the main data sources, when they are unavailable for maintenance purposes or due to breakdown.

This analysis of data sources assists in providing adequate confirmatory support and backup, thus alleviating fears that the corporate data may be inadequately maintained or unavailable for this realtime application. This categorization (instigators, qualifiers, Supporting or backup) is used to give more weight to the dominant data source (the instigator) rather than the qualifier or supporter of the data.

Availability of Data

The viability of generating accurate status hinges on efficient and timely data retrieval. The challenge is to exploit sources that are not designed for time-critical responses. The eBCR Model draws information from Data Sources that are not necessarily geared for communication services are not designed for 24/7 availability. Improved performance is achieved by efficient data extraction procedures and by routine caching processes. A level of redundancy can be introduced by duplicating and distributing static data, such as filtering data and eBCR-generated data.

The eBCR server needs some procedures that will enable continued operation, even if certain data sources are off-line. Much can be achieved by caching non-volatile data. Caching also assists in speeding up response time, thus improving performance. Duplication of the cached logs on distributed systems increases reliability and load balancing. Missing observations due to unavailability of certain sources can be overcome if a corroborative source is available. The secondary source becomes the prime, even if its credibility is lower. Thus, corroborative data is indispensable, not only for cumulative accuracy, but also for recovery from data failures.

5.5

The eBCR Modelling

The eBCR Model Structure

The eBCR is structured from attributes that make up classes and sub-classes, within their 'Key-Factors' as the top class. The Key-Factors are aspects of service requests that are always present in the Profiles.

Figure 26 shows the structure of the eBCR definition.

The Profiles represent the enterprise's assessment of the type of business (or risk) that the user is engaged with according to the evaluated behavior and the request circumstances. The user Role determines what profiles are relevant to each type of job, and the assigned budget. The Role, a known static element (for an authenticated user), shapes the evaluation by determining which Profile Profiles are processed, then modifies the final outcome via grade based privileges.

The engaged Profile (dynamic element) is not known and has to be 'discovered' via context analysis in the eBCR Function. The discovered prevailing Profile defines a set of QoS and funding rules appropriate to this Profile, i.e. the PCC Rules or SDN Rules. In [START_REF] Malik | [END_REF]), sharing personal context information is controlled via policy hierarchy where enterprise rules can be overturned by user rules: Enterprise > Team > Activity > Role> User. For the purpose of enterprise controlling its resources, a reversed hierarchy is more appropriate: Role > Profile > Factors > Attributes.

The eBCR Model structure allows employees to design profile templates, which contain a choice of contributing Key-Factors and Attributes. Roles, as in many RBAC solutions, contain grades, quotas and privileges that are set by the enterprise administration. Roles define the list of permitted business profiles that are commensurate with the job description. The definition of Task in TBAC varies between studies. Task in IT terms is the requested operation, such as database update or copy files. The Profile concept in eBCR (which was formerly referred to as 'Task') is wider, including current user engagement and circumstances, such as working at home, routine office work or local travelling.

Profiles can change dynamically, while Roles are static. Combinations of Roles and Profiles represent common work practices, e.g. Travel Profile is important to Sales Role but not to desk-bound Administrator. Therefore, Profiles can have a scale of importance within each Role, for example, the Routine Profile may have lower priority than Essential Task Profile. In addition, some profiles do not exist for certain roles, such as Abroad for a desk-bound job.

The Process

If-the-Shoe-Fits

The eBCR approach to the evaluation of the profile is to select the appropriate profiles for the role (invitations to the ball), try to see if the any of the computed profiles qualify (if-the-shoe-fits), and decide the best fit according to margins. The process begins with the invitations -the Role determines what profiles are allowable and the matching profile templates (which contain prioritizations) are fetched for the evaluated request. The allowable profiles are computed individually, and if they exceed their own thresholds, i.e. if the shoe fits, they qualify for granting business status (depending on the application).

Profiles are selected by the enterprise in order to apply specific policies and rules on particular mode of working (Business Context Profile) or activate specific actions on particular pattern of behavior (Risk profile). Hence, fitting the 'shoe' is also fitting the actions or the delivery policies to the context of the request. If more than one profile qualifies, the 'beauty Contest' decides which one prevails. This process compares each profile with its threshold, and the highest margin determines the prevailing profile.

Profile Selection in Factor-Attribute Structure

The main principle of the eBCR is the selection of the best fitting profile for the observed context, and that this profile points to a package of actions and rules (PCC or SDN), thereby linking enterprise profiled prioritization with actual decisions. Context models contain attributes that are classified in certain ways to enable decision making. The classification imputes a particular import to each class. Therefore both classes and elements could be linked to enterprise policies.

The eBCR Model is built of Roles, Profiles, Key-Factors and Attributes. Roles provide users' privileges and budgets according to job descriptions which are applied after the eBCR process is completed. Profiles capture corporate typical practices of the engaged tasks at the time of requesting a service. Key-Factors describe the session aspects, and Attributes define the session 'atomic' details from context data items. Members of each class (Key Factor) either compete on the primacy (the prevailing member status which gets prioritized) or contribute to an aggregated result for the whole class (where individually prioritized elements are combined). Both options are utilized within the eBCR, according to the logic of the class.

The eBCR model contains attributes, with sub-classes of attributes when necessary. Attributes are the atomic context data items. They may be expressed as true/false status or have a probability/credibility values in the range of [0,[START_REF]Intelligent Transport Systems (ITS) -Vehicular Communications Basic Set of Applications Part 1: Functional Requirements" 2010 ASOP 25 2012 Actuarial Standards Board ASOP 25 "Credibility Procedures[END_REF]. The attributes are prepared from observations that are deduced by processing and interpreting raw observed data.

Attributes are specific to each Key-Factor. The Key-Factor is a class that describes a single aspect of the service request, such as space, time, activity, urgency and so on. Because such Key-Factors describe the service request, they are common to the various 'applications' of the eBCR context. The same factors and attributes are used for decisions on business priority, resourcing, funding and selecting the best connection. This structure of attributes and factors is common to many such models. The identification of Key-Factors and Attributes may be developed further for each enterprise implementation, but there is a core of context elements that are common to most businesses.

The Loop Sequence

When a session scenario is assessed from its attributes, the computed scores for the Profile are compared against a configured threshold. If a profile score exceeds the threshold, the session is granted an eBCR status. The processing sequence starts from the Role and ends with the Role. Figure 27 shows the sequence of processing elements:

-Processing starts from the employee's Role, which indicates what profiles need to be evaluated (action1). -The Profile defines the Key-Factors and their particular Attributes that will be examined (action2).

-The sources for these attributes need to be accessed to gather context data and filter it (action3).

-The Attributes are aggregated according to the type of Key-Factors (action4).

-These key-Factors and Attributes are weighted within each Profile Template to provide a characteristic score for each eBCR Profile. These scores are compared to determine the prevailing Profile, which has associated PCC/SDN Rules (action5). -The profile policy rule is next modified according to the role/grade indications (action6).

By experimenting with scenarios, enterprise staff can learn what profile types should be created to fit their particular enterprise business, how to prioritize role grades, factors and attributes, and at what levels the thresholds should be set, in order to increase or decrease the number of sessions that are granted funding. The process sequence forms a loop that starts and ends in the Role. Several observations may qualify per one attribute feature, so the highest credibility is selected as the Prime Attribute. Other observations may be used as supporting evidence. At stage 3 (Factors), the attribute features are aggregated within the Factor, and Factor policy weighting is applied, per profile. At stage 4 (Profiles), the scores for all valid Context Profile templates are compared. If the highest score exceeds the pre-defined threshold, the request is granted eBCR status. The request score pattern is used for further decisions, e.g. session priority, changing access network, setting QoS requirements or forcing a change of the media type.

Determining the Verdict

Clear demarcation between attribute selection and applying business policies is essential to obtaining accurate prioritization. A lower credibility attribute could yield a higher final score after prioritization, but the prevailing attribute is still the one that is more credible. If the selection occurs after prioritization, the contribution of the more credible attribute is ignored. This distorts the effect of credibility qualification. Prioritization should not change attribute selection, but merely what is done about it.

Since the process of determining the eBCR 'verdict' cannot be based on database of 'actual' data (which does not exist), other means of determining the decision are requires. It is assumed that the enterprise will generate 'training data' with representative scenarios for setting thresholds levels. Such scenarios are constructed for 'Expected' results, i.e. scenarios that should be granted business status, and those that should not. This training dataset is used to set the initial threshold. In use, the database of decided service requests can be the basis for threshold changes.

The expected dataset is deemed in many studies as the sufficient data for classification of new service requests. For the purpose of the eBCR model, such datasets must be far too large to capture all the permutations of attributes, factors and profiles. Hence, it is not feasible to take the probabilities approach, but use the 'metric' approach instead, using source credibility and observed intensity, as detailed in Chapter 8. It is also noted that it is not practical to try and gather 'real' data through supervised trials or questionnaires, because most users are reluctant to report personal usage during working hours and will be unwilling to share their personal habits for leisure time. Therefore, the eBCR needs to compute its verdicts based on the credibility of the 'metric' evidence, rather than probability likelihood from historical data.

Developing the eBCR Components

Roles Relationship with Context Profiles

Role Based Access Control (RBAC) for access permission, which is widely adopted for enterprise data services, is not sufficient to provide "fine-grained access requirements", as claimed in [START_REF] Malik | [END_REF]. It is certainly not sufficient for communication requests in a volatile environment of Cloud services, remote working, multiple BYOD devices and rising incidents of attacks by hackers and fraudsters. The user's Role, to distinguish from Identity, is the starting point for processing a service request for the eBCR status. Besides privileges and permissions, the Role reveals the type of business Profiles that are normally undertaken. A similar link is discussed in (Ahmed 2011), which combines the static role information with the dynamic 'environment'. Like the eBCR Model, it also considers the impact of usage patterns on granting permissions.

Enterprise-defined roles can be grouping of job descriptions, level of grades, departmental titles and so on. Such roles and grades have different sets of privileges, quota and budgets, according to the job content and seniority. For eBCR purposes, Roles should have a set of permitted Profile templates that are relevant for the job description. Some Roles are permitted to be engaged in any Profile in the course of performing their duties, but others are only allowed a subset of them. For example, a shop-floor worker is not likely to be granted eBCR status for services requested when abroad, so it is not permitted to have the Abroad business profile, because the job description does not justify it. Table X shows an example of roles, with grade levels, and the assigned profiles. For example, Call Center worker has no privileges for home working, travel locally or aboard, but may have a profile of 'Essential' when on-duty, resolving time-critical problems. Limiting the profiles that are permitted per Role is an important tool for the enterprise to distinguish what activities should be funded.

Grades within each role allow for fine-tuning of privileges per profile. The enterprise can define Grades to influence the degree of privileges (capping, budgets) for the Role. Assigning the appropriate Profiles to each Role on the system is performed by the enterprise administrator when configuring the Roles. Roles, Grades and allowable profiles are static configuration items. USER PROFILE GRADES context information. The templates contain the full structure of attributes and Key-Factors. Several profile templates have been designed for the eBCR Model simulation, as shown in Table XI.

The same Key-Factors are valid for all profiles, but some of their attributes may not be valid every time. For example, only the 'Abroad' profile needs to be aware of roaming aspects, so the roaming attribute is superfluous for the 'Local-Travel' profile.

However, profiles may overlap, so attributes that important are still contributing to the full context. For example, the 'Essential Task' profile may not involve foreign travel, but an expert may get involved in sorting out a troublesome issue while on holiday.

Therefore, despite not being entitled to 'Abroad' profile, the critical destination and other clues may indicate that it is an 'Essential Task', and even an expensive roaming connection will be covered by the enterprise and granted high priority.

Profile templates are efficient in their handling and save on redundant processing, since only profiles that are valid for the Role are processed. Templates with greater variance of Factor weighting ensure good delineation of scores, while similar values make the context profiles indistinguishable. Increasing the number of profile templates unduly may blur their differentiation, making decisions less clear-cut.

The Key-Factors

The Key-Factor layer in the eBCR model is essential in for distinguishing profiles according to recognizable aspects of the service request. Clear Environmental factors, such as location and timing, are a major part of perceived status. Policies are easily distinguishable between routine work at the office and home-working or policies while travelling. The Digital details that are provided by the service request, such as Destination, Media Type and Network Type, are also obvious aspects that should be XII, the eBCR Model simulation contains Key-Factors that are considered to be the most relevant for context evaluation of service requests, within these three categories.

Context by Organization, Network, Commerce & Application

To select Key-Factors that will correctly identify the context profile, the enterprise's goals and policies must be analyzed. Service admission policies are affected by several functions and several internal departments, as shown in Figure 28. The objectives of these departments determine the policies and preferences to be exercised, and the policies link to particular rules of service delivery. Policies are influenced by commercial considerations, by the accessed applications, and by networking aspects -far greater range of considerations than carriers policies are based on. For example:

-Business Unit, who is concerned with the quality of the service delivery and the integrity of its data; -HR department who determines policies fro travelling expense and rules of remote working; -IT department who need to optimize resources and maintain security; -Finance and management who determine budgets and level of spending.

Figure 28. Defining Key-Factors by Enterprise Objectives

The eBCR model separates out the BERG key-Factors from the rest -the STAUIDNM Key-Factors. The BERG factors are static factors that are applied after the context profile has been selected. Factors can be prominent in some Profiles but not in others, e.g. the Activity Factor has to be particularly high in the 'Essential' profile. Naturally, the Spatial Key-Factor is high in both the 'Local Travel' profile and in 'Abroad' profile. The Temporal Key-Factor is more pronounced in 'Home Working' profile than in the 'Routine' profile, to distinguish clearly between personal time and home working.

In (Costabello 2012), data access for mobile broadband is determined from Device, User and Environment context data that is evaluated in their PRISSMA module. Similar to eBCR, the environment contains spatial, temporal, activity and 'things'. More aspects are required for service request context. A category of key-factors that examines the circumstances of the request is less obvious but provides he best indicators. This group of aspects can vary greatly between enterprises, depending on their focus and type of business. Finally, the category of commercial factors is a set of static parameters that do not need to be modelled by scoring, but they affect the final decision. This category contains the BERG factors, while the dynamic factors, the STAUIDNM, are those listed under Digital, Environment and Circumstance.

In the scenario 'Essential 24x7', which denotes a critical task that requires 24x7 support, the dominating Factors are the Activity type and the Urgency. By comparison, the 'P2P Mobile@Branch-Abroad' scenario (mobiles sessions at an enterprise branch abroad) shows high spatial Factor, i.e. location is the main decider in this case, while the Activity and Urgency are zero and Integrity is negligible. The Activity Factor in 'Home, Corp. email, NotBiz, afterHrs' is below zero, acknowledging the discordant effect of non-business associated activity.

Attributes

Each Key Factors contains its own specific context Attributes that support the main supposition of the class. Atomic attributes define one detail at a time. For context modelling, such details are still not data directly from sources, but inferred and filtered 'observations'. For example a requested destination is transformed into attributes 'Internal P2P' or 'Approved websites'. Context models may simply recognize an active attribute and assign a true/false value (1 or zero) to it. However, due to the vagary and uncertainty of behavioral context models, the attributes should be assigned values that denote levels of probabilities that the attribute is valid, correct and effective. This means that the observation of raw data needs also to record effectiveness, trustiness, and estimated levels of strength.

In (Wu 2010), Fuzzy Logic is used to select web service composition based on users' preferences. In (Sathya 2010), selection of web service components by QoS parameters is proposed, and Fuzzy Logic is used to simulate human perception of best choice. Using fuzzy scale transformation turns imprecise context attribute data into clear-cut value. The eBCR Model as in Paper 7, accepts numeric Attribute values (1-10) as levels of confidence, e.g. the 'at work' Attribute is true if the user is proven to be in the usual place of work (=10), but a fuzzy location reading of 'near work' may be indicated by probability of = 7 (near) or 9 (extremely near). More on using computed Credibility to value attributes in found in Chapter 8.

In some Key-Factors, attributes are mutually exclusive, i.e. when several sources provide data for the same context element, the highest probability Attribute prevails. For example, the Network Type Factor can have only one network type. Other Key-Factors have attributes that corroborate the 'prime' attribute, i.e. the prevailing one with the highest score. For example the highest probability location (from GPS or WiFi) is the prime attribute for the Spatial Factor, which is supported by the other geolocation finders. There are other types of Key-Factors that may not require a single prime attribute to be selected, but all attributes are accumulated together to support the factor, e.g. Urgency. More on classification of attributes in Factors is given in Chapter 7.

Specifying Attributes and Risks

Attributes are 'assertions' of features that support the main supposition of the Key-Factor. Thus, Activity Key-Factor has a supposition that the observed associated activity while requesting a service are business activity, with the assumption that personal calls and Internet access for pleasure take place at leisure time. This assumption is, of course, not entirely accurate, because business calls may take place during non-work time and vice versa, but it is still true that during business hours, most of the activities will be work-oriented. Hence, the more evidence there is that associated activity is, in fact, enterprise productive work, the more certain it is that the context is indeed that of business. In Since the task is to assess risk of each service request, not network risk, the linking of risk atomic items is sensible. It also provides a framework for systematic itemization of risky facets of the request process. However, the Risk Model evaluates risks under a different regime, as described in Chapter 6. The precise selection of attributes that should be monitored and assess must be customizable by the enterprise. The main guideline is the requirement to apply prioritization to the attribute, thus influencing its significance for the given context profile.

Attribute Collision Matrix

The attribute set, as observed for a specific service request, describes a 'scenario' with defined time and place, with estimated levels of urgency and integrity, and categorized destination and media type. Such scenarios have basic logic of what attributes could be active at the same time, e.g. it is not logical that a single scenario will contain identified roaming data attribute while the user is in his or her own home, with geo-location that indicate this. Attributes that may conflict should be identified in a 'Collision Matrix', as shown in Figure 29, which represents attributes the eBCR PoC.

Figure 29. Collision Matrix of STAUIDNM Attributes
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x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 7 -Not Business (discord)
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x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 3 Roaming Mobile x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 4 Home BB x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 5 Hotspot x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 6 Roaming Data x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 7 Wired x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 1 Special Needs x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 2 FT/app/ Email x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 3 Browse x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 4 Chat Text x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 5 Stream Video x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 6 Voice Call x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x 7 Video Call x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x x The sources have credibility rates that are computed from estimated characteristics in Chapter 8. Under each attribute name, within each of the factors, the Credibility value for that attribute is computed, according to the participating sources. For example, SA2 (Spatial Attribute 2) which is 'at-Home', is computed from IPA locator (IP Address Locator), plus GPS and a filter list of tagged locations.

Attribute Collision Tanle

In Scenario 2, there are two spatial observations: one for SA2 (At-Home) and one for SA3 (Regularly Visited). These conflicting attributes are compared, to determine the prevailing 'prime' attribute. The attribute scores are computed not only from the credibility of their sources, but also the 'intensity' of the reading. In this example, the intensity of the 'At-Home' assertion is high, i.e. close proximity, while the regularly Visited proximity is much lower. The proximity ratios are shown in the fuzzy scale, which is used to interpret the reading data with the tagged location. Since the SA2 was disputed by the SA3, it is less convincing than scenarios that have multiple observations supporting the same thing. Hence the value of the 'prime' attribute, the SA2 value, has reduced credibility.

5.6

Computing eBCR Scores and Thresholds In the eBCR Model, attributes are the building blocks of session context. The weighting of attributes is used to define the Profile by its detailed components. Instead of weighting attributes within each Key-Factor, attributes are allocated weighting ratios proportionally within the whole profile. This provides greater range of prioritization and better differentiation, where one atomic attribute is allowed to dominate the profile score, if this is necessary to characterize it.

Prioritization

The prioritization is essential to profiling context. It has been observed that the same attribute scores appear in many scenarios, before prioritization, as can be seen in the PoC data in Figure 32. For example, the values of Destination Attribute Corp. Apps in scenarios 2,3,4 and 7,8,9 are all the same. It is the variation in weights that produces differentiation of profiles.

Figure 

Weighted Profile Score

The context profile scores are all computed from the same set of Attributes, which have inherent values derived from their source credibility and observed intensity. However, each context profile has a template of prioritization weights for its elements, Key Factors (KF k ) and Attributes (A a ). Hence, each Context Profile (CP c ) is calculated separately and all the scores are then compared, to determine the prevailing profile. The basic definitions are given in [START_REF]Intelligent Transport Systems (ITS) -Vehicular Communications Basic Set of Applications Part 1: Functional Requirements" 2010 ASOP 25 2012 Actuarial Standards Board ASOP 25 "Credibility Procedures[END_REF].

The Role determines the permissible User's Context Profiles (UCP), which are a subset of all the profile templates CP. As shown in (2), each profile is calculated by applying its own set of weights. The highest value is the 'prime' Context Profile ( ), by which decisions are made.

Examples of computed profiles for each service request scenario are shown in Figure 33. For every service request, all the STAUIDNM key factors are computed (i.e. not the BERG factors), using different prioritization per profile. The resulting prime Profile (highlighted) can be any one of the permitted profiles.

User 1 is a customer-support expert, who may be 'on-call' when he is at home, but does not travel to customers, so Routine, Home and Essential profiles are enabled, and Local and Abroad are not calculated at all (totals are shown for comparison only).

User 2 is a sales executive whose job is not regarded as 'critical work' at any time, so profile 4 disabled.

In scenario 4, the Essential Task Profile would have been selected if it was permitted, but in this case, the Routine Profile is the prime.

( After the prime profile is selected, its score is uplifted by the User Profile Grade (UPG) ratio that is assigned to the profile according to the user's role (see Table X), so that higher business priority is assigned to senior executives or to critical job descriptions, for the appropriate profiles. The Role (R r ) and the User Profile Grade (UPG) determine the uplift that produces the final Context Profile Score (CPS), as in (3).

This additional fine-tuning by profile grades per role may not be necessary. However, considering the importance of each profile to particular roles and assigning grades fosters better understanding of the profiles, how the fit the business requirements and how they can serve the purpose of both enforcing policy and relaxing policy. At the point of consider a role's job description and its profiles, the enterprise administrator must scrutinize closely the effect of the policy on how the employees do their work. In Figure 34, the scores of the different profile types are shown per scenario. In some cases, the scenario is dominated by a single factor, but in other cases the factors have similar scores.

Figure 34. Different Profiles Scores for Each Scenario

Thresholds and Tolerance Bands

Using Thresholds

The prevailing profile provides an insight to the request type, but the level of the score provides clues to how important it is, or how far it is compliant with the enterprise policies and desirable business activities. Very low scores of non-prioritized profiles indicate that the trustiness in the verdict is low, but a low overall prioritized score denotes that the scenario does not merit a business status. Therefore, a threshold is needed to determine whether a scenario is above the level that the enterprise would deem as a business status. Scenarios that are below the threshold are deemed personal, therefore low priority for the enterprise.

Figure 35 demonstrates the curve of fifty PoC scenarios. The median threshold of this 'training data' is shown (dash red). The median rather than the mathematical mean is taken in order to find a middle point that represents half the requests, not half the score value.

PoC scenarios can be carefully chosen, so that exactly half are positive scenarios (should be granted business status) and the other half are negative scenarios, which should not. For greater accuracy, thresholds can be assigned to each Context Profile (CP c ). A single threshold for all profile types does not take into account that some profile scores are always higher than others due to their corresponding set of source. Therefore, the selection of the prime must be relative to each profile type scoring. When more than one profile exceeds the threshold, the decision should be based on the highest margin over the individual threshold for that profile type. The individual margin comparison is shown in (4).

The individual profile Threshold is derived from scores of representative scenarios for that profile type alone for each of the profile types. This is the calculation of the median of all the profile type scores within the PoC scenarios. To select the 'prevailing' Profile for a request with a set of Context Profile Scores (CPS c ) for each profile type, the Threshold Margins (THM c ) of each CP c which exceed the 

Optimizing the Threshold

As corporate policies are modified, the threshold positions may need to be moved. Since thresholds depend on scores that are calculated from customizable weightings, when the weights are modified, the thresholds have to be re-calibrated. New prioritization rates change the positioning of the media in the training data. Raising or lowering thresholds has direct ramification on how much is enterprise-funded, and this affects the enterprise budgets and network resourcing. Hence, the enterprise will need to assess the number of affected requests when the threshold is raised or lowered, to estimate the changes.

In (5), the Threshold (TH) initial position is determined by finding the median, in the PoC data that contains x types of Context Profiles (CP) for y requests. When a threshold is changed from point A(q1, p1) to point B(q2, p2), the number of affected requests is calculated as the delta q1 to q2. This repositioning is performed on the Trendline, after removing the Outliers (extreme results that may be abnormal or erroneous). Applying OLS (Ordinary Least Squares), the regressor (q) is fixed (i.e. the request sequence numbers), and is only dependent on the score values (p). The Coefficient β is the product of dividing the Covariance of q,p and the Variance of q.

Tolerance Bands

Since context status is never black or white, decisions and actions should have a matching scale of shades of grey. Therefore, instead of a single threshold, several Tolerance Bands should be defined, within which a range of scores is 'tolerated'. This may add complexity, but it is conducive to the reality of uncertainty and fuzziness that surrounds behavioral context.

Where the aim is to determine clear-cut business priority, a single threshold (per profile type) will suffice to decide on Business/non-Business status. However, to establish levels of resourcing, QoS, session priority and levels of risk, tolerance bands are required. They are less restrictive, and will provide grades of consent to the evaluated request. 
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Customization and Simulation

Customizing the eBCR

The need to Customize

For an enterprise context-aware policy solution to be useful, it has to fit the enterprise requirements closely and provide means of modifying the structure and the rates that define how policy is exercised.

The definition of the context profiles and the prioritization of the attributes and factors must be customizable, so that an enterprise can decide what needs to be observed and what rules needs to be applied. Customization is also required to adjust the attribute set to the available data sources that observe context. The range of sources depends on how internal systems are managed and on the accessibility to their logs and records in real-time.

Customization Facilities

The transformation of business objectives into network policies is entirely dependent on the enterprise configuring the eBCR Model, attaching policy rules to prioritized profiles. The initial step of constructing an eBCR Model is to build the components (Profiles, Key-Factors and Attributes) and configure their prioritization by weighting ratios. Figure 36 shows an input screen that allows enterprise staff to modify a template and select Factors and Attributes. It shows the Attribute list with the weighting ratios selection. The displayed Attributes are those that are already linked to sources of context data, so that only viable attributes are accepted. They must be available and accessible in real time.

Figure 36. Input Screen for Management of eBCR Profile Templates

To convert context-based policies into standard PCC rules, the eBCR Model provides pre-defined PCC templates that are associated with each Profile Template. When a Profile Template is selected by the eBCR Model, the associated PCC template is used to define the PCC message. Further refinement is achieved by modifying variables, such as GBR (Guaranteed Bit Rate), QCI (QoS Class Identifier) and ARP (Allocation & Retention of Priority), according to the levels of the resulting eBCR scores. The policy parameter levels are pre-configured for each Profile Template, according to the Profile characteristics.

5.7.2

The eBCR Proof of Concept (PoC)

Experimenting

Policy can be used in more ways than just direct decisions of resource usage and funding. Certain employee behavioral changes can be encouraged merely through customizing weighting ratios. Special enterprise objectives can be reflected in prioritization that influences what type of media is used, when and where and during what profile. To encourage team working, a 'Team-member' Attribute can be created in the Destination Factor and given higher priority than other destinations. To avoid expensive roaming live video calls, the QoS and Priority for such requests can be reduced, unless the context indicates high business priority.

The enterprise staff need not understand how 3GPP policy rules are mapped to their business rules, but merely define priorities for the eBCR components.

Almost any type of policy can be translated into prioritization, but some conditional policies require semantic based processing and programming logic. In [START_REF] Malik | [END_REF], the DySCon architecture contains some of the eBCR components (roles, Profiles, locations, activities), and processing logic is offered to select which policy to apply.

In Figure 37 Having a model that can show instantaneously the effect of prioritization is much more illustrative, allowing enterprise staff to experiment with the model and observe the impact of changes.

Training Data -Representative Scenarios

Representative scenarios are built for common situations, such as reading emails at home or conferencing a colleague when visiting a customer. Scenarios that demonstrate a certain policy are also useful. For example, requesting multi-party video conferencing when abroad will not be accepted for the 'Abroad' Profile, unless the Role and Grade override the normal policy. What-if scenarios can be created to demonstrate the effect of a certain policy e.g. to inhibit video games during work hours.

The simulation of the eBCR Model is based on simulated data sources, including comparison lists and supporting systems. The credibility rates have been calculated per data source and attribute. Accuracy was checked in terms of selecting correct attributes and correct CP type per scenario, and eBCR status was granted to positive scenarios and not granted to negative ones.

Accuracy Limitations

The eBCR Model has several great challenges, not least accuracy and flexibility and above all -ease of customization by non-telecom personnel. Accuracy of the eBCR based decision is dependent on finetuning of the weighting ratios assigned to Profiles, Factors and Attributes. This means that much is due to how the model is configured. Improving the eBCR prioritization accuracy can come from the eBCR historical log. It can help to discover frequently occurring scenarios and indicate possible changes of the profile templates or to the layered weights. The session status is also affected by certain aspects that are outside the eBCR Model and are applied before and after the computation of the status. Such aspects include carrier's network context and SLA, caps, concurrency levels, quotas and departmental budgets, i.e. the BERG key-factors.

Within the eBCR Model, performance depends on fast retrieval of up-to-date context data. This data could be obtained from systems, such as email servers, that are not real-time machines and may not respond fast enough. This can be mitigated by caching key information. For example, diaries, appointments and work-rosters can be cached every morning. Results are also dependent on the attribute data that is often evaluated according to human perception. Errors can occur when dealing with context sources that were not intended for this purpose. This could be improved in usage by learning from past results. In [START_REF] Zhang | A Model of Context Awareness Agent System based on Dynamic Fuzzy Logic[END_REF], learning methods from 'fuzzy' context for a context-aware agent system is proposed in order to overcome inherent errors in the appreciation of context.

The eBCR computation must yield a decision, therefore, it requires non-zero, conclusive results. For this reason, the aggregation of members' scores within their classes should make sure that a prime member is selected, even for cumulative style factor, and that scores are corroborated, to avoid equal-scores, ambiguous results or zero results.

Resilience and Faults

Resilience

The eBCR Model must be able to cope with the impact of corrupt tables or missing data sources, which may be off-line without caching. This is mitigated by backup source data, cached less dynamic data (Changeable but not Volatile) and distributed copies of filters and qualifiers. A special eBCR feature is the ability to use alternative sources that usually act as supportive data. For example, as an alternative to GPS or IP Address Locator service, the enterprise WLAN can provide a rough positioning of users.

They will be deemed 'out-&-about' if no presence is detected. Locations abroad could be ascertained from mobile roaming status. The eBCR must also recognize and resolve anomalies and exclude exceptional scores, i.e. 'outliers', from the repository of processed requests.

Discovering Missing Elements

When sources cannot be accessed and there are no alternative ways of observing attributes, service requests still need to be processed. Therefore, means of restoring or estimating missing elements are most useful. Correcting affected Key-Factor could be accomplished by estimates based on the eBCR historical data in the Context Profile Database (CPD). This involves ascertaining the probabilities of a missing key-factor or a missing attribute.

The instigating source data of some attributes is in the request details, e.g. media type, network type and destination, so they are never missing, and the filtering lists that are used to infer the attribute are mostly cached and distributed lists. Likewise, time and place attributes are based on request details (request time inference and network geo-location conversion). Therefore, the main issue is with Circumstance key factors: Activity, Urgency and Integrity. Circumstance attributes are all cumulative elements within their key factor. Hence, the missing source may only have miner impact, but it could also be the only member of the key-factor.

It is possible to estimate the probability of a missing key factor value by its occurrence in the CPD, on a large enough database. The patterns of scores are likely to be repeated, just as the same scenarios reoccur. However, the number of variation of scores for profile patterns, after prioritization, is vast, so using naïve Bayesian methods may not produce accurate results. This can be improved if the patterns of key factors score are stored before prioritization, as well as after. Both are required, because prioritization is customizable, and the current templates may have been modified since the record of the request was made.

If the un-prioritized Observed Context Patterns (OCP) are available in an Observed Context Profile Database (OCPD), the possibility of finding matching scenarios is increased many folds. In Figure 36 above, repetition of the same score for an attribute type can be easily detected. Therefore, it can be assumed the missing Key Factor (KFz) in the new Observed Context Profile (OCP z ) will have the same score as the most common key factor score within a subset of Matching Observed Context Profiles (MOCP) with the same observed key factors, as in (6).

∀ , , … → ∈ | max , … , … → 0 (6) 
:

CP z has all other key factors

∈ 1, … , 1 ′, z=x'+1 , … , 1 ′ Observed Context profile Data 1 , … , , … ′ , ?
Key Factor score at position (i) is missing

Chapter 5 Concluding Remarks

By using the eBCR to establish business status, the enterprise can realize cost savings from BYOD, manage resource allocation, curb employee personal usage and automatically reimburse business expenses. Mapping of enterprise policies to session admission decision is achieved via a layered approach to prioritization. Business context is expressed in easily recognizable profiles that represent common practice scenarios. The request attributes are assessed, classified and scored. Enterprise priorities, preferences and rules are translated to attributes and factors weights.

The eBCR utilizes a novel 'if-the-shoe-fits' procedure to assess the possible profiles and select the prevailing context profile. Business status is granted when the context profile score is above the predefined threshold. Since scores depend on customized prioritization, each profile should be assessed against an individual threshold. The level of the margin above the threshold provides an indication for fine-tuning decisions of resourcing and session priority.

The simulation of the eBCR Model enables experimenting with scenarios and prioritizations. Analysis of the PoC results can show how to improve balancing the structure of profiles/ factors/ attributes and their weights. Creating representative scenarios for the 'training data' provides the base line for positive cases and negative cases and for setting up thresholds. Accurate and conclusive context decisions depend on precise prioritization, but also on better aggregation tools.

Business status modelling is important for several policy-based applications and for BYOD determination of business status in particular. Even more important to BYOD is the Risk Model that analyzes the risk within each service request and allows choosing the appropriate action to mitigate it -as described in the next chapter.

Risk profiles 6.1 About Chapter 6

This chapter proposes a novel approach to risk evaluation, by combining the business model with the risk detection model to determine appropriate mitigating actions, so that responses are aligned with the level of the risk, but are also commensurate with the business priority. Not only service delivery options are decided, but further service admission policies, such as call gapping and banning access. Hence, mitigating actions can be remedial, defensive, or pre-emptive by nature, and the strength of the response is adjusted by the level of the risk. The Risk Model determines risks associated with enterprise service requests and recommends appropriate mitigating action, based on calculated scores for both Risk Context Profiles and Business Context Profiles. Risk mitigation requirements are outlined for identified risks and methods of computing weights, scores and tolerance bands are specified.

Attribute conflict, behavior anomalies and time-gap analysis are used to detect risks. Risks are assumed to arise from discovered undesirable behavior which may be due to hacking or intruding activities, but also caused by abusive and excessive behavior of bona-fide employees. Besides using the same techniques, interfaces, and key-factors as business status profiling, risk modelling utilizes thirddimensional prioritization that enables the risk profiles (suspicious, abusive, exploitative or destructive) to be associated with the commensurate actions.

To enforce policy on mobile broadband networks, enterprises can act as MVNOs or Data Service 'Sponsors' (Paper 5). This enables enterprises to authorize usage and determine service delivery parameters, which are conveyed to the MNO via 3GPP standard interfaces. It also allows them to defer non-business sessions to users' personal MNOs (Paper 8), as a further policy-based option. With the eBCR model, the enterprise can establish service delivery parameters according to business context as in (Paper 7).

This chapter is based on Paper 13 "Identifying Risk Profiles and Mitigating Actions for Business Communication Services" and parts of Paper 9 "Wallet-on-Wheels".

6.2

The Need for Proportional Mitigating Actions

Attitudes to Risks

Enhancing online services security is becoming urgent. There are worrying signs of growing cyber fraud, as warned by (Yahoo Finance, 2013) and The Time Magazine 2013. Latest security measures are not sufficient to stop the increase in such fraud. Hence, improved transaction security cannot come sooner.

In addition, phone thefts are not abating either. In (AutoExpress 2012), cell phone theft in major US cities was declared as "a national criminal epidemic". It is likened to car stereo crime wave of the 1990s. The car stereo crime wave was eventually resolved by "the decision of car manufacturers to install higher-quality stereos at the factory". Similarly, the mobile industry should design measures that render stolen phones unsellable. Hence, safer connectivity by utilizing in-car secure authentication could help to combat these trends, at least for the automotive industry.

The dangers of using open source have been discovered recently with a massive global problem of password vulnerability (the Bleeding Heart virus) in secure sites. As the world is embarking on the next phase of mass deployment of Internet-of-Things (or M2M), it is now noted, not only by scare-mongers, that security has not been addressed in the fundamental idea -see Search-Security TechTarget 2014. Cyber-crime and cyber-vandalism has the potential of destroying the Internet as we know it.

Remedies involve giving up some privacy, so that security measures can be exercised confidently, without getting overbearing and restrictive, not only within the enterprise 'perimeter' and the carrier's network, but also applied to untrusted service traffic. With such a scenario, assessing risk of every communication service request becomes a necessary tool that enables reliable and trusted communication.

The BYOD Dilemma -Risk versus Business

The enterprise world, which is rapidly embracing BYOD (Bring Your Own Device) [START_REF] Gartner | [END_REF]), now has to cope with difficult problems of security and network resource management. Due to enhanced mobility, Cloud and Virtual Office, the new corporate communication environment is becoming the lifeline for business, but it is getting complex and risky. The advent of mobile broadband and smart devices means that personal usage of enterprise resources could ramp up fast, increasing the risk of abuse of resources by personal activities, which would force the enterprise to invest much more in their infrastructure while contributing nothing towards productivity. This means that the enterprise needs to distinguish business traffic from personal in order to ensure that business traffic has appropriate resources, while personal communication is curtailed, if necessary.

A solution to the BYOD problem that has been suggested by device manufacturers is to provide twolevel management for dual identity devices: business identity and personal identity. Previous issues of simultaneously addressing dual SIM cards are slowly overcome, but ubiquitous network compatibility is still a problem. In fact, the Dual SIM solution does not solve many of the problems. It compels the enterprise to insist on buying only Dual SIM devices, and restricts them to mobile networks that support them. Then, it compels users to select the right identity for the right purpose every time the device is used, and have incoming callers do the same -not a likely proposition.

Even where there is an automatic separation by application/destination within the handset, using noncorporate apps can still cause great damage. It is important to separate corporate credentials and sensitive local data from personal data for remote-data-wipe actions when the device is lost or stolen, but risks still exist from hackers and disgruntled employees abusing the enterprise resources and applications.

Paradoxically, while cyber-crime increases, adopting BYOD is often coupled with relaxing controls. In (Scarfo2012), two opposing approaches are described:

-Hands-off; -MDM (Mobile Device Management) with strict control of BYOD terminals.

In fact, both are required: hands-off for personal usage and firm control for business. Hands-off is desired by employees who find security constraints exasperating, since personal devices should entitle their owners to use them unfettered by enterprise restrictions.

The BYOD dilemma is for the enterprise to grant 'freedom of enjoyment' while defending their confidential information and network resources. The dilemma is even greater when considering the risk element with each service request. While IT managers wish to restrict access to open services, ban untrusted access networks and apply stringent security measures, the enterprise also needs to consider free flow of information, contactibility and greater mobility.

Defending the Enterprise Perimeter

Smart devices can no longer defend the enterprise 'perimeter'. This applies not only to web applications, as noted by TechTarget 2013, but also to internal systems, which are increasingly accessed by remote WLAN (Wireless Local Area Network) and Internet connections that are more vulnerable than wired access and dedicated data tunnels.

Broadband network capacity that enables transferring greater data volumes makes it easy for sensitive information to quickly escape the corporate enclosure. Smart terminals are vulnerable due to their portability and power. They contain credentials for accessing sensitive apps and data, business contact lists, corporate email and so on. Miniaturization of storage and memory firmware increases the temptation to store business information locally. Such portable devices are easily stolen or lost and can be exploited when falling into the wrong hands. As cyber-crime rises, this weakness in the enterprise security is not lost on the perpetrators, as detailed in (Tu 2012).

Network intruders may have different objectives in mind, ranging from exploiting network resources to stealing commercial secrets or causing willful damage. With more corporate services moving on to the open Internet, threats of Man-in-the-Browser are becoming even more pertinent. There is often a crucial time-gap before users are alerted to devices being lost or stolen. Hence, it is important to have an early warning system, detecting that service requests are not what they seem, just as credit cards providers are alerted before the owners even realize that something is amiss. This must be based on real-time analysis, since damage can be inflicted in a very short space of time.

Danger also comes from 'the enemy within', and serious security breaches can be perpetrated by fully authenticated users. Resentful employees can be abusive and even malicious, exceeding their authority, exploiting corporate facilities or corrupting corporate databases. Hence, secure user authentication is not sufficient, but context of each service request may reveal more of the circumstances and the intent.

Commensurate Actions

BYOD necessitates not only intensified security, but most importantly -commensurate actions that mitigate the risk at the appropriate level. Any mitigating measures must accurately respond to the situation, to avoid frustration that is caused by frequent false alarms. If security rules are too stringent, users will look for ways of bypassing them. Frequent demands for additional authentication can be obstructive, and denying service is assumed to be system failures. Therefore, the choice of securitybased actions must be in proportion to the risk impact and severity. The perception of what measure is commensurate with the level of risk varies according to the type of service and the request circumstances. Commensurate action can be to raise quality of service for high priority business, raising capping limits for excessive user or denying service altogether, for detected intruders.

The precise choice is dependent on the organization's policies and attitudes. As the number of mitigating actions and options rises to provide greater flexibility, the number of required distinctive observations also increases, to achieve finer granularity, thus complexity is increased. To cope with that, advanced classification and calibration are called for. It is a challenge to construct a mechanism that captures as many as possible known observed details and conduct detailed analysis at run-time, while keeping within performance and costs constraints. It has to strike a cost-benefit balance and be neither over-cautious nor over-complacent.

Risk Profiling Solution Requirements

Scope of Service Request Risk

The eBCR risk modelling approach is request-centric, rather than the more common asset-centric. It requires establishing risk-policy rules for the delivery of each service request. Using enterprise internal information, the model allows the enterprise to recognize undesirable behavior, determine the appropriate mitigating action and service delivery option, and convey the results to the network providers (including the internal corporate network) to be enforced during the service delivery.

The eBCR approach considers usage pattern (profiles) that may be innocuous or harmful alike. It assesses requesters' behavior, rather than the customary monitored network events. The holistic approach that interprets the whole evidence, business as well as risk, is crucial for deciding whether to apply tolerance rather than restriction. For example, a bona fide user may become 'rogue' for a time, exploiting enterprise resources -so re-authentication will not help, but a gentle nudge of capping data may suffice. On the other hand, if discrepancies indicate that the device is used illegally by others, additional, tougher authentication procedures may be appropriate. This means that every request needs to be evaluated afresh, and many types of risks need to be anticipated.

The model covers circumstances ranging from high priority service request that needs assured quality, to aggressive attacks that require banning access. There are many potential risks, as indicated in (Kajko-Mattsson2009), but not all are relevant to service requests. There are also numerous responses in terms of delivery options, communication parameters, service access parameters, funding levels and so on. Hence, the main issue is to identify the prime risk, for which there is a prime action. Establishing behavior profiles is not an exact science, so this model has to deal with varying degrees of uncertainty, yet it must produce a clear decision for every request. To simplify the analysis, risks are grouped together in risk profiles that link types of behavior with types of actions. The precise action can then be determined according to the level of the scores.

Enforcing eBCR Policy

The eBCR model handles service requests for any IP based service types. These services are defined as communications-based functions which include both IP Voice and Data, excluding only legacy Voice. Devices access the network via corporate WLAN, MNO's network (3G/4G or Internet) or via hotspots. Service requests may be internal -with destinations on the enterprise network (Person-to-Person or Data applications), or external -with destinations on the internet or mobile networks. Thus, the policies for such service requests need to be enforced on both the enterprise internal networks and on the users' personal mobile carriers' network.

Enforcing service delivery policy on the internal network is managed via corporate IT network management tools. This will be enhanced, once the SDN (Software Defined Network) protocols are implemented, because SDN allows controlling router resources dynamically, per connection. Therefore, the eBCR model is a complementary solution for new SDN policy control.

A Solution Based on Profiling Behavior

In order to manage the full range of possible risks and associate them with policies, patterns of behavior are profiled. These profiles are linked to common policies that represent some inferences, noted by symptoms, and have some identified defenses, as described in Table XIV. To assess risks for each service request, situational aspects need to be observed, as well as environmental (space and time) and digital (network, media, destination type).

The model maintains Business Context Profiles (BCP) and Risk Context Profiles (RCP) that are computed separately. Both share the same key-factors (space, time, activity, destination etc.), but they have separate assertions for risks and business attributes. Risk profiles are tightly linked to assets that need to be protected, while business profiles are related to resources that need to be optimized, e.g. apps server performance or network congestion. The challenge for the eBCR model is to match numerous risk observations with the numerous potential actions, as in Figure 38. The proposed process entails determining asserted risks, which are scored and prioritized according to pre-defined profile templates. This enables ascertaining the prevailing profile with highest score, which points to particular vulnerable assets. The assets are associated with actions, e.g. two-step verification action is triggered in response to conflicting geo-locations, which are interpreted as identity theft under the 'Intrusive' profile, with credentials assets. The solution to many-to-many correlation is based on: i) Assets define risks according to their vulnerabilities ii)

Figure 38. Vulnerable Assets and Mitigating Actions

CHARACTERIZING RISK BEHAVIOR PROFILES

RP1 -Suspicious

RP2-Abusive

RP3 -Intrusive

RP4 -Exploitative

RP5 -Destructive

Risks are grouped in profiles, iii)

Profiles have associated groups of actions, iv)

Actions are related to the most affected assets.

Prioritizing Vulnerable Assets

The model accuracy hinges on definitive and discoverable linkage between risks, assets, and actions. The enterprise decides which risks need monitoring according to their perception of their most threatened, most valued assets.

-The impact of the risks is assessed according to a number of criteria:

-The potential damage to assets (lost confidential data, downtime of critical systems, poisoned data); -The impact (lost reputation, lost competitive edges); -The assets vulnerability (susceptibility to unauthorized access, level of confidentiality); -Other consequential damage (work disruption, loss of business).

A comprehensive list of risks and related vulnerable assets is available from ISMS (information security management system) guidelines, including ISO/IEC 27001.

In the eBCR model, the risks' characteristics and potential effects are captured by enterprise-specific weighting ratios. They are established for each type of risk profile in special weighting templates. These weights vary from one organization to another, according to their type of business, the nature of the workforce and the style of management, e.g. some organizations put greater emphasis on data confidentiality, and others on optimizing network usage. Hence, customizable risk prioritization that is managed by the business should be supported in this model.

Defining Mitigating Actions

To protect vulnerable assets, suitable mitigating actions are defined, ranging from denying service when a serious attack is perpetrated, to enhancing quality of service for essential business. Mitigating actions have various levels of intensity according to risk severity. Mitigating Actions are classified as: --Monitoring: stop/start, for different assets; -Remedial: offering alternatives or limiting potential damage; -Defensive: initiating stricter security measures, ceasing excessive or damaging activities; -Pre-emptive: preventing future threats by periodical banning and time-gapping.

Mitigating actions to particular threats vary in their intensity, from wait-and-see to complete takeover of devices remotely, wiping out enterprise credentials and banning access to enterprise applications.

Actions have strong association with vulnerable assets, but this relationship is not unique, i.e. there may be more actions for one asset or vice versa. For example, re-authentication may be initiated when spatial-temporal discrepancies have been spotted, e.g. implausible geo-location relative to the previous user's positioning (within a given time period), but a clear conflict should trigger more secure two-step verification. This means that a precise commensurate action is dependent on risk severity, i.e. the computed score.

Mitigating actions can also be used obliquely, as alternative options of service delivery, i.e. remedial actions rather than defensive. For example, abusive behavior can be met with reducing session priority or QoS, instead of denying access altogether, and expensive media choice, such as roaming interactive video, can be downgraded (by consent) to text messaging.

A more bold remedial action, for more severe threat, is deferring a non-business exploitative request to the personal MNO, so that the user, not the enterprise, incurs the cost. Remedial actions foster more responsible behavior by way of a gentle 'nudge', which may be enough in many cases.

6.4

Structuring the Risk Model

Risk and Business Attributes Classification

Risks are built from observations relating to the current service request, which are filtered to reveal meaningful situations and anomalies. The observed intensity is established by filtering tables and predefined fuzzy indices that convert subjective estimates to normalized numeric scales.

Risks are classified by key factors, in the same way as business attributes. The key-factors are descriptive: where (Spatial), when (Temporal), why (Activity), how (Integrity of data), during (Urgency), what (Destination), with (Network), and which way (Media).

The key factors and risks are organized in profiles, once they are prioritized. Hence, the observed data is processed for each profile template that contains the individual weights per risk and the class weights per key factor. RCPs (Risk Context Profiles) contain Risks that are associated with the same Key-Factors as the BCPs (Business Context Profiles), which contain Attributes. Risks may also be linked to particular Attributes, so the Risk is not 'active' if the Attribute is not 'True'. However, such conditions are not always present, and cannot be mandated by the context structure.

To select which profile best describes the context, a selection procedure of 'If-the-shoe-fits' is applied: Observed features are prioritized by elemental weighting rates and their key-factors' rates for each RCP and each BCP. Scores are aggregated for each profile type, as in Paper 7 and Paper 13, and the maximum score indicates which RCP and which BCP are the prevailing profiles.

Only a handful of profile types can be accommodated, in order to keep them well differentiated.

Increasing the number of profiles may unduly blur their characteristics, and produce inconclusive results.

Business Context and Risk Context Profiles

The eBCR determines behavior profiles that affect particular Vulnerable Assets, for which there are possible Mitigating Actions. The assets point to Sources of observations that detect threats to these assets. The sources have varying degrees of Credibility (see Paper 10) that, together with readings intensity, constitute their inherent ratings. When observations are made, the severity of the risk, the LoI (Level of Intensity), is estimated. Hence risks, like business attributes, are valued by sources' credibility and observed intensity.

The Risk Context Profiles (RCPs), as shown in Table XV, describe the type of behavior with some examples of associated policies.

Combining risk and business profiles output enables risk mitigation to take into account business policies as well as risk defenses. Although these profiles could be merged, the results are more accurate when separate profiles are computed, and their results are fused at the final stage. Separating risk and business profiles helps to retain as much knowledge as possible, while keeping profiles lighter and simpler. The Business Context Profiles (BCPs) capture the business circumstances from the enterprise point of view, as shown in Table XVI.

The profiles describe behavior that affects certain assets:

-The Destructive behavior may damage the assets if service request is granted, e.g. poisoning database, or overloading a server. -Suspicious behavior requires that further requests are monitored.

-The Intrusive profile indicates that an outsider is gaining access to internal systems.

-The Abusive profile denotes unwarranted heavy resource usage, especially of Internet based, noncorporate applications, but no lasting damage. -Exploitative profile is demonstrated by excessive usage of corporate resources that impacts on their performance.

The behavior patterns also imply consequential gravity level, e.g. the Suspicious Profile denotes lower potential impact than the Destructive profile. This is a different concept from the measured LoI (Level of Intensity) that determines the strength of the observation, e.g. big conflict or small discrepancy. Table XVII shows risk classification within context Key Factors.

Risks within their Key-Factors have group classification that allows for differential prioritization that is closer to the concept of 'Utility'. In the example, the classes include Disturbing, Disrupting, and Damaging classification levels. Business priority also needs further classification, so that better prioritization can be applied. Such business priority classes are suggested as: Priority Business, Businessas-Usual, and Not-Business. These utility values are estimated by the organization when building up the tailored profiles.

Table XVIII shows the mapping of business context attributes and key factors to the Business Priority classes. 

Linking Risk and Actions Directly with Business

Risk identification is based on user/device circumstances as well as the request details, which are captured by Attributes describing the 'business' state, e.g. at the office, during work-hours, via WLAN etc. Figure 39 shows examples of risks aligning in with Attributes and Key-Factors. The Risks are associated with the Attributes, but describe anomalies and discrepancies. Risk assertions are correlated to key-factors via the attributes, which link to vulnerable assets or procedures, enabling suitable protective actions to be selected. For example, a location that conflicts with attribute 'Office' is a risk that relates to 'Space' and spatial conflicts indicate threats to credentials. The Risk Profiles point to specific actions. Effective defensive actions address the particular threat level, not more and not less.

Figure 39. An Example of Risk Model

For example, the response to requested live video service with abusive pattern could be to offer a media swap that will reduce the level of resourcing.

A disproportionate action, e.g. denying service, should be avoided if, for example, excessive activity is explained by an essential Profile. Therefore, both business-status attributes and risk levels should be considered when selecting appropriate actions, so that bona fide users are not frustrated with frequent unfair rejections but at the same time corporate security is not compromised. 

Identifying Risks and Matching Actions

Communication Risks

Typical enterprise risks are categorized in many studies, as well as OSI standards (Sendi 2010). However, communication risks are a special branch, based on contextual anomalies occurring in a continuous stream of service requests. Risks can range from excessive usage of corporate resources to malicious attempts to inflict damage. These risks are discovered through comparisons with current request attributes, but also with recent history, revealing conflict with previous requests, e.g. geo-locations or temporal displacement (Jiang 2004). While some threats are mere suspicion, others are irreconcilable, e.g. home-broadband is incompatible with current location abroad. The degree between suspicion and imminent risk is conveyed via risk intensity.

To boost confidence, several sources can provide overlapping observations. While this enhances evidence trustiness, it can also induce conflict, when asserted attributes are disputed by alternative observations. Therefore, a universal method of dealing with discord and heterogeneous evidence is needed, which can be processed efficiently in real-time.

Timeline Behavior Patterns

Risk assertions are classified by a) profiled behavior and b) grade of impact. Profiling provides a perspective on the user's behavior in a timeline, so that pre-emptive actions can be taken based on current and previous requests, e.g. temporary ban or call-gapping of future granted requests.

Time gap analysis of elapsed time between requests reveals users' state of mind (Jakkula 2007).

Behavior may become more suspicious through repetition or illogical sequences, and unexplained changes of behavior can be indications of a stolen device or identity. Time gap analysis of arriving service requests is a guide to the user's state of mind. Gaps that are progressively shortened show some urgency or intent to intensify the attack. When intruders invade corporate systems, they are likely to fire up numerous service requests, which individually may appear normal, but together reveal an erratic or excessive pattern. Aggressive behavior with intensifying activities is a trend that needs immediate reaction. Overactive behavior with overlapping requests may indicate that a hacker is operating simultaneously with the bona-fide user.

Timeline is also important for managing sequential defensive and pre-emptive actions, e.g. wait-&-see periods or temporary ban periods. This requires definitions of 'time-slicing' that also determines what is 'quick succession' or 'overlapping', as noted in (Jakkula 2007). Figure 40 shows examples of categorized behavior by time analysis. 

Anomalies and Inconsistencies

Inconsistencies and anomalies are revealed when concurrent attributes report on conflicting status. Anomalies are also discovered though linear analysis of several activities, as in (Jakkula2007). For example, consecutive service requests may have implausible spatial-temporal attributes, e.g. positioning at two distant geo-locations. Discrepancies must also be considered in the light of users' status, e.g. 'onduty' users or emergency officers merit some leeway for extreme behavior (e.g. excessive logins).

By contrast, leavers on notice period will be handled with more suspicion than other users. By design, some features cannot occur concurrently, e.g. network attribute 'home broadband' is incompatible with spatial attribute of 'abroad'. Such inconsistencies could be errors, but more likely, they indicate intrusion or fraud. Hence, risks are found by, but not limited to, contradictory observations, implausible timeline, incompatible features (across factors), and conflicts with users' status.

Course of Action Selection

Course of action decisions must be indicated by the identified risks, as interpreted by the business status. Actions are associated with particular profiles and particular assets. For example, the 'Intrusive' profile is associated with stored credentials and authentication procedures and the applicable mitigating actions are initiating re-authentication, demanding further verifications, or wiping out the credentials, depending on risk severity.

If the risk profile type is 'Abusive', defensive actions focus on capping traffic volumes and durations. If the profile type is 'Destructive', the actions protect vulnerable assets from deliberate damage by banning access. However, the business profiles influence is significant, as shown in the examples in Figure 41: 'Swap-Access' to defend WLAN is not relevant for 'Home-Working', and 'Alert-Manager' is not relevant if the employee business profile is 'Abroad'.

Figure 41. Matching Actions with Business-Risk Profiles

Equally important is to avoid actions that are not necessary, or are disproportionate to the risk level. Actions provide effective defense only when they address the precise threat within the business context.

For example, business profile for Essential-job implies that the user is engaged in critical business matters, which may involve long duration session and costly usage of media, so actions such as disconnecting or barring access should be avoided.

6.6

The Computation Methods

Prioritization Weights

The eBCR model is based on the delicate balance of prioritization rates of a multi-layered structure. The enterprise also needs to amalgamate several experts' opinions. The normalization must account for different tendencies to use upper or lower part of the scale. The proposed method in (7) finds the new low (LO) and new high (HI) across all the computed Weights (W re ), per Experts, for all (w) members in the set. The new rate (NewW we ) is normalized between the absolute minimum and maximum across all experts, rather than between 0 and 1, assuming that there are no 'perfect' scores. This avoids too many zeros and ones values, and provides greater differentiation.

Hierarchical and Multi-Dimensional Prioritization

Profiles are differentiated by their customizable weights that characterize each profile type. For example, the Network key-factor has high priority weighting in the Intrusive profile, as does the Large-Data risk in the Exploitative profile. The classification hierarchy allows different prioritization weights to be applied in each layer, so the classification granularity has great influence on the scores. Weights are assigned by relative significance within each class, where the sum of the weights equals 1. An atomic element is ultimately affected by the weighting of its sub-class and key-factor, as in Figure 42.

While the normal prioritization associates risks to behavior patterns, there is also a requirement to associate risks with actions. This is achieved by multi-dimensional classification that allows introducing 'impact groups' as an independent 'virtual' layer of relationships across the whole set, as shown in Group 1 and Group 2.

The relative significance ratings are assigned to all atomic elements across the model, regardless of their hierarchical position, but they relate to the level of action for the risk. The 3rd dimension groups provide a different approach to allocating relative weights. This mechanism can also apply to the Business Model, with impact groups (Priority-Business/ Businessas-Usual /Not-Business) that equate to service delivery options (Raise Priority/ Lower Priority/ Deny-Defer). By conveying entirely different viewpoints, the prioritization of atomic members is enriched, and the profile scores become more distinctive.

Figure 42. Three-dimensional weighting model

Weights for impact groups formulate a third-dimension in the weighting matrix structure. This matrix has a non-linear effect on the aggregated weights, so that modifying them does not produce predictable results, making the model harder to manipulate towards particular results.

To compute three-dimensional weighting, each atomic (a ak ) element (either attribute or risk) is multiplied by its own weight, as well as its factor and group, as in (8).

The assigned weights for Key-Factor KF are in WKF with scalar members -wkf k , weights for Group G are in vector WG with wg g members, and atomics weights wa a are in vector WA. The xth Context Profile (CP x ) with k' factors, g' Groups and a' atomic members, is then computed using SAW (Simple Additive Weighting), and the highest scoring profile is selected.

Aggregation of Impact Groups

The prevailing context profiles enable correlating risk and business behavior and point to a group of actions. To ascertain the precise action, each of the impact groups that link to specific mitigating actions is examined. This requires more precise weighting, so instead of applying a single group rate to all the members of the group, the members are ranked within the impact group and weighted individually. This allows for actions to be relatively weighted within the group, which enhances the differentiation between actions. To distinguish the score further, a proportional corroborative aggregation of scores within the impact groups is performed.

The eBCR uses the new Cedar method (Paper 12) for this purpose. Cedar augments the 'prime' risk score by the proportional values of other supportive risks, ordered by rank. The impact of lesser risks is gradually diminished, due to an iterative coefficient (the residual after subtracting all previous contributions). As shown in (9), risks (R r ) are sorted in descending order, so that R 1 is the prime. They are weighted by individual group rate (wg rga ) as well as atomic, sub-class and factor weights. The augmented groups (GR gx ) are compared to establish the prevailing group of actions for the request.
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Closely Linked Attribute-Risks

Figure 43 shows the calculation of two scenarios with closely linked attribute-risks. Each risk is computed by impact weight of the risk within its attribute group, then the attribute impact within the Key-Factor, and the Key-Factor within the Profile.

Figure 43. Risk Scenario 2 & 3 Calculation, Comparing Aggregation Methods

Risk Thresholds and Tolerance Bands

To distinguish between actions, scores are segmented into Tolerance Bands. Some companies use stricter resourcing control, but others apply more lenient rules. To decide on thresholds that mark these tolerance bands, initial equal bands can be defined. Subsequently the historical database of processed requests provides more accurate basis for segmentation. In Figure 44, the modelled dataset is shown. The segmentation is based on the trend-line that discards top and bottom outliers, which may be abnormal scores. The number of bands is designed to fit the classification of actions: no action, monitoring, remedial, defensive and pre-emptive categories.

Figure 44. Tolerance Bands and Threshold adjustments

Selecting Mitigating Actions

Having established profile types and prevailing impact group, the appropriate actions can be selected. The intersection of business and risk identifies the associated assets, each with actions according to the tolerance band. In the example in Figure 45, the business profile is 'Local Travel' and the risk profile is 'Exploitative', with impact group 'Remedial'.

Figure 45. Mitigating Action Selection Matrix

The intersection of Local-Travel and Exploitative has three assets: 3G/4G budget, media server resources (for video delivery) and corporate server resources (as 'exploitative' involves corporate apps). At the detected tolerance band of 0.65, the 3G/4G is 'Not-fundable', but QoS is also reduced to alleviate pressure on the media server, and the apps server can apply gapping, if it is feasible.

Chapter 6 Concluding Remarks

Users expect BYOD terminals to be available for personal services, unencumbered by corporate rules and restrictions, but enterprises still have to defend their assets. Hence, mitigating responses should be triggered in proportion to both risk and business status. This is achieved by the proposed enterprise Business Context and Risk (eBCR) model, which profiles behavior and selects the appropriate course of action. The eBCR concept is to fuse business context scoring and risk context scoring, in order to consider both aspects, while allowing the enterprise to choose how service requests are prioritized. The approach is request-centric, not asset-centric, and is based on behavior and circumstances, not just users' roles and privileges.

The risk model applies multi-dimensional as well as hierarchical prioritization, to provide fine tuning of prioritization. Scores are augmented via novel proportional corroborative aggregation that produces distinctive scores for the prime members in each class. The profiles are associated with appropriate mitigating actions, and the precise action is determined according to adjustable 'tolerance' score bands.

The eBCR model can manage a wide range of threat types that are prevalent in the corporate environment. It is based on fresh observations per service request, using internal enterprise sources which do not rely on statistics, thus allow for unpredictable behavior to be detected and for observations uncertainty to be accommodated.

In developing the risk modelling methods and combining risks with business features, issues regarding to the mechanisms of modelling have surfaced. The way observations are classified, the means of prioritizing them and linking them all contribute to the results. Thus, the next chapter deals with classification issues of context models, such as the eBCR.

Section C: Modelling 7. Classification

About Chapter 7

This chapter addresses issues that have risen while modelling the context profiles. In particular, the classification modes and the types of classes are analyzed. The model structure is driven by the functions (Funding, Resourcing, Prioritizing), that define suppositions, assertions, and inference tables as an overlay structure over key-factor classes, attributes and sources. 

High Level Factor Classification

Where evaluating context is complex, there is a need for guidance in selecting attributes and sources and choosing their classification and procedures. The key factors, from which context characteristics are ascertained, are broadly described in general classes (Environment -physical, Digital -request information, and Circumstance -situational aspects). While environmental and digital aspects are commonplace in such models, the circumstance aspects are less obvious and harder to establish, yet they may determine the outcome.

Classification of attributes within classes determines how context is computed and how elements are aggregated. When the classification is changed -the derived context results will be different. Hence, examination of classification guideline and techniques can help designing better models. Model design must consider many aspects: atomization, classification, attribute association, credibility calibration, modes of corroboration and more. Models are often portrayed as if they have common procedures and uniform algorithms, but in reality, multiple methods are required, which are affected by the classification.

Design influences the selection of data sources too, so that assertions are adequately supported. Too many sources raise the cost of maintaining reliable input, but too few sources risks missing out on important observations. The classification choice also influences processing: too many classes produce complex output, but too few may gloss over important aspects. Element granularity should be balanced, where flat structures are simpler but lack accuracy, while deeply hierarchical ones are well defined but perplexing to manage.

Function-Led Design

Suppositions and Assertions

Models are conceived with a particular function in mind, which results in specific decisions. For example, determining if the service request is for business or leisure in order to grade business priority; or to establish what level of resource usage should be granted; or to detect and grade a level of risk that merits a defensive action. Such functions must influence the model design at all levels. To support the overall function, the classification structure of key-factors (classes) and attributes (elements) must convey the logical function-based construct that defines 'suppositions' and 'assertions'.

An attribute feature is 'asserted' when an observation is matched with filtering tables or qualifying data. By linking corresponding suppositions, assertions and qualifiers, a function-specific logic is achieved. The choice of suppositions is closely related to the function, e.g. to determine business priority, positioning of the requesting devices are inferred as business locations or not. Choosing assertions depends on what should be tracked and prioritized by the function. While good coverage is important, excessive coverage leads to overlapping and dependencies, so the right balance has to be struck. Observations should provide sufficient coverage of any aspect that can support or conflict with the attribute. In Table XX, examples of suppositions and assertions are shown. Observations are gathered in real-time from pre-allocated sources and qualifiers. The observations 'feed' a layer of attributes that support the function-driven assertions. Attributes are classified by the main aspects, the key factors, that support particular suppositions. This provides a layered structure of sources, attributes and key-factors that is overlaid by qualifiers (inferences), assertions (claims) and suppositions (deductions), as in Figure 46. 

Sources and Qualifiers

Finding the right sources that can bring important insights is vital for precise and conclusive decisions.

To minimize costs, only necessary sources should be used. On the other hand, adequate alternative backups must be made available for continuous operation. In addition to data sources that discover basic facts (the 'instigators'), e.g. GPS or apps login, the qualifiers (e.g. tagged locations) are required to impute meanings. Function-specific qualifiers can infer different meaning for the same source data, e.g. interpreting the request timing as busy hour request (for optimal resourcing) compared with business hours (for business priority).

Classification by Input

Classification can be made by the type of source input. Among the various generic classes that appear in studied communication modelling, the most often listed are spatial, temporal and destination-based aspects. Aspects such as the requested media and the type of access network are less common and situational or behavioral aspects are only chosen in relation to the applications.

-Environmental factors include spatial and temporal aspects of where and when a service is requested -the physical features of the requesting device -Digital key-factors are derived from the request details, such as destination, network access type and media type, which define what and how the session is to be delivered -requisites of the request -Circumstance key-factors represent the user's situation and behavior, which define why the service is requested. They are inferred from associated activities, urgency indications and integrity risks, with information drawn obliquely from observations of current as well as recent history. Hence, circumstance key-factors are harder to establish and contain more design issues, such as discord and primacy, but they provide valuable insights for behavioral context models.

Classification by Consequences

Classification can be based on the consequences of the output, e.g. 'High Impact' or 'Low-Impact', and 'Time-Critical' or 'Essential-Activity'. Examples of consequence-based classification have been given in Chapter 6: for Risk: Disturbing, Disruptive, Damaging; and for Business status: Priority-Business, Business-as-Usual, Not-Business.

Aggregation Modelling Operators

Attribute Classification

Each of the eBCR Model Factors has a particular mechanism of processing Attribute values. Figure 47 illustrates a variety of attribute relationships classified by Factor Types. These methods depend on the factor and the type of its components. (ordered/ sequential), Dependent Associative (nested), Commutive (contributory) or Singular (only one function). They can be organized in a functional tree structured. In applying these methods to the eBCR Model, it was noted that complex Factors require more than one method. Applying overarching models can add complexity, not clarity, as is mooted by (Bettini 2008). In their proposed solution, the semantic associates the mathematic operator indicator with the attributes when they are created. However, this arrangement no longer works when attribute features are added later, and all the assigned operators need to be updated. This happens especially when nested Or/And are freshly formed by the change.

Hence, classes (of 'factors') are characterized by their type of aggregation. The method of computing the class value from the set of attribute values depends on the Factor Type.

Methods of Computing Attributes for Factors

Factor Type 1: Ftmax, contains independent attributes that are mutually exclusive for the Factor. The elements are 'disjunctive' and have no relationship between them. This type is used for the Spatial, Network and Media Factors. Attributes are selected by the highest value, as in (10).

Factor Type 2: Ftordinal contains dependent, ordinal attributes that are sorted in the processing precedence order (not necessarily by size), where the next attribute A i is contemplated only after the processing of function B i-1 for the previous element returns state=0. The Temporal Factor is processed this way. See (11).

Factor Type 3: FtmeanW is the average of all attributes, after they have been weighted. Alternatively in FtmeanW', the average of corroborative attributes is added to the full score of the prime attribute. This is an option for the associated Activities Factor, as in (12).

Factor Type 4: Ftaggregate is applied to ranked contributory components that are ordered by their values and are associated with a weighting vector that is equal to their rank (1,2,3…). This is an OWA-like aggregation type. This is another option for the Associated Activity Factor), as in (13):
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Factor Type 5: FtcombiMax is an example of nested functions, with a function of MAX. Members of a disjunctive set contain sub-classes of disjunctive attributes. The result of the subclass is evaluated with the higher class, as in ( 14). The destination Factor works this way, with two sets of sub-classes -Voice and Web destinations.

Factor Type 6: FtcombiOrd is a combination of nested attributes where the subclass B of disjunctive elements is determined first, and the results plus the rest of the higher order class (A) are treated as conjunctive members with cumulative impact in order of precedence. The Urgency Factor is processed this way. See (15).

Transformation

Transformation of values is required throughout the model and different methods are required at different points. Several transformation types are required:

-Retain parity between binary (0/1) and graded scales; -Normalize relative values with no measuring units; -Adjust non-existent items impact, unlike zero values; -Ensure wide distribution to increase differentiation.

Components may or may not be relevant to a particular class or group, but parity should be maintained with other classes that have more relevant fields or fewer fields. Non-existent parameters cannot be taken as zero values, because this lowers the overall average unfairly, so normalization is required to distinguish empty fields from zero values.

The model relies on comparative rates, and measuring units should be eliminated when the amounts are transformed into a relative scale. For example, in evaluating Intensity, different temporal and spatial units apply to different assertions, e.g. days for holiday but minutes for lunch-break, so normalization of units is called for. Additionally, binary attributes with no Intensity must retain parity with Intensity grades that can never reach zero or 1, but are always in between. Thus, binary status should fit a reduced scale, within the range of min/max for the key factor (see Chapter 8, on "Transforming and Scaling Observation Intensity").

Conclusive profiling verdicts greatly depend on well-distributed scores. There should be a good spread of rates, rather than allow them to cluster. Re-distribution must be performed while retaining proportionality, to avoid distortions. Methods of min/max normalization preserve the relationships, but 'stretch' the scale to new limits. Graded values should be proportionally spread between L=Low/H=High. Re-scaling may be performed on all attributes in the factor, or even in the request, where the desired scale is the min/max across all the classes in the scenario. 
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A more elaborate method that avoids duplicates is the Quantile normalization. It is performed on a matrix of parameters (note a single array), e.g. LoI for all the assertions in an attribute. It ranks the columns and averages the rows, and then it re-arranges the rows averages by the column ranking.

Granularity of Classification

Hierarchy

Granularity level is a design issues for any model. A flat hierarchy with a handful of key-factors is easier to manage, but involves more complex elements. It is possible to increase granularity by creating an attributes for each level of 'strength', so that they are all binary (true/false). However, where there is high uncertainty, it will increase attribute numbers dramatically. Although it is desirable to build independent elements that are designed as atomic structures (Kahya-Özyirmidokuz 2012), excessive splitting of members makes it "impossible to see the wood for the trees".

The bottom-up approach in (Barros 2011) is preferable, relating attribute identity to their data sources. This approach is preferable, not only for avoiding excessively fragmented structures, but also because it forges strong links between the source data and the assertions. A top-down method is still required for classifying the main aspects, the 'key-factors', that need to be closely associated with the model's function and suppositions.

The same granularity arguments also govern the selection of classes. Management of deep hierarchies is complex, but incorporating too many different attributes in one class hides some important features.

One sure test for the necessity of a class is the need for individual prioritization. Defining key-factors suppositions helps to distinguish between the classes and confirm the contents that should be in separate key-factors.

Intensity and Credibility

Observations may be designed as binary elements, with true/false states, or as elements with a range of possible values -i.e. Level of Intensity (LoI), which is observed or estimated for each service request.

Examples of intensity indices include spatial proximity to tagged locations and temporal proximity of recent activities, when the impact of past activities fades with the passage of time. This concept is not the same as the strength of the belief that the attribute assertion is proven. Hence, it is important to distinguish between plausibility, as defined in the Dempster Shafer Theory [START_REF] Lei | Aggregating User Rating and Service Context for WSN Service Ranking[END_REF], and attribute Intensity.

An observation (OB b ) becomes active when the information from the data source is matched by a Qualifier (Q xy ), with x lists and y items each, and its status become active. Binary attributes have LoI b =1 when active, and LoI b =0 when they are not. Depending on the type of observations and whether Intensity can be measured, the Level of Intensity (LoI b ) is gauged, converting measurements to a numeric scale.

Fuzzification of both subjective estimates and instrumental measurements provides a uniform unit-less numeric index. One observation usually requires more than one data source, and the sources can have impact weights (Sw s ), to distinguish instigators from qualifiers. With the credibility approach, the combined credibility of all contributing sources and qualifiers constitutes the observation's inherent value. The final observation score is the product of the observed Level of Intensity and the aggregated Source Credibility Scred b , as in ( 16).

Credibility for a data source is calculated from estimated properties, such as reliability, precision, accuracy and data integrity, as described in Chapter 8. The aggregation of source credibility is using SAW (Simple Weighted Aggregation), (Bettini 2008), which allows weighting of different sources. Qualifiers' credibility is also added, but its impact is deemed lower than the instigating data sources that discover new facts.

Nested Sub-classes -the Urgency Class

The granularity of classification sometimes dictates that a sub-class is inserted, despite the general aim to keep the hierarchy as flat as possible. Sub-classification is justified by the need to apply different aggregation method or by different business policies, as in the Urgency Key-Factor (UKF) in Figure 48.

This example demonstrates a case where the class aggregation is cumulative, because the key-factor supposition is built by the corroboration of multiple signs of urgency (e.g. emergency events or alarms) that increases the state of urgency.

One such signs is the destination, when the request is destined to an emergency service, on-duty officer or a critical application. Only one destination can be valid per service request, so an operation that selects a single destination is performed in a separate sub-class, and the result of that is then aggregated as any other member of the Urgency attribute set. The destination (UD d ) is selected in the sub-class as the maximum value and is considered as another contributory Urgency Attributes (UA i ). The cumulative operation needs an aggregation procedure that corroborates the key-factor's supposition that the request is urgent. Such corroboration needs to identify the main attributes (largest inherent value), and augment it with the supporting members' values as in ( 17). This procedure utilizes the author's new algorithm (Cedar) that is described in Chapter 9. Cedar (Corroborative Evidential Diminishing Aggregation Rating) is a corroborative aggregation that increments the largest member in the set (the 'prime') by lesser values, in the proportion of their inherent values.

The proportionality is achieved through a coefficient -the 'residual interval', i.e. the remaining interval to the top limit of the scale, after taking out all previous contributions. The residual is = (1-previous), but since 'previous' also contains its previous, this function is iterative. The residual is reduced with each step in the proportions of the increment, so the impact of lower members is gradually diminishing.

Source-based Sub-Classes -the Destination Class

It may be useful to define a sub-class of attributes according to the type of sources, in order to streamline processing and minimize the number of sources that need to be accessed. This is demonstrated by the Destination Key-Factor (DKF), in Figure 49. Recursive function
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P2P and web URL destinations can be arranged in separate sub-classes, where only one sub-class is processed per request, e.g. if P2P is detected, it is qualified by the corporate telephone directory, and Deep Packet Inspection that is necessary for web destinations is not required. There is no sense in splitting the key-factor into two, because there can only be one destination per service request.

The DKF is also an example of a class with attributes that are mutually exclusive (xor) as well as mandatory -i.e. at least one, and only one valid attribute must always exist, so DKF can never be zero. This example also shows that the same information (the destination) can be interpreted in two different classes, with different inferences, e.g. 'Internal P2P' in the Destination class may also be inferred as 'Duty Officer' in the Urgency class.

Primacy and Precedence Processing

Precedence and Ranking

Key factors, such as Associated-Activities, Integrity or Urgency, which rely on cumulative effects, also need to be ranked where the higher rated members in the set have greater effect, lesser members' impact is and minimized. Most common is the family of OWA (Ordinal Weighted Averaging) techniques, as discussed in (Yager 1999)], (Yager 1900), (Ahn 2007). OWA computes the score for a Key-Factor (KF k ) from its members attributes (A a ), which are sorted, as shown in ( 18).

OWA ranking provide the desirable effect of gradually diminishing the impact of lesser contributors, but the ranking coefficients are the ranking numbers which are not proportional to the contributions of each of the members. The OWA algorithms do not guarantee a range of 0-1, so further normalization is required. OWA is also inadequate in handling conflicting negative attributes. OWA results for just two members are erratic due to the ranking-based coefficient. In Table XXI, comparison of bi-aggregation (two-members) is given, showing the results of using SAW, OWA and WPM (Weighted Product Model) methods (Savitha 2011), and comparing them with Cedar. 

∑

In example 2, when aggregating a negative contributor Att2, OWA raises the score of Att1 instead of reducing it. In example 3, OWA doubles the score unreasonably with a very small contribution. In all the examples WPM and Averaging do not augment the first attribute (the prime), but actually reduce the score, even when there are no negative contributions. SAW aggregates scores linearly, causing the score to shrink almost to nothing in example 2. Hence, none of these methods demonstrate proportional corroboration, while Cedar produces the desired effects, incrementing and decrementing the scores reliably, in the proportions of the contribution.

Primacy -the Spatial Class

The Spatial Key Factor (SKF) is an example of a class that requires determining a prime attribute (the highest scoring attribute). It is essential to establish an unambiguous spatial prime for clear decisions, e.g. 'Office' for on-site working policies, which may be different for 'Home' policies or 'Roaming' policies. Spatial attributes can play any role: Prime, Concordant or Discordant, so they are 'role-swapping'. They are not assigned as negative or positive by fixed design.

Figure 50 shows the procedure that defines the prime, matching positioning readings with the qualifying tables (Q xy ). According to this decision, concordant attributes become positive values and discordant attributes are set as negative values. Discordant values decrease the prime's score, down to even near-zero, but one attribute must still be determined as the prime, because indecision is not acceptable.

Figure 50. Spatial Key-Factor

To aggregate spatial Attributes (SA) a variant of Cedar is shown. This is a combination of Cedar biaggregation with averaging. In aCedar (average Cedar), all contributions except the prime are averaged, both positive and negative, in a single process, as shown in ( 19). The final value is always positive, because the prime is always greater than the average of lesser attributes.

Sequential Logic -the Temporal Class

In rating-based aggregation, precedence determines the level of impact that is given to the prime and the succeeding members. Precedence order also determines which attributes are eliminated, where the logic tests attributes in a sequence of conditions. Temporal attribute processing involves a series of conditions, e.g. if the user is on 'holiday' then exit, because all other options are irrelevant. Therefore, time interpretation options are eliminated sequentially, and the outcome depends on the order of precedence, as shown in Figure 51.

Figure 51. Temporal Precedence of Conditions

Different sequences of processing may be needed for different temporal suppositions. For example, the precedence order for the resource optimization function requires that 'busy hour' is eliminated before 'normal working hours'. Only one Temporal Attribute (TA a ) can be selected for the Temporal Key-Factor (TKF), and there is no logical corroboration between attributes, as in ( 20). The design of the key factor determines whether a zero-value score is treated as neutral result (no policy attached), or it has an associated action by default.
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Dealing with Exceptions -the Media Type Class

The precedence order may be activated for one member, before aggregating the rest, where factor aggregation is uniform, except for one exception. This is demonstrated by the Media Key-Factor (MKF) in Figure 52. Corporate rules may impose restrictions on video while roaming or long sessions during busy-hour. However, a 'Special Needs' attribute (e.g. audio-visual interface for disabled users) can be treated as an overriding exception, while the rest of the attributes are a homogeneous group. Exceptions are regarded as precedence-based conditions. A mandatory single media type is determined in a mutually exclusive process. 

Corroboration and Correlation

Corroborative Attributes -Associated Activity

Cumulative aggregation does not necessarily need to have a prime, but in models that attach particular significance to the prevailing attribute, the aggregation is corroborative. The Associated-Activity Key-Factor (AAKF) draws observations from application servers' logins, and the evidence is cumulative, as shown in Figure 53.

The business supposition is strengthened by multiple logins to business apps. If there are no current or recent activities within the proximity limits, the AAKF value is zero, which is a neutral result. While
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digital classes (Destination, Network, and Media) mandate a non-zero result, the AAKF does not regard a zero factor score as an error.

In the case of business priority function, non-business activities contradict the key-factor's supposition. These attributes are discordant by design, in contrast with spatial assertions that conflict with each other and can swap roles. Hence, the AAKF discordant assertions are deemed as 'designated', i.e. fixed for the key-factor supposition. 

Correlation -the Network Access Key-Factor

The digital classes (Network, Destination and Media type) are characterized by assertions that are strictly non-cumulative. Assertions support the suppositions -or they are not valid, i.e. discordance is not possible. There must always be one, and only one, true-status for Network-type, Destination-type and a Media-type attributes. However, some corroboration can come from inter-class correlation: an attribute in one class may confirm or conflict with another, in a different class.

Cross-factor support is not a straightforward corroboration, because it involves support for different suppositions, but such correlation assists in achieving model resilience and in anomalies detection for the Risk Model. If a digital class assertion is disputed by a credible cross-factor attribute, this will cause the request to be rejected with a serious error condition.

Confirmation, on the other hand, should boost the key-factor score total via corroborative aggregation.

Figure 54 shows the Network Access Key-Factor (NAKF) with an example of cross-factor correlating logic, linking to Spatial Key-Factor. In finding such correlations across key-factors, many dependencies between attributes are revealed.

A design policy should aim to limit dependencies, but not to eliminate them at the expense of overlooking important 'clues'. Correlation boosting is not necessarily symmetrical, and often only one of the involved factors is incremented. For example, the spatial assertion 'Abroad' via GPS tagging is boosted by a 'Roaming' network attribute, but the correlation is not true in reverse. Similarly, correlation between 'Home' location and 'Home-Broadband' network is also asymmetric. 

Discordance and Uncertainty

Uncertainty and Conflict

Uncertainty is high on the agenda of papers dealing with context, especially behavioral models. Context semantics allow for an accuracy characteristic (Robinson 2007) to be recorded, but there are no indications of how to compute it or how to integrate it with the attribute scores. As mentioned above, the author has proposed in Paper 10 a procedure to build up credibility rates from the properties of sources and integrate it in the observations' 'inherent' value. This way, uncertainty is integrated in the context members' evaluation.

The Dempster-Shafer Theory (DST) of 'Belief Function' tackles uncertainty of evidence conceptually, but their combination rule fails to account for conflict. In (Florea 2009), uncertainty is managed via measuring sensors' dissimilarity using DST, thus measuring only 'pure' discord. DST distinguishes plausibility (1-Belief) from probability, and allows for unassigned 'mass', which is neither discordant nor concordant, to be added to plausibility. However, it is debatable whether such 'ignorance' mass should be accrued to plausibility, and not to conflicting 'disbelief'. The Dempster Rule of Combination (Pearl 1990) assigns discordant 'beliefs' to separate sets, but they are discarded instead of aggregated as negative amount. Therefore, conflict is not incorporated in the score.

Negativity

Since behavioral context must handle conflict, aggregating attributes must cope with negativity.

Negative assertions must actually decrement the scores, to reflect the raised doubt in the prime evidence. Like DST, other methods [START_REF] Lei | Aggregating User Rating and Service Context for WSN Service Ranking[END_REF]) also segregate negative from positive attributes, where the values are normalized by relating them to min/max in each group, as in ( 21).

Since this algorithm cancels out the negative sign, it yields a positive number that is less than the absolute sum total, but more than a simple subtraction. However, if the negative set {A j } is empty, the amount without conflict is lower than that with conflict, which is counter-intuitive. A corroborative method ensures that the prime is always augmented by concordant corroboration, and is only decreased with discordant contributions, as accomplished with Cedar. Handling negative assertions raises several design issues. In particular, the Cedar proportional coefficient (the residual) must continue to diminish, despite negative contributions.

In ( 22), mixed positive and negative attributes are aggregated with AverageCedar (aCedar), allowing assertions to decrement or increment the total. The residual interval is an absolute coefficient, so that the diminishing effect remains consistent. In Cedar, the prime, by definition, is positive, and is gradually decremented by negative assertions in proportion to their size. With an absolute residual, these negative contributions get smaller, so the largest negative amounts receive the lowest coefficient.

Discordant Suppositions -the Integrity Class

Managing discordance affects model design as well as algorithms. Signed scores require particular attention in aggregation and normalization, and in interpreting results, which must attach meaning to possible negative output. Discordance may arise in a variety of ways:

-A designated assertion is designed as discordant if the assertion always disagrees with the class supposition, as the 'non-business activities' in AAKF, -Undesignated observations become discordant because they disagree with the selected prime, so they swaps roles from concordant to discordant members, as in SKF, ( 22)
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-Negative assertions appear when bi-polar observations, as in the Integrity Key-Factor (IKF) return negative values, thus reversing the assertion orientation, e.g. 'habitual' becomes 'nonhabitual' due to intensity scale.

Assertions turn negative at different processing points:

(a) Fixed negativity is 'hard-wired' for designated discordant attributes, (b) Negativity is dynamically assigned to role-swapping attributes when the prime is ascertained, (c) Bi-polar assertions become negative when the Intensity is assessed, (d) When the whole set of assertions is discordant, the key-factor itself is a negative component, e.g. the IKF is regarded as Integrity=(1-Risk).

The Integrity Key Factor structure is shown in Figure 55.

Figure 55. Integrity Key-Factor

If the IKF is expressed as a series of bi-polar attributes, i.e. mixed positive and negative attributes, it could produce an overall negative key-factor. Unlike SKF, the prime itself can be negative, if it contradicts the key-factor supposition. In this case, the negative prime should be the minimum value, rather than the customary maximum. This enables the 'worst' attribute to be prioritized, so that policies are applied to the real concern -the weakness in the integrity, as shown in ( 23). If the concordant values do not offset the discordant values, a negative factor is returned, which will reduce the profile's overall score. This is still a valid result, as long as the score decrements are proportional to other keyfactors values. Hence, cross-class parity and consistency should be maintained.
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Key Factor Classification Characteristics

Table XXII summarizes the features described above per key-factor. It shows the required mode of processing per key-factor (by rank, corroboration, sequential logic etc.). The intensity indexing can be spatial or temporal, for some or all members, but certain attributes have specific intensity scales, e.g. data confidentiality scale for Integrity risks. The table shows which classes must have a prime attribute selected, and what type of discordance (designated, role-swapping, or bi-polar) is appropriate. Other features include mandatory /default and tolerance of non-values. It is evident that some features are common within their class grouping (environmental, situational, digital), yet their procedures are still different. This shows that there is no one-size-fits-all and that the model design has to accommodate individual requirements of different components.

Chapter 7 Concluding Remarks

In this study, design issues are shown to have considerable impact on context model methodology and aggregation techniques. The design affects the choice of algorithms and procedures, and significantly impacts accuracy of decisions. Aspects such as atomization granularity, hierarchy, weighting techniques, parity between classes, aggregation modes, uncertainty and discordance, all have profound consequences in terms of the ability to produce unambiguous, conclusive verdicts. A good model design strikes a balance of granularity and simplification, to optimize processing but achieve definitive decisions. Classification is often based on mathematical operators, but can be made according to sources and applied prioritization. Issues, such as primacy of one attribute within a class, negativity handling, uncertainty and correlation of items, all influence the modelling outcome and the established aggregated score.

The proposal to use the Credibility approach, in preference to the statistical probability-based approach, is described in the next chapter. The innovative approach of using Credibility metrics, instead of probabilities, in modelling context is described in this chapter. Credibility of source information, which is gathered from a range of data sources that have varying degrees of trustiness, should be incorporated in the evaluation. The components of the Credibility can be assessed individually by enterprise staff for properties such as high-availability, freshness, tamper-proof data entry etc. Then, the inherent values of attributes are computed from the assessed credibility rates of all the contributing sources and qualifiers.

The effect of the credibility approach is examined through the aggregation of observations, attributes, key-factors and profiles. Alternative modelling methods are computed and compared, including Dempster Shafer Theory combination rule, Entropy and Bayes probability modelling.

The efficiency of the model components is tested, to show their impact on score accuracy, ambiguity, equal-scoring and blurring.

This chapter is based on Paper 10 "Rating Credibility of Sources for Profiling Risk and Business Context of Service Requests".

Credibility Concepts

Context Credibility

Behavioral context that is used for deterministic decisions must carry a high level of confidence that the verdict is accurate enough to act upon it. Establishing users' context at the point of requesting a service is highly desirable for increasing number of functions, such as establishing business priority, selective funding, optimizing access choice and more.

This type of context analysis derives information not only from the request's details, but also from users' situation and behavior. The context model hinges on situational aspects such as 'Integrity' and 'Urgency'. Attributes are determined by indirect information and inference procedures that involve a high level of uncertainty. Therefore, as much information as can be gathered should be utilized to assemble context details and enhance the decision reliability.

Modelling Techniques and Their Constraints

Members in a criteria set have three identifying properties: their identity that describes their particular feature; their derived dimension, i.e. the inherent value, which should include the credibility rate; and the assigned prioritization weight. How these properties are used, and how dimensions are derived vary between modelling approaches:

1. Evidential DoC (Degree of Corroboration): this theory, as established by K. Popper, formulates relationship of evidence and background probabilities with hypotheses and provides an algorithm that computes the DoC for each alternative. It accepts that the hypothesis can be 'falsified'.

2. 'Voting' or 'Points Systems': this is a popular group of methods of gathering opinions or 'votes', using outranking methods, e.g. AHP and WPM, and other MCDM methods.

3. Probability Classifiers: these methods, typically the popular Bayes classifiers, compute probabilities based on previous archived occurrences, statistical surveys, or on generated datasets with estimated results.

4. Dempster Shafer Theory (DST) of Belief: This theory determines a particular 'mass' (= inherent value), which is aggregated as a power set to form the value of the belief function. The Dempster combination rule segregates conflicting evidence in a separate set, used in the denominator.
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. Credibility of Sources:-this paper's proposed method uses the trustiness of the contributing sources, together with the observed Level of Intensity (LoI) as inherent attributes' values, which are proportionally aggregated, to augment or decrement the prime attribute in each class.

These approaches have varying constraints on sources, attributes and datasets, as in Table XXIII. The Credibility approach carries the least constraints, though it is still only suitable for models with known sources.

Definition of Credibility

Credibility components include Confidence, Accuracy and Precision (CAP), which are terms that are often confused. An observation that is precise is not necessarily accurate-stating that there are 58 red sweets in the jar is precise, but perhaps not accurate, and without counting the sweets, the confidence in the estimate is low.

Credibility conceptsare defined in the International Vocabulary of Metrology (JCGM 200 2008), stating that "measurement 'accuracy' should not be used for measurement 'trueness'" and "measurement 'precision' should not be used for measurement 'accuracy'".

Confidence (evidential reliability) is defined in (JCGM 200 2008) as the "coverage probability", i.e. the likelihood that a data item is contained within a specified interval. Confidence is "close agreement between measured quantity value and a true quantity value", which is theoretically replicated by infinite number of tests. Confidence that a data item is within the 'coverage-range' is interpreted as the combined effect of reliability, availability, manageability, efficiency of data retrieval and the level of data changeability of the sources.

Accuracy (correctness and data integrity) is defined in (JCGM 200 2008) as "closeness to a true or an expected value". Accuracy is often considered as correctness (positive/negative true/false status), but such determination is not available for service requests. Therefore, accuracy is derived from estimated 

Probabilities or Metrics

The plausibility of evidence is assessed by either metric means or probabilistic predictions. Metric observations are credible because they are produced by automatic metering scale, or by sensors and instruments that have known calibration rate (sensitivity /resolution, inclusion-range, error rate). Metric credibility can be quoted from instruments manufacturer's specifications, such as sensitivity or failure rates of sensors. However, context information is not directly 'sensed', but is inferred from hints and indirect information, often collating several sources in one observation. This means that gauging credibility should consider the whole process of extracting information is essential.

Probabilistic models rely on a body of a priori statistical data, previously observed, where credibility is enhanced by the mass of previous observations. Unfortunately there are no statistical datasets about service requests and none can be obtained. Where there is no mechanism of establishing proven prior probabilities, the common practice is to produce training data that contains cases with known results. The prior probabilities are computed from the training data as a starting point, and are modified with each processed request.

While creating such estimated datasets for a small number of variables is feasible, this is not the case for the much larger numbers of attributes, as needed for evaluating behavioral context. In order to provide reliable probabilities based on occurrence rate, several records must be generated for each permutation of attributes. This means that the probabilities models will need massive dataset in order to assess models with 25 or 50 attributes.

Additionally, Bayes models require independent attributes, which is impossible to achieve for context models, with clues and supplemental evidence. Although Bayes classifiers perform extraordinarily well with a small set of independent variables and a modest size of dataset, they cannot provide adequate results in more complex cases, such as business context modelling or risk modelling.

The Stanford University's developers of the MYCIN medical diagnosis system (Heckerman 1992) reject using Bayes probabilities, arguing that it would require an "unfeasibly large number of proven cases" to represent all eventualities, while "the assumption of independence is unrealistic". Hence a new approach is sought, to cope with uncertainty and contradiction, but produce definitive decisions, according to preferred policies. This requires obtaining fresh observations with their intensity and degrees of support or disagreement, and robust mechanisms of inference and aggregation.

Credibility and Policy

The concept of source credibility is entirely divorced from the notions of policy and preferences but both require attention when constructing context model. Credibility is derived from estimates of sources characteristics. This credibility is then attached to the observed feature that the data source has identified. Thus, context attributes have aggregated credibility scores, based on their sources. At the next phase, attributes and key-factors are prioritized by pre-assigned weights, according to policies and preferences, to build the profile of the context.

Policy prioritization must always be applied after observations are interpreted, and after prime attributes are selected. This demarcation between credible context and prioritized context is essential to any further manipulation of data. Policy based prioritization should not identify which context profile fits the scenario, but purely used to decide what to do about it.

Observation Intensity

Observations are drawn from a number of data sources, including the request details (destination, network access), stored previous records, positioning services, concurrent login activities, and so on.

Enterprise sources or hosted services often have suppliers' specifications of Meantime-Between-Failure (MBF) or 24/7 Availability. Other properties, such as auditability or retrieval frequency are estimated by IT personnel. This process of establishing credibility rates per source is an off-line procedure, which only needs to be revisited periodically or when sources have changed.

When sources are interrogated, dynamic readings are gathered that identify the active status (on/off) of an observation. Some observations are binary, i.e. just true or false. Others have an associated degree of strength, i.e. Level of Intensity (LoI). Intensity does not show how credible an assertion is, but measures the strength of the observation, such as the length of 'Long Duration' or the proximity to 'busy-hour'. Unlike credibility, LoI is obtained dynamically and is specific to the service request. LoI grading is expressed via special scales, where subjective grades (high, medium, low) are transformed by fuzzy indices to unit-less numerals.

Policy

While Credibility rates determine the degree of trust in the evidence, Policy is used to inject the organization's own preferences and rules. Policy does not identify which attribute prevails, but purely used to decide what to do about it. Policy should not be confused with impact weighting that is used to align contributing elements. Policy prioritization is applied after attributes are evaluated by their credibility, to distinguish between credible context and prioritized context. Figure 57 shows context profiles that are compiled from sources (instigating, supporting and qualifying), and rated by their credibility, observed intensity and customized policy. 

Credibility Components

Credibility Structure

The credibility of each source is assessed by the main components (Confidence, Accuracy Precision), which are broken further into detailed estimable elements. This allows for sources characteristics, such as reliable retrieval, tamper-proof storage or data freshness, to be assessed individually. Procedures of data entry, storing and retrieval are also evaluated. The Credibility information is structured in three layers -Modules, Traits and Elements, as shown in Figure 58.

Figure 58. Credibility components structure

The Measures are the main components that include Confidence, Accuracy and Precision. Further classification is needed to arrive at itemized characteristics and to enable inserting impact weights. Hence, Confidence Traits include reliability, manageability, changeability and timeliness; Accuracy Traits include data fidelity, error management and procedure robustness; and the Precision Traits include resolution, proximity and inclusion zone. Traits are broken down further to atomic Elements, which have identifiable properties that can be estimated or measured.

The Confidence Module

Confidence Traits: Reliability, Maintainability, Timeliness, Stability

To assess whether there is confidence in data from a data source, the properties of the source and the means of extracting the data have to be assessed. This process requires identifying confidence contributors in terms of source characteristics.

Reliability: in order to grant service requests that can be submitted anytime, a 24/7 operation is required. The data source must be available at all times. This means that corporate data sources may need special procedures that make them available even during system down time, for example. Caching data and duplicating it increases reliability and improves the loading balance, as well as providing faster file access.

Maintainability: Sources that are fully maintained have greater confidence. Sources that depend on user input which is not critical to other operations will be regarded as having lower confidence. Sources that contain data for other systems are more likely to have errors spotted and eliminated than sources that are not used elsewhere.

Timeliness: Data items that are constantly changing need extracting at that particular moment, without delaying response time, but static data can be cached in advance. These source properties dictate the type of mechanisms of extracting and caching data in a timely fashion, as necessary for real-time decisions.

Stability: Sources provide fixed data that is seldom changed or information which changes momentarily. Information volatility can be described as:

-Static when it is hardly ever changed -Changeable (Semi-Static) when it is edited periodically, weekly or daily -Dynamic when it changes frequently (hourly) but can be still cached periodically -Volatile when it changes momentarily and must be extracted at the assessment time.

Stable data that has been used many times is better checked for errors. Dynamic information that is generated automatically enjoys high level of confidence. However, changeable information that is neither volatile-automatic nor stable-provisioned is more susceptible to errors. The volatility level of the source also determines how often data retrieval procedures must be performed, e.g. login to an internal system, thus affecting Timeliness.

Rating Confidence for Data Sources

The Confidence characteristics of the data sources are estimated for each parameter. All data sources are rated, including the main sources of mobile and web proxies, supporting sources that both external (e.g. GPS) and internal (e.g. Directory) systems. Figure 59 shows an example of Confidence Rating. It contains ratings for a number of confidence parameters that must be defined unambiguously. Greater granularity of the characteristics enhances the precision of the estimation but makes the calculation more complex.

It is important to avoid overlaps and dependency of parameters. For example, data freshness is dependent on data volatility, so 'freshness' should be split into 'auto-update' (volatile) and 'frequent updates' (Changeable) etc., thus including data stability within freshness. This also demonstrates the process of distilling the elements that have direct effect on Credibility -fresh-frequent-update describes the quality of the data, while volatile describes the general nature of it.

The Confidence Module calculation is performed for each data source in the eBCR model. This includes filtering tables as well as supporting sources. The ultimate credibility rate per source is found in the leftmost column, after collating all other modules and applying module weighting.

Each Element has an impact weight, shown in the row above the calculated figures. These impact weights are generated by an AHP process (see below) that balances the weighting distribution and help to clarify the pairwise priorities and impact. Each column is examined to ensure that the credibility rates are well differentiated, have sufficient span of values and standard deviation.

Figure 59. Confidence and Precision Components of Enterprise Data

The model allows for weighting at each level of the hierarchy, per Element, per Trait and per Module, for each source, as in ( 24). However in the shown extract examples, the Trait weights are not used, and the Module weights are standard. This simplifies the calculation but reduces the refinement. Source credibility is computed from Elements (E e ), Traits (T t ) and Modules (M m ), which are weighted by Ew e , Tw t , Mw m respectively. Source credibility (Screds) is the combined weighted components.

Weights need to be established for each component. Saaty's AHP (Analytic Hierarchy Process) (Saaty 2008) has been selected for this purpose for pairwise comparison, as long as it avoids 'rank reversal' [START_REF] Leskinen | [END_REF]. This can occur when the criteria members are changed, which is very likely for the eBCR model. AHP assesses variables relative impact by pairwise comparison, using symmetrical matrices that comply with the reciprocity rule (with diagonal axis=1).

The AHP method is used to verify that the assigned weighting is consistent. This entails first assessing pairwise each pair of the n characteristics in terms of their impact. AHP calculates eigenvectors by taking the nth root of the product of all (n) rates, and then normalizes them proportionally by the mean average. The resulting set of eignvector member values are used in our simulated credibility model for computation of Confidence impact weighting. 
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To avoid randomness and clustering, AHP uses Consistency Index (CI) to check the Consistency Ratio (CR), which must remain below 1, as shown in (1a). The RI (Random Index) is an observed index that has been published by Saaty in 1977 and updated in 2001. Figure 60 shows the AHP calculation results for Confidence weights from the eBCR model.

Figure 60. AHP calculation results for Confidence weights

To check that estimated characteristic impact was consistent and not random, the consistency Index is computed using the original estimates and their eignvector elements, giving the Aw vector. The CR rate must remain below 1, where 0.9 indicates high level of randomness. The random index RI is given by Saaty as a generic set of ratios. The computation is based on (25).

The Accuracy Module

Accuracy: Fidelity, Robustness and Error-Management

Accuracy is regarded as the difference between the measured result and the reference value -expected or estimated. However, the eBCR has no 'measured' results. It is not possible to produce a value that depends on True-positive, True-negative, False-Positive and False-Negative. Therefore Accuracy has to be inferred from other characteristics. The approach is to examine the whole process of obtaining information and the quality of the IT process. Instead of seeking 'correctness' statistics, the approach is to look for error prevention and eradication. This encompasses the processes of provisioning, manual input modifications, automatic updates, and more.

(25) 

AHP calculation of eignvector for Confidence Weightings

CR=Consistency Ratio CI=Consistency Index Random Index (λmax-n)/(n-1) = Data fidelity for observations must include the quality of the data in the qualifier sources. Correctly recognizing observations relies on correct filtering data. For example, out-of-date tagged location is not regarded as 'wrong' data, but will yield erroneous context evaluation.

Enterprise records may contain duplicated, omitted or corrupted data. Tables that are produced specifically for filtering data are less prone to error and more consistent in their handling, but filtering data from other sources may be better audited. Thus different tables do vary in their stability, auditability, stability etc. For this reason, the credibility of the filtering data should be scored and added to the overall credibility. The Accuracy assessment is shown in Figure 61. 

The Precision Module

Precision with Fuzzy Indices

Precision is defined as the closeness between indications obtained by replicated measurements. Precision can be defined by different scales, so the meaning of precision is not the same in all elements. Certain Traits and Precision in general do not apply to all types of sources. However, in modelling, some traits are useful for describing the observation as a whole. For example, Time Proximity can affect credibility of some observations where elapsed time changes the relevance or the impact of it. For example, engaging in particular activity that indicates work-related status becomes less relevant with longer elapsing time.

Sources may provide some or all precision components, as GPS for spatial observations. In other cases, sources may only have one component, e.g. temporal proximity for associated activities. 

Accuracy Input Fidelity Robust Process Error Eradication

Precision is estimated by its Traits: Resolution, Proximity and Inclusion-Zone. Resolution is the unitbased measure that the reporting can achieve. Proximity is the measure of closeness to a given point, in time or in space. Inclusion Zone is the range associated with the target feature which determines whether the observation falls within the target or not.

-Resolution differentiates between parallel sources by identify the level of detail and sensitivity that is applied to the observation. Many enterprises have access to devices positioning services.

-Geo-locations can also be learned from on-site and remote logins to WLAN/LAN, where the enterprise servers are linked to physical locations. Positioning can also be deduced from an Access Point (AP) that indicates, for example, employees' home access. Broader positioning can be gleaned from Internet Addresses (IPA) via online conversion tools. These different sources have varying sensitivity ranges to consider.

-Proximity is gauged in specific units -meters, country location, hours or days. In order to compare such measurements, they must be 'normalized' via 'fuzzy' scales, which convert any measurement unit into a relative scale, graded by human perceptions of high-medium-low levels.

-Inclusion Zone indicates a measure that is between Sensitivity and Proximity. A particular POI (Points Of Interest) may have a range of a few meters ('Home') or a few hundred meters ('Office' campus). Hence, locating the device at POI is dependent on the target range of the POI type. To gain greater precision, the positioning within a campus-like enterprise HQ should be defined with a deviation range of 100m, but positioning of the employee at home requires deviation of 10m.

Proximity Spatial Scale

Precision is particularly important for the Spatial Factor. Geographic positioning (GPS) is increasingly used by enterprises, for management of their transport business or car fleet. Geo-locations can be also obtained from WLAN positioning and from LAN access points that are linked to physical locations. There are many online services that provide rough locations for IP addresses (IPA), where accuracy granularity is sufficient to establish the country of access, or the general region. Other spatial sources have precision levels of positioning within a city (e.g. Cell-ID and E-OTD), or can spot locations within a block (GPS and A-GPS), or pinpoint locations within several meters (AP-Access Points). These services vary by the level of Precision that they can support.

Not all spatial attributes can be measured by target range, proximity or resolution. For example, Regular-Visited attribute may not have a known target-range and proximity readings are not available via IPA analysis. However, for Business Context, the number of significant locations (e.g. corporate premises, partners' offices or customers' sites) is relative small. Each can be tagged and the target-range estimated by the enterprise.

Proximity Temporal Scale

The temporal factor transforms timing into 'timeliness', i.e. the significance of the time that is logged by the service request. Temporal Precision is measured as the compliance with the time range that identifies an attributes feature, such as normal-hours, public holiday or lunch-break, i.e. matching the request's time with the filters for each attribute assertion.

Credibility Modules Proportions

Figure 63 shows the varying proportions of the main components of credibility in sources used in the model. It shows different proportions of Confidence, Accuracy and Precision in 'Appointment' source from 'Calendar', for example, and that Confidence is never the dominant Module. More detailed analysis of traits and elements helps to re-assess components and weights.

Figure 63. Proportions of Credibility Modules in Sources

It is important to achieve a large span of rates for credibility of different sources, because they are responsible for the inherent value that ultimately determines the attributes, thereby the selection of the active member that is prioritized. In Figure 64, the rates of credibility per source are shown. The standard Deviation is checked to maximize the differentiation, and the estimated values can be reviewed, attempting to use the full scale of rates. In addition, special normalization can be applied to 'stretch' the results to take the full given span. 

Credibility Aggregation

Combined Sources

Selecting appropriate data sources is crucial to the feasibility and accuracy of the model. Figure 65 shows how sources are linked to observations, attributes and key factors. Observations support assertions that define specific attributes. Attributes are classified by key-factors that describe the perspective of the attributes, e.g. space, time or activity. Prioritized attributes and key-factors are aggregated to produce profile scores, so sources' credibility has considerable influence on the outcome of the model.

Figure 65. Relationships of Profiles and Credibility & Sources

To minimize costs, only necessary sources should be used, but adequate alternative backups must be made available for continuous operation. For some observation types, there can be several alternatives data sources, but only those that can deliver observations reliably should be chosen. Hence, computing the overall credibility of the sources is also a management tool to select the best options. The trustiness of the sources is used in eBCR to rate the observation credibility, which together with the Level of Intensity (LoI), makes up the value of the attribute. As the attributes are aggregated into Key Factors that constitute the profiles -Credibility is the main ingredient of the profile score. Raw information becomes an Observation when it is qualified and the Level of Intensity (LoI) is gauged. Readings are obtained from evidential sources, such as server logs, historical database, and WLAN logins, which (as mentioned in Chapter 5) are designated as:

-'Instigating'-main sources that identify a triggering fact; -'Supporting'-secondary information that confirms or disputes the fact; -'Qualifying'-conditional tables that match assertions.

The designation of the source affects the weighting of it within an observation group of sources. The designation, thereby the weights, may vary from one observation to another. Observations are based on one or more sources of data. A single observation has at least one qualifier and one instigator. One source may contribute to more than one observation, and this is particular so for filtering tables that act as qualifiers. This combination of sources per observation can be documented, using XACML (Robinson 2007). However, the pre-defined association of sources per observation may be modified by conditions expressed by Probability Logic (Ikle 2010), e.g. when sources are temporarily unavailable.

The particular combination of sources within the eBCR model is unique, and this contributes to welldistinguished inherent values. Arriving at different scores is crucial to avoid inconclusive results and indecision.

In Figure 66, the eBCR table is shown which computes the joining of credibility rates of sources per risk assertion. The same process is also carried out for business attributes. Joint credibility is aggregated from the credibility rates of all the contributing sources and qualifiers, weighted according to their perceived significance. An instigating source is always present, and most (but not all) observations require qualifying sources, while some also have supporting information. The instigating sources are marked with 'X'. The qualifiers are marked with 'Q'. Supporting/confirming sources are marked with '&'.

Figure 66. Joint Credibility for Risk Assertions

The appropriate weighting is applied, according to the source and its designated role for the particular risk assertion. Instigating sources have higher impact than supporting or qualifying sources. For example, an observation for the 'Non-Habitual' assertion (first row) is instigated by a GPS positioning with the highest weight, and is qualified by tagged locations with a lower weight.

Supporting information is provided by the historical database that determines the intensity level of the 'habituality', which has medium rated weighting. The IPA source is also consulted, thus making up the number of sources to four (last column). The numbers of participating sources vary from one risk assertion to another, and sources can be used in different designation. 

Aggregating Observations

Aggregate Observations with MCDM

Credibility based models rely heavily on aggregation of criteria at several levels: joining estimates of credibility components, combining source credibility into observations, aggregating observations into asserted attributes, corroborating attributes in their key-factors and totaling prioritized key-factors into profiles. Aggregation methods join the variable members by rank or by proportions, and adjust them with weights. Basic methods of weighted aggregation differ by the type of computing operations -sums versus multiplications. While sums necessitate having the same units, multiplication operations need no initial unit normalization. SAW (Simple Additive Weighting) and WPM (Weighted Product Model), are reviewed in (Savitha 2011). SAW is intuitive but produces linear results. WPM exaggerates the impact of the weights, which are used as exponents, and produces disproportional scores.

Ranking is used to emphasize higher valued members at the expense of lower ones, and renders the impact of the least significant members (especially in larger sets) almost negligible. OWA (Ordered Weighting Aggregation) is a family of ranking methods (Yager 1999), (Senge 2010), (Yu Yi 2009). An example of using these well-known methods for combining sources credibility is given in (26). OWA multiplies the members' values by their transposed ranking order, so that the highest amount is multiplied by the highest ranking number. Induced OWA enables an associated vector to 'induce' ranking, instead of using the rank numbers as weights. The observation score (OB b ) is compiled from the credibility rates of sources (S ob s ) that are assigned to this observation and their observed level of intensity (LoI b ), weighted by their significance rate (SW s ).

Corroboration Aggregation for Observation

For proportional corroborative aggregation of members, a new algorithm CEDAR (Corroborative Evidential Diminishing Aggregation Rating) is proposed (see Chapter 9). Cedar uses the ranking order as the processing sequence that progressively diminishes the lesser members' contributions. The diminishing effect is achieved by a coefficient that is calculated from the residual interval (1-previous contributions). This coefficient is multiplied by the product of the member's inherent Credibility-based value, and the assigned impact weight. At each step, the residual is reduced in proportion to the contribution, as in ( 27).

(27) ∀ 1 | | Cedar 0 0 1 1 ∀ | 0 → , … , , … (26) 
∏ • WPM (a) ∑ • • SAW (b) , ∑ • OWA (c) , ∑ • I-OWA (d)

Transforming and Scaling Observation Intensity

Credibility-based models must also consider the variable levels of intensity (LoI) of observed data. Some attributes are always on/off, i.e. binary intensity, but others, e.g. location or integrity, have greater uncertainty that is expressed as intensity grades. Transformation normalizes binary and graded values into unit-less relative scales, ensuring that the score distribution is as wide as possible, for better differentiation. Transformation can align LoI b Min/Max of Observations (OB b ) with High/Low of the Attribute (A a ). This results in stretching graded LoI to the [0,1] range, and produces duplicates of L=0 and H=1. A better alternative is to determine non-binary L/H across the factor or the whole service request (RQ), so that binary rates are 'squeezed' down into the Min/Max range of all non-binary observations, as in (28). Normalizing across the whole request involves longer real time computation, but maintains cross-KF parity.

Aggregating Attributes

Attributes Aggregation from Observations

An attributes (A a ) incorporates all observations that support its assertion. The most significant observation (OB 1 ) is the 'prime', with the highest value of combined sources' Scred and the observed LoI. Cedar ensures that scores remain within the scale without having to normalize them, as in (29).

Key-Factors Aggregation from Attributes

Aggregation of Key Factor (KF k ) depends on their type. Some factors require a single attribute selection, while others are cumulative, noted by their highest scoring 'prime' attribute (A p ). The prime attribute determines what priority is assigned. It often dictates the outcome -applying home-working policies or office policies, depending on a prevailing spatial attribute. Hence, Cedar is the appropriate aggregation method for cumulative factors. At this stage, policy-prioritization is performed, using attribute weights AW a and factors weights KFW k , before adding up the profiles scores, as in (30).

∀ ∈ , ∈ → , … (28) 
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Aggregating Key Factors

Credibility Module Weighting for Factors

Some credibility Modules are not relevant for certain Key Factors (KF), e.g. Media KF is not affected by Precision, but Precision is much more important to Spatial KF than Accuracy. Therefore, there is also a key-factor based Module weighting (KFMw mk ) that relates to the key-factor identity (k), as in (31).

Media Scale for Factors

Media type is clearly indicated in the service request details. However, context evaluation requires further knowledge of the level of QoS and Priority that should be assigned to the requested media. Instead of precision scales, media types can be qualified by their impact on network resources. The Media Type scale may be based on the standard quality classification that ranges from 'best-effort' for Internet browsing to the highest quality, with maximum guaranteed bit rate of interactive video. Additional considerations also come into play: for Busy-Hour (temporal), Abroad-Out (spatial) and Special Needs (role-based privilege or disability requirement), the media QCI (Quality Class Indicator) could be modified, thus using context to influence service delivery.

Table XXIV provides an example of multiple scales for media priority, showing enterprise preferences for media type in the context of busy-hour, roaming or special-needs (e.g. for disability media interfaces).

The standard QCI (Quality Class Indicator) as specified in 3GPP TS 23.203 is shown in reverse values (=10-x), to align with the rising scale that is used elsewhere.

This hybrid scale distinguishes media observations in the light of the contextual circumstances -Temporal (Busy Hour), Spatial (Roaming). It also considers privileges that are based on the role (Special Needs), which are not involved in the eBCR determination. The Media Type Proximity Scale can be said to provide proximity to the standard QCI, according to context. It is only applied to the Media Key Factor, so it is not included in the calculation of the Credibility per source. Since it relies on dynamic readings, such as Busy-Hour and Roaming, it can be regarded as an Intensity rate.

:
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8.5

Comparing Alternative Approaches

Comparing MCDM and Cedar

Analysis of several aggregation methods shows that there is a great disparity between the produced scores and their distributions of rates, even after normalization into the same scale. In Table XXV, four different methods are used to aggregate sources credibility (Average, SAW, OWA and Cedar) for risks, where sources can be of three types of (Instigating, Supporting, Qualifying).

Averaging always results in a lower value than the maximum member. This may be acceptable in source credibility aggregation, but in the case of attributes aggregation where credibility should be cumulative (e.g. Urgency KF), or where the largest member (the prime) has a particular role (e.g. Spatial KF), corroborative process should augment the overall credibility, as in Cedar. OWA increases the score unreasonably when a small contributory member is added to a large one (as highlighted in blue). SAW raises the amounts linearly, which could exceed the scale limits, so further normalization process is required. Cedar performs best, producing consistent, proportional scores within the scale.

Entropy for Component Performance

Information Theory and Entropy offer insights on the inter-dependence of parameters and the level of doubt associated with the estimated values. Uncertainty is intrinsic in behavioral models, so quantifying c ) is treated as a vector of all attributes (A i ) with n members. The attributes entropy rates are summed up and normalized, to provide the profile's entropy.

Entropy can be used to indicate the profiles' performance and assess attribute impact on the profile scores. It can indicate where additional assurance is required, perhaps by adding supporting sources.

The relative Entropy scores can determine which profile type prevails in cases of a tie (equal profile scores), so that the profile with the lowest uncertainty is selected. Entropy was computed for five profiles in the Risk Model, with 24 risks. The Entropy principles were adapted for using combined attribute occurrence rate with credibility rate. Entropy was calculated for each attribute and the entropy for profile was aggregated, as shown in Figure 67.

Figure This example shows that RP4 (Risk Profile 4) has the lowest Entropy by a good margin. The 'Excessive Net Usage' risk (light blue) dominates RP4, but its Entropy is lower than most other risks, so trustiness is high, nevertheless, such dependence on a single risk is inadvisable. The span of Entropy in RP1 is significantly smaller than RP2 or RP4, and many risks are above zero, i.e. high uncertainty, so RP1 is not as safe a verdict as it should be.

Belief Function for Joint Credibility

The DST Belief function is considered as an alternative to probability models as well as to the Credibility model. DST assigns Belief 'masses' to the set of options, where Plausibility is whatever has not been assigned as a contrary belief. This allows for some unknown mass to be included in the plausibility. DST was widely criticized as inconsistent and paradoxical, and was proven unable to deal with large conflict.

Despite the criticism, the DST debate has highlighted some important principles that are glossed over by the probability approach. DST can support equal-probability and partial knowledge. It separates the degree of support (=Level of Intensity) from the source reliability (=Credibility), as in this thesis. It deals with attributes supporting a particular 'belief' and its plausibility.

The DST combination rule, as in (33), focuses on the intersection of sets, using Exclusive-OR to combine 'masses'. This segregates conflicting evidence as contrasting data sets, but they are used merely as normalization (Sentz 2002). Thus, conflict is discarded instead of taken it into account, leading to counter-intuitive results. A significant drawback of the rule is the complexity when joining more than two sources, because DST defines 'mass' as a power set function, that quickly ramps up the number of combinations that need to be computed.

Table XXVI compares handling of concordant and discordant attributes using the Dempster rule, Cedar, SAW and OWA. It is assumed that credibility/ intensity values represent the masses for DST and weighted values for SAW. The scenario data includes two pairs, with discordant (in red), and concordant (in blue) contributing attributes. Mass1 and Mass2 are computed from their respective credibility and LoI values, taken from the model scenarios and source credibility calculation.

The results show that DST produces higher rates when conflict is present (example 1) than without conflict (example 2), which is counter-intuitive, and has the lowest span of scores, i.e. low differentiation. SAW produces negative results, which is a disadvantage. OWA shows disproportionally lower or higher values compared with Mass1 and Mass2 (example 3,4). By contrast, Cedar provides consistently proportional, positive scores, in the widest spread.
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Expanded example

The Bayes Classifier

The most popular alternative to Credibility-based modelling is probability-based classification. The Bayes classifier is used to determine the Context Profile type (CP c ) per new request with a set of attributes {A 1 ,…A a' }. A request is treated as a vector of all its attributes, irrespectively of any key-factors classification, since the probabilities of these attributes are not dependent on KF prioritization. Attribute probability is the occurrence rate within each profile type in the RQS dataset of requests that have been previously computed.

A profile PC c is classified by Bayes classifier in (34).

The Bayes results for the Risk Model, with 24 attributes and 60 scenarios were respectable, with overall 75% correct profile predictions, but the Credibility model outperforms Bayes with 95%, as shown in Table XXVII. When classifying Business Context profiles with 56 attributes and 50 scenarios, only 50% of Bayes predictions were correctno better than pure chance. This confirms that Bayes requires an unrealistically large training data to provide sufficiently high ratio of data-points to variables. 

| | | | (34) : 0 , : 0 Bayes theorem , … , … , … No KF | ∝ | • , … | … | | | … | Chain rule | • ∏ | Classify Profile

Model Components Analysis

Different compositions of model components were tested, to gauge their effectiveness. The 'Full Model', containing Credibility, LoI, and Policy (by KF, Attributes and Groups), represents the expected results, against which deviations (wrong profile type, increased ambiguity, equal-ranking and blurring) are noted.

In Figure 68, the deviation of the model with each component missing, one at a time, is shown. The deviation rises sharply when Policy components (per key-factor, group or element) are omitted. The scores are tested for deviation from the expected result, caused by blurred margins that represent uncertain verdict, equal ranking that represent inclusive result with no specific decision, and changed score where the profile determination is different from the expected.

Figure 68. Deviations

Equal ranking and changed decisions are high with no policy components and with LoI only. Different 'verdicts' due to score variations occur mainly in where LoI and Key-Factors are omitted, while blurring the margins is particularly noticeable when no credibility and no LoI are present. Less than 5% of cases did not agree with the expected outcome. Impact group prioritization shows significant deviation (16%) when it is removed, with increased blurring of scores and changed profile decisions. Omitting Key-Factors and Intensity (LoI) have slightly greater effect (22% each). The importance of policy in general is amply demonstrated by removing all policy, showing 98% deviation. In Figure 69, the spread of scores is most affected by the lack of Attribute Policy, though the standard deviation and the mean remain generally steady. Compositions without Attribute Policy are particularly prone to equal-ranking, as the trend line shows.

Figure 69. Spread and Variation

In Figure 70, ambiguity per scenario is shown. It highlights that compositions without attribute policy are particularly prone to equal-ranking. The 1 st margin in some cases is higher for compositions without Credibility/Intensity than compositions with them, but these are spiky results, while the Max1stMargin trend line (black) tracks the Full Model (red). Factors increases differentiation and reduces ambiguity, while Attributes' Policy avoids equal-ranking and inconclusive verdicts. None of the components is superfluous, as they all have significant impact. 

Chapter 8 Concluding Remarks

In this chapter, a pragmatic credibility-based approach is proposed, which derives context credibility from the properties of its sources and incorporates it in the evaluation algorithms. The credibility based model computes context afresh for every instance, with no prior probabilities or training data, and is not vulnerable to contamination by previous faulty classification. This approach can cope with more complex modelling, higher levels of uncertainty and lack of previous history. Since credibility rates are computed off-line, this method reduces the load on real-time processing.

However, such a credibility model is useful only where information is drawn from a diverse range of known sources that have measurable reliability and trustiness, so that credibility rates can be differentiated and ultimately produce good distribution of attribute scores. The Credibility approach incorporates source credibility, intensity and policy in the criteria scoring, so differentiation is also achieved due to the dynamically measured Intensity, the mix of sources per observation, and the variable prioritization.

The Credibility approach is proven to be robust and can cope with more elaborate context structures, attributes discord and dependency. Furthermore, incorporating Credibility in the evaluation integrates further knowledge that goes beyond occurrence likelihood and provides a better way for informed decisions to be made. The Credibility-based model relies heavily on an appropriate aggregation method that is corroborative and proportional to the contributions. It must aggregate two members as well as numerous contributing members in an equitable manner and produce reliable and conclusive results. The next chapter describes the proposed new algorithm, Cedar, which fulfills all the corroboration requirements. This chapter proposes Cedar (Corroborative Evidential Diminishing Aggregation Rating), which has been mentioned already in Chapter 7 and 8. Cedar is a new corroborative proportional aggregation algorithm for evidential models, especially models which contain a high level of uncertainty and conflict. The proposed procedure selects the prime attribute and augments or decrements it according to supporting or conflicting evidence. It must produce consistent and equitable scores across sets of heterogeneous attributes. The contributions of lesser members in the set are proportionally diminished, so that the evidence of less credible members has lower impact. Cedar must deal with negativity, scaling, inter-class parity and inter-attribute proportionality, even in bi-aggregation. It is particularly effective when it is combined with the credibility approach, as (Chapter 8), in 'the Cedar Tree', which denotes incorporating credibility, intensity and prioritization with a proportionally diminishing effect. Cedar features and variations are explored and compared with popular aggregation methods.

This chapter is based on Paper 12 "Corroborative Evidence Diminishing Aggregation Rating for Modelling Risks of Communication Requests", which is yet to be published.

Context Modelling and Corroboration

Corroboration Concepts

There is no shortage of aggregation procedures, and most of them have been established for some fifty years or more. However, there is still a missing piece, especially for models that deal with uncertainty and conflict. None of the existing methods allow gradual increments that are proportional to the contribution itself (not just by positional ranking or weights), so that important evidence is emphasized and lesser evidence is minimized at the correct ratio. Very few methods deal with conflict as a decremental operation, instead of simply discarding discordant evidence. The few methods that do account for conflict merely subtract negative contributions, irrespectively of their trustiness, producing incoherent results. In addition, despite awareness of the importance of 'Information Quality', no clear method has emerged that actually utilizes a measurement of source credibility and incorporates it in context evaluation.

The requirements for this missing piece is becoming apparent in real-time analytics, due to the growing demand for real-time decision making-for mobile applications, network management, and communication security, to name but few. Behavioral context for analysis of connectivity requests was previously not feasible due to inadequate response time. It is now within reach, due to more efficient big-data technologies that can relate dynamic information from arriving service requests with analytics that learn from past history.

Modelling Approaches

Modelling methods depend on the modelling task: Determine the facts in an uncertain situation from a number of clues, diagnose or classify facts given inferences, assign prioritization and aggregate the preference utility value in multi preference cases. These tasks require different types of modelling approaches: Probability Classification; Preference (voting) based selection; and Evidential-based Diagnosis. In the eBCR, both evidential and preference-based models are used.

The Probability-based Classification approach compares attributes probabilities to a set of possible classes. This is based on probabilities that are computed from past occurrences, such as the Bayes classifiers. This requires statistical data, or large enough 'training' datasets with sufficient ratio of data points to the number of variables, in order to determine probabilities reliably. Such models are very effective with a small number (4-6) of variable attributes, but are not feasible for behavioral complex with many more attributes (40-60).

Preference models -points systems or Voting procedures -are used to rank alternatives according to estimated preferences and select the best candidate. Voting determines ranking order, but disregards indirect evidence. 'Outranking' methods help to establish relative importance between pairs of candidates, to arrive at the final ranking. Decision Support Systems (DSS), MCDA (Multi-Criteria Decision Analysis), MCDM (Multi Criteria Decision Making), MADM (Multi Attribute Decision Making) and several other similar abbreviations are all general names for a large family of Voting methods, as surveyed by several studies, e.g. (Bettini 2008). SAW (Simple Additive Weighting) is a popular MCDM method of totaling weighted alternative members. WPM (Weighted Product Method) is a multiplicative version of joining weighted members, which use weights as exponents. Some other popular methods, such as AHP (Analytic Hierarchy Process) and OWA (Ordered Weighting Averaging) are also claimed to be included. MAUT (Multi Attribute Utility Theory) is seen as the over-arching generalized form of preference analysis, and other MCDM algorithms are special cases.

Evidential Diagnosis modelling involves measuring the degree of belief and dependency on the witness' reliability, whether the witness is human or an instrument. This requires estimating trustiness and boosting of evidence by correlated observations. The main theory in this area is Dempster Shafer Theory (DST), which assigns Belief 'masses' to both supportive and unsupportive information, as a measure of their trustiness. A diagnostic evidential approach evaluates imprecise, inferred assertions as cumulative corroborative attributes, aiming to reach conclusive decisions from fragments of related knowledge. Diagnosis decisions are made from observed symptoms with varying degrees of estimated intensity.

Connectivity context models fall within the category of evidential-diagnostic models but processing them to arrive at specific decisions requires preferences and classification techniques as well.

Aggregation from Sources

Context is deduced from a variety of enterprise data sources: network servers, corporate apps logins, web servers and other system logs and are inferred by qualifiers-comparison lists and conditional rules. As shown in Figure 72, some sources are shared between several observations, but some observations need only one source. Observations may contribute to more several attributes, even in another class. As shown, although risks link to attributes, they are not always based on the same combinations of sources and often have separate qualifiers, hence associated risks and attributes have different inherent values, even before measuring their respective intensities.

Score aggregation is conducted at several levels, according to the modelling layers. At Level 1, the credibility of each source is assessed from its components, as described in Chapter 8. This is an off-line process, since credibility rates are static.

At Level 2 observations ratings are aggregated from the credibility rates of all contributing sources. Combining credibility rates for the observation is also an offline process because sources and qualifiers are pre-allocated to specific observations by design. The aggregation of sources credibility per observation is corroborative, since the credibility is cumulative, but must remain equitable across other observations that may have fewer sources. Impact weights (to distinguish from preference weights) are applied to denote the significance of the contribution, i.e. instigating sources are more influential than supporting data or qualifiers.

At Level 3, observations are combined into attributes via corroborative aggregation. At this stage, observations are determined by dynamic readings of Intensity, so the observation value now reflects the current case. The most dominant observation per attribute is the prime observation, and lesser ones are deemed as supporting corroborative evidence. If observations are defined as every possible determinable state, there is no discordance, because observations that do not support one attribute assertion are added to another that they do support.

At the final Level 4, key-factors are computed from attributes, selecting the prime that indicates the prime feature. If attributes do not represent every possible assertion, the attributes may contradict each other, so discordant aggregation must be accommodated.

Figure 72. Layered model aggregation

Having ascertained the evidential set of key factors, using evidential-diagnosis procedures, the preference analysis can commence, using policy-based prioritization. Preference weights per alternative profile are assigned to each member of the attribute set within the key-factor, and to the key-factors themselves. Thus the same set of active attributes is assessed for each possible alternative, letting preference policies to decide on the action to be taken. Hence, evidential-diagnosis is used to determine the 'cause', and preference policy is used to determine the 'effect'.

Context Aggregation Requirements

Aggregation is performed at several levels in the model, but not all aggregations are corroborative.

Corroboration is needed where the ranking has particular significance and the value is cumulative. The main attribute in each key-factor governs how threats are treated, so the prime attributes, i.e. the highest value member in each class (i.e. key-factor) must be determined by its aggregated score.

Context analysis for certain applications needs to consider not only the scores, but also the prime attribute and the prime key-factor. For example, high spatial factor triggers further authentication, but dominant media factor is responded to by capping and media swapping. This means that equitable aggregation across all the factors is paramount, despite their different types and varied numbers of members.

Context attributes are based on hints and inferences where supportive corroboration of the prime assertion by other members must augment the score (unlike averaging). Context may well contain conflicting reports that should be taken into account by decreasing the trustiness. Context sources may not be all available, so data may be incomplete. Some attributes may have zero value, to distinguish from no readings. Even key factors can be zero valued, since data may not be adduced in every case for every category.

Context relies on a heterogeneous set of attributes and factors that include classes with many attributes (associated activity, integrity-risks, Urgency indicators), classes that can have only one answer (current destination) and often, classes that have just two active attributes. The number of active members in the set must not dominate the scores so that factors' values are still comparable, and the order of magnitude is equitable. Therefore, aggregation of context must incorporate efficient normalization.

Corroborative Aggregation

The Credibility Approach versus Preference

The 'inherent' values of observations on which values of attributes and key-factors are based is proposed to be computed from the sources' characteristics that describe their trustiness. In each case, the service request observations are accompanied by gauged intensity that is measured or inferred. The collated attributes are evaluated by applying customizable prioritization that defines the different behavior profiles. Therefore, the three main components for measuring connectivity context are: Credibility, Intensity, and Prioritization.

Evidence trustiness, which is used only as a filter by many other methods, should be incorporated in attribute scoring. Credibility, as described in Chapter 8, is defined as the estimated properties of observation sources and qualifiers, that are built up from confidence, accuracy and precision characteristics. The Intensity of attributes, where it exists, dynamically measures the strength of the observed feature -not the strength of the trustiness, e.g. intensity of data confidentiality or time proximity. Thus, the combined Credibility and Intensity make up the inherent value of attributes, before any prioritization is applied.

Preference models use inherent values that represent the 'utility' of the attributes, and treat conflict as 'trade-offs'. The use of weights in such algorithm is for adjusting the relative importance of the utility.

Clearly, inherent values that are based on Credibility and Intensity do not represent 'utility', yet they signify the type of context and can affect decisions. It is conceivable that the relative inherent values need to be further moderated in order to convert them into utility values. However, the process of assigning policy-based weights to attributes and key factors for each alternative is sufficient conversion into relative utility.

Policy-based prioritization guides the action selection, where the observed features may only point at a group of actions. This allows enterprise preferences to govern decisions on service delivery options and treatment of employees' requests, depending on the desired level of tolerance for rogue behavior and excessive usage of resources. The assignment of weights according to preference can be guided by one of the preference-based methods, such as MAUT or AHP. The final aggregation of prioritized attributes and factors yields a score per alternative, where each alternative (profile) is associated with specific actions and service delivery parameters.

Corroborative Aggregation Considerations

Not all types of aggregations need to be corroborative. In some cases, proportional augmentation is not necessary, and discord simply means points under a different alternative. However, modelling context does require more sophisticated corroboration methods. Such models are characterized by varied types of assertions, ranging from precise values and binary on/off status, to graded estimates.

Aggregation is 'corroborative' when the variable members contribute to (if they are concordant) or detract (if they are discordant) from the assertion of the prime. To manage conflict, a robust corroboration method needs to be based on conjunctive algorithm that copes with signed members. Simple sum-totals result in linear increments, which produce disproportional high scores or large negative scores. Simple multiplicative methods cause the sign to be reversed, with unpredictable results. Hence, the aggregation should minimize negative final scores or provide a method to manage it without distorting the results.

Intuitively, corroborative contributions are non-linear. Evidence that has been observed by several sources is clearly more credible, but each additional observation contributes less and less to the overall testimonial. Hence, corroborative aggregation should be proportional augmentation that accounts for the members' value size. This means that the contribution rate is gradually diminished for lesser evidence, in a line with their diminishing importance, while the prevailing (highest value) assertion is amplified.

While points system (preference models) may reach full marks, context risks, like witness evidence, may never reach full certainty. Proportionality needs to be maintained across different classes too. Likewise, zero result (though not zero attributes) is not desirable, because it is interpreted as indecision.

A class that can never have more than one valid member (e.g. network type) should be equitable in magnitude of scoring with a class that accumulates multiple items (e.g. associated activities). 'Parity' across classes requires using the same scale, and the aggregation should maintain a consistent range, preferably without further normalizations.

A common method of achieving uniformity despite unequal cardinality (number of members) is averaging. However, averaging always returns a lower amount than the maximum member in the set. This contradicts the principle of augmenting corroboration: supportive evidence must always increase the prime member.

For easier analysis, it is desirable for the final score to remain positive, even when discordant members are incorporated in the aggregation. This avoids dealing with signed scores in further analytic processes. Additionally, as highlighted by Yager in 1987(Sentz 2002), the aggregation should enable 'updating' by 'quasi-association', i.e. incorporating new evidence without re-aggregating, so each step should produce an incremental score.

The Cedar Credibility Tree

The requirements of incorporating credibility, intensity and prioritization are captured by the depiction of a Cedar Credibility Tree, as in Figure 73. The Cedar Tree graphically represents the corroboration aggregation ratio, which amplifies the evidence of the prime contributor, while adding smaller contributions at a diminishing rate.

This visualization of the Cedar Tree symbolizes the requirements of corroboration in proportion to the aggregated contributions, which are diminishing in size. Including sources trustiness is essential because it affects how far the member of a criteria set is allowed to affect the decision. Similarly, measuring intensity is paramount to achieving well balanced decisions where attributes come in 'all shades of grey'. The policy-based prioritization provides a measure of significance based on assessment of the potential consequences, to enable decisions to be made. 

The Basic Cedar Algorithm

The Cedar algorithm, as shown in (35), is represented as an iterative operation, using a Recursive function, i.e. a function that makes a call to itself. It uses the inherent members' values to determine precedence and to proportion the member's contributions. At each iterative step, the next member value is multiplied by the 'residual' interval -the remaining gap towards the scale's top limit. This residual is the interval that is left after the accumulated total of all preceding members has been taken out. The residual is used as the coefficient that determines the proportion of the contribution. At each iterative round, the residual is reduced by the previous contributions, thus achieving the diminishing effect.

This neat formula satisfies all the corroboration rules outlined above. It can also fulfil the requirements of reflecting trustiness if credibility, intensity and policy are incorporated in the attributes' values. It provides proportional diminishing effect, amplifying the prime, incrementing and decrementing the score appropriately, while remaining within the scale limits.

The shrinking residual is shown in Figure 74, which also demonstrates that the corroborated score is less than the straight sum total of all the set members (if they are not negative) and that it does not exceed the scale limit.

Figure 74. Graphic representation of Cedar aggregation principle

The computing procedure consists of repeating steps for each additional attribute. The members {A 1 , A 2 , A 3 … A n } are sorted in descending order (A i > A i+1 ). The 1 st residual interval = (1-A 1 ) is multiplied by the second largest value (A 2 ) and is added to the Prime: A 1 +(1-A 1 )A 2 .

The next residual for A 3 is the remaining interval after the corroborated value is taken off = (1-(A 1 +(1-A 1 )A 2 )), so the delta contribution is: =A 3 (1-(A 1 +(1-A 1 )A 2 )). This is repeated for all the corroborative members, as in (36) (different bracket types are used only for distinguishing the iteration step).

Expressing Cedar in this way becomes increasingly complicated for large number of attributes, but due to the iterative nature, it is simple to compute and to program. The expressions resemble using the power set of all members, as in DST and MAUT. However, the effect of the negative signs and where they appear is significant, and is probably the reason for avoiding paradoxes and inconsistent results, such as shown to occur with DST.

(35)
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Using the inherent values in the coefficient instead of arbitrary rank numbers (OWA) is intuitive, and the algorithm can handle two members as efficiently as many, and still provide consistent results. It is also a 'quasi-associative' aggregation, where additional members are added without re-aggregation.

CEDAR Features and Variations

Average Cedar (aCedar)

As an alternative to full Cedar, a simpler algorithm, with no sorting and no iterative function, can still satisfy most of the corroboration requirements. The aCedar uses the residual interval coefficient once only, when an average of remaining members is incorporated as if it were another corroborative member. The prime member is identified as the maximum value, which does not require full sorting.

The prime determines the coefficient residual for the averaged contribution, as in (37).

The aCedar provides a light-weight variant that is particularly useful for larger sets of variables. All contributors are still accounted for, but their impact is averaged. Since the average is added in proportion to the residual interval, the corroboration is still proportional and the range limits are respected. A positive score that is often desirable is guaranteed, even with multiple discordant members, because an average of smaller values is always less than the prime.

The disadvantage of aCedar is that it does not provide the same diminishing effect for contributing members. Due to the averaging part, it is no longer quasi-associative. For better representation of second and third ranks, it is possible to fix the number of iterations before averaging the rest. Since the decremented. The resulting score remains positive, since any discordant assertion, by definition, is lower (in absolute terms) than the prime with which it disagrees.

〈1 1 1 1 〉 (36)

Secondary Prime

One of the corroborative challenges is to provide a non-negative result, if further analysis is required, where negative amounts have no meaning. Cedar is not immune to getting negative results, when very low prime (i.e. large residual coefficient) is followed by a string of similar sized discordant members. The negative score can be normalized, of course, but there remains a question of a poorly supported prime, especially if there is a stronger trail of evidence supporting the 2 nd largest attribute.

Although having many unreliable observations is not necessarily more credible than a single, highly credible one, there may be a case for taking the secondary member (2 nd Prime) as the prime, if it is well supported. Hence, a method is needed to find the tipping point for switching primes. The 2 nd prime has to exceed the support for the 1 st Prime, plus all the other members that do not support it, which are now discordant to the 2 nd prime. Since the largest member is now discordant, the outcome is not obvious.

Therefore, the procedure of managing negative scores involves computing the score again for the second largest member as the prime. If the new score is now positive, the 2 nd Prime is used. 

See examples in

Effects of the Absolute Residual Coefficient

In Table XXVIII, a worked scenario example of conflicting evidence is shown. The input data is produced by the eBCR Model, with credibility calculated for the sources: GPS, IPA, WiFi etc. The qualifiers credibility rates are shown against the observed assertions: Office, Regularly-visited and Local. Each observation has an associated intensity, on a scale of 0-1. The inherent value per attribute is computed from its source credibility, qualifier credibility and intensity, as shown.

Table XXIX shows the diminishing effect in the computed residual coefficient and delta contributions per precedence option. The same scenario is used for all the A-E options, but applying different precedence order to the aggregation. The impact of taking the absolute value of members in calculating the residual is demonstrated by comparing Column 1 (signed values without absolute residual) and Column 2 (with). In option 1A and 1B (no absolute residual), the negative amounts increase the residuals, instead of reducing them, and in 1C the residual inconsistently drops, and then rises again. By contrast, with an absolute residual, all the options in column 2 have the desired effect of gradually diminishing residual. Hence, taking an absolute value for the residual calculation is paramount when dealing with discord.

Alternatives of precedence order for discordant members are also tested in these options. While the selection of a prime has a considerable impact on the score, swapping the order of other members is not significant.

In options A (Minimum last) and B (Minimum first), emphasizing the 'worst' conflict by reversing the order of the negative members is attempted. It shows that although interim steps have differing values, there is no change to the final scores. Other examples with different number of members have shown the same effect.

Ascending order (in 2D), instead of descending, produces counter-intuitive negative scores, and random order (in 2E) is unpredictable, hence D and E are not viable options for corroboration.

Where the prime remains the same (A, B) but the supporting or conflicting members are re-ordered, the final scores remain identical, but changing the prime (C, D, E) produces different results. Hence, Cedar is more sensitive to the selection of a prime than to the order of other members. 

Weighted Cedar (wCedar)

Weighted Cedar is a variant that incorporates weights (policy prioritization) in the aggregation algorithm. This can be performed by the precedence order of the designated weights instead of the order of the inherent (i) credibility-based value as in basic Cedar, as shown in (39).

In Table XXX, examples of the weighted aggregation modes A-D are explored. The set contains members that, compared to the prime, are large, medium and very low concordant and a large discordant. Each is combined by pairwise aggregation with the prime. The prime is calculated with weighting (0.215) or without (0.450), depending on the option.

The results show that that both A and B perform well, as both options demonstrate proportional increments and decrements, augmented prime and positive scores, so it is debatable whether the residual should be weighted as in B, or unweighted as in A.

Weights are used in C and D as the precedence order, which causes a selection of a different prime (by weight, not by credibility), which means that precedence is not based on inherent values, and this has already been discredited above. Both C and D produce negative scores. Therefore, independent ranking does not comply with the corroboration requirements, as it destroys the logic of proportional augmentation of the highest value. Hence, precedence, the prime selection and the proportionality by the residual coefficient must involve the inherent value, but the prioritization need not be part of the residual coefficient.

9.5

Comparing Cedar with Other Methods

Appropriate Method for the Task

In the past fifty years, a bewildering large number of decision support methods have been developed, and many studies are conducted to test their suitability to particular type of decision making. Hence, finding the right tool for connectivity policy decision is not a simple task. Methods that have been heavily criticized are still used in special cases where their particular failing is not significant or nonexistent. This is the case for DST, that is used for non-conflicting models. In [START_REF] Katsikopoulos | Coherence and correspondence in engineering design: informing the conversation and connecting with judgment and decision-making research[END_REF], some of the theories and their associated techniques are discussed in view of the requirements of coherence (consistency) and correspondence (predictive accuracy) in engineering design, arguing that multiattribute utility theory (MAUT) aims at achieving coherence rather than correspondence. In (Barzilai 2001), AHP is found wanting and MAUT was criticized for applying mathematical rules to Utility.

When searching for the best-fit method for eBCR, the specific requirements of behavioral context model provided the framework for the required algorithm. Since the connectivity policy decision is not based entirely on preferences, but on interpreted digital readings and case-by-case facts, the model could not be considered as preference model, but rather as an evidential system. However, decisions are also heavily influenced by policy and preferences, which are expressed by a multi-level weighting hierarchy. Hence, both coherence and correspondence are necessary, and a hybrid of evidential and preference algorithm is required.

Scenario Analysis by SAW, WPM, Average and OWA

To evaluate the effectiveness of other aggregation methods, several sample calculations have been conducted, highlighting different features. The most common modelling methods were chosen to be tested, including SAW, WPM, OWA, and Averaging, as in (40). The main difference between SAW and WPM is the type of operations, sums versus multiplications. While sums must have the same units, multiplication operations need no initial unit normalization. SAW, which is additive, handles all the set members in the same way (no ranking), and this provides predictable results. WPM uses weights as exponents, which exaggerates their impact and is not intuitive.

OWA uses transposed ranking order, i.e. 4,3,2,1 as positional coefficients. This allows higher values to dominate the scoring at the expense of lower ones, while the impact of the least significant members (especially in larger sets) becomes almost negligible. By way of comparison, the Cedar logic is additive, with positional variable coefficients, which operates on ranked members. Figure 75 shows a sample of four analyzed scenarios, which are the summary of itemized attribute/risk and weights in the Model.

The selected risk profiles are highlighted in blue and key-factors are in grey. To evaluate the results fairly, the expected results were determined before testing, as shown on the left.

Figure 75. Comparing Calculations of Key-Factors and Profiles

It is evident that the aggregation methods produce different results for the same data. There is no consensus on a risk profiles in example 2 and 4, and there is disagreement on prevailing key-factors in all four examples. Cedar and aCedar performed very well, selecting the expected key-factors and profile in all cases and they both remain in agreement, though this is not always so in other scenarios (not shown). SAW appears to be second-best, followed by OWA, but WPM and Averaging had the lowest correct number of hits.

Bi-Aggregation of a Two-Members Class

Context models need to cater for a heterogeneous set of criteria without losing score 'parity' between them. This requires score calculation on an equitable basis, so that two members in a class should be addressed in the same way as numerous members in another class. Even well-proven methods have been surprisingly unreliable when just one corroborative item is added to the prime, producing counterintuitive results. This is a serious flaw, since key factors with a prime and just one corroborative member is very common. A comparison of biCedar (two-member aggregation) algorithms and for three-members aggregation for unsigned, signed and absolute-residual is given in ( 41), showing the effect of signed members and absolute residuals. As shown, absolute Residual is not effective when only one discorroborative attribute exists -the results are exactly the same score.

Three examples are shown Table XXXI, with attributes Att1 (prime), Att2 and Att3, weighted by W1, W2, and W3 respectively, comparing biCedar with SAW, Ave, OWA and WPM.

-Example 1 explores a large contribution; -Example 2 shows a discordant contributor that almost cancels out the prime, -Example 3 shows the effect of very low concordant contributions.

-Example 4 is the same input as example 2, but the contribution is concordant.

The third member in each class is provided to investigate whether the bi-aggregation anomaly is readjusted with more members. This is the case of OWA in example 2: first discordant contribution raises the score instead of reducing it, but with a third member's negative contribution, the score drops sharply. This unpredictable behavior is unacceptable for models that make instantaneous decisions.

Averaging always reduces the resulting score below the initial prime member's value, and it is particularly noticeable for a small contribution (example 3), thus Averaging is not a corroborative operation.

SAW performs reasonably well, but the sum total increases linearly, ramping up fast when adding supportive values. Equal-discordant evidence (example 2) produces zero results, which means indecision. Near-zero results are not entirely avoidable with Cedar too, but the gradually diminishing algorithm ensures that such occurrences are rare, thus decisions can be reached.

OWA does not handle signed members appropriately. In example 2, it raises the value (from 0.539 to 0.545) instead of reducing it, and in example 3, a very low contributor unreasonably causes the prime value to double (1.242). WPM reduces the score instead of augmenting the prime in examples 1 and 3. Both SAW and OWA scores do not stay within the range limits.

WPM and Averaging do, but only because their scores are never increased.

(41)
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Hence, bi-aggregation distortions disqualify even well-proven methods. By comparison, Cedar maintains consistent, intuitive, proportional changes, with small contributions raising the score gently in example 3, and large discordant contribution decreasing it appropriately in example 2.

Comparing Conflict Management

Conflicting evidence is not only evidence to the contrary, but also evidence that should reduce the confidence in the prime assertion. In Table XXXII, precedence options (as above) are compared with other methods. In this example, all Cedar scores are computed as absolute residuals. The two scenarios show aggregation of tagged locations, where conflict between observations is recorded. Scenario 1 shows a prime with a considerable lead over other observations, while Scenario 2 has members with similar value.

SAW and Averaging are both entirely indifferent to members re-ordering. They produce indistinguishable scores for all options in both scenarios, and the scores are all negative, due to high discord. By contrast, OWA is highly sensitive to the order of aggregation and tends to swing between extremes (see OWA 2C versus 2A).

Option C tests a scenario, where 2 nd prime switches places with the 1st prime (the highest value in the set), and consequently, other members also switch status as concordant or discordant. The Cedar corroborated score for 2 nd prime in 1C (0.298) does not exceed the 1 st prime in 1A (0.627), but it does in 2C compared with 2A, and aCedar has the same conclusions. However, OWA indicates that switching the 1 st prime for the 2 nd prime is called for in Scenario 1 too. This is not intuitive, since even a simple sum of the 2 nd prime support shows that it is less than the 1 st prime: 0.489+0.255=0.744 <0.784. This distortion is caused by OWA's multiplication by ranking numbers, while Cedar's coefficients are proportional to the member values, thus accurately reflecting smaller or larger increments. Hence, Cedar's corroboration provides a better guide for switching primes when a lesser member has large support, and that the OWA verdict can be misleading.

Comparing the Approach with DST

The Dempster Shafer Theory (DST) has established the field of evidential evaluation and 'belief' functions. It highlights the differences between evidential aggregation and other decision making systems. It also differentiates occurrence-based probabilities from the 'mass' (or BPA: Basic Probability Assignment) of 'belief' and 'plausibility'. The Dempster combination rule, as in (42), is based on the intersection of observation sets with an Exclusive-OR operation to combine supporting 'masses'. The operation is additive, but the sum of all possible combinations is based on multiplied combinations of sources' masses, with the inevitable result of much lower score that any of the individual masses, even without conflict. The algorithm gets complicated due to defining 'mass' as a power set that includes masses for the empty set and the universal set.

DST was heavily criticized, notably by Zadeh in 1986 and Yager in 1987, for its inability to cope with conflict, since conflict mass, which is assigned to K in the (1-K) denominator, acts as normalization only, ignoring discord. The proposed 'Discount & Combine' method for witness' trustiness that was proposed by Shafer (Guan 1993) is also not effective, since it ultimately uses averaging of modified masses, and averaging has been shown above to be unsuitable for corroboration. such as Inagaki in 1991(Sentz 2002), which assigns conflict to the empty set, may also provide some improvements, but the aggregation operation is essentially the same. 9.5.6 Cedar as MAVF (MAUT) Special Case 9.5.6.1 Cedar Lineage to MAVF Cedar was conceived as an aggregation method for a particular case of connectivity context, which involves fusion of heterogeneous data containing conflict and uncertainty, but it can also be used in preference models, such as the family of MAUT methods. When considering Cedar as a pure mathematical algorithm, the algebraic expansion of Cedar can be interpreted as a special case of MAVF, which is a derivative of MAUT. Such lineage is also claimed for many well known and useful algorithms, including APH (a special case of just two alternatives), SMART (special case of obtaining ranking by weighted algebraic mean of the utility values) and SAW (a special case of linear additive MAUT), therefore this linkage only serves to underpin the value of Cedar.

Cedar offers a logical way of simplifying M-MAVF, which is otherwise too cumbersome, especially with more than just a few attributes. It suggests a way of allocating the K constant, which is difficult to calculate or to estimate. Cedar is a pragmatic and easy to use method that is particularly suitable for the digital age -digital sources and computable iterative formula.

MAVF requires the decision maker to identify the attributes that contribute to the combined value of the alternative's score, identify their hierarchy and relationships, rank their significance/strength (or inherent value x i ) in a relative scale of [0,[START_REF]Intelligent Transport Systems (ITS) -Vehicular Communications Basic Set of Applications Part 1: Functional Requirements" 2010 ASOP 25 2012 Actuarial Standards Board ASOP 25 "Credibility Procedures[END_REF], and identify their relative preference weights (w i ). These parameters enable calculating the individual value (v i ) and the combined Value (V). The main variants techniques are the linear (additive) and the non-linear (multiplicative) models, where the simpler additive form is a special case when k is zero. The constants k (individual) and K (common to several attributes) are often called weights or scaling constants.

Attribute Independence and Utility Independence

In MAUT, the choice of additive or multiplicative procedure depends on the attributes and their utilities relationship. Multiplicative-MAVF only requires satisfying the utility-independence, which is a much weaker condition than additive-independence that is required by Linear MAVF. Full Attribute independence is necessary for additive MAUT, i.e. a set of attribute X has independent utility from attribute set Y (for a utility value that combines both) when the utility for the attributes of set X does not change when the attributes in Y are varied. The utility independence test is easier, because the utilities of set X must remain unchanged only when the utilities of set Y are varied, not the attributes.

In eBCR, set X and set Y are equivalent to key factors in a profile's score, containing series of grouped attributes. Changing priorities in one key factor's attributes does not change priorities within another key factor, unless the context structure is muddled. However, achieving complete attribute independence is unattainable. Additionally, the multiplicative variant is more suitable for comparison with Cedar because of the corroborative requirement to aggregate contributions in a non-linear fashion.

Interpreting MAVF

Cedar's lineage to Multiplicative MAVF is proven when the values of 'k' and 'K' coefficients are interpreted as assigned individual weights and a signed constant respectively. By applying alternating signed value to 'k', the algebraic expression resembles the expansion of Cedar in (36) above. This technique simplifies Multiplicative MAVF, which otherwise is too hard to implement, because it requires allocation of weights to any combination of attributes in the power set, of any cardinality. While this may be feasible for just two alternatives, differentiating preferences to all the possible combinations of more attributes is impossible to achieve reliably.

In (43), the MAVF formula is written in a form that allows better comparison with Cedar, where k i equates to w i (the prioritization rate that denotes preferences per attribute), and K is a scaling constant with a value of -1. It is assumed that v i (x i ) is interpreted as A i , i.e. an attribute's value that is already compiled from a number of observations, and V(A * ) as the aggregated score of all attributes in the set of a key factor.

Comparing Alternating Sign with the Residual Coefficient

The regime of alternating sign according to the cardinality of each expression term (i.e. how many attributes are multiplied in the algebraic term) is entirely arbitrary and has no reasonable explanation. The impact on the computed results is significant enough to merit searching for logical justification. In Cedar, there is clear logic to the aggregation of each additional attribute, using a scaling 'residual' coefficient of the remaining span within 0 and 1, after subtracting all the previous contributions. This coefficient is designed to apply proportional multiplier to each attribute, so the contributions keep diminishing as their trustiness is decreasing.

This implies that conflicting attributes are taken as absolute values when they are incorporated in the coefficient, but retain their negative sign elsewhere, so that their contribution decreases the score, but in a consistently diminishing manner. Hence, the Cedar coefficient is part of the aggregation logic.

(

) ∑ • ∑ , • • • ∑ , , • • … • • … • 0 ∑ 1 for the multiplicative mehod. 43 
Instead of MAUT's computing the common constant K from:

1 ∏ 1 or assigning constant value per combination of attributes, it is proposed to assign -1 value

1

, where Count = number of members in each algebraic expression term.
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The alternating sign for MAVF does not obey the same rules, so it results in different scores, since different combinatory expression are subtracted or added. This proves that Cedar is not directly derived from MAVF, despite the similarities. MAVF assumes all positive values of utility and weights, while Cedar is capable of handling negative attributes and yield consistent results. Hence, Cedar is even more flexible, and can be utilized in aggregation of greatly varied data sources. 9.5.6.5 Aggregating Negative Attributes In (44), the sign is reversed to reflect negative values of discordant attributes. It is also reversed by the alternating negative coefficient (K). Expression terms with different sign in Cedar than that in matching expression terms in MAVF are sown in red.

The deviation of signs between MAVF and Cedar is more noticeable with several discorroborative attributes. MAVF was never intended for negative attributes, since it is meant for utility rates to be assessed first, then only these preference rates, which are always positive, are aggregated. Cedar is more flexible and can support the logic of discorroboration through the ability to account for negative contributions proportionally. However, this effect of the absolute coefficient in Cedar is only seen when adding the second discordant member.

Although the differences in scores may not be significant, it still proves that Cedar does not conform entirely to the M-MAVF algorithm when dealing with conflict. The difference becomes wider when aggregating more conflicting attributes, and the gap between the computed values increases when the magnitude of the negative attributes is closer to the Prime's dimension.
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After applying K 'alternating sign':
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Cedar with Absolute Residual, 3 discorroborative
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Apply attributes' signs and absolute values

Cedar strengths and Weaknesses

As for any model, the eBCR Model utilizes more than one aggregation method, at various processing steps. Pairwise outranking methods (AHP or MAUT) are used for assigning weights and policy prioritization. The offline process of combining sources' credibility can use a non-corroborative simple additive weighting method (SAW) that allows for customizable weighting of credibility components for sources and qualifiers. However, only Cedar can satisfy all the corroboration and dis-corroboration requirements for observations, attributes/risks and key-factors.

Cedar is effective when other methods fail, as summarized in Table XXXIII. As shown in this study, Cedar performs well when there are just two members to aggregate or when there are numerous members. It consistently produces intuitive scores while remaining within the pre-set scale limits. Cedar handles discord as an integral part of the algorithm, while producing positive scores that are easier to interpret.

It is versatile and can integrate additional weights (wCedar). Cedar can be applied throughout the model, even when corroboration is not strictly needed, and produce dependable results.

Cedar weakness lies in what may be perceived as the complexity of the iterative process, compared with simple averaging or weighted sums. However, the logic of Cedar is simple to comprehend, the iterative process is easy to program, and the use of the inherent members' values is intuitive. In addition, Cedar does not require more normalization procedures. Discordant attributes are deemed as negative values, and are processed in the same manner as positive. However, the coefficient residual interval must use absolute values, so that the rate of corroboration is proportionally diminished for discordant members as well.

Many studies note that different aggregation methods produce significantly different results, and it is not clear which one is right. As proven above, such disparity is caused by inconsistent aggregation of heterogeneous attributes. Aggregating a supporting member must not drop the score below the prime (as in Averaging), and a small contribution must not substantially raise the score (as in OWA). Where there are numerous supporting members, the score must climb up proportionally, not linearly, and when less credible discordant values are added, they should not swamp the positive prime attribute (as in SAW). Hence, it is paramount to select a dependable method, such as Cedar, that copes with twomember aggregation and conflicting evidence reliably. 

Chapter 9 Concluding Remarks

Cedar represents a new approach that follows rules of corroboration and 'discorroboration'. Cedar was conceived when no appropriate method was found to satisfy the corroboration requirements of modelling connectivity context, with high level of uncertainty and conflict, variable-credibility sources and heterogeneous attributes and structure. However, Cedar (without conflict) can be shown to be a simplified case of multiplicative MAVF, using an alternating sign constant, i.e. K=-1 or K=+1, depending on the cardinality of the elements in each multiplicative group of attributes. There is no reason why such a constant is used, and no explanation for the logic of using the sign this way. In any case, Cedar deviates from this lineage when more than one negative attribute is present in the set. Hence, Cedar is a special case only for non-conflicting aggregation.

Cedar is designed to achieve proportional augmentation of prime attributes and take account of conflicting evidence. Cedar is most powerful when it is coupled with the Credibility Tree, which derives attributes' inherent values from sources' credibility, observed intensity and policy prioritization.

The Cedar algorithm aggregates contributory members in an iterative process, in the proportion of the inherent value, but in a diminishing ratio, so that less credible members have less impact. This is achieved by using a coefficient that is calculated at each iterative step as the absolute value of the residual interval, after previous contributions have been subtracted.

Cedar outperforms the most established methods, including SAW, WPM, OWA, DST and Averaging. It is as versatile as it is robust, with a great practical potential in many fields. The utility of Cedar goes beyond communication context. It is useful wherever behavior is modelled or observed symptoms are diagnosed.

The next chapter provides four example applications that utilize the eBCR model, with the Cedar Credibility Tree.

Section D: Implementations 

Application: Selective Funding

The Benefits of Selective Funding

Distinguishing business usage dynamically in BYOD-based enterprise environment is beneficial in many ways. Compensating employees currently takes several formats, each with its merits and de-merits. A monthly allowance towards communication expense is popular, but not many realize that it is regarded as earned benefit for tax purposes. Enterprises also lose out, because expenses are deducted from their corporate tax, while earned benefits are liable to additional employer's tax.

Alternatively, employees are asked to claim expenses. This requires employees to note their business calls and other refundable expenditure -a chore that most employees resent. This entails additional costly bureaucracy of processing expenses, and diverts staff to an unproductive administrative activity.

A third option is also unsatisfactory. Under this regime, the enterprise pays the full employee communication bill and does not distinguish between personal usage and business. This means that employees can ramp up their mobile data charges unchecked, and the enterprise costs now include all private use. Since this is regarded as taxable benefit, the enterprise has to negotiate a ratio of business use that can be deductible.

Currently, employees cannot tell when they exceed carriers' quotas with their personal spending or when they exceed the allowance in their business spending, which is not calculated for them dynamically. A service that differentiates and keeps account of spending on both personal and corporate accounts, is very useful to employees and employers alike. The eCAPS Selective Funding application offers automatic charging of of whatever is refundable, and defering the service request to the personal carrier, so that personal expenditure is levied against the personal account. With the proposed policy decision, the enterprise can pay the mobile carriers directly, and have a fully logged audit trail for the taxman.

As it stands with full BYOD, the enterprise has no bargaining power over mobile carriers and equipment suppliers, even though it may be covering substantial costs of devices. Similarly, by compensating employees for business usage retrospectively against claimed expenses, the enterprise is paying consumer prices with no bulk discounts. With Selective Funding and direct carrier payments, the enterprise can negotiate bulk usage discounts and an SLA for quality of service with the carriers.

Another way of controlling costs with by policy is smart budgeting. The enterprise can structure budgets for departments and let them manage their employee quotas that determine communications funding. Quotas can be dynamically shared between users within the department and between departments, thus optimizing the agreements with carriers.

The carriers can recover lost ground in the mobile corporate market, if enterprises opt to own the user accounts under Selective Funding. Instead of all BYOD employees becoming consumers, they turn into MVNO's customers or sponsored service customers. Carriers can still maintain their relationship with the corporate management and sell other services to the enterprise. Employees are less concerned with call rates and quotas when they are reimbursed, and do not churn as much as consumers, hence the eCAPS benefits carriers too.

The Selective Funding Functions

This application uses the ability to establish the context of the service request from the business attributes. The business profile is selected as the highest scoring context. The score is compared with the pre-determined threshold per profile. If it is below the threshold, the request is deferred back to the carrier, to be managed as a personal request, using the user's own personal account. If it is higher, business status is granted and the session is directly funded by the enterprise, according to the SLA with the carrier (for that employee).

When service requests are deemed to be 'personal' and are not refundable, the request will be 'deferred-back' to the personal carrier. At this point, users can decide what they wish to spend on and how much they wish to spend, unfettered by any enterprise rules. If the proposed 'defer-back' function (see Chapter 4) is in place, the enterprise can still rely on the carrier's billing system to generate the correct bills. Without the 'defer-back' function, the enterprise would have to compute usage costs via the OCS (Online Charging System) and deduct it from the employee's pay.

Application: Business Priority Resourcing 10.3.1 The Benefits of Business Priority Resourcing

Business Priority Resourcing ensures that network resources are reserved first of all for productive activity, rather than for personal activity, and that appropriate resource levels are available for critical or essential work. Flexible working time, remote working, mobility and Cloud make it even harder to manage business usage. This differential resourcing becomes necessary due to the combined effect of BYOD with the growing popularity of high bandwidth services, such as streaming videos. Companies already find that they need to upgrade their own network at an unprecedented rate. This may be expensive if the enterprise does not curb employees' personal consumption and enforce resourcing policy. This is exacerbated by the fact that absence of usage metering encourages indiscriminate resource consumption.

Marginal cases can still benefit from good resourcing level, due to the graduated effect of the business priority scale.

Enterprise network resources must be protected to ensure that business traffic gets the quality it needs, even when competing with personal traffic. However, usage management is not merely a matter of capping levels. It involves adjusting business prioritization of the delivery parameters according to the particular connectivity requests. This means that in certain context, even personal services could be delivered with high quality. To retain employees' satisfaction and encourage productivity, reasonable personal usage need not be banned altogether, especially in off-peak hours, for example. Hence, detected personal usage can be allocated lower priority but still allowed through. If personal usage during working hours becomes a drain on employees' time and network resources (e.g. video-based games), a particular type of leisure activity could be selectively permitted only during the lunch break. This way, the connectivity policy can shape employee behavior and be 'generous' when it does no harm.

Business Priority Resourcing Functions

This application uses the business profiles to set the level of business priority for the request and to assign delivery parameters. As for Selective Funding, the prevailing profile is determined and its threshold indicates the business status. Further to that, the margin above the threshold is used to gauge the level of business priority, so that higher ranking requests get precedence over non-essential or nonproductive service requests, regardless who funds them. Hence, the function of business priority resourcing is exercised for all requests, business and personal, ensuring that sufficient resources are still available for high business priority. The level of priority is determined by the score level and is adjusted by commercial factors. The priority ratio identifies how much the profile's default settings should be increased or decreased. If this ratio is above the threshold, this will results in higher QoS parameters. If the ratio is below the threshold, the parameters will be reduced.

The priority rate is adjusted by the commercial BERG factors, which are user-specific:

 Budget or quota or approved level of spending is the authorized level of spending. In a flat rate charging regime, this is the quota. If the user has nothing 'on-account', the budget may indicate some allowance for overspend.

 Expense is the indicator of expense 'credit' availability, i.e. the remaining spending power. If it indicates 'empty', the service request will be handled as a personal request, unless there is some overspend. This has to change the ratio into a negative value.

 Role related concessions are privileges according to the job description, e.g. allowing longer timecritical activities or high mobility. The Role determines which business profile templates are relevant. Hence the Role value can be used as a multiplier.

 Grade uplift represents privileges that are granted per seniority, and can also be used as a multiplier of the priority ratio.

The priority Ratio is applied to the QoS Modifiable parameters that are defined for each of the profiles in the associated PCC rule. Since the Priority Ratio is relative, it can modify the service delivery parameters, whatever unit they are in. The modifiable QoS parameters per business profile with example ratios are shown in Table XXXIV.

Application: Context Aware Risk Mitigation 10.4.1 The Benefits of Risk Mitigation

The benefit from online, direct and immediate risk detection are obvious -it can prevent immense damage that nowadays can be inflicted instantaneously. The rise of cybercrime is not abating, and the real struggle with the problem is barely begun. Just as banking transactions have had to be monitored in real-time, so should communication systems that may risk the integrity and the privacy of enterprise confidential information. In fact, business operations are becoming entirely dependent on communications, so a serious breach of security could cause massive losses in revenues and reputation.

Determining risks in enterprises that have adopted BYOD, Cloud, work mobility and web applications is particularly hard, and existing mechanisms are focused on specific assets only. The ingenuity of hackers and fraudsters must be met with continuous evolution. Hence, online filtering of requests with dynamic profiling is a timely solution.

While higher security brings obvious benefits, this must not deter employees in their pursuit of their tasks. Imposing security restrictions can be too disrupting. Hence, the ability to mitigate the risk by a well-timed, adjustable commensurate action is what is needed. As business and leisure are blurred, trustiness and untrustiness are blurred too. The solution is to use a tool that can be tuned to provide the right balance between strict security rules and relaxed, user friendly connectivity services.

Risk Mitigation Functions

This application enables not only detecting risks associated with each service request, but also identifying the appropriate action to mitigate the risk, in proportion to it. To do this, an additional set of risk 'attributes' are observed. In fact, most observations are made through additional inference tables and qualifiers, with new conditional logic which compares and contrasts observations, current ones and This application will process a list of conditional logic rules to identify such risks, which may include industry-specific and enterprise-specific rules. As described in Chapter 6, these risks are linked to attributes and factors, hence they can be linked to business profiles. The severity level is influenced by the level of their respective scores.

Two methods have been proposed for combining business and risk information, in order to select a mitigating action that is commensurate with both business and risk:

-Link risk groups in a 3 rd dimensional prioritization scheme, within the structure of key factors, attributes and risk assertions (per attribute). The risk profiles are created from the resulting scores, using the secondary grouping. This encourages re-use of the same sources, except for additional filtering and conditional logic. -Create separate sets of risk assertions (loosely under the same key factors), and create risk profiles independently from the business model. This leads to defining new observations and incorporating more sources.

Both methods have been modelled, and they both produce credible results. Under both methods, the business and risk profiles scores indicate jointly the appropriate action.

Application: Network Selection 10.5.1 The Benefits of Network Selection

Selecting the access network no longer indicates which services are selected. Whatever the access, applications are mostly served over the Internet now. This fundamental shift means that access networks are inter-changeable. Corporate communication traffic that was previously always on managed networks, i.e. internal or carriers' networks. Now, the applications have moved over to the open Internet, using tunneling to secure the 'pipe'. Where service requests can be satisfied by several networks, the best one for the enterprise is not necessarily the one already chosen by the device/user.

The concept of ABC (Always Best Connected) was conceived for carriers, not enterprises, to optimize network utilization across all their technologies (WLAN, UMTS, LTE) and select Least-Cost-Routing for the transport network side. Now ABC can be reclaimed by the enterprise.

The concept of the ABC for the Enterprise is based on different assumptions. The need of optimization is driven by the desire to minimize communications expenditure while still providing QoS, reliability and security. While selecting best connection for network traffic optimization can be evaluated by objective computational means, it is harder to assess the best connection by user satisfaction or QoE. What complicates this further is the fact that achieving high QoE is not just a function of the access network performance, but also all transport networks that are involved in the delivery.

Using business context, an enterprise could manage the levels of business/personal usage by diverting personal sessions from the LAN to mobiles broadband and let users decide how much they are willing to spend on their own accounts.

Conversely, business sessions can be diverted to the LAN, optimizing costs of reimbursed business usage. The context-aware application needs to decide whether to force changing the access network or not. The need to select affordable best connection is even more urgent for enterprises adopting BYOD, since the consideration of which network to select are very different for business or personal usage.

Savings can be made on both on-site and off-site refundable services. Considerable costs are saved when using spare capacity on their eWLAN for business usage. Enterprises have long tried to persuade employees to use internal network resources when they are on-site instead of Mobile carrier's expensive services. The functionality that allowed enterprises to divert 'external' calls to the internal network was implemented on Intelligent Networks 'force-on-net' service. This saves unnecessary costs, while there is spare capacity to be used up. Similar functionality is now proposed, governed by business context.

The enterprise will only benefit from force-on-net of refundable business sessions. By contrast, personal mobile broadband requests are charged out to users, hence they should remain on the carrier's network.

In addition, enterprises also need to protect their own network from excessive personal use by employees and defer such service requests to the user's own carrier network, to be charged by the carrier to the user's personal account. By doing so, the enterprise is using the 'force-off-net' service to bounce the requested service to another network.

Network Selection Functions

Logic Flow for Swapping Networks

The enterprise is a 'Poacher Turned Gamekeeper'. It acts as an access provider when its employees are on the premises, and as an access consumer ('buying' network resources from carriers and hospitality agents) when the employees are out of range. As an access provider, the Enterprise must curb excessive use, especially for unproductive personal usage, which could be charged to users' personal accounts, perhaps under their flat rate regime.

As an access consumer, the enterprise needs to minimize refundable expenses by connecting to the lowest cost service with acceptable QoE and Affordability, and also ensure that business services are delivered at appropriate level of security.

The eBCR evaluation score is the main input into the Network Selection application. It has to determine a 'business' or a 'personal' status for the service request. The request has an initially selected access network, which could be a mobile carrier, enterprise internal network or hospitality WiFi.

The logic flow as shown in Figure 76 considers the two main scenarios -eWLAN generated and 3G/4G generated requests. It shows that the Enterprise is sending on-site business service requests onto the eWLAN, but unproductive personal usage is cast out of the eWLAN, to either the MNO or to nearby hotspots.

For personal usage, this means that the Enterprise policy may reject eWLAN requests and re-route to the user's own carrier, who will then decide whether to serve it on its 3G/4G network or to offload it to WiFi. When employees are off the premises, the Enterprise can select best partnering hospitality services, if they are better options than the carrier's offer. 

.2 Executing Network Swapping

If a funded business request arrives on the eWLAN, it goes ahead, but if it arrives from the carrier's network, the device is instructed to switch to the eWLAN, i.e. perform 'force-on-net'. When there are no sufficient eWLAN resources, the Enterprise can still look for an alternative among the hospitality partners nearby. The UE device contacts the eANDSF and downloads the corporate preferred partner list in the vicinity.

In Figure 77, switching from the carrier's 3G access to eWLAN is shown. If, as a result of the eBCR computation, the carrier's QoE and affordability are superior to the hospitality partners, the carrier's network will be chosen and the access network will be switched over, if necessary. In this call flow example, the carrier forwards the request to the Enterprise as the Home network.

The Enterprise authenticates the user and authorizes the service via the eBCR Policy. The request is managed in a proxy function which interacts with the eBCR policy and the proposed eANDSF. In this scenario, the eANDSF policy decides to use the eWLAN. It may still look for alternatives during peak hours or for a non-urgent session, according to its QoE vector that is received from the eBCR Policy server. In the shown call flow, the eANDSF analysis shows that the carrier's network is still best value and the user selects it manually. Performing this procedure automatically could also be configured, as it is today, on the device.

If the unfunded request comes over the eWLAN, it will be pushed 'off-net' and transferred to the mobile network. The device re-launches the service request towards the carrier, and it is up to the carrier to serve it, using its own ANDSF partners with its own policies. The request is re-launched towards the carrier access network, where the user is authenticated against the personal account, with the personal quota and charging band. The session is connected according to the carrier's policy and will be charged to the user directly.

Alternatively, the Enterprise can still support employees' access selection and protect BYOD devices by advising on secure preferred partners, and by using the safer eANDSF procedure, even in an untrusted access. Employees will be offered other WiFi networks that they can use safely. They still benefit from enterprise negotiated deals with the preferred hospitality businesses, even when their personal service requests are not accepted on the corporate WLAN. In this case, the user is notified that an enterprise service is not available and is given the choice of alternative access network prioritized by the Enterprise or the carrier's normal service.

Commercial Evaluation for Network Selection

The difficulty of defining what is 'best connection' was highlighted in (Chen 2008), listing issues with the range of different technologies, compatibilities of terminals and radio networks, range of applications with different selection criteria and the many ways of measuring user satisfaction.

Building cost models is even harder, because financial information is not forthcoming from any of the involved parties. There is little or no research on optimizing costs, yet user decisions are often swayed by affordability more than by quality. In [START_REF] Kellokoski | User-Centric Approach to Always-Best-Connected Networks[END_REF]), a user-centric approach is confused with device based approach, which is under the carrier's control. Dealing with pricing issues is summarily dismissed 'because of flat rates'. Therefore, cost models are often based on many unsafe assumptions.

To be realistic, what can be evaluated is the sensitivity and the change, rather than absolute amounts.

A cost sensitivity model can be a useful tool for enterprises to assess the potential benefits from selecting access networks for their employees. Such a model has to assess cost per session, not per megabyte, because the cost improvements are achieved for the whole session. Unfortunately, most access providers charge for bandwidth usage, not for sessions.

Therefore, to quantify cost saving, the model must first compute the Average Cost per Session (AcpS), taking account of average consumed bandwidth per session, multiplied by the bandwidth charges. This needs to be done for each of the evaluated delivering network types: eWLAN, 3G/4G, Hospitality.

Computing cost-per-megabyte has been declared as 'NP Hard' in (Gazis 2003), i.e. too complex to calculate, and AcpS cannot be reliably established either. Calculating AcpS per network depends on too many scenarios, with a wide range of bandwidth usage patterns and just as many charging regimes. Even if average bandwidth per session is obtained, its costs cannot be generalized. It is also complex to account for spare capacity, when the sunk costs of investment is not incremental per session, yet the saving gains come from efficient usage of already paid-for spare capacity. Other considerations are equipment and maintenance prices the write-off period for infrastructure investment. Instead of all this complex calculation, the enterprise can estimate its own annual IT costs, and divide by the number of served requests, from the network management system. Such very high level estimates are also needed from the mobile carriers and hospitality agents for comparison.

In Figure 79, an illustrative specific case of what-if cost saving sensitivity model is shown, which indicates the cost sensitivity to shifting access networks, by 10%, 20% or 30%. The decisions to perform the network swapping may be in the minimalist or maximalist point of view, depending on the setting of the score threshold. To test sensitivity, the calculated example shows the change when 10 %, 20% and 30% of sessions are shifted from one access network to another, to optimize service delivery costs.

This model includes three scenarios: On-site business sessions (shifting sessions from 3G/4G to eWLAN), Off-site business sessions (shifting sessions from 3G/4G to hospitality) and On-site personal (shifting sessions from eWLAN to 3G/4G). The scenario of off-site personal session on hospitality access is not needed since it is not charged to the Enterprise but is paid directly by the user.

Figure 79. Cost Saving Sensitivity Model -Case Study

The estimated AcpS per network type in this example are merely for illustration. Note that it is assumed that Personal AcpS is higher than Business AcpS, not just due to higher consumer prices, but also due to higher bandwidth consumption average -personal usage is more likely to include pictures and video streaming while most business sessions involve email, text and browsing. A discounted rate for hospitality WiFi is assumed, if the hospitality is on the Enterprise preferred list. 
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Results

These results rely heavily on the relative differences between the AcpS rates in each network, which could not be accurately ascertained in a generalized model. Nevertheless, this example shows that there is remarkable cost elasticity for relatively small number of access shifts, indicating that the eBCR/eANDSF access selection solution is well worthwhile.

Chapter 10 Concluding Remarks

Applications of eBCR can use the same finding of business priority for several purposes, but in some cases, applications require further filtering and support. Four context-aware applications have been outlined here for the enterprise.

The Selective Funding application determines what service requests qualify for refunding, according to their prevailing profile and the level of the score against the threshold. Requests that are not granted business status, will be 'deferred-back' to the user's own carrier, and handled as personal requests. Those granted business status will be paid directly by the enterprise, saving on expense claims administration.

The Business Priority Resourcing application uses the relative margin of the eBCR profile score to compute the Business Priority rate for the service request. This rate, together with the adjustments that the commercial factors (BERG) dictate (e.g. no on-account 'credit will render the request non-business), determine the final levels dynamic modifier. Each of the modifiable QoS parameters is multiplied by this rate, to provide the priority rate for the parameter. This is also applied to non-business requests, so that their parameters will be reduced according to their lower priority and affordability.

The Risk Mitigation application selects the appropriate action according to the combination of business profile and risk profile. The application requires more filters and further observations that define risks. They are described as either a 3 rd dimension of separately prioritized elements, or as a sub-item under each business attribute, thus inheriting the attributes prioritization. In both cases, the score level for the business profile and the risk profile are combined to select the action, and its precise level.

The Network Selection application uses the eBCR techniques to establish users' context and execute access selection according to the resulting business status. For personal service requests that are not allowed on-net, the Enterprise will suggest an alternative, either the carrier's 3G/4G or local non-3GPP partner. A cost sensitivity model indicates that significant savings can be made, when 10%, 20% or 30% of service requests are either forced-on-net or forced-off-net. For business usage, when employees are out-of-range or when the Enterprise WLAN is overloaded, alternative access networks will be selected. To enable smooth network selection, an enterprise-centric 3GPP-compatible ANDSF is proposed. This eANDSF maintains corporate access selection policies and corporate preferred partner list, with their negotiated corporate discounts.

Case Study: The Automotive eCAPS 11.1 About Chapter 11

In this case study, a proposed enterprise communication policy solution for the automotive industry is described. The emphasis is on adaptation of the eCAPS/eBCR solution to the requirements of the automotive market, not on building a business case. This case study is based on knowledge acquired through a study commissioned by a major European automotive company, who declined to be named for commercial confidentiality reasons, and it is referred to in this document as the 'Automotive'.

The scope of work and the provided information for the commissioned study are bound by a confidentiality agreement, so only information that is already in the public domain is used here. The proposed solution in this chapter is beyond the scope of the commissioned study, but some of the new ideas within this document have been suggested to the Automotive and were incorporated into their strategy.

This chapter is based on MVNO connectivity study in Paper 1 "Modelling Multi-MNO Business for MVNOs in their Evolution to LTE, VoLTE & Advanced Policy", and in Paper 2 "Resolving Ten MVNO Issues with EPS Architecture, VoLTE and Advanced Policy Server", and the learnings from the commissioned study that inspired these ideas, e.g. in Paper 9 "Wallet-on-Wheels".

The Automotive as a Provider of Communication

Car applications -the Selling Feature

The automotive industry is undoubtedly mature, but one area is still evolving rapidly -vehicular communications. There has been much research devoted to exploiting M2M techniques when they are applied to the motor industry. There is particular good scope of growth in the area of user/driver applications, rather than vehicular M2M applications that rely on car sensors and internal systems. Car communication is now the most important differentiator between car brands. Car intelligence has now moved on, to provide built-in communication intelligence hubs.

Smartphone integration with the car ensures that authentication underpins the linking of the phone, and that the car head unit can specify varying safety rules, e.g. in certain geographical locations and certain vehicle status. Thus, the car's head unit takes on the role of a 'security keeper' for phone integration.

Location-based services and navigation, including dynamic traffic status, are already well established as desirable car services. The automotive manufacturer is becoming a service provider for extensive M2M services, such as car maintenance, roadside support, breakdown and emergency etc. Other car services range from cashless transactions -paying for petrol, tyres, garage services, road toll and parking -to incar entertainment, with streaming music or audio books.

There is a very wide range of Vehicular Communications Applications that are targeted at the automotive market, as noted by several major car manufacturers' website, and by ETSI TS 102 637-1 V1.1.1 2010. In fact, cars are 'morphed' into smartphones on wheels (Bose 2012). This may be summarized by:

-Car-specific support: M2M maintenance, breakdown, emergency call -Driver support: GPS locator, location-based services, mapping -Road-side services: garaging, fuel, -Personal catch-up services with voice-activated commands and text-to-speech -General car Internet, as occasional alternative to tablet/ smartphone.

Car Connectivity

Automotive connectivity is provided by cars' mobile subscriptions that are arranged by the car manufacturers before the vehicles leave the factory. The carrier's SIM cards are embedded at manufacturing time in a tamper-proof unit. However, cars are sold globally, and many end up roaming continuously. Car communication services are becoming rapidly popular, and usage needs to be monetized and capped selectively.

Car connectivity usage patterns are not the same as smartphones. It is a special case, with supermobility and bursts of activity. It is only periodic -unlike continuously connected smartphones. During travel periods, there are several applications to consider (car status, roadside transactions etc.). Other applications are aimed at 'rest' periods in stationary status. Some applications continue to be available despite switching the engine off, e.g. opening car doors with fobs, using fob keys with NFC capability for small transactions and monitoring car status. Connectivity 'at rest' can be exploited further with the advent of outdoor WiFi along roads, and extended reach of hotspots. Hence, car WLAN can be used not only to connect devices within the car, but also connects cars to home servers or corporate servers, and provide an alternative access method.

One of the first drivers to connect cars was to enable calling emergency agencies in case of serious trouble. The emergency call (eCall) service has evolved from a desirable selling point to a service that is mandated by regional regulation, e.g. the European Commission (EU eCall), that is associated with E112 (emergency location notification). The eCall enables cars to call the emergency services in times of car accidents or other serious road events. It can even call automatically when the driver is incapacitated, and provide crucial details of the car location and its mechanical status. Such services are bundled with the car for free. This encumbers the Automotive to facilitate connectivity in a wide range of countries, for a service that does not earn anything and is no longer a differentiator.

Car Identity

The Automotive's subscriptions identities are embedded in a NAD (Network Attached Device), which is a custom-built unit that is permanently fixed into the car frame and is not exchangeable once installed. It contains the client connectivity software and the SIM (Subscriber Identity Module). The NAD unit is sealed to prevent any chance of tampering. This unit is also referred to as eUICC (embedded UMTS Integrated Circuit Card). This makes car's SIM far better protected than phones' SIM, as much effort goes into making the NAD physically impregnable and impossible to replicate.

The SIM cards contain mobile identities that are defined by MSISDN (Mobile Subscriber Integrated Service Data Network) and IMSI (International Mobile Subscriber Identity). These identity numbers are allocated by MNOs, according to their numbering range, and are used to route to the issuing MNO's core system. The authentication procedure is also specific to the MNO. Hence, car communication, via its embedded SIM card, is closely coupled with a single MNO for the life of the car.

Other identity numbers are no longer in active use for authenticating mobile users. The equipment serial number, the IMEI (International Mobile Equipment Identity), cannot be trusted to be unique once it was discovered that the electronic boards were cloned in large numbers in certain parts of the world, including their IMEI (OECD 2012). Since the MSISDN is a public number by which the user is known, authentication now depends solely on the IMSI identity, and on associated credential materials and procedures that are used for the authentication process Today, global M2M service providers seek ways of obtaining their own range of carrier-independent MSISDN and global IMSI numbers. They look to select MNOs flexibly, not at manufacturing time, but at activation time (to avoid permanent roaming) and to enable changing MNOs in cars' mid-life, without having to change the sealed embedded SIM in the NAD. This is particularly important for cars as communicating devices, because cars' lifecycle tends to be longer than for phones and tablets.

Subscriptions and User Accounts

Subscription can be defined as the mechanism that enables authentication and spending authorization, while an 'Account' is defined as managed credit and payments facility. A car user may be the driver temporarily or permanently, or the user may even be a passenger, but it always defined as someone who is entrusted with certain spending power (Account) by the owner of the subscription. There can be several types of relationships between accounts, subscriptions and users, as shown in Figure 80. The Automotive manages cars via their communication subscriptions that are aligned in different ways to users. Aligning Users with Car Subscriptions and Accounts can be summarized by three options:

-Option A: Users sharing a single account and the same user subscriptions, e.g. family members.

-Option B: Multiple users with individual account, but a single subscription, e.g. car hire, car fleet.

-Option C: Separate subscriptions for single identity at different times, e.g. selling to new owners or anonymous vouchers or short-term car rental.

Figure 80. Car Subscriptions and Accounts

There are special principles that apply to cars and users alignment:

-There is a distinct separation of accounts and subscriptions -A subscription identifies a car, but multiple subscriptions may be owned by a single entity -Users may be temporarily or permanently associated with a subscription -The subscription, which determines the serving MNO is not modifiable by users.

Unlike mobile phones, where users can change networks by inserting different SIM cards into the handsets, cars have fixed SIM identity for life. The embedded UICC (eUICC) has fixed subscriptions associated with the device while users (car owners or casual drivers) may change.

Subscriptions and service packages could be assigned to multiple users of the same car, e.g. pool cars or hired cars. Users sharing eUICC subscription can be members of the family who occasionally drive the family car. Credit may be shared, but services configuration (e.g. play list or bookmarks) may be kept separately, allowing for personalized parameters. Alternatively, each family member could have a separate credit account for budget control. In such cases, the subscription account holder may be a single party, and other car users can have individual budgets.

Billing Accounts

Billing systems for mobile phones are related to SIM accounts. The SIM card represents an account with the MNO, not the Automotive. However, the car-related services are provided by the Automotive, who also controls the user interface -via the car intelligent dashboard. It is a good idea for the manufacturers to embed their own credentials alongside the SIM, so that they can utilize it to authenticate users independently from the MNO. Hence, several types of accounts may be needed in future:

-Car account, linked to the car SIM and can be used by any car user -User account, temporarily associated with the car SIM -Family/group account, shared between specific groups of users -Automotive's account, independent of the MNO SIM (for service promotions etc.) -Ad-hoc anonymous account, for temporary personal pre-pay credit.

The Automotive's Wish List

Connectivity Independence

More advanced communication is offered by the major car manufacturers in the higher quality cars, but basic communications is now offered more widely. More than 50% of new cars in Europe were equipped with communication devices in 2012, enabling limited service scope but providing almost universal connectivity in the marketed countries. Currently, communication services are provided via few large regional carriers through long-term agreements. Car manufacturers plan to expand the communication service capability and increase the number of countries where these services are supported. They want greater independence in launching, promoting and controlling delivery. To achieve global coverage, the Automotive needs a flexible way of contracting with network providers.

The MNO is the Automotive's single point of contact for all types of services, in any country that the car may be. The Automotive is restricted by the territories in which the MNO has coverage, thus the range of countries that cars can be marketed into is dictated by the MNO's network reach. The Automotive cannot choose roaming partners either, but has to accept those chosen by the MNO, along with their negotiated roaming rates.

Since there are no standards in place that allow the Automotive to replace the factory-set MNO, their contracts with the MNOs are fixed for the lifetime of the car. This means that the Automotive needs to find ways of curbing consumption according to context, in order to mitigate the mismatch of user charging regime with the MNO, following their own rules -not those that the carrier applies.

Roaming and Regional Mobility

Particularly troublesome is the 'constant roaming' situation, when cars end up in the 'wrong' region for the factory-set SIM, where the original MNO does not have good coverage. Constant roaming and frequent roaming increase the costs of flat rate connectivity that is bundled with the car, so that the revenues do not match the costs. The Automotive would like to select more suitable roaming partners in each territory to reduce roaming charges and improve connectivity.

Roaming charges can be prohibitively high in certain cases, preventing the Automotive from launching more bandwidth-intensive services. Additionally, over the lifetime of the car, carriers and their partners may disappear and need to be replaced, or they fail to upgrade their networks and extend their reach.

High roaming charges have been target of criticism, especially in Europe, where they are invoked frequently (unlike North America, for example) due to great mobility between EU member countries.

European regulation has already curbed the high end charges to some extent, and is aiming at eliminating them within the EU zone. Regulators can mandate charges within their own country, but have no control over roaming charges outside the MNO's country.

In Figure 81, the manner by which the Automotive connects to MNO networks is shown.

Figure 81. Car Association with MNOs

There are several options of Car-MNO-MVNO relationships:

-Option A represents the current situation where the automotive can only connect to the MNO's partners. This is a 1:1 relationship where the MNO is the single interface to roaming and network services -Option B can be available if the means of replacing MNO's credentials in the car are facilitated and supported by the carrier community. Multiple MNOs can be assigned, but only one at a time. This is not a dynamic changeover, as the process of handing over control over the SIM takes time, allowing both donor and recipient to adjust their records and re-configure network parameters.

Option C is the desired situation, which could be activated by context, that allows the Automotive to select the best network according to context. This may be dual MNO concurrently assigned, if cars are built with more than one SIM embedded. The dual MNOs may be used for different service types or in different territories. This can also be an alternative WLAN connection, that need not be provided by the embedded SIM MNO. This option can be described as an Always Best Connected (ABC) solution that assists in selecting the optimal connection.

Alternative Access, Beyond the MNO -By Context

'Best-Connected' selection of network is becoming feasible due to the improved performance of WLAN standards (802.11ac was ratified last year) and availability of Outdoors-WiFi boxes that can be mounted over lamp posts. Access to any WLAN service is not restricted by the regulator and is not licenses to MNOs. Hence alternative providers could offer a cheaper service or a bundled service to encourage car users to frequent their establishment. Alternative networks, even untrusted ones, provide the Automotive flexibility and lower cost connectivity, therefore worth the effort of connecting to them.

Authentication procedures can use different credentials from those embedded in the SIM, if the Automotive embed their own credentials in the tamper-proof unit, alongside the MNO's SIM. However, SIM based authentication can be provided by some MNOs, even when connecting to alternative WLAN provider. The WLAN may belong to alternative local MNOs, local hotspots (e.g. airports), city WiFi, 'hospitality' establishments (hotels, cafes), home WiFi or -most importantly -Enterprise's own carparks, with WiFi coverage over their grounds as well as the premises.

Enterprise Car-Park WiFi is particularly attractive when used for securely downloading work schedule and uploading travel visit reports. Users connecting via independent WLAN can benefit from a separate quota, beyond what their MNO provides for their mobile devices.

Monetization and Innovative Charging -By Context

The Automotive is becoming a service provider, with a captive addressable market of its own cars. The provision of connectivity and communication services is moving from being a mere sales aid, into a business in its own right. However, the future of this market depends on having appropriate means of monetizing services, and appropriate means of charging and collecting payments. Most charging mechanisms require applying policy rules. Hence eCAPS and an OCS are necessary for the Automotive to realize the potential.

Car manufacturers who are becoming service providers need to acquire the ability to charge according to consumption. New broadband services and unlimited car-Internet surfing can incur high usage costs and cannot be sustained without usage-based payments.

The early ranges of car services have been true M2M services (e.g. checking engine functions remotely), services that are rarely used (e.g. breakdown calls to call centers), navigation and location based services (local POI -Points of Interest). These services involved only light usage and could be estimated for the life of the car, therefore could be purchased as a bundled package of services when the car is first sold. However, new high-bandwidth services and non-car-related applications require specific charging per service type, volumes or duration.

Since eCall is becoming mandatory, there is even more incentive for the Automotive to monetize other communication services, and to generate more revenues throughout the car life, offsetting the costs. This also increases the motivation to apply variable charging and selective range of services according to SLA and according to contextual factors that influence the costs.

Where the range of services is expanded beyond such applications, unpredictable usage needs to be recompensed. The advent of Broadband Mobile (3G and 4G), popularized video streaming, which introduces the potential of vastly greater volumes of traffic downstream to the car. Such services require payment according to consumption -demanding new methods of car-charging.

Car owners, drivers and passengers, may not be aware of costs. In some cases, car owners would prefer to have a certain budget that is imposed on usage. Just as roaming data charges can catch smartphone users by surprise, the Anti-Bill-Shock capping and notification services for mobile phones must also apply to cars. Services are bundled initially, but unbundling of services would be very useful for greater flexibility throughout the lifetime of the car, especially when the car changes hands and new drivers have different preferences.

Mapping and navigation service already involve some ad-hoc charging, e.g. updated navigation maps or more territories mapping. Even more important is enabling second or third hand car owners to activate available services that have not been purchased initially. For long-term car owners, there should be a method of promoting newly launched services. Such new services can be promoted via special offers, e.g. free trials, to attract existing car users and entice them to register with the Automotive. The facility of free trials can also be used by car hire companies, bundling it with the initial hire cost, but also allowing drivers to extend the service via a pre-pay service portal.

Remote banking transactions, i.e. 'Mobile Money' services, are most useful while travelling. This enables transferring money to car Pre-Pay accounts while checking on state of credit and viewing recent transactions. Travel-related transactions, e.g. roadside kiosks payments and e-ticketing, are regarded as 'micropayments' that are too small for credit card, and would benefit from an alternative cashless service. While smartphones become all-powerful, so do cars, once they are equipped with 3G/4G and WLAN communications. With advanced dashboard and NFC car-keys, user interfaces via touch-screens and buttons enable browsing, calling and streaming content.

The question now is defining the boundaries and justifying any extra computing costs -not proving the technology. In Paper 9, a more secure car-mobile-money solution for drivers and car owners was proposed in WoW -Wallet on Wheels. The proposed solution utilizes car security and car connectivity to enable certain financial transactions and payments with added security.

In summary, the Automotive requires several methods of charging and further monetization functions that can be provided by the OCS (Online Charging System):

-One-off payment for the lifetime of the car -Free lifetime services (e.g. eCall)

-Ad-hoc one-off service purchase (e.g. for navigation maps update per country) -Subscription (rental) with regular service package fee (e.g. real-time traffic status) -Flat rate with capping for Internet access, data services and roaming services -Anti-Bill-Shock compliance with notifications of calculated amounts (not bandwidth) -Consumption based charging (e.g. streaming music)

-Limited time or limited amount 'coupon' for promotions -Charging engine that produces usage amounts and CDRs.

Currently, the Automotive is charged by the MNO according to CDRs (Call Detail Records) that are collected from the MNO billing system. The Automotive will have much better control over spending (with the MNO) and charging (car owners) if an Automotive's own system was logging chargeable records of delivered services.

From Flat Rate to Fleet Rate -By Context

Value charging instead of a flat rate is essential for fine-tuning of margins. The Automotive must match the MNO's charging regime, to avoid charging flat rates to users while paying the MNO for volume usage. This type of mismatch of revenues and costs has proven detrimental to many virtual operators, who were forced into this uneven agreement because they had no means of billing their customers. While flat rate devalues the worth of the provided services, variable pricing can increase revenues in saturated markets. The tool to achieve that is the Policy Server that installs and manages varied charging rules for users and services.

A policy server has further uses in capping consumption, whether imposed by the Administrator (to limit flat rate spending) or self-imposed by car owners who wish to control budgets.

The policy server is also necessary to comply with the European Directive (EC 544/2009) to avoid 'bill shock' for roaming Data users. The spending amounts (in the user's currency) must be monitored, not just volumes that remain meaningless to consumers. The system must notify users when charges exceed certain limits. This prompts the Automotive to instruct the MNO's gateways to disconnect sessions. The mandatory default function can be performed via the MNO's policy server, but if the Automotive wishes to allow car users to spend more, they should be able to set up their own capping levels.

The Automotive service range is different from other industries and may reveal entirely different car consumption behavior profiles. Some bundled services, e.g. breakdown communication are invoked only rarely and the volumes are very small, but other services (e.g. browsing) may be abused, if no policy control is imposed. Therefore, the Automotive would wish to manage usage according to different rules from those that the MNO may provide. Spending limits may vary according to the type of customer, the type of car and previous payment records.

Mitigating Automotive & Enterprise Risks -By Context

The Automotive's Risks in satisfying communication service requests are different from those of the enterprise that funds employees' expenditure, but they are similar to those of a service provider or an operator. The risk of abusive behavior of flat-rate users is very pertinent for the Automotive and is probably the strongest motivation to seek better security and control. As drivers get used to consuming 'expensive' media, e.g. streaming video, the car's ability to provide it in addition to the personal tablets' quotas, make this option enticing, especially to passengers.

Excessive usage may not be systematic, so context assessment that correlate historical usage can help to make a decision of accepting the service request or rejecting it. The automated services of emergency and car breakdown can discern the appropriate situations for contacting the Automotive call centers, but the manual facility to do so is open to abuse. Hence, some context-based solution could help distinguishing genuine urgency.

The main issue is identifying bona-fide users and preventing SIM identity thefts and account abuse. The physical advantage of the embedded eUICC should provide good protection, but nothing is entirely foolproof. The MNO's SIM Authentication can be used also for WiFi authentication via an AAA Server, for any hotspot WiFi username/password.

Corporate services and enterprises in the travel industry require another layer of identification -for employees, on-duty drivers, car hirers and so on. Enterprises are concerned with any sensitive communications, and car communication is no different. However only the enterprise can ascertain what communication service request merits higher security measures, such as encryption, based on target destination filtering or the type of the connected application. Hence, such selective security measures are context-aware, but they need the enterprise to evaluate the context.

While the Automotive needs to identify which enterprise owns the identity and apply the correct SLA, the enterprises also need to establish that the car is used by the appropriate bona-fide user. Context of particular drivers can be derived form certain enterprise internal sources which are not available to the Automotive or the MNOs. Therefore, the enterprise may need to run its own context analysis and transmit the result as part of the service request evaluation.

The Automotive Solution with eCAPS and eBCR

The Scope for Automotive Context-Aware Policy

The Automotive requires policy and charging facilities that are similar to those of a virtual operator, but the requirements for context are different, since the patterns of usage of cars are different from those of using a smartphone or a tablet. Like an MVNO, the Automotive needs to apply the conditions of the SLA and any static account restrictions or privileges for its customers, whether they are enterprises or private car owners. Such SLA rules are equivalent to the user 'role' in the eCAPS model, which affect rules of capping and budgeting as well as service priority. However, there are great differences between establishing car context from driver context.

The Automotive can glean enough information to assess some important context aspects:

-Car Type and Model: behavior and consumption patterns may vary significantly according to the type of car: private 'saloon', sports car, transport business vehicles, Each vehicle type could have a separate profile that is based on observed behavior. This may be aligned with different service packages, as well as different pre/post-pay rules.

-Car Ownership: Private cars, enterprise pooled cars, car hire (with short term or long term variations) etc. all have different usage patterns. The enterprises may have different rules for managing service delivery options according to the car ownership and designation.

-Car Motion: usage of cars 'at rest' is different from usage in a moving car. The motion status can be ascertained via GPS readings. Stationary cars that are located at tagged locations ('Home' or 'Office') could connect to the local WiFi access in preference to the MNO's network.

-Roaming: Cars that are currently roaming will need monitoring of costs and searching for alternative access methods. Constantly roaming cars may have different policy of allowable services, in order to restrict high bandwidth services.

-Territory: the car physical location provides more clues to the way services are delivered. This can include compliance with the country laws or providing regional language interfaces, as well as routing calls to local call-centers.

-Emergency: If an emergency situation is detected, high priority and high QoS will be requested for the service, even beyond calls to the call center and eCall to the emergency agencies. This should allow for alternative media (email, messaging, social networks) to be used to alert other parties.

The Automotive also has some specific risk detection mechanisms. For example, if the car GPS positioning is different from the access point, cell ID or IP address that can be associated with that location, the embedded SIM must have been compromised. Concurrent service requests for the same SIM are also a sure sign of fraud.

The Scope for eBCR

The eCAPS system can be deployed for the Automotive to manage private cars, but also to manage corporate car-fleets, allowing the enterprises to prioritize business communication and control spending. The Automotive system can generate context for the Automotive own purposes, to achieve context-based capping or context-based access selection, but it will need more accurate enterprise preferences and filtering information to produce context from the enterprise point of view and support enterprise decision making. Table XXXV analyzes typical enterprise sources that may be shared with the Automotive, showing that there is much that could be made available without infringing confidentiality and some that is partially available to the Automotive. However, this arrangement necessitates maintaining a 'multi-tenanted' system at the Automotive, which utilizes different filtering and preferences for each enterprise. With limited exchange of information, e.g. temporal filters, location tagging and even destination categorization, the Automotive can perform near-enough context evaluation on behalf of the enterprise. However, certain enterprises would not wish to disclose such information to the Automotive, yet wish to determine their own policy, based on their corporate priorities and preferences. This means that the eBCR model has to be operated within each enterprise, with profile scores and delivery decisions conveyed to the Automotive, and then forwarded to the MNO, in a value chain of negotiated policy.

To do that, an eBCR client needs to be installed at the enterprise, which will have access to users' information, such as travel plans, rosters, previous visit reports, and holiday periods. The enterprise can then maintain their own prioritization weighting for their profiles. This enterprise-side eBCR generates the scoring and selects the appropriate profile, according to the enterprise's own prioritization. This is transmitted to the Automotive's system and is authorized according to the SLA with that particular enterprise. The Automotive's own context evaluation may yield additional policy rules that are incorporated with the enterprise's requested parameters, before sending to the MNO.

Standard Technology Solutions for Automotive Issues

The Automotive, as an MVNO or a sponsor, relays to the MNO information on the authorized duration, QoS levels and termination triggers. The Automotive authorizes the connection to the application or the content provider according to the SLA, if the user's profile and the remaining credit in the user's account allow it. Policies and events (such as exceeding the authorized amount/ duration/ volume) are communicated between the networks via their respective policy servers (PCRFs) and, if needed, passed also to the Online Charging Server (OCS). Several important features have been introduced in EPS for roaming that help solving the Automotive's worst issues, using new interface, as in XXXVI.

These interfaces enable operators, MVNOs and the Automotive, to convey their own policies dynamically across the MNO's network and exercise value pricing and fine-tuning of margins via the Online Charging System. They support triggering events in the MNOs' access networks, and monitoring thresholds and charging events in the Automotive's eCAPS system.

Automotive acting as 'full' MVNOs (who support their own core system) can gain not only independence, but also the ability to connect to several access networks, trusted and untrusted. They can utilize smart access selection through the access discovery and selection method, to optimize Interface Between Functions S9 H-PCRF to V-PCRF Transfer of policy rules from the enterprise/Automotive to MNOs, and receive reports of events at the access or transport networks Gy PCRF-OCS Retrieve charging rules that are applied to pre-pay, or capping limits and allow direct interaction between the charging engine and policy-based rules GXX BBERF to PCRF Report on access-side events and receive policy instructions on service delivery and session control in the access nodes GX PCRF to PDG Report on transport-side events and receive policy instructions on service delivery and session control on the transport networks TABLE XXXVI.
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network costs and exploit the free WiFi resources. They can also utilize 'Home Routing' to divert service data flow through their own gateways, and obtain user intelligence from their own Traffic Detection facilities.

Table XXXVII provides a list of persistent MVNO issues and their technology remedies via new methods and standard interfaces. More information is found in paper 1 and 2.

Connectivity Capability and Compatibility

An Automotive that takes the role of a virtual operator can maintain full core functions, which acts as a Home Network for roaming users in the MNO' network, that acts as a visited network. The user policies are retrieved from the Automotive/MVNO PCRF (Policy and Charging Rules Function), not the MNO's. Session requests and services are served from the Automotive's core network. This way, the interfaces can be no different to the standard roaming procedures that are well established, as shown in Figure 82.

While 'best-effort' Data services can be provided directly if Internet access is available, the global requirement for eCall forces the Automotive to team up with MNOs in the appropriate regions that can support such connectivity anywhere, and use traditional 2G, if not available on 3G or 4G. Routing emergency calls to the appropriate 'first responders' and emergency agencies varies between countries, which the local MNOs must satisfy as part of its compliance with its license. Hence, the Automotive is still obliged to contract to local MNOs. In due course, the emergency agencies will migrate to packet networks, allowing the Automotive greater freedom in the way that the eCall requirement is satisfied.

The design of the Evolving Packet System (EPS) changes the roles of the network elements and separates out the core from the access, thus enabling the Automotive to manage its own core without running an access or transport network. EPS separates out the BBERF (Bearer Binding & Event Reporting Function), so that it can be in any access node, LTE or WiFi for example. This enables MVNOs to communicate to any compatible BBERF, whether it is the MNO's own access or not. The EPS MME ascertains the location of the mobile device (the car) and further session control is conducted directly by the S-GW (Serving Gateway). Other GGSN functions are implemented in the S-GW which controls the session and routes traffic to the Internet or to the transport nodes (Balbas 2009). This separation of functions enables the Automotive to operate its own S-GW, while the MME remains in the MNO network. This means that the Automotive's system can act as an end-node in the MNO's network,.

A 'lighter' configuration of the Automotive's system does not contain GGSN/S-GW and PDN Gateway. In this case, the automotive has no routing control and cannot inspect the payload packets, hence the context evaluation is less accurate. Much better insights into subscribers' behavior are provided by DPI (Deep Packet Inspection).

When the MNO offloads traffic via an early breakout to the Internet in order to reduce congestion, the Automotive's control nodes are bypassed and precious user behavior information is lost. Therefore, the Automotive should arrange that all its traffic is always routed through its own dedicated traffic monitoring gateways, using the 'Home Routing' option (Fig. 15 above).

While forcing traffic through distant Home gateways may be very useful, it can also be costly, since it increases network congestion. These costs can be mitigated by using Home Routing only selectively, to monitor certain high-value users, certain enterprises or high-risk sessions, and ignore other traffic. Such decisions can be made with the help of the context-aware policy system.

Automotive Financial Services for Individual Car Drivers

There are several ways that users are charged, as shown in Table XXXVIII. Without policy and charging rules, the Automotive can currently only exercise free services (e.g. eCall); lifetime bundled services (call Center support); Ad-hoc one-time service charge (download maps) and capped flat-rate subscription (limited Internet access). With eCAPS and OCS, the Automotive can provide much more elaborate charging models, including Pre-Pay per car account, Post-Pay per car and Post-Pay user subscription.

In Paper 9, WoW (Wallet on Wheels) was described as a service that enables either an automotive company or an MNO to provide financial services to cars. This enables cars to provide 'Mobile Money' services, include banking functions that are authorized for users according to their mobile identity. As the service is based on superior security that is provided by the tamper-proof embedded eUICC, it competes well with small devices.

The notion of Car-Pre-Pay service is different from mobile pre-pay. This idea is that the account is linked with the car, not the user, since the car identity already has its own account. Hence, the constant element is the car SIM identity, while car users may change. This account can be pre-pay or post-pay, but the latter requires strong linkage to a person, while the Car-Pre-Pay concept is safer, regardless of who drives the car. Such Car-Pre-Pay accounts, as shown in Figure 83, can assist anyone who drives the car for road-side purchases, garaging costs, fuel etc. Casual or temporary drivers can be given access to all services that are paid for via this account, simplifying the process of changing drivers (e.g. for pool cars or family cars).

Services could include in-car entertainment, such as streaming audio books or music, delivered over the air rather than through discs and USBs, for example. Remaining credit could stay with the car for the next driver, or withdrawn using the same portal with the same credit card credentials. This type of accounts makes it easy to add more services at any time, so it increases the Automotive's opportunities for obtaining further service subscriptions after the initial car sale.

Unlike the practice today of buying specific car services from the Automotive (e.g. download navigation maps), the credit can be used for any chargeable service, with no need to specify upfront what services are to be purchased. This empowers car users to prioritize consumption according to their preferences, and gain more control over charges. It is also useful for car owners controlling spending of other drivers, e.g. family members, office pool cars or rental cars. The versatility and simplicity of the interface must overcome user resistance. This is an intuitive way to pay for incidental expenses at greater ease-of-use A Car-Pre-Pay account can be set to allow anyone to add credit and anyone to spend it, which is useful for promotions and for service introductions. Credit vouchers that can be purchased by anyone on behalf of any car can be given as gifts. Vouchers can also be used for promotions of new services, i.e. providing a limited credit as service introductory packages. Such vouchers can be issued at the time of a service launching, or provided when a new car user is established. Car rentals firms can package vouchers with their rental deals. Enterprise pooled cars may be allowed certain amount of credit that the enterprise would fund for the employees, but the employees could easily add more voucher credit, if so wished.

A Pre-Pay communication usage service (e.g. streaming contents) needs to authenticate the user credentials and retrieve user's service profile. It has to monitor session start/close events, so as to charge for usage and apply the appropriate charging rate when calculating the spent amount.

The ability to define policy for the services allows for differentiating charging and more innovative applications. The policy server will determine how to handle the accounts, how to manage overspend of pre-pay and how consumed bandwidth is charged to the account. The context monitoring can highlight anomalies that indicate risks, so that fraud attempts are frustrated much earlier. Context-based rules can indicate when a transaction is covered by the enterprise or not, and when additional credit may be awarded.

Automotive Solution for Enterprises' Car-Fleets

The corporate market is particularly important to the Automotive. It is a market of bulk purchases, higher quality requirements and lower price sensitivity. Communication facilities and the ability to control policies are essential to the enterprise market. Figure 84 shows the eCAPS/eBCR solution for the Automotive corporate market. The Automotive system acts as a home MNO core, where policy decisions are taken. The service request is originated in a visiting MNO network that provides the local access. In fact, the access network can be non-MNO. It may be the enterprise's own WLAN (car-park WLAN) or another hotspot. Rival MNOs may offer outdoor Fixed WiFi Access (FWA), which cars can connect to. Service requests can reach the Automotive via the Internet, without engaging the MNO at all. The car is prompted to connect to the best connection via the eANDSF procedure, as described above, which allows the enterprise to select its partnering WiFi providers.

The Automotive's Full System

The Automotive can deploy the required system in phases, depending on the desired services. Figure 85 shows the Automotive systems with its three modules: the policy control; the user identity management and charging engine; and the user Behavior and data flow. The central part is the policy server and the eCAPS system, which provides the basic ability to select policy and service request priority. The eBCR module can be deployed to assess context according to information that is entirely found within the automotive sources -which lacks specific user knowledge, so the policy decisions are focused on the Automotive's requirements, not the enterprise's. . This gateway must also be capable of handling untrusted access networks, such as any hotspot that a car may be able to connect to.

Stakeholders' Context Contributions

Stakeholders Context Contributions

When serving enterprise connectivity requests, each of the stakeholders -driver, enterprise, application service provider, automotive, carrier -has separate knowledge that is relevant to context building, and a separate set of rules and preferences to be applied. Arriving at a set of service delivery parameters requires collating all these aspects together, as shown in Figure 86. The information is relayed between the parties in different formats -via request parameters, context attributes or policy rules.

Joining Context Options

Combining context can be performed in one of three ways: at context attribute level, at key factor level, or at policy rule level. Attributes represent asserted context observations, i.e. active attributes that have current observations to back them up. Key Factors are the top classification groups of attributes, representing the main aspects. The key factor scoring and pattern make up the context profile, which is used to identify which policy rule should govern the delivery of the service.

Option 1 (45) allows for context attributes to be forwarded from the Enterprise to the Automotive, where they are incorporated with the Automotive's attributes, before computing the key factors and then the context profile.

Attributes are constructed from one or more observations and filtered by one or more special lists and qualifiers and weighted by the enterprise. Hence, attributes are not revealing actual observation data, qualifying data or priority rules, but merely attribute scores.

The observations are based on the rating internal sources and qualifiers within the enterprise I or the automotive (a) respectively, as defined in (a) and accumulated in (b).

The attributes are weighted individually, allowing for different prioritization by the Enterprise and by the Automotive for the same attribute. Each matching pair of weighted attributes (i.e. the same attribute feature A i ) is merged using the Cedar bi-aggregation (c), which is symmetrical, so the Enterprise's and the Automotive's contribution are evenly treated.

Cedar (in the author's unpublished paper 12) is a corroborative aggregation algorithm that ensures that attributes are augmented when they are supported by both sets of context items or decremented when they conflict. The algorithm allows for one of the attribute pair to be zero, since not all attributes can be ascertained by both parties. Once the attributes are merged, the key factors are computed, according to their type (cumulative, single-mandatory, maximum of sub-classes etc.).

The Key Factor (KF) is a function operated on the merged attribute set, as in (d). Finally, the Car Context Profile (CCP) is the sum of weighted key factors, as in (e).

In Option 2 (46), the Enterprise's attributes are aggregated into key factors before they are forwarded to the Automotive, as in (f). Then, each pair of matching key factors are combined after their respective weighting is applied, using the Cedar proportional corroborative aggregation, as in (g), and summed up in (h). This option provides higher level of confidentiality, since only aggregated key factors are revealed. However, some depth and granularity of analysis is lost, since the prime attribute per factor cannot be ascertained.

In Option 3, each party prepares the 'policy rule', i.e. the set of connectivity parameters. This option is used for joining the Automotive's required policy rule and the MNO's actual delivery parameters, to enable transmission of policy over 3GPP standard interfaces. This option is the most opaque, at the expense of greater accuracy. In fact, it resembles sending request parameters, for the carrier to accept, modify or reject.

The Automotive eCAPS Benefits

The benefits for the Automotive are great. The major benefit is higher car sales figures, due to the competitive edge that a comprehensive range of connectivity services will provide. In particular, offering the enterprise the ability to manage budgets and apply their prioritization is an appealing feature, which can win large and lucrative corporate contracts for the Automotive. Due to the commercial sensitivity, no information was forthcoming for assessing the business case.

It has not been possible to convert the benefit item tabled here into a business case, due to the Automotive commercial confidentiality requirements, as well as the lack of appropriately measured data, e.g. the frequency of 'constant roaming', volumes of enterprise versus private service usage etc. Therefore, the demand for additional policy control by the enterprise can only be suggested at this point in time. Future opinion poll study can be conducted with car-fleet enterprises (items 15-20) to gauge potential demand for such services. 

Chapter 11 Concluding Remarks

The case study tackles a more complex case of eCAPS implementation in the automotive industry. It is a case of longer value chain with more complex stakeholder relationships. However, it is worthwhile to consider this type of implementation, because it relates to real requirements of a whole sector of the market, which has great potential.

The case study shows that the eCAPS solution is highly desirable for the Automotive, as the communication aspirations grow and car manufacturers are becoming service providers in their own right. Due to their captive addressable market of their brand of cars, they have a strong motivation to become MVNOs and control subscriptions and variable pricing.

The eBCR can easily be adapted for the automotive sector, especially for car fleet and car hire corporate clients. Sources of behavior are two-fold: those that are deduced by the automotive as an apps & content service providers addressing users, and those that are generated by the corporate clients from their internal sources. Each party maintains privacy by conveying only the resulting policy. In this chapter, the thesis is briefly summarized. The feasibility of the proposed solution, with its different facets, is explored and the usability and weaknesses are discussed. Some ideas for further research are also given here.

eCAPS/eBCR Solution Summary

Enterprise policy control enables managing corporate resources and risk mitigating actions per service request and curbing employee spending while allowing employees full freedom for personally funded services. Such session policies are derived from business goals that are mapped to the various session key factors and are assigned significance and desirability via prioritization.

The proposed eCAPS is a system that enables enterprises to determine service delivery policies for both Voice/Video and Data service requests, in both external mobile networks and internal enterprise networks. The system includes a platform that connects to carriers as well as to the internal WLAN/LAN. The eCAPS functions link to internal sources and extracts information that is filtered to produce context observations. The final decision is conveyed to the delivering network, with the appropriate parameters that should be allocated to the session, when it is connected. Policy is conveyed to carriers using extended standard 3GPP interfaces and the new feature of Defer-Back that redirects rejected requests back to the carrier, to be served under the personal account.

The eBCR function is the decision making engine that computes context profiles, by which policy decisions are made. It must be entirely customizable, enabling the enterprise to design their own profiles, key factors and attributes and determine their prioritization, so that different profile templates can be maintained. These profiles represent common behavior patterns and circumstances for which particular actions and parameters are assigned. The scored profiles determine whether to grant business status and what level of priority, according to pre-set thresholds. The eBCR risk model is based on the business model, but includes further risk assertions and inference information that can detect risk indications. The risk model produces risk profiles and allows joining both business and risk considerations in the selection of mitigating actions.

Four applications have been identified, using eCAPS and eBCR: Selective Funding application allows direct funding of business service request, while deferring back personal requests; Business Priority Resourcing allows tuning QoS and policy parameters according to business status; Risk Mitigation selects commensurate actions that take account of both risk and business; Network Selection allows swapping networks to ensure the best connection is made, according to the enterprise's business preferences Using eCAPS, the enterprise is empowered with a new range of capabilities that make it possible to vary policies dynamically, by the service type, destination application, network sector, user group or role etc. Such capabilities can be (but not limited to):

-Nudging user behavior in the desired direction -not dictate -Adjust security measures to the business circumstance -Determine session priority and urgency by enterprise perception, not carriers' -Determine further associated actions, e.g. level of authentication -Dynamically adjust volume-capping for a user per selected periods -Dynamically adjust time-gapping for a particular service/destination -Vary the level of permissions by schedule (e.g. busy hour, special events) -Vary permission levels per profile per event, time of year etc.

Since these policy variations are easily customizable by the enterprise administrative staff, changes can be made instantaneously and frequently.

Business Feasibility

An enterprise-own context-based policy solution is a bold idea, but it comes at a time that the corporate market segment is disrupted -by Cloud, BYOD, webification, and SDN. Controlling the communication is becoming essential to running the business. Exercising central policy on the internal as well as external network resources is becoming a necessity. In the light of these trends, enterprises have growing motivation to adopt eCAPS. It is cost effective due to the cost savings from selective funding, smart resource policy, and budget control. eCAPS best suits larger companies who stand to gain substantial sums from savings on infrastructure costs and improved security. However, smaller enterprises will find it attractive where context-differentiated services bring opportunities of launching new revenue-earning applications.

Enterprises have widely different attitudes to policing personal usage. Enterprises, especially in the developed world, shy away from confronting employees who abuse the system. Therefore, an automatic system that curbs undesirable behavior, without being draconian or dictatorial, is far preferable by most employers. It can 'persuade' users to toe the line by gentle nudges, such as reduced priority and QoS for non-work-related communications. In this way, eCAPS is not a way of imposing restrictions on employees, but a gentler way of getting the best out of them and winning collaboration.

Enterprises that may have growing interest in eCAPS are those that act as service providers to a segment of consumers or the corporate market. Such companies need eCAPS to generate more revenues from what was not chargeable before and innovate with behavior-based packages. The case study of the Automotive is just one such case.

The system in practice will also model users' behavior and provides the enterprise valuable knowledge. This solution represents a new opportunity for 3 rd parties to offer a managed service -'Context-Aware-Policy -as-a-Service' (CAPaaS). This will suit such enterprises that do not wish to take on the task of operating such a high-availability time-critical function, which is essential to every session admission. Therefore, carriers and specialized 3 rd parties can offer networking expertise, ready connectivity to multiple carriers, real-time billing and more.

In a full BYOD mode, when all employees become consumer, eCAPS revives the corporate market for carriers. The enterprise will become a service Sponsor or a MVNO for its employees, bringing bulk corporate contracts to the carrier, instead of a mass of price-sensitive consumers, looking for a bargain.

In deferring personal sessions to the employee's carrier, the solution also allows carriers to have a direct relationship too, so that various packages and offers can still be made to the end-customer.

Feasibility in the Carrier Network

The enterprise context-aware policy solution may seem far fetched at first, and perhaps too complicated for enterprises. However, it builds on policy servers that are already established in the carrier market and on the rapidly developing real-time analytics for the enterprise. Building on tried and tested basic technologies makes the solution richer, while the delta complexity is still manageable. The required software upgrade of carrier networks is of incremental nature, hence easier to accomplish within a reasonable length of time. To ensure correct interpretation of the standards, eCAPS use-cases should be published, allowing for such interaction between stakeholders.

The proposed extensions to the request format in the Rx interface enhance the ability to exchange more policy information, without becoming an MVNO. Enterprises may have a couple of MVNO agreements and several sponsoring agreements simultaneously, thus requiring both types of interfaces.

The function that allows MVNOs to defer requests back to the carrier enables implementing shared responsibility for the subscriber, with two separate accounts -one with their employer and one with their own carrier. By deferring back, the carrier gets an opportunity to deal with the request under another contract. The user gets a chance to receive the desired service, even if it is on another network, or paid by the personal account. The enterprise gets the choice to fund or not to fund the service and can 'bounce' off users from its congested network, without leaving a trail of frustrated employees.

Process Feasibility

The proposed process involves drawing information from a set of internal sources, such as servers login, work schedule etc. This pragmatic approach is aligned with the digital age, where data is found in various servers and databases that have known properties. These sources are estimated to establish their reliability, stability, correctness, precision etc., which determine their credibility rate. The combined credibility rate of contributing sources per observation is incorporated into the inherent values of attributes. This mechanism of including quality of data in the decision process is entirely missing from probability-based models.

The Credibility approach is best used in models with heterogeneous range of sources with variable properties, for producing well differentiated rates. It relies on familiarity with the sources, so it is not suitable for remote or unknown sources of data that cannot be estimated.

The system provides IT managers much improved visibility of the network in terms of what requests are made and how resources are used, while linking such usage to business goals. When eCAPS is applied to SDN, it will produce the policy instructions, without which SDN benefits cannot be realized.

Modelling Feasibility

The modelling procedure involves first established the context facts, which are filtered to produced inferred status. Then, apply prioritization per profile and compare the resulting profile scores. More common procedure is to have dedicated indicators for each alternative. However, the profiles share the same attributes, but with different patterns and scores. In order to select one profile that is associated with the appropriate service delivery parameters, the profile selection involves applying preference weighting per profile, and comparing the results. This 'if-the-shoe-fits' method involves computing profiles from the same data by several templates of prioritization. The weakness of this method is that multiple options are computed before a single answer is found. The advantage of this method is that the same data is re-used, which is economic on real-time data gathering, thus saves computing time and operational effort.

The number of sampled sources of data should be kept low to reduce costs. However, the same data can be interpreted in many ways, from different points of view. The Dimensional Prioritization method allows drawing various inferences from the same data by means of applying additional prioritization, not along the hierarchy structure (Role-Factor-Attribute), but along a parallel classification structure, defining new 'common-interest' groups across the whole range of observations. Modelling may become more intricate, but the results could be richer, when these impact-groups are not in a 'third dimension'.

Algorithm Feasibility

For aggregation of supportive evidence, Cedar may be regarded as deriving from a special case of multiplicative MAVF (Multi Attribute Value Function), where the K constant is assigned an alternating negative sign, depending on cardinality of the multiplied attributes in the expression 'term'. However, Cedar produces different results than MAVF when several negative attributes are present. Hence, Cedar does not have a direct lineage to MAVF when handling discord, but can be regarded as a special case for non-conflicting attribute sets.

Since assigning value to the K constant in MAVF is particularly difficult, Cedar offers a simplified solution that nevertheless achieves accurate aggregation of preference based models. The K constant in MAUT/MAVF is intended to represent joint utilities of any combination of attributes, in a power set. Such preferences are difficult to estimate, and this inhibits widespread implementations. By proving that Cedar performs well and is easy to estimate and to program, Cedar can popularize MAVF. The weakness of Cedar is that it is iterative, which may be considered a little more complex than a single-step aggregation formula. However, the method is intuitive and robust, and can be programmed easily.

Cedar can be used without credibility, as an aggregation algorithm for corroborative evidence, even if the inherent criteria values are generated by point systems or other scoring mechanisms. However, the basic assumptions of Cedar fit the Credibility approach, in that the trustiness of the evidence is augmented by corroborating observations.

Future Research

Further research opportunities come from several areas in this study. The Cedar algorithm should be developed further and applied to different context models in different fields. It could be applicable in medical diagnosis in particular, and to engineering information fusion. Corroboration is also applicable in artificial intelligence where streams of sensors determine status and next action. Industry sectors that develop M2M further will need to implement automated decision making according to derived context, which could be similar to the suggested methods in this thesis. Cedar can improve modelling real-time analytics, involving observations combined with 'mined' data, especially when containing uncertain and conflicting evidence. Cedar cases dealing with large conflict (flipping primes) should be investigated further.

The characteristics of discorroboration in Cedar require further investigation, especially the biaggregation and the 2 nd Prime. More extreme data sets should be tested to see how it performs in such conditions.

Stakeholders' negotiation of policy needs studying, with different options of converging policies. In particular, more research is needed for the generic issue of how to join context profiles, as in business and risk profiles, or enterprise and MVNO's profiles, so that a single decision is made.

The methods of structuring the risk context model have not been exhausted here. The volatility of each type of modelling requires further testing.

The application of eBCR modelling to enterprise internal network policy, which is enforced by SDN, needs further research, to evaluate the integration with SDN Controllers, SDN protocols (e.g. OpenFlow) and exploit all the capabilities of the network nodes.

Last Word

The journey that started by choosing to research communication policy for the enterprise has led to other domains, such as modelling techniques, classification of context aspects, corroboration of evidence, and the Automotive's communication needs. Additionally, the rapidly changing Telecom/IT scene has caused earlier concepts to evolve during the time period of researching this thesis, such as greater focus on Internet service requests, and the enforcement of policy in the internal network by SDN. Despite this, the original aim to explore communication policy remained the main theme, and the idea of enterprise self-determined connectivity policy has become more attainable.

The thesis proposes not only a context aware policy system, but also a number of methods and tools to achieve it. In particular, the Cedar corroborative and discorroborative aggregation brings a new solution to the 50 year old issue of conflicting evidence that has never been solved. Together with the credibility approach, it provides a powerful method of assessing context, dealing with discord and uncertainties in the digital age. 
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 1 Figure 1. Comparing 2012 and 2014 survey of BYOD Penetration
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 2 Figure 2. Employee-owned devices & Untrusted Apps in the next two years (Cisco IBSG 2012)

  Figure 3. Service Delivery Stakeholders' Policies

  Figure 6. Layered Context Component Model

  Figure 8 introduces the proposed eCAPS enterprise Context Policy Solution. It shows the eBCR (enterprise Business Context and Risk) model, the request proxy (managing requests from internal and external sources), the policy proxy (transforming policy formats) and other components, and their interaction with external entities.
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  Figure 8. Inter-Party Policy Relay for Service Requests
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 9 Figure 9. Enterprise Policy per Network Type
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 11 Figure 11. Enterprise to MNO Policy Interface

  access and MNO for least costs and best QoS ABC (Always Best Connected) for automatic selection of the best access network Exploit WiFi, especially when it is free of charge (trend by hotels and cafés, even cities) Temporary switching to available WiFi is an option -but only in certain context and with some security assurance Dealing with untrusted networks Multi-Path TCP help mobility between untrusted networks -they can also aid selection of managed WiFi in preference Employees take their numbers when they leave Use 'virtual' number range facility (depending on countries)… Remote instructions of capping S9 is used to transfer instructions, but Gy is a direct interface Lack of visibility of network behavior Home-Routing via a packet gateway within the MVNO core Defer requests back to MNO instead of rejecting them Deploy 'Defer-Back' enhancement
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 14 Figure 14. Enterprise Policy for SDN

  ** = High/Yes **** = Medium-High *** = Medium ** = Medium-Low *=Low -=No seeks to make a connection, it may have a choice of several local networks as well as access providers. The choice is governed by the terminal technologies and capabilities and by existing agreements with access providers. The standards define an Access Network Discovery and Selection Function (ANDSF), to recognize and negotiate with available access networks and apply policies by which operators can assist (but not dictate) the selection. The ANDSF server-side function can exist in the Home network (MVNO) or the Visited network (MNO) or both.
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 15 Figure 15. Home Routing Option
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  Figure 17. Capturing Events and Detecting Applications

  Mobile carriers configure their devices to link up with their own mobile network, and ignore other mobile operators' signals in the same area. However, the process of detecting unlicensed networks is more open. The device itself, not the SIM card, contains procedures that detect local signals and present a short string of text to identify these networks to the user. Hence the user can choose unlicensed network manually. As WLANs are becoming more powerful, with longer reach, less interference, and outdoors resilience, the open selection of these networks can present some new
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 19 Figure 19. From Business Goals to Network Parameters

  These network policies are defined in the standard 3GPP PCC (Policy & Charging control) rules (3GPP TS 23.203), as discussed in Chapter 4, and are conveyed between interconnecting parties delivering the service, including Application Service Providers, Broadband Service Providers and Mobile Network Operators. Enterprise policy and carrier's policy have in common the request details, as shown in Figure 20, but with different interpretations, and consequently, the context and policy rules are very different too.
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 20 Figure 20. Reconciling Policy Contributions
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  Define modelling profiles, both Business and Risk profiles -Define and classifying attribute/risks and key-factors -Manage prioritization of attributes/risks and key-factors -Set up thresholds -Qualify and filter raw data, to produce enterprise-specific observations -Aggregate observations into attributes and attributes into Key-Factors -Calculate scores per profile -Select the prevailing profile.
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 21 Figure 21. Enterprise eCAPS/eBCR for SDN LAN and for Mobile Carrier
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 24 Figure 24. Fusing Sources of Data in Observations of Attributes
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 26 Figure 26. Mapping eBCR to Role-Based, Attribute-Based and Task-Based Access Control
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 27 Figure 27. A Structured Policy Model of Roles, Profiles, Factors and Attributes

Factors

  and Attributes are prioritized within each Profile. Factors values are weighted by ratios (Wf i ) that represent the Factor significance within the Profile, totaling 100 across the Profile Template. Attributes weights (Wa j ) represent the enterprise preference and desirability within the Profile. A Factor is a product of a prioritized Attribute probability. Figure31shows the eBCR Model structure, where attached to each component are the weighting ratios. The same observation set is evaluated by each profile, with its own combination of factors and attributes prioritization produces different profile totals.
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 31 Figure 31. Customized Weights within Each Profile The significance of the same Factor in different Profiles varies according to the Profile characteristics. Profile Templates with greater variance of Factors ensure good delineation of Profile scores, while
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 35 Figure 35. Thresholds and Tolerance Bands for Context Profiles

  TH c ) need to be compared. The highest margin points to the prevailing Context profile.
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 40 Figure 40. Timeline Behavior Analysis
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 46 Figure 46. Assertions and Suppositions Relating to attributes and factors This figure also shows the stages of aggregation that take place in the process of constructing the context model. This process includes: (1) Aggregation of sources into observations (2) Aggregation of observations into attributes (3) Aggregation of attributes into key factors (4) Computing key factors into different profiles.
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 47 Figure 47. Factor Types Some factors can only take the value of a single attribute -Yager's Orness (Yager 1988). Other factors merge attribute contributions -Yager's Andness (ibid). OWA 'operators' (M,D,C,S) can be Monotonic
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 48 Figure 48. Urgency factor cumulative +XOR
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 49 Figure 49. Destination sub-classification by source
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 52 Figure 52. Media Type Key-Factor and Exceptions
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 53 Figure 53. Associated Activity Concordant and Discordant Attributes
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 54 Figure 54. Network Access confirmed by Spatial Factor Location

  As shown in Figure56, the credibility concepts are described by a 'scattergram'. Confidence in a particular observation (blue) means positioning within the expected range. Accuracy means positioning near the target, i.e. the estimated value bull's eye (black). Precision means positioning within the range of other readings (red). In the 'distributgram', Confidence is the circle of expected values that the observation should fall into. Accuracy is the distance from the expected value. Precision is the span of expected value range in the normal distribution graph.
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 56 Figure 56. Concepts of Confidence, Accuracy and Precision
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 57 Figure 57. Profiling from Sources with Credibility, Intensity and Policy
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 61 Figure 61. Accuracy Calculation of Estimated Credibility
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 64 Figure 64. Credibility Rate per Source
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 70 Figure 70. Ambiguity In Figure 71, analysis per scenario is shown, with score distortions (e.g. wrong profile types) noted where peaks are not synchronized with the Full Model (in red). It is evident that No-Credibility and No-Intensity graphs (blue and purple) track the model graph, while No-Policy (light green) and LoI-only (black) are much flatter, with inferior score differentiation. This analysis reveals that Credibility and LoI support consistent choice of profiles and LoI increases the distribution span. Policy by Groups/Key-
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 71 Figure 71. Distortion by Scenario
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 73 Figure 73. The Cedar Credibility Tree

  weight-only residual) fails to augment the score for a small contribution (0.209 compared with 0.215).
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 76 Figure 76. Context-Aware Decisions for Network Selection
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 77 Figure 77. Forced-on-Net -Switching Access from 3G/4G to WLANIn Figure78, the scenario of switching from eWLAN to carrier's 3G or 4G is shown. The eWLAN session is assessed by the internal proxy and eBCR server, where WLAN. If the request on the eWLAN is not granted funding, it is deemed 'Personal'. Requests that are not granted eBCR status are deferred back to the carrier's network, to be charged to the user's personal account.
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 78 Figure 78. Forced-off-Net -Switching Access from WLAN to 3G/4G
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 82 Figure 82. Automotive Core Connected to MNO 2G/3G/4G

  could do for cars what the Pre-Pay service did for mobile phones -it brought them into the mass market by breaking the barrier of signing contracts, proving identities and linking to bank accounts.
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 83 Figure 83. Automotive Context-Aware Car-Pre-Pay and Wow
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 84 Figure 84. Automotive Solution for Enterprises' Car-Fleets

Figure 85 .

 85 Figure 85. The Automotive eCAPS solutionHowever, enterprise-based eBCR can utilize the enterprise's own sources and produce user-focused policies that comply with the enterprise's preferences and prioritization. To enable the automotive accumulate knowledge of user behavior, the data must flow through a managed gateway and DPI (Deep Packet Inspection) procedures should analyze the data. The MNOs must not use the Internet Offload routing for such traffic, but send it through the Automotive's packet data gateway (PDG). This gateway must also be capable of handling untrusted access networks, such as any hotspot that a car may be able to connect to.
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A Overview

enterprise can apply corporate policies and preferences, that are not shared with the carriers. Context is produced by the eBCR (enterprise Business Context and Risk) function. The innovation contributions in this thesis are summarized in Table

TABLE III .

 III 

2.2.1 Carriers' Context-Aware Policies Some

  communication context service is already offered by carriers, via their 3GPP standard policy servers, but they support only a limited range of features. Carriers' context-aware policies are based on: User subscriptions; Device information; Network conditions; and Service request details.

4.2 Managed, Unmanaged and Internal Networks 4.2.1 Telecom 'Inter-Connected Toll Road'

  

	This chapter is based on Paper 4 "Controlling enterprise context-based session policy and mapping it to
	mobile broadband policy rules"; Paper 3 "Policies to Enable Serving Untrusted Services on Alternative
	(non-3GPP), Untrusted Access Networks in EPS (Evolved Packet System)"; and Paper 8 "Selecting Access
	Network for BYOD enterprises with Business Context and enterprise-centric ANDSF".

  8. Inter-Party Policy Relay for Service RequestsContext information may be available from carriers or Apps & Content Service Providers. Since all employees' service requests received by the enterprise, SLAs can be fully tracked internally. Carriers' reports of SLA status should also be obtained for comparison, but they will cover only a subset of cases.

	Service requests can reach the enterprise proxy in several ways: directly from the terminal, re-routed via
	the Apps & Content Service Providers or intercepted by ADC (Application Detection & Control), which is
	a formalized version of DPI (Deep Packet Inspection). As shown, the ADC could be within the enterprise
	or at the carrier's network, but an internal DPI for a sizeable enterprise is invaluable for network
	intelligence. Policy must be exchanged dynamically in a standard format. Since mobile devices comply
	with 3GPP standards, the enterprise will need a Policy Proxy function that formats the information into
	3GPP standard interfaces. What is on offer is the 3GPP Rx and S9 (3GPP TS 23.203), which were intended
	for inter-carrier policy exchange.

TABLE V . MODIFIABLE PCC RULES Standard PCC Rules 3GPP TS 23.203 PCC Triggering & Monitoring 3GPP TS 23.203 Rx specific Diameter AVPs 3GPP TS 29.214

 V 

	untrusted applications or capping specific resource-hungry media types are set for particular cases,
	within given context profiles.		
	The ARP (Allocation & Retention Priority) parameter is an important indicator of the session priority in
	the network. It can be increased for the Essential Task profile with a high score, for example. The QCI
	(Quality Class Indicator) is based on the type of service media, e.g. video streaming, browsing file
	transfer, Voice or real-time Video, and has the effect of dictating QoS parameters that are required by
	the media type. However, when the policy is to discourage higher bandwidth media in some
	circumstances, the QCI can be modified to signify 'best effort only' for undesirable requests with low
	scores. Thus, undesirable sessions are not necessarily rejected, but are allocated low level of resources.
	'Validate Time' parameter affects triggering a re-evaluation of the policy. It may be used to check more
	often on Home Working or expensive roaming calls.	
	PCC Rule identifier	Usage report required	Acceptable-Service-Info
	Service data flow Precedence	QoS change exceeding authorization	AF-Application-Identifier
	Service data flow template	Routing Area ID change	AF-Charging-Identifier
	Charging Key (CK)	User location change	Application-Service-Provider-Identity
	Service identifier	UE time zone change	Flow-Description and Flow-Number
	Sponsor Identifier	Access change	Flow-Status and Flow-Usage
	Application Service Provider	Application start/stop	Service-URN (Uniform Resource Name) for SOS emergency
	Service identifier level reporting	Routing rule change	Specific-Action
	Gate status	Reallocation of credit	Max-Request-Bandwidth DL and UL
	QoS class identifier QCI	User CSG information change	Media-Component-Des. & Number
	UL/DL Max Bit Rate (MBR)	Revalidation ADC time limit	Media-Sub-Component AVP
	UL/DL Guaranteed Bit Rate (GBR)	Authorized QoS per bearer (UE)	Media-Type
	Allocation /Retention Priority (ARP)	Authorized MBR per QCI (network)	Sender /Receiver Report Bandwidth
	Authorize UE-initiated QoS/bearer	Monitoring key for shared usage	Service-Info-Status
	Authorize net-initiated MBR /QCI	Volume threshold to be reported	SIP-Forking-Indication
	Revalidation time limit	Monitor` Time to reapply threshold	Sponsor-Identity
	ADC Revalidation time limit		Sponsored-Connectivity-Data
			AF-Signaling-Protocol

Table VI

 VI 

	summarizes the main issues in the sponsor model, and what telcos can do to resolve them or
	offer further services.

TABLE VI .

 VI MNOs to implement separate Service Data Flows for Sponsored data, even for the same user Use-case does not allow for the Sponsor to set up policy parameters Telcos could apply the Sponsor-based PCC Rules if Sponsor's service flow is identified Sponsors cannot warn users about reaching the Sponsor's own limits MNOs can offer 'Anti Bill Shock' service on the Sponsors' capping separately from the MNO's quota

SPONSORING PROPOSED ENHANCEMENTS

Sponsor's Issues

Proposed Enhancements and Telco's Support Sponsors must authenticate users and collect fees from them Telcos can offer APIs for user authentication and charging Sponsors cannot link multi-terminals to one user (DRM, QoS) Telcos authenticate multiple terminals via 'vicarious authentication' DPI (or ADC -App Detection Control) does not distinguish Sponsor traffic Sponsor ID to be added to exchanged data Create special QoS packages for sponsored data, that are not dependent on the MNO's packages

TABLE VII .

 VII 

TABLE IX .

 IX 

EXAMPLES OF SDN -SERVICES POLICY CHARACTERISTICS

Profiles Business Factors Service Delivery Styles Activity Destination Urgent Integrity Media Fast-n- Furious Take Turns Drip Drip Listen As-U- Were Private Chat

  

										Fire& Forget	Top Biz
	Routine	Browse CorpApp	Cloud ExtP2P	Official -	-No risk	FT Voice	y	y		y
	Home	SOC Email	Approved Cloud	--	Excessive Video Long Stream		y	y
	Travel	Email CorpApp Approved Int'P2P	To duty unhabitual Text Official -Browse	y		y	Y
	Essential	On-duty CorpApps PrioritySys Restricted Data Approved ExtP2P Event unhabitual			y	Y	y
	Abroad	Browse Call-Home Not biz Not BL	--	Long Unusual Browse Voice	y	y	

  These context elements are assigned configurable priorities that characterize groups of common scenarios or behavior patterns. Roles dictate what profiles are valid. The sets of Key-Factors and Attributes are weighted within each of these Profiles. When they are assessed, the prevailing Profile is selected, activating the appropriate PCC /SDN Rules that are attached to it.

  The eBCR 'Profiles' have a broad definition that encompasses more than an activity or an IT operation. Profiles are interpreted as a 'state' that can be profiled by evidential and circumstantial facts. Both business status and risk behavior are considered as profiles designed by the eBCR templates. They are both transient, context-based categorization of the service request, which may change in the next service request. The next user request may not be for business purposes, e.g. checking on a Facebook friend's message, in entirely different circumstances, and the risk profile for it may be entirely different, if the identity is stolen, for example.

	Role Types	User Grades	Routine	Home	Profile Grades Travel	Essential	Abroad
	Top Management	8-9	7	7	9	9	9
	Executive	5-9	3	2	6	8	7
	Shop floor	1-4	3	x	x	5	x
	Administrator	3-7	3	1	x	5	x
	Marketing	4-8	3	2	5	4	7
	Production	2-6	3	1	x	3	3
	Delivery Van	3-7	3	x	2	9	x
	Call Center	1-5	3	x	x	6	x
	5.5.4.2 The Business Context Profiles Templates			

Each business profile template, or Business Context Profile (BCP), represents a context scenario for a particular business practice. Using pre-determined templates simplifies sifting through sources of

TABLE X .

 X 

TABLE XI .

 XI 

	BCP	Name	Description	Main Factors	Important Attributes
	BCP1	Routine	Normal place of work Branch, alternative work-place Normal working time	Spatial, Temporal, Activity	Office, Branch eWLAN
	BCP2	Home-working	Working from home Both mobile and fixed net	Destination, Spatial, Activity	At Home Corp.Apps Destin. Corp. Apps Activity
	BCP3	Local	Away from the 'desk' Near office/Home/Regular Hotspots	Spatial, Network Access	Out & About Regular Visit Hotspot
	BCP4	Essential-Task	Urgent, time-critical Mission-critical job emergency	Urgency, Destination	On-Duty Activity Corp.Apps Activity Official (Urgency)
			Roaming access, roaming data	Spatial,	Abroad-out,
	BCP5	Abroad	Country/language aspects,	Destination,	Abroad-site,
			Remote access	Network	Roaming Network

BUSINESS CONTEXT PROFILES considered, though their relative importance is arguable. As shown in Table

TABLE XII .

 XII THE EBCR KEY-FACTORS AND POLICIES

		Key-Factor	Description	Policies
	Environ	S T	Space/ Location Timing	Physical positioning that can be linked to special places, e.g. home, enterprise site, regularly visited Time against working-hours, overtime, flexi time or public holidays	-Travelling expenses -Roaming rules -Virtual Office rules -Working-hours -Holiday policies
	Circumstance	A Activity U Urgency I Integrity	User's engagement such as corporate applications, browsing , on-duty, business trip, sickness leave Time-critical request, high-priority system or application, urgent job, emergency situation, alarms Data sensitivity, accessing protected applications, untrusted communications	-Business activities -Duty roster -Critical systems -Rules of emergency -Sensitive data access -Protected corp. apps
	Digital				
		M Media Type	Media type, file transfer, video streaming, video conferencing	-Live video constraints -Special needs
		B	Budget	Approved level of spending, quota for bandwidth, both personal and departmental	-Capping limits
	Commercial	E R	Expenses Role	Indicating that expenditure is refundable, and has not exceeded the 'on-account' credit Job-related Concessions	-Fundable amounts -Allowable profiles -Duration, urgency…
		G Grade	Seniority-based Privileges of access, over-spending & approval levels	-Grade uplift

D Destination

Definition of the target addressee, i.e. a person, multi-party, team member, website or application -White list, black list -Customer call priority -Calling home… N Network Type Policies for mobile access, home broadband, internal enterprise network or ad-hoc hotspots -Hospitality partners -Untrusted access rules

  Table XIII, the eBCR PoC (Proof of Concept) design of Key-Factors and Attributes is shown. The table also shows the alignment of atomic risks that are used for the Risk Profiles. The original eBC model was extended to include Risk, and became -eBCR (enterprise Business Context and Risk) model.

TABLE XIII .

 XIII ALIGNING ATTRIBUTES AND RISKS WITH KEY-FACTORS

		SA1	Work Place	SR1	Unhabitual Location
		SA2	At Home	SR2	Conflicting Location
	Spatial	SA3 SA4	Regular Visit Site Branch site	SR3 SR4	Implausible Location
		SA5	Abroad Site	SR5	
		SA6	Abroad-Out	SR6	
		SA7	Local Out & About	SR7	
		TA1	Any Hours	TR1	Improbable Timing
		TA2	Normal Hours	TR2	Leaving Notice Period
	Temporal	TA3 TA4	After Hours Lunch Break	TR3 TR4	Conflict of Timing Trial period
		TA5	Booked Time	TR5	
		TA6	Public Hols	TR6	
		TA7	Not-Absent	TR7	
		AA1	While On-Duty	AR1	Undesirable Activity
		AA2	Corp. Apps	AR2	Repeated Failed Auth.
		AA3	Emailing	AR3	Improper Action
	Activity	AA4	Approved Destin. (WL)	AR4	Multiple same action
		AA5	Browse (not BL)	AR5	
		AA6	Social Media (discord)	AR6	
		A7A	-Not Business (discord)	AR7	
		UA1	Official Role	UR1	Fast-Repeats
		UA2	Emergency Event	UR2	Multiple Trans.
		UA3	To Security	UR3	Security Event
	Urgency	UA4	Priority Destin.	UR4	
		UA5	To Duty Officer	UR5	
		UA6	To Admin	UR6	
		UA7	Alarms	UR7	
		IA1	Unhabitual Location	IR1	Exceed Authority
		IA2	Excessive	IR2	Repeat Database Hits
		IA3	Unusual Destin.	IR3	Unauthorized Updates
	Integrity	IA4	Large Transfer	IR4	
		IA5	Long Duration	IR5	
		IA6	Restricted App/data	IR6	
		IA7	No risks	IR7	
		DA1	Corp. Apps	DR1	Untypical Destination
		DA2	Internal P2P	DR2	Vulnerable Application
		DA3	Special (Cloud)	DR3	Protected Destination
	Destination	DA4	Approved WL	DR4	P2P to undesirable party
		DA5	External Party P2P	DR5	
		DA6	Not BL	DR6	
		DA7	Call Home	DR7	
		NA1	eWLAN	NR1	Inconsistent Net Access
		NA2	Mobile 3G/4G	NR2	Excessive Net Usage
	Network Access	NA3 NA4	Roaming Mobile Home BB	NR3 NR4	Overload corp. WLAN
		NA5	Hotspot	NR5	
		NA6	Roaming Data	NR6	
		NA7	Wired	NR7	
		MA1	Special Needs	MR1	Large Data/Long Duration
		MA2	FT/app/ Email	MR2	Sensitive Data Type
		MA3	Browse	MR3	Demanding Media (Hi QoS)
	Media	MA4	Chat Text	MR4	
		MA5	Stream Video	MR5	
		MA6	Voice Call	MR6	
		MA7	Video Call	MR7	

  32. Sample of eBCR Attribute Scores Before Prioritization

	Key-Factor	Attribute		Max Attribute Scores per KeyFactor per Scenario			
	Prob	Scenario:	1	2	3	4	5	6	7	8	9	1 0
	Spatial	Work Place	0.138			0.206		0.265	0.118			
		At Home		0.206								0.123
		Regular Visit Site									0.265	
		Branch Site										
		Abroad Site					0.190					
		Abroad Out										
		Local Out & About			0.243					0.243		
	Temporal	Any Hours	0.429									
		Normal Hours			0.341	0.341	0.341	0.341	0.341	0.341	0.341	
		After Hours		0.285								0.316
		Lunch Break										
		Booked Time										
		Public Hols										
		Not-Absent										
	Associated	While On-Duty				0.532				0.484		0.445
		Corp. Apps	0.386		0.381			0.482			0.460	
		Emailing							0.276			
		Approved Destin. (WL)										
		Browse (not BL)					0.509					
		Social Media (discord)										
		-Not Business (discord)		-0.341								
	Urgency	Official Role				0.429						0.571
		Emergn. Event										
		To Security										
		Priority Destin.										
		To Duty Officer										
		To Admin	0.379									
		Alarms										
	Integrity	Unhabitual Location								0.857		
		Excessive					0.676					
		Unusal Destin.							0.602			
		Large Transfer	0.575									
		Long Duration				0.647					0.896	
		Restricted App/data			0.815							0.688
		No risks		1.000				1.000				
	Destination Corp. Apps		0.389	0.389	0.389			0.389	0.389	0.389	0.389
		Internal P2P	0.399				0.399	0.399				
		Special (Cloud)										
		Approved WL										
		External Party P2P										
		Not BL										
		Call Home										
	Network	eWLAN				0.445						
		Mobile 3G/4G	0.501		0.501			0.501	0.501	0.501	0.501	
		Roaming Mobile					0.372					
		Home BB		0.346								0.346
		Hotspot										
		Roaming Data										
		Wired										
	Media	Special Needs										
		FT/app/ Email		0.404	0.404					0.404		
		Browse										
		Chat Text							0.389			0.389
		Stream Video										
		Voice Call	0.415				0.415	0.083			0.373	

  )

							(1)
			, …	…	, 1	′	Context Profiles
			, … , …	, 1	′	The Attribute Set
			, …	, …		Attribute Weighting Set per CP
			, …	, …	, 1	′	The Key-Factor Set
				, …	, …	Key Factor Weighting Set per CP
		⊆				Permitted User Context Profiles as subset of all CPs
	∀	∩	→	∑	•		Weighted Key Factors per CP
		∑	•				Weighted attributes per CP
		∑	∑	•	•		Calculate each valid CP
		max	max ∑	∑	•	•	Get 'prime' Profile
					Figure 33. Profile Selection From Weighted Scores

Compare Profile Type Scores per Scenario

  scenario's profiles results are shown from the eBCR PoC data. The analysis of this example shows that Local and Abroad are often the most prominent profiles, so more 'training data' of Routine and Home should be added. It also shows that the highest scores are scenarios with the Essential Task profiles, which should be further investigated. The PoC data needs to be representative of real scenarios, in order to compute initial statistics from it.
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	Figure 37. Profile Types Distribution and Relative Size

TABLE XIV .

 XIV 

TABLE XV .

 XV ACTIONS FOR RISK CONTEXT PROFILES

	No.	Risk Context Profile	Risk Profile Description	Defenses
	RCP1	Rogue user Suspicious	Inconsistent access, erratic behavior Spatial-temporal discrepancies,	Monitor
	RCP2	Excessive Abusive	Long duration, large data Untrusted non-business destinations	Pause, Cap
	RCP3	Intrusive Invasive	Repeated logins, repeated failures, Exceeding authority,	Re-Auth. Two-step Auth
	RCP4	Exploitative Unauthorized	Corp. apps heavy usage Exploiting network facilities	Gap, cap Temporary ban
	RCP5	Destructive Damaging	Extreme acts, Improper usage, Sensitive data /apps	Bar access/apps Wipe-data

TABLE XVI .

 XVI ACTIONS FOR BUSINESS PROFILES

	No.	Business Profile	Business Profile Descriptions	Actions

BCP1 Routine

Everyday Profiles, normal work, training, unassigned time Swap Access, Standard QoS BCP2 Home Working Regular or casual home working, part time or overtime Swap Media, Change Access BCP3 Travelling Locally Not in the office, partners' sites or other branches Swap Media, Swap Access BCP4 Essential Task Mission-critical, urgent activity or chargeable time High Priority QoS BCP5 Abroad On business, roaming or hotspots, long-distance media Swap Media, Swap Access

TABLE XVII .

 XVII CLASSIFICATION OF RISK ASSERTIONS

	Factors: Spatial	Temporal		Activity		Integrity	Urgency	Destined	Network	Media
	Class	S	T		A		I	U	D	N	M
	Disturbing	Non-	Improbable	Undesirable	Unauth. Data	Repeated	Un-typical	Inconsist.	Large Data
	Remedial	habitual	Timing		Activity		change	Requests	Destin.	Access	Transfer
	Disruptive	Location	Implausible		Repeated	Repeated DB	Excessive	Sensitive	Network	Sensitive
	Defensive	Conflict	Timing	Failed Auth		hits	Trans.	App.	expense	Data
	Damaging	Implausible	Notice		Improper		Conflict	Special	Sensitive	Breach of	Unauth
	Pre-emptive	Location	Period		Actions		change	Event	Destin.	eWLAN	Stream
			TABLE XVIII.						
	Class	S	T		A		I	U	D	N	M
	Priority Business Raise QoS	Work Place Home	Any Time Normal hours		On-Duty Shift Corp. Apps		Unhabitual Spat-Temp WLAN/3G	On-duty role Emergency event	Corp. Apps LAN, WLAN Special Needs Internal P2P Mobile 3G/4G Email/FT
		Regular Visit	After Hours		Emailing		Roster	Emergency	Special (Cloud)	Mobile Roaming	Browse Internet
	Business as-usual Lower QoS	Branch	Lunch break	White List (WL)	Voice Destin	To Priority	Approved WL	Home BB	Chat Text
		Abroad	Booked time		Browsing (Not BL)	Apps Media	To-duty-officer	External P2P	Hotspots Stream Video
	Not Business Deny/defer	Abroad-Out Out	Public Holidays Not Absent		Social Media Not Business		Hotspot Location Un-approved	To critical System Alarms	Not Banned Home	Partner Other	Voice Live Video

CLASSIFICATION OF BUSINESS ATTRIBUTES

Table XIX

 XIX 

presents examples of defensive actions for vulnerable assets that are associated with keyfactors. A Destructive profile is defined as behavior that may damage sensitive assets if the service request is granted, e.g. overloading servers. Intrusive profile indicates that an outsider is gaining access to internal systems. Abusive profiles denote unwarranted heavy resource usage, but no lasting damage. Suspicious profile requires only monitoring, if no serious threat has emerged.

TABLE XIX .

 XIX DEFENSIVE ACTIONS BY FACTOR/PROFILE

	Key Factor Assets	Abusive	Suspicious	Intrusive	Destructive
	S Space	Credentials	Monitor	Track-Device	Alert User Monitor	Alert User Track-Device
	T Time	Network Resource Curtail	Monitor	Alert User	Gap Reqs
	A Activity	App Resource	Cap app logins	Gap corp.app	Re-auth	Ban corp.apps
	U Urgency Capacity	LowerPriority Gap-current	LowestPriority Gap all Reqs	2StepAuth	Disconnect Remote wipe
	I Integrity Protected Data	Cap corp.apps Cap browsing	Permit Read-only	Restrict Wipe-data	Restrict-W /D Deny access
	D Destin.	Protected Destin	Gap destin Cap Browse	Re-auth destin	2StepAuth app	Disconnect Temp. Ban
	N Network Net Type	Gap logins	Net-re-login	Re-auth	Deny-access
	M Media.	Media Type	Swap-media	Cap-data	Deny Video	Disconnect

Intruder while at home on-leave,biz apps,overactive, multi-fail, hotspot, video Profiles weights Abusive

  

	Scenario 2:		Abroad roaming, streaming, non-biz apps, excessive net use		
		Profiles weights Abusive		weight Suspicious		weight Intrusive		weight Destructive
	Factors	Req	0.10 Risk	Calc	0.20		Calc	0.30 Risk	Calc	0.40 Risk	Calc
	S	4	0.010	1	0.004	0.130			0.160			0.020
	T	2	0.010			0.180			0.160	1	0.096	0.020
		5	0.010			0.180			0.160			0.020	0.040
	A	1	0.180	1	0.018	0.080			0.110			0.140
		3	0.180			0.080	1	0.048	0.110			0.140
		2	0.180	3	0.108	0.080			0.110			0.140
			0.180			0.080			0.110			0.140
	U	2	0.180	1	0.036	0.095			0.140			0.220
		3	0.180	2	0.108	0.095	1	0.057	0.140			0.220
			0.180			0.095			0.140			0.220
	I	1	0.180	1	0.018	0.150			0.095			0.280	0.112
		4	0.180			0.150			0.095			0.280
	D	2	0.160	2	0.064	0.120			0.090			0.180
	N	5	0.090	2	0.090	0.165			0.165			0.060
	M	5	0.190	2	0.190	0.080			0.080			0.080
	SAW	0.989	0.636		0.636			0.105			0.096	0.152
	Average	0.295	0.096	9	0.071		2	0.053		1	0.096	0.076
	WPM	2.876	0.922		0.255			0.914			0.922	0.785
	OWA	3.116	2.818		2.818			0.162			0.096	0.040
	aCedar	0.473	0.235		0.235			0.102			0.096	0.040
	Cedar	0.838	0.492		0.492			0.102			0.096	0.148
	Scenario 3:										
	Factors	Req	0.10 Risk	Calc	0.20 Risk	Calc	0.30 Risk	Calc	0.40 Risk	Calc
	S	5	0.010			0.130	1	0.130	0.160	3	0.720	0.020	0.120
	T	3	0.010			0.180	2	0.216	0.160			0.020
		4	0.010			0.180	1	0.144	0.160			0.020
	A	1	0.180			0.080	1	0.016	0.110			0.140
		3	0.180			0.080	1	0.048	0.110			0.140
		3	0.180			0.080			0.110			0.140
		4	0.180			0.080			0.110	2	0.264	0.140
	U	5	0.180			0.095			0.140	1	0.210	0.220
		4	0.180			0.095			0.140			0.220
		3	0.180			0.095			0.140			0.220	0.264
	I	4	0.180			0.150			0.095	2	0.228	0.280	0.448
			0.180			0.150			0.095			0.280
	D	4	0.160			0.120			0.090	1	0.108	0.180
	N	5	0.090	3	0.135	0.165			0.165			0.060
	M	1	0.190	1	0.019	0.080			0.080			0.080
	SAW	3.070	1.530		0.154			0.554			1.530	0.832
	Average	0.771	0.306	2	0.077		5	0.111		5	0.306	0.277
	WPM	4.376	1.638		0.670			0.838			1.638	1.231
	OWA	4.167	2.268		0.173			1.078			2.268	0.648
	aCedar	1.764	0.777		0.151			0.282			0.777	0.554
	Cedar	1.845	0.888		0.151			0.453			0.888	0.352

weight Suspicious weight Intrusive weight Destructive

  The key-factors that represent environmental, digital and circumstantial classes have different characteristics, such as mandatory or optional non-zero value, dependence on primacy or precedence, cumulative aggregation etc. The classification granularity affects what is prioritized, hence how risks and attributes are weighted to represent the policy rules.

Discordant attributes have different categories (designated, role-swapping or bi-polar) within key factors and negativity is addressed differently in their aggregation algorithms. Corroboration and correlation are required for most circumstantial classes, where the prime attribute is augmented or decremented by contributing members in the attribute set, but not other classes, with different logic. This chapter describes typical classification methods and how they affect content evaluation. Generic classification issues, such as primacy, granularity, and negativity are discussed in detail. This chapter is based on Paper 11 "Classifying and Aggregating Context Attributes for Business Service Requests -No 'One-Size-Fits-All'".

TABLE XX .

 XX Several logical functions can be satisfied by one model if the construct of suppositions-assertionsqualifiers is overlaid. This is achieved by customizable filtering of the same data, and by selectable attributes and alternative policy-based prioritization.

				Corp. apps
				Scheduled duty activity
				Browse approved sites
				On-duty officer
		Urgency	Indications of urgency or emergency, critical jobs	Emergency event/alarms
				To critical system
		Integrity	No risky behavior, no confidentiality or data rights infringements	Undesirable Destination Implausible Location Sensitive Data/Apps
				Internal/External P2P
		Destination	Known, appropriate or approved destinations	Corp. apps
				Cloud, corporate websites
	Digital	Network	Suitable access mode, appropriate network usage	WLAN or Home BB 3G/4G/mobile, Roaming Hotspot
		Media	Appropriate media type for the request, not unduly demanding	Special needs Interactive Voice/Video Browsing

EXAMPLES OF CONTEXT SUPPOSITIONS/ASSERTIONS

Key-Factors Suppositions Examples Assertions Examples

Environ

Space Mostly on-site or on POI business location Normal place of work Home working Partner premises Time During work-time, including recognized after-hours Normal hours Busy-hour /congestion Not sick, not on holiday Circumstantial Activity Concurrent/recent business-like activities

TABLE XXI .

 XXI BI-AGGREGATION COMPARISON OF ALGORITHMS

									(18)	
	0	′			OWA Aggregation				
		Input: Attributes and Weights		Aggregation Comparison	
		Att1	W1	Att2	W2	SAW	Ave	OWA	WPM	Cedar
	1	0.788 0.788	0.890 0.890	0.776	0.580	0.701 1.151	0.701 0.576	0.701 1.853	0.809 0.698	0.701 0.797
	2	0.634 0.634	0.850 0.850	-0.634	0.840	0.539 0.006	0.539 0.003	0.539 0.545	0.679 0.463	0.539 0.344
	3	0.820 0.820	0.750 0.750	0.055	0.210	0.615 0.627	0.615 0.313	0.615 1.242	0.862 0.469	0.615 0.617
	4	0.634 0.634	0.850 0.850	0.634	0.840	0.539 1.071	0.539 0.536	0.539 1.610	0.679 0.463	0.539 0.734

TABLE XXII .

 XXII SUMMARY OF CLASS FEATURES

	8. Credibility							
	8.1	About Chapter 8						
	Group:	Environmental		Situational			Digital	
	Class:	Spatial Temporal Activity	Urgency	Integrity Destin.	Network	Media
	Processing	Rank+ Corrob.	Seq. xor	Rank+ Corrob.	Rank Corrob+ xor	Rank+ Corrob.	Xor+ xor	xor	Seq.+ xor

TABLE XXIII .

 XXIII CONSTRAINTS OF MODELLING TYPESPrecision (level of details) is defined in(JCGM 200 2008) as "closeness of agreement between indications obtained by replicate measurements". Precision includes Resolution, Proximity and Inclusion Zone. Distance proximity is crucial to spatial attributes, but temporal proximity affects many assertions, where their relevance is determined by elapsed time.

	properties of error management and error prevention procedures, e.g. secure data input or extensive
	data audit and validation procedures.					
	Constraints	DoC	Voting	Bayes	DST	Cred
	1 Only few attributes		x	x	x	
	2 Few known sources			x	x	x
	3 Must have large dataset	x		x		
	4 Based on historical data	x		x	x	
	5 Does not reflects quality of data	x	x	x		
	6 Does not use Inherent Value	x	x	x		
	7 Attributes must be independent	x		x		

Distributgram Scattergram Confidence Near expected range Accuracy Near the target Precision Near other readings

  

	Probability	Expected Value	Accuracy Confidence
			Value
			Precision

TABLE XXIV .

 XXIV MEDIA CLASS PRIORITY SCALES

	Media Type	Standard QCI	Normal	Media Priority Busy Hour Roaming	Special Needs
	Data	4	2	1	2	8
	Email	4	3	1	3	8
	Browsing	4	1	1	1	8
	Chat Text	4	3	2	3	8
	Video Streaming	5	5	3	2	8
	Voice	8	8	6	6	8
	Interactive Video	6	9	4	4	8

TABLE XXV . COMPARING OBSERVATION RATING AGGREGATION Risks Instigate Support Qualify Ave SAW OWA Cedar Non Habitual Location

 XXV Concepts of Mutual Information and Conditional Mutual Information can be adapted to assess the model components, with extended applicability to arrays and random distributions, as proven in(Renner 2002) and applied in[START_REF] Jiang | [END_REF]. In (32), Context Profiles Efficiency (CPE) is quantified, based on attribute credibility rate (Acred) and its probable occurrence rate per profile type (P(A i )) in the RQS database of proven requests. Context Profile (CP

	tools are particularly useful.							
		0.365	0.283	0.034	0.227	0.682	0.653	0.560
	Undesirable Activity	0.404	0.191	0.053	0.216	0.648	0.516	0.543
	Repeated Requests	0.442	0.283	0.032	0.252	0.756	0.781	0.612
	Exceeded Authority	0.305		0.053	0.179	0.358	0.663	0.342
	Large data/long duration	0.266		0.032	0.149	0.298	0.563	0.289
	Conflicted Location	0.365	0.311	0.034	0.237	0.711	0.717	0.578
	Repeated Failed Authen.	0.305	0.283	0.205	0.264	0.792	0.721	0.603
	Repeated DB Hits	0.266		0.032	0.149	0.298	0.563	0.289
	Excessive Net Usage	0.404	0.283		0.343	0.687	1.091	0.572
	Implausible Location	0.365	0.311	0.034	0.237	0.711	0.717	0.578
	Unauthorized Updates	0.266		0.205	0.235	0.470	0.736	0.416
	Demanding Media	0.404		0.053	0.229	0.457	0.861	0.436

  67. Entropy of risk profiles

							(32)
		log					Entropy Information
		∑	log P				CP is attribute vector
		•	|			Combined Cred/Occurrence
						Entropy for an array of attributes:
	, ,	∑ ∑ ∑	, ,	log P , ,	)
		∑	•				Normalized average
		Uncertainty of Profiles and Assertions	Demanding Media Overloading eWLAN
	6.00	0.59	0.30				Protected Destination Unauthorised Updates Security Event
	4.00			0.12	-0.27	0.03	Improper Actions Conflicting Timing
							Implausible Location
							Sensitive Data
	2.00						Excessive Net Usage
							Vulnerable App.
							Repeated DB Hits
	0.00						Multiple Trans
							Repeated Failed Auth
							Notice /Trial Period
	-2.00						Conflicted Location Large data/long duration
							Inconsistent NetAccess
	-4.00						Untypical Destin. Exceeded Authority
							Repeated Requests
	-6.00	RP1	RP2	RP3	RP4	RP5	Undesirable Activity Improbable Timing Non Habitual Location

TABLE XXVI .

 XXVI DEMPSTER COMBINATION RULE FOR SPATIAL ATTRIBUTES

			LoI1	Cred	Mass1 LoI2	Cred2	Mass2 DST	Cedar	SAW	OWA
		Office	0.800	0.776	0.621	0.300	0.617	0.185
	1	-Home	0.500	0.776	0.388	0.700	0.617	0.432
		Set-Cred			0.241			0.080	0.317	0.192	-0.004	0.147
		Office	0.800	0.776	0.621	0.300	0.617	0.185
	2	Office	0.500	0.776	0.388	0.700	0.617	0.432
		Set-Cred			0.241			0.080	0.209	0.878	0.406	0.380
		Branch	0.800	0.617	0.494	0.300	0.582	0.175
	3	-Regular	0.700	0.617	0.432	0.600	0.582	0.349
		Set-Cred			0.213			0.061	0.204	0.193	-0.028	0.110
		Branch	0.800	0.617	0.621	0.300	0.582	0.175
	4	Branch	0.500	0.617	0.388	0.600	0.582	0.349
		Set-Cred			0.241			0.061	0.188	0.875	0.383	0.363
								Span	0.129	0.686	0.435	0.271

TABLE XXVII .

 XXVII COMPARING SUCCESS RATE BAYES WITH RISK MODEL

					eBCR Model		Bayes
	Non-marginal			100.00%		72.73%
	Marginal				88.89%		77.78%
	Overall				95.00%		75.00%
			Deviations by Different Components		98%	98%
	Blurred Margins	60							
	Equal Rank	50							
	Changed Score	40							
	Not Deviated	20 30	16%		22%	28%	22%		
		10		2%					
	% Deviation	0	No-Group	No-Cred	No-LoI	No-CredLoI	No-KF	Policy No-	LoI-only
	Blurred Margins	5	2	6	3	1	1	0
	Equal Rank		0	0	0	0	0	3 8	3 8
	Changed Score	8	1	11	14	11	11	11
	Not Deviated	42	49	39	36	39	1	1

  Table XXXII below.

TABLE XXVIII .

 XXVIII EFFECTS OF ABSOLUTE RESIDUAL AND MEMBER PRECEDENCE

			Qualifier	GPS	IPA	WiFi	LAN	Hotspot
		Credibility:		0.406	0.247	0.389	0.389	0.247
		Intensity:		0.5	0.8	0.3	0.2	0.01
	Input	Office Home	0.634	-0.489			-0.255
		Regular	0.452			-0.280	-0.003
		Abroad				
		Local	0.732		0.784	

TABLE XXIX .

 XXIX EFFECTS OF ABSOLUTE RESIDUAL AND MEMBER PRECEDENCE

1) Signed Residual 2) Absolute Residual Prime 2 nd 3 rd 4 th 5 th Prime 2 nd 3 rd 4 th 5 th A Min Last Value

  

			0.784	-0.003 -0.255 -0.280 -0.489	0.784	-0.003	-0.255	-0.280 -0.489
		Residual		0.216 0.217 0.272 0.348		0.216	0.215	0.160 0.116
		Delta	0.784	-0.001 -0.055 -0.076 -0.170	0.784	-0.001	-0.055	-0.045 -0.056
		Cedar	0.784	0.783 0.728 0.652 0.482	0.784	0.783	0.728	0.684 0.627
	B	Value	0.784	-0.489 -0.280 -0.255 -0.003	0.784	-0.489	-0.280	-0.255 -0.003
	Min	Residual		0.216 0.322 0.412 0.517		0.216	0.110	0.079 0.059
	First	Delta	0.784	-0.106 -0.090 -0.105 -0.002	0.784	-0.106	-0.031	-0.020 -0.000
		Cedar	0.784	0.678 0.588 0.483 0.482	0.784	0.678	0.647	0.627 0.627
	C 2 nd as	Value Residual	0.489	0.255 -0.003 -0.280 -0.784 0.511 0.381 0.382 0.489	0.489	0.255 0.511	-0.003 0.381	-0.280 -0.784 0.380 0.273
	Prime	Delta	0.489	0.130 -0.001 -0.107 -0.383	0.489	0.130	-0.001	-0.106 -0.214
		Cedar	0.489	0.619 0.618 0.511 0.128	0.489	0.619	0.618	0.512 0.298
	D	Value	-0.489	-0.280 -0.255 -0.003 0.784	-0.489	-0.280	-0.255	-0.003 0.784
	Reverse	Residual		1.489 1.906 2.392 2.399		0.511	0.368	0.274 0.273
	Order	Delta	-0.489	-0.417 -0.486 -0.007 1.881	-0.489	-0.143	-0.094	-0.001 0.214
		Cedar	-0.489	-0.906 -1.392 -1.399 0.482	-0.489	-0.632	-0.975	-0.978 -0.195
	E	Value	-0.280	-0.003 0.784 -0.489 -0.255	-0.280	-0.003	0.784	-0.489 -0.255
	Unsorted	Residual		1.280 1.284 0.277 0.413		0.720	0.718	0.155 0.079
		Delta	-0.280	-0.004 1.007 -0.136 -0.105	-0.280	-0.002	0.563	-0.076 -0.020
		Cedar	-0.280	-0.284 0.723 0.587 0.482	-0.280	-0.282	0.720	0.585 0.549

TABLE XXX .

 XXX WEIGHTED CEDAR -PRECEDENCE ORDER OF AGGREGATION

	Input:	Prime	High	Concordant	Low	Discordant
	Members Values:	0.450	0.449	0.392	0.061	-0.449
	Members Weights:	0.477	0.476	0.610	0.038	0.489
	Weighted Members:	0.215	0.214	0.239	0.002	-0.220
	A. Unweighted coefficient for weighted		0.332	0.346	0.216	0.094
	B. Weighted coefficient for weighted		0.382	0.402	0.216	0.042
	C. Weight precedence for unweighted		0.697	0.666	0.484	-0.201
	D. Weight-only residual for weighted		0.326	0.323	0.209	-0.110

TABLE XXXI .

 XXXI BI-AGGREGATION AND TRI-AGGREGATION Input

: Attributes and Weights Aggregation

  

		Att1	W1	Att2	W2	Att3	W3	SAW	Ave	OWA	WPM	Cedar
	1	0.788 0.788	0.890 0.890	0.776	0.580			0.701 1.151	0.701 0.576	0.701 1.853	0.809 0.698	0.701 0.797
		0.788	0.890	0.776	0.580	0.080	0.334	1.178	0.393	3.031	0.300	0.798
		0.634	0.850					0.539	0.539	0.539	0.679	0.539
	2	0.634	0.850	-0.634	0.840			0.006	0.003	0.545	0.463	0.344
		0.634	0.850	-0.634	0.840	-0.697	0.745	-0.513	-0.171	0.032	0.354	0.033
		0.820	0.750					0.615	0.615	0.615	0.862	0.615
	3	0.820	0.750	0.055	0.210			0.627	0.313	1.242	0.469	0.617
		0.820	0.750	0.055	0.210	0.032	0.085	0.629	0.210	1.871	0.350	0.618
		0.634	0.850					0.539	0.539	0.539	0.679	0.539
	4	0.634	0.850	0.634	0.840			1.071	0.536	1.610	0.463	0.734
		0.634	0.850	0.634	0.840	0.697	0.745	1.591	0.530	3.201	0.354	0.803

TABLE XXXII .

 XXXII COMPARING OBSERVED LOCATION SCORE AGGREGATION WITH DISCORD

				Scenario 1: Local			Scenario 2: Office
			GPS	IPA	WiFi	LAN	Hotspot	GPS	IPA	WiFi	LAN	Hotspot
		Office	-0.489			-0.255		-0.851			-0.786	-0.772
	Input	Home Regular Abroad			-0.280		-0.003		0.887	-0.824	
		Local		0.784							
	Options:	1A Min-	1B	1C	1D	1E	2A	2B	2C	2D	2E

last Min-first 2ndPrime Reverse Unsorted Min-last Min-first 2ndPrime Reverse Unsorted Computed SAW

  Many modified rules have been proposed since, as summarized in (Sentz 2002), but they address the "characterization of conflict", i.e. what evidence is relevant and how observations interact, but not the aggregation procedure. The proposed Yager Rule assigns conflict to the universal set, with the effect of enlarging the degree of 'ignorance' for the whole set. This may avoid some paradoxes by excluding the conflict masses, but still does not provide proportional decrement or prime augmentation. Other rules,

		-0.243	-0.243	-0.243	-0.243	-0.243	-2.346	-2.346	-2.346	-2.346	-2.346
	Average	-0.049	-0.049	-0.049	-0.049	-0.049	-0.469	-0.469	-0.469	-0.469	-0.469
	OWA	2.094	0.611	2.112	2.069	-0.293	-3.510	-3.785	7.180	-10.291	-5.355
	aCedar	0.729	0.729	0.458	0.063	0.273	0.796	0.796	0.907	0.862	0.869
	Cedar	0.627	0.627	0.298	-0.195	0.549	0.774	0.774	0.986	-2.465	-2.183
											(42)
	,	∑ ∩ ; ∅	1 ⁄					The Dempster Rule
	,	∑ ∩ ; ∅	1 ∑ ∩ ∅ ⁄				Conflict assigned to K
	∑		…						The Yager Rule
	∅,			∅					Conflict assigned to ∅

TABLE XXXIII .

 XXXIII CORROBORATION RULES COMPLIANCE

	Corroboration Rules	Ave	SAW	OWA	WPM	DST	M-MAVF aCedar	Cedar

10. Context-Aware Policy-Based Applications 10.1 About Chapter 10

  The facility to determine service request context by eCAPS opens up the scope for several applications for the enterprise. These applications have been mentioned in previous chapters explicitly or implied by way of examples. Four eCAPS applications have been identified. These applications are briefly summarized here. 1. Selective Funding: The idea of selective funding by business context has been explained in Chapter 5. 2. Business Priority Resourcing: Resourcing according to business priority is implied in the conversion of business aims and levels of profile score into PCC parameters, as explained in Chapter 4. 3. Risk Mitigation: Risk detection and selection of the appropriate mitigating action is at the core of the Risk Model, as explained in Chapter 6. 4. Network Selection: Network Selection by enterprise-ANDSF is detailed in Chapter 4. This chapter is based on Paper 8 "Selecting Access Network for BYOD enterprises with Business Context and enterprise-centric ANDSF" and Paper 3 "Policies to Enable Serving Untrusted Services on Alternative (non-3GPP) and Untrusted Access Networks in EPS".

TABLE XXXIV .

 XXXIV PARAMETER MODIFYING RATES PER PROFILE For example, a risk is flagged if the enterprise WLAN locates the user's device in a different place than the GPS. Recent history of requests can also reveal inconsistencies and risks.

	recent ones.					
		Modifiable QoS Parameters	Profile 1 Routine	Profile 2 Home	Profile 3 Local	Profile 4 Essential	Profile 5 Abroad
	1	Service data flow Precedence	5	4	6	8	5
	2	QoS class identifier QCI	5	5	6	7	5
	3	UL Max Bit Rate (MBR)	5	3	6	7	4
	4	DL Max Bit Rate (MBR)	5	6	4	7	3
	5	UL Guaranteed Bit Rate (GBR)	5	3	6	7	4
	6	DL Guaranteed Bit Rate (GBR)	5	6	4	7	3
	7	Allocation /Retention Priority (ARP)	5	5	5	7	4
	8	Authorize UE-initiated QoS/bearer	5	7	6	6	4
	9	Authorize net-initiated MBR /QCI	5	5	7	8	5
	10 Revalidation time limit	5	5	6	7	5
	11 ADC Revalidation time limit	5	5	8	6	5
	12 Authorized MBR per QCI (network)	5	4	8	8	5
	13 Monitoring key for shared usage	5	4	7	2	6
	14 Volume threshold to be reported	5	6	6	3	7

Total Cost per user p.a. € 602.8 € 2,601.0 € 1,029.6 € 345.6 € 4,579.0 € 908,500 30% change 0.30

  

						Reduced	Savings p.a.
						Costs Per	per 1000
						sub p.a.	sub
						Before
						After
					Personal 3G/4G
						0.20
	On-site no. Sessions	548.0	252.0	230.4	189.6	
	On-site Cost	€ 602.8	€ 1,071.0		€ 345.6	€ 682.6
	Off-site no. Sessions		360.0	158.4		
	Off-site Cost		€ 1,530.0	€ 1,029.6		
		eWLAN+30%	3G/4G			
	On-site no. Sessions	623.6	176.4	161.3	258.7	
	On-site Cost	€ 686.0	€ 749.7		€ 241.9	€ 931.4
	Off-site no. Sessions		252.0	205.9		
	Off-site Cost		€ 1,071.0	€ 1,338.5		
	Total Cost per user p.a.	€ 686.0	€ 1,820.7	€ 1,338.5	€ 241.9	€ 4,087.1 € 1,400,440

-30% Hospitality+30% eWLAN-30% Personal 3G/4G

  

	Savings from Switching Access Network		
	eWLAN	3G/4G	Hospitality	eWLAN	Personal 3G/4G
					Not refundable
	eWLAN+10%	3G/4G-10%	Hospitality+10%	eWLAN-10%	
	eWLAN+20%	3G/4G-20% Hospitality+20% eWLAN-20% Personal 3G/4G

TABLE XXXV .

 XXXV AUTOMOTIVE EBCR WITHOUT ACCESS TO ENTERPRISE CONTEXT SOURCES

	Enterprise Source	Automotive Source	Alternative	Affected Factors	Available
	Request Proxy	Request Proxy			Yes
	Web Server & DPI	Web Server & DPI			Yes
	Corp. Apps Login	Corp. Internal	'Corp. Destination' Tag	Activity	Limited
	Email Login	Corp. Internal	DPI Email Media	Activity	Yes
	Directory	Corp. Internal	P2P or Website	Activity	Limited
	Calendar	Corp. Internal	Public-holidays/Work	Temporal	Yes
	Roster	Corp. Internal	-	Temporal, Activity	-
	GPS Service	GPS			Yes
	LAN /WLAN Login	WLAN Connection			Yes
	Appointments	Corp. Internal	-	Activity	-
	IP Address	IP Address			Yes
	Alarms	Car alarms			Yes
	Handset Events	Car Events			Yes
	App & Data Logs	Corp. Internal	DPI Logs	Integrity	Partial
	Role Privilege	Provided Roles			Yes
	Destin Type	Corp. Internal	Automotive's Filters	Destination	Partial
	Tagged Locations	Tagged Locations			Yes
	DB History	Requests DB History			Yes
	App /Data Types	Corp. Internal	Automotive's Filters	Activity, Integrity	Partial
	Temporal Types	Temporal Filters			Yes

TABLE XXXVII .

 XXXVII TECHNOLOGY SOLUTIONS TO VIRTUAL OPERATOR ISSUES Ability to introduce services independently Become an ASP with OCS charging capability and HSS user database 2 Interworking & inter-administration interfaces An MVNO can connect to multiple MNOs, using established roaming users procedures 3 Controlling user IDs without disclosing user information Unified user data HSS/HLR allows linking identities while keeping credit information within the MVNO data 4 Enforcing Policy through another network/access Use the Visited-PCRF to Home-PCRF link for conveying policy remotely, to be enforced by other MNO networks 5 Supporting alternative and untrusted access networks Authenticating via 3GPP-AAA,routing via ePDG for non-3GPP and untrusted access networks 6 Detecting user behavior and context Data Home Routing with Deep Packet Inspection enable retaining knowledge of user behavior 7 Variable pricing, credit and quota control Convey charging rules across networks (S9) and connect to OCS directly

	No	Key Issues Description	Technology Solution	
	1 8	Connecting Service Providers through another network	Sponsored Data interfaces transfer identities of 3 intermediaries, enabling charging and capping	rd parties via
	9 Selecting best alternative access network	Customized ANDSF allows prioritized access networks to be downloaded to devices
	10 Securing Internet and untrusted access	The ePDG can support untrusted access networks with carrier grade security

TABLE XXXVIII .

 XXXVIII On-demand Service Per download charge, e.g. Navigation maps. Car-specific 4 Capped flat rate Traffic information location-based services Per car owner 5 Pre-Pay Car Account Any chargeable service Any car user account 6 Pre-Pay Car Voucher Promoted services, free trial, limited time or budget Any car user 7 Post-Pay Car Account Any charged service Enterprise, Family, individuals 8 Post-Pay User Account Personalized range of services Per person, not transferrable

		AUTOMOTIVE CHARGING METHODS	
	Method	Scope	User/Usage
	1 Free Services	Emergency 'eCall' (free if it is regulatory)	Mandatory
	2 Lifetime Services	Breakdown services Call Center, Driver Assistance	Low usage
	3		

  Combined CCP is that sum of the combined Key Factors (h) ∑TableXLIIshows estimated potential benefits of eCAPS, categorized by car sales, profits from services and cost savings, according to a rough estimate of magnitude (***=high, **=medium, *=low).

	Services		CAPS services Effects		Car Sales	Service Profits Save Cost
	ABC		Best Connected , selecting WLAN or local MNO		*		***
	ABS		More usage with Avoid-Bill-Shock			**	*
	Capping		Save costs of flat rate, avoiding excessive usage				**
	Fleet Rate		Increased corp. car sales due to connected apps		***	***
	Selective Fund Increased fleet sales due to business status		**	
	MM PP Resourcing Option 2 -Merging Key Factors Service loyalty breeds car-brand loyalty Pre-Pay services profit for road-side purchases , … Automotive (a) Key Factors Increased fleet sales due to smart resourcing , … Risk Avoid costs of fraud or stolen identity Enterprise (e) Key factors Risk Increased fleet sales due to better protection	(f)	** ** *** **	* *** **	***	(46)
	KF is aggregated according to the KF type Sales Sales due to car intelligence		**	
	Sales	•	is weighted Automotive key factor Enlisting new/existing customers for new services		**
	≔ Sales	•	is weighted Enterprise key factor On-going drivers' spending, higher margins		**
	Merge weighted key factors by corroboration	(g)		
			1			

TABLE XLII .

 XLII AUTOMOTIVE BENEFITS FROM ECAPS

12. Feasibility Conclusions 12.1 About Chapter 12

  

  ://www.wirelessintelligence.com/"MVNO market size by region & category" Wireless Intelligence Q2 2010 Yahoo Finance, 2013 http://finance.yahoo.com/news/top-states-credit-card-fraud-090048490.html

	MBF	Imperative", Yankee Group, July 2009 Meantime-Between-Failure
	Wireless Intelligence MBR Maximum Bit Rate
	2010 MCDM	Multiple Criteria Decision Making
	MCDA	Multiple Criteria Decision Analysis
	M-MAVF	Multiplicative-Multi Attribute Value/Function
	MMS	Multimedia Messaging Service
	MMSC	Multimedia Messaging Service center
	MNO 15. Abbreviation Mobile Network Operator 3GPP MOBIKE Mobile Internet Key Exchange 3 rd Generation Partnership project AAA MPLS Multiprotocol Label Switching Authentication Authorization Accounting ABAC MP-TCP Multi Path Transmission Control Protocol Attribute Based Access Control ABC MSISDN Mobile Subscriber Integrated Service Data Network Always Best Connected AcpS MTV Mobile TV Average Cost per Session ADC MVNO Mobile Virtual Network Operation Application Detection & Control AF MUL Maximum Uplink Application Function A-GW NAT Network Address Translation Access Gateway AHP NGN Next Generation networks Analytic Hierarchical Process AKA OCS Online Charging System Authentication and Key Agreement API OMA Open Mobile Alliance Application Programming Interface APN OPEX Operational Expenditure Access Point Name ARP OSA Open Service Architecture Allocation Retention Priority ARPU OSS Operation Support Systems Average Revenue Per User AS OTT Over The Top Application Server ACSP OWA Ordinal Weighted Averaging Application & Content Service Providers AVP OWL Web Ontology Language Attribute Value Pair BBERF P2P Peer to Peer, Person to Person Bearer Binding & Event Reporting Function BCP PAP Password Authentication Protocol Business Context Profile BGCF PCC Policy and Charging Controllers Border Gateway Control Function BGF PCEF Policy Control Enforcement Function Border Gateway Function BHSA PCRF Policy and Charging Rules Function Busy Hour Session Attempts BOSS PDSN Packet Data service Node Business & Operations Support Systems BPEL PDG Packet Data Gateway Business Process Execution Language BPM PDN Packet Data Network Business Process Management BSS P-GW Packet Gateway Business Support Systems CAMEL PKI Public Key Infrastructure Customized Applications for Mobile networks Enhanced Logic CAPEX PoC Proof of Concept Capital Expenditure CART PSTN Public Switched Telephone Network Classification and Regression Trees CDR QoS Quality of Service Charging Data Record (also call Detail Record) CEDAR RBAC Role Based Access Control Corroborative Evidential Diminishing Aggregation Rating CML RCP Risk Context Profile Context Modelling Language CPE RCS Rich Communication Suite Customer Premises Equipment CSG RSVP Resource Reservation Protocol Closed Subscriber Group (Centrex) RTTI Real-Time Traffic Information
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Attribute may conflict within key factors or between them. Although the two symmetrical halves represent the same pairs of Key-Factors, the identified incompatibility may not be judged to be the same. In this example, most of the collisions occur between the Network and the Spatial Key-Factors, and between the Destination and Urgency Key-Factors. Therefore, the selected attributes may be reexamined to see if they are independent or whether they can be formulated in another manner. Hence, the Collision Matrix is a useful tool when designing scenarios for the PoC as eBCR training data. The Collision Matrix becomes invaluable when searching for Risks, since incompatibilities and impossibilities can be signs of stolen identities or intruders, as discussed in Chapter 7.

Calculating Attribute Values

Each Key-Factor has a table of attributes and a list of sources. In Figure 30, the attribute calculation from simulated source input is shown. This section includes Spatial, Temporal and Activity Key-Factors, shown on the left, and two calculated scenarios on the right. The sources that are required for each attribute are marked as 'x' for an 'instigator' source and '&' for contributing sources. The precision of time is calculated, not measured, but further fuzziness is permitted via the Proximity trait. The Temporal Proximity is effective particularly for the temporal attributes but also for other Key Factors. For example, Activity attributes and Urgency events have temporal proximity.

Figure 30. A Section of Attribute Calculation in the eBCR

For the status of a temporal attribute feature to be True, the time of the service request must be within a given range that is identified by the temporal attribute, but it may also be True if the proximity to that range reveals adequate intensity, which determines whether the attribute feature is on or off. The temporal proximity rate is decreasing as the temporal deviation from the given time-range increases.

Temporal observations may be concurrent with the service request or within a scale of 'short' to 'long' period of time. Thus, temporal precision qualifies the relevance of the observed activity within an extended range of deviation, or an Inclusion Zone.

The service request time is either within the given range of the feature or outside it, but a scale of deviations provides fine-tuning capability. This means that Inclusion Zone can be used also for temporal proximity, to log the active range that is valid for the source. By using the Inclusion Zone, temporal significance can be allocated to each source, rather than fixed within the proximity index. Login to particular corporate apps, login to email, accessing websites of various types, calendar events that have durable effects and appointments that may overrun -can all have specific Inclusion Zone.

Precision Computation

In Figure 62, the precision Module calculation is given. The calculation for Credibility considers the overall reliability of the information, since all members of the Precision Module are filtering tables that are purpose-built for the model. The Resolution and Inclusion Zone values are static but the proximity scales are observed and transformed as the Intensity value of the observation.

Figure 62. Calculation of the Precision Module

Module: 

Discorroborative Cedar

Treatment of discordant assertions as material evidence is particularly important for behavioral context evaluations, but also for engineering data fusion from instruments with varying degrees of reliability. Unlike other algorithms that segregate positive and negative member values in different sets (e.g. DST), Cedar enables a uniform management of signed values where discordant assertions -the discorroborative attributes -decrease the overall score of the prime, in proportion to their inherent values, as in (38).

To ensure that proportionality is maintained for negative members, absolute values are used for calculating the 'residual' coefficient, so that it is still decreasing with each step. Although the residual is positive, when it is multiplied by a negative value of a discordant member, the corroborated total is still 

The Carrier's Contribution

Carrier's context knowledge per subscription is based on SLA associated with the SIM. Prioritization and resourcing are based on network status (congestion), coverage and network partners, access network type, etc. In the case of Automotive MVNO, the carrier is not aware of the car ownership and any specific car requirements. Table XXXIX details potential context items that the Carrier I can define. As shown, most of them are also obtainable by the Enterprise I and the Automotive (A) as well. Unique attributes are shaded.

Network consideration prevail over policies and preferences, e.g. if the network cannot provide adequate quality of service as requested, the final policy rule is adjusted by the Carrier to cope with current conditions, but try to satisfy the SLA with the Automotive. 

The Automotive's Contribution

The Automotive's context knowledge is focused on the car status. This includes a variety of aspects that are unique to the Automotive, as shown in Table XL.

Car Type and Model: Behavior and consumption patterns vary significantly according to the type of car: private 'saloon', sports car, delivery vans, or haulage vehicles. These patterns emerge from analysis of past trips and previous connectivity requests. They are also governed by specific enterprise policies, according to the typical driver's role and privileges that are assigned to the car type. Hence, car type is aligned with service packages, budgets and spending rules.

Type of Car Ownership:

The ownership type, such as private cars, enterprise pooled cars or car hire, all have different usage patterns and different rules. Short term or long term association with the car affects the willingness to extend credit and allow higher capping limits.

Car Motion: usage of stationary cars is different from usage in a moving car. The motion status can be ascertained via consecutive GPS readings. For example, stationary cars that are located at tagged locations ('Home' or 'Office') could connect to the local WiFi access in preference to the MNO's network, since WiFi handover is still in its infancy. Car motion detection can also trigger TTS (Text To Speech) user interface, which is safer while driving.

Territory: the car physical location provides more clues to the way services are delivered. This can include compliance with the country laws or providing regional language interfaces, as well as routing calls to local call-centers and emergency services.

Emergency: If an emergency situation is detected by car instruments, high priority and high QoS will be requested for services, even beyond eCalls to the emergency agencies. For example, a context state of high 'Urgency' should allow for alternative media (email, messaging, social networks) to be used to alert other parties, overriding other rules and restrictions.

Fraud Risk Detection: The Automotive can test for discrepancies and unusual behavior. For example, if the car GPS positioning is different from an IP address location, the embedded SIM must have been compromised. Concurrent service requests for the same SIM are also a sure sign of fraud. While carriers can detect concurrency on their networks, the Automotive can do so for independent WiFi as well, and associate it with a particular car.

The Enetrprise's Contribution

Devolving context evaluation to enterprises empowers them to define their own policies and preferences. An enterprise-specific context can still be produced by the Automotive, if sufficient information can be made available without infringing any confidentiality.

However, though enterprises could provide the Automotive with certain filtering details to perform context evaluation on behalf of the Enterprise, many enterprises would wish to keep information, even business trips and customers' addresses, confidential. In such cased, it is proposed that the Enterprise provides real-time observations that are gathered from internal sources and are qualified and filtered by undisclosed lists and rules. Enterprises will have varied range of contributed context attributes, according to their available sources and their wish to manage certain aspects, as suggested in Table XLI.

Note that all the suggested items can only be obtained by the enterprise, since they are inferred using internal rules. Even when context items are based on the same observations, the Automotive and each of the Enterprises may be interpreting them differently, e.g. a physical location can be 'local' for the Automotive, but a 'designated business address', according to the Enterprise, without specifying precisely what it is.

To maintain acceptable confidentiality, what is conveyed to the Automotive is context meaning via processed attributes and their intensity values, instead of raw observations. The attribute assertion has to convey the effect, rather than the cause. Where appropriate, what is conveyed is the result of amalgamated observations, e.g. the Integrity (risk), which combines assessment of trip schedules, locations, requested service destinations and timing, plus previous behavior. 12 Profile linkage with PCC rules and QoS parameters 13 Fine-tune profiles' prioritization templates for conclusive decisions 14 Entropy based decider for equal-scoring profiles 15 Produce profile analysis of business and risk profiles and their joint effect 16 Produce profile analysis of all 60 scenarios Roles 17 Examples of roles and grades 18 Define profiles that are allowable per role 19 Impact of profiles within roles 20 Examples of 'Affordability' commercial factors per role Prioritization 21 Experiment with prioritization at each level (key-factor, sub-class, attribute/risks) 22 Experiment with prioritization settings (Top range, low range) 23 Experiment with 3 rd dimensional group prioritization and individual prioritization 24 Experiment with range and scale of weighting rates 25 Identify business impact groups and their weights 26 Identify Risk impact groups and their weights 27 Experiment with Z-test scale (below and above zero) Z value = (X-µ) / σ 28 Test prioritization of attributes within each factor compared with whole profile 29 Examples of single attribute dominance in the whole scenario profile 30 Test a single threshold per Request (all profiles) 31 Test a threshold per profile 32 Zero prioritization effects Thresholds 34 Build 'Tolerance Bands' 35 Experiment with Median based thresholds compared with mean average 36 Test raising thresholds effect on 'granted' requests 37 Test comparing margins above individual thresholds per scenario 38 Identify key-factor and test their significance 39 Discover factor 'patterns' Classification 40 Define classification granularity 41 Join atomic attributes when they have common policy prioritization 42 Classify by mathematical operator (XOR plus MAX 43 Classify by sources (P2P vs web destinations) 44 Test sub-classes 45 Experiment with different groups 46 Analyze attributes scoring 47 Analyze primacy of attributes 48 Experiment with cumulative classes 49 Analyze key-factor contributions in each request, per profile 50 Test each attribute type 51 Test attribute scoring from several observations Credibility 52 Test data for sources Credibility for Confidence (9 features per 20 sources) 53 Test data for sources Credibility for Accuracy (6 features per 20 sources) 54 Test data for sources Credibility for Precision (4 features per 20 sources) 55 Computed AHP for Confidence 56 Experiment with credibility module weights (for CAP) 57 Compute joint credibility rate for each attribute in the business model 58 Compute joint credibility rate for each risk in the risk model 59 Test different normalization for credibility computing Attributes 60 Test selection of the 'Prime' where applicable 61 Test equal-prime and near-prime 62 Test binary status (true/false) attributes against graded scale attributes 63 Split attributes if they have different prioritization 64 Test zero attributes 65 Test default value attributes 66 Refine factor definitions for best differentiations 67 Test zero factors

Key Factors

68 Join Key Factors if they have unique outcome (e.g. Destination) 69 Split Key Factors if they have separate prioritization (e.g. Activity -Integrity) 70 Test zero or negligible value factors 71 Enable setting thresholds per all-requests or per profile type 72 Devise indexing scales for parity across the class 73 Test score differentiation and conclusive definition 

Scoring