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Figure 2-1 a brief taxonomy of environmental and agricultural WSN applications 
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Figure 2-2 Typical architecture of WSN node 
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Figure 2-3 IEEE 802.15.4 lower-layer solution 
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Figure 2-4 IEEE 802.15.4-2006 devices and topologies 
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J� PHY PDU encapsulated MAC PDU transmission and reception  
J� Channel frequency selection  
J� Clear Channel Assessment (CCA) signal generation for CSMA/CA MAC layer mechanism  
J� Link Quality Indicator (LQI) signal generation for received MAC PDUs  
J� Energy Detection (ED) signal generation for any of the underlying frequency channels  
J� Activation and deactivation of the radio-transceiver 
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J� Generating network Beacons if the device is a coordinator,  
J� Synchronization to the Beacon,  
J� Support for PAN association and de-association,  
J� Support for sensor node security,  
J� Application of CSMA/CA algorithm for PHY channel access,  
J� Handling and maintaining Guaranteed Time Slot (GTS) mechanism, and  
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Figure 2-5 ZigBee Protocol Stack 
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Figure 2-6 6LoWPAN compliant stack 
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Figure 2-7 Classification of Multi-path operations: node/link disjoint, interleaved, and opportunistic 
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Figure 2-8 RPL DODAG topology and traffic patterns 
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Table 2-2 A list of routing metric/constraint objects for RPL 
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Table 2-3 RPL implementations for real-world devices 

Name OS platform Standard version Note 
ContikiRPL Contiki RFC6550 Official supporting of Tmote sky 

platform 
OpenWSN OpenWSN RFC6550  
TinyRPL TinyOS Draft-ietf-roll-rpl-17 -only TelosB and Epic platform 

supported 
-only storing mode and single DODAG 
supported 

NanoQplus NanoQplus Draft-ietf-roll-rpl-13  
 

Table 2-4 RPL enabled simulators 

Name Programming method Standard version Note 
Cooja/Contiki C with limited JAVA libs 

and Javascript 
RFC6550 Supporting 

MSPsim emulator 
OpenSIM/OpenWSN C with Python RFC6550  
NS-3 C++ and Python Draft-ietf-roll-rpl-19  
OMNet++/Castalia C++ with wrapped NED Draft-ietf-roll-rpl-19  
J-SIM Tcl/Java Draft-ietf-roll-rpl-19  
WSNet [63] C with XML RFC6550  
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Figure 2-9 ZigBeeIP stack and 6TiSCH stack 
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Figure 2-10 Open protocol stack and Contiki uIPv6 stack 
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J� An application requires a quick delivery of packets using a short path and therefore the goal 
will be to use ETX metric for routing.  

J� An application may require encrypted communication and therefore the goal will be to 
avoid non-encrypted links in the path.  

J� A node may be energy constrained and the objective will be to minimize Energy 
Consumption by using as many mains connected nodes along the path as possible. 
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Figure 2-11 The loop diagram of MAC and routing interactions 
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Reference Platform 

name 
Size of 

network 
indoor 

/outdoor 
Hardware 
platform 

Evaluated RPL 
model 

[87-90] Indriya 
testbed 

135 WSN 
nodes 

indoor TelosB nodes 
with Arduino 

ContikiRPL--> ORPL 

[52] SensLAB 
platform of 
INRIA Lille 

100 WSN 
nodes 

indoor WSN430 boards 
with TI CC2420 

radio chip 

ContikiRPL 

[152] TinyRPL 
testbed 

51 WSN 
nodes 

indoor TelosB motes TinyRPL and BLIP 

[111] PLC testbed 
on INRIA 

6 PLC 
nodes 

indoor CC2420 RPL for PLC 
network 
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J� Environmental monitoring (e.g. soil, crop and climate) in a field which is separated by some 
complete parcels;  

J� Providing a Decision Support System (DSS) for possible treatments analysis, which can be 
for field-wide or specific parcel;  

J� The methods for taking differential actions, for instance, adjusting in real-time and 
operations, such as fertilizer, lime and pesticide utilization, tillage, irrigation, and sowing 
rate. 
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Figure 3-1 Sketch map of a modern precision agriculture system 
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J� In modern farms, their size become larger and they are less contiguous than before. 
However, fewer people can be hired. The bigger lands with less human resource cause the 
increasing of difficulties and distances/travel time between fields; 

J� ICT technologies in Agriculture requires various monitored information, such as data from 
gauges and sensors (soil moisture, air pressure, environmental, disease, etc), status of farm 
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gates and building entrance (open/close), irrigation valves, pumping equipment, live video 
of operations, monitoring of greenhouses, livestock enclosures, and storage facilities, and 
audible or other alarms; 

J� To manage a modern farm more efficiently, some basic control functions are needed, such 
as opening and closing valves and gates; turning on and off lights, pumps, and heaters; and 
guiding robotic vehicles; 

J� As the development of agricultural automation technologies, more equipment are used in 
the different cycles of vegetal growth so these valuable assets, such as center pivot 
irrigation systems and farm vehicles have to be located or know their relative positions. 
Moreover, the location of livestock and workers is also needed for their safety or 
performance; 

J� Distance diagnosis requires remotely located technicians and specialists and they can access 
the latest information, monitor and control on-farm assets. 

����� 
����������	
������ 
�������� �����������������
���	��	��������� ��� ������
������ <:*� ����� �� ���
����� �.������
	�� �	����� 
��� �)� ������ �	� ������
� 	� �������	
�
����	���� 	���
� ��� �����	
��� 	�� ����
�����		��� 	� �	����� ������ ��� ��
���� ���
�"�
,����� 
�����,�	��<�,�
�����������	�������
� 
������
����������
��������	���)����
��"�
,��� ���E �	���� ����
���� �������� �+++B@=">C"D� �$U� 	�� �)(�� E-�<�)*� 	��
����
�����
����E��
	����	���	���	��	������
�����������
�������)�	�����	
���	��<:*�����
	������
��	�����
��"�!��������
���������������	����	���
���������
	�	������������
���
����
��������� --*� 
�� 
��� �
���
� ��� �����	���� ������	���� ���� 
��� �����
��� 	�� ��
���I	
��� ���
���
����	
����������
� �������	���� ���	��	�� �������� �	��� ��	�������������
�����������
���
�����������
�����	� �������	�����������
��	�������	
�����	�����
���"�

����������	��������
������������������(�	�
��� ��
����+,!�4%--���������������	��
������� 	�� 		��I��� 	�����	
�� ��������� ���
��� ��L������
�� ���� ����� ���	���� ����� 	��
���	�� ����
��	��� ����� 	�
��	
���� 	�� �������� 	�
��	
��� --*�"� ,��� 		������ 	��
���������� ��� 	�����	����
�� ���� )��	���� ��
����� ���	�
���
���� 8)��9� 8��� ��	�
� ����9��
����
��	�� �
������ 	�� ����� 	�
��	
��� 	�� �������� ��
���� 	�����	
��� �	��� ����
������
��� 	�� �
	
��� ����� �.�	��
������ R>@=S"� $�������� ���	���� 
����� 	��� �
���� �	��
��	���� 	���	������ ����	���� ���
� ���� 	�	�
���4�-� ���
��� ��	������� ���� 	������
��	�� �(,�
���
�����������������	� ���--*� 
����	���� 	��) --*� �� R>@AS"�!��
���������) --*� ���
	����
�������������������	�--*�8� --*9�RF>S������
�����	�����������������
����
���
�	��
�� ��� �������
	�� ���
������ �
����� 
�������� 	�� 
�	����� �	

��"� ��
� 
���
��	�	�
����
�������) --*��	�
���������
���������	��
�����
����������) --*��L�����
��
	��/�:���L������
������
����������	
������	������
��	��	�����	
��"��

)��������
��
�����������������������4�-����������	����.��������
�����	�������
�	
��	�
���	�	�
���
��	��	���
�����--*�
�����
�������	�������������������
�����
�����	��%����
����
!��
����8%!�9"�,���%!��	������	�	
��������
�����������
�������������	
���
���	����
�	
�
���
4�-��	����
��������
���
���I	
������
���	���L���������	�������	������
�	������	

����	��
	�����	
���� �� 	������
��	�� <:*"� ,����� 4�-� ��� 	���� 
�� 	�������	
�� 
��� ) --*� ��
��
	�������	
�� 	�	�
	
���� 	�� �������� 
��� �������
�� ��� �.��
��� <:*� ���� 	������
��	��
���
���"��

!��
��������� E-�<�)*� 	�	�
	
��� 
��������� ��� 	�
���� �
	�	���I��� ���
����� 
�	
� ���
��	����	���������
���������
���������
��) --*��
��
����.
��	�����E��
�����	�����������

��� �.���
�������� ���
��	�� 	�����	
���"�%��) --*� ��� 
��� ��	����
� �	�
� �� 
���� ���	����
	���
���������
	��	������L���������
��
����������������������
�	
�	������������������"��



 Page 49 
�

�
Figure 3-2 Schematic of LBR and smart sensor in A-LLN 

 

Table 3-1 Three types of key nodes in A-LLNs. 
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J� Cooja is tightly connected to specific platform emulators. In most of the cases, the limitation 
of hardware emulators (MSPSim, Avrora and etc.) will bring development difficulties; 

J� Comparing with the traditional network simulation, Cooja cannot provide the traditional 
simulation like NS-2, NS-3 or OMNet++, because the protocol simulation in Cooja has more 
complexity due to its cross level feature. In other words, an abstract protocol model cannot 
be simulated in Cooja unless its implementation can cooperate with a whole LLN system; 

J� Currently, Cooja only officially supports the simulation on TelosB-Sky mote platform and 
ensures its availability. 
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Figure 3-3 Network graph and visualizer on Cooja 
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Figure 3-4 A deployment simulation in COOJA/MRM 
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Figure 3-5 Measurement data of power consumption 
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Figure 3-6 Measurement data of average RDC and beacon interval 
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Figure 3-7 Photos of ATMEL RCB128RFA1 PCBA, Atmega128RFA1 Evaluation Kit and STK 600 with AVR 
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Figure 3-8 Four AVR RPL router nodes deployed in ISIMA building – An indoor environment 
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Figure 3-9 Atmel nodes deployed in LIMOS's office – topology snapshot in an indoor environment 
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Figure 3-10 Sensor Data Collect tool and one network graph snapshot 
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Table 3-2 AVR-based nodes deployed in LIMOS's office – network conditions 
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Figure 3-11 Time-varying network profile of current DODAG: Packet lost and beacon interval 
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Figure 3-12 Time-varying network profile: Hops and Routing Metric. 
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Table 3-3 AVR-based nodes deployed in LIMOS's office – power profiles 
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Figure 3-13 Histograms of power consumption profile in our experiment 

�
Figure 3-14 Time-varying power consumption profiles of each node in the current DODAG 

�
Figure 3-15 Histograms of Radio Duty Cycle profile in our experiment 
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J� In this experiment, due to the utilization of default system settings and small number of 
devices, the multi-hop topology is not well presented. But according to the ContikiRPL's 
specification, MrhOF and ETX routing metrics are working together to calculate the rank and 
preferred parent using highest throughput path in these tests. Thus, different configurations 
and algorithms installed in RPL model can build specific RPL DODAG compliant with required 
routing strategies to meet various QoS requirements; 

J� Collecting interval, beacon interval (routing overhead) and network situations (i.e. radio 
interference and noise) can lead to obvious alteration of power consumption; 

J� Moreover, the factors, which may influence the power profiles, for example, the 
performance of antenna, limitations of hardware and the deployed positions, would also 
directly impact on the result of network lifetime.  
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Figure 3-16 A flow chart of adapting RPL routing platform for a specific application 
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Table 4-2 Network performance metrics 
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�
Figure 4-1 Time-varying network profile of uIPv6 protocol stack simulation: Number of DIO overhead 

�
Figure 4-2 Time-varying energy remained profile from uIPv6 protocol stack simulation 
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�� Energy-aware metrics and objective function 
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�� Scalable objective function with Hybrid RPL routing metrics 
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�� Context-aware trickle timer 
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�� Integrating simulation and real world for mutual optimization 
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Figure 4-5 A-LLN with seven sensor nodes and one sink. SN2 has to forward the messages from SN4, SN6, 

and SN7 to the sink. Consequently, it will become inactive due to the energy depletion. 
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Figure 4-6 The structure of DODAG Information Object control packet 
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Figure 4-7 The formats of three adopted metric/constraint containers 
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Figure 4-8 An example of DIO control packet broadcast by a RPL routing: SN2 
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Figure 4-9 RPAL OF selects the neighbor with the viable ETX and the highest RE to be the preferred parent 
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Figure 4-10 The compressed format of the prefix information option 
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Table 4-3 Descriptions of the adopted routing metrics 
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J� The definition of affordable workload is inspired by the battery index [82] that represents 
how much prone a node is to consume energy. In most of the cases, this metric will be 
highly depending on the deployed location of this node, but it also can be generalized to use 
four operating states of radio transceiver for its computation: Transmission (TX), Reception 
(RX), idle and sleep. In other words, the affordable workload is an hierarchical Radio Duty 
Cycle (RDC) since almost all the discrepant energy consumption is associated with the radio 
operations;  

J� The hardware robustness in our proposal is presented as a hardware restart count since the 
system starts working (i.e. the record provided by NanoRisc of Ext_Milive board [37]); 

J� The availability information is another resource which means particular RPAL DODAG paths 
are associated with a certain application data (i.e. sensing environmental data or event 
detection) requested by the monitoring application of precision agriculture. Namely, this 
metric can represent the features of the nodes in this path, particularly the role that can 
monitor the important retrievable resource information (i.e. soil moisture, temperature, 
etc.).  
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Figure 4-11 Our proposed link color metric container format -- first solution 
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Table 4-4 Utilization of the three link color elements -- first solution 
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Figure 4-12 Our proposed link color container and routing constraint object format -- second solution 
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J� 8��: the minimum interval size 
J� 8�:: the maximum interval size 
J� k: the redundancy constant 
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J� 8: the current interval size 
J� t: the tentative transmission time within the current interval 
J� c: the number of heard messages within the current interval. 
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J� Initially, Trickle sets I to a value in the range R8����8�:S. 
J� At the beginning of each interval, Trickle resets c to 0 and sets t to a random instant within 

the range R8;6��8S. 
J� If a node hears a consistent transmission, Trickle increments its counter c. 
J� At the time t, if the counter c is smaller than the redundancy constant, k, Trickle allows the 

message transmission; otherwise, the transmission is suppressed. 
J� On expiry of the interval 8, Trickle doubles the interval length. If the new interval length is 

greater than 8�:, Trickle sets the new interval length to 8�: and executes step 2 
J� If Trickle hears an inconsistent transmission, it resets 8 to 8�� and executes step 2. 
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Figure 4-13 Data flow chart of original Trickle dissemination algorithm 

�
�������� 59��5��)0
�����"�%���.*�� ���	,����0�

<�
��
��������	��	����	������--*�����	�I������4�- �	�������
������
������
����������
��� �����	�� ,������� 	�����
��� �������� &�%� ���	��	�
� 
�	�������"� ,��� ,������� �� 4�-�
�����	
���
���������
	
����
�����
����
�	���������	���
�������������6�������������
��"�

(���	������
��
���&�%����	��	�
�
�	����������	�����������	�����	�������--*���	�
���������
���
�	����������	����������������������&�%��	���
���	���������	����������
������	��� ����� �
�� ��������"� ,���� ����� ������� ��� 	���� �����
��� 	�� ��	���	���� 	�	�
���
�
���	������������
������������4�-����
�����
��������	����8�"�"�&�%��&�:�	��&)%9"����

����	������ �����	
��� ��������
�
���
�������
� ���
������
����	�
��� 
���������������� 
���
�
���	�� ���
�� ����� ��� �.���
�	���� ����	���"� %
��������� 
��� �
���	�� ��� ����
� 
�� 
���
����������
��
������
�����	����
������	
��������	
���8����!������D >D9"��	����������
������	
���� 
����
���I	
������,������� ��4�-��	�� 
��� �	��� ������	�� 
��������	������.���
�
���� �
� ���������� 
��� ����
���� ��
������� ������
�
� ���
� ��� ��������� �	���
�� ������
�	���� 
��� ����
� ��� 
��� ,������� 
����"� �� �	�
����	��� 
��� ����
� ��������� ������� ��� 4�-�
��������	
����	���
�������G��	�	
��������
�	���������
	
���������
�����
"�)��
�����
��������� 	��� ���	
��� 
�� ��� ��� ���� ������	���� 
��� ���������� ��� 
����� ���	�
� ��
 ��� �
�����

����������� ���
� ��������
���D"D"="A"�$���������
���,���������

�����	������
��������
�����
�������������(�
���4�-��.������
��8������
���D">9�����������������
��"�



 Page 97 
�

�
Figure 4-14 Pseudo-code of Trickle algorithm used in RPL routing framework 
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J� A: a size of uniformly random spatial distribution for the nodes on a two-dimensional area 
J� N: total number of nodes 
J� a: the area defined by the coverage range of a single node 
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J� The time selected by node 'x' for the transmission of its message is one of the first 'k' 
transmission times selected by its neighbors and by itself 

J� The time selected by node 'x' is not one of those first 'k' transmission times 
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Figure 4-15 Find the roots for equation (4.18) -- average probability of sending a message in a given 

interval 
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Figure 4-16 Percentage of bandwidth usage for DIO messages during the building of a stable DODAG (Joint 

analytical model, BWU(DIO)) 
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Figure 4-17 Percentage of bandwidth usage for DIO messages in consecutive trickle intervals 
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�
Figure 4-18 Percentage of bandwidth usage for DIO messages in consecutive trickle intervals 
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Figure 4-19 Observation: Node 2 has been suppressed for two DIO cycles 
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Figure 4-20 The modification of original Trickle proposed in Trickle-F 
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Figure 4-21 Example of CA-Trickle operation with four synchronized nodes and one new joint node 
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Figure 4-22 Pseudo-code of CA-Trickle algorithm 
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J� The inconsistencies detected when forwarding a packet, such as loops. 
J� Receiving a multicast DIS message or an inconsistent DIO messages. 
J� Joining a new DODAG version (e.g. DODAG root updates DODAGVersionNumber). 
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J� The current DODAG version uniquely defined by tuple (RPLInstancenID, DODAGID, 
DODAGVersionNumber); 

J� The fields of ‘Grounded’, ‘Mode of Operation’, and ‘DAGPreference’; 
J� The DODAG configuration option: ‘DIOIntervalDoublings’, ‘DIOIntervalMin’, 

‘DIORedundancyConstant’; 
J� Rank and DAO Trigger Sequence Number (DTSN); 
J� List of neighbors, preferred parent and backup parents, list of siblings, and downward 

routing table. 
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Figure 4-23 Schematic diagram of the start and the end the coagulable Trickle timer 
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Figure 4-24 MAP4LLNSim/ LLNRun4NS TOOL-SET ARCHITECTURE 
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Figure 4-25 Schematic flow diagram of MAP4LLNSim/LLNRun4NS tool-set 
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J� Contiki OS CoAP, Contiki C# platform, supports CoAP-03/08, observer model, block-wise 
transfers and resource discovery [107]; 

J� Copper CoAP browser plug-in, running on Firefox, supports fully functional CoAP client side 
and remote test server for debug, matching the REST engine of Contiki; 

J� jCoAP, JAVA SE and Android platform, contains most of the basic features in its latest 
version, has been ported to Pandaboard as a CoAP client and proxy in a project during the 
thesis; 

J� Nodes Android application, Android Market, HTTP-CoAP bridge and browser for a given 
Android device and SDK. Our testbed system (i.e. tablet) partially refers to its GUI design. 
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Figure 5-1 Protocol stack for evaluate RPAL Routing Model 
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J� The generated topology of 10 nodes is only used for the preliminary validation of RPAL 
model. The Java-based GUI plug-in of Cooja simulator is able to faithfully present the 
topology construction of this scenario. The nodes are manually located in a fixed size area;  

J� The generated topologies of 20 and 30 nodes are used for further performance evaluations 
of RPAL model, such as the average packet delay, packet loss rate, hop distance, routing 
table size, overhead, average remaining energy and network lifetime. Since we have two 
proposals about improving the routing metrics and objective functions of standard RPL 
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framework, the energy-aware routing metric and SCAOF of RPAL model will be evaluated 
and their performance will compare with the original mechanisms; 

J� The nodes count is a basic metric to classify the different simulation scenarios, but we also 
can assign different roles and states to a certain proportion of nodes for organizing more 
complex scenarios; 

J� Those small groups of 20 and 30 nodes are simulated in a grid topology and their locations 
could be the junctions of the edges of adjacent grids or the centers of the grids. Namely, the 
sensor nodes are uniformly distributed around but the sink is placed at the boundary of this 
topology. 
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Table 5-1 Traffic pattern of the nodes with different logical roles in an A-LLN. 

Node Type Supports of traffic pattern 

A-LLN Edge router/ border 
router 

Sending a resource query request as 5 CoAP packet burst to a 
actuator in 60~90 seconds interval; ACK of received frames;  

Common monitoring A-
LLN sensor nodes 

Periodic reporting in 25~30 seconds interval 

Local controller/Actuator Period reporting in 10~15 seconds interval; and sending ACK; 
sending resource query reply packet to edge router 

Malicious sensor nodes Periodic reporting in 25~30 seconds interval 
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Figure 5-2 DODAG construction and initialization: SCAOF (left) and MrhOF (right) 
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Figure 5-3 The adjustments of preferred parents controlled by SCAOF: node 7 and 9 change their previous 

preferred parents to the new ones with more remaining energy 
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Figure 5-4 The case of 10 node network: common sensor nodes with 100% energy level 
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Figure 5-5 The case of 10 node network: the optional parent selection for avoiding hot spot. 
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Table 5-2 Simulation performance results comparison of scenario 1 

8	9�

Routing 
Model 

Performance Metrics 

Lifetime 

First dead 
node 
(min) 

% of active  nodes = 
50% (min) 

 
% of living  
nodes = 50% (min) 

  % of active  nodes = 
30% (min) 

 
% of living  
nodes = 30% (min) 

  % of active  nodes = 0% 
(min) 

 
% of living  

nodes = 0% (min) 
RPL MrhOF 10.766 19.622 

20.77 
19.693 

22.019 
36.02 

37.259 
RPAL SCAOF 14.164 27.253 

22.022 
31.863 

24.264 
32.494 

32.51 

8�9�

Routing 
Model 

Performance Metrics 

Average 
Packet 
Delay 
(ms) 

Average 
Packet Loss 

rate (%) 

Average 
number of 

route 
entries 

Control 
plane 

overhead 
(bytes) 

Average path 
hop distances 

RPL MrhOF 104 20.758 2.37 ������ 2.19 

RPAL SCAOF 138 17.134 3.24 ������ 2.81 
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Table 5-3 Simulation performance results comparison of scenario 2 

�8	9�

Routing 
Model 

Performance Metrics 

Lifetime 

First dead 
node 
(min) 

% of active  nodes = 
50% (min) 

 
% of living  
nodes = 50% (min) 

  % of active  nodes = 
30% (min) 

 
% of living  
nodes = 30% (min) 

  % of active  nodes = 0% 
(min) 

 
% of living  

nodes = 0% (min) 
RPL MrhOF 11.517 21.783 

28.268 
24.315 

31.01 
27.518 

38.007 
RPAL SCAOF 14.556 23.358 

21.516 
26.124 

23.505 
31.796 

32.013 

8�9�

Routing 
Model 

Performance Metrics 

Average 
Packet 
Delay 
(ms) 

Average 
Packet 

Loss rate 
(%) 

Average 
number of 

route 
entries 

Control 
plane 

overhead 
(bytes) 

Average 
path hop 
distances 

Average 
CoAP RTT 

(ms) 

RPL 
MrhOF 

116 27.432 2.44 ��		
� 2.97 788.743 

RPAL 
SCAOF 

154 18.252 3.32 �����
 4.68 678.015 
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Table 5-4 Simulation performance comparison of scenario 3 

�
 Routing 
Model 

Penetration of 
misbehaving 

nodes (%) 

Performance Metrics 

Average 
Packet 

Loss rate 
(%) 

Average 
latency (ms) 
of successful 
transmission 

Number of 
failed  

co-operations 
for packet 
forwarding 

Packet 
transmission 

cost  

 
RPL  

MrhOF 

10 % 23.48 83.79 ���	 9.37 

20 % 35.07 84.23 ����� 10.07 

30 % 47.57 85.56 ��	�� 12.37 

 
RPAL 

SCAOF 

10 % 12.05 93.32 ��� 7.68 

20 % 13.55 104.76 ��
 7.94 

30 % 14.01 106.64 ���� 10.13 
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Figure 5-6 Interval phase of scenario 1 – The higher the degree, the interval is more out of synch. 
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Figure 5-7 Average cumulative energy consumption with RPL+Original Trickle and RPAL+CA-Trickle. 
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Figure 5-8 Interval phase of scenario 2 – the higher the degree, the interval is more out of synch. 
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Figure 5-9 Average suppressed DIO messages per node Original Trickle (left) VS CA-Trickle (right), K=3. 
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Figure 5-10 A plan of testbed deployment 

�



 Page 137 

�
Figure 5-11 Testbed setup: sink node and 9 IWoTCore Ext_MiLive nodes for outdoor environment 

experiments 

�
Figure 5-12  Testbed setup: photos of No.2 and No.3 deployed IWoTCore node 
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J� Testbed node 1 is the sink node to connect to a laptop for exploiting as data collector and 

remote controlling message emitter; 
J� The deployed nodes are located at the same positions, and same relative angles and 

distances; 
J� This prototype system could provide three categories of required measurements (see Table 

5-5); 
J� The other 10 nodes would have different power supplies, but with the similar experimental 

environments, such as weather condition, duration of test, data collection frequency, and 
state of charge for all batteries, in three comparative experiments as listed in Table 5-6 and 
Table 5-7; 

�
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Table 5-5 Three main types of required measurements for statistical analysis 

�
Required data 

type 
Measurements gathered from the 

testbed 
Sensor data Temperature; output voltage of battery; restart 

count; and light strength sensors (Depends on 
transparence of the containers) 

Network states Size of neighbor list and routing table; topology; 
controlling message interval; ETX value; Rank 
value; packet delivery ratio (PDR); number of hops; 
number of churns 

Power supply states Average power consumption; average radio duty 
cycle; battery indicator from online energy 
estimation model. 

�
Table 5-6 Same settings of three comparative experiments 

�
Experiment settings Details and parameters 

Collecting frequency 60s-120s 
Duration of test 6 hours (expressed as 1:00 to 7:00) 

Initial energy of power 
supply 

594000 mJ  
(10% of nominal capacities in battery’s fully recharged 
state) 
When the battery is depleted, the radio chip is off. 

Heavy task for fast energy 
consuming (reduce 70% 

battery) 

The testbed node 3 and 6 pretend a 70% decrease of 
their remained energy by manual remote control 
application at [3:55, 4:00]. 

Testbed node with 
Misbehavior of restarting 

Testbed node 4 has communication problem with its 
NANO module within a frequency of 600s-1200s 
during the periods of its lifetime. 

�
�

Table 5-7 Different settings of three comparative experiments 
�

Sequence N. of 
comparative 

test 

RPL 
model 

Routing 
metrics 

Testbeds with energy 
harvesting module 

(solar panel)  
1st experiment Standard 

RPL model 
ETX No 

2nd experiment RPAL model ETX; Context-
aware metric 

No 

3rd experiment RPAL model ETX; Context-
aware metric 

Yes (testbed node 3 and 6 
recover their batteries from 

4:00 to 5:00) 

 
J� To explain the consequence of introducing misbehavior node in our experiments, the 

concept and utilization of NANO module has to be clarified. It is a specific energy efficient 
SCM and its designed program is used to guarantee the robustness of targeted system. The 
mechanism is to force the software running on the AVR MCU to keep periodical 
communication (a loop of state reading) with NANO module. If this rule is broken, the whole 
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system will be reset and the interior counter of NANO will be increased for recording this 
restart behavior of system; 

J� As three comparative experiments should be carried out in the same scenario, the weather 
condition and system trouble are almost unpredictable, and the unbalance of energy 
consumption requires long-time accumulation. Thus a remote controlling application is 
implemented for sending commands (see Table 5-8) to achieve our expected settings of 
different tests. To ensure the command packets are well received, a repetition mechanism 
is performed until the receiver replies an ACK message. 

Table 5-8 Remote control and fault injection functions 

Functions Descriptions 
LED control ON and OFF switching the single LED on IWoTCore board. 

Message collection Prepare and send a collect-view application packet 
immediately. 

RPL global repair Trigger global repair in the current DODAG.
Collecting frequency control Change the frequency of sending collect-view application 

packet to [10, 15, 30, 60, 120]s. 
Remained energy control Modify the volume of battery [+10%, -5%]. The results can 

be observed in the battery indicator plotting. 
NANO control Postpone the event timer of NANO communication process. 

TX power control Modify the transmission power of radio chip to a designated 
value. 

Power supply mode control Configure the targeted testbed using the below three types 
of power supply mode: 
Mode 0: battery powered, residual energy is depleted by 
online energy estimation model 
Mode 1: energy harvester module (solar panel) is able to 
produce enough power to active the testbed and cannot 
recharge the battery 
Mode 2: energy harvester module (solar panel) is able to 
produce enough power for both testbed routine and 
recharging battery.

�

�
Figure 5-13 Building an indoor prototype before setting up operational testbeds 

�
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Figure 5-14 Hop count evaluation results of 1st test and 2nd test 
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Figure 5-15 Number of network churn for the testbeds in 1st and 2nd experiments 

�

���/��� �	��� ��!������C >E�� 
����	���
� ���
� �	
��� ��������
��"�!����������
��	�	���	���
������ ��� ����� ������ 
�	� =�� ���� 
��� ����� 
������	�� 	����
� ���	���
� ����� ��
��
��"�<��
�������� 
�	
� �
� ��� 
��������
������������������D���
�	���������	���.��
������ �����������
�
����	�	
��"���
������������
��	��A��
����	���
����������	�����	�
"�%�����	���
����	��
�	���
���������� ����	�������� 
����	�� ����L�	��
���������� �
������	
������"�!����.	������

������
������	���
�����������C�	��>@��	���
��
�	������
�����
��	���	��
��D��A����E����
�
����D������� �������� 
���&%&)2��
�����	�� 
����	���� ��	��� 
�� ���L��
��������
����
�����
��������	���	��
"�,�����	�������������	���
��������������C�	��>@���>�
��.������
�

�	���
���=����"����������
����
	
��
��	�������
��	�������
�
����	�
�����	���
�������������A�
	��E�	�����	���������
��������� 
�����
���
��
�"�)��
���:()%!�	�����
�����4�)-�������
�	��
���	����
��
��	�	�
�
����
�����
��������
��	���������A�	��E�	����������
�����
��������
��
�����
�
�	
�
�����
�������������������	���
����=��
��
"�*�
����
�	
�����B�	��?��	��������



 Page 143 
�

�
����� ������ �� =�� 
��
� 
���� 
���� �	��� ����� ���
� �	���
��� ����� ��	� ������ �
����� �� 
�������������	������L������������
����
��	������"�%�
����
�����	���
����
������������
�
���� ��������� �L�����
�� 8�"�"� ������� �������
� ��� ��	
���� �
	
��� �� 
��� �	���� ���
�4:,+)� ��
��9� 	�� 
��� ���	�� 	

��	
��� ��� �	����� 
������� 
��� 	�����
���	�� ���
	�����
�	��
�����	���������
���
��
�����	�����
	������	��	�����	�����������	���
�����"�

�

�
Figure 5-16 Percentage of packets that get lost on the testbed of 11 IWoTCore nodes 
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Figure 5-17 Average energy usage of the testbeds in 1st and 2nd experiments 

�
�
�

�
Figure 5-18 Radio duty cycle of the testbeds using standard RPL model in 1st test 
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Figure 5-19 Radio duty cycle of the testbeds using RPAL model in 2nd experiments 
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