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Cloud computing has recently emerged as a new paradigm where resources of the computing infrastructures are provided as services over the Internet. However, this paradigm also brings many new challenges for data security and access control when business or organizations data is outsourced in the cloud, they are not within the same trusted domain as their traditional infrastructures.

This thesis contributes to overcome the data security challenges and issues due to using the cloud for critical applications. Specially, we consider using cloud storage services for medical applications such as Electronic Health Record (EHR) systems and medical Wireless Sensor Networks. First, We discuss the benets and challenges of using cloud services for healthcare applications. Then, we study security risks of the cloud, and give an overview on existing works. After that, we propose a secure and scalable cloud-based architecture for medical applications. In our solution, we develop a ne-grained access control in order to tackle the challenge of sensitive data security, complex and dynamic access policies. Finally, we propose a secure architecture for emergency management to meet the challenge of emergency access.

Cloud computing has recently emerged as new paradigm for hosting and delivering computing services and data over the Internet. The cloud computing is an on-demand and self-service access to dynamic scalable and pooled computing resources (high computing power, massive storage space, etc.) through communication networks. In addition, the cloud oers the ability to elastically tune resources both up and down as needed without human interaction with. The business and infrastructure benets of using the cloud for storage and application building/deployment are quite attractive to the vast majority of businesses and organizations.

Main advantages of moving to the cloud include cost savings, revenue growth and accessibility (from anywhere and at any time). These advantages are attractive for healthcare providers as well.

Wireless Sensor Networks (WSNs) are promising technologies that has recently signicant success in healthcare. Recent advances in WSNs have made it possible to deploy wearable sensors on patient's body in/out hospital. This allows continuous monitoring of physiological signals (such as ECG, blood oxygen levels) and other health related information (such as physical activity levels). The major breakthrough of this technology is the provision of continuous remote patient supervision both in and out of hospital conditions. This reduces healthcare cost and improves the life-quality of patients as well as the treatment eciency.

Medical WSNs provide great opportunities, but it brings several challenges. Indeed, Medical WSNs require high and continuous sampling rates which results in high volume of data. The data should be collected and sent to the base station in order to be stored and analyzed. Furthermore, this data is typically required to be stored for several years, which requires scalable storage capacity at the base-station.

Moreover, medical data could be lifesaving and must be available at any time and from everywhere. For this reason, new innovative solutions are strongly required to meet the great challenges of handling the exponential growth in data generated by sensors. Another challenge we tackle is the condentiality of collected medical data.

Considering social, ethical and legal aspects of medical systems, data collected by sensor networks are highly sensitive and should be managed properly to guarantee patients' privacy. This is why, several countries have dened data protection laws for privacy protection. These laws dier from one country to another, but their primary goal should be to ensure adoption and enforcement of Fair Information Practices (FIP) [FIP] that are the basis for privacy protection around the world.

The cloud has become the paradigm of a large-scale data oriented systems which is suitable for medical applications. In addition, when medical data is stored in the cloud, healthcare sta can collect, share and access to this data from anywhere and at anytime. Moreover, the cloud provides complete accessibility with an expanded range of access devices such as PCs, network of computers, smart-phones and network-enabled medical devices. Consequently, These make collaboration easier between healthcare sta in order to provide adequate healthcare services and avoid unnecessary redundant tasks. In addition, the mobility provided by the cloud enables healtcare providers to ensure fast and appropriate interventions, that have more eect on lifesaving, particularly for emergency interventions.

To take advantages of the cloud, the healthcare providers need to outsource their infrastructures and storage from their environment to a third-party cloud service provider. This lets them focus completely on their real activity, which is providing healthcare services. However, there are several barriers to adopt the cloud for medical applications due to their critical nature. These barriers concern mainly health data security and patients privacy. Since data handled by medical applications is highly sensitive, it may includes information about patient's health state and personal information about patients. Hence, unauthorized disclosure of this information can result in privacy violation, embarrassment and/or illegal exploit of this information. In addition, the cloud is usually considered as untrusted environment (which may be located outside the country that involves others regulations). For this reason, security risk becomes an obstacle for adoption of the cloud by healthcare providers, where condentiality of medical data and users' privacy are threatened.

Access control is the mechanism used to protect medical data against unauthorized access. In case of Electronic Medical Records (EMR), access to medical data is often governed by complex policies that distinguish between each part of data and each user privileges, these policies are implemented and enforced by healthcare providers. Various techniques have been developed to implement ne-grained access control, which allows exibility in specifying dierential access rights of individual users. Traditional access control rely on a trusted server to mediate access in order to protect les. However, when the centralized server is not enough trusted and/or data stored is highly sensitive, we need a cryptographic access control which relies exclusively on cryptography to provide condentiality and integrity of data managed by the system. It is particularly designed to operate in untrusted environments where the lack of global knowledge and control are dening characteristics. One critical issue with this approach is how to achieve the desired security goals without introducing a high complexity on key management and data encryption.

Contributions

This thesis contributes to overcome the data security challenges and issues due to using the cloud for critical applications. Specically, we consider using the cloud storage for medical applications such as EMR systems and medical Wireless Sensor

Networks. Without loss of generality, our proposed solutions for medical applications are also viable for any other critical applications that face the same considered challenges. In what follows, we describe our contributions.

Cloud computing for healthcare : benets and risks

In our rst contribution, we identify the benets and risks of using the cloud for medical applications (specically, medical wireless sensor networks) with a key focus on security and privacy issues. We will start by briey giving cloud denitions and concepts. Then, we present e-health, by giving advantages of communication and technologies in healthcare area. Finally, we give advantages and challenges brought by adopting the cloud for medical applications.

Data security concepts, issues and challenges in cloud computing

As previously explained, security risks are major barriers for adopting the cloud for critical applications. In this contribution, we investigate how to make the cloud more secure for medical applications. First, we present briey some security concepts related to our work in this thesis. After that, we focus on advanced cryptography methods, especially Attribute Based Encryption (ABE). Recently, this method has been gaining considerable attention as a useful technology for safe and secure storage of data on the cloud. However, ABE needs to be more developed and extended for its successful integration in piratical systems. Then, we study many ABE related 1.2. Contributions works. We organize our study in several points, each point represents an extension of ABE. Then, we address the challenge of secure data outsourcing in cloud computing. In which, we give some security threats of data outsourcing. Then, we present traditional access control that cannot resolve this problem. After that, we study cryptographic access control and related existing works. Finally, we describe other aspects of data security in the cloud computing.

Cloud-based architecture for medical applications

In this contribution, we address the challenge of data management in wireless sensor networks for patient supervision. We propose a secure and scalable architecture that leverages cloud computing technology to dynamically scale storage resources via on demand provisioning. Furthermore, we propose an innovative security scheme that eliminates potential security threats of medical data outsourcing and guarantees condentiality, integrity without involving patients or doctors interventions. To implement complex and dynamic security policies necessary to medical application, we develop a ne-grained access control that combines ciphertext-policy attributes based encryption and symmetric cryptography. This combination reduces the management overhead and the encryption/decryption time as we will show by our performance evaluation. Finally, we carry out extensive simulations which shows that our scheme provides an ecient, ne-grained and scalable access control.

1.2.4 Secure medical architecture on the cloud using wireless sensor networks for emergency management

WSNs for medical applications provide useful and real information about patients' health state. This information should be available for healthcare providers to facilitate response and to improve the rescue process of a patient during emergency.

In the previous contribution, we have proposed an innovative cloud-based architecture for collecting and accessing large amount of data generated by medical sensor networks. Also, we have integrated CP-ABE for providing a secure ne-grained access control over medical data outsourced on the cloud. However, for emergency management, integrating CP-ABE creates particular challenges for providing temporary access victims medical data when this is needed. In this contribution we present our architecture for secure emergency management in healthcare area. We address the challenge of ABE integrating for providing temporary access victims medical data in emergency situation. In addition, we use wireless sensor network (WSN) technology to provide early emergency detection.

Organization of the manuscript

The rest of this thesis is organized as follows. In chapter 2, we highlight benets and challenges due to use of cloud for medical applications, with a key focus on security challenges. In section 3, we present a study of existing works in the eld of data security and condentiality in untrusted environments in order to identify drawbacks that need to be tackled. In Chapter 4, we propose our secure and scalable storage architecture for medical applications. In chapter 5, we describe our secure cloud-based solution to provide emergency management by using medical wireless sensor networks. In chapter 6, we end-up this work with some concluding remarks and we highlight the main future work directions and open issues.

Chapitre 2

Cloud computing for healthcare : benets and risks

Introduction

Cloud computing has recently emerged as a new paradigm for hosting and delivering computing services and data over the Internet. The cloud computing is an on-demand and self-service access to dynamic scalable and pooled computing resources (high computing power, massive storage space, etc.) through communication networks. In addition, the cloud oers the ability to elastically tune resources both up and down as needed without human interaction. The business and infrastructure benets of using the cloud for storage and application building/deployment are quite attractive to the vast majority of businesses and organizations. Main advantages of moving to the cloud include cost savings, revenue growth and accessibility (from anywhere and at any time). These advantages are attractive for healthcare providers as well.

Wireless Sensor Networks (WSNs) are promising technologies that has recently signicant success in healthcare. Recent advances in WSNs have made it possible to deploy wearable sensors on patient's body in/out hospital. This allows continuous monitoring of physiological signals (such as ECG, blood oxygen levels) and other health related information (such as physical activity levels). The major breakthrough of this technology is the provision of continuous remote patient supervision both in and out of hospital conditions. This reduces healthcare cost and improves the lifequality of patients as well as the treatment eciency.

Medical WSNs provide great opportunities, but it brings several challenges. Indeed, Medical WSNs require high and continuous sampling rates which results in high volume of data. The data should be collected and sent to the base station in order to be stored and analyzed. Furthermore, this data is typically required to be stored for several years, which requires scalable storage capacity at the base station.

Moreover, medical data could be lifesaving and must be available at any time and from everywhere. For this reason, new innovative solutions are strongly required to meet the great challenges of handling the exponential growth in data generated by sensors. Another challenge we tackle is the condentiality of collected medical data.

Considering social, ethical and legal aspects of medical systems, data collected by sensor networks are highly sensitive and should be managed properly to guarantee patients' privacy. This is why, several countries have dened data protection laws for privacy protection. These laws dier from one country to another, but their primary goal should be to ensure adoption and enforcement of Fair Information Practices (FIP) [FIP] that are the basis for privacy protection around the world.

The cloud has become the paradigm of a large-scale data oriented systems which is suitable for medical applications. Moreover, the cloud provides a complete accessibility for a wide range of access devices such as PCs, network of computers, smart-phones and network-enabled medical devices. However, using the cloud for medical data storage means moving patients data from a trusted environment (healthcare provider's infrastructure) to an untrusted environment (cloud servers, which may be located outside the country and are under dierent regulations). Security threats obstruct the adoption of the cloud by healthcare providers, as medical data condentiality and users privacy are not guaranteed.

In this chapter, we discuss the benets and challenges of using cloud services for medical applications (e.g., WSNs for healthcare monitoring). We will rst present cloud computing concepts and the cloud architecture. Then, we introduce e-health and show the advantages of using new technologies in healthcare environments.

Finally, we review the advantages and challenges of adopting the cloud for medical applications.

Cloud computing

In this section, we introduce cloud computing concepts and its architecture. First, we dene the cloud and we highlight its characteristics and its opportunities. Then, we describe common cloud service models and cloud deployment models.

Denition and characteristics

The National Institute of Standards and Technology (NIST) organization [START_REF] Peter | The nist denition of cloud computing[END_REF] denes the cloud computing as a model enabling convenient, on-demand network access to a shared pool of congurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management eort or service provider interaction.

According to NIST denition of cloud computing [START_REF] Peter | The nist denition of cloud computing[END_REF], there are ve essential characteristics :

• On-demand self-service : cloud computing enables customers to provision computing resources, such as server time and network storage, as needed in a exible and simple way, without requiring human interaction with each service provider.

• Broad network access : capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, tablets, laptops, and workstations). • Rapid elasticity : computing resources can be rapidly increased and decreased as needed. Also, these resources can be completely released for other uses when they are no longer needed. Unlike traditional infrastructure which have xed and limited capabilities, cloud computing provides the ability to massively scale resources (bandwidth, storage space, servers.

• Measured service : the cloud ensures transparency for both the provider and consumer of the utilized service, by providing tools which enable cloud consumers to control and supervise usage of their resources. 

Service models

In what follows, we present the three principal service models of cloud [START_REF] Peter | The nist denition of cloud computing[END_REF] : • Platform as a Service (PaaS) : in this model, the consumer creates the software using programing language, libraries, service and tools from the provider.

The consumer also controls software deployment onto cloud infrastructure and conguration settings. Networks, servers, storage, and other services are provided as per consumer's needs.

• Infrastructure as Service (IaaS) : in this model, infrastructure resources including storage and other computing capabilities, are provided as service to consumers via a network. the customer is able to deploy and run operating systems and applications. The consumer does not have any control over cloud infrastructure but could rather possibly have limited control of selected networking components (e.g., host rewalls).

Deployment models

In what follows, we present common deployment models of clouds [Clo13] :

• Private cloud : the cloud infrastructure is dedicated to only a single organization. Resources are maintained in-house by an organization, or are allocated exclusively for an organization by a cloud provider on its premises.

• Community cloud : the cloud infrastructure is dedicated for exclusive use by a specic community of users from two or more organizations that have shared interests. Resources are maintained in-house, or are allocated exclusively for the community by a cloud provider on its premises. 

eHealth

Healthcare sector is currently facing many challenges that concern all governments. These challenges include :

eHealth

• The continuous increase in the elderly population in developed countries [START_REF] Varshney | Pervasive healthcare and wireless health monitoring[END_REF].

• Signicant number of medical errors [START_REF] Allen | How many die from medical mistakes in u.s. hospitals ? ProPublica[END_REF].

• Considerable pressure on healthcare providers aected by the economic crisis(eective sta and infrastructure budgets cuts), resulting in a deterioration of the quality of services provided [Sin02, NKVV13].

• A partial coverage of healthcare services in rural and isolated areas [START_REF] Varshney | Pervasive healthcare and wireless health monitoring[END_REF] ;

• Rising health care costs [START_REF] Varshney | Pervasive healthcare and wireless health monitoring[END_REF].

Using communication technologies [START_REF] Varshney | Pervasive healthcare and wireless health monitoring[END_REF][START_REF] Fletcher | Wearable sensors : Opportunities and challenges for low-cost health care[END_REF][START_REF] Boric-Lubeke | Wireless house calls : using communications technology for health care and monitoring[END_REF] in healthcare environment has led to increase accessibility to healthcare services (to anyone from anywhere), improve quality, and reduce cost of healthcare services [START_REF] Fletcher | Wearable sensors : Opportunities and challenges for low-cost health care[END_REF]. Furthermore, communication technologies can be deployed to address healthcare challenges. For example, medical errors which are often due to a lack of information about patient's health, resulting in wrong diagnostic and drug interaction problems.

Giving access medical data to healthcare sta, when needed, can reduce medical errors [START_REF] Varshney | Pervasive healthcare and wireless health monitoring[END_REF]. the denitions of EMR, EHR and PHR are the following (are also described in gure 2.1) :

• Electronic Medical Record (EMR) : is an electronic record of healthrelated information on an individual that can be created, gathered, managed, and consulted by authorized clinicians and sta within one health care organization. For example, medical records (e.g, e-prescribing) are generated and maintained either by healthcare sta of same institution through institution server, or by a doctor in his PC.

• Electronic Health Record (EHR) : is an electronic record of healthrelated information on an individual that conforms to nationally recognized interoperability standards and that can be created, managed, and consulted by authorized clinicians and sta across more than one health care organization.

• Personal Health Record (PHR) : is an electronic record of health-related However, numerous challenges related to the management of the data collected by these network need to be addressed. Indeed, in WSNs for medical applications, sensor sampling is performed at high frequency, thus they generate a large amount of 2.4. Using the cloud for medical applications sensitive medical data coming from sensors, and that is why healthcare's providers need secure and scalable storage solutions. In addition, health information should be accessible in real time by patient's doctors, at anytime and from anywhere. One of the possible issues is to store the sensed data in the cloud in order to allow medical sta to remotely access this data.

Using the cloud for medical applications

Various medical applications can rely on the cloud services to take its advantages, including :

• EHR, EMR and PHR systems : these systems provide means to share medical information between healthcare professionals, so as to improve of healthcare quality. However, EHR systems present numerous challenges when data are stored in the cloud including infrastructure installation and maintenance costs, and condentiality of medical records.

• The healthcare remote monitoring system : is the base station of medical wireless sensor networks.

• Emergency intervention systems : they rely on wireless technology for adequate emergency intervention (by providing early detection and high accessibility to patient's health status information).

Cloud computing advantages for medical applications

The cloud computing provides to healthcare organizations a exible environment for easily deploying and running medical applications. This allows sharing health information between healthcare professionals and patients. There are several advantages of using cloud computing for medical applications :

• Collaboration : in many healthcare cases, healthcare sta need to collabo-rate to provide adequate healthcare services and avoid unnecessary redundant tasks. This collaboration requires health information sharing. Cloud technologies enable information synchronization and sharing in real-time.

• Focus on core competencies : when healthcare professionals outsource their IT infrastructure to the cloud, they can focus on their real business, which is providing healthcare services.

• Mobility : by outsourcing health information on the cloud, the healthcare sta and patients will be able to access health information with desired device (such as PCs, smart phones, and network-enabled medical equipment) via Internet or private networks. This increases accessibility of healthcare information by healthcare professional, and improves quality of healthcare services by enabling fast and appropriate interventions.

• Cost saving : there is no need for the healthcare institutions and doctors to invest in hardware infrastructure and maintenance because these concerns are already taken care of by the cloud providers.

• Scalability : cloud computing can provide an important CPU power as well as memory and storage capabilities that could appear to be unlimited. These capabilities are on-demand and scale dynamically as needed.

Barriers to cloud computing adoption for medical applications

Although there are several benets of cloud adoption for medical applications, there are also some signicant barriers to adoption. The security and condentiality of health information is the principal barrier that makes healthcare professionals reluctant to adopting the cloud. There are other barriers, but with less impact than the security issues of the cloud. In the following, we give and discus some cloud concerns for medical applications.

Security and condentiality of health information

Moving the storage of health information to clouds raises high security and condentiality risks that are not acceptable due to the data nature. The European Network and Information Security Agency (ENISA) has established a report Cloud

Computing : Benets, risks and recommendations for information security [START_REF] Dupré | Cloud computing : Benets, risks and recommendations for information security[END_REF].

We present in what follows some of the important security risks given in this report.

• Isolation failure. This risk category is based on two cloud characteristics, which are multi-tenancy and shared resources. The risk due to an attack (guest-hopping attack) on mechanisms separating(hypervisors) storage, memory, network and reputation between dierent tenants [START_REF] Dupré | Cloud computing : Benets, risks and recommendations for information security[END_REF]. For example, an attacker will try to identify two virtual machines that are likely to be hosted on the same physical hardware. Assuming the attacker is interested in health information from a virtual machine of healthcare provider (machine A) but is unable to directly penetrate virtual machine A because she does not have right access. The attacker will try to penetrate virtual machine B, and then try to gain access to virtual machine A. However, this kind of attacks are still rare [START_REF] Dupré | Cloud computing : Benets, risks and recommendations for information security[END_REF] and much more dicult for an attacker to put in practice compared to attacks on traditional operating systems.

• Loss control over data : it is dicult for the cloud customer (in its role as data controller) to eectively check the data handling practices of the cloud provider and thus to be sure that the data is handled in a lawful way.

• Management interface being hacked : the cloud provider gives customers the possibility to manage their resources with management interfaces accessible over Internet. Consequently, this raises an increased risk, especially when combined with remote access and web browser vulnerabilities.

These cloud security risks increase the possibility of health information disclosures. This risk is not acceptable in the case of health information. Consequently, the cloud is considered not trusted enough compared to traditional infrastructure

The question of how to address these security issues for secure adoption of cloud by medical applications is what we deal with in the rest of this manuscript.

Reliability

Medical applications are so critical and must guarantee reliability and availability. For this reason, clouds must provide high availability and mobility support to medical data storage and processing services accessible via Internet. However, these services can become a potential target of security attacks (e.g. denial of service attack), since they are accessible through a simple Internet connection.

Independence from cloud providers (so-called lock-in)

Although there are some rules and standards to provide interoperability between cloud providers, they are still insucient to guarantee data, applications and services portability. Indeed, data structures and services interfaces dier from one cloud provider to another. This can make the migration operation of data, applications and services from one cloud provider to another or back to a local IT environment more dicult. Enabling the migration is expensive, especially if there is a large amount of data stored in the cloud. This results in a dependency on a particular cloud provider for service provision, especially if data portability, as the most fundamental aspect, is not enabled.

Loss of governance, legal and regulatory issues

Several governments have dened health information protection laws. Examples include Health Insurance Portability and Accountability Act (HIPAA) in USA, Data Protection Act of 1978 (revised in 2004) in France [PRI], etc. These laws regulate the use and disclosure of health information by healthcare providers, but do not regulate their third-party operations (such cloud providers). Healthcare providers must enter into business association agreement with cloud providers to transfer health information. One this agreement signed the cloud providers become subject to health information regulations that cover the transfer of data from healthcare providers' sites to the cloud providers site. However, the use of this information by the cloud providers is not covered by this agreement. The cloud provider could store the data outside original country jurisdiction, and these practices might not comply with regulations. Consequently, if healthcare providers choose outsourcing of health information, then they lose control over their data. It is practically impossible to determine how data is used, and when really stored on the cloud [START_REF] Mather | Cloud security and privacy[END_REF].

Conclusion

In This chapter, we have presented the benets and challenges of using clouds for medical applications. In healthcare, professionals, decision makers and managers are aware that information and communication technologies can reduce costs and improve quality of healthcare services. But, to benet from sophisticated information and communication technology, healthcare providers face several challenges. These include infrastructure management costs, making storage and processing scalable, accessibility of services in real time. Cloud computing can release healthcare organizations and enterprises from their infrastructure management, and enables them to focus on their core competencies, by providing easy access to dynamically scalable pooling resources, including networks, servers, storage and applications. However, the cloud computing brings several new challenges including condentiality and privacy of health information. Part of the next chapter will focus on this point. The rest of this chapter is organized as follows. In the second section, we introduce some concepts of security including security services and security techniques.

In the third section, we presents new advanced cryptography techniques, especially Attribute Based Encryption (ABE). Recently, this method has been gaining considerable attention as a useful technology for safe and secure storage of data in the cloud. However, ABE is needs to be more developed and extended for its successful integration in piratical systems. We also study many ABE related works, and consider several challenges induced by ABE integration in practical system. In the fourth section, we focus on data security issues due to the sensitive data storage in the cloud computing. We give some security threats of data outsourcing. Then, we present traditional access control that is not suitable for sensitive data outsourcing, and we study cryptographic access control and related existing works. In the last section, we conclude this chapter.

Security concepts

In this section, we dene security services, then some security mechanisms are presented.

Security services

IT security organizations and professionals have dened some elements which are considered as key concepts of security. The ISO 7498-2 [ISO89] denes ve main categories of security services :

• Data condentiality : consists in ensuring that information cannot be disclosed to unauthorized users [ISO89]. The condentiality of information could be ensured in transit during message transfer, and at rest on storage server [START_REF] Mather | Cloud security and privacy[END_REF].

• Data integrity : consists in ensuring that data cannot be modied in an unauthorized or undetected manner [ISO89]. Integrity is violated when a message is actively modied in transit. Information security systems typically provide data integrity in addition to data condentiality.

• Authentication : including origin authentication and entity authentication.

Origin authentication is a security service that veries the identity of a system entity that is claimed to be the original source of received data [START_REF] Shirey | Internet security glossary[END_REF]. Entity authentication is the process of verifying a claim that a system entity or system resource has a certain attribute value [START_REF] Shirey | Internet security glossary[END_REF]. This attribute is usually the user identity.

• Availability : the property of a system or a system resource being accessible or operational upon demand, by an authorized system entity, according to performance specications for the system [START_REF] Shirey | Internet security glossary[END_REF].

• Access control : provides protection against unauthorized use of resources

[ISO89].
• Non-repudiation : preventing denial of actions and commitments.

Security mechanisms

Cryptography is the science of information security. The Cryptography provides means for implementing security mechanisms that ensure certain security goals, termed security services. In this thesis, we are particularly interested in the following mechanisms : Encipherment, Data integrity, Message authentication code, Digital signature, Access control.

Encipherment

Encipherment, also called encryption, is a cryptography technique that transforms a readable message (plaintext) into an unreadable message (encoded) by using encryption algorithm, while only authorized reader who retains a secret key can retrieve the original message by using decryption algorithm. The aim of encryption techniques is to achieve the condentiality. In cryptography, there are two branches of encryption systems : symmetric encryption systems and asymmetric encryption systems.

• Symmetric encryption : is a branch of cryptography in which the algorithms use the same key for both encryption of plaintext and decryption of ciphertext [START_REF] Shirey | Internet security glossary[END_REF]. For example, if two individuals agree on a shared secret (a secret key), then by using symmetric encryption they can send messages to one another on a medium that can be tapped, without worrying about eavesdroppers. All we need to do is have the sender encrypt the messages and the receiver decrypt them using the shared secret (as described by the gure 3.1). An eavesdropper will only see unintelligible data. Only symmetric encryption algorithms have the speed and computational eciency to handle encryption of large volume of data [START_REF] Mather | Cloud security and privacy[END_REF].

• Asymmetric encryption : is a modern cryptography technique, in which the algorithms use a pair of keys(a public key and a private key) and use a dierent component of the pair for each of two counterpart cryptographic operations (e.g., encryption and decryption, or signature creation and signature verication) [START_REF] Shirey | Internet security glossary[END_REF]. The private key is the secret component of this pair of keys which is kept secret, and the public key is publicly available component.

Key-distribution can be done more easily with asymmetric algorithms compared to symmetric algorithms. Indeed, all users who obtained a pair of keys can communicate with any other user without the need of additional secret sharing.

Asymmetric cryptography can be used to create algorithms for encryption, digital signature, and key agreement. In case of asymmetric encryption (see the gure 3.1), when a sender wants to ensure condentiality for data he sends, he encrypts the data with a public key provided by the receiver. 

Data integrity

The purpose of data integrity mechanism is to provide means for the recipient of message, to detect any unauthorized changes to data, including both intentional change or destruction and accidental change or loss, by ensuring that changes to data are detectable [START_REF] Shirey | Internet security glossary[END_REF]. Cryptographic hash functions are typically used to ensure data integrity [START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF] A hash function : also called one-way encryption, is a mathematical transformation that takes a message (m) of arbitrary length and computes from it a xed-length (short) hash-value (h) [START_REF] Kaufman | Network Security : Private Communication in a Public World, Second Edition[END_REF]. It is also called message digest, hashresult, or simply : a hash. Hash functions have the following properties [KPS02] :

• It is relatively easy to compute hash value. In other words, a hash function is ecient to compute in processing time.

• It is computationally infeasible to nd a message which corresponds to a given message hash value.

• It is computationally infeasible to nd two dierent messages which produce the same hash value.

Message authentication code (MAC)

Message authentication code (MAC) is a checksum that is computed with a keyed hash [START_REF] Shirey | Internet security glossary[END_REF]. The keyed hash is a cryptographic hash in which the mapping to a hash result is varied by a second input parameter that is a cryptographic key (symmetric key) [START_REF] Shirey | Internet security glossary[END_REF]. MAC can be used to assure data origin authentication and data integrity at the same time.

Data origin authentication is a type of authentication whereby a party is corroborated as the (original) source of specied data created at some (typically unspecied) time in the past [START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF]. By denition, data origin authentication includes data integrity [START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF].

Digital signature and non-repudiation

Digital signature is value computed with a cryptographic algorithm and associated with a data object in such a way that any recipient of the data can use the signature to verify the data's origin and integrity [START_REF] Shirey | Internet security glossary[END_REF].

Digital signatures have many applications in information security, including authentication, data integrity, and non-repudiation [START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF].

Hash function is used in conjunction with digital signature for data integrity and origin authentication : where a message is typically hashed rst, and then the hashvalue, as a representative of the message, is signed in place of the original message [START_REF] Alfred J Menezes | Handbook of applied cryptography[END_REF].

Digital signature oer an important advantage over MAC technique, is the nonrepudiation service. This service provide protection against false denial of involvement in an association [START_REF] Shirey | Internet security glossary[END_REF].

Access control mechanisms

Access control is process by which use of system resources is regulated according to a security policy and is permitted only by authorized entities (users, programs, processes, or other systems) according to that policy [START_REF] Shirey | Internet security glossary[END_REF].

The main components of an access control are : access right and two entities which are subject and object.

• A subject can either be a user, process, thread, or program that wishes to take certain actions in a system.

• An object is a being item in the system on which an user can make actions.

• Access rights specify for each object the actions that a subject may perform.

There are several types of access control model (also known as access control policy), hence ISO7498-2 [ISO89] distinguishes between two types :

• Identity-based : in this access policy type, resources access decisions made on the basis of the identities of users and resources, e.g. Access control lists (ACL).

• Rule-based : here, resources access is controlled by global rules imposed on all users, with access decisions typically made using a comparison of the sensitivity of the resources with user attributes, e.g Role-based Access Control (RBAC).

Advanced encryption

In this section, we show two new asymmetric encryption systems : (1) Identitybased encryption, in which user's public key is a string (can be user's identity or mail address), (2) Attribute-based encryption, in which data is encrypted according to access policy, and user's private (secret) key is generated from a set of attributes.

Then, we present extension works of attribute-based encryption for its integration in practical system.

Identity-based encryption

In 

Attribute-based encryption (ABE)

The ABE technique extends the identity-based encryption to enable expressive access policies and ne-grained access to encrypted data, proposed by Sahai and Waters in 2005 [START_REF] Sahai | Fuzzy Identity-Based encryption[END_REF]. ABE enables public key based one-to-many encryption and is envisioned as a promising cryptographic primitive for realizing scalable and ne grained access control systems, in which user can share his data according to encryption policy without prior knowledge of who will be receiving the data, and the access decision is based on a set of attributes. The concept of access structure is described as follows :

• Universal attributes set (U) : is the set of all attributes that describe data properties, user properties and environment properties.

• Access structure : is an access policy that designates who can access to what.

It is built from an access tree (T) which can be seen as a logical expression combining several attributes through AND, OR or other operators (gure 3.2).

Each non-leaf node of the tree represents a threshold gate, described by its children and the threshold gate value (AND, OR or other operators). Each leaf node of the tree is described by an attribute from U and a value.

Advanced encryption

In gure 3.2, we give an example of an access tree which is derived from the following logical expression : ((speciality = physician AND (division = cardiology OR division = pulmonary) OR (division = gerontology AND (speciality = nurse OR speciality = physician))). This expression means that data can be accessed by all physicians working in cardiology, pulmonary or gerontology divisions, as well as all nurses working in gerontology division have access.

Key-Policy Attribute-Based Encryption (KP-ABE) [START_REF] Goyal | Attribute-based encryption for ne-grained access control of encrypted data[END_REF] and Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF] are the two main variants of ABE. KP-ABE assigns to each le a set of attributes to be encrypted, and assigns to each user an access structure, that represents his access scope, for data decryption.

On the contrary, CP-ABE assigns to each le an access structure to be encrypted and uses a set of attributes to generate the user's key for data decryption.

For instance, in medical systems, healthcare professionals are assigned particular roles (e.g., general practitioner, nurse), and depending on their role, they get permissions to access to particular data or not. Implementing these policies is easier and more ecient using CP-ABE than using KP-ABE. Indeed, we can describe the role of each healthcare professional by assigning him a combination of attributes.

At the same time, we encrypt each le by an access structure that expresses the access policy. In what follows, we present the basics and construction of CP-ABE [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF].

A CP-ABE scheme consists of four fundamental algorithms : setup, encrypt, key generation, and decrypt.

Setup : computes the public key (PK) and the master key (MK). The public key (PK) is used by encryption and decryption algorithms. The master key (MK) is needed to generate secret keys by the Key generation algorithm.

Encryption (PK, M, A) : it takes as input the public key PK, a message M, and an access structure A built over the universal attributes set (U). This algorithms encrypts the message M according to the access policy that is dened by the access structure A, and gives as output the ciphertext CT. Only users having a set of attributes corresponding to the access structure A can decrypt the ciphertext (CT). 

ABE extension

Several research works have been proposed to enhance traditional attribute based encryption schemes by supporting other properties, and they tackle some relevant issues before these schemes are applied in practical systems. In what follows, we present some of these ABE related works :

Multi-authority

In attributed-based encryption schemes, there exists a central trusted authority that generates and keeps secret a master key and distributes secret keys to eligible users. So, in these schemes the user must go to a single trusted authority and prove his identity in order to obtain a secret key which will allow him to decrypt encrypted data. However, in many applications a part might want to share data according to a policy written over attributes issued across dierent trust domains and organizations. Hence, Sahai and Waters [START_REF] Sahai | Fuzzy Identity-Based encryption[END_REF] presented the multi-authority ABE problem as : is it possible to construct an attribute based encryption scheme in which many dierent authorities operate simultaneously, each handing out secret keys for a different set of attributes ? The main issue here is how to construct multi-authority ABE scheme which is secure against collusion attacks.

Chase [START_REF] Chase | Multi-authority attribute based encryption[END_REF] Chase solution since it accepts any access structure that can be expressed with any boolean formula over attributes issued from any chosen set of authorities. Finally, it does not require any central authority that avoid a single point of failure, and failure or corruption of some authorities will not aect untouched authorities.

Accountability

The main goal of accountable ABE scheme is to prevent the problem of key abuse such as illegally key sharing among colluding users. This problem is extremely important as in an ABE-based access control system, the users' secret keys contain accountable ABE scheme by embedding additional user specic information in user's secret key, and adding the trace algorithm.

Privacy preservation

In traditional Attribute Based Encryption scheme, access structure (access policy) is associated with ciphertext and it is required for decryption. So, anyone who obtains a ciphertext can know the access structure associated with the ciphertext.

In certain applications, access policies (here, are represented by access structures) contain sensitive information and must be protected from unauthorized users.

Several solutions [FAL06, KTS07, NYO08, LRZW09, LDL12] have been proposed to tackle the challenge of CP-ABE with privacy preserving. Nishide et al.

[NYO08] proposed a rst CP-ABE scheme with partial hidden access structure. Li et al. [START_REF] Li | Privacy-aware attributebased encryption with user accountability[END_REF] followed their work and studied the problem of user accountability. All these works are not fully secure and they are limited to expressing a strict AND policy. Lai et al. [START_REF] Lai | Expressive CP-ABE with partially hidden access structures[END_REF] proposed a fully secure CP-ABE scheme with partial hidden access structure (see gure 3.3). Also, their scheme is more expressive compared to above works, it accepts any access structure that can be expressed with any Boolean formula over universal attributes set.

Eciency

Eciency varies depending on kind of ABE used scheme or/and application (the system which integrates ABE). Several ABE scheme have been proposed that their eciency depends on provided security properties. For example certain schemes are more secure than other but less ecient. In addition, certain application expects it by reducing cost of operations like bilinear pairings on encryptor and/or decryptor, where as other applications expects it by delegating computation intensive operations to more powerful devices (e.g., the cloud) in secure manner. 

Using the cloud for sensitive data storage

In this section, we study the problem of outsourcing sensitive data in the cloud and existing works. First we dene sensitive information. After that, we identify some security and privacy risks induced by using the cloud for medical data storage. Then, we show traditional access control methods and their limits. Finally, we present cryptographic access control solutions and challenges of key management caused by encryption.

Sensitive information and data security threats

In [START_REF] Shirey | Internet security glossary[END_REF], sensitive information is dened as : information for which disclosure, alteration, or destruction or loss could adversely aect the interests or business of its owner or user, or the privacy to which individuals are entitled under the privacy and condentiality acts .

In previous chapter (2), we have described health/medical data. This data contains information about patient health status and personal information. It is collected either by healthcare stas (EHR systems), or by body sensors for healthcare monitoring. The outsourcing to cloud these applications brings several security risks.

Medical data is high sensitive information which concerns privacy of patients such as health status, security social number, age, address, tracking information, etc.

Using the cloud requires, compared to traditional infrastructure, moving this information to be stored and processed in cloud servers as described by the gure 3.4.

Data privacy is at risk if data in the cloud is unencrypted. There is the potential for unauthorized access either by a rogue employee on the cloud service provider side or an intruder gaining access to the infrastructure. In addition, compliance requirements is another challenge, where dierent countries have dierent regulatory requirements on data privacy. Since cloud providers oer no information on the location of the data, it is important to consider the regulatory requirements on where data can reside.

Access to and use of sensitive information should be controlled, as required by the privacy and condentiality acts. In context of this thesis, we are interested by health data which is considered as highly sensitive data, but our works can be applied for other instances of sensitive information.

In what follows, we will show existing solutions to protect against unauthorized access. • Role-based access control (RBAC) : in RBAC, access decision is not based on user identity but rather on user's role(s). For instance, a doctor might be allowed to read medical record of a patient. This right (or permission) is granted because that person has the role patient's doctor, not because of who they are. Typically, in RBAC, a user can have multiple roles to which dierent permissions can be granted. Users dene roles and associate permissions to roles and then roles to users therefore transitively granting users permissions. 

Cryptographic access control

Traditional access control mechanisms rely on a trusted server to mediate access in order to protect les. However, when the centralized server is not enough trusted and/or data stored is highly sensitive, we need a cryptographic access control which relies exclusively on cryptography to provide condentiality and integrity of data managed by the system. It is particularly designed to operate in untrusted environments where the lack of global knowledge and control are dening characteristics [START_REF] Harrington | Cryptographic access control in a distributed le system[END_REF].

The principle of cryptographic access control is encrypt data and disclose keys to authorized users, but it is not as simple as that. This kind of access control requires key management mechanism in order to handle and distribute keys used for data encryption. The gure 3.6 illustrates a cryptographic access control which associates a single symmetric key for each user le, which induces high complexity of key distribution and management. One critical issue with this approach is how to achieve the desired security goals without introducing a high complexity on key management and data encryption. 

ACL-based solutions

These solutions [START_REF] Eu-Jin Goh | Sirius : Securing remote untrusted storage. Network and distributed systems security[END_REF] provide secure ne-grained access control by introducing a per le access control list (ACL). This kind of solutions attach each le with a meta data le that contains the le's access control list (ACL). Each entry of the le's ACL corresponds to a user with access right to this le. A le is encrypted with a symmetric key, named le encryption key (FEK) in [START_REF] Eu-Jin Goh | Sirius : Securing remote untrusted storage. Network and distributed systems security[END_REF], and each entry of le's ACL is the encryption of le's FEK using the public key of an authorized user. This kind of solutions enable ne-grained access control, and allow to separate between reading and writing rights. However, the complexity of the ACL-based solutions would be proportional to the number of users in the system [START_REF] Yu | Achieving secure, scalable, and ne-grained data access control in cloud computing[END_REF]. patient-centric approach (see PHR in chapter 2) in which medical data is created and managed by patient. In this kind of system, security of medical data is under the responsibility of his owner (the patient). In addition, KP-ABE is limited compared to CP-ABE (see the section 3.3.2). Since CP-ABE is the most method adapted to construct Role/Attribute based access control for medical applications.

Filegroup based solutions

Conclusion

In this chapter, rst we have presented some security concepts related to our work in this thesis. After that, we have focused on advanced cryptography methods, especially Attribute Based Encryption. Recently, this method has been gaining considerable attention as a useful technology for safe and secure storage of data in the cloud. However, ABE is needs to be more developed and formed before its application in piratical systems. We have also studded many ABE related works. Then, we have addressed the challenge of secure data outsourcing in cloud computing. In which, we have given some security threats of data outsourcing, we have presented traditional access control that cannot resolve this problem, and we have studied cryptographic access control and related existing works.

Chapitre 4

Secure and scalable cloud-based architecture for medical applications

There has been a host of research works on wireless sensor networks for medical applications. However, the major shortcoming of these eorts is a lack of consideration of data management. Indeed, the huge amount of high sensitive data generated and collected by medical sensor networks introduces several challenges that existing architectures cannot solve. These challenges include scalability, availability and security. In this chapter, we propose an innovative architecture for collecting and accessing large amount of data generated by medical sensor networks. Our architecture overcomes all the aforementioned challenges and makes easy information sharing between healthcare professionals. Furthermore, we propose an eective and exible security mechanism that guarantees condentiality, integrity as well as ne grained access control to outsourced medical data. This mechanism relies on Ciphertext Policy Attribute-based Encryption (CP-ABE) to achieve high exibility and performance. Finally, we carry out extensive simulations that allow showing nication channel to the gateway which serves as a relay node to the monitoring system through a backbone network (ADSL, WiFi, or satellite). The remote monitoring system, usually a server hosted by the healthcare provider, is the heart of the architecture at which the collected data is stored, processed and accessed.

Scalability is a challenge that WSNs for medical applications should tackle. Indeed, the sampling of medical sensors is performed at high frequency which increases the amount of collected data. In addition, the frequency of sensor sampling is often increased if the condition of patients being monitored gets worse. The important size and heterogeneity of data drives a need for an increasing storage and processing capacities. In addition to scalability issues, medical data could be life saving and must be accessible at any time and from everywhere. Existing solutions rely on a centralized paradigm to store and process sensed data thus cannot tackle the aforementioned challenges. We denitely need new innovative solutions to meet the great challenges of handling the exponential growth in data generated by sensors.

Considering social, ethical and legal aspects of medical systems, data collected by sensor networks is highly sensitive and should be managed properly to guarantee patients' privacy. Therefore, it is essential to ensure security of data during transmission as well as during storage. Access to patient information must be strictly limited to authorized users in order to guarantee the condentiality. Since data is vital for medical diagnosis, data integrity should be veried to prevent wrong treatments because of malicious or erroneous modications. Access to medical data is often governed by complex policies that distinguish between each part of the data and each user privileges. Therefore, providing ne-grained access control that supports dynamic and complex organizational policies is a very hard challenge. Practical issues, such as security management, overhead and scalability of the access control with the number of users, also need to be considered. While lot of research works have been carried out in medical wireless sensor networks, only few studies have been achieved regarding security and existing solutions are far from mature [START_REF] Li | Data security and privacy in wireless body area networks[END_REF].

In this chapter, we address the challenge of data management in wireless sensor networks for patient supervision. We propose a secure and scalable architecture for collecting and accessing large amount of data generated by medical sensor networks.

We leverage cloud computing technology to dynamically scale storage resources via on demand provisioning. Furthermore, we propose an innovative security scheme that eliminates potential security threats of medical data outsourcing and guarantees condentiality, integrity as well as ne grained access control. Our contributions in this work are many folds : First, we propose a new cloud based architecture for medical wireless sensor networks. Second, we show how we guarantee the condentiality and the integrity of outsourced medical data without involving patients or doctors interventions. Third, we propose an innovative access control which allows implementing complex and dynamic security policies necessary to medical application while reducing the management and processing overhead. More specically, we combine Ciphertext Policy Attribute Based Encryption (CP-ABE) and symmetric encryption to achieve ne grained access with low computation overhead.

The rest of the chapter is organized as follows. In section 2, we review some related works. In section 3, we present our proposed architecture. In section 4, we review attribute based encryption basics necessary to the understanding of our proposed access control. In section 5, we describe the security services that are ensured by our architecture. In section 6, we analyze the security of our solution, and we provide preliminary performance evaluation. In section 7, we provide simulation results and performance evaluation of our scheme compared to representative schemes from literature. In section 8, we conclude the chapter. Unfortunately, all these works adopted a patient-centric approach where each patient generates his own security keys and distributes them to authorized users. We argue that the patient-centric approach is not applicable to manage data collected by WSN for patient supervision. Indeed, the access policies that govern such systems are often complex to be dened by the patient. In addition, the healthcare organization is the legal owner and the responsible for patient's health data during his hospitalization within the hospital or at home settings. Consequently, security policies must be xed by the healthcare organization rather than the patient.

Related works

Our proposed architecture

In this section, we describe our architecture which enables a healthcare institution, such as a hospital or a clinic, to manage data collected by WSN for patient supervision. The proposed architecture is scalable and able to store the large amount of data generated by sensors. Since these data are highly sensitive, we propose a new security mechanism to guarantee data condentiality, data integrity and ne grained access control. Unlike existing patient-centric systems, security conguration and key management in our solution are totally transparent to users (patients and doctors) and do not require their interventions.

In order to achieve the aforementioned objectives, we propose the architecture described in gure 4.2. This architecture considers two categories of users, healthcare professionals and patients, and is composed of the following components :

(1) the WSN which collects health information from patients, (2) the monitoring applications which allow healthcare professionals to access to stored data, (3) the Healthcare Authority (HA) which species and enforces the security policies of the healthcare institution and (4) the cloud servers which ensure data storage. By storing data on the cloud, our architecture oers virtually innite storage capacity and high scalability. Indeed, the architecture increases its storage capacity, through ondemand provisioning feature of the cloud, whenever it is necessary. In addition, it oers enormous convenience to the healthcare institution since it does not have to care about the complexity of servers' management.

To achieve ne-grained access control, we can use attribute based encryption (ABE) to encrypt data before storing them on the cloud. However, integrating ABE into medical systems is a real challenge. In ABE, data are encrypted with an access ) can be decrypted by any user if his secret key has attributes that satisfy the access policy. The power of ABE is that we do not need to rely on the storage server for avoiding unauthorized data access since the access policy is embedded in the cyphertext itself. However, this characteristic becomes an inconvenient when the access policy changes. Indeed, to apply a new access policy to a le, we must download it, re-encrypt it with a new access structure and upload it again to the cloud. The second challenge faced with the integration of ABE is keys and access structures management. Indeed, the questions of who should generate the access structure that govern the security policy and who should generate and distribute keys necessary to access to the data are a real challenge in medical systems. To answer these questions, existing ABE-based systems adopted a patient centric approach that we showed unsuitable for our application.

To tackle the rst challenge of ABE integration, we propose to use both symmetric cryptography and ABE to encrypt data. More specically, we propose to encrypt each le with a randomly generated symmetric key (RSK) and encrypt the RSK with ABE. Both the encrypted le and the encrypted RSK are sent to the cloud for storage to allow ne grained data sharing with authorized users. Indeed, if a user has a secret key that satises the ABE access policy, he will be able to decrypt the RSK and hence to decrypt the le. Furthermore, if the le access policy changes, we should download and re-encrypt the RSK rather than the whole le.

This lead to a signicant gain in data communication and encryption operations.

Finally, our solution has less encryption overhead compared to the naif utilization of ABE to encrypt the whole le. In fact, ABE consumes much more processing power than symmetric cryptography when we use complex access policy [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF] like ones used in medical systems.

To tackle the second challenge, which is mastering the complexity of security management, we introduce an entity that we call Healthcare Authority (HA).

The HA species and enforces the security policies of the healthcare institution. It is used by the administrators of the healthcare institutions to dene rules as "who can access to what". Based on these rules, the HA generates and sends to each user his ABE security parameters which are a pair of access structure and secret key . The secret key is tagged with the user attributes set which represent the user privileges. This information is required to decrypt data that the user is allowed to access. The access structure represents the access policy that protects the user data. When a user encrypts the random symmetric key (RSK) that protects his data using this structure, he can be sure that only authorized users (who have the correct attributes) can decrypt and access to his data. Introducing the HA releases users from creating and distributing access structures and secret keys. Consequently, it improves the system usability since a patient has no action to do to secure his data.

Also, the healthcare professionals transparently access to data falling under their scope. All the details of security operations are given in section V.

In The monitoring application allows healthcare professionals to supervise their patients and enables them to access to a patient's data anytime and from everywhere using a computer or a Smartphone. The monitoring application downloads the required data from the cloud and decrypts it using its secret key. In addition, it allows the healthcare professionals to add medical data, such as reports, diagnostics and prescriptions, to the patient's information. The medical data is also encrypted and stored on the cloud along with the patient's health data. Similarly to the gateway, the monitoring application encrypts the medical data using a RSK and the access structure obtained from the HA.

Background : Attribute-based encryption

Attribute-based encryption (ABE) is a recent promising cryptographic method proposed by Sahai and Waters in 2005 [START_REF] Sahai | Fuzzy Identity-Based encryption[END_REF]. The ABE technique extends the identity-based encryption to enable expressive access policies and ne-grained access to encrypted data . In ABE, the access control decision is based on a set of attributes and the concept of access structure described as follows :

• Universal attributes set (U) : is the set of all attributes that describe data properties, user properties and environment properties.

• Access structure : is an access policy that designs who can access to what.

It is built from an access tree (T) which can be seen as a logical expression combining several attributes through AND, OR or other operators (gure 4.3).

Each non-leaf node of the tree represents a threshold gate, described by its children and the threshold gate value (AND, OR or other operators). Each leaf node of the tree is described by an attribute from U and a value.

In gure 4.3, we give an example of an access tree which is derived from the following logical expression : ((speciality=physician AND (division=cardiology OR cardiology=pulmonary) OR (cardiology=gerontology AND (speciality=nurse OR speciality=physician))). This expression means that data can be accessed by all physicians working in cardiology, pulmonary or gerontology divisions, as well as all nurses working in gerontology division have access.

Key-Policy Attribute-Based Encryption (KP-ABE) [START_REF] Goyal | Attribute-based encryption for ne-grained access control of encrypted data[END_REF] and Ciphertext-Policy Attribute-Based Encryption (CP-ABE) [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF] are the two main variants of ABE. KP-ABE assigns to each le a set of attributes to be encrypted, and assigns to each user an access structure, that represents his access scope, for data decryption. On the contrary, CP-ABE assigns to each le an access structure to be encrypted, and uses a set of attributes to generate the user's key for data decryption. In medical systems, healthcare professionals are assigned particular roles (eg.

general practitioner, nurse), and through those role they get permissions to access to particular data. Implementing these policies is easier and more ecient using CP-ABE than using KP-ABE. Indeed, we can describe the role of each healthcare professional by assigning a combination of attributes. At the same time, we encrypt each le by an access structure that express the access policy. In what follows we present the basics of CP-ABE necessary for the understanding of our architecture.

More extensive description of CP-ABE is available in [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF].

A CP-ABE scheme consists of four fundamental algorithms : setup, encrypt, key generation, and decrypt.

Setup : denes the universal attributes set (U) and computes the public key 

Security services implementation

In this section, we give the security model and dene the services that are ensured by our architecture. Then, we detail the implementation of these security services.

Security Model

Our system is composed of the following parts : users (patients and healthcare professionals), cloud servers and the healthcare authority (HA) server. We assume that communication channels between users, the HA and cloud servers are secured by a security protocol such as SSL. Even if SSL guarantees data condentiality and integrity during transfer, we should encrypt data at the user level because we consider that cloud servers are untrusted. Indeed, data are stored on clouds operated by companies that may disclose personal information to third parties. For legal and ethical concerns, the cloud provider should neither be able to access to patients' data nor perform data mining or patients proling. Furthermore, we consider that cloud servers might collude with some malicious or revoked users for illegal data access. Similarly, users might collude together to illegitimately access to le contents.

The Healthcare Authority (HA) assures keys and access policies management. We consider that the HA is trusted and secured. Finally, we assume that each party has a public/private key pair and the public key can be easily obtained by other parties through a Public Key Infrastructure (PKI).

Security services

Our architecture guarantees the following security services.

Fine-grained Access control

Access control is a security service that protects against a system entity (here, it may be cloud administrator, unauthorized healthcare professional or patient's kin) using a system resource (here, it is reading and updating encrypted medical data)in a way not authorized by the system's security policy ; in short, protection of system resources against unauthorized access [START_REF] Shirey | Internet security glossary[END_REF].

Our solution ensures secure access control and healthcare information condentiality. Also, our access control is ne-grained which allows to express any complex access policy to data stored on the cloud. Furthermore, it ensures access control in multi-writers access mode on medical data.

Integrity and authenticity

Integrity service is a security service that protects system resources in a veriable manner against unauthorized or accidental change, loss, or destruction [START_REF] Shirey | Internet security glossary[END_REF].

Authentication service is a security service that veries an identity claimed by or for an entity. There are two general forms of authentication service : data origin authentication service and peer entity authentication service [START_REF] Shirey | Internet security glossary[END_REF].

Integrity and authentication services are closely linked and reinforce each other.

As it is detailed in [START_REF] Shirey | Internet security glossary[END_REF] : data origin authentication service provides verication that the identity of the original source of a received data unit is as claimed ; there can be no such verication if the data unit has been altered. Peer entity authentication service provides verication that the identity of a peer entity in a current association is as claimed ; there can be no such verication if the claimed identity has been altered.

Our solution ensures message integrity during transfer between two parties. Furthermore, it ensures data integrity during storage on cloud servers. Also, each party authenticates the origin of each message received from others parties.

Availability

Availability [START_REF] Shirey | Internet security glossary[END_REF] is The property of a system or a system resource being accessible, or usable or operational upon demand, by an authorized system entity, according to performance specications for the system ; i.e., a system is available if it provides services according to the system design whenever users request them.

Our solution ensures availability of service for legitimate users when they need it, and it is resilient when a large group of legitimate users' access at the same time (ash crowd). Furthermore, it is resilient against Denial of Service attacks.

Collusion resistance

Our solution enforces the access control system and guarantees collusion resistance, meaning that users (patients/healthcare stas) cannot collude and gain access to data, when they are not authorized to access. Our architecture resists against the collusion attacks to avoid any unauthorized access to medical data. 

Security implementation

In this section, we present all functionalities of our system with their security implementation details. The rst step is system initialization within required system security parameters are generated. This rst step allows using of our solutions through others functionalities which are : adding new user, health data management, medical data management, data health deletion and user revocation. Adding new user operation enables either a patient to join the system for health data collection about his health status, or a health professional such as doctor, who follows his patients through their collected health information.

System initialization

At the installation of our architecture, the HA creates the universal attributes set and calls the ABE setup algorithm to generate the master key (Mk) and the public key (Pk). The Mk must remain secret while the Pk must be shared with all users since they need it to decrypt data. To share the Pk, the HA signs it with its private key and sends it, along with the signature, to cloud servers. Once the Pk on the cloud, users can download it and check its authenticity thanks to the signature.

Adding new user

When a new patient is admitted to the hospital, the Healthcare Authority gives him a secret key and an access structure. The access structure allows him to encrypt his data before uploading it on the cloud and ensures that only authorized users can access to it. The secret key allows him to access to medical data on which he has right. The following steps are performed each time a new patient P joins the system :

1. The PKI generates a couple of private/public keys (P riv P , P ub P ) for the patient P .

2. The HA calls the key generation algorithm of CP-ABE to generate the secret key SK P . Furthermore, it builds the access structure AR P that the patient P will use to encrypt his health data.

3. The HA asks the cloud to add the patient P to the users list.

4. Upon receiving the patient addition request, the cloud adds the patient P and his public key P ub P to the users list (LU ).

5. When the patient's gateway establishes a connection to the HA for the rst time, it receives the corresponding secret key SK P , access structure AR P and private key P riv P .

The dierence between the security parameters of a patient and a healthcare professional comes from the fact that a patient needs to encrypt health data which can be only read while a healthcare professional needs to encrypt medical data which can be both read and modied. The read access policy and the write access policy which govern a medical data may be dierent. For example, a nurse can only read a report while a doctor can read and modify it to add comments. Consequently, the healthcare professional should obtain two access structures for read and for write policies. The following steps are performed each time a new healthcare professional HP joins the system :

1. The PKI generates a couple of private/public keys (P riv HP , P ub HP ) for the HP .

2. The HA calls the key generation algorithm of CP-ABE to generate the secret key SK HP . Furthermore, it builds an access structure AR HP that the HP will use to encrypt the medical data. Also, it builds another access structure AW HP for protecting the write mode. We will explain how the AW HP is used in the medical data management subsection.

3. The HA asks the cloud to add the HP to the users list.

4. Upon receiving the HP addition request, the cloud adds the HP and his public key P ub HP to the users list (LU).

5. When the HP establishes a connection to the HA for the rst time, its application receives the corresponding secret key SK HP , private key P riv HP and access structures AR HP , AW HP .

Health data management

Health data les are information collected by the WSN and can be accessed only in reading mode. The gateway continuously receives information collected by sensor nodes and executes the following algorithm when this data is ready to be uploaded to the cloud :

1. Assign an unique identier ID to the health data le F . it is a structure allowing to nd the le we need.

2. Generates a random secret key RSK for a symmetric cryptography algorithm 3. Computes H the hash value of the le F 4. Uses RSK to encrypt the concatenation of the le F and the hash value H 5. Encrypts RSK with CP-ABE encryption algorithm according to the access structure AR P 6. Sends to the cloud the following data :

ID {RSK} AR P {(Data + H)} RSK
Once stored on the cloud, the health data can be used by healthcare professionals to remotely supervise the patient or by the patient himself. When a user U wants to access a health data le, he starts by downloading this le from the cloud server.

After, he decrypts the RSK eld of the le using ABE and his secret key SK U . If he has the right to access this le (his secret key corresponds to the access structure of the patient P ), he gets the correct RSK and hence decrypts the le. After the decryption, the user checks the integrity of the content thanks to the hash value. If he detects that the data le was altered he signals it to the Healthcare Authority. 

Medical data management

The medical data (such as reports, diagnostics and prescriptions) are created by healthcare professionals and can be modied by other authorized users. The read access to medical data is similar to health data management. However, to control medical les updates, we assign to each le a password given to only authorized entities (users or cloud) to allow them to modify the le. To allow a user to upload a new version of a le F , the cloud asks him for the le password. If the user provides the correct password, the new le version is accepted. When a healthcare professional HP creates a new medical le F , he performs the following actions :

1. Assigns a unique identier ID to the medical data le F 2. Generates a random secret key RSK for a symmetric cryptography algorithm 3. Generates a random password P ASS for protecting controlling the write access 4. Computes H the hash value of the le F 5. Uses RSK to encrypt the concatenation of the le F and the hash value H 6. Encrypts RSK with CP-ABE encryption algorithm using the read access structure AR HP 7. Encrypts P ASS with CP-ABE encryption algorithm using the write access structure AW HP 8. Encrypts P ASS with the public key of the cloud 9. Sends to the cloud the following data :

ID {RSK} AR HP {P ASS} AW HP {P ASS} P ub Cloud {(Data + H)} RSK
To read the content of a medical le, a user U performs the same actions described in the last section (access to health le). However, to modify a medical le he performs the following actions : 

Data health deletion

This operation can be performed only by the le owner. To delete a le, the owner signs and sends a delete request to the cloud. Upon receiving this request, the cloud checks if the sender is the real owner of the le based on the signature and proceeds to the deletion.

Revocation

There are two types of revocation. The rst one consists of limiting access to data through modifying the access policy. To change a data access policy, we should create a new data access structure and re-encrypt the desired data. The second one consists of revocation of attributes that are associated to a user to limit his access scope. To do so, the system should determine the set of attributes which must be updated.

Then, it regenerates new system master key and public key (MK and PK) of ABE.

Finally, according to the updated attributes set, some user's secret keys must be also updated and some les must be re-encrypted. However, these operations induce high computational overhead for key management and distribution. So then, the user attribute revocation is not scalable.

In [START_REF] Yu | Attribute based data sharing with attribute revocation[END_REF], to allow scalable revocation S. Yu et al. rely on dynamic scalability of the cloud by delegating most of laborious revocation tasks such as user secret key update and le re-encryption to the cloud without disclosing le contents or user access privilege information. This solution implements the proxy re-encryption technique on the cloud. The goal of re-encryption proxy is securely to enable the re-encryption of ciphertexts from one secret key to another, without relying on trusted parties. Our scheme supports the implementation of this solution. However, this solution does not reduce computational overhead, it only enables the cloud deals with some revocation tasks.

In our solution, to allow an ecient revocation and solve this challenge, we add an expiration time attribute to each user's key. This expiration time indicates until when the key is considered valid. Indeed, to avoid revocation tasks user access privileges are temporary allocated. After expiration of user key, he needs a new key to allow him continuing to access patient's medical data.

Security and performance analysis

In this section, we show the feasibility of our solution by a security analysis and performance evaluation.

Security analysis

Our solution guarantees message integrity, authenticity and condentiality during data transfer through SSL protocol. Furthermore, it ensures a secure and ne grained access control to data les stored on the cloud. Indeed, data les are encrypted by a randomly generated symmetric key, and this key is encrypted by CP-ABE.

The CP-ABE scheme has been proved secure in [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF]. Especially, The CP-ABE scheme has been proved resistant against collusion attacks and ensuring that encrypted data cannot be accessed by unauthorized users. From this, we deduce that the random symmetric key is condential and can be accessed only by authorized users. Consequently, the data condentiality is guaranteed by the standard symmetric encryption security.

Since our scheme enables scalable and ne-grained access control, the HA is able to dene and enforce expressive and personalized access structure for each user.

These access structures enable us to select with ne granularity which users can access to the symmetric key of a given le. Since accessing the symmetric key is necessary to access the le, we deduce that these access structures enable us to select with ne granularity which user can access a le contents. Finally, by using separate access structures for the read and write policies, we separate between read and write access to medical data.

Furthermore, our scheme is resilient against man-in-the-middle attacks by considering two concerns : the rst is the attack during communication between entities of the system that requires verifying if public key is correct, and belongs to the person or entity claimed, and has not been tampered with, or replaced by, a malicious third party. The second is how to ensure that Public Key of CP-ABE system is the original PK which is provided by our healthcare authority. In our scheme, to respond to the rst issue, each emitter sends his digital certicate issued by our public key infrastructure to receiver. Then, the receiver veries validity of certicate by using public key of our PKI. For the second issue, the CP-ABE PK is signed by Healthcare authority, and any entity of the system can verify authenticity of CP-ABE public key before to use it.

Performance analysis

CP-ABE enables ne grained access control to data but induces important processing overhead with complex access policies like the ones used in medical systems.

The encryption time of CP-ABE is linear with the number of leaf nodes of the used access structure. However, measuring the decryption time is more dicult since it signicantly depends on the used access tree (number of leaf nodes, the type of used operators, the depth of the tree ...) and the set of involved attributes [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF]. Here we present preliminary performance evaluation to show the benet of our solution compared to ABE. We considered several random access structures and attribute sets that we can meet in a real medical system. We used the toolkit developed in consumes more time than our solution in both encryption and decryption. These results match our expectations and show that our control access scheme is more ecient in terms of cryptographic operations. Indeed, our solution uses AES to encrypt the data le and uses CP-ABE to encrypt only the AES key (256 bits). Since AES is faster than ABE, we reduce the whole encryption and decryption time. This reduction varies between 11% and 20% for encryption, and between 32% and 41% for decryption in the studied samples. Notice that these performance evaluations do not consider the signicant gain that we can achieve in grant and revocation thanks to our access control. Indeed, our evaluation of grant shows that our access control is very ecient when the reduction of encryption overhead varies between 60% and 90% in the studied samples, shown in gure 4.8. We can explain this by the fact that in our solution, we re-encrypt only AES key, so just a data of 256 bits, instead of re-encrypt the whole data le with new access structure in ABE.

Simulation

To evaluate the performance of our solution we simulate several scenarios when multiple parameters are varied to analyze their impact on our solution. We present rst our simulation model, then we present the scenarios.

Simulation model

In this simulation, we establish a model for cloud storage cryptographic access control system as a queuing network. Indeed, We use two interconnected queues : The arrival times of user requests are modeled as Poisson distribution with arrival rate (λ RW Coperation ). Also, we use a queue to accommodate dierent requests which arrive to the cloud.

Although, encryption and decryption overhead is not the same for the three solutions the gure 4.9 shows that we have more or less the same performance with the three solutions. This can be explained by the fact that response time depends more on le transfer delays than encryption or decryption time.

When we reduce the size of les and we compute CPU overhead induced by encryption operations rather than number of waiting requests, the gure 4.10 shows that our solution and lesgroup-based solutions have almost the same performance.

However, the ACL-based solution has more encryption overhead due to creation operations that depend on number of authorized users. Indeed, taking health data collected by sensors about heart rate as an example. In lesgroup-based solution,

we put les which are about heart rate of a patient in the same lesgroup, so, we use a same key to encrypt these les and authorized users can obtain key of this lesgroup. In ACL-based solution, we must encrypt le's key with each public key of authorized users, so, we do multiple encryption operations. In our solution, we avoid multiple encryption of le's key thanks to use an access structure which expresses access policy to patient's heart rate les. In the second scenario, we introduce multiple changes on access policies that results in right revocations and grants. In this case, we observe that our scheme depicts higher performance than the other two solutions, as shown in gure 4.11.

Indeed, revocations overhead is high in ACL-based solution and more in les-group based solution compared to our solution. This overhead is due to re-encryption operations caused by access policies update. In case of les-group based solution, we need to change key of one or several groups that induces re-encryption of all les of group. In case of ACL-based solution, it is necessary to re-encrypt concerned les and update their meta data les. Sizes of the latter depend on the number of authorized users. In our solution, we avoid these operations by using key expiration time where the access rights are temporary assigned to users. Consequently, this shows that unlike to other two solutions, with our solution we can achieve simultaneously negrained access and scalability. The gure 4.12 shows dierent proprieties of each solution studied in this simulation. In the fth scenario, we evaluate the system load of two solutions : our solution which is hosted on the cloud and other solution which is hosted on traditional infrastructure with a single server. In dierent moments we compute the number of waiting user requests which arrive according to Poisson process. In our solution, initial conguration of resource capacity is similar to the single server conguration, and more resources are added or released to deal with load variation thanks to elasticity of the cloud. Figure 4.13 shows that with a single server the increasing load induces performance degrade of solution. Indeed, the number of waiting requests in queue will be high and may exceed acceptable threshold level. However, using the cloud elasticity allows dealing with load variation to keep the system stable with acceptable threshold level of waiting requests. Also, the gure 4.13 shows that at when the arrival rate of requests is down at 5000s time the load system is also reduced at 7000s time. Consequently, The load variation depends on arrival rate of requests which is dynamic according to several factors (high rate of emergency accident in late in the day).

Solutions

Conclusion

In this chapter, we addressed the challenge of data management in wireless sensor networks for patient supervision. We proposed a secure and scalable architecture that leverages cloud computing technology to dynamically scale storage resources via on demand provisioning. Furthermore, we proposed an innovative security scheme that eliminates potential security threats of medical data outsourcing and guarantees condentiality, integrity without involving patients or doctors interventions. To implement complex and dynamic security policies necessary to medical application, we developed a ne grained access control that combines attributes based encryption and symmetric cryptography. This combination reduced the management overhead and the encryption/decryption time as showed by our preliminary performance evaluation. Finally, we carried out extensive simulations that allowed showing that our scheme provides an ecient, ne-grained and scalable access control. However, Another challenge is still not tackled and concerns medical applications which is emergency management. In chapter 5, we address this challenge and we extend our architecture to support emergency access.

Chapitre 5

Secure medical architecture on the cloud using wireless sensor networks for emergency management

WSNs for medical applications provide useful and real information about patients' health state. This information should be available for healthcare providers to facilitate response and to improve the rescue process of a patient during emergency.

In previous chapter, we have proposed an innovative cloud-based architecture for collecting and accessing large amount of data generated by medical sensor networks.

Also, we have integrated CP-ABE for providing a secure ne-grained access control over medical data outsourced on the cloud. However, for emergency management, integrating CP-ABE creates particular challenges for providing temporary access victims medical data when this is needed. In this chapter we present our architecture for secure emergency management in healthcare area. We address the challenge of ABE integrating for providing temporary access victims medical data in emer-gency situation. In addition, we use wireless sensor network (WSN) technology to provide early emergency detection.

Introduction

Emergency management is an essential eld of medical services we carried out some simulations that allowed showing that our scheme provides an ecient access control.

The rest of the chapter is organized as follows. In section 2 we review some related works. In section 3 we describe our proposed architecture. In section 4 we present the implementation of our emergency access control with ABE. In section 5

we conclude the chapter.

Related work

In no totally transparency and control on data when it outsourced on the cloud. The medical data is highly sensitive, when it is unencrypted and stored on the cloud, the risk of unauthorized disclosure is very high.

Our architecture

In this section, we present our architecture described in gure 5.1, which allows promoting timely intervention of healthcare sta as and when required. Emergency situation can be detected either by the deployed WSN or by a human intervention.

Indeed, medical WSN could detect some emergency situations by analyzing collected information. Then, it alerts the healthcare sta for timely intervention. Cardiovascular diseases which include heart attacks, heart failure, stroke, coronary artery disease are an example of emergency intervention. When an emergency situation is not detected by WSN infrastructure, the emergency may be reported by emergency responders who need access to patient's medical data, or by any person which is not medical sta (patient, patient's family) : for example, a patient who is victim of a road accident.Therefore, we distinguish two possible emergency scenarios :

1. Proactive scenario. In this scenario, our access control deals with emergency in proactive manner. Namely, the system can detect emergency situation when it happens thanks to analyzing health data collected by WSN, and determines a set of responders (emergency sta, patient's doctor) and access rights which enable them to access victim's medical data needed in emergency.

In our architecture, as shown in gure 5.1, the healthcare authority is alerted by the gateway which informs that an emergency case happened with a patient. Then, the healthcare authority nds responders and gives them access privileges (emergency key) of victim's medical data according to emergency case.

2. Passive scenario. In this scenario, the emergency detection is done by a human intervention. In this case, the rst aiders and doctors dealing with the victim request for getting temporary access victims medical data when this is needed. We call this case a passive scenario.

The both described scenarios consist of three phases :

1. Emergency detection : this phase is responsible for identication of emergency situation when it is happens.

2. Response : after identication of emergency, the system gives access rights to responders. To improve response time of access to victim's data in emergency situation our access control should give the priority to emergency access while ensuring bounded waiting time for other requests.

3. Mitigation : when the time allowed for emergency is over, our system revokes the given access rights.

Implementation with ABE

In what follows, we present our solution which allows managing emergency situation which satises the following :

• Allows responders to access victim's medical data in emergency situation while preserving patient's privacy. Indeed, responders need a temporary access to a part of the victim's medical data to ensure timely intervention.

• Preserves the ne-grained access property of our solution. Hence, allow access to data according to complex policies in emergency situations.

• Preserves the scalability of our access control while considering requests which due to emergency situations.

Implementation with ABE

The using ABE only for regular access control provides an unique access structure (regular access policy) to encrypt medical data. 

Conclusion

In this chapter, we propose a secure and scalable architecture for emergency management. This architecture leverages cloud computing technology for providing dynamically scale storage resources via on demand provisioning, and WSN technology for early emergency detection. In addition, we address the challenge of ABE integrating for emergency access in medical applications . Finally, we carried out some simulations that allowed showing that our scheme provides an ecient and ne-grained access control.

Chapitre 6

Conclusion and perspectives

Conclusion

Cloud computing has recently emerged as a new paradigm where resources of the computing infrastructure are provided as services over the Internet. As promising as it is, this paradigm also brings many new challenges for data security and access control when enterprises or organizations outsource sensitive data to take advantage of the cloud, which are not within the same trusted domain as their traditional infrastructures.

In this thesis, we considered data security challenges and issues due to using the cloud for critical applications. Specially, we have considered using the cloud storage for medical applications such as EMR systems and medical Wireless Sensor Net-works. First, we have identied the benets and risks of using the cloud for medical applications with a key focus on security and privacy issues.

After, we have investigated how to make the cloud more secure for medical applications. First, we have studied some security concepts related to our work. After that, we focused the background presentation on advanced cryptography methods, especially Attribute Based Encryption (ABE). Recently, this method has been gaining considerable attention as a useful technology for safe and secure storage of data in the cloud. Then, we addressed the challenge of secure data outsourcing in cloud computing. We have identied security threats of data outsourcing that cannot be solved by traditional access control techniques. This conclusion, drived us to investigate solutions relying on cryptographic access control that suites better to shared data protection.

The huge amount of high sensitive data generated and collected by medical wireless sensor networks introduces several challenges, such as scalability, availability, security, ne-grained access. In order to address some of theses challenges, we have proposed a secure and scalable architecture that leverages cloud computing technology to dynamically scale storage resources via on demand provisioning. Furthermore, we have proposed an innovative security scheme that eliminates potential security threats of medical data outsourcing and guarantees condentiality and integrity without requiring patients or doctors interventions. To implement complex and dynamic security policies necessary to medical applications, we have developed a ne-grained access control that combines ciphertext-policy attributes based encryption and symmetric cryptography. This combination reduces the management overhead and the encryption/decryption time as we have shown through our performance evaluation. Finally, we have carried out extensive simulations which shows that our scheme provides an ecient, ne-grained and scalable access control.

WSNs for medical applications provide useful and real time information about patients' health state. This information should be available for healthcare providers to facilitate response and to improve the rescue process of a patient during emergency. In the previous contribution, we have proposed an innovative cloud-based architecture for collecting and accessing large amount of data generated by medical sensor networks. We have integrated CP-ABE for providing a secure ne-grained access control over medical data outsourced on the cloud. However, for emergency management, integrating CP-ABE creates particular challenges for providing temporary access to patients medical data when this is needed. Therefore, we have developed an architecture for secure emergency management in healthcare area. The proposed architecture overcomes the challenges arising from using ABE for access control. In addition, we have used wireless sensor network (WSN) technology to provide early emergency detection.

From these contributions, we have identied some open research for the future that we summarize in what follows.

Perspectives

We identify three directions for future work for secure cloud services as follows.

User revocation

Chapter 4 presents our secure and scalable cloud-based architecture for medical applications. In this architecture, we have used Ciphertext-Policy Attribute Based Encryption (CP-ABE) to provide secure, scalable and ne-grained access control for medical applications. Although we have proposed revocation by implementing temporary access control, immediate revocation of users' keys is not supported by our previous solution.

In temporary access control, trusted authority generates users keys (represent users access privileges) by specifying exactly when users access ends (expiration time). Trusted authority should enable only non-revoked users to update their keys in order to continue accessing data. However, in practice, the validity period of access privileges has to be small to reduce the window of vulnerability when a user key is compromised, e.g. a day, a week or a month. At the end of this period of time, the entire key will have to be re-generated and re-distributed with an updated expiration time imposing a heavy burden on the trusted authority and key distribution process [START_REF] Bobba | Attribute-Sets : a practically motivated enhancement to Attribute-Based encryption[END_REF].

User revocation is an important issue of attribute-based encryption scheme. The initial scheme of CP-ABE proposed by Bethencourt et al. [START_REF] Bethencourt | Ciphertext-Policy Attribute-Based encryption[END_REF] does not support immediate revocation of users' keys without issuing new keys to other users or re-encrypting existing ciphertexts. Consequently, this induces high computational overhead for key management and distribution. However, It may be necessary to remove keys from operational use prior to their originally scheduled expiry, for reasons including key compromise and key abuse.

Immediate revocation can be done by using CP-ABE scheme that supports negative clauses, proposed by Ostrovsky, Sahai and Waters [START_REF] Ostrovsky | Attribute-based encryption with non-monotonic access structures[END_REF]. To do so, one just adds conjunctively the AND of negation of revoked user identities (where each is considered as an attribute here). However, this solution still somewhat lacks eciency performance. Attrapadung and Imai [START_REF] Attrapadung | Conjunctive broadcast and attribute-based encryption[END_REF] proposed an ABE system with direct revocation. Such a system allows senders to specify the revocation list directly when encrypting. Therefore, revocation can be done instantly and does not require the key update phase as in temporary access control. Despite this clear advantage, in contrast, its disadvantage is that it requires senders to possesses the current revocation list. While the management of revocation list itself could be already a troublesome task, this requirement renders the system not being so purely attribute-based (An ideal attribute-based setting should allow users to just create ciphertext based solely on attributes and not to worry about revocation) [START_REF] Attrapadung | Attribute-based encryption supporting Direct/Indirect revocation modes[END_REF].

To tackle the challenge of revocation, we plan to develop a hybrid revocable access control which provides two revocation mechanisms : (1) Temporary access with adequate validity period to reduce computational overhead of key update. (2) Immediate revocation which is implemented by using users blacklist in encryption, and only non blacklist users can decrypt data. This solution reduces the window vulnerability when a user key is compromised without heavy computational overhead. In addition, we aim to protect access policies especially users blacklist in order to give revoked users the chance to return to the system. To do so, we will rely on a ABE scheme with hidden access policies (see chapter 3).

Intercloud

In this thesis, we have proposed a secure and scalable architecture that leverages a single cloud to dynamically scale storage resources via on demand provisioning. We and fault-tolerance. We can cite the encryption of sensitive data stored in the cloud that involves utmost need of new robust and scalable key management mechanisms.

ABE-SSL : Towards Virtual Private Networks Over Clouds

In our access control, we have used ABE to provide security of data at rest, and SSL protocol to provide security of data in transit. However, This separation induces some redundancies including ABE key management, SSL public key management, ABE session key, SSL session key, etc. To the best of our knowledge, there is no work that provides ABE-based SSL protocol, in other words, tunneling protocol relying on ABE. We believe that a ABE-SSL protocol can eliminate redundancies, improve performances and simplify key management. Moreover, This generic protocol can be very useful for deploying virtual private networks over clouds.

We believe that some of the ideas presented in this thesis pave the way for secure sharing over the clouds and represent a good basis tackle the aforementioned future
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  , issues and challenges in cloud computing `It takes years of hard work to establish trust but only a few seconds of madness to destroy it3 .1 Introduction Unauthorized disclosure of medical information can result in privacy violation and embarrassment and/or criminal exploit of information to commit fraud or medical identity theft. As medical information traditionally is stored and processed within trusted environment ( such as authorized doctor's or patient's devices, healthcare provider's servers and other), traditional access control was sucient mechanism to prevent unauthorized access medical data in compliance with data protection government laws. But, recently, healthcare providers have been attracted to outsource their collected medical data into the cloud, which is untrusted environment. They are motivated by cost saving, mobility and scalability oered by the cloud. However, the security risks induced by medical data outsourcing are obstacles which need to be tackled.

Figure 3 . 1

 31 Figure 3.1 Asymmetric and symmetric encryption

Figure 3

 3 Figure 3.2 An access tree T

Figure 3

 3 Figure 3.3 An access structure (a) and the corresponding partially hidden access structure (b)

Figure 3 . 5

 35 Figure 3.5 Traditional access control 3.4.2 Traditional access control

Figure 3 . 6

 36 Figure 3.6 Cryptographic access control

  These solutions [KRS + 03, ZBS98, Fu99] categorize les into several le groups to provide ecient key management. In [KRS + 03], Kallahalla et al. proposed Plutus as a cryptographic le system to secure le storage on untrusted servers. Plutus groups a set of les with similar sharing attributes as a le-group. Each le is encrypted using a unique symmetric le key which is further encrypted with the symmetric key of the le-group to which the le belongs. If the owner wants to share a legroup, he just delivers the corresponding le-group key to users. As the complexity of key management is proportional to the total number of le-groups, Plutus is not suitable for the case of ne-grained access control in which the number of possible le-groups could be huge [YWRL10a]. 3.4.3.3 ABE-based solutions Although symmetric and asymmetric cryptography based solutions provide secure storage over untrusted servers, they have several drawbacks. The achievement of ne-grained and scalable access control while ensuring condentiality by encryption is still open challenge [YWRL10a]. Several recent works [YWRL10a, LYRL10, BLLS11, FAL06] have been interested by this technique to provide ne-grained access control. In what follows, we study some works that used ABE for building ne-grained access control. In [YWRL10a], Yu et al. proposed a solution for securing shared medical data through the cloud. In their solution, they rely on Key-Policy ABE scheme, in which les is encrypted according a set of attributes, and an access structure is assigned to each user. KP-ABE allows to enjoy of ne-grained access control. But this is not sucient because owner is in charge of data and users management which requires that the owner have to be continuously on-line. Yu et al. [YWRL10a] tackle this challenge by using proxy re-encryption and lazy re-encryption to outsource some data les/users management tasks to cloud in secure manner. Their solution supports only one owner that enabled him to create les and shared them with other users through the cloud. Authorized users can only read les according to their access structures sent them by owner. In [LYRL10], Li et al. proposed another solution that used multi-authority of Policy-Key ABE scheme, where each authority represents a security domain which manages only a subset of the users. This division allows to reduce key distribution complexity. This solution enables multi-owner to share their patient health record through the cloud. However, the both solutions [YWRL10a, LYRL10] are
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  our architecture, each patient has a personal WSN composed of a set of lightweight/small sensor nodes and a gateway. A WSN enables unobtrusive and continuous health supervision of the patient at the hospital and at home settings. Sensor nodes are carried by the patient to collect dierent health data such as heart beats, motion and physiological signals. Each sensor node sends the collected information via a wireless communication channel to the gateway. The gateway aggregates the 4.4. Background : Attribute-based encryption dierent health data into a le and encrypts it using the RSK. Thereafter, it sends the encrypted le along with the RSK encrypted using the access structure obtained from the HA to the cloud.

(

  PK) and the master key (MK). The public key (PK) is used in encryption and decryption algorithms. The master key (MK) is needed to generate secret keys in the Key generation algorithm.Encryption (PK, M, A) : it takes as input the public key PK, a message M, and an access structure A built over the universal attributes set (U). This algorithms encrypts the message M according to the access policy that is dened by the access structure A, and gives as output the ciphertext CT. Only users having a set of attributes corresponding to the access structure A can decrypt the ciphertext (CT).
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  we use a queue to accommodate dierent requests arrived to the cloud, and another queue to accommodate dierent requests arrived to Healthcare Authority. The operations considered by this simulation are read, write, create, and access policy changes. Read, write and create operations don't need HA, they perform a simple request on cloud server queue. However, access policy change operations are composed requests which move from HA queue to the cloud server queue. The arrival times of user requests depends in operation type.The arrival times of patient requests are modeled as non probability distribution with arrival rate of WSN collected data creation requests (λ W SN s ). This arrival rate is the multiplication of number of connected patients (N B P atients ) by WSN sampling frequency (W SN _SAM P _F req) as : λ W SN = N B P atients × W SN _SAM P _F req For other operation types the arrival times of user requests are modeled as Poisson distribution with corresponding arrival rate to operation type.
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  have tackled the challenge of security data stored in the cloud by developing a negrained access control. However, challenges due to a single cloud including reliability of data stored in the cloud and lock-in (see chapter 2), are not addressed here. Several works [BCQ + 11, APST12, CHV10, BRC10] have recently been conducted in order to address the challenges of a single cloud, by proposing intercloud or cloud of clouds model ( Intercloud is an interconnected global cloud of clouds). This new model still needs to be more developed to address various challenges including security [BV10]
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•

  Software as a Service (SaaS) : in this model, user's applications which are traditionally installed and run on the user's desktop or local infrastructure,

	run on the cloud infrastructure. They are accessible via Internet with thin
	client interface ( web browser) or thick program interface. Users have control
	on neither the infrastructure resources (network, servers, storage, OS), nor
	individual application capabilities (with possible exception of limited user-
	specic application conguration settings).

Table 2

 2 

		.1 Public vs Private		
	Characteristic	Public cloud	Private cloud	
	Scalability	Very high	Limited		
	Elasticity	rapid and greater	rapid , but limited by
			the capacity of on-premise
			equipment	
	Self-On-demand	Very good	Very good	
	Cost	Very good, pay-as-you-go	greater	installation,	up-
		model and no need for on-	grade	and	maintenance
		premise infrastructure, pay-	cost		
		as-you go			
	Security	The loss of control over pro-	high level of privacy and se-
		tected or sensitive data by	curity of the data and rela-
		organizations	ted applications
	Reliability	Medium ; depend on Inter-	High, as all equipment is on
		net connectivity and provi-	premise		
		der service availability			
	Equipment quality	The most sophisticated net-	Risk of obsolescence
		working equipment on the			
		market			

• Public cloud : the cloud infrastructure is provisioned for open use by the general public. It may be owned, managed, and operated by a business, academic, or government organization, or some combination of them, on the premises of the cloud provider.

• Hybrid cloud : is a cloud infrastructure which is composed of two or more distinct private, community or public cloud infrastructures that remain independent entities, but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load balancing between clouds)

[START_REF] Peter | The nist denition of cloud computing[END_REF]

.

  Only the receiver

	A. Symmetric cryptography		B. Asymmetric cryptography	
	Secure channel				
	Symmetric key			Asymmetric		
	generator	Secret Key Secret Key		key generator	Public key Public key	
	Secret Key Secret Key			Private key Private key		
	Encryption	Decryption		Encryption	Decryption	
	Plaintext Plaintext	Cyphertext Cyphertext	Plaintext Plaintext	Plaintext Plaintext	Cyphertext Cyphertext	Plaintext Plaintext
	(Sender) (Sender)		(Receiver) (Receiver)	(Sender) (Sender)		(Receiver) (Receiver)

  have proposed a new cryptographic solution to resolve this challenge. Her solution provides multi-authority ABE with any polynomial number of independent authorities to monitor attributes and distribute secret keys. Chase is

the rst who applies a global identier (can be security social number in medical applications) in multi-authority ABE for tying users' keys together as a solution against collusion-attacks.

In

[START_REF] Lewko | Decentralizing attribute-based encryption[END_REF]

, Lewko and Waters have shown limitations of the few existing works which have attempted to resolve multi-authority ABE problem, among them Chase solution

[START_REF] Chase | Multi-authority attribute based encryption[END_REF]

, because it is relied on a central authority and was limited to expressing a strict AND policy over a pre-determined set of attributes. In addition, Lewko and Waters

[START_REF] Lewko | Decentralizing attribute-based encryption[END_REF] 

proposed a new multi-authority Attribute-Based Encryption solution. In Their solution, any party can become an authority and there is no requirement for any global coordination. Also, It is more expressed compared to

  Green et al.[START_REF] Green | Outsourcing the decryption of ABE ciphertexts[END_REF] proposed a new paradigm for ABE that eliminates overhead induced by ABE decryption operation. Because the size of the ciphertext and the time required to decrypt it grows with the complexity of the access structure.

Their solution allows the cloud, in where ABE ciphertexts are stored, to transform ABE ciphertext into constant-size ciphertext, without the cloud being able to read any part of the users messages. Their solution is very interesting and useful for accelerating decryption on constrained devices such as mobile phone, tablet, sensor, etc. To delegate intensive computation operations to the cloud many works [YWRL10a, ZHA + 12, YWRL10b, TCN + 13, HSM13] have used a cryptography technique called Proxy re-encryption. It is a cryptographic primitive in which a semi-trusted proxy is able to convert a cipher-text encrypted under Alices public key into another cipher text that can be opened by Bobs private key without seeing the underlying plaintext

(see

[START_REF] Blaze | Divertible protocols and atomic proxy cryptography[END_REF] 

for details).

  But roles have their limits too. How do you express other conditions or parameters ? What if you want to express a permission of the following form : doctors can read medical record only during emergency intervention. With RBAC, you can express doctor + read medical record. But you cannot really express the time constraint. In addition, what if you want doctor who can only read medical record ? You would need to dene doctor-read and a doctor-write role. This leads to role explosion [HFK + 13].

• Attribute-based access control (ABAC) : in ABAC is a logical access control model, in which authorization to perform a set of operations is determined by evaluating attributes associated with the subject, object, requested operations, and, in some cases, environment conditions against policy, rules, or relationships that describe the allowable operations for a given set of attributes [HFK + 13].

  , P ub P Patient private key and public key P riv HP , P ub HP Healthcare professional private key and public key P riv cloud , P ub cloud Cloud private key and public key

	Notation	Description
	PK, MK	System public key and master key
	P riv P SK P	Patient secret key
	SK U	User secret key
	RSK	Symmetric random secret key
	AR P	Patient access structure for read access
	AW P	Patient access structure for write access
	AR HP	Healthcare professional access structure for read access
	AW HP	Healthcare professional access structure for write access
	ID	Unique le identier which is a structure allowing to nd the le we need.
	PASS	Password

  . Healthcare emergency consists in to provide rst aid for person who needs immediate care, and possibly moving the victim to health-care center to ensure suitable treatment. The rst challenge with emergency is time, where time is of the essence in emergency situations, which a delay in treatment is likely to result in victim's death or permanent impairment. Indeed, when emergency happens, the victims need emergency care. For this reason, victim or anyone around him try timely contact emergency In this architecture, each patient has a personal WSN composed of a set of lightweight/small sensor nodes and a gateway. A WSN enables unobtrusive and continuous health supervision of the patient at the hospital and at home settings. Sensor nodes are carried by the patient to collect dierent health data such as heart beats, motion and physiological signals. Each sensor node sends the collected information via a wireless communication channel to the gateway. The gateway aggregates the dierent health data into a le and sends le to the cloud. The healthcare professionals can supervise their patients and access to a patient's data anytime and from everywhere using a computer or a Smartphone. In addition, they can add medical data, such as reports, diagnostics and prescriptions, to the patient's information.To ensure secure storage of medical data on the cloud we have integrated ABE to provide a secure ne-grained access control, in which medical data is encrypted with an access structure (e.g., the data can be accessed by physician in cardiology division or by nurses). Also, each healthcare sta obtains his secret key generated from his attributes (roles), and represents his access scope in the system. A healthcare sta can gain to access to medical data if his secret key has attributes that satisfy the access policy. The power of our access control is that we do not need to rely on the storage server for avoiding unauthorized data access since the access policy is em-

	bedded in the medical data itself. However, for emergency management, integrating
	ABE creates particular challenges for providing temporary access victims medical
	data when this is needed.
	In this chapter, we propose a secure scalable architecture for emergency ma-
	nagement in healthcare area, which enables healthcare sta to provide timely and
	Moreover, WSNs facilitate response in case of emergency which can save patients' appropriate emergency services. We use wireless sensor networks (WSN) for early
	lives. In emergency intervention, medical information of victims is required by emer-detection of emergency and cloud computing technology to dynamically scale sto-
	gency sta who may not have enough privileges to access this information. Tradi-rage resources via on demand provisioning system. Our contributions in this work
	tional solutions suggest disabling security system in emergency situations in order are many folds : rst, we provide emergency management with two options : A) In
	to allow emergency sta to access full victim's medical information for controlling proactive manner, our solution relies on sensor networks to detect emergency. The-
	emergency. Given the sensitivity of WSNs medical information, an access control reafter, our system determines responders and give them temporal access. B) Emer-
	solution that supports emergency access to some information without disabling se-gency reporting, where our system enables individual (the victim himself, emergency
	curity is then required. sta,...) to report emergency situations that WSNs cannot detect. Second, we pro-

services. Unfortunately, in some cases the victim is not able to contact emergency services or anyone to help him, especially persons who are elderly or disabled. The second challenge of emergency intervention is the availability of patient's medical data, which is needed in order to accelerate the emergency procedure and provide the appropriate care. It is may be needed at in/out care place. Ideally, this data would be with the patient at all times, but alternatively they should be universally available, such as accessible via Internet.

WSNs for medical applications is a means to detect and provide useful and real time information about patients' health state to the doctors and emergency sta.

In previous chapter, we have proposed an innovative cloud-based architecture for collecting and accessing large amount of data generated by medical sensor networks. vide an attribute-based encryption access control with emergency access. Finally,
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that our scheme provides an ecient, ne-grained and scalable access control.

Introduction

Recent advances in medical sensors, wireless technologies and Micro-Electro-Mechanical systems have enabled the development of senor nodes capable of sensing, processing and communicating several physiological signs. These lightweight miniaturized nodes collaborate to form a wireless sensor network (WSN) that simplify the supervision of patients' health. The major breakthrough of this technology is providing continuous remote patient supervision both in and out of hospital conditions.

Consequently, it reduces health cost and improves the quality of life of patients as well as the treatment eciency.

Proposed solutions have adopted a common architecture with three main components as described in gure 4.1 : Body Area Networks (BAN), gateways, and