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Abstract

While many business and personal applications are being pushed to the cloud, of-
fering a reliable and a stable network connectivity to cloud-hosted services becomes
an important challenge to face in future networks. In this dissertation, we design
advanced network protocols, algorithms and communication strategies to cope with
this evolution in distributed data center architectures. We propose a user-centric
distributed cloud network architecture that is able to: (i) migrate virtual resources
between data centers with an optimized service downtime; (ii) offer resilient access
to virtual resources; (iii) minimize the cloud access latency. We identify two main
decision making problems: the virtual machine orchestration problem, also tak-
ing care of user mobility, and the routing locator switching configuration problem,
taking care of both extra and intra data center link states.

We evaluate our architecture using real test beds of geographically distributed
data centers, and we also simulate realistic scenarios based on real mobility traces.
We show that migrating virtual machines between data centers at negligible down-
time is possible by enhancing overlay protocols. We then demonstrate that by
linking cloud virtual resource mobility to user mobility we can get a considerable
gain in the transfer rates. We prove by simulations using real traces that the virtual
machine placement decision is more important than the routing locator switching
decision problem when the goal is to increase the connection throughput: the cloud
access performance is primarily affected by the former decision, while the latter
decision can be left to intra data center traffic engineering solutions. Finally, we
propose solutions to take profit from multipath transport protocols for accelerating
cloud access performance in our architecture, and to let link-state intra data center

routing fabrics piloting the cloud access routing locator switching.
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Résumé en Langue Francaise

De nos jours les données ainsi que les applications dans le nuage (cloud) connaissent
une forte croissance, ce qui pousse les fournisseurs & chercher des solutions garantis-
sant un lien réseau stable et résilient a leurs utilisateurs. Dans cette these on étudie
les protocoles réseaux et les stratégies de communication dans un environnement de
centre de données distribués. On propose une architecture cloud distribuée, centrée
sur l'utilisateur et qui a pour but de: (i) migrer des machines virtuelles entre les cen-
tres de données avec un temps d’indisponibilité faible; (ii) fournir un acces résilient
aux machines virtuelles; (iii) minimiser le délai d’acces au cloud. On a identifié deux
problemes de décision: le probleme d’orchestration de machines virtuelles, prenant
en compte la mobilité des utilisateurs, et le probleme de basculement et de configu-
ration des localisateurs, prenant en compte les états des liens inter- et intra-centre
de données.

On évalue notre architecture en utilisant une plate-forme de test avec des cen-
tres de données distribués géographiquement et en simulant des scenarios basés
sur des traces de mobilités réelles. On montre que, grace a quelques modifications
apportées aux protocoles d’overlay, on peut avoir des temps d’indisponibilité tres
faibles pendant la migration de machines virtuelles entre deux centres de données.
Puis on montre qu’en reliant la mobilité des machines virtuelles aux déplacement
géographiques des utilisateurs, on peut augmenter le débit de la connexion. De
plus, quand l'objectif est de maximiser le débit entre 'utilisateur et sa ressource,
on démontre par des simulations que la décision de ’emplacement des machines
virtuelles est plus importante que la décision de basculement de point d’entrée du
centre de données. Enfin, grace a un protocole de transport multi-chemins, on mon-
tre comment optimiser les performances de notre architecture et comment a partir
des solutions de routage intra-centre de données on peut piloter le basculement des

localisateurs.
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Chapter

Introduction

Before the emergence of cloud computing, network resources, storage and computing
were separated on individual physical machines. For security reasons, systems and
applications that interacted with such resources were kept physically directly acces-
sible by the Information Technology (IT) administrators. This practice started to
change with the introduction of inexpensive resources in data center environments.
At first, data centers were used to host basic database servers, email servers and
other types of application servers. They provided the enterprises an easy way to
manage their resources at lower costs and share it among their users. When the
concept of hosting a complete virtual Operating System (OS) on an another in-
compatible OS (i.e., running Linux on Windows OS) was materialized in software
virtualization solutions, a new communications paradigm shift started to emerge.
System virtualization became ubiquitous in data center environments, where hun-
dreds of virtual machines can be controlled by a single logical console. Hence,
physical servers were pushed into individual isolated virtual machines which can be
cloned, paused and destroyed on-demand. This elasticity allowed network operators
to start relocating data center resources based on energy consumption metrics. For
instance, an operator could pack all the active virtual machines together and idle

all the rest of the unused data center space in order to optimize the cooling.

With the increasing demand of power-harvesting resources (i.e., CPU, memory,
storage, etc.), data center equipment continued to evolve at a much faster pace than
network equipment. In legacy networking systems, operators needed to configure
individually and separately each network device using vendor-specific equipment
and tools. In addition, besides the management complexity of IP, automation of
network management, despite huge research on the topic, saw only marginal deploy-
ment. In this context, network virtualization represented a necessary evolution to

allow operators to dynamically express network policies on-the-go and at low cost.
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Figure 1.1: Starting point for network virtualization. Source [9]

Network interface virtualization is also pushing the adoption of software defined net-
working solutions that increase network programmability by separating the control
plane (the brain logic of routers) from the data plane (the forwarding logic). In this
way, virtual networking equipment can become simple forwarding devices |10}/11],
simplifying network reconfiguration and facilitating the management of data cen-
ters. According to Figure 1.1, since a few years there are more network interfaces
deployed in software rather than in hardware: the number of physical network inter-
faces deployed in the world is growing 15% per year, whereas the number of virtual
network interfaces growing 32% per year and it is estimated to already overcome

the number of physical interfaces.

A rapid evolution of the “Cloud”, including behind this term both the data center
network infrastructure and the computing system platforms, has been happening
since a decade, and had been particularly important in the last five years. Users,
henceforth, can potentially possess infinite storage space, infinite CPU capacity and
infinite networking resources at high reliability and availability. Such a potentially
infinite cloud capacity encouraged cloud consumers to outsource their storage and
computation to public providers at competitive costs [13].

With this growth, cloud users and providers began to have new requirements:
on one hand users want to get faster, reliable and more reactive access to their cloud
applications at a minimal cost, and on the other hand providers seek to increase their
profit. Therefore, to guarantee high performance to cloud applications, providers
started to take service level agreements into account. Such an agreement between
cloud users and providers can ensure that agreed-upon quality of service levels are
being respected. However, even until now cloud providers rarely offer service level
agreement to users when selling cloud services, such as namely infrastructure as a
service solutions [14]/136]. Indeed the service level agreement provisioning can be
limited to meet provider needs without taking into consideration the experience nor

the expectations of cloud users [15]. Therefore it becomes challenging for providers



to build a cloud network architecture that offers seamless connectivity to users
without violating service level agreements nor excessively affecting providers cost.

One way to cope with the rising users requirements in terms of network per-
formance, system performance and cloud service availability is to geographically
distribute the cloud network architecture. Disposing of many sites undeniably can
increase service availability if services are adequately orchestrated over the different
sites. It can also increase the network performance if techniques are implemented
to decrease the physical channel length between the user and the cloud.

With the goal of designing a flexible and efficient distributed data center network
protocol architecture, in this dissertation we aim at answering the following research

questions:

e How to perform efficient cloud service migration in a distributed data center
environment?
Migrating virtual machines from one data center to another can allow to meet
various goals, such as reducing the energy consumption, increasing the network
reliability and optimizing the access to the cloud. Existing solutions essential
rely on triangular routing between user, source data center and destination
data center locations, inducing a certain overhead to communications besides
undermining nominal service availability. In this dissertation we propose a
cloud network overlay protocol architecture supporting transparent virtual

machine migration with minimum service downtime.

e [s it reasonable to adapt virtual machine migrations to user mobility and cloud
access network states in distributed data center infrastructures?
Cloud users have become increasingly mobile over the years thanks to the
emergence of connected mobile devices. Many mass mobile cloud applications
(e.g. Google Voice Search [87] and Apple Siri [88]) heavily rely on cloud
hosted platforms and necessitate a stable and a reliable network connection.
In distributed data centers, cloud users can benefit from multiple data center
entry points (routing locators) to their applications. Cloud access could in
this context be optimized so that (i) routing locators are switched based on
the quality of the network links, and to (ii) virtual machines are adaptively
migrated across data center sites as the user-to-cloud link quality varies. In
this dissertation we propose solutions to manage these new requirements and

to evaluate these features.

e How can we take profit from data center multi-homing of distributed cloud
infrastructure to boost cloud access performance?
Providing an enhanced experience to users by reducing the latency, increas-

ing network stability and throughput, is an important challenge for cloud
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providers. While most of web-based applications rely on application level
acceleration, the network stack remains important in increasing data transfer
rates. In this dissertation, we propose a cross-layer transport-network solution

to accelerate cloud access connections in distributed data center architectures.

e How can internal data center network states automatically guide routing lo-
cator selection in distributed clouds?
In distributed data centers users can be made able to access their virtual ma-
chines from several entry points, which can increase network resiliency and
availability to cloud applications. In this dissertation we propose a cross-layer
solution to automatically link the routing locator decision to intra data cen-
ter network states, under the assumption that these states can dynamically

change as a function of cloud network operation.

In order to provide solutions to address the presented questions, we present in
this dissertation a protocol architecture for distributed clouds, providing solutions
for the algorithmic, protocol design and system design challenges it brings.

Our proposal is a multi-layer network architecture that fills the gap between the
three network layers involved in distributed cloud communications: the Transport
Control Protocol layer at the user-side, the network Internet Protocol layer at the
cloud access network segment, and the datalink network segment at the data center
network segment, as represented in Figure 1.2. Each layer needs to be complemented
with new features we design, experiment and evaluate. These features involve the
network stack, the virtualization system stack and the cloud orchestration decision-

making stack.

Structure of the Dissertation

The remainder of this dissertation is as follows:

e Chapter [2|describes the broad cloud and network context of the dissertation,

presenting major network protocols and cloud technologies.

e Chapter |3| sheds the light on the cloud users’ expectations and provider

strategies, and describe our reference user-centric cloud network architecture.

e Chapter [4) proposes a cloud access overlay protocol framework that can allow
cloud providers to migrate public virtual machines with optimized downtime,

and without affecting user’s connectivity.
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Figure 1.2: Representation of our reference distributed cloud architecture.

e Chapter [5] describes how to integrate the technique presented in Chapter [4]
with a distributed data center controller to adaptively orchestrate virtual ma-
chine migration and routing locator switching as a function of user mobility

and cloud access network states.

e Chapter [6] further extends our architecture to support cloud access acceler-

ation based on smart multipath transport.

e Chapter [7] describes a proof-of-concept prototype of a cross-layer solution to
automatically set routing locators as a function of intra-data center link-states

in our distributed cloud network architecture.

e Chapter [8| concludes the dissertations and opens up new perspectives for

further work.



CHAPTER 1. INTRODUCTION




Chapter

Background

In this Chapter we introduce the necessary background to concepts and technolo-
gies we refer to in the reminder of the dissertation. We start by briefly introducing
the Internet routing protocol, and explain how the Internet of today is evolving, in-
cluding recently standardized protocols such as the Locator/ID Separation protocol
(LISP). We discuss how the data center network and protocol architectures have
evolved as well as how their infrastructure challenges are yielding to new networking
paradigms that started shaping today’s cloud and networking industry. We trace
the evolution of cloud technologies, by describing their basic architectures, to end
up with explaining how the quality of experience of cloud users can be qualified.
We shed the light on the role of LISP and other tunneling solution in the migra-
tion of virtual machines. Finally, we introduce various network-based acceleration

solutions that are being designed for data-center networking.
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2.1 Internet Routing

Internet routing needs to be operated by an external gateway protocol that is imple-
mented by all Autonomous Systems in the Internet that use it as common language
to exchange IP routes. Since the commercialization of Internet access in 1992, the
single Internet external routing protocol is Border Gateway Protocol (BGP), which
exposes the necessary metric to perform policy routing as needed to model different
interconnection schemes.

In this section we briefly introduce the BGP protocol and its impact on today’s
Internet functioning.

BGP [28] is an essential Internet protocol for Internet Service Provider (ISP)s
to operate Internet services, with several hundred thousand of IP prefixes that
are exchanged on a daily basis. An ISP with an independent routing domain is
also called an Autonomous System (AS). Each AS uses BGP to exchange routing
information on the Internet with neighboring AS and eventually the whole Internet.

When BGP is used between two different ASs it operates using an external BGP
mode, while when BGP is used between routers of a same network it is referred to as
internal BGP. Internally to an AS networking, protocols such as Open Shortest Path
First (OSPF) [132] and Intermediate System to Intermediate System (ISIS) [135]
are used to achieve fast internal routing convergence and also to instruct some of
the BGP routing decisions. Indeed, the choice of the route between different ASs
can be more complicated than finding the shortest path. Full routing information
is exchanged between different BGP neighbors when the connection is established.
If a route change is detected on a BGP router, adjacent neighbors are notified of
this modification. Routes are affected by attributes that determine the best path
to a destination when multiple routes exist to the same destination.

The attributes used by the BGP decision protocol include:

e local preference: is the degree of preference for one path or one neighbors
over the others. If multiple exit points exit from an AS, the local preference

is used for selecting the exit point for specific paths;
e AS_path: is the complete AS path length toward the destination;

e origin attribute is the internal path cost toward the egress router on the way

to the destination;

e multi-exit discriminator is an attribute that gives the degree of preference

over multiple incoming links from the same AS;

e community is a set of administrative policy information associated by ingress

and ingress BGP filters to outgoing and incoming routes.
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Figure 2.1: Prefix announced on the Internet.

Whenever a BGP router receives multiple route advertisement from different
sources, it only chooses one path by preferring: (i) the route with the largest local
preference; (i) the route that has the shortest AS_path; (iii) the route with the
lowest origin type; (iv) the route with the lowest multi-exit discriminator; (v) the
external route over the internal one; (vi) the route with the lowest IP address.

BGP suffers today of severe security issues, some of which have been partially
solved by standards that are, however, not widely implemented. As an example,
on June 12th, 2015, a massive route leak caused a large portion of the Internet to
slowdown for 2 hours [134].

Another major issue affecting BGP resiliency is its routing scalability. The
growth of the Internet routing table has been exponential since the middle of the
nineties. It is putting pressure on old routers that risk to no longer possess the
required resources (i.e., Central Processing Unit (CPU), memory, etc.) to maintain
large routing tables. The number of advertised Internet Protocol (IP) prefixes
on the Internet is summarized in Figure [2.1] Despite the introduction of class-
less interdomain routing (Classless Inter-Domain Routing (CIDR)) in 1997, the
growth started to be exponential a few years later. Old router maximum capacity
(510k [73]) has already reached its limit at 2014, when the IPv4 BGP routing table
exceeded 510k announced prefixes [83], causing Internet service interruptions in

many segments of the Internet.

2.2 Locator/Identifier Separation Protocol

In this section we explain how the Locator/Identifier Separation Protocol (LISP)
works and why it has been introduced, then describing specifically its traffic engi-

neering features.
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2.2.1 Protocol Aspects

The rapid growth of the routing tables remains one of the most important problem
in today’s Internet. LISP [54] is an approach that tries to slow down and limit the
routing table growth. It implements an additional routing level on the top of BGP,
separating the IP location from the identification using Routing Locators (Routing
LOCator (RLOC)s) and Endpoint Identifiers (Endpoint Identifier (EID)s). An EID
is an IP address that identifies a terminal, whereas an RLOC address is attributed
to a border tunnel router. LISP uses a map-and-encap scheme at the data plane
level, mapping the EID address to an RLOC and encapsulating the packet into
another IP packet before forwarding it through the Internet transit. At the control
plane level, multiple RLOCs with different weights and priorities can be associated
with an EID: for uni-path communications, the least-priority RLOC corresponds to
the one to be selected for encapsulation; when a subset or all of the RLOCs have
the same priority values, load-balancing is performed on the equal-priority RLOCs.
RLOC priority and weight are assigned by the destination EID space owner using
its LISP routers.

A LISP site is managed by at least one LISP Tunnel Router (xTR), which has a
double functionality: IP packet encapsulation (packet received by a terminal; ingress
functionality, or Ingress Tunnel Router (ITR)) and packet decapsulation (packet re-
ceived by the network; egress functionality, or Egress Tunnel Router (ETR)). The
IP-in-IP encapsulation includes a LISP header transporting control functionalities,
and a UDP header allowing differentiation between data and control plane mes-
sages. For a better understanding, consider the example in Figure 2.2: the traffic
sent to the 2.2.2.2 host is encapsulated by the source’s I'TR toward one of the two
destination’s RLOCs. The one with the best (lowest) priority metric is selected,
which at reception acts as ETR and decapsulates the packet, before sending it to
the destination. On the way back to 1.1.1.1, RLOC4 queries a mapping system and
gets two RLOCs with equal priorities, hence performs load-balancing as suggested
by the weight metric (RLOCI is selected in the example’s packet).

In order to guarantee EID reachability, LISP uses a mapping system that in-
cludes a Map Resolver (MR) and a Map Server (MS). As depicted in Figure 2.2, a
Map Resolver holds a mapping database, accepts MAP-REQUESTs from xTRs and
handles EID-to-RLOC lookups; a particular Map-Request message, called Solicit
Map-Request (SMR) can have a flag set (S bit) to solicit a Map-Request to self
by the receiver (passing via the MR). A Map Server receives Map-Register mes-
sages from ITRs and registers EID-to-RLOC in the mapping database [16]. The
EID-to-RLOC mapping resolutions can be based on two protocols: LISP-ALT (Al-
ternative Topology) [38] and DDT (Delegated Database Tree) [22], the first relying
on BGP primitives, the second being inspired by DNS. It is worth noting that, in
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Figure 2.3: LISP-TE example.

a given configuration, if two xTRs, exchanging traffic, use the same MS/MR, when
an xTR sends a Map-Request message for an EID that belongs to the other xTR,
the MS/MR does not need to use DDT and hence DDT does not add an additional
mapping latency to the xXTR-MS/MR path latency.

2.2.2 LISP Traffic Engineering

While the packets are encapsulated from one LISP site to another LISP site, the
direct path is still determined by the metrics of underlying protocols (i.e., BGP).
LISP Traffic Engineering (LISP-TE) [142] is introduced to enable traffic engineering
capabilities over LISP, allowing packets to be routed across multiple different desired

paths. To understand better how traffic engineering works in LISP we first start
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by defining the following terms: (i) an Explicit Locator Path (ELP) is as ordered
list of Reencapsulating Tunnel Router (RTR) RLOCSs that contains explicitly the
path that a LISP packet should follow. It is worth mentioning that the format of
ELP is defined in the LISP Canonical Address Format (LCAF) draft [149] which
also describes specific encoding for arbitrary Address Family Identifier (AFI) values
(i.e., AS number, geo coordinates, multicast information, etc.); (ii) a RTR is a router
that decapsulates packets and then encapsulates them to the next hop RLOC based
on the ELP. Note that the path between RTRs is determined by the metrics of the
underlying protocol.

Let us consider the example in Figure 2.3: xTRI1 receives the packets from
the Virtual Machine (VM); it retrieves the ELP from the mapping database, then
encapsulates the packets to RTR1; after decapsulating the packets the RTR1 uses
the destination RLOC address to retrieve the ELP from the mapping database, then
encapsulates them to the next hop RTR; RTR2 repeats the same steps as RTR1,
then encapsulates the packets to their final hop (xTR4).

2.3 Data Center Networking: Ethernet Switching and
Routing

In this section we explain how data centers are evolving nowadays, and introduce
several Ethernet switching and routing protocols that are used in their core network

architecture.

2.3.1 Geographical Distributed Data Centers

The current trend in the design of cloud fabrics is to geographically distribute it over
multiple DC facilities [110] as shown in Figure 2.4. Distributing DC facilities allows,
from one hand, to increase the reliability of hosted services and, from the other hand,
to offer better cloud access performance to customers, thus decreasing the network
distance between users and computing facilities. Modular DC architectures [105]
have been designed and evaluated to support this evolution. The common design
goal is to allow building DCs incrementally starting by regular small basic building
blocks, grouping a few switches to interconnect a number of virtualization servers,
using regular wiring schemes [91] [92]. As opposed to legacy hierarchical architec-
tures, modular DCs better accommodate horizontal traffic between virtualization
servers in support of various IaaS operations such as VM migrations and storage
synchronization.

The conception of small local cloud facilities is at a good experimental and design

stage today. Commonly called ‘cloudlets’ [60,/97], they can support computational
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offloading : a cloudlet common application or part of an application out of the
device, granting high network availability and energy gains to computational inten-
sive applications especially for mobile devices, such as for instance remote desktop or
gaming applications . The decision to offload application and computing tasks
can be a mere remote decision or local decision taken by the device. As explained
in , the decision making can take into account a number of metrics, including
the device energy gain, the VM migration time when VM migration is needed, and
other system level metrics. Less attention is devoted in to network-level metrics,

whose importance become higher for geo-distributed cloud deployments.

2.3.2 Spanning Tree Protcol

One of the major problem in today’s Ethernet architectures, is how protocols such
as Spanning Tree Protocol (STP) handle loops in the topology. STP is a network
protocol designed to prevent bridge loops in Ethernet networks. It prunes multiple
links from Layer-2 topology yielding to a loop-free tree topology [17]. Most of
the times, STP links are pruned inefficiently by removing the shortest path links
and forcing Ethernet frames to strictly follow the spanning tree topology as shown
in Figure 2.5. Another disadvantage of STP is that whenever a topology update
occurs, it takes several seconds for trees to converge.

In this context, Layer-2 multipath protocols such as Shortest Path Bridging
(SPB) and Transparent Interconnection of a Lot of Links (TRILL) were designed to
improve Ethernet capabilities in virtualized data center. In the following we briefly
introduce SPB and TRILL and then discuss how Software Defined Network (SDN)

is gaining momentum in today’s network architectures.



14 CHAPTER 2. BACKGROUND

shortest path &é

—— STP path
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2.3.3 Shortest Path Bridging

SPB is specified in IEEE 802.1aq standard. Unlike STP, SPB guarantees that the
shortest paths are always selected in trees. The control plane is based on the ISIS
link-state routing protocol which is used to exchange information between bridges
in order to generate shortest path trees. Moreover, SPB supports load balancing

by calculating trees that have equal costs (euqal cost trees). In SPB packets are
generally encapsulated in MAC-in-MAC or in tagged VLAN (Q-in-Q) frames.

2.3.4 Transparent Interconnection of a Lot of Links

TRILL is an Internet Engineering Task Force (IETF) standard that shares some
design choices with SPB, i.e., using ISIS for building Ethernet-level routing tables,
but which has the key advantage of being incrementally deployable, potentially at
only a subset of the switches in a data center.

Devices implementing TRILL are called Routing Bridge (RBridge). The TRILL
data plane absolves the role of encapsulating incoming packets to a TRILL network
towards a destination Layer-2 locator (or egress RBridge in the TRILL jargon),
supported by a partially out-of-band control plane for distributing the mapping in-
formation . TRILL uses an adaptation of the ISIS link-state routing protocol
to calculate the shortest path at Layer-2. To establish the neighborhood topology,
a RBridge sends Hello packets and a Link State Packet (LSP) to all its neighbors
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Figure 2.6: Software Defined Network Architecture.

to glean nodes’ information, and calculates the path cost between two reachable
RBridges. As a result, the TRILL-ISIS forwarding table contains all RBridge ‘nick-
names’associated to TRILL next hop(s) (as MAC addresses) and the corresponding
ISIS shortest path cost.

2.3.5 Software Defined Networking

Software Defined Networking (SDN) [150] is a new approach that consists in opti-
mizing network operations by abstracting software applications from physical de-
vices. Centralized network controllers - also known as SDN controllers - are used to
orchestrate, manage and facilitate communication between applications that want
to interact with network physical elements and vice-versa. The objective of the
controller is to separate network control operations via a programmatic interface.
SDN is a software-driven, programmable network that is based on the success of
technologies and protocols that preceded it (i.e., IP, BGP, Ethernet, etc.).

The SDN architecture consists of one or many SDN logically centralized con-
troller(s), a southbound Application Programming Interface (API)s and a north-
bound APIs. The centralized controller offers a general view of the network topology
and provides I'T administrators the possibility to dictate their network policies and
define how the underlying network devices should forward the traffic from one device

to another. Southbound APIs are used by SDN controllers to send configuration



16 CHAPTER 2. BACKGROUND

information to network devices whereas northbound APIs is used to communicate
with the business applications (Figure 2.6). While most of the IT market is switch-
ing to virtualization, SDN has the potential on one hand to reduce the CApital
EXpenditure (CAPEX) by limiting the need to purchase hardware material, on the
other hand it reduces the OPerating EXpenditure (OPEX) by providing an auto-
matic way to provision and optimize virtual network resources. Besides, SDN helps
rapidly deploying and integrating new applications, services and infrastructures that

evolve around business needs.

OpenFlow as a Southbound Protocol

Originally OpenFlow [130] was designed to test new experimental protocols on the
campus of Stanford University. In 2011, the Open Networking Foundation (ONF)
was created to standardize and promote the use of OpenFlow in production net-
works. The OpenFlow have become a part of today’s SDN definition, the objective
of: (i) separate the data plane from the control plane; (ii) providing network pro-
grammability with the use of a centralized controller.

OpenFlow describes the way flows are redirected using agents on the forwarding
devices (switches). A flow contains: flow priority, packet processing instructions,
packet match fields, flow timeout and a cookie. These flow information are pushed

to switches by a centralized controller.

LISP as a Southbound Protocol

Since its standardization at the IETF, LISP did not stop gaining in notoriety in both
industry and academic research [75]. It has already become a part of SDN solutions
and was implemented in OpenDaylight controller [84]. As presented in [12§], there
are a number of elements that make LISP a suitable southbound inter-domain SDN

protocol.

e LISP can toggle the traffic on-line and on-demand from one location to another
pushing all the control messages to the distributed mapping system. It also
features an address format, also known as LISP canonical address format
(LCAF), that allows mapping from any namespace (i.e., GPS coordinates,
AS numbers, etc.) to another and enables rich network programmability and

traffic engineering for SDN deployments.

e The LISP data plane is programmed according to control plane policies which
are stored in the distributed mapping system. Since the mapping system stores
all the EID-toRLOC entries it gives centralized SDN view over the network.
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e After introducing Delegated Database Tree (DDT) within the LISP map-
ping system architecture, the network state information and the network enti-
ties can hence be retrieved on-line, making LISP a scalable SDN solution over

large Internet network topologies.

e One of the key feature of LISP is to decouple the control plane from the data
plane by performing edge switching functions at the EID space and traffic
forwarding at the RLOC space (i.e., can support IPv6 networks over IPv4
connection or vise-versa), which overcomes some of the SDN shortcomings
described in [129]: (i) existing SDN solution such as OpenFlow [130] require
switch hardware in order to perform lookups; (ii) less flexibility due to a
limited feature set evolution; (iii) switching from IPv4 to IPv6 requires a

change in the matching packets in the network core.

LISP is incrementally deployable on inter-domain networks and possesses all
the required features to be classified as southbound SDN protocol. It has been
designed to be flexible enough to bring to SDN new features and accommodate
future protocols by just upgrading xTRs and the mapping system. Last, LISP can
push programmable policies to the Internet (i.e., Data Center (DC)-to-DC, user-to-

DC) which is more complicated for other SDN solutions to realize.

2.4 Cloud Services and Management

Cloud infrastructures can be classified into three classical categories depending on

the type of services they deliver to their customers (Figure 2.7):
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Software as a Service (SaaS): in this model applications are hosted on servers
or VMs and are provided to customers across the Internet without the need of
installing on their local physical machines. In this type of service, customers are

restricted to services proposed by the provider.

Platform as a Service (PaaS): it offers a platform that allows developer to create
their web applications without buying the software or maintaining the hardware
underneath it. This model is still gaining community acceptance as it eases the dif-
ficulties concerning the iteration of software development. Google App Engine |155]

and Microsoft Azure [156] are still good example for such a model.

Infrastructure as a Service (IaaS): is a way of delivering a variety of Cloud infras-
tructure on-demand (i.e., network, storage, operating systems) by means of virtual
machines (VMs) as basic IaaS unit. Customers can build their own virtual infras-
tructure freeing them from the burden of costly hardware maintenance. Generally,
this kind of service is delivered by providers that own modern data centers. Well-

know providers in this domain are Amazon Web Service [158] and Rackspace [157].

2.4.1 Cloud Key Elements

Whether it is a SaaS, PaaS or IaaS, Cloud providers have to deliver to their cus-
tomers a secure, reliable access to a set of virtual resources with last generation
hardware under a pre-defined business model and with the best expected perfor-
mance. In the following we discuss how most of today’s Cloud providers tend to

build their own architecture.

Virtual Resources

A key role of Cloud providers is to deliver the latest hardware freeing their users
from maintenance burden. They offer pre-installed software packages known as
Virtual Private Servers (VPS) hosted on hypervisors (i.e., KVM, VMWare, Xen,
etc.). Generally, providers give their customers the choice between the operating
system and the software pack for their VPS. In a distributed DC environment,
the location of the resources with respect to users’ location can have an extreme
impact on the network-sensitive applications (i.e., latency, bandwidth, jitter, etc.).
Unfortunately, most of Cloud providers have one geographical location available,
whereas providers such as Amazon EC2 |136] have multiple distributed data centers,
but do not always allow the user to choose the data center on which he needs to
start its VPS.
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Table 2.1: Amount of downtime under various SLA levels.

Availability Downtime per year Downtime per week

90% (one nine) 36.5 days 16.8 hours

99% (two nines) 3.65 days 1.68 hours

99.9% (three nines) 8.76 hours 10.1 minutes

99.99% (four nines) 52.56 minutes 1.01 minutes

99.999% (five nines) 5.26 minutes 6.05 seconds

99.9999% (six nines) 31.5 seconds 0.605 seconds

99,99999% (seven nines) 3.15 seconds 0.0605 seconds
Redundancy

Cloud providers should meet customers’ expectations with respect to QoS param-
eters. One important feature practiced by providers is to load balance the traffic
to replicated VMs in order to: (i) avoid overloading the underlying hardware re-
sources (i.e., routers, servers, etc.); (ii) create redundant copies of VMs on different
servers/DCs; (iii) minimize the latency through multiple DC access links. We dis-
tinguish other important features used by Cloud providers to ensure high resource
availability on their infrastructures, such as VM resizing based on the exhibited load
and checkpointing. The latter is offered by few providers and consists in creating

snapshots of the running VM at any time as a fault tolerance improvement.

Security

One of the important and sensitive subject in Cloud computing is security. Providers
should at least be able to offer private connections between the customers and their
VMs by generating unique certificates, blocking undesirable traffic and even creat-
ing private VLANs. We highlight three common elements used by Cloud providers:
(i) a set of static IP addresses is usually attached to a user account allowing a
better support for name resolution, a higher reachability over the Internet avoid-
ing address conflicts; (ii) an authentication method (i.e., login/password, X.509
certificates, etc.) improves privacy and protects against some identity theft; (iii)

programmable/virtual firewalls prevent undesired connections to be established.

2.4.2 Cloud Service Level Agreements

After discussing most of key elements that a Cloud provider offers, it becomes
important to define a business model that describes the payment mode, the price

of the proposed services as well as the SLA that should protect both customers
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and providers. Among actual IaaS providers a consumption payment model is most
of the time applied by charging the customers based on the amount of resources
used. The prices may vary and can be a monthly subscription fee based on VPS
configuration (i.e., CPU, RAM, storage, etc.). A charge for an account application
can be required.

Another important aspect is the service level agreement (SLA), which is a con-
tract that specifies the minimum obligations a provider should offer to a Cloud user.
Some Cloud providers limit their QoS terms to VM /server uptime without giving
any further details, while a few providers offer complete logging. Advanced tech-
niques such as automatic load balancing, online support 24/7 or remote assistance
can be included into Cloud SLAs. Some providers absorb a penalty if an SLA term
is breached, by paying back their customers [Amazon EC2]. For instance, if the
uptime percentage is not fulfilled users receive a credit to their account compensat-
ing the time where the service was unavailable; as a reference Table shows the
amount of acceptable downtime under different SLA levels.

Despite this practice, SLA is still not clear to users and remain provider-oriented
without any focus on customer’s quality of service. For example, the quality of a
network link between mobile users and their VMs can fluctuate due to mobility,

leading to service disruption.

2.4.3 Quality of Service and Quality of Experience

Quality of Service (QoS) technologies help cloud providers offer a reliable connectiv-
ity to their services. We highlight in the following some of the measurable Quality
of Service (QoS) metrics that can affect today’s cloud applications, and network

services at large :

o Awailability: it is a measurable metric that indicates the expected availability
rate of a service accessible via a network, i.e., the probability that a service
is available when a user tries to access it. It often appears as a binding
service-level-agreements (SLA) related to network services, especially when
the customer is a business entity that requires a very high level of reliability.
For a data-center fabric, the reference availability rates are typically 99.671%
for Tier-1 DCs, 99.741% for Tier-2 DCs, and 99.982% for Tier-3 DCs [93|. For
long-haul network providers, the carrier-grade network availability rate offered
to business services is often higher than 99,99%, especially for critical services.
Surrounding a failure affecting the access to one DC of a distributed DC
architecture by automatically switching the server routing locator is therefore

a desirable property of a Cloud access solution.

e Network Latency: it is the delay incurred in the delivery and processing of
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service data delivered through the network. From the area of usability engi-
neering for legacy Internet services, the time threshold that could affect the
user’s perception are the following: 100 ms is the boundary under which the
user feels that the service is reacting instantaneously; between 100 ms and 1 s
the user starts perceiving the delay; above 1 s there is a risk that the user
abandons the service [72]. For more recent and forthcoming mobile services,
related to augmented reality, video/voice recognition, remote desktop, net-
work gaming, more stringent delay requirements are expected - for instance,

research on 5G systems actually targets solutions for 1 ms access latency.

e Network Jitter: it is the variation in the delay experienced by received packets.
Due to congestion, the steady stream could become lumpy and cause packets to
arrive out of order. Although the tolerance to network jitter is high, beyond
a certain threshold the effects could resemble that of network loss: packets
out of order could be discarded at the receiver, which directly affects QoE

especially for real-time services.

On the other side, user’s Quality of Experience (QoE) typically refers to the
tangible, visible performance the user experiences when consuming a digital ser-
vice [68]. It is commonly presented as a desirable goal measurable with an orthogo-
nal set of metrics (e.g., glitches, waiting times) with respect to legacy QoS metrics
(e.g., jitter, delay, throughput) used by network operators. Obviously, providing
good QoS-enabling mechanisms in the network can ensure smooth transmission of
services (i.e., audio and video), which denotes that generic QoS techniques have
direct impact on QoE metric levels [70]. The analytic relationship between QoE

control mechanisms and QoS parameters is derived in [71].

2.5 Virtual Machine Mobility

An important feature of Cloud computing system is the capability of migrating
virtual services from a physical server to another, potentially also at different distant
data centers. Different technologies exist to perform virtual machine migration.
We can distinguish tree types of virtual machine migrations: bulk virtual machine
migration, live virtual machine migration and checkpointing. While bulk migration
consist into stopping the VM for a long time before transferring offline the whole
VM stack (RAM and storage) to destination target [30], live migration stops the VM
instance for a small amount of time and only transfers the RAM to the destination
target. On the other hand, checkpointing consists in saving VM states (RAM and
storage disks) and then resuming VM instance on target destination [31] from the

last saved state. Recent works on checkpointing for high available cloud systems
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exist, but their implementation is still at an immature stage that make them not
sufficiently reliable for our purposes.

For the rest of this dissertation, we adopt live migration as virtual machine
migration technique as it appears as the one guaranteeing the least possible down-
time at an acceptable (low) complexity, and with solid implementations available
for common hypervisors. Hence we provide a detailed description hereafter for the

typical live migration processﬂ

2.5.1 Live Virtual Machine Migration

Live VM migration is a feature introduced in recent hypervisors; it allows moving a
running VM instance between two (physical) container hosts without disconnecting
application (TCP and UDP) connections of VM’s clients. For most of the hyper-
visors, live migration is limited to situations in which source and destination hosts
look like connected to the same local area network. The main reason is that the ma-
chine being migrated needs to keep the same routing view of the network (gateway,
IP subnet) before and after the migration. Alternatively, in some legacy solutions,
upon migration the VM changes its IP address, e.g., via the DHCP, to avoid the
additional complexity needed to ensure that the origin IP address is not already
used in the destination network, and to transfer the routing table. We distinguish

two major approaches [42]:

e post-copy memory migration: in this approach the VM is suspended at
the source, processor state are then copied to the target hypervisor before
resuming the VM and start copying the remainder of memory pages from the

source over the network.

e pre-copy memory migration: in this approach the memory page are copied
from the source to the target while the VM is still running. The VM then
stops and starts copying dirty pages - memory pages that are changed during

the copy process - before resuming on the destination hypervisor.

To perform Internet-wide migrations with IP continuity, authors in [27] and [46]
propose an IP mobility solution. The logic is implemented in the hypervisor, inter-
acting with the VM before and after its migration to update IP addresses in the
VM routing table. While [27] succeeds in bringing lower service downtime compared
to [46], the hypervisor has to alter VM configuration to support the IP mobility fea-
ture, which leads to scalability concerns. Moreover, as the authors state, their

solution performance is expected to worsen in large-scale global live migrations,

Nonetheless, from a conceptual perspective, checkpointing-based migrations could also apply

as migration technique for our proposal of Chapter 4.
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because of the online signaling nature of the proposition and many-way signaling
latency.

Authors in [47] propose to adapt the Mobile IP (MIP) protocol [44] to pilot
Internet-scale VM migrations, implementing it in the hypervisor. Their solution,
called HyperMIP, is invoked whenever a VM is created, destroyed or migrated; as in
MIP, it involves Home Agents (HA) to keep the connection alive. Whenever a VM
changes a location, a tunnel is established between the HA and the source hypervisor
to keep the client connected to the VM. The destination hypervisor then destroys
the tunnel when the VM registers its new IP address to the HA. However, HyperMIP
still introduces an important signaling overhead due to HA tunnel establishment.

Alternatively, to minimize signaling latency, authors in [37] propose to use an
external agent to orchestrate the migration from the beginning to the end, by proac-
tively establishing circuits between the involved containers (source and destination
hypervisors) offline, so as to rapidly switch the traffic upon migration. Upon migra-
tion, the agent redirects the traffic between the VM and the client by dynamically
re-configuring IP tunnels. They achieve a near second network downtime while mi-
grating machines across wide area networks, with a maximum network downtime
around 3.8 seconds. Despite being a secure approach, with respect to [27], [46]
and [47] their solution involves lower-layer control plane technologies, hence can be

much more costly.

2.5.2 Tunneling Cloud Solutions and Virtual Machine Mobility

The above described solutions tackle large-scale VM live migration using Layer 3
tunneling [27], [46] and [47], or Layer 3-Layer 1 interaction [37]. More recently, at the
IETF, attention is given to Layer 2 over Layer 3 (L203) overlay tunneling solutions,
so as to avoid IP reconfiguration to the VM, and service continuity upon migration.
Virtual eXtensible LAN (VXLAN) [51], Stateless Transport Tunneling (STT) [52],
and Network Virtualization using Generic Routing Encapsulation (NVGRE) [36],
are recent propositions, some already implemented, worth being discussed.
VXLAN [51] is a stateless Layer 2 over Layer 3 logic that extends the Layer 2
communication domain over IP networks, extending a VLAN broadcast domain
thanks to MAC-to-IP encapsulation between hypervisors, even if communicating
VMs and endpoints are in different Layer-3 segments. Basically, when a VM wants to
communicate with another VM on a different host, a ‘tunnel endpoint’ implemented
in the hypervisor receives the frame, verifies the target VM is on the same VXLAN
segment via standard signaling, and then appends an IP address corresponding
to the destination tunnel endpoint, and a VXLAN header. Upon reception, the
destination tunnel endpoint verifies the packet, decapsulates it and forwards it to
the VM target. Therefore, thanks to the VLAN broadcast domain extension, a VM
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belonging to a VXLAN segment can migrate to a VXLAN endpoint in another IP
segment, and its traffic is consequently encapsulated by the source VXLAN endpoint
toward the destination VXLAN endpoint.

Functionally, NVGRE [36] is a similar L203 tunneling solution, with a different
header (VXLAN uses UDP and NVGRE does not) and with no specified control-
plane to distribute MAC-to-IP mappings (in VXLAN, standard multicast mecha-
nisms do allow resolving these mappings). Encapsulating over Layer 3 Ethernet
traffic allows a better bottleneck management in IP-centric DC architectures. Both
VXLAN and NVGRE, however, do not allow typical Ethernet physical interfaces
to perform TCP optimization (intermediate fragmentation done by the hardware to
boost performances). Stateless Transport Tunneling [52] (STT) is another stateless
L203 tunneling protocol, which uses a TCP-like header inside the IP header so as
to allow interface-level TCP optimizations. From a VM mobility and traffic routing
perspective, it offers the same encapsulation path than VXLAN and NVGRE.

2.5.3 Virtual Machine Mobility on LISP

In a LISP network, the VM can keep the same IP, provided that the locator change
is notified to the mapping system. Two mechanisms at the state of the art can
perform this operation. One is a host-based LISP implementation called LISP-
mob [20]: the host implements a tiny xTR with basic LISP functions, using the
network-assigned IP(s) as RLOC(s) and registering mapping updates for its EID
with the mapping servers. Essentially conceived for mobile equipment, LISPmob
could also be installed in the VM; there would be, however, a problem with most
current hypervisors that impose the VM external address to be in the same subnet
before and upon migration, which practically limits the LISPmob usability only to
situations where source and destination networks are either LISP sites themselves,
or layer-2 over WAN solutions. In the first case, a double encapsulation is needed,
which could increase mapping latency, overhead and MTU issues. There may also

be scalability issues with a high VM number.
Another method to handle VM mobility via LISP is actually implemented in

some Cisco products, only partially documented in [21]. The xTR automatically
changes the mapping upon reception of outgoing data-plane traffic from an EID that
has been registered as mobile node. The solution has an attracting light impact on
IP operations, yet it seems to be weak against EID spoofing, and it seems not to
have authentication mechanisms. Moreover, in order to guarantee fast mapping
convergence, additional logic may need to be implemented in the VM or in the
hypervisor to allow sending outgoing artificial data traffic even if no real outgoing

traffic exist.
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Figure 2.8: Simplified representation of MPTCP signaling. Source [140

2.6 Cloud Acceleration Solutions

In this section we present different solutions used to accelerate the access to cloud

applications.

2.6.1 Layer-7 Acceleration

As the number of web-based applications is increasing, application acceleration and
persistent user sessions become important for cloud providers in order to guarantee
a seamless user experience. A solution consists in replicating applications by adding
multiple servers then let the Layer-4 load balancer do its work. While this works well
from a networking perspective, it is harder for developers to maintain and update
their applications.

Layer-7 load balancing is a way that helps developers update their applications
without having to maintain multiple servers. It balances the traffic by making
decisions based on the content of the message. For instance, when a user requests
a video and an image from a high-traffic website, the Layer-7 load balancing will
allow the traffic to be load balanced based on the contents to the servers that can

handle more efficiently multimedia contents.

2.6.2 Layer-4 Acceleration

Layer-7 load balancing is CPU-intensive and requires more resources than a Layer-
4 load balancer. One way to efficiently balance the traffic at Layer-4 is by using
Multipath TCP (MPTCP). MPTCP is a Transmission Control Protocol (TCP) ex-

tension enabling end-to-end multipath communications, with an emphasis on back-
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ward compatibility, leveraging on multiple connection subflows concurrently used
for connection data forwarding. Without entering excessively into technical details,
the MPTCP signaling relies on the use of one TCP option in the three-way hand-
shake, and of another TCP option during the connection to open and close subflows
as a function of connection, subflow and network states, as depicted in Figure [2.8

As explained in [140], many middleboxes (e.g., TCP Optimizers, firewalls, etc.)
are able to inspect packets either by modifying their content (e.g., change sequence
number) or to dropping them (e.g., if it detects unknown protocols), and thus can
hinder TCP extensions deployment. As a consequence, MPTCP refers to IPs with
an identifier rather than by the IP in order to prevent the confusion induced by
Address Translators (PAT/NAT). If any problem of the kind is detected by MPTCP,
it falls back to legacy TCP, as it is the case if the remote endhost is not an MPTCP
compliant.

Once an MPTCP connection is established, end-hosts can advertise their IP
addresses, add or remove MPTCP subflows anytime. These subflows, which we
could define as TCP connections, children of a more comprehensive parent TCP
connection, can be used to achieve greater throughput or resiliency (indeed with
the “backup” flag, MPTCP can create a subflow used only in case other subflows
stop transmitting). It is worth noting that a host can create/advertise subflows
with the same IP address, but with a different port number. The main challenge
of such a protocol is the congestion control mechanism. It should not be more
aggressive than MPTCP, but at the same time it should use the unused capacity; it
should balance the load over different paths, but without causing too much packet

disordering so that TCP buffering can reorder them.
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User-Centric Clouds

3.1 Introduction

It is indisputable that the large availability of broadband and wireless Internet has
pushed users to quit their desktops and invest more time into mobile devices for
their daily life. As a result, users are shifting to cloud applications for their per-
sonal or their business usages. With the Infrastructure as a Service (IaaS) paradigm,
providers such as Amazon Elastic Compute Cloud (EC2) offer virtual machine in-
stances to their customers at a competitive cost without the trouble of having them
maintain physical servers |136]. These VMs are highly customizable, allowing users
to choose their own configuration such as the number of vCPU, OS type, memory

and even the geographical location.

Due to its complexity, the cloud computing industry is facing several uncertain-
ties. It is shown in [137] that the performance of cloud computing can vary a lot
during the day. For cloud providers it becomes important to offer a viable service
by starting to respect service level agreements, at a risk to start losing valuable
customers. This problem arises from the fact that service providers tend to opti-
mize their physical resources in order to increase their profits, at the expense of user

experience.

In this Chapter we address the expectations and benefits of the key cloud stake-
holders: providers and users. We explain in details what cloud users expect from
their cloud services. We highlight the benefits that arise from using virtualization.
We then show how we can build holistic networking architectures that leads to

user-centric clouds. Finally, we present our reference cloud network architecture.

27
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3.2 Cloud User’s Expectations

It is clear that cloud applications have released the user from the obligation of
having one device at one location. Therefore users have become more mobile and
started using different end-devices to access their web-based cloud applications from
different locations. Their demand over high availability, fast connectivity and less
service disruption has increased over time, leaving no room for errors for the cloud
providers.

To illustrate the expectation of mobile cloud users we give in the following ex-
ample scenario: employees who spend most of their time roaming outside their
office need a flexible solution to stay connected to the cloud infrastructure of their
company releasing them from the burden of terminal devices: virtual desktop in-
frastructures (VDI). VDIs are virtual machines that host desktop operating systems
(i.e., Windows, Linux, etc.) connected to other local services on a data center (i.e.,
database, lightweight directory access protocol (LDAP), etc.). The benefits of such
service are numerous: (i) it makes easier to deploy applications that need different
operating systems; (ii) it allows staying hooked to the company database in the
cloud; (iii) it allows the access to the service anywhere at anytime. However, VDI
still depend on the network infrastructure between the user and the virtual machine.
Indeed, if a VDI user in France is traveling to the US, he will most probably suffer
from an increasing latency which will affect the quality of its experience, making
the service sometimes unusable. Knowing that the cloud provider has already a
DC in the US or part of a collocation center in the same country, a solution is to
migrate the VDI service to a close data center. Besides mobility, VDI users seek
a seamless experience with a service continuity. For instance, when a network link
fails the service should go on without any noticeable service disruption, by switch-
ing the traffic either to another DC access gateway or simply to another link of a
multi-homed cloud provider.

Even though there are no formal definitions of what users should/could expect
from their cloud providers whether they subscribe for a SaaS, IaaS or PaaS and
based on what has been shown earlier in the example above we enumerate the

following tangible user metrics:

e Data Privacy: when cloud customers are asked about the best service
provider they prefer, many of them reply by asking about the offered security
tools (i.e., encryption, certificates, etc.) that help keeping their data and con-
nections safe. A cloud user expects rigorous requirements when fetching data
that involve personal activities like identity management. Above all, the data
they store in the cloud becomes uncompromisingly their own. Securing data

should not by any mean affect the quality of the user’s experience.
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e Continuity: most of cloud users nowadays possess multiple smart end-devices
(i.e., smartphones, laptops, tablets, etc.), which is challenging for providers to
keep their customers’ data synchronized. If a user is working on its laptop and
wants to switch to a smartphone or a tablet, the data should be synchronized
with the latest modifications. For users, cloud services become better if they
go seamless and unnoticed thus, invisibility becomes a metric on which a cloud

application is based on.

e Access on-the-go: whether the users are at their home, in their office or
on the train, they want to access their cloud services everywhere with no
interruptions. For cloud users distance should feel no different from the local
access. They want to always have closer virtual resources to gain more control
on the quality of their experience, thus when a service disruption occurs a

seamless experience must keep going.

e Latency: today’s web-based applications and real-time applications have be-
come part of our daily life. How data is transferred from one location to
another may add some frustrating delays to such services. Besides the Inter-
net connectivity of end-users, latency can be affected by several flaws in the
design architecture of cloud providers. For instance, if a user in France has a
running service on a data center in the United States, he may not have the
expected latency. Bringing the virtual resources close to the user becomes

part of a seamless experience.

3.3 Cloud Provider Needs

Even if a cloud provider has one data center or is part of a colocation center,
he needs to ensure network resiliency to its customers by offering them a multi-
homed/distributed architecture. For instance, if a network link is cut and the cloud
provider doesn’t have another backup link, the customer won’t be able to access its
service anymore, leading to a monetary compensation for the disruption period. A
cloud provider should be able to prevent such failovers and put multi-homed services
at their customers’ disposal.

To build stringent cloud architectures at minimal deployment costs, cloud providers
are virtualizing their infrastructure with a small software overhead. This amount is
negligible due to the fact that servers are becoming faster and less resource greedy.
We highlight in the following the benefits that a provider acquire by virtualizing its

infrastructure:

e Hardware Cost: cloud providers can typically save much more money by

virtualizing their resources. Instead of using multiple physical servers for
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Figure 3.1: Key elements for a user-centric cloud architecture.

each service, they can manage to put a plethora of applications on one server
instead. Hence, server consolidation reduces considerably the cost footprint
on the data center with less servers to manage, less networking equipments to

install and fewer racks to deploy.

Energy Consumption: virtualization reduces the electricity consumption
by half. Migrating physical servers to virtual machines and consolidating

them into few physical servers lower the cooling costs in the data center.

Disaster Recovery: fast recovery from a natural disaster or hardware fail-
ures is one of the biggest advantages of virtualization. In fact, VMs can be
migrated from a failing data center to another one instantaneously with almost
no downtime at all. Thanks to hardware abstraction, it is no longer needed
to keep the same replicated hardware environment in two different locations.
Nowadays, most of virtualization platform provide a software that can help

recovering from disaster failovers.

e Network Resiliency and Security: server consolidation brought a full con-
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trol over virtual network equipment lowering the cost. SDN provides a general
overview of the network topology making it easier for providers to manage and
provision their virtual network infrastructure. It has also an important impact
on lowering the operating costs since many of the network administration is
centralized and automated. Moreover, it provides a centralized point to dis-
tribute the security policies and information automatically throughout the

global data center architecture.

3.4 Holistic Cloud Networking Architecture

When subscribing to a cloud service, on one hand users expect at least to have a
continuous connectivity with a minimum disruption and on the other hand providers
want to maximize their profits with respect to Service Level Agreement (SLA). In
the following we identify the key elements for a user-centeric cloud architecture
(Figure 3.1):

e Network resource virtualization: the combination of network programma-
bility and system virtualization have brought multiple advantages to today’s
cloud architectures. It certainly reduced the cost of specific hardware appli-
ances (i.e., switch, routers, firewalls, etc.) by replacing them with cheaper
generic hardware and advanced flexible software. The data plane has been
abstracted, allowing the coexistence of multiple protocols as well as a better
evolution without the need of upgrading or replacing the existent hardware
stack. When it comes to users accessing their mobile virtual resources in a dis-
tributed data center environment, virtualizing the entry points to the cloud
becomes important for multihomed providers in order to deliver a seamless

connection.

e QoS feedback: QoS metrics are defined by providers (i.e., cloud providers,
ISPs, data centers, etc.) in order to provide high performance for critical
applications. When providers want to prioritize one service over another, QoS
metrics (i.e., latency, jitter, bandwidth, etc.) seem to be always essential as a
quantitative measure for respecting the agreed-upon level of SLA. Therefore,
monitoring the link between users and their VM helps identifying weaknesses
and needs over virtual links, which gives the cloud provider the opportunity to
offer a stable service to their users. Such information can be gleaned constantly

by an agent that is implemented at the cloud infrastructure level.

e QoE feedback: whether it is on the cloud or locally, QoE is a subjective
metric that measures user’s satisfaction while using a particular application.

It is necessary for providers to have a feedback on the quality of their offered
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Figure 3.2: QoS/QoE interactions.

cloud services. Even though this kind of experience remains subjective, asking
customers about their experience can help cloud providers to better assess and
control their virtual infrastructure by adaptively predicting the behavior of
their customers. This kind of metric can be implemented at the service level,
which gives the user the chance to express his satisfaction before disconnecting
from an application (i.e., Skype , WhatsApp , and other VoIP cloud

services always ask about the consumer’s experience after each call).

e Access optimization: one of the most important challenges is to keep the
connection between a cloud application and a user established even when a
network link failure occurs. The demand over mutihomed services has in-
creased over the last decade and has become part of every resilient cloud
architecture. Whether it is used for load balancing, or for identifying the best
DC entry point for cloud applications, multihoming remains the best solution

for an optimized access to the cloud.

Figure 3.2 shows the interaction between different elements in a so-called user-
centric cloud architecture: (i) a multihomed distributed data center architecture
with different entry points and different service providers; (ii) cloud users that can
be either mobile or non-mobile; (iii) virtual machines with unique IP addresses, and
that can be migrated on-demand across DCs; (iv) distributed QoS agents that are
able to glean metric information over the user-to-VM links and find the best entry
point(s) to the VM.
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3.4.1 Quality of Service and Quality of Experience

QoS and QoE are both important for service providers: QoS technologies provide a
solid network base on which cloud applications can run (i.e., online gaming, media
streaming, video-conference, etc.), while QoE evaluation processes can ensure that
the offered service stays acceptable for the user. Although both terms are sometimes
inter-changeably sued, it becomes essential to identify how QoS can be related
to QoE in: (i) a single ISP-single data center architecture; (ii) a multiple ISPs-

single/distributed data center architecture.

e Single-homed DC: in this scope, a cloud provider has one single access
gateway to its cloud services. Although this kind of architecture is easier to
deploy, the existence of a single point of failure (SPOF) gateway remain a
major problem. In fact, users are connected to a single entry point located
on a single DC, following passive and not easily controllable BGP routing
paths (assuming the Internet is used for the access). When an impairment
(i.e., high latency/low bandwidth, disaster failover, etc.) occurs on the user-
to-application link will automatically affect the running service, leading to a
non-exploitable application. In this kind of situation, QoE stays unique to

each user but depends highly on the QoS delivered by the provider.

e Multi-homed distributed DC: when introducing multihoming in a sin-
gle/distributed DC architecture, it is clear that the SPOF problem can be
resolved from a networking perspective. It is worth noting that a multiple
ISPs-single DC use case architecture still presents a SPOF from a system per-
spective (if the DC fails the site will go down as well as the services). In
these kinds of architecture the QoE remains unique to each cloud user, but
the multiple access links to a single/distributed DC(s) present a different QoS
proper to each ISP. Therefore, it becomes more difficult to link user’s satisfac-
tion for an application to multiple abutting QoS delivered by different service
providers without an intermediary (agent) that gleans information from each
of these links.

3.4.2 Cloud Network Overlays: Requirements and Specifications

Cloud providers need to manage and optimize their virtual network resources across
their distributed fabric at a minimal cost. Several protocol design efforts have been
made to: (i) efficiently use the underlying network links to achieve high performance
and availability; (ii) accommodate other new protocols and network solutions; (iii)
program the network and redirect the traffic on-demand. We identify three protocol

design goals that motivate our reference protocol architecture:
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e incremental deployability: a novel network protocol should be incremen-
tally deployable guaranteeing interoperability with the existing architecture

and legacy systems;

e routing locator/endpoint identification separation: separating the iden-
tifier from the location for networks is required to support universal mobility
of both users and services, as well as to simplify distributed edge network

facility management;

e cloud network segmentation: three network layers are involved in the
cloud service provisioning in a distributed data center solution: user-VM layer,
the cloud access layer and the intra-DC layer. Protocols acting at each layer

can be different but shall share common control plane elements.

Based on these high-level requirements, we identified three recent protocols ap-
propriate to meet the requirements at each layer: LISP, TRILL and MPTCP (al-
ready presented in Chapter . These protocols have undergone a complete stan-
dardization and industrialization in the last few years. They have been designed
with incremental deployability and locator/identifier separation in mind. More pre-

cisely:

e Locator/ID Separation Protocol (LISP): its implementation uses the
current IP technology and do not hinder the existing BGP infrastructure [10§],
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Table 3.1: LISP vs. GRE vs. VPN.

LISP GRE | VPN
protocol overhead medium | low high
control plane features yes no no
firewall friendliness high low medium
incremental deployability high high | medium
open source implementation | yes yes yes

Table 3.2: TRILL vs. SPB vs. OpenFlow.

TRILL | SPB OpenFlow
multipath forwarding yes yes yes
scalability high low low
incremental deployability high medium | low
open source implementation | yes no yes

Table 3.3: MPTCP vs. SCTP.

MPTCP | SCTP
overhead protocol low medium
middlebox friendliness high low
backward compatibility yes no
open source implementation | yes yes

making it incrementally deployable. It also separates the routing locators
from endpoint identifiers by using encapsulations and decapsulations on edge

routers.

e Transparent Interconnection of Lots of Links (TRILL): with TRILL,
Ethernet frames can travel across legacy clouds seamlessly, making it incre-
mentally deployable [113]. By using Layer-2 encapsulations the locator is sep-
arated from the end-point identifier. It is suitable for the intra-DC network

segment.

e Multipath TCP (MPTCP): does not require any modification to the actual
TCP implementation [12] and can rely on MPTCP proxies [32], making it
incrementally deployable. It is suitable for user-to-application load balancing

segment.

It is worth noting that our protocol choice is certainly not binding; new alter-

native protocols that can meet the same requirements may also be acceptable as
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shown in tables and for example, OpenFlow switching for the intra-DC
segment can be a good candidate but does not scale well, on the other hand SPB
does not scale well and do not have an open source implementation. On the other
hand, Generic Routing Encapsulation (GRE) and Virtual Private Network (VPN)
lack control plane features in order to be used as a cloud access overlay for mobile
users, while Stream Control Transmission Protocol (SCTP) has a larger overhead
protocol and lacks network support in current networking equipment to be used as
a user-to-application load balancing segment.

In the following we describe the collaborative research context that has sup-

ported our reference architecture. We worked on three different projects:

e NUQGE project: when the demand over an application vary, VMs can be
pushed to new compute nodes locally or across DCs without session disrup-
tion to save energy cost . Resource allocations and VM migration were
among the challenging objectives in NUQGE project in terms of user’s
availability and carbon footprint reduction. In this scope, we concentrated our
contribution on reducing the downtime when VMs migrate across distributed
DCs, by providing and building a framework that allows seamless virtual ma-
chine migration as shown in Chapter [} In Figure 3.3, we use LISP protocol
as a cloud access overlay in order to: (i) locate the public identifiers of VMs;
(i) change and update mapping system on-demand; (iii) notify users that the

VM has changed location using a single-hop LISP message.

e ANR LISP-Lab project: thanks to the LISP-Lab project , an exper-
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Figure 3.5: Reference cloud networking architecture.

imental platform project on the LISP protocol, we designed and tested a
combination of protocols on a distributed international LISP platform. In
Chapter [7] we combine LISP and TRILL protocols via an agent that has the
role of translating TRILL metrics into LISP priorities giving providers a better

way to automatically manage LISP entry point priorities (Figure 3.4).

¢ ANR ABCD project: thanks to the ABCD project , on the adapt-
ability of a distributed cloud infrastructure to changing usages and mobility
behaviors, we could have access to real user mobility traces to evaluate the
impact of our solution to adaptively pilot virtual machine orchestration as a

function of user mobility and network states described in Chapter

¢ RAVIR project: most of the times, in a distributed DC fabric, cloud
providers have the possibility to offer entry points to their customers espe-
cially for mobile users. The challenge is to be able to meet users’ expectations
by redirecting the traffic and the resources between multihomed DCs. RAVIR
project concentrates on the conception of a distributed cloud architecture
with multiple operator entry points. In this scope, we provide in Chapter [5] a
versatile platform that can be used with any overlay access protocol in order
to reconcile both cloud users and providers via a QoS agent. The agent is
based on LISP as a multi-operator access protocol and has the following pur-
poses: (i) monitors the users-to-VM connections; (ii) optimize the entry point
to the VM over the Internet by switching the routing locator; (iii) optimize
the VM location across distributed data centers. In Chapter [6] we use MPTCP
as socket overlay on top of LISP in order to offer different physical LISP path

to each subflow, hence maximizing the transfer rates.
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We represent in Figure 3.5 our holistic user-centric cloud network architecture
run and operated by leveraging on the presented protocols. The missing bricks

include:

e how to deal with user and virtual machine mobility while guaranteeing seam-

less cloud service provisioning;
e how to link LISP and TRILL control planes in support of these operations;

e how to link MPTCP and LISP control planes to increase connection resiliency.

We will address these aspects in the remainder of the dissertation.

3.5 Remainder of the dissertation

In the rest of this dissertation we focus our research on the network protocols and
algorithms needed to build our holistic user-centric cloud networking architecture.
We provide in Chapter [4] a solution that uses LISP for seamlessly migrating IP
addresses across distributed cloud fabrics. In Chapter [ we specify a controller
architecture able to orchestrate mobile cloud services and to switch users’ traffic
and virtual machines from one DC to another, based on the quality metrics of the
user-to-VM link. In Chapter [] we propose an enhancement of our architecture us-
ing MPTCP (Layer-4) in order to maximize the user’s throughput. In Chapter
we describe how to combine TRILL and LISP control-planes in order to automat-
ically manage routing locator switching. Finally, in Chapter [8| we conclude this

dissertation.



Chapter

Large-Scale Virtual Machine Migration

The rapid growth of Cloud computing services is putting the network communica-
tion infrastructure under enormous stress in terms of resiliency and programmabil-
ity. This evolution reveals several missing blocks of the current Internet Protocol
architecture, in particular in terms of VM mobility management for addressing and
locator-identifier mapping. In this Chapter, we bring some changes to the LISP
to cope this gap. We define novel control plane functions and show how VMs can
keep the same IP address while changing locations without service interruption. We
evaluate our solution in the worldwide public LISP test bed, involving LISP sites
distant from a few hundred kilometers to many thousands kilometers. We show that
we can guarantee a service downtime upon virtual machine migration lower than a
second across American, Asian and European LISP sites, and down to 300 ms within
Europe. Moreover, we discuss how much our approach outperforms standard LISP
and triangular routing approaches in terms of service continuity as a function of
DC-to-DC and user-to-DC distances.

39
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4.1 Introduction

In virtualization nodes, hypervisors are software-level abstraction modules essen-
tial to concurrently manage several VMs on a physical machine. VM migration
is a service included in most hypervisors to move VMs from one physical machine
to another, commonly within a DC. Migrations are executed for several reasons,
ranging from fault management, energy consumption minimization, and quality of
service improvement. In legacy cloud networks, VM location was bound to a single
facility, due to storage area network and addressing constraints. Eventually, thanks
to high-speed low-latency networks, storage networks can span metropolitan and
wide area networks, and VM locations can consequently span the whole Internet for

public clouds.

Multiple solutions are being experimented to make VM locations independent.
The main trend is to allow transparent VM migrations by developing advanced
functionality at the hypervisor level [25]. In terms of addressing, the main prob-
lem resides in the possibility of scaling from private clouds to public clouds, i.e.,
seamlessly migrating a virtual server with a public IP across the Internet. Multiple
solutions exist to handle addressing issues, ranging from simple ones with central-
ized or manual address mapping using Media Access Control (MAC)-in-MAC or
IP-in-IP encapsulation, or both, to more advanced ones with a distributed control
plane supporting VM mobility and location management. Several commercial (non-
standard) solutions extend (virtual) local area networks across wide area networks,

such as [39], [34], and [43] differently handling Layer-2 and Layer-3 inter-working.

Among the standards to handle VM mobility and addressing issues, we can men-
tion recent efforts to define a distributed control plane in TRILL architecture [18] to
manage a directory that pilots Layer-2 encapsulation. However, maintaining Layer-
2 long-distance connectivity is often economically prohibitive, a too high barrier
for small emerging Cloud service providers, and not scalable enough when the cus-
tomers are mostly Internet users (i.e., not privately interconnected customers). At
the IP layer, the addressing continuity can be guaranteed using ad-hoc VM turnta-
bles as suggested in [37], or Mobile IP as proposed in [27]. However, at the Internet
scale, these approaches may not offer acceptable end-to-end delay and downtime

performance, because of triangular routing and many-way signaling.

More recently, LISP [54], mainly proposed to solve Internet routing scalability
and traffic engineering issues, is now considered for VM mobility and has already
attracted the attention for some commercial solutions [21]. In order to efficiently
handle locator-identifier mappings, LISP offers a distributed control plane, decou-
pled from the data plane. An advantage of LISP is that it can avoid triangular

routing, with encapsulations performed at the first IP-LISP node. Nevertheless,
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based on current standards and literature, there are missing functionalities to guar-
antee low VM migration downtime with LISP. Moreover, those experiences cannot
be reproduced in absence of open source public solutions.

In this Chapter we define novel LISP functionalities to obtain high performance
in large-scale VM live migrations. We provide all the elements to reproduce the
results including reference to an open source implementation of our proposition. Our
solution is based on the definition of LISP control plane messages to fast update ID-
locator mappings, hence overcoming the long latency of basic LISP mechanisms. We
validate and evaluate our solution using the worldwide public www.lisp4.net|and
www.lisp-lab.org test beds, piloting five LISP sites in four countries worldwide.

In the following, we describe our protocol extension proposition in section In
section 4.3, we report experimental results on a real test bed. Section[d.4summarizes
the Chapter.

4.2 Proposed LISP-Based VM Migration Solution

We propose a novel solution to support Internet-scale VM live migration exploiting
LISP protocol. We implemented our solution in the open source LISP control plane
implementation available at [50], which complements the OpenLISP data plane [23].

In live migration techniques we should be able to move a VM keeping its unique
EID, from its actual DC to a new DC maintaining all VM sessions active. As a
preliminary step, the source and destination DCs have to share the same internal
subnet, i.e., the VM unique EID should be routable beyond its RLOC, wherever
it is. LISP supports a large number of locators, and it does not set constraints on
RLOC addressing — i.e., the RLOCs can take an IP address belonging not simply to
different subnets, but also to different autonomous system networks. The current
VM location can be selected leveraging on RLOC metrics. We introduce two main

enhancements to LISP:
e a new LISP control plane message to speed up RLOC priority update;

e a migration process allowing hypervisor-xTR coordination for mapping system

update, thus allowing a seamless IP migration.

Our solution involves the following network nodes: the source VM host and the
destination VM host, both managed by a hypervisor; the VM being migrated from
one host to the other; LISP border routers at the source DC and at the destination
DC; the cloud user accessing the VM.

Following this section we present the novel LISP control plane message we in-
troduced for communications between the involved LISP nodes, then we describe

the VM migration process, and finally we discuss implementation aspects.
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Figure 4.1: Change-Priority message architecture.

4.2.1 Change Priority Message Format

We introduce a new type of LISP control plane message that we call Change Priority
(CP). As depicted in Figure 4.1, we use a new control plane type field value equal
to 5!, and use two bits to define message sub-types to be managed by both xTR

and hypervisors:

e H-bit (Hypervisor -bit): this bit is set to 1 when the message is sent by
the destination hypervisor (the hypervisor that receives the VM), indicating
to the xTR that it has just received a new EID. With the H-bit set, the record
count should be set to 0 and the REC field is empty;

e C-bit (Update Cache -bit): this bit is set to 1 when an xTR wants to
update the mapping cache of another xTR. With the C-bit set, the record
count is set to the number of locators and the REC field contains the RLOC

information to rapidly update the receiver mapping cache.

The other fields have the same definition as the Map-Register message fields [54],
i.e., with EID and RLOC fields, a nonce field used to guarantee session verification,
and Keyed-Hash Message Authentication Code (HMAC) authentication fields useful
to secure the communication (the authentication key used for CP messages can be
different than the one used by Map-Register; provided by the xTR it is able to
handle different keys as shown in [50]).

! A preliminary version of this new control plane message has been presented at the first LISP
Network Operator Group (LNOG) - http://www.lisp4.net/lnog.
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Algorithm 1 CP processing.

Ensure: authenticity of CP message
extract EID from EID-prefix field
if H-bit is set to 1 then
set own RLOC priority to 1
send CP to xTR group with H-bit and C-bit set to 0
register mapping to Map Server
end if
if H-bit and C-bit are both set to 0 then
set own RLOC priority to 255
set locators’ priority in RLOC field to 1
send CP with C-bit set to 1 to all xXTRs that have requested the VM EID
stop registering for EID
end if
if C-bit is set to 1 then
update mapping cache according to received message
end if

4.2.2 VM migration process

The LISP mapping system has to be updated whenever the VM changes its location.

Before the migration process starts, the xTRs register the VM EID as a single /32

prefix or as a part of larger EID (sub-)prefix. The involved devices communicate
with each other to atomically update the priority attribute of the EID-to-RLOC
mapping database entries. The following steps describe the LISP-based VM migra-

tion process.

1. The migration is initialized by the hypervisor hosting the VM; once the mi-

gration process ends, the destination hypervisor (the container that receives
the VM) sends a CP message to its xXTR (also called destination TR) with

H-bit set to 1, and the VM EID in the EID-prefix field.

2. Upon reception, the destination xTR authenticates the message, performs an
EID-to-RLOC lookup and sets the highest priority to its own RLOCs. Then,

it sends a CP message, with H-bit and C-bit set to 0, to update the mapping

database of the xTR that was managing the EID before the migration (also

called source zTR).

3. Before the VM changes its location, the source xTR keeps a trace log of all

xTRs that have recently requested it (we call them client xTRs), i.e., that

have the VM RLOC:s in their mapping cache.
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4. When the source xTR receives the CP message from the destination TR, it
authenticates it and updates the priorities for the matching EID-prefix entry

in its database.

5. To redirect the client session, there are two different possibilities, whether the
client TR is a standard router not supporting CP signaling (e.g., a Cisco
router implementing the standard LISP control plane [54]), or an advanced
router including the CP logic (e.g., an OpenLISP router with our control plane

functionality implemented in [50]).

e For the first case, the source TR sends a SMR to standard client TRs,
which triggers mapping update as of [54] (Map-Request to the MR and/or
to the RLOCSs, depending on the optional usage of proxy mapping, fol-
lowed by a Map-Rely message to the xTR).

e For the second case, in order to rapidly redirect the traffic to the VM’s
new location (destination tTR), the source TR sends a CP message with
C-bit set to 1 directly to all the client £TRs, which will therefore process

it immediately (avoiding at least one client xTR-MR round-trip time).

6. Upon EID mapping update, the client tTRs renew their mapping cache and
start redirecting the traffic to the new VM routing locator(s).

4.2.3 Implementation aspects

The proposed solution has been implemented using open-source software (see [50]),

and its implementation involves both the hypervisor and the xTR sides.

On the hypervisor

we integrated a new function that interacts with libvirt (a management kit han-
dling multiple VMs in KVM hypervisor) [120] to trigger CP messages. When a
live migration starts, the hypervisor creates a “paused” instance of the VM on the
destination host. Meanwhile, libvirt monitors the migration phase from the start
to the end. If the migration is successfully completed, libvirt checks if the VM is
running on the target host and, if yes, it sends a CP message to its local xTR on
the UDP LISP control port 4342. The VM EID is included in the EID-prefix field.

On the xTR

we implemented the Algorithm [I] function in the open-source control plane [35],
providing control plane features to the OpenLISP data plane [23]; the OpenLISP

data-plane router runs in the FreeBSD kernel, while the control plane runs in the
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Figure 4.2: Example of CP signaling exchange during a VM migration.

user space. A new feature is implemented to capture control plane message type 5

and the logic to handle CP signaling.

A signaling example

upon client request, or a consolidation engine, a VM needs to be migrated to another
public DC. As in the Figure[d.2]example, Container 2 starts migrating VM from DC2
to DC1 while Client is still connected. When the migration reaches the stop-and-
copy phase, the VM stops and begins transferring its last memory pages. Meanwhile,
Client loses the connection but keeps routing to DC2.

The hypervisor on Container 1 detects that VM is now successfully running,
indicating the end of the migration. Then Container 1 announces that the VM has
changed its location by sending a CP message with the H-bit set to 1 to xTR 1.
Upon reception, xXTR 1 sends a CP with H-bit and C-bit set to 0 to notify xTR 2
about the new location of the VM: xTR 1 updates the priorities for VM EID entry
in its database.

When xTR 2 receives the CP message, it matches the EID-prefix to the entries
within its mapping database, and modifies the priorities accordingly, then it stops
registering VM EID. As mentioned in Section [£.2.2] xTR 2 keeps a trace log of all
the RLOCSs that recently requested the VM EID. In this use case, Client is the only
one communicating with VM. As a result, xXTR 2 sends a CP with C-bit set to
Client xTR.

Finally, Client xTR receives the CP message, maps VM EID, and nenew its

cache, then starts redirecting Client’s session to the new VM location (DC1).
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ufrj-xtr

Figure 4.3: LISP test bed topology.

4.3 Test Bed Evaluation

We performed live migrations of a FreeBSD 9.0 VM, with one core and 512 MB
RAM (corresponding to a typical service VM like a lightweight web server), from
UROMA1 (Rome) to LIP6 (Paris), under KVM [24]. Figure 4.3 gives a repre-
sentation of the test bed topology. As distributed storage solution, we deployed a
Network File System shared storage between source and destination host containers.
Hence, only RAM and CPU states are to be transferred during the live migration.
The VM containers are Ubuntu 12.04 servers, dual core, with 2048 RAM and using
KVM and libvirt 0.9.8.

We measured many parameters during migrations, by 20 ms spaced pings from
different clients: distant ones at VNU (Hanoi, Vietnam), UFRJ (Rio de Janeiro,
Brazil) LISP sites, and a close one at the INRIA (Sophia Antipolis, France) LISP
site. We should note that:

e the clocks on all LISP sites were synchronized to the same Network Time
Protocol stratum , so that a same VM migration can be monitored con-

currently at the different client sites;

e all xXTRs register to a same MS/MR located in Denmark (www.lisp4.net),
hence avoiding the DDT latency in the mapping convergence (as already men-

tioned in Section .

We performed hundreds of migrations from UROMAI1 to LIP6 sites, over a
period of 3 months at different times of the day. We used two possible inter-xTR

mapping update modes with the proposed control plane enhancement: SMRs to
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simulate standard client xTRs, and CP to encompass the case with enhanced xTRs
at client LISP sites. Given the Internet wideness of the test bed, both the bottleneck
bandwidth and RTTs were floating, depending by the time and day, hence we did a
statistical evaluation as described hereafter. The average measured RTTs between
each site during the migration are reported in Table .I} having both close and
far client sites allow us to precisely assess the migration performance over LISP
protocol.

In order to experimentally assess the relationship between different time com-

ponents and network situations, we measured these different parameters:

e number of lost packets for each client (i.e., the number of ICMP messages that

are lost on each client during migration);

e mapping convergence time for each client: the time between the transmission

of CP by the hypervisor and the mapping cache update on each client.

e downtime perceived by each client: the time during which the client could not
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Table 4.1: Average measured RTT during migrations.

LISP Sites Average RTT
LIP6-UROMA1 30.47 ms
LIP6-VNU 299.86 ms
LIP6-INRIA 16.47 ms
LIP6-UFRJ 246.07 ms

UROMA1-VNU 321.27 ms
UROMAI1-INRIA | 27.27 ms
UROMA1-UFRJ | 259.13 ms

communicate with the VM,
e total migration duration;
e inter-container bandwidth during migration;

e offset for each client: the difference between the clocks on each client and the
NTP server;

e RTT between the VM and the clients.

For the sake of completeness, we report in Figure [4.4] statistics about the total
migration duration. It has a median around 11.75 s for both signaling modes. It
includes the downtime introduced by the hypervisor (pre-copy memory migration:
stop-and-copy phase), not including the service downtime. As depicted in Figure
and as of previous arguments, it is worth underlining that one should expect that:
downtime > downtime introduced by the hypervisor (stop—and—copyﬂ duration) +
the mapping convergence time. The stop-and-copy duration depends on the volume
of the last memory pages to be transferred that, with standard tools, we do not
control. The mapping convergence time reflects our protocol overhead, which is
differently affected by the RTT between LISP sites (Table depending on the
client xXTR support of CP signaling.

In order to characterize absolute service downtime suffered by clients, Fig-
ures and report the boxplots (minimum, 1%¢ quartile, median with the
95% confidence interval, 3" quartile, maximum, outliers) of the obtained number
of lost packets, offset, downtime, and mapping convergence time. We measured
the results with the two possible modes for inter-x TR mapping update, using SMR
signaling and CP signaling.

2During the stop-and-copy phase the VM stops on the source container in order to transfer
the rest of the memory pages, those that have been recently used by the VM (also called dirty
pages) [33].
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4.3.1 Using SMR signaling

As explained in Section|4.2.2] as of LISP standard control plane, the SMR message is
sent by a xXTR to another to solicit mapping update for a given EID. Upon reception
of a SMR, the target xXTR sends a Map-Request to the Map Resolver that forwards
it as an encapsulated message down to the source xTR (if Map-Reply proxy is not
enabled as by default In Cisco routers and as is in our simulations), followed by a
Map-Repply. The overall SMR signaling time should therefore be lower bounded
by one and a half the RTT between the two xTRs, which impacts the mapping
convergence time and hence the service downtime. As of our experimentation,
we obtained a median downtime of about 320 ms for INRIA client (Figure [4.6b),
1.2 s for VNU (Figure and 600 ms for UFRJ (Figure [4.8b). This large gap
between the downtime of close and distant clients can be explained not only by the
distance that separates each client from the VM, impacting the propagation delay
(see Table , but also by the fact that the Map Resolver is closer to INRIA than
to VNU and UFRJ as mentioned in Section 4.3. We find this gap also in the number
of lost ICMP packets, two to three times higher for distant clients than for close

ones (Figure Figure and Figure [4.8al).

4.3.2 Using CP signaling

As explained in Section using CP signaling the mapping convergence time can
be decreased of at least one RTT between xTRs, with an authenticated one-way
message that directly updates xXTR cache upon reception. For the INRIA client,
we obtain a median downtime of 260 ms gaining a few dozens of ms, whereas we
could gain 200 ms for VNU and 400 ms for UFRJ. Moreover, we notice that the
number of lost ICMP packets for distant clients has exponentially decreased. This
is due to the fact that xXTRs have no longer to pass via the Map Resolver to update
their mapping cache. Finally, Figures [£.6d4.7d, and [£.8d] show that the mapping

convergence time component of the downtime decreases with CP signaling for all

cases. While it is roughly between one-third and one-half the downtime with SMR
signaling, it falls to between one-sixth and one-third with CP signaling, and this
ratio is higher for distant clients. This implies that the hypervisor downtime (stop-
and-copy phase) is less sensible to the RTT than the mapping convergence is (likely,
the last page transfer profits from an already established TCP connection with an
already performed three-way handshake).

It is worth noticing that these measurements may suffer from a small error due
to clock synchronization. As mentioned, the xXTRs have synchronized clocks over the
same NTP stratum. The median of the offsets is represented in Figures
and While it is negligible for close clients, it is of a few dozens of ms for distant
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clients, however less of 5% of the downtime.

A more precise insight on the simulation parameters is given by the cumulative
distribution functions (CDFs) in Figure [4.9) There were no relevant differences in
inter-container bandwidth during migrations, just a slightly lower bandwidth for
the CP case. The RTT CDFs show us that, from an Internet path perspective,
VNU appears as more distant than UFRJ from the VMs, with a similar RTT gap
before and after the migration. With respect to the downtime, the relative gap
between VNU and UFRJ clients with CP and SMR is similar. In terms of mapping
convergence time, the VNU-UFRJ gap changes significantly, the reason is likely due
to the amplification of the RTT impact on the convergence time with SMR.

4.3.3 Comparison with alternative solutions

To summarize, our approach offers quite interesting performance, and we show the
advantage of extending the signaling logic to clients’ xXTRs. Our solution offers a
median mapping convergence overhead that varies from 50 ms for nearby clients
(within a few hundreds km) to 200 ms for distant client (at many thousands km),
depending on the signaling scope. With respect to the alternative methods which

are fully handled at the hypervisor level, we assess that:

e with HyperMIP [47], authors experienced a 100 to 400 ms of overhead, which
is almost two times more than our approach, the main reasons being the usage

of Mobile IP and triangular routing;

e similarly in [46] Mobile IPv6 signaling is used to detect VM location change,
reaching a minimum overhead around 2500 ms, linearly increasing with the

network delay, hence largely higher than our approach;

e authors in [37] went a step further implementing pro-active circuit provision-
ing, reaching an application downtime varying between 800 and 1600 ms,

which is more than 4 times higher than with our approach.

As already mentioned in Section [2.5.2] more recent hypervisor-level Layer 2 over
Layer 3 overlay solutions can coexist with our LISP-based VM mobility solution.
Alone, they could handle traffic rerouting upon migration, yet, for Internet com-
munications, they would keep depending on the ingress BGP path hence offering
triangular routing latency to Internet users. With respect to our solution, legacy
triangular routing solutions alone add the source DC - destination DC latency to
application connections, hence discouraging long-distance VM migrations. Their
integration with our solution can therefore bring advantages in terms of forwarding

latency hence transfer time.



CHAPTER 4. LARGE-SCALE VIRTUAL MACHINE MIGRATION

54
1 e 1 ~
208 { 208 :
o ' o /
© N © '
Q ' Qo '
© 0.6 n © 0.6 |
o ! Q |
v ’ () i
= ‘ > '
= 04 : = 04 h
E 1 =] h
£ ; —VM-INRIA E ] —VM-INRIA
S 02 L e VM-UFR] 02 FR VM-UFR]
i --VM-VNU .. --VM-VNU
0 50 100 150 200 250 300 350 400 450 500 0 50 100 150 200 250 300 350 400 450 500
round-trip time when VM is on LIP6 (ms) round-trip time when VM is on UROMA1 (ms)
(a) RTT - LIP6 (b) RTT - UROMA1
1 7 1 v
208 : 208 1'
5 : 3 !
© o ]
Qo ! Qo
206 ' 206 ;
a ' aQ '
o | o '
= ' = !
=04 . = 0.4 :
E ; = ;
£ : —INRIA £ : —INRIA
202 1 S UFRJ 502 ‘; ..... UFRJ
: --VNU ; ! --VNU
0 200 400 600 800 1000 1200 1400 1600 1800 2000 0 200 400 600 800 1000 1200 1400 1600 1800 2000
downtime (ms) downtime (ms)
(c) CP approach (d) SMR approach
1 — 1 =
208 208
o o :
© © 1
Q Q '
206 206 !
o Q. i
9 19 N
= 2 |
© 0.4 204 ;
E 2 H
S —INRIA € !/ —INRIA
3020 | i UFR] 302 ! UFR)
i ~-VNU ; /WU
0 100 200 300 400 500 600 700 800 0 100 200 300 400 500 600 700
mapping convergence time (ms) mapping convergence time (ms)
(e) CP approach (f) SMR approach
1
208
=
o
Q
© 0.6
o
[
=
504
3
€
302 —CpP
----- SMR
o
40 50 60 70 80

30

bandwidth during migration (Mbps)

(g) Bandwidth

Figure 4.9: Cumulative Distribution Functions of different migration parameters



4.4. SUMMARY 55

4.4 Summary

In this Chapter, we proposed a novel LISP-based solution for IP/EID migration
across distant data centers over the Internet. We tested it via the global LISP test

bed. We summarize our major contributions as follows:

e we defined and implemented a new type of LISP control plane message to
update EID location upon migration, with the interaction between hypervisors
and LISP routerg’}

e we performed hundreds of Internet-wide migrations between LISP sites (LIP6
- Paris, UROMA1 - Rome) via the LISP test bed, including the case of clients
close to source and destination containers (INRIA - Sophia Antipolis), and
the case of distant clients (VNU - Hanoi, UFRJ - Rio de Janeiro);

e by exhaustive statistical analysis on measured relevant parameters and analyt-
ical discussions, we characterized the relationship between the service down-

time, the mapping convergence time and the RTT;

e we showed that with our we can easily reach sub-second downtimes upon

Internet-wide migration, even for very distant clients.

3The LISP control plane code with related functionalities is publicly available in [50]. Part of
the CP signaling logic was implemented into libvirt.
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Chapter

Adaptive Virtual Machine Mobility

Management

Cloud applications heavily rely on the network communication infrastructure, whose
stability and latency directly affect the quality of experience. As mobile devices need
to rapidly retrieve data from the cloud, it becomes an extremely important goal to
deliver the lowest possible access latency at the best reliability. In this Chapter,
we specify a cloud access overlay protocol architecture to improve the cloud access
performance in distributed DC cloud fabrics. We explored how linking VM mobility
and routing to user mobility can compensate performance decrease due to increased
user-cloud network distance, by building an online cloud scheduling solution to
optimally switch VM routing locators and to migrate VMs across DC sites, as
a function of user-DC overlay network states. We evaluated our solution (i) on
a real distributed DC test bed spanning the whole France, showing that we can
grant a very high transfer time gain, and (ii) by emulating the situation of Internet
Service Providers (ISPs) and over-the-top (OTT) cloud providers, exploiting many
thousands real France-wide user displacement traces, finding a median throughput
gain from 30% for OTT scenarii to 40% for ISP scenarii, the large majority of this
gain being granted by adaptive VM mobility.

o7
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5.1 Introduction

Cloud computing has witnessed a rapid growth over the last decade, with small and
large companies increasingly migrating to cloud-based Infrastructure as a Service
(TaaS) solutions. Experts believe that this trend will continue to develop further in
the next few years [53]. Cloud providers rely on virtualization to ease network and
service management and to decrease expenses by disentangling the software from the
hardware. Server virtualization also allows taking control over the guest operating
system use of CPU, memory, storage and network resources, and to deploy advanced
applications that can balance processing between the cloud and the client device.
The common goal in mobile cloud computing research is to build a cloud access
infrastructure that is tailored to the mobility and the actual computing capabilities
of client device. Very low latency and high reliability requirements are leading to a
reduced wide area networks (WAN) segment between the cloud and the user, with
a higher geographical distribution of DC facilities. On the one hand, a recent study
in [110] shows that about 25% of collocation DCs have three or more sites, and that
about 5% have more than 10 sites. On the other hand, the so-called cloudlet solution
( [60,185]) is gaining momentum: the idea is to bring cloud servers even closer to
users, with small DCs directly in the access network. These concerns by cloud and
network providers recently led to the creation of a new Industry Specification Group
on Mobile Edge Computing at ETST [58].

Cloud applications are increasingly accessed on the move: when the distance be-
tween the user and the application gets larger, especially for interactive computing-
intensive services, the quality of experience starts declining. To overcome this lim-
itation one key approach is to migrate services (server virtual machines) to the
closest data-center according to user’s movement [86]. Mobile devices using appli-
cations such as remote desktop, real-time voice/video recognition and augmented
reality heavily rely on the cloud back-end and require a very low cloud access la-
tency, between the user and the computation servers, to guarantee a better user
experience. Voice recognition and augmented reality constitute the rising star of
this industry; for instance, the introduction of Google Voice Search [87] and Apple
Siri [88] on mobile phones and wearable smart devices, is revolutionizing the way
mobile devices interact with the cloud. This type of service requires a cloud net-
work infrastructure that can handle large amount of data on the go, with minimum

disruption or quality loss offered to the user.

In this Chapter, we focus on giving mobile and sedentary users a more efficient
way to access their cloud applications in a distributed DC environment making use of
our controller solution, named Protocol Architecture for Cloud Access Optimization

(PACAO), based on LISP protocol. The goal is to satisfy user’s needs by improving
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Figure 5.1: Mobile cloud access reference scenario.

the Cloud access network QoS as a function of user-cloud link quality by switching
the entry DC in the distributed cloud fabric, and migrating VMs at a cloud facility
closer to its user.

The Chapter is organized as follows. Section 5.2 describes the PACAO archi-
tecture. Section presents experimental results. Finally, section [5.5) summarizes
the Chapter.

5.2 Mobile Cloud Protocol Architecture

A reference example scenario is the one represented in Figure 5.1: the user is con-
nected to a VM located on DC 1, managed by a Cloud provider that also operates
other DCs (in the figure, DCs 2, 3, 4) such that all the DCs of the Cloud fabric use
a dedicated private network for inter-DC traffic. The user experience is affected by
various QoS factors such as the RTT and the jitter. Depending on whether SLA
levels are respected or not, the traffic between the user and DC 1 is susceptible
to be switched to the entry of other DCs. If the access DC is switched and if the
VM is not located at the new access DC, the traffic is rerouted from within the
cross-DC fabric to reach the VM. Eventually if the SLAs are not met or can be
further improved the VM can be adaptively migrated to a closer access DC. Our
proposal consists in defining a Cloud access protocol architecture to orchestrate and

manage these Cloud access operations (i.e., adaptive DC entry switching and VM
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migration). PACAOQ relies on an adaptation of LISP architecture as a Cloud access
overlay protocol, and on an optimization framework to adaptively determine the
best entry DC (VM RLOC) and the best VM location on a per-user basis.

5.2.1 Overlay Network Requirements and Features

We express, in the following, the requirements in the definition of a Cloud access

overlay architecture, and then we justify our system design choices.

e [P Addressing continuity: it is important to maintain user’s session when
user changes its attachment point (or RLOC). Keeping a session alive when
changing user IP address without changing the application is not obvious. The
same applies to a VM migrating from DC 1 to DC 2. In fact, in absence of
layer 2 continuity across IP RLOCs (access or gateway points for users, hosting
virtualization server for VMs), layer 3 continuity needs to be guaranteed by

forms of data plane encapsulation able to pass through middle-boxes.

e Access DC switching: the user access or gateway endpoint should be able to
be configured remotely by the cloud operator so that it changes the access
DC toward the service VM (this logic could also be directly implemented in

mobile devices [81]).

e VM mobility: in order to bring a VM closer to its user in terms of SLA
distance, the cloud operator must be able to trigger a VM migration across

multiple sites.

o Cloud access link monitoring: in order to support the decision-making related
to adaptive access DC switching and adaptive VM mobility, the link between
the user and its VM DC location and other possible DC locations needs to be

monitored in order to collect network state metrics.

e VM Orchestration: based on the collected cloud access overlay link measure-
ments, the DC access switching and VM migration decisions need to be taken

at a logically centralized controller.

Among the different overlay protocol alternatives, a few can satisfy the above
requirements. Waiting for a mature specification and implementation of a network
virtualization overlay protocol (NVO) by the NVO3 IETF working group [102], or
other standard development organizations, among the most promising implemented
virtual network overlay protocols quickly reviewed in [110], the single ones sup-
porting addressing continuity, capability to change the location of users and VMs,

and capability to monitor the routing link between user and VM locators with a
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distributed yet logically centralized control-plane, are the LISP and the Virtual eX-
tensible LAN (VXLAN) [|103] protocols, the latter performing Ethernet over UDP-
IP encapsulation. The PACAO prototype makes use of both VXLAN and LISP,
proposing LISP as Cloud access overlay protocol and VXLAN as inter-DC overlay
protoco]lﬂ

In our reference distributed DC fabric, each DC is at least one LISP site and has
at least one LISP tunnel router (xTR). Each xTR can have one or multiple locators
(RLOCs) delivered from different Internet service providers (ISPs). The VMs on
each DC typically have unique and static identifiers (EIDs). Indeed, it is possible
to maintain the same EID while migrating a VM from one DC to another one as it
has been shown in the previous Chapter. It is assumed that a VM is also reachable
through the RLOCs of the other DCs. For example, in Figure 5.1 a VM on DC 1 is
reachable through RLOC A as well as RLOC B without the necessity of migrating
it to DC 3. Thus, an EID-prefix bound to a VM can have one or multiple RLOCs
from different sites with different priorities and weights.

Cloud users can also be LISP-capable mobile nodes that have unique and static
EIDs and change their own RLOC when moving across networks. By decoupling
the locator from the identifier, mobile users are not tied to any geographical location
from an addressing and routing perspective. In fact, as illustrated in Figure 5.1,
when a mobile user with RLOC C moves to a new location, he receives a new
locator: RLOC D.

In the proposed architecture, a logically centralized controller (possibly com-
posed of distributed agents@ monitors and measures periodically the states of the
user-VM link (in terms of RTT, jitter, availability, etc) and decides:

e between the different RLOCs that are sent to users through the EID-to-RLOC
mapping, which should have the highest priority (hence be used by users);

e if after switching to a new RLOC, it is worth migrating the VM to another
DC of the Cloud fabric.

Before formulating the optimization algorithm to be solved by PACAO controller

in order to take the above decisions, we describe its main modules.

!Using VXLAN as Cloud access protocol would generate higher signaling due to its multicast
operations, while using LISP as inter-DC overlay protocol would require additional variations to it
to synchronize VM location states among LISP routers, as far as multicast extensions to LISP are

not defined and implemented.
2 It is worth noting that mobile nodes can also feature a lightweight version of an agent that

gathers statistics based on user satisfaction. This could help the cloud operator to tweak up its
collected QoS data by building a database that maps user satisfaction with the location of the
network as it has been proposed in [59].
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5.2.2 PACAO controller

Accordingly to the requirements and features mentioned above, the PACAO con-

troller is composed of three modules:

e Monitoring Module: it monitors the connection between the user and the VM,
dividing the user-VM link into two links: user-xTR links and xTR-VM links.
To monitor the user-xTR link, active online probes periodically collect QoS
metrics between VM and user RLOCs. In order to support all possible RLOC
switching and VM migration decisions, all VM RLOCs, i.e., DC sites, are
monitored and not only the one that belongs to the site where the VM runs.
The probing operation is performed enhancing LISP probing; as of [54], RLOC
probes are used to determine whether a RLOC is available or not; moreover, it
is suggested that these probes can also be used for monitoring QoS parameter.
Accordingly, we implemented RLOC probing in OpenLISP [106,107] to allow
transporting RTT and jitter metrics. To monitor the xXTR-VM link, common

DC monitoring tools can be used instead.

e Optimization Module: it implements an algorithm that solves the RLOC
switching and VM migration online optimization problem formulated in sec-
tion 5.2.3. When used for RLOC optimization, the agent basically takes the
metrics collected from the monitoring module as input to the optimization
algorithm that determines the RLOC that minimizes a fitness cost. The op-
timization module also maps each user RLOC to a locator set. The latter
contains all locators of the DCs from where the VM is reachable, sorted by
a QoS score: the highest score is attributed to the RLOC that respects and
minimizes the SLA and the cost. The lowest LISP priority (best RLOC) is
then attributed to the locator with the highest QoS score, and so on. When
this module is used to decide the location of the VM, the agent takes the
residual capacity of the destination hosts, as well as the network information
collected by the monitoring module, and then lets the algorithm computes the
best location for the VM.

e Decision Module: based on the optimization solution computed by the opti-
mization module, the decision module determines whether it is worthwhile for
one or a set of target users to keep routing through the same RLOC to reach
the VM. It can also decide if it is worth migrating the VM to another DC.

Each of these modules can logically be implemented on separate nodes or on the
same one; in the former case, PACAO controller can be used by one or multiple
agents. For instance, by implementing the monitoring module in xTRs we can easily

interact with the EID-to-RLOC map-cache through an application programming
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Figure 5.2: Distributed DC reference scenario with functional nodes.
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Figure 5.3: PACAO policy execution chart.

interface (API) to probe the cached entries (RLOCs of each user). It should also
be noted that separating the role of the agents into modules could allow an easier

interoperability with other routing and software-defined network (SDN) protocols.

5.2.3 Cloud Access Optimization

Figure 5.2 depicts an example for the network model. We consider three DCs, DC1,
DC2 and DC3, hosting service VMs, interconnected to each other by a meshed
topology. Each DC has one xTR (xTR1, xTR2, xTR3) with at least one RLOC.
For the sake of simplicity, we consider that a VM is used by one client at the
same time (i.e., services such as virtual workspace or virtual desktop solutions - the
extension with multiple users per VM is straightforward).

As a matter of fact, cloud providers wish to operate their virtual services at

desired level of QoS. The user often pays the service to the providers for an agreed-
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upon level of QoS that, if not respected, can lead to monetary compensations. In
this context, in order to provide the agreed-upon level of QoS thus minimizing the
penalty, the cloud provider is reasonably interested in trying to switch the traffic
of the user to another DC (by changing the priorities of the RLOCs in the EID-
to-RLOC mapping), and possibly also issuing a VM migration. The Cloud access
optimization problem therefore consists in minimizing the penalties that may arise
from not respecting the agreed-upon level of QoS, taking decisions upon switching
RLOC and/or migrating a VM, while respecting network constraints.

We give in the following a linear programming formulation that is versatile
enough to be applied for (i) the RLOC switching problem and (ii) the VM mi-
gration problem, executed sequentially, by changing the meaning of variables and

parameters. The objective is formulated as:

> aT* (5.1)
keK
where K indicates the network QoS or system performance criterion: k = 1 for
RTT, k = 2 for jitter, k = 3 for RAM, k = 4 for CPU, etc. «4 is a weight that
measures the importance for each criterion, such that 0 < o < 1 and Zke ok = 1.
T* is an integer variable representing the penalty that needs to be minimized for
criterion K.
Two important constraints apply to the problem. The first is a mapping integrity
constraint: (i) the VM is only hosted at one DC at a given time, or (ii) the user

uses a single RLOC. Therefore:
d ra=1 (5.2)

deD
where D is for (i) the set of the DCs that can host the VM, and for (ii) the set of
RLOCS a user can redirect its traffic to. 74 is a binary variable indicating for (i) if
a DC d hosts the VM, and for (ii) if user’s traffic is switched to d.
Then we need a QoS level enforcement constraint, in order not to exceed a fixed

threshold or a residual capacity:
mhry < MFTF (5.3)

where m’fl is the measured capacity of criterion & and MP¥ is a residual capacity or
a maximum threshold. If the problem is used to represent the RLOC switching (i),
then: k can be either the RTT or jitter (or potentially any other QoS metric; please
note that availability goal is implicitly enforced by the optimization operations); m’j
represents the measured RTT or jitter between RLOC d and the user; M* is the
maximum tolerated threshold. Note that this last constraint cannot lead to infeasi-
bility, as the maximum tolerated threshold is rescaled by T*. When the problem is

meant to represent the decision problem about migrating a VM to another DC (ii),
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then: mfl represents the actual capacity of the VM such as the RAM, CPU; MF is
the residual capacity on DC d (it is straightforward to also include RTT and jitter
check besides the residual capacity, when needed).

Given the full-mesh and single-hop nature of the cloud access overlay graph, the
problem defined by - does not contains flow conservation constraint, and
with a single bin to pack it has a polynomial complexity and can be easily solved

online.

5.2.4 Online Scheduling Procedure

The above presented optimization can be triggered by the monitoring module at
each arbitrary duration S’ (Figure 5.3) to check the supervised links. At the end of
a time duration S’, the PACAO controller calculates the mean (or any meaningful
statistical value) over the collected statistics for the different reference QoS metrics

and then run the following algorithm:

e Step 1: if the user-VM link measured metric respect the QoS levels, then go
to 1.1, else go to 1.2.

— 1.1: save the measured data to a database and wait until next scheduling

slot t 4 1.
— 1.2: run (5.1)-(5.3) as a RLOC switching problem and apply the solution
via LISP.

e Step 2: monitor the network status between the (possible new) xTR and
the VM for another arbitrary duration S” < S’, with a probing frequency
S" such that a sufficient number of probes can be collected over S"f| If the
agreed-upon QoS levels are respected then go to 1.1, else run Eq. —

as a VM migration optimization problem.

It should be clear that PACAO architecture addresses both the case when a
mobile user roams onto a new location with the consequent change of the user-VM
link performance, and the case of a sedentary user who could suffer from user-
DC network level degradation independent of user mobility (certainly the latter
situation occur less frequently than the former one). In order to minimize signaling
and facilitate data exchange. We implement the monitoring and decision modules

described previously in the xTR.

Example

Figure 5.4 illustrates the steps of interaction between the different elements of the
PACAOQO architecture.

36" ,8"”, 8" can be determined experimentally.
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Figure 5.4: PACAO sequential functional steps.

1. A user establishes a connection with a VM on DC 1. As of LISP architecture,
as soon as a data plane packet needs to be sent to the VM and if no entry
exists in the local mapping-cache, a LISP MAP-REQUEST message is triggered
to get the EID-to-RLOC mapping of the VM.

2. xTR 1 replies back with an EID-to-RLOC mapping in a MAP-REPLY message.
It is worth stressing that the EID-to-RLOC mapping sent to the user contains
all RLOCs of all DCs with different priorities and weights from where the

service can be reached. RLOC priorities are set by the administrator.

3. In order for the VM to communicate with the user, xXTR 1 undergoes the dual
signaling procedure as in Step 1. It then stores the obtained user EID-to-
RLOC mapping in its map-cache, and then actively probes the user, collecting
QoS metrics by RLOC probing. As discussed in the previous section, the
other xTRs should also gather some metrics. However, only xTR 1 knows
about user’s location. To overcome this problem, all xXTRs should securely
synchronize their mapping cache. Alternatively, the xXTR may be data plane
only elements (e.g., OpenVSwitch nodes, which natively support LISP data
plane) controlled by an external SDN controller centralizing data collection

and processing.

4. At the end of a time slot (S” ), xTRs send the collected QoS metrics to the opti-
mization module where the algorithm described above is implemented. Based
on the algorithm first output (RLOC switching results) the agent changes the
priority of the RLOC set in the mapping registrations, and then notifies the
user’s endpoint and updates the Map-Server.
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5. When the agent gets the second output, if needed it triggers a VM migration
to the new hosting DC.

5.3 Test bed Experimentation Results

PACAQO architecture has been implemented using the following nodes.

xTR

we used the OpenLISP development version |[106] as xTR software routers, to which
we added RLOC probing feature using not only the basic RLOC availability mecha-
nism but also the RT'T and jitter probing logic. The xTR sends probes and collects
QoS metrics between xTR, locators and all the other locators in the mapping cache
for each EID entry. The statistics are then saved in a log file (JSON format) that
is exploited by the controller. Note that the probing frequency can be changed in
the OpenLISP configuration files.

Controller

we implemented the PACAO controller, its monitoring, optimization and decision
modules, using Python. For the monitoring module, the controller uses the log file
above to get the user-to-xTR and xTR-to-VM QoS metrics. We used the GNU
Linear Programming Kit [82] to solve the optimization problem described in sec-
tion 5.2.3. To switch RLOCs we used an API provided by OpenLISP in order to
get the EID-to-RLOC map cache, then send the CHANGE-PRIORITY message we de-
veloped for [99], and update the user’s mapping cache; to migrate a VM we use the
VIRSH command interface provided by libvirt APT [120] in KVM. It is worth noting
that we chose to put the controller at the hypervisor level to overcome some root
restrictions; in general, the controller could be placed in xTRs or even integrated
with OpenStack or alternative SDN controllers.

Our test bed is represented in Figure 5.5. We joined the Nu@ge [80] and the
LISP-LAB [75] experimental networks, with three sites in Paris metropolitan area
network (Telcocenter DC in Courbevoie, Marilyn DC in Champs-sur-Marne, and
LIP6 DC) and one in Lyon (Rezopole in Lyon-IX), in order to allow for wide VM
migrations and emulate a distributed DC fabric using KVM virtualization servers
at each site. Using VXLAN [103], we meshed the 3 KVM servers acting as service
VM containers: one at TelcoCenter DC, one at Marilyn DC and the last one at the
LIP6 DC. In order to perform seamless VM migrations, we connected them to the
same network using an OpenVPN server (disabling authentication and encryption

features to reduce the VPN overhead and accelerate the communication). VXLAN,
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Nu@ge LISP-Lab

Site 3

Figure 5.5: testbed network.

running over the VPN, enables internal traffic redirection. The service VM is an
Ubuntu 14.04 server that uses a mounted disk on a network file system.

All the inter-DC links use the plain Internet, except the Marilyn-TelcoCenter
one that is a 10 Gbps Ethernet over fiber link, yielding to a heterogeneous test bed
setting. In order to ensure the isolation with other existing services already running
on the DCs, we run our experiments in a [aaS using OpenStack, connecting service
VMs to the xXTR via VXLAN. VXLAN ensures that the IaaS is reachable by both
DCs. We also created an FTP server on the IaaS in order to measure the user

throughput.

5.3.1 Routing Locator (RLOC) switching

We first run experiments to evaluate the RLOC switching feature alone, using the
TelcoCenter and Marilyn DCs only in the distributed DC fabric. The user is an
OpenLISP FreeBSD 10 xTR, located in Non Stop Systems premises behind an
8 Mbps ADSL connection with an average RTT of 35 ms with the Marilyn DC and
a 37 ms with TelcoCenter DC. We used the RTT as user-VM QoS metric. We have
turned our tests over a period of one month between 8:00 PM and 8:00 AM. We

compare two different cases:
e Legacy: basic configuration with fixed RLOC.

e PACAO-1: our solution limited to RLOC switching optimization feature (VM

migration disabled).
The scenario is summarized in Table 5.1:

1. the user downloads a 300 MB file from the server. It connects to TelcoCenter’s
xTR (whose RLOC priority is set to 1, while Marylin’s is set to 2);
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Time (s) | Perturbation actions and PACAO actions
125 Stress link between user and TelcoCenter xTR.
135 PACAO switches traffic to Marilyn RLOC.

385 Stop stressing the link.

Table 5.1: First experimentation scenario time line.
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Figure 5.6: Average download speed (scenario of Table 5.1).

2. we set S’ to 10 seconds;

3. after 125 seconds we artificially increase the RTT to simulate access point or
network impairment between TelcoCenter xTR and the user. The injected
RTT varies between 100 ms and 1000 ms;

4. the agent switches the RLOC to Marilyn xTR;
5. we stop stressing the link after 385 seconds.

Each scenario is repeated about 50 times and the following results are averages
(95% confidence error bars not plotted because they are not visible). In Figure 5.6,

we report the average measured bandwidth for four different emulated network
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Figure 5.7: Total amount of data downloaded in 450 s

impairment cases: we inject delays on the user-RLOC link of 100 ms, 200 ms,
400 ms, 1 s. We notice that for the legacy case the bandwidth decreases drastically
at 125 s as one would expect. However, in PACAO-1, thanks to the adaptive RLOC
switching the bandwidth is quickly restored. It is worth stressing that it takes
S’ =10 s, plus one half of RTT in order to update the map cache of the user with
the CHANGE-PRIORITY message [99].

For the sake of completeness, we report the downloaded volume for the two sce-
nario under the four different network impairment cases, during 450 s, in Figure 5.7
for both solutions. We clearly see that with PACAO-1 we maintain roughly the
same downloaded volume whatever the importance of the network impairment is,

improving the download rate by 80%.

5.3.2 RLOC switching and VM migration

We then run the complete PACAO solution, this time using all DCs with the user
host running as a FreeBSD 10 OpenLISP xTR VM on the KVM server of the
Rezopole DC site (this allowed us to run the simulations more frequently during
the day and night over a more reliable connection).

With respect to the previous experiment, for which we only monitored the user-
xTR latency, we did also monitor this time the RTT on the xTR-VM link too:
the sum yields to the global user-VM latency. Note that in order to trigger a VM
migration after switching the RLOC we have overloaded the inter-DC links. As a
result we generate high load of traffic that is able to jam the bandwidth and the
delay.

For a complete statistical measure we have used IPERF for generating traffic,

simulating both TCP and VolP connections and opposing three different cases:
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o Legacy situation.
e PACAO-1: PACAO with only RLOC switching.
e PACAO-2: PACAO including VM migration.

These scenarios are conducted at night between 8:00 P.M. and 8:00 AM, and are

repeated 100 times in order to get statistically robust results.

Time (s) | Perturbation actions and PACAO actions
50 Stress link between user and TelcoCenter xTR.
60 PACAO switches traffic to LIP6 RLOC.

67 PACAO migrates VM to LIPG6 site (16 s).

187 Stress link between user and LIP6 xTR.

198 PACAO switches traffic to Marilyn RLOC.

204 PACAO migrates VM to Marilyn site (27 s).

Table 5.2: Second experimentation scenario time line.

We then apply to each case the steps in Table
1. we start IPERF from both user and VM;

2. after 50 s we stress the link between the user and TelcoCenter xTR; while for
the legacy case nothing changes, for the PACAO cases the controller monitors
the link for S’ = 10 s and takes the decision to switch the traffic to LIP6
RLOC at 60 s.

3. after S” =5 s, the controller runs only for PACAO-2 case the VM migration
optimization (based on statistics collected between each xTR and the actual
position of the VM, TelcoCenter DC), and then issue a VM migration to the
LIP6 DC;

4. we repeat the same operation after 120 s, so that PACAO first switches the
traffic and then migrates the VM to the Marilyn DC.

As depicted in Figure 5.8 we run the experimentation for the three cases. One
should notice that, even after switching the RLOC, the user connection is heavily
affected due to inter-DC overloaded links. To overcome the problem the PACAO
controller migrates the VM as well in order to prevent traffic redirection. The
measured data in the boxplots (minimum, 1% quartile, median, 374 quartile, max-
imum) of Figure 5.9, shows we can gain up to 40% by switching the RLOC then

migrating the VM in the use case described above.
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One concern is whether the proposed PACAQO adaptive VM migration is suitable

for real-time services, sensible to packet loss and jitter.

Figure 5.10 shows the experienced packet-loss ratio during real-time UDP-based
streaming traffic. Asshown, we get with the provided long-distance setting a median
of 4% packet loss, which can be considered as marginal, also considered that other
advanced techniques are available in commercial products to practically nullify the
loss by means of triangulation. The jitter results of these simulations are represented
in Figure 5.11, which shows no noticeable difference between the two PACAO cases
that offer more stable performance (lower dispersion around the median) than the

legacy solution.
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5.4 Evaluation using Real Mobility Traces

To better understand how our framework would perform in real deployments, we
extracted real cellular user’s large-scale mobility traces and evaluate the impact of
PACAO with different DC geographical distributions. Before detailing the emula-

tion environment, we first provide a description of the data set.

5.4.1 User mobility traces and data center distribution

Via a French collaborative research project, we could access large-scale 4G user mo-
bility traces from Orange mobile network, made anonymous in their identifiers and
in the precise locations. Positioning was indeed at the LAC (Local Area Code) level,
a LAC being a macro-region ranging from few kilometers to dozens of kilometers
of radius, depending on population density. Moreover, only the LAC-level trajecto-

ries shared by at least 2 users are extracted (accordingly to [55]). The data comes
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(b)

Figure 5.12: Representation of the employed trajectories and data-center distribu-

tion.

from network management tickets, collecting LAC-level positioning and applica-
tion volume information on a per-session basis, every 6 minutes. We used mobility
traces of one single day, giving a total of 2.6 millions useful user entries. Applying
2-anonymity aggregation, and then keeping only those trajectories crossing more

than 3 LACs, we get the 36,450 trajectories we used for our simulations.

About the DC geographical distribution, we adopted a gravitational distribu-
tion as a function of user density - this is practically implemented as a uniform

distribution over the LACs, LACs having a geographical coverage that is inversely
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Figure 5.13: Emulated round-trip-times between network nodes.

proportional to user density. Fach LAC being the possible location of a DC, with
no more than one DC per LAC. In the following simulations, we vary the DC dis-
tribution from 1 to 64 over French and European territories. The France-wide DC
distribution can be considered equivalent to a deployment of the PACAQO architec-
ture into national ISP networks directly offering laaS services to their users. The
Europe-wide DC distribution, instead, can be considered equivalent to the situa-
tion of an over-the-top (OTT) IaaS provider, transparently interconnected to ISPs
and orchestrating resources based on collected measurements. Accordingly, the two
use-cases are hereafter referred to as ‘France/ISP’ and ‘Europe/OTT’ use-cases.

Based on a given DC topology for each simulated instance, we computed the
round-trip time (RTT) between DCs, and between users and DCs, as follows. The
baseline propagation delay is computed as the rough RT'T one would get using a fiber
link interconnection (speed of light at 200 000 km/s leading to roughly 1 ms each
100 km) over the Euclidean line connecting the nodes; the RTT is then computed
as 3 times the propagation delay (higher than 2 times as the real physical path has
to be in fact longer than the direct Euclidean one). For the connection between the
user and the DC, we shift the values by 40 ms to reproduce well-known bufferbloat
anomalies in today’s 4G networks.

Figure 5.12 represents the 64 DC locations as well as the mobility traces. Fig-
ure 5.13 reports the resulting distribution of used RTTs, between user and DCs and
between DCs, for the France/ISP and Europe/OTT cases.

5.4.2 Simulation Results

Based on the collected data set, we have written a simulator that mimics PACAO
functionality and estimates the RTT between users’ geographical position and the
DCs. The simulator is written in Python and uses CPLEX to run the optimization

module.
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Figure 5.14: France/ISP: round-trip time results as a function of PACAO S and
S” time-slots values.
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Figure 5.16: Maximum estimated throughput (Mbps).

We want to first determine the regime under which our proposal offers the best
results, i.e, which DC distribution and which time-slot (S’, S”) setting shall be used
for real deployments.

As the PACAO policy impact strongly depends on the QoS bounds , we
evaluated different latency bounds: the 15¢ decile (strict bound), the median decile
bound, and the 9" decile (loose bound) taken from the distributions in Figure 5.13.
We run it for each of the following DC distributions: 2, 4, 8, 16, 32, 64 DCs. In
Figure 5.14, 5.15, we plot the offered median RTT as a function of S” and S” (see
sect. , for the three latency bounds, for the France/ISP and the Europe/OTT
use-cases. The range for S’ goes from 10% to 90% of the residence time for each
user in each LAC. As already mentioned, S” < S’ to ensure fast VM migration
decisions with a minimum quality loss - for a given S’, S” ranges in [0.15’,0.95"].

First, we notice that under the loose bound, the results are uncorrelated from

the values assigned to S’ and S”. Furthermore, we can notice that:

e Passing from the median to the strict latency bound, a decrease of from 5%
to 10% in the median RTT can be observed in the France/ISP case especially
with a high number of DC sites. The reason is that 90% of the customers
(Figure 5.13b) have a user-DC latency that is greater than the strict bound,
i.e., most of the users can first change their access gateway before migrating
their VM while they are moving. This is less evident for the median and loose
latency bounds because only 50% and 10% of users (loose latency bound) have
a user-DC latency higher than the bound, respectively. This phenomenon is
less important for the Europe/OTT case, for which a smaller RTT reduction

can be noticed only for some DC distribution cases.

e While starting with 16 DCs the S’ and S” values have a significant impact on
the RTT for the France/ISP case, for the Europe/OTT case we have better
results for the 4-DC and 8-DC distributions. Indeed, in the former case the
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user mobility is confined within the French frontier and there is no roaming
across European cities. Intuitively, when the latency bound plays a relevant

weight, the less time we take to act the better the performance is.

e For the France/ISP case, we observe a latency improvement for low S’, S”
combinations for a distribution of 16, 32 and 64 DCs. By dispersing the DCs
more in France (Figure 5.12a), we assign to mobile users access gateways closer
to their locations, thus providing higher availability as well as 30% gain in the

cloud access latency.

e The lower impact of S’, S” setting for the Europe/OTT case than for the
France/ISP case is mostly due to the higher distance of the DCs in Europe
for French mobile users. However, we notice that we have a 15% of latency
gain (strict and median latency bound) for a DC distribution of 4 and 8 which

corresponds to countries abutting France.

e Overall, the best performance is reached with 64 DCs for the France/ISP case
and with 4 DCs for the Europe/OTT case.

Figure 5.16 provides the maximum estimated TCP throughput on a lossless path
between legacy architecture and PACAO framework, computed dividing the typical
TCP window size (163840 bytes) by the RTT [104], for the best S’, S” configuration
6’, 36” with 64 distributed DCs for the France/ISP case and 4 DCs for Europe/OTT
case. We separate the PACAO-1 step from the PACAO-2 step to better show the
impact of VM migration. Besides switching the RLOC (PACAO-1, which grants
limited bandwidth gain to some users), linking VM mobility to user mobility grant
a median gain of roughly 40% for the France/ISP case and of roughly 30% for the
Europe/OTT case.

5.4.3 Dealing with Cloud Access Congestion

Our cloud access optimization formulation proposed in section 5.2.3 can be extended
to take into consideration the work load on each DC. This can be needed when the
gap between global users’ traffic potentially entering in a DC is on a comparable
scale than the DC access link capacity. In such cases, congestion delay, packet loss
and DC unavailability can manifest if too many users are concurrently being affected
to a same DC. For such traffic congestion situation, link latency can be expressed by
a piece-wise function [56|, as depicted in Figure 5.17. We provide in the following a

reformulation of the optimization problem to deal with cloud access congestion.
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Reformulation

The previous formulation needs to be adapted to take into consideration many users
at once, instead of a single one. The decision needs no longer to be where to dispatch
a user and where to migrate a user’s VM, but how to take these decisions for a group
of users, simultaneously. The bin-packing problem hence becomes more challenging
(NP-hard); therefore, we foresee in the new formulation a math-heuristic approach
to iteratively take a subgroup of users, so that by setting the size of each subgroup
we can control the time complexity. The new formulation is as follows. The new
notation is described in Table 5.3

min T =Y T, (5.4)

where U is a set of users, T is the global penalty. Four constraints apply. The first

is an integrity constraint - a user can only have one connection to one DC:

=1 VueU (5.5)
deD

The number of users on a DC does not exceed a maximum number defined by
the operator:
rdyel<cd VYdeD (5.6)
uelU

where e?

is a parameter that represents the number of existing connection (users)
on a DC d. The global latency on a DC is set following a piece-wise function of the
load:
1
ldszl<cd<2rff+ed>> — Lmaz(1—0;) Viel, VdeD (5.7)
uclU

Y oi=1 (5.8)
el
where ¢ is the additional latency on a DC d. Ly is a big-M parameter. I
is the set of piece-wise steps. The last constraint is to push and meet the latency
SLA:

+18<LT, VdeDuelU (5.9)

Similarly, additional additive SLA constraints can be applied, for instance on the
packet loss, etc.

The time-complexity can be controlled by dividing the users into sub-groups,
executing the optimization iteratively for different groups, by increasing e? whenever
users are added to a DC d.
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Figure 5.18: RTT distribution under congestion-aware optimization for different DC

distributions.

Simulation Results

In Figure 5.18 we report the CDF of the RTT under (5.4)-(5.9), for different DC
distributions and for the two use-cases. We set the maximum latency bound to
the strict latency bounds previously adopted, and used the piece-wise function of
Figure 5.17. We set the congestion latency component scale as of Figure 5.17 so
that it has a non negligible impact on user’s latency. The maximum capacity of
each DC is set to twice the bandwidth required to collect the portion of traffic in
case of equal traffic proportioning over all available DCs, so that each DC cannot

be overloaded attaining 700 ms.

The main result that derives from Figure 5.18 is that, under congestion-awareness,
the number of deployed DCs do not matter that much any longer, as far as their
access capacity is appropriately dimensioned to accommodate all traffic (as it should
be for real deployments). Indeed, the CDF's overlap for almost all the cases except
with 64 DCs, where 50% of the users have a RTT that is greater than 75 ms.
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Parameters

c? maximum capacity for DC d € D

L maximum allowed round-trip time
f3(z) | i-th latency function on DC d € D de-
pending on its access link load x

e number of existing users on DC d € D
latency between user u € U and DC
de D

Binary variables

rd 1 if user u € U is connected to DC
deD

od 1 if the i-th latency function f¢(x) is
activated

Non-negative continuous variables

T, > 1, penalty of user u € U
14 global latency on DC d € D

Table 5.3: New variables and parameters.

To give an idea on the obtained result, we depict in Figure 5.19 how users get
dispatched on the distributed fabric, for the 64 DC France/ISP and 4 DC Eu-
rope/OTT cases, as compared to the solution without congestion awareness. The
load is better balanced over all the available DCs under congestion awareness. In
the Europe/OTT case, this leads to higher load on the eastern DCs, as the western

DCs were capturing most of the traffic.

5.5 Summary

A major concern in mobile cloud networking is finding automated and transparent
ways for smart virtual machine mobility taking into account major user displace-
ments, in a cloud network context where the data center fabric is geographically
distributed. Should the user get too far away from its infrastructure as a service
(IaaS) virtual machine resources, open challenging research questions are to de-
termine if and how it would be beneficial (i) to migrate its virtual machines to a
closer data-center virtualization facility nearby, (ii) to just switching its data-center
routing locator (entry point of the distributed cloud fabric), (iii) to perform both

previous operations, and finally (iv) how to technically perform these operations
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Figure 5.19: Distribution of users over DCs with and without congestion-aware
scheduling.

transparently with respect to the underlying network infrastructure.

In this Chapter, we designed a cloud access overlay protocol architecture able
to support and perform these tasks. It includes a controller able to compute and
instantiate, in an online fashion, new user-to-data-center flow assignment as well
virtual machine migrations across data-centers. The cloud network overlay is based
on marginal improvement of the LISP protocol, which is able by means of IP-over-
IP encapsulation to support live virtual machines across distant data-centers. The
routing decisions taken by the controller are triggered by changes in the network
states, such as increased latency between user and its VMs, and can be run on

a per-user fashion or grouping multiple users in the same time to master crowd
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congestion effects.

We evaluated our proposal with two different methodologies, on a real geo-
graphically distributed test bed including four distant data-centers in France, and
by simulation using large-scale mobility traces from a major mobile Internet service
provider.

The test bed results show that the gain in terms of throughput can be very
important, more than double with respect to the legacy situation with a fixed data-
center entry point and no adaptive virtual machine mobility. A very high marginal
gap is brought by adaptive virtual machine mobility, while data-center routing loca-
tor switching alone can grant a less important, yet high, gain. The downside can be
represented by a non negligible packet loss, at some extent critical for UDP-based
service, due to virtual machine migration, which can be however minimized using
advanced commercial techniques than those we could use for testing.

The simulation run using 36,450 anonymized real user mobility traces across the
whole France, and simulating different distributed data-center topologies ranging
from 4 sites to 64 sites over both France and Europe scales to simulate the use-case
of a national ISP and of an OTT cloud provider. The results show a first counter-
intuitive result that the largest gain can be granted with many (64) DCs for the
France/ISP use-case and with a few (4) DCs for the Europe/OTT case. The gains
in terms of median throughput are as high as 40% for the France/ISP case and
30% for the Europe/OTT case with respect to the legacy situation. The simulation
results confirm the test bed results about the importance of linking virtual machine
mobility to user mobility, besides simply switching the data-center routing locator.

Our results are very promising and positively support the technology shift in
mobile cloud networking represented by linking virtual machine mobility to user mo-
bility. We proved by both test bed experimentation and simulation results against
real traces that disposing of a distributed data-center fabric can bring to major ben-
efits for the users in terms of throughput and cloud access/retrieval latency. Such
networking situations are particularly appealing as they also offer higher availability
and path diversity to users. In the next chapter, we plan to investigate how the
usage of multipath transport protocols can grant additional performance gains to

the user, and the data center access network provider.



Chapter

Cloud Access Acceleration with

Multipath Transport

The explosion of cloud-based applications is leading to a much higher demand on
both computing and network infrastructure resources. Enhancing the user’s expe-
rience, by reducing the latency, increasing network stability and throughput, using
Layer-4 and Layer-2 acceleration protocols becomes an important challenge for cloud
operators. In this Chapter we show how MPTCP access can be integrated to our
reference architecture in order to load balance the user’s traffic efficiently by in-
creasing its throughput. For situations when at least one end-user is multihomed,
we propose to enhance its subflow mechanism so that MPTCP creates an adequate
number of subflows considering the underlying path diversity offered by LISP. We
defined and implemented a cross-layer cooperation module between MPTCP and
LISP and we evaluated it with a realistic cloud access use-case scenario involving

one multihomed data center.

85
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6.1 Introduction

In Internet-working research, multipath communication capabilities are becoming an
increasingly popular subject as Wide Area Network (WAN)-wide multipath protocol
features and implementations become more and more tangible. Indeed, to reap the
benefit of multipath forwarding - that is in our perspective to gain in resilience
and throughput - one need at some point is to have different data flows following
physically disjoint paths.

From a physical network perspective, the competition between telecommuni-
cation operators resulted in the construction of parallel physical networks till the
home, be it wired (xDSL, optical fiber links) or wireless (3G, 4G, etc...). At the
same time, enduser laptops and cellphones got equipped with concurrent interfaces
such as WiFi, Bluetooth, 4G. On the server side, data centers tend to be connected
to the Internet through several ISPs to improve their resiliency, i.e. data centers are
more often multihomed. In the end, networks may well provide physically disjoint
paths between the servers and its endusers, both ends still need to be able to use
these different paths concurrently to improve the performance. The exploitation
by the transport layer of this path diversity available end-to-end at the IP layer
is actually not easily attainable. What is left to use these paths simultaneously is
an adequate protocol stack, flexible and compatible enough with the existing envi-
ronment, able to stitch transport-layer multipath capabilities to different IP-layer
paths.

A significant amount of work has gone into devising the SCTP [138]. Its later
equivalent Multipath TCP [139] is more retro-compatible and hence is more likely
to be largely deployed than SCTP. Indeed MPTCP is compatible with TCP, both

at the header and at the congestion mechanism levels:

e if one of the endhost is not MPTCP compliant or if there are middleboxes
preventing the use of MPTCP, then the TCP connection falls back to legacy
TCP;

e an MPTCP connection can coexist with other TCP connections, i.e., the

MPTCP connection does not get more capacity than the TCP connections.

The congestion mechanism objectives set in the specifications also states that
MPTCP must get at least as much capacity its TCP equivalent would get. Thus,
the congestion mechanism and the subflow management system appear tightly in-
terlaced; when to create new subflows or to delete them becomes a critical question.
The MPTCP stack has a poor knowledge of the underlying network to adopt ef-
ficient decisions, but lower layers may share useful knowledge to support MPTCP

for an efficient subflow selection. For instance, creating several subflows for a data
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center communication with a Layer-2 bottleneck, e.g., due to a shared spanning
tree segment, might prove counterproductive in terms of processing overhead vs.
increase in throughput; similarly, an Internet cloud-access multipath communica-
tion with a server in a data center through a single external path (single provider)
could offer no performance gain.

The purpose of this study is to combine IP path diversity to different MPTCP
servers and users in a cloud network where at least one side, path diversity is
available at the IP layer, but not usable with native protocols. More precisely, we
propose a specific cross-layer signaling to allow a MPTCP endpoint to profit from
path diversity offered by a LISP network. LISP can give hints to MPTCP about the
Wide Area Network (WAN) paths diversity between two MPTCP endpoints. By
allowing sharing of such an information among endpoints, we influence the number

of subflows to create.

6.2 Supporting Transport Layer Multipath Connections

After formulating a cloud access optimization under traffic congestion situations in
Chapter[5], an open question that we want to address is whether the usage of Layer-4
load balancing protocols, such as multipath transport protocols, at the mobile device
or access point level can be beneficial to the user under this setting. Therefore, if it
is possible to combine multipath TCP with a cloud access overlay protocol, such as
LISP, via multiple routing locators in a distributed DC situation, what could the
impact be on the end-user’s experience?

To take the multipath transmission feature into consideration, the formulation
— in Chapter section can be slightly modified, changing the rZ from
a binary variable to a non-negative continuous variable subject to the following two

additional constraints:

drl=1 VueU (6.1)
deD
0<ri<1 YueUVdeD (6.2)

[6.1] can also be relaxed to allow throughput increase when the optimization

objective allows 7¢ to take values higher than 1.

6.3 MPTCP a Cross-Layer Solution

The current MPTCP path discovery does not explicitly limit the number of sub-

flows to create, so current implementations create by default a mesh of subflows
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subflow1

mobile LISP/

. .. subflow2 ) MPTCP user

Figure 6.1: Example of a multihomed data center and associated MPTCP subflows.

between two hosts’ IPs. Most of the times, the more the subflows, the higher con-
nection throughput, under appropriate congestion control (note that there are also
cases in which this default mechanism would prevent MPTCP from increasing the
throughput, and cases where fewer subflows could provide the same gain by using
fewer network resources). We target the specific case where more subflows could
be created if intermediate multipath forwarding nodes (at the border between the
local site and the WAN) can be used to split subflows over different WAN paths,
under the hypothesis that the connection throughput is limited by WAN capacity
rather than by Local Area Network (LAN) capacity.

In the following, we describe how the MPTCP path discovery can be augmented
in this sense in a LISP network. Then we present the required signaling between
MPTCP and LISP network elements, and the possible methods to perform the

required multipath subflow forwarding.

6.3.1 Subflows On-Demand

The MPTCP specification — see the path management section in [139] — states that
the path discovery mechanism should remain modular so that it can be changed
with “no significant changes to the other functional components ”. We leverage on
this specific part of the MPTCP protocol to define an augmented subflow discovery
module taking profit of LISP capabilities, to augment MPTCP performance while
preserving endhost resources.

Figure 6.1 presents a cloud access situation where MPTCP could perform better
if its path discovery module were informed of LISP path diversity and forwarding
capability when creating subflows. In the example situation, there is one IP on the
client host and one IP on the server; as such, the legacy MPTCP mechanism creates
only one subflow. Under the assumption that commonly connection throughput is
limited by WAN capacity rather than by LAN capacity, limiting to a single subflow
prevents from benefiting of the WAN path diversity and the likely greater through-
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put achievable if forms of multipath forwarding at intermediate nodes exist. A
LISP network offers the signaling capabilities to retrieve path diversity information,
and the switching mechanisms to ensure multipath forwarding. In the Figure 6.1
example, this is possible establishing two subflows instead of one, assuming each
subflow is forwarded to a different IP transit path (guaranteed as explained next)
thanks to the LISP-capable border router. It is worth highlighting that as of the
specifications - and as implemented in the MPTCP Linux implementation [141] -
different MPTCP subflows can share the same source IP provided that they use
different TCP ports. This subflow identification mode should be used to create the
additional LISP-enabled subflows.

More generally than the example in Figure 6.1, the number of MPTCP sub-
flows can be significantly increased thanks to LISP capabilities in the case the
endpoints dispose of multiple interfaces. We assume communications between hosts
are strongly asymmetric, the largest volume being from server to client, so that the
client-to-server flow essentially consists in acknowledgments. Let I; and Iy be the
number of interfaces of server endpoint (or of the hosting hypervisor in case of VM
server) and client endpoints, respectively. A LISP site can be served by one or many
LISP routers, each disposing of one or many RLOCs. Let L] and Li be the number
of locators of the rh LISP border router at site 1 (Server side) and 2 (Client side),
respectively. Therefore, the maximum number of subflows that can be opened by
legacy MPTCP is [1lo. Following the design choice to route only one subflow over
one RLOC-to-RLOC inter-site path to avoid bottlenecks and other management
issue in the WAN segment, the number of maximum number of subflows that could
be opened thanks to LISP multipath forwarding is (3_, L7)(>_, L5). Then we can

distinguish two cases:

1. if the LISP site network allows full reachability between endpoints and cor-
responding ITRs, and endpoint’s traffic reaches any corresponding ITR in a
non deterministic way, then the maximum number of subflows that shall be

opened is:

N = maz{tilz; (32 1) L)} (63

LISP-based augmentation would likely be effective only if the second term
is higher than the first. The non deterministic interconnection between the
endpoint and its ITRs can be due, for instance, to adaptive L1/L2/L3 traffic
engineering changing routes and egress points from time to time even for a
same application flow, or load balancing such as equal-cost multipath L2/L3
routing so that different subflows may exit by different ITRs. It is worth high-
lighting that is only a suggested upper bound; in the case the right term
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is the maximum, in such non deterministic situations there is no guarantee
the N, WAN paths will be used, especially if Iy < > L} orlp < > L5;

2. if each of the endpoint’s interfaces can have its traffic routed via one single
RLOC each, then we can take a much larger profit from the LISP path di-
versity. The best situation is when Iy > > L and Iy > > L5. So, if the
number of the interfaces is at least equal to the number of the RLOCs, then
the desired feature is to explicitly link each interface to the right I'TR. Such a
setting is the de-facto setting when the user is a LISP mobile node MPTCP-
capable user; for the Cloud server side, it is technically plausible to create a
number of virtual interfaces and bind them to different ITRs via virtual LAN
mechanisms and the like. In such configurations, the maximum number of

subflows that shall be opened is:

Ny = (3D Ly) (6.4)

The situations described in the previous points can hold only at one site or even
only partially within each site. and are indeed upper bounds. Nevertheless,
it does not hurt creating a number of subflows higher than the number of paths
than N, or Ny, at the expense of a higher processing and signaling burden on the
network, with a probably limited and in any case non-deterministic gain. Therefore,
or can be used to compute the number of subflows for the MPTCP-LISP
augmentation, depending on the situation, upon appropriate customization of the

path discovery module settings.

6.3.2 Signaling Requirements and Implementation Aspects

From a mere signaling perspective, the requirement is therefore that the MPTCP
endpoint be able to query the LISP mapping system to get the RLOCs of the
other endpoint (the number of interfaces being already transported via MPTCP
options). Standard LISP control-plane messages can natively assume this task (i.e.,
Map-Request and Map-Reply messages). Once this information is obtained, the
number of subflows to be opened can be computed, and the MPTCP endpoint can
either advertise these possible subflows to the other endpoint or initiate the required
subflows following a procedure such as the one we propose hereafter.

Let us describe with a higher detail the different steps, depicted in Figure [6.2
needed for MPTCP to retrieve the adequate number of local and remote RLOCsS,

thus the adequate number of subflows to create.

1. endpoint C (Client) first establishes an MPTCP connection with endpoint S

(Server) - it is worth noting that these communications are done at the kernel
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Figure 6.2: Signaling process chronology.

level. Once endpoint S is assessed as MPTCP compliant, we can start the

path discovery process.

2. endpoint C calls a function of the previously loaded MPTCP kernel module,
with as parameters the current MPTCP connection identifier and the EID we
want to find the RLOCs associated to.

3. Upon reception, the kernel module translates it into a netlink message and
sends it to the MPTCP netlink multicast group. Netlink being the networking
protocol used by the linux kernel space to communicate with user space and

vice-versa.

4. We have a specific daemon in user space registered with the MPTCP netlink
group that upon reception of this message sends a Map-Request to our LISP
router C, i.e., the daemon asks for the RLOCs responsible for the EID (an
IP of Server B). Note that xXTR should send a Map-Request to a Map Server,
but we have modified LISPmob so that it acts as a sort of “proxy Mapping

Server”to avoid artifacts related to mapping system latency.

5. This same LISP router C answers with the list of RLOCs responsible for
the requested EID to that user space daemon, thus retrieving the number of
RLOCs. The daemon then sends the answer via Netlink to the kernel module.

6. Upon reception of the answer, the module relays the information to the kernel,
triggering the creation of new TCP subflows. Subflows source ports are chosen
so that their port number modulo the number of disjoint paths are all different.
The LISP router can then deterministically route each subflow to a specific

path. For that mechanism to be fully effective, it should be installed on both
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remote and local sites. Another strategy could be to rely on hashing functions
and create enough subflows to be sure some will go through different paths.
The MPTCP congestion mechanism would then send data only on the best
subflows, which is likely to be subflows following different paths.

It is worth noting that the described process is expected to be efficient only
for not short-lived flows. Indeed, on the one hand short flows may finish before
the procedure; on the other hand, the different requests sent from the hosts to the
routers consume bandwidth and add an avoidable load to the router. Caching asso-
ciations between endpoint identifiers and the number of sublows to create mappings
in the source host could alleviate networking traffic. To avoid applying our pro-
posed cross-layer interaction to any flow, a system that triggers the procedure only
for long-lived flows would be very reasonable, for example based on a white list or

a dynamic recognition system such as described in [148§].

6.3.3 LISP Load Balancing Requirements

To ensure that subflows follow different WAN paths, it is possible to implement

both stateful and stateless load balancing mechanisms.

e A possible stateful solution would be to resort to the LISP-TE features de-
scribed in [142]. [142] specifies what is called an ELP which allows to add the
list of RLOC to go through to every packet. The source host could craft LISP
packets so that each subflow is encapsulated with a different LISP paths. This
approach has three main drawbacks. First it implies the source host can craft
LISP packets in addition to the routers. Secondly, the source host needs to
learn different LISP paths which is not yet straightforward. Finally, it adds
the overhead of the list of RLOCs to each packet.

e A stateless solution could be - as described in |143] - to carefully choose IP or
TCP header fields so that IP packets follow a foreseen physical IP path. The
computation of these fields (for instance the Time To Live (TTL) value in
IP packets or source port in TCP packets) require the knowledge of both the
topology and the load balancing algorithms running in the nodes to be able
to correctly choose the path. Nodes usually use an hash function over IP and
some TCP fields to compute a unique flow identifier that decides the egress
interface. A stateless solution relying on hashing mechanisms would need to
change field values until reaching an adequate hash which is slow. As explained
in [143], this approach works best with an invertible load balancing algorithm
and can reach important improvements in a data center environment. This
technique is not limited to Layer-3 routing but can also apply to Layer-2

technologies with a hop-count such as TRILL.
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Figure 6.3: Cloud network test bed scenario.

The latter solution is viable in controlled environments, for IP-based intra-DC
communications. The computation of the different fields could be to an advanced
Layer-2 fabrics allowing DC traffic engineering such as OpenFlow. As for the extra-
DC segment, stateless solutions do not allow enough control to choose paths. The
LISP-TE features could thus prove helpful since it explicitly encodes some LISP
nodes to go through, but requires the usage of a spread enough WAN operational
LISP network to prevent packets from making a prejudicial detour because they
have to go trough LISP routers.

The requirement is, that the MPTCP endpoint is able to query the LISP map-
ping system to get the locators of the other endpoint, therefore using the LISP
control plane messages for this purpose (i.e., Map-Request and Map-Reply mes-
sages). Once this information is obtained, the MPTCP endpoint opens the required

subflows following an adequate procedure, as detailed hereafter.

6.4 Experimental Results

We give in this section a synthetic description of the experimental test bed, the
related open source developments, and relatively complex required details to repro-

duce our experimentation.

6.4.1 Network Test Bed

Let us illustrate the experimental test bed we used for the experimentation of our
solution, displayed in Figure 6.3. We used a MPTCP-capable virtual machine hosted
in the Paris-Est DC of the French NUQGE project , disposing of two ISPs, Neo
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Telecom (AS8218) and Alphalink (AS25540). On the other side, we use a single-
homed and MPTCP-capable cloud user. The Internet-working between the cloud
server and user is such that two disjoint Internet paths are used down to the user’s
ISPs, and such that the two intra-DC paths between the VM hypervisor and the
DC border LISP router are disjoint ones.

In such configuration, the highest improvements can be reached when the cloud
user’s provider access and transit links are not congested. The test bed scenario can
be considered as the most representative one for real cases, where typically cloud
users are not multihomed and the DC has a few ISPs. Moreover, by targeting the
more basic configuration with only two subflows we can more effectively show the

benefit of our LISP-MPTCP cross-layer cooperation solution.

6.4.2 Open Source Nodes

In terms of open source software, we used the open source MPTCP Linux imple-
mentation [141] and the LISPmob [81] implementation (preferred over the BSD
OpenLISP router [23] [106] because more easily customizable). We then applied

these necessary modifications to the open source nodes:

e to the MPTCP kernel so that it retrieves the number of local and remote
RLOC:s for each destination it is talking to;

e to a modified LISPmob [81] router so that it balances two subflows determin-
istically between its two RLOCs. Instead of resorting to a hash of the tuple
(source IP,destination IP, Source port, Destination Port, Time To Live), we
replaced the load balancing mechanism by a single modulo (number of remote
RLOCs) on the TCP source port and force MPTCP to start TCP subflows

with certain source port numbers.

To ease the development and to de-correlate the path discovery mechanism from
other MPTCP mechanisms as stated in [144], we minimized the modifications to the
kernel and instead created a kernel module called by the kernel each time MPTCP
establishes a new connection. We also used an existing user space program named
LISP Internet Groper (LIG) [145,/146]) to request EID-to-RLOC mappings, using
LISP Map-Request and Map-Reply control plane messages. The LISP nodes were
connected to the LISP Beta Network test bed [147]. In order to retrieve a list of
RLOCs responsible for an EID (and implicitly their number), we created a user
space daemon listening to requests transmitted by the kernel module, which then
interacts with the LIG program. In the following, we do not differentiate between

the 2 user space programs since it is just a matter of implementation.



6.4. EXPERIMENTAL RESULTS 95

Transfer time depending on file size

30 T T T T T T T
LISP+MPTCP ——
TCP
MPTCP
25 | .
20 |
G
st}
E
® 15 | i
et}
G
C
v
=
10 | .
5 L 4
O 1 1 1 1 1 1 Il
0 1000 2000 3000 4000 5000 6000 7000 8000

File size (Kbytes)

Figure 6.4: Completion times for different file sizes.

6.4.3 Transfer Times

In order to demonstrate the previously described architecture, we worked on the
same topology as in Figure 6.1. A single-homed client (with one link to AS3215)
downloads 40 files from a single-homed server (one link to a LISP software router)
in a dual-homed data center (both links active, one towards AS25540, another one
towards AS6453). Each transferred file is set bigger than the previous one by an
increment of 256kb to assess the performance for different volumes. We record five
transfer completion times for each file, and we repeat this whole procedure using

three different configurations:

1. legacy TCP: with no cooperation with LISP, and a single TCP flow.
2. MPTCP: with no cooperation with LISP, and a single MPTCP subflow.

3. LISP + MPTCP: with cross-layer cooperation, creating as many subflows as
the product of remote and local RLOC:s, i.e., 2 subflows.

One can reasonably expect the cases 1 and 2 to be very similar in the provided
configuration since MPTCP should use one flow only. During our tests, the server
upload speed could fill the client download speed (8Mbit/sec, corresponds to RLOC

3 in Figure 6.3) with a single TCP connection. In order to exhibit an increase in
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throughput via the use of several subflows, we limited RLOC 1 and 2 throughput via
the linux QoS utilities so that each each RLOC could send no more then 2Mbit/sec.
On Figure 6.4, we see as expected that unassisted MPTCP (i.e., MPTCP without
LISP support, marked ‘MPTCP’) and TCP transfer times are quite close, MPTCP
being a little slower than TCP; the cause should be the additional 20 bytes overhead
per packet introduced by MPTCP. More importantly, we can see that our solution
(marked ‘LISP+MPTCP’) performs significantly better. For almost all file sizes,
we get a gain close to 100%, i.e., with the additional LISP-enabled subflow we can
halve the transfer time. This very clearly shows the important benefit we can reach

with the MPTCP-LISP cross-layer cooperation module we propose.

Some visible variations show that the performance gap is lower in some cases,
i.e., for around 1800 Kbytes, 4500 Kbytes, 5800 Kbytes and higher file sizes. Two
possible reasons can be attributed to these point artifacts. One reason could be
that the user has a single ISP, and that point congestion situations appear in the
provider-user network paths. Another reason could be a long latency in obtaining
LISP mappings, which can depend on EID-RLOC mappings with exceeded TTLs
(inducing one single subflow until the reception mapping reply). The fact that
these point peaks show especially for higher loads, and the measurement of low
LISP mapping system latencies during the test, would suggest the reason is the first

one.

6.4.4 Data Plane Overhead

From a data plane forwarding perspective, we recall that LISP performs an IP-in-
IP encapsulation with shim User Datagram Protocol (UDP) and LISP headers. In
order to get an idea of the LISP overhead, we recorded the transfer times in two
cases. A first case with two MPTCP subflows enabled via LISP, and a second case
with the same two MPTCP subflows, but manually configured, without LISP, hence
avoiding data plane encapsulation overheads. The results are shown in Figure [6.5
At a first look one can immediately notice that the overhead is most of the time
negligible. It is worth noting that neither our connection or LISPmob allowed us
to test higher rates (Nevertheless, we suspect that at higher rates, we might see a
more important processing overhead of LISP traffic since the UDP encapsulation
prevents the system from offloading TCP segmentation to the Network Interface
Controller (NIC)). Comparing Figure 6.4 with Figure[6.5] the same artifacts appear
in the same instants. We find that this overhead is largely balanced by the added
throughput made available thanks to the MPTCP-LISP cross-layer cooperation.
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Figure 6.5: Transfer times for two subflows with and without LISP.

6.5 Summary

In this Chapter we have shown that the current that augmented MPTCP can achieve
better performance with a better knowledge of the underlying IP topology gathered
thanks to LISP. Our experimentation on a real large-scale test bed involving one
data center network reveal that the throughput, hence the transfer times, can be
greatly improved. Our proposition consists in allowing an MPTCP endpoints to
gather information about the IP Routing Locators using LISP control plane mes-
sages to query the LISP mapping system. We show that with just one additional
LISP-enabled subflow, a transport-layer connection spanning the Internet via dis-
joint AS paths can terminate file transfers two times faster. It is therefore rea-
sonable to generalize these results stating that, in absence of middle-boxes filtering
the MPTCP signaling, the achievable gain is directly proportional to the number
of additional LISP-enabled subflows. Hence the higher the multihoming degree of

Cloud clients and data-centers, the higher the achievable gain.
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Chapter

Automated Routing Locator Switching

We propose unified cross-layer framework between LISP and TRILL protocols, to
automate the routing locator priority management in a distributed data center
fabric. As shown in our reference architecture (Chapter [3), LISP is used as the
cloud access overlay protocol, while TRILL is used as the geo-distributed DC virtual
network overlay protocol. We specify and design a cross-layer protocol agent able to
map virtual network embedding information from TRILL to LISP in order to allow
cloud providers to automatically map their intra-DC network metrics into overlay

access priorities in order to better manage the access to distributed data centers.
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Figure 7.1: Reference distributed DC protocol architecture.

7.1 Introduction

Cloud computing research is recently being re-centered toward the needs of services
requiring or benefiting from a continuous and persistent virtual resource orchestra-
tion across distributed data centers. Geographically distributing DCs ensures
network resiliency and high availability to applications, eventually guaranteeing a
better user experience in terms of availability and cloud data retrieval latency. In a
distributed DC, users are able to access their VM through multiple access gateways
without affecting the established session. In order to orchestrate computing and
storage services and to chase resource optimization, several effort have been made

since a few years in protocol design and experimentation.

In the following, we report results related to an experimental distributed DC
network. We present a solution to manage a distributed DC linking LISP and
TRILL control planes at the intra-DC data-link layer. The unified control plane is
used to synchronize routing and mapping information related to VMs, thus improve

cloud access priority management.

7.2 Protocol Architecture

In this section, we describe the functional diagram of our solution at both the TRILL
and LISP protocol levels. The reference deployment of TRILL can be present in
each virtualization server, and possibly also at the DC physical switch level (despite
this is not strictly required by TRILL as there is no need to have direct physical
link between RBridges).
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Figure 7.2: Correspondence between TRILL and ISIS tables.

7.2.1 Functional Requirements

The migration of a VM generates an automatic TRILL-ISIS path cost update, es-
sentially because the egress RBridge of a given VM, identified by a unique MAC
address, changes. In this context, our agent needs to instantaneously detect when-
ever a VM migration occurs to: (i) query the TRILL-ISIS control plane table; (ii)
determine the next RBridge hop and issue; (iii) update to the LISP control-plane.
More precisely, RLOC priorities should be equal or somehow proportional to the
TRILL-ISIS path cost.

In order to support these operations, we need to merge the ISIS forwarding table
and the MAC mapping table to get a direct correspondence between the computed
ISIS metric of the path and the MAC address of the related RBridge, as shown in
Figure 7.2.

In fact, the MAC mapping table generated by TRILL shows three VMs with
different MAC addresses. The first two VMs try to reach the RBridge 3 and the last
VM tries to reach the RBridge 4. We suppose that these VMs are directly linked
to RBridge 1. The ISIS database provides the required information about the
path cost that links RBridge 1 (i.e., Ingress RBridge) to both destination RBridges
(i.e., Egress RBridges). In order to calculate the distance between a VM and the
destination RBridge, we use the mapping tables to find the correspondence between
destination RBridge IDs and its related ISIS metric.

These new calculated metrics are considered as priorities that can classify RLOCs
from the most preferable to the least one with respect to the TRILL-ISIS routing
metric. After receiving the notification from the agent, xXTRs modify their con-
figuration by changing the content of the Map-Register message and add the ISIS
metric that corresponds to the path cost linking the migrated VM to the old and the

new destination xTR. The new generated message is sent to the Map Server (MS)
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Figure 7.3: LISP-TRILL Agent signaling steps triggered upon VM detection.

in order to make the required updates to the LISP mapping system. The signaling

diagram in Figure 7.3 represents the corresponding message exchange.

7.2.2 The Role of a Unifying Agent

The agent has an important role in synchronizing LISP and TRILL control planes.

We summarize its main actions as follows:

e it detects the migration or restoration of a VM (or a change in the topology),

recovering its main information such as its name and its EID.

o It gets the new ISIS path cost from the local LISP router(s) to the VM virtu-

alization server.

e [t solicits to the LISP router a RLOC priority update locally to the xTR and
externally to the mapping system [106].

The process of the agent across its possible states and actions is represented in

the functional diagram of Figure 7.4. We distinguish four main steps:

1. VM detection: the agent, located at the hypervisor level, monitors new
VMs joining local hypervisor networks. Once a new VM is spotted, the agent
retrieves its EID. Figure 7.5 represents VM detection tasks. Then, the agent
retrieves the MAC address of the xXTR(s), and looks for the Egress RBridges
that are directly linked to it(them) in order to calculate the ISIS metric of the
path separating the VM from the xTR(s).

2. Destination RBridge identification: in order to find the MAC address
of the destination RBridge, the agent solicits the TRILL node configuration
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Figure 7.4: Diagram of the agent process.

and states, retrieving network topology and nicknames of the active RBridges.
Thus, the MAC address of the corresponding xTR and the MAC address of
the attached RBridges can be retrieved.

3. ISIS path cost retrieval: at this stage, the agent retrieves the path cost
associated to the identified RBridge from the ISIS routing table.

4. Mapping policy update: the mapping entry can be changed accordingly
to the retrieved ISIS path cost from the xXTR(s) to the RBridge. The agent
reconfigures the xTR database though a dedicated API to set the RLOC
priority, triggering an explicit Map-Register.

This whole process is repeated periodically in order to guarantee a continuous
alignment between the TRILL and LISP control planes.

7.3 Test Bed and Experimental evaluation

TRILL has a Linux kernel implementation developed by Gandi!. That implemen-
tation uses a modified version of Quagga for the ISIS link-state signaling and
routing table management. Our agent uses telnet to connect to Quagga in order to
get TRILL node configuration and retrieve ISIS metric information using a simple

command line interface. The agent prototype is written in Ruby [116] and is able to

"https://github.com/Gandi/ktrill
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Figure 7.5: VM detection process.

handle the management of a set of VMs by using Libvirt . We used the Open-
LISP development version , maintained by LIP6, which includes specific
control plane features to support VM migration with LISP ,.

We conducted an experimental campaign on a real distributed DC test bed
configuration, involving computing resources in cities such as Pornic and Paris,
in France. The emulated scenario is represented in Figure 7.6. We use a simple
topology with 4 RBriges, RB1, RB2, RB3 and RB4, a VM directly attached to
RB3 that must stay reachable via RB1. The ISIS metric configuration is depicted
in Figure 7.6. When all links operate normally, the VM reaches RB1 via the direct
link separating RB1 from RB3 with an ISIS metric equal to 10. Then, we emulated
a network link failure, setting this direct link to down. At this stage, the VM sends
traffic to RB1 via RB2 and then the ISIS metric changes and becomes equal to 40.

We built up a complete LISP-TRILL network context to run the scenario on,
including therefore xTRs and RBridge in both Pornic and Paris DCs. We open
connections to the VM before and after migrating it from Pornic to Paris (changing
the topology). We place one LISP client in Pornic, one in Paris, and we compare
the latency measurements from both clients.

We compare the legacy situation where the agent performing LISP-TRILL con-



7.3. TEST BED AND EXPERIMENTAL EVALUATION 105

ISIS metric = 10

ISIS metric = 10

Figure 7.6: Representation of a topology change scenario.

LISP client

XTR Porn |r:‘/__'°‘_ . XTR Paris

Figure 7.7: Legacy situation a LISP-TRILL control-plane agent.

trol plane synchronization is not present, to the case where it is present, as in
Figure 7.7.

To test the efficiency of the proposed solution, we focus on the latency offered
to the clients as the most important performance metric. We repeated the scenario
a few dozens of times. We compare the legacy situation (agent deactivated) to our
solution (agent activated) for the two VM states: before VM migration (Figure 7.8)
and after VM migration (Figure 7.9 - note that part of the vertical axis is cut
from roughly 2 ms and 28 ms for the sake of readability). The results are shown
using boxplots indicating the minimum, first quartile, median, third quartile and
maximum values. We can easily note that, before migration, the maximum Round-

Trip Time (RTT) is 14.1 ms for the legacy situation, while it is 14.4 ms for our
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Figure 7.8: RTT performance before VM migration.
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Figure 7.9: RTT performance after VM migration.

solution. A similar gap exists also between the median and the other quartiles.
After migration, we can better appreciate the benefits of our approach that, for the

given setting, offers at much lower RTT.

7.4 Summary

We proposed a unified LISP-TRILL control plane solution to provide optimized
access priorities to the cloud IaaS VM-based services hosted in a distributed DC
network. The targeted framework is the one where IaaS users access their hosted
services by means of the LISP protocol, across the Internet, when the distributed
DC fabric is managed by TRILL protocol. We specified the requirements and the
implementation steps of a distributed agent architecture that maps the TRILL-
ISIS routing states to reach hosted VMs into the LISP mapping metrics that guide
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the choice on the access DC or routing locator in a distributed DC fabric. We
implemented the agent and run experiments over a real geographically distributed
DC test bed in France, testing a proof-of-concept prototype and experimentally

proving the interest of our solution.
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Chapter

Conclusion and Perspectives

Today, it is undeniable that the cloud industry started to dominate the I'T market by
offering to users a plethora of applications and services that can be accessed every-
where and anytime. However, rarely users can get what they expect especially when
cloud providers seek to increase their own profit at the expense of their customers’
satisfaction. In this dissertation, we aimed to find cloud networking solutions (i.e.,
protocols, algorithms, etc.) allowing providers to conceive user-centric clouds that

meet user’s expectations by respecting the cloud access service level agreements.

It is still unclear how user’s satisfaction is perceived and quantified by cloud
providers. In Chapter [3| we argued that even if the user’s quality of experience
is unique and subjective, it requires a seamless and transparent access to cloud
services, with low latency connectivity and high availability. We proposed and
motivated a holistic cloud networking architecture on top of geo-distributed and

multihomed data center facilities.

In order to offer a seamless connectivity for cloud users when virtual resources
(in particular, virtual machines) are migrated between distant data centers over
the Internet for maintenance, we proposed in Chapter [4] a framework using LISP
as a cloud access overlay (Layer-3) for distributed data centers. By adding several
missing functionalities to LISP from one side and to the hypervisor user-space from
the other side, we were able to achieve a programmable protocol that allows to
automatically relocate virtual machines with a minimum connectivity downtime

over large scale geo-distributed data centers.

Another concern is when the link between a user and its cloud application fail to
provide a satisfactory experience as a possible consequence of: (i) a traveling user
moving geographically farther from its cloud actual delivery point; (ii) bottlenecks

on the cloud access networks. In this context, we designed in Chapter [5| a cloud
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access overlay protocol and controller for distributed data centers that is able to
detect impairments on the user-to-VM link, optimize the data center routing locator
switching when needed and optimizes virtual machine migrations to nearby data
center facilities. After running experiments on a real test bed and simulations with
real anonymized user mobility traces, we found considerable reduction in terms of

latency as well as a significant gain of TCP throughput.

Sometimes it might seem interesting to load balance the traffic instead of engag-
ing a resource heavy migration which can be costly to cloud providers. In Chap-
ter |§|, we studied whether providing transport layer (Layer-4) load balancing, such
as multipath transport, over an access overlay protocol can positively impact the
experience of the user. In fact, by combining the path diversity provided by LISP
and the platform suggested in Chapter 5] with MPTCP, multiple subflows can be
created on-demand thus granting additional performance gain from a throughput

perspective.

Furthermore, from a cloud networking perspective, providing resilient core ar-
chitectures in a distributed data center environment can be beneficial to cloud users.
Although the contribution in Chapter [7]is still at its early stages, we developed a
proof-of-concept prototype that unifies LISP (Layer-3) and TRILL (Layer-2) control
planes in order to optimize the access to the cloud respecting the intra-DC network
topology. The first test results that we obtained are encouraging, and showed that
the combination of LISP as an access overlay protocol and TRILL as an intra-DC
protocol can minimize the latency between the user and its VM by automatically

changing priorities to different DC entry points.

In conclusion, the purpose of the above contributions is to be integrated into
one and unique platform in order to build holistic user-centric distributed clouds.
In fact, the solutions that we proposed in each chapter could be combined together
via a common API (Figure 8.1), thus offering to different protocols from different
layers an easy way of communication. Layer-2 protocol solutions are combined
with overlay Layer-3 protocols in order to automatically manage data center entry
points policies. Layer-3 overlay protocol supports the usage of an optimized path
based on the user-to-VM link respecting the information communicated by Layer-2
protocols. Finally, Layer-4 cross-layer solutions increase the transfer rates of cloud

applications.
This study was conducted from a networking perspective, however from a system

perspective several open questions are yet to be addressed:

e robust decision making issues are not addressed in this dissertation and deserve

more attention. For instance, optimizing the user’s experience may results
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into frequently changing access gateways and triggering a virtual machine
migration, especially for mobile users. How to make virtual machine migration

robust and reliable is an open research challenge.

Security remains an important issue in today’s cloud industry. Cloud users
want a reliable and private connection to their applications. While LISP pro-
vides basic security measures, they still need to be improved. By applying
strict security measures on overlay access protocols, the user’s connectivity
may suffer from higher latency, low transfer rate, etc. How security measure-
ments can be applied on a user-centric cloud architecture without affecting

their level of satisfaction?

We studied in this dissertation the use case of one or multiple user(s) accessing
to their individual virtual machines. However, media streaming applications
have more than one user. In this particular case, what can be done to satisfy

all the users, and how shared virtual machine migrations should be handled?

As data centers are getting smaller, cheaper and geographically distributed,
new paradigms are emerging. Today, we are talking more and more about
hybrid clouds, where micro and proximity data centers are pushed closer to

(mobile) users releasing remote data centers from the processing burden and
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granting faster and reliable connectivity. Hybrid clouds gave birth to new
cloud concepts which are starting to get deployed in our daily life. For in-
stance, "Fog Computing” is a rising model for the Internet of Things (IoT)
deployment: data are collected and processed via sensors locally then are
pushed to remote data centers for further processing. In addition, nearby
cloud affiliations can support device-to-cloud computation offloading. How
new data and computation intensive affiliations for the IoT can be designed

is another promising research field.

At last it is worth mentioning that this work was supported by several successful
research projects: the French “Investissement d’Avenir” NUQGE project, FUI 15
Systematic RAVIR project, the ANR LISP-Lab and ABCD (Grants No: ANR-13-
INFR-~0001, ANR-13-INFR-~0009) projects, and the FP7 MobileCloud (Grant No.
612212) project.
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