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Résumé:

Les systemes RFID sont de plus en plus utilisés dans des applications critiques fonctionnant dans des
environnements perturbés (ferroviaire, aéronautique, chaines de production ou agroalimentaire) ou
dans des applications ou la sécurité est essentielle (identification, lutte contre la contrefacon).
Pourtant, ces systémes faibles codts sont peu robustes par nature. Pour les applications critiques, les
défaillances des tags RFID peuvent avoir des conséquences catastrophiques ou créer des failles de
sécurité importantes. Ces défaillances peuvent avoir des origines nombreuses : par exemple, des
origines matérielles dues au vieillissement naturel des circuits intégrés ou a des attaques.

L'objectif de la these est d'accroitre la robustesse des tags UHF passifs en proposant et validant de
nouvelles architectures numériques de puces RFID robustes a la fois aux défaillances et aux attaques
matérielles. Les approches de durcissement des circuits intégrés étudient généralement leur
robustesse par simulation et ce de maniere indépendante a la validation de leur conception. La
méthode la plus courante afin de valider la robustesse d'un circuit repose sur I'injection de fautes par
simulation. Pour les tags RFID, ce type d'approche par simulation est problématique car les
performances des puces dépendent de nombreux paramétres difficilement modélisables globalement.
En effet, le fonctionnement d'un tag dépend de son environnement électromagnétique, du nombre de
tags présents dans le systéme, des protocoles mis en ceuvre, 1’objectif de cette theése est développer
une méthodologie basée sur le prototypage permettant d'éviter des simulations complexes.

Une plateforme RFIM d’émulation de tag RFID a base FPGA qui conforme a la norme EPC C1 Gen2
a été développée, 1’émulateur du tag RFID a ¢ét¢ validé fonctionnellement dans un environnement
réel. La plateforme RFIM utilise la technique d'instrumentation permettant I'injection de fautes dans
les circuits numériques sur FPGA. Grace a des campagnes d'injection de faute émulées La plateforme
RFIM permet d’analyser 1'effet sur I'ensemble du systéme des fautes injectées dans le tag, et valider
de nouvelles architectures numériques de tags RFID robustes. La plateforme RFIM a été a été
notamment utilisée pour démontrer les effets de nouvelles attaques contre les systemes RFID reposant
sur l'insertion de tags fautifs ou malveillants qui contient un cheval de Troie matériel dans les
systemes. Finalement, cette plateforme d’émulation meéne au développement d'une contre-mesure
contre les effets des fautes. Cette contre-mesure a été mise en ceuvre et évaluée dans un
environnement réel avec un lecteur RFID et plusieurs RFID tags.

Mots-cleés :
RFID, FPGA, Injection de fautes, Sécurité matérielle, Prototypage, Robustesse matérielle



Abstract

RFID tags are more and more used for critical applications within harsh environments (aeronautics,
railways) or for secure applications such as identification, countermeasure against
counterfeiting. However, such low cost systems, initially designed for non-critical applications with
a high volume, are not robust by themselves. For critical applications, a malfunction of RFID chip
may have serious consequences or induce a severe security breach for hackers. Dysfunctions can have
many origins: for instance, hardware issues can be due to aging effects or can also be due to hackers
attack such as optical or electromagnetic fault injection. It is thus a common practice for critical
applications to increase the robustness of RFID system. The main purpose of this PhD Thesis is to
increase UHF tags robustness by proposing new digital architectures of RFID chips which would be
resilient against both hardware attacks and natural defects.

Usual design techniques for robustness IC improvement consist in evaluating the design robustness
by simulation and to do this independently of the design validation. The main technique for robustness
evaluation is the simulation based faults injection. Within the RFID context such an approach only
based on simulation has several drawbacks. In fact, simulations often are inaccurate because the
system behavior relies on several parameters such as the global electromagnetic environment, the
number of tags present in the reader field, the RFID protocol parameters.

The purposes of this PhD are to develop a design method dedicated to RFID system based on
hardware prototyping in order to avoid time consuming simulations and then to evaluate the design
within a real environment.

The hardware prototyping based on FPGA allows the design to be validated in a real environment.
Moreover, using instrumentation techniques for fault injection within FPGA, it will be then possible
to analyze the effects of faulty tags on the global system in terms of safety and security and then to
propose countermeasures.

In this thesis an FPGA based emulation platform called RFIM has been developed. This platform is
compliant to EPC C1 Gen2 RFID standard. The RFID tag emulator has been validated functionally
in a real environment. The RFIM platform uses the instrumentation technique for injecting faults in
the digital tag circuit. Through fault injection campaigns RFIM platform can analyze the effect on the
entire system of the faults injected into the tag, and ten validate new robust digital architectures.

The RFIM platform has been used to demonstrate the effects of further attacks against RFID systems
based on the insertion of faulty or malicious tag that contains a hardware Trojan. Finally, RFIM
platform helps to develop countermeasures against the fault effects. These countermeasures have been
implemented and tested in a real RFID environment with several tags and reader.

Keywords
RFID, FPGA, Fault injection, Hardware security, Prototyping, hardware robustness
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Chapter 1 Introduction

UHF RFID tags are increasingly used for critical applications within harsh environments
(aeronautics, railways) or for secure applications such as identification, countermeasure against
counterfeiting. However, such low cost systems, initially designed for non-critical applications
with a high production volume, are not robust by themselves. For critical applications, a
malfunction of the RFID chip may have serious consequences or may induce a severe security
breach for hackers. Dysfunctions can have many origins: for instance, hardware issues can be
due to aging effects or can also be due to hacker attacks such as optical or electromagnetic fault
attacks. It is thus a common practice for critical applications to increase the robustness of RFID
systems. The main purpose of this PhD thesis is to increase UHF tag robustness by first
proposing a dedicated robustness evaluation platform and then proposing new digital
architectures of UHF RFID chips which would be resilient against both hardware attacks and

natural defects.

Classical design techniques for robustness IC improvement aim to evaluate the design
robustness by simulation with fault injection. Within the RFID context such an approach only
based on simulation has several drawbacks. In fact, simulations are often inaccurate because
the RFID system are heterogeneous and their behavior relies on several parameters such as the
global electromagnetic environment, the number of tags present in the reader field, the RFID

protocol parameters, etc.

The purposes of this thesis are to develop validation methods and tools dedicated to RFID
system in order to avoid time consuming simulations and then to evaluate the design within a

real environment.

In this thesis, an FPGA based emulation platform called RFIM is presented. This platform
is compliant to EPC C1 Gen2 RFID standard [EPC2008]. The RFID tag emulator has been
validated functionally in a real environment. The RFIM platform uses the instrumentation fault
injection technique to inject faults in the digital tag circuit. Thanks to fault injection campaigns,
RFIM platform allows analyzing the effects of the faults injected into the tag, and then helps
designer validating new robust digital architectures within a real RFID environment. The RFIM
platform can be used to demonstrate the effects of malicious attacks against RFID systems

based on fault injection or malicious tag modification via Hardware Trojan.
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Chapter 1 Introduction

Chapter 2 of this thesis is devoted to a presentation of the general concepts of RFID
technologies: classification, regulations and RFID standards. We show the importance and the
benefits of using RFID technology, especially in critical applications, which demand a high
level of security and dependability. Following this presentation, we discuss about the
heterogeneity and complexity of RFID systems. These complexity and heterogeneity involve
that their dependability improvement is a difficult task. In this chapter, we finally justify the
need for a validation platform that takes into account all the RFID system parameters.

In chapter 3, we present a state of the art of different RFID system validation platforms
and a brief description of existing robustness evaluation tools. In the first part of this chapter,
we detail the RFID system simulation based platforms and then we give more detailed
descriptions on RFID system emulation platforms. In the second part of this chapter, we discuss
the methodology of the fault injection. Then, we conclude this chapter with a state of art of
different fault injection platforms that are proposed in literature. We distinguish between two
categories of fault injection platforms: one based only on simulation and other based on

emulation or prototyping.

In chapter 4, we present our RFID tag emulator (RFIM) with fault injection capabilities
to emulate errors in order to validate the robustness of both tag architectures and its protocol.
Using RFIM, in system fault injection is carried out and the results are presented and detailed.
Finally, some architecture enhancements in order to increase the tag robustness are presented

and evaluated.

In chapter 5, we focus on the RFID vulnerability to Hardware Trojan by presenting
general research results on HT insertion and detection. Then, we show how the hardware
emulation platform RFIM can help to evaluate some trigger and payload of Hardware Trojan.
Finally, we discuss some countermeasures which could be designed at the system level in order

to protect RFID system against untrusted RFID tags.

Finally the conclusion summarizes the main results of this work, and discusses

perspectives.
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2.1 Introduction

In this chapter, we will present RFID systems from technology issues to usage and
standard issues. We will first provide important information on RFID technology which are
necessary to set-up the context of this work. Then, we will show the importance and the benefits
of using RFID technology, especially in critical applications, which demand a high level of
security and dependability. RFID systems are complex and heterogeneous systems. As a result
to this complexity and this heterogeneity, analyzing and improving the dependability
characteristics of such a system is a complex task. In this chapter, we will justify the need for a
validation platform which deals with all the RFID system elements.

2.2 RFID technology

RFID (Radio Frequency Identification) is an automatic identification technology that uses
radio frequency waves to identify objects attached to a tag when they pass close to an RFID
reader. When communication is established between a tag and a reader, the data contained in
the tag are transferred to the reader. The data in the tag can also be modified with specific
commands issued by the reader. The radiated electromagnetic waves transmitted by the reader
include information and at the same time provide energy to the tag which allows this one to

process data before to backscatter information to the reader.

energy I

data transponder
(tag, contactless
card)

\ 4

RFID-Reader

— )

coupling element

(antenna,

inductive coil,
application / server capacitive electrode)

Figure 2.1: RFID system operations

Figure 2.1 describes the general operations of an RFID system. We can summarize the

communication between a tag and a reader as follows:

e The server must be able to handle the reader and to generate appropriate

commands.
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e Communication between the reader and the tag is done by radio frequency signals.
e The signal carrying command information is generated by the reader.
e The carrier signal is emitted from the reader antenna to the tag.

e The tag receives the transmitted signal, extracts digital information and then

transmits the response to the reader

e The reader antenna receives the modulated signal from the tag, and then
demodulates it.

e The reader decodes the received signal and extracts digital information.

e The host server retrieves the received information; this information can be filtered,

modified or aggregated before being stored in the database of the host.
2.2.1 RFID technologies

2.2.1.1 Frequencies used in RFID Technologies

Since RFID technologies use radio waves for communication between tag and reader,
these technologies are then classified by frequency bands in which they operate. The different
frequencies are allocated by regulatory authorities who set very specific rules to use each
frequency. RFID systems work from Low frequency (LF) to Super High frequency (SHF).
These frequencies have been standardized to avoid interferences from other devices of other

technologies. All frequencies used for RFID technology are summarized in Figure 2.2.

3.20 MHz

UHF
440 & 860-960 MHz

2.45 GHz
125 kHz,133 khZ 1236 MHz

I
|
|
[
| 5.8 GHz
|
[
|
|
I
|

10 KHz 100 KHz 1 MHz 10 MHz 100 MHz 1GH:z 10 GHz

VILF Wery Low Frequency  VHF Very High Frequency

LF Low Freguency UHF  Ultra High Fregquency
MF Medium Frequency SHF Super High Freguency
HF High Freguency EHMF  Extremely High Freguency

Figure 2.2: RFID Frequencies
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a) Low frequency

From 100 kHz to 500 kHz, the reading distance is a few centimeters; these frequencies are used
in industrial environments as well as for animal tracking. This band allows reading in any

environments but only for short distances (less than 10 centimeters).
b) Medium frequency

From 10 MHz to 15 MHz with a reading distance of 50 to 80 cm, these frequencies are
particularly used in library logistics, flows monitoring and access control. This band allows a
medium reading distance (about one meter). Tags using this frequency range are more sensitive

to nearby presence of metal or liquid.
¢) High frequency

From UHF band (850-950 MHz) to SHF band (2.4 to 5.8 GHz), the reading distance is several
meters (in free air, this distance can be reduced by the presence of metal or liquid). These

frequencies are particularly used in supply chain management.
2.2.1.2 RFID tag types

RFID tag can also be classified according to their power supply source. We distinguish

three different power supply types:
a) Active tag

This type contains an embedded battery allowing them to emit a signal without needing
to be remotely powered. This type of tag can achieve reading distances of a few meters. They
are mainly used to send big amounts of information over long distances. They have the
disadvantage of being more expensive than other systems; they require maintenance service

and are less integrated.
b) Semi-passive tag

Semi-passive tags, also called semi-active, are very similar to the active tags since they
are also powered by an embedded energy source (Figure 2.3). The difference between these
two types of tag is related to the battery used. The power of the semi-active RFID chip is not
used to send any signal but for storing data between successive communication exchanges. The

semi-active tags use backscattering techniques to send back the reader signal.
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These tags are often used to record data during goods transporting. They are particularly

useful in the field of food traceability and logistic traceability that require to:
e Register temperature changes during transport,

e Surveillance of equipment fleets, etc.

Figure 2.3: Semi passive RFID tag example
c) Passive tag

Passive RFID tags are the most deployed because of their low cost, miniature size, and
the simplicity of their architecture. They do not include neither battery nor RF transceiver as
the semi-passive and the active tags do. This type of tag use the backscattering technique to
response to reader commands. The backscattering technique consists in modulating the
scattered electromagnetic wave incident from the reader. The scattered wave is modulated by
changing the electrical impedance of the tag antenna. A passive backscatter tag receives the
power needed to operate from the wave incident from the reader. This type of tag is compact
and simple. The passive tag is composed of an antenna for communicating with the reader and
an electronic chip which integrates memories that can store data to be transmitted. All these

elements are combined in a packaging as shown in Figure 2.4

Figure 2.4: Example of passive UHF RFID tag
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2.3 RFID system components

In this work we focus on passive tags. Indeed, thanks to its low cost, passive UHF RFID

technology remains the most deployed one for traceability applications.

2.3.1 Passive UHF RFID tag architecture

A passive UHF RFID tag consists of an antenna and an integrated circuit that includes

both the radio frequency part (Analog front end), and the digital part (digital baseband). An

overview diagram of an UHF tag is shown in Figure 2.5.

Antenna

RF Front
End

Chip

“

Digital
PART

Figure 2.5: Block diagram of a UHF RFID tag
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ENERGY
Haversting

Signal
receiver

Load
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Figure 2.6: Detailed Block diagram of a UHF RFID tag

The different features of the radio frequency front-end, as shown in Figure 2.6, can be

described as follows:

power the tag.
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The energy recovery function is performed by a rectifier which can recover a DC

voltage from the RF carrier sensed by the antenna. This voltage is supposed to

Frequently, the rectifier is connected to a regulator or a voltage limiter allowing

the voltage stability and protecting the chip from overvoltage risks.
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o All requests transmitted by the reader are provided to the signal receiver block.
This block contains a demodulator, a baseband filter and an analog to digital
converter. The demodulation type used in UHF RFID tags is the ASK (Amplitude
Shift Keying).

e Finally, the backscattering function is performed by the load modulation block

which modifies the load at the input of the antenna.

We present in Figure 2.7 a block diagram illustrating in more details the complete UHF
RFID tag architecture. The radio frequency part (RF Front-End), contains ASK demodulator, a

rectifier, and load modulation part.

The digital baseband contains the power management block to ensure a stable energy
supply to the tag and the baseband signal processing block used to encode and to decode the
digital baseband signal. The role of the modulation control block is to control the load
modulation part to generate the backscattering signal. Finally, the digital part manages the
execution of the RFID protocol [EPC2008].

Antenna
baseband signal N
Demodulator | <(u—) processing

Digital part

- Memory

rectifier | qum—) a';:;";;ent -Decoding

-Response
management

Load Modulation | g Mggﬁ:?(t)'lon —
Analog Front End Baseband Digital Part

Figure 2.7: Block diagram of UHF RFID tag architecture

2.3.2 UHF RFID reader architecture

The RFID reader is the interface between the application/server and the RFID tags as
shown in Figure 2.1. Executed by the server, the middleware is a software which is used to filter
the tags data and manage several readers across a network. The reader just ensures the transfer

of all information extracted from the tags to send it to the middleware.
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The main role of the reader is the communication establishment: it aims at managing the
communication with the RFID tags and with the server. It executes the middleware to
communicate with the server and controls the communication protocols to communicate with
tags. For example, for UHF RFID, one standard protocol is the EPC C1 Gen2 [EPC2008]. This
protocol will be described in the section 2.4.1. All these functions are performed by a digital

part (as shown in Figure 2.8), composed of microprocessor, memory and an RF interface

controller.
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Figure 2.8: Block diagram of UHF RFID reader

All RFID reader features are summarized in the block diagram of Figure 2.8. The digital
part ensures the digital signal generation. This signal contains information to be transmitted to
the tag. The digital part also manages information returned by the tag. In addition to the
implementation of the communication protocol, the digital part is able to encode and to decode
signals and optionally to encrypt and to decrypt information, or to perform any other functions

required by the application (middleware).

As shown in Figure 2.8 the physical layer of the communication is realized by a Radio
Frequency Front-End which consists of a transmitter and a receiver. This RF front-end is thus

responsible for generating carrier frequency to remotely supply the tag.
2.3.3 RFID applications

Applications based on RFID systems are more and more numerous. We will not describe
in this document all the possible applications. Since we are interested by critical systems, we
will only focus on critical applications that use RFID technology: security, health and military

applications.
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a) Health
In the health sector, RFID technology is used in some applications such as:

e Hospital Management: Equipment available in hospitals can contain tags for
tracing their cleaning, disinfection, sterilization and availability. Another very
interesting application is to ensure the traceability of blood donation through a
system that contains a temperature sensor allowing permanent control along the

reservation chain.

e Medical Surveillance: RFID bracelets can be attributed to patients, replacing the
care sheets. They contain the number of the doctor or of the nurse, and are
connected to a database that stores all the patient records. The system can be

accessed via tablet or PCs.

Securing medical information stored in the RFID tag is an important issue. Indeed,

integrity and availability of medical sensitive information must be guaranteed.
b) Security:

Many security applications are also using RFID technologies, among them we can give

the following ones.

e Passport: This is an important example of RFID technology usage in security
applications. All individual information are stored in RFID tag and the RFID

technology is used to check the validity of the documents.
c) Military application:

The US military has been one of the early adopters of RFID technology. They have used
RFID for over ten years in a limited area of their operations. In 2003, they improved their use
of this technology by requiring that all suppliers must put an RFID tag to each pallet or product
being shipped to the military. The American Department of Defense (DoD) estimated that the
military has saved 300 million US$ in Irag by using RFID [Silicon2005]. In fact, this
technology has played a very important role in logistics for military operations through a fully
automated and visible management resources. This has allowed commanders to visualize in real

time the movements of all war materials.

In France, the French Ministry of Defense launched a new IT project called System

Monitoring Logistics Information of the Inter-Armed Resources [Capgemini2013]. The
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objective is to follow the routing of all French army materials of all the French forces in the

world. All materials of the French army will be equipped with RFID tags.

All these applications and examples show the pervasiveness of this technology in our life

as shown in Figure 2.9 which illustrates all the applications using RFID.

Gouvernement

Figure 2.9: Application areas of RFID technology

After presenting the interests and benefits of RFID systems, we will spread out on
different communication protocols between components constituting the RFID systems and
their architectures. In this thesis, we focus on UHF RFID technology that is compliant with the
EPC C1 Gen2 standard [EPC2008]. This technology is widely used in many applications
because it ensures the data transfer over several meters, and with data throughput higher than for
other RFID technologies (allowing reading more than 200 tags at a time). In order to understand

the different elements which, fulfill this standard, we first give a description of this one.

2.4 EPC global (Electronic Product Code)

In this work, an RFID tag compliant to the EPC Global Class 1 Generation 2 (EPC C1
Gen2) standard has been designed. This tag will be used to evaluate RFID system dependability
using fault injection in its architecture. In order to understand the functionality of this RFID
tag, it is important to know this EPC C1 Gen2 standard. Understanding this standard will also
allow identifying dependability issues and defining potential countermeasures.

EPCglobal is the organization that leads the development of standards for the EPC to
support the use of RFID.
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EPC C1 Gen 2 defines the physical and logical requirements for a passive-backscatter tag
and Reader-Interrogator operating in the 860 MHz ~ 960 MHz frequency range. Both RFID tag
and reader physical and logical requirements are defined in EPC C1 Gen2 [EPC2008]. In this

standard two layers are introduced: the Physical Layer and the tag identification layer.
2.4.1 EPC C1 Genz2 features

The most important EPC C1 Gen2 protocol functionalities are tag inventory feature,

which differentiates it from other RFID standards. This feature is based on four commands

which are:
1. Select
2. Query
3. Query Rep
4. QueryAdjust

These commands are used to read the EPC number of tags which are into the reading
range of UHF RFID reader. This identification number is used to identify the tag holder thanks
to a database that stores information about this tag in a server. The inventory commands allow
inventorying all the tags found in the field of the reader in a very short time. The standard also
defines the commands allowing reading and writing within the tag memory. These commands
are the so called access commands.

2.4.1.1 Physical Layer Communication Features

In EPC C1 Gen2 protocol, the reader controls all communication features and tunes most

of the parameters in physical communication layer including the two communication links:
e Reader-to-tag link
e tag-to-reader link

These two links are different. Each one has its own data rates, data encoding schemes and
parameters. This allows readers to adapt them at any environment change by setting specific

parameters for these two communication links.

For example, if the environment is very noisy, it is preferable to use the FMO encoding
that is more immune against noise and error communication. Another example concerns the
reading of a large number of tags. In this case, in order to speed up the read rate, the reader
changes inventory parameters to get the fastest data read rate. The different data rate options

and types will be detailed in the following section.
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2.4.1.2 Data encoding

The EPC C1 Gen2 protocol reader-to-tag link uses PIE (Pulse Interval Encoding) code
[EPC2008]. In this encoding scheme two pulses of different length represent data 1 and data 0.
Data 0 pulse duration is shorter than the data 1 pulse duration. Data 1 is represented by a low
level for a short time followed by a high level for a long time. Data 0 is represented by high and

low level of the same periods as shown in Figure 2.10

r-‘
I--
-——q
'-_—

O———l
I

1

Figure 2.10: Pulse-Interval Encoding (PIE) Baseband Symbols

Tari is the reference time interval for EPC C1 Gen2 standard. It can range between 6.5 us
up to 25 us. Data O duration equals Tari length. The high signal values represent transmitted
continuous wave (CW), and the low signal values represent attenuated CW as shown in Figure
2.11.

0 1 1 0
PIE |
<€ ) o ¢ >
Tari Max. 2 X Tari

Figure 2.11: Data encoding in PIE format.

In EPC C1 Gen2 standard, the reader adds at the beginning of the communication some
timing information to each packet it sends. These informations specify the reader and tag
communication rates. These timing information can be included in a Preamble or a Frame-Sync.
A preamble is added at the beginning of a Query commands, and a Frame-Sync is added at the
beginning of all other commands. The difference between a Preamble and Frame-Sync is the
inclusion of TRcal which gives the backscatter link frequency (BLF). Figure 2.12 and Figure
2.13 describe these two types of beginning frame.
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0 RTcaI

Frame- F
sync (FS) —
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12.5 us Tari Max. 3 X Tari

Figure 2.12: Reader-to-tag frame sync.

The preamble contains only four components: (1), the delimiter; (2) data 0 bit; (3) the
reader-to-tag calibration RTcal symbol; and (4) the tag-to-reader calibration TRcal symbol
[EPC 2008], as shown in Figure 2.13.

0 RTcaI T Rcal

Preamble |

(P)

-« > <« >« >« »
125us  Tai Max. 3 X Tari Max. 3 x RTcal

Figure 2.13: Reader-to-tag preamble.

TRcal holds information about data rate and data encoding schemes that will be used by
the tag during response to reader commands. During Query command decoding frame, the tag
parses a parameter called divide ratio (DR), and using TRcal symbol duration tag can compute
data rate for tag to reader link. The data rate is calculated based on the BLF (backscatter link
frequency) value [EPC 2008] using the following equation [EPC 2008]:

BLF= _DR Equation 2-1
TRCAL

We note that BLF is calculated only one time at the beginning of every inventory round.
This is done when the Query command is received by the tag. Then it’s fixed until the end of

the current inventory round.
2.4.1.3 Miller and FMO encodings: tag to Reader link

The encoding methods used can be FMO Baseband (40-640 Kbit /s) or Miller Sub-Carrier
(5-320 Kbit / s). In FMO, encoding transitions (from 1 to 0 or 0 to 1) must be at the end of each
bit period and additional bit 0 at half the bit period transition is necessary. This is shown in
Figure 2.14.
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Figure 2.14: FMO encoding the tag to reader link. On the left), representation of bits 0
and 1. On the right a few possible sequences [EPC2008]

Miller encoding is characterized by the transition that occurs between two zero or two one
sequences. As shown in Figure 2.15, a sequence of Miller may have M = 2, 4 or 8 cycles per
bit. The M value is present in the query command frame. This parameter is defined by the reader

at the beginning of the inventory round.

M = 2 x Cycles/Bit M = 4 x Cycles/Bit M = 8 x Cycles/Bit

Figure 2.15: Miller encoding schemes

Figure 2.16 shows how to use Miller encoding, as well as two possible modulations to use
this link: ASK or PSK.
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Figure 2.16: tag to reader Miller encoding
2.4.1.4 Sessions & inventoried flags

If more than one reader tries to communicate with a single tag at the same time,
consistency problems will occur. In this case to allow multiple readers to communicate with a
single tag EPC C1 Gen2 standard provides solution support for allowing up to four readers to
communicate with the same tag in the same time. This mechanism is called sessions and is

based on inventoried flags.

Sessions are useful because they can be used to set the inventoried flags of all tags to a
known value. After reading the EPC number of each tag the inventoried flag will be switched.
Tag will no longer participate in the current inventory round of this reader. This allows it to

communicate with other readers using different sessions.

When the tag is powered on, session flag SO is set to A, and the other session flags S1 to
S3 are set to their previous values (A or B). The SL flag (select flag) is used by the reader to
select a tag population before starting an inventory round. The tag modifies its SL flag only
when the reader sends the select command before inventory round [EPC 2008].
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2.4.1.5 Tag memory

The tags have 4 banks of non-volatile memory as shown in Figure 2.17.

3.

4.

“Kill" Password |
Bank 00 + RESERVED MEMORY
“Access” Password J
CRC-16
Protocol Control (PC) |
Bank 01 , [ EPC MEMORY
Electronic Product
Code (EPC)
Bank 10 Tag Identification 1 TID MEMORY
Bank 11 User J» USER MEMORY

Figure 2.17: Memory banks of a tag [EPC2008].

Reserved Memory: contains two 32 bit passwords, one to access to tag and the
second to kill the tag. Kill operation permanently disables the tag. The access

password allows tag to enter into a state called the secured state.

EPC Memory: contains the Cyclic Redundancy Code (CRC), Protocol Control
(PC) that contain physical-layer information, and EPC code (Electronic Product
Code). During an inventory round the tag backscatters these three codes to the

reader.
TID Memory: contains the tag identifier.

User Memory: this bank is optional and contains specific data.

2.4.1.6 Commands and state machine

There are three basic operations that manage the tag behavior, as shown in Figure 2.18.

1.

Select: this command determines which group of tag will respond, i.e. which tags

will answer in the next state.

Inventory: identification of tags; in this phase, the reader identifies all tags by

their identifier stored in their EPC memory.

Access: once the tags have been identified, reader can exchange data with the tags

by reading and writing data in their memory.
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Reader operations Tag states
Choose Tag population SELECT State
l Ready
Arbitrate
Query EPC codes,identify tag INVENTORY Reply

l Acknowledged
Open
Operate on tag memory - Secured

Killed

Figure 2.18: Commands and state machine

Slot counter: at the beginning of the inventory round the reader sends select command
then query command. The tag picks up the Q field in query command frame to generate a
random number to preload their slot counter, then every time the tag receive a query rep, it
decrements the counter, and when reaching the value of 0 the Tag responds with a 16bit random

number.

All operations according to EPC C1 Gen 2 protocol follow the state diagram described in
the air-interface specifications in the section 6.3.2.4 of [EPC 2008]. A simplified version of this
state diagram following the reader operations is summarized in Figure 2.19.

At the beginning of the inventory round the reader sends the select command then the
query command. The tag picks up the Q field found in the query command frame to generate a
random number to preload a counter (named slot counter). Then, every time the tag receives a
query rep command, it decrements the slot counter. When this counter reaches 0, the Tag
answers with a 16 bits random number (RN16_1). This mechanism allows avoiding collision
when multiple tags try to communicate simultaneously. Then the following commands sent by

the reader will allow to obtain the EPC number and to access to the tag memory.
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Req_RN command state)
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command with ag reply witn its
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inventory J reader sends ———
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Figure 2.19: Simplified protocol followed between a reader and a tag [EPC2008]

The tag behavior can be described by a finite state machine; this state machine has a large
number of states that depend on several parameters, such as slot counter, flags, current state...
Using tag state diagram shown in Figure 2.20, we briefly introduce the meanings of each state
and transition rules as described in [EPC2008].
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Figure 2.20 : Tag state diagram [EPC2008]

1. Ready state:

The initial state when the tag is power up is ready state except in the case the tag is killed.

2. Arbitrate State:

Tags in this state participate in the inventory rounds, and load their slot counter with a

random value. If the slot counter

down this value until it reaches

is different from zero, the tag still in arbitrate state and counts

zero. Then the tags go to the reply state. If the tags load the

initial slot counter with a zero value, will directly answer to the reader.
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3. Reply state:
The tag in this state answers with a 16-bit random number.
4. Acknowledged State:

When the tag is in reply state and the reader sends an Acknowledged command to confirm
their response. The tag then transmits its EPC number followed with Identifier called program
counter (PC) and CRC that protect the sent frame. The tag remains in this state for a time equals
to T1 [EPC2008]. In the absence of any new command from reader, tag will automatically
return to arbitrate state. In this state that the reader is able to transition the tag to the Open (or

Secured) state allowing access operations such as Read, Write, Lock, and KILL
5. Open state:

When the tag is in acknowledge and the reader sends a request random number (Reg_RN)
command. If the password stored in reserved memory of the tag equal zero then the tag goes
directly to secure state, and if the stored password is different from zero then tag go to open
state, and there will be some challenge response between the reader and the tag before the tag

go to secure state, this communication is shown in Figure2.21.

The tag replies by a new 16-bit random number that is called Handle step2, any command
requested by the reader must include this random number as a parameter in the command. The
reader provides 32-bit password that protects the writing operation. This password consists of
two 16-bit sequences, denoted in Figure2.21 as Pw2 and Pw2 code. The reader gets in steps 4
and 8, two random sequences of 16 bits, denoted as RN16 ‘and RN16". In step 5, the reader
applies an XOR operation between the first 16-bit word sequence and the RN16’. Then, it sends
the result to the tag for a tag response in step 6, then the reader applies an XOR operation of the
remaining 16 bits of the password and the RN16” sequence ", and sends the result to the tag in
step 9. The tag recognizes the reception in step 10 by sending a new handle to the reader. Using

the latter, the reader can do all access command such as read write kill operation reader step 11.
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1. Req_RN(RN16)

2. Handle

3. Req_RN(Handle)

4. RN16'

5.Access(Pwd1 xor RN16')

A4

6. Handle

Reader 7.Req_RN(Handle) Tag

8.RN16"

A

9.Access(Pwd2 xor RN16")

10. Handle

11.Write(membank,wordptr,
data, handle)

Figure 2.21: Access protocol of an EPC C1 Gen2 tag
6. Secured state:

The tag transits to secured state after receiving a RegRN and the Access password is zero.
If the tag implements a password, the reader must provide the correct password as described in

open state subsection.
7. Kill state:

If the tag receives the kill command with a valid Kill password while it is in the secured
state, then it will transit to kill state. The tag will stop any response to reader request and will

never be reused.
2.5 Safety and security validation of UHF RFID systems

As we have seen the use of RFID has considerably increased in several critical areas as
medical, industrial or military applications. This puts tremendous pressure on designers of

RFID systems for security and reliability of critical applications.

Eventual design problems or weaknesses not detected at design time can lead to serious
materials or financial damages. Therefore, it is important to evaluate RFID system robustness
at design time in order to provide safe and secure systems. The evaluation should tackle both
natural and malicious faults which can decrease the system robustness. Due to the inherent
heterogeneity and complexity of such systems discussed hereafter, such validation at design

time can hardly be performed considering the whole system.
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The aim of this work is to present a novel system evaluation platform using emulation and
fault injection techniques to provide an additional tool for developers of RFID systems. First,
such a tool aims at validating tag hardware architecture taking into account the entire RFID
system component interactions. Secondly, it aims at enhancing and validating security-and
reliability of the tag once again taking into account the whole RFID system. Faults are emulated
using flexible fault injection method. The platform developed in this work enables the efficient
evaluation of new hardware implementations of critical security or reliability solutions for UHF
RFID tags.

2.5.1 Safety issues

RFID tags are increasingly used into critical applications within harsh environments or
for secure applications such identification, counterfeiting protection, etc. However, such low
cost systems, initially designed for non-critical applications with a high volume, are not robust
by themselves. The behavior of a RFID system must be the same than the one described in the
functional specifications, in terms of both performances and functions. The functions are
described by the sequences of states of the EPC C1 Gen2 standard [EPC2008]. In these states,
the RFID tag performs computation, communication, and store information. The service
delivered by the tag is a sequence of information in the form of commands and information
requested by Reader. To deliver a correct service regardless its environment, a tag must

guarantee the following attributes:
¢ Reliability:

The probability that the tag gives correct outputs within a given time interval [to,t1]
[Johnson1989]. For this attribute, our objective is to ensure that the tag response is always

furnished during an inventory round even in harsh environments or in the presence of attacks.
e Availability:

The conditional probability that the tag will correctly work within the time interval [tO, t1],
given the system was performing correctly at time t0 [Johnson1989]. It means the tag is ready

to be used.
o Safety:

The probability that an RFID tag will either perform its functions correctly or will discontinue

its functions in a manner that does not disrupt the operation of other tags found in the field of
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reader, [Johnson1989]. This is related to the nonoccurrence of catastrophic consequences on

the environment.
e Integrity:

The absence of improper system alterations, which can appear for example using a malicious
reader [Johnson1989].

e Maintainability:

The ability to undergo modifications and repairs these modifications by introducing a
mechanism of fault tolerance [Johnson 1989].

We will consider an UHF tag delivers a correct service when the service accurately
reflects the EPC C1 Gen 2 function requirements. Failures are either because the tag is not well
conforming to the standard [EPC2008] or because its architecture does not adequately describe
a robust system. In this thesis we will focus on the reliability and the security of tag digital part.
We will describe in the following the potential issues in the reliability of digital part of RFID
UHF tag.

Since the tag functionalities are based on a correct sequence of states, if a fault occurs
then the tag can deviate from its correct state to another. This deviation is called Error. This
error can propagate and be transformed to another failures as shown in Figure 2.22 (fault, error
and then failure from component A propagates to component B). In Chapter 4 we will analyze

in details all fault propagation mechanisms available in the tag architecture.

System

Component A Component B

. > . Error == FailureJ > H

Fault == Error ==—3» Failure

o’

Figure 2.22: Error propagation in digital system

Figure 2.23 shows the relationship between faults, errors, and failures [Johnson 89]. When

a fault occurs, it can cause errors, and errors may propagate to cause service failures.
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Design Faults

—————
Errors  [mmm=}  Failures

Operational
Faults

Physical Information External univers
Figure 2.23: Relationship among faults, errors, and failures

We explain this relationship more in details with an example in the context of an RFID
tag. When a tag makes an incorrect state transition, this can be caused by a fault in its design or
by a bit flip in one or more registers. This fault can involve a wrong transition of the tag. For
example, a transition from the ready state directly to the reply state without passing by the
acknowledge state. We can say this is the failure caused by the fault. The reader will detect
something wrong and will not consider the tag response. This is the service failure due to the

previous error.

2.5.2 Interaction faults that include all external faults RFID Heterogeneity

and complexity:

The main objective of this work is to develop an RFID emulation platform capable of
validating both software and hardware solutions and aiming at increasing UHF RFID systems
reliability. It must also take into account the problems between tags and effect of a faulty tag
on the complete system. Due to the RFID system heterogeneity, this platform should be able to
take into account all the system components and all the possible error sources: multiple tags or
readers interactions, communication channel errors, disruptions of the environment, radiations,

and threats of attack, etc...

As detailed in the previous section, RFID systems are composed of many tags, readers
and a middleware. These components consist of analog, digital hardware and software parts.
An RFID tag exchanges with a reader via an RF channel, but in the same time this channel can
be shared with other tags as illustrated in Figure 2.24. So when validating a tag, one may first
validate that the tag fulfills the specifications, and then when a robustness validation is engaged,
it is also necessary to consider all system configurations. A faulty tag can impact other system
elements but also other elements may disturb the tag under verification. Such a validation may

then require to simultaneously consider all elements as explained later on.
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TAG

Y
v <= T

READER

TAG
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Figure 2.24: RFID System with several tags

TAG

RFID system has several abstraction levels as shown in Figure 2.25
o RFID application layer
e RFID software layer

e RFID hardware layer

System level model RFID Application Layer Field setup
Algorithm level models RFID Software Layer Communication Protocols
Functional And behavioural RFID Hardware Layer Hardware Models and
level models Physical Devices

Figure 2.25: Layers for UHF RFID system modeling

Figure 2.25 shows the complexity of the model for each layer. At the top, the application
layer defines the parameters of the hardware component layer that manages the functionality of
the whole system. Software layer defines the algorithm to control communication links and data
transfers between reader and tags, the communication protocols like collision arbitration, the
possible authentication protocol. The hardware layer defines the physical structure of devices

and the air interface [EPC2008]. Figure 2.26 shows the hardware layer component structure.
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RFID HARDWARE

Multiple tag and multiple Readers

RF to baseband signal

Reader RF Link Tag
Digital logic
9 9 Digital logic
Antenna Modulator

Power propagation

Antenna Modulator

Demodulator Filter Losses Backscattering

Figure 2.26: Hardware layer structure for UHF RFID system modeling

RFID system improvement needs to check two aspects: the first aspect is the requirement
of the system level and the second concerns the hardware level. At system level, functionality
and performances verification are required for the “End user” .At hardware level, the designs

need to be verified for their conformance to regulations and protocols.

RFID simulation requires a large knowledge on the system and its environment.
Simulation can be very time-consuming, in particular if it is necessary to test a lot of
environment configurations. It is not possible to meet all RFID component requirements in one
simulator. So one alternative to simulation is hardware emulation. First, emulation is much
faster than simulation. Secondly, emulation can be used to observe the behavior of an entire
system in realistic conditions. This justifies the use of an emulator to validate a complex and
heterogeneous system as RFID.

2.6 Conclusion:

In this chapter, we have given a wide overview of RFID technology, by detailing some
technical aspects of the structure of RFID system components. Different technical details on
reader architecture, tag architecture, and the protocol used in this works [EPC2008] have been
detailed in order to better see later implications on dependability issues. The second part of the
chapter shows that the use of RFID technology in different critical application requires to study
the robustness and the security of such a system. The heterogeneity of the RFID system

composed of different technologies (RF, analog, digital hardware, and software) and numerous
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components (several tags, reader) communication channels make the robustness enhancement
a complex task. For these reasons, we propose an RFID emulator platform that allows us to

carry out this task taking into account all the RFID system parameters.
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3.1 Introduction

In this chapter we will give a state of the art on different RFID system validation platforms

and a brief description of existing robustness evaluation tools.

In the first part of this chapter, we will begin by describing the RFID system simulation
based platforms and then we will give more detailed descriptions on RFID system emulation

platforms.

In the second part of this chapter, we will discuss the methodology of fault injection. Then,
we will finish this chapter by a state of art on different fault injection platforms that are proposed
in the literature. We will distinguish between two categories of fault injection platforms: one

based only on simulation and other based on emulation or prototyping.
3.2 RFID Simulation platforms

Usual techniques for validating RFID IC often use simulation because it offers a very
good control and monitoring on internal signals. Several RFID simulators have already been

developed [Land2012]. These simulators allow:

a) Simulating the communication protocol between the tags and the readers (called

“air protocol”)
b) Simulating the interactions between RFID readers and the middleware (server).

RFID Middleware designers generally use these simulators to perform a functional
verification of their design. In [Palazzi2008], the authors present a case study using their RFID
simulator called Rifidi. This tool simulates the reader/client interface of an RFID reader. But,
neither the tag internal functioning, nor the communication between tags and readers can be
simulated using Rifidi simulator. Indeed, the information about the tags in the reader field is
directly applied on the reader model. Hence, Rifidi fits with RFID middleware deployment
issues only. So, Rifidi is not useful for studying the dependability of RFID tags by fault
injection. In [Angerer2009], the authors propose an RFID simulation and prototyping system.
Although the system can handle reader-tag requests, it mainly focuses on the tag IC and its RF
front-end. The digital part is described using the SystemC Library [SYSC]. The analog parts,
i.e. modulation, demodulation and signal propagation, are modeled with Matlab, but the
complete system co-simulation is performed in two separate steps: the digital part is first
simulated and then the analog part is considered. So, it is not a real co-simulation environment

with dynamic interactions between digital and analog parts. Moreover, this solution is very time
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consuming and requires a high performance computer. In [Floerk2009] Floerkemeir et al.
present the RFID simulator RFIDSim, which is a complete RFID simulator, nevertheless its
main goal is to evaluate only RFID protocols.

In [Fritz2010-a] [Fritz2010-b], another RFID simulator called SERFID (Simulation and
Evaluation of RFID Systems) has been developed to simulate RFID systems and has also been
used to perform fault injections by altering the communication BER (Bit Error Ratio). In this
work, due to simulation time constraints, no fault injection has been done in the tag IC. In this
simulator all digital functions in readers and tags have been modeled using the Transaction
Level Modeling with Distributed Time (TLM-DT). In order to model global and local
environment effects, the RF links between tags and readers can be modified. This simulation is
close to the RT level modeling. But, the evaluation of the robustness was only studied against
channel communication noise that affects the tags and the readers during communication. In
[Azambuja2008], the authors propose an RFID simulation considering the influence of some
environment variables and physical characteristics of tags such as tag speed in relation to the
reader, distances, and amount of tags that are going to be read simultaneously. In
[Mirowski2009], the authors propose a simulation platform called Tyrell, the end-user can
instantiate the values of a real systems and configure attacks into the simulation platform such

as introducing clone tag attacks. . .etc.

Most existing RFID simulators take into account only a few parameters of entire RFID
system parameters such as the parameters related to antenna in [Khouri2004], or the parameters
of the RF circuit in [Yifeng2004], or they simulate only a part of the RFID system like
[Mirowski2009] that simulates the RFID reader only by using java language. It appears that
simulation in order to perform a complete RFID system validation appears unrealistic. In fact,
evaluating the robustness of real applications running over RFID systems is very difficult using
simulation because RFID simulator can only take into account a few parameters of the entire
RFID system. Moreover the huge simulation time is another disadvantage of RFID simulation.
As an example in [Abdelmalek2013] the simulation duration for the data transfer between a
reader and a tag during 200 seconds takes 3 days using a workstation. However using emulation
it will take only 200 seconds. This justifies the use of emulation. Table 3.1 summarizes some

of the qualitative differences between the simulation and emulation in realistic environments.
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Table 3.1: Experimental platform comparison

Simulation Real world Emulation
Done in real time No Yes Usually
Easy to control Yes No Yes
Cost of use Low High Medium

3.3 RFID Emulation platforms

To our knowledge, there is no complete prototyping platform for UHF RFID system
development. Several prototypes have been developed, but they only focus on one aspect of the
entire system, i.e. the reader or the tag. In this section, we present the prototyping and

development platforms existing in the literature.

Several RFID reader prototypes have been developed. In [Angerer2008] the authors
describe the implementation of a dual frequency RFID system. This platform is designed to
operate in the 13.56 MHz and 868MHz ranges, and is based on FPGA and DSP to implement
protocol stack and analog parts that function at the HF and UHF ranges. The codes for the DSP
processor and the FPGA are generated by MATLAB and Xilinx System Generator and this
code generation is not optimized.

Roy et al. in [Roy2006] describe the architecture of an UHF RFID reader based on FPGA.

The FPGA architecture is described as well as potential interfaces that can be used.

SDR (Software Defined Radio) have been used to develop a customizable reader in
[Buettner2012]. In such a SDR system, all the DSP functionalities are done through the host
PC, while the acquisition, ADC and DAC are realized through an external device, the Universal
Software Radio Peripheral (USRP). This system suffers from the narrow bandwidth available

in the USRP, as well as the timing delays introduced in all the processing done on the host side.

Several works propose several tag prototypes. The Wireless Identification Sensing
Platform (WISP) [Sample2008], designed by the Intel Research group [Buettner2004] is one
example of an open source UHF RFID tag development platform. The platform proposes a
passive tag, consisting in an MSP430 microcontroller with sensors attached to it. The platform
has the disadvantage of being very low-range (limited to less than 3 meters) as well as not being
fully EPC C1 Gen2 compliant, i.e. it does not implement all required EPC commands. Its
firmware cannot handle complicated signal processing or complex algorithms. Finally this
platform is only a firmware implemented in a microcontroller, and can’t reflect the RFID UHF

tag hardware design. It can mainly be used for protocol validation.
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Another open source development platform for prototyping UHF RFID tags is the semi-
passive development tag platform based on the PIC24F microcontroller proposed in [Li2012].
The semi-passive nature allows this tag to have a better range than WISP. This tag has been
designed to have an extension support for sensors and an easily modifiable code for researchers
to experiment their solution on RFID Systems. A similar system implemented on an FPGA is
presented in [Chen2011]. This work only focuses on rapid UHF RFID tag simulation it uses an
integrated Analog front, implemented on 0.18um one-poly six-metal CMOS process, but this

platform is not suitable fault injection.

There are also RFID protocol analyzers that can be used for debugging the air interface,
analysing performances, and adjusting parameters. In the field of UHF RFID, Donno et al.
[Donno2011] propose an RFID receiver system, based on GNU Radio and implemented in a
USRP. The receiver contains a filter and a channel tracking implemented in Software Defined

Radio. This prototype has been developed to RFID protocols and RFID based localization.

Further researches were conducted in [Catarinucci2011. In this work the platform is used
to evaluate the performance of a UHF RFID system. But the use of the USRP makes this
platform expensive. A similar platform is implemented in [Athalye2011]. A system with
additional transmitters was proposed and implemented in [Jun2010]. In this work, a continuous
wave transmitter is used to extend the forward link range of the UHF RFID system. The forward
link (from reader to tag) is the weakest link in an RFID system [Dobkin2007] if the tag does
not have enough power to be power on. The continuous wave transmitter addresses this issue.

This solution can effectively increase the range of passive tags.

A security evaluation for UHF RFID is implemented in [Naray2010] by designing a
blocking reader to prevent any unauthorized reading of RFID tags. The design is based on the

T1 CC1101 chip transceiver and a microcontroller.

The programmable IAIK RFID Demo tag [iaik2014] can be used to emulate real RFID
tags. It consists of an antenna, an analogue front-end and a programmable Atmel ATMegal28
microcontroller that supports the EPC C1 Gen2 protocol [Hutter2008]. As it is semi-passive,
IAIK RFID Demo tag has an onboard power source to power the microcontroller. This semi-
passive tag emulator is mainly designed for security functionality as shown in the work
[Feldhofer2010] that uses it to analyze the security against side-channel and fault attacks. The
details of the design of this tag, schematic or layout are not provided. As they did not reveal
their analog or digital parts, we cannot assess or modify their design to meet the requirements

of our research project. The price of IAIK RFID Demo Tag is about 650% to 750 $ per tag,
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which is very expensive to be used in the case of UHF RFID system emulation with numerous

tags.

Table 3.2 presents a comparison amongst different RFID system emulators existing in the

literature. We note that no emulator using FPGA in the literature implements all the commands

of the standard protocol EPC C1 Gen2.

Table 3.2: Survey of RFID emulator

Paper Functionality Device Hardware / software
application
Angerer[Angerer2009] Dual-frequency tag Prototyping FPGA Virtex Il and
Prototyping (HF and UHF) TSM320s DSP
Roy[Roy2006] UHF RFID reader Prototyping FPGA Virtex-4
Buettner[Buettner2012] UHF RFID reader Prototyping GNU Radio and USRP
Sample[Sample2008] Semi-Passive tag platform Prototyping TI MSP430
microcontroller
T. Li [Li2012] Semi-passive tag platform Prototyping PIC24F
microcontroller
Feldhofer[Feldhofer2000] | Semi-passive tag Platform Security Xilinx FPGA
L. Chen [Chen2011] Semi-passive tag platform Tag simulation Altera FPGA
Donno[Donno2011] Receiver Performance GNU Radio and USRP
analysis,
Localization
Park[Jun2010] Transmitter Forward link CC1110 transceiver
extension and microcontroller
Athalye[Athalye2011] tag signal interceptor Localization Custom UHF RFID tag
on FPGA
Kenarangui RFID reader with Localization RFID and image
[Kenarangui2010] camera and image processing software
processing
Narayanaswamy Blocking reader Security CC1101
[Naray2010]
Demodtag IAIK TU Graz | Semi-Passive tag platform Security ATMegal28
[iaik2014]

As seen in the two previous sections, a lot of RFID validation platforms are proposed for
the simulation or the emulation of a part of a RFID system. Each platform or prototype analyzes
only one aspect of all the possible aspects existing in RFID system. In addition, it remains
difficult to predict the behavior of a RFID system in harsh environments where there are
intentional or environmental disturbances. These disturbances can involve the deterioration of
a part or several parts of the RFID system. There is a need for a platform that can emulate this
type of disturbance. In the next section, we will present the principles and the architecture which

allow us to emulate such faults into a RFID system.
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3.4 Fault injection

The fault injection in an UHF RFID tag digital IC is a complex task. This task necessitates
(1) determining the types of faults to inject into the IC, (2) planning the fault injection
process, (3) injecting these faults, and (4) extracting the data to analyze their effects. This
section explains the different types of fault injection. To realize a fault injection campaign, fault

injection model and methodology to perform the physical fault injection are needed.

FARM model is the most known fault model and methodology [Arlat1990]. Our work,
which aims at realizing a platform to analyze RFID tag fault tolerance, exactly follows this
model. As far as we know, there is no existing work about RFID IC robustness evaluation,
although the widespread use and deployment of this technology in our life and in many critical
systems. In this work, we will use the FARM model to study the dependability of the RFID tag
digital IC.

3.4.1 Farm Model

FARM fault injection model has been developed in LAAS-CNRS (French) in 1990. This
model describes a methodology for system dependability evaluation using fault injection as

shown in Figure 3.1.

Fault
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Figure 3.1: FARM model [Arlat1992].

As shown in Figure 3.1, this model contains 4 sets [Arlat1992] F, A, R, and M. F is the
set of all anticipated or perceived faults to which the target system could be exposed over its
operational phase. A is the set of the inputs of the system aimed at exercising the injected faults.
R is all data and information collected during the fault injection experiment. It helps knowing
the behavior of the system in presence of faults. In the FARM model, experimental results are

the estimated coverage of detected faults, the silent faults, the fault dictionary entries, etc. These
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results are defined by the set M. The FARM model shown in figure 3.2 is a modified version
of the previous original model. This new model is better adapted for digital I1C fault injection
[Elks2005].
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Figure 3.2: Modified FARM model [Elks 2005]

In the Figure 3.2, the set Z defines the internal state of the digital IC. This attribute
expresses the idea that a digital system is based on internal states. Digital IC behavior is discrete
time-based with transitions from one state to a set of other states. The Y set defines the current
state, input event change, etc. The set D defines the external input data. The set U are the outputs

of the circuit.
3.4.2 Fault Injection Techniques

As shown in figure 3.3, fault injection is classified into three categories:
1) Physical-based fault injection
2) Simulation-based fault injection
3) Emulation-based fault injection

In physical-based fault injection, the target IC is the same digital IC that will be deployed
in the field of operation. In simulation-based fault injection, the fault injection will be done in
a model which describes the behavior the digital IC. For example, for RFID robustness
evaluation, simulation-based fault injection has been used in [Gilles2011] using SystemC
models. Emulation-based fault injection uses hardware prototypes, and in this case the injection

is done directly in the designed IC architecture.

In this work, we will evaluate the RFID digital IC dependability by studying the effects
of Single Event Upset error (SEU). This fault is the most experienced by modern IC.
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A SEU is an error that occurs in the logic circuit and causes a bit flipping to a wrong

logical value. All fault injection approaches that we will discuss are shown in Figure 3.3.

4ﬁ Power Supply ‘

—»‘ Radiation ‘
Physical based H
| Clock glitch \
4% Pin level ‘
Faults injection technics »  Simulation based
4% On chip instrumentation‘

Emulation based 5

‘} Reconfiguration ‘

Figure 3.3: Taxonomy of fault injection techniques
3.4.2.1 Physical-based fault injection
a) Pin level fault injection:

Numerous works have been developed in the 90s for pin-level fault injections. This
technique uses pins to introduce faults in digital circuit. Several pin-level fault injection tools
have been developed (e.g., MESSALINE [Arlat1990 (a)] and RIFLE [Madeiral994]). The
advantage of these tools is that they are not invasive, but hardware fault injection can damage
the digital IC. High integration density of mixed signals and dense packaging technologies limit
accessibility to pin-level fault injections. The major problem of pin-level fault injection is the

model definition of internal faults inside the circuit.
b) Power Supply Fault Injection:

In [KARL1991] fault injection approach via power supply disturbances has been
proposed. This approach proposes to inject faults by modifying the supply voltage Vcc of digital
gates or IC. This approach leads to transient faults by the voltage Vcc drop. The disadvantage
of this approach is that it requires special circuits to disturb the power supplies of IC.

¢) Radiation Based Fault Injection

Radiation fault injection can be done using several methods as Electro Magnetic
Interference (EMI), Laser Fault Injection (LFI), etc. [KARL1995] shows how the injected fault
with an EMI can propagate inside the circuit. In one other hand, laser allows injecting faults
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known as soft-error. LFI has a good controllability in both space and time. In addition, LFI is
not invasive. There are several works on LFI as [Sampson97], [Duzellier-00], [LEWIS-05].
This fault injection technique is characterized by its spatial accuracy, the spot size and

frequency, but LFI requires a sophisticated and expensive material.
d) Clock Glitch

Glitches in the external clock signal generate faults. There are several works about this
type especially on cryptographic circuits [Agoyan2010] [Fukunaga2009] [Selmane2008]. In
[Hutter2008] glitch and optical inductions attacks in RFID chips have been performed. The
authors provide concrete results of practical physical-based fault injection on RFID devices.
They use local and global fault-injection methods directly on RFID tag digital IC. The global
injection impacts all the chip, and the local fault injection only impact a specific area of a RFID
chip. For example, the local fault injection prevents writing data into the tag memory or involve
writing faulty values. The main intention of this work is identification of potential weaknesses
of RFID digital IC. The authors conclude that RFID tags do not include any countermeasures
against these types of fault.

3.4.2.2 Simulation-based fault injection

Simulation-based fault injection can be performed at different abstraction levels, such as

the gate level, RTL level, and system level.

The principle of the simulation-based fault injection is to compare the simulation results
without and with fault injection by using simulation tools. FOCUS [Choi1992] is an example

of a simulator for fault sensitivity analysis of designs with respect to error.

In simulation-based fault injection, the circuits are described using a Hardware
Description Language (HDL) such as Verilog or VHDL. In this context we find in the literature
several works that automated the fault injection experiments with HDL models, as the
MEFISTO tool [Jenn1994] and [Delong1996].

In simulation-based fault injection, the fault injection is based on the modification of the
hardware description [Assaf2004] by modifying the HDL description through scripts to
simulate for example stuck-at faults. The advantages of simulation-based fault injection are the
high controllability, observability, repeatability and reproducibility. As simulation is done in a
controlled environment, it supports a larger set of fault models than physical fault injection. But
the disadvantages of this fault injection method are the accuracy of the system model, the fault
model takes a lot of time to be developed, and the fault injection by simulation is very time
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consuming. In [Fritz2012] the authors propose a RFID fault injection simulator called SERFID.
SERFID allows injecting faults into the tags, the readers or the communication channels to
simulate the effects of different failures. These failures may appear due to the low quality of

the communication, low tag powering, errors in the tag memory, etc.
3.4.2.3 Emulation-based fault injection

The FPGAs provide new opportunities for emulation or hardware-based fault injection.
In fact, they provide high flexibility for the prototype development.

Simulation-based fault injection requires a huge time and a powerful computer, which
makes the simulation of complex circuits infeasible. To speed up this process the HDL designs
can be evaluated by hardware emulation on FPGA. The first published work in this area was
proposed in [Kwang-Ting 1999]. In this work a method for fault emulation is used for assessing

the fault coverage of tested circuits.

Based on the literature we distinguish two environments for the FPGA-based fault
injection. The first one is based on the circuit instrumentation and the second one is based on
the manipulation of the FPGA configuration file, which is called Reconfiguration-Based

Fault-Injection.
a) Reconfiguration-based fault injection

In SRAM FPGAs, the configuration file contains data and logic configuration. The
configuration RAM cells can be considered as a shift register. The configuration data is serially
downloaded from the host computer to the FPGA. This data and the content of all the memory
cells can then be read back from the FPGA. Once an FPGA has been configured there are two
methods to reconfigure it. The first method is static and is called Compile-Time
Reconfiguration. The second method is dynamic and is called Run-Time Reconfiguration. In
the case of a Compile-Time Reconfiguration, to implement any changes it is necessary to
recompile and re-synthesize the modified blocks in the system, then regenerate the
configuration file for the complete system, and download this new configuration on FPGA.
Run-Time Reconfiguration provides the ability to configure the FPGA during the execution of
an application. It is possible to reconfigure the entire circuit or only a specific part of it, this is
called partial reconfiguration. In a partial reconfiguration, the un-reconfigured blocks can
continue to operate normally. The fault injection by dynamic reconfiguration is done directly

by modifying the configuration data.
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The main objective of dynamic reconfiguration is to save time consumed by the different
steps (compilation, synthesis, generation of the full configuration file) of the static
reconfiguration. The experiments presented in [Antoni2001] have been performed using two
different FPGAs, one of them have partial reconfiguration mechanisms. The bitstreams
(configuration files) are modified with JBits, a Java tool that allows a reading of the FPGA
configuration and quick and easy reconfiguration. The results obtained demonstrate the
feasibility of the fault injection by reconfiguration and show that it allows significant savings
of time under certain conditions. The University of Seville and the European Space Agency
have jointly developed the FT-UNSHADES system [Tombs2004]. It uses two copies of the
circuit to be analyzed, one used as reference and the second used for fault injection. The state
of the two copies allow detecting the activation or not of the injected fault. The high speed
connection between the host computer and the FPGA is one of the advantages of the presented
environment. The use of two copies accelerates the comparison of the results, and also reduces

significantly the memory space required in the FPGA.

To reduce the reconfiguration time induced by the partial reconfiguration, [Kafka2006]
uses a FPGA embedded processor to perform the reconfigurations. The data required to select
the fault injection target (LUTSs, multiplexers ...) are recovered using placement & route tool.
All necessary configurations are prepared before the fault injection campaign to be uploaded.
During the campaign there is no data transfer between the host PC and the FPGA. The results
of classification errors are generated by a hardware comparator and returned by the FPGA to
the host PC at the end of the campaign. This work not only shows that the approach is feasible
but also that it is faster than a simulation-based approach. However, it can require a lot of
memory space if a large number of predefined configurations need to be stored. Moreover, as
for the previous approach, the implementation of the two copies of the analyzed circuit (golden

and faulty) halved the size for this one.
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b) Instrumentation-based fault injection

This method is based on the modification of the original description in order to allow the
injection of faults. The circuit is first instrumented, then synthesized and finally emulated. First

prototyping for the safety analysis has been done at TIMA laboratory in 1999 [Leveugle1999].

The instrumentation and the generation of behavioral models to represent error
propagation modes are also presented as effective techniques for safety analysis. We will give
more details in chapter 4.

FPGA-based fault injection approach has been developed by Politecnico of Torino as
presented in [CIVE-01a]. It allows the injection of bit-flips in the memory elements of the
instrumented circuit. This tool consists in two software modules, and a mixed module (software
/ hardware). The software modules generate the fault list from the circuit netlist, apply the input
vectors and analyze the results. The mixed module includes the instrumentation tool, the
injection control tool and the hardware interface with the FPGA [CIVE-01a]. As shown in

Figure 3.4, the system is composed of three modules:

1) Fault List Manager: The role of this module is to analyze the circuit in order to
generate a fault list. This list manages the time and the place where the fault will

be injected in the circuit.
2) FI Manager: The role of this module is to manage the fault injection.

3) Result Analyzer: The role of this module is to analyze the data produced by the
previous modules, to classify the faults according to their effect, and to make

statistics on each type of faults.
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Figure 3.4: Instrumentation based register mask [Civera 2001B]

The FI Manager is implemented both in the host PC and in the FPGA (with the emulated

circuit). This module is composed of 3 parts:

e Circuit Instrumenter: it is a software necessary to modify the circuit to support
the Fault Injection (FI).

e FIl master: it uses the fault list to select the time and the place of the fault injection.

e FI Interface: this module interprets and executes the commands of the FI master

module.

Another developed FPGA environment has been developed by the Microelectronics group
at the University of Madrid. It can implement two possible modes: the first using connection of
memory elements called state-scan and a second with a mask register called mask-scan
[Portela2004]. In the state-scan mode, the scan line (or shift register) is used to download the
faulty states into the memory elements of the circuit. Instrumentation adds very few logic as
one multiplexer for every latch is required. Faulty states serially loaded must be defined before
the beginning of fault injection campaign and are stored in RAM. In mask-scan mode, a mask
is applied to the memory elements of the circuit for inverting the contents of those targeted
elements. The latter technique is taken from [Civera2001a]. For the two modes, the circuit
analyzer, the fault injection controller and the result analyzer are emulated by the programmable
logic, and the RAM banks are used to store data. The software part allows the generation of the

instrumented circuit, the generation of the fault list, the access to the memory banks, and FPGA

-56 -



Chapter 2 Safety and RFID Systems

configuration. The instrumentation is done at netlist level after synthesis. The scan-chain

approach is the most time consuming.

Three injection modes are proposed in [Lopez2005]: the state-scan mode, the mask-scan
mode and a new mode called temporally time-multiplexed. The novelty is that most tasks
(control of fault injection, errors classification) are performed by hardware blocks to limit the
transfers between the prototype and the host computer that are very time consuming. The mask-
scan mode implements the same instrumentation and the same characteristics (shift register ...)
as proposed in [Civera2001a] and described above. The only difference lies in the injection

controller that is implemented in hardware.
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3.5 Conclusion

In this chapter we have discussed about the different methods to perform early analysis in
the RFID system design flow. We have presented several RFID simulators with their
advantages and limitations. Then we have discussed about the RFID emulation platforms.
Finally, a table comparing the advantages of each platform has been given. In the second part
of this chapter, we have discussed about the robustness analysis of RFID system. This analysis
is performed thanks to the faults effect analysis on this system. We have discussed about the
different types of fault injection. Our work in the next chapter will be based on the
instrumentation based fault injection method.

The purpose of our work is to develop a design method based on a hardware emulation
platform dedicated to RFID tag dependability and security study. Emulation permits to evaluate
the UHF RFID tag within its real environment. Using this approach allows us to take into
account all the parameters of the RFID system. This emulator based approach allows a better
understanding of the behavior of the tag in a realistic environment, and allows rapidly deploying

research on operational RFID system.

An RFID emulator can be used within an RFID environment including reader and other
tags or even other emulators as depicted in Figure 3.5

%‘h

RFID Tags ‘

’))Ao!

‘ K

Figure 3.5 RFID tag emulation environment
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Emulation of RFID system within a real environment allows:

*Measuring the performances of the digital architecture under validation (for example, the
Read Error Rate RER, ratio between the number of successful read and the number of read error
[Fritz2012]).

*Observing internal state of the tag in order to monitor its behavior.

eInjecting faults by changing functional or structural parameters to respectively model
fault attacks and environmental disturbance effects (like bit flipping).

«Controlling internal state of the tag to perform efficient verification
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4.1 Introduction

As we have seen in the previous chapters UHF RFID technology is used in many critical
applications that require a lot of caution to ensure the working of systems in any environment.
Thus, designing RFID IC dedicated to secure or robust applications raises critical issues. It is
particularly difficult to validate early in the design flow that the circuit will be robust against
security attacks and environmental perturbations, and also to measure the effects of the
countermeasures on the system performances. Thus, in this chapter we will present an RFID
tag emulator with fault injection capabilities to emulate errors in order to validate the robustness
of both the tag architectures and the protocol. This emulator also allows internal monitoring of

the tag in order to analyze faulty behavior.

Due to their heterogeneity, RFID systems are complex to validate and analyze. Thus the
verification of a whole RFID system using computer model simulations is very time consuming

and can hardly consider all the system parameters.

The proposed emulator should help to evaluate faulty tags influence on the whole system
by injecting faults in RTL HDL descriptions and thus to analyze very early in the design process

the consequences of faults on the behavior of complex RFID systems.

In the first part of this chapter we will present our EPC C1 Gen2 tag emulator. We will
explain in more details the most important components of an RFID tag, especially the ones that
have a direct effect on the performances of the tag. In the second part, we will present the fault
injection capabilities of the developed platform. In the third part, we will present the
experimental results of the fault injection that have been obtained with the platform. Finally we
will show the experimental results of two kinds of countermeasure to enhance RFID tag

performances against SEU Faults.
4.2 Proposed Emulator Architecture

4.2.1 Description of the emulator

In this section we will discuss how the EPC C1 Gen2 protocol has been implemented in
the FPGA to emulate the digital part of the RFID tag. We will also describe the analog front—
end used to demodulate the signals coming from the reader, and to modulate the responses of
the tag to the reader. Figure 4.1 shows a high level architecture of the EPC C1 Gen2 tag design.
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This architecture is made of two main parts: the digital one (UHF digital baseband) and the
analog one (AFE for Analog Front-End), which are both described in details in the following.

Memory
Controller

Backscatter
Generator

Slot Cou [e
= - \ Command
RF Switch Fmo/miller [l Backscatter Decoder
/!
Encoaer clock Generator
\ PIE

T > Decoder

V- =T @

s Compare
Recitifier Filter SAW Filter P

J{Y  epueqesea vuoia 4HN |

Figure 4.1: EPC C1 Gen2 tag block diagram
4.2.1.1 UHF RFID tag Analog front-end

Analog front-end is one of the key elements in a passive RFID tag. It is responsible of
numerous operations: RF signal to DC conversion, voltage regulation, voltage limitation, and
modulation and demodulation of the incident RF wave to deliver a digital baseband signal to
the digital part of the RFID tag. Figure 4.2 shows the Analog Front-End (AFE) that we have
used in our emulator. It consists in a rectifier, a band-pass filter, a Surface Acoustic Wave

(SAW) filter, and a comparator.

RF Switch

e modulation control

—é Digital baseband signal

Sk
34V

a =W

Recitifier Filter SAW Filter

Compare

Figure 4.2: Analog Front-End architecture
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The ASK signal consists of bursts of sinusoidal signal generated by the RFID reader.
When it passes through the rectifier we obtain the positive half wave signal. The resulting signal
passes through a low-pass filter and SAW filter to obtain an envelope detection. The band-pass
filter and the SAW filter output a signal with a better Signal to Noise Ratio (SNR). The
comparator compares the value of the input signal coming from envelope detector (SAW filter)
to a reference voltage. If the input signal voltage is larger than the reference voltage, the
comparator outputs a high logic level, if the input signal voltage is smaller than the reference
voltage; the comparator outputs a zero logic level. Thanks to this process the original binary
sequence (baseband signal) is generated. The RF switch is used to control the backscattering
modulation. In fact, the tag response is made with the reflection of the incoming waves coming
from the reader. The reflection coefficient of the tag can be changed by turning on or off an RF
switch as shown in Figure 4.2. If the replied data is “1”, the switch turns on and the impendence
of the tag is lowered. On the other hand, if the replied data is “0”, the switch turns off and the

impendence of tag is matched to Z (open impedance).
4.2.1.2 UHF RFID tag digital baseband architecture (RT level schematics)

In this subsection, we give a detailed description of the designed RFID digital baseband,
which is used to handle communications and control operations of the RFID tag. This baseband
is compliant with the EPC C1 Gen2 UHF RFID protocol [EPC2008]. The validation of this
baseband will be done by doing several experimentations. Then, the robustness of this digital

baseband will be evaluated and improved.

The main activities of this digital baseband are to decode the incoming data from the
reader, to modify the memory contents and to execute the relevant commands to response to
different reader interrogations. Figure 4.3 shows the proposed architecture of the designed
digital baseband tag. It is made of 14 modules: Pulse Interval Encoding (PIE) decoder,
command decoder, tag FSM, CRC decoder, session and flag managers, Pseudo Random
Generator (PRNG), slot counter, memory controller, tag memory, backscattering generator,
timer T1, timer T2, backscattering clock generator (BLF) and FMO Miller encoder. In the

following the purpose and the architecture of these modules will be described.

-63 -



Chapter 4 RFID emulator and robustness evaluation platforms
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Figure 4.3: RFID Baseband architecture
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4.2.1.2.1 PIE decoder

As explained in the chapter 2 (section 2.4.1.3), the reader uses the Pulse Interval Encoding
scheme (PIE) to transmit the data to the tag [EPC2008]. After signal is demodulated in the AFE,
the PIE Decoder detects the level changes within the received signal by using an edge detector.
Then a counter measures the duration of each level as shown in Figure 4.4. All measured times
are stored in a register, and are then evaluated in order to define the main communication
parameters described in the standard. The most important parameters are the Tari, TRcal, RTcal
(shown in Figure 2.12 and Figure 2.13), and the Pivot that are used as time references to decode

data0 and datal is defined as:

Pivot = %cal Equation4.1

Pivot
» Frame indicator
DATA in Edge » Data out enable
"| detector " »
Control Comparator »Data out
Enable J Gl [

Clk

Y T T T T T[] ]Delimiter
; =TT [ [[[[]pw

S~ [[[[[[Jrari
v —([[[[[[[}———RITCAL
[ [[[I[+———TRCAL

A

Y

Counter

Figure 4.4: PIE decoder RTL schematic
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4.2.1.2.2 Command decoder
As specified in EPC C1 Gen2 standard [EPC2008] the reader interrogates the tag by
sending commands. Before discussing the command decoder module, we first give an example

of command. We choose the Query command which has been previously explained in chapter2.

As shown in Figure 4.5, this command contains eight parameters which determine reader
to tag link communication characteristics. The most important parameters are DR, M, and
TRext. The DR parameter is used by the tag to compute the data rate of the tag-to-reader link
as described in chapter 2 (Section 2.2.5.2). The M parameter is used to select the FMO or one
of the three Miller encoding schemes to encode the data backscattered by the tag. The TRext

parameter determines if the tag frame response contains a preamble or not.

Command DR M TRext Sel Session | Target Q CRC
# of bits 4 1 2 1 2 2 1 4 5
description|1000 0: DR=8 00: M=1 0: No pilot tone  |00: All 00: S0 0:A 0-15 | CRC-5
1: DR=64/3 |01: M=2 1: Use pilot tone |01: All 01: 51 1:B
10: M=4 10:~8SL |10: 52
11: M=8 11: SL 11: 53

Figure 4.5: Query command parameters

The command decoder is in charge to decode all the EPC commands by looking to the
first 2, 4 or 8 received bits from the MSB to the LSB. After decoding the command name the
length of this command (including all the parameters relative to this command) will be known
as described in [EPC2008]. Figure 4.6 shows a part of the pseudo-code for the command

decoding.

Begin
Detect the first decoded symbol
If (1lst symbol =0) then
Detect the second decoded symbol
If (2nd symbol =0) then
Command is Query rep
Else
Command is Acknowledge
End
If (1st symbol =1) then
If (2nd symbol =0) then
If (3rd symbol =0) then

End.

Figure 4.6: Part of the pseudo-code of the command decoder
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After detecting the command type and all the parameters included in its frame, the frame

is checked using the CRC engine.

4.2.1.2.3 CRC5and CRC16

Each frame includes a 16 bit Cyclic Redundancy Check (CRC) field for error detection.
In Figure 4.5 the frame contains a field CRC5. The tag uses it to verify the integrity of the
command frame. The EPC C1 Gen2 protocol [EPC2008] specifies the uses of two types of
CRC: CRC5 and CRC16.

The developed tag contains both CRC5 and CRC16 encoders. Figure 4.7 shows the
schematic of CRC5 encoder. The CRC5 encoder is based on a polynomial and a preset defined
in the table 4.1. The CRC5 value is computed in several steps. Firstly, the CRC5 register is
loaded with the value 01001, (preset value). Second, the data is pushed bit per bit toward the
CRC input. At the end the register Q [4:0] holds the CRC5 value [EPC2008]. To check the
CRCS5 of the received data, the CRC5 will be loaded by the value 01001, and then the data and
the CRC will be passed bit per bit (at every clock tick), at the end if we find the value 00000
(residue), this mean that received data is valid without error [EPC2008].

Table 4.1: EPC C1 Gen2 command

polynomial preset Residue
Xo+X3+1 01001, 00000
Q. gj= QUTPUT Cjd..0]

Qo a1 Qz

PRESET - INEUT

XOR l DFE DEE DEE, ROR -
— [ e - PR
DATA —r—m—————y

CLK = INPUT

Figure 4.7: CRCS5 circuit

4.2.1.2.4 FMO and Miller encoders

Tag to reader link data encoding is done using either FMO or Miller code as described in
subsection in chapter 2 (Section 2.4.1.3). Miller and FMO data encoding forms are based on M
and TRext parameters which are extracted from the Query command frame at the beginning of

every inventory round. Miller and FMO data frame contains a preamble and an end of frame to
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indicate the beginning and the end of each sent frame. Figure 4.8 shows the pseudo code of

FMO Miller frame encoding.

Begin
Get and decode query command
Get M value from Query command frame.
Get TRext value from Query command frame
Case based on M value:
Case 0: M=0 use FMO encoding

Case 1: M=0 use Miler encoding with subcarrier =2.
Case 2: M=0 use Miler encoding with subcarrier =4.
Case 3: M=0 use Miler encoding with subcarrier =8.
End case.
Case based on TRext value:
Case 0: TRext = 1 preamble include violation of
encoding
Case 1: TRext = 0 preamble without violation of
encoding
End case;

Figure 4.8: Pseudo code for tag to reader link frame encoding

Figure 4.9 shows the RTL schematic of the FMO and Miller encoder block. At the
beginning of every inventory round the tag selects the type of encoding scheme (depending of
the received query command parameters), FMO logic and Miller logic blocks ensure the data
coding. Preamble fields are stored in four registers and will be selected using a multiplexer. The

logic control block organizes the transmission of the appropriate preamble, data and end of the

frame.
5 2
)
enable R ,End TX
Trext . Preamble
> Log|c —  Symbol
M counter .
| 1
—| Miller logic — >
DATA in FmO preamble
FMO Logic (T T Data out
Miller preamble
FmO0 end
L —

Figure 4.9: RTL schematic of FM0 and Miller encoder
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4.2.1.2.5 PRNG (Pseudo random number generator):
A Pseudo random generator (PRNG) produces a series of numbers which are statically
independent. In EPC C1 Gen 2, the PRNG has the following properties:

e The probability that any pseudo random value shows up as the next output is
between 0.8 x2-16 and 1.25%2-16.

e The probability that any two or more tags generate simultaneously the same 16-
bit numbers sequence is less than 0.1%.

e The probability to predict the next Pseudo-random number from previous output
is less than 0.025%

The architecture of the PRNG is very important, and especially for tag communication
security. There are a few proposals for PRNG in the literature attempting to fulfill the EPC C1
Gen2 requirements. Table 4.2 shows some of these PRNGs.

Table 4.2: Pseudo random number generator

Algorithm Output size

AKARI1A[Kalikinkar2011] 16
Mandal et al[Honorio2011] 16
LAMED [Lopez2008] 16

The authors of LAMED [Lopez2008] showed that the implementation of their PRNG is
compliant to the EPC C1 Gen2 standard requirements [EPC2008], and requires a low area (1.5k
gates). This low area is acceptable for a tag implementation. In this work we have chosen to
implement this design [Lopez2008].

4.2.1.2.6 Slot counter
To avoid response collisions, EPC C1 Gen2 has introduced the slot counter and the Q
algorithm [EPC2008]. This module is responsible for calculating the slot number for which the
tag is going to reply. Slot number calculation is based on the Q-field transmitted by the Reader
in the Query command frame. Every time the tag receives a query command it picks a new 16-

bit random value from the PRNG output.
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Begin

Get Q value from query command.
Generate a pseudo random slot
If command = Query rep

Slot counter = slot counter -1
Else

Slot counter = slot counter.
End if.

End

Figure 4.10 : Pseudo code for slot counter implementation
CLK RST_n

L] L]

—) 16
enable mbap slot_value

Slot_count_cmd -3‘-}
2
nc_dec =i=p  Slot_counter

16

Rng_cout mmfe)
4

Q e

Figure 4.11: Slot counter

Figure 4.11 shows the inputs and the outputs of the slot counter block. Slot counter inputs
permit to modify the slot value. For example, every time the tag receives Query Rep the inc_dec
input is used to decrement the slot counter value. The RNG_cout input permits to pick up a
random value from the PRNG module.

4.2.1.2.7 Session and flag controllers

As explained in section 2.4.1.4 when more than one reader are presents in the range of a
tag this may cause problems because these readers communicate with the tag at the same time.
For this reason, EPC C1 Gen2 standard introduces flag and session principles. To implement
this feature, we propose the session and flag controller shown in Figure 4.12.
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inventoried_flag
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1 L invent_flag
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i 1 1 SL_flag
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Figure 4.12: Session flag controller

The session input permits to choose among the sessions the tag participates during an
inventory round. The enable_SL input permits to enable the Select flag modification
[EPC2008], and the two outputs invent flag and SL flag hold the current used flag during

inventory round.

4.2.1.2.8 Tag memory
As described in figure 2.4.1.5 EPC C1 Gen2 specifies four memory banks, reserved memory

banks, EPC memory bank, TID memory banks and user memory banks as shown in Figure 4.13
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Figure 4.13: Schematic of DATA memory module

In EPC C1 Gen2 data is accessed in 16 bit words. As shown in the Figure 4.13. The two pins
nRE and nWE are used to distinguish between memories reads and writes. For simplicity we
use the FPFGA SRAM memory to emulate the tag memory. This memory addressed by 5 bits

plus 2 bits to choose the memory bank.

4.2.1.2.9 Backscatter clock generator:

The backscatter clock generator is a configurable clock divider. It feeds the transmitter
module to send data with the data rate requested by the reader. This data rate depends to the
predefined TRcal and DR parameters. The TRcal and DR allow choosing the clock divider
values. The counter uses this value to generate the backscattering clock. Figure 4.14 shows the
pseudo code of the backscatter clock generator and Figure 4.15 shows the RTL level description

of clock generator design.
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Begin
Store all possible TRcal values and divider N value
Get received TRcal value from PIE decoder
Get DR value from command decoder.
Choose the divider N
N= f (DR, TRcal)
Loop: Increment Counter
if counter= N/2

output =1
if counter =N
output =0

Return to loop.

End.

Figure 4.14: Pseudo code for backscatter clock generator design.

Trcal_reg Trcal_value reg

TRcal 19 Comp

clk = -
N
Reg_Nbr_tiks_DR
8 | [ Nbr_tiks_DR8
4
L4
cownws o0 [ | CLLLLLLL--
64/3 || Comp
o or| [LLLLLLLIT—
64/3 counter Ik
1 = > C _IX
DR 4 N

Figure 4.15: Backscattering clock generator

4.2.1.2.10 Timer T1 and Timer T2

EPC C1 Gen2 [EPC2008] specifies two response time-out T1 and T2. Timer T1 and timer T2
are two counters to measure the time T1 from reader transmission to tag response, and the time
T2 from tag response to reader transmission. The computations of T1 and T2 durations are
based on RTcal and TRcal parameters.
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4.2.1.2.11 Backscatter generator

The backscatter generator schematic is shown in Figure4.16. This module controls the
construction of a tag response packet and controls all transactions between FMO and Miller
encoder and the finite state machine module. Backscatter generator is responsible for:

1. Creating an EPC C1 Gen2 compliant packet and passing it to the FMO and Miller
encoder for conversion to FMO or Miller encoding

2. Adding the preamble at the beginning of any packet

3. Activating the CRC16 calculation for the frame that will be sent.

4. Defining the start and the end of a data packet.

The blocks (FMO & Miller, CRC16) provide a done indicator, which helps the generator to

organize the construction of the actual packet.

The state machine module uses internal control sequence to indicate to backscatter generator

which type of packet response must be sent.

4.2.1.2.12 Finite state machine

According to EPC C1 Gen 2 the tag transitions from one state to another is done when
receiving commands from the reader. The tag must implement seven states as specified in
[EPC2008]. The transition between these states is done during the Select, Inventory and Access
operations. These state are detailed in chapter 2. We have designed a FSM module to control
the tag state transitions. The module creates response packets and transmits it to the backscatter

generator for encoding.
4.3 RFID tag validation

4.3.1 RFID Emulator Functionality Validation

Design validation is crucial. It reduces the risks and the costs by enabling early detection
of errors. A RFID tag development includes software and hardware parts. The first part is the
specification of the RFID tag architecture (discussed in this chapter). Then the design flow
consists in several stages and involves many development tools to ensure simplicity, modularity

and efficiency of accomplishment of design.

The design flow shown Figure 4.16 includes the following steps:
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1. Development of RFID tag VHDL model and synthesis using FPGA development

tools
2. Validation and functional verification using simulation (test bench)
3. Placement & routing phase, then a second simulation is performed.
4. Implementation of the circuit on FPGA

5. Signal extracted from the Analog RF Front-end (AFE) are fed to the FPGA
allowing testing all tag functionalities. In this implementation our tag perfectly

answers to all the RFID commands.

EPC C1 GEN2 |
Standard

RFID Tag
Architecture

VHDL modulation

I

I

I

I A
| Synthesis <
| H
I

I

I

I

I

I

Place & route

Implementation in
FPGA

RFID Tag

Test of RFID Tag with COST reader

Figure 4.16: RFID tag design and verification flow

The modularity of the architecture has simplified the verification operations. The modules
have been tested during the development. The test-bench of the different modules have been

developed in two complementary ways:
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1. Unit test-bench:

For each module a unit test-bench has been used. For example, Figure 4.17 shows the
results of the state machine module functional simulation. The FSM module switches between

all the possible states as described in the last section.
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Figure 4.17: Finite state machine functional simulation with a unit testbench
2. Global test bench:

As shown in Figure 4.18, we have also developed a fully compliant EPC C1 Gen2 RFID
reader model. This reader model is totally written in VHDL Using this model we are able to
send all EPC commands to do an inventory round as a real RFID reader. This allows us to
validate by simulation all the tag capabilities. We have also added to this RFID reader model a
functionality to display error signal messages which report tag operation errors and helps us to

find their location.

RFID Tag

Figure 4.18: RFID tag Global test bench
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4.3.2 RFID Emulator Validation in UHF RFID Test Platform

After the validation of the RFID tag digital part, the emulator has been validated within a
real RFID environment. Figure 4.19 shows the experimental validation of the UHF RFID tag
emulator. The validation has been carried out with an UHF RFID protocol analyzer. The used
UHF protocol analyzer allows sending different EPC C1 Gen2 commands and displays the tag
responses as shown in Figure 4.20. The response results have been analyzed and verified against
the EPC C1 Gen2 standard.

The UHF protocol analyzer allows tuning all the communication parameters used to
communicate with the emulator. Thus, the emulator has been validated with different
communication parameters within the range of the standard. This important validation step
allows us to check the emulator fulfills the communication timing specifications of the EPC C1
Gen2 standard. The tests and measurement setup are shown in Figure 4.19. The RFID tag is
placed in an anechoic chamber at a fixed distance of 2 meters from the reader antenna. The
RFID protocol analyzer in Figure 4.19 contains three parts.

e The radio frequency part: this part contains a Quadrature ASK modem

modulations

e The digital baseband part: this digital part is designed on a FPGA and provides
the interface between the software part and the radio frequency part. It allows the
execution of all the commands sent by the software part to build the frames and to
send it via the RF part and also to decode and analyze all the received frames sent

by the tag under test (i.e. here the emulator).

e The software part: this part is designed using LabVIEW. It allows configuration
of all parameters and frames of an UHF RFID reader such as timing of the Tari,
PW or RTcal parameters. It defines the encoding schemes (FMO or Miller) that
the tag should use for the response. This LABVIEW interface is thus essential to
define the test to be carried on the tag. It also provides the visualization of the tag

response signal as shown in Figure 4.20.

Figure 4.20 shows a validation sequence which validates the functional behavior of the tag. The
tag answers to all inventory round commands. During this experimentation, we have also
verified that the tag fulfills the timing specifications of EPC C1 Gen2 standard [EPC2008].
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Figure 4.19: Tag validation using the protocol analyzer
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Figure 4.20: Experimental results of UHF RFID baseband response
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4.4 Architecture and system descriptions of the fault emulator for
RFID System (RFIM)

Analyzing aberrant functioning which may result from a faulty tag is a complex task, and
a time consuming process. It is important to perform this analysis at the beginning of the design
process. Fault injection is necessary to analyze the RFID system robustness and its
countermeasure efficiency. To perform this fault injection it is necessary to have specific

mechanisms which control fault injection and provide information on error propagations.

Such analysis is necessary to decide what is the best fault tolerance strategy (the
countermeasures to implement and the parts of the circuit to be protected). In this context, two
complementary aspects are considered as part of this work: the fault injection and the analysis
of results obtained after the injection campaign. The principle of fault injection is to compare
the golden circuit behavior (without fault injection) with its behavior in the presence of injected

faults during a communication with the reader.

The main objective of this thesis is the development of a methodology and of a fault
injection platform that will be used to improve the robustness of a UHF RFID tag. The fault
injection platform is based on the hardware emulator described in the last section of this chapter.

This emulator will be instrumented for fault injection and error analysis.

We focus on the analysis of RFID digital IC taking into account the most important
aspects of the fault injection platforms which are:

e The methodology followed to ensure controllability, observability, repeatability,

reproducibility of experiment
e The way to collect and measured data during experiments
e Fault injection management (time space, type).

This environment is based on the FARM [Arlat1992] model attributes previously
described in the state of the art. We present the assumptions (in terms of FARM model described

in chapter 3) and choices that underlie the organization of the RFIM platform.

-78 -



Chapter 4 RFID emulator and robustness evaluation platforms

441 SetF

It is all the faults to be injected into a fault injection campaign, the default model to be
selected is transient single bit flip, since it is very similar to the faults occurring in real systems.

Every fault will be characterized by:
e Fault injection time
e Fault injection location

Therefore, each fault corresponds to flipping a single or several bits in a UHF RFID baseband

registers.
442 SetA

In this work, we determined in advance where the fault should be injected, based on the analysis
of the system and the communication protocol, we locate all RFID tag sensitive registers which

can generate error and disturb the behavior of the RFID tag.
443 SetR

This set defines all information that will be obtained by observing the behavior of the tag for
each fault injection experiment. This allows us to identify differences with respect to the fault-
free system behavior. In RFIM environment all operations of the tag are monitored by a
processor that compares the state of the faulty tag with the state of golden tag, and the output
result of this comparison.

444 SetM

At the end of the fault injection campaign, a report will be generated, this report concerning the
dependability measures, and fault coverage computed on the whole Fault List. Faults are

classified into one of the following categories:

e No output errors: without produced error, in this case the tag responds to

commands of reader and there no error effect.

e Fail-Silent Violation behavior: in this case the fault is not in the most sensitive
register, but there is downgrade in RFID tag performance, and the tag responds to

reader with incorrect results.
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e Fault with output error: in this case the tag does not respond to any Reader
command because the faults are in a sensitive register and produce a serious

failure.
4.45 FARM set of RFIM platform

As presented in Figure 4.21 the RFIM platform is divided into eight modules: interface
monitoring, fault injector, activation of injection, event detector, golden and faulty tags, register
comparator and embedded microprocessor. The host computer permits to print RFIM results.

Golden tag

Event detector

Monitoring
interface

Faulty tag
Fault
injector

Set’F SetR/E

Embedded
Microprocessor

Activation
of injection

Y Set A
<«— SetM
. — -

A

Figure 4.21: RFIM platform for faults injection and monitoring

The embedded microprocessor controls all the platform modules and then permits to
perform on-line tag monitoring. The processor also allows the on-line capture of data in the two
tags basebands, this allow analyzing the RFID communication. The interface monitoring is a
mechanism that transports the internal register values from the tag basebands to the
microprocessor. This interface monitoring block uses a First-In-First-Out (FIFO) memory in
order to compensate the latency of the microprocessor to outputting register values. Faults are
only injected in the faulty tag and the golden tag which is always fault free is served as a
reference. The register comparator compares all the internal registers of the golden and the
faulty tags. This comparison helps the embedded processor to detect and to localize faults and

errors in the faulty tags.
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The activation of injection module helps the embedded processor to choose the fault
injection times. The event detector permits to trigger fault injection time with specific tag FSM
states or specific values of the tag internal registers. This block is designed by the user according

to the target of the fault injection time.

The on-line monitoring of the tag helps to understand the successive operations of the
RFID system. According to the EPC C1 Gen2 standard, the successive tag states depend on the
commands sent by the reader. The monitoring of the state and register values helps designers
to understand the behavior of the tag in a faultless or faulty environment. The processor allows
designers to read, to store and to edit the content of all the internal registers of tag. These
registers are accessible through the interface monitoring block that is connected to the

MICroprocessor.

Figure 4.22 shows an example of log file generated by the RFIM emulation platform
during communication between RFID Reader and tag. This file is printed on the host computer
monitor. This log file helps to analyze the behavior of a tag in the presence of fault. In fact, it
helps to analyze the execution of EPC C1 G2 protocol and to monitor the fault effects on each

part of the faulty tag.

The log file in Figure 4.22 shows that the emulator can monitor all the communication
parameters exchanged between tag and reader. These parameters concern both the tag
functional behavior (names of the received commands, for example QueryRep. or tag state, for
example Ready) and the communication characteristics (for example, TRcal ,RTcal parameters

[EPC2008] The log file also indicates the presence of fault (fault injected: no).

1E240 @ Tag state 13 : Beady
1E740 :©: TRCAL walue i= @ 123

1EC40 : BTCAL =walue is @ 166

3D330 : the command i= @ Query rep
“BE100 : the =slot 1=z : Yald
“EBEel0 : Tag PRENG iz : fald
F?7CO0 : Fault injected : no

FocOoOQ @ Tag state 1= : reply

Figure 4.22: Log file for communication analysis
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4.4.6 Fault injector

To perform the fault injection, we reuse and adapt a fault injector proposed in
[Mezzah2005] [Lala2012]. The proposed fault injector described in Figure 4.23 able to inject
permanent or transient single or multiple bit faults on any signal (vectors or single bits) in
combinational and sequential parts of the HDL descriptions. The fault injection operation on a
specific internal signal is made by inserting a Fault Injection Block between the signal source

and its destination in the original description.
The fault injection system consists in two main parts:
1. The fault injection controller

2. The fault insertion logic as described in Figure 4.23.

LFSR 16 BITS LFSR 16 BITS

——» Compare <+——

!

Fault injection
controller

ctrl ——»

activationl

Data In— Faults insertion logic — Data Out

Figure 4.23: Bloc diagram of the fault injector

The injection controller controls the insertion of faults using ctrl configuration vector

(provided by the fault injector user):
e Ctrl =0000: injection of permanent faults.
e Ctrl =0001-1111: injection of transient faults.

e When ctrl=0000, as shown in Figure 4.24, the fault injection logic injects Stuck-
at '1' or Stuck-at '0' depending on StuckAtValue vector. These faults are only
injected in the bits at 1" in the FaultAtBits vector.
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FaultAtBit StackAtValue
01001010 01001000

l l

Data In = 00011100—{ Faults injection {— Data In=01010100

Ctrl= 0000
Figure 4.24: Permanent fault injection

As previously explained, in the case of permanent fault, bit locations where the fault will
be injected are configured by the user, and in the case of transient faults injection the controller
rotates (for each clock cycle) the FaultAtBits and StuckAtValue vectors in order to inject faults
in random location. In the case of permanent faults injection, the faults are directly injected as
soon as the value of ctrl equals 0000. But, in the case of transient faults injection, the time for
injection is random, in addition to random location fault injection, it is also necessary to provide

a mechanism for a random timing fault injection.

The controller determines these timings thanks to two pseudo-random generators as
shown in Figure 4.25. We use two Linear Feedback Shift Registers (LFSR) with 16 Flip-Flops
to implement two pseudo-random generators. The 16 bits LFSR allows the injection of transient

faults in intervals compliant with RFID system operations.

The two LFSR concurrently generate different sequences and their results are compared
to determine if there is faults injection. The ctrl value, ranging from 1 to 15, corresponds to the
number of bits of the two LFSR that are compared. If all the bits compared are equal, then the
fault injection is activated. Thanks to this mechanism the ctrl value controls the rate of the fault

injection.
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Data Out: Data IN
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Figure 4.25: Flowchart of the transient faults injection

The theoretical rate of the fault injection with ideal random generators is given in Table 4.3.

Table 4.3: Fault injection rates given by ideal random generators

Ctrl

0001

0010

0011

0100

0101 | 0110 | 0111

1000

1001

1010 | 1011 | 1100

1101

1110

um

%

50

25

125

6,75

337 168 | 084

042

021

010 [005 | 025

0,0125

0,006

0,003

For example, if ctrl= 0001, the fault will be injected if the first bit of the two LFSR are
equals. Among the four possibilities (00,01,10,11) there are two cases (00 and 11) that activate
the fault injection. This corresponds to the probability of 2/4 = 0.5 (50%) given in the first

column in Table 1. In our pseudo random faults injection mechanism rates are different due to

the non-ideality of the 2 pseudo-random generators. The experimental results obtained by

simulation with the pseudo-random generators are given in Table 4.4. In Figure 4.26 the fault

injection rates with ideal and non-ideal random generators are compared. This shows the low

impact of using pseudo-random generators for performing fault injection.
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Table 4.4: Pseudo-random faults injections rates obtained by simulation with 10000

cycles

Ctrl | 0001 | 0010 | 0011 | 0100 | 0101 | 0110 | 0111 | 1000 | 2001 | 1010 | 1011 | 1100 | 1101 | 1110 | 1111

% | 6265|346 |1789 (916 |469 |237 (113 | 057 |028 |015 | 0064|038 |0,015| 0,009 | 0,006
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Figure 4.26: Fault injection rate depending Ctrl
4.4.7 Fault injection mechanism:

To illustrate the proposed fault injection mechanism within the digital baseband we detail

a fault injection operation on a given example.

Frame indicator

DATA in —» > Command ’.'
Enable —»] Data out enable _|]Command
clk —» decoder \
Data out , N
Reset __ | , >
PIE TRCAL - Tag FSM
Decoder »1 BIf clock
H Generation

A

Timer Time out !

vou 7
:

Figure 4.27: Fault injection in tag registers and propagation

\

Figure 4.27 shows the interconnections between different blocks in the tag architecture,
the PIE decoder decodes the symbol sent by the reader and computes some communication
parameters like TRCAL, RTCAL [EPC2008], Data_out which are then processed or stored in
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the digital baseband. For instance, the TRCAL data is stored in register within the Timer block
(this data is kept in a register since it is used during all the communication), while the data_out
data is passed to another block which computes it immediately. The command decoder converts
the Data_out to a specific command stored in a register which will be used by the tag finite state
machine (tag FSM). Thus, in some parts of the design, the faults can propagate from
combinational blocks to others or from registers to others and then disrupt the functionality of
the tag, as shown in Figure 4.27To illustrate the propagation and the effect of a fault, we show
in Figure 4.28 the effect on the tag FSM of a fault impacting the command register. In this case
the state machine may be disrupted, and may perform another unwanted operation. This is one
of many possible scenarios for attacks by fault injection. In Ready state, the tag should receive
commands to authenticate the reader and to calibrate several parameters used during response.
Due to the fault injection, FSM directly goes to a secure state that permits to read the memory
without authenticate the reader. In other cases the FSM may be blocked in one state, and the

tag will never respond until it has been powered off.
Fault injection

(" R /
\\\e,iiy/ ‘\/\Arbitrat

\/\Replx/ \/\ Secure)

Figure 4.28: Faulty transition in the FSM due to fault injection

The developed fault injector allows configuring many faults types and controlling the fault
injection rate. The Figure 4.29 illustrates the fault injector interconnection with the targeted

component in digital baseband circuit.

Frame indicator

i .
Command| command H Data in
Data out enable > o Faults
Dataout | decoder H
— i
Data out Injecter
inject
g
Command | = ) = o
0o o =l 3l &=l o
> # ® O 2
E 5 5 2
= - c
3 0 .2
Tag FSM 5 s

Figure 4.29: Register Fault injection
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In Figure 4.29 the command register is impacted by the fault injection. The inject input is
used to enable or disable the faults injection. A multiplexer controlled by this signal selects the
faulty data or the fault free data of the command register. The invert pin is used to inject stuck-
at or bit flip. The inject_mode pin is used to configure the bit location of the fault injection.
This location can be randomly chosen or can be a fixed location. For fixed location we use the
FaultAtBits input to control the bit position and Stuck-at-value input to configure the type of
stuck-at injected in the selected position.

The timing diagram in Figure 4.30 shows a simulation of the faults injector for an 8 bits
register. The CTRL input to select the fault injection rate is set the value 0010 to obtain a 35%
fault injection rate as shown in Table 4.3. All bits of data_in are equal to 1 during the fault
injection. From cycle 1 to 6, we set the invert signal to make bit flip fault injection. From first
to 4th cycle, we select a random position injection mode by setting the injection mode input to
1, and after the 5th cycle the random position mode is disabled and the injection become fixed.
Thanks to the Fault_at_bit vector, as shown in Figure 4.30, the faults were injected into the bit
0 and bit 7 which are defined by the Fault_at_bit vector value (10000001). By disabling invert

input we change the fault injection from bit flipping to stuck-at-0 or stuck-at-1.

o 1 2 el 4 a ] T 2

clock T TN S NN i NN AN S TN SN S N

inject

imsert

injection mode

cirl 0000 ooi0

data in 00000.... 1111111

data out 1111011 1101111 0111111 0111011

Fault at bit

Stuck at value 1111100

Figure 4.30: Transient Fault Injection Simulation
4.5 Experiment using RFIM platform

We are using a third party reader [AMS2014] with its own inventory protocol. For a fixed
period, the reader inventories the tags within its field. During this fixed period, the reader
performs successive inventories adapting the Q parameter depending on the number of tags (or
detected collision). At the end of this period, the reader indicates how many times each tag has

been inventoried. In this experiment it is then possible to measure the fault effect on:
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e The faulty tag (i.e. how the number of times the tag is inventoried varies with the
faults)

e The other tags within the system (i.e. how the number of times the other tags are

inventoried varies with the faults)

The main EPC C1 Gen2 parameters have been detailed in the previous section, we inject
SEU only in the registers storing these parameters in the digital baseband, for the purpose to
know the effect of each parameter on the performance of the tag. The faults have then been
injected considering each parameter separately. A fault injection campaign has then been
carried out targeting each of the register. The faults are injected using the mechanisms described
above. For each fault campaign, successive SEUs will be then injected within a single parameter
during the whole time of the tag interrogation time (which includes many inventories). The

main parameters of the faults injector are:
e The injection rate
e The fault locality within the targeted register

The fault locality within a register is random while the fault injection rate has been fixed.
We have chosen a high injection rate, to have a significant effect that allows us to easily locate
the sensitive registers to faults injection. We select a rate of 70% by flipping 7 bits in different
positions randomly determined every 10 clock ticks.

It is to be mentioned that using a lower rate, the same registers will also be highlighted as
the most sensitive ones. Indeed, using a low injection rate, the time between two faults injection
is long, which allows the tag to rewrite all the registers, and calculates new parameters. Then
with low injection rates the tags do not respond correctly only in some rare cases in which the
injection occurs exactly when the tags receive or calculate new parameters. Therefore injection
campaigns using low injection rates only decrease slightly the number of times tags are
identified. As we have seen, the slotted Aloha collision resolution is by nature random, then the
number of times each tag is identified during a fixed period varies (even without fault injection).
Thus a too low impact of the fault injection does not allow us to determine the sensitive

registers.
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45.1 Fault Effect Evaluation on read rate

A program measures the number of times the tags are detected during the inventory time.
The inventory time is fixed to 200s and the time between the end and the beginning of the next
inventory round is fixed to 2 us. Therefore, the number of times a tag is detected depends on
the duration of the response of each tag and also depends of the number of tags in the inventory
field. Each injection campaigns are made several times and the final result is computed by
averaging each campaign results (It is to be mentioned, that the results are stable from a

campaign to another). We define here two ways to measure the fault effects:

e The number of successful tag identification: this indicates the number of times

each tag has been inventoried during the 200 seconds spent in front of the reader

e The fault impact on the identification: this value is expressed in percentage, it
indicates the evolution of the number of times the tag has been identified with the
presence of faults against the result obtained with a non-faulty tag.

4.5.2 Standalone tag Evaluation

A first fault injection campaign has been carried out on a single tag (the emulator) in front
of the reader. Figure 4.31 hereafter gives the influence of the fault injection on the number of
times the tag has been successfully identified. Light gray gives the value in case no faults are
injected; dark gray gives the resulting number in case faults have been injected within the

parameters given in horizontal axis.
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Figure 4.31: Successful tag Identifications
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At a first glance, we can see that all parameters are not equally sensitive. While some
faulty parameters make the number of successful tag identification decrease from 4500 to less
than 500, other ones have a very limited influence on the tag response. This can be explained
by the role played by each parameter during an inventory round, and the refreshment rate of the
parameter value during the same round. For instance, when we inject faults in the register RTcal
we see a significant drop in the number of tag reading from 4500 to 244. The RTcal parameter
sensitivity is explained by the fact that the RTcal data is used to compute pivot duration value
by dividing the RTcal duration by 2, this value is a decision threshold differentiating a data-0
symbol from a data-1 symbol, an error in this register causes an error in frame and the tag does

not properly decode the command sent by the reader, therefore does not answer.

This is also the cases for other parameters which are directly used to compute the protocol
data. This also explains the drop in number of tag reading from 4500 to 542 in the case of DR
parameter fault injection. In the case of the TRext parameter, the tag completely changes its
response preamble, which is different to what the reader requests. Thus, the reader does not
detect the response and does not send the Acknowledge command. Finally thanks to our
emulation platform the critical registers can easily be identified. As a first conclusion, it can be
noticed that the most critical registers in the design are those related with computing the
backscattering frequency i.e. RTcal, DR, TRext and M, and the register that manages tag

population management as query session.

Concerning the less sensitive registers, most of them are not sensitive to fault injection
because they are rewritten at each inventory round, and are used for only one clock cycle during
a round. Obviously the most used parameters during a round are the most sensitive ones. For

this reason the fault injection have an impact only on often used registers.

A second fault injection campaign has been carried out measuring the fault effects on
other tags. For these experiments the faulty tag has been put in front of the reader with other
commercial tags. This experiment allows us measuring how the faults injection in our tag
emulator can impact the performance of a complete RFID system based on several tags. In fact,
although the faults are only injected in our tag emulator, other tags not directly concerned by
the fault injection can be disturbed by the faulty tag present in the same reader field. For
example, we know that if the faulty tag wrong behavior involves the tag always answers to the
reader queries then no other tags can be detected. So, we want to verify if four commercial tags
used in presence of our faulty tag emulator have the same read rate. Figure 4.32 hereafter gives
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the influence of a fault on the number of times the tag has been inventoried for each possible
faulty parameter and for each tag in front of the reader. When the percentage is above 100, it
indicates that the tag has been more inventoried, in the other case; it indicates the faults induce
a decrease of the number of times the tag has been inventoried. We can see that the results
corresponding to the faulty tag are similar to the ones obtained in case the tag is in standalone.
Concerning the fault free tags, we can observe two different behaviors. For tag 2 and tag 3, the
faulty tag induces an increase of the read rate, while for tagl and 4, most of the time it induces
a decrease. Also it is to be noted that the increase or decrease never exceed 15 per cent. This
can be explained by several points. First the faults which are injected in the faulty tags are not
fault which makes the faulty tag sending data in loop to the reader. Such faults would make
impossible the communication with other tags and thus would induce a global decrease.
Secondly, the faults which are injected make the faulty tags answering with a bad timing to the
reader or with a wrong data. Thus the faulty tag not processed by the reader involves more slots
to communicate with reader for the other tags during the fixed time spent in front of the reader.
Some tags will then use these slots efficiently to communicate with the reader, while other tags

will not use it.

120
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miaulty tag
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Dtagd
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CRC16 slot Counter

Figure 4.32: Fault effects on each inventoried tags

To know if the results depend on the software embedded in the reader we have performed

the same fault injection experiment using another commercial reader.
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Figure 4.33: Result for second third party reader
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Figure 4.33: experiment results is done with the second third party reader, we see that is
the same as the results with the experiments done with the first reader, so we conclude that the
vulnerability of register that stores the EPC parameter in the tag digital baseband does not

depend the reader that use a different anti-collision algorithm.
4.5.3 Fault injection effects on tag behavior

In the first experiment we have studied the global effects of SEU on the read rate. This
section studies in more details the effect of SEU on the behavior of the tag. For every injected
fault, the behavior of the tag digital baseband is analyzed in order to understand fault

propagation.

To facilitate the fault injection automation, we use the same microprocessor to automated
fault injection and control all the experiments. The Workload generator prepares the input based
on the workload library that stores all possible scenarios for fault injection. In each scenario we
can change fault injection parameters. These parameters can be: fault model, fault injection
time, fault duration, etc. The fault injector is responsible to inject the faults in the registers and
takes the configuration from worklib. The data collector collects all the results as the number
of experimentations, the injected faults, the detected and masked faults, etc. All these

parameters will be shown using the monitor.
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Worload Generator
Workload Lib
UHF RFID Tag
Fault injector
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Configuration
Monitor Data collector

Figure 4.34: Main components of the fault injection environment 2

Diagram of Figure 4.34 shows and explains the working principle and the transaction

between all the components constituting this environment for fault injection.
4.5.4 Experiments and analysis of the fault injection data

The experimental setup was designed and tested on the RFID tag Baseband. This section
describes the fault injection campaigns: fault locations and types, fault values, timing, and the
results of the data were analyzed according to several needs.

45.4.1 Faultlocations

The points for fault injection are the flowing registers: TRcal, DR, RTcal, Command,
TRext, M, CRC5, CRC16, Slot counter, Q, Query, session, target registers. All these registers
store parameters that are used by the tag for the communication with the reader, these register
have a very important role in the execution of EPC C1 Gen2 standard, All these parameters are
controlled by the reader, except the slot counter which is generated by the tag based on the

received parameters or commands.

TRCAL and M parameters are used to choose the type of response frame coding. (FMO
or Miller), DR and RTCal parameters are used as reference to select the frequency in which the
response frame coding is done. These two parameters are also used to adjust the timing between
each tag response. The role of the command register is crucial. All the commands received by
the tag and that will be executed by the state machine are stored in this register. CRC register

is used to eliminate erroneous packets by calculating checksum of received frame.
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The slot counter register, Q and session flag are used during the inventory round. The
reader uses these parameters to tune the tags and avoid the collision of responses of multiple
tags.

The microprocessor chooses the faults location. For each register there is an address.
Using this address the microprocessor determines which register will pass through the fault

injector.
4.5.4.2 Fault Models

Faults injector is able to inject several faults types such as permanent and transient faults,
and can determine the timing of faults injection. It can also determine the randomness of
transient fault. The fault injector is controlled by the microprocessor. In this work we inject
only single transient faults.

4.5.4.3 Fault Timing
Fault injection time is random, based on the mechanisms explained in previous section.
45.4.4 Faultvalue

There are a large number of choices for the corrupted value, as shown below. The contents

of the register location chosen for corruption could be forced to any of the following:
e All zero state
e All one state
e Random value: a randomly generated bit vector
e Inverted state: all bits inverted
¢ Single bit flips in an n-bit word
e Multiple bit flips in an n-bit word

In this work and for this analysis the bit-flip has been chosen to emulate the natural and
intentional faults. Fault injection is controlled by the program executed by the microprocessor.

The faults occur during every inventory round.

We have improved the architecture of RFIM platform as shown in Figure 4.35. We have
added some blocks to facilitate the execution of the fault injection workload. We have added

memory to store the fault lists that will be injected. A memory stores instructions to manage the
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fault injection campaigns. The fault injector counter gives the total fault injected by the fault
injector during a campaign. The fault counter also gives us the total number of errors that
generate an error response. The fault locator enables or disables the faults.

p—
\__J
Memory
Fault list FPGA
Programm I Golden Tag
Memory [(—
Microprocessor
— Register  pg| Fault
_F?U“S I Comparator counter
injector
Faults I
Locator
Faulty Ta
Injected Y
Faults

/
Figure 4.35: Improved RFIM Architecture

\ counter

A number of response modes have been observed including:

e Latenterrors

A latent error is an error which has not caused a detectable failure during fault injection
experiments. The effect of the fault injection does not propagate because the register has been
overwritten or replaced by new values before being used, or the fault was injected into a register

at a time when the register is not used.
e Detected faults

In this case the injected fault causes an error; the error is detected by comparing between

the golden run and the faulty run.
4.5.5 Fault injection campaigns
In this section we will describe the results achieved with 3 different workload. Then in

the next section we will explain for each parameter the effect of the fault injection.
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4551 Workload 1

The objective of the first workload is to know the impact degree of each injection in each
register of the digital baseband. We consider the error is detected if the tag does not normally
continue the execution of the inventory round. Table 4.5 and Figure 4.36 show a distribution of

the relative percentages of each response modes

Table 4.5: Observed response modes

#injected Detected | Latent

faults errors errors
TRcal 11154 9870 1248
DR 10 563 9930 633
RTcal 11883 1461 10422
Command | 10003 103 9900
TRext 10009 8300 1709
M 10894 94 10800
CRC5 11689 159 11530
CRC16 9800 50 9750
Slot 9933 633 9300
Q_query | 10400 520 9880
Session 10689 10 033 656
Target 11002 1402 9600

AN
AN

7
Z
7
7
7
Z
7

AN

TRecal DR RTcal TRext M CRC5 CRC16 Slot Q_Query Session Target
Counter

/. Detected errors Latent errors

Figure 4.36: Relative percentages of each of the response
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455.2 Workload 2

The objective of this workload is to know how the faults propagate inside the digital
baseband. Based on the information path in the digital baseband, different nodes are selected
and in each node a comparator is added. This comparator compares the golden and faulty tags.
This allows knowing in which level one faults affects the digital baseband behavior and
understanding how faults propagate and change the digital baseband behavior. Figure 4.37

shows the location of each node.

Failure
No tag reponse

» . CMD decoder
Finit state machine fail
failure BIHIRS
4
FMO encoder CRfcaieI:felen
failure Miller encoder

failure
E2

Backscatter
Generator
failure

Backscatter clock
Generator
failure

Clock divider Ar!aIOg
failure failure

Figure 4.37: Fault tree in tag baseband

Table 4.6 shows the result of fault injection to determine the faults propagation path E;. For
each fault injection location, we look what are the effects on other blocks and the final response

of the tag.

Figure 4.38 shows the path of each injected fault in the tag. The paths in red color and the
grays are secure paths. These results will allow designing a robust RFID tag by protecting the

weak paths to prevent the error propagation.
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Table 4.6: Result of fault injection to determine the faults propagation

EO El E2 E3 E4 ES
TRcal, 0 10 000 | 8650 8650 | 8650 8650
DR 0 0 0 9670 | 15000 | 9600
RTcal 0 13650 |0 0 0 9560
Command 0 0 0 0 0 9643
TRext 0 0 0 9400 | 9400 10 000
M 0 0 0 0 0 8960
CRC5 0 0 0 0 0 0
CRC16 0 0 0 0 0 0
Slot counter 0 0 0 0 0 8143
Q_query 0 0 0 0 0 9500
session 0 0 0 0 0 9650
target 0 0 0 0 9800 10 000
Fault path >> >> >> it > > St > S——
TRCAL mm >
D R -
RTCAL e m—— —
command —

IV )
(0l —————————————————————————————
(R 1 )
——p
—)

———

Target ——

Slot counter

Q query

Session

Figure 4.38: Fault path propagation
4553 Workload 3

The objective of this workload is to know the effects of fault duration on tag digital
baseband. In this experiment we analyze the register sensitivity to transient faults by injecting
faults of different durations from 100 us to the global inventory time 544 us. The experiment is
repeated for 100 inventory rounds. Table 4.7 and Figure 4.39 show the obtained results. All

these results will be explained in the next section for each parameter.
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Figure 4.39: Fault duration effect on RFID tag Baseband

Table 4.7: Number of reading over the 100 inventory rounds for each parameter and

depending on the transient fault duration Register fault injection effect

5us 10 us 100us | 200us | 300 us 400 us 500 us
TRcal, 94 38 0 0 0 0 0
DR 95 93 8 3 0 0 0
RTcal 88 5 0 0 0 0 0
Command | 89 88 0 0 0 0 0
TRext 8 0 0 0 0 0 0
M 99 95 88 5 0 0 0
CRC5 99 95 95 2 0 0 0
CRC16 94 93 92 0 0 0 0
Slot 99 99 99 86 89 93 94
Q_query 94 91 93 94 89 94 63
session 94 94 46 0 0 0 0
target 96 95 48 38 33 0 0

In this section we summarize the effect of SEU faults for every registers in the tag after
extensive fault injection campaigns performed for the three workloads. In all experiments a
single fault has been injected. The last results give signification information about the EPC C1
Gen2 tag behavior in the present of SEU faults.
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4554 TRcal

We see that the number of detected errors when fault are injected in this register TRcal is
very important. This justifies the importance of this parameter. This parameter is used to
calculate the BLF (Backscatter low frequency), which is the clock frequency of all the modules

that handle the response of the tag as FMO and Miller encoders.

BLF =

Equation 4.1
TRCAL

With a faulty clock, symbol encoding will be correct but this involves a de-synchronization
between the tag and reader (Figure 4.40).

\ Backscatter Generator | [aulty Tag output
——
From PIE Encoder .
. Backscattering clock
| TRCal register generator £
n FMO
UUUUUL
Faulty clock
Miller

Figure 4.40: TRcal Registrer SEU faut effets
4.5.5.5 Divide ratio (DR)

This register is also used to calculate the BLF (Backscatter low frequency), fault injection
in this register induces the same effect as RTcal which explains the convergence in the detected
fault number with RTcal.

4.5.5.6 Reader to tag calibration RTcal

The value of this register is used as the time reference to decode the symbol. The reader
fixes this parameter at the beginning of each inventory round. Then, the reader sends this
parameter periodically during inventory round at each frame. This last point explains the low
rate of detected errors on this parameter. Indeed, injected faults do not affect the tag response
when a parameter update is done before using it. As shown in Figure 4.41 the only effect
introduced by the fault injection in this RTcal register affects the response time T1 between the
command received and the response sent by the tag (the tag calculates the T1 time using RTcal).

-100 -



Chapter 4 RFID emulator and robustness evaluation platforms
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Figure 4.41: Impact of RTcal on the tag to reader communication timing

The tag has been designed to protect this parameter against SEU during inventory round.
We detail in the following the protection mechanism. RTcal is sampled N times during each
inventory round. Then we compare the sampled values to choose the most repeated value and

to use it as a fixed RTcal during all inventory rounds.
4.5.5.7 Command register

The command register is a very important register. It is the parameter that is used by the
state machine to control the entire tag. In our tag architecture, the command register is rewritten
at each clock cycle. This explains the results of workload 1, for which the number of latent error
is more than the detected error. The results of workload 3 confirms that if the duration of fault
exceeds the required time to rewrite the command register, this will generates a catastrophic

error and the tag will remain without response.
4.5.5.8 Target and M parameters

The tag captures these two parameters target and M when it receives a Query command
from the reader. The fault effects on these two parameters when the injection is done during a
query command or when the finite state machine accesses these two parameters is described in
Figure 4.42.
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Figure 4.42: M and target register fault injection effect
4.5.5.9 The slot counter and Q parameter

The Slot counter controls when the tag may answer using up down counter with preload
value. The preload value is generated using PRNG and the Q value. This value is between 0
and 2Q.

If the fault is injected in the slot counter or in Q, then the duration before the tag answer
will be modified. Thus, the tag responds before or after its allowed slot. But the tag will answer.
As shown in Figure 4.36 there is a very high rate of latent error when the fault is injected in slot

counter or Q register.
4.5.5.10 The session parameter

This register is used to manage tag population and helps the reader to select which tag can
participate in current inventory round. A flag of 2 bits is used by the tag to know if it is
concerned by this inventory round or not. If we inject fault in this register the finite state
machine stops in an arbitrate state and compares every time receiving a query command if the
flag stored in the tag is the same as the one send by the reader to begin an inventory round. As
we see it is a very sensitive register which explains the high number of detected error during

the fault injection campaign.
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4.5.5.11 Fault propagation path

The workload 2 allows us to trace the fault propagation paths inside the tag for every fault
injection campaign. Figure 4.43 shows an example of fault propagation when we inject fault in
TRcal register. This fault involves a faulty clock which will be used for the backscattering.
Then the FMO or Miller modules generate faulty rate output that the reader will not read

correctly.

Inject fault Faulty Tag output

Backscatter Generator

-

From PIE Encoder s ing clock
—— | TRCal registe ackscatreQing clock
generator

FMO —/

(N0
Faulty clock
N
Miller

Fault propagationPath —__,

Figure 4.43: Fault propagation in the case of TRcal register
4.6 EPC C1 Gen2 tag enhancement reliability

4.6.1 Countermeasure against SEU error to enhance the tag read rate

Previous experimental results allow us to identify the most sensitive data: these data are
the RTcal, DR, TRext, and Q_session. We propose in a first approach to use hardware
redundancy to decrease the fault effects. A triple modular redundancy has been applied. Since
TMR is area consuming it is used only on the most sensitive identified registers DR, TRext,
Query_session. Moreover as such registers are very small this makes the cost acceptable. As
shown in Figure 4.44, the TMR [Lyon1962] technique consists on the triplication of the target

component to protect.

Register

Combinational Block
Register
(]j
Next Combinational Block

Register

Figure 4.44: TMR Protection
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The three resulting outputs from triplication are connected to a voter block that compares
the three received data and elect that of majority. If one of the three components fails or suffers
a direct SEU then the value contained in the two other registers will be used. TMR technique
implies an area increase of the redundant part of more than 200% due to the component
triplication. It also needs a voter that is implemented just with some OR and AND gates for
each bit of the triplicated component. Since the RFID digital baseband is powered wirelessly
and has a limited resource, the TMR was chosen to protect only the most sensitive registers.
Figure 4.45 hereafter gives the read rate evolution in case of errors on the sensitive tag registers

with TMR. As expected, the rate evolution is almost constant, since the errors are masked.

110
100
90
80
70
60
50
40
30
20

10 32 :
0 [0 Bua O : :::::::*\

B TAG emulator
= TAGL

~TAG2

=Tag3

* tagd

DR Trext guery session TRCAL

Figure 4.45: Fault Effect with Redundancy

We note that the use of TMR improves the read rate in the presence of faults. The tag
responds with the same number of times in the presence of faults this proves that TMR
efficiently protects the sensitive registers. The added surface for embedding this TMR
corresponds to 30 flip-flops (FF): triplication of the RTcal adds 18 FF plus 3 FF for the DR
register, 3 FF for the TRext register and 6 FF for the Query session register. We have
implemented the tag RFID on Xilinx Spartan-3 device which is low cost FPGA. Table 4. 8

shows the results reported by the Xilinx ISE tool after the place and route.

Table 4:8: Device utilization table for the tag with TMR and tag without TMR

Tag Without TMR Tag using TMR
# Slice Registers 382 382
# Slice LUTs 379 380
# LUT-FF pairs 782 810
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TMR although expensive is in this case an acceptable method since thanks to the fault injection
campaigns the most sensitive elements have been identified in a real RFID context, limiting the
TMR uses to only a few bits.

4.6.2 Countermeasures against the SEU faults

To enhance the level of dependability of RFID tag that will be used in critical systems or

in harsh environments, mechanisms for protection against SEU errors must be used.

A robust mechanism must ensure fault detection in a time less than error latency to avoid system
failure. For this, mechanisms to enhance the reliability of RFID tag must be lightweight in terms
of area and energy. Before detailing our contribution we will give a brief overview of 2 fault
detection and system recovery techniques: sequence state integrity testing and spatial

redundancy
4.6.2.1 Sequence states integrity testing

The first class of detection is to verify that the state sequence is performed correctly. For
this purpose, during the circuit design, the allowed sequences are determined.

The allowed state sequences are {ready — arbitrate; arbitrate — reply; reply — Akn; ;
Akn — open ; Akn — Arbitrate; reply — arbitrate}. When running the tag, we need to ensure

that every effective transition of the FSM is included in the previous authorized transitions.
4.6.2.2 Spatial redundancy

Spatial redundancy uses bits to encode the data to be protected. This spatial redundancy
can be implemented using Error Corrector Code (ECC). The faults detected by these ECCs are
limited as shown in Table 4.9. For example, parity code can detect only one bit error, and Berger
code deals only unidirectional errors (eg. transitions 0 to 1 or 1 to 0).

Table 4:9: ECC types using with prediction circuit

Code type Properties

Parity check Detect only one bit error

Berger code Detect all unidirectional error

Bose-line code Detect unidirectional error depending on the used bits number
Dong code Detect unidirectional error depending on the used bits number

To protect calculations using ECCs, a solution called “prediction code " has been

proposed. Fig. 4.46 shows an implementation of this solution. In this figure, A and B are two
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inputs of the combinational circuit F. S = F (A, B) is the output of this circuit. Ca, Cb, and Cs
are respectively the ECCs of A, B, and S. The prediction circuit P is coupled with the original
circuit F for generating another output ECC called Cs’. The prediction equation P is derived

from the mathematical properties of the ECC. By comparing Cs and Cs’, we can validate the

output S.
S
A B L
F ECC
B Generator
-
Cs
A 4 Error
7
P —
> 7y
Predection
> circuit Cs’
Ca —-
Cb —-

Figure 4.46: Design of hardware redundancy using prediction

Since the tags are low cost and passive, they support only simple operations. Most of the
time and spatial redundancy techniques are too costly in term of area and power consumption.
In this work we will present two lightweight methods to improve the reliability of digital RFID
tag based on two different approaches. The first using sequence states integrity testing using
assertion based on-line fault detection and the second using spatial technique is based on a

simple ECC (cross parity check technique) coupled with parity prediction.
4.6.3 Assertion Based On-line Fault Detection

In this approach we propose a new RFID tag monitoring technique based on adding an
infrastructure circuit which simultaneously monitors and saves faulty tag behavior to enable
advanced RFID diagnosis functions, and mainly reinforce tag security against fault attacks. The
added infrastructure circuit is essentially constituted of hardware assertions that permit on-line
fault detection in the tag. Saved information about detected faults on the tag can be then read

using an RFID reader.

Complexity of new systems involved the emergence of new verification methods for full

system debugging. For this purpose, Assertion Based Verification (ABV) has been introduced
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and becomes nowadays preferable to designers to validate their products. An assertion refers to
a safety property that must hold globally in a system. If an assertion is ever violated, this
indicates that a bug is present [TAO2009].

Assertion languages such as PSL (Property Specification Language) and SVA (System
Verilog Assertion subset) appeared with the aim of satisfying debugging need at a high level.
Moreover, making efficient assertions at RTL level (Register Transfer Level) throughout these
languages and following formal methods, simulation and emulation allows yielding to an
important bug coverage ratio and leading to more accurate systems [Boule2005].Assertions are
introduced in a design with the aid of dedicated libraries which contain a set of assertion
checkers that verify specific properties of a design. Several ABV libraries are offered by
numerous companies. Among these libraries, the standard Open Verification Library (OVL)

developed by Accellera Inc. provides designers vendor-independent interface [Accellera2013].

Although assertion is used for design verification, several researches suggest the use of
assertion for post-silicon purpose such as post-fabrication silicon debug, on-line testing and
fault-tolerant systems design [Boume2007][Riazati2006][Kubalik2006].When assertions
cannot be directly implemented in hardware because they are written in a higher-level language
and dedicated to be monitored by simulation, multiple approaches are proposed to synthesize
assertions given in PSL or SVA languages and thereafter permit the hardware implementation
[Boume2007] [Riazati2006]. Furthermore, there is many checker generators that permit

efficient generation and implementation of hardware checkers [Boule2005][Abarbanel2000].

In this field, we have used assertions for on-line fault detection in RFID tag. Standard
OVL checkers have been selected to build these assertions with a benefit of portability and
effectiveness of OVL as well demonstrated in [Kakoee2008].

Making multiple and efficient hardware OVL assertions in a circuit allow to monitor its
activity. When the circuit works properly, no violation is produced neither detected. In case a
violation is detected by an assertion checker, its fire signal is set indicating the presence of this
violation which signifies that one or multiple faults are produced inside the circuit.

The added monitoring circuit includes thirteen assertions checkers distributed all over the
tag as shown in Figure 4.47 and introduced in Table 4.10. Among these checkers, eleven ones
are OVL checkers used to control the main tag signals of synchronous frame reception,

synchronous frame emission and synchronous tag state transitions. The used OVL checkers
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types have been selected in such a way to monitor the whole tag behavior: for example, the
checker c9 “ovl _one hot” check that a frame reception phase does not match frame proceeding

phase neither frame sending phase.

Nevertheless, as the synthesizable checkers of OVL library do not enclose the total
reliability aspects that we aim to cover in the RFID tag, we developed two other checkers (c12)

and (c13) in order to monitor transitions of tag FSM and PIE decoder states machine.

As depicted before, the monitoring circuit provides the numbers of faults detected and
reset signal. Therefore, two counter registers, FSM fault counter and OVL fault counter, are
inserted to count detected faults by each type of checkers Figure 4.47. These registers are
mapped at the top User memory address to permit reading and erasing their contents. Reset
signal is generated after fault detection by any implemented checker, this permit to avoid any

unwanted tag task.

INPUT
cl 2 |£ c3 c4 <«
cl2
cl3 E
A B
OUTPUT c7 c6 c5 <
c8
] ]
L <P
cl1
Activate reset signal 4‘ 1
FSM fault counter | Mapped at top
User memory
| ] ovL checker [-] FSM checker L OVL fault counter | aaer e

Figure 4.47: Proposed on-line fault detection approach based on hardware assertions

and applied on a developed RFID tag architecture.
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Table 4:10: Type of used assertion

Assertion checker type | Assertion Assertion name (Figure 5.54)
ovl_always 3 €2, c4 and c5
ovl_implication 4 c6, c7, c8 and c10
ovl_next 1 cl

ovl_one_hot 1 c9
ovl_zero_one_hot 2 c3and cll

FSM checker 2 cl2 and c13

Monitoring circuit evaluation was realized by numerous experiences whence 2051 faults

totally are injected. An experience starts by launching tag scan process by RFID reader during

several seconds. The fault injection with a rate of 0.006% is automatically activated during

communication while tag is running. During fault injection, only one fault is injected randomly

in one signal between 24 selected signals by inversing its value. After scan process is stopped,

fault injection is automatically halted and then results are harvesting through two ways:

The number of faults detected by assertion checkers is obtained through RFID reader by

reading data stored at the top address (07h) of tag User memory as shown in Figure 4.48.

The number of total injected faults and the number of effective detected faults are obtained

through 8 LEDs of FPGA board with the aid of on-board switches by multiplexing internal data.
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Figure 4.48: Reading detected faults numbers with RFID reader software.
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The obtained results are given by Table 4.11, we see that total number of faults detected
by implemented checkers is 3358, knowing that one fault injected can be produce multitude
faults and thereafter multitude fault detections about checkers. Wherefore, we deliver in this

table the effective number of faults detected by these checkers which is the turn of 73%.

Table 4:11: Fault detection effectiveness

pcsertion type ;Qifge q 121 eJﬁgte d Effective detected faults
Number Percentage
FSM checkers 1542 1011 49.29%
OVL checkers 2051 1816 492 23.98%
Total 3358 1503 73.28%

The main goals targeted by integrating this feature to RFID tag is to allow an enhanced
diagnosis within RFID systems as well protecting tag against fault attacks. Added infrastructure
is constituted essentially by several hardware developed and OVL checkers. The fault detection

rate is saved in tag internal memory and can be read or reset through RFID reader.

The area occupation of the developed tag before and after addition of on-line fault
detection infrastructure circuit is illustrated in Table 4.12; the obtained results are based on
Xilinx Spartan-3E XC3S500E FPGA implementation and demonstrate that Slice occupation is
increasing by 17.60% after adding the infrastructure circuit. Noting that slice occupation of the

tag before and after adding the proposed circuit is 13% and 15% respectively.

Table 4:12: RFID tag area occupation on Spartan-3E FPGA before and after

implementation of on-line fault detection infrastructure circuit

Area occupation
Circuit
Slices Flip Flops
Developed RFID tag 625 373
Added infrastructure circuit 110 46
Tag with infrastructure circuit 735 419
Area increase 17.60% 12.33%

The proposed approach has been implemented and tested using developed tag architecture
based on finite state machine and compatible with EPC C1 Gen2UHF RFID standard tag
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emulation platform with physical random fault injection to evaluate fault detection capability
of proposed approach. Experimental results have shown that 73.28% of the injected faults have
been detected.

4.6.4 Error code correction for Fault Detection

The second approach increases the robustness of RFID tag using error code detection.
Several solutions are possible such as CRC cyclic codes or block codes, Hamming distance
code, etc. Some of these techniques can only detect errors and others detect and correct errors
at the same time. Since these techniques are costly in terms of occupied area and energy used
for computing we have used the parity checking techniques.

The parity check (sometimes called VRC for Vertical Redundancy Check or Vertical
Redundancy Checking) is one of the simplest systems for error detection control. In this
technique an additional bit (called parity bit) is added to a number of data bits called code word
(7 bits generally, to form a byte with the parity bit). The value of this additional bit (0 or 1) is
such that the total number of bits at 1 is even. Parity checks detect only an odd fault number, so

it can detect only 50% of errors. This is its major drawback.

Cross-parity prediction (CPP) technique proposed in [Pfanz2002] is used for register on-
line checking. Figure 4.49 shows an example of register file for 8 x 8 bits register with multiple
faults in register 0 and 2 which can be detected by parity check, however faults in register 1and

4 cannot be detected.

Fault -free Odd parity fault concurence Odd parity
Reg01 0 11 00 00 —1 Reg0 1 o [lEIo o o —17 get
Reg11 110 00 01 —0 Reg.1 1 i1 [0 o ..—»V no det
Reg20 0 00 10 10 —0 Reg20 oo 1 0 1 0 —1 det
Reg30 1 10 10 00 —1 Reg.3011o1ooo—>1
Reg4 0 0 0 0 00 0 0 —0 Reg4 0 0 o [illillo 0 0 —
Reg50 1 00 10 10 —1 Reg50 1 00 1 0 10
Reg60 0 1 0 1 0 11 —0 Reg60 0 10 1 0 11
Reg70 1 01 10 11 —1 Reg70 1 01 10 11

Figure 4.49: Limitation of simple parity check [Pfanz2002]

The proposed solution in [Pfanz2002] calculates the parities of row and column and stores
it in two registers to use it during checking. In Figure 4.50 the double error detection (example
as shown in Figure 4.50 and exactly in register 4) becomes possible by checking both the row
and column parities.
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Fault -free Odd parity fault concurence

Reg01 0 1100 00 —1 Reg01 011 00 00 —1
Reg.11 1 10 00 01 —0 Reg11 1 10 00 01 —0
Reg20 0 00 10 10 —0 Reg20 0 00 10 10 —0
Reg30 1 10 1000 —1 Reg30 1 10 1000 —1
Reg40 0 00 00 0 0 —0 Reg4 0 0 0 [llo o o — 0N 0 det
Reg.50 1 00 10 10 —1 Reg50 1 00 10 10 —1
Reg60 0 10 10 11 —0 Reg60 0 1 0 10 11 —0
Reg70 1 01 10 11 —1 Reg70 1 01 10 1 1 —1

EEEEER VELLLE L)

fofofofo [1]o o1 |« 4 oJofofi]o]o o1 ]9

parity parity

="

(-]

-
=3
("]
-

Figure 4.50: Row-and column-Parity checks [Pfanz2002]

But the last technique cannot detect all the faults. For example, the faults in registers 4
and 5 are not detected as illustrated in Figure 4.51. To detect faults in this case, the authors of

[Pfanz2002] introduced the cross parity check.

Fault -free 0dd parity fault concurence

Reg01 011 00 00 —1 Reg01 011 00 00 —1
Reg11 110 00 01 —0 Reg11 110 00 01 —0
Reg2 0 000 10 10 —0 Reg20 0 00 10 10 —0
Reg30 1 10 10 00 —1 Reg30 110 1000 —1
Reg40 0 00 00 00 —0 Reg.4ooo.ooo—> o det
Reg50 1 00 10 10 —1 Reg50 1 0 0 10 — no det
Reg60 0 1 0 10 1 1—0 Reg60 0 1 0 10 11—0
Reg70 1 01 10 11 —1 Reg70 1 01 10 11 —1

PLibbbil s b dbbdl

CACICICHENCRCIE 0fofofa oJo Jofa J-O%

(=71
g2
e =
-]
- -

Figure 4.51: Limitation of Row and column-parity check [Pfanz2002]

The cross parity check technique calculates the diagonal—parity from the most significant
bit of the most significant register to the least significant bit of the least significant register (see
Figure 4.52). If the size of the register we want to calculate the parity is Y and the number of
register is X, the row parity vector r [(X-1): 0], the column parity C[(Y-1): O] vector and the
diagonal vector d[max(X, Y) -1 : 0] form the cross parity.
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row row
Fault -free parity Fault -free parity

\ —1 Reg.7 \\ "—1
— 0 Reg.6 _—’ 0
0 Reg.5 — 0
g 1 Reg.4 . 1
. 0 Reg.3 - 0
. 1 Reg.2
" 0 Reg.1
g Reg.0
<0

Reg.6
Reg.5
Reg.4
Reg.3
Reg.2
Reg.1
Reg.(l%\
c7
" 1]
vt v bl
st purty IO O O i —  agonsivery [0 oo o io FI—

VY S
Column parity |0 0 |0 0 |1 |0 ‘0 1 Plrltyl Column parity
P11l
d6 d5 d4 d3 d2 d1 d0 d7 W d3 :I.Z//t"l d7
detecte

Figure 4.52: Cross-parity organisation for register files [Pfanz2002]

The diagonal parity can be calculated from the most significant bit of the most significant

register to the least significant bit of the least significant register.

Rx= Mx,y-1 @® Mx,y2 @ Mxy-3®D... © Mxp
Cv=Mx-1y © Mx-2y @ Mx3y D... © Moy
Eg: The Crosse parity of 5x5-bit register file can be calculate as flowing:
Dz=4=Mss P M33D M22 P M1,1 D Moo
Dz=3=Ma3@® M3z2D Mz21 D M1 D Moa
Dz=2=Mas2@® M31 D M2,0 D M14@D Mojs
Dz=1=Ma41 @ M30@D M24 D M13D Mo
Dz=0= Mo @D M34 @D M23 D M12D Mo
As shown in the Figure 4.52, the cross-parity check uses the three parities which cover all errors.

This technique has been implemented as described in the Figure 4.53 using the spatial
redundancy technique previously described in section 4.6.2.2. This implementation has been
tested with several registers of the tag. It allows us to perform on-line monitoring of all

vulnerable registers of the tag.
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The cross parity register will be permanently compared with the cross parity prediction
(CPP). The CPP will be updated each time the tag changes the parameter values of one of these

monitored registers.

Register file out
A

Cross e
parity
Error information
I — S —
i CPP — Treal
e RTcal
— Command
t Register file in — Slot conter
pr— RN 16
Cross parity observation structure _— Query sesion
prm— Query M
fr— Query Q
frm— CRCS
e CRC16

Figure 4.53: Cross parity coupled with the prediction parity architecture [Pfanz2002]

The proposed approach has been implemented using the weakest tag registers (these
registers have been previously identified thanks to fault injection). Then we have evaluated the
fault detection capability of the proposed approach. Experimental results have shown that 100%
of the injected physical random faults have been detected. Thus the cross parity check coupled

to parity detection showed a great potential to detect and localize faults.

This implementation has also been enhanced by adding a correction mechanism based on
a simple technique allowing rewriting the detected faulty bit in the faulty register.

The area occupation of the developed tag before and after the addition of this on-line fault
detection using cross parity check is given in Table 4.13. The obtained results demonstrate that
Slice occupation is increasing by 12.48 % after adding the cross parity check circuit and the
parity prediction.
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Table 4:13: RFID tag area occupation before and after implementation of cross parity

checks
Area occupation
Circuit
Slices Flip Flops
Original RFID tag 625 373
Cross parity and CPP circuit 78 32
Tag with Cross parity and CPP
circuit 703 405
Area overhead +12.48% +8.57%

4.7 Conclusion

In this chapter we have presented the RFIM platform. RFIM helps us to study the
robustness of UHF EPC C1 Gen2 tag in the presence of faults and in real environments. This
study identifies the most sensitive registers of a tag and parameters of the EPC C1 Gen2
protocol. This later helps us to develop a low cost and more robust and secured tag architecture

by the proposal of different solutions and countermeasures.

RFIM permits to validate the new tag architecture in real environments. In addition, RFIM
allows observing all the faults effects in the tag during the RFID system operations (with one
or several different tags and readers). Using RFIM, it’s possible to experimentally validate
secure architectures and to analyze the faulty behavior of complex RFID systems by studying
the propagation of a fault after its injection in a specific tag. The RFIM platform allows

emulating any types of fault (transient or permanent stuck-at faults) in real RFID environments.
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5.1 Introduction

Hardware Trojans are malicious hardware components embedded within the chip by an
adversary, in order to disable, destroy a system, or leak confidential information at some future
time. The Hardware Trojans can be inserted in any step of IC manufacturing. Such malicious
circuitries could be a great threat for the governments, commercial, financial or military

institutions and everywhere where RFID technologies are used.

Many studies have been done concerning Hardware Trojan insertion and Hardware Trojan
detection within Integrated circuits [Mark2011] [Karri2010] [Chakraborty2008] [WOLF 2008].
These studies show that Hardware Trojan is a real threat to consider when designing critical
systems. RFID systems integrators are using many different commercial tags and sometimes
have to deal with tags they do not have chosen. In this context, how integrators can guarantee
that the tags that are being used are safe and do not embed malicious hardware which can
jeopardize the system safety or security? To detect Hardware Trojans, companies need to verify
the proper operation of their products in different ways, which of course can have a great time
and financial costs. The earlier discussed complexity of RFID systems makes both the
evaluation and the protection against the HT threat very complex. The aim of this chapter is to
show that the RFIM platform can be a powerful tool to evaluate the HT threat within RFID

system and can be used to develop multi-level adequate countermeasures against this threat.

The first part of this chapter focuses on Hardware Trojan by presenting general research
results on HT insertion and detection. Then the second part of this chapter shows how the
hardware emulation platform RFIM Emulator helps to evaluate some trigger and payload of
Hardware Trojan, in order to evaluate associate risks on RFID EPC C1 Gen2. Finally, we
discuss countermeasures which could be designed at the system level in order to protect RFID

systems against untrusted RFID tags.
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5.2 Hardware Trojans

5.2.1 Hardware Trojan Components

As shown in Figure 5.1, a Hardware Trojan (HT) is composed of two parts: the trigger
and the payload. While the trigger part acts as a sensing circuit which is used to activate the
HT, the payload is the malicious activity of the HT. Most of the time Hardware Trojans remain
in dormant state and are activated by the trigger logic. This one can for instance be a timer, or
the occurrence of a rare event. In the specific case of RFID systems, the HT could be trigged
by a dedicated action of the RFID tag or specified commands coming from the Reader. The
payload is the malicious operation of the HT as shown in Figure 5.1. This operation takes the
original and correct signal S from the circuit and modifies it to a malicious signal S” when the
activation condition of the trigger logic is true. The trigger inputs can be internal signals of the
IC, or external signals coming from outside of the IC. The aim of this modification is creating
a backdoor to attacks the IC. These attacks can be denial of service operation, deactivating the
RFID tag (by activating the kill command), leaking the password of RFID tag memory or
changing the behavior of RFID tags.

Trigger

S—t—) i Trojan Payload’ (S’)
input ; Logic ;
*.

Trigger "- Payload ||~

Logic

Circuit=SignaI (S)

Figure 5.1: General structure of a Hardware Trojan in a design

The small size and the ease of Hardware Trojan concept make it a serious threat in modern

circuits.
5.2.2 Hardware Trojan Insertion phase and location

As shown in Figure 5.2 several parties are involved in the IC design life cycle:

Foundries: they are the semiconductor manufacturers. They take the hardware design in GDSII
industrial format to fabricate the ICs.
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IC designers: designers of the IC who have generated the GDSI|I.

IP vendors: they develop and sell intellectual property cores to be used by the IC designer for
integration in final chip (e.g. RFID tag core, ASK modulator IP).

EDA tool vendors: they provide EDA tools for IC designers and IP vendors, to facilitate the

design of large scale integrated circuits.
IC end users: companies or individuals who purchase the designed chips from IC designers.

The insertion of Hardware Trojan can be done in any stage during IC manufacturing processes,

beginning by specification, design, and up to verification and manufacturing.

EDA Vendors

Y

IP Vendors IC designers Foundries

@ p - QO

‘-l

End Users

S

Figure 5.2: IC life cycle [HeLi2016]

Due to global economic pressures, manufacturing companies have spread around the world in
order to minimize the manufacturing costs. Circuits could then be modified by an adversary
within these foundries to add malicious circuitries [Jin2009]. We note that malicious circuitry
can also be added during the design phase. It can be done either intentionally by the 1C designer
or by a malicious designer or subcontractors (IP provider, design tools ...) [Chakraborty2009],

to gain an advantage on the future use of the circuit.
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Increasing outsourcing for the design, and the number of entities and person involved in the IC

life cycle increases the possibility, and gives more opportunity for Hardware Trojan insertion
in the final Hardware Figure 5.3.

| IC Life Cycle ' ( Threats of Trojan Attacks .

Insert H/W Trojan in IP E
(by IP writer) :

| ‘ Insert H/W Trojan in design E
‘ (by untrusted CAD tool / designer) |;

Reverse-engineer GDS-1I & insert
H/W Trojan
(by an adversary in Fab)

’

ER L L LL L
SR maaanee

Manufacturing
Test

’
3
]
’
’
’
[ ]
[ ]
[}
[}
s
'
’
[}
’
[ ]
[ ]
]
[}
[}
’
[}
’
’
[ ]
1
[ ]
’
s
.
[}
L)
-

- L_|ICs Passing Test

Deployment

Figure 5.3: Hardware Trojan attacks by different parties at different stages of IC life
cycle [Bhnia2014].

The foundries can insert Hardware Trojan in chip by modifying the dopant level as shown in
work [Shiyanovskii2010], or in mask layout [Becker2013].

The IC designer uses the acquired IP from IP vendor. This last can have included a malicious
function [Lin2008] [King 2008]. The IP vendor can insert the Hardware Trojan at RTL level
by adding a malicious code, or by modifying the synthesis and compilation macro to insert HT
during design synthesis or during the Place&Route step.

EDA tools are used in all critical design stages. This allows the EDA vendor to put a malicious

code which can leak information about the designed IC [Qu2014].
5.2.3 Trojan Taxonomy

As discussed above, Hardware Trojan can be very different from each other, depending
on the activation type, the effect or the way it has been inserted. It is then necessary to have a
classification according these different attributes before to evaluate the threat and to design
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countermeasures. Different Hardware Trojans classifications have been proposed, in Figure 5.4
we show a global overview of Hardware Trojan classification combining the different

classifications that have been proposed in the literature.

Hardware Trojans

| | | |
Combinational Sequential Trigger Payload
[Banga 2008] [Wolff 2008],
[Jin 2008]
| |
Physical Activation Action attribute
attribute attribute
[Wang2008]

Figure 5.4: Global view of Hardware Trojan Taxonomy

The authors of [Chakraborty2009] and [Bhunia2010] proposed a classification shown in

Figure 5.5, extended from [Bhunia2008] that is based upon trigger and payload mechanisms.

Trojan

Payload

Digital

Information
Leakage

Sensors

Activity

Denial-of-

Combinational .
Service

Sequential

frcu
Nodes | Analog

Hybrid Activity
Sequences

Figure 5.5: Hardware Trojan Taxonomy: [Bhunia2010]
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5.2.4 Hardware Trojan trigger Taxonomy:

As we have seen there are different methods for Hardware Trojan insertion, and each
method has an impact on the IC. As we know Hardware Trojan remains dormant until the trigger
condition is true to run the malicious activities, in the following we present some works about

the various Hardware Trojan trigger types as shown in Figure 5.5.
5.2.4.1 Analog trigger:

In [Chen2008] analog HT trigger mechanism has been proposed. It uses ring oscillators
to add more activity to a circuit. This generates more heat, then the temperature sensor is used
to detect the rise in temperature and trig the malicious operation.

5.2.4.2 Digital trigger: combinational and sequential

a) Combinational

The Hardware Trojan is activated when specific values are detected simultaneously at
specific internal circuit nodes, as shown in Figure 5.6 The required conditions to trig the
payload in node C is A=1, B=0. Under this condition, the correct output C will be replaced by
the faulty output C’. We can note here that in a way, the same principle that we have used for
fault injection by replacing the right signal by a faulty signal is used. This trigger type is
possible in the case of passive RFID, because it does not require a lot of space (less than 10
gates), and its power consumption is acceptable.

A ¢ | Cmadiﬁed
B ¢ |

i Trigger | | |

: |

i Payload ]

Figure 5.6: Combinational triggered HT [Chen2008]
b) Sequential:

Sequentially triggered HTSs are activated by the occurrence of a sequence of operations.
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The simplest sequential trigger is a simple synchronous counter which trigs a malfunction when
reaching a particular count as depicted in Figure 5.7. Then the correct signal ER is modified to
the incorrect signal ER*.

ER

— ER*

Figure 5.7: Synchronous counter Trojan [Bhunia2010]
e Rare sequence Hardware Trojan trigger

In this case the trigger condition is based on a sequence of rare events. The event can be issued
from state machine states. This type of trigger is more complex to detect during IC testing and
verification stage, because it requires satisfying a sequence of rare conditions in the internal
circuit nodes to be activated. In the second part of this chapter we will show with an example

the effects of this trigger on a RFID system.

The sequential trigger type is possible in the case of a passive RFID tag, because it does not
need a lot logic gates.

In Table 5.1 we resume and compare the proposed Hardware Trojan trigger for area, energy

consumption, insertion difficulty, discretion and the applicability for RFID system.

Table 5.1: Hardware Trojan Trigger

Type Area Energy Insertion | Discretion Applicability In
consumption | difficulty RFID
Analog trigger ++ ++++ high + Not applicable
Combinational + ++ lower ++++ Applicable
Sequential ++ +++ medium +++ Applicable

The analog and sequential triggers require more logic gates compared to combinational triggers.

These combinational triggers can be implemented using only a few logic gates. More gates also

involve more power consumption. The analog and sequential triggers require more
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sophisticated operations (their insertion is more difficult than the one of the combinational
trigger). In addition, the analog triggers can be detected using side channel methods

(Temperature or power measurements).

We conclude that the analog trigger is more difficult to apply in the context of low cost and low
power UHF RFID tags. Indeed the UHF tags can’t ensure a sufficient energy for oscillators and
sensors at the same time. The insertion of combinatorial and sequential triggers is easier, since
the tag already contains combinational and sequential logics, which makes difficult to

differentiate logic trigger from the logic of the RFID tag.
5.2.5 Hardware Trojan payload Taxonomy

The payload is the threat action associated to the HT. This payload can be categorized into the

following threats:
1) Functional modification of the IC.
2) Specification modification of the IC.
3) Information Leakage
4) Denial of Service

Hardware Trojan implementation can perform any or all of these malicious actions
[WANG2008]. We illustrate these threats in the following.

5.2.5.1 Functional Modification

A Hardware Trojan modifies IC functionality by adding, removing or bypassing existing logic.
In the case of a RFID tag, this modification can be for example the password modification. In
[Karri2010] the HT is designed to alter the CPU instructions by changing the contents of the

program memory.
5.2.5.2 Specification modification

This class of Hardware Trojan can perform other malicious operations as modifying system
clock or introducing timing errors. The work [Bhunia2010] presents an example of Hardware
Trojan that introduces a fault by the insertion of resistor and capacitor to increase net delay.
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5.2.5.3 Information Leakage

This payload presents a great threat for RFID security applications. The aim of this class of
Hardware Trojan payload is to transmit sensitive information to adversary. The channel can be
a wired connection as RS232, JATG, or a wireless connection as proposed in [Jin2010]. This

wireless connection leaks the encryption key by manipulating the transmitted signal.
5.2.5.4 Denial of Service

The Hardware Trojan can be involved in low-level operations. This gives him the capability to
downgrade or completely disable a system. An example of Hardware Trojan of this class
appears in the work presented in [WOLF 2008]. The Hardware Trojan does not let the system
going into the sleep state. Then the system consumes more power, thus limiting its service life.

A Hardware Trojan can also be used to modify an existing value in the memory by a random
value, and this will cause an error in the services done by the circuit [Karri2010]. In addition,
in [Bhunia2010], the authors provide an example of HT that generates an excessive activity

which accelerates the aging process of an IC and thus shorten the device’s life.

We have described the Hardware Trojan taxonomies for both trigger and payload. In the next

section we will show methods and approaches to detect the HT.
5.2.6 Hardware Trojan detection approaches

The objective of Hardware Trojan detection approaches is to determine if an IC is infected or
not. If the Hardware Trojan detection approaches do not detect any HT, we cannot conclude
that the IC is trusted or the design team is trusted. Actually it is very hard to prove that an IC is

Hardware Trojan free.

In the following, we will discuss some popular Hardware Trojan detection approaches and
mechanisms. Each one will address a special type of Hardware Trojan. Since there are several
types of HT, we need a detection methods classification such as the one proposed in [Mark2011]

represented in Figure 5.8.
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Hardware Trojan Detection
Approaches
I

Non-Destructive

: Y { ¥
\ Preventive \ \ Assistive \ \ Run-Time \ Test-time

—  Logic Test
—» Side-channel

Figure 5.8 : Hardware Trojan Detection Techniques [Mark2011]

We will briefly present some proposed detection mechanisms, and we will focus on the methods
that could be used in the particular context of RFID systems.

5.2.6.1 Destructive detection approaches

To ensure that there is a Hardware Trojan in a given IC, the IC can be completely disassembled
and destroyed. Using this approach the HT will be detected by reverse-engineering. But this is
a complex approach, which is also time consuming and expensive. This approach has other
limitations. Hardware Trojan consists in a few logic gates added to the original circuit that
generally contain a lot of gates. Thus it can be very difficult to find the modification, and this

requires a deep reverse engineering study.
5.2.6.2 Non-Destructive detection approaches

This approach, which does not destroy the IC, is classified in two categories: invasive or non-
invasive. Non-invasive techniques do not change the design of IC, while invasive techniques

modify the design in order to embed functionality helping the detection of Hardware Trojan.

5.2.6.2.1 Invasive detection approaches

Invasive techniques are divided into two branches, prevention and assistance.
a) Prevention detection approach

Prevention approaches are used to prevent the insertion of Hardware Trojans prior to

fabrication; this is done by controlling all the processes of IC fabrication. This approach can be
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performed only if we ensure the use of trusted EDA tools, and if we fabricate the IC in a trusted

foundry....etc. Today this approach is often impractical.

b) Assistive approach

Assistive approaches are based on the principle of addition of inputs/outputs to facilitate
the detection of Hardware Trojans. In work [Chakraborty2008] the authors propose a design to
detect Hardware Trojan in a system which contains several modules as an ALU, address
decoder and memory. They add an input and an output to each module. These additional entries
give the possibility to put the module in "transparent” mode. In this mode, the modules perform
a self-test to detect rare events. The result is a signature, which is a combination of the provided

input key and the results of its self-test as depicted in Figure 5.9
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Figure 5.9: Assistive approach to detect Hardware Trojan [Chakraborty2008]

In the work [Salmani2009] several dummy flip-flops are inserted into logic. They aim at

increase Hardware Trojan activity to facilitate detection using side-channel techniques.

5.2.6.2.2 Non Invasive
In this approach Hardware Trojan detection is done by comparing a golden and an infected

copy of the IC. This approach can be done either at run-time or at test-time.

a) Run-time detection:

The idea of this approach is to monitor the IC behavior in real time. If the IC contains
Hardware Trojan and the HT is activated, malicious behavior can be detected. It is preferable
to add an interrupt mechanism coupled with the run-time monitoring system. If the Hardware
Trojan is detected the interrupt mechanism stops the execution of all operations done by the IC.
This will prevent the IC to perform malicious operations. The Run-time monitoring approaches
need an additional embedded monitoring unit. This will take additional resources as power

consumption or processing time and can downgrade the performance of the IC. The authors of
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[Abramovici2009] added a reconfigurable unit in the IC. This unit performs the online
monitoring of all operations done by the IC. They called this unit DEFENSE (DEsign-For
ENabling-Security). This unit can detect in real time the change of behavior of a circuit.

Only the IC manufacturers can use these methods because these methods require design
modifications. In the context of RFID, these methods cannot be used by the users which buy an
already implemented ASIC (tag 1C).

b) Test time
b.1) Side channel analysis

This approach is based on side channel information monitoring when the IC executes
operations. It consists in monitoring a physical parameter as power consumption, temperature,
EM radiation... etc. Any abnormal variations in the monitored parameters mean an additional
operation in the IC and so a Hardware Trojan detection .Using such a method we can detect the
Hardware Trojan but we cannot know its functionality. In [Banga2009] the authors propose a
side-channel technique that is able to find differences in the power consumption between

infected circuits and those that are not infected.

b.2) Logic testing
In the logic testing based Hardware Trojan detection, different test patterns will be applied

to the IC for the purpose to activate the Hardware Trojan.

This approach encounters the problem of the full test coverage. For example, if a
combinational IC has n inputs it requires 2 power n test vectors. Moreover sequential 1C will
require more test vectors. Thus, the amount of data in order to perform exhaustive test is not
practical. To solve this problem, a random test can be used as presented in [Jha2008]. But this
does not guarantee the Hardware Trojan detection success, since we cannot guarantee the

Trojan has been triggered.

Several approaches are used to detect the presence of Hardware Trojan. Ones that do not
require the use of golden models as the invasive approaches based on reverse engineering, or
the ones based on the real time event monitoring. Other approaches require the use of golden
models as the logic testing approach. Many approaches require activating the Hardware Trojan
to detect it but few approaches do not even need the HT activation to detect it (for example,

detection based on side channel approaches). Many detection approaches require first to modify
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the design (to add control and monitor capability) and thus can often only be used by the

designers.
5.3 Hardware Trojan in RFID System

In this second part of the chapter, we first present Hardware Trojans in the context of
heterogeneous RFID systems, then present how the previously described hardware emulation
platform can help to evaluate their risks and their countermeasures. In the following, we focus
on the specific case where an infected IC has been designed incorporating an untrusted digital
baseband IC. In other words, the Hardware Trojan has been inserted during the early IC design
phases, and then all the chips are infected.

Figure 5.10 hereafter gives a simplified life cycle of an RFID tag. First, the tag is designed
(most of the time by fabless companies), then the integrated circuit (IC) is fabricated and tested.

Finally the IC is integrated with the antenna before to be personalized and deployed in a tracking

Figure 5.10 : RFID IC tag Lifecycle

system.

The attacker can be either the chip provider, an IC designer, or a third party IP provider.
It is to be noted that in this case, it is hardly possible to detect the malicious function since there
is no golden reference circuit to compare with. So The RFID tags using this digital baseband
are then infected and providing a backdoor to attackers in order to jeopardize any traceability

systems using such tags (as represented in Fig. 5.11).

Figure 5.11: Malicious tags in an infected RFID System
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In the following, we show how a Hardware Trojan can be embedded within a simple RFID
tag. Using the emulator we discuss the specificities of RFID system which have to be managed
by the attacker. Then we discuss how the HT can be exploited by attacker within the system.

5.3.1 Objective of Hardware Trojan in RFID

Hardware Trojan payloads within RFID systems are discussed below. An attacker willing
to insert a malicious function within such an integrated circuit has then many options. Let’s first
consider the payload (i.e. the malicious function which will be activated in mission mode).
According to RFID systems characteristics described earlier, we can consider different types of
payloads as described on Figure. 5.11.

5.3.2 On-field maintenance backdoor

The HT in this case just aims at providing additional functions either for the chip or the
tag provider. These additional functions consist in modifying the tag FSM by adding new
commands. These new commands not included in the standard will give an advantage to the
provider in order to perform on line monitoring of the tag (memory test, configuration checking

etc....). Such functions could mainly be used for system protection against tag tampering.
5.3.3 Denial of Service Attack

A major threat of Hardware Trojan in such IC would be a malicious function which is
able to block all the communications between several tags and readers in the same area. As
discussed earlier, UHF RFID tag are mainly used for traceability purpose, thus if one tag is able
to block the communication even for a short time, many objects could pass through a
traceability check. This can simply be done by blocking the tag in a “communication state”. If
this infected tag continuously backscatters the reader signal, this will make collisions with other
tags attempting to communicate with the reader. Although the EPC C1 Gen2 protocol is
designed to fix collisions, in such a case it is not efficient since the tag is blocked and does not

fulfill anymore the protocol.
5.3.4 Data eavesdropping/modification

One other threat concerns the data stored within the IC. Even if UHF RFID tags are not
designed for high end security applications, they may store confidential data (concerning the
traceability of the tagged object...). Moreover the EPC C1 Gen2 standard is evolving in order
to provide secure authentication to protect the user memory. The tag architecture may be
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modified in order to remove the memory protection. So once the Hardware Trojan has been
trigged, one can access to the protected memory without authentication. Also, a simple HT can
leak a confidential data by replacing its RN16 number by either a password or a key.

More complex attacks have also to be considered, the tag can be used to corrupt the system
middleware as suggested in [Mitrokotsa2010] a malicious circuit within the tag could

dramatically ease the attack feasibility.
5.3.5 RFID System specificities

As discussed in the previous sections, RFID systems are strongly heterogeneous. They
combine digital and analog hardware, software (within the reader to manage communication
between tags and readers) network management (most of the time readers are connected
together and managed by a middleware dependent of the application ([Floerkemeier2005],
[Welbourne2007]) and electromagnetic waves involved in the tag communication and power.
When evaluating Hardware Trojan threats against such systems it is important to consider all
these system components. One should thus be able to evaluate:

e The hardware: how the HT can be embedded within the tag (considering tag

performance, tag functionalities)

e The interaction between the tag and reader: does the tag operate properly when the

HT is silent? How the HT can be activated by a reader?

e The RF channel: Is the HT robust to RF perturbations? What is the effect of the

HT against other tags to reader communication?

e The software: How the software behaves against HT? Can we develop dedicated

software to thwart such threats?

While register transfer level (RTL) simulation is a good candidate in order to evaluate a
HT from a hardware point of view. It raises several issues when considering the whole system.
First performances are too low to be able to simulate a complete inventory with several tag
instances. Second, it is not possible to consider the possible errors within the RF channel and it
is not adapted to consider the software parts. In [Fritz2010], the authors propose a SystemC
based simulator. Such a simulator has the main advantage that it is can mixed hardware and
software simulation and it is thus particularly adapted to simulate complex systems. The main

drawback here is that the interactions within the RF channel are too simplified in the model to
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accurately describe all potential effects which interest us in the particular case of Hardware

Trojans.

For all these reasons, we consider an emulation based platform is the ideal tool in order
to evaluate Hardware Trojan threats in EPC C1 Gen2 systems. The emulation allows validating
the compliance of the emulated architecture against the standard by using a real reader. Also
the emulator can be used within a complex system (as depicted in Figure 5.12) and all the
perturbations within the RF channel can be taken into account. This is important for instance to
be sure a perturbation will not accidentally activate the Trojan. Finally thanks to the emulation,
all the system elements can be considered: the Hardware Trojan triggering mechanism, the

effect on the system, etc.
Figure 5.12: RFID Emulation based platform for online monitoring of tag

Using the developed emulator, we can create and evaluate the feasibility of several
Hardware Trojan scenarios with several types of trigger and payload. For the payload the
possibility are numerous, but the consequences are always the same: leak of information, Denial
of Services or functionality or specification modifications.

As shown in the Figure 5.13 below, we use two copies of our emulator to disturb the other tags.

One of this emulator is used to inject the HT in the system. The other is used to monitoring the
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Figure 5.13: Hardware Trojan in System Emulation
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5.3.6 Trigger design and validation

5.3.6.1 Triggering issues

In this section we focus on how a trigger mechanism can be designed in order to activate
the Hardware Trojan within an EPC system. The trigger design of an RFID IC may fulfill two

important characteristics:

e First, RFID ICs are standardized and have to be certified by a third party tester.
The Hardware Trojan should thus be designed in such a way, the IC is still
compliant with the standard and it is not too sensitive so that it cannot be trigged

during certification testing.

e Secondly, RFID system communications are often disturbed due either to the
presence of other tags, radiations or perturbations in the RF communication
channel. So the modified design must be robust against all these potential

perturbations.

An essential characteristic of Hardware Trojan is to switch on a very rare or temporary
condition, in order not to be detected during functional tests [Wolff2008][Chakraborty2009].
In RFID system, system monitoring is a common practice to detect any system failure or error,
and then monitoring could detect very rare command or strange sequence of commands
corresponding to Hardware Trojans triggering. This makes trigger design more challenging
since it has to pass both functional test (i.e. test done by the system integrator) and online
monitoring. Hardware Trojans proposed in the following should then be resilient against
possible detection during:

e The circuit verification stage and integrator functional test.
e The on line monitoring of RFID system

Usual functional tests made on RFID tag are depicted in Figure 5.14, such tests are based
on EPC commands exchanged between the tag and a reader. The Query command initiates the
communication and set parameters such as the modulation, the data rate and the rest of the
parameters of the communication [EPC2008]. During functional testing, each command is

tested with different parameters which could accidently activate the Hardware Trojans.

On line monitoring of the system is based on spying the communication between the
reader and the tags as illustrated on Figure 5.14. Then the data exchanges are evaluated in order
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to detect any abnormal behavior or abnormal performance degradation. For instance a usual
RFID application is the tags inventory which consists in listing all the tags present in the field
of the reader. The inventory is made accordingly to a specific protocol in order to fix collisions,
and then once a tag has been inventoried, the reader can communicate specifically with one tag
in order to exchange specific data. All these operations have to fulfill the standard. It is thus
possible to monitor the system just by spying the command and the sequence of commands
send by the reader to detect any abnormal behavior due to Hardware Trojan activation.

Reader Tag Reader (SC® Tag
\QUe Query/Adju %
"y (Param A) St/Rep 3
*a,,—; RN16 " RN16 3

[t cK
- Query (Param B) (RN16) g
— (%]
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e

g Query (Param 0 (LRN(RN16) ‘_nl,>
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[— ' 7
Query (Param X)—a] Cmd(handle)\b 3
[ Q
' ®

Figure 5.14: Example of tag Reader communication
In the following, we propose three different types of trigger sensitive to:
1) Communication parameters.
2) Communication frame content
3) Sequence of commands
5.3.6.2 Triggers sensitive to parametric changes (HT1)

The EPC C1 Gen2 protocol specifies the frame parameters for the low level
communication. For instance, the frame begins with a preamble and synchronizing elements
like the Delimiter, Tari, RTCal or TRcal [EPC2008] (Figure 5.15-a). We can use specific
values of these EPC parameters for activating Hardware Trojan. For example, as shown in
Figure 5.16- b the HT will be activated if the tag receives a frame with a given RTCAL

parameter value.
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Figure 5.15 : a) Reader to tag preamble frame,

b) HT trigger design

5.3.6.3 Triggers sensitive to a sequence of commands (HT2)

This method consists of activating the Hardware Trojan when the tag receives a specific
and valid but unlikely command in the current state of the Finite State Machine (FSM). For
illustration the trigger HT2a has been designed so that the HT is activated once the tag receives

a BlockErase command while the FSM is in the Reply state Figure 5.16.
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Figure 5.16: Hardware Trojan HT2a trigged by BlockErase command
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Another similar approach lead to design a trigger activated when the tag receives a high
number of times an unlikely command for a given FSM state. For example, similarly to the
above trigger, if the tag receives 50 times a Query command while the FSM is in the Reply state
as shown in Figure 5.17 a) and b), the trigger will be activated. This kind of trigger (HT2b) is
more difficult to detect during functional test. During functional test, the probability that the
command is sent such a number of times is very low. However, from a hardware point of view
this trigger requires more logical element, increasing then the tag cost and consumption which

is a major concern for such IC.
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Figure 5.17: a) FSM modification b) Hardware Trojan trigger HT2b design

In order to increase the difficulty to functionally detect the Hardware Trojan, a solution
consists in developing a trigger activated by a dedicated sequence of command. This sequence

can be as complex as desired, taking into consideration that it requires to add a small FSM into
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the circuit. Using the emulator, we have implemented a trigger (HT2b) which is activated after

a given sequence of commands has been repeated X times by the reader.
5.3.6.4 Moaodification of frame contents (HT?3)

In order to reduce the detection risk during functional test we have developed a trigger
(HT3) based on the modification of the low level information present in the data frame. In other
words, it intends to modify the frames sent by the reader to the tag. While on line monitoring
checks the sequences of command exchanged in the system, bit level testing is more permissive

since bit errors may be due to harsh environment.

Moreover during functional test, all set of commands are tested but it is hardly possible
to test all command parameters. This gives thus room for adding a trigger based on bit level
modification of the data frame. A generic EPC C1 Gen2 frame is made of the command-ID, the
parameters and an integrity check (i.e. based on cyclic redundancy code [EPC2008]),as shown
Figure 5.18.

Command-ID Parameters Error detection code

Figure 5.18: EPC C1 Gen2 Frame [EPC2008]

Modifying the frame content induces then modifying bits in these fields of the frame. We
can thus either modify the Command-ID (first bits in the frame) or the parameters (in the middle
of the frame) without modifying the CRC (last bits in the frame) or doing right the opposite,
modifying the CRC without modifying the rest of the frame. Therefore the CRC will not be

correct and the frame will be deleted when the tag checks it.

According this principle two HT have been designed. As described earlier, a CRC is
computed with the Command-ID and the parameters. A way to silently trig the Trojan is to
corrupt the parameters so that:

1. When the tag calculates the CRC, if it does not corresponds to the one sent by the

reader, then the command is discarded.

2. The CRC result of the tag computation corresponds to a golden value saved in the
tag which trigs the Trojan.
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Such a trigger (HT3a) requires little change in the tag design and adds very few
components. Moreover, it is very hard to detect by on line monitoring since it can be associated

to bit failure in the communication.

Another mean is to modify the CRC computation (HT3b). When a frame arrives to the
tag and the result of the CRC checking is wrong, it is computed again taking into account that
the command-id + parameters could have been modified (Figure. 5.19). Therefore, in the new
checking of the CRC a dedicated data is added to the command and the parameters. If the new
result of CRC is right, the HT is switched on. As it is expected, this implementation requires
more logic elements but it is safer (it has a very low probability to be accidentally trigged) than

the previous approaches.

Cmd+Parameter CRC

DATA
>

L
Figure 5.19: HT3b design, CRC calculation with a malicious data

5.3.7 Fault Injection based Validation of Hardware Trojans

As discussed earlier, one difficult thing about inserting Hardware Trojan within RFID tag
is the possibility to master the activation time. Since they are used in harsh environment, they
may be sensitive to perturbations inducing internal single or multiple event upsets or the
communication may be perturbed by collision so that the tag receives corrupted data. In both
cases internal errors or corrupted data may lead to an unwilling Trojan activation. Using
injection fault capabilities of RFIM provides a powerful tool to validate in situ the HT
robustness. The emulator can be placed in front of a commercial reader with other commercial
tags. Then while the reader does the inventory, the injection block inserts randomly errors
within the digital baseband. These errors can be sent in the command decoder, the data frame,
or any registers of the design. Doing so we are able to emulate any communications errors or
on chip malfunction which could happen. Then thanks to online monitoring capabilities, any

activation of the Hardware Trojan under validation can be trapped.
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5.3.8 Triggers Evaluations

We have implemented all the triggers within RFIM. First using characterization tools, we
have validated that the tag with the Trojan still fulfils the EPC standard. Then the different
RFIM capabilities discussed above have been used in order to evaluate the Trigger (1)
robustness and (2) discretion. Table 5.2 hereafter gives the pros and cons for each proposed
triggering mechanisms. They are evaluated according three main characteristics, the design
overhead induced by the malicious function, the robustness of the mechanism measured by its
sensitivity to on-chip errors and finally the discretion which indicates the capability of the
trigger to be activated without inducing suspicion. We have discarded HT1, since obviously
this kind of trigger is too sensitive to RF perturbations and have a high probability to be
accidently activated. While discretion must be compromised with robustness and design

overhead, HT3b appears as the one reaching the best compromised.

Table 5.2: Triggers Evaluation

HT Design overhead Robustness Discretion
HT1 NA NA NA
HT2a + + -
HT2b - + -
HT3a - - +
HT3b - - ++

5.3.9 Payload design and validation:

Once the Trojan is activated the payload is the action or damages applied to the RFID tag. There

are three major types of damage.
1) Denial of service
2) Leak sensitive information
3) Modify the functionality or Specification

This section focuses on the damage of a payload. We take advantage of our emulation platform

RFIM to show example of damage caused by Hardware Trojan in RFID system.
5.3.9.1 Denial of services HP1

The payload modifies sensitive register (parameter) by a random number from PRNG
generator as described in Figure 5.20. This parameter can be: TRCAL, DR, Query session. If

an error is introduced in this parameter, this causes a wrong computation and the tag does not
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response to the reader. Table 5.3 summarized the effect or damage that can be caused by this

Hardware Trojan.

Trigger

Right : Rtcal

Querysession| | | | | | | |
DR

eve | [ [ LTI ITIT T e

Faulty S ¢

Right S

— Used for others operation
e

Figure 5.20: Payload HP1 Modify Specification (parameters)
Table 5.3: HP1 payload effects of RFID tag

Parameter Effects

Query session Decrease the Read Rate of the tag

Trext Response encoding error

DR Response encoding error

RTCAL Decrease or increase response time (time out)

5.3.9.2 Leak sensitive information HP2

This payload can be the most dangerous. As we have seen in the previous chapters, the
tag memory stores highly sensitive information such as tag 1D, cryptography key, etc. Using
this payload, the tag sends these information using the normal responses to the Query command.
But instead of sending the RN16 it sends secret sub-parts of information. As seen in Figure
5.21, each secret information is sent in packet of 2 bytes, since the size of RN16 is 2 bytes. The

payload HP can leak the following information:
e Kkill password
e access password
e Crypto key

The role of the Counter is the organization of the leak of information. Each time the
counter trigged, Hardware Trojan passes information. When counter equals to zero O the
payload leaks the first half of kill password, if counter equals to 5 the payload leaks the tag

identifier, and so one.
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Figure 5.21: Payload HP2, leak of information
5.3.9.3 Modify functionality HP3

As we have seen in the last chapters the tag contains 4 banks of memory [EPC2008]. This
memory is protected by a password of 32 bits. The RFID reader cannot read or write in this tag

memory, if it does not provide the right password and after the tag checks this password.

The payload HP3 disables the mechanism of password verification as described in the
EPC standard and thus the tag accepts any password to access to its memory (Figure 5.22).

Trigger

Enable/Disable [—> ﬂ&.{ Accept Any Password FSM

Figure 5.22: Payload HP3 Disable the mechanism of password verification

5.3.9.4 Modify specification HP4

As we have seen in the last chapters that EPC C1 Gen2 standard defines communication
parameters used by tag during its response to the reader (backscattering). The value of
backscatter link frequency (BLF) period is defined by the length of the TRcal parameter and a
Divide Ratio (DR) parameter (with value 8 or 64/3).
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The malicious operation of the payload HP4 is the modification of the BLF. This involves
a modification of the bit rate and desynchronizes the “reader tag link” as depicted in Figure
5.23. Due to this HT the reader will ignore the tag response, and the attacker will have the
opportunity to intercept the tag response and to take over to communicate with infected tag
using another reader. Figure 5.23shows that the payload can change the DR and TRCAL
parameter to different fixe values.

Query command register

Trigger
LI 1T T 1011

Fixed l—»l DR

value (Vs | Backscatter | [ FMoO
{ Frequency Miller
Generator Encoder
value L/

Figure 5.23: Payload HP4, specification modification
5.4 On line monitoring for Hardware Trojan Detection:

So far, the proposed emulator has been used as a validation tool. Thanks to its online
monitoring, it could be used as a system spy in order to detect any suspicious operations. The
emulator can be placed in the critical parts of the system and monitors the data received by the
tag (these data can come from either a corrupted reader belonging to the system or an external
reader introduced in the system by an attacker). In that case, the dedicated part to the injection
fault is not used. The emulator registers all the data being in RF field. Then the on board
microprocessor analyzes the coherence of the data which have been sent and can then raise a
flag to the system in case something suspicious has been detected. As an illustration, the
microprocessor runs a software checking that the sequence of command seen by the tag
corresponds to a meaningful one in order to detect HT like HT3 and HT4. Nevertheless, even
if this method can easily detect HT, the microprocessor may be too slow and then flag rising
may arrive too late to the system supervisor. In order to solve this problem, the emulator has
been enhanced in order to incorporate on line checker within the digital part of the tag itself as
proposed in [Omar2013]. OVL properties are embedded within the emulator in order to check

the coherence of the data processed by the tag. Verification properties can be easily edited in
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order to detect Hardware Trojan like HT3 and HT4. The main advantage here is that it does no

more require a post treatment from the embedded processor and then accelerates the detection.

There is a strong similarity between a fault and the effect of Hardware Trojan. Table 5.4

compares the properties of Hardware Trojans with those of faults.

Table 5.4: Comparison between fault and Hardware Trojan attacks

Fault Hardware Trojan
Activation Usually at known functional state Arbitrary combination /internal circuit
sequence ( digital or analog)
Insertion agent | Accidental Intentional
Manifestation Functional /parametric failure Functional/parametric failure and
information leakage

Unlike faults in IC that occur due to harsh environment or due to an error during
manufacturing, Hardware Trojans are intentionally inserted by adversary to serve a specific
malicious purpose. A fault is activated for a known functional state (or for a known input value)
of an IC. For example, a stuck-at-0 fault at the output of an inverter is activated by controlling
its input to a 1. At contrary a HT is designed to be activated at an arbitrary condition. However,
as the effects of fault and HT are similar, we can use the same countermeasures used for fault
detection to detect the HT. Thus, using Error Code Correction allows detecting numerous
modifications (due to HT or fault) in any registers of an RFID tag. In addition, using OVL we
can also monitor the internal behavior of tags and detect misbehaviors of RFID tags when the
tags are read by a reader. Using this method, we can detect the tag infected by a Hardware

Trojan as the misbehaviors due to faults.
5.5 Conclusions

In this chapter, we have first introduced the potential effects related to Hardware Trojans
in EPC C1 Gen2 RFID systems. We have shown from an attacker point of view how could be
designed a trigger to activate the Hardware Trojan. It is important to take into account the
heterogeneity of RFID systems and their use cases in order to design a trigger which is robust
and difficult to detect. Also, we have proposed an EPC C1 Gen 2 tag emulator which can be
used to evaluate security hazards within RFID system and notably Hardware Trojan ones. The
emulator has been used to validate the proposed trigger in front of industrial RFID readers.

Finally, this emulator thanks to its online monitoring capabilities can be used as a system
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countermeasure in order to spy RFID systems in critical stages and then to detect any suspicious

activities.
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6.1 Conclusions

This thesis addresses the design and the emulation of robust UHF RFID tags. Indeed,
RFID technology is more and more used for critical applications within harsh environments or
for secure applications in military, medical or security, in which the robustness of UHF RFID

tags is crucial.

The chapter 2 of this thesis was dedicated to an overview of RFID technology. The various
existing RFID technologies have been introduced. The structure of RFID systems has been
detailed by explaining different technical details on reader architecture, tag architecture, and on
the protocol used. In the second part of this chapter, we have shown the use of RFID technology

in different critical applications.

In chapter 3, we have shown different methods to perform early analysis in the RFID
system design flow. We have presented several RFID simulators with their advantages and
limitations. Then we have discussed about the existing RFID emulation platforms. Finally a
table comparing the advantages of each platform has been given. In the second part of this
chapter, we have discussed about the robustness analysis of RFID system. This analysis is
performed thanks to the analysis of the faults effect on this system. We have discussed about

the different types of fault injection.

In chapter 4; we have presented the developed RFIM platform. We have shown how this
platform helps to study the robustness of UHF EPC C1 Gen2 RFID tags in the presence of faults
in a real environment. This study has shown that the most sensitive parts (registers) of a tag and
its most sensitive parameters (parameter involve in the EPC C1 Gen2 protocol). This sensitivity
analysis has helped to develop a low cost and more robust and secured tag architecture by the
proposal of different solution and countermeasure tailored according to the fault injection
results. We have shown how RFIM platform permits to validate the tag architecture in real

environments.

In chapter 5, we have first introduced the potential hazards related to Hardware Trojans
in EPC C1 Gen 2 RFID systems. We have shown from an attacker point of view how could be
designed a trigger to activate the Hardware Trojan. It is important to take into account the
heterogeneity specificities of RFID system and their use cases in order to design a trigger which
is robust and difficult to detect. Also, we have proposed an EPC C1 GEN 2 Tag emulator which
can be used to evaluate security hazards within RFID system and notably Hardware Trojan

ones. The emulator has been used to validate the proposed trigger in front of industrial RFID
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readers. Finally, this emulator thanks to its online monitoring capabilities can be used as a
system countermeasure in order to spy RFID systems in critical stages and then to detect any
suspicious activities. At this time, more Trojans are being developed including the payloads, in
order to perform system level attacks. These ones will then be evaluated in a complete RFID
system (from tags to middleware) in order to (1) evaluate the capabilities of such attacks against

the system and (2) develop some countermeasures at all level of the systems.
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6.2 Perspectives

Today RFID is believed to be common technology in our life. Unfortunately, the
technology has been integrated without considering all usage and associate security risks. RFID
as Internet of things technology suffers security issues. RFIM is a good candidate to first
evaluate and demonstrate security threats of RFID and then define appropriate solutions at all

system levels to secure this technology.

Perspectives of this work are thus to use this platform to increase the security properties

of RFID systems.

Main security solutions rely on cryptographic primitives. Nevertheless most usual ones
do not fit the low resources constraints of RFID system (silicon area, power budget). Moreover,
these new primitives must be compliant with the EPC Gen2 standard. RFIM platform can help

to evaluate the suitability of theoretical primitives to real RFID systems.

For instance, this platform can be used to validate the design of new lightweight security
mechanism such as authentication protocol to ensure the privacy and avoid threats like
illegitimate reading of data, these mechanisms must supports forward and backward security,
because the only authentication mechanism used by EPC C1 Gen2 is a pseudorandom number
generator (PRNG) that is shared with RFID reader during inventory round. Lightweight
encryption evaluation for RFID can also be performed with RFIM, whil most of the proposed
algorithm are only theoretically evaluated. Also PUF based primitives have been considered as
very promising for RFID technology. RFIM platform could be enhanced to embed such
technology and then develop an end to end demonstration of a secure protocol based on this
technology. Finally, RFID offers many opportunities for sensing in complex systems. RFIM
can easily integrates all kinds of sensors to perform fast prototyping of RFID based sensing

systems.
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