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Résumé

Un nombre incalculable de documents est imprimé, numérisé, faxé, photogra-
phié tous les jours. Les documents d’aujourd’hui sont hybrides : ils existent sous
forme papier et numérique. De plus les documents numériques sont ubiquitaires.
Ils peuvent étre consultés et modifiés simultanément dans de nombreux endroits.
Avec la grande disponibilité des logiciels d’édition d’image, il est devenu tres facile
de modifier ou de falsifier ces documents. Cela crée un besoin croissant pour un
systeme d’authentification capable de traiter ces documents hybrides.

Les solutions actuelles reposent sur des processus d’authentification duals, un
pour le papier et l'autre pour les documents numériques. Ils sont complexes et
cotliteux. D’autres solutions reposent sur une vérification visuelle et offrent seule-
ment une sécurité partielle. Dans d’autres cas elles nécessitent que les documents
sensibles soient stockés a I'extérieur des locaux de I’entreprise et un acces au réseau
au moment de la vérification.

Afin de surmonter tous ces problémes, nous proposons de créer un algorithme
de hachage sémantique pour les images de documents. Cet algorithme de hachage
devrait fournir une signature compacte pour toutes les informations visuellement
significatives contenues dans le document. Ce condensé permettra la création de
systemes de sécurité hybrides pour sécuriser tout le document. Ceci peut étre
réalisé grace a des algorithmes d’analyse du document. Cependant ceux-ci ont
besoin d’étre porté a un niveau de performance sans précédent, en particulier leur
fiabilité qui dépend de leur stabilité.

Nos contributions sont : la création d’un descripteur de mise en page et d'un
algorithme de hachage perceptuel d’image qui satisfont nos contraintes. Nous
avons également tenté de faire un algorithme de segmentation d’image de do-
cument stable et un algorithme de reconnaissance optique de caracteres (OCR)
stable. A cet égard, nous avons amélioré I'état de 'art avec un algorithme de
pré-segmentation capable d’identifier des zones de couleur visuellement uniformes.
Cet algorithme étend le concept de composantes connexes aux images en niveau
de gris et en couleur. En outre, il peut étre utilisé pour détecter les contours et
effectuer une détection précise et continue de 1’échelle des objets contenus dans
I'image. Nous avons également amélioré la stabilité des algorithmes d’OCR, mais



Résumé

elle reste insuffisante. En outre, les algorithmes présentés dans cette theése sont
sans parametres.

Enfin, nous avons produit cing ensembles de données totalisant plus de quatre-
vingt-neuf mille images pour évaluer nos algorithmes et nous avons introduit de
nouvelles mesures pour évaluer la stabilité de plusieurs types d’algorithmes d’ana-
lyse d’image de document. Ce travail est basé sur plusieurs examens de 1'état de
I’art, en particulier un examen approfondi des algorithmes de segmentation d’image
de document.

Mots clés : stabilité, analyse d’images de document, sécurité, impression et scan,
segmentation, hachage perceptuel d’image, superpixels, composantes connexes
en couleurs, descripteur de mise en page, OCR.
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Abstract

An innumerable number of documents is being printed, scanned, faxed, pho-
tographed every day. Today’s documents are hybrid: they exist as both hard
copies and digital copies. Moreover their digital copies are ubiquitous. They can
be viewed and modified simultaneously in many places. With the wide availability
of image modification software, it has become very easy to modify or forge such
documents. This creates a rising need for an authentication scheme capable of
handling these hybrid documents.

Current solutions rely on dual authentication schemes, one for paper and one for
digital documents, that are complex and costly. Other solutions rely on manual
visual verification and offer only partial security or require that sensitive documents
be stored outside the company’s premises and a network access at the verification
time.

In order to overcome all these issues we propose to create a semantic hashing
algorithm for document images. This hashing algorithm should provide a com-
pact digest for all the visually significant information contained in the document.
This digest will allow current hybrid security systems to secure all the meaning-
ful content of the document. This can be achieved thanks to document analysis
algorithms. However those need to be brought to an unprecedented level of perfor-
mance, in particular in terms of their reliability which depends on their stability.

Thus, our contributions are: the creation of a layout descriptor and of a per-
ceptual image hashing algorithm that both satisfy our requirements. We also
attempted to make a stable document image segmentation algorithm and a stable
optical character recognition (OCR) algorithm. In that regard we improved the
state of the art with a presegmentation algorithm capable of identifying patches
of visually uniform color. This algorithm extends the concept of connected com-
ponents to gray level and color images and can be used to detect edges and to
perform a continuous and precise scale identification. We also improved the sta-
bility of OCR algorithms but it remains insufficient. Furthermore, the algorithms
presented in this thesis are parameter free.

At last we produced five datasets totaling more than eighty nine thousand im-
ages to evaluate our algorithms and we introduced new performance indicators to
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evaluate the stability of several types of document image analysis algorithms. This
work is based on several reviews of the state of the art, in particular a thorough
review of document image segmentation algorithms.

Keywords: stability, document image analysis, security, print and scan, segmen-
tation, perceptual image hashing, superpixels, color connected components,
layout descriptor, OCR.

vi



Remerciements

This thesis was a real opportunity in my career and I sincerely and enormously
thank my supervisors Jean-Marc Ogier and Petra Gomez-Kramer for giving me
the chance of doing it. Jean-Marc is an extraordinary person with an incredible
insight and a lot of human qualities that I appreciate every day. Petra’s comments
and reviews were essential and very useful. She has relentlessly pushed me to
improve my work which lead to the quality of this thesis. I also thank them both
for giving me a lot of freedom in the way I conducted this work.

I would like to thank the members of the jury for accepting to participate in
this defense, in particular Professors Antonacopoulos and Llados for reviewing this
thesis. Their comments have been most helpful.

I thank my friends and colleagues at L3i and in all the other places I visited
during this thesis. They are always a good source of advice and contributed to the
very pleasant work atmosphere that I have known there.

I also take this chance to thank Boris Bodin whose work was very helpful to
complete the chapter on perceptual image hashing.

Work is not everything and I thank the people at the association of the PhD
students of La Rochelle (ADocs) as well as those I met at the sports club of the
university (SUAPSE, sailing and dancing in particular). The moments spent with
you have been a lot of refreshing fun, especially sailing in the rain.

My family has been very supportive, in particular my mother Stéphanie and her
husband Michel. T thank them all for this. It is nice to have people encouraging
you and supporting you in your projects.

Finally, I thank my beloved Phuong. She has been enlightening these years with
happiness, supporting me and helping me with her experience. I cannot thank her
enough for being here and luckily I will be able to thank her everyday for many
more years.

vii






Contents

Résumé i
Abstract v
Remerciements vii
Contents ix
List of Figures XV
List of Tables Xxi
Introduction 1
1 Context of the study 7
1.1 Typology of documents . . . . . . .. ... .. ... ... ... ... 8
1.2 Noise introduced by a print and scan process . . . . . . . .. . ... 9
1.2.1  Study of the sources of noise in a print and scan process . . 10

1.2.2  Empirical models of print and scan noise . . . . . . ... .. 17

1.2.3  Summary of the print and scan noise models . . . . . . . .. 19

1.3 Document security systems . . . . . . . ... ..o 19
1.3.1 Hashing algorithms . . . . . . .. .. ... ... ... ... . 19

1.3.2 Digital content security algorithms . . . . .. .. ... ... 21

1.3.3 Hybrid document security algorithms . . . . . . . .. .. .. 22

1.3.4 Proposed semantic hashing framework . . .. ... .. ... 27

1.4 Conclusion . . . . . . . .. 31

2 Definition and analysis of the notion of stability 33
2.1 General understanding of the notion of stability . . . . . .. .. .. 34
2.2 Formal definition of the notion of stability . . . .. ... ... ... 35
2.2.1 The example of learning algorithms . . . . . . . .. ... .. 35

2.2.2  Generalizing the example . . . . . . . . ... ... ... ... 37

iX



CONTENTS

2.3 Evaluation of the stability of an algorithm . . . . . .. .. ... .. 39
2.3.1 Stability evaluation performance indicators . . . . . . . . .. 39
2.3.2 NPOD diagram . . . . . .. .. ... ... ... ... 41

24 Conclusion . . . . . ... 43

3 Layout description 45

3.1 Problem statement . . . . .. ... ... 0L 46
3.1.1 Definition of the notion of layout . . . . ... ... ... .. 46
3.1.2  Objectives and challenges . . . . . . .. .. ... ... ... 47

3.2 Stateoftheart . . . . . ... ... 48
3.2.1 Matrix layout descriptors . . . . . . . ... ... 48
3.2.2  Rule based layout descriptors . . . . . ... ... ... ... 49
3.2.3 Graph layout descriptors . . . . . .. ... 50
3.2.4  Local hashing layout descriptors . . . . . . . .. .. ... .. 53

3.3 The Delaunay Layout Descriptor (DLD) . . . .. .. ... ... .. 55
3.3.1 Computation of a Delaunay triangulation . . . . . . . . . .. 56
3.3.2  Computation of the Delaunay Layout Descriptor . . . . . . . 56
3.3.3  Sources of instability of the DLD . . . . ... .. ... ... 59
3.3.4 Matchingof the DLD . . . . . . . ... .. ... ... .... 62

3.4 Evaluation of the DLD . . . . . .. ... ... ... ... 63
3.4.1 Testing dataset: L3iLayoutCopies . . . . . . .. .. ... .. 63
3.4.2 Baseline algorithms . . . . . .. ... o000 65
3.4.3 Evaluationresults . . . . .. ..o 66

3.5 Discussion and conclusion . . . .. .. ... . 0L 72

4 Document image segmentation 75

4.1 Problem statement . . . . . ... ... 0oL 7

4.2 State of the art of segmentation algorithms . . . . . . . .. ... .. 78
4.2.1 Typology of segmentation algorithms . . . . . . . .. .. .. 78
4.2.2 Layout constrained by the algorithm . . . . ... ... ... 81
4.2.3 Layout constrained by the parameters . . . ... ... ... 84
4.2.4 Layout potentially unconstrained . . . . . .. ... ... .. 91

4.3 Limits and capabilities of document segmentation algorithms . . . . 92
4.3.1 Remarks on the applicability of the surveyed algorithms . . 92
4.3.2 Functional point of view . . . . . .. ... ... 94

4.4 Evaluation of the stability of the state of theart . . . . . . . .. .. 97
4.4.1 Algorithm panel . . . . .. . ... ... 97
4.4.2 Testing dataset: L3iDocCopies. . . . . . . . ... ... ... 103
4.4.3 Performance indicators . . . . . . .. ... 104
4.4.4 Evaluation process . . . . . ... ... ... L 105
445 Results. . . . . .. 107



CONTENTS

4.5 Conclusion . . . . . . . . .. 112
Color connected components 113
5.1 Preliminary definitions . . . . . . . .. ... . 0oL 115
5.2 Problem statement . . . . .. .. ... ... . L. 117
5.3 Stateoftheart . . . . .. .. ... .. ... ... . 117
5.3.1 Analysis of the issues related to superpixel segmentation . . 117
5.3.2 Overview of the state of theart . . . . . .. ... ... ... 118
5.3.3 Detailed review of relevant algorithms . . . . . .. ... .. 121
5.4 Human vision model . . . . . ... ... ... L. 122
5.4.1 Spatial sensitivity . . . . . . .. ..o 123
5.4.2  Colorimetric sensitivity . . . . . .. ... ..o L. 125
5.4.3 Spatio-colorimetric sensitivity . . . . .. ... 128
5.4.4 Contrast sensitivity . . . . . . . .. ... 131
5.4.5 Finaleyemodel . . . . . .. ... 134
5.5  Watercolor CCC segmentation algorithm . . . . .. .. .. ... .. 135
5.5.1  Watercolor (WC) . . . ... ... ... ... ... ... 136
5.5.2  Smooth Watercolor (SWC) . . . . ... ... ... ... ... 139
5.5.3 Post processing . . ... ..o Lo 142
5.6  Comparison with the state of theart . . . . . . .. .. ... ... . 143
5.6.1 Berkeley segmentation benchmark 500 . . . .. .. ... .. 144
5.6.2 Results. . . . .. .. 145
5.7 Analysis and applications of the proposed algorithms . . . . . . .. 150
5.7.1 Analysis and comparison of WC, SWC, WCP and SWCP . . 150
5.7.2 Edge and scale detection . . . . . ... ... 155
5.7.3 Level and background segmentation . . . . . .. .. ... .. 155
5.8 Conclusion . . . . . . . ... 157
Optical character recognition 161
6.1 Problem statement . . . . . . ... .. 00000 162
6.2 Stateoftheart . . . . . ... ... oL 163
6.2.1 New OCR algorithms . . . . . ... .. ... ... ... ... 163
6.2.2 Improvements of existing algorithms . . . . .. .. ... .. 168
6.3 Alphabet reduction . . . . . .. ... 169
6.4 Evaluation of the alphabet reduction . . . . . ... ... ... ... 171
6.4.1 Testing dataset: L3iTextCopies . . . . . .. .. .. ... .. 171
6.4.2 Performance indicators . . . . . . . ... ... 172
6.4.3 Results. . . .. ... . ... 173
6.5 Conclusion . . . . . . . . ... 175

xi



CONTENTS

7 Perceptual image hashing 177
7.1 Problem statement . . . . . .. ... ... ... L. 179
7.2 Stateoftheart . . . . . . . ... .. ... .. .. ... ... 180

7.2.1 Coarse representation-based approaches . . . . . . . . . . .. 181
7.2.2  Statistical approaches . . . . . . .. ..o 182
7.2.3 Relationship-based approaches . . . . . . .. ... ... ... 183
7.2.4 Sparse feature-based approaches . . . . . . .. .. ... ... 184
7.2.5 Matrix algebra-based approaches . . . . ... ... .. ... 185
7.2.6 Generic works . . . . . . ... L 186
7.3 Study of key-point-based approaches . . . . . .. ... ... ... 187
7.3.1 Feasibility of using only the key-points positions . . . . . . . 187
7.3.2 Feasibility of using the key-points descriptors . . . . . . .. 191
7.4 A Simple Yet Complex Hashing Algorithm (ASYCHA) . . . . . .. 192
7.4.1 Hashing algorithm . . . . . .. .. ... ... ... ... 193
7.4.2 Matching algorithm . . . . . .. .. ..o 196
7.4.3 Decision making . . . .. ... 200
7.5 Evaluation of ASYCHA . . . . . . . . . ... ... ... ...... 201
7.5.1 Testing datasets: L3iSignCopies and L3iLogoCopies . . . . . 201
752 Results. . . . . .. .. 203
7.6 Conclusion . . . . . . . . . . .. 208

Conclusion and perspectives 211

Annexes 221

A Discussion on segmentation algorithms 223
A.1 Evaluation of segmentation algorithms . . . . . . . .. .. .. ... 223

A.1.1 Existing benchmarks . . . . ... .. ... ... ... ..., 223
A1.2 Datasets . . . . . . . ... 224
A.1.3 Performance indicators . . . . . . ... ... ... ... ... 225
A.2 Trends and statistics . . . . . . . .. ... ... ... 225

B Conversion from sRGB to Lab color space 229

C Lab values used in the spatio-colorimetric experiment 231

D List of publications 233
D.1 Publications based on the work presented in this thesis . . . . . . . 233
D.2 Other publications by the same author . . . . . . . ... ... ... 234

xii



CONTENTS

E Résumé étendu

E.1 Contexte de I'étude
E.2 Définition et analyse de la notion de stabilité
E.3 Description de la mise en page
E.4 Segmentation d’images de documents
E.5 Composantes connexes en couleurs
E.6 Reconnaissance optique de caracteres
E.7 Hachage perceptuel d’'image
E.8 Conclusion et perspectives

Bibliography

xiil






0.0.1

1.11
1.21
1.2.2

1.2.3

1.2.4
1.2.5
1.2.6

1.2.7
1.2.8
1.3.1
1.3.2
1.3.3

1.34
1.3.5

2.1.1

2.2.1
2.3.1

3.1.1
3.1.2

List of Figures

Authentication technologies for paper, digital and hybrid documents. 1

Document typology by decreasing amount of text from left to right. 8
Two ways of adjusting an image format to a paper format. . . . . 11
Two color combination systems. Left: additive color combina-
tion with RGB colors. Right: subtractive color combination with

CMYK colors. . . . . . . . . . . 12
Colorimetric noise introduced by the conversion from RGB to CMYK

colors. . . . . . 12
Halftoned images and the corresponding perceived color. . . . . . . 12

Halftoning noise when a document is scanned at a too high resolution. 13
Spectral sensitivities of a CCD sensor and of the three color sensors

of a human eye and spectral reflectivity of CMY inks. . . . . . .. 15
Two images with different illuminant/while balance. . . . . . . .. 15
Two images with different JPEG quality factors. . . . . . . .. .. 17
Process to use a hash algorithm. . . . . ... .. .. ... ... .. 20
Process to generate and advanced electronic signature. . . . . . . . 22

Example of a document secured with the technology developed in

the SIGNED project. Image reproduced from [Mall3]. . . . . . .. 25
Percentage of each content type in the document types of the study. 28
Algorithm for semantic hash generation . . . . ... ... .. ... 30

Comparison of accurate (top row), robust (middle row) and stable
(bottom row) person detection algorithms on normal (first col-

umn), dark (second column) and blurry (third column) images. . . 36
Commutative diagram of the definition of a stable function. . . . . 38
Typical NPOD diagram of an algorithm . . . . . ... .. ... .. 42
The possible types of layouts. . . . . . . ... ... ... ... ... 47
Three layouts that we consider to be identical . . . . . . . . .. .. 47

XV



LIST OF FIGURES

xXvi

3.2.1

3.2.2
3.2.3
3.3.1
3.3.2
3.3.3
3.3.4

3.3.5

3.3.6
3.3.7

3.3.8

3.4.1

3.4.2

3.4.3

3.4.4

3.4.5

4.0.1
4.1.1

A pair of symbols (left) and the corresponding polar histogram
(right) centered on their center of gravity G. Image reproduced

from [AZ13]. . . . ... 49
The graphs produced by the descriptor of Gordo and Valveny. Im-
age reproduced from [GV09]. . . . .. ... ... 52
Comparison of several graphs linking the centroids of a layout with
five regions. . . . ... 53

From left to right: initial layout, example of a Delaunay trian-
gulation produced by OpenCV and zoom in on the triangulation
graph. The vertices are the centroids of the regions of the layout. . 56

One node with two children . . . . . . .. ... .. .. ... .... 58
Process to compute the Delaunay Layout Descriptor. . . . . . . . . 59
Example of a quadrangle that needs to be triangulated . . . . . . . 60
Two unstable ways of splitting a quadrangle into triangles when

the sum of opposite angles is equal to 180°. . . . . . . . . .. ... 60
Two situations with nearly aligned points. . . . . . . . . . ... .. 61
Two unstable ways of splitting a quadrangle into triangles when

three vertices are nearly aligned. . . . . . . . ... ... ... ... 61
Instability in the node ordering when the first child has an angle

near 180°. . . . . . L 62
The creation process of our dataset. . . . . .. ... ... ..... 64

Four of the 15 layouts we used to test the descriptor, the algorithm
used to make them is in parentheses. Layout 3 and 4 are the
two identical layouts produced by different algorithms. Layout 4
has been modified to be similar to layout 3. Layout 1 and 2 are
Manhattan layouts while the others arenot. . . . . . . . . .. ... 65
Performance of the algorithm of Gordo and Valveny. The perfor-
mance indicator index indicates which similarity function is used
to compute it. The FPR and FDR curves overlap for both cases. . 68
Performance of the algorithm of Nakai et al. The performance indi-
cator index indicates which similarity function is used to compute
it. The FPR and FDR curves overlap for both cases. . . . . . . .. 68
Performance of our algorithm depending on the angle error and
number of simultaneous instabilities. They are indicated on the x
axis in the format “angle instabilities”. The non plotted values
for 10_4 and 15 4 are equal to 0. The performance indicator
index indicates which similarity function is used to compute it. . . 69

A classical document content extraction process . . . .. .. ... 75
The difference between precise and stable segmentation algorithms. 77



LIST OF FIGURES

4.2.1

4.3.1

4.4.1

4.4.2

4.4.3

444

4.4.5

4.4.6
4.4.7

5.1.1
2.3.1

0.4.1

0.4.2

0.4.3
0.4.4
2.4.5
0.4.6
2.5.1
2.5.2
2.5.3
5.5.4

2.5.5

2.5.6

5.5.7

Typology of document segmentation algorithms. We also specify

top-down (TD) and bottom-up (BU) algorithms. . . . . . ... .. 80
Comparison of thresholding and error diffusion binarization tech-

NIQUES. .« v v v v e e e e e e e e e 93
Segmentation process of PALL and PALB algorithms. Images re-

produced from [CYL13].. . . . . . ... ... .. ... 98
Below nearest neighbors of line T. A, B and C are direct below

neighbors but not D and S. Image reproduced from [CYL13]. . . . 99
Segmentation process of the Voronoi segmentation algorithm. Im-

ages reproduced from [KSI98]. . . . .. ... ... ... ... ... 100
Segmentation process of the JSEG segmentation algorithm. Im-

ages reproduced from [DMO1]. . . . .. ... ... ... ... ... 102
Sample images from the L3iDocCopies dataset. . . . . . . . . . .. 104
A document image resized at 60 dpi. . . . . . ... 105
Segmentation results of the algorithms . . . . . . . ... ... ... 111
Gradients showing a boundary (rectangle) and not (ellipse). . . . . 115
From left to right: original image and two examples of superpixel

segmentation produced by [VS08] and by [FHO4]. . . . . ... ... 117
Situation to convert a reading distance and a minimum separabile

into a resolution. . . . . . .. ..o L oo 124
Variation of the sensitivity of the three human color photoreceptors

with light wavelength. . . . . . . ... ... ... ... 125
The impact of changing illuminants. . . . . . .. .. ... .. ... 126
The geometry of sSRGB and Lab color spaces. . . . . . .. ... .. 127
Color print and scan noise. . . . . . . . . ... ... .. ... ... 128
Filtering results of the algorithms (best viewed in color) . . . . . . 134
Watercolor and Smooth Watercolor algorithms . . . . . . . . . .. 136
Organization of the color distance map . . . . . ... .. .. ... 137
Process of the watershed transform. . . . . . ... ... ... ... 139

CCC segmentation and color distance map produced by Water-
color. Left: each region has a uniform color. Right: the pixel
intensity represents the distance value. Notice the vertical rectan-
gles in the “1” characters. The white borders will produce several
TEZIOMS. .« « . v v i e e 140
Computation of pixel color distance/gradient with SWC. Pixels are
in blue and distances in yellow. For an improved readability,the

diagonal values are not represented. . . . . . . . ... ... .. .. 140
Color distance map produced by Smooth Watercolor. The pixel

intensity represents the distance value. . . . . . . . .. ... .. .. 142
Chain of small regions between two large regions. . . . . . . . . .. 144

xvii



LIST OF FIGURES

5.6.1

5.6.2

2.6.3
5.6.4

2.7.1

2.7.2
5.7.3

0.7.4
2.7.5

5.7.6

5.7.7

6.2.1

6.4.1

7.0.1

7.2.1

7.2.2

7.3.1

7.3.2
7.3.3

7.3.4

xviii

Segmentation results, from top to bottom: original image, ground
truth 1, ground truth 2, results of FH, QS, WC, SWC, WCP, SWCP.146
Performance of the algorithms on the Berkeley segmentation bench-

Artifacts of FH algorithm. Each region has a uniform color. . . . . 149
Results of the algorithms on two document images. Order for each
series, line-wise from the top left image: FH, QS, WC, SWC, WCP,
SWCP. The images produced by QS look gray because of the many
region boundaries. . . . . .. ... Lo 151
Results of Watercolor. First column: original image. Second col-
umn: CCC boundaries. Third column: CCCs with uniform colors.
Number of CCCs per image from top to bottom: 101802, 86006
and 37988. Second line original image reproduced from [Str90]. . . 152
Results of Watercolor algorithms for red text on red background. . 153
Results of Watercolor algorithms for matrix text and precise con-

tours. . . . . . 154
Results of Watercolor algorithms for standard text. . . . . . . . .. 156
Scale maps produced by Smooth Watercolor with post processing.

The brighter the larger the scale. . . . . . . . ... ... ... ... 157

Three application examples for the Watercolor algorithm. Results
produced by Watercolor. Original image of second column repro-
duced from [Debl15]. . . . . . ..o 158

The two principles of level segmentation. . . . . . . . . ... ... 159

Typical disk quadrants used to compute a shape context. The
histogram counts the number of black pixels in each quadrant. . . 164
An example of three document images of the dataset . . . . . . . . 172

The process to compute a content based hash. Image reproduced

from [SC96]. . . . . . .. 178
A random tiling of the coarse sub-band of Lena. Image reproduced
from [VKJMOO]. . . . . . ... .. 182
Triangle tessellation of Lena image obtained by [LHSCO04, LH05].
Image reproduced from [LHSCO4]. . . . . .. ... ... ... ... 185

Computation of a space-scale image representation (left) and its
difference of Gaussians (right). Image reproduced from [Low04]. . 188
The points detected by the key-point detectors (best seen in color). 189
Performance of the key-point detectors matched with LLAH on 16

images of handwritten signatures. The values are in percentage.. . 191
Performance of the key-point descriptors matched with FLANN.
The values are in percentage. . . . . . . . . . .. .. ... .. ... 192



LIST OF FIGURES

74.1
7.4.2
7.4.3

744
7.4.5
7.4.6
7.4.7
7.4.8

7.4.9
7.5.1
7.5.2

7.5.3

7.5.4

7.0.1
7.0.2

A21
A22

A23

A24

Overview of the image hashing and authentication process. . . . . 193
Algorithm for digest generation. . . . . . .. ... ... ... ... 194

The resulting image after each step of image hashing.The indexa-
tion does not produce any visible change on the image hence we

show its impact on the image histogram. . . . ... ... ... .. 194
Balanced and unbalanced clustering results to produce three clusters.196
Generation of the test image digest . . . . . .. .. ... ... .. 197
Impact of the registration step. From left to right: original image,

test image, test image after registration. . . . . . . .. .. ... 198
Algorithm for digest comparison . . . . . . . .. ... ... .. .. 198

Impact of the correlation followed by the cropping. Top row: up-
sampled images, bottom row: correlated and cropped images, left
column: original images, right column: test images. . . . . . . .. 199
Digest comparison and decision tree. . . . . . .. .. ... ... 200
An example of different images of logos of the L3iLogoCopies dataset.203
Performance of the algorithm of Venkatesan et al. The threshold
values are multiplied by 1000. The red vertical bar shows the
optimal threshold value. . . . . . . . .. ... ... ... ... ... 205
Performance of the algorithm of Wu et al. The threshold values
are multiplied by 1000. The red vertical bar shows the optimal

threshold value. . . . . . . . . . . 206
Performance of ASYCHA. The red vertical bar shows the optimal
threshold value. . . . . . . . . . .. 207
Algorithm for semantic hash generation . . . . ... ... .. ... 212
A solution to allow for a document to be modified while maintain-
ing the security of its content. . . . . . ... ... ... L. 218
Venue, language and document type publication trends. . . . . . . 226
Trends of algorithm techniques and evaluations between 2008 and
2015 . o 227

Breakdown of the number of algorithms based on the number of
languages and document types in the evaluation corpus. The ra-
dius of each bubble is proportional to the number of algorithms
which is also the vertical coordinate. The color of the bubbles
relates to the size of the corpus. . . . . . .. ... ... ... ... 228
From top to bottom: evolution of the average number of different
languages, the average number of different documents and the av-
erage dataset size (scale on the right). The dotted lines show the
linear tendency of these values. . . . . . . .. ... ... ... ... 228

Xix



LIST OF FIGURES

XX

B.0.1
E.0.1

E.1.1

E.1.2
E.3.1
E4.1

E.5.1
E.5.2

E.7.1
E.7.2
E.7.3

Geometry of the XYZ color space. . . . . . ... ... ... .... 230
Technologies de sécurisation de documents papiers, numériques et

hybrides. . . . . . . . . 235
Typologie des documents triés par quantité de texte décroissante

de gauche a droite. . . . . . . . .. ... L 237
Algorithme de hachage sémantique de document . . . . . . . . .. 240
Processus de calcul du DLD. . . . . ... ... ... ... ... . 242

Typologie des algorithmes de segmentation d’images de documents.
Nous précisons aussi les algorithmes descendants (TD) et montants

Algorithmes Watercolor et Smooth Watercolor . . . . . . .. ... 247
Résultats de Watercolor. (a)-(f) : image originale puis frontiéres
des CCC. (g) et (h) : sélection des logos sans leur arriere plan avec

leur niveau d’inclusion. (e) reproduite depuis [Str90]. . . . . . . . . 248
Processus de hachage et de comparaison d’images ASYCHA. . . . 251
Algorithme de hachage de I'image a but de stockage. . . . . . . .. 251
Différentes images de logos utilisées. . . . . . ... .. .. ... .. 252



1.1

1.2

2.1

3.1

4.1

4.2
4.3
4.4

4.5

4.6

5.1

5.2

5.3
5.4

2.5

List of Tables

Availability of models for sources of noise in a print and scan pro-
cess. PSF stands for point spread function. . . . . . . .. ... ..

State of the art of hybrid security technologies and projects. . . . .
List of usual performance indicators . . . . .. ... ... .. ...
Summary of the results. The best results are in bold. . . . . . ..

Summary of the characteristics of the main document segmentation algo-
rithms. The type of input is the kind of document that can be processed.
Multi-layered indicates whether it can process documents with overlapping
contents. . . . . L. oL L L L L s e s e e e e e e e e
Scanning resolution for each scanner . . . . . . ... ... ... ..
PAL testing results. All values should be as low as possible. . . . .
Voronoi testing results. “Perf. Ind.” stands for “Performance
indicators”. All values should be as low as possible. . . . . . .. ..
Influence of each parameter of the Voronoi segmentation algorithm
on the evaluation performance indicators . . . . .. ... ... ..
JSEG testing results (on low-resolution images). All values should
be as low as possible. . . . . .. ...

Summary of the characteristics of the main superpixel (SP) algo-
rithms. . . . . ...

Resolutions in dpi corresponding to minimum separabile and read-
ing distances. . . . . . . ...
Experimental results on the human spatio-colorimetric sensitivity .
Minimal viewing angle in arc-minutes for each experiment and dif-
ferent viewing distances. . . . . . . . .. ...

Number of regions and processing time of the algorithms on the
Berkeley segmentation benchmark. The best results are in bold.

. 148

xxi



LIST OF TABLES

0.6

6.1
6.2
6.3

6.4

7.1
7.2

E.1

E.2
E.3

xxii

Performance of the algorithms on the L3iDocCopies benchmark.
The best results are in bold. QS can only process images at 300 dpil49

Alphabet reduction . . . . . . . ... ... 170
Scanning resolution for each scanner, one “X” per scan. . . . . . . 172
Performance of the OCR algorithms and of the alphabet reduction.
“BCS” stands for “best case scenario”. The figures in bold are the
best results between the two algorithms. . . . . . . .. ... .. .. 173
Influence of input similarity criteria on the FNR performance of
the OCR algorithms with alphabet reduction. Values are in per-
centage. “BCS” stands for “best case scenario” . . . . ... .. .. 175

Number of copies for each scanner and each resolution. . . . . .. 202
Best results for the different methods : tyen, twu, t, are the decision
thresholds of the different methods. All the values should be as

small as possible. . . . . . ... oo 204
Modeles des sources de bruit existant dans un processus d’impres-
sion et de numérisation. PSF veut dire point spread function. . . . 238
Résumé des résultats. Les meilleurs résultats sont en gras. . . . . . 243
Résultats des différentes méthodes. Toutes les valeurs doivent étre
aussi basses que possible. . . . ... 0oL 252



Introduction

More and more paper documents are scanned to be transmitted electronically.
These documents are processed automatically with a class of algorithms called
document image analysis algorithms. As more and more industries digitize their
document work-flows, the need for such algorithms rises and new use cases arise.
A particular use case is that of extracting the content of the digitized documents
for security applications.

For instance, an easy way to obtain a fraudulent identity card is not to forge one
but to obtain a real one with fraudulent documents such as a fake electricity bill and
a fake birth certificate [Smi02]. Some of these documents are in paper format and
some are in digital format. Ensuring the security of these two kinds of documents
and of documents that can change format is called hybrid security. So far, there is
no other choice but to use two authentication systems: one for the paper documents
and one for the digital documents. As shown on Figure 0.0.1, paper documents
are usually secured by means of a watermark or a fingerprint which is a watermark
issued only once. Digital documents are authenticated against their cryptographic
hash (detailed in Chapter 1). We propose to use a semantic hashing to secure
hybrid documents.

< Paper S Watermark, ‘\; Secure paper
3 Digit 7 - . . S ital Q
igita " “\ ecure digita
2N . =N Secure hybrid
- l 7 Semantic hash \ y \

Figure 0.0.1: Authentication technologies for paper, digital and hybrid documents.

4 Hybrid

Semantic hashing will use document analysis algorithms to make a unique sys-
tem capable of securing a document no matter its support. Document analysis
algorithm will serve to extract the content of the document images, hence the
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name “semantic” hashing.

This semantic hashing operation requires the sequencing of many document
analysis algorithms, each of which is generally very noise sensitive. This sensitivity
generally generates a lot of instabilities in the final results of the processing chains.
Hence the key issue is that of the stability of the algorithms involved in the content
extraction and hashing process.

Thus we have two main issues. From an industrial point of view, we would like
to use document image analysis algorithms to secure the content of a document.
From a scientific point of view, we are interested in evaluating and producing stable
algorithms.

Context and motivations

With the increase of the industrial document digitization, the rising need for doc-
ument archiving with destruction of the original copy and the arrival of security
technologies based on document processing, document processing algorithms need
to be more and more reliable. The key factor in the reliability of these algorithms
is their repeatability, e.g. their ability to produce similar or even identical results
on several copies of the same document. This is also called “stability” as the re-
sults of the algorithms have to be stable with respect to the noise that can occur
between two copies of the same document.

Baird and Casey [BC06] already identified this as a key factor of performance
for an algorithm when they mention that we should aim at “confidence before
accuracy”. They mean that when an algorithm gives a result we should be confident
that it will produce a similar result with a (not necessarily exactly) similar input.
They also mean that this confidence is more important than producing accurate
results which we are not sure to be able to reproduce.

The L3i laboratory has several industrial partners involved in the document
digitization market. They pointed out one serious issue with digitizing: being able
to trust the documents that come in the digitization process with minimal human
intervention. By instance, when a bank receives a payslip from a customer who
applies for a loan, it wants to be sure that it is authentic. This is where document
analysis algorithms come into place. They can extract all the information from the
document image thus allowing the use of standard security frameworks. However
this will only work if we can guarantee the quality of the extracted information.
For instance, companies want to be sure to extract the name and gross salary even
though the rest of the extracted content may be completely wrong. This illustrates
the “confidence before accuracy” paradigm and more generally, the importance of
having stable algorithms.



Objectives and challenges

The objectives of this thesis are two-fold. On the applicative side, we will at-
tempt to create algorithms that can be used for document authentication. On the
scientific side we will attempt to create stable algorithms.

In particular we are interested in the following algorithms:

e Layout descriptors: these algorithms describe the relative positions of the
elements or regions of a document.

e Segmentation algorithms: these algorithms identify the regions of a docu-
ment image.

e Optical Character Recognition (OCR) algorithms: these algorithms extract
the text from a document image.

e Perceptual image hashing algorithms: these algorithms are very useful to
authenticate images and detect possible modifications between two images.

For these algorithms to work in an authentication framework they need to satisfy
two constraints:

e Have a high level of detection of non-authentic documents.
o Make little or no false detection of authentic documents.

These two constraints are antagonistic. Hence a given algorithm will either be
too “robust” and not detect all the non-authentic documents or it will be too
sensitive and falsely detect authentic documents as non authentic ones. In the
general case, there is a trade-off between these two situations. Making stable
algorithms will allow us to improve this trade-off by keeping the general sensitivity
of the algorithms while not falsely detecting copies of the same document as non-
authentic.

For these algorithms to work in an industrial context they must satisfy another
requirement than plain security performance. They need to have an operational
performance measured by the processing time and the size of the digest or descrip-
tions that they provide. Since we work in a security context, we can combine the
algorithms with cryptographic techniques to reduce the size of the digests as well
as protect the confidentiality of the content being secured. Making stable algo-
rithms that produce the same output on all the copies of a document will make it
easier to use these cryptographic techniques.

We see here that the stability of document image analysis algorithms is at the
heart of the problem. Unfortunately, it has barely been studied in the literature
and there is no generic definition for it. Hence the first challenge will be to define
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what is a stable algorithm. Then we will need to define an evaluation framework
and adapt it to each kind of algorithm that we study.

The next challenge is that, because stability has not been studied, we do not
know the performance of existing algorithms with this criteria. Hence our first
task will be to evaluate the stability of existing algorithms and then to improve
them or produce new, more stable algorithms.

At last, we focus on stability with respect to print and scan noise. While there
are many synthetic noise models, it is actually quite rare to see studies or datasets
with real print and scan noise. To our knowledge no study of the representativeness
of the synthetic models is available either. Hence we will need to produce the
necessary material to ensure that the algorithms perform properly on real print
and scan noise.

Contributions

As David Doermann once said during the International Document Image Process-
ing Summer school [KSST14], a new problem is often more interesting than a new
solution. Considering this, our first contribution is to bring into the spotlight the
issue of the stability of document image analysis algorithms.

We can summarize the main contributions of this thesis as follows:

e A proper formalization of the study of the stability of an algorithm,

e A new parameter free color connected component (CCC) segmentation algo-
rithm which extends the definition of connected components to gray level and
color images and is three to five times more stable than other approaches,

e A new parameter free layout descriptor which is particularly stable,

e A new parameter free image hashing algorithm which is both stable and
precise,

e A new parameter free OCR post-processing algorithm that drastically im-
proves OCR stability.

Regarding the parameter free algorithms, the computation of the description that
they produce is parameter free but some of them require a matching algorithm
that requires parameters to allow the user to choose the performance trade-off
that he wants.

In order to achieve these results we produced several other contributions:

e A new generic document typology,



A new digital model of the human eye including a new spatio-colorimetric
color distance,

An in depth-coverage of the issues related to a print and scan process,

Several reviews of the state of the art of the algorithms used in this thesis,

An evaluation of the stability of several document image analysis algorithms
which sets a baseline for further analysis of the stability of similar algorithms,

e Several large datasets containing print and scan noise.

The evaluations and the datasets cover the algorithm scope defined in the objec-
tives of the thesis.

Thesis plan

The organization of this thesis starts with two introductory chapters for the context
and the definition of stability. The next five chapters follow the chain of algorithms
to produce a semantic hash.

Chapter 1: The first chapter of this thesis describes the applicative context
and the proposed semantic hash framework. In this chapter we will define the
document typology. We will review the noise introduced by a print and scan
process as well as current document security systems that attempt to deal with it.

Chapter 2: The second chapter presents a formal definition of the stability
of an algorithm and a framework to evaluate it. This is our main performance
criteria for the algorithms that we study.

Chapter 3: The third chapter focuses on the description of the layout of a
document. It presents both an evaluation tool and and algorithm. The descriptor
it proposes is based on a set of points (the centroids of the regions of a docu-
ment). This is useful both to describe the content of a document (the layout is
part of it) and to compare two segmentation results. We review the state of the
art and present a new algorithm: the Delaunay Layout Descriptor (DLD) which
outperforms the state of the art. We also present a dataset of layouts similar to
those produced by an ideal segmentation algorithm on several copies of the same
documents.

Chapter 4: The fourth chapter deals with document image segmentation al-
gorithms. They are necessary to obtain the document layout and produce the
document regions which can be processed by the other algorithms. After a com-
prehensive review of the state of the art we benchmark four state of the art algo-
rithms and show that they are completely unstable. This chapter includes a new
dataset of photocopies of color documents.
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Chapter 5: Considering the instability of current segmentation algorithms, the
fifth chapter proposes to extend the definition of connected components to gray
level and color images. We call these: color connected components (CCC). This
may be useful to extend to color images the segmentation algorithms that make
use of connected components. It will give them more information which may help
make them more stable. We show the existing issues of superpixel approaches and
propose a set of new algorithms to solve them. They are based on a new model
of human vision which, to our knowledge, is more detailed than existing ones.
These new algorithms outperform the state of the art by a vast margin in terms
of stability.

Chapter 6: The sixth chapter deals with one of the next document image pro-
cessing steps after the segmentation: optical character recognition (OCR). After a
survey of the state of the art, we propose a simple alphabet reduction to improve
the stability of OCR algorithms. This improvement is demonstrated on two state
of the art algorithms. This chapter includes a new dataset of photocopies of text
only documents with several typographic variations.

Chapter 7: The seventh and last chapter is focused on another document image
processing step: perceptual image hashing. This is necessary to describe the con-
tent of the graphical parts of a document such as logos and handwritten signatures.
After a survey of the state of the art we study the usefulness of approaches based
on key-points. These do not have a sufficient performance but we demonstrate
that the positional information of key-points is more useful than the information
contained in their associated descriptors. Finally we propose a new perceptual im-
age hashing algorithm that outperforms the state of art. This chapter also presents
two new datasets of photocopies of handwritten signatures (including several trials
by the same person and fraudulent copies) and of photocopies of logos.

Conclusion: Finally the conclusion will summarize the contributions of this
thesis and discuss future improvements and the new problems that arose during
this work.



Chapter 1
Context of the study

This chapter presents the background information related to this thesis. No-
tably, we define the types of documents that we work on. We study the different
sources of noise in a print and scan process. Because of the complex nature of
this process, existing models are either partial or very simplified. We explain the
basics of digital hashing and electronic signatures. Then we outline the different
available hybrid security technologies and show their current limitations. At last
we present the proposed hybrid security framework in which the work of this thesis
is set.

In the introduction we highlighted the fact that our work is set in the context
of securing hybrid documents. These are documents that can exist on multiple
supports. Here we focus on paper and scanned documents produced by printing
and scanning. We also need to know how the authentication algorithms work and
what are their requirements. Hence, before going through the in-depth study of
the different document image processing algorithms, let us first define the three
main context elements in which this thesis is set. Thus this chapter is organized
as follows:

e Section 1.1 presents the types of document images that we focus on.

e Section 1.2 presents the noise introduced by the print and scan process. This
is the main kind of noise that we will deal with.

e Section 1.3 presents the state of the art of hybrid document security technolo-
gies. In this section we propose a hybrid document image hashing framework
to solve the challenges of the state of the art. This thesis presents several
algorithms that could be used in this framework.
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The contributions of this chapter other than the state of the art surveys are:
e A proper document typology in Section 1.1,
e A thorough list of print and scan sources of noise in Section 1.2.1,
e A new hybrid document image hashing framework in Section 1.3.4.

We will now present the typology of the documents that we will study.

1.1 Typology of documents

Since the main processing step of document image analysis relies on extracting
or indexing the text that they contain, we have chosen to sort document images
according to the amount of textual content they have. Figure 1.1.1 summarizes
the main types of images from the most textual on the left to the least textual on
the right. It is difficult to make a generic and clear classification so the boundaries
between the different categories should be considered as fuzzy. For instance, some
comics do not contain any text and some magazine pages are only textual.

Music Newspapers Magazine Magazine cover pages Artistic documents
scores Journals inside pages Advertisements (photos, posters, paintings)
- LAURORE

A== S 7

r‘bzia

F’j ]
E =
Administrative documents . Technical drawings R
Comics Natural scene images
Forms Maps
] — 4555 & 5=
= FTEEa
OG5
t %’4,
‘ e SN
Mostly textual Contains text but mostly graphical Not textual

Surveyed document types

Figure 1.1.1: Document typology by decreasing amount of text from left to right.

Music scores are classified as one of the most textual documents because we can
consider music writing as a language and thus as textual content. This is reflected
by the fact that most related publications deal with music symbol segmentation,

staff removal and direct recognition of music scores without any layout analysis
[REPT12].



1.2 Noise introduced by a print and scan process

There is no specific category for historical documents. This is because all the cat-
egories on the figure contain both contemporary and historical documents. More-
over, defining a specific category for historical documents would require defining
a boundary between historical and contemporary documents which would most
likely not be feasible. The scientific community separates historical from contem-
porary documents mostly because of the degradations and the variability they
have and the specific algorithms they need to deal with them. Hence this sep-
aration should not be related to the time but to the degradations of the docu-
ment. Furthermore, it is not impossible that algorithms made for historical doc-
uments perform well on contemporary documents. Actually, many algorithms
[DPB08, JRME(S, LCC08b, LGPH09, LLG™11, FT12, Kon12, DKS13, LLS14a]
have been evaluated on both modern and historical documents.

Similarly to historical documents, handwriting can appear in all categories and
as such does not have a category of its own. Moreover, documents that were written
before the invention of printing were obviously handwritten but the writing style
can be closer to machine print in some cases.

Color-wise, there are three main types of color depth: black and white (BW),
gray level (GL) and color (C).

The document analysis community frequently adds another separation docu-
ments between off-line (static images) and on-line (with writing strokes/history)
documents.

Another way of classifying document images is to focus on how structured they
are. However, because we will have to deal with documents having varying degrees
of structure, this classification does not seem relevant for our purpose.

We focus on all off-line mostly textual documents and magazine cover pages
whose main degradation is made by a print and scan process. Comics and adver-
tisements are less prone to needing security features as very little gain can be made
from fraudulent comics and adding security features to advertisements would alter
their design. Thus, they are not present in our datasets. We do not deal with
technical drawings or maps because they usually require very specific tools to be
analyzed. Now that we have defined the documents on which we focus, let us study
the main challenge when dealing with these documents: the noise introduced in
the print and scan process.

1.2 Noise introduced by a print and scan process

Printing and scanning is a very common process. It has been mostly studied in
two fields of research: image watermarking and perceptual image hashing. Several
models have been proposed since the 90s for the noise it introduces. One of the
earliest works for binary images is that of Kanungo et al. [KHP93]. The most
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thorough overview of them is Chapter 5 of Smoaca’s thesis [Smo12]. In Chapter 6
she proposes a new model for print and scan noise. A detailed physical model of
the print and scan process can be found in [YNS05]. A theoretical model of the
print and scan process is proposed in [MF06] with some approximations. However,
it should be noted that the study of print and scan noise is frequently taken from
a different perspective than that of the signal analysis community. Most models
come from a idealized, and frequently incomplete, model of the print and scan
hardware and chemicals and they are usually not validated experimentally other
than by producing visually not abnormal results. The only results having a strong
experimental validation are in the field of CCD models and empirical noise models
for binary images.

There are two approaches to describe the noise introduced by a print and scan
process. One consists in describing the noise produced by each potential source
of noise. The other one consists in empirically modeling the noise present in the
images.

1.2.1 Study of the sources of noise in a print and scan process

There are several sources of noise during the print and scan process:

e Editing noise: related to the printing software used by the user.

e Image conversion for printing: related to printer conversion of RGB (red,
green, blue) or gray level images into CMYK (cyan, magenta, yellow and
black) halftoned images,

e Physical printing noise: related to the electro-mechanical mechanisms of the
printer introducing undesired motion, the ink properties and the wear of the
system,

e Paper noise: related to paper properties (ink absorption, reflectance, bend-
ing) and paper wear (stains, scratches, torn pieces...),

e Sensor scanning noise: related to the sensor electrical noise, its spectral
sensitivity, the optical imperfections, the resolution adequacy, the scanner
illuminant and the wear of the sensor and the illuminant light source,

e Mechanical scanning noise: related to the electro-mechanical mechanisms of
the scanner, the position of the document on the scanner and the wear of
the system,

e Scanner post processing: related to specific algorithms embedded in some
scanners and that process images in order to “enhance” the raw images pro-
duced by the scanner.

10
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We will now study each of them.

Editing noise

When printing a document a user may be offered the possibility of selecting which
part of a document to print. He may use this to remove margin, foot notes, etc.
Then if the final document or image format does not fit the paper format, he has to
choose how to make 