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Chapter 1 : Introduction

1.1 General context and Motivation

Multi-core and many-core processors are a promigihgtion for achieving reliability,
high performance and low-power consumption. The afsthese devices is becoming very
attractive due to their huge processing capacitylioed with their intrinsic redundancy
capability, which make them ideal for the implenatiain of high-performance applications in

scientific, safety-critical and commercial domains.

There are several international projects that workalidate the use of multi and many-
core processors in critical-embedded system. It fgacecraft and avionic industries are
interested in validating their usage for incorpmgtthe functions of a whole system into a
single chip, and for increasing the dependabilityth@ir applications (Villalpando, 2011),
(CAST, 2016). For instance, the new trend in awda@yistems architecture is to rely on IMA
(Integrated Modular Avionic) instead of the claasidederated architecture. The main
difference between both architectures is that & fdderated one, each system has private
resources while in IMA the resources can be sha@tk of the most important challenges for
IMA architectures is the integration of Commeraéithe-shelf (COTS) multi-core processors
(Bieber, 2012). The use of COTS multi-core processs convenient due to budget and
availability issues. Nevertheless, the selectiothese components creates complications for

realistic cost, effort estimation, and certificatiagainst errors (Ye, 2004).

In fact, one of the main concerns of certificatfon critical-embedded systems is the
radiation sensitivity of electronic components. sT'ladiation may result in transient and
permanent failures, called Single Event EffectsEBSE representative form of SEE is the
Single Event Upset (SEU), which deposited energises a single bit-flip. SEUs are critical
since they may lead to the modification, randomiytime and location, of the content of a

memory cell with unexpected consequences at thiicappn level.

The occurrence of SEE mainly depends on the deeidenology and the radiation
environment where the circuit is intended to operbtdeed, having more dense and complex
devices implies technology scaling which incredse radiation sensitivity. For this reason,
manufacturers are continuously searching for nethaus to improve technology process in

order to reduce SEE consequences. Silicon-On-hwmsu(80l) is a clear example of these



improvements made to face traditional bulk CMOSuiracks. Radiation Hardening by Design
(RHBD) techniques are also used to mitigate SEBctgf For instance, the implementation of
Error Correcting Codes (ECC) and parity to protbetinternal memory of the processors is
convenient but not enough in presence of MultipielUpsets (MBUs). Another well-known

RHBD technique is the Triple Modular Redundancy @Mvhich significantly improves the

reliability of the system. However, implementingdawnal hardware components and
protection mechanisms involves the introductioranfextra area and application overhead
which leads to more power consumption and perfoomategradation. It is thus essential to

add fault tolerance to the system with the minimadrhead.

In this context, multi-core and many-core processare very suitable for
implementing fault tolerant techniques based orir th@rinsic redundancy capabilities.
However, it is important to consider the followimgnstraints. First, the high degree of
miniaturization of these devices makes them monsigee to radiation. Second, the huge
number of memory cells included in the device inwats its vulnerability to radiation. Lastly,
the complexity of the architecture in terms of nplitity of cores, inter-core communications,
and memory and I/O management, affect the systéabitiy. Therefore, the evaluation of
the impact of the radiation on the reliability bEte devices is mandatory to validate their use

in harsh radiation environments.

In order to evaluate the device reliability, itddee rate is required. The failure rate is
obtained extrapolating the cross-section issued fedatic radiation tests to the desired
radiation environment. Furthermore, since the failate of a system based on processors is
application dependent, also dynamic radiation @& $ieeded to evaluate the system executing
the target application. This dependency impliesdng change in the application requires new
tests. However, the cost of the radiation testdlama@vailability of the radiation facilities make
them unfeasible. Consequently, it is mandatorysean error-rate prediction approach to face

these limitations.

There are few researches in the literature thdygte radiation effects on multi/many-
core processors. Among them, there are represansidtidies such as: reference (Stolt, 2012)
establishes a dynamic cross-section model for diswie server based on a quad-core
processor in 45nm CMOS technology. (Guertin, 2@@#2pents the SEE test results under 15
and 25 MeV ions of the 49-core Maestro ITC, whishai Radiation Hardened By Design
processor. In (Oliveira, 2014), it is evaluated theiation sensitivity of a Graphic Processing
Unit (GPU) designed in 28nm technology. Even thqutife mentioned works present
important results, they aim at validating spediévices and do not provide a general approach

to be applied to any multi/many-core processor.



INTRODUCTION

1.2 Scientific context of the thesis

The present thesis has been developed in the ¢c@it€APACITES project at Robust
Integrated Systems (RIS) team of the TIMA (Teche®uwe I'Informatique et de la
Microeléctronique pour I'Architecture des systermgegrés) Laboratoire, and was supported
in part by the French authorities through the “Btissement d'Avenir” program
(CAPACITES project), by the Secretaria de Educacsuperior, Ciencia, Tecnologia e
Innovacion del Ecuador (SENESCYT) gr@b8-2012, and by the Universidad de las Fuerzas
Armadas ESPE grai#é-006-BP-DOC-ESPE-a2.

The project “Calcul Parallele pour Applications tiejies en Temps et Sureté”
(CAPACITES) involves academic and industrial pan®ith the aim of developing a
hardware and software platform based on the KALRKPPA many-core processor to
accomplish the requirements of critical paralleplagations in terms of time response and
reliability. The application domains consideredhis project are representative of the critical
embedded systems implementing significant compyiowger whose deployment is currently
limited or impossible due to the technological clesithat have been made on traditional multi-
core platforms. The application areas include spawk avionics. Furthermore, among the
intended project results one can cite: (1) cajiphib certify end-to-end applications of
semantic layers by following the main preceptsefdvionics standard DO178C, and (2) Audit
of the capacity of the layers and execution motielseet the requirements of certification of

the aeronautics, from MPPA multi-core processor.

1.3 Objectives and contributions

This thesis has two main objectives: the first @ evaluate the SEE sensitivity of
applications implemented in multi-core and manyeqamocessors; the second one is to predict
the error-rate of applications implemented in modtie and many-core processors applying
the principles of the CEU approach. Due to the derity of the device’s architecture, this
work follows the hypothesis that the main contiibatto the failure rate is provided by

components not implementing protection mechanisms.

The Code Emulating Upset (CEU) approach (Velaz6602, was developed at TIMA
Laboratory in past thesis for predicting error-sat@ processor-based architectures by
combining fault-injection campaigns with radiatiexperiments. The approach proposed in the
present work is suitable for injecting faults inlthand many-core processors considering the
complexity of their architecture and the implemdintaof several levels of cache memories as
well as internal shared memories. In addition, théw proposal includes memory and

exposure-time derating-factors. During this thesjsantitative theory is applied to two



experiments which are combined to predict the eofor-rate. The first one is to perform
radiation experiments with IMev neutrons in particle accelerators to emulate sthiadiation
environment. The second one is to perform faudtdtipn in order to simulate the consequences

of SEUs in the program execution.

To validate the generality of this approach, défar COTS devices were selected
aiming at representing the most relevant technoddgind architectural aspects of multi and
many-core processors. The first one was the FrieeB2841 processor manufactured in 45nm
SOl technology which integrates four em500c prames®res. The second one was the
Adapteva Epiphany E16G301 microprocessor manufedtiur 65nm CMOS process which
integrates 16 processor cores. The third one wa&diray MPPA-256 many-core processor
manufactured in 28nm TSMC CMOS technology whiclegnates 16 compute clusters, each
one with 17 VLIW core processors. The effectivenaisthe approach will be determined by
comparing the predicted error-rate with the dynaresponse obtained from dynamic radiation
tests. This comparison allows validating the reteeaof the approach for predicting the error

rate of applications implemented in multi/many-cprecessors.

The main contributions to the state of art of tt@search are: (1) the proposal of a
generic approach for determining the worst-casesitieity of a multi-core processor
implementing ECC and parity in their caches or sianemories that cannot be deactivated,
(2) the evaluation of the dynamic response of tleescale P2041 multi-core by implementing
a memory-bound application, (3) the identificatminthe cache address tag as the source of
erroneous results in the radiation test, (4) thestivoase sensitivity of the MPPA-256 many-
core processor, (5) an evaluation of the dynansiparse of the MPPA-256 demonstrating that
by enabling the cache memories it is possible o iggperformance of the application without
compromising the reliability of the device, (6)approach for predicting the application error-
rate of multi-core and many-core processors base@€BU principles, (7) the worst-case
sensitivity of the Epiphany E16G301 multi-core mesor, (8) the comparison of the reliability

of the studied processors taking into account teldyical and architectural characteristics.

The first three contributions results were publéshe the IEEE Transactions on
Nuclear Science (TNS) journal (Ramos, 2016). Tlverse three contributions were published
in the IEEE TNS journal (Vargas, 2017).

In the specific context of the CAPACITES projetistthesis contributes with the task
related to the study of the reliability of the MPRB6 many-core processor in a harsh radiation

environment
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1.4 Thesis outline

Regarding the contents of this thesis, the secbiagter presents the background of
the research describing the spatial and atmosptagtiation environments in order to introduce
the effects of natural radiation on electronic wit€ and systems. Several aspects of the
characterization of integrated circuit to radiatame addressed. At the end of the chapter, the

main issues related to the multi-core and many-poveessors are described.

Chapter three summarizes the state of art of fhied@overed in the present thesis: (1)
SEE sensitivity of multi and many-core processd®), Software-based fault injection
techniques, and (3) error-rate prediction of preoebased architectures. At the end of the
chapter, it is discussed the selection of the Ckppr@ach as a base for predicting the

application error rate of multi-core processors.

Chapter four defines the methodology proposed Hig tesearch. It details the
approach for evaluating the SEE sensitivity anddigtang the error rate of applications
implemented in multi and many-core processors, el as the tools needed to carry-out

radiation experiments.

Chapter five explains the selection of the platfemsed for validating the approach
and provides a description of the main charactesisif them. Two multi-core processors and
one many-core processor are proposed. In additiemrogramming model and the benchmark

application are explained.

Chapter six presents the experimental resultseottialuation of the approach in the
target devices. Fault injection campaigns are pedad to obtain the sensitivity to SEE of the
application. Static radiation test with Mev neutrons provide the intrinsic sensitivity of the
multi-core or many-core processors. Dynamic tests performed to obtain the dynamic
response of the device and for validating the jptemi approach. At the end of the chapter, it

is provided a comparison between the studied dsvicterms of reliability.

Finally, chapter seven summarizes the researclpanvides general conclusions and

some future perspectives.






Chapter 2 : Background

This chapter presents the radiation effects ontreleic circuits by providing an
overview of the spatial and atmospheric radiationirenments where electronic devices and
systems operate. The effects of the interactiorerargetic particles on a semiconductor
material are also explained with the aim of intrcidg the different types of single events that
upset integrated circuits. Then, they are defireaissues related to the integrated circuit
characterization starting by a technology overviewdjation tests, test conditions and real-life

tests. Finally, a brief description of the gendiesdi of the multi-core processors is provided.

2.1 Radiation environment

Electronic circuits and systems are exposed toralaand man-made radiation in
spatial and atmospheric environments. During tkges, many problems were observed in
space electronics, although it was difficult to agpe soft-failures from other forms of
interference. In 1978, it appears the first evidsnof malfunctions in electronic circuits

embarked in spacecraft caused by the radiatiotieeafpace (May, 1979).

2.1.1 Spatial radiation environment

In the outer space, there are three main typesdiditive sources that affect the Earth’s
atmosphere:

e Galactic and extragalactic cosmic rays

« Radiation coming from the sun such as solar wirddsmtar flares

« Earth’s magnetic field which comprises the magrngtese and the radiation belts.

Cosmic rays

A cosmic ray is a high-energy particle that tratbleughout the galaxy including the
solar system. The sun is the origin of some ofehmaticles, but most of them come from
galactic and extragalactic sources and are know@adactic Cosmic Rays (GCRs) (Wulf,
2016). In 1912, the Austrian physicist Victor Hesade a historic balloon flight ascending up

to 5300 meters and measuring the rate ionizatioharatmosphere. He found that it increased



to some three times that at sea level and concltidggenetrating radiation was entering the

atmosphere from above. He had discovered cosmic(Z&RN, 2016).

Cosmic-ray particles that reach the top of thelEadtmosphere are termed primarily
cosmic rays. About 85 percent of GCRs are profouoslei of hydrogen atoms), the lightest
and most common element in the universe, approgind2 percent consisting of alpha
particles (helium nuclei), and the remaining aec&bns and nuclei of heavier atoms that are
typical nucleo-synthesis end products. The enefgyimary cosmic rays ranges from around
1GeV to as much as 108 TeV. Figure 2.1 depictdfltheof the cosmic rays particles as
function of their energy expressed in electronsolt
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Figure 2.1: Energy Spectrum of Cosmic Rays (Lafebre)

Solar wind and solar flares

The Sun is mainly composed by hydrogen and helheh is a product of a nuclear
fission reaction in the sun’s core. The sun lossass in form of high speed protons and
electrons leaking away from its out layers in @iédtions at speeds about 400 Km/s. This flux

of particles and plasma is called solar wind (Mc@sh 2016).

A solar flare is defined as a sudden, rapid anehigg variation in brightness observed
on the Sun’s surface due to a blast of hot gasemeldases a lot of energy in form of
electromagnetic radiation that involves a very brepectrum of emissions. According to
NASA, the amount of energy released is the equitaiéa million of 100 megaton hydrogen
bombs exploding at the same time (Taylor, 2015 fla&re ejects clouds of electrons, ions,

and atoms through the corona of the sun into s(Beeh, 2003). These clouds can reach the
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Earth one or two days after the event. They prodadgation across the electromagnetic

spectrum at all wavelengths.

Radiation belts

The Van Allen radiation belts are two torus layef&nergetic particles that are held
in place around the magnetic field of the Eartle Tain belt extends from an altitude about
10,000 and 60,000 kilometers above the surfacesdtaiation belts are mainly composed by
energetic protons and electrons coming from soladand cosmic rays. The belts are situated
in the inner region of the Earth’s magnetosphetee ©uter belt is formed by energetic
electrons, and the inner belt is formed by a comtimn of protons and electrons (Barth, 2003).
Other particles like alpha particles and heavy iarespresent in less quantity. Satellites that
orbit significant time in radiation belts must ot their electronic devices that may result
damaged by the particles’ effects.

Radiation belts presence had been conceived bsfaee age but confirmed by the
Explorer | and Il missions on January 31, 1958arridoctor James Van Allen. The inner Van
Allen belt contains high concentration of electronthe range of hundreds KeV and energetic
protons with energies exceeding 100 MeV. It exteratsnally from an altitude of 1000 Km to
6000 Km excluding geographical areas such as théhJdglantic Anomaly (SAA) where the
inner boundary may descend approximately 200 Kavaliarth’s surface. This leads to an
increased flux of energetic particles that expasbiing satellites to higher levels of radiation.

Above 15000
1.4500 - 1.5000

(rms : 02560 / moy: 0.1117 / min: 0.0010 / max : 1.4814)

1.4000 - 1.4500
1.3500 - 1.4000
1.3000 - 1.3500
1.2500 - 1.3000
1.2000 - 1.2500
1.1500 - 1.2000
1.1000 - 1.1500
1.0500 - 1.1000
1.0000 - 1.0500
0.9500 - 1.0000
0.9000 - 0.9500
0.8500 - 0.9000
0.8000 - 0.8500
0.7500 - 0.8000
0.7000 - 0.7500
0.6500 - 0.7000
0.6000 - 0.6500
0.5500 - 0.6000
0.5000 - 0.5500
0.4500 - 0.5000
0.4000 - 0.4500
0.3500 - 0.4000
0.3000 - 0.3500
0.2500 - 0.3000
0.2000 - 0.2500
0.1500 - 0.2000
0.1000 - 0.1500
0.0500 - 0.1000
0.0000 - 0.0500
Below  0.0000

90

60

30

latitude
(=]

-60

-90
-180 -150 -120 -90 -60 -30 0 30 60 90 120 150 180
longitude

[ [ [ RNRNERE NS ]

Figure 2.2: SSA measured by Jasson-1 (CNES/CLS)



The anomaly in the inner radiation belt resultsrfrthe fact that the planet’s magnetic
field is not perfectly aligned with its geograpbinter and poles. The magnetic field is slightly
stronger in the north and moves around the geograguiies leaving the south Atlantic area
closer to the inner radiation belt. The effectsraerelevant on the Earth’s surface but they are
very significant to orbiting satellites. Figure ZRows the Jason-1 exposure to South Atlantic
Anomaly effects measured on 2000-2004 period usirgy Doris ultra-stable oscillator
(Lemoine, 2006).

2.1.2 Atmospheric radiation environment

Many forms of natural and artificial radiation asmcountered in the Earth’s
atmosphere which can be beneficial or damagingeaehvironment. Special attention should

be given to ionizing radiation since it can be Haifto microelectronics in excessive amounts.

Cosmic rays and solar particles are constantly laodibg the Earth’s atmosphere and
thus, colliding with atoms and molecules mainlyragen and oxygen (Barth, 2003). This
interaction generates an air showar secondary particles which products are protons,
electrons, neutrons, heavy ions, muons and piagard-2.3 illustrates the structure of an air

shower in the atmosphere initiated by a high-energyon.
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In terms of radiation effects in the atmospheretma particles are the most important
followed by heavy ions and at the end the piontvieiffects are almost negligible. Neutrons
are measurable at 330 Km altitude and their deisilyeases until reach a peak at about 20
Km. However, below 20 Km altitude, the level of trems decreases, and at ground level the
peek flux falls about 500 times. At avionic altijudeutrons are the dominant particles with
energy above 100 MeV. Until 90’s, only neutrons athenergy exceeds 100 MeV were
considered dangerous for electronic devices. Neelrss, with the miniaturization of
transistors, circuits become more sensitive toéoergies. Although neutrons are not ionizing
particles, they can hit with different atoms belimggo the physic layer of an integrated circuit
generating ions that may produce faults. Figure shdws the variation of the different
particle’s fluxes in function of the altitude at°ddtitude. Note that near avionic altitudes the

particle flux is maxima.
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Figure 2.4: Particles Flux vs Altitude (O’Brien 1978

2.2 Radiation effects on electronic circuits

Both natural and artificial radiation are presenttbe Earth’'s atmosphere, being the
terrestrial and cosmic rays the most importantaesithat produce effects in microelectronics.
The physic phenomenon can be explained as follgeen a particle passes through a piece
of material, it has a certain probability of inteting with the nuclei or with electrons present
in that material through the electromagnetic fordessernier, 2010). Considering a very thin
portion of matter, this probability is proportiortal the thickness of the portion of matter and

to the number of possible target particles per aintolume in the material.

The effects of the particle interaction depend lamn ghysic properties of the particle

and the target, and can be nuclear or coulombérdntion. In the nuclear case, particles can

11



interact with the nucleus either by elastic and-al@stic manner giving a part of its kinetic

energy to the recoils. In the coulombic case, ituos an electrostatic interaction between
electrically charged particles. |If this interactigenerates free carriers in the matter, this is
called ionizing interaction. As the particle movweshe matter, its speed reduces until stopping

when the entire energy is lost.

Stopping power is the average linear rate of enkgy of a heavy charged particle in
a medium. This quantity has fundamental signifieaimcradiation physics and is the result of
two phenomena that slow down the progression oifntident particle. These two interaction
phenomena are the electronic energy loss that pesdanization in the matter, and the nuclear

energy loss that do not produce ionization.

The energy losS(E) of an incident particle interacting with mattendze considered
as the sum of ionizing energy losses and non-ingienergy losses. The term LET (Linear
Energy Transfer) is used in dosimetry to descrigeidnizing stopping power while the term
NIEL (Non lonizing Energy Loss) is used to describe non-ionizing stopping power. The

following equation expresses the total energy loss:

S(E) = dE (dE) N (dE>
dx dx/ electronic dx/nuciear

The radiation phenomena may cause transient, pemhamd destructive effects in
integrated circuits. The radiation effects camgtmiped in two categories: cumulative effects
and Single Event Effects (SEES).

2.2.1 Cumulative effects

Also called dose effects result from the interactletween the particles and the
insulating of electronic circuits. The absorbededizsdefined as the ionizing energy deposited
to matter per unit mass and is expressed in Grdytdy is equivalent to the absorption of one
Joule per kilogram of material (J/Kg) (Cleland, 2800The Gray is the Sl unit for absorbed
dose. Another unit still used is the Rad (radiatsorbed dose). One Gray equals 100 Rad.
Note that the dose shall always be referred tabs®rbing material such as Si, SiO2, GaAs,

etc.

lonizing dose

Integrated circuits can suffer ionizing damage whemergy deposited in a
semiconductor or in an insulating layer frees char@riers. These carriers diffuse or drift to
other locations where they may get trapped, leadingintended concentrations of charge and

parasitic fields. It affects mainly devices basadorface conduction such as MOSFETSs (Ratti,

12
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2011). Depending on the material, electrons caghré@ conduction band and thus free holes
in the valence band. In the case of silicon slighdtdped, it is assumed that the generation of
electron-hole pairs is equivalent to the densitthefcharge carriers in equilibrium. The effect

is temporary and then it will disappear.

Non-ionizing dose (Displacement Damage)

Incident particles displace atoms from their l&ttiite. The resulting defects alter the
electronic properties of the crystal leading t@uwirs malfunction. Significant effects of this
non-ionizing dose include the increase of leakagereat and the modification of
semiconductor’s doping. Displacement damage is ghenary mechanism of device
degradation for high energy neutrons irradiatiohhcaigh a certain amount of atomic
displacement may be determined by charged partitlés damage mainly affects devices on
bulk conduction (e.g. BJTs, diodes, JFETS).

Total dose effects

The effects of the total dose are due to the pssgre build-up of trapped charged in
insulating layers or at Si/SiO2 interface as a eqnence of ionization. Also, they are produced

by the defects in the bulk of the devices origiddtem displacement events (Ratti, 2011).

2.2.2 Single event effects

In electronic devices, SEEs refer to all the pdssgffects induced by the interaction
of a single energetic particle with a semiconduataterial. This effect can be the result of a
direct ionization of the material produced by avyeian or a proton, or an indirect ionization
caused by neutrons. SEEs normally appear as trammitses in logic circuitry or as a bit-flip
in memory cells or registers. These effects argsifiad inhard errorsthat are non-recoverable
errors andsoft errors that may be recovered by a reset, by rewritinginf@rmation, or by a
power cycle (Gaillard, 2011). SEEs are mainly tradpct of the deposition and collection of
charge over a sensitive node or volume of the itirEigure 2.5 illustrates the mechanism for

SEE production.
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Figure 2.5: Mechanism for SEEs (Johnston. JPL)

Single Event Transient (SET)

The SETs, also called Analog Single Event Transig®SETs) are principally
transient pulses in analog circuits such as conga;aoperational amplifiers, reference
voltage circuits, etc. In combinational logic, SEAre transient pulses produced in a gate that
can propagate in a combinatorial circuit path femp ultimately latched in a storage cell
(Gaillard, 2011).

Single Event Upset (SEU)

A single event upset is a bit-flip in a memory eégrnof a semiconductor device such
as memories, latches and registers. These upseatscaverable errors since they do not cause
damage to the device. SEUs are random in naturecande cleared with the next write
operation in the corrupted memory location or bweocycling the device (Microsemi, 2011).
When a single event perturbs many storage celgjlaple-Cell Upset (MCU) is obtained. If
more than one bit in the same word is upset byglesievent, a Multiple-Bit Upset (MBU) is
obtained. The occurrence of this type of multipleres becomes more frequent with the device

miniaturization.

Single Event Functional Interrupt (SEFI)

A Single Event Functional Interruption (SEFI) issthoss of functionality due to
perturbation of control registers or clocks in anptex integrated circuit. The SEFI may give
burst of errors or hangs. Functionality may be veced by a power cycle, a reset, or a reload
of the configuration register (Gaillard, 2011).
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Single Event Latch-up (SEL)

A Single Event Latch-up may be triggered by a PN#Xasitic structures in bulk
CMOS technology. A SEL is associated with a strimegease of power supply current. SELs
can be destructive by overheating of the strucmeklocalized metal fusion. This event needs

a power cycle to be deactivated.

Single Event Burn-out (SEB)

Single Event Burn-out is the destruction of a podevice such as IGBT or power
MOS due to the thermal runaway resulting from trlination of a parasitic bipolar transistor

and the avalanche mechanism.

Single Event Gate Rupture (SEGR)

Single Event Gate Rupture is a destructive eveit riasults in the breakdown and
subsequent conducting path through the oxide ghtanon-channel or p-channel power
MOSFET transistor. An SEGR is manifested by andgase in gate leakage current and can
lead either to the degradation or complete faibirdne device (Jesd89A, 2006).

2.2.3 Technological advances issues

Regarding the consequences of SEEs in integratewitsi the most significant issue
is related to the technology scaling. In fact, skaling means more than reducing the geometry
feature size of the transistor. It also compristber technology advances issues such as the
use of new materials (e.g., alternative-k dielesjtioxide changes, material resistance, new

interconnection structures, etc.

Furthermore, changes in integrated circuit manufaay lead to lower operating
voltages, lower nodal capacitance and higher iategr density. All of these factors increase
SEU and SET sensitivity and also intensify the poét of MBU effects. Reducing the critical
charge required to produce an upset through thetiar in operating voltage and nodal
capacitance, may produce an increase in the sgtysif a specific circuit, since the deposited
charge during ionization is invariant and the vgdtdransient produced is proportional to the

deposited charge.

Another characteristic of advanced devices referghe increasingly higher clock
speeds which impacts in the generation of SET. &pey at high speeds may have two
consequences: a further voltage transient propagdtirough a multi-stage circuit without

attenuation, and more possibilities for a transieriie latched into a storage element.
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Process technology

Process technology refers to the semiconductorcdewviaterial and fabrication node
(transistor's channel length) 90nm, 45nm, 28nm, eBulk CMOS is the most popular

semiconductor material and refers to a chip builastandard silicon wafer.

Manufacturers scale transistors at each node lwciegithe channel length in order to
integrate more cores in a single die. As a regdtchannel may suffer the short-channel-effect
that degrades the sub-threshold slope or turiefEharacteristics of a device. Another concern
is the transistor variability. It occurs when akbG@MOS transistor performs differently from
its nominal behavior which may produce random d#fifees in terms of threshold voltage. This
phenomenon is called random dopant fluctuation (R&¥e is caused by the vibration of the

dopant atoms in the channel (LaPedus, 2016).

For solving (RDF) and channel issues, manufactine@rporated high-k/metal gate
technology to 28 nm bulk CMOS that improves thendrstor having a very robust node.
However, problems remains with bulk CMOS since thannel region below the gate is
depleted of mobile charge which leaves the dopamsionized. There are two main solutions
to face bulk CMOS drawbacks. One possibility isiyfdepleted transistor technology such
as FD-SOI, and another possibility is finFET.

Fully-depleted Silicon—-On-Insulator (FD-SOI) is aamar technology which
incorporates a thin insulating layer of Siliconxite (SiO2) within the substrate to suppress
leakage. FD-SOI allows eliminating the doping aettigg essentially the same electrostatic

which means better mobility and less variabilitaRedus, 2016).

FinFET is a non-planar or 3D-like structure whére ¢ontrol of the current is achieved
by implementing a gate on each one of the thresssifia fin. This technology also solves the

bulk CMOS problem but is very expensive.

Despite of the advantages that this two technosogiiesent over the conventional bulk
CMOS to impulse device scaling, radiation effecteravnot well known until recent
experimental studies that pointed out radiationaleits specific to FD-SOI and FinFET
architectures. Advanced SOI devices having a sseaibitive volume (silicon island) should
benefit against SEEs. In these devices, only tlaeges deposited in the silicon island by an
ionizing particle may induce a single event. Ondtieer side, in bulk devices charges deposited
far from the active area may also be collectedmnduce a parasitic current pulse (Gaillardin,
2013).
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The work presented in (Baggio, 2005) addresseSHig sensitivity to protons and
neutrons of FD-SOI devices. It was found that FD-8&s a strong improvement to SEUs
compared to bulk technologies. The use of FD-SQ@lods instead of bulk CMOS in proton
rich environments reduces the SEU sensitivity byenthan one order of magnitude without
any risk of latch-up. Advanced SOI technologiesehaaluable properties to operate in harsh
radiation environments since they can resist bt tonizing dose and SEEs. Consequently,

they are suitable to work in space and avioniciagpbns.

2.3 Characterization of electronic devices to radiation

The technology advances affect the devices’ seitgitto radiation effects, and
consequently its error rate and reliability. Fw~aleating the sensitivity to radiation of
electronic devices, real-life tests and acceleradelation ground tests are commonly used.
Both types of tests are also used to obtain thieesadr rate and reliability. In addition fault-
injection techniques are also used to evaluatdéhavior of an application executing on a

device exposed to harsh radiation environment.

2.3.1 Cross-section

The sensitivity of a device exposed to ionizingiatdn is expressed in terms of the
cross-sectiond). It is an effective area that quantifies theiirgic probability that an ionizing
particle crossing 1 cfrarea produces an event type SEE. The following#on defines the

cross-section as the average number of partictgsresl to cause a SEE.

Nev (2.1)

o=

¢

WhereNev is the number of detected events gnid the particle fluence, that is the
particle flux integrated over a certain periodinfd. For semiconductor memories where the

capacity is knowng can be expressed in éfit or cnt/device.

The Device immunity to radiation is determined tsylinear energy transfer threshold
(LETw). The LET is defined as the minimum LET to cause a SEEpartcle fluence of 10
ions/cnt. The curve of the cross section versus LET spcifhe characterization of an

integrated circuit to SEE. Figure 2.6 illustratesample cross-section vs LET curve.
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Figure 2.6: A sample Cross-section vs LET curve

2.3.2 Error-rate

In general, a soft error is a type of error in whécsignal or datum is wrong. In a device
memory, a soft error modifies data values or irtgtoms. However, a soft error will not damage
the hardware, just data that is being processethdrspacecraft industry the SEUs are also

called soft-errors.

The Soft Error-Rate (SER) is the rate at which eafbrs appear in a device or system
for a given environment (Gaillard, 2011). When #mironment is known, the SER can be
expressed in Failure in Time (FIT) or in Mean TiBetween Failure (MTBF). One FIT is
equal to a failure per billion hours. The sendijivaf semiconductor memories is often given
in FIT/Mb or FIT/device. The FIT value can be prdd by simulation or is obtained

experimentally in radiation facilities.
The cross-section of a device can be used to eddctiie SER as follows:

FIT value = o x @ x 10° (2.2)
Where ¢ is the device cross-section ag@ds the particle flux in the real environment
expressed in n/ctth. For example, in New York City (NYC) where theutron flux is about
14 neutrons per chper hour (Mukherjee, 2008), given a device whiakss-section is 2x10
15 cn/bit, the number of FIT/Mb is:
FIT cm? n (2.3)

_ -15 9 6lit —
m—ZXlO i x14m x 1x10°h x 1x10°bit = 28
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2.3.3 Device reliability

The reliability is the probability of having no kaie in a semiconductor device within
a given period of time (Shooman, 2002). The réliigbis function of the failure rate. For
electronic devices the failure rate is considesed aonstant. When failure ratg {(s constant,

the following equation is applied.
R(t) =e (2.4)

Being A =o0%* @, whereo is the cross-section of the device afids the particle flux in a

given environment.

2.3.4 Real-life tests

Real-life test is the most direct way to measueeSbft Error Rate (SER) in a device.
It consists in exposing integrated circuits to natuadiation in different environments such as
terrestrial atmosphere at different altitudes (aMipmountains, stratospheric balloons, etc) or
in the space. This is done with the aim of studythmgy effects of radiation on semiconductor
circuits. Some interesting works are presentedGhneg, 2000), (Godhagen, 2000), (Sohn.
2000), (Taber, 1997).

The advantage of this method relies on the fadtdbegices are tested under standard
operating conditions with normal ambient backgrounadiation (Jesd89A, 2006).
Consequently, they provide actual and trustwortsults. However, it is needed a large
amount of devices that have to be exposed for @ pemiod of time for obtaining statistically

significant number of soft errors.

2.3.5 Radiation ground testing

At ground level it can be found several means @ratterize integrated circuits to
radiation. The radioactive sources, the partictegerators and the laser beams can be used to
obtain useful results in short periods of time caned with real-life test, since the radiation

flux that they produce is several orders of maglatgreater than the one existing in the nature.

Radioactive source

A simple and inexpensive means to have a predirgindea of the sensitivity to
radiation of a component is to use a source off@alum 252 or Americium 242. In the case
of Californium, alpha particles and two types of\neions are emitted giving a LET of 45 and
46 MeV.cm2/mg. The main limitation of this radidaetsource is the penetration depth of ions
(about 6 to 1pm) because of their low energy compared with thimend in space

environments and particle accelerators (Peronr2009). If the DUT have considerable
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surface layers, the ions will not reach the seresitbnes even if the device is thinned. However,
these sources of radiation may be useful to vaidag test platforms and thus validate the

logistic before do further testing in particle decators.

Particle accelerators

A particle accelerator is an apparatus that usesral fields to propel charged particles
to nearly light speed while increasing their eneaggl magnetic fields to contain them in a
well-defined beam. The goal of this machine isrovmle energetic particles to investigate the

structure of the atomic nucleus and many aspeqgtarntitle physics (CERN, 2015).

There are two main types of accelerators: strdightaccelerators where the particle
beam travels from one end to the other end, acdlairaccelerators where a beam of particles
travels repeatedly round a loop. Linear type agedbr like Van de Graaf as well as circular
type accelerators like cyclotrons, are very usédulintegrated circuit characterization since
they produce ionizing particles that allows evahgtthe SEE sensitivity of an electronic

circuit.

Laser beam

A laser is a device that emits light through a psscof optical amplification based on
the stimulated emission of electromagnetic radmati@ser beams are present in thousands of
applications in daily life including electronicsericine, industry, military, entertainment, and

they are a key technology in fiber-optic commurniarag (Wikipedia, 2016a).

Laser beams are an important means for the chaeatten of integrated circuits since
they allow simulating SEEs effects. As describe(Bunchner, 1987), this technique permits to
test circuits rapidly for upsets sensitivity foausiin very tiny spots of a circuit. The main
advantage of laser beams consists in allowing tq@ping of the sensitive zones of a chip. This
cannot be done by particle accelerators since dhticles reach the entire surface. However,
lasers have two main limitations: the beam reftechy the metallization layers, which is more
problematic in complex components multi-layers, #edfact that deposited energy by photons

during the test has no correlation with the LETnfenergetic particle (Pouget, 2001).

2.3.6 Radiation evaluation issues

Ken LaBel in his document “Radiation Testing ancalgation Issues for Modern
Integrated Circuits” presents a useful list ofihtites related to the increase of functionality
and design complexity that can affect the utilizatitesting and characterization of advanced
integrated circuits (LaBel, 2005).
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Intelligence

Modern integrated circuits include in their arcbitee embedded processors,
microcontrollers, programmable fabric and otheruis that provide certain autonomous
operation as well as a diversity of operating agunfations that must be evaluated. This
attribute makes difficult the selection of apprageitest and fault coverage. In addition, many
of these devices implement protection mechanisni s error detection and correction

(EDAC) that may affect testing and error-rate pcedn.

Flexibility and programmability

Single events can perturb the programming capgbilit modern devices built-in
embedded SRAMs or EEPROMSs. When it occurs, theitantbre configuration is lost or
rearranged. This attribute can affect the apprazctesting and characterization for SEEs

depending on the storage mechanisms.

Complexity

Integrated circuits include a variety of differamitcuit types and technologies with
different sensitivities and failure modes. This pbewity affects error-rate predictions because
an IC involves many cross-sections and LETs, testopmance, test facility, test beam

selection and other test considerations.
Integration density
Integrated circuits have millions of critical najdeature that makes fault coverage
and test vector selection problematic.
Hidden circuit features

Circuits regularly have thousands of registerstiu test elements, and other
embedded circuits not identified by the manufacturbese zones may not be accessible to the

external user but can impact on the overall ranliatesponse of the circuit.

Multi-layer construction

Circuits are often constructed using many levelmetal and complex packaging that
make the SEE testing of critical nodes in radiafamilities very difficult due to beam energy
limitations. The multi-layer construction makespimssible the use of diagnostic tools such as
lasers or ion-micro beams. Additionally, the olagrers can contribute secondary particles that

impact the radiation response of the device madliffigult the error-rate prediction.
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Power requirements

Circuits consume and dissipate significant amowftpower. It is important to

consider this issue when testing in a vacuum chambeduced spaces.

Speed of operation

The high operating frequency of modern integraieclits requires that SEE testing
be compatible with this feature in order to obtaamservatives error-rate estimates. If a long

cabling is required for testing, the high operaspgeds can cause major problems.

2.3.7 Fault-injection

To validate systems operating under harsh radiammronment, the traditional real
life and accelerated ground tests are used. Howthear high costand their availability have
boosted the use of fault-injection techniques. tHajéction is a useful technique for validating
the dependability of devices or systems (Arlat, @98 provides a way to improve the coverage
of hardware and software testing by introducindt&in a controlled manner into system’s

hardware or code paths with the aim of observieg thehavior in presence of faults.

Numerous fault injection techniques and tools Haeen developed and tested. They
can be classified into: Hardware-Based Fault Impect Software-Based Fault Injection,
Simulation-Based Fault Injection, Emulation- Basedlt Injection and Hybrid Fault Injection
(Benso, 2003).

Hardware-Based Fault Injection

Also called Hardware-Implemented Fault Injection\(HFl) is a technique used to
induce faults at hardware level using external @aysources like the environment parameters,

power supply disturbances, laser fault injectiamshe modification of input pins of the circuit.

Software-Based Fault Injection

Also called Software-Implemented Fault InjectionMiEl) is a technique used to
reproduce at software level the errors than woaliehbeen produced when a fault target the
hardware. It involves the modification of the praigr running on the target system to provide

the ability to perform the fault injection.

Simulation-Based Fault Injection

It is a technique that consists in injecting thalt&in high-level models (VHDL

models) with the aim of evaluating the dependahilftthe system when the model is available.

1 For instance the cost of radiating heavy-ions by particle accelerators is around 650 USD per hour.
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The main advantages of this approach are the ddsiity and controllability that allow
accessing most of the sensitive zones of the delvangdts can be modeled and simulated with

a fault simulator (Kooli, 2014).

Emulation-Based Fault Injection

It is a technique based on the use of Field Prograinie Gate Arrays (FPGAS) for
emulating the target system with the objectiveeafucing the time spent during simulation-

based fault injection campaigns (Ziade, 2004).

Hybrid Fault Injection

It is a technique that combines the versatilitpoftware-implemented fault injection
with the accuracy of hardware monitoring. The ainthis approach is to totally exercise the

system under analysis.

2.4  Multi and many-core processors

A multi-core processor is defined as a single caingicomponent which contains two
or more independent processing units (cores) Wwihatm of enhancing performance, reducing
power consumption and providing simultaneous prgings The instruction set is similar to a
conventional CPU instruction set, but multiple soexecute in parallel multiple instructions
increasing the overall performance of the cirdditlti-core processors integrate several cores
packaged into a single integrated circuit die (QWigti-processor or CMP), or multiple dies

in a single chip package.

The based principles of current multi-core processeere developed during 1975-
2000 for parallel supercomputers, while the prilegpf current many-core processors, such
as the KALRAY MPPA -256, are based on the paraliglercomputers developed during 2009-
2015. For instance, the MPPA-256 is based on shamdory nodes of the multi-core type
connected to each other by means of specializexbniet and with explicit routing. A new age
for the supercomputers has begun from June 20dée she first Top500 supercomputer is

based on a many-core processor with 260 cores.

The architecture issues comprise at least threa mmspects: the memory and /O
management, the multiplicity of cores, and theristee communications (Vajda, 2011).
Figure 2.7 illustrates a multi-core architecturéwi cores, each core has two levels of private

caches (L1, L2) and one L3 shared cache memory.
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Figure 2.7: Architectural concept of a multi-coregessor

2.4.1 Memory and I/O management

For accessing shared resources synchronization eedenl. However, scaling
synchronization in systems with large number oésas very difficult. Therefore, the memory
and I/O controllers have an important role to ma&nagsources. Regarding the memory
controller, it has to maintain consistency betwé®m memories. In general, the memory
hierarchy models propose the use of various lexfgisivate, shared or mixed cache memories

in multi-core processors. For many-core procesaigsa distributed memory is proposed

Cache memory

A cache memory is a very fast and small-sized typeolatile memory integrated
directly in the CPU chip used to reduce averageindsrms of time and energy to access data
from the main memory. Cache memories hold freqyensied data which can be easily
retrieved by the processor instead of accessingrthie memory. Most processors have
independent instruction and data caches. Data éadften organized as a hierarchy of cache
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levels (L1, L2, L3, etc.). Most of multi-core pras®rs have a split L1 cache for instructions
and data, its own dedicated L2 cache, and a sh&red high-level cache (Wikipedia, 2016b).

When a processor needs to read from or write éacatibn in the main memory, it first

checks weather a copy of that data is in the cpob#ucing a cache hit or a cache miss.

Cache hit It occurs when the processor finds the requestechory location in any
cache line that might contain that address. Indage the processor immediately reads or writes

the data in the cache lines which is much fasten ticcessing the main memory.

Cache miss:It occurs when the processor does not find the engnocation in the
cache. In this case, the processor accesses tinenmeamnory and transfers data in blocks of
fixed size called cache lines. A cache entry istE@ when a cache line is copied from the
memory into the cache. The cache entry includesctimed data as well as the requested

memory location that is called tag.

Cache performance:The percentage of accesses resulting in cachésHhiteown as
cache hit-rate. It is a measure of the efficieocihe cache for a given program or algorithm.
When a read miss occurs, it delays the executioth@fprogram since data have to be
transferred from main memory. Write misses do @oise such penalty because the processor

continues executing while data is copied to maimorgy.

Cache entry structure: Cache row entries usually have the following streect

Tag Data block Flag bits

The cache line (data block) contains the data éetdlom the main memory. The tag
contains part of the actual data address. Thebitsgspecify whether or not a cache line has
been filled with valid data. The quantity of mamemory data that the cache can hold is the
cache size. This size can be estimated as the mwhbgtes stored in each cache line times
the number of lines stored in the cache (Wikiped@l,6b). An effective memory address is

split into tag, index and block offset.

Tag Index Block offset

The index describes the cache row (line) in whighdata has been put in. The index
length is log, (r) bits forr cache rows. The block offset identifies the reggiidata within
the stored data block inside the cache row. Theetile address is expressed in bytes, and then

the block offset length idog, (b) bits, whereb is the number of bytes per data block. The tag
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comprises the most significant bits of the addmabsich is checked to see if it is the one needed
(Wikipedia, 2016Db).

For example, the Freescale e500mc processor imptsmseparate 32 KB eight-way
set associative L1 instruction and data cache évthytes each line. Hence, there are 32 KB/64
Bytes = 512 cache blocks. The number of sets ialequhe number of cache lines divided by
the number of ways of associativity, which lead518 blocks /8 way = 64 sets, and hente 2
different indices. As there are 64 bytes per caiclee then there are®2 64 possible offsets.
Since the processor physical address is 36 bite,whds implies 24+6+6 = 36, being 24 bits
for the tag field.

Associativity: The replacement policy decides where to copy aemwvy of the main
memory in the cache memory. If the cache is fidbamtive, the replacement policy is free to
choose any entry in the cache to put the copy t£. dan the other side, the cache is direct
mapped if each entry in the main memory has todpéed in one place in the cache. An N-
way associative is a middle solution where the edeiplements a compromise in which each

entry of the main memory can be placed in N placése cache.

The most important memory management issues ateddio the bottleneck produced
by the implementation of cache coherency protoesioong large number of cores, the
synchronization access to the same memory spasendéimory bandwidth and the memory

latency.

2.4.2 Multiplicity of cores

There are some scalability issues produced bynttredsing number of cores in a chip,
the most relevant comprise homogeneous and heterogs architectures. In homogeneous
architectures all cores have the same instrucgbarghitecture (ISA) and performance, while
in heterogeneous architecture at least two corifer din ISA and/or performance and/or
functionality. Another difference is that in most bomogeneous architectures, there is
implemented shared memory with full cache cohereliym a paralleling programming point
of view, a homogeneous architecture is easier égram. On the contrast, heterogeneous

architecture allows better partitioning of specthsks.

Another important scalability issue is related e tmanufacturing technology level.
Due to the nano-metric size of transistors, thentjura effects should be considered since they

decrease the hardware reliability.
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2.4.3 Inter-core communications

Traditionally theinter-core communications have been achieved through a shared
common bus. For avoiding bottlenecks in memory and /O asess they have been
implemented various levels of local cache memorigsme general purpose multi-core
processors use cross-bar interconnections includiéwgls of cache memories. Other
technologies propose multiple ring buses and,diadly number of cores the use of network-
on chip (NOC) is preferred.

2.4.4 Software abstraction layers

Due to the complexity of this kind of devices, gwftware abstraction layer model
plays an important role to facilitate the developmef programming by abstracting the
underlying implementation and only revealing olgeat actions that the developer requires.
Figure 2.8 illustrates a classical software abstraclayer model for multi/many-core

processors to access hardware resources.

Application
Application Programming Interface

Operating System

Board Support Package

Hardware

Figure 2.8: Software abstraction layer model

The Board Support Package (BSRxcess directly to the hardware resources. There
is no abstraction of hardware capabilities and acomepts. BSP includes the libraries to manage

all the functionalities provided by the device.
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The Hypervisor functionsserve to isolate the operating system (OS) from th
hardware. It acts as dDS host that allows different OSs running on the same \ward. It

provides partitioning and manages shared resotwaid interfering.

The OSincludes the Universal bootloader (u-boot) totdtae system and the kernel

functions to manage the resources and schedutagkes on the cores.

The Application Programming Interface (API)s as set of definitions, protocols and
tools used for build applications that run on tbe ©OS. APIs are used to facilitate the
programming model for the user. Common APIs usednuiti/many-core processors are
POSIX, OpenMP, CUDA, OpenCL. It is important to edhat one API could be defined on
the top of another. For instance OpenMP is deforethe top of POSIX.

During the design stage of a system, the progranmagto choose the programming
model for its application. All the programming méslenclude the BSP and application layer.
The intermediate layers are optional and theiizatiion depends on the system design and the

developer requirements.

When no intermediate layer is used, the programmingdel is callecbare-metal or
bare-metal. This model is the most flexible and complex omeesthe programmer has almost
no restriction to hardware resources and has th&#atoof each function. However, all the
capabilities must be programmed: the startup oftines, the task distribution among the cores,
the synchronization between cores and/or taskadbess to shared resources, the coherency,

consistency etc.

On the other hand, when the programmer selectgrgmoming model based on an API
such as OpenMP, developing the application is eadievertheless, there are several
restrictions in terms of hardware resources acsash as read/write operations on special

purpose registers that are reserved for O¥yjaer visor.

2.4.5 Multi-processing mode

A multi-core processor is a flexible device thatntoonly is able to operate in different
multi-processing modes. The main two modes are:n$gtmc Multi-Processing mode (SMP)
and Asymmetric Multi-Processing mode (AMP). In Siiede, a single Operating System
(OS) that runs on all the cores is responsibleafihieving parallelism in the application. It
dynamically distributes the tasks among the coreanages the organization of task
completion, and controls the shared resourcesasinon memory. This architecture provides

fast performance since processes and threadssaributied among CPUs (Freescale, 2012).
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In AMP mode, the cores run independently of eatiemptwith or without OS. Also,
they have their own private memory space, althdhgte is a common infrastructure for inter-
core communications. All CPUs must cooperate toestiee resources. Hence, AMP mode is

very useful when working with embedded systemsg$tale, 2012).

2.5 Discussion

The effects of natural radiation have a consideratvipact on electronic circuits
especially at avionic altitudes, for space missiams other safety-critical applications. For this
reason, aerospace and avionics require to mititiegse effects in order to guarantee the
dependability in their applications. Mitigation tetques such as Radiation Hardening by
Process (RHBP) and RHBD applied on devices are wWwebthwn for accomplishing
dependability requirements. Nevertheless, thee@ra availability of these dedicated devices
become a problem for many avionic and spatial ptsjeConsequently, industrial and

academics are interested in using COTS devicethéar applications.

Multi-core and many-core processors offer a hugecessing capacity and high
performance by executing parallel computing. Howglvaving more complex devices implies
a high degree of miniaturization which makes thi@ chore sensitive to radiation. Despite of
this manufacturing limitation, these devices previa suitable solution to face reliability
problems benefiting of the multiplicity of coresrfomplementing fault tolerance based on
redundancy. Therefore, the evaluation of the impécadiation in the reliability of these

devices is mandatory to validate their use in haasation environments.

In order to address this issue, this thesis prapadbethe evaluation of the intrinsic
sensitivity to SEE of the multi and many-core pssms by means of radiation ground testing,
2) the evaluation of the sensitivity to SEU of aggiions implemented in multi and many-core
processors by fault injection campaigns, and 3)ptieeliction of the application error-rate by

combining the results issued from radiation test fawlt injection.

From the fault injection techniques presented atise 2.3.7, the SWIFI technique was
selected as fault injection strategy since it alawnning a large number of fault injection
experiments. Moreover, it does not require dedecatamplex hardware, gate-level netlist or
RTL models that are described in hardware desorigiinguages. Consequently, it is suitable
to evaluate COTS multi and many-cores. The nexptemawill present the state of art of the
sensitivity to SEE of multi-core and many-core @®8ors. Several SWIFI techniques are also
presented and compared in order to choose theifgedtion approach for the evaluation of
the application sensitivity to SEU. At the end bk tchapter, they are described some

approaches to predict the application error-rat@icfoprocessors.
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Chapter 3 : State of the art

This chapter is devoted to present the state doduthef the sensitivity to SEE of multi-
core and many-core processors obtained by radigtimmd testing, the software-based fault-
injection techniques applied to these devices,thadnethods for predicting the application
error-rate in mono-processors since to the autharosviedge there are no prediction works

dealing with multi-core processors.

3.1 Sensitivity to SEE of multi-core and many-core proessors

In the literature, there are few works dealing wtfite sensitivity to single event effects

of multi-core and many-core processors. The mdstvaet are presented below:

In (Stolt, 2012), it is presented a significant lweéhat establishes a dynamic cross-
section model for a multi-core server based on eumd processors in 45nm bulk CMOS
technology. The target device was an HP c7000 Bgstem multi-core server designed for
aircraft altitudes. The device was exposed to 14/ Meutrons for simulating the effects of
high energy neutrons present in the atmospheriecedfa altitudes. The server is composed by
six Intel X5570 based HP server blades and sixaotenect modules. The operating conditions
for the tests include the selection of the opegasystem, the BIOS setting, the processor
utilization, and the input/output utilization. Thigork estimates that the cross-section per bit
for 45nm CMOS technology at 14 MeV neutrons is I¥1€n?/bit. In addition, this work
provides a fault handling comparison between WirglBv2 and Linux 5.1 operating systems.

This work defines a reliability model for a sereemposed by six multi-core platforms
operating in SMP mode under operating system. Tdaelvis very useful from a system point
of view since the total error-rate is the sum @ glartial error-rates of each component of the
electronic board containing the multi-core. Howeabtained results are hard to extrapolate
to a multi-core processors based on different teldgies and configured in different multi-

processing mode.

In (Guertin, 2012) are presented the SEE testteesiithe 49-core Maestro Interim
Test Chip (ITC) microprocessor. Maestro is a RamatHardened By Design (RHBD)
processor for space applications based on theaTTl&tE64 processor. This 90nm many-core

is produced by the Onboard Processing Expandabterfigurable Architecture (OPERA)
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program and built by the Boeing Solid State Elatts Development (SSED). Experimental
tests have been conducted at the Texas A/M Unty&rgiTAMU) cyclotron facility using 15
and 25 MeV ions. During the tests they were tadyéte L1 and L2 cache memories as well
as registers of the tile core. The main observeld ®Echanism was upsets in the L1 and L2
caches which were handled by an effective EDAQuidket] in the Maestro design.

The results presented in this work are meaningf@valuate the mitigation of errors
provided by the design hardening techniques asagdihe protection mechanisms. However,

these results cannot be extrapolated to COTS dewbeh are not hardened.

The work presented in (Santini, 2014) proposes reerge metric (Mean Workload
Between Failures) to evaluate the reliability of e@mbedded processor devoted to execute
safety-critical applications. It considers botlosg-section and exposure time, and It
demonstrates that on modern embedded processabtingthe caches memories may provide
benefits to critical systems since the larger eggasensitive area may be compensated by a
shorter exposure time of the application which Itesn an overall improvement in terms of
reliability. The proposed metric is experimentaliglidated through extensive radiation test
campaigns targeting a 28nm Commercial-off-the-shdRM-based SoC. Radiation
experiments were conducted at Los Alamos Natiomddokatory (LANL) and Los Alamos
Neutron Science Center (LANSCE) with white neutr@asirce that emulates the energy
spectrum of the atmospheric neutron flux. Theufailprobability of a bare-metal application
is decreased when L1 cache is enabled. It is shbatrit is not enough to rely only upon the
cross-section to ponder reliability.

This approach for reliability evaluation of processis based on the device cross-
section and the execution time of the applicatidme study proves that for the COTS target
device the best choice is to enable L1 caches butL@ ones in order to improve the
performance of the system without compromisingeatsbility.

Reference (Oliveira, 2014) presents the radiatiensiivity evaluation of cache
memories and internal resources of a modern Gréapiacessing Units (GPUs) designed in
28nm technology node. In addition, several hardgstnategies based on Duplication With
Comparison (DWC) to reduce GPU radiation sensytigite presented and validated through
radiation experiments. The device under test wad\iIDIA K20 that contains a compute-
unified device architecture (CUDA)-based GPU, cosgubof streaming multiprocessor (SM)
with the ability of executing several threads imgtlel. The cross-section per bit of the L2
cache and shared memories were experimentallynautdn Los Alamos facility using 14 MeV
energy neutrons. Three different DWC strategieewesigned to mitigate radiation-induced
effects on GPU's used in safety-critical and HP@ligptions. The efficiency of the proposed

strategies was experimentally evaluated and cordpeit chip’'s ECC protection mechanism.
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It was demonstrated that DWC strategies can be efteetive than ECC when input data are
duplicated.

The cross-section measurement of the 28nm techyahogle provides valuable
information about the impact of the technology sepin the sensitivity of the device. This
sensitivity could be extrapolated to a multi-coregessor case, but it is important to consider
the nature of each device. The GPUs are co-processplementing small caches intended to
accelerate computations. In turn, the CPUs terlthtee large portion of cache and internal

memories which increase substantially its SEE seitgi

3.2 Software-based fault-injection techniques

SWIFI is the most convenient fault injection tecjue for evaluating applications
running on COTS devices since it does not requedichted complex hardware, gate-level
netlist or RTL models that are described in haréwescription languages. All types of faults
can be injected in accessible memory cells sualegisters and memories that represent the
most sensitive zone of the chip. The main drawlzd@WVIF| techniques is their intrusiveness
since they modify the program. This fact may aftéet scheduling of tasks. If timing is not a
concern, this type of fault- injection can be cdesed as non-intrusive. Otherwise, the timing
involved during the injection can disrupt the systeoperation (Ziade, 2012). Therefore, for
critical-embedded systems a fault-injection techaigith low intrusiveness is required. Some

relevant SWIFI approaches are briefly described.

FIAT (Fault Injection-based Automated Testing): is an automated real-time
distributed accelerated fault-injection environmedeteloped at Carnegie-Mellon University,
USA. It provides facilities for defining fault cless, which are the relationship between faults
and error patterns, and for specifying the way lemgrs will strike and interact with the object
(code or data) in execution. Initial version cajedh faults in user application code, data, task
and timers. Later versions capabilities includétfanjection in operating systems (Segall,
1988).

FTAPE (Fault Tolerance and Performance Evaluator):is a tool developed at the
University of lllinois for comparing fault-toleramomputers. It combines a system-wide fault
injection with a controllable workload. This tazdn inject faults as bit-flips to emulate errors
in memory locations, user-accessible registersdigidaccesses. This is done by inserting a

special disk driver into the operating system (7$804).

DOCTOR: is an integrated software fault-injection envir@nt developed at the

University of Michigan, for evaluating system degehility by means of injecting various

33



types of faults: processor faults, memory faultsl @mommunications faults that can be
permanent, transient or intermittent faults. DOCT@Rn use three different trigger
mechanisms: time-out triggered memory faults, tfapgenerating non-permanent faults, and

program instruction changes during compilationgarducing permanent faults (Han, 1995).

EXFI: is a low-cost fault-injection system for embedd®itroprocessors-based
boards developed at the Politecnico di Torinoyltdhe Kernel of the EXFI system is based
on Trace Exception Mode that exists in most microprocessors. The toolajgable to inject
single bit-flip in memory images and user-registefghe processor. This method can be
extended to support different fault models, spgcipatial and temporal multiple bit-flip. It is

a non-intrusive tool which does not require anyngfgain the source code (Benso, 1998).

MAFALDA: (Microkernel Assessment by Fault injection Anadyand Design Aid):
is a generic tool aiming at providing the chardetdion of the failure modes in presence of
injected faults, and incorporating wrappers to iowerthese failure modes. This tool randomly
performs fault injection in microkernel componeat&l kernel-calls. It is performed by means
of an interface to set-up and carry-out fault itiggts. The obtained results of experiments in

two instances of commercial microkernels reveal thheak behavior (Rodriguez, 1999).

BOND: Is a fault-injection tool developed at Politecnitd orino aiming at simulating
faulty behavior in COTS software programs of a catapsystem running under Windows NT
4.0 OS. It exploits the idea of interposition ageim order to guarantee low impact in the
execution of the program. This tool allows statatiand deterministic fault injection into
different location such as code, data sectionsp,hs@ck, processor register, system calls,

without requiring any modification of either the @6the target application (Baladini, 2000).

CEU (Code Emulating Upsets)is a fault injection approach developed at TIMA Eab
for processor-based electronic boards. It contaimievice capable of executing instruction
sequences and supporting asynchronous interrupBitaips are injected by software means
concurrently with the execution of the programésponse to an interruption signal assertion.
The interruption handler targets a memory cellamesasible register which is altered XOR-ing

it content with an appropriate mask value (Vela2af0).

GOOFI (Generic Object-Oriented Fault Injection): is a fault injection tool
developed at the Department of Computer Engineatiighalmers University of Technology
in Sweden. GOOFI is a tool designed to be adaptabdeveral target systems and different
fault injection techniques. Its main feature is pogtability between different host platforms

since it relies on Java programming language and&@@patible database (Aidemark, 2001).
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JACA: is an open source fault injection tool developedha State University of
Campinas in Brazil. This tool allows injecting feauin object-oriented systems and can be
adapted to any Java application. Using JACA, fidissible to perform low-level fault injection
upsetting the assembly code, and high-level fanjiéction during runtime upsetting the

attributes values, method parameters and retutresah a Java program (Martins, 2002).

FERRARI (Fault and ERRor Automatic Real-time Injection): is a fault injector,
developed at the Texas University, based on softwraps that inject errors in the system.
Software traps are triggered either by the programmter when pointing the desired program
location, or by a timer. This tool is able to entel&ransient errors and permanent faults to

evaluate the dependability features of complexesgst(Kanawati, 2002).

XCEPTION: is a commercial fault injection tool for dependipianalysis developed
at the University of Coimbra, Portugal. This to@nkefits of the advanced debugging and
performance monitoring resources available in mogencessors to emulate realistic faults by
means of software. It also uses the processoreptions to trigger the faults and monitor their

impact on the behavior of the target system (C@83).

FAUMachine: is an open source virtual machine, developed at Rhiedrich
Alexander University of Erlangen-Nuremberg in Gemyahat permits to install a full
operating system (Linux, Windows, DOS, Open andB$&) and run them as if they were
independent computers. This is similar to othaiuglrmachines but it supports fault injection
capabilities for experimentation. FAUMachine alkfault injection in memory cells such as
transient bit-flips, permanent stuck-at and couplfiaults; faults in disk, CD/DVD such as
transient and permanent block faults; and netwatkts such as transient, intermittent and

permanent send or receive faults (Potyra, 2007).

LFI (Library Fault Injection): is a fault injection tool that automates the prapjian
of fault scenarios and their injection at the bamdetween shared libraries and applications.
LFI provides programmers a fast, easy and compedemethod to test program robustness
in presence of failures that are exposed at therfate between shared libraries and the

applications under test (Marinescu, 2009).

FIES: is a fault injection framework for evaluating softse-based Self-tests according
to the safety standard IEC 61508. This virtualfptan supports widely-used embedded COTS
processors such as ARM cores. It provides feedabolt the diagnostic coverage of self-test
in early design stages. This approach also supgwtsimulation of faults in the control and
execution path of an ARM processor and featuresxéanded fault model to simulate memory

coupling faults (Hdller, 2014).
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Table 3.1 summarizes the main characteristicsefléscribed approaches. It can be
seen that EXFI, BOND, CEU, JACA, XCEPTION, FAUMAGRE and FIES are low-

intrusive tools. They are thus suitable for beertus evaluate critical-embedded applications.

Table 3.1: SWIFI tools summary

Fault Injection ) Software Fault )
Technique Target area ) Intrusiveness
tools Level generation
] Memory, registers, ) )
FIAT Modify kernel os o Fault list High
communications
Memory/Register ) )
FTAPE o (OB Memory, registers Random High
modification
Fault injection Memory, registers,| Probabilistic )
DOCTOR (OFS] o High
agent communications Past event

) Memory image, )
EXFI Trace exception (OFS] ) Fault list Low
code, registers

Interception ) )
MAFALDA oS Microkernel Random High

kernel calls

N Code data sectiong
Interposition

BOND oS registers, function Fault list Low
agents
call parameters.

CEU Interruptions Bare-metal Memory, registers Random Low

Pre-runtime )
GOOFI ) Bare-metal Memory Random High

Scan-chain

) Attributes and
Computational
JACA ] oS methods Java | Fault pattern Low
reflection o
application
FERRARI System calls oS Memory process Random High

Memory, data bus,

XCEPTION Debugging oS ) Fault list Low
address registers

Virtualization Memory, disk,
FAUMACHINE o oS ) Random Low
kernel compilation registers, network

Interception ] ) ) ]
LFI os Shared libraries Fault profile High

Library modif.

Dynamic ) Fault defined
FIES ) (O Memory, registers Low
translation XML

Regarding the software level, it is relevant to gider that by definition a SWIFI
technique could not target all the sensitive zonesaddition, if the fault-injection code runs
on OS, there are some OS privileged functionalitied cannot be accessible by the fault-
injector. Therefore, for achieving a better effeetiess, it is preferred a bare-metal level

technique since it could access more chip resourceleed, when certification of an
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application running on critical-embedded systemeiguired, it is commonly tested in bare-
metal (Girbal, 2015).

From the listed techniques, only CEU and GOOFlkwadrbare-metal level. The main
difference between them is that CEU injects faoytsneans of interruptions at run-time, while
GOOFI injects faults at compilation-time or by meanf Scan-chain. The main disadvantage
of GOOFI is that it does not target processor'sstegs. In addition, Scan-chain fault injection

works only for devices compatible with this feature

As the objective of this research is to provideesaluation approach for multi-core
and many-cores as much general as possible, CEUsalasted as a base fault-injection

approach.

3.3  Error-rate prediction

The estimation of the application error-rate iseesial to validate the device and the
application in terms of reliability. The objectieé this estimation is to know if the processor
is suitable to be used in harsh radiation environtmdn the literature, there are significant
works dealing with error-rate prediction of mon@pessors. However, the selection of the
appropriate approach for multi and many-core pramesdepends on several technological,

architectural, and application aspects.

SER prediction based on probabilistic models

Reference (Wang, 2008) presents an environmentdepé method to estimate the
neutron induced soft error-rate (SER) by meansefpgropagation of single-event transient
pulses through the affected logic circuit. The pdlss modeled by two parameters: the
probability of occurrence and the probability dénginction of the pulse width. In the analysis
it was considered the entire neutron LET spectrh®terrestrial background. FIT rates were
calculated for ISCAS85 benchmark circuits. In congmzn with other SER analysis works, this
method considers more factors such as the sehsiigion of a device, electrical masking and
circuit technology, which influence the SER. Instiprobabilistic soft-error model the logic
SER can be very responsive to aspects like cictaitacterization, sensitive region calibration

and process variation which make complex the sofir@stimation for logic circuits.

This probabilistic model is devoted to estimatedb# error-rate in logic circuits where
SEEs exist as SETs. The experiments provide irtegesesults but authors make some

technological and probabilistic assumptions thay aféect the accuracy of the model.
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SER prediction based on the sensitivity of constitent elements

Reference (Cabanas-Holmen, 2011) proposes an appfoapredicting the single-
event error-rate of a RHBD processor based oneghsitsvity of the constituent circuits. This
bottom-up approach for single-event error-rate yaiglintegrates the error rate caused by
radiation events in different type of circuits inding SEU/SET sensitivity. This analysis takes
into account components like SET rate generatéldeimeset and clock trees that propagate to
flip-flop inputs, the flip-flop SEU rate that cogponds to the intrinsic SEU sensitivity, the flip-
flop SET rate generated in gates between flip-flape SRAM SEU rate generated by
uncorrectable errors, analog circuits error ratd (Rate). All of these components are affected
by a derating and utilization factor. Heavy-iomsliation campaigns were performed at the
Texas A&M University cyclotron to validate the appch on two chips: a RHBD version of
the ARM Cortex™ R4 core and a radiation hardened single-cored jfeocessor. Functional
tests confirmed expected uncorrectable SRAM ereord give some perceptions of the
sensitivity due to SET in data path logic and clackl reset trees. Data integrity error rates
varied more than two orders of magnitude whilerdwverable error rate differed by less than
a factor of two. The recoverable error-rate preaiictvas within 35% of the rate calculated
from measured results. Finally, heavy ion testiegndnstrates that the SEE performance of

90nm RHBD tested microprocessors is very attradbvenany space applications.

This bottom-up approach provides a good estimatiothe error rate of the device
since many internal components can be targeted.eMenythe application of this method is
not feasible for COTS microprocessors which desighuilding blocks are not available for

end users.

SER prediction based on the cache activity

In (Tang, 2011), it is presented a lifetime modet the private L1 cache in
multiprocessors which is based on the activitied thie states of cache lines. This model is
applied to characterize and predict cache’s vubika trend in multiprocessors. This
experimental evaluation shows that cache vulnenahéses due to remote accesses increase
dramatically as the number of cores increases. dfs0 proposed a protocol enhancement to
prematurely invalidate cache lines in modifiedestar minimizing the vulnerability factor due
to remote reads to modify cache lines as well hergbthases starting with a write operation.
The experimental results confirm the effectivene$sthe proposed self-invalidation in
improving the data cache reliability by reducinddid-phases due to protocol operations as
well as reducing D-Repl. vulnerable local phases.

In this work, the proposed model is implementedgishe MV5SIM simulator. In spite

of the effective characterization of the vulneripiof the L1 cache, this model does not take
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into account other sensitive components such asteeg) and shared memories; additionally,

it needs to be complemented with hardware sertsifier providing error-rate prediction.

Based on the worst-case sensitivity

In reference (Velazco, 2000) is presented an agipdic error-rate prediction approach
based on SWIFI. The prediction is achieved by caoinigi the worst-case sensitivity of the
technology, obtained by accelerated radiation tesith the error-rate issued from fault
injection Tggy = Tinj * Osraric- The Code Emulating Upset (CEU) code is respongddsle
the bit-flip injection in general purpose registersaddressable internal or external memory
locations of microprocessor-based architecturddliBs are injected randomly in location and
time. For triggering the execution of the CEU catles necessary the assertion of an external
interruption which interrupt handler pointed to theentioned code. It is achieved by a
dedicated test platform. Experimental results oo different boards built around the 80C51
microcontroller and the 320C50 digital signal prssmr showed the capabilities of this strategy
since the predicted results were very close relaittddata obtained in radiation tests.

This approach provides an effective error-rate iptioh for evaluating the sensitivity
of an application implemented in microprocessohigectures. The main advantage of this
approach is its applicability to any processor witha detailed architectural knowledge.
Nevertheless, there are two limitations to be amreid: 1) it is not possible to target all
possible sensitive areas like internal flip-floggntrol unit and latches inside, 2) upsets

occurring during the instruction execution cannesbnulated.

In (Mukherjee, 2003) is described a method for gativeg accurate estimates of
processor error-rate. This method defines a strefstarchitectural vulnerability factor (AVF)
which is the probability that a fault in a partiauktructure will result in an error. The error
rate of the structure is the product of its ravoerate, determined by the process and circuit
technology, and the AVF. For the experiments it wasrumented an Itaniurfizlike 1A64
processor simulator. This tool maps bit-level mienehitectural state to some cases: 1)
dynamically dead code, 2) pre-fetches, 3) wrony patructions. In these cases, a fault will
not affect correct execution, generating per stmeciand AVF estimations. Using an OS
simulation front-end, Red Hat Linux 7.2 was modeledletail. By tracing the subgroup of
processor state bits necessary for architectunaectoexecution, the AVF is estimated. In
absence of correction techniques, any fault in enamg cell that holds one of these bits would
produce an observable error in the output of tlgam. Results show that per-structure AVF
estimates should help microprocessors designeassess the FIT rate of an entire processor

in the design cycle. If the processor’'s FIT doesfabill the application requirements, these
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estimates can help designers to select the suitatdedetection or correction schemes to make

specific structures less vulnerable to SEUSs.

This method provides an accurate estimation ofptieeessor error-rate dedicated to
system designers to make appropriate cost/reliabithde-offs. Nonetheless, the AVF is not
easily applicable for the evaluation of COTS dewisimce it requires a detailed knowledge of

the system architecture.

In (Housanny, 2012) it is proposed a methodologgmaluate the real cache sensitivity
of an application aiming at calculating a more aataifailure rate. This method lies on the
monitoring of cache accesses to evaluate cachétigiynsand requires a microprocessor
simulator. In this work, it was used as a targetltEONS soft-core with several benchmarks.
The soft error-rate (SER) is calculated by muliipdythe worst-case sensitivity (SE&/), the
architecture derating factofI{.y), and the software derating factdis). The (SERaw)
corresponds to the intrinsic sensitivity of thehtealogy and is obtained by means of static tests
in accelerator facilities. Thdlt.y is deduced from the analysis of the cache arctoite
(protection mechanisms and cache management pdiasgd on the expected errors in the
application environment. The execution of an agpion in a microprocessor simulator
combined with the use of a dedicated cache analgnéis performed to obtain thEl{w). The
validation of the results was done by means oft fmjgction on one implementation of the
processor running the same programs. The identdicaf silent bits in the instruction cache
gave a better estimation of the instruction caohesisivity. The proposed approach has
predicted all errors with a small overestimation. dddition, this methodology can be

implemented in any cycle-accurate simulator praxgdiache performance information.

This approach is able to provide a good estimaifdahe error rate of cache memories.
However, advanced multi-core and many core procesaso implement shared memories
which are the largest sensitive zone of the devieeghermore, this approach do not consider

register’s evaluation, which is a big limitation.

3.4 Conclusion

In the literature, it can be found very few studiegarding the sensitivity of multi-core
and many-core processors. Due to the widespreadfubese devices in embedded systems,
it is necessary to evaluate the sensitivity of o @®TS multi/many-core processors having
different architectural models and technologiesriter to give some guidelines in the selection

of a device.
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Regarding the error-rate prediction, significapp@aches are validated for single
processors. Among them, the CEU approach was edl¢atbe extended to multi-core and
many-core processors due to the following reasons:

e This approach can be applied to any COTS procesabike other prediction
approaches based on architecture and timing vidiigyafactor which are not
available in COTS components.

* Three works have demonstrated the effectivenesheofCEU approach (Velazco,
2000), (Rezgui, 2001), (Peronnard, 2008).

« CEU is able to target internal and external mensodad accessible processor’s
registers of the device.

» The prediction is based on the real sensitivitthefapplication and not in probabilistic

models or cache memory usage models based on sinsula

Concerning the disadvantages of the approach, #ie dnawback is the impossibility
to target sensitive areas like internal flip-flopgntrol unit and latches. However, the

contribution to the failure rate of these elemésitgery small.

In chapter four is described the methodology amstdor evaluating the SEE
sensitivity of multi-core and many-core processéws.approach based on CEU principles is

proposed for predicting the application error-maftenulti/many-core processors.
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Chapter 4 : Methodology and tools

This chapter describes the methodology for evalgathe SEE sensitivity and
predicting the error-rate of applications implensehon multi-core and many-core processors.
At the beginning of the chapter a general overvéthe proposed approach is provided. Then,

the details of the approach are discussed. Firthydescription of the tools is presented.

4.1 Overview

The suitable metric for accomplish the evaluatibthe SEE sensitivity of a system is
the failure rate. Typically, for obtaining the fai¢ rate of a system operating in a harsh
radiation environment, dynamic radiation tests peeformed in order to extrapolate the
obtained results to the desired radiation envirarimdowever, the cost and availability of
radiation facilities are major constraints. Furthere, due to the failure rate of a system based
on multi/many-core processor is application depandeis required to apply a methodology
to determine its effective sensitivity to radiatianlower cost. Certainly, a viable option is the

prediction of the error rate based on the worse-sansitivity of the device.

The purpose of the present thesis is to propoap@imach based on the CEU principles
for predicting the application error-rate of mubre and many-core processors by combining
fault-injection and radiation tests. The CEU prphes can be implemented in any mono-core
processor without a deep architectural knowledg®véver, for multi/many-core processors
there are several constraints that have to be owveraue to the complexity of the devices

mainly related to the memory management and irdez-communications.

To validate the proposed method, it is implemewptethree representative devices that
have different manufacturing technologies, designcepts and architectural models. The
effectiveness of the method will be determined tmparing the predicted error-rate with the

measured one obtained from dynamic radiation tests.

Moreover, it is important to note that the evaloatof the reliability of an application
is a compulsory step for devices intended to bd iurssafety-critical applications or to operate
in harsh environments. Therefore, the obtainedritate is used to compute the reliability of

the systems.
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Finally, the design of both, fault-injection andliaion experiments is addressed using
guantitative theory. It is thus necessary to iifgrindependent and dependent variables
involved in the experiments. Independent variablesthose affecting outcomes. Dependent
variables are those that depend on independerablesi the outcomes or results of the

influence of independent variables.

4.2 Code Emulating Upsets (CEU) approach

The CEU approach is a SWIFI fault injection andoerate prediction approach
developed at TIMA laboratory (Velazco, 2000) foudsting the effects of upsets on the
execution of microprocessor-based architectures. g@riediction is done by combining two
different strategies: fault injection and acceledaradiation test. Fault injection aims at
providing the sensitivity of the application implented in the processor, while radiation tests

aims at obtaining the intrinsic sensitivity of tthevice.

Fault injection campaigns are performed in ordegaiculate the CEU rate;(;), that

is defined as the average number of injected fagézled to cause an error in the result of the
application. It is required to execute the appi@aa huge number of times in order to obtain

enough quantity of samples for statistics.

Number of errors (4.1)

Ting =
™ Number of injected faults
On the other side, radiation tests allow to obtiaénstatic cross-sectiossfaric) which
provides the average number of particles neededuse a bit-flip in the device memory cells.

Theosraric is the worst-case sensitivity of the device arabigined by the following equation:

Number of Upsets Reuvisited (2.1)
Fluence

Combining the CEU rate and the static cross-secii@s possible to predict the error

OstaTIC =

rate of an application implemented in a micropreocess follows:

Tseu = Tinj * OstaTIC (4.2)
This method lies on the injection of bit-flips ramdly in location and time by using
asynchronous interrupts during the execution tMibhen the asynchronous interrupt is assert,
an interrupt handletGEU code) is launched. This code is in charge of produchegdelected
error (SEU, MBU) in a randomly chosen memory c8f\ target). It performs read and write
operations in internal registers accessible viartsteuction set, as well as in internal or extérna

memory locations. The aim of the approach is repeod) the effects of SEU faults.
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In order to inject a bit-flip in th€EU target, the following tasks are done by tGEU

code:

« Reading the content of the targe¢mory cell.
e Performing an XOR operation with an appropriate knague that contains a “1” for
the bits that are going to be flipped and “0” elbeve.

* Writing the corrupted value to its original locatio

Once the CEU has been injected, the processoresstre context from the stack and
continues with the program execution. At the enthefexecution, the results of the program
are compared with a set of correct values obtaiwbdn the program executes without

corruption in order to identify errors.

This approach has two limitations to be considefgp upsets occurring during the
instruction execution cannot be simulated, andit(23 not possible to target all possible
sensitive areas such as internal flip-flops, cdntroit and latches inside processor's
architecture. In spite of these limitations, thpg@ach was demonstrated to be very efficient
and able to provide error rates results closedsdlobtained in radiation experiments (Velazco,
2010). This can be explained by the fact that focessors implementing different levels of
cache memories as well as internal shared menteyatget memory area comprises most of

the total sensitive area of the device, providirgigaificant validity to this approach.

When the CEU approach was designed, the goal wasmaate bit-flips in a non-
intrusive way. Therefore, the interruption was d@gskby an external device. A dedicated test
board called THESIC (Testbed for Harsh Environm&tidies on Integrated Circuits)
developed by TIMA was used to control the experitnemanaging the fault-injection and
monitoring the DUT (Device Under Test). The THES¥Gard was monitored by laost
computer via Ethernet communications. Later, anatgui version of the THESIC platform
called ASTERICS (Advanced System for the Test uiitidiation of Integrated Circuits and
Systems) was developed. The objective was to imgtérthe required analog and digital

environment for the operation of the DUT by meaha BPGA.

4.3  Error-rate prediction approach for multi-core and many—core
processors based on CEU principles

Up to now, the CEU approach has been successiiijeal and validated for mono-
core processors. However, the complexity of tlie@ssors has significantly increased due to

the manufacturing technology, device architecturamber of cores, interconnections,
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functionalities, etc. Therefore, it is reasonablealidate a new approach for complex devices

such as multi/many-core processors.

Due to the large number of functionalities and pivag complex processors implement,
it is not further possible to use the ASTERICS fplaih for injecting fault in this kind of
devices. It is thus convenient to extend the CEpPra@gch to multi/many-core processors
benefiting of the multiplicity of cores by using@wnf them as fault injector while the others
execute the chosen application. In order to isdllagefault injector, the device has to be
configured in AMP multi-processing mode. For penforg the fault-injection, the inter-core

interruptg are used.

Considering that multi/many-core processors implanaifferent types of memory
cells (shared memories, cache memories, processgisters, etc), the total error rate must be

expressed as the sum of the individual contrilmutibeach component.

Tseu = Tseu_sHARED T Tsgu_cache t Tsgu_rec T (4.3)
This thesis also proposes the addition of derdantprs to the contribution of shared
and cache memories for improving the accuracy®ptiediction. These factors depend on the
memory used by the application and the exposure tonradiation of shared and cache

memories.

Memory utilization factor (MF)

It is the amount of memory used by the applicatuth respect to the total memory of

the device. This factor is calculated considerhrggremory space occupied by code and data.

Used memory (4.4)

"~ Available memory

Exposure time factor (Etf)

In some particular cases where the multi/many-qoazessor performs as a co-
processor of a development board, it is possibleged synchronization between the co-
processor and thdost processor in order to log results. This is reqlisben the cores of the
co-processor do not have direct accegsitatf functions. This synchronization is achieved by
means of a master-slave scheme to guarantee examgsgor core reports detected errors.
However, this communication model has an expodore-tloss penalty. While the
communications are performed, it is possible toeh@&Us affecting the internal memory of

the DUT, which are not detected since at the baginof each execution memory data are

2 Also called inter-processor interrupts
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reinitialized. Even if the probability of havingishtcondition is very low, an exposure-time loss

factor (Etf) should be added in this case. Thisdiais given by the following equation:

Sty_m + Sty - 4.5
Etf = 1 — oo=m ¥ Stus (4-5)
Texec
whereSty_y is the synchronization time between the Host gsaeand the master
core,Sty_s Is the synchronization time between the master and the slave cores, ahekec

is the execution time of the application.

In order to measure the time spent by the commtiaita and synchronization
functions, some intrusive and non-intrusive methadsavailable. Profiling is a non-intrusive
form of program analysis that allows measuringdheation of function calls (e.g. Valgrind).
However, its use is not effective when the executime of the functions is too small. In
contrast, functions such gsttimeofday(), clock(), clock gettime() are suitable for computing
time in functions but they are intrusive. If norfdttese functions is available, the time can be

measured in terms of clock cycles using the intdmmeers of the processor.

By adding these derating factors, the equation tlefines the approach is the

following:
Tsgy = Tinj * Ostaric * Mf * Etf (4.6)

4.3.1 Fault Injection strategy

Fault injection campaigns are used for simulatihg tonsequences of SEUs in
applications running on the multi/many-core prooessSince the fault-injection campaigns
are experiments that can be addressed using qiastitheory, the first task is to identify the

variables involved in the experiment.

A previous step prior to design the experiments toaget familiar with fault-injection
techniques in multi-core processors. On this behalfas performed fault-injection on systems
configured with OS in SMP mode. The obtained raswiere published in (Mansour, 2014)
and (Vargas, 2014).

Identification of the variables

The independent variables are divided in two grothps variables depending on the
system that are fixed during the experiment, amrdvédriables to be manipulated during the

fault injection campaign.

The dependent variable represents the errors pedddaring fault injection. The

results can be classified in: erroneous resultse@ions and time-outs. The silent faults are
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not errors but they are artifacts to determinestifeerror-rate. Table 4.1 lists the independent

and dependent variables for fault injection campsig

Table 4.1: Independent and dependent variablesuihihjection

Independent variables Dependent variables
Manipulated Location (Memory address/ Register) Silent Faults
during the Injection Time (artifact)
experiment Bit to be altered ) Erroneous
Errorsin
results
_ results i
System Implemented Application Exceptions
dependent Multi-processing mode Time-outs
Programming Model

» Silent fault: it occurs when the injected fault daet cause any consequence in the
result of the program. (e.g., typical silent fadts those affecting data never used or
data already used by the program).

» Erroneous result: the results of the program atéhsoexpected ones.

» Exception: the program halts. It is primarily calidey faults injected on critical
registers. A hang is a type of exception that arashe system.

» Time-out: When the program does not respond aftestibn equal to the worst-case

execution time.

Before starting the fault-injection campaignssineeded to determine the number of
cycles required to execute the selected applicatismdone in order to know the range of time
in which the fault injection should be performedsd, it serves to determine the time-out value.
If the multi/many-core processor evaluated opetiategand-alone mode, tigonitor functions
of the application to determinieme-outs andhangs are accomplished by tmeaster core. For
the other cases, when the multi/many-core processoks as a co-processor th@nitor

functions are accomplished by thest processor.

Fault injection in memory

In this strategy all the variables intended to beduby the application are placed, by
software means, in a shared memory (cache or afjerm this way, the variables can be
modified at any time by each one of the proceseoesc The master core initializes the data
that is going to be used by other cores. Oncehfgdghis step, it sends a message through an

inter-processor interrupt, to indicate the slaveesdo start the execution of the application.

48



METHODOLOGY AND TOOLS

Figure 4.1 presents a flow diagram of the memoupjtfajection strategy for a quad-core

processor.
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Figure 4.1: Memory fault-injection flow-diagram

Once the message is received by the slave comg,ctinfirm the reception of the
message and start the execution of the applicatitile the application is running on the slave
cores, the master core performs the fault injectithrandomly selects the target core, the
injection instant (in terms of clock cycles), thedeess (global array index) and the bit to be
altered. When a slave core finishes its calculatibsends a message to the master core
indicating that the execution was completed. Thetaracore waits the arrival of the messages
of each core, and then compares the obtained sesiilt a set of correct results previously
obtained.

Since the programmer cannot access directly toecammories, for simulating SEU
faults, the fault-injection is performed in the manemory. This strategy can be applied to any
tested application. It only requires storing ak tariables of the targeted application into a
shared memory space.

49



Fault injection in processor registers

In this strategy, faults are injected in accessibigsters belonging to the processors.
Due to the fact that master core has no acceshdo cores’ registers, it can execute an indirect
fault injection via the instruction set. The faufector performs an inter-core interruption to
the selected core in which the interruption hanédeinches a code that targets accessible
registers allowing emulating bit-flips in the sebst core as previous described. Figure 4.2
presents a flow diagram of the register fault-ihjgt strategy for a quad-core processor.

Core 0 Cores 1-2-3
Definition of Creation of memory
program variables pointers to program

variables

Allocation and 1

Initializion of share
Data

Waiting loop for
starting msg

 §

Memory
ACK START Deallocation

FAULT
Interruption INJECTION
Generation at fault-

injection instant

Application
Execution

Error detection

and voting
FREE MEMORY
Memory
< ACK EREE Deallocation
Memory
Deallocation
Log results

Figure 4.2: Register fault-injection flow-diagram

The target registers to be taken into account t®yrtethod are the General Purpose
Registers (GPRs), the Floating Point Registers §PRBnd accessible Special Function
Registers (SFRs) or Special Purpose Registers {SRRsimportant to note that modifying
these registers may cause critical failures irptlogram execution.

Intrusiveness of the strategy

As the fault-injection strategy uses one core alt fgjector, it is reasonable to think
about the intrusiveness of the approach. For mooles having few cores, it is clear that a
significant part of the sensitive area correspogidinthe fault injector core is not targeted and
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thus, should not be taken into account for thevegtton of the error rate. On the other hand,
when working with many-cores having hundreds oEspthe sensitive area corresponding to
the fault injector is negligible. In addition, degs implementing shared memory concentrate
most of the sensitive area outside the processmscdonsequently, the presented fault
injection strategy is valid to evaluate the sewigjtiof a given application through the

estimation of its error rate.

4.4 Radiation Ground Testing

Accelerated radiation ground tests are the fast weaybtain significant results
concerning the sensitivity of a device in a sherigd of time, since the more particles hit the
device the more SEE are observed. The reprodugibilthe experiment is also another major
advantage of this strategy. Two types of testcarsidered for evaluating the sensitivity of
the device: a static test in order to obtain thansic sensitivity of the memory cells (cross-
section), and a dynamic test for evaluating theadyin response of the application.

Furthermore, the static cross-section is usededipt the error-rate.

In this work, the experimental tests have been goiedl with 14 MeV neutron
radiation to simulate the effects of high energutrens present at avionic altitudes, since
neutrons are the most representative particlebarEarth’s atmosphere. Reference (Miller,
2013) discusses the relevance of using 14 MeV oetést to characterize the SEU sensitivity
of digital devices. Sections 3 and 6 of the JESD86gument of thédEDEC STANDARD were

used as a base protocol for the experimental tests.

The test plan should define the required supplyagd for the radiation test. Due to
the fact that soft error-rate of many devices ig/\8ensitive to supply voltage, it is critically
important that this parameter be accurately medsamd controlled (Jesd89A, 2006). Carefully

adjusting the supply voltage to match the test piduoes, will lead to assure consistent results.

Radiation test familiarization

Before designing the experimental tests for mubidgrcore processors, it was
necessary to get familiar with the radiation te€ts.this behalf, neutron radiation tests were
performed on different memory devices. The obtamesdlts from the radiation tests for a 90-
nm CMOS SRAM memory (CYPRESS CY62167EV30LL) havetdbuted to the validation
of GENEPI2 (GEnerator of NEutron Pulsed and Inggracility for testing electronic circuits
(Villa, 2014). In addition, the results obtainedrfrthe radiation tests of the Low Power SRAM
memory (A-LPSRAM) manufactured by RENESAS in 1508MOS at low bias voltage were
published in references (Clemente, 2015) (Cleme@s).
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Confidence intervals

Due to the scarcity of experimental data issuethfaocelerated radiation tests because
of the availability of the facility and the high stoof the experiments, it is compulsory to add
uncertainty margins to the results. For numerousnev (typically >100), the Poisson
distribution can be used to calculate such marddosvever, in this situation the most accurate
and universal way to calculate the uncertainty margonsists in using the relationship
between the cumulative distribution functions af toisson and chi squared distributions as
described in (Autran, 2014), (Velazco, 2014). Tfees the following equation has been
applied:

(4.7)

12(0‘2N )< <ief(a X 2(Nerr + 1)
21 (5 2Nerr ) <p < ox > 2(Nerr

Wherex?(p, n) is the quantile function of the chi-square disttibn withn degrees of
freedom,a is a parameter that defines th#0 (1 — a) percent confidence interval, aNérr is

the number of detected errors.

4.4.1 ldentification of the variables

Radiation tests are experiments that can be adutegsing quantitative theory.
Consequently, the first task is to identify theighles involved in the experiment. Table 4.2
lists the independent, intervening and dependeidhias for the static and dynamic test. Note

that the dynamic test also depends on the systemfigooation and the implemented

application.

Table 4.2: Independent and dependent variablesétation tests

Independent variables Intervening variable Depemdeariables
Manipulated Neutron flux SEU
(static and Distance DUT to target
dynamic tests) [ Exposure time MBU
System Implemented Application Neutron Energy Frrors MCU
dependent Multi-processing mode SEFI
(dynamic test) | Programming Model

The independent variables are divided in two growasiables depending on the
system (exclusive for the dynamic test), and véemkbo be manipulated during the radiation

experiments.
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The dependent variable represents the errors adabewing radiation tests. They can
be classified in single errors, multiple errorsg @equence interruption errors. It is important
to consider that depending on the memory architeotd the multi/many-core, single and

double errors can be corrected and detected résglgdiy the protection mechanisms.

4.4.2 Static test

The static test aims at estimating the intrinsicsievity to radiation of the memory
cells of a processor (technology). The static esesdion 6static) can be obtained by means
of radiation tests in an accelerator facility. TOET is placed facing the center of the target
perpendicularly to the beam axis at a distance riipg on the required radiation flux.
Typically, the method consists in writing a predefi pattern in the memory locations and
accessible registers of the processor via theucsbn set (Load and Store). Once finished the
initialization, the DUT is irradiated and the pragr checks periodically the registers and
memory locations along the radiation test to detgset events. If an upset is detected, the
program writes the correct pattern in the assogiatemory location and logs the results to an
external host via serial or Ethernet ports. Dutlihg static test all the sensitive zones are
exposed to radiation at the same time which daemtesents the real behavior of the circuit,
since not all the memory resources are used sinadtgsly when an application is executed.
For this reason, the static cross-section providesorst-case estimation of the device

sensitivity.

If the target device implements protection mechasisuch as ECC or parity that
cannot be deactivated, this method is not suitablg is. It can be explained since single-bit
errors in a word are not visible while reading meyrlocations because whenever they occur,
they are corrected by either the ECC or cache idatbn mechanisms (Ramos, 2015). It is
thus necessary to use a complementary techniquesl lmsmachine-check error report for
logging data that have been corrupted during ttiatian experiments. In processors including
machine-check error report, it is possible to enable an interrupt routine rfgporting errors.
The information about the errors is saved in sopeeial-purpose registers of the device. By
reading these registers, one can know the typerof eccurred, address, data, as well as the

obtained and calculated ECCs.

Test pattern and exposure time

The elementary data pattern for memory circuits lisgical checkerboard, alternating
by address and bit. A physical checkerboard is atsful if full layout information of the
device is available (Jesd89A, 2006). All zeros alhdnes is also a common pattern used during

radiation test. However, some memories such as DRAddially have a favorite error failure,
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either 0 -> 1 or 1 ->0. For this reason, for tegtivhen there is na priori information about
the component, the test pattern have to balanceutmder of 0's and 1's. For this reason, the
selected pattern for the static test W&SS5AAS5AA.

Regarding the exposure time of the device, it ipdrtant to consider that the
probability of having an upset event during a gipeniod of time is a stochastic process that
follows a Poisson distribution. Thus, the waitiimga between the read operations in the static
test can be validated by analyzing the distributbthe number of events per unit of time. If

the obtained distribution does not follow a Poiskom the waiting time should be adjusted.

4.4.3 Dynamic test

The dynamic test is an approach aiming at estimdltie dynamic response to radiation
of an application running on processor. The dynatniss sectionopyn) evaluates only the
device memory cells used by the application. ¢oisputed by applying equation (2.1). During
the dynamic test, the DUT is exposed to neutroiatiad for inducing SEE. It is aligned to the
target and placed at a distance depending on thteoneflux desired. The method consists in
the periodical execution of an application impleteenin the processor while the device is
being irradiated. In order to detect errors, atethe of each execution the results are compared
with a set of correct values previously obtainede Experiment is launched and monitored
using ahost computer located outside the armored chamber cdhenunication between the
host and the DUT is achieved by means of serisd@®r Ethernet communication protocols.

When an error is detected, it is logged and trattethto the host which stores the results.

4.5 Neutron Radiation Facility

The radiation ground tests were conducted at tHeEFH2 facility located at the LPSC
(Laboratoire de Physique Subatomique et Cosmolagi&renoble, France. This accelerator
was originally developed for nuclear physics expernits, and since 2014 it has been used to
irradiate integrated circuits from different teclowies. GENEPI2 is an electrostatic
accelerator producing neutrons by impinging a deatbeam onto a Tritium (T) target. After

acceleration at 220 keV, deuterons (d) produceraesit(n) by the fusion reactiah+ T->n +

*He (Villa, 2014).

From the target, neutrons are emitted in all dioast with an average energy of 14
MeV. The Device Under Test (DUT) is set facing dile the target at a distance determined
to adjust the neutron flux. For the radiation teampaigns, it was considered, to first
approximation, that only neutrons emitted fullyviard will impact the DUT. While the DUT
is fully exposed to neutrons, a dedicated neutroelding can protect the readout electronic

platform. Figure 4.3 illustrates the Genepi2 péetaccelerator layout.
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Neutron production is monitored throughout the expents to determine the neutron
dose for each irradiation. An onlirg detector, located within the beam pipe about 60 cm
upstream of the target, collects the recoil patidbackscattered from the target during the
fusion reaction. In addition, a movable monitor reladerizes the neutron emission forward,
after their conversion into protons and detectioa B-stag& telescope. Aluminum foils are
irradiated periodically and characterized by theSCPlow-activity laboratory LBA with

germanium detectors thus providing an independasscheck under reference conditions.

f,n,[ 'I,-
‘Mfr’ \

&"

Figure 4.3: Genepi2 accelerator layout (Villa 2014)

Early 2015, a fresh T target was installed, gemggaad maximum neutron flux of
4.5x107 (n.cm™2.s1). The main goals are to increase the neutron ptimsiuand to improve
the accelerator reliability. The major modificatioonsists in replacing the current Deuterium
ion source by a new one, based on the Electrono@ga Resonance (ECR) technique,
delivering higher beam intensity. At the same tim@ew monitor for the neutron production
will be installed and commissioned. This will allalae precision on the dose measurement to

be improved.

4.5.1 Radiation Facility Validation

GENEPI2 facility was validated through radiationognd testing with 15-MeV
neutrons on a 90-nm CMOS SRAM memory (CYPRESS C88BEY30LL). This memory
was chosen since it was previously tested in athdiation facilities such as ASP, KVI and
TRIUMF (Blackmore, 2003). In addition, this memois/ well known thanks to reverse

engineering and for being used in real-life SEUeskpental platforms (Peronnard, 2009).

The SRAM was set facing the center of the target distance of 40 cm as shown in
Figure 4.4. The repetition rate was restricted @Hz in order to limit the neutron flux.
Under these conditions, the estimated neutron fias around3 x10* n.cm=2.s~1 for

obtaining a fluence of x108 n.cm~2 within one hour of irradiation (Villa, 2014).
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Figure 4.4: Genepi2 validation experiment (Villal2a)

Detected SEUs were logged as long as the SRAM xyassed. Three different patterns
were tested: all 1's, all 0’s and alternated. Dgitime radiation test, more than a hundred errors
were identified including several MBUs and MCUs ethis consistent with previous works
(Hands, 2011), (Lambert, 2005). The resulting csmgion of the device was
1.2 x10713 ¢m? /bit.
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Figure 4.5: Neutron and proton SEU cross-sectid®afim Cypress SRAM CY62167EV30LL (Villa 2014)

This result is shown in Figure 4.5 as well as tteégn and neutron SEU cross-sections
of 90-nm CYPRESS SRAMs issued from tests performeather facilities. It can be seen a
fairly good agreement between results from GENE®h2 ASP. Radiation tests were
performed on three different generations of SRAN @o latch-up events were detected, thus
validating the readout electronic shielding.
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Other bulk CMOS SRAMSs from another manufactureQ0rand 130nm technologies
also were tested. Since the behavior of this faofilgevices under neutron radiation has been
exhaustively studied and results agreed with tlveperted in literature (Hands, 2011) and
(Hands, 2012), it is possible to conclude that ieasurements are correct confirming the

validity of the facility.

4.6 Conclusion

The methodology for studying the effects of theiaidn on systems based on
multi/many-core processors has been presentedsirchiapter. Two strategies for evaluating
the SEE sensitivity of applications implementecdhariti-core processors were considered. On
one hand, an approach based on the CEU princgppsposed to predict the application error-
rate. This approach uses fault-injection at appbocalevel and a physical evaluation of the
device exposed to radiation. For that, the CEUtfimgction strategy has been extended to a
multi/many-core processor benefiting of the muidity of cores. The details of the fault
injection strategy using one core as fault injecerwell as those related to the radiation
experiments for obtaining the worst-case sengjtioftthe device are presented. On the other
hand, a physical evaluation of the device runnivegselected application is achieved by means
of the dynamic radiation test. This strategy asseslirectly the impact of SEE on the

application.

The fact that these advanced architectures implesaseral levels of cache memaories
as well as internal shared memory increase sigmifig the sensitive area to be targeted. Thus,
the aim of the present work is to validate thevatee of the proposed approach to predict the
error-rate of an application implemented in the tifrmlny core processor combining the

evaluation at device and application level.

The proposed approach provides the following acgeg with respect to the CEU

approach:

* Fault injection in processor’s registers is accasmgd using inter-core interrupts. In
this way, the simulation time is significantly rexal.

» Fault injection in shared memories is performeedatly by the fault-injector. In this
case, it is a non-intrusive method.

e There is no restriction for target device. All dtebtures are suitable for the test.

» It is not further required the use of externalfplan (Thesic/Asterics) to trigger the
fault injection, loading memory with correspondidgta, compare the outputs to the
expected results, and monitoring the execution.time

e ltis not necessary to develop a daughter boarthoong the device to be tested.
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Chapter 5: Target platforms

This chapter presents the selected platforms idatal the proposed approach. At the
beginning, the selection of the multi-processingimand the hardware devices are discussed.
Then, the development platform details and the robaracteristics of the targeted device are
described. Lastly, details about the benchmark icgmdn used for the evaluation are

presented.

5.1 Programming model

The selected programming model for evaluating the@sed approach throughout this
thesis is thebare-metal model. Despite the complexity of programming thisdel, it is
preferred since it allows targeting more registdtging the fault-injection campaigns.
Moreover, the lack of OS allows the use of interecaterrupts minimizing the injection time
and the intrusiveness. Additionallgare-metal provides the fault-injector the possibility to
inject bit-flips directly in shared memory, in spivf the fact that in AMP mode each core has
its own private memory space, since there is hypervisor preventing this action.
Consequently, in shared memory architectures thk-ifgection is performed in an almost
non-intrusive way, since the fault-injector readsl avrites directly in the memory without

interfering the execution of the other cores.

As it was explained in section 2.4.4, when the tger uses thbare-metal model, it
has to program all the system functions: the gpasofuthe cores, the task distribution among
the cores, the synchronization between cores atakks, the access to shared resources, the
coherency consistency etc. To manage most of thes&ons, anaster core is needed as well
as a shared memory space for inter-processor comatioms. Therefore, a Master-Slave
scheme was implemented. Timaster core is defined as the fault-injector core, wheréee

slave cores execute in parallel the tested apmitat

In a general way, after a reset thaster core is responsible for the booting operation
and the configuration of the system. Then it staptthe other cores. A barrier was implemented
to synchronize the initialization of the executicrde in all the cores. In case of distributed

algorithms, during the execution of the applicatibe master distributes the tasks. Lastly, for
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some devices where the processing cores do notdir@at access to I/O, the master is also in

charge of logging the results.
The main functions of the master are summarizetdrfollowing list:

* Booting the system.

e Starting up the other cores.

< Initializing global variables.

« Distributing the tasks.

e Synchronizing the communications by using interrcosmmunications.
e Injecting faults.

e Logging results (optional)

5.2 Device selection

The objective of this work is to provide a geneapproach for evaluating the SEE
sensitivity and error-rate prediction of applicasomplemented in multi-core and many-cores.
For accomplish this goal, it is required to tardigterent devices aiming at representing the
diversity of multi/many-core processors. The madevant technological and architectural

aspects to be considered for the selection of ¢vecd are:

» Manufacturing technology
e Memory architecture
* Number of cores
* Interconnections
* Memory protection mechanisms
» Performance
« Power consumption
* Reliability
The first selected platform is the Freescale PZRBB based on the QorlQ P2041

guad-core processor. This device was chosen due to:

* Implementation in 45nm SOI technology

* High performance

» High reliability: ECC and parity in its cache menear

* Based on th&owerPC architecture, validated in past works for aerowaytsingle
processor case (Peronnard, 2008).

» Freescale is one of the partners of the workingigtdulti-core for avionics (MCFA)
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The second one is the Parallella computer whickgnattes the dual core ARM A9
processor used as host processor and the EpipHa&d@ 31 16-cores used as co-processor.

The Epiphany multi-core was considered due to:

e High-performance

* Low power consumption

» Affordability, allowing the general public accessito parallel computing.

e Co-processed architecture

e Interconnection (NoC)

* Open source

e The Parallella board was considered by the NASADi@gonEye UAS project

The third one uses the MPPA developer based oKdhay MPPA-256 many-core
processor which integrate 16 compute clusters lgaath one 17 VLIW cores. This many-

core processor was selected due to:

* Implemented in CMOS 28nm technology

e High performance

¢ Huge number of cores

* Great configuration flexibility

¢ High reliability: ECC and interleaving in sharedmmaries / parity in cache memories

« Exceptional power efficiency GFLOPS/W

For a better comprehension of the selected deviadde 5.1 illustrates an overview

of their main characteristics.

Table 5.1: Main features of the target devices

P2041 multi-core Epiphany multi-core MPPA-256 maipre
Manufacturing
SOl 45 nm CMOS 65nm CMOS 28nm
technology
Number of cores 4 16 256 + 32
Memory Hierarchy L1-D, L1-l, L2 private SMEM L1 private
L3 shared, DDR DDR SMEM, DDR
Core Interconnection CCF NoC NoC
Protection ECCl/Interleaving (Shared
) ECC (L2/L3)
mechanisms ) None mem)
Parity (L1)
Party (L1)
Power consumption 18 W <2W 25W
Performance 15000 MIPS 32 Gflops 634 Gflops
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Concerning the manufacturing technology, it isvaie to test a SOI device since it
was demonstrated to be less sensitive to SEE thiarOMOS (Gasiot, 2002). In addition, the
degree of miniaturization is also an important ésswu consider since the smaller the size of
transistor channel, the more sensitive device .M, these features have already been tested
for devices such as SRAM memories and single psoessit is valuable to know their impact

in the overall sensitivity of the multi/many-coreopessor.

From the memory architecture point of view, itigngficant to compare the impact of
SEE in a device implementing only cache memorial; shared memories or both of them.
For the MPPA-256, two scenarios are consideredamiynitest cache enable and dynamic test
cache disabled. It is done in order to know at vexént enabling the cache memories affect

the reliability of the device.

Regarding the interconnections, the Epiphany impleisi a 2D mesh NoC for
connecting 16 processor cores, while the MPPA-28flements a 2D mesh NoC for
connecting the 16 computer cluster. In contrastP®041 has a proprietary CoreNet coherency
Fabric (CCF) to interconnect cores. An interestiisgie would be to know the contribution of

the interconnection to the error rate.

The number of cores of the device plays a prep@amieole in its sensitivity, since the
more cores, the more registers which typically amprotected elements. However, having
more cores may contribute to the reduction of tkecetion time when a parallel computing
model is implemented. Less execution time leadkede exposure time to radiation of the

application.

Memory protection mechanisms such as ECC and paréyessential for mitigating
SEE. However, the way they are implemented in tlenory hierarchy may impact its

effectiveness. For that, radiation tests may pm@wadiseful feedback of this implementation.

The power consumption is one of the most imporissues in aerospace applications
due to energy limitations. Devices with high powensumption are not good candidates for
these applications. However, this limitation maydoenpensated with high performance and

reliability.

Regarding the performance, sometimes it is diffitmlcompare the performance of
two devices if it is not express in the same uriits. example, for the MPPA-256 and the
Epiphany it its expressed in GFLOPS (Giga floapogt operations per second) while for the
P2041 it is expressed in MIPS (millions instructper second).
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The energy efficiency, which is the relationshipgween performance and power
consumption (GFLOPS/W), can provide a better oesnof the device. Among the selected

devices, the MPPA provides the best energy effigien

5.3 Platform description

The P2041 RDB, the Parallella computer, and the MPBRveloper platforms were
used for evaluating the P2041 quad-core proceEpigphany EG16301 multi-core processor,
and MPPA-256 many-core processor respectively.dBseription of each platform as well as

some details of each device, are presented irotlesving subsections.

5.3.1 P2041RDB

The Freescale P2041 RDB platform is a compact vdrX) highly integrated
reference design board featuring the quad-core PZfevice. Its maximum operating
frequency is 1.5GHz and includes a rich input/oti{®) mix. The board can serve as a
reference for hardware development and its maiticgipns are networking, control plane
and mixed control plane in switches and routerselsgation network interface, baseband cards,
aerospace and defense, factory automation, etcPZB&4 RBD memory system supports 4
GB of DDR3 at 1333 MHz data rate. It has 128 MB\N@R flash, a 256 KB?C EEPROM
and 16 MB of SPI memory. It also includes two USB ceptacles, two SATA ports and a
SD card slot (Freescale, 2011). Figure 5.1 illusgahe components of the P2041RDB
platform.

On-Board

ATX Power Conn ‘ ‘ Power Gircuit ‘ POR ‘ ‘ Reset PLD ‘ ‘ Clocking ‘
x64
Qorla DDR3 SODIMM (4 GB) ‘
e M8—{ 128MB NORFiash_| s
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Figure 5.1: P2041 RDB platform (Freescale)
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QorlQ P2041 processor

The QorlQ P2041communications processor is a raté processor based on four
e500mc cores built ifPower Architectures technology with high-performance data path
acceleration architecture (DPAA), CoreNet fabriérastructure, as well as network and
peripheral bus interface required for networkinigs Imanufactured in 45nm SOI technology
and includes a 10-Gigabit Ethernet Media Accesdrobber (10GEC). This quad-core can
operate up to 1.5 GHz and includes a three-lewaehierarchy. It has a 1 MB shared CoreNet
Platform Cache (CPC) fronting the memory controdlad a 64-bit DDR3 and DDR3L (low
power) DRAM interface with 8-bit ECC and chip-selaterleaving support. It also has five 1
Gbps Ethernet controllers, three PCI express 2d@rakers running at up 5Gbps, foliCl

controllers, etc. Its SOl implementation makes ti@gice immune to latch-up events. Figure

5.2 depicts the architecture of the P2041multi-qgooeessor (Freescale, 2015a).

g
“% Qqora ———  #

ku_l—

Figure 5.2: Architecture of the P2041multi-coreqassor (Freescale).

The e500mc core is a low power implementation & tbsources for embedded
processors defined by the Power I8AThe core is a 32-bit implementation that impletaen
32 32-bit general purpose registers; however ipsttpaccesses to 36-bit physical addresses.
The core is a superscalar processor that cantissuastructions and complete two instructions
per clock cycle. The e500mc core implements indépenhon-chip 32 KB L1 caches for
instruction and data with automatic cache invalaatvhen a parity error is detected, and a
unified 128 KB backside L2 cache. L1 cache is ptete with parity while L2 cache is
protected with configurable ECC or parity for thealarray, and parity for the tag array. This
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architecture corrects single-bit errors and deteuiltiple-bit ones. Figure 5.3 illustrates the

L1 data cache organization (Freescale 2015b).
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Figure 5.3: L1 data cache organization (Freescale)

The L1 instructions and data caches are organigé#i ssets of eight blocks with 64
bytes of data in each cache line. The data cachd lparity bit per byte and 1 parity bit per
tag. Each block contains contiguous words from nrgntbat are loaded from a 16-word
boundary (that is, physical addresses bits 30 tar8%ero). Cache blocks are also aligned on
page boundaries. Physical address bits PA[24:28]i¢he the index to select a cache set. The
tags consists of physical address bits PA[0:23].

5.3.2 Adapteva Parallella

The Parallella-16 board is a high performance camguplatform credit card sized
based on a dual core ARM A9 processor used asamosthe Adapteva Epiphany 16-core
used as co-processor for parallel computing. Tlerdand the Epiphany chip are developed
by Adapteva with the aim of providing an affordablger computer for speed up the transition

from serial to parallel computing (Adapteva, 2009).

The central processor on the Parallella is the Z§0@0 SoC that combines a dual-core
CortexTM —A9 MPCoreTM processing system with Xili@8nm programmable logic. The
Epiphany co-processor is the E16G301 device wit€R8s. The main memory is a 1GB 32-
bit wide DDR3L SDRAM. In addition the board inclide flash memory of 128 Mb, a
10/100/1000 Ethernet port, 2 USB 2.0 connectioridjao SD as a primary boot source and
main Parallella storage medium, a serial port adD&lI port. Figure 5.4 depicts the parallella

architecture.
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Figure 5.4: Parallella architecture (Adapteva)

Epiphany Multi-core processor description

The Epiphany is a scalable multi-core architectuith up to 4095 processors sharing
a common 32 bits memory space. It defines a pacalieputing fabric comprised of a 2D array
of processors nodes connected by a low latency metstork-on-chip. The E16G301 which
is based on '8 generation of the Epiphany multi-core IP, is acBe System-On-Chip
implemented in a 65nm CMOS technology (Adaptevd12). Each processor core is a 32-bit
superscalar floating point RISC CPUs, capable dbpaing two floating point operations per
clock cycle and one integer calculation per clogéle. The device has a peak performance of
32 Gflops (2 Gflops per core). The maximum chip ppeonsumption is less than 2 watt. Each
CPU has an efficient general-purpose instructioh that excels at compute intensive
applications while being efficiently programmable iC/C++. Figure 5.5 shows an
implementation of the E16G301 architecture.

: 1GHz
fhlgklo RISC CPU

(o] LINC]

eLink 10

Figure 5.5: Implementation of the E16G301 Epipharghitecture (Adapteva)
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The memory architecture of the Epiphany multi-dsreased on a flat shared memory
map. Each compute core has up to 1 MB of local nigras a unique addressable part of the
total 32-bit address space. The core processaaaaess its own local memory as well as other
processors’ memory by means of standard load/stwteuctions. The local memory is
comprised of 4 independent banks, each one of KB fotal of 32 KB for each CPU core as
depicted in Figure 5.6. For the particular casthefEpiphany E16G301 that implements 16-
cores, the chip has a 512 KB distributed shared ongdapteva, 2011b).

GLOBAL SPACE

CORE_63_63 OxFFFO0000
i CORE| 63_3 0xFC300000
CORE_63_2 0xFC200000
CORE_63_1 0xFC100000
LocALabACy CORE_63_0 OXFCO00000

0x000FO000 ‘ MEMORY-MAPPED REGISTERS ]
CORE_1 63 0x07F00000
CORE_1_3 0x04300000
RESERVED _ CORE_1.2 0x04200000
CORE_1_1 0x04100000
| CORE_1 0 0x04000000
CORE_0_63 0x03F00000

0x00006000 INTERNAL MEMORY BANK 3

CORE_0_3 0x00300000

0x00004000 INTERNAL MEMORY BANK 2 I ==l
i CORE_0 2 0x00200000
Ox00002000 INTERNAL MEMORY BANK 1 b CORE 0 1 | 000100000

" 01 |

0x00000000 INTERNAL MEMORY BANK O l LOCAL MEMORY 0x00000000

o

Figure 5.6: Epiphany global address map (Adapteva)

The Epiphany Network-On-Chip (eMesh) is a 2D mestwork for high speed inter-
processor communication that connects the on-chiggssor nodes. The mesh network
efficiently handles all on-chip and off-chip comnitation in high throughput real-time
applications. Each routing link can transfer up tiytes of data on every clock cycle supporting
an effective bandwidth of 64 GB/s at a mesh opagatiequency of 1 Ghz. The network
comprises three separated and orthogonal meshustactwo networks for allocating on-chip
and off-chip write traffic, and one network for edlad traffic. Figure 5.7 shows an overview of

the network-on-chip.
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Figure 5.7: eMeshTM Network-On-Chip overview (Adajate

Anti-latch-up Circuit

Since the Epiphany multi-core is implemented infB3DMOS that does not provide a
Latch-up protection, it was necessary to add icade to the board an anti-latch-up circuit for
limiting the current supply to 1 A. The implementgctuit illustrated in Figure 5.8 works as
follows: A pre-set potential coming from a voltagigider is applied to the positive terminal
of comparator with the aim of determining the maxmoutput current of the circuit. The drop
across the current sense resistor of @it amplified by a gain of 10 using a differential
amplifier, and connected to the negative of the manator. Under normal working conditions,
the current is within the permissible limits and potential at the negative terminal is less than
the potential at the positive one, then the conpautput is at high level which activates a
relay through a transistor connecting the posiireninal of the power supply with the output

of the anti-latch-up circuit.

As the desired output current must be limited tq fl® maximum drop across the
resistor is 0.01V. This voltage is amplified byagtbr of 10 for obtaining 100mV at the input
of the negative terminal of the comparator. Anyesscof current will cause a potential drop
greater than 100mV after amplification. For thiagen, the voltage divider output should be
set to 100mV. This is achieved by placing a contimneof 1KQ and 49K2 resistors.
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Figure 5.8: Anti-latch-up circuit

When the current drawn by the external circuitighbr than 1A, the comparator drives
its output to low which switch off the transistar fdeactivating the relay. Once the current
peak falls down, the comparator will switch on tfansistor again. The circuit thus acts like a
switching regulator when the output requiremenmire than 1A. To reduce the ripples, a
parallel capacitor of 100uF and a series inductand®mH are connected at the output of the

circuit.

5.3.3 MPPA Developer

The MPPA Developer is a development platform basedan Intel core 17 CPU
operating at 3.6 GHz and running a Linux OS. ThePMPnany-core is available within the
Developer as an accelerator of the X86 Host CPuetted through 16 PCle Gen3 lanes. In
addition to the PCle board and the MPPA-256 Pracesise platform includes a PCle board
for debug and probe.

The MPPA Developer is delivered with a user envinent and configuration
containing Linux CentOS 7 x86 64, Eclipse 4.3 anBRv\ ACCESSCORE SDK v2.5 for
developing, optimizing and evaluating applicatiombe latter includes three programming

models for developing an application: POSIX, KaléyenCL and Lowlevel.

MPPA-256 Many-core processor description

The MPPA-256 (Multi-Purpose Processing Array) is many-core processor
manufactured in TSMC CMOS 28HP technology. It intégs 256 Processing Engine (PE)
cores and 32 Resource Management (RM) cores, s¢idoan the same VLIW 32-bit/64-bit
architecture. The processor operates between 400 afid 600 MHz, for a typical power
ranging between 15 W and 25 W. Its peak floatingHpperformances at 600 MHz are 634
GFLOPS and 316 GFLOPS for single and double-p@tisespectively (Kalray, 2016).
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The second version of this processor, called Bossaconsidered in this work. The
global processor architecture is clustered wittca@pute clusters (CCs) and 2 input/output
clusters (I/O) per device, where each cluster is &around a multi-banked local static memory
(SMEM) of 2MB shared by the 16(PE) + 1(RM) coreshia case of the compute cluster, or by
the 4(PE) + 4(RM) cores in the case of the I/Oteltss A wormhole switching network-on-
chip (NoC) with 32 nodes and a 2D torus topologynets the compute clusters and the 1/0
clusters. An overview of the many-core processdlustrated in Figure 5.9.
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Figure 5.9: Many-core processor components (Kalray)

The SMEM is composed of 16 independent memory bahk§384 64-bit words, for
a total capacity of 2MB. Each memory bank is asgedi with a dedicated request arbiter that
serves 20 bus masters: the D-NoC Rx (receive)fater the D-NoC Tx (transmit) DMA
engine, the DSU, the resource manager (RM), anBHB&ores. Figure 5.10 illustrates the

compute cluster buses.

The 16 memory banks are arranged in two sideshain&s, called left side and right
side. The connections between the memory bus rsaaterreplicated in order to provide
independent access to the two sides. The privdkbes pathe 16 PE cores are connected to the
16 memory bank arbiters. Other bus masters (D-N&CCRNoC Tx, DSU, RM) have their

own private path also connected to the 16 memonk bebiters (Kalray, 2016).
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Figure 5.10: Compute cluster bus masters.

The main components of the many-core processoca@rered by error protection
mechanisms except the instruction and data cachmones of the VLIW core that are
protected by parity. The SMEM implementation irdases bits of 8 adjacent 64-bit words
which allows localized errors spread as multiptge ECC (SECC) errors. SECC errors are
detected and corrected on the fly.

The NoC router queues (512 of 32-bit flits eacle)aso protected by ECC. Note that
SECC errors are silently corrected while Double EDECC) errors are detected and signaled.
The VLIW core implements separate instruction aathatache. There is no hardware cache
coherency mechanism between cores nor betweenaddtanstruction cache. However, to

enforce memory coherency, several software meamsrase available to programmers.

The MPPA-256 many-core is embedded in a developmplattorm containing the
MPPA ACCESSCORE SDK version 2.5 for developing, imojsing and evaluating
applications. The platform is based on an Inteéd@rCPU operating at 3.6 GHz and running
a Linux OS. It includes a PCle board MPPA-256 Bostersion and a PCle board for debug
and probe (Kalray, 2016). This board implementsoduie for controlling current and voltage

aiming at mitigating latch-up events.
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5.4 Benchmark application

A standarcdh x n matrix multiplication (MM), which is a memory-bourapplication,
was selected to be tested throughout this thesisvas considered since the matrix
multiplication is one of the most essential algons in numerical algebra as well as in
distributed, scientific and high-performance commiBallard, 2012). Concerning avionic
applications, MM is used for image processingefitig, adaptive control, and navigation and

tracking. For the evaluation of the applicationo t8cenarios are proposed.

In the first scenario, the sequential algorithnite matrix multiplication was used.
This scenario was implemented in the P2041 andEfiyghany multi-cores using one core of
the device as theaster core. Each core executes independently the sarnnix mailtiplication
(C=AxB) and compares its results with a predefined vedweder to identify errors. The size
n of the matrix was selected depending on the memapgacity of each device in order to fill
as much as possible the cache and shared menamgk$y maintain a trade-off between the
amount of memory used and the execution time. Tagices A, B and C were located in
consecutive memory vectors. All the elements ofrttagrix A were filled up with the same
valuea. Similarly matrix B was filled up witl, thus the expected result wax b x n for all
the elements of matrix C. The matrices were fillgdwith fixed values in order to simplify the
data analysis since a known value helps to idewifich bit or bits have been changed during
the test. In this way, MBUs (Multiple Bit Upset9ddaMCUs (Multiple Cell Upsets) can be
easily detected. It is important to note that theults of the radiation experiments are totally
independent of the input values, no matter thaghanproduces a bit flip in a fixed or random

value.

For the second scenario, each compute clusteledfPPA-256 many-core executes
independently a parallel algorithm of the matrix Itiplication. The source code is an
assembler optimized version of a collaborative 256 matrix multiplication, distributed
among the 16 processing elements (PE). Inside ®@aster, the resource manager (RM) core
is themaster of the system. The computation run repeatedlyuarantee that each cluster
computes enough time so that all the clusters woparallel. A, B and C are single precision
floating-point matrices. The size of the matrix veé®sen so that data and code remain in the

local SMEM memory.

5.5 Concluding remarks

In this chapter, the system configuration for tkialeation of the proposed approach
was detailed. All the targeted devices were caméid in AMP mode to isolate the fault-

injector device. In addition, a memory-bound amtlin was chosen to be implemented in
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bare-metal mode. This application was selectedesinallows using extensively the memory

resources.

Three different devices grouping representativhnietogical and architectural aspects
of multi/many-core processor were selected to wahdidthe approach. Details about the
development platforms as well as the processore described. Furthermore, the design of an
anti-latchup circuit for protecting the Parallellaard was also presented. This design is not

specific for this board, so it can be used for grtihg any circuit.

The evaluation of the selected platforms basedhenFreescale P2041 quad-core
processor, Epiphany EG16301 multi-core processnd Kalray MPPA-256 many-core

processor through accelerated ground testing attdrigection is presented in the next chapter.
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Chapter 6: Experimental results and
evaluation

This chapter presents the evaluation of the P204d-gore processor, Epiphany multi-
core processor, and MPPA-256 many-core proceshis.ig accomplished by means of fault-
injection campaigns and radiation ground testirip 4t MeV neutrons. Radiations campaigns
were performed to obtain the static cross-sectidheodevice as well as the dynamic response.
The results obtained during fault injection andistadiation experiments allow predicting the
error rate of an application implemented in thecewning device. The dynamic cross-section
of the device is used for validating the predictapproach and for assessing the reliability of

the device executing an application while it is@sgd to radiation.

6.1 Evaluation of the Freescale P2041 multi-core procssr

For evaluating the dynamic response of the P204ti-gore, the sequential algorithm
of the 80 x 80 matrix multiplication was implemented on each cdree input matrix A was
filled up with 1's and matrix B was filled up witis, thus the expected result wig0 for all

the elements of matrix C.

6.1.1 Neutron radiation campaigns

Due to the P2041 multi-core is implemented in Sf¢hhology, it is no necessary to
add an anti-latch-up circuit. Since the cache m@saf the target device implement protection
mechanisms that cannot be deactivated, for evalyttis device a complementary technique
based ommachine-check error report was used. This allows logging data that have been

corrupted and corrected during the radiation expenis.

For the experiments, the cores were configuredwinie shadow mode where all
modified data in the L1 cache is written througtoithe L2 cache. This ensures that, if data or
parity tags are corrupted in the L1 cache, it carnbalidated and repopulated with the valid
data from the rest of the memory hierarchy (Frdes@®15b). In addition, the L1, L2 and L3
caches, as well as timachine-check error report of each core were enabled. For logging all
the SEEs occurred during the radiation experimémésnachine-check error interrupt and the
Cache Error Checking bits were also enabled. Errors detected by thécaipn and by the
machine-check-error report were considered in order to evaluate the sertsitofi the 45nm
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SOl technology of the target device. Table 6.1 shtive sensitive zones of the multicore-

processor targeted in the radiation experiments.

Table 6.1: Targeted sensitive zones of the P204fi-oare processor

Sensitive Zone Location Capacity Description
L1 Core 0,1,2,3 32 KB/ D per core 32 KB/ | per core atdlInstruction Cache
L2 Core 0,1,2,3 128 KB per core Backside Unified Cache
L3 Multi-core 1024 KB per chip Frontside Cache
GPR Core 0,1,2,3 32 registers of 32 bits Genergldaar Register
FPR Core 0,1,2,3 32 registers of 64 bits FloatingtARegister

Experimental Setup

Static and dynamic radiation experiments were pero on the P2041 RDB
development board which integrates the studiedi+oafe processor. The device under test
was placed facing the center of the target perpelatly to the beam axis at a distance of 19.1
+ 0.5 cm. The neutron beam energy was 14 MeV with estimated flux of
1.96 x10° n.cm~2.s~! at 500 Hz frequency with an error df.1x10° n.cm™2.s~1. For

protecting the rest of the platform, a 5 cm thidspolypropylene block was used.

Static Sensitivity

The first radiation campaign was carried out fotagiing the static cross-section of
the device. In order to simplify the interpretatioh the results due to cache-coherence
mechanisms, the self-testing application was condid so that each core reads from and writes
to different sections of the main memory. Eachieadtas the same size as the L2 cache. In
the particular case of the L3 cache, only the €oneas configured to use it, preventing other
cores to access it. In this campaign were obses8e8EES within 2 hours of exposure time.
Among them, 46 were SEUs and 12 Single Event Fomakinterrupts (SEFIs). There were no
detected errors in GPRs and FPRs. Latch-up evests mot present due to the immunity of

SOl technology process. Table 6.2 summarizesahdts of this campaign.
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Table 6.2: Results of the static radiation campaign

SEE Type Type of error Occurrenceg Consequences

SEU L1 Data cache parity 9 None

SEU L2 Single-bit ECC 29 None

SEFI L2 Tag parity 5 Hang

SEU L2 Multiple-bit Tag Parity 1 None

SEU L3 Single-bit ECC 7 None

SEFI L3 Multiple-bit ECC 6 Hang

SEFI Other errors 1 Hang

Total 58

For obtaining the static cross-section of the $0hhology ¢sratic sor) the equation
(2.1) was applied. This experiment considers aw®mll the observed SEEs no matter they

were detected by the machine-check error repotiy dhe self-testing application.

Fluence = Flux * exposurejme = 1.96x10° n.cm™2.s71 * 7200 s

Number of upsets 58 cm?

= =4.11x1078
Fluence 1.41x10° X device

OSTATIC_SOI =

Due to the scarcity of experimental data (58 SEES) compulsory to add uncertainty
margins to these results. For a 95% confidencevaltéx = 0.05), the lower and upper limits
for the dynamic cross-section are:

2 sz

cm
3.12X10_8E < GSTATIC_SOI < 532X10_8E

The targeted registers and memory cells of theiocou#t processor expressed in bits
represent the sum of: (1 x L3[1IMB] + 4 x L2[128KB] 4 x L1 data[32KB] + 4 X
L1 inst[32KB] + 32 x GPR[32 bit] + 32 x FPR[64 Hjtsesulting1.47 x107bits. Then, the
confidence interval for the static cross-sectionr pat is estimated as[2.12 —
3.62] x10715 cm?/bit. Reference (Stolt, 2012) provides the estimatfdh@bit cross-section
of a 45nm CMOS technology processox{Q~1* cm?/bit ) for neutrons with the same
energy. From these results, it can be seen thah 48Dl technology is between three and five

times less sensitive to SEEs than its CMOS couaterp

On the other side, the static cross section ofdthéce(ogtatic ) IS calculated only
based on the errors produced during the staticltestis case, there were 12 SEFI that caused
hangs. Then, thestaTic Of the device under test is:

12 cm?

= ——— =851x10""°
OSTATIC 1.41x10° X device
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which expressed with a 95% confidence interval is:

2

cm 2
4.40)(10_9@ < OSTATIC < 14.9)(10_9

cm
dev

Errorsin L1, L2 and L3 caches, both in data areayd cache tags were detected by the
machine-check error report. In addition, it wasasleed a SEFI (depicted in Table 4.6 as "Other
errors") that produced a system hang simultaneansly the cores. This event leads to several
errors logged by the self-testing application ragnbon the processors that showed data
different from the original word (Ox55AA55AA) wrih in the memory. From these errors,

two types of patterns were identified. The pattemessummarized in Table 6.3 and Table 6.4.

Table 6.3: Main memory space and details of ttet fiattern of errors occurred during the statit tes

Core | Start Address| End Address Range 1 Range 2 Range 3
0 0x10000 0x30000 0x16548 - 0x1657c 0x14cc8 - Ofcl4c 0x16ac8 - Ox16afc
1 0x40000 0x60000 0x46048 - 0x4607c 0x463c8 - 0fet§3 0x46908 - 0x4693c
2 0x70000 0x90000 0x76048 - 0x7607c  0x76388 - OkEH3 0x76908 - 0x7693c
3 0x100000 0x120000 0x106048 - | 0x1063c8 - 0x106908 -

0x10607c x1063fc 0x10693c

Table 6.3 presents the main memory space useddbycese (columns 2 and 3) and
the address ranges where the first pattern wasaggd. It consists of a set of fourteen words
with consecutive addresses contailtlxEADBEEF as data. The second pattern constitutes
scattered clusters of errors of four words eachednoh of them, the first word contained
OxDEADBEEF, the second on@x20200044, the third one0x00130000 and the last one
0x00006000. Table 6.4 summarizes the replications of thiggpat as well as the involved

addresses.

Table 6.4: Details of the second pattern of eromaurred during the static test

Core No. Ocurrence 1st Word Address 2nd Word 3rd Word 4th Word
Address Address Address
1 0x10000 0x10004 0x10008 0x10024
2 0x16000 0x16004 0x16008 0x16024
0 3 0x16200 0x16204 0x16208 0x16224
4 0x16600 0x16604 0x16608 0x16624
5 0x42000 0x42004 0x42008 0x42024
1 6 0x46380 0x46384 0x46388 0x463a4
7 0x46440 0x46444 0x46448 0x46464
8 0x72000 0x72004 0x72008 0x72024
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Core No. Ocurrence 1st Word Address 2nd Word 3rd Word 4th Word
Address Address Address
2 9 0x763c0 0x763c4 0x763c8 0x763e4
10 0x76440 0x76444 0x76448 0x76464
11 0x7c000 0x7c004 0x7c008 0x7c024
12 0x102000 0x102004 0x102008 0x102024
3 13 0x106380 0x106384 0x106388 0x1063a4
14 0x106440 0x106444 0x106448 0x106464

Due to the fact that errors have occurred simutiagly and the observed pattern is
repeated among the cores, it is presumed thatialpgrerturbed a shared resource of the chip.
Because of the nature of these errors, it is sugddbat the affected resource was a register
belonging to the CoreNet Coherency Fabric (CCFjclvis the connectivity infrastructure of

the multi-core processor.

Dynamic Response

A second radiation test campaign was carried otlt thie device operating in AMP
mode without OS to obtain the dynamic cross secliar tests, each one lasting 2 hours were
performed. Table 6.5 shows detected errors in [2Lahd L3 cache memories. The Load
Instruction and Instruction Fetch errors are thetadtical ones since they produced processor
hangs. Half of the observed L2 Tag parity erroaslld processor hangs. L1 Data cache parity

errors are not critical since L1 cache is invakditvhen parity fails.

Table 6.5: Results of the dynamic radiation teshefP2041 multi-core

SEE Type Type of error Test1 Test 2 Consequences
SEFI Load Instruction 1 0 Hang
SEU L1 Data parity 19 17 None
SEU L2 Single-bit ECC 9 20 None
SEFI 0 4 Hang
SEU 2 Tag parlty 3 1 None
SEU Multiple L2 errors 3 1 None
SEU L3 Single-bit ECC 3 2 None
SEFI Instruction Fetch 0 1 Hang
MBU Other errors 6 0 Erroneous result
Total 44 46

L2 and L3 Single-bit errors are not critical as E@C corrects them. Summarizing,

there were one SEFI in test 1 and five SEFIs in2é¢kat caused system hangs. In addition, six
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events in test 1 caused errors in the resultseofiplication, but they were not detected by the
multi-core machine-check error report. This putseuidence that errors were produced by
Multiple Bit Upsets (MBUS) involving not only dathut also parity information. A deeper

analysis allowed identifying the origin and muligitly of these events. Four of them were

clusters of errors whereas the other two were sidgta errors.

1) Clusters of Errors: three clusters of errorsuoa in core 2, and one in core 1. All
of them were very closely related and were detentetthe same read cycle. Each cluster
involves exactly 16 consecutive positions of theuliing matrix. Each matrix element was an
integer value (4 bytes). In all cases, an incorrestilt of "2" was observed instead of the

expected "160". Considering that:

* The e500mc processor features a set associativadtfe memory organized as 64 sets
of 8 blocks with 64 bytes in each cache line.

» The L2 cache memory is organized as 256 sets i of 64-byte cache lines.

* The number of consecutive corrupted addresseslgxaatches the size of the cache
line in the processor architecture.

» The physical addresses involved in each clusteespond to a cache block.

Then, it is clear that the cluster of errors wasdpiced by an upset affecting the cache
address tag. It can be explained as follows: Ugaling the involved addresses which have
Line Tag T stored in Set S, the cache hardwarevef incorrect data instead of fetching the
correct values from the main memory because adbmping to this set S was corrupted and
became that precise tag T. The persistence oh2lsese errors indicates that the cache had
already been filled-up with the contents of maBixTaking into account the data address
mapping shown in Figure 6.1 (a), any line tag casaat in the intervalQx403D6 - 0x403DC)

(matrix B) could have become the cluster error tage

Comparing the tags of the clusters of errors witbheone of the tags in the previous
interval, it was possible to detect a MBU affectibigs bl and b2 due to their physical
adjacency. For the three cases the tags had tealnged (fron®x403DB to 0x403DD and from
0x403D8 to 0x403DE). These errors were not detected by the parityeption mechanisms
since parity bit remains the same. Note that theddhe implements only one parity bit per
tag. Thus, in the authors’ opinion, a particle nfiedi two consecutive bits (MBU) belonging
to three different tags (Multiple Cell Upset withuhiplicity of three). Moreover, when
decoding the corrupted addresses, it was possibletermine that the cache lines in S\,
Ox1E and 0x20 were affected. The fact that even and quasi-catisecsets in cache were

involved, gives clues about the possi®lB implementation of the caches. Figure 6.1 depicts
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the clusters of errors observed in Core 2 assuthithe particle affected the L1 cache. Two
of them had line ta@x403DD and the other on@x403DE. Note that in Figure 6.1 (a), the main

memory is illustrated by blocks of 64 Bytes. Onemoey address (36 bits) comprises cache
tag (24 bits), set (6 bits) and word position (@)iAlso note that matrices A, B and C do not

begin exactly at the initial part of the addreas lihat the cache refers to.

MAIN MEMORY
Line Tag, Set First matrix element address

0x403D0 0x10 |A(1%) 0x403D0420

0x403D6 0x20 |[B(2s) | |0x403D6820
0x403D8 0x20 ,
0x403DB Ox1A )
040308 OXIE

0x403DC 0x30 |C(160%) 0x403DCC20
0x403DD Ox1A 7

0x4030D OX1E 7
0x403DE 0x20 ////////////%

0x403E3 0x00 0x403E3020
64 Bytes
(a)

L1 CACHE MEMORY

Line Tag Data
Set Ox1A E

8 - 0x1030E
B 2 Ox4 D

T

0x403DB > 0x403DD___ 2’s

t
1

(b)

Figure 6.1: Clusters of errors caused by undetdetgeérrors.

Finally, the cluster of errors observed in Coreppears in the line tagx203DD set
0x1B. Following the previous analysis it is possibles¢ify that the particle has also changed
the bitsbl andb2 of the line tagdx203DB setO0x1B becoming the line taGx203DD. This
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perturbation in the cache was not detected sinegdhnity remains the same. This cluster of
errors may have been produced by a MBU, or it wabably related to the clusters of errors
occurred in Core 2 due to their similarities, iniethcase the mentioned MCU would have
multiplicity of 4 (Ramos, 2016).

2) Single Errors: Two separated matrix-result detee corrupted from "160" to "162"
in Core 2, at address8g403DF380 and0x403DF480 respectively. Since the same lltwas
corrupted in both addresses and the differencedmstwhem i€x100, it is very likely that they
constitute an MCU. Also, this distance suggests itiamory interleaving probably involves
memory blocks of 256 addresses. These events wedetected by the parity protection which
indicates that the parity bit was corrupted as viditite that the L1 data cache implements one-
bit-per-byte parity checking. To conclude, the aoences of application errors and hangs are
evidences that the ECC and Tag parity mechanisensarenough to guarantee the immunity

of the cache memories.

On the other side, the errors obtained during testsd 2 described in Table 4.9 were
added in order to have the total number of errocsised within 4 hours of irradiation with a
fluence 0f2.82x10°n.cm™2. The total number of detected SEEs was 90, anch@ithem 12
produced erroneous results and hangs. Then, agmgination (2.1) the dynamic cross-section
is:
12 cm?

= ——  =425x107"°
ODYN 2.82x10° X device

Applying equation (4.7) for confidence level of B.9he confidence interval of the
dynamic cross-section in AMP scenario without QS is

2 2

cm _9 cm
— < ODYNAMIC < 7.33x1077 —

2.17x107°
X dev dev

6.1.2 Fault injection campaigns

Regarding fault-injection campaigns, the standardtrim multiplication was
independently implemented on three of the four £qfie3) while core 0 performs as the
monitor and fault-injector of the application. Twes of fault-injection were performed, the
first one targets program variables to emulatersnm cache memories, and the second one

targets processor’s registers to simulate faultegmster memory cells.
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Fault injection in program variables

Two fault-injection campaigns were performed. Tingt one aims at simulating SEUs
in L1 Data cache memory by targeting program véembl he second one simulates SEUs in

L2 cache memory by also targeting program variables

For the first case a matrix sized of 40x40 waslpaile for the second case a 80x80.
In both cases, the matrices A, B and C were lodatednsecutive memory arrays. Additionally
to these variables, the algorithm uses some irltgara@bles to manage the loops and to store
some intermediate results. Each variable was impihéed in 32 bits. Table 6.6 summarizes

the variables involved in the fault injection cangpa

Table 6.6: Variables details for both scenarios

Matrix size r Input Output Loop Sensitive are
variables variables variables
40 3200 1600 3 ~19 KB
8C 1280( 680( 3 ~75KB

Fault injection in program variables 40x40 MM

The first fault-injection campaign considers thgdation of one SEU per execution in
program variables. The consequences of the injeBted are classified as silent fault,

erroneous result, exception and timeout.

In this experiment, SEU faults were injected atants selected within the nominal
duration of the executed program which was 95606kctycles. Figure 6.2 shows a general

overview of the first test campaign where 43104t$awere injected.

43104
33814 M Runs

M Result Errors

Exceptions
B Silent faults

B Timeouts

Figure 6.2: Results of the first fault-injection qaagn

From the presented results, it can be calculatedpiplication error-rate applying the

equation (4.1) and considering as errors the resudts, time-outs and hangs.
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Number of Errors 33816

= = = 78.45x1072
1Ny Number of Fault Inj. 43104 X

As shown in figure 6.2, the standard matrix muiti@lion algorithm is very sensitive
to SEUs targeting the variables of the programirtgaan error rate about 78%. Very few time-
outs and exceptions, caused by a fault injectesl one of the loop variables, were detected
during this campaign. It is explained since loopalales only represent 0.06% of the sensitive

zone. Table 6.7 shows a distribution of errors agrtbe variables for the first test campaign.

Table 6.7: Distribution of errors depending on ltteation of the targeted variable

Targeted Variabl Runs Silent fault Result errol Time-out Exceptior
INPUT 28705 630 28075 0 0
OUTPUT 1437( 865¢ 5711 0 0
INDEX 29 1 26 1 1

Table 6.7 identifies the critical zones of the nxatnultiplication algorithm. Results
show that fault injection in the input matrices égwroduced 83% of the errors, while faults
injected in the output matrix produced only 17%twf errors. Note that the input area doubles
in size the output area but the errors generatéigeimnput area are almost 5 times the errors
generated in the output area. Then, the mosttsenarea of this application is the input area.
This can be explained since input matrices haveers@posure time than the output matrix
because of math operations. The least sensitiaigre one corresponding to the internal
variables since it has only three loop variablesweler, in this zone were produced the time-

outs and exceptions that can dramatically affezisiquence of the program.

Fault injection in program variables 80x80 MM

A second fault-injection campaign in program valestwas performed increasing the
matrix size to 80x80 which gives 75 KB of data. Shvas done in order to surpass the
dimension of L1 data cache that is 32 KB. In theg/wthe use of L2 cache is guaranteed. It is
important to note that the size of the matrix wak&ed in order to maintain a trade-off
between the amount of memory used and the exeditien Table 6.8 shows an overview of
the second test campaign where 99067 faults wget@d with a nominal execution time of
758381 clock cycles.

84



EXPERIMENTAL RESULTS AND EVALUATION

Table 6.8: Results of the second fault injection gaign in program variables

SEUs Silent Error
Runs Erronelous Timeouts | Exceptions
per run faults results Rate (%)
1 9906¢ 3441( 64657 1 1 65.27

As shown in Table 6.8, when the size of the masrincreased, the application error-
rate, calculated applying the equation (4.1) de@ealt shows that, even if the code of the
application is the same, varying parameters amtitex size may have a significant impact in
the application’s sensitivity. An extra experimemit of the scope of this thesis, was performed
running the same application under Linux operasipgsfem (Vargas, 2015). In this case, the
fault injection campaign targeted not only prognzemiables but also shared libraries and the
operating system, providing an error rate about 40Pts result also shows that varying the
configuration of the experiments may change sigaiftly the error rate of the application.

Figure 6.3 shows the total number of errors pecetken versus the execution time.
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Figure 6.3: Number of errors vs execution time

In Figure 6.3, it can be seen that the total nurobpropagated errors in the application
decreases linearly with the execution time. Thjgpeas since at the beginning of the execution
the total area of the matrices is exposed. Thia egduces as the indexes of tfoe loops of
the algorithm increase until the end of the executi The errors in blue come from fault

injection in the input matrices, while errors il r@ome from fault injection in output matrix.
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Figure 6.4: Number of errors vs affected address

Figure 6.4 shows the total number of errors pecetxen versus the addresses of the
matrices. In this figure it is possible to see thatmajor density of errors belongs to the range
of addresses of the second matrix. It can be engadsince the algorithm uses nedtedoops,
where the index of the second loop is the onerdpaats the size of the matrix times the number
of the index of the first loop, which results in ra@xposure time of the second matrix.

The aberrant values observed in both figures avdymed by faults injected in matrix
A. In the case of figure 6.3, aberrant values tdsal to form a diagonal as the main diagonal
produced by faults injected in matrix B, but theg emuch more scarce since the exposure time
of matrix A is much more shorter than the one @t B. In the same way, in figure 6.4, the
errors produced by faults injected in memory adsescorresponding to the matrix A are

scarce due to the short exposure time of the elenaématrix A.

The results presented in both figures evidence fat injection is a very useful
strategy for analyzing the behavior of an applaain presence of SEU type events. In this
way, programmers may have the possibility to mothfy programing paradigm with the aim
of reducing the impact of SEUs in the results efdipplication.

Fault injection in processor registers

The third fault injection campaign target 32 Geh&warpose Registers (GPRs) and 5
Special Purpose Registers (SPRs) which are actesgsitsoftware means. The registers are
32-bits sized, and thus the target sensitive arebout 1Kbits. For this campaign the number
of injected faults was considerably lower than thelt injection in variables due to the
criticality of certain registers such as SRRO (pang counter), SRR1 (machine state register)
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in which faults may result in synchronization lassexceptions. Table 6.9 shows a general

overview of the second test campaign where 50@sfawére injected.

Table 6.9: Results of fault injection in registers

Injected fault | Silentfaults Erroneous Timeouts Exceptiors SER (%
results
50C 437 26 24 13 12.€

Results in table 6.9 show that the error-rate mutii2,6%. However, manipulating
certain processor registers become critical beciuseises several timeouts and exceptions.
Hence, the performance of the whole system is diaally affected. Nevertheless, the
occurrence of a fault in a processor register haaryalow probability since its physical area
corresponds to 0.6% of the area occupied by progaiables and data. Table 6.10 presents

the error incidence classified by type of register.

Table 6.10: Detected errors distributed by regsster

Targeted Registe Rung Silent Erroneous | Timeouts | Exceptiors | SER(%
faults Results

GPR Oto 7; GPR9, GPR 10, GPI 14¢ 12¢ 17 0 0 12
GPR ¢ 19 12 4 0 3 21

GPR 1: 16 9 4 0 3 25

GPR 13to 31 235 235 0 0 0 0

SRRI 26 18 0 8 0 31

SRR( 27 3 1 1€ 7 89

LC/CRF/ XER 32 32 0 0 0 0

Table 6.10 shows that the most critical regist&R&R0. This register saves the context
of the program before the interruption subroutb®% of injected faults in the SRRO register
lead to a timeout and 26% produce exceptions. ddnisbe explained due to the fact that the
program counter contains the next instruction toelzecuted after the interruption, and

perturbing its content will cause a sequence loss.

Another critical register is SRR1. It stores thexteot of the machine-state-register
when an interruption occurs. A fault injection hist register may produce a time-out when
processor state is performing an address transtétionstruction and data memory access. On
the other hand, the experiment proves that spesgyidters LC (Load Context), CR (Condition

Register) and XER (integer exception register) havencidence in the program execution.
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Regarding GPRs, they present different types aflieslepending on how often they
are being used by the compiler in this applicatlarthis case, it can be seen that GPR 8 and
GPR 11 are frequently used to store data duringpatetion. Figure 6.5 shows the distribution

of the consequences of the fault injection campaigaccessible registers.

87% ‘13%
B Timeouts

Exceptions

ﬂ B Silent faults
3% B Result errors

Figure 6.5: Consequences of fault injection in asitee registers

6.1.3 Error rate prediction

During the static radiation test, cache memoriewel§ as accessible registers were
targeted. Results show 12 errors in cache memanigsio errors in tested registers. Therefore,
the equation (4.3) is reduced to obtain the predietrror-rate as follows:

Tsgu = Tsgu_cacHE = Tinj * OstaTic * Mf (6.1)

From the obtained results in sections 6.1.1 and 6the confidence interval of the

OSTATIC WaS[4'4O - 149]X10_9

cm?
e

Tovice and ther;,; was 65%. In addition, since the 80x80

matrix multiplication occupies 75KB of data, anda thize of the L2 cache is 128KB, the

memory utilization factor (Mf) is:

Then the predicted error-rate is:

2

_9 _9 cm
Togy = 0.65 *851x1077 5 0.59 = 3.26x10™° ——

Being the confidence interval for the predictederate:

2
cm
Tsgy = 0.65 % [4.40 — 14.9]x107% x 0.59 = [1.68 — 5.71]x10~° Tov
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For validating the predicted error rate, it is res@gy to compare this value with the

measured one. The measured error-rate correspontige tdynamic cross-section interval

which is[2.17 — 7.33] x107° %. Figure 6.6 shows the predicted and measuredcapiplin

error-rates for a 95%confidence interval.
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Figure 6.6: Predicted and measured applicatiorr-eates for the P2041

In Figure 6.6, it can be seen an underestimatidh@predicted error rate that can be
explained as follows: 1) most of SPR are non-whgamnd thus, they were not targeted in the
static test and fault injection campaigns, 2) theick implements ECC and patrity in their cache
memories that correct most of the detected eriithiereby the ECC, or by cache invalidation.
It may affect the accuracy of the prediction. Huoere the relationship between the two
intervals suggests that the prediction approachiges an acceptable estimation of the error

rate which can be very useful to evaluate any impleted application.

6.2 Evaluation of the Adapteva E16G301 Epiphany micropocessor

Unlike the other selected devices, the Epiphanytirnate does not implement
protection mechanisms like ECC or parity in itemial memories. This fact is very interesting

for analyzing the behavior of this device in preseaf SEE.

As it was stated in the Parallella architecturecdption, the dual core ARM A9 is the
host processor and the Epiphany E16G301 multi-tsotiee co-processor devoted to parallel
computing. For inter-processor and multi-coredstlitommunications, it was defined a shared

memory space in the external DDR memory. Sincedhgrocessor does not have direct access
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to printf function for logging results, it has to write thidormation in the external DDR

memory of the board, and then test reads this information to log it.

For fault-injection purposes, all the variablesdubg the application are placed in the
internal local memory of each processor. The végmbf the program can be modified at any
time by the fault injector core since the Epipharghitecture allows all processor cores

accessing the whole internal memory of the chip.

In the Epiphany, it was implemented a master-slageeme to guarantee the
synchronization between core processors. In addit@master core is also synchronized with
the host processor. Thest monitors the application and logs the resultsoAlaring the test
campaigns, at each execution Host initializes the input matrices with predefinedues and

the output matrix with 0’s.

For initializing each execution, tlmaster core is waiting for atart flag from thehost
processor through a writing operation in the exdenmmemory. In turnglave cores are waiting
for the start signal from the master core whichtegria variable in the slave’s local memory
space. Once finished the calculation, each congpaoes the obtained results with a set of
correct values previously obtained, and writesag flalue in a predefined location of its local
memory for indicating to the master the end ofapplication. Thenaster core waits until all

the cores write the end value and finally, it osdirehost to log the results.

The benchmark algorithm that was tested via the @&ill-injection approach was a
standard 45x45 matrix multiplication. The input maf was filled up with 5’s while matrix
B was filled up with 6’s, thus the expected resudis 1350 for all the elements of matrix C.
The total number of variables used for the impletaigon of the matrix multiplication is 6078,
distributed in 4050 input variables, 2025 outputialsles and 3 indexes for loop operations.
Each variable was implemented in 32 bits, thustéingeted sensitive area was about 24 KB
that perfectly fits in the 32 KB local memory. $timportant to note that the local memory has
to contain both code and data. The size of theixags selected so that data occupy as much

local memory space as possible leaving enough $patige program’s code.

6.2.1 Neutron radiation campaigns

In order to protect the device, it is required tise of an anti-latch-up circuit when the
multi-core processor is exposed to neutron radiafidis circuit was detailed in the Parallella

platform description. Table 6.11 summarizes thesitea zones of the multi-core processor.
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Table 6.11: Sensitive zones of the Epiphany E16G80lti-core processor

Sensitive zone Location Capacity Description
SRAM Processor Core 32 KB per core Local memory
GPR Processor Core 64 registers of 32 bits per doré&eneral Purpose Registers
SPR Processor Core 42 registers of 32 bits per gor&pecial Purpose Registers

Experimental Setup

Two radiation test campaigns were performed omibki-core processor: one static
and one dynamic test. The DUT was placed facingémer of the target perpendicularly to
the beam axis at a distance of 38.5 + 0.5 cm. Hutron beam energy was 14 MeV with an

estimated constant flux of7.2 x10* n.cm™2.s~1 with an error 0f0.1 x10* n.cm=2.s7 1.

In the Parallella board the physical distance betwtbe Epiphany multi-core and the
host processor is less than one centimeter. Thus itregsired to limit the neutron flux for
avoiding particles affecting the host processoraddition, special attention was required to
protect the rest of the platform components frodiaton. For that, the Epiphany multi-core
was irradiated through a small hole in a 5 cm théds polypropylene block intended to protect
the platform. In the presented experiments, theage supply was controlled by using a
camera, available in the casemate of the acceldeatitity, for monitoring voltage and current

parameters of the power supply.

Static Sensitivity

To evaluate the intrinsic sensitivity of the mutire processor, a static radiation test
targeting the internal memory of each core wasoperéd. Thehost processor was in charge
of filling the internal memory of the multi-core thia predefined pattern using the Epiphany
SDK Utilities E-READ and E-WRITE (Adapteva, 2018)or this reason, the whole internal
memory of the multi-core could be targeted. At &mel of the experiment, the static cross-
sectionosrarc Was estimated to obtain the intrinsic sensitiafythe device built-in 65nm
CMOS technology.

The test was performed with an exposure time obur,hproviding a fluence around
2.59 x108n.cm™2. During the tests, 23 SEU and 1 MCU that produtdips in the written

pattern were detected. In addition, 2 SEFI thasedunangs in thaost processor were observed
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but not considered for the results since the DUJnig the Epiphany co-processor. Table 6.12

summarizes the results of the static radiation @agm Note that the subscript number

following MCU represents the multiplicity of the upset.

Table 6.12: Results of the static radiation testpaigns

SEE Type Test Consequences
SEU 23 Bit-flip

MCU (2) 1 Bit-flip
Total 24

Table 6.13 shows a sample of data containing #ijmt-caused by SEU and MCU in

the local memory, and logged during the experiment.

Table 6.13: Example of the obtained results instiagic tests

PATTERN | SEE TYPE| CORE| ADDRESS  DATA HEX DATA BIN
SEU 3 0x7C84 OX55AA5AA | 0b0101 0101 1010 1010 010101 1010 1010
SEU 7 0x52B4 OX55AA55B | 0b0101 0101 1010 1010 0101 0101 101011(
OX55AA55AA
0x7110 OX55AASDAA | 000101 0101 1011 1010 010101 1010 1010
MCU(2) 2
0x7130 OX55AASDAA | 000101 0101 1011 1010 010101 1010 1010

The results from the static test allow estimatimg $tatic cross-section of the CMOS

65nm shared memory as follows:

OstATIC =

numb of SEE

24

Fluence

~ 2.59x108

2

cm
=9.27x1078 —

dev

A confidence interval must be applied to this reduk to the scarcity of experimental

data. Therefore, for a 95% confidence level, theeloand upper limits for the dynamic cross-

section are:

2

0 59X10_7£ <o < 1.38x1077 ks
: Tov staTic < 1. q

ev

Since the tested memory area of the multi-corequ®sar represents 94304 bits, the

cross section per bit is estimated at 10 * ¢m? /bit and with a 95% confidence interval

[1.4 — 3.29] x10~1* cm?/bit.
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Dynamic Response

The second radiation test campaign was carrietbaitain the dynamic cross-section
(opyn) Of an application running in the multi-core prag@s The dynamic test was performed
with an exposure time of 1 hour providing a fluemeeund 2.59x108n.cm™2. Table 6.14

summarizes the results of the dynamic radiationpzagm.

Table 6.14: Results of the dynamic radiation testpagns

SEE Type Test1 Consequences
SEU 7 Silent faults
SEU 11 Erroneous results
SEFI 1 Hangs
Total 19

From the results presented in Table 6.14, onlyn@was results and hangs were taken
into account to calculate the dynamic cross-seci®follows.
numb of SEE 12 cm?

= = -8
250x108  rO3x¥1077 o

OpyNaMIC = Fluence

Since the application’s logs provide informatiort naly about errors but also about
silent faults, the experimental application errateris about 63% which is coherent with the
error rate obtained from fault injection campaigrgch is 59%. Note that the value closest to
the reality should be the one issued from faukGtipn due to the huge quantity of samples
compared to the experimental one. As in the statie, it is imperative to add uncertainty
margins to these results due to the lack of expmriat data. Then, the lower and upper limits
for the dynamic cross-section for a 95% confidenterval are:

2 2

cm cm
2.39X10_8E < Oopyn < 809X10_BE

Table 6.15: Example of erroneous result observehglthe dynamic tests

Affected Written Bit altered Modified Obtained Expected
Core
Zone Datum Datum Result Result
8 Input Matrix A 0x1/1 12 0x1001 / 4097 0x2058282 0x5A /90
15 Input Matrix B 0x2/2 14 0x4002 /1638  0x405A6474 O0x5A /90
15 Output Matrix C N/A 0 N/A 0x5B /91 Ox5A /90
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In Table 6.15, it is shown a sample of some erraggesults produced by bit-flips
affecting the input and output matrices. The bitt thas flipped was easily detected since the
initialization values of the matrices are knowntélthat the erroneous results were propagated
along the output matrix but the table shows jusample of them. Since the device does not
implement protection mechanisms, the erroneousltsestould be taken as valid results

affecting dramatically the reliability of the muttore.

6.2.2 Fault injection campaigns in local memories

Fault injection campaigns were performed in thesrimal memory of the device.
Registers were not taken into account since duadgtion experiments there were no events
observed in registers. As in the P2041 casepdser plays the role of fault injector whereas
thedlave cores execute in parallel the tested applicatiohil&\the application is running, the
master core performs the fault injection. Thisltfanjection campaign targets 512 KB of

internal memory of the device.

The experiment considers the injection of one SEtUgxecution in the local memory
of each processor. SEU faults were injected aaunstchosen within the nominal duration of
the executed program which was arodf876 clock cycles at 600 MHz frequency. Table
6.16 shows a general overview of the fault inject@ampaign where 119870 faults were

injected in the local memory.

Table 6.16: Results of the fault injection campaign

Zone Silent Faults Erroneous Results Time-outs Exceptions

Local memory 48849 71009 3 9

From these results, it can be calculated the eaterof the internal memory applying

the equation (4.1) and considering as errors tteneous results, time-outs and hangs.

Number of Errors 71021

= = = 59.24x10"2
INI = Number of Fault Inj. 119870 X

This result shows that 59.24% of the injected SEdisse errors in the application.

6.2.3 Error rate prediction for the Epiphany multi-core

During the static radiation test, shared memorgewell as accessible registers were
targeted. Results show errors only in shared mexma@and no errors in tested registers. In

addition, due to théost processor logs the results, this leads a losheEkposure time to

94



EXPERIMENTAL RESULTS AND EVALUATION

radiation of the memory cells of the Epiphany matire during the dynamic test. Therefore,

the equation (4.3) to obtain the predicted errte-irmreduced and expressed as follows:
Tsgu = TSEU_SHARED = Tinj * Ostatic * Mf * Etf (6.2)

The above equation can be applied recallingrfepresented in sections 6.2.1 that

was 59.24%, and the confidence interval ofdhgatic presented in section 6.2.2 that was

2
[0.59 — 1.38]x10™7 ——

device *

The memory utilization factor (Mf) is calculatednsidering the local memory size of
each core that is 32768 bytes and the memory cedupj the matrix multiplication that is
24303bytes, which gives:

_ 24303 bytes
32768 bytes

Since the duration of one execution is about 2{89The exposure time loos is around
0.89% and the exposure-time loss factor (Etf)390.Table 6.17 shows the exposure time loss

during the dynamic test.

Table 6.17: Exposure time loss during the dynaest

Synchronization Host-Master core Synchronization gt@r-Slave cores
Host Waiti tart " ) " )
y aing star Waiting start signal| Waiting ACK | Comparing Results| Total
exceeding )
fime signal from Host from Master from Slaves time (us)
225 13.48 3.55 1.1 1.44 24457

Then the predicted error-rate is:

2

cm
Tsgy = 59.24x1072%9.27 x1078 % 0.74 % 0.99 = 4.02x1078 Tov

Considering the previous value, the 95% confidenval is:

2

cm
Topy = 59.24x107% +[0.59 — 1.38] x1077 % 0.74 5 0.99 = [2.50 —5.98] x107° ——

In order to validate the prediction approach far thudied multi-core processor, the
predicted error-rate and the measured one, whi§2.38 — 8.09] x10~8 cm? /device, are

compared. Figure 6.7 depicts the predicted anduned error-rate intervals.
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Figure 6.7: Predicted and measured applicatiorr-eates for the Epiphany

In Figure 6.7, it is shown that the predictedueails quite close to the measured one.
The small underestimation of the predicted errte naay be explained due to the occurrence
of a SEFI during the dynamic test. This SEFI prdypalave affected a sensitive zone that was
not targeted during fault injection and static.tEsspite of the lack of protection mechanisms,
the Epiphany E16G301 is particularly well suited $everal applications according to Table
6.18 taken from the E16G301 Datasheet (Adaptevkl &0

Table 6.18: Epiphany E16G301 main applications

Consumer Computing Mil/Aero Medical Communications Embedded
infrastructure Vision
Smart-phones|  Super Computers Radar/Sonar Ultrasoun@ommunication | Machine vision
test bed
Speech Big data analyticsy Extremely large CT Software defined] Autonomous
recognition sensor Imaging radio Robots
Face detection  Software definegdMilitary Radios Adaptive Pre- Automotive
Networking distortion safety

Furthermore, researchers at NASA Ames ResearcheChave published a report
showing the use of Parallella platform, containittp E16G301, for on-board health
management of the DragonEye Unmanned Aircraft 8y$t¢AS) (Rozier, 2015).
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6.3 Evaluation of the Kalray MPPA-256 Many-core Processr

The dynamic response of the MPPA-256 many-coregasmr was evaluated through
the execution of a distributed Matrix Multiplicati@pplication which runs independently the
same algorithm on each cluster of the device. Tide ¢s loaded by means of the JTAG in the
SMEM of the I/O cluster 0. This cluster then spawressame executable into the 16 compute
clusters and orders them to start the executidimegbrogram. Within each cluster, the RM core
is the master that distributes the tasks, logsréisalts, and communicates with the NOC
resources. The operation of the MPPA-256 is moadtdry the host of the MPPA Developer.

Since there are no hardware memory coherency icoiimpute cluster, each PE ensures
memory coherency by software means, by updatingedhdata before (read coherency) and
after the computation (write coherency). In adaitithe RM calls the memory coherency

functions when using the shared data.

The selected application is a collaborative 2856 matrix multiplication, where each
PE of a given cluster computt;lg of the cluster result. This computation is rumgniepeatedly

as stated in equation (6.3)

256 (6.3)

C =2AxB
1

A, B and C are single precision floating-point rmegs. The size of the matrix was
chosen so that data remain in the local SMEM menibig iteration of the matrix operation
is done to guarantee that each cluster computagghriime so that all the clusters work in
parallel during a considerable time slice. For & &&trix size, it takes around 1M IO cycles
to spawn one cluster. Since clusters are spawnedfber another, cluster 15 starts execution

around 15M IO cycles after cluster 0.

Each compute cluster performs in AMP mode and tbmputational work is
distributed evenly among the processing cores syhehronization of the computation is done
by events between the RM and the PE cores. The Rkesvup the 16 PEs and sends a
notification to each one to start the computatidren, it waits for a notification from each PE

indicating the work was done.

Once all PEs computations have finished, the R compares the result matrix with
a static expected result matrix E, and reportsmaisynatch including the associated addresses

and values. Then, the matrix C is filled up withageand the PEs start again the computation.
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6.3.1 Neutron radiation campaigns

Four radiation test campaigns were performed oBdstan PCle board containing the
MPPA256 many-core processor: static test, dynaast ¢ache enabled, dynamic test cache
disabled and dynamic test varying operating pararsefor these experiments, there was no
additional anti-latch-up circuit since current aradkage levels are automatically controlled by

the Bostan PCle board. Table 6.19 sums up thetsensones of the many-core processor.

Table 6.19: Sensitive zones of the MPPA-256 mamg-poocessor

Sensitive zone Location Capacity Description
SMEM Computing Cluster 2 MB per cluster Static Shaviegnory
SMEM I/O Cluster 512 KB per cluster Static Shared Mgm
IC-CC VLIW core 8 KB per core Instruction Cache
DC-CC VLIW core 8 KB per core Separated Data cache
IC-10 10 VLIW core 32 KB per core Instruction Cache
DC-IO I/O cluster 128 KB per I/O Shared Data cache

GPR VLIW Core 64 registers of 32 bits per core GahBurpose Registers|
SFR VLIW Core 51 registers of 32 bits per core Syskainction Registers

Experimental Setup

The device under test was decapsulated and plawitgfthe center of the target
perpendicularly to the beam axis at a distance5a2 * 0.5 cm. The DUT fan was placed
laterally to cool-down the device rather than bgitaced on the device. Consequently, the
computer cluster frequency was set to 100MHz taceghower consumption. The bias voltage
of the device was set to 0.9V. Note that only Far last test campaign the bias voltage and the
operating frequency were changed. The neutron leeergy was 14 MeV with an estimated
flux of 1.2x10%>n.cm™2.s1 at 500 Hz frequency with an error 6f1 x10° n.cm™2.s71.

For protecting the rest of the platform, a 5 cnekhess polypropylene block was used. In the
presented experiments, the power supply was ctedrdly means of a current-voltage

controlling module implemented in the platform (BE®bard MPPA).

Static Sensitivity

To evaluate the intrinsic sensitivity of the mamye processor, a static test targeting

the Static Shared Memories (SMEMSs) of the compiusters was performed. It was done
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since SMEMs occupy most of the storage area ofdthéce. To accomplish this task, an
initialization program is loaded by means of thé&@Tinto all the SMEMs and is executed by
the RM core of each compute cluster. This prograitesva predefined 64-bits pattern into all
the memory locations of the SMEMs except 3.3% efrtiemory that is devoted to the code

itself.

Once finished the initialization, a checking pragria periodically loaded by means of
the JTAG into all the SMEMSs and is executed onRIM core of each compute cluster. This
program reads each double-word of the SMEM and epespit with the predefined pattern
along the radiation test. In the case the codesfamy mismatch or detects a SECC or DECCS
error, it is reported with a message sent to trst hy the JTAG, specifying the nature of the
error and the implicated SMEM address where it gecl Then, the right value is written in

the corresponding memory location.

Note that detected SECC errors are auto-correotéltei SMEMs of the clusters and
signaled to the processor that have performed aameatcess. As a consequence, each time
the program finishes its execution, all the SMEMstswith a fresh state that is cleared out of
any SECC error. At the end of the experiment, thcscross-sectiofogra7;¢) iS Obtained to
estimate the intrinsic sensitivity of the memorjlcbelonging to the SMEMs built in CMOS
28nm TSMC HP technology.

A first radiation test campaign was devoted to obtiae static cross-sectio(ts;qtic)
of the SMEMSs belonging to the compute clustersthis campaign the cache memories of the
device were disabled and the exposure time washewrs providing a fluence around
8.64 x108n.cm™2. During the test, 2720 Single-bit ECC (SECC) esewtre detected with no
consequences to the self-test application sinced84Bplement ECC. In addition, one SEFI
that caused a hang was observed. Note that no-uatavents were detected during the
experiment which means that the Bostan PCle botietdtively manages the current and

voltage levels.

Analyzing the SECCs addresses and consideringitd@étensional structure of the
device, it was possible to identify several Mukiffell Upsets (MCU). This analysis allows
determining that 2309 neutron particles perturbbed SMEMs of the many-core processor.
Figure 6.8 shows the distribution of the observiedlips in the shared memories of the 16

clusters.
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Particles perturbing the SMEMs

Compute Clusters

Figure 6.8: Distribution of the observed bit-flipsthe SMEMs of the clusters. The axis x and zesgent the
cluster coordinates.

Figure 6.9 presents the SER count evolution oM A during the 2 hours of test.
It can be seen that an average of 100 bit-flipeeHasen detected by the many-core each 5
minutes. Figure 6.8 and Figure 6.9 provide a tealpand spatial distribution of the bit-flips
caused by neutron particles coming from an isotro@utron beam. However, as temporal
distribution is not homogeneous, the differencevieen the number of particles perturbing the
device during static and dynamic tests may affeeterror-rate prediction.

SER count evolution

SER Count

20

O T T T T T T T T T 1
0:00:00 014:24 0:28:48 04312 05736 1:12:00 1:26:24 14048 1:55:12 2:0936 2:24:00
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Figure 6.9: SER count evolution of the MPPA-256 dgithe radiation test

Table 6.20 summarizes the results of the staticatiad campaign. Note that the
subscript number following thdCU represents the multiplicity of the upset.
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Table 6.20: Results of the static radiation campaign

Detected Error| SEE Type Occurrences Bit-flip Cells|
SECC SEU 1949 1949
SECC MCU (2) 322 644
SECC MCU (3) 24 72
SECC MCU (4) 8 32
SECC MCU (5) 2 10
SECC MCU (6) 1 6

SECC MCU (7) 1 7

Other error SEFI 1 1

Total 2309 2721

The results from the static test allow estimating static cross-section of a TSMC
CMOS 28nm memory cell as follows:

number of SEE 2721 2

cm
= =3.15x10"6 —
Fluence 8.64x108 X dev

OsTATIC_CMOS =

Since the tested SMEM area of the many-core procespresent.6x108 bits, the
static cross-section per bit of the TSMC CMOS tetbgy is aboutl.21x10~1*(cm? /bit).
Assuming that the technology of the memory celgnslar for the different memory elements
of the device, the cross-section of the processegssters can be extrapolated from the cross-
section per bit. Taking into account that there[@64e(GPRs) + 50 (SFRs)] registers containing

32 bits each one, and [256 (PE) + 32 (RM)] coregssors, the sensitivity of the registers of
the device can be expressed as:

cm? cm?
Osraric = 1050624 bit * 121x1071—— = 12.71x10~ ——

Dynamic Response

As in the static test case, SECC and other ernach as data parity (DPAR) and
instruction parity (IPAR) are reported with a megsaThe goal of this test is to evaluate the

dynamic behavior of the many-core processor wheop®yating system is used. To do this,
two different scenarios are considered.

In the first scenario, the cache memories of thesare all enabled and configured in
write-through mode. In the second one, the caclhraaries are all disabled. In both cases, the
opyy and the average execution times were obtainedhé&mumnore, for the cache enabled
scenario, additional radiation campaigns are cowedinarying the device operating frequency

and the bias voltage to do a rough but rapid cleization of voltage/frequency conditions in
which the circuit is able to operate.
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Dynamic Test with Cache Memories Enabled

The second radiation test campaign was carrietbalitain the dynamic cross-section
cache enablets 4, ) of an application running in the many-core prooessor this test, the
instruction and data cache memories of the compiluster's cores were enabled and
configured inwrite-through mode. The exposure time for this campaign was one hour
providing a fluence about.32x10%(n.cm™2). Table 6.21 summarizes the results of the

dynamic radiation campaign.

Table 6.21: Results of the dynamic radiation teshefMPPA-256 many-core cache enabled

Detected Error SEE Type Occurrences Consequences
SECC SEU 676 None
Data cache parity SEU 36 None
Inst. cache parity SEU 6 None
Register Trap SEFI 1 Hang
Memory comparison failed SEU 2 Erroneous Result
Total 721

From Table 6.21, it is possible to identify fiveffdrent types of errors. SECC and
Instruction and Data Cache Parity errors were ctgteby the ECC and parity protections. On
the contrary, Register Trap and Memory-Comparisaitell errors are non-correctable errors
since processor registers do not implement pratectiechanisms. The Memory-Comparison
Failed error was detected by the RM core whereittifies differences between the results of
the application and the expected values. Table €hd#s an example of an erroneous result
produced during the radiation test.

Table 6.22: Example of an application error resatturred during the dynamic radiation test

Cluster Address Read Value Expected Value
14 Oxed168 0x4747b37¢c422f1751 0x44a4f298422f1751
14 Oxed568 0xc580e9b8451cd5cc 0xc552f801451cd5¢c
14 0xed968 0xc72862ee452874c2 0xc5583ffd452874¢2
14 Oxedd68 0x46b51afd452bc9da 0x453c182a452bc9da
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In Table 6.22, it can be seen that four float valbelonging to cluster 14 were
miscalculated (most significant part of the valudd)e 1KB distance between them and the
analysis of the assembly code show that this restdt was caused by a corruption of the GPR
41 when used in the main loop of the matrix multggion. This register stores a float value
coming from the matriB that will be multiplied and accumulated with 4dtoalues coming
from matrix A, during the current iteration to produce the pooitthe result matri located
nCIllpgl, Cli+11[] Cli+2][]andC[i + 3] [j]. The 1KB distance between corrupted
values can be explained due to the fact that aofody B or C matrix contains 256 float values
(4 bytes each one). Note that the same type of @r@s obtained during the fault injection
campaign in GPRs. To determine the dynamic crostsese only the 3 non correctable errors
presented in table IV (1 Register trap and 2 Men@oynp. Failed) were taken into account
(Vargas, 2017).

Due to the scarcity of experimental data, itampulsory to add uncertainty margins
to these results as explained in chapter 4 sedttii. Then, for a 95% confidence interval, the
lower and upper limits for the dynamic cross-secace:

2 2

cm om
——— < Odyn_ce < 20.29x107° —

1.43x107°
X dev

dev

Regarding the performance of the application wheth linstruction and data cache
memories are enabled, 679 computations of the xnaitiltiplication were completed per
cluster in one hour. The average computation tinas around 5.30 seconds at 100 MHz
frequency. There were no cache misses in the igirucaches, since the code is quite small
and occupies around 400 bytes that easily fit @mRES’ instruction caches. Concerning data
caches, the miss rate was roughly 2.5%. Even ththegp56 PEs are working all the time fully

loaded, 30% of the execution time is spent waitorgnissing data to arrive from the SMEM.
Dynamic Test with Cache Memories Disabled

The third radiation campaign was carried out toawbthe dynamic cross-section
(Oayn,,) With cache memories disabled. The test paramatetexposure time were the same
as those of the second campaign. Taldgsummarizes the results of this dynamic radiation
campaign. SECC errors produced in the SME’s wenected by the ECC while Register Trap
and Memory Comp. Failed errors remain uncorrecedly these uncorrected errors were taken

into account to determine the dynamic cross-section
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Table 6.23: Results of the dynamic radiation teshefMPPA-256 many-core cache disabled

Type of error SEE Typel Occurrences Consequence
SECC SEU 602 None
Register Trap SEFI 1 Hang
Memory comparison SEU 1 App. result error
failed
Total 604

Applying a similar analysis as in the previous c¢dise lower and upper limits for the
dynamic cross-section are:

2 2

cm cm
0.563610_9@ < Odyn_cd < 16723(10_9%

Regarding the performance of the application wreta dache memories are disabled,
348 computations of the matrix multiplication wex@mpleted per cluster in one hour. The
average computation time was around 10.34 secdnti30aMHz frequency. Comparing the
results of the two dynamic test campaigns, it cansben that the matrix multiplication
algorithm performs twice as fast when cache mersowere enabled, without reliability
penalty, since the detected errors were corregtéleoparity protection. Consequently, for this

many-core processor it is convenient to enableesofemories even for critical applications.

Dynamic Test Varying Operating Parameters

A fourth radiation campaign was performed in orteobserve the dynamic response
of the many-core processor with its cache mememnebled when varying the device operating
frequency and bias voltage. For both cases, tlemée was abot2 x107 (n.cm™2). Table
5.7 summarizes the results when varying the opwydtequency with a bias voltage of 0.9V.

Table 6.24 sums up the results when varying the\méage with a 100 MHz frequency.

Table 6.24: Results varying the device operatingUeacy

104

Detected Error 100 MHz | 200MHz 300MHz
SECC 115 93 115
Data cache parity 6 7

Inst. Cache Parity 1
Register Trap 0 0 0
Memory Comp. Failed 0 0 1

Total 122 96 124
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In table Table 6.24 it can be seen that at 200fiétuency the device is less sensitive
to neutron radiation. On one hand, at 200MHz thexeation time of the application is reduced
compared to the one at 100MHz, which leads to & éeposure time. On the other hand,
executing the application at 300MHz frequency lead®ore power consumption which may

affect the neutron sensitivity of the device.

Table 6.25: Results varying the device bias voltage

Detected Error 0.8V 09V 1.0V
SECC 120 115 124
Data cache parity 7 6
Inst. Cache Parity 3 1 2
Register Trap 0 0 0
Memory Comp. Failed 1 0 1
Total 131 122 129

Regarding the bias voltage, in Table 6.25 it carsdéen that at 0.9V there are less
detected errors. It confirms that the device is E=nsitive when operating at its nominal bias

voltage.

6.3.2 Fault injection campaigns in processor registers

For this campaign, only processor registers wekertanto account since there were
no errors in SMEMs and cache memories due to tpéeimentation of ECC, interleaving, and
parity protection that invalidates the cache inecakerrors. This experiment considers one
SEU injection per cluster since each CC performesgipplication independently of the others.
One fault is also injected per execution in the &BRSFRs of the processor cores (PE or RM)
of each cluster. In order to avoid the propagatberrors to the next execution, the HOST
resets the platform and reloads the code to the AMBBcessor after each run. Hence, the
random variables required by the fault-injector amavided by the HOST, being the random

instant, core, register and bit additional argurmefithe main function.

While the application is running on the processngine cores, at the injection time
the resource manager core of each compute clustiarms the fault injection. If the target
core is a PE, the RM core sends an inter-procaéstarupt to the selected core and the latter
performs the bit-flip in its register. The faultjention campaign targets General Purpose
Registers (GPRs) and System Function Registersq)S6fRhe compute cluster’'s cores (PEs
or RM). Since some SFRs are non-writable by softwaeans, only 34 of the 51 SFRs are

targeted. Among the targeted SFRs, the most driticas are the 8 registers saved during
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context switching: shadow program counter (SPCadelv program status (SPS), return
address (RA), compute status (CS), processingsstiag), loop counter (LC), loop start address
(LS) and loop exit address (LE). On the contrartheo registers such as processing
identification (PI), system reserved (SRO-SR5) fqgranance monitor (PM0-PM3) and the
hardwired registers were not targeted. The SPQan8PS registers serve to emulate bit-flips
in the PC and PS registers respectively. Thismedtue to the fact that in the context switching
of the interruption routine, the value of the P@ &8§ are saved in the shadow registers (SPC
and SPS) and when the program flow exits fromrtiusine, it uses the values of these registers

to be restored in the PC and PS to continue welctthrent program execution.

SEU faults were injected at instants chosen with@nnominal execution time of the
application which was arourid3x108 clock cycles. Table 6.26 shows a general overgew
the fault-injection campaign where 94316 faults evatjected in the GPRs and accessible
SFRs.

Table 6.26: Results of the first fault injection qaaign

Zone Silent Faults Erroneous Results Timeouts Exceptions
GPRs 36472 16387 6678 1996
SFRs 22745 2034 6365 1639
Total 59217 18421 13043 3635

From these results, it is calculated the error oéthe registers applying the equation

(4.1) and considering as errors the erroneoustsesuheouts and hangs.

Number of Errors _ 35099

= = =37.21x1072
FINJREG Number of FaultInj. 94316 X

This result shows that 37.21% of the injected SEiXhe accessible registers cause

errors in the application.

6.3.3 Error rate prediction for the MPPA-256 many-core

Due to the MPPA-256 implement ECC and interleavings shared memories and
parity in the processor core’'s caches memorieshalevents observed during radiation tests
were corrected. Then, the prediction of the erate is based on the contribution of processor

registers. On one hand, the error rate issued thenfault-injection in registers is 37.21%. On

2

the other hand, thegparic from radiation experiments i2.71x107°

Then, applying

device’

the equationsgy = Tinj * ostaTic the predicted application error- rate is :
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2

cm
Tgpy = 37.21x1072 % 12.71x107° =  4.73 x107° pr oo

In order to validate the prediction approach f@ thany-core processor, the predicted
value should be compared with the measured orthidrcase, the dynamic cross-section can
be calculated gathering the results from both dyoaests cache enabled and disabled. 3 SEU
and 2 SEFI in general purpose registers that causaeous results or hang were added. The
average fluence during the two hours of test waéaf x108(n.cm™2). Then, the dynamic
cross-section is:

2

o = = 5.78x107° o
byn = g64x108 ~ dev

For a 95% confidence interval, the measured agfitaross-section is:

2
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Figure 6.10: Predicted and measured applicatiar-eates for the MPPA-256

Figure 6.10 depicts the confidence intervals of tieasured dynamic cross-section
compared with the predicted one. Comparing theipiedl and the measured error rates, it can
be seen that the predicted value is quite clogbaexperimental one within the confidence
interval. The underestimation of the predicted gaktan be explained since 16 SFRs,
corresponding to the 14% of the sensitive areheftany-core, are not accessible by software

means and thus, they were not targeted duringatlieihjection campaigns.
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6.4 Overall Comparison

This section is devoted to provide an overall congpa of the three multi/many-core
processors evaluated in the context of this thégithis point, it is convenient recalling their
main characteristics. The P2041 multi-core proaassnanufactured in 45nm SOI technology
which integrates four e500mc processor cores amdements ECC and parity in its cache
memories. The second one is the Adapteva Epiph&a6%B01 microprocessor manufactured
in 65nm CMOS process which integrates 16 processmes and does not implement any
protection mechanism on its shared memories. T$teolae is the Kalray MPPA-256 many-
core manufactured in 28nm TSMC CMOS technology Wwhitegrates 16 compute clusters
each one with 17 VLIW core processors (1 resouraeager and 16 processing elements) and

implements ECC and parity in its shared and cackmaonies.

6.4.1 Failure-rate comparison

For assessing the failure-rate, equations (2.2) (ar®) are used referenced to the
neutron flux of NYC. Therefore, for obtaining tiéT and FIT/Mb values the following

equations were applied:

cm?

FIT = 10°h
° n.device cm2.h X
FIT cm?
— = x 14 10°h x 10°bit
Mb a n. bit cm?. h X

Table 6.27 summarizes the results obtained dunegtatic tests for the three studied

devices, and the calculated worst-case FIT.

Table 6.27: Worst case error-rate of the studiedcde

Osraric Osraric SOFT ERROR | SOFT ERROR
DEVICE RATE RATE
[cm?/device] [cm?/bit] [FIT] [FIT/Mb]
FREESCALE P2041
8.51x107° 5.79x10716 119 +40% 8 +40%
quad-core
ADAPTEVA
. 9.27x1078 2.21x10714 1298 +29% 309 +29%
E16G301 multi-core
KALRAY MPPA-256
12.71x107° 4.86x10717 178 +4% 0.68 4%
many-core
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A similar calculation was done for obtaining théuiee-rate of the application running

on the selected devices. The results are presenieable 6.28.

Table 6.28: Error rate comparison of the studigaliagtions

P~ P~ SOFT ERROR SOFT ERROR
DEVICE RATE RATE
[cm?/device] [cm?/bit] [FIT dyn] [FIT dyn /Mb]
FREESCALE P2041
) 4.25x107° 2.89x10716 60 +40% 4 +40%
multi-core
ADAPTEVA
] 4.63x1078 11.03x10715 648 +29% 154 +29%
E16G301 multi-core
KALRAY MPPA-256
5.78x107° 2.14x107%7 81 +4% 0.3 +4%
many-core
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Figure 6.11: Comparison of the failure-error rates

A comparison of the failure rate for both scenarsogresented in Figure 6.11. On one
hand, in the figure it can be seen that P2041 rmaheé is the most reliable processor taking
into account the failure rate per device. Howetle, difference with the MPPA-256 is not so
ample as one could expect due to the differeneaanufacturing technology (45nm SOl vs a
28nm CMOS). On the other hand, if the FIT/Mb issidered, the reliability of the MPPA-256
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surpasses the P2041 one. This high differencedndhability per Mb is mainly due to the
effective implementation of ECC and interleavingtihshared memories, as well as parity in
its cache memories, which have detected and cedeunbst of the observed errors during the
radiation test. In turn, the failure rate of theifflany E16G301 is ten times greater than the
one of the P2041. This is explained by the fadt Bmaphany has no protection mechanisms.

6.4.2 Predicted and measured error-rate comparison

Figure 6.12, Figure 6.13, and Figure 6.14 showrapawison between the predicted
and the extrapolated reliability of the applicationplemented in the P2041 multi-core,
Epiphany multi-core and MPPA many-core processepeaetively. The reliability curves,
R(t) = e~ are plot from the predicted and the measured sadfithe dynamic cross-section
of the devices and extrapolated at avionic altit{B8#)00 feet) where the neutron flux is about
2.99 x103 n.cm™2.h~1. The considered period of time is 50000 hours wikcthe estimated

average lifetime of a commercial aircraft.
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Figure 6.12: Predicted and extrapolated reliabdityhe P2041 multi-core processor

110



EXPERIMENTAL RESULTS AND EVALUATION

Q|
o
g
> Q]
= o
=
5
& 3
Lo}
g
— - Predicted
g - — Extrapolated
T T T T T T
0 10000 20000 30000 40000 50000
Time [h]
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Figure 6.14: Predicted and extrapolated reliabdftthe MPPA many-core processor

From the figures, it can be seen an underestimatioduced by the fact that not all
sensitive-zones could be targeted during the statitiation test and the fault-injection
campaigns. This is explained because there are smm®ry-cells that cannot be accessed by
the user and other that cannot be written by soéwaeans. The most accurate prediction is
the one achieved for the Epiphany multi-core sitlis device does not implement error
detection and correction mechanism. The result®borate that these mechanisms may affect

testing and error-rate prediction (LaBel, 2005).
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Moreover, a cross comparison between the relighdlitrves shows that the most
reliable device is the P2041. It confirms that phecess technology plays a preponderant role

in the device reliability.

On the other side, as the reliability of multi/masgre processors strongly depends on
the implemented application (software), the failiate of the studied devices can be classified
within the DO-178B Software Considerations in Aime® Systems and Equipment
Certification. The DO-178B is a guideline useddadacto standard for developing avionic

software systems (Ferrel, 2014). Table 6.29 shbedevel of failure condition regarding the

failure rate.
Table 6.29: Failure condition levels according DTZB&
Level | Failure Condition]  Objectives With independeng Failure rate
A Catastrophic 66 25 1%h
B Hazardous 65 14 1th
C Major 57 2 16/h
D Minor 28 2 1CG/h
E No Effect 2 0 N/A

The failure conditions for avionic systems are dégcas follows:

Catastrophic: Failure may cause a crash. Error or loss ofoatfitiunction required to

safely fly and land aircraft.

Hazardous Failure has a large negative impact on safetyesformance, or reduces
the ability of the crew to operate the aircraft doigphysical distress or a higher workload, or

causes serious or fatal injuries among the paseen@afety-significant)

Major : Failure is significant, but has a lesser imgheih a Hazardous failure (e.g.

passenger discomfort) or significantly increasesvavorkload (safety related)

Minor: Failure is noticeable, but has a lesser impaan th Major failure (e.g.

passenger inconvenience or a routine flight plaanghk)
No Effect Failure has no impact on safety, aircraft opergtor crew workload.

Results show that the failure rate of the P204ltimmate and MPPA-256 many-core

executing a matrix multiplication as applicatioeaches level C of the DO-178B, being the
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devices well suited for major failure conditionsasfionic applications. On the other hand, the

Epiphany multi-core processor reaches level D,deanvenient for minor failure conditions.

6.5 Discussion

Radiation experiments performed with 14 MeV neutrand fault injection campaigns
are useful techniques for evaluating the intrisginsitivity, dynamic response, and application
sensitivity of multi-core and many-core processbine following is a summary of the analysis

of the results presented in this chapter.

P2041 multi-core processor

Fault injection campaigns in program variables st input matrix A and especially
input B are much more sensitive to SEU than thpuiuhatrix due to a greater exposure time.
Results shows the relevance of fault injection nalgze the behavior of an application in
presence of SEUs, providing the possibility to mypdhe program code according to the

obtained results for reducing the impact of faurtthe results of the application.

Thanks of using thenachine check error report during the radiation test# was
possible to log all the detected SEEs, even thbaé were corrected by the protection
mechanisms implemented in cache memories. It atloagsessing the sensitivity to neutron
radiation of the 45nm SOI technology. The obtaireslilts show that 45 nm SOI technology

is between 3 and 5 times less sensitive to neuadiation than its CMOS counterpart.

The analysis of the cluster of errors with the saaitern repeated simultaneously on
all the cores during the static radiation testgsstythat a particle perturbed a shared resource
belonging to the connectivity infrastructure (Coe¢lCoherency Fabric). This fact supports the
necessity of a deeper study of SEE consequendesenrtore communications, in spite of the

small zone that it occupies with respect to thdheanemories.

Dynamic tests have demonstrated that parity imphtetkin the L1 cache memories is
not enough to proteetddresstags and data arrays. The clusters of errors produtéuki same
read cycle by an MBU affecting tlaeldress tag of the L1 caches of core 1 and core 2, puts in
evidence a possibleD implementation of the L1 cache memories. Thesdtsesuggest that
emerging technologies in cache implementation wquitentially affect its sensitive to

radiation.

Regarding the error-rate prediction, it is possitdeobserve an underestimation

produced by the fact that not all sensitive zonesewargeted during the static test and fault
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injection campaigns. Moreover, the protection meiras implemented in their cache

memories may influence the testing and error ptiedic

Epiphany multi-core

Results issued from the static test allow estingatire worst-case sensitivity of the
shared memory implemented in CMOS 65nm technoleglythis experiment, the neutron flux
was reduced almost three times compared to theufler for the P2041 experiment. This was
done to limit the perturbations produced by neutrarticles in théost processor. However,
the applied flux is about eight orders of magnitggeater than the one at avionic altitudes
which corresponds to almost 10 years of exposure of the device to the neutron radiation
at 35000 feet. Despite of the efforts for protegtine rest of components of the platform, the
SD card containing the Linux OS was corrupted ie ofithe experiments. This was solved by

replacing the tainted SD by a new one.

Comparing the predicted error-rate with the measore, it is possible to see that the
proposed approach provides a good approximatiore 3Jinall underestimation may be
explained due to the fact that not all sensitiveaarof the device were targeted during fault

injection and static test.

MPPA-256 many-core processor

Due to the complexity of the communication arcHiteg, it was proposed a fault-
injection campaign at cluster level for avoiding tise of NOC services which may increase
the latency during the fault-injection process. Tie of bare-metal programming model allows
injecting faults in both RM and PE cores. Howewmilarly to the other devices, it was not
possible to target all registers which leads tormaerestimation in the prediction-error rate. In
addition, the accuracy of the prediction was a#fddty the protection mechanisms implement

in the shared and cache memories of the MPPA-256.

The static radiation test shows that both the E@€iaterleaving implemented in the
SMEMSs of the clusters are very effective to mitegatrors, since all the bit-flips were detected
and corrected. An interesting issue from this vest the multiplicity of the detected MCUs
ranging from 2 to 7. It gives some clues about Hmorganization of the memory may impact

in the propagation of errors produced by a singlige.

Dynamic tests have demonstrated that by enathiegache memories it is possible
to increase the performance of the application authcompromising the reliability of the

device, since cache memories implement an effepavity protection. On the other side, non-
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correctable errors were originated in GPRs singésters do not implement any protection

mechanism.

A trade-off between the execution time and powesamption aiming at minimizing
the impact of neutron radiation was achieved aMi@9frequency. Regarding the bias voltage,
it can be seen that the device is less sensitikadiation when operating at its nominal voltage
(0.9V). Consequently, decreasing the bias voltagegducing the power consumption of the

device is a critical issue to be considered.
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Chapter 7 : Conclusions and
perspectives

The use of multi-core and many-core processorsimgnffom safety-critical to
commercial applications is rapidly increasing dughe growing demand of high performance,
reliability and low power consumption. Moreovereithparallel computing and redundancy
capabilities make them ideal candidates for ave®r@ind space applications. However, the
integration of several cores in a single integratgduit leads to further miniaturization of
transistors which increases their sensitivity t&SElthough, technological and architectural
improvements as well as software strategies hawen laeveloped to mitigate SEE, the
implementation of additional hardware and softwgmtections involves performance
degradation and increase of power consumptiog tfitis mandatory to evaluate the sensitivity
to SEE of multi and many-core devices for validgtineir applicability in harsh environments,

or for applications where the reliability is a cent.

There is a rising interest of using COTS multi amehy-cores for avionics and safety-
critical applications due to their low cost and géirsaving compared to dedicated complex
solutions. Nevertheless, the choice of these coearis still carried out in an ad hoc manner,
which produces problems for accurate cost andhiétiaestimates. Hence, the selection of
these COTS devices should be based on the evalwgdtibhe impact of the radiation on their

reliability by means of the estimation of theirléae rate.

In this work it was proposed a general approactet@uating the SEE sensitivity of
applications implemented in multi-core and manyecprocessors. This was achieved by
applying the principles of the CEU approach devetbat TIMA laboratories in previous
works, considering the technological and architedtevolution of multi and many-core
architectures with respect to single processors.soift error-rate was used as a metric for such
evaluation. The prediction of the error rate wasoamlished by combining the error rate of
the application issued from fault injection campaigwith the worst-case sensitivity of the
device obtained from radiation ground testing. ddeo to validate the prediction approach, it
was required to compare the predicted and measred rates. The measured result was
obtained by exposing the targeted device to neutadiation while executing the desired

application. Fault injection campaigns were devatednject faults in memory cells and
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accessible registers benefiting of the multipliaitiycores for using one of them as a fault
injector while the others execute the selected icgjbn. Radiation experiments were
conducted with 1Mev neutrons at GENEPI2 facility. Three different COd&vices have been
evaluated in the context of this thesis. The foee was the Freescale P2041 quad-core
processor manufactured in 45nm SOI technology.sHwend one was the Kalray MPPA-256
many-core manufactured in 28nm CMOS technology. Thel one was the Adapteva

Epiphany E16G301 microprocessor manufactured im6BMOS technology.

7.1 Concluding remarks

Obtained results from the evaluation of the P204dtirnore demonstrate that fault
injection allows identifying vulnerabilities in thapplication, and improving the programming
strategy for reducing the impact of faults in theults.From the static test, it was confirmed
that SOI process technology is more robust thatitioaal bulk CMOS. On the other hand,
dynamic tests have demonstrated that in spiteeop#rity and ECC protection mechanisms,
there were errors in the result of the applicatansed by MBUs in thaddress tags and data
array. Finally, results show an underestimatiothefpredicted error-rate, since not all sensitive
zones were targeted during the static test and fapction campaigns. Furthermore, the

implementation of ECC and parity in the device’stamemories may affect the prediction.

From the evaluation of the Epiphany E16G301 mudtiegorocessor, it can be seen that
the proposed approach was effective for predidtiegapplication error-rate. The fact that this
device does not implement protection mechanismat@ased a good estimation of the error-
rate, confirming that protection mechanisms affieettesting and error-rate prediction (LaBel,
2005). During the dynamic radiation test, input meats were also checked to identify silent
faults. It was done in order to obtain the experitakerror-rate of the application which has a

good correlation with the error rate obtained friamlt injection.

The evaluation of the MPPA-256 many-core proces$mws that both, ECC and
interleaving implemented in the SMEMs of the clustre very effective to mitigate SEU type
errors, since all the detected SEUs in the SMEMeeweerrected during the static test. In
addition, dynamic tests have demonstrated thanbpleng the cache memories it is possible
to gain in application performance without a religp penalty, since cache memories
implement an effective parity protection. Regardthg radiation experimental results, the
prediction of the error-rate was based only onrdgsters’ contribution since they do not
implement any protection mechanism. Despite thepbexity of this many-core processor, the
prediction of the error-rate has a small underegion that confirms the applicability of the

approach to these devices. The possible reasorisounderestimation are: only accessible
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registers were targeted, communication infrastnecivas not targeted, protection mechanisms

may affect the error-rate prediction,

The overall results presented in this thesis continat chip manufacturing process
plays a preponderant role in the dependabilitthefdevice. A FIT comparison of the studied
devices shows that the P2041 multi-core is the mel&tble device since it is built in SOI
technology. Nevertheless, the difference with theRMA-256 built in 28nm CMOS is not so
ample. In fact, if the FIT/Mb is considered, the RIR256 is the most reliable device. Both
devices implement ECC and parity in their intenm&imories. However, the effectiveness of
the MPPA-256 is greater than the efficiency of #2041 due to the implementation of
interleaving in its shared memories. Consequettlg, selection of the appropriate device
should be done based on the requirements of tHeafpn to be implemented (e.g., available
memory space for code and data, number of corelsingpin parallel etc.), and a cost-benefit

analysis.

Concerning the Epiphany multi-core, it has a failtate about 11 and 7 times greater
than the one of the P2041 and the MPPA-256 resmdgetiDue to the fact that better
manufacturing technologies as well as hardwareeptioins increase significantly the cost of
the device, devices such as the Epiphany E16G306-cove could be considered for
embedded systems performing non-critical aviongliagtions. In fact, the NASA'’s report:
“Intelligent Hardware-Enable Sensor and Softwardetyaand Health Management for
Autonomous UAS” states that the Epiphany multi-cose be used for several terrestrial and

even avionic applications.

The fact that a many-core processor built on 28ivtOS has a similar FIT than a
multi-core 45nm SOI is very promising to widespraéduse on embedded domain. First,
because the mitigation techniques implemented@delrice have decreased the reliability gap
between both technologies related to miniaturiraiad manufacturing process (CMOS vs
SOl). Second, it supports the possibility of us2@TS devices in critical-embedded system
due to the huge processing capability and the langernal memory capacity. Both
characteristics allow overcoming the main probldraverhead caused by the implementation
of hardware fault-tolerant techniques. Therefohe, tise of this device makes feasible the
implementation of software redundancy techniquesniprove the system reliability by
masking other SEEs consequences that were notateitigoy the protection mechanisms.

Lastly, the high cost of SOI devices compared toG3vevices boosts the use of the latter.

For selecting the appropriate device intended toripdemented in a system operating
in harsh radiation environment, it is imperativetaluate the SEE sensitivity of the candidates,

and then to establish a trade-off between costsamdbility depending on the application and
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the operating environment. However, the evaludb@ased on dynamic radiation tests is costly
in terms of time and money. For this reason, aiptiett approach is required. Furthermore,
the widespread use of multi/many-core processoesribedded systems requires a prediction
error-rate suitable for these devices. To the aigkoowledge, this work presents for the first
time an approach devoted to predict the errorafin application executing on multi/many-
core processors. In spite of the underestimatiothefpredicted error-rates, this approach
provides useful results that can be consideregaaliminary validation of COTS multi/many-

cores.

There are several aspects that make difficult tB& $esting on multi/many-core
processors and affect the error-rate predictione ©h them is the complexity of their
architecture which integrates different componead functions on the same chip. In the
approach developed in this thesis, the error-regdigtion of a system is presented as the sum
of the individual contributions of error-rate prebn by each memory-cell component. To
obtain the individual contribution is advisableigolate functionalities. However, this is a not
trivial task on these kinds of devices since isofatannot be totally accomplished. This fact
causes difficulties for identifying the zone whéaalts were produced. Moreover, to improve
the effectiveness of the prediction, it is convahi® extend this approach to other device’s
components such as the communication infrastructireother aspect is the complex
packaging and multi-layered construction of cirswithich produce problems when testing in
radiation facilities due to beam energy limitatiofSnally, the implementation of error
detection and correction mechanisms as well aktkeof experimental data (due to radiation
facility costs and availability) also influence the accuracy of the error-rate prediction

approach.

7.2 Future directions

The current work has presented a first insighthim tast study of the sensitivity to
radiation of multi-core and many-core processoos.dentinuing with this work, the following

topics can be explored:

» Validation of the proposed approach using differenbgramming models: The
programming model may substantially affect the ety of the device because of
the used resources. For this reason, it is meaniitegfalidate the approach using Posix
and OpenMP.

» Validation of a real space application: It can loaelin the context of industrial and
academic cooperation between TIMA and industriatres such as Thales Alenia

Space, or academics partners such as “Centre Bgabersitaire de Grenoble”.
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< Evaluation of the communication infrastructure: &ithe increasing number of cores
in emerging many-cores processors, the communicatietwork are changing
implementing NoCs and combining them with busesiritgrconnecting processing
cores and clusters. It implies having more cordaral data registers to be targeted by
fault injection and radiation tests.

« Validation of the prediction approach using heamysi For considering COTS
multi/many-cores for space application it is maondato expose them to heavy-ions.
However, it is important to consider equipment dr@ddware constraints such as
testing in vacuum chamber and silicon thinninghef device under test.

e Application of redundancy techniques: This predictapproach can be combined with
the implementation of redundant applications aing@hmcreasing the reliability of the

device.
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Résumé de la these en francais

Introduction

Contexte général et motivation

Les processeumnulti-caeuret many-coeusont une solution prometteuse pour atteindre
la fiabilité, la haute performance et la faible sommation d'énergie. L'utilisation de ces
dispositifs devient tres attrayante en raison ded@orme capacité de traitement combinée a leur
capacité de redondance intrinséque, ce qui lesidéadies pour la mise en ceuvre d'applications
hautes performances dans des domaines scientificuesnerciaux grand public, et de sdreté de
fonctionnement. Par conséquent, il existe plusipusjets internationaux qui travaillent a valider
['utilisation de processeurs multi et many-cceursddes systemes embarqués critiques. En fait,
les industries spatiales et avioniques sont inéé&essa valider I'utilisation de ces dispositifs pou
intégrer les fonctions d'un systéme entier dansanke puce et pour accroitre la fiabilité de leurs
applications (CAST, 2014). Par exemple, la nouviledance de l'architecture des systémes
avioniques s'appuie sur I'IMA (Integrated Modulaviénics) au lieu de l'architecture fédérée
classique. La principale différence entre les datchitectures est que dans le systeme fédéré,
chaque systéme dispose de ressources priveesja®dans I'IMA, les ressources peuvent étre
partagées. L'un des défis les plus importants pesirarchitectures IMA est l'intégration de
processeurs multi-coeurs commerciaux (Bieber, 2Q1@jlisation de processeurs multi-coeurs
Commercial-Of-The-Shelf (COTS) est pratigue enarisles problemes de budget et de
disponibilité. Néanmoins, la sélection de ces caaptes crée des complications pour un codt

réaliste, une estimation de I'effort, et une ciedtfon contre les erreurs (Ye, 2004).

En fait, 'une des principales préoccupations aefttfication pour les systemes critiques
embarqués est la sensibilité au rayonnement depagants électroniques. Ce rayonnement peut
entrainer des défaillances transitoires et perntasgappelées Single Event Effects (SEE), qui
sont les conséquences de I'impact d’'une particoigue dans une zone sensible du circuit. Une
forme représentative de SEE est le Single Evenet[BEU), dont I'énergie déposée provoque
le basculement d’'un bit d'une cellule mémoire. B&3J sont un probleme critique a prendre en
compte car ils peuvent conduire a la modificatibdatoire en temps et en I'emplacement du

contenu d'une cellule mémoire avec des conséquéaratesndues au niveau de l'application.
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L'apparition de SEE dépend principalement de lehnetogie du dispositif et de
I'environnement radiatif dans lequel le circuit dsstiné a fonctionner. En effet, avoir des
dispositifs plus denses et complexes implique uise al'échelle de la technologie qui augmente
leur vulnérabilité aux effets du rayonnement ndtuRour cette raison, les fabricants sont
constamment & la recherche de nouvelles méthodesp@liorer le processus de la technologie
afin de réduire les conséquences des SEEs. Siieemsulator (SOI) est un exemple clair de
ces améliorations faites face aux inconvénientiittomnels du bulk CMOS. Les techniques de
type Radiation Hardened By Design (RHBD) sont égalet utilisées pour atténuer les effets des
SEUs. Par exemple, la mise en ceuvre de codes meton d'erreurs (ECC) et la parité pour
protéger la mémoire interne des processeurs estiygamais pas suffisante en présence de
multiple bits (MBU). Une autre technigue RHBD bronnue est la Triple Modular Redundancy
(TMR) qui améliore significativement la fiabilitGudsysteme. Cependant, la mise en ceuvre de
composants matériels et de mécanismes de protextititionnels implique l'introduction d'une
zone supplémentaire et d'un surcout dans I'appmicate qui peut entrainer une plus grande
consommation d'énergie et une dégradation detrpgnce. Il est donc essentiel d'ajouter une

tolérance aux fautes au systéme avec un minimumhesd.

Dans ce contexte, les processeurs multi- cceur eg-g@ur conviennent parfaitement a
la mise en ceuvre de techniques de tolérance atesfhasées sur leurs capacités de redondance
intrinséque. Cependant, il est important de temimpte des contraintes suivantes. Tout d'abord,
le degré élevé de miniaturisation de ces dispesiéi$ rend plus sensibles au rayonnement.
Deuxiemement, le nombre énorme de cellules ménioitases dans le dispositif accroit sa
vulnérabilité aux rayonnements. Enfin, la compkexie I'architecture en termes de multiplicité
de coeurs, de communication inter- cceurs, de mérabile/S, affecte la fiabilité du systeme.
Par conséquent, il est obligatoire d'évaluer las#®iité face aux SEE des processeurs

multi/many-coeurs afin de valider leur utilisatiaoup les applications ou la fiabilité est cruciale.

Afin d'évaluer la fiabilité du dispositif, son tadierreur est nécessaire. Ce taux d’erreur
peut étre obtenu en extrapolant la section efficsgiee des essais de radiation a I'environnement
de rayonnement souhaité. En outre, étant donndéegiaeix d’erreur d'un systéme basé sur des
processeurs dépend de l'application, des testsdifgtion dynamique sont également nécessaires
pour évaluer le systéme exécutant l'applicatiodecilCette dépendance implique que tout
changement dans l'application nécessite de nouvessig. Cependant, le colt des tests de
radiation et la disponibilité de linstallation dayonnement les rend impraticables. Par
conséquent, il est obligatoire d'utiliser une prédh du taux d'erreur pour faire face a ces

limitations.

Il'y a peu de recherches dans la littérature qudiént les effets de rayonnement sur les

processeurs multi/many-coeur. Parmi eux, il y aédedes représentatives telles que: référence

136



(Stolt, 2012) établit un modéle de section transaler dynamique pour un serveur multi-coeur
basé sur un processeur quad-cceur en technologie @8M0OS. (Guertin, 2012) présente les
résultats du test SEE au-dessous de 15 et 25 MeWie 'I'TC Maestro de 49 noyaux, qui est un
processeur Radiation Hardened By Design. In (Qtye2014), on évalue la sensibilité au
rayonnement d'une Graphic Processing Unit (GPUtweren technologie 28nm. Méme si les
travaux mentionnés présentent des résultats impertéls visent a valider des dispositifs
spécifiques et ne fournissent pas une approchaaéreéappliquer a n'importe quel processeur

multi/many-coeur.

Contexte scientifiqgue de la these

La présente thése a été développée dans le cadueojtt CAPACITES au sein de
I'équipe de Systémes Intégrés Robustes (RIS) dudtdire TIMA (Techniques de I'Informatique
et de la Microélectronique pour I'Architecture dgstémes intégrés), et a été soutenue en partie
par les autorités francaises par le biais du progra «Investissement d'Avenir» (projet
CAPACITES) (CAPES), par le Secrétariat de 'Edwrasupérieure, la Science, la Technologie
et I''nnovation de I'Equateur (SENESCYT) bourse -2832 et par I'Université des Forces
Armées ESPE bourse 14-006-BP-DOC-ESPE-a2.

Le projet «Calcul Parallele pour les applicationgtiques en temps et sécurité»
(CAPACITES) implique des partenaires académiquésdeistriels dans le développement de la
plateforme matérielle et logicielle basée sur lecpsseur many-cceur KALRAY MPPA pour
répondre aux exigences des applications paralbgiggues sur le temps de réponse et la slreté
de fonctionnement. Les domaines d'application ciémés dans ce projet sont représentatifs des
systémes embarqués critiques mettant en ceuvraidsapces de calcul significatives et dont le
déploiement est actuellement limité voire impossiah raison de choix technologiques qui ont
été faits sur les plateformes multi-cceur traditelles. Les domaines d'application comprennent
l'espace et l'avionique. De plus, parmi les rémiéscomptés du projet, on peut citer: (1) la
capacité de certification applicatives de bout entliles couches sémantiques en suivant les
principaux préceptes de la norme avioniqgue DO1&8(2) I'audit de la capacité des couches et
de modelés d'exécution pour répondre aux exigathee®rtification aéronautique, a partir des

processeurs many-cceur MPPA.

Objectifs et contributions de la thése

L'objectif principal de la présente thése estoderfir une approche de prédiction du taux
d'erreur général et abordable pour évaluer la kifitésides applications implémentées dans des

processeurs multi et many-coeur exposés a desomneiments radiatifs. En raison de la

137



complexité de l'architecture du dispositif, ce &iaguit I'hypothése que la principale contribution
au taux d'erreur est fournie par des composantaaitant pas en ceuvre des mécanismes de

protection.

Pour atteindre cet objectif, une extension de fagpe Code Emulating Upset (CEU)
(Velazco, 2000) est proposée pour évaluer le taerxadir des applications implémentées dans
les processeurs multi et many-coeur. L'approche £E18 développée au laboratoire TIMA dans
des travaux antérieurs pour prédire les taux ellerdans des architectures a processeur en
combinant des campagnes d'injection de fautessetsiais sous radiation. L'extension proposée
de l'approche CEU est appropriée pour injecterfalg®s dans des processeurs multi et many-
cceur en raison de la complexité de leur architecttide la mise en ceuvre de plusieurs niveaux
de mémoires caches ainsi que des mémoires part&geestre, cette nouvelle proposition inclut
des facteurs de déclassement de la mémoire ehths té'exposition. Au cours de cette these, la
théorie quantitative est appliquée a deux expéemui sont combinées pour prédire le taux
d'erreur. La premiére consiste a effectuer dessessas radiation avec des neutrons de 14 Mev
dans des accélérateurs de particules pour émulenwironnement radiatif agressif. Le second
consiste a effectuer l'injection de fautes afin sil|muler les conséquences des SEU dans

I'exécution du programme.

Pour valider la généralité de cette approche, miffs dispositifs COTS ont été
sélectionnés en vue de représenter les aspect®teglyues et architecturaux les plus pertinents
des processeurs multi et many- coeur. Le premigl@farocesseur Freescale P2041, fabriqué en
technologie SOI 45nm qui intégre quatre processenrsO0c. Le second a été le processeur
Adapteva Epiphany E16G301 fabriqué en technolo®y®>S 65nm qui integre 16 processeurs.
Le troisieme était le processeur many-coeur Kalr&@PK-256 fabriqué en technologie CMOS
28nm qui intégre 16 clusters de calcul, chacurct d@vé processeurs VLIW. L'efficacité de
l'approche sera déterminée en comparant le tausedfeprédit avec la réponse dynamique
obtenue a partir des essais sous radiation. Cattparaison permet de valider la pertinence de
I'extension de l'approche CEU pour prédire le tdexreur des applications implémentées dans

des processeurs multi/many-coeur.

Les principales contributions a I'état de I'artcééte recherche sont: (1) la proposition
d'une approche générique pour déterminer la séitésdéns le pire des cas d'un processeur multi-
coeur implémentant ECC et parité dans leurs caah@séonoires partagées qui ne peuvent pas
étre désactivées, (2) I'évaluation de la réponsmardique du multi-cceur Freescale P2041 en
implémentant une applicatiomemory bound(3) l'identification de I'adresse cache comme
source de résultats erronés dans le test dynandiguwayonnement, (4) la détermination de la
sensibilité pire de cas du processeur many-coeurAvESB, (5) une évaluation de la réponse

dynamique du MPPA-256 démontrant qu'en habilitaatrhémoires caches, il est possible de
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gagner en performance de l'application sans congttognla fiabilité du processeur, (6)

I'extension de I'approche CEU pour prédire le @areur d'applications implémentées dans des
processeurs multi et many- cceur, (7) la sensibfité des cas du processeur multi-cceur
Epiphany E16G301, (8) La fiabilité des processétudiés en tenant compte des caractéristiques

technologiques et architecturales.

Les résultats des trois premiéres contributions éwét publiés dans le journal IEEE
Transactions on Nuclear Science (TNS) (Ramos, 208 trois autres contributions ont été
publiées dans le journal IEEE TNS (Vargas, 2017).

Dans le contexte spécifique du projet CAPACITEStec¢hese contribue a la tache
relative a I'étude de la fiabilité du processeunyaaoeur MPPA-256 dans un environnement

radiatif.

Organisation du manuscrit de thése
Le manuscrit de la thése est organisé en septtodmplies trois premiers passent en
revue toute la problématique des effets des radisitsur les circuits VLSI et donnent une

synthese des travaux existants.
Le premier chapitre est I'introduction de la these.

Le deuxieme chapitre présente le contexte de leerebe décrivant les environnements
de rayonnement spatial et atmosphérique afin diire les effets du rayonnement naturel sur
les circuits et systemes électroniques. Plusieapeds de la caractérisation du circuit intégré au
rayonnement sont abordés. A la fin du chapitrephascipaux problémes liés aux processeurs

multi-coeur et many-coeur sont décrits.

Le chapitre trois résume I'état de l'art des théatesdés dans la présente thése: (1) la
sensibilité des processeurs multi et many-coeule&echniques d'injection de fautes et (3) la
prédiction du taux d'erreur des architectures tsaséele processeur. A la fin du chapitre, il est
discuté la sélection de CEU comme une approche ade Ipour prédire le taux d'erreur

d’applications implémentées dans des processeutsaueur.

Le chapitre quatre définit la méthodologie progog@r cette recherche. Il détaille
I'extension de l'approche CEU pour I'évaluatiofedgensibilité face aux SEE et la prédiction du
taux d'erreur des applications implémentées danpriecesseurs multi et many-cceur, ainsi que

les outils nécessaires pour la réalisation desrexpEes de rayonnement.

Le chapitre cing explique la sélection des platesigs utilisées pour valider I'approche

et fournit une description des principales cardstiques de celles-ci. Deux processeurs multi-
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cceur et un processeur many-cceur sont proposésutim te modéle de programmation et

I'application de référence sont expliqués.

Le chapitre six présente les résultats expérimardad'évaluation de l'approche dans les
dispositifs cibles. Des campagnes d'injection déefsont effectuées pour obtenir la sensibilité
face aux SEE de l'application. L'essai sous rauiattatique avec des neutrons dévie/ fournit
la sensibilité intrinseque des processeurs multirs@@u many-coeur. Des tests dynamiques sont
effectués pour obtenir la réponse dynamique dwditipet pour valider I'approche de prédiction.
A la fin du chapitre, il est fourni une comparaisemre les dispositifs étudiés en termes de
fiabilité.

Enfin, le chapitre sept résume la recherche etnfodes conclusions générales et des

perspectives futures.

Cadre théorique et travaux existants

Chapitre 2: Cadre théorique

Ce chapitre décrit les effets des radiations sucikeuits intégrés. Il présente un apergu
des environnements radiatifs spatiaux et atmospiesiou les circuits et systémes électroniques
fonctionnent. Les effets des particules énergéigair du matériau semi-conducteur sont
également expliqués dans le but d'introduire Ié&reints types d'événements singuliers qui

perturbent les circuits et systémes intégreés.

Les circuits et systémes électroniques sont expasésrayonnements naturels et
artificiels dans des environnements spatiaux epspimériques. Au cours des années soixante, de
nombreux problémes ont été observés dans |'élégtr@rspatiale, bien qu'il ait été difficile de
séparer les défaillances soft des autres formeedérences. En 1978, apparaissent les premieres
preuves de dysfonctionnements causés par lesicadigirésentes dans I'environnement spatial

dans les circuits électroniques embarqués damenlgias spatiaux (May, 1979).

Dans l'espace extra-atmosphérique, il existe puiripaux types de sources radiatives
qui affectent I'atmosphére terrestre:
« Les rayonnements cosmiques galactiques et extigpias
* Les rayonnements provenant du soleil tels querié s@aire et les éruptions solaires
« Le champ magnétique terrestre qui comprend la ntagpkere et les ceintures de

radiation

De nombreuses formes de rayonnement naturel diciattise rencontrent dans
l'atmosphére terrestre, ce qui peut étre bénéfquauire a I'environnement. Une attention

particuliere doit étre accordée aux rayonnemenisants car ils peuvent étre nocifs pour la
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microélectronique. Les rayonnements cosmiques et garticules solaires bombardent
constamment l'atmosphére terrestre et ainsi, éngarcollision avec les atomes d'azote et
d'oxygene (Barth, 2003). Cette interaction génaresd'atmosphere terrestre une « douche » de
particules secondaires dont les produits sont datemns, des électrons, des neutrons, des ions

lourds, des muons et des pions.

Dans les composants électroniques, les effets ridéveénts singuliers (Single Event
Effect) se réferent a tous les effets possiblesiiiadpar l'interaction d'une unique particule
énergétique avec un matériau semi-conducteur. fi&gs peuvent étre le résultat d'une ionisation
directe d’'un matériau produit par un ion lourd oupuoton, ou d'une ionisation indirecte causée
par des neutrons. Les SEEs sont la conséquendmplgisions transitoires de courant générées
suite a l'ionisation provoquée par des particutesdentes. Ces impulsions peuvent provoquer
des erreurs suite a leur propagation dans lesitsirlmgiques ou causer un basculement d’état
logique d’un bit dans les cellules mémoire ou kgstres. lls peuvent aussi produire des court-
circuits masse-alimentation dans des circuits CM@8vyoquant ainsi la destruction du circuit
(Single Event Latch-up, SEL). Les erreurs provogueésr les radiations sont classées en deux
catégories (Gaillard, 2011) : des erreurs matésetjui sont des erreurs non récupérables
(destruction du circuit) et des erreurs logiciellgs peuvent étre récupérées par réécriture de

l'information ou par une réinitialisation.

Chapitre 3: Etat de l'art

Ce chapitre présente une revue de I'état de artathniques SWIFI d'injection de fautes
dans les circuits intégrés. Il décrit les princip#navaux concernant la sensibilité face aux SEEs
des processeurs multi-coeur et many-cceur. Enfitquee méthodes pour prédire le taux d'erreur

d'application des architectures a processeur séaeptées.

L'injection de fautes est une technique utile palider la fiabilité des dispositifs ou
systémes tolérants aux fautes (Arlat, 1990). Edemet d'améliorer la couverture des tests
matériel ou logiciel en introduisant des fautesnaniére contr6lée dans le matériel ou les
chemins de données du code du systéme dans leobaerver leur comportement en présence

de fautes.

Software-Implemented Fault Injection (SWIFI) estdahnique d'injection de fautes la
plus convenable pour évaluer les applications fonoaint sur des dispositifs COTS car il ne
nécessite pas de matériel complexe dédié, destraili niveau porte ou des modeles RTL qui
sont décrits dans les langages de description mmat&ous les types de fautes peuvent étre
injectés dans des cellules mémoires et registessaibles qui représentent la zone la plus
sensible de la puce. Le principal inconvénienttéelniques SWIFI est leur intrusivité car ils

modifient le programme. Cela peut affecter la dleaiion des taches. Si le timing n'est pas un
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probleme, ce type d'injection de fautes peut &nsicéré comme non intrusif. Sinon, le moment
impliqué lors de linjection peut perturber le fitonnement du systéme (Ziade, 2012). Par
conséguent, pour les systemes embarqués critignegechnique d'injection de fautes a faible

intrusivité est nécessaire.

Concernant la sensibilité des processeurs multiyrsasur, il existe trois études
représentatives : (Stolt, 2012), (Guertin, 2012)diveira, 2014). Dans (Stolt, 2012), est établi
un modele de section efficace dynamique pour uvesermulti-caeur basé sur un processeur
quadri-coeur en technologie 45nm CMOS. Dans (Gyez€ii2), sont présentés les résultats du
test des SEE sous 15 et 25 MeV ions de I''TC Maed#r 49 cceurs, qui est un processeur
Radiation Hardened By Design (RHBD). Dans (OliveR@14), est évaluée la sensibilité aux
radiations d'une unité de traitement graphique (J3fldcue en technologie 28 nm. Méme si tous
les travaux présentés ci-dessus sont intéressautan d’eux ne donne des précisions sur le
comportement dynamique et sur la fiabilité d'un tiradeur en présence de rayonnement

neutronique.

Au sujet de la prédiction du taux d'erreur, dan®l@co, 2000) est présentée une
approche de prédiction du taux d'erreur d'appticdbiasée sur SWIFI. Cette approche repose sur
I'injection de bit-flips aléatoirement en emplacenet en temps en utilisant les capacités d'une
carte d'application classigue capable d'exécuteséguences d'instructions et prenant en compte
des interruptions asynchrones. La prédiction eis¢ fan combinant la section efficace du
composant, obtenue par des tests de radiationéaésghvec le taux d'erreur issu de l'injection
fautes. Dans (Mukherjee, 2003) est décrite une odétipour générer des estimations précises du
taux d'erreur des processeurs. Cette méthode tdififiacteur de vulnérabilité architecturale
(AVF) d'une structure, qui est la probabilité guéuiaute dans une structure particuliére entraine
une erreur. Le taux d'erreur de la structure gstdduit de son taux d'erreur brute (déterminé par
la technologie des circuits) et I'AVF. (Wang, 2008)ésente une méthode dépendant de
I'environnement pour estimer le taux d'erreur ihgdar les neutrons, par la propagation de Single
Event Transients (SET) a travers le circuit logiqoacerné. Le pulse est modélisé par deux
parametres: la probabilité d'occurrence et la fonctle densité de probabilité de la largeur
d'impulsion. (Cabanas-Holmen, 2011) propose uneoapp pour prédire le taux d'erreur d'un
processeur (RHBD) sur la base de la sensibilitéc@esits constitutifs. L'approchieottom-up
pour l'analyse intégre le taux d'erreur provoguégsaradiations dans différents types de circuits,
y compris la sensibilité SEU/SET. Dans (Housani®L2, est proposé une méthodologie pour
évaluer la sensibilité réelle de la mémoire cach@ealapplication visant a calculer un taux
d'erreur plus précis. Cette méthode repose swmailance des acces au cache pour évaluer la

sensibilité du cache et nécessite un simulatemnideoprocesseur.
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Les approches mentionnées ont été validées paupmeesseurs individuels. Parmi
celles-ci, I'approche CEU a été choisie pour &eadue aux processeurs multi-cceurs et many-

ceeur pour les raisons suivantes:

e Cette approche peut étre appliquée a tout proce€¥@US contrairement a d'autres
approches de prédiction basées sur le facteur utteénrabilité architecturelle ou
temporelle qui ne sont pas disponibles dans leposants COTS.

» Trois travaux ont démontré l'efficacité de l'app@dcCEU (Velazco, 2000), (Rezgui,
2001), (Peronnard, 2008).

« |l est capable de cibler les mémoires internestetrees et les registres du processeur
accessibles du dispositif.

» La prédiction est basée sur la sensibilité réedld'application et non sur les modéles

probabilistes ou des modéles d'utilisation de lenoige cache.

En ce qui concerne l'approche CEU, l'inconvénieinicipal est I'impossibilité de cibler
des zones sensibles comme les flip-flops, I'un#gécdmmande et des latches. Cependant, la

contribution au taux d'erreur de ces élémentgestaible.

Méthodologie

Chapitre 4: Méthodologie et outils

Ce chapitre définit la méthodologie et les outésmettant I'évaluation de la sensibilité
face aux SEE et de prédiction du taux d'erreuragptications implémentées sur les processeurs
multi et many-coeur. Au début du chapitre, un apgeneral de I'approche proposée est fourni.

Ensuite, les détails de I'approche sont discutéfin Ha description des outils est présentée.

Vue d’ensemble

La mesure appropriée pour effectuer I'évaluationadeensibilité face aux SEE d'un
systeme est le taux d'erreur. Typiqguement, powarible taux d’erreur d'un systéme fonctionnant
dans un environnement de rayonnement rude, dess esmas radiation dynamiques sont
effectués pour extrapoler les résultats obtentengitonnement radiatif souhaité. Cependant, le
co(t et la disponibilité des installations de rayment constituent des contraintes majeures. En
outre, en raison du taux d'erreur d'un systeme iadé processeur multi/many-coeur dépendant
de l'application, il est nécessaire d'appliquer om&hodologie pour déterminer sa sensibilité
effective au rayonnement & moindre codt. Il esta@eiqu'une option viable est la prédiction du
taux d'erreur qui peut étre basée sur les modétdmbilistes, les circuits constitutifs, I'analyse

du cache et la sensibilité au pire des cas.
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Le but de la présente thése est I'extension derdape CEU a multi /many-coeur pour
prédire le taux d'erreur d'application en combirdeg campagnes d'injection de fautes et des
essais sous radiation. Cette approche peut étrérimeptée dans n'importe quel processeur
mono-cceur sans une profonde connaissance archatiect@ependant, pour les processeurs multi
/ many-ceeur, il existe plusieurs contraintes qiielat étre surmontées en raison de la complexité
du dispositif, principalement liée a la gestionl@enémoire et aux communications inter-coeur.
Pour valider la méthode CEU étendue, elle est imptéée sur trois dispositifs représentatifs qui
ont des technologies de fabrication, des notionsafeeption et des modeéles architecturaux
différents. L'efficacité du procédé sera détermiegéecomparant le taux d'erreur prédit avec le

mesuré obtenu a partir de tests de radiation dyqaeni

Enfin, la conception des essais a la fois d'injectie fautes et de rayonnement est traitée

au moyen d'une théorie quantitative. La premiemhdéaconsiste a identifier les variables

indépendantes et dépendantes impliquées dansdésences.

Approche d’injection de fautes CEU

L'approche CEU considére une carte électroniquerogepseur qui comprend un
dispositif capable d'exécuter un code séquentigé eecevoir des interruptions asynchrones. Le
programme effectue des opérations de lecture @itd® dans des registres internes accessibles
via le jeu d'instructions, ainsi que dans des ecepheents de mémoire interne ou externe. Le but
de l'approche est de reproduire, de maniere nousing, les effets des fautes de type Single
Event Upset (SEU). Ceci est réalisé par l'asserten signaux d'interruption asynchrones,
pendant le temps d'exécution, afin de lancer utiqge®ire d'interruptionGEU codé qui produit
I'erreur sélectionnée (SEU, MBU) dans une cellidenttmoire choisie aléatoiremer@EU
targel). Pour injecter un bit-flip dans une mémoire inepu externe ainsi que dans un registre
a usage général, les taches suivantes doiversféttuées par le code CEU :

* Lecture du contenu de la cellule mémoire.
» Exécution d'une opération XOR avec une valeur degqo@appropriée qui contient un

"1" pour les bits qui vont étre inversés et "Oleaaits.

e Ecriture de la valeur corrompue a son emplacemeriguhe.

Ces taches se produiront lorsqu'une interruptibol@enue a l'instant sélectionné. A ce
stade, le processeur arréte I'exécution du progerantegistre le contexte, exécute le code CEU
responsable de l'injection de la faute et enfinarge le contexte a partir de la pile afin de
poursuivre I'exécution du programme. Une fois leUCBjecté, les résultats du programme
doivent étre comparés a un ensemble de valeuréféeence obtenues lorsque le programme
s'exécute sans injection de fautes. Cependang dgux limites a considérer:

» Les altérations qui se produisent pendant |'exéoute peuvent pas étre simulées.
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» |l n'est pas possible de cibler toutes les zonasilsles possibles comme les flip-flops

internes, l'unité de commande et les latchs &tliedir de I'architecture du processeur.

Extension de I'approche CEU a processeurs multi-coeet many-cceur

Jusqu'a présent, l'approche CEU a été appliquée sweces et validée pour les
processeurs mono-cceur. Cependant, la complexifgrdessseurs a considérablement augmenté
en raison de la technologie de fabrication, deli&ecture des dispositifs, du nombre de noyaux,
des interconnexions, des fonctionnalités, etcstldonc raisonnable de valider l'utilisation de

l'approche CEU pour des processeurs multi/many=cceu

En raison du grand nombre de fonctionnalités gtigle il n'est plus possible d'utiliser la
plate-forme ASTERICS pour injecter des fautes dang/pe de dispositifs. Il est donc pratique
d'étendre l'approche d'injection de fautes CEU pesmprocesseurs multi/many-coeur bénéficiant
de la multiplicité de noyaux en utilisant I'un dkezomme un injecteur de fautes tandis que les
autres exécutent l'application choisie. Afin dégsalinjecteur de fautes, le dispositif doit étre
configuré en mode AMP. Pour effectuer l'injection fdutes, les interruptions inter-cceur sont

utilisées.

Considérant que les processeurs multi/many-coeuemedn ceuvre différents types de
cellules mémoires (mémoires partagées, mémoirelsesa registres de processeurs, etc.), la
prédiction du taux d'erreur total doit étre expweméomme la somme de la contribution

individuelle de chaque composant.

TsEu = TSEU_SHARED T TsEU_CACHE T TSEU REG T (0.1)

Cette thése propose également I'ajout de facteud@dassement a la contribution des
mémoires partagées et cache pour améliorer laspradaie la prédiction. Ces facteurs dépendent

de la mémoire utilisée par l'application et du terdjexposition au rayonnement.
Facteur d'utilisation de la mémoire (MF)

C'est la quantité de mémoire utilisée par I'apfibboapar rapport & la mémoire totale du
dispositif. Ce facteur est calculé compte tenu'egphce mémoire occupé par le code et les

données.
Facteur temps d'exposition (Etf)

Dans certains cas particuliers ou le processeuti/many-cceur fonctionne comme

coprocesseur d'une carte de développement, ibssiippe d'avoir besoin de synchronisation entre
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le coprocesseur et le processeostpour enregistrer les résultats. Ceci est néceslemque les
cceurs du coprocesseur n'ont pas d'acces diredoaatonsprintf. Cette synchronisation est
réalisée au moyen d'un schéma maitre-esclave @oantyy que chaque noyau de processeur
signale les erreurs détectées. Toutefois, ce mo@etemmunication comporte une pénalité pour
perte de temps d'exposition. Pendant la réalisdtisrcommunications, il est possible d'avoir des
SEUs affectant la mémoire interne du DUT, qui n& gas détectés puisque au début de chaque
phase d'exécution, les données de la mémoire émitialisées. Méme si la probabilité d'avoir
cette condition est tres faible, un facteur deepdde temps d'exposition (Etf) devrait étre ajouté

dans ce cas.
Modelé de programmation

Le modéle de programmation choisi pour évalueeagiproche est le modele nu-métal.
Malgré la complexité de la programmation de ce rfedeest plus adapté car il permet de cibler
plus de registres lors des campagnes d'injectioades. De plus, I'absence de systeme
d'exploitation permet l'utilisation d'interruptioimger-cceur minimisant le temps d'injection et
l'intrusivité. Par ailleurs, nu-metal offre a légteur de fautes la possibilité d'injecter dedligit-
directement dans la mémoire partagée, bien queldanede AMP, chaque noyau possede son
propre espace mémoire privé, puisqu'il n'y a aueyperviseur empéchant cette action. Par
conséquent, dans des architectures de mémoireg@astéinjection de fautes est réalisée de
maniére presque non intrusive, puisque l'injectdirfautes lit et écrit directement dans la

mémoire sans interférer avec I'exécution des antgsux.

Lorsque le développeur utilise le modele nu-méilakloit programmer toutes les
fonctions du systeme: le démarrage des noyawégartition des taches entre les noyaux, la
synchronisation entre les noyaux et/ou les tadlaeses aux ressources partagées, la cohérence,
etc. Pour gérer la plupart de ces fonctions, uranayaitre est nécessaire ainsi qu'un espace
mémoire partagé pour les communications entre psetes. Par conséquent, un schéma maitre-
esclave a été mis en ceuvre. Le noyau maitre @st défnme le noyau injecteur de fautes, alors
que les noyaux esclaves exécutent en paralléle plitafon testée.
D'une maniére générale, apres une réinitialisaléonpyau maitre est responsable de I'amorgage
et de la configuration du systeme. Ensuite, il déenkes autres noyaux. Une barriere a été mise
en oceuvre pour synchroniser l'initialisation du cd@sécution dans tous les noyaux. Dans le cas
d'algorithmes distribués, pendant la réalisatior'ajgplication, le maitre distribue les taches.
Enfin, pour certains dispositifs ou les coeurs déetment n'‘ont pas d'acces direct aux E/S, le
maitre est également en charge de l'enregistremedes résultats.

Les principales fonctions du maitre sont résundées la liste suivante:
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« Démarrage du systeme.

» Démarrage des autres coeurs.

« Initialisation des variables globales.

» Distribution des taches.

* Synchronisation des communications en utilisantod@smunications inter-coeur.
* Injection de fautes.

« Enregistrement des résultats (facultatif)

Campagnes d'’injection de fautes

Des campagnes d'injection de fautes ont été effestdans des variables du programme
pour simuler des SEUs perturbant les mémoires ¢cdebanémoires partagées et/ou dans les
registres du processeur pour simuler des fautes des cellules de mémoire du registre. Les
campagnes d'injection de fautes considérent ltiojed'une SEU par exécution dans les variables
du programme et registres. Les conséquenceslgssées comme suit:

» Fautes silencieuseselles se produisent lorsque la faute injectéatrdne aucune
conséquence dans le résultat du programme. Lessfailéncieuses typiques sont celles
affectant les données qui n'ont jamais été utdiseles données déja utilisées par le
programme.

» Erreur de résultat: les résultats du programme ne sont pas ceuxdatsen

» Exception: le programme s'arréte. Il est principalement éqas des fautes injectées sur
les variables de boucle ou les registres critiques.

* Timeout: lorsque le programme ne répond pas aprés unee dégéle au temps

d'exécution nominal.

Injection de fautes dans la mémoire

Dans cette approche, toutes les variables destméa® utilisées par I'application sont
placées, par logiciel, dans une mémoire partagéécou interne). De cette facon, les variables
peuvent étre modifiées a tout moment par chacumaolgsux du processeur. Le noyau principal
initialise les données qui seront utilisées paalgses noyaux. Une fois cette étape terminée, elle
envoie un message via une interruption inter-prgEas pour indiquer les noyaux esclaves et

pour démarrer I'exécution de l'application.

Une fois le message recu par les nceuds esclavesnilirment la réception du message
et démarrent l'exécution de l'application. Pendard I'application s'exécute sur les noyaux

esclaves, le noyau maitre effectue l'injectionalgds. Il sélectionne de fagon aléatoire le noyau
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cible, l'instant d'injection (en termes de cyclémdoge), I'adresse (index de matrice globale) et
le bit & modifier. Lorsqu'un noyau esclave terndoa calcul, il envoie un message au noyau
maitre indiquant que I'exécution a été terminéendygau maitre attend l'arrivée des messages de
chaque noyau, puis compare les résultats obtenes am ensemble de résultats corrects

précédemment obtenus.

Etant donné que le programmeur ne peut pas acdédetement aux mémoires cache,
pour simuler des SEU, linjection de fautes eseatfée dans la mémoire principale. Cette
stratégie peut étre appliquée a toute applica@etée. Il suffit de stocker toutes les variables de

I'application ciblée dans un espace mémoire partagé

Injection de fautes dans les registres du processeu

Les fautes sont injectées dans les registres ablassdu processeur. En raison du fait
gue le nceud principal n'a pas acces aux registeawtres ceeurs, il peut exécuter une injection
de fautes indirecte via le jeu d'instructions. jeateur de fautes effectue une interruption au nceud
sélectionné dans lequel le gestionnaire d'inteiosnptance un code qui cible des registres
accessibles permettant l'injection de fautes coméumit précédemment. Les registres cibles a
prendre en compte par cette approche sont lesnegis usage général (GPR), les registres a
points flottants (FPR) et les registres de fondigpéciales (SFR) accessibles. Il est important de
noter que la modification de ces registres peutqoer des pannes critiques dans I'exécution
du programme.

v. Tests sous radiations avec des neutrons

Les essais sous radiation sont le moyen le pludeatobtenir des résultats significatifs
sur la sensibilité d'un dispositif en une courtequie de temps, car plus les particules frappent le
dispositif, plus des SEEs sont observés. La reptdalité de I'expérience est également un autre
avantage majeur de cette stratégie. Deux typesaitesont envisagés pour évaluer la sensibilité
du dispositif: un test statique pour obtenir las#giité intrinseque des cellules de mémoire
(section efficace) et un test dynamique pour évdhueeponse dynamique de I'application. De

plus, la section statique est utilisée pour prééitaux d'erreur.

Des campagnes de test sous neutrons ont été mendresaractériser les processeurs
multi/many-cceur, car les neutrons sont les padglgs plus représentatives de l'atmosphere
terrestre. Reference (Miller, 2013) discute dedgipence de I'utilisation du test sous neutrons

de 14 MeV pour caractériser la sensibilité face @k des dispositifs numériques. Les sections
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3 et 5 du document JESD89A du JEDEC STANDARD aofuéitisées comme protocole de base

pour les essais expérimentaux.

Le plan d'essai doit définir la tension d'alimeiotatrequise pour I'essai de radiation. Du
fait que le taux d'erreur de nombreux dispositfstes sensible a la tension d'alimentation til es
essentiel que ce parameétre soit mesuré et corav@e précision (Jesd89A, 2006). Le réglage
minutieux de la tension d'alimentation en fonctitws valeurs du plan d'essai permet d'obtenir

des résultats cohérents.

Logistique concernant les campagnes de test sousitrens

Les essais sous neutrons ont été réalisés danslBaateur GENEPI2 (Générateur de
Neutrons Pulsé Intense) située au LPSC (Laborateiréhysique Subatomique et Cosmologie)
a Grenoble, France. Cet accélérateur a été dévebqrigine pour des expériences de physique
nucléaire et, depuis 2014, il a été utilisé poradrer des circuits intégrés issus de différentes
technologies. GENEPI2 est un accélérateur éleatiqet produisant des neutrons en impactant
un faisceau de deuton sur une cible de Tritium £pyés l'accélération a 220 keV, les deutons

(d) produisent des neutrons (n) par la réactiofusien d + T— n + 4He (Villa, 2014).

De la cible, les neutrons sont émis dans touteditestions avec une énergie moyenne
de 14 MeV. Le dispositif sous test (DUT) est pltaxge a la cible a une distance déterminée pour
ajuster le flux neutronique. Pour les campagnessdiale rayonnement nous avons considére, a
premiére approximation, que seuls les neutrons éomgpletement vers I'avant auront un impact
sur le DUT. Alors que le DUT est entierement expagg neutrons, un blindage neutronique

dédié protege la plate-forme électronique de lectur

Début 2015, une nouvelle cible T a été installémégant un flux neutronique maximal
de4.5x107(n.cm~2.s~1). Les objectifs principaux sont d'augmenter la potiin de neutrons
et d'améliorer la fiabilité de l'accélérateur. Ladification majeure consiste a remplacer la source
actuelle d'ions deutérium par une nouvelle, basédastechnique de résonance par cyclotron
électronique (ECR), délivrant une intensité deckds plus élevée. Un nouveau moniteur pour
la production de neutrons est en cours d'instalhatt sera mis en service. Ceci permettra

d'améliorer la précision sur la mesure de la dose.
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Vi.

Dispositifs sous test

Chapitre 5: Dispositifs ciblés

L'objectif de ce travail est de fournir une app®aénérale pour I'évaluation de la

sensibilité face aux SEEs et la prédiction du tHeseur des applications implémentées en multi-

cceur et many-coeur. Pour atteindre cet objectifstiinécessaire de cibler différents dispositifs

visant a représenter la diversité des processeaultgrmany-coeur. Les aspects technologiques et

architecturaux les plus importants a considérer fahoix du dispositif sont:

Technologie de fabrication

Architecture de la mémoire

Nombre de cceurs

Interconnexions

Mécanismes de protection de la mémoire
Performance

Consommation d'énergie

Fiabilité

La premiére plate-forme sélectionnée était la FEaesP2041 RDB basée sur le processeur

guadri-caeur QorlQ P2041. Ce dispositif a été chmigiaison de:

Technologie SOI 45 nm

Haute performance

Haute fiabilité: ECC et parité dans ses mémoirebea

Basé sur l'architecture PowerPC, validé dans deaux antérieurs pour I'aéronautique,

cas de processeur unique (Peronnard, 2008)

Le deuxiéme était I'ordinateur Parallella qui imete processeur ARM A9 dual coeur

utilisé commehostet le 16-cceur Epiphany E16G301 utilisé comme amgm®eur. L'épiphanie

multi-coeur a été considéré en raison de:
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Haute performance

Basse consommation d’'énergie

Abordabilité, permettant au grand public d'accédecalcul parallele.
Architecture co-traitée

Interconnexion (NoC)

Open source



Le troisieme était une carte de développement tsmagde processeur many-coeur Kalray MPPA-
256 qui intégre 16 clusters de calcul ayant chdd&inoyaux VLIW. Ce processeur a plusieurs

noyaux a été sélectionné en raison de:

¢ Implémenté en technologie CMOS 28nm

e Haute performance

« Nombre significatif de coeurs

» Grande flexibilité de configuration

» Haute fiabilité: ECC et interleaving dans des méewipartagées / parité dans des
meémoires cache

« Efficacité énergétique exceptionnelle GFLOPS/W

Application testée

Une multiplication de matrice standandx n(MM), qui est une application memory
bound, a été sélectionnée pour étre testée tduhgude cette recherche. Elle a été choisie car la
multiplication matricielle est I'un des algorithires plus essentiels en algebre numérique ainsi
gu'en calcul distribué, scientifique et a hautdgrerance (Ballard, 2012). Pour I'évaluation de

I'application, deux scénarios sont proposés.

Dans le premier scénario, l'algorithme séquengeladmultiplication matricielle a été
utilisé. Ce scénario a été implémenté dans lesiHwcudturs P2041 et 'Epiphany en utilisant un
noyau du dispositif comme noyau principal. Chagogan exécute indépendamment la méme
multiplication matricielle (C = AxB) et compare sessultats avec une valeur prédéfinie afin
d'identifier des erreurs. La taille n de la matdaa&é choisie en fonction de la capacité de mé&moir
de chaque dispositif afin de remplir le plus pdssie cache et les mémoires partagées et de
maintenir un compromis entre la quantité de mématiisée et le temps d'exécution. Les
matrices A, B et C sont localisées dans des vesgimémoire consécutifs. Tous les éléments
de la matrice A ont été remplis avec la méme vadelre méme, la matrice B a été remplie de
b, donc le résultat attendu étaik b x npour tous les éléments de la matrice C. Les nastiont
été remplies de valeurs fixes afin de simplifiandilyse des données car une valeur connue aide
a identifier quel bit ou bits ont été modifiés aurcs de l'essai. De cette facon, on peut détecter
des Multiple-Bit Upsets (MBUSs) et des Multiple-Célpsets (MCUS). Il est important de noter
que les résultats des expériences de rayonnemanhtttalement indépendants des valeurs
d'entrée. Pour le second scénario, chaque clusterldul du many-coeur MPPA-256 exécute
indépendamment un algorithme parallele de multibim matricielle. Le code source est une

version optimisée assembleur d'une multiplicaticetrivielle collaborative256x256 répartie
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Vii.

entre les 16 éléments de traitement (PE). A lietérde chaque cluster, le noyau du gestionnaire
de ressources (RM) est le maitre du systéme. lcellcgiexécute plusieurs fois pour garantir que
chaque cluster calcule suffisamment de temps poritays les clusters fonctionnent en paralléle.
A, B et C sont des matrices a virgule flottanterécision simple. La taille de la matrice a été

choisie de sorte que les données et le code rekiaatia mémoire SMEM locale.

Résultats expérimentaux

Chapitre 6: Résultats expérimentaux et évaluatioesddispositifs

Les essais sous radiation réalisés avec des nedtbhMeV et les campagnes d'injection
de fautes sont des techniques utiles pour évadusgrisibilité intrinseque, la réponse dynamique
et la sensibilité d’une application implémentéesddes processeurs multi et many-cceur. Voici

un résumé de l'analyse des résultats présentésedemaspitre six.

Processeur multi-coeur P2041

Les campagnes d'injection de fautes dans les Vesialu programme montrent que la
matrice d'entréd et spécialement I'entré&sont beaucoup plus sensibles a SEU que la matrice
de sortie en raison d'un temps d'exposition plysomant. Les résultats montrent la pertinence
de l'injection de fautes pour analyser le compoetend'une application en présence de SEU,
offrant la possibilité de modifier le code du pragime en fonction des résultats obtenus pour

réduire I'impact des fautes dans les résultatapplication.

Gréace a l'utilisation de lanachine check error reportors des tests de radiation, il a été
possible d’enregistrer tous les SEEs détectés, mémequi ont été corrigés par les mécanismes
de protection mis en ceuvre dans les mémoires catlleea permis d'évaluer la sensibilité au
rayonnement neutronique de la technologie SOI dend3_es résultats obtenus montrent que la
technologie SOI de 45 nm est entre 3 et 5 fois meansible au rayonnement neutronique que

sa contrepartie CMOS.

L'analyse des clusters d'erreurs avec le mémd népité simultanément sur tous les
noyaux pendant I'essai sous radiation statiquegémggqu'une particule perturbait une ressource
partagée appartenant a l'infrastructure de conigctCoreNet Coherency Fabric). Ce fait appuie
la nécessité d'une étude plus approfondie des goesées des SEEs sur les communications

inter-caeur, en dépit de la petite zone qu'elle peqar rapport aux mémoires cache.

Des tests dynamiques ont démontré que la paritimgntée dans les mémoires cache
L1 ne suffit pas a protéger les adresses cacles ¢ableaux de données. Les clusters d'erreurs,

produites dans le méme cycle de lecture par un MBéttant letag de I'adresse des caches L1
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du noyau 1 et du noyau 2, mettent en évidence assilfie implémentation 3-D des mémoires
cache L1. Ces résultats suggerent que les techiasl@gnergentes dans l'implémentation du

cache pourraient affecter potentiellement sa s#itéiau rayonnement.

En ce qui concerne la prédiction du taux d'errenrpeut observer une sous-estimation
produite par le fait que toutes les zones sensitite® pas été ciblées pendant le test statique et
les campagnes d'injection de fautes. De plus, Esanmismes de protection mis en ceuvre dans

leurs antémémoires peuvent influencer les testsédiction des erreurs.

Epiphanie multi-cceur

Les résultats issus du test statique permettestirdier la sensibilité au pire des cas de la
mémoire partagée implémentée en technologie CM@&6Pour cette expérience, le flux de
neutrons a été réduit presque trois fois par ra@poflux utilisé dans les essais sous radiation du
P2041. Ceci a été fait pour limiter les perturbagiproduites par les particules de neutrons dans
le processeuhost Cependant, malgré les efforts pour protéger $¢éerdes composants de la
plate-forme, la carte SD contenant le systéme W@apon Linux a été corrompue dans l'une des

expériences. Cela a été résolu en remplacanttia 8Bxrendommagée par une nouvelle.

En comparant le taux d'erreur prédit avec celuiumison peut voir que l'approche
proposée fournit une bonne approximation. La pstitgs-estimation peut étre expliquée du fait
que toutes les zones sensibles du dispositif pasieté ciblées pendant l'injection de fautes et le

test statique.
MPPA-256 processeur many-cceur

En raison de la complexité de l'architecture de roamication, il a été proposé une
campagne d'injection de fautes au niveau des chuptrur éviter I'utilisation de services NOC,
ce qui peut augmenter la latence pendant le prosedmjection de fautes. L'utilisation d'un
modéle de programmation en carte a nue permeg¢ctarjdes fautes dans les noyaux RM et PE.
Cependant, de la méme maniére que pour les ausssdifs, il n'était pas possible de cibler
tous les registres ce qui conduit a une sous-estimdu taux d'erreur de prédiction. De plus, la
précision de la prédiction a été affectée par lésamismes de protection mis en ceuvre dans les

meémoires partagées et cache du MPPA-256.

Le test de rayonnement statigue montre que I'ECIin&trleaving mis en ceuvre dans
les SMEM des clusters sont trés efficaces pounadtéles erreurs, puisque tous les événements
ont été détectés et corrigés. Une question in@néssle ce test a été la multiplicité des MCUs
allant de 2 a 7. Il donne quelques indices suadari dont I'organisation de la mémoire peut avoir

un impact sur la propagation des erreurs prodp#éesine seule particule.
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viii.

Des tests dynamiques ont démontré qu'en halbiléarmémoires cache, il est possible
d'augmenter les performances de l'application samspromettre la fiabilité du dispositif,
puisque les mémoires caches mettent en ceuvre atexgwn de parité effective. D'autre part,
les erreurs non corrigibles proviennent des GPRquéi les registres n'implémentent pas des

mécanismes de protection.

Un compromis entre le temps d'exécution et la cmmsation d'énergie visant a
minimiser I'impact du rayonnement neutronique aaétgint a une fréquence de 200 MHz. En ce
qgui concerne la tension de polarisation, on peurt goe le dispositif est moins sensible au
rayonnement lorsqu'il fonctionne a sa tension nateif0,9V). Par conséquent, la diminution de
la tension de polarisation pour réduire la consotional'énergie du dispositif est une question

critique a considérer.

Conclusions et travaux futurs

L'utilisation de processeurs multi-cceur et manydrcafiant de la sécurité critique aux
applications commerciales augmente rapidement isnrrale la demande croissante de haute
performance, de fiabilité et de faible consommat@mergie. De plus, leurs capacités de calcul
paralléles et leur redondance les rendent desdatisddéaux pour les applications avioniques et
spatiales. Cependant, l'intégration de plusieuyaumo dans un seul circuit intégré conduit a une
miniaturisation supplémentaire des transistorsaggimente leur sensibilité face aux SEEs. Bien
gue des améliorations technologiques et architalgsiainsi que des stratégies logicielles ont été
mises au point pour atténuer les SEEs, la miseusmeode protections matérielles et logicielles
supplémentaires impliqgue une dégradation des pedioces et une augmentation de la
consommation d'énergie. Il est donc obligatoirevaliéer la sensibilité face aux SEEs des
dispositifs multi-caeur pour valider leur applicéildans des environnements rudes ou pour des

applications ou la fiabilité est requise.

Il'y a un intérét croissant d'utiliser COTS multireany-cceur pour l'avionique et les
applications critiques pour la sécurité en raiseredrr faible codt et gain de temps par rapport
aux solutions complexes dédiées. Néanmoins, lexal®ices composants est toujours effectué
de maniére ponctuelle, ce qui pose des problémasdas estimations précises du colt et de la
fiabilité. Par conséquent, la sélection de cesadisifs COTS doit étre basée sur I'évaluation de

limpact du rayonnement sur leur fiabilité au moyam I'estimation de leur taux d’erreur.
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Dans ce travall, il a été proposé une approchergingour I'évaluation de la sensibilité
face aux SEEs des applications implémentées dangrdeesseurs multi. Ceci a été réalisé par
I'extension de l'approche CEU développée dans dbsrdtoires TIMA dans des travaux
antérieurs, en tenant compte de I'évolution teaigique et architecturale des architectures multi
et many-caceur par rapport aux monoprocesseursukeltarreur a été utilisé comme mesure pour
cette évaluation. La prédiction du taux d'erreé@té&obtenue en combinant le taux d'erreur de
I'application issue des campagnes d'injection déeefaet la sensibilité dans le pire des cas du
dispositif obtenue a partir des essais sous radmtiAfin de valider I'approche de prédiction, il
a été nécessaire de comparer les taux d'erreutspeédnesurés. Le résultat mesuré a été obtenu
en exposant le dispositif ciblé au rayonnement maigue tout en exécutant l'application
souhaitée. Des campagnes d'injection de fauteStémbnsacrées a l'injection de fautes dans des
cellules mémoire et des registres accessibles eéfibéant de la multiplicité de noyaux pour
utiliser l'un d'eux comme injecteur de fautes alque les autres exécutent I'application
sélectionnée. Des expériences de radiations onteétisées avec des neutrons deMev a
l'installation GENEPI2. Trois dispositifs COTS difénts ont été évalués dans le cadre de cette
thése. Le premier était le Freescale P2041 progegseadri-cceur fabriqué en technologie 45nm
SOIl. Le second a été le Kalray MPPA-256 many-cagdwidué en technologie 28nm CMOS. Le
troisieme a été I'’Adapteva Epiphany E16G301 miavopsseur fabriqué en technologie 65nm
CMOS.

Conclusions finales

Les résultats obtenus lors de I'évaluation du regiur P2041 démontrent que l'injection
de fautes permet d'identifier les vulnérabilitéagi#iapplication et d'améliorer la stratégie de
programmation pour réduire l'impact des fautes demsésultats. A partir du test statique, il a
été confirmé que la technologie SOI est plus rabgee la bulk CMOS traditionnelle. D'autre
part, des tests dynamiques ont démontré qu'en digpinécanismes de protection parité et ECC,

il y avait des erreurs dans le résultat de I'aptibnn causées par les MBU dans les adresses cache
et les tableaux de données. Enfin, les résultatstrenat une sous-estimation du taux d'erreur
prédit, puisque toutes les zones sensibles n'‘antepa ciblées pendant le test statique et les
campagnes d'injection de fautes. En outre, la etiseuvre de ECC et la parité dans les mémoires

cache du dispositif peuvent affecter la prédiction.

D'apres I'évaluation du processeur multi-cceur EpighE16G301, on peut voir que
I'extension proposée de l'approche CEU était effigaour prédire le taux d'erreur d'application.

Le fait que ce dispositif nimplémente pas de mirtaes de protection a permis une bonne
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estimation du taux d'erreur, confirmant que lesanéxtnes de protection affectent les essais sous
radiation et la prédiction du taux d'erreur (LaB2005). Pendant les essais sous radiation
dynamique, les matrices d'entrée ont égalementvétdiées pour identifier des fautes
silencieuses. Cela a été fait pour obtenir le @laxeur expérimental de I'application qui a une

bonne corrélation avec le taux d'erreur obtenurér i I'injection de fautes.

L'évaluation du processeur many-coeur MPPA-256 reomtie 'ECC et l'interleaving
mis en ceuvre dans les SMEM des clusters sontffieaces pour atténuer les erreurs de type
SEU, puisque toutes les SEUs détectées dans leMIMEELE corrigées au cours du test statique.
En outre, des tests dynamiques ont démontré galeifithnt les mémoires cache, il est possible
d'augmenter la performance de I'application sarmsalié de fiabilité, puisque les mémoires
cache mettent en ceuvre une protection de parigetei®. En ce qui concerne les résultats
expérimentaux des rayonnements, la prédiction audarreur ne repose que sur la contribution
des registres puisqu'ils n'ont pas de mécanismegratection. Malgré la complexité de ce
processeur a plusieurs noyaux, la prédiction dy therreur a une petite sous-estimation qui
confirme l'applicabilité de I'extension de I'apgrecCEU a ces dispositifs. Les raisons possibles
de cette sous-estimation sont que seulement ldstnegy accessibles ont été ciblés ou que
l'infrastructure de communication n'a pas été eiblé que les mécanismes de protection peuvent

influer sur la prédiction du taux d'erreur.

Les résultats globaux présentés dans cette thésirnoent que le processus de
fabrication de la puce joue un role prépondéransda fiabilité du dispositif. Une comparaison
FIT des dispositifs étudiés montre que le P204 Xirnakur est le dispositif le plus fiable puisqu'il
est construit en technologie SOI. Néanmoins, ligdihice avec le MPPA-256 construit en 28nm
CMOS n'est pas si ample. En fait, si le FIT / Mbamsidéré, le MPPA-256 est le dispositif le
plus fiable. Les deux dispositifs mettent en ce BEE et la parité dans leurs mémoires internes.
Cependant, l'efficacité du MPPA-256 est supérieardefficacité du P2041 du fait de
limplémentation de l'interleaving dans ses ménwopartagées. Par conséquent, la sélection du
dispositif approprié doit étre effectuée sur laebdss exigences de I'application (par exemple,
I'espace mémoire disponible pour le code et les@es, le nombre de noyaux travaillant en

paralléle, etc.) et une analyse colts-bénéfice.

En ce qui concerne I'épiphanie multi-coeur, il gawx d'erreur environ 11 et 7 fois plus
grand que celui des P2041 et MPPA-256 respectiverienraison du fait que les meilleures
technologies de fabrication ainsi que les protestimatérielles augmentent considérablement le
colt de l'appareil, des dispositifs tels que lethuaeur Epiphany E16G306 pourraient étre pris
en compte dans des systémes embarqués en fondida criticité de l'application et de

I'environnement de travail. En fait, le rappori@d@®ASA: “Intelligent Hardware-Enable Sensor
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and Software Safety and Health Management for Autwus UAS” affirme que I'Epiphany

multi-coeur peut étre utilisé pour plusieurs appiices terrestres et méme avioniques.

Le fait qu'un processeur many-caeur construit san28MOS a un FIT semblable a un
multi-coeur 45nm SOI est trés prometteur pour géisérason utilisation sur le domaine des
systémes embarquées. Premiérement, parce quedasismes de protections implémentés sur
le dispositif many-cceur ont réduit I'écart de fiientre les deux technologies liées a la
miniaturisation et au processus de fabrication (W3 SOI). Deuxiémement, il supporte la
possibilité d'utiliser des dispositifs COTS danssysteme embarqué critique en raison de la
grande capacité de traitement et de la capacitén@moire interne importante. Les deux
caractéristiques permettent de surmonter le prahgpmbléme de surcharge causé par la mise en
ceuvre de technigues matérielles tolérantes avedalar conséquent, I'utilisation de ce dispositif
rend possible la mise en ceuvre de techniques dedadce software pour améliorer la fiabilité
du systeme en masquant d'autres SEE, conséqueuncesoqt pas été atténuées par les
mécanismes de protection. Enfin, le colt élevedigsositifs SOl par rapport aux dispositifs

CMOS augmente I'utilisation de ces derniers.

Pour sélectionner le dispositif approprié a implétee dans un systeme fonctionnant
dans un environnement radiatif agressif, il estérafif d'évaluer la sensibilité face aux SEE des
candidats, puis d'établir un compromis entre I€dscet la fiabilité en fonction de I'application et
de lI'environnement de travail. Cependant, I'évadndiasée sur des tests dynamiques de radiation
est colteuse en termes de temps et d'argent. Btiarraison, une approche de prédiction est
nécessaire. En outre, l'utilisation généraliséprdeesseurs multi/many-coeur dans des systemes
embarqués nécessite une approche de prédictitausid'erreur ajusté a ces dispositifs. A la
connaissance de l'auteur, ce travail présente lpguremiére fois une approche consacrée a la
prédiction du taux d'erreur des applications s'etedtt sur des processeurs multi et many-cceur.
En dépit de la sous-estimation du taux d'erreutipréette extension de I'approche CEU fournit
des résultats utiles qui peuvent étre considérésre une validation préliminaire de COTS

multi/many-coeur.

Plusieurs aspects rendent difficile le test dessS&E les processeurs multi/many-cceur
et affectent la prédiction du taux d'erreur. L'veud est la complexité de leur architecture qui
integre différents composants et fonctions sur &me puce. Dans l'approche développée dans
cette theése, la prédiction du taux d'erreur d'ustésge est présentée comme la somme des
contributions individuelles de la prédiction duxadlerreur par chague composante a cellule-
meémoire. Pour obtenir la contribution individueileest conseillé d'isoler les fonctionnalités.
Cependant, ce n'est pas une tache banale surrtes de dispositifs et l'isolement ne peut pas
étre totalement accompli. Cela crée des difficuftésr identifier la zone ou les fautes ont été

produites. De plus, pour améliorer I'efficacitélagrédiction, il est convenable d'étendre cette
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approche a d’autres composants du dispositif tedd'opfrastructure de communication. Un autre

aspect est I'emballage complexe et la constructiolicouches de circuits qui produisent des

problemes lors d'essais dans des installationaydgnement en raison de limitation d'énergie de

faisceau. Enfin, la mise en ceuvre de mécanismdstdetion et de correction d'erreurs ainsi que

la carence de données expérimentales (en raiscrodeset de la disponibilité des installations

de rayonnement) influent également sur la précidebtapproche de prédiction du taux d'erreur.

Perspectives futures

Le présent travail a présenté un premier apercs Famaste étude de la sensibilité au

rayonnement des processeurs multi-caeur et many-dteur poursuivre ce travail, les thémes

suivants peuvent étre explorés:
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Validation de I'approche proposée en utilisantédédhts modeles de programmation: le
modéele de programmation peut affecter notablenaesg¢hsibilité du dispositif en raison
des ressources utilisées. Pour cette raison, litdstde valider I'approche a l'aide de
Posix et OpenMP.

Validation d'une application spatiale réelle: gfleut se faire dans le cadre de la
coopération industrielle et académique entre TINIAes partenaires industriels tels que
Thales Alenia Space ou des partenaires univeesitaiels que le Centre Spatial
Universitaire de Grenoble.

Evaluation de l'infrastructure de communicationmpte tenu du nombre croissant de
noyaux dans les processeurs many-coeur émergendselu de communication est en
train de changer en implémentant des NoCs qui pguée combinés avec des
infrastructures de type bus, pour l'interconnexies noyaux et des clusters de traitement.
Cela implique d'avoir plus de registres de conteblde données a cibler par l'injection
de fautes et les tests sous radiation.

Validation de I'approche de prédiction a l'aidersi lourds: pour envisager des COTS
multi/many-coeur pour des applications spatialesstilobligatoire de les exposer a des
ions lourds. Cependant, il est important de temingte des contraintes matérielles telles
que l'essai dans la chambre & vide et I'amincisseduesilicium du dispositif.
Application de techniques de redondance: cette ogppr de prédiction peut étre
combinée a la mise en ceuvre d'une application dadda visant a accroitre la fiabilité

du dispositif.






Evaluation de la sensibilité face aux SEE et méthodologie pour la prédiction du taux
d’erreurs d’applications implémentées dans des processeurs Multi-cceur et Many-cceur.

Résumé - La présente thése propose une approche de prédiction du taux d'erreur et I’évaluation de la sensibilité
des applications implémentées dans des processeurs multi-cceur et many-cceur exposés a des environnements
radiatifs. Pour valider la généralité de cette approche, différents dispositifs COTS ont été ciblé en vue de
représenter les aspects technologiques et architecturaux les plus pertinents des processeurs multi et many-cceur.
Le premier a été le processeur quadri-cceurs P2041 de Freescale fabriqué en technologie 45nm SOI qui met en
ceuvre ECC et la parité dans leurs mémoires cache. Le second a été le microprocesseur Adapteva E16G301
fabriqué en technologie 65nm CMOS qui intégre 16 cceurs et n’implémente pas des mécanismes de protection.
Le troisieme a été le processeur many-cceur Kalray MPPA-256 fabriqué en technologie CMOS 28nm TSMC qui
intégre 16 clusters de calcul chacun avec 17 cceurs, et met en ceuvre ECC dans ses mémoires statiques et parité
dans ses mémoires caches. L'évaluation de la sensibilité face aux SEE ainsi que la prédiction du taux d’erreur
ont été réalisée par des essais sous radiation avec des neutrons de 14 Mev dans des accélérateurs de particules
pour émuler un environnement de rayonnement agressif, et par injection de fautes dans des mémoires cache, des
mémoires partagées ou des registres de processeur pour simuler les conséquences des SEU dans I'exécution du
programme. Une analyse approfondie des erreurs observées a été effectuée pour identifier les vulnérabilités dans
les mécanismes de protection. Des zones critiques telles que les adresses tag et les registres a usage général ont
été principalement affectés pendant les expériences de rayonnement.

Mot Clés: Fiabilité, Test sous radiation, Injection de fautes, Processeurs Many-core, Processeurs Multi-core,
Single Event Effect, Single Event Upset, robuste.

Evaluation of the SEE sensitivity and methodology for error rate prediction of
applications implemented in Multi-core and Many-core processors

Abstract - The present thesis proposes an error-rate prediction approach and the evaluation of the sensitivity of
applications implemented in multi and many-core processors exposed to harsh radiation environments. To
validate the generality of this approach, three different COTS devices were targeted aiming at representing the
most relevant technological and architectural aspects of multi/many-core processors. The first one was the
Freescale P2041 quad-core processor manufactured in 45nm SOI technology which implements ECC and parity
in their cache memories. The second one was the Adapteva Epiphany E16G301 microprocessor manufactured in
65nm CMOS process which integrates 16 processor cores and do not implement any protection mechanism. The
third one was the Kalray MPPA-256 many-core processor manufactured in 28nm TSMC CMOS technology
which integrates 16 compute clusters each one with 17 processor cores, and implements ECC in its static
memories and parity in its cache memories. The SEE sensitivity evaluation and the error-rate prediction was
accomplished by combining radiation experiments with 14 Mev neutrons in particle accelerators to emulate a
harsh radiation environment, and fault injection in cache memories, shared memories or processor registers, to
simulate the consequences of SEUs in the execution of the program. A deep analysis of the observed errors was
carried out to identify vulnerabilities in the protection mechanisms. Critical zones such as address tag and
general purpose registers were mainly affected during the radiation experiments.

Keywords: Reliability, Radiation ground test, Fault Injection, Many-core processor, Multi-core Processor,
Single Event Effect, Single Event Upset, Robust.
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