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Résumé

L'émergence de véhicules aériens sans pilote, généralement appelés drones, petits et bon marché favorise leur utilisation dans le domaine des applications civiles. Ces drones sont équipés de différents capteurs et ont la capacité de communiquer via des liaisons sans fil et ont la particularité de se déplacer librement dans l'espace, révolutionnant la gestion des applications de surveillance. Un réseau ad hoc de drones, Flying Ad hoc Networks (FANET) en anglais, est composé d'une flotte de drones autonomes et est utilisé lors de missions dans des environnements hostiles pour la surveillance ou l'inspection de sites dangereux ou inconnus. Les FANETs peuvent être également utilisés pour suivre et filmer des événements spéciaux comme une course de vélos ou un match de football, dans ce cas les liaisons doivent garantir un minimum de qualité. Les FANETs nécessitent une attention particulière en ce qui concerne l'économie d'énergie des UAV dont les ressources en énergie sont limitées, mais aussi d'être immunisés contre des attaques malveillantes.

Au cours de cette thèse, nous nous sommes concentrés sur le problème de suivi d'une cible mobile utilisant une flotte de drones pour la filmer. Étant donné que la cible se déplace, les drones doivent la suivre en continu, et une liaison vers la station terrestre doit être disponible. Dans ce contexte, nous proposons une solution qui permet la coordination d'un ensemble de drones afin de maintenir un chemin optimal entre la cible et la station terrestre. Notre solution se révèle efficace en matière de gain en temps et en énergie.

Nous avons également proposé une solution basée sur des protocoles hiérarchiques pour économiser plus d'énergie dans le processus de communication avec la station terrestre. 
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General Introduction

Unmanned Aerial Vehicles (UAVs) are aerial vehicles without pilot on board. With different degrees of autonomy (staff on the ground serving to direct them or only to supervise the mission) and differnt sizes (from a few centimeters to several meters or even tens of meters wingspan), they were initially developed and employed in the military sector for so-called 3D missions (Dull, Dirty, Dangerous) often too long and/or too dangerous for pilots on board (long-term surveillance, hostile environment, etc.). Their use in the civilian world and their accessibility in terms of price are recent, and are mainly achieved through the provision of services such as site inspection, surveillance or monitoring.

Our research consists in developing efficient solutions for management of a fleet of UAVs to achieve a common mission. In this report, we call a Flying Ad hoc Network (FANET) a Mobile Ad hoc Network (MANET) connecting a fleet of UAVs. With the growing interest in the use of the UAVs, new challenges arose in communication, safety, energy saving and reliability within FANETs.

In a FANET, topology changes quickly because of the speed of the UAVs, in addition, depending on the type of UAVs used, the distance between each UAV can be very long. In this context, communication is very difficult, especially if it uses traditional communication paradigms. Safety, as well as communications needs to be improved. Since UAVs are used for fulfilling a mission, malicious UAVs could infiltrate the network to sabotage or to hijack the mission. Under these circumstances, new communication paradigms dedicated to FANETs and safety measures have to be proposed for handling such networks.

In this report, we focus on the behavior of a group of homogeneous UAVs that communicate for fulfilling a common goal. The main application we worked on is tracking and filming a moving object. The cohesion and the good functioning of a group of devices in the accomplishment of this application is primordial. Therefore, we started from detecting susceptible attacks that could make the mission abort, and we have identified the problem of selfishness. In the next step, since the UAVs have limited energy, and the communication has a high cost in terms of energy, we focused on minimizing the energy
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consumption within a fleet of UAVs. Finally, we defined the problem of tracking a moving target and proposed a delay and energy efficient coordination strategy.

In this report, we discuss about generalities of MANETs, Wireless Sensor Networks (WSNs) and FANETs since we have treated problems related and originally come from these networks, including diagrams, appropriate taxonomy and the differences between them.

Contributions

In this report, we describe our work on a group of UAVs in a FANET. As a start, we present our main contribution, which is tracking a moving object. Tracking problem has been investigated in the literature in different ways. In some works, it refers to image analysis for the detection of an object or a person. In some other works, it refers to presences detection using fixed sensors and then remote the information to a sink or share it with other sensors. Finally, some works addressed the tracking problem using mobile devices (robots, drones, etc.). Our solution uses the ability of the UAVs to move for tracking a moving target. We use this ability also for moving the UAVs in order to build an optimal path, and have reliable transmissions of the moving target to a ground station. Our solution is energy and delay efficient.

Secondly, we were aware about the problem of energy consumption in wireless networks, so we worked on a solution based on clusters that extends an existing solution to minimize the energy consumption. Hierarchical routing protocols allow to have aggregated and organized communications leading to better results in terms of minimizing the energy consumption. We present our solution that allows the reduction of control packets in the clusters' construction and avoid the well-known problem of overloading nodes next to the sink.

Finally, since it is important that the workload can be shared among all the UAVs that shares a common goal, we wanted to have a collaborative network so that every UAV collaborate in the interests of the mission. In this context, we developed a solution for preventing from having some UAVs acting selfishly to first and foremost save their energy, causing more overload to other UAVs and even jeopardize the mission.

Manuscript organization

The chapter 1 introduces FANETs and discusses their applications in civilian application domains, it also gives the differences between a FANET, a MANET and a Vehicular Ad hoc Network (VANET). We discuss the controlled mobility concept and introduce the "avail-able mobility" concept. We will justify the use of ad hoc network as the communication system for a fleet of UAVs. Finally, we present our solution for coordinating a fleet of drones in a tracking problem.

In chapter 2, we introduce WSNs and give the differences with MANETs. Then, we focus on hierarchical routing protocols, where we give their description and characteristics. We discuss about cluster construction algorithms and the data transmission modes.

Finally, we present our solution to the clustering problem.

In chapter 3, we introduce the mobile environments, we discuss about historical facts and projects that leads to wireless networks. We give the characteristics and discuss about issues of MANETs, we detail some of their vulnerabilities, and discuss, in particular, the problem of selfishness and present our solution.

Chapter 4 presents the work in progress. We discuss two solutions that are an improvement of our solutions that are described in chapters 1 and 2, and a third solution that is an upgrade of our solution described in chapter 3 for supporting multiple target tracking. In this chapter, we discuss also future works we intend to undertake.

Finally, we conclude this report by summarizing the work done and the contributions.

This section is followed by a set of perspectives that can complement this work and explore promising new ideas for the domains of communication in FANETs.

Chapter 1

Tracking and filming a Moving Point of Interest C

OMMUNICATION within a fleet of unmanned air vehicles (UAV) is an important challenge for their cooperation and coordination in tracking a mobile target. For several applications of target tracking, the data collected by the UAV, concerning the target, must reach the ground station with low delay while guaranteeing a low energy consuming. In order to achieve this twofold objective, an efficient distributed routing algorithm needs to be designed. The algorithm must be able to select the best routing strategy.

In this chapter, we present the evolution in the usage of UAVs, the different communication systems used in a network of UAVs and discuss some concepts related to mobility.

After presenting the related work, we present our efficient controlled mobility routing scheme for tracking a Moving Point of Interest (MPI). During the tracking phase, UAVs' mobility is controlled in order to build a path between the MPI and the GS that offers a low delay, a low energy consumption and an extensive coverage of the field. Several simulations have been conducted to show that our proposed scheme minimizes the energy consumption while enhancing the performance of the UAVs fleet by increasing the throughput and reducing the delay, thus allowing UAV fleet communication to satisfy QoS-constrained applications' requirements. This kind of operation requires a high level of coordination between drones made possible by a continuous exchange of information among themselves and with their Ground Station (GS). This exchange allows controllers to track the dynamics of the mission. Thus, communication is seen as a major challenge in the development of such systems. Ad hoc networks are a promising solution for drones as well. In fact, the inherent self-organizing capabilities of these networks allow it to operate in difficult situations, such as after natural disasters. The term FANET that designates a Flying Ad-Hoc Network will be used in this chapter, and it will be considered as a MANET connecting the UAVs [START_REF] Bekmezci | Flying ad-hoc networks (fanets)[END_REF]. In the following, we will justify the use of an ad hoc network, and the differences between MANET, FANET and also VANET.

UAVs design is currently going through a very intense period of research and development. Everyday new applications and new services appear in the global market that include one or several UAVs. In the most futuristic scenarios, UAVs are supposed to be able to operate autonomously and coordinate among themselves and with deployed infrastructures by using new networking technologies and protocols. Potential applications fields for these autonomous systems include surveillance and monitoring of sensible areas [START_REF] Chowdhury | Help from the sky: Leveraging uavs for disaster management[END_REF], goods and supporting material delivery, infrastructure inspection and entertainment [START_REF] Manzoor | Citywatch: exploiting sensor data to manage cities better[END_REF].

In this chapter, we propose a new controlled mobility adaptive routing algorithm which reduces the path length while maximizing the coverage of the Mobile Point of Interest (MPI) compared to a network of UAVs that moves randomly. We call a MPI the moving target to cover, which could be a person moving in a bounded or unbounded environment.

Then, we will show that our solution reduces the delay in the MPI-GS communications, and we compare our solution against two strategies: the first consists in a fixed network of UAVs, which move only if the MPI is detected and no path is available, and the second is based on moving the UAVs according to a preferred parameter that could be either the delay or the energy. By following the approach of other existing works that minimize energy consumption using different mechanisms [START_REF] Ahmed | A survey on energy awareness mechanisms in routing protocols for REFERENCES wireless sensor networks using optimization methods[END_REF], we will show that controlling the UAVs mobility is a good factor of energy saving.

UAVs for civilian applications

UAVs were used for the first time at the end of the First World War by the US Army. The idea was to guide aircraft controlled remotely without the driver in the cockpit. Since then, drones have become a topic of innovation in different areas and for several types of missions [START_REF] David | Unmanned Aerial Systems: a historical perspective[END_REF]. They have long been a military tool, however, in recent years, their use has been extended to the civilian sector. They present a promising solution to many dangerous, difficult and unsuitable missions for human pilots. Hence, saving lives since they can replace manned aircraft and helicopters.

Thanks to technological advances, the UAVs are now involved in different types of mission [START_REF] De Fátima | Unmanned Aerial vehicles[END_REF]. They are smaller, lighter, cheaper and capable of replacing humans in civilian missions such as search and rescue of survivors after disasters. In addition, they are used in several environmental control operations and natural phenomena such as gas or liquid emissions.

US authorities have already used the Predator B drone-modified with an infrared camera in order to help firefighters to manage forest fires in California in 2007. The drone was transmitting accurate data in real time to anticipate the spread of fire and better use of resources 1 . In November 2010, the German police used for the first time a UAV to control civil protests 2 . UAVs are also used in large agricultural areas surveillance missions and even crop spraying 3 .

Many applications could be feasible thanks to UAVs. They can be used in the field of communications and help to relay exchanges between distant groups of users.

UAVs cooperation

To improve the performance of UAVs on their missions, researches are conducted to make UAVs cooperative. A fleet of cooperative UAVs would be able to achieve more complex missions by sharing various task between them. Indeed, Assigning different tasks to each UAV, they support each other for a common goal, such as broadcast communications tasks, creation of maps, surveillance, search and rescue. UAVs can be responsible for the evolution of the operation through the acquisition of new smart behavior, such as collision avoidance and autonomous formation flight [START_REF] Ryan | An overview of emerging results in cooperative uav control[END_REF] and the collaboration facilitates the usual tasks and improve performance [START_REF] Yanmaz | A discrete stochastic process for coverage analysis of autonomous uav networks[END_REF].

This collaboration is made possible due to a high level of coordination between the UAVs met with continuous data exchange during all the mission. For example, in [START_REF] Ryan | An overview of emerging results in cooperative uav control[END_REF],

authors proposed a solution where a group of cooperative UAVs monitor a wide geographical area. Exchanging information on their geographical positions, each UAV may calculate the route based on others' routes, thus offering a better performance in terms of speed and reliability compared to the conventional operation performed by a single UAV.

A methodology for creating a cooperative research strategy using a group of UAVs and based on the exchange of information concerning the mobility of each UAV is presented in [START_REF] Polycarpou | A cooperative search framework for distributed agents[END_REF]. These information allow UAVs to know what is happening around them and to calculate and update their search paths. In addition, a target estimation and localization algorithm for a group of collaborative UAVs is proposed in [START_REF] Bethke | Cooperative Vision Based Estimation and Tracking Using Multiple UAVs[END_REF].

The project CARUS [START_REF] Chaumette | an operational retasking application for a swarm of autonomous uavs: First return on experience[END_REF] also studied the use of a fleet of UAVs to demonstrate the feasibility of using drones in a collaborative environment by communicating to achieve missions unsafe for human. The exchange of messages in this study is carried out by an asynchronous broadcast between UAVs.

Mobility of nodes

In the following, we give some theoretical definitions of the degrees of freedom of an UAV, available mobility and different mobility control.

One speaks of local degrees of freedom for characterizing the movements that an object (solid and rigid) is able to perform in a three-dimensional plane. Its overall degree of freedom is the number of degrees of freedom needed to express any position (also including orientation) that can take the object in the relevant benchmark. In the world in 3 dimensions of ours, an object can have a maximum of 6 degrees of freedom:

• translation on the x-axis (front/rear);

• Translation on the y-axis (left/right);

• Translation on the z-axis (up/down);

• Rotation around the x-axis (roll);

• Rotation about the y-axis (pitch);

• Rotation about the z-axis (yaw).

For example, a helicopter has 6 degrees of freedom while a classic airplane has only 4

(translation along its x-axis, roll, pitch and yaw), a car 2 (translation along the x axis and yaw) and train a single (forward/backward with respect to the rails).

Context restrictions

In addition to these degrees of theoretical freedom, movement restrictions may be applied to a node. We call "mobility available" of network nodes, the traveling capacity of the nodes in a certain context/application. Indeed, despite the degree of freedom available to the various nodes of a network, it is possible that some areas of space or their procedures are prohibited for reasons inherent in the context in which the application runs.

Zero Mobility Available (ZMA)

We talk about "zero mobility available" when the nodes are static. Thus, whatever the theoretical degree of freedom of the node in the considered reference, finally it will not move. Examples of devices with ZMA are: a ground sensor, a desktop computer, a printer, a network repeater, a wireless terminal, a geostationary satellite, and a car in a parking.

Partial Mobility Available (PMA)

We talk about partial mobility available when the nodes have mobile capabilities but these are partially restricted (not completely suppressed) by a contextual factor. Examples corresponding to this case:

• Special car: although it could theoretically ride elsewhere than on the road (e.g. field, lawn, garden), they forced it in his travels;

• An airplane: although an airplane could potentially fly anywhere, in most cases it is forced to follow flight paths and comply with the instructions of air traffic controllers;

• A participant in a race: although a runner (e.g. to walk or drive) can, in principle, go wherever he wants, it is forced to follow the route of the race;

• A robot vacuum cleaner: for reasons of safety or employment restrictions to make, it is possible to limit (by a virtual wall) work area of most robot vacuums.

Full Mobility Available (FMA)

We talk about full mobility available when capabilities of the mobile nodes are fully operational. The following examples are considered belonging to the FMA group:

• A drone: a large enough segregated area, a drone can fly everywhere, taking advantage of all its moving abilities;

• A military car: in a military context, a car can theoretically run wherever he wants.

Application control of nodes' mobility

Over the movement restriction, the degree of control on the mobility of the node that is available to the application has to be considered. It is important to differentiate between the three mobility available types than the degree of mobility control that an application has. A nice work have made good distinctions between available mobility, and control mobility [START_REF] Laplace | Applications and DTN services for cooperative UAVs fleet[END_REF]. We consider three degrees of control given to the application on the mobility of the node as follow:

Zero Mobility Control (ZMC) In zero mobility control (this level of control is also called passive mobility [9]), the application does not control the movement of nodes on which the algorithm runs. Some concrete cases involving the ZMC are applications on: a network of environmental sensors (ground, in the air, in a building), a VANET from private vehicles (excluding emergency braking).

Partial Mobility Control (PMC)

In partial mobility control, the algorithm partially controls the movements of the node on which it runs. Some examples are:

• Google Street View Car, police patrols: the general application chooses an area to cover over another (division of labor) but the collection/patrol in the area is not controlled;

• An application calculating a spare route on a bus line: accident, an embedded application may decide to reroute the line only when needed. Driving the bus remains with the driver. This one follows the instructions of the application when necessary;

• An emergency application in a VANET from private vehicles is authorized to make emergency braking to avoid a collision;

• An application managing only the heart of the mission of a drone: the application manages all the movements of the drone with the exception of certain phases deemed too critical (e.g.: takeoff/landing necessary overview of a prohibited area overview in automatic mode);

• A metro trains that is able to evolve automatically, but traffic is controlled by a central station which takes over incident.

Full Mobility Control (FMC)

In full mobility control (this level of control is also called controlled mobility) [START_REF] Natalizio | Controlled mobility in mobile sensor networks: advantages, issues and challenges[END_REF], the algorithm controls completely the movements of the node on which it runs. Some concrete cases involving FMC are:

• An application that manages the entire mission of an UAV with possible amendment to its flight plan in complete autonomy;

• An application that manages the entire mission of a drone submarine: some unmanned underwater vehicles are completely autonomous, directing the application has complete control of their mobility;

• A system piloting a Google Car: this application manages the movements of the car street by street taking into account any obstacles;

• Robot vacuum cleaner: some robot vacuums are able to control their mobility throughout their scope of work.

Controlling the UAVs' movement during the missions has been motivated by some results in the literature. Schemes and techniques using controlled mobility of sensor nodes, robots or actuators (to whom we will refer simply as nodes in the rest of this section) have been introduced in Mobile Wireless Sensor Networks (MWSNs) and MANETs in order to improve the network lifetime [START_REF] Wang | Extending the lifetime of wireless sensor networks through mobile relays[END_REF], the coverage and connectivity [START_REF] Akkaya | Distributed recovery from network partitioning in movable sensor/actor networks via controlled mobility[END_REF], routing and Quality of Service (QoS) [START_REF] Di Caro | Optimal relay node placement for throughput enhancement in wireless sensor networks[END_REF][START_REF] Kiyoshi Goldenberg | Towards mobility as a network control primitive[END_REF]. Developping solutions witch allow the mobile units to maintain connectivity while moving is an interesting problem even in other application domains as telecommunications such as mobility management in packet transport networks for network convergence [START_REF] Cortés-Polo | Mobility management in packet transport networks for network convergence[END_REF].

Controlling the mobility of UAVs and placing them in an optimal disposition may increase the network lifetime. Stojmenovic et al. showed that the most energy efficient path between a source and a destination lies on the straight line between these two nodes [START_REF] Stojmenovic | Power-aware localized routing in wireless networks. Parallel and Distributed Systems[END_REF]. Goldenberg et al. demonstrated that, in order to optimize the energy expenditure of intermediate nodes possessing the same amount of residual energy, the nodes should be positioned along the straight line in evenly spaced positions [START_REF] Kiyoshi Goldenberg | Towards mobility as a network control primitive[END_REF]. Natalizio et al. generalized the previous work and determined the best energy spaced positions by taking into consideration nodes possessing different amount of residual energy [START_REF] Natalizio | Optimal placement of wireless nodes for maximizing path lifetime[END_REF] and by including bi-directional (interchangeable source and destination nodes) data flows [START_REF] Natalizio | Energy spaced placement for bidirectional data flows in wireless sensor network[END_REF].

Concerning the usage of controlled mobility for routing purposes, Loscrí et al. proposed a Routing Protocol based on Controlled Mobility (RPCM) [START_REF] Loscrí | Simulations of the impact of controlled mobility for routing protocols[END_REF]. The main idea behind this protocol, is to select the nodes that are the closest to the evenly (or energy) spaced positions in order to make them move to these positions before starting relaying the information flow. However, in this work, the authors consider a fixed target and the selected path is static during the data flow. The Robots' Controllable Mobility Aided Routing and Relay Architecture for Mobile Sensor Networks (RoCoMAR) algorithm [START_REF] Van Le | Rocomar: Robots' controllable mobility aided routing and relay architecture for mobile sensor networks[END_REF] has been proposed as a solution to reinforce connectivity of network links and maximize the throughput by adding a Moving Relay Node (MRN) in the middle of a couple of nodes forming the link.

Communication systems

Wireless technologies make possible the communication between two distant devices.

Several possibilities exist for a UAV in a fleet to communicate with other UAVs or with the GS, such as satellite communications, cellular system or ad hoc networks.

In Table 1.1, we give a brief description of each communication system to justify the use of ad hoc networks for a fleet of UAVs, and summarize the pros and cons of each one to find out the most suitable for UAVs.

Satellite network

This type of communication is often used for television, aeronautical communications, maritime and military control missions in different geographical areas on the surface of the earth.

There are two types of satellites providing communication. The first type is the geostationary satellite, it remains fixed relatively to a geographical position as it orbits the earth at the same speed as the latter. The satellites cover a geographical area fixed definite.

The second type of satellite is orbiting satellite which, unlike stationary satellites, covers different geographical areas as it moves in an orbit around the earth.

Cellular system Cellular communications are those that are most used today. They are the basis of the mobile phone technologies such as GSM, GPRS, UMTS, LTE [START_REF] Mishra | Fundamentals of cellular network planning and optimisation: 2G/2[END_REF].

Based on a centralized topology, this technology involves cutting a territory area (cells), each served by a base station (the focal point). All communications must go through this central point that has the role of route to their destinations.

Ad hoc network

The principle of ad hoc networks is based on cooperation between the various nodes of the network. Each node communicates directly with its neighbors who are responsible for relaying messages to their destination. Each node is a relay that can retransmit packets to the final destination.

However, the ad hoc network requires specific communications protocols since it is a standalone system that has the power to self-organize. Therefore, routing protocols are responsible for detecting quickly any topology changes to find a new path to deliver a packet.

Choice of the communication system for a fleet of UAVs

UAVs are characterized by light weight, limited energy and load capacity. Indeed, an UAV cannot bear too much load in order to reach high altitudes and extend the endurance [START_REF] Cartwright John | Unmanned systems roadmap 2007-2032[END_REF].

Communication system

Pros Cons

Satellite

• Infrastructureless

• high range plexity of implementation of fixed relay. Also, after natural disasters, such infrastructure may be damaged. Finally, the cost of this infrastructure and its maintenance is very high, even for using relay already implemented by the mobile operators.

Therefore, ad hoc networks are well suited to the communications network of a fleet of drones.

MANET, FANET, VANET, the differences

A nice small comparison between MANET, FANET and VANET is given by Bekmezci et al.

[13]

• Mobility: Much higher in FANET than MANET or VANET;

• Topology: is changing more frequently than MANET or VANET;

• Connection: peer-to-peer for all of them, plus support for traffic cast convergence in FANET since it relays collected data to a control center;

• Distance: Much longer in FANET than MANET and VANET [START_REF] Cartwright John | Unmanned systems roadmap 2007-2032[END_REF];

• Diversity: FANET may have different types of sensors, which may have different data delivery strategies.

The rest of the chapter is organized as follows: Section 1.3 presents related work. Section 1.4 details the problem and our solution approach. The results of simulation campaigns are presented and discussed in Section 1.5. Finally, Section 1.6 concludes the work.

Problem Statement

In this section we will first introduce the problem we want to solve and the assumptions we make, then we will present our solution.

Problem

During a mission, a fleet of cooperative drones, each with a role different other, exchange numerous types of messages sent between the UAVs. These messages have their priority and needs in terms of QoS, which differs according to the task given to the issuer. These requirements may vary depending on the message content and over time with the evolution and change of the task. In the case of tracking a target or cover a sporting event, the required image quality can be high. Therefore, the transmission path must provide a minimum QoS. One of the these QoS that we considered is the optimization of transmission delays.

Since current UAVs are very limited in term of energy resource, this will have a big impact in flight time. The battery has to be used with parsimony to ensure the mission.

The second parameter we were interested in is the energy consumption.

In this chapter, we consider the problem of efficiently tracking a MPI. The UAVs, first, have to localize the MPI and then they have to create a stable relay path between the MPI and the closest GS, in order to continuously provide information, images or videos of the tracked MPI to the GS.

According to the application, the MPI could be: an intruder of a sensible site; a person who got lost in an unknown environment; the leader of a long distance race in a sport event. In any of these cases, the closest communication infrastructure gateway could be far enough to require the deployment of a fleet of UAVs, which would create a dynamic network topology able to carry information from the tracked MPI to the GS.

This problem has been extensively treated by other research communities, such as the robotics and control community [START_REF] Wise | chapter UAV Coordination for Autonomous Target Tracking[END_REF] and the vision and perception community [START_REF] Teuliere | Chasing a moving target from a flying uav[END_REF],

in order to investigate the coordination mechanisms needed to control the fleet and the computer vision aspects required for the UAVs to recognize and follow the target, respectively. To date, the literature does not present any solution that takes into consideration the networking aspects of the problem, such as the routing and the relay positioning.

Our approach leverages on the possibility for the UAVs to act upon their positions, which, in literature, is referred to as controlled mobility. Once the MPI has been localized by one of the UAVs and the event has been reported to the GS, the path between the MPI and the GS, expressed as the positions of the relays, can be optimized according to any networking or control theory parameter. Subsequently, the UAVs that are the closest to the optimal positions are chosen for the data reporting and will to move towards these positions to create a stable path, which will be maintained to track the MPI movements and provide the GS with updated information, images or videos. The main contribution of this work is to develop a new routing algorithm that reduces the end-to-end communication delay and the energy consumption.

Considerations

We consider a set U = {uav 1 , uav 2 , . . . , uav n } of n UAVs that fly over a field in order to localize and track a moving target (MPI), and a GS where the stream of pictures have to be delivered.

The problem consists in finding OP = {op 1 , op 2 , . . . , op m }, the set of positions for a subset m of the n UAVs that are optimal for some networking quality parameter (such as delay, throughput, etc.) and that can ensure continuous connectivity between the UAVs that is monitoring the MPI (uav M ) and the GS.

furthermore, these are assumptions we made:

• We suppose that a localization system, such as GPS-less low-cost outdoor localization for very small devices [START_REF] Bulusu | Gps-less low-cost outdoor localization for very small devices[END_REF], is is supported by the UAVs;

• We also suppose that there is only one MPI that moves at typical pedestrian speed, which is around 1m/s [START_REF] Bettyj | Visual flow influences gait transition speed and preferred walking speed[END_REF];

• We assume that one single GS is present in the field and that the MPI has already been localized at the beginning of the operations with some existing localization technique (such as [START_REF] Ma'sum | Autonomous quadcopter swarm robots for object localization and tracking[END_REF][START_REF] Müller | Flying ad-hoc networks[END_REF]);

• We suppose that the UAVs are lighter than the air [START_REF] Gomes | Airship dynamic modeling for autonomous operation[END_REF], thus enabling them to hover in the air without consuming any energy. Therefore, we will consider only the energy consumed for their movement;

• We suppose that the UAVs network is fully connected, also with the GS, i.e. at any moment an UAV can communicate with the GS or any other UAV;

• We assume that the MPI-GS path does not require more UAVs than those available in the network;

• Lastly, we suppose that all UAVs are equipped with a camera. Some more operational assumptions will be introduced in the results section.

Related Work

In this section, we present approaches and solutions that were developed for the tracking issue.

In the literature, the problem of tracking a moving object has been addressed using WSN, where the sensors are spread in the sensing area, waiting for an event (detecting the moving object) to report. An extensive survey on tracking techniques is presented by Ramya et al. [START_REF] Ramya | A survey on target tracking techniques in wireless sensor networks[END_REF]. They present different types of target tracking approaches, list and classify the methods belonging to these approaches. Hierarchical approaches such as Tree Based Tracking or Cluster based methods have been proposed. Tree Based Target

Tracking method [START_REF] Kung | Efficient location tracking using sensor networks[END_REF][START_REF] Lin | Efficient in-network moving object tracking in wireless sensor networks[END_REF][START_REF] Manh Tran | Oco: Optimized communication & organization for target tracking in wireless sensor networks[END_REF][START_REF] Tsai | Mobile object tracking in wireless sensor networks[END_REF][START_REF] Zhang | Dctc: dynamic convoy tree-based collaboration for target tracking in sensor networks[END_REF] where nodes of the network are organized in a hierarchical tree structure or represented as a graph, nodes that detect the target communicate with each other and a root-node collects all the information coming from the nodes. This approach is energy and time consuming. Thus, several cluster-based methods have been proposed [START_REF] Olule | Rare: An energy-efficient target tracking protocol for wireless sensor networks[END_REF][START_REF] Wälchli | Wired/Wireless Internet Communications: 5th International Conference[END_REF][START_REF] Zhao | Information-driven dynamic sensor collaboration[END_REF]. These methods organize the network into clusters, where the node that detects the target is elected as the cluster head, and then the information is reported to the sink. However, these methods are not suitable for highly dynamic scenarios, and the cluster members become useless if the cluster head dies because of energy depletion. Other solutions have been introduced to resolve the heavy computation burden typical of hierarchical approaches, such as the Peer-to-Peer approaches [START_REF] Olfati-Saber | Distributed kalman filtering for sensor networks[END_REF][START_REF] Zhou | Distributed sigma-point kalman filtering for sensor networks: Dynamic consensus approach[END_REF].

The information is obtained in only one hop within the neighborhood, and is refined in the update step by the nodes. There are some other approaches such as Prediction-based solutions [START_REF] Xu | Prediction-based strategies for energy saving in object tracking sensor networks[END_REF][START_REF] Xue | Prediction-based protocol for mobile target tracking in wireless sensor networks[END_REF][START_REF] Yang | A protocol for tracking mobile targets using sensor networks[END_REF], that try to predict the next move of the target. A naive solution approach for the continuous tracking of an MPI consists in deploying a WSN within the environment to monitor [START_REF] Ramya | A survey on target tracking techniques in wireless sensor networks[END_REF]. However, this solution requires high costs for the initial site surveying and WSN deployment as well as for its subsequent maintenance.

Using fleets of UAVs for the tracking problem leads to better results than WSN. In this context, many works addressed this problem. Mourad et al. have addressed the problem of tracking a target by using controlled mobility [START_REF] Mourad | Controlled mobility sensor networks for target tracking using ant colony optimization[END_REF]. They estimate the position of the target and then predict its next position. The work presents some drawbacks such as the required nodes density to perform a good position estimation of the target and the bound imposed by using target's previous position to estimate the next one.

In another solution, Yu et al. proposed Cooperative Path Planning for Target Tracking in Urban Environments Using Unmanned Air and Ground Vehicles [START_REF] Yu | Cooperative path planning for target tracking in urban environments using unmanned air and ground vehicles[END_REF] that is based on prediction and sensing target movement to move UAVs and Unmanned Ground Vehicles (UGVs). In their solution, obstacles are taken into consideration, and the area is divided into grid where each cell is either empty or occupied but the target. The main issue of this solution is the scalability, since they try to solve an NP-complete problem each time they combine path parameters of all vehicles, as the number of vehicles rises, the computational time grows exponentially.

Other works focuses more on vision-based solutions to track an object. Choi et al.

addressed the problem of measuring the position of the target using monocular vision [START_REF] Choi | Uav guidance using a monocular-vision sensor for aerial target tracking[END_REF]. They proposed a non linear system for state and parameter estimation, and then they proposed an UAV guidance law to track the target. Ma et al. proposed a guidance law to form a circle around the target [START_REF] Ma | Cooperative target tracking in balanced circular formation: Multiple uavs tracking a ground vehicle[END_REF]. This circle is formed by the cooperative attitude of UAVs, and the authors evaluated the performance of this cooperation using different communication topologies, all-to-all communication, a ring topology, and a cyclic pursuit topology. The two solutions have their method to measure the position of the target using camera, but Ma has simplified some constraints. A vision-based solution that has been tested in real world using fixed-ring UAVs has been proposed by Quintero et al. [START_REF] Steven | Vision-based target tracking with a small uav: Optimization-based control strategies[END_REF].

They proposed two optimization-based solutions to keep proximity and visibility of target: the first assumes evasive target motion and the second considers stochastic target motion. The use of fixed-wing is constrained since they do not have the same ability and flexibility of movement as quadrotors. On the other hand, they consume less energy.

A good example of using UAVs mobility to track a mobile target is given by Natalizio et al. [START_REF] Natalizio | Filming Sport Events with Mobile Camera Drones: Mathematical Modeling and Algorithms[END_REF], where the authors formulate the Sport Event Filming (SEF) problem. This problem consists in coordinating the movements of a fleet of UAVs that fly on a limited space to film the sport actions in a timely and satisfactorily way for the spectators of the event.

However, in this work the authors do not consider any networking or communication aspect for the coordination of the fleet.

In our scheme, we consider a routing algorithm that considers a moving target to track using a fleet of UAVs. We build an effective delay-efficient and energy-moderated path every time the target moves out the vision of UAV covering it. We consider the energy consumption of the UAVs while moving and transmitting data, and the delay caused by the traveling time of UAVs to their new positions and the delay of this new path in data transmission. We use the minimum number UAVs in the path construction.

Proposal

Principles of our solution

In order to solve the mentioned problem, we propose an Efficient Target Tracking and Filming solution by using a Flying Ad hoc NETwork (Efficient Target Tracking and Filming with a flying ad hoc network (ETTAF)). Our solution works in three phases. Once an UAV localizes the MPI, the first phase starts, which consists in collecting information, such as position and residual energy of all the UAVs (data gathering in Fig. 1.1). In the second phase, the GS computes the set of OPs for the relays witch compose the path between the GS and the MPI (optimal positions computation in Fig. 1.1). Our solution computes the position of four additional positions around the MPI are calculated in order to enable the tracking of the MPI movements. We will refer to these four positions as petals. Finally, the last phase consists in using the OPs set and the petals' positions, along with the information gathered in the first phase, to select the best UAVs for each OP position and the petals sets (UAV-position assignment in Fig. 1.1). Since this problem is an assignment problem, we use the Hungarian method [START_REF] Pentico | Assignment problems: A golden anniversary survey[END_REF] to find a solution in polynomial time. Once the three phases are concluded, a stable path between the MPI and the GS is established and the data transfer can start. In the time interval between the first localization of the MPI and the path establishment, data between the MPI and the GS could flow along pre-existing routes.

In the following subsection, we will give more details on the operations performed during each phase.

Data Gathering

Upon the localization of the MPI, the UAV that found the MPI sends a special packet called

St at ePacket to the GS containing its ID, its geographical position and its residual energy, and also it broadcasts a packet through the network called Tar g et Found containing only its ID, so that all the other UAVs can stop looking for the target and send their own St at ePacket to the GS. At the end of this phase, GS wil know the current positions of each UAV (see Fig. 1.2 as example). We substantiate the behavior of UAVs in this phase by presenting their possible states in Fig. 1.3. Only the UAVs involved in the path establishment will move in the next phases, Therefore, this phase is necessary only once. In fact, by using the information collected during this phase, the GS will be able to estimate residual energy and current position of all the nodes of the network. At the end of this phase, the GS will have a table containing the ID, the position and 1.2 -Phase 1 -Global view of the network at the GS when the process of gathering information of all the UAVs is completed.

Optimal positions computation

Upon receiving the StatePacket message from all UAVs, GS will execute all the computation tasks, as it is supposed to have more computation capacity and less energy constraints than the UAVs. By adopting this strategy, we relieve the nodes from the heavy process of collecting data, compute the routing and share the results. In this work, we use the results presented in [START_REF] Kiyoshi Goldenberg | Towards mobility as a network control primitive[END_REF][START_REF] Stojmenovic | Power-aware localized routing in wireless networks. Parallel and Distributed Systems[END_REF] to assume that the best positions are those equidistant on the straight line between the GS and the MPI. In the performance evaluation section, we will show that this placement is highly effective for reducing the delay and improving the coverage. The four petal positions are needed so that, as soon as the MPI leaves the field of vision of the monitoring UAV (uav M ), it will be already in the sight field of one of the four UAVs that are located in one of the petals' positions. As an example, at the end of this phase, from the topology shown in Fig. 1.2, the resulting path is illustrated in Fig. 1.4.

UAV-Position assignment

Once the GS has received from each node its position, its residual energy and has calculated the set of OPs. UAVs can be assigned to any position of the OPs set, incurring some cost that may vary depending on the distance they must travel to reach the assigned position. Our solution assigns one UAV to each position of the OPs set, in such a way that the total cost of the assignment is minimized. To resolve the assignment problem, we use the Hungarian method [START_REF] Pentico | Assignment problems: A golden anniversary survey[END_REF]. Since the Hungarian method resolves a square matrix of n × n, and the number of position m in the OPs set is supposed to be smaller than the number of

UAVs n, we need to add fictitious positions that will have a distance of ∞. This choice will not affect our results since an UAV assigned to a position that is ∞ will not move from its current position. Also, if the required energy to reach a position is greater than the energy of an UAV, the corresponding value in the table will be set to ∞. Table 1.3 contains all the mentioned information. 

v 11 v 12 ... v 1m ∞ ... ∞ v 1p1 ... v 1p4 uav 2 v 21 v 22 ... v 2m ∞ ... ∞ v 2p1 ... v 2p4 uav 3 v 31 v 32 ... v 3m ∞ ... ∞ v 3p1 ... v 3p4 uav 4 v 41 v 42 ... v 4m ∞ ... ∞ v 4p1 ... v 4p4 ... ... ... ... ... ... ... ... ... ... ... uav n v n1 v n2 ... v nm ∞ ... ∞ v np1 ... v np4
Table 1.3 -Phase 3 -This table is used as input of the Hungarian method for the resolution of the assignment problem. This table includes the OP positions, the position of the petals, and eventual additional fictitious positions to have a square matrix. v i j is a cost value (distance or energy) for the uav i to reach the position op j or pet al j .

Algorithm 1 General behavior of an UAV uav i 

end if 39: end loop

To summarize all the details presented in the phases above, the pseudo code of the general behavior of an UAV is given in Algorithm 1. The pseudo code that runs at the GS is given in Algorithm 2.

We have mentioned the following messages that are exchanged among the UAVs and with the GS: TargetFound, LoseSight, Eyesight and Acknowledgement. The different classes of event are: GSD (Ground Station Directive), MPI_detection and MPI_lost, which are re-spectively, the order to move to a specific position of the OPs set, the entrance of the MPI in the sight field of an UAV and the exit of the MPI from the sight field of the uav M . Resolve the assignment problem 

Algorithm 2 General behavior of the GS

Movement constraints

In some situations, it could be more interesting to leave the UAVs in their positions rather than moving them to new ones. Thus, it is necessary to evaluate the pros and cons before each movement. To do such evaluation, we have to consider both the moving model and the communication model, to compute the cost of a path as indicated in formula 1. [START_REF] Akkaya | Distributed recovery from network partitioning in movable sensor/actor networks via controlled mobility[END_REF].

Cost E = E mov + E t r an (1.1) Cost D = D mov + D t r an (1.2) Cost pat h = Cost E + Cost D (1.3)
Where E mov is the energy consumed to reach the optimal position and E t r an is the estimation of the energy that will be consumed for transmission from that position for an average duration. D mov is the required delay to reach the optimal position, and D t r an the estimation of the delay needed to transmit data from that position for an average dura-tion. The average duration is the average time period a path remains unchanged while filming the MPI.

We use the cost model to determine the best candidates for an OP that satisfies the condition of formula 1.4, and to know the maximal distance an UAV could travel, or the amount of data transmission it could undertake.

E mov + E t r an > E r es (1.4)
Where E r es is the residual energy of the UAV.

Results

In this section we will show the advantages of using ETTAF for MPI filming through some extensive simulation campaign. We can divide the simulation campaigns into two parts.

In the first part we will show that our solution is effective when the size of the area expands uniformly with the number of UAVs. In the second part, we will fix the size of the area, and we will show that we have stable performances.

Campaign 1 -Varying the area size along with number of UAVs

As no other solutions has been proposed specifically for our problem, in the first campaign we have simulated ETTAF only in comparison with two schemes: static nodes scheme, and nodes moving according to a random mobility scheme. However, as the fixed nodes scheme has very low performance, we decided not to include its results in this version of the work.

The first simulation campaign consists in evaluating the length of the paths, the MPI-GS connectivity, and the covering rate. We define the MPI covering rate, as the time during which the MPI is tracked after its localization, and the MPI-GS connectivity rate, as the time during which the MPI and the GS are connected by the established relay path. Both of these output parameters are presented as rates in respect of the total time of simulation.

We consider the length of the path in terms of both distance and number of hops.

All the output parameters are plotted for a varying number of UAVs in the network and the surface area. 

MPI covering rate and MPI-GS connectivity rate

In this subsection we evaluate the covering rate and the MPI-GS connectivity performance of our algorithm. Fig. 1.5 shows the fraction of time the MPI has been under observation from one of the UAVs of the network in respect of the total simulation time. After the MPI has been localized, ETTAF is able to continuously track the MPI, in fact its performance is almost 100%. On the other hand, using UAVs that move in an uncontrolled way offers a performance near to zero. As we can see the performance is very similar to the covering rate.

Path length

In the second simulation campaign we study how the path length varies during the simulation time, by plotting two output parameters: the number of relays and the actual distance between the MPI and the GS. Fig. 1.7 shows the comparison between ETTAF and the random mobility scheme in terms of number of relays used to build the path between MPI and GS. In the figure, when the number of used UAVs is 0, it means that the path is not established. We can see that the number of times a path is established for the random mobility scheme is less than ETTAF. This explains the results we have shown in Fig. 1.5

and Fig. 1.6. With ETTAF we guarantee a low number of relays since they place themselves along the straight line between the MPI and GS, which is the shortest path among these two points. This result is very important, as according to the work of Youssef et al. [START_REF] Youssef | A constrained shortest-path energy-aware routing algorithm for wireless sensor networks[END_REF],

the lower the number of relay in a multi-hop communication, the lower the end-to-end delay. In a future work, we will study this relationship in an analytical way by introducing a mathematical formulation of the delay.

Fig. 1.8 shows the comparison between ETTAF and the random mobility scheme in terms of the total path length to connect the MPI to the GS. We can see that, even when the random mobility scheme is able to establish a path between the MPI and the GS, the total path length is always higher than our scheme.

Campaign 2 -Varying the number of UAVs only: energy consumption and delay measurement

In this second part of simulation, we consider the global energy consumed by all UAVs during the simulation. We have also measured the average end-to-end delay, and the distance traveled by all nodes.

This second part of simulation aims at showing whether or not moving UAVs to desired positions can improve network performance, and to do so, we simulate three different strategies:

First strategy: ETTAF, it follows the MPI and calculates OPs continuously.

Second strategy: Balanced solution, it calculates the OPs or uses existing path according to a trade off between energy consumption and delay.

Third strategy: Last resort solution, it calculates the OPs only if MPI is detected but there no path to GS.

For the second strategy, when the MPI is detected, the GS decides to use an existing path or calculates the OPs. First, GS will decide whether to give priority to delay over energy or viceversa, and then it will make a trade off to guarantee the secondary objective.

The trade off is made according to formula 1.5 for the GS giving priority to the delay, and according to formula 1.6 for the GS giving priority to the energy.

• GS is set to delay parameter:

D g ai n > α × E g ai n (1.5)
• GS is set to energy parameter:

E g ai n > α × D g ai n (1.6)
Where:

• D g ai n = D Opt i mal Pat h D av ai l abl epat h • E g ai n = E Opt i mal Pat h E av ai l abl epat h • α is a parameter ∈ [0,1]
• D Opt i mal Pat h and E Opt i mal Pat h : the evaluation of the delay and energy consumption of the optimal path to be built, respectively.

• D av ai l abl ePat h and E av ai l abl ePat h : the evaluation of the delay and energy consumption of the actual path, respectively.

To show the difference between the performance obtained when the GS is set to prefer energy or delay, we split the results into two subsections.

Parameters

We assume to use a GoPro camera with a Field Of View (FOV) of 28mm, and a digonal FOV of 79 • . We set the UAVs to fly at a distance of 5,5m from the ground, in order to capture audio from the MPI, which ensures a coverage of 15m.

To measure the energy consumption, we make the hypothesis that moving is ten times more expensive than transmitting. This hypothesis has already been introduced by Mitton et al. [START_REF] Hamouda | Energy Efficient Mobile Routing in Actuator and Sensor Networks with Connectivity preservation[END_REF] in their work. Hence, we can say if movement cost 1 unit of energy, transmission cost 0.1 unit.

We have used the results of Kumar et al. [START_REF] Kumar | A simplified analytical model for end-to-end delay analysis in manet. IJCA Special Issue on[END_REF] in measuring the average end-to-end delay under different packet arrival rate. From their result, we can calculate an average of 0.68 × 10 -4 s/m for a throughput of 80 Kbps. We assume the speed of the UAVs to be 30 m/s, which correspond to 0.0333 s/m. We assume that the UAVs have the ability to adjust their transmission range. 1.5 -Parameters used in the simulation campaigns

Case I: Energy is prioritized

In this part, we will see the difference between the different strategies in terms of energy consumption, time waiting and total distance traveled. The second strategy consisting of selecting the best path according to a preferred parameter is set to energy preferred. The α parameter, used in Formulas 1.5 and 1.6 is set to 0.2 then to 0.5 and finally to 0.8. Fig. 1.9 shows the total energy consumed during the simulation. We first notice that with ETTAF we have a stable energy consumption regardless the number of nodes, and this is due to the size of the field that does not change. Since we set the optimal distance between two nodes, and the path is always the straight line between GS and MPI, the number of necessary nodes needed to have the optimal path for a given distance is the same. On the other hand in the third strategy (last resort), energy consumption rises as the number of nodes rises. When the number of UAVs rises, there will be more chances that one of them detects the MPI, hence, there would be more energy consumed by the data transmissions. In addition, if the MPI is detected and a path exists, the strategy here is to use this path. The problem is that this path could involve to much UAVs in it.

Concerning the second strategy (balanced), we notice that as α increases, the energy consumption rises. When α is set to 0.2, that means that energy gain is preferred five times to delay gain, the GS estimates that it is more beneficial to build an optimal path and this is why in general it chooses the optimal path. When α increases, we still prefer the energy but only twice the delay (when α = 0.5), so GS is less likely to rebuild the optimal path, it will rather use an existing path. The difference is clearly visible for different values of α.

Looking for a trade off between energy and delay, it causes more energy consumption, because, as it is not possible to predict the MPI behavior, it is hard to exactly predict the amount of data that will be transmitted along the established path and consequently the energy consumption associated to the transmission. In ETTAF, once the optimal path is built, when the MPI goes out of the eyesight of the filming UAV, a new path is built with a minimum movement of the UAVs, as the MPI has a low movement speed; whereas in the second strategy, the optimal path could have not been updated for a while, and when the optimal path has to be built, UAVs may need to move over long distances because they were spread randomly in the area, causing a higher energy consumption.

An important aspect to emphasize is that the third strategy does not consume less energy than the second as it seems in Fig. 1.9, the point is there are many disconnection in the third strategy as we have seen when discussed the coverage in Fig. UAVs and the number of UAVs used to build a path is the same for a given distance, and the MPI travels in a limited area, at the end the average delay is almost the same.

Here the delay is steady for the second and third strategies, and it is much higher than ETTAF's. For the third strategy, this is due to the length of paths. Concerning the second strategy, it is almost nested to the third strategy, because delay is neglected in favor of energy. Also, GS tends to use more existing paths, when it estimate to better build an optimal path, the UAVs are far from optimal positions, and then the construction of the optimal path will take a long time. path leading to GS when there is a detection of MPI. This figure is helpful to understand the results of the second strategy that fits to the third strategy because the cost of delay and energy consumption to move to optimal positions is easy to calculate since it depends only on the distance to travel, while the the cost of delays and energy consumption for transmission is hard to calculate since it is an estimation of the time the path will be valid.

Case II: Delay is prioritized

As in the first case, we are going to discuss the same parameters, but, in this simulation subcampaign, we set the preferred parameter to delay. In fact, for ETTAF and the third strategy, as they do not make a trade off between the delay and energy, the results are similar to those presented in Case I. The small variation in the following figures to the previous ones is due to MPI movement that are random. Beginning with Fig. 1.12, we notice that ETTAF still provides steady and low energy consumption compared to the two other strategies, except when the number of nodes is less than 50 compared to the third strategy. In fact, the third strategy has a low energy consumption as the field is not sufficiently covered when the number of nodes is less than 50, inducing difficulties to detect the MPI. When there is no detection there is no communication either, hence less energy consumption. As a proof, when the number of nodes grows, the energy consumption rises. Regarding the second strategy, we have also a steady energy consumption level, that is almost equal to all values of α, but it is still higher than ETTAF's. 

Number of UAVs

Conclusion and perspectives

In this chapter, we have addressed the problem of filming and tracking a Moving Point of Interest using UAVs and controlling their mobility. We proposed an algorithm that finds out the best positions for the UAVs to deliver high performances, and permits to follow the MPI. The simulation campaigns shows the necessity of controlling the mobility of nodes for tracking a moving target, and shows that we provide the lowest path a offers the best covering and MPI-GS connectivity rate. ETTAF provides the lowest energy consumption and the smallest waiting time compared to the other simulated strategies. Even when making a compromise between the two objectives, ETTAF is still the best strategy. The fact is, as the second strategy does not consider the path duration, when the transmission takes a long time along the same path, the cost of that path becomes significant, and then ETTAF becomes more interesting.

The results obtained in the balanced strategy shows that the energy consumption suffers more that the delay in a long transmission time.

Chapter 2

Clustering in Wireless Sensor Networks C LUSTERING is considered as a solution for energy conservation during communications in wireless sensor networks. In this chapter, we present some hierarchical routing protocols that include the definition of a hierarchical network, the clustering issue, and the data transmission modes.

We discuss existing clustering algorithms and we present our solution called Enhanced Unequal Clustering Algorithm (EUCA). This solution avoids burdening the cluster-heads located around the sink due to the traffic coming from other nodes, which are far from the base station. It reduces the control traffic during a clustering process by eliminating the competition of nodes to become cluster-head and allows a better reactivity to events.

Simulation results show that EUCA conserves more energy and, as it reduces the number of control packet, it offers more bandwidth.

Introduction

Rapid A WSN has been found to have big potential for wide applications such as disaster management, environment monitoring, health care, defense reconnaissance, etc. [START_REF] Akyildiz | Wireless sensor networks : a survey[END_REF]. A WSN is composed of hundreds of small sensor nodes that are deployed in a given coverage area. All the sensor nodes collect local data, process and send it to a remote base station (sink).

Continuous monitoring of a cold chain is an application area for sensor networks whose stakes are high. Today, existing solutions consists in using temperature sensors fixed in warehouses and transport vehicles, which mainly control the storage room temperature (which is not necessarily that of the product). By integrating the sensors with wireless communication means, the conditioning devices (pallets or bins), it allows the complete tracking of the channel from the manufacturing plant to the retail store shelves.

Because of sensor networks, characteristics and constraints of the standard protocols for wireless networks will prove inadequate. Let's review the three key elements that determine the design and the choice of a particular protocol:

• The sensors must have a low energy consumption: battery replacement would be tedious given the large number of sensors in the network and connect to an electri-cal outlet would be binding;

• Because of the density sensor networks, solutions must enable the connection of thousands of sensors among them;

• Also with such a number of sensors, the network must be able to organize itself. It will also provide some fault tolerance and resist the failure of some of its elements.

Table 2.1 is an example of the requirements of sensors like Mica1 for different operations. As it is shown, the major cause of energy depletion is the radio. Indeed, [START_REF] Akyildiz | Wireless Sensor Networks[END_REF] illustrated the differences between different functionality of sensors in fig. 2.1. The sink is connected to the Internet for the public notice of the phenomena. Sensor nodes carry limited or irreplaceable power sources, and in many scenarios, it is difficult to replace the sensor nodes after complete depletion of their energy. Therefore, reducing energy consumption of the sensor nodes for maximizing network lifetime is considered as the most critical challenge in WSNs, and designing energy-aware algorithms is an important factor for extending the lifetime of network's sensors.

Many research issues have been addressed on energy conservation schemes, and have been investigated in many survey papers, such as the one Anastasi et al. [START_REF] Anastasi | Energy conservation in wireless sensor networks: A survey[END_REF]. Energy efficient clustering design is one of these issues. Many clustering algorithms in the literature for ad hoc networks aim at generating stable clusters in environments with mobile nodes and care mostly about reaching nodes and stabilizing routes, neglecting critical issues in WSNs, such as network lifetime and coverage [START_REF] Chatterjee | Wca: A weighted clustering algorithm for mobile ad hoc networks[END_REF][START_REF] Kawadia | Power control and clustering in ad hoc networks[END_REF]. Therefore, new clustering algorithms have been specifically designed for WSNs [START_REF] Gupta | Load-balanced clustering of wireless sensor networks[END_REF][START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF][START_REF] Younes | Heed : A hybrid, energy-efficient, distributed clustering approach for ad hoc sensor networks[END_REF]. All solutions are diverse and vary according to their strategies and have their own properties. In some solution, a

Cluster Head (CH) is elected by the sensors in a cluster or pre-configured by the network designer. The sensors with higher resources could also be a CH. The size of the cluster (that is the number of cluster members) may be fixed or variable. Furthermore, Abbasi et al. gave a list of solution that are the result of clustering in their survey [START_REF] Ameer | A survey on clustering algorithms for wireless sensor networks[END_REF]. We list these results in table 2.2.

The grouping into clusters allows the construction of hierarchical network architectures, where the CH coordinates the entire group. In this particular field of sensor networks, also called "clusters forming techniques", there are two ways to group nodes into clusters. The first builds the cluster so that any node is always one-hop away from the CH. This is single-hop cluster. As for the second, cluster members can be at a multi-hop distance from the CH. In the latter case, the depth of the clusters may be unbounded or bounded by a set of parameter as the maximum number of hops that can separate a node from its CH.

Multiple routing techniques have been developed to integrate this energy constraint in WSNs. They can be classified into three categories: the flat routing, geographic routing and hierarchical routing.

In the concept of flat routing, all nodes that are running the same task have the same functionality. The data transmission is performed hop-by-hop or multi-hop. It is based on dissemination methods such as flooding or gossiping, on which protocols such as Sensor Protocol for Information via Negotiation (SPIN) [START_REF] Kulik | Negotiation-based protocols for disseminating information in wireless sensor networks[END_REF], Directed Broadcast (DB) [START_REF] Intanagonwiwat | Directed diffusion: A scalable and robust communication paradigm for sensor networks[END_REF], Rumor [START_REF] Braginsky | Rumor routing algorthim for sensor networks[END_REF] are based. The flat routing is relatively efficient for small-sized networks. However, it becomes problematic in large scale networks: the large number of nodes generates more data processing at each node.

Geographic routing eliminate dependence on topology storage and the associated cost, but it requires the location of nodes, which are usually deployed randomly, especially Greedy Perimeter Stateless Routing (GPSR) [START_REF] Karp | Gpsr: Greedy perimeter stateless routing for wireless networks[END_REF], Geographical and Energy Aware Routing (GEAR) [START_REF] Yu | Geographical and energy aware routing: A recursive data dissemination protocol for wireless sensor networks[END_REF], Energy-Aware Routing (EAR) [START_REF] Shah | Energy aware routing for low energy ad hoc sensor networks[END_REF], Random Geographic forwarding (GeRaF) [START_REF] Zorzi | Geographic random forwarding (geraf) for ad hoc and sensor networks: multihop performance[END_REF], Minimum Energy Consumption Greedy Forwarding Protocol (GMFP) [START_REF] Panigrahi | A greedy minimum energy consumption forwarding protocol for wireless sensor networks[END_REF], etc. The development of data allocation and aggregation is essential to make this type of energy efficient routing.

Finally, hierarchical routing, more suitable for large networks, breaks down the network into a number of areas by limiting the number of potential exchange between each area. Hierarchical routing, combined with an efficient technique of clustering is a technique of aggregation and/or fusion of data, improves the overall network connectivity and energy efficiency. In the remainder of this chapter, we will focus on the hierarchical routing and analyze the most relevant algorithms that have been developed for WSNs. [START_REF] Younis | Energy-aware routing in cluster-based sensor networks[END_REF] Topology maintenance overhead Sensors not affected by topology changes of other clusters, and cares only for connecting to their CHs [START_REF] Hou | On energy provisioning and relay node placement for wireless sensor networks[END_REF] Network operation enhanced and network lifetime prolonged implementing optimized management strategies in CHs [START_REF] Younis | Energy-aware routing in cluster-based sensor networks[END_REF] Low energy consumption rate, and medium access collision prevention scheduling activities in the cluster allowing nodes to switch to sleep mode [2,[START_REF] Jolly | An energy-efficient, scalable and collision-free mac layer protocol for wireless sensor networks[END_REF][START_REF] Wu | A self-reorganizing slot allocation protocol for multi-cluster sensor networks[END_REF][START_REF] Xu | Geography-informed energy conservation for ad hoc routing[END_REF] Number of relayed packets decrease aggregation of the data collected by the sensors in a cluster by the CHs [START_REF] Dasgupta | An efficient clustering-based heuristic for data gathering and aggregation in sensor networks[END_REF] Each sensor node belongs to one and only one cluster and communicates with its cluster-head. The sensor nodes sense local data and send it to their cluster-head. After receiving collected data, the cluster-heads perform data aggregation and send processed data to the sink through other cluster-heads. If cluster-heads are selected from normal sensor nodes, they can die quickly, due to the extra work load for data aggregation and forwarding.

Moreover, cluster-heads closer to the sink are inevitably used as a relays to forward data packets, and thereby drain their energy very quickly. Therefore, the clustering process and the data routing need to be properly achieved for balancing the energy consumption of the cluster-heads to improve the network lifetime. To achieve this, Chen proposed Unequal Clustering Algorithm (UCA) [START_REF] Chen | An unequal cluster-based routing protocol in wireless sensor networks[END_REF] which considers that clusters around the sink should be smaller, because the headers of these clusters consume more energy due to the extra load when forwarding data of cluster-heads which are far to the base station. 

Description and characteristics of hierarchical routing protocols

The description of the hierarchical network

In a hierarchical network architecture, each cluster has a leader (cluster-head), and multiple nodes, commonly known as members. The cluster-head usually performs merging jobs and data aggregation. It supports communication with other clusters. Cluster-heads are generally selected among normal sensor nodes. In some cases, nodes with high energy capacity called gateways are deployed as cluster-heads [START_REF] Gupta | Load-balanced clustering of wireless sensor networks[END_REF][START_REF] Kuila | Improved load balanced clustering algorithm for wireless sensor networks[END_REF].

The cluster formation process eventually led to two hierarchical levels where the clusterhead forms the upper level nodes and members are the lower level. The member nodes send their data to their respective cluster-head. The cluster-heads aggregate data and transmit them directly to the base station or or through other "cluster-heads". This mode reduces the total number of packets relayed to both sides and facilitate their transmission.

However, since the cluster-heads routinely send all data at greater distances than those of member nodes, it is obvious that they consume more energy than the member nodes.

A common solution to this balancing energy consumption between all nodes of the network is to periodically elect new cluster-heads. Thus the role of cluster-head is distributed over time to all network nodes.

The base station is the data processing point provided by the member nodes. It makes the data available to the end user. It is generally regarded as fixed and located at a sufficient distance different nodes. The cluster-heads can be likened to the central points between the nodes and the base station.

The hierarchical network is particularly useful for applications that require some selfadaptation for hundreds or thousands of nodes [START_REF] Liu | A survey on clustering routing protocols in wireless sensor networks[END_REF]. This context self-adaptation implies the need to balance loads and use resources efficiently.

Clustering algorithms

In the scientific literature, existing methods of WSN clustering are based on constraints affecting either the characteristics of the cluster, or the characteristics of cluster-heads or a mixture of both [START_REF] Arampatzis | A survey of applications of wireless sensors and wireless sensor networks[END_REF][START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF][START_REF] Liu | A survey on clustering routing protocols in wireless sensor networks[END_REF][START_REF] Xie | Wireless power transfer and applications to sensor networks[END_REF]. These constraints are used to develop the criteria to be met, which will minimize when the WSN is partitioned into clusters.

Clustering algorithms for hierarchical networks have two basic steps: the network partitioning according to a criterion or several criteria and the optimization of the data transfers. These steps are performed sequentially and independently or specifically coupled according to the context [START_REF] Kamal Beydoun | Conception d'un protocole de routage hiérarchique pour les réseaux de capteurs[END_REF].

Cluster construction algorithms

The purpose of the construction of the hierarchical network is to get a set of clusters that minimizes a criterion or more given criteria and choose the cluster-head in each cluster [START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF], which will define the inter-cluster and intra-cluster routing tables.

The algorithmic methods used to select the cluster-heads are based on deterministic parameters [START_REF] Chatterjee | Wca: A weighted clustering algorithm for mobile ad hoc networks[END_REF][START_REF] Handy | Low energy adaptive clustering hierarchy with deterministic cluster-head selection[END_REF][START_REF] Yanagihara | Eacle : Energy-aware clustering scheme with transmission power control for sensor networks[END_REF] or adaptive [START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF][START_REF] Li | An energy efficient clustering routing algorithm for wireless sensor networks[END_REF][START_REF] Yi | Peach: Power-efficient and adaptive clustering hierarchy protocol for wireless sensor networks[END_REF].

The deterministic nature of the parameters taken into account are often the sensor nodes attributes, such as the identifier (ID), the residual energy of the node, the number of neighbors etc.

For nature-adaptive parameters, a notion of weight is introduced. The weight corresponds to a metric of the node potential. Thus, the cluster-heads are elected from the deployed sensor nodes having the highest weight. The latter is a function of the overall energy of the available network, the cost of communication, the number of hops, etc. [START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF][START_REF] Li | An energy efficient clustering routing algorithm for wireless sensor networks[END_REF][START_REF] Yi | Peach: Power-efficient and adaptive clustering hierarchy protocol for wireless sensor networks[END_REF].

Existing clustering algorithms are classified into two categories: random algorithms (probabilistic) or iterative algorithms (deterministic). In algorithms running at random, an a priori probability is assigned to each node of the sensor network. It is used to determine the roles of nodes [START_REF] Bandyopadhyay | An energy efficient hierarchical clustering algorithm for wireless sensor networks[END_REF][START_REF] Jin | Eemc: An energy-efficient multi-level clustering algorithm for large-scale wireless sensor networks[END_REF][START_REF] Li | An energy efficient clustering routing algorithm for wireless sensor networks[END_REF][START_REF] Younes | Heed : A hybrid, energy-efficient, distributed clustering approach for ad hoc sensor networks[END_REF]. In other words, each node can independently decide to self-elect as the cluster-head. Self-election facilitates the periodic re-election system of cluster-head and clusters reorganization proceedings. It also allows to respond to possible changes in network topology, effectively. And it ensures proper rotation of the role of cluster-head between the nodes: increasing energy efficiency, so the network lifetime.

The algorithms for clustering, which use probabilistic tools, usually show an execution time which is fast convergent and, as the number of packets exchanged to form the cluster is limited, it increases the energy efficiency. In these algorithms, the election of the CHs and the cluster-head formation process leads logically to a varying number of clusters. This is not the case in clustering algorithms using non-probabilistic approach. In this case, the number of cluster-head and the clusters are predetermined.

The number of clusters is usually a critical parameter for the efficiency of the routing protocol. The routing algorithms in sensor networks can be performed in centralized fashion [START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF][START_REF] Muruganathan | A centralized energy-efficient routing protocol for wireless sensor networks[END_REF], distributed [START_REF] Bandyopadhyay | An energy efficient hierarchical clustering algorithm for wireless sensor networks[END_REF][START_REF] Heinzelman | An applicationspecific protocol architecture for wireless microsensor networks[END_REF] or hybrid [START_REF] Younes | Heed : A hybrid, energy-efficient, distributed clustering approach for ad hoc sensor networks[END_REF][START_REF] Zhao | A novel self-organizing hybrid network protocol for wireless sensor networks[END_REF]. In centralized mode, the base station (or a coordinator node) needs some global information concerning the network: topology, cluster, etc. They are dedicated to specific applications on a small scale, where quality of service and network partitioning are necessary. In distributed approaches, a sensor node is able to become cluster-head or to join a cluster formed independently, without having to know about the overall characteristics of the network or cluster.

Hybrid clustering solutions combine both centralized and distributed approaches. In this context, distributed approaches are used for the organization between cluster-heads and members, while centralized approaches are often used to form clusters. When the clustering process is very critical, complex optimization methods biologically inspired, fuzzy logic, or artificial intelligence may be used [54,[START_REF] Loscri | A two-levels hierarchy for low-energy adaptive clustering hierarchy (tl-leach)[END_REF]. These methods use iterative algorithms most often. Note that in the clustering algorithms that use an iterative execution [START_REF] Chatterjee | Wca: A weighted clustering algorithm for mobile ad hoc networks[END_REF][START_REF] Li | An energy efficient clustering routing algorithm for wireless sensor networks[END_REF][START_REF] Loscri | A two-levels hierarchy for low-energy adaptive clustering hierarchy (tl-leach)[END_REF], more specific criteria are used for cluster-head election and cluster formation. They are mainly based on the proximity of nodes (connectivity, degree, etc.) and the information received from other nearby nodes [START_REF] Chatterjee | Wca: A weighted clustering algorithm for mobile ad hoc networks[END_REF][START_REF] Li | An energy efficient clustering routing algorithm for wireless sensor networks[END_REF][START_REF] Lindsey | Pegasis: Power-efficient gathering in sensor information systems[END_REF]. In addition to the proximity of nodes, some algorithms use a combination of several criteria (multi-criteria optimization), including the remaining energy, power transmission and mobility, to achieve broader goals [START_REF] Loscri | A two-levels hierarchy for low-energy adaptive clustering hierarchy (tl-leach)[END_REF].

The cluster formation process is typically based on communications between nodes and their neighbors (neighbors at one or k hops). It usually requires intensive exchange of messages: which sometimes leads to more frequent overload periods than clustering algorithms based on prbabilistic tools. However, these algorithms are generally more reliable and allow to obtain robust and well-balanced clusters.

The data transmission modes

In some clustering protocols, sensor nodes generally transmit data to cluster-head via direct communication (one-hop communication). However, the intra-cluster multi-hop communication is required when the scope of the communication nodes is limited or the number of nodes is too large and that the number of cluster-head is limited. Also, if the sensor nodes can not communicate directly to the cluster-head, their data will never be transmitted to the base station.

Therefore, the guarantee of connectivity is a key objective of clustering routing protocols in WSNs [START_REF] Liu | A survey on clustering routing protocols in wireless sensor networks[END_REF], to ensure the transmission of data.

The nodes close to the base station will transmit more packets than those which are distant [START_REF] Li | Analytical modeling and mitigation techniques for the energy hole problem in sensor networks[END_REF][START_REF] Randriatsiferana | Forwarding and routing stateless multi-hop protocol for wireless sensor networks[END_REF]. this behavior will result in a more rapid depletion of energy resources from the nearest base station nodes. And this will generate a hole around the base station and will end up partitioning the entire network. This prematurely prevent other nodes in the network to communicate with the base station, although many nodes still have plenty of energy. This phenomenon is called "energy hole" [START_REF] Liu | Theoretical analysis of the lifetime and energy hole in cluster based wireless sensor networks[END_REF][START_REF] Wu | Avoiding energy holes in wireless sensor networks with nonuniform node distribution[END_REF].

Therefore, energy hole avoidance mechanisms must be put in place to ensure the transmission of data [START_REF] Liu | Theoretical analysis of the lifetime and energy hole in cluster based wireless sensor networks[END_REF][START_REF] Wu | Avoiding energy holes in wireless sensor networks with nonuniform node distribution[END_REF]. In particular, uneven clustering is a load balancing methods [START_REF] Chen | An unequal cluster-based routing protocol in wireless sensor networks[END_REF][START_REF] Lindsey | Pegasis: Power-efficient gathering in sensor information systems[END_REF][START_REF] Ye | Eecs: an energy efficient clustering scheme in wireless sensor networks[END_REF]. This method tends to create a cluster radius depending on its position relative to the base station. It will be smaller when close to the base station. This allows for low power consumption dedicated to the processing of data in clusters of small size.

This allows for more energy to relay data from remote nodes [START_REF] Liu | Theoretical analysis of the lifetime and energy hole in cluster based wireless sensor networks[END_REF]. However, it may be complicate to find the optimal theoretical radius of a cluster [START_REF] Chen | An unequal cluster-based routing protocol in wireless sensor networks[END_REF].

Usually, we try to minimize the energy consumption for intra-cluster communication. In the inter-cluster communications, selecting routes that are based on nodes with substantial energy reserves. This allows to extend the network lifetime. In practice, the way routes are discovered and maintained offers a categorization of the protocols into 3 classes: proactive, reactive and hybrid.

In proactive networks, all routes between the source and the base station are determined beforehand and maintained independently of data traffic. The transmission of a message is performed through a predetermined path to the base station. However, no route is predetermined in reactive systems. The routing is selected when a message should be delivered from the source to the base station. There are also hybrid approaches that use a combination of the two preceding ideas.

In hierarchical network routing protocols, proactive mode is used more often than reactive mode. The [START_REF] Manjeshwar | Apteen: A hybrid protocol for efficient routing and comprehensive information retrieval in wireless sensor networks[END_REF] routing protocol is a hybrid approach applied to WSNs. According to user requirements, this protocol allows to adjust settings and switch between proac- 

Problem Statement

The main objective in deploying WSNs is to increase the network lifetime under energy limitation of sensors. To achieve this goal, energy dissipation must be effectively balanced between all nodes. This is why WSN clustering is very interesting since in addition to the benefits of clustering a WSN described in Table 2.2, electing new CHs according to their residual energy allows a good energy balancing. Nevertheless, this will not solve completely the whole problem of energy, since its only focus is on balancing energy among the cluster members. Considering that aggregated and sensed data have to be delivered to the sink, and that this data has to go through CHs to CHs till the sink, the CHs around the sink will suffer from the traffic coming from others clusters that are far from the sink, adding an extra-load to them and leading them to quickly deplete their energy.

Related Work

Low Energy Adaptive Hierarchy (LEACH) [START_REF] Heinzelman | Energy-efficient communication protocol for wireless microsensor networks[END_REF] is one of the most popular cluster based routing technique. It uses randomized rotation of cluster-heads to distribute energy consumption over all nodes in the network. After aggregating the data, the CHs use direct communication to forward data to the BS. However, this protocol presents some inconvenient such as: sensor node with low energy may be selected as a cluster-head, the distribution of cluster-heads are not uniform through the network. Many works have been presented in the literature in order to improve LEACH [START_REF] Sharma | An energy efficient extended leach(eee leach)[END_REF][START_REF] Xiangning | Improvement on leach protocol of wireless sensor network[END_REF][START_REF] Yektaparast | An improvement on leach protocol (cell-leach)[END_REF].

Hybrid Energy Efficient Distributed Protocol (HEED) [START_REF] Younes | Heed : A hybrid, energy-efficient, distributed clustering approach for ad hoc sensor networks[END_REF] periodically selects clusterheads based on the node's residual energy and proximity measure of the neighbor nodes or node degree, and introduces a variable transmission power to be used for intra-cluster communication. HEED uses the shortest path in terms of hop counts for inter-cluster communication, which is not necessarily the reliable and energy efficient.

Zhang et al. [START_REF] Zhang | A maximum-votes and load-balance clustering algorithm for wireless sensor networks[END_REF] proposed a solution called maximum-Votes and Load-balance Clustering Algorithm (VLCA) in which each sensor node collects votes from its neighbors and calculates the total sum of received vote. The more votes a sensor accumulates, the more important it is in the whole network. During the clustering phase, sensors compete with each other based on the total votes each has received. This approach leads to a considerable exchanging messages In some works, the occurrence of an event leads to the formation of a cluster [START_REF] Ali | Joint event detection & identification: A clustering based approach for wireless sensor networks[END_REF][START_REF] Quynh | Multipath routing for cluster-based and event-based protocols in wireless sensor networks[END_REF][START_REF] Vinh | Adaptive routing protocol with energy efficiency and event clustering for wireless sensor networks[END_REF]. In this case, routing protocol needs to form only one cluster with one header for minimizing the amount of data forwarding to the base station. These approaches are event based clustering protocols and may generate a delay to report the phenomena.

Threshold Sensitive Energy Efficient Sensor Network Protocol (TEEN) [START_REF] Manjeshwar | Teen: Arouting protocol for enhanced efficiency in wireless sensor networks[END_REF] is suitable for time critical sensing applications and consumes less energy than proactive report schemes. TEEN defines two thresholds, hard and soft threshold. When sensed data is in the range of interest, that is called "hard threshold", the sensor turns its transmitter ON to report this data, reducing consequently the amount of useless data to be transmitted. The next time the sensor sends a sensed data, it has to change at least by the soft threshold.

Oyman et al. [START_REF] Oyman | Multiple sink network design problem in large scale wireless sensor networks[END_REF] proposed a solution for large-scale WSNs where they propose to deploy multiple sink nodes. The solution is based on finding the best number and location of sinks and and claims to increase the manageability of the network, and the energy dissipation at each node by the way. They defined two sub-problems to be resolved: Best Sink Locations (BSL), using the solutions existing in the literature such as the k-means clustering [START_REF] John | Algorithm as 136: A k-means clustering algorithm[END_REF] to find the best location of the sinks, and Minimization of the number of Sink nodes for a Predefined minimum Operation Period (MSPOP) to find the lowest number of sinks that exceeds a threshold (the minimum operation period) using the brute force technique [START_REF] Joseph F Hair | Multivar data analysis with readings[END_REF] for example. The solution is found by simulation, so this technique has to be made by the network designer.

Younis et al. [START_REF] Younis | Energy-aware routing in cluster-based sensor networks[END_REF] defined a gateway which is a node that monitor a cluster-based network. The role of this gateway node is to ensure a long lifetime of the network and an efficient operating through a good configuration of sensors and the network. It sets routes for sensor data, settle the access to the medium and monitor the latency throughput of clusters. It keeps track of energy usage of each sensor node. Khanna et al. [START_REF] Khanna | Self-organisation of sensor networks using genetic algorithms[END_REF] have proposed a solution based on a Genetic Algorithm (GA). They shown that running periodically the GA, the overall energy of the network is optimized while ensuring maximum operability. They considerably reduced the GA's complexity to converge in the shortest time possible. In this approach, a sensor node can be either a CH, a sensing node, a router or inactive node. The function of the node is determined by the result of the GA which aims to optimize routes and network lifetime.

In Soro et al. [START_REF] Soro | Prolonging the lifetime of wireless sensor networks via unequal clustering[END_REF], the authors proposed Unequal Clustering Size (UCS) model for organizing the network in order to balance the energy consumption of CHs, in order to increase the network lifetime. UCS is based on two principles: First, the positions of CHs are determined a priori, and CHs are symmetrically arranged in concentric circles around the BS, which is located at the network core. It is therefore easier to control the actual dimensions of the different clusters. In UCS, the supported scope is circular and is divided into two concentric circles, called layers. All clusters of the same layer are assumed to have the same size and the same shape as the dimensions and shapes of clusters in the two layers are different. The position of a CH in the area delimiting a cluster determines the overall power consumption of the nodes belonging to that cluster. To minimize the dissipation of the total energy within the cluster, all CHs must be at the center of the cluster. CHs deployed in a deterministic way in the network and are supposed to be super-nodes, are much more expensive than ordinary nodes. By varying the radius of the first layer around the BS, while assuming a constant number of clusters in each layer, the area covered by each layer can be changed. Therefore, the number of nodes contained in a particular cluster can be changed. Data transmission is done in several jumps, where each CH chooses to transmit its data to the nearest CH in the direction of the BS. The advantage of UCS is that it maintains a uniform energy consumption among CHs, and has an average shorter transmission distances from LEACH, which significantly reduces the total energy consumption. However, there are some limitations to UCS, the inter-cluster routing two jumps UCS limit its use to smaller networks, UCS is limited by the assumption that the network is heterogeneous, and the CHs are all the time covered by super nodes and deployed at predetermined locations, the CHs must be located at the cluster center Chen et al. [START_REF] Chen | An unequal cluster-based routing protocol in wireless sensor networks[END_REF] proposed UCA which considers that the size (i.e., number of sensor nodes members) of clusters around the sink should be smaller, because the headers of these clusters consume more energy due to the data traffic coming from other clusterheads located far to the sink. Unlike LEACH, this protocol allows a good distribution of cluster-heads through the network by adopting a competition to designate cluster-heads rather than a self-election. However, the competition performed in UCA causes significant exchange of control messages.

In UCA, the size of clusters around the sink should be smaller, because the headers of these clusters consume more energy. So more clusters should be formed closer to the base station (see Fig. 2.3). To do this, the node's competition radius range should be proportional to is the distance between the node and the sink. Consider R max the greatest competition radius that is predefined. The node i calculates its competition radius range R i based on its distance to the sink as follow: During the phase of cluster-heads election, the nodes exchange their energy residual using appropriate competition radius. A node which have the greatest amount energy decides to become cluster-head for the current round. This mechanism avoid to elect more than one cluster-head on the same region of competition. However, the number of exchanging messages is not negligible. Indeed the cluster-heads election phase consists of two local diffusion. In the first diffusion, each node locally broadcasts its bid (i.e., nodes competition to become cluster-head). In the second diffusion, nodes elected cluster-heads share their status using corresponding competition radius range.

R i = 1 -c × d max -d (i , SB) d max -d mi n × R max (2.

Proposal

In this section, we propose Enhanced Unequal Clustering Algorithm (EUCA) that eliminates the first local diffusion performed on UCA (i.e., nodes competition).

At the beginning, the sink launches the first round by broadcasting a message NEW_-ROUND_MSG which contains the parameters d mi n and d max . Every node i receiving such message sets back-off timer denoted by T(i ) to:

T(i ) = λ × T maxDel a y (2.2)
where T maxDel a y is the maximum tolerable delay of the back-off timer and λ is random number belonging to the interval [0, 1].

In the first round, all nodes have the same energy level, therefore the back-off timer is set with random number between 0 and T maxDel a y . A sensor node that does not receive cluster-head notice CH_NOTIFY_MSG before the expiration of its timer, proclaims himself cluster-head for the first round and informs its neighbors using the competition radius range seen in the formula 2.1. Otherwise, the node cancels its timer and waits for eventual other notice(s). This technique, allows to avoid exchanging N control messages for each clustering process (N corresponds to the number of sensor nodes deployed).

Each node chooses a cluster-head with the largest received signal strength and informs it by sending a JOIN_CLUSTER_MSG. The organization of intra-cluster data transmission is similar to LEACH, each node transmits the sensed data to its cluster-head according to Time Division Multiple Access (TDMA) scheduling.

For the rounds coming after, EUCA performs the same process except that the backoff timer T(i ) for a node i is set in way to be inversely proportional to the residual energy:

T(i ) = T maxDel a y × 1 - E i E 0 (2.3)
where E i is the residual energy of a node i and E 0 is the initial energy of deployed nodes.

Our approach avoids to elect more than one cluster-head in a given neighborhood, thus allows a better distribution of the cluster-heads through the network. This proposal can be applied for any clustering algorithm which includes a competition step. The algorithm 3 describes this election.

Algorithm 3 Cluster-heads election node i selects its cluster according to the signal strength received and send 

Results

In what follows, we present a performance evaluation study and comparison of our solution with the UCA solution. We start by presenting an analysis of the communication overhead and then we present the results we got from the simulation campaign.

Communication overhead analysis

To evaluate the communication overhead when performing the clustering process, we assume that the network is composed of n nodes, and at each round there are an average of m nodes elected as cluster-heads.

In UCA, during the first step, all nodes broadcast their outbid to become cluster-heads which generates n messages. In the second step, nodes elected as cluster-head inform their neighborhood of their new status, thus creating m messages. At the third and final step, nodes that are not elected decide to belong to one of clusters which requires nm messages. Therefore, the maximum communication overhead introduced by UCA is:

n + m + (n -m) = 2n.
In EUCA, there is no competition step, each node itself decides its election. Thereby, the maximum of control packets is: 

m + (n -m) = n.

Simulation

Network Model

The network assumed in the simulation campaign is a square sensing area, with N sensor nodes randomly scattered within this area. The following hypothesis give an idea about the sensor nodes and the network taken into consideration:

1. The network contains a unique sink, which is stationary;

2. All the sensor nodes are stationary and homogeneous;

3. The power control is used by all sensor nodes to adjust the transmission range;

4. The sensors nodes are all reachable by the sink, which is responsible for launching the clustering process (i.e., new rounds).

To evaluate the energy spent when communicating, we use the model proposed by Heinzelman et al. [START_REF] Heinzelman | Energy-efficient communication protocol for wireless microsensor networks[END_REF]. The energy E TX (k, d ) consumed to transmit a k-bit packet over distance d is:

E TX (k, d ) = k × (E t r + E amp d α ) (2.4)
where E t r is the energy required by the electronic transceiver to transmit one bit; E amp is the energy amplification per bit; α is a constant which depends on the signal attenuation, it is equal to 2 (i.e., free space model) or 4 (i.e., multi-path fading model) [START_REF] Heinzelman | Energy-efficient communication protocol for wireless microsensor networks[END_REF]. In addition, the radio consumption energy E RX in reception for the same packet is:

E RX (k) = k × E t r (2.5)
We carried out simulations using the network simulator OMNET++ duration between EUCA clustering approach and UCA. We can see that the amount of energy spent is inversely proportional to the round duration. This is due to the number of performed re-clustering process, the larger this number, the larger the consumed energy.

The diagram shows also that the average energy spent per node is lower in case of EUCA, because the traffic control is reduced by using back-off timer inversely proportional to the node's energy level. This eliminates the nodes competition during cluster-heads election. As a future work, we will consider the case where multiple adjacent nodes have the same energy level during the cluster-head election step. This case generates collisions during the cluster-head notifications phase (i.e., CH_NOTIFY_MSG) and enables nodes with lower energy to be elected. Furthermore, we will consider the number of the members in a cluster in addition to base station proximity.

Chapter 3

Selfishness in Mobile Ad hoc Networks C OLLABORATION between nodes in mobile ad hoc networks is very important for the proper functioning of the network. This is an assumption that has to be fulfilled in the design of routing protocols in MANETs. However, this is not always true since some nodes could misbehave in order to have some benefits or simply avoid wasting resources.

In this chapter, we will present mobile environments, routing protocols as well as a non-exhaustive list of risks and attacks that threaten mobile ad hoc networks. After that, we question the assumption that does not take into consideration the selfish behavior of nodes involved in the routing protocols.

We analyze the characteristics of the existing solutions, and we propose a reputationbased mechanism that isolates selfish nodes based on control packets generated as a result to nodes' observations of other nodes' behavior. We propose a mathematical framework to increase or decrease the reputation of a node depending on the situation and the observation condition. We show via simulation that our solution achieves remarkable improvements in the delivery rate of packets, more than satisfying results concerning false positive and false negative, and it shows that the overhead caused by our system is negligible. 

Contents

Introduction

The recent evolution of technology in the field of wireless communication and the emergence of portable computing units are pushing researchers to produce more efforts to offer access to the information anywhere and anytime. Initially, the development of Ad Hoc The need for cooperation between nodes to ensure the functioning of the network conflicts with the individual interest of each node to spend its energy solely for being the end terminal (source or destination) of a data flow. We can identify two types of noncooperative nodes: faulty/malicious nodes and selfish nodes. Faulty/malicious nodes belong to the class of nodes that are either defective and therefore cannot follow a welldefined protocol, or intentionally malicious, thus trying to attack the system [START_REF] Marti | Mitigating routing misbehavior in mobile ad hoc networks[END_REF]. Although the problem of selfishness is a form of passive attack, it is still causing negative impact on network performance. Numerous studies and simulations have been performed

to evaluate the impact of the presence of selfish nodes in an ad hoc network, and the results have definitely shown the damage caused by this type of nodes [START_REF] Gupta | Impact of selfish node concentration in manets[END_REF][START_REF] Tvp Sundararajan | Modeling the behavior of selfish forwarding nodes to stimulate cooperation in manet[END_REF][START_REF] Vuppala | A simulation analysis of node selfishness in manet using ns-3[END_REF]. The non-cooperation of a node implies that packets passing through this node will be lost.

The mentioned problem calls for solutions that force the selfish nodes to cooperating in the network and if necessary, excluding them. Such solutions would greatly increase the network performance. In this chapter, we are interested in the study of the proposed problem of selfishness in mobile ad hoc networks.

The mobile environments

A mobile environment allows its users to access information regardless of their geographical positions. Mobile or wireless networks can be classified into two categories: networks with infrastructure (see Fig. • Support for mobility, in dynamic environments requiring frequent transformations;

• The rapid deployment of an ad hoc network: indeed, it is possible to use a network in emergency situations, for example, to organize rescue mission after natural disasters;

• The possibility of establishing a mobile LAN: in fact, a number of people moving can create a mobile LAN;

• Economical and ease of temporary installations: such as fair stands, exhibitions or conference rooms and hard to wire areas;

• User liberation of its dependence on wired access to the backbone by providing a permanent and ubiquitous access.

Routing in Ad Hoc Networks

Routing consist in forwarding information to the right destination through a given network connection. Sometimes a mobile unit wants to communicate with another that is not in its direct communication range. It is through the routing mechanism that mobile units forming the network will be able to communicate, even if they are not in direct communication range. The messages will therefore have to be transmitted from point to point to the destination. In the manner of creation and maintenance of routes, data routing protocols can be classified into several categories: proactive, reactive or hybrid protocols.

Proactive protocols establish the routes in advance based on the periodic exchange of routing tables, while the reactive protocols seek routes on demand.

Routing problem asks for determining the optimal packets forwarding through the network in terms of certain performance criterion (bandwidth, delay, etc.) [START_REF] Bachar | Les protocoles de routage dans les réseaux ad hoc[END_REF].

Proactive protocols

The basic principle of proactive protocols is to keep update routing tables, so that when a device wants to send a packet to another device, a route is immediately available. In the context of ad hoc networks, nodes can randomly and quickly appear or disappear, as the same network topology may change. This means that we will have a continuous exchange of information, so that each node has a constantly updated network view. The routing tables are maintained through control packets, and it is possible to find directly and at any time a path to known destinations based on various criteria. One can for example focuses on routes with a reduced number of hops, or with the best bandwidth, or where the transmission delay is the lowest. The primary advantage of this type of protocol is to have immediately available routes when the nodes need it, but this comes at the cost of regular exchanges of messages (bandwidth consumption), which are certainly not all necessary (only certain routes will be used by the nodes in general).

The protocols of this family are distinguished by the manner in which the update information is transmitted across the network as well as by the number of routing tables used. Among the main proactive protocols, we mention: Optimized Link State Radio (OLSR) [START_REF] Guangyu Pei | Fisheye state routing: a routing scheme for ad hoc wireless networks[END_REF], Fisheye State Routing (FSR) [START_REF] Ogier | Topology dissemination based on reverse-path forwarding[END_REF], Topology dissemination Based on Reverse Path Forwarding (TBRPF) [START_REF] Perkins | Ad hoc on-demand distance vector (aodv) routing[END_REF].

Reactive protocols

The reactive routing protocols (also called routing protocols on demand) were proposed in order to ensure the routing service in wireless networks. Routing protocols in this category, create and maintain the routes as necessary. When the network needs a route, an overall route discovery procedure is initiated, and this in order to obtain a specified information, previously unknown. Several approaches can be applied in the discovery of the routes. The conventional method of route research is to flood the network with Route Request (RREQ). Nodes wishing to communicate through the network launch queries in search of routes for routing packets. Among the major reactive protocols, we mention:

Ad-hoc On demand Distance Vector routing (AODV) [START_REF] Johnson | The dynamic source routing protocol (dsr) for mobile ad hoc networks for ipv4[END_REF], Dynamic Source Routing (DSR) [START_REF] Jiang | The dynamic source routing protocol (dsr) for mobile ad hoc networks for ipv4[END_REF].

Hybrid protocols

Hybrid protocols combine both proactive and reactive approaches. They use a proactive protocol, to know the nearest neighbors (eg neighborhood two or three jumps). Beyond this neighborhood, the hybrid protocol uses techniques of reactive protocols to find a path. Among the hybrid protocols, we mention: Zone Routing Protocol (ZRP) [START_REF] Zygmunt | The Zone Routing Protocol (ZRP) for Ad Hoc Networks[END_REF], Cluster

Based Routing Protocol (CBRP) [START_REF] Jiang | Cbrp: A cluster based routing protocol[END_REF].

Ad hoc networks vulnerability

Gayraud et al [START_REF] Nuaymi | La sécurité dans les réseaux sans fil ad hoc[END_REF] conducted a risk analysis study in ad hoc networks. This study is a correlation between the needs analysis and requirements of ad hoc networks and risks from vulnerabilities. A list of the most likely attacks is shown in this section.

Denial of Service attacks

Denial of Service (DoS) attacks appear to be the easiest to achieve by attacking, threatening the availability of group members and especially entities that act as servers or controllers in the ad hoc network. The best known DoS attacks in a MANET are:

• Interference the radio channel to prevent communication.

• Overflow attempt on routing tables of relay nodes.

• No cooperation of a node to the proper functioning of the network, in order to conserve power. This attack is known as the "selfishness" of the node and can be detected through reputation mechanisms and detection of selfish behavior. It is true that the routing protocols proposed in the literature are very effective at transmitting data, however their biggest flaw lies in the fact that the majority of them do not consider the selfish nodes and implement no mechanism to detect and isolate them.

• Dispersion and removal of traffic by attacking routing mechanisms. For example, an attacker can inject false information or redundant packets in the network. For ad hoc networks, an attack of denial of service can target bandwidth, traffic, energy resources nodes or transmission quality (for interference).

• Attack of the security mechanisms themselves.

Passive listening attacks and traffic analysis

These attacks, also called "sniffing" consist in listening to the network and illegally recover data which may be confidential. Sniffing attacks are more dangerous in wireless networks such as MANETs. In fact, radio waves intrinsically have a high capacity to spread in all directions with a relatively large range, thus facilitating an unauthorized person, listen to the network and traffic analysis. These attacks constitute a clear threat to data confidentiality and anonymity for users.

Spoofing

Spoofing attacks are also called "impersonation". In this type of attack, the attacker tries to impersonate another node in the network to intercept messages destined to it [START_REF] Burg | Ad hoc network specific attacks[END_REF]. According to the access level of impersonated node (group leader, for example), the attacker can reconfigure the network by allowing other attackers to join the network or remove the security measures. The spoofing attack can also allow the attacker to access the encryption keys, so authentication. According to the layer where identity is impersonated, it can be difficult to prevent the attack. By exploiting the weakness of the protocols of the MAC layer of the ad hoc network, the attacker can be located between two communicating nodes (also called attack Man in the Middle). In general, the spoofing attack can be achieved by building on the mechanisms of neighbor discovery and topology management in ad hoc networks.

Sinkhole attack

Realizing the sinkhole attack, the attacker aims at drawing data from all its neighbors. Since this will provide access for the attacker to all data sent or received by its neighbors, sinkhole attack is the basis for several other attacks (eavesdropping or data alteration).

The sinkhole attack uses the loopholes (research best path) in the routing algorithms in ad hoc networks and forward this to its neighbors as the best jump of a multi-hop routing path [START_REF] Burg | Ad hoc network specific attacks[END_REF]. The effect of sinkhole attack is more serious for hierarchical networks, if the attacker manages to impersonate a group leader [START_REF] Mellassine | Systèmes de détection d'intrusions dans les réseaux ad hoc[END_REF].

Wormhole attack

The wormhole attack is closely related to the sinkhole attack. In the wormhole attack, the attacker uses a path outside the network (using a different frequency band, or wire connection) to route messages to another compromised node [START_REF] Burg | Ad hoc network specific attacks[END_REF], creating the illusion that there is shorter path than original ones. A wormhole attack can easily be launched by the attacker without having knowledge of the network or compromising any legitimate nodes or cryptography mechanisms. This attack causes confusion for routing mechanisms and topology management of ad hoc network without the need for the attacker to know these mechanisms [START_REF] Mellassine | Systèmes de détection d'intrusions dans les réseaux ad hoc[END_REF].

Blackhole/Grayhole attack

The blackhole and grayhole attacks aim at impeding or limiting the transmission of the received packets. In the case of grayholes, generally, the choice of retransmitted packets is not made in a random way, but it aims at favoring some specific traffic. However, it should be noted that this attack can also be confused with the fact that a node is either overloaded or unable to act as a router (low capacity node), which can complicate the detection of this kind of attacks.

Sleep privatization attack

This type of attack in mobile ad hoc networks is based on the idea of repeatedly asking a service to a node, in order to waste his power and system resources, and thereby preventing it from "rest" [START_REF] Burg | Ad hoc network specific attacks[END_REF]. This is very serious for an ad hoc network, where the nodes are generally characterized by a limited life battery. This attack can also prevent other network nodes to request data, services or information of the contested entity. The attacker can then interact continuously with the node to make it consume the battery. The lifespan of the battery is a critical parameter for many laptop components, and everything is done to make up and use as little as possible [START_REF] Mellassine | Systèmes de détection d'intrusions dans les réseaux ad hoc[END_REF].

Sybil attack

Malicious nodes in an ad hoc network can not only "impersonate" another node. They can also assume the identity of several nodes triggering the attack called Sybil attack [START_REF] Burg | Ad hoc network specific attacks[END_REF].

Since ad hoc networks, to function correctly, are based on communications between their nodes, multiple redundant systems apply algorithms to ensure that the communication is between source and destination nodes. Therefore, attackers have difficulty to destroy the integrity of the information exchanged. If the same packet is sent over several different paths (multiple paths routing protocols such as Split Multi-path Routing (SMR) [START_REF] Lee | Split multipath routing with maximally disjoint paths in ad hoc networks[END_REF]), the modification of one of these packets can be easily detected, and therefore it will be easy to isolate the attacker. However, if a node takes over the identity of several other nodes using this attack, the effectiveness of these measures is significantly degraded. Then, the attacker can access all information and all transmitted packets, so that the receiving node cannot detect the modifications of the packet content. For trust-based routing, keeping different identities can lead to false confidence levels of attackers nodes, allowing them to easily access the current traffic [START_REF] Mellassine | Systèmes de détection d'intrusions dans les réseaux ad hoc[END_REF].

Rushing attack

This type of attack is specific to on demand routing protocols such as DSR [START_REF] Burg | Ad hoc network specific attacks[END_REF]. A malicious node tries to interfere on the path request messages (messages RREQ) by modifying the scope of the list of nodes and transmit this message to the next node. Since in these routing protocols only one RREQ is broadcasted, the malicious node can be included in the path of the route if his message arrives first at the next node. Rushing attack can be detected by evaluating the process of paths discovery [START_REF] Mellassine | Systèmes de détection d'intrusions dans les réseaux ad hoc[END_REF].

Physical attacks to a network element

These attacks target valid network nodes with the objectives of destroying them, altering their operation or change of a physical component. These attacks are proving to be particularly dangerous in ad hoc networks.

Problem Statement

Mobile environments show significant heterogeneity and variability among different nodes, in terms of both processing capacity and energy. In such environments, load imbalances may occur. Indeed, a more powerful node in terms of processing capacity may become idle, because it quickly fulfilled his task, while less powerful nodes are busy most of the time and consume more energy. The impossibility of exploiting powerful nodes by overloaded nodes constitutes the problem of selfishness in mobile ad hoc networks. In the specific case offered by open MANETs, it is very easy to manipulate a routing protocol to save energy spent by a node in a selfish way. The need for cooperation between the nodes for the operation of the network is in conflict with the individual interest of each node to not expend energy for traffic flows intended for them or for which they are originated. We can identify two types of non-cooperative nodes: nodes defective/malicious and selfish nodes. Defective/malicious nodes belong to the class of nodes that are either defective and therefore can not follow a well-defined protocol or intentionally malicious and try to attack the system [START_REF] Marti | Mitigating routing misbehavior in mobile ad hoc networks[END_REF]. Since a selfish node is an economically rational node whose objective is to maximize its own welfare, which is defined as earnings of its shares less costs, and the transmission of a message imposes a cost (of energy and other resources) to a node; the selfish node will need incentives (reward) for transmitting messages from other [START_REF] Zhong | Sprite: a simple, cheat-proof, credit-based system for mobile ad-hoc networks[END_REF].

There are two categories of solutions to encourage selfish nodes in mobile ad hoc networks to cooperate: reputation mechanisms and a system based on credits. In the following, we will look at the problem of selfish nodes in mobile ad hoc networks, we will present the main approaches already proposed in order to solve this problem.

Although the problem of selfishness is a form of passive attack, it is nevertheless causing negative impact on network performance. Numerous studies and simulations [START_REF] Gupta | Impact of selfish node concentration in manets[END_REF][START_REF] Tvp Sundararajan | Modeling the behavior of selfish forwarding nodes to stimulate cooperation in manet[END_REF][START_REF] Vuppala | A simulation analysis of node selfishness in manet using ns-3[END_REF] were made to assess the impact of the presence of selfish nodes in an ad hoc network, and the results have definitely shown the damage caused by this type of nodes.

It is therefore essential to find a solution that can solve this problem or at least reduce it.

Such a solution must meet certain basic criteria in order to be a complete and optimal solution.

The aim is to detect the nodes with selfish behavior because, being a passive attack, its detection becomes much more difficult and complex. We should in no circumstances leave a selfish node behave as it pleases. For this, precautionary measures should be taken to punish dishonest action and penalize responsible nodes. Since the selfish nodes do not play the role of intermediary in the transmission of packets, it is essential to be able to avoid them in the routing phase to minimize packet loss and energy. Nevertheless, it can happen that a node withdraws and desires stop behaving selfishly, and would want to behave properly and to cooperate with all network nodes, such a node must have the right to return the network, so it is desirable that the solution provides the right to redeem for nodes wishing to correct the same time improving network performance. Existing solutions can be divided into two categories: reputation-based solutions [START_REF] Balakrishnan | Twoack: preventing selfishness in mobile ad hoc networks[END_REF][START_REF] Sd Khatawkar | Detection of routing misbehavior in manets[END_REF][START_REF] Liu | Using a cache scheme to detect selfish nodes in mobile ad hoc networks[END_REF] and credit-based solutions [START_REF] Zhong | Sprite: a simple, cheat-proof, credit-based system for mobile ad-hoc networks[END_REF]. It is also possible to find hybrid solutions that combine between reputation and credit [START_REF] Miranda | Friends and foes: preventing selfishness in open mobile ad hoc networks[END_REF]. A hybrid solution has the advantage of combining the strengths of both approaches. In reputation-based solution, the reputation is either calculated locally at each node, or in a distributed way by the nodes within the network. A distributed solution has the advantage of being more accurate because it is based on the knowledge of several nodes, but other problems arise such as risk of defamation, and has the disadvantage of adding an extra burden to network reputation by disseminating messages. A local reputation computing solution, prevents the spread of false reputations, and does not load to the network, but the collected information alone are not always enough to have a good reputation. Some solutions may seek supervision of the process.

In this case, it is necessary to provide for the election of one or more supervisor nodes, which complicates the solution, since we choose nodes trustworthy, and whose life will be quite sufficient to carry although their roles.

Related Work

A selfish node is an economically rational agent whose objective is to maximize its own welfare. Since the transmission of a message imposes a cost (in terms of energy or other resources) to the nodes, a selfish node will need an inducement or reward for transmitting messages from others [START_REF] Zhong | Sprite: a simple, cheat-proof, credit-based system for mobile ad-hoc networks[END_REF]. There are two types of solutions to encourage selfish nodes in ad hoc mobile network to cooperate: credit-based systems and reputation-based system.

Credit-based system

The basic idea of the systems based on credit is to provide incentives to nodes to ensure network functionality. To achieve this virtual goal, a payment system may be imple-mented.

Some credit-based solution [START_REF] Djenouri | A new low cost sessions-based misbehaviour detection protocol (smdp) for mane[END_REF][START_REF] Sd Khatawkar | Detection of routing misbehavior in manets[END_REF][START_REF] Lu | A novel fair incentive protocol for mobile ad hoc networks[END_REF] assume that each node has a different unique ID of zero, a key pair (private/public) certified and can support cryptography operations, and each mobile node must have an account to store its credits, which will be used to pay relay nodes when they transmit its packets. Typically, a mobile node can obtain credits either by buying them with real money or receiving them from other nodes to which it has transmitted packets. As for credit cards in real life, a node is allowed to request a service first, then perform the operation with the TCCS Service (Trusted Credit Clearance Service) later. The TCCS is reliable and has a pair of public and private keys that perform credit authorization operations for mobile nodes. Communication between mobile nodes is bidirectional. No mobile node can bring the TCCS credit certificate through a fast and secure channel. In Packet Purse Model, when sending the packet, the transmitter load with a sufficient number of beans to reach the destination. Each intermediate node acquires one or more grains of the package, which increases the stock of its beans, the number of grains depends on the direct connection on which the packet is transmitted (a long connection requires more beans). If the packet does not have enough grains to be transmitted, then it will be rejected. If the issuer underestimates the number of beans, the packet may be rejected, therefore the transmitter will lose its investment in the packet. If it overestimates the number of beans, the package will arrive well to the destination, however, the transmitter will lose the rest of the grain. In Packet Trade Model, the packet does not include beans, but it is negotiated by the intermediate nodes. Thus, the transmitter does not have to estimate the number of beans necessary to deliver a package.

In [START_REF] Zhong | Sprite: a simple, cheat-proof, credit-based system for mobile ad-hoc networks[END_REF], the authors proposed an interesting solution called SPRITE. When a node receives a message, it keeps a receipt of this message, then, when it will have a fast connection to the Credit Clearance Service (CCS) reports its receipts of the messages it received/transmitted. Subsequently, CCS determines the charge and the credit of each node involved in the transmission of the message according to receipts reported. In this system, the source node pays the other nodes through the CCS to convey his message.

Here, the system does not target a fair payment, i.e., it is not required that the total charge of the source node to be equal to the total credit received from other nodes. If the network is large, the CCS gives periodically a fixed amount of credit to each mobile node. In this type of solution, we are facing new problems such as the centralization/decentralization of the paying authority, false receipts and sometimes the solution needs to address not only software issues but also hardware ones.

Reputation-based System

A reputation-based system relies on the observations of nodes from other nodes. Since one observation does not allow a direct and objective measure of malicious nodes, it is necessary that each node maintains a degree of confidence in respect of all other nodes.

The value of this confidence is influenced by observations on the behavior of nodes. In this type of system, the reputation calculation is either performed locally at each node, or by the distribution of reputations stored in the nodes within the network. A distributed solution has the advantage of being more accurate in detecting selfish behavior, because it is based on the knowledge of several nodes, but other problems arise such as the risk of defamation, and the additional burden on the network needed to broadcast reputation messages. A solution able to calculate local reputation, prevents the spread of false reputation, and does not add load to the network. However, the information collected are not always sufficient to have a good reputation calculation.

Marti et al. [START_REF] Marti | Mitigating routing misbehavior in mobile ad hoc networks[END_REF] proposed a method of fault detection based on listening interfaces in "spy" mode. Each node processes all frames received on the medium, even if they are not for him. Assuming that all nodes have only one wireless network interface, all interfaces transmit on the same channel using the same power, and assuming that all antennas are unidirectional, a node is able to verify the content of the transmission to each of its neighbors. In particular, when a node transmits a data packet to its neighbor that has to be retransmitted to the next hop, it can check if the neighbor has forwarded the right package or not. The watchdog phase consists in keeping in memory on each node a copy of every packet transmitted that has to be retransmitted by the neighbor. Whenever a node hears a transmission on the interface, the corresponding packet in memory, if any, is removed. When the number of non-retransmissions exceeds a certain threshold, a notification is sent to the source to prevent the fault. The source node may maintain a history of mistakes in the form of a table, this table is called weight table. Use of the information collected through the watchdog phase is performed by another element called path-rater that keeps weight to the different nodes that are intended to represent their proven reliability; it is used by each node to choose the most reliable way to transmit their packets. The proposed solution is used over a conventional reactive routing protocol (such as DSR) and can provide information for selecting reliable paths. Another system based on reputation is TWOACK scheme [START_REF] Balakrishnan | Twoack: preventing selfishness in mobile ad hoc networks[END_REF]. The principle of this scheme is simple, a node that transmits/broadcasts a message, is informed that the following node has completed its task by forwarding the message at his turn, by receiving from the two hops next node a special acknowledgment called TWOACK packet. Each node that receives a message must send an acknowledgment to the node two hops back in the message path. The message path is the path that has been given by the routing protocol. To detect a misbehaving node, the source maintains a list of IDs of messages that have not received TWOACK packet yet, and each node maintains a unique list of data structure for each transmission link that it uses. S-TWOACK (Selective-TWOACK) scheme [START_REF] Balakrishnan | Twoack: preventing selfishness in mobile ad hoc networks[END_REF] is an improvement of TWOACK scheme proposed by the same authors, which aims at reducing network congestion caused by the large number of TWOACK packets sent. Inspired by the principle of the sliding window, S-TWOACK does not acknowledge receipt of a single message, but of a certain number of well received messages. The 2ACK scheme [START_REF] Liu | An acknowledgment-based approach for the detection of routing misbehavior in manets[END_REF] differs from TWOACK scheme because it does not acknowledge all messages, but only a part of them. In addition, 2ACK includes a certification mechanism for the security of its packages. Contrary to the S-TWOACK, that only acknowledges the receipt of a number of packages, 2ACK acknowledges the reception of a single packet. In respect of the presented solutions, our proposal consists in optimizing the control packets. We do not generate control packet until something does not work in the message delivery, whereas TWOACK generates control packet during all transmissions. Consequently, the more selfish nodes are discovered, the less control packets are generated.

The CONFIDANT system [START_REF] Buchegger | Performance analysis of the confidant protocol[END_REF] consists of several modules: The Monitor, its role is to gather information by listening to the radio channel, if neighbors well behave by participating in the routing protocol and packet retransmission. The Trust Manager is responsible for combining information in a local reputation in each of the nodes. The Reputation System decides when an alarm message has to be sent to other trusted nodes to warn them of malicious behavior of a node. It decides also whether the contents of an alarm message is to be considered or ignored. The Path Manager manipulates the topology view by the node based on the confidence levels of the other nodes to exclude malicious network nodes. The routing protocol uses the information from the topology to find valid and reliable paths. It can be based on the reputation system to refuse to route packets from malicious nodes. In their system, the authors do not specify the decision criteria for a node to have a good reputation. They only specify that the reputation must decrease with misbehaving observations and increase with time (to allow nodes to redeem, or prevent rare mistakes to have an important impact on its reputation). Furthermore, the proposed routing protocol is DSR and reactive mechanisms are operated to search for paths which avoid suspect list nodes designated by the source. In a subsequent search report [START_REF] Buchegger | A Robust Reputation System for Mobile Ad-hoc Networks[END_REF], the authors give a detailed description of the system specifying the method used, based on a Bayesian model representation [START_REF] James | Statistical decision theory and Bayesian analysis[END_REF][START_REF] Christopher | Statistical models[END_REF], for the maintenance of reputations. The nodes integrate direct observations malicious behavior and reputations neighbors (indirect observations) in their degree of reputation of the other nodes. Indirect observation is integrated with the condition that the confidence of the sending node is sufficient. Indirect observation has to be not too far from local observations.. Thus, the nodes that differ too much direct local observations are ultimately ignored, to guard against defamation.

In [START_REF] Refaei | A reputation-based mechanism for isolating selfish nodes in ad hoc networks[END_REF], each node maintains a reputation table where it stores the value of the reputation of its neighbors, which means that it deals only with the reputation of these direct neighbors. When a packet arrives at its destination, each node rewards the one-hop successor by locally increasing his reputation. Similarly, the non-delivery of the package will force the nodes to diminish the reputation of their one-hop successors. Holding his neighbor responsible for the routing failure when it has passed the packet, led to increase the number of false positives.

Hybrid systems

In [START_REF] Miranda | Friends and foes: preventing selfishness in open mobile ad hoc networks[END_REF], the authors proposed the first model that combines the principles of reputation and credit, where each node keeps a data structure for all other nodes. This structure contains a field Credit and lists of the status that each node have about other nodes. Furthermore, it keeps also its own lists of node status, and a list of pending messages. Periodically, each node broadcasts a message named selfState containing the lists that it has.

This solution seems clearly to be too heavy and not enough effective to be implemented.

The amount of data that a node has to handle and broadcast is too large. In addition, a malicious node can pretend that all other nodes are selfish to him, and we can never know if it is true or not. This kind of solution is supposed to gather advantages of the two family of solution, but we can see that it gathers more inconveniences than advantages.

Also, we notice that the reputation system is simply hidden, the authors have just split their algorithm into two parts: the first one is the mechanism that a node uses to monitor the behavior of other nodes towards itself, and the second is the one used by the node to diffuse others' state in order to share its knowledge. Since it is the less constraining in the architectural design, and there is no need to have special hardware, we choose to work on Credit-based systems.

Proposal

The previous section shows that there are some improvement that could be made in term of detection and isolation of selfish nodes. Some of these solutions does not make the differences between a link failure and a selfish node, some other need a special hardware component to operate. We propose a reputation-based system to force the nodes to participate with other nodes, in order to keep a good reputation and keep being well served by others. We have been inspired by multi-hop acknowledgment models such as TWOACK. A good solution should:

• guarantee the detection of selfish nodes,

• penalize the selfish nodes, and avoid , in the routing phase, those excluded because they do not cooperate anymore,

• be able to know if it is necessary to give a second chance to a node who wants to repent.

Our contribution is summarized in the following points:

• We propose an improvement of the TWOACK scheme [START_REF] Balakrishnan | Twoack: preventing selfishness in mobile ad hoc networks[END_REF], aimed at considerably decreasing the number of control packets. Also, the TWOACK scheme is only able to detect a selfish link, whereas our solution detects the selfish node;

• We propose reward/punishment model for cooperative/selfish nodes by taking into consideration all nodes that participate in the deliverance of a packet.

Assumptions

In order to have an optimal performance of our system we have made these two assumptions:

• We assume that the links are bidirectional;

• We also assume that a certification service public key is set up and used to encrypt the messages circulating in the network, including messages that are unique to our system, and guarantee data integrity.

Our solution

The principle of our approach is quite simple, and relies on multi-hop acknowledgment.

Several studies justify and prove that two hops is an efficient number of hops for the acknowledgments [START_REF] Balakrishnan | Twoack: preventing selfishness in mobile ad hoc networks[END_REF][START_REF] Liu | An acknowledgment-based approach for the detection of routing misbehavior in manets[END_REF]. Based on these studies, we choose to use two hops acknowledgment, because it will make the indictment of a node more precise than in the case with higher number of hops. Messages used by the system are described in Table 3.1.

Message Definition 2HopAck

Message sent by a node N i to N i -2 node.

SelfExculpation

Packet sent to the source by the last node that tried to transmit the message to report the refusal of a node to transmit the message. Selfish_Detection Packet sent by a node does not receive the exculpation of his successor, thus accusing him of being selfish. It must be said here that if for example the message is sent by a node N i , then the node N i -1 will not accept to transmit that packet only if N i +1 has exculpated N i by sending a 2HopAck packet to him.

SelfishAlert

Packet sent in order to report the detection of a selfish node.

Table 3.1 -Messages list

Knowing that we have made the assumption that a certification service is implemented in the network, 2HopAck and SelfExculpation messages will be encrypted to ensure their integrity and authenticity.

To present our approach we show the scheme in Fig. 3.2, in order to simplify the explanation and for the ease of understanding of the following example.

Let consider that a node N s wants to send a message to N d . N s builds a path to N d by using any routing protocol, but avoiding the known selfish nodes. By sending this packet, all nodes that are on its path will wait for an acknowledgment of the destination for an Ack_Delay time. Upon the reception of the acknowledgment is received, each node increases the reputation of following nodes in the path. If the timeout Ack_Delay expires and no acknowledgment is received, each node N i involved in the message transfer, send a 2HopAck message, to the node N i -2 , who was two hops back in the message path to prove that the node N i -1 who was the intermediate is innocent. When the node N i -2 receives this message, it will increase the reputation of the nodes N i -1 and N i . When after a delay, Exculpation_Delay, the node N i sees that the node N i +1 did not send the 2HopAck packet to node N i -1 , it exculpates itself by sending the previous nodes a package Self-Exculpation and hold N i +1 responsible for the failure of the transmission of the message, and decreases its reputation. Nodes receiving this message start increasing the reputation of nodes that transmitted the message to the node N i , and since they do not know which node caused the problem, they will penalize the two nodes N i and N i +1 , by decreasing the reputation of the node that seems most selfish. If after a delay, a node N i does not receive the 2HopAck packet from node N i +2 , and the node N i +1 does not proclaim its innocence, then it will be indicted by the node N i , and will be signaled to the source node. All nodes in the path receiving this indictment will reduce the reputation of node N i +1 , and increase the reputation of other intermediate nodes. In addition, when a node receives a packet, it will check the message path, and will increase the reputation of all intermediate nodes from the source to him. Reward all nodes that help the message to reach that node, and punish the accused on beeing selfish Reward all nodes that helped to reach that node and punish that last node and the accused one, but by reducing to the most likely selfish of the two SelfishDetection received SelfExculpation received

Figure 3.2 -Protocol scheme

We choose to make a distribution of reputation values between network nodes. In order to more quickly detect selfish nodes, it is preferable that the network nodes collaborate by exchanging knowledge on the behavior of other nodes. In order not to clutter the network messages, the nodes transmit the values of the reputation of a node only if it overcomes a certain threshold. The value of the threshold should be well studied; a too small value will make the collaboration stronger and therefore more effective, but will increase the load on the network, and will be a waste of energy for the nodes. Also, taking a big value will reduce the network load, but it will also reduce nodes collaboration, making the detection of selfish nodes slower.

Reward and punishment computation

Formulas' parameters and functions are detailed in Table 3.2. Upon receiving of a reputation value of a node, a new reputation value is calculated for this node, taking into account the value received and the value we already had. To avoid defamatory values that distort the reputation of the nodes, we can take into account the values received with a low impact factor. We apply the following formula to calculate a new value of reputation taking into account the values received:

Tr ust i ( j ) = ϕ × Tr ust i ( j ) + n j =1 r ecei ved Reput at i on j ϕ + n (3.1)
Where ϕ is the factor that is given to the reputation we have already calculated previously, receivedReputation is the value of reputation received from any node.

When a node detects that the reputation of another node has fallen below a certain threshold, it broadcasts a packet named SelfishAlert, containing its identity and the identity of the accused node. Each node receiving this message will save it. If at a certain time a node gets a number of accusation for a given node, equal to WitnessRate, then this node will be considered selfish by all network nodes. This technique speeds up the process of detecting selfish nodes in the network.

The WitnessRate parameter is very important. Indeed, high levels reduce the rate of false accusations caused by defamatory information sent by malicious nodes. On the other side, the detection of selfish nodes becomes longer. A smaller rate ensures that the detection of selfish nodes is faster, but unfortunately, false positive rate could increase dramatically if malicious nodes start to give false accusation.

N i rewards N i +1 for sending the message to N i +2 as follow:

Tr ust i (N i +1 ) = Tr ust i (N i +1 ) + RSD (3.2)
Parameter/function Definition Reward for Sending Data (RSD)

Positive value to add to the reputation of a node having transmitted a message.

PNSD

Positive value to subtract of the reputation of a node as a punishment for failing to transmit a message. Additional Penalisation for Not Sending Data (APNSD)

Positive to subtract also the node that seems to be the selfish node value. Reward for Signaling misbehavior (RSM)

Positive value to add to the reputation of a node as a reward for reporting the bad behavior of a node.

Reward for Sending 2hopack (RST)

Positive value to add to the reputation of a node as a bonus for sending 2HopAck packet. l ast Br oad c ast ed Tr ust i ( j ) The last value of reputation had broadcast the node i about the node j.

Ack_Delay

The time that a node has to wait for acknowledgment of the message he collaborated to transmit. After that, the node N i launches Exculpation_Delay.

Exculpation_Delay

The time node N i must wait for the 2HopAck packet from N i +1 toward N i -1 . Beyond this period, the node N i sends a packet SelfExculpation.

Others_Exculpation_Delay

The time a node N i must wait 2HopAck packet from node N i +2 exculpating the node N i +1 . α r eput at i on

The initial reputation of each node.

∆ r eput at i on Change threshold that must wait before broadcasting the new reputation of a node.

Threshold

The threshold for which a node is considered selfish if it goes below it.

WitnessRate

The required rate of nodes accusing a node to be selfish, to be considered as such throughout the network. MPS(i, j)

Most Probable Selfish (MPS) is a function that returns 1 if the reputation of the node j is greater than those of node i, and returns 0 otherwise. Tr ust i ( j )

A function that returns a reputation of node j that holds node i, which is stored in the TrustTable. 

Tr ust i (N i +2 ) = Tr ust i (N i +2 ) + RST (3.3)
When a node N i receives a message from a node N i -1 , it will apply the following function:

Tr ust i (N j ) = Tr ust i (N j ) + RSD, ∀N j ∈ N 1 , N 2 , . . . , N i -1 (3.4) 
A node penalizes his successor after he did not send 2HopAck packet, thus taking it as the responsible for non-delivery of the message, using the following formula:

Tr ust i (N i +2 ) = Tr ust i (N i +2 ) -PNSD (3.5)
When a node receives a SelfExculpation packet of a node k, it executes:

Tr ust i (N j ) = Tr ust i (N j ) + RSD, ∀N j ∈ N i +1 , N i +2 , . . . , N k-1 (3.6) Tr ust i (N k ) = Tr ust i (N k )-(1-Tr ust i (N k )×PNSD-MPS(N k , N k+1 )×APNSD+MPS(N k+1 , N k )×RSM (3.7) 
Tr

ust i (N k+1 ) = Tr ust i (N k+1 ) -(1 -Tr ust i (N k+1 )) × PNSD -MPS(N k+1 , N k ) × APNSD) (3.8)
Finally, when receiving an acknowledgment from the destination, this will be applied to each node N i path:

Tr ust i (N j ) = Tr ust i (N j ) + RSD, ∀N j ∈ N i +1 , N i +2 , . . . , N d -1 (3.9) Tr ust i (N i +2 ) = Tr ust i (N i +2 ) + RST (3.10)
If no exoneration is sent neither by the node N k itself nor by the node that follows it, a Selfish_Detection packet is sent, and the reputation of node N k will be reduced by all nodes in the path receiving this message by applying formula 3.5.

Algorithms

To formalize our approach, we will explain our protocol in the form of some algorithms.

We will present the algorithm running in the transmitter (source node), the second algorithm concerns the other nodes, and finally the algorithm that runs in any update of the reputation of a node. for all nodes N j := N 2 → N k do 30:

Tr ust i (N j ) = Tr ust i (N j ) + RSD for all nodes N j := N i +2 → N k-1 do 41:

Tr ust i (N j ) = Tr ust i (N j ) + RSD if Selfish_detection received then 47: for all nodes N j := N i +2 → N k do 48:

Tr ust i (N j ) = Tr ust i (N j ) + RSD broadcast Tr ust i ( j )

3:

Last Br oad c ast ed Tr ust i ( j ) = Tr ust i ( j ) 4: end if

Illustrative example

To understand the functioning of our system, we will present a concrete example of network containing selfish nodes among the nodes of the network. Consider a MANET composed of thirteen nodes <A, B, ..., M>, three of which are selfish <B, F, M>, which will be represented in orange in the following diagrams. The network topology is given in Fig.

3.3a.

Assuming that at time t 0 , a node M wants to send a message to the node A. The node M starts searching the route leading to the node A. Multiple routes exist, but as we have said, it will choose the shortest path containing no selfish nodes. Assuming that at time t 0 , the vision of the node M on the reputation of all network nodes is as shown in Fig. 3.3b.

We assume that even the selfish nodes such as M, monitor the behavior of other nodes, because it is in their interest to avoid other selfish nodes, unless there is a conspiracy between them. Thus, ordinary nodes and selfish nodes execute the same observation algorithm.

Taking into account the best path selection criteria, the path will logically be chosen by the node M, as is shown in Fig. 3.3c. We note that it has avoided the path <M, L, I, F, C, A> containing a selfish node, even if that path is the shortest. Node M can begin sending his packets. Assuming that at this moment, the node M, still has a good reputation in the network, it will be normally served by the other nodes that have not yet had the time to analyze its behavior. On the contrary, if its reputation has fallen below a certain threshold, then none of these packets will be sent to it.

The message travels the path until it arrives at node B which is a not yet detected selfish node. Along the route, each node receiving this packet will ensure to increase the reputation of nodes that have collaborated so that the message reaches it by applying the formula 3.4.

Unwilling to waste energy to serve others, node B chose to ignore the message of M, and therefore node A will not receive this message. The nodes involved in the transfer will wait for a TimeOut, the arrival of the acknowledgment from node A confirming receipt of the packet. As the node B has not delivered the message to A, no acknowledgment will be issued by the latter. The nodes will then work together to identify the selfish node.

The cooperation of nodes lies in the fact that each node sends a 2HopAck packet to the previous two-hop node confirming that the intermediate node (one-hop predecessor) has transmitted the message, as a testimony to exonerate the intermediate node. A node cannot lie about the fact that it received the message from another node, as the message contains the message identifier and also has to know the path the message came from. A node cannot send a packet 2HopAck and pretends that it is from another node, since we hypothesized that there is a certification service. 2HopAck messages are then encrypted with the key of the sender to ensure the authenticity and integrity of the message. Knowing all that, the generated 2HopAck packages are: one from H to M, another from G to L, and the last from D to H.

The nodes M, L and H that received the 2HopAck packet will increase the reputation of their one-hop successor nodes by using the formula 3.2, but also the node that issued the 2HopAck packet to thank him for its collaboration by applying formula 3.3. After a TimeOut lapse, the node D having transmitted the message to the node B notices that the latter does not send 2HopAck packet to the node G, it will be forced to generate a SelfExculpation packet to signal its innocence to other nodes, and to denounce the behavior of B. It will eventually reduce B's reputation by using the formula 3.5.

The SelfExculpation packet follows the same path as the original message. The nodes receiving this package, being sure that the message reaches node B, will increase the reputation of the nodes that have been through them using the formula 3.6. Unfortunately, we can not say whether the packet was sent by a legitimate node or by a selfish node with malicious intentions. Indeed, the Node B could very well send a 2HopAck packet to G to exonerate D, then send a packet to accuse SelfExculpation node A to be selfish. To avoid being unfair to one or the other, we made sure to reduce their reputations on both a value proportional to their reputation. Furthermore, additional value will be reduced to node whose reputation is less than the other, it is like saying the node with the lowest reputation is most likely to be the cause of failure. The formulas to be applied in this case the formula 3.9 and the formula 3.10 respectively for the node D and B. In this case, we will have the node B will be penalized by the node D.

Assuming that node B decides to send a packet 2HopAck to node G, and then sending a SelfExculpation packet, it will be a benefit to the node D, but it will not help the node B to exonerate himself, because A and B will always be suspected by the other nodes.

Assuming now that the Node B has sent a 2HopAck packet to G, node D will be exonerated. But in this case, D will not receive the exoneration of B, because it has not transmitted the message. After the node D waited a time equal to Others_Exculpation_-Delay, it sends a packet Selfish_Detection to inform other nodes that the node is probably a selfish node, because no exoneration was received, and it has not proclaimed its innocence. A node cannot send such a packet if it was innocent. After this message, all nodes will reduce the reputation of the accused node, in this case B, using the formula 3.5, and the intermediate nodes will be rewarded with the formula 3.6. 

Results

In this section we will begin by describing the simulation environment and then we will describe and show the simulation results.

The simulation environment

For our simulation campaigns, we implemented TWOACK and our protocol on Java. We simulated an ad hoc network with 50 mobile nodes. Selfish nodes are randomly selected from these 50 nodes with a percentage ranging from 0 to 40% in steps of 5%. These nodes move according to the Random Waypoint model. The maximum speed of a node is 15 m / s and the maximum idle time is 3 s. Network nodes have the same range that is equal to 150 meters. The deployment surface of nodes is 1000 m × 1000 m. Each node sends a message according to Poisson distribution with parameter λ = 10 ms. Finally, the simulation time is 300 seconds, and we repeat it 50 times each time we increment the selfish nodes rate in the network. To show that we are tolerant to collisions, we assume that the packets loss rate is 5%. As shown in [START_REF] Dovrolis | Proportional differentiated services, part ii: loss rate differentiation and packet dropping[END_REF], this packet loss rate is sufficient. In this simulation campaign, we will show the robustness of our solution by varying the rate of selfish nodes in the network. To show the effectivness of our solution, we show how our it evolves over the time. Concerning the output, first, we will show the damage caused by selfish nodes on a network through the delivery ratio of messages when there is no treatment against it. Right after, we will show the message delivery rate, because it is the most important aspect to consider and to show that there is a real improvement.

Secondly, we will show the rate of missed selfish nodes by our approach, in order to see the effectiveness of our solution. After that, we will show the rate of nodes wrongly accused of being selfish while in fact they are not. This is an important aspect to show to ensure that we do not exclude cooperative nodes. Finally, we will present the overhead caused by the control packet generated by our protocol. We show how it behaves when the number of selfish nodes in the network increases, and we will show also how it behaves during the time while we have fixed the rate of selfish nodes to 40%.

Results and discussion:

Impact of selfish nodes on message delivery As shown in Fig. 3.4, our approach gives very good results. Indeed the lower bound of the success rate of message delivery exceeds 86%. Initially, in the absence of selfish nodes in the network, the rate of rescues message reaches 97%, then increasing the rate of selfish nodes in the network, the delivery rate decreases to 86% when the selfish node rate reaches 40%. On one hand, we can see that TWOACK degrades significantly when the selfish rate increases. This is due to the fact that they do not discover the selfish node, but the failing link. So whenever a selfish node moves and create a new link with another node, it can behave as it likes. When the selfish rate is 40%, we can see that at the beginning, only 86% of packets are delivered, but after a short period of time, the packet delivery reaches 95%. This short period of time corresponds to the time needed by our solution to detect the selfish nodes.

Meanwhile, TWOACK stabilizes between 40 to 45%. Control packets overhead on the network: The Fig. 3.6, shows the evolution of the protocol overhead over time. This is important to argue whether our solution is too heavy or not. Unfortunately, we did not see this kind of figure in the studied works. We can see that our solution is a very light one comparing to TWOACK. We do not exceed 4% of the network traffic, and we can do less than 1% in favorable conditions. In fact, because of failing links, false detection and collisions we can not reach 0% overhead. Concerning TWOACK, we see that the control packet decreases, but this is only because the packets do not reach their destination and therefore no control packets are generated. In the Fig. 3.7, we can see that the two protocols have stabilized over time. Our solution stabilizes in 1.3% and TWOACK in 8.7%. Again, as explained before, we do not reach 0% overhead because of false detection, collisions and link failure.

False negative vs. selfish nodes:

As shown in the Fig. 3.8, we are able to detect all selfish nodes when we have 35% of selfish nodes within the network. When we had 40% of selfish False positive vs. selfish nodes: The Fig. 3.9, shows the rate of nodes which have been wrongly accused, based on the rate of selfish nodes in the network. We see that the curve is regular and fixed to the value of 0% i.e. no node is wrongly accused, which is a proof of the effectiveness of our approach, this is due to the mechanism we use to declare a node as selfish. In fact, we set a rate of 5% of the network nodes that a node must be accuse so that it is declared as selfish, which gives a certain robustness approach towards malicious nodes.

Figure 3.9 -Accusing honest node of selfishness

Conclusion and perspectives

MANETs are precursors of other networks (WSN, FANET, VANET, etc.). Many issues are addressed in the literature related to MANETs. One of the most paradigm in a MANET is collaboration, since no infrastructure is implemented, the communication relies on multiple relay nodes to ensure an end-to-end communication. In some situations, for example where energy is rare, some nodes could decide to save their energy by ignoring nonconcerned message. In this chapter, we proposed a new approach for detecting selfish nodes. The simulation results that we obtained were largely sufficient, and have proven the effectiveness and robustness of our approach. As noted in the previous section, our approach goes beyond 90% regarding the detection rate of selfish nodes, and offer a high delivery rate (more than 91%). The best aspect of our proposal is that the rate of nodes wrongly accused is 0%, which is a major advantage over other approaches studied. The evaluation of our approach with respect to time clearly demonstrates its advantages. In fact as the time passes, the rate of successful delivery of messages increases, and the message loss decreases. When 40% of network nodes are selfish, the initial packet delivery ratio is 86% of all the sent packets, which increases to 95% over time.

As an outlook, our work could be enhanced at first by a study of the parameters used in our approach, including:

• RSD, RST, RSM, PNSD, and APNSD: it is essential to make the best choice to increase/decrease the reputation of a node to reward/punish.

• Threshold: a large value can be used to quickly detect a selfish node, but can result in false accusations against.

• ∆ r eput at i on A large value reduces the burden of extra traffic, but reduces the collab-

Introduction

In this chapter, we will present some ongoing research and the preliminary ideas that we are developing in the context of the work presented in the previous chapters.

The first problem that we consider in this chapter concerns an improvement to our proposal on solving the selfish behavior of some nodes in the network [START_REF] Zaouche | A reputation-based approach using collaborative indictment/exculpation for detecting and isolating selfish nodes in MANETs[END_REF]. In fact, a selfish node might degrade our system of reputation if it stays at the edge of the network and it escapes the evaluation process.

The second problem we are currently working on, is an improvement of our solution EUCA [START_REF] Talbi | Enhanced unequal clustering algorithm for wireless sensor networks[END_REF]. In EUCA, we focused on the proximity between a cluster and the BS to define the range of the cluster to mitigate the energy depletion of the nodes around the sink due to the traffic coming from farther clusters. We found that it is also important to consider the density of the neighboring of a node to define the cluster range.

Finally, the third problem we have addressed is an extension of our solution presented in chapter 3 to support the tracking a group of targets. As we did with ETTAF [START_REF] Zaouche | Ettaf: Efficient target tracking and filming with a flying ad hoc network[END_REF], in this solution we focus on delivering maximum of QoS while using as few as possible number of UAVs. We will see after that the number of UAVs needed for covering more than on target raises very quickly as the number of targets raises.

Improvement in selfish nodes detection

We have seen that the collaboration between nodes is important to achieve a specific objective and it is more important in FANET. This collaboration, which is based on communication between network nodes. So, it is important that all involved nodes have to collaborate. This is why we studied and proposed a solution for the problem of selfishness in MANET in general that we can apply to FANET.

Our solution is reputation-based scheme, where all nodes report both good and bad observations on neighbors' behavior, and periodically, broadcast local known reputation to share with the rest of network nodes, and to have a better accuracy and quickly detect the selfish nodes. We made sure to avoid defamatory information by using a function that takes into account the own reputation of the nodes that are sharing the information.

In a specific case, we have noticed that our solution could be not as effective as expected. In fact, our solution is based on observations of nodes' behavior, and these observations could be made only when a node is solicited in a communication process. Therefore, a node that is never solicited could never be evaluated, and this flaw could be used by a selfish node to always be a member of the network without cooperating with other nodes. To do that, the misbehaving node makes sure to always stay at the edge of the group of nodes as illustrated in Fig. 4.1. Since the nodes have the ability to move freely in the area, a node can move away from the network and keep only one active connection to another node to be sure that its communications flow will arrive at destination, but also to never be asked for deliver any packet, since it is at the extremity of the network topology. 

Proposal

In addition to the reputation parameter that we used in our previous solution and in order to solve the mentioned problem, we introduced a new parameter that is specifically dedicated to measure the degree of participation of each node.

Periodically, a scan of the topology is made to find out nodes that are at the edges of the network, keeping only one link to guarantee their packets being delivered, and reduce their participation value. Nodes that are correctly integrated in the network, will have their participation parameter raised. When a node has a participation value under some threshold, this node will receive a warning, and will not be served until its participation value raises. Fig. 4.2 shows the network considering both reputation and participation parameters.

Having a second parameter for evaluating the behavior of a node is a great convenience, especially when it comes to consider different types of behavior. The first behavior consists in ignoring packets, which will be related to reputation parameter, and the second consists in isolating itself, which will be monitored by the participation parameter. Furthermore, a node cannot accuse another node of selfishness just because it was isolated for a while.

In this solution, we propose also to keep the reputation of one hop and two hops neighbors, in order to avoid nodes to be overloaded by the size of the matrix that keeps 

Density-aware clustering algorithm

Saving energy is a general requirement for mobile ad hoc network, and especially FANET, in order to extend their lifetime. However, communications can be costly, and in some cases, in order to extend the network lifetime, we should reduce communications. One solution to this problem is to organize and aggregate the communications, this is the reason why we proposed a solution based on clustering formation. Clustering is known as one of the efficient approaches for energy saving in WSN, so we propose to apply it in FANET, where energy is also a critical resource.

We proposed EUCA to avoid overloading the CH around the sink. We reduce the traffic overhead during the CH-election process by making every node waiting for a certain duration more or less according to their residual energy.

However, we have noticed that in some cases, collisions can lead to not electing the appropriate CH. For example, two or more sensors that have the same residual energy could send their application to be elected as cluster heads for the same cluster in the same area, inducing a collision. Also, EUCA is more suited to uniform distributions of sensor nodes, where the size of the clusters (number of members) is proportional to the range of this cluster, while in reality it is not as simple. In fact, a cluster could be not far from the BS, hence, its range should be smaller to include less members, however, as we can see in Fig. 4.3 the density of nodes in its neighborhood could be high, inducing to a large number of cluster members. using appropriate competition radius. The node which has the greatest amount of energy decides to become cluster-head for the current round (see Algorithm 3). To avoid the election of more than one cluster-head in the same region of competition, we added to our algorithm a procedure that detects and recovers from collision (see Algorithm 7)

Algorithm 7 Collision recovery

1: generate number randomly r and om_col l i si on i and send it to node j 2: wait for r and om_col l i si on j packet 3: if r and om_col l i si on i ≤ r and om_col l i si on j then 4:

send Cluster_member to node j 5: else 6:

node i is elected and waits Cluster_member from node j 7: end if

Efficient multi-target tracking

After we have proposed our solution for an efficient tracking of one target, we addressed the problem of multiple targets. In the literature, many works addressed the problem of multi-target tracking [START_REF] Deming | Concurrent multi-target localization, data association, and navigation for a swarm of flying sensors[END_REF][START_REF] Luo | Flocking algorithm with multi-target tracking for multi-agent systems[END_REF][START_REF] Zorbas | Optimal drone placement and cost-efficient target coverage[END_REF], however, none of them addressed the issues of QoS parameters and the optimization of the set of UAVs.

In this solution based on our ETTAF solution, we propose an energy and delay efficient multi-target tracking protocol. We have elaborated a strategy to build the shortest paths using the smallest number of UAVs.

During the simulation campaigns, we encountered a serious problem of UAVs lacking. Indeed, as the number of targets raises, to be able to track each target, we had to add many other UAVs, and even the size of the area had to be narrowed. This behavior has emphasized the importance of optimally organize the UAVs. We decided to find the minimum number of nodes for a given number of targets in a given surface area.

Proposal

In our solution, we start from the BS and look for the closest MPI, then build the optimal path of UAVs between this MPI and the GS. Once this path is built, we restart the process, but this time we include the position of the UAVs previously defined in the last path built.

We repeat this procedure until all MPIs are covered. In this way, we ensure that every MPI is connected to the GS with minimum number of UAVs. We called this strategy Nearest

Target First and we detailed it in Algorithm 8. Using this strategy, the best cast would be that all nodes follow each other forming a single line (see Fig. 4.5a. Conversely, the worst case would require the algorithm to build as many different pathways (BS-MPI) as the number of the targets (see Fig. 4.5b).

Between these two cases, our solution constructs linked pathways that cover all targets and that looks like a tree root (see Fig. 

Conclusion and perspectives

In this chapter we described new problems and presented our solution to each problem.

The first solution presented is an improvement of our reputation-based solution for detecting selfish nodes in the network. We introduce a new reputation value that considers the implication of the node in the network to prevent from having selfish nodes staying side-away.

In the second solution we presented, we improve our solution EUCA so that it considers the density of a CH in addition to its proximity to the sink when constructing the cluster. We have also proposed a recovery function when collisions happen in the CHelection process to avoid having the wrong node being elected.

Finally, we presented a novel approach for tracking a multiple number of moving targets. We presented our strategy and revealed the challenges in this type of applications such as the number of UAVs needed.

General conclusion

Flying Ad hoc Networks are a major innovation that offer new opportunities in the field of tracking, surveillance, monitoring, research and rescue applications. Composed of distributed autonomous unmanned aerial vehicles designed to sense various phenomena, these networks allow reaching dangerous and unreachable areas, even after disasters, with low-cost infrastructure-less network. The use of a fleet of UAVs in cooperative civilian missions requires a communication system to control each aircraft and to connect it to the control station and to other drones in order to exchange different types of data. Ad hoc networks are a solution to ensure a high level of coordination between the different agents of this system. The use of FANETs in civilian applications draw the attention of many researchers trying to find solution for QoS-constrained applications such as delivering high quality streaming of a sport event monitoring. Even if FANETs are MANETs connecting a group of UAVs, there are some considerations that have to be taken to exploit effective, reliable and safe communications. In this thesis, we have presented the major differences between FANETs and MANETs to justify the necessity of new communication paradigms dedicated to FANETs. The major advantage of UAVs is their ability to move and to be controlled remotely. In this report, we have discussed about this ability to move of devices in their application, and the ability of applications to control the mobility of devices.

In this thesis, we proposed a new efficient solution (ETTAF) for tracking and filming a moving object using a group of UAVs. Our solution takes into consideration the optimization of both energy and communication delay. Our simulation study of the algorithms performance shows that our proposal is efficient in term of energy consumption and minimization of the delay, and robust in term of connectivity. This solution is based on information gathered from all UAVs about their positions and that of the target, to compute the optimal path between the ground station and the target. We have compared ETTAF to two variants that do not build a new straight line path trying to minimize the energy consumption and the delay driven by the UAVs when they move to their new positions.

The simulation results shows also that ETTAF still delivers the best performance.

Since our solutions are based on cooperation between communicating and mobile nodes and since safety is an important issue that should be considered in the design of such solution, we have investigated some problems related to safety of the network. First we have listed well known attacks in ad hoc networks and we have decided to propose a solution to a problem that could affect considerably the performance of a group of wireless devices witch is the selfish behavior of some devices in the network. Then we have proposed a new solution based on reputation of nodes: the nodes keep a reputation table that is updated through the observations of the behavior of other nodes, and periodically the reputation values are shared to have a quicker detection of the selfish nodes. We have identified all situations where a good or a bad behavior and proposed a couple of schemes for each situation in order to be as fair as possible with all nodes. We have also proposed a scheme for integrating received information and avoid defamation. The results we have obtained from the simulation campaigns showed the efficiency of our solution. We show how fast and how accurate we were able to detect selfish nodes having a very low false positives and very low false negatives values.

In FANETs, as in the majority are ad hoc networks, energy is a major issue that should also be considered. In civilian applications, most commonly used devices are small and lightweight with low battery capacity, making the problem of energy consumption even more important. Therefore, energy optimization have to be made in every step by the network designer. Communication costs a lot in term of energy, this is why we decided to propose a solution for optimizing energy consumption in the communication flow. In this context, we have investigated clustering algorithms and we have proposed a solution to reduce the energy expenditure for communications. We have proposed a solution that builds clusters with unequal sizes depending on their proximity from the sink. Indeed, the clusters around the sink suffer from traffic flow coming from farther clusters, hence, their size have to be smaller in order to raise their number around the sink, otherwise, they will quickly deplete their batteries. In our solution, we optimized the number of control packets exchanged in the cluster-head election by using a new formula that makes the competition based on the residual energy of the nodes. Our analytic study demonstrated that we halved the number of control packets. The simulation results have shown the benefits of this optimization in terms of energy.

Future directions

Our solution for tracking a group of MPIs is a very promising solution, however, there are still some improvements and considerations that needs to be implemented. Indeed, considering that we have to deliver a transmission subject to some QoS constraint, some parts of the paths might suffer from the traffic coming from a couple of MPIs when the path is common to these MPIs. We want in our future work to be able to consider the load of each UAV, so that the QoS is guaranteed and the UAVs spared.

As a future work, we plan to propose a distributed version of ETTAF, allowing the UAVs to synchronize themselves without waiting for instructions coming from the ground station. The main issue here is to determine a distributed assignment algorithm to compute the optimal movement of each UAVs and propose a distributed algorithm to gather all information needed to run the assignment algorithm. This solution should be more time and energy efficient, since we reduce the huge traffic flowing to the ground station.

During our thesis, we have highlighted safety issues related to the use of FANETs such as detecting intruder during a mission. As future works, we continue and investigate new vulnerabilities specific to FANETs. At the best of our knowledge, there are no work made to survey safety and reliability issue in FANETs. We envisage to undertake this work to propose new solutions specifically conceived for FANETs. We could cite the intruder detection or misappropriation of a mission. Indeed, when a mission is based on a collective decision, such as the direction to take in flight formation, intruders could affect this decision by sharing wrong information.

In our solution of multi-target tracking, we noticed that some nodes might suffer from a heavy communication flow when they belong to a path or a portion of a path that is common to two or more targets. We envisage to consider the load of each UAV in the path building process so that the traffic is balanced using alternative paths, saving at the same time energy and time so to improve the QoS. In addition to clustering algorithms, we want to investigate other communication paradigms to optimize and organize communications between the UAVs to prevent from wasting energy during heavy communications. 
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 12 Figure 1.2 -UAVs monitoring the environment and searching the MPI (in this case the lost hiker on the left).
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 13 Figure 1.3 -Phase 1 -Diagram of UAVs illustrating the behavior of the UAVs. It starts when the MPI is discovered, and ends when the UAVs send a specific message.
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 14 Figure 1.4 -UAVs placement encircling the MPI, once the three phases of ETTAF are concluded.
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 15161718 Figure 1.5 -Covering rate using ETTAF and random mobility
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 1 Fig. 1.6 shows the fraction of time the UAVs monitoring the MPI and the GS have been connected and enabled to exchange information in respect of the total simulation time.
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 110 Figure 1.10 -Total time waiting when energy is prioritized
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  technological advances in the fields of Micro Electro-Mechanical Systems (MEMS) and low-power radio frequency design have led to the birth of WSNs. WSNs are the collection of wireless nodes, of limited resources (energy, storage, and computation), that are deployed to monitor certain phenomena of interest. Once the node takes measurements, it transmits to a base station over a wireless channel. The base station collects data from all the nodes and do further analysis. Since energy saving in WSNs is one of the important challenges, several solutions have been developed in the literature. To save energy, it is often useful to build clusters, and the head of each cluster communicates with the base station.Sensor networks are different from simple ad hoc networks, as sensor networks are designed for much longer life time frame. Eventually, data collected by each device should be communicated to certain Base Station (BS) which might be fixed or mobile. WSNs have managed to attract a large number of industrial given their realism, their concrete contribution as well as the flexibility offered by their mode of use. Indeed, the need for continuous monitoring of a given environment is quite common in various activities of society. Industrial processes, military applications, the habitat monitoring and precision agriculture are just a few examples of a wide range and variety of possible applications of continuous monitoring provided by sensor networks. Thanks to this rich potential applications, WSNs attracted big international firms, such as IBM, Sun, Intel and Philips.
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 21 Figure 2.1 -The breakdown of power consumption of a MicaZ node[START_REF] Akyildiz | Wireless Sensor Networks[END_REF] 
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 22 Figure 2.2 -Wireless Sensor Network Model

  tive and reactive modes to transmit data. In this section and the previous one, we could see the methods used in hierarchical networks both in the construction and organization of clusters at the level of data transmission. The objectives to minimize the energy consumption of WSNs during the clustering stage and the data transmission phase are based on a number of techniques and criteria: aggregation, data fusion, balancing load, ensuring connectivity, acceptable latency, moderate complexity, etc. The implementation of WSN clustering algorithms has two stages. First, the partitioning process of WSNs which is based on cluster training criteria and/or selection criteria of cluster-head. Secondly, consists in defining the route selection, based on inter-cluster and intra-cluster routing techniques. Two communication modes are used for WSNs: single-hop and multi-hop. The methods of clustering in WSNs are differentiated by the choice of different parameters, methods and techniques in the two previous procedures.
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 123 Figure 2.3 -An overview of the unequal clustering mechanism[START_REF] Chen | An unequal cluster-based routing protocol in wireless sensor networks[END_REF] 
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 225 Fig.2.5 shows the disparity of communication overhead between EUCA and UCA under network containing 200 sensor nodes, we can clearly observe that the gap between the two costs widens with increasing the number of clustering process (i.e., round).
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 26 Figure 2.6 -Average energy spent with different round duration

  networks was the result of military studies for the rapid deployment of telecommunications infrastructure that can survive failures and attacks. A centralized network around base stations is not a good option in this environment because they must be deployed in the first place (almost impossible in a hostile land) and the network is vulnerable in the event that one or more of these stations base is destroyed. Given these limitations, in 1972 the department of US defense, particularly Defense Advanced Research Projects Agency (DARPA)[START_REF] Leiner | Goals and challenges of the darpa glomo program [global mobile information systems[END_REF], sponsored the research program Pakets Radio Network (PRNet)[START_REF] Jubin | The darpa packet radio network protocols[END_REF]. This project addressed particularly the issue of routing and access to the media in a multi-hop communication network by radio waves. In 1983, the project evolved into the Survivable Radio Networks (SURAN) program whose objectives were to increase the number of nodes supported by PRNet in a large geographical area and reduce energy consumption by developing new routing algorithms. With all these investigations, Low-cost Packet Radio (LPR)[START_REF] Fifer | The low-cost packet radio[END_REF] was proposed in 1987. LPR offered packet commutation, improved security and the management of the energy consumption of nodes.The PRNet technology became available to the general public after the laptops were equipped with wireless cards and infrared ports in 1990. The Institute of Electrical and Electronics Engineers (IEEE) then adopted the term "ad hoc networks" for the IEEE 802.11 standard for wireless Local Area Networks (LANs). Many standards have followed the development of ad hoc networks and the MANET working group was established within the International Engineering Task Force (IETF) to try standardizing the routing protocols in ad hoc networks[START_REF] Corson | Mobile ad hoc networking (manet): Routing protocol performance issues and evaluation considerations[END_REF].Wireless communications have a crucial role to play in computer networks. They provide open solutions to ensure mobility as well as essential services for infrastructure-less scenarios. Wireless networks are a popular research topic because of the capacity to offer mobility to user. The mobility of the devices introduces new issues into the communication environment, such as frequent disconnections, a modest communication rate, and limited energy resources[START_REF] Suwart | Wireless ad hoc networks: Limitations, applications and challenges[END_REF]. In MANETs, collaboration between nodes is essential. If a source and destination of data flow are not in line of sight, the information should be transmitted along intermediate nodes, along a path established and maintained by the network. Routing in such conditions becomes a complex task, especially as energy resources are limited, and nodes can legitimately become selfish and refuse to route other nodes' packets to preserve their energy.
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 1 .2 is an illustration of the table kept by GS at the of this first phase.

	UAV Position Energy
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	Parameter	Value
	Size of the area	2000 * 1250 [m 2 ]
	Simulation time	600000 [sec]
	Number of UAV	40 → 70 (step: 5)
	Transmission range	250 [m]
	Target detection range	15 [m]
	MPI speed	1 [m/s]
	UAV speed	30 [m/s]
	Number of run	10

.

4 

summarizes the parameters we used in this part of simulation campaigns.
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 1 4 -Parameters used in the simulation campaigns

	40	42	44	46	48	50	52	54	56	58	60	62	64	66	68	70

Table 1

 1 

	Parameter	Value
	Throughput	80 (Kbps)
	transmissionDelay	0.000068 (sec)
	movementDelay	0.0333 (sec)
	movementCost	1 (unit)
	transmissionCost	0.1 (unit)
	Size of the area	2500 * 2500 [m 2 ]
	Simulation time	600000 [sec]
	Number of UAVs	40 → 100 (step: 10)
	Transmission range	250 [m]
	Detection range	15 [m]
	MPI speed	1 [m/s]
	UAV speed	50 [m/s]
	Number of runs	30

.5 summarizes the parameters we used in this part of simulation campaigns.
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  Fig.1.10 shows that ETTAF is not only able to have stable energy consumption, but also a steady delay when the number of the nodes varies. As the distance between two
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1.5, hence no transmission, resulting to almost no energy consumption. Figure
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 2 1 -Power requirements for different operations in mica motes

	Operation	Power (nAh)
	30-bytes packet transmission	20000
	30-bytes packet reception	8000
	1 ms radio listening	1250
	Sensor analog sample	1080
	Sensor digital sample	0.347
	Reading sample from ADC	0.011
	Flash read data	1.111
	4-bytes write/erase data	83.333
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  Each node holds a table named TrustTable that stores the values of reputation he has for other nodes. Whenever a node obtains an observation about a node, it updates the value of its reputation if it has an entry in the table for this node, if no entry in the table corresponds to this node, then it will create a new entry for this node and save the value inside. Initially, each node gives an initial reputation to neighboring nodes. In addition, each node holds a data table called PostTable, which stores the identifier of the messages it transmits, and the path it takes. When the destination sends an acknowledgment to the source to confirm the receipt of a message, all nodes that receive this acknowledgment, in their PostTable checks if there is a message that matches the packet acknowledged, then deletes the corresponding line. And nodes do the same when they receive SelfExculpation or SelfishDetection packets. If a timeout after no acknowledgment is received for a message, the line for this message will be deleted after it has sent the message 2HopAck to the node two hops back, as explained above to exonerate one hop previous node.
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 3 2 -Parameter listAnd rewards N i +2 for confirming it as follow:

  : When Nod e i receives a message 2: for all nodes N j := N 1 → N i -1 do

	Algorithm 5 Receiver 39: if SelfExculpation received then
		40:	
	3:	Tr ust i (N j ) = Tr ust i (N j ) + RSD
	4: end for
	5: if Nod e i is recipient then
	6:	send Acknowledgment
	7: else	
	8:	store Message ID in PostTable
	9:	while Acknowledgment not received & Ack_Delay = 0 do
	10:		wait()
	11:	end while
	12:	if Acknowledgment received then
	13:		for all nodes N j := N i +1 → N d -1 do
	14:			Tr ust i (N j ) = Tr ust i (N j ) + RSD
	15:		end for
	16:		Tr ust i (N d ) = Tr ust i (N d ) + RST
	17:		remove Message ID from PostTable
	18:	else
	19:		send 2HopAck to Nod e i -2
	20:		while Exculpation_Delay = 0 & 2HopAck not received do
	21:			wait()
	22:		end while
	23:		if 2HopAck received then
	24:			Tr ust i (N i +2 ) = Tr ust i (N i +2 ) + RST
	25:		else
	26:			Tr ust i (N i +1 ) = Tr ust i (N i +1 ) -PNSD
	27:			send SelfExculpation to Nod e s
	28:		end if
	29:		while Others_Exculpation_Delay = 0 & 2HopAck not received do
	30:			wait()
	31:		end while
	32:		if 2HopAck received then
	33:	31:		end for Tr ust i (N i +1 ) = Tr ust i (N i +1 ) + RSD
	34:	32:		Tr ust i (N k+1 ) = Tr ust i (N k+1 ) -PNSD Tr ust i (N i +2 ) = Tr ust i (N i +2 ) + RST
	35:	33:	end if else
	36:	34:	end if Tr ust i (N i +1 ) = Tr ust i (N i +1 ) -PNSD;
	37:	35: end if	send Selfish_Detection including node ID of N i +1 to N s
	38:		end if

1

Table 3 .

 3 3summarizes the parameter used in our simulation.

	Parameter	Value
	Number of nodes	50
	Rate selfish nodes	0 → 40% (step 5%)
	Maximum Speed	15 m/s
	Maximum idle time	3 s
	Radius increased	150 m
	Width of the area	1000 m
	Length of the area	1000 m
	Simulation time	300 s
	α r eput at i on	0.75
	∆ r eput at i on	0.2
	Threshold	0.25
	RSD	0.1
	Penalisation for Not Sending Data (PNSD)	0.15
	APNSD	0.05
	RST	0.05
	RSM	0.03
	WitnessRate	5%

Table 3 .
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3 -Simulation parameters

  Algorithm 8 Nearest Target First 1: Positions.add(BS.position) Positions: empty list of positions 2: while Targets.notEmpty() do Targets: list of MPIs to track 3: (UAV near est , UAV near est ) ← NearestUAVPosition()

	4:	Targets.Remove(UAV near est )
	5:	OptimalPositions ← ComputeOP(UAV near est , UAV near est )
	6:	Positions.addAll(OptimalPositions.getElements())
	7: end while

8: Assigne(Positions.getElements())

  Route Request. 63, 66 RSD Reward for Sending Data. 77, 85, 89 RSM Reward for Signaling misbehavior. 77, 85, 89 RST Reward for Sending 2hopack. 77, 85, 89 SMR Split Multi-path Routing. 66 SPIN Sensor Protocol for Information via Negotiation. 41 SURAN Survivable Radio Networks. 60 TBRPF Topology dissemination Based on Reverse Path Forwarding. 63 TDMA Time Division Multiple Access. 51 TEEN Threshold Sensitive Energy Efficient Sensor Network Protocol. 48 UAV Unmanned Aerial Vehicle. 1-3, 7-9, 12, 13, 15-20, 22, 24-26, 29-33, 35, 93, 98, 99, 101, 103, 105 UCA Unequal Clustering Algorithm. 42, 49-55 UCS Unequal Clustering Size. 49 UGV Unmanned Ground Vehicle. 18 VANET Vehicular Ad hoc Network. 2, 7, 11, 15, 89 VLCA maximum-Votes and Load-balance Clustering Algorithm. 48 WSN Wireless Sensor Network. 2, 3, 17, 18, 39-42, 44, 46-48, 55, 89, 96

	ZRP Zone Routing Protocol. 63
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oration of nodes to detect the selfish behavior.

• WitnessRate: the higher the rate is, the greater were less likely to wrongly be accusing a node, but in return, the exclusion of a selfish node in the network will take longer.

In addition, we will address the problem of a selfish node that stands apart at the edges (a leaf in the network topology) so that it will be impossible for others to evaluate its reputation.

Chapter 4

Work in progress I N this chapter, we present some recent solutions to problems which aroused during our thesis and the problems that still open. We describe a flaw in our solution of detecting and isolating selfish nodes and present our new solution. We describe an improvement of our clustering solution that will be able to consider the density of the network when it creates clusters. Finally, we describe an original solution for the multitarget tracking problem.

Proposal

The new solution we are developing to address the two mentioned problems considers the network density in the clustering protocol for supporting any distribution (uniform, random), and implements a function to detect and recover from collisions occurring during the clustering protocol.

In this solution, the node's competition radius range should be proportional to the distance between the node and the sink pondering by the networks density. In Fig. 4.4, even if the distance to the BS is the same, there are different cluster sizes, this way, we avoid clusters to be overloaded.

Consider R max as the largest predefined competition radius. Node i calculates its actual competition radius range R i based on its distance from the sink and the number nodes N i around it, as it follows: