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“Fide, sed cui vide”.
- Locution latine

“Du pere qui m’a donné la vie : la modestie et la virilité,
du moins si je m’en rapporte a la réputation qu’il a laissée
et au souvenir personnel qui m’en reste”.

- Marcus Catilius Severus






Résumé en Francais

Contexte

Communication, du latin communicatio [13], est défini par le dictionnaire Oxford comme
étant “the imparting or exchanging of information” et “the means of sending or receiving
information, such as telephone lines or computers” [14]. Face a une incertitude ou & un
risque, un tel échange n’est possible que si une relation de confiance peut étre établie
entre I’émetteur et le récepteur. Cette relation de confiance doit aussi concerner les
moyens utilisés pour communiquer. Les communications écrites ont été développées au
travers de plusieurs révolutions : depuis les pictogrammes gravés dans la pierre jusqu’au
signaux électroniques répliqués et transmis instantanément. Bien que ces révolutions
aient rendu les communications omniprésentes, le besoin fondamental de confiance reste
présent.

Depuis 'antiquité, politiciens et généraux ont toujours eu le besoin de communica-
tions sécurisées. La stéganographie, le fait de cacher un message a la vue de tous, est
I'une des plus anciennes techniques pour sécuriser une communication écrite. Une telle
technique peut, par exemple, étre réalisée en utilisant une encre invisible ou en utilisant
certains bits d’une image numérique pour encoder un message secret. La cryptographie,
au contraire, est une technique de transformation d’un message secret, un texte en clair,
vers un texte chiffré afin d’en cacher son sens. La scytale, présentée sur la Figure 1, est
une technique spartiate de cryptographie par substitution et le premier usage institu-
tionnel de cryptographie militaire. Elle aurait été utilisée en 404 a.v.J.C. |15]. De méme,
le chiffre de César est 'une des techniques cryptographiques les plus simples. Dans cette
technique, les lettres d’un alphabet sont remplacées par d’autres lettres en utilisant un
décalage donné. Jules César aurait utilisé une distance de décalage de trois lettres afin
d’écrire a ses généraux. En connaissant la valeur de décalage, c’est a dire la clé secréte,
le destinataire peut inverser le décalage et récupérer le texte clair.

Les machines & chiffrement électromécanique, telles que la fameuse machine Enigma,
ont apporté une impressionnante augmentation des possibilités de chiffrement. Lors
de la seconde guerre mondiale, les efforts de cryptanalyse des chercheurs alliés visant a
casser les codes électromécaniques menérent au développement des premiers ordinateurs.
Cette percée mena finalement a I'utilisation d’algorithmes cryptographiques fondés sur
des problémes mathématiques complexes. De plus, I'informatique permet le chiffrement
de n’importe quel type de données encodées en séquences de bits. Le développement
continu de I'informatique et des algorithmes de chiffrement publics ont rendu la sécurité
des communications accessibles aux petites entreprises et aux individus. Aujourd’hui,
les communications sont chiffrées par défaut, et les utilisateurs sont éduqués a préter
attention aux indicateurs de sécurité |16] tels que I'icone HT'TPS représentant un cadenas
vert 2. Cependant, un tiers de confiance est malgré-tout souvent requis afin d’établir la
communication.

Plusieurs définitions de la confiance ont été proposées. Inspirés par McKnight et
Chervany [17], Josang et Presti définissent la confiance comme: “the extent to which

Figure 1: Une scytale. Une
bande de parchemin était
enroulée avant d’écrire le
message, une lettre par tour.
Une fois déroulé, le par-
chemin était illisible & moins
de posséder une scytale du
méme diamétre.
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one party is willing to depend on something or somebody in a given situation with a
feeling of relative security, even though negative consequences are possible” [18]. Dans le
sens d’une action, nous dirions que la confiance est la décision par un agent intelligent de
coopérer face a une incertitude ou un risque au sujet du comportement (sa capacité ou
son intention) d’un autre agent. La confiance est une heuristique basée sur 'historique
des interactions, la réputation donnée par une communauté, ou les recommandations
transmises par d’autres sources de confiance.

La sécurité des informations vise a protéger les informations échangées lors d’une
communication, en s’assurant que certaines propriétés de sécurité sont vérifiées:

e Le secret des échanges, la discrétion (en: privacy),

e La confidentialité des messages échangés,

e L’intégrité du contenu,

e La non-répudiation de la communication,

e L’authentification de I'identité des autres participants.

Les systémes sécurisés sont complexes & construire et peuvent étre peu pratiques
pour un usage quotidien. Dans cette situation, la confiance peut étre une facon plus
confortable d’assurer la sécurité des communications.

Le World Wide Web (le Web) est construit sur un modéle client-serveur. Sa sécu-
rité est basée sur une chaine de certificat ancrée dans le User-Agent, généralement un
navigateur Web. Les sites Web sont authentifiés par leurs certificats et les communi-
cations entre navigateurs et serveurs sont sécurisées par des protocoles tels que TLS.
L’émergence de nouvelles fonctionnalités du Web offre beaucoup plus de cas d’usage via
l'utilisation d’une interface de programmation (API) JavaScript. Ces nouvelles interac-
tions sont souvent tripartites entre un utilisateur et deux autres serveurs: un Service
Provider (SP) et un Relying Party (RP). C’est par exemple le cas des scénarios de délé-
gation d’authentification. Dans ces situations, chaque partie ne peut pas monitorer les
interactions entre les deux autres parties. La sécurité et la confiance de telles commu-
nications peuvent donc étre plus dures a évaluer. Chaque entité doit alors baser ses
décisions sur des critéres subjectifs et sa propre évaluation du risque, donc prendre une
décision de confiance.

Les communications en temps réel, sont un autre exemple de ces cas d’usage com-
plexes impliquant plus qu’une simple relation client-serveur. WebRTC est un ensemble
d’API Web et de protocoles, spécifiés par le W3C et 'IETF, permettant les appels au-
dio, vidéo et le partage de données en mode pair & pair. Le déploiement de ce nouveau
standard pourrait étre une opportunité d’ouverture des futurs services
[de Pacces internet]. Puisque WebRTC apporte de nouvelles fonctionnalités a
I’écosystéme Web, sa sécurité est un facteur critique de son succés. Dans ce but, il
est important que la spécification prenne en compte les problémes rencontrés par les
technologies précédentes. C’est notamment vrai concernant la gestion d’identité, en
particulier comparée a la qualité de service. Comme les expériences précédentes 'ont
prouvé, un modéle d’identité fragile peut avoir un impact important et peut étre parti-
culiérement dur & corriger une fois le systéme déployé.

Défis ouverts
Notre intuition est que les utilisateurs de services de communication temps réel devraient

bénéficier de plus d’informations et de controle sur la sécurité et le niveau de confiance de
leurs sessions. C’est notre objectif global. Pour cela, nous devons construire un modéle



représentant ’architecture de communication, les différents canaux, protocoles et les
acteurs impliqués. Ce modéle nous permettra de construire une métrique caractérisant
le risque d’utiliser un systéme de communication, c¢’est-a-dire son niveau de confiance et
de sécurité.

Au vu de cet objectif, les questions suivantes sont ouvertes : Comment modéliser une
configuration de sécurité d’une architecture de communication constituée de plusieurs
canaux, protocoles et acteurs? Le méme modéle peut-il intégrer des informations de
confiance et de sécurité en une seule métrique? Quels paramétres de I'architecture de
communication doivent étre utilisés pour construire cette métrique? Peut-on construire
ce modéle dynamiquement?

En supposant l'existence d’un modéle de confiance et de sécurité pour une architec-
ture de communication, ce modeéle pourrait étre utilisé pour agir sur le systéme afin d’en
augmenter le niveau de confiance et de sécurité. Afin de donner ce genre de contréle
aux utilisateurs, nous devons aussi répondre aux questions suivantes: Les utilisateurs
peuvent-ils controéler le niveau de confiance et de sécurité de leurs sessions de commu-
nication? Est-il possible de faire confiance a une architecture de communication dans
laquelle certains acteurs ne sont pas de confiance? Les utilisateurs peuvent-ils choisir
des acteurs de confiance pour I’établissement de leurs communications?

Afin de permettre aux utilisateurs de controler la confiance et la sécurité de leurs
communications, la diversité des configurations possibles doit étre suffisamment élevée.
Cependant, les anciens systémes de communication téléphoniques obéissent & des stan-
dards stricts. Il peut y avoir plusieurs acteurs opérant le réseau, mais ils opérent sous
des configurations fermées et similaires. Il y a aussi de nombreux services fournis [OTT}
mais ils opérent en mode silo et en mode boite noire. La diversité de configuration de
ces systémes est donc elle aussi basse. Au contraire, WebRTC est une technologie Web
disruptive. Du fait de sa simplicité , il est attendu que le nombre de services WebRTC
explose dans un futur proche. La version finale de WebRTC n’a pas encore été publiée
et certaines fonctionnalités restent & implémenter dans les navigateurs. C’est donc le
bon moment pour étudier I'architecture de sécurité WebRTC.

Pour ces raisons, nous souhaitons focaliser nos questions de recherche sur la spéci-
fication WebRTC. Nous voulons comprendre & quel point les utilisateurs peuvent avoir
confiance dans une session WebRTC, y compris si 'un des acteurs n’est pas de confiance.
Notre premiére question de recherche est donc la suivante:

e RQ1: Quels sont les risques pour l'utilisateur d’une session WebRTC et quelle
abstraction peut-on utiliser pour représenter ces risques aux utilisateurs?

Une fagon de s’assurer qu’une session est sécurisée est d’interagir avec des tiers de
confiance, soit avant d’établir la session, soit lors de la session pour en augmenter le
niveau de confiance et de sécurité. Cela pose les questions suivantes:

e RQ2: Peut-on agir sur une session WebRTC afin d’en augmenter le niveau de
confiance et de sécurité?

i1

WebRTC

Figure 3: Le logo de We-
bRTC.

e RQ3: Peut-on laisser les utilisateurs choisir des acteurs de confiance pour ’établissement

de la communication?

Contributions

Dans cette thése, je propose trois contributions principales:
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Discrétion liée a I’architecture d’identité de WebRTC

Dans notre premiére contribution, nous étudions I’architecture d’identité WebRTC et
plus particuliérement son intégration aux algorithmes de délégation d’authentification
existants. Cette intégration n’a pas encore été étudiée jusqu’a présent. Dans cette
perspective, nous implémentons les composants de ’architecture d’identité WebRTC ce
qui nous permet de montrer que cette architecture n’est pas particuliérement adaptée a
une intégration aux protocoles de délégation d’authentification existants tels qu’OpenlD
Connect. Pour répondre & RQ1, nous montrons ensuite comment la position centrale
des fournisseurs d’identité dans I’écosystéme du Web est renforcée par leur intégration
a ’établissement de session WebRTC, posant ainsi un risque supplémentaire contre la
discrétion des utilisateurs. Dans I’écosystéme Web, la norme est ’architecture des ser-
vices en silo dont les utilisateurs sont captifs. C’est en particulier le cas des systémes de
délégation d’authentification, pour lesquels la plupart du temps, il n’est pas possible de
choisir son fournisseur d’identité. Afin de répondre & RQ3, nous réalisons une étude afin
de déterminer pour quelles raisons les utilisateurs ne peuvent pas choisir leur fournisseur
d’identité sur Web. Notre étude montre que bien que ce choix soit possible en théorie,
I’absence d’implémentation de certains standards par les sites webs et les fournisseurs
d’identité empéche ce choix en pratique.

Controler les paramétres d’identité de WebRTC

Dans notre seconde contribution, nous cherchons & donner plus de controle & I'utilisateur.
Pour ce faire et en réponse & RQ2, nous proposons une extension de la spécification
WebRTC afin de permettre la négociation des paramétres d’identité. Un prototype
d’implémentation est proposé afin de valider notre proposition (voir Figure 4). Cette
implémentation révéle certaines limites dues & I’API d’identité WebRTC empéchant
notamment d’obtenir un retour sur le niveau d’authentification de I'autre utilisateur
ainsi que I'impossibilité de changer de fournisseur d’identité en cours de session. Nous
proposons ensuite une API Web permettant aux utilisateurs de choisir leur fournisseur
d’identité lors d’'une authentification sur un site tiers via une interface de sélection
d’identité contrdlée par le navigateur. Répondant & RQ3, notre API repose sur une
réutilisation de l'architecture d’identité WebRT'C dans un scénario client-serveur. Nous
présentons une implémentation de notre solution, basée sur une extension du navigateur
Firefox, afin d’en démontrer I'utilisabilité (voir Figure 5). Nos résultats montrent qu’a
long terme, ’adoption de cette API pourrait réduire la charge d’implémentation pour
les développeurs de sites Web et permettre aux utilisateurs de préserver leur discrétion
en choisissant des fournisseurs d’identité de confiance.

Un modéle de confiance et de sécurité pour WebRTC

Enfin dans notre troisiéme contribution, nous répondons & RQ1 en proposant un modéle
de confiance et de sécurité d’une session WebRTC. Ce modéle intégre en une seule
meétrique les paramétres de sécurité utilisés lors de l'établissement de la session, les
paramétres d’encryption des flux média, et les paramétres de confiance de I'utilisateur
dans les acteurs de la session WebRTC. L’objectif de notre modéle est dans un premier
temps de permettre aux utilisateurs non-experts de mieux comprendre la sécurité de leurs
sessions WebRT'C. Afin de valider notre approche, nous réalisons une expérimentation
préliminaire évaluant la compréhension de notre modéle par des utilisateurs non-experts
en sécurité.
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Abstract

Nowadays, communications transiting through the Internet are encrypted by default, often end-to-end. Secure
communication is a commodity accessible to everyone rather than restricted to powerful organisations. Users are
being educated to the security risks faced on the internet and to pay attention to security indications. But this
does not solve every security issues: a trusted third party is still required in order to setup the communication.
Security on the Web is based on a certificate chain anchored into the web browser. The emerging web func-
tionalities offer a lot more possible use-cases than the usual client-server communication. Real-time media and
data communication is one of these complex use-cases which involves peer-to-peer and full-duplex client-server
communications. On one hand legacy inter-operable communication systems suffer from issues regarding the
trustworthiness of their incoming call. On the other hand over-the-top communication networks are all set in a
silo model: users are de-facto captive of these services.

WebRTC is a set of standard web API and protocols, which supports peer-to-peer audio-video calling and data
sharing. It is envisioned, given the simplicity to deploy a WebRTC services, that the number of WebRTC enabled
websites could skyrocket in the near future. To succeed, WebRTC should improve from the issues encountered
by previous technologies. A weak identity model may have an important impact later on and is particularly hard
to fix once the system is deployed. Considering the various use cases and the possible number of services and
other actors, the complexity of a communication setup could be really difficult to assess by non-expert users.

Our intuition is that users should be given more informations and control on the security and trust level of
their communications. We want to build a model that could represent the communication setup, the different
channels, protocols, and actors in operations. This model would allow us to act on the system in order to raise the
trust and security level. At the moment, WebRTC’s final version of the specification has not yet been published,
and some functionalities are yet to be implemented in Web Browsers. It may be the right time to challenge its
security architecture by addressing the following research questions:

e RQ1: What are the risks for the user of a WebRTC session and which abstractions can we use to show
these risks to the user?

e RQ2: Can we act on a WebRTC session to raise the trust and security level?

e RQ3: Can users choose actors they trust to participate in the communication setup?

In this thesis, we propose three main contributions:

In our first contribution we study the WebRTC identity architecture and more particularly its integration
with existing authentication delegation protocols. This integration has not been studied yet. To fill this gap,
we implement components of the WebRTC identity architecture and comment on the issues encountered in the
process. In order to answer RQ1, we then study this specification from a privacy perspective an identify new
privacy considerations related to the central position of identity provider. In the Web, the norm is the silo
architecture of which users are captive. This is even more true of authentication delegation systems where most
of the time it is not possible to freely choose an identity provider. In order to answer RQ3, we conduct a survey on
the top 500 websites according to Alexa.com to identify the reasons why can’t users choose their identity provider.
Our results show that while the choice of an identity provider is possible in theory, the lack of implementation
of existing standards by websites and identity providers prevent users to make this choice.

In our second contribution, we aim at giving more control to users. To this end and in order to answer
RQ2, we extend the WebRTC specification to allow identity parameters negotiation. We present a prototype
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implementation of our proposition to validate it. It reveals some limits due to the WebRTC API, in particular
preventing to get feedback on the other peer’s authentication strength. We then propose a web API allowing
users to choose their identity provider in order to authenticate on a third-party website, answering RQ2. Our
API reuse components of the WebRTC identity architecture in a client-server authentication scenario. Again, we
validate our proposition by presenting a prototype implementation of our API based on a Firefox extension.

Finally, in our third contribution, we look back on RQ1 and propose a trust and security model of a We-
bRTC session. Our proposed model integrates in a single metric the security parameters used in the session
establishment, the encryption parameters for the media streams, and trust in actors of the communication setup
as defined by the user. Our model objective is to help non-expert users to better understand the security of
their WebRTC session. To validate our approach, we conduct a preliminary study on the comprehension of
our model by non-expert users. This study is based on a web survey offering users to interact with a dynamic
implementation of our model.
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Introduction

Context

Communications, deriving from the Latin communicatio |13|, is defined by the Oxford
dictionary as “the imparting or exchanging of information” and “the means of sending or
receiving information, such as telephone lines or computers” [14]. In case of uncertainty
and risk, such exchange is made possible if a trust relation can be established between
the senders and receivers. This trust relation must also cover the channels used to com-
municate. Written communications were developed through several revolutions: from
immobile chiselled pictograms to electronic signals instantly replicated and transmitted.
While these revolutions made communications more and more pervasive, the fundamen-
tal issue of trust remains. Politicians and military commanders may always have had a
need for secure communications, and for long the concept of secure communication was
equivalent to the confidentiality of a message. Steganography, the fact of hiding a mes-
sage in plain sight, was the earliest technique to secure a written communication. It can
be achieved by using an invisible ink or by inserting a message inside another document,
for instance, using bits of a numerical image to encode a secret text. Cryptography, on
the other hand, is a technique transforming a secret message, called a plaintext, into an
encrypted cyphertext in order to hide its meaning. The first known evidence of cryptog-
raphy is an engraved pottery from 1900bc. The Spartan scytale, shown in Figure 6, was
the first known institutional military cypher, reported as being used in 404 B.C. [15].
Caesar’s cypher may be one of the simplest cryptographic technique. In this tech-
nique, letters are replaced by another letter at a given distance in the alphabet. Julius
Caesar was reported as using this cypher with a shift of three letter to write secret
messages to his generals. Knowing the shift value, i. e. the secret key, a recipient of
an encrypted message could reverse the shift to uncover the plaintext message. Alberti
invented around 1467 a polyalphabetic substitution cypher where the key is modified at
random through the text. Though later works derive from Alberti’s invention, such cryp-
tography technique was already known by the 8th century’s mathematician Al-Kindi.
Substitution cyphers are vulnerable to letter frequency attack. Indeed, a cryptanalyst
can guess the key of a simple substitution cypher by comparing the letter frequencies
of the cyphertext to the letter frequencies of another plaintext known to be written in
the same language. Polyalphabetical substitutions try to alter the frequency of letters
by continuously changing the substitution alphabet. These are however still vulnerable
to more complex frequency analysis. The development of substitution cyphers was thus
a race between cryptographers inventing new keying mechanisms and cryptanalysts.
Rotor machines, such as the famous Enigma machine, brought a large increase in
the number of possible substitutions. Cryptanalysis efforts by allied researchers dur-
ing the second world war resulted in the development of the first programmable com-
puter. This breakthrough also allowed the use of much more complex cyphers based on
complex mathematical problems. Furthermore, computers allow the encryption of any
kind of data encoded as a sequence of bits. The development of computer and public

Figure 6: A band of parch-

ment was first wrapped
around the scytale, then the
message was written one let-
ter per convolution. Once
unfolded, the message would
be unreadable except for the
receiver which would have
another scytale of the same
diameter.
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Figure 7: By displaying
warning on insecure HTTP
webpage, the Firefox web
browser is educating its
users to the faced risk, and
at the same time pushing
web developers to imple-
ment security for HTTP.

1: In 2014, the United States’
Federal Trade Commission has
received over 22 million com-
plaints about illegal and un-
wanted phone calls . Even
though the practice of phone
spam is illegal in the European
Union without an opt-in from
the recipient, in France 1,6 mil-
lion voice and SMS spams were
reported in 2016 to the 33700,
the national spam reporting
number .

2: m services are provided
on top of existing internet ser-
vice providers networks

cryptographic algorithms made security accessible to small companies and individuals.
Everyday communications are now encrypted by default, and users are being educated
to pay attention to security indications such as the one presented in Figure 7. This,
however, does not solve every issue: a trusted third party is still often required to set
up the communication.

Several definitions of trust have been proposed. Inspired by McKnight and Cher-
vany , Jgsang and Presti define trust as: “the extent to which one party is willing
to depend on something or somebody in a given situation with a feeling of relative se-
curity, even though negative consequences are possible” . In the sense of an action,
we would say that trust is the decision of intelligent agents to cooperate in the face of
risk and uncertainty about the behaviour (capability or intention) of other agents. This
heuristic is often based on prior interaction history, reputation from a community or
recommendations from other trusted sources.

Information security, on the other hand, aims at protecting information exchanged
during a communication, by ensuring that certain security properties are met:

e The secrecy of the exchange, i. e. the privacy.
e The confidentiality of the exchanged message.
e The integrity of the content.

e The non-repudiation of the communication.

e The authentication of the other peer’s identity.

Fully secure systems are difficult to build and may be impractical for everyday usage.
In this situation, trust may be a more relaxed way of ensuring the security of the
communication.

The World Wide Web (in short: the Web) is built on a client-server model. Its
security is based on a certificate chain anchored into the [User-Agent (UA)| usually a
web browser, acting as the [Trusted Computing Base (TCB)l Websites are authenticated
by their certificates and communications between the [UA] and the server are secured
by protocols such as|Transport Layer Security (TLS)l The emerging web functionalities
offer a lot more possible use-cases through JavaScript web [Application Programming|
[[nterface (API)|and [HyperText Transfer Protocol (HTTP)| based protocols. These
new relations are often tripartite between a user and two other servers, a service provider
and a [Relying Party (RP)l This is, for instance, the case in authentication delegation
scenarios. In these tripartite situations, each party cannot fully monitor interactions
between the others parties. The security and trustworthiness of such communication
may be more difficult to assess. As a result, it is up to each entity to take a decision
based on subjective criteria and its own evaluation of the faced risk, 7. e. to take a trust
decision.

Real-time media and data communication is another complex use-case involving more
than a single client-server relation. On one hand, legacy inter-operable communication
systems, operated by telephony companies and Internet service providers (often referred
as Telco) have been cluttered by issue regarding the trustworthiness of their incoming
call. These legacy services suffer from a weak trust and identity model which is subject
to abuse. The openness of trust-circle networks and the availability of computation
power allow malicious actors to launch thousands of robocalls at once'. This factor
could be one of the reasons behind the drop of value in telephony services [22], a major
asset of Telco, benefiting to [Over The Top (OTT)P services. On the other hand,
are rapidly gaining market share over Telco but are all set in silo model. The silo model
implies that while these services benefit from a controlled trust model, they cannot
communicate with each other and are the theatre of an intensive battle to become, or
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stay, the hegemonic service®. As it is difficult to change network without losing the

ability to reach their contacts, users are de-facto captive of these services.

WebRTC is a set of web [AP]] and protocols, specified by the [World Wide Web]|
Consortium (W3C)| and the [[nternet Engineering Task Force (IETF), which supports
Peer-to-Peer (P2P)|audio-video calling and data sharing. As WebRTC brings useful new
functionalities to the web ecosystem, its deployment could be an opportunity to open
the future [OTT]services. For the WebRTC specification to succeed, it should learn from
the issues encountered by previous technologies. As past experiences have proved [25],
a weak identity model may have an important impact later on and is particularly hard
to fix once the system is deployed.

A Motivating Scenario

In a conference call, several users connect to a single room to organise a meeting. Users
share their audio and video, they may also share some documents or their screen |26].
Several communication services are already offering this kind of service, some using
WebRTC. However, a common issue appears when participants connect from different
companies, for instance during a collaborative project. While the service is often inte-
grated with one company’s [[dentity Provider (IdP)| participants from other companies
may not authenticate with it and may have to fallback to a declarative or self-asserted
identity. Because the subject of their conversation is sensible, participants want to en-
sure that no one is maliciously listening, including the communication service itself which
may come from a third party company. Currently, implementation decisions made by
the [Communication Service (CS)| website drastically limit the user’s choice. And at the
same time communication services are missing the capability to interface with any [[dP}

Going further, supposing every participant authenticated to each other, one of them
may want to raise the security level of the session. Each participant would then be
required to authenticate with a higher strength, and the session security would be rene-
gotiated with stronger parameters. For this to be possible, it is required to have a model
of the trust and security level of the session and a mechanism to negotiate it. In the
long-term, the future telephony will move to a fully IP-based network, interconnected
with the Web. In this scenario, inter-operability, i. e. the ability for a user of one [CY|
to call a user from another [CS] could be imposed by regulations. Some projects are
already writing work in progress inter—operable architectures |27, 28, |29|. Evaluating
the security of a call session is necessary for users to make an informed trust decision on
whether or not to accept or pass a call. However, in these inter-operable architectures,
the communication stack is drastically more complex than the usual client-server model.

Open Challenges

Our intuition is that users should be given more information and control over the security
and trust level of their communications. This is our global objective. For this to be
possible, we need to build a model that could represent the communication setup, the
different channels, protocols, and the actors in operation. This model would allow
us to forge a single metric characterising the risk of using the communication system,
1. e. the trust and security level. It would also be a useful tool to model an instance of
a communication setup specification and discuss it with expert.

To inform the user of the security of its communication session, it is necessary to
answer the following questions:

e How to model the security of a communication setup made with several distinct
channels, protocols, and actors?

3
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4: The state of WebRTC
implementations on web
browsers can be followed on
Mozilla’s developer website:
https://developer.mozilla.
org/en-US/docs/Web/API/
RTCPeerConnection.

e Can the same model integrate trust and security information into a single mean-
ingful metric?

e Which parameters of the communication setup can be used to forge this metric?
e Can we build this model at runtime?

Supposing we dispose of a trust and security model for the communication setup,
we could leverage this model to raise the trust and security level of the session. This
process could either be manually or automatically controlled by the user. To give this
kind of control to the users, we would also have to answer the following questions:

e Can users control and eventually raise the trust and security level of their com-
munication sessions?

e Is it possible to trust a communication setup in which some of the actors are not
trusted?

e Can users choose trusted actors to participate in their communication setup?

As we mentionned, legacy communication services obey strict standards allowing
interoperability between actors. There are also multiple [OTT] communication services,
but since they are set in silo and often operate closed-source softwares, we consider them
as blackboxes. WebRT'C, however, is a disruptive technology for web real-time commu-
nications. It is envisioned, given the simplicity to deploy a WebRTC service, that the
number of WebRTC enabled websites could skyrocket in the near future. Considering
the proposed use cases, the number of WebRTC services, and the other actors: the com-
plexity of communication setup, from a trust and security perspective, could be difficult
to assess for non-expert users. At the moment, WebRTC’s final version of the specifica-
tion has not yet been published, and some functionalities are yet to be implemented in
web Browsers?. It may be the right time to challenge its security architecture.

For these reasons, we want to address our research questions with respect to the
WebRTC specifications. We want to understand to which extent users could trust a
WebRTC session, even if some parties are untrusted. Our first research question is thus
the following:

e RQ1: What are the risks for the user of a WebRTC session and which abstractions
can we use to show these risks to the user?

One way to ensure that the session is secured is to interact with trusted parties,
either before the session is established, or during the session to raise the trust level.
This opens the two following questions:

e RQ2: Can we act on a WebRTC session to raise the trust and security level?

e RQ3: Can we let users chose actors they trust to participate in the communication
setup?

Contributions

In this thesis, I propose three main contributions:

In our first contribution, we study the WebRTC identity architecture and more
particularly its integration with existing authentication delegation protocols. This in-
tegration has not been studied yet. To fill this gap, we implement components of the
WebRTC identity architecture and comment on the issues encountered in the process.
In order to answer RQ1, we then study this specification from a privacy perspective


https://developer.mozilla.org/en-US/docs/Web/API/RTCPeerConnection
https://developer.mozilla.org/en-US/docs/Web/API/RTCPeerConnection
https://developer.mozilla.org/en-US/docs/Web/API/RTCPeerConnection
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and identify new privacy considerations related to the central position of [[dP] In the
Web, the norm is the siloed architecture of which users are captive. That is all the more
the case for authentication delegation systems where most of the time it is not possible
to freely choose an [[dP] In order to answer RQ3, we conduct a survey of the top 500
websites according to Alexa® to identify the reasons why users cannot choose their m 5: https://alexa.com

In our second contribution, we aim at giving more control to users. To this end
and in order to answer RQ2, we extend the WebRTC specification to allow identity
parameters negotiation. We present a prototype implementation of our proposition to
validate our proposition. We then propose a web [AP]| allowing users to choose their
[[dP]in order to authenticate on a third-party website. Our [AP]] reuses components of
the WebRTC identity architecture in a client-server authentication scenario. Again, we
validate our proposition by presenting a prototype implementation of our [AP] based on
a Firefox extension.

Finally, in our third contribution, we look back on RQ1 and propose a trust and se-
curity model of a WebRTC session. Our proposed model integrates into a unique metric
the security parameters used in the session establishment, the encryption parameters
for the media streams, and trust in actors of the communication setup as defined by
the user. Our model’s objective is to help non-expert users to better understand the
security of their WebRTC session. To validate our approach, we conduct a preliminary
study on the comprehension of our model by non-expert users. This study is based on
a web survey offering users to interact with a dynamic implementation of our model.

Figure [§] represents how our contributions articulate and how they relate to our
research questions. In our first contribution we study the WebRTC identity architecture.
We then experiment on how to control this identity architecture to increase trust and
security. Finally and based on our knowledge, we close the loop and propose a model of
the trust and security of the WebRTC security architecture.

Contribution 1

Figure 8: Overview of our
Contributions

Model . Contribution 2

&

Organisation

The document is organised in three main parts. In the first part, we expose the context
of our research. In Chapter [I} we detail the technical specifications used in our work
such as OAuth 2 and WebRTC. We then present the state of the art to which our work
contributes in Chapter[2] In the second part of this thesis, we present our contributions.
In Chapter 3 we study WebRTC privacy issues based on actual implementations of the
WebRTC identity architecture. In Chapter 4 we propose to give users more control over
their WebRTC identity parameters. Chapter 5 presents a trust and security model of
a WebRTC session intended to help advanced users in understanding the security of
their WebRTC session. Finally, the third part of this thesis proposes a summary of our
contributions in Chapter [6] and discusses our perspectives in Chapter [7]


https://alexa.com
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Part I Context

Chapter WebRTC Trust and Security Architecture is an introduction to the tech-
niques, algorithms, and protocols securing WebRTC and forming the context of our the-
sis. In this chapter, we introduce the WebRTC architecture and specifications, present
an overview of the concepts accomplishing practical security on the Web, and focus on
the protocols used to secure a WebRTC communication. We also introduce the con-
cept of trust and we explain privacy in the context of the Web and in particular the
privacy consideration of the WebRTC specification. Finally, we present some signalling
architecture that could be deployed by WebRTC services.

Chapter State of the Art presents the state of the art on [Voice over IP (VoIP)|
security research. We review the results of a comprehensive survey of 245 articles on
[VoIP| security and published in 2012. As the first draft of the WebRTC specification
was published the same year, this survey is a solid starting point to study the field
of WebRTC security. We then present our own survey of [VoIP| and WebRTC security
research collecting papers published between 2012 and 2017. Based on our findings, we
review collected papers dealing specifically with WebRTC.

Part [[I: Contributions

Chapter 3 Privacy Implications of the WebRTC Identity Architecture studies the
WebRTC identity architecture from a privacy point-of-view. The specification lacks
support and, to the best of our knowledge, there is no public implementation. We first
describe our implementation of the WebRTC identity architecture and its integration
with existing authentication delegation protocols. We then comment on encountered
issues and detail additional privacy considerations. Finally, we report on our study on
why users cannot choose their [[dP] on the Web.

Chapter 4 Controlling the WebRTC Identity Parameters proposes to give users more
control over WebRT'C identity parameters. Firstly, we define a[Session Description Pro-|
tocol (SDP)| extension to negotiate the other peer’s and authentication strength
during the call setup and present our implementation. Secondly, this chapter presents
WebConnect, a prototype for an Identity Metasystem [AP]] based on the WebRTC iden-
tity specification which allows users to preserve their privacy by selecting trusted [[dP}
The WebRTC identity specification offers some interesting concepts limited to the scope
of user-to-user authentication, WebConnect extends them to the use case of user-to-
server authentication.

Chapter 5 WebRTC Trust and Security Model presents a trust and security model
intended to help advanced users in understanding the security of their WebRTC session.
We first present our methodology to build our model and then details our actual We-
bRTC trust and security model. The model evaluates security with regards to the risk
presented on the confidentiality and integrity of the communication and shows which
trust relations must be valid for the security level to be trusted too. In order to validate
our approach, we present a preliminary study on the understanding of our model by
advanced users based on a survey and a dynamic implementation of our model.

Part [[TI} Conclusion and Perspectives

Chapter [6] Conclusion presents the conclusions of our work.
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Chapter[7] Perspectives discusses possible future research directions and perspectives.
More particularly, we look at continuing work on our WebRTC trust and security model,
improving the WebRTC identity architecture and integrating it with other authentica-
tion protocols, and comparing the WebRT'C identity architecture to the current work of
the WebPayment working group.
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Chapter 1

WebRTC Trust and Security
Architecture

Information security aims at protecting the confidentiality, integrity, and
availability of an information. These objectives are referred to as the CIA
triad and are often associated with additional security objectives such as non-
repudiation, authenticity, and privacy. Qur research questions are centred
on the idea of building a security and trust model for WebRTC. This chap-
ter is an introduction to the techniques, algorithms, and protocols securing
WebRTC and forming the context of our thesis. Firstly we introduce the
WebRTC architecture and specifications in Section |1.1. Then we present
an overview of the concepts accomplishing practical security on the Web in
Section[1.9 and later focus on the protocols used to secure a WebRTC' com-
munication in Section 1.3. We also introduce the concept of trust and present
the WebRTC trust model in Section[I.4 Even if the content of a communi-
cation is sufficiently secure, the attacker’s knowledge that a communication
happened may also be a risk for the user. In Section|1.5, we explain privacy
in the context of the Web and in particular the privacy considerations of the
WebRTC specification. Finally, we present some signalling architecture that
could be deployed by WebRTC services in Section 1.6. WebRTC does not
specify a signalling architecture, but these have an important impact on the
underlying trust and security properties.

1.1 WebRTC Overview

WebRTC is a standardisation effort for interoperable real-time communication in the
Web, in line with the specifications of HTML5 technologies. This set of specifications
aims to provide for dynamic webpages', running in a compatible browser, and suitably
authorized by the user, with the capability to set up audio, video, or data communi-
cations. The main use-cases are audio conferencing, e-commerce support, and personal
or enterprise communications. But other use-cases are also envisioned such as gaming
or file sharing. Due to the ease of deploying a WebRTC service: a simple web server
is enough, it is expected to see the emergence of a larger number of WebRTC enabled
websites.

The three main tracks for WebRTC are a set of dedicated protocol profiles defined
by the [Internet Engineering Task Force (IELF)| [30], and two JavaScript [Applicationl

[Programming Interface (AP1)| specified by the [World Wide Web Consortium (W3C)

for WebRTC session management [31] and for audio and video media capture [32].

11

1: Dynamic HTML is the
generic name for the set of
techniques used by a webpage
in order to modify itself. It is
now more often referred to as a
JavaScript/HTML/CSS page.
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These specifications work in conjunction so that “for all options and features of the
protocol specification, it should be clear which [AP]] calls to make to exercise that option
or feature; similarly, for any sequence of [AP]] calls, it should be clear which protocol
options and features will be invoked” [30]. Although the endpoints targeted by the
[APT] are web browsers implementing WebRTC, it is also possible to use non-browser
WebRTC endpoints. These endpoints conform to the protocol specification but not to
the WebRTC[AP]] For instance, such endpoints may be a native library in C++ offering
WebRTC call functionality to an application.

Figure 1.2 presents the components of the WebRTC browser model and their inter-
actions. The design of WebRTC does not assume that the browser should provide every
functionality required by telephone or conference services. Instead, the browser only
offers functions required for a web application to implement such services. Hence why
the only vital interfaces are the RT'C [AP]and the protocols for browser-to-browser com-
munication. A typical WebRTC communication setup is presented in Figure 1.1. The
Media path represents the browser-to-browser communication path over which media
and data channels are established. Signalling is the communication between WebRTC
endpoints establishing, managing, and controlling the media path. The signalling path
generally involves one or more signalling server to serve as a rendezvous point. The
mechanisms and architectures for client-server and eventually inter-server signalling are
out of scope of the WebRTC specification. We present examples of such architectures
in Section 1.6.

The main interface exposed by the WebRTC is the RTCPeerConnection . It
exposes functions to the webpage’s JavaScript allowing it to manage the WebRTC session
and signalling. The [JavaScript Session Establishment Protocol (JSEP)|[IETE]| draft
describes how the RTCPeerConnection is used. [JSEP| permits the establishment and
control of a WebRTC session through the exchange of session description messages,
in a simple offer/answer negotiation mechanism. When an offer/answer exchange is
required, the initiating endpoint calls the create0ffer () function. The resulting offer
is installed as a local configuration, using setLocalDescription(), and transmitted on
the signalling path. When received, the offer is used as a remote configuration, with
the setRemoteDescription() interface. Finally, the process is reversed: the receiver
generates an answer, applies it as a local configuration, and sends it. On receiving the
answer, the initiator installs it as a remote description, completing the initial setup.

Session description messages use the|Session Description Protocol (SDP)| syntax,
as presented in Figure [I.3] The [SDP)]syntax defines a list of parameters, identified by
type letters and belonging to one of the description levels: the session description level,
the time description level, and one or more media description level. The set of type
letters is quite small and not extensible, however, extensions are possible through the
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Session description
v=(protocol version)
o= (owner/creator and session identifier).
s= (session name)
i=x (session information)
u=* (URI of description)
e=* (email address)
p=* (phone number)

c=* (connection information - not required if included in all media)

b=* (bandwidth information)

One or more time descriptions (see below)
z=+ (time zone adjustments)

k=x (encryption key)

a=* (zero or more session attribute lines)
Zero or more media descriptions (see below)

Time description
t= (time the session is active)
r=x (zero or more repeat times)

Media description
m= (media name and transport address)
i=* (media title)

Figure 1.3: Session Descrip-
tion Protocol syntax

c=* (connection information - optional if included at session-level)

b=+ (bandwidth information)
k=x (encryption key)
a=* (zero or more media attribute lines)

use of a= attribute lines.

Figureshows an example of a (shortened) [SDP|message for a WebRTC session. It
is an [SDP] answer for a session with audio and video channels, respectively identified as
sdparta_0 and sdparta_1. Declaration of these channels starts with a m line specifying
the channel type, e. g. m=audio. In theoffer /answer negotiation, peers have to agree
on various parameters, for example, audio and video codecs. In order to conduct the
negotiation, an offer includes multiple supported parameters. If compatible, the answerer
accepts these parameters by including them in his answer. Preceeding this example, the
original offer proposed five codecs for the audio channel: opus, telephone-event, G722,
PCMU, and PCMA. Only two, opus and telephone-event, are included in the answer and
thus accepted by the answerer.

In order to efficiently communicate in a[Peer-to-Peer (P2P)|fashion, peers use the
[teractive Connectivity Establishment (ICE)| [35] to find which of their network interfaces
are able to see each other. Indeed, a computer may be connected to different networks
through different interfaces. In the [[CE] protocol, peers collect candidate addresses and
exchange them during the [SDP] negotiation in a=candidate attributes. Each pair of
local and remote candidates are then tested to find potential matching interfaces. In
some situations, for example behind a [Network Address Translator (NAT)| a peer may
not know his publicly visible address. [Session Traversal Utilities for NAT (STUN)| [36]
is a client-server protocol used by a client to discover the binding between his source
address and his reflexive transport address?. is a tool that may not work in
some configuration, in particular, if both peers are behind [NAT] routers with endpoint-
dependant-mechanisms for address attribution. In that case, a relay can be setup using

2: NAT modify the source or
destination of packets going
through them. The reflexive
transport address is the public
[Internet Protocol (IP)|address
and port created by the m
closest to the server.
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Figure 1.4: Example of a
SDP message (answer)

v=0

o=mozilla...THIS_IS_SDPARTA-54.0.1 5897145307417630851 O IN IP4 0.0.0.0
[...]

a=fingerprint:sha-256 33:B1:D7:4B:29:29:29:AA:87:01:47:B3:59:41:[...]15D
a=group:BUNDLE sdparta_O sdparta_1

a=ice-options:trickle

a=msid-semantic:WMS *

m=audio 29188 UDP/TLS/RTP/SAVPF 109 101

c=IN IP4 74.125.39.43

a=mid:sdparta_0

a=candidate:0 1 UDP 2122252543 131.254.67.174 54163 typ host
[...]

a=candidate:20 1 UDP 8331263 74.125.39.43 29188 typ relay [...]
a=rtpmap:109 opus/48000/2

a=rtpmap:101 telephone-event/8000

[...]

m=video 29188 UDP/TLS/RTP/SAVPF 121
c=IN IP4 74.125.39.43
a=mid:sdparta_1

[...]

the |Traversal Using Relays around NAT (TURN)| [37] extension to [STUN| Once ICE
checks have completed, both peers can set up their secure channels.

1.2 Security on the Web

The World Wide Web, or more commonly the Web, is one of the many applications
of the Internet. It allows to retrieve and manipulate resources hosted by a server and
referencing other resources by hypertext links. The Web is built on a client-server model,
and the most common type of client is, of course, the web browser. Web clients are often
referred to as user-agents, particularly in web specifications.

The set of protocols and specifications forming the Web are mainly defined by two
standardisation bodies. Languages such as HTML and CSS, protocols such as the [Hy-]
[perText Transfer Protocol (HTTP)] and web[API|such as WebRTC are standardised
by the [W3C] |38} [39]. As the Web is built over the Internet, the contributes to
protocol specifications which are then used in the context of the Web. The
[association for standardizing information and communication systems (Ecma)| is also
an important actor as it standardises the ECMAScript programming language, better
known under the name of Mozilla’s implementation: JavaScript. Browser makers, as the
implementors of the most used web clients, are also central to the definitions, evolutions,
and adoptions of web specifications. The most important browser makers are Google
(Chrome), Mozilla (Firefox), Microsoft (Edge/IE), and Apple (Safari). Figure 1.5 gives
a rough indication of the balance of power between these main four browsers. If a fea-
ture is not implemented or removed from one of the popular browsers it will soon be
abandoned by websites. Yet, implementing the full standard specifications is a daunting
task and browsers, although regularly updated, often offer incomplete support for some
features. Keeping up with particular features and implementations from each browser
is a complex task for website developers. A common technique is to conditionally use
shims or polyfills, adapter code that abstract browsers’ implementations under a single
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1.2.1 The Trusted Computing Base

The [Trusted Computing Base (TCB)|is the set of hardware and software on which the
security of a system relies upon. In a correct implementation of a [TCB] if a part of
the [TCB] is compromised, then the whole system’s security may be at risk. However a
compromised component not part of the TCB|should not present a risk to the security of
the system in general or to any other components in particular. While from an[Operating]
point of view the browser is just an application outside of the in the
context of the Web the browser is a central part of the [TCB}

In other words, the browser can actually be considered as the[OS|of the Web. Indeed,
it is responsible for downloading and running client web application, while exposing
resources and services through web [APIl As other [OS] the browser is also responsible
for maintaining applications isolation.

1.2.2 The Same Origin Policy

For web applications, isolation relies on the concept of origin and the same-origin
policy . An origin is a protection domain regrouping |[Uniform Resource Identifier|
sharing the same triple of scheme, host, and port. Two pages from different
origins are isolated and cannot share resources, such as variables or cookies. However,
communication is still possible using the postMessage [AP]] This interface allows pages
from different origins to exchange scoped message and cloned variables.

A web application can also embed contents such as scripts or images from other ori-
gins. Figure 1.6 shows an example of a webpage with content loaded from two different
domains. Cross-origin content may enable vulnerabilities in a webpage as it enables
the coexistence of two origins in a single security-context. |Cross-Site Scripting (XSS)|
and other code injection attacks exploit the user’s trust in a webpage. This kind of
privilege escalation attack allows a malicious script to gain access to sensitive session
information from the security context of the main origin. One way for a webpage to
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Figure 1.6: Cross-site request
example. The HTML page
from domain-a.com requests
resources from |domain-a.com
and domain-b.com. Re-
quests for domain-a.com are
same-origin and always al-
lowed. Requests for domain-
b.com are cross-origin and re-
quires valid CORS headers
and CSP directives. Exam-
ple taken from developer.
mozilla.org.
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Figure 1.5: Percentage of
recorded browsers visit-
ing | w3schools.com and
amiunique.org in June
2017.
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3: Note that as HTTP is not
considered secure, HTTP and
HTTPS page from the same
domain are not considered to
be from the same origin.

4: Although client authentica-
tion is also possible with TLS,
it is not much used and often
limited to server-server inter-
actions or other particular use
cases.

prevent [XS9| is to define whitelisted origins through the use of [Content Security Policy|
directives . This ensures that only trusted content can be loaded and exe-
cuted by the web application. Unlike attacks, [Cross-Site Request Forgery (CSRF))|
attacks exploit a web application’s trust in a user’s authentication to issue commands
in place of the user. To issue a [CSRE] attack a malicious webpage visited by the user
executes an illegitimate [ITTP] request on the vulnerable server. The request may, for
instance, be triggered by loading a link inside an HTML image element or the execution
of a JavaScript fetch request. Supposing that the user is authenticated on the vulner-
able application the illegitimate request inherits from this authentication, for instance
through a session cookie. Web applications may deter [CSRE] attack by enforcing the
same-origin policy for some of their exposed [HTTD)] interface. This can be achieved
by setting unique and unpredictable csrf-token cookie on the client side, or by defining
Cross-Origin Resource Sharing (CORS) headers on [HTTP|responses. In both types
of attacks, [CSRF| and [XSS] the browser is responsible for correctly applying policies
defined by web applications in order to protect the user.

Web-based protocols may require the discovery of policy or configuration informa-
tion through metadata. In order to avoid collisions with existing resources but also
prevent impersonation on self-hosting services, [Request For Comments (RFC)[5785
defines well-known [URIl A well-known [URI|is a[URI whose path components starts with
/.well-known/. Specifications often define resources located under a well-known [UR]|
and assume that they are under control of the host.

1.2.3 The HyperText Transfer Protocol Secure

The [HyperText Transfer Protocol (HT'TP)| is an Internet application layer proto-
col developed to access and modify web resources. It offers several methods to send
resource requests from a client to a server. The two main ones are GET which is used
to retrieve a resource, and POST which is used to send data to the server for creating
or updating a resource. Responses to [HTTP|requests are made of a status code and an
eventual body containing the actual response, e. g. a file or an object. For instance, the
status code 200 means that the request is successful while the set of 300 codes indicates
a redirection.

HyperText Transfer Protocol Secured (HTTPS)|[45] is the combination of the[HTTP]
and [Transport Layer Security (TLS)| protocols®. [TLS| enables authentication and
secure communication between a client and server?. To authenticate itself to a client a
server must provide a signed and valid certificate containing, in particular, his public key,
his domain name, and the certification authority which issued the certificate. After the
client validated the certificates, it uses the public key to communicate a secret session
key to the server initiating a secure communication between both parties.

Certification authorities are the entities responsible for issuing and signing certifi-
cates. There exist four types of HTTPS| certificates ranging from self-signed certificates
to Extended Validation certificates. These types differ from the verification conducted
by certification authority, their costs, and the way they are displayed by browsers. Al-
though there is debate whether Organisation Validation certificates offer more guarantees
as Domain Validation certificates. Some Extended Validation certificates are integrated
by browser makers within their browser installation packages. These are often referred
to as root certificates as they do not depend on other certificates. It is the responsibility
of the browser makers to select trustworthy certification authority for providing root
certificates.

In addition to initialising trust chains, the responsibility of the browser is to provide
security information to the user when they connect to a website. This is usually done by
displaying a colour coded indications of the page security level in the address bar and
in-context warning such as in Figure 1.7. Mixed contents such as an insecure login forms
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are also taken into account to determine the security level. However, if the certificate is
invalid the page is automatically blocked by the browser. While this effectively deters
attacks, users usually only see false alarms which could, in turn, have the effect of
lowering their vigilance.

Browser makers are currently pushing [HTTPS|and advocating for a fully encrypted
Web. For instance, Firefox indicated that they will advertise[HTTP|site similarly to bad
certificate [16]. A full web would lower the trust of users in websites,
and force those site to finally adopt [ITTPS} This objective is made possible thanks
to automated |Certification Authority (CA)|such as Let’s Encrypt which operates the
[Automatic Certificate Management Environment (ACME)|protocol. Let’s Encrypt aims
at drastically reducing the complexity and cost of certificate deployment by avoiding
manual operations, a major barrier for the multitude of small websites. Ultimately, the
usage of [HTTPS|is not a proof of trustworthiness of the website itself but only that the
control of its domain name was verified to some extent and that secure communication
is in place.

1.2.4 Public Key Cryptography

This section introduces the notion and usages of public key cryptography, a corner-
stone of the security of the Web. This technique allows to sign, authenticate, and secure
messages exchanged by two peers without the need to share a common secret key. Public
key cryptography is used in the certificate infrastructure deployed by browsers and [CA]
for[HTTPS] but also in the WebRTC security protocols, and in authentication delegation
protocols.

In 1976 Diffie and Hellman published the concept of public key cryptography, also
called asymmetric cryptography. The race for such an algorithm was won by Ron Rivest,
Adi Shamir, and Leonard Adleman with the publication of the famous RSA algorithm.
In symmetric cryptography, the same key is used to encrypt and decrypt the message.
This is, for instance, the case with Caesar’s cypher where the key is the number of shifts
to apply in order to encrypt a plaintext message, but also the number of opposite shift
to decrypt the message. Conversely, public key cryptography protocols use two keys.
The secret key is randomly generated while the public key is derived from the secret key,
both forming a key pair. As knowledge of the public key does not allow to retrieve the
private key, the public key can be shared freely. We do not go into details on the specific
cryptography mechanisms and algorithms but focus on the use cases made possible by
asymmetric cryptography.

In order to bind an identity to a key pair, a [CA]issues a digital certificate. These
certificates contain information about the public key, the signing algorithm, the owner’s
identity, and the [CA] Certificates may also refer to the [CAJs own certificate until a
trusted root certificate is reached forming a chain of trust. X.509 certificates, one of
the most used standards for digital certificates, contain several fields describing the
certificate itself, the issuer, and the subject. An example is given in Figure 1.8. Another
way to issue certificates is to participate in a web of trust where members respectively
sign their keys during key exchange party. OpenPGP is the most widely used web
of trust standard, particularly for signing emails.

Eve

c

Alice Bob

m, ¢ := E(Pgob, m) P ¢, m:=D(Secb, C)

#& Logins entered here could be

This connection is not secure,

compromised.

(i) example.com
: @ https://example.com

(i)  http-password.badssl.com

Figure 1.7: Security indi-
cations for HTTP, HTTPS
and insecure password form
on Firefox. The HTTP indi-
cator will soon be replaced
by a warning similar to the
example shown here.

Figure 1.9: Public-key en-
cryption of m from Alice to

Bob .
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Figure 1.8: Extract of
a X.509 certificate  is-
sued by Let’s Encrypt to
energyq.idp.rethink.orange-
labs.fr.

Figure 1.10: Public-key sig-
nature of a message m from

Alice to Bob [49].
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In the public key encryption scenario (Figure 1.9), Alice wants to send an encrypted
message m so that it is only readable by Bob, the intended recipient. Bob possesses a key
pair (Ppop, Spop) and publishes its public key. Alice then uses this public key to encrypt
the message and send the cyphertext to Bob. On receiving the encrypted cyphertext,
Bob uses its secret key to decrypt the message. While the attacker Eve could not read
the cyphertext, it could still intercept the message and modify it. Confidentiality is
ensured, but encryption does not prove message integrity nor the sender’s authenticity.

Eve

m’, s’

Alice Bob

m, s := o(Saice, M) P m, v(Paice, m, 5)?7

In the signature scenario (Figure 1.10), Alice possesses a key pair (Pajice, Satice) and
publishes its public key. In order to sign a message m, Alice uses a signing algorithm with
the private key and the plain text as a parameter to produce a tag, i. e. the signature s.
She then sends both plain text and signature to the recipient. The signature algorithm
is often associated with a cryptographic hash function, a one-way function mapping the
message to a fixed size string. In this case, the signature is applied on the resulting
hash, also called a digest. By verifying the signature with the public key and comparing
it to the message, or the message’s digest, the receiver is then able to verify the integrity
of the received message. Only the holder of the secret key could have produced the
signature. If the key pair is bound to the sender’s identity, for instance with a certificate
containing the sender’s name, the receiver also verifies the authenticity of the message.

Achieving both confidentiality and integrity is possible if both parties publish their
respective public keys. To do so the sender would sign the message with its own private
key and then encrypt both message and signature with the other party’s public key.
Using asymmetric encryption is, however, a computationally heavy operation compared
to symmetric encryption. In order to solve this problem, public key cryptography is
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used to establish a symmetric session key. Such key exchange scheme is often referred
to as a Diffie-Hellman exchange.

A cypher suite is a standardised configuration of cryptographic algorithms and op-
tions meant to serve as a toolbox for establishing a secure communication. In [TLS| a
cypher suite would define the key exchange algorithm, the bulk encryption algorithm,
the signature algorithm and the relevant key size to be used. Prior to starting the
negotiation, both peer would make a hand-shake to compare their respective available
cypher suite and find a common ground. Figure 1.11 shows the cypher suit used on
idp.energyq.rethink.orange-labs.fr| with Firefox.

1.3 WebRTC Security

While the signalling path is secured as any other client-server connection on the Web.
The media path serves for real-time media communications and as such uses different
protocols. Figure 1.12 shows the protocol stack for the WebRTC signalling and media
path. WebRTC mandates the use of secure media channels® . In this section we
present the protocols protecting confidentiality, integrity, and availability of the media
channel. The WebRTC security architecture also introduces an optional identity path to
let users verify their peer’s authenticity. We give definitions related to user authenticity
in Section [I.3.3] and present the WebRTC Identity Path in Section We also give
an overview of some alternative key management protocols in Section [1.3.6)

1.3.1 Confidentiality and Integrity of the Media Path

The media path is a[P2P] connection between two WebRTC endpoints. This path allows
both the setup of media streams offered by the Media Capture and Streams [API]or data
channels from the RT'CDataChannel [APIl
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Figure 1.12: WebRTC Proto-

col Stack .

TLS ECDHE RSA
WITH _AES256_GCM _
SHA384

Figure 1.11: This cypher
suit defines ECDHE as
the key exchange mech-
anism, RSA as the au-
thentication mechanism,
AES 256 _GCM as the
symmetric encryption algo-
rithm, and SHA384 as the
digest algorithm.

5: A consistent decision with

the direction for HTTPS every-
where.

Media streams are transported over the[Secure Real-time Transport Protocol (SRTP)|[52],

a secure profile for the [Real-time Transport Protocol (RTP)| and [RTP Control Pro-|
“which can provide confidentiality, message authentication, and replay
protection”. Usually, the protocol (and is carried over the [User Datagram|
as real-time media streams are time-sensitive. As SRTP| does not

offer key management functionality, it must rely on another key management proto-
col. The preferred and default protocol for [SRTP| key management is the DTLS-SRTP)
(SRTP profile for DTLS)| which must be offered by any WebRTC implementation.
Datagram Transport Layer Security (DTLS)| [57] is an adaptation of [TLS| to datagram

transport protocols. [SRTP profile for DTLS is “a [SRTP| extension for [DTLS| that
combines the performance and encryption flexibility benefits of SRTP|with the flexibility

and convenience of [DTLS}integrated key and association management”. [S D

6: Contrary to the

10n ontro rotoco
, UDP does not
guarantees the delivery,

ordering, or duplicating of
its packets and avoids the
overhead of such guarantees.
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7: SCTP can be configured
to provide similar features to
UDP or TCP.

8: The french [Regulation Au-

ithority for Postal and Elec-

tronic Communications (AR~

CEP)| published a state of the
art report on net neutrality
regulations and operators prac-
tices in September 2015 .

[for DTLS] can thus be seen as a [DTLS| optimisation for [RTP} On the other hand, datal
channels use the [Stream Control Transmission Protocol (SCTP)f and are secured
by [DTLS] only.

In order to exchange their public keys and setup a session key, peers proceed to a|
[DTLS| handshake over the media path by exchanging certificates. Contrary to server
exposing certificates signed by trusted [CA] peers’ certificates are self-asserted and thus
untrusted, In order to authenticate the received certificates, fingerprints of these certifi-
cates are previously exchanged over the signalling path in session level a=fingerprint
SDP]|attributes (see Figure for an example). As long as the signalling path is trusted,
the confidentiality and integrity of the media path is ensured.

1.3.2 Availability of the Communication

The main threat to availability of a WebRTC communication consists in|Denial of Service]
[[DoS)|attacks, and in particular Distributed Denial of Service (DDoS)} As WebRTC calls
are programmatically controlled, a malicious software could launch multiple calls from
several users to a single destination, for instance a call-center. The consent mechanisms
required by the Media Capture and Streams [AP]] mitigate these kinds of attack using
media streams. However, data channels do not require consent before being initialised
and may be used to mount [DDof| attacks. Client applications and automated WebRTC
implementations, i. e. call-center gateway, should implement filtering policies to detect
and respond to suspicious call, i. e. call without audio or video. The WebRTC security
architecture details and reference additional availability attacks against WebRTC.

More generally, WebRTC clients may also be vulnerable to [SPam over Internet Tele-|
phony (SPIT)| 4. e. the transmission of bulk unsolicited call offers. The possibility of
WebRTC spam depends on the underlying signalling architecture. For instance an open
signalling federation would be more vulnerable to [SPIT] than a one-way call service de-
ployed on a website. Nonetheless, there is few doubts that in the former case a spam
agent would be easy to write. [RFC| 5039 references solutions to call for
[[nitiation Protocol (SIP)|that could probably be adapted to WebRTC scenarios. One
solution proposed by the RFC is to implement white and black lists to automatically
accept or reject incoming calls. However, obtaining a new identity may be quite cheap
making black lists ineffective.

Finally, a WebRTC session may be impacted by the available bandwidth on the
network. Janczukowicz et al. demonstrate that concurrent flow may have an
impact on the perceived quality of a WebRTC flow under best-effort routing. Saturating
a network path could thus be used to compromise the availability of the communication.
Alternative routing mechanisms could be used to provide specialised and paid commu-
nication services with a managed quality of service. For instance using servers
for routing the media path, rather than using best-effort . However, specialised
services on the internet are criticised by some as being against the philosophy of the Net
Neutrality®.

1.3.3 User Authenticity

For users navigating the Web, authentication is a common action involving an identifier
and a password. But it may be difficult for them to explain what are the authentication
inherent concepts, and what precisely is their identity. In the following paragraphs,
we define and explain the concepts of identity, identifier, credentials, and claims. We
explain what constitutes an authentication process, and what makes it secure.

A subject’s identity is a set of attributes, called claims, representing the subject in a
specific scope . As an identity is only defined for a specific scope, and a subject may
exist in multiple scopes, a subject may have multiple identities. For instance, the claims
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described by a subject’s driver license constitutes one of his identity. The same subject
may also have a passport and some social network accounts. Although these identities
belong to the same individual and may overlap, for instance sharing the same name and
age, they are distinct identities.

Identity is often used in the sense of an identifier |63} |64]. This confusion is due to
the fact that a name, or a public identifier in digital identity, is often used as a synonym
for an identity. In the rest of our thesis, we will clearly make the distinction to avoid
confusion.

Claims are the attributes constituting an identity. Identity claims can describe fea-
tures of a user such as his name, his age, or his address. But claims may also be used to
grant access to resources. In that case, we talk about authorization claims. Though some
of the claims on a driver license would be describing the driver itself, e. g. name: Bob or
age: 30. Some other claims may describe the category of cars the driver is authorized to
drive, e. g. cat. A: authorized. On the Web, an authorization claim may allow write
and read access to some data or [AP]| Claims are usually uniquely identified by a URI
or reserved names defined by various standards. For instance the OpenID Connect [65]
specification defines a set of standard identity claims. As claims can change over time,
an identity may also be dynamic.

An identifier is a claim uniquely identifying the subject in a given scope. Identifiers
may have different forms such as a pseudonym, an email address, or a random text. A
website identifies the claimed identity by looking up its records and verifying if such
identifier exists.

Authentication is the process by which an entity proves the validity of some claims
to another party. In the most common scenario, a user authenticates by claiming his
identifier. In this case, we say that the user authenticates himself (or just authenticates if
unambiguous). In order to prove the ownership of an identifier, i. e. to authenticate, the
user has to present valid authentication factors. Contrary to identifiers, authentication
factors are not necessarily unique. Indeed, several users may, by coincidence, use the
same password.

Although authentication commonly refers to proving the ownership of an identifier,
it is also possible to authenticate non-identifying claims. For instance, to protect its
privacy a user may want to claim only his age without revealing his identifier. In order
to allow for this scenario, a trusted third-party is often necessary to assert the validity
of claims. However, identification remains possible if enough claims are provided.

In the most simple case, authentication is a simple relation involving two partici-
pants. However, for privacy, usability, or security reasons, the process may be delegated
to a trusted third party. An [Identity Provider (IdP)|is a trusted authority issuing and
validating identity claims. The [Relying Party (RP)|is the consumer of identity claims.
Technically, claims are requested, obtained, and validated using authentication delega-
tion protocols. These protocols allow the exchange of claims through security tokens.
Depending on the protocol, the [RP] requests some claims to an [[dP] or to the subject

before granting access to a service®.

Usually, the [[dP]is responsible for the lifecycle of an identity. This includes the en-
rolment, the management, and the eventual revocation of an identity. Before validating
any claims, verifying authentication factors, and checking an identifier, the identity must
first be created. Enrolment is the registration process used to create or update an iden-
tity. In this situation, there are two possible stances: to define a new identity ex nihilo
or to create an identity from a previously existing one, e. g. by authenticating a national
identity card. In some use cases, e. g. banking or communications, a server may require
a user’s identity to be anchored into a trusted identity. To cater for these different needs,
the |[Authentication Assurance Levels (AAL)| have been proposed by several national or
regional frameworks and later standardised as IS0:29115:2013 [66]. These frameworks

9: An@ is also commonly re-
ferred to as a Service Provider.
However, we reserve this term
for the context of WebRTC.
Note that due to the need
of authenticating users, a We-
bRTC Service Provider is often
an [RP] too.
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Figure 1.13: WebRTC Man-
in-the-Middle attack. The
[SDP|messages are: (1) Alice’s
offer relayed to Eve, (2) Eve’s
offer impersonating Alice, (3)
Bob’s anwser, (4) Eve’s an-
SWer.

categorise the [AAT]into four roughly equivalent categories, though details may differ for
historical or cultural reasons. Hatin et al. propose a mapping of these discrete levels
into a continuous authentication score. Authentication strength may also be associated
with a time to live or an eroding factor applied over time. Such authentication model
shows similarity to trust models (see Section and current work on pervasive authen-
tication systems further contributes to closing the gap between authentication and trust
levels [67].

Alternatively, some servers may be satisfied to know that a user is indeed just a
returning customer. In these cases, the actual identity of the user is not that important
and the server is more concerned with the authentication. Such identity can be qualified
as a declarative identity and its claims are said to be self-asserted. Although confidence
in the authenticity of such identity may be low, anchoring it into a source of reputa-
tion such as a social network may prove its trustworthiness. Conversely, verifying that
identity documents are genuine and up to date is a complex task .

1.3.4 WebRTC Identity Path

In some scenarios, users may not trust the website or the underlying communication
provider on which they are making the call. Indeed, the signalling server may be lying
about the connection authenticity and could be mounting a man-in-the-middle attack.
This type of attack, presented in Figure[I.13] allows an invisible attacker Eve to be setup
in the middle of the media path between Alice and Bob by a malicious signalling server
S. When Alice sends her [SDP] offer to Bob through S, the offer is instead relayed to
Eve. Eve then generates an offer to Bob and configured so that Alice’s media stream is
relayed to Bob. Bob believing to be receiving a legitimate call from Alice replies to Eve
with his own media. Again, Eve relays Bob’s media to Alice. While Alice and Bob talk
to and see each others over encrypted media streams, the encryption is not end-to-end.
Alice and Bob have actually negotiated their media path encryption with Eve, without
knowing it, and Eve is thus able to decrypt their streams.

Alice Eve Bob

To solve this issue, WebRTC proposes a mechanism for peers to authenticate to
one another using an [[dP] as a trusted third party. We refer to this mechanism as
the WebRTC identity architecture, presented in Figure 1.14a. To authenticate, peers
bind their session fingerprint to a human readable identity by providing an identity
assertion. This identity assertion covers two main claims: the user identifier and the
session fingerprint used. By verifying the assertion and comparing it to the received
session fingerprint attribute, peers can authenticate the other peer and verify that no
man-in-the-middle attack is being mounted.

In order to enable the generation and the verification of identity assertions from any
authentication delegation protocol and providers, the WebRT'C security architecture
specifies the [[dP| Proxy component. This component serves as an interface between the
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Figure 1.14: WebRTC Identity Architecture

WebRTC PeerConnection object and the [[dP] through the interface presented in Fig-
ure 1.15. The [[dP] Proxy is available at a well-known location on the [dP] domain.
Before making an [SDP] call offer or answer, the PeerConnection calls the [[dP] Proxy to
generate an assertion covering the session fingerprint. After the [[dP] authenticated the
user, the identity assertion is returned. This assertion is then included in the [SDP| mes-
sage in an a=identity attribute, along with the [[dP]Proxy location on the[[dP]domain.
This allows peers to discover [[dP] Proxy location without prior knowledge or relation-
ship with the [[dP] On receiving an [SDP| message containing an Identity Assertion, the
PeerConnection object downloads the [[dP] Proxy from the specified location. It then
calls the [[dP] Proxy’s assertion verification function. If the verification is successful, the
session fingerprint and the user identity are returned.

dictionary RTCIdentityProvider {
generateAssertion(
DOMString contents,
DOMString origin,

RTCIdentityProviderOptions  options, Figure 1.15: Interface Ex-

), posed by Identity Providers

validateAssertion( in WebIDL.
DOMString assertion,
DOMString origin,

)

The WebRTC specification allows users to choose a default [[dP] in their browser
preferences if none was specified by the [Communication Service (CS)l But implicitly, if
the [CS] sets up an [[dP] to authenticate a WebRTC call, we would expect it to be the
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Figure 1.16: Evolution of standards and technologies for user identity management, updated from Jgsang’s 2014 survey .

same [[dP] used to sign into the [CSs website. Indeed, the [CS must be able to handle
the authentication procedure and needs to know that the user has an active account on
this [[dP] Besides, from a user experience perspective, it is important that the identity
presented on the[CS|webpage and the one received in the identity assertion are consistent
with each other. In practice, the choice of [[dP] would thus be defined by the [CS| and
limited in the same way as for common authentication delegation services. We refer to
this constraint as identity continuity.

1.3.5 Considered Protocols for WebRTC Peer Authentication

In this section, we present the authentication delegation protocols considered for inte-
gration with the WebRTC identity architecture . These protocols are the BrowserID
- Mozilla Persona protocol and the OAuth 2 protocol and its identity extension OIDC.
Figure [[.16] replace these protocols in the history of standards and technologies for user
identity management. As it is a technical prerequisite to both protocols, we first explain
the JSON Web Token standard.

JSON Web Token

|[JSON Web Token (JW'T)| specified by 7519 [71], is a way of representing claims to
be exchanged by two parties. These claims are encoded in a|JavaScript Object Notation|

(JSON)) object which can then be signed as a[JSON Web Token Signature (JWS)|
or encrypted as a [JSON Web Token Encryption (JWE)| [74]. WS and PWH tokens

contain several [JSON] members and in particular, a header and a payload or cyphertext,
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i. e. the [JWT] claims set. These tokens can be compactly serialised by concatenating

their base 64 encoded members. The acronym [JWT]is commonly used in place of [JWS]

or JWE] depending on the context.
For instance, the following set of claims describes the subject 248289761001 whose

name is Jane Doe. The token was issued by http://server.example.comat 1509105796

seconds since the|Portable Operating System Interface (POSIX)|Epoch, i. e. January the
1st of 1970.

{
"iss": "http://server.example.com",
"sub": "248289761001",
"aud": "s6BhdRkqt3",
"nonce": "n-0S6_WzA2Mj",
"exp": 1509192196,
"iat": 1509105796,
"name": "Jane Doe",
"given_name": "Jane",
"family_name": "Doe",
"gender": "female",
"birthdate": "1987-01-01",
"email": "janedoe@example.com",
"picture": "http://example.com/janedoe/me. jpg"
}

The following |JavaScript Object Signing and Encryption (JOSE)| header describes
the usage of the RS256 algorithm and the key with id 1e9gdk7. RS256 is the compact
representation of the RSASSA-PKCS-v1_5 using SHA-256 algorithm, i. e. a public key
signature algorithm.

{"kid":"1e9gdk7","alg": "RS256"}

Serialisation of this token is done by encoding both components in base 64 and
concatenating them separated by a dot. The signature is then computed by using this
string and the specified algorithm and appended to the serialised token. The following
text is the previous [JWT] and | header examples signed into a [JWS] The red part
is the header, the violet is the [JWT|payload, and in blue is the signature 1°.

eyJraWQiOiIxZT1nZGs3TIiwiYWxnI joiUIMyNTYif(Q.eyJpc3MiOiJodHRwO1
8vc2VydmVyLmV4YW1wbGUuY29tTiwic3ViljoiMjQ4MjgbNzYxMDAxTiwiYXV
kIjoiczZCaGRSa3FOMyIsImbvbmN1IjoibiOwUzZfV3pBMklqIiwiZXhwljox
NTASMTkyMTk2LCJpYXQi0jEIMDkxMDU30TYsIm5hbWUi0iJKYWS1IERVZSIsI
mdpdmVuX25hbWUi0iJKYW51IiwiZmFtaWx5X25hbWUi0iJEb2UiLCInZW5kZX
Ii0iJmZW1hbGUiLCJiaXJ0aGRhdGUi0iIx0Tg3LTAXLTAxIiwiZWlhaWwiOiJ
qYW51ZG91QGV4YW1wbGUuY29tIiwicGl jdHVyZSI6ImhOdHAGLy91eGFtcGxl
LmNvbS9qYW51Z2G91L211LmpwZyJ9.1Yiil5mBuznlG5aGMnOeHkVALg41qlakK
BFCoXW2f5sth3mZtkCwaRWUbj18pMN7iX1J00dp9YVthccXORf1V1hHIMKnrI
aglsoTo6aSnAHVgCJIc64pKKMTOsIFOEVhcJ-obigxx0UOvme8AV10QQkn8Bzc
2Dd9E5D0qJX5YbeDw

10

Figure 1.17: A JWT Ex-
ample: OIDC ID Token.
Visit https://jwt.io| to de-
code the token. It can also
be verified using the following
public key:

MIGEMAOGCSqGSIb3DQEBAQUAA4
GNADCBiQKBgQCrpVE2fAdanHGE
HA1ORkmNPIFvCry5XMccRguIGR
zU9wgVBf J+UeChN9GmcmGE67bE
Gbt0Y7mScWidKpm3u+XZUOX£f13
PQTF3kIPzKU2cOUwDeziHRmGKR
QXvtTy2esBH45GKzKjFHH6ti60
Uy3QG7wSZ7kXGGS6pgX jkPBUGY
qwIDAQAB


https://jwt.io

26 CHAPTER 1. WEBRTC TRUST AND SECURITY ARCHITECTURE

Figure 1.18: OAuth 2 process
involving Github as AS and
RS, and Gitlab as client.

Username or omail
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to continue to GitLab.com
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- GitLab.com by gitlabhg
wants to access your Sparika account

Username or email address
Ramembar me Forgot your pastword?

Didr't receive & confirmation email? Reguest a new one,

Authorize gitlabhg
Sign in with E o Q
Remember Me g Authorizing will redirect to
. “ https:/fgitiab.com

(a) GitLab sign in page with
a selection of 1dP. (b) Redirection to Github
sign in page for Gitlab.

Personal user data
Email addresses (read-only)

Password Forgot password?

(c) Github consent page to
share email with Github.

BrowserID - Mozilla Personna

BrowserID was Mozilla’s attempt at a decentralized [Single Sign-On (SSO )| protocol.
Though it has been deprecated in 2016 due to a declining usage, the protocol was a
central example of the WebRTC identity architecture interoperability claim. Mozilla
Persona was the BrowserID service hosted by Mozilla and using a simple email ownership
verification mechanism to authenticate users. The reason for the failure of BrowserID
is probably that it did not attract enough interest from potential [[dP}

BrowserID adds the id property to the browser’s window.navigator object. This
property exposes several functions allowing a website client script to request an identity
assertion from the browser. The browser responds to identity assertion requests with a
signed [JWT] This[JWT]contains the user identifier and a certificate for the user’s public
key corresponding to the[JWT]s signature. The[[dP]s public key verifying the certificate
is publicly exposed on the [[dP} Any website can verify the certificate’s signature thus
establishing a trust chain from the user to the [[dP]

The BrowserID protocol allows any domain to be used as an [[dP] by signing a certifi-
cate for the user. The user identifier must be an email address whose domain corresponds
to the [[dP]s domain name. The email’s domain allows [[dP] discovery as the location of
the [[dP]s public key and other endpoints are standardised on a /.well-known route.
The browser stores user’s certificates and is then responsible for signing identity asser-
tion for requesting website. This separation of functionalities between the [[dP] and the
browser allows for a privacy-friendly approach as the [[dP]is not aware of which site is
the user login into.

Hiding the user’s login actions behind a trusted component is also an approach
proposed by Orange with the Trusted Identity Module . Similarly, our technique
described in the patent for a Method of managing the authentication of a client in
a computing system |[7] protects user privacy by putting the identity assertion in a
decentralised network such as a blockchain. In these architectures, the [[dP] cannot
monitor who is verifying the identity assertion.

OAuth 2 and OIDC

With more and more content being published by users, websites and in particular social
networks need a way to securely expose their [AP]] In order to respect users’ privacy, it
is, however, necessary to get users’ consent to share private information. The original
OAuth specification was published in 2006 as a solution to the problem of authorization
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delegation. OAuth was then standardised by RFC 5849 and later deprecated by
RFC 6749 [78]: the OAuth 2.0 protocol.

The OAuth 2 specification defines four roles. The [Resource Owner (RO)| in most
case a user, is legally capable of granting access to the resource. The [Resource Server
is where the resource is hosted. The Client is the application requiring access
to the resource on behalf of the resource owner and with its authorization. Finally,
the [Authorization Server (AS)| can grant an access token to the client after getting the
resource owner consent.

The main OAuth 2 protocol flow is called the code flow, represented in Figure
Figure 1.18 shows the user actions in such a flow. An OAuth 2 flow is based on [HTTP)|
and make use of redirection response (code 300) to let servers exchange information
on behalf of the user. In this flow, the client makes an [HTTP] request for an autho-
rization from the for a specific resource (1 in Figure . The authenticates
the user (Figure 1.18b) and then asks for his consent (Figure 1.18c). The requested
authorizations are transmitted to the [AS]in the scope parameter of the [HTTP] autho-
rization request. After the [AS] got the user’s consent, the request is redirected to the
client (2). This redirection contains an authorization code, for instance in the URL
query parameter, which can be retrieved by the client. The client then exchanges the
authorization code with the for an access token (3, 4). This exchange happens out
of the [RO] scope and allows the [AS] to authenticate the client. The access token is then
used to access the resource on the (5,6). In order to be authenticated by the
the client must be registered. The process of registration most often involves the client’s
developer taking manual actions to register on the [AS] through HTML forms. However,
automatic discovery and registration are also possible if the [AS| exposes some metadata
and registration endpoints.

In the alternative implicit flow, the[AS|directly responds to the authorization request
with the access token rather than with an authorization code. This simplified flow is
adapted for client implemented in the browser rather than on a server. In such scenario,
the client code is visible from the user and cannot protect a secret key. As a result, the
client cannot be authenticated by the [AS] and the authenticated authorization grant is
unnecessary. However, the resulting process is less secure as the access token may be
exposed on the web browser.

While OAuth 2 is able to convey user authentication information, it does so in non-
standard ways left for implementors to decide. Actually, authentication in OAuth 2 is

Figure 1.19:
Oauth 2 code
from RFC 6749.
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11: VoIP designates the tech-
niques to communicate using
voice or voice and video over
any compatible m networks.

12: Note that in interconnec-
tivity scenarios, gateways can
decrypt[SRTP profile for DTLS|
streams unless both endpoints
are_using

in conjunction with ver-
ified identity assertions.

implicit as it is assumed that the user was authenticated by the [AS]in order to get the
user’s consent. For the client, getting the user’s email means that the owner of the email
has been authenticated, but it does not know much more than that.

[OpenID Connect (OIDC)| developed by the OpenlID foundation, is “a simple identity
layer on top of the OAuth 2.0 protocol” |65]. It allows clients to retrieve an ID Token
in parallel from the access token. This ID Token is a [JWT] containing information
related to the user’s identity, as the one in Figure In addition to the ID Token
and additions to the OAuth 2 protocol, OIDC standardises a set of identity claims. A
client using OpenlID Connect and requesting an ID Token must add the openid scope to
his OAuth 2 authorization request. The received ID Token contains a list of attributes
describing the user’s authentication result. In particular, the triple of identifiers iss, sub,
aud respectively identify the token ISSuer (i.e. the , the SUBject (i. e. the user),
and the token AUDience (i. e. the client). The audience identifier certifies to the client
that it is the intended audience of the token and is not subject to replay attacks. Note
that to avoid correlation attacks (as described in Section , the subject identifier
must be locally unique i. e. the same user must not have the same sub identifier for two
different clients. The ID Token also contains expiration time and security parameters
such as authentication time, nonce, and authentication level. The requested claims
describing the user identity can either be contained in the ID Token or retrieved from
the UserInfo endpoint. This endpoint is an OAuth 2 protected resource that can be
accessed with a valid access token for the openid scope. While [DIDC]|standardises a set
of identity claims, additional claims can be added freely to both the ID Token and the
Userlnfo endpoint as long as they use collision-resistant names or that naming conflicts
are unlikely.

From a user’s point of view, the difference between OAuth 2 and [OIDC] flows should
not be visible.

1.3.6 Alternative Key Management Protocols

[SRTP profile for DTLS| and [DTLS| in conjunction with the use of the identity path
allow to bind negotiated keys to an identity authenticated by an [[dP] Although these
are the default and preferred key management protocols respectively for media and data
channels, alternative key management protocols offer different security guarantees. In
this section, we present the SDES and ZRTP protocols.

The |Session Description Protocol Security Descriptions (SDES) was the main
competitor to[SRTP profile for DTLS|as the default security protocol for WebRTC. The
main advantage of [SDES| consists in its existing deployment in existing
based [Voice over IP (VoIP)| networks'!. In particular, interconnectivity between We-
bRTC and .- endpoints would require the deployment of media gateways. As
media gateways are complex and costly to implement, leveraging the existing implemen-
tations of SDES| gateways would reduce costs and favour WebRTC interconnectivity.
Additionally, due to the existing [SDES| deployment, gateways may not have to decryp-
t/encrypt session negotiated Withthus achieving end-to-end encryption. However,
contrary to [DTLS] in the [SDES] protocol keys are exchanged in clear over the signalling
path inside [SDP] messages. This implies that the [CS| can decrypt the streams invisibly.
While this seems to be a major vulnerability, in the context of real-time communication
it may be a legit requirement from [CS| as they may be subject to lawful interception re-
quirements. In comparison, mounting lawful intercept against [SRTP profile for DTLS]is
mainly possible through a|Man-in-the-Middle (MitM)|interception as described earlier!?.
[DTLS| was considered by the [[ETF] as offering stronger security guarantees and quali-
fied as mandatory to implement. Furthermore the implementation of both the [DTLS|
and [SDES] protocols may allow for a downgrade attack. To implement such attack,
a malicious service would have to modify the [SDP| messages to only advertise [SDES)|
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support. As a result, peers could negotiate a lower security level, allowing the service
to then mounts an invisible interception attack. Not only was [SRTP profile for DTLS]
preferred over [SDES] but [SDES|was also not authorized for implementation in WebRT'C
endpoints.

The ZRTP protocol [81] is a media path keying protocol for [SRTP] It uses a simple
Diffie-Hellman exchange to agree on the symmetric session key. A [Short Authentication|
[String (SAS)|is then derived from the session-key and vocally transmitted over the media
path (see Figure [1.20). As both peers compare the exchanged i.e. hash(Ky) =
hash(Kpg), they get a confirmation that they negotiated the same session-key and that
no MitM is being set up, i. e. K4 = Kp. Although the [SAS| comparison is vulnerable to
a real-time audio spoofing attack, in practice it is quite complicated. Indeed, to succeed
and remain undetected, the attacker must inject his own [SAS| at the right moment.
This requires detecting, how, when, and which one of the peers will say the [SAS] Video
session may further deter such attack. However, practical attacks and bugs on ZRTP
implementations have been recently reported [82]. As a matter of fact, ZRTP is currently
implemented by multiple [VoIP| clients offering end-to-end encryption. But their reliance
on the [SAS] vocal comparison procedure and their implementations of different security
indicators and procedures may be confusing for most users. ZRTP is also less flexible
than the [[dP] Proxy solutions of WebRTC as it is only adapted for the [VoIP] use case.
WebRTC data channels, uni-directional communications, or non-human peer use cases
cannot be secured by ZRTP.

1.4 Trust

Evaluating the security of a system is only possible if it can be observed and monitored.
In communication scenarios, only a fragment of the whole system is under the user
control. The rest of the system is controlled by other peers, certificate authorities, com-
munication service providers, identity providers, and public internet service providers or
enterprise network administrators. If a complete monitoring is not possible, it may be
necessary to make a trust decision. In this section, we define trust and the properties
often associated with formal trust models. We then explain the actual WebRTC trust
model.

1.4.1 Introduction on Trust

Experienced every day, trust is nonetheless hard to define due to the broad range of
situations and interactions it covers. Several definitions of trust have been proposed.
Inspired by McKnight and Chervany [17], Josang and Presti define trust as: “the ex-
tent to which one party is willing to depend on something or somebody in
a given situation with a feeling of relative security, even though negative
consequences are possible” [1§|. In the sense of an action, we would say that trust is
the decision of intelligent agents to cooperate in the face of risk and uncertainty about
the behaviour (capability or intention) of other agents. This heuristic is often based on
prior interaction history, reputation from a community, or recommendations from other
trusted sources.

A truster is a person, an organisation, or a software agent while a trustee is an
agent, possibly non-intelligent, that can provide a service to the truster. Figure
presents such a simple trust relationship. Trust between two agents is asymmetric and
depends on a specific context, i. e. a specific scope of action for which trust is granted.
Transitivity is a property commonly associated with trust relationship where an agent D
would recommend its trust in E to B (see Figure . As capability in a given context
does not imply the capability to recommend other agents in the same field of expertise,
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Figure 1.21: Trust represen-
tation
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transitivity is not present in all models. However, a recommendation could be seen as
a context allowing transitivity to other contexts. Indeed, Jgsang and Pope describe a
transitive path as a chain of recommending trust terminated by a functional trust [83].
Trust recommendation can also be aggregated from multiple sources. Figure[T.21D|shows
trust transitivity and aggregation. Dashed arrows represent recommendations, while
the dotted arrow represents the trust relation from A to E built from recommendations
aggregation.

Methods to establish trust are commonly categorised between policies and reputation
based [84]:

e Policies describe the “hard evidence” requirements to obtain trust in a situation
where trust in an agent itself is unknown but there is an existing trust in a third
party authority.

e The concept of reputation describes the perception of a community on the reliabil-
ity of an agent part of this community for a particular context. These recommender
systems are either organised by a trusted third party or in a peer-to-peer fashion.
Furthermore, recommender systems can only establish a reputation in a network
where data about agents’ behaviour is available.

Trust relationships are dynamic as new feedback and credentials creation or revoca-
tion will impact previously existing trust. In some models, recommendations are part of
this dynamic as delay can occur in a trust information propagation. Time may also play
an important role in trust dynamic, either as an ageing factor determining ponderation
of new experience over previous ones or as an eroding factor decreasing trust or the
precision of a trust value.

Various trust metrics have been proposed ranging from discrete or fuzzy to continuous
scale [84]. We observe two categories of trust measure representations that differ from
their representation of distrust. The first category represents trust on a scale of [—x; +x]
with the negative value representing distrust, and zero a neutral trust. The second
category uses a scale of [0;x] with O representing full distrust. In the first case, a
bad recommendation by a distrusted source contributes positively to the final trust
level, while on the second computational model, the recommendation would simply be
discarded due to a low ponderation. Other representations can be considered as a special
case of these two categories.

Authors in the literature [85] [86] define operators for trust relationships. In these
models, trust transitivity is generally computed with a multiplicative operator while
trust sources aggregation is modelled by an averaging operator. Some models may
as well represent certainty and distrust. These models handle contradiction in trust
recommendation and uncertainty of trust sources.

1.4.2 The WebRTC Trust Model

From a security perspective, trust is often synonym with “providing proofs of identity,
authorization, and performance” [84]. Although multiple formal trust models have been
proposed and refined in the literature [84], commercial softwares and services often make
use of trust models in a simpler manner. The current WebRTC trust model is an informal
model categorising entities into three categories: the [TCB] authenticated entities, and
unauthenticated entities.

At the root of the model is the WebRT'C agent, in most cases a browser, which serves
as the [TCB] All security properties must be guaranteed by the [TCB] as we explained
in Section 1.2.1. In particular, the [TCB|is responsible for authenticating other entities
acting on the communication.
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In WebRTC, authenticated entities are either [CS] [[dP] or other peers. Optimally,
these are cryptographically authenticated by presenting certificates via [HTTPS| for
servers, and [DTLS| or identity assertion for peers. We previously described in Sec-
tion 1.2.4 how [CAl build a chain of trust from a root certificate to the final owner’s
certificate. The trust chain is then anchored in the browser as it is browser makers who
configure the list of root certificates in browsers. Similarly, the signalling path forms a
transitive recommendation path for media session security certificates. Note that while
these entities are authenticated, these may not necessarily be trusted®. However, it is
mandatory to authenticate entities before making a trust decision. This trust decision
is ultimately left for the user to decide.

In particular, while the [CS| has a large control over the WebRTC session, in some
scenarios it may be untrusted. For this reason, the specification introduces an alterna-
tive identity path to exchange identity assertions. These assertions bind media session
security certificates to an identity and from a trust perspective, this forms an alternative
transitive recommendation path. Paradoxically, this identity path is left for the [CS] to
configure and control as it is the [CS who sets the [[dP] to use. From our point of view,
it is not clear if the identity path can be trusted independently of the [CS]

Other network elements are generally not authenticated by the browser. The We-
bRTC specification thus assumes that they behave maliciously and the system is sup-
posed to be secure against attacks from these entities.

1.5 Privacy of the Call-Session

Some JavaScript web [AP]] may expose critical data to malicious websites. To protect
users these resources must be guarded against unwanted access. This is done by enforcing
explicit consent policies asking users whenever a website requests access to a sensitive
[AP]] Permissions may be granted or denied based and websites origin. [HTTP)] origins,
considered insecure, are often limited to one time authorizations. Considerations for
privacy in internet standards is steadily increasing'4.

4949 [88] defines privacy as “the right of an entity (normally a person), acting
on its own behalf, to determine the degree to which it will interact with its environment,
including the degree to which the entity is willing to share his personal information with
others”. This definition emerged from the United States Privacy Act of 1974. which
was concerned with the growing amount of personal data stored by the U.S. govern-
ment. In the meantime, the protection of personal data emerged in Sweden, France,
and Deutschland, mainly driven by the fear of mass surveillance by an authoritarian
state [89]. Privacy should not be used as a synonym for data confidentiality: as a right,
privacy is a reason for security rather than a mean. In this section, we describe types
of privacy attack and possible mitigation techniques. We also give a brief overview of
the legal regulation applying to personal data protection. Finally, we present existing
privacy considerations of the WebRTC security architecture.

1.5.1 Attack and Threat Mitigation

The risks associated with privacy threats are multiple [90]. In the most trivial cases,
individuals can suffer from the divulgation of their private life by financial or reputation
loss. Individuals can also feel a sense of unease by knowing or fearing the monitoring
of their actions. This feeling can even lead users to refrain from acting freely. In the
worst case, if the attacker is able to physically harm the individual, the individual’s
life may be endangered. 6973 [90] categorise privacy threats between combined
security-privacy and privacy specific threats:

e Combined security-privacy threats

13: “Just because we can ver-
ify that https://www.evil.org/
is owned by Dr Evil does not
mean that we can trust Dr Evil
to access our camera and mi-
crophone” [50].

14: The battery status [AP]]
was even removed after its im-
plementation in browsers as
its benefits were estimated less
important than the privacy
risk faced by users. This [AP]]
is now only available from priv-
ileged code in Firefox [87].
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Particularly related to the context of web real-time communications are the threats
of surveillance, misattribution, correlation, and identification. Surveillance is conducted
by an attacker who observes or monitors the individual’s communications. The threat
is present even if the communication is encrypted as the possibility of surveillance can
lead the individual to change his behaviour, while the fact that the communication is
happening may be enough knowledge for the attacker. Misattribution of behaviour can
happen as a result of inadequate or insecure authentication. Similarly, a privacy attacker
may also draw wrong conclusions based on his observations of the individual behaviour.

Correlation threats are made possible by the combination of pieces of information
regarding an individual. By correlating pieces of information from different sources,
an attacker may learn more than what the individual believes to have shared. Finally,
identification is the correlation of an individual’s information in order to infer or establish
the individual’s identity. For instance, browser fingerprinting techniques can uniquely
identify a browser, and its associated user, by executing a set of JavaScript scripts on a
website [91]. Combined together these technical pieces of information can form a unique
and portable identifier, without the user knowledge.

The main solution to mitigate privacy threat is data minimisation. As it is difficult
to define what information can cause a privacy risk, reducing data disclosure globally
reduce the privacy attack surface. Data minimisation is a general principle that should
be applied by developers. The most straightforward approach is to limit data collection
to the minimum required, however, a limit may also be set to the time of retention of an
information. In some cases, individuals may themselves enforce data minimisation by
reducing the information they expose to websites. Though this may come as a tradeoff
between privacy and functionalities. If the original value of some data is legitimate,
denying its usage can protect an individual’s privacy but at a cost. For instance, most
browser fingerprinting techniques rely on the execution of JavaScript. It is possible to
deactivate JavaScript through browser’s options but this would break most websites in
the process.

An individual is said to be anonymous if it belongs to a set of individuals appearing
to have the same attributes. This set is called an anonymity set and individuals within
it must be indistinguishable from each other. Anonymity is relative to the point of
view of the attacker as it depends on the type of information the attacker can observe.
Additionally, the risk of correlation means that it may be difficult to assess if one belongs
to an anonymity set or not. A slight difference in attributes collected may de-anonymise
an individual or at least reduce the size of the anonymity set. Some privacy preserving
approaches thus try to quantify the uniqueness of an attribute.

Respect for privacy recognises the right for an individual to determine to which
degree it is willing to interact and share private information with its environment. For
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this reason, data collection happening “in secret” can be detrimental to an individual’s
privacy. User participation approaches involve the individual in the collection process
by asking his consent. Though modern privacy regulations enforce a strict policy for
explicit user consent (see Section [1.5.2). Depending on the use case and underlying
architecture it may be easier or harder to explicitly ask the user for his consent.

Finally, security in itself is an essential component of privacy protection. Confi-
dentiality of exchanges and strong peer authentication ensure that data are protected
against a malicious third party.

1.5.2 Regulations

Privacy-preserving regulations have been in development since the 1970’s both in the
USA and in European countries. Growing concerns by citizens for their privacy on the
Internet pushed legislators to adopt more protective legislation. The new European
|General Data Protection Regulation (GDPR)| [92] is a regulation adopted by the Euro-
pean Parliament in 2016 to reinforce and unify data protection for individuals within
the [European Union (EU)|

On one hand, the [GDPR] simplify the regulatory environment by unifying it across
the [EU] On the other hand, the requirements for companies or public entities collecting
personal data are more significant. At the same time, possible sanctions are also more
severe going up to 20 000 000 euros or 4% of the global company revenue. New principles
are also introduced such as privacy by design and by default. Privacy by design is a
concept developed in 1995 by a joint-team from Canada and the Netherlands. As defined
by the [GDPR]in its article 25, privacy by design means that appropriate technical and
organisational measures should be taken both at design time and processing time. The
definition of Privacy by default states that appropriate measures should be taken to
ensure that only necessary personal data are collected, processed, and stored for each
specific purpose of processing. This principle also comes with an obligation of conformity
as soon as the design time of a personal data processing system. The responsibility to
implement and prove conformity regarding the regulation belongs to a Data Protection
Officer appointed by each company or public entity.

Major differences oppose the United States and the [EU] regarding how their laws
protect the privacy of their citizens [89]. In the United States, privacy is a right recog-
nised by the Constitution in order to protect citizens freedom from the government. In
addition, privacy-preserving laws are decided at the state level rather than at the federal
level. Oppositely, though the GDPR] also concerns public entities, the regulation is pri-
marily aimed at the[Over The Top (OTT)|companies often located in the United States.
For users, the [GDPR]introduces important new rights such as explicit consent, right to
be forgotten, right of access, and right of rectification. Furthermore, the [GDPR] protects
[EU] citizens whether the company processing data is located inside or outside the [EU}
Such protective regulations from the [EU] affect companies across the world forcing them
to be compliant. For these reasons, both United States and [EU]laws are led to interact
with each other. In a similar fashion, several national legislation across the world have
been influenced by European laws.

In the meantime, terrorist attacks are pushing governments to adopt new disposition
to facilitate the collection and the exchange of data between security services. While gov-
ernments reinforce privacy preserving regulations and may invest in privacy-preserving
research, communication surveillance is also an ever more important objective for their
security services. As an example of these contradictory efforts, the United States gov-
ernment is both funding research on the Tor network [93| and trying to break it through
efforts of the National Security Agency [94].
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15: torproject.org
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Figure 1.22: In this exam-
ple, the message is sequen-
tially encrypted with keys
from router C, B, and A. It
is then routed through these
routers starting from A.
Each router removes a layer
of encryption and routes the
message to the next router.
Finally, router C transmits
the message to the destina-
tion. This example is taken
from wikipedia.org,.
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1.5.3 Privacy Considerations for WebRTC

The WebRTC security architecture intends to prevent several types of privacy attacks.
Persistent identifiers such as [DTLS]| certificates allow for correlation attacks against
anonymous call. To prevent this, WebRTC implementations should allow resetting such
identifiers, for instance with a similar lifetime as cookies or through a website-controlled
mechanism.

[[CE] candidates addresses may also form a unique identifier, either by themselves or
in conjunction with other web[AP] during browser fingerprinting attacks. Alternatively,
[[CE] candidates may be used to discover the peer’s location. Several mechanisms imple-
mented by browsers allow controlling exposed candidates addresses. For instance, users
may deactivate the sharing of local candidates or force the use of a [TURN]relay. The
sharing of local candidates may also be bound to a consent mechanism, for instance
when requesting getUserMedia . This trade-off between privacy and availability
means that an optimal network path may not be available for the communication.

1.5.4 Tor: Onion Routing

Anonymity networks protect user’s privacy from network surveillance and traffic anal-
ysis by anonymising their communications. The most used anonymity network on the
Internet is Tor'® . In this section we give an overview of Tor functioning, and explain
how it is not practical for WebRTC.

Tor is an implementation of onion routing whose principle is to build an anonymous
routing protocol on top of the Internet. The goal of such protocol is to defeat traffic
analysis attacks. The Tor network is constituted of thousands of public routing nodes
publishing their public key, and clients. Clients often connect to Tor using Tor Browser,
a privacy-preserving browser based on Firefox.

In order to establish a communication through Tor, a client randomly chooses nodes
to build a routing circuit. In a circuit, each node knows only the previous and next
nodes. The entry node (resp. the exit node) knows only the IP of the source client
(resp. the destination client). Before sending a packet to the circuit the client encrypts
it sequentially with the public key of each nodes part of the circuit, starting from the
exit node. This creates layers of encryption around the original packet. To route a
Tor packet, each node decrypts the received packet using its own private key, peeling
an encryption layer each time. The resulting packet is then sent to the next node in
the circuit. When the exit node finally decrypts the packet the original [TCP| packet is
recovered and sent in clear to its destination. An example of onion routing is presented
in Figure 1.22.

Tor is particularly useful for avoiding traffic analysis and circumventing internet
censorship. This is particularly of interest for journalists, human-rights activists, lawyer,
and whistleblowers. However, due to the time consuming layered encryption of each
packet and the additional routing overhead, the latency over the Tor network is quite
high compared to the standard Internet. Additionally, some JavaScript functionalities
or other libraries can reveal privacy-sensitive data. As a result, they are blocked by
Tor Browser. For these reasons Tor is not adapted to protect web real-time media
communications and WebRTC is actually not implemented in the Tor Browser.

1.6 Signalling Architectures
WebRTC does not mandate any signalling architectures. Silo architectures are the most

frequent for web services but do not offer interoperability between [CS} In this configu-
ration users are captive of their [CS| domain. This architecture can be represented in a
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triangle involving only one [CS| server, as in Figure [[.23] On the contrary, interoperable
architectures allow users of some [CS| to call users from other [CS} They are often repre-
sented as a trapezoid architecture with the signalling path involving two [CS| servers as
in Figure 1.1.

Many existing companies offer [VoIP| communication services, some of which are al-
ready switching to WebRTC'6. The only constraint for signalling is that it uses the
offer /answer model. For the moment [VoIP|communication services on the Web are heav-
ily relying on the silo model. More complex architectures are being developed to allow
inter-domain interoperability. These architectures differ by the way they handle user
discovery, routing, and identity management and formats. Although the main use case
for WebRTC is other services such as video streaming and data sharing
can be supported. In this section, we give a quick overview of some interoperable and
distributed signalling architectures.

1.6.1 Voice over LTE and WebRTC Interconnectivity

[Voice over LTE (VoLTE)| is an architecture for [VoIP| over 4G mobile networks. Fig-
ure |1.24a| presents a simplified view of the |Long Term Evolution (LTE) mobile network,
a standard for high-speed mobile networks designed by the [3rd Generation Partnership|
This architecture is separated in an access network, i. e. a network of
eNodeB responsible for all radio-related functions including encryption of data sent over
radio interfaces, and a core network responsible for the control of the |User Equipement|
and the establishment of [[P| connectivity. In the core network, the Serving Gate-
way (S-GW) and Mobility Management Entity (MME) handle the mobility, while
the PDN Gateway (P-GW) handles[[P]addresses allocation andm
enforcement. Finally, the Home Subscriber Server (HSS) is a database containing user’s
profile, location, and IP information. It is responsible for the user authentication, sub-
scription, and discovery. [VOLTE]| interconnects the CTE|network with the [P Multimedia]
[Subsystem (IMS)|network. The main goal of the is to achieve the concept of Fixed
Mobile Convergence!”. A simplified view of the architecture is presented in Fig-
ure [1.24b} [Call Session Control Function (CSCF)| form the core of an IMS domain. The
Proxy{CSCEF| (P-CSCF) is a proxy server which serves as the point of contact for
each user equipment. When a [UE]| connects to a network, it looks up for a reachable
P{CSCF} In [[MS] roaming scenario, the [UE] connects directly to the visited network’s
P{CSCFl rather than to his home network.

[STP}is a signalling protocol supporting the determination of user location, availability,
as well as session negotiation, setup, and management. As it is only concerned with the

signalling part of the communication session, [SIP]is used in conjunction with other
protocols such as and SRTP (presented in Section|l.1). A network of proxy servers
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Figure 1.23: In silo architec-
ture users have to connect
though the same[CY|to estab-
lish a session.

16: Interestingly, browsers
makers porting their own
communication services
to WebRTC aim first at
compatibility with their
existing solutions and tend
to implement non-standard
features in their WebRTC
implementation. For instance,
WebRTC in Chrome supports
m to cater for hangouts
while Edge’s first video codec
support was H.264 Skype’s
proprietary codec.

17: The convergence of fixed
and mobile telephony networks
under an AP environment.
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Figure 1.24: A simplified
view of the VoLTE architec-
ture. The LTE offers connec-
tivity to the Internet and to
the IMS while the IMS offers
VoIP service.
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allows [SIP] endpoints to register and routes requests to a user’s location. In[VoLTE] the
contains a [SIP| user-agent and an [Universal Integrated Circuit Card (UICC)| often
refered to as a “SIM Card”. The[UICC]|contains several identity modules including the IP
Multimedia Services Identity Module (ISIM) which in particular provides the home
domain name, a private and public identity'®, and a secret key used for authentication
and registration.

[VOLTE] offers roaming, handover, and interconnectivity with other networks. Inter-
connectivity with WebRTC can be handled by an [[MS| domain offering a compatible
gateway (see Figure . In this case, the domain has to deploy a WebRTC
web server, a WebRTC JavaScript client, and enhanced functionalities for WebRTC in
the P{CSCE] The gateway performs adaptation between WebRTC and [IMS] protocols
such as transcoding and encryption. While encryption using [SRTP profile for DTLS]
is mandatory in WebRTC (see Section 1.3), encryption of both media and signalling is
optional in the [MS] Furthermore, as [VoLTE] security relies on the radio encryption of
the access network, its [RTP] profile does not support encryption. This constraint implies
that WebRTC{VoLTE] interconnectivity cannot use End-to-End encryption with [SRTP)|
and is instead limited to End-to-Access-Edge encryption (see Figure 1.25).

1.6.2 Matrix

Matrix |28] is a specification for a messaging and data synchronisation federation. One
of its use cases is the exchange of signalling message for WebRTC communications.
Figure [T:26] shows three users, each connected to a Matrix home server, and exchanging
synchronised message in a room.

Matrix specifies several [AP]} amongst which a client-server and a server-server [AP]]
The server-server [AP]] defines the [HITTP] interfaces and data format allowing Matrix
home servers to synchronise messages with each other in real-time. Servers can either
push a message to another server, broadcast it to all servers in a room, or make a query
to a server to get a state snapshot. This[API]also defines how servers are discovered and
authenticated, and how user’s presence information is exchanged between home servers.
The client-server [AP]] defines the [ HTTP|interfaces for a client application to connect and
communicate with a Matrix home server. It allows the application to manage rooms and
send messages. The client-server [AP]] also defines how users authenticate to their home
server through any Matrix application. This particularity of the Matrix architecture
means that users can choose any application to connect to any home server.

Matrix user identifiers are of the form @UserID:HomeServerDomain. These identi-
fiers are used internally by home servers, and in particular for home server discovery.
However, Matrix also defines third-party identifiers (3PID) as a more user-friendly way

Figure 1.25: End-to-End and
End-to-Access-Edge encryp-
tion scenario over IMS net-
works.

18: The public identity is a
telephone m of the form

tel:phonenumber.
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Figure 1.26: Federated mes-
saging and data synchroni-
sation between three Matrix
home servers.

19: http://hypercomm.
github.io/wonder/

20: The runtime was initially
envisioned as a web browser
modification. However, it was
implemented as a JavaScript li-
brary due to the complexity
and costs involved.
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to refer to users. The Identity Service [AP]] defines how 3PID are associated to Matrix
identifiers, stored, and queried. This service relies on a trusted federation of Matrix
identity servers.

Despite its interesting concepts, the Matrix ecosystem is still in early development.
Most implementations are in the alpha stage and the specification itself is rated as
unstable. The Matrix identity specification is the less advanced specification, and no
identity server implementation is referenced on the Matrix webpage.

1.6.3 reThink

reThink, an H2020 European project, specified and experimented with a real-time com-
munication framework. Its global objective is to allow Telcos to compete with large[OTT|
companies by offering open and interoperable communication services and applications.

A simplified view of the reThink architecture is presented in Figure[I.27] It builds on
the earlier signalling on-the-fly concept from the Wonder European project'®. Signalling
on-the-fly avoids the standardisation of messaging protocols by providing a messaging
[API] When two parties want to communicate, they agree on a protocol and download the
corresponding protocol-stub implementing the messaging [API, While this architecture
allows interoperability without standards protocols, it still requires standardisation of
the messaging [AP]] and message format used for communication.

On the user’s side, reThink applications are executed inside the runtime. The runtime
can be a modified web browser or a native program?°. reThink applications make use
of modular software components, called hyperties. These hyperties are downloaded
from service provider catalogues and executed in sandboxed environments. Hyperties
can provide many services to an application, including communications. In the
interoperable reThink architecture, users can connect to each other through different
service providers. Signalling between two hyperties is thus established through one
users’ service provider. More specifically through a messaging node exposed by the
selected service provider. In order to establish the connection, both runtimes agree on
available protocols and download the corresponding proto-stub from the chosen service
provider’s catalogue. This process allows hyperties to set up their session and eventually
open a [P2P] communication.

Identity management in the reThink architecture is handled by the Identity Module
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Figure 1.27: Simplified reThink architecture

and reuses the concept of the WebRTC [[dP] Proxy. Some of its design objectives in
addition to the WebRT'C compatibility are the ability for users to choose their [[dP] and
the availability of discovery and presence services. In particular, reThink discovery,
presented in Figure [I.28] is a layered architecture relying on a cryptographic
[Unique TDentifier (GUID)| The global registry, a trusted distributed hash table run
by a consortium of service providers, maps [GUID] to user profile information. Users
can manage and control their public profile information stored in the [Distributed Hash|
by proving ownership of a private key. These user profiles also point to
user identities on service providers by exposing pairs of service provider domain and
service bound user identifiers. Services providers, in turn, expose a domain registry
containing the user’s reachability information. [GUID] can either be exchanged manually
or discovered through the use of a discovery service.

1.6.4 Distributed Signalling Architectures

The rapid growth of web traffic and video streaming, in particular, has an important im-
pact on infrastructure costs both for content providers and network operators.
[Delivery Network (CDN)|are constituted of proxy servers geographically distributed to
be as close to clients as possible. Besides tidying core network traffic, [CDN]| optimise
the availability and performance of content delivery through various techniques and in
particular caching, load-balancing, and routing techniques. Distributed [CDN|merge the
advantages of [CDN| and networks. These networks leverage their clients’ upload
bandwidth to redistribute content to other clients and further reduce costs. However,
distributed require the installation of client-side software or browser plugin [99).
WebRTC allows browser-to-browser [P2P] communication for video streaming and
data channels without third-party plugins. It is thus possible to build distributed
around a network of WebRTC enabled browser. To create such network, clients first

( Alice Identity )

Catalog

Signalling Alice authentication

.
.

.
.

Provider

( Protocol )




40 CHAPTER 1. WEBRTC TRUST AND SECURITY ARCHITECTURE

Figure 1.28: reThink Identity
Discovery

Figure 1.29: In this exam-
ple P1 and P2 are already
part of the network. To join
the network P3 first reaches
the bootstrapping server S.
S signals P2 and P3 so that
they open a P2P data chan-
nel. P3 then requests a video
stream from P1. [SDP| mes-
sages between P3 and P1 are
signalled through P2 using
existing data channels. Fi-
nally, the video stream is es-
tablished from P1 to P3 .
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reach a bootstrapping server. This server allows new clients to open data channels with
other clients already part of the network. These data channels form an overlay signalling
network. Once a client joined the network, it can discover other distant clients and
establish connections with them, for instance, to retrieve a file or a video stream.
Figure shows an example of such network architecture where P3 joins the network
and finally retrieves a video stream from P1. As the signalling message from P3 to
P1 goes through P2, the signalling architecture is similar to attack as shown in
Figure Such signalling path may not be trusted and depending on the use case it
may be an issue. Zhang et al. also report some security and privacy considerations
for their WebRT'C framework.
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The WebRT'C peer-to-peer media path is negotiated by peers exchangingoffer /answer messages
over the signalling path. Media path encryption is mandatory and is mainly built around the [DTLS]|
and [SRTP| protocols. It ensures confidentiality and integrity of the[P2P]sessions between peers. The
signalling path generally involves one or more signalling server and its security relies on standard
web security protocols. At the root of these protocols is the web browser which acts as the trusted
computing base. WebRTC applications and their associated signalling servers are also responsible
to protect the availability of the session and network resources by filtering incoming call.

Depending on the signalling architecture or the signalling servers’ origin the signalling path may be
untrusted by users. WebRTC remedies to this issue by allowing peers to bind [DTLS] certificates to
identity assertions. These assertions are generated and verified by identity providers forming two
symmetric identity paths. Paradoxically, these identity paths are configured by the communication
services.

Privacy is a growing concern for users and contributors of web specifications alike. The main privacy
threats against WebRTC users are related to identification of anonymous callers and correlation
of web browsing and call history. Browsers enforce consent policies to protect users against mali-
cious sites launching non-legitimate calls. However, legitimate communication services also gain an
important knowledge of their users’ call history.
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Chapter 2

State of the Art

In this chapter, we present the state of the art on[VoIF security research.
In Section [2.1] we present the results of a survey reviewing 245 articles on
security and published in 2012 by Keromytis [102]. As the first drafts
of WebRTC' specifications were published the same year, this survey is a
solid starting point to understand the field of [VoIP security. In Section [2.3,
we present our own survey of [VoIP and WebRTC' security research papers
published between 2012 and 2017. We follow a similar methodology as used
by Keromytis and collect and classify 208 papers. We then review the papers
dealing specifically with WebRTC.

2.1 VolIP Security Research - 2012

WebRTC is in 2018 still a young technology. The [World Wide Web Consortium (W3C)|
WebRTC Working Group was created in May 2011 and the first version of the WebRTC
Security Architecture draft was published in January 2012. The same year, Keromytis
published “A Comprehensive Survey of Voice over IP Security Research” [102| which
reviews 245 articles related to fields of [Voice over IP (VoIP)| security. This survey is
a starting point for understanding the field of [VoIP| security research just before the
introduction of WebRTC. Indeed, WebRTC contributors built on the same accumulated
experience when making design and implementation decisions.

In this section, we summarise Keromytis’ survey and categorisation of [VoIP| research
topics. We also give additional references from our personal knowledge when it seems
relevant. We particularly focus on research that could be applied in the context of
WebRTC communication. Note that a large part of the security research on [VoIP)] is
focused on the network side such as the [Session Initiation Protocol (SIP)| signalling
protocol and [SIP}based architectures. While WebRTC does not mandate a particular
signalling architecture, [SIP}based researches are still relevant to WebRTC. Actually, [SIP|
could be used on the signalling path, but more importantly, most vulnerabilities and
defence mechanisms related to [SIP] are still relevant for ad-hoc signalling protocols.

2.1.1 Threats Classification and Methodology

To build the survey, Keromytis initially collected papers from personal knowledge,
searches on online library!, and browsing of proceedings of top security conferences,
journals, and specific workshops?. In particular, searches were conducted with the fol-
lowing keywords: “VoIP security”, “VoIP vulnerabilities”, “VoIP attacks”, “SIP security”,
“SIP vulnerabilities”, and “SIP attacks”. The collection was then expanded by browsing
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Figure 2.1:  Classification
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the proceedings of conferences in which these papers appeared and searching for other
VoIP security papers by the same authors. The process was iterated over until no new
papers were added to the collection.

These papers were then manually classified according to an extended version of the
[VoIP Security Alliance (VoIPSA|threat taxonomy [103]. The considered [VoIPSA]threat
classes are the following: social threats, traffic attacks, denial of service, and service
abuse. In addition, eight additional classes were considered: overviews and surveys, field
studies and system/protocol analysis, performance analysis, authentication protocols,
architectures, middleboxes, intrusion detection, and miscellaneous. Figure 2.1 presents
the repartition of surveyed papers in these classes.

2.1.2 Keromytis Survey Summary
Social Threats

Social Threats represent the attacks aimed at the human users rather than at the soft-
ware systems. Such attacks are for instance unwanted contacts misrepresenting the
identity of a malicious calling party or bypassing opt-out consent. In practice, research
on social threats is mostly focused on defence against [SPam over Internet Telephony]
call which we presented in Section m

According to the the classification of call as spam is subjective. Indeed,
[SPTT] call may be lawful solicitations and become spam only after bypassing refused
consent. The bulk of defence against [SPIT] thus focus on getting user’s input. Caller
classification may follow a simple binary approach into whitelists or blacklists. However,
more complex approaches propose to use reputation-based models and social relations
between users to assign a trust value to an incoming call. In these systems, the in-
telligence of [SPIT]| detection algorithms is located at the endpoints and allow users to
manage their own policies for [SPIT|rejection.

Other approaches place [SPIT] detection at the network level, i. e. on the signalling
path. These systems measure various criteria such as the number of incoming and out-
going calls, call duration, and call history. Deviation from standard long-term expected
average may reveal a spam call. These analyses may further be refined by user input or
filtered with a Turing test® presented to the caller. Some authors also propose to apply




2.1. VOIP SECURITY RESEARCH - 2012

fingerprinting techniques, either targeting [SIP] messages format or the audio data of in-

coming [VoIP)] calls. [SPIT] calls would be detected by the presence of unique fingerprint

over a large number of different calls. Sorge et al. [104] propose to evaluate the repu-
SPIT]

tation of [Communication Service (CS)| and their [SPIT| detection algorithms, providing
incentives to honest [CS| to correctly tag outgoing calls.

Trust and reputation models may easily be bypassed under weak caller authenti-
cation. Some authors thus propose to enforce strong caller identity verification. In
particular, Srivasta et al. propose to consider the caller origin domain and the con-
fidence level in the authentication performed while Croft et al. propose to include
a Verifying Authority into the call setup. This Verifying Authority would be responsible
for applying policies in particular based on the caller identity before transmitting the
call to the user.

Traffic Attacks

The traffic attacks and defences class is concerned with the risks of eavesdropping,
interception, and modification of signalling data and media sessions. These attacks may
either target unencrypted sessions or bypass cryptographically protected sessions. This
field of research, however, does not consider generic cryptography research but only
focus on specific [VoIP] cases.

Indeed, the specific nature of [VoIP] traffic, transmitting voice in stream sessions, may
allow specific attacks. Some researchers thus propose to use packet delay variation (also
referred to as jitter) in order to de-anonymise streams or introduce covert channel.
Other researchers apply machine learning techniques to determine the language spoken
or identify blank, phrases, or even words in encrypted voice streams. As summarised in
Figure 2.2, these attacks use packet size variation of [Variable Bit-Rate (VBR)| human-
speech codecs. [VBR]codecs, as opposed to Constant Bit Rate codecs, use variable packet
size depending on factors such as encoded phonemes, blank in speech, or encoding qual-
ity. As[VoIP]is a time-sensitive application, delay or jitter may have a dramatic impact
on the availability of the communication. Thus reducing bandwidth usage and adapting
to network conditions is a critical feature for [VoIP| usability. However, these researches
reveal a trade-off between security and availability /quality of communications.
[Request For Comments (RFC)| 6562 [107] gives guidelines on the usage of codecs
in conjunctions with [Secure Real-time Transport Protocol (SRTP)|sessions.

Traffic analysis and signalling data can be used to compromise users’ privacy. Some
researchers study approaches based on anonymisation networks such as Tor (see Sec-
tion 1.5.4) and traffic padding techniques . Srivasta et al. study the issue
of |Quality of Service ((QoS)}sensitive routes in anonymising networks. To this day, QoS
is still an issue for [VoIP]over anonymisation networks and researchers are still exploring
possible solutions m

A number of researches suppose unencrypted signalling paths or media session or
focus on alternative key agreement protocols such as ZRTP. As WebRTC mandates
the use of [Datagram Transport Layer Security (DTLS)| and [SRTP| for media and data
sessions, and browsers enforce the use of [Transport Layer Security (TLS)|for signalling
session, we do not consider these results as relevant to our research.

Denial of Service

We presented [Denial of Service (DoS)| attacks in Section [1.3.2] While attacks
may target either endpoints or networks elements, researches in this field mostly focus
on attack and detection at the network level. [DoS| flooding attacks, schematised in
Figure 2.3, have similarities to [SPIT]| calls meaning that these can be detected by moni-
toring deviation from standard call frequencies or error rate. Legitimate situations such
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as emergencies may also conduct to flooding scenarios. Some researchers thus try to dif-
ferentiate attacks from flash crowds situations [113]. However, the main difference
with [SPIT]is that [DoS| attacks aim at shutting down the [VoIP| network. It is crucial for
detection algorithms to introduce as few overheads as possible during call setup.

Indeed, other attacks directly aim at flooding the memory or CPU of network
elements and in particular [SIP]servers. While strong message authentication is proposed
as a solution against [DoS|attacks, some researchers show that authentication may have a
negative impact in some scenarios . Whitelisting or lightweight authentication
based on call history from regular caller’s identity or [Internet Protocol (IP)| adress,
actually similar to some trust models, are proposed to mitigate attacks. Other mitigation
techniques also propose to adapt server procedures during scenarios, for instance,
dropping ringing call earlier when being overloaded [115].

Payload and flow tampering attacks target specific signalling protocols, respectively
to crash servers or abort sessions. Most research on these attacks focus on [SIP]and pro-
tection mechanisms are well-known including tools to check implementations.
Additionally, encryption on the signalling path deters flow tampering attacks.

Service Abuse

Service abuse threats are related to the improper use of [VoIP)| services especially in
commercial services, for instance, to increase or avoid billing. The research in this area is
quite limited compared to other threat classes as it features only 7 references. This can be
explained by the specificity of architectures concerned by service abuse threats. Billing
is closely associated with authentication and authorization of users. Some described
attacks use a [SIP] protocol vulnerabilities revealed by formal verification to forge [SIP|
messages impersonating users. A solution to fraud and proposed by Geneiatakis et
al. |117] is to let an [Authentication, Authorization, and Accounting (AAA)|server sign
[STP|messages after the user authenticated to the server, hence providing authenticity and
non-repudiation for signalling messages. Although the solution is based on Telco rather
than web protocols, it shows similarity to the introduction of a third-party
in WebRTC communication setup.
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Figure 2.3: Schematic
overview of a [Dof| flooding
attack. Due to the server’s
limited processing capabili-
ties a lot of regular requests
cannot be processed if a high
load of malicious messages
are targeted towards the

server m .
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Field Studies and System/Protocol Analysis

Researches in this category focus on analysing protocols, implementations, and deployed
systems using various techniques in order to find security vulnerabilities and flaws. Tech-
niques used include formal verification [118|, fuzzy testing |119)], as well as black-box [120]
or source code analysis |[121]. Similar analyses are also conducted in paper classified in
other categories.
Formal verification techniques ensure that supposing a defined attacker model, the
attacker cannot learn compromising information. Such an attacker model is the Dolev-
Yao [122] model in which the attacker can listen to any message on the network, build
arbitrary messages from known information, and send them over to the network. The
4: lavispa-project.org AVISPA project?®, for Automated Validation of Internet Security Protocols and Appli-
cations, is a suite of tools for formal modelling and verification of security protocols.
In particular, the project offers a library of protocol models in the High-Level Protocol
Specification Language, some with known and demonstrated attacks.

Formal verification should not hide the fact that actual implementations may present
faults and weaknesses. These faults may be due to weak specification, error in the
implementation, or use of default configurations. For instance the Heartbleed bug’
allowed an attacker to reveal the memory of an OpenSSL protected system, the most

popular [TLS| implementation, by using a missing bound-check in the handling of the

6: The actual fix shows how a 6
small implementation error can m heartbeat”.

5: heartbleed.com

have dramatic consequences: A number of surveyed work resulted in vulnerability disclosure publications in databases
https://git.openssl.org/ such as the [Common Vulnerabilities and Exposure (CVE)| database. Such database al-
gitweb/7p-openssl.git;a= lows the rapid dissemination of vulnerability disclosures and fixes to organisations using

commitdiff ;h=96db902 .
security software.

Performance Analysis

Performance analysis works focus on evaluating the impact of security protocols on both
call setup and media sessions. We already mentioned the trade-offs between security
and availability /quality of the communications. Papers in this category try to precisely
measure this trade-off.

Results globally show that the main overhead is due to the asymmetric encryption of
signalling messages while the symmetric encryption of the media session only produces
a small overhead. The exact figures vary depending on the actual protocol and configu-
rations being compared. For instance, a prototype demonstrates an improvement from
a factor between 2 and 8 in handled call setup requests per second by using the Elliptic
Curve DSA algorithm instead of RSA.

Other researches, not referenced in the survey, evaluate the strength of cryptographic
protocols. In practice, perfect security is highly impracticable and only imperfect secu-
rity can be achieved |123|. Modern cryptography thus aims for a high enough security
given reasonable computation power. Guessing attacks (or brute-force) form an upper-
bound to the amount of computation required to break an encryption. Against some
encryption schemes, faster techniques than exhaustive search can be used. To estimate
the difficulty of an attack against these encryptions it is necessary to factor computation
time and cost in the equation. For instance, Kleinjung et al. |[124] use Amazon cloud
public prices to compare the security level of current algorithms with the level of the DES
in 1980, as proposed by Lenstra [125]. As the computing power increases and computing
cost decreases over time these estimations must be updated regularly. National security
agencies [126], [127] also give recommendations on security algorithm implementations
and usages to achieve reasonable security properties in a given timeframe.

Alia et al. [128] propose a component-based adaptation model to manage the trade-
offs between [QoS|and Security. They model the adaptable [VoIP]system as a composition


avispa-project.org
heartbleed.com
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=96db902
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=96db902
https://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=96db902

2.1.

of components each providing different and security properties. A utility function
aggregating [QoS|and security dimensions, shown in Figure[2:4] allows discriminating be-
tween different configurations. Considered dimensions are the latency and video scheme
quality for[QoS|and the confidentiality, anonymity, and authentication for security. Their
model also uses user’s preferences as weight in the utility function and risk context as
minimal required value for each security dimensions.

U = W't F(lat) + W F(qua) + W . F(conf)+
weanen F(anon) + W*h F(auth)

Authentication Protocols

The authentication mechanism is based on [HyperText Transfer Protocol (HTTP)|
digest authentication [129] and allows any proxy or user-agent to issue an
authentication challenge when receiving a request. The response to the challenge is
basically a hash of some information including a nonce, i. e. a unique random number
associated with the request, and a password. The response also includes a username.
Upon receiving the response, the entity which issued the challenge looks up the password
corresponding to the submitted username. It can then perform the same digest operation
and compare the result to the given digest response to validate it.

Researchers working on authentication protocols mainly propose extensions or vari-
ants to[SIP]authentication and are mostly focused on[VoIP|as a use case for cryptography.
Interestingly, an article published by Cao and Jennings [130] in 2006 deals with the issue
of end-to-end user identity in [VoIP] call establishment. One of their assumptions is that
using TLS over each signalling hop is unrealistic”, thus breaking the necessary chain of
trust. In 2017 this assumption cannot be considered valid anymore and the WebRTC
security architecture recommends for the signalling path to be secured by TLS®.

Other categories

Other research surveyed by Keromytis are categorised as middleboxes, architectures, and
intrusion detection aiming at various threats but “not easily classified in any of the previ-
ous categories”. Middleboxes are network devices manipulating traffic for other purposes
than packet forwarding. Researches on [VoIP| middleboxes thus focus on the traversal
and operation of firewall and gateways to other networks. Architecture and intrusion
detection researches mainly focus on the detection of anomalies in [VoIP|networks, either
from malicious or non-adversarial causes and related defences.

Observations

According to Keromytis observations, almost 20% of the surveyed publications offer
an overview of security problems and solutions. He also observes that over 15%
of the work is coming from the cryptographic community, either to increase security
or performance and that roughly 20% of researches are dedicated to addressing
While he remarks that [SPIT]is not currently an issue for [VoIP] he adds that prior and
current experiences in email and telemarketing spams should be sufficient motivations
to continue researches against [SPIT}
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Figure 2.4: Overall utility
function [128] with F(k) the
utility functions and W* the
user preference weights for di-
mensions k as latency, video
scheme quality, confidential-
ity, anonymity, and authenti-
cation.

7: The authors explains this as
to be “because of some difficul-
ties and other reasons for de-
ploying TLS” [130].

8: “[The signalling] message is
sent to the signalling server,
e.g., by XMLHttpRequest or

by WebSockets preferably over
TLS” [50].
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Figure 2.5: Paper collec-
tion search strings used on
Scholar.

Comparatively, he observes that the problem of [DoS| is less studied and that re-
searches on the subject focus on the network side of things. In previous surveys on the
[CVE] database, Keromytis reported a majority of [SIP}specific [DoS| vulnerabilities with
half of the [DoS| vulnerabilities present at the endpoint. He thus argues for more re-
search targeting this problem, especially looking at strengthening implementations and
not addressing the problem from a black-box approach. Finally, Keromytis also argue
for more work addressing cross-protocol and cross-implementation problems.

2.2 VoIP and WebRTC Security Research - 2012+

To complete our state of the art we survey and categorise [VoIP| research and published
since 2012. We first present our methodology for collecting papers. We then give a
rough overview of the repartition of [VoIP| research since 2012 by classifying collected
papers. Finally, we review collected papers dealing specifically with WebRTC.

2.2.1 Methodology

To build our survey we first look at collecting papers related to [VoIP| security research
and published between 2012 and 2017. We use the same keywords as Keromytis [102],
that is: “VoIP security”, “VoIP vulnerabilities”, “VoIP attacks”, “SIP security”, “SIP
vulnerabilities”, and “SIP attacks”. As WebRTC was introduced in 2012 and is the
focus of our research, we also look for papers specifically targeting WebRTC. To this
end we use WebRTC as an additional keywords, i.e. “WebRTC security”, “WebRTC
vulnerabilities”, “WebRTC attacks”. The search is finally conducted on Google Scholars
search engine and using the search strings presented in Figure [2.5

“VoIP OR SIP OR WebRTC Security OR Vulnerabilities OR Attacks ”
“WebRTC Security OR Vulnerabilities OR Attacks ”

Google Scholar indicates 27 800 results for the first search string and 2 890 results
for the second string. We crawl these results, ordered by relevance until we estimate
that proposed papers are not relevant anymore. Paper selection is done based on title
and abstract, and ultimately our paper collection on [VoIP] research returns 208 results.
We do not consider non-peer reviewed papers. Relevant [RFC| are presented in the
background Chapter [l on WebRTC trust and security architecture.

2.2.2 Observations on VoIP Security Research since 2012

We roughly classify our collection of 208 papers, based on title and abstract, into the
same categories as presented in Section [2.1.1] This allows to compare the proportion
of results for both periods and get a picture of the repartition of researches. Table
shows the classification of collected papers and compare them with the repartition of
paper collected by Keromytis.

According to our classification, we observe some significant changes (> +/ — 5%)
in the repartition of research. Firstly, we observe a drop in the proportion of research
focusing on social threats by 11% for the period since 2012. Keromytis remarked that
most of the social threat researches were focused on [SPIT| mitigation, although it was
not an issue in [VoIP| yet. This fact may explain the decrease in research for this threat
category. Researches focused on traffic attack also decreased by more than 7% on the
same period. In particular, we do not observe any research related to traffic attack
since 2016 and we classify only one 2015 paper as traffic attack related. Conversely, the
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Category -/2012 2012/2017 diff WebRTC

Denial of Service 12.6% (31) 16.4% (33)  +3.8% 0

Service Abuse 2.9% (7) 5% (10) +2.1% 0

Social Threats 17.5% (43)  6.5% (13) -11% 1

Traffic Attacks 12.2% (30) 5% (10) —7.3% 2

Overviews and Surveys 20.4% (50)  15.9% (30)  —4.5% 7

Field Studies and Table 2.1: Classification of
System/Protocol Analysis 4.9% (12) 8.9% (18) +4% 2 VoIP security papers re-
Performance Analysis 5.7% (14)  75% (15)  +1.8% 0 turned by our search.
Authentication Protocols 6.1% (15)  16.4% (33) +10.3% 1

Architectures 7.7% (19)  10.4% (21) +2.7% 8

Middleboxes 4.5% (11) 1% (2) -3.5% 2

Intrusion Detection 4.5% (11) 4.5% (9) - 0

Miscellaneous 0.8% (2) 2.5% (5) +1.7% 0

Total 100% (245)  100% (201) 23

authentication protocol category of research sees an increase of more than 10%. In par-
ticular, we collected multiple papers applying elliptic-curve cryptography to [VoIP]| while
in Keromytis’s survey only two references are given. Note that some of these differ-
ences may be due to the way we collected and classified papers compared to Keromytis
process.

We then looked for references to WebRTC in surveyed papers. We extracted a list
of authors of these WebRTC security papers and looked for any missing publications
using DBLPY, revealing two additional overview papers. Unsurprisingly, the categories
of Denial of Service, Service Abuse, and Intrusion Detection do not contain WebRTC
related research. Such attacks are generally targeted against the service architecture
which is not the focus of the WebRTC specification. Similarly, the social threats and
traffic attacks categories only contain one and two WebRTC related paper respectively.
While WebRTC mandates or recommends the use of some security mechanisms on the
signalling and media paths security, researches in these areas are not specific to WebRTC
and may target out-of-scope protocols such as [SIP} Surprisingly, although WebRTC
does not specify any signalling architecture we observe several WebRTC papers in the
architecture and middleboxes categories. A large proportion of these papers are dealing
with issue of integrating WebRTC services inside enterprise environment and existing
[VoIPl infrastructures.

9: dblp.uni-trier.de

2.2.3 Survey of WebRTC Security Research
Traffic Attacks (2)

In their 2015 articles, Mauro and Longo 131} [132] use machine learning techniques to
identify encrypted WebRTC traffic. Used classifier algorithms are configured to con-
sider the inter-arrival times, packet lengths, and the number of packets received and
sent. They implemented a detection system and tested it with three then four classifi-
cation algorithms. Their results are however limited in significance due to the small and
artificial test sample.


dblp.uni-trier.de

52 CHAPTER 2. STATE OF THE ART

10: The STREWS project was
a European research project
running between 2012 and
2015.

Overviews and Surveys (6)

In 2013, one year after the first WebRTC drafts, Jennings et al. |133] published an
overview of the WebRTC architecture and its design principle. They present the security
and identity architecture, in particular, mentioning that their approach aims at allowing
users to “use their preferred identity provider and logs on to the provider in whatever
way that provider uses”. A similar overview paper is published in 2014 by Barnes and
Thomson [134] this time focusing on the security and identity architecture exclusively.

Loreto and Romano published in 2012 [135] an overview of the ongoing efforts for
WebRTC specifications in which they discuss some security considerations. In July 2017
they published an overview of the remaining efforts towards WebRTC 1.0 [136].

Rahaman published an overview on WebRTC security in 2015 [137]. After presenting
the WebRTC security architecture, examples of trusted third-parties [[dP] are provided:
Google, Facebook, LinkedIn, as well as the Browser Id and WebFinger protocols. Ra-
haman also lists concerns for WebRT'C security including the inheritance of[VoIP]attacks
through gateways and the security of third-party [[dP] No details are however given on
particular attacks. Issues of gateway implementation to integrate WebRT'C service with
based systems are also the subject of a 2013 paper by Amirante et al. [138].

The Strategic Research Roadmap for European Web Security project’s (STREWS)!°
major contribution is a technical state of practice document for web security [139].
The project’s studied methodology targets new aspects added to the web ecosystem
in parallel with the standardisation and deployment of the technology bringing these
aspects. Following this methodology, the project published a security case study report
on WebRTC [140] as it was deemed a “security sensitive extension to the Web”. This
document identifies six assets related to WebRTC and describes new threats. These
assets are the browser, the client machine, the server machine, the client-side application
code, the identity provider’s infrastructure, and [Session Traversal Utilities for NAT]
[(STUN)||Traversal Using Relays around NAT (TURN)| servers. The threats described
cover a large scope including some|Dob|attacks, service abuse attacks,[Man-in-the-Middle|
attacks, and privacy attacks. In the second part of the document, a few areas
are studied in-depth and new attacks and vulnerabilities are described including;:

e In additions to attacks, malicious web applications can also redirect both
streams to an attacker either by accessing streams directly from JavaScript or by
taking screenshots using the HTML canvas elements containing the video streams.

e The central position of [[dP] means that they can be used as a meta-data capture
service, for instance, to allow legal pervasive monitoring or user profiling.

e The WebRTC identity architecture allows the disclosure of precise user identity
information to malicious web applications.

e The web certificate infrastructure does not have an effective scoping of
[fication Authority (CA)fs authority. This issue extends to handling caller

authentication in many WebRTC scenarios.

Field Studies and System/Protocol Analysis (2)

Reiter and Marsalek published in 2017 [141] an article describing new attacks to We-
bRTC. They identify multiple unprotected assets exposed by WebRTC that can be
leveraged by attackers. These assets are the peers’ public and private IP addresses,
the local network, bandwidth, and peer identity. Based on these assets they present
four attacks and possible mitigation techniques. They first consider an untrusted sig-
nalling path and show that a attack can be mounted against the media path.
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This attack is already considered in the WebRTC security architecture
[neering Task Force (IETF)| draft which proposes the use of an identity path (see
Section 1.3). Observing that this solution introduce dependencies to third-party
Reiter and Marsalek propose manual verification of [DTLS) certificates as a “lightweight
alternative”. Two others presented attacks use [Interactive Connectivity Establishment|
IP address leaks against a peer’s privacy, in particular, to allow device finger-
printing. Finally, they show that a flooding attack can be mounted from malicious
JavaScript, i. e. without relying on an infected host. The JavaScript setups a WebRTC
connection and then sends multiple [[CE] candidate offers to flood the target.

Also considering [[CE|[IP| address leaks, Al-Fannah et al. [142] test combinations of
[Operating System (OS)| browser, [Virtual Private Network (VPN)| and [VPN] configura-
tions. Based on the results from their 116 test cases, they report differences in the type
of address leaked. They recommend that users concerned by this vulnerability carefully
choose their browser and [VPNl

Authentication Protocols (1)

De Groef et al. try to determine whether “WebRTC provides endpoint authenticity
guarantees for the peer-to-peer connection”” They consider the integrity and binding of
[DTLS] certificate to the identity assertion as a prerequisite to ensure endpoint authentic-
ity. Three possible attacks are described, relying either on a malicious signalling server
or a malicious third-party JavaScript provider. Firstly, the [DTLS| fingerprint may be
compromised by a malicious JavaScript provider, supposing no binding with an identity
assertion. Their second attack assumes the [[dP] does not correctly check the origin of
request from [[dP] Proxy. A malicious JS provider tricks an [[dP] to sign a certificate for
a certificate controlled by an attacker, allowing a [MitM] attack. Finally, they argue that
the lack of user interface controls to select a preferred identity or [[dP| undermine the
integrity of identity assertion in WebRTC. They discuss mitigation strategies for each
actor and in particular that “the browser should provide the necessary |User Inteface (UI)|
chrome to enable users to select an appropriate identity from their favourite Identity
Providers, and, even more important, enables them to only grant access to remote iden-
tities of their choice to set up a peer connection”. They also recommend that “website
owner needs to ensure that in all cases an Identity Provider is used [and if no| external
Identity Provider is needed, the website owner can deploy his ownmProxy7 that [could]
for instance piggybacks on the session mechanism for the website”. While code snippets
examples are provided for each attack, no implementation of an [[dP] Proxy is referenced.
In particular, the second attack refers to a “rtcweb://” origin and communication to
Proxy through the postMessage |[Application Programming Interface (API)|although we
were not able to find references to such features in the specifications.

Architectures (8)

Muréanyi and Kotuliak [144] simulate the interconnection between a WebRTC based
streaming service and the [[P Multimedia Subsystem (IMS)| using OpenID. OpenlD is
implemented as an [Single Sign-On (SSO)|solution on the web service and used to perform
[AAA] Tt is however not used as peer to peer authentication as proposed by the WebRTC
identity architecture.

Li et al. consider a WebRTC architecture with multiple communication ser-
vices. They observe a mismatch between the WebRTC identity architecture and tradi-
tional authentication'!. To solve this issue they propose three alternative identity
architectures. The first architecture relies on an Identity Adaptor Provider (IdAP) pro-
viding [[dP] Proxy and interfacing between the browser and an identity provider. In
the second architecture, a communication service from a domain (site B) can request a

11: In their scenario commu-
nication services may use m
Proxy to authenticate users
from other domains. This pos-
sibility is not considered by
the WebRTC identity architec-
ture which only considers @
Proxy in peer to peer authen-
tication.
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Anonymity  Anonymity Identity CS

Identity model Identification to peers to CS Unlinkability cont. anlink.
Nontrust (BrowserID) v - - - - v
Nontrust (RP-Centric) v v v v - -
Partial trust (RP-Centric) v v v v - -

Full trust (no SSO) v v - - - n/a

Table 2.2: User privacy properties in identity provision model [146].

user (Alice) from another domain (Site A) to authenticate by issuing a challenge. Alice
then authenticates using her own [[dP] which suppose the existence of a trust relation-
ship between Alice’s [[dP] and Site B. Finally, the last architecture proposes to set up a
web-of-trust between identity providers and based on PGP. This web-of-trust allows cre-
ating an authentication chain between two browsers. While the paper discusses several
architectures and authentication protocols, no implementation is mentioned.

Beltran et al. [146] works on the trust relationships between actors of the call setup
implied by the WebRTC identity model in a single [CS] scenario. They identify differ-
ences between browser-centric [SSO| protocols, e. g. BrowserID, on which the WebRTC
identity model is based and [Relying Party (RP)}centric protocols such as OAuth 2
or [OpenID Connect (OIDC)] They discuss adaptation of [RP}centric protocols to the
WebRTC model, however without discussing implementation. Finally, they evaluate
whether user’s privacy is protected depending on the underlying trust model and [SSO
protocol used as presented in Table 2.2] Beltran et al. also discuss the question of
trust relationships between actors in enterprise communication scenarios in two other
articles |147, |148|. In particular, they observe that as identity providers may not know
which are the targeted communication services, applying enterprise-specific policies may
prove to be difficult.

In follow up papers, Javed et al. [149} |150] continue working on a WebRTC trust
model. Their proposed trust architecture is presented in Figure 2.6. For each trust
relations, they propose attributes that should be considered to evaluate a trust relation.
In their model, trust relations represent previous experiences, identification, and reputa-
tion each as a vector representing trust, distrust, and mistrust. For instance the vector
< 1,0,0 > represents an absolute trust, while < 0,.5,.5 > represent a doubtful distrust.
Trust scores are computed as the proportion of previous good, bad, or unknown previous
interactions and weighted by an ageing factor. They also refine the privacy compari-
son of the [SSO] protocol used in WebRTC identity architecture proposed by Beltran et
al. |146]. While they propose an extremely detailed trust model for WebRTC, Javed et
al. do not clearly explain how they extract input for their trust score from real WebRTC
services and user input. For instance, it is not clear what defines a bad experience with
a communication service and whether it can be observed at all. We also note that their
proposed trust model do not consider authentication of [[dP] and [CY] server, i. e. [TLS|
channels.

Copeland and Copeland proposed in 2016 [151] a “better than best effort” architec-
ture allowing communication services to select the appropriate network depending on
selected profiles. These profiles are built on balance between four considered criteria:
QoS, Urgency, Security, and Affordability (QUSA). Profiles and the associated network
are selected based on the context of the communication. The context is derived from
input from multiple sources, e. g. calendar, social network, or location, with each source
being attributed precision, accuracy, and confidence scores. The overall architecture is
summarised in Figure 2.7. The paper claims to have simulated 200 cases but point at
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the absence of real-world data.

Social Threats (1)

Following on their WebRTC trust model, Javed et al. propose a trust model eval-
uating trust in peers of a WebRTC communication in real-time. In their model, a trust
value is centrally computed by the communication service for each peer. This trust value
is the weighted sum of an authenticity score, in fact a reputation, and a behavioural
score based on talk time, incoming call numbers, and outgoing call numbers. They sim-
ulate their approach and compare it to other trust models from the literature against
some [VoIP| social threats and trust model attacks. Security considerations in this work
are quite limited and only consider the authenticity of the other peer. Furthermore,
this authenticity of a peer is actually a reputation score rather than a measure of actual
authentication.

In 2015, Vapen et al. studied the identity management landscape on the web!2.
In their study, they classified the type of information shared by [[dP]to[RP]in five classes:
basic information, personal information, created content, friend’s data, and a transversal
action class. They also defined semi-ordered risk types classes, build as conjunction of
information shared classes. These classes range from R~ to RA++ risk levels, A denoting
action authorization. In addition, their observations show that in practice [RP| offer few
choices of [[dP| to their users, with 47 % offering only one and 19 % offering four or
more [[dP} This situation profits to a few [[dP] trusting the top ranks, with Facebook as
the number one, followed by Google and Twitter.

Middleboxes (2)

Johnston et al. [154] look at the issues of WebRTC communication services in enterprise
networks, . e. the traversal of enterprise firewalls for WebRTC session negotiated over

Figure 2.6: Javed et al.
WebRTC trust model.

12: This paper is not part of
our [VoIP] security research col-
lection.
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Figure 2.7: Service Mode de-
cision process based on con-
text and QUSA profiles.
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[HyperText Transfer Protocol Secured (HTTPS)| They first present an overview of the
issue and identify that current approaches for session border control and enterprise
policies are not applicable to WebRTC. The reason is that contrary to traditional [VoIP|
application using [SIP] WebRTC applications may not expose sessions information to
firewalls. Several possible solutions are then described and discussed. Other issues, not
related to security, are also discussed such as the interoperation of WebRTC technologies
with existing [VoIP] infrastructures.

Singh et al. implemented a Google Chrome extension to apply enterprise poli-
cies to WebRTC calls without help from underlying web application. The extension
overloads the WebRTC [AP]] to intercept calls, it can then insert user’s enterprise iden-
tity in signalling messages. Rather than implementing an [[dP]offering an [[dP] Proxy, the
extension relies on an enterprise public key infrastructure to sign and verify signalling
message. The extension also forces the use of an enterprise media relay, 7. e. a modified
[TURN] server responsible for applying enterprise’s policies.

2.2.4 QObservations

We now compare the surveyed state of the art on WebRTC security to our research
questions. These observations allow us to narrow the focus of our contributions presented
in later chapters.

Threats against user’s security in the context of real-time multimedia communica-
tions and mechanisms to protect against these have been well-studied. WebRTC has
been built on this foundation, and the state of the art on [VoIP| security research con-
tinued to develop since then. As WebRTC is not a full-stack solution, we observe that
researches on WebRT'C and on WebRTC security mainly focus on security at the end-
point, including privacy risks for the users, and the issues of WebRTC deployment in
enterprises. One novelty introduced by the WebRTC security architecture is the integra-
tion of third-party [[dP|into the communication setup through the [[dP|Proxy mechanism.
This specification attracted a lot of interest from the community: as presented in Ta-
ble 2.3] we observe that out of 22 WebRTC security papers, a total of 13 papers reference
the WebRTC identity architecture. However, the security and privacy of this specifica-
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g
S oz
2y & ¢
=% £ &g
- |
Category / Title Year ® B & Z
Social Threats
152 TrustCall: A Trust Computation Model for Web Conversational Services 2017 v v
153 Information Sharing and User Privacy in the Third-Party Identity Manage- 2015 v
| ment Landscape
Traffic Attacks
131] A Decision Theory Based Tool for Detection of Encrypted WebRTC' Traffic 2015 v
132|  Rewvealing Encrypted WebRTC Traffic via Machine Learning Tools 2015 v
Overviews and Surveys
133|  Real-time Communications for the Web 2013 v v
134] Browser-to-Browser Security Assurances for WebRTC 2014 v v
E Real-Time Communications in the Web: Issue, Achievements, and Ongoing 2012 v
| Standardization Efforts
136] How Far Are We from WebRTC-1.07 2017V v
137] A Survey on Real-Time Communication for Web 2015 v v
ot On the Seamless Interaction Between WebRTC Browsers and SIP-based Con-
138 . 2013 v
| ferencing Systems
139 D.1.1 Web-platform security guide 2013 Vv
140 D1.2 Case Study: Security Assessment of WebRTC 2014 Vv
Field Studies and System/Protocol Analysis
141] WebRTC: Your Privacy Is at Risk 2017 v v v
142]  One Leak Will Sink a Ship: WebRTC IP Address Leaks 2017 v
Authentication Protocols
143|  Ensuring Endpoint Authenticity in WebRTC Peer-to-Peer Communication 2016 VvV R VvV
Architectures
144|  Identity Management in WebRTC Domains 2013 v
145  Who Is Calling Which Page on the Web? 2014 v v
146|  User Identity for WebRTC Services: A matter of trust 2014 Va4
147 Umﬁ‘ed Communications as a Service and WebRTC': an Identity-Centric Per- 2015 v v
|  spective
148|  Identity Management for Web Business Communications 2015 v v
149]  Browser-to-Browser authentication and trust relationships for WebRTC 2016 v v v
150 Br2Br: a Vector-Based Trust Framework for WebRTC Calling Services 2006 L VvV v
151] A Question of Quality - VoIP, WebRTC or VoLTE? 2016 v v
Middleboxes
154  Taking on WebRTC in an Enterprise 2013 P
155  Enterprise WebRTC Powered by Browser Extensions 2015 P L

Table 2.3: List of reviewed WebRTC papers. Checkmarks indicate whether the papers look or address the issues of security,
trust model, privacy, security parameters negotiation, and the WebRTC identity architecture. The letters stand for L: limited,
R: recommends, and P: policy trust.
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tion are only studied from a theoretical point of view [143]. In particular, while WebRTC
is intended to be interoperable with any [SSO] protocol, cross-implementation issues be-
tween the protocol and WebRTC are rarely considered 145} [143|. The specification
itself only sketches a short example using OAuth in annex A [50]. Additionally, other
works study the privacy implications of the identity architecture but only consider the
privacy threats posed by a malicious signalling server against user identity. Consider-
ation for this type of threats is already present in the WebRTC security architecture
draft [50]. However, we do not observe research considering threats on the privacy of
the communication from the identity provider itself.

Besides understanding the threats faced by WebRTC users, we also want to act on
a WebRTC session to raise the trust and security level. Some surveyed work propose
to negotiate the configuration of a WebRTC or [VoIP| communication setup in order to
achieve a given security level. The solution of Copeland and Copeland [151] focus on
selecting an appropriate underlying network, i. e. at the network access layer, which does
not allow to manage upper layer parameters. Alia et al. [128] propose an interesting
model for balancing security and However, their utility function is not convincing.
While an additive approach is coherent for modelling performance overheads, it does
not achieve to model the dependent nature of security parameters. For instance, a weak
integrity on the signal path may have an important impact on confidentiality of the
media path.

Increasing privacy, for instance to mitigate address leaks [142], mostly relies
on permanent configuration options such as the selected [OS] or browser parameters.
Choosing proper actors to participate in the communication setup may also be a way to
increase privacy, either because they implement privacy-preserving protocols or because
they are trusted to not compromise user’s privacy. Regarding this last point, we note
that De Groef et al. [143] recommend that browsers allow users to select an of their
choice, i. e. trusted, to participate in WebRTC sessions set up.

We want a model representing both security and trust to help users in the configura-
tion and negotiation of WebRT'C security parameters. A lot of work has been conducted
on modelling reputational-trust in WebRTC [146, (147} [148] {149} |152]. However, these
papers generally do not consider the security of the session and the strength of security
parameters in their models. At most, only the user authentication strength is taken into
account [150]. Alternatively, some researchers [154} [155] consider trust policies with
respect to WebRTC security. However, they focus on applying enterprise policies and
do not propose a complete model of WebRTC security.
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We conducted a research survey on[VoIP|and WebRTC security research. In total, we classified 208
research papers of which 23 were actually addressing WebRTC security. We then reported on the
researches conducted in these 23 WebRTC security paper.

Firstly, we observe that the WebRTC identity architecture attracted a lot of interest from the
community. However, we note that the security and privacy of the specification are only studied
from a theoretical point of view . In particular, the cross-implementation issues between m
protocol and WebRTC are rarely considered [143]. The specification itself only sketches an
implementation with the OAuth protocol in its annexe . We neither observe research considering
the [[dP] as a possible attacker of the user’s privacy. In order to remedy to this issue, we intend to
base our analysis of the WebRTC security and identity architecture on an actual implementation
of [SSO] protocols in the context of a WebRTC service.

Secondly, one of our research objectives is to build a model representing the trust and security of
a WebRTC session and capable of returning a single metric. In our survey, however, we do not
observe research combining elements of trust and security models. At best, one of the trust model
uses limited security parameters [150] which confirms that combining trust and security for
is a novel approach. Existing researchs work on the dynamic configuration of [VoIP| services, but
also uses a simplistic security model [128]. Nevertheless, other researchers recommend that users
be given more control over which y use in and more broadly on the Web .
As we want to give them more control over the trust and security of their WebRTC session, we will
focus on allowing users to negotiate WebRTC identity parameters.
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Foreword on Methodology

As we explained in Section WebRTC is a set of standard specifications aiming to
provide to webpages the capability to setup [VoIP| communications. These specifications
also rely on other standards and techniques: authentication delegation protocols, [VoIP|
protocols and archirectures, JavaScript [AP]] cryptography, ... At the heart of the We-
bRTC identity architecture is the proposal of an abstract authentication interface for
peer-to-peer authentication and the claim that trust in an [[dP] can replace trust in the
signalling path. We aim to study these propositions and at the same time answer our
research questions. However, we believe that formal paper-based study of standards
must be conducted in conjunction with study of running implementations, in a com-
plementary approach. Indeed, standards are ultimately implemented in actual running
code. During this continuous process, implementors may take liberties with the spec-
ification, add non-standard functionalities, or decide to not implement some of them.
Furthermore, cross-implementation issues may arise, in particular when the integration
of two specifications has not been thoroughly considered. This is precisely the case of the
WebRTC identity architecture which only sketches the OAuth 2 protocol integration. It
appears that, from our state of the art survey in Chapter [2] most of the researches on
WebRTC security have been conducted without considering actual implementations.

Actual
Implementation

Our approach, which we represent in Figure 2.8] differs. The first step of our work is
to conduct a study of these standards and techniques. We presented the results of this
step in Chapters [l| and [2l However, we then use actual implementations to answer our
research questions. To do so, we conduct two types of experiments:

Knowledge

Experiment
- Implementation
- Deployment survey

e In implementation experiments we develop software to put an already specified
or a new functionality into action. This allows us to discover actual issues en-
countered during the implementation and integration processes. We describe our
implementations so that our experiments can be reproduced 3.

e In deployment survey experiments, we observe whether a functionality is imple-
mented or used in existing and deployed softwares. Observing an exposed func-
tionality demonstrates if and how it can be used, while observing its actual usage
reveals its importance for other services.

These experiments form the basis of our scientific methodology which we apply in
the following contribution chapters.

Figure 2.8: Overview of our
Scientific Methodology

13: The description of our im-
plementations may also be
helpful for developers facing
similar needs.
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Chapter 3

Privacy Implications of the
WebRTC Identity Architecture

A claim of the WebRTC security architecture specification @/ is that trust
in the signalling layer can be replaced by trust in the[IdP} This has implica-
tions regarding potential privacy issues. As signalling and identity functions
are decoupled, a new actor (the 18 introduced in the communication
setup. FEven-though [IdD already occupies a central role on the Web, their
role in WebRTC' has the potential to reinforce their position. In this chap-
ter, we study the privacy implications of the WebRTC' Identity Architecture.
This part of the WebRTC' specification lacks support on web browsers. To
the best of our knowledge, there is no publicly implementation or deployment
of a WebRTC identity enabled WebRTC service or of an[IdP| supporting the
WebRTC identity architecture. To better understand the WebRTC' Identity
Architecture, it is thus necessary to first implement it. We describe our
implementations in Section 3.1. We then detail additional privacy consider-
ations in Section[T2. One issue we observe is that the[I[dD choice is limited
by the [C which may appear contradictory with the initial objective of the
specification. In Section we study why users cannot choose their [IdH on
the Web.

Contribution 1

Figure 3.1: Overview of our
Contributions: Study of the
WebRTC Identity Architec-
ture.

3.1 WebRTC Identity Architecture Implementation

The explicit peer authentication proposed by the WebRTC specification plays a central
part of the WebRTC identity architecture. For the moment, it is also a feature whose im-
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cation Architecture

plementation in browser lags behind others WebRTC features. The RTCPeerConnection
identity interface is only implemented in Firefox. As a result and to the best of our
knowledge, no [Identity Provider (IdP)|or WebRTC service are supporting it!. Our first
research question (RQ1) consists in understanding the risk for the user of a WebRTC
session. More particularly, in this section we address the following question:

e RQ1.1: Are there any security vulnerabilities in the identity path of the WebRTC
security architecture?

We want to validate our work on a running implementation of the WebRTC identity
architecture. To do so, we develop a simple WebRTC service? offering communication
for two users in a single room. The communication server is built with the NodeJS
framework. Session signalling is done through the [Communication Service (CS)| server
over web sockets and the JavaScripts client code manages the call session. We conduct
our tests on Firefox version 50.1.0.

As the RTCPeerConnection identity interface is provided by Firefox, the missing
part of the WebRTC identity architecture is an [[dP] exposing [[dP] Proxy. In addition to
a WebRTC service, we also implement [[dP] Proxies for three different [[dP] following the
WebRTC specification. The first [[dP] is actually our WebRTC communication service
itself in what we call a local authentication scenario. We present this implementation in
Section [3.1.1] Our two other [[dP] Proxies are developed for two OIDC servers. The first
server is one of the reference implementations by Nat Sakimura?®, while the second one
is an implementation in NodeJS*. We also conducted these implementations within the
context of the reThink project, in order to reuse WebRT'C identity architecture for the
reThink Identity Module (see Section . Section details how we implement
[OpenID Connect (OIDC)|[[dP] Proxies and how we adapt their respective servers.
Finally, in Section [3.1.3] we discuss our implementations.

3.1.1 Local Authentication Implementation

Local authentication refers to a scenario where the [CS also plays the role of the [[dP]in
the WebRTC identity architecture, as in Figure It is not the architecture initially
envisioned by the specification. As we explained in Section 1.3, the decoupling of identity
and signalling functions are meant to prevent the [CS| from setting up a man-in-the-
middle during the call session establishment. This architecture may nonetheless be
useful. Firstly, it provides a simple test case for an[[dP|Proxy with a login and password
authentication as used by most websites not relying on[[dP} Secondly, in an interoperable
signalling architecture, multiple [CS] are used to establish the session. A user may not
trust the signalling path, except for his own [CS] In this case using his [CS] as an [[dP]
would offer a protection against man-in-the-middle attack from other [CS| Finally, in
compatibility scenarios call transit through a legacy interface, for instance, a
[[nitiation Protocol (SIP)| Gateway. In this case, the legacy interface plays the role of
both the [CS and the [P

Functionally, our implementation of the [[dP] Proxy maps the identity assertion to the
contents parameter, i. e. the session fingerprint. The identity assertion thus serves as
the key to retrieve claims covered by the assertion, and verify in the process that these
claims were effectively registered on the [[dP] Figure 3.5 presents the identity assertion
generation interface exposed by the server to the[[dP|Proxy and its sequence diagram. To
store a new pair, the generateAssertion function of the [[dP|Proxy POST a content to
the /assertion REST interface. After the server checked that the user is logged in, the
user’s identity and content parameter are stored in a map and the key is returned with
an|HyperText Transfer Protocol (HT'TP)|200 success response. The Proxy then uses
the key to instantiate an RTCIdentityAssertionResult (see Figure3.3) and resolve the
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3.1.

generateAssertion promise with it. On the promise’s resolution, the browser adds the
assertion dictionary to the [Session Description Protocol (SDP)| message.

dictionary RTCIdentityAssertionResult {

required RTCIdentityProviderDetails idp;
required DOMString assertion;

+;

dictionary RTCIdentityProviderDetails {
required DOMString domain;

DOMString protocol = "default";

};

Alternatively, if the user does not have an active session, the generateAssertion
promise is rejected with an IdPLoginError [JavaScript Object Notation (JSON) object.
This object may contain an idpLoginUrl element, which can be used by the client
service to open a login page on the [[dP] A successful login following this
source Locator (URL)|is signalled by a LOGINDONE message sent using the postMessage
Application Programming Interface (API)|to the login page’s opener window, i. e. the
communication service client page.

<script>window.opener.postMessage (’LOGINDONE’, ’*’)</script>

Figure 3.6 shows the local identity assertion validation REST interface and its asso-
ciated sequence diagram. To validate a received identity assertion, the peer’s browser
downloads the [[dP| Proxy from the [[dP] which produced the identity assertion. The
RTCIdentityProviderDetails dictionary (see Figure , included in the assertion,
describes the[[dP]Proxy location. Once the browser instantiated the verifying[[dP] Proxy,
it calls the [[dP| Proxy’s validateAssertion function. Our implementation of this func-
tion sends a GET request to the /assertion interface, using the provided assertion (see
Figure 3.6a). The result of the request is a object containing the stored identity
and content. This object is used to instantiate an RTCIdentityValidationResult dic-
tionary (see Figure which is then returned to the browser. The browser verifies that
the provided contents matches the [SDP) fingerprint attribute, binding the fingerprint
to the assertion’s identity.

dictionary RTCIdentityValidationResult {

required DOMString identity;
required DOMString contents;
s
3.1.2 1IdP Proxy with OpenID Connect

In order to integrate our [DIDC]| servers into the WebRTC identity architecture, the [[dP]
Proxy acts as the [OIDC| client. In this role, the [[dP] Proxy requests an ID Token to the
[[dPl The [dP] authenticates the user and verifies that the user has authorized the [[dP]
Proxy to obtain an ID Token. As the [[dP] Proxy is a JavaScript code running inside the
user’s browser, i. e. client side rather than server side, we use the [OIDC] implicit flow.
This flow allows the client to directly get the requested token, as explained in The
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Figure 3.3: RTClIden-
tity AssertionResult speci-
fication in WebIDL. The
assertion is an "opaque
string that MUST contain
all information necessary
to assert identity". It is
consumed by the validating
1dP.

Figure 3.4: RTCldentityVal-
idationResult specification in
WebIDL.
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POST /assertion
Parameters
content The fingerprint string to use as a claim in the
identity assertion.
Response
200 Success
id: 0,
"user": "bob@idp.com",
"contents": "01234"
}
302 User not authenticated
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Figure 3.5: Local Identity Assertion Generation
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GET /assertion/{assertionld}
Parameters
assertionld The assertion id to verify.
Response
200 Success
"identity": "bob@idp.com",
"contents": "01234"
}
404 Identity assertion not found

(a) /assertion GET API
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Figure 3.6: Local Identity Assertion Verification
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5: Fetch is a standard web
[APT] for network requests
similar to the XMLHttpRe-
quest (XHR) interface. An
advantage of using the Fetch
[AP]is that it easily integrates
with the promise based We-
bRTC interfaces. See https:
//developer.mozilla.org/
en/docs/Web/API/Fetch_API
for more details.

resulting ID Token covers the user’s identity and the session fingerprint as claims. It
thus serves as the WebRTC identity assertion. Our implementation, however, requires
additional modifications to [OIDC]| requests.

Firstly, we include the session fingerprint as a claim of the ID Token payload so that
it is covered by the server’s signature. To send it to the server, we define a new request
parameter, rtcsdp, to convey this value in the request. In practice, this parameter
function is quite similar to the nonce request parameter. Both convey random opaque
numbers making the request unique. However, in some cases, a WebRTC session may
reuse a previously established key and thus the same session fingerprint twice.

Secondly, [OIDC] interactions with the user normally happen through a new tab or
popup opened by the browser. This graphical user interface allows the [[dP] to au-
thenticate the user or request user’s consent before authorizing the requesting client.
However, in our case, the [[dP] Proxy is running in a sandboxed invisible iframe. The

OIDC| /authorize GET request (see Figure 3.7) is thus executed through the Fetch
APIP. Such requests are invisible to the users, i. e. no new tab or window are opened,
hence why the [[dP] Proxy has to throw an IdPLoginError in order to interact with the
user. As we described in Section [3.1.1] this happens if the user is unauthenticated. In
the [OIDC] case, it also happens if the [[dP] Proxy client has not been authorized by the
user. The login or authorization URL is returned in an IdPLoginError to the[CS| which
opens it so that the user can login or authorize the[[dP|Proxy. In either case, the process
followed by the user lands on a page messaging the LOGINDONE signal to the [CS| The url
of this page is defined using the redirect_uri parameter of the /authorize request.
When receiving this message, the @ restarts the generateAssertion procedure.

Finally, we also implement a new response_mode value. In thel@implici‘c flow, a
successful authorization redirects to the client web page. The ID token would be returned
with the redirection either in the redirected URL’s query or fragment. However, both
query or fragment are inaccessible from a Fetch (or XHR) response after following a
redirection. Instead, the [[dP| returns the ID Token in the response body. We thus
define a new response_mode value: body and modify the [[dP] server implementation
accordingly.

Note that the response_mode and redirect_uri parameters are conflicting as they
correspond to different HTTP response code, 200 and 302 respectively. In our imple-
mentation, the redirect_uri is only followed if response_mode is not set to body.
Figure 3.7 shows our modified /authorize request specification.

To verify the ID Token validity, its signature must be verified by the [[dP] Proxy
when it is executed from the other peer’s browser. It is either possible to add the [[dP[s
public key in the [[dP] Proxy code or retrieve it from a secured location on the [[dP}
Optionally a reference to the key [URI] could be included in the ID Token header jku
parameter. This solution is discouraged by the [OIDC]specification which states that “ID
Tokens SHOULD NOT use the JWS or JWE x5u, x5c, jku, or jwk Header Parameter
fields” 65].

3.1.3 Observations

We note that the Firefox implementation is more restrictive than the specification re-
garding identity format. Firefox requires that the identity, the human-readable identifier,
be in an email format with the domain of the email equals to the [dP] Proxy domain.
This format prevents domains from asserting identity from other domains, e. g. identifier
ending in [@orange. com could not be claimed by an [[dP] Proxy from the [dr.evil.net
domain. However, using the email’s domain as an indication of the [[dP[s domain name
is often an over-simplification. As an example, Figure 3.8 shows the Google identity
selection popup. Although the popup’s domain name, i.e. Google’s [[dP] domain, is
accounts.google.com, user’s identifiers may end in @gmail.com. Some valid identifiers
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Table 3.1: JavaScript code
lines for the local authentica-
tion IdP Proxy implementa-
tion.

Module New code lines Total code lines

Proxy 66 66
Routes 38 290
Model 16 89
Project 120 6641

may even end in other domain names if the user did not activate his Gmail mailbox, for
example, @orange . com.

As shown by Table [3.1] the implementation of the local [[dP] Proxy is quite simple.
Proxy, Routes, and Model give the new and total number of JavaScript code lines
respectively for the [[dP] Proxy, the [HTTP] interface implementation, and the database
model. On the project as a whole, our implementation required only 120 JavaScript code
lines. A number to be compared to the 6641 code lines, excluding NodeJS dependencies,
of the full WebRTC service project.

Compared to the local[[dP|Proxy, implementation of an [OIDC|IdP|Proxy is a complex
task. Firstly, while following the same structure, the [[dP] Proxy is larger due to its
requirement of ID Token signature verification, client key retrieval, and the handling of
[JSON] objects. The [[dP] Proxy JavaScript file contains 207 JavaScript code lines. The
more complex modifications are however made on the [OIDC|server itself. We add a few
utility functions to the [ITTP]interface, but we also modify the core [OIDC| modules to
support the parameters we introduced: response_mode=body and the rtcsdp ID Token
claim. While these modifications are not that heavy in terms of code lines, they require
the understanding and modification of a large code base. As an example, the NodeJS
dependency implementing the [OIDC] specification contains 1274 code lines in a single
file.

Another issue of the [OIDC|implementation is its reliance on non-standard modifica-
tion of the specification. Industrial deployment of standards protocols may follow strict
policies regarding the implementation of non-standard features. In our case and due
to the policies of our company, integrating our proposed change to the [OIDC] server in
production would have required to first get them published by the OpenID foundation.
The complexity of the[OIDC]implementation does not seem to brings benefits compared
to the simple solution of the local authentication [[dP] Proxy.

Our implementations show that [DIDC] facilitates the creation and signature of We-
bRTC identity assertion in an open standard format: [OIDC| ID Token. However, it
requires the modification of a complex code base not initially designed for this use case.
While using the ID Token format may have practical use cases to exchange WebRTC
Identity assertion. For some use cases, it may be as simple to use a map interface secured
through [HyperText Transfer Protocol Secured (HTTPS)|

3.2 RQ1.1 Additional Privacy Considerations

We presented the WebRTC security architecture in Section [[.2] and reviewed previous
research works on WebRTC security in Section From this work, we observed that
the identity path proposed by WebRTC security architecture has only been studied
from a theoretical point of view and that in these works [[dP] had not been considered
as possible attackers against the users’ privacy. In this section, we answer RQ1.1 by
presenting new risks for the user’s privacy introduced by the [[dP] Proxy component.
These privacy considerations were revealed by our implementation process.
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3.2.1 Audience Issue

In addition to the rtcsdp claim, i.e. the session fingerprint, the WebRTC identity
assertion carries two important information: the peer’s identity in human readable form,
and the peer’s identity provider fully qualified domain name. Both pieces of information
are necessary so that the assertion can be verified and associated with a peer’s identity.
But from a privacy point of view, they are sensible identifying information. In the [SDP)|
message, the identity assertion is an opaque string encoded in base 64, which means that
it has no actual definition. However, the [[dP] Proxy can be downloaded by any party
and instantiated to decode the identity assertion.

Although we explain this privacy issue with the [OIDC]|scenario, it is present whether
or not the [[dP] Proxy is based on [OIDC| As we explained in Section OpenlID
Connect is based on OAuth2, an authorization protocol. As such the concept of autho-
rization and user consent is central to the protocol. In theory, the client, identified by the
client_id in [OIDC] requests and the audience claim, is authenticated by the [[dP} In
the implicit flow, the client authentication is not performed explicitly and instead relies
on the redirect_uri redirection to the client. In the WebRTC use case of user-to-user
authentication, the redirect_uri is not followed as the ID Token is transmitted to the
other peer over signalling. There is no clear definition of the intended audience®
and in our implementation we define and use a unique [[dP| Proxy client and client_id.
We explored the alternatives of one client_id for each user, each[CS] or for each pair
of user without finding clear advantage to any of these solutions.

As represented in Figure 1.15, both generateAssertion and validateAssertion
functions use an origin parameter. This parameter is the origin of the [CS which required
the instantiation of the [[dP] Proxy However, the validateAssertion is executed after
the identity assertion is transmitted over the signalling path. As a result, the [[dP| does
not know the signalling endpoint’s origin during the generation of the assertion. Some
policy checks could still be applied during the execution of the validateAssertion
function, eventually preventing the decoding and decryption of the identity assertion.
But the specification does not define the error that should be returned in this scenario
and does not plan for transmitting a consent request back to the user. Implementing
such consent mechanism could be allowed using a push notification to the user’s device.

On the other hand the generateAssertion can interact with the user through the

Figure 3.8: Google identity
selection webpage.

6: The audience may not even
be known a priori, for instance
in the case of a call to an
anonymous peer.
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Figure 3.9: This JavaScript
code starts multiple invisible
WebRTC sessions. It then as-
sociates an [[dP] for each of
them and extract their gen-
erated identity assertion.

[[dPLoginError. It can thus be subject to user authorization and [[dP] policies, as long
as the [[dP| implements such mechanism. Otherwise, without appropriate protection
on the [[dP] Proxy, a web page could look for the user’s identity. This could reveal
user identities, or at least existing user accounts on [[dPk. For instance, given a list
of WebRTC compatible [[dPk, running the script described in Figure [3.9] would reveal
identity assertion from unprotected [[dPk with active sessions. This is a major issue, and
implementors should take appropriate measures to protect their interfaces against such
vulnerabilities.

IdPArray.forEach(function(idp){
var pc = new RTCPeerConnection()
pc.setIdentityProvider(idp.domain, idp.proxy)
pc.getIdentityAssertion()
.then(res => alert("Got your ID token: "+res))

b

The only visible hint to the user that a WebRTC session is starting happens when
the browser requests consent to share video and audio input. But it is also possible to
start a WebRTC session without any attached media, as in our example in Figure In
this case, the session is invisible for the user without looking into the browser WebRTC
session statistics. The [Interactive Connectivity Establishment (ICE)|IP leak issue (see
Section is due to the same weakness where the user may not see and control the
start of a WebRTC session. A solution implemented to fix this issue is to tie the im-
plicit sharing of private [Internet Protocol (IP)|addresses with the explicit authorization
granted to the getUserMedia interface [95]. The same solution could work to implicitly
authorize the sharing of identity information for legitimate WebRTC session. However,
it may prove too restrictive for some use cases such as authenticated data sessions. An
alternative solution would be to have the browser explicitly manage consent for authen-
tication.

3.2.2 1IdP in a Central Position

The WebRTC Identity Architecture replaces the users’ trust in [CS| by trust in [[dP)]
to ensure secure communication through untrusted signalling. Although [[dP] already
occupy a central role on the Web, they gain the ability to track any user call covered by
an identity assertion.

Indeed, the [[dP] Proxy code is deployed on both sides of the call and running in the
context of its[[dP[s origin. It is also subject to the same sandbox restrictions whether on
the identity assertion generation or validation side. This implies that an[[dP] Proxy can
place and read cookies on a user’s [User-Agent (UA)| verifying an assertion. Note that
the user verifying the identity assertion does not actively access the [[dP] it only receives
a call offer or answer containing an identity automatically verified by the browser. The
[[dP]| Proxy reading cookies could allow the [[dP]to track a user’s call history. Eventually,
even an identity unknown to the [[dP]could be linked with a known identity, and the call
history versed into an existing profile. The [[dP]can also track user calls across multiple
[CS] as long as they use, or are called with the same [[dP]

Reusing the classification proposed by Vapen et al., presented in Section this
ability to track user call history could at least be classified as R+. It could even be
classified as R++, the highest privacy risk level, with regards to the verifying user’s
data as it would fall under the Friend’s data class of privacy risk. However, users may
not have authorized or even be aware of such tracking capacity. It is interesting to note
that the information sharing relation is here reversed between the [[dP| and the [CS| In a
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classical authentication delegation, the user authorizes the [[dP] to share resources with
the[Relying Party (RP)} However, in this case, the[CS|is in possession of call information
and shares them with the [[dP| by adding it to the call setup.

3.3 Why Can’t Users Choose their Identity Providers
on the Web?

In Section we presented how the WebRTC identity architecture may be used by
[[dP] to track user calls without explicit user’s authorization or awareness. As shown by
Vapen et al. [153], on the web, users are presented with a very limited choice of
when signing in with authentication delegation. They reported that 47% of observed
offer only one [[dP| and only 19% offer four or more [[dP| Due to the identity continuity
constraint” the same limitation on offered choices applies to WebRTC Users
may have more trust in [[dP] whose business model does not rely on selling personal data
or which they would host themselves [157]. However, current [Single Sign-On (SSO)|
implementations do not permit users to make this choice.

Several reasons could explain that users choice is limited by the decision of the [CS]
Verifying the validity of these reasons would reveal if “we can let users chose actors
they trust to participate in the communication setup” (RQ3) and eventual solutions to
achieve this. In this study we thus address the following questions:

e RQ3.1: Do [RP|require specialised [API?

e RQ3.2: Is dynamic discovery and registration commonly available for [RP]?

e RQ3.3: Do[RP|require a trust relationship with the supported [[dP]?

3.3.1 The Study: OAuth Request Collection

To answer the first of our research questions we implement a browser extension to parse
the browser navigation history and look for OAuth 2 and [OIDC]| authorization request
[URT] These requests can be identified as OAuth 2 requests by observing the presence of
keyword parameters. They contain information identifying the [RP] making the request,
the [[dP] to which the request is destined and the scopes requested by the [RP}

https://accounts.google.com/o/oauth2/auth?
client_id=74[...].googleusercontent.com&
response_type=code&
redirect_uri=http://www.dailymail.co.uk/
registration/signin/google.html&
scope=email+https://www.googleapis.com/
auth/plus.login&
[...]

The in Figure is an OAuth 2 request for an accounts.google.com (URL
Domain Name) authorization following the OAuth 2 code flow (response_type=code).
The request comes from the OAuth 2 client 74658[. . .] .apps.googleusercontent.com,
also identifiable through the redirect_uri parameter as dailymail.co.uk. Compari-
son of redirection [Uniform Resource Identifier (URI)| domains allows associating client
from several [[dP] to a single actual [RP} For instance, this client and the facebook.com
client registered as 146[...]195 both share the same redirect_uri domain name.
The requested scopes are email and https://www.googleapis.com/auth/plus.login.

7: We presented the identity
continuity constraint in Sec-
tion [[.2] which implies that the
[[dP] set by the[CS|for the com-
munication session would be
the same as the one the user
would have previously chosen
to authenticate to the CS.

Figure 3.10: Example of an
OAuth 2 request collected by
our extension.
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8: http://www.alexa.com/
topsites

9: Our initial objective was to
share the extension to a large
panel. We later switched to the
Alexa ranking as our panel was
too small. However, a large-
scale study could deliver inter-
esting results, particularly re-
garding smaller websites.

10: Chinese [[dP] also vary by
the type of authentication
mechanism as they often use
phone authentication through
a QR code.

Note that these [URT] do not contain private information regarding the user as they are
accessed before the user is identified or authenticated.

To collect data, we manually visit each of the top 500 websites from the Alexa rank-
ing® and try to use each one of the solutions offered by these websites®. The visited
[URT] are recorded into the browser history and then parsed by our extension. In Sec-
tion [3:3.2) we present the results of our study and use them to answer RQ3.1. Finally, we
use data on collected [RP]and [[dP]to answer RQ3.2 and RQ3.3 in Sections [3.3:3] and [3.3.4]
respectively.

As our data-collection search is focused on OAuth 2, we do not collect requests for
[[dP] using other protocols, e. g. Twitter and Amazon. However, we scarcely encounter
[RP)] offering only these [[dP} as a result, the large majority of visited [RP] is captured
by our extension. In total, we observe 103 unique [RP| and 23 OAuth 2 provider’s
domain names. The two biggest observed [[dPk are undoubtedly Facebook and Google,
respectively serving 63 and 52 [RP} The third most observed [[dP] is Twitter with 30
request [URT] but it uses OAuth 1 and as such is not included in our data.

While our results confirm the claim that users are offered a limited choice of [[dP}
interestingly we also observe some variations of the number and domain of supported
[[dP] based on [RP| geographical origins. Firstly, Chinese websites only offer to log in
through Chine such as QQ.com!?. Occidental websites, i. e. North-American and
European, mostly offer to log in through one or both of the top two [[dP] sometimes
with a third solution. Finally, Russian websites offer the largest number of solutions as
they include Russian [[dP] e. g. VK.com, and occidental [[dP] often not limited to the top
three providers. Other regions were not represented in sufficient numbers to draw any
conclusion.

3.3.2 RQ3.1: Do RP require specialised API?

[RP] not only require user authentication but also authorization to access protected re-
sources. These resources may vary in nature, and may not share a standardised data
format when of the same type. One reason for [RP| not to allow signing in with any [[dP]
could be that they require specific resources, which are not available on any [[dD}

We classify [RP]in three categories: Authentication, Profile, and Specialised, in func-
tion of the scope observed in OAuth 2 authorization requests. Authentication classed
[RP] only require an assertion that the user got authenticated by the [[dP| Any [[dP]could
serve such given a standardised assertion (e. g. a signed JSON Web Token (JWT)).
This authentication assertion may also contain the user identifier for the [RP]s use. [RP|
classified as Profile require basic user profile information in addition to an authentication
assertion. These pieces of information are often used to complete their own database
and provide a personalised user experience. [[dP] would need to give access to resources
in a standardised data format in order to avoid a specific implementation on [RP] side.
Finally, Specialised [RP] require specific resources, for instance, write access on a user
shared repository. By definition, services provided by [RP]of this class are specialised to
use resources from a few [[dP} each one requiring its own implementation. They cannot
be generalised to cover a broad range of [[dP]

Figure 3.11 presents these classes, ordered by specificity. Indeed, access to a partic-
ular [AP]] is more specific than accessing generic profile information. Similarly, getting
access to a username and phone number is more specific than authentication, which
could be abstracted to a boolean, i. e. authenticated or not. Although special cases
may exist, e. g. access to authorized resources without authentication of the user, this
classification allows us to define which [RP| could, in theory, accept any [dP} and which
one would be bound to a particular [AP]]

We classify each [RPHIAP] relationships, 4. e. each collected client_id, into one of our
three classes. We evaluate from the available documentation if the requested scopes give



http://www.alexa.com/topsites
http://www.alexa.com/topsites

3.3. WHY CAN’T USERS CHOOSE THEIR IDENTITY PROVIDERS ON THE WEB? 7

authentication

profile

profile +

specialised

access to a specialised [API] a profile information [API} or an authentication assertion.
Differences between classes may be blurry, for instance, email and friends list can be
considered as user profile information. However, email alone is often used as a unique
user identifier in conjunction with a proof of authentication. [OIDC] defines a list of user-
information claims and their types, we consider this as the standard for user information.
Other types of information and [AP]] e. g. friends lists or cloud access, are non-standard
and not available from every [[dP] We classify these requests outside of the Profile and
Authentication classes as Specialised. Ultimately we define our classes as follows:

e Authentication: requests only subscriber identifier scopes, e. g. the openid or
email scopes.

e Profile: requests scopes for user informations equivalent to [OIDC[s standard
claims.

e Specialised: requests any scope not classified as either Authentication or Profile.

Some [RP] offer to sign in with multiple [dP] and may require different types of in-
formation for each [[dP} As a result, they may be classified differently for each of their
implemented [[dP] Based on common redirect_uri domain names, we regroup clients
into unique For each we attribute a minimum (MIN) and a maximum (MAX)
classes, noted MIN/MAX. As an example, a [RP]| classified as Authentication/Profile
requires to access profile information on some of the supported [[dP] options, but only
requires an authentication proof and a unique identifier on at least one offered [[dP] [RP)|
offering only a single are classified as MIN /-.

Result analysis

Our observations, summarised in Table reveals that a majority of @ 58% of
103, are classified as Authentication or Profile. MAX-classed 40% in total, are
the one providing support for multiple [[dP] In our observations, 24 out of 56 [RP] with
a Specialised class are classified with a MIN class of Authentication or Profile. This
double classification demonstrates that while some websites require Specialised services,
they also adapt to support other [[dP] offering fewer resources. Note that this also leads
to different privacy risk levels for the user. On the other hand, 34 % of observed are
rated as MIN-Specialized.

The large majority of Specialised [RP] use resources from [Online Social Network]
such as friends list, user likes, and extended profile information. While data
from different social networks can be similar from a conceptual point-of-view, the for-
mat and[APT used to access these data depend on the functionalities and concepts offered

Figure 3.11: Classification of
RP-IdP relationships.
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Table 3.2: Observed relying
parties’ classes

Some RP offer to sign in
with a single IdP, we clas-
sify them with a single class,
e. g. Profile/-. Other RP of-
fer multiples IdP, their re-
lations with these IdP may
belong to a single class,
e. g. Profile/Profile, or differ-
ent classes, e.g. Auth/Spe-
cial. For these RP we show
the minimum and maximum
classes they offer. Risk class
refer to privacy risk classes
as defined by Vapen et al.
(see Section 2.2). When a
RP has different risk class due
to multiples RP-IdP relation-
ships, we give an interval for
the Risk classification.

Min/Max Classes Observed Risk class

Authentication/- 10% (10) R—
Authentication/Auth 1% (1) R—
Authentication/Profile 9% (9) R—
Authentication/Special 6% (6) [R—; RA+]
Profile/- 13% (13) R—
Profile/Profile 2% (2) R—
Profile/Special 17% (18)  [R—; RA+]
Specialised /- 26% (27) [R; RA+]
Specialised /Special 5% (5) [R; RA+]
No Scope 11% (11)

Total 100% (102)

by social networks. In these cases, the user fully depends on implementation choices by
[RP] Although being a standard protocol, OAuth 2 lets [[dP| define their scopes and data
formats. As a result, [[dP] may provide similar results in different scopes and data for-
mats. For instance, we observed six different scopes for email access and seven different
scopes for basic profile information. This gives an indication on the lower bound of the
implementation work that [RP] must complete to support these [[dP.

solves this problem by standardising basic profile claims (e. g. profile, email,
address, ...) as well as the scopes, endpoint, and data format to retrieve these pieces of
information. From our observation, only four [[dP] out of twenty implement [OIDC] as
reported on Table Notably, Google is one of the OIDC providers and serves 50 %
of observed while Facebook does not implement it and serves 63 % of observed
Other serve less than 6 % of each. However, out of the 52 using Google’s
[SSO] only 22 request standard [OIDC]| scopes, and from these 22 only 10 request [OIDC]|
ID Token. Surprisingly, we also observe that out of the 34 [RDP| using the Google [AP]|
scopes, 19 were using deprecated scopes.

of MIN-Authentication and MIN-Profile classes represent 58 % of all observed
[RP} We defined these classes as being equivalent to claims covered by [ODIDC|requests. It
appears that from our observations, the quantity and type of information shared under
these scopes would be sufficient to login into a majority of websites. We thus conclude
that current standards for [AP]]and data format do not appear to be a hindrance to[SSO|
interoperability. However, there is a clear lack of implementation of these standards from
big [[dP] e. g. Facebook not implementing [OIDC|or Twitter not implementing OAuth 2.
But the lack of implementation effort also comes from|[RP] A non-negligible proportion of
them did not update their [SSO]implementations to the latest versions. Implementation
cost may be a reason, but we also note that studied websites come from the most 500
visited websites. They should have the resources to update their implementations.

Regarding scopes for sharing data such as friends list, we observe that 43%
of [RP] using [OSN] data also implemented other [[dP| without requesting [OSN] data.
This is even the case when such data would be available from the [[dP} e.g. with the
accounts.google.com[APIl On one hand, a standard format for [OSN]data could allow
more interoperability between [RP] and based [[dP] But on the other hand, since
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the [RP] can accept non{OSN]|[[dP} sharing of [OSN] data appears to be non-mandatory.
The possibility to opt-out of consent for data sharing is however often not offered or not

clearly advertised.

3.3.3 RQ3.2: Is dynamic discovery and registration commonly
available for RP?

In order to support sign-in on an [RP] with any [[dP] the identity protocol must offer
discovery mechanism. This mechanism allows the [RP] to find the [[dP[s protocol param-
eters from a[UR]] provided by the user. Depending on the protocol this [URI may be for
instance the user identifier or a resource location on the[[dP] Without discovery, the [RP|
may not know which endpoint to use on the [[dP] or which public keys and algorithms
to use to verify information provided by the user or the [[dP] Additionally, the protocol
should also allow interactions between [[dP] and [RP] without prior manual configuration.
Some protocols require the [RP| to possess credentials to be authenticated by the[[dP] In
this case, a dynamic registration process must take place before any further interactions.

For instance, OAuth 2 recommends that the [RP] possesses a client identifier and
secret for authentication in order to retrieve an access token. The use of an unregistered
client is not excluded by the specification, but our investigation did not reveal any
use of this. Similarly, [OIDC] requires the [RP] to be authenticated to get access and
identity tokens. The current OAuth 2 version does not specify dynamic registration
mechanism, but optionally offers discovery [158] and dynamic registration [159).
discovery uses Web Finger [160] to find user’s from the user identifier and
standardises [[dP[s metadata location. Metadata are in turn used to find, if available,
the dynamic registration endpoint. However, both discovery and dynamic registration
extensions are optional. [Request For Comments (RFC)| 7591 [161] proposes to generalise
the specifications of [DIDC] discovery and dynamic registration to the broader OAuth 2
specification.

Table 3:3] summarizes the observed OAuth 2[[dP] In total, we collect 23 unique [[dP]
domain names. Out of those, 15 are not requested with a scope parameter and are
not included in our OIDC features investigation. For instance, the rambler.ru request
to instagram.com does not contain a scope parameter, but Instagram still asks some
authorization to the user. On the other 18 unique [[dP] domain names, only 5 are used
with a openid scope. This indicates implementation of [OIDC]

The standard end-point for [OIDC] configuration metadata is accessed on the path
/.well-known/openid-configuration. We access metadata for each observed [OIDC]|
provider. In total, only two out of five offer openid-configuration metadata. None
of these metadata defined dynamic registration and we neither found support for Web
Finger. We are not able to test Web Finger for every [[dP] as some [[dP] do not offer a
look-up compatible user identifier!!.

Again, existing protocols offer discovery and [RP)| registration capabilities but im-
plementations are missing these optional functionalities. This mechanism is nonetheless
compatible with manual configurations of [dP] As such [RP]could nonetheless implement
it to demonstrate interest and support [[dP|allowing dynamic registration. However, this
would impose an additional component to add to the login page and an associated imple-
mentation. Users would also need to know and enter their [OIDC|identifier or provider for
the discovery mechanism, which may not always be obvious. There is clearly a usability
limitation compared to the “click to sign in” use of [[dP] button.

11: As explained in Sec-
tion m an email identifier
may not have the same domain
name as the [[dP] In this case,
Web Finger look-up would
discover the email domain
rather than the [[dPls one.
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Table 3.3: Observed OIDC
and discovery features Imple-
mentations

IdP RP OIDC Metadata

www.facebook.com 63

ot
[N}

accounts.google.com
oauth.vk.com
graph.qq.com
login.live.com
account.live.com
www.linkedin.com
connect.ok.ru
login.microsoftonline.com
services.Adobe.com
github.com
feedly.com
www.livejournal.com
connect.mail.ru
open.weixin.qq.com
api.weibo.cn

mixi.jp

X X X X X X X X X X X X X N X X N X

— o= = R = R R R W W W W ot D

oauth.riotgames.co

o A X X X X X X NN X X X X X X N X

Total 103

w

3.3.4 RQ3.3: Do RP require a trust relationship with the sup-
ported IdP?

The decision by the [RP|to implement a particular [[dP] may rely on a trust relation. For
instance, a [RP] may expect verified profile information from a governmental institution
or a secure authentication process with a two-factor authentication.
[Assurance Levels (AAL)|are usually used to characterise the strength of an identification
process during the user enrolment and authentication. Similarly, an [[dP] may trust a
[RP} or more particularly monetise access to an [API] This implies that [RP] and [[dP] got
into an agreement involving registration of payment methods which is out of scope of
existing dynamic registration specification.

Trust relations can be either implicit or explicit. Implicit relations are difficult to
characterise as they are not clearly visible from the user point of view. For instance,
the web site service-public.fr, which provides direct access to French governmental
service, only offers to log in with an account from other public services such as the tax
department, the social security service, or the national postal service. Other implicit
trust relations may be due to strategic decisions, for instance limiting [RP] access to [[dP]
of the same company. This is the case for |developer.microsoft.com, as it only allows
login through the login.windows.net|[[dP} both being Microsoft’s services. In these
scenarios, the [RP] would not allow the user to choose any [[dP}

Explicit relations may be more easily characterised as the [RP| clearly request a solid
information. For instance, Orange’s [OIDC|[[dP] offers the scope form_filling. This
scope substitutes to [OIDC] profile scope and allows the [RP| to access qualified Orange
information, for instance, the telephone number linked to the user subscription. Such
relation may either fit into the Specialised or Profile class, depending on the [RP] will


service-public.fr
developer.microsoft.com
login.windows.net
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or capacity to accept generic information, such as standard [OIDC]| profile. We classify
these relations as profile+, as shown in Figure 3.11. Similarly, [OIDC|[RP)| can verify
if the email was verified by the [[dP] through the email_verified boolean value. As
this verification is done on the server side, it is not visible from the user point of view.
Explicit trust relations may also be linked to a contract between the [RP] and [[dP] Note
that other common scope may also be subject to an agreement, though it is impossible
to determine without investigating actual [[dP|[AP]] terms of use.

Trusting a presented identity and the associated authentication process is a complex,
and sometimes subjective matter, especially on the web. For instance, social networks
such as Facebook and services using them, claim their identity to be trusted. These
claims are backed by social relationships, evaluation between users, or real-name usage
policies. But stricter organisation, such as governments and banks, would not accept
these identities. OpenID Connect allows requesting a specific authentication level with
the [Authentication Context Class Reference (ACR)| parameter, referring to the ISO
[AAT] Data collected during our OAuth 2 investigation did not reveal acr parameter
usage in [OIDC| requests. Out of the hundred and three observed [RP} we estimate that
fourteen have an implicit trust relationship with their [[dP] In most cases, these [RP|
only offer a single compatible [[dP] from the same company. Four of these [RP] are also
classified as Specialised/-, indicating that they would not be able to accept any in
the first place. We found no occurrence of an explicit trust relationship in our panel.

It appears difficult to judge if trust is an issue that would impose manual config-
urations of relationships. To some extent, a decision to support a particular
[[dP] can be considered as an implicit trust decision. But whether [RP] are willing to
trust other [[dP|in order to offer more control to their user remains an open question. It
seems to us, that a solution to simplify the discovery and registration of [[dP] endpoint
should nonetheless give [RP| the option to control the range of compatible [[dP] and the
authentication strength for trust reasons.

3.3.5 Developer Survey

To further investigate the reasons why some [[dP] are implemented rather than others,
we want to know the developer point of view. Of course, the choice of an [[dP] depends
on a lot of other factors than the developer’s opinion. First of all the actual project and
its constraints are decisive parameters. But we believe that developer’s preferences also
play an important role in the technology and providers chosen for implementations.
We conducted a survey during the BreizhCamp 2017, a regional conference targeted
at developers from local information technology companies. During this conference we
distributed questionnaire (see Figure 3.12) on tables and at our own exposition booth 2.
The questionnaire consists in rating the value of six properties of [[dP]in the developer’s
opinion from 0 (low value) to 5 (high priority). The properties to rate are as follows:

e The strength of the enrolment process.

e The strength of the authentication process.

A popular [[dP]would have a large user base size and allow many users to connect
to the developer’s website.

The ability for the developer’s website to access [[dP[s [AP]] and users’ data.

The implementation complexity, i. e. maturity, trending technology, documen-
tation availability, SDK availability, ...

The user experience when enrolling and authenticating with the [[dP]

12: We participated to the
BreizhCamp as members of
the reThink project which was
sponsoring the event.
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Figure 3.12: BreizhCamp Developer Survey
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Participants are also required to rate their experience in the field of identity manage-
ment. This allowed us to discard a single commercial profile and only consider answers
from technical profiles. In total, we thus have 24 exploitable surveys. All considered
respondents are at least familiar with identity management as end-users, and most are
capable of quoting some protocols.

Figure [3.13| shows the minimum, mean, and standard deviation for each parameter
of our survey. We observe a separation of parameters into two main categories:

The first category regroups properties with a high-value and a low standard devia-
tion: 7. e. authentication strength, implementation complexity, and user experience. All
parameters in this categories demonstrate a minimum rank of 2, a high mean value close
to 4, and a standard deviation under 1. In our opinion, this shows that a consensus
from developers exists on the importance of these properties. This is easily explained
as developers have all in common the core task of implementing practical and secure
websites, with library they are able to use.

On the contrary, enrolment strength, user base, and access to[AP]]all show a low value
and a high standard deviation. The enrolment strength and access to [AP]| parameters
have a low mean value of 2.6, and a high standard deviation of 1.5 and 1.8 respectively.
The need for access to an API is highly dependent on the website use-case, which may
explain the absence of consensus. Enrolment strength is also dependent on use case,
but from discussions with participants who completed the survey at our booth we also
believe that this property may not be as well understood as the authentication strength.
Finally, in the low-value category, we can further distinguish the importance of the user
base which shows a higher mean of 3.5 and lower deviation of 1.3. This may indicate
an important but not critical property. Supposing a developer would like to implement
multiple [[dP] even with small user-base, this property would enter in conflict with the
quality of the user experience and with the implementation complexity, which are clearly
higher priority properties.

Based on our results, we argue that a solution to let users choose their own[[dP]should
preserve a simple user experience, and ease the implementation complexity. Whether the
website needs to trust the [[dP| remains an open question. On one hand, the enrolment
process is not seen as a priority, which may mean that self-asserted identities may not be
a problem for some websites. On the other hand, the authentication strength is clearly

Figure 3.13: Mean, mini-
mum, and standard deviation
of the trust survey results.
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a top priority. We thus also argue that a solution to let users choose the [[dP] should
probably let websites request trusted [[dP] or [AAT]

The WebRTC security architecture claims that trust in the signalling layer can be replaced
by trust in the m However, in our state of the art (see Chapter [2) we did not observe research
considering the [[dP] as a potential threat in WebRTC scenario. In this chapter, our contribution
was to study additional privacy implications focusing on the WebRTC identity architecture and on
the role of the [[dPl

We first presented our implementation of the WebRTC identity architecture and in the particular
the integration of the [[dP] Proxy component with the [ODIDC| protocol. This work reveals that
while [OIDC] facilitates the creation and signature of WebRTC identity assertion its integration is
not straightforward. In particular, although WebRTC offers an abstract authentication delegation
interface it is not particularly suited to manage authorization delegation. We thus answer to
RQ1.1 by showing additional privacy risks that [[dP] should take in consideration to implement the
WebRTC identity architecture. We also show how the [[dP| can compromise users’ privacy without
their explicit consent. The central role and responsibility of [[dP]in the web ecosystem is reinforced
by their inclusion in WebRTC call setup.

We then focused on answering RQ3 to find if we can let users chose actors they trust to participate
in the communication setup. Previous studies reported that users are presented with a limited
choice of [[dP] when authenticating on the Web. We conducted a survey of the top-500 website’s
usage of OAuth 2 and [OIDC] to identify possible reasons for this situation. We classified [RP] by
the types of authorization they request to users. Our results show that a majority of 58% of
103, do not require specialised data. Although [OIDC]| proposes standardised profile claims, scopes,
endpoint, and data format, we observe that it is implemented by only a few [[dP] Similarly, [OIDC]|
offers optional dynamic discovery and registration of [RP] but these features are not implemented at
all on surveyed [[dP} That [RP]and [[dP|require pre-established trust relations could explain this lack
of implementation. As we focused our survey on interactions observable from the user’s browser
it does not allow us to answer on that matter. To further investigate this question, we believe
that it should be directly asked to the professional responsible for the deployment of [[dP] and [RP]
alike. Finally, we conducted a survey on developer to identify important [[dPs properties in the
developer’s opinion. Our results show a consensus on the need for a strong authentication and
well-crafted user experience but not on other properties. We answer on RQ3.1 and RQ3.2 that
while technical solutions for allowing users to choose their [[dP] exist, these are not implemented by

[[dP] and [RP] alike.
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Chapter 4

Controlling the WebRTC
Identity Parameters

The WebRTC identity architecture allows to bind the media session to a
validated peer identity. In Chapter 3, we presented privacy issues related
to this specification and to [SSO| on the Web in general. From our point of
view, the fact that users lack control over which identity services they want
to use on the Web is at the heart of these privacy issues. Furthermore,
users may also ask themselves whether they should trust their peers’ [IdD
and their peers’ authentication strength? In order to raise users’ trust in a
communication, both from a privacy and a security perspective, we propose
to give users more control over WebRTC identity parameters. Firstly, in
Section we define a [SDP extension to negotiate the other peer’s [[dH
and authentication strength during the [SDH call setup. We implement our
solution which shows that such negotiation mechanism would benefit from
more flexibility in the choice of [IdH for peer authentication. Yet, as we
ezplained previously, [IdP choices are limited on the Web. The WebRTC
identity specification poses some interesting concepts but for the limited scope
of user-to-user authentication. We are interested in studying how it can be
extended to support more use cases. In Section[].9 we present WebConnect,
a prototype for an Identity Metasystem [AP] based on the WebRTC' identity
specification. We show that on the long run, adoption of such an[AP] could
reduce the implementation burden for websites developers and allow users to
preserve their privacy by choosing trusted [IdD}

©

Figure 4.1: Overview of our

Contributions:  Controlling
the WebRTC Identity Param-
eters.

. Contribution 2

@
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1: The only guarantee is that
the IdP Proxy is loaded over
HTTPS.

4.1 An SDP Extension to Allow Identity Negotiation

The WebRTC identity specification allows binding the media session to a validated peer
identity. However, indications as to whether the [Identity Provider (IdP)| and identity
assertion should be trusted are limited!. Alice may ask herself the following questions:
“should I trust my peer’s[[dP]’ and more importantly “what is the strength of my peer’s
authentication” In order to address RQ2 “can we act on a WebRTC session to raise the
trust and security level”, we propose to let users negotiate their identity parameters. In
this section we thus address the following research question:

e RQ2.1: How to let users negotiate the other peer’s identity parameters?

As a peer’s authentication strength is known by and depends on the peer’s[[dP] trust
in the security of the communication depends directly on Alice’s trust in her peer’s [[dP}
Though Alice may not be capable to evaluate this [[dP[s trustworthiness, she may not
have previous relations with this [[dP] or, just not enough observable feedback to judge.
Recommendation from a trusted source could solve Alice’s lack of knowledge and allows
for identity parameter negotiation.

4.1.1 Recommendation Sources

Three actors, potentially trusted by the user and already involved in the WebRTC
communication setup, would be well-suited to recommend trust in the peer’s identity
and conduct the identity negotiation. These are the user’s|Communication Service (CS)|
and/or its associated client, the user’s and the browser. However, each of these
actors has a different role and visibility on WebRTC identity management. We use the
following properties to evaluate where to best place the negotiation responsibility:

e Trusted by the user or not.
e Capability to recommend trusted [[dD}
e Knowledge of the call context.

Supposing that Alice is allowed to choose a trusted [[dP] we can consider that Alice’s
[[dP] occupies a trusted position in the communication setup. As an [[dP} Alice’s [[dP)]
would also be well suited to understand and to evaluate other [dPls trustworthiness.
However, web [[dP] are organised in silos and do not interact with each other. In order to
serve as recommendation sources, they would need to build trusted identity federations,
circles of trust, or individual trust relations. Besides, [[dP] are not aware of the call
context (used call service, risk level, etc.) and only deal with user authentication.
Configuring user preferences for call security depending on call context may prove to be
difficult.

Conversely, the [CS|is fully aware of the call-context and it would be quite simple
for users to define separate preferences for each [CS| [CS| are also dealing with [[dP] to
authenticate their own users. Evaluating the trustworthiness of an authentication from
an [[dP] they already trust would not be different. However, [CS)| trusting [[dP] that they
do not implement, 7. e. without explicit configuration and contractual agreement, would
also require a kind of trusted federated identity service. [CS| may also not be trusted by
their user and this is the reason why the WebRTC identity specification exists in the
first place. Even if the user’s[CY|is trusted, the WebRTC identity architecture may still
be relevant in interoperable scenarios as these involve multiple [CS]

Finally, the web browser may also be an adequate actor to evaluate the trustworthi-
ness of the other party authentication. Being the WebRTC Trusted Computing Base,
the browser is considered to be trusted. It has also some knowledge of the call context,
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Actors Trusted Recommendation Context
Identity Provider + 4t -
Communication Service - + 4+
Browser 4+ - <

although less than the [CS| and could easily be configured by the user. In the cur-
rent specification, the browser is in charge of [[dP[s origin validation through
[Transter Protocol Secured (HTTPS)| This already constitutes a kind of low-level trust
recommendation towards asserting identity assertion security. However, browsers are
not usually dealing with authentication strength and [[dP] trustworthiness.

Table summarises our simple comparison of the [[dP] [CS| and browser as trusted
recommendation sources. None of these three actors appears clearly more suited to
evaluate and negotiate over the other party authentication. [CS| could implement such
functionality as the need arises without waiting for a standardisation process. However,
this raises the question of whether or not the [CY| can be considered as part of the
[Trusted Computing Base (TCB)|for WebRTC call. Trusted [CS|would probably be more
suited for enterprise scenario, but not in the general web ecosystem. For a more generic
identity negotiation implementation working on any WebRTC service, the web browser
would be the best suited to implement such functionality. Indeed, the browser is already
responsible for verifying identity assertion but also for the management of
[Programming Interface (API)|and plugin authorizations.

4.1.2 SDP Extension

As we described in the previous section, the security of a WebRTC session depends
on the peer’s authentication strength and the trustworthiness of the [[dP] asserting the
peer’s identity. Supposing that knowledge of these two parameters is available, a user
may act on the session to negotiate a higher security level. This would either be done
by requesting a higher authentication level, or an identity assertion from another [[dP}

To convey these requests in the negotiation we define two identity parameters. The
[Authentication Class Request (ACR)F List<ACRValue>, a list ordered by preference of
accepted authentication class values. And the [Origin Request (OR)f List<Origin>, a
list ordered by preference of accepted [[dPJs origins. The identity assertion is transmit-
ted in [Session Description Protocol (SDP)| offer and answer as the a=identity session
level attribute (see Section 1.3). Defining extensions to this attribute in order to con-
vey identity parameter requests would be possible. However, the identity attribute
grammar specifies that an extension must follow a valid identity assertion. This implies
that it would not be possible to negotiate identity parameters without providing an
identity assertion. However, anonymous calling is often cited as an important use case
for communication services I@ E' The need may arise for a user to negotiate identity
parameters while being anonymous.

We instead propose to define a new type of [SDP] session-level attribute to negotiate
these identity parameters. The [Authentication Class and Origin Request (ACOR )||SDP|
attribute defines a list of accepted authentication class and [[dP] domain for the other
peer identity.

e a=acor:LIST<ACRValue> ; List<Origin>

An [SDP| negotiation is a sequence of offer and answer messages, with an offer always
followed by an answer. We detail two scenarios where the negotiation for identity pa-

Table 4.1: Comparison of
communication setup actors
to act as an identity recom-
mendation source.
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2: The definition and evolution
of proposed standard is a heavy
process. A constraint of our
work is to aim for compatibil-
ity with existing specification
rather than proposing heavy
modifications.

rameters either starts from an offer or from an answer. To accept the requested [ACOR]
attributes, a peer must thus reply a [SDP] message with a compatible identity assertion.

SDP Offer with Identity Request

Figure [4.2] shows a sequence diagram of the offer scenario. In this scenario, Alice’s
browser (UA 4) gets negotiation parameters from Alice’s Recommendation source (R4).
Upon receiving the [SDP] offer and the requested identity parameters, Bob’s browser
(UAp) checks whether the requested Origins are acceptable. We do not detail the
way to get this information or how to select the [[dP} but the solution would probably
rely on Bob’s Recommendation source (Rp) and registered in UAp. If no requested
origin is available, the browser must answer with a[SDP|containing no identity attribute.
Otherwise, it proceeds to request an assertion from the selected [[dP] If no requested
[ACR] matches the current authentication level a standard IdpLoginError is returned.
If this error does not contain a loginURL parameter, then no requested
[Context Class Reference (ACR)| are supported by the and a with no identity
attribute is returned by UAp. However, if the error contains a loginURL, the user can
be authenticated with a procedure matching one of the [ACR] by following the provided
login [Uniform Resource Locator (URL)l Once this standard authentication procedure is
done, Bob’s Assertion (ASSERTION _B) is returned in the answer.

On receiving ASSERTION _B, UA, asks Bob’s [[dP] through it’s own [[dP] Proxy
instance, to validate the assertion. The IdentityValidationResult returned by the
proxy should contain the assertion[ACR]value, allowing UA 4 to open the media channel.

SDP Answer with Identity Request

The answer scenario is similar to the offer scenario but differs in that the assertion is
received before the receiving user sent any identity request. Figure shows a sequence
diagram for this scenario. Upon receiving the offer, UA g gets identity parameters from
Rp. If the received assertion origin is accepted, UAp checks ASSERTION A through
a local instance of [[dP] Proxy A. If one of the identity parameters does not match with
the received assertion, UA g returns a[SDP]answer with its identity parameters request.
This would trigger a new offer from UA 4 if possible.

Alternatively, UA g could accept the first offer and later send a new offer to renego-
tiate A’s identity.

4.1.3 Validation on the current specification

Both browser and [CS|get access to[SDP|messages during the call setup and could support
identity negotiation in a similar way. The browser would be more difficult to modify than
a WebRTC JavaScript client due to its large code base. In contrast, implementation of
identity negotiation at the[[dP]level would be something quite different. As the [[dP]does
not actually see [SDP] messages, the WebRTC [AP]] would need to be heavily modified.
This kind of modification to the specification is out of scope of our research?. Our
objectives for implementing our solution to negotiate identity parameters over [SDP]are
the following:

e Evaluate the complexity of deploying this solution.

e Validate the feasibility of an implementation given the current state of WebRTC
implementation on web browser.

e Verify that adding identity parameters does not compromise inter-operability with
other services.
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Parameter Can be set (input) Can be verified (output)
Origin Request v Specified
Authentication Class Request v X

Ultimately, we implement the negotiation functionalities at the[CS|level and integrate
it to our WebRTC service®. Figure 4.4 shows the identity request interface. The web
interface allows both users to request new [ACR] and parameters for the other peer.
[SDP| messages are returned by the createOffer and createAnswer functions offered
by the PeerConnection object. Once generated, the client code appends an [ACOR]
attribute to the generated [SDP]offer or answer. The[SDP]is then sent to the other peer’s
client. On receiving a message, the client code looks for the requested [ACOR] attribute,
and at the same time verifies that the received peer-identity, the other peer’s identity
assertion, follows the request previously specified. The resulting negotiation solution is
implemented in under 100 JavaScript code lines, for a very simple client. Renegotiation
allows both clients to make new offer once the session has been established. For instance,
this allows asking an anonymous user to authenticate itself. We, however, identify some
important limitations, mostly due to the specifications.

The generateAssertion function from the[[dP|Proxy has for parameters contents,
origin, and usernameHint. Request for a particular authentication class to the [[dP]
is thus not defined. We use the usernameHint parameters to pass [ACR] parameters
to the [[dP] The [[dP]is modified accordingly to understand this parameter. However,
the IdentityValidationResult dictionary do not represent the [ACR] Dictionaries are
JavaScript objects that cannot be extended by adding new members. It is thus impossi-
ble for the validating [[dP] Proxy to return a certified [ACR] value to the client inside the
IdentityValidationResult. In clear, even-though the client can request a particular
authentication strength, it cannot verify that the [[dP] complied with the request. A
solution to solve this issue could be to let the client directly read the identity assertion
contained by the [SDP|message to check the asserted authentication strength. The down-
side of such solution is that it loses the benefits of the WebRTC identity abstraction as
the client must be able to natively understand the identity assertion.

It also appears impossible to change identity at call runtime or use multiple identities
simultaneously. The WebRTC specification states that if the PeerConnection object has
"previously authenticated the identity of the peer [...], then this also establishes a target
peer identity. The target peer identity cannot be changed once set” . Our tests
demonstrate that modifying the remote peer identity effectively closes the connection.
Once a first identity has been set, it cannot be changed. If this is an issue and if several
[[dPk are available, the peer should first wait to receive an [ACOR] attribute from the
other peer, before setting an [[dP] for the session.

In the end and to answer RQ2.1, we are able to establish two anonymous sessions and
then request the other peer to authenticate with a particular identity domain. We are
however unable to verify the strength of the authentication, hampering the capability to
request a particular authentication strength. In addition, our modified [SDP] messages
are effectively ignored by other services and by the user-agent. Interoperability with
other services should not be compromised by this new attribute. Our observations are
summarised in Table 4.2 which shows for both and [ACR] parameters whether they
can be passed as input to the assertion generation function and returned as output of
the assertion validation function.

Table 4.2: Capability to Im-
plement the Proposed Solu-
tion

3: Available at https:
//github.com/Sparika/ACOR_
SDP

Room 1D : 42

e

B Authority
dentity: bob@energyqidprethinkorange-labs fr
Provider: energyq.idp.rethink orange-labs.fr
Authentication Level
2
identity Pravider,

energygidp.rethinkorange-labs.fr
Request

Figure 4.4: Identity negotia-
tion interface on a WebRT'C
service.
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4: Firefox Hello was a We-
bRTC service integrated with
Firefox. It was released with
the Firefox 35 update, but
later discontinued since Firefox
49.

5: https://developer.
chrome . com/apps/app_
identity

6: Chrome Apps are third-
party web applications running
inside Chrome.

4.2 WebConnect

In Section [1.5] we presented some privacy threat mitigation techniques, amongst which
is data minimisation. Authorization delegation frameworks give users some control over
the information they want to share to other websites. Used as [Single Sign-On (SSO)|
solutions, they put users in a situation where they have to choose between the burden
of setting up a new account or sharing some private information. Allowing users to
choose privacy-preserving solutions may be an incentive for providers to respect their
user’s privacy. However, we have shown in Section [3:3.2] that many websites abuse users’
privacy by requesting unnecessary privacy-sensitive data. In addition, Vapen et al. [153]
observed that in practice [Relying Party (RP)| offer few choices of an observation
confirmed by our study (see Section [3.3.1)). We thus believe that users should be given
more control over which [[dP] they want to use when authenticating on the Web.

In Section[3.3] we consider some of the reasons that could prevent the implementation
of discovery mechanisms. We estimate that at least 58% of observed websites could
make use of an [[dP] discovery mechanism. However, we also found several hindrances to
the deployment of such solution:

e the lack of implementation of this feature by [[dP| and [RP]

e the difficulty for users of knowing and entering their identifiers in the discovery
process.

e the possible trust relations between the [[dP] and [RP}

Several tentatives have been made to develop Internet’s “Missing Identity Layer” [162],
without clear success. A proposition of the “Seven Laws of Identity”[162] is that a single
protocol would not fit all needs on the Web, but that “different identity systems must
exist in a metasystem”. This implies the need for a simple encapsulating protocol and
a unified user experience. First released in 2007, Windows CardSpace|163] was an im-
plementation of an Identity Metasystem [164] and Microsoft’s solution to propose an
integrated identity management experience to Windows’ users. It allowed users to se-
lect InfoCards to prove identity claims, e. g. name, age, to requesting applications, as
presented in Figure 4.5.

An identity aware web browser would have several advantages. In their 2011 empir-
ical study, Sun et al. [156] observe users concerns about web and recommend that
“identity support into the browser [would provide user with| a consistent, intuitive and
trustworthy user experience”. We also note that our survey presented in Section [3.3.5
reveals that by default the authentication strength, the complexity of implementation,
and the user experience are the most important factors for developers when considering
to implement an [SSO] solution. A web Identity Metasystem should thus aim to offer
these advantages to developers in order to facilitate its adoption.

Recent trends in web browser development tend to indicate that browser makers are
looking to offer a complete browser experience. Personal preference synchronisation,
official plugins bringing new functionalities*, or simply access to an application mar-
ketplace. Particularly related to our interest, Google Chrome offers an OAuth 2
to Chrome Apps®. This implies that users can use a Chrome interface to choose
an identity, sign-in, and modify some of their information such as their profile picture.
However, Chrome only offers integration with Google’s identity.

The WebRTC identity specification also enriches the browser with a kind of identity
management capability but limited to the scope of WebRTC user-to-user authentica-
tion. As we described already, the specification offers interesting features. Firstly, it
offers an[[dP] discovery functionality by serving the [[dP| Proxy from /.well-known stan-
dard location on the [[dP] And secondly, the WebRTC identity specification exposes a
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ﬂ Windows CardSpace = e
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[ send | [ Preview |

simple protocol for authentication based on the generation, exchange, and verification
of identity assertions. We believe that an identity-enabled web browser exposing an
authentication [AP]] to websites could be the basis for a new web Identity Metasystem.
The browser would provide the functionalities and associated interfaces to configure
new identities, register passwords, display login prompt, and define website preferences,
1. e. which identity to use with which web site. Some of these functionalities are already
provided by web browser, e. g. login and password storage, but without the coherency
of a full identity management experience.

The [[dP] Proxy is the core component of the WebRTC identity architecture. It is
discoverable and exposes the [AP]] for handling identity assertions. Theoretically, it is
also protocol independent and we proposed multiple implementations of this component
in Section 3.1. In this Section, we address RQ3 “can we let users chose actors they
trust to participate in the communication setup?”’. More precisely, we are interested in
answering the following research question:

e RQ3.4: Can we leverage the WebRTC identity architecture to let users chose their
[[dPI for user-to-server authentication?

4.2.1 Implementation

To answer our research question, we implement a prototype of a browser modification”.
Our proposed architecture (see Figure [4.6]) relies on three components interacting to-
gether:

e A JavaScript [APT| accessible to websites and a user interface for identity selection.
Providing a web [AP]]is necessary for WebConnect to be a standard functionality
of web browser and facilitate its integration by developers.

e An [[dP] Server able to provide a suitable identity assertion through a WebRTC
compatible [[dP] Proxy.

Figure 4.5: CardSpace user
interface. When a web-
site requests an authentica-
tion, the CardSpace user in-
terface prompts the user with
a choice of identity cards.
The user interface displays
the identity of the request-
ing website and the user can
select one identity card to
present to the website. Alter-
natively, he can preview data
contained by his cards, mod-
ify them, or add a new one.

7: https://github.com/
Sparika/WebConnect
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Figure 4.6: WebConnect Ar-
chitecture

ID Validation
RP & . fl===ccccee-=- .

Browser

Alice .connect

.register

WebRTC API Calls

IdP Proxy —1—> - -

e An[RP|website —client and server side— able to understand and verify the provided
identity assertion

Figure [I.7] shows sequence diagrams representing the interaction between the dif-
ferent actors of our implementation. After the user requested to login, the JavaScript
client code calls the WebConnect . connect function which returns a promise for an iden-
tity assertion. The browser then asks the user to choose one of its registered identity
providers and then proceed to instantiate the corresponding [[dP] proxy. Once the [[dP]
Proxy returns the identity assertion to the browser, the browser resolves the connect
promise and the website client receives the assertion. It is then up to the client code
to transfer the assertion to the server side. In our example, the client calls the GET
method on a login [URT] and passes the assertion as a [URL] query parameter. The server
then extracts the[JSON Key URL (JKU)| parameter from the identity assertion header,
and get the public key from the [[dP] over [HTTPY| at the provided location. This public
key is then used to verify the assertion signature. Once the assertion authenticity and
integrity is confirmed, the server logs in the user and responds to the client GET.

Browser modification

Our browser modification takes the form of a browser extension. This solution was
chosen for its simplicity in comparison to browser source modifications. As a browser
extension does not expose function to the global window scope, its exposed functions
cannot be called by a website. To simulate access to a web [API, we also provide a
JS shim exposing our [AP]| functions to the website client code. This script can then
communicate with the extension code through the postMessage [APTl

The [AP]] exposed by the WebConnect object offers two functions: connect and
register as specified in Figure [£.8] The register function is called by the [[dP] to
let users store identity cards in the browser. The iss and type parameters allow to
discover the [[dP] proxy /.well-known location, while sub is an identifier for the user on
the [[dP} name and picture are used for display on the user identity card. The connect
function is called by websites to request an identity assertion authenticating the user.
Its only parameter is a|JavaScript Object Notation (JSON)|object to convey additional
parameters such as constraints, authentication level, or authorization requests. We do
not implement scenario using this parameter, although we discuss possible usages in

Section [1.2.3]
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Figure 4.7: WebConnect identity assertion management sequence diagram.
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Figure 4.8: WebConnect in-
terface specification in We-
bIDL.

8: The WebExtension [API is
compatible with the Browser
Extensions m a  Ccross-
browser effort supported by a
World Wide Web Consortiuml

(W3C)| Community Group for
interoperable extensions m

9: http://passportjs.org/

interface WebConnect {
void register (String iss,
String proxy,
String sub,
String name,
String picture);

Promise<JWT> connect(Object request);

};

On the technical side, our extension implements a graphical user interface for iden-
tity selection and configuration on top of the PeerConnectionIdP Firefox module. As
we leverage and reuse the WebRTC identity specification, we developed our prototype
for Firefox which is the only browser to support it. Initially the extension was us-
ing the Firefox Add-on [Software Development Kit (SDK)|and in particular the chrome
module. This module allows accessing privileged low-level [AP]] We were thus able to
load the PeerConnectionIdP.jsm module and directly instantiate and interact with
the [[dP] proxy through it. However, the Firefox Add-on [SDK] is being deprecated in
favor of the WebExtension . Extensions developed with these cannot use
browser specific low-level [AP]] such as the chrome module. In order to instantiate
the [[dP] proxy and get the identity assertion, the extension now instantiates a new
RTCPeerConnection. Though the connection is never initiated, the RTCPeerConnection
object can be used to call the setIdentityProvider and getIdentityAssertion func-
tions. While this effectively allows the extension to retrieve an identity assertion, the
RTCPeerConnection.getIdentityAssertion functions offers less control than the one
exposed by the PeerConnectionIdP. jsm module.

Identity provider implementation

The role of the [[dP]is to provide an [[dP] Proxy at a standard location, and through it,
authenticate the user and return an identity assertion. We reuse our [OpenlD Connect|
[(OIDC)|[[dP] Proxy implementations described in Chapter 3. The returned assertion is
thus a signed [JSON Web Token (JWT)l In WebRTC the party wanting to verify the
assertion validity is supposed to also download the [[dP] proxy to verify the assertion.
However, as we wanted to avoid [[dP| Proxy sandboxing on the website server, we used
the jku header in the [JWT]assertion. This allows the verifying party to retrieves, from
the [[dP} the public key used to sign the assertion and verify the [JWT] authenticity.

As standard for the assertion payload contains Issuer Identifier (iss) and
Subject Identifier (sub), respectively identifying the and the user to the requesting
website. The payload may also include [DIDC] user-info claims, such as name, address,
or email.

Website implementation

Besides calling the [AP]] to get an identity assertion, a compatible website must also
be able to understand and verify the assertion. In our prototype implementation, the
JavaScript code on the client side sends the assertion to its backend server for verification
and log in. This is done by a GET to a login [URT] with the assertion transmitted as a
URL query parameter.

The assertion authenticity is then verified by the server. To do so, developer can
use several libraries for m support. We implement a strategy for Passport?
—a popular NodeJS authentication library— by adding support for [JKU] verification.
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Once the assertion has been verified, the server extracts relevant information from it
and lookup for existing users in its database. If no user exists, the server creates a
new entry on the fly. The login procedure thus serves the dual purpose of enrolment
and authentication. Ultimately, the user is returned to the relevant page through the
[HyperText Transfer Protocol (HT'TP)| response.

4.2.2 Analysis
Security analysis

In comparison to a standard OAuth 2 flow, our implementation introduces two major
changes that may have security implications. We discuss these changes in this section.

Firstly, in order to verify the validity of claims covered by a received assertion, the
[RP] must verify the assertion’s signature. In OAuth 2 this signature would have been
produced by the [[dP] using a key pair exchanged with the [RP| during the registration
process. In our solution, we replaced the registration process, including the key exchange,
by a verification of the jku’s origin. However, the OpenID Connect specification states
"ID Tokens SHOULD NOT use the JWS [...] jku, or jwk header parameter fields".
From |Internet Engineering Task Force (IETF )| mail archives!®, it appears that assertions
claims, including the iss and jku parameters, are considered to be self asserted until
verified by a trusted key. To solve this issue, additional constraint could be added to
the key’s origin verification. For instance, using a standard /.well-known [43] path
for the jku [URT]also matching the iss domain would prevent attacker from specifying
any key. We note that similarly, the WebRTC identity specification specifies that the
identity’s origin and [[dP] proxy’s origin must match and be served with the [HTTPS|
protocol. Imposing the same constraint for JWT] verification should provide a similar
security level.

Secondly, assertions manipulated by the javascript client code and returned by the
[APTfs promise response are added to the page’s global scope. The assertion could thus be
read, and used, by a malicious cross-origin script embedded on the same page. This issue
is similar to what can happen on an OAuth 2 implicit flow, where the client directly
receives an access token. In OAuth 2, the code flow lets the client exchange a code
and authentication with the token endpoint to get the access token, and the ID token
in But as in our solution, the client cannot be authenticated by the m
the code flow cannot be used. An alternative solution could be to use a sort of code
exchange, leveraging|Transport Layer Security (TLS)|mutual authentication between the
[RP] and [[dP} Alternatively, the browser could protect the assertion from the JavaScript
code and transmit it directly to the [RP]sever. Action 10 and 1 from Figure [1.7] would
be replaced by a single message from the User-Agent to the Site Server. The website
redirection [Uniform Resource Identifier (URI)[ would be passed as a parameter to the
connect function during action 2 on Figure [4.7]

Usability

From the end-user perspective, the overhead is quite limited. Compared to current
authentication process, users have to register their identity cards on their browsers.
This configuration can be done in a single action with the register function of the
[AP]] Identity selection on login request is also similar to current [SSO| solutions, for
instance comparing to Google’s identity selection interface in Figure 3.8. If that is an
issue, preferences storage by the browser may help reduce it further. However, the user
experience does not constitute our field of expertise and we did not conduct user studies.

On the developer side of things, we also evaluate the additional work to be limited.
Table compares the number of new code lines for our prototype implementation

10: https://www.ietf.org/
mail-archive/web/jose/
current/msg03929.html
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Module Total code lines New code lines
Firefox Addon 0 417
1dP Proxy 0 197
Client site (.js) 693 66
Client site (.conf) 457 70
Passport JWS 1242 60
Total 2392 810

compared to the total code lines of each module. In proportion, the biggest tasks are to
develop the browser modification and the [[dP] Proxy, which are new concepts. We note
that these developments would be done once by browser makers and [[dP] developers and
not by web developers. For client website developers, the main task is to configure the
new authentication method and verify the assertion authenticity. However, as we noted,
library for [JSON Web Token Signature (JWS)| and [OIDC| ID Token support already
exists. Modifying the existing [JWS] verification library required 60 new lines over a
total 1242 code lines, while configuring the new strategy required 70 code lines, mostly
copy-pasted from other strategies.

The objective of an Identity Metasystem is to offer a simple [AP]] to access multi-
ple identity services. On the long run, the adoption of a web [AP]] for authentication
delegation should reduce the amount of work for web developers.

4.2.3 Validation

We present a prototype of a user-to-server authentication mechanism reusing already im-
plemented [[dP] Proxy. Integrated into an identity selector interface provided by the web
browser, it effectively allows users to select trusted [[dP] for authentication on compati-
ble websites. Due to the identity continuity principle (see Section , such freedom
of choice would extend to user-to-user authentication in WebRTC context. Through
experiment, we answer RQ3.4 and demonstrate that the WebRTC identity architecture
can be leveraged to build a user-to-server authentication mechanism. We thus believe
that a web Identity Metasystem such as WebConnect is a good way to give users more
control over which identity services they want to use both in WebRTC and on the Web
in general.

Nonetheless, some control may have to remain in the hands of [RP] websites. In
Section we classified at least 58% of observed websites as authentication or
profile. Websites from this class could request user’s authentication without any scope
or authorization constraints. We also observed that some [RP] websites may have a
trust relationship with some [[dP] Our conclusion stated that “a solution to simplify the
discovery and registration of [[dP] endpoint should nonetheless give [RP| the option to
control the range of compatible [[dP] and the authentication strength”.

The request parameter of the WebConnect . connect () function allows [RP] websites
to specify constraints on the range of compatible [[dP] when calling the [API} This pa-
rameter thus serves as a hook for future extensions allowing to specify:

o trusted [[dP[s origin,
e authentication strength requests,

e and required scopes for authorization.

Table 4.3: Code lines written
for the prototype implemen-
tation
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These constraints would then be used by the WebConnect interface to only display to the
user a range of compatible [[dP] Note that the [[dP]s origin and authentication strength
constraints are similar to how we described users negotiating authentication of the other
peers in Section [£.1]

In some WebRTC scenarios, users may not trust their communication service or the signalling layer.
Using the WebRTC identity architecture, users instead rely on[[dP]to bind the signalling to a peer-
to-peer authentication. In such case, users trust in these [[dP] and their authentication process is
necessary for the communication to be trusted. In this chapter, we have looked at solutions to give
users more control over WebRTC identity parameters: their peer authentication and their own [[dP}

Firstly, we presented [ACOR] a[SDP] extension to negotiate the Authentication Class and the [[dP[s
Origin for the authentication of the other party during a WebRTC call. We implemented our
solution in a WebRTC service and tested it using Firefox to answer RQ2.1. Our tests reveal that
while it is possible to request identity parameters to the other peer, obtaining feedback on the peer’s
authentication class is not possible at the moment. We believe that this missing feature may be
useful even outside of a negotiation use case and that it could easily be supported by the WebRTC
identity architecture.

We then presented WebConnect, a web identity metasystem to let users select their trust [[dP}
WebConnect answers RQ3.4 and shows that the WebRTC identity architecture can be leveraged
to build a user-to-server authentication mechanism. We implemented a prototype version based
on a Firefox extension and reusing [[dP] Proxy implemented in Section 3.1. We believe that a web
Identity Metasystem such as WebConnect is a good way to give users more control over which
identity services they want to use both in WebRTC and on the Web in general.




Chapter 5

WebRTC Trust and Security
Model

In this chapter, we propose a trust and security model of a WebRTC ses-
sion. Our model integrates into a single metric the security parameters used
to establish the session, the media encryption parameters, and user’s trust
in actors of the WebRTC session. The first objective of our model is to an-
swer RQ1: “What are the risks for the user of a WebRTC session and which
abstractions can we use to show these risks to the user”? In particular, we
intend our model to help advanced users: 1. e. users that would be suscepti-
ble to look under the hood, but without expertise in web security. We first
present our methodology to build our model in Section 5.1, and then detail
our WebRTC' trust and security model in Section [5.4 The model evaluates
security with regards to the risk presented on the confidentiality and integrity
of the communication and shows which trust relations must be valid in order
for the security level to be trusted too. In order to validate our approach,
we present in Section [5.3 a preliminary study on the understanding of our
model by advanced users. This study is based on a survey containing a dy-
namic implementation of our model which allows modifying the trust and
security parameters.

©
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Figure 5.1: Overview of our
Contributions: Modelling the
WebRTC Trust and Security.
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trust, distrust, and uncertainty
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5.1 Methodology

As we stated in our Introduction chapter:

“Our intuition s that users should be given more information and control
over the security and trust level of their communications. This is our global
objective. For this to be possible, we need to build a model that could represent
the communication setup, the different channels, protocols, and the actors in
operation. This model would allow us to forge a single metric characterising
the risk of using the communication system, i. e. the trust and security level.”

Several methods and models have already been proposed to model the security or
trust of a communication system. We reported in our state of the art (see Section
that Beltran et al. [146] propose a trust model of the WebRTC identity architecture in
a single [Communication Service (CS)|scenario. Building on this work, Javed et al.
work on reputational trust models for WebRTC representing trust, distrust,
and mistrust®. In their last proposed model , the user’s reputation is the weighted
sum of the user’s behavioural trust and a measure of its authenticity as presented in
Figure 5.2. They explicitly refer to trust visualisation and help to users’ decision as
possible uses of their trust model. However, their approach does not completely fit our
objective of a security and trust model. Indeed, security considerations in their model
are quite limited and only consider the authenticity of the other peer, a remark we also
made on their earlier work in our state of the art. Furthermore, in this model
the authenticity of a peer is actually a reputation score rather than a measure of actual
authentication. While it would be acceptable to aggregate authentication score from
multiple recommenders, i. e. identity providers, the model does not discuss the binding
of these identity assertions with the actual WebRTC session. It seems that authenticity
is here used with a different meaning as the one we use in this thesis.

We also reported on a model by Alia et al. which propose a component-based
adaptation model to manage the trade-offs between |[Quality of Service (QoS)| and Se-
curity. They model an adaptable [Voice over IP (VolIP)| system as a composition of
components each providing different [QoS] and security properties. A utility function
aggregating [QoS| and security dimensions, shown in Figure[5.3] allows discriminating be-
tween different configurations. Considered dimensions are the latency and video scheme
quality for[QoS|and the confidentiality, anonymity, and authentication for security. Their
model also uses user’s preferences as weight in the utility function and risk context as
minimal required value for each security dimension. While we do not consider in
our approach, we pursue a similar long-term objective of managing the security level.
However, in our view, this model also shows a limited security model. For instance, the
confidentiality function (presented in Table only considers security over the media
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U = W't F(lat) + W F(qua) + W™ .F(conf)+
wanen F(anon) + Weuth F(auth)

Encryption Algorithm Key Length  F(conf) Performance Overhead

DES 56 0.2 0.2
AES 128 0.3 0.3
Blowfish 128 0.4 0.4
Blowfish 448 0.5 0.5

path. Other parameters of the session setup, such as the security of the signalling path
or the authenticity of the other peer, would have a major impact on the confidentiality
level but are not considered in this function. We also note that the value attributed to
the utility functions seems arbitrarily defined. This is, for instance, the case with the
confidentiality function shown in Table [5.1] which follows a linear increase.

Another methodology for modelling security of systems is to build attack trees. These
models are an analytical approach towards identifying possible attack vectors. Our re-
searches on the state of the art (see Section[2.2)) and specific research on “WebRTC attack
tree” did not reveal any publication of a WebRTC attack tree. While the STREWS D1.2
document [140] and STREWS D1.1 document [139] refer to an attack tree as a step of
their methodology to map threats to WebRTC assets, no such tree has been published
in these documents.

As described by Bruce Schneier [167], creating an attack tree is an iterative process
starting with the identification of possible attack goals. Then for each goal, possible
attacks are added to the tree which will, in turn, require the completion of new attack
goals for the attacker. By default, the relation between an attack goal and its sub-goals
is defined as an OR relation, i. e. at least one of the subgoal must be accomplished for the
parent goal to succeed. Some other relations can be defined with an AND operator. In
these cases, each subgoal must be accomplished for the parent goal to succeed. Various
values can be further derived from an attack tree by assigned value to leaf or nodes of
the tree. For instance, these values may be the cost, difficulty, or conditions required to
accomplish an attack. This allows for instance to compute the cheapest possible attacks
requiring no special equipment, as in Figure[5.4] This decomposition process is iterated
as necessary until no more attacks are found.

To build our trust and security model we follow an iterative decomposition process, in
a similar way to attack tree decomposition. However, the intent of the model is to inform
the user of the security of its communication setup. It needs to be instantiated with
measurable security properties. We thus stop the decomposition of security properties
at measurable elements or where policies can be defined.

In Section [.1] we discussed which actor would be best suited to provide trusted
identity recommendation and negotiation capabilities. We concluded that between the
[[dentity Provider (IdP)| and Browser, no actors appeared clearly more suited to
evaluate and negotiate over the other party authentication. The other peer authentica-
tion is only a subset of the security parameters that need to be monitored, but in our
opinion, a similar reasoning applies to the overall WebRTC security parameters. We
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Figure 5.3: Overall utility
function [128] where F'(k) are
the utility functions and W*
user preference weights for di-
mensions k as latency, video
scheme quality, confidential-
ity, anonymity, and authenti-
cation.

Table 5.1:  Confidentiality
utility function F(conf) and
performance overheads from
Alia et al. [128].
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Figure 5.4: Cheapest attack
requiring no special equip-
ment against a safe [167].
The black ark denotes an
AND relation, empty arks de-
note OR relations.
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thus suppose that the browser is instantiating the trust and security model and consider
only elements that can be observed by the browser.

We previously cited Jgsang and Presti defining trust as “the extent to which one
party is willing to depend on something or somebody in a given situation with a feeling
of relative security, even though negative consequences are possible” [18]. To build our
model, we start from a high-level trust property node: the trust of the user Alice in
the confidentiality of her communication. We then iteratively decompose nodes into
their dependencies which are either other high-level trust, security properties or trust
relations with other actors. We note trust as Tx (Y) where X is the truster and Y is a
trusted property (for high-level trust properties) or a trusted actor (for trust relations).
The decomposition process is carried on until a satisfying level of details is reached.
Dependencies in attack trees are represented either using an OR or AND relations as
explained previously and we use the same logic in our decomposition. Note that as we
model security rather than attacks, for the same scenario the signification of operators
is the reciprocal of the equivalent attack tree. For instance, if each attack subgoals must
be accomplished as represented by an AND operator, our security model would use the
OR operator meaning that at least one defence dependency must hold. We both model
our security and trust tree in graphical and outline form. Graphically we use the same
representation as in Figure |[5.4] while in outline form we use the postfix decomposition
operators ® and @ respectively for AND and OR.

As we model the trust and security from an end-user point of view, not all security
properties are visible and leaves of this model are thus either security properties or trust
relations. For instance, the secure connection between both C'S4 and C'Sp is not visible
by Alice. Thus Alice can monitor her secure connection with C'S4 but must trust C'S4
for the rest of the signalling path. In order to offer an alternative omniscient model, we
continue the decomposition process from terminal trust relations to observe the trust
and security model beyond. We define terminal trust relations as being transitive trust
relations from trust in an actor to trust in a security context. Graphically, such transitive
trust relations are represented as dashed lines while in outline form we use a grey font
to represent this omniscient model and — as the transitive operator.
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WebRTC Session
Confidentiality

Ta(conf(Sessiona pm)) &

Ta(auth(B))
Bob Media
Authenticity Confidentiality Ta(conf(M))
(a) Graphical representation. (b) Outline form.

5.2 Building the WebRTC Trust and Security Model

In this section, we model the trust of Alice in the confidentiality of her WebRT'C session
with Bob. In this scenario, Alice and Bob setup their WebRT'C connection each on a
different communication service, respectively C'S4 and C'Sp and both use an Identity
Provider, respectively IdP4 and IdPg?. We do not consider attacks conducted by the
web application such as interception or redirection attacks. Similarly, we do not consider
User-Agent and Operating System trust relationships with users in our model. As the
WebRTC specification considers the User-Agent to be the Trusted Computing Base, we
adopt the same point of view. Clearly, if the Trusted Computing Base or lower stack
software and hardware are corrupted, the whole communication is at risk.

5.2.1 Session Confidentiality

In order to trust that the communication setup ensures the confidentiality of the com-
munication, Alice must have trust in the two following properties:

e The other peer’s authenticity, i. e. that Bob is who he claims to be and that no
man-in-the-middle is present on the wire.

e The confidentiality of the peer-to-peer communication between Alice and Bob,
i. e. that an attacker cannot decrypt the media stream.

Attacks against both these properties are described in the STREWS D1.2 docu-
ment [140]. As both properties must hold, the trust of Alice in the confidentiality of her
WebRTC session is equal to the minimum trust in each of these properties. We represent
this relation graphically as in Figure and in outline form in Definition [5.5bf With-
out explicit authentication, the other peer’s authenticity depends on actors operating
on the signalling path.

5.2.2 Signalling Path Security

Alice relies on the signalling path to establish a peer-to-peer session with Bob. She
must trust both communication services, C'S4 and CSg, to correctly route call offers
and answers to Bob. The risk faced is that a man-in-the-middle may be set up, either
by one of the communication service or by an external attacker leveraging an insecure
signalling path. We decompose trust in the signalling path as in Figure [5.6

To trust the signalling from Alice to Bob, Alice has to trust the security of the
first link, . e. the [Transport Layer Security (TLS)| connection between her and CSy,
as well as the remaining of the signalling path from C'S4 to Bob. To this end, Alice
has to trust C'S4 to behave honestly and securely. The rest of the signalling process is
however invisible from Alice’s point of view and could not be instantiated. Nonetheless,

Figure 5.5: Alice’s trust in
the confidentiality of her We-
bRTC session.

2: The session architecture is
similar to the one presented in
Figure 1.14a.
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Figure 5.6: Alice’s trust in
Bob’s authenticity resulting
from the signalling process.
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(a) Graphical representation. (b) Outline form.

we represent it in our model for later discussions using dashed lines in graphical form
and grey font in outline form. In the simplest scenario, two users setup their WebRTC
connection using a single communication service operating in silo. With multiple [CS|
as we consider in this case, the user chooses its own service but may not know through
which service the call signalling transits. Communication services may be federated
around a unique signalling federation or operate using a circle of trust model. For Alice,
its trust relationship with the other party service, C'Sg, transits through its own service
CS4. Thus we then consider C'S4 trust in the remaining of the signalling path from
CSp to Bob. Similarly to Alice’s trust, C'S4 has to trust C'Sg to behave honestly and
that CSp uses a secure connection to Bob. CS4 does not authenticate Bob and thus
has to rely on C'Sp trust in Bob’s authenticity. In our case, this last property relies on
CSp using an authentication delegation protocol with a third-party [[dP]

As explained previously, Bob’s fingerprint, noted F'nPg, binds his [Datagram Trans-|
[port Layer Security (DTLS)| key used in the media plane to the signalling plane [56].
Optionally, the WebRTC specification also allows binding this fingerprint to a third
party identity assertion. If such an identity assertion is provided, this binding has to
be broken in order to set up a man-in-the-middle attack. Thus the fingerprint binding
depends on both the strength of the fingerprint and on the third party authentication
noted 3pAAL(B). We detail this part of the model in the following section.

5.2.3 Identity Path Security

As we explain, the WebRTC identity assertion mechanism binds Bob’s fingerprint re-
ceived over the signalling path to an identity assertion issued by Bob’s identity provider
IdPp. This assertion is verified by the browser instantiating an m Proxy (see Sec-
tion . The security of this process relies on four dependencies presented in Fig-
ure 5.7
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(a) Graphical representation. (b) Outline form.

Regarding the verification of the identity assertion, Alice must be able to communi-
cate securely with IdPg. This includes the download of the [[dP] Proxy over
[Transfer Protocol Secured (HTTPS)| a policy enforced by the WebRTC specification,
but also subsequent communications between the [[dP] Proxy and the [[dP] server. The
verification of the identity assertion must also be secure against integrity attacks. We
note the trust in the identity assertion as T4(Tknp) although the exact nature of the
identity assertion depends on the protocol implemented by the [[dP} For instance, one
of our implementation presented in Section uses a con-
taining the user’s fingerprint. Compromising the integrity of the JWT] could allow an
attacker to impersonate one of the peers and mount a|Man-in-the-Middle (MitM )|attack.

Alice also needs to trust Bob’s noted T4 (IdPg), and its authentication of Bob.
However, this process is not visible from Alice. Nonetheless, we represent it in dashed
lines in graphical form and grey font in outline form. In some cases, the [[dP] may rec-
ommend Bob’s authentication strength, for instance using the[OpenID Connect (OIDC)|
[Authentication Context Class Reference (ACR)| claim. We note this recommendation
Trapy, (AAL(B)) which depends on the authentication strength of Bob and the presence
of a secure connection between Bob and his [[dPl

Supposing that C'Sp authenticated Bob using an authentication delegation protocol,
the same decomposition could be applied to the trust of C'Sp in Bob’s authenticity
noted Tes, (3pAAL(B)) and presented in Figure As we remarked in Section [1.3.4]
in most cases the same [[dP| would be used by Bob to authenticate to C'Sp and Alice.

5.2.4 Media Path Confidentiality

The confidentiality of the media path is ensured by the [Secure Real-time Transport]
[Protocol (SRTP )| protocol using for handshake and keying and vulnerabilities or
weak security level on either of these protocols could lead to a compromised encryption of
the media path. The WebRTC security architecture mandates the implementation
of DTLS| 1.0 and recommends the implementation of DTLS| 1.2. Guidelines regarding
the implementation of cypher suites and SRTP profiles are also given. The trust of Alice
in the media path confidentiality thus depends on the strength of the protocols and the
cypher suite in use as presented in Figure [5.8

5.2.5 Overall Trust and Security Tree, Instantiation and Com-
putational Models

Combining the previous subtree, we reconstruct the whole trust and security tree as
presented in Figure Leaves of the decomposition tree are either security elements

Figure 5.7: Alice trust in
Bob’s identity path.
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Figure 5.8:  Alice’s trust
in the confidentiality of the
peer-to-peer media streams.

3: Although this model also
has its limits as add blockers
gain a powerful and somewhat
illegitimate position.

Figure 5.10: Comparative se-
curity utility function with k
the actual key size and r the
recommended key size both
expressed in bits.

Media
Confidentiality TA(Conf(M{A,B})) ®
DTLS
SRTP
a) Graphical representation. (b) Outline form.

e.g. Tknpg, or trust in actors of the communication setup e.g. Tx(IdPg). In order
to instantiate the model, it is necessary to assign values to these leaf elements and a
computational model to ® and & nodes. The model can then be evaluated to return an
overall value representing the security of the WebRTC session to the user.

In Section [I.4] when introducing the concept of trust, we explained that trust mod-
els are generally categorised between policy and reputation-based trust. Supposing the
definition of some policy rules, trust in actors could be represented as a boolean. Users
could configure such policies in their browsers for instance as a list of trusted actors.
A similar functionality is already implemented by browsers for the management of web
[Application Programming Interface (API)| authorization granted to web origins. Alter-
natively, trust model can rely on reputation trust, often represented as a continuous
score, for instance on [0; 1]. This is the approach followed by the many reputation mod-
els such as from Javed et al. [149] which suppose either a centralised recommendation
source or a distributed reputation model based on users’ opinions. However, manag-
ing too many permissions may be difficult for users and their permanent nature may
result in vulnerabilities as reported by the STREWS project [140]. The web browser
or a third-party could also provide such recommendation lists, for instance in a similar
fashion to add-blocking extensions?.

Regarding values for security elements, we reported in the state of the art (Sec-
tion how national security agencies publish recommendations on security algorithms
implementation and usages based on prior work by Lenstra [125]. As with trust, policies
can define good enough security level, for instance, based on implemented cypher suites
and [Authentication Assurance Levels (AAL)| While compliance with such policies can
be represented as boolean values an alternative is to use numerical values. For instance,
Alia et al. [128] use such values for their security utility functions, although apparently
arbitrarily defined. In order to derive numerical values for a security utility function,
a solution is to divide the implemented key length by the recommended key length
bounded to one:

ok—r i <y
F(k,r) = { 1 else -

Table [5.2] gives an example instantiation of such function over a WebRTC setup. In
this example, Alice uses the Chrome web browser to visit a WebRTC website and con-
nect to Bob. The website C'S4 provides a “Let’s encrypt certificate” and the connection
is encrypted using the AES symmetric encryption algorithm. The ANSSI recommends
a 100 bits key size for symmetric encryption algorithms [126] and in this instance, a
256 bits key is used. [DTLS] and [SRTP] are then used to establish the WebRT'C session.
More particularly, only the[DTLS|ECDHE key exchange and the ECDSA authentication
mechanism are used with the P-256 curve, meeting the recommended key size for elliptic
curves. The certificate’s fingerprint is a SHA256 hash which also meets the recommen-
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.

dations. Once the connection is established Alice asks Bob to authenticate using the
solution described in Section The session between Alice and IdPg uses the
same configuration as for C'S4. Finally, the identity assertion is a[JW'I]signed with the
RS256, 4. e. RSASSA-PKCS1-vl 5 using SHA256 which also meets the recommenda-
tions.

The operator ® represents weakest link dependencies, i. e. all trust or security de-
pendencies must hold for the parent property to hold. The value of an ® node is thus the
minimum value of each of its dependencies. Symmetrically, the operator & represents
situations where at least one dependency must hold for the parent property to hold. We
thus define the value of an & node as the maximum value of each of its dependencies.
These two operators allow us to represent the trust and security view from the user’s
point of view, i. e. limited to what the browser can monitor. However, we also extended
our trust and security tree to relations between other actors, e. g. Bob’s authentication
by his[[dP|in Figure[5.7] These extensions are characterised by transitive trust relations,
e. g. Alice’s trust in Bob’s [[dP] in Figure To evaluate such transitive trust, we use
the trust relationship as a weight to its dependency value. Figure [5.11] presents the
overall formula for evaluating the trust of Alice from both her point of view and from
an omniscient point of view.
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Table 5.2: Security element
instantiation based on ANSSI
recommendations [126].

4: The survey 1is accessible
at http://kcorre.github.io/
webrtcsurvey.

Security Element Key Length  Category (rec) Value
TLS A - CSa/A— IdPs 256 Sym (100) 1
TLS _ECDHE_RSA WITH AES 256 GCM _SHA384

DTLS P-256 EC (200) 1
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256

SRTP 128 Sym (100) 1
AES_CM_128 HMAC_SHA1l_ 32

FnPs 256 Hash (200) 1
SHA256

Tkng 256 Hash (200) 1

RSASSA-PKCS1-vl_5 using SHA256

5.3 Validation

Our WebRTC trust and security model is designed to help end-users understand the
security of their communications and how their trust in actors of their WebRTC setup
may influence their security. Similarly to the secure connection indications implemented
by web browser, i. e. the[ITTPS|green lock, our model can be instantiated and evaluated
to return a single value. It could also be presented in an instantiated graphical form
to provide a detailed view of the situation intended for advanced users, again similarly
as to how web browser display details on [HTTPS]| certificates. While the usage of a
coloured icon as a way to provide a security indicator is already deployed in browser,
this is not the case of our trust and security decomposition model. In this section, we
intend to answer the following questions:

e RQ1.2 How do users understand the definition of trust in actors of the communi-
cation setup?

e RQ1.3 Does our trust and security model helps users understand the security of
their WebRTC communication?

5.3.1 WebRTC Trust and Security Model Survey

To this end, we conducted an online survey that we distributed to researchers in our
team. Compared to a more generic end-user population, we believe that this population
is more concerned with the security of their communications and as such more susceptible
to search for a detailed view of a communication security setup. However, compared to
security experts, communication security is not an area of focus for our research team.
We thus estimate that this population corresponds to the category of end-users that
would like to understand what’s happening “behind the hood” but may need the help
of an high-level model to grasp the situation. As the size of the surveyed population is
however quite limited, we do not claim any representativity of our results but we see
them as preliminary. More investigations may be needed.

One of the design goals of our survey is that we want participants to express their
own intuitive understanding of the trust and security setup helped by our model. The
difficulty lies in how we explain our model and WebRTC security, without influencing too
much the participants. For instance, giving a crash course on WebRTC basically saying
“WebRTC is secure if a third-party [dP]is used” would help participants understand the
WebRTC security architecture, but it would not reveal if this understanding was due to
our model or not. Throughout the survey, we thus walk a narrow line where we provide
a limited description of the [VoIP] or WebRTC scenarios and architectures.

The survey is organised in four successive page*. On the first page, we recall how web
browser asserts the confidentiality and authenticity of [ H-TTPS| connection to website by
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(a) Alice’s point of view.

(b) Omniscient point of view.

Figure 5.11: Overall com-
putational formula for Alice
trust in her WebRTC session.

displaying a green lock icon. We then briefly explain our objective and that the survey
will be used to evaluate the interest, usefulness, and clarity of our security model. The
intended duration of the survey, ten minutes, is also stated. The last page is used to let
participants qualify their expertise in the fields of web technologies, computer security,
and real-time communication technologies. For each field of expertise, participants are
instructed to choose an expertise level between end-user, intermediate, and expert. The
bulk of the survey’s questions are on page two and three which we detail below.

In the second page, the survey focuses on trust in audio and video communications.
We first present the role of [CS|in [VoIP] services and their responsibility of the signalling
and authentication of participants. After defining WebRTC illustrated with a basic
WebRTC architecture, we explain how identity providers allow users to authenticate
by exchanging identity assertions. We then define several real-time communication sce-
narios and request participants to evaluate their trust in such scenarios regarding the
confidentiality of their communications. We propose a trust scale between 0 and 10 in
the context of communication confidentiality and privacy, defined as follows:

“On this scale, 10 represents an absolute trust that actors in the communica-
tions setup or external attackers are not breaching, or are not able to breach,
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the confidentiality and privacy of your communication. While 0 stands for a
total distrust. i.e. an attack could be mounted as with a weak security level.”

Formulated as such, trust is a subjective measure. Our intent here is both to exemplify
various real-time communication deployments and to see if users feel comfortable in
attributing trust score to [VoIP] scenarios and their underlying communication services.
The scenarios described in our survey are:

e A national mobile phone call.

An international mobile phone call.

A well-known web communication service, e. g. Skype, Messenger, or Whatsapp.
e A web meeting service provided by your company.

e A web service for hosting work meeting and discussions, e. g. Slack, Fleep, Ap-
pear.in.

A WebRTC enabled webpage providing a call widget to a customer service; e. g. a
banking website.

An untrusted WebRTC communication service with a third-party identity assertion
from a known identity.

A Real-Time Communication service using an old plugin and unspecified security
parameters, e. g. with a Flash plugin.

Basically, these scenarios describe three communication service categories: legacy
phone services, web [Over The Top (OTT)| services, and ubiquitous WebRTC services.
Comparisons can be drawn between scores attributed to scenarios in the same categories
and between categories. In scenarios describing mobile phone services, we insist on the
difference between national and international call. As we explained previously, the telco
model relies on trust circles to integrate multiples operators. While telco operators are
not explicitly visible when receiving a call, national operators are at least known to the
users which may less be the case for international operators. In scenarios describing
web [OTT]services, we insist on three categories of services: big[OTT]player often feared
and criticised for their dominant position, smaller communication services which may
benefit from a better image, and services officially recommended or provided by the user’s
company. These scenarios are thus intended to reveal trust based on subjective opinion
rather than technical setup. In the WebRTC service category, we intend to see how
users may intuitively trust the WebRTC identity architecture. The WebRTC enabled
webpage scenario is exemplified with a banking website which should suggest high-
security standards and thus trust. On the contrary, in the second WebRTC scenario,
we specifically describe an untrusted WebRTC [CS] although backed by a trusted [[dP}
In the WebRTC security architecture [50], such scenario is used to justify the use of the
third party [[dP} Finally, the last scenario suggests a service using a weak security level
or with existing vulnerabilities.

Submitted results are presented in Table [5.3] As the surveyed population is not
representative we do not draw any conclusions but bring some remarks to the reader’s
attention. We expected attributing trust values to be a clearly subjective task. However,
as we observe that trust values in a given scenario are quite different for each participant,
we also observe that participants use different trust scales. This may reveal that a single
trust value may not have the same meaning for two users. We also note that each
participant who rated the insecure scenario with a trust value superior to 0 also qualified
their experience with computer security as "end-users”. Another interesting observation
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Figure 5.12: Survey: Trust in Communication Scenarios.
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Table 5.3: Survey results:
trust in audio and video com-
munications.

Scenario ul uw2 w3 wd udb w6 u?7 u8 u9 ul0 Mean
Mobile 3 6 9 9 3 6 6 7 7 0 5.6
Int. Mobile 2 4 7 4 3 5 5 4 6 0 4
Big OTT 3 6 6 6 3 6 6 6 7 3 5.2
Small OTT 3 6 4 6 4 8 8 5 4 3 5.1
Company 4 6 6 7 3 9 8 8 8 0 5.9
WebRTC 3 3 3 5 5 8 8 5 2 3 4.5
WebRTC IdP 2 1 5 6 3 6 0 5 1 3 3.2
Insecure 1 2 0 3 3 0 0 0 0 0 0.9

Trust scale 14 16 09 39 35 08 08 08 08 03 -

is the mean trust of the WebRTC [[dP] scenario. With the exception of the insecure
scenario, the WebRTC [[dP)] scenario has the lowest mean trust. Further investigation
may thus show that providing an identity assertion may not be enough for users to trust
any WebRTC enabled website.

In the third page of the survey, we let participants play with a dynamic implementa-
tion of our trust and security model in graphical form as presented in Figure 5.13. The
model represents high-level trust property as coloured nodes depending on their actual
trust values, and security properties as small black nodes. A panel in the top-left corner
let participants define various trust relations. Similarly, a list of radio button elements
corresponding to communication scenarios on the previous page let participants select
trust configurations. In this mode, the actual trust values depend on the trust values
previously defined by the participant. For instance, if one participant set a trust value
of 6 to the WebRTC [[dP] scenario, selecting this scenario on the dynamic trust model
would set the following trust relations: T4(CSA) = 0 and T4 (IdPg) = 0.6. Partici-
pants can also interact with black security nodes by double-clicking on them in order
to modify the nodes’ value. In order to explain the model, a limited description of the
modelled WebRTC scenario is provided as reproduced in Figure 5.14a. The dynamic
model also displays tip note when hovering over high-level and security nodes, mainly
used to explain acronyms.

Finally, participants are invited to evaluate their interest for the presented WebRTC
security model and the trust layer, as in Figure 5.14b. The proposed values for both
questions are Interesting, Slightly interesting, and Not interesting. Participants are also
instructed to state up to which decomposition level are they able to understand the
model. The proposed values are I don’t understand the model, Top value, One or two
level, and The whole tree. The survey also offers a text box for comments and we
gathered other feedbacks in face to face discussions. Results of this part of the survey
are presented in Table [5.4]

Again, our results are not representative and we limit ourselves to observations.
Although the survey is anonymous, rating the interest of the model in such manner
probably gives biased results probably. It is thus more interesting to look at the eval-
uation of the interest in conjunction with the level of decomposition the participants
were able to understand the model. Three answerers -u6, u7, u9- declared that they
understood the whole model and that it is an interesting representation of WebRTC
security and trust relations. None of these declared themselves an expert in any cate-
gories. Other participants -ul, u2, ud, ul10- found an interest in the model but did not
understand the whole decomposition declared. Finally, some participants -u3, u8- only
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Figure 5.13: WebRTC Trust and Security Model implementation in D3.js.
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(a) Description of the WebRT'C scenario of

the dynamic model.

(b) Survey Questions

Figure 5.14: Survey: Interest in the WebRTC Trust and Security Model.
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Interest ul u2 u3 u4 ub u6 u7 u8 u9 ul0
WebRTC model 2 2 1 1 2 2 2 1 2 2
Trust layer 2 2 1 1 1 2 2 1 2 2

Detail level Some Some Top Some Some All All Top All Some

understood the top value and only found a slight interest in the model -u3, u4, u8-. The
comments and discussions also indicated that the meaning of lower decomposition levels
where difficult to understand and not adapted for end-users. Even with the help of tip
notes to explain nodes. It is also interesting to see that participants who declared to
understand the whole tree -u6, u7, u9- did not rate themselves as web technologies ex-
perts on the contrary to some participants who did not understand the whole model -u1,
u2, ud, ul0-. As a participant reported “the model [...] is interesting for people who do
not have much knowledge in the field but still are interested in knowing how it roughly
works.” On the other hand, it may not be satisfying for people with more experience in
web technologies who would have higher expectations before declaring themselves able
to understand the model.

5.3.2 Discussions

As we explain, the validation of our WebRTC trust and security model is limited to
a preliminary experiment. In the future, we intend to conduct further investigation
on a larger population. Evaluating trust in a survey’s artificial setting is a complex
and difficult task. Nevertheless, the preliminary study helped in identifying avenues for
refinement.

In the survey, we explicitly instructed participants to consider trust in the context
of the confidentiality and privacy of their communications. However, some participants
reported a difficulty to contextualise this trust without visible communication scenario.
We envision that rather than explaining the WebRTC architecture, our large-scale survey
should include an instance of a WebRTC communication service. This communication
service would give a sense of context for the model and its trust and security parameters
to the participants. Similarly, the expression of context in the model is limited to some
high-level trust nodes. In Section [I.4] we explained that a trust relation depends on a
specific context and that recommendations may allow transitivity from one trust context
to others. A more explicit representation of trust context and context transitivity may
help in understanding the model. We thus intend to explore how a coloured trust
tree could be used to explicitly represent trust context in the model. We also observe
a variation in the numerical trust scales used by users. While this variation may be
due to different perception of trust for a single scenario, it may also reveal that users
do not agree on the meaning of numerical trust values. Although our model uses a
numerical representation of trust, it may be preferable to let users define trust using
natural language. This questions the practicality of trust value provided by reputation
systems; as a single trust value may not have the same meaning across the whole user
population. This may be worth exploring in future research.

In the survey, and in particular on dynamic model, we represented the whole decom-
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Table 5.4: Survey results: In-
terest of the trust and se-
curity model. Interest for
the WebRTC model and trust
layer correspond to Interest-
ing (2), Slightly interesting
(1), and Not interesting(0).
On the detail level line, Top
stands for only the top value,
Some stands for only one
or two decomposition level,
and All stands for the whole
model
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5: labout :webrtc

6: chrome://webrtc-

internals/

Figure 5.15: This
JavaScript code prints
RTCTransportStats. How-
ever, on Firefox it returns

no element, and on Chrome
the returned stat does
not include dtlsCipher or
srtpCipher elements.
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position tree including transitive relations. From the interest and understanding scores,
we observe that different level of details caters to the expectations of three categories
of users. In the perspective of a larger scale study, a functionality to let users expand
the decomposition tree will be implemented. This would let participants select their
preferred level of details and focus on what they are able to understand. The dynamic
model also reveals that in practice, the confidentiality utility function presented in Ta-
ble is equivalent to a boolean policy. Indeed, slight change in key size results in
large decrease in the security value. Moreover, cypher suites key size implementations
generally vary by more than a few bits. Instantiating the model’s security properties
using WebRTC security statistics seems a more practical approach. Building the survey
and the dynamic model around an actual WebRTC communication service will help
the implementation of this approach. However, this requires access to those security
statistics provided by browser. At the time of writing, Firefox does not publish security
statistics for WebRT'C session®. On Chrome, these statistics are accessible from the
browser WebRTC statistics® but not from JavaScript code as in Figure

var pc = new RTCPeerConnection()
[...]
pc.getStats()
.then(stats => {
stats.forEach(stat => {
if (stat.type == ’transport’)
console.log(stat)
b
b

Finally, we remark that Alice’s [[dP] does not appear in the trust and security model,
neither from Alice’s point of view or from an omniscient point of view. On an untrusted
[CS] Alice’s [dP] may be the only actor in the communication setup trusted by Alice.
This is paradoxical but easy to explain: as Alice authenticates with her [[dP] for all she
knows she may be authenticating to a attacker. It is Bob’s [[dDP] that proves to
Alice that the communication is secure. For this reason, it is important that Alice trusts
Bob’s[[dP} for instance through a negotiation process as we presented in Section An
alternative solution could be to use a confirmation mechanism so that Alice’s [[dP] may
be enough for Alice to trust the session. Such mechanism could draw from ZRTP (see
Section or simply be a modification of the existing WebRTC identity validation
protocol.
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Summary

In our previous contributions, we have implemented the WebRTC identity architecture and proposed
solutions for users to have more control over the WebRTC identity parameters. We believe that
for users to understand, and trust, the security of their communications, they should have more
information about the security of their communications. Web browsers are currently pushing for a
secure web and are educating users to look for website security configurations. However, the security
of WebRTC is more difficult to understand as it involves more actors than a simple client-server
connection. In this chapter, we have proposed a model representing the security of a WebRTC
session.

We presented our methodology based on an iterative decomposition process. Our model uses the
security parameters of the signalling process, media encryption, but also trust parameters configured
by the user. It is a representation of the user’s trust in the confidentiality of its session, from its
own point-of-view. However, we also consider the transitive nature of trust relations and propose
an omniscient view of the session confidentiality model. We then discuss an instantiation of our
model and propose a utility function for security parameters.

To validate our model, we conducted a preliminary experiment on non-experts users. In this study,
we evaluated how users understand the definition of trust in actors of the communication setup and
how our trust model helps them understand the security of their WebRTC communication. This
study was based on an online survey offering participants to interact with a dynamic implementation
our model. This survey helped identify potential difficulties for the understanding of the model and
the measure of users perception.
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Chapter 6

Conclusion

In this thesis, we have studied how users can control the trust and security level of their Web Real-Time Commu-
nications. WebRTC is a standardisation effort for interoperable real-time communication in the Web, in line with
the specifications of HTML5 technologies. These specifications aim to provide for dynamic webpages, running
in a compatible browser, and suitably authorized by the user, with the capability to set up audio, video, or data
communication. We first conducted a research survey on [Voice over IP (VoIP)| and WebRTC security research
and observed that the WebRTC identity architecture attracted a lot of interest from the community. This archi-
tecture decouples the signalling path from the identity path by binding media session security certificates to an
identity asserted by an|Identity Provider (IdP)} The claim of the specification is that this architecture allows users
to trust the security of their sessions even if the [Communication Service (CS)|is not trusted. However, we noted
that the security and privacy of the specification have only been studied from a theoretical point of view [143].
In particular, the cross-implementation issues between [Single Sign-On (SSO )| protocol and WebRTC are rarely
considered [145] [143]. The specification itself only sketches an implementation with the OAuth protocol in its
annexe [50]. We neither observed research considering the as a possible attacker of the user’s privacy.

Paradoxically, the WebRTC identity path is left for the [CS|to configure and control as it is the [CS| who sets
the [[dP] to use. From our point of view, it is not clear if the identity path can be trusted independently of the
[CS] Our intuition is that users should have more information and control over the security and trust level of their
communications. With this objective in mind, we studied the following research questions:

e RQ1: What are the risks for the user of a WebRTC session and which abstractions can we use to show
these risks to the user?

— RQ1.1: Are there any security vulnerabilities in the identity path of the WebRTC security architec-
ture?
— RQ1.2: How do users understand the definition of trust in actors of the communication setup?
— RQ1.3: Does our trust and security model helps users understand the security of their WebRTC
communication?
e RQ2: Can we act on a WebRTC session to raise the trust and security level?
— RQ2.1: How to let users negotiate the other peer’s identity parameters?

e RQ3: Can we let users choose actors they trust to participate in the communication setup?

— RQ3.1: Do RP require specialised API?
RQ3.2: Is dynamic discovery and registration commonly available for RP?
RQ3.3: Do RP requires a trust relationship with the supported IdP?

— RQ3.4: Can we leverage the WebRTC identity architecture to let users chose their IdP for user-to-
server authentication?

To answer these research questions, we have proposed three main contributions.
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In our first contribution (in Chapter 3), we have studied additional privacy implications focusing on the
WebRTC identity architecture and on the role of the [[dP}

We first presented our implementation of the WebRTC identity architecture and in particular the integration
of the Proxy component with the [OpenID Connect (OIDC)| protocol. This work reveals that while
facilitates the creation and signature of WebRTC identity assertion, its integration is not straightforward. In
particular, although WebRTC offers an abstract authentication delegation interface it is not particularly suited
to manage authorization delegation. We then answered to RQ1.1 by showing additional privacy risks that [[dP]
should take in consideration to implement the WebRTC identity architecture. We also showed how the [[dP] can
compromise users’ privacy without their explicit consent. The central role and responsibility of [[dP]is reinforced
by their inclusion in WebRTC call setup.

We then focused on answering RQ3 to find if we can let users chose actors they trust to participate in the
communication setup. We conducted a survey of the top-500 websites’ usage of OAuth 2 and [OIDC] to identify
possible reasons for this situation. We classified [Relying Party (RP)| by the types of authorization they request
to users. Our results show that a majority of 58% of 103, do not require specialised data. However, we also
observed that [OIDC]| proposes standardised profile claims, scopes, endpoint, and data format but is implemented
by only a few [[dP] Similarly, [DIDC] offers optional standards for dynamic discovery and registration of [RP| but
these are not implemented at all on surveyed [[dP] This may be due to necessary trust relations between [[dP]
and [RP] but our survey did not allow us to answer for that matter. Finally, we conducted a survey, targeted at
developers, to identify important [[dP]s properties in the developer’s opinion. Our results show that a consensus
exists on the need for a strong authentication and well-crafted user experience but not on other properties. Our
conclusion on RQ3.1 and RQ3.2 is that while technical solutions for allowing users to choose their [[dP] exist,
these are not implemented by [[dP] and [RP) alike.

In our second contribution (in Chapter 4), we have looked at solutions to give users more control over
WebRTC identity parameters: their peers’ authentication and their own [[dP}

We first proposed [Authentication Class and Origin Request (ACOR)| a [Session Description Protocol (SDP)|
extension to negotiate the Authentication Class and the [[dPs Origin for the authentication of the other party
during a WebRTC call. We implemented our solution in a WebRT'C service and tested it using Firefox to answer
RQ2.1. Our tests revealed that while it is possible to request identity parameters to the other peer, obtaining
feedback on the peer’s authentication class is not possible at the moment. We believe that this missing feature
may be useful even outside of a negotiation use case and that it could easily be supported by the WebRTC
identity architecture.

We then presented WebConnect, a web identity metasystem to let users select their trusted [[dP] WebConnect
answers RQ3.4 and show that the WebRTC identity architecture can be leveraged to build a user-to-server
authentication mechanism. We implemented a prototype version based on a Firefox extension and reusing [[dP]
Proxy implemented in Section 3.1. We thus believe that a Web Identity Metasystem such as WebConnect is a
good way to give users more control over which identity services they want to use both in WebRTC and on the
Web in general.

In our third contribution (in Chapter 5), we have proposed a model representing the security of a WebRTC
session so that users may have more understanding of the security of their WebRTC session.

We presented our methodology based on an iterative decomposition process. Our model uses the security
parameters of the signalling process, media encryption, but also trust parameters configured by the user. It is a
representation of the user’s trust in the confidentiality of its session, from its own point-of-view. In addition, we
considered the transitive nature of trust relations and proposed an omniscient view of the session confidentiality
model. We then discussed an instantiation of our model and propose an utility function for security parameters.

To validate our model, we conducted a preliminary experiment on non-experts users. In this study, we
evaluated how users understand the definition of trust in actors of the communication setup and how our trust
model helps them understand the security of their WebRTC communication. This study was based on an online
survey offering participants to interact with a dynamic implementation of our model. This survey helped to
identify potential difficulties for the understanding of the model and the measure of users perception.
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Chapter 7

Perspectives

In this chapter, we present some research directions emerging from the work

presented in this thesis. A few of these perspectives were already envisioned
as long-term objective at the start of our work. However, other unveiled
from our research results and we believe that researching them may yield
interesting contributions. We already started exploring some of these direc-
tions. We first expose how we would like to extend our WebRTC trust and
security model in Section [T Then we propose ways to continue work on
the WebRTC IdP Proxy interface in Section[7.3 Finally, in Section we
argue for a comparison of our WebConnect solution with the work of the
W38C WebPayment working group.

7.1 On the WebRTC Trust and Security Model

Instantiation @Runtime

We discussed in Section of how we intend to conduct a larger scale survey to
validate our trust model. One of our objective is to integrate the model into a running
WebRTC service to give a sense of context to participants. Ultimately, the model is
to be used by the browser to display a trust and security indicator to the users. In
both situations: the [Communication Service (CS)| or the browser running the model,
we need to instantiate the model from the actual security configuration, i. e. we need to
access relevant WebRTC statistics. We have proposed what we call an omniscient view
of our WebRTC trust and security model. To instantiate this omniscient model on an
actual WebRTC service, we need to implement a trusted introspection function in the
communication setup. This function would let actors feed their own security information
to the model. The question of trust in these inputs may pose a difficult challenge to
solve.

Our contributions focused on “manual” reconfiguration of the identity parameters,
i. e. negotiation and free choice of used [Identity Provider (IdP)|and authentication level.
Our work opened the possibility to work on automatic reconfiguration of a WebRTC
session for an increased security level. It should be our next step in the direction of
allowing users to control their WebRTC security. For instance, we believe that our
trust and security model and identity negotiation solution could be integrated with the
approach from Alia et al. [128] for dynamic reconfiguration of the security and
[of Service (QoS)|parameters. We believe that setting up this work on a given signalling
architecture rather than on a signalling-agnostic approach may help in determining
reconfiguration options.
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Figure 7.1: One-Shot Proto-
cols Architecture

OneShot Protocol Stubs

Or"

Service

Trust Contextualisation

Another way to contextualise the WebRTC trust and security model could be to ex-
plicitly add context information to the trust and security decomposition. For instance,
we considered the possibility to represent explicit context information using a coloured
tree in the graphical representation. Using such formalism means that the decompo-
sition nodes in the model are actually typed. Firstly, this would allow to express the
exact purpose of a trust relation between two actors. Secondly, the typed decomposition
nodes and typed security properties could be extracted from the model. We believe that
researching this direction could open the path of a protocol composition language. Such
protocol composition language could be used to build on demand security mechanisms
based on high-level requirements.

One possible application of a protocol composition language may be to implement
protocol diversification @Runtime. Automatic diversification techniques |[168] aim at re-
ducing software mono-culture and its inherent weakness, i. e. break-once break-everywhere
vulnerabilities. The idea of automatic protocol diversification is thus to generate pro-
tocols on-the-fly for each opened connection. Whether such architecture would actually
increase communication security is an open question.

7.2 On the IdP Proxy Interface

Loopback Interface

In some scenarios, especially those for which the WebRTC identity architecture is de-
signed, Alice’s[[dP|may be the only trusted actor in the communication setup. Observing
our WebRTC trust and security model, we remarked that Alice’s [[dP] has no influence
on Alice’s trust in her security. This is a quite important paradox. Of course, it is the
responsibility of Bob’s [[dP|to authenticate Bob, but what if this[[dP]is also not trusted?
In Section [£I] we proposed a solution to let Alice negotiate which [[dP] may be used
by Bob. However, if Alice authenticates too, Alice’s [[dP] Proxy will be instantiated on
Bob’s browser. This is an important asset that could be leveraged so that Alice’s [[dP)]
participates in Alice’s trust.

Inspired from the ZRTP protocol, a loopback feature, as presented in Figure [7.2]
could be implemented so that Alice’s [[dP] confirms who verified the identity assertion.
As Alice’s [[dP] does not know Bob, this pose some interesting challenges that need to
be solved first. Ultimately, Alice’s [[dP| may not authenticate Bob on a first call. Never-
theless, supposing a first secure call, Alice’s[[dP|may re-authenticate Bob on subsequent
call. A simple solution to implement such mechanism would be to use cookies, as we
described in Section Obviously, this implies that the [[dP] Proxy interface would
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have to be modified to incorporate this functionnality. While the WebRTC identity
architecture aims at offering an abstract identity interface, this raise the question as to
whether such an interface is possible and how it should be designed.

We would also like the opportunity to explore other mechanisms to authenticate the
other peer. In particular we would like to explore the possibility to fingerprint the other
peer’s browser through its WebRTC media, stream, and network parameters. For in-
stance during the [Session Description Protocol (SDP)|negotiation, offered and selected
[[nteractive Connectivity Establishment (ICE)| candidates, offered codecs or other pa-
rameters may allow to establish a fingerprint of the browser. It would be interesting to
know if such fingerprint could be used in a peer authentication use case or even in a
generic web fingerprinting script as in the work of Laperdrix et al. .

e Signalling

Alice Bob

a ID Generation

IdP Proxy IdP Proxy

@ 'D validation

0 ID Loopback

IdP A

WebID TLS Implementation

WebID is a distributed identification mechanism which enables each user to control
its identity and link to other identities forming a decentralised social network. A WebID
document contains claims of an identity in the resource description framework format
and is hosted on a secure domain. WebID-TLS [169] is an authentication protocol that
leverages WebID and [Transport Layer Security (TLS)|client authentication. In order to
use this protocol, a user first installs its public/private key pair and certificate referring
to the WebID document in its browser. The public key is also added to the user’s
WebID document. When a website requires WebID-TLS authentication, the user select
its certificate and the browser performs a [TLS| client authentication with it. As the
certificate refer to the WebID containing the certificate’s public key, the protocol proves
to the website that the user is in control of the WebID document, i. e. it is authenticated.

Work from the WebID W3C working group seems to have ceased. However, as
WebID-TLS lets users control their identity and authentication it may be a practical
solution to privacy issues related to the role of [[dP|on the Web. We started working on
an integration of WebID-TLS with the WebRTC identity architecture during our thesis.
Our idea is to host an [[dP] Proxy on the same domain as the WebID, without using
any [[dP] Implementing a WebID-TLS [[dP| Proxy would allow users to easily host their
identity for WebRTC, for instance on their own blog.

The main difficulty of this scenario is that the [[dP] Proxy must be able to access
cryptographic material from the browser stored in client certificates. For the moment
we did not manage to solve this issue and we would like to continue to work on this
implementation if given the opportunity. An alternative solution could be to relax the
use of the WebID-TLS protocol and instead rely on WebID-TLS-like approach. For

Figure 7.2: ID Loopback Se-
quence
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instance, the m Proxy could use the WebCrypto API [170] to generate, import, and
export the private key necessary to sign the identity assertion. This key could then
be stored in the browser storage [171]. However, this solution requires to deploy in
the WebID host some JavaScript code capable of managing the private key lifecycle,
loosing the benefits of the simple WebID-TLS solution. Ultimately, it may be preferable
to integrate the WebCrypto API with the browser exposed interface for [TLS client
certificates selection.

7.3 On WebConnect and the WebPayment Working
Group

In Section 3.1 we have demonstrated that the WebRTC identity architecture can be
implemented with OpenlID Connect or with a more ad-hoc solution, in Section we
have proposed a solution for negotiating the other party identity parameters and in
Section [£.2] we have adapted the architecture to a user-to-server authentication scenario.
As we explained in the previous section, we were not able to implement [[dP] Proxy with
the WebID-TLS protocol and in each other of our solutions we have encountered small
issues that restrict some functionalities. For instance, compared to OpenID Connect,
the WebRTC identity architecture does not allow to obtain an authentication strength
information or to authenticate the validating party. In our opinion, to what extent is the
WebRTC identity architecture a generic authentication protocol and what features can
be implemented with it is an interesting and open question.

Web Connect is our solution for letting user choose their identity provider on the
Web. The work by the [World Wide Web Consortium (W3C)| Web Payment working
group recently came to our attention. This working group proposes a WebPayment
[Application Programming Interface (API)|[172] that would let browsers expose an
for installing payment application. Web sites can then use this [AP]] to request payment
to users through the payment application of their choice. Figure [7.3] shows a sequence
diagram for a payment. The proposed architecture is actually quite similar to the
WebConnect architecture, i. e. the payment app is equivalent to the [[dP] Proxy, the
mediator to the browser, and the payment network to the [[dP] If the web payment
architecture gains traction, it may mean that a similar interface for authentication may
benefit from some support.

Offering an Identity Metasystem through the WebPayment API

In order to promote our solution for freely choosing an [[dP} it may be interesting to
explore the similarities between the Proxy/WebConnect and the WebPayment
The parallel between payment and authentication protocol are already known. For in-
stance the Diameter protocol for authentication, authorization, and accountability can
be extended with credit control applications, while spending bitcoins on a blockchain
first requires authentication through a private key. Starting from the idea that emitting
a bank cheque with a null value and identity claims is similar to emitting an identity as-
sertion, we would like to test if an authentication protocol can actually be integrated and
served through the WebPayment [API] This would demonstrate the feasibility of the idea
and serve to measure the interest of extending the WebPayment [AP]] for authentication
scenarios.

Going further, the coupling of identity and payment functions in a single API may
have additional uses than simply choosing the [[dP} For instance, some solutions against
[SPam over Internet Telephony (SPIT)| propose that users pay an initial fees on first
call to deter spammers. In such solution, if the call is [SPIT| the money is kept by
the callee and the caller is added to a blacklist, if the caller is genuine the money is
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paid back. Supposing that the same interface would offer payment application and peer
authentication in WebRTC, such anti{SPIT| systems may be quite easy to setup.

A generic API for authorization, authentication, and payment

In this thesis, we have questioned the WebRTC identity architecture as a generic in-
terface for authentication. We have tested its practical implementation with existing
protocols and proposed extensions to other use cases. In Telco architectures, authen-
tication, authorization, and accounting are regrouped under the term AAA and often
provided by the same protocols. As we remark the similarity between authentication and
payment, authentication and authorization are also similar functions as demonstrated
by OpenlID Connect being an extension to OAuth 2. We believe that the practicality
of a generic interface for all-three AAA functions, for instance considering authentica-
tion and accounting as a special case of authentication, may be an interesting research
direction.

Figure 7.3: Payer Makes a
Purchase.
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Glossary

3GPP The 3rd Generation Partnership Project is a
cooperation organisation between telecommunication
standard organisations.

A AA Authentication, Authorization, and Accounting
A AL Authentication Assurance Level

ACME The Automatic Certificate Management En-
vironment is a protocol that a certification au-
thority (CA) and an applicant can use to auto-
mate the process of verification and certificate is-
suance [I-D.ietf-acme-acme |.

ACOR Authentication Class and Origin Request is our
proposed extension to SDP for the negotiation of iden-
tity parameters.

ACR Authentication Class Request is a parameter of
out ACOR extension to SDP.

ACR Authentication Context Class Reference (OIDC
claim)

APIT An Application Programming Interface is a partic-
ular set of rules and specifications that a software pro-
gram can follow to access and make use of the services
and resources provided by another particular software
program that implements that API.

ARCEP Autorité de Régulation des Communications
Electroniques et des Postes is the French regulation au-
thority for postal and electronic communications.

AS Authorization Server (OAuth 2 role)

CA Certification Authority are responsible for signing
and issuing cryptographic certificates.

CDN A Content Delivery Network is constituted of
proxy servers geographically distributed to be as close
to clients as possible in order to transparently provide
high availability and performance.

CORS Cross-Origin Resource Sharing is a web secu-
rity mechanism to allow resources on a webpage to be
requested from an origin outside of the webpage’s origin
(see RFC6454 [40]).

CS Communication Service

CSCF Call Session Control Function
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CSP Content Security Policies is a mechanism by which
web developers can control the resources which a par-
ticular page can fetch or execute, as well as a number
of security-relevant policy decisions [42].

CSRF Cross-Site Request Forgery is a type of vulner-
ability allowing an attacker to issue unauthorized com-
mands in name of the user.

CVE The Common Vulnerabilities and Exposure
database references public security vulnerabilities.

DDoS Distributed Denial of Service

DHT A Distributed Hash Table is a distributed storage
infrastructure providing a key/value lookup functional-
ity.

DoS A Denial of Service attack targets the availability
of a machine or network, usually by flooding the target
with illegitimate requests.

DTLS The DTLS protocol provides communications
privacy for datagram protocols. The protocol allows
client/server applications to communicate in a way that
is designed to prevent eavesdropping, tampering, or
message forgery. The DTLS protocol is based on the
Transport Layer Security (TLS) protocol and provides
equivalent security guarantees. Datagram semantics of
the underlying transport are preserved by the DTLS
protocol (see REC6347 [57]).

Ecma The European association for standardizing in-
formation and communication systems is a standardis-
ation organisation responsible in particular for the EC-
MAScript language, . e. JavaScript.

EU European Union.

GDPR The General Data Protection is an European
Union regulation on the protection of natural persons
with regard to the processing of personal data and on
the free movement of such data.

GUID Globally Unique IDentifier (reThink project)

HTTP The Hypertext Transfer Protocol is an
application-level protocol for distributed, collaborative,
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hypermedia information systems. It is a generic, state-
less, protocol which can be used for many tasks beyond
its use for hypertext, such as name servers and dis-
tributed object management systems, through exten-
sion of its request methods, error codes and headers
(see RFC2616 [19)]).

HTTPS HyperText Transfer Protocol Secured (see
RFC2818 [45]).

ICE Internet Connectivity Establishment is a proto-
col for Network Address Translator (NAT) traversal for
UDP-based multimedia sessions established with the
offer /answer model. ICE makes use of the Session
Traversal Utilities for NAT (STUN) protocol and its
extension, Traversal Using Relay NAT (TURN). ICE
can be used by any protocol utilizing the offer/answer
model, such as the Session Initiation Protocol (SIP) (see
RFC5245 [35]).

IdP Identity Provider

IETF The Internet Engineering Task Force (IETF) is
the premier Internet standards body, developing open
standards through open processes.

IMS The IP Multimedia Subsystem aims at merging
telecommunication technologies under an all-IP envi-
ronment.

IP The Internet Protocol provides for transmitting
blocks of data called datagrams from sources to desti-
nations, where sources and destinations are hosts iden-
tified by fixed length addresses (see RFC791 [RFC791

D

JKU JSON Key URL (a JWT header parameter).
JOSE JavaScript Object Signing and Encryption
JSEP JavaScript Session Establishment Protocol al-
lows a JavaScript application to control the signaling
plane of a multimedia session via the interface specified
in the W3C RTCPeerConnection API, and discusses
how this relates to existing signaling protocols |33].
JSON JavaScript Object Notation is a lightweight,
text-based, language-independent data interchange for-
mat derived from the ECMAScript (see REC7159 [72]).
JWE JSON Web Token Encryption

JWS JSON Web Token Signature

JWT JSON Web Token is a compact, URL-safe means
of representing claims to be transferred between two
parties. The claims in a JWT are encoded as a JSON
object that is used as the payload of a JSON Web Sig-
nature (JWS) structure or as the plaintext of a JSON
Web Encryption (JWE) structure, enabling the claims
to be digitally signed or integrity protected with a Mes-
sage Authentication Code (MAC) and/or encrypted
(see RFC7519 |71)).

LTE The Long Term Evolution mobile network is a
standard for high-speed mobile networks designed by
the 3GPP.

MitM A Man-in-the-Middle attack is a kind of cryp-
tographic attack where the attacker is setup between
two communicating parties and secretly intercepts and
relays their messages.

NAT A Network Address Translator re-maps an IP ad-
dress into another by modifying packet headers while in
transit. It is usually used to hide an private IP address
space into a single public IP address.

OIDC OpenID Connect 1.0 is a simple identity layer
on top of the OAuth 2.0 protocol [65].

OR Origin Request is a parameter of our ACOR ex-
tension to SDP.

OS Operating System

OSN An Online Social Network is a platform where
users build social relations based on personal or profes-
sional interests.

OTT Over The Top services are provided on top of
existing internet service providers networks.

P2P Peer-to-Peer

POSIX The Portable Operating System Interface is
a set of standards of compatibility between operating
systems.

QoS Quality of Service is the description or measure-
ment of the performance of a service, in particular as
seen by the user.

RFC Request For Comments are memorandum pub-
lished by the Internet Engineering Task Force (IETF).
RO Resource Owner (OAuth 2 role)

RP A Relying Party is an OAuth 2 client using OpenID
Connect.

RS Resource Server (OAuth 2 role)

RTCP The RTP Control Protocol is a protocol for con-
trolling RTP sessions (see RFC3550 [53]).

RTP The Real-time Transport Protocol provides end-
to-end network transport functions suitable for applica-
tions transmitting real-time data, such as audio, video
or simulation data, over multicast or unicast network
services (see RFC3550 [53]).

SAS Short Authentication String

SCTP The Stream Control Transmission Protocol is
designed to transport Public Switched Telephone Net-
work (PSTN) signalling messages over IP networks, but
is capable of broader applications (see RFC4960 [59]).



SDES The Session Description Protocol Security De-
scriptions serves to configure security for a unicast me-
dia stream in either a single message or a roundtrip
exchange (see RFC4568 [79)]).

SDK A Software Development Kit is a set of tools and
libraries facilitating the development of applications.
SDP Session Description Protocol is intended for de-
scribing multimedia sessions for the purposes of session
announcement, session invitation, and other forms of
multimedia session initiation (see RFC4566 [RFC4566
D.

SIP The Session Initiation Protocol is an application-
layer control (signaling) protocol for creating, modify-
ing, and terminating sessions with one or more partic-
ipants. These sessions include Internet telephone calls,
multimedia distribution, and multimedia conferences
(see RFC3261 [129)]).

SPIT SPam over Internet Telephony

SRTP The Secure Real-time Transport Protocol is a
secure profile for the RTP protocol (see RFC3711 [52]).
SRTP profile for DTLS is an extension of the Data-
gram Transport Layer Security (DTLS) protocol to es-
tablish keys for Secure Real-time Transport Protocol
(SRTP) (see RFC5763 [56]).

SSO Single Sign-On systems permit users to log in with
a single identifier and password to access a set of sys-
tems.

STUN Session Traversal Utilities for NAT is a proto-
col that serves as a tool for other protocols in dealing
with Network Address Translator (NAT) traversal (see
RFC5389 [36)).

TCB Trusted Computing Base

TCP The Transmission Control Protocol (TCP) is in-
tended for use as a highly reliable host-to-host protocol
between hosts in packet-switched computer communi-
cation networks, and in interconnected systems of such
networks (see RFC793 [55].

TLS Transport Layer Security provides communica-
tions security over the Internet. The protocol allows
client /server applications to communicate in a way that
is designed to prevent eavesdropping, tampering, or
message forgery (see RFC5246 [46]).

Glossary 147

TURN Traversal Using Relays around NAT allows the
traversal of NAT router through a TURN server relay
(see RFC5766 [37]).

UA A User-Agent is an HTTP client.

UDP The User Datagram Protocol provides a proce-
dure for application programs to send messages to other
programs with a minimum of protocol mechanism. The
protocol is transaction oriented, and delivery and dupli-
cate protection are not guaranteed (see RFC768 [54]).
UE User Equipement (LTE role)

UI User Inteface

UICC The Universal Integrated Circuit Card is a
smart card used for mobile phones authentication and
security, often referred as the SIM card.

URI A Uniform Resource Identifier is a compact se-
quence of characters that identifies an abstract or phys-
ical resource (see RFC3986 |41]).

URL Uniform Resource Locator (see REFC3986 [41]).

VBR Variable Bit-Rate files vary the amount of output
data per time segment, as opposed to constant bit-rate.
VoIP Voice over IP designates the techniques to com-
municate using voice or voice and video over any com-
patible IP networks.

VoIPSA The VoIP Security Alliance aims to fill the
void of VoIP security related resources through a unique
collaboration of VoIP and Information Security ven-
dors, providers, and thought leaders.

VoLTE Voice over LTE is an architecture for VoIP over
4G mobile networks.

VPN A Virtual Private Network extends a private net-
work through a public network, often over a secure tun-
nel established with TLS.

W3C The World Wide Web Consortium (W3C) is an
international community where Member organizations,
a full-time staff, and the public work together to de-
velop Web standards.

XSS Cross-Site Scripting is a vulnerability of web
applications allowing an attacker to inject malicious
scripts from a domain into another.
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Resumé : Dans cette thése, je propose trois contri-
butions principales. J'étudie I'architecture d’identité We-
bRTC et plus particulierement son intégration aux algo-
rithmes de délégation d’authentification existants. Cette
intégration n’a pas encore été étudiée jusqu’a présent.
Dans cette perspective, jimplémente les composants de
I'architecture d’identité WebRTC ce qui permet de montrer
que cette architecture n’est pas particulierement adap-
tée a une intégration aux protocoles de délégation d’au-
thentification existants tels qu’OpenID Connect. Je montre
ensuite comment la position centrale des fournisseurs
d’identité dans I'écosystéme du Web est renforcée par
leur intégration a I'établissement de session WebRTC.

Dans ma seconde contribution, je cherche a donner plus
de contrGle a l'utilisateur. Pour ce faire, je propose une
extension de la spécification WebRTC afin de permettre
la négociation des parametres d’identité ainsi gu’une API
Web permettant aux utilisateurs de choisir leur fournisseur
d’identité. La faisabilité de chacune de ces solutions est
démontrée par une implémentation. Enfin, dans ma troi-
siéme contribution, je propose un modeéle de sécurité et
de confiance d’une session WebRTC afin d’'aider les uti-
lisateurs non-experts & mieux comprendre la sécurité de
leur session WebRTC. Afin de valider cette approche, je
présente les résultats d’'une étude préliminaire de la com-
préhension de ce modéle.

Title : User Controlled Trust and Security Level of Web Real-Time Communi-

cations

Keywords : Web, Voice over IP, Computer Security, Privacy, Authentication, WebRTC

Abstract : In this thesis, we propose three main contri-
butions. In our first contribution we study the WebRTC
identity architecture and more particularly its integration
with existing authentication delegation protocols. This in-
tegration has not been studied yet. To fill this gap, we im-
plement components of the WebRTC identity architecture
and comment on the issues encountered in the process.
We then study this specification from a privacy perspec-
tive an identify new privacy considerations related to the
central position of identity provider. In our second contri-
bution, we aim at giving more control to users. To this end,
we extend the WebRTC specification to allow identity pa-
rameters negotiation. We then propose a web API allo-

wing users to choose their identity provider in order to au-
thenticate on a third-party website. We validate our propo-
sitions by presenting prototype implementations. Finally,
in our third contribution, we propose a trust and security
model of a WebRTC session to help non-expert users to
better understand the security of their WebRTC session.
Our proposed model integrates in a single metric the se-
curity parameters used in the session establishment, the
encryption parameters for the media streams, and trust in
actors of the communication setup as defined by the user.
We conduct a preliminary study on the comprehension of
our model to validate our approach.
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