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Résumé

Dans cette étude nous nous sommes interéssés a sécuriser les réseaux véhiculaires Ad hoc
(VANETS) contre les attaques de déni de service (DoS) jugées comme étant les attaques les plus
dangereuses pour ces types de réseaux. Notre travail peut étre subdivisé en trois grandes parties.

Dans un premier temps, nous avons étudié les différentes vulérabilités auxquelles sont exposés
les VANETS et spécialement les attaques DoS. Vu notre expertise en matiére de la cryptographie,
nous avons etudié, dégagé et classifié des solutions possibles a une grande panoplie de bréches de
sécurité VANETSs. En effet, nous avons montré que la cryptographie avec ses primitives et outils
assez puissants permet de résoudre un grand nombre de problemes de sécurité. Notre premire
contribution dans ce sens est un algorithme de génération de clés de groupe pour les convois de
véhicules.

Dans notre deuxieme contribution nous avons conc¢u deux nouvelles techniques de détection
des attaques DoS dans les VANETSs caractérisés essentiellement par la forte mobilité et les
déconnexions fréquentes ce qui complique considérablement la phase de détection par rapport
d’autres réseaux plus lent. Notre premier algorithme de détection est basé sur la regression
linéaire, la logique floue ainsi que trois nouvelles métriques de détection spécifiques VANETS.
Dans notre deuxieme algorithme nous avons défini le ” Packet entropy” comme nouvelle métrique
que nous avons introduit pour la premiere fois pour détecter les DoS dans les VANETSs.

Notre troisieme contribution est relative a la réaction contre les attaques détéctées et pour
cela nous avons eu recourt aux techniques offertes par la théorie des jeux. Nous avons proposé
deux jeux de réaction non coopératifs sous forme stratéqique et extensive. Pour chacune des
phases de détection et de réaction, les expérimentations ont été faites essentiellement pour les
attaques greedy et jamming. Nos algorithmes proposés présentent ’avantage de la rapidité, d’étre

exécutés par n’importe quel nceud du réseau et ne nécessitent aucune modification du protocole
IEEE 802.11p de la couche MAC, utilisée comme standard pour les VANETSs.

Au courant de ce travail nous avons pu participer a la sécurisation des résaux VANETS.
Cependant nous jugeons qu’il reste beaucoup de travail a faire. A savoir par exemple, I'étude des
solutions cryptographiques que nous avons menée, qui nous a permis de découvrir & quel point
I'usage de la cryptographie pour la sécurité des VANETS est un sujet assez vaste et qui nécessite
d’étre encore mieux exploré. Ceci consituera pour nous une ouverture assez prometteuse.

Mots clés: Réseaux véhiculaires Ad hoc (VANETs), Déni de service (DoS),
Sécurité, Cryptographie, Attaques, IEEE 802.11p.
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Abstract

In this thesis we are interested in securing Vehicular Ad hoc NETworks (VANETS)
against Denial of Service (DoS]) attacks judged to be the most dangerous attacks to such
networks. Our work can be divided into three main parts.

First, we studied all the various possible existing vulnerabilities to which are exposed
VANETS, we focused especially on denial of service attacks. Given our expertise in cryp-
tography, we explored, identified and classified the possible solutions to a wide range of
VANET security breaches from a cryptographic point of view. Indeed, we showed that
cryptography with its primitives and fairly powerful tools solves many security problems.
Our first contribution in this direction is a secure Group key generation algorithm for
VANET platoons.

In our second contribution, we have developed two new techniques to detect denial of
service attacks in VANET networks mainly characterized by the high mobility and frequent
disconnections which considerably complicates the detection. Our first detection algorithm
is based on the linear regression mathematical concept, fuzzy logic and three newly defined
VANET appropriate. In our second algorithm we defined a new Shannon Entropy based
metric that we introduced for the first time to detect DoS attacks in VANET.

Our third contribution was devoted to the reaction against the detected attacks. For
that we used the techniques offered by game theory. We have proposed two non-cooperative
strategic and extensive form reaction games. For both detection and reaction proposed
schemes, experiments were made essentially for the greedy behavior and jamming attacks.
All our proposed algorithms present the advantage of rapidity, to be executed by any node
of the network and does not require any modification of the 802.11p MAC layer protocol
used as a standard for VANETY

Aware of this work we have participated in securing VANETSs, however we believe that
much remains to be done. Namely, for example the study of cryptographic solutions we
have conducted, allowed us to discover how the use of cryptography for VANET security is
a fairly broad topic which needs to be better explored. This will be for us a very promising
opening.

KeyWords: Vehicular Ad hoc Networks (VANETs), Denial of Service (DoS),
Security, Cryptography, Attacks, IEEE 802.11p.
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2 CHAPTER 1. INTRODUCTION

1.1 Context

One of the major features that have shaped the vehicular industry during the last
years is the integration of embedded components whose main role is the improvement of
driver safety. To disseminate the information gathered and processed by these components,
wireless communication infrastructures have been used. Such Intelligent Transportation
Systems Intelligent Transportation System ([TS)) that have been initially developed for
safety purposes have then been extended to cover driving efficiency as well as the provision
of value-added services, including infotainment and commercial applications. In the near
future, it is expected that vehicles which increasingly become an intelligent systems will
be equipped with radio communications interfaces. Automakers have realized the poten-
tial of the interconnection of their vehicles. In order to expand the perception of event
recognition which can not be detected by local sensors or by the driver, on-board sensors
have been introduced. Thus, critical driving conditions can be detected, and important in-
formation can be shared with nearby vehicles. To exchange such information, the vehicles
form a spontaneous networks, and they are commonly known as [VANETS using a direct
communication between vehicles known as Inter-Vehicle Communications (IVC). Using
this system, vehicles can respond by themselves to avoid accidents by preventing vehicles

in close proximity and it transparently to the driver.

There are two communication types in a VANET network: Vehicle to Vehicle (V2V])
where vehicles communicate directly and Vehicle to Infrastructure (V2I)) which also refers
in the literature the I2V communications, where vehicles communicate with existing infras-
tructure, such as GSM, UMTS, WiMAX networks and WiFi via fixed equipment placed

on the road sides.

VANETS are a use case of mobile ad hoc networks where cars are the mobile nodes. In
addition to the on board entertainment services, the essential purpose of VANETS is to im-
prove road safety and enhance driving conditions. Thus, the life of users is one of the most
important involved factors, hence the paramount importance of securing VANETSs against
any type of attack they can undergo. The VANET networks are actually a special case of
Mobile Ad hoc NETworks (MANETS) and as they exhibit several unique features such as
the high mobility of nodes, short connection times, etc. conventional security mechanisms
are not always effective. More specifically, under the mentioned conditions, different types

of conventional attacks under which operate mobile networks in ad hoc mode are valid
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for VANET. However, the behavior of VANETS towards these attacks, and the proposed

solutions are not usually the same.

Given the variety of attacks and vulnerabilities that may exist in VANET, several
techniques and mechanisms exist either to completely avoid or to minimize the effects
desired by the attacker. However, this area is not well explored in the literature. It
is therefore necessary to find solutions to these existing security breaches in VANETS,
basically the attacks. This thesis was proposed in this context.

1.2 Thesis objectives

In a VANET environment, both V2V or V2I communication modes are exposed to

different kinds of attacks. However, in this work we focus on:

o V2V communications: Which is the most difficult case to configure compared to V2I

communications.

e Denial of Services attacks: Judged to have the most disastrous and dangerous effects

on the network.

Our goal is to analysis, design and evaluate new methods for securing vehicular net-
works based on IEEE 802.11p standard. More precisely, we provide both detection and

reaction algorithms to more secure VANETS against DoS attacks.

Analysis refers to qualitatively evaluate existent related works and their effectiveness
in a VANET context with high mobility. Based on this background, design relates to in-
troducing new proposals in order to enhance both detection and reaction phases against
attacks. Finally, the term evaluate is used to denote the assessment of the performance of
our proposals by a series of experimental results and comparison with existing approaches

coming from literature.

1.3 Summary of contributions

The major contributions of our dissertation are basically based on both cryptographic
solutions for [DoSl attacks in VANETSs and on detection and reaction methods against these
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kind of vulnerabilities. We contribute also by providing a recent sate of art study in this

context. These contributions are summarized in the following:

e Recent advances in VANETSs
This work was done in order to provide the latest recent advances in vehicular net-
works, and more specifically the works related to the security of these networks. We
studied the physical and the MAC layer protocols, as well as related standards. We
also classified the VANETSs vulnerabilities and attacks, from a cryptographic point

of view depending on the affected service.

e Possible cryptographic solutions for VANET security challenges
The previous classification, allowed us to study the possible cryptographic solutions
for each family of attacks. The various known attacks and their feasible solutions
have been studied one by one. We have demonstrated that cryptography can solve
a wide range of VANET security challenges and much remains to be done in this

direction.

e Group key generation proposal
We addressed in this contribution, the secure group communications problem in
VANETSs. By generating a secret group key that can be used by the vehicles of a
VANET platoon to guarantee secure communication between them. To address this
need, we propose a new secure Diffie-Hellman based variant algorithm for groups,
that we fortified by a pre-shared secret to withstand the famous Man in the Middle
attack. As necessary, our proposal can be used by several types of authentication

and encryption VANET applications.

e Linear regression and fuzzy logic based detection scheme
As explainedabove, detecting DoS attacks in ITS is an important part of our disser-
tation. With respect to this issue, we proposed a new linear regression and fuzzy
logic based detection scheme. The objective of this scheme divided into suspicion
and decision phases is to detect if the VANET network is under attack or not.
For this effect we have defined three new metrics and we have focused especially on

greedy behavior attack.

e Entropy based detection scheme
In the same axis, we have proposed a new Shannon Entropy based scheme for

VANETS [DoS attack detection. We define ”Packets entropy” as a new metric to
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measure the entropy of chosen family of exchanged packets in VANET network. In
fact, the idea is simple: the entropy of normal network (not under attack) is too
different (higher) from the entropy of network under DoS attack. Based on this
principle, our method is generic (not related to the type a attack), presented the

advantages of rapidity and does not require any MAC protocol modification.

e Game theory based reaction methods
For the latest part of this dissertation related to the reaction against VANETSH [DoS|
attacks, we have proposed a game theory based scheme. In fact, game theory becomes
increasingly a powerful reaction design tool. Basically, a network under attack can be
considered as game between honest nodes and attackers nodes. Using this principle
we have designed two non-cooperative security games which allowed to avoid and

mitigate attack effects.

1.4 Publications

Based on the findings of the current research, some papers have been published to the

international journals and conferences as following:

1. MEJRI, Mohamed Nidhal, BEN-OTHMAN, Jalel, and HAMDI, Mohamed. GDVAN:
A New Greedy Behavior Attack Detection Algorithm For VANETSs. Accepted in

IEEE transaction on mobile computing journal (5-year impact factor 3.01)

2. MEJRI, Mohamed Nidhal, BEN-OTHMAN, Jalel, and HAMDI, Mohamed. Sur-
vey on VANET security challenges and possible cryptographic solutions. Vehicular

Communications, Elsevier, 2014, vol. 1, no 2, p. 53-66.

3. MEJRI, Mohamed Nidhal and BEN-OTHMAN, Jalel. Entropy as a new metric for
denial of service attack detection in vehicular ad-hoc networks. In : Proceedings
of the 17th ACM international conference on Modeling, analysis and simulation of
wireless and mobile systems. ACM, 2014. p. 73-79.

4. MEJRI, Mohamed Nidhal and BEN-OTHMAN, Jalel. Detecting greedy behavior by
linear regression and watchdog in vehicular ad hoc networks. In : Global Communi-

cations Conference (GLOBECOM), 2014 IEEE. IEEE, 2014. p. 5032-5037.
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5. MEJRI, Mohamed Nidhal and HAMDI, Mohamed. Recent advances in cryptographic
solutions for vehicular networks. In : Networks, Computers and Communications
(ISNCC), 2015 International Symposium on. IEEE, 2015. p. 1-7.

6. MEJRI, Mohamed Nidhal, ACHIR Nadjib and HAMDI, Mohamed. A New Group
Diffie-Hellman Key Generation Proposal for Secure VANET Communications. 2016
13th IEEE Annual Consumer Communications Networking Conference (CCNC).

7. MEJRI, Mohamed Nidhal, ACHIR Nadjib and HAMDI, Mohamed. A New Security
Games Based Reaction Algorithm Against DoS Attacks in VANETSs. 2016 13th IEEE

Annual Consumer Communications Networking Conference (CCNC).

8. MEJRI, Mohamed Nidhal, HAMDI, Mohamed and BEN-OTHMAN, Jalel. A New
Information Theory Based Proposal For VANET Security. Submitted to Elsevier

Computers & systems Journal (impact factor 1.32)

9. MEJRI, Mohamed Nidhal, ACHIR Nadjib and HAMDI, Mohamed. Game Theory

based proposal for Vehicular Networks Security. (in progress)

1.5 Thesis outline

The remainder of the report is organized as follows:

e Chapter 2 presents the recent state of art advances of VANETSs and identifies all
the existing security problems in VANETSs with a wide variety of studied examples
in such identified family of attacks especially for [DoS| attacks.

e Chapter 3 evaluates what cryptography which is a securing tool set can solves among
all the existing identified VANET vulnerabilities and security challenges. From this
point of view, we present our proposal to solve the problem of secure key generation
for a VANET platoon.

e Chapter 4 details our contribution about the detection against [DoSl attacks in
VANETS using the linear regression, watchdog and fuzzy logic concepts. We confirm
the efficiency of our proposed detection algorithm by simulating the greedy behavior

which is a dangerous DoS attack.
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e Chapter 5 continues in the same direction as chapter 4 and present our second
contribution about DoS detection. We define ”Packets entropy” as a new metric to
be used to distinguish easily and rapidly between a normal VANET and a VANET
under DOS attack. Jamming and greedy behavior attacks has been used as DoS

attacks simulations examples.

e Chapter 6 is devoted to our contribution about the reaction methods against
attacks. We proposed two non-cooperative security game algorithms based on game
theory allowing to avoid and mitigate the DoS attack effects. Some experimental
results are carried out in order to evaluate our approach with existing methods.

Compared to similar existing methods, this proposal seems to be wide efficient.

e Chapter 7 summarizes the results of the current research and points out several

lines of future work.

The bibliography is given at last.
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10 CHAPTER 2. VANET STATE OF ART

In this chapter we provide in a first part a detailed review of the recent advances of the
state of art of Vehicular Ad hoc networks commonly known as VANETs. In addition to
the communication architecture, standards and routing protocols we detailed also the most
known projects and applications of WANETS. In a second part, we focus on the privacy
and security challenges that need to be overcome to make such networks safety usable in
practice. All the existing security problems in VANETs have been identified and classified.

A wide variety of examples in such identified family of attacks has been studied.

2.1 Introduction

In recent years, the development of [1] has made a big step. In addition to enter-
tainment services on board, the main aim is to improve road safety and driving conditions.
The automakers have realized the potential of the interconnection of their vehicles. To
broaden the perception of recognition events that cannot be detected by traditional sen-
sors or by the conductor, embedded sensors were introduced. Critical driving conditions
can be detected and the information may be shared with nearby vehicles. To share this
information, vehicles establish a spontaneous network, known as Vehicular Ad hoc NET-
work (VANETS), using a direct mode of communication between vehicles called IVC [2].
Using this communication method, the vehicle can react by itself to avoid accidents by
preventing other vehicles in its neighborhood in a transparent way to the driver. There are
two types of communication in a VANET network [3] : [V2V] where vehicles communicate
directly and [V2Il which also refers in the literature as 12V communications where vehicles
communicate directly with existing infrastructure, such as GSM, UMTS or WiMAX net-

work via fixed equipment located on the road.

The architecture of vehicular ad hoc networks involves various hardware and software
components. In a VANET network, vehicles are equipped with a unit called On Board
Unit ([OBUI), mounted in the vehicle. On roads, units of infrastructure communication are
called Road Side Unit (RSU)) [4].

Besides the warning security applications and driver assistance, which form the essential

purpose for which the VANET has emerged, there are applications for passenger comfort
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and online entertainment. Despite the facilities it offers, the wireless medium used in in-
telligent vehicular networks has some drawbacks that leave it vulnerable to different types
of attacks that target this type of transmission medium, namely jamming, eavesdropping,
interference, etc. [5]. In addition, and given the architecture of vehicular networks which
involve almost the seven layers of the Open System Interconnection (OSI) reference model,
attacks and vulnerabilities exist almost at all levels, stretched from the physical to the ap-
plication layer. Techniques and tools to deal with VANET security attacks are numerous.
Among others, cryptography is one of the ways that solve, by some primitives, a lot of

VANET systems security issues.

This chapter is organized into five sections. After the introduction, section 2 is devoted
to related work especially of VANET security challenges. In section 3 we present the
recent advances of VANET state of the art. Section 4 discusses challenges and security in
VANETSs. Finally, section 5 concludes the chapter.

2.2 Literature review

The major motivation that led us to carry out this work is to provide in the same
chapter a recent summary about VANET state of art and a study about VANETSs security
challenges and their possible related solutions. Unlike other studies, we classify and evalu-
ates all recent existing vulnerabilities for VANETSs, which have been proposed separately in
other studies. To the best of our knowledge, most research works on the VANET'S security
domain were either papers that address a specific problem or general surveys. However,
some papers that are considered to be among the first works in the field have especially
treated also some security issues. Among these papers, we quote [2], in which Blum and
Eskandarian were interested in the problem of intentionally collusion which can be caused
between smart vehicles. Maxim Raya et al. [I} [6] have been interested in the classification
of attacks, the presentation of the attacker model. They presented also some attacks for
the first time such as hidden vehicle, tunnel, wormhole, Bush Telegraph. In theirs works
they defined the requirements that must be respected to secure messages exchange in Ve-

hicular networks. Group communications Security issues were also discussed.

In the survey papers [7, [5, 8] respectively of B. Mishra, A. Dhamgaye and S. Zeadally
and their co-authors, they presented the state of the art and reviewed some security chal-
lenges and general proposals for VANETSs security. M.S Al-Kahtani and Irshad Ahmed



12 CHAPTER 2. VANET STATE OF ART

Sumra and their co-authors presented succinctly in [9) 10] some VANETS possible attacks
and their proposed related solutions. In the same direction, Maria Elsa Mathew et al. and
Also, A. Rawat et al. have presented respectively in [I1] and [12] a recent classification
of VANETS attacks and a category set of their possible solutions. Jose Maria Fuentes et
al. glance in [I3] some works which cover safety and privacy aspects of VANETSs. Some of
these mentioned works study the security issues with a cryptographic primitives point of

view without going into details or presenting solutions to mentioned problems.

Among works related to the security of Vehicular networks, but focused on a specific
issue, we quote: [14] of Bin Xiao et al. reserved for the detection and localization of
Sybil attack in VANET nodes. [15] of P. Golle et al. which treat correcting malicious
data entered in VANETSs. In [16], Irshad Ahmed Sumra et al. have been interested into
"timing attacks”. [17] of Seyed Mohammad Safi et al. focused into avoiding the wormhole
attack. In [I8][19] and [20] respectively of RoselinMary, Li He and Adil Mudasir Malla and
their co-authors have detailed the attack in a VANET environment. [21] of Sapna S.
Kaushik, was reserved to privacy protection issues in VANETSs. In [22], L. Gollan et al.

were interested into the use of digital signatures as a means of authentication between cars.

Research in the field of VANETS is currently very active and varied as it touches on
several axis at the same time, namely: wireless communications, protocols for physical and
MAC layers, routing protocols and security. The following section will detail the state of

the art and recent advances of all these aspects.

2.3 Recent advances in VANET State of art

2.3.1 Overview

The large and rapid changes that know all the domains in the world not excluded the
transport sector. Today, the fleet is growing, the roads are becoming more dangerous by
the effect of congestion and increase the likelihood of collusion. According to the statis-
tics of the National French Inter-ministerial Road Safety Observatory, published in 2013
annual report [24], there were 65,556 accidents (bodily injury) in 2012 against 65,024 in
2011. Therefore, Securing traffic becomes not only a necessity but also an obligation. It
is necessary to satisfy this requirement and others that ITS appeared. The Intelligent

Transportation Systems aim to provide solutions to road safety of passengers and the
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Figure 2.1. VANET components [23]

traffic congestion problems. They improved also comfort and driving conditions by inte-
grating information technology in transport systems. We distinguish two possible types of

communications:

1. Vehicle To Vehicle (V2V): are communications between vehicles in ad hoc mode [21].
In this mode, a vehicle can receive, transmit or exchange valuable traffic information

such as traffic conditions and road accidents with other vehicles.

2. Vehicle To Infrastructure (V2I): used to broadcast between the network infrastruc-
ture and vehicles, and for the exchange of useful information about road conditions
and safety measures to be taken into account [21]. In this mode, a vehicle establishes
a connection with the RSU to connect and communicate with external networks such

as the Internet. V2I links are less vulnerable to attacks and require more bandwidth
than V2V links.

In ITS, a node can be a vehicle equipped with a radio system operating in the wireless

short range, reserved for ad hoc network, it can be also a road equipment to communicate
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Figure 2.2. Smart vehicle [23].

with mobile ad hoc nodes, and connect them to network infrastructure [§]. The integrated
unit in the vehicle is named OBU (On Board Unit) and the roadside unit is named RSU
(Road Side Unit). Fig2.1]describes the infrastructure and Ad hoc environments which form
a simplified VANET network. The Ad hoc part is mainly composed of vehicles equipped
with sensors, the OBU and Trusted Platform Module (TPM]) [1], where the infrastructure
part includes the manufacturer, the Third Units: Trusted Third Party (T'TP)), service
providers on board and legal authorities. In the infrastructure part, the RSU acts as a

bridge between ad hoc and infrastructure parts.

2.3.2 Smart vehicle

An intelligent vehicle as it was designed in [25], incorporates basically a set of sensors
(front radar, reversing radar, etc.) that receive useful environmental information that gen-
erally the driver alone is unable to perceive . We find also a positioning system such as
Global Positioning System (GPS)) for example, which is essential for locating and driving
assistance. A smart vehicle is obviously equipped with a communication system (can be
multi-interface), a computing system, an event recording device which is a device whose

functioning is similar to the black box of an aircraft.

Mainly, and for security measures, Hubaux et al. propose in [25] that a smart vehicle
must be equipped with an Electronic License Plate (ELP]) or with Electronic Chassis Num-
ber (ECN)) which represent the electronic identity of the vehicle instead of the conventional
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Figure 2.3. DSRC in USA, 7 channels of 10 MHz.

identification by license plates. The ITS current terminology includes some features such
as transceiving, display and interactivity with the driver in a single unit called OBU. The

Fig2.2 shows the different components that can be integrated in a smart vehicle.

2.3.3 VANETSs Standards

In addition to the facility of the production process, and the reduction of costs and
the time to market, normalization and standardization in communications and information
technology help also to ensure the interoperability and the rapid implementation of new
technologies. For VANETS, standardization affects virtually all the different layers of the
OSI (Open System Interconnection) model which is a communication system integrating
all the features from the physical to the application layer. It should be noted that in the
literature, often Dedicated Short Range Communications (DSRC) [26], Wireless Access
in Vehicular Environments (WAVE]) or even IEEE 802.11p [27] are used to designate the
entire protocol stack of standards dealing with VANETS.

2.3.3.1 DSRC

For maximum of interoperability and for the purpose of standardization of frequencies with
which the VANETSs work, the U.S. government represented by the Federal Communication
Commission (FCC)) attributed the band 5.850 to 5.925 GHz, (75 MHz band wide). This
band is known as Dedicated Short Range Communications (DSRC). The use of the DSRC
band is not subject to a license, but rather to strict rules of use. According to [26], the
DSRC band is divided into seven channels of 10 MHz, respectively numbered 178, 172,
174, 176, 180, 182, 184. The channel 178 is the Control CHannel (CCH]). The other six are
Service CHannels ([SCH]). Service channels 172 and 184 are respectively reserved to High
Availability and Low Latency (HALL), and for high power and public safety (Fig.
In Europe the DSRC band is regulated by the European Telecommunications Standards
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Figure 2.4. DSRC in Europe, 5 channels of 10 MHz.

Institute (ETSI) [28], and only the channels 180 of CCH and 172, 174, 176, 178 of SCH
are used (Fig2.4)).

2.3.3.2 WAVE

According to the latest ITS standards fact sheets of IEEE published in [29], the WAVE
IEEE 1609 family (Standard for Wireless Access in Vehicular Environments) defines an
architecture and a complementary set of standardized protocols, services and interfaces
that allow all WAVE stations to operate in a VANET environment and establish Vehicle
to Vehicle (V2V) and Vehicle to Infrastructure (V2I) communications. The WAVE archi-
tecture defines also the security of exchanged messages. WAVE Standards form together
the basis for the implementation of a wide set of applications in the transportation domain,
they include vehicles safety, automatic tolls, improved navigation, traffic management and

many other applications. The WAVE IEEE 1609 standards family is organized as follows:

IEEE P1609.0: This draft is the definition guide for the Architecture of Wireless Ac-
cess in Vehicular Environments (WAVE). It defines how IEEE 1609 standards family work
together and the necessary services for the multi-channel DSRC devices to be able to com-

municate in a high mobile environment.

IEEE P1609.1 (Resource Manager): This Standard defines data flows and resources,
it describes the basic components of the WAVE system architecture. It defines also the
command messages and storage data formats. IEEE 1609.1 specifies also the device types
that can be supported by the On Board Unit.

IEEFE Std 1609.2 (Security Services for Applications and Management Messages): De-
fines the processing method and the formats of secure messages used within WAVE and

DSRC system. This Standard describes some methods for securing WAVE application
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messages and management messages, It describes also the functions necessary to support

security of messages and the anonymity and privacy of the vehicle.

IEEE Std 1609.3 (Networking Services): This standard describes services for the net-
work and transport layers, these services include routing and addressing with the support
of WAVE secure data exchange. It describes also the WAVE Short Messages (WSM) pro-
tocol. It provides an efficient alternative specific to WAVE architecture to directly support
IP applications. In addition, IEEE 1609.3 standard defines the Management Information
Base (MIB) for WAVE protocols family.

IEEE Std 1609.4 (Multi-Channel Operations): This standard is an enhancement to
802.11 MAC to be able to support WAVE. It describes wireless multi-channel radio opera-
tions which use the IEEE 802.11p protocol (medium access control and physical layers) for
WAVE architecture. It specifies interval timers, priority access parameters, control channel
and service channel operations. It defines also management services, channel routing and

switching parameters.

Draft IEEE P1609.5 (Layer Management): This draft is under work, it will describe
communication management services for Vehicle to Vehicle (V2V) and for Vehicle to In-

frastructure (V2I) communications for the WAVE Environment.

Draft IEEE P1609.6 (Remote Management Services): This draft is under work too, it
will provide the management of inter-operable services. It includes a remote management
and identification services for WAVE devices (OBU and RSU), using WAVE management
services of IEEE Std 1609.3 and also identification services with the WSM (WAVE Short
Message) protocol defined by IEEE Std 1609.3. Thus, it offers an additional middle layer

between application and transport layer for more additional facilities.

IEEE Std 1609.11 (Over-the-Air Data Exchange Protocol for Intelligent Transporta-
tion Systems (ITS)): Defines services and secure messages required for the use of secure

electronic payment formats.

IEEE Std 1609.12 (Provider Service Identifier Allocations (PSID)): This document
specifies the identifier values that have been allocated for use by the WAVE systems.
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Figure 2.5. WAVE architecture [23].

The different standards of the 1609 WAVE architecture and their integration with the
OSI reference model are summarized in Fig2.5]

2.3.3.3 IEEE 802.11p

In addition to the IEEE 1609 standards, IEEE has expanded its family of IEEE 802.11
protocols by adding 802.11p to accommodate vehicular networks, in accordance with the
DSRC band. The definitions of the physical and medium access layers for VANETSs are
specified by the standard IEEE 802.11p - 2010 [27], who adapted PHY and M AC' layers of
the IEEE 802.11-2007 [30] to be suitable for vehicular networks. IEEE 802.11p is specially
based on the IEEE 802.11a for the definition of the PHY layer and on IEEE802.11e for
the definition of the QoS [31].
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IEEFE 802.11p PHY:
The IEEE 802.11p PHY is based on the Orthogonal Frequency Division Multiplexing
(OFEDM]) with flow rates of 3, 4, 5, 6, 9, 12, 18, 24 and 27 Mbps, and a channel width of
10 MHz. Litters transmissions can reach 1000 m [32]. A WAVE equipment in a VANET
switches between CCH and SCH channels 10 times per second (10 Hz).

IEEE 802.11p MAC"
The MAC layer of IEEE 802.11p uses Enhanced Distributed Channel Access (EDCA]) which
is an improvement of the former Distributed Coordination Function (DCE]), used in most
of the IEEE Std 802.11 standards [33]. To ensure more chance to safety messages so they
can be transmitted within a reasonable time, the EDCA introduces the management of
QoS concept through the notion of Access category (AC]). TEEE 802.11p defines four access
categories according to the type of traffic: Background traffic (AC0 or BKI), Best Effort
traffic (ACT or BE]), Video traffic (AC3 or VI) and Voice traffic (AC3 or VOI|). Access
category AC3 is the highest. (see Fig

Carrier Sense Multiple Access with Collision Avoidance is the method
used by EDCA to access the channel. In EDCA [31] [4], with a simplified manner and
without going into too much detail, if a node is ready to transmit, it senses the medium, if
the later is free for an Arbitration Inter-Frame Space (AIES) period, the node must defer
transmission by selecting a random backoff time. The backoff procedure of 802.11p EDCA
will be detailed in chapter 4.

2.3.4 Characteristics of VANETSs

VANETSs are a wireless networks where nodes are a a fixed road units or a highly
mobile vehicles. Nodes communicate with each other in ad hoc mode and communicate
with fixed equipment on the roads in infrastructure mode. Thus, the characteristics of
VANETS are basically a mixture of wireless medium characteristics and the characteristics

of the different topologies in ad hoc and infrastructure modes. these characteristics are:

- High mobility: The high mobility of VANET nodes is one of the most important
features. In normal operation of the network, nodes move all the time with different
speeds and directions. According to [5, [§], the high mobility of nodes reduces the
mesh in the network (fewer routes between nodes). Compared to MANET, VANET
mobility is relatively high. In the literature, quite researches such as [34], 35 [36, 37]
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Figure 2.6. Access categories in EDCA [27].

have been specially devoted to study the impact of mobility factor in ad hoc networks

and especially for vehicular networks.

- Dynamic topology: Given the high mobility, VANET topology is changing rapidly, it
is therefore dynamic and unpredictable. The connection times are short especially
between nodes moving in opposite directions. This topology facilitates the attack of

the entire network, and makes difficult the detection of malfunction.

- Frequent disconnections: The dynamic topology and the high mobility of nodes as
well as other conditions such as climate, the density of traffic cause frequent discon-

nections of vehicles from the network.

- Awvailability of the transmission medium: The air is the transmission medium of
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VANETSs. Although the universal availability of this wireless transmission medium
which is one of the great advantages in IVC, becomes the origin of some security
issues, related to both the nature of transmission in wireless environment and to the

security of communications using an open support.

Anonymity of the support: Data transmission using a wireless medium is generally
anonymous. If we leave aside the restrictions and regulations of use, anyone equipped
with a transmitter operating in the same frequency band can transmit and hold the
band [2].

Limited bandwidth: The standardized DSRC band (5.850-5.925 GHz) for VANET can
be considered as limited, the width of the entire band is only 75 MHz. Restrictions of
use in some countries suggest that these 75 MHz are not all allowed. The maximum
theoretical throughput is 27 Mbps.

Attenuations: DSRC band has also transmission problems related to digital transmis-
sion with such frequencies, such as reflection, diffraction, dispersion, different types

of fading, Doppler effect, losses and propagation delays due to multi-path reflections.

Limited transmission power: The transmission power is limited in the WAVE archi-
tecture, which limits the distance that data can reach. This distance is up to 1000 m.
However, in certain specific cases such as emergency and public safety, it is allowed

to transmit with a higher power [26].

Energy storage and computing: Unlike other types of mobile networks, VANETSs do
not suffer from problems of energy, computing capacity or storage failure. However,
real-time processing requirement of large amount of information is a challenge to

keep in mind.

2.3.5 Routing protocols in VANETSs

Routing protocols aim to ensure the selection of the best route for packets from source

to destination in a timely manner [5]. The flow of data in a wireless environment, infras-

tructureless (especially V2V communications) and with high mobility is a difficult task to

solve. In fact, routing is considered as one of the difficult problems of VANETSs. Accord-

ing to [5], there are two main methods of routing in VANETSs: hop by hop routing and

source routing. Basically, all existing MANET’s routing protocols can be optimized to be

used for IVC [38, 39], taking into account the specific characteristics of vehicular networks.
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VANETS routing protocols can be classified into the following six main categories [39, [40].

For each category, some examples of VANETS routing protocols are given.

2.3.5.1 Topology Based routing protocols

In this family we use information of the links (roads) to route packets. Protocols discover
routes and prepare routing tables before sending packets. Generally, topology based pro-
tocols do not function properly for networks which exceed one hundred nodes [40]. In this

family we distinguish 3 types of protocols:

- Proactive routing protocols: In these protocols, also called ”table-driven”, each node
maintains one or more tables containing routing information for all destinations [41].
To keep routing tables updated, this class requires a periodic exchange of control

packets between nodes.

- Reactive / On-demand routing protocols: In this family also known as ”on-demand
driven”, the path computation is done only on request. Then the routing operation
consists of two phases: the route discovery phase to route data and the updating

phase executed when the network topology changes.

- Hybrid routing protocols: Hybrid protocols combine the mechanisms of proactive
and reactive protocols. They use the technique of proactive protocols just for the

neighbors discovery phase. For the rest of the nodes they act as reactive protocols.

Several "topology based protocols” exist in the literature, such as OLSR [42], TBRPF,
FSR [39] and DSDV [43] as proactive protocols. DSR [42] and AODV [44] as reactive
protocols. ZRP and HARP as hybrid protocols [39].

2.3.5.2 Position based geographic routing protocols

To select the next hop destination these protocols use data provided by positioning systems
(e.g. GPS). So, no overall routes between sources and destinations must be created and
updated [45]. In this category we find: VGPR, GPSR and MIBR [39).

2.3.5.3 Cluster-Based Routing protocols

In this category, the neighbors vehicles form a cluster. Each cluster has a ”cluster-head”,
which is responsible of management functions intra- and inter-cluster. The training of the

cluster and cluster-head selection are a critical required steps for the proper functioning
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of the network. For VANETS, and due to the "high mobility”, cluster management is
considered as a greedy process. In this category we find: CBLR, CBR, HCB and CBDRP
[39].

2.3.5.4 Broadcast Routing protocols

In this class of protocols, a flooding mechanism is used, where each node broadcasts mes-
sages to all its neighbors except the original sender. The flooding mechanism ensures that
the message will reach every node in the network. This protocol category is suitable for a
small number of mobiles. Its performance drops rapidly with the increase of the network
size. ”Broadcast Routing protocols” is a routing method frequently used in VANETS, to
share the traffic, weather, emergency messages, information between vehicles, and to pro-

vide advertisements and announcements. In this category we cited: EAEP, DV-CAST and
SRB [39].

2.3.5.5 Geocast Routing protocols

The basic principle of these protocols is to send messages to all vehicles in a specific
geographic area [46]. The use of these protocols is very useful in the case of informational
VANETS applications, connected to a given region. Research in this area is booming. As
examples of such routing protocols we cite: DTSG [47], ROVER and DTSG [39].

2.3.5.6 Infrastructure based routing protocols

The ”Infrastructure based routing protocols” are protocols including routing mechanism
based on methods designed primarily for infra-structured networks, and after they have
been adapted to VANETS use case. This category refers RAR and SADV [39], which use

a static network node as a relay.

2.3.6 VANETS projects

The main motivations for launching national or continental VANET projects are reach-
ing a reasonable road safety and well manage the transport sector, while ensuring accidents
reduction and minimizing the waiting times in traffic. Several research and industrial I'TS
projects are active throughout the world. VANET protocols research project, affect vari-
ous international organizations such as IEEE, IETF, ETSI, ISO, SAE, ASTM. As already
shown, the IEEE developed the WAVE protocol stack, containing the IEEE 1609 standards

family and including an extension of the famous 802.11 for I'TS applications. On the other
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hand, the IETF is working on extensions of Internet Protocol (IP) (IPv6, Mobile IP) and
auto-configuration for VANETSs. ISO also develops CALM standard for vehicle networks.
The C2C-CC (Car-to-Car consortium) [48] develop and test VANET's protocols. In Europe,
ETSI is working on the adaptation of ISO, IETF standards essentially. Interoperability
and integration of these projects are the subject of intense discussions and studies. Among
VANETS industrial projects [6l, [49] we cite: VII, CICAS and IVBSS in the USA; CVIS,
SafeSPOT, CARAVAN [50], COOPERS, PReVENT, GST, DRiVE, HIGHWAY,, FleetNet,
SeVeCom[4§] and GeoNet in Europe; PREDIT in France; NoW in Allemagne; SmartWay
and VIC in Japan; and I'TSIndia in India.

Most of the mentioned projects include the integration of V2V and V2I communica-
tions [49]. For example, PReVENT helps the driver to avoid accidents or mitigate their
impacts. GST (Global System for Telematics) focuses on the creation of an open standard
for on-board telematic services. The CVIS (Cooperative Vehicle Infrastructure Systems)
project focuses on road safety and integrates V2V and V2I communications. The DRiVE
project (Dynamic Radio for IP Services in Vehicular Environments) focuses on the ex-
clusive use of existing infrastructure for the implementation of the IVC system, it is the
convergence of different cell technologies and high-speed UMTS networks, DVB-T and

DAB develop innovative IP services to vehicles [51].

2.3.7 VANETSs applications

ITS applications include basically applications for coordination of driving systems, co-
operation for collision avoidance, notifications danger of the road. Comfort applications
for travelers are also an innovative I'TS applications category, they include the provision
of mobile internet access, a variety of on-board services. VANET applications can be clas-
sified into Several family of classifications. These classifications range from two to several

categories according to the degree of accuracy.

In [52], they classify applications into only two categories: Safety and Infotainment.
In [I] VANET applications are also classified into Safety related applications and Other
applications. In [31] they extended the classification into: Road safety applications, Traffic
efficiency applications, and Value added applications. In [49] the classification is according
to the involved element: driver, vehicle, passenger and infrastructure. Thus, we distinguish

four families of I'TS applications:
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- Driver-oriented applications : to help drivers make better use of the road if it receives
information about the dangers ahead, traffic, etc..
- Vehicle-oriented applications : Allowing to provide information to their vehicles to in-
crease automation and improve road safety.
- Passenger-oriented applications : For the comfort of the user with new on-board services
(e.g. infotainment, Internet access).
- Infrastructure-oriented applications : In order to make better use of highway infrastruc-
ture.

In general, we conclude that most of the research papers in VANET are practically
in agreement that the main applications dedicated for vehicular networks can be grouped

into three categories:

1. Applications for road safety: In order to improve travel safety and reduce road ac-
cidents, VANET applications provide collision avoidance and road work, detection
of mobile and fixed obstacles and dissemination of weather information. In this
category of applications, we find e.g: Slow / Stop Vehicle Advisor, Emergency Elec-
tronic Brake Light [7], Post Crash Notification, ”Road Hazard Control Notification”

Cooperate Collision Warning.

2. Applications for driver assistance: They aim to facilitate driving and assist the driver
in specific situations such as overtaking vehicles, prevention of channel outputs, de-
tection and warning of traffic congestion, warning of potential traffic jams etc.. In this
category we find e.g: Congested Road Notification, Parking availability notification,
Toll booth collections [7].

3. Applications of passengers comfort: These applications are for the comfort of the
driver and passengers, they essentially provide services such as mobile Internet access,
messaging, discussion between vehicles, collaborative network games, etc.. In the
remainder of this section we limit ourselves to the description of some services and

examples of applications of vehicle-to-vehicle communication systems.

Given their importance, it is absolutely essential to secure VANETS against all at-
tacks that may occur. In the next sections we study the most existing VANETS security

challenges and their possible cryptographic solutions.
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2.4 VANETSs security challenges

In their article " Threat of Intelligent Collisions” [2], Jeremy Blum and Azim Eskan-
darian ask an important question: A wireless network of intelligent vehicles can make a
highway travel safer and faster. But can hackers use the system to cause accidents? . By
this question they mark the importance that automakers must give to VANETSs security.
Safety in VANETS is crucial because it affects the life of people. It is essential e.g. that the
vital information cannot be modified or deleted by an attacker. Securing VANETS systems
must be able also to determine the responsibility of drivers while maintaining their privacy
[8]. Communications passing through a vehicular network as well as information about the
vehicles and their drivers must be secured and protected to ensure the smooth functioning

of intelligent transportation systems [51].

The consequences of a security breach in VANETS are critical and dangerous. In fact,
with a highly dynamic environment characterized by frequently instantaneous cars arrival
and departure, and short connection durations, the deployment of a complete security so-
lution is practically hard, it faces constraints and specific configurations. Although, the
need for secure data transmission solutions in VANETSs has been tipped as they appear, it

is recently that this issue has aroused great interest and some solutions have been proposed.

In addition to the high mobility, the dynamic network topology and the use of the
wireless medium which constitute the origin of the most important security breaches, other

factors are also involved.

2.4.1 Involved entities in VANETS security

From security point of view, the entities directly involved in the security of VANETS

are:

1. The driwver:
The driver is the most important element in the VANET safety chain because it is
ubiquitous and he has to make vital decisions. In addition, all used cases currently
scheduled for VANET applications make the driver as an interactive component with

the driving assistance systems.
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2. The vehicle (OBU):
Although it does not reflect the reality, The OBU refers to both the driver and
the vehicle in the literature. In a VANET network, we can distinguish two kind
of vehicles: the normal vehicles that exist among network nodes and operate in a

normal way, and the malicious vehicles.

3. Road Side Unit (RSU):
As in the case of the OBU, we can distinguish normal RSU terminals, which operate

in a normal way, and malicious RSU terminals.

4. Third Parties:
We denote by third parties (may be trusted or semi-trusted), all digital equivalents of
stakeholders in a direct way in intelligent transportation system. Among these third
parties, we quote: the regulator of transport, vehicle manufacturers, traffic police,
and judges. They all have their respective secrets / public key pairs. These public
keys can be integrated for example into the OBU which is supposed an inviolable

device.

5. The Attacker:
In the context of VANET security, the attacker is one (or more) compromise entity
that wants to violate successfully the security of honest vehicles by using several
techniques to achieve his goal. An attacker can also be a group of vehicles that
cooperate together. It may be internal (an authentic vehicle of the VANET network)
or an external vehicle. It can also be classified as rational (the attacker follows
a rational strategy in which the cost of the attack should not be more than the
expected benefit) or irrational (a suicide bomber is an example of irrational strategy)
[1,53]. An attacker can be either active and made his attack with an exposed manner

or passive and his actions cannot be detected.

2.4.2 Classification of VANETSs attacks

As like any other communication and data processing systems, VANETS are exposed to
various types of threats and attacks. The absence of the energy problem and the ability of
an OBU to accommodate dozens of microprocessors give the vehicle an important capacity
of processing and computing. Compared to a regular ad hoc network [8], this represents
two significant benefits for VANET nodes. Due to the high mobility in VANETS, the two

mentioned advantages affect the feasibility of attacks. Thus, there are possible attacks in
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an ad hoc network that will be impossible for VANETSs and vice versa.

Given the diversity of VANETSs possible threats and attacks, and in the interests of
clarity and simplification, it is necessary to classify them. Several classifications have been
proposed in the literature [54] [5]. In this chapter we propose the use of a cryptographic
related classification, which suite the better the presentation of the rest of our work (next
chapter): cryptographic solutions of VANETS security issues. This classification is as

follows:

2.4.2.1 Attacks on availability

Availability is a very important factor for VANETSs. It guarantees that the network is
functional, and useful information is available at any functioning time. This critical security
requirement for VANETS, which main purpose is to ensure the users’ lives, is an important

target for most of the attackers. Several attacks are in this category, the most famous are

the [DoSl

2.4.2.2 Attacks on authenticity and identification

Authenticity is a major challenge of VANETS security. All existing stations in the network
must authenticate before accessing available services. Any violation or attack involving the
process of identification or authentication exposes all the network to a serious consequences.
Ensure authenticity in a vehicular network is to protect the authentic nodes from outside
or inside attackers infiltrating the network using a falsified identity [§]. The importance of
identification-authentication process comes from the fact that it is frequently used whenever
a vehicle needs to join the network or a service. There are several types of attacks in this

category.

2.4.2.3 Attacks on confidentiality

Confidentiality is an important security requirement for VANETSs communications, it en-
sures that data are only read by authorized parties [5]. In the absence of a mechanism
to ensure the confidentiality of the exchanged data between nodes in a vehicular network,
exchanged messages are particularly vulnerable to attacks such as the improper collection
of clear information [§]. In these cases, the attacker can gather information on the location

of the vehicle and its routes, on users privacy, etc.
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Figure 2.7. Examples of VANET threats and attacks
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The information collected in the absence of a confidentiality mechanism may affect the
privacy of individuals, knowing that it is difficult to detect this kind of attack, since it is
virtually passive and user currently is not aware of the collection. However, in the case
where the exchanged messages do not contain any sensitive information, Raya and Hubaux

state in [I] that confidentiality is not necessary.

2.4.2.4 Attacks on integrity and data trust

The integrity of exchanged data in a system is to ensure that these data have not been
altered in transit. Integrity mechanisms help therefore to protect information against
modification, deletion or addition attacks. In the case of VANETS, this category targets
mainly V2V communications compared to V2I communications because of their fragility.
One of the possible techniques which facilitate this kind of attacks is the manipulation of

in-vehicle sensors [13].

2.4.2.5 Attacks on non-repudiation and accountability

Non-repudiation in computer security means the ability to verify that the sender and
the receiver are the entities who claim to have respectively sent or received the message
[55]. Otherwise, the non-repudiation of data origin proves that data has been sent, non-
repudiation of arrival proves that they were received. In a VANET context and since the
manipulated data related to the safety and privacy of the users, it should be always possible
to verify all hardware and software changes of security settings and applications (update,
modification, addition, etc...) [50].

2.4.3 Examples of attacks

As it has been summarized in Fig2.7 and already mentioned in the previous paragraph,
there are several varieties of possible attacks in a vehicular network. In the following
sections, we detailed the most existing attacks and vulnerabilities, which were presented
separately in [5] [8, @9, 12, 13}, 17, [I§]. The possible potential solutions from a cryptographic

point of view will be presented later in this study.

2.4.3.1 Attacks on availability

- Denzal of service attacks: The attacks actually include a family of attacks

targeting the availability of network services, which can have serious consequences
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especially for VANETSs applications. Because of their impacts, DoS attacks are clas-
sified as a dangerous class of attacks. They can be performed by internal or external
malicious nodes to the network [8]. In these attacks, the attacker tries to block the
principal means of communication and aims to interrupt services, so they will not
be available to legitimate users [5]. As an example, flooding the control channel
with high volumes of messages generated by intentionally manufacturing [I§]. The
network nodes (OBU and RSU) will not be able to handle the huge amount of re-
ceived data. DDoS attack (Distributed Denial of Service) is a variant of DoS attacks
[57], it is a distributed attack ordered by a main attacker who plays the role of ”at-
tack manager” with other agents who may be also victims unknowingly. The action
methods of DDoS attacks are in most cases flooding the network and the results are
always disastrous. Jamming, greedy behavior, blackhole attack, are examples of DoS

attacks.

Jamming attack: The jamming attack, is a physical level of Denial of Service
attack. Jamming in its basic definition is the transmission of a signal to disrupt
the communications channel, it is usually intentional [58]. This lowers the signal to
noise ratio (SNR: Signal to Noise Ratio) for the receiver. Unintentional interference
is called ”interference” and occurs when a transmission is made in a frequency band

that is already in use and operational.

For a successful adaptive jamming attack, the jammer must act at the same time that
the activity of the useful signal to jam. It must also choose the most effective signal
transmission model that merges the best the receiver. In a VANET network, and
as shown in Figure [2.8] jamming once successful, can have inevitable consequences.
Some research works such as [32, [68] have looked for some techniques to reduce the

effect of jamming for mobile ad hoc networks.

Greedy behavior attack: The Greedy attack is an attack on the functionality of
the MAC layer according to the architecture of the OSI model. The greedy node does
not respect the channel access method and always tries to connect to the media. The
main purpose is to prohibit other nodes to use the support and services. According
to [59], a greedy behavior node tries also to minimize its waiting time for faster access
to the channel and penalize other non-compromised nodes. Greedy behavior causes
overload and collision problems on the transmission medium, which produces delays

in authorized users services. Greedy behavior is independent and hidden to upper
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Jammed Area

Figure 2.8. Jamming attack in a VANET environment.

layers, then it cannot be detected by mechanism designed for those layers.

Blackhole attack: The Blackhole attack is a conventional attack against the avail-
ability in ad hoc networks, it exists also for VANETs. In Blackhole attack, the
malicious node receives packets from the network, but it refuses to participate in the
operations of routing data. This disrupts the routing tables and prevents the arrival
of vital data to recipients mainly because the malicious node always declares being

part of the network and able to participate, which is not the case practically [, [9].
The effect of this type of attacks is more dangerous for VANETSs than other mobile

networks. A Blackhole node can e.g. redirect the traffic that receives to a specific
node which does not exist in fact and this causes data loss [5]. Blackhole attack can

also be used as a first phase of a man in the middle attack that we detailed later.

Grayhole attack: This attack consists in removing only the data packets of certain

applications that are vulnerable to packets loss [60]. GrayHole is considered as a
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Blackhole attack variant.

Sinkhole attack: This attack consists that the malicious node attracts neighboring
nodes so their packets go through it, this helps to eliminate or modify the received
packets before re-transmitting them eventually. The Sinkhole attack can be used to
mount other attacks as Grayhole and Blackhole [61].

Wormhole attack: Wormhole is a denial of service attack, it requires the participa-
tion of at least two nodes. It simply consists that an attacker A sends a message to an
attacker B geographically far from him, that B broadcasts completely. This message
suggests to neighboring nodes of B, that A is their neighbor [62]. This attack allows
two or more legitimate nodes and non-neighbors (their radio transmission areas do
not overlap) to exchange control packets between them [I7], to create non-existent

roads.

Malware attack: Given the existence of a software components to operate the OBU
and RSU, the possibility of infiltration of malware (malicious software) is possible
in the network during the software update of VANET units [5, 9]. The effect of
a malware is similar to the effect of viruses and worms in an ordinary computer
network, except that in a VANET network, disruption of normal functionality is

always followed by serious consequences.

Broadcast tampering attack: In this type of attack, the attacker tries to make
and inject fake security alert messages in the network. This may hide the true safety
messages to legitimate users,it can cause also accidents and seriously affect the overall

network security [8]. In general this type of attack is possible for a legitimate node.

Spamming attack: As in a web environment, the spam messages such as adver-
tisements e.g. have no utility for users. In a VANET network which is a mobile radio
environment, this type of attack aims to consume bandwidth and cause voluntary
collisions. Given the lack of a centralized management of the transmission medium,
this makes more difficult the control of such attacks [5, [§].

2.4.3.2 Attacks on authenticity and identification

- Sybil attack: The idea of the sybil attack as presented for the first time in [63]

is that a malicious entity can present multiple identities at once. One of the direct

means by which two entities can convince a third that they are distinct is to run,
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at the same time, some tasks that one entity cannot do it alone. To ensure the
identity of a node, several techniques have been proposed such as testing resources
based on computational, storage and communication challenges. The Sybil attack is
a dangerous attack in a VANET environment, given the disastrous consequences it

can cause.

GPS spoofing / Position faking attack: In a VANET, the position information
is of crucial importance, it must be accurate and authentic [5]. This attack consists
on providing neighbors node a false location information. The exact location infor-
mation can easily be obtained from a system such as GPS, whence the name of the
attack: GPS spoofing. Each vehicle of a VANET is equipped with a positioning
system (receiver), then the attack can be achieved using a transmitter generating
localization signals stronger than those generated by the real satellites [9]. Successful
GPS spoofing attack can facilitates other attacks such as attacks against applications

which use the position of the node as an identification method.

Node Impersonation attack: Every vehicle has a network ID which allows to
distinguish it among the other node of the VANET [9]. This identifier becomes
especially important in case of problems. In the impersonation attack, the attacker
obtains a valid ID and passes for another legitimate vehicle in the network. This

constitute a violation of authentication process in the network.

Tunnelling attack: The tunneling attack is almost similar to the wormhole attack
[8]. In this attack, attackers use the same network to establish a private connection
(tunnel), while in the Wormbhole the attackers (assumed to be external), use a different
radio channel for the exchange of packets. The Tunneling attack connects two distant
parts of the vehicular network by using an additional communication channel such as
a tunnel [I2]. Thus, the victims of two distant parts of the network can communicate

as neighbors.

Key and /or Certificate Replication attack: The attack consists in the use of
duplicate keys and or certificates which used as proof of identification and to create
ambiguity which make more difficult to authorities to identify a vehicle, especially in

the case of dispute.
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2.4.3.3 Attacks on confidentiality

- FEavesdropping attack: In wireless networks such as VANETS, listening to the
media is an attack easy to carry out. In addition, it is passive and the victim is not
aware of the collection. Eavesdropping attack is against confidentiality, it is without
imminent impact on the network [5]. Through this attack, several types of useful
information can be collected such as location data that can be used for tracking

vehicles.

- Traffic analysis attack: In a VANET, the traffic analysis attack is a passive
serious threat against confidentiality and privacy of the users. The attacker analyzes
collected information after a phase of listening to the network, it tries to extract the

maximum of useful information for its own purposes.

2.4.3.4 Attacks on integrity and data trust

- Masquerading attack: In this attack, the attacker is hidden using a valid identity
(called a mask), and tries to form a Blackhole or produce false messages that have
the appearance of coming from an authentic node. For example, to slow down the
speed of a vehicle or require it a lane change. A malicious node attempts to act as

an emergency vehicle e.g and thus cheat the other vehicles.

- Replay attack: This is a classic attack, it consists in replaying (broadcast) a mes-
sage already sent to take the benefit of the message at the moment of its submission.
Therefore, the attacker injects it again in the network packets previously received.
This attack can be used e.g. to replay beacons frames [64], so the attacker can manip-
ulate the location and the nodes routing tables. Unlike other attacks, replay attack

can be performed by non-legitimate users.

- Message tampering /suppression /fabrication /alteration: As its name
implies, this attack is against integrity it consists in modifying, deleting, constructing
or altering existing data. It can occur by modifying a specific part of the message
to be sent [12]. For example, the attacker falsifies received data indicating that the
route is congested, and changes them to deceive users, so it indicates that there is
no congestion and traffic on the road is normal. In this attack, the attacker can also
delete a part of the message, alter or make new messages which help him achieving

its intended purpose of the attack.
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- Illusion Attack: A direct application of the fabrication of messages attack is the

Illusion attack, which is an attack against integrity and data trust. It consists in plac-
ing voluntarily sensors which generate false data [I1]. These data can move normally
in the network and require drivers interaction to make decisions. Authentication
mechanisms are not able to detect this attack, because the attacker connects to the

network in an authentic way.

Masquerading, Replay, Tampering, deleting, manufacturing, alteration, and illusion of

messages can be also considered as attacks against the authenticity and identification.

2.4.3.5 Attacks on non-repudiation and accountability

- Loss of events traceability: Despite its importance, we have not seen any docu-

ment that addresses this attack that we find quite feasible in a VANET environment.
In fact, this non-repudiation attacks consists of taking action, allowing subsequently
an attacker to deny having made one or more actions. This kind of attack is es-
sentially based on the erasure of actions traces and creating confusion for the audit
entity. Some attacks can serve as preliminary to non-repudiation attack such as Sybil

attack and duplication of keys and certificates.

2.4.3.6 Other attacks

- Attacks on privacy: These attacks represent a major violation of privacy of drivers

and VANET users. Several studies in the literature [21) [5] classify the attacks of
privacy as a separate category for VANETSs. As a practical example we find:

- Tracking: The pursuit of a vehicle during its journey.

- Social Engineering: Known e.g. whether a vehicle at a definite moment is in the

garage or in circulation.

Timing attack: The timing attack is to delay the transmission of messages with
high requirements on propagation delay, and transmit them e.g. after adding time
preventing their treatment in a normal way. Some classifications such as in [16} 9],

consider also this category as a separate family of attacks.

Brute force attack: The Brute force attack can be against the confidentiality of
exchanged messages or the encryption keys. It can be also against the identification

or authentication process. This attack can be performed e.g. while trying to find the
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network ID of the vehicle by dictionary researching process. In a VANET environ-
ment where connection times are relatively short, Brute force attack is not easy to

conduct, since it is time consuming and resource intensive.

- Man in the middle attack: The man in the middle attack can be achieved in sev-
eral contexts. As its name indicates, the attacker is inserted between the transmitter
and the receiver. In the case of VANETS, the attacker is a vehicle which is inserted
between two vehicles that communicate. The attacker controls the communication
between the two victims [9], while they believe that they are in direct communication
with each other. In the literature, the man in the middle attack is used to violate

the authentication and or the integrity and non-repudiation mechanisms.

2.5 Conclusion

Vehicular Ad hoc NETworks (VANETS) are becoming popular in Intelligent Trans-
portation Systems, they have been designed to provide road safety and services for pas-
sengers comfort. Given their importance related to the safety of humans’ lives, VANETSs
attract attackers and represent a favorite target for several types of attacks which conse-
quences vary from negligible to severe. Therefore, securing VANETS poses a great chal-

lenge.

In this chapter, and after reviewing the various recent aspects of VANETS sate of art
such as standardization, routing protocols, projects and applications, we identify all ex-
isting security issues in VANETSs and classify them from a cryptographic point of view.
Also, we regroup and study a wide number of the most possible VANET attacks famous
examples. For a sake of clarity, this approach facilitates for us to study in the next chapter
the possible cryptographic solutions against VANET attacks in general and especially
attacks.
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In this chapter, we illustrate the ability of cryptography as an efficient tool to imple-
ment security policies aiming to solve some VANETs security issues. We provide also our
contribution about the problem VANETSs secure group communications. By generating a
secret key that can be used to encrypt or authenticate, the members of a VANET platoon
can thus guarantee secure communication between them. To address this need, we propose
a new secure variant of the Diffie-Hellman algorithm for groups. This variant allows the

generation of a group key fortified by a pre-shared secret to withstand the famous Man in

the Middle (MiM) attack.

3.1 Introduction

During the last years, vehicles have become increasingly reliable and comfortable. This
need for reliability and comfort is accompanied by several security requirements. Unfortu-
nately, the proliferation of VANET applications is severely affected by the potential attacks
that may alter the services provided across vehicular networks. As detailed in the previous
chapter, such threats, ranging from denial-of-service (DoS) to identity spoofing, might have
disastrous effects since they can lead to the partial or total loss of control on the vehicle.
A plethora of cryptographic solutions have been proposed in the literature to thwart the
aforementioned attacks. However Due to the specific features of vehicular communication
channels, existing security solutions are often inapplicable to thwart the aforementioned
threats. A security solution for VANETS has to account for the contention-based oppor-
tunistic communication medium, the ad hoc group formation strategies between vehicles,
the ease of eavesdropping and capturing the data exchange, the high mobility of the net-

work nodes, and the crucial need for privacy and anonymity.

Cryptographic protocols have often been presented as potential solutions to cover the
vulnerabilities of VANETSs and improve their robustness to the malicious events character-
izing the hazardous environment in which they operate. Despite the abundance of literature
surveys related to the security of VANETS [5],[9] and[65] none of these surveys was specif-
ically focused on cryptographic protocols. In this chapter, we provide a description of the
most relevant cryptographic schemes that have been proposed for vehicular ad hoc net-

works. We begin by providing an overview on the communication architecture used in the



3.2. LITERATURE REVIEW 41

VANET context. Then, we underline the specific network security challenges associated
to vehicular communication. An overview of the researches that have been published to
propose cryptographic solutions for VANETS is also given with some insights on the future

development issues.

3.2 Literature review

Cryptography presents the advantage to address and solve multiple VANET security
breaches at once [23]. For example, deploying a central Validation Authority (VA or a Ve-
hicular PKI (VPKI) [2][56] for the authentication between vehicles and for signing warning
messages solve security weakness such as sybil, replay and illusion attacks. Also, the use
of strong encryption and key generation algorithms helps to avoid several attacks such as

traffic analysis, brute force and eavesdropping.

Basically, we focus in this literature review on existing work related to key generation
for secure group communications which is the subject of our contribution in this direc-
tion and based on the Group Diffie-Hellman (GDHI) key generation algorithm that can be
used to encrypt or authenticate exchanged information. This alternative can solve simul-
taneously several security problems and prohibit for example an intruder to eavesdrop or
communicate with a group of a vehicles [21][53]. The lack of such technical proposals in
the literature for VANETS was our main motivation to propose our contribution detailed
later. To the best of our knowledge, no previous work was focused on the use of GDH
for VANETSs. Indeed, most of the developed works are specifically related to group key

generation and group key management in its general context.

Boyd presents in [66] an example of the distributed approach that uses concepts of
asymmetric cryptography. A group conference key is to be generated from the contribu-
tions of all members. This group key is set to f(Cy,Cs,...,C,) where f is a function and
C; is the contribution of the participant ¢. Apart from the group leader, group members
send their contributions in plain to the whole group. The leader of the group encrypted his
contribution with the public key of each participant, and sends the compounds messages

to the whole group. All group members can then deduce the group key.

Based on the Diffie-Hellman key exchange system, Steiner et al. proposed an extension

adapted to user groups [67]. This protocol, called GDH for Generic or Group DH has
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also been the subject of several versions, GDH-1, GDH-2 and GDH-3. The most com-
mon is GDH-2 which is the original version of the CLIQUES system [68]. In this system,
Steiner et al. describe suitable protocols for dynamic groups. Indeed, they present a pro-
tocol for the initial key generation called IKA (Initial Key Agreement) and protocols for
key regeneration and management for dynamic groups called AKA (Auxiliary Key Agree-
ment). CLIQUES has served for many recently developed solutions for collaborative keys

exchange.

To cope with the famous keys management problems in VANETS, such as the lim-
ited connectivity and the sensitive communication with a central certification authority,
Busanelli et al. [69] proposed a novel key management approach to secure VANET commu-
nications. Especially, they provide a framework for group key multicast. Their framework
is designated to a VANET specific communication scenario. In fact, they have proposed a
scheme for generating a series of short-lived secret keys, shared by all the subscribers of a
specific service. The application targets the V2V communications and consists in securely
disseminating information owned by a small number of privileged users to a larger number

of unprivileged users.

We have already classified in chapter 2 the VANET security challenges and attacks
into attacks on : availability, integrity and data trust, authenticity, confidentiality and non
repudiation. We study in the two next sections the most possible cryptographic solutions
for each given attack and vulnerability. It is in order to provide a practical contribution to
this kind of problems using cryptographic tools that our contribution detailed in section 5
has been carried out. For a sake of clarity,the basic and most known cryptographic tools

and primitives are presented in the next section.

3.3 Cryptographic primitives and tools

3.3.1 Cryptographic primitives

We denote by cryptographic primitives, all the security services that cryptography
provides. Modern cryptography offers several security techniques such as confidentiality,
authentication, integrity, non-repudiation, secret sharing, etc. To satisfy these security
services, cryptography uses methods such as encryption / decryption algorithms, Keys

generation and exchange protocols, hash functions, digital signature and a lot of other
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techniques. In the following we mainly rely on the famous reference [55] of Bruce Schneier

for the presentation of the different cryptographic primitives.

- Confidentiality: It is the first problem that has been posed to cryptography. Confi-
dentiality is to ensure that messages can only be read by those who are authorized.
In a VANET, the information exchanged is mostly public, except those related to

the privacy of users.

- Authentication: It allows the receiver to verify the origin of the data, and if the issuer
is the one who claims to be. A VANET user should not be able to pass for some-
one else. The digital signature is one of the most used solutions for authentication

problems.

- Integrity: It means that the receiver is able to ensure that the received message is
the message that has been issued and it has not been altered in transit. An attacker
should not be able to modify messages. One way hash functions form the basis
solutions set for integrity problems. It should be noted that in the literature, the
term ”authenticity” means both authentication and integrity, and it is often confused

in use with authentication.

- Non-repudiation: It is to ensure that a player cannot deny having done an action.
In a VANET context, a vehicle should not be able to deny sending a warning e.g. or

having done an attack.

3.3.2 Encryption/Decryption

The principle of encryption and decryption of a message, described schematically in

Fig3.1] is as follows:

- An algorithm for encryption / decryption, which is a set of information operations
processing based on mathematical functions, receives as input a clear message and

an encryption key, then as a result it outputs an encrypted message.

- The encryption / decryption algorithm receives as input an encrypted message and

a decryption key, then as a result it outputs the corresponding clear message.
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Figure 3.1. The principle of encryption decryption

3.3.3 Symmetric cryptography

Also called secret key cryptography. For this technique, the decryption key can be easily
calculated from the encryption key, in practice it takes the same. Security in symmetric
cryptography is based on the ability to keep the key secret between communicating parties.
If the key is revealed the system is compromised. The requirement that both parties
have access to the secret key is one of the main drawbacks of symmetric cryptography in

comparison to asymmetric one.

3.3.4 Asymmetric cryptography

Also known as public key cryptography. The principle of Functioning is as follows:

- Each user has a pair of keys, one private key that he must keep secret, and the other

public key that he must make it available to the public.
- If we encrypt with the public key, only the private key can decrypt and vice versa.

- It is practically impossible (time and resources) to determine e.g. the private key

knowing the public one and vice versa.

Asymmetric cryptography can also be used in encryption, but compared to symmetric
algorithms it is usually slower. It is mainly used in the key exchange procedures and in dig-
ital signature authentication tool through digital certificates. The public key cryptography
solves several problems which secret key cryptography does not succeed.

Several proposed public key cryptography based solutions for some security issues in

VANETSs will be discussed later.
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3.3.5 PKI, digital certificates and timestamping

The management of private and public keys for a large number of users requires the
establishment of a PKI: Public Key Infrastructure, which is a set of software, hardware
and procedures components [70]. A PKI can provide several security services, the most
important is to be a trust third party between digital counterparts. PKI ensures that role
through the certification authority (CA), so it signed, delivers and keep up to date digital

certificates which represent a digital ID for an entity.

In fact, a certificate is an electronic file (can be stored in many forms), which binds
together a public key with an identity with the guarantee of the certification authority. A
certificate allows to authenticate and sign (signing certificates) and also encrypt messages
(encryption certificates). Timestamping is also among the services that PKI can provide.
It certify that an event (send /receive / signing a message, ...) happens at a given time.

The timestamping faces basically to authentication and non-repudiation attacks.

In a VANET context, several solutions e.g. propose the creation of a PKI related to
VANETSs named VPKI (Vehicular Public Key Infrastructure) [6, [13], and propose the use
of digital certificates as a method of rapid authentication in a vehicular network. This

proposed solution will be discussed later for some related attacks.

3.4 VANETSs security challenges versus
cryptographic solutions

A plethora of cryptographic solutions have been proposed in the literature to bypass or mit-
igate the aforementioned attacks. Table gives a summary of the contribution of these
cryptographic schemes with regard to the basic protection requirements for VANETS. A
solution that has been proposed by [1I, 23] consists in deploying a central authority valida-
tion, which validates entities in real time. Validation can be direct or indirect. In direct
validation, the entity that requires access to the network gets directly connected to the
validation authority. In the indirect method, an entity already enabled can accept an in-
coming entity. To limit the drawbacks of this delegation functionality (as shown in Figure
3.2), the validation authority can use such temporary certificates [71].

In the case of presence of authentic and secure links with trusted nodes, [14] proposes
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Cryptographic solutions Provided security requirement
Privac
Auth. Avail. Cont. Integrity i%?aﬁg}l and y
Anonymity
Raya et al. [1] x x x x
Xiao et al. [14] x x
RoselinMary et al. [18] x x
He et al. [19] x x
Rawat et al. [12] x
Malla et al. [20] X
Zeldaaly et al. [§] x x x x
Blum et al. [2] X X x x
Kaushik et al. [21] x X X x x
Gollan et al. [72] x
Singelée et al. [50] x x x
Mejri et al. [73] X x x x x

Table 3.1. Overview on cryptographic approaches for VANETS.

to reduce the effect of the Sybil attack by validating the unknown nodes through secure
location verification. Roselin Mary et al. [I8] also proposes a PKI-based technique to
achieve this goal. Changing the transmission channel and using the frequency hopping
technique (FHSS: Frequency Hopping Spread Spectrum) has also been proposed as a secure
solution. It involves cryptographic algorithms for generating pseudo-random numbers.
This proposal [19][12] requires a modification of the standard that currently allows only
the use of OFDM. In [20], a digital signature-based authentication mechanism has been
proposed to reduce the impact of certain DoS attacks. A timestamp-based technique has

been proposed in [§] to enforce strong authentication policies in VANETS.

The use of specific PKIs to guarantee authentication between communication peers and
to sign the exchanged messages has been discussed in [I]. For example, establishing group
communications [2][21] will allow the secure exchange of cryptographic keys being managed
by a system of Group Key Management (GKM). This prevents an intruder from commu-
nicating with the group at the moment of the establishment of the group key. Pres-shared
secrets may also be used to discard attackers during the negotiation phase. However, this

technique is hardly applicable in VANETS due to the rapid changes in the network topology.

Only a few trust models have been proposed for enforcing accurate information sharing
in vehicular networks. Two typical entity-oriented trust models are the sociological trust

model proposed by Gerlach [75] and the multi-faceted trust management model proposed
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Figure 3.2. Possible VANET drawback with classic PKI implementation (|74 [71].)

by Minhas et al. [76]. The sociological trust model is proposed based on the principle of
trust and confidence tagging. Raya et al. [77] propose that data-oriented trust may be
more appropriate in the domain of Ephemeral Ad-hoc Networks such as VANETSs. Data-
centric trust establishment deals with evaluating the trustworthiness of the data reported

by other entities rather than trust of the entities themselves.

The main question that should be addressed at this level is: what security problems
among those existing in VANETS can cryptography and its strong primitives and services
solve? We summarize in Table[3.2| all recent existing attacks for VANETSs. For each attack,
we define the affected services and we describe the related possible cryptographic solutions.
The solutions are proposed without going into details of the advantages and disadvantages

of each solution. We detailed only both the technical aspect of each solution.
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Attacks

Compromised
services

Cryptographic solutions

DOS

Availability

- Use bit commitment and signature based authenti-
cation mechanisms [19], which reduces the impact of
almost of DOS attacks.

Jamming

Availability

- Switch the transmission channel and use the frequency
hopping technique FHSS (Frequency Hopping Spread
Spectrum) which involves cryptographic algorithms
to generate pseudo-random numbers for the hopping
algorithm. This proposal requires a modification of the
used standard which currently allows only the OFDM
[20].

Eavesdropping

Confidentiality

- Encrypt only data which has paramount importance
and which manipulation puts in risk the privacy of the
driver (positioning data, vehicle identification data, ...).

Traffic
analysis

Confidentiality

- Same proposition as eavesdropping.

- Use algorithms such as VIPER for V2I communications
[12].

Replay

Authentication
Integrity

- Use timestamping technique for packets which their
replay is dangerous [§]. For this proposition, we en-
countered the problem of time synchronization between
entities.

Brute force

Confidentiality

- Use strong encryption and key generation algorithms
unbreakable within a reasonable running time [§]. This
prohibits access to information to those who are not
allowed.

Timing
attack

Availability

- Use the timestamping mechanism for packets of
delay-sensitive applications. For this proposition, we en-
countered the problem of time synchronization between
the entities.

Man in the
middle
attack

Authentication
Confidentiality
Integrity

- Use a strong authentication methods such as digital
certificates and zero-knowledge.

Sybil attack

Authentication
Availability

- Deploy a central Validation Authority (VA), which
validates entities in real time. Validation process can be
direct or indirect. In direct validation, the node which
wants to authenticate, establish a direct connection
with the VA. In the indirect method, an entity already
enabled can accept an incoming entity. The VA can
use temporary certificates [9]. The use of the validation
technique makes the VA a privileged target of attacks.

- In the case of the presence of authentic and secure
links with trusted nodes, [14] proposes to reduce the
effect of the sybil attack by validating unknown nodes
with the method of secure location verification. For this
method, [6] proposes the use of approved certification.

- Strengthening the authentication mechanism by the use
of distance bounding protocols based on cryptographic
techniques such as bit commitment and zero-knowledge
1251, [78 1561 [79].
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Attacks Compr(?mlsed Cryptographic solutions
services
- Use a vehicular PKI (VPKI) or a zero-knowledge
techniques for the authentication between vehicles and
Message o for signing warning messages [2, [56, [53].
tampering/ Availability
SUPI?TQS?iOH/ Integrity - Establish group communications [21] 53]. Keys can
fabrlca.tlon/ Non-repudiation be managed by a Group Key Management system
alteration (GKM). This causes that an intruder could not be able
to communicate with the group.
- Given that this attack can be performed by a legitimate
Broadcast . node of the network, cryptographic primitives are enable
Tampering Integrity to prevgilt it. However, a non-repudiation mechanism
may exist.
- Use certified and disposable keys.
Key and /or - Check the validity of digital certificates in real time via
Cortificate Confidentiality CRL (Certificate Revocation List) [I], which represents
Replication Authentication a real hard problem in VANETS.

- Use cross certification between the different certification
authorities involved in VANETS security scheme [6].

Loss of event

Non-repudiation

- Same proposition as illusion Attack.

traceability
. - Use always variables MAC and IP addresses to separate
Tracking / . the addresses from the identities of vehicles and drivers
Social Privacy [1]. MAC and IP addresses allocation must be managed
ENgIneering by robust algorithms.
- The hardware equipment and the software must be
accessible only by authorized.
- Updates or reading operations from the sensors must
Mlusion Authentication be authenticated and verified e.g by a challenge/response
Attack Integrity mechanism.
- Use trusted hardware for which it is piratically impos-
sible to change existing protocols and values, except by
authorized [50].
GPS Use bit itment and signature based mechani
spoofing/ Authentication - Use bit commitment and signature based mechanisms
e : with positioning systems to accept only authentic loca-
Position Privacy .
: tion data [19) [79] [25].
faking
- Use variables MAC and IP addresses for V2V and V2I
communications [6].
Integrity - Authenticate via digital certificates [9].
Node Imper- | 5 thentication
sonation

Non-repudiation

- Strengthening the authentication mechanism using
distance bounding protocols based on cryptographic
techniques such as bit commitment and zero-knowledge
[25] [78), 561, [79]
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Attacks Compr(?mlsed Cryptographic solutions
services

Greedy
Blackhole - For these attacks, cryptography does not offer real solu-
Grayhole Availability tions, but certain suggested actions can reduce disastrous
Sinkhole Authentication effects, such as digital signature of software and sensors.
Wormbhole Integrity
Malware Confidentiality - Use trusted hardware for which it is piratically impos-
Masquerading | Non-repudiation sible to change existing protocols and values, except by
Spamming authorized [50].
Tunneling

Table 3.2. Cryptographic solutions for VANETSs attacks and vulnerabilities.

3.5 Contribution: A new group Diffie-Hellman key
generation proposal

3.5.1 Proposal context

The first objective of our proposal is to solve or avoid a wide numbre of VANET security
challenges, for which cryptography can provide adequate solutions i.e. data confidentiality
and user’s authentication. In fact, the security of encryption and authentication methods
is based on the confidentiality of the generated keys. We must therefore ensure that the
generated and used session keys are only known by who are authorized (members). In this

case, Group Key Managment Protocol (GKMPI) ensures management and security of keys.

In the literature, many solutions were proposed for secure generation and exchange of
group keys. These solutions differ by a certain number of characteristics such as fault toler-
ance, collaboration, decentralization, dynamic and hierarchy. It should be noted that quite
systems are based on the adoption of an existing Pair-Wise Key Management (Designed
for only two users). For example, protocols Cliques [80] [81] and [68] are an extensions of
the Diffie-Hellman [82] algorithm to get it working for groups. In dynamic groups, it is
important to manage this dynamism. When a new member joins the group, it must have
a group key enabling him to exchange data since the time he received it. In this case, the
key management responsible entity should replace the old group key by a new one in order
to prevent a new member to access the old traffic. The generation and distribution of a
key to any member who has the right of access reflect the use of group key in practice.
Basically, group key management protocols use a key for each session; this session key is
derived from a master key. At the end of a session and all traces of the session key must

be removed. Furthermore, the concept of session key is used to create communication
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independence between different sessions and applications. Thus, add and remove of users
can be considered as the begin of a new session. According to [83][84], there are several

GKMP classifications. The three most important are:

e Centralized: In this approach a single entity chooses the group key and transfers it
securely to other group members. This entity is called Group Controller, denoted GC
[85][86]. In addition to the management difficulties encountered by the GC when the
group expands, it represents a prime target for attacks. Once the GC has a problem,
the whole group is therefore affected. The group will be vulnerable since the keys
are neither generated nor distributed. The major challenge of using the centralized

approach is to ensure the protection of the key during the transfer phase.

o Collaborative: A system is called collaborative when all group members are in-
volved in the key generation phase. The absence of a head within the group, make
the system decentralized. Multiple controllers of subgroups called clusters ensure
group key management then. The benefit is to reduce the effect of a change in the
composition of the group’s key, such as when adding or removing a member. Indeed,
adding a member to a subgroup does not affect the entire group but only the cluster
to which is added this member. The subdivision into clusters has the advantage of

increasing fault tolerance of the entire system.

e Distributed: Called also collaborative/decentralized approach. In this approach,
the group’s key is derived using key agreement protocol concepts. According to [87],
a key agreement protocol is a protocol that allows a group of participants to generate
a key whose value is based on all their contributions. Each participant should not be
able to predict the resulting value of the key that will be generated. The generation
of this key is carried out by simple network messages exchange. These messages
contain members’ contributions. In addition, the obtained key is only known by

group members [66].

In VANET environment it is clear that the distributed approach is the most suitable.
In fact, this approach has the advantage of not needing secure channels between vehicles.
However, since the group key is based on the contributions of all members. However, the
key generation required more computations since the number of contributions becomes
important. For VANETS, this is not a problem given the significant computational capa-

bilities embedded in a smart vehicle.
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Therefore, our contribution is to study and implement our variant of the distributed
group key management algorithm GDH (Generic or Group Diffie-Hellman) to be used
for VANETs. In our proposal, and in addition to the exponents used in the original
algorithm, we propose the use of pre-shared secret as an additional protection to withstand
the famous Man in the Middle attack. This proposed solution is more suitable for secure

communications in a platoon of vehicles whose members know beforehand.

3.5.2 Background

3.5.2.1 Diffie-Hellman algorithm overview

Diffie-Hellman is a powerful algorithm for securely exchanging cryptographic keys over
an insecure channels. It is one of the first public key algorithms, originally conceptualized
by Ralph Merkle [88] and designed in its actual version by Diffie and Hellman [82]. The
DiffieHellman key exchange method allows two participants, which have no prior knowl-
edge of each other to establish together a common secret key over an insecure channel.
Thus, this key can be used to encrypt further communications. DH is a simple algorithm
and is based mathematically on the discrete logarithm problem from which the practical

impossibility of breaking it.

Basically, the original implementation of the algorithm used the cyclic multiplicative
group of integers modulo p, where p is prime, and g is a primitive root modulo p, (g € Z;).
According to Kirchhoff principle, g and p are not secret and assumed to be known by

attackers. In a cyclic multiplicative group Z; we have the main property:

(9“)'mod(p) = (¢")*mod(p).

Alice and Bob want to communicate securely without they know each other in advance,
they agree on a large prime p and a generator g for Z;. Alice and Bob agree on a secret

key as follows:

e Alice randomly picks a number a < p — 1, computes X = g%mod(p) € Z,, and sends
X to Bob.

e Bob randomly picks a number b < p — 1, computes Y = g®mod(p) € Zs, and sends Y’
to Alice.
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e Both Alice and Bob can now compute respectively the key: K = Y%mod(p) =
X'mod(p) € Z;;

In no time, Alice and Bob have exchanged their secret values a and b. Thus, for an
adversary who knows g and p and can have g%mod(p), or g®mod(p), it will be practi-
cally impossible for him to deduce the secret key K = ¢g®mod(p). This is the discrete
log problem on which the security of the DH algorithm is based. Successfully attack-
ing the Diffie-Hellman algorithm is mathematically equivalent to solve the discrete log
problem, which is: “Given a prime number p, a generator g of Z, and two numbers

Ty »

X = g%andY = ¢¥, compute K = g

There are several techniques of attacks against the discrete logarithm problem, which
are more efficient than exhaustive attack, but there is no known polynomial time attack.

For large primes, this problem is believed to be practically intractable [89][90].

The prime number p in Diffie-Hellman should nowadays be chosen to be at least 102/
bits. For long term security, 2048 bits is recommended(which is not the case for VANETS
exchanged messages). For example a values of a and b of at least 70 digits long is quite
sufficient for VANETSs. It is very important to note that g does not need at all to be large,

in practice it is usually a small integer.

As we need to manipulate large exponents, it is essential to detail the various existing
techniques to calculate a modular exponentiation rapidly and with minimal cost (time /
memory). In fact, in a VANET environment the time challenge is more important than

memory one.

3.5.2.2 Modular exponentiation

In modular arithmetic, modular exponentiation is exponentiation modulo an integer. For
large numbers, it is mainly used in cryptography. Typically, the variables in an exponen-

tiation are: a given base b, an exponent e, an integer p. We want to compute:

C = b*mod(p). (3.1)

The modular exponentiation calculations are considered easy to do for small numbers.

However, if the numbers to manipulate are large, calculating an exponentiation becomes a
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real challenge. The time required to perform a modular exponentiation depends essentially
on the exponentiation technique and on processor capacities. To perform this kind of
treatment, there are substantially 3 methods. The brief overview of the first two methods

will justify our choice for the third one:

e Direct: This method consist on the computation of ¢ directly and then take this
number modulo p. Unfortunately, this method involves a significant computing time
and a large memory utilization since it does not take advantage of the commutative
ring structure of integers modulo p. However, this structure allows the computation
to be made directly in this ring without passing by the integers. The advantage is to

manipulate data whose size does not exceed that of p.

e Less memory: This method requires more operations than the direct method. The
operations take less time despite the requirement less memory, since there is less
exchanges between volatile and swapping memories. Thus, this method is a bit

faster. As the first method, this requires O(y/e) of computing time.

e Square And Multiply (SAM): Given the shortcomings of each of the previous methods,
we choose the ”Square And Multiply” method (SAM) [87], which is a smart and
fast method of modular exponentiation computation. It is composed by a series of
squaring and multiplication, which significantly reduces the number of calculations
to do and the necessary storage space. It is a combination of the method Less
memory and a technique called Binary exponentiation or Exponentiation per square.
Obviously, the numbers will be manipulated in binary format. The exponent e is

converted to binary notation is written as:

e=) €2 (3.2)

By definition, e,,_; = 1, the other ¢; can take 0 or 1 for i € 0 < i < p — 1. Thus, 6° is

written:

b — p(Sisde2t) _ H(bzi)ei' (3.3)

Then, the equation (3.1)) C' = b*mod(p) becomes:
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n—1 )
C = [ ™) mod(p). (3.4)
=0

This method is implemented for modular exponentiation computation in our proposed

GDH algorithm that we describe next section.

3.5.3 Proposed solution: Analysis and design

Our contribution is essentially to propose, design and implement a new DH algorithm
to be used for secure VANET applications. In its original proposal DH was designed as
a pair-wise algorithm. To understand how we will use it for group communications, we

detailed in the next subsection its functioning for 3 nodes.

3.5.3.1 GDH enhanced algorithm

Figure illustrates the execution the DH protocol for three vehicles A, B and C. a, b
and c respectively designate their secret contributions. So, the group key is ¢g?*. This key
is generated respectively by each vehicle using the exponentiation of neighbors received

message by their own secret a, b or c¢. Our detailed generation algorithm is as following:

ab

=
4 gac

Figure 3.3. GDH exchanged messages for 3 vehicles.
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A chooses (or has in advance) a number generator g of a cyclic group, p a public

prime and generates a random secret a.

A calculate g*mod(p).

A send to B : g, p, g®mod(p).

B generate a random secret b.

B calculate g®mod(p) and g*®mod(p).

B send to C : g, p, g>mod(p), g*mod(p) et g**mod(p).

C' generate a random secret c.

C calculate g*mod(p) and g*mod(p).

C calculate the group key K = g*™*mod(p).

C send to A : g*mod(p)

C send to B : g*“mod(p)

A calculate the group key K = g®mod(p).

e B calculate the group key K = g*mod(p).

In Fig3.4) we consider the same protocol when a fourth vehicle D joins the conversa-
tion. In this case, the vehicle C' uses the last message it has received during the generation
of the key and multiply the components of this message with a new contribution ¢, and
sends the message to the new member D. The fourth vehicle D adds its contribution, and
sends back the result to the rest of the group, which will be capable to generate the new

group key whose value is ¢°*?. For additional users, the same process can be applied again.

We have already demonstrated that the major difficulty in the use of the DH algo-
rithm lies in the calculation of the modular exponentiation. We have also shown that the
best method for this type of calculation, (best time/memory compromise ) is the already
detailed SAM method. We detailed in algorithm |1} inspired from [87] our SAM imple-
mentation technique for the modular exponentiation calculation. The running time of this
algorithm is O(loge). Although, the SAM algorithm is simple at first glance, but the main

difficulty is the implementation of large numbers optimum manipulation class. For a 64
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Figure 3.4. GDH exchanged messages for the addition of a fourth vehicle.

bits OBU (On Board Unit) for example, we can just perform operations at most of the
order of 2%4(~ 10%°), without having to make a special treatment. However, once the num-
bers to handle exceed this threshold, it is essential to decompose them into blocks similar
in size to microprocessor registers, and specify by programming the meaning of each block

of bits that constitute the large number.

3.5.3.2 Countermeasures against the Man In Middle attack

Despite its cryptographic robustness the DH algorithm is vulnerable to the Man in the
Middle attack (MIM). In this attack, given the absence of a specific authentication mech-
anism, the attacker Charlie stands between Alice and Bob, he pretends to Alice, that he
is Bob and vice versa as illustrated in figure ??7. This attack once achieved, allows the
attacker to have the same key as Alice and Bob[91]. Although it is too difficult to achieve

for more than two communicants, we decided to secure our proposal against this attack.
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Algorithm 1: Binary Modular Exponentiation using the SAM method
INPUT :a€Z,
p,
e=>" 62 (e:0<e<p—1)
OUTPUT: b = a®mod(p)

begin
1. b+ 1if (e=0) then
| return(b)
end
2. A+a
3. if (eg = 1) then
| b+a
end
4. for (i=1tot)do
A <+ A?mod(p)
if ¢, =1 then
| b+ Axbmod(p)
end

end
5. Return (b);
end

Given that the solution we offer is essentially the generation of a group key for secur-
ing communications between members of a platoon of vehicles who know each other in
advance, our chosen solution to deal with the attack MIM is the use of a secret S shared
in advance between the members of the platoon. The pre-shared secret S admits a bits

length which is assumed to be higher than the bits length n of the generated group key K.

We denote by [S],, the truncation of the secret S into n bits, we denote also by @ the
XOR bitwise operator between two variables of the same bit length. [S], and K have the
same bit length, thus, we can calculate the new group key Ko = K & [5],,. For example,
and according to the truth table of the XOR operator the K¢ is calculated as detailed in

Figl3.6

The new group key K¢ present the advantage to be computed and known only by the
group members. It is also very rapid in computation and this is due to the rapidity of the

XOR bitwise operator. To the best of our knowledge, our proposed countermeasure is the
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gl

Man-in-the-middle attack

.
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Figure 3.5. The man in the middle attack in VANET context.

first proposal in literature for securing the GDH algorithm against MIM attack using a

pre-shared secret in a VANET environment.

3.5.4 Performance evaluation

To evaluate the performance of our proposed algorithm, we have simulate a network of
40 vehicles in a highway environment using Network Simulator 3 (ns=3)) [92] as a protocol
simulator and SUMO [93] as a mobility simulator. Our simulation chain is summarized in
Fig[3.7 Among these 40 vehicles, we have a platoon of 5 vehicles which pre-shared a secret
S beforehand. The simulation parameters are detailed in Table [3.3] The GDH has been
implemented in the OBU (On-Board Unit) of each vehicle using the Square And Multiply
(SAM) technical method detailed before.

K: 10100110101011101001 (ovveerreccnecarraes 10001011000111101  (n bits)
[S],: 10011100010101100110 .....ocoeveuennce 10110101001010100  (n bits)
KG: 00111010111110001111 ... 00111110001101001 (n bits)

Figure 3.6. Example of K computation using the bitwise XOR operator.
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Figure 3.7. Simulation chain and the combination use of SUMO, ns-2 and ns-3.

Parameter Value
Protocol IEEE 802.11p
Transmission rate OfdmRate6MbpsBW10MHy
Environment Highway
Highway size 5000m z 15m
Number of lanes 3 lanes (5m for each)
Average speed 70 Km/h (= 20m/s)
Max speed 90 Km/h (= 25m/s)
Execution time 300s
Packet size 1400 bytes
Channel CCH (Control Channel)
Routing protocol OLSR
Mobility simulator SUMO
Number of vehicles 40 vehicles

Table 3.3. Simulation parameters.

According the last considerations, we have simulate our key generation and exchange
between a platoon of respectively 3, 4 and 5 vehicles simultaneously. In addition, we con-
sider two scenarios, with an average speed of 70 km/h for the first scenario and an average
speed of 90 km/h for the second one. Each scenario has been repeated 5 times. Finally,

we specifically focus on the time needed for the group to generate and establish a secure
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group key K in order to secure communications between platoon members.

Operation Averz?ge
duration
Modular exponentiation
=~ 40ms

(e &~ 78 decimal digits)
Random number
generation (/~ 78 decimal | ~ 3ms
digits)
Big numbers native
multiplication

~ lms

Table 3.4. Average of execution times.

It is clear that the period necessary for group key generation and establishment is
strongly related to the time required to perform all mathematical operations in addition
of the number of cars involved in the process. In this case, we add to the total time all
the computation time necessary for these basic operations. For example, if we consider
3 vehicles we need to generate a prime number p, 3 random numbers (a, b and ¢) and
9 modular exponentiation. And a fourth vehicle join the platoon we need to generate 2
random numbers (¢, and d) and 11 modular exponentiation. We summarize in Table
the measured times for the elementary executed operations such as the modular exponen-

tiation, the large number random generation and the large number native multiplication.

We plot in Figure the average of the total times needed for the platoon members
to generate and exchange the group Key Kg. As we can see, increase the vehicle speed
increases only slightly the time required for establishing and sharing the key. However,
when we increase the number of involved vehicles the delay is more significantly increased.
This is justified by the fact that delay depends mainly on the computation capacities of
the OBU (On-Board Unit) and the number of basic operations needed to the computation
time for key generation. Only a small portion of that period is due to the communications
environment and to the high mobility of nodes. As mentioned before, and to the best of
our knowledge, there are no previous existent similar work for VANETS (high mobility)
which simulate the generation of a group Key based on the GDH algorithm and using a
fortification method against the Man in the middle attack. Given this lack, we have not
compared our work to other existing ones. Thus, we hope that our obtained results may

serve as comparison basis for eventual future studies.
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Figure 3.8. Average of the Group key establishment duration for two scenarios.

3.6 Conclusion

In the first part of this chapter, and after proofing the capacities of cryptographic tools
to solve or mitigate a large number of existing attacks and vulnerabilities in VANETS, we
regroup, study and compare the various cryptographic solutions that have been separately

proposed for these attacks and evaluate their efficiency.

In the second part, we detailed our contribution related to a wide number of secu-
rity problems in VANETS, which can be solved by the generation and the use of secure
cryptographic keys to encrypt or authenticate private VANET communications. We have
proposed and enhanced the Group Diffie-Hellman algorithm G'DH for group key generation
in VANETSs. This proposal allows securing group communications especially between the
members of a platoon of vehicles. We have also fortified our proposal against the famous
Man in the Middle attack by calculating the final group key as an XOR bitwise between
the initial calculated group key and a pre-shared secret only known by the group mem-
bers. The actual proposed solution is dedicated to a small number of participants. thus, it

will be very useful to study its extension for a large group using an appropriate clustering
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scheme.

However, in addition to cryptographic solutions, which are specifically dedicated for
securing the application level, we thought, to secure VANETSs against attacks targeting
both the physical and MAC layers. For this, it is first necessary to detect these attacks,

which is the subject of our next contribution.
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In this chapter we detailed our second contribution and the first one related to the de-
tection of attack in VANETs. We focus especially on the greedy behavior which has
been well studied for Wireless LAN (WLAN) and for Mobile Ad hoc Networks (MANETS).
However, this attack is less studied for VANETs. Indeed, the detection of a greedy behavior
1s much more difficult for high mobility networks such as VANETs. Thus, we propose our
Greedy Detection for VANETs (GDVAN): a new detection algorithm for greedy behavior
attacks. Our method is roughly divided into suspicion and decision phases. The suspicion
phase is based on linear regression mathematical concept while decision phase is based on
a fuzzy logic decision scheme. The proposed algorithm distinguishes the existence or not of
a greedy behavior and suspects the compromised nodes using three new defined appropriate
metrics. In addition to be passive, it can be executed by any node of the network and does
not require any modification of the IEEE 802.11p standard.

4.1 Introduction

Intelligent Transportation Systems (ITSs) are being developed in order to provide inno-
vative and distributed services ranging from the broadcast of traffic data to the transmission
of infotainment data. Due to the criticality of an important proportion of the services of-
fered through VANET architectures, real-time is becoming one of the major concerns in
vehicular communication systems. In fact, the VANET may not guarantee timely detection
of dangerous road conditions or maintain communication connectivity when the network
density is low (e.g., in rural highways). This may introduce substantial and important
threats to the safety of the driver and the passengers. More specifically, some applica-
tions require real-time information about the speed and the position of vehicles in order to
predict dangerous situations before they occur, and warn drivers accordingly while some
other applications require more accurate data, such as multimedia streams. Therefore,
considering the modeling, engineering, and security aspects in the roadside components of
VANETS turns out to be a must.

VANETS is an important use case of mobile networks in ad hoc mode. In this type of
architecture, nodes connect automatically without the need of a preexisting infrastructure.
Compared to MANETs, VANETSs present many other constraints such as the high mo-

bility of nodes, the network topology changing and the short times of connection. These
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constraints require that different types of conventional attacks to which they are exposed
ad hoc mobile networks are valid for VANET, but the behavior of VANETSs against these

attacks is not the same.

As proposed in [23] [74], attacks and vulnerabilities against VANETS can be classified
into attacks on availability, integrity and data trust, authenticity, confidentiality and non
repudiation. Attacks on availability are mainly formed by attacks family [8,5]. These
attacks have catastrophic effects since they can lead to the partial or total loss of vital
information. Their impact is generally measured by the proportion of the needed time to
recover the VANET system to its normal status. DOS attacks can be achieved by external
or internal malicious nodes to the network [8]. Generally, the attacker aims to interrupt
services for legitimate users. Thus, these services will be more available to him. In other
cases, the purpose of conducting a DOS attack is just a challenge. Avoiding DOS attacks
is a critical security requirement for VANETSs, whose main objective is to ensure the live

of drivers and road users.

Multiple techniques can be used by malicious users/drivers to make the VANET expe-
rience service interruptions. In this study, we focus on greedy behavior which is a common
DoS attack. It targets the operation of the MAC layer and exploits the weaknesses of
the medium access method. A greedy node aims to minimize its waiting time for a faster
access to the channel and therefore penalize the other honest nodes [59]. Then, it does
not respect restrictions of the channel access method and tries always to connect to the
medium and maintains it for its own use. The major problem of such attacks is that they

can be performed by an authenticated user which makes the detection more complicated.

The achievement of a greedy behavior in VANETSs exploits the weakness of the MAC
layer. There are several techniques to carry out this attack such as backoff manipulation,
Request To Send (RTS)) and Clear To Send (CTS)) frames scrambling, oversized Network
Allocation Vector (NAV]) and DATA frames manipulation, etc. Due to the high mobility of
VANETS and also to the short connection duration times, the manipulation of the backoff
mechanism is proved as the best technique to use [94]. It allows the attacker to reduce
considerably his waiting time [5]. Therefore, it is necessary to overview, in what follows,
the IEEE 802.p standard and how it can be exploited to perform a greedy denial of service
attack.
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The MAC layer of IEEE 802.11p [27] uses EDCA (Enhanced Distributed Channel
Access), which is an improvement of the former distributed coordination function DCF
(Distributed Coordination Function) used in most of the standard IEEE Std 802.11[30].
To ensure more likely to highly relevant safety messages, so they can be transmitted within
a reasonable time in a VANET, the EDCA introduces in [95] the concept of management
of QoS through the notion of access categories (AC: Access category). Four categories are
defined according to the type of traffic: Background traffic (or ACO BK), Best Effort traffic
(BE or AC1), Video traffic (VI or AC2) and Voice traffic (VO or AC3). AC3 is considered
with the highest priority.

EDCA uses CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) method
as access channel method. In EDCA [96], [4], if a node is ready to transmit, it senses the
medium. If the latter is free during an AIF'S (Arbitration Inter-Frame Space) period, the
node must defer transmission by selecting a random backoff time. The EDCA 802.11p

backoff procedure works as follows:

(i) The node that wants to transmit selects a backoff value uniformly distributed in
the interval [0, CW], where the initial value of C'W (contention window) is equal to

CWmiTw

(ii) The value of CW increases (double + 1), if the transmission attempt fails, until the

CW reaches CW,,,, value, the maximum number of retry attempts is set to 7 (Table

A1),

(iii) The backoff value will be reduced when the channel is idle,

(iv) If the value of backoff reaches 0, the node will send immediately.

The waiting time AIF'Sy for a category of access k is calculated as follows:

AIF Sy, = SIFS 4+ AIFSNy * g

where tg,; = 13us represent the time slot and STF'S = 32us represent the Short Inter
Frame Space for IEEE 802.11p PHY OFDM (10M Hz) as defined in [27].
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Different AIFSN (Arbitration Inter-Frame Space Number) and CW values are selected
for different types of access ACs for each use case with the CCH and SCH, respectively
Control and services channels. Table presents all of these values, which are calculated
with the formulas given in [97]. It is easy to understand now that a greedy node can
greatly increase its chances of access to the channel by reducing its backoff time. This is
done by manipulating the CW,,,40., CW,in and AIF'SN values. There are other techniques
to achieve a greedy behavior, but in a high mobility environment, manipulation of backoff

parameters remains feasible but more difficult to detect.

It should be noted that in the literature, and in several studies [31, 096, 4], there is a
confusion about the value of CW,,,.. As based on the IEEE 802.11p and for the OFDM
PHY layer with 10M H z, the value of CW,,,,, is 1023. While the IEEE 1609.4 specification
standard [95] indicated that the value of CW,,,, to use is 511.

Obviously, handling backoff parameters allows easily a greedy attack. A malicious node
can, for example, choose a low value of backoff instead of random one. It can even choose
zero and increases considerably its chances to access to the medium. To detect this kind
of attack, we have developed an algorithm based on linear regression concept [98] for the
suspicion phase and on a watchdog supervision software using fuzzy logic design for the
decision phase. The proposed algorithm is able to suspect a greedy behavior in VANET

and suspect the responsible nodes.

The rest of the chapter is organized as follows. Section 2 runs through literature
review. Our detection algorithm is described in Section 3. Section 4 presents the simulation
environment and the the simulations for each phase. Section 5 discuses the obtained results.

Finally, Section 6 concludes the chapter and gives directions for future work.

Retry| BK | BE | VI | VO
0 15 7 3 3
1 31 15 7 7
2 63 15 7 7
3 127 | 15 7 7
4 255 | 15 7 7
5 511 | 15 7 7
6 511 | 15 7 7
7 511 | 15 7 7

Table 4.1. Contention Windows values used for CCH [95]
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CCH SCH
AC| CWoin | CWiae | AIFSN | CWonin | CWiaz | AIFSN
BK| 15 511 9 15 511 7
BE 7 15 6 15 511 3
VI 3 7 3 7 15 2
VOl 3 7 2 3 7 2

Table 4.2. EDCA parameters set used on CCH and SCH WAVE channels

4.2 Literature review

The problem addressed by this contribution is related to several research axis such
as [DofS attacks, Medium Access Control (MAC]) layer misbehavior, appropriate detection
metrics, fuzzy logic design, ad hoc networks and also greedy behavior attack especially for
VANETS characterized by their high mobility and the short connection durations of nodes.
To the best of our knowledge there are no actual work for MAC greedy behavior detection in
Vehicular Ad hoc Networks based IEEE 802.11p protocol. Most of the developed works are
specifically related to MANETSs based on IEEE 802.11 protocol and not on 802.11p, whereas
many solutions have been proposed for MAC greedy behavior in wireless networks, for
MANETSs and Wireless Mesh Networks (WMNs). The proposed solutions can be classified

into three families:

e New MAC design based solutions (backoff algorithm modification): for this category,
a new MAC layer is proposed to avoid backoff algorithm weakness against greedy

attacks. Examples of this category can be found in [99] and [100].

e Monitoring-based solutions: an additional component is added to detect greedy
nodes, without any modification of the MAC layer. The proposed solution in [59] is

an example of this category.

e Game theory-based solutions: in this category, honest and malicious nodes are sup-
posed adversaries in a fictitious game. Detection and reaction solutions against at-
tacks are based on game theory. Examples of this category can be found in [I01] and
[102].

Raya et al. proposed in [94] a greedy behavior detection scheme called DOMINO,
for infrastructured networks (IEEE 802.11 hotspots). DOMINO is a software system for
detection of greedy behavior in IEEE 802.11 MAC layer for public networks. It is to be
installed in the Access Point (AP), it can identify and detect greedy stations, without
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any required modification of the standard protocol at the AP. It has the advantage to be
transparent to network users. Given the lack of mobility, DOMINO can detect many kinds
of manipulation techniques, such as the reduction of backoff time, CTS and ACK delay
and increase the NAV (Network Allocation Vector) time.

Buchegger et al. [I03] have studied several misbehavior detection and reputation sys-
tems that have been proposed for mobile ad-hoc networks and based on direct observation
mechanisms of the network behavior so-called watchdogs. They have been interested in
the capabilities of the watchdog detection component in a real network and they presented

their test-bed implementation of misbehavior detection.

Buchegger also with Le Boudec proposed CONFIDANT [104]: a protocol called CON-
FIDANT for mobile ad hoc networks (MANETS) which is based on selective altruism and
utilitarianism. It detects and isolates misbehaving nodes which refuse to cooperate with
the other honest nodes of the network. CONFIDENT built routing decisions and trust
relationships based on observation, experience, and reports on behavior of the other co-
operate nodes. The proposed system can detect several types of attacks and thus honest
nodes have the possibility to isolate misbehaved one from the network. Decisions are based
on a reputation system. In fact, nodes have reputation records for first-hand and trusted

second-hand observations.

Hamieh et al. [59], used the linear regression mathematical concept to detect MAC
greedy nodes in an IEEE 802.11 based-protocol network (MANET'). This method is based
on the observation that successive access times of nodes are highly correlated. It was pos-
sible to represent the behavior of nodes in a network linearly. The calculated slope of the
linear regression straight is used to assess the presence or absence of a greedy behavior.
This proposition does not require any modification of the MAC layer of the protocol IEEE
802.11. In our algorithm, we have adopted a similar concept to distinguish between a
normal VANET and a VANET under attack.

FLSAC (Fuzzy Logic based Scheme to Struggle Against Adaptative Cheaters) has been
proposed Djahel et al [105]. FLASAC is an Enhancement of DOMINO scheme [94] but
adapted to wireless mesh networks (WMNs). FLSAC focus the detection of greedy behav-
ing or selfish nodes which aim to violate the proper use of the CSMA /CA protocol rules in
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order to increase their bandwidth at the expense of the well-behaving nodes. The proposed
scheme can be implemented in such gateways or Mesh Routers to supervise attached wire-

less nodes behavior and also report any deviation from the proper use of the MAC protocol.

As already mentioned, there are no greedy behavior detection scheme for VANETSs and
this lack is our essential motivation to perform the present contribution. Basically, we
propose a new detection algorithm which distinguishes the presence of a greedy behavior
and suspects the compromised nodes using as input a short periodic traffic traces. The
design and the functional description of the proposed algorithm, which is roughly divided

into respectively suspicion and decision phases, are detailed in what follows.

4.3 Proposed detection algorithm: GDVAN (Greedy
Detection for VANETS)

4.3.1 Algorithm overview

The main goal of our algorithm introduced in [106] and shown in Fig. [.1] is to
supervise the VANET. If a greedy behavior is suspected, the watchdog software determines
the responsible nodes using three newly defined metrics. We define these metrics to be
suitable to greedy behavior in VANETSs and after a depth study of the 802.11p MAC layer.
In fact, according to several studies related to MANETSs (Mobile Ad hoc Networks) [94] and
[59], the metrics packet delivery ratio, queue length, throughput and backoff supervision
can be used. However, these metrics are only efficient in the case of infrastructured or low
mobile networks. For VANETS, and especially due to the high mobility of nodes and their
short periods of connection, we have proven by simulation in [I06] that it is not practical

to use the mentioned metrics. We have chosen to supervise:

- The number of connection attempts,
- The average node of connection duration,

- The average of waiting times between connections.

In fact, a VANET greedy node has not enough time to perform adaptive manipulation
of backoff parameters. It tries to connect to the network more often than honest nodes, also
it maintains the medium much more time for its own profit and of course it has to reduce

its waiting time between connections. In this context, a connection means the necessary
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time for a node to achieve its transmission and another node can transmit.

Thus, our main contribution is the design of GDVAN: a new greedy behavior detection
algorithm for VANETs. GDVAN combines and enhances both linear regression and watch-
dog concepts to be suitable for VANETSs. These two techniques have been used separately
only for MANETSs. Due to the high mobility in VANETS, we proved later that linear re-
gression method is not totally suitable for VANETSs. It can be only used for the distinction
between a normal network behavior and a network under attack (suspicion phase). In
GDVAN, the decision scheme uses the strength of design tools provided by the fuzzy logic
theory to determine if a node is either greedy or it is honest. This way decreases the rates
of both false positive and false negative. We detail in what follows the various components

and the operation mode of respectively the suspicion and decision phases.

4.3.2 GDVAN suspicion phase

In a VANET the nodes of the same Wave Independent Basic Service Set share
access to the transmission medium with respect to access method managed by
the MAC layer protocol which guaranteed a fairness access to all connected nodes. It was
observed in [59] that for MANET), the access times of active nodes are highly correlated.
In a normal behavior of the network (without greedy nodes), if the node NN; connects to the
support, the node V; ;1 has to wait and cannot connect until /V; ends its transmission. Sta-
tistically, the nodes have almost the same average connection time. Thus, the connection
time of the node N, linearly depends on connection time of the node N;. The presence

of one or more greedy nodes in the network violates this important access regulation rule.

To mathematically model the problem, we denote by ¢; the connection time of the node
N;, and by t; ;1 the connection time of the node N;,, that connects to the media just after

N;. We also denote by { z; } the set of values taken by t; and { y; } the set of values taken
by tit1.

The calculation of correlation coefficient is used to determine the dependence degree
between the times of nodes connection. Statistically, this coefficient measures the depen-
dence between two random variables [98]. In our case, we compute this coefficient for two
random variables X and Y taking their values respectively in { z; } and { y; }. The corre-

lation coefficient takes values in the interval [—1,1]. The values —1 and 1 indicate a strong
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Figure 4.1. The proposed detection algorithm.
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correlation, thus more we move away from these two values more the dependency decreases.
For MANET, it has been proved in [59] that in the case of existence of strong correlation,
the relationship between the connection times can be expressed in a linear way for both
normal or greedy behavior. However, the correlation coefficient is always close to 1. Also,
the slope of the estimated linear regression straight is close to 1 for a normal network and
more greater in the case of greedy behavior. Thus, calculating the slope of the estimated
linear regression straight can determine whether or not the existence of a greedy behavior.
Contrary for VANETS, we confirm the previous result only in the absence of greedy attack.
Otherwise, this technique is no longer valid and the relationship between the connection
times is rather random. In fact, due to their high mobility and short connection times,
VANET greedy nodes have to access rapidly to support and maintain it as long as possible
for their own use. Thus, connection times are never more correlated contrary to the case of
MANETSs. To solve this problem we have introduced the watchdog technique to monitor

our newly defined metrics in order to report possible greedy attacks.

Thus, the GDVAN suspicion phase works as detailed in Algorithm [2}
As we need to compute the correlation coefficient in GDVAN, the method is detailed

bellow.

4.3.2.1 Correlation coefficient

The correlation coefficient p measures statistical relationships between two random vari-
ables or observed data values [98]. It is defined as the covariance of the variables X and
Y divided by the product of their standard deviations (cf. [4.1]).

p- ) pel-L1 (@)

To calculate p, and by definition, it is assumed that the values taken by connection
times are random. Statistically, we define the two random variables X and Y as follows:
If a node connects to the network at time ¢,, the next connects to time ¢,,,,. Thus X takes
values in the set { x; } of the connection times ¢; of any network node, while Y in the set
{ y; } of the connection times t;,;. In the case of presence of correlation, the variables x;
and y; represent respectively ¢; and t;, 1, which can be connected by a linear relationship.
Therefore we have : t;11 = at; +b. The application of the method of linear regression can

approach the values of the slope a, and b.
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Algorithm 2: Suspicion phase
INPUT : T : Monitoring period, State_Greedy = FALSE.
OUTPUT: Annonce_Greedy(State_Greedy)

begin
repeat
1) Collect traffic traces during 7,
2) Calculate the correlation coefficient p
if p is close to 1 then
| goto (3);
else
| goto (4);
end
3) Calculate the slope of the linear regression straight,
if the slope is close to 1 then
‘ State_Greedy = FALSE;
else
| run (4);
end
4) A greedy behavior is suspected: Return and run the watchdog supervision
tool.
Return; Annonce_Greedy(State_Greedy)
until No existing communication;

end

If the calculated correlation coefficient is close 1, we need to calculate the slope ‘a’ of the
linear regression straight. An overview on the mathematical foundations and the method

of calculating the linear regression parameters are detailed in the following.

4.3.2.2 The linear regression concept

The linear regression mathematical concept is a statistical method for finding functional
linear relationship between two random variables X and Y. This functional relationship
is a linear function of approximation.

Provided when X is given, Y is not completely determined. Y takes values around
a certain average one. When X varies, the values of Y describe a curve called the
regression straight of Y with respect to X. Mathematically, the desired function is
f(z)=E(Y/X = x).
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Therefore, we have samples of n pairs of observations (z;, ;) that can be represented
on a graph in the plane, where each point i, which is a couple of observations with z; on
the x-axis and y; on the y-axis. In practice, the samples formed a cloud of points (Fig.
We looked for a straight line y* = az + b, which describes well the trend of the observed
cloud. We have: y; = ax; + b + e;, where ¢; is the error approximation called residues
(Fig., e; is added to the value y; = ax; + b.

For a better approximation of the straight line y*x = ax + b, we use the least squares

method, that consists to minimize the sum of square residuals e;:

S = z": el = Zn:(yZ — ax; — b)? (4.2)
i=1 i=1

S is minimal if the partials derivatives with respect to a and b are zero:

S . -

90 -2 ;1 zi(y; — az; — b) = =2 ;1 zie; =0 (4.3)
S . Z"
ob ;:1 (yz ax; b) — €i 0 ( )

The processing of equations and is used to calculate the values of a and b. In

our algorithm, we are just interested in the calculation of the slope:

_ Cou(X,Y)
 Var(X)

(4.5)

Yi

X

Figure 4.2. Cloud of linear regression points.
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Figure 4.3. Approximated linear regression straight.

Whenever the calculated correlation coefficient or the slope of the linear regression
straight is not close to 1 (with appropriate authorized slight deviation), we run the watch-
dog monitoring tool based on fuzzy logic decision scheme, which functioning is described

below.

4.3.2.3 Watchdog supervision tool

In a network security context, and as defined in [I03], watchdogs mean several misbehav-
ior detection and reputation systems that have been proposed for mobile ad-hoc networks,
relying on direct network observation mechanisms. In our case, we supervise the greedy
behavior in a VANET network. For this behavior, nodes do not respect MAC layer ac-
cess method requirements by manipulating several parameters such as CW,,in, CW, 0z,
AIFSN etc. Using these manipulations, an attacker is able to increase his chances of

access to the support and penalize the other nodes.

In GDVAN, we suspect the existence of a greedy behavior in the two following cases:
1. The correlation coefficient is not close to 1.

2. The correlation coefficient is close to 1 and the slope of the linear regression straight

is not close to 1.

VANETS are characterized by high mobility and relatively short connection times com-
pared to ordinary ad hoc networks. Thus, the most effective way for a greedy behavior

attacker is to disregard the backoff time and quickly try to connect before the other nodes.
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Figure 4.4. Fuzzy logic based decision scheme

In addition, a greedy node tries to establish a high number of connections, with an occu-
pation time of the support higher than a normal node. Thus, our software monitors the

following parameters:

1. The duration between two successive transmissions: The waiting time of a greedy

node is almost close to zero.

2. Transmission time: a greedy node occupies the medium more than other normal

nodes.

3. Connection attempts number of a node: a greedy node tries much more than the

other nodes to connect to the network.

Other parameters can be monitored, but for a high efficiency, rapidity and in order to
simplify the watchdog supervision tool, we have only maintained these parameters. Once
a suspicious behavior of a node has been suspected, we need to decide if it is a real one or

not: this is the goal of the decision phase.

4.3.3 GDVAN decision phase

For decision making systems, where the membership of an element (node in our case)
to a class (honest or greedy) remains proportional, fuzzy logic can be an efficient tool for
design. In this contribution, we propose a new decision scheme for detecting greedy be-
havior suitable for VANETSs. This scheme detects nodes which aim to violate the proper
use of the CSMA /CA protocol rules in order to increase their bandwidth at the expense of
the well-behaving nodes. As shown in Fig. [£.4] it used newly defined metrics which best

convenient to highly mobile networks and can be used during short monitoring periods.
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Design details are given in the following.

As already explained, in our watchdog detection software, we have to supervise the
following 3 newly defined metrics for each node in the VANET:

- The number of connection attempts,
- The average of connection duration,
- The average of waiting times between connections.

From a fuzzy logic point of view, and for each parameter, we begin to suspect the exis-
tence of a greedy behavior from a certain value of the parameter (first threshold). Reaching
a certain value of the parameter (second threshold) makes suspicion high enough. Between
these two threshold values suspicion is gradual. So, our idea is based on the use of the

tools provided by the fuzzy logic theory which help to solve this kind of problems.

Before detailing our scheme and the use of the three monitoring parameters, we intro-
duce some basic facts about the fuzzy logic. It helps to understand some basics such as
inputs, fuzzy sets, membership functions, inference and defuzzification (for more details
refer to [107] and [108]).

4.3.3.1 Inputs, fuzzy sets and membership functions

As any system of data processing, our fuzzy logic-based scheme requires inputs to be pro-
cessed to get results. We use the three inputs already described and supervised by the
watchdog software after short collection periods. In a high mobility environment such
as VANET, we have approved that these tree variables are the best appropriate for sus-

pecting a greedy behavior, unlike other parameters used for MANET networks for example.

In the classical theory of sets, an element belongs or does not belong to a set. However,
this basic concept does not satisfy some simple situations frequently encountered. By con-
trast, fuzzy set theory permits the gradual assessment of the membership of elements in a
set. In this theory, each element belongs partially and gradually to defined fuzzy sets. The
contours of each fuzzy set are not "net”, but "fuzzy” or "gradual”. This can be described
with membership function which takes values in the interval [0, 1], while the indicator of

classical function sets takes only 0 or 1. The fuzzy set theory is widely used in a domain
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where information is incomplete or imprecise.

The designer of a fuzzy logic based system has to clearly define his fuzzy sets. A

fuzzy set is defined by its "membership function”, which corresponds to the notion of

”characteristic function” in classical logic theory.

A
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Figure 4.5. Membership function of the number of connection attempts parameter.
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Figure 4.6. Membership function of connection durations parameter.
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Figure 4.7. Membership function of average of waiting times between connections pa-

rameter.

4.3.3.2 Fuzzification and membership degree

Fuzzification step or the determination of the degree of membership, is used to switch from
real to fuzzy domain. It consists in determining the degree of membership of a input value
(measured for example) to a fuzzy set. In our system, for each value of an input variable,
we define its membership to one of the following chosen fuzzy sets ” Low”, ” M edium” and

"High”, respectively denoted by L, M and H.

Mathematically, a fuzzy set S of an universe U, can be defined by the membership

function [109]:

Mg : U —» [0,1]

The degree of membership to the fuzzy set S is given by Mg(e), for each element e of
U. For our fuzzy scheme design, we choose the use of the trapezoidal method [108] for
membership functions which is often used in such cases and is well appropriate for our
conception, given that we use the three fuzzy sets " Low”, ” Medium” and " High”. Our
designed membership functions are given in Figures. and 4.7
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Parameter Description
T Monitoring period
N Total number of vehicles. (we suppose that it is constant during the
monitoring period).
Tca Number of total connections attempts during 7T'.
Tcp Total connections duration of all vehicles during 7.
p Threshold of connection attempts from which we begin to suspect
Inca greedy behavior.
Threshold of connection attempts from which we have a high suspected
P 2nca :
greedy behavior.
P Threshold of connection duration from which we begin to suspect
Led greedy behavior.
P Threshold of connection duration from which we have a high suspected
2ed greedy behavior.
Threshold of waiting times between connections average from which
P lwtbe : .
we begin to suspect greedy behavior.
Threshold of waiting times between connections average from which
P 2wtbe 1< 1
have no suspected greedy behavior.
1% Number of connections attempts.
Va Connection duration.
Vs Average of waiting times between connections.

Table 4.3. Description of the model parameters.

Furthermore, we need to define the parameters mentioned in Table and used es-
pecially to specify the first and the second threshold for each supervised metric. More

precisely, these parameters are defined as follows:

o Pla = TCTA : is the threshold from which we begin to suspect greedy behavior. If
the number of connection attempts of a controlled node exceeds the the average TCTA

then the node is suspected.

e Py, = 0.7Tcy : is the threshold from which we classify the controlled node as
greedy. We determine statistically in our simulations that if a node reaches 70% of

the total number of connections, then it is suspected as greedy.

o Py = TCTD . is the threshold from which we begin to suspect greedy behavior. If
the average of the total connections duration of a controlled node exceeds the total

average of all nodes TCTD then the node is suspected.

o Py =0.6T¢p : is the threshold from which we classify the controlled node as greedy.
We determined statistically in our simulations that if a node reaches 60% of the total

duration of connections, then it is suspected greedy.

o Pruwe = min(AIFSk) : if the average of waiting times between connections of a

controlled node is lower than Al F'Sk threshold, the node is greedy.
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o Pye = max(AIFSk + CWinaetaor) @ If the average of waiting times between
connections of a controlled node reaches the maximum allowed waiting period for

IEEE 802.11p which equal to maz(AIF Sk + CWae-tsior), then the node is not
suspected greedy.

4.3.3.3 Decision rules

In this step, we define the decision rules, what will determine the system outputs. A fuzzy
rule allows to connect the inputs with the outputs. By the established rules, we classify the
behavior of vehicles in one of the three classes: Normal, Suspected and Greedy respectively
denoted by N, S and G.

The rules are formulated using the algorithmic formalism: IF(condition), THEN(conclusion).
The condition part uses the membership of each input to a fuzzy set, and the conclusion
part is the desired classification of vehicle behavior.

To compute the truth value of a condition (called also a predicate), of the form C' is

S, the membership function is used and the truth degree T, of an attribute e is given by

Td = MS(G).

Low Medium High

ee

0.8 —
0.6 -
0.4
0.2 4

an

Membership de;

-

€1 €2 Parameter

Figure 4.8. Membership function illustration example.

To better illustrate these concepts, we give the example shown in Fig. which is
similar to our membership functions (trapezoidal representation). The truth degrees of
the values related to e; and es are given in Table. [£.4] In this example, e; belongs to
the class Low with a membership degree equal to 0.7 (70%), to the class Medium with a
membership degree equal to 0.3 (30%) and to the class High with a membership degree

equal to 0 (0%).
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L M H

el 0.7 0.3 0
€2 0 081 0.19

Table 4.4. Degree of truth values of the illustration example

For two truth degrees Ty, and Ty, Zadeh [107] has redefined the classical logical oper-
ators AND and OR to be suitable for fuzzy logic theory. Thus, the truth values can be

calculated as following:

le AND ng = mm(le, ng)
Ty OR Ty = max(Ty, Tye)

There are other definitions of AND and OR operators, but Zadeh definition [107] is
the most widely used one. In our case, at the end of each monitoring period, the three
variables V7, V5 and V3 mentioned above, are selected for processing in order to define
the final affiliation of a vehicle to one of the classes N, S and G. For each vehicle of the

network, these variables are computed as follows:

CLASS = (V; AND V,) OR Vs
This gives:
CLASS = max[min(Vy, V5), V3]

The following tables summarize our classification rules. Table[4.5]summarizes the fuzzy
rules of the formula: CLASS1 = min(V4, V) and Table[4.6] summarizes the fuzzy rules of
the final formula CLASS = max(CLASS1,V3).

w. L M H

Va

L N N S
M N S S
H S G G

Table 4.5. Fuzzy rules of CLASS1 formula
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CLASS1: N S G

Vs

L N S G
M N S G
H S G G

Table 4.6. Fuzzy rules of CLASS formula

4.3.3.4 Defuzzification

At the end of the inference, the fuzzy outputs are determined, but they are not directly
usable. It is necessary to move from ”fuzzy world” to the "real world”, it is the defuzzi-
fication step. Defuzzification is to provide an exact final value as a result of the end of
treatment to help make a decision, this value is called Crisp value [I08]. Several defuzzi-
fication techniques exist, the most used one is the method of center of gravity. With this
method, the value of Crisp is calculated from the values of the area center of each fuzzy

set. This value is given by the formula:

[ eL(c)d.
J L(c)de

In the discrete domain, and in the case of our system the formula [4.6| can be written as

Crisp = (4.6)

S GiL(c)
Z?:l L(c;)

Crisp = (4.7)

where:

- ¢;: is the center of the area corresponding to the class i of node behavior (we have 3

nodes behavior classes).
- L(¢;): is the node behavior membership level to the class i.

The development of the formula [4.7] gives:

Crisp — cyL(en)+esL(cs)+eqL(ca)
P= " "L{en)+L(cs)+L{cq)

Thus algorithm (3| implement our rules for the decision phase. In what follows, we

detailed the simulations steps for both suspicion and decision phases.
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Algorithm 3: Decision phase
INPUT : T: Monitoring period;
File: Collected _Trafic_File;
State_Class € {N, 5, G}
OUTPUT: Annonce_Decision(V_ID, State_Class)
begin
Extract Vehicle IDs existing in File during the 7" period, N;
Calculate: Top, Pied, Pacds Pruwtbe, Powtbe;

foreach Vehicle € { Vehicle_IDs} do
Calculate: TC’A7 Plncm Plnca;

Calculate: Vi, V5, Va:
Calculate: Crisp;

if Crisp > 50% for the class G then
| VIDis G

else

if Crisp > 50% for the class S then
| VIDis S

else
| VIDis N

end

end
Return: Annonce_Decision(V_ID, State_Class)
end

end

4.4 Performance evaluation

4.4.1 Simulation environment and mobility model

To evaluate the performance of both suspicion and decision phases which form the
proposed algorithm, we used the ns-3 [92] as network simulator and Simulation of Urban
Mobility (SUMO]) [93] as a mobility simulator. We simulate a VANET composed of 40
nodes. For a high level of real simulation, the selected traffic model is Constant Bit
Rate (CBRl). Any node of the network can transmit at any time at a constant rate,
which is often the case in practice. The generated traffic is of type Wave Short Message
Protocol (WSMP)) and in accordance with the requirements of standards [110] and [95].
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Parameter Value
Environment Dense urban
Network size 500m x 500 m
Node count 40

Average speed 36 Km/h (=~ 10m/s)
Max speed 50 Km/h (= 14m/s)
Execution time From 10s to 40s
Sending capacity 6 Mbps
Packet size Variable (max 1400 bytes)
Traffic model CBR
Channel CCH
Routing protocol OLSR
Mobility simulator SUMO
Traffic flow 40 vehicles/s
Traffic density 160 vehicles/Km?>
Correlation
coefficient deviation +1077
Slope deviation +10°1

Table 4.7. Simulation parameters.

The parameters of the simulation environment are described in Table 4.7 To ensure
a maximum degree of efficiency of the statistical results we have repeated each simulation
case about twenty times.

According to the several studies [I11], [36] and [I12] the mobility model chosen for the
simulation of a VANET network plays an important role in the accuracy of results. To the
best of our knowledge and according to [I11], there are no current open source simulator
which can be used simultaneously to simulate IEEE 802.11p protocol with a real mobility
model (using real vehicle motion and road map). However, there are combining solutions
of simulators such as proposed in [113], where a mobility simulator such as SUMO and
a protocol network simulator can be used together. This kind of solutions presents in
addition to the slow, the downside of the long procedure of data processing, which is no
longer in real time.

To avoid this disadvantage and for each simulated scenario, we generate our mobility
traces file using SUMO simulator and we use them directly with ns-3. Based on a real city
map with signs and traffic lights designed for this purpose, shown in Figures (a) and
(b), the mobility files contained the coordinates and the speeds of all the nodes at each
instant. This technique is used instead of the predefined mobility model of ns-3 originally
designed for MANETS, it allow of course a real simulation environment. The traffic flow

expressed in vehicles/s [38], which define the rate of vehicles insertion into the network is
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(a) (b)

Figure 4.9. (a) The map of the urban area of simulation, (b) Zoom on a part of the
urban area of simulation.

fixed to 40 vehicles, that mean all vehicles exist allover the simulation. The traffic density

expressed in vehicles/ Km? is 160 which is a normal value for a dense urban environment.

4.4.2 Simulation of the suspicion phase

First we have simulated a normal behavior of network nodes in a dense urban environment.
We confirmed the application of the linear regression method for the detection of normal
behavior (absence of greedy nodes). Fig shows the correspondent obtained straight.
The choice of the correlation coefficient and slope deviations are fixed respectively to 104
and 107!, These parameters have been chosen based on statistical observations of the
different simulations cases. We showed in Fig[4.11] that nodes had almost the same chance
to access the media and the maximum connection duration for one node connection has

not exceeded 6ms.

Among the several techniques developed to achieve greedy behavior in the MAC layer,
the manipulation of backoff parameters is known as having the best effect [94] particularly
for VANETS characterized by short connection duration where nodes have not enough

time to perform adaptive manipulation. Then, in a second step, we have simulated the
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injection of respectively one, two, three and four greedy vehicles (CW0e = CW,pin, = 0).
In fact, In a VANET and due to very short connection duration between nodes, it is not
beneficial to perform a complicated attack. We suppose of course that normal nodes are
majority, which is a realistic assumption. Contrary to the network normal behavior, we
observed that the connection times are never more correlated, the correlation coefficient
varies for all performed simulations in the interval [—0.29;0.29]. The effects of the greedy
nodes injection in the network and for all different simulated cases are shown in Table
The effects of greedy behavior on the total transmission time for the different simulated
scenarios are shown in Table[d.8 Figures [4.12 and [4.13] respectively for one and two

injected greedy nodes show that the connections duration of these nodes were very high.

For example, one fully greedy vehicle uses approximately 66% of the total transmission
time of the entire network, while four vehicles can reach together 75%. For these suspected
nodes and according to our proposed algorithm [2] if a greedy behavior is suspected, the
algorithm 3] must be performed to determine the accuracy of suspicion, and the nodes

whom they are responsible.
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Figure 4.10. Linear regression straight of a normal behavior without greedy nodes.

Number of injected Occupation percentage of
greedy nodes the total transmission time

1 66%

2 69%

3 73%

4 75%

Table 4.8. Time occupation percentage and established connection number of greedy
nodes.
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Figure 4.11. Connection durations in a normal network (without greedy nodes)
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Figure 4.12. Connection durations in a VANET with one greedy node.
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Figure 4.13. Connection durations in a VANET with two greedy nodes.
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Number of detected nodes
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Figure 4.14. Detection results for the four scenarios.
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Figure 4.15. Minimum detection times for the four simulation scenarios with 40 vehicles.

4.4.3 Simulation of the decision phase

To evaluate the performance of the fuzzy logic based decision phase as detailed in the

algorithm (3] we used also the same parameters and conditions as in the simulation of the

suspicion phase. Using the collected traffic traces file and using our designed watchdog

tool, which can be implemented in any network vehicle, we supervise the behavior of the

other vehicles.

Our fuzzy logic based decision scheme implementation is added to the

watchdog tool and we supervised results for the effective injecting of respectively 1, 2, 3

and 4 greedy nodes. Simulation parameters are the same provided in Table Obtained

results are given and discussed in the following.

Our fuzzy logic based decision scheme for greedy behavior provided results as a percent-

age of belonging of a node to one of the Normal (IV), Suspected (S) and Greedy (G) classes.
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Figure 4.16. Minimum detection times for the four simulation scenarios with 40, 60, 80

and 100 vehicles.

In all performed simulations, the greedy nodes belong to the class G with a percentage
greater than 95%. Fig. [4.14) shows the results of the distribution of the 40 vehicles to the
classes N, S and G respectively for the four greedy injected nodes. Table summarizes

all the simulation cases. For each scenario, figure 4.15] illustrates the minimum detection

time required by the scheme to fully detect all the existing greedy nodes in the network.

Final
decision: N S G
Greedy nodes
1 38 1 1
2 37 1 2
3 35 2 3
4 33 3 4

Table 4.9. Final decision results

4.5 Discussion

Compared to normal VANET, A vehicular network which contain a greedy node is

easily distinguishable using our proposed algorithm. At first, the suspicion scheme is able

to distinguish if the network behavior is normal or not. If a greedy behavior is suspected,

the fuzzy logic decision scheme can affirm the suspicion (if it really exist), and determine

the responsible nodes using our monitoring defined metrics already mentioned.
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By realistic simulations we have confirmed the proper functioning of our proposed
algorithm. In fact, we used the concept of linear regression to distinguish between a normal
VANET, and a VANET under attack. Once the existence of a probable attack is confirmed,
the three defined metrics are used to determine perfectly the nodes that exceeded the
normal operating thresholds. In our model and for a dense urban environment, and for
40 vehicles for example, the minimum required detection times are 0.75s, 1.23s, 2.78s and
4.85s respectively for one, two, three and four greedy nodes.

It can be observed form these four simulations scenarios that all the existing greedy
nodes have been entirely detected. Furthermore, some other nodes have been classified in
the intermediate class S. According to our decision rules, these nodes have momentarily
exceed at least one of the fixed thresholds and they have to be supervised in the next
monitoring period. Thus, it can be concluded from these results that for a VANET of 100
vehicles, a monitoring period of only 8 seconds is widely sufficient if we consider that greedy
nodes are not majority which is a realistic assumption. Moreover, the results confirm that
our approach is very efficient and it was able to detect all greedy existing vehicles with a
very high probability.

Given the absence of a similar algorithm to the greedy attack in VANETS, we have not
been able to compare our numerical results to an existing similar model, but compared to
result of detecting greedy attack in MANETS obtained in [59] our results are much more
better.

4.6 Conclusion

Although the IEEE 802.11p MAC layer has been enhanced to fit VANETS requirements
and despite all the advantages it offers, the IEEE 802.11p protocol, which is the VANET
standard, remains vulnerable to many DOS attacks especially the greedy behavior. This
denial of service attack is practically easy to achieve by simple manipulation of the backoff
parameters. It can easily paralyzes a VANET and endangers the lives of road users. To
deal with, we have proposed in this chapter a new algorithm for detecting greedy behavior
in VANETSs. The proposed algorithm used three newly defined metrics which were proved
to be well appropriate for greedy detection in a high mobile network such as VANET, where
connections are short and nodes have not enough time to perform adaptive manipulation
of backoff parameters. It is composed of both suspicion and decision phases respectively
based on enhanced linear regression and fuzzy logic concepts. By monitoring network traffic

traces, the algorithm is able to affirm the existence or not of a greedy behavior. In the
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affirmative case, monitoring the new mentioned metrics is used to determine responsible
nodes.

GDVAN has the advantages of being passive, non-resource-intensive and does not re-
quire changes in MAC layer. It has the advantage also to be transparent to users and it can
be executed by any node of the network. The simulation results of the different parts of
the algorithm are quite promising and they confirmed the correctness of our choices of the
metrics and the decision method design. However, the proposed detection method remains
specific for greedy attack (and probably for jamming). Thus, our objective was also to
develop a more generic attack detection method in order to eliminate or reduce their

serious impacts. The new proposed method is the subject of the next chapter.






CHAPTER

ENTROPY BASED DETECTION
SCHEME

Contents
b1 Introductionl . . . . . . .. L 98
.2 Background|. . . . ... .. 99
[6.2.1  VANET DoS attack: The greedy behavior|. . . . ... ... .. 100
[6.2.2  VANET DoS attack: The jamming |. . . . . .. ... ... ... 100
[5.2.3  The Shannon entropy | . . . . . ... ... ... ... ..., 101
B3 TLiterature reviewl. . . . . . . . . . ... 103
.4  Method description| . . . . .. .. ... Lo 106
[5.4.1  New metric description| . . . . . . . . . ... ... ... ... .. 106
[>.4.2  Related detection method description|. . . . . . . . .. ... .. 107
b.5_Performance evaluationl . . . . . . ... ... 109
0.5.1  Simulation of a normal VANET behavior . . . . . ... ... .. 111
[5.5.2  Simulation of a VANET under DoS attack: Greedy behavior|. . 113
[5.5.3  Simulation of a VANET under DoS attack: Jammingl . . . . . . 114
B.6 Discusionl . . . . . . . . 115
b7  Conclusion| . . . . . . . . o 116

97



98 CHAPTER 5. ENTROPY BASED DETECTION SCHEME

In this chapter, we detailed our second contribution related to the detection in
VANETs. The proposed method is based on Shannon’s entropy concept. In fact, we define
"Packets entropy” as a new metric of detection. Using ”Packets entropy”, the proposed
method is able to detect DoS attacks by the supervision of traffic traces during short moni-
toring periods. We measure the entropy of chosen family of exchanged packets in VANET
network. The idea is simple: the entropy of normal network (not under attack) is too dif-
ferent (higher) from the entropy of network under DoS attack which allow the distinction
between a normal VANET and a VANET under attack. In addition to be generic (not
related to the type of attack), this method presents the advantage of rapidity, to be executed
by any node of the VANET network and does not require any modification of the 802.11p
MAC. Simulations and detection results for both greedy behavior and jamming attacks show

its high efficiency.

5.1 Introduction

Given their critical importance, VANETSs are exposed to severe attacks, basically due
to the weakness of the IEEE 802.11p MAC layer protocol and also to the vulnerabilities
of the wireless medium [5], 23] which can be used to attack the entire network and expose
users’ lives to danger. Among VANET attacks, we distinguish especially the Denial of Ser-
vice which is a dangerous family of attacks that target services availability and can have
bad consequences on the whole network functioning. The attacker, who can be an internal
or an external node to the VANET [8], aims to lock available services to legitimate users.
Thus, he increases his chances of access to these services. A successful DoS attack can be
achieved e.g by a greedy behavior, jamming attack, black-hole attack etc. Since these at-
tacks mislead the critical network services, a high-level security requirement is mandatory

for the right deployment of such technology.

In addition to the wireless medium vulnerability which facilitates attacks, VANETSs
are also characterized by frequent disconnections, a rapid change of topology and a high
mobility of nodes. These characteristics make the detection of DoS attacks more difficult.
To avoid such attacks it is essential to ensure regular protocols enhancement to reduce

prospective exploitation of any existing vulnerabilities. It is also important to design at-
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tacks detection tools to prevent and escape the serious consequences that may arise.

In this chapter we focus essentially on both greedy behavior and jamming as an exam-
ples of DoS attacks. Thus, we design a new detection method based on a the definition
of a new metric named ”Packets entropy”. It is used to distinguish between a the normal
network behavior and the network behavior when it is under DoS attack. Based on the
new defined metric, the new proposed detection method is able to supervise traffic traces
during short monitoring periods and warns driver in the case of attack detection [114].

Thus, The major contributions of this part of work are:

e The definition of ”Packets entropy” as a new detection metric based on the concept
of Shannon entropy. To the best of our knowledge this concept have never been used

before for network attack detection.

e A novel rapid denial of service attack detection algorithm based on our newly defined

metric.
e The application of our algorithm for attack detection in VANET.

The rest of the chapter is organized as follows : Section 2 runs through some back-
grounds, essential to introduce the proposed idea. Section 3 overviews the related work in
the domain of DoS attacks detection in MANETs and VANETs. We describe in section
4 our new defined metric and our proposed detection method which is based on. Some
experimental results are given in section 5 followed by a discussion of the obtained results

in section 6 and finally section 7 concludes the chapter and gives direction for future work.

5.2 Background

Our proposed method is based on a new defined metric using entropy concept. This
metric is used to distinguish between the behavior of a network in normal operation and
the behavior of a network under DoS attack. In this study we focus basically on both
greedy behavior and jamming as examples of DoS attacks. To facilitate the understanding
of the rest of the chapter, we provide in the following a brief introduction of the Greedy
behavior and the techniques that can be used to perform this attack in the case of VANET.
We provide a brief description of the jamming attack especially for VANET environment.
We study also the mathematical basis of the entropy notion which is an information mea-

surement parameter that we tamed for detecting attacks.
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5.2.1 VANET DoS attack: The greedy behavior

As it has been detailed before, the greedy behavior is a well known DoS attack, it
specially targets the MAC layer operation and tries to exploit the medium access method
weakness. Generally, a greedy node aims to decrease its waiting time, therefore it can
access more quickly the medium and penalizes the other existing honest nodes. A greedy
node violates restrictions of the MAC layer access method, It always tries to connect
to the support and maintains it for its proper use. Several techniques are possible to
achieve a greedy behavior attack in a VANET environment, among them we quote: backoff
parameters manipulation, scrambling RTS/CTS frames, manipulation and/or over-sizing
NAV and DATA frames [94]. Due to VANET nodes’ high mobility and short connection
duration, the manipulation of backoff parameters is the most useful technique to achieve
greedy attack [59]. The attacker can greatly reduce his waiting time and access to the
support more rapidly than other nodes. In our simulation we have performed greedy

attack using this method.

5.2.2 VANET DoS attack: The jamming

The jamming attack, is a physical level of Denial of Service attack. Due to their affects,
jamming attack is considered as a serious Denial of service attack for VANETSs. Jamming
in its basic definition is the transmission of a signal to disrupt the communications channel,
it is usually intentional [58]. This lowers the signal to noise ratio (SNR: Signal to Noise
Ratio) for the receiver. Unintentional interference is called ”interference” and occurs when

a transmission is made in a frequency band that is already in use and operational.

The Jamming can be done in several ways, it can be general (the entire used band is
jammed) or selective (only certain transmission sequences are jammed). Despite its ease of
implementation, the jamming is difficult to detect. In fact, it is necessary to differentiate
jamming from others similar conditions and scenarios such as frequently communication
interruption due to the high mobility of vehicles and traffic congestion especially in main
intersections. In this attack, the jammer sends signals repeatedly to deny the use of the
transmission medium for vehicles and affect communications between them. The channel
seems to be busy to the victim. Thus, it cannot receive or send signals in the jammed area.

To evaluate the jamming effect, several parameters can be measured. The most useful

among these parameters we find:
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e Signal to Noise Ratio:
Powergigna

SNR =
Power,,pise

e Frame Error Rate:

N
FER - umbero funsuccess ful frames

Totalnumbero ftransmittedframes

e Jammer to Signal power Ratio:

Averagejammerpower

JSR =

Averagesignalpower

With an effective jamming, legitimate communication are practically blocked. The
sender vehicle doesn’t detect any idle channel to be able to transmit its packets. Even in
the case of a successful sending of the transmitter and in the presence of a jammer, it will
be difficult for the receiver to receive correctly what has been transmitted. For a successful
adaptive jamming attack, the jammer must act at the same time that the activity of the
useful signal to jam. It must also choose the most effective signal transmission model
that merges the best the receiver. In a VANET network, jamming once successful, can
have inevitable consequences. Some research works such as [32) 58] have looked for some

techniques to reduce the effect of jamming for mobile ad hoc networks.

5.2.3 The Shannon entropy

The entropy (also known as the Shannon entropy in the field of information theory) is
a mathematical function that intuitively corresponds to the amount of information mea-
sured at a destination, and is present or is issued by an information source. The source
of information can be a transmitter (such as a radio or network card), a text written in a

given language, an electrical signal or any computer file (collection of bytes).

Thus, the entropy measures the uncertainty on the information sent by the source. The
more data sent by the source are variable, the more entropy is high. That is to say, if a
source is deemed to always send the same information, for example the word ’OK’; then
its entropy is zero. A source whose next transmitted information is unpredictable admits
a maximum entropy. In the absence of specific constraints, the entropy is maximum for a
source whose symbols are equiprobable. In particular, the more redundant the source is,

the less it contains information.
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Figure 5.1. VANET decomposition according to information theory requirement.

Entropy is the primary metric in information theory, which is a theory to qualify and
quantify the concept of content information on a data set. Mathematically and as defined
in [115], the entropy of a source which emits n symbols, the source can be considered as
a discrete random variable X having n symbols, each symbol x; has a probability P; to

appear. Thus, the entropy H of the source X is defined as:

H(X) = Ellog, P(X = 2.)] = >_ P, 1ogb%i (5.1)

where E denotes the mathematical expectation and log, the logarithm to the base b.
In general a base 2 logarithm is used and the entropy uses bit/symbol as a unit. The
symbols represent the possible realizations of the random variable X. In this case, the
entropy H(X) can be interpreted as the amount of information in bits that the source
must provide to the receiver to determine the values of X unambiguously. Then, in base

2 equation (5.1) can be written as:

H(X)=-) Plog,P, (5:2)
i=1
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The system we design to be used for simulation is composed of several nodes (vehicles)
which Form a WIBSS (Wave Independent Basic Service Set). In this architecture, any
node can act as a receiver to which the other nodes send data. In this system, the symbols
will be transmitted packets, each packet has a probability of occurrence. According to this
decomposition shown in Figl5.1] the receiving node (destination) can therefore measure

the entropy of the system according to the formula given by the equation (5.2)).

It is important to note that the entropy function can divergent to +o0o when the number
of vehicles tends to +oo (see proof later). In fact, given that we measure our metric in the
case of the same WIBSS the number of vehicles is always limited and the value of entropy

for any type of data is easily measurable.
e Proof in the case of equiprobability:

The object of this proof is to demonstrate that the entropy function can diverge when
the number of vehicle became infinite (which is a not practical assumption). We study the

case of equiporbability of transmission chances between N nodes. We know that:

lim H(X)= lim ZPlogP

N—+oo N——+oo

Or in the case of equiprobability we have:

1
P, = N; Then
N
N1+—1>rJIrloo Z P log = = hm z; — log(N)
= Jm, ot
= +OO

5.3 Literature review

The Attack detection in VANET networks, is so complicated and highly diversified.
It cover simultaneously several fields such as the vulnerabilities of the communication

protocols, which facilitate the implementation of the attacks. We quote especially the
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vulnerabilities of MAC and physical layers protocols. The problem affects also attacks
detection techniques in ad hoc networks, which are becoming more and more difficult in
practice due to the high mobility and quick change of VANET topology and also the choice
of appropriate metrics for the detection. To the best of our knowledge our proposed solu-
tion is the first to use the concept of entropy as metric to detect DoS attacks in VANETS,

but it is important to look at other related works in the same research axis as our study.

Kyasanur and respectively Cardenas and their co-authors presented in [99, 100], two
newly MAC design based solutions both based on a modification of the backoff algorithm
of the MAC layer. In general, for this category of solution, a new MAC layer is proposed
to avoid backoff algorithm weakness against Denial of service attacks. Hasbullah et al. [51]
presented several kinds of possible DoS attacks in VANET. They developed also a model
to secure VANETSs from DoS attacks and to cope with these dangerous attacks. They
demonstrate that Denial of service attacks can be performed using three levels. In the first
level, the attacker denies the VANET communication between nodes by keeping the com-
munication state busy for a long time. In a second level, an attacker jams a chosen channel,
therefore the other users cannot access the VANET network in the jammed area. Finally,
The third level is the Distributed DoS (DDoS), in this level, an attacker run his attack
using different agents placed in different locations. To mitigate DoS attacks, the proposed
solution in this paper is essentially based on Channel Switching, Technology Switching,

Frequency Hopping Spread Spectrum (FHSS) and Multiple Radio Transceivers.

Hamieth et al. proposed in [32] a new detection model of a special class of jamming
attack. In this attack, the jammer transmits only when an effective radio activity is de-
tected. In order to detect the presence of jamming attack in VANETS, the proposed
detection model is based on the measurement of the error distribution, on the measure
of correlation between errors and the correct reception times. They used the correlation
coefficient which is a statistical value used to measure the correlation between two series
of values (the realization of two random variables). A vehicle calculates the probability of
error (P.FE) then compares with the correlation coefficient (C.C'). The VANET is consid-
ered under jamming attack when the (C.C) is greater than the (P.E).

In the thesis [58] Tilal and Minhas studied the different types of jamming that can
hinder the right operation of IEEE 802.1p based system. They checked the IEEE 802.11p
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physical layer resilience of transceivers against several kinds of jamming signals and they
evaluated the performance of the system under jamming effects, basically for VANETSs
environments. They studied both unintentional (interference) and intentional jamming.
They have simulated different cases of jamming attacks in order to put the 802.11p proto-

col to the hardest vulnerability check and improvements tests.

Thamilarasu et al. have focused in [T16] on jamming as a type of DoS attack in the IEEE
802.11 based networks. They studied the jamming effects at the PHY and MAC layers in a
wireless ad hoc network and they proposed a cross layer suitable detection algorithm. They
proved that jamming caused collisions are similar to those caused by the hidden terminal
or network congestion. The usage of the channel utilization metric allowed to the detection
algorithm to mesure the state of the network congestion and evaluate whether the detected
collusion is due to the network traffic conditions or to real intentional jamming. In fact,
by relating the use collision detection metric and the cross-layer given information, they

distinguished attack scenarios from the non malicious collision scenarios.

In [117] Nguyen et al. have studied the jamming attack as a denial of service attack in
vehicular networks and they have proposed a detection method based on the detection of
the changes of the Packets Delivery Ratio values. The decrease of the PDR com-
pared to a predefined threshold value indicates the presence of a jammer in the supervised
area. The proposed solution have been simulated with a fixed jammer and authors claimed
that it has fast detection time. For the jamming attack, Muraleedharan and Osadciw pro-
posed in [118] a defense algorithm based on a novel approach in detecting the DoS attack
and this to enhance the physical layer security of sensor networks against jamming. Several
metrics such as Signal Noise Ratio (SNRI), hops, Bit Error Rate (BERI), energy, packet loss,
packet delivery and distance were used to make anti-jamming decision. They formulate a
jammer classification under various scenarios. They analyzed also their proposed method
for a variety of scenarios which helps in achieving a high reliability on DoS and improving
the Wireless Sensor Networks (WSN]) Quality of Service.

Cerasoli generalizes in [119] the use of Shannon’s entropy for MANETS by the definition
of two new metrics ”Relative motion entropy” and ”Energy entropy” respectively used for
the characterizing of MANET node motion predictability and the efficient use of the en-

ergy by cluster-heads communicating to cluster members. The paper shows that ”Energy
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entropy” is a very useful metric to use in spite of ”Relative motion entropy” which lacks

the features to be helpful for node motion prediction.

To the best of our knowledge there is no previous existing work for Denial of service at-
tacks detection for VANETSs which is based on the Entropy as metric of detection. Existing
solutions are mainly interested in MANET and Wireless Mesh Networks (WMNI]) and used
other detection techniques. In this work, we generalize the notion of ”Shannon’s entropy”
by the definition of the ”"Packets entropy” as a new metric to be used to make decision
and define efficiently the membership of vehicle to one of honest or attacker classes. The
proposed solution has been tested in the cases of greedy behavior and jamming attacks
and it was able to detect the violation of the proper use of the network. The mathematical
details of the design and the operating principle of the proposed detection method are

given in the next section.

5.4 Method description

5.4.1 New metric description

In the case of mobile wireless network working with a variant of the IEEE 802.11
protocol such as VANET network, we can divide the circulating packets between nodes
into four main categories which are: DATA, ACK, RTS and CTS packets family. These
packets may be transmitted by any network node. To model this choice, we define the
random variable X where sent packets represent the possible realizations of this variable.

Thus, mathematically we can write:

Y P(X=umx)=1 (5.3)

In terms of packet categories, the equation ([5.3) can be written as:

P(Data) + P(Ack) + P(RTS) + P(CTS) =1 (5.4)

Where P(Data), P(Ack), P(RTS) and P(CTS) are the respective probabilities that
the transmitted packet is of type Data, Ack, RTS and CTS respectively. It is assumed
that any packet is in one of the mentioned types. For N nodes in the network, any kind of
packet can be transmitted by any node. Thus, for Data packets type for example, we find

packets that issue from node nq, no,... ,n;. It is the same for the other types of packets.
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For ease of notation, a packet is characterized by its issuer node n; and its type {Data,
Ack, RTS, CTS}. Thus, we note e.g Packet(n;, Data), the packet issued from the node n;
and of type Data.

In a VANET the possible transmitted packets are in the following sets: { Packet(n;, Data)}U
{Packet(n;, Ack)} U {Packet(n;, RT'S)} U {Packet(n;, CTS)}, where i € N.

In the following, we note:

e P(n; \ Data): the probability that the received packet is issued from the node i,
knowing that is a Data packet.

e P(n; \ Ack): the probability that the received packet is issued from the node i,
knowing that is an Ack packet.

e P(n; \ RTS): the probability that the received packet is issued from the node i,
knowing that is an RTS packet.

e P(n; \ CTS): the probability that the received packet is issued from the node i,
knowing that is a CTS packet.

Whatever the behavior of nodes in the network, we have always:

N
> P \TYPE) =1 (5.5)
i=1

However, for normal operation of a VANET, the event: "the transmitted packet comes
from node i’ has the same probability for all the nodes, they are called equipossible or to
be "equally likely”, then we can write:

1
P(n;\TYPE) = N (5.6)
where TY PE € {Data, Ack, RT'S,CTS}

5.4.2 Related detection method description

The detection idea that we propose in this study is based on the supervision of the en-
tropy of a chosen type of transmitted packets in the network. To calculate this entropy we
supervise and determine the packets emission probabilities for the chosen type of packets

(e.g Data and Ack). Given that the probability of emission of packets changes, then the
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entropy change, and the distinction between a normal network and a network under attack
can be performed by the calculation of the packets entropy in each case. In fact, a greedy
node for example emits more data packets, since it occupies the support for much more
time than other vehicles. Thus, the events: "the transmitted packet comes from node 7”

are never more equipossible.

Then for a greedy node ng, using Data packets e.g and contrary to the equation (5.6)),

it is logical to have:

1
P(ng \ Data) > N

Based on what we have already explained, we defined our newly ”Packets entropy” metric
for the four types of packets exchanged in a VANET network based on IEEE 802.11p
protocol. Thus, we define the four following packets entropy denoted Hpguta, Hack, Hrrs

and Herg respectively for Data, Ack, RTS and CTS entropy. Then we can write:
o Hpuo(X)=— Zf\il P(n; \ Data)log, P(n; \ Data)
o Hap(X)=— ZZJL P(n; \ Ack)log, P(n; \ Ack)
o Hprs(X) = -3V, P(n;\ RTS)log, P(n; \ RTS)
o Hors(X) = -3, P(n;\ CTS)log, P(n; \ CTS)

To calculate P(n; \ TY PE), we know that mathematically and for two events A and

B we have:

P(ANB
where TY PE € {Data, Ack, RT'S,CTS}
Then P(n; \ TY PE} become:
P(n; NTYPE
P\ Ty PE) = L0 ) (5.8)

P(TY PE)

Using the formula given by the equation (5.8]), we are able to calculate the packets entropy

metric for each chosen type among {Data, Ack, RT'S,CTS} set of packets types. Given
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that Data and Ack packets are the most exchanged in a VANET network and given that
the RTS/CTS mechanism is enabled in the IEEE 802.11p protocol only for large packets,
we performed our simulations with Data and Ack type packets. By the following described
simulations we test in a realistic scenarios the effectiveness of our theoretical designed
detection method. For these simulations we used the algorithm {| which described the
steps of the detection phase. To be sure of the existing of a real attack, we chose to report
an attack warning when the practical obtained packets entropy is equal or less than the
half of the theoretical packets entropy. This threshold can be modified according to the

desired accuracy.

Algorithm 4: Entropy based DoS attack detection algorithm
INPUT : T : Short_Monitoring Period,
State_Attack = False,
Type € {Data, ACK, RTS,CTS}
D : Threshold deviation = 50 %
OUTPUT: Annonce_State (State_Attack)

begin
repeat
1) Collect traffic traces during T,
2) Calculate the number N of communicating vehicles
3) Calculate Theoretical Hy(Type)
4) Calculate Practical Hp(Type)
if Hp(Type) < D.Hr(Type) then
| State_Attack = True
end
Return; Annonce_State (State_Attack)
until No existing communication;
end

5.5 Performance evaluation

To evaluate the performance of our proposed DoS attack detection method, we used the
ns-3 simulator [92], to simulate traffic and communications between vehicles (nodes) in a
VANET based on IEEE 802.11p protocol. We have simulated two different scenarios using
respectively 40, 70 and 100 vehicles. The two scenarios consist on testing respectively the
behavior of a normal VANET network and a VANET under DoS attack (greedy behavior).

To achieve the greedy attack we manipulate back-off parameters to minimize the waiting
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Figure 5.2. Simulation map and jammer’s locations.

time of the greedy nodes. We suppose also that honest nodes are majority which is a
realistic assumption. In each scenario we calculate the related Data and Ack packets
entropy. For greater efficiency, and to approach realistic results, each scenario was repeated
50 times with new random initial conditions at each time. According to the requirements of
standards [I10] and [95], The generated traffic was of type: WSMP (Wave Short Message
Protocol). To simulate nodes mobility, and as shown in , we use a real city map with
signs and traffic lights designed for this purpose under the mobility simulator SUMO [93].
Using SUMO, we generate a mobility traces file for each simulated scenario which can be
used directly under ns-3. Each mobility file contains the coordinates and the speeds of all
the nodes at each instant. This technique allows a real simulation environment and it is
used instead of the predefined ns-3 mobility models especially designed for MANETSs. We

provided in table our used simulation parameters.
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Simulation parameters

Transmission rate OfdmRate6MbpsBW10MHz
Protocol 802.11p

Simulation time (s) | 30

Packets size (bytes) | variable: 1000-1400

Access class AC_VO

Speed (Km/h) Variable: 30-60

Network size 600m x 500m

Node count 40 / 70 / 100

Routing protocol OLSR

Greedy technique CWin and CW,,4, manipulation
Jamming technique | PBNJ

Jammer count 5

Jammer type Fixed

Mobility simulator | SUMO

Table 5.1. Simulation parameters

In our simulations, we choose a node to act as a listener (destination) for all the other
transmitting nodes. All the nodes are in the same WIBSS. Thus, the chosen node listen
to the support and collect traffic traces for short periods. Using these short traffic traces,
the destination node can calculate rapidly and easily the packets entropy Hpaia Or Hpck-

We choose our simulation scenarios as follows:
e Scenario 1: Normal VANET behavior.
e Scenario 2: VANET under the attack of one greedy node.
e Scenario 3: VANET under the attack of three greedy nodes.
e Scenario 4: VANET under the attack of five fixed jammer.

Each scenario was simulated 50 times with 40, 70 and 100 vehicles. In what follows, we
represent in the given figures the average value of the obtained entropy for the 50 performed

experiments for each scenario.

5.5.1 Simulation of a normal VANET behavior

In a normal behavior of the network (Scenario 1), and during the monitoring period,
we can practically assume (without loss of generality) that all the nodes have the same
probabilities to send a Data packet. For example, in the case of N = 40,70 and 100

vehicles, the theoretical Hp., can be respectively calculated as follows:
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40

1 1
Hpata = — Z 10 log2(E) = log,(400) =~ 5.32

=1
70
1

1
Hpata = — Z -0 IOgQ(%) = log,(70) =~ 6.13

i=1
1004 1
Hpuia = — —log,(—) = log,(100) ~ 6.64
As shown in Figures and the measured Hpg, and H 4 for scenario 1 are slightly
lower than the theoretical results which is correct because the theoretical entropy measured
in the case of equiprobable transmission between nodes, is the highest entropy that can be
detected according to the information theory facts. We observe also that measured values
for H 4. are slightly smaller than Hp,, values because that not all the nodes can sent an

acknowledgment packet due to the frequent disconnection and to the high mobility in the
VANET.

_ B 40 vehicles

65 - B 70 vehicles

‘5 4 M 100 vehicles
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Figure 5.3. Data Packets entropy for the four simulated scenarios (Normal,

Greedy_1_Node, Greedy_3_Nodes and Jamming).
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Figure 5.4. ACK Packets entropy for the four simulated scenarios (Normal,
Greedy_1_Node, Greedy_3 Nodes and Jamming).

5.5.2 Simulation of a VANET under DoS attack: Greedy
behavior

When the network is under DoS attack such as the greedy attack, we have confirmed
by simulations that e.g one or two greedy nodes can consume alone about two third (%) of
the hole transmitted data. The consumption of three or four greedy nodes can reach also
three quarters (2) of all transmitted data. We suppose that the other nodes (honest nodes)
have the same probabilities to send a Data packet. In the following part we present results
for one and three greedy nodes (scenarios 2 and 3) because no significant variations have
been seen between one and two or between three and four greedy nodes.The theoretical

Hpaia can be calculated respectively for N = 40,70 and 100 vehicles as follows:

e For one greedy node we have:

39
1
Hpata = —= 1og2 Z (5 55) ~ 268
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1
HData = 108;2 Z 3 69) ~ 2.95

2 2 1 1
Hpyg = —=1 —) — l ~ 3.12
Dat 3 0g2( ) ;3*99 Og2(3*99)

e For three greedy nodes we have:

3 1. 3N 1
H =—-1 =) - 1 ~ 3.
Data 4 0g2(4) ;4*37 Og2(4*37) 330
67
3 1 1 1
Hpata = = loga(7) = z; e 0% g7) =351
97
3 1 1 1
Hpata = = loga(7) = z; Txo7 08(57) =363

Under greedy attack, (Scenario 2 and 3) and as expected, the obtained packets entropy
values for both Data and Ack packets shown in Figures and were relatively de-
creased compared to the normal VANET scenario. Also, and as it was observed in the case
of a normal VANET, the measured Hpy, and Hy. for one and three greedy nodes are
also slightly lower than the theoretical results for the same previously detailed reasons in

the case of a normal network.

In the next section we discussed all the obtained results for a normal behavior, a greedy

behavior attack and a jamming attack.

5.5.3 Simulation of a VANET under DoS attack: Jamming

To simulate the jamming attack (Scenario 4), we placed five jammers distributed
throughout the action area as shown in Fig. [5.2] From a simulation point of view, these are
fixed node equipped with a high power IEEE 802.11p transceiver configured to be able to
jam an entire chosen band. In fact, we had the choice between several locations of jammers
that allow us to cover the whole desired area. In this case, we assume that we have a total
covering jamming attack that covers the entire area. For a maximum jamming efficiency,

and as proved in [58], we choose to use the variant PBNJ (Partial Band Noise Jammer)
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Figure 5.5. Mimimum detection times for the four simulated scenarios (Normal,
Greedy_1_Node, Greedy_3_Nodes and Jamming).

of the noise jamming technique proved to be the most fatal to the system. Each jammer
sends a confusing signal immediately when it detects a useful signal emitted by any vehicle
and this in the operation band of the WIBSS (Wave Independent Basic Service Set) of the
VANET.

Under this total covering jamming attack and as expected, the obtained packets entropy
values for both Data and Ack packets shown in Figures[5.3]and [5.4] were relatively decreased
compared to the normal VANET scenario. We observed also that the Hpg, and H g
obtained values for the jamming scenario are slightly lower compared to greedy scenarios,
in fact it was only enough to jam a part of packet to guarantee that it is not received

correctly.

5.6 Discusion

By the simulations we carried out, the obtained results were significant. For each per-
formed scenario for both greedy and jamming attacks, the practical results were close to

the theoretical ones. The two observed metrics Hpge and H 4., behaved in the same way.
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By these results, it has also been proved that the entropy is maximum for an information
source where emitted symbols are equiprobable that mean: the more data sent by the
source is variable, the more entropy is high. In fact, this is the case of a normal VANET
where all the nodes have the same probability to transmit, contrary to a VANET under

attack where some nodes (attackers) behaved with a completely different way.

Thus, it is normal to have a high packets entropy for a normal VANET behavior con-
trary to a VANET under attack. This difference allows our scheme to distinguish easily
between a normal VANET and a VANET under attack by a simple fixed threshold. In our
case for example, a Hpy, lower than 3 indicate a very suspicious network behavior. In our
algorithm [4] we suspect an attack when the measured packets entropy is less than the half

of the theoretical that must be obtained if the network was not under attack.

To make a comparison with the best obtained detection times of other techniques and
to the best of our knowledge there are no existing similar work for the greedy behavior or
jamming detection which gave its best minimum detection times. Using our new Packets
entropy defined metric, we give in Fig[5.5 our best minimum obtained detection times to
serve as a reference for future comparison with other methods. Thus, Figl5.5 detailed the
minimum detection times for each simulated scenario. We observe that the jamming attack
is the fastest to be detected with is logic because in the case of total jamming scenario, the
number of correct received packets by the most existing nodes is very limited, and this is
detectable more quickly than other scenario. We observed also that the detection of the
non existence of possible attack (normal VANET) takes more time than the other scenario.
In fact, it is more rapid to detect a network dysfunction than to assert that it does not

exist.

5.7 Conclusion

In this chapter, we defined ”Packets entropy” as a new metric to be used for VANET
denial of service attack detection. Based on this metric, we proposed also a new DoS attack
detection scheme for VANET. The proposed scheme has been verified for both greedy and
jamming attacks using collected traffic traces during short monitoring periods. It presents
the advantage of rapidity of computation, to be executed by any vehicle of the VANET
network and does not require any modification of the 802.11p MAC layer protocol used
as a standard for VANETSs. Performed simulations show the high efficiency of the newly
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defined metric and the related proposed detection method. As a future work, we expect
verify the efficiency of our defined metric for other DoS attack such as blackhole. We
expect also the design of a new reaction method against these attacks, which the subject

of our next and final contribution for this dissertation.
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In this chapter, we propose a reaction method against DoS attacks in VANET. In this
method we have the choice between two proposed reaction games. Design methodology and
defined metrics are inspired from game theory models. Recently, some detection methods
have been wvalidated. However, for the reaction, the problem is much more complicated
especially in the case of vehicle to vehicle communication. In this direction, game theory
applied to the security of wireless networks (also known as security games) can be a good
way of modeling. The main advantage of game-based models is their ability to implement
adaptive strategies that take into consideration the changes occurring in the contexts in
which VANETs are deployed. To the best of our knowledge, such games have not been
proposed in the literature. The simulations showed the efficacy of our proposal measured

by the performance of the obtained results.

6.1 Introduction

Denial of service attacks family is considered as one of the most dangerous family of
attacks for vehicular networks. Basically, an attacker tries for example to block the commu-
nication using a jamming approach. These attacks can have serious consequences especially
for VANET applications. The literature is rich of several proposals dealing with detection
and reaction algorithms against DoS attacks for MANETSs. However, for VANETS there
is much less algorithms. The majority of existing works are mainly dealing with attacks
detection [120], [74].

After two DoS attack detection methods presented in the previous chapters, we focus,
in this chapter on VANET reaction against DOS attacks and we propose two newly se-
curity games theory-based approaches since it seems to be a good way of design for our
problem. Indeed, in a game there are generally two kind of players. When a player makes
an action the other responds with a reaction. According to the general principle of game
theory, each player tries to maximize his gain and/or reduce his loss. From formal modeling
perspective, the gain or the loss can be obtained by cost estimation functions commonly
known as payoff function. To maximize their profits, players act according to their chosen
strategies. A strategy of a player can be a single movement or a set of successive movements

during the game. Throughout the game, a player can sometimes win or lose. Thus, the



6.2. LITERATURE REVIEW 121

total cost of a given player can be computed as the sum of gains/losses for each step of the
game. Game theory classifies games according to several criteria including: Cooperative vs
Non-cooperative, Static (single-stage) vs Dynamic (repeated), Strategic-form vs Extensive-
form, Perfect vs Imperfect information and finally Complete vs Incomplete information.
The choice of one of these criteria depends mainly on the formalism of the game itself and

also on its conditions.

Basically, there are two main families of games approaches: cooperative games and
non-cooperative games. The cooperative games require a prior arrangement between users;
they require also an additional signaling. This assumption may be more difficult to achieve
especially in a highly mobile and heterogeneous environment such as VANET. However,
in a non-cooperative game, decision makers are the players themselves, everyone decides
for himself without the need for any kind of cooperation, which is more appropriate in our

case. Thus, the major contributions of this study are:

e Provide a new theory game based formalism for denial of services attacks in VANETSs.

e Propose two possible non-cooperative games for DOS attack under realistic assump-

tions and the use of real mobility models based on real map.

The rest of the chapter is organized as follows. In Section 2 we provide the state of the
art. Our security game based reaction algorithms are described in Section 3. Simulation
environment, simulation parameters, metrics and the performance evaluation results are

presented in Section 4. Finally, Section 5 concludes the chapter.

6.2 Literature review

To the best of our knowledge there are no actual game theory based reaction algorithm
against DoS attacks in Vehicular Ad hoc Networks based on IEEE 802.11p protocol. Most
of the existing developed works are based on IEEE 802.11 protocol especially related to
MANETSs which are less mobile than VANETSs. However, some interesting works about
attacks modelization in wireless networks and based on game theory concepts have been

proposed.
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Felegyhazi and Hubaux demonstrate in [121] the wide possibilities of the use of game
theory as a modeling tool for wireless networks attacks. In fact, in wireless networks, the
behavior of an attacker node can modify the behavior of a honest node. Thus, these be-
haviors can be modeled as an attack/defense game. In their work, they used four simple
examples to introduce the most basic concepts of the theory of non-cooperative games.
They tried to connect the four proposed games: Forwarder’s Dilemma game, Joint Packet
Forwarding game, Multiple Access game and jamming game to the different possible at-
tacks according to the OSI model. They presented several notions and concepts of game
theory such as static games, dynamic games, Nash equilibrium, zero-sum games, games
with complete and incomplete information and the representation of games in strategic
and extensive form.

According to the authors, this will allow researchers to have the necessary techniques to
analyze and model the different use cases without the need to read books of this theory
which are generally economy oriented. However, modelization that has been done for the

four games was with only two players.

The most important VANETS security aspects from game theory point of view have
been discussed in [122] by Alpcan and Buchegger. They provided a framework to take
defensive and optimized measures against threats posed by malicious users. The provided
models and solutions were generic to maximize their applicability for further systems. Pro-
posed security games for VANETSs take as inputs some metrics called centrality measures.
These measures are calculated using road maps and vehicles distribution. Authors claimed
their proposed methods and strategies allowed optimal infrastructure development of traf-
fic control and security for Road Side Unit (RSU) and On-Board Unit (OBU). Multiple
types of security games such as classical zero-sum games, fictitious play and fuzzy game
have been studied under varying information availability assumptions for the players. Some
simulation cases were given such as evolution of attack and defense strategies for each type
of studied game. Nash equilibrium probabilities have been also evaluated. We noted that
the simulations for this work were made with a private simulator that is not recognized for

VANET simulations. It was mainly developed and used for mesh networks.

Cagalj et al. have addressed in [123] the cheating problem in CSMA/CA MAC based
networks. They proposed a new game-theoretical model to investigate the selfish behavior

problem of nodes and verified it by appropriate simulations. The main contribution of
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their work is the proposed new formalism for the rational cheating. The paper studied also
the cases of single and several cheaters acting without restraint and demonstrates how to
obtain a Nash equilibrium. The paper demonstrates also that the Nash equilibrium can

be collectively obtained by smart cheaters.

Recently, Sedjelmaci et al. designed and implemented a new game theory based intru-
sion prevention schema for VANET [124]. It has the ability to predict a possible future
malicious behavior of an attacker. They used the game theory concept to predict the future
behavior of the monitored node and categorize it into one of four possible classes, according
to its predicted attack severity. Despite that their method is preventive and ours is for

reaction, we compared the generated overhead of their schema to ours.

Thus, we notice very diverse possibilities of using game theory to solve some security
challenges of wireless networks and especially of vehicular networks. Unfortunately this
latter aspect is not sufficiently addressed in the literature. We hope participate to reduce

this gap by our present work detailed in the next section.

6.3 Proposed Reaction games

6.3.1 Overview

This section provides our mathematical designed model for the context in which vehicles
operate. The communication model is governed by the requirements and constraints of the
standard IEEE 802.11p [27]. We design a VANET with variable speeds nodes. Among
these nodes we may have some nodes acting as attackers. To guarantee consistency with
the requirements of game theory, we assume that players are rational: That is mean they
either seek to reduce their loss or to maximize their profit. The choice between maximizing
profit or reducing loss depends strongly on the nature of the payoff functions. Throughout
the game, a player can sometimes win or lose. Loss and gain values are estimated by the
utility functions that we detailed thereafter and the total cost of the game for each player

P; is calculated using the formula:

TC(Pz‘) - Wt<Pi) - Lt(Pi) (6'1)

Where:
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e TC(P;): the total cost of the game for the player i.

e W,(P;): the winning of player P; at step s of the game.
e L;(P): the losses of player P; at step s of the game.

e S: the total number of game steps.

In fact, we proposed two different possible reaction games. For these games and due to
several theoretical and practical reasons (heterogeneity and high mobility of the VANET
environment which induces frequently disconnections and often topology changes), we con-
sidered non-cooperative games where each player plays for his own account. For our pro-
posed reaction games, we used the following generic game formalism: G = (P,S,U) as

proposed in [121], where:

e P is the set of players (honest and attacker),
e S is the strategies set (possible movements),

e U is the utility functions set (payoff functions).

The main idea of our reaction games is to try to avoid driving through attacked areas.
Figure [6.2] show an example of road change to avoid jammed area. The blue path indicate
the normal road to flow, while the red one indicate an other road to flow in the case of
attack detection. In a VANET context and given the variety of attacks that can take
place, we assume that escaping the attacked areas and malicious nodes (while maintaining
unchangeable final destination) increases the efficiency for a VANET user in terms of data

rate.

We assume that the targeted area is subdivided into a matrix of [ x r cells, as shown in
Figl6.1] which is considered as the same for all the vehicles. We limit the attack effects to
the cell where the attacker is belonging. We also consider that each player, P;, travels from
a starting point s; to a destination point d;, that it does not change but it can be reached
by making different choices (different paths). Moreover, we subdivide the traveling time
in several periods. Each period, noted as T', represent one state/step of the game. This
period is estimated as the crossing time of one cell. In our case, we chose two values for T’
corresponding to the urban and rural portions of the targeted area. We consider also that

the action of a player, at any step, is quantified by a pair of values representing his gain
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Figure 6.1. Example of the subdivision of the action area.

and the gain of his adversary for this step. These values are computed using our proposed

algorithms that we will describe later and they define what a player may lose or win if he

chooses to cross a given cell. These values depend on the player type (honest or attacker).

Indeed, for a honest vehicle, a congested or jammed cell is not recommended to cross and

will have a high value of loss. However, a vehicle carrying a jamming attack may attribute

to this same cell a high value of gain.

one is an extensive game. Both games are detailed in the next subsections.

In this study, we propose two games. The first one is a strategic game, where the second
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Figure 6.2. Example of road change to avoid jammed area.

6.3.2 Game 1: Description, strategic form representation and
payoff matrix

Our first game is a zero-sum strategic game with perfect information. A perfect in-

formation game is a game in which each player is aware of the moves of all other players
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that have already taken place [125]. In this game players make decisions simultaneously.
Players are defined as honest (noted H) vehicle or attacker (noted A) vehicle. In this case,
the set P of players is equal to {H;, Hs, ..., H,, Ay, As, ..., A}, and the total number
of vehicles is equal to n + m. We assume that the number of honest vehicles is much
more important than the number of attacker ones (m < n). As a strategies, we propose
S = {Attack, Stop} for attacker vehicle and S = {Continue, Change direction} for honest
vehicle. Basically, attacker has two options: It can either maintain or stop its attack. On
the other hand, honest vehicle can either continue driving on the current cell, or it can
change its direction in order to move away from the attacker. It is clear that both the
players must have certain information of their environment. They must know the time,
location, actions, strategies and payoff functions of the other player on real time basis. In

the following table (Tab. we summarize the payoff function that we propose for this

first game.
Attacker
vehicle Attack Stop
Honest vehicle
Continue (Hi1, A1)  (Hiz, Ar2)
Change direction (Ho1,A21) (Hag, Ag2)
Table 6.1. Game 1 Payoff matrix
where:

o Hyy=Ap=-2
o Hip=A; =42
o Hy = Ay =+1
o Hy = Ay =—1

It is worth noting that with these payoff values our game is a zero-sum game. For
example when the attacker choice is to attack, he obtain a payoff equal to A;; = +2 when
the honest vehicle continue its direction to an attacked zone. In this case, the honest
vehicle receive a payoff equal to H;; = —2. Moreover, when the attacker choice is to stop
attack he loses (A;2 = —2) when the honest vehicle continue its direction to the attacked
zone. In this case, the later one owns His = 4+2. According to the last considerations and

following the Nash theorem:
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Theorem 1. (Nash 1950)

Every finite strategic-form game has a mized-strateqy Nash equilibrium.

our game admit a Nash equilibrium (NE). In fact, the NE of this game is obtained when
the attacker vehicle continue to attack and the honest vehicle change its direction, which

is a logic result in this kind of simulated attack (jamming).

6.3.3 Game 2: Description, extensive form representation and
payoff algorithms

In our second game we use the extensive-form game with perfect information called
also dynamic game [I25]. The extensive-form representation is recommended for finite
sequential games, when players play one after the other during a finite number of steps.
In order to illustrate an extensive-form game, let consider a game with two players P;
and P,. As shown in figure [6.3] the player P, has 3 possibles strategies (S1(Py), S2(P)
and S3(P;)), while the player P, has 2 possibles strategies for each P, strategy ((S1(F2),
So(Py)); (S1(Py), SH(Py)) and (SY(FP2), S5(FP2))). Py starts the game, then the P, and
so on. ajo and (o represent the payoff pair of P, and P, when they chose respectively
strategies 1 then 2. The sets of possible strategies that can be played by each player can
be different.

As in our first game, we define for the second game the same set of player. We also
consider the same possible strategies for the attacker vehicle S = {Attack, Stop}. However,
we add a new stop strategy for the honest vehicle, S = {Continue, Stop, Change direction}.
In this case, in addition of continue driving or change direction, a honest player can also
stop in order to wait for the attacker to move away from its cell. Finally, for assessing the
payoff values for each player, we take into account if a crossed cell is under attack or not,
and also the density of vehicles in that cell. Based on our realistic assumption that escaping
the attacked areas and malicious nodes (while maintaining unchangeable final destination)
increases the efficiency for a VANET user. Thus, the main idea for this second game is
also to avoid, if possible, both attacked and congested cells (where and when attackers

operate). Algorithm [ and Algorithm [6] present our payoff values, noted as:

e «;; = honest vehicle payoff when he choose 7 strategy and attacker chosse j strategy.

e [3;; = attacker payoff when he choose j strategy and honest vehicle chosse ¢ strategy.
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Algorithm 5: Payoff calculation for honest vehicles
INPUT : (c,c¢,) : Position of the current cell,
(dy,d,) : Position of the destination cell,
{A(z;,y;)}: Set of attacked areas positions.
OUTPUT: 115 (12,
Q21; (¥22;
a31; 32

begin

Compute {P(x;,y;)}: The set of positions of the cells belonging to the shortest
paths from (¢, ¢,) to (ds, dy).

Extract the position of the next cell (n,,n,).

if (n,,n,) € {A(x;,y;)} then

a1 = —2; agp = +2;
ag; = 0; agy = —2;
31 = +1, g9 = —2
else
app = +3; aip = +3;
Qg1 = —2; Qg = —2;
| a1 = —2; a3y = —3

| Return: aqi, ana; aa1; aoa; iz aiso

Algorithm 6: Payoff calculation for attacking vehicles
INPUT : {V(cs,cy)}: The set of existing vehicles positions in the cell (¢, ¢,),
where an attacker is present
OUTPUT: fi1; fi2;
Bar; Paa;
Ba1; PBs2

begin
if {V(i,7)} is empty then
1= —2; B2 = +2;
Po1 = —2; Bao = +2;
P31 = —2; B3 = +2
else
Br1 = +3; B2 = —3;
Por = +2; Bag = —2;
L B3 =+1; Bz = —1
L Return: Bi1; Bi2; Bar; Bozi B31; P32
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Pl
S1(P) $,(P) S;(P)
P{ Pﬂ Pz
S,(P,) Sz(i} S/(Py) S, (Py) S(P)  S(Py

(o2, P12)

Figure 6.3. The extensive form representation of a game

According to the last considerations and following the Kuhn theorem:

Theorem 2. (Kuhn 1953)
Every finite extensive-form game of a perfect information has a pure strateqy Nash equilib-

TLUM.

our game admit a Nash equilibrium (NE). In fact, the NE of this game is obtained when
the attacker vehicle continue to attack and the honest vehicle momentously stops (until
the attacker live the zone) or change its direction, which seems to be a logic result for the

jamming attack that we discuss later.

6.4 Performance evaluation

In this section we numerically evaluate the performances of our security game solutions
using realistic simulation data obtained from a traffic engineering simulations systems. We
used the ns-3 network simulator [92] as network simulator and SUMO [93] as a mobility
simulator. For the simulations setup, we considered VANET composed of maximum 250

nodes in which we vary the number of attackers from 1 to 3 attackers (jamming attack).
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All the nodes are following IEEE 802.11p standard with a channel capacity of 6 Mb/s. Our
simulation map is shown in Figure [6.4f This map has both urban and rural areas. The
traffic model is CBR (Constant Bit Rate). The generated traffic respect the requirements
of the WSMP (Wave Short Message Protocol) and standards [126] and [95]. In addition,
we assume that all the players have prior knowledge of the attacks and congestion areas.
This assumption could be easily considered, if we assume that the player use one of the
algorithms of detection attacks proposed in [106] or [114]. We also consider that the prob-
abilities that an attacker vehicle turns to honest one and that of a honest one becomes

attacker vehicle are negligible.

Parameter Value
Protocol IEEE 802.11p
Transmission rate OfdmRate6MbpsBW10MHz
Environment Mixed (urbain and rural)

Network size 1000m x 1000 m

Urbain average speed

36 Km/h (=~ 10m/s)

Rural average speed

70 Km/h (= 20m/s)

Max speed

90 Km/h (= 25m/s)

From 200s to 300s
Variable (max 1400 bytes)

Execution time
Packet size

Traffic model CBR

Channel CCH
Routing protocol OLSR
Mobility simulator SUMO

Maximum allowed
traffic density

250 vehicles/Km?

Table 6.2. Simulation parameters.

The fading effect existing in real wireless channels has been taken into account. We
carried out all our simulation using the shadowing channel model, represented by the

following equation:

{ b, (d)

d
Pr<d0):| . = —10£lOg<—> + XdB

do

where dj is the reference distance, P.(d) is the mean received power at the distance d,
¢ is the path loss exponent and X, g is a Gaussian random variable with zero as mean and
standard deviation oy5. We used o4 = 4 and £ = 2 (free space propagation). Finally,

we assume that the energy and computation capacities of each vehicle are high which is a
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om 100m
L 1

Figure 6.4. The map of the simulation zone.

common VANET assumption. The parameters of the simulation environment are described
in Table [6.2

To evaluate the efficiency of our reaction games, we used the following metrics:

e Packet Delivery Ratio (PDR): The fraction of original data packets sent by the source
application layer and are successfully delivered to the application layer of the desired

destination.

e Packet Overhead (POV): The total count of overhead packets, other than the data
packets. In each original or forwarding transmission, an overhead packet is counted

once.
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Packet Delivery Ratio vs Number of Attackers
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Figure 6.5. The Packet Delivery Ratio (PDR)

Obtained results for the two simulated games are summarized in figures and
Both PDR and POV are a network performance metrics and they allow us to evaluate the
accuracy of the reaction scheme. Our results are based on averaging the measurements

obtained from 10 simulation runs.

In Figure we plot the packet delivery ratio obtained when using game 1 or game
2 as a reaction strategy to the case where no reaction strategy is used. At the same time,
we vary the number of attackers from 1 to 3. We can clearly observe that increasing the
number of attackers leads to reduce the packet delivery ratio. However, the most inter-
esting observation is that both our reaction games outperform the case where no reaction
strategy is adopted. Finally, we note also that the game 2 is slightly better than game
one. This is due to the fact that in the game 2 the honest vehicles have more response
strategies than the honest vehicles in game 1. This will offer them more chance to govern

and have more opportunity to achieve maximum payoff.
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Packet Overhead vs Number of Vehicles
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Figure 6.6. The Packet Overhead (POV)

In Figure we compare the Packet Overhead of our games to the scheme proposed
in [124]. To the best of our knowledge, it is the best one to which we can compare. We
notice that for similar comparison conditions (i.e. the same number of vehicles), the packet
overhead of our two reaction schemes outperform their distribution scheme and underper-
form their hybrid scheme. It should be noted that the schemes to which we compare are

preventive games and not a pure reaction strategies.

6.5 Conclusion

In this chapter we have addressed the denial of service attack reaction problem in vehic-
ular networks. For this purpose, we have proposed a new security games based model and

verified our proposal by various appropriate simulations. Our contributions are: First, we
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have provided a new security games formalism for Denial of service attacks in VANETS.
Second, we have designed two possible games’ scenarii: (i) strategic-form game (simul-
taneous decisions) and (ii) extensive-form game (consecutive decisions). Third, we have
studied the DOS attack under realistic assumptions such as the use of real mobility models
based on realistic map. Finally, we evaluated our proposed games by simulations. We be-
lieve these contributions to be very useful for solving the denial of service attack reaction
problem in vehicular networks. As a future work, we intend to study the possibility to
design a new reaction algorithm against DOS attacks in VANET based on a cooperative

game, which is considered as a challenging problem.
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7.1 Conclusion

The goal of the current research was to devise, analyze, and evaluate security solutions
for DoS attacks conducted against VANETSs. The major outcomes consisted in the design

of both detection and reaction algorithms against these attacks.

A review study was achieved in order to provide the latest recent advances in vehicular
networks, and more specifically the works related to their security. We studied the physical
and the MAC layer protocols, as well as related standards. We also classified the VANET's
vulnerabilities and attacks, from a cryptographic point of view depending on the affected
service. This classification allowed us to provide and evaluate the possible cryptographic
solutions for each family of threats. We approved that a wide range of VANET security
challenges can be solved by cryptography. In the same direction, we addressed in our
first contribution the problem of secure group communications in VANETSs. Our proposal
was a new secure Diffie-Hellman based variant algorithm for groups key generation that
we fortified by a pre-shared secret to withstand the famous Man in the Middle attack.
As necessary, our proposal can be used by several types of authentication and encryption
VANET applications.

Our Denial of service attack detection proposed methods have been presented respec-
tively in chapter [ and [5] First, we have proposed a new linear regression and fuzzy logic
based detection scheme. This scheme divided into suspicion and decision phases, is able to
detect if the VANET network is under attack or not. For this effect we have defined
three new metrics and we have focused especially on greedy behavior attack. Second, In
the same axis, we have proposed a new Shannon Entropy based scheme for VANETS[DoS|
attack detection. We define ”Packets entropy” as a new metric to measure the entropy of
chosen family of exchanged packets in VANET network. In fact, the entropy of normal
network (not under attack) is too different (higher) from the entropy of network under DoS
attack. Based on this principle, our method is not related to the type a attack (generic).
The both proposed algorithms presented the advantages of rapidity and does not require
any MAC protocol modification.

Finally, the latest contribution of this dissertation related to the reaction against
VANETS[DoS attacks, have been proposed in [6] We have proposed a game theory based

reaction scheme. Basically, a network under attack can be considered as game between hon-
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est nodes and attackers nodes. Using this principle we have designed two non-cooperative

security games which allowed to avoid and mitigate attack effects.

In conclusion, the current research has Studied, evaluated and proposed several solutions
for the denial of service (DoS) attacks in vehicular networks. We believe these contributions
to be very useful to solve or mitigate the mentioned problem. A series of experimental
results and comparison with existing approaches coming from literature are performed and

it showed an impressed result for our proposals.

7.2 Future work

In the course of the research carried out for this thesis a number of possible directions
for further possible research directions have been identified. Relating to different parts of

this thesis, they can be divided into two separate sections.

For cryptographic solutions Even though an important interest has been given by the
research community to this topic, it is noteworthy that the use of new cryptographic
concepts, including homomorphic encryption and ID-based cryptography, has to be more
efficiently exploited in other future works to cover the weaknesses of the existing schemes
and adapt to the intrinsic features of vehicular communication. Thus, our research serves
as one step closer towards the design and development of effective security schemes to

support the protection of critical services based on VANETSs.

For detection and reaction algorithms First, work in these research axis are very few.
Secondly, we also noticed that practically the proposed solutions are dependent on types of
attacks that we have tried to overcome by our ”entropy” based scheme. Complexity is the
enemy of security. If for each type of attack, we must develop an independent algorithm: a
complete solution for securing a VANET network will be quite complicated to implement.
Further work should be focused on finding a metric that does not depend on the type of

attack. Identifying these deficiencies would make space for further improvements.
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AC3 or VO Voice traffic

AIFS Arbitration Inter-Frame Space
BER Bit Error Rate

CBR Constant Bit Rate
CCH Control CHannel
CSMA /CA Carrier Sense Multiple Access with Collision Avoidance

CTS Clear To Send

DCF Distributed Coordination Function
DSRC Dedicated Short Range Communications
DoS Denial of Service
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ACRONYMS

DSRC Dedicated Short Range Communications

ECN Electronic Chassis Number
EDCA Enhanced Distributed Channel Access
ELP Electronic License Plate

ETSI European Telecommunications Standards Institute

FCC Federal Communication Commission

GDH Group Diffie-Hellman
GDVAN Greedy Detection for VANET's
GKMP Group Key Managment Protocol

GPS Global Positioning System

IP Internet Protocol
ITS Intelligent Transportation System

IVC Inter-Vehicle Communications

MAC Medium Access Control
MANETSs Mobile Ad hoc NETworks

MiM Man in the Middle

NAV Network Allocation Vector

ns-3 Network Simulator 3
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OBU On Board Unit
OFDM Orthogonal Frequency Division Multiplexing

OSI Open System Interconnection

PDR Packets Delivery Ratio

RSU Road Side Unit

RTS Request To Send

SCH Service CHannels
SNR Signal Noise Ratio

SUMO Simulation of Urban Mobility

TPM Trusted Platform Module

TTP Trusted Third Party

V2V Vehicle to Vehicle
V2I Vehicle to Infrastructure
VA Validation Authority

VANETSs Vehicular Ad hoc NETworks

WAVE Wireless Access in Vehicular Environments
WIBSS Wave Independent Basic Service Set
WLAN Wireless LAN

WMN Wireless Mesh Networks
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WSMP Wave Short Message Protocol

WSN Wireless Sensor Networks
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