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Résumé en langue francaise

Dans ce travail de these, nous identifions deux principaux aspects de 1'évolution de 1'Internet: un
aspect "comportemental’, qui se réfere & un changement survenu dans le type d'interaction entre
les utilisateurs et le réseau, et un aspect "structurel", lié au probleme de 1'évolution Internet d'un
point de vue architectural.

Le premier aspect est décrit comme un décalage entre l'utilisation du réseau et les fonctions
réelles qu'il fournit. Alors que le réseau met en ceuvre les simples primitives d'envoi et de
réception de paquets génériques, les utilisateurs sont vraiment intéressés par l'extraction et
consommation des contenus.

Les communautés scientifiques et industrielles ont proposé des solutions pour la transformation
de I'Internet vers un réseau des contenus : les CDNs ( Content Delivery Networks ) sont une
type de réalisations de réseau des contenu au niveau utilisateur. Ce type de solution fournit un
bon service des échange des contenus, au prix d'une efficace réduite.

Plusieurs solutions au niveau Réseau ont été proposé comme alternatif aux implémentations
utilisateur. Par contre, une réalisation de ce type de paradigme exige une réinitialisation
complete des réseaux : mise a jours des dispositifs, nouveau software, et configurations.

Nous proposons 1'utilisation des fonctionnalités avancées basés sur les contenus sans adoption
d'une approche de type « clean-slate ». La base pour notre proposition est NDN ( Named-data
Networking ). « Caesar », est notre proposition pour un routeur qui essaye d'avancer 1'état de
I'art par la mise en ceuvre des fonctionnalités basées sur le contenu qui peuvent coexister avec
des environnements réels du réseau.

Cette architecture est réalisable et les mises a jour peut étre entierement compatible avec les

réseaux existants.

Le probleme de la lente évolution de l'infrastructure de 1'Internet réside encore plus dans sa
conception architecturale, qui a été montré étre faiblement extensible. Tandis-que les
applications utilisateurs ont profités des avancement software, et les moyenne des transport de
I'information ont été améliorés par les avancements technologiques, le « centre » de 1'Internet, le
protocole IP, est resté toujours le méme protocole proposé dans les années '70. SDN ( Software-
Defined Networking ) est un type de paradigme réseau qui adresse ce probleme en proposant la
séparation entre le plan controle et donnés : cette séparation montre une flexibilité élevé par
rapport a l'architecture Internet courant. Un réseau SDN peux contenir plusieurs type de
protocoles, et peux étre mise a jour tres facilement.

Le cotit de SDN est relatif surtout a la gestion des erreurs. Par exemple, la détection des boucles
dans le réseau devient un probleme challenging.

Une inspection complete du réseau peut étre infaisable, selon la taille du réseau donné, sa
typologie ou le pattern du trafic. « SDN verification » est une nouvelle direction de recherche
dont le but est de vérifier la cohérence et la sécurité des configurations de réseau en fournissant
une validation formelle ou empirique.

Nous proposons un outil mathématique pour la détection des boucles qui prend en compte



l'analyse des tables de forwarding.

Le manuscrit est composé d’un chapitre d'Introduction, qui décrit les base pour une correcte
compréhension des challenges et des résultats de ce travail de these.

11 est suivi par un chapitre de « Background » (Chapitre 1) qui contient la description de 1'état
de l'art sur les deux aspects mentionnés. Les deux nouveaux paradigmes de réseaux utilisés
comme base pour cette thése sont décrits en detaille : il s'agit de NDN et SDN. La these
continue avec les deux parties qui correspondent « amélioration du plan des données » et

« vérification des tables de routage ».

Dans la premiére partie nous proposons « Caesar » (Chapitre 2), un dispositif réseau capable
d'adresser le probleme de la distribution des contenus en utilisant des primitives de forwarding
basés sur le nom des donnés et non pas sur l'adresse IP. Caesar est présenté dans deux chapitre,
qui décrivent l'architecture et les principaux modules : Forwarding (Chapitre 3) et Gestion des
Requétes (Chapitre 4).

Nous presentons le probleme de la détection des boucles (Chapitre 5) et proposons dans la
deuxieme partie un outil mathématique pour la vérification efficace des boucles dans le réseau
SDN d’un point de vue théorique, en discutant les améliorations par rapport a ’état de 'art
(Chapitre 6). Nous concluons cette thése avec un résumé des principaux résultats obtenus dans

ces deux parties, suivi de la présentation des travaux en cours et futurs.
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Introduction

Since the beginning, the Internet changed the lives of network users similarly to what the tele-
phone invention did at the beginning of the 20th century. While Internet is affecting users’
habits, it is also increasingly being shaped by network users’ behavior (cf. Background Sec-
tion page . Several new services have been introduced during the past decades (i.e. file
sharing, video streaming, cloud computing) to meet users’ expectation. The Internet is not any-
more a simple network meant to connect nodes providing few websites access: this influences the
network traffic pattern and the users’ network usage. As a consequence, although the Internet
infrastructure provides a good best-effort service to exchange information in a point-to-point
fashion, this is not the principal need that todays users requests. Current networks necessitate
some major architectural changes in order to follow the upcoming requirements, but the expe-
rience of the past decades shows that bringing new features to the existing infrastructure may
be slow (a well known example is the IPv6 protocol, defined in the late Nineties and slowly

spreading only in the last few years).

In the current thesis work, we identify two main aspects of the Internet evolution: a “behavioral”
aspect, which refers to a change occurred in the way users interact with the network, and a
“structural” aspect, related to the evolution problem from an architectural point of view. The
behavioral perspective states that there is a mis-match between the usage of the network and
the actual functions it provides. While network devices implements the simple primitives of
sending and receiving generic packets, users are really interested in different primitives, such
as retrieving or consuming content. The structural perspective suggests that the problem of
the slow evolution of the Internet infrastructure lies in its architectural design, that has been

shown to be hardly upgradeable.

On the one hand, to encounter the new network usage, the research community proposed
the Named-data networking paradigm (NDN), which brings the content-based functionalities
to network devices. On the other hand Software-defined networking (SDN) can be adopted
to simplify the architectural evolution and shorten the upgrade-time thanks to its centralized

software control plane, at the cost of a higher network complexity that can easily introduce some
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bugs. Both NDN and SDN are two novel paradigms which aim to innovate current network’s

infrastructure, but despite sharing similar goals, they act at different levels.

The rationale behind NDN comes from the observation of current Internet usage. Nowadays,
users send emails, use chats and surf the Web no more than sharing multimedia files or watching
YouTube videos. Modern Internet is in fact a content network, where users are interested in
retrieving and consuming some content. Every piece of information flowing in the Internet
can be associated to a content: from the single web page to the specific packet of an on-
line video stream. Unfortunately, the network infrastructure is not suited for this new traffic
patterns, being essentially the same architecture introduced in the Seventies. To meet the new
changes in the network usage, the research community recently proposed the NDN paradigm
(cf. Background Section page . NDN proposes to enrich the current network with
content-based functionalities, that can improve both network efficiency and users’ experience.
NDN requires a change in the network architecture to be fully deployed. The first question that
we want to answer is: are we able to exploit those advanced functionalities without adopting a
clean-slate approach? We address this question by designing and evaluating Caesar, a content
router that advance the state-of-the-art by implementing content-based functionalities which
may coexist with real network environments. We would like to prove that upgrading existing

architecture is feasible and that upgrades can be fully compatible with existing networks.

The SDN proposal tackles another side of the evolution problem, and its main purpose is to deal
with the Internet’s slow adaptivity to changes. In fact, reacting to new paradigms implies that
several modifications have to be done in network devices, their interconnections, implementation
and in the final deployment. These changes usually involve hardware devices, whose main task
is unique and fixed by the original design. Thus, adding new services usually translates into
buying new components. SDN (cf. Background Section , page is expected to dramatically
reduce the time required to configure a whole network. SDN proposes a network architecture
made of two separate planes: a control plane, centralized and software programmable, which
defines the “behavior” of the network, and a data plane, consisting of a set of network devices
which are managed by the control plane and are responsible for the actual data processing.
SDN networks are becoming increasingly popular thanks to their ease of management and their
flexibility: changing the network’s behavior requires to simply program a software controller,
allowing the network architecture to evolve at software speed. Moreover, the actual behavior
of the network may be defined after it has been deployed, without replacing any network
device, completely under the control of the network owner. Despite its ease of management,
SDN may generate data misconfiguration on the managed network, with consequent broken
connectivity, forwarding loops, or access control violations. A full network inspection may
be unfeasible, depending on the size of the given network, its typology or the traffic pattern.

SDN verification is a novel research direction which aims to check the consistency and safety
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of network configurations by providing formal or empirical validation. SDN verification tools
usually take as input the network topology and the forwarding tables, to verify the presence of
problems such as packets creating a loop. Hence, the second question we want to answer is: can
we detect forwarding loops in real time? We direct our efforts toward network misconfiguration
diagnosis by means of analysis of the network topology and forwarding tables, targeting the

problem of detecting all loops at real-time and in real network environments.

Thesis organization

This thesis work is organized in three parts, with an introductory background Chapter and two

main parts.

The background serves as a survey of current network architecture, and to introduce the main
trends in the evolution of the Internet. This chapter also presents the motivations of the work

of the subsequent parts.

The first part of this thesis is devoted to the data plane enhancement, with focus on the
integration of content-based functionalities in actual network equipment. It describes Caesar,
our prototype of an advanced network device that is capable of performing content-based NDN
operations. Caesar is fully compatible with the state-of-the-art Internet routers, while adding
advanced functionalities depending on the traffic type it receives. We show that Caesar’s
forwarding performance are comparable with high-speed edge routers, and can sustain a rate

of several millions of packets per second.

The second part of this thesis considers the problem of network diagnosis in the environment
of software-defined networks. The ease of management and customization in SDN comes at the
cost of a more difficult detection of network configuration bugs. We solve this issue proposing a
theoretical framework which allows us to prove that the problem of network verification can be
bounded for practical networks. Our framework consists of a mathematical model of forwarding

networks and some algorithms which can be used to detect forwarding loops.

We conclude this thesis providing a summary of the main results achieved, and presenting on-
going and future works. For a greater ease of reading, a glossary can be found at page [142
while tables of symbols are shown at page [I01] and [I35]
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Publications

The content of Chapter [3|is published in [PVLT14b]|, while the results of Chapter |4 have been
partially published in [VPLI3]. Preliminary results of Chapter [f| are presented in [BDLPLT15],

while another publication is currently under submission for Chapter [6]

The patent [PVLI4al, filed in 2014, contains the description of the algorithm presented in
Chapter [3]

A complementary demo, whose description is published in [PGB™14], demonstrates the feasi-
bility of a content-aware network in the mobile back-haul setting, leveraging Caesar’s design,
and show NDN provides significant benefits for both user experience and network cost in this

scenario. This is out of the main scope of this thesis and therefore not reported.



Chapter 1
Background

This section serves as background for a better understanding of this thesis. Specifically, we
introduce some basic definitions in the field of Computer Networks, with particular emphasis on
the Internet and its history. We then focus on the evolution of the Internet and the importance
of an evolvable network architecture. Finally, we introduce our approach and contributions
in the areas of Information Centric Networking and Software-Defined Networking,
which are two key technologies for the evolution of the current Internet architecture. When

acronyms are not purposely explained in the text, a description can be found in the glossary

at page [[42]

1.1 Telecommunication Networks

A telecommunication network is the interconnection of two or more network devices, or nodes,
which are able to transport information between endpoints. Two examples of such a network
are the telephone network and the Internet. A network can be mathematically modeled as a
graph. Let V be the set of network nodes; let £/ be the set of edges, or the links between nodes;
then the graph G = (V| E) is the graph that represents the network.

While networks were classified in the past in two main categories (analog and digital networks)
today all networks are digital: the information (voice, data, video) is encoded into bits and then
translated to electrical signals. The signals are transmitted through a transmission medium (e.g.
wires, for a wired network; radio waves, for wireless devices) and are regenerated when reaching
another network device, or decoded at the final destination. All communication channels may
introduce some errors due to noise that can cause wrong bit decoding. Shannon’s theory of

communication [Sha(Ol] demonstrates that the probability of errors for a digital transmission

5
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over a noisy channel can be tuned to be almost error-free. There are other causes of errors
that are not related to the channel noise (cf. Section [I.1.1]); anyway, error-recovery mechanisms
can be implemented to avoid such these errors. For a detailed description about error-recovery
techniques and data-loss avoidance, refer to the survey [LMEZG97| and RFC 2581 [SAP99].

1.1.1 Circuit switching and packet switching

There exist two methodologies of implementing a telecommunication network: circuit switching

and packet switching.

In a circuit-switched network, a userE] is identified by a unique ID (e.g. the telephone number).
A physical communication channel is established between endpoints (for instance, two users)
in order to communicate. For instance, this is the case of the traditional telephone network,
where every call between two users requires an ad-hoc communication circuit. As a consequence,
when the circuit is built, the two users are normally unavailable for other communicationg?] A
communication channel may introduce errors due to thermal noise, On the one hand, circuit
switching is a reliable transport for information as long as the circuit exists: the transmission
is generally error-free, because a channel exists between the two callers and it is reserved for
that specific call; in addition, the call is real-time, and the data transmitted does not require
complex ordering mechanisms. On the other hand, without a circuit no communication is
possible, implying that the usage of the resources is not optimal: i.e. when a channel is
reserved but the information is transmitted only during a fraction of the call duration. Some
special devices, known as telephone exchanges store the information about how to reach any

user in some area, and how to create a circuit for the communications.

In a packet-switched network every network node is identified by an ID called address. Following
a different approach, such a network does not create a communication path between endpoints,
but relies on groups of data called packets. Every packet is composed of two parts: the header
and the payload: the former contains the information to reach the destination, while the latter
contains the bits of the information which is to be transmitted. A packet may require to traverse
several intermediate nodes (also known as hops) before being delivered at the final destination.
It is therefore required for every node to know the next hop where any packet should be sent to
reach its destination. We call routing the process of finding one or more paths in the network
for the specific destination stored in the packet header. Each packet is routed independently:

a routing algorithm is the part of the routing responsible for deciding which output line an

!The term user identifies here a physical person, but we could also use it as a metonymy for an application,
a device, or any actor of the communication.

2This is not the case of today’s telephony, where the voice is transmitted using the Internet as a backbone and
multiple calls may be held even if the line is busy: in France almost 95% of telephony is Internet-based [Ltd13].
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incoming packet should be transmitted on [Tan96, p. 362]. The route computation can be
manually-configured (static routing) when paths are installed by the network administrator at
every node, as opposed to dynamic routing, in which specific algorithms are performed (generally
in a distributed manner) to gather information about the network topology and building paths
accordingly. The routing algorithms usually calculate the network topology, or a snapshot of it;
then they store the interface(s) of the next-hop(s) for all possible destinations in a forwarding
table; as soon as an incoming packet arrives, a lookup is performed and the packet is forwarded
to the next-hop. Common routing algorithms can efficiently calculate “optimal” paths according
to a metric: for instance shortest path algorithms compute the routes that minimize the length
of the tranmission path, in terms of number of hops or geographical distance, while other
algorithms may optimize any given cost function. Two typical algorithms for shortest paths
calculation are the Bellman-Ford algorithm [Bel56), [For56] and the Dijkstra algorithm [Dij59).
Since a routing algorithm specifies how routes are chosen, different algorithms may provide
different routes for the same pair of nodes. The routing protocol is the process of disseminating
the route information discovered by the routing algorithm. It defines as well the format of
the information exchanged between nodes and specifies how forwarding tables are calculated.
Finally, it encapsulates route information in regular packets, to be sent to the neighbor nodes
Since the network topology may change over time, the routing process continuously sends route

updates to all the routers with the current topology changes.

Some examples of routing protocols are OSPF and RIP, using respectively the Dijkstra’s and the
Bellman-Ford’s shortest path algorithms, and the BGP protocol, in which the policy (and so the
choice of the paths) depends on service level agreements between network providers. As a result
of the routing process, all nodes have a routing table which keeps track of the destination where a
packet should be sent to reach a target node. For a source node there can be multiple possible
paths that conduct to the same destination, and vice-versa there may be multiple locations
reachable from the same next-hop. Such a network allows to have shared communication
channels (i.e. multiple communications on the same wire) and it is flexible: it does not need
circuits to start communication. However in a packet-switched network the delivery is not
granted, because some packets may be lost along the path towards the destination node in
consequence of a link collapse or an intermediate node failure. The incorrect transmissions
may be compensated by error-detection/correction mechanisms (e.g. in the case of faulty
header or payload). On the occurrence of a link failure, the routing protocol shall be able
to detect another path (if any) for that destination node. Being natively connectionless,
a packet-switched network can also emulate the behavior of a circuit-switched network using

virtual circuit-switching.
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1.1.2 Computer Networks

Computer Networks are a subset of telecommunication networks. In this case, network nodes are
computers, and the network can provide some additional services beyond the simple information
transport, with the World Wide Web, digital audio/video and storage services being some
examples. When computers interact there are mainly two possible models of interactions:
push and pull. Push communication is a communication that is initiated by a sender towards
the receivers. The actors of this model are the information producer, or the Publisher, and
the consumer, or the Subscriber. The subscriber signs up for the reception of some data, that
will be “pushed” by the publisher when ready. This mechanism is called Publish/Subscribe. An
example of service based on Publish/Subscribe model is the mailing list service: a user can
subscribe to a mailing list to receive any e-mail sent to the mail address of the list at anytime;
then he can asynchronously consume the e-mails when needed.

Conversely, Pull communication is a communication method in which the receiver actively
requests some information, and the sender reacts to this request by sending back the requested
data. Pull communication is the base of the Client/Server model: a server executes a wait
procedure until it receives a request from a user; then it performs a processing routine and

sends back what the user has demanded.

The best-known example of a packet-switched computer network is the Internet, that was
initially based on a pull-communication model. The next section briefly shows its history and

then it focuses on the Internet’s architecture.

1.2 The Internet

The Internet is a telecommunication network, and in particular a computer network, that
was born as an evolution of the former ARPANET network, between the Sixties and the
Seventies. The main goal was to interconnect few nodes, located in different areas in the USA,
to implement some basic resource-sharing, text and file transfer. At the beginning, it only acted
as an improved alternative to the global telephone network for the voice transmission [Tan96l,
p. 55].

As in the client/server model, two entities were involved in the communication: a client, that
requested some resource, and a server, that provided the requested resource (e.g. data, com-
putational power, storage). At that time there were many client terminals which asked for
resources, and few main computers capable of providing them. User terminals communicated

with the servers knowing the servers’ addresses, that were related to their geographical posi-
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Figure 1.1: Internet and OSI layers compared, with some protocols as example.

tion. Today’s Internet is still built upon this design choice, and the network infrastructure is

location-based, or host-centric.

1.2.1 The TCP/IP Protocol Stack

The Internet architecture is logically divided in multiple layers. Each layer is responsible for a
certain set of functions, and can exchange information with the contiguous layers of the same
node, or with the homologous layer on another node. The ISO-OSI model [Zim80| represents the
de jure standard for the definition of each layer and its services. Despite this standardization,
proposed at the end of the Seventies, the TCP/IP [CK74] is nowadays the de facto standard.
It is a protocol suite for the Internet, so-called because of the two main protocols: Internet
Protocol and Transmission Control Protocol. We will assume the TCP /IP as our model for the

remaining of the thesis.

Layers are traditionally represented in a vertical fashion, as shown in Figure [I.I, The bottom
layers are close to the physical transmission of electrical signals, while the top layers interact

with the users. In the following we provide a bottom-up overview of the Internet Layers.

The Link Layer is responsible for the transmission and the reception of electrical signals. More-
over it transforms the signals received to bits (and vice versa) for the higher layer (respectively,
from the higher layer). A sublayer of the Link layer is the Medium Access Control, which is
responsible of assembling the bits into packets (called frames at this level). It is also responsi-
ble of transmitting frames between two physically connected devices. This operation is called
forwarding.

The Internet Layer, or Network Layer, is responsible for connecting two nodes which are not
physically connected. It calculates the network layer topology by running a routing protocol.
IP is the main Network layer protocol, which defines the format of the header and the payload.
To forward packets it performs a lookup in a routing table using IP addresses as key, in order
to find the next connected hop that can be exploited to reach the final packet destination. It
also assembles the packet (called datagram at this level) for the Link Layer.

The Transport Layer is responsible of creating a communication channel between the endpoints.
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Figure 1.2: The Internet protocol stack. Fach layer abstracts a specific network function, and can communicate
with its homologous layer on the other endpoint or with the adjacent layers through standard interfaces.

The TCP protocol is executed in order to create a reliable connection-oriented communication
over a connectionless channel. It performs a congestion control algorithm to shape the traffic
in the network and avoid to overload the network. The TCP packets are also called segment at
this level. Whenever either a reliable channel or a congestion-control mechanism is not needed,
the UDP protocol may be used to implement the most simple best-effort delivery mechanism.
Finally, the Application Layer is the one in which a user can use the resource requested, and im-
plement applications as e-mails or web browsing. An example of a function implemented at the
Application layer is the Domain Name System (DNS), a service that matches human-readable

strings such as www.inria.fr to the corresponding IP address of a server.

Figure shows the Internet protocol stack and a typical interaction between layers and
nodes. Users represent the endpoints of the communication, and they usually create requests
or data at the application layer. The packet created is then passed among users in a top-down
manner. Every layer encapsulates packets adding the header needed by the current layer. At
the bottom layer, the packet is transmitted to a neighbor, which may ascend the protocol stack
decapsulating the packet. To clarify this idea, a L2 device implements the Link Layer only,
while a L3 device (a router) decapsulates the packet up to the Internet Layer. Finally end-nodes

decapsulate packets up to the Application layer.


www.inria.fr
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Figure 1.3: Data and Control Plane.

1.2.2 Data Plane and Control Plane

We can further classify the architecture into the Data Plane and the Control Plane[YDAGO04].
The Data Plane, also called Forwarding Plane, carries the data traffic Data Plane tasks are

time-critical, and can be classified as follows:

e Packet input, which includes all the operations a node performs to receive a packet;

e Packet processing, which consists of all the operations performed on the current packet,

e.g. the packet classification and the lookup in a forwarding table to get the next hop;

e Packet output, which includes all the operations related to the transmission of a packet
to the following node.

All nodes have a Data Plane and different elements performing Data Plane operations. As an
example, in a router Line Cards are in charge of Data Plane processing. High-performance

IP routers may be equipped with several line cards performing high-speed operations.

The Control Plane is the part of the network architecture configuring the traffic flow in the
network. The control plane instructs the network elements on how to forward packets. Routing
protocols belong to the control plane, even if control packets are transmitted in the Data Plane.
Control plane tasks are not real-time, and can be performed on a longer time scale compared
to the Data Plane. They mainly consist of route dissemination, table maintenance and traffic

control.

The name “planes” is inspired by the lack of distinction with respect to the layers in which a
certain control or data plane operation take place: any of the elements and the protocols of
the TCP/IP protocol stack may be part of the Data or the Control Plane, according to the
function that they implement. In other words, planes are “orthogonal” to layers. An overview

of examples of Data and Control Plane functions is shown in Figure [1.3
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1.3 The evolution of the Internet

The usage of the Internet changed with the creation of new services (1971, e-mail service; 1991,
World Wide Web; 2002, BitTorrent; 2005, YouTube; 2008, Dropbox) and the introduction
of new technologies (1992, multimedia compression, i.e. MPEG; 1999, low cost RFIDs and
wireless technologies standardization). Furthermore, an increasing number of users have now
access to the Web, and this world-wide diffusion generated a boost in the network traffic and,

most of all, originated a different paradigm of network usage.

To investigate the evolution of the Internet and its usage, we focus on two main aspects of the
problem. The first one is “behavioral”; and refers to a change occurred in the way users interact
with the network: there is a mis-match between the use of the network and the functions
provided, or, from a different perspective, the infrastructure does not fit with users’ behavior
The second one is “structural”, and refers to the evolution problem from an architectural point
of view. In other words, not only the use of the network is different from its original design,
but the architecture’s design itself is difficult to upgrade and improve.

In the following, we first describe the behavioral change of the Internet usage, that lead to the
definition of a new paradigm called Information Centric Networking (ICN); we show that it is
of the approaches proposed to solve the behavioral issue (for a detailed description, see Section
. Then we target the structural problem, and we show that the paradigm of Software-
Defined Networking (SDN) could be a solution to the architectural evolution problem (SDN is
described in Section [L.5)).

1.3.1 The behavioral issue

The behavioral change occurred as a consequence to the features provided by new technologies,
which slightly shifted the users’ paradigm of communication. In [MPIAQ9| authors point out
that more than 70% of the residential Internet traffic is made of HTTP requests or P2P sharing
protocols (eDonkey, BitTorrent), and more than one third of the HTTP traffic consists of video
downloads/uploads The massive popularity of streaming platforms such as YouTube, and the
diffusion of user-generated content led to a paradigm that is no more location-based, but rather
content-based. This content-oriented model is centered on the content itself: users want to
retrieve information regardless of the exact location of the server that provides it. We describe
now why building such a mechanism over an IP underlay is not efficient [rgl6].

First of all, the conversational nature of Internet gives emphasis to the endpoints: IP addresses
at network layer represent source and destination endpoints, while a content-oriented archi-

tecture requires a generalization to map any information to a name. Users are increasingly
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using mobile platforms to access Internet’s content, and even though some effort has been done
to make mobility transparent to applications and higher level protocols [Per98|, IP does not
support it natively. Finally, IP lacks in the support of secure communication: protocols such
as SSL contribute to build a secure channel between endpoints, but a per-content security may

be required when moving towards a content-oriented network.

The need for a novel communication model inspired both research community and industrial
R&D, so that a few solutions to match the new traffic pattern have been proposed. It is the
case of the content-delivery networks (CDN): they are global networks that provide content-
distribution mechanisms built at the Application layer on top of the current Internet infras-
tructure, representing the state-of-the-art implementation of a content-oriented network. Aka-
mai [NSS10] is one of such those systems. It leverages several servers (more than 60k) deployed
across different networks for two main goals: hosting authoritative DNS servers, to match users’
requests, and locally caching delivered contents, to speed-up the delivery performance especially
when multiple users are requesting the same content object. CDNs’ main drawbacks are the
high cost in terms of resources (bandwidth, storage, nodes distribution) and the introduction of
a overhead due to the fact that the whole protocol stack is traversed during a normal transmis-
sion, which can be not negligible (for example, they usually perform multiple DNS redirections

to satisfy users’ requests).

Information Centric Networking, or ICN?| [AD12] is a new approach for the conversion of
current Internet into a content-oriented network. The ICN approach is purely location indepen-
dent, provides content-based functionalities directly at the Network layer (such as request for a
content, or send a content to a requester), and allows the development of network functionalities
which were in the past either unfeasible, or implemented at the higher levels of the protocol
stack. A clean-slate approach to introduce ICN (or other novel technologies) may be desirable,
but it is practically unfeasible, because it would mean to replace all the network nodes in the

world: the architectural side of the evolution problem then arises.

1.3.2 The architectural issue

Two main factors limit the evolvability of the Internet architecture. It first has been ob-
served [ADII] that all layered architectures converge to a hourglass shape (cf. Figure [L.4).
Since the birth of the Internet, several applications have been developed on top of the protocol
suite, while a lot of technologies have been introduced at the bottom. Therefore, evolution is

very proficient on the top and at the bottom of the architecture, while in the middle there is

3ICN is a generic term, including several instances. The NDN paradigm hinted in the Introduction at page
is one of such instances.
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Figure 1.4: Hourglass shape of TCP/IP protocol suite.

a bottleneck. For instance, the Bluetooth and RFIDs technologies are quite recent indeed, as
well as the streaming applications or cloud storage. However, all of these improvements share
the same IPv4 layer proposed in the Seventies. The lack of evolution is not only caused by
the layered structure of the TCP/IP. The second reason that makes the evolution of the waist
very difficult is the strong coupling with the hardware. Pure hardware design is not flexible,
and to introduce novel designs often requires novel equipments. We can assert that a layered

architecture, together with a strong coupling with hardware, eventually leads to stagnation.

The idea of a programmable network was already known in the mid Nineties [NMNT14], and
has currently recaptured the interest of the research community thanks to the proposal of
Software-defined networking (denoted by the acronym SDN, [Opel2]). SDN'’s essential
point is to have a software control plane connected through open APIs to a fast and reliable
hardware that performs current data plane operations. The decoupling between control and
data plane may facilitate architecture’s innovation enabling the network data-path programma-
bility: we assume SDN as a base to solve the Internet’s architectural ossification. This enables
the possibility for every actor, from network administrators to end users, to plug their own
applications, services or routing protocols on top of an SDN network, drastically improving

flexibility and ease of management/upgrade.

As a summary, our interpretation of the Internet evolution is twofold. On the one hand,
the behavioral evolution problem can be solved by improving existing data plane using one
among different enhancement proposals: for this purpose we chose to e