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Résumé

Avec l'avancement technologique des circuits intégrés à travers la miniaturisation des tailles des transistors et leur multiplication au sein d'une même puce, l'intégration des circuits dans des systèmes embarqués complexes, principalement dans l'industrie aéronautique, spatiale et automobile, rencontre de plus en plus d'exigences en termes de respect des niveaux d'émission et d'immunité. De plus, étant donné que l'évolution des niveaux de Compatibilité Electromagnétique (CEM) des équipements électroniques doit respecter ces exigences à longterme, les marges définis par les industriels sont souvent surestimés et les systèmes de filtrages établis par les équipementiers peuvent être surdimensionnés.

De ce fait, pour les circuits intégrés dédiés aux applications embarquées, il est nécessaire d'étudier les deux aspects qui concernent la modélisation CEM ainsi que la modélisation de la fiabilité. Ces dernières années, des standards ont été proposés et permettent la construction de modèles CEM prédictifs tel que ICEM-CE/RE (Integrated Circuit Emission Model for Conducted and Radiated Emission) et ICIM-CI (Integrated Circuit Immunity Model for Conducted Immunity). De plus, pour intégrer l'effet du vieillissement dans les modèles CEM, il faut étudier les principaux mécanismes de dégradation intrinsèques aux circuits intégrés qui accélèrent leur vieillissement tels que le HCI (Hot Carrier Injection), TDDB (Time Dependent Dielectric Breakdown), EM (Electromigration) et NBTI (Negative Bias Temperature Instability). Des modèles standardisés sont utilisés dans les différents domaines industriels qui permettent la construction de modèle de fiabilité tels que le standard MIL-HDBK-217 et le standard FIDES. Cependant, ils ne permettent de prendre en compte qu'un seul mécanisme de dégradation à la fois.

Ce manuscrit de thèse introduit ces aspects de modélisation CEM et de fiabilité. Il traite également la construction d'un modèle d'émission conduite d'un FPGA avec la proposition de nouvelle méthodologie de modélisation. Ensuite, l'étude de la fiabilité du FPGA est décrite à travers l'utilisation d'un nouveau modèle permettant la prise en compte des différents mécanismes de dégradations et a été combiné au modèle CEM pour la prédiction des niveaux d'émissions conduite à long-terme. [START_REF] Ramdani | The electromagnetic compatibility of integrated circuits -past, present, and future[END_REF] ... 17 [START_REF] Durier | Using the EM simulation tools to predict EMC immunity behavior of an automotive electronic board after a component change[END_REF] ........ 20 Table I- IV-11 Calculated MTTF and 90 % confidence level for the different stress conditions ... Table IV-12 Calculated drifts and median ranks for the stress conditions 1 ............................... Table IV-13 Calculated MTTF for the different stress conditions using Weibull's distribution . Table IV- 
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General introduction

Thesis context

For many years, Electromagnetic Compatibility (EMC) has been a major constraint on electronic systems to ensure limited electromagnetic emission level and sufficient immunity to electromagnetic interference. This requirement is essential to guarantee safety levels in critical and long-term industrial applications. EMC does not only concern electronic systems and equipment, but also integrated circuits (ICs). Indeed, they are at the heart of EMC problems, since they are the source of electromagnetic emissions produced by an electronic system, but also the hardly disturbed element when this electronic system is subjected to electromagnetic interference. Thus, EMC has become a major challenge for integrated circuits [1].

On the other hand, the technological evolution and the improved flexibility of integrated circuits have widely increased their integration in the aeronautical, space and automotive applications. However, this technological evolution is not without consequences on the emission and immunity levels of integrated circuits, mainly related to the increase in the number of transistors and the ever growing operating functions as well as the switching frequencies. Hence, in order to predict the EMC level of ICs using simulation tools, existing IEC standards (e.g. IEC 62433 [2]) have been proposed for the anticipation of EMC issues in order to propose and test solutions. These models allow avoiding the requalification phases in case of obsolescence and second sourcing and lead to saving time and money. In addition, besides the prediction of emission and immunity level at a PCB level, these models can help to assess and improve the effect of decoupling and filtering network, the PCB design and the IC configuration. However, the presented EMC of IC models are not very much spread due to IC manufacturing confidentiality issues, and the low profit in developing such models comparing to their cost. Furthermore, the existing method for the construction of EMC of ICs models presents several limitations, such as their dependence on measurements and the need of multiple optimization phases. Thus, the present work research deals with a key question for EMC modeling: How to construct an EMC of a complex IC model using a new predictive methodology in a reduced time and set of data?

Besides the EMC aspect, the reliability of IC is also a binding subject. During their operating lifetime, integrated circuits are affected by different intrinsic degradation mechanisms, which are accelerated due the harsh environmental operating conditions (high temperature, thermal cycling, electrical stress, etc.). These degradation mechanisms do not only cause the breakdown of integrated circuits (hard failure), but also lead to the generation of drifts in the performances of integrated circuits (soft failure). This effect is increasingly noteworthy in CMOS (Complementary Metal-Oxide-Semiconductor) circuits with deep submicron (DSM) technology (gate size less than 90 nm) [3][4]. There are existing standard models for the prediction of the reliability of ICs for the different industrial applications. The most traditional standards for reliability modeling are the MIL-HDBK-217F and FIDES, but they have been proposed considering only one dominant failure mechanism and do not take into account the possible combination of several degradation mechanisms after aging. Hence, the need of a modern reliability model for advanced ICs has been felt and recent researches dealing with their development.

On the other hand, even if the aging of ICs does not compromise the functioning of the circuit, it can present a significant impact on EMC performance, as shown in recent research works [5][6][7] [8]. The acceleration of the intrinsic degradation mechanisms in integrated circuits can lead to the variations of emission and immunity levels, affecting the EMC margins required by the final application. Therefore, there is no certainty that in a given environment and after certain lifetime duration, an electronic system is still compliant from an EMC the point of view. Figure 1 describes the problem of long-term electromagnetic robustness for aeronautic applications. Today, there is no existing tool that allows the prediction of EMC variations during the life cycle of a system. The recent researches that study the aging effect on EMC level relies on measurements under specific testing conditions and do not propose any method to predict the EMC level for untested operating conditions. The objective of this project is to demonstrate the feasibility of the construction of a new predictive electromagnetic robustness model.

Figure 1 Long-term electromagnetic robustness

This thesis is part of the work package 3 of the "Robustesse Electronique" (Electronic Robustness) project of IRT Saint-Exupéry deals with the development of predictive models to ensure the long-term electromagnetic compatibility robustness of embedded electronic systems. The purpose of this work is to develop EMC models for integrated circuits that take into account the environment and aging effect [9]. This project is supported by several industrials in Toulouse region (Continental, Airbus group innovation, Airbus, Nexio) and academic structures (LAAS CNRS, IMS Bordeaux).

The results of the work leaded in the work package 1 of the "Robustesse Electronique" project concern the construction of a predictive reliability model that combines the different activated degradation mechanisms with a multiple stress method. These results have been followed up for the long-term electromagnetic robustness prediction [10][11].

Compared to traditional reliability studies, the present long-term EM robustness study does not focus only on the components' lifetime, but also on the evolution over time of electromagnetic emission levels of ICs. The long-term electromagnetic robustness research work is applied to circuits that remain functional after a given period of stress. As presented in Figure 2, the aim of this project is the development of a generic methodology for the prediction of EMC level of an IC before and after aging under any operating conditions. This manuscript is organized as follow:

The Chapter I presents a general overview on the effect of ICs reliability issues on the long-term electromagnetic robustness. This chapter introduces the technological evolution of CMOS circuits and the different aspects of EMC of ICs as it is presented in the state of the art. Furthermore, the reliability of ICs is explained with the presentation of the main activated degradation mechanisms during the operating lifetime of a CMOS IC. Finally, previous longterm electromagnetic robustness research works are briefly summarized.

The Chapter II deals with the methodology of construction of an ICEM-CE model of a complex digital circuit (in this study, a FPGA designed in 45 nm CMOS technology). The different blocks of the ICEM-CE model are constructed following the standard methods. In addition, a new methodology is proposed for the construction of the internal activity of the FPGA based on the manufacturer estimation tools and the component signal integrity models (IBIS). Compared to the standard approach, the proposed method simplifies the model extraction process and limits the influence of uncertainty. The results of this new approach will be compared to the standard method. Finally, a new developed tool for automatic extraction of the IA block is presented.

The Chapter III introduces the traditional and most recent models for reliability prediction used in the different industrial applications. To understand the reliability modeling approach, different acceleration models are presented for single and multiple stresses studies. Finally, the MSTORM model that allows the reliability prediction for combined degradation mechanisms is introduced. MSTORM will form the basis of the proposed methodology to predict the long-term electromagnetic robustness of ICs.

The Chapter IV presents the methodology of accelerated aging tests in order to construct the reliability model of the studied FPGA and compare the obtained data to the MSTORM model. Furthermore, the aging tests allow observing its effect on signal integrity and conducted emission (CE). Then the observed drift for a given time to failure is integrated into the ICEM-CE model for CE level simulation.

Chapter I. Effect of ICs reliability issues on long-term electromagnetic robustness

With the development of the nanoscales circuits and their strong integration in the different embedded application areas, the EMC constraints raise more problems related to the evolution of the electrical characteristics of the integrated circuits. In addition, the integration of the Deep Sub-Micron (DSM) circuits in critical environments implies the appearance of degradations, which impairs the functional safety of the electronic devices. Thus, it has become crucial to study the electromagnetic compatibility compliance and the reliability of integrated circuits to characterize their electromagnetic robustness.

In this chapter, the first section is dedicated to a presentation of the technology evolution from the past to the predicted future, and the different aspects of the electromagnetic compatibility (emissions, susceptibility) of integrated circuit are presented and the transistors scaling impact on the evolution of the electromagnetic compatibility is discussed. The second section concerns the reliability of integrated circuit, the different degradation mechanism will be presented and their evolution with the new technologies. Finally, the aging effect on the electromagnetic emissions and susceptibility is presented with case studies from the "state of the art".

Overview on EMC of integrated circuits

Evolution of CMOS technology

CMOS technology scaling theory

The birth of CMOS (Complementary Metal-Oxide-Semiconductor) technology took place in 1963; it was invented by Franck Wanlass at Fairchild semiconductor. Since then, CMOS technology is widely used for the development of integrated circuits as microprocessors, microcontrollers, memories and other digital circuits. The evolution of the economic context of electronic industry since the 1990's implied strong requirements in terms of reducing the power density and increasing the performance of integrated circuits. Over the last 15 years, the use of integrated circuits has evolved in the various application areas. The main purpose was to miniaturize electronic equipment to include increasingly complex electronic functions in a reduced space, which affected the transistors scaling [12]. As displayed below in the Figure I-1, the CMOS technology process has presented an important shrinkage from 180 nm in 2000 (2D technology) to reach 5 nm in 2020 involving the 3D technology from 2012. The 3D technology integration consists in manufacturing integrated circuits by stacking silicon wafer vertically using through-silicon vias (TSV) interconnections. The 3D technology allows the increase of system performance with decreasing the interconnect distance between the region of a chip and decreasing wiring parasitic [2].

Figure I-1 Reduction of the gate length of CMOS process over the years

In 1965, Gordon Moore observed that the number of components inside a chip has doubled every 18 months [14]. He established an outstanding law called Moore's law that gave a quantitative estimation of the electronic progress. The evolution of the digital electronic industry predicted by Moore's law presented a good accuracy for the last decades and involved a major technological advance of various digital circuits as the increase of memories capacity and the development of sensors. The consequence of electronic industry progress for the last 40 years is presented in the Figure I-2 where the data was collected by [15] and completed for 2010-2015 by K. Rupp, it shows an important evolution of transistor count as predicted by Moore's law due to the reduction of the gate length which enhanced the number of logical cores. In the same Figure, as suggested by Dennard [16], the power density growth is proportional to the number of transistors; the reason of the power density increase is related to the die size and the fast frequency scaling [17]. 

Impact of technology scaling on ICs

The evolution of the CMOS technology scaling has a major impact on the performances of the ICs. A significant decrease in performance gain is predicted below the power supply voltage of 1,5 V. This is related to the threshold voltage which decreases more slowly than the historical trend and leads to an aggressive design of MOS devices with a very high electric field in the gate oxide. Thereby, in the last six decades, manufacturers of devices for critical applications such as aeronautic, automotive, space and military have contributed to the development of the semiconductor reliability field. The main challenges that can hinder the transistors scaling can be depicted by different categories: the physical challenge comes from the increase of the leakage current which induce a negative leverage on the CMOS device functionalities, the powerthermal challenge, as mentioned in the previous paragraph, the increase of the transistors count leads to the increase of the power consumption and the need of a higher thermal dissipation, the material challenge is mainly related to the ability of the dielectric and the wiring materials to insure a reliable insulation and conduction, the technological challenge results from the lack of competence of lithography-based techniques to afford a resolution below the wavelength of light to manufacture CMOS components, and finally the economical challenge related to the increase of the cost of manufacturing more scaled transistors [18]. For the new scaled transistors technologies the power consumption at a single switching event has decreased, but the total on chip power consumption increased. The technology scaling impact on the power consumption concerns the dynamic power consumption and the leakage current, as presented in the Figure I-3 the dynamic power P act increases linearly and the leakage power P leak is increasing exponentially, due to the scaling down of the threshold voltage, and presents a higher sensitivity to the temperature [3]. In digital CMOS components, leakage power is a critical parameter that strongly affects the performance of the circuits; it induces the over-heat of the device and the decrease of the circuit lifetime. As a result the leakage power must be thoroughly controlled during the early design stages. The fast operating frequencies and the increased complexity of integrated circuits through the evolution of packaging, the transistors scaling and the wafer process are at the origin of the increase of the noise generated by internal switching events of the circuit which make the device a major source of noise. It can lead to an important dysfunction that cause critical problems as the signal integrity problems of advanced DSM (Deep Sub-Micron, refers to devices with a gate length less than 90 nm) technology in digital devices and lead to the crosstalk errors in the fast numerical busses. Advanced researches are carried on to assess and control the increase of the noise generated by digital components and the study of long-term reliability of ICs has become an overriding qualification step for semiconductor manufacturers and component vendors. In the next paragraphs these different aspects will be discussed in detail.

Electromagnetic compatibility of integrated circuits for embedded applications

The Electromagnetic Compatibility (EMC), as defined by ISO 11451, is "the capacity of a device, equipment or a system to function satisfactorily in its electromagnetic environment, without introducing electromagnetic disturbances such as to create noise that could impair the proper functioning of the devices or systems located in its environment".

The EMC problems can be depicted into three elements as shown in the Figure I-4: o Source: the origin of the electromagnetic energy that causes the disturbances (lightning, electrostatic discharge, high speed data trace, IC…) o Victim: the receptor of the disturbance that cannot function properly due to the electromagnetic interference (electronic device, IC, high speed data trace…) o Coupling path: the coupling mode that drives the disturbance from the source to the victim (cables, parasitic inductance, parasitic capacitance, antenna, power rails, ground plane…). The coupling path could be as a conducted mode or a radiated mode.
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Figure I-4 Elements contributing in an EMC

If Electromagnetic laws are known since the publication in 1865 of the famous Maxwell laws, the EMC concept appeared early in the 1930's with the emergence of radio communications and became an important concern during the second world war; when interferences between radio and air navigation systems posed several functional problems. This era saw the creation of the CISPR (Comité International Spécial des Perturbations Radioélectriques) by the IEC (International Electrotechnical Commission) which develops standards to avoid the critical effects of interference. The appearance of the new CMOS process has raised the EMC problems which have worsened with the DSM technology due to the increase of the number of logic gates inside an IC.

The two aspects dealt with by EMC studies are emission; it represents the noise generated by the component, equipment or the electronic system and the susceptibility aspect which is the noise levels that cause a malfunction of an electronic device, as presented in the To ensure sufficient compatibility of the different electronic devices it is necessary to ensure a low emission and susceptibility profile; this is the critical condition for industrials to guarantee a sufficient functional safety level. Moreover, the integrated circuits degradation can have a significant impact on EMC performances as proven by recent researches; hence, before addressing the long-term reliability aspect, it is essential to understand the origin and the consequences of both emission and susceptibility of ICs. The existing standards for EMC requirements at an electronic equipment level and IC level are detailed in Annex 1.

Electromagnetic emissions of ICs

General overview on electromagnetic emissions

As defined by the IEC [26], "the Electromagnetic emission is the phenomenon by which electromagnetic energy emanates from a source and is released into its environment". In aeronautical systems, different electronic devices can be the source of parasitic emissions. Cellular phones, laptops, televisions, signals transmitted by radars and also embedded aeronautical equipment. All these electronic systems operate in different frequency bands as The origin of the parasitic emissions is mainly due to the dynamic current consumed during the activation of each logic gate of an IC. The sudden and rapid variation of the amplitude of the current conducted through the supply rails causes large fluctuations in the supply voltage due to the parasitic inductance of the internal IC traces, the bonding wires, the package lead frames, and the printed circuit board (PCB) traces.

Impact of technology scaling on electromagnetic emissions

The miniaturization of the CMOS circuits, involving the reduction of the gate length Lg and the equivalent oxide thickness EOT, has led over the years to increase the current (I on ) consumed when the transistor is in the on state and also the leakage current (I off ) flowing when the transistor is in the off state. The Table I-1 presents the evolution of the Ion / Ioff currents and the supply voltage Vdd for two different DSM technologies: HP (High Performance) and LSTP (Low Standby Technology for Portable Applications) [27]. In an IC embedded application, a combination of hundreds of thousands logic gates are switching at the same time, it leads to a dynamic current consumption with very high amplitudes, which is at the origin of the increase of the parasitic emission of the IC. The increase use of high-performance microprocessors and microcontrollers with several clocks and different frequencies as well as the increase in the operating frequencies of the ICs create high-frequency parasitic emission spectrum that may disturb the sensitive applications [START_REF] Boyer | Rapport d'évaluation de l'évolution des contraintes de compatibilité électromagnétique pour les technologies avancées[END_REF]. The evaluation of future ICs developments is necessary to illustrate the evolution of parasitic emission to meet the requirements of both manufacturers and customers of ICs. If we do not integrate any EMC optimization strategy, parasitic emissions will tend to increase in the future with advanced technologies as shown in Figure I-7 [START_REF] Ramdani | The electromagnetic compatibility of integrated circuits -past, present, and future[END_REF]. 

Year of production

Measurement and modelling of electromagnetic emissions

In embedded systems, as automotive or aeronautical applications, the increasing requirement in computing power involves the use of complex and powerful processors. As an example of complex IC, the use of 32-bit microcontrollers clocked by a high-frequency signal, integrating high-speed communication protocols tend to become widespread. The increase in computing power and the communication rate is accompanied by multiple signal integrity problems. The processors, which are essentially synchronous, behave as internal current pulse sources whose peaks can reach considerable values. As a consequence, they produce broadband noise and interference may occur over some frequency bands.

To control the parasitic emission level generated by industrial electronic equipment, there are existing standards for EMC characterization dedicated to the different industrial application fields (e.g. Automotive, Aeronautical and Military) as illustrated in the Table I-2 [28]. These standards provide the necessary guidelines for testing conditions and measurements. The study of the 32-bit STXX microcontrollers following the IEC 61967-2 standard has shown that within the IC the main contributor to electromagnetic interference is the flash unit. However, the activation of IOs and the clock tree could strongly contribute to the noise generated by the IC. Following five categorization levels from no EMI risk (Electromagnetic Interference) to high EMI risk, the IC is qualified in term of radiated emissions. The Figure I-9 presents the frequency spectrum of the emissions generated by the flash unit; it shows that the radiated level exceeds the acceptable limits defined by the standard [28]. Hence, integrated circuits qualification is an important concern to manufacturers of IC, it can be complemented by EMI modelling to allow testing different components in order to predict the generated noise and minimize the EMI in an early design phase. Existing standards allow the construction of electromagnetic emission model of an IC as presented by the Table I-4. The EMI models are used to evaluate the risk of electromagnetic disturbance Dedicated tools and guidelines should be able to predict EMC performance through simulation, in order to avoid the requalification phases and to save time and cost of production.

Application field Standard

Automobile

IC Model Standard

ICEM-RE Integrated Circuit Emission Model -Radiated Emission

IEC 62433-3 

ICEM-CE Integrated Circuit Emission Model -Conducted Emission IEC 62433-2

.2.1 General overview on electromagnetic susceptibility

The Electromagnetic susceptibility as it is defined by the IEC [26] is the principle that "qualifies the sensitivity of an electrical or electronic device, equipment or system, referred to as a victim, to malfunction or fail in the presence of electromagnetic disturbance". It is important to understand the difference between susceptibility and immunity which have an opposite meaning but they study the same phenomenon. The definition of immunity in the standard [26] is "the ability of an electrical or electronic device, equipment or system to perform without error, loss of performance or degradation in the presence of an electromagnetic disturbance". Several physical phenomena may be at the origin of the susceptibility of the IC. The continuous stress produced by RF (Radiofrequency) link and the ICs generate electromagnetic field in an environment where sensitive electronic devices are operating. The main sources of electromagnetic disturbance produced by the electronic components, cell phones, radars, and the ICs themselves can cause interference in the surrounding ICs. These electromagnetic aggressions cause functional problems which can lead to the integral deterioration of the IC or alteration of the functioning of an aeronautical system as shown in the Figure I-10.

Figure I-10 Susceptibility of ICs in an aeronautical environment

Aggressions can be classified according to their energy levels and the frequency bands where they occur. In some cases, the energy of the generated noise is not sufficient to permanently modify the electrical or technological characteristics of ICs. Hence, the effect of the electromagnetic interference on the IC could be distinguished by two types of failure [28]:

o Hard failure: the coupled disturbance exceeds the acceptable limit so far of the IC and generates a permanent damage or the destruction of the circuit.

Cell phone

Radar

Integrated circuits

Victim

System damage

o Soft failure: the coupled disturbance exceeds the acceptable limit of the IC and generates temporary dysfunction of the circuit that is recovered when the disturbance is interrupted or after the reset of IC. The aggressions coupled to an IC could be classified into three different types of disturbances [30]:

o Pulse stress: In digital ICs, the pulse aggression whose duration is at least equal to the response time of the victim circuit propagates within the logic layers and causes additional or premature switching of the internal signals. The switching that occurs from the pulse disturbance can be generated in different ways and can cause various dysfunction; errors in the reception and the transmission of data on the IOs of the IC, errors in the execution of the configuration by a disturbance of the sequencer which can lead to the interruption of the digital IC operation and the loss of the data stored in memory. o Continuous stress: Continuous stress may result from exposure to a high-frequency pulse train that has small amplitude in a sinusoidal waveform and that can be modulated in amplitude. As a consequence of continuous disturbance, the IC noise level increases which can lead to an alteration of the functioning of the component in different ways, depending on the nature of the internal blocks. Since digital circuits are very sensitive to the continuous stress, this disturbance may cause a shift in the supply voltage of the digital blocks, which causes a change in the switching thresholds of the internal elementary logic blocks. o High energy stress: The high energy stress which result from the overvoltage couplings can trigger specific non-linear elements of the IC such as protections against ESD Electrostatic Discharges or clamping between the supply rails. The disturbance could occur through the application of sufficient energy to cause a local heating of the chip. It can generate damage to the oxide grid, inter-metal contacts and even metal interruption by electromigration effect which can cause permanent damage to the IC. The application of a high energy perturbation on a transistor may cause an avalanche effect due to the exceeding of the operating voltage limit at the terminals of the junctions or the channel of the circuit. This phenomenon may either cause premature aging of the transistor with lead to the modification of its electrical characteristics or a destruction of the circuit [31].

Impact of technology scaling on electromagnetic susceptibility

The technological improvement of the CMOS circuits and their miniaturization through the reduction of the grid size has increased the sensitivity of the IC to the external perturbations due to the increase of the operating frequency of the digital buses and the reduction of the supply voltage. Hence, the scaling of the transistors forces the manufacturers of the ICs to respect higher immunity margins. The Figure I-11 presents the immunity level evolution with and without EMC optimization and also the IC customer requested level. IC performances without EMC optimization have a very low immunity level that decreases with the technology evolution; the application of the EMC design rules allows the increase of the immunity margin but the IC customer requirements stay higher.

Figure I-11 Evolution of the immunity level requirements with the technology evolution [32]

The reduction of the power supply of the ICs tends to reduce the noise margins and the switching thresholds of the digital circuits, which makes the circuits very sensitive to electromagnetic interferences. When the noise margins are exceeded, static errors can be generated such as the change in the signal logic states. If the level of the disturbance is high enough and allows exceeding the switching threshold, the circuit considers it as a logical state change. It can be induced by a direct coupling of the disturbance on the IOs or on the power or ground pins. If the superimposition of the input signal and the disturbance is greater than the switching threshold, then critical changes may occur in the logic state of the output of the circuit [30]. Furthermore, the increase in operating frequencies of ICs has a very important impact on susceptibility. The digital circuits are characterized by a delay margin in order to avoid the loss of synchronization or the appearance of undesirable states (glitches). The increase of the operating frequency of the IC means the decrease of the switching period which leads to a reduction in the delay margin. This induces many design constraints for synchronous circuits. A disturbance which is not sufficient to modify the logic state can still cause a dynamic error; the conducted disturbance at the power supply rails may be at the origin of additional propagation delays on the signals. The effect of the disturbances can desynchronize these signals and the clock, by advancing or delaying the appearance of clock edges, leading to the appearance of logical errors [START_REF] Boyer | Rapport d'évaluation de l'évolution des contraintes de compatibilité électromagnétique pour les technologies avancées[END_REF].

Measurement and modelling of electromagnetic susceptibility

The manufacturers of the ICs must characterize the susceptibility level of the components before their marketing to ICs end-users in order to guarantee low susceptibility level. Hence, existing measurements techniques in the IEC 62132 standard [START_REF]Integrated circuits -Measurement of electromagnetic immunity, 150 kHz to 1 GHz -Part 1: General conditions and definitions[END_REF] allow qualification test of ICs to avoid high sensitivity level to radiated and conducted disturbance, as shown in the Digital circuits are very sensitive to RF interference. For example, the application of the DPI measurement method allows testing immunity level of an IC to a continuous disturbance. The method relies on a capacitive coupling principle with the injection at the component pin of necessary RF power to set off a loss of functionality at a specified frequency. The Figure I-12 presents the immunity level of two different LDOs TLE4275GV33 and NCV4275A3 on the frequency band 20 MHz -400 MHz with NRESET < 1V as immunity criteria, and it shows that the circuit is very sensitive to the DPI around the frequencies 100 -300 MHz . Thus, it is important to study the susceptibility of ICs in order to make the necessary improvements. These measurements methods are useful for the construction of immunity models. In the design phase of an electronic system, the integrated circuit equivalent model validates the component compliance before manufacture. The IC immunity models must be able to predict the susceptibility level to interference. Modeling approaches are discussed within the international committee IEC which has proposed models to characterize the conducted immunity as presented in the Table I-6. However, a considerable effort is needed at the research level to provide appropriate methodologies for the prediction of radiated immunity of ICs. 
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Introduction

As it is commonly defined, the reliability is the ability of a system or component to perform its required functions under stated conditions for a specified period of time. For several years, reliability has become a major factor influencing the development of ICs. The increasing complexity of technologies makes the susceptibility of circuits to the environmental constraints more difficult to manage in terms of robustness; thus, the required reliability levels in most applications are extremely high. Reliability is an indicator of the quality of the ICs over a defined period; for an IC, the reliability is expressed in FIT (Failure In Time) which the unit is 10 9 hours per device: The FIT expressed for a given IC population how much failures appeared during a certain time. The FIT is a statistical data and not a physical one. 1 FIT means that 1 failure occurred on one device during 10 9 hours which is senseless or that 1 failure occurred on 1 000 devices during 10 6 hours. In the AEC Q-100, electronics suppliers require from components manufacturers' results on 100 000 parts minimum.

To quantify the reliability of a component the MTBF (Mean Time To Failure) is used for most semiconductors standards and concern the irreversible failure. For a constant failure rate λ, the MTTF is given by the expression I-1:

MTTF = 𝟏 𝛌 (I-1)
In the 1950s, the Advisory Group for Electronic Reliability of Electronic Equipment (AGREE) has demonstrated that the failure rate of electronic equipment is similar to the mortality rate of people in a closed system. They noted that the failure rate of electronic components and systems follows a bathtub curve as shown in the The bathtub curve represents the three stages of evolution of the failure rate in time for an electronic system or component:

o Infant mortality: The infant defects appear in the first period of the life of an electronic system or component. They are due to defects related to the circuit design and/or the technological process. The failure rate decreases in this period until the component reaches a level of maturity which allows a constant failure rate. A method based on burnin test is generally used required by the suppliers to the components manufacturers to eliminate these infant defects under well-defined thermal and electrical stress conditions for a very short time. o Useful time: The operating life of an electronic component knows the appearance of random defects linked to random stress conditions (e.g. ESD: electrostatic discharges). In this period the appearance of the defects follows an exponential law which allows having a constant failure rate. Reliability studies have to reduce the frequency of occurrence of the operating life defects. o Wearout: The failure rate increases more rapidly over time; the defects occur more frequently. This phase is due to the critical wearout of electronic components. The technological node, the manufacturing process and the temperature and voltage conditions are the main contributors to the wearout phase. Industrial applications (aeronautics, space, automotive, military, etc.) have strong demands on the quality of the electronic systems and components. The reliability must be verified to ensure the correct functioning of the components during the operating life. The biggest advances in the technology process are made in the commercial industry such as the increase in computing power, the capacity of the memories... Thus, the industrials perform a strong integration of Commercial Off The Shelf (COTS) components. However, the limitation of the operating temperature range, as shown in the Table I 

Impact of technology scaling on the long-term reliability of ICs

As a primary consequence of transistors scaling, the DSM circuits fault sensitivity increases, hence, the long-term reliability has become an important constraint for manufacturers of integrated circuits. Miniaturization can lead to the appearance of infant mortalities that are difficult to trap using the screening. The devices could have a premature impact of a degradation mechanism leading to a sharp reduction of the lifetime. Scaling impact on degradation mechanism of digital devices has been a hot topic during the last years [3]; and it has been proved in previous studies that some degradation mechanisms have their contribution on the speed degradation of digital circuits [20]. As for example, a decrease of the delay was noted for a FPGA (Field Programmable Gate Array) [21], and for the operating voltage, as the SRAM minimum voltage shift [22]. The reliability experts states that scaling can lead to earlier failures than for older technologies as shown in the Figure I-14 where the failure constant in the bottom of the bathtub curve seems to increase with the transistors scaling. This trend results in earlier wearout failure and a very short lifetime of devices. Figure I-15 presents the trends of power supply and threshold voltage (V DD and V TH ) and gate oxide thickness according to the CMOS channel length evolution. The negative effect of scaling on the reliability is also related to the non-ideal scaling [START_REF] Srinivasan | The Impact of Technology Scaling on Lifetime Reliability[END_REF]. Indeed, the power supply does not decrease as rapidly as expected because the difference between the threshold voltage and the power supply is reduced, leading to a high sensitivity to noise. Hence, the reduction of the threshold voltage leads to the increase of the current leakage and therefore the power leakage. The increase in power leakage depends exponentially on the temperature which leads to very high temperatures. The Figure I-16 shows the effect of miniaturization on the reliability of 180 nm processors to 65 nm. For several applications running in processors with a specified CMOS technology, the temperature increases considerably, and in parallel the reliability decreases with transistors scaling, this is represented by the Mean Time To Failure (MTTF) calculated on the basis of the worst case of current density and temperature [START_REF] Srinivasan | Lifetime reliability: Toward an architectural solution[END_REF]. 

Overview on electromigration mechanism

Electromigration is a failure mechanism that affects the wiring on microelectronics circuit. The metallization is induced by the wiring used for the interconnections inside a circuit chip; it insures the routing of the signals, the power and the ground planes inside a circuit chip. An on chip metallization failure can be depicted by four phenomenons [START_REF] Strong | Reliability wearout mechanisms in advanced CMOS technologies[END_REF]:

o Open-circuit and short-circuit failures: These defects are generally due to the discontinuities in the signal lines or the leakage of power in the surrounding lines. o Elevated resistance failure : The increase of the resistance leads to a delayed signal which causes timing defects o Leakage failure: The current leakage can lead to the reduction of the threshold voltage needed to trigger the circuit.

The degradations generated by the electromigration mechanism are relatively related to the microstructure of the metal of tracks. Thus, the metal of the interconnection tracks of the ICs generally consists of juxtaposed grains considered as monocrystalline with random orientation. These grains themselves have dislocations which behave differently regarding to electromigration. Electrical failure for most macroscopic applications occurs when applied currents are high enough to cause wires to overheat and burn out. The same phenomenon can also occur in microscopic environment, but because the wiring is embedded in a hard dielectric (SiO2) and attached to a thermally conductive Si substrate, the power dissipated in the wire is rapidly conducted away and the wiring is kept from burning out until much higher densities are reached. As a consequence of the higher current density in chip metallization is the phenomenon of Electromigration (EM), which is the movement of the metal atoms (Al, AlCu, Cu) in response to an applied current.

The electromigration mechanism is represented by different types of diffusion as shown in Figure I-18, it is recognized that diffusion at the upper interface dominates the transport of atoms but some researchers justify a reduction in the lifetime of large lines by a contribution of grain boundaries [START_REF] Lin | Effects of width scaling and layout variation on dual damascene copper interconnect electromigration[END_REF]. This lifetime reduction is confirmed by an increase in the activation energy, which is the necessary energy to go from an initial state (good device) to a final state (failed device). In general, the migration in the grain boundaries (whose crystal structure is more regular) is the slowest. The overall speed of electromigration is therefore strongly conditioned by the microstructure of the material, as well as by its surface state. The first aspect of failure identified is the creation of voids [START_REF] Black | Electromigration-A brief survey and some recent results[END_REF]. The appearance of these voids is due to the shrinkage of atoms in the metal tracks. This effect is the most frequent cause of breakdowns. In fact, the local absence of metal leads to an increase in the resistance of the track or even to an open-circuit. The track loses its functionality partially or totally. The 

Physical analysis of electromigration

The general approach to Electromigration reliability involves the sampling, accelerated testing, data analysis, projection of failure rates to use conditions and specification of current densities allowed under use conditions in order to meet specified rate criteria. An empirical relationship known as Black's law (I-2) is usually used to describe the failure induced by Electromigration:

t 50 = A j n e ∆h kT (I-2)
Where t 50 is the MTTF (Mean Time To Failure at which 50% of the population has failed), n is the current density (j) exponent, and A is a constant. ∆h is the activation energy for diffusion in eV. The methodology of describing the electromigration reliability must be analyzed with a statistical approach. If we study a large number of samples, not all parts fail at exactly the same time; the TTF is expected to be close between the samples but a distribution will still exist. Several statistical distributions can be applicable to describe failure times, and three are most commonly used for electromigration wearout: normal distribution, lognormal distribution and Weibull distribution.

Impact of technology scaling on EM

With the scaling of the CMOS transistors, line widths will decrease over the years [START_REF] Lin | Effects of width scaling and layout variation on dual damascene copper interconnect electromigration[END_REF]. This has a considerable impact on the current which decreases as shown in Figure I-20 because of the decreased power supply voltage and the reduction of the gate capacitance. However, the increase in the frequency of the ICs will lead to the current density J increase. Since the maximum tolerable current density is reduced with the scaling, the ITRS [27] indicates that the minimum sized interconnections will be impacted by the mechanism of electromigration in the coming years as shown by the yellow barrier of the Figure I-20. The increase of the interconnections resistivity caused by the scattering effect in the small wires presents more constraints regarding to electromigration. Furthermore the increase in the current density leads to the increase of the temperature gradient in interconnections caused by Joule heating [START_REF] Lienig | Electromigration and Its Impact on Physical Design in Future Technologies[END_REF]. 

Overview on HCI mechanism

The generation of hot carriers is a phenomenon that has emerged as the size of the transistors decreases. Indeed, the ratio between the gate length size of the transistor and the power supply voltage is not constant over the technologies and the electric fields across the channel are Effect of ICs reliability issues on long-term electromagnetic robustness | 26 increasingly strong, in order to conserve ICs performance in terms of sufficient switching frequency and low static consumption. The phenomenon of hot carrier injection exists in both the NMOS and PMOS transistors. A hot carrier refers to a carrier which has been accelerated by a strong lateral electric field. This phenomenon is the most important as the channel lengths and the oxide thicknesses are reduced. Thus, this phenomenon appears more often inside digital circuits than analog circuits, for which miniaturization is a real challenge to improve performances in terms of switching frequency. Carriers (electrons or holes) can get large kinetic energies from transit through regions of high electric field. This energy is able to increase due to several mechanisms. The carriers are called "hot" because they were historically assumed to be thermally distributed at an effective temperature higher than that of the lattice. Hot carriers can gain enough energy to be injected into the gate oxide or cause interfacial damage introducing instabilities in the electrical characteristics of a MOSFET device, Figure I-21. HC can be generated in several ways and in different regions of the devices; in gate oxide (produced by an avalanche process induced by large gate oxide electrical fields or high energy radiation), silicon substrate (produced by optical illumination or by the substrate electrical fields assisted injection) or at Si/SiO 2 interface of the channel. These defects then lead to threshold voltage shifts and transconductance degradation of MOS devices. Channel Hot Carrier (CHC) effects are generated in the MOSFET channel regions under channel conduction conditions similar to applications in ICs. The HCI mechanism is triggered due to the phenomenon that generates and injects hot carriers:

o Drain Avalanche Hot Carrier (DAHC): Due to the strong lateral electric field in MOSFET, the channel carriers generated by the source are strongly accelerated; the carriers gain energy that is yield to the atoms of the crystal lattice during the collisions, if this energy is higher than the ionization energy, then there is generation of electron-hole pairs which instantaneously dissociate. The primary ionization occurs near the drain which collects the electrons and pushes the holes towards the substrate. A number of electrons can be injected into the gate. Carrier trapping in the oxide is the cause of These characteristics are used to extract the variation of the threshold voltage of the NMOS transistors. This threshold variation is more significant for transistors with high operating voltage and a short channel length than for other types of NMOS.

The sensitivity of the components to the effects of hot carriers varies with temperature, but it is not by increasing the temperature that the degradation is worse. The increase in temperature has rather the effect of limiting the damage due to the hot carriers. Indeed, at high temperatures, the number of hot carriers is reduced because the saturation length of their velocity is itself reduced.

In addition, the mean free path of the majority carriers is also reduced and the impact ionization process is less effective when the temperature is high.

Scaling impact on HCI

As the CMOS technology scaling allows the reduction of the geometrical dimensions of the transistors, this has a direct impact on the degradations induced by the HCI mechanism. This is related to the MTTF expression given by the Equation I-3; thus, the HCI strongly depends on the channel length at constant supply voltage.

MTTF HCI = A . L eff (I-3)

Where A is a constant, and L eff the channel length. The channel length dependency can be derived from the modification in the Lucky Electron Model (LEM). The LEM states that the channel carrier has enough energy to create hole-pairs; thus, only the interface states are responsible for the degradation induced by hot carriers, the traps in the volume are not taken into account. The interface states are generated by the channel energetic electrons which are "lucky" enough not to lose all their kinetic energy due to the collisions on dopant impurities by electronphonon diffusion that reaches a threshold energy of 1,3 eV which trigger the impact ionization.

For a pinch-off potential value V dsat , the drain potential V ds -V dsat and a gate thickness, the impact by ionization rate α is given by formula (I-4) [START_REF] Mizuno | Hot Carrier Effect in 0.1μm Gate Length CMS Device[END_REF].

α = e -1 V ds -V dsat (I-4)
According to the expression of the LEM model, the rate of impact by ionization is independent of the gate length for a constant value of -1 V ds-V dsat . However, with the miniaturization of the transistors, the rate α increases due to the energy gain by the drain field and the channel electric field, i.e the electric field between the edge source and the pinch-off region. The drain field is independent of the channel length but the channel electric field E ch increases with the decrease of the effective channel length L eff II-5. 

E ch = V ds -V dsat

Time Dependent Dielectric Breakdown

Overview on TDDB mechanism

The TDDB mechanism is related to the integrity of the gate oxide. It is a phenomenon of parameter drift followed by the sudden breakdown of the gate oxide due to the creation of a conductive path through the oxide which leads to the rise of the gate conductance. The latter can then lead to the destruction of the oxide and to a failure of the circuit. The TDDB depends on the number of defects in the oxide created during manufacturing. It remains independent of the polarization conditions, but depends on the current density which will flow through the gate oxide by the tunnel effect. When the electrons have crossed the potential barrier of the oxide they are accelerated by the vertical electric field which depends on the applied voltage and the oxide thickness. For DSM technologies, when an oxide thickness is less than 2 nm, the electric field can reach 4 to 5 MV/m. The oxide is able to support fields of more than 10 MV/m without reaching the breakdown. Nevertheless, the energy provided by these charges can locally break the chemical bond Si/SiO 2 and create interface traps. These modify the properties of the channel and help to reduce the mobility of the carriers in the channel. Moreover, the trapping of these charges can increase the electric field locally and increase even more the electron current by tunnel effect. Therefore, there Effect of ICs reliability issues on long-term electromagnetic robustness | 30 is a kind of feedback effect that accelerates the process of degradation. The destruction occurs only when a real hole has been created through the oxide and a strong current can pass, creating a short circuit at the grid and the substrate. The leakage current induced by strong electric field stresses through thin gate oxides is not really a problem for the functionality of the circuit as long as it remains low. Nevertheless this is a real problem for reliability. The TDDB mainly concerns dielectric layers. The degradation induced by the TDDB begins when the traps are formed at the Si/SiO 2 interface. This trap formation strongly depends on the conditions of polarization and the applied stress. Firstly, traps density is relatively small; in this case no conduction path can exist as shown in 

Induced degradation by the TDDB mechanism

The SBD is associated with the formation of a temporary conduction path in the dielectric. This path allows a discharge of the gate potential as well as a dissipation of the stored energy. This dissipation of energy causes the fast rise in temperature of the dielectric which can be followed by a phase of total or partial healing of the degradations suffered. Several SBDs can be observed before the HBD occurs. The SBD often appear a few microseconds after the application of the stress; the observation of this degradation requires the use of a measuring device faster than those used for HBD. Figure I-27 shows an SBD acquired by a digital oscilloscope [START_REF] Jackson | Electric breakdowns and breakdown mechanisms in ultra-thin silicon oxides[END_REF]. These results show the rapid appearance of the failure induced by the SBD on the gate voltage. In fact, the SBD occurs with a significant variation of the gate voltage for a very short time, which recovers its initial value very quickly. The appearance of dislocations caused by the SBD varies with the surface of the dielectric. Thus, for components with a large dielectric surface, the effect of the SDB is less visible due to the leakage current magnitude. The SDB results in a slight increase in this leakage current. The HBDs and the SBDs can be distinguished by the current that passes after the incident and the failure generated. Sometimes, an HBD does not lead to destruction of the circuit. The HBDs are characterized by a strong change in gate voltage or gate current during a stress, while the SBDs are characterized by a small offset of the DC characteristics. A HBD is characterized by a linear relationship between the current and the gate voltage (I G and V G ), while an SBD has an exponential relationship between the same parameters. However, for small oxide thicknesses, changes on V G or I G are no longer very important and the noise on I G or V G becomes a good criterion for detecting a SBD. The Figure I-28 gives a presentation of the breakdown on the gate voltage for different oxide thickness [START_REF] Weir | Ultra-Thin Gate Dielectrics: They Break Down, But Do They Fail?[END_REF]. HBDs are uncommon than SBDs for small oxide thicknesses and for nominal voltage and current levels. For advanced technologies, the main degradation problems concern the SBD. However, the SBDs lead to a very slight degradation or drift of parameters of a MOS transistor such as transconductance and threshold voltage. In some cases, even if the characteristics of the transistors are impacted by the TDDB, it is possible that the SBDs do not necessarily hinder the functioning of a circuit and the HBDs may not cause a complete circuit failure. For example, in [START_REF] Kaczer | Impact of MOSFET Gate Oxide Breakdown on Digital Circuit Operation and Reliability[END_REF] a ring oscillator programmed with a 0.18 μm transistors is stressed by an overvoltage stress, after several HBDs on some logic gates, the circuit continues to function properly. Only parameters such as the quiescent current, operating current and the operating frequency change. Even if the variation is very small, researchers believe that the drift could be higher when several logic gates are impacted, generating timing issues within the circuit.

Scaling impact on TDDB

Scaling has a considerable impact on the reliability of the gate oxide. The temperature and the electric field accelerate the TDDB mechanism with the reduction of to the oxide thickness. Depending on the gate voltage and the oxide thickness, different types of current flow in the oxide and these currents have different dependencies on the electric field [START_REF] Yassine | Field and Temperature Dependence of TDDB of Ultrathin Gate Oxide[END_REF]. For reduced oxides size, the dependence is linear with the electric field. The leakage current through the Si/SiO 2 barrier that raises the gate current is due to a Fowler-Nordheim tunnel effect for strong fields, while for an applied power supply voltage less than 3V there is a direct tunnel effect. In order to reduce the leakage current in the gate without reducing the performance of the transistors in terms of operating frequency, the introduction of High-K material has been proposed. They are mainly manufacture with HfO 2 process. It is possible to increase the oxide capacitance C ox while increasing the thickness of the dielectric. However, new problems appear as electron trapping in the oxide for positive grate voltages, which increases with the oxide thickness reduction because statistically the induced degradations are more numerous [START_REF] Ripp | Challenges of Reliability oriented Design Strategies for Analog and Mixed-Signal Circuits[END_REF]. This trapping modifies the threshold voltage V th . The equation (I-6) allows calculating the MTTF for the TDDB mechanism [START_REF] Srinivasan | The Impact of Technology Scaling on Lifetime Reliability[END_REF]; it shows the drawback of the increase of the temperature and the advantage of the power supply voltage reduction. Thus, the reliability of the circuits decreases with the reduction of the gate oxide thickness due to the increase of the leakage current in the gate and the tunnel effect. Since the MTTF TDDB is inversely proportional to the total surface area of the gate oxide, when the oxide thickness is reduced by ε ox (nm) for the new technologies, the leakage current due to a direct tunnel effect is multiplied by 10, so the MTTF is reduced by 10 𝜀 𝑜𝑜 0,22 [START_REF] Stathis | Reliability Limits for the Gate Insulator in CMOS Technology[END_REF].

MTTF TDDB ∞ ( 1 V ) a-bT . e (X+ Y T +ZT) kT (I-6)
Where T is the absolute temperature in (K), a, b, X, Y and Z are fitting parameters and V is the voltage.

Negative Bias Temperature Instabilities

Overview on NBTI mechanism

The Negative Bias Temperature Instabilities (NBTI) mechanism appears when the transistors gate is stressed with a negative potential and high temperature while the drain, source and the substrate are connected to the ground. As shown in Figure I-29, the NBTI phenomenon involves the breaking of the Si-H bond when applying an electrical stress. This dissociation gives rise to interface traps and hydrogenated entities which are diffused through the oxide. The applied voltage varies from 2 to 3 times the nominal power supply voltage, and the temperature ranges varies between 25 and 200°C, so as not to deteriorate the chemical structure of the device. This phenomenon mainly degrades the PMOS transistors. It is strongly related to the oxide thickness and the channel length; it causes a charge trapping at the silicon oxide interface which leads to a drift of the threshold voltage, the mobility of electrons and the reduction in the drive currents I on . The drift of the threshold voltage related to the NBTI is more severe for the advanced technologies because the power supply voltage and the oxide thicknesses are reduced. V th , and the decrease of the drain current I d and the transconductance g m , and also the increase in the GIDL current (Gate Induced Drain Leakage) which is the leakage currents of the drain towards the substrate. These degradations may seem negligible for the less integrated components; particularly due to the higher threshold voltage values. On the other hand, the highly integrated CMOS produce much more heat during dynamic operations, which triggers the NBTI mechanism. Furthermore, in saturated mode, the current I dsat and the voltage V thsat and the transconductance derive with the same way as it is presented in the Figure I-31. Hence, the electrical characteristics of the transistor no longer correspond to the initial performance criteria, which can lead to the circuit failure. The repercussion of the NBTI on a circuit comes more from the mismatch between PMOS and NMOS transistors because NBTI affects PMOSFET preferentially. In [START_REF] Denais | Etude des phénomènes de degradation de type negative bias temperature instability (NBTI) dans les transistors MOS submicroniques des filières CMOS avancées[END_REF] several examples are given:
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o An inverter: the well pairing of the V th of the NMOS and the PMOS of the inverter makes it possible to ensure symmetry of the characteristic V out (V in ), and the rise and fall times. The PMOS degradation creates a difference between the inverter's rise and fall time. The propagation time across the inverter increases, reducing the speed of the digital circuits and degrading the dynamic margins. o SRAM: The static noise margin defines the ability of the memory cell to maintain steady information when there is parasitic noise or a mismatch between the different transistors of the cell. o RF circuit: RF circuit design is largely based on input and output matching of components. The NBTI mechanism can degrade the scattering parameters of a transistor. The capacitance C gs is strongly degraded by the NBT mechanism and is largely responsible for the variation of the S-parameters. In the inversion regime, the capacitance of the gate is reduced during an NBT constraint.

Scaling impact on the NBTI

The scaling of the CMOS transistors has a considerable impact on the degradations induced by the NBTI mechanisms. This is mainly due to the reduction of the thickness of the gate oxide. These thin oxides increase the vertical oxide field E ox to a few MV/cm, which lead to more severe degradation that correspond to the increase in the threshold voltage V th . The To summarize, the CMOS transistors miniaturization and the evolution of advanced DSM ICs are aggravating the failure mechanisms. The increase of transistors density leads to the reduction of interconnections length. As a result, the superposition of metallic interconnections levels raises; and therefore increases the metallization density favoring electromigration mechanisms and intermetallic oxide ruptures. Moreover, the reduction of the geometrical dimensions, mainly the gate oxide thickness and the reduction of the polarization voltage do not change in the same proportions. The result is an increase in the electric fields impacting the failure mechanisms that are sensitive to electrical stress: o The increase of the current density in the metallic interconnections favors electromigration. o The increase of the electric field at the metallic interconnections and the gate enhances the intermetallic oxide and the gate oxide rupture. o The increase of the electric field in the channel generally favors the HCI and NBTI mechanisms. On the other hand, all the failure mechanisms are accelerated by the high temperatures except the HCI mechanism which is accelerated by the low temperatures. The Table I-8 summarizes the various mechanisms of degradation and the elements favoring these mechanisms as well as the stresses that accelerate them [START_REF] Berthon | Deep Sub-micron components in the aerospace context[END_REF]. In fact, on the future technology nodes, the most pessimistic predictions extend over 10 years for the integrated circuit lifetime. Thus, the degradation mechanisms appear earlier for the new technologies, causing a drift of the physical parameters which are directly related to the electromagnetic behavior of the integrated circuit. At the end of 2005, a new demand appears from automotive manufacturers aiming to ensure the electromagnetic robustness (EMR) of embedded systems [START_REF] Ben Dhia | Electro-Magnetic Robustness of Integrated Circuits: from statement to prediction[END_REF]. The concept of EMR is an extension of electromagnetic compatibility for the complete operating lifetime of the product. Since the reliability communities and the EMC of the components being somewhat segregated, the EMR of ICs is under-explored. However, it is fundamental to ensure the long-term functional safety of critical electronic systems. If a circuit meets EMC limits at the beginning of its life, its internal characteristics change over time, hence, compliance with the EMC limits is no longer guaranteed a few years later, as shown in the Figure I-33.

Figure I-33 Long-term electromagnetic robustness (EMR) [58]

The constraints of the space, aeronautical and terrestrial industries in terms of stringency requirements in critical environment are strong and binding for equipment manufacturers who develop and supply to the Original Equipment Manufacturer (OEM) electronic equipment. With the development of digital simulation tools, some OEMs are using the modeling to assess the risks of the EMC non-compliance of their equipment and validate the solutions. However, the requirements set out in the standards (CISP, DO160) are applied to new equipment. By following the current validation and qualification procedures, neither the manufacturer nor the OEM is satisfied that in a given environment and after a certain lifetime, a system always complies with the EMC requirements. Today, there are no existing tools to predict EMC variations during the lifetime of an electronic system. Several studies have demonstrated that some characteristics of MOS transistors such as mobility, threshold voltage, saturation current [START_REF] Huard | A thorough investigation of MOSFETs NBTI degradation[END_REF], transconductance [START_REF] Mokhtari | Elaboration de nouvelles méthodologies d'évaluation de la fiabilité de circuits nanoélectroniques[END_REF], and the leakage currents in the substrate or oxide capacity are drifted due to aging [3], which degrade the overall performance of the integrated circuit. In fact, the emission and the susceptibility that define the electromagnetic compatibility of an IC depend closely on the electrical and physical parameters of the circuit. Thus the aging of electronic circuits and equipment can contribute to the variation of the EMC parameters. The electronic control units of industrial equipment integrate both digital components (memories, clocks, logic gates, etc.), and analog (power electronics, input/output, amplifiers ...) and mixed electronic (power and logic). Besides the operating environment, the coexistence of the circuits in the same system or even the same component may require additional protections because the EMC compliance of the electronic systems drifts during the lifetime. To take into account the lifetime of the equipment imposed by the manufacturers, the manufacturers of electronic components must integrate in their design flow the aging of integrated circuits. The concept of components aging is added to the complexity of miniaturization and the reliability of integrated circuits.

Electromagnetic robustness methodology

For the characterization of the electromagnetic robustness of integrated circuits, it is necessary to define a specific methodology. The test set-up optimization is a critical step that consists in defining a number of samples for a precise evaluation of the statistical dispersion between the tested components; however the number of samples must be adapted to optimize the aging duration. It is also essential to define the EMC measurements to perform before and after aging in order to follow the drifts on the parameters which will affect the EMC levels of the integrated circuits. Stress conditions must be defined in the initial phase (temperature, vibrations, high voltage, shock, humidity, etc.) as well as the aging duration to accelerate the degradation of the components tested. In the second stage, the EMC measurement test set-up and the aging set-up must be defined and fixed throughout the aging process to ensure the reproducibility of the EMC measurements. Thus, the set-up must be validated with the measurements to make sure that only the aging is responsible of the EMC drifts. The uncertainties associated with the measurement define a limit for the consistency of the EMC drifts due to aging. At the end of the campaign, the obtained results allow comparing the EMC levels before and after aging and to extract the statistical data that concerns the EMC drifts. These data are necessary to predict the risk of nonconformity of the EMC of the integrated circuits after an operating lifetime, and readjust the margins of EMC compliance. Figure I-34 presents a methodology of characterization of the EMR proposed in [START_REF] Ben Dhia | Electro-Magnetic Robustness of Integrated Circuits: from statement to prediction[END_REF].

Figure I-34 Electromagnetic robustness characterization methodology [57]

Temperature stress is generally used to accelerate the aging of electronic devices. It can be combined with other type of stress (high voltage, vibration ...). It is mainly used for qualification and reliability. HTOL (High Temperature Operating Life) and LTOL (Low Temperature Operating Life) are accelerated aging tests that activate the internal degradation mechanisms of electronic components. They are used to determine the effects of the polarization conditions and the operating temperature of the semiconductors over a long period. This aging approach is based on the application in a climatic chamber of a positive temperature of 150 °C for HTOL and negative -40 °C for LTOL [START_REF]Jesd22-a108c temperature, bias, operating life[END_REF]. The components are kept in this climatic chamber for 408 h with a reading point after 96 h [START_REF]Stress test qualification for integrated circuits[END_REF]. The supply voltage during the stress is brought to + 30 % within the maximum nominal operating range. The acceleration factors are temperature and voltage. The devices under stress can be exploited in a dynamic mode of operation. The input parameters, in particular the supply voltages, the clock frequencies, the input signals can be used outside their nominal values, but which lead to predictable and non-destructive behavior of the devices under stress. Another methodology that allows accelerated aging of integrated circuits is based on Power Temperature Cycling (PTC). The acceleration factor is the temperature and the high voltage variation. It is equivalent to apply 1000 cycles at temperatures of -65 °C to 150 °C to stress the tested circuits. The accelerated aging TC (Temperature Cycling) is identical to the PTC but the electronic components are not powered and the acceleration factor of the TC is only the temperature. These types of accelerated aging allow passing on the behavior of electronic components' housings after years of operating life according to the requirements.

Aging effect on electromagnetic emissions (EME) of ICs

Aging effect on EME of an analog circuit

The impact of aging on the electromagnetic emissions of integrated circuits varies according to the type of the circuit (microcontroller, memory, power circuit…) and the applied stress conditions, involving the various degradation mechanisms. Studies on the impact of thermal aging on switch-mode power supplies (SMPS) have been carried out [START_REF] Huang | Impact du vieillissement thermique sur l'émission d'un convertisseur buck[END_REF] since they are widely used in electronic applications of different industrial fields because of their high power efficiency. However, one of the main disadvantages is the noise produced by the switching activity which is responsible for conducted and radiated electromagnetic emission. In [START_REF] Huang | Impact du vieillissement thermique sur l'émission d'un convertisseur buck[END_REF] and [START_REF] Boyer | Study of the thermal aging effect on the conducted emission of a synchronous buck converter[END_REF], it was demonstrated that the drifts in conducted emission of a DC-DC buck converter is related to the degradation of the passive devices that ensure filtering. The electrical schematic of the studied DC-DC converter in [START_REF] Boyer | Study of the thermal aging effect on the conducted emission of a synchronous buck converter[END_REF] is presented in the Figure I-35.

Figure I-35 Electrical diagram of the studied DC-DC converter in [62]

The studied DC-DC converter is based on a LT3800 circuit, configured in step down mode to convert the 12 V provided from an external battery into 5V. The circuit drives the gate of Q1 and Q2 NMOSFET transistors. A Schottcky diode D is mounted in parallel to Q2, and the switching frequency is set to 200 KHz. The capacitors C in1 and C in2 are used to filter the CE of the input power supply, C out and L out are used to filter the regulated output voltage. The circuit was stressed in thermal chamber under the HTOL stress condition. Several measurements were performed before and after aging for the different components; impedance measurement on the passive devices, electrical measurement (I(V), C(V), Z(f)) on the transistors and the diode and a CE measurement on the DC-DC converter circuit. Figure I-36 shows the evolution of the impedance of an electrolytic capacitor and the output filtering inductor L out . The degradation of capacitor mainly concerns the equivalent serial resistance (ESR) that highly increases after 336h of thermal stress. This effect is not inherent to all the capacitors, ceramic capacitors are very robust and does not defect rapidly [START_REF] Knowles | Capacitance Aging of Ceramic Capacitors, Explanation of the natural aging process resulting in logarithmic loss of Capacitance[END_REF]. The iron power inductor L out presents a shift in the resonant frequency and a decrease of the impedance between 4 MHz and 100 MHz which can alter the filtering performance of the inductor. Figure I-37 presents the evolution of the electrical characteristic I(V) of the Schottky diode and a TVS diode. The degradation manifest with a decrease in the current which is more significant in the case of the TVS diode, this is due to the increase of the on-resistance. The degradation of Schottky diode is modest and has nearly no effect on the CE measurements, which is the same for the TVS diode. However, since its degradation is more important, this alters its efficiency to suppress the transient disturbance. The conducted emission measurement was performed following the CISPR16-1-2 standard to characterize the noise on the power supply cables. In addition, a 150 Ω probe was added to characterize the conducted noise at the output of the DC-DC converter, the The presented case study demonstrated that for power circuits the main contribution in the evolution of the CE is due to the degradation of the passive filtering circuit. This effect could have an important contribution on the increase of the emission level (until +30 dB) of electronic systems which is critical in the automotive applications [START_REF] Lafon | Influence of aging and environment conditions on EMC performances of automotive equipment[END_REF].

Aging effect on EME of a digital circuit

For other integrated circuits as digital devices, the effect of ageing mainly concerns the involved degradation mechanism on the internal PMOS and NMOS transistors following the condition of stress. Whatever the technology is, only the sensitivity of the integrated circuit to the aging varies. Several studies have showed that the aging leads to a time dependent reduction of the power integrity issues. The study of a 90 nm digital circuit demonstrated the different stress conditions which activate the NBTI mechanism leads to the gradual increase of the threshold voltage with the stress duration following a power law. This study also shows the impact of PMOS and NMOS transistors degradation on the electromagnetic emissions of the digital circuit. 

Aging effect on electromagnetic susceptibility (EMS) of ICs

Aging effect on EMS of a digital circuit

The study of the susceptibility of ICs must guarantee a low level of conducted and radiated susceptibility to ensure the proper functioning of electronic devices. It is essential to study the impact of aging on the susceptibility of ICs. In fact, a study carried out on a 65 nm technology circuit has demonstrated the evolution of the susceptibility of power supplies and inputs of the IC over a lifetime due to the drift of its internal structures. The stress condition for accelerated aging test is the LTOL; this stress is applied to validate the susceptibility level of automotive components. This allows the prediction of the behavior of internal structures of the IC after an operating lifetime of 10 years. The immunity measurement is based on the DPI standard test method [START_REF]Integrated Circuis-Measurement of Electromagnetic Immunity 150 kHz to 1 GHz-Part 4: Direct RF Power Injection Method[END_REF] and the set-up is identical before and after accelerated aging. Thus, after several hours of LTOL stress, it was found that the IC has an output signal that exceeded the ± 20% criterion set before power injection. This example shows that degradation mechanisms deteriorate not only the quality of ICs, but also their immunity to EM disturbance. Figure I-40 shows the comparison of the immunity levels of the power supply of a 65 nm IC before and after aging, the circuit tested has a sensitivity which improves by a maximum of 3 dB on the frequency band 1 MHz -5 MHz, but which degrades above 50 MHz up to 11 dB of EMI variation [30]. The susceptibility of IC inputs varies according to the state of input during the characterization and the power injection frequency. After an accelerated aging, the characterization of the conducted immunity of the component inputs shows that the LTOL stress applied on the components has involved drifts on the susceptibility level of the circuit. It is difficult to identify a recurring trend of decreasing or increasing the susceptibility level. The applied accelerated aging has more impact on the circuits inputs controlled in the low state than those controlled in the high state. The power injected at the inputs of the integrated circuit propagates from the input to the output through the coupling paths which depend on the applied control signals.

The study of the susceptibility of a Phase-Locked-Loop (PLL) before and after aging consists in EMI injection following the DPI test protocol [START_REF]Integrated Circuis-Measurement of Electromagnetic Immunity 150 kHz to 1 GHz-Part 4: Direct RF Power Injection Method[END_REF] on the phase comparator pin and power supply VCO. HTOL stress accelerates the aging of IC by applying a high temperature (150°) and a power supply 10% higher than the nominal supply voltage. These stress conditions accelerates the wearout failure mechanisms as TDDB and NBTI. In this study [START_REF] Li | Ageing effect on electromagnetic susceptibility of a phase locked loop[END_REF], the PLL operates at 24 MHz. Figure I-41 shows the accelerated aging effect on the susceptibility of power supply VCO and the phase comparator. It was demonstrated that the disturbance on VCO is more sensible and shows a significant evolution of PLL susceptibility after aging that could reach up to +10 dB. 

EMC modelling taking into account the aging

As stated previously, aging has a considerable impact on the emission and susceptibility of digital and analog electronic circuits. The main drifts induce the increase of emission level and a reduction of immunity level in some frequencies. After several years' operation, the EMC drifts of an IC could reach important levels engendering a risk of wearout failure. In order to anticipate the risk of failure, it is possible to construct EMC models taking into account aging effect according to the applied stress conditions. In general, electromagnetic robustness models are constructed from EMC measurements before and after accelerated aging. Figure I-44 presents the electromagnetic robustness model extraction workflow [START_REF] Huang | Développement de modèles prédictifs pour la robustesse électromagnétique des composants électroniques[END_REF], it consists on the construction of a reliability model before and after aging that is linked to the integrated circuit EMC model. A statistical analysis of the degradation on various samples leads to the evaluation of the failure probability since it is difficult to predict the EMC drifts of one sample due to the dispersion of degradation.

Figure I-44 Workflow of electromagnetic robustness model extraction [71]

Effect of ICs reliability issues on long-term electromagnetic robustness | 46 For EMR modelling, the case study presented in 3.2.1.2 that concerns the aging of a 90 nm IC is considered. As presented, the aging leads to the evolution of power integrity and CE induced by the degradation at MOS level due to the activation of NBTI mechanism. In this study [START_REF] Boyer | Characterization and Modeling of Electrical Stresses on Digital Integrated Circuits Power Integrity and Conducted Emission[END_REF], an ICEM-CE model of the digital core was extracted on fresh components; its structure is presented in 

Conclusion

The different aspects of EMC and reliability for new integrated circuits technologies were addressed. The miniaturization of CMOS technology which involves the reduction of the gate length and the equivalent oxide thickness results in the increase of the transistors density in an IC and the increase of the switching frequencies and the decrease of the supply voltages. This implies a considerable increase of the parasitic emission produced by an electronic component and the reduction of immunity level for some integrated circuits. Several standards have been proposed for the qualification of electronic systems and circuits, and standards are proposed for EMC modeling and are used to predict the risks of non-conformity in term of EMC. However, these models have certain limitations: o Despite the increase in computing power, the modeling of a complete electronic board and all of its components is not economically viable. EMC expertise must exist among suppliers to reduce the problem and simplify it by identifying the aggressor and the victim. o The ground reference is always problematic in a simulation that considers it as unique and perfect. This leads to significant calculation errors. o The perfect modeling of a strand of wires is impossible beyond few wires. A stochastic approach must be used for a worst case calculation. Some software includes Monte Carlo functions. o The modeling of an electronic board is correct up to a hundred MHz beyond the parasitic elements and in particular forcing the return path of common mode current are badly taken into account. o The modeling of the radiated emissions of an electronic board following a white box model requires taking into account a common phase reference to all the ICs, o Finally, the modeling of complex components such as microprocessors or FPGA is difficult. Tools for automatic model extraction must be provided to the end user. This is the purpose of the next chapters. In the second part of this chapter, integrated circuits reliability is introduced with a general presentation of the degradation mechanisms EM, HCI, NBTI and TDDB. As demonstrated, the activation of these mechanisms could occur prematurely with technology scaling. Hence, it is necessary to study the reliability of ICs to guarantee their well-functioning during the operating lifetime. The presented studies in the third part have shown the aging impact on EMC level of digital and analog circuits. The EMC drifts mainly concern the increase of emission level and the reduction of immunity level. According to the applied stress conditions an EMR model can be extracted and consists in integration of the aging model to EMC model (ICEM, ICIM). Although the studies has demonstrated the ability of EMR models to simulate the drifts in EMC levels with a good precision, they does not allow the prediction of the integrated circuit lifetime, this limitation will be addressed in the next chapters.

Chapter II. Electromagnetic compatibility modeling of integrated circuits

The EMC non-compliance problems become a real challenge for IC manufacturers and equipment suppliers. Electronic suppliers for aeronautics, space and automotive industries are facing to a strong economic competition; they are forced to use more and more COTS (Commercial off the shelf) components that own a high level of technological innovation to reduce costs. However, due to their short development cycle, their use increases the problem of components obsolescence. For a supplier, the cost of equipment requalification due to the obsolescence or second sourcing is around 30% of qualification total costs. To relieve these problems, the international committee IEC proposed standards for EM modeling for the prediction of the emission and susceptibility of ICs known as IEC 62433.

The evolution of IC technology and their complexity through the increase of the number of transistors and the miniaturization of electronic components has a huge effect on the dynamic power consumption and the increase of parasitic electromagnetic emissions. Thus, there is a crucial need to construct models to predict the noise generated by large and complex digital IC, which creates tight constraints on PCB routing and decoupling capacitor budget to meet power integrity (PI) and EMC requirements. For this purpose, IC end-users need circuit models that predict with a reasonable accuracy the main characteristics of power supply voltage fluctuation and conducted emission (CE) spectrum according to the circuit configuration. In order to be included within industrial design flow efficiently, these models must remain simple enough to ensure rapid simulations and compatible with usual simulation tools. Existing standards such as ICEM-CE (Integrated Circuit Emission Model -Conducted Emissions) known as IEC 62433-2 standard have been developed to respond to these requirements. However, ICEM-CE is rarely delivered by IC manufacturers. This situation leads IC end-users to look for efficient methods to construct their own ICEM-CE models. The standard describes measurement methods to extract PDN block. The construction of the IA block remains a challenging task for IC end-users. The construction methodology described in the standard is also based on measurement standards and present several limitations. Its drawbacks will be presented in this chapter and new methodologies for IA block construction are presented. Only the emission aspect will be discussed in this chapter. In addition, signal integrity problems are recurrent for fast digital buses, and the existing IBIS model allows the characterization of IO drivers for different JEDEC standards. The construction of an IBIS model is not the purpose of this chapter, but its contribution in EM modeling will be demonstrated.

The first section of this chapter is dedicated to a general overview on EMC and SI modeling and to describe ICEM-CE and IBIS standard. Secondly, the circuit under test and the test board will be presented. The third part concerns the construction of an ICEM-CE model of a complex IC following the approach proposed by the standard, the methodology and case studies are presented for the validation of ICEM-CE model, and particularly, the limitations of the measurement based IA block construction are pointed out. Finally, a new methodology for the construction of the internal activity of a FPGA is proposed followed by the presentation of ICEM GENERATOR tool developed to automate the extraction of the internal activity.

General overview on EMC and SI modeling 1.Introduction

From their early design stages, electronic circuits may present EMC compliance problems. Hence, it is important to develop EMC models for electronic devices that allow prediction of the emission and susceptibility levels before fabrication. The design flow of a circuit makes it possible to establish the needed operations to control the functional and high-performance aspects before manufacture. Thanks to the development of advanced electrical and electromagnetic simulation tools (Spice, ADS, ANSYS, HFSS...), it is possible to build EMC models based on the circuit equivalent model during the design phase. The circuit could need certain improvements until it reaches a degree of EMC conformity adapted to the margins defined by the standards. The design flow of an electronic device taking into account the EMC performance is presented in the Figure II-1. This allows manufacturing costs optimization and reduces the manufacturing time of electronic devices.
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Figure II-1 Design flow of an electronic circuit taking into account the EMC performance

There are several levels of EMC modeling as shown in the Figure II-2. The modeling approach can be applied at the level of an electronic system by characterizing the electromagnetic behavior of the various functions of a system. In aeronautics, the Integrated Modular Avionics (IMA) architectures consist of several calculation modules capable of supporting different applications and presenting important EMC requirements. In this case, the modeling allows the evaluation of conducted electromagnetic disturbances carried out via the backplane or the evaluation of radiated emission by parasitic coupling between the different electronic boards. Macro-models can be used to predict the emission and susceptibility of a system. The second level of modeling is at the printed circuit board (PCB) level. The modeling of the various integrated circuits mounted on PCB may be necessary. This approach is based on the divide and conquer algorithm which consists in breaking down a problem into two or more subproblems, this allows simplifying the modeling of each block before giving a solution to the initial problem by subsets recombination. Hence, it is also necessary to create an equivalent PCB model taking into account the decoupling capacitors for modeling the on-board resonance. Several existing numerical simulation tools are capable of modeling the PCB from electromagnetic simulations on PCB traces, power and ground planes, vias… These tools are based on the resolution of Maxwell's equation and integrate different numerical resolution methods. The most commonly known method is the FEM (Finite Element Method) [1] which allows the modeling of the parasitic effect with a volume meshing by dividing a region in order to solve the electromagnetic problem in the frequency domain for several sub-regions and finding an approximated solution to the initial problem. Other methods are also widely used, as the Method of Moment (MoM) [2] which is based on a frequency domain extraction of the current flowing in the conductors using a surface meshing, and the Finite Difference Time Domain (FDTD) [3] which used a direct translation of Maxwell's equations in a differential form into finite difference equations and is based on volume meshing. In general, the electromagnetic simulation tools support the macro-modeling, which allows speeding up the simulations for complex systems and could be integrated into SPICE simulators [4] [5]. Finally, EMC modeling at the level of an integrated circuit has become necessary. Electronic components are more disruptive and more sensitive to interference from their environment due to the increase of clock frequency, the integration of hundreds of millions of logic gates, and the reduction of the power supply voltages. EMC problems usually appear between analog and digital blocks. The modeling can go through black box models or through white box models with an elementary description of the different levels of an integrated circuit (Die, wire bonding, package…).The black box modeling approach consists of a representation of the behavior of an integrated circuit in an equivalent form, whereas the white box modeling approach describes the internal structures of the component as long as we know the physical description of the circuit. For confidentiality reasons, it is rarely possible to have access to the internal structures of the components in order to build white box models. Thus, the founders of ICs favor the black box approach for not disclosing information about the design of their circuits. These different models are based on the use of measurement results and on electromagnetic simulations. In this chapter, the EMC modeling of an integrated circuit at the level of a PCB will be discussed. o ICIM-CI: Integrated Circuit Immunity Model for Conducted Immunity (IEC 62433-4) Currently, there is no standard for modeling radiated immunity at a circuit level. In the state of the art, the radiated immunity problems are related to the conducted immunity problems by coupling on PCB traces [7]. In addition, the same need for modeling also exists for signal integrity. In fact, it is essential to ensure the error-free transfer of digital data via high-speed communication buses. An important contribution to the modeling of signal integrity of the components comes from the IBIS [8] (I/O Buffer Information Specification) group, which proposed a standard for describing the electrical performance of input/output (IO) structures of integrated circuits at the beginning of the 1990s. IBIS is widely used by IC manufacturers and high speed PCB designers and is supported by numerous CAD tools [9]. We can also cite the IMIC model [10] (I/O Interface Model for Integrated Circuit), which was developed by the Japan Electronics and Information Technology Industries Association (JEITA) and published in March 2001. The IMIC model has been proposed to correct some disadvantages of the IBIS model. In particular, it integrates RL networks in the supply rails in series with the output transistors and it allows defining the waveform models for the output transistor commands, which are only expressed with PWL (Piece-Wise Linear) files and are independent of the activity. In this manuscript, we will discuss the EMC aspect of a complex integrated circuit and the methodology of integrating an IBIS file to the conducted emission simulation will be presented. Hence, we will be particularly interested in ICEM-CE and IBIS models.

IBIS model

Signal integrity (SI) is a major constraint of fast digital buses in order to limit the transmission of invalid bits, inter-symbol interference, transmission rate limitation, electrical stress applied to the IOs due to overshoot and undershoot. The study of SI consists in ensuring that the temporal profiles of signals transmitted to the digital receivers do not induce any error in the interpretation of the binary information carried by the signal. In order to anticipate SI problems from the design phase of electronic boards and improve the routing of fast buses, the IBIS standard has been developed by Intel in 1993, the last version V6.1 has been published in 2015 [8]. It is a behavioral model that focuses on the study of the characteristics of the inputs/outputs of the circuit. The approach followed is therefore a black box approach that does not require knowledge of the internal structure of the circuit. The IBIS standard has appeared in order to be portable on any simulation tool platform, and to generate simulation times faster than simulations carried out with Spice models. The o The curve V(t) of the rising and falling transitions. An IBIS model can describe various types of IOs; single-ended or differential IOs, open-drain, 3state IOs and push-pull collector. It is possible to build an equivalent model of an IO from the information given by the IBIS file; however, the IBIS standard does not describe the methodology of construction of this model.

IBIS model of an input

The model of an input is presented in the Figure II-3; it generally consists of the following elements:

o The connection between the chip and the external pin: it is characterized by a package capacitance C pkg connected to the ground plane of the board, a resistor R pkg and an inductance L pkg including the package traces and the bonding wire. o The input is modeled by two clamping diodes, when they exist, which are connected to the ground and to the power supply (ground clamp, power clamp). o C comp which is the equivalent capacitance of the IO structure. With these elements, the curve I(V) which characterizes the input is obtained. The models of the power clamp and ground clamp are built from the I(V) curves contained in the IBIS file.

IBIS model of an output

The Figure II-4 shows the structure of an output described by the IBIS model. It is composed of a pull-down and pull-up transistors, clamping diodes to protect the circuit from electrostatic discharges, the chip capacitance C comp and the package equivalent parasitic circuit (RLC). The structure presented in this figure is the usual structure for push-pull and single-ended outputs, the clamping diodes are modeled only if they exist in the chip. Rather than supplying the SPICE parameters for different standard models of devices, IBIS model gives the response curve I(V) of the corresponding output, for buffers at V GS = V DS for a CMOS output, as shown in the Figure II-5 [11] (where V GS is the voltage between the gate and the source, and V DS the voltage between the drain and the source). Furthermore, the model presented in Figure II-4 is based on a push-pull stage activated by the pull-up and pull-down commands constructed from V(t) curves which allow to reproduce the output waveform. This allows an accurate simulation while preserving the confidentiality of the technological parameters and being independent of the model and its implementation. There are several limitations in the traditional version of IBIS model, which are increasingly visible during simulations of very fast switching IOs. The limitations arise from the nonlinear character of the equivalent output capacitance of the IO which is assumed to be constant and modeled by the capacitance C comp . In addition, traditional IBIS was conceived to be used by an electric simulator (SPICE). However, the development of Gbits/s communication bus required the introduction of advanced signal processing techniques (SERDES, pre-emphasis, equalization) which is difficult to simulate with an electric simulator. An evolution of IBIS has been proposed as IBIS-AMI. On the other hand, the power supply network model is not integrated in the previous versions of IBIS, although it is expected for the recent versions, its integration is not systematic. Thus, the precision of IBIS model is less accurate. For this reason, IBIS model is not intended for EMC simulation. However, in this study, we will demonstrate that IBIS can be coupled to an EMC model (ICEM) for the IO noise prediction.

ICEM-CE model 1.3.1 Overview on ICEM-CE model

The ICEM-CE (Integrated Circuit Emission Model for Conducted Emission) model is standardized IEC 62433-2 and has been proposed since 2008. ICEM-CE model is supported by the French committee UTE-AFNOR. It is a simplified model of the representation of an integrated circuit and its environment from an EMC point of view. The ICEM-CE objective is to predict the generated disturbance on the circuit power and the ground rails. The internal composition of a circuit allowing the analysis of the origin and transmission of the conducted emissions is given in the Figure II-6 [12]. The internal digital activity of the core and the IOs are sources of electromagnetic noise resulting from the switching of the transistors. The internal coupling paths propagate this noise to the external pins of the component. The ICEM-CE model of an integrated circuit is conceived as a macro-model constructed from one or several PDNs and one or several IAs. The PDN includes both the parasitic elements of the chip and package. It includes the on-chip decoupling capacitors, the equivalent resistance and inductance of power and ground rails. This general macro-model has the least information on the internal design of the integrated circuit.
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Figure II-7 Presentation of the ICEM-CE macro-model

There is also a general macro-model block which consists in the assembly of several basic elements. Each element is corresponding to a specific functional block with the PDN block directly connected to the functional block as a digital core with its power supplies, an analog function and IOs. This block is called Inter-Block Coupling (IBC), which is an impedance network representing the coupling between the different power rails and also between the functional blocks, for example, between an analog function block and a digital function block. It could represent the substrate coupling which is modeled using an equivalent RC circuit. However, it requires a thorough knowledge of the circuit and is intended for circuit designers. The external terminals allow connecting the different blocks of the ICEM-CE model to the external environment of the integrated circuit. The internal terminals allow connecting the different blocks of ICEM model (PDN, IBC, IA) to each other. Finally, the macro-model based on sub-models represents the electromagnetic behavior of some circuit functions. The accurate construction of this model requires a thorough knowledge of the design of the circuit and is reserved for ICs founders. It is suitable for describing the EMC behavior of digital circuits (memory, CPU, etc.). The sub-model can be used in the construction of ICEM-CE models of different circuits using the same function. The sub-model consists of a PDN and one or more IAs. The PDN has internal terminals and has no connection to the external pins of the circuit. The ICEM-CE model is constructed by associating one or more sub-models with a PDN of the chip and the PDN of the package. The PDN of the chip includes the power supply and ground network including on-chip decoupling capacitors.

Passive Distribution Network (PDN)

The passive distribution network (PDN) describes the internal power network structure and/or the passive distribution of the IOs. It is composed of passive elements (resistances, capacitances, inductances) which represent the electrical behavior of the logic blocks and the circuit structure connected between power and ground rails, the bonding wires, the interconnection and the parasitic elements of the package. The PDN can be obtained with S-parameter measurement performed directly on the package of the IC; hence, the PDN obtained is linear. In the case of non-linearity, due to the clamping diodes, for example, a measurement of the I(V) characteristics may be necessary. IBIS model can be useful for providing information on the package parasitic elements. An example of a constructed PDN in [13] of a Dspic33FJxxxGP706 microcontroller is given in the Figure II-8. The circuit is composed of four power supply twin pins and one decoupling core pin. The presented structure is supposed and constructed from the few information provided by the IC manufacturer (silicon technology, package, IBIS file…). The structure includes parasitic elements (R VDD , L VDD ) and (R VSS , L VSS ) of the power supply and ground pins and the IBC between the different power planes. In [29], a PDN model was developed and validated up to 12 GHz for a 16-bits microcontroller. This is possible when applying special calibration techniques and characterizing the power network impedance in a large frequency band. Because of the lack of information on the internal structure of the integrated circuits, a simplified structure of the PDN can be assumed and completed by the S-parameters measurements and the IBIS file if the integrated circuit manufacturer provides it. Hence, the constructed PDN is validated by comparison between the measured and simulated S-parameters.

Internal Activity (IA)

IA extraction in the IEC standard

The internal activity describes the activity of the integrated circuit using a current or voltage source. This description can be expressed in the time or frequency domain. For the measurement of internal activity, the external current of the component must first be obtained between the pins VDD and VSS. As presented in the Figure II-9, the internal activity could be determined from the external current measurement I ext and the equivalent impedance network of the circuit (PDN), the on board decoupling (Z dec ) and the measurement system R m . The 1Ω/150Ω measurement methods are widely used for the construction of the ICEM-CE model, more particularly the 1 Ω method, because it is necessary not to disturb much the power supply network. The 150 Ω method generally provides the ICEM-CE model of the IOs, but can also be used to characterize the noise in power planes of the IC. The 150 Ω method is dedicated to voltage measurement; this method is justified by the IEC61000-4-6 standard, which indicates that in the majority of cases, 150 Ω is the impedance of the equivalent antennas of the cabling network (traces). With the constructed PDN of the microcontroller presented in the Figure II-8 and the measurement of the external current following the 1 Ω method, the Figure II-11 presents the constructed IA in the time and frequency domain and a comparison between the measured and simulated external current with the 1 Ω probe [13]. This method allows the individual evaluation of the contribution of each pin in the conducted emissions; it is also linear and valid in very low frequency and is reproducible [14]. 

PDN

Limitations of the IA extraction method based on 1 Ω measurement

The 1 Ω measurement offers the possibility to extract the internal current of an integrated circuit with a linear computation. The main drawback of the extraction approach based on 1 Ω measurement is its dependency on the PDN model and is extremely sensitive to any measurement error. Although this method is reproducible and gives good simulation result of the electromagnetic noise generated by the circuit in the V SS pins which correlates with the measurement, it does not ensure a good estimation of the internal current. However, the extraction approach is still suitable for simple integrated circuits which do not have several power and ground pins. The calculation of the internal current [I int ] requires a measurement of the external current [I ext ] that flows through the 1 Ω probe multiplied by the inverse of the transfer function of the integrated circuit, the PCB and the probe [H] -1 as shown in Equation II-1. Thus the slightest error on the transfer function can lead to an overestimation of the amplitude of the internal current.

[I int ] = � H 11 ⋮ H 1n � -1 . [I ext ] (II-1)
To understand the effect of the external current measurement and the transfer function simulation errors on the estimation of the internal activity using the inverse method, the schematic presented in Figure II-12 is considered to illustrate the link between the internal activity and the external voltage measurement V 1 (V 2 ) when the transfer function H 1 (H 2 ) represent the equivalent filter using a 1 Ω probe (150 Ω probe).
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V � 1 = V 1 + ∆V 1 (II-3) H � 1 = H 1 + ∆H 1 (II-4)
The computation of the internal current I ̃INT based on the external voltage measurement is given by the formula II-5:

V � 1 = H � 1 . I ̃INT 𝑦𝑦𝑦𝑦𝑦𝑦 �⎯⎯⎯� I ̃INT = V � 1 H � 1 (II-5)
Considering the Equation II-5 and the partial derivatives method given by Equation II-6, the absolute error of the internal current estimation ∆I INT is expressed by Equation II-7.

∆I INT = � ∂I INT ∂V 1 � ∆V 1 + � ∂I INT ∂H 1 � ∆H 1 (II-6) ∆I INT = ∆V 1 H � 1 + V � 1 .∆H 1 H � 1 2 (II-7)
In the Equation II-7, two terms contributes in the internal current absolute error evaluation:

o The first term ∆V 1 H � 1
is linked to the measurement error of V 1 . This term could be more important when H 1 is low.

o The second term

V � 1 .∆H 1 H � 1 2
is linked to the estimation error of H Assuming that the internal current extraction was performed using the inverse method based on the 1 Ω method, the simulation of the external voltage V 2 based on the transfer function H 2 that includes the filtering with the 150 Ω probe could be influenced by the estimated error on I ̃INT . The modified value V � 2 of V 2 by the error ∆V 2 is given in the following Equations:

V � 2 = V 2 + ∆V 2 (II-8) V � 2 = H � 2 . I ̃INT 𝑦𝑦𝑦𝑦𝑦𝑦 �⎯⎯⎯� V � 2 = H � 2 .V � 1 H � 1 (II-9) ∆V 2 = H � 2 H � 1 ∆V 1 + V � 1 H � 1 ∆H 2 + H � 2 .V � 1 H � 1 2 ∆H 1 (II-10)
The estimation of the absolute error on V 2 given in the Equation II-10 shows the contribution of three terms: o The first term is linked to the error on V 1 . This term could be larger when H � 2 is important and H � 1 is low. o The second term depends on the error on H 2 . This term is amplified when V � 1 is important and H � 1 is low. o The third term depends on the error on H 1 . This term is larger when H � 2 and V � 1 are important. However, when H � 1 is low, this third term will be the most important contribution in the absolute error ∆V 2 . The inverse method has an inherent problem of amplifying the measurement noise when the transfer function is low. However, in the circuit model, the PDN has several resonance points. Thus, any variation on the estimation of these resonances will lead to an amplification of the error contribution on the transfer function, due to the term 1 H � 1 2 as presented. At resonance frequencies, it is possible to overestimate the internal current. Consequently, when the internal current is extracted using the inverse method, the prediction of conducted emission at another point will be influenced by the absolute error of the current extraction, which contributes not only to the total error, but can also be amplified.

Alternative IA extraction methods

The IA block can be constructed from the simulation of the transistors netlist, the transistor model library and the standard cell models [15]. However, this approach requires considerable simulation time and relies on unavailable data for IC end-users. The IA block may be estimated from basic technological information about the technology and IC characteristics (e.g. CMOS technological node, number of logic gates, die surface…), for example with tool like ICEM expert module in IC-EMC software [16]. The IA is estimated roughly from the floor-planning definition of the circuit or without exact information about the circuit, but the main drawbacks of this approach are the precision and the lack of consideration of the actual IC configuration made by the end-user (hardware or software). The IA could also be constructed from the VHDL netlist modeled from a logic synthesis at the RTL level (Register Transfer Level) and using the standard cells libraries that integrates the current consumed by each logic gate for a given fan-out. This approach is faster than a SPICE simulation at the transistor level, because the logic gates are modeled using equivalent current sources. Furthermore, this approach can be coupled to a high level analyze of the chip floorplan to extract an equivalent circuit network [17] [18]. Existing tools as ANSYS Redhawk and Sentinel CPM (Chip Power Model) allow the simulation of power integrity and CE including the chip, package and PCB model. These tools are very performant but are not adapted to an end-user when there is no information on the logic operations and the floor-planning [19]. In general, the major issue in the construction of an ICEM model is the extraction of the internal activity. Depending on the IC under test, a special care must be taken to choose the most appropriate methodology for the IA extraction. In this study, a new methodology for the IA extraction will be proposed and verified on a FPGA.

Presentation of the circuit under test

Modern digital circuits are an important source of disturbances in electronic systems. The simultaneous switching of hundreds of thousands logic gates enhance the noise generated by the ICs. In this chapter, the study of ICEM-CE model for conducted emission will be presented with a special focus on a new methodology for the extraction of IA. Before introducing the methodology of construction of ICEM-CE, this section is dedicated to the presentation of the circuit under test and the test environment (test boards).

The circuit under test

In this chapter, we will focus on the construction of an ICEM-CE model of a complex digital component; a Field Programmable Gate Array (FPGA). This choice is justified by the remarkable growth of reconfigurable technologies (FPGAs) since their introduction in 1984. This is due to their ability to perform effective digital processing without giving up on the software flexibility. This characteristic allows to widen substantially the scope of use of these technologies and to absorb the non-recurring and very high manufacturing costs over a large sales volume. Also, it is possible to test the validity of new architectural concepts; the full implementation of a processor on FPGAs is possible leading to more evaluation possibilities than those offered by software simulators. Furthermore, due to their high volume and relatively straightforward scalability, the FPGAs will face the same underlying reliability issues as other VLSI (Very Large Scale Integration) devices [20]. Reconfiguration is also a main advantage of FPGAs. Modern large devices are able to be reprogrammed in real time during operation and are able to be faulttolerant using hardware solutions. The circuit under test is a XC6SLX16-2FT256 from Spartan 6 Xilinx FPGA family, manufactured with a CMOS 45-nm process [21]. The circuit includes 9152 configurable logic blocks (CLB) and up to 186 user IOs. The power distribution network of the FPGA is quite complex since it includes numerous power supply domains:

o VCCINT: dedicated to the CLB (1. The circuit is mounted in a Fine pitch Thin Ball Grid Array with 256 balls (FTBGA256) package.

Description of the test boards

Test board for EMC characterization

In this study, a demonstrator was designed with the following objectives:

o Build and validate EMC models of fresh or aged components, including statistical dispersion. o Aging components (thermal and electrical aging). o Predicting the drift of EMC levels related to the aging of the components at the level of an electronic board, as well as the statistical dispersion. For this purpose, the demonstrator ELECIS-F (Electronic board for Long-term Electromagnetic Compatibility Issues Simulation -FPGA) has been designed. The ELECIS-F demonstrator is dedicated to EMC characterization of the FPGA, the extraction of data for the construction of the EMC and SI models, and the validation of these models. This demonstrator enables the activation of internal functions of the FPGA in order to characterize the electromagnetic noise produced (transient current, voltage fluctuation), and radiated emission (TEM cell) and also immunity to electromagnetic disturbances. ELECIS-F also allows the characterization of IOs with different standards (LVCMOS33, SSTL15, DIFF_SSTL15). The FPGA is mounted on the PCB via a socket (Ironwood SG-BGA-6017MF) which allows testing fresh and aged components. The specification of ELECIS-F demonstrator is presented in Figure II-14. 

FPGA (socket)

Header JTAG 3.3 V 1.2 V 0.75 V GND Quartz oscillator ( 16 

Description of the experimental protocol

The power distribution network (PDN) component models the characteristics of propagation path of electromagnetic noises; it consists of a passive electrical network that describes the interaction between the different power supplies and ground terminals of an IC, at package and chip level. As presented in 2.2.2, a specific test board was designed for the construction of the PDN of the FPGA. Hence, this board is dedicated to the characterization of the impedance between the power pins and the IOs. As described in Figure II-17, the measurement of S parameters is realized using a 2 ports vector network analyzer (VNA) connected to a GS probing system to avoid the necessary de-embedding phases to minimize the coupling errors that appear from some hundreds of MHz. The FPGA is mounted in a RF socket in ELECIS-F_PDN board similarly to ELECIS-F board. Although the parasitic elements of the RF socket are very low, they will be automatically integrated in the PDN model of the FPGA. between the circuit and the PCB. Furthermore, all the S parameter measurements are performed when the FPGA is not powered (passive mode) and when it is powered using a bias tee that was designed for this purpose. Figure II-19 describes the test set-up for S parameter measurements with a bias tee test board. The bias tee is included in the system during the calibration phases.

VNA GS probing system ELECIS-F (PDN)

GS Probing system

FPGA (Package FTBGA256)

GSG footprints In this study, we will focus on the measurements obtained between the different power and ground pins. The model will not include the parasitic elements of the IOs. As presented, only one pin was selected for each power and ground plane to optimize the number of measurements since the FPGA contains 26 ground pins, 8 VCCAUX pins, 8 VCCINT pins, 5 VCC0 pins, 6 VCC1 pins, 4 VCC2 pins and 5 VCC3. The constructed model per power and ground plane will be considered as an equivalent model for all the pins.

GS probing system

Experimental results

The S parameter measurements performed on the ELECIS-F_PDN board allows the modeling of the common mode effect between the package and the PCB. This is possible with the 0 Ω resistors that can be connected or disconnected between the VSS pins of the FPGA and the ground of the PCB. The measurement of the parameter S21 when the two ports of the GS probing system are set on the same power pin of the FPGA allows the evaluation of the die capacitance at low frequencies. However, depending on the polarization of the FPGA, the die capacitance value could change because the chip has several reversed PN junctions; the Nwell capacitor is the reversed biased PN junction capacitor between the Nwell and P-substrate. The Figure II-21 presents the measured impedance Z21 on powered and unpowered FPGA when the two ports of the GS probing system 

Common mode effect 134 pF

are set either on the VCC0 power pin (left) or on the VCCINT power pin (right). In the case of the VCC0 power plane, the capacitance calculated at low frequencies increases from 665 pF when the FPGA is unpowered to 1.075 nF when it is powered. Also, the measured low frequency capacitance on VCCINT increases from 17.5 nF when the FPGA is unpowered to more than the double value of 37.5 nF when it is powered. The same measurements and ascertainments were accomplished on the other power pins. These values must be carefully integrated in the PDN model of the FPGA to correctly estimate the noise generated by the circuit with the ICEM-CE model 

As presented previously, the S parameter measurements are also performed directly on the package. The reference of the measurement is set on the closest VSS pin of the FPGA. The Figure II-22 shows a comparison between the measured impedance Z21 on board and on the package when the port 1 of the GS probe is on the power plane VCC1 pin and the port 2 is on the VCC3 pin. The measured impedance on board was performed when the VSS is shorted to the ground plane of the PCB so that the reference of the measurement could be approximately on the VSS pins. This comparison shows the differences between the measured impedances from 2 MHz. The measurement performed on the package will allow the modeling the parasitic coupling between the different power planes. The impedance measurements on the package are influenced by the parasitic capacitance between the different power domains and also by the equivalent capacitance between the power domains and ground pins and the package inductance at high frequencies. The Table II-2 summarizes some of the parasitic elements of the FPGA deduced from measurements. 

Construction of the PDN model

Description of the PDN model of the FPGA

The construction of the PDN model of the FPGA depends not only on the S parameter measurements but also on the internal structure of the circuit which could help identifying the topology of the PDN model [25]. The different elements of the circuit induce parasitic elements that will contribute on the measured impedance. For this purpose, the internal structure of the FPGA package has been analyzed with a 3D X-ray scanner by Continental Automotive, as shown in the Figure II-23. This analysis provides valuable information for IC modeling, such as the routing of power supply and ground at package level, presence of inner ground plane, die dimensions, number of bonding wires… In the X-ray image, the layer 2 is composed of a ring- on the Finite Element Method (FEM) was chosen for the board modeling because it is capable to accurately analyze the entire PCB design and is completely adapted to a multilayers board. The frequency domain solver includes a special meshing engine optimized for PCBs, which allows complex boards to be simulated faster than conventional methods. The number of mesh cells reaches 5,2M meshes, and the simulation lasts 30 minutes using a GPU (NVIDIA K40C) for the frequency range 10 KHz -2.5 GHz. After the S parameter simulation, CST design module allows the generation of a black box macro-model based on S10P touchstone file that contains the simulation results. Figure II-31 presents a comparison between the measurement and the simulation of the impedance when the port 1 is defined on the power plane 1.2 V and the port 2 on 3.3 V, and between the SMA connectors P15 (port 3) and P9 (port 4) defined on ELECIS-F as shown in Figure II-32. The comparison shows a good correlation between the measurement and simulation up to 2.5 GHz, but some differences could be noted between the measured and simulated antiresonance of Z11 and Z22. A difference of almost 100 MHz for Z11 and 50 MHz for Z22 is shown in Figure II-31 and could be due to several simulation parameters; as the equivalent circuit definition of the decoupling capacitors, or even the board design parameters (stack-up, material…). The raised differences could have an impact on the internal activity extraction especially when using the inverse method as shown previously. The S parameter simulation of the board and PDN model is compared the measurement when the port 1 is defined on the power plane 3.3 V and the port 2 on 1.2 V. Figure II-34 shows a good agreement between the measurement and simulated impedance between 2 MHz and 2.5 GHz. Below 2 MHz, some differences can be noted. This can be due to measurement error due to the sensitivity of the VNA or to the extracted PDN model. Several comparisons between the measurement and the simulation of the impedance between the power planes and the ground planes were studied for the validation of the constructed model. The approach of construction of the IA core in this paragraph is based on the inverse method based on 1 Ω measurement described in [23] and mentioned in 1.3.3.2. The purpose of this methodology is described in Figure II-36. It consists on the measurement of the external current I EXT or voltage V EXT measurement with the 1 Ω probe. The measurement of V EXT (t) is performed in the time domain using a digital oscilloscope because it gives the phase information of the signal, which is not present with a spectrum analyzer. The measurement is then converted to the frequency domain V EXT (f) with a FFT. In a SPICE simulator, the transfer function H(f) between the internal current and the external voltage is obtained with an AC simulation on the PDN model and the board model (including the 1 Ω probe model). Finally, the core internal current IA Core (f) can be computed using the formula II-11 and converted to the time domain using an inverse FFT. Voltage (dBμV)

IA Core (f) = V EXT (f). H -1 (f) (II-11) Vext (t) measured Vext (f) H (f) FFT IAcore (f)
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Simu. Envelope

Noise Floor

up to 1 GHz, above this frequency, the measured CE is close the measurement system noise floor. Then, all the RMS errors for CE measurement using 150 Ω probe are calculated up to 1 GHz in this chapter. There are several possible explanations to these differences. Any error on the PDN model construction or the board model generation could affect the simulated voltage. Moreover, the IA Core construction is based on the external voltage measurement with the 1 Ω probe and the PDN and board models. Hence, there is no certainty on the constructed IA core. This is the main limitation of this method as discussed in 1.3.3.2. The improvement of the correlation between the measurement and the simulation is possible, but a long and random process will be necessary for the modification of the PDN model and the IA extraction. Furthermore, this process will not lead to a predictive methodology for ICEM-CE construction and is not adapted to industrial applications. Other studies were held for the construction of the IA independently to the PDN and the board model and will be presented later in this chapter. II-4 shows the comparison between the estimated average current 27.33 mA and the average power 24 mW with the calculated values for the extracted current using the inverse method. The comparison shows that the applied approach for the IA Core extraction overestimates the average current and power consumption and could explain the difference between the measured and simulated 

Construction of IA IO using the inverse method

The internal activity of the switching IOs (IA IO) can also be modeled using the inverse method based on a measurement standard (e.g. 1 Ω measurement). Let consider the configuration described previously for the IA Core extraction. An output buffer will be activated and synchronized with the clock tree (16 MHz) on the bank 2 of the FPGA powered with 3.3 V. Since the configured logic blocs (CLBs) will not change, the IA Core is also considered unchanged and will be modeled as it was extracted previously following the inverse method. As seen in Figure II-49, ICEM-CE model will integrate two current sources that models IA Core and IA IO. To extract the IA IO using the inverse method, two transfer functions will be necessary to estimate using an AC simulation; H Core the transfer function between the IA IO and the V EXT and H IO the transfer function between the IA IO and V EXT . In this case V EXT represents the measured voltage using the 1 Ω probe when one output buffer is activated. Then, the IA IO can be extracted considering the Equations II-12 and II-13.

V EXT (f) = H Core (f). IA Core (f) + H IO (f). IA IO (f) (II-12) 

IA IO = V EXT H IO - H Core .IA Core
V � EXT = V EXT + ∆V EXT (II-17)
Equation II-13 could be written using these modified values, then, the absolute error of the IA IO can be calculated with the partial derivative principle as given by Equation II-18. Finally, based on the presented modified values and the equation II- This study has demonstrated that, as well as for the case of IA Core, the extraction of the IA IO using the inverse method based on standard measurement has several limitations due to the errors induced by the external voltage measurement and transfer functions estimation. This lead to an overestimated CE when the simulation is performed at another point (e.g. power planes), which is due to the bad compensation of errors. Especially on the estimation of the CE on the power plane 3.3 V which present a significant resonance around 1.3 GHz. This is due to the transfer function H IO estimated between the internal domain VCC2 and the external voltage, and which contribution is inversed and squared in the IA IO error estimation. A new methodology of construction of IA IO will be proposed that allows the IA extraction independently from the PDN and the board model.

New method for IA IO construction

In the standard IEC 62433-2 [24], the construction of an IA bloc that reproduces the noise generated by the activity of the IOs is not discussed. The purpose of this work is to propose a new method for the construction of IA IO bloc, and case study will be presented for the methodology validation. Since the noise generated by the activity of IOs depends on the parameters that control the drivers as the type of standard (LVCMOS, SSTL, LVDS…), the configuration (slew rate, drive current…) and the load, the idea is to integrate an IBIS file in the constructed ICEM-CE. The IBIS file contains all the needed information on the IOs of the FPGA and could reproduce the transient profile of their output finely. The manufacturer Xilinx provides the users an IBIS file that was verified by static and SI measurements. The main advantage of using an IBIS file is that it does not requires any measurement for the CE model construction, hence, the induced error by 1 Ω measurements are suppressed. Furthermore, IBIS is a well-established standard, widely employed by the manufacturer for the description of the switching profile and accessible to the IC end-users because it is not confidential. On the other hand, the model is independent of the design activity, but will be set as an input to the IBIS file. Figure II-53 presents the configuration that will be used to for the integration of the IA IO block into the ICEM-CE model of the FPGA. The proposed methodology could also be verified at other measurement points. A 150 Ω probe was placed as close as possible to the power planes 1.2 V and 3.3 V. As seen in this section, the construction of the IA IO using the inverse method has led to the appearance of HF noise. This is mainly due to the inversed terms of the transfer function that contributes in the increase of the IA IO extraction error. A new method that allows segregating the IA IO construction from the PDN and the board model is based on the use of an IBIS file, because it is not confidential and reproduce the output buffers transient profile with a good accuracy. The new method presents a good estimation of CE using the 1 Ω probe. Using the 150 Ω probe to simulate the CE on the power plane 3.3 V, it is clear that the HF noise has been Noise Floor compensated, although the underestimated level at low frequencies, which is close to the measurement system noise floor. However, the CE estimated with the 150 Ω probe still presents some desagreements on the 1.2 V power plane due to errors induced by the IA Core extracted with the inverse method. To have a more accurate position on the use of an IBIS file, a new method to extract the internal activity of the Core must be studied.

New methodology for the IA core construction

Within the ICEM standard, the construction of the IA block is uncorrelated from the design power consumption; this physical information is not included while it is completely related to the device switching activity. For some IC families such FPGAs, design tools provide to the endusers accurate estimation of the average dynamic power estimation from post-placement and routing simulations of a given configuration. Moreover, some advanced FPGA design tools are able to determine the instantaneous dynamic power consumption from a vector-based simulation, which allow the calculation of the time-domain profile of the dynamic current consumption and thus a precise extraction of IA core block [30]. However, this type of approach requires long simulation times, whose results are dependent on the input test vectors. To overcome this issue, we propose to estimate the IA block of a FPGA from vectorless power estimation and static timing analysis applied on post-placed and routed design. Compared to the vector-based approach, this solution is able to provide a good estimation of the IA block in a very short time, without additional steps in the FPGA design flow, and from a reduced set of data. Moreover, the proposed approach is able to take into account the random activity of the circuit. The proposed method can be applied to any FPGA end-user application or to any circuits developed with design tools providing necessary information.

The main advantage of this method is linked to the reduction of the effect of external voltage measurement error and the error of transfer function estimation. Considering the transfer function H � 1 and H � 2 as defined in 1.3.3.2 and the internal current I ̃INT . The absolute errors of the external voltages in two different measurement points are expressed as follow:

∆V 1 = ∆H 1 . I ̃INT + ∆I INT . H � 1 (II-20) ∆V 2 = ∆H 2 . I ̃INT + ∆I INT . H � 2 (II-21)
In the presented equations, only two terms contributes in the absolute errors ∆V 1 and ∆V 2 : o The first term is linked to the transfer function error ∆H 1 (∆H 2 ), its contribution is proportional to the internal current I ̃INT . if the current amplitude decreases (especially in HF); then, the contribution of this term will also decrease. o The second term is linked to the error of the internal current extraction ∆I INT . Its contribution is proportional to the transfer function H � 1 (H � 2 ); if its value is low then the contribution of this is low.

Furthermore, the inversed terms of the transfer function 2 that amplifies the errors contribution, especially near the resonance frequencies and when H 1 and H 2 are low. Although, the error in the external voltage are not suppressed, but still are reduced. And the induced errors by the extraction of the internal activity using the inverse method have disappeared. Before presenting our IA core block construction methodology, a preliminary question is this: is it is necessary to determine precisely the time-domain waveform of the instantaneous current consumption to obtain an acceptable CE prediction? In the next paragraphs, we will demonstrate that the answer is no and that only two criteria must be respected to obtain a reliable prediction of CE.

Influence of the instantaneous current consumption waveform on emission spectrum

In digital synchronous circuits, current consumption appears mainly during transitions from logical state 0 to 1. Thus, the time domain profile of the instantaneous current is a periodic series of short pulses; its period is equal to the clock period Tc. As explained in [30], the power supply noise can be predicted if the charge consumed at each clock transition is determined correctly. The waveform of the current i(t) delivered by the IA block must reproduce this charge quantity, given by:

( ) ∫ = τ 0 dt t i q (II-22)
Where q is the transferred charge during a clock cycle and τ is the duration of the charge transfer or the current pulse. Moreover, to reproduce the CE spectrum, the duration τ of the charge transfer must be also known. In order to illustrate this principle, let consider the three basic periodic pulsed waveforms presented in Figure II-57, which model the dynamic current consumption of a digital circuit. The clock frequency is 10 MHz. The pulse durations are identical; their amplitudes are chosen such as the transferred charge is identical. These current waveforms are generated by a current source and form an IA block which is connected to the PDN block representative of a large digital IC. the nulls of the spectral envelope), the envelopes of the spectra are very close, providing nearly identical estimation of the CE noise [26]. In the time domain, the peak-to-peak amplitudes between the simulated CE using the 1 Ω probe for the different pulse do not vary. The estimation of the difference between the CE simulations for the different pulses is given in Whatever the waveform of the instantaneous current consumption, if the transferred charge and transfer duration are respected, an acceptable estimation of the CE can be obtained. This is the purpose of our methodology. Since there is no information on the internal current waveform, a triangular shape will be assumed for the IA Core construction.

Presentation of the IA construction methodology

The construction of IA Core is based on a current source constructed using a triangular pulse, since the comparison with other waveforms has not shown any important difference in the time domain CE simulation but only some difference in HF resonance which are due to the FFT of each signal. However, the amplitude and the pulse duration are still needed to construct the IA Core and are related the charge quantity transferred. The charge quantity transferred at each clock cycle can be determined from measurements or the evaluation of the average dynamic power consumption P dyn_avg by a design tool. It is given by Equation II-23: Voltage (dBµV)

Frequency (MHz) PULSE 1 PULSE 2 PULSE 3 P dyn_avg = F C . ∑ α(i). q L . V DD N i=1 (II-23)
Where N is the number of internal logical nodes or signals in the circuit, α(i) is the average number of transitions on signal i per clock cycle (toggle rate), q L (i) is the quantity of the charge associated to signal i, V DD is the power supply voltage and F C is the clock frequency of the circuit. For its Spartan 6 family, Xilinx provides inside its ISE software the Xilinx Power Analyzer (XPA) module [27] which gives a detailed estimation of the power consumption in the clock tree, the signals and logic blocks, and the IOs after a post-placement and routing simulation. XPA also gives a vectorless estimation of the toggle rates and average dynamic power of all the internal logic signals. From these estimated parameters, the average quantity of charge transferred during a clock cycle Q L can be calculated. For each clock period T C , the internal activity produces the same quantity of the charge as given by the formula II-24, where I avg is the average dynamic current consumption.

Q L = ∑ α(i)q L (i) N i=1
(II-24)

ISE Xilinx tool performs a static timing analysis which gives a detailed report about the slack and the data path delays at the fast and slow PVT (Process/Voltage/Temperature) corners. For the construction of the IA, the pulse duration τ is considered to be the average value of the interval whose boundaries are the maximum data path τ max and the minimum data path τ min given by the static timing report, as presented in Equation II-25. The average dynamic current associated to a periodic pulsed waveform i(t) is calculated using Equation II-26.

τ =

τ max +τ min 2

(II-25)

I avg = 1 T C . ∫ i(t) dt τ 0
(II-26)

In the next paragraphs, we consider that the dynamic current consumption waveform is a symmetrical triangular pulse. The peak amplitude of the pulse I max is given by Equation II-27.

I max = 2. I avg . T C τ (II-27)
From the resolution of the Equations II-24, II-26, and II-27 the maximum amplitude of the IA is calculated using the formula II-28. The proposed workflow of construction of the IA is based on the average dynamic power consumption, hence, the approach proposed is deterministic; the amplitude of the IA is constant at each clock cycle. In practical cases, the IA profile is random due to the variation of the toggle rate and the power consumption of the active logic blocks. Thus, the peak-to-peak amplitude of the IA in the time domain could be under estimated and the envelope of the emission spectrum inaccurate. In the next part, an alternative approach is proposed for the construction of a random IA.

Statistical method for construction of a random IA

The construction of a random IA block is possible with a vector based simulation [30] but this may require long simulation time. However, the power analysis tool XPA gives the switching probability of each logic block of the circuit. The variability of the switching activity around its mean value can be estimated in a short simulation time. For the construction of a random IA, a methodology based on the statistical distribution of the transferred charge per clock cycle is proposed.

XPA tool gives a detailed report about the dynamic power consumption and the toggle rate for the routed signals and the logic blocks. Although the accuracy of calculation if guaranteed up to some fW, the XPA reports are limited to display result up to some mW. Hence, the power consumption of several signals and logic blocs are not displayed. However, Xilinx still propose the tool Xilinx Power Estimator (XPE) [28] as a Microsoft Excel spreadsheet and allows the importation of design information to estimation the power consumption of the difference activated blocs with a good accuracy (several fW). With these data, it is possible to calculate the Probability Density Function (PDF) of switching of each logic block of the circuit and thus the PDF of the transferred charge to each logic block per clock cycle. Although the logic states of each logic block are partially dependent, we neglect these interdependencies since they cannot be determined through the vectorless estimation of XPE. Considering that each logic block of the circuit switches independently from the others, the PDF of the transferred charge to the circuit is the convolution product of the PDF of the transferred charge of each logic block. Statistical parameters such as the average and standard deviation can be calculated, and the most representative statistical law can be determined. In practice, due to the large number of switching logic nodes, the distribution tends to be Gaussian. Under this assumption, the probability that a logic block i transfers a charge quantity ) i ( q L per clock cycle is given by p j (i). Hence, the average transferred charge quantity ) i ( q L for each logic block is calculated using the Equation II- 29. Considering the charge quantity q(i) as a random variable, the expected variance 2 i σ is given by the formula II-30, allowing the calculation of the PDF of each logic block j, where S is the number of logic states. For a binary case S=2 charges are only transferred to logic nodes during transition '0'-'1'.

q L (j) = ∑ p j (i). q j (i)

S i=1
= α(j). q j (II-29)

σ j 2 = ∑ p j (i). (q(i) -q L (j))² S i=1
= α j �1 -α j �. q j 2 (II-30)

The PDF of the transferred charge to the circuit follows the normal distribution ( )

2 ,σ L Q N
, where L Q is the average transferred charge quantity II-31 and 2 σ its variance II-32, N is the number of activated logic blocs. In the Equation II-32 the term of inter-dependence between the different logic blocs are neglected.

Q L = ∑ q L (i) N i=1
(II-31)

σ 2 = ∑ σ i 2 N i=1 (II-32)
Finally, in order to generate a SPICE compatible IA source, a series of random charge quantity Q(k) is generated at each clock cycle according to the previous PDF. Considering a symmetric triangular pulse, the amplitude ) ( max k I of the IA is given by the expression II-33, where k is the number of generated points. The IA is then modelled using a current source based on a Piece Wise Linear (PWL) function file. Figure II-60 summarizes the approach of construction of the IA using the statistical distribution. The workflows presented previously are verified for different case studies of basic synchronous digital designs. The clock frequency is set to 16 MHz for the different case studies. The first case study is the delay lines presented previously. Due to its regular structure, its dynamic power consumption is deterministic; i.e. the number of switching gates remains identical at each clock transition. For the second validation case, the 7-bits counter is a good example of synchronous circuit for which the internal signals present different toggle rates that could be known depending on the bits number. In this case, 800 7-bits counters have been cascaded in parallel. As another validation case, a configuration with a random number of simultaneous switching gates is tested, with a Pseudo Random Number Generator (PRNG) blocks. The structure of the 5bits PRNG is presented in Figure II-61. 200 identical PRNG have been cascaded in parallel to maximize the dynamic power consumption. For the different cases, no output buffer is switching. Hence, the 1 Ω measurements and simulations shows only the contribution of the internal logic blocs and the clock tree activity of the FPGA. Table II-6 summarizes the dynamic power consumption, data path delay and the average toggle rate collected from the estimation tools of Xilinx. The dynamic power has also been measured for each configuration and presents a low difference (around 2 to 4 mW) with Xilinx estimation tool. Figure shows a comparison between the measured and simulated external voltages with a 1 Ω probe in the frequency domain. The comparison presents a good correlation between the measured and the simulated spectrum with a RMS error of 5.15 dBμV. Simulation predicts that the frequency content of CE falls down above 1.2 GHz. This is confirmed by measurements.

I max (k) = 2.Q(k) τ (II-33)

Figure II-63 Comparison between the measured and simulated CE with the 1 Ω probe in the time domain (left) and the frequency domain (right) for the delay line

Although some differences between the measured and simulated CE using the 1 Ω probe method, the peak-to-peak amplitude is well-estimated and general tendency of the spectral envelope in the frequency domain with an acceptable level. The observed differences could be linked to the assumption made on the IA Core waveform (triangular pulse), the errors of dynamic power consumption and toggle rate estimation, measurement errors, or even to the construction of the PDN and/or the board model.

Validation of the IA Core using the 150 Ω probe

The constructed IA Core is also verified using 150 Ω measurements and simulation on the power plane 1.2 V. Figure II-64 presents the results of the comparison between the measured and simulated spectral envelope CE in the frequency domain. The comparison shows a good agreement up to 1 GHz with a RMS error 4.95 dBμV. In 3.4.2.2, the RMS error was 16.58 dBμV. An important improvement on CE estimation using the 150 Ω probe can be noted using the new method. This improvement is due to the suppression of the inversed terms that contributed in the IA construction using the inverse method as explained in the introduction of this section. 3, the advantage of the new method of IA IO construction using an IBIS file was explained. However, the simulation results using the 150 Ω probe did not present a good estimation of the measured CE; we assumed that it was due to the IA Core errors constructed using the inverse method. Let consider again the delay lines configuration when an output buffer is activated. For the CE simulation the IA Core has been constructed using the presented deterministic approach based on the dynamic power consumption, and IA IO has been constructed using an IBIS file. Figure II-65 presents the comparison between the measured and simulated CE on the power planes 1.2 V and 3.3 V. This figure shows a better agreement between the measurement and the simulation on the power 1.2 V with a calculated RMS error up to 1 GHz 5.21 dBμV, the errors induced previously by IA Core has been compensated thanks to the new method. However, the simulation on the power plane 3.3 V still underestimates the CE at low frequencies, although it correlates with the measurement between 200 MHz and 1 GHz. The new methods allow segregating the IA blocks extraction from the board and the PDN models. The observed difference could be related to IA blocks construction or the PDN and the board model extraction. To overcome the presented issues, a random IA is constructed from the approach based on the statistical distribution for the case of the 7-bits counter. Figure II-68 shows the simulated and the measured external voltages using a 1 Ω probe. The simulated maximum peak-to-peak amplitude of the voltage fluctuation of 22 mV allows the prediction of the maximum peak-to-peak amplitude of 21 mV with a good precision. The simulated time domain profile reproduces the random character of the CE with a good approximation when the statistical method is used to construct the IA. The validation of this case study has also been performed at another test point. The 150 Ω probe is connected to the power plane 1.2 V. Figure II-69 presents the comparison between the measured and simulated CE for the 7-bits counter configuration. The general tendency of the measured CE is well reproduced by the simulation, although some overestimation at low frequencies which could be related to the same reasons explained previously. The calculated RMS error up to 1 GHz is 6.99 dBμV. 

Validation of the IA for the PRNG configuration

The case of the PRNG presents pseudo-randomly switching bits at every clock cycle. Thus, the dynamic power consumption will vary following the variation of the toggle rate of the active logic blocks. As a first approach, an IA is constructed following the deterministic approach for the CE simulation as seen in The use of the deterministic approach for IA Core construction does not influence the spectrum of CE. Furthermore, the estimated CE does not underestimate the voltage peak-to-peak amplitude when the fluctuations change between the different clock cycles.

To improve the relevance of the simulated CE results in the time domain, a random IA is constructed using the statistical method. This case study was also validated using the 150 Ω method on the VCCINT power plane 1.2 V. Figure II-73 presents the comparison between measured and simulated CE for the PRNG configuration using the 150 Ω probe and it shows a good estimation of the general tendency of CE level with a RMS error of 8.1 dBμV. However, some differences still could be noted at low frequencies, where the CE level is underestimated. To understand the origins of these disagreements a very long and random process of errors identification on the PDN and board models will be needed, and new afterthoughts on the assumptions for IA Core extraction may be necessary, which do not allow the construction of a predictive ICEM-CE model and is not suited to industrial applications that aims to reduce time and cost. Hence, although some noted differences, the proposed methodologies still allow the estimation of CE with an acceptable accuracy. 

Comparison between the inverse method and the new methodology for IA construction

The construction of IA Core with the new methodology based on simulation tools of dynamic power consumption and static timing analysis was validated for different case studies and using 1/150 Ω probes. The comparison between the measurement and the simulation of the CE using the inverse method based on the 1 Ω measurement had shown very good correlation for both The comparison shows that the peak to peak amplitude of the IA Core generated with the deterministic approach is 340 mA and with the inverse method is 450 mA. Furthermore, the calculated dynamic power for the IA constructed with inverse method is 38.16 mW and for the IA constructed using the new approach is based on the estimated dynamic power consumption using XPA 24 mW. However, a measurement of the dynamic power was performed and shows a power consumption of 26.8 mW, which is close to the estimated value using XPA. The proposed method for IA Core extraction is a one-shot approach; it does not require any optimization process to improve the accuracy of CE result. Moreover, it is a rapid method that does require neither the measurement methods (1/150 Ω methods) nor the de-embedding processes. 

Validation of ICEM GENERATOR tool

To validate the ICEM GENERATOR tool, a configuration representing an industrial design was implemented. It consists on generating sinusoid signal using the FPGA then computing the FFT after a filtering system as shown in As no extra steps are required and it is rapid, this is an approach adapted to the industry's needs.

Figure II-80 Comparison between the measured and simulation CE using a 1 Ω probe in the time domain (left) and frequency domain (right) for the FFT test configuration

The constructed IA Core using ICEM GENERATOR tool has also been validated using CE simulation with the 150 Ω method. Figure II-81 presents a comparison between the measurement and the simulation and it shows that the simulated CE reproduces the tendency of the measured spectral envelope despite some differences that lead to an RMS error of 8.92 dBμV. 
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Conclusion

In this chapter, we have presented the purpose of ICEM-CE model and IBIS model for SI. The standardized method for ICEM-CE model construction is based on two different blocks: the PDN block which represents the propagation path of EM disturbance and it is generally modeled using an equivalent electric circuit constructed from S parameters measurements. The second block of ICEM-CE model is the IA block, which describes the noise generated by the switching activity of an IC; it is generally modelled using current sources. Several methods for IA block construction are proposed in the state of the art, but present several limitations as discussed in the second section of this chapter. Hence, the main difficulty in ICEM-CE model construction is the IA block extraction. An ICEM-CE model construction of a complex IC, a FPGA, was presented with the proposition of new methods of IA extraction.

The construction of ICEM-CE model of a FPGA was studied in this chapter, starting from the construction of the PDN model and the ELECIS-F board model. Several comparisons between the measurement and the simulation of the impedance were performed between the power and ground domains for the validation of the PDN and board model. The constructed model is valid up to 2.5 GHz. Then, the first approach studied for IA Core construction follows the standard inverse method based on the 1 Ω measurement. This methodology has several limitations due its dependency on the PDN and board model and it doesn't insure a correct level of the generated IA. As presented, this is related to the measurement and the estimation of transfer function errors that contributes in the absolute error of the IA construction. These limitations were observed in the comparison between the measured and simulated CE on the core power plane using a 150 Ω probe where the model overestimates the CE level.

As the extraction of the IA IO was isolated from the IA Core construction, a new approach for modeling the IO noise was proposed and compared the IA IO construction following the inverse method. The method is based on the integration of an IBIS file in ICEM-CE model to reproduce the transient profile of the activated output buffers. The comparison between CE measurement and simulation for different approaches shows using the IBIS file gives better results and allows compensating the HF noise. Later in this chapter, a new methodology of construction of the IA Core block for ICEM-CE model of FPGA circuits has been presented, and the approach is based on the estimation of the dynamic power consumption. Firstly, the main idea is that whatever the internal dynamic current waveform is, the simulated conducted noise will not vary much if the transferred charge and the pulse duration are determined correctly. Secondly, the dynamic current of an integrated circuit depends mainly on three parameters: the dynamic power consumption, the toggle rate and the clock and data path delay. Using the estimation tools given by the manufacturers of FPGA, these parameters can be extracted rapidly and without extra steps in the FPGA design flow, and allow the modeling of the IA following two different approaches. The first approach consists in the construction of a stationary IA from the average value of the dynamic power and the toggle rate. This method under-estimate the peak-to-peak amplitude of the CE in the time domain, but it provides a good prediction of the envelope of the CE spectrum. On the other hand, a second approach is proposed for the construction of the IA. It is based on the estimation of the statistical distribution of the toggle rates and the quantity of charge for all the active logic blocks. Different validation cases have been discussed and generally the comparisons between the measured and simulated CE spectrum present good correlations with measurement, and globally the envelope of the spectrum is predicted with a good approximation. The noted errors can be related to the extraction of the PDN block of ICEM-CE model, the assumptions of our proposed methodology and measurement accuracy. The main advantage of this approach is that it is independent from the external voltage measurement; hence, the inversed terms of the transfer function error that contributes in the IA construction absolute error are suppressed. Although the IA construction errors are not totally suppressed, they are reduced significantly.

The new presented methodology is adapted to FPGA and other integrated circuits when the manufacturer provides power and delay estimation tools to IC end-users. On the other hand, when the estimation tools are not provided, the principle is still adapted for CE prediction, but the needed parameter should be extracted from measurement. This methodology can be proposed within the ICEM standard as a guideline for IC end-users. Finally, the developed ICEM GENERATOR tool has been presented. It allows the automatic generation of the IA bloc from the power and timing reports, and an industrial design was developed to validate the tool. In the next versions of ICEM GENERATOR tool, it will include an algorithm which allows the construction of the IA IO bloc. The tool will also be adapted to other IC families and will offer the possibility to construct the PDN model of an IC.

The proposed work has led to the construction of a predictive ICEM-CE model. However, after several operating lifetime, the predicted CE emission level could not be guaranteed, especially in the industrial applications where the ICs operate in harsh environment. The aging of ICs will trigger the degradation mechanisms presented in the last chapter according the operation conditions; hence, ICs reliability must be studied. In the next chapters, traditional and new approaches for reliability prediction will be presented. The objective is to study how the reliability and EMC models can be coupled to develop a predictive electromagnetic robustness model.

Chapter III. Predictive reliability modeling

The different industrial applications such as the space, aeronautic and automotive industries are confronted with a strong global economic competition which sets economic constraints on the cost of the development of electronic functions. The use of Commercial Off-The-Shelf (COTS) components in embedded systems is increasingly necessary in order to reduce development costs and provide new functions. However, the demand for electronic components comes mostly from the consumer sectors (telephony, computers, multimedia...). The requirement of these sectors is to provide, in fast development cycles, cost-effective technological innovations. These evolutions must integrate the specific constraints of embedded systems in terms of reliability, safety of operation, availability, maintenance in harsh environment and lifetime when implemented in Hi-Rel applications. The evolution of electronic devices to Very Large Scale Integration (VLSI) technology requires aggressive design rules and has led to the integration of a reliability prospection early in the design stages. In general, the reliability tests based on HTOL testing method are performed by the circuit manufacturer under standard nominal low stress conditions and do not guarantee the longterm reliability. Hence, it is mandatory for the industrial applications to characterize their electronic devices and equipment in order to investigate their performances and robustness. These constraints have obliged the industries to create guidelines and tools for the reliability prediction modeling.

On the other hand, EMC robustness has never been related to any existing reliability prediction model. It has always been characterized after standard accelerated test, but the EMC evolution as a failure in time has never been considered. Beforehand to the EMC robustness prediction that will be discussed in the Chapter V, the reliability modeling should be presented in order to introduce the existing mathematical laws for accelerated aging tests involving several degradation mechanisms. These degradations lead to the drift of operational parameters, as the timing performances of ICs, and can contribute to the drift in EMC level.

In the first section of this chapter, traditional and more recent reliability predictive guidelines and models used in the different industries will be introduced. Since these models are based on accelerated testing, the second section will concern the general reliability laws and models for accelerated tests. Finally, in the last section the new methodology of reliability prediction for modeling a multi-stress life-test proposed by J. Bernstein [27] will be presented.

Historical perspective of reliability prediction 1.General purpose of reliability prediction

The reliability is the ability of an item (system) to perform a required function under stated operation and maintenance for a specified period of time. Another concept definition is the dependability e.g. the ability of an item to perform a required function without failure under stated conditions for a stated period of time. The reliability of non-repaired items is due to the complexity to their dependability. The integration of microelectronic circuits in the various industrial fields is limited by the reliability of the required product. The electronic components have strong constraints in terms of design rules for low operating voltages and maximum switching frequencies. To predict the reliability of an electronic component, a reliability model must be calculated for specific operating conditions. The concept of modeling and prediction of reliability emerged recently during the Second World War, when complex military electronic equipment had presented high failure rates [1]. From an operational point of view, the reliability of an electronic component is described with a "bathtub curve" representing failure rates λ(t) as presented in Figure III-1. The failure rate characterizes the change in the dependability of an item in the course of it lifetime. A typical "bathtub curve" has three major portions or periods of operating lifetime discussed previously, which are: infant mortality period, useful lifetime period and wearout period. The encountered defects during these periods have different origins [20]:

Infant mortality

o Systematic failure due to defects in process or manufacturing. It will be manifested throughout the product's mission. They must be detected during the design validation tests (Design Validation) and during the manufacturing process validation (Product Validation). This region is dominated by manufacturing defects (materials with extremely low breakdown strength) and shows rather sharp reduction in failure rate time. This portion (higher failure rate region) can last for a year or more at normal operating voltage and temperature conditions. To avoid such very high failure rates at start, the supplier may sometimes choose to exercise the devices for a period of time (to eliminate the defective devices) before sending the product to their customers. This period of time, in which the devices are exercised to eliminate the defective devices, is often called burn-in. o The random failure portion is due to very small defects in the materials (which tend to reduce the breakdown strength of the materials). The failure rate that is observed at the bottom of the bathtub curve is nearly constant and is due primarily to those intrinsic weaknesses found in population of otherwise good devices. This portion of curve is referred to as the intrinsic failure rate region. As λ is constant, the statistical distribution is described by the Poisson distribution often used in physics, engineering and manufacturing. It is used to describe the probability of occurrence for discrete random events/processes. Random processes refer to physical events which are controlled purely by chance. o Wearout defects, which must only appear after the end of the product's mission, are linked to aging. Indeed, if devices are operated long enough, they will eventually start to fail even though the material strengths may be excellent. The wearout region is correlated with the material type selection, design rules used, and the use conditions. As seen in the previous chapters, the failure rate λ is an essential parameter to characterize the reliability of DSM components. The failure rate of each component must be estimated to compute the failure rate at the equipment level. For aeronautic applications, the failure rate must meet the requirements defined by the Design Assurance Level (DAL) described in the DO254 standard [2] and which presents the acceptable failure rates associated with a criticality level as shown in the Table III The reliability prediction has therefore become a common notion in the reliability analysis. It allows the prediction of the failure rate of a component or an entire electronic system in order to evaluate the feasibility of the design and compare it with the various alternative designs. Reliability prediction also helps identify areas of potential failure, trade-off system design factor and track reliability improvement.

History of reliability prediction approach 1.2.1 Traditional reliability prediction approach

For a collection of devices, it is critically important to be able to understand the expected failure rate for the devices. For the supplier of such devices, the expected failure rate will be an important indicator of future warranty liability. For the customer, the expected failure rate will be an important indicator of future satisfaction. For high reliability mission applications, it is of paramount importance for one to know that the expected failure rate will be extremely low. Design engineers are continually asked reliability questions such as: how long is your newly designed device/product expected to last? And how can you make cost-effective design changes to improve the reliability robustness of the device? As discussed before, in order to develop reliable electronic equipment, reliability issues should be taken into account earlier in the product development process. The needed information on the reliability of electronic components has led to the creation of reliability prediction models. Until 1980's, the CFR (Constant Failure Rate) model (or the exponential model) has been widely used for the reliability modeling [3]. It was the only model to describe the useful life of an electronic component. From a mathematical point of view, the reliability R(t) of an electronic component or system represents the probability that it remains functional between time t 0 and an instant t. Assuming that it is operational at t 0 = 0, thus, the CFR model is given by Equation III-1.

R(t) = e -λt (III-1)
The CFR model describes the failure distribution of a system appeared due to random events. However, since the introduction of complex ICs in the 1990's, the experiments have shown that the CFR model was no longer applicable. This is due to the dominance of infant mortality and wearout failures that appears prematurely for advanced CMOS circuits.

In 1962, the US Department of Defense has prompted a request for a military guideline for the reliability prediction of electronic equipments. Hence, on the basis of the CFR model, the military handbook known as MIL-HDBK-217 standard has been developed by RADC (Rome Air Development Center) [4] and became the reliability prediction reference for industry. Several updates of the military standard have been published until 1995; that results on MIL-HDBK-217F version. Since then, the standard has not been updated but is still widely used by military industry. In 1991, according the researches of IIT Research Institute/Honeywell SSED and the Westinghouse/University of Maryland, the CFR model was no longer recommended for updating the MIL-HDBK-217 model [5].

In the MIL-HDBK-217F standard, the expression used to estimate the failure rate for most traditional prediction methods is modified by several factors π; e.g. the configuration factor π CF , the quality factor π Q and the environmental factor π E . The reliability prediction model is based on the effect of mechanical, electrical and environmental stress (temperature, humidity, voltage, current, vibration ...), so the failure rate varies according to the applied stress. For example, the failure rate of a microelectronic circuit can be expressed using Equation III-2, where λ p is the part failure rate, π T is the temperature acceleration factor, π E is the environmental factor, π Q the quality factor and π L is the learning factor which considers the maturity of the device manufacturing line, C 1 and C 2 are the complexity of the die based failure rate (such as the number of gates) and the complexity of the package type (such as the pin count) [6].

λ p = (C 1 . π T + C 2 . π E )π Q . π L (III-2)
In 2004, a consortium of 8 French aeronautical and military industries have developed a new guide for reliability prediction under the supervision of the French Department of Defense DGA (Direction Générale de l'Armement), the reliability prediction guideline is named FIDES [7]. The main goals of FIDES development are various. It allows a realistic assessment of the electronic equipment reliability, including electronic systems operating in harsh environments (defense, aeronautic, industrial electronics, transport...), and provides a concrete simulation tool for reliability prediction. This approach takes into account intrinsic failures as well as the extrinsic failures resulting from equipment specification, and design data. It considers failures resulting from development, manufacturing process and the over-stress linked to the application. The failure rate estimated by FIDES could be expressed by Equation III-3, where λ Phy is the physical contribution, π Manufacturing is the manufacturing quality factor and π Process is the process quality factor. λ = λ Phy . π Manufacturing . π Process (III-3)

In 2005, a new reliability prediction guide was published by the UTE (Union Technique de l'Electricité). The guide is known as RDF2000 (or UTE C 80-810) and is based essentially on the telecommunications industry data [9]. It allows calculating the failure rates of the electronic components mounted on a PCB. However, the factors influencing the failure rate can be defined with a good accuracy according to a mission profile [10]. At the transistor level, the failure rate could be expressed using Equation III-4, where λ die is the die failure rate, λ package is the package failure rate and λ overstress is the failure rate related the applied over-stress. λ = λ die + λ package + λ overstress (III-4)

For the same electronic component operating in a given environment, the failure rate was calculated using the different traditional approach presented above [10]. The Table III-2 presents the failure rate calculation results in FIT (Failure In Time) which means the number of failure in 10 9 hours. These results show that the MIL-HDBF-217F is the most pessimistic reliability prediction approach giving a higher failure rate than the other reliability approaches. These results are explained by the formulas used for the failure rate calculation and the elements taken into account. For the MIL-HDBK-217F, the failure rate expression is multiplicative, and therefore any slight modification of the formulas' parameters leads to a highly variation in the result. Moreover, unlike to the RDF2000 and FIDES standard, it does not take into account a real mission profile and several data have to be chosen from a limited data base. In 1958, the Electronic Industries Alliance (EIA) has created the JEDEC (Joint Electron Device Engineering Council) as an independent solid state engineering organization for semiconductors. The early work of JEDEC was about testing methods and product standards. Since then, the standard was widely used by electronic industry. The JEDEC allows the modeling of electronic devices' reliability on the basis of specific testing methods and reliability laws for FIT prediction. However, similarly to MIL-HDBK-217 standard, it only models the reliability of components for the two first stages of a bathtub curve and is based on the activation of a single degradation mechanism.

MIL-HDBK

In general, the most prevalent method in the industry for the reliability of electronic components is to use prediction guidelines. These guidelines are based on empirical failure rate models derived from reliability feedback data given from users or manufacturers' experiments. Several prediction guidelines exist, and are adapted to the needs of different industries as shown in the 

Physics-of-Failure approach

Physics-of-Failure (PoF) is a recent reliability prediction method. When it has been proposed by RCA (Root Cause Analysis) in 1973, it was rejected because of the lack of required data for reliability prediction. PoF is based on the analysis of manufacturing parameters, considering the fabrication technology, process, materials and packaging for the investigation of the failure point locations [14]. However, PoF approach was integrated in the military handbook in the 1990s to overcome the weakness of the traditional approach with the development of advanced technologies. The PoF model principle was summarized by [1] The main limitation of this approach is that it requires detailed information on manufacturing parameters that could be confidential. Thus, a statistical analysis is used to create a modified PoF approach. To help the assessment of PoF approach for reliability prediction, two computer-based modeling and simulation tools have been created; Computer-Aided Design of Microelectronic Packages (CADMP-2) for the assessment of electronic components at package level, and Computer-Aided Life-Cycle Engineering (CALCE) for the assessment of electronic components at printed wiring board level [13]. To assess the complexity of PoF approach, the inputs and outputs of CADMP-2 and CALCE tools for reliability prediction are presented in As stated by [5], the objective of PoF approach is the "development of mixture models which consider both early and premature wearout failures caused by the displacement of the mean and variability due to manufacturing, assembly, handling, and misapplication".

Most recent reliability prediction approach

In the previous section we have discussed what are the limitation and drawbacks of existing reliability models and why they need to be revisited. Most recent reliability prediction approaches have been proposed. Academic researchers have developed a new method to estimate the reliability of a system at its functional level such as a microprocessor. In 2003, IBM (International Business Machines) published the Reliability Aware Micro-Processor (RAMP) model which is a permanent fault analysis tool for reliability prediction [11]. Different failure mechanisms are described at the transistor level and contribute to the circuit aging. RAMP uses a proprietary electrical simulator and an academic temperature simulator to construct the circuit degradation model. This model is constructed by hierarchical combination of single element failure models and by the physics of failure phenomenon. RAMP allows the construction of a generic system failure model, based on the transistors failure time equations [12]. It only models intrinsic processor failures because long-term processor reliability is dominated by wearout and/or intrinsic failures. RAMP is based on Arrhenius model that will be described later, to show the dependence of processor failure on the temperature [1]. The model assumes that all failure mechanisms have constant failure rate. Although the assumption is inaccurate, it allows the combination of different failure mechanisms and it gives only one MTTF calculation based on the most dominant degradation mechanism. RAMP model is constructed from the sum of failure rates model considering that each structure on a chip separately with different failure mechanisms and failure rates. Today, reliability models are an integrated phase of electronic circuits design process. The dedicated simulators to reliability prediction allow the modeling of the minimum lifetime before the activation of one of the most significant degradation mechanisms that were presented in Chapter II. With the advancement of CMOS technologies, a circuit integrates tens of thousands of transistors that will not be stressed and thus not degrade in the same way during their operating lifetime. Thus, reliability modeling is based on statistical approaches applied to the most dominant degradation mechanism. The new approach must take into consideration that the failure mechanisms are coexisting and depend both on intrinsic and extrinsic failure mechanisms all of them occurring simultaneously in parallel at their own rate governed by the environmental and biasing condition of use. Thus, the final reliability figure of a complex IC chip is described by statistical generation of failure modes randomly activated in various region of the chip (e.g. designed area). These degradation mechanisms could be activated with accelerated aging stress, as HTOL tests presented previously, in order to analyze the reliability of ICs.

Limitations of presented reliability prediction approaches

Despite the variety of traditional reliability prediction techniques, they suffer from several limitations. The MIL-HDBK-217F has not been updated for more than 20 years and the majority of the techniques developed later are derived from this standard. Furthermore, this standard is based on return of experiment and lesson learned not really yet known for new emerging processes. Moreover, the traditional approaches are based on the CFR model; they only allow modeling of the degradations during the useful life that occur mainly in a random manner. On the other hand, RDF2000 suffers from insufficient recognition from the international scientific and industrial community, in particular because the conditions for validation and testing of the electronic components are not well known. Indeed, the relevance of the proposed modeling approach is not guaranteed for certain predominant environments, such as storage or any other severe environments. In addition, the construction of reliability prediction models with more recent approaches is complex because of the number of necessary parameters to take into account for the product lifetime modeling. Overall, the existing reliability prediction approaches are based on separating the variables and consider a single stress at a time and a single failure mode and mechanism at a time. This is due to the fact that the present guidelines are based on testing methods that accelerates only one mechanism. Although the semiconductor industry has extremely advanced in understanding the processes and the failure mechanisms, qualification for failure rate has not improved. Standard HTOL for reliability testing presents the activation of several failure mechanisms (e.g. NBTI, HCI, TDDB…) even if it only models the most dominant one. New approaches should be studied to take into account the eventual combination between the different degradation mechanisms; hence, a special focus will be given on multiple stress testing methods in the last section.

Acceleration models for reliability prediction

General overview on accelerated tests

Aging of systems and components structures becomes a serious requirement in order to judge the adequacy of measurements intended to keep equipment in service within or beyond their initial lifetime. The Accelerated Tests (Accelerated Life Tests) method is one of the most common approaches for estimating reliability or other behavioral characteristics (failure rate, failure time…). This method is based on observations on electronic systems or components in short time duration. These tests consist in reducing the lifetimes of products by the acceleration of the phenomena causing the failure. For this, the stress levels (Voltage, temperature…) sustained by the electronic component are increased in order to obtain life data faster, and then used to assess the reliability under the nominal operating conditions. The extrapolation of the information obtained on accelerated experiments requires an accelerated model, in order to deduce the component behavior under unobserved constraints [20]. The objective of accelerated aging is twofold:

o Reduce the aging tests duration. o Assess the reliability of a material according to its use conditions and environment. This type of test should not be confused with:

o Aggravated tests outside the qualification field to assess the robustness of the design and to reveal some modes of failure (HALT: Highly Accelerated Life Test). o The screening tests carried out to reveal the infant mortality breakdowns (HASS: Highly Accelerated Stress Screen). The acceleration tests allow the construction of a reliability function R n (t) for a chosen stress conditions s n , where n is the number of stress realized for different stress conditions. Thus, considering a transfer function commonly named the acceleration law that could be computed from the trend of the reliability functions of several stress conditions, the acceleration tests leads to determine the reliability for the nominal conditions. The principle of an accelerated test is described in Figure III-4 [16].

Stress Log(t) Acceleration law

Reliability for nominal conditions

Reliability function Figure III-4 Principle of an accelerated test

In general, acceleration tests rely on the standard Accelerated Lifetime Model (ALM) that assumes that a stress or a combination of several stresses change only the reliability curve scale. Hence, for a reliability function, the acceleration factor AF allows simply to go from an operating time under accelerated conditions t acc to that at nominal conditions t nom for the same reliability criterion, as described in Figure III-5. The acceleration factor corresponds to a degradation rate ratio under different stress levels; it is defined for several accelerations laws that will be presented later. The construction of a test plan for accelerated life tests is conditioned by the following information: o The failure mode known as the electrical parameter (indicator) related to the degradation mechanism, to be measured periodically in order to determine the degree of aging of the product (it can be absolute or relative drift) o The relevant failure criteria and the associated time to reach it: hence the TTF (Time To Failure) will be the series of time experiments measured on a given lot (e.g. the number of identical products submitted to every stress test) which corresponds to 50 % of the lot reaching this failure criteria. o The various stress test conditions to be carried out and set generally at high temperature and biasing conditions required to experimentally deduce the TTF and then deduce the accelerating factors for a given single failure mechanism to calculate the TTF at nominal biasing and temperature conditions.

R(t)

Scale reliability laws

Acceleration factor is always associated to a scale reliability law. The mathematical definition of a scale reliability law is given by Equation III-5, where R 0 is a standard reliability law accepting additional parameters called form factors, α and β are positive known or unknown parameters [21].

R(t) = R 0 [( t α ) β ] (III-5)
The scale parameter α accept a linear scale change when a multiplication factor k is introduced; assuming that t r is a random lifetime; the scale change is described by Equation III-6:

t r ∼ R(t, α, β) ⟹ k. t r ∼ R(t, kα, β) (III-6)
The most commonly used scale reliability laws are the exponential law, Weibull's law and the log-normal law.

o The exponential law: The exponential law is calculated for a constant failure rate λ as shown in Equation III-7; its MTTF is calculated using the Equation III-8. The exponential law was the first law used in reliability, for its simplicity, and because it allows to model the reliability of the components in their longest useful life [17].

R(t) = e -λt (III-7) MTTF = ∫ R(t)dt ∞ 0 = 1 λ (III-8)
o Weibull's law: Weibull's law is a reliability law with two parameters: the scale factor η (hour) and the form factor β (without unit). The reliability law and its MTTF are given in Equations III-9 and III-10, where Γ is the generalization of the factorial function for real positive numbers, its expression is given in Equation III-11. By associating the three evoked possibilities of the failure rate evolution in the bathtub curve, Weibull's law can represent the three stages of a components' life: early failure (0<β<1), useful life (β=1) or wearout failures (β>1). Thus, Weibull's law is very often used in reliability to model the distribution of components' lifetime [18].

R(t) = e -( t η ) β (III-9) MTTF = η. Γ(1 + 1 β ) (III-10) Γ(α) = ∫ t α-1 .
∞ 0 e -t dt (III-11)

o The Log-Normal law: The Log-Normal (LN) law is a reliability law with two parameters: the expectation μ and the standard deviation σ. If a random variable X follows a normal distribution N(μ,σ) then exp(X) follows the Log-Normal law LN(μ,σ). The Log-normal distribution is a frequently used model in reliability because it concerns positive random variables, and the form parameter σ allows various reliability representations [19].

R(t) = ∫ 1 t.σ.√2π ∞ t e -1 2 ( ln(t)-µ σ ) 2 dt (III-12) MTTF = e (µ+ σ 2 2 )
(III-13)

Accelerated lifetime models

To estimate the reliability of an electronic component, accelerated life models were proposed according to the stress conditions accelerating the degradation mechanisms (temperature, voltage, vibration, humidity ...). In order to estimate the lifetime of an electronic circuit or system, timelimited tests are carried out and lead to the computation of acceleration factor giving the ratio between the constant test stress parameter and the predicted operating parameter. This variable allows the construction of accelerated lifetime models. The modeling of accelerated lifetime is made in two independent steps [20]: o The choice of a parametric family with scale factor of reliability laws for modeling the lifetime under a given stress level. As we saw earlier, the most widely used laws are the exponential laws, Weibull's law or log-normal law. o The choice of a functional relation allowing to express the acceleration factor AF as a function of the numerical stress conditions using parameters to be specified or to be estimated statistically When applying a mono-stress acceleration test, the acceleration factor AF is expressed with a log-linear function, considering a stress parameter X with two different values (X 0 , X 1 ): AF(X 0 ,X 1 ) = exp(a 0 +a 1 .B 1 ) where B 1 is dependent of X 1 : B 1 = f(X 1 ). The multi-stress acceleration test is when several parameters are combined (voltage, temperature, humidity…). Its acceleration factor is constructed from the mono-stress acceleration factors; considering two stress conditions X and Y, the multi-stress AF is given by Equation III-14.

AF([X

0 , Y 0 ], [X 1 , Y 1 ]) = AF X (X 0 , X 1 ). AF Y (Y 0 , Y 1 ) (III-14)
Where AF X is the acceleration factor due to stress X and AF Y is the stress acceleration due to stress Y. The interaction between the stresses X and Y is not considered. Classical laws for the acceleration factor modeling have been constructed and are dependent on the applied stress conditions. The most commonly used acceleration lifetime models are described in this section.

Arrhenius law of temperature

The Arrhenius law is the basis of the reliability models for temperature-induced degradations. It was originally formulated by Arrhenius [22] and later resumed by Eyring [23]. Arrhenius law is an experimental law derived from the Transition State Theory (TST) which aims to explain kinetic reactions for elementary chemical reactions. Arrhenius law of temperature is expressed mathematically as an exponential law and leads to the calculation of an acceleration factor for thermal stress accelerating the failure as given by Equation III-15:

AF = e [ E a K � 1 T 0 - 1 T 1 �] (III-15)
Where T 0 is the reference temperature (Kelvin), T 1 is the acceleration temperature (Kelvin), K is Boltzmann's constant (8,6 10 -5 eV/K) and E a is the activation energy (eV) which represent the minimum energy needed by a molecule to participate in a reaction that activates the failure mechanism. E a is an unknown parameter, and must be estimated statistically from experiments using different stress conditions. Usually, E a varies between 0,3 and 2 eV. For some electronic application, the activation energy is fixed according to a selected failure mechanism [7].

Inverse Power Law (IPL)

The Inverse Power Law for accelerated test modeling is a general law that describes the effect of an electric stress (voltage, current) or the amplitude of thermal cycling or mechanical stress. The general expression of the AF of IPL is given by Equation III-16.

AF(S 0 , S 1 ) = � S 1 S 0 � α (III-16)
Where S 0 is the reference stress level, S 1 is the accelerated stress level and α is the acceleration parameter.

Peck's law for temperature humidity

Peck's law is an accelerated lifetime model for the characterization of combined temperature and humidity stresses. It is issued from Arrhenius law of temperature and the IPL for relative humidity. It is described with the Equation III-17.

AF([T

0 , RH 0 ], [T 1 , RH 1 ]) = � RH 1 RH 0 � n . 𝑒 � E a K � 1 T 0 - 1 T 1 �� (III-17)
Where T 0 and T 1 are the reference and acceleration temperature respectively (Kelvin), RH 0 and RH 1 are the reference and acceleration humidity level (%), k is Boltzmann's constant and E a is the activation energy, n is the humidity effect parameter. n is an unknown parameter but it could be estimated with accelerated tests under different stress conditions.

Coffin-Manson based law for mechanical fatigue

Coffin-Manson based law for mechanical fatigue allows the modeling of cycling stress effect on reliability. The stress is modeled using a periodic profile of the parameter of acceleration (temperature, voltage…). The acceleration factor of Coffin-Manson based law is given by Equation III-18.

AF(T 0 , T 1 ) = � ∆T 1 ∆T 0 � p . � f 0 f 1 � q . e � E a K � 1 T 0 - 1 T 1 �� (III-18)
Where ∆T 0 and ∆T 1 are the temperature change in use and accelerated environment respectively, f 0 and f 1 are the frequency of thermal cycle in use and accelerated environment, p and q are the parameters that characterize the effect of the difference in the amplitude and the frequency respectively.

Black's law

Black's law is a commonly used law with 2 stress parameters that describes the effect of the temperature and current density on IC interconnects involving electromigration mechanism. The equation that used for Black's law is a combination of Arrhenius law of temperature and the IPL for current density (J) as given by Equation III-19.

AF([T

0 , ∆J 0 ], [T 1 , ∆J 1 ]) = � ∆J 1 ∆J 0 � n . e � E a K � 1 T 0 - 1 T 1 �� (III-19)

Generalization

The general concept of accelerated law for multiple stresses X 1 ,X 2 …X p is constructed considering the different acceleration laws presented above including the effect of each stress (Arrhenius law, IPL, exponential law) [8]. The transformation of the stress function is expressed by: o V = 1/T for Arrhenius acceleration law o V = ln(X) for the IPL o V = X, for the exponential acceleration law These transformations lead to the general acceleration factor for multiple stresses expressed by Equation III-20 named the log-linear modeling of the acceleration factor. The Time To Failure (TTF) expression of BAZ model is given in Equation III-20, where E a is the stress-free energy and γS is the energy provided by the external stress. In Zhurkov's tests S was a constant mechanical tensile stress, but it has been demonstrated that S can be any other stimulus (Voltage, current, humidity…) considered as a stress [24]. The effective activation energy is given in Equation III-23.

AF ��X 1 , … , X p � base , �X 1 , … , X p � acc � = e [α 1 (V 1base -V 1acc )] . e [α 2 (V 2base -V 2acc )] … e �α p �V pbase -V pacc �� (III-20)

Boltzmann Arrhenius Zhurkov (BAZ) model

TTF = τ 0 e � E a -γS K.T � (III-22) E a,eff = E a -γS (III-23)
BAZ model can be considered as a generalized model of existing reliability laws. Its use is particularly suited to multi-stress environments. It is also adapted to describe an electronic component or system by relating stress to a variation of an electrical parameter which is limited by a maximum acceptable value [10].

The Multiple Temperature Operational Life (MTOL) method

Introduction to MTOL model

The transistors technology advancement has involved strong requirements in the reliability of electronic components and systems. Until this day, manufacturers of electronic components are able to provide an expected reliability value in terms of FIT knowing that it is defined as a function of an acceleration factor as expressed by the Equation III-24. FIT rate is calculated using Chi-square distribution at 60 % confidence interval from the small number of failures and limited sample size of the population tested. The Chi-squared value is calculated from the inverse Chisquared distribution using the desired probability level and degrees of freedom. The failure rate is then calculated from the Chi-square value

FIT = χ 2 (2f+2)
2.Device Hours.AF . 10 9 (III-24)

Where χ 2 is the Chi-squared value at 60 % confidence level and (2f+2) the degrees of freedom, where f is the number of failures. The device hours is the number of the devices multiplied by the number of hours.

Using the standard HTOL test or other standard reliability testing methods, the electronic circuits' manufacturers report the zero-failure criterion corresponding to specific stress conditions for a single failure mechanism, which does not provide relevant information on the reliability prediction. Furthermore, HTOL test does not provide sufficient statistical data and the accelerated test is usually established for low stress conditions that guarantee the zero failure criterion. This approach could be acceptable when considering a single dominant degradation mechanism that is activated with temperature and/or voltage over-stress. Knowing that the acceleration factor is a non-linear function, it is expressed by multiplying the temperature acceleration factor AF T and the voltage acceleration factor AF V ; thus the total acceleration factor AF is given by Equation III-25 [27].

AF = AF T . AF V (III-25)
This term is widely used by industrial standards for reliability characterization. Yet, it is limited to modeling reliability for dielectric breakdown mechanism. However, the most accurate assumption is to consider that several failure modes are operating simultaneously and competes with each other to cause failure. This is not supported by HTOL testing methods since it considers that only one failure mode is dominant and is acting on the device. A new approach for modeling the multiple failure mechanisms was proposed by J. B. Bernstein [28] as a Multiple High Temperature Operational Life (M-HTOL) approach and will be discussed in detail in this section.

Presentation of the MTOL method

Reliability prediction for multiple mechanisms with matrix solution

The main principle of MTOL method is to identify the operating degradation mechanisms in an electronic circuit and to consider each failure mode as a sub-component. It has been demonstrated considering the voltage and temperature over stress, but is still applicable for other type of stresses (humidity, vibration…). Then, the failure rate of an IC for a given stress of temperature and voltage is computed as the sum the sub-components' failure rates. This approach is supported by the latest JEDEC standard JEP-122G which states that "when multiple failure mechanisms are involved, then a proper summation technique, e.g, sum-of-the-failure-rates method is required" [12]. Thus the calculation of the FIT i for a given degradation mechanism i leads to calculate the total FIT of the circuit, as described by Equation III-26.

FIT = ∑ FIT i i (III-26)
In order to solve the theoretical combination of the different laws modeling the degradation mechanisms, a matrix-based approach has been studied and allows linking the different acceleration factors of each degradation mechanism to the corresponding MTTF or failure rate. This method is based on the results of measurements under different temperature and voltage stress conditions to activate the main degradation mechanisms and to calibrate the matrix of equations. For each applied stress, an acceleration factor can be calculated according to the mechanism considered as proportion to the system FIT. However, since each failure mechanism has a unique failure rate, the matrix resolution follows Drenick's theorem [29] which considers that the combination of numerous degradation mechanisms with different statistical distributions, at the system level, has approximately constant rate. Thus, it is possible to construct a matrix combining the degradation mechanisms by considering that the total failure rate of the circuit is constant. This allows adapting the MTOL method to the algorithm proposed in traditional standards such as the MIL-HDBK-217F. The construction of the matrix is based on the obtained results with the M-HTOL (Multiple High Temperature Over-stress Life test) accelerating test under different conditions among the four main degradation mechanisms in IC (EM, HCI, TDDB, NBTI). At least, four stress conditions are needed to evaluate the contribution of each degradation mechanism. Each stress will see a strong contribution of one mechanism relative to the others, which describes a well-defined failure point location based on the physics models (e.g. JEDEC).

Table III-4 presents the matrix of degradation mechanisms considered in this approach. Each row describes the stress conditions (V i , T i ) of the accelerated test i. The result MTTF i represents the average time when the system will present a failure at a considered percentage of degradation to calibrate the system. The result is given in terms of failure rate λ and measured as FIT calculated as 10 9

MTTF

. For each stress conditions (V i , T i ), a relative acceleration rate (a parameter proportional to acceleration factor) is reported in the different rows. The method assumes that each acceleration factor (A i , B i , C i , D i ) affects linearly the performance of the system. The matrix solution leads to a linear system of equations as presented in Table III-5 which leads to the Equation III-25, its resolution allows finding the set of constants P i , which characterized the impact of one degradation mechanism to the overall reliability of the circuit. The goal of solving the reliability matrix is the reliability prediction for any other operating conditions (e.g. nominal operating conditions) that were not tested using the extrapolation of the constructed reliability model. The acceleration factor formulas for each degradation mechanism are detailed in Table III 
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Application of matrix solution approach

The MTOL approach was applied for a set of experiences on a 28 nm integrated circuit [28]. The purpose was to determine the MTTF in nominal operating conditions set to (0.9 V, 30 °C). The test consists in applying several stresses under different conditions on a ring oscillator and calculating the failure rates λ i for the MTTF i relative to a decrease of 10% of the output frequency. The results of the accelerated tests for 5 different conditions are shown in Figure III-7. The MTTF of the 10% degradation is obtained in the various cases by extrapolation. The reliability matrix presented in Table III-4 is constructed according the calculated acceleration factor relative to the unity conditions for (0.9 V, 30 °C), which are the minimum operating conditions. The unity condition is necessary because it allows calculating the constants P i according to a meaningful proportionality, which can be explained by the simple proportionality of the acceleration factor at arbitrary conditions. The reliability matrix proposed by the MTOL approach presented in the previous section by Table III-4 is completed using the presented experimental results. The calculation of the acceleration factors for each degradation mechanism at the different conditions leads to the resolution of the matrix. Hence, the contribution of each mechanism to the total FIT is determined as a proportionality factor, as described Table III-7. However, a most accurate contribution of each mechanism is represented by the matrix given in Table III-8 where the last 4 rows are extrapolated results for untested conditions. This experimental study shows that Electromigration is the dominant mechanism at the stress conditions (0.9 V, 70 °C) and it is combined to the TDDB at higher stress conditions, although the proportionality factor of the TDDB presented in Table III-7 shows a little influence of TDDB to the total FIT. The proportionality factors are calculated for each degradation mechanism for the solved value of P i in Equation III-25 according to P total � P i P total �. Overall, electromigration is the dominant mechanism for any test conditions, since it is the least accelerated mechanism by the HTOL test [28]. The extrapolated results from the reliability matrix resolution have been plotted for different voltages and involve the different degradation mechanisms according to the temperature as described by Figure III-8.

Figure III-8 Reliability curve for different voltages for 28 nm technology [11]

To sum up, MTOL approach is the first method that allows using existing physical models for reliability prediction to determine the multiple mechanisms activated on a chip for any condition of use and for a specific degradation criterion, which represents the key novelty of this approach. However the calculated constant P i of the reliability matrix of MTOL model are dependent of the IC technology, hence, the study of an IC with a different technology process must be studied following the M-HTOL testing methods in order to segregate the different degradation mechanisms for the construction of the MTOL model. It should be noted that MTOL refers to the reliability prediction model based on matrix solution and M-HTOL refers to the test approach based on the application of multiple stresses conditions.
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Presentation of MSTORM tool

General presentation of MSTORM tool

New investigations studied the MTOL model and proposed a recombination with the multidimensional Boltzmann model Arrhenius Zhurkov (BAZ). This study involved the creation of a new MSTORM (Multi-phySics mulTi-stressOrs predictive Reliability Model) tool to simplify the use of the new combined model (MTOL/BAZ) [26]. The basis of this approach comes from the TST (Transition State Theory) and the health of a population of components that grows over time and changes following the applied stress. As seen in the section 2.3.6, the concept of TST is that an identical and homogeneous lot of components degrade after an observation time due to aging or storage. Thus, because of the aging, the transformation is translated by the transition from a certain energy level to another. The BAZ model is based on a fundamental assumption cited by A. Bensoussan in [26] as: "For a biasing set higher and close to the breakdown limit, the two failure mechanisms (E.G. the diffusion and the instantaneous catastrophic ones) are in competition and occurred simultaneously; for sake of simplicity it is assumed they are progressively and linearly combined from a pure diffusion mechanism at nominal biasing to a pure burnout at high bias (voltage or current of power dissipation)". According to the Boltzmann-Arrhenius-Zhurkov (BAZ) model which is in fact similar to COX model, we find λ for a material or a device experiencing the combined action of an elevated temperature and external stress S as given by:

λ = λ 0 • exp �- (E a -γ•S) k•T � = λ 0 • exp �- E a,eff k•T � (III-28)
Consequently, the derivatives determines the effective activation energy E a,eff and the γ factor as follows [31]:

E a,eff = k • � ∂(ln(λ)) ∂� 1 T � � S = � 1 FIT M • ∂FIT M ∂� 1 k•T � � S (III-29) γ = -� ∂λ ∂S � T = � k•T FIT M • ∂FIT M ∂S � T (III-30)
The expression III-25 proposed in this study has been established assuming that the stressors are independent of the temperature effect. The proposed method of reliability is agile and consists in defining the physical limits of an electronic component through burnout or breakdown tests in order to normalize the new stress parameters. The activation energy approximation method is integrated in the MTOL model and allows the construction of a predictive reliability model through the MSTORM tool.

For the case study of a FPGA 28 nm process presented previously, the calculated effective activation energy is presented in Figure III-9 in 3D and 2D plots. These figures show the nonlinearity of the activation energy when considering BAZ model. For each degradation criterion, the activation energy reaches a stabilization state when the degradation mechanism (EM, BTI or HCI) is activated. These values of activation energy are integrated in MSTORM model for the FPGA 28 nm process and should be reconstructed for any other technology. 

Case study: FPGA 45 nm

The new reliability prediction methodology was studied on DSM commercial components: FPGAs designed in 28 nm and 45 nm technologies. Some results of the MTOL model on the 28 nm FPGA were briefly presented in 3.2.2. In this section, the 45 nm FPGA reliability model will be detailed because it corresponds to the same IC family studied in our research work. We can assume that for the same CMOS technology embedded in two different components, the degradation mechanisms activated by a multi-stress of voltage and temperature will be similar. Considering this assumption, the results of the applied stress to the FPGA studied in our project will be compared with the results that will be presented in this section. The tested FPGA is a Xilinx XC6SLX9 Spartan 6 (45 nm) built on a Mojo board. The test set-up consists in the stressed component (FPGA) that will be implemented with different Ring Oscillators (RO) running with several frequencies from 700 MHz down to 200 KHz, this allows seeing the frequency dependence to the failure mechanisms. The measurement system is composed of a 32-bit binary counter referenced to an on board clock signal of 9 Hz. The board is controlled with a communication interface using a computer as presented in Figure III-10. According to the M-HTOL test methodology, temperature and voltage stress conditions are defined to accelerate the different degradation mechanisms separately. Only the HCI, BTI and EM mechanisms will be considered because the TDDB showed no contribution during these experiments. This can be explained by the fact that the TDDB mechanism is activated for voltages higher than 1.6 V, knowing that the nominal operating voltage of the FPGA is 1.2V. The acceleration tests are performed for temperatures from -50 to 150 °C. The first part of this study consists of determining the activation energy E a and the coefficient γ for each degradation mechanism. For this purpose the degradation criterion is defined as 10% variation of the ROs frequencies relative to the initial frequencies. The degradation criterion was randomly fixed, since the MTOL model construction is independent of this criterion. Only the parameters of acceleration factor and failure rate will change experimentally. According to the FIT calculation for each degradation mechanism E a and γ can be deduced using an interpolation with a linear function as seen in Figure III-11. These parameters are extracted for each degradation mechanism and are summarized in Table III- These results allow the application of MTOL method described before. Three different test points were considered to solve the reliability matrix for the three considered degradation mechanisms, considering the FIT calculation for each mechanism using the Equations given below.

FIT HCI = f. V γ HCI . e - E a HCI kT (III-31)

FIT BTI = e γ BTI V . e -E a BTI kT (III-32) FIT EM = f. V γ EM . e -E a EM kT (III-33)
A relative weighting factor was found from the resolution of the reliability matrix, more details are given in [11]. This study allows the construction of a reliability profile extrapolated for untested conditions. The obtained results are presented in This study has given very practical information about the reliability of a FPGA 45 nm; it will allow the FIT calculation and the reliability prediction during the study that will be presented in the next chapter. Furthermore, since the reliability profile has been constructed from data obtained with measurements, the study held in this thesis could be considered as a case of validation of the new MTOL model. We point out that we are especially concerned about the reliability prediction in terms of EMC level. Hence, many other degradation criteria must be considered.

Conclusion

In this chapter, the modeling for predictive reliability has been presented. From a historical perspective, several guidelines have been proposed in the different industrial applications, they allow the electronic component reliability modeling when activating a specific degradation mechanism. Since the publication of the MIL-HDBK-217 standard by the US defense industry, several other guidelines have been proposed for other industrial applications (FIDES, TELCORDIA ...). However, these reliability prediction methods suffer from several limitations. Since they are based on the CFR model, they only allow modeling the random failures which appear during the useful life of the component. Moreover, the presented approaches model only one dominant degradation mechanism without taking into account the potential failures due to the activation of other mechanisms simultaneously. A more recent approach has also been introduced, the physicsof-failure approach which also models the electronic components reliability using manufacturing process information and leads to more accurate results for the failure rate prediction. However, it requires several manufacturing and processing data that could be confidential and does not take into account the combination between several degradation mechanisms.

In general, all models rely on accelerated aging tests; the approach for modeling these accelerated tests has been presented with the most commonly used mathematical laws. The added value of BAZ model has been demonstrated. It allows modeling the passage of activation energy from an initial state to another with the stress effect, based on the TST and Eyring model, and taking into account multiple stressors. These acceleration laws and the Physics-of-Failure approach are the basis for the creation of the new MTOL model which, in combination with the BAZ model, has led to the creation of the MSTORM tool for reliability prediction presented in the last section. MTOL allows modeling the reliability and takes into account the activation of several mechanisms individually using the multi-stress life-test. The construction of MTOL models requires the resolution of a matrix of equations relating the acceleration factors of the different mechanisms to the corresponding failure rates with weighting factors. The resolution of this matrix allows identifying these factors for each mechanism and leads to the reliability extrapolation for untested conditions. This approach was applied to FPGAs designed in 28 nm and 45 nm processes. The obtained results for the 45 nm FPGA are particularly interesting for our study; the tested component corresponds to the studied FPGA technology and belongs to the same Xilinx FPGA family (Spartan 6). The reliability profile constructed is involving the different degradation mechanisms at different voltages and temperatures. In the next chapter, it will be used to predict the FIT for the stress conditions that will be chosen to study the aging effect on the FPGA EMC and SI performances.

Chapter IV. Long-term electromagnetic robustness

In the different industrial fields, embedded electronics equipments are increasingly integrating complex systems and components. Thus, EMC levels are a major constraint since all electronic equipments and systems must respect a certain level of EMC compliance. In addition, to reduce the costs, OEMs are obliged to use more and more COTS components that exhibit a strong technological evolution but require several requalification phases. To overcome this problem, as discussed in the previous chapters there are existing models for integrated circuit that allow prediction of EMC levels. As it has been presented, this study is focused on the modeling of conducted emissions of a complex FPGA due to its technological parameters, the number of power and ground pins, and the number of configurable logic blocks (CLBs). Hence, the ICEM-CE model of the FPGA was constructed with a proposal for a new methodology to build the IAs blocks. In addition, the effect of the signal integrity of the FPGA on the conducted emission has been presented. However, since for industrial applications, integrated circuits are subject to harsh operating conditions (voltage, temperature, humidity, vibration...), the intrinsic degradation mechanisms of the components are liable to be triggered and accelerate aging of the circuit. Therefore, in order to study the impact of aging on the conducted emission level of the FPGA and integrate it into the ICEM-CE model, the MSTORM reliability model will be used to predict the failure expressed in FTT of a certain degradation criterion and at specific operating conditions. However, in order to validate the data established in the MSTORM model for a 45 nm FPGA, accelerated aging tests were carried out to calculate the reliability parameters according to the log-normal and Weibull's distribution laws. Finally, the time required for drift to occur can be predicted using the MSTORM model and the degradation criterion is integrated into the FPGA ICEM-CE model to simulate the evolution of conducted emission levels after aging.

The study of electromagnetic robustness of the FPGA is organized as follow; the first section is dedicated to a general presentation of the accelerated aging tests in order to introduce the M-HTOL testing method. The methodology carried out during this study for accelerated tests is presented in the second section and is followed by the experimental results for the observed degradation of signal integrity and CE level in the third section. Using the measured parameters after the aging of the FPGA, the reliability models are constructed following the log-normal and Weibull's distribution in the fourth section. Finally, the CE level after aging will be simulated using the ICEM-CE and the degradation data of MSTORM model.

General overview on reliability accelerated testing

The construction of the reliability MTOL (Multiple Temperature Operational Life) matrix based model presented in the previous chapter requires a set of experiences based on accelerated multiple tests to obtain, in a reduced time, the laws governing the components degradation according to their use. Despite the fact that the combination of Reliability and EMC domains is not widely explored, some research works have been done and allowed to observe the evolution of the EMC levels as a function of the applied stress. In [START_REF] Boyer | Characterization and Modeling of Electrical Stresses on Digital Integrated Circuits Power Integrity and Conducted Emission[END_REF], it was demonstrated that using HTOL stress, the conducted emission level of a digital circuit with 90 nm process decreased. In addition, [30] shows that the activation of the degradation mechanisms of an integrated circuit with 65 nm process due to the LTOL stress lead to the decrease of its immunity level in high frequencies In this study, the parameters that will be used to accelerate the aging of the FPGA are voltage and temperature. Before the temperature overstress application, a preliminary study is necessary to fix the DC voltage limits. Hence, the main steps for reliability accelerated tests are: The objective of this test is to define the voltage level from which the FPGA starts degrading and to define the degradation limits rapidly. It can further reduce test time and the variability of failures times. In this type of test, it is essential to carry out design of experiment study which allows choosing the number of samples, the test conditions, the number of steps and their duration, and the tools for analyzing the test results [START_REF] Miller | Optimum simple Step-Stress plan for accelerated life testing[END_REF]. o Life test: The multiple accelerated life test has been presented and consist on a multistress parameters application (voltage and temperature) for different operating stress conditions. Recovery measurements have to be performed for each stress in order to follow up the degradation criterion of the specified parameters.
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Methodology of accelerated life testing

In order to construct a reliability model for the studied Spartan 6 FPGA, the application of the electrical step stress will allow setting the voltage limits to be applied and which will lead to the appearance of degradations according to the specified criterion. Then, in the life test stage, the effect of temperature will be combined with electrical stress in order to accelerate the aging of the component and different stress operating conditions will be applied to separate the different degradation mechanisms. In this section, the methodology followed in the study of the step stress and the life test is detailed.

Step-Stress Accelerated Life Test (SSALT)

The electrical characteristics of the Spartan 6 FPGA are given by the manufacturer. However, DC voltage values are given for absolute maximum ratings as shown in Table IV-1, and the manufacturer noticed that "Stresses beyond those listed under Absolute Maximum Ratings might cause permanent damage to the device. These are stress ratings only and functional operation of the device at these or any other conditions beyond those listed under Operating Conditions are not implied. Exposure to Absolute Maximum Ratings conditions for extended periods of time might affect device reliability [START_REF][END_REF]". This means that the given values will only guarantee the FPGA good functioning, and setting the maximum values will not systematically lead to the component burn-out or the appearance of any degradation in a reasonable time for an accelerated life test.

Power Domain MIN. NOM. MAX. NOM/MAX

VCCINT (V) -0,5

VCCAUX (V) -0,5

VCCO (V) -0,5

VREF (V) _ 0,75 0,825 10% Since the manufacturer does not give exactly the voltage values that lead to the components burnout, the DC voltage maximum ratings values are not precise enough to determine the voltages to be applied to the FPGA in each step of the step stress. Therefore, over voltage stress tests have been performed on the studied FPGA to determine the voltages burn-out limit. The test consists of applying the nominal voltages on the FPGA, then increasing the voltage on each power domain until obtaining a burn-out. The current consumption is recorded during this experience.

The same procedure has been applied to each power domain; therefore, the tests are performed on three different components. The obtained maximum voltages that led to burn-out for each power domain are reported in Table IV-2 and compared to the nominal voltage values and the absolute maximum rating given by the manufacturer. The Figure IV-3 shows the curves of the different supply voltages as a function of the current consumption measured using a digital precision multimeter. The figure shows that with the increase of the voltage, the current consumption could reach very high values which lead to the component degradation. The maximum voltages which led to the breakdown of the components are 4.7 V for the power domain VCCINT, and 6.7 V for the power domains VCCO x (where x refers to the bank number). The reference voltage VREF is always set as the half of the power domain VCCO3 value as specified by the manufacturer. o Initial measurements for a set of specified configuration to follow up the FPGA degradation. o The application of an initial over voltage stress V+ΔV to the supply pins of the component (where V is the nominal voltage and ΔV is the incremental stress voltage) for a duration of 168 h. Here, the step stress duration and the incremental stress voltage are fixed to be constant, however, in a step stress test, it is possible to have different stress periods and the stress levels do not have to be uniformly spaced [START_REF]Accelerated testing handbook[END_REF]. o Perform the recovery measurement at the end of the step under the FPGA nominal operating conditions. o If there is no degradation on the tested configuration the over voltage stress ΔV must be incremented.

Power Domain

V nom V max_rating V max VCCINT 1, 2 1,32 4,7 VCCO x 3,3 5,75 6,7 1,5 1,65 6,7 
0 0,5 1 1,5 2 2,5 1 2 3 4 5 

Current (A)

Voltage (V)

VCCINT 0 0,1 0,2 0,3 0,4 0,5 0,6 0,7 0,8 0,9 1 3 4 5 6 7 
Current (A)

Voltage (V) VCCO_3V3 0 0,05 0,1 0,15 0,2 0,25 0,3 0,35 0,4 1 2 3 4 5 6 7 
Current (A)

Voltage (V)

VCCO_1V5

Long-term electromagnetic robustness | 156 o When a degradation is seen at the step number N, the voltage limit will be set at the operating conditions of the step N-1. No voltage stress will be applied beyond this limit during the life test. The voltages defined at the N-1 step will be noted V STEP . The voltage operating conditions applied in the step stress are resumed in Table IV-2, the degradations induced by the different steps will be discussed later. During the step stress, 3 different components will be tested and 2 control samples are kept to check the repeatability of the measurement test bench. 

Multiple High Temperature Operating Life test (M-HTOL)

The M-HTOL testing method is based on the voltage over-stress combined to the temperature over-stress. For the studied Spartan 6 FPGA, the evolution of the current consumption according to the voltage and the temperature is not known. However, as seen in the Chapter I, the activation of the degradations mechanisms are linked to the device current density. Hence, prior to the life Long-term electromagnetic robustness | 157 test, a preliminary study must be performed to understand the link between the three parameters: current, voltage and temperature. The preliminary test involves the selection of different temperatures, and different core supply voltages (VCCINT) and IO power supplies (VCCO), in order to establish a design of experiment that will define the life test operating conditions (V,T). In this preliminary study, the static and dynamic currents are measured to estimate the junction temperature for each voltage and current consumption and ambient temperature combination. The objective of this study is to be able to choose the couple (V, T) such as the lifetime (TTF: Time To Failure) predicted by the M-STORM model respect a reasonable duration, which were fixed in this study to 1000 h, in order to be able to study different conditions in the allotted time for this work. Using the step stress and the preliminary test results, the operating conditions of the life test can be defined. The life test workflow is presented in Figure IV-5 and consists on the following operations:

o Initial measurements at ambient temperature.

o Stress application at the defined parameters (V i ,T i ) over a time t j , where i is the stress number and j is the number of hours under which the components are under the stress.

According to the MIL-STD-883H standard [START_REF]Test method standard of microcircuits[END_REF], the duration t j varies following the TTF for the specified stress conditions as shown in Table IV 

Experimental tests strategy

The experimental study of the aging of FPGA needs to set up an experimental tests strategy, in order to fix the number of samples to be tested, the parameters to be tested (degradation criteria) and the configurations to be implemented. It is necessary to provide a sufficient number of samples to perform a statistical study at the end of the life test. The Table IV-5 resumes the number of tested FPGA. During the preliminary study of step stress 3 FPGAs has been tested with no control sample since the goal was only to define the voltages burn-out limit of the component. In the step stress, 3 FPGAs were set to go through the electric stress with 2 control samples that allow the verification of the repeatability of the different measurements. The preliminary study of life test needs only one FPGA, since the goal is only to record the evolution of the current, voltages and junction temperature parameters. Furthermore, the component does not reach the burn-out limit since it was fixed in the previous test (step stress) and no control sample is needed. Finally, 5 different FPGAs were set for the life test with 1 control sample. Moreover, since the M-HTOL testing method needs a minimum of 3 stress conditions, the number of samples will be 15. This leads to a total of 25 FPGAs for the accelerated aging tests.

Test Nb. aged samples Nb. control samples

Preliminary study of

Step Stress 3 0

Step Stress 3 2

Preliminary study of Life test 1 0

Life test 5 per (V i ,T i ) stress 1

Table IV-5 Number of tested samples at the different stages of the step stress and the accelerated life test

The tested parameters are chosen such as they contribute in the CE noise level. During the applied tests, several configurations were implemented, as presented in Table IV- Hence, 99 inverters are implemented in order to fix the output frequency to around 10 MHz. Furthermore, the same design has been implemented in different areas at the FPGA floorplan level in order to consider each area as a single sample which allows increasing the samples number for the statistical analysis.

o Static and dynamic characteristics of the IOs in order to observe the induced degradation on the pull-up and pull-down devices for the different IO standard (LVCMOS33, SSTL15, DIFF_SSTL15). The test consists in the measurement of the I(V) characteristics of the NMOS and PMOS transistors using a sourcemeter and the V(t) measurement to characterize the time profiles of the signals at the rising and the falling edges. The objective is to evaluate the aging effect on these parameters, hence, on the FPGA signal integrity. o Conducted emissions measurements are performed using the 1 Ω method for the delay line configuration, in order to study the effect of aging on the CE level. The delay line uses the same structure as seen in Chapter II, with a different number of inverters and number of cascaded delay line blocks. In this case, the configuration is set for 10 inverters per block, and 900 delay lines will be implemented in series to maximize the dynamic power consumption. For SI measurements, different IO standards will be tested using static and time profile measurements. 

Experimental results of accelerated life test

In this section, the experimental results of the accelerated tests will be presented, starting with the SSALT results of IOs characteristics and CE level evolution. These results will give valuable information about the electric stress effect on the studied parameters. Moreover, the power supply voltage limits which must not be exceeded during the life test will be defined. The second part of this section concerns the experimental results of aging obtained during the M-HTOL tests. The degraded parameters will be presented for each tested configuration and for the different stress conditions. These results will help calculating the TTF for the different experiences in order to confirm the model given by MSTORM, which will be used later to calculate the TTF for untested conditions and evaluate the evolution of CE using ICEM-CE model of the FPGA. o Relative to GND: the sourcemeter is referenced to the ground. The voltage is applied between the tested output pin and the ground. o Relative to VCC: The sourcemeter is referenced to the IO power supply. The voltage is applied between the tested output pin and its power supply. The degradation shows up as a decrease of the saturation current of the pull-down devices. No important variation in the pull-up device current has been noted. This means that, with the electrical stresses, only the NMOS transistors degrade due to the HCI mechanism activation, because of the higher mobility of the majority charge carriers. During the operation of NMOS device, the electrons gain enough energy to trigger impact ionization within the substrate. The generated electrons and holes get injected in the gate oxide and create defects in the interface. However, since the PMOS transistors are mainly affected by NBTI mechanism, with the applied step stress, no NBTI effect was observed. This could be due to the rapid recovery of NBTI on PU devices because of the long duration of the test. The HCI mechanism does not appear in PMOS transistors, because the charge carriers (holes) in PMOS have a lower mobility than electrons and are easier to scatter than electrons. Hence, the average energy of the charge carriers in PMOS is low and does not trigger impact ionization [START_REF] Alam | Scaling theory of HCI degradation[END_REF]. The I(V) characteristics have been compared for the different aged and control samples components. To compare the induced degradation in the different FPGAs the saturation currents variation I var at a specific voltage point V p (3.3 V for LVCMOS33 IO and 1.5 V for SSTL15 IO) was calculated using the Equation IV-1.

I var (%) = I V+∆Vi �V p �-I initial (V p ) I initial (V p ) (IV-1)
Figure IV-11 presents the comparison of the current variation at each step for the pull-down devices of the different tested components. The comparison shows that there is no important evolution in the current variation of the pull-down devices of the control samples, which proves the repeatability of the test bench. However, the degradation reaches -20 % on the LVCMOS33 PD devices and -15 % on the SSTL15 PD devices for the electrically stressed components at the third step with the same tendency. But in the last step, the dispersion between the current variations becomes important. No variation is reported in the Figure IV-11 for C2SE component since it was completely burned out and no measurement could be done. Hence, only 4 tests were performed during the step stress (N = 4), and the voltage limits will be fixed at the third step (N-1). 

Current variation (%)

Step number 

Current variation (%)
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Transition time variation (%)

Step number differential output buffers. Furthermore, the measurements are realized using two identical active probes placed on the measurement points symmetrically. The reason of this dissymmetry is unknown and could be an intrinsic default of the FPGA linked to the technology or manufacturing process. However, the application of the electrical stresses has degraded the output buffers and the dissymmetry between the differential outputs increased. A differential pair must guarantee a symmetrical time profile signal, in order to reduce de common mode noise. Differential signals inherently create low radiated emissions when they are perfectly balanced (symmetric), because the electric fields created by one half of a signal are suppressed by the fields created by one half of the other signal. However, the degradation of the output buffers leads to an important asymmetric profile between the outputs of the differential pair, which have a major consequence on the electromagnetic emission of the FPGA. It will create the circulation of a common mode current on the traces, contributing strongly to the radiated emission of this differential pair. For the different measurements, the common and differential modes are calculated using the Equations IV-2 and IV-3. The results of the common and differential mode calculation on the rising and falling edges of E2 are presented in Figure IV-16 and Figure IV-17. The differential mode voltage switches between ± 500 mV at the initial measurements and the amplitude decreases to 700 mV. The fall time at initial measurement is 606.3 ps and increases to 1.09 ns at the final step. Furthermore, the rise time at the initial measurement was 550 ps and increases to 644.5 ps. However, the common mode varies at every transition and the amplitude of the variation increases from 300 mV to 400 mV from the initial measurement to the last step stress, this will be at the origin of a RF common mode current generation which increases the radiated emissions. presents a comparison of CE levels for the different steps, it shows no major variation. A very slight decrease of 2 dB is noted between the initial and the last step measurements. Although the electrical stresses have been performed at relatively high voltage values, the stress duration may not be sufficient to degrade the internal structures of the FPGAs. The ring oscillator configuration was planned to evaluate the core degradation, but during the electrical stresses the HCI mechanism has increased the threshold voltage of the internal transistors and the output frequency could not be measured at nominal operating conditions. A solution was found at the end of the step stress, it consists in increasing the core power supply until the stabilization of the ring oscillator output frequency, and going back to the nominal operating conditions allows the measurement of the output frequency. The aging effect on the internal signals propagation delays will be studied during the life test. 

V CM = V E2 +V E1 2 (IV-2) V DM = V E2 -V E1 2 (IV-3)

SSALT results summary

The step stress allowed studying the effect of the electrical stress on the signal integrity and EMC performance of the FPGA. The main observed degradation concerns the output buffers characteristics, which consist in the degradation of the PD devices for the single ended pins with a decrease of the saturation current in the I(V) characteristics and a considerable increase in the fall time transitions due to the activation of the HCI mechanism in NMOS transistors. The differential pins presented a degradation in both PU and PD devices which has an impact on the common mode voltage which increases the radiated emission of the differential bus. Finally, the conducted emission measurement has not shown any notable evolution between the different steps, and may be related to the short time stress duration. Overall, for the different parameters the tested FPGAs has presented the same degradation tendency until the third step. The fourth step presented an important dispersion on the degraded parameters and the burn-out of the C2SE FPGA. Hence, the M-HTOL tests can be performed at the fixed voltages limits defined by the third step.

Experimental results of M-HTOL

Experimental results of preliminary tests

The M-HTOL test method consists in applying multiple voltage and temperature overstress. However, one of the parameter that influences the performance of the FPGA is the junction temperature, which is linked to the ambient temperature and the power supply voltages. The objective of this test is to be able to predict the junction temperature for the selected overstress conditions in order to activate the degradation mechanisms in acceptable stress duration and preventing the burn-out in a short stress period. Xilinx tool (XPA) is capable of calculating the junction temperature for different ambient temperatures, but the tool is limited to nominal biasing conditions and does not allow the variation of the power supply voltages beyond the manufacturer maximum rating limits. Hence, prior to the M-HTOL, a preliminary test has been performed to study the evolution of the junction temperature according the operating conditions. Since the current consumption depends 
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in the power supply voltage, the parameters that will be varied are the ambient temperature T a , the core and IOs power supply VCCINT and VCCO respectively. The junction temperature T j is calculated using the Equation IV-4. In this work, it was not possible to access to substrate of the FPGA to measure directly the junction temperature and to extract the exact value of the thermal resistance R th . Thus, its value is considered as given by the manufacturer Xilinx for the Spartan 6 family: R th = 30.2 °C/W which is certainly a rough estimation but sufficient to estimate acceptable stress temperature. The current consumptions ICCINT (Core consumption) and ICCO (IO consumption) are measured using a precision multimeter.

T j = T a + R th . (VCCINT. ICCINT + VCCO. ICCO) (IV-4)

Since the preliminary study consists in varying three parameters (T a , VCCINT, VCCO), a design of experiment has been constructed to limit the number of tests. As presented in Table IV-7, the chosen temperatures are 20° (ambient), 40 °C, 80 °C and 120 °C. All tests are carried out inside a thermal chamber which guarantees a minimum variation of ± 2 °C. The selected VCCINT voltages are 1 V, 2 V and 3 V. All IO banks are supplied with the following VCCO voltages: 3 V, 4.25 V and 5.5 V with a reference voltage VREF = VCCO/2. The design of experiment allows testing all the possible combination between the selected values of (T a , VCCINT, VCCO). The obtained results are detailed on the table presented in the Appendix 3. These results are plotted in Figure IV-19, and show the evolution of T j according the power supplies VCCINT and VCCO. As seen in this figure, the junction temperature is mainly influenced by the electric parameters of the core. The increase of VCCINT for a given ambient temperature leads to the increase of the current consumption ICCINT, hence, the junction temperature increases as well. This seems obvious in the Equation IV-4, but the tests show that this is the main contribution in the junction temperature calculation. The Figure IV-20 resumes the obtained results for every ambient temperature and every VCCINT, VCCO operating conditions. It shows an important increase in the junction temperature starting from VCCINT = 2 V at every T a . However, the evolution of T j is known only for the tested conditions. Then, to be able to predict the junction temperature for untested conditions, a polynomial interpolation has been performed considering two variables (x,y) = (VCCINT,VCCO) and two polynomial function P 1 (x,y) and P 2 (x,y) of the second degree to calculate the current consumptions ICCINT and ICCO respectively. Hence, the considered function for calculating the junction temperature at any ambient temperature T a and any parameters (x,y) is given by the Equation IV-5. IV-8. These stress conditions was chosen in a way that the aging of the FPGAs will be accelerated for a reasonable duration in order to observe degradation in the tested parameters. 

Aging effect on signal integrity

Aging effect on static measurements

During the multiple high temperature life tests, the delay line configuration has been implemented with different standard IOs (LVCMOS33, SSTL15, and DIFF_SSTL15) activated in order to accelerate their degradation and study its effect on signal integrity. The recovery I(V) measurements have been performed at nominal operating conditions and the current variation I var_i is calculation for each component i ϵ [1,5] as expressed by Equation IV-6. The Figure IV-22 presents the average current variation I var of LVCMOS33 and SSTL15 output buffers at the nominal power supply voltages V nom (3.3 V and 1.5 V) recorded using I(V) measurements at the different stresses. The average current variation I var is calculated for the N=5 tested components at each stress as given by Equation IV-7.

I var_i (V nom ) = I stress (V nom )-I i initial (V nom ) I initial (V nom )
(IV-6)

I var = ∑ I var_i N N i=1
(IV-7)
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For each stress conditions, the figure shows a decrease in the current level for the PU and PD devices according the square root of time. In reliability, the evolution of characteristics during accelerated aging tests is mainly presented according to the log or the mean square of time. Furthermore, the current variation level decreases when the overstress voltage (VCCO) increases.

The PD devices are once again degraded as seen in the step stress results, and the degradation level has increased up to -22 % for the LVCMOS33 PD device and -95 % for SSTL15 PU device due to the over temperature stress. However, in contrary to the step stress results, the LVCMOS33 PU devices are also degraded during the life test. This is due to the activation of NBTI mechanisms which is triggered when the applied voltage is 2 to 3 times the nominal voltage value and when the temperature is between 25 °C to 200 °C as explained in the chapter I. 

Aging effect on timing profile measurements

As the aging affect the FPGA signal integrity, the timing profile of the signals have been measured in order to follow up the evolution of the rise and fall times for the different tested IO standards. Figure IV-23 presents the evolution of the average transition times at the rising and falling edges of an LVCMOS33 output buffer for the different tested FPGAs at the applied stress conditions. The transition time variation is calculated following the same principle as the current variation presented previously using Equations IV-6 and IV-7. The figure shows an important increase in the fall times when the applied stress conditions (voltage/temperature) increase. Furthermore, the rise times also increases, which follows the degradation of PU transistors as seen in I(V) measurements. The measurements of the timing profiles of DIFF_SSTL15 pins have shown a significant decrease in the signals amplitude. Figure IV-24 presents the variation of the amplitude of the differential pins for the different applied stresses. The amplitude variation decreases when the applied stress voltage and temperature increases. Furthermore, although the differential pins E1 and E2 are manufactured symmetrically, the figure shows that they do not degrade systematically with the same percentage. For example, at the stress 2, the amplitude variation of E1 reaches -30 % after 500 h (1342 s 1/2 ) of cumulative stress time, while it only reaches -10% for E2 pin. This could be due to the dispersion of the degradation mechanisms activation or to the process manufacturing which is confidential. The reduction of the differential signal level mainly affects the device signal integrity. The degradation of differential output buffers has an important impact on the common voltage level as seen in the step stress results. During the life test, the recovery measurement of the differential pins profile time has been recorded for several periods in order to compute to common mode voltage in the frequency domain. The common mode level evolution has been studied on the different stressed components and for every stress conditions. To summarize the obtained results, the average CM level is calculated at the frequency range [1,100] MHz. Figure IV-27 presents the evolution of the average CM level for the different stress conditions. Although the temperature overstress accelerates the degradation of differential output buffers, it is mainly dependent on the overstress voltage. Knowing that the nominal voltage of DIFF_SSTL15 pins is 1.5 V, the stress 1 is applied at 4.1 V and shows a slow evolution of the CM level which reaches +3.2 dB at the final recovery measurement after 1000 h (1906 s 1/2 ) stress duration. However, when applying a stress voltage 4.8 V, the CM level increases more rapidly and reaches +8 dB after 500 h (1341 s 1/2 ). Furthermore, at 5.2 V which represents 3.46 times the nominal voltage, the CM level increases of +14 dB after only 140 h (709 s 1/2 ) stress duration.

Figure IV-27 Average common mode voltage level evolution between [1,100] MHz for the different stresses

In this section, it was demonstrated that aging has a significant impact on the signal integrity of the studied FPGA. Using SI measurements, different IO standards have been characterized. The main impacts are listed as follow: o I(V) measurements show that the current level of LVCMOS33 and SSTL15 output buffers decreases significantly and the reduction level depend on the stress conditions. This is due to the activation of HCI and NBTI degradation mechanisms on the NMOS and the PMOS transistors respectively. o V(t) measurements have shown the increase of the rise and fall times of LVCMOS33 IO and an important decrease in the DIFF_SSTL15 IO amplitude. The degradation of the differential pins leads to an important dissymmetry in the signals profile time, thus, the outputs common mode voltage level increases. The performance of IOs could also impact the conducted emissions. As seen in the Chapter II, an IBIS file was used to reproduce the internal activity of the switching IOs. The impact of aging of IOs on CE will be studied later in this chapter.

Aging effect on propagation delays in digital logical blocks

To assess the aging effect on the propagation delays between the FPGA internal logic blocks, the same structure of a ring oscillator was implemented in different areas of the FPGA in order to increase the number of tested structures. In fact, each area is considered as a different component which allows increasing the confidence level during the statistical study that will be presented in the next section. Overall, the aging increases the propagation delays, hence, the switching frequency become slower. output frequencies for the different applied stresses. The aging phenomena are accelerated by voltage and temperature overstress. Thus, according to the applied stress conditions, the variation of ROs output frequencies will have a different level. The aging affects the timing performances of the FPGA and make it less reliable. 

Reliability model construction

The degradation of the intrinsic parameters of the studied FPGA in the previous section allows the construction a reliability model for a specified degradation criterion (e.g. IO static characteristic change, rise or fall time increase, emission level change, etc.). Moreover, the reliability models based on log-normal and Weibull's distribution will be used to calculate the number of FITs for each stress condition and compare these data to those provided by the MSTORM model. Several components have been tested in order to emphasize the statistical distribution purpose in the reliability model construction.

The obtained correlation between the constructed reliability parameters in this section with the MSTORM model allows the validation of the MSTORM model used for the prediction of FIT for untested operating conditions. In this section, the calculation steps of the reliability parameters will be detailed and validated.

Methodology of reliability model construction

4.

1.1 Reliability model using the Log-Normal distribution Several components have been tested for each stress conditions, their degradation can be assumed to follow the log-normal distribution as for the majority of semiconductor devices. The lognormal distribution is not used for the construction of MSTORM model, but it is the simplest method that allows the computation of the time to failure in the wear-out stage. It will be compared later to the Weibull distribution which is considered in the MSTORM model construction. The log-normal distribution assumption for semiconductor devices results from the Long-term electromagnetic robustness | 177 additive effects of random variables as is frequently found in measurements in mechanical assembly [START_REF]Accelerated testing handbook[END_REF]. Furthermore, from a historical consideration, in [START_REF] Reynolds | Thermally accelerated aging of semiconductor components[END_REF], Reynolds has reported the log-normal failure mode of MOS transistors. Hence, for the reliability model construction, the main parameters that allow calculating the MTTF for the log-normal distribution are the acceleration factor and the standard deviation. The acceleration factor is useful in describing the overall effect of a specific accelerated stress condition compared to that at a reference stress. It is the ratio of the longer time required to achieve a given failure state for the product at low stress to the shorter time required at higher stress [START_REF]Accelerated testing handbook[END_REF]. For a log-normal (LN) distribution, the acceleration factor is the median lifetime noted t 50% , which means the necessary time duration for 50 % of a population of component to reach the degradation criterion. The Mean Time To Failure (MTTF) is then calculated using Equation IV-8. The second step consist in calculating the cumulative failure percentage which gives the rate of degraded components for a given degradation criterion. The cumulative failure percentage is calculated by dividing the cumulative failure by (N+0.5), where N=5 (the number of tested components). An example is given in Table IV-9 where for a given degradation criterion d (e.g. 10 % drift), the necessary time t i for each component C i to reach this degradation is calculated. Then, the times could be sorted in an ascending order in order to write the cumulative failure in the order given by Table IV-9. Finally, the cumulative failure percentage is computed.

MTTF = t 50% . e

Time to degradation criterion (h)

Cumulative failure Cumulative failure (%)

t 1 = � d -b 1 a 1 � 2 1 18,2 t 2 = � d -b 2 a 2 � 2 2 
36,4

t 3 = � d -b 3 a 3 � 2 3 
54,5

t 4 = � d -b 4 a 4 � 2 4 
72,7

t 5 = � d -b 5 a 5 � 2 5 
90,9 The obtained data can be reported in a log-normal plot, i.e. the x and y axes stand for the cumulative percentage failure and the time in a log scale respectively. The linear interpolation of the plotted data gives the time t 50% to obtain 50% degraded components. Furthermore, transferring the straight line into the origin of the σ axis gives the value of the standard deviation σ. Finally, the MTTF given in Equation IV-8 can be computed. These information lead to the computation of the FIT using the formula defined in the previous chapter. Furthermore, since several samples have been tested, the failure number or percentage will vary statistically according to the binomial distribution [START_REF]Accelerated testing handbook[END_REF]. Thus, there is a confidence level around each observed failure percentage. The confidence interval gives the limits around which one might expect to find the true value of the confidence percentage chosen. For a normal distribution, the confidence level is given by Equation IV-10. 4.1.2 Reliability model using Weibull's distribution Weibull's distribution for the statistical analysis of the failure mode allows modeling the three life stages of semiconductor components (infant mortality, useful life, wear-out). Each distribution of the failure rates which characterizes the three zones of the bathtub curve can be expressed by the different values of the Weibull parameter β. This distribution is therefore widely used in the analysis of the reliability of electronic circuits and systems. In order to build a reliability model using Weibull's law, the probability density function must be considered. It is given by Equation IV-11.

f(t) = � β α � . � t α � β-1 . e -� t α � β (IV-11)
Where α is referred as the characteristic TTF and β is Weibull slope parameter (or shape parameter). Considering the integral of the probability density function, it is possible to calculate the cumulative failure probability function using the Equation IV-12.

F(t) = 1 -e -� t α � β (IV-12)
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t α �=0 then t = α. ln[-ln(1 -F)] = β. ln � t α � (IV-13)
In order to report the measured data of the degradation parameter in the Weibull plot, the median rank method can be used. The median rank estimator is used for the estimation of the unreliability of each failure. It gives the value of the true probability of failure. Considering the percentage P as given by Equation IV-13, the rank can be found by solving the cumulative binomial equation of Z, where j is the number of failures and N is the number of tested samples.

P = ∑ � N k �Z k (1 -Z) N-k N k=j (IV-14)
To simplify the resolution of this equation, the median rank (MR) value can be obtained using Bernard's approximation given by Equation IV-15.

MR = j-0.3 N+0.4
(IV-15)

In order to compute the Weibull's distribution, the logarithmic value of the MR is plotted according to the time for the calculated degradation of each sample as seen in Figure IV-34. The y axis is plotted using the formula given by IV-16. Thus, using a linear approximation of the plotted data, and regarding to the Equation IV-13, the shape parameter β can be obtained as the slope of the linear curve, and the TTF (α = t 50% ) is obtained for MR = 63.212 %. Finally, the failure in time (FIT) can be computed using the Equation IV-17, when the standard deviation σ value is that one extracted using the log-normal distribution. (IV-17)

Construction and validation using MSTORM model

Construction using the Log-Normal distribution

As presented in 3.2.2.2, the calculated mean drifts on the five tested components for each stress conditions have shown a decrease in the ring oscillators' output frequencies, which means the increase of the propagation delays. In order to compute the reliability parameters following the methodology presented in the last section, the average drift of the three implemented ring oscillators will be calculated for each tested components C i . This means that at given stress conditions, the drift RO i for a component C i is calculated after each recovery time t j , where j is the number of recovery times, for the three implemented ring oscillators using the Equation IV-18.

RO i = d RO1_i +d RO2_i +d RO3_i 3 (IV-18)
An example of the application of the presented methodology will be detailed for the stress conditions (2.3 V, 4.1 V, 115 °C). Figure IV-35 presents the calculated drifts for each stressed components and their linear interpolation according to the square root of time. It should also be noted that after 500 hours stress duration, the components C2-4 and C-5 were completely burnedout. These data are reported in the log-normal plot as presented in Figure IV-36. For each drift criterion, the linear interpolation will be performed. Thus, the green, blue and red straight lines lead to the MTTF calculation for 10 %, 20 % and 30 % drift respectively. Finally, the same strategy is applied to the second and third stress conditions. The MTTF is then calculated for the different drift criteria and is presented in Figure IV-37. It is clear that the more severe the stress conditions are, the more lower the calculated MTTF is. This leads to greater values of the Failure In Time (FIT). In this section, time to failure was calculated by considering the total average of drifts on the 5 tested components. To study as many samples as possible, it will be necessary to consider each configured ring oscillator in a different zone of the FPGA as a different component, which will lead to multiply the number of samples by three. This study will be carried out in the statistical calculation with the Weibull distribution. However, the 90% confidence levels for the reliability parameters calculated with the log-normal law are presented in the The 90% confidence levels calculated in the table show a large spread of the calculated MTTFs.

To have less dispersion, it is possible to calculate the confidence level at 60%, but the levels will be given with less precision. The use of the log-normal law to evaluate the statistical distribution of degradations of a batch of components is common in the reliability models that are interested in the wear-out phase. The failure rate is therefore not constant in this area of the bathtub curve. These data will, however, be compared with the statistical calculations established using the Weibull's distribution, which allows to consider the phase of the constant and non-constant failure rate.

Construction using Weibull's distribution

As presented in 4.1.2, the methodology of construction of a reliability model using Weibull's distribution is applied on the tested FPGA. The degradation criterion concerns the drift on the output frequency of the ring oscillator. To study a large number of samples, the 15 implemented ring oscillators are considered as independent devices. As an example of the methodology application, the first stress conditions are studied. The first step of the analysis concerns the percentage drift calculation for each ring oscillator at the different recovery measurements. The linear interpolation of the obtained data allows the extrapolation to 10 %, 20 % and 30 % drifts. Then, the cumulative failure is computed using the median rank method. Table IV The data given by Table IV-12 are plotted in the Weibull plot as presented in Figure IV-38. The dots represent the calculated median ranks according to time in hours. This plot allows the linear interpolation which gives the slope of each degradation criterion and is considered as the shape parameter β. As seen in this figure, for the different cases the shape parameter β is close to 1 (β ≈ 1), which means that the drifts result from the random degradation of the FPGAs and appeared in the useful life in the bathtub curve, where the failure rate is constant. Finally the TTF can be obtained using the numerical analysis when the median rank is 63,212 % or when the linear interpolation of the y axis crosses the value zero (y = 0). The same strategy has been followed for the stress conditions 2 and 3. However, since these stress conditions are more severe than the first one, the plotted data using Weibull's distribution have shown that components reach the wear-out phase at the final recovery measurements. Figure IV-39 presents the Weibull plot for the stress conditions 2 when the ring oscillators' drifts are extrapolated to 30 %. This figure shows two linear interpolations for the same stress conditions, which gives two different slopes. The blue line represents the components that degrade randomly with a shape parameter β close to 1 (β ≈ 1), the orange line presents a slope greater than 1 (β > 1) which characterizes the wear-out phase. However, in the wear-out stage, the failure rate is non constant and this has not been studied in the MSTORM model but is considered in the perspectives of the reliability study. Hence, in this work, only the degradation of the useful life stage will be studied. The Table IV-13 summarizes the MTTF calculation for the different stress conditions and at different drift percentages. These data will be considered for the constant failure rate and the Failure In Time (FIT) presented in the next section and compared to the log-normal distribution and MSTORM model. 

Stress condition

Comparison with MSTORM model

The M-HTOL testing method has been performed during this study in order to compare the reliability results with the MSTORM model. The MSTORM model is constructed following the methodology presented in Chapter III, and it is able to predict the FIT for any degradation criterion at any operating conditions. For the calculated MTTF with Weibull's and log-normal distribution, the numbers of FIT have been computed. Furthermore, the different stress conditions for the core power supply VCCINT and the junction temperature T j are included in the MSTORM model in order to predict the FIT. The Table IV-14 shows that for the different stress conditions, the calculated FIT using Weibull's and the log-normal distribution are respectively three and two times the predicted FIT with MSTORM. It can be seen, especially, in the stress conditions 2 and 3 that the calculated FIT in this study are greater than the predicted FIT with MSTORM model. This can be explained by the stress applied on the IO power supply voltages VCCO, which accelerates the aging of the component. The MSTORM model does not take into account the combination of three stress parameters (VCCINT, VCCO, T j ) but only the two parameters (VCCINT, T j ), the integration of a third parameter would make the model more complicated. 

Stress condition

MSTORM

Conclusion on reliability model construction

In this section, the reliability parameters (TTF, FIT…) have been extracted using two different reliability laws in order to study the statistical distribution of the observed degradation on the output frequency of the ring oscillators. Although the log-normal distribution was explained and applied in this work, it is mainly considered when the failure rate is non constant in the wear-out stage. However, the application of Weibull's distribution is more accurate since it allows the observation of the two slopes of the shape parameter β, which gives valuable information on whether the component is showing random degradation that appears in the useful life or hard failure that appears in the wear-out stage. The comparison of the computed data with MSTORM model prediction has shown some differences with a ratio that varies between two and three, which is acceptable since the computed data can be placed in the 90 % confidence level of MSTORM model. Furthermore, the MSTORM model shows that only NBTI mechanism was activated in FPGA digital core during the accelerated life test. Unlike the mathematical laws of Weibull's and the log-normal distribution that are used to compute the FIT only for experimental data, the MSTORM model allows the prediction of the FIT for untested conditions. As presented, only the degradation of the propagation delays that is linked to the drift on the output frequency of ROs has been studied. The reliability model construction concerned the internal logic blocks similarly to the basement of MSTORM model. However, in this study, it was observed that NMOS and PMOS transistors of output buffers present important degradation which will certainly affect the signal integrity and the radiated emission of the FPGA. Yet, there is no existing reliability model that allows the prediction of the degradation of output buffers of DSM components. The main improvements expected for MSTORM model are the study of the wear-out stage in order to take into account the non-constant failure rate, and add one further stress parameters on the power supply voltage of IOs in order to extend the MSTORM model to the output buffers.

In order to quarry the actual MSTORM predicted reliability for a given drift percentage, the degradation of the propagation delays will be integrated in ICEM-CE model in order to study its influence on the conducted emission of the core of the FPGA. On the other hand, the degradation on the output buffers will be integrated in the IBIS file. Although, it is not a predictive method to study the degradation on the IOs but it will allow evaluating the effect of a modified IBIS file on conducted emissions.

Long-term electromagnetic robustness: Study of ICEM-CE model after aging

The construction of an ICEM-CE model of the tested FPGA has been performed from the construction of the PDN block and the IA blocks for the Core activity and IOs activity, this work was presented in the Chapter II. The aging effect on the PDN block parameters has not been studied in this work. Previous studies as [START_REF] Boyer | Experimental investigations on electrical stress impact on integrated circuit electromagnetic emission[END_REF] have shown that the PDN was not altered by the aging of a 90 nm digital integrated circuit. Thus, the construction of the ICEM-CE model of the FPGA after aging will not concern the PDN block which is considered unchanged. Furthermore, since, the accelerated aging tests have not been performed on the ELECIS-F board, then the decoupling capacitors and the PCB properties are not degraded and the board model is the same as that used in the Chapter II. With the advanced DSM components, the aging studies mainly concern the degradation of the chip properties with the activation of the different degradation mechanisms. Since the measured parameters concern the output buffers and the propagation delays of the internal signals, the IA Core and IOs blocks will be studied after the aging of the FPGA using EM numeric simulations.

IA Core block construction after aging

As seen in 2.3, the conducted emission measurements using the 1 Ω probe are performed for the delay line configuration with 900 cascaded delay line blocks in series and 10 inverters per block.

In order to study the parameter influencing the internal activity of the FPGA, the obtained data from the ring oscillator measurements are considered for the variability of the propagation delay.

As presented in Equation IV-19, the output frequency of the ring oscillator is inversely proportional to the propagation delay τ between the different logic blocs of the FPGA, with 2N+1 the number of inverters constituting the ring oscillator configuration. Hence as seen in the results of the M-HTOL tests, when the output frequencies of the ROs decrease, the propagation delay increases. Furthermore, the propagation delay is inversely proportional to the maximum current amplitude I max of the switching activity of the FPGA, which is given in Equation IV-20. Thus, the current peak-to-peak amplitude will decrease with the aging and it can be expected that the external voltage measurement V EXT will also decrease with aging, since it is proportional to the transient current I max , as seen in Equation IV-21, where H is the transfer function between the external voltage and the internal activity.

f RO = 1 2.N.τ (IV-19) I max = 2.P dyn_avg f clk .V DD .τ (IV-20) V EXT = H. I max (IV-21)
Considering the stress condition N° 2 (2.3 V, 4.8 V, 135 °C), the measurements on the aged components C1, have shown a decrease of the output frequency of the RO of 5.5 % after 500 h. The IA Core block is constructed from the average dynamic power consumption estimated using XPA tool, and the propagation delay is extracted from the static timing analysis report. Then, the propagation after aging τ stress is calculated using Equation IV-22, where τ initial is the initial propagation delay before aging and d is the drift percentage. The obtained data for the tested delay line configuration are summarized in Table IV The internal activity parameters are constructed from solving the Equation IV-20 using the data presented in Table IV- The comparison between the measured and simulated conducted emission using the 1 Ω probe is performed for the initial measurement and after 500 h under the stress condition 2 as presented in The comparison between the measurement and simulation of CE level before and after aging in the frequency domain has shown that at the initial state (before aging), the simulated envelope can predict the general trend of the CE with a calculated average RMS error around 6.79 dB. After aging, the simulated envelope of CE in the frequency domain provides a good prediction of the measured with a calculated average RMS error is 6.21 dB. Figure IV-43 presents the variation of the measured and simulated CE spectrum at 144 MHz, where the variation is more significant, before and after 500 h aging at stress condition 2. Although the simulation underestimates the variation of the CE degradation level but it is able to predict the trend nigh to 2 %. In order to evaluate the simulated trend of CE for the different drifts studied in the previous section, CE simulation were performed for increased propagation delays τ stress up to 10 %, 20 and 30 % from the initial value τ initial and the maximum amplitude of the current sources are constructed according to each propagation delay evolution. 

CE spectrum variation (%)

Time of stress (h)

Long-term electromagnetic robustness | 192 percentage increases. This results in the reduction of the envelope level in the frequency domain. However, since the impact of the degradation on CE is not significant, the simulated CE level in low frequencies shows very small variations.

Figure IV-44 Prediction of CE level in the time and frequency domain for different propagation delay drift percentage

Figure IV-45 shows the predicted TTF for each conducted emission degradation in time and frequency domains. In the time domain the variation is calculated for the simulated CE peak-topeak amplitude. In the frequency domain, the variation is calculated for the simulated CE at 144 MHz where the CE evolution is more significant. The MSTORM tool allows the prediction of the TTF for any degradation criterion at any operating conditions, then, the degradation can be integrated in ICEM-CE model for CE level prediction.

Figure IV-45 TTF prediction for CE variation in the time and frequency domain for different degradation criteria

The IA Core block depends mainly on the dynamic power consumption and the propagation delays of internal signals. During the accelerated tests using the over voltage and over temperature overstress only the degradation of the propagation delays was observed. For an aeronautic or automotive application, the MSTORM model predicted that the component will reach 20 % degradation after 1.2 10 7 hours of operating life. As presented in this section, the integration of the degradation of the propagation delay in the IA Core block construction allows Although this study has shown a reduction in the CE level after aging which is not critical for the EMC purpose, but the components timing performances has presented serious degradations. Overall, the presented methodology for construction of the electromagnetic robustness model shows that for any degradation criterion, it is possible to estimate the time to failure and predict the evolution of CE level. The presented methodology can be applied for any integrated circuit, especially, the devices that could show an increased CE level after aging such as the DC/DC converter [START_REF] Boyer | Study of the thermal aging effect on the conducted emission of a synchronous buck converter[END_REF].

IA IO block construction

The construction of the IA block when the IOs are activated is based on the integration of IBIS files in the ICEM-CE model in order to reproduce the switching activities of the IOs depending on the type of output buffers standard and the termination loads. This methodology is explained in Chapter II, and is used in this section in order to compare the measured and simulated CE when the IOs are activated. The implemented configuration during the aging process includes three output buffers of LVCMOS33 standard: one output buffer of single-ended SSTL15 standard and a differential pair of DIFF_SSTL15 standard. Foremost, for each activated output buffer in the delay line configuration, an appropriate IBIS file is integrated in the ICEM-CE model with the IA IO constructed before aging presented in the previous section. Figure presents a comparison between the measurement and simulation of CE using the 1 Ω probe before aging.

The figure shows that in the time domain, the simulated peak-to-peak amplitude (48 mV) predict with a good accuracy the measured peak-to-peak amplitude (52 mV). Furthermore, the simulated envelope in the frequency domain reproduces the trend of the measured envelope with an average RMS error 7.05 dB. The differences presented between the measurement and the simulation could be due to same reasons explained in the previous section. After aging, the output buffers are degraded with a significant reduction in the current static current recorder using I(V) measurements and an increase in the rising and falling times shown Long-term electromagnetic robustness | 195 o The capacitance C comp : IBIS file can provide information about the equivalent capacitance of the output pad. This information can be extracted from the initial IBIS file and considered unchanged after aging. This assumption could simplify the construction of the IBIS file after aging. o The ground clamp which models the current I GC absorbed by the FPGA according to the output voltage V OUT . Since the I(V) measured characteristics of the FPGA has drifter after aging, a statistical distribution law must be studied to construct the reliability model of the ground clamp device. But it is not essential since the ESD protections are not triggered during the test conditions of EMC and SI. o I PD and I PU devices: the pull-down and pull-down devices are able to reproduce the current delivered or absorbed by the output, as well as the evolution of their according to the output voltage V OUT . These currents depend not only on the output voltage V OUT , but also on the pull-down and pull-up commands. For the same reason explained for the ground clamp device, a reliability law must be studied for the PU and PD devices. In addition, the strategy used to construct the predictive reliability model of the core of the FPGA can be extended to the IOs by specifying the degradation criterion on the evolution of the static current of the PU and PD devices. o PD_cmd(t) and PU_cmd(t): the PU and PD control devices can be enabled to be activated or deactivated according to the logic state that must be taken by the output (out_state). By modulating the I PU and I PD currents according to their respective control signals, denoted K PD (t) and K PU (t), it is possible to reproduce the waveforms of transition times at rising and falling edges. These two control signals model the pre-driver of the output stage while preserving the confidentiality of the output buffer. During the accelerated life test, the transitions times has drifted with an increase in the falling and rising times, a deep study must be performed in order to understand if the observed drift could only be linked to the degradation of the PU and PD devices or if a reliability model must be constructed for the control devices as well. In this work, an equivalent model of the output buffers that takes into account the aging effect for predictive CE simulation was not constructed. Some ideas have been discussed for using the reliability statistical distribution laws on the different devices constituting the output buffers equivalent model. On the other hand, it is also possible to create a new MSTORM model dedicated to the IOs and combine it to the equivalent model of the output buffers (IBIS file, macro-model, etc.). This study takes a long time for testing several IOs from different standard in order to find the most appropriate statistical distribution law for the reliability model construction. However, it is completely possible to put on a strategy using a design of experiment to test several IOs of each power domain and for different IO standard (LVCMOS33, SSTL15, DIFF_SSTL15), since the FPGA has 186 IOs distributed in four different banks. Furthermore, a dedicated test board must be designed to automatically connect the test connections for SI and I(V) measurements. The degradation can be studied for the evolution of the drain current and also for the evolution of the timing profiles V(t) which mainly affect the PU and PD command. The specification of a statistical distribution law can be integrated in the IBIS file construction process or in the macro-model construction. This method will lead to the prediction of CE level and SI performances using the simulation tools.
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Conclusion

Due to the technological evolution of ICs and the long-term EM robustness constraints in the embedded application have led to the study of an advanced technology of FPGA. The purpose of this work is the proposal of a new methodology for modelling the EMC level of integrated circuits, the model takes into account the aging effect, in order to allow the prediction of the longterm EM robustness level. In this chapter, the aging effect on conducted emission level and SI of the FPGA was studied using the constructed reliability parameters that validate the use of MSTORM model. The main idea is setting the methodology of the accelerated tests for over voltage and over temperature stresses. Since the accelerated aging consists in combining two operating parameters, the step stress was applied in order to fix the voltage limits for the different power domains according to the degradation level of the FPGA. During the step stress, the third over voltage stress levels were set as operating conditions limits because above these levels the FPGA could burn-out. These results allow combining the voltage and the temperature during the preliminary study prior to the life tests. The major observation on the preliminary study, which was not applied for a long duration, is the evolution of the junction temperature according the VCCINT and VCCO voltages, and also the ambient temperature. The junction temperature is not calculated precisely, since the thermal resistance of the FPGA was roughly estimated using Xilinx tool. The consumed current increases as well which can lead to very high junction temperature values, hence, the preliminary study allows fixing the appropriate stress operating conditions so that the FPGAs do not burn-out too fast. The proposed methodology for accelerated aging tests can be generalized to any other type of integrated circuit. It is based on several testing phases to identify the most appropriate overstress conditions to guarantee the feasibility of aging in a reduced time. In addition, the proposed methodology is based on the multiple stress tests can be optimized using a design of experiments; this could be implemented in the industrial process of qualification to reduce costs and time. During the accelerated life test, several FPGAs are stressed under three stress conditions, which is the minimum number of stress conditions. For each overstress conditions, several recovery measurements have been performed to follow up the evolution of the SI characteristics and conducted emission level. The main observations recorded from the experimental results are the reduction of the static current consumption in the I(V) characteristics and the increase in the rising and falling times in the V(t) measurements of the single-ended IOs (LVCMOS33 and SSTL15). These effects are related to the degradation of the PU and PD devices due to the activation of NBTI and HCI mechanisms. The main advantage of the proposed methodology of EMR modeling is its ability to predict the evolution of CE level after a given duration of operating lifetime or to predict the needed time for reaching a certain degree of failure. The proposed model that combines MSTORM and ICEM-CE models integrates the statistical distribution for a user defined degree of confidence level which allows the prediction of the risk of failure using the confidence interval. The prediction of the long-term EMR of integrated circuits allows the evaluation the risk of non-conformity at the nominal operating conditions, and Long-term electromagnetic robustness | 198 evaluating the relevance of EMC margins to better define the shielding size and the number of filtering devices. On the other hand, the differential pins of DIFF_SSTL15 IO standard have shown a reduction of both the peak-to-peak amplitude and slew rate of the timing profiles. Furthermore, each output buffer of the differential pair does not degrade with the same trend as the other. It increases their dissymmetry and could have a serious impact on SI performances and also the radiated emissions of the FPGA. Same types of measurements have been performed on digital programmable blocks of the FPGA. The conducted emission levels at recovery measurements have decreased and the output frequencies of ring oscillators have been reduced after aging which increases the propagation delays of internal signals. Since the MSTORM model was constructed for the degradation observed on the core a 45 nm FPGA using the degradation of the ROs frequency, hence, in this chapter the log-normal and Weibull's statistical distribution law are studied from the frequency drifts measured on the ring oscillators. The calculated TTF and FITs for 10 %, 20 % and 30 % drift are compared to MSTORM model, and although there are some variations, the calculated values meet with the 90 % confidence interval of MSTORM model. The validation of MSTORM data allows the prediction of TTF for any degradation criterion and operating conditions of the different industrial fields. In the last section of this chapter, the ICEM-CE model was modified in order to reproduce the CE of the FPGA after aging. The methodology is based on the integration of the drift in the pulse duration of the IA Core. This variation based on the measured drift of the propagation delays of programmable logic blocks. This methodology was confirmed by comparison between CE simulation and measurements. Furthermore, the CE level can be predicted by ICEM-CE model for any drift predicted by MSTORM model. On the other hand, the integration of the degradation of I(V) and V(t) characteristics in the IBIS model allows the simulation of CE when the output buffers are activated and also the SI of the FPGA. A predictive model can be constructed for the degradation of IOs while considering a statistical distribution law and could be a perspective of this work. Furthermore, other perspective are expected for MSTORM model as taking into account the over voltage stress on the power domains dedicated to IOs which should modify the calculated acceleration factors of MSTORM model. In the previous EMR studies, the testing methods and generated models only allow evaluating the aging effect on EMC level for a specified stress conditions in voltage and/or temperature after the stress period. Hence, no prediction of EMC level or the TTF for the nominal operating conditions could be performed. This issue is overcome with the proposed multiple stress testing method and the combination of MSTORM and ICEM-CE model. In addition, the method can be applied for any other integrated circuit. However, some perspective must be considered, such as extending the MSTORM model to the degradation of IOs and taking into account the non-constant failure rate mode for the prediction of wear-out degradations

General Conclusion

In the aeronautical, space, and automotive industries, the constraints in terms of EMC compliance and reliability requirements are strong and restrictive for OEMs who manufacture and supply electronic equipment. With the development of numerical simulation tools, some OEMs turned over the modeling in order to overcome the problems of obsolescence and second sourcing, such as using EMC of ICs models, e.g. ICEM-CE model for conducted emission modeling of integrated circuits. Following the existing validation and qualification procedures, integrated circuits manufacturer have no certainty that in a given environment and after a given lifetime, the electronic circuit will always meet EMC requirements. No existing tool allows the prediction of EMC variations during the life cycle of an electronic circuit or system. The aim of this thesis has been the development of a predictive model to ensure the long-term electromagnetic robustness of an integrated circuit, which means an EMC model that takes into account the environment and aging effect. To construct a long-term electromagnetic robustness model, the EMC of IC model must be constructed in a reduced time and with a good accuracy, which is not guaranteed with the existing methods. In addition, the integration of the aging parameter required new information: the mission profile providing the stress conditions and the typical durations of stress for the construction of a design of experiment. Then, specifying a reliability model that allows the reliability prediction for any operating conditions. Using this model, it becomes possible to predict the evolution of EMC levels according to a drift criterion and time to failure. This study focused on two main topics: EMC model of a FPGA and its reliability predictive model. Their combination led to the creation of an electromagnetic robustness model. The present manuscript was organized in four different chapters in order to address the long-term electromagnetic robustness purpose.

The first chapter dealt with the different aspect of EMC and reliability of integrated circuits in the state of the art and how the scaling of CMOS technology impacts these parameters. In fact, the miniaturization of CMOS technology with the reduction of the gate length and the equivalent oxide thickness lead to the increase of the current density and the switching frequencies and the reduction of the supply voltage. This technological evolution implies the increase of the number of transistors within an integrated circuit. As presented in the first chapter, the CMOS technology scaling leads to the increase of conducted and radiated emission levels of ICs and the reduction of their immunity level. As a result, these last years, several EMC standards have been proposed in order to assess the EMC compliance level and avoid the requalification phases. In addition, there are existing standardized measurement methods that allows the construction of EMC of ICs models, such as the 1/150 Ω probe method of conducted emission measurement on the ground and power pins of an integrated circuit. However, as discussed, the existing EMC models are suffering from some limitations. The modeling of electronic equipment using an IC model is still not viable and EMC expertise is still needed among suppliers to reduce EMC non-compliance risks. The modeling of the ground reference as a perfect plane using simulation tools induces calculation errors. In addition, tools for automatic model extraction must be provided to IC end users, this was the addressed in the next chapter. On the other hand, as the long-term reliability of ICs is another restrictive topic for industrials, the main intrinsic degradation mechanisms have been introduced such as: o Electromigration which is activated due to very high current density in chip metallization. o HCI mechanism which is triggered due to a strong lateral electric field which lead to the injection of hot carriers in NMOS and PMOS transistors. o TDDB mechanism is related to the breakdown of the gate oxide due to the creation of conductive path through the oxide which leads to the rise of the gate conductance. o NBTI mechanism mainly appears in PMOS transistors due to a negative potential and high temperature that stresses the gate.

These degradation mechanisms could appear prematurely with technology scaling. As discussed in the second chapter, some research works have demonstrated the aging effect in EMC level, but no existing model allows the prediction of the EMC of IC level after a given lifetime duration or even to predict the needed time for an EMC drift to occur.

The second chapter addresses the results of the first topic of this dissertation which concern the construction of an ICEM-CE model of a complex IC. The studied component is a FPGA manufactured by Xilinx under 45 nm technology process and contains six different power domains and 186 IO users. Even if this circuit is not the most complicated commercial device, it is complex enough for EMC modeling purpose. The ICEM-CE model is constructed from two main blocks: the PDN block and the IA block. A special test board called ELECIS-F was designed in order to construct these two blocks. The PDN block is constructed using S parameter measurements between the different power and ground pins of the FPGA and for different configurations in order to model the different parasitic elements of the package, die capacitance, the parasitic coupling between the different power and ground domains, the substrate coupling and the common mode effect. The constructed PDN was validated up to 2.5 GHz using comparison between simulated and measured impedance. In addition, as the ICEM-CE model allows the modeling of conducted emission of an IC at PCB level, the ELECIS-F board was modeled using an electromagnetic simulation tool (CST Design Suite) with the 3D FE FD solver because it is capable to accurately analyze the entire PCB design in a reduced time and is completely adapted to a multi-layer board. The extracted PCB model has been validated by measurement up to 2.5 GHz. Finally, in order to construct the internal activity block, the extraction method proposed in ICEM standard was followed. The first step consisted in the separation of the core activity and the IOs activity, their modeling was based in two IA blocks: IA Core and IA IO blocks. The IA blocks construction was firstly performed following the standard inverse method that consists in the external voltage V EXT measurement (e.g. 1 Ω probe on the ground pins) and the transfer function H of the estimated PDN and board model in order to compute the internal activity using: IA = V EXT .H -1 . This method gives good CE level estimation results when the simulation point is the same as that of the construction (e.g. 1 Ω probe). However, the CE simulation at another point such as 150 Ω probe on the power pins overestimated the measured CE level due to external voltage measurement errors and the transfer function estimation uncertainties. Thus, to overcome this issue, new methodologies for IA Core and IA IO construction have been proposed, to de-correlate the IA construction from the PDN model. For the IA IO construction, one or several IBIS files can be integrated in ICEM-CE model of the FPGA according to the number of activated IOs, which will reproduce the IOs activity following the IOs characteristics (IO standard, slew rate, load…). On the other hand, for the IA Core construction, the proposed methodology consists in using the manufacturer estimation tools for dynamic power consumptions, toggle rate and static timing analysis assuming that the IA waveform does not influence the CE simulation when the transferred charge is respected. A deterministic approach can be used when the switching rates of the internal signals and Configurable Logic Blocks (CLBs) do not vary much, and a statistical approach is proposed when an important variation exists between the signals and CLBs toggle rate. For different validation cases, it was proved that the method based on estimation tools allows a good estimation of CE level in the time and frequency domains. The main advantage of this predictive method is that it allows the construction of the IA independently from the PDN and the board model which reduces the errors in the IA extraction. In addition, this new method reduces the measurements since there is no need to a preliminary external voltage measurement, hence, there is no need to design a specific test board for the ICEM-CE model construction. Moreover, the new methodology integrates the influence of the implemented configuration on the IC without necessary extra measurement. Finally, a dedicated tool called ICEM GENERATOR was developed in order to automate the extraction of IA Core following the deterministic and even the statistical approach. A validation case representative of industrial application has been configured to validate the ICEM GENERATOR tool. This chapter has shown the construction of an ICEM-CE model of a FPGA and the proposition of new predictive methods to extract the IA block and is adapted to industrial applications. The proposed methodology should be adapted to other IC families when the manufacturers provide estimation tools. Otherwise, the extraction should rely on simple observable parameters such as the dynamic power measurements, but this method should be verified and validated on other IC families.

As the purpose of this work is the introduction of the aging effect in the EMC of IC model. The third chapter introduced the existing accelerated aging tests methods based on HTOL and LTOL testing standard and the traditional reliability model widely used in the industry such as MIL-HDBK-217F and FIDES. However, the main limitation of these models is the consideration of only one dominant failure mechanisms without taking into account the possible combination of several degradation mechanisms that accelerate the aging of ICs. In this chapter, the accelerated lifetime models are presented as Arrhenius law for thermal stress, the Inverse Power Law for electric stress, Peck's law for combined thermal and humidity stresses, Coffin-Manson based law for mechanical fatigue, Black's law for and Boltzmann-Arrhenius-Zhurkov (BAZ) law for multiple stresses. These accelerated aging laws and the Physic-of-Failure approach are the basis of the creation of the MTOL model that is based on M-HTOL testing method for temperature and voltage stresses as presented in this chapter. The MTOL model was constructed for the reliability prediction at any operating conditions. It consists on solving a reliability matrix for a minimum of three test conditions in order to activate different degradation mechanisms. In addition, since the activation energy evolution is non-linear, the MTOL model was combined to BAZ model for modeling the non-linearity aspect of the activation energy which led to the development of MSTORM reliability prediction tool. The reliability prediction model was studied for two FPGAs manufactured using two technology processes (45 nm and 28 nm) considering the drift of the internal propagation delays that were observed using a ring oscillator configuration. Overall, this chapter has presented a new model for the reliability prediction taking into account the activation of several degradation mechanisms that allows the prediction of Time To Failure for a given degradation on the core of the FPGA. The next chapter has shown how this reliability model can contribute in the prediction of EMC level drift during lifetime.

The last chapter proposes a new method for testing the reliability of ICs in different characterization phases based on a design of experiments to reduce testing time and select the most appropriate operating conditions to accelerate the aging of the IC without reaching the burnout state. Foremost, the step stress study defined the electrical operating conditions limits and shows how the electric stress impacts on the signal integrity parameters and conducted emission level. The main observations concern the reduction of drain current of NMOS devices for several IO standards (LVCMOS33, SSTL15), the increase of transition times and the reduction of timing profile amplitude of DIFF_SSTL15 IOs. On the other hand, except the important drift in the common mode noise produced by the differential IOs, no important degradation was observed in CE level. During the accelerated life test, the parameters specified as the stress inputs are core and IO power supply voltages (VCCINT and VCCO respectively) and the junction temperature T j which was estimated using the thermal resistance given by Xilinx estimation tool but was sufficient to define the acceptable stress temperature. The accelerated life test has shown important degradation in the different tested parameters of signal integrity, propagation delay and CE level. The MSTORM model was constructed for the drift of the propagation delays. Then, in order to be comparable to MSTORM data, the log-normal and Weibull's statistical distributions were computed for the obtained degradation on the output frequencies of the ring oscillators. The calculated TTFs using these methods are located in the 90 % confidence interval of MSTORM model for 45 nm technology, which validate the use of MSTORM model to predict the TTF for untested operating conditions. For any other technology process, the predictive reliability model must be constructed following the same method of solving the reliability matrix using multiple stresses strategy. In this chapter, it was proven that the integration of the propagation delay drift in the construction if IA Core using the methodology described in the second chapter allows the estimation of CE level for a predicted TTF, or even for a given TTF the CE level can be predicted knowing the degradation percentage. On the other hand, the integration of the SI degradation in the IBIS file leads to the estimation of CE level when the IOs are activation. Even if it was not possible to build MSOTORM model for IO for time constraints reasons, it is possible to develop a MSTORM model adapted to IOs reliability to predict the needed TTF to reach a certain level of degradation of SI or CE.

This work proposes a new method that combines a predictive EMC model for ICs, such as ICEM-CE model, and a predictive reliability model (MSTORM) for multiple stresses which is adapted to any IC family and functions. For example, it could be applied to DC/DC converters for which the evolution of CE level after aging is more critical after aging than for FPGAs. This combination leads to the construction of a predictive long-term electromagnetic robustness model, then, it is possible to predict the CE level at nominal operating conditions after a given time to failure. The proposed methodology is adapted to industrial applications since it allows the reduction of requalification time. Moreover, it may help to fix sufficient margins to respect the EMC compliance with a rigorous method, without applying overdesigned EMC margins.

Some improvements can be provided to this work such as identifying the origin of the differences that could be seen between the measured and simulated CE when the IA is extracted following the new method. Because although the new method provides a good estimation of CE level in the time domain, some differences persist in the frequency domain that lead to an average RMS error between 5 and 7 dB. In addition, the method must be tested in other type of integrated circuits than FPGAs, which do not constitute the most widely used class of embedded circuits. For the reliability aspect, the MSTORM model must be extended to the degradation of IOs in order to predict the signal integrity evolution in a long-term and its impact on CE level. In this thesis, it was presented that the MSTORM approach is valid for the EMC level prediction in addition to the integration the aging effect to the IOs model which gives good results. However, a complete demonstration of the application of MSTORM to the IOs degradation must be performed. Furthermore, one of the main assumptions of the MSTORM model is the constant failure rate mode, which is not realistic at the end of the circuit lifetime. The MSTORM model must take into account the non-constant failure rate mode for the prediction of wear-out breakdown.

ANNEX 1 -EMC requirements in the standards 1. EMC requirements at equipment level

The main disturbance source is the equipment itself which acts as an aggressor and as a victim. The coupling paths existing on a printed circuit board (PCB) or between 2 PCB installed into a calculator's rack are numerous. The origin of the parasitic emissions is mainly due to the dynamic current consumed during the activation of each logic gate of an IC. The sudden and rapid variation in the amplitude of the current conducted through the supply rails causes large fluctuations in the supply voltage due to the parasitic inductance of the internal IC tracks, the bonding wires, the package lead frames, and the PCB tracks.

The consequences of the disturbance on embedded electronic equipment could be dramatic for the transportation industries. For automotive industries, the safety level as required by the ISO 26262 is very high. All automotive functions as the engine calculator, the ABS calculator, the steering control and the indoor calculator are classified according a Automotive Safety Integrity Level (ASIL). Complex functions as the Advanced Driver-Assistance Dystems (ADAS) which allow today the anti-collision or the automatic parking as example will allow tomorrow the full automatic driving. The Safety level of this kind of equipment will be also drastic. The automotive and aeronautics OEM provide to their electronics suppliers their own EMC requirements in terms of test set-up and levels. Some specific products could have their own requirements in terms of level. OEM specifications always refer to the previous standards as CISPR25 or ISO 11452 for the test set-up. A non-exhaustive list of automotive OEM specification is given in the Table 18 

Table 18 List of automotive OEM specification

To qualify their products, electronics suppliers perform EMC tests according OEM specification. The suppliers EMC laboratories are accredited by a certification company as the COFRAC or directly by the OEM. The Figure 49 illustrates the Conducted Emission measurement of an automotive calculator realized by CONTINENTAL. 

EMC requirements at component level

To be able to success the during their qualification tests or to minimize the risk to fail, electronics suppliers impose to their components suppliers EMC constraints. For automotive suppliers, the requirements given by the Automotive The Figure 51 gives an example of requirements for immunity tests. The IC does not operates anymore even after an external operation 

ANNEX 2 -Overview on the IBIS Standard

Signal integrity (SI) is the technical discipline that aims to ensure good performance of the transmitted signal between a transmitter and a receiver, which is synonym of the correct operation of an integrated circuit. In practical studies, this can be compromised by the characteristics of the transmission lines (impedance rupture, terminations, losses, crosstalk), all the discontinuities introduced by the vias, the package, fluctuations of power supply voltage, the differential and the common mode effect, the characteristics of the transmitter and the receiver. Different criteria allow evaluating the signal quality that can be shown using time domain measurements, such as the eye diagram representation.

Due to the increased bandwidth of digital signals transmitted in high-performance computing applications (e.g. 100 Gbps) and cloud computing (e.g. 50 Gbps), the EMC level and signal integrity become major issues. The last years, a lot of progress in controlling signal integrity has been noted due to proficiency in designing the PCBs, packaging or the circuit design. In addition, different techniques of equalization, adaptive pre/de-emphasizing have become commonly used in high-speed transmitters and receivers to compensate the distortions introduced by the transmission lines.

The control of signal integrity also requires accurate and efficient modeling methods to anticipate signal distortions, jitter, inter-symbol interference, and prevent the risk of errors. The modeling of SI problems requires not only accurate traces and power planes models to correctly predict mismatch problems, power failover, common/differential mode conversion, but also accurate drivers' models, which take into account the nonlinear aspect and pre-processing (SERDES, preemphasis ...). However, the manufacturers of ICs do not provide information of IO structures, because it is confidential. The manufacturers only give equivalent models to guarantee the manufacturing process confidentiality of their product. Signal integrity modeling is performed using an IO description standard named IBIS (Input/output Buffer Information Specification). The IBIS model is a set of parameters represented by simple and usually linear elements designed to hide the exact structure of the circuits. The IBIS model takes into account the timing profile and drain current of IO buffers and the IC package parasitic elements. It provides a simplified but sufficiently fast and accurate description of an integrated circuit IO. The characteristics of the clamping diodes are provided via a tabulated I(V) curve. Figure 52 presents an example of the I(V) curve of the ground and power clamp diode of the Freescale MPC5554 microcontroller. The characteristics of the output devices (Pullup and Pulldown) are provided by 2 tabulated curves: I(V) curve and a timing profile curve (rise and fall) for given load conditions. Figure 53 shows an example of I(V) curve of the PU and PF transistors of the non-inverting tristate outputs of the Freescale MPC5554 microcontroller. Figure 54 presents an example of the timing profile curves of the same output for a 50 Ω load (tristate to high-state and high-state to tristate). The IBIS file also provides tristate to low-state and low-state to tristate. 
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 2 Figure I-2 Evolution of ICs characteristics with the technology scaling[15] 

Figure I- 3

 3 Figure I-3 Evolution of the leakage power and the dynamic power with technology scaling for different temperatures and constant die size [3]

  Figure I-5. Both emissions and susceptibility are related to different areas of integration (aeronautic, automotive,…) [1] and could be divided into four categories: o The Conducted Emissions (CE) where the noise produced by the device or an equipment is transmitted to the victim through the wires, o The Radiated Emissions (RE) where the noise produced by the device or an equipment is transmitted to the victim through the air, o The Conducted Susceptibility (CS) or Conducted Immunity (CI) where the noise produced by the aggressor is transmitted to the victim through the wires, o The Radiated Susceptibility (RS) or Radiated Immunity (RI) where the noise produced by the aggressor is transmitted to the victim through the air.
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 5 Figure I-5 EMC issues of integrated circuits [1]

Figure I- 6

 6 Figure I-6 Sources of EME in an aeronautical system

Figure I- 7

 7 Figure I-7 Evolution of the emission level requirements with the technology evolution[START_REF] Ramdani | The electromagnetic compatibility of integrated circuits -past, present, and future[END_REF] 

  ISO 7637, ISO 11451/11452, CISPR 25, SAE J1113 Aeronautical RTCA DO-160-G, EUROCAE ED-14 Military MIL-STD-461E

  However, at an IC level, manufacturers of ICs are obliged to characterize components at early design stages in order to reduce redesign cost and time-to-market. Thus, EMC compliance has to be taken into account as shown in FigureI-8. The traditional IC design flow consists in verifying EMC compliance after ICs manufacturing with standard measurements. In the IEC standard there are several methods for measuring the conducted and radiated emissions of an IC for a specific frequency band. The TableI-3 summarizes the existing standards for emission measurement. For an EMC-oriented design flow, an efficient modelling and simulation methodology is necessary to ensure a good prediction of EMC level. Also, the standard measurement methods are adapted to characterize and confirm customer EMC requirements.

Figure I- 8

 8 Figure I-8 IC design flow with taking into account EMC compliance in the design (top), taking EMC compliance in the design (bottom) [1]
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 9 Figure I-9 Emission spectrum of the STXX microcontroller generated by the flash unit [28]

Figure I- 12

 12 Figure I-12 Immunity level of two different LDOs [68]
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  Figure I-13 Bathtub curve

Figure I- 14

 14 Figure I-14 Evolution of the bathtub curve with the technology scaling [3]

Figure I- 15

 15 Figure I-15 Trends of power supply and threshold voltage and gate oxide thickness with the evolution of CMOS channel length [23]

Figure I- 16

 16 Figure I-16 Maximum temperature reached for different structure (Left), MTTF evolution with the technology scaling (right) [39] 2.3. Degradation mechanisms During their lifetime, CMOS devices are affected by specific degradation mechanisms that lead to the wearout of electronic devices. However, it is necessary to distinguish the two primary classes of mechanisms: o The intrinsic mechanisms: due to internal causes of the IC, inherent to the design and the materials used. To limit them, it is necessary to remain in areas of limited operation. o The extrinsic mechanisms: due to an external cause during the manufacturing process or the operation Only the intrinsic mechanisms will be addressed in this manuscript, a detailed presentation will concern the degradation mechanisms presented in the Figure I-17: Electromigration (EM), Time Dependent Dielectric Breakdown (TDDB), Hot Carrier Injection (HCI) and Negative Bias Temperature Instabilities (NBTI), their activation depend on the environmental conditions as the temperature and the power supply voltage and the current density. All these degradation mechanisms are described in JEDEC JEP112G « Failure Mechanisms and Models for Semiconductor Devices ».

Figure I- 17

 17 Figure I-17 Illustration of the degradation mechanisms: TDDB, HCI, EM, NBTI [24] 2.3.1 Electromigration

Figure I- 18

 18 Figure I-18 Illustration of various diffusion processes within the lattice of an interconnection: (a) grain boundary diffusion, (b) bulk diffusion, and (c) surface diffusion

  Figure I-19 shows voids created on a CMOS structure induced by electromigration at the interconnection tracks.

Figure I- 19

 19 Figure I-19 Voids induced by electromigration in the metallization of interconnections and vias[START_REF] Mokhtari | Elaboration de nouvelles méthodologies d'évaluation de la fiabilité de circuits nanoélectroniques[END_REF] 

Figure I- 20 2 . 3 . 2

 20232 Figure I-20 Expected development of currents (left) and current densities (right) needed for driving four inverter gates, according to ITRS 2011 [27]. EM degradation needs to be considered when crossing the yellow barrier of currents (I EM )and current densities (J EM ). The solutions are not known in the red area2.3.2 Hot Carrier Injection

Figure I- 21

 21 Figure I-21 Impact ionization in the vicinity of the drain caused by a hot carrier[START_REF] Mokhtari | Elaboration de nouvelles méthodologies d'évaluation de la fiabilité de circuits nanoélectroniques[END_REF] 

Figure I- 22 2

 222 Figure I-22 Drain Avalanche Hot Carrier (DAHC) mechanism o Channel Hot Electron (CHE): in the vicinity of the drain, an area of intense transverse electric field, and provided that they have acquired sufficient energy during their passage in the channel, electrons can cross the Si/SiO 2 energy barrier and be directly injected into the front gate oxide as shown in Figure I-23. These electrons form the basis of the creation of a gate current and their action is maximum when the gate voltage V g is equal to the drain voltage V d .

Figure I- 24

 24 Figure I-24 Characteristics of transfers of the drain current with respect to the variation of the gate voltage (Ids / Vgs) (a), with respect to the variation of the drain voltage (Ids / Vds) (b)

  -25 shows the evolution of the impact ionization rate following the gate length and the oxide thickness.

Figure I- 25

 25 Figure I-25 Effect of the oxide thickness and the gate length on the impact ionization rate [56]

Figure I- 26

 26 Figure I-26 Steps of creation of the degradations in the dielectric of a MOSFET generated by the TDDB mechanism

Figure I- 27

 27 Figure I-27 Appearance of an SBD on the gate voltage[START_REF] Jackson | Electric breakdowns and breakdown mechanisms in ultra-thin silicon oxides[END_REF] 

Figure I- 28

 28 Figure I-28 Breakdown on the gate voltage for different oxide thickness[START_REF] Weir | Ultra-Thin Gate Dielectrics: They Break Down, But Do They Fail?[END_REF] 

Figure I- 29

 29 Figure I-29 Electric configuration of the NBTI mechanism activationThe NBTI degradation is generally modeled with the Reaction-Diffusion (RD) model. This model suggests that the degradation of PMOS transistors due to NBTI follows a power law. RD is accepted as one of the best models describing the defects generation mechanism at the Si/SiO 2 interface. The RD model can be decomposed into five stages; the first stage concerns the outset of stress, this phase is dominated by the breaking of the Si-H bonds, during the second stage the dissociation and recombination reactions are balanced. The third stage is very short, it is controlled by the diffusing hydrogen, and then during the fourth stage the hydrogen reaches the oxide/poly interface of the gate. Finally, in the last stage, when the Si-H bonds are all dissociated no further degradation can occur. This saturation condition rarely occurs and requires extremely long stress or very high stress conditions that would lead to other degradation mechanisms that precede this stage (TDDB). The Figure I-30 presents the stages of the RD model depending on the number of interface states generated by Si-H bond failure at the instant t.

Figure I- 30

 30 Figure I-30 Illustration of the five stages of a RD model2.3.3.5 Induced degradation with the NBTIThe main induced effects by NBTI on PMOS transistors are the increase of the threshold voltage V th , and the decrease of the drain current I d and the transconductance g m , and also the increase in the GIDL current (Gate Induced Drain Leakage) which is the leakage currents of the drain towards the substrate. These degradations may seem negligible for the less integrated components; particularly due to the higher threshold voltage values. On the other hand, the highly integrated CMOS produce much more heat during dynamic operations, which triggers the NBTI mechanism. Furthermore, in saturated mode, the current I dsat and the voltage V thsat and the transconductance derive with the same way as it is presented in the Figure I-31. Hence, the electrical characteristics of the transistor no longer correspond to the initial performance criteria, which can lead to the circuit failure.

Figure I- 31

 31 Figure I-31 Principal degradation induced by the NBTI on transistors [52]

  Figure I-32 presents the reduction of the NBTI lifetime with the increase of the electric field.

Figure I- 32

 32 Figure I-32 NBTI lifetime evolution with the increase of the electric field [54]

Figure I- 36

 36 Figure I-36 Impedance evolution before and after aging on an electrolytic capacitor (left) and the output inductor (right) [62]

Figure I- 37

 37 Figure I-37 Evolution of the I(V) characteristics of the Schottky diode (left) and a TVS diode (right) [62]

  Figure I-38 illustrate the CE measurements before and after aging. The impact of aging in the input is too small; this is because the ceramic capacitor C in1 provides a sufficient ESR level that compensates the defect on the ESR of the tantalum capacitor C in2 . However, the measured CE at output of the converter increases significantly between 4 MHz and 100 MHz to reach up to +15 dB, because of the degradation of the inductor L out .

Figure I- 38

 38 Figure I-38 Conducted emission at the input (left) and the output (right) of the DC-DC converter before and after aging [62]

  Figure I-39 shows that the core power supply voltage fluctuation in the time domain and the conducted noise in the frequency domain decreases with the stress time [63].

Figure I- 39

 39 Figure I-39 Evolution of the core power voltage (left) and the spectral current of conducted noise (right) after aging [63]

Figure I- 40

 40 Figure I-40The conducted immunity level of a 65 nm integrated circuit before and after aging[30] 

Figure I- 41

 41 Figure I-41 PLL susceptibility threshold with an injection on Phase comparator (left) and VCO power rails (right) before and after ageing [67] 3.3.1.2 Aging effect on EMS of an analog circuit Another case study concerns an analog circuit has also demonstrated the impact of aging on the susceptibility level. Low dropout voltage regulator (LDO) is widely used in embedded electronic applications with important EMC issues. It was demonstrated that the conducted susceptibility is related to the internal operational amplifier or the bandgap circuit cell [69] [70]. In [68], it was demonstrated that the susceptibility level of a 90 nm LDO drifted after accelerated aging using an electrical stress. During conducted injection of EMI on input or power supply an offset is induced on the regulated output voltage. With the application of an electrical stress, the susceptibility level increases when the forward power increase, Figure I-42 presents a gradual reduction of the forward power needed to induce EMI failure with the accelerated aging.

Figure I- 42

 42 Figure I-42 Evolution of the forward power before and after aging [68] The offset on the regulated output voltage induced by the DPI measurements increases with the aging as shown in the Figure I-43, this is due to the NBTI mechanism activation on the PMOS transistors of the circuit, especially the bias transistors of the internal operational amplifier.

Figure I- 43

 43 Figure I-43 Drift in the offset voltage with the injected voltage before and after aging [68]

  Figure I-45. It is composed of board decoupling equivalent model, the IC PDN model and the internal activity modeled using current sources.

Figure I- 45 8 )

 458 Figure I-45 ICEM-CE model of a 90 nm IC digital core [63]In[START_REF] Boyer | Characterization and Modeling of Electrical Stresses on Digital Integrated Circuits Power Integrity and Conducted Emission[END_REF], the integration of aging model in ICEM-CE model concern the IA block. The falling and rising times (T R , T F ) increased and the current amplitude ∆I decreased following the Equations I-7 and I-8, where δ is the degradation ratio, it varies between [0,1].∆I stress = ∆I initial (1 -δ) (I-7)

Figure I- 46

 46 Figure I-46 Comparison between the measurement and simulation of power supply voltage fluctuation (left) and CE after 120 min under electrical stress of 3,6 V [63]

Figure II- 2

 2 Figure II-2 The different level of EMC modeling: system level (a), PCB level (b), integrated circuit level (c)With the emergence and strengthening of EMC requirements for electronic systems and components, the need for a prediction model for EMC has been felt with multiple goals[6]:o Predict the compliance of electronic components to EMC constraints. o Understand the influence of design parameters; as the traces dimensions, antenna, and the decoupling capacitors…, on EMC. o Validate and provide solutions to reduce electromagnetic emission and immunity to interference. o Assess the environment effect on EMC performance as the temperature, power supplies, and aging. As seen in the previous chapter, a considerable effort from the standardization committee, especially from the W69 group of IEC, was deployed to produce standards for designers to develop the emission and immunity models of electronic components. The IEC 62433 project aims to develop generic models of integrated circuits for modeling conducted and radiated disturbances. A reminder of the EMC models of the integrated circuits is given: o ICEM-CE: Integrated Circuit Emission Model for Conducted Emission (IEC 62433-2) o ICEM-RE: Integrated Circuit Emission Model for Radiated Emission (IEC 62433-3)o ICIM-CI: Integrated Circuit Immunity Model for Conducted Immunity (IEC 62433-4) Currently, there is no standard for modeling radiated immunity at a circuit level. In the state of the art, the radiated immunity problems are related to the conducted immunity problems by coupling on PCB traces[7]. In addition, the same need for modeling also exists for signal integrity. In fact, it is essential to ensure the error-free transfer of digital data via high-speed communication buses. An important contribution to the modeling of signal integrity of the components comes from the IBIS[8] (I/O Buffer Information Specification) group, which proposed a standard for describing the electrical performance of input/output (IO) structures of integrated circuits at the beginning of the 1990s. IBIS is widely used by IC manufacturers and high speed PCB designers and is supported by numerous CAD tools[9]. We can also cite the IMIC model[10] (I/O Interface Model for Integrated Circuit), which was developed by the Japan Electronics and Information Technology Industries Association (JEITA) and published in March 2001. The IMIC model has been proposed to correct some disadvantages of the IBIS model. In particular, it integrates RL networks in the supply rails in series with the output transistors and it allows defining the waveform models for the output transistor

  IBIS model is represented by an .ibs file written in ASCII format as presented in the Annex 2, and gives the following information: o Electrical circuit of the package (R pkg , L pkg , C pkg ). o The threshold voltage V th of an input buffer. o IOs capacitance (C comp ). o The curve I(V) of the clamping diodes. o The curve I(V) (Pull-up and Pull-down) of the output buffer.

  Figure II-3 IBIS model of an input

Figure

  Figure II-4 IBIS model of an output

Figure II- 6

 6 Figure II-6 Presentation of the noise source and the coupling path of an IC The ICEM-CE model generally describes the conducted emission of a circuit by associating a current source representing the internal activity (IA) of the circuit with an impedance network PDN (Passive Distribution Network) where the disturbance flows through the power pins and the IO pins. The ICEM-CE model is presented in the Figure II-7. The ICEM-CE model of an integrated circuit is conceived as a macro-model constructed from one or several PDNs and one or several IAs. The PDN includes both the parasitic elements of the chip and package. It includes the on-chip decoupling capacitors, the equivalent resistance and inductance of power and ground rails. This general macro-model has the least information on the internal design of the integrated circuit.

Figure II- 8

 8 Figure II-8 PDN model of a microcontroller DSPIC[13] 

FigureFigure

  Figure II-9 IA construction based from the external current measurementThe IEC 61967 standard can be used to measure the external current. The standard is composed of 6 parts, proposing different measurement methods that were discussed in the previous chapter. In this chapter we will focus on the IEC 61967-4 standard which proposes a direct coupling method based on 1Ω/150Ω probes presented in the Figure II-10. Moreover, a new methodology for IA construction will be proposed later in this chapter.

Figure II- 11

 11 Figure II-11 IA construction and comparison between the measured and simulated external current[13] 

Figure II- 12

 12 Figure II-12 Simplified illustration of the link between the transfer functions and the external voltages measured with the 1/150 Ω methods The transfer functions H 1 and H 2 present several resonance points where the slightest error could induce very large errors on |H 1 | and |H 2 |. Furthermore, the transfer functions are not exactly known because they are extracted from an optimization algorithm using measurements. Also, there is no direct access to these filtering systems from the side of the internal current; hence, the transfer functions could not be measured accepting the measurement errors ∆H 1 and ∆H 2 . Let us consider the terms I ̃INT , V � 1 and H � 1 representing the modified values of I INT , V 1 and H 1 by the error values ∆I INT , ∆V 1 and ∆H 1 for each frequency point, as shown in the following Equations. I ̃INT = I INT + ∆I INT (II-2)

Figure II- 13

 13 Figure II-13 Illustration of the induced absolute error on the transfer function

  2 V). o VCCOx (x = 0 to 2): dedicated to the IOs organized in three different banks (3.3 V) o VCCO3: dedicated to the MCB (Memory Control Block) and IOs supplied by 1.5 V and need a reference voltage of 0.75 V o VCCAUX: dedicated to the JTAG configuration (3.3 V)

Figure II- 14

 14 Figure II-14 Block diagram of ELECIS-F demonstratorThe ELECIS-F board has been designed according to 6 layers, 10x10 (cm) and meets the requirements of IEC 61967-1 for measurements in TEM cells. The constructed PCB is shown in FigureII-15, where several test points are provided, as specified, for signal integrity measurements, DPI injection, 150 Ω measurements on power planes and IOs, and the 1 Ω probe is connected directly to the V SS pins of the FPGA. No other active circuit is mounted on the board.

Figure II- 15

 15 Figure II-15 The designed demonstrator ELECIS-F2.2.2 Test board for PDN extractionFor the construction of ICEM-CE model of the FPGA, a specific board has been designed in order to perform S-parameter measurements for the construction of the PDN block of ICEM model of the FPGA.

Figure II- 17

 17 Figure II-17 Description of the workflow for S parameter measurements of the FPGA The S parameter measurements are performed for different configurations for modeling the multiple parasitic coupling that could increase the noise generated by the FPGA. The selected configurations are: o S parameter measurements performed directly on the pins of the FPGA as shown in the Figure II-18 (left), this allows the modeling of the parasitic coupling between the different power planes and models the substrate coupling, and the package and die impedance. o S parameter measurements performed on the dedicated board for PDN extraction as shown in Figure II-18 (right), this allows the modeling of the common mode effectbetween the circuit and the PCB. Furthermore, all the S parameter measurements are performed when the FPGA is not powered (passive mode) and when it is powered using a bias tee that was designed for this purpose. Figure II-19 describes the test set-up for S parameter measurements with a bias tee test board. The bias tee is included in the system during the calibration phases.

Figure II- 18 SFigure II- 19

 1819 Figure II-18 S parameter measurements with a GS probing system: on the pins of the FPGA (left), on test board for PDN extraction (right)

  Figure II-20 shows the measured impedance Z11 on the power plane VCC3 when the VSS pins are opened and when they are shorted to the ground of the PCB. The Figure shows an equivalent circuit capacitance of 549 pF between the power plane VCC3 and the ground plane when the VSS are shorted to the PCB ground. A capacitance of 134 pF is measured when the VSS are opened. It is induced by the common mode effect. At the package level, each IO has a parasitic capacitance around 1 pF, furthermore, the IOs are floating in ELECIS-F_PDN, and each IO presents a parasitic capacitance with the ground pins of 5 to 6 pF. With 186 users IO in parallel a total parasitic capacitance between the IOs and the VSS pins is nearly 134 pF, which explain the appearance of the common mode capacitance. The measurement system was carefully calibrated before all the S parameter measurement and validated by measuring the impedance of known passive elements; the noise shown in the Figure II-20 below 1 MHz is due to the sensitivity of the VNA. This will have no impact on the construction of the PDN of the FPGA.

Figure II- 20

 20 Figure II-20 Measured impedance Z11 on VCC3 when the VSS are opened and shorted

Figure II- 21

 21 Figure II-21 Measured impedance Z21 on power and unpowered FPGA when the two ports are: VCC0 (left), VCCINT(right)

Figure II- 22

 22 Figure II-22 Measured impedance Z21 on board and directly on the FPGA package when the port 1 is on VCC1 and the port 2 on VCC3

FigureFigure II- 25

 25 Figure II-23 X-ray images of the FPGA mounted on FTBGA256Since the manufacturer of the FPGA Xilinx does not provide any equivalent model, the PDN model will be constructed following the workflow described in the Figure II-24. From the acquired details on the internal structure, a PDN model structure will be defined with a number of unknown values. From the impedance computation, a linear system can be solved regarding to the measured impedance to obtain the values of the RLC equivalent circuit. A comparison between the simulated and measured impedance on the different power and ground domains will allow either the validation of the PDN model or the modification of the proposed structure.

Figure II- 26

 26 Figure II-26 General structure of the PDN of the tested FPGA 3.2.2 Validation of the PDN model The constructed PDN model of the FPGA is integrated in the SPICE simulator Advanced Design System (ADS). Several validation cases were studied. Figure II-27 presents the comparison between the measured and simulated Z11 impedance of the power domain VCC0 when the VSS pins are opened and when they are shorted the ground of the PCB. The simulation results show that the constructed PDN is valid up to 2.5 GHz.

  Figure II-27 Comparison between the measurement and the simulation of the impedance Z11 of VCC0 when the VSS are opened and when the VSS are shorted Furthermore, the parasitic elements values that reproduce the coupling between the different power planes are validated. Figure II-28 shows a comparison between the measurement and simulation, performed directly on the FPGA and its PDN model, of the impedance Z21 when the port 1 is VCC1 and the port 2 is VCC3. The comparison shows a good correlation between the measurement and the simulation up to 2 GHz. Similarly to the presented validation case, the PDN model of the FPGA was verified for the different power supply and ground domains. This is a primordial verification to ensure the construction of a reliable ICEM-CE model for the prediction of the conducted noise generated by the FPGA.

Figure II- 28 1 Figure

 281 Figure II-28 Comparison between the measurement and simulation performed on the FPGA of the impedance Z21 whenthe port 1 is VCC1 and the port 2 is VCC3

Figure II- 31 Figure II- 32

 3132 Figure II-31 Comparison between the measured and simulated impedance between 3.3 V and 1.2 V (up) and between P15 and P9 (down)

Figure II-34 Comparison between the measured and simulated impedance of the board and PDN model between the power planes 3 . 3 V and 1. 2 V 3 . 4 . 3 . 4 . 1 Figure II- 35

 3323434135 Figure II-34 Comparison between the measured and simulated impedance of the board and PDN model between the power planes 3.3 V and 1.2 V 3.4. Construction of the internal activity of the FPGA

FFT - 1 IACoreFigure II- 36 Figure II- 37

 13637 Figure II-36 Workflow of construction of the IA Core using the inverse methodThis algorithm will be applied on a specific configuration: a delay line as presented in Figure II-37. For optimum dynamic power consumption, 90 delay lines have been cascaded in series, each delay line has N = 100 inverters. Due to its regular structure, its dynamic power consumption is regular; i.e. the number of switching gates remains identical at each clock transition. The clock frequency is set to 16 MHz. Furthermore, a multiplexer is added at the end of the delay lines to activate or deactivate the output buffer. Thus, we can remove the noise produced by the output buffer switching, which is significant. In this section, no IO is switching, only the activity of the core is generated.

Figure II- 38

 38 Figure II-38 Measured external voltage using the 1 Ω probe for the test configuration: Delay lines To compute the internal current for this configuration, an AC simulation is performed on the PDN and the board model as presented in the Figure II-39, in order to compute the transfer function H between the internal activity and the external current. Considering the equation II-2 and the IA Core = [1,0]A, the simulation external voltage on the 1 Ω probe will be equal to the transfer function H. the Figure II-40 presents the magnitude and the phase of the transfer function.BOARD + PDN MODEL AC source Simulation

Figure II- 41 Figure II- 42 3 . 4 . 2 . 2

 41423422 Figure II-41 The extracted IA Core for the configuration delay lines using the inverse method based on 1 Ω measurement

FigureFigure II- 46 Figure II- 47

 4647 Figure II-44 Constructed ICEM-CE model for transient simulation using a 1 Ω probe

Figure II- 48

 48 Figure II-48 Comparison between the measurement and the simulation of the spectral envelope of external voltage using the 150 Ω probeAs presented in this section, the extraction of the core internal activity was performed using the inverse method based on 1 Ω measurement. As seen in Figure II-42, IA CORE (t) presents residual oscillations due to the bad compensation of the transfer function and the external voltage measurements errors. This has an important contribution in the induced error of IA Core extraction. The switching activity of the CLBs produces a broadband impulse noise without the resonances phenomena linked to the PDN model. However, using the inverse method, HF resonance could be seen in the spectrum of the extracted IA Core.Using the obtained result of IA CORE (t), the average current and power consumption was calculated and are respectively given by the values 31.8 mA and 38.16 mW. These results are compared to the estimation of Xilinx tool XPA (Xilinx Power Analyzer) that allows the estimation of power consumption of a design based on the floorplan analyze. TableII-4 shows the comparison between the estimated average current 27.33 mA and the average power 24 mW with the calculated values for the extracted current using the inverse method. The comparison shows that the applied approach for the IA Core extraction overestimates the average current and power consumption and could explain the difference between the measured and simulated

Table II- 4

 4 150 Ω probe shown in Figure II-48. Thus, it is necessary to use an alternative methodology for the IA extraction that could be based on the measurement or the estimation of the dynamic power consumption. Comparison of the average current and power between the IA extracted with the inverse method and the estimation

Figure

  Figure II-49 Schematic of ICEM-CE integrating IA Core and IA IO

Figure II- 50

 50 Figure II-50 Extracted IA IO in the time domain (left) and the frequency domain (right) To understand how the extraction method influence the error induced in IA IO, let consider the modified values H � Core , H � IO , IA � Core and V � 𝐸𝐸𝐸 of the transfer function, the IA Core and V EXT by the absolute errors ∆H Core , ∆H IO , ∆IA Core and ∆V EXT as follow: H � Core = H Core + ∆H Core (II-14) H � IO = H IO + ∆H IO (II-15) IA � Core = I Core + ∆I Core (II-16)

o

  The three last terms are linked to the IA Core extraction error and the transfer functions H IO and H Core errors. When H IO is low, the contribution of these terms is important. Especially for the third term where the inversed H IO is squared. Despite the important number of errors that contributes in the IA IO extraction, the generated waveform was used to simulate the CE in ICEM-CE model. As seen in Figure II-51, the comparison between the measurement and the simulation in the time domain still shows a good agreement in terms of peak-to-peak amplitude (11 mV measured and 14 mV simulated) and the activity of the clock tree and the IOs. Furthermore, in the frequency domain, the comparison between the measurement and the simulation shows a good correlation for the same reasons explained in the case of IA Core, although some resonances in HF could be seen due to the errors induced by the IA IO extraction. The calculated RMS error up to 1 GHz is 9.79 dB.
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 5152 Figure II-51 Comparison between the simulated and measured CE using the 1 Ω probe in the time domain (left) and frequency domain (right)Figure II-52 presents the comparison between the measurement and the simulation of CE in frequency domain when the 150 Ω probe was placed on the power planes 1.2 V and 3.3 V. These comparisons shows a very bad correlations between the CE measurement and simulation, especially in HF due to the bad compensation of the errors induced by the terms that contributes in the IA IO extraction. At low frequencies, the measured external voltage level using the 150 Ω probe is low because of the attenuation brought by the probe (the attenuation factor is 0.17). The calculated RMS errors up to 1 GHz is 14.68 dB on 1.2 V power plane and 9.26 dB on 3.3 V power plane.

Figure II- 53 3 . 4 . 3 . 3

 533433 Figure II-53 Presentation of the IA Core and IA IO blocs of the ICEM-CE model 3.4.3.3 Validation of the new method of IA IO extraction As described previously, the IBIS file is introduced in the ICEM-CE model of the FPGA as the IA IO. The selection of the type of IO is necessary while creating the IO buffer. Figure II-54 presents the schematic of the SPICE model used for the simulation of the external noise flowing through the 1 Ω probe. The IO buffer is connected to the internal terminal on the PDN model corresponding to the bank of IO to which it belongs. The same configuration presented for case of IA Core will be used, and for the validation of the IA IO, one LVCMOS IO is activated. Hence, only one IBIS file is added to the ICEM-CE SPICE model.Figure II-55 shows a comparison between the measured and simulated external voltage using a 1Ω probe when an IO is activated. In the time domain (left) the comparison shows a good agreement between the simulated peak to peak amplitude (10 mV) and the measured peak to peak amplitude (11 mV). In the frequency domain, there is a good correlation between the simulated and the measured spectral envelope up to 2.5 GHz with a computed RMS error of 7.28 dBμV calculated up to 2 GHz.

Figure II- 54

 54 Figure II-54 Schematic of ICEM-CE model with the IA IO bloc

  Figure II-56 shows the comparison btween the measured and simulated CE. On the power plane 3.3 V, it is clear that the simulation presents a very low HF noise (between 800 MHz and 2.5 GHz), and in particular the resonance around 1.3 GHz shown in Figure II-52 which has been compensated using the new method. On the power plane 1.2 V, the simulated CE is still overestimated, this is due to the errors of the extraction of IA Core using the inverse method which are still existent. The calculated RMS up to 1 GHz on 1.2 V power plane is 14.29 dB and on 3.3 V power plane the RMS error is 8.22 dB.

Figure II- 56

 56 Figure II-56 Comparison between the measured and simulated CE using the 150 Ω probe on the power planes 1.2 V (left) and 3.3 V (right)

Figure II- 57

 57 Figure II-57 The generated pulses for IA construction

Figure II- 58

 58 Figure II-58 The CE simulation for each pulse in the time domain (left) and the frequency domain (right)

Figure II- 59

 59 Figure II-59 Workflow of construction of the IA Core with a deterministic approach

Figure II- 60 4 . 4 . 4 . 4 . 1

 6044441 Figure II-60 Workflow of construction of the IA Core with the statistical approach 4.4. Validation of the IA core model

4. 4 . 2 Figure II- 62 4 . 4 . 2 . 1

 42624421 Figure II-62 Construction of IA Core bloc using current sources for the delay lines case study 4.4.2.1 Validation of the IA Core using the 1 Ω probe method The constructed internal activity block is combined to the PDN and the board equivalent model. A transient simulation using ADS is performed to simulate the CE produced by the FPGA and measured through a 1 Ω probe. The time-domain simulation and measurement results are compared in Figure II-63 (left). The simulated peak-to-peak amplitude of the voltage fluctuation is equal to 9 mV and presents a good correlation with the measured amplitude equal to 11 mV.

Figure II- 64 2 . 3

 6423 Figure II-64 Comparison between the measured and simulation CE with a 150 Ω probe on 1.2 V in the frequency domain for the delay line configuration

Figure II- 65 4 . 4 . 3

 65443 Figure II-65 Comparison between measured and simulated CE using the 150 Ω probe on 1.2 V power plane (left) and 3.3 V power plane (right) for the delay line configuration 4.4.3 Validation of the IA Core for the 7-bits counter configuration The case of the 7-bit counter is particularly different from the previous case. The signals representing every bit of the counter have different toggle rates. Firstly, the IA is constructed following the deterministic approach as shown in Figure II-66. Figure II-67 (left) presents a comparison between the measured and simulated external voltage using a 1 Ω probe in the time domain. The simulated peak-to-peak amplitude of the voltage fluctuation reaches 13 mV and is underestimated compared to the maximum measured peak-to-peak amplitude of 21 mV because we consider that the instantaneous transferred charge at each clock cycle is constant and equal to the average transferred charge per clock cycle. However, if the activity is random, the instantaneous transferred charge varies around the average value.Figure II-67 (right) presents the Fast Fourier Transform (FFT) of the previous comparison. The sub-harmonics of the clock

   presents a comparison between the measured and simulated external voltage using a 1 Ω probe in the time domain. The simulated peak-to-peak amplitude of the voltage fluctuation reaches 13 mV and is underestimated compared to the maximum measured peak-to-peak amplitude of 21 mV because we consider that the instantaneous transferred charge at each clock cycle is constant and equal to the average transferred charge per clock cycle. However, if the activity is random, the instantaneous transferred charge varies around the average value.

Figure II- 66 IA

 66 Figure II-66 IA Core construction for the 7-bits counter configuration

  Figure II-68 Comparison between the measured and simulated CE with the 1 Ω probe in the time domain (left) and the frequency domain (right) for the 7-bits counter configuration using the statistical approach

Figure II- 69

 69 Figure II-69 Comparison between measured and simulated CE using the 150 Ω probe on 1.2 V power plane for the 7-bits counter configuration

  Figure II-70.

   shows the comparison in the time domain between the simulation and the measurement of the external voltage fluctuation using a 1 Ω probe. The simulated peak-to-peak amplitude 5.2 mV underestimates the measured maximum peak-to-peak amplitude 7 mV. Although the simulation gives an approximate estimation of the mean amplitude, it does not represent the variable character of the CE.

Figure II- 71 (Figure II- 70 IA

 7170 Figure presents the Fast Fourier Transform (FFT) of the previous comparison. The first harmonics are under-estimated, but globally, the simulated CE shows a good correlation with the measurement, the RMS error is 5.89 dBμV.VCC

   shows the simulated and the measured external voltages using a 1 Ω probe. The simulated maximum peak-to-peak amplitude of the voltage fluctuation 7,1 mV is very close to the maximum peak-to-peak amplitude obtained in measurement. The simulated time domain profile reproduces the random behavior of the CE with a good approximation.
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 7272 Figure II-72 Comparison between the measured and simulated CE with a 1 Ω probe in the time domain (left) and the frequency domain (right) for the PRNG using the statistical approach

Figure II- 73

 73 Figure II-73 Comparison between measured and simulated CE using the 150 Ω probe on 1.2 V power plane for the 5-bits PRNG configuration

  of integrated circuits | 114 methods. However, the use of the 150 Ω for CE validation gave better results when the new methodology was applied as shown in Figure II-75. The new method of IA Core construction has proved that when the simulation is performed at a different location the result still correlates with the measurement. Figure II-74 compares the IA Core of the delay line configuration constructed with the inverse method based on the 1 Ω measurement as shown in part 3.4.2 and the IA Core constructed following the deterministic approach in part 4.4.2.

Figure II- 74 Figure II- 76 o

 7476 Figure II-74 Comparison between the IA core generated with the inverse method and with the deterministic approach for the delay line configuration

Figure II- 79 .

 79 The clocking infrastructure: consists of a Digital Clock Manager (DCM), configured to 1:1 scaling of 16 MHz clock input. Its output clock is used to clock each block of the DSP chain. NAND gate, whose inputs are connected to DCM's LOCKED output and one of the board's GPIO with pullup, which asserts active-high system reset whenever any of these two inputs go LOW. Figure II-78 summarizes the on-chip power consumption and the resources utilization for the industrial application estimated by XPA tool. The total dynamic power estimated is 23 mW; it is very close to the measured power consumption (24 mW).

Figure II- 78

 78 Figure II-78 On-chip power consumption and resources utilization estimated by XPA

   also presents the comparison between the measurement and the simulation in the frequency domain with a good correlation and a computed RMS error of 5.62 dBμV. Some differences between the measured and the simulated envelope could be due to any existing error on the different blocs of the ICEM-CE model. This result proves that the proposed algorithm to build IA Core model gives satisfactory result on an industrial case study. Moreover, the algorithm can be easily implemented in a tool to automatize the model construction.

Figure II- 81

 81 Figure II-81 Comparison between the measurement and simulation of CE on 1.2 V power plane using the 150 Ω probe for the industrial application

  Figure III-1 Bathtub curve principle

  and consists in: o The identification of potential failure mechanisms o Accelerated stress to identify the most dominant root-cause of failure o Identification of the dominant failure mechanism o Modeling the failure mechanism o Making the link between the collected data from the accelerated stress and the statistical distribution o Developing a mathematical model for the dominant failure mechanism and compute the MTTF (Mean Time To Failure)

  Figure III-2 and Figure III-3.

Figure III- 2 Figure III- 3

 23 Figure III-2 Inputs and outputs of CADMP-2 tool [1]

Figure III- 5

 5 Figure III-5 Principle of standard Accelerated Life Model The accelerated tests must be carried out according to a test plan which includes: o The stress conditions accelerating the failure mechanism o The stress levels ensuring that the original failure mechanism is maintained while acceleration test is applied o The size of tested samples for the statistical analysis giving the accuracy of the estimations o The acceleration law to analyze the test results in order to define the reliability function under the nominal conditions

Figure III- 6

 6 Figure III-6 External stress effect on the activation energy[20] 

Figure III- 7

 7 Figure III-7 Accelerating test results at different stress conditions[28] 

Figure III- 9

 9 Figure III-9 Effective activation energy of 28 nm technology using M-STORM model (left) 3D plot for E a,eff (x f = 10%, x V , T), or (right) 2D plot for same various percentage of stress conditions (x f =F/F max and x V =V/V br ) and temperature (F max = 12 GHz, V br = 3.3V).

Figure III- 10

 10 Figure III-10 Test set-up and the control and communication interface for accelerated tests[11] 

  9. 

Figure III- 11

 11 Figure III-11 Plotted results of γ (a) and E a (b) for HCI mechanism[11] 

  Figure III-12 showing the FIT versus the temperature for different voltages and operating frequencies.

Figure III- 12

 12 Figure III-12 Reliability curve for different voltages and frequencies from 10 MHz (dashed lines) to 2 GHz (solid lines) [11]

Figure IV- 1

 1 Figure IV-1 Workflow of EMC level prediction using the MSTORM reliability model

o

  Step-stress: It consists on the application of different incremental stresses (e.g. voltage) at pre-specified times as presented in Figure IV-2, or after pre-specified number of failures.

Figure IV- 2

 2 Figure IV-2 Step stress test purpose

Table IV- 2 Figure IV- 3

 23 Figure IV-3 Evolution of the current consumption with the increase of the voltage on the different power domains of the FPGA After the definition of the voltage values for burn-out limit, the step-stress is used to define the voltage values where the component begins to degrade according to a degradation criterion. During this stage it is necessary to control the ambient temperature (for example 20 °C.) that should not change during the step stress experience. The following diagram presented in Figure IV-4 shows the step-stress workflow, which consists in: o Ambient temperature control during every stage of the step stress.o Initial measurements for a set of specified configuration to follow up the FPGA degradation. o The application of an initial over voltage stress V+ΔV to the supply pins of the component (where V is the nominal voltage and ΔV is the incremental stress voltage) for a duration of 168 h. Here, the step stress duration and the incremental stress voltage are fixed to be constant, however, in a step stress test, it is possible to have different stress periods and the stress levels do not have to be uniformly spaced[START_REF]Accelerated testing handbook[END_REF]. o Perform the recovery measurement at the end of the step under the FPGA nominal operating conditions. o If there is no degradation on the tested configuration the over voltage stress ΔV must be incremented.

Figure IV- 5

 5 Figure IV-5 Presentation of the workflow of the Life test

6 ,

 6 to follow up the evolution of the following parameters: o The delay between the different CLBs using a ring oscillator configuration. The ring oscillator design principle is presented in Figure IV-2, which consists in the configuration of (2N+1) inverters in chain. The output frequency is f out = 1 2.N.T p where T p is the propagation delay per inverter and include the interconnections propagation delays.

Figure IV- 6

 6 Figure IV-6 Design principle of the ring oscillator configuration

Figure IV- 7

 7 Figure IV-7 Designed PCB for burn-in tests for several FPGAs
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 13113111 Static measurements characteristicsDuring the SSALT tests, the three aged FPGAs are named C1SE, C2SE and C3SE. And the control samples are named C1TEM, C2TEM. All the recovery measurements are performed under nominal operating conditions. Figure IV-8 describes the static measurement protocol of the pull-down (PD) and pull-up (PU) devices. The measurement consists in activating either the pullup or the pull-down by setting the logic state of the tested output pin and measuring the current delivered or absorbed by the output buffer. The measurement is performed using a sourcemeter. Two measurement configurations are possible:

FPGAFigure IV- 8

 8 Figure IV-8 Experimental set-up for static measurementsThe static measurements for each step at the operating conditions V+∆V i are presented in Figure IV-9 for the LVCMOS33 IO and in Figure IV-10 for the SSTL15 IO for the stressed component C1SE. The figures show that the FPGA starts degrading from the third step V+∆V 3 . The degradation shows up as a decrease of the saturation current of the pull-down devices. No important variation in the pull-up device current has been noted. This means that, with the electrical stresses, only the NMOS transistors degrade due to the HCI mechanism activation, because of the higher mobility of the majority charge carriers. During the operation of NMOS device, the electrons gain enough energy to trigger impact ionization within the substrate. The generated electrons and holes get injected in the gate oxide and create defects in the interface. However, since the PMOS transistors are mainly affected by NBTI mechanism, with the applied step stress, no NBTI effect was observed. This could be due to the rapid recovery of NBTI on PU devices because of the long duration of the test. The HCI mechanism does not appear in PMOS transistors, because the charge carriers (holes) in PMOS have a lower mobility than electrons and are easier to scatter than electrons. Hence, the average energy of the charge carriers in PMOS is low and does not trigger impact ionization[START_REF] Alam | Scaling theory of HCI degradation[END_REF].

Figure IV- 9

 9 Figure IV-9 Pull-up and pull-down Static measurement on the LVCMOS33 pin of C1SE

Figure IV- 11

 11 Figure IV-11 Current variation for the pull-down devices of the tested FPGAs for LVCMOS33 (left) and SSTL15 (right) IOs 3.1.1.2 Time profile characteristics Figure IV-12 describes the experimental set-up for the SI tests on the FPGA IOs. A clock generator transmits a 1 MHz square signal to a GCLK (global clock) input. This signal is read by the tested outputs. A digital oscilloscope (DSO) is used to measure the time profiles with an active probe with load capacitors or resistors connected to the outputs. Only the profiles at the transition edges are recorded. The measurement of the input signal allows synchronizing the DSO acquisition data and to measure the required propagation delays between the input and the output for the rising and falling edges transitions.

FPGAFigure IV- 12

 12 Figure IV-12 Experimental set-up for signal integrity measurementsFigure IV-13 presents the evolution of the rising and falling time delays of the LVCMOS33 output buffer at the different steps for the component C1SE. The figure shows the falling time starts increasing from the third step while the rising time does not vary between the different steps. This results could be predicted from the I(V) characteristics of the output buffers, since only the PD device degrades due to the activation of HCI mechanism. The asymmetric degradation of the PU and PD devices leads to a larger increase of the fall time.

Figure IV- 13

 13 Figure IV-13 Rising and falling edges evolution at the different steps for C1SE LVCMOS33 outputSimilarly to the component C1SE, the time profiles of the LVCMOS33 output buffers of the other tested components have been studied. The rising times T r and falling time T f are calculated for the tested samples between 10 % and 90 % of the maximum voltage level. The transitions time variation from the initial measurement are calculated at each step and presented in Figure IV-14, where the falling times present an important variation from the third step. This figure confirms once again the results obtained in the static measurements, where the stressed FPGAs PD devices degrade with the same tendency until the third step. Beyond this limit an important dispersion can be observed with the burn-out of C2SE FPGA.

Figure IV- 14

 14 Figure IV-14 Transition time variation during the step stress for the tested componentsWith the step stress tests, the differential output buffers (DIFF_SSTL15) have presented a significant degradation on the PD and PU devices with an increase on the transition times, contrary to the single ended outputs where only PD devices were degraded. A reduction of the time profile signal amplitude of about 200 mV has been noted, between the initial and the last step measurements. As seen in Figure IV-15, the differential outputs have presented an asymmetric profile from the initial measurements. The output buffer E2 switched faster than E1 output, which is delayed of 300 ps from E2 output. A special care was given to the routing of the differential pins in ELECIS-F board; the traces and loads are placed symmetrically between the

Figure IV- 15

 15 Figure IV-15 Time profile of the differential outputs E1/E2 on the rising edge (left) and falling edge (right) of E2

Figure IV- 16 Figure IV- 17 3 . 1 . 2

 1617312 Figure IV-16 Common mode (left) and differential mode (right) voltages on the falling edge of E2 for the component C1SE

Figure IV- 18 CE measurements using the 1 Ω

 181 Figure IV-18 CE measurements using the 1 Ω probe on C1SE for the delay line configuration with no activated IO (left), with one activated IO (right)

  °C VCCINT0 = 1V (34,5% Vstep) VCCO0 = 3V (52,2% Vstep) T2 = 80 °C VCCINT1 = 3V (100% Vstep) VCCO1 = 5,5V (96% Vstep) T3 = 120 °C VCCINT2 = 2V (69% Vstep) VCCO2 = 4,25V (74% Vstep)

Figure IV- 19

 19 Figure IV-19 Evolution of the junction temperature according the power supply voltage VCCINT (left) and VCCO (right) for different ambient temperatures

  Figure IV-21 shows the plotted result for an untested operating conditions at an ambient temperature 70 °C and power supply voltages 2.3 V at VCCINT and 4.8 V at VCCO, the extrapolation of the junction temperature lead to compute the Tj (115 °C) for the specified operating voltages. In addition, the figure shows the limit of test at the ambient temperature 70 °C above which the FPGA could burn-out in less than 24h stress duration. Using the formula IV-5, three different stress conditions have been chosen for M-HTOL test and are presented in Table

  0

  Figure IV-21 Junction temperature evolution at an ambient temperature 70 °C

Figure IV- 22

 22 Figure IV-22 Current variation on PD and PU devices of LVCMOS33 (left) and SSTL15 (right) output buffers for the different stresses

Figure IV- 23

 23 Figure IV-23 Transition time variation of LVCMOS33 output buffer for the different stresses

Figure IV- 24 Amp E1 stress 1 Amp E1 stress 2 Amp E1 stress 3 Amp E2 stress 1 Amp E2 stress 2 Amp E2 stress 3 stress

 24123123 Figure IV-24 Amplitude variation on differential pins (DIFF_SSTL15) for the different stressesSince the amplitude level of DIFF_SSTL15 pins decreases due to aging and the rise and fall times are calculated between 10 % and 90 % of the signals amplitude, it is more relevant to compare the evolution of the signals slew rate to assess the aging effect on the FPGAs signal integrity. Figure IV-25 shows the slew rate variation at the rising and falling edges of E1 and E2 pins for each stress conditions. This figure shows a significant decrease in the slew rate when the

Figure IV- 25

 25 Figure IV-25 Slew rate variation on differential pins (E1/E2) for the different stresses

   shows the evolution of the common mode (CM) spectrum level after each recovery measurement of a FPGA at the stress conditions number 3 (2.8 V, 5.2 V, 115 °C). The figure shows a significant increase in the CM level at the final around + 30 dB at the frequency 1 MHz. This could contribute in the radiation emissions (RE) of the FPGA. However in this study no RE measurements have been performed since it is not the purpose of this work.

Figure IV- 26

 26 Figure IV-26 Common mode voltage in frequency domain of one stressed FPGA at the stress conditions N° 3

  Figure IV-28 shows the average variation of the ring oscillators (RO)

Figure IV- 28 Average RO frequency variation for the different stresses 3 . 2 . 2 . 3

 283223 Figure IV-28 Average RO frequency variation for the different stresses3.2.2.3 Aging effect on EMCConducted emissions measurements are performed at every step of the M-HTOL test using the 1 Ω probe for the delay line configuration when the IOs are activated and when they are disabled. Figure IV-29 presents an example of CE initial and after 500 h aging measurement when no IO is activated and when the FPGA was stressed under the second stress conditions (2.3 V, 4.8 V, 135 °C). In the time domain, the figure shows a reduction in the peak-to-peak amplitude of the measured voltage using the 1 Ω probe from 27.3 mV to 22.2 mV after 500 h aging. Furthermore, in the frequency domain, the envelope level presents around 3 dB reduction after aging. Since only the CE amplitude has reduced and the switching rate has not changed, this could be due to the degradation of the internal transistors which modified the transient current produced by the core of the FPGA.

  Figure IV-29 presents an example of CE initial and after 500 h aging measurement when no IO is activated and when the FPGA was stressed under the second stress conditions (2.3 V, 4.8 V, 135 °C). In the time domain, the figure shows a reduction in the peak-to-peak amplitude of the measured voltage using the 1 Ω probe from 27.3 mV to 22.2 mV after 500 h aging. Furthermore, in the frequency domain, the envelope level presents around 3 dB reduction after aging. Since only the CE amplitude has reduced and the switching rate has not changed, this could be due to the degradation of the internal transistors which modified the transient current produced by the core of the FPGA.

Figure IV- 29

 29 Figure IV-29 Initial and after 500 h aging CE measurement in the time and frequency domain using the 1 Ω probe at the stress conditions number 2

Figure IV- 30

 30 Figure IV-30 Evolution of the average CE variation without activated IOs (left) and with activated IOs (right) at the different stress conditions

σ 2 2 (IV- 8 )Figure IV- 31

 2831 Figure IV-31 Illustration of the drift plot according to time for different stressed components

Figure

  Figure IV-32 Log-normal plot to compute t 50% and σ

t

  50% . e -t.σ √N < e µ < t 50% . e t.σ √N (IV-10) Where e μ is the exponential value of the true median of the distribution, and t is the Student's t distribution reported in the Figure IV-33 since its usual presentation is complicated, it is equal to 2.132 when considering 5 samples for a 90 % confidence level. It is given for double-ended confidence interval and the sample size N.
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 33 Figure IV-33 Student's t distribution adapted to confidence level and the sample size[START_REF]Accelerated testing handbook[END_REF] 

Figure IV- 34

 34 Figure IV-34 Degradation data plot using Weibull's distribution

Figure IV- 35

 35 Figure IV-35 Average relative drift calculated on the three ROs at the first stress conditions for the five tested components Using the plotted data in Figure IV-35, the linear interpolation equations are reported inTable IV-10 for each aged component C i and the 10 %, 20 % and 30 % drifts are extrapolated. Considering the first line of the Table IV-10, the data means that 36.4 % of the tested components will reach a 10 % drift after 21316 hours, and 20 % drift after 97760 hours and 30 % drift after 229760 hours.

Figure IV- 36

 36 Figure IV-36 MTTF calculation using the log-normal plot for the stress conditions 1

Figure IV- 37

 37 Figure IV-37 Log-normal plot of degradation data for the stress conditions 2 and 3

Figure IV- 38

 38 Figure IV-38 Weibull's distribution for the stress conditions 1 at 10 %, 20 % and 30 % drifts of the ROs output frequencies

Figure IV- 39 59 - 3

 39593 Figure IV-39 Weibull plot for the stress conditions 2 for 30 % drift

  However, the Figure IV-40 presents the placement of the calculated FIT using Weibull's distribution for 20 % drift on the generated MSTORM model for the FPGA 45 nm process. This figure shows that although the calculated FITs do not perfectly match the MSTORM prediction, but since the ratio is not very large, the calculated FIT are placed in the 90 % confidence level of MSTORM model. The confidence level is limited by the dashed lines around the specified power supply voltage. Moreover, this figure shows that the calculated FITs are placed in the area of activation of the NBTI mechanism. Only Weibull's data are plotted since they represent the random degradation of the useful life (β ≈ 1) which is comparable with MSTORM data as it is constructed for constant failure rate. Although some improvement are needed in the MSTORM model, as including the aging effect on the IOs, it is possible to use the model for the prediction of FIT in nominal conditions (1.2 V, 3.3 V) and for any applied temperature. In the automotive and aeronautic industries, the operating temperature of the electronic components is 80 °C and 110 °C for the space industry. Hence, the reliability model of a FPGA manufactured under 45 nm technology process is reported in Figure IV-40 by the green curve (solid line) and the 90 % confidence level (dashed green lines). At the operating conditions (1.2 V, 80 °C), the FIT is predicted for 20 % drift using MSTORM data and placed in the figure with the star point. On the other hand, as provided by A. Bensoussan, FIDES and the MIL-HDBK-217 data, for respectively the temperatures 80 °C and 110 °C, has been extracted and used in the MSTORM model for FIT calculation. The Figure IV-40 presents the predicted FIT using MSTORM model at the nominal operating power supply voltage under 80 °C and 110 °C. Table IV-15 summarize the predicted MSTORM reliability model for a different set of data provided from the different standards. It shows that for FIDES and MIL-HDBK data, the reliability model predicted using MSTORM gives a good correlation between the different data.

Figure IV- 40 Calculated

 40 Figure IV-40 Calculated FITs with Weibull's distribution (red and blue points) for the three stress conditions placed on the MSTORM model for 2.8 V and 2.3 V on VCCINT

Figure IV- 41

 41 Figure IV-41 Internal activity of the Core block construction before (up) and after (down) aging

Figure IV- 42 .

 42 The simulated CE before aging shows a good prediction of the peak-to-peak amplitude(27.3 mV) in the time domain. After aging, the simulated CE amplitude (23.4 mV) slightly overestimates the measured peak-to-peak amplitude (21.8 mV), but overall, the constructed ICEM-CE model after aging provides a good prediction of the CE level in the time domain.

Figure IV- 42

 42 Figure IV-42 Comparison between the measured and simulated CE using the Ω probe at the initial measurements andafter 500 h aging under the stress conditions 2 in the time domain

Figure IV- 43

 43 Figure IV-43 Comparison between the variation of the measured and simulated CE spectrum from the initial state andafter 500 h aging under the stress conditions 2

  Figure IV-44 presents the prediction of CE in the time and frequency domain for each drift. The figure shows the decrease of the peakto-peak amplitude of the external voltage simulated using the 1 Ω probe when the drift

Figure IV- 46

 46 Figure IV-46 Comparison between measured and simulated CE using the 1 Ω probe before aging when the IOs are activated

  electromagnetic robustness | 194 with the V(t) signal integrity measurements. The IBIS files are then modified with the measured I(V) curve and V(t) data after aging. Then, ICEM-CE model is constructed from the IA Core after 500 hours aging, the modified IBIS files with the after aging data (IA IO) and the unchanged PDN and board model. Figure IV-47 shows the comparison between measured and simulated CE using the 1 Ω probe after 500 h aging under test condition 2. It is shown that the simulated and measured peak-to-peak amplitude has been reduced after aging. Furthermore, the simulated amplitude (43 mV) is similar to the measured amplitude(45 mV). The comparison between the measured and simulated envelope in the frequency domain also shows a good correlation with a computed average RMS error 6.59 dB.

Figure IV- 47 2

 472 Figure IV-47 Comparison between the measured and simulated CE using the 1 Ω probe after 500 h aging under test conditions 2In this section, it was demonstrated that using the appropriate IBIS file in the ICEM-CE model allows a good accuracy of the simulated CE before and after aging. The main parameters of static current and dynamic V(t) profiles must meet the performances of the tested FPGA. However, the presented results do not allow the construction of a predictive model when the IOs are activated, because several data are missed and should be studied experimentally for the construction of an adapted MSTORM model for the IOs which is completely feasible. It only shows the contribution of the IBIS file in the CE. On the other hand, the construction of a predictive IA IO model needs the study of the PU and PD devices in order to extract the IBIS file according to a degradation criterion and using an acceleration factor calculated with the experiments data. To understand the parameters that activate an output buffer, let consider a 3 state output. The high impedance state is simulated by deactivating the PU and PD devices. This state is neglected in the following description since only an active and switching output stage is considered. The instantiation of the proposed equivalent model is presented in Figure IV-48 compatible with SPICE tools. The different components of the output buffers model are: o The package model: represented by an equivalent RLC circuit. In the IBIS file, typical RLC values are given. In addition, the FPGA constructor provides a .pkg file that provides electromagnetic simulation results on the IC box. Therefore, a matrix of resistors, inductances, and capacities to model the RLC circuit of the tested output pins is provided.

Figure IV-48 3 -

 3 Figure IV-48 3-state output buffer equivalent model

  For an EMC point of view, some committees as the Comité International Spécial des Perturbations Radioélectriques (CISPR) founded in 1934 by the International Electrotechnical Commission (IEC) have published numerous norms and standards to define the EMC test set-up for Emission and Immunity. The CISPR is composed of six subcommittees, each responsible for a different area, defined as:• A -Radio-interference measurements and statistical methods • B -Interference relating to industrial, scientific and medical radio-frequency apparatus, to other (heavy) industrial equipment, to overhead power lines, to high voltage equipment and to electric traction • D -Electromagnetic disturbances related to electric/electronic equipment on vehicles and internal combustion engine powered devices • F -Interference relating to household appliances tools, lighting equipment and similar apparatus • H -Limits for the protection of radio frequencies • I -Electromagnetic compatibility of information technology equipment, multimedia equipment and receiver For automotive OEM and suppliers, the applicable standard is the CISPR 25 -Radio disturbance characteristics for the protection of receivers used on board vehicles, boats, and on devices-Limits and Methods of Measurement. The CISPR 25 ed 4.0 has been published in October 2016. Compared to previous version 2008 dated, this edition take in account the specificities of Electric Vehicles (EV) and Plug-in Hybrid Electric Vehicles (PHEV) including test methods for shielded power supply systems for high voltages and batteries fast charger. As the CISPR 25 is only limited to the conducted and radiated emission, automotive OEM and suppliers also apply some ISO 11452-8:2015 Road vehicles --Component test methods for electrical disturbances from narrowband radiated electromagnetic energy --Part 8: Immunity to magnetic fields ISO 11452-9:2012 Road vehicles --Component test methods for electrical disturbances from narrowband radiated electromagnetic energy --Part 9: Portable transmitters ISO 11452-11:2010 Road vehicles --Component test methods for electrical disturbances from narrowband radiated electromagnetic energy --Part 11: Reverberation chamber

Figure 49 Conducted

 49 Figure 49 Conducted Emission (voltage method) measurements in Narrow Band (blue) and Broad Band (red) compared with limits given by Renault 3600808 specification.

  Electronics Council are described by the AEC-Q100-G Failure Mechanism Based Stress Test Qualification dated May 2007. The EMC are evocated in the Annex 5 "Part Design Criteria to Determine Need for EMC Testing" without any reference to requirements or tests methods. For this reason, each supplier has each own applicable norm. As an example, for SIEMENS VDO (CONTINENTAL AUTOMOTIVE since 2007) the applicable standard was in 2004 the A2C000027649AAA Electromagnetic Compatibility requirements for Integrated Circuits. The Figure 50 gives an example of requirements for CE 1 Ω.

Figure 50

 50 Figure 50 Example of requirements for CE level using the 1 Ω method

Figure 51

 51 Figure 51 Requirements classes for immunity tests Compared to emission test, the immunity test is associated to a failure criterion which is measured during and after the test. The failure a criterion is not defined by the standard but is fixed by the manufacturer or by the customer. The gravity level of the observed failure for an Integrated Circuit is standardized by the IEC 62215-3 ed 1.0: Integrated Circuits -Measurement of Impulse Immunity -Part 3: Non-Synchronous Transient Injection Method. The gravity levels are resumed in Table XXX

Figure 52

 52 Figure 52 Power and Ground clamp model in an IBIS file

Figure 53 Figure 54

 5354 Figure 53 Pull-up and Pull-down I(V) characteristics of an output
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2 Workflow of long-term electromagnetic robustness prediction Scope of this dissertation

  Based on the context presented above, this thesis deals with two main subjects: o The improvement of IC models for EMC, especially the construction of ICEM-CE model for advanced integrated circuits dedicated to embedded applications with a proposal of new construction methodology to overcome the issues of the standard methods. o A new methodology proposal for the prediction of long-term conducted emission level based on a new reliability model. This model must be predictive, i.
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e. able to extrapolate the mean time required to a given EMC level drift in various stress conditions, even if there are multiple stress sources.

Table I -1 Excerpt of 2003 ITRS technology scaling from 90nm to 22nm [27]

 I 

Table I -2 Examples of EMC standards for automobile, aeronautic, and military applications

 I 

Table I -3 Standards for conducted and radiated emissions measurements at IC level

 I 

Table I -4 IEC standards for EMI modelling at IC level 1.2.2 Electromagnetic susceptibility 1.2

 I 

  Table I-5 Standards for conducted and radiated susceptibility measurements at IC.

		Measurement method	Standard
	Radiated	TEM cell (150 KHz -1 GHz) GTEM cell (150 KHz -1 GHz)	IEC 62132-2
	susceptibility	Surface scan (150 KHz -1 GHz)	IEC 62132-9
		Bulk Current Injection BCI (150 KHz -1 GHz) IEC 62132-3
	Conducted	Direct Power Injection DPI (150 KHz -1 GHz) IEC 62132-4
	susceptibility	Work Bench Faraday Cage (150 KHz -1 GHz) IEC 62132-5

Table I -5 Standards for conducted and radiated susceptibility measurements at IC

 I 

Table I -6 Standard for IC immunity modelling 2. Integrated circuits reliability issues

 I 

	Integrated Circuit Immunity Model -Radiated Emission	IEC 62433-5
	ICIM-CI Integrated Circuit Immunity Model -Conducted Emission IEC 62433-4

Table I -7 Operating temperature range of COTS components in industrial application [36]

 I 

Table I -8 Scaling impact on the degradation mechanisms and stresses accelerating the mechanism Degradation mechanism Scaling impact Stresses accelerating the mechanism Electric stress High temperature Low temperature EM

 I 

		Increased density of metallization.		
		Decrease in the width and		
		thickness of metal lines.	x	x
		Increased current density in		
		interconnections.		
		Reduced length and thickness of		
	HCI	drain. Decreased oxide thickness.	x	x
		Increased electric field.		
	TDDB	Decreased oxide thickness. Increase of the electric field	x	x
	NBTI	Decreased oxide thickness. Increase of the electric field	x	x
	3			

. Aging effect on EMC 3.1. Electromagnetic robustness of ICs 3.1.1.1 Overview on electromagnetic robustness Integrated

  circuits lifetime has become a major problem for nanoscale technologies.

  However, the transfer functions H 1 and H 2 are often low because of the filtering effect of the PDN. Hence, |H 1 | and |H 2 | have always values less than 1. As illustrated by Figure II-13, ∆H 1 is large and H 1 is low, then,

	∆H 1 H � 1 2 becomes very important.	
	𝐇 𝟏	
	∆𝐇 𝟏	𝐇 � 𝟏
		f

1 

. This term becomes dominant when H 1 is low, especially because of the denominator H � 1 2 .

Table II -1 Selected pins for S parameter measurements

 II 

Table II -2 Parasitic elements of the FPGA

 II 

		Domain	Value Unpowered Powered
		VCC0	665 pF	1.075 nF
		VCC1	472 pF	776.8 pF
	On-chip capacitance	VCC2 VCC3	670.38 pF 526.21 pF	1.049 nF 897.5 pF
		VCCAUX	3.38 nF	5.42 nF
		VCCINT	17.5 nF	36.5 nF
	Common mode capacitance		134 pF
	Package inductance	Power pins Ground pins	0.1 nH 0.4 nH
	Package resistance		37 mΩ

Table II -3 Ports definition for ELECIS-F modeling CST

 II Studio Suite includes several modules (PCB, Microwave …) that could be used according to the application domain. These modules offer the possibility for 2D/3D simulations using different solvers. For the ELECIS-F board modeling, four different solvers were tested and the S/Z parameters results were compared to the measurement to identify the most adapted method for the board model extraction.o The transient simulator in CST MWS (Microwave Studio) is a very performant solver that delivers broadband frequency results. This solver is based on Finite Integration technique (FIT) which is a consistent discretization scheme for Maxwell's equations in their integral form. This real time simulator is commonly based on the hexahedral meshing technique which discretizes the geometric model into different regions for a volume meshing based on rectangular cuboids. The geometric model created on CST PCB Studio can be imported to CST MWS with the specified stack-up, ports and lumped elements definition (decoupling capacitors, 1 Ω probe…). Although this solver gives accurate results when the number of discrete ports is low, in the case of ELECIS-F board, the S parameters simulation for 10 discrete ports and more than 30 decoupling capacitors and a fine volume meshing has last for several days even using a GPU (Graphic Processor Unit) for acceleration features. o Frequency domain solver in CST MWS is based on the Finite Elements Method (FEM). It allows two different meshing techniques; hexahedral meshing as for the transient solver and a tetrahedral meshing technique. The main difference between the frequency and time domain solvers is the number of frequency sampling; in the time domain the sampling has no influence on the simulation duration whereas in the frequency domain the number of frequency samples will influence the simulation time since the solver perform the computation for each sample. Hence, using this solver has led to a long time simulation and reducing the frequency samples decreases the results accuracy. o 3D PEEC (Partial Element Equivalent Circuit) solver in CST PCB Studio uses a quasistatic technique and generates a SPICE circuit for the selected nets for EM simulation by dividing them into partial elements. This solver was tested on ELECIS-F board and does not give accurate results while comparing them to the S parameter measurements. This is not surprising since the 3D PEEC solver is set for EM simulation on single and two layers board and is only valid on low and medium frequency ranges. o The 3D FE FD (Finite Element Frequency Domain) solver in CST PCB Studio is based

  13, the terms that contribute in the error of IA IO are shown in Equation II-19.Equation II-19 shows the contribution of five terms in the error of the IA IO:o The first and second terms are linked to the error on the external voltage measurement and the estimation of the transfer function H IO . When H IO is low, this term contribution will be important. Furthermore, the second term has a more important contribution since the inversed transfer function H IO is squared.

	∆IA IO = � ∂V EXT ∂IA IO	� ∆V EXT + �	∂IA IO ∂H IO	� ∆H IO + � ∂H Core ∂IA IO	� ∆H Core + � ∂IA Core ∂IA IO	� ∆IA Core	(II-18)
	∆IA IO =	∆V EXT H � IO	+	∆H IO .V � EXT H � IO 2	+	∆H IO .H � Core .IA � Core H � IO 2	+	∆H Core .IA � Core H � IO	+	∆IA Core .H � Core H � IO	(II-19)

Table II -5 Calculated RMS errors between the different pulses

 II Table II-5 as a RMS error calculated from 10 MHz to 2.5 GHz. This comparison shows that the RMS errors are nearly identical except between the triangular and the square pulses. This is explained by the HF resonances calculated for the different signals with the Fast Fourier Transform (FFT).

	Difference between	RMS error (dBμV)
	Pulse 1	Pulse 2	18.67
	Pulse 1	Pulse 3	28.09
	Pulse 2	Pulse 3	19.64

61 Structure of the 5-bits PRNG configuration

  

	D	D	D		D	D	
	Flip-Flop	Flip-Flop	Flip-Flop		Flip-Flop	Flip-Flop	
	CLK						
	Figure II-Configuration Measured Dynamic power (mW)	Estimated Dynamic Power (mW) Logic Clock	Data path delay (ns) Logic Clock	Average toggle rate (%)
	Delay Line	26,8	24	1,5	40	0,75	100
	5-bits PRNG	4,8	3,11	1,5	1,5	0,75	38,75
	7-bits counter	7,2	9,60	1,5	3,8	0,75	28,35

Table II -6 Dynamic power consumption and the data path delay given by Xilinx reports for the case studies

 II 

  -1.

	DAL classification	Criticality level	Acceptable failure rate (FIT)
	A	Critical	1
	B	Essential Hazardous	100
	C	Essential Major	10 4
	D E	Non Essential No Safety Effect	10 6

Table III -1 Criticality level defined by DAL for aeronautic application in the standard DO254 [2]

 III 

Table III -2 Failure rate values for an electronic component [10]

 III 

Table III -

 III 3. 

	Procedural Method	Application
	MIL-HDBK-217	Military
	Telcordia SR-332	Telecom
	CNET	Ground military
	RDF-93 and 2000	Telecom
	SAE Reliability Prediction Method	Automotive
	BT-HRD-5	Siemens product
	Siemens SN29500	Telecom
	NTT procedure	Commercial and Military
	PRISM	Aeronautical and Military
	FIDES	Aeronautical and Military

Table III -3 Procedural method and application for reliability modeling

 III 

Table III -4 MTOL matrix to solve models with measured TTF [28]

 III 

Table III -6 Equations for the acceleration factors matrix [28]

 III 

Table III -7 Proportionality factor of degradation mechanisms

 III 

		TDDB	HCI	NBTI	EM	Final FIT
	1.6V,30°C	176329184	1667671	6762741	6	200624
	1.5V,120°C 14658341454	275664	279314765 523745	4637933
	1.3V,120°C 200284634	7532	5115828	523745	82997
	1.4V,120°C 1850069880	45567	37801143 523745	615185
	1.4V,30°C	3210449	45567	123864	6	4718
	0.9V,30°C	1	1	1	1	0.1
	0.9V,70°C	71	6	55	547	9.6
	0.9V,85°C	185	6	141	3041	50.3
	1.0V,105°C	15602	34	3034	29981	511.3
	0.9V,105°C	661	6	411	29981	484.7

Table III -8 Matrix solution using experimental results and extrapolation to untested conditions (last 4 rows)

 III 

Table III -9 Results of E a and γ for the 45 nm FPGA [11]

 III 

Table IV -1 Absolute maximum ratings for the Spartan 6 DC characteristics [78]

 IV 

Figure IV-4 Step Stress workflow description Power domain V nom V+∆V 1 V+∆V 2 V+∆V 3 V+∆V 4 V max

  

			Initial				
			measurements				
			T = 20°E				
			lectric stress		V+∆V over 168h	
	If no		Recovery				
	degradation		measurement				
			STEP		If degradation		Life test
	VCCINT	1,2	1,4	1,9	2,4	2,9	4,7
		3,3	3,5	4,25	5	5,75	6,7
	VCCO x	1,5	3,5	4,25	5	5,75	6,7
	VREF	0,75	1,75	2,125	2,5	2,875	3,35

Table IV -3 Voltage operating conditions defined for the step stress

 IV 

Table IV -4 Life test time durations according to the TTF [26]

 IV 

  Different pins have been chosen for IO characterization: o LVCMOS33: T9 pin positioned on the Bank 2 of the FPGA for static measurements and time profile characterization on a 22 pF capacitor. o SSTL15: M1 pin positioned on the Bank 3 of the FPGA for static measurement. This IO standard is used in the digital communication with SDRAM-DDR3 memories. o DIFF_SSTL15: E1 (CLKN), E2 (CLKP) pins positioned on the Bank 3 of the FPGA for time profile characterization on a 50 Ω pull-up or pull-down resistor. The static characteristics are the same as the SSTL15 pins

	Configuration	Nb. IO	IO standard	Resources	Frequency Implementation
	Delay line	4	LVCMOS33 SSTL15 DIFF_SSTL15	800 CLBs 4001 LUT	16 MHz	Step stress Life test Recovery
	Ring oscillator	1	LVCMOS33	99 LUT	10 MHz	Initial, recovery measurement
	Output IO reads the input state	1 2	LVCMOS33 SSTL15 DIFF_SSTL15	0	1 MHz	Recovery measurement

Table IV -6 Summary of the tested configurations for the accelerated aging tests Enable fout

 IV 

Table IV -7 Selected operating conditions for the preliminary test to M-HTOL

 IV 

Table IV -8 Selected stress conditions for M-HTOL test 3.2.2 High temperature life test results

 IV 

Table IV -9 Cumulative failure percentage for a given degradation criterion

 IV 

Table IV -

 IV 10 for each aged component C i and the 10 %, 20 % and 30 % drifts are extrapolated. Considering the first line of the Table IV-10, the data means that 36.4 % of the tested components will reach a 10 % drift after 21316 hours, and 20 % drift after 97760 hours and 30 % drift after 229760 hours.

			Time to 10% drift (h)	Time to 20% drift (h)	Time to 30% drift (h)		N° of failures	CRF (%)
	d 1 = 10 -5 √t + 0,0184		21316		97760		229760		2	36,4
	d 2 = 8.10 -6 √t + 0,0166		30189		145987		348591		4	54,5
	d 3 = 10 -5 √t + 0,0105		22250		99750		232806		3	72,7
	d 4 = 7.10 -6 √t + 0,0143		32550		151126		356508		5	90,9
	d 5 = 3.10 -6 √t + 0,0175		5196		24154		57001		1	18,2
		0,04									
		0,035									
	Average relative drift of ROs (%)	0,02 0,025 0,03							C2-1 mean C2-2 mean	
		0,015							C2-3 mean C2-4 mean	
									C2-5 mean	
		0,01									
		0	200	400	600	800	1000	1200	1400	1600	1800	2000
					Square root of time (s^0.5)		

Table IV -10 Extrapolated drifts using the linear equations and the corresponding cumulative relative failures

 IV 

Table IV -

 IV 11. 

	Stress condition	10 %	MTTF (h) 20 %	30 %	90 % Confidence level (h) 10 % 20 % 30 %
	1	23900	93400	273200 ± 94168 ± 44019 ± 11287
	2	2900	9000	18000	± 5087	± 3031	± 979
	3	1900	7200	13800	± 4663	± 2425	± 629

Table IV -11 Calculated MTTF and 90 % confidence level for the different stress conditions

 IV 

  -12 summarizes the degradation information for the stress conditions 1 and the median rank calculation.

	Time to 10 % Drift (h)	Time to 20 % Drift (h)	Time to 30 % Drift (h)	N° of failures	Median Rank
	2402	10828	25314	1	-3,06787
	3076	14142	33261	2	-2,14582
	3207	14836	34962	3	-1,64628
	10907	50935	120367	4	-1,29179
	12641	58646	138313	5	-1,01026
	14642	70365	167709	6	-0,77167
	15593	79685	193335	7	-0,56029
	33682	162524	387829	8	-0,36651
	36088	171018	405918	9	-0,18361
	38711	185740	442494	10	-0,00612
	47704	241113	587042	11	0,171265
	49542	253987	616793	12	0,354898
	59270	292999	704146	13	0,554526
	79815	440288	1068715	14	-0,790156
	86023	462718	1161982	15	1,128508

Table IV -12 Calculated drifts and median ranks for the stress conditions 1

 IV 

Table IV -13 Calculated MTTF for the different stress conditions using Weibull's distribution

 IV 

Table IV -14 Comparison of the reliability parameters between MSTORM model and the log-normal and Weibull's distributions

 IV 

Table IV -15 Predicted reliability using MSTORM model for MSTORM data and FIDES and MIL-HDBK data

 IV 

	Operating conditions	MSTORM data TTF (h) FIT	FIDES data TTF (h) FIT	MIL-HDBK data TTF (h) FIT
	1.2 V, 3.3 V, 1.5 V, 80°C	1.2 10 7	125	5.3 10 7	29	-	-
	1.2 V, 3.3 V, 1.5 V, 110°C	3.14 10 6	477	-	-	9 10 6	167
					Stress 1 -20% drift	
					Stress 2 -20% drift	
					Stress 2 -30% drift	
					Stress 3 -20% drift	
					MSTORM -20% drift	
					FIDES -20% drift	
					MIL-HDBK -20% drift	

Table IV -16 Dynamic power consumption and data path delay before and after aging for the delay line configuration

 IV -16. 𝛕 𝐧𝐭𝐬𝐲𝐧𝐧 = 𝛕 𝐢𝐧𝐢𝐭𝐢𝐚𝐲 + 𝐲. 𝛕 𝐢𝐧𝐢𝐭𝐢𝐚𝐲 (IV-22)

	Delay line Configuration	Estimated Dynamic Power (mW) Logic Clock	Data path delay (ns) Logic Clock	Average toggle rate (%)
	Before Aging	40	4	8	0,7	100
	After 500h aging	40	4	8,44	0,7385	100

  Long-term electromagnetic robustness | 193 the prediction of the amplitude level in the time domain and a good accuracy of the trend in the frequency domain is obtained.

		0,03								80	
						Initial CE level						Initial CE level
		0,025			CE for 10 % drift				70		CE for 10 % drift
	Voltage (V)	0,01 0,015 0,02			CE for 20 % drift CE for 30 % drift		Voltage (dBμV)	60 30 40 50		CE for 20 % drift CE for 30 % drift
		0,005								20	
			0								10	
			0,2	0,22	0,24 Time (μs) 0,26	0,28	0,3		10		100 Frequency (MHz)	1000
	CE time domain variation (%)	-25 -20 -15 -10 -5 0				Initial CE level CE for 10 % drift CE for 20 % drift CE for 30 % drift	CE freq. domain variation (%)	-14 -12 -10 -8 -6 -4 -2 0		Initial CE level CE for 10 % drift CE for 20 % drift CE for 30 % drift
			0	100000	200000	300000	400000	500000			0	100000	200000	300000	400000	500000
					TTF (h)							TTF (h)

Table 17 EMC standard of the transportation industry

 17 

  .

	General Motors	GMW3097 General specification for electrical/electronic components and subsystems, Electromagnetic compatibility requirements
	PSA B21-7110	Specification d'environnement des équipements électriques et électroniques, caractéristiques électriques
	RENAULT	Resistance to electrical disturbances and electromagnetic compatibility:
	3600808	instructions concerning electrical, electronic and pyrotechnic equipment
	VOLSWAGEN TL865	Interference Emission: requirements
	BMW GS 95002	Electromagnetic Compatibility (EMC) Requirements and Tests
	DAIMLER	
	DC10614	Component EMC
	FORD ES-XW7T-	Ford Motor Company Electronic Component EMC Requirements & Test
	1A278-AC	Procedures.

  Table XXX Class A The IC operates within its tolerances during and after the test Class B The IC operates outside its tolerances during the test and inside its tolerance after test Class C The IC does not operate during the test but operates within its tolerance after test Class D The IC does not operate during and after the test. The IC operates within its tolerance after a manual power SWITCH OFF SWITCH ON Class E

Table 19 Gravity level of an IC of the IEC 62215-3 standard

 19 

Acknowledgments

project and gave me relevant advice and technical recommendations. And thank you to André Durier for his support and encouragement.