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Motivated by the rising demand for remote and improved healthcare, while decreasing the cost of using network infrastructures to ensure time and data rate-constrained applications, Wireless Body Area Networks (WBANs) still form a strongly growing research field. Besides, engineers and researchers are investigating new solutions to supplement mobile communications through developing opportunities for cooperative WBANs. In this context, using network users themselves as relays could complement and extend existing infrastructure networks, while improving network capacity and promoting radio spectrum usage. Yet, network operators, that are already planning for the Internet of Things (IoT) and cloud computing technologies integration, should also think about this new possibility of creating a new type of mobile ad hoc network, where network users themselves are used as simplified ad hoc base stations, to fulfill the desire of sharing real-time information between colocated persons carrying body sensors. This emerging type of network is called Body-to-Body Network (BBN). In a BBN, a radio device situated on one person gathers the sensor data from the sensor nodes worn by that person, and transmit them to a transceiver situated on another person in the nearby area, in order to be processed or relayed to other BBN users. BBNs can find applications in a range of areas such as healthcare, team sports, military, entertainment, as well as exciting social networking experiences. Operating in the popular Industrial, Scientific and Medical (ISM) band, the communication links in a BBN will be heavily susceptible to interference between the different radio technologies sharing the limited radio spectrum. Thus, inter-body interference become an important concern for protocol design and quality of service for the BBN end user. Yet, higher layer MAC and networking mechanisms need to be in place to overcome this interference problem. To date, very few studies, that perform in-depth analysis of this type of body-centric scenario, exist. The interference problem in such distributed system, should be tackeled with distributed mechanisms, such as Game Theory. The decision makers in the game are either the WBANs/people forming the BBN or the network operators who control the inter-WBAN communicating devices. These devices have to cope with a limited transmission resource (ISM band) that gives rise to a conflict of interests .

This thesis aims at exploring the opportunities to enable inter-WBAN communications by ensuring feasible sharing of the radio spectrum through two challenging research issues. First, mutual and cross-technology interference mitigation, and second, the design of a BBN specific routing protocol applied to an epidemic control application within mass gathering areas, such as the airport, as use case in this thesis. In a first phase, a game theoretical approach is proposed to resolve the distributed interference problem in BBNs. The Socially-aware Interference Mitigation (SIM) game performs twofold: at the WBAN stage, it allocates ZigBee channels to body sensors for intra-WBAN data sensing, and at the BBN stage, it allocates WiFi channels to mobile devices for inter-WBAN data transmitting and relaying. Two algorithms, BR-SIM and SORT-SIM, were developed to search for Nash equilibra to the SIM game. The first (BR-SIM) ensures best response solutions while the second (SORT-SIM) attempts to achieve tradeoff between sub-optimal solutions and short convergence time. Then, in order to highlight the social role of BBNs, the second part of this thesis is devoted to propose an epidemic control application tailored to BBNs, in indoor environment. This application implements a geographic routing protocol, that differentiates WBANs traffic and ensures real-time quarantine strategies. Such BBN application could help government agencies like National Institutes of Health (NIH) and authorities such as World Health Organization (WHO) to take swift and timely actions in response to epidemic outbreaks in contaminated areas.
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Future generation wireless networks are characterized by a distributed, dynamic, selforganized architecture. Typical examples include Ad-Hoc/mesh networks, sensor networks, Cognitive Radio networks, etc. These wireless networks could then constitute the infrastructure for numerous applications with growing demands in terms of connectivity, bandwidth, quality of service and energy supply.

In the last years, Wireless Sensor Networks have been considered as one of the key research areas to extend the existing wireless infrastructures, so that using wearable sensors, ordinary people could form a Wireless Body Area Network (WBAN) providing thus "anytime, anywhere" mobile network connectivity. Furthermore, the co-existence of multiple WBANs, the communication and the interactions between them extend the classical concept of WBAN and present a new paradigm, which is referred to as Body-to-Body Network (BBN). Such emerging networks play an important role in enabling ubiquitous communications, creating a huge potential market.

1.1 Body-to-Body Network concept In its simplest form, a body-to-body network (BBN) is a kind of ad hoc network in which mobile nodes are wearable devices, either carried or worn by people [START_REF] Cotton | Using smart people to form future mobile wireless networks[END_REF].

In a BBN, all users should contribute a nominal amount of their bandwidth to relay data to the other network users, creating thus vast cooperative body-to body communications, for the great benefit of the network. In densely populated areas, a BBN could allow cellular providers to truly achieve "anytime and anywhere" connectivity and gigabit data rates, especially with the emergence of the Internet of Things (IoT) giving rise to real-time applications with growing demands on data rates. BBNs are widely adopted in several mission-critical scenarios: (i) rescue teams in a disaster area, (ii) groups of soldiers on the battlefield, and (iii) patients in a healthcare center, whose Wireless Body Area Networks (WBANs) interact with each other. The BBN consists of several WBANs, which in turn are composed of sensor nodes that are usually placed in the clothes, on the body or under the skin [START_REF] Chen | Body area networks: a survey[END_REF]. These sensors collect information about the person and send it to the sink (i.e., a Mobile Terminal (MT) or a PDA), in order to be processed or relayed to other networks. The concept of BBN is illustrated by Fig. 1.1.

In Fig. 1.1(a), two cellular network users wish to exchange data (video, music or social network information) within the same network cell. Using traditional cellular architecture, the data would be routed through the local base station between person A and person B. In Fig. 1.1(b), a BBN is used to cooperatively relay the data. Yet, instead of passing through the nearby base station, data would be transmitted over a much shorter distance to the nearby BBN user in local vicinity.

Interference mitigation in Body-to-Body Networks

Due to the scarce wireless resources, many existing wireless technologies, like IEEE 802.11 (WiFi), IEEE 802. [START_REF] Zou | An interference avoidance method of wireless body area network based on chinese medical band[END_REF].1 (Bluetooth) and IEEE 802. [START_REF] Zou | An interference avoidance method of wireless body area network based on chinese medical band[END_REF].4 (ZigBee), are forced to share the same unlicensed 2.4 GHz Industrial Scientific and Medical band (ISM). Hence, mutual as well as cross-technology interference may occur between these technologies.

Indeed, the interference issue is already handled by the Bluetooth Low Energy (BLE) standard [START_REF] Gomez | Overview and evaluation of bluetooth low energy: An emerging low-power wireless technology[END_REF], which defines three channels as advertising channels, used for device discovery and connection establishment, and have been assigned center frequencies that minimize overlapping with IEEE 802.11 channels 1, 6 and 11, which are commonly used in several countries. Then, an adaptive frequency hopping mechanism is used on top of the 37 data channels in order to face interference and wireless propagation issues, such as fading and multipath. This mechanism selects one of the 37 available data channels for communication during a given time interval, so as to avoid interference with neighboring wireless links. Furthermore, a number of previous works [START_REF] Chia-Chun | Enhanced adaptive frequency hopping for wireless personal area networks in a coexistence environment[END_REF][START_REF] Chek | On adaptive frequency hopping to combat coexistence interference between bluetooth and ieee 802.11 b with practical resource constraints[END_REF][START_REF] Langhammer | Enhanced frequency hopping for reliable interconnection of low power smart home devices[END_REF][START_REF] Carla | Coexistence mechanisms for interference mitigation between ieee 802.11 wlans and bluetooth[END_REF] enhanced the existing frequency hopping mechanism and implemented further schemes, such as the OverLap Avoidance (OLA) proposed in [START_REF] Carla | Coexistence mechanisms for interference mitigation between ieee 802.11 wlans and bluetooth[END_REF].

Number of recent works [START_REF] Movassaghi | Enabling interference-aware and energy-efficient coexistence of multiple wireless body area networks with unknown dynamics[END_REF][START_REF] Zou | An interference avoidance method of wireless body area network based on chinese medical band[END_REF][START_REF] Roy C Park | Abs scheduling technique for interference mitigation of m2m based medical wban service[END_REF][START_REF] Du | A game theoretic approach for inter-network interference mitigation in wireless body area networks[END_REF] investigate the inter-WBANs interference problem with different alternatives. For example, in [START_REF] Movassaghi | Enabling interference-aware and energy-efficient coexistence of multiple wireless body area networks with unknown dynamics[END_REF], the interference-aware coexistence of multiple WBANs is tackled by considering the mobility of sensor nodes within each WBAN as well as the relative movement of WBANs with respect to each other. Based on social interaction detection, the proposed protocol, builds the interference model and implements a simple "Sample-and-Hold" channel prediction mechanism that ensures spectral reuse and power efficiency. Besides, specific mechanisms are even proposed such as the interference avoidance method based on Chinese medical band for Wireless Body Area Networks, investigated in [START_REF] Zou | An interference avoidance method of wireless body area network based on chinese medical band[END_REF]. A classification of wireless channels by priority is made based on the distribution of potential interference of the China medical band, then an available channel set is formed at the network initialization phase with respect to the network energy threshold.

Coexistence and interference mitigation between WBANs are also considered by the IEEE 802.15.6 standard. Three mechanisms are defined: beacon shifting, channel hopping and active superframe interleaving [START_REF]Ieee standard for local and metropolitan area networks-part 15.6: wireless body area networks[END_REF]. Yet, our choice for ZigBee aims at effectively and theoretically tackling the cross-technology interference problem between WiFi (802.11) and ZigBee (802. 15.4) technologies.

Since WiFi transmission power can be 10 to 100 times higher than that of ZigBee, ZigBee communication links can suffer significant performance degradation in terms of data reliability and throughput. In addition to the previously mentioned challenging issues, the mobility of WBANs in their surrounding environment and their interactions with each other make the interference mitigation in body-to-body networks a very interesting and mandatory problem to address. This is indeed the first focus of our work.

In a first step, we consider a dynamic system composed of several Body-to-Body Networks based on wearable technology, and we analyze the joint mutual and cross-technology interference problem due to the utilization of a limited number of channels by different transmission technologies (i.e., ZigBee and WiFi) sharing the same radio spectrum (ISM band). To this end, we propose a game theoretical approach, in order to address the problem of Socially-aware Interference Mitigation (SIM) in BBNs. Our approach considers a two-stage channel allocation scheme: (i) a BBN-stage for inter-WBANs' communications, where special players, called the delegates, decide the allocation of WiFi channels for themselves and the underlying subnetworks based on the optimization of an utility function, which is expressed using Signal-to-Interference Ratios, and (ii) a WBAN-stage that allows players to choose the needed ZigBee channels for intra-WBAN communications, involving mutual and cross-technology considerations at each stage. We demonstrate that the two proposed games have exact potential functions and we develop a Best Response SIM algorithm (BR-SIM) that converges to Nash equilibrium points. A simulation work using Scilab package is conducted and numerical results have shown that the proposed scheme is indeed efficient in optimizing the channel allocation in BBNs interacting between themselves while using different transmission technologies.

A second algorithm, named the Sub-Optimal Randomized Trials for SIM game (SORT-SIM), is then proposed as trade-off between efficient channel allocation and short computation time. SORT-SIM is proved to guarantee a sub-optimal solution to the SIM problem. SORT-SIM is compared to BR-SIM in terms of efficiency and computation time. Numerical results, obtained in several realistic mobile scenarios, have shown that the proposed schemes are indeed efficient in optimizing the channel allocation in medium-to-large-scale BBNs.

BBN routing: Epidemic control application in mass gathering areas

We focus then on the interconnection of WBANs. Yet, investigating routing issue goes parallel with energy efficiency, quality of service and mobility considerations. Among the few inter-WBANs routing protocols proposed in the literature, ZEQoS [START_REF] Ali Khan | Zeqos: A new energy and qos-aware routing protocol for communication of sensor devices in healthcare system[END_REF] is an integrated energy and QoS-aware routing protocol that is designed to be used in hospital indoor environments. By calculating the best next hops according to three classes of data packets, ZEQoS ensures optimized path selection while reducing inter-WBAN communication cost and delays, and fulfilling QoS requirements of the different data types. Further candidate protocols for inter-WBAN routing [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF][START_REF] Cheng | Racoon: A multiuser qos design for mobile wireless body area networks[END_REF][START_REF] Mostafa Monowar | Mcmac: Towards a mac protocol with multiconstrained qos provisioning for diverse traffic in wireless body area networks[END_REF] are discussed later in next chapter, and we distinguish the main features to be considered for a specific application: the epidemic control using BBNs.

Thus, we design a routing protocol for inter-WBANs communications within a BBN, considering the aforementioned features: energy, Quality of Service (QoS) and mobility. To implement this routing protocol, we consider the scenario of epidemic control in mass gathering areas (for example the airports). Yet, effective incentives are intended to improve the accuracy of BBN deployment and coexistence within the existing infrastructures, in order to ensure public safety and improve the Quality of Life for future human generations. Indeed, population natural increase and closer public contact make easier the spread of pandemic diseases. Existing epidemic control solutions are unable to gather, simultaneously, people health data and social contact information, neither to analyze those data and proceed in real time for epidemic spread prevention. Most epidemic control solutions [START_REF] Zhang | Epidemic control based on fused body sensed and social network information[END_REF][START_REF] Zhang | Effective epidemic control and source tracing through mobile social sensing over wbans[END_REF][START_REF] Zhang | Cluster-based epidemic control through smartphone-based body area networks[END_REF], proceed off-line by collecting reports on the pandemic spread, which are transmitted later to medical servers for analysis and decision making. Recent researches place Body-to-Body networks as a revolutionary technology, for the monitoring of people behavior with realtime updates of medical records and interactive assistance in emergency situations. In this context, the second part of this work investigates the epidemic control issue using emerging BBNs, in the mass gathering areas, such as the airport use case. Entering people are equipped with Wireless Body Area Networks and they interact with each other forming a BBN inside the test zone. A number of ad hoc routing protocols [START_REF] Ratliff | Dynamic manet on-demand (aodvv2) routing[END_REF][START_REF] Clausen | The optimized link state routing protocol version 2[END_REF][START_REF] Intanagonwiwat | Directed diffusion: a scalable and robust communication paradigm for sensor networks[END_REF][START_REF] Ko | Location-aided routing (lar) in mobile ad hoc networks[END_REF] are investigated to select the more suitable for the epidemic control application. The main drawback of proactive routing protocols is the routing delay caused by the routes discovery broadcasts which corrupts the network performance in emergency situations, in addition to energy inefficiency and bandwidth overload. The delay caused by the route discovery before data transfer is also compromising for reactive ad hoc protocols. Geographical location based routing protocols could avoid the technique of storing and sharing the network topology information, which could have promising effects on delays reduction, energy and bandwidth efficiency.

Yet, we extend the Location Aided Routing (LAR) [START_REF] Ko | Location-aided routing (lar) in mobile ad hoc networks[END_REF] to propose a BBN thresholdbased routing protocol, referred to as BB-LAR, in order to exchange epidemic data and help the authority control unit in detecting and quarantining the infected subjects.

Summary of Contributions

To the best of our knowledge, this work is the first to propose a game theoretical approach for an interference-aware channel allocation in BBNs. In our model, multiple WBANs could interact among each other within a BBN, as well as with other coexisting networks/BBNs, involving different access technologies (WiFi, ZigBee, Bluetooth..); this can lead to unavoidable heavy interference environment.

The main contributions of our work are the following:

• We propose a novel game theoretical approach for mutual and cross-technology interference mitigation in BBNs.

• We provide a detailed expression of the Signal-to-Interference Ratio to define players' payoff functions, capturing all main interference components, namely the co-channel, the mutual, and the cross-technology interferences.

• We demonstrate that our games admit at least one pure strategy Nash Equilibrium (NE) since they are exactly potential, and we develop a best response algorithm (BR-SIM) to compute the channel allocations, which converge fast to NE solutions.

• We propose a second algorithm, called Sub-Optimal Randomized Trials (SORT-SIM), that trades-off between efficient channel allocation process and short computation time, and guarantees a sub-optimal solution to the SIM problem.

• We perform a thorough performance analysis of the BBN-and WBAN-stage SIM games under different system parameters, and compare the two proposed algorithms, i.e., BR-SIM and SORT-SIM to a distributed power control algorithm and a relayassisted power control algorithm. Numerical results show that the proposed schemes are indeed efficient in optimizing the channel allocations in medium-to-large-scale realistic mobile BBN scenarios.

• We propose an epidemic control application using BBNs in mass gathering areas. We consider the scenario of epidemic spread in the airports and we propose a BBN routing protocol, called BB-LAR, based on geographic routing and an epidemic threshold, to ensure a real-time and self-prevention epidemic control.

• We perform a simulation analysis of BB-LAR protocol to evaluate the different routing parameters, such as the packet delivery ratio, the end-to-end delay and the energy consumption, which are further compared to existing geographic routing protocols.

Thesis Organization

The rest of this thesis is organized as follows.

• Chapter 2 will generally introduce the Body-to-Body Network paradigm, presenting the design challenges and discussing existing works, focusing on five principal interrelated axes: energy efficiency, interference mitigation, quality of service (QoS), mobility management, and security.

• Chapter 3 presents the two-stage Socially-aware Interference Mitigation (SIM) game theoretical approach. The first section 3.3 presents the BBN system models, including the communication and the interference model. Then, section 3.4 details the BBNstage and the WBAN-stage SIM games and demonstrate their convergence to Nash Equilibra.

• Chapter 4 investigates the SIM game solutions and the channel allocation algorithms, where section 4.2 details the best-response algorithm (BR-SIM), while section 4.3 handles the sub-optimal solution (SORT-SIM) for the SIM problem, and section 4.5 analyzes numerical results for the proposed solutions in several BBN scenarios.

• Chapter 5 presents an epidemic control application using BBNs, where a QoS-based and energy-efficient geographic routing protocol is proposed to ensure the epidemic information exchange among WBANs.

• chapter 6 concludes this thesis and discusses the open issues that need to be investigated in our future work.

Introduction

Smart mobile people have a great potential to extend the existing Internet of Things (IoT) infrastructures by implementing genuine ubiquitous applications, ensuring anywhere and anytime people connectivity. Indeed, the co-existence of multiple WBANs (Wireless Body Area Networks), the communication and interactions between them extend the classical concept of WBAN and present the new paradigm referred to as Body-to-Body Network (BBN). This paradigm supports a number of innovative and interesting applications such as Ubiquitous Healthcare (U-health), entertainment, interactive gaming, and military applications, to cite a few. Especially, through the forwarding of sensing data from person to person until reaching a connected medical server, or virtually interconnected cloud servers, concrete U-Health becomes true with the emerging of future Body-to-Body Networks.

From WBAN to BBN

Motivated by the increasing need for remote and improved healthcare solutions, while decreasing the cost of supporting a continuously growing aging population in developed countries, WBANs still form a strongly growing research field, driven by the development of the IEEE 802.15.6 standard. Furthermore, the evolution of single-operating WBANs to a cooperative large-scale BBN, is subject to a number of design challenges, some of which will be addressed in this section.

Overview of WBANs

A Wireless Body Area Network (WBAN) is a wireless network of wearable or implanted computing devices. Sensor devices can be embedded inside the body (implants), surfacemounted on the body in a fixed position (wearable), or carried by humans in different positions.

The development of such technology started around 1995 with the idea of using wireless personal area network (WPAN) technologies to implement communications on, next to, and around the human body.

The WBAN field is an interdisciplinary area which could allow inexpensive and continuous health monitoring with real-time updates of medical records through the Internet. This area relies on the feasibility of fixing (implanting) very small biosensors on (inside) the human body that are comfortable and that do not impair normal activities. The WBAN allows continuous health monitoring in real time and we can access to the medical records remotely. The sensors will collect the different information in order to monitor the patient's health status regardless of his location; this information will be transmitted wirelessly to an external processing unit. If an emergency is detected, an alert will be generated through the computer system to inform the patient and/or the medical staff. 

Standards

There are different standards that are used in WBANs in order to permit the communications between the different sensor nodes and between the WBAN coordinator and external devices. The most known and used in the industry are: IEEE 802.15.6 [START_REF] Sup Kwak | An overview of ieee 802.15. 6 standard[END_REF][31], which is a low-power and short-range wireless standard used for devices operating inside or around the human body. This standard supports data rates up to 10 Mbps, while simultaneously complying with strict non-interference guidelines. This standard considers effects on portable antennas, radiation pattern shaping to minimize the specific absorption rate (SAR) into the body, and changes in characteristics as a result of the human motions. Then, IEEE 802.15.4 (ZigBee) [32] is a well-known standard for WBANs, which deals with compatible intercon-nection of communication devices using low-data rate, low-power, but very long battery life, and low-complexity short-range radio frequency (RF) transmissions. Nevertheless, it is possible to use other standards in WBANs, like 802.11 or 4G.

Applications

WBAN applications are classified according to their area of use. In the following, we present the major categories [31].

• Medical treatment and diagnosis : there are several cases of WBAN use in diagnostic and treatment of diseases, many researches are conducted in this field. Use case example: cardiovascular disease (CVD), Diabetes, Asthma and Parkinson's disease, etc.

• Training schedules of professional athletes : through equipments helping athletes for training and monitoring of the progress and advancement of their performances.

• Public safety and preventing medical accidents : Large number of people dies every year due to medical accidents, then, installing a sensor node to maintain a log of previous medical accidents can reduce the number of deaths.

• Safeguarding of uniformed personnel : WBAN can be used by firefighters, policeman or military, in order to keep monitored in hazardous environments. Example in the case of the firefighters involved in stopping fire, the WBAN can detect the existence of a dangerous gas and its level in the air, the information will relate to these team members.

• Consumer Electronics: WBAN can be integrated in the Electronic equipment, headmounted displays, microphone, camera, etc.

Yet, WBAN applications have evolved over the time, and new WBAN-based networks have recently emerged, i.e., Body-to-Body Networks (BBNs), that we can define as a set of WBANs, which are able to communicate with each other, in order to ensure various solutions that fulfill real social benefits. However, nowadays this kind of networks present numerous challenges like the energy-efficiency, system devices interoperability, mutual and cross-technology interference, wireless environment properties, the Quality-of-Service, the human mobility prediction and the security of these networks.

BBN paradigm

A Body-to-Body Network (BBN) is composed by several WBANs, each WBAN communicates with its neighbor. The coordinator device plays the role of a gateway that shares the communication information with other WBANs. Alike the single WBAN, a BBN uses the Body-to-Body Network is theoretically a mesh network that uses people to transmit data within a limited geographic area. Using devices such as a BBN-enabled Smartphones or Smartwatches, a signal is sent from the WBAN to the nearest BBN user, which is transmitted to the next-nearest BBN user and so on until it reaches the destination.

BBN is an emerging solution for communication between patients and the medical staff, and exchange of data between WBANs, which provides the possibility to share data in order to perform estimation, statistics or just route to a given destination. Figure 2.2 illustrates an example of BBN network used for the U-Health monitoring of a group of cyclists.

Challenges

The major challenges for BBN are: the energy efficiency, when the coordinators will play the role of cluster head and will transmit the value or vital signs in the case of a medical application to other WBAN within a group. Furthermore, the aforementioned standards used for BBN communications are not optimal and do not provide a secure communication. Thus, implementing a security system that helps to protect data transmitted between the WBAN and the destination is necessary. Then the routing of collected sensor data through neighboring WBANs until the destination, with QoS considerations and ability to support WBANs mobility, is a third issue. Yet, the data generated and transmitted in a BBN must have secure and limited access. Anyway, people can see the BBNs such as a threat sources on their data and private life, their acceptance is the key of the success of BBNs. Finally, all data residing in mobile WBANs or patient sensor nodes must be collected and analyzed in a seamless fashion. The vital patient datasets may be fragmented between some nodes, but if the node does not contain all known information the level of patient care may be not so good.

Applications

Body-to-body networks could represent emerging solutions ensuring real social benefits, such as remote healthcare, precision monitoring of athletes, rescue teams in a disaster area or groups of soldiers on a battlefield, etc. Yet, the BBN can be implemented in both medical and non-medical applications. Especially, BBNs represent the novel trend for the future ubiquitous healthcare systems, indeed the remote monitoring of patients carrying bodyworn sensors and relaying each other's physiological data up to the medical center, could greatly reduce the current strain on health budgets and make the Government's vision of ubiquitous healthcare for distant patients a reality. Hence, the sensors could be embedded into mobile handsets, portable electronic devices, cars, and clothing. People would no longer need to be in range of a cellular tower to make a call or transmit data, apart from the health and environmental red tape associated with cellular peril issues that would be avoided with a low-power body-to-body network.

Figure 2.3 sorts the different WBAN and BBN applications into medical and nonmedical classes, and lists the new intended applications by the deployment of BBN networks. We just posit some medical BBN scenarios, for example to ensure remote health monitoring out of the 3G coverage area, this could apply to monitor the vital signs of a rescue team in a disaster area or a group of soldiers in a battlefield. Also, when a patient is at home or far from the medical center, and feels a sudden discomfort, he will be able to broadcast a distress call and bring out an urgent human assistance from his neighborhood.

BBN Design Considerations

To design new, energy-efficient, QoS-based, and secure mechanisms for BBNs, there is a number of challenges one must overcome. Practically, few mechanisms proposed in the literature for WBANs could apply to BBNs, provided that further specific considerations of BBN applications should be well-respected. Thus, hereafter, we investigate some WBAN solutions and discuss their ability to suit BBN scenarios, focusing on five principal interrelated axes: energy efficiency, interference mitigation, quality of service (QoS), mobility management, and security.

Energy-efficiency: Is one of the foremost challenges of BBNs, the energy efficiency consists in reducing the amount of energy required to provide the different services. In this thesis, we study a number of works that propose solutions, protocols and mechanisms to reduce energy consumption. The main objective of these solutions is to increase the lifetime of the network, and equilibrate the energy among WBANs/sensor nodes.

Interference and coexistence: To identify and exploit opportunities for cooperation with neighboring WBANs, inter-body interference detection and subsequent mitigation are mandatory. Indeed, we should analyze the joint mutual and cross-technology interference problem due to the utilization of a limited number of channels by different transmission technologies (i.e., ZigBee, WiFi, Bluetooth, etc...) sharing the same radio spectrum.

Quality-of-Service: The quality of service (QoS) is the totality of characteristics of a telecommunication service that bear on its ability to satisfy stated and implied needs of the user of the service [33]. In this thesis, we present the different solutions that are in use today, like the game theory model and also the QoS-aware protocols such as McMAC [START_REF] Mostafa Monowar | Mcmac: Towards a mac protocol with multiconstrained qos provisioning for diverse traffic in wireless body area networks[END_REF], QPRR [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF], RACOON [START_REF] Cheng | Racoon: A multiuser qos design for mobile wireless body area networks[END_REF] and ZEQoS [START_REF] Ali Khan | Zeqos: A new energy and qos-aware routing protocol for communication of sensor devices in healthcare system[END_REF]. These protocols compete in the optimization of the whole network throughput, delay and priority in order to ensure a better QoS in the WBAN communications.

Mobility prediction:

The mobile WBANs may follow different mobility patterns that may affect connectivity, and in turn protocol mechanisms and performance. Mobility prediction may positively affect the service oriented aspects as well as the application-oriented aspects of BBN networking. At the network level, accurate WBAN mobility prediction may be critical to routing tasks such as call admission control, reservation of network resources, pre-configuration of services and QoS provisioning.

Security:

The security and privacy preoccupations are among major areas of concern of BBN, due to direct involvement of human information. There are different studies that bring out the limitations of the current proposed security solutions that need, therefore, further research. In this survey we present and discuss the different security solutions intended to be applied to the BBN applications.

Energy-efficient routing in BBNs

Stringent resource constraints on devices within a WBAN have been long discussed in the literature. Indeed, while sensors in general are energy constrained, body sensors are more so. Furthermore, the interaction and routing of data among a group of WBANs within a BBN, result obviously in further energy consumption, in order to ensure inter-WBAN communication, and then introduce additional energy constraints.

Authors of [START_REF] Jayanthi | Improved routing protocol for health care communications[END_REF] presented a comparative study between routing protocols for WBAN healthcare communication networks. The studied scenario consists in a ZigBee network having static IEEE 802.15.4 star topology, taking into account the energy consumption as well as the following QoS metrics: the average end-to-end delay, the throughput, the jitter and the packet delivery rate. The simulation results showed that the Ad hoc On Demand Distance Vector (AODV) protocol produces higher throughput with minimum jitter and delay, with and without mobility of WBANs. Then, AODV was enhanced into an energyaware routing protocol termed as EAAODV, which is an on-demand routing protocol that builds routes only on demand by flooding Route Request packets (RREQ). The selection of the neighboring WBAN for forwarding the route request is based on both mobility and the remaining energy.

The EAAODV algorithm is executed over 5 steps. At first, sensor node who wants to send a message must first look if a path exists from source to destination in the routing table. If a route is available, then it forwards the message to the next node. Else, the message is added to the queue and the source sends RREQ packet to the neighbor to start the discovery process. Secondly, the sensor node learns the energy and mobility states of the neighboring nodes and compares them with its current values. In step 3, the sensor node defines energy and mobility thresholds and, at step 4, selects the routing sensor node that presents a maximum energy and minimum mobility. Finally, the sender writes the energy and mobility values in the message, and sends the RREP packet.

In comparison to AODV, EAAODV performs better in terms of energy consumption, and then presents a suitable routing protocol for the energy-and QoS-highly constrained networks of WBANs. Yet, EAAODV could be a candidate routing protocol for BBNs.

In [START_REF] Javaid | M-attempt: A new energy-efficient routing protocol for wireless body area sensor networks[END_REF], the authors proposed a new energy-efficient routing protocol for heterogeneous WBANs (M-ATTEMPT), defining a prototype to employ heterogeneous sensors on human body. The proposed protocol uses a direct communication with the sink for critical data (real-time) and on-demand data, and uses a multi-hop communication for normal data delivery. The thermal-aware algorithm detects link hot-spots corresponding to implanted sensors and avoids transmitting on these links in order to minimize energy consumption. Besides, patient mobility causes links disconnections, thus, mobility support and energy management are included in the solution.

A linear programming (LP) model is then defined to maximize routing information extraction and minimize routing energy consumption. There are four phases in the proposed algorithm: at the initialization, the node sends Hello message to discover his neighbors information and distance to the Sink. Then, at the routing phase, M-ATTEMPT differentiates between emergency traffic and normal data to use either single-hop or multi-hop communication to the Sink. Multi-hop allows it to preserve energy consumption, since less energy is required for routing through short distances. Third, at the Scheduling phase, and after the route selection, the sink node creates TDMA schedule for the communication between sink node and root nodes, where the sink allocates time slots to the sensor nodes for the normal data delivery. Finally, at the data transmission phase, sensor nodes send their data to the sink in their assigned time slots. An extra phase is considered in case of node mobility, then extra energy is used to maintain the connectivity of the mobile node.

The M-ATTEMPT protocol was proposed for an energy-and QoS-aware routing in the context of intra-WBAN communication, but it could apply to inter-WBANs routing, i.e., to ensure data forwarding among sinks in a BBN scenario. Nevertheless, the QoS traffic classification and scheduling should be more investigated to fit specific BBN requirements. The negative aspect in this routing protocol is the disconnection during sensor node mobility, which requires the restructuring of the WBAN tree topology. Thus, M-ATTEMPT protocol needs the implementation of a robust mobility management mechanism to be able to ensure inter-WBAN communication within a BBN.

Also in [START_REF] Nadeem | Simple: Stable increased-throughput multi-hop protocol for link efficiency in wireless body area networks[END_REF], the authors proposed the multi-hop topology to minimize the energy consumption of their routing protocol (SIMPLE), while ensuring higher throughput, more reliable and longer stability period, in comparison to M-ATTEMPT. This multi-hop protocol is based on a cost function to select a parent node or a forwarder.

For the transmission and reception, the authors chose the radio model of Heinzelman [START_REF] Heinelman | Energy-efficient communication protocol for wireless microsensor network[END_REF]. In this model, where d is the separation between the transmitter and the receiver, d 2 models the energy waste due to the transmission channel. This protocol provides better stability of the network for a long time and a large high-speed. The node remains alive for a long period. It is structured on three phases. First, the sink node broadcasts a control message (ID, position of the sink) and each node receiving this message stores the sink information and broadcasts a small message containing its identifier, position and energy status. Thus, every node will have an update of all the other nodes' positions. Selecting the next hop, the election of the parent node or a freight forwarder is based on a set of criteria that each node use to compute its cost function. Finally, the data transmission phase to the parent node or forwarder assigns time slots (TDMA) to each of children to send him data. After sending data, node switches in idle mode.

The SIMPLE routing protocol was proposed for intra-WBAN communications, it optimizes the energy-consumption, reliability and throughput of multi-hop communications between sensor nodes and the sink. This protocol could be extended to apply to BBN communications with further QoS considerations, where each WBAN sink would represent either the parent or the forwarder for the inter-WBANs routing.

In [START_REF] Liang | A low overhead tree-based energy-efficient routing scheme for multi-hop wireless body area networks[END_REF], authors presented a low overhead tree-based Energy-Efficient Routing Scheme (EERS) with a multi-hop routing and low overhead in WBANs based on Collection Tree Protocol (CTP), considering adaptive power control to save energy and keep sensor node for a long time. To evaluate performances of EERS, authors compare it with CTP (collection tree protocol) in terms of packet reception radio (PRR), collection delay, energy consumption and energy balancing. The simulation results show that EERS exhibits a mean delay 30% lower than the mean delay of CTP and an energy consumption 10% lower than CTP, while achieving at least 0.95 PRR.

The EERS routing protocol is proposed for intra-WBAN multi-hop communications, it ensures a good tradeoffs between reliability, delay and energy consumption. It could be extended to a BBN routing protocol, with adding a mobility management/prediction module and more detailed data traffic classification.

Other works proposed detailed expressions of the power consumption profile of a WBAN node, such as [START_REF] Jamil Yusuf Khan | Wireless body area network (wban) design techniques and performance evaluation[END_REF], where the authors focused on the MAC layer design to determine the energy profile of a sensor node. Thus, [START_REF] Jamil Yusuf Khan | Wireless body area network (wban) design techniques and performance evaluation[END_REF] provided the equation defining the total energy consumed by a WBAN node, which implements a number of energy components, each corresponding to a task performed by the node to transmit a packet. The main advantages of this model are:

• Generic: it doesn't depend on the type of MAC protocol and thus, it could be used in a heterogeneous WBAN network, like a BBN scenario.

• Expanded: each energy component appears clearly in the model and could be optimized to minimize the total energy consumed by a sensor node.

Nevertheless, this model did not consider the topology constraints and routing mechanisms that may introduce extra energy components. Yet, in [START_REF] Elias | Optimal design of energy-efficient and cost-effective wireless body area networks[END_REF] authors provided an Energy-aware Topology Design for Wireless Body Area Networks (EAWD) that takes into consideration the topology problem, minimizing the number of relay nodes and thus the total energy consumption as well as the total network installation cost. Furthermore, the EAWD model explicitly formulates each energy component by displaying both circuitry and amplifier dissipated energy, it also separates the different transmission instances: i) sensors transmitting to relays, ii) relays forwarding to relays and iii) relays forwarding to sinks. As well as the different reception instances: i) Relays receiving from sensors, ii) relays receiving from relays and iii) sinks receiving from relays.

Thereby, EAWD provides more accurate transmission and reception energy values in accordance with topology features, together with sensor roles (node, relay or sink). This is a key feature of EAWD that allows it to apply to BBN context. Indeed, two energy components could be added to the sink energy expression, to specify the transmission and reception energy between sinks of neighboring WBANs. Also, two further node roles could be specified in a BBN context, namely: i) sinks forwarding to sinks and ii) sinks receiving from sinks.

Nonetheless, EAWD lacks some important components that were considered in [START_REF] Liang | A low overhead tree-based energy-efficient routing scheme for multi-hop wireless body area networks[END_REF], namely the retransmission energy, the MAC access energy and the signaling energy.

Another key feature of the energy efficiency in WBANs is the duty cycle considered in [START_REF] Jovica Marinkovic | Energy-efficient low duty cycle mac protocol for wireless body area networks[END_REF]. Indeed, this model removes the need of idle listening for clear channel, thus lowering the amount of unnecessary overhead and this by adopting TDMA MAC protocol in such a way to reduce communication time relatively to power down time, and this is the principle of duty cycle. However, the major limitation of this model is the assumption of a static topology of the WBAN, which raises the major problem of TDMA, i.e., the need of a synchronization scheme to collect data efficiently from network sensors. Yet, [START_REF] Jovica Marinkovic | Energy-efficient low duty cycle mac protocol for wireless body area networks[END_REF] assumes that synchronization can be simplified since the WBAN has relatively constant network structure and fixed sensor functions. Although the duty cycle mechanism is very useful for a BBN scenario, where minimizing traffic overhead is necessary to ensure an energy-efficient routing among WBANs, this assumption of static topology is unsuited to a dynamic BBN where each WBAN member can join and leave the BBN network seamlessly, and without the need for any centralized infrastructure.

Table 2.1 recapitulates the salient features of the aforementioned energy-aware protocols for intra-WBANs communications.

Interference mitigation in BBNs

We discuss in this section the most relevant works that deal with the problem of interference mitigation between different technologies that share the same frequency spectrum and that could be used by the coexisting WBANs within a BBN (i.e., Bluetooth, ZigBee, WiFi, IEEE 802.15.6, etc...).

Whilst a number of previous interference-aware studies have been based upon power considerations [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF][START_REF] Lee | Interference-aware mac protocol for wireless networks by a game-theoretic approach[END_REF], others have chosen different alternatives [START_REF] Chen | Game theoretical approach for channel allocation in wireless sensor and actuator networks[END_REF][START_REF] Yang | Interference mitigation for body area networks[END_REF] to deal with this substantial problem which is challenging in WBAN design, and raising even more with the emergence of BBNs.

In [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] the authors propose a distributed power control algorithm which converges to the Nash Equilibrium, representing the best tradeoff between energy and network utility. No transmissions are envisaged among WBANs in [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF]; a transmission is either from a WBAN node to its gateway or vice versa, neither access technology assumption is made, it is rather assumed that only mutual interference could happen. However, in a BBN context where WBANs communicate with each other, it is mandatory to consider transmissions among WBANs' gateways and thus investigate cross-interference scenarios where different wireless technologies could be used for intra-WBAN and inter-WBANs transmissions scenarios.

While most power control models provide interference-aware schemes over power adaptation, authors of [START_REF] Lee | Interference-aware mac protocol for wireless networks by a game-theoretic approach[END_REF] optimized a transmission scheme given a constant power. They formulated an interference-aware channel access game to deal with the competitive channel usage by different wireless technologies sharing the ISM band, in both static and dynamic scenarios.

On the other hand, the main idea in [START_REF] Yang | Interference mitigation for body area networks[END_REF] is that using only power control to combat this interference might not be efficient; it could even lead to situations with higher levels of interference in the system. Therefore, the work in [START_REF] Yang | Interference mitigation for body area networks[END_REF] proposes several interference mitigation schemes such as adaptive modulation as well as adaptive data rate and adaptive duty cycle. Interference Mitigation Factor is introduced as a metric to quantify the effectiveness of the proposed schemes. Based on SINR measurements, these schemes are likely suitable for small-scale WBANs where SINR is function of the transmit power, such as in [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] which uses the SINR metric as a utility function to model the interference problem between neighboring WBANs considering a power control game. In fact, in [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] the network topology is static and no actual communications among WBANs are considered. However, in [START_REF] Cotton | An experimental study on the impact of human body shadowing in off-body communications channels at 2.45 ghz[END_REF], an experimental study proved the importance of the impact of human body shadowing in off-body communications. Yet, for relatively complex BBNs, SINR is also highly dependent on outdoor conditions and human body effects, and the aforementioned schemes would no longer be efficient, or they should be extended taking into account additional physiological, physical, and environmental parameters. Particularly, in dynamic scenarios, when the SINR is varying due to the fast topology changes with neighboring WBANs movements, relying only on the transmit power in order to keep the desired link quality might not be effective. Indeed, in a BBN scenario with high transmit power from other coexisting wireless networks/WBANs, the interference is significant and the desired link quality cannot be achieved unless considering the surrounding conditions (interference) and the wireless channel characteristics in terms of shadowing, fading, etc., which can be incorporated into the channel gain parameters of the SINR.

Besides, several works investigated the interference mitigation problem with detailed specifications of wireless technologies, especially WiFi, ZigBee, and Bluetooth, which are very popular in the WBAN industry. For example, authors of [START_REF] Huang | Beyond co-existence: Exploiting wifi white space for zigbee performance assurance[END_REF] proposed an approach that accurately characterizes the white space in WiFi traffic and develop a ZigBee frame control protocol called WISE, which can predict the length of white space in WiFi traffic and achieve desired trade-offs between link throughput and delivery ratio. The empirical study of ZigBee and WiFi coexistence provided by [START_REF] Huang | Beyond co-existence: Exploiting wifi white space for zigbee performance assurance[END_REF] is useful to understand and model the cross-technology problem. Nevertheless, the WiFi-WiFi and ZigBee-ZigBee mutual interference problems still need to be carefully investigated, especially when coupled with mobility, topology changes and other features related to the complexity of BBN networks, which require more intelligent functions at the WBAN coordinator's (MT) level, in order to ensure an effective channel allocation scheme for BBNs. Further studies [START_REF] Shin | Packet error rate analysis of zigbee under wlan and bluetooth interferences[END_REF][START_REF] Liang | Surviving wi-fi interference in low power zigbee networks[END_REF][START_REF] Hou | Minimizing 802.11 interference on zigbee medical sensors[END_REF] have dealt with the solutions that enable ZigBee links to achieve guaranteed performance in the presence of heavy WiFi interference, but almost all of them propose approaches that assume having already established the ZigBee and WiFi links, and try to implement mechanisms to mitigate the interference between them.

Table 2.2: WBAN traffic priority according to [START_REF] Shin | A game theory model to support qos in overlapped wban environment[END_REF].

In [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF], authors addressed the interference mitigation problem for BBNs considering a centralized approach and formulated it as an optimization problem. To solve efficiently the problem even for large-scale network scenarios, two heuristic solutions were developed, namely, a customized randomized rounding approach and a tabu search scheme. The present work differs from [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF] in two main aspects: (1) we formulate the problem of mutual and cross-technology interference mitigation, considering the Signal-to-Interference-Ratio (SIR) and we therefore allocate WiFi/ZigBee wireless channels to communication links optimizing the SIR ratio, while in [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF] the interference was only quantified by the binary decision variables; (2) we address the interference mitigation problem using a distributed approach, with concepts and mathematical tools from Game Theory, while this problem was tackled in [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF] in a completely centralized way.

QoS-aware traffic management for BBN

In general, the design of a BBN is intended for specific applications (ubiquitous healthcare, sport team, group of firefighters, military, etc.), therefore, the routing protocol to be implemented, in order to ensure inter-WBAN communications within a BBN, should be able to fulfill the QoS demands of the WBAN application by using QoS-aware protocols.

In [START_REF] Shin | A game theory model to support qos in overlapped wban environment[END_REF], the authors proposed a game theoretical approach using a QoS-based utility function to resolve the problem of overlapping between coexisting WBANs. The solution, based on the Cournot model, consists in fairly dividing the limited resources among the different players, where the player is the WBAN coordinator. The QoS parameters in this paper are throughput, delay and priority. The player's QoS demands are taken from the traffic specifications of the streams that are carried within the contention free period. The WBAN traffic priorities are detailed in Table 2.2. It was verified that the player's utility increases with the increase of the throughput and decrease of the delay, according to the Cournot competition model.

Even though the utility function is based on QoS parameters, no energy efficiency parameter is considered and no mobility information is involved, WBANs are assumed fixed and the overlapping problem is only considered in a static topology. The model could be applied to BBN scenario to minimize the interference between neighboring WBANs, with more specific investigations, especially with traffic priorities compliant to the BBN application, for instance, military QoS is different from sport team QoS, also QoS mapping schemes are needed in case of heterogeneous BBN scenarios, where WBANs could use different transmission technologies.

The energy constraint was well-considered in [START_REF] Mostafa Monowar | Mcmac: Towards a mac protocol with multiconstrained qos provisioning for diverse traffic in wireless body area networks[END_REF], where the authors proposed McMAC which is a MAC protocol with multi-constrained QoS provisioning for heterogeneous traffic in WBANs. Delay and reliability are considered as the most important QoS metrics in WBAN. McMAC classifies the intra-WBAN traffic into four classes, based on the delay and the reliability, as follow:

• Type 0: emergency traffic with hard QoS constraints. Both delay and reliability are very important. It's an event-triggered traffic when there is a life-critical situation.

• Type 1: both delay and reliability-constrained, but requires soft QoS comparing to traffic 0, requiring hard QoS. It must be delivered with higher reliability in a certain deadline (electrocardiogram for example).

• Type 2: reliability-constrained but not delay-constrained. This traffic has strict reliability but can tolerate delay like respiration monitoring.

• Type 3: delay-constrained but not reliability-constrained. This traffic can tolerate some packet losses but not delay (for example, telemedicine video streaming applications).

• Type 4: no constraints on delay and reliability. This traffic does not have any strict constraints like the measurement of patient's physiological parameters (temperature, pressure, etc.).

The McMAC protocol introduces a novel superframe structure based on the "Transmitwhenever-appropriate" principle which guarantees multi-constrained QoS. The authors present how McMAC deals with different types of traffic. A handling mechanism for emergency traffic is used to ensure a delivery in the least possible delay and the highest reliability. They described how the BC (wBAN Coordinator) and the nodes respond when there is an emergency packet in both cases, CAP (Contention Access Period) and CFP (Contention Free Period). McMAC is energy-efficient, and provides a QoS classification of the WBAN traffic, but only star topology is considered (single-hop). Multi-hop communications should be considered, especially to be applicable to inter-WBAN communications in BBNs. Another existing solution is presented in [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF], where the authors proposed a new protocol QPRR (Qos-aware Peering Routing protocol for Reliability). This protocol uses end-to-end path reliability and redundant paths to ensure reliability in the WBAN. They proved that QPRR effectively performs for both stationary and movable patients. This protocol is intended to be employed with indoor-hospital WBAN peering framework. They classify the devices used in WBAN communication into three types considering their energy levels: Nursing Station Coordinator (type 1), which is directly connected to the power source, Medical Display Coordinator (type 2), which uses replaceable batteries, and WBAN Coordinator (type 3), which has limited energy availability. The architecture of QPRR has five main modules:

• Reliability Module (RM): this module monitors the number of packets sent to a neighbor node and the number of acknowledgments received from that node.

• Packet Classifier (PC): it classifies data packets and Hello packets and MAC receiver.

• Hello Protocol Module (HPM): it consists in two sub-modules; the neighbor table constructor and the neighbor table.

• Routing Services Module (RSM): the main functions are to build the routing table, classify data packets and choose the best path for each data class.

• Qos-aware Queuing Module (QQM): after choosing the proper next hop, the RSM sends the data packets to the QQM, which differentiates the data packets in two types and puts them in a separate queue.

The simulations of QPRR protocol verify successful transmission rate, reduced network traffic load, reduced energy consumption and latency. The QPRR reliability is above 88% for low density stationary WBAN nodes and 75% for movable WBAN nodes. The scalability is also ensured for a large number of nodes and the reliability is above 74%. In this work, the network is infrastructure-based, with a Nursing Station Coordinator (NSC), Medical Display Coordinator (MDC), and mobile WBANs (patients), whereas in a BBN, we consider a completely distributed communication model with only WBANs as source and destination nodes. Furthermore, no specific bandwidth estimation/verification was considered in the path selection procedure, which is a relevant parameter in the QoS-constrained healthcare application. Besides, no fault detection procedure is implemented, the reliability module passes the information of successful data packets' transmission acknowledgments from MAC layer to the network layer to estimate the reliability of a link between the WBAN and its neighbor, and then it does not detect congestion or predict link failures.

In another recent study [START_REF] Ali Khan | Zeqos: A new energy and qos-aware routing protocol for communication of sensor devices in healthcare system[END_REF], the authors improved the QPRR protocol by adding a delay module. In this paper the authors propose a novel integrated energy and QoS-aware routing protocol called ZEQoS. This protocol deals with the optimization of energy consumption, end-to-end latency and reliability requirements of the wireless body area network. They classify the data packets into three classes: ordinary packets (OPs), delay-sensitive packets (DSPs) and reliability-sensitive packets (RSPs). It is intended to be used in hospital indoor environment. It calculates the best next hops for the three classes of data packets thanks to its different modules and algorithms. ZEQoS relies on two main layers: MAC layer and network layer. In the MAC layer, ZEQoS implements four modules: MAC receiver, reliability module, delay module and MAC transmitter. In the network layer it implements also four modules: packet classifier (PC), Hello protocol module (HPM), routing services module (RSM) and QoS-aware queuing module (QQM).

In the performance evaluation, the authors measured the throughput by calculating the number of packets successfully received at the destination node. The path selection mechanism of ZEQoS improves throughput for all data types because it considers geographic location, energy availability, end-to-end path delays and end-to-end path reliability. The ZEQoS provides a mechanism which calculates the communication costs, delays and reliability of all possible paths with the help of neighbor table constructor algorithm, routing table constructor algorithm and path selector algorithm and finally choose the best possible path with the consideration of QoS requirement of the different data types.

ZEQoS also offers better performance in terms of higher throughput, fewer packets dropped on MAC and network layers, and lower network traffic than comparable protocols, namely DMQoS [START_REF] Md Abdur Razzaque | Data-centric multiobjective qos-aware routing protocol for body sensor networks[END_REF].

The solution in [START_REF] Cheng | Racoon: A multiuser qos design for mobile wireless body area networks[END_REF] consists in a Random Contention based Resource Allocation (RACOON) Medium Access Control (MAC) protocol to support the quality of service (QoS) for multiuser mobile wireless body area networks (WBANs). RACOON is a bandwidth control system integrated in medium access control (MAC) layer. To ensure the multi-WBAN QoS, RACOON have two major designs:

RACOON utilizes a centralized control, by the Central Processing Node (CPN), to minimize energy consumption of the WBANs, to early detect inter-WBAN interference and avoid packet collisions. RACOON implements, then, a probing-based inter-WBAN interference detection to decrease energy waste in the WBANs, which simplifies QoS controls. Therefore, RACOON uses two distinct channels: one for inter-WBAN, to exchange the resource negotiation messages, and the other channel is for intra-WBAN, to transmit polling messages and data packets between the CPN and the sensor nodes. RACOON also implements an iterative bandwidth control according to the users' priority index, so that high priority WBANs get better bandwidth than low priority WBANs.

The advantage of the RACOON protocol is that it considers multi-WBAN designs, with inter-WBAN interference and inter-WBAN priorities considerations, based on polling messages. Moreover, it takes into account the mobility feature of the WBANs in order to encounter the possible collisions and energy waste. Such mechanism could be used in BBNs to assign priorities to WBANs according to their requested services, and their energy status. Nevertheless, RACOON does not consider inter-WBANs communications, which require further QoS considerations and mobility management to ensure the effective inter-WBANs routing.

Mobility management for BBN

Mobility management can positively affect the service-oriented as well as the applicationoriented aspects of mobile networks. Especially for BBN ubiquitous healthcare applications, accurate mobility prediction is necessary for critical tasks related to the routing of medical data among mobile WBANs, such as call admission control, congestion control, reservation of network resources, preconfiguration of services and QoS provisioning.

Mobility management is mandatory in a dynamic environment, such as BBNs, where the network topology is changing in a regular or irregular basis, and the mobility of other WBANs should be taken into consideration with respect to a WBAN of interest. Several works have considered the mobility prediction issue in mobile networks context [START_REF] Gavalas | Mobility prediction in mobile ad hoc networks[END_REF][START_REF] Nabi | Moban: A configurable mobility model for wireless body area networks[END_REF][START_REF] Liang | Exploiting prediction to enable secure and reliable routing in wireless body area networks[END_REF][START_REF] Braem | An analysis of requirements to supporting mobility in body area networks[END_REF][START_REF] Mittal | Secured solutions for mobility in wireless body area networks[END_REF].

In the absence of previous works on the mobility management and prediction for BBN scenarios, we review in this section the most relevant studies undertaken for Ad hoc networks, with consideration of specific constraints of BBNs. In [START_REF] Gavalas | Mobility prediction in mobile ad hoc networks[END_REF] the mobility prediction methods are, first, classified into three main categories: movement history based methods, physical topology based methods and logical topology based methods, which are presented in detail and compared in Table 2.3, the possible use cases of each method in the context of U-health BBN applications are also proposed.

Authors of [START_REF] Mittal | Secured solutions for mobility in wireless body area networks[END_REF] proposed an optimized WBAN handover strategy, a hop-by-hop method to reach the Sink, and a method to maximize the network throughput by using stable routes to avoid inter-and intra-flow interference based on mobility prediction. A joint mobility prediction-based stable and channel assignment approach is used to maximize network throughput. U-health in indoor environments (hospitals), or u-health monitoring of a sport team or a rescue team in outdoor/indoor environment.

Information theory based mobility prediction

Assume that a geographical area is divided into virtual clusters. The method does not make any use of a fixed geographical partition. Online learning of the probability model used for predicting the next neighborhood.

Frequent CH changes due to node mobility. The mobility of each node is inferred from how different the neighborhood of the node is over time.

U-health in indoor environments, or U-health monitoring of a sport team or a rescue team in a limited geographical area.

Evidence based mobility prediction

The method does not require the use of a GPS. Accurately predict user traveling trajectory. The signal strength is used to estimate the distances among the mobile nodes. Applied to the Zone Routing Protocol.

This prediction process is performed only on the border nodes, to predict each mobile node's future cluster.

Feasible in outdoor environments, for U-health monitoring of freely moving patients or any group of persons in an outdoor/indoor environment.

Table 2.3: Comparative study of mobility prediction methods for U-Health BBNs

In [START_REF] Liang | Exploiting prediction to enable secure and reliable routing in wireless body area networks[END_REF], a distributed Prediction-based Secure and Reliable routing framework (PSR) was proposed for emerging Wireless Body Area Networks (WBANs). It is observed that body sensors may exhibit regular mobility when a user's physical activity (e.g., swimming and jogging) contains repeated motions, and as a result, link quality and a sensor's neighbor set often present periodic changes. Using this model, the sensor node predicts the quality of its incidental links as well as the change of its neighbor set. By the underlying routing protocol, the node selects a subset of incidental links that can be used to forward packets to the sink; among these links, it chooses the one that has the highest predicted quality as next hop.

This framework requires each WBAN coordinator to locally maintain a prediction model and obtain the neighborhood conditions in the immediate future. With the prediction results, the nodes can choose the incidental links of best quality for packet relaying, so as to improve routing reliability and adaptively enable/disable source authentication function to resist data injection attacks.

The study in [START_REF] Braem | An analysis of requirements to supporting mobility in body area networks[END_REF] analyzes two requirements to enable mobility support in mobile WBANs: location independence and clock drifting resilience: i) Location independence: means that the different phases of a Time Division Multiple Access (TDMA) transmission should be decoupled, to avoid nodes having to remain in one location. This is reflected, for example, in the requirement to let a subset of WBAN coordinators or BBN routers, transmit acknowledgments rather than only one of them. Doing so; the biological sensors or mobile WBANs, does not have to remain near a specific receiving coordinator or router for an acknowledgment. ii) Clock drifting: arises in larger, multi-hop networks with random mobility, namely BBNs. In such networks, the protocol timing becomes more critical and protocol clock drifting resiliency should be added or increased. For example, more acknowledgment slots would improve channel utilization with a very limited impact on energy efficiency.

Yet, the two requirements are applicable to BBN networks to ensure free mobility of patients, in both indoor and outdoor environments. The number of ACKs in the location independence process should be customized according to the BBN application and the different WBANs' QoS demands. Clock drifting is also needed in large scale BBN scenarios.

The work in [START_REF] Nabi | Moban: A configurable mobility model for wireless body area networks[END_REF] presents a comprehensive configurable mobility model (MoBAN) for evaluating intra and extra-WBAN communication. It implements different postures as well as individual node mobility within a particular posture. Extra-WBAN protocols take care of communications between a WBAN and its environment, with potentially several wireless body area networks as well as an ambient network. The mobility prediction is based on Markov model. The selected posture also determines the local movement of sensor nodes and the global mobility of the whole WBAN. Therefore, it affects the connection between the nodes in the WBAN and the external network like other WBANs or the surrounding ambient sensor network. Authors use a one-level Markov template to model pattern sequences while maintaining randomness of the posture selection. In any type of location, we may have different posture patterns. As an example, different rooms in a building can be thought of as having statistically different posture patterns. The posture pattern in a bedroom is surely different from the pattern in the living room or the kitchen. In addition to WBAN topology changes, the BBN topology is also subject to random changes due to WBANs' mobility. The advantage of MoBAN is that it considers both intra-and extra-WBAN movements, and is able to provide mobility information for both scenarios. Such information could be used as a routing parameter for BBNs, and according to WBANs specific needs/applications, this information could represent a mobility prediction parameter.

To maintain the high-quality, data routing should not only take into consideration the change of mobile WBANs locations or topology, as the reactive routing schemes do, but anticipate the movement behavior of mobile nodes employing proactive routing procedures. If each mobile WBAN's future location and network topology can be predicted, then route reconstruction can be done prior to topology changes within BBNs.

Security policies for BBN

Given their restricted resources, often body sensors are vulnerable to data injection attacks, that aim to consume the resources of a target WBAN by flooding the node with false data. Especially, when a WBAN roams from one BBN to another, handover mechanism takes place increasing the risk of the physical capture of the WBAN. Thus, mostly invasive attacks happen during the mobility of WBANs beyond the BBN borders or AP's coverage zones. Yet, issues related to security must be investigated in BBNs, and security schemes should be designed in accordance with the intended applications and their possible threats. In U-healthcare context, holistic security scheme is, above all, a mandatory requirement for U-health BBN application design, since human lives are definitely at stake. Intrusion detection and prevention techniques are a must in these networks. Due to sensitive nature of healthcare applications, extra measures such as encryption of data, and constant monitoring of the network are necessary. As privacy measures, all WBAN communications over wireless links and Internet are required to be encrypted to protect the user's privacy, thus specific users/WBANs should not be identified unless there is a need.

In [START_REF] Irum | A hybrid security mechanism for intra-wban and inter-wban communications[END_REF] the authors proposed a solution based on preloaded keys as well as automatically generated keys from biometrics of the human body. This technique is hybrid because it supports both plug-and-play capability and also pre-deployment of keys in order to ensure the security. It provides an efficient solution for intra-WBAN and inter-WBAN communications.

• Intra-WBAN: in the proposed solution the sensors measure physiological values (PVs) of the human body and then the keys are automatically calculated using those PVs to secure communications.

• Inter-WBAN: the solution is based on preloaded keys. The technique is efficient in terms of memory and also security because we combine auto generation and preloading key to enhance security. Any Personal server (PS) can generate key pool using biometric values and then transmit it to the network. The medical server (MS) assigns the responsibility of refreshing the key to any PS generator.

The solution averts from the different attacks like outsider attack, PS compromise, sensor node compromise, KeyGen compromise. The hybrid technique ensures the confidentiality, authentication and integrity of WBAN communications. Authors compared their solution with existing techniques and they demonstrate the improvement in terms of storage, communication, energy overhead and security. This solution is useful for a BBN scenario, since it considers the inter-WBAN communications which include the communication among the Personal Servers of the network WBANs, in order to deal with situations when a PS is out of range of the Medical Server. However the hybrid security mechanism does not consider the dynamic scenarios where WBANs are mobile and, thus, could present further security threats, due to their position changes.

Yet, authors of [START_REF] Ali | Energy-efficient cluster-based security mechanism for intra-wban and inter-wban communications for healthcare applications[END_REF] proposed a cluster-based security mechanism for intra-WBAN and inter-WBAN communications for healthcare applications, which takes into consideration the mobility of WBANs to the extent that it implements a WBAN neighborhood discovery mechanism, re-clustering in case of cluster head leaving or new arrival WBAN configuration, and WBAN addition or eviction. The proposed security mechanism consists in an energyefficient key management scheme for WBANs that takes into account the available resources of a node during the whole life cycle of key management. The cluster formation process itself is secured by using electrocardiogram-based key agreement scheme. This framework supports both intra-WBAN and inter-WBAN communications and is then highly suitable for BBN applications.

On the other hand, authors in [START_REF] Khalilian | An efficient method to improve wban security[END_REF] proposed a new method to improve the security in the WBAN, which objective is to decrease the required memory, control packets complexity, control buffers and mend the existing damages resulting from the high speed of transferring data between nodes. To ensure these goals, [START_REF] Khalilian | An efficient method to improve wban security[END_REF] proposes a cryptography scheme to secure the communications intra-WBANs, by combining the Advanced Encryption standard (AES) and sensor node bio-signals.

Besides, there are several security proposals in the literature about WBANs and their applications, the work in [START_REF] Kumar | State of the art: Security in wireless body area networks[END_REF] cites some of them. First, the security mechanism for WBANs must be adjusted to the subsequent major security necessities which are divided into three classes (Figure 2.5):

• Data storage security requirements: i) Confidentiality: patient data should be kept confidential during storage periods, using encryption and Access Control Lists.

ii) Integrity: Patient data must not be modified illegally during storage periods.

iii) Dependability: Patient data must be retrievable when node failure or data erasure happens. iv) Privacy: Data access policy shall be enforced to prevent unauthorized access to patient data generated by the WBAN.

• Data access security requirements: i) Accountability: When a WBAN abuses his/her privilege to carry out unauthorized actions on patient's data, he/she should be identified and held accountable.

ii) Revocability: The privileges of WBANs should be deprived in time if they are identified as compromised or behave maliciously.

iii) Non-repudiation: The origin of a piece of patient data cannot be denied by the source that generated it.

• Other security requirements: i) Authentication: the sender of a patient data should be authenticated, and injection of data from outside the WBAN should be prevented.

ii) Availability: The patient data should be accessible even under denial-of-service (DoS) attacks.

Protocol

Energy-eff. Reliability QoS Mobility Security Intra-WBAN Inter-WBAN EAAODV [START_REF] Jayanthi | Improved routing protocol for health care communications[END_REF] SIMPLE [START_REF] Nadeem | Simple: Stable increased-throughput multi-hop protocol for link efficiency in wireless body area networks[END_REF] EERS [START_REF] Liang | A low overhead tree-based energy-efficient routing scheme for multi-hop wireless body area networks[END_REF] M-ATTEMPT [START_REF] Javaid | M-attempt: A new energy-efficient routing protocol for wireless body area sensor networks[END_REF] EAWD [START_REF] Elias | Optimal design of energy-efficient and cost-effective wireless body area networks[END_REF] MoBAN [START_REF] Nabi | Moban: A configurable mobility model for wireless body area networks[END_REF] McMAC [START_REF] Mostafa Monowar | Mcmac: Towards a mac protocol with multiconstrained qos provisioning for diverse traffic in wireless body area networks[END_REF] QPRR [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF] ZEQoS [START_REF] Ali Khan | Zeqos: A new energy and qos-aware routing protocol for communication of sensor devices in healthcare system[END_REF] RACOON [START_REF] Cheng | Racoon: A multiuser qos design for mobile wireless body area networks[END_REF] PSR [START_REF] Liang | Exploiting prediction to enable secure and reliable routing in wireless body area networks[END_REF] MobiHealth [START_REF] Wac | Mobile patient monitoring: the mobihealth system[END_REF] Hybrid Sec. Mechanism [START_REF] Irum | A hybrid security mechanism for intra-wban and inter-wban communications[END_REF] Cluster-based sec. mechanism [START_REF] Irum | A hybrid security mechanism for intra-wban and inter-wban communications[END_REF] Table 2.4: Comparison of existing WBAN solutions which can be extended to BBN environment.

2. Key Management: Key management protocols are used to develop a secure application. especially, to set up and distribute varied forms of cryptographic keys to nodes within the network. There are three types of key management protocols, the trusted server, considering a trusty base station to validate the key agreement, the key pre-distribution, based on the symmetric key cryptography, and finally, the self enforcing, using a public-key infrastructure. 3. Secure routing: the sensor node collects physiological information and sends this data to alternative devices. Routing data and message forwarding could be a crucial service of end-to-end communication. There are many routing protocols proposed for sensor network in literature but they suffer from several security vulnerabilities, for example, the associate degree offender may launch denial-of-service attacks on the routing protocol. An assailant may conjointly inject malicious routing information into the network, leading to inconsistencies within the routed packets. 4. Resilience to Node Capture: The resilience against node capture is one of the foremost difficult issues in sensor networks. For example, in real time healthcare applications, the medical sensors are placed on a patient's body, who is in a hospital environment that can be accessible by attackers. To resolve this problem, one feasible solution is to use tamper resistant hardware. 5. Trust Management: defines the mutual association of any two trustworthy nodes that are sharing their data. 6. Secure Localization: to facilitate mobility for patients, the authors specify in [START_REF] Boukerche | A secure mobile healthcare system using trust-based multicast scheme. Selected Areas in Communications[END_REF] the localization systems that are divided into: distance/angle estimation, position computation and localization algorithms. 7. Robustness to communication Denial-of-Services: The DoS attack can be implemented in the WBAN, by broadcasting high-energy signals. There is a number of potential attacks, for example, an associate in nursing opponent might delay communication by violating medium access management protocol or transmit packets, whereas a neighbor node is transmitting.

Finally, a number of industry and research projects have paid a special attention to the security issue in WBANs. For healthcare applications, the European MobiHealth project presented in [START_REF] Wac | Mobile patient monitoring: the mobihealth system[END_REF], provides a complete end-to-end ambulant patient monitoring using a Bluetooth or ZigBee-based communication device, and is a single-hop network. The solution is deployed by UMTS and GPRS networks. The major detailed issues are security, reliability of communication devices, and QoS guarantees.

Conclusion

In this chapter, we provided a brief overview of the current proposals related to WBANs and their possible application in body-to-body networks design. We mainly discussed the major challenges of inter-WBANs communications focusing on five principal axes: energy efficiency, interference and coexistence, mobility prediction, QoS, and security. At the end, we summarize the aforementioned solutions in Table 2.4. Therewith, BBNs are expected to offer a potential wide range of ubiquitous healthcare benefits to patients, medical personnel and overall society, including numerous community activities. As part of our future work, we plan to design a routing protocol for inter-WBANs communications within a BBN, considering the aforementioned proposals which should be tailored to fit BBN specific requirements. Indeed, effective incentives are intended to improve the accuracy of BBN deployment and coexistence within the existing infrastructures, in order to ensure public safety and improve the Quality of Life for future human generations.

Chapter 3

Interference Mitigation in Body-to-Body Networks: a game theoretical approach 

Introduction

In this chapter, we identify and exploit opportunities for cooperation between a group of mobile Wireless Body Area Networks (WBANs), forming a Body-to-Body Network (BBN), through inter-body interference detection and subsequent mitigation. Thus, we consider a dynamic system composed of several BBNs and we analyze the joint mutual and crosstechnology interference problem due to the utilization of a limited number of channels by different transmission technologies (i.e., ZigBee and WiFi) sharing the same radio spectrum. To this end, we propose a game theoretical approach to address the problem of Sociallyaware Interference Mitigation (SIM) in BBNs, where WBANs are "social" and interact with each other. Our approach considers a two-stage channel allocation scheme: a BBN-stage for inter-WBANs' communications and a WBAN-stage for intra-WBAN communications. We demonstrate that the proposed BBN-stage and WBAN-stage games admit exact potential functions, which led to the conclusion that SIM game converges to Nash equilibrium points.

Game Theory: the big picture

Game theory has been applied to specific areas, including economics, politics, biology and networking, where decision makers, called the players, have to take actions, or strategies, that have mutual possibly conflicting consequences [START_REF] Felegyhazi | Game theory in wireless networks: A tutorial[END_REF].

Since the radio communication channel is usually shared in wireless networks, the behavior of a wireless device could affect the communication of neighboring wireless devices. In this context, WBAN and BBN communications are subject to such problem, which requires specific and robust mechanisms to deal with routing and resource allocation problems in a competitive environment, especially with the absence of a central unit that monitors the channel utilization within the network.

Game theory is applied in such distributed problems, such as in [START_REF] Chen | Game theoretical approach for channel allocation in wireless sensor and actuator networks[END_REF], where the multichannel usage problem in Wireless Sensor and Actuator Network (WSAN) is modeled as a channel allocation game with the total interference of the whole network as the social objective to minimize. In WSANs, communication and control are highly integrated, even though each node (a sensor, actuator or control unit) is equipped exclusively with one simple half-duplex radio transceiver. However, the major difference with our network model is that BBNs are randomly distributed networks where underlying WBANs are mobile and equipped with two radio antennas to ensure on-body and off-body communications. Yet, WBANs may randomly overlap with each other, which makes BBN a highly dynamic system over time and space, compared to WSNs, apart from the human body environment challenge related to WBANs. Yet, further constraints are to be considered to design an effective channel allocation scheme for BBNs.

Using Game Theory, authors of [START_REF] Lee | Interference-aware mac protocol for wireless networks by a game-theoretic approach[END_REF] stated that a decentralized approach is resilient to users' deviation and ensures the robustness of the network, compared to a centralized approach where the system cannot be easily protected from a selfish deviation to increase, unilaterally, one's throughput. Alike our BBN model, this game considers nodes concurrently transmitting in nearby clusters, incorporating the Signal-to-Interference-plus-Noise Ratio (SINR) model as wireless communication metric. Nonetheless, the game focuses on the channel access problem under inter-cluster interference from nearby Access Points (APs) using the same wireless technology, while the key advantage of our work is to consider both mutual and cross-technology channel interference problems.

In [START_REF] Pedro Bf Duarte | On the partially overlapped channel assignment on wireless mesh network backbone: A game theoretic approach. Selected Areas in Communications[END_REF], the authors provided an interesting study that explores the possibility of exploiting Partially Overlapped Channels (POCs) by introducing a game theoretic distributed Channel Assignment (CA) algorithm in Wireless Mesh Networks (WMNs). The proposed CA algorithm aims at increasing the number of simultaneous transmissions in the network while avoiding signal interference among multi-radio nodes. A Cooperative Channel Assignment Game (CoCAG) is implemented, where information is exchanged with neighboring nodes. In fact, by considering neighboring information, nodes can track the instantaneous neighbors' strategies when assigning channels to themselves, which can help in guaranteeing a fair sharing of the frequency band. The major contribution of [START_REF] Pedro Bf Duarte | On the partially overlapped channel assignment on wireless mesh network backbone: A game theoretic approach. Selected Areas in Communications[END_REF] is that it addresses four different types of interference and their influence on the network capacity: Co-channel Interference, Orthogonal Channels, Adjacent Channel Interference and Self Interference. Nonetheless, one key feature of the WMN is the backbone network composed of Mesh Routers that are usually static and have no constraints on energy consumption, which is not the case for WBANs. Moreover, only IEEE 802.11g was used as wireless technology in [START_REF] Pedro Bf Duarte | On the partially overlapped channel assignment on wireless mesh network backbone: A game theoretic approach. Selected Areas in Communications[END_REF], and as a consequence no cross-technology scenarios were considered.

Again, in order to cope with the interference issue in WBANs, authors of [START_REF] Kazemi | A novel genetic-fuzzy power controller with feedback for interference mitigation in wireless body area networks[END_REF] implemented an intelligent power control game which allows WBANs to improve their performance by learning from history. The proposed power controller implements a genetic algorithm (GA) which enables WBANs to learn from experience and select their power strategies in a distributed manner with no inter-node negotiation or cooperation. Authors state that less inter-node interactions are more attractive for WBANs due to their low overhead and superior scalability. However, such assumption barely adapts to our network model, due to the ever changing topology, the highly dynamic outdoor environment, and the continuously joining and leaving WBANs typical of a BBN scenario.

Apart from WBANs, The spectrum access problem is also tackled from a game theoretical perspective in [START_REF] Elias | Noncooperative spectrum access in cognitive radio networks: a game theoretical model[END_REF] for cognitive radio networks. A non-cooperative game is proposed to share the wireless channel between licensed/primary users and unlicensed/secondary users (SU), so as to exploit the spectral gaps left available by primary users. To accurately model the channel access game, the interference between SUs is considered as a congestion cost component in the players objective function.

Game theory is also used in [START_REF] Altman | Spatial sinr games combining base station placement and mobile association[END_REF] for the placement of competing providers' base stations (BS). The game utility function is based on the SINR, to determine the cells where mobile terminals have selective behaviors towards the base stations belonging to different network providers.

In general, a game G = (N , S, U) is defined by the following three elements [START_REF] Felegyhazi | Game theory in wireless networks: A tutorial[END_REF]:

• N is the set of players. For convenience, the subscript -i designates all the players belonging to N except i himself.

• S = S 1 × S 2 × ... × S |N | designates the set of the strategy spaces of all players, where S i corresponds to the pure strategy space of player i. The set of selected strategies constitutes a strategy profile s = {s 1 , s 2 , ..., s |N | }, where

s 1 ∈ S 1 , s 2 ∈ S 2 , ..., s |N | ∈ S |N | .
• U designates the set of payoff functions or utilities of all players, where u i (s) ∈ U quantifies the outcome of the game for player i given the strategy profile s.

To solve such distributed problems, the most famous solution is the Nash equilibrium [START_REF] John | Equilibrium points in n-person games[END_REF]. A set of strategies is a Nash equilibrium if each represents a best response to the other strategies; each player has, then, no incentive to deviate from his selected strategy to increase his payoff function, since it is the best he can do given what others are doing. The best response br i (s -i ) of player i to its opponents strategies s -i is defined as follows :

Definition 1 The best response br i (s -i ) of player i to the profile of strategies s -i is a strategy s i such that:

br i (s -i ) = arg max u i (s i , s -i )
Then, if all players select their best-response strategies, the concept of Nash Equilibrium is formally defined as follows [START_REF] Felegyhazi | Game theory in wireless networks: A tutorial[END_REF]:

Definition 2: The pure strategy profile s * constitutes a Nash equilibrium if, for each player i, the payoff function u i verifies:

u i (s * i , s -i ) u i (s i , s -i ), ∀s i ∈ S i
In what follows, as a first part of our work in this thesis, we use game theory basics and theorems to model the interference problem in Body-to-Body Networks, and we develop best-response algorithms to resolve the channel allocation issue in two stages: intra-WBAN and inter-WBAN. We finally demonstrate the existence of Nash equilibra in such distributed systems.

System models

In this section, we present the system models, including the network model and the interference model, arising in body-to-body networks. 

Body-to-Body Network Model

We consider a BBN scenario composed of a set N of WBANs, which are located in the same geographical area (i.e., a medical center, a rest home or a care home), and share the same unlicensed 2.4 GHz ISM band. Let C w and C z denote, respectively, the set of WiFi and ZigBee channels in this band.

Each WBAN is equipped with a wearable Mobile Terminal (MT) 1 , that uses both the 802.15.4 protocol (i.e., ZigBee) to communicate with the sensor nodes within its WBAN, and the IEEE 802.11 wireless standard (i.e., WiFi) to create a backhaul infrastructure for inter-WBANs' communications (Fig. 3.1).

Since we are assuming that WBANs can move and interact with their surrounding environment, we find ourselves in a quite dynamic BBN scenario, and therefore, we decide to divide the operating time of the whole system into a set T of consecutive epochs, and during each epoch t ∈ T we suppose that the network topology and environment conditions do not change.

The set L w (t) represents all WiFi unidirectional links established by mobile terminals during the epoch t ∈ T ; L w (t) may vary between two consecutive epochs due to WBANs' mobility. On the contrary, the set L z , which represents the ZigBee unidirectional links used for intra-WBAN communication among the sensors, does not change with time, and for this reason, we omitted the parameter t from this set.

Recent works dealing with interference mitigation have considered the binary model to represent overlapping between channels [START_REF] Huang | Beyond co-existence: Exploiting wifi white space for zigbee performance assurance[END_REF][START_REF] Shin | Packet error rate analysis of zigbee under wlan and bluetooth interferences[END_REF][START_REF] Liang | Surviving wi-fi interference in low power zigbee networks[END_REF][START_REF] Hou | Minimizing 802.11 interference on zigbee medical sensors[END_REF][START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF]; i.e. a node is either interfered or not, however our idea in this work is to quantify the interference between partially overlapped channels. In [START_REF] Mohsenian Rad | Partially overlapped channel assignment for multi-channel wireless mesh networks[END_REF], the authors model the overlapping among different WiFi channels defining a symmetric channel overlapping matrix W , whose element w mn quantifies the degree of interference between channels m and n, and is given as follows:

w mn = +∞ -∞ F m (w)F n (w)dw +∞ -∞ F 2 m (w)dw , (3.1) 
where F m (w) and F n (w) denote the Power Spectral Density (PSD) functions of the bandpass filters for channels m and n, respectively, which can be obtained from the channels' frequency responses. Yet, we need to know which channel filter is being used. As in [START_REF] Mohsenian Rad | Partially overlapped channel assignment for multi-channel wireless mesh networks[END_REF], we assume the use of raised cosine filters, whose principle is explained in [2]. Fig. 3.2 shows how the PSD function of the IEEE 802.11b depends on the roll-off factor δ, which is a key parameter of the raised cosine filter, when it is equal to 1 and 0.25, respectively. Hence, [2] gives a simplified expression of the W matrix :

w mn = w nm = A o A o + A no (3.2)
where A o and A no are the overlapping and non-overlapping areas between the power spectral density of channels m and n, respectively. With expression (3.2), the W matrix can be computed off-line and used as a constant matrix while computing the channel allocation variables.

Since different wireless technologies use different signal modulations and access mechanisms, authors of [START_REF] Mishra | Partially overlapped channels not considered harmful[END_REF] performed an extensive set of experiments to measure the partial overlap of the IEEE 802.11b standard, using different physical layer modulation methods. First, they considered 1 and 2 Mbps data-rates for the physical layer, using the Binary Phase Shift Keying (BPSK) modulation, to measure the channel overlap. Then, they reported results using the Complementary Code Keying (CCK) modulation, with a data-rate of 11 Mbps. It was concluded that partially overlapped channels can provide much greater spatial re-use if used carefully, depending on the physical separation and/or the channel separation between neighboring links, whatever the modulation scheme in use.

In this work, we model the channel overlapping problem analytically by studying its impact on the signal-to-interference ratio. Yet, although the channel overlapping matrix W has been defined to model the partially-overlapped channels for the 802.11b protocol, it does not depend, actually, on the technology in use, since the expression could involve the PSD functions of any frequency responses, provided that the frequency band presents overlapping behaviors, which is actually not the case for ZigBee and BLE, since both frequency bands present orthogonal wireless channels.

To summarize, our network model will focus on the following relevant elements:

• Every single WBAN's MT, muniequipped with one WiFi antenna and one ZigBee antenna, should dispose of non overlapping WiFi and ZigBee channels.

• No interference is present within a WBAN; we assume a TDMA-based medium access control implemented in each WBAN to deal with collisions. Note in addition that there is no interference between adjacent ZigBee channels since there is no overlapping.

• The interference between overlapping WiFi and ZigBee channels is represented by the matrix A, of size |C w | × |C z |, whose element a c 1 c 2 is a binary value: a c 1 c 2 = 1 if WiFi channel c 1 overlaps with ZigBee channel c 2 (0 otherwise).

• As in [START_REF] Mohsenian Rad | Partially overlapped channel assignment for multi-channel wireless mesh networks[END_REF], the degree of interference between overlapping WiFi channels is represented by the matrix W , of size |C w | × |C w |, whose element w c 1 c 2 ∈ [0, 1] is a fractional value, defined by the expression in Equation (3.1).

• To preserve the network connectivity within the BBN, we assume that all WBANs WiFi interfaces are tuned on the same channel. Therefore, we use the |L w | × |L w | matrix B(t), whose element b ij is a binary value: b ij = 1 if WiFi links i and j belong to the same BBN at time epoch t ∈ T (0 otherwise).

• Finally, WBANs use a higher transmission power on the inter-WBAN channel than on the channel used for intra-WBAN communications (i.e. p w >> p z ). In particular, data transmissions within ZigBee networks can completely starve due to WiFi communications, which use 10 to 100 times higher transmission power [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF].

In order to minimize the total interference within BBNs involving several wireless technologies, it is advantageous to observe every interference component separately, thus we can specify two-kind interference scenarios:

• The Mutual interference:

-WiFi-WiFi interference at the MT receiver, that occurs while receiving collected data from a nearby WBAN of the same BBN and interfering with adjacent BBNs' WiFi links. Such component includes as well the co-channel interference.

-ZigBee-ZigBee interference at the MT receiver, that happens when a ZigBee link of a WBAN interferes with a ZigBee link of another WBAN belonging to the same or to a different BBN, when they are allocated the same channel.

• The Cross-Technology interference: WiFi-ZigBee, among adjacent WBANs, where each WBAN (MT) is communicating with other WBANs over a WiFi link and is susceptible to interference from nearby ZigBee links, and vice versa.

The Interference issue and the SIR metric are tightly related. Thus, in this thesis, we would focus on the interference metric (SIR) expressed in decibel format by:

SIR i (t)(dB) = 10log( g ii (t)p i j =i g ij (t)p j ), (3.3) 
where p i is the transmission power of transmitter i, g ij (t) is the link gain from transmitter j to receiver i at time epoch t. Since WBANs can move in their surrounding environment, the links' gains g ij (t) vary over time, and the SIR in turn has been further expressed as a function of time t.

The gain parameters are calculated taking into account the average channel gain evaluated at the reference distance d 0 = 1 m and with a path loss exponent n(α), according to the following formula [START_REF] Rosini | Body-to-body communications: a measurement-based channel model at 2.45 ghz[END_REF]:

g ij (t)| dB = G(d 0 , α)| dB -10 × n(α) × log 10 (d/d 0 ), ∀i, j ∈ L w (t) ∪ L z (3.4)
Specifically, the average channel gain G(d 0 , α), between WBANs' MTs (Tx Right Hip, Rx Right Hip), significantly decreases from -37.88 dB to -66.33 dB when switching from Line Of Sight (LOS) to Non Line Of Sight (NLOS) conditions, which ensures that our BBN scenarios are consistent with a realistic human body environment.

Body-to-Body Network Interference Model

The interference model defines the set of links that can interfere with any given link in the network [START_REF] Prabhu Subramanian | Minimum interference channel assignment in multiradio wireless mesh networks[END_REF]. There have been various interference models proposed in the literature; the common concept is that two communication links i =(T i , R i ) and j=(T j , R j ) are interfering if and only if either T i or R i lies within the interference range of T j or R j , where T i , T j and R i , R j designate the transmitter and receiver interfaces of links i and j, respectively.

If modeling the interference characteristics in sensor networks is challenging, it is more so for BBNs, because Radio Frequency (RF) characteristics of nodes and environments are neither known a priori nor computable due to their stochastic, rapidly changing characteristics [START_REF] Beuster | Matrix routing-an interference range insensitive routing protocol for wireless sensor networks[END_REF]. Any routing protocol working in high interference environment is incapable of dealing with radio channels suffering from high interference ratios. Thus, sharing channels appropriately according to the interference profiles is mandatory and prior for BBN networks design.

Interference range is the range within which nodes in receive mode will be interfered with an unrelated transmitter and thus suffer from packet loss [START_REF] Xu | Effectiveness of rts/cts handshake in ieee 802.11 based ad hoc networks[END_REF]. For simplicity, ranges are generally assumed concentric which is not necessarily given in physical networks. In [START_REF] Xu | Effectiveness of rts/cts handshake in ieee 802.11 based ad hoc networks[END_REF], the interference range was defined based on SIR, where authors assume a transmission scenario with transmitter-receiver distance as d meters and at the same time, an interfering node r meters away from the receiver, starts another transmission. The received signal is assumed to be successful if it is above a SIR threshold (SIR th ).

Conflict Graph Given an interference model, the set of pairs of communication links that interfere with each other, assuming mutual and cross-interference in our model, can be represented using a conflict graph. As done in [START_REF] Paris | Cross technology interference mitigation in bodyto-body area networks[END_REF], we depict an extended conflict graph to model the mutual and cross-technology interfering wireless links. We adopt this representation because it will help us in defining the set of neighbors in next sections for our Socially-aware Interference Mitigation game. Therefore, the extended conflict graph G c (V c (t), E c (t)) is defined as follows:

• V c (t): set of vertices corresponding to WiFi and ZigBee communication links in the network, V c (t) = L w (t) ∪ L z .

• E c (t): set of edges corresponding to the interference relationship among pairs of links. Fig. 3.3 depicts the extended conflict graph of the three BBN-scenario illustrated in Fig. 3.1. Solid lines represent conflict edges between two vertices using the same radio technology, i.e. (e 1 , e 2 ) ∈ E c (t) is a conflict edge if and only if e 1 ,e 2 ∈ L w (t) or e 1 ,e 2 ∈ L z , and they are interfering with each other. Whereas dashed lines correspond to cross-conflict edges between two vertices using different radio technologies.

Our goal is to minimize the overall network interference. To give an example, let us consider the scenario of Fig. 3.1. Each BBN has different interference ranges with its neighboring BBNs. Assuming that only three WiFi orthogonal channels from the 2.4 GHz band are available (1, 6, and 11), one trivial solution would be to assign channels 1, 6 and 11 to BBN1, BBN2 and BBN3, respectively. In this case there would be no interference. Let us assume now that only two WiFi orthogonal channels 1 and 6 are available, in addition to channel 2 overlapping with channel 1. Thus, channels 1, 6 and 2 would be assigned to BBN1, BBN2 and BBN3, respectively. Since BBN1 and BBN3 have disjoint interference ranges, they can use overlapping channels with minimal risk of interference. In practice, the system is more complex, with many more BBNs, and/or more overlapping interference ranges, involving several wireless technologies. Therefore a general approach should be investigated for an appropriate wireless resource sharing according to the interference profiles. Likewise, in such heterogeneous wireless systems, a two-stage channel allocation scheme is needed; a BBN level game for WiFi channel allocation step, then a WBAN level game for ZigBee channel allocation, taking into account the cross-technology features at each stage.

The social information in the BBN and WBAN level games can be collected by using a signaling protocol, like one of those presented in [START_REF] Elias | Cross technology interference mitigation in body area networks: an optimization approach[END_REF][START_REF] Zhang | Interference mitigation for cyber-physical wireless body area network system using social networks[END_REF], to allow mobile terminals to exchange control messages (or proximity information) among each other in order to build the network topology and the conflict graph, and then compute in a completely distributed fashion the channel assignment that minimizes the mutual and cross-technology interference, or maximizes the SIR at WiFi and ZigBee radio interfaces, based on local information. A detailed description of the information exchange protocol is provided in [START_REF] Elias | Cross technology interference mitigation in body area networks: an optimization approach[END_REF].

Socially-aware Interference Mitigation (SIM) game in Bodyto-Body Networks

In this section, we first define the basic notation and parameters used hereafter, and then we describe in detail the proposed socially-aware interference mitigation game theoretical approach.

The lack of a centralized control and prioritization of access to the radio spectrum, in addition to the restricted knowledge of network information, motivate us to employ local interactions for the WiFi and ZigBee level games, in which players consider their own payoffs as well as those of their neighbors, so as to optimize their strategies while relying on their surrounding network information. Besides, at the BBN-stage game, each group of WBANs (i.e., each sub-BBN) is represented by a special player (a delegate or a leader of the Interference degree between WiFi channels m and n (continuous metric). a mn Binary parameter of cross-interference between WiFi channel m and ZigBee channel n. (s l (t), s h (t)) Strategies of WiFi (x l c1 ) and ZigBee (y h c2 ) channels' allocation, respectively, for the couple of links (l, h) of a single WBAN. (s l (t), s h (t)) * Optimal channel allocation strategies of player/couple (l, h) of a single WBAN.

S(t)

Set of channel allocation strategies of all players. S * (t)

Set of optimal channel allocation strategies of all players.

Table 3.1: Parameters notations for the channel assignment game group) who decides which WiFi channel to choose. Indeed, to ensure network connectivity all WBANs within the same sub-BBN should be tuned to the same WiFi channel, and we consider this special player that acts on behalf of the entire sub-BBN. To this end, we consider in this work a two-stage socially-aware interference mitigation scheme: (i) At a first stage, each BBN takes a decision on the WiFi channel that should be assigned to his WiFi transmission links, ensuring minimal interference with his surrounding environment, through a local interaction game with his neighboring BBNs.

(ii) Then, at the second stage, given the WiFi channel assignment for each BBN, a local interaction game takes place among the WBANs belonging to the same BBN. After playing this game, each WBAN (more precisely, each MT) will be assigned a ZigBee channel to his ZigBee radio interface, and such assignment guarantees the minimal interference of the WBAN with his neighboring WBANs.

The overall operations for the time epoch t ∈ T are represented by the SIM flow chart given in Fig. 3.4. In this channel assignment game, the players are the set of links L(t) = L w (t) ∪ L z associated with the set N = {1, ..., n} of WBANs occupying either the hospital or a care home for old people, and distributed over a set of coexisting BBNs. Each player is represented by a couple of links (l, h), such that l ∈ L w (t) and h ∈ L z are a WiFi and a ZigBee link corresponding to a given WBAN i ∈ N assimilated to its MT. At time epoch t ∈ T , each player chooses a couple of strategies (s l (t), s h (t)) ⊂ S(t), such as s l (t) is the strategy to allocate a WiFi channel c 1 ∈ C w to the WiFi link l ∈ L w (t) at time epoch t ∈ T , denoted by x l c 1 , and s h (t) is the strategy to allocate a ZigBee channel c 2 ∈ C z to the ZigBee link h ∈ L z , denoted by y h c 2 . S(t) is obviously the set of the total channel allocation strategies of all players of the BBN scenario. The overall SIM game notations are reported in Table 3.1. To summarize, the WiFi and ZigBee channel assignment variables are :

x l c 1 = 1, if WiFi channel c 1 is assigned to the communication link l 0, otherwise y h c 2 =
1, if ZigBee channel c 2 is assigned to the communication link h 0, otherwise which form the following WiFi and ZigBee channel allocation matrices: 

X w =         x 1 1 • • • x 1 14 . . . . . . . . . x l 1 • • • x l 14 . . . . . . . . . x |L w (t)| 1 • • • x |L w (t)| 14         Y z =         y 1
y |L z | 1 • • • y |L z | 26        
Hence, hereafter, we first begin with presenting the first-stage game, to choose a WiFi channel assignment for each MT, and then we describe in detail the second-stage game, where each MT is further assigned a ZigBee channel.

BBN-stage SIM game

In order to assign a single WiFi channel to each sub-BBN, we opt for a BBN-stage SIM game so that each set of communicating WBANs, forming a sub-BBN, are represented by a specific WiFi link. The representative WiFi link is situated in the center of the sub-BBN and plays the role of the delegate, and the other WBANs belonging to the same sub-BBN will be allocated the same WiFi channel (Fig. 3.5). Our choice of the representative WiFi link is similar to the one made by Govindasamy et al. in [START_REF] Govindasamy | Asymptotic spectral efficiency of multiantenna links in wireless networks with limited tx csi[END_REF]. In fact, the work in [START_REF] Govindasamy | Asymptotic spectral efficiency of multiantenna links in wireless networks with limited tx csi[END_REF] presents a technique to find the spectral efficiency of an interference-limited representative link with an arbitrary distribution of interference powers, within an ad hoc network with randomly distributed multi-antenna links. This model considers a circular network where the representative receiver is assumed to be at the origin of the circle, and the interferers are links with other receivers whose locations do not impact the representative link. Of course, there exist a variety of different mechanisms/solutions to select the more appropriate delegate/representative link in the network. However, this issue is not the main concern of this thesis and deserves a deep study.

We build the extended conflict graph and we assume that each WBAN has information only about his sub-BBN underlying WBANs, through the exchange of polling messages. Thus, we can identify for each WBAN, the set of interfering neighbors at time epoch t ∈ T (i.e., the set of edges between a link of such WBAN and transmission links of the others). Let W l denote the set of links interfering with WiFi link l:

W l (t) = {k ∈ L w (t) : (l, k) ⊂ E c (t)} ∪ {j ∈ L z : (l, j) ⊂ E c (t)}
Thereby, we can define the BBN-stage game (G 1 ) as follows:

• Players: the set of BBNs represented by their delegates, such as a delegate player per sub-BBN. For the BBN-stage, the player is assimilated to its WiFi link l.

• Strategies/actions: s l (t) = x l c 1 (t), strategy to choose a WiFi channel c 1 for WiFi link l from the set of available channels in C w .

• Utility function: To ensure a realistic representation of the game, we use the worst SIR values perceived by the two radio interfaces, WiFi and ZigBee, as utility function.

Hereafter, we describe the SIR given in Equation (3.3) that we extend to consider interfering transmitters using different technologies. It is worth noting that Equation (3.5) can be easily extended to more than two radio technologies, considering further for example Bluetooth. However, to simplify the analysis we conduct the study with only two components, corresponding to WiFi and ZigBee, respectively. Whence, the SIR of the player l ∈ L w , considering the WiFi interface, is given by:

SIR w (x l c 1 )(t) = 10log( g ll p l w I w c 1 (x l c 1 ) + I w (x l c 1 ) + I wz (x l c 1 )
),

where I w c 1 (x l c 1 ) : Co-channel interference from WiFi links of other sub-BBNs (b kl = 0) sharing WiFi channel c 1 with WiFi link l.

I w c 1 (x l c 1 ) = k∈L w b kl =0 x l c 1 x k c 1 g lk p k w (3.6)
I w (x l c 1 ) : Mutual interference from WiFi links of other sub-BBNs (b kl = 0) using WiFi channels that overlap with c 1 .

I w (x l c 1 ) = k∈L w b kl =0 ( c∈C w c =c 1 w c 1 c x l c 1 x k c )g lk p k w , (3.7) 
I wz (x l c 1 ) : Cross-interference from ZigBee links, using ZigBee channels other than c 2 , overlapping with c 1

I wz (x l c 1 ) = k∈L z k =h ( c∈C z a c 1 c x l c 1 y k c )g lk p k z ; (3.8)
g ll is the channel gain of link l, g lk the link gain from the transmitter k to the receiver l, p k w and p k z are the WiFi and ZigBee transmit power, respectively. Note that in expression (3.8) we use the binary parameter a c 1 c 2 to model the crosstechnology interference instead of the fractional w c 1 c 2 used in Equation (3.7) for mutual WiFi interference. In fact, although in the literature the interference of the IEEE 802.11b has been modeled as an additive white Gaussian noise (AWGN) to the ZigBee signal, the experimental results performed in [START_REF] Golmie | Performance analysis of low rate wireless technologies for medical applications[END_REF] show a significant performance degradation for ZigBee links in the presence of WiFi transmissions. Specifically, the authors measured a packet loss of 99, 75% up to 100% in WBANs used for blood analysis and ECG sensing when a video streaming is executed over an interfering WiFi channel. Therefore, due to the tight constraints on WBANs' transmissions reliability, we consider the worst effect caused by WiFi interference on ZigBee communications, using the binary parameter a c 1 c 2 ∈ {0, 1}.

1) Convergence of BBN-stage game: Nash Equilibrium

Having defined the BBN stage of the SIM game, we then demonstrate that such game indeed admits at least one pure-strategy Nash equilibrium. Thus, we first define the utility function of player l as follows:

U w (x l c 1 ) = 10log(g ll p l w ) -10log(IF w l (x l c 1 )) (3.9)
where IF w l (x l c 1 ) , denoted as the WiFi Interference Function of player l, is the total interference suffered by link l when playing strategy x l c 1 , and is expressed as follows:

IF w l (x l c 1 ) = I w c (x l c 1 ) + I w (x l c 1 ) + I wz (x l c 1 ) = k∈W l ∩L w c∈C w f (x l c 1 , x k c ) + j∈W l ∩L z c∈C z c =c 2 g(x l c 1 , y j c )
or function of the strategies:

IF w l (s l ) = k∈W l ∩L w f (s l , s k ) + j∈W l ∩L z g(s l , s j ) (3.10)
where:

f (s l , s k ) =            0, s l = s k and WiFi channel c 1 of link l does not overlap with WiFi channel of link k. g lk p k w , s l = s k w c 1 c g lk p k
w , s l = s k and WiFi channel c 1 of link l overlaps with WiFi channel of link k.

and:

g(s l , s j ) =        0,
WiFi channel c 1 of link l does not overlap with ZigBee channel of link j. g lj p j z , WiFi channel c 1 of link l overlaps with ZigBee channel of link j.

We observe that the maximization of utility function U w corresponds to the minimization of the Interference Function IF w . Due to the property of monotone transformation, if the modified game with utility IF w is a potential game, then the original BBN-stage SIM game with utility U w is also a potential game with the same potential function. Then, the BBN-stage SIM game (G 1 ) is expressed as follows:

(G 1 ) : min

x l c 1 ∈S l (t) IF w l (x l c 1 , x -l c 1 ) ∀l ∈ L w (3.11) s.t. c∈C w x l c = 1 ∀l ∈ L w (t) (3.12) x l c 1 ∈ {0, 1} ∀l ∈ L w (t), c 1 ∈ C w , (3.13) 
For convenience, we designate by -l all the players belonging to W l . Constraint (3.12) forces the assignment of a single WiFi channel for a single WiFi link for each player, the connectivity within the sub-BBNs is ensured so that a unique WiFi channel is allocated to every pair of links belonging to the same sub-BBN through the exchange of polling messages between the delegate player and the other players of each sub-BBN. The convergence of the BBN-stage SIM game to a Nash equilibrium is given by the following theorem:

Theorem 1: The BBN-stage SIM game G 1 is an exact potential game.

Proof: we construct the potential function as follows:

Φ w (s i , s -i ) = 1 2 i∈L w k∈W i ∩L w f (s i , s k ) + i∈L w j∈W i ∩L z g(s i , s j ) (3.14)
Therefore, when player l ∈ L w changes its action at time epoch t ∈ T , from s l to ŝl , the variation of the potential function subsequent to this player's strategy change is given by:

Φ w (s l , s -l ) -Φ w (ŝ l , s -l ) = 1 2 i∈L w i =l k∈W i ∩L w f (s i , s k ) + i∈L w i =l j∈W i ∩L z g(s i , s j ) (3.15) - 1 2 i∈L w i =l k∈W i ∩L w f (s i , s k ) - i∈L w i =l j∈W i ∩L z g(s i , s j ) (3.16) + 1 2 i∈L w i =l f (s i , s l ) - 1 2 i∈L w i =l f (s i , ŝl ) (k = l) (3.17) + 1 2 k∈W l ∩L w f (s l , s k ) + j∈W l ∩L z g(s l , s j ) (i = l) (3.18) - 1 2 k∈W l ∩L w f (ŝ l , s k ) - j∈W l ∩L z g(ŝ l , s j ) (i = l) (3.19)
We can easily see that (3.15)+(3.16)=0. On the other hand, since each player has only interference with his neighboring set, then {i ∈ L w : i = l} = {k ∈ W l ∩ L w }, and we assume that function f is symmetric so as we consider symmetric channel gains (g lk = g kl if b kl = 0, Fig. 3.5), therefore:

Φ w (s l , s -l ) -Φ w (ŝ l , s -l ) = k∈W l ∩L w f (s l , s k ) + j∈W l ∩L z g(s l , s j ) (3.20) - k∈W l ∩L w f (ŝ l , s k ) - j∈W l ∩L z g(ŝ l , s j ) (3.21) = IF w l (s l , s -l ) -IF w l (ŝ l , s -l ) (3.22)
Accordingly we prove that, when a delegate l ∈ L w deviates from a strategy s l to an alternate strategy ŝl , the change in the exact potential function Φ w exactly mirrors the change in l's utility. Therefore the BBN-stage SIM game is an exact potential game.

Thereby, we can rely on the following theorem [START_REF] Nisan | Algorithmic game theory[END_REF] to confirm the existence of a Nash equilibrium to our game.

Theorem 2: Every potential game has at least one pure Nash equilibrium, namely the strategy s l that minimizes Φ w (s l ).

The result of Theorem 2 motivates us to design the Best Response SIM algorithm in chapter 4 to resolve the BBN-stage SIM game.

WBAN-stage SIM game

We now consider the WBAN-stage game, where each WBAN will be assigned a ZigBee channel to his ZigBee radio interface, that guarantees the minimal interference with his neighbors.

1) ZigBee local interaction game

Similarly to the BBN stage, denote Z h as the set of neighbors of ZigBee link h, including the set of edges between ZigBee link h and interfering WiFi and ZigBee links, using the conflict graph:

Z h (t) = {j ∈ L z : (h, j) ⊂ E c (t)} ∪ {k ∈ L w (t) : (h, k) ⊂ E c (t)}
Hence, we can define the local interaction game of the WBAN stage (G 2 ) as follows:

• Players: set N of WBANs. For the WBAN-stage, the player is assimilated to his ZigBee link h.

• Strategies/actions: s h (t) = y h c 2 (t), strategy to choose a ZigBee channel c 2 for ZigBee link h from the set of available channels in C z .

• Utility function: is, similarly to BBN stage, function of the SIR considering the ZigBee interface which is used for intra-WBAN communications, given by:

SIR z (y h c 2 )(t) = 10log( g hh p h z I wz (y h c 2 ) + I z (y h c 2 ) ), (3.23) 
I wz (y h c 2 ) represents the cross-technology interference caused by mobile terminals using WiFi channels that interfere with the ZigBee channel c 2 on which WBAN link h is tuned.

I wz (y h c 2 ) = k∈L w b kl =0 c∈C w a cc 2 x k c y h c 2 g hk p k w (t). (3.24) 
I z (y h c 2 ) accounts for the co-channel interference of nearby WBANs sharing the same ZigBee channel c 2 of player h.

I z (y h c 2 ) = k∈L z y k c 2 y h c 2 g hk p k z (t). (3.25)
Conversely to the BBN stage (Equation (3.5)), in Equation (3.23) only cross and cochannel interference components are considered at the denominator, since all ZigBee channels are completely orthogonal among each other, i.e. no mutual interference is there. In case of sharing the same ZigBee channel, i.e., expression (3.25), the corresponding experimental scenario in [START_REF] Golmie | Performance analysis of low rate wireless technologies for medical applications[END_REF] measures 18% of packet losses, which led to the conclusion that the impact of ZigBee co-channel interference may be significant. Therefore, we model our game so that selecting different and non-overlapping ZigBee channels for intra-WBAN communications emerges as the best strategy for all players. Unlike BBN-stage game where a unique WiFi channel is required by a sub-BBN, in WBAN stage, WBANs of the same sub-BBN use different ZigBee channels for intra-WBAN communications. Yet, to ensure a fair sharing of available ZigBee resources within BBNs, we consider local interaction behaviors among players interacting within the same neighboring set, which is translated in the utility function by a local cooperation quantity as a tradeoff to the player selfish attitude. Thus, we define the utility function of player h for the WBAN-stage game as follows:

U z (y h c 2 ) = SIR z (y h c 2 ) + k∈Z h SIR z (y k c ) (3.26) = 10log(g hh p h z ) + k∈Z h 10log(g kk p k z ) -IF z h (y h c 2 )
where:

IF z h (y h c 2 ) = I h (y h c 2 ) + k∈Z h I k (y h c 2 ) and: I k (y h c 2 ) = 10log(I wz (y k c ) + I z (y k c )) , ∀c ∈ C z : y k c = 1 I k (s h ), with s h = y h c 2 ,
is the total interference suffered by link k of a neighboring WBAN when link h plays strategy y h c 2 . As in [START_REF] Chen | Game theoretic analysis of distributed spectrum sharing with database[END_REF], using the monotone transformation property, the WBAN-stage SIM game is expressed as follows:

(G 2 ) : min y h c 2 ∈S h (t) IF z h (y h c 2 , y -h c 2 ) ∀h ∈ L z (3.27) s.t. c∈C z y h c = 1 ∀h ∈ L z (t) (3.28) y h c ∈ {0, 1} ∀h ∈ L z , c ∈ C z (3.29)
Constraint (3.28) forces the assignment of a single ZigBee channel for a ZigBee link, for each player.

2) Convergence of WBAN-stage game: Nash Equilibrium

The property of the proposed local interaction game is characterized by the following theorem:

Theorem 4: G 2 is an exact potential game which has at least one pure strategy NE, and the optimal solution of its potential function constitutes a pure strategy NE.

Proof: we construct the potential function as follows:

Φ z (s h , s -h ) = k∈L z I k (s h , s -h )
if we compute the variation of the utility function when player h ∈ L z changes its action at time epoch t ∈ T , from s h to ŝh , we obtain:

IF z h (s h , s -h ) -IF z h (ŝ h , s -h ) = I h (s h , s -h ) -I h (ŝ h , s -h ) + k∈Z h [I k (s h , s -h ) -I k (ŝ h , s -h )] (3.30)
On the other hand, the variation of the potential function subsequent to this player's strategy change is given by:

Φ z (s h , s -h ) -Φ z (ŝ h , s -h ) = k∈L z I k (s h , s -h ) - k∈L z I k (ŝ h , s -h ) = I h (s h , s -h ) -I h (ŝ h , s -h ) + k∈Z h [I k (s h , s -h ) -I k (ŝ h , s -h )] + k∈L z \Z h k =h [I k (s h , s -h ) -I k (ŝ h , s -h )] (3.31)
Yet, with the local cooperative nature of WBAN-stage game, h player's action only affects players in its interference range, thus we have:

I k (s h , s -h ) -I k (ŝ h , s -h ) = 0 ∀k ∈ L z \ Z h , k = h
This leads to the following equation:

IF z h (s h , s -h ) -IF z h (ŝ h , s -h ) = Φ z (s h , s -h ) -Φ z (ŝ h , s -h
) Accordingly we prove that, when a player h ∈ L z deviates from a strategy s h to an alternate strategy ŝh , the change in the exact potential function Φ z exactly mirrors the change in h's utility.

Therefore the WBAN-stage SIM game is an exact potential game.

A discussion on social interactions of WBANs in the SIM games

The social information in the BBN and WBAN level games can be collected by using a signaling protocol, like one of those presented in [START_REF] Elias | Cross technology interference mitigation in body area networks: an optimization approach[END_REF][START_REF] Zhang | Interference mitigation for cyber-physical wireless body area network system using social networks[END_REF], to allow mobile terminals to exchange control messages (or proximity information) among each other in order to build (and maintain) the network topology and the conflict graph, and then compute in a completely distributed fashion the channel assignment that minimizes the mutual and cross-technology interference, or maximizes the SIR at WiFi and ZigBee radio interfaces, based on local information.

More in detail, we recall that our WiFi and ZigBee utility functions rely on the neighboring sets of a WBAN MT's WiFi and ZigBee pair of links (l,h), defined as:

W l (t) = {k ∈ L w (t) : (l, k) ⊂ E c (t)} ∪ {j ∈ L z : (l, j) ⊂ E c (t)} Z h (t) = {j ∈ L z : (h, j) ⊂ E c (t)} ∪ {k ∈ L w (t) : (h, k) ⊂ E c (t)}
Link-state messages are used to spread topology information to the entire network. A link-state message contains two lists of WiFi and ZigBee neighbors, each identified by its WBAN and BBN identifiers. Such messages are used by the BBN players to build the network topology and the conflict graph. Then, WBANs' MTs send beacon messages to their neighbors, recognized in their neighboring sets (W l (t), Z h (t)).

For example, a WiFi beacon message is only sent to the delegates of neighboring BBNs, since a single WiFi channel should be selected by each BBN. Such message contains the identifier of the WBAN, a list of neighbors (from which control traffic has been recently received), and his local information, needed for the utility functions of his neighbors, i.e., x k c 1 and y j c 2 , where c 1 and c 2 are the WiFi and ZigBee channels selected by his WiFi and ZigBee links (k, j). In contrast, the ZigBee beacon message is sent to his neighboring WBANs, within the same BBN, evenly, and contains in addition his SIRz value needed by the local interaction game, as explained hereafter.

Upon receiving a beacon message, the interference mitigation algorithm (BR-SIM) extracts the information necessary to update the utility function. In particular, for each WBAN receiving a ZigBee beacon message from a neighboring WBAN, BR-SIM extracts the SIRz advertised in the beacon message, and updates his utility function, by adding this SIRz value to the local cooperation quantity, as a tradeoff to the player selfish attitude (Equation ( 25)). A detailed description of the information exchange protocol is provided in [START_REF] Elias | Cross technology interference mitigation in body area networks: an optimization approach[END_REF].

Conclusion

In this chapter we proposed a novel game theoretical approach for mutual and crosstechnology interference mitigation in BBNs. First, we provided a customized expression of the WiFi and ZigBee Signal-to-Interference Ratios to define players' payoff functions for the two-stage game. SIR expressions capture the different interference components, namely the co-channel, the mutual, and the cross-technology interference. Then, using the concepts of exact potential functions and local interaction games, the WBAN-stage and BBN-stage games are demonstrated to admit Nash equilibrium points, proving the convergence of the SIM game to feasible channel assignment solutions.

Introduction

Using the properties of potential games, we develop in this chapter a Best-Response algorithm for the SIM game (BR-SIM) that converges to Nash equilibrium points. The two-stage model of the game is taken into account and two best-response dynamics are implemented, for both ZigBee and WiFi game stages. A second algorithm, named Sub-Optimal Randomized Trials (SORT-SIM), is then proposed as trade-off between efficient channel allocation process and short convergence intervals, to guarantee a sub-optimal solution to the SIM problem. SORT-SIM and BR-SIM algorithms are then compared in terms of efficiency and computation time. We further compare the BR-SIM and SORT-SIM algorithms to two power control algorithms in terms of signal-to-interference ratio and aggregate interference, and show that they outperform the power control schemes in several cases.

Best-Response SIM Algorithm (BR-SIM)

Potential games have two appealing properties: they admit at least one pure-strategy NE which can be obtained through a best-response dynamics carried out by each player, and they have the Finite Improvement Property (FIP) [START_REF] Monderer | Potential games[END_REF], which ensures the convergence to a NE within a finite number of iterations. In the following, we propose an iterative algorithm (Algorithm 1) that implements a best response dynamics for our proposed game. Algorithm 1 takes as input the current time epoch t ∈ T , the set N of WBANs, the conflict graph G c (V c (t), E c (t)), the available WiFi and ZigBee channels (C w , C z ), the channel gain, the mutual and cross-technology channel overlapping, and the network connectivity matrices (G, W, A, B(t)). It gives as output the channel allocation matrices X w (t) and Y z (t), the minima of the WiFi and ZigBee Interference Functions obtained at the Nash Equilibrium, and the number of iterations NE iter needed to converge to a NE point.

Algorithm 1 starts by forming the coalitions of sub-BBNs whose delegates are representative WiFi links situated in the center with symmetric gains. The delegates and the underlying WBANs are initialized to random WiFi and ZigBee channels with respect to the connectivity criterion within BBNs. Then, the algorithm iteratively examines whether there exists any player that is unsatisfied, and in such case a greedy selfish step is taken so that such player l changes his current strategy s l (τ ), τ < t, to a better strategy s l (τ + 1) with respect to the current action profile of all other players, as follows:

s l (τ + 1) = arg min s l ∈C w IF w l (s l , s -l ) s.t. (4.1) s -l = {s 1 (τ + 1), s 2 (τ + 1), ..., s l-1 (τ + 1), s l+1 (τ ), ..., s |L w (t)| (τ )}
where s 1 , s 2 ..., s l-1 have been updated to their best-responses at iteration τ + 1 and do not change from their selected strategies during the current iteration.

Alike the WiFi Best-response procedure, players iteratively update the ZigBee channels that minimize their Interference Functions, with respect to their WiFi channels selected at the BBN-(or WiFi-) stage step. Thus, for a ZigBee player h, the strategy domain of the ZigBee channel selection process is delimited to the set of available ZigBee channels C z h (t), i.e., not overlapping with his assigned WiFi channel at time epoch t. Therefore, the best-response strategy of ZigBee player h is expressed by:

s h (τ + 1) = arg min s h ∈C z h (t) IF z h (s h , s -h ) s.t. ( 4 

.2)

s -h = {s 1 (τ + 1), s 2 (τ + 1), ..., s h-1 (τ + 1), s h+1 (τ ), . . . , s |L z (t)| (τ )}

Due to the FIP property, such algorithm is guaranteed to converge in a finite number of iterations to a BBN-stage NE, and then to a local interaction ZigBee NE where no player has an incentive to deviate from his best-response choice. G,W,A,B(t 

Algorithm 1: SIM Best Response NE (BR-SIM)

Input : t ∈ T , N , Gc(Vc(t), Ec(t)), C w , C z ,

Sub-Optimal Randomized Trials for SIM game (SORT-SIM)

In large-scale networks with several BBNs, especially in real-time-constrained applications, the exhaustive search of NE can be extremely time consuming. Therefore, we propose, as an alternative solution, the SORT-SIM algorithm to deal with this specific issue. SORT-SIM is based on the principle of ensuring feasible SIR values for all players while allowing them to play simultaneously, and reducing the probability of channel selection conflicts. Algorithm 2 takes the same inputs as Algorithm 1, and gives the same outputs, i.e., the channel allocation matrices X w (t) and Y z (t), the minima of the Interference Functions, and the number of iterations SORT iter needed to reach the sub-optimal solution.

At the beginning, Algorithm 2 describes the main steps relative to the grouping of sub-BBNs, the election of their representative links and the calculation of their corresponding set of neighbors. Then, the WiFi channel allocation is performed, for each delegate l, as follows:

i. First, select randomly a WiFi channel from the list of free WiFi channels, if available, i.e., not allocated in neighboring set of link l (step 8).

C w f ree (l) = {c ∈ C w : ∀k ∈ W l (t) ∩ L w (t), x k c = 0}
ii. If no free channel is available, calculate at step 9 the utility (SIR w ) for each delegate and select randomly from the list, WiFi channels that provide an SIR w above the threshold value (SIR w th ). We denote by C w th the aforementined set, defined as:

C w th (l) = {c ∈ C w : SIR w (x l c ) > SIR w th } c 1 = Rand(C w f ree (l)), if C w f ree (l) = ∅ Rand(C w th (l)), otherwise. (4.3)
iii. To ensure a fair sharing of resources, a WBAN should release his WiFi channel after at most θs. θ is defined as the maximum time of reservation of the wireless channel, and is assumed as a configurable parameter. iv. Finally, the WBANs belonging to the same sub-BBN are tuned on the WiFi channel selected by their leader.

The previous operations are iteratively repeated until reaching a number of trials where no WBAN has an incentive to deviate from his channel choice, presenting, thus, a suboptimal solution for the SIM problem.

Since multiple ZigBee channels could be used within the same sub-BBN, the channel allocation problem is relaxed in the WBAN stage and the aforementioned operations are processed indifferently for each ZigBee link h ∈ L z (t), omitting the last operation (iv.), except some restrictions on the available ZigBee channels. Indeed, for each sub-BBN provided with WiFi channel c 1 , we should delimit the set of available ZigBee channels C z (h) eliminating those that overlap with c 1 :

C z (h) = {c ∈ C z : a cc 1 = 0} ∀(l, h) ⊂ L(t), c 1 ∈ C w : x l c 1 = 1
Hence, the algorithm calculates the set of available ZigBee channels for each sub-BBN (step 17), as well as the list of free ZigBee channels (step 19), which is computed with respect to the set C z (h).

C z f ree (h) = {c ∈ C z (h) : ∀k ∈ Z h ∩ C z , y k c = 0}
Finally, we define C z th , the set of threshold SIR z values, and the ZigBee channel c 2 is computed similarly to the WiFi part (step 23, 24), as follows:

C z th (h) = {c ∈ C z (h) : SIR z (y h c ) > SIR z th } c 2 = Rand(C z f ree (h)), if C z f ree (h) = ∅ Rand(C z th (h)), otherwise. (4.4) 
We also keep the condition on the fair sharing of resources, so that a WBAN should release his ZigBee channel after at most θs.

Tables 4.1(a) and (b) give two examples of the worse-case SORT mode, where neighboring players (WBAN 1 and WBAN 2 ) would select the same optimal solution c * that minimizes their respective Interference Functions, whereas SORT-SIM algorithm provides them with feasible solutions (those in the circles) that may be the optimal for the one (WBAN 2 ) and a sub-optimal for the other (WBAN 1 ), in both cases where free channels are available or not.

Although the proposed SORT-SIM algorithm does not provide the optimal solution for SIM game, it guarantees, at the worst cases, an appropriate strategy with feasible SIR value, i.e. SIR > SIR th , while reducing the probability to select the same channel by neighboring WBANs. Furthermore, the simplicity of implementation of SORT-SIM algorithm is a major feature for such highly constrained BBN environment.

Security mechanism -Channel Allocation Time Misuse Attack (CATMA)

Within the context of our BBN channel allocation scheme, we define a new attack which is referred to as Channel Allocation Time Misuse Attack (CATMA), joining the NEPA (Network Endo-Parasite Attack), CEPA (Channel Ecto-Parasite Attack) and LORA (Low-Cost Ripple Effect Attack) attacks identified in [START_REF] Naveed | Nis07-5: Security vulnerabilities in channel assignment of multi-radio multi-channel wireless mesh networks[END_REF] for the channel assignment in MRMC-WMN (multi-radio multi-channel wireless mesh networks), with consideration of BBN specific constraints. Indeed, this attack exploits the possibility of reservation of the allocated WiFi/ZigBee channel for a threshold period θs, so that to allow stationary players to keep their channel and cut down the game overall computation time. Therefore, a malicious player could: i. Extend the time of use of his channel over θs.

ii. Select a channel that is not yet released by his neighboring WBAN, at t < θs, in order to reserve this channel for the future; he will minimize his utility in the future to the cost of increasing the overall interference of his neighboring domain at present.

Dealing with such new paradigm (BBN), and in absence of previous works on the channel assignment problem for such networks, we rely on studies undertaken for MRMC-WMN in securing the channel assignment, with consideration of specific constraints of BBN networks.

Noticing that all the known dynamic channel assignment algorithms in WMN require a channel allocation message exchange, for the purpose of information dissemination and channel change respectively [START_REF] Kaabi | Channel allocation and routing in wireless mesh networks: A survey and qualitative comparison between schemes[END_REF][START_REF] Kim | Seca: A framework for secure channel assignment in wireless mesh networks[END_REF], our security scheme will also require WBANs to transmit the messages similar to CHNL_USAGE (Channel Usage message), CHNL_CHANGE (Channel Change message) and REQ_MONITOR (Request Monitoring Message), to control the secure operation of the SIM game.

Similarly to the channel allocation phase, security mechanism is also based on the concept of neighbor monitoring, and is twofold; a detection phase and a prevention phase:

Misbehavior detection phase

• Each WBAN maintains two counters for CATMA detection and prevention: the reservation_time and the bad-credit counters for each channel (WiFi and ZigBee), with initial value of 0, for all neighboring WBANs. received, would be reset to 0. With the reception of CHNL_CHANGE message the recipient WBAN (N ) would check if the new SIR of the sender (M ) (sent for the local interaction game purpose) is above the threshold value (SIR z th or SIR w th ), if not then the WBAN (M ) is trying to reserve the channel to guarantee maximizing his utility in the future. Then the bad-credit of the misbehaving WBAN (M ) would be incremented marking him as suspicious (Fig. 4.2).

• If no CHNL_CHANGE message is received from some WBANs, their reservation_time would be incremented up to θs. If reservation_time of WBAN (M ) exceeds θs, the bad-credit would be incremented marking the WBAN (M ) as suspicious (Fig. 4.3).

• The anomalies detected upon the examination of channel allocation messages are reported to the WBANs of the neighboring set of the WBAN (N ), in the REQ_MONITOR message, alerting of the misbehaving WBAN(s).

• If REQ_MONITOR message(s) is(are) received within a waiting time duration (T w ) the bad-credit is incremented by number of messages for each suspicious WBAN, and up to the cap value K of bad-credit, the corresponding WBAN(s) is(are) marked as malicious.

Attack prevention phase

• If the malicious player corresponding reservation_time is over θs, then a CHNL_USAGE_NACK message is returned, preventing him from keeping the channel over θs. Upon reception of CHNL_USAGE_NACK the WBAN is forced to play WiFi/Zigbee level game and get a new channel.

• Else, a CHNL_CHANGE_NACK is returned to the misbehaving WBAN, preventing him from reserving this channel. Upon reception of CHNL_CHANGE_NACK the WBAN is forced to release this channel and keep his old channel.

• If at a later time epoch, the misbehaving WBAN starts behaving well, the bad-credit is decremented until it reaches 0 when the information from that WBAN is trusted again by its neighbors.

Performance evaluation

This section illustrates and discusses the numerical results obtained in different network scenarios of both algorithms BR-SIM and SORT-SIM, which have been implemented using the Scilab software package [86]. Then, we compare our algorithms with two existing power control approaches [START_REF] Dong | Joint relay selection and transmit power control for wireless body area networks coexistence[END_REF][START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF], which handle almost the same problem we tackle in this work, i.e., the interference mitigation for nearby WBANs. The mobile WBANs, which number varies in the range [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF][START_REF] Hou | Minimizing 802.11 interference on zigbee medical sensors[END_REF], are randomly deployed in a 1000 × 1000m 2 area, and grouped into four overlapping BBNs. The mobility is simulated using the common random way-point model [START_REF] David | Dynamic source routing in ad hoc wireless networks[END_REF] (Fig. 4.4). We consider the first five overlapping WiFi channels of the ISM band (C w = {1, 5}) and the whole band of ZigBee channels (C z = {11, 26}) in order to simulate the WiFi mutual interference and the cross-technology scenarios. To compute channel gains, we refer to the BBN-specific channel gain model in [START_REF] Rosini | Body-to-body communications: a measurement-based channel model at 2.45 ghz[END_REF]. The WiFi and ZigBee transmission powers are set to 100 mW and 1 mW, respectively. To prove and compare the effectiveness of our two distributed solutions, we successively evaluate the effect of the WBANs density on the dynamics of the BR-SIM channel selection algorithm and then on the performance of the SORT-SIM algorithm. More specifically, we evaluate the WiFi and ZigBee signal-to-interference ratios for each BBN, proving that the BR-SIM algorithm guarantees a fair sharing of wireless resources, while SORT-SIM presents quickness benefits in some BBN scenarios. SIRw and SIRz, in Equations (3.5) and (3.23), respectively, are .6c display, respectively, the evolution of the average SIR and the actual SIR values for a subset of players by each BBN, so as to show the effect of the network density on the convergence of the BR-SIM algorithm. As expected, increasing the BBN density results in increasing the network overall interference and the number of iterations to reach an equilibrium. Besides, we notice at the Nash Equilibrium that the worst WiFi SIR (21 dB for N=20 and 9 dB for N=40), measured with the standard transmission power of 20 dBm (100 mW) is always above the receiver sensitivity of most commercial cards (the lowest receiver sensitivity for the Atheros chipset is -95 dB), even considering other effects like fading and thermal noise. The same conclusions are observed for the worst ZigBee SIR measured by all four BBNs (i.e., the WBAN that experiences the worst SIR in a BBN), which varies between 25 and 30 dB for N=20 and N=40 respectively. Note that the worst SIR measured at the ZigBee interface is higher than the value measured at the WiFi interface due to the restricted number of overlapping WiFi channels used in the simulation in order to enable mutual and cross-technology interferences, thus resulting in conflicting transmissions using the WiFi technology.

Naturally, within a BBN only WiFi transmissions coming from surrounding BBNs are considered in the computation of the WiFi interference, since we assume the utilization of a coordination scheme for intra-BBN communications, whereas the ZigBee interface of any WBAN experiences both intra-BBN and inter-BBN interference. Thereby, further experiments with non-overlapping WiFi channels would reverse the previous conclusions and assess higher values of WiFi SIR versus ZigBee SIR.

Yet, the performance of BR-SIM is ensured since it provides a rather fair, socially-aware channel allocation, so that both WiFi and ZigBee signal-to-interference ratios tend to be quite close to a mean value at the Nash Equilibrium. Nevertheless, a noticeable decrease in the range of SIR values (mainly SIRz), at the NE point, is observed when the density of the WBANs is high (N=40), and the SIR curves are tightly close. Indeed, higher densities occasion a more fair spreading of players over the neighboring BBNs, that will suffer from relatively fair interference environment. This explains why, for lower densities, the average SIR values for each BBN are spread out over a larger range of values.

On the other hand, Fig. 4.7 and Fig. 4.8 illustrate the signal-to-interference ratios at WiFi and ZigBee interfaces obtained by the SORT-SIM algorithm for the same topology configurations (i.e., N=20 and N=40). Almost the same conclusions can be made for SORT-SIM, as far as BR-SIM results, in terms of the evolution of SIR metrics as a function of WBANs density, wherein we can observe the degradation of both WiFi and ZigBee SIR values while increasing the BBN density. However, if we observe the average SIR of the whole network we can notice the main differences between the behaviour of the two algorithms. Indeed, Fig. 4.9a and Fig. 4.9b show a more accentuated steepness of SORT-SIM curves compared to that of BR-SIM, which means that the effectiveness of SORT-SIM is more density-sensitive, while BR-SIM seems to be more robust to density changes. In fact with higher densities, i.e., beyond N=30 players, SORT-SIM presents more severe degradation in SIR values for both WiFi and ZigBee transmission links, whereas BR-SIM shows a smooth decrease while preserving good SIR ratios. Now, if we observe the performance of each algorithm separately, we notice rather similar behaviours at low densities (Fig. 4.5 and Fig. 4.7), where few players are spread out over the simulation area. Both algorithms compete in allocating feasible, near optimal, WiFi and ZigBee channels to all players. However, for high densities we notice that BR-SIM curves merge around the average SIR, while SORT-SIM still presents great divergences among players' SIR values. This can be explained by the usefulness of the cooperative component of BR-SIM, where the local interactions among neighbors allow it to fairly share the wireless resources. Whereas, SORT-SIM proceeds in a completely non-cooperative manner, thus some players get maximal SIR values, while others settle for channel allocations with minimal SIR values, just above the threshold.

Yet, the SIR values at both WiFi and ZigBee interfaces under the BR-SIM and SORT-SIM algorithms are illustrated in detail in Fig. 4.10 and Fig. 4.11, respectively. More specifically, these figures show the empirical Cumulative Distribution Function (CDF) of the SIR when the total number of WBANs N =40 and for a time duration of 300 s, which is divided in 30 time epochs of 10 s each. Let us first focus on the SIR metric for WiFi obtained with BR-SIM (Fig. 4.10a) and SORT-SIM (Fig. 4.11a). It can be observed that the SIR values under both algorithms are quite similar and range from 0 to ≈40 dB. However, it is not hard to see that BR-SIM guarantees for the majority of the players fair values of SIR (in the range [START_REF] Chia-Chun | Enhanced adaptive frequency hopping for wireless personal area networks in a coexistence environment[END_REF][START_REF] Zhang | Cluster-based epidemic control through smartphone-based body area networks[END_REF]), while SORT-SIM performs WiFi channel assignment to transmission links in a much more aggressive way, where some players enjoy high values of SIR while others suffer from very low values. Similarly, for the SIR value measured at the ZigBee interface, Fig. 4.10b and 4.11b show that in more than 50% of the scenarios, the SIR is higher than approximately 50 dB. However, note that in the case of SORT-SIM and for the 6 considered WBANs the percentage of players getting a value of SIR below 20 dB is larger than the one obtained with BR-SIM. Hence, this trend confirms the fact that BR-SIM guarantees at the same time some fairness along players and good performance.

Besides, we calculate with Scilab the computation time (CPU time) for both algorithms and we find noticeable difference between them. Indeed, the BR-SIM computation time is about four times larger than that of the SORT-SIM execution instance. For example, the maximum computation time we measured to solve the BR-SIM algorithm over 30 consecu- tive time epochs was approximately equal to 1060 seconds, for N=50 WBANs. Conversely, SORT-SIM takes less than 228 seconds to find the sub-optimal solutions for the SIM problem, under the same network instances and parameters' settings. Furthermore, it can be observed that the BR-SIM algorithm converges to a stable operational point in few iterations, in particular, all BBNs converge to their best WiFi and ZigBee channel allocations in at most 3 and 5 iterations, respectively, while SORT-SIM performs with greater number of iterations (up to 15), but within less computation time. Finally, BR-SIM outperforms in terms of fairness and robustness the SORT-SIM algorithm, especially at higher densities, thus representing a practical solution for interference mitigation in realistic BBN scenarios. However, SORT-SIM presents simplicity and rapidity benefits which makes it useful, under specific BBN scenarios, mainly at low densities and low QoS requirements. 

Comparison with power control approaches

In this section, we compare our BR-SIM and SORT-SIM algorithms to the distributed power control algorithm proposed in [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] and to the joint relay selection and transmit power control algorithm proposed in [START_REF] Dong | Joint relay selection and transmit power control for wireless body area networks coexistence[END_REF].

Authors of [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] formulated a power control game considering interference between neighboring WBANs and energy-efficiency. They derived a distributed power control algorithm, called the ProActive Power Update algorithm (PAPU), to reach a unique Nash Equilibrium (NE) representing the best tradeoff between energy-efficiency and network utility. As in our model, PAPU assumes a TDMA-based MAC protocol to deal with intra-WBAN interference avoidance, and uses the SINR metric to define the utility function of the power control game. However, neither WBAN mobility is considered, nor wireless technologies are specified. Alike our SIR metrics defined by expressions (3.5) and (3.23), respectively, for WiFi and ZigBee received signals, the SINR was defined in [START_REF] Fang | Distributed inter-network interference coordination for wireless body area networks[END_REF] without consideration of heterogeneous wireless technologies. This will be reflected in the final SINR values, as we will show hereafter.

Indeed, we have implemented the PAPU algorithm with the same network configuration of our BR-SIM and SORT-SIM algorithms, and with the following definition of the power best-response performed by each WBAN/player:

b i (p -i ) = 1 c i - j =i h ji p j + n 0 h ii (4.5)
where p j is the transmission power of player j, h ji represents the channel gain between transmitter j and receiver i, h ii the intra-network gain, n 0 is the background white noise power (which is ignored in our simulations since we calculate the SIR), and c i the power price. The obtained (average) SIR values are reported in Fig. 4.12 and Fig. 4.14. First, it can be observed from Fig. 4.12 that PAPU is rather efficient with respect to WiFi SIR maximization; results are almost in the same range as the BR-SIM and SORT-SIM algorithms. This can be explained by the fact that PAPU's WiFi SIR does not consider the cross-technology interference from ZigBee on WiFi links. Only intra-WBAN channel gains are involved, whereas in real BBN scenarios the cross-technology channel gains introduce further interference components to the SIR denominator.

However, the difference mainly appears in the second-stage game (Fig. 4.14b), where PAPU provides less efficient SIR values for the ZigBee signal. Whilst BR-SIM and SORT-SIM provide ZigBee SIR values over 20dB (up to 80dB), PAPU's maximum ZigBee SIR is around 20dB (up to 40dB for lower network densities). Yet, as its authors explained, PAPU requires limited information exchange between WBANs, and as a consequence the player strategy is purely selfish, without any consideration of neighboring WBANs' utilities. With local interactions of our SIM game, BR-SIM and SORT-SIM achieve better SIR values, and thus stronger wireless signal. This also explains the regularity of PAPU curves, whereas the negotiations among players are better observed on the BR-SIM and SORT-SIM curves. It is worth noting that the reduced number of iterations of the PAPU algorithm within our network configuration, compared to that of the original paper, is also due to the local interaction behavior among players, which allows a rapid convergence to the NE.

We now compare BR-SIM and SORT-SIM to the joint Relay Selection and transmit Power Control (RSPC) algorithm, proposed in [START_REF] Dong | Joint relay selection and transmit power control for wireless body area networks coexistence[END_REF].

In [START_REF] Dong | Joint relay selection and transmit power control for wireless body area networks coexistence[END_REF], each WBAN has the following configuration (see Fig. 4.13): a hub at the chest, two relays at the right and left hips, and three sensors at other suitable locations. The hub, the sensor and the two relays are denoted as H, S, R 1 and R 2 , respectively. Time division multiple access (TDMA) and asynchronous TDMA are respectively used as intra-and inter-WBAN access schemes, since it has been shown in [START_REF] Dong | Opportunistic relaying in wireless body area networks: Coexistence performance[END_REF] that they provide better interference mitigation than other access schemes in terms of power consumption and channel quality.

The major contribution of the RSPC algorithm is the use of opportunistic relaying with no cooperation between WBANs to provide inter-body channel gain measurements, in order to improve reliability (decrease the outage probability) and reduce the power consumption. RSPC uses the on-body and inter-body channel data sets in [START_REF] Smith | Body area network radio channel measurement set[END_REF], obtained through exhaustive scenarios performed in realistic environments, over several hours of normal everyday activities. In each experiment, sensors transmit in a round-robin fashion with 5 ms separation between each other.

Thereby, the RSPC algorithm can be summarized in the three following steps:

1. Power control at the sensor level: the sensor performs power control on a channel at time epoch τ using the value at time epoch τ -1, and selects the one-hop relay: StoH (Sensor-to-Hub), StoR1 (Sensor-to-Relay1) or StoR2 (Sensor-to-Relay2). The authors of [START_REF] Dong | Joint relay selection and transmit power control for wireless body area networks coexistence[END_REF] assert that relay-assisted communications can reduce co-channel interference from neighboring WBANs, by increasing the SINR of the packets transmitted by the sensor node and received at the WBAN coordinator (the hub/the MT in our model), expressed by:

SIN R = T x × |h T xRx | 2 T x int,i |h int,i | 2 (4.6)
where T x is the sensor/relay transmit power obtained by the Power Control function (step 1 or 2 of the RSPC algorithm). |h T xRx | represents the average channel gain across the duration of the sensor/relay transmitted signal, while |h int,i | is the channel gain between the interferer int, which is the neighboring WBAN sensor, and the sensor or selected relay i. Finally, T x int,i denotes the interfering power of neighboring WBAN sensor int to the sensor/relay i. The instantaneous noise at the receiving node has been omitted, since we compare SIR metrics.

For the one-hop relay selection, we consider the WBAN configuration given in Fig. 4.13. Since TDMA is used as access scheme, sensors cannot transmit simultaneously within a WBAN. Yet, to adapt the RSPC algorithm to our network model, we focus on a WBAN's sensor-of-interest, and we assimilate the neighboring interferer sensor to its corresponding MT. The one-hop relay process will be considered while selecting the intra-WBAN transmit power, i.e. in the ZigBee stage. We further assume that WBANs use a WiFi channel for inter-WBAN exchanges. Power control will also be performed for WiFi transmissions in a way to maximize the MT WiFi SIR, using the ZigBee power vectors of neighboring WBANs, computed at the previous time epoch.

We run our simulations and we calculate the WBAN's SIR (SIRw and SIRz), considering the aggregate interference due to transmit powers of the neighboring WBANs.

It can be observed from Fig. 4.14a that, in general, the RSPC WiFi SIR curve lies between BR-SIM and SORT-SIM curves. Even though RSPC does not perform iterations to reach the best SIR, unlike the game models, it optimizes once the sensor/relay transmit power with its Power Control algorithm and achieves rather efficient SIR values. These results can be explained by analyzing, as we do hereafter in Fig. 4.15, the aggregate interference, calculated as the sum of interference suffered by the hub/MT, due to WiFi and ZigBee transmissions of neighboring WBANs. In Fig. 4.15, we notice an important gap between the RSPC aggregate interference and the one obtained by our algorithms (BR-SIM and SORT-SIM) and PAPU. Specifically, IN BR-SIM and IN SORT -SIM are always lower than those of PAPU and RSPC, even though sometimes the WiFi SIR of RSPC is higher than the one achieved by BR-SIM or SORT-SIM (Fig. 4.14a). This can be explained as follows:

• The aggregate interference values of the BR-SIM and SORT-SIM algorithms are considerably lower than those of PAPU and RSPC, because in our interference mitigation model we assign WiFi/ZigBee channels to wireless links in a way to reduce the co-channel and cross-interference components. Therefore, neighboring interfering WiFi/ZigBee links are omitted (by allocating them orthogonal channels) or reduced by the w mn scalar, to ensure minimum mutual interference.

• The gap is less important for the SIR values, because the MT/Hub channel gains and transmit powers are far larger than the interference component in the four algorithms, either with power control (PAPU and RSPC), or with constant transmit power (BR-SIM and SORT-SIM). Indeed, the four algorithms achieve efficient interference mitigation, ensuring feasible SIR values. However, the advantage of BR-SIM and SORT-SIM mainly appears when we compare the aggregate interference (Fig. 4.15) and the ZigBee SIR (Fig. 4.14b). This can be explained by the fact that our algorithms give some privilege to ZigBee links w.r.t. WiFi links; WiFi interference on ZigBee links is considered more crucial than ZigBee interference on WiFi links. In other words, our algorithms make sure that WiFi links (which use a transmit power 100 times higher than that of ZigBee) will not prevent ZigBee transmissions and deteriorate the BBN system performance.

Although the aggregate interference IN (M T ) of BR-SIM and SORT-SIM is significantly lower than that of RSPC IN (H), it increases more rapidly for higher densities, because the use of orthogonal channels is no more possible, and BR-SIM and SORT-SIM start using channels with minimum mutual interference, with constant WiFi and ZigBee powers. However, RSPC maintains approximately the same level of interference by adjusting the transmit power of the sensor/relay nodes. Hence, it would be interesting in future work to consider a control power mechanism together with the channel assignment to further improve the efficiency of the SIM game.

Conclusion

In this chapter we evaluated and compared our SIM game theoretical approaches to relayassisted power control schemes (i.e., PAPU and RSPC) in realistic BBN scenarios. We first showed that the BR-SIM algorithm converges quickly and achieves feasible values for the utility functions, while SORT-SIM presents some practicability benefits under specific network scenarios. Then, we demonstrated that BR-SIM and SORT-SIM outperform PAPU and RSPC in terms of SIR and Aggregate Interference in several cases, and especially when the network density is quite low.

Introduction

The penetration of BBN solutions for monitoring and remote control in a wide range of markets, generates great social benefits. Especially, the BBN technology paves the way for new possibilities of ubiquitous health applications.

In this context, we will consider the scenario of preventing epidemic spread in mass gathering areas. We consider the airport indoor environment, in order to ensure public safety and prevent the insurgence of pandemics inside the local population as well as the epidemic diffusion due to the migration of people across the countries.

Indeed, recent studies name 40 airports most likely to spread diseases (Fig. 5.1). Researchers used real traveler patterns, geographical information and airport waiting times to find out that these airports are disease-spread hot spots, and even the most likely to facilitate the diffusion of a major pandemic from its origin. Some of those findings are reported in [4,[START_REF] Nicolaides | A metric of influential spreading during contagion dynamics through the air transportation network[END_REF]. Yet, a lot of epidemic models have been developed and analyzed, and mathematical modeling of infectious disease spreading has been extensively studied for a long time. Nev-ertheless, these approaches suffer from their inability to gather health data and social contact information simultaneously, namely in dynamic scenarios where the assumptions about human motions and social contacts are barely efficient. Indeed, these models process offline treatments, using medical surveys or medical records, while the epidemy keeps spreading continuously in time which makes the control policies harmfully time-delayed.

The above issues stress the imperative need for developing novel approaches that deal with the epidemic control problem more efficiently, to successfully avert adverse outcomes. The weaknesses of traditional approaches place BBN systems on the spotlight of attention, due to their ability to ensure real-time health data sensing and support dynamic networks so that to control the face-to-face contact when mobile people can enter and leave the network randomly. Moreover, real-time interactions among cooperative WBANs may allow each person to choose an instant selfish strategy to ensure auto-preventive actions, even before the quarantine strategies are taken by the BBN authorities.

Another issue that our work focuses on is the inter-WBAN routing of the aggregated epidemic data. Then, our epidemic control model relies primarily on an inter-WBAN routing protocol which represents the skeleton of our model.

Investigating routing issues goes parallel with energy efficiency, QoS and mobility considerations. Indeed, the information stream consists of short packets of data that are passed from person to person and routed to the destination WBAN (or remote server). The other WBANs in the BBN all contribute a little of their energy and bandwidth to relay the packets. A BBN like any sensor network suffers limited energy resources, hence preserving the energy of the nodes is of great importance. In addition, in a BBN scenario, network topology changes frequently especially when the WBAN user keeps encountering other WBAN users. Then, the quality of the links between the WBANs keeps changing frequently due to the moving nature of the body, hence the ability to foresee the mobility of the WBANs is crucial. All these issues are taken into account in this chapter which is organized in the following manner. In section II, we discuss the existing works. In section III, we present the epidemic spread and control models. In section IV, we introduce our epidemic thresholdbased BBN routing protocol which we evaluate in section V through targeted simulations. Finally, section VI concludes the chapter.

State of the Art

Few recent works [START_REF] Zhang | Epidemic control based on fused body sensed and social network information[END_REF][START_REF] Zhang | Effective epidemic control and source tracing through mobile social sensing over wbans[END_REF][START_REF] Zhang | Cluster-based epidemic control through smartphone-based body area networks[END_REF] are worthy of mention, as they have already focused on the epidemic control solutions using WBANs.

In [START_REF] Zhang | Epidemic control based on fused body sensed and social network information[END_REF], authors show up the inconvenience of the existing information systems for epidemic control. Based on delayed reports of epidemic cases provided by hospitals and doctors, they are unable to give timely and precise estimations of epidemic situations. Yet, the authors introduce the use of Social Networks in their information system for Epidemic control, called EPIC, to accurately describe social interactions between individuals in a community infected by a pandemic. Prediction algorithms are developed to model health conditions and social interactions of individuals, which allows to predict how epidemic diseases spread in a community. EPIC algorithm is based on the fusion of collected health information from WBANs and social information from social networks, and it articulates around three steps: i) data collection from WBANs and social networks, ii) data interpretation and information fusion, and iii) epidemic prediction by authorities. Even it provides timely and accurate predictions, this algorithm does not consider traffic classes, so that to transmit sensor data with priorities relative to the individuals' health status. On the other hand, EPIC algorithm does't not share the epidemic information among the community, only authorities take quarantine strategies, whereas suscebtible individuals ignore the epidemic threats around them.

The same authors implemented, then in [START_REF] Zhang | Effective epidemic control and source tracing through mobile social sensing over wbans[END_REF], an Epidemic Source Tracing Algorithm which integrates WBANs technology for body vital signs collection with mobile phones for social interaction sensing. Based on the SIR (Susceptible, Infected, Recovered) epidemic model, the epidemic source tracing used genetic algorithm based search and dominating set identification algorithms to achieve epidemic source identification and inhibit epidemic spread. In some pandemics there exist an intermediate status between the susceptible and the infected status, where the individual catches the disease and stay in latent period, he is said to be infected but not infectious, i.e., not transmitting the infection yet. If we consider a timely epidemic control model, it would be interesting to consider the intermediate state, in order to anticipate the quarantine strategy, before reaching the infected status. Indeed, in our work, we consider this intermediate status, called the Exposure status.

Furthermore, the epidemic control in distributed systems such as BBNs, needs the participation of all network nodes in order to achieve timely and accurate epidemic detection, where no central coordinator is monitoring the network. Yet, a routing protocol is required to ensure epidemic information exchange among the network nodes, equipped with WBANs. Actually, not many research works have focused on inter-WBAN communications and routing. Some of them are discussed hereafter.

In order to increase the lifetime of the WBAN network, Ali et al. in [START_REF] Ali | Energy-efficient cluster-based security mechanism for intra-wban and inter-wban communications for healthcare applications[END_REF] used an energy-efficient secure cluster formation technique for inter-WBAN communication, based on the residual energy of the Personal Server (the sink node) and the distance between two communicating WBANs. Ali et al. also stated that securing intra-WBAN and inter-WBAN communications means securing the human lives since such communications involve the human personal data. Hence, clustering is further made secure by using a preloadingbased lightweight key management scheme. By clustering, more powerful sensors act as Cluster Heads (CH) while other sensors are Cluster Members (CM). Modeling inter-WBAN communications as a hierarchical structure has the advantage of local data processing, which reduces the network overhead and provides a scalable solution.

Again, to enable inter-WBAN communications, Mittal et al. in [START_REF] Mittal | Secured solutions for mobility in wireless body area networks[END_REF] implemented the network clustering SCAN (Structural Clustering Algorithm for Networks), proposed in [START_REF] Xu | Scan: a structural clustering algorithm for networks[END_REF], which detects meaningful clusters and helps in the delimitation of communities in large social networks, so that for example, two people who share many friends would be clustered in the same community. According to IEEE 802.15 TG6 [92], the standard task group of WBAN, it is required that the WBAN protocol should support at least the sensor density of 60 sensors in a 63 m 3 space. Such BBN density gives rise to a high probability of mutual interference. Then, Mittal et al. also proposed an inter-WBAN scheduling (IWS) that rapidly detects and responds to every inter-WBAN interaction and allow an optimal channel-utilization reuse.

Another concern for epidemic data aggregation and routing is the BBN topology which is subject to random changes due to WBANs' mobility. The work in [START_REF] Nabi | Moban: A configurable mobility model for wireless body area networks[END_REF] presents a comprehensive configurable mobility model (MoBAN) for evaluating intra and extra-WBAN communication. It implements different postures as well as individual node mobility within a particular posture. The selected posture also determines the local movement of sensor nodes and the global mobility of the whole WBAN. Therefore, it affects the connection between the nodes in the WBAN and the external network like other WBANs or the surrounding ambient sensor network. The advantage of MoBAN is that it considers both intra and extra-WBAN mobility, and is able to provide mobility information for both scenarios.

In another work [START_REF] Liang | Exploiting prediction to enable secure and reliable routing in wireless body area networks[END_REF], a distributed Prediction-based Secure and Reliable routing framework (PSR) was proposed for emerging WBANs. It is observed that body sensors may exhibit regular mobility when a user's physical activity (e.g., swimming and jogging) contains repeated motions, and as a result, link quality and a sensor's neighbor set often present periodic changes. Using this model, the sensor node predicts the quality of its incidental links as well as the change of its neighbor set.

Ben Arbia et al. [START_REF] Ben Arbia | Behavior of wireless body-to-body networks routing strategies for public protection and disaster relief[END_REF] investigated the inter-WBAN routing in an urban critical and emergency scenario, where a BBN is considered as an extension or "add-on" to existing Public Safety Networks (PSNs), in order to enhance QoS and ensure ubiquitous coverage during and after a disaster. Hence, routing protocols were evaluated with different communication technologies (i.e., WiFi IEEE 802.11; ZigBee IEEE 802.15.4; WBAN IEEE 802.15.6). A mobility model was also generated by a simulation tool to serve as a realistic environment for the evaluation of various classes of routing protocols. The Optimized Link State Routing protocol version 2 (OLSRv2) [START_REF] Clausen | The optimized link state routing protocol version 2[END_REF], Ad-hoc On-Demand Distance Vector (AODVv2) [START_REF] Ratliff | Dynamic manet on-demand (aodvv2) routing[END_REF], Directed Diffusion and Greedy Perimeter Stateless Routing (GPSR) [START_REF] Karp | Gpsr: Greedy perimeter stateless routing for wireless networks[END_REF] protocols were then selected from proactive, reactive, gradient-based and geographical-based routing classes, respectively. It has been proved that, in addition to energy inefficiency and bandwidth overload, the drawbacks of proactive routing protocols in PSNs is also the routing delay caused by the routes discovery broadcasts which corrupts the network performance in emergency situations. On the other hand, reactive routing protocols solve the bandwidth and energy issues using on-demand routing request, i.e., the route discovery procedure is invoked when it is needed, but the delay caused by the route discovery before data transfer is still compromising for PSN's requirements. Whence, hybrid routing protocols class, merging both reactive and proactive routing techniques, seems to aggregate the usefulness of both. Then, proactive routing could be applied for nearby nodes and reactive routing for faraway nodes. Besides, geographical location based routing protocols could avoid the technique of storing and sharing the network topology information, since nodes store only physically reachable nodes, i.e., routing decisions are made hop-by-hop, no end-to-end. Then, the authors concluded that geographic routing protocols could be a considerable candidate for BBNs.

Yet, to the best of our knowledge, this work is the first to propose a location-based routing for BBNs, in order to ensure real-time epidemic control within a limited area. Our routing protocol is based on an epidemic spread model that specifies the different stages of the pandemic evolution. The epidemic control is then ensured by the epidemic message exchange among WBANs and with the authority's wireless infrastructure, so that each WBAN informs the network of his health status in order to facilitate the quarantine strategy.

BBN-based Epidemic System models

In this section we present, first, the epidemic spread model, which specifies the epidemic metrics used thereafter by the routing protocol to ensure epidemic control in the BBN environment. Then we present the epidemic control model, which consists in a two-level control architecture, in order to ensure both self-control by WBANs themselves, and quarantine actions by authorities.

SEIR Epidemic spread model

The establishment and spread of infectious diseases is a complex phenomenon with many interacting factors. For example, the epidemiology compartmental models serve as a mathematical framework for understanding the complex dynamics of these systems, by abstracting the population into compartments under certain assumptions, which represent their health status with respect to the epidemic specific features. These compartments, in the simplest case, can stratify the population into two health states: susceptible to the infection (often denoted by S); and infected by the pathogen (given the symbol I).

In this work we consider a dynamic system where individuals can enter and leave the network with different rates and we intermediate in real-time preventing the contact with the infectious individuals, and in providing rapid quarantine strategies based on real-time health information exchanged between cooperative WBANs and with the medical staff, as explained later in 5.3.2.

In our scenario, in order to ensure a real-time detection of the epidemic outbreak during the incubation period of the disease, we should consider the Exposure state, where the infected individuals should be quarantined as rapidly as before reaching the infectious stage. We divide the operating time of the whole system into a set T of consecutive epochs. Thus, we model the epidemic spread evolution in the airport indoor environment as the (Susceptible, Exposed, Infectious, Recovered) (SEIR) compartmental model [START_REF] Li | Global stability of an seir epidemic model with constant immigration[END_REF][START_REF] Brauer | Compartmental models in epidemiology[END_REF] denotes the number of individuals who have been infected with the disease and are capable of spreading the disease to those in the susceptible category. R(t) is the compartment used for those individuals who have been infected and then removed from the observed area, either due to immunization or due to death; in our scenario the recovered status corresponds to the quarantined individuals who are just discarded from the airport zone. A represents the average arrival rate, β the contact rate between susceptible and infectious individuals, δ the average transition rate from the exposed to the infectious status, 1 δ denotes then the average latent period. Accordingly, 1 φ models the average infectious period, and µ the average departure rate.

The mathematical framework of SEIR model has been thoroughly investigated in the literature [START_REF] Li | Global stability of an seir epidemic model with constant immigration[END_REF][START_REF] Herbert W Hethcote | The mathematics of infectious diseases[END_REF][START_REF] Ketema | Mathematical modeling and simulation study of seir disease and data fitting of ebola epidemic spreading in west africa[END_REF], through differential equations derived from the fundamental equation:

S(t) + E(t) + I(t) + R(t) = N (t) (5.1)
Where the population N(t) is considered constant because of the rough assumption that arrival and departure rates are equal, whereas in realistic scenarios, N(t) is variable. Yet, the differential equations derived from Equation (5.1) barely represent the realistic epidemic spread scenario of SEIR model. Accordingly, we do not rely on the mathematical model proposed in the literature, instead we propose an epidemic-threshold-based routing protocol that aims at routing packets using an epidemic-based metric which consists of the following epidemic components:

βS(t)I(t), ∀t ∈ T (5.2) δE(t), ∀t ∈ T (5.3) µ(E(t) + I(t)), ∀t ∈ T (5.4)
The goal is to guarantee a low epidemic spread of the disease. Then, expression (5.2) aims to minimize the contact between Susceptible WBANs and Infected WBANs in order to reduce the contact rate and the epidemic spread in the indoor airport zone. Expression (5.3) will anticipate the translation of the incubator WBANs to the Infectious stage, by quarantine strategies during the latent period. Finally, Expression (5.4) helps in preventing the diffusion of the disease to the external population, so that individuals who already show symptoms, either in latent period or in infectious stage, should be tracked and quarantined before leaving the airport control zone.

BBN Epidemic control model

To ensure an efficient epidemic control under the considered SEIR model, we propose a two-level system architecture (illustrated in Fig. 5.3), based on a dynamic BBN network and a Wireless Network infrastructure:

• BBN-level control: The real-time interactions between WBANs within the airport indoor BBN play an important role in the self-prevention phase, where each WBAN will be able to i) sense health status of his neighboring WBANs and broadcast his own health status, ii) participate in the diffusion of the epidemic alerts to the BBN nodes to allow them to take self-prevention measures, and iii) use the collected health status of the network to trace his own trajectory while avoiding the hazardous zones, using an indoor localization application [START_REF] Halgurd S Maghdid | Seamless outdoors-indoors localization solutions on smartphones: implementation and challenges[END_REF], to get accurate positions of the infected individuals carrying mobile terminals. In our SEIR model, the BBN level performs the optimization of the expression (5.2), guaranteeing a minimum level of infection.

• Authority-level control: The existing wireless infrastructure is provided for the authority staff, to collect sensor data from the mobile terminals (smartphones) carried by the WBANs within the indoor airport zone, using WiFi links, and process realtime analysis to detect Exposure (E) and Infectious (I) subjects. The principal role of the wireless access points (APs) is to provide specific health data transmitted by the mobile terminals, coupled with localization information to help the authorities in epidemic source tracing and quarantine strategies. The authority level is then responsible of the optimization of expressions (5.3) and (5.4).

Epidemic threshold-based BBN routing protocol

This section presents the different modules of our epidemic control mechanism. First, the epidemic threshold metric is introduced, upon which the epidemic data routing is based. Then, the proposed geographic routing protocol is detailed, especially the message exchange 

Epidemic threshold

The concept of epidemic threshold, denoted hereafter as EP th , is core in our SEIR model. Both BBN and the authority level epidemic control actions articulate around this configurable parameter. In our model, each WBAN n ∈ N should be able to detect his own health status and broadcast an epidemic alert to the other WBANs in case of incubating or infectious status. We define the health status H n (t) of WBAN n ∈ N , at time epoch t ∈ T , as the function f (Γ n , t) of the correlated sensor data γ i (t) ∈ Γ n of WBAN n, according to the epidemy detection predefined algorithm, where Γ n represents the set of collected sensor data of WBAN n:

H n (t) = f (Γ n , t), Γ n (t) = {γ i (t), ∀ sensor i ∈ WBAN n} (5.5)
In order to keep the SEIR model practically tractable, we use the discrete representation of the health status as follows:

H n (t) =    2, if f (Γ n , t) > EP th ; Infectious WBAN (I) 1, if ǫ < f (Γ n , t) < EP th ; Exposed WBAN (E) 0, otherwise;
Susceptible WBAN (S)

BB-LAR: Location-Aided BBN Routing

A neighborhood discovery module should be implemented to deal with WBANs' mobility and discover the dynamic routes to each other as well as to the wireless AP that will forward the sensor data to the medical servers. Yet, we opt for a reactive (on-demand) routing for inter-WBAN communications and epidemic control information exchange. However, due to the energy and delay high-constrained nature of BBN networks, it is required that BBN nodes (WBANs) do not deplete their energy in continuous routes maintenance, sharing and storing all network topology information and unnecessary routes discovery. This network overload could be avoided by implementing geographical location based routing. Thus, we select the Location Aided Routing (LAR) protocol which combines reactive routing, based on DSR (Dynamic Source Routing), and geographic routing by limiting the propagation of Route Request (RREQ) packets to a geographic region where it is most probable for the destination to be located [START_REF] Maghsoudlou | A survey on geographic routing protocols for mobile ad hoc networks[END_REF]. Such location information may be obtained using indoor Location-Based Services (LBS), as proposed in [START_REF] Halgurd S Maghdid | Seamless outdoors-indoors localization solutions on smartphones: implementation and challenges[END_REF], which offer ubiquitous positioning of mobile terminals in pervasive environments, in order to reduce the search space for a desired route, which results in fewer route discovery messages.

Yet, LAR is extended to the Location-Aided BBN Routing (BB-LAR) which is an epidemic threshold-based BBN routing protocol that performs as follows: When a source WBAN n ∈ N needs to send data to the authority-level control or send a message to another WBAN m ∈ N , he/she broadcasts a Route Request (RREQ) message. The RREQ message contains several key bits information: the source, the destination, their respective location information, the lifespan of the message, a sequence number which serves as a unique ID, and the H n (t) index specifying the health status generated by the WBAN n, which determines the priority of the data he will send (see Fig. 5.4). 

BBN Route selector

To select the route to his destination, the source WBAN n will use the network information collected in his routing table. The purpose is to trade off between the health data transmission priorities and the network resources. By expression (5.6), we define the Epidemic Routing Metric (ERM) of WBAN n as ERM n (t) which allows the WBAN n to broadcast his health status or send his sensor data to the authority control, at time epoch t ∈ T , while maximizing the alerts about the critical health status of BBN nodes collected from the RREP messages, according to the expressions (5.2), (5.3) and (5.4).

α is a weighting coefficient that permits to scale the energy consumption beside the epidemic rates (β, δ and µ) and the health status (H n (t)). The health status permits also to scale the consideration of the QoS metrics of the available routes, so that priority increases with data criticity (H n (t)=2 for status (I), 1 for (E) and 0 for (S)).

ERM n (t) =αE res (t) + βs n (t)i n (t) + δe n (t) + µ(e n (t) + i n (t)) + H n (t)Q id (5.6)

Human trajectory tracing -WBAN selfish strategy

Based on the information collected from the RREP messages, WBAN n updates his routing table with the total number of susceptible, infectious and exposed individuals in his neighborhood, the total residual energy and the QoS metric of each route. Then, he calculates the Healthy Distance D H (i) from each infectious neighbor i ∈ I(t). Based on mobility pre-diction algorithms [START_REF] Gavalas | Mobility prediction in mobile ad hoc networks[END_REF], he calculates the hazardous zones around these critical WBANs, as illustrated in Fig. 5.8. WBAN n uses these location parameters to trace his own trajectory, while avoiding the hazardous zones, so as to minimize his contact with infectious WBANs and ensure his real-time self prevention. To effectively identify epidemic sources and inhibit epidemic spread, an accurate and realtime source tracing algorithm is needed. The wireless APs main task is to collect specific sensor data coupled with WBANs locations and forward these information datasets to the medical servers, where online analysis and identification algorithms based search are performed to detect epidemic outbreaks and quarantine the epidemic WBAN sources.

Performance Evaluation

In this section we analyse, first, the BB-LAR protocol performance by evaluating three routing parameters: the Packet Delivery Ratio (PDR), the end-to-end delay and the energy consumption. Then, we provide a comparison between our protocol and another proposal in the literature.

Performance analysis of BB-LAR

The OMNet++ based simulator Castalia-3.2 [START_REF] Boulis | Castalia: A simulator for wireless sensor networks and body area networks[END_REF] is used to evaluate the performance of our proposed BBN routing protocol, especially in ensuring public safety and preventing the insurgence of the epidemy inside and outside the mass gathering area, i.e. the airport. A number of mobile WBANs, varying in the range [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF][START_REF] Maghsoudlou | A survey on geographic routing protocols for mobile ad hoc networks[END_REF], are randomly deployed in a 200 × 200m 2 area and moving according to the common random waypoint mobility model [START_REF] David | Dynamic source routing in ad hoc wireless networks[END_REF]. The Finally, Fig. 5.11 points out how the energy consumption increases with WBAN density. The consumed energy is calculated for each WBAN by the Resource Manager of the simulator, as the sum of transmission, buffering, reception and idle energy amounts. Average total consumed energy values are represented. Fig. 5.12 depicts the internal structure of a sensor node in Castalia, where we can see that most of the modules call a function of the resource manager to signal that energy has been consumed. In practice, the different sensor node modules, that model the hardware devices (i.e, the radio, MAC, CPU...) send messages to the resource manager to notify about how much power they currently use. Thus, the resource manager has a complete view of the total power drawn in the WBAN [5].

It can be observed that I(t) and E(t) packets are less energy consuming since they are associated with high priorities and hence face less packet retransmissions, while S(t) packets need more retransmissions especially with higher densities, and hence higher packet collisions.

Comparison of BB-LAR with other geographic-based routing protocols

In order to assess the efficiency of our BB-LAR protocol for BBN communications, and given the scarcity of inter-WBAN routing protocols in the literature, we compare our protocol with the Reliable Routing Technique (RRT) proposed in [START_REF] Varun G Menon | Ensuring reliable communication in disaster recovery operations with reliable routing technique[END_REF], which is also a geographic routing protocol, based on GPSR [START_REF] Karp | Gpsr: Greedy perimeter stateless routing for wireless networks[END_REF], that aims to establish reliable and continuous communications between the officers, the rescue team and the people in disaster situations, without the use of the communication infrastructure that could be completely or partially damaged. Thus, authors of [START_REF] Varun G Menon | Ensuring reliable communication in disaster recovery operations with reliable routing technique[END_REF] use ad hoc networks as one of the best techniques for establishing communication during disaster relief operations, which make it possible to compare this protocol with BB-LAR since it ensures routing among BBN nodes that form an ad hoc network.

The RRT protocol is then proposed to ensure reliable data delivery among mobile devices like mobile phones and personal computers. The technique is based on priority concept of the mobile devices, so that the nearest mobile device to the destination is given the highest priority and is first selected to route the data packet. If ever a forwarder device is unable to forward the data packet due to movement of mobile devices, the next priority device forwards the data packet to the destination, ensuring thus the reliability of data delivery in the ad hoc network. Thereby, the RRT algorithm can be summarized in the following steps:

1. The source device (S) of a rescue officer broadcasts the data to the network.

2. The nearest device to the destination (D) is the forwarder (F), it has the priority to forward the packet. Then, two situations are envisaged (Fig. 5.13):

• Mobile device (F) forwards the data to the destination (D) and to the mobile nodes in its transmission range. The neighbors receives then a second copy of the packet and realize that the data has been already forwarded by a prior node, then they drop that packet.

• Mobile device (F) moves outside the transmission range of the source node (S) and does not receive the packet. Upon a timer (T), the second priority node, having not received a copy of the packet broadcasted by the source, becomes the forwarder (F), and so on till reaching the destination (D).

The main contribution of the RRT protocol is the guarantee of reliability and continuous communication in emergency situations, it ensures the delivery of packets in dynamic scenarios where rescue workers move throughout the focus zone during disaster recovery.

The difference with respect to BB-LAR is that in RRT protocol the rescue officers are not equipped with WBANs, just communicating mobile devices (smartphones, laptops,...) are considered. BB-LAR protocol further considers traffic classes, with respect to the different data priorities transmitted by the sensors, which is not the case of RRT protocol. Another issue that RRT should deal with is the traffic overhead due to the multiple transmissions of data packets for reliability ensurance, which can have a dramatical effect on the energy consumption and the data delivery delays.

Yet, RRT simulations are run with Castalia simulator under the same parameters configuration as BB-LAR, but without considering traffic classes relative to the different health status. Since RRT does not consider traffic classes, we obtain a single curve for each evaluation parameter: we calculate a single PDR value for the total traffic sent and received, according to equation 5.7, and we obtain single delay and consumed energy values for each network density.

Firstly, and thanks to the reliability module, RRT protocol achieves successfull PDR, which can be observed from Fig. 5.14. It is even clear that PDR performance of RRT protocol is better than BB-LAR, staying above 90%, for network sizes of less than 70 WBANs. Then I(t) and E(t) components of BB-LAR perform better for greater network sizes. Indeed, for higher densities, a great number of packets, that correspond to suscebtible WBANs traffic S(t) are delayed, and prior I(t) and E(t) packets are transmitted, so that to ensure that the requested PDR is met, while RRT keeps transmitting, with much more overhead due to the reliability mechanism, the whole data traffic which results in a harmful effect on the packet delivery ratios. Noticeable gaps are then observed for end-to-end delay and energy consumption curves, between RRT and BB-LAR, in Fig. 5.15 and Fig. 5.16. Due to the traffic overhead, RRT is subject to excess delay compared to BB-LAR, but its curve approaches that of I(t) and E(t) for network sizes above 80 WBANs. Then, for bigger networks, RRT performs slightly similar to BB-LAR. This could be explained by the difference between GPSR and LAR protocols, and their respective behaviors for higher network densities. Both geographic protocols limitate the destination zone, and even if RRT seems to perform efficiently for large-scale networks, our enhanced BB-LAR protocol performs better for any network size, thanks to the traffic classification that differenciates the S(t) traffic which is not delay sensitive, and transmit within short delays the more constrained data packets, I(t) and E(t). The gap between RRT and BB-LAR is then more evident for the energy curves (Fig. 5.16). Especially for big sized networks of above 80 WBANs, packets need to pass through more nodes to reach the destination, which generates further energy consumption, and with all packets retransmissions, as required by the RRT reliability mechanism, this energy amount would be double or even more.

Despite the routing cost due to the overhead packets of the epidemic information exchange, BB-LAR achieves better results than RRT. Yet, BB-LAR traffic overhead can be regarded as negligible, compared to the improvement it provides in terms of delay and energy consumption.

Conclusion

In this chapter we proposed an epidemic threshold-based routing protocol (BB-LAR) to ensure a real-time and self prevention epidemic control. Our approach is based on the SEIR epidemic spread model that allows to introduce the intermediate exposure status, so that to limitate the epidemic spread during the incubation period of the disease. The epidemic threshold is then used to detect the incubating or infectious status and send a RREQ message to warn the authority control unit. The RREQ message routing, based on location information, would inform the neighboring WBANs of the nearby peril. Finally, we evaluate our BBN routing protocol, BB-LAR, in realistic BBN scenarios in order to show that the protocol achieves accepted PDR, end-to-end delay and consumed energy values, and differentiates between the three-type epidemic traffic. Nevertheless, to effectively identify epidemic sources and inhibit epidemic spread, an accurate and real-time source tracing algorithm is needed, which will be considered as part of our future work.

Chapter 6

Conclusion and Future Perspectives

In this thesis we studied the distributed interference mitigation problem in BBN scenarios from a game theoretical perspective. In particular, our work made three main contributions. First, we formulated the problem as a game considering the Signal-to-Interference Ratio, which accurately models the channel capacity that can be achieved in the presence of mutual and cross-technology interference.

Second, we studied the properties of our game proving the existence of a Nash Equilibrium, which represents channel allocations that minimize the mutual and cross-technology interference.

Third, we proposed a two-stage algorithm (called BR-SIM) based on the best-response dynamics to compute the Nash Equilibria in a distributed fashion. We further developed an alternative approach (SORT-SIM) that reaches a sub-optimal solution in less computational time than BR-SIM.

Finally, we evaluated and compared our approaches in realistic BBN scenarios showing that the BR-SIM algorithm converges quickly and achieves feasible values for the utility functions, while SORT-SIM presents some practicability benefits under specific network scenarios.

Then we proposed an epidemic threshold-based routing protocol, BB-LAR, to ensure a real-time and self prevention epidemic control. The simulation results of our proposed epidemic model and BBN routing protocol are promising and provide insights in the design of powerful frameworks for epidemic control using BBNs.

Our perspectives for the future work consist, first, in a real-time source tracing mech-anism to track the Infectious and Exposed subjects, either by the susceptible WBANs to perform their self-prevention strategies, or by authorities to catch and isolate them. Then we intend to implement a security module for the epidemic threshold-based BBN routing protocol, in order to ensure inter-WBAN data privacy, and provide legacy for epidemic source tracing and quarantine by the authorities. Further BBN issues have not been inspected in this work and are of significant concern, to cite a few:

• Wireless channel propagation challenges: At present, very little is known about the characteristics of wireless signal propagation between wireless wearable devices forming a human body-to-body network. Recent narrowband studies at 2.45 GHz [START_REF] Cotton | Using smart people to form future mobile wireless networks[END_REF][START_REF] Rosini | Body-to-body communications: a measurement-based channel model at 2.45 ghz[END_REF][START_REF] Simon L Cotton | Millimeter-wave soldier-to-soldier communications for covert battlefield operations[END_REF], have tried to establish some propagation models based on user's physical characteristics, including mobility and human bodies' effects (LOS, NLOS, shadowing, fading...). In fact, a greater understanding of the physical layer characteristics, the reliability and connectivity of wireless data paths will help in the design of upper layers, for example when allocating resources at the link layer or performing routing at network layer.

• Storage and privacy of health data in a cloud environment: The data exchange among a group of persons within a BBN could be motivated by the rapid growth of cloudcomputing market. Nevertheless, the thought of one's sensitive health data, traveling from person to person until reaching a virtual server, is a bit unsettling, and it introduces further security issues for U-health applications.

• Heterogeneous devices and traffic: BBNs should be able to handle heterogeneous traffic, ranging from plain messages to real-time audio and video contents, and support diverse transmission rates, especially between the WBANs' coordinators. Moreover, special mechanisms should be implemented to handle new devices in the WBAN neighborhood, enabling the seamless addition or removal of WBANs during roaming or link failures, without affecting the BBN operation.

• Ethical challenges: whereas Medicine is a profession which is heavily regulated by government authority, Computer Science and ICT services are notoriously lacking in such regulations. Therefore, a number of ethical considerations, including privacy, equity, liability and responsibility to the error, are involved [START_REF] Brown | The ethical challenges of ubiquitous healthcare[END_REF].
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  Figure 2.1 illustrates an example of a patient monitoring system using a WBAN.
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 22 Figure 2.2: Body-to-Body Network for U-Health monitoring of a group of cyclists. communication standards such as 802.15.4 (Zigbee), 802.15.6, 802.15.1 (Bluetooth), 802.11 or 4G.Body-to-Body Network is theoretically a mesh network that uses people to transmit data within a limited geographic area. Using devices such as a BBN-enabled Smartphones or Smartwatches, a signal is sent from the WBAN to the nearest BBN user, which is transmitted to the next-nearest BBN user and so on until it reaches the destination.BBN is an emerging solution for communication between patients and the medical staff, and exchange of data between WBANs, which provides the possibility to share data in order to perform estimation, statistics or just route to a given destination. Figure 2.2 illustrates an example of BBN network used for the U-Health monitoring of a group of cyclists.
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 51 BR-SIM versus SORT-SIM The curves on Fig.4.5 and Fig.4.6 illustrate, respectively, the dynamics of the BR-SIM algorithm for different BBN densities, namely for the number of WBANs N=20 and N=40. More specifically, Fig.4.5a and Fig.4.5b show the average WiFi SIR and ZigBee SIR, respectively, for N =20. Fig.4.5c further shows the convergence of the SIR at the ZigBee interface of a subset of players under the BR-SIM algorithm. Similarly, Fig.4.6a, Fig.4.6b and Fig.4
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 4 Figure 4.10: BR-SIM: Empirical Cumulative Distribution Function (CDF) of the SIR measured at WiFi and ZigBee interface of all WBANs in the BBN scenario of 40 WBANs with 30 time epochs of 10 s each.
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 4 Figure 4.11: SORT-SIM: Empirical Cumulative Distribution Function of the SIR measured at WiFi and ZigBee interface of all WBANs in the BBN scenario of 40 WBANs with 30 time epochs of 10 s each.
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 412 Figure 4.12: Dynamics of the PAPU algorithm for each BBN, with N=40 WBANs
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 4 Figure 4.13: WBAN configuration for the RSPC algorithm [3].
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 3 Branch selection at the hub: the hub selects the path (StoH, StoR1-R1toH or StoR2-R2toH) that gives the best SINR.
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 4 Figure 4.14: BR-SIM and SORT-SIM vs PAPU and RSPC. Average WiFi and ZigBee SIR as a function of network density.
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 415 Figure 4.15: Aggregate interference at the Hub/MT.
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 51 Figure5.1: Air traffic connections from West African countries to the rest of the world: the international spreading risk associated with the 2014 West African Ebola Outbreak[4] 
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 52 Figure 5.2: SEIR model flow S(t) is used to represent the number of individuals not yet infected with the disease at time t ∈ T , or those susceptible to the disease. E(t) represents the Exposed individuals in the latent period, during which the individual is said to be infected but not infectious. I(t)denotes the number of individuals who have been infected with the disease and are capable of spreading the disease to those in the susceptible category. R(t) is the compartment used for those individuals who have been infected and then removed from the observed area, either due to immunization or due to death; in our scenario the recovered status corresponds to the quarantined individuals who are just discarded from the airport zone. A represents the average arrival rate, β the contact rate between susceptible and infectious individuals, δ the average transition rate from the exposed to the infectious status, 1 δ denotes then the average latent period. Accordingly, 1 φ models the average infectious period, and µ the average departure rate.The mathematical framework of SEIR model has been thoroughly investigated in the literature[START_REF] Li | Global stability of an seir epidemic model with constant immigration[END_REF][START_REF] Herbert W Hethcote | The mathematics of infectious diseases[END_REF][START_REF] Ketema | Mathematical modeling and simulation study of seir disease and data fitting of ebola epidemic spreading in west africa[END_REF], through differential equations derived from the fundamental equation:
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 53 Figure 5.3: BBN and authority levels of the epidemic control model in the airport indoor environment within a BBN indoor environment, considering the epidemic control application specific requirements. The route selector module is described, thereafter in paragraph 5.4.3, introducing the epidemic routing metric which determines how the epidemic data is routed among WBANs, with respect to a number of parameters, such as the residual energy, the contact rate with infected individuals, the transition rate to exposure status, the departure rate of exposed and infected individuals, and the health status of the communicating WBANs. Finally, paragraphs 5.4.4 and 5.4.5 present the epidemic control actions, according to the epidemic control model described in 5.3.2.
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 54 Figure 5.4: Structure of RREQ packet WBAN n defines a request zone for the route request. Assume that the current time is t 1 . WBAN n can determine the request zone based on the knowledge that WBAN m was at location L m (t 0 ) at time t 0 . For instance, if WBAN n knows that WBAN m travels
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 57 Figure 5.7: Flow chart of the BBN-based epidemic control algorithm
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 58 Figure 5.8: Healthy distance and epidemic hazardous zone
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 511 Figure 5.11: Total energy consumed by the epidemic data transmissions with I(t) and E(t) traffic.Finally, Fig.5.11 points out how the energy consumption increases with WBAN density. The consumed energy is calculated for each WBAN by the Resource Manager of the simulator, as the sum of transmission, buffering, reception and idle energy amounts. Average total consumed energy values are represented. Fig.5.12 depicts the internal structure of a sensor node in Castalia, where we can see that most of the modules call a function of the resource manager to signal that energy has been consumed. In practice, the different sensor node modules, that model the hardware devices (i.e, the radio, MAC, CPU...) send messages to the resource manager to notify about how much power they currently use. Thus, the resource manager has a complete view of the total power drawn in the WBAN[5].It can be observed that I(t) and E(t) packets are less energy consuming since they are associated with high priorities and hence face less packet retransmissions, while S(t) packets need more retransmissions especially with higher densities, and hence higher packet collisions.
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 5 Figure5.12: Resource Manager module of a WBAN node in Castalia[5] 
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 513 Figure 5.13: Reliable Routing Technique (RRT) in two situations: 1) No disruption of the wireless link (S1 to D1), and 2) Disruption of the wireless link (S2 to D2)[START_REF] Varun G Menon | Ensuring reliable communication in disaster recovery operations with reliable routing technique[END_REF] 
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Table 2 .

 2 1: Energy-aware candidate protocols for U-Health BBNs.

	Protocol	Layer	Topology	Advantages	Limitations
	EAAODV [34]	Network	Single-hop	On-demand Routing	Results only for ZigBee
				Mobility management	MAC Model.
	M-ATTEMPT [35] Network Single-hop/ Mobility management	Disconnection during sensor
			Multi-hop	Traffic data priorities	node mobility.
				Intra-WBAN routing	
	SIMPLE [36]	Network	Multi-hop	Reliability, High throughput	No mechanism to handle
				On-demand intra-WBAN routing	mobility.
	EERS [37]	Network	Multi-hop	Joint Routing and Adaptive power	Only focus on the energy consumed
				control.	for data transmission. Sensing
				Low overhead.	and reception energy are assumed
				Prolong the lifetime of the overall	constant.
				network	
	EAWD [38]	Network	Multi-hop	Topology-aware energy-efficiency	No consideration of retransmission
				Minimizing relay nodes	energy, MAC access energy
				Minimizing installation cost	and signaling energy
				Generic (separate energy	
				components)	
	Duty-cycle [39]	MAC	Single-hop	Guard time: no overlaps,	Hardware dependent
				reliable data transfer.	
				Reduce idle listening	
				Synchronization scheme for TDMA	

  -matrix element: ZigBee channel c 2 is allocated to ZigBee link h. w mn

	Notation	Definition
	|.|	Cardinality of a given set.
	T	Set of consecutive time epochs.
	C w	Set of WiFi channels in the 2.4GHz ISM Band, C w = {1, 2, ..., 14}
	C z	Set of ZigBee channels in the 2.4GHz ISM Band, C z = {11, 12, ..., 26}
	L w (t)	Set of WiFi communication links over a time epoch t ∈ T , L w (t) = {1, 2, ..., |L w (t)|}
	L z	Set of ZigBee communication links corresponding to WBANs' MT ZigBee antennas,
		L z = {1, 2, ..., |L z |}
	L(t)	Set of players of the SIM game. L(t) = L w (t) ∪ L z
	p l w (t)	Transmit power of a WiFi link l at time epoch t ∈ T .
	p h z	Transmit power of a ZigBee link h ∈ L z .
	g ll	Channel gain of link l ∈ L w (t).
	g lh	Inter-network interference gain, between links l and h.
	X w	Channel allocation matrix of WiFi links.
	Y z	Channel allocation matrix of ZigBee links.
	x l c1	X w -matrix element: WiFi channel c 1 is allocated to WiFi link l.
	y h c2	Y z

  Grouping of sub-BBNs and election of the set of delegates: L w delegates ; 3 Set randomly WiFi and ZigBee action-tuples at t=0, S w (0) = {s 1 0 , s 2 0 , ..., s Set the delegates action profile to S w (τ + 1) = {s 1 (τ + 1), s 2 (τ + 1), ..., s |L w

				)
		Output: Xw(t), Yz(t), IF w min (t), IF z min (t), N Eiter
	1 Initialization	
	2 |L w | 0	} and
		S z (0) = {s 1 0 , s 2 0 , ..., s	|L z | 0	};
	8	end for	
	9 |L w delegates | };
	11 τ = τ + 1;	
	12 N Eiter++;	
	13 end while	
	14 S w (t) = S w (τ ) is a Nash equilibrium, delegates communicate their WiFi channel selections to
		WBANs;	

4 end Initialization 5 while S w (τ ) is not a Nash equilibrium do 6 for l ∈ L w delegates 7 better response update s l (τ + 1): select the WiFi channel that minimizes its Interference Function (IF) according to (4.1); delegates | (τ + 1)}; 10 Calculate IF w (τ + 1) = {IF w 1 (τ + 1), ..., IF w 15 Set the BBN-stage action profile S w (t) = {s 1 (t), s 2 (t), ..., s |L w | (t)} and Xw(t) matrix; 16 while min IF z (τ ) is not reached do 17 Repeat steps 6-11 for h ∈ L z to select the ZigBee channels that minimize the players Interference Function according to (4.2);

The WBAN and his corresponding Mobile Terminal will be used as synonyms throughout this thesis.

N Eiter++;

end while

Set the WBAN-stage action profile S z (t) = {s 1 (t), s 2 (t), ..., s |L z | (t)} and Yz(t) matrix.

Power control at the relay level: select the relay transmit power to the hub, in the transmit range.

Then, specific mechanisms should be developed to ensure a secure environment around the WBAN, which will detect, prevent and reinforce the WBAN against attacks. The authors present existing security mechanisms and develop these issues on 7 aspects: 1. Cryptography: Cryptographic functions are used to ensure the safety and security of the information collected by sensor nodes (vital signs of a patient). Choosing the cryptographic system depends on the WBAN application and its energy consumption.

• The neighbors of the WBAN (M ) receive the CHNL_USAGE message containing the information about the WiFi and ZigBee allocated channels, at time epoch t ∈ T .

• To verify the correctness of the information contained in the CHNL_USAGE message, each neighbor (N ) collects CHNL_USAGE messages from all his neighbors and calculate his utility functions (SIR z (N ), SIR w (N )) with the expressions defined in this thesis including channel allocation variables, and compare them to the measured values (SIR z me , SIR w me ).

• If the two values match (for each technology), then no misbehavior is detected. If, otherwise, utility and measured values don't match, so there's at least one misbehaving neighbor. Then, WBAN should verify the CHNL_CHANGE messages.

• The reservation_time of each WBAN from which a CHNL_CHANGE message is Chapter 5

Inter-WBAN Routing Protocol for Epidemic Control in Mass Gathering Areas using Body-to-Body Networks Contents with average speed v, then the expected zone is the circular region of radius v(t 1t 0 ), centered at location L m (t 0 ); an illustration is given in Fig. 5.5. Then, a neighbor of WBAN n forwards a route request only if it belongs to the request zone. • Otherwise, and if it belongs to the request zone, he/she will rebroadcast the RREQ to his neighbors. The message keeps getting rebroadcasted until its lifespan is up. transmit power used in our simulations is -15dBm for all WBANs and the initial WBAN energy is 18720 Joules, which is the equivalent of 2 AA batteries [START_REF] Zahoor A Khan | A qosaware routing protocol for reliability sensitive data in hospital body area networks[END_REF]. The transmission data rate is set to 5 packets per second, and the Received Signal Strength Indication (RSSI) transmission threshold to -89.3dBm. The network parameters used in the simulations are reported in Table 5 In this work, we evaluate the effect of the WBANs' density on three key performance metrics of routing protocols: the PDR, the end-to-end Delay and the total consumed energy. We further compare these metrics between the three health-type traffic components, I(t), E(t) and S(t), so as to prove the effectiveness of the epidemic control function of our routing protocol. A simulation time of 2000s is run for every WBAN density configuration, and results are reported and discussed hereafter.

The curves on Fig. 5.9 illustrate the effect of WBAN density on the packet delivery ratio for the three health-type data traffic. The PDR metric is defined as the ratio of the average data packets received by the WBAN destinations to those generated by the WBAN sources. We define the PDR metric, for example for I(t), as follows:

PDR(I(t)) =

Received I(t) data packets Sent I(t) data packets (

As expected, the PDR metric decreases with WBAN density, for the three healthtype traffic components. Nevertheless, Infectious, I(t), and Exposed, E(t), status packets are delivered with higher PDR, because they are prioritized: H(t) = 2 and H(t) = 1, respectively, while ordinary health status packets of S(t) traffic, H(t) = 0, are less reliably delivered. Besides, with higher densities, beyond 40 WBANs, we notice that the PDR metric dramatically decreases for S(t) traffic, because the network resources become entirely occupied by Infectious and Exposed data traffic, which represent the hazardous individuals to be quarantined. End-to-end delay specifies the average time that a data packet takes to reach the destination WBAN, including all delays caused by route discovery, buffering and queuing at each WBAN queue. End-to-end delay naturally increases with WBAN density, as shown by Fig. 5.10. I(t) and E(t) packets are delay sensitive and then achieve less transmission delay compared to ordinary packets S(t).