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Abstract

The current architecture of the Internet has been designed to connect remote hosts.
But the evolution of its usage, which is now similar to that of a global platform
for content distribution undermines its original communication model. In order
to bring consistency between the Internet’s architecture with its use, new content-
oriented network architectures have been proposed, and these are now ready to be
implemented. The issues of their management, deployment, and security now arise
as locks essential to lift for Internet operators. In this thesis, we propose a security
monitoring plan for Named Data Networking (NDN), the most advanced architecture
which also benefits from a functional implementation. In this context, we have char-
acterized the most important NDN attacks - Interest Flooding Attack (IFA) and Content
Poisoning Attack (CPA) - under real deployment conditions. These results have led to
the development of micro-detector-based attack detection solutions leveraging hy-
pothesis testing theory. The approach allows the design of an optimal (AUMP) test
capable of providing a desired Probability of False Alarms (PFA) by maximizing the de-
tection power. We have integrated these micro-detectors into a security monitoring
plan to detect abnormal changes and correlate them through a Bayesian network,
which can identify events impacting security in an NDN node. This proposal has

been validated by simulation and experimentation on IFA and CPA attacks.

Keywords: Computer networks — Security measures, Statistical hypothesis test-
ing, Anomaly detection (Computer security), Information-Centric Networking, Named

Data Networking

Résumé

L’'architecture de I'Internet a été congue pour connecter des hotes distants. Mais
I'évolution de son usage, qui s’apparente a celui d'une plate-forme mondiale pour la
distribution de contenu met a mal son modele de communication originale. Afin de
mettre en cohérence 'architecture de 1'Internet et son usage, de nouvelles architec-
tures réseaux orientées contenu ont été proposées et celles-ci sont prétes a étre mises
en oeuvre. Les questions de leur gestion, déploiement et sécurité se posent alors
comme des verrous indispensables a lever pour les opérateurs de 1'Internet. Dans
cette these, nous proposons un plan de surveillance de la sécurité pour Named Data
Networking (NDN), I’architecture la plus aboutie et bénéficiant d'une implémenta-
tion fonctionnelle. Dans le déploiement réel, nous avons caractérisé les attaques
NDN les plus importantes - Interest Flooding Attack (IFA) et Content Poisoning Attack

(CPA). Ces résultats ont permis de concevoir des micro-détecteurs qui reposent sur
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la théorie des tests d’hypotheses. L'approche permet de concevoir un test optimal
(AUMP) capable d’assurer une Probabilité de Fausses Alarmes (PFA) désirée en max-
imisant la puissance de détection. Nous avons intégré ces micro-détecteurs dans un
plan de surveillance de la sécurité permettant de détecter des changements anor-
maux et les corréler par le réseau Bayésien, qui permet d’identifier les événements
de sécurité dans un noeud NDN. Cette solution a été validée par simulation et ex-

périmentation sur les attaques IFA et CPA.

Mots clé: Réseaux d’ordinateurs — Mesures de stireté, Tests d’hypothéses (statis-
tique), Détection des anomalies (informatique), Réseaux orientées contenu, Named
Data Networking
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Introduction

Context

The current Internet architecture was designed decades ago when the primary inter-
est was to connect distant systems. At that time, the communication model mainly
focuses on where the systems are. As time goes by, the Internet and its usage have
significantly evolved. Computers and devices have increased in number thanks to
the more affordable price. Their processing speed and memory capacity have also
been greatly improved, and so does the network links” speed. Users now can join
on the Internet more easily to access an enormous pool of contents and services.
People now care about what content or services they access and no longer where it
is located. As such, the original communication model no longer fits the Internet’s
primary usage. Moreover, the Internet was originally conceived without any inten-
tional considerations for possibly emerging problems such as security, management,
and quality of service. Therefore, as more issues arise, the architecture becomes more

burdensome with patches to deal with such issues.

As the what becomes the primary interest, the content should now become the
nucleus of the network. A clean-slate approach to the future Internet following
such a direction has drawn the attention of the research community, resulting in
several Information-Centric Networking (ICN) architectures. Among these proposals,
the Named Data Networking (NDN) is the most promising one and is in the most
advanced stage among ICN proposals. Figure 1 illustrate the primary differences
between NDN and IP. NDN is based on content-naming, i.e., identifying content
objects with names (e.g., /UTT/trailer.mp4) instead of identifying hosts with IP ad-
dress. It uses the content-based routing paradigm, meaning that network elements
will route a content object by using its name. NDN also deploys in-network caching
to improve the delivery performance for popular content and associates signature to

each content in order to ensure integrity and security of communications.



e

192.168.1.1 “
“ /UTT/trailer.mp4

From: 216.58.211.99
To: 192.168.1.1

I want to get R
this video Where do you want want to get a video named
to getit ? /UTT/trailer.mp4
From 1 will deliver it to you

i

this location ... will establish a
connection for you

i

(A) IP network (B) Information-Centric Networking

FIGURE 1: Communication model of (A) Internet Protocol (IP) net-
work and (B) Information-Centric Networking

Problem statement

After a decade of research and development, the NDN protocol is now mature
enough with a functional NDN Forwarding Daemon (NFD) implementation. As a
result, research efforts in NDN community have shifted to the management, de-
ployment and security considerations. By envisaging the security requirement in the
design, NDN intrinsically mitigates several attacks inherited from IP network. Nev-
ertheless, novel features and router’s components in NDN also exposes the network
to new security flaws, making NDN intrinsic security insufficient. Many security
threats have been discovered in NDN. In order to be adopted and reliably deployed
by Internet Service Providers (ISPs) in their operation infrastructure, the security of
NDN must be ensured, and thus, a global monitoring plane for the security of NDN

is essential.

The NDN Security Monitoring Plane (SMP) must be able to address existing se-
curity threats in NDN efficiently. Among discovered NDN attacks, Interest Flooding
Attack (IFA) and Content Poisoning Attack (CPA) are considered as the most important
ones. The two attacks have drawn the attention of the NDN community. However,
previous works on these topics share several common drawbacks. First, most of the
previous works evaluate their proposals with results from a simulated environment,
thus questioning the actual performance in the real deployment context. Moreover, a
majority of existing works do not provide reliable detection. More specifically, they

cannot guarantee a prescribed rate of false alarms which waste network resources



and accidentally penalize legitimate clients. Also, the detection threshold either re-
quires a non-trivial learning phase or is based on authors” experience, leading to
rigid and unreliable performance. Furthermore, existing works in NDN security
usually focus on a particular NDN attack. As such, the envisaged SMP must also be
generic, i.e., can tackle other discovered threats, as well as potential attacks revealed
in the future. Such a generic security solution has not been proposed so far in the

literature.

Contributions

The objective of this thesis is to propose a Security Monitoring Plane (SMP) for the real
deployment of NDN that can address existing security flaws efficiently and allow
considering further threats not yet revealed to date. The proposed plane consists
of reliable micro detectors that are based on hypothesis testing theory. We argue
that an unreliable detection will lead to a lot of false alarms. Once being associated
with a countermeasure, they can cause instability, wasting the network resources
and penalizing legitimate users, which is unacceptable in a real deployment con-
text. As such, we deliberately prioritize developing a reliable detection in terms of
guaranteeing a prescribed rate of false alarms, rather than rushing prematurely to a
mitigation solution for the envisaged SMP. As use-cases for the SMP proposal, we
first characterize the most significant NDN security attacks - IFA and CPA - under
real deployment of NDN. Such an investigation has never been done in any previ-
ous works. We identify attack parameters and highlight the impacts on important

network entities.

As IFA can be featured by a single metric, we hence address it with a micro
detector using hypothesis testing theory. The methodology allows designing an op-
timal Asymptotically Uniformly Most Powerful (AUMP) test guaranteeing a prescribed
Probability of False-Alarms (PFA) while maximizing the detection power. The resulted
micro detector is extended to a sequential version to enhance its accuracy. We assess
the overall performance of the micro detector, using data from both simulations and

real experimentations.

For attacks that impact several aspects of NDN node status such as CPA, as well
as unrevealed potential attacks, we propose an SMP with an exhaustive set of met-
rics based on a thorough analysis of NFD pipelines. Each metric is associated with
a micro detector to catch any abnormal change under the constraint of a prescribed
PFA. Afterward, a correlation engine based on a Bayesian Network is proposed to
combine micro detector alarms and thus to identify any abnormal security events in

an NDN node. To validate our proposal, two CPA scenarios have been considered



in a real testbed. The collected data demonstrate the capability of our solution to

detect the CPA accurately with various rates.

Document Structure

The rest of this document is organized as follows. Chapter 1 familiarizes the concept
of ICN by providing an overview of ICN architectures. We introduce ICN'’s key
concepts and focus on the detail of NDN architecture as it is the most promising
one. Other ICN architectures are also introduced and compared with NDN such that
one can capture the differences between those approaches implementing ICN’s key
concepts. We also present the current state of ICN deployment efforts from different

projects across all over the world.

Chapter 2 zoom in state of the art on NDN security, especially the data plane’s
security in NDN. In this chapter, we propose a taxonomy to classify NDN attacks,
introducing attacks” principle and remarkable existing works on the issues. The
survey is summarized with an assessment of NDN attacks according to selected
attributes. Based on the assessment results, we argue for the choice of IFA and CPA

as two use-cases for our study.

Chapter 3 concentrates on featuring IFA and CPA in NDN real deployment.
The chapter first motivates the need of considering NDN security threats in real
conditions and introduces common features in our testbeds deployment. For each
attack, we present scenarios in which the attack can be launched successfully, specify
the experiment settings and explain the featuring results with data collected from

our testbed.

Chapter 4 present our design of the micro detector, step by step, with hypothe-
sis testing theory, using IFA as a use-case for evaluation. The chapter first introduces
the basic framework of hypothesis testing theory and formally defines the IFA de-
tection problem. We then propose an optimal detector in an ideal case when the
parameter is known, followed by a test when the parameter is unknown. The detec-
tion scheme is extended to a sequential version to enhanced the accuracy. We assess
the overall performance of the micro detector. Data from both simulations and real
experimentations insist that those results show “sharpness of theoretical findings”

and the gain in performance of sequential detection.

Chapter 5 presents the proposed SMP for NDN security. We first provide some
background for the chapter, including an overview of network management plane
and an introduction to Bayesian networks. We then present our proposal for an

SMP of NDN after motivating for its need. An exhaustive set of metrics is proposed



based on a thorough analysis of NFD pipelines. Each metric is associated with a
micro detector that can capture abnormal shifts from the metric’s normal behavior
with a prescribed PFA. Alarms from micro detectors are correlated by a Bayesian-
network-based engine to identify any abnormal security events in an NDN node.
By leveraging CPA data performed on a real NDN testbed, we provide numerical

results that demonstrate the relevance and the efficiency of the proposed approach.
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Since it was designed decades ago, the Internet and its usage have significantly
evolved. As such, the original host-centric communication model no longer fits
its primary usage of distributing content. Information-Centric Networking (ICN) is

a clean-slate approach to the future Internet utilizing the novel information-centric



8 Chapter 1. Information-Centric Networking Architectures - State of the Art

communication model. This chapter is an introduction to ICN’s fundamental con-
cepts and proposed architectures. We first motivate the development of ICN, fol-
lowed by an introduction of ICN key features and their differences from the cur-
rent IP network’s. Afterward, we present Named Data Networking (NDN) — the most
promising ICN proposal — with details. Other ICN architectures are also introduced,
including Data Oriented Network Architecture, Publish Subscribe Internet Technology,
Network of Information. The proposals above are then compared to highlight their
differences between when implementing ICN’s key concepts. After a decade of re-
search and development, ICN proposals have achieved a certain level of technical
maturity to be considered for real deployment. To help envision the activeness in
this aspect, the chapter also presents the current state of ICN deployment efforts

from different projects across all over the world.

1.1 Motivations of Information-Centric Networking

Decades ago, the Internet was initially designed to connect and exchange data be-
tween a limited number of stationary machines over long distance links, with well-
established trust relationships. Such an original demand has evolved tremendously.
Nowadays, it is much easier to connect to the Internet thanks to the wireless con-
nection and smaller, cheaper mobile devices. According to the Cisco Visual Network-
ing Index (VNI) Forecast', by the year 2021, there will be 4.6 billion global Internet
users (58% world population), with 27.1 billion networked devices and connections.
Moreover, users can also access a variety of applications, services and especially data
on the Internet without much concerns about their physical location. Such an enor-
mous growth of the Internet has risen new demands that were not envisaged for the
existing architecture at the first place, such as support for data distribution, mobil-
ity, security, trust. New patches have been added to the network to cope with these
emerging requirements, making it burdensome and a more complex system. Moti-
vated by such a necessity, many research efforts have addressed the future Internet
architectures from a clean-slate perspective, resulting in ICN designs that are based

on the information-centric communication model.

1.2 Information-Centric Networking Overview

In this section, we introduce key concepts of ICN architectures, including informa-

tion naming, information delivery, intrinsic security and mobility [6]. To highlight

1See www.cisco.com/c/en/us/solutions/service-provider/visual-networking-index-vni
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the novelty of ICN, each ICN feature will be compared with its counterpart in the

current IP network.

1.2.1 Information Naming

The primary difference between ICN and the current Internet is that ICN names
information (data) objects instead of hosts. The current Internet is based on a host-
centric communication model, i.e., the host is the network primitive and is identified
by an IP address. When a user wants to get data, he must know the IP address of
the server where the data is located. Such a communication model fits well in the
network’s early stage whose primary purpose is to connect a limited number of data
sources and hosts. As time goes by, the Internet has significantly evolved. Devices
now have more processing power and capacity, as well as connectivity, allowing
them to access to an enormous amount of services. The Internet now becomes an en-
vironment mainly for distributing data. As a result, the host-centric communication
model no longer fits in the Internet primary usage. Hence, it gets more challenging
to manage the network and more complicated for users to know the optimal loca-
tion to retrieve the data, hence preventing the network from reaching its delivery

potential.

On the other hand, ICN uses the information-centric communication model, i.e.,
the data object is identified with a content name, hence called a Named Data Object
(NDO). Communication is now initiated by using the content name. By naming data
objects independently of their location, ICN architectures make the data request, and
the data retrieval occur in a name-based manner. Instead of specifying the address
of the content source, users only need to indicate the data name?. The responsibility
of finding the best source for requested data is now delegated to the network. As
such, any copies of an NDO are considered equivalent and can be used to answer

the user’s request.

In general, ICN has two types of naming schemes, namely flat and hierarchi-
cal [7]. The flat naming scheme identifies an NDO with a randomly-looking bit
string. The most common way to compute flat name is to use a cryptographic
hash function, for instance, on the data itself. On the other hand, the hierarchical
name has a structure similar to the Uniform Resources Identifier (URI) [8], which con-
sists of many name components. Each name component can be human-readable or

randomly-looking bit strings.

2

2The terms “subscriber”, “requester” and “user” are used interchangeably to mention the entity

v

that requests for an NDO. Similarly, the terms “publisher”, “content source” and “provider” mention
the one that publishes an NDO
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1.2.2 Information Delivery and In-network Caching

The current Internet lacks natural mechanisms to deliver a massive amount of data
efficiently, as well as to handle sudden bursts of traffic. It only focuses on forward-
ing the received packets as fast as possible without finding any possible optimiza-
tion for the delivery. Although techniques that help enhance the information deliv-
ery (e.g., web cache, multicast) were developed, they are resource-consuming and
application-specific. Hence, the network capability is not fully exploited. Also, re-
dundant traffic still traverses on Internet links every day, wasting the bandwidth
and diminishing network performance [2,9]. On the other hand, ICN architectures
are natively designed to handle information delivery more efficiently (e.g., reduce
redundant traffic, minimize latency) with three functionalities: name resolution, data

routing and caching.

Name Resolution and Data Routing

The name resolution functionality resolves the requested data name into information
of optimal data sources and can aggregate similar requests to reduce unnecessary
traffic to the upstream. Meanwhile, the data routing is responsible for transferring
the NDO from the source back to the user and natively supports multicast, thus
can distribute data more efficiently. There are two possible models of these two

functionalities:

e Coupled (or integrated) model: the request is forwarded directly to a data
source, while the NDO follows the reverse path back to the user. Consequently,
the network entity responsible for name resolution also decides the path of

data routing;

e Decoupled (or independent) model: the request is first sent to a dedicated en-
tity for name resolution. This entity will then answer the user with information
about data sources. As such, the user can decide the optimal data source that
he would use. Another possibility is that the name resolution entity selects the

optimal data source and directs it to send the data back to the user.

Caching

ICN architectures utilize in-network caching to improve the delivery performance,

especially in term of the delivery delay. Caching in ICN can be categorized into two

types [10]:
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e On-path caching: the network makes use of cached copies along the path
taken by the name resolution request. In other words, whenever a network
entity receives a request, it prioritizes answering the request with the cached
data, if possible, rather than forwarding the request. On-path caching is com-

patible with both model of name resolution and data routing;

e Off-path caching: the network also exploits cached copies located outside the
path of the name resolution request. More specifically, with decoupled name
resolution and data routing, the name resolution component must know loca-
tions of cached copies and handle them as a data provider. Off-path caching is
not compatible with the coupled model of name resolution and data routing,

since the request and the NDO always take the same path.

1.2.3 Information security

In the beginning, the Internet was designed to operate in a trustworthy environ-
ment without any consideration for the information security. The network is sender-
driven, i.e.,, no matter who has sent the packet, the network mainly focuses on for-
warding it to the indicated destination. It has no mechanism to reduce redundant or
unsolicited traffic (Section 1.2.2), thus allowing attackers to launch Denial-of-Service
(DoS) attacks against the Internet infrastructure. Besides, attackers can send altered
data to end-users (e.g., fake web) and cause damage. Although several security so-
lutions against these behaviors exist, the processing overhead and the end-to-end
communication model prevent implementing them deeper into the network, where
it would be most effective in avoiding or identifying and stopping attacks [2]. Thus

malicious data still gets forwarded.

On the other hand, ICN is receiver-driven, i.e., the network will not forward
data to a receiver unless he has explicitly asked for it. As such, network nodes will
refuse unsolicited flow and reduce unwanted data. Moreover, ICN architectures
intrinsically provide means to verify data integrity. For hierarchical and flat naming
scheme, it is the digital signature and self-certifying name, respectively, which are
usually computed from the data itself by using the hash function. Moreover, in ICN,
the original data sources does not always answer all the requests. NDOs can be
cached in network elements and utilized to resolve requests, hence enhancing the
availability of information. Furthermore, such communication also decouples the

users and the data sources, protecting their privacy during data exchange.
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1.2.4 Mobility Support

Nowadays, mobile devices have become very popular. According to the Cisco VNI
Forecast, by 2021, there will be nearly 12 billions mobile-connected devices, with 5.5
billion global mobile users. However, our current Internet was initially designed for
fixed hosts, not for mobile ones. Communication in the current Internet is end-to-
end, i.e., two hosts must successfully establish a connection and maintain it during
the data exchange. Thus, the mobility becomes a problem to manage end-to-end

connections.

On the other hand, NDOs in ICN are named independently of their location.
As such, ICN does not require end-to-end connections for data exchange. The end-
to-end connection management becomes unnecessary for ICN, thus simplifying the
mobility problem. A mobile user only needs to send new requests for NDOs when
he moves to a new location. Meanwhile, when a data source relocates, the network
can utilize cached copies or other alternative data sources to respond to user’s re-

quests while updating routing information for the data source’s new location.

1.3 Named Data Networking

The most promising and popular among ICN architectures — Named Data Networking
(NDN) [11] is a research project in the Future Internet Architecture Program funded
by the U.S. National Science Foundation (NSF). Its root is an earlier project, Content-
Centric Networking (CCN) [12], which Van Jacobson started at Xerox PARC in 2006°.
Its basic ideas were described in a Google tech talk of Van Jacobson, long before the

first paper describing the NDN architecture was published.

1.3.1 Naming Scheme and Packets

NDN uses a hierarchical naming scheme. NDN content name (or prefix) consists of
at least one name component and can be presented in the Uniform Resource Lo-
cator (URL) form. For instance, an introduction video of UTT can have the name
/utt/videos/utt_intro.mpg. Such a naming scheme is human-readable and re-
flects the relationships of data elements. For example, segment 2 of version 3 of a
UTT demo video might be named /utt/videos/utt_intro.mpg/3/2. Besides, sim-
ilar requests for the content from /utt can also be aggregated, thus facilitating the
scalability of the architecture [2]. A naming convention must be agreed by both the

content providers and users so that they operate smoothly over NDN content names.

SNDN Frequently Asked Questions


/utt/videos/utt_intro.mpg
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Besides, a naming system is necessary to define and allocate top-level names, en-
suring the uniqueness of content name between providers. However, not all NDN
names need to be globally unique. In some local communication, NDN names can

be based on local context.

Communications in NDN uses two types of packets, namely Interest and Data.
The Interest carries the user’s request for content, while Data contains the NDO itself.

An Interest packet consists of the following fields*:

e Name (required): indicates the prefix of the requested content. Note that it is

unnecessary to specify the full content name;

e Nonce (required): a value generated randomly by the issuing user. When com-
bining with Name field, Nonce allow uniquely identifying an Interest. More
specifically, two Interests having the same Name are considered duplicated (or
looped) if they also have the same Nonce. Otherwise, they are two separate re-
quests for the same content. As such, the router can detect duplicated Interests

for further processing;

o InterestLifetime: specifies the time remaining in milliseconds before the Interest
times out. InterestLifetime is set by the application that issues the Interest. When

omitted, the default value of InterestLifetime is 4 seconds.

e Selector: since NDN use longest-prefix-matching, an Interest can have several
matching Data, this field provides additional information to select the only one

Data to return. Selector contains several sub-fields, for example:

— MinSuffixComponents, MaxSuffixComponents: refer respectively to the min-
imum and the maximum number of name components beyond those in
the prefix that are allowed in the matching Data. Default value for Min-
SuffixComponents is 0 and for MaxSuffixComponents is infinite, meaning

that any Data whose name starts with the requested prefix is a match;

— PublisherPublicKeyLocator: indicates the prefix of the key that signs the
requested Data. As such, the user can select answers from a particular

publisher;

— Exclude: specifies a list of suffixes (i.e., following name components of the
prefix) that the user wants to avoid. For instance, if an Interest is expressed
for /utt/img and Exclude defines one name component /gala, then any

Data that has prefix /utt/img/gala will not match this Interest;

— ChildSelector: an Interest can match several Data with same prefix’s length.

The ChildSelector bit expresses a preference for the name component right

4See http:/ /named-data.net/doc/NDN-TLV /current/interest.html
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after the prefix (i.e., child) based on the canonical NDN name component
ordering”. The bit values of 0 (by default) and 1 correspond, respectively,
to the leftmost (least) and the rightmost (greatest) child preference;

— MustBeFresh: when this bit is set, the user insists in getting a ”fresh” Data.

If it is absent from an Interest, the matching Data does not have to be fresh.

Any node receiving the Interest and having the requested data can respond with

a Data packet. A Data packet has the following fields®:

o Name: contains the full name of the NDO carried inside;

e Metalnfo: this optional field provides additional information about the Data,

such as ContentType and FreshnessPeriod.

— ContentType: reveals the type of information transmitted in the Data, e.g.,
public key, payload;

— FreshnessPeriod: when a Data is cached in router, it is marked as “fresh”.
After its FreshnessPeriod has elapsed, the router will mark it as stale, mak-
ing it less prioritized for answering Interest. This field is set by the original
producer and its expiration also implies that the producer may have pub-
lished newer version. When this field is absent or equals to 0, the Data

will always be fresh;

— FinalBlockld: indicates the identifier of the final block in a sequence of

fragments.
o Content: contains the requested NDO;

e Signature: includes the digital signature and supporting information used to

verify the integrity of Data. This fields includes two sub-fields:

- Signaturelnfo fully describes the signature, signature algorithm (e.g., Di-
gestSha256), and any other relevant information to obtain parent certifi-

cate (e.g., the name of the Data containing certificate or public key);

— SignatureValue represent actual bits of the signature, computed by taking
the hash over all other fields (including Signaturelnfo), then encrypting it

using provider’s private key.

1.3.2 Router and Name-based Routing

Name resolution and data routing functionalities in NDN are integrated into the

NDN router. NDN leverages the term “face” — a generalization of interface. A face

5See http:/ /named-data.net/doc/NDN-TLV/current/name.html#name
6See http:/ /named-data.net/doc/NDN-TLV /current/data.html
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in NDN can refer to a router interface used to communicate either with other nodes
or between internal components within a router. An NDN router has three main

components:

e Forwarding Information Base (FIB): similar to a routing table in IP router, this
component contains next hops to send Interests. Each FIB entry consists of a
name prefix and a list of outgoing faces that can be used to send Interest to

content providers;

e Pending Interest Table (PIT): keeps tracks of forwarded Interests. Each PIT entry
consists of a name prefix, a list of incoming faces of pending Interests for that
prefix and a list of outgoing faces to which aggregated Interests are forwarded;

This information will then be used to forward Data back to users.

e Content Store (CS): a local cache in the router which provides on-path caching

to improve the delivery performance in NDN.

NDN Router’s Operation

Figure 1.1 illustrates how NDN router operates when it receives an Interest and a

Data. When an Interest arrives (Figure 1.1a), the router first looks up in the CS. If

NDN router
Incoming * * 0 : > Forward
Interest : Cs PIT + FIB Interest
(V] l@ Create l*
Data PIT entry :
R e Add incoming face Interest 0 Found
: to PIT entry dropped %€ Not found

NDN router

Forward _: @ _ incoming
Data f PIT Data

L4 | s 5
cS Discard Data O Found

i %€ Not found

(B) For incoming Data

FIGURE 1.1: NDN router’s operation for (A) an incoming Interest and
(B) an incoming Data (modified from [1])

a matching cached copy exists in CS, the router immediately forwards that cached
copy to the incoming face of Interest. In case there are many matching cached copies
found, the Selector field (Section 1.3.1) of the Interest is used to decide which cached

Data will be returned. Then, the Interest is discarded. If no matching Data is found
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in CS, the router checks its PIT. If a longest-prefix matching entry is found and the
Interest’s Nonce value is not recorded yet (meaning that this Interest is not a loop),
the Interest’s incoming face will be added to the matching PIT entry. The Interest will
be discarded because there is already an Interest for this Data sent upstream. In case
there is no matching PIT entry, the router checks the FIB for a longest-prefix match
to find an outgoing face. Depending on the router’s forwarding strategy, the Interest
can be, for example, forwarded to the lowest-cost route (i.e., bestroute strategy) or
multicasted to several outgoing faces (i.e., multicast strategy). When no matching

entry in FIB is found, the router discards the Interest [12].

When a Data arrives (Figure 1.1b), the router looks up its PIT first. If there is
no matching PIT entry, the Data is considered unsolicited, and it is discarded. Oth-
erwise, the Data is duplicated and forwarded to all incoming faces of the matching
PIT entry. The router also decides whether to insert this Data into the CS. After
forwarding the Data, the matching PIT entry is erased immediately, implying that
“One Interest retrieves at most one Data packet.” PIT entries that do not receive any

matching Data after a period will get expired and erased.

1.3.3 Transport

NDN does not have a separate transport layer. Demultiplexing, reliable delivery,
and congestion control functions are moved to applications, their supporting li-
braries and the strategy component in the forwarding plane. Segmenting and re-
assembling segments are done by using hierarchical names. Information required
for transport is in the content name. For example, the name /utt/videos/utt_
intro.mpg/3/2 specifies where to forward Interests for that name (/utt/), which ap-
plication should receive them (/videos/), and any application-specific information

(version 3, segment 2).

NDN is designed so that it can operate on top of unreliable packet delivery ser-
vices. To ensure the reliability of delivery, unsatisfied PIT entries get expired after a
period and are discarded, making the user issue another Interest if he still wants to
get the content. Caches also help data retransmission during congestion. If a router
already caches a Data packet before it is dropped at a congestion link, the retransmit-
ted Interest will be satisfied by this cached copy, reducing the latency during conges-
tion. Flow control and congestion control no longer depend on end hosts. NDN’s
forwarding mechanism (Section 1.3.2) helps to reduce significant duplicated Data
and Interests. Each Interest has a Nonce fields to detect and get rid of duplicate In-
terest (Section 1.3.1). Besides, checking PIT entry before forwarding an Interest helps
reduce redundant Interests for the same content. Checking PIT before forwarding a

Data, in the same way, helps eradicate unsolicited Data traffic. Each FIB entry and


/utt/videos/utt_intro.mpg/3/2
/utt/videos/utt_intro.mpg/3/2
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PIT entry record several faces, thus support multipath and provide rich connectivity

for nodes in its network.

1.3.4 Intrinsic Security Features

Signaturelnfo and SignatureValue in Data packet provide an intrinsic mechanism for
authenticity and integrity. The computation process of Signature has been described
in Section 1.3.1. Any nodes receiving a Data packet can retrieve publisher’s pub-
lic key with information in Signaturelnfo sub-field and then uses it to decrypt the
SignatureValue. The result is then compared to the hash over all other Data’s fields.
This process allows verifying the integrity of the Data packet received. Moreover,
to verify the authenticity of the content provider, the user must trust the owner of
the public key used for signing the Data. The hierarchical name structure facilitates
building trust relationships. For instance, the content /fr/utt/stmr/main.html is
signed by the owner of the /fr/utt/stmr domain, whose key, in turn, is certified by

the owner of the /fr/utt domain.

1.4 Other Information-Centric Networking Architectures

1.4.1 Data Oriented Network Architecture

Data Oriented Network Architecture (DONA) [13] is one of the first complete ICN ar-
chitectures. It replaces hierarchical Domain Name Service (DNS) with flat names and
deploys an overlay name resolution service that translates its flat names to the cor-
responding information for data retrieval, while still maintaining IP protocol and
routing. DONA is motivated by the following user-relevant issues in the IP net-

work:

e Persistence: the user prefers that a data name remain valid as long as the un-

derlying data is still available, even its source relocates;

e Availability: a request should be replied as quick as possible with reliability
by replication at endpoints. However, IP network establishes a communication

to a fixed IP address which is not always the nearest data source;

o Authenticity: the user wants to be sure that the data source is trustworthy.

Naming Scheme

Naming scheme will handle authenticity and persistence issues. DONA uses flat

names instead of hierarchical names as NDN. Flat names in DONA are organized
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around principals. Each principal is associated with a public-private key pair man-
aged by an external mechanism. Names in DONA have a form (P : L). The P name
component is the hash of the principal’s public key, while the L component is a
label given by the principal so that the data name (P : L) is globally unique. For
static data, the L component is usually the hash of the data itself. Only hosts which
are authorized by the principal (i.e., they can access to the principal’s public key)
can provide the data, forming a group of data providers. Since the flat name is not
user-friendly, DONA’s users require an external mechanism to map flat names to

user-friendly names.

Name Resolution

While the name resolution and data routing functionalities in NDN are integrated
through name-based routing, DONA utilizes the independent model of the two
functionalities. DONA is deployed as an overlay over IP network that handles the

name resolution functionality and retains IP protocol for data routing.

Resolution Handler To resolve flat names, DONA introduces a new network en-
tity called Resolution Handlers (RHs). At least one logical RH is associated to each
Autonomous System (AS). RHs are hierarchically organized according to the AS-level
relationship (Figure 1.2). Each RH maintains a Registration Table (RT) to forward
requests for name resolution. Each RT entry includes: (1) the content’s flat name;
(2) corresponding next-hop information and (3) the distance to the data source. The
next-hop information can point to a next-hop RH or the IP address of the data source
located in the same AS. The distance to the data source can be the number of RH-hop
to the provider or any other metrics. Figure 1.2 is an example of DONA’s operation.
Name resolution is accomplished by two primary messages: REGISTER message for

data registration and FIND message for data retrieval.

Data Registration When a publisher wants to publish its data, it sends a REGISTER
message to its local RH (arrow 1). When an RH receives a REGISTER from its children
or local users, it will check its RT first. If no matching RT entry is found, the RH will
create a new entry for this data. In case a matching RT entry exists and the incoming
REGISTER points to a closer data source, the RH will update its matching RT entry
with information to the better sources. The RH then update the REGISTER message
by appending its distance/cost to the previous-hop RH and forward the message
to the parent and peer RHs (arrow 2 - 3). When a REGISTER message comes from
peer RHs, the forwarding decision depends on the local policy. By doing this, the

higher level RHs will store entries about all registrations from its lower level RHs,
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FIGURE 1.2: DONA’s name resolution [2]

with the closest location to retrieve the data, ensuring name resolution for all existent
data. In [13], the authors argue that the memory and processing requirements of a
large ISP can be easily handled within reach of today’s technology, hence enabling
the feasibility of keeping all registrations in the higher level RHs. The REGISTER

message has its lifetime and must be refreshed periodically.

The publisher can register for a specific data by indicating its unique flat name
(P:L) in the REGISTER message. It can also register for a wildcard name (P : %),
meaning that the publisher can serve all data associated with the principal P. There is
also UNREGISTER message, informing that the publisher no longer serves some spe-
cific data. The REGISTER and UNREGISTER messages enable the mobility for DONA:
when a host relocates, it unregisters its data from its local RH and then re-registers

its data to the new location’s RH.

Data Retrieval FIND message is dedicated to the data retrieval. When an RH re-
ceives a FIND (arrow 4), it looks up in its RT for a longest-prefix matching entry and
forwards the FIND to the corresponding next-hop. Otherwise, the FIND message
will be sent to the parent RH (arrow 5). Unless the requested data does not exist,
this progress certainly succeeds (arrow 6 - 7) since the highest RHs know about all
data registrations from its children networks via registration forwarding. In case the
FIND message reaches the Tier-1 AS and does not find any matching RT entry, the
Tier-1 RH returns an error message to the sources of FIND. After the FIND message
arrives at the publisher, the data is sent to back to the user, using the IP network
(arrow 8-11).
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The user can retrieve a particular data by specifying its globally unique name
(P:L) in a FIND. Note that for static data, the L component is usually the hash of
the data itself. As such, for popular static data that are hosted by several publishers,
the user can issues a FIND message for (x : L), implying that he wants to retrieve

this particular static data from no matter which provider.

Extensions

Caching Similarly to NDN, RH can be extended to provide on-path caching. To
cache an NDQ, instead of the IP address of the requesting user, RH replaces the
source IP address in the FIND message with its IP address. Consequently, the data
undoubtedly go through this RH before going back to the user. The RH has to keep
a state before changing the source IP address in the FIND message to forward the
data after caching it. When a caching-enabled RH receives a FIND message, it looks

up in its cache first. If a cached copy exists, the RH will return it immediately.

Long-term Subscription Long-term subscription can be achieved by adding a Time-
To-Live (TTL) field to the FIND message. When a publisher receives a FIND message
with a TTL field, it creates a record for a long-term subscription. This record consists
of the list of subscribers’ IP address, subscribed data names and the valid duration
of this subscription. Whenever the publisher has an update for data, it checks sub-

scription records and sends data to valid subscribers.

Overloaded Providers Avoidance When a publisher sends REGISTER to the local
RH, it also includes information about its current load. Based on such information,
RH may adjust the distance for registrations from high-load publishers, so that a
better one will be kept in RT. Moreover, RH can store additional information about
a secondary data sources in its RT entries. As such, when a publisher is overloaded,

RH can forward FIND messages to other data sources.

Intrinsic Security Features

DONA’s flat naming scheme provides an intrinsic mechanism to verify the data au-
thenticity and integrity. A user issuing a FIND message will receive the data along
with the principal’s public key and a signature as meta-data. As the P component
is the hash of the principal’s public key, the user can verify the data authenticity. To
check the data integrity, the user can use either the L component for static data or

the received public key to decrypt the signature.
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Moreover, when a publisher wants to register data, he must solve a challenge
from the local RH by signing a nonce with the principal’s private key and sending it
back. The local RH then uses the principal’s public key to decrypt the response. If the
result matches the issued nonce value, the local RH will accept REGISTER messages

from the publisher.

Furthermore, the REGISTER messages are also authenticated. As a part of es-
tablishing parent/child/peering relationships between AS, RHs are assumed to ex-
change their public keys securely. When receiving a REGISTER message, the RH also
sign it before forwarding. As such, the other RHs can be sure that the message comes

from a legitimate RH.

1.4.2 Publish Subscribe Internet Technology

Funded by the European Union (EU) Seventh Framework Programme (FP7), the Publish-
Subscribe Internet Routing Paradigm (PSIRP) [14] and its continuation, the Publish-
Subscribe Internet Technology (PURSUIT) [15] propose an architecture that completely
replaces the IP protocol stack with a publish-subscribe one [2]. The PURSUIT archi-

tecture includes three separate functions:

¢ Rendezvous function: matches subscriptions and publications;

¢ Topology management function: directed by the rendezvous function, creates

a route from the publisher to the subscriber;

e Forwarding function: transfers data by using the route from the topology

management function.

Naming Scheme

In contrast with NDN hierarchical name, PURSUIT name is a unique pair of flat
identifiers: a Rendezvous ID (RId) and a Scope ID (SId). The RId is NDO specific and
has to be unique within a scope, while the SId denotes the scope to which the NDO
belongs. A scope is a defined group of related NDOs. An NDO must have at least
one scope and can belong to multiple scopes. NDOs in the same scope can have a
common policy, allowing the architecture to limit the reachability of these objects.
Besides, SIds can be nested within each other, producing a flexible structure. As a
result, a complete PURSUIT name can contain a sequence of SIds and a single RId,

i.e., having the form of <SIdSequence>:<RId>.


<SIdSequence>:<RId>

22 Chapter 1. Information-Centric Networking Architectures - State of the Art

Name Resolution and Data Routing

Name resolution and data routing in PURSUIT are decoupled and demonstrated
in Figure 1.3. Name resolution is handled by the rendezvous function via a Ren-
dezvous Network (RENE), while data routing is organized by topology management
function via Topology Manager (TM) nodes, and is executed by forwarding function

via Forwarding Nodes (FNs).
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FIGURE 1.3: Name resolution and data routing in PURSUIT [2]

RENE:s are organized in a hierarchy, with local RENEs and a global RENE. Sim-
ilar rendezvous functionality has been used in many distributed systems [16-19].
Each RENE consists of Rendezvous Nodes (RNs), and each RN is in charge of a SId.
When a publisher wants to advertise an NDQO, it sends to its local FN a publication
message carrying the RId and SId of the requested NDO (arrow 1). The message is
forwarded to the RN responsible for managing the corresponding SId (arrow 2). If
a subscriber needs an NDO, it sends a subscription message specifying the RId and
SId of the NDO to an appropriate RN (arrows 3-6) which then instructs a TM node
to find a delivery path (arrows 7-8).

TM nodes jointly monitor the network topology, detects changes by executing
a distributed routing protocol. Once a TM node receives a request from an RN,

it will create a path from the publisher to the subscriber and then sends it to the
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publisher (arrows 9-10) so that the data delivery can start (arrow 11-14). Each FN
assigns a Forwarding ID (FId) to each of its outgoing links, and propagates these Flds
via the routing protocol. A delivery path includes a series of FIds, encoded using
a technique based on Bloom filters [20]. Specifically, a path through the network
is encoded by OR-ing the Flds of constituent links. The resulting Bloom filter is
included in each data packet. When an FN receives a data packet, it simply verifies
the tags of its outgoing links with the Bloom filter in the packet. If any FId matches,
then the packet is forwarded over the corresponding link. As such, FNs only have

to maintain the FId of its outgoing links.

Caching and Mobility

On-path caching is ineffective in PURSUIT due to the decoupled model of name
resolution and data routing functionalities, i.e., the request forwarding path (to an
appropriate RN) and the data forwarding path (to the subscriber) are different. PUR-
SUIT can support off-path caching by deploying caches near several RNs. TM nodes
can help caches gather NDOs by instructing FNs to forward a copy of NDO to a
cache nearby. Caches will operate as publishers, i.e., advertise their available NDOs
to RENE.

Mobility in PURSUIT is greatly facilitated by multicast and caching. When a
subscriber moves, NDOs can be multicasted to multiple possible locations of the
subscriber and can be retrieved from nearby caches after the hand-off. Mobility
prediction can be used to reduce hand-off latencies by caching NDOs to the areas
where the subscriber is expected to move after the hand-off. The publisher mobility

is more burdensome because TM nodes need to update topology information.

Intrinsic Security Features

PURSUIT supports Packet Level Authentication (PLA)[21], allowing individual packet’s
encryption and signing. As a result, PURSUIT assures data integrity and confiden-
tiality. Flat ID also permits self-certifying names for static NDOs by using the hash
of the data as RId. Furthermore, paths encoded into Bloom filters [22] can use dy-
namic FIds, making it infeasible for an attacker to craft Bloom filters or reuse Bloom
filters to launch DoS attacks.
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1.4.3 Network of Information

The Network of Information (NetInf) [23] proposal is a research area of the Scalable and
Adaptive Internet Solutions (SAIL) project’ and its predecessor 4WARD [24], funded
by the FP7 of EU. NetInf wants to target global-scale communication. A particular
feature of NetInf is the generality: it combines elements present in the NDN and
PURSUIT approaches and can even operate in a hybrid mode. Such an architecture
enables the adaptation to different networks and deployments, hence facilitating a

smooth transition from the current Internet.

Naming Scheme and Messages

NetInf uses the named information (ni) URI scheme [25] - a general URI scheme devel-
oped by the project to foster application development and simplify migration. The

structure of NetInf name is described as follow:

ni://<Authority>/<Hash_algorithm>;<Hash_value>?<Parameter>

o Authority: this optional component provides some structure in the content

name, thus assisting name-based routing and name resolution process;
e Hash_algorithm: indicates the hash algorithm used to create the hash value;

e Hash_value: for static data, the hash value is calculated over the NDO associ-
ated with the name. In case of dynamic data, this component is the hash of the

public key which will be used to decrypt the signed data;

e Parameter: a list of optional attributes associated with the object, e.g., content

attributes, owner’s information.

NetInf names are flat-ish. On the one hand, they are flat because they require an
exact match for name comparison and they do not contain any location or organi-
zational information. At the same time, they can be considered hierarchical when
used for routing and name resolution since routers can use longest prefix matching

to determine how to route a message.

Communications in NetInf are based on the following fundamental messages

and responses:

o GET/ GET-RESP: the GET message implies a request for an NDO. If a NetInf
node has a copy of the requested NDO, it replies with a GET-RESP message;

7See http:/ /www.sail-project.eu/


ni://<Authority>/<Hash_algorithm>;<Hash_value>?<Parameter>
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e PUBLISH/ PUBLISH-RESP: a user send a PUBLISH message to register its NDO
to the network and receive a PUBLISH-RESP message with a status code in re-

turn;

e SEARCH/ SEARCH-RESP: since NetInf names are flat-ish and not human-readable,
users can send a SEARCH message to look up object names which are related
to particular keywords. The SEARCH-RESP returns names of NDOs that is con-
sidered to match the query keywords.

Name Resolution and Data Routing

Name resolution and data routing in NetInf can be coupled, decoupled, or even

hybrid and are illustrated in Figure 1.4.
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Name-based Routing

Case 2: Routers Perform
Regular Routing

FIGURE 1.4: Name resolution and data routing of NetInf [2]

In the decoupled case, the Name Resolution Service (NRS) is responsible for map-
ping the requested name to locators that can be used to retrieve the correspond-
ing content. The NRS is organized in multiple levels, i.e., the local NRS will han-
dle different names of the same authority, while the global NRS will deal with the
<Authority> component. NetInf offers multiple options to interconnect separate lo-
cal NRSes into a global NRS infrastructure, including the Multi-level Distributed Hash
Table (MDHT) system [26] and the Hierarchical SkipNet (HSkip) system [27]. An NDO
is advertised to a local NRS by using the PUBLISH message (arrow 1) including the
content name, routing hints (i.e., supporting information to get the content), and

some metadata. Afterward, the local NRS will aggregate all the publications for the


<Authority>
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same authority and sends a PUBLISH message to the global NRS (arrow 2). To re-
trieve an NDO, the user sends a GET message to its local NRS (arrow 3). The local
NRS may consult the global NRS to resolve the authority part if necessary (arrow 4).
As a result, the user will receive a locator (arrow 5-6) to the requested content. The
user then sends a GET message to the publisher using the obtained locator (arrows
a-c), and the publisher will reply with the NDO (arrows d-f).

In the coupled case, the NetInf routers will perform the name-based routing for
GET messages. A routing protocol is used to propagate content names and to update
the routing tables of routers. When a user sends a GET message, it is forwarded
hop-by-hop to a content source, following the routing tables of routers (arrows 7-
9). While the GET is being forwarded, it also accumulates routing directions along
the path. As such, when a copy is found, the publisher or cache can reverse the
accumulated routing directions so that the GET-RESP can reach the user (arrows 10-
12).

In a heterogeneous network, it is often not possible to resolve the content name
into a locator that is meaningful to the user. In such case, NetInf will operate in
hybrid mode, i.e., the NRS will return routing hints when receiving a GET message
from a user. A routing hint is a partial locator where more information about the
requested content can be found. There are three operational modes for routing hint
selection. In the first mode, the NRS returns all of its available routing hints for
the requested name and leaves the decision to the user. In the second mode, NRS
decides which routing hints will be returned to the user based on its knowledge
about the network. In the third mode, the NRS returns a prioritized list of routing
hints and leaves the final selection to the user. Eventually, the GET message will

arrive at a publisher or a cached copy.

Caching and Mobility Support

For efficient operation in challenging network conditions, NetInf supports three
types of caching for different scenarios. The first is on-path caching, i.e., the router
caches NDOs in each GET-RESP traversing. Secondly, NetInf supports off-path caching,
i.e., a dedicated cache is placed close to one or more NetInf NRS nodes and is treated
as a publisher. The NRS can tell the off-path cache which objects to cache based on
the content popularity. Finally, NetInf also supports peer caching in NetInf nodes,
and on user devices. Peer caches can be on-path or off-path caches. They are ben-
eficial in challenging network conditions, e.g., high mobility network. Moreover,
NetInf also considers a hierarchy of caches in which caching servers are located at
the root, and local caches are part of the tree. Popular objects can be dynamically

migrated to caches that are closer to the user by cache migration policies.
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NetInf inherently makes requester mobility simpler since a request for an NDO
is location-independent. Therefore, the corresponding object can be delivered from
different sources no matter where requesters are located. The request is responded
merely by the copies close to its new location. For publisher mobility, routing infor-
mation and name resolution information need to be updated to the NRS of the new
location. The NRS also utilizes Late Name Binding (LNB), i.e., the name resolution
process may end at a node close to the current are of the moving publisher. As such,
when a publisher moves within its current area, it only needs to update its local NRS

without changing the routing hints in the global NRS.

Intrinsic Security Features

As described in Section 1.4.3, NetInf naming scheme provides data authority and
name-data integrity. For static data, the integrity is checked by verifying if the hash
of the data contained in the NDO matches the <Digest_Value> part of its name.
For dynamic data, the <Digest_Value> is the hash of a public key. Only the data
signed by the owner of the corresponding private key can be decrypted by this pub-
lic key. NetInf also supports owner pseudonymity and owner identification. Owner
pseudonymity indicates that multiple NDOs belong to the same origin. Users, who
trust in an owner pseudonymity, also trust in subsequent content published under
it. Owner identification can bind the pseudonym to the owner’s real-world identity.
This option, however, requires the use of standard Public Key Infrastructure (PKI)
mechanisms which are not part of the core NetInf architecture. Although these in-
trinsic security features can protect ICN architectures from issues inherent in IP, they
cannot entirely prevent new security threats that are introduced by novel features

and components in ICN. Thus, ICN security still requires further investigation.

1.5 Comparison Between Information-Centric Networking Ar-

chitectures

In this section, we compare ICN proposals mentioned above to summarize and high-
light their differences according to important aspects of presented ICN architecture,
including naming scheme, name resolution, data routing, caching and security. Be-

tween when implementing ICN’s key concepts. The result is presented in Table 1.1.
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TABLE 1.1: Comparison between ICN architectures (modified from [2])
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Naming scheme: the naming scheme is one of the fundamental design choices in
each ICN architecture since the name’s structure and semantics have a profound im-
pact on all other aspects of the architecture. Most of described ICN architectures use
flat names. The advantage of flat name is that it is location-independent and allows
self-certification of content and authenticity. However, flat names are hard for ag-
gregating and storing, as well as not user-friendly. A search engine is essential so
that users can look for actual content flat names from user-friendly names. On the
other hand, the hierarchical name is more user-friendly and easy to aggregate. Also,
it usually expresses some semantic binding to the data, thus, reveal information re-
lated to the data.

Name resolution and data routing: decoupled model of name resolution and data
routing appears in most of presented ICN architectures. Such a model merely changes
the name resolution, hence can co-operate with existent network infrastructures and
use them for data routing. However, managing an enormous number of content
names and keeping name-routing information updated are real challenges, espe-
cially for flat names which is hard to be aggregated. On the other hand, the coupled
model eliminates the name resolution step, thereby potentially reducing the overall

latency and simplifying the whole process.

Caching: on-path caching is used more in the presented ICN proposals since it
requires less additional registrations and routing information. Nevertheless, it is
advocated that the benefits from the extensive use of caching in ICN are not sub-
stantial [28,29]. When caching takes place inside the network, several types of traffic
will compete for the same caching space. Cache space management, therefore, be-
comes crucial for the network. Also, pervasive caching might also present security
threats [30].

Intrinsic security: all the presented ICN proposals can verify data integrity and
data authenticity. Caching also enhances data availability. Nevertheless, ICN pro-
posals also present new issues. Most ICN approaches rely on cryptographic keys
and trusted entities for information-name verification. Besides, by shifting from
host-centric to information-centric communication model, ICN also shift the target
of attack from host to NDO. Also, since ICN uses in-network caches, cached NDOs
will offer attackers many sources to get desired NDOs. They also have more time
to extract the information they want since data are not only stored in the providers,

but also exist in caches.
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1.6 Information-Centric Networking Deployment Status

After years of research and experimentation, ICN’s potential has been acknowl-
edged eventually by the research community. It has achieved a certain level of tech-
nological maturity, enabling many ongoing research effort in the ICN community,
such as caching [10], routing [31], forwarding [32,33], energy-efficiency [34], name
service [35], and Internet of Things (IoT) [19,36-38], and especially the consideration
for ICN deployment in reality. To help picture the activeness in this aspect, this sec-
tion briefly introduces possible deployment options of ICN, along with several ICN

deployment efforts from different projects across all over the world.

Over the course of ICN development, multiple deployment efforts have been
conducted by international collaborative projects across all over the world. The com-
munity pays significant attention to deployment efforts that can provide Internet
access in a live environment. The ICN Research Group (ICNRG), chartered by the
Internet Engineering Task Force (IETF), proposes to divide ICN deployment efforts
into four options, namely clean-slate ICN, ICN-as-a-Slice, ICN-as-an-Overlay, ICN-as-
an-Underlay [39]. The first option’s goal is to renew or replace existing IP routers
with ICN-specific counterparts. However, this approach is no longer considered vi-

able choice and thus, has never been trialed.

The second option is related to the concept of Network slicing [40] that allows
the network operator to provide dedicated virtual networks with functionality spe-
cific to the service or customer over a common network infrastructure with Software-
Defined Networking (SDN) / Network Function Virtualization (NFV) techniques.
Although this approach is an attractive option for future 5G systems, it still has not
be experimented yet because 5G standards are still not set until the mid-2018 time-
frame [39].

Majority of existing ICN trial systems belong to either of the last two deploy-
ment options, i.e., ICN-as-an-Overlay, ICN-as-an-Underlay. The ICN-as-an-Overlay
approach deploys ICN in islands on top of the existing IP-based infrastructure by
encapsulating ICN packets inside of IP packets. A strength of this approach is that
it utilize the existing IP network, thus allows rapid and probably the easiest de-
ployment of ICN for experimentation and testing. The NDN (Section 1.3) testbed is
deployed as an overlay on the public Internet to connect 34 institutions across sev-
eral continents® with their forwarding daemon (NFD). Experimentation using NDN

testbed includes real time video-conferencing[41], geo-locating and interfacing to

8See: https:/ /named-data.net/ndn-testbed /
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consumer applications. In another effort, ICN2020” project presents in their deliv-
erable D4.1 progress made in both local and federated testbeds. Especially, their
federated testbed is planned to integrate the NDN testbed, the CUTEi testbed [42]
and the GEANT testbed!’ to create an overlay deployment of ICN. The FP7 PUR-
SUIT!! deploys the PSIRP proposal (Section 1.4.2) in its testbed as an Layer 2 VPN-
based overlay between several European, Us an Asian sites [43]. The testbed can be

utilized for ICN message exchange and video transmissions.

The ICN-as-an-Underlay approach uses an ICN underlay that would integrate
with existing IP-based networks by deploying application layer gateways at appro-
priate locations [39]. Therefore, given islands, e.g., Content Distribution Network
(CDN) or Internet of Thing (IoT), can obtain profits from native ICN such as multi-
cast delivery, mobility support, location independence. CableLabs content delivery
system, NDN IoT are trials using ICN-as-an-Underlay. In the CableLabs efforts [44],
ICN is deployed as an underlay such that CDN server farms can benefit from ICN
in-network caching. This ICN-based CDN server farm is then used to answer stan-
dard HTTP /IP-based content retrieval request from the general Internet. Although
results are not provided, the trial acknowledges the difficulty of completely replac-
ing existing HTTP/IP end user application and related Web infrastructure. In [45],
the authors present an experiment with NDN in a wireless IoT scenario consisting
of 60 nodes over several buildings in a university campus. The NDN protocol is
adapted to run over 6LoWPAN wireless link layers. The NDN-based IoT system
demonstrates its benefits of energy consumption, RAM and ROM footprints in com-

parison with the standard IP-based IoT.

Although it does not correspond to any deployment options proposed in [39],
Cisco Hybrid ICN'?[46] is a notable approach that encodes ICN names into IP ad-
dresses, thus enabling the deployment of ICN within IP while maintaining all fea-
tures of ICN communication. ICN information will be carried as payload inside
the IP packet'. Therefore, standard IP routers can forward packets using IP infor-
mation, while ICN-aware routers can also understand ICN information, allowing
cohabitation of ICN with legacy IP traffic. Cisco has considered ICN as an emerging
innovative technology and intents to adopt it for their 5G networks. A related open
source effort was kicked off in 2017'*. The trials intend to show the routing perfor-
mance efficiency of the Hybrid ICN router over existing IP routers, but results have

not been published.

9Gee: http:/ /www.icn2020.org/
10Gee: https:/ /www.geant.org /
1See: http:/ /www.fp7-pursuit.eu/PursuitWeb/
12Gee: Cisco, Mobile Video Delivery with Hybrid ICN: IP-integrated ICN Solution for 5G, 2017
13Gee: Cisco, Hybrid ICN: Cisco Announces Important Steps toward Adoption of Information-
Centric Networking, 2017.
14Gee: https:/ /wiki.fd.io/view/Cicn


http://www.icn2020.org/
https://www.geant.org/
http://www.fp7-pursuit.eu/PursuitWeb/
https://www.cisco.com/c/dam/en/us/solutions/collateral/service-provider/ultra-services-platform/mwc17-hicn-video-wp.pdf
http://blogs.cisco.com/sp/cisco-announces-importantsteps-toward-adoption-of-information-centric-networking
http://blogs.cisco.com/sp/cisco-announces-importantsteps-toward-adoption-of-information-centric-networking
https://wiki.fd.io/view/Cicn

32 Chapter 1. Information-Centric Networking Architectures - State of the Art

1.7 Conclusion

This chapter provided a state of the art on ICN to familiarize its fundamental con-
cepts and proposals. We motivated the ICN development by indicating changes of
the Internet and its usage. We then presented four ICN key features, including nam-
ing scheme, name resolution-data routing, caching and information security and
highlighted their differences from the current IP network’s. We mainly focused on
details of NDN protocol — the most promising ICN architecture in the literature. Be-
sides, we introduced other ICN proposals, including DONA, PURSUIT and NetInf,
as references to demonstrate various designs of the ICN’s key concepts. We sum-
marized the presented ICN architectures with a comparison table regarding the ICN
key features mentioned above. As real deployment is an important aspect drawing
the attention from the ICN community, we briefly introduced possible ICN deploy-
ment options, as well as ICN deployment efforts from different projects across all
over the world. Despite the activeness in deployment efforts, ICN and especially
NDN will hardly be adopted in ISP operating infrastructure without considering its
security. Therefore, in the next chapter, we will investigate the security of NDN in

more detail.
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As stated in the previous chapter, despite deployment efforts, NDN can hardly
be adopted by ISP without considering its security. Before addressing a solution for
NDN security, one must be aware of its current status, discovered threats and exist-
ing works on related topics. Therefore, this chapter will provide a state of the art on
NDN security. At first, we propose a taxonomy to classify NDN attacks and to orga-
nize the presentation in this chapter. Then, for each type of attack, we introduce its
principle, provide a survey of its related works and identify major limitations. At the
end of the chapter, we evaluate presented attacks accordingly to selected attributes
to summarize their severity. Based on such evaluation, we select a set of crucial

NDN attacks that need be prioritized when further considering NDN security.
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2.1 Existing Security Surveys and Proposed Taxonomy

Since NDN was proposed, many security issues have been discovered and addressed.
Several surveys on NDN security are available, and each of them categorizes NDN
security attacks according to different criteria. In [47], the authors classify NDN se-
curity attacks based on the mechanism leveraged to carry them out, e.g., flooding,
forced computation, cache manipulation. Countermeasures on DoS attacks in NDN
are also presented and grouped according to counter-measures mechanisms. The
survey, however, only focuses on DoS-type attacks. In [48], the authors propose a
taxonomy for ICN security attacks based on the features exploited, e.g., naming,
routing, caching. Nevertheless, attacks” principles are presented generically, and
countermeasures are also missing in this survey. In [49], the authors cover a wider
range of aspects when addressing not only security attacks but also privacy and
access control in ICN. The survey also provides taxonomies for classifying related

works in each topic covered.
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FIGURE 2.1: Proposed taxonomy for NDN security attacks

Having considered the pros and cons of the existing survey on NDN security,
we come up with a taxonomy for NDN security attacks as illustrated in Figure 2.1.
Our taxonomy divides NDN attacks into three categories, based on the mainly ex-
ploited NDN component: (1) PIT attacks, (2) CS attacks and (3) Name attacks. One
should note that, although FIB is also an NDN component, we exclude it from our
taxonomy. We argue that this component belongs to the control plane which is
hardly be compromised in practice, especially when NDN has a secure routing pro-
tocol [3,50]. Thus, we are more interested in the security of components related to
data plane where end-users involve and thus, can cause more impacts to the net-
work. In addition, we deliberately decide not to consider the access control, as the
authors of [49], since the majority of previous works on this topic involves encryp-
tion and key management, which does not align with our main interest of data plane
security. Furthermore, we aim at addressing security threats in NDN with a statis-

tical method, hence, collecting data is essential. Therefore, we focus on attacks that
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are introduced with a detail description and demonstrated with either simulations
or experiments in the literature. For each of them, we will (1) explain the attack
principle and (2) introduce remarkable previous works. More details can be found

in existing security surveys [47-49].

Related work: Named-data Link State Routing Protocol

As stated in the previous section, the FIB is hardly compromised in practice due to
the existence of the NDN secure routing protocol. In this section, we briefly intro-
duce Named Data Link State routing protocol (NLSR) [3, 50] - a link-state routing
protocol that authenticates Link State Announcement (LSA) exchanged between NDN
routers. The trust in NLSR is organized according to a hierarchy with five levels:
root, site, operator, router and NLSR process. Each level’s key is certificated by the
higher level, i.e., NLSR process’s key is certified by router’s key and so on, as illus-
trated in Figure 2.2. The trust model is rooted at the network administrator, who
owns the root key. The root key packet is signed by itself. Moreover, the last compo-
nent of key names is always the hash of the key itself to ensure the binding between
the key and the key name. These key packets are distributed through key reposito-

ries so that a router can fetch the necessary keys for the verification process.

Root key name Site key name Ope;::;: Ly Router key name j. | NLSR key name LSA name
A A A A A
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SignedInfo: °|  SignedInfo: N SignedInfo: N SignedInfo: N SignedInfo: N SignedInfo:
root key name root key name site key name operator key name router key name NLSR key name
Signature Signature Signature Signature Signature Signature
[ (by root key) / (by oot key) / (by site key) / (by operator key) / (by router key) / (by NLSR key)
Root key Site key Operator key Site key NLSR key Routing info

FIGURE 2.2: NLSR’s signing and verification chain (modified from
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LSA is considered like a Data packet with Name and Signature fields. As such,
a router must send an Interest to collect routing info. When an LSA is generated, it
will be signed by the NLSR process key whose name is inserted in SignedInfo field of
the LSA. Before processing an LSA, an NDN router must first verify the packet by
retrieving the NLSR key from the key repository thanks to the SignedInfo field. The
router then checks the origin of the NLSR by requesting the router key indicated in
SignedInfo field of the NLSR key packet, and so on until reaching the root key. If at
any step key fetching is unsuccessful, or the signature is invalid, the LSA is consid-
ered illegitimate. Although the verification process passes through many steps, a
key’s legitimacy will be recorded once it is already verified successfully. Hence, if
the router encounters a recorded key name in the SignedInfo field, it only needs to

verify the signature and does not have to recheck the key’s origin.
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2.2 Pending Interest Table Attacks

In an NDN router, the PIT keeps states of Interests that the router already forwarded.
Those PIT states are used later to reverse-path forward Data packets. Attacks in this
category leverage this vital router component to cause damage. A crucial attack of
this type is the Interest Flooding Attack (IFA) — a variation of DoS attack in NDN.

2.21 Interest Flooding Attack

In NDN, Interest is used to express users’ requests while Data packet contains an
NDO (see Section 1.3.1). However, because NDN router does not accept unsolicited
Data (see Section 1.3.2), sending Data without precedent Interest hardly causes any
harm to the router. On the other hand, the attacker can flood both the PIT and con-
tent providers by sending a large number of Interests in a short period, thus prevent-
ing them from handling legitimate requests. Hence, it is called “interest flooding.” It

is identified by the NDN community as one of the most significant security attacks'.

Based on the type of content requested, we can identify three types of Inter-
est flooding attacks [51]: (1) existing (static), (2) dynamic and (3) non-existent con-
tent. Since NDN aggregates Interest for the same content, it is obvious that these at-
tacks must issue Interests for different content names. The first type requires knowl-
edge about existing contents in the network. However, this attack is much less effi-
cient since in-network caches, and NDN’s forwarding mechanism already provides
a built-in countermeasure against it [11,51]. After an initial wave of Interest flooding,
copies of the requested content will be stored in caches. Further Interests for the same

static contents will be satisfied by cached copies, without being forwarded further.

In the second case, the dynamic content is generated by the provider on de-
mand. As a result, caching dynamic content is not useful, and Interests for dynamic
content are usually forwarded to the provider. Such a case puts more load on the
content provider since the dynamic content can hardly be pre-computed. Further-
more, generating dynamic contents might be expensive, the content provider may
get overloaded due to significant signature computations. Besides, sending a large

number of Interests also consumes bandwidth and router storage.

In the third scenario, benefits of caching are lost since attacker continuously
sends Interests for different non-existent names. These names can be entirely forged
by the attacker or composed of a valid prefix and a random suffix [52]. In the latter
case, Interests are routed to specific content providers, following the longest-prefix

matching in FIB since the prefix exists. Although content providers can ignore such

1See NDN Frequently Asked Questions (FAQ).
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Interests, they still take up space in routers” PIT until expiration, preventing legiti-
mate Interests from being processed. Compared to two other types of IFA, this type
is more dangerous because it impacts not only content providers but also the net-
work infrastructure through router’s PIT. Also, it requires no knowledge of existing

content and exploits forged content names, thus can be launched with ease.

Previous works on IFA can be divided based on their approaches into two cat-
egories, namely detection - mitigation or protocol enhancement. The first approach pro-
poses a separate solution that can detect or mitigates IFA, while the second approach

suggests modifying some features in the existing NDN protocol.

Detection - Mitigation Approach

Previous works in this category can be divided according to their granularity into
three sub-category, namely per-face [53-55], per-prefix [56-59] and hybrid [1, 60, 61].
The per-face approach addresses the router’s faces that are under attack. Meanwhile,
the per-prefix approach targets the content prefix used to launch IFA. Solutions of the
hybrid approach can tackle IFA on both the router’s face and the malicious prefixes

of Interests.

Per-face Approach Based on the token bucket algorithm in packet-switched net-
works, Afanasyev et al. [53] propose three countermeasures against IFA. Among
them, satisfaction-based push back is the most effective method. This approach lever-
ages two NDN-specific features: (1) one Interest is satisfied by at most one Data and
(2) Data is forwarded on the reverse path of the Interest. The router monitors the
number of Data received and forwarded Interests, respectively denoted as D; and I;,
as well as maintains an up-to-date value of the Interest satisfaction ratio (D;/I;) for
each router’s face i to determine which face is under attack. The router also performs
a push back periodically, i.e., announce an Interest limit to the downstream node on
the malicious face. The announced limit on a given face is calculated based on the
face’s satisfaction ratio and the limit received from the upstream. When receiving
announcements from the neighbors, the router will change the Interest limit of its
faces. However, the authors state that, because a router can have several upstream
faces, it may not be entirely clear which limit from which upstream should be used
to calculate an announed limit for a given downstream. In their actual implementa-
tion, they modify the FIB to overcome this problem. The authors, however, does not

describe clearly how the database of FIB will change to adapt their countermeasure.

Compagno et al. propose Poseidon [54] — a detection and pushback countermea-
sure based on periodical calculation of p; and w; for each router face i. The former

is the number of bytes used to store, in the PIT, Interests coming from for face i. The
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former represents the reciprocal satisfaction ratio, i.e., the ratio between the number
of incoming Interests I; and the number of outgoing Data D; given a face i. Their
corresponding threshold (); and P; are not constant and can change over time in or-
der to adapt to different conditions of the network. An attack is detected when both
w; and p; exceed their thresholds?. Once an attack is detected, the router restricts
the Interest sending rate of the involved face and issues an alert message in a Data.
Since Data packet can be signed, receiving router can verify the validity of the alert
message. When a router receives an alert message and the last alert message already
expires3, it will decrease their thresholds (); and P; by a factor s. As the message
moving towards the attack sources, the statistics p; and w; will get smaller due to the
weak footprint. Therefore, decreasing the thresholds helps the router distinguish
better the malicious face from others. As such, the attack is pushed back eventu-
ally toward its source. If no attack is detected for a predefined amount of time, the
thresholds are restored to their initial values. Poseidon’s approach has simpler com-
putation than [53]. However, the authors do not indicate how they choose the values

for s and the initial values for (); and P;.

Per-prefix Approach Dai et al. [56] exploit PIT entries to trace back malicious In-
terests to its source. This idea is not feasible in IP network since an IP router does not
keep states in its memory when it forwards a packet. When the PIT size exceeds a
pre-defined threshold, the router triggers the Interest traceback. In this countermea-
sure, the router under attack generates spoofed Data to resolve Interests that have not
been satisfied for a long time. By looking up the PIT, spoofed Data will be forwarded
back to the previous node, and eventually arrives at the source of malicious Interests.
When the spoofed Data packet arrives at the edge router directly connected to the
attacker, the router will limit the sending rate of this face, mitigating the DoS attack.
Since rate limiting only occurs at the edge router, the proposal may be ineffective if
the edge router is compromised. Besides, the authors do not clarify how to identify
Interests that should be traced back and how to choose the PIT size’s threshold.

Inheriting the concept of proof-of-work [62], Li et al. propose Interest Cash [57]
—an application-based solution against IFA for dynamically generated content. The
purpose is to increase the user’s computational cost to issue an Interest. To send some
Interests, the user must first request and retrieve from the desired content provider
a meta-puzzle composing of pieces of information so that the user can generate and
solve the actual puzzle, which is a usual cryptography-related problem. The solu-

tion is considered as the “cash” to send Interest and will be appended to the Interest’s

2Note that w; is the reciprocal satisfaction ratio. Thus when IFA occurs, this value tends to increase.
3The latter is to avoid the case when several alert messages arrive at the router at the same time. In
such case, the router should not decrease its thresholds several times consequently.
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content name. The content provider can verify the solution without too much com-
putational cost (since it already knows the puzzle’s solution) and will send Data if
the cash is valid. A meta-puzzle can be saved on user’s storage so that it can be
used to find the cash for later Data. The meta-puzzle will be updated in two cases ei-
ther after the expiration time or when the content provider receives too many or too
few valid requests. The mechanism will not cause significant impact to a legitimate
user. However, for the attacker who sends a large number of Interests, it will suffer
a heavy burden. The attack can still be distributed to many hosts, but its severity is

still mitigated greatly since the total number of requests is limited.

You et al. [58] propose a method based on entropy [63] to detect IFA. The router
will aggregate PIT entries into groups, according to the corresponding name pre-
fixes, and calculate the entropy for each group. If there is no IFA, a group of PIT
entries should have a stable entropy. Otherwise, the entropy and the PIT usage
will increase. The number of prefix levels used to aggregate PIT entries is proposed
to change dynamically so that the attacker cannot predict the threshold of entropy
value. When an attack is detected, and the PIT usage varies from 75 — 95%, the
router decreases the lifetime of PIT entries belonging to the group with the highest
entropy value. When the PIT usage is even higher, PIT entries of the highest entropy
group will be dropped.

Hybrid Approach Wang et al. [60] propose a countermeasure based on fuzzy-logic
and a pushback cooperation of routers. The router periodically monitors two metrics
for detection: (1) PIT Occupancy Rate (POR) and (2) PIT Expiration Rate (PER). The
former represents the ratio between the current number and the maximum number
of PIT entries, while the latter means the ratio between the instantaneous number of
expired PIT entries and the number of pending PIT entries. Real-time POR and PER
values are inputted to fuzzy inference rules to decide if they are abnormal. Upstream
routers are more likely to detect the attack since they aggregate more traffic than the
edge routers, especially when the attack is distributed. If an attack is detected, the
mitigation is triggered. The router will listen to alert or pushback messages. The
alert message raises the attention for a router, telling it to start identifying malicious
prefixes (characterized by a high number of expired PIT entries) and malicious faces
(which have the most incoming Interests with the identified malicious prefixes). If a
malicious prefix is identified, this prefix will be notified to other routers on malicious
faces by a pushback message. When a pushback message arrives an edge router, it
limits the incoming rate of all Interest packets for the malicious prefix. However, it

may require a substantial amount of training data to get good fuzzy rules.

In [1], Tang et al. propose a two-phase approach that first determines the face
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under attack and then identifies the malicious prefixes on the involved face. In the
tirst phase, the router calculates periodically the Exponentially Weighted Moving
Average (EWMA) number of incoming Interests I; and outgoing Data D; of a given
face i, as well as the Relative Strength Index* RSI; = I;/(I; + D;). Usually, RSI should
be about 50%, implying that one Interest should have one Data returned. If RSI over-
comes a pre-defined threshold, the next phase should be triggered for the involved
face. The router records incoming Interests and expired Interests on the reported face
for each Interest’s prefix and calculate the expired ratio. If the expired ratio of a
name prefix exceeds a threshold, the prefix is considered abnormal. The router can
limit propagation for Interests requesting the abnormal prefix while maintaining the

forwarding for other prefixes of Interests on the involved face.

Protocol Enhancement Approach

In [64,65], Yi et al. propose to use Negative ACKnowledgment (NACK) packet to help
routers take the initiative when there is a problem with Interest forwarding. When
a PIT entry expires, or a router cannot forward an Interest, a NACK is sent to the
downstream node. This packet carries the content name of original Interest, plus an
error code. There are three types of error codes: (1) Duplicate; (2) Congestion or (3)
NoData. Duplicate error code indicates that the upstream router has received and
forwarded a duplicated Interest (i.e., having the same Name and Nonce fields as
ones recorded in the corresponding PIT entry, see Section 1.3.1) and still waits for
Data. The Congestion code indicates that the Interest cannot be forwarded due to the
congestion on the outgoing link. Finally, NoData code informs the downstream node
that the router cannot retrieve any Data to satisfy the Interest packet for some reason
(e.g. find no path in FIB or PIT entry times out). In the second and the third cases,
the sending router also removes the corresponding PIT entry to release its resources.
When a router receives a NACK packet with Congestion or No Data code, it can try
forwarding the Interest to other available upstream links if possible, as long as the
corresponding PIT entry is still valid. In case there are no links available, another

NACK will be issued to the next downstream nodes.

Remarks on Interest Flooding Attack

The majority of existing solutions on IFA requires routers to maintain some statis-
tics to detect either the faces or the prefixes under attack. However, the authors do
not clearly state how they choose the detection threshold. A poorly defined thresh-

old may lead to rigid and unreliable detection, 