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Résumé :

Dans cette these, des schémas cryptographiques
efficaces et robustes ont été proposés pour
surmonter les problemes actuels de sécurité et
de confidentialité des systéemes et applications
médicaux récents. La principale contribution de
cette thése est d’atteindre un haut niveau de
sécurité avec un minimum de surco(t de calcul
contrairement a de nombreuses autres solutions
existantes. Par conséquent, deux schémas de
chiffrement et une approche de disponibilité des
données ont été proposés pour les données
médicales afin de garantir les services de sécurité
suivants : confidentialité, intégrité et disponibilité
des données ainsi que [l'authentification de la
source. Les solutions cryptographigues proposées
sont basées sur les structures de chiffrement
cryptographiques dynamiques pour assurer une

meilleure résistance aux attaques existantes et
modernes. De plus, ces solutions ont été congues
pour étre légeres et ne nécessitent qu’'un petit
nombre d’itérations. La fonction de chiffrement
proposée n'est répétée qu'une seule fois et
utilise une permutation de bloc dépendante de
la clé. Elle satisfait également les propriétés
de confusion et de diffusion requises, assurant
ainsi les propriétés cryptographiques souhaitables.
Les résultats de simulation et d’expérimentation
ont démontré [lefficacité et la robustesse des
solutions cryptographiques proposées. De plus,
I'utilisation des schémas cryptographiques proposés
ouvre la porte a des algorithmes cryptographiques
dynamiques qui peuvent conduire a un gain de
performance et de sécurité significatif par rapport a
I'état de I'art.
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Abstract:

In this thesis, effective and robust cryptographic
schemes were proposed to overcome the current
security and privacy issues of recent medical
systems and applications. The main contribution of
this thesis is to reach a high level of security with
minimum possible overhead contrary to many other
existing solutions. Therefore, two cipher schemes
and a data availability approach were proposed
for medical data to ensure the following security
services: data confidentiality, integrity and availability
as well as source authentication. The proposed
cryptographic solutions are based on the dynamic
cryptographic cipher structures to ensure a better
resistance against existing and modern attacks.

Moreover, these solutions were designed to be
lightweight and they require a small number of
iterations. The proposed ciphers round function
is iterated only once and uses a key dependent
block permutation. It also satisfies the required
confusion and diffusion properties, consequently
ensuring the desirable cryptographic properties.
Simulation and experimental results demonstrated
the efficiency and the robustness of the proposed
cryptographic solutions. Furthermore, employing the
proposed cryptographic schemes open the door to a
dynamic cryptographic algorithms that can lead to a
significant performance and security gain compared
with other recent related state-of-art.
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CONTEXT AND PROBLEMS






1

INTRODUCTION

Currently, traditional healthcare models face a challenge when dealing with the enormous
increase in the number of patients as well as the recent technology revolution, thus,
mandating a shift in the healthcare sector mindset. As such, it has become essential to
benefit from modern technology in order to develop and enhance the services of the
healthcare sector (called E-Health services).

E-Health services promise to initiate a revolution in the area of healthcare in general
such as the reduction of the congestion in hospital emergency services, remote patient
monitoring that can be performed via wearable sensors, hence offering an efficient and
low-cost solution. The result is ongoing monitoring and care for patients, resulting in
fewer visits to the doctor and helping to reduce the number of medical accidents that can
threaten patients’ lives. Technically, E-Health services can use a collection of medical
devices and applications that connect to healthcare IT systems through secure networks.
Medical devices allow machine-to-machine communication by using several wireless
connection types such as WI-FI. Moreover, these devices transmit captured data to cloud
platforms to be analyzed and stored.

E-Health systems face different security and privacy issues and challenges. In fact, the
introduction of new technologies such as Internet of Things (loT) led to new threats
emanating from different sources, starting from attackers with malicious intents and
ending with opportunists exploiting vulnerabilities in such systems to cause deliberate
or accidental harm. Moreover, the cyber threat landscape has indeed evolved from
individual hackers to highly organized criminal groups and advanced cyber-criminal
syndicates, having healthcare as a major target. The nature of e-Health devices can be
small with limited capabilities. This renders them an easy targets for cyber-attacks that
can threaten the highly sensitive nature of the data carried by those simple devices.

Consequently, current research efforts are focused on ensuring a safe and secure
deployment of e-Health systems, which will increase the confidence and acceptance of
such services such as remote patient monitoring. This can be achieved by implementing
the right and appropriate security measures to protect the privacy and security of
patients’ data.

E-Health applications are tightly linked to sensitive infrastructures. They handle sensitive
information about patients, such as their locations and movements, and their general
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state of health. The acceptance and wide deployment of E-Health applications will
depend on the protection it provides to patients’ privacy and the levels of security it
guarantees. In addition, E-Health security and privacy requirements are expected to be
more essential than those of conventional networked systems. Therefore it is clear that
in the absence of robust and efficient security and privacy solutions, attacks may offset
E-Health benefits and lead to dangerous consequences and as such, hinder its wide
deployment.

Therefore, these healthcare technology advancements came side-by-side with privacy
and security issues, due to the fact that these data are vulnerable to interception, and
falsification through open networks. In this pursuit, the encryption scheme is mandatory
to ensure the confidentiality of medical data for a secure transmission over the public
networks. As result, security of medical applications have been increasingly studied in
the last decade [Almohri et al., 2017, |[Kocabas et al., 2016].

To ensure security, two kinds of solutions are available : cryptographic or non-
cryptographic algorithms.

Consequently, data protection requires cryptographic algorithms mainly to ensure data
confidentiality, data integrity, source authentication and data availability security services
in order to achieve secure storage and communication, especially during transmission
over public networks.

In addition, confidentiality is generally ensured by the use of encryption algorithms, while
a key hash function (or authentication mode) is required to protect against threats to
data integrity and source authentication. Encryption can be performed at the block level
or in stream mode. In stream cipher, data is mixed with a pseudo-random stream, while
in block cipher, data is divided into blocks of fixed size (usually 128 bits). A block cipher
employs a round function that is iterated r times on each block and it is a reversible
function [Kwon et al., 2005].

Additionally, block cipher can be considered as a stream cipher when the block cipher is
used to produce a keystream sequence, which is the case in OFB (Output Feedback) and
CTR (CounTeR) operation modes [Dworkin, 2001]. The security in stream cipher is based
on different metrics that depend on the quality of the produced keystream sequences,
which should ensure high non-linearity, long periodicity and high randomness degree.
Furthermore, KDF (Key Derivation Function) and PRNG (Pseudo Random Number
Generator) can be based on block cipher, keyed or un-keyed hash functions as described
in [Barker et al., 2012].

1.1/ PROBLEM FORMULATION

Devices with good computational resources and reasonable memory capacity rely on
traditional cryptographic algorithms to ensure the required security services such as
data confidentiality, data integrity and source authentication. In general, confidentiality is
based on Symmetric Key Cryptography (SKC) since it is more efficient than Asymmetric
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Key Cryptography (AKC). The SKC Algorithms [Paar et al., 2009a] are based on a secret
key shared between two entities and it consists of a cipher algorithm, a keyed hash
function, such as HMAC (keyed-Hash Message Authentication Code), and a DPRNG
(Deterministic Pseudo Random Number Generator). In addition, a Key Derivation
Function (KDF) can be built based on a keyed hash function or a block cipher.

Subsequently, encryption of medical data such as images became mandatory to ensure
data confidentiality to prevent eavesdropping attacks, in addition to protecting privacy.
This is all the more necessary because medical images contain some patient information
(visual and non-visual) in addition to meta-data. However, traditional symmetric-key
cryptographic algorithms such as AES [Daemen et al., 2002b] requires multi-rounds
and multi-operations (substitution and diffusion) for each round. Therefore, this kind
of cipher may be inappropriate for multimedia content (medical images and video),
due to the intrinsic features of frames, and the strong correlation among the adjacent
pixels [Flayh et al., 2009]. Thus, offering a new kind of cipher structure to secure medical
multimedia contents is necessary.

This thesis presents an overview of the existing cryptographic algorithms and explains
its limitations. In fact, the static structure of the functions of the rounds used is the main
cause of these problems because a large number of rounds and operations are required.
This therefore introduces an additional cost in terms of latency and resources.

Alternatively, a new kind of cryptographic algorithm was presented and it is based on
chaotic maps, which refer to non-linear dynamic system that can produce pseudo-
random sequences or to produce substitution and diffusion primitives. As a result of
this propriety, researchers have been investigating Chaotic Cryptography paradigm
for the last two decades. Chaos theory proposes good properties for cryptography
applications, mainly due to the extreme sensitivity of the initial conditions and parameters
owing to the non-linear maps. These initial values could be set as secret keys for
the cryptography applications based on chaos, which illustrates the role of chaotic
maps with cryptographic applications. Moreover, chaos-cryptography was integrated
extensively in order to build symmetric cryptographic algorithms with various applications
to secure the digital images such as stream cipher scheme [Lin et al., 2018], block cipher
algorithm [Wang et al., 2015b] and hash-encryption system [Li et al., 2016].

However, chaos cryptographic algorithms suffer from different security and imple-
mentation issues. Especially with digital images security, where recent algorithms
have shown critical issues of resisting differential attacks which led to cryptanalyzed
most of them [Li et al., 2011, |Rhouma et al., 2010, [Li et al., 2002]. Most of these is-
sues are presented since the employed chaotic maps were 1-D and consequently
have short periodic [Huang et al., 2009], and they are implemented with a finite
computing precision. This makes the system vulnerable to reduce the length of
generated sequence periodic which facilitates the tracking of different types of at-
tacks [Arroyo et al., 2009, |Alvarez et al., 2009]. In addition, iterating chaotic maps with
float precision makes the practical real software or hardware implementation of these
solutions very complex in term of efficiency.
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1.2/ CONTRIBUTION

To overcome these limitations, this thesis proposes and recommends the deployment of
the dynamic cryptographic algorithm structure to reduce the required round number and
operations. However, designing dynamic cryptographic primitives with maximum cryp-
tographic performances and efficiency is also reached with the proposed cryptographic
variants. Moreover, the proposed dynamic key dependent cryptographic solutions are de-
signed to reach a good balance between the security and performance level.

Firstly, we highlight all the above-mentioned security issues in details with full discussion
in their emerging medical health-care such as loMT. Then, we present the existing secu-
rity solutions that are required to make these systems secure. However, these security
solutions introduce an overhead, which can degrade the system performance. Then, we
list the different issues of these security solutions.

The proposed approach ensures several contributions compared to the recent cryptogra-
phic schemes to reach a high level of efficiency and security. The main contributions of
this thesis in terms of system performance and security level are summarized as follows :

SYSTEM PERFORMANCE

1. The proposed cryptographic algorithms are realized in the block level with a flexible
size of blocks that can be adjusted according to the available memory, thus allowing
the approach to be realized with tiny limited devices.

2. Efficient key dependent cryptographic primitives are built (with a substitution and
permutation tables for cipher scheme, and an invertible diffusion matrix for the data
availability scheme) that can ensure good cryptographic performances and can ac-
complish a good improvement in time and simplicity. This will reduce the time requi-
red in order to build these cipher layers and will simplify the hardware implementa-
tion. This is essential, since each primitive of these three has its effect and its role
in making the proposed cipher scheme secure and efficient.

3. We propose two new cipher schemes that are based on the dynamic key dependent
cipher approach. The proposed ciphers require to iterate a round function for only
one round iteration with a minimum possible of simple operations compared to the
majority of encryption schemes. This reduces the required delay and resources for
each block of data.

4. In addition, the proposed algorithm ensures the avalanche effect with only one
round since it is based on the dynamic key approach, where a new dynamic key
is used for each input image. Moreover, the proposed cipher schemes can ensure
a minimum error propagation.

SECURITY PERFORMANCE

1. The proposed cipher scheme presents an efficient collaboration scheme between
substitution, byte and block permutation to ensure a high level of security and effi-
ciency.

2. A block permutation operation is introduced to randomize the sequential order of
chained blocks. This operation can make the procedure of possible future attacks
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complex and consequently ensures a better security level compared to the existing
cipher approaches that preserve the encryption sequential order. In addition, this
step requires a lower latency overhead and will not degrade the previous perfor-
mance contributions.

3. The dynamic key approach is used and the key can be changed for each
fixed/chosen time (defined by an application or a user) or for each input image which
will make the cryptanalysis task unfeasible. The attacker’s task becomes more dif-
ficult because of the sensitivity of the unpredicted dynamic key especially if this
dynamic key is changed for each input image. This will ensure a high level of secu-
rity against the existing and modern powerful attacks since dynamic cryptographic
primitives are unknown.

As a conclusion, the presented results of performance and security tests prove that the
proposed approach is efficient and can ensure a high level of security compared to other
recent image encryption algorithms that have static or chaotic structures.

Therefore, the proposed cipher can be considered as a good candidate since it ensures a
good balance between system performance and security level. Therefore, we think that
the modern cryptographic algorithms should be based on the dynamic approach
that can reach a good balance between efficiency and security.

1.3/ ORGANIZATION
The thesis work is organized as follows :

In Chapter 1, we discuss the different security issues and challenges of E-healthcare
systems such as the lack of security and privacy measures, in addition to the necessary
training and awareness explained in detail. To enhance the defense level of loMT against
attacks, the right security measures and the required training skills should be applied.
Consequently, existing security solutions are presented to make E-healthcare systems
more secure and safer to use. In this chapter, the security solutions are divided into
two classes : either cryptographic or non-cryptographic. Then, the different solutions
are analyzed and compared in terms of computational complexity, required resources,
and additional hardware. Unfortunately, ensuring security introduces a trade-off between
the security level and system performance. In fact, new lightweight security solutions
are required to reduce the delay and resources overhead. On the other hand, non-
cryptographic solutions are presented and explained in details. We clearly indicate that
there is a need to design an efficient intrusion detection/prevention system that coope-
rates with dynamic shadow honeypots. Moreover, different forensics issues surrounding
the E-healthcare systems are explained. Afterwards, existing digital forensics solutions
are also explained to preserve pieces of evidence. Finally, a security solution is proposed,
which is divided into five different layers to detect and prevent attacks, in addition to
reducing/correcting the damage of these known attacks and preserving the patient’s
privacy.

The second chapter is devoted to the design of selective medical encryption schemes.
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To this end, we study the characteristic of medical images. First of all, we would like
to remind you the existing ciphers, and especially the recent lightweight ones. Then,
we present the proposed medical image encryption algorithms that require only one
round to reduce the required delay and resources. Therefore, a high-security level is
ensured, since each medical image is encrypted independently of previous and next
images. Then, we quantify the cryptographic performance of cipher primitives, and
consequently of the proposed cipher by using different cryptographic metrics such as
linear and differential probability approximation, avalanche criteria, and key sensitivity. In
addition, a set of performance metrics were used such as the execution time and error
propagation. Based on the obtained results, the proposed one round cipher is efficient.
Therefore, it can be considered suitable for real-time applications and tiny devices.
Moreover, we propose a specific medical image encryption solution that defines three
variants of the encryption algorithms(3) : (a) full, (b) middle-full, and (c) selective. The
full approach encrypts all sub-matrices of a medical image, while the middle-full variant
is a middle solution between the selective and full algorithms and its goal is to just hide
the type of the medical image(s). Selective encryption identifies a set of sub-matrices
of an image according to a statistical average test, known as the region of interest
(ROI). The middle-full and selective variant reduces more and more the required latency
and resources compared to the traditional full encryption scheme. Consequently, our
proposed approach is flexible since it can be applied in either selective, middle-full, or full
modes. Also, the size of a sub-matrix is variable and can be changed according to the
available memory size.

In the third chapter, we focus on enhancing the first cipher and designing a newly secure
and lightweight enhanced one round cipher scheme. In addition, we develop the different
cryptographic primitives (layers) based on the key setup algorithm of RC4, which requires
less computation complexity compared to the presented ones in the second chapter.
Based on these cipher primitives, we then describe the proposed enhanced one round
cipher, which uses primitives such as substitution and permutation tables. In fact, based
on the obtained results, we can conclude that the second enhanced one round cipher
scheme can also resist against data confidentiality attacks as it is more suitable for
real-time applications and tiny devices compared to the first one.

The fourth chapter, presents the detailed structure and the study of a new medical data
availability and protection scheme. This chapter defines a new data availability solution
that is based on the secret sharing algorithm and especially the information dispersal
one that can reach better performance compared to Shamir Secret Sharing. This solu-
tion will complete the previous cipher solutions to ensure data availability, data integrity
source authentication in addition to data confidentiality for medical data. To do this, we
first present the existing Information Dispersal Algorithm (IDA) variants and their proper-
ties. Then, based on the original IDA, we realize a very efficient AONT-IDA (AONT means
All or Nothing Transform), using dynamic key dependent invertible IDA matrices. Let us
indicate that a new lightweight information dispersal algorithm variant is presented and it
is dependent on the dynamic key, which makes its corresponding structure variable and
dynamic. This can consequently help with reaching a higher level of security. Several se-
curity and performance tests were realized to prove the effectiveness and the robustness
of the proposed information dispersal variant. Finally, we present and analyze the perfor-
mance of the proposed medical data availability-protection solution, before concluding on
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SECURING MEDICAL DATA AND
SYSTEMS : LIMITATIONS, ISSUES AND
RECOMMENDATIONS

ABSTRACT

Traditional health-care systems suffer from new challenges associated with the constant
increase in the number of patients. In order to address this issue, and to increase the
accuracy, reliability, efficiency, and effectiveness of the health-care domain, the Internet
of Medical Things (IoMT) was proposed. IoMT can be considered as an enhancement
and investment to respond more effectively and efficiently to patients’ needs. However,
loMT suffers from different issues and challenges such as the lack of security and pri-
vacy measures, in addition to the necessary training and awareness. In this chapter, we
highlight the importance of implementing the right security measures and the required
training skills, in order to enhance the immunity of loMT against cyber-attacks. Moreover,
we review the main loMT security and privacy issues, and the existing security solutions.
These solutions are classified as cryptographic or non-cryptographic. Then, the different
solutions are analyzed and compared in terms of computational complexity and required
resources. It is important to note that the security measures for loMT exhibit a trade-off
between the security level and the system performance, especially in the rise of digital
healthcare v4.0 era. Next, we discuss the appropriate security solutions such as light-
weight cryptographic algorithms, and protocols that attempt to reduce the overhead in
terms of computations and resources. This leads to the conclusion that there is a need
to design an efficient intrusion detection/prevention system that cooperates with dynamic
shadow honeypots. Finally, we propose a security solution, which is divided into five dif-
ferent layers to detect and prevent attacks, in addition to reducing/correcting the damage
of these known attacks and preserving the patients’ privacy. However, it should be noted
that zero-day attacks and exploits are still the main challenging issue that surrounds loMT.

2.1/ INTRODUCTION

The integration of medical devices within the Internet of Things (loT) (see FIGURE [2.1),
led to the emergence of the Internet of Medical Things (loMT) [Balandina et al., 20135].
With the emergence of the new digitized healthcare era, called Healthcare v4.0

11



12 CHAPITRE 2. SECURING MEDICAL DATA AND SYSTEMS

[Thuemmler et al., 2017, |Pang et al., 2018], loT devices were deployed in several me-
dical domains, especially with the excessive use of medical wireless sensors, devices,
Unmanned Aeria Vehicles (UAVs), and robots. In fact, medical sensors and actuators
are used as wearable devices in the context of body area networks. Instead of keeping
patients in hospitals, these devices are capable of constantly monitoring the patient’s
health in real-time, while offering them better physical flexibility and mobility. On the
other hand, medical robots can also serve as surgical robots, as well as hospital
robots [Beasley, 2012], which are capable of accurately performing small surgeries.
They are also capable of performing several medical tasks such as Cardio-Pulmonary
Resuscitation (CPR) [Rosen et al., 2006]. However, the main issue is that many loMT
devices are prone and vulnerable to cyber-attacks simply because medical devices are
either poorly secured against potential adversaries, or not secure at all. Therefore, any
cyber-attack can have drastic consequences, threatening patients’ lives, which would
hinder the wider deployment of loMT.

Furthermore, IoMT applications are closely related to sensitive healthcare services, es-
pecially that they handle sensitive information about patients including their names, ad-
dresses, and health conditions. The main challenge in the loMT domain is preserving the
patient’s privacy without degrading the security level. In addition, appropriate security and
privacy solutions should include minimum computations and require minimal resources.

Data center (Control Center)

| Server m | ---- | Server 1 | Q||

8-

—{ Gateways '7

Aggregationnode1l | @ -------------- Aggregation node k

loT loT oT  \ _____._ Dk\)/iT 5 'C"“T loT
Device 1 Device 2 Device 3 i»zce i_lce Device n

FIGURE 2.1 — An Example of Internet-of-Things System with n 10T Devices, k Aggregation
Nodes & m Servers

2.1.1/ MOTIVATIONS & AIMS

Recently, medical loT systems became among the most important advanced medical
technologies. This technology can achieve a significant gain by enhancing the remote
monitoring of medical services. Moreover, it can help in detecting any medical issue very
early and thus, preserve patients’ lives and health.

However, in the IoOMT domain, many of the connected medical devices present security
vulnerabilities that make them prone to malicious exploitation attempts. Such issues
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may lead to drastic consequences, which would affect patients’ lives by perturbing (or
controlling) medical devices. Therefore, it is mandatory to overcome these issues to
preserve the efficiency and accuracy levels of medical 10T systems.

On the other hand, the pervasiveness of medical sensitive data within IoMT systems
makes them prone to advanced attacks (e.g. Ransomware) that target their main security
aspects including privacy, integrity and confidentiality. This would severely impact the
credibility, adoption, and wide deployment of loMT systems.

Our aim, in this chapter, is to identify the main threats that may compromise the security
of IoMT devices and systems, and to identify the necessary and appropriate measures
that are essential for their security.

2.1.2/ RELATED WORK

Medical loT systems became core to the e-Healthcare domain whereby smart me-
dical sensors and devices are installed to improve patients’ lifespan and medi-
cal conditions. However, this domain came under a variety of attacks such as
botnets targeting medical systems [Zhang et al., 2011], as part of targeted cyber-
crimes [Zhang et al., 2012]. In [Kumar et al., 2014a], loT security and privacy issues
were discussed but were not effectively linked to IoMT. Various intrusion detection
[Mitchell et al., 2014, (Zarpelao et al., 2017] and authentication/authorisation [Sey, 2018|
Trnka et al., 2018] methods were presented to ensure a secure IoT environment with lit-
tle notice to their application to IoMT. Moreover, only recently more work was directed
to the security of healthcare systems. A generic survey on medical big data analysis
was conducted in [Kuila et al., 2019] to sort big data issues and challenges of adopting
loMT solutions [Challoner et al., 2019], while an on-demand loT adoption in hospitals was
conducted in [Kang et al., 2019] to enhance nurses’ experience based on the pros and
cons of the loT adoption in healthcare technologies [Adhikary et al., 2019]. In this chapter,
we present a more detailed, holistic and analytical view point on the loMT and healthcare
domains, as well as the integration of cyber-physical systems within the medical field. All
the mentioned cyber-attacks exclusively target healthcare systems, while the presented
security measures are discussed in a way to ensure their adoption in such domains.

2.1.3/ CONTRIBUTIONS

The novelty of the chapter stems from the fact that it includes a comprehensive overview
and analysis of all security and privacy issues related to medical IoT systems. Also, the
chapter discusses the recent lightweight security solutions, which consist of cryptographic
and non-cryptographic techniques. Moreover, several lessons are learned from the over-
view and accordingly, several recommendations are proposed towards making medical
loT systems secure and safe to deploy and use.

More specifically, the contributions of this chapter can be summarized in the following
points :
— Perspective & Future Trends of IoMT systems are presented, including their
communication types, device types, and applications.
— Benefits of IoMT systems and applications are presented and discussed.
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— Concerns & Risks are highlighted, especially in terms of public and privacy
concerns, while risks are presented and evaluated through a proposed qualitative
risk analysis method.

— Attack Sources & Characteristics are presented and discussed in details, inclu-
ding their scope and impacts.

— Cyber-Attacks are presented per security breach, while exploring malware and
code injection attacks. Moreover, real-case cyber-attacks are also presented.

— Security Measures including technical and non-technical ones are presented,
evaluated and analysed especially in terms of their advantages and limitations.

— Suggestions & Recommendations are presented based on the conducted re-
search for a much more efficient and secure IoMT environment.

2.1.4/ ORGANIZATION

This chapter is divided into seven sections, in addition to the introduction, which sheds
light on the digitization era of healthcare v4.0. Section presents and details the main
IoMT communication protocols and application domains. Section highlights the main
IoMT challenges, constraints, concerns, and risks, while presenting a qualitative risk as-
sessment. Section presents and discusses the most recurring cyber-attack types
against loMT main security goals, including real-case cyber-attacks against well-known
hospitals in the United Stated (US) and the United Kingdom (UK). Section presents
various technical and non-technical security measures that are suitable for protecting
the IoMT and e-Healthcare systems, communication and devices, along with their ad-
vantages and limitations. Section presents the most valuable lessons learnt from
this survey. Section highlights this chapter’s main suggestions & recommendations
which include the adoption of lightweight cryptogprahic solutions, hybrid and dynamic
non-cryptographic solutions, and finally the implementation of artificial intelligence for a
higher accuracy and in a real-time. Section [2.8] concludes the presented work with some
prospects on future work.

2.2/ |OMT BACKGROUND, PERSPECTIVE & FUTURE

In this section, the main communication types used in IoMT are presented, in addition to
the different types of medical devices, as well as the benefits offered by loMT systems.
Moreover, the future prospects of loMT are also highlighted and presented in FIGURE[2.2]

2.2.1/ IoMT COMMUNICATIONS

Real-time data transmission among medical devices takes place via four main communi-

cation networks types. These types include Body Area Networks, Home Area Networks,
Neighbourhood Area Networks, and Wide Area Networks.

— Body Area Network : A Body Area Network (BAN) is a network medium for the

transmission of patients’ vital signals, which are measured by either a wearable or

a portable sensor. In [Kocabas et al., 2016], Kocabas et al. stated that the commu-

nications between medical devices can be secured using biomedical signals. The-
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refore in [Poon et al., 2006], Poon et al. presented a low-power bio-identification
mechanism by using an Inter-Pulse Interval (IPl) to secure the communication
between Body Area Network sensors. In [Venkatasubramanian et al., 2010], Ven-

katasubramanian et al. managed to use a physiological signal that agrees over a

secret key of the symmetric key cryptosystem for BAN sensor communications. As
a result, the collected medical data is sent to the controller in two different ways :
— Smart-Phone : transmits the collected data via a mobile network to the base
station (BS) that routes it until it reaches the medical data center.
— Wireless Medical Device : (see FIGURE transmits data using one of se-
veral wireless communication protocols such as Zigbee [ZigBee, 2006], Blue-
tooth [Bhagwat, 2001], or Wi-Fi [Alliance, 2010].

— Home Area Network :

A Home Area Network (HAN) uses a controller,

which handles the communication for sending the gathered data to an avai-
lable Access Point (AP) located in the patient's home. Transmissions can
rely on Wi-Fi, or LTE/LTE-A [Doppler et al., 2009] in case of a Femtocell
AP [Chandrasekhar et al., 2008].
— Neighbourhood Area Network : A Neighbourhood Area Network (NAN) enables
users to quickly connect to the Internet [Ye et al., 2015]. It is used to establish
wireless communication between close areas such as homes and their neighbou-
rhoods. It can be based on an omnidirectional antenna that allows a single AP to
cover a radius of at least half a mile. Moreover, a NAN can rely on a directional

antenna to improve the AP’s signal as shown in FIGURE As such, the AP for-
wards the data to a mobile data station, which allows the data sent from the home’s

AP to be directly received at the mobile Base Station (BS).

— Wide Area Network : A Wide Area Network (WAN) represents the communica-
tion from a mobile Base Station or from an access point to the mobile/Internet
(remote) medical infrastructure. In case of emergencies, a WAN ensures real-time
data transmission to emergency response teams. Once the data is received, the
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AP can also send the data to cloud services for storage at the specified server.

2.2.2/ 10oMT DEVICES & PROTOCOLS

Medical devices are differentiated according to their needs. In fact, many of them are
available as a gadget in the medical market, or are being used by hospitals for real-time
smart remote monitoring. These smart medical devices can range from fithess devices,
to blood-pressure devices, to sugar-level devices. A set of these medical devices is listed
in TABLE

Given that the aging population in developed countries is growing, there is a need for a
much more sophisticated and suitable health-care system. The recent loMT technology
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is considered as one of the most important solutions, which was introduced to answer the
growing needs and demands. loMT ensures physical mobility for patients, which leads
to the reduction of the number of patients in a hospital performing Blood Pressure (BP)
tests, or a Cardio-Vascular Disease (CVD) tests, which constitute 30% of global death,
as stated by the World Health Organization (WHO). Moreover, diabetic cases can now
be remotely monitored from hospitals.

These devices can be either implanted, worn, or held. Moreover, some devices can be
used in-home and others are specialized and to be used in hospitals and clinics. In the
following, we give examples of such devices. The different protocols supported and em-
ployed to (inter-)connect such devices are listed in TABLE

TABLE 2.1 — A set of protocols used for [oMT interconnection

Protocol Classification Range Description
4G or LTE Wireless Medium Cellular Technologies that Connects Medical
Range Personal and Wearable Devices
Wi-Fi, 802.1x Wireless Medium Reliable, Real-Time, High Power and Long
Range Range Medical Connection
Zigbee Wireless Medium Used for Low Data Rate Medical Connections
Range with Minimum Latency & Energy Consump-
tion
Z-Wave Wireless Medium Used for Low Data Rate Medical Connec-
Range tions, include Sending Alerts & Tele-Home
Healthcare (Remote Monitoring)
Bluetooth Wireless Short Range | Used for Short Range Connection to a

Nearby Medical Device including Smart Me-
dical Sensors

6LoWPan Wireless Medium Used for Medical Low Power Wireless Perso-
Range nal Area Networks
Machine-to- Wireless Long Range | Real-Time Remote Patient Monitoring & Er-
Machine (M2M) ror Detection, Enhanced Patient Care & At-
tention
Internet Proto- | Wireless Long Range | Software Responsible of [oMT and E-
col (IP) Healthcare Communications

— Wearable and Personal Devices : these include smart and electronic medical
devices that collect, monitor and improve patients’ health conditions in a real-
time manner, and at a reduced cost [Wang et al., 2015c]. Wearable devices in-
clude fitness trackers, smart health watches, wearable Blood Pressure Moni-
tors (BPM), ring-type heart rate monitor and biosensors [Koydemir et al., 2018,
Hiremath et al., 2014]. Due to the increase in the number of ageing population and
spread of diseases, there is even a higher demand for tele-home healthcare. In the
following some of these devices are described in detail.

— Smart Fitness Devices are used to maintain a healthy lifestyle for patients and
to improve their health conditions. This is achieved by adopting a daily workout
routine, which varies and depends on the patients’ ability and physical status,
along with their condition, age and gender. Several additional smart fitness
devices were mentioned in [Naditz, 2009], including "TomTom Spark 3”, which
is a fitness tracker and "on-wrist navigator” [Yuen et al., 2017] and "Moov Now”,
which is also a fitness tracker [Pinto et al., 2017].
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— Smart Blood-Pressure Devices are deployed in many IoMT fields and do-
mains. They are used to remotely and continuously monitor the blood pres-
sure of patients. These devices check for deviations in blood pressure from
the norm towards detecting rapidly any anomaly and transmitting the data
in real-time. A set of such devices includes "Omron EVOLV” [Asmar, 2017],
"iHealth Feel & View BPM” [Kasl et al., 1966] and “Philips Upper Arm
BPM” [Nijboer et al., 1988].

— Smart Glucose-Level Devices are used to monitor and to track the real-
time sugar levels of patients who suffer from diabetes types | and Il. They
help in maintaining the right insulin level to protect the patients. This re-
duces the implications and risks associated with unexpected higher or lo-
wer levels of insulin. Examples of such devices include the GlucoWise de-
vice [Aggidis et al., 2015], in addition to turning a given loT device (mainly
smartphones) into a blood sugar meter sensor [Swan, 2012], and iBGStar
Blood Glucose Meter [Tran et al., 2012]. In case of an insulin drop, signals are
sent to the actuators of the insulin pump to inject the appropriate insulin dose.
Another actuator example is the spinal cord stimulator, which is implanted in
the patient’s body to ensure long-term pain relief [Krames, 2002].

— Smart Heart-Rate Devices are used in several medical domains and they are
capable of saving patients’ lives. A set of k devices can monitor patients’ heart
rates in real-time, while other devices communicate only urgent data, when an
anomaly is detected. As such, the main task of these devices is to predict any
possible heart-attack before it occurs. These devices may include wearable
wireless sensor networks and BANs [Wang et al., 2017], along with different
heart-rate monitoring devices [Komulainen, 2001].

— Smart Diet Devices are being used to maintain a healthy diet for patients
who mainly suffer from eating disorders. They are specifically used by obese
people who struggle in following a certain diet or sometimes forget about
diet restrictions. In fact, smart diet devices have become a substitute for
paper-written diets. Such devices would send users automatic updates about
their daily diets, with different nutrition ingredients, via a smart diet soft-
ware [Marrow et al., 2001].

In-home Medical Devices : these include ventilators, infusion pumps, and dia-

lysis machines that are currently being used outside the hospital or clinic, which

are also provided by a health care professional, and rely on simple technologies

(e-mail, the Internet, smart medical devices) to communicate with the hospital

[Hung et al., 2004]. Among these devices, we mention test kits, first aid equip-

ment, durable medical equipment, feeding equipment, voiding equipment, treat-

ment equipment, respiratory equipment, infant care, and other equipment which

are further discussed in [Council et al., 2010].

In-Hospitals and Clinics Medical Devices : hospitals must always be prepared

for any emergency or incidence, whether or not these are life threatening. As such,

a high level of readiness of both medical equipment and staff is a must to offer the

right treatment for patients. In this context, medical donations play a crucial role

[Perry et al., 2011]. Among such medical devices we list defibrillators, anesthesia

machines, patient monitors, Electrocardiogram (EKG) Machines [Bio, 2019], sur-

gical tables, blanket and fluid warmers, electro-surgical units, surgical tables and

lights, which are further discussed in [10P, 2017].
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TABLE 2.2 — A set of medical loT applications [Ullah et al., 2012]

Application Data rate Bandwidth | Accuracy (bits)
(Hz)
ECG (12 leads) 288 kbps 100-1000 12
ECG (6 leads) 71 kbps 100-500 12
EMG 320 kbps 0-10,000 16
EEG (12 leads) 43.2 kbps 0-150 12
Blood saturatio n 16 bps 0-1 8
Glucose monitoring 1600 bps 0-50 16
Temperature 120 bps 0-1 8
Motion sensor 35 kbps 0-500 12
Cochlear implant 100 kbps 70- 16
350/3500-
8500
Artificial retina 50-700 10 12
kbps

IOMT APPLICATION DOMAINS

Despite the challenges that surround the IoMT domain, this technology offers several
advantages via health-care applications [Suvarna et al., 2016]. First, and since the vital
signs of a patient could be monitored in real-time, this allows patients and the medical
staff to communicate instantly. This reduces the cost of medical care by reducing the
number of doctor visits. Improving patients health and lifestyle is another benefit of loMT.
The immediate access to a patient vital signs allows the early diagnosis, the prescription
of medication and the injection of medication via a wearable device.

The future of IoMT aims at further involving devices and applications in the roles of doc-
tors, nurses, medical kits and receptionists. However, the general public still has concerns
about the necessary security, privacy, trust and accuracy of such loMT systems.

— Smart-Doctor :

One of the future plans is to introduce the concept of smart-
medical robots to perform the role and tasks of a real doctor. Some patients have
expressed concerns regarding this matter while others felt more comfortable spea-
king to a robot doctor about their private medical issues than they would with a real
doctor. Despite the opposing views, in the near future, the term smart-doctor will
be frequently heard and used.

Smart-Nurse : Smart-medical robots will also be able to perform secondary me-
dical tasks such as taking the role of a nurse. In many cases, they may perform
the task of a smart-assistant to a given nurse to facilitate the nurse’s tasks. The
plan is to rely on robots to perform a secondary or/and supportive medical task,
according to the medical conditions and needs.

Smart-Medical Technology : It includes Smart medical equipment and kits that
are currently being deployed and used by paramedics to provide immediate help
to patients who are in urgent need of medical care and assistance. One example
is the use of of medical drones to perform such a task [Haidari et al., 2016]. Me-
dical drones were originally introduced to respond to emergencies related to pa-
tients suffering from cardiac arrests [Pulver et al., 2016], since these drones are
the fastest to arrive at the emergency scene. The drones would be directed to fly
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to specific destinations, which saves time and as such, saves lives since para-
medics might end up stuck in traffic, and may not be able to respond as quickly
as needed. This encourages the reliance on smart medical robots [Li et al., 2004]
to perform surgical operations within a hospital setting. Virtual/Augmented Reality
and Artificial-Intelligence (Al)-based medical technologies were also employed for
various medical purposes. This includes Virtual-Reality to perform various rea-
listic operations such as simulated training [McCarthy et al., 2019], emergency
training [Munzer et al., 2019], and Cardio-Pulmonary Resuscitation (CPR) training
[Balian et al., 2019]. Al-based medical technologies are also being used to ensure
a higher accuracy rate [Jiang et al., 2017]. This includes exploring bio-chemical in-
teractions [Hunter, 2016], such as IBM Watson and Gene Network Sciences (GNS)
Healthcare Al systems [Shah et al., 2019] used to search for the right cancer treat-
ment [Agrawal, 2018].

Smart-Receptionist : A smart-receptionist is yet another trend in the IoMT do-
main ; a medical robot is capable of operating as a normal receptionist, having the
ability to “think” and “understand” a given medical, or urgent case before diverting
the patient towards the right medical department. Also, these robots would ans-
wer phone calls and book appointments for patients, whilst classifying the urgent
and normal appointments. Such a classification could be based on statistical or
machine-learning algorithms.

Personal Emergency Response Systems (PERS) : these are seeing increasing
use to alert patients and doctors in a real-time manner of any patient’s abnor-
mal medical event (E.g stroke, cardiac arrest, seizure etc.) by remotely sending
vital signals to the hospital [Tran, 2013 based on a predictive risk assessment
method [Pauws et al., 2017]. PERS are now being modified to become location-
based [Peabody, 2012] for a higher accuracy and faster response time. A typical
example is the Active-Protective’s smart belt which can be placed on a patient’s
waist and uses Bluetooth and Al to transmit real-time data.

Ingestible Cameras : these are cutting-edge and cost-effective capsules that can
be swallowed (in-vivo/in-vitro) by a patient to provide internal-organ real-time visual
monitoring for early detection of chronic diseases and cancer [Kiourti et al., 2014].
Many ingestible devices were presented including Swallow-able data recorder cap-
sule medical device [Marshall, 2003], ingestible endoscopic optical scanning de-
vice [Bandy et al., 2013], and ingestible hydrogel device [Liu et al., 2019]. Inges-
tible devices rely on an X-ray or camera capsule, a tracking/recording system and
the diagnostics toolkit for evaluation.

Real-Time Patient Monitoring (RTPM) : this is a new evolving trend among
the new generation, including millennials, due to their heavy reliance on smart
devices as a key part of their daily lives [Toohey et al., 2016]. In fact, RTPM is
used to ensure a real-time, cost-effective remote consistent monitoring depen-
ding on the sensors linked to the patient’s body, either through a homecare te-
lehealth systems [Santoso et al., 2015, |McFarland et al., 2019] or telecare moni-
toring systems [Cullin et al., 2019, Saeed et al., 2019]. This may include monito-
ring fitness level, glucose level, respiration rate, and heart rate, etc. Many new
RTPM trends are now available including, but not limited to, connected inha-
ler delivery systems, Apple Watch app that monitors depression, Apple’s Re-
search Kit and Parkinson’s Disease and ADAMM intelligence Asthma Monitoring
[Anderson et al., 2016, [Kang et al., 2018] .

As listed above, IoMT will enable innovative healthcare applications ; however, there are
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many challenges that might hinder the evolution of this technology. One of the key chal-
lenges is related to the security and privacy issues. In the next section, we discuss the
main security concerns, challenges, and risks that might be associated with the deploy-
ment of [oMT systems.

2.3/ CONCERNS, CHALLENGES & RISKS

In this section, we highlight the main concerns that are related to IoT systems, in general,
with emphasis on medical issues.

2.3.1/ 1oMT CONCERNS

loMT-related concerns can be classified into four key categories, one of them is raised by
the general public and is related to the security, privacy, trust and accuracy issues.

— Security Concerns : Due to the reliance of loMT devices on the use of open
wireless communications, these devices are prone to various wireless/network
attacks. In fact, an attacker can eavesdrop and intercept incoming and outgoing
data and information due to the lack of security measures that most loMT devices
either suffer from by design, or due to weak security authentication measures that
can be easily bypassed by a skilled attacker. Another security issue is the ability
to gain unauthorized access, without being detected, due to the inability to detect
and prevent such attacks. This would result into gaining an elevated privilege,
injecting malicious codes, or infecting devices with a malware. On the other hand,
IoMT devices could be hijacked (as botnets) and used to launch Distributed Denial
of Service (DDoS) attacks. In [Clark et al., 2017], Clark et al. showed how medical
devices are prone to botnets or “zombies” attacks, which can lead to physical
attacks on human patients. An attack, for example, can logically manipulate a
drug dose that would kill or have serious health implications on a given patient.
Moreover, loMT devices, when hijacked by terrorists, could be used as a mean
for targeted assassination. For this reason, the US Vice President, Dick Cheney,
disabled the wireless functionality of his heart implant out of fear of being hacked
to eliminate him [Peterson, 2013]. Moreover, as described in [Clark et al., 2017],
IoMT devices can have a negative effect on the psychological state of patients,
since these can potentially scare patients, causing them to suffer from a heart-
attack due to being surrounded by machines instead of humans.

Manufacturers of medical devices need to focus on security as a primary task to
ensure and maintain the security of the Medical-Cyber Physical System (MCPS),
along with medical systems and devices alike. In other terms, protection against
passive and active attacks is a must to mitigate the main IoMT security concerns.
Hence, the need for the right security measures and tools is crucial.

— Privacy Concerns : Passive attacks such as traffic analysis leads to privacy is-
sues since it would be possible to gather and disclose information about patients’
identity, in addition to sensitive and confidential information.

This is a very serious threat for patients since an attacker is capable of iden-
tifying his/her medical records and medical conditions, which poses drastic life-
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threatening effects on patients.

Another reason for breaching the privacy of patients, through attacking hospitals,

is identity theft. Most of these real-case attacks led to a breach of patients’ pri-

vacy either through the leakage, or through the disclosure of personal/sensitive
information.

As a summary, privacy is more than ensuring the secrecy of sensitive and private

medical information. It also entails the need for anonymity, non-linkability, and non-

observability.

— Anonymity : a patient should not be identifiable ; when a patient is in commu-
nication, his identity should be kept hidden. In other terms, passive attacks can
see what you do, but not who you are.

— Non-Linkability : ltems of Interest (lol) such as subjects, messages, events,
actions should not be disclosed by passive attacks. This means that the proba-
bility of those items not being exposed from the attacker’s perspective should
stay the same, before and after observation.

— non-Observability :
non-observability is the state of ltems Of Interest (lol) being indistinguishable
from any lol of the same type. This means that messages are not discernible
from any random noise(s). In other words, it should not be noticeable whether,
a message has been exchanged between a sender/receiver in any relationship.

— Trust Concerns : The breach of patients’ privacy translates into serious trust is-
sues. Patients are becoming skeptical of the idea of machines taking over the
roles of humans (doctors, nurses, and receptionists). As a result, people are more
concerned about having a medical robot, or a medical machine, or even a medical
device monitoring and controlling their health conditions [Kelly, 2012].

— Accuracy Concerns : This type of concern has surfaced after more than 144
patients in the U.S. lost their lives [Birkmeyer et al., 2003] due to accidental mis-
takes related to medical robots’ lack of accuracy and diagnosis. This also resulted
into having more than 1,400 patients being partially or permanently injured, where
reports of malfunction revealed that more than 8,061 malfunctions have occur-
red within thirteen years (2000-2013) [Ayala, 2016]. Another example is the false
diagnosis of some patients as having dementia or Alzheimer. These incidents in-
dicate the lack of accuracy and precision in the operations being led by medical
robots, along with the false diagnosis of patients, and wrong medical prescrip-
tions [Sensmeier, 2017].

2.3.2/ |OMT CHALLENGES

loMT challenges emerged as soon as the integration of medical devices
into loT systems started. One major challenge is the lack of standardization.
In [Hassanalieragh et al., 2015], Hassanalieragh et al. discussed in details the main loMT
challenges. The issue of standardization is essential to having different medical devices
operating together, and for vendors to adopt the right security measures to protect
them from being hacked. This would lead to higher protection, efficiency, scalability,
consistency, and effectiveness. In fact, many of these challenges are mainly related but
not limited to various loMT security constraints (see FIGURE [2.5).
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FIGURE 2.5 — IoMT Security Constraints

2.3.3/ 10MT RIsKS

The deployment of IoMT systems into the healthcare domain is associated with a number
of risks which are listed as follows :

— Disclosure of Personal Information can seriously affect patients’ medical condi-
tions, as well as hospital’s reputation.

— Data Falsification can result into having the transmitted data from any medical
device altered and modified, which would result into a higher drug dosage or wrong
medical description that can lead to further medical complications.

— Whistle-blowers are based on unsatisfied or rogue medical employees leaking
medical details and information about the hospital or patients by either being bri-
bed, or part of an organised crime activity, risking patients’ privacy and lives.

— Lack of Training among nurses and doctors can result into risking patients’ lives
with permanent disabilities or the loss of life.

— Accuracy is still a debatable issue and is still responsible for inaccuracies in the
medical operations conducted by specialised robots. This can also seriously affect
patients’ lives and lead to disabilities or fatalities.

Thus, a new risk assessment method is required to quantify the security risks of loMT
attacks, which is a complicated task. Addressing threats in loMT and analyzing their as-
sociated risks is the first step towards identifying the required security solutions to be
adopted by IoMT applications and communication protocols. The risk analysis, presen-
ted in [Turner et al., 2013], is based on Threat, Risk, and Vulnerability Analysis (TVRA)
methodology [Moalla et al., 2012]. This methodology is based on the likelihood of a given
attack, and the attack impact on the system including the system assets and its asso-
ciated threats. In addition, the threat agent which is trying to break the system is also
identified by the TVRA method. Therefore, the outputs of TVRA are measures of the risk
of the already identified threats and can be determined based on their estimated value of
likelihood and impact on the system. The existing threats can be ranked as either critical,
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major, or minor, and they are represented in TABLE depending on their impact on
human emotional conditions, which should also be taken into consideration.

In fact, given the above listed concerns, challenges and risks, it is essential to review the
possible security attacks and their causes. Thus, in the next section, we give a detailed
description of the attack types, causes and effects.

2.4/ CYBER-ATTACKS AGAINST IOMT

Such attacks can either be targeted, organized or even coordinated, based on the atta-
ckers’ skills, experience, knowledge, and tools in order to carry out a successful cyber-
attack. These attacks target the confidentiality, integrity, availability and/or the authenti-
cation of a given system and/or its components. In fact, it depends on the malware type
used in order to carry out the attack.

2.4.1/ CHARACTERISTICS OF CYBER-ATTACKS

Before identifying and classifying a given attack, it is important to understand its cha-
racteristics. In general, any attack can be classified as one of five main categories (see
FIGURE [2.6), based on its nature, target, scope, capacity, and impact, all of which are
directly related to the attacker’s purpose, aim, objectives and goals. More precisely, it de-
pends on the attacker’s skills, knowledge, experience, available tools and resources at
his disposal.

— Attackers’ Nature : There are four categories of attackers, internal, external, pas-
sive and active attackers. In some cases, different types of attackers may collude
to ensure a more sophisticated cyber-attack.

— Internal & External Attackers : An internal attacker is mainly a rogue
employee who can be a nurse, a doctor or a medical staff who wants to cause
damage to a hospital by damaging its reputation via removing or modifying
data, or targeting patients’ health and privacy. In some cases, it can be a spy
masqueraded as a nurse or a doctor who managed to successfully evade all
the security measures of a given hospital to eliminate a given patient for either
political or other criminal purposes. Internal attackers might pave the way for
external attackers to perform their cyber-attacks easily.

External attackers are mainly classified as malicious hackers who aim at gai-
ning an elevated unauthorized privileged access into the hospital’s system. This
is mainly achieved through worms, Rootkits, or Remote Access Trojan attacks.
In many cases, the attack is based on spear-phishing techniques through sen-
ding a malicious Portable Document Format (PDF) file, or any other file as a
Curriculum Vitae (CV). Once downloaded, a backdoor or a key-logger will be
installed on the given system. The main aim is to breach the privacy of pa-
tients and sell them to malicious third parties through the deep dark web for
scamming purposes.

— Passive & Active Attackers : A passive attacker tries to evade detection by
remaining "hidden” in the background, without making any activity. The aim
here is to intercept data, transmitted via any wireless communication, between
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different medical devices, read them and build up their own information
gathering process that can be used for further exploitation, which may lead to
a much more sophisticated cyber-attack. Passive attackers can be cooperating
with external or even internal attackers as part of the information gathering
process.

Unlike a passive attacker, an active attacker relies on intercepting the com-
munication between a given source and destination. Such interception is done
aggressively by altering, modifying and deleting the given information and data
being transmitted without the knowledge of the source and destination. Such
an attack is very dangerous when used for example to inject a patient with a
higher dosage of a drug, or when prescribing the wrong drugs, and thus, se-
riously risking patients’ lives.

— Malicious & Rational Attackers : Malicious attackers do not have a specific
goal and do not look for specific results either. They launch their attacks sim-
ply because they can do it with the intention to disrupt an loMT system. This
can be done, for example, by transmitting false information to the data center
in a specific geographical area. In contrast, rational attackers have a speci-
fic target which can have a very dangerous impact. In other terms, they are
unpredictable and generally follow the passive class.

— Organized & Coordinated Attackers : Cyber-attacks against loMT can be
organized or coordinated. Organized attacks are usually based on having
prior knowledge of a given medical device or system before launching a cyber-
attack against it. In fact, the aim is to either gain an unauthorized access or
disclose sensitive information. Coordinated attacks are based on the coope-
ration and collaboration between insiders and outsiders. In fact, insiders are
rogue/unsatisfied employees (Hospital IT, staff, nurses, receptionists, etc..) ha-
ving an authorized access to the system and possibly install a malware. Mal-
ware types allow outsiders to have an elevated remote access or privilege and
carry out a combined attack against a specific medical system. The attack
might be carried out in order to hit the system’s availability and prevent au-
thorized medical personnel and patients from accessing medical records, book
appointments, or disrupt medical operations.

— Target : A targeted attack is typically used for assassination or terrorism purposes.
Such an attack targets a specific patient or a hospital for various reasons that could
be political (assassinating a public figure), ideological, racial or religious reasons.
The attackers’ goal could be to target a minority group of patients or to target a
foreign country with the aim of fueling racism, or spreading terrorism, or part of a
cyber-warfare campaign linked to cyber-politics.

— Scope : the scope of an attack is related to the targeted area, which may be
quantified as small scale or large scale. Typically, attackers try to extend their ma-
licious actions to a large area [Senie et al., 1998, Bagnall et al., 1999] to increase
the number of victims, such as patients in hospitals.

— Impact : the impact of an attack is quantified by the amount of damage it causes,
along with its nature and its scope.

— Capacity : this refers to the protection required to prevent, mitigate, or reduce the
damage associated with an attack.
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Attack
Nature Target Scope Impact Capacity
External —-| loMT Systems | | Detection
Internal /Correction
—'| Medical Devices |
Passive —.l Medical Servers | | Detection
. /Non-Correction
Active
—-| Medical Data |
Malicious | Patients’ Information | —-| Small Scale | . Non-Detection
/Non-Correction
Rational —*l Moderate Scale |
—-| Large Scale |

FIGURE 2.6 — Characteristics and profiles of attackers and its corresponding impact

2.4.2/ TARGETED IOMT’S SECURITY ASPECTS

IoMT security seems to be jeopardized by various types of cyber-attacks, which are di-
vided and described depending on the security aspect that they target. As illustrated in
FIGURE [2.7] in this section we aim at reviewing the security attacks that target the loMT
data security, including its availability, confidentiality and integrity. On the other hand, we
aim to dissect the security attacks that target the system security including user privacy,
system availability, confidentiality/trust, authentication and integrity.

2.4.2.1/ DATA CONFIDENTIALITY ATTACKS

In order to hit the confidentiality of loMT data, gathering information is a must. Due to the
open and public nature of loMT wireless communications, patients are becoming more
prone to being intercepted through confidentiality (sniffing) attacks. Therefore, the risk of
personal and private information being either leaked, hijacked, modified or even stolen is
seriously high. However, in order to achieve it, different passive attacks can be carried out.
This includes eavesdropping, traffic analysis, and brute force attacks. TABLE presents
the main confidentiality attacks.

— Eavesdropping Attacks are typically based on gathering information and
they are divided into two main types. The first one is Passive Eavesdrop-
ping [Coleman et al., 2012], where wireless access points are scanned to identify
which medical device is connected to them. The second type is the Active Eaves-
dropping, where the adversary can monitor incoming and outgoing data during
transmission and Thus, gathering more information in a faster and easier manner.

— Data Interception Attacks occur when a man-in-the-middle attack is carried
out. This allows the adversary to intercept data and re-transmit it at a later
time [He et al., 2017]. This allows the attacker to eavesdrop the Address Reso-
lution Protocol (ARP) request and keeps on repeating it in order to capture a hand-
shake. This handshake is then used to obtain encryption keys and gain unauthori-



28

CHAPITRE 2. SECURING MEDICAL DATA AND SYSTEMS

Data Protection

Data Confidentiality
Data Integrity

Message Authentication

Data Availability

Logical loMT Security

FIGURE 2.7 — IoMT Security Goals

zed access to medical systems and records.

— Packet Capturing Attacks or packet sniffing attacks include the capture of
the transmitted medical data packets that are unencrypted and revealing their
content including patients’ medical conditions and passwords. Wireshark is a prime
example of a network monitoring software tool.

— Wiretapping Attacks include hacking medical telecommunication and tele-
healthcare devices to intercept real-time incoming/outgoing medical data.

— Dumpster Diving Attacks include searching through dumpsters and retrieving
any medical information including papers and file thrown in the bin including pa-
tients records, medical prescriptions, staff names, etc. This is one of the main
reasons why most file and data records are becoming paperless.

2.4.2.2/ SOCIAL ENGINEERING (SE) ATTACKS

System Protection

Users Protection

Privacy

User authentication

Devices Protection

System Integrity

System Authentication

System Availability

Social engineering is a technique used to manipulate people through either bai-
ting or pre-texting in order to lure people to give out information. This includes
passwords, names, IDs, private information in order to proceed with a cyber-attack
later on. Luring people can be easily achieved by relying on human emotions which
seems to be easier than exploiting a system’s vulnerability. Therefore, the attacker
relies on people’s curiosity, or lust, and sends infected adult pictures (phishing), for
example, in order to gain access to medical systems or/and records. Different SE
attacks are presented in TABLE
— Reverse Engineering Attacks : A reverse social engineering attack is also

known as a person-to-person attack [Irani et al., 2011]. This allows the attacker
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TABLE 2.4 — Different types of data confidentiality attacks with their corresponding solu-

tions.
Data Confidentiality | Solutions Possible Reason(s)
Attack
Eavesdropping Encryption + Broadcast nature of mes-
sages via wireless channels
* Unencrypted communica-
tion channel
Data Interception Encryption * Non-Secure Channels
* Open Wireless Communi-
cations
Packet Capturing Encryption * Open Wireless Communi-
cations
* Non-Secure Channels
 Lack of Encryption
Wiretapping » Secure Communications * Open Wireless Communi-
* Closed Communications cation
» Non-Secure Channels
Dumpster Diving « Enhanced Employee Trai- | « Lack of Employee Training
ning * Lack of Awareness
» Paperless Process

to masquerade himself as a technician trying to fix an issue in a hospital’s
medical system and gaining insight and physical access to the system. It also
allows him to possibly upload a malware or detect vulnerabilities that can be
exploited. In other cases, an attacker can masquerade himself as a person
visiting a patient, asking questions in order to gain a better insight about the
used medical systems and devices.

Error Debugging Attacks are usually caused by an improper handling of er-
ror, which results into medical systems becoming vulnerable to various secu-
rity problems [Schaumont, |, Yuce, 2018]. Such exploitation can lead to internal
error messages that target medical web servers, application servers, and web
application environments by displaying database dumps, stack traces and error
codes to the attacker. This would mainly result into a system call failure/crash,
network timeout or unavailable database. This consumes a high amount of
resources and causes a tremendous network overhead, preventing and disrup-
ting the availability of medical services to patients.

Phishing Attacks : Phishing relies on sending fake e-mails, including links
to malicious websites, and to direct the victims to these fake and malicious
websites [Jagatic et al., 2007, [Zhang et al., 2012]. Once a malicious link is cli-
cked on, their sensitive information including user-name and passwords are
leaked [Felix et al., 1987]. This allows the attacker to carry out an attack using
the obtained credentials.

Spear Phishing Attacks : Such attacks [Parmar, 2012, |Smith et al., 2015]
usually occur when the attacker creates a fake CV, for example, which is in-
fected with a virus. The attacker intends to send it to the medical staff applying
for a medical job. Once the email is received along with the malicious CV, the
recruiting staff will open the CV and would not realize that a malicious software
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has been installed on their system. This leads to a various range of attacks from
elevated privilege, to Root-kit, remote access Trojans, unauthorized access, or
even botnets. This also includes whaling (targeting high-profile employees in-
cluding doctors, specialists and surgeons) [Hong, 2012], and vishing attacks
(stealing access/log in credentials) [Griffin et al., 2008] and other aspects of
phishing attacks.

TABLE 2.5 — Different types of social engineering attacks with their corresponding solu-

tions.

Social Enginee- | Solutions Possible Reason(s) Related Threats

ring Attack

Social Enginee- | Training staff against | Poor training of em- | May affect the confi-
ring baiting/pretexting ployees dentiality and privacy.
Reverse Social | Training staff against | No identification and | Depends on the asked
Engineering strangers’ questions verification processes questions, primarily tar-

gets confidentiality and
privacy. In addition, to
affecting authentication
and availability.

Error Debug

Limit appearing infor-
mation

Different error ques-
tions giving additional
information

May affect
(data/system’s) confi-
dentiality and privacy.

Phishing

Avoid suspicious E-
mails and links

Poor training of staff

Depends on the mal-
ware task and atta-
cker's goal, may affect

(data/system’s)  confi-

dentiality and privacy.
Spear Phishing Avoid suspicious fol- | Lack of awareness May affect
ders and file formats (data/system’s) confi-

dentiality and privacy.

Whaling Avoiding Suspicious E- | Luring and Lust Depends on the mal-
mails ware task and atta-
cker’s goal
2.4.2.3/ PRIVACY ATTACKS

Ensuring patients’ privacy is one of the most important challenges in lIoMT. Preserving
patients’ privacy is mainly related to preventing the disclosure of their real identities, in
addition to their location and information. This requires patients to keep their private in-
formation protected such as their identity, their behaviour, their past and present loca-
tion [Ohno-Machado et al., 2004, Terry, 2012}, Murer, 2002]. Moreover, in the following,
the main privacy attacks are listed and described in TABLE

— Traffic Analysis Attacks : TAA mainly affects patients’ privacy in addition to their
data confidentiality. This attack is extremely dangerous and consists of intercepting
and analyzing the network traffic pattern(s), trying to infer useful information. This
is due to the fact that loMT devices’ activities can potentially reveal enough infor-
mation, enabling an adversary to cause malicious harm to the medical devices.
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More precisely, traffic analysis can target certain information that can be used to
establish or facilitate new social engineering attacks.

Identity/Location Tracking Attacks : The attacker spies on an IoMT device
during its journey to discover the identity of the patient (relating the patient to a
place of work or home). In fact, an attacker may get a trace of the loMT devices’
movements. Studying this trace can reveal the true identity of the patient, in
addition to their personal information. Therefore, getting the identity of a given
patient can put their privacy and possibly their life at risk.

In order to preserve the privacy of any patient, the MAC and IP addresses must
be constantly changed to avoid any possible identity disclosure and denial of ser-
vice, or spoofing attack [Senie et al., 1998]. Hence the need to design some new
algorithms to address the large memory-space dilemma. Therefore, each patient
should be allocated a pool of certified pseudonyms obtained from a certificate
authority [Wex et al., 2008, |Son et al., 2015]. The most popular attack is the Sy-
bil attack. The pool of pseudonyms can be used to pretend they are for different
patients whilst sending false messages to a data center. This includes false traffic
jams, or false alerts forcing hospitals to react to a false event. The main authorities’
goal is to ensure that the identities and their corresponding sensitive data are pro-
tected and verified during any communication attempt. In case of any issue, the
system operators must interfere, however, it requires knowing the identity of the
user (digital forensics). This indicates that a trade-off between privacy and digital
forensics, indeed, exists.

TABLE 2.6 — Different types of privacy attacks with their corresponding solutions.

Privacy Attack Solutions Possible Reason(s)
Traffic Analysis * VPNs & Proxies » Source and destination in-
* Non-Linkability formation are not encrypted
* Pseudonyms » Lack of secure channels
» Weak encryption algorithm
Identity/Location  Tra- | * Anonymity  Lack of secure channels
cking * Non-Linkability » Location and identification

Pseudonyms

parameters are not encrypted

2.4.2.4/ DATA INTEGRITY AND MESSAGE AUTHENTICATION ATTACKS

Integrity attacks are based on the ability to alter the messages that are being transmitted
in order to target the integrity of a system or data. Different attacks can be carried out to
achieve this goal, such as injection attacks and data interception. Therefore, it is essential
to secure and maintain the integrity of data as much as possible [Jones et al., 2013,

Shah et al., 2016].

— Message Tampering-Alteration Attacks : The attacker here aims to break the

data integrity of the exchanged messages. This happens when the attacker mani-
pulates the received messages for his/her own goals [Yang et al., 2013]. This will
result into doctors making wrong decisions that might compromise the health of
patients.

One of these security methods is using a message authentication algorithm such
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as cryptographic keyed hash function as HMAC to ensure data integrity and source
authentication.

Malicious Data injection : This kind of attack is generated from an entity that
can be legal or can authenticate with the system. Thus, this can cause hazardous
effects in the IoMT system and it may lead to fatal accidents [Liu et al., 2011Db],
by creating a false message and transmitting it to the hospital data center or to
doctors. The strategy of this attack is to prevent the real and correct messages
from authorised users, and instead inject false messages into the network.

To defend against such an attack, messages should be authenticated.

Malicious Script Injection Attacks : Such attacks introduce false update script
system where adversaries can mimic a legitimate server for system backup. This
allows a given adversary to gain unauthorized access to any IoMT device and
might introduce a backdoor [Rahman et al., 2012].

Cloning And Spoofing Attacks can be combined in order to carry out a more so-
phisticated attack [Spiekermann, 2015] against a medical system or device. Clo-
ning attacks duplicate the data spoofed, whilst spoofing attacks use the cloned
data to gain unauthorised access [Wang et al., 2010].

TABLE [2.7|summarizes the main message integrity and authentication attacks.

TABLE 2.7 — Different types of data integrity and message authentication attacks along
their corresponding solutions.

Message Integrity and
Authentication Attack

Solutions

Possible Reason(s)

* Message Tampering-
Alteration

» Malicious data injec-
tion

 Malicious Script Injec-
tion

+ Cloning & Spoofing

* Keyed Hash Function
(HMAC);

* Message Authentica-
tion Algorithms

No data integrity and source
authentication protection
scheme

2.4.2.5/ AVAILABILITY ATTACKS

In order to target the availability of medical systems, different attacks are carried out to
degrade the performance of medical systems and devices. As a result, the availability
attacks can either target data availability or system availability.

— Data Availability attacks : The attacker aims to break the data availability of

the exchanged messages by dropping these messages. This happens when
the attacker manipulates the received messages for his/her own goals, which
results into hospital data center or doctors missing important information about
the patients’ health conditions.

— System Availability attacks : The main system availability attacks are listed below

and summarized inTABLE

— Denial of Service Attacks (DoS) : In order to disrupt the availability of a gi-
ven medical loMT system or device, DoS attacks are initiated and launched,
preventing legitimate patients from getting proper medications, and preventing
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nurses and doctors (GPs) from accessing medical information and records.

This prevents real-time data from being sent and received through the disrup-

tion and interruption of service.

— Distributed Denial of Service Attacks (DDoS) : These attacks can also be
simultaneously carried out from different geographical locations and from dif-
ferent countries. This can have a far greater impact on the availability of medical
devices and systems resulting into a negative impact on the patients’ lives with
the inability to respond on time.

— De-Authentication Attacks : Such attacks are usually carried out to ensure
a single de-authentication attack against a given medical device. It can also
be used in order to lead a mass de-authentication process, which prevents all
connected devices from being operational either temporarily or permanently.
This process also allows the capture of a handshake, which can be used later
on to launch a cracking attack, which enables an adversary to gain unauthori-
zed access to a medical system, device or even server.

— Wireless Jamming aims to severely interrupt and disrupt any established wi-
reless communication of medical devices between patients and hospitals. More
specifically, wireless networks are severely targeted [Vadlamani et al., 2016] by
a series of continuous denial of service attacks, which disrupts any communi-
cation attempt on secure and non-secure channels, depending on whether the
jamming attack is selective or non-selective [Proano et al., 2010]. However, this
attack can be mitigated through frequency hopping and frequency shifting, as
described in [Grover et al., 2014].

— Flooding Attacks : they are based on overwhelming and exhausting the me-
dical system’s resources by injecting false information and data to flood the
system with false data and information requests [Baig et al., 2013].

— ICMP Flooding Attacks are an Internet Control Message Protocol (ICMP)
flood or Ping flood attacks with a Denial-of-Service (DoS) ability that overw-
helms a targeted medical device with ICMP echo-requests known as pings
[Harshita, 2017]. Attackers rely on exploited IoMT devices (zombies or bots)
controlled by a bot master to conduct such type of attacks.

— SYN Flooding Attacks or “half-open” attacks primarily target high-capacity
loMT devices since they rely on Transmission Control Protocol (TCP) ser-
vices to communicate (i.e email/web servers) [Bogdanoski et al., 2013].
The aim of this attack is to cause a medical server to crash by exhausting
the e-Healthcare server’'s memory reserve to make insecure connections
available for further attacks.

— Black Nurse Attacks are highly effective low bandwidth (15-18 Mbit/sec)
ICMP attacks that target firewalls with high Central Processing Unit (CPU)
load through denial of service attacks [Shan et al., 2017]. This attack results
into preventing Local Area Network (LAN) users, including patients and me-
dical staff from transmitting internet network traffic.

— Delay Attacks : They introduce high delays for high priority message transmis-
sions. This offers the ability to either re-transmit them or not transmit them at
all after the elapsed time.
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TABLE 2.8 — Different types of system availability attacks with their corresponding solu-

tions.

Availability Attack

Solutions

Possible Reason(s)

Jamming

Frequency Hooping, direct
sequence spread spectrum,
beam-forming

Targets Access Points or wi-
reless loMT devices

Denial Of Service

Backup Devices

Lack of Backup Devices

Distributed Denial of
Service (DDOS)

DDOS detection solutions. In-
crease the security levels of

Exploiting devices turning
them into bots

devices to avoid becoming
bots.

De-authentication

Firewalls, Intrusion Detection
Systems, Encryption

Captures a handshake to
Launch DoS or Password

Cracking Attack
Flood Timestamps, Certificate Au- | Overwhelms & Exhausts
thority, IDS loMT’s Resources through
False Information Injection
Delay Firewalls, Timestamps, IDS Overwhelms & Prevent or Se-
verely Delays any Transcei-
ving of Medical Information
2.4.2.6/ DEVICE/USER AUTHENTICATION ATTACKS

Authentication attacks aim to overcome passwords, which are classified as the first and
primary line of defence, in order to gain access to a given system [Clark et al., 1996].
Usually, attacks are successful in many cases including when a given password is either
too weak or too short, or is static. These attacks can either be encryption cracking (brute
force, dictionary, birthday, or rainbow-table attacks), among other attack types mentioned
in TABLE

— Man-in-the-Middle Attacks : This attack is one of the main authentication at-

tacks; it controls and monitors the communication between two legitimate parties,
whilst altering the transmitted data. This attack can either be passive or active. It
is considered as a passive attack when the attacker only intercepts and reads the
exchanged messages between the two entities. On the other hand, it is conside-
red as an active attack, if the attacker is able to alter, manipulate or/and modify the
transmitted data or information without any of the devices’ knowledge.

Brute Force Attacks are based on an excessive search for all possible combi-
nations that make up and crack a given password of a medical [Ten et al., 2010].
Such an attack aims to acquire patients’ credentials and private medical infor-
mation for fraud purposes. Most targeted devices include, but are not limited to,
remote medical sensors and patient monitors [McMahon et al., 2017].
Masquerading Attacks occur when a wireless network relay node is exploited
by a given attacker for malicious purposes. Such attack can constantly send false
alarms about an emergency medical condition, and can disrupt the availability of
medical services [Kumar et al., 2012]. Moreover, masquerading attacks can mo-
dify a patient’s medical condition and may result into injecting the wrong drug or
an excessive medicine usage, which may result into the loss of human lives.

— Replay Attacks modify the control signal being transmitted to another medical de-
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vice, especially once an attacker gains a high privilege to the system with the abi-
lity to control the system’s signals. The adversary may either steal or/and intercept
the transmitted information by redirecting it to another location. In some cases,
physical damage can be achieved against a given system [Baig et al., 2013], in-
cluding medical systems. System communications are recorded first before being
‘replayed’ later to the receiving device [Spiekermann, 2015]. This can lead to ei-
ther stealing, leaking or disclosing sensitive information to gain an unauthorized
access and elevated privilege on a given medical system [Grunwald, 2006].

— Cracking Attacks are based on capturing a handshake through a de-
authentication attack. Thus, luring the intended AP (Access Point) to respond back
with a handshake. Once the handshake is captured, a password cracking attack
is conducted against a given medical system or device. This allows the leakage of
information and data disclosure.

— Dictionary Attacks usually take place when trying to gain access to a given medi-
cal system [Nam et al., 2009]. Attacks are usually successful when security mea-
sures are less tight than the security measures of a given loT device. Such attacks
occur by relying on a large set of dictionary words in an attempt to guess the
password so that the adversary can gain access. In fact, such an attack type is ex-
haustive in terms of resources and time, and can take time from minutes to hours,
and sometimes days. Brute force attacks are usually aimed at targeting a medical
device where the security measures are weak [Cho et al., 2011]. In many cases,
they still rely on a number combination including the personal identification number
(PIN).

— Rainbow Table Attacks are usually aimed at targeting the password and its hash
value relying on a technique process known as “fault and trial” through the use
of reverse engineering. It usually contains a table of passwords along with their
hashes, which is executed until a match is found. To overcome this problem, dif-
ferent solutions were presented in [Narayanan et al., 2005, [Tahir et al., 2013]. Ho-
wever, salt passwords can be a good solution to mitigate this type of attacks.

— Session Hijacking Attacks are also known as TCP Session Hijacking. This attack
is achieved by using a Session sniffer that involves a packet sniffer capable of
altering, capturing and reading the network traffic (header and data) between two
parties. This includes users or/and devices alike. In fact, this attack can capture a
valid Session ID (SID).

— Birthday Attacks are also due to users relying on weak hashing mechanisms,
where two different passwords can have the same hash. Such weakness can easily
be exploited to gain an unauthorised access to any medical system. A suggested
hash function balance was presented in [Bellare et al., 2004]. However, Secure
Hash Algorithm (E.g SHA-3 and SHA-512) mechanisms remain the best solution
against such attacks.

2.4.2.7/ MALWARE ATTACKS

Malware can take various forms of harmful software such as Trojans, worms, viruses,
spyware, backdoors, botnet, and many others. A malware is based on the exploitation
of a software weakness, vulnerability, or/and security gap. This leads to the possibility of
having a backdoor to a given medical device or system. Moreover, it is based on gaining
unauthorized access, leaking and disclosing sensitive information about a given patient.
In fact, the existence of a very advanced malware type such as encrypting services, or po-
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TABLE 2.9 — Different types of system authentication attacks with their corresponding

solutions.

Authentication
Attack

Solutions

Possible Reason(s)

Related Threats

Man-in-the-
Middle

Multi-Factor authentica-
tion scheme

Poor authentication
scheme (one factor)

Depending on attacker
goals, it might affect the
data’s integrity, confi-
dentiality and availabi-
lity.

Masquerading

Multi-Factor authentica-

Poor authentication

May affect data’s confi-

« sufficient size of se-
cret key

one authentication fac-
tor

tion scheme scheme (one factor) dentiality.
Cracking Multi-Factor authentica- | Poor authentication | may affect the data’s
tion scheme scheme (one factor) confidentiality and inte-
grity.
Replay + Timestamp or a | Weakness in the au- | May affect system’s
new random number for | thentication protocol availability.
each session connec-
tion
» Multi-Factor authenti-
cation scheme
Dictionary « Strong password Weak password and | May affect the data’s

confidentiality & inte-

grity

Brute force

« Strong and long pass-
word

+ sufficient size of se-
cret key

* Multi-Factor authenti-
cation scheme

» Weak password
« and one authentica-
tion factor

May affect data’s confi-
dentiality and integrity

Rainbow Table

Long Salt Passwords

. Weak
names/Password
« Short Salt Passwords

User-

May affect data’s confi-
dentiality and integrity

 Non-Secure Chan-
nels

Birthday Secure Hash Algorithm | Weak Hashing May affect data’s confi-
dentiality and integrity

Session Hija- | = Encryption + Lack of/Poor Encryp- | May affect data’s confi-

cking + Sniffing Filters tion dentiality, integrity and

availability

lymorphic malwares [Nimmo, 2010] imposes a serious threat. Moreover, malware attacks
can take many forms and specifications including being based on signature, behavior,
or even anomaly. As a result, to prevent the existing kinds of malware, an anti-malware
software is required. For this purpose, Section presents the different intrusion de-
tection techniques that can be implemented in order to detect, track down and prevent
any possible malware attack.
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— Spyware Attacks : Spyware’s main purpose is to collect and gather data and in-
formation about patients and send them to either a third party or sell them through
the deep dark web. Thus, keeping users under constantly covert surveillance. In
fact, spyware may be used in order to collect enough information about a given
patient for a possible assassination. Moreover, spyware is used in order to monitor
a patient’s health and activity without their knowledge. They can also be called as
key-loggers due to their ability to steal patients’ credentials [Lee et al., 2005].

— Ransomware Attack is a malware that encrypts the data and files stored and
hence, denying doctors or patients from accessing patients’ medical records. This
attack can also be called “cryptoware”. Such type of attacks aims at preventing a
given doctor from accessing his system and files, whilst urging them to pay a ran-
som in order to decrypt the files or risk deleting them. The most infamous example
is the “WannaCry” [Fruhlinger, 2017].

— Worm Attacks Worms are a form of malware that self-replicate vertically
over a connected device, after exploiting the device’s existing vulnerabilities.
Thus, they are capable of self-propagating without any human intervention. In
some cases, they can be designed to target a given industrial control sys-
tem [Falliere et al., 2011]. Worms can be implemented and used against medi-
cal systems and devices in order to gather information, damage or even destroy
any given device. In some other cases, worms can lead to file deletion or ran-
soms [Cooke et al., 2005].

— Remote Access Trojan Attacks : RAT attacks occur through the exploitation of a
medical system’s vulnerability, weakness or security gap in a given targeted medi-
cal system. Such attacks are based on evading all security procedures and coun-
termeasures by gaining a covert unauthorized access as a backdoor. This leads
to overcoming all of the security measures employed. This is mainly achieved by
bypassing the authentication process. The most infamous attack was the operation
Shady RAT [Alperovitch et al., 2011].

— Logic Bomb Attacks : Logic bombs are classified as small programs that logi-
cally explode after reaching a certain date or time, damaging the medical systems’
components including logs, data, and files. In fact, they are mostly installed by
insiders [Northcutt, 2005].

— Botnet Attacks are based on exploiting vulnerabilities of embedded physical de-
vices and turning them into bots, awaiting orders from the adversary through
command-and-control to send fake or false information to a given patient. They
can also be used to bring the whole medical system down through a DoS or DDoS
attacks [Stone-Gross et al., 2009, Zhang et al., 2011]. In fact, in many cases, such
attacks are aimed at disclosing sensitive information and using them for malicious
or personal gains.

All malware attacks and their solutions are summarized in TABLE

2.4.2.8/ IMPLEMENTATION ATTACKS

Different implementation attacks on medical systems are presented in this section, inclu-
ding the side channel attacks, fault attacks, and timing attacks.

— Side Channel Attacks can possibly occur due to loMT embedded systems having

very limited physical properties. Moreover, they are used to recover the secret

key using power consumption, differential power consumption or electromagnetic
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TABLE 2.10 — Different types of malware attacks with their corresponding solutions.

intrusion detection

failures

Malware Attack | Solutions Possible Reason(s) Related Threats

Botnet Botnet detection so- | A logical collection | Depends on the atta-
lution (anti-malware), | of exploited internet- | cker’s target (confiden-
pen-testing, intrusion | connected devices or | tiality, integrity, authen-
detection [oMT devices tication and/or availabi-

lity)

Worm & Viruses | Anti-virus, anti- | Relies on  compu- | Depends on the at-

malware, pen-testing, | ter network security | tacker’s (confidentiality,

integrity, authentication
and/or availability)

Spyware

Use antivirus and anti-
spyware solutions, up-
date OS, ensure higher
security and privacy le-
vels, intrusion detection

Part of other software
or downloads on file-
sharing sites

Primarily targets pri-
vacy and data confi-
dentiality but it can
used for other purposes
such as availability, au-
thentication and/or inte-

grity.

Remote Access
Trojan

Keep antivirus software
up to date, block unu-
sed ports, intrusion de-
tection

Downloaded invisibly
with a program or
update software

Depends on the at-
tacker’s (confidentiality,
integrity, authentication
and/or availability)

Avoid Using Personal
Information, Enhanced
System’s Security,
Higher Awareness

Paying Ransoms

Rootkit Appropriate system | Exploits and targets ei- | Primarily targets sy-
configuration,  strong | ther the kernel, or the | sem’s authentication
authentication, patch | user application space
and configuration ma- | gains root privileges.
nagement, intrusion
detection

Ransomware Up-to-date Anti- | Weak Passwords, | Targets system’s Au-
Virus/Anti-Malware, Weak Multi-Factor, | thentication and Availa-

bility, in addition to data
confidentiality and pri-
vacy

analysis. In fact, IoMT devices with Physical non-cloneable Functions (PUF) can
guard against different implementation attacks.
— Fault Attacks target a physical electronic device by stressing the device by ex-
ternal means. This includes the increase/decrease of voltage to generate errors,
which mostly leads to a security failure [Piret et al., 2003].
— Timing Attacks are classified as side channel attacks where an attacker attempts
to compromise a cryptosystem by analyzing the needed execution time of cryp-
tographic algorithms. In addition, a timing attack is a security exploitation, where
an attacker discovers security vulnerabilities surrounding the computer or network
system. Moreover, timing attacks are also used to target medical devices that use
OpenSSL [Dhem et al., 1998].

This attack can become inefficient when using the "time stamping mechanism”
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for packets of delay-sensitive applications. However, this proposition encoun-
tered the problem of time synchronization between entities [Mills et al., 1985,
Clark et al., 1992].

All implementation attacks along with their solutions are summarized in

TABLE 2111

TABLE 2.11 — Different types of implementation attacks with their corresponding solutions.

Implementation
Attack

Solutions

Possible Reason(s)

Related Threats

Side Channel At-
tack

Hardware counter-
measure (PUF) and
software randomiza-
tion processes

Limitations of physical
properties related to
the embedded devices

It may lead to se-
cret key recovering
and consequently af-
fect the data confi-
dentiality.

Fault Attack

uses protected hard-
ware and Spatial
Retreat

Memory & disk manipu-
lation

May affect the System
integrity. This type of
attacks modifies the
execution code to re-
cover the secret key
and consequently af-
fect both data authen-
tication and confiden-
tiality.

Timing Attack

Constant Cryptogra-
phic Computations
Execution Time,
Independent Cryp-
tographic Algorithm

Possible cryptographic
software or algorithm
Exploitation

May cause the se-
cret key recovering
and consequently af-
fect data’s confiden-
tiality.

2.4.3/

REAL-CASE CYBER-ATTACKS

Cyber-attacks against healthcare [Decker, 2007, Martin et al., 2017] have recently emer-
ged. Therefore, in this section, the aim is to reveal the most recent cyber-attacks that
occurred, in addition to how these attacks were led, their types, and the attackers’ mo-

tives.

— NHS : In May 2017, the National Health Service (NHS) was vulnerable to the

WannCry ransomware attack (supposedly led by North Korea-Unit 180 (Laza-
rus)) [Maron, 2017], where 70,000 infected devices including computers and Ma-
gnetic Resonance Imaging (MRI scanners), before establishing a security opera-
tions centre. However, the NHS also invested £250,000 in order to raise awareness
and train NHS employees.

Hancock Regional Hospital : On January 11th, 2018, Hancock Regional
Hospital in Indianapolis was infected by a SamSam Ransomware via an e-
mail [Maron, 2017]. Such an attack might have possibly been a phishing attack.
Hackers managed to lock the hospital’'s computer systems and demanded a ran-
som to be paid through Bitcoin crypto-currency. This forced the hospital to pay
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$55,000 as a ransom [Coventry et al., 2018]. However, patient’s care was not dis-
closed nor compromised.

— UCLA Health : On September 2014, the University of California, Los Angeles
(UCLA) Health fell as a victim to a Medical Device Hijack (MEDJACK), where more
than 4.5 million patients had their personal data exposed. This exposure included
patients names, birth dates and medicare numbers [Frumento et al., 2016]. Such
attack took place because data was being transmitted in the clear (no encryption)
from medical devices to electronic health records. As a security measure, cyber-
security firms were hired from outside to guard UCLA’s networks.

— UoWM : On November 29th, 2013, University of Washington Medicine was subject
to an email phishing attack via an e-mail that had a malicious link embedded in
it. This led to compromising the personal information of around 90,000 patients
[Farringer, 2016]. This included patients’ names, addresses, phone numbers and
dates of birth [Ahmed et al., 2017]. This resulted into paying a $750,000 settlement
and agreeing to a corrective action plan. Between December 4th and 26th, 2019,
the University of Washington Medicine was prone to a misconfiguration mistake
where the medical data of one million patients was exposed for 3 weeks before
being discovered. However, there was no proper estimated cost of the recovery
and response to the breach.

— HPMC : On February 17th, 2016, Hollywood Presbyterian Medical Center was
under a ransomware attack [Winton, 2016]. More precisely, hackers managed to
infiltrate the network in order the access the data, before copying it and encrypting
it. Once the data was copied and encrypted, the original data was deleted. Moreo-
ver, hackers requested 40 Bitcoins worth of $17,000. This led to a delay in patient
care. However, control was regained and restored. In fact, the attack was conduc-
ted by Turkish hackers as a political statement without stealing any patient’s data.
On August 5th, 2019, Presbyterian Healthcare Services came once again under
a Phishing attack which started between May and June. The data of 116,183,000
patients was potentially breached. Security measures included conducting a tho-
rough review of the impacted emails and alerting federal law enforcement.

— CHS : On August 18th, 2014, Community Health Systems was prone to a
cyber-attack led by Chinese hackers People Liberation Army’s Cyber-Wing
[Engstrom, 2018]| stealing patient’s data of around 4.5 million individuals using a
malicious software. The stolen data was sold to third parties in order to commit
insurance fraud [Frumento et al., 2016]. Such an attack took place using a mal-
ware software over non-secure server, which allowed hackers to locate the Virtual
Private Networks (VPNs) before logging into CHS’s infrastructure. As a security
solution, the focus was on how to enhance the servers’ security.

— IHSL : On May 19th, 2019, the Imperial Health in Southwest Louisiana came un-
der a ransomware attack [Fournette Ill, 2018] in the US, with more than 116,262
patients having their data breached. As a protective security measure, a new anti-
virus was used, and patients were offered precautious measures to follow.

— KPDvVCHC : On July 25th, 2019 Kentucky’s Park DuValle Community Health Cen-
ter came under a ransomware attack [Fournette Ill, 2018] in the US, where the
data of 20,000 patients was locked for 2 months, before paying hackers $70,000
to decrypt data and end the attack.

To defend the listed attacks, several security measures should be taken, including techni-
cal and non-technical ones. In the next section, we review the existing security solutions
for loMT data and systems. In addition, we include the security practices and guidelines



2.5. IOMT SECURITY MEASURES 41

that should be followed to ensure IoMT systems and data confidentiality, integrity, privacy,
etc.

2.5/ IOMT SECURITY MEASURES

Overcoming the rising loMT security issues and challenges is a challenging task. Howe-
ver, mitigating them can be achieved by implementing multiple security measures, some
being technical and others non-technical measures.

2.5.1/ NON-TECHNICAL SECURITY MEASURES

This section is dedicated to highlight the different non-technical security measures that
can be applied according to the needs. This includes training the staff and safeguarding
the patients’ private medical health records.

Training the medical and IT staff could be accomplished in three different ways : raising
awareness, conducting technical training, and raising the education level as illustrated in
FIGURE
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FIGURE 2.8 — loMT Staff Training

— Raising Awareness : |t is highly necessary and recommended to raise awareness
among medical employees and staff, mainly the IT department in order to know
and identify an occurring attack from normal network behaviour. However, this is
not enough, as there is a higher need for defining what is a threat, risk and a
vulnerability. This offers them the chance to identify a risk from a threat. It also
offers the possibility to assess the likelihood and impact of a risk. Once a risk is
assessed, it is also essential to explain how to mitigate it and use the right security
measures to deal with any threat and reduce its risk.

— Technical Training : Raising awareness is not enough, it is equally important to
start training the medical staff and employees of the IT department, right after the
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teaching phase. The training must be divided into seven different phases, starting

with :

— Identification Phase where the IT is capable of identifying a suspicious beha-
viour from an abnormal behaviour.

— Confirmation Phase that is based on the ability to confirm that an attack is
occurring.

— Classification Phase that is based on the ability to identify the type of the
occurring attack.

— Reaction or Responsive Phase is based on the ability of the Computer Emer-
gency Response Team (CERT) to quickly react to a given attack using the right
security defensive measures and prevent an attack from escalating.

— Containment Phase is based on containing the attack incident and overco-
ming it.

— Investigation Phase is the implementation of forensic evidences where an
investigation process takes place to identify the cause of the attack, its impact
and damage.

— Enhancement Phase is based on learning from the lessons of previous at-
tacks.

— Raising Education Level : The current focus must be targeted towards raising the
level of education, especially for those in the IT domain. This is based on teaching
and educating cyber-security and IT staff the necessary techniques to classify
each attack and what it targets (confidentiality, integrity, availability, and/or authen-
tication). Attackers are also divided into insiders or outsiders. However, it is impor-
tant to assess the level of damage of an attack caused by an insider, along with
the possibility of a remote or outsider attack. Afterwards, it is also highly recom-
mended to educate them on how to evaluate the possibility of a risk from occurring
(likelihood/impact). It is also important to know what encryption or cryptographic
technique can or should be used to prevent any alteration or interception. To limit
the possibility of insider attacks, the right authorization and authentication tech-
niques should be applied, along with the best Intrusion Detection Systems (IDS)
in order to detect any attack based on either signature, anomaly or behaviour.

2.5.2/ TECHNICAL SECURITY MEASURES

In this section, we discuss the technical security measures that should be put in place
to ensure an end-to-end secure IoMT system. Thus, the following subsections discuss
techniques that aim at ensuring loMT data and systems security.

2.5.2.1/ MULTI-FACTOR IDENTIFICATION AND VERIFICATION

In order to prevent any possible unauthorized access to loMT systems, it is important to
ensure a strong identification and verification mechanism. The best solution is to rely on
biometric systems. There is also the need for a database to store the biometric templates
safely and securely for future use [Douglas et al