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A B S T R A C T

Internet of Things (IoT) systems are increasingly deployed in the real
world, but their security lags behind the state of the art of non-IoT
systems. Moving Target Defense (MTD) is a cyberdefense paradigm
that proposes to perpetually randomize systems’ components, with
the intention of thwarting cyber attackers that previously relied on the
static nature of them. Leaked system information is now ephemeral,
and attackers are constrained by time. MTD has been successfully im-
plemented in conventional systems, but its use to improve IoT security
is still lacking in the literature. Throughout this thesis, we establish
MTD as a cyber defense technique for the resource-constrained IoT.

First, we validated MTD as a suitable technique for IoT systems. We
identified and synthesized existing MTD techniques for IoT using a
systematic literature review method. Real-world usability evidence
was leveraged from the state of the art; besides, we defined and used
four novel entropy-related metrics to measure qualitative aspects of
the existing techniques.

Second, we proposed a generic and modular distributed MTD frame-
work that allows the instantiation of concrete MTD strategies suitable
for the constrained IoT. Then, we designed an authenticated time syn-
chronization protocol, proven secure using a computer-aided formal
method. This protocol allows instantiating one of the fundamental
components of our MTD framework.

Finally, we instantiated three concrete MTD techniques. Two at the
upper network layers (dealing with port-hopping and application
RESTful interfaces) and the third one at the physical layer using direct-
sequence spread spectrum anti-jamming techniques. The physical
layer technique also provided a fundamental study about the cross-
correlation of pseudo-random sequences for wireless communication
systems previously missing in the literature.
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R É S U M É

Les systèmes de l’Internet des Objets, ou «Internet of Things» (IoT),
sont de plus en plus déployés dans le monde réel, mais leur sécurité
est à la traîne par rapport à l’état de l’art des systèmes non IoT. Le
«Moving Target Defense» (MTD), ou Défense par Cible Mouvante, est
un paradigme de cyberdéfense qui propose de randomiser perpétuelle-
ment des composants de systèmes, dans l’intention de faire échec aux
cyberattaquants qui s’appuyaient auparavant sur la nature statique
de ceux-ci. Les informations du système qui fuient sont maintenant
éphémères et les attaquants sont limités par le temps. Le MTD a été
mis en œuvre avec succès dans des systèmes conventionnels, mais son
utilisation pour améliorer la sécurité de l’IoT fait manque encore dans
la littérature. Tout au long de cette thèse, nous établissons la MTD
comme une technique de cyberdéfense pour l’IoT contraint.

Tout d’abord, nous avons validé la MTD comme une technique
appropriée pour les systèmes IoT. Nous avons identifié et synthétisé
les techniques MTD existantes pour l’IoT en utilisant une méthode
systématique d’examen de la littérature. Nous avons également défini
et utilisé quatre nouveaux paramètres liés à l’entropie pour mesurer
les aspects qualitatifs des techniques existantes.

En deuxième lieu, nous avons proposé un framework générique
et modulaire de MTD distribué qui permet l’instanciation de straté-
gies MTD concrètes adaptées à l’IoT contraint. Troisièmement, nous
avons conçu un protocole de synchronisation temporelle authentifié,
dont la sécurité a été prouvée par une méthode formelle assistée par
ordinateur. Ce protocole permet d’instancier l’une des composantes
fondamentales de notre framework de MTD.

Enfin, nous avons instancié trois techniques MTD concrètes. Deux
au niveau des couches supérieures du réseau (portant sur le saut
de port et sur des interfaces RESTful d’applications) et la troisième
au niveau de la couche physique en utilisant des techniques anti-
bourrage à étalement de spectre à séquence directe (direct-sequence
spread spectrum). La technique de la couche physique a également
fourni une étude fondamentale sur la corrélation croisée des séquences
pseudo-aléatoires pour les systèmes de communication sans fil, qui
était jusqu’alors absente de la littérature.
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A book is a physical object in a world of physical objects.
It is a set of dead symbols. And then the right reader comes along,

and the words—or rather the poetry behind the words,
for the words themselves are merely symbols—spring to life

and we have the resurrection of the word. — Jorge Luis Borges
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1.1 context and motivation

In 2020, the Internet of Things (IoT) is a reality composed of billions
of computing devices that interact with the physical world and the
Internet. It lies at the frontier of the digital and physical realms,
materialized in everyday objects and novel services that use them, like
a light-bulb and a smart-home voice assistant. “IoT” is a broad term
coined in 1999 [94] and overlaps with other concepts and technologies
like embedded devices, Wireless Sensor Networks (WSNs), and cyber-
physical systems. It signifies a reality made of heterogeneous devices,
networks, and applications. In five years, IoT devices will double the
human population [152] and this increase will also be qualitative: the
relevance of the IoT in our lives and societies will keep growing1.

The networking component is consistently present in IoT systems,
despite their heterogeneous nature [52]. The concept of synergy is
appropriate to describe them and justify this fact. A single IoT device
may be constrained in terms of resources and capabilities. For example,
it may perform a single sensing activity but lack persistent storage
or a user interface. The possible in-node uses of the raw sensed data
are limited. However, individual node limitations are less relevant
when nodes are connected. In the former example, data collected at
one connected node can be processed, stored, or shown at different
nodes, specialized for those tasks. A distributed-computing service
can use a potentially unlimited number of connected IoT devices to
achieve a goal otherwise unachievable by any device. Without the
nodes’ network capabilities, there would be no synergy and no IoT.

A second fact is that cyber attackers are increasingly targeting IoT

systems and devices [124]. Early deployments of IoT devices neglected

1 With how many IoT devices do you interact on a daily basis?
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security aspects, and today many in-use household IoT devices still do
not have proper security [7]. This led to the use of the alternate term
of the “Internet of Broken Things”. A well-known real attack example
is the Mirai botnet that used more than 500k infected embedded Linux
devices to launch a distributed Denial-of-Service (DoS) attack in 2016
[92]. As of today, a query for the string “open ip camera” in a web
search engine will retrieve several indexing sites that list Internet-
connected webcams and other devices that use default passwords and
can be publicly accessed, a behavior probably unintended by their
owners.

Once more, the networking component is a common denominator of
most IoT attacks [9, 42, 116]. Understandably, as it enables distributed
opportunities both for trusted parties and attackers.

The research community first highlighted the IoT security issue
in the year 2010 [115, 192]. In the constrained IoT [24], the security
challenges are exacerbated because the IoT devices have limited energy,
processing power, or memory resources and security solutions must
be specially tailored for their constraints. The Internet Engineering
Task Force (IETF) open standardization body has been working on
constrained IoT network security since the year 2011 [54]; it has already
published security standards for the constrained IoT [153, 158], and
has ongoing active research [73]. As of 2020, research and industrial
communities better understand IoT attacks and its countermeasures,
but many issues remain open2 [159].

Meanwhile, in 2009 a disrupting cyber defense paradigm was explic-
itly proposed for the first time, the Moving Target Defense (MTD) [34].
MTD states that there is an information asymmetry between static sys-
tems and attackers. Attackers have unlimited time to study a system,
find an exploit, develop and launch an attack. The information gath-
ered does not expire; thus, defeat of a static system facing a persistent
attacker is ineluctable. MTD’s goal is to equilibrate this information
asymmetry by limiting the time validity of -possibly leaked- system
information. It proposes to achieve this goal by proactively modifying
components of a system. Like the Heraclitean Fire [194], an MTD system
is one and the same (i.e., provides its functional goals), yet it is in
constant change. An attack relying on a particular instance of a com-
ponent will be limited and mitigated by time. Fairly, the inherent -by
design- capacity of a system to withstand or mitigate unknown attacks
is increased by MTD—a desirable property in cyber resilient systems
[146].

In 11 years, more than one hundred MTD-based techniques for com-
puter systems have been proposed [28, 33, 100, 128, 160, 190, 203] and

2 As stated before, many deployed IoT nodes remain openly vulnerable, too.
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some are used in most modern desktop and mobile operating systems
[22]. However, MTDs targeted at IoT systems are not as widespread.
Recent MTD surveys [33, 150, 203], identify around ten IoT-specific MTD

techniques. MTD seems to be a promising technique for IoT systems,
but there is this quantitative gap between MTD development on clas-
sical systems as compared to the IoT [202]. Reasonable doubts about
the inadequacy of MTD techniques for the constrained IoT arise by this
fact: Why are there not more MTD for IoT proposals? Are existing MTD for
IoT techniques even implementable in constrained IoT environments?

The main goal of this dissertation is to improve the resilience of
constrained IoT systems through the use of MTD techniques. We will
focus on the constrained IoT and network components. In the next part
of this manuscript, we go more in depth on the fundamental concepts
presented in this introduction, establish the state of the art of MTD

techniques for the constrained IoT, and validate that our dissertation
goal is achievable.

1.2 research goal and questions

We find clarifying to state the main research goal of this dissertation
and the Research Questions (RQs) that arose while pursuing it.

Research Goal: To improve the resilience of constrained IoT systems
through the use of MTD techniques.

Research Questions: The following RQs guide our dissertation, and
need to be answered in order to achieve the stated goal,

RQ-1 : Is MTD for the constrained IoT possible?

RQ-2 : What is the status of MTD techniques for IoT?

RQ-3 : How to create usable and secure MTD techniques for the con-
strained IoT?

RQ-3.D1 : What are suitable Moving Parameters (MPs) in IoT systems?

RQ-3.D2 : How to move distributed MPs in IoT systems?

RQ-3.D3 : When to move the MP?

RQ-3.I1 : How to instantiate MTDs in concrete IoT use cases?
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1.3 contributions

We summarize the contributions of this dissertation:

1. The first broad survey about MTD techniques for IoT. Besides,
using an Systematic Literature Review (SLR) approach that can
be scrutinized and replicated.

2. The definition of four novel entropy-related MTD metrics and their
empirical application. Moreover, we provide the first empirical
application of the Shannon Entropy MTD metric.

3. IANVS, a generic and modular MTD framework useful to instan-
tiate concrete MTD techniques in constrained IoT systems.

4. The LATe protocol, a secure time synchronization protocol for IoT.
We provided the design, and a formal-method security evaluation.

5. Two high-layer Network MTD techniques. First, an application-
layer proposal for which we provide the design. Second, a trans-
port-layer proposal for which we provide the design, a hardware
implementation, and a theoretical and a hardware evaluation.

6. A physical-layer Network MTD Anti-Jamming (AJ) technique that
mitigates insider-node jamming using Direct-Sequence Spread
Spectrum (DSSS) radio modulation with independently- and
Cryptographically Secure Pseudo-Random (CSPR)ly- generated
Spreading Sequences (SSs). We provided the design, a simulation
implementation, and an evaluation by simulation.

7. The first thorough study of the Cross-Correlation (CC) proper-
ties of uniformly random and CSPR sequence sets for Wireless
Communication Systems (WCSs).

1.4 outline

The reminder of this manuscript is organized into three parts and a
conclusive chapter.

Part i: Exploration is about discovering the field of MTD techniques for
the constrained IoT. In Chapter 2, we present the MTD cyber defense
paradigm, the context of the constrained IoT, and IoT-suitable IETF

network security protocols. In Chapter 3, we establish the state of the
art of MTD techniques for the constrained IoT following an SLR survey
method. The results validate the MTD as a suitable technique for the
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IoT and identify strengths and shortcomings in the existing techniques
that our contributions will try to replicate and address, respectively.

Part ii: Abstraction is about the design of usable and secure MTD

techniques for the constrained IoT. It is only composed of Chapter
4, where we provide guidelines for the design of MTD techniques by
scrutinizing the topics of what IoT systems’ components, how, and when
to “move” them to instantiate MTDs. Notably, we present IANVS, a
generic and modular framework that can be used to define concrete
MTD techniques suitable for IoT.

Part iii: Construction is about the instantiation of usable and se-
cure MTD techniques for the constrained IoT. In Chapter 5, we design
the LATe synchronization protocol, a secure coarse-grained time syn-
chronization protocol suitable for the constrained IoT; we provide a
computer-aided formal method proof of its security claims, and dis-
cuss real-world issues and attacks not captured by the formal model.
In Chapter 6, we instantiate two IANVS-based concrete Network MTD

techniques motivated by a threat use case of a remote DoS attack:
an application-layer MTD that targets Constrained Application Proto-
col (CoAP) resource’s, and a transport-layer MTD that targets UDP port
numbers; we implement and evaluate the UDP-ports technique in real
IoT hardware, and we share the source code and raw-data results. In
Chapter 7, we instantiate a IANVS-based Network physical layer MTD

technique motivated by a threat use case of an insider node attacker
(i.e., jammer). We use a DSSS AJ technique with the novelty of using
independently- and CSPRly- generated Spreading Sequences. We im-
plement and evaluate the proposed system and attacker-jammer in
simulation using MATLAB. We explain the results by the CC properties
of CSPR sequence sets, for which we provided an in-depth statistical
and probabilistic study that was missing in the literature.

Finally, in Chapter 8, we provide some final conclusions and discuss
future axes of research.





Part I

E X P L O R AT I O N

The first part of this memoir is about discovering the field
of MTD techniques for the constrained IoT.

We present background and context, and establish the state
of the art of MTD techniques for the constrained IoT.
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2.1 introduction

In this chapter, we introduce the general fields from which this thesis
draws its motivation and challenges. First, we present the MTD cy-
ber defense paradigm. Then, we present the constrained IoT and its
security state of the art with a focus on IETF network standards.

2.2 the moving target defense paradigm

Moving Target Defense (MTD) is a cybersecurity paradigm whose goal
is to mitigate unknown attacks by making components of a system
inherently dynamic. This section reviews its rationale, history, and
fundamental concepts focusing on concrete MTD proposals.

11
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2.2.1 Rationale and Resilience

mtd rationale MTD acknowledges the fact that vulnerabilities
are present in any system and that cyber attackers with enough time
will, eventually, find and exploit them. MTD’s goal is to make the task
of finding and exploiting a vulnerability more resource-consuming for
the attackers, as compared to a non-MTD version of the system. MTD

proposes to achieve this by constantly changing some of the system’s
components that, in turn, will also imply changing the system’s attack
surface.

The Attack Surface

“A system’s attack surface is the subset of the system’s resources
that an attacker can use to attack the system.” [75]

The attack surface ’movement’ makes that the information an at-
tacker gathered about the system is now limited in time. Thus, a
discovered and then crafted attack at a given time t0, might not work
when the attacker launches it later at t0 +∆t; because the target system
is no longer the same: the attack surface changed, and the vector of
attack may no longer be valid. MTD contrasts with systems’ security
measures that try to keep the attack surface small (i.e., attack surface
reduction). MTD acknowledges that defenders do not entirely know
the attack surface. Thus, those unknown vectors of attack can not be
reduced in number (nor quality), but they can be ’moved’.

resilience MTD’s founding document [34] states that the exploit
of a vulnerability shall not prevent the MTD system to provide its
service, and, even if exploited once, it will not be able to be exploited
again. This is a desirable characteristic for cyber resilient systems.
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Cyber Resilience

We adopt the definition given in NIST SP 800-160 Vol. 2 [146]:

cyber resilience: “the ability to anticipate, withstand,
recover from, and adapt to adverse conditions,
stresses, attacks, or compromises on systems that
include cyber resources.”

This concept can be applied to a variety of entities including a
mechanism, component, or system element, a system, a system-
of-systems in a critical infrastructure sector, an organization, or
a Nation. Whatsmore, cyber resilient systems are characterized
by having security measures ’built in’ as a foundational part of
the architecture and design.

MTD is identified [146] as a suitable mechanism that can provide
cyber resilience to systems. In this thesis, we focus in constrained
IoT systems (See 2.3.1), and the implementation of MTD-based tech-
niques to improve their cyber resilience. In the following, we provide
a chronological-oriented presentation of MTD covering its sources of
inspiration and milestones, and illustrate that is an active field of
research with growing interest.

2.2.2 A Brief History of MTD

pre-history The concept of changing system components to pre-
vent unintended parties to disrupt its purpose is not new. Applications
of this concept can be tracked in modern science at least to more than
one hundred years ago in a patent of N. Tesla [174]1. Particularly,
the World War II (WWII) produced several advances in these kind of
applications for communication systems (e.g., the Enigma machine,
SIGSALY). This WWII setting also layed the foundations of modern
cryptography-cryptology enabled by the Colossus computers [148].
Applications of the concept of defense through constant change in
the Internet era can also be found at least since 2001 [84]. However, is
not until the last decade that the term "Moving Target Defense" was
coined and emerged as a cyberdefense paradigm.

milestones and publications trend The MTD paradigm was
proposed in 2009 in the context of a U.S. National Cyber-Defense
Summit [34] with support of the Federal Networking and Information

1 This is a precursor idea of the principles of Frequency-Hopping Spread-Spectrum
wireless communication systems.
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Figure 2.1: Number of MTD documents per year (Source: Scopus).

Technology Research and Development (NITRD) Program. Since then,
MTD has been an important topic in cyberdefense with more than
500 scientific publications as of September 2020. Fig. 2.1 illustrates the
number of scientific publications about MTD per year2. We can observe
an upper-trend in the number of publications per year. We present a
non-exhaustive chronology of MTD milestones in Table 2.1.

Table 2.1: MTD Highlighted Research Timeline

2009 • MTD was proposed [34]

•

2011 • MTD Book [75]

2012 • MTD Book II [76]

2013 • Survey from MIT Lincoln Lab 1st Ed. [127]

2014 • 1st ACM Workshop on MTD [77]

•

•

•

2018 • Survey from MIT Lincoln Lab 2nd Ed. [190]

•

2020 • 7th ACM Workshop on MTD

In the following, we review fundamental concepts of the MTD

paradigm with the focus on particular MTD techniques.

2 We used the Scopus meta-searcher and looked for the term in the title or abstract



2.2 the moving target defense paradigm 15

2.2.3 Fundamentals, Techniques, and Taxonomies

The MTD literature can be divided into three fields [28]: Theory [67,
204–206], Evaluation [68, 132, 173, 198], and Strategy [28, 33, 100, 128,
160, 190, 203]. The Strategy field covers concrete MTD techniques that
can be implemented in real systems. This thesis will largely focus on
this field, which we review after the two others.

theory and evaluation MTD Theory deals with mathematical-
analytical theory, systems and attacker models, and theoretical tools to
formally discuss about MTD. R. Zuang et al. defined three components
that constitute the foundations of MTD Theory: MTD Systems Theory
[206], a Cyber Attack Theory [205], and their interaction [204].

An MTD system

Some definitions from R. Zuang et al. [205, 206], in order to
define the concept of an MTD systema:

• A configuration parameter is a unit of configuration infor-
mation that can take on a value based on its type.

• A configuration parameter type, is a label identifiable with
the domain of possible values that the configuration parameter
can assume.

• A configuration state, is a unique assignment of value(s)
from the domain of the configuration parameter type to a
configuration parameter.

• A configurable system, is a system that is in a given config-
uration state, but this state can change based on a set of
configuration actions. However, not all configuration states
might be valid, because the system has functional goals
and policies to comply to.

Finally, an MTD system is a configurable system that can adapt
its configuration during execution, and it is always in a valid
configuration state that can achieve the overall goals of the system.

a We prioritize narrative definitions, and point the reader to R. Zuang et al.
[205, 206] for the formal definitions.

The MTD Evaluaton field deals with methods to evaluate and quantify
the effectiveness of MTD systems. This field of research includes mostly
the definition of metrics that allow not only the assessment of the
effectiveness of a particular MTD system’s technique but also allow the
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comparison among different ones. The field has practical importance,
because metrics can be used to guide the design and implementation of
novel MTD systems, or modify existing ones to increase their efficiency
against specific attack types.

mtd techniques and taxonomies Finally, the MTD Strategy
field covers concrete MTD techniques that can be implemented in sys-
tems. We use the terms strategy and technique interchangeably through-
out this work, but prioritize the latter. There are more than 100 distinct
MTD techniques, and several survey publications [28, 33, 100, 128, 160,
190, 203]. In this subsection, we focus on general design principles
shared by them, and in a widely used taxonomy of techniques based
on the MP element.

The Moving Parameter

Using MTD theory’s nomenclature, we define the MP(s) as the
configuration parameter(s) of an MTD system.

An MTD technique needs to define three fundamental design ques-
tions: WHAT, HOW, and WHEN to move. These principles were first
proposed by Cai et al. [28], and can be defined as follows:

• WHAT to move determines the component(s) of the system to
which the technique will be applied. In other words, the MP(s).

• HOW to move is about the methods for (i) define valid states of
the MP, and (ii) chose one valid state for the system. MTD tech-
niques use three types of methods: Shuffling (randomization),
Diversification, and Redundancy-based.

• WHEN to move is about applying the state change, i.e., the
decision process that triggers the MP value change. The literature
identifies three types of decision processes: Time, Event, and
Hybrid-based

To conclude this subsection, we present a taxonomy for MTD tech-
niques based on the system layer to which the MP pertains. It was first
proposed by Okhravi et. al [127, 128]. The taxonomy is the following:

1. Network. Techniques that change the network properties, e.g.,
protocols, addresses.

2. Platform. Techniques that change the computing platform prop-
erties, e.g., CPU architecture, OS, virtual machine instance.

3. Runtime Environment. Techniques that change the execution envi-
ronment dynamically, e.g., RAM addresses, instruction set.
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Figure 2.2: An IoT system.

4. Software. Techniques that change an application’s binary code,
e.g., binary objects shuffling, application diversification.

5. Data. Techniques that changes the format, encoding or repre-
sentation of application data, i.e., same semantics with different
syntax.

This taxonomy, based on the MP’s system layer, is widely used in
MTD literature. We will use it to categorize existing MTD techniques
for the constrained IoT, and to reflect on which domains to propose
novel ones.

2.3 the constrained internet of things

2.3.1 Definitions and Context

The term “Internet of Things” was coined in 1999 [94], and is used
to include a wide variety of objects that have internet connectivity.
These objects interact with our physical world by means of sensors and
actuators. The networking capability allows for remote supervision and
control of these objects, and the realization of distributed services that
may require many of them. These objects, or devices, act as interfaces
between the physical and digital worlds. Fig. 2.2 illustrates our vision
of an IoT system as many devices providing a service.

However, not all things are made equal and, particularly, resourceful-
enough IoT devices that can run off-the-shelf software are out of scope
of this work. In this thesis, we will focus on the constrained IoT.
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The constrained Internet of Things

A constrained IoT device is a computing hardware device with
network capabilities and limited energy, processing power, or
memory resources. Devices that form a netwok are called nodes.

A constrained IoT network is a telecommunications net-
work constituted of IoT nodes that exhibits constraints in terms
of bandwidth, reliability, or topology stability. The nodes are
not necessarily constrained.

The constrained IoT imposes novel challenges at hardware and
software levels. For example, well-established network protocols, like
HTTPS, simply can not run in a constrained device. Adaptations or
novel protocols are needed for the constrained world.

the iot enables novel services These challenges and con-
straints come with a desirable trade-off. The limitations of a con-
strained IoT device make the monetary cost per unit low. This factThe Moore’s law in

the constrained IoT
context is “used” not

to increase the
computing power of

the devices, but to
lower their cost.

makes the creation of networks with a large number of these types of
nodes economically viable. Which, in turn, enables the realization of
novel distributed applications that were otherwise not possible. For
example, a system with hundreds of soil moist sensing IoT devices
that helps farmers in the management of the irrigation process of their
fields. Smart agriculture, industry, transportation, and cities are some
examples of the novel fields of applications enabled by the IoT.

terminology for constrained-node networks The IETF

defines in RFC7228 [24] a terminology for constrained-node networks.
A relevant output of the document is the distinction of three different
classes of constrained devices, as shown in Table 2.2.

Table 2.2: Classes of devices according to RFC7228 [24] (KiB = 1024 bytes).

Device Class RAM (KiB) Flash (KiB)

Class 0 << 10 << 100

Class 1 ≈ 10 ≈100

Class 2 100 250

These classes depend on measurable quantities that allow us to
determine unequivocally to which class a node pertains. In regards to
what each class entails in terms of networking-protocols capabilities,
Class 2 devices have not significant difficulties implementing standard
protocols, while Class 0 devices are assumed not to have the resources
required to communicate directly with the Internet in a secure manner.
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Finally, Class 1 devices are the ones assumed on new IoT-tailored
network protocols, and are the ones that present a challenge. In other
words, current IETF IoT proposals target devices with around 10 KiB of
RAM and 100 KiB of Flash. In this thesis, we aim for our resiliency-
improving proposals to be usable in Class 1 constrained devices. The
network aspect of the IoT plays a significant role in this thesis, which
is why we devote special attention to the work done by the IETF. In the
following subsection, we review the network protocol stack of the IoT.

2.3.2 Connectivity and Interoperability: Standards

In the IoT, heterogeneous devices and networks are the norm. Two
properties fundamental to make distributed and heterogeneous sys-
tems to work together are connectivity and interoperability. Open net-
work standards allow devices from different hardware manufacturers
or software developers to achieve those properties. In a nutshell, con-
nectivity is provided by the IPv6 protocol [40], and interoperability is
provided by application-layer protocols like the CoAP [163]. The IETF

is a standardization body responsible for most of the network open
standards that enable the Internet and the IoT. In Fig. 2.3, we show
side by side the IETF’s standard Internet and the IoT network protocol
stacks.

JSON

HTTP
TLS
TCP
IP

(a) standard

[ September 25, 2020 at 20:52 – classicthesis v4.6 ]

CBOR
CoAP
DTLS
UDP

6LoWPAN/RPL
(b) IoT

[ September 25, 2020 at 20:52 – classicthesis v4.6 ]

Figure 2.3: IETF protocols stack for: (a) standard Internet, and (b) IoT.

2.3.2.1 Connectivity

The first IoT-related work at IETF dates back to 2005 with the creation of
the IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN)
Working Group (WG). The 6LoWPAN WG provided the first adaptation
of IPv6 for constrained-node networks in RFC4944: Transmission of
IPv6 Packets over IEEE 802.15.4 Networks [119], published in 2007. This
document specifies a frame format, local-link address forming, and a
compression scheme to deliver IPv6 packets in IEEE 802.15.4 networks.
Other RFCs from the WG update and expand this document, and
together they constitute the 6LoWPAN suite of protocols.



20 background

Mesh networks are common in 6LoWPANs and ad-hoc network-layer
route formation is a non trivial problem that needed solutions adapted
for the IoT. The ROLL (Routing Over Low power and Lossy networks)
WG addressed the routing problem on 6LoWPANs, with the design of
The IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL)
[5] , published in 2012. RPL generates routes optimized for traffic to or
from root nodes, or sinks. It creates a logical topology in the form of one
or more Destination Oriented Directed Acyclic Graphs (DODAGs). RPL

allows a high degree of customization. Among other parameters, novel
metrics that affect topology formation can be specified in the form of
RPL’s Objective Functions. The 6LoWPAN and RPL documents provided
the foundations of the constrained IoT connectivity by allowing IPv6
on Low-Power and Lossy Networks.

On top of the IP stack, the UDP [136] is widely used as the transport-
layer protocol. Even if not designed for the IoT, UDP is lightweight
enough to be used as is. The security-related Datagram Transport
Layer Security (DTLS) [145] is the UDP-enabled equivalent of TLS that
is used to secure most of standard Internet traffic. DTLS and other IoT

security-related protocols will be reviewed in the next subsection.

Data and Information

Data are raw bits in the digital world, and connectivity allows
data from node A to reach a node B, potentially located in the
other side of the physical world. But, data has no use unless B
can meaningfully interpret it. Information is data with a context
that gives it a meaning, a semantic interpretation of the raw
bits. The exchange of information between nodes is what we
understand by interoperability and, in the context of the TCP/IP
network layers model, it can be achieved at the application layer.

2.3.2.2 Interoperability

Application-layer network protocols are about the exchange of informa-
tion in the context of a specific domain or application. Is at this upper
network layer where interoperability will be achieved. In particular, the
REpresentational State Transfer (REST) [49] architectural style, widely
used in the World Wide Web, plays an important role in achieving
interoperability for the IoT.
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The RESTful Paradigm

RESTful services consist of resources hosted by a network node
(a server). A resource has a given state, and a defined set of
resource operations can generate state transitions. These oper-
ations can be triggered by a message from a remote node
(a client), thanks to the use of Uniform Resource Identifiers
(URIs). An URI uniquely identifies a resource over the network,
e.g., coap://[NodeIPv6Address]:5683/myresouce. Some com-
mon RESTful operations are:

• GET: Retrieve a representation of the current state of the
resource in a response message.

• PUT: Store the representation contained in the current
message as the new state of the resoruce.

• DELETE: Delete the state of the resource.

Other operations are POST and PATCH.

The IETF’s Constrained RESTful Environments (CoRE) WG, created
in 2010, deals with application-level goals. It provides solutions for
resource-oriented applications intended to run on constrained nodes
and networks. One of his most valuable outputs has been The Con-
strained Application Protocol (CoAP) [163] (RFC 7252), published in
2014.

CoAP is a RESTful protocol inspired by HTTP, but information is
encoded in binary form as opposed to human-readable text. CoAP

defines messages that contain a RESTful operation, options (e.g. the URI of
a resource), and a payload. Also, unlike HTTP, CoAP can be transported
over datagram-oriented channels, like UDP over IP, where data can
be lost or arrive out-of-order, because it provides application-layer
ACKs and a request-response matching mechanism. On top of CoAP,
the message payload will contain specific application-data, for exam-
ple a sensor temperature value, but how to represent that kind of
information is out-of-scope of CoAP.

The CBOR [25] is a binary data format inspired by JSON and provides
a compact representation of most common data types used at Internet
standards, like an unsigned integer or a text string. It also supports
map structures (key-value pairs) and arrays. CBOR is the building block
of other application-layer data schemes like CBOR Object Signing and
Encryption (COSE) [153], or Sensor Measurement Lists (SenML) [78].
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2.3.2.3 What about Security?

The IPv6 adaptation 6LoWPAN, the RPL routing protocol, the CoAP ap-
plication protocol, and the COSE encoding scheme have become the
pillars of connectivity and interoperability in the IoT. However, except-
ing the brief mentions of DTLS and COSE, we avoided references to
security-related protocols. This has a narrative and also a chronological
reason. As with the evolution of the standard Internet, the IoT was first
developed and deployed without security in mind. It was not until
IoT devices were already in the wild, that weak or complete lack of
security started to be an issue [9, 42]. The first peer-reviewed academic
publications about IoT security appear in the year 2010 [115, 192], and
the first IETF drafts in 2011 [54]3. In the next subsection, we present a
panorama of the IETF’s IoT security-related network protocols.

2.4 ietf network security for the iot

In this section, we review the most prominent IoT-friendly security
proposals designed and published in the context of the IETF. These
include protocols, data formats, and frameworks. We use a bottom-up
layered approach. Some of these proposals serve as building blocks
for more complex security protocols.

2.4.1 Network-layer

This is the lowest layer at which the IETF is competent. Below is the
data link layer, which is the domain of other standardization bodies
that define physical standards and link layer frame formats, such
as IEEE or Bluetooth. Notwithstanding that, IETF has some cross-
layer work, particularly within the 6TiSCH WG that deals with the
Time-Slotted Channel Hopping (TSCH) mode of the IEEE 802.15.4
wireless standard. They define a work-in-progress framework that
allows for secure node joining mechanisms in those networks [186].
This framework re-uses an application-layer solution to secure CoAP

message exchanges. Another example is the Extensible Authentication
Protocol (EAP) [185], an authentication framework that runs on top
of the link layer and supports multiple authentication methods. IoT-
friendly CoAP-based EAP exchanges have been proposed [104], but
the current status of standardization efforts is uncertain. Both are
examples of how to use basic security solutions to solve more complex
and specific security issues.

3 Became RFC8576 in 2019 [55]
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lightweight ipsec Network-layer security is based on adapta-
tions of the IPsec protocol suite: the IKEv2 [48] key exchange mecha-
nism, and the Encapsulating Security Payload (ESP) [83] and Authen-
tication Header (AH) [82] formats. The Light-Weight Implementation
Guidance (LWIG) WG is the home for this efforts. The Minimal Internet
Key Exchange Version 2 (IKEv2) Initiator Implementation (RFC7815)
[87] presents a lightweight version of the IKEv2 protocol. This protocol
is used for performing mutual authentication between two nodes, and
establishing and maintaining security associations (i.e., fresh crypto-
graphic keys). Once both end nodes have a security association, they
can encrypt and authenticate data using ESP (both security services),
or AH (only authentication) headers. Both minimal adaptations of
ESP and AH have standardization efforts [117, 141], but they did not
reach standard status and are currently inactive. The future of IPsec
encryption for IoT is not clear. Current security standardization efforts
are focused on higher-layers.

2.4.2 Transport-layer

The classic Internet has one uncontested protocol that secures most of
its traffic: The Transport Layer Security (TLS) [142, 144]. It provides the
security services of data confidentiality, integrity, and authentication,
and has mechanisms to detect replay attacks, among other features.
It runs on top of TCP and, for example, is used to secure HTTP (i.e.,
HTTPS). Because TLS runs over TCP, it assumes that data packets are HTTPS stands for

most of the traffic
over the Internet:
Netflix, Youtube,
Google, Facebook,
and Amazon use it.

not lost and that arrive in order. However, these guarantees are not
assured by the UDP protocol, or other non-reliable channels, used in
most IoT systems. Thus, TLS can not run on top of UDP. The Datagram
Transport Layer Security (DTLS) [145] protocol was designed to provide
the same security guarantees as TLS, while overcoming the packet loss
and reordering problems of datagram-oriented transports. DTLS is a
suitable candidate to secure IoT traffic.

dtls in a nutshell DTLS version 1.2 [145] is a client-server pro-
tocol and has a layered design. It is composed of a base protocol called
the record layer, and other four sub-protocols that run on top of it.
The record layer specifies a data format, and is in charge of taking
a message from the higher-layer sub-protocols, fragmenting the data
into manageable datagrams, optionally compressing it, applying a
MAC and encrypting the data, and transmitting it. Received data is,
decrypted, verified, decompressed, reassembled, and then delivered
to higher-layer sub-protocols. The four sub-protocols that run on top
of the record layer are: the Handshake protocol, the Change Cipher Spec
protocol, the Alert protocol, and the application data protocol. The Alert
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protocol is used to report error conditions among DTLS client-server
pairs, and the Change Cipher Spec protocol consist of a single message
that signals transitions in ciphering strategies. The DTLS Handshake
Protocol is responsible for negotiating a session that, notably, consists
of a session identifier, a cipher spec, and a master secret. It also includes a
stateless cookie exchange to prevent DoS attacks, and handles message
loss, retransmission, and fragmentation.

The DTLS Handshake Protocol

The DTLS Handshake Protocol involves the following steps (text
quoted from the standards[144, 145]):

• Exchange hello messages to agree on algorithms, exchange
random values, the stateless cookie, and check for session
resumption.

• Exchange the necessary cryptographic parameters to allow
the client and server to agree on a premaster secret.

• Exchange certificates and cryptographic information to
allow the client and server to authenticate themselves.

• Generate a master secret from the premaster secret and
exchanged random values.

• Provide security parameters to the record layer.

• Allow the client and server to verify that their peer has
calculated the same security parameters and that the hand-
shake occurred without tampering by an attacker.

The process also includes retransmission timers to handle
message loss.

The items agreed during the Handshake protocol are then used to
create security parameters, i.e., the session, used by the record layer
when protecting application data.

dtls , iot-flavored The DICE (DTLS In Constrained Environ-
ments) IETF WG was created in 2013. It was the first IoT security-
oriented WG, and its sole purpose was profiling DTLS for IoT. It pro-
duced the standard TLS/DTLS Profiles for the Internet of Things [180]
(RFC7925). This document presents two TLS/DTLS profiles, one for
constrained clients, and another for constrained servers. The TLS/DTLS

standards have many configuration options and protocol extensions,
and this profile document explicit what choices to make to best support
an IoT environment. The documents specifies mandatory-to-implement
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functionality, and recommends what cipher suites are suitable for the
IoT.

(D)TLS Cipher suites and Crypto-agility

definition The DTLS record layer protocol requires the agree-
ment over a suite of algorithms to protect message exchanges.
This cipher suite is selected by the server during the Handshake
protocol, and it defines the following information[180]:

• Authentication and key exchange algorithm (e.g., PSK)

• Cipher and key length (e.g., AES with 128-bit keys)

• Mode of operation (e.g, CCM mode for AES)

• Hash algorithm for integrity protection (e.g., SHA-based
HMACs)

• Hash algorithm for use with pseudorandom functions
(e.g., SHA-based HMACs)

• Misc information (e.g., length of authentication tags)

crypto-agility DTLS and TLS support many cipher suites,
which are publicly registereda, and specified in their own
standards. New cipher suites can be defined, and broken-
cryptography ones deprecated, to reflect state-of-the-art cryp-
tography.

a https://www.iana.org/assignments/tls-parameters/tls-

parameters.xhtml#tls-parameters-4

Other DTLS parameters are configurable, and are also discussed.
For example, compression is not needed in IoT (because application
protocols are already size-optimized), suggestions about when to
implement or not keep-alive messages, and determining the specific
values to set in the timeouts mechanisms.

coap, dtls , and cipher suites The CoAP standard defines a
binding for DTLS. It specifies four modes of CoAP secure operation that
depends on the pre-provisioned cyptographic material in the node:
none, Pre-Shared Keys (PSKs), Raw Public Keys (RPKs), and certificates.
The most constrained nodes that support DTLS security will be provi-
sioned with PSK. They need to support the cipher suite TLS_PSK_WITH_-
AES_128_CCM_8 [113]. This cipher suite makes use of the default TLS 1.2
Pseudo-Random Function (PRF), which uses an Hashed Message Au-
thentication Code (HMAC) with the Secure Hash Algorithm (SHA)-256
hash function. For RPK, the cipher suite is TLS_ECDHE_ECDSA_WITH_AES_-

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#tls-parameters-4
https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtml#tls-parameters-4
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128_CCM_8 [114], which uses elliptic-curve cryptography. Finally, for
certificates, the mandatory cipher suite is the same as RPK, but the
key will be wrapped in a X.509 v3 [23] certificate. After the DTLS au-
thentication credentials have been used on the Handshake protocol, all
cipher suites encrypt with the same symmetric algorithm: Advanced
Encryption Standard (AES) in Counter with CBC-MAC (CCM) mode,
with a 128-bit key length, and an 8-byte authentication tag. Once en-
crypted, the added DTLS per-datagram overhead is of 13 bytes, without
counting the tag.

ctls : compact tls A work-in-progress document [143] defines
a compact version of TLS v1.3 (cTLS) within the TLS WG. It is aimed
at IoT systems that support reliable transport, like TCP. It is not in-
teroperable with TLS v1.3. It is designed to use minimal bandwidth
over the network. In order to do so, they use four techniques: omitting
unnecessary values inherited from previous versions of TLS, omitting
fields and handshake messages required for preserving backwards-
compatibility, more compact encodings (e.g., using variable-length
integers), and a template-based mechanism that allows for the creation
of application-specific versions of TLS that omit unnecessary values.

the limits of transport-layer security One of the draw-
backs of DTLS, or any transport-or-lower-layer security solution, is that
end-to-end security cannot be achieved in the presence of proxies
(e.g., CoAP proxies for forwarding, or caching), because the secure
channel will be terminated at the proxy. This motivated the definition
of application-layer IoT security solutions at the IETF that we study in
the following subsection.

2.4.3 Application-layer

The application layer is the highest layer of abstraction in the TCP/IP
and OSI network models. The heterogeneous IoT ecosystem has risen
the interest in security solutions at this layer, because security services
can be maintained end-to-end, independently of the heterogeneity
of lower-layers4, and even application-layer limitations (e.g., proxies).
The lower-layer protocols we studied are connection oriented, meaning
that first a secure channel establishment is made (e.g., DTLS Handshake,
or IPSec IKEv2), and then application data is sent over the secure
channel. Application-layer solutions are not necessarily connection
oriented, and the security properties can be set on a per-message basis.

4 This statement is always true for any layer, but an advantage of app-layer security is
that it can also be stacked directly on top of a layer-2 technology
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Application-layer security is also referred as object security, because
the security services of the data are self-contained. An independent
unity of secured data is very desirable for many IoT applications: this
data can be cached, proxied over different lower-layers, and it will still
maintain its end-to-end security properties.

cose : object security The CBOR Object Signing and Encryp-
tion (COSE) [153] (RFC 8152) is the pillar of compact object security. COSE is inspired by

Javascript Object
Signing and
Encryption (JOSE),
that uses JSON for
data serialization
and its not compact

COSE defines how to create and process encryption, signatures, and
MACs, using CBOR for data serialization. It also defines how to trans-
port cryptographic keys. COSE was designed taking in account the
constraints of nodes (e.g., a compact implementation stack that uses
few node resources), and networks (e.g., compact messages). A COSE

secure object can contain other binary objects, and thus its possible to
compose complex objects. COSE has more flexible security properties
than DTLS, but at the cost of more overhead per datagram (exclud-
ing the DTLS Handshake). COSE is not a network protocol, is secure
message format and flexibility, makes it suitable to be used by other
applications or cryptographic protocols that need to guarantee basic
security services to the exchange of messages. For example, in this
thesis (Ch. 5), we propose a secure network time synchronization pro-
tocol and use CBOR Object Signing and Encryption (COSE) to provide
authentication to the messages exchanged.

oscore : object security for coap COSE object security is used
to construct other security solutions. The most important example
at the IETF is Object Security for Constrained RESTful Environments
(OSCORE) [158] (RFC8613). OSCORE provides end-to-end encryption,
integrity, and replay protection of CoAP messages. A CoAP message
field can be encrypted and integrity protected (Class E field), integrity
protected only (Class I), or unprotected (Class U). The CoAP payload is
always encrypted and integrity protected. Class E message fields are
transported in the ciphertext of the COSE object in the OSCORE message,
these message fields are not visible to proxies and are called Inner.
The Class I message fields are part of the additional authenticated
data of the COSE object and Class U are unprotected. The Class I and
Class U message fields are transferred in the header or options part of
the OSCORE message, which is visible to proxies, and are called Outer.
OSCORE also provides a secure binding between CoAP request and
response messages, and freshness of requests and responses (i.e., anti
replay-attack mechanisms). OSCORE requires a shared security context
established between the CoAP client and server in order to process the
COSE objects. The parameters of the security context are derived from
a set of input parameters that are assumed to be pre-established, those
parameters are: a Master Secret, a Sender ID, and a Recipient ID. It is
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out-of-scope of OSCORE how to derive a Master Secret, but it requires
that, in addition to being secret, it has a good amount of randomness
as specified in [1]. Authenticated Key Exchange (AKE) mechanisms
can be used to comply with these requirements.

edhoc : an authenticated key establishment over cose
Ephemeral Diffie-Hellman Over COSE (EDHOC) Ephemeral Diffie-
Hellman Over COSE (EDHOC) [157] is a work-in-progress that pro-
vides a Elliptic Curve Diffie-Hellman (ECDH) key exchange with
ephemeral keys suitable for the constrained IoT. The ECDH exchange
and key derivation are based on the National Institute of Standards
and Technology (NIST) SP-800-56A specification [15], the SIGMA pro-
tocol [96], and the HMAC-based Key Derivation Function (HKDF)
specified in RFC5869 [95]. EDHOC provides mutual entity authentica-
tion, perfect forward secrecy, and identity protection. Its main use case
is to establish an OSCORE security context. Authentication is based on
cryptographic material established out of band, e.g. from a trusted
third party.

Authentication and Authorization for IoT

The Authentication and Authorization for Constrained Environ-
ments (ACE) WG aims to produce a standardized solution for
authentication and authorization, and enable authorized RESTful
access to resources identified by a URI, and hosted on a resource
server in constrained environments. The most relevant output
is the ACE using the OAuth 2.0 Framework (ACE-OAuth) [155].
The ACE-OAuth framework defines profiles to be used over
many network-layers, and thus it can be defined as a vertical/-
transversal proposal, and not exclusively application-layer.

2.4.4 A distributed-security toolkit

In this subsection, we presented the IETF publications suitable for the
constrained IoT that offer the basic security services of data confiden-
tiality, integrity, and authentication. As we explored, these services
could be provided at different network layers, and the choice in a real
IoT system will depend on its particularities.

going high , to go anywhere Physical an link layer solutions
were not explored, not because their are not relevant for IoT systems,
but because finding convergence in lower layers is more difficult. In
lower layers, closer to the physical world, there is less abstraction in-
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volved. Thus, the solutions are dependent on the particular technology.
In this section, we highlighted the higher network layers, because the
starting point for the particular contributions of this thesis is an ab-
stract framework (Ch. 4.3) that requires distributed security solutions.
Thus, in order to be as generic as possible, the higher the network
abstraction the better, because only same-or-upper-layer issues can dis-
rupt the end-to-end information security properties of our system5. We
prioritize application-layer solutions to achieve information security
goals. However, our proposed framework can be used to improve an
IoT system’s resilience at any network layer6. In one of the last chapters
of this work (Ch. 7), we secure the physical layer of a wireless IoT

system.

standing on the shoulders of giants We also reviewed less
generic cryptographic protocols, like OSCORE and EDHOC. These are
examples of how simpler components, like COSE, are used to incremen-
tally construct more complex or tailored security solutions suitable
for the constrained IoT. Another of the design principles of the IETF is
not reinventing the wheel, which was exemplified by the TLS-adapted
DTLS, and DTLS for IoT profile. Particularly in the security domain, is
preferable to use cryptographically-proven security solutions instead
of custom-made ones. Over the course of this thesis, we advocated
for those principles. We re-use existing security protocols as much as
possible; and, if we define custom protocols, re-use existing building
blocks such as COSE object security.

In this thesis, we put the IETF’s standardized distributed security
toolkit at the service of novel MTD techniques in order to improve the
resilience of constrained IoT systems.

2.5 conclusion

This chapter introduced three essential domains that are transversal
to the rest of the thesis: constrained IoT systems, network security
protocols suitable for IoT, and the MTD paradigm. The relationship
between the first two domains is explicit, but linking them with the
MTD domain is not as straightforward, and this task will account for
most of this thesis.

iot resilience through mtd Improving the resilience of con-
strained IoT systems is the primary motivation of this thesis. The MTD

5 Lower-layer attacks, e.g., DoS, can disrupt the flow of information of the system, but
countermeasures have to be taken in the same layer as the attack.

6 Or even at not distributed components of the system.
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paradigm is acknowledged as a suitable cyber defense tool to design
and instantiate resilient systems [146]. Several MTD techniques have
been proposed in the literature, and some have improved the overall
security of current computer systems. As an example, Address Space
Layout Randomization (ASLR) techniques [22] are used in all mod-
ern general-purpose OSs. Thus, improving constrained IoT systems’
resilience through the applicability of MTDs is a reasonable working
hypothesis.

exploring mtd for iot However, MTD applied to IoT systems is
a subject not extensively explored yet. Previous MTD surveys identify
more than 100 different techniques, but only six that are suitable
for the IoT. Only two of the most recent surveys [33, 203] explicitly
mention the IoT. This situation, i.e., on the one hand a good potential
of the MTD paradigm to improve system’s security, but on the other
hand a concrete lack of techniques for the IoT, leads to the formulation
of the first RQ:

RQ-1: Is MTD for the constrained IoT possible?

In the following chapter, we will present an answer to this and other
RQs and derived sub-questions. We base our assertions on the evidence
provided by existing MTD for IoT techniques.
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πάντα χωρεῖ καὶ οὐδὲν μένει

“everything changes and nothing
stands still”

Heraclitus, quoted by Socrates
(Plato, Cratylus 402a, c. 360 B.C.E )

3.1 introduction

In the previous chapter, we introduced the MTD cyberdefense paradigm,
but the question of whether it is suitable for the constrained IoT (RQ-1)
remained open. This chapter’s primary purpose is to validate the
feasibility of MTD as a cybersecurity technique for constrained IoT

systems.

In order to answer RQ-1, we take an evidence-based approach. Ex-
isting MTD techniques for the constrained IoT (i.e., primary studies)
provide the evidence. We use a Systematic Literature Review (SLR)
method, we enforce the guidelines by Kitchenham et al. [86], to search,
select, analyze, and synthesize existing techniques. Using the evidence
the primary studies provide, we evaluate them in terms of their real-
world deployability and security foundations. In addition, we define and
use entropy-related metrics to categorize them. To the best of our
knowledge, this is the first MTD survey to empirically use Shannon’s
entropy metric for the studied MTD techniques.

The results allow us to answer RQ-1 in the affirmative, and also
provide an insight of the state of the art of the field, tackling RQ-2:

RQ-2: What is the status of MTD techniques for IoT?

Notably, we identified a predominance of network techniques, and a
lack of sound security foundations in most of the techniques.
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Contributions of this Chapter

• A Systematic Literature Review [86] of MTD techniques for
the constrained IoT. This is the first MTD survey focused
on IoT. Furthermore, two-thirds of the techniques were
not previously identified by MTD literature.

• An evidence-based assessment of the security status of the
techniques and validation of the feasibility of MTD for IoT.
To the best of our knowledge, this is the first MTD review
to focus on the cryptographic primitives of the techniques.

• The definition of four new entropy-related metrics and
their application. Moreover, this is the first MTD review to
make practical use of Shannon’s entropy as a metric. The
metrics have applications beyond the scope of this review.

3.2 motivations

in-depth iot survey lacking In 11 years since the inception
of MTD, more than 100 distinct techniques have been proposed [190].
Also, several MTD techniques survey articles have been published [28,
33, 100, 128, 160, 190, 203]. However, limited work has been published
about MTD targeted at IoT systems. The most recent peer-reviewed MTD

surveys [33, 203], identify less than five IoT-specific MTD techniques.
A recent book chapter [150] focuses on MTD network techniques for
IoT and effectively identifies around a dozen techniques. Even if MTD

for IoT is an acknowledged promising field of study [150, 203], there is
still a lack of an in-deep survey of its state of the art.

a systematic approach In this chapter, we present a survey of
MTD for IoT as thorough and transparent as possible. We also intend
to provide evidence-based justification for MTD as a suitable cyber-
defense paradigm for the IoT and not a mere promising or future work
technique. Hence, this survey uses an SLR approach, widely employed
in the Medical science fields, but adapted for the Software Engineering
fields by P. Brereton, B.A. Kitchenham et al. [26]. This method focuses
on defining and documenting the survey process (e.g., the search
databases and strings, inclusion-exclusion criteria, data extraction
methods), making it as transparent as possible, and reproducible
by independent researchers. The methodology aims at producing
evidence-based answers to clearly defined RQs.
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3.3 related work

The first survey of MTD techniques appeared in 2013 [128]. Since then,
many have been published [28, 33, 100, 128, 160, 190, 203] identify-
ing around 100 distinct techniques. However, IoT applicability is not
considered in most of them. Indeed, only two peer-reviewed recent
surveys consider MTD for IoT.

iot in mtd surveys Zheng et al. [203] has a sub-subsection of
lightweight MTD; it identified two techniques and mentioned that more
MTD techniques for resource-constrained devices are required. Cho et
al. [33] has a sub-subsection of Internet-of-Things within a discussion
of application domains for MTD; it identified four techniques and
acknowledged that MTD seems promising for IoT systems but with
some limitations when compared with conventional MTD. A recent
book chapter by Saputro et al. [150] focuses on the applicability of MTD

for IoT applications. It extensively discusses general concepts of MTD,
IoT, and Software-Defined Networking (SDN). It dedicates an entire
section to MTD for IoT techniques. They focus on network-category
techniques and propose a subdivision of the network taxonomy. They
identify around a dozen MTD for IoT techniques from the Network
category. They highlight the potential of SDN-based solutions and
discuss that the military and industrial IoT applications may benefit
from it.

systematic literature reviews In respect to the SLR approach,
none of the aforementioned surveys used it. However, Torquato et.
al [177] conducted a systematic mapping study1 of MTD in cloud com-
puting. Hosseinzadeh et al. [71] performed a SLR of Diversification and
obfuscation techniques for software security, a broader topic than MTD.

3.4 metrics : definition

In this section, we define the metrics that will be employed in the SLR.
Several metrics for MTD have been proposed [68, 132, 198]. However,
in general, they are of difficult applicability to concrete and hetero-
geneous strategies. In this SLR, we use metrics related to the entropy
of the MP. These metrics have the property of being applicable to the
surveyed MTD techniques with a reasonable effort.

1 There are differences between a SLR and a systematic mapping study. A mapping study
consists of broad research questions, and its main output is to classify literature
in some way. A SLR has a narrower subject, and fewer studies will be included.
Sometimes, the term systematic review is used for what is technically a mapping study.
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3.4.1 Shannon Entropy of the Moving Parameter

This metric is based on the maximum Shannon’s entropy of the MP of
an MTD technique. Works by Zhuang et al. [206], and Hobson et al.
[67] already used Shannon’s entropy concept for MTD systems in a
theoretical way. In this section, we present our own approach but refer
the reader to those works for more information.

definition Let X be a MP of a system, x be a valid state for X, and
E be the set of all valid states {x1, x2, ..., xn}. We can use Shannon’s
information entropy concepts if we define X as a discrete Random
Variable (RV) with possible values {x1, x2, ..., xn} and a probability
mass function P(X). The Shannon Entropy in bits of the MP X is
defined as:

H(X) = −
n

∑
i=1

P(X = xi) log2 P(X = xi) (3.1)

Large values of H(X) are desirable for MTD sytems. This assumption
is defined as the MTD Entropy Hypotesyis [206], also Hobson et al. [67]
defines that an MTD technique is unpredictable iff H(X)� 0.

evaluation In this SLR, we are interested in the maximum value
H(X) for a given technique. For a practical application of this metric
to the MTD techniques in the literature, we use two results from in-
formation theory. First, H(X) is maximized if P(X) follows a discrete
uniform distribution, i.e., every value x is equiprobable. For a RV X
with n possible values {x1, ..., xn}, this maximal value is log2(n) bits.
Second, MTD techniques will take inputs and deterministically pro-
duce an output, i.e., the MP value. It is well known that a theoretical
limit exists for the output entropy of a process [206]: the entropy of
the output RV can not be greater than the sum of the entropy of the
input RVs. For a single RV input Y, 0 ≤ H(X) ≤ H(Y).

examples We present three examples of the use of H(X) as a
metric for MTD systems in which the MP X is:

• The OS firmware, and there are 2 possible states: H(X) ≤
log2(2) = 1 bit.

• The Encryption Algorithm used, and there are 16 possible states:
H(X) ≤ log2(16) = 4 bits.
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Table 3.1: Definition of MTD Entropy-related Metrics.

Metric Description Possible values

H(X) Shannon Entropy of a Moving Paramter X R≥0

GEN Cost of generating a valid state xi {Low, Med., High}

STO Cost of storing a valid state xi {Low, Med., High}

MOV Cost of a state change xi → xj {Low, Med., High}

ATT Cost of an attack, assuming a state xi {Low, Med., High}

• The IPv6 Address of 128-bits, but the secret key to calculate it is
a value of 32-bits (input RV Y): H(X) ≤ H(Y) ≤ log2(2

32) = 32
bits.

To the best of our knowledge, this is the first MTD survey that
evaluates the Shannon entropy of the studied techniques.

3.4.2 Qualitative Entropy-related Metrics

motivation Many qualitative factors of the entropy are not cap-
tured by the Shannon entropy H(X). For example, attacking 16 dif-
ferent OS firmwares is arguably harder than attacking 16 different IP
addresses. In addition, switching an OS firmware may consume more
resources for the system than switching an IP address, and this will
impact a real-world implementation of the technique. Thus, 1 bit of
entropy of the OS firmware as the MP is not qualitatively equivalent
to 1 bit of entropy of the IP address as the MP.

definitions In order to capture some of these qualitative differ-
ences, we define four novel metrics: GEN, STO, MOV, and ATT. They
are based on the MP X modeled as a discrete RV and are related to a
valid value xi. Their definition is in Table 3.1.

two cost-related perspectives GEN, STO, and MOV mea-
sure cost from a system’s perspective. ATT measures cost from an
attacker’s perspective. The cost is estimated in terms of the entity’s
use of limited resources (i.e., time, computing power, hardware). A
priori, the lower the cost of GEN, STO, and MOV, the higher H(X)

that will be attainable with fixed resources. The ATT metric aims at
capturing the entropy exploration cost from an attacker’s perspective.
Because time is a limited resource for an attacker facing an MTD sys-
tem, ATT gives a measurement of the entropy (apparent attack surface)
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exploration speed. From a system’s perspective, high ATT values are
desirable. It will translate in an attack surface that will be difficult (i.e.,
costly, slow) to explore.

ternary-valued and valuation All these metrics are of ternary
value: Low, Med., and High. This choice is justified because of the
inherent uncertainty and difficulty of measuring them. Binary values
were discarded as too coarse-grained. The estimation of the metrics for
an MTD technique was done using the evidence provided in the same
publication and my own expertise. The assigned costs-values are rela-
tive to the other values present within the examined set of techniques.
When hypothesis-assumptions were required for one technique, they
were propagated to all of the techniques.

3.5 methodology

The methodology used in this SLR is based on the SLR guidelines by
Kitchenam et al. [86]. There are three main phases in a systematic
review process:

1. Planning: Involves specifying the RQs and developing a protocol
to follow.

2. Conducting: Involves study search, study selection, data extrac-
tion, and data synthesis.

3. Documenting: Involves reporting the systematic review process
(e.g., protocol, outcomes), i.e., this chapter.

The conducting phase, with detail on the search and selection pro-
cesses, is illustrated in Fig.3.1. In the following, we explicit the SLR RQs,
we call them them SLR-RQs to avoid collision with the RQs guiding this
thesis memoir, and detail the protocol and execution of the conducting
phase.

3.5.1 SLR Research Questions

This systematic review aims to provide an overview of existing MTD

techniques for IoT and insights about their maturity in terms of secu-
rity and usability. To achieve this goal, we defined four RQs that guide
this SLR:
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Figure 3.1: Conducting the SLR: detail on the search and selection processes.
The number of articles after an activity is represented in labels at
the exit edges.

SLR-RQ-1: How many proposals of MTD techniques for IoT exist?

SLR-RQ-2: What characteristics can be observed in the proposals?

SLR-RQ-3: How sound are the security foundations of the proposals?

SLR-RQ-4: To what extent the proposals can be used in a real deployment?

The RQs are ordered from the more generic to the more particular. The
first two are broad RQs. We separated them because SLR-RQ-1 focuses
on quantitative facts while SLR-RQ-2 on qualitative ones. The last two,
SLR-RQ-3 and SLR-RQ-4, inquire into technical qualitative properties of
the proposals. They are useful to give an assessment of the maturity of
the MTD for IoT field.

3.5.2 Search Process

The search process involved three complementary methods: manual
search, automated search, and snowballing.
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3.5.2.1 Initial Manual Search and Update

The initial set of articles was obtained non methodically from Dec. 2017
to Sep. 2019. It included articles suggested by colleagues, manually
found using references in other articles, and non-systematic searches in
Google Scholar. In addition, we manually searched among all editions
of the ACM Workshop on Moving Target Defense. Initially, the set was
not large enough to justify a SLR. In Sep. 2019 the set consisted of 18
articles, and we estimated a SLR. In July 2020, we did a manual update
to include recently published work.

reproducibility Manually including article [2], the automated
search, and the snowballing method will yield the same results without
the need of this manual set.

3.5.2.2 Automated Search

For the automated search, we defined a search string and used six
well-known digital databases.

databases The databases used were the following:

• IEEE Xplore

• ACM Digital Library

• Springer Link

• Wiley Online Library

• ScienceDirect

• Scopus (meta-searcher)

search string The search string was the following:

("mtd" OR "moving target defense") AND ("iot" OR "internet

of things")

Note that the term mtd yield many false positives (e.g., machine-
type devices, minimum-traces-to-disclosure). We suggest researchers
not using acronyms in the search string. The title and abstract of the
articles will include the unabridged term of the acronym. This will
reduce false positives and make the search and selection process less
time-consuming. The automated search was conducted during the
month of April 2020.
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duplicates removal We used the JabRef reference manager
to combine and remove duplicates from the raw search results. We
prioritized exporting-importing in BibTeX format.

3.5.2.3 Snowballing

definitions Snowballing is a search technique that identifies po-
tential additional articles to include in a systematic literature review
[195]. Snowballing can be applied iteratively over the selected articles.
Backward snowballing captures (past) articles that are on the refer-
ence list of an included study. Forward snowballing captures (future)
articles that refer to an included study.

application We applied both backward and forward snowballing
using the Scopus meta-searcher. The first iteration was applied to the
studies selected by the initial manual and automated search process.
We performed two iterations. Snowballing was performed during
April-May 2020.

3.5.3 Selection Process

The selection process is applied to search results and determines
which studies are included in our review. We explicit the inclusion
and exclusion criteria used to filter the results.

inclusion The inclusion criteria are:

• I1: Studies that propose MTD-based techniques that can be used
in constrained IoT devices.

– The level of detail of the technique is not excluding.

– Not mentioning MTD nor IoT is not excluding.

• I2: Studies in the English language.

• I3: Peer-reviewed studies or books.

exclusion The exclusion criteria are:

• E1: Studies that despite mentioning MTD and IoT:

– Propose techniques for non-constrained devices, e.g., smart
vehicles (broad use of the term IoT).
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– Propose techniques not applicable to IoT devices directly,
but to other non-constrained components of the system,
i.e., the technique was transparent to the IoT nodes. For
example, firewalling, backbone/cloud, or non-constrained
Software-Defined Networking (SDN) solutions.

• E2: Studies published before 2009.

• E3: Studies for which we could not access the full text.

application of criteria The criteria I2, I3, and E2 were applied
automatically on the digital databases searches. Then, we applied the
semantic-dependent filtering criteria I1 and E1 in a two-step process.
Firstly, only taking into account title, keywords, and abstract of the
studies. Secondly, taking in account the full-text. In case of doubt in
the first step, the study was included for the full-text selection step.
Most studies were discarded during the first step.

3.5.4 Data Extraction Process

process Each of the 39 selected articles was read thoroughly by
myself. The data extraction template evolved between Jun 2019 and
April 2020. The 18 articles from the initial manual search were read
and data extracted (refined) at least twice having a time span of at
least three months between reads.

template The final template used to extract relevant data from
each study is shown in Fig. 3.2.

3.5.5 Data Synthesis Process

The goal of the data synthesis process is to provide meaningful infor-
mation about the current state of the art of MTD techniques for the
constrained IoT. Particularly, the outputs of the data synthesis methods
summarize the data results and shall provide convincing answers to
the SLR-RQs of Sec. 3.5.1.

synthesis methods used There are a variety of data synthesis
methods [86]. In this work, the syntheses outputs are presented in the
form of graphical plots, tables, and narrative synthesis, i.e., text. We
synthesized both quantitative and qualitative aspects of the primary
studies. An intermediate analytical step was necessary to synthesize
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• Standard bibliography data:

– Title, author, year, type of publication, venue.

• MTD technique name or brief description.

• Moving Parameter (MP).

• MTD technique taxonomy:

– Data, Software, Runtime Environment, Platform, Network.

• Metrics:

– Evaluate MP Shannon entropy metric (See Sec. 3.4.1).

– Evaluate MP qualitative metrics (Defined in Sec. 3.4.2).

• Cryptography:

– Is cryptography used?

– Which cryptographic primitive is used?

– What are the cryptographic inputs? (e.g., a key)

• Implementation:

– Is the proposal implemented (even partially)?

• Evaluation:

– Is the proposal evaluated?

– How? Numerically, Simulation, Hardware prototype.

• Synthesis of the proposal with technical details (1-6 paragraphs).

Figure 3.2: Data Extraction Template.

some aspects (mostly qualitative) of the primary studies. In this pro-
cess, we used existing MTD theory (e.g., MP, accepted taxonomies)
and the metrics we developed in Sec. 3.4. The metrics allow a common
frame of reference to synthesize and compare qualitative aspects of
different studies.

3.6 slr results

In this section, we present the results from the systematic review
process. The SLR-RQs of Sec. 3.5.1 structure this section. Each subsection
analyzes the results in the context of the RQs, and factually provides
answers. Interpretive discussion is to be found in Sec. 3.8.
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Figure 3.3: Number of selected documents per year (Total = 39).
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Figure 3.4: Number of documents by publication type.

3.6.1 SLR-RQ-1: How many proposals of MTD techniques for IoT exist?
(Status of Field of Study: Quantitative)

The systematic review process, shown in Fig. 3.1, identified 39 doc-
uments containing 32 distinct proposals. There is not a one-to-one
correspondence between documents and proposals. One proposal can
spread among multiple documents, and one document can contain
multiple proposals.

3.6.1.1 Documents

per year In Fig. 3.3 we plot the published documents per year. The
first article is from 2013, two years after the first general-purpose MTD
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Figure 3.5: Number of novel proposals per year (Total= 32).

techniques that date from 2011. Excluding the year 2020, the (average
± standard deviation) number of publications per year is (5.3± 1.8).
Since 2016 is (6.5± 1.3). Aside from the 2015-2016 increment, there is
no clear upward trend, and the number of published documents per
year is stable with post-2016 values.

venue , countries , and affiliations The document publi-
cation type distribution is shown in Fig. 3.4, conference papers are
predominant with a 69%. The top-3 countries are: USA (49%, 19 doc.),
Finland (15%, 6 doc.), and Italy (15%, 6 doc.). The top affiliations are:
University of Turku (13%, 5 doc.), Virginia Polytechnic Institute and
State University (13%, 5 doc.), University of Naples Federico II (10%,
4 doc.), and George Mason University (10%, 4 doc.).

3.6.1.2 Proposals

per year Thirty-two novel proposal have been identified. In Fig.
3.5 we plot the novel proposals per year. A proposal is counted only
once, taking the date of the first document that included it. Excluding
the year 2020, the (average ± standard deviation) number of novel
proposals per year is (4.1± 1.2). The minimum value was in 2014 (2
proposals) and the maximum in 2019 (6 proposals). The number of
proposals per year is stable since 2013, with a slight upper trend of
∆ = 1 in the last two periods since the 2017-2018.
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Figure 3.6: Taxonomy distribution of MTD techniques for IoT.

3.6.2 SLR-RQ-2: What characteristics can be observed in the proposals?
(Status of Field of Study: Qualitative)

This question aims at highlighting qualitative aspects of the field of
study of MTD for IoT techniques. We categorize, measure, and analyze
technical properties of the techniques.

This section is divided in two parts. In the first, we use general MTD

theory concepts presented in Ch. 2.2.3, in particular, the widespread
taxonomy for MTD techniques. In the second, we use the entropy-
related metrics we defined in Sec. 3.4 to describe and analyze the state
of the art.

3.6.2.1 MTD Taxonomy: Distribution and Trends

We present the distribution of the techniques by MTD taxonomy in
Fig. 3.6. Network techniques are predominant, with 54%. In the sec-
ond position are dynamic Runtime Environment techniques with 20%.
Software and Data techniques have a similar share with 13% and 10%,
respectively. Notably, there is only one dynamic Platform technique
(3%). Fig. 3.5 shows novel proposals per year and taxonomy. Excepting
the year 2015, Network proposals have a constant rate of production
and account for ≥ 50% even on a year-to-year basis. A relevant derived
RQ is:

How do taxonomy distribution and trends compare between MTD

for IoT and general MTD techniques?



46 state of the art of mtd techniques for iot

21%

35%

15%

9%

20% Network
Run. Env.
Software
Data
Platform

[ September 25, 2020 at 20:48 – classicthesis v4.6 ]

Figure 3.7: Taxonomy distribution of general MTD techniques.

To answer this question, we leverage on the general MTD survey
from Lincoln MIT laboratory [190]. It dates from 2018 and comprises 89
distinct general purpose MTD techniques. The taxonomy distribution
of the techniques is shown in Fig. 3.7. Network techniques are not
predominant as in IoT; they account for 21%. Runtime Environment
techniques take the most significant share with 35%. Notably, Platform
techniques, almost non-existent in IoT systems, share the virtual second
place with 20%. Software and Data techniques have similar values as
in IoT with 15% and 9%, respectively. However, there is an increasing
interest in general-purpose MTD Network techniques since 2015. We
base this assertion on the rate of publications of the MTD Network
techniques included in the 2020 survey of Sengupta et al. [160]. Also,
recent MTD surveys [33, 177] focus on Network MTD solutions, which
indicates a growing interest in the research community.

3.6.2.2 MP Metrics: Shannon’s entropy and other entropy-related metrics

This subsection presents the results of applying several metrics related
to the MP X. The metrics are defined in Sec. 3.4. To the best of our
knowledge, this is the first MTD survey to apply the Shannon entropy
metric to the studied techniques. The precise values of the metrics per
technique can be found at the end of this section in Table 3.2. In Fig.
3.8, we present the histogram of the Shannon entropy H(X) in bits
of the techniques. Each bin aggregates values inferior to the label of
the next bin, for example, in the bin ’32’→ 32 ≤ H(X) < 64. Neither
Platform nor Software categories have techniques with 64 bits or more
of Shannon’s entropy. On the other hand, the rest of the categories
have at least two techniques, each with 128 bits of entropy or more.

In the following, we synthesize results derived from the use of
the novel qualitative metrics defined in this work. The goal is to
highlight possible relationships between Shannon’s entropy and other
qualitative metrics of the MP.
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Figure 3.8: Histogram of Shannon’s entropy of the techniques.

definition : entropy cost q To present the results, we aggre-
gate the three system-centric metrics GEN , STO, and MOV, into the
metric Q. We call Q the entropy cost because it captures how expensive,
in terms of resources, is for the system the process of generating, stor-
ing, and moving the MP value. Each individual system-centric metric
will be mapped to a value in {0, 1, 2} from the original domain of
{Low, Med., High}. From a system defense perspective, 0 is the most
desirable value (lower cost) and 2 the least (higher cost). We define
Q as the arithmetic sum of the system-centric metrics. Its value is in
the range {0, 1, ..., 6}. Again, the lower this value, the better from a
system’s perspective. Ideally, we want high values of entropy H(X) at
a low-cost Q. The results are shown in Fig. 3.9a.

Similarly, the attacker-centric metric ATT is presented in Fig. 3.9b.
From a system’s perspective, the higher the ATT value, the better. A
higher cost translates into a given attacker exploring-attacking fewer
values of the MP using the same resources (e.g., time).

analysis For the most part, some expected correlations can be
observed in the empirical data in Fig. 3.9. Those are:

• For high H(X) techniques, the entropy cost Q should be low.
This justifies the empirical feasibility of a technique with high
entropy (i.e., the system is able to cope with the cost of gener-
ating, storing, and moving new values of this high-entropy MP

X).

• For low H(X) techniques, the exploration cost ATT should be
high. This justifies the usefulness of a technique with low entropy
(i.e., low quantity but of high quality).



48 state of the art of mtd techniques for iot

1 2 4 8 16 32 64 128 256 512

High

Med.

Low

H(X)

En
tr

op
y

co
st

Q

1

2

3

4

5

[ September 25, 2020 at 20:49 – classicthesis v4.6 ]

(a) H(X) and entropy cost metric (system-centric).
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(b) H(X) and exploration cost metric (attacker-centric).

Figure 3.9: Relationship between Shannon’s entropy and other metrics (# of
techniques per combination).
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Figure 3.10: Number of techniques grouped by ATT and Q.

The first expectation is observed in Fig. 3.9a in techniques with
H(X) ≤ 128. Aside from some outliers (in H(X) = 16 and 32), we
observe that as H(X) grows Q decreases. However, techniques with
H(X) ≥ 256 reverse the trend with Med. to High values of Q. This
is possible, but not desirable. It means that those techniques will be
costly to implement in a real-world system. The second expectation
is observed in Fig. 3.9b. In general, as an inherent trade-off, it is also
expected that higher H(X) will imply lower ATT. However, we find
many (five) exceptions, especially in techniques with H(X) ≥ 128 that
have Med. to High values of ATT. This is desirable from a system
point of view.

Finally, in Fig. 3.10 we plot ATT vs. Q metrics. Low ATT imply low
entropy cost Q, 47% of techniques are in that case. Aside from that,
there is no apparent correlation between them.

3.6.3 SLR-RQ-3: How sound are the security foundations of the proposals?

We extracted three cryptography-related information items2 that we
can relate to the security foundations of each technique. In Table 3.2
we present the raw extracted data in a per-technique basis. In this
section, we synthesize those results using the following arguments:

• The fact that all techniques rely on a randomization process3

(Thesis).

• A technique is secure only if it uses cryptographically strong
randomness (Hypothesis).

2 Is cryptography used? Which cryptographic primitive is used? What are the cryptographic
inputs?

3 Even the ones that are diversification-based use randomization either to create the
variants or to select one of them.
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*Deprecated or not-tested cryptography.

Figure 3.11: Cryptographic categories of the techniques.

In other words, we associate the security foundation of a proposal with
the cryptographic primitive it uses. In order to do a proper assessment
of each technique, in many cases, we required more detailed informa-
tion than the three cryptography-related items. This complementary
information was obtained from the “Synthesis of the proposal with
technical detail” field in the data extracted.

Finally, we categorized each technique into one of the following
cryptographic categories:

• No Cryptography: We consider these techniques to lack proper se-
curity foundations. Of the 32 distinct techniques, four explicitly
do not use cryptography. They are instead based on algorithms
from game theory, deterministic or stochastic optimization prob-
lems. Neither has any input entropy to the problem other than
the system variables. Other studied techniques assume, some-
times even implicitly, a random process but do not give any
detail about it. We grouped all these techniques into this cate-
gory.

• Not Current: We consider these techniques to lack proper security
foundations. Techniques in this category, either use cryptography
that is known to be vulnerable (e.g., MD5), or proposed their
custom-made cryptographic primitives or protocols but without
security proofs.

• Current: We consider these techniques to have proper security
foundations. These techniques use legacy or state-of-the-art
cryptography with security proofs and not-known attacks (e.g.,
SHA256, HMAC, ChaCha20, Keccak).
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The results are shown in Fig. 3.11. Only 34% of the techniques (11
out of 32) use current cryptographic primitives. The remaining majority
(66%), uses not current or not cryptography at all.

3.6.4 SLR-RQ-4: To what extent the proposals can be used in a real deploy-
ment?

To answer this question, we use empirical evidence provided by the
proposals in their corresponding publications. All of them provide,
with varying levels of detail, a design specification. To provide an
answer to this RQ, we put the focus on two other aspects of the
proposed techniques: the implementation and evaluation of them. Some
clarification about those aspects:

• An implementation of a proposal provides strong evidence on the
feasibility of using it in a real IoT deployment. Some proposals
implemented the technique in software and evaluated it in a sim-
ulated system (without using actual IoT hardware), while others
used IoT hardware. Despite those differences, we consider any
of them as proof of implementation. A technique is categorized
as either implemented or not.

• An evaluation of a proposal provides evidence about the expected
effectiveness or usability of it when deployed. Evaluation was
divided into three non-exclusive sub-categories. Theoretical, if
the evaluation was done analytically or numerically (e.g., for
an abstracted mathematical aspect of the technique). Simulation,
if the IoT system was simulated even partially (e.g., ContikiOS
Cooja, NS-2). Hardware (HW), if the technique was evaluated
using real IoT hardware.

An evaluation does not imply an implementation. For example, some
authors evaluated a partial or abstracted component of the proposal
(mostly theoretically or simulated).

raw results The raw results are the following. For implementation,
50% percent of the techniques were implemented, and the rest were
not. In Fig. 3.12, we show a Venn diagram of the evaluation status of
the techniques. Only 19% were not evaluated at all. Of the rest, 44%
were evaluated in simulation, 25% in hardware, and 22% theoretically.

To answer SLR-RQ-4, we define five exclusive categories that corre-
spond to the evidence a technique provides to be used in a real IoT

deployment. They are defined as follows, depending on the imple-
mentation and evaluation status of a technique:
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Figure 3.13: Distribution of categories of evidence about real IoT deployment
of techniques.

• Very Strong. Implementation and hardware evaluation.

• Strong. Implementation without hardware evaluation.

• Mild. No implementation, but HW or Simulation evaluation.

• Weak. No implementation, but theoretical evaluation.

• No evidence. No implementation nor evaluation.

The results are shown in Fig. 3.13. Half of the 32 techniques provide
Strong or Very Strong evidence about being used in a real IoT deploy-
ment. About 38% present Mild to Weak evidence. Finally, a minority
of about 13% presents No evidence.

3.6.5 SLR Results detailed per technique

We summarize the raw data extracted from the publications on a per
technique basis. The results can be seen in Table 3.2.
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3.7 limitations of this slr study

In this section, we assess the limitations of this review. One of the main
limitations of this SLR study is that the 39 papers and the 32 distinct
techniques are statistically limited to make conclusive claims. Other
surveys in similar but established fields like “MTD in cloud computing”
[177] worked with 95 papers. However, we believe that the amount
of material included in the current SLR is sufficient to answer that
MTD for the IoT is possible (RQ-1), and to identify the most prominent
trends in the field (RQ-2). We will detail these answers in the next
section.

As with any survey work, we might have left relevant papers out.
Particularly difficult were edge cases where the publications did not
explicitly mention MTD but used randomization or diversification of
system components. If our inclusion criteria become too permissive,
this survey might include entire research clusters that never mention
MTD. However, we believe that we minimized the risk of letting out
relevant work with the SLR methodology. Particularly useful were
the snowballing techniques that iteratively capture related work. Fur-
thermore, as the search method and inclusion-exclusion criteria are
documented, future researchers could improve upon the current sur-
vey and address its shortcomings.

The evaluation of the metrics could also be contested. A subjective
component is present in their evaluations. We had to make assump-
tions to evaluate the Shannon entropy, they are detailed in the foot-
notes of Table 3.2. The other four qualitative entropy metrics were
evaluated by the experience/assessment of the authors. Even if we
tried to be consistent among all techniques, there is still a subjective
component on the final value. We tried to minimize the subjective bias
for all of them. For Shannon’s entropy, we made assumptions that
we applied to every technique that needed them. For the qualitative
metrics, we used coarse-grained (ternary) values. The metric values
should be interpreted with a corresponding inherent uncertainty. We
believe that, despite being approximate values, it is useful to have
measurable quantities to compare different techniques.

3.8 slr summary and discussion

In this section, we summarize the answers to the SLR-RQs with an
added component of interpretation. Also, we are in the condition to
construct the answers to two of the general RQs of this thesis, RQ-1 and
RQ-2, which we recapitulate here:
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RQ-1: Is MTD for the constrained IoT possible?
RQ-2: What is the status of MTD techniques for IoT?

We indicate how each SLR-RQs contributes to their answer, but we
summarize the RQs’s answers in the conclusive section of this chapter.

slr-rq-1 How many proposals of MTD techniques for IoT exist? Thirty-
two distinct techniques. This figure was not evident prior to this survey.
The previously identified corpus in the MTD literature was of about
a dozen techniques. This answer contributes to provide evidence to
answer RQ-1 in the affirmative, and a partial answer to RQ-2 focusing
on this quantitative fact.

slr-rq-2 What characteristics can be observed in the proposals? In
contrast to SLR-RQ-1, SLR-RQ-2 focus on qualitative aspects of the field
of study, particularly, MTD taxonomies distribution and metrics. This
answer contributes to provide a partial answer to RQ-2.

First, we categorized the IoT techniques according to the MTD tax-
onomies. It was relevant to find that Network-category techniques
account for more than half of them, while in the non-IoT MTD, they ac-
count for 20%. This can be explained by the importance of the network
component in IoT systems, which translates into an effort to protect it.

Secondly, we applied the entropy-related metrics. We used the
Shannon entropy of the MP H(X), in conjunction with the entropy
cost Q and the entropy exploration cost ATT. Approximately 69% of
the techniques are comprised between 16 ≤ H(X) ≤ 128. They are
mostly of the Network, Runtime Environment, or Data categories.
For the most part, both the entropy cost Q and the exploration cost
ATT are Low. These techniques fall into a reasonable compromise
among all the metrics. For system designers, at equal Q and ATT, we
recommend prioritizing the higher Shannon entropy techniques, e.g.,
the ones with 128 bits.

slr-rq-3 How sound are the security foundations of the proposals? We
justified that if deprecated or no cryptography is used, the security
foundation of a proposal is not convincing. The results show that only
34% of the techniques use current cryptography. It is a low value,
considering that improving security is the main objective of an MTD

technique. This answer contributes to provide a partial answer to RQ-2.

Measuring the security of a system is a challenging task and depends
on many factors. In general, a particular technique should define
precise security goals, an attacker and system model for a theoretical
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evaluation, or implement a real attacker, system, and define a use case
for a more empirical evaluation. Comparing different techniques is not
straightforward. We simplified this comparison problem by taking into
account the cryptographic primitives of each technique. We assumed
that if not current cryptography is used, an attacker can eventually
replicate the system’s movement and neutralize the effect of the MTD.

slr-rq-4 To what extent the proposals can be used in a real deploy-
ment? We looked for evidence in the publications themselves about
the proposed technique’s real-world usability. We used the proofs of
implementation and degrees of evaluation as indicators. The results
are encouraging, 50% of techniques provided strong or very strong
evidence about their usability. Only %13 did not provide any evidence.
This answer contributes to provide evidence to answer RQ-1 in the
affirmative, and a partial answer to RQ-2.

3.9 conclusion

In this chapter, we conducted a SLR about MTD techniques for the
constrained IoT. An in-depth study of this field was missing in the
literature, and answers to the RQ-1 and RQ-2 were not evident. In ad-
dition, we developed entropy-based metrics of empirical applicability
that can be useful in future MTD-related applications beyond the scope
of this survey and thesis.

rq-1 Firstly, we can answer RQ-1 in the affirmative, by the evidence
gathered in the answers to the SLR-RQs-1,4. MTD for the constrained IoT

is a feasible cyberdefense technique. A large enough number of MTD

techniques exist, with strong evidence about their implementation and
evaluation.

rq-2 Secondly, the answer to RQ-2 is not binary, and it takes from
the answers to the SLR-RQs-1,2,3,4, i.e., the SLR results. In synthesis,
32 distinct MTD for IoT techniques exist and Network-layer-oriented
techniques account for 54%. Half of all the techniques present strong
evidence about their real-world deployment, and the majority of the
techniques (64%) have weak security foundations.

perspectives : a gap in security This SLR shows that the state
of the art of MTD techniques for the constrained IoT is still immature:
even if most of the techniques have convincing empirical evidence
about their real-world deployability (usability), the cryptographic foun-
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dations (security) of most are weak. MTD for IoT is a reality, but future
work should prioritize providing convincing security foundations and
keep providing real-world deployment evidence.

One of this thesis’ main goals is to improve the resilience of con-
strained IoT systems. More precisely, we want to achieve this through
the use of MTD techniques. The affirmative answer to RQ-1 was a nec-
essary condition to keep working on this thesis. Fortunately, other
researchers explored this goal, and our answer to RQ-2 provided us
with a state of the art of MTD techniques for the constrained IoT. In the
current chapter, we proved that usable proposals are a fact, but most
techniques have shortcomings in their cryptographic foundations. This
situation motivate us to formulate the following RQ:

RQ-3: How to create usable and secure MTD techniques for
the constrained IoT ?

This RQ will guide, for the most part, the rest of this thesis. In the
next chapter, we will analyze it and inquire about the implications of
a thorough answer. We will break RQ-3 down into several RQs related
to general design aspects of MTD techniques and security best practices,
and provide some of the answers.

Research Questions

RQs answered:

• RQ-1: Is MTD for the constrained IoT possible?

• RQ-2: What is the status of MTD for IoT techniques?

– SLR-RQ-1 How many proposals of MTD techniques
for IoT exist?

– SLR-RQ-2 What characteristics can be observed in the
proposals?

– SLR-RQ-3 How sound are the security foundations of
the proposals?

– SLR-RQ-4 To what extent the proposals can be used
in a real deployment?

RQs raised:

• RQ-3: How to create usable and secure MTD techniques for
the constrained IoT ?





Part II

A B S T R A C T I O N

The second part of this memoir is about the design of usable
and secure MTD techniques for the constrained IoT.

We explore what are the most suitable IoT systems’ com-
ponents to become MPs, and how to move them in a dis-
tributed way. We propose IANVS, a generic and modular
framework that can be used to instantiate particular MTD

techniques.
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Il semble que la perfection soit
atteinte non quand il n’y a plus rien
à ajouter, mais quand il n’y a plus
rien à retrancher.

Antoine de Saint-Exupérya

(Terre des Hommes, 1939)

a I do not pretend to attain perfection, but
to adhere to the principle of simplicity.

4.1 introduction

In the previous chapter, we acknowledged the feasibility of MTD tech-
niques for the constrained IoT (RQ-1), and depicted the state of the art
of the field (RQ-2). However, a lack of sound cryptographic founda-

61
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tions in most of the proposals lead us to pose the question of how to
create usable and secure MTD techniques for the constrained IoT (RQ-3).

In this chapter, we focus on fundamental MTD design questions
(See Ch. 2.2.3) that need to be explored in order to answer RQ-3. We
formalize them as follows:

RQ-3.D1: What are suitable MPs in IoT systems?
RQ-3.D2: How to move distributed MPs in IoT systems?
RQ-3.D3: When to move the MP?

Each RQ will be treated in a separate section of this chapter. First,
we identified IoT systems’ components suitable for MTDs (RQ-3.D1)
corresponding to the MTD Network taxonomy.

Secondly, the answer to “how to move?” (RQ-3.D2) lead us to the
definition of a generic and modular MTD framework we called IANVS1.
Its building blocks correspond to fundamental cryptographic or net-
work security fields. Thus, an instantiation of our framework can
leverage on well-established security solutions. This framework is an
essential contribution of this thesis and will be used in the third part of
this manuscript to instantiate concrete MTD techniques for IoT systems.

Finally, we include a brief discussion on how to achieve synchro-
nized MP movement (RQ-3.D3) over distributed systems, leveraging on
components present in our framework.

Contributions of this Chapter

• The definition of IANVS, a modular framework that can
instantiate MTD techniques suitable for constrained IoT

systems. The framework can synchronize MPs over dis-
tributed systems. It is also designed to be crypto agile, i.e.,
the cryptographic primitives and protocols are meant to
be replaced/instantiated with state-of-the-art variants.

• The identification and analysis of components in IoT sys-
tems that have potential to become MPs. We focused on
Network components using a five-layer model (physical,
link, network, transport, and application).

4.2 what to move? exploring the network domain

“What target to move?” is one of the first questions an MTD system
designer has to answer. In this section, we study Network components

1 Pronounced Ianus, in honor of the roman god of changes.



4.2 what to move? exploring the network domain 63

Data

Software

Runtime Environment

Platform

Network

MTD Taxonomies

Application (OSI 5-7)
(Sec. 4.2.5)

Transport
(Sec. 4.2.4)

Network
(Sec. 4.2.3)

Data Link
(Sec. 4.2.2)

Physical
(Sec. 4.2.1)

OSI-model Layers

Figure 4.1: MTD Taxonomies and the compacted (five-layer) OSI model’s
system layers, with a reference to the section in which is studied.

of IoT systems that are suitable for MTD techniques and can provide a
particular answer to this design question (RQ-3.D1).

motivation for network-centricity In the previous chapter,
we observed that most MTD solutions for IoT choose a Network MP.
This predominance can be explained by the vital role the network
component plays in an IoT system. As seen in the background chap-
ter (Ch. 2.3), a single IoT node does not have many capabilities, but
complex services are possible when many are used. Paraphrasing
the well-known expression, “the system is more than the sum of its
nodes”. Therefore, it is not surprising that both cyber attacks [124] and
cyber defense [7] efforts are concentrated on the network component
of IoT systems.

structure of this section In Fig 4.1, we observe the MTD

taxonomies with an expanded view on the “Network” category using
a compacted five-layer OSI model’s division. In the following, we will
explore each network layer with concrete examples of IoT systems’
components that can be used for MTD techniques, and a mention to
existing proposals identified in the previous chapter’s SLR.

4.2.1 Physical Layer

In Table 4.1, we can observe some common components of the physical
layer and its variants.
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Table 4.1: Phyisical-layer (OSI L1) components and its variants for IoT.

Component Variants

Transmission medium

Radio waves

Wired transmission media,

Sound (atmosphere),

Optical wireless comm. (Visible, IR, UV),

Molecular comm. (e.g., pheromones,

ethanol).

Radio modulation PSK, FSK, ASK, QAM.

Carrier wave frequency

868 MHz, 2.4 GHz, 5.8GHz,

3kHz (VLF, non-ISM),

12-18 GHz (Ku-band, non-ISM).

Multiplexing

Time-based; Frequency-based: OFDM.

Spread Spectrum techniques: DSSS, FHSS.

Code-division multiple access (CDMA).

“Time-Slotted Channel Hopping”

(IEEE TSCH).

Phyisical topology Mesh, star, bus, point-to-point, ring/tree.

Commercial techonology

IEEE 802.15.4.

LPWAN (SubGHz): LoRa,

SigFOX, NB-IoT.

LTE-Cat0/M.

IEEE 802.11ah (SubGHz)

IEEE 802.11ax (2.4GHz).

Bluetooth (2.4 GHz).
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open medium and jamming Wireless communication is a key
technology for the IoT. Due to its open nature, the physical layer of
wireless systems is a high-priority target for an adversary whose goal
is to disrupt the normal behavior of the system. In particular, jamming
attacks are one of the most straightforward and effective types of
attacks [196]: information flow of the system is stopped or severely
disturbed. Anti-jamming [61] is a field of research that can benefit
from the MTD paradigm. One of the surveyed IoT techniques illustrate
this [176], and we will explore this field in one of the last chapters of
this memoir.

perspectives : radio-agility In general, having multiple radio
technologies in the same constraned IoT node is the exemption. Nev-
ertheless, more and more commercially-available hardware (i.e., the
same integrated circuit) supports dual-band wireless communications,
e.g., a SubGHz (long range) and a 2.4 GhZ technology is present in
the Texas Instrument CC1350 microcontroller. In the same frequency
range, anti-jamming spread spectrum techniques seem promising.
Software-Defined Radio (SDR) technology, combined with MTD, could
be a game-changer at this layer if it becomes economically accessible.
Three of the studied IoT techniques in the previous chapter have a MP

at the physical layer [6, 129, 176].

4.2.2 Data Link Layer

In Table 4.2, we depict some common components of the data link
layer and its variants.

l2 panorama L2 Address randomization has previously been
explored in MTD for IoT [110, 126]. Information security at layer two is
also becoming common in the standards (e.g., amendments to IEEE
802.15.4) and security use cases and have many parameters that can be
changed. Of the other mentioned L2 components, parameters inside
a Medium access control method, or metrics for L2 routing could be
suitable to apply an MTD.

4.2.3 Network Layer

In Table 4.3, we depict some common components of the Network
layer and its variants.
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Table 4.2: Link-layer (OSI L2) components and its variants for IoT.

Component Variants

Medium access control

Collision recovery: ALOHA, R-ALOHA.

Collision avoidance: CSMA/CA,

MACAW.

Collision-free: MS-ALOHA,

(CDMA, OFDMA).

L2 Routing

(“Mesh-Under”)

LOAD, HWMP/IEEE 802.11s, STP,

B.A.T.M.A.N.

Metrics for L2 Routing ETX, RSSI, Fuzzy LQE, Four Bit.

Frame format
802.15.4, LoRaWAN, Profinet, Ethernet,

custom.

L2 Address EUI-64, MAC-48.

L2 Security
(In general, L2 framing standards

define their own secure format).

the most explored layer The OSI and TCP/IP models’ “Net-
work” layer is the most explored by attackers and existing MTD for
IoT techniques [10, 45, 57, 80, 93, 126, 164, 197]. The IPv6 protocol is
central to this layer. It allows remote parties to interact with the IoT

network. As discussed in the background chapter, this connectivity is
critical to provide new services. Unfortunately, it is also an entry point
for attackers that no longer need to be physically close to the system
[92].

a prefered attack target As disused in the background chap-
ter, aside from the IPv6 protocol, two other protocols are enablers
of the IoT: the RPL routing protocol and the 6LoWPAN IPv6 header
compression protocol. In terms of existing attacks, [134] focuses only
on attacks targeting these two protocols. In more general IoT systems’
attack literature [43, 124], the Network attacks account for the majority
of the studied cases. As stated before, this layer concentrates most of
effort both from attackers and defenders.

focus on existing iot mtd at this layer We map the tech-
niques from the SLR to their corresponding L3-component MP. First,
eight out of a total of eighteen are L3-Network techniques (two be-
ing cross-layer), this corroborates the prominence of this layer. Then,
among those eight, seven target the IPv6 protocol [10, 45, 80, 93, 126,
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Table 4.3: Network-layer (OSI L3) components and its variants for IoT.

Component Variants

Logical topology Mesh, Star, Hybrid.

L3 Routing (“Route-Over”)

RPL, LOADng, BABEL (RFC 6126),

LEACH/MR-LEACH, AODV,

DSE, OLSR.

L3 Routing - Metrics ETX, RSSI, Fuzzy LQE, Four Bit.

L3 Routing - RPL Parameters

Objective Functions (OF): OF0,

MRHOF, new OFs (different OFs

can lead to different L3 topologies).

IPv6 Compression
No compression, 6LoWPAN,

SCHC (RFC 8724).

IP Address Static/EUI-64, DHCP.

L3 Security (IPSec)
IKEv2, ESP (8 variants),

ESP and AH (8 variants).

164, 197], of which three leverage on -but do aim to protect- the RPL

protocol [10, 45, 126]. Finally, the remaining one deals with the logical
topology of the network leveraging on the SDN paradigm [57].

future and present We consider that this layer still has much
potential for MTD techniques. Notably, security techniques that target
the RPL protocol have not been explored. The SDN paradigm is also
very promising. However, most SDN solutions are not adapted for the
IoT constraints. Further research effort on making SDN for IoT a reality
is needed. As regards IP address randomization, it is established
as the most mature MTD technique for IoT and can be used in real
deployments.

4.2.4 Transport Layer

In Table 4.4, we depict some common components of the Transport
layer and its variants.

udp’s predominance and l4 panorama UDP is the transport
protocol by choice in most constrained IoT systems. Security services
at this layer, like DTLS or more recently cTLS, are also used in real
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Table 4.4: Transport-layer (OSI L4) components and its variants for IoT.

Component Variants

Transport protocol UDP, TCP, SCTP.

Transport protocol - Ports

well-known ports, port randomization,

port-knocking (specific sequences

or authenticated packets).

Transport-layer Security DTLS, TLS, cTLS 1.3.

(D)TLS “Cipher Suite”

Choice of cipher suite: +50 exist.

(Combination of authentication and

encryption protocols and algorithms).

deployments. However, security alternatives to achieve end-to-end
security are also emerging at the upper application layer as discussed
in Ch. 2.4.3. There are two MTD techniques for the IoT at this layer [80,
123], both targeting UDP ports. One of them is our own, and we will
describe it in a latter chapter. Aside from port-related MPs, we identify
that parameters related to DTLS (like cipher suites and associated keys)
could be suitable for implementing MTDs.

4.2.5 Application Layer

Finally, in Table 4.5, we depict some common components of the
Application layer2 and its variants.

a richness of components Application layer components are
abundant in the IoT. As highlighted before, the most prominent is the
RESTful protocol CoAP (See Ch. 2.3.2.2). In terms of security-related
protocols (See Ch. 2.4.3), application-layer solutions are emerging
like COSE and OSCORE. They offer great flexibility as security param-
eters can be set-up on a per-message basis (as opposed to transport
layer DTLS). MTD techniques could exploit this per-message flexibility.
Finally, OAuth authorization tokens are central to the the ACE autho-
rization framework for IoT, and those tokens have many parameters
that are suitable for MTDs.

Five MTD for IoT techniques have MPs in this layer [4, 41, 64, 123, 189].
Because of its flexibility and the growing importance of IoT research
effort in the application layer, we believe this layer has great potential
to be used as a MP source for novel MTD techniques.

2 We grouped OSI’s layers 5 to 7, equivalent to the App. layer of the TCP/IP model
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Table 4.5: Application-layer (OSI L5-7) components and its variants for IoT.

Component Variants

Application Protocol CoAP, MQTT, LWM2M, HTTP, XMPP.

Media-Type
CBOR, JSON, Binary, XML,

HTML, JavaScript, JPG.

Resource IDs in RESTful

interfaces (e.g. URLs)

Resource discovery, well-known

resources, resource directories.

Application-layer Security COSE, OSCORE, JOSE.

App-layer Security: COSE
Crypto algorithm change, key

change, cascade encryption.

ACE-OAuth Framework

for IoT

proof-of-possession tokens,

bearer tokens.

Many tokens’ components can be

modified: expiration, associated

authorizations, associated key.

Application plain text

(Syntax)

We can modify the syntax while

maintaining the semantics.
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4.2.6 Network-layers Summary

In this section, we reviewed common Network components of IoT sys-
tems. We divided this section using a compacted five-layer OSI model
and at each layer we identified relevant components and its variants.
These components can potentially become MPs in MTD techniques if
enough variants could be realistically used. We also referenced exist-
ing MTD for IoT techniques that use MP of each layer, leveraging on our
SLR.

Overall, components such as L2 and IP addresses as MPs have been
extensively explored in the literature of MTD for IoT, ten out of eighteen
proposals randomizes either the L2 or L3 address. This validates their
suitability for becoming MPs. However, we identified many other
components that are promising for MTD and have not been thoroughly
explored, most notably, application-layer components.

In the following section, we develop a generic distributed MTD

framework that can be -potentially- used to implement any distributed
MP. In the third part of this thesis, we will use it to define three novel
techniques at three different network layers: physical, transport, and
application.

4.3 how to move? ianvs , an mtd framework for the iot

In this section, we provide an answer to the question of “How to
move distributed MPs in IoT systems?” (RQ-3.D2) by introducing a
generic framework called IANVS. Indeed, there is more than one
answer possible to this RQ. In our approach, we seek to be as generic
as possible while keeping the abstractions closely related to topics
well-studied, solved or resolvable, and implementable in constrained
IoT systems.

4.3.1 Presentation and Rationale

We answer RQ-3.D2 with a proposal called IANVS (pronounced Ianus,
in honor of the roman god of changes). IANVS is a generic MTD frame-
work suitable for IoT systems. Our framework has a modular design.
Its components can be adapted according to the specific constraints
and requirements of a particular system.

IANVS abstracts, generalizes, and links common components of
MTD strategies. A concrete MTD strategy design can use IANVS as an
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Figure 4.2: IANVS MTD Framework components.

archetype to build upon it. The main goal of IANVS is to leverage
future design and implementation work, with the aim of having more
secure and usable MTD for the constrained IoT (RQ-3). For example,
components may be identical among different concrete proposals and
could be re-used. Security proofs of a specific MTD strategy may ease
or validate those of another one. In the third part of this memoir,
we present three concrete MTD strategies that use IANVS as a design
skeleton.

4.3.2 IANVS Schema

In Fig. 4.2, we present a diagram of IANVS and its four components:

1. AKE: An Authenticated Key Establishment mechanism.

2. Auth-SYNC: An Authenticated state Synchronization mechanism
(e.g., authenticated time).

3. CSPRNG: A Cryptographically Secure Pseudo-Random Number
Generator, from the stream ciphers family [147].

4. MP-Map: A transformation that outputs values in the MP domain
with equiprobability (e.g., uniform hashing).

The AKE and Auth-SYNC components provide two inputs to the
framework (i.e., a cryptographic key and a system state), and the
MP-Map produces the output, i.e. the MP value. Optionally, a static
parameter value p can be an MP-Map input.
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4.3.3 Components Details

In the following, we detail each IANVS component and their interac-
tions. We explicit the security requisites for the inputs and outputs
of each component. We also provide examples of suitable candidates
to instantiate concrete implementations of those components in IoT

systems.

(1) The AKE component provides a cryptographic key (kmtd). The
kmtd is secret and must only be shared by the trusted parties of an MTD

strategy. AKE is related to the secure key bootstrapping problem. Key
bootstrapping is a hard problem to solve and, in general, relies on
pre-shared cryptographic material or a trusted third party. Suitable
AKE component candidates for the constrained IoT setting are AKE

protocols like EDHOC [156], our previous publication about nonce-
based AKE within the ACE-Oauth IoT framework [122], or a run of the
DTLS Handshake protocol with a lightweight cipher suite.

(2) The Auth-SYNC component provides a system state value (St).
The St must be authenticated and fresh, but not necessarily secret. Auth-
SYNC is closely related to the secure time synchronization problem.
There is currently a lack of suitable solutions for the constrained IoT.
We will assess the state of the art of secure time synchronization in IoT

and provide a suitable proposal in Ch. 5 this manuscript.

(3) The CSPRNG component is at the core of the IANVS frame-
work. It requires two inputs: (i) a cryptographic key (kmtd), and (ii) an
authenticated system state (St). They are provided by the AKE and
Auth-SYNC components, respectively. The CSPRNG produces one
output, a CSPR binary key-stream (kstr). A stream-cipher [13] must be
used as a Cryptographically Secure Pseudo-Random Number Gen-
erator (CSPRNG). A stream-cipher produces long binary outputs with
strong cryptographic guarantees. Also, many IoT suitable options exist
[131] like software-based ChaCha20, or AES in Counter Mode (CTR)3

that is present in most modern IoT hardware4.

(4) The MP-Map component outputs the MP configuration value. It
takes as inputs the key-stream (kstr) from the CSPRNG and -optionally-
a static parameter value p. It maps the inputs to a value in the MP

domain. The MP-Map component is related to the problems of Map
structures, i.e., a collection of key-value pairs. If there is only one MP

in the domain, one possible solution is to use hash tables, i.e., rely
on a hash function to do the transformation. The Uniform Hashing
Assumption must be approximated, i.e., every key should be mapped
to a value domain with equiprobability.

3 It behaves as a stream-cipher.
4 In the form of AES-CCM crypto-processors.
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4.3.4 Security considerations

The security of a complex system is not additive but “as strong as
the weakest link". In general, security is not even composable. The
composition of secure sub-systems can lead to an insecure system. In
the current schema form, IANVS uses a secret key-authenticated nonce
pair and a stream cipher to produce a key-stream. In a single-MP

system, this output can be almost directly used as the MP value. The
cryptographic properties of the MP movement will be as strong as
that of the underlying stream cipher. However, as an example of non-
composability, suppose using an AES-Cipher Block Chaining (CBC)
block cipher instead. In that case, a time-based (i.e. a predictable nonce)
AUTH-Sync IANVS instantiation will be broken because AES-CBC

requires the nonce to be unpredictable for an attacker.

In the current memoir, we do not present a formal method proof of
the security of IANVS, because the proof will depend on the particular
instantiation of each module. However, in Ch. 5 we present a formal
proof of an instantiation of the AUTH-Sync component. We will use
IANVS, for the most part, in MTD techniques where the stream-cipher
is the central component, and we focus on attacks targeting the MP

domain. However, we write this subsection to make the reader aware
of the aforementioned shortcomings and to advocate for formal proofs
of crypto protocols and systems.

To conclude this section, we remark again that IANVS provides a
generic design framework, and many decisions are -intentionally- left
open. They will have to be answered within the context of a particular
MTD technique.

4.4 when to move? synchronized movement in distributed
systems .

This section aims to provide a partial answer to the question of when
to move? (RQ-3.D3). We designed IANVS to help in the design and
implementation of MTD strategies in distributed systems. The AKE
and Auth-SYNC components provide this distributed capability, and
enable to make effective the moving decision.

the need for synchronized movement A particular MTD

strategy in a distributed system requires that the involved parties
(e.g., IoT nodes) agree on the MP value over time. This means that the
decision of when to move? must be effectively executed in a synchronized
way. If not, some system nodes will have an incorrect representation of
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the current MP value, with the potential implication that the system’s
services might not be fulfilled.

synchronization using auth-sync As depicted in Fig. 4.2,
the current MP value is determined5 by the values of the Key kmtd (pro-
vided by the AKE component) and the System State St (provided by
the Auth-SYNC component). Thus, kmtd and St must be synchronized
in order for the MP value to also be in a consistent state. The AKE
component is meant to be executed rarely, e.g., potentially only once
in the lifetime of the node. Having to re-key should only be needed in
exceptional cases. For example, when all the possible values of St were
used, one node should be revoked from the MTD strategy, or the key
has been compromised. On the contrary, the Auth-SYNC component
is meant to be executed often, e.g., potentially once per MP movement.
The Auth-SYNC component should be used to synchronize the MP

movement.

time-based movement : auth-sync with time If the nodes
have Real-Time Clock (RTC) capabilities, time-based synchronization
solutions are applicable. It suffices to agree on a period of movement,
run a secure time synchronization protocol, and then the MP movement
can be triggered internally by the nodes. The time synchronization
protocol might be executed again, depending on the synchronized
internal clock accuracy needed by a particular MTD strategy.

event-based movement : auth-sync without time If the
nodes do not have RTC capabilities, the MP movement should be
actively triggered by a node in the system and distributed to the others.
A Master-Slave solution could be applied. The protocol should ensure
that the trigger message is authenticated and fresh. To guarantee
freshness (i.e., to avoid replay attacks), at least a two-message nonce-
based protocol is needed. The protocol will be executed at every MP

movement.

time , event, or hybrid-based movement? As seen in Ch.
2.2.3, there are three MTD general design solutions to decide when
to move?: time, event, or hybrid-based solutions. Time-based MTDs

will lead to proactive techniques, while event-based MTDs provide the
means to define reactive or adaptive techniques (e.g., interacting with
an intrusion detection system). The most advanced MTD systems will
have an adaptive hybrid-approach. In this sub-section, we explored

5 After fixing an implementation of CSPRNG and MP-Map components
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how both fundamental time or event solutions can be achieved in
distributed systems using the Auth-SYNC component of IANVS.

a partial answer Further design or implementation details, such
as the period of movement or which events trigger the movement,
will depend on the IoT use case and particular MTD technique. Also,
other aspects of when to move? such as how do different period values
affect an MTD system service or mitigate attacks, need other levels of
abstraction (higher or lower) and system-attacker models not present
in the current chapter. We consider the current subsection a partial
design answer to RQ-3.D3.

4.5 conclusion

In this chapter, we answered three fundamental MTD design questions
originated from RQ-3. In order to design usable and secure MTD tech-
niques, what components (RQ-3.D1), how (RQ-3.D2), and when (RQ-3.D3)
to move them in IoT systems?

what We focused on IoT system’s Network components, and identi-
fied many suitable to become MPs for MTDs. Particularly, novel MTD so-
lutions that target application-layer, SDR-leveraged, and SDN-leveraged
components have the most potential. L2 and L3 addresses as MP have
been extensively explored in the MTD for IoT literature.

how and when The IANVS MTD framework is our design answer
to “how to move?” (RQ-3.D2), and also provides the elements to im-
plement a particular answer to “when to move?” (RQ-3.D3). The KISS6

principle -that advocates for simplicity- inspired our design. We de-
signed IANVS to be modular. Each module corresponds to a research
field on its own. Thus, a concrete implementation can leverage on
state-of-the-art and well-established solutions.

concrete use cases and techniques The design is only the
first step in the creation of usable and secure MTD techniques for the
IoT (RQ-3). In our SLR we advocated for the empirical usability of the
MTD for IoT techniques because a concrete MTD technique should solve
a concrete problematic. The prototype of IANVS was conceived as a
solution to a concrete problematic (i.e., insider-node jamming in IoT),
even if for technical-narrative purposes we presented it before this
concrete application. In the rest of this memoir, we decrease from the

6 “Keep It Simple, Stupid”
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level of abstraction in this chapter, and approach more concrete use
cases and solutions.

The final goal of this manuscript is to improve the resilience of IoT

systems though the use of MTD-based techniques in the context of real
use cases. To formalize this research goal, we pose the following RQ,
still derived from RQ-3:

RQ-3.I: How to instantiate MTDs in concrete IoT use cases?

This RQ will guide the third and final part of this memoir. IANVS is
an essential contribution of this thesis and will be at the core of the
concrete MTD techniques for IoT systems that will follow.

Research Questions

RQs answered:

• RQ-3: How to create usable and secure MTD techniques for
the constrained IoT? (Design considerations)

– RQ-3.D1: What are suitable MPs in IoT systems?

– RQ-3.D2: How to move distributed MPs in IoT sys-
tems?

– RQ-3.D3: When to move the MP? (partially)

RQs raised:

• RQ-3: How to create usable and secure MTD techniques for
the constrained IoT? (Instantiation)

– RQ-3.I1: How to instantiate MTDs in concrete IoT use
cases?



Part III

C O N S T R U C T I O N

The third part of this memoir is about the instantiation of
usable and secure MTD techniques for the constrained IoT.

We define a secure time synchronization protocol and three
concrete IANVS-based Network MTD techniques with MPs

from the application, transport, and physical layers.
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5.1 introduction

But time
Keeps flowing like a river
To the sea

“Time” by The Alan Parsons Project
(The Turn of a Friendly Card, 1980)

In the previous chapter, we provided considerations and proposals
about the design of MTDs in IoT systems. This chapter opens the third

79
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and final part of this manuscript, which is about the instantiation of
concrete MTD proposals to concrete IoT problems (RQ-3.I1).

The IANVS framework (See Ch. 4.3) will be the golden thread
of this last part of the memoir. The latter chapters instantiate three
IANVS-based MTD techniques, while the current one deals with the
time synchronization problem. A fully developed IANVS-based MTD

technique for IoT systems requires the instantiation of IANVS’s four
components (i.e., AKE, Auth-SYNC, CSPRNG, and MP-Map). In this
chapter, we do not present an MTD proposal, but we tackle the fun-
damental problem of secure time synchronization. In other words, we
provide a solution for the instantiation of a time-based Auth-SYNC
component (See Ch. 4.4).

Time synchronization is a fundamental service for a wide variety
of IoT applications, including security-related ones. Particularly, it is
a prerequisite to time-based MP movement for MTDs in distributed
systems. However, there is no standardized nor lightweight secure time
synchronization solution suitable for IoT systems. This chapter presents
our solution to this problem, the LATe synchronization protocol. Our
proposal is agnostic to underlying communication technologies and
leverages on IETF open standards. To enhance the readability of this
chapter, we include the LATe messages’ encoding definitions in Ap-
pendix B.

Contributions of this Chapter and its Appendix

• We define the LATe synchronization protocol. Our protocol
provides a solution for secure time synchronization in
constrained IoT systems.

• We provide a computer-aided proof of the security claims
of LATe using the Scyther tool and discuss real-world
attacks, mitigations, and implementation issues.

• We define LATe messages’ application-layer encoding us-
ing IETF’s CBOR and how to secure them with COSE. This
messages’ syntax contributions are in Appendix B.

5.2 state of the art of secure time synchronization

motivation for iot secure time Synchronized time is needed
in several IoT applications, from time-stamping of sensor data to the
establishment of authenticated secure channels. However, many time
synchronization protocols are not secure: they assume existing secured
communication channels. The establishment of secure channels, in
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most cases, assumes a secure source of time e.g., to assure freshness of
transactions. This creates a circular dependence problem that has already
been spotted on the standardization community. Time protocols are
being designed to overcome this, such as the IETF’s work-in-progress
Network Time Security (NTS) [51]. However, NTS or secure-versions
of existing standardized time protocols, are not designed for the IoT

constraints.

non-secure standardized time synchronization Promi-
nent standardized time synchronization protocols are the IETF Network
Time Protocol (NTP) [27], IEEE 1588 Precision-Time-Protocol (PTP),
and satellite-based Global Navigation Satellite System (GNSS). An
excellent overview of time synchronization protocols over packet-
switched networks is done in [101], it also analyses security threats
and solutions. Moussa et al. [121] focus on time synchronization for
the smart grid and its security requirements.

secure standardized time synchronization Current stan-
dardized solutions to achieve secure time synchronization include
Annex K of PTP, and authenticated mode of NTP. Design of secure
time synchronization protocols from scratch is an active topic, such as
the aforementioned NTS [51]. The IETF has released a document [118]
that specifies the threats and security requirements for future time
protocols. Current standardization efforts do not deal with the specific
constraints of IoT, and focus mostly on precision and robustness at
the expense of increased requirements at the node and network. A
standard suitable for IoT is an unsolved problem.

secure non-standardized time synchronization in iot
Outside standardization bodies, the secure time synchronization prob-
lem has been prominently studied for WSNs [53][172][62][20]. WSNs

share many of the IoT constraints1. However, the aforementioned
solutions either require already loose time synchronization, use asym-
metric cryptography, or they use nonces but requiring more messages
exchanges than our proposed solution. On Section 5.6, we will com-
pare them to our proposed solution. Furthermore, unlike LATe, none of
the proposed secure time synchronization methods have been formally
proven.

1 Constrained IoT systems can be WSNs.
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5.3 the late synchronization protocol

In this section, we present the LATe synchronization protocol. We
define the involved entities, protocol goals, and provide a functional
description and the messages’ semantics. In Appendix B, we provide
the messages’ encoding using IETF standards.

5.3.1 Background

The non-cryptographic part of the proposed protocol can be traced to
Cristian’s time synchronization protocol [37]. However, the problem
that needs to be solved concurrently is related to security and is
expressed in the following RQ:

“How to assure the freshness and authentication of an
exchange of information in the absence of time-awareness?”

The concept of authenticated and fresh exchange of information (i.e.
the previous RQ) is generalized and solved by Bauer et al. [18] with
the concept of event-markers.

Our proposal is intended to be the simplest possible to the secure
time synchronization problem; namely, using an event-marker for a
two-message protocol. Unlike existing and less-lightweight proposals,
our contribution has the added value of using open standards suitable
for the IoT and presenting a computer-aided security proof.

5.3.2 Protocol Entities and Hypothesis

The nonce-based LATe Synchronization Protocol is our proposal to
securely bootstrap time, and involves two entities:

• Time Client (TC): the entity that attempts to update its local time
representation.

• Time Server (TS): the entity that provides its local time represen-
tation.

Hypothesis: TC and TS have valid pre-shared cryptographic material,
and the messages are transported over unsecured communication
channels.
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5.3.3 Protocol Goals

Functional Goal:

1. Provide an entity (i.e., the TC), with the time representation from
a trusted party (i.e., the TS).

Security Goals:

1. Data Authentication. The time representation must be data-origin
authenticated; i.e., coming from the intended party.

2. Data Integrity. The time representation must be integrity-protected;
i.e., an alteration of the original information must be detected.

3. Freshness. The time representation must be fresh; i.e., it corre-
sponds to the current run of the protocol and not replayed from
an earlier run.

Design Goals:

1. Lightweight. Minimize the number of messages to exchange;
minimize the cryptographic operations to execute (in terms of
complexity, that will be equivalent to minimize CPU processing
power-time needed at the entities); minimize the information to
exchange and provide a compact-representation of the informa-
tion over the channel2.

2. Agnostic to underlying communication technologies. The protocol
messages should be easily transported over any underlying
communication technology (wired, wireless, Ethernet, IP, non-IP,
datagram oriented, etc)3.

3. Cryptographic agility. The crypto-primitives used by the protocol
must be easily interchangeable, e.g., ready for future algorithms,
or if an attack is discovered, easy to replace the current with
another.

Non-goal: Precise fine-grained time synchronization is not a goal. E.g.,
it is not a goal to synchronize at the order of µs; but rather at ms, s,
or even minutes. The time synchronization error will be of the same
order of magnitude than the network’s round-trip delay time.

2 Not a semantic goal but strictly related with the syntax of the protocol.
3 Idem footnote 2.
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Time Client
KCS

Time Server
KCS

fresh NC
IDC, NC

NC, TimeS, MACKCS(NC, TimeS)

sync Time

protocol LATe synchronization protocol

Figure 5.1: LATe synchonization protocol diagram. KCS is a symmetric pre-
shared key between TC and TS. IDC is the identity representation
of TC. NC is a nonce generated by TC.

5.3.4 Definition

The LATe synchronization protocol consists of two messages exchanged
between a TC and a TS. KCS is a symmetric pre-shared key between TC

and TS. MACKk(m) is a MAC of message m using shared key Kk.

A LATe protocol run happens as follows:

1. TC generates a random nonce NC

2. TC sends to TS Message 1. Containing: IDC the identity represen-
tation of TC, and NC.

3. TS sends to TC Message 2. Containing: NC, TimeS the local time
representation of TS, and MACKCS(NC, TimeS) a message au-
thentication code of NC and TimeS using the key KCS

4. TC can synchronize its internal time representation according to
Subsection 5.3.5

The protocol is more formally described in Fig. 5.1.

5.3.5 Time Calculation

The TC will have to run the following steps to achieve authenticated
time synchronization:
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1. Timestamp when it sends Message 1: T1.

2. Validate Message 2, this involves:

a) Verify that nonce N′C in Message 2 matches NC sent in Mes-
sage 1. (Freshness)

b) Verify data authentication and integrity. TC calculates
MACKCS(NC, TimeS), and compares the result with the MAC

value in Message 2.

3. Calculate the Round Trip Time (RTT), as RTT = T2 − T1. T2 is the
local time of TC when performing this calculation.

4. Set the internal time representation TC, as TC = TimeS +
RTT

2 .
The associated uncertainty of this value is ±RTT

2 .

5.4 late’s formal-method verification using scyther

5.4.1 State of the Art of Security Protocols Verification

provable security and formal methods There are currently
two main approaches to verify security protocols: the provable security
and the formal method approach. Provable security defines a rigorous
framework to define and prove (theorem-proof ) cryptographic proper-
ties from a mathematical point of view, proving a protocol secure is hard
on the provable security approach, and although there is criticism to
this approach [89] it is still regarded as the most sound proof possible
for a protocol. The formal method approach proposes a simpler model
to describe and analyze cryptographic protocols, by abstracting basic
properties (e.g., encryption), it assumes perfect cryptography (e.g.,
the crypto-primitives can not be broken), and the attacker capabilities
need to be modeled also (and restricted), then logical flaws can be
found on such model. Several formal methods exist; the most known
is the Burrows-Abadi-Needham (BAN) logic or logic of beliefs, and is
deprecated: flaws have been found on protocols that have been proved
secure on the BAN logic.

computer-aided tools State-of-the-art approaches include the
automatic falsification or verification of protocols with computer-aided
tools like: Coq, CertiCrypt, EasyCrypt and CryptoVerif, all these aimed
to achieve or help to manually achieve computational security -a subset
of provable security-, in which the proof of security is reduced to the
computational infeasibility of solving some mathematical problems for
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an adversary e.g., semi-prime factorization4; on the other hand, tools
like ProVerif, Scyther, and Tamarin are all three on a higher abstraction
level (formal methods assuming a particular attacker model, e.g., the
Dolev-Yao and perfect cryptography), they provide a weaker proof
than a computational security one, but is easier to model complex
cryptosystems.

5.4.2 The Scyther tool and a formal proof of LATe

We chose the Scyther tool [36] to present a formal proof of LATe. The
reasoning behind this choice is Scyther’s simplicity to model cryp-
tosystems, the attacker model found adequate to our setting, and
the possibility to find concrete attacks. Scyther assumes perfect (or
black-box) cryptography: the cryptoprimitives can not be broken. An-
other important assumption is the Dolev-Yao adversary model [44]. In
Dolev-Yao an adversary has complete control over the communication
channel: it can eavesdrop, intercept; modify, delete, and insert any
message; the adversary could be a legitimate user of the network.

To prove LATe’s security claims using the Scyther tool, we needed
to accomplish two non-straightforward tasks: (1) express a MAC func-
tion (the crypto primitive does not exist); (2) express the security-
authentication goals claimed.

To represent a MAC function over message m we use two primitives:
Enck(m) symmetric encryption of message m using key k, and a non-
cryptographic hash function H(m) (a hash function on Scyter is a
one-way-function and known to every agent). Then, to obtain the
keyed MACk(m) of a message m we chose to an encrypt-then-hash
method, as follows H(Enck(m)). The captured semantical meaning is
that only an agent in possession of the key k is able to produce this
one-way function output over m.

Regarding the modeling of the authentication and freshness claims,
Scyther offers the check of secrecy of a variable m, and the following no-
tions of authentication: aliveness, weak agreement, non-injective agreement
and non-injective synchronization. Non-injective synchronization requires
that all protocol messages occur in the expected order with the expected values.
Proving non-injective synchronization will implicitly include aliveness,
weak agreement and non-injective agreement. For a deep analysis on
authentication hierarchies and precise definitions see [106] and [35].

Finally, the LATe synchronization protocol defined using the Secu-
rity Protocol Description Language (SPDL) from Scyther is shown in
Listing 5.1.

4 These methods cannot find particular attacks just prove they exist
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Listing 5.1: LATe Protocol in Scyther’s SPDL.

# LATe: Authenticated Time Synch Protocol

hashfunction H1;

usertype TimeStamp;

protocol LATe(I,R)

{

role I # Time Client - Initiator

{

fresh Na : Nonce;

var T : TimeStamp;

send_1(I,R,I,Na);

recv_2(R,I,Na,T,H1({Na,T}k(I,R)));#encrypt-then-hash

claim_I1(I,Nisynch); #encrypt-then-hash

claim_I2(I,Niagree);

claim_I3(I,Alive);

claim_I4(I,Weakagree);

}

role R # Time Server - Responder

{

var Na : Nonce;

fresh T : TimeStamp;

recv_1(I,R,I,Na);

send_2(R,I,Na,T,H1({Na,T}k(I,R)));#encrypt-then-hash

}

}

5.4.3 Results

We verify our protocol using Scyther v1.1.13 compiled from source
running on OS Ubuntu 17.04 x64. The Scyther settings are: Maximum
number of runs 0 (unbounded), Matching type “find all type flaws”,
advanced parameters were left to default values. The results are the fol-
lowing: all claims have been verified (Nisynch, Niagree, Alive and Weaka-
gree). Notably we achieved non-injective synchronization for the protocol.
Secrecy of the server time was not a goal. The data authentication-integrity
claims are satisfied by these results. However, the non-injective syn-
chronization does not guarantee, by itself, the freshness goal of the LATe

protocol, we will discuss this in Section 5.5.
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5.5 attacks , mitigations and real-world issues

This section studies possible attacks, its mitigations, and discuss other
real-world issues that affect the LATe protocol.

5.5.1 Replay-attack, Injectivity and the Freshness claim

Our protocol satisfies the notion of non-injective synchronization, how-
ever, this is not enough to claim resilience to replay-attacks. This kind of
attacks can be formally ruled out by the notions of injective agreement
and injective synchronization. Injective-synchronization is the strongest
notion of authentication on the model we are using and -informally-
is defined as follows: "an Initiator I considers a protocol injectively syn-
chronizing if the protocol (non-injective) synchronizes and each run of I
corresponds to a unique run of Responder R.". The freshness goal of our
protocol is strictly related to the injectivity property. The question
arises if our protocol satisfies injective synchronization, while we will
not make a formal proof, that will involve to prove the LOOP property
proposed in [35], but an affirmative response can be done, informally
justified by observing that every client run will have a unique and
unpredictable Nonce Ni which is used in all the messages exchanges
with the Server in that run. This guarantees a one-to-one correspon-
dence between all the messages of the same run, and message from
others runs will not be able to be injected. On the formal model, a
response that matches the nonce on the request, corresponds to the
current run of the protocol and not another, it is fresh.

5.5.2 Real nonces and pre-play attack

The injective synchronization claim, who assure freshness, relies on the
(idealized) properties of the Nonce as being unique and unpredictable.
On practice this will not be the case, and the guarantees will be limited
by the randomness quality of the nonce generation and by its length
(not infinite). Shorter nonces will be more prone to collisions and
pre-play attacks e.g., an attacker obtaining all possible nonce responses
from the server, will be able to reply these responses -with old values
of time- to any future client run of the protocol. To mitigate this risk
one straightforward solution is to use longer nonces: e.g., 128-bits
(the MAC-tag should also be increased accordingly). To make pre-play
attacks infeasible (i.e. an attacker will not be able to obtain responses
from the server to inject on the client) we define a stronger version
of the protocol that includes the authentication of the first message
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as shown on Listing 5.2. Avoiding randomness: Authentication of the
first message allows another refinement, the nonce does not need to
be random, and a counter (i.e. a sequence number) will suffice; the
counter value must be stored on persistent memory to avoid being
reset by an attacker.

Listing 5.2: LATe w/MAC of first message (NC can be a counter).

1 C → S : IDC, NC, MACKCS(IDC, NC)
2 S→ C : NC, Time, MACKCS(NC, Time)

5.5.3 Reflection Attack

Another attack can be done if the TC also acts as a TS: on the original
LATe protocol an attacker can use a message generated by the actor
in the Time Server role, to be injected in another run of the protocol
with the same actor acting as a TC. The modified version on Listing
5.2 does not suffer from this attack. This can also be avoided if the
second message includes the recipient’s ID in the MAC.

5.5.4 Symmetric Cryptography: Server Key-Management Issues

The use of symmetric cryptography comes at a burden at the server: it
has to keep a copy of all clients’ keys. We assume an IoT setting where
the constrained node (i.e. TC) has a well-known trusted party which it
uses for many purposes e.g., an Authorization Server (AS) as defined
in IETF’s ACE-OAuth framework [155]. On such a setting, the AS can
also act as a TS. LATe has also the flexibility to use asymmetric crypto
to relieve the TS key management issues if fits better the envisioned
IoT use case.

5.5.5 Protocol refinement

Using the Scyther tool we verified that the same security claims from
the original LATe synchronization protocol are hold true in a protocol
using a more compact Message 2. By omitting the Nonce in the
response, but still using it to calculate the MAC, all the security claims
hold still true and we achieve a non-negligible gain in message size.
This can be done only if we assume that a TC can run only one
concurrent run of the protocol (i.e. when receiving a response it
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can assume implicitly the nonce to use to calculate the MAC), this
assumption is reasonable.

To conclude this section, we gather all the mitigations proposed
for attacks and this optimization, and the LATe v2 synchronization
protocol in Listing 5.3.

Listing 5.3: LATe v2 synchronization protocol.

1 C → S : IDC, NC, MACKCS(IDC, NC)
2 S→ C : Time, MACKCS(IDC, NC, Time)

The authentication of the first message that mitigates completely pre-
play attacks, can also be used to mitigate Denial-of-Service attacks at
the server-side. A version that does not authenticate the first message
is still useful on real environments, if the users are aware of the
pre-play and nonce considerations of Section 5.5.2.

5.6 comparison of time synchronization protocols

baseline To define a common baseline to compare several time
synchronization protocols, we do not take in account underlying
layers overhead (e.g., IEEE 802.15.4), but only application data. We
also simplify the encoding of the messages, assuming no overhead
for metadata, and we assume the following data sizes: a Timestamp
representation is 4 bytes, a Node Identity is 2 bytes, a Nonce is 8 bytes,
and a MAC is 8 bytes. In E-SPBS [20] an ECDSA signature is 48
bytes; In Guo et al. [62] we assume an Unspecified Signature being of
16 bytes, and non-cryptographic hash 16 bytes; In [53][172] syn-ack
information of 1 byte. In Table 5.1, we show the results.

standards , other order of magnitude We also calculated
values for NTS Extensions for NTPv4 after Key Establishment [51]: 2 Mes-
sages; 134 bytes avg. msg. size; 268 total bytes; 2 AEAD (symmetric)
operations. And for PTP with Annex-K after Security Association: 4
Messages; 128 bytes avg. msg. size; 512 total bytes; 4×MAC. Both
are one order of magnitude greater due to the calculations taking in
account real applicative messages and not simplified encoding.

late minimizes In a battery-powered constrained IoT node, en-
ergy is the scarcest resource and, simplifying, the total bytes to be
exchanged over the radio is the most important factor to minimize.
LATe minimizes both the number of messages and the total bytes count,
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Table 5.1: Secure time synchronization protocols baseline comparison.

Protocol
Nr. of

Msg.

Avg.

msg.

size

(Bytes)

Total

Bytes

Crypto Ops.

at Node

SPS [53] 2 21 41
1×MAC

1× Nonce

E-SPS [53] 3 17 50
1×MAC

1× Nonce

TinySeRSync [172] 2 21 42 2×MAC

Guo et al. [62] 3 39 116
2× Signature

1×MAC

E-SPBS [20] 3 35 104
1× Signature

1× Nonce

LATe 2 15 30
1×MAC

1× Nonce

LATe v2 2 15 30
2×MAC

1× Nonce

needing ≈ 25% less application data exchange than the second-lowest
Secure Pairwise Synchronization Protocol (SPS)[53]. This percentage
will vary if we include other protocols’ overhead, or change the ap-
plication data representation estimations; however, LATe will still be
strictly inferior. In terms of cryptographic burden, LATe is also the
lightest, with one MAC operation and one nonce generation.

5.7 conclusion

In this chapter, we provided a solution to the fundamental problem
of secure time synchronization bootstrapping: the nonce-based LATe

synchronization protocol. Our protocol was designed for constrained
IoT systems; it minimizes the number and size of messages, and the
number of cryptographic operations needed at the synchronizing
node.

This chapter also highlighted the use of computer-aided tools to
prove the security claims of network protocols. We used a formal
method that -even if not as mathematically sound as provable security-
allows to efficiently detect security flaws early, in the design process.
There is a large amount of time and research effort to be done in order
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to go from a protocol model/design to its effective implementation
in IoT hardware. We provide in Appendix B a bit-by-bit detailed
encoding of LATe’s messages using application-layer IETF’s standards
CBOR and COSE. We also discussed some real-world implementation
issues, attacks, and mitigations, that were not captured by the formal
method’s model. The issues that arise when instantiating a design into
reality are universally valid. The particular use case will determine
the level of effort put into defining a model and validating a particular
instantiation according to some goals.

In respect to this memoir’s main RQs, LATe does not fully answer
the question of “How to instantiate MTDs in concrete IoT?” (RQ-3.I1).
But, as we discussed in this chapter’s introduction (Sec. 5.1), it fulfills
a necessary condition of a complete answer. LATe is a concrete answer
to the instantiation of a time-based Auth-AKE component for IANVS-
based MTD techniques.

In the remaining chapters, we will present three concrete MTD tech-
niques -albeit two deliberately similar-, that will provide more concrete
answers to RQ-3.I1.

Research Questions

RQs answered (partially):

• RQ-3.I1: How to instantiate MTDs in concrete IoT use cases?

– [Auth-SYNC] We instantiated a secure time syn-
chronization protocol, suitable for time-based Auth-
SYNC components of IANVS-based MTDs (Design,
and formal-method security Evaluation).
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6.1 introduction

In this chapter, we define two concrete MTD techniques that instantiate
the IANVS framework (Ch. 4.3). They share all design components
except for the MP-Map and corresponding MP. Both are from the
Network category. The MP in the first technique is the UDP port number
of a service (transport layer), while in the second one a CoAP well-
known URI (application layer).

The question of “How to instantiate MTDs in concrete IoT use cases?”
(RQ-3.I1) is partially answered. The proposals provide evidence on
using IANVS as a base design to develop concrete and usable MTD

techniques. The use case that motivated both proposals is an IoT

node hosting a CoAP server and an attacker perpetuating a DoS attack
targeting the CoAP server’s “.well-known/core” URI. The techniques
are complementary, and both aim at mitigating the same DoS attack
but at different network layers.

We provide the design of both techniques. We also detail the evalua-
tion testbed we deployed and the DoS attacker model for the envisioned
use case. However, we implemented and evaluated only the UDP-port
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technique in a real IoT platform. We provide the implementation source
code and experimental data in a public repository [149].

Contributions of this Chapter

• The definition of two IANVS-based MTD network tech-
niques. (1) A transport-layer technique with UDP port
numbers as MP (i.e., port-hopping). (2) An application-
layer technique with a CoAP resource’s URI as MP.

• The implementation of the UDP port-hopping technique
in Pycom LoPy4 IoT nodes as a hardware platform. We
share the source code in [149].

• The evaluation of the the UDP port-hopping technique in a
real testbed. We defined a probabilistic model that predicts
the MTD’s effectiveness against the reconnaissance phase
of a DoS attack. The empirical results were corroborated.

6.2 design

6.2.1 Definition of Common Components

In order to instantiate IANVS, its four components should be clearly
defined. In the MTD literature, the MP is one of the most important qual-
ities that define a particular technique. In IANVS, the MP-Map com-
ponent determines the MP. In this chapter, we propose two Network-
based techniques that differ only in the MP-Map component. The rest
of the components are the same and defined as follows:

• AKE: A symmetric PSK of 128-bits.

• Auth-SYNC: We use periodic MP changes and the NTP1 protocol
to synchronize the RTC of the MTD distributed nodes.

• CSPRNG: We use ChaCha20 with 20 rounds. The two inputs
are the unmodified 128-bit key from AKE, and a 64-bit nonce
derived form the NTP time.

1 NTS for the NTP, or a LATe implementation, must be used in a real deployment.
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6.2.2 Technique I: Single Port-Hopping

This technique corresponds to the Network category of MTD techniques.
The MP in this techniques is the UDP port number of a service. TCP
and UDP port number pseudo-randomization has been previously
proposed in the literature [12, 99, 107], and is known as port-hopping.
Well-known port numbers are necessary for network services discov-
ering and use. However, the static nature allows for straightforward
DoS attacks [103] (e.g., flooding a well-known port). Also, they are
the entry point for adversaries in the reconnaissance phase of more
sophisticated attacks that target higher layers.

MP-Map definition. UDP port numbers range from 0 to 65535 (16-
bits). The MP domain cardinality is thus |MP| ≤ |216|. We offer a
technique for a single-port hopping. Multiple port-hopping poses
additional challenges and is discussed later. If the hopping-port is
the only UDP port open, it is straightforward to use the 16-bits for
port-hopping (|MP| = |216|). Let p be the well-known port number
to transform. We apply a bit-wise xor with the first 16-bits of the
ChaCha20 output kstr. This transformation is equivalent to the use
of the ChaCha20 stream-cipher to encrypt p. The hopping port pmtd
equals p⊕ kstr0..15. If other UDP ports are open, standard non-hopping
ports may have a port range of 0-32767 (15-bits). Thus, the pmtd should
range from 32768 to 65535 (|MP| = |215|). The 16th bit of pmtd should
be set to 1.

About Multi-Port Hopping. Multiple MPs in the same domain and
codomain require a more complex IANVS MP-Map transformation.
The transformation should be invertible, which is the case for the xor

operation (bijective). However, security issues arise depending on the
construction chosen. The current proposal, if used for multiple-ports,
is prone to a simple well-known attack of stream ciphers: nonce-
reuse. If the same kstr is used to xor different inputs, it becomes a
two-time pad. This has security-related consequences2. Therefore, a
transformation should be used where a nonce-reuse is not that severe
(e.g., nonce misuse-resistant).

6.2.3 Technique II: CoAP /.well-known/core URI

This technique corresponds to the Network category of MTD techniques.
The MP in this technique is the CoAP [163] “/.well-known/core” re-
source URI [162]. This resource is mandatory to implement for a CoAP

Server. If a Client sends a GET request to the /.well-known/core URI,

2 The xor of the cipher-texts equals the xor of the plain-texts.
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the Server responds with a payload that contains a set of resources
available. For an IoT node with 2 resources, the size of the payload is
of ≈50 Bytes. If an attacker wants to perform a simple DoS attack on a
remote CoAP Server, sending GET requests to the /.well-known/core

is one of the most straightforward ways to achieve it. If the node is
energy-constrained, the increased use of the network interface will
also lead to battery-exhaustion. Our proposal aims at mitigating these
type of remote DoS attacks.

MP-Map definition. The CoAP protocol encodes a GET request to
the /.well-known/core URI as two Uri-Path CoAP Options. They con-
tain an ASCII-encoding of .well-known and core and have an Op-
tion Length of 11 and 4 Bytes, respectively. We propose to xor the
ASCII-encoding with the kstr of ChaCha20. The Server must only
respond if the GET request corresponds to the current MTD repre-
sentation of /.well-known/core. The MP moves in a codomain of 15
Bytes (|MP| = |2120|). A collision can happen with a non-MTD URI of
11+4 bytes with a probability of 2−120 ≈ 10−36. As opposed to UDP

port-hopping (|MP| = |216|), this has a low probability of realization.
If zero-collision is needed, other measures have to be taken, e.g., avoid
combinations of Uri-Paths of 11+4 Bytes length.

Security Considerations. MTD for a single CoAP resource URI is
not a replacement for application-layer security or an authorization
framework. For example, DTLS, OSCORE, or ACE-OAuth should be used
to achieve security services such as confidentiality, authentication, or
authorization. In general, MTD is not a replacement for information
security. However, it is a complementary measure that can improve
the system’s resilience at a negligible cost. For example, if an IANVS-
based MTD technique is hopping the CoAP default UDP port (5683) at
the IoT node; with almost no increased cost, it can also be used to
apply MTD to the /.well-known/core URI. A multi-layer proposal can
use the first 2 Bytes of the kstr for port-hopping and the following 15
Bytes for the CoAP URI.

6.2.4 Proposals Summary

We provided two proposals that illustrate the use of IANVS to in-
stantiate concrete MTD techniques (RQ-3.I1). Both are compatible with
legacy non-MTD components in the system, as neither modifies the
underlying network protocols they are applied to. The composition of
multi-layer MTD techniques was briefly discussed. The incurred incre-
mental cost for additional Network-layers is negligible once IANVS
is already in place. Table 6.1 resumes the proposals discussed in this
section.



6.3 implementation and evaluation 97

Table 6.1: Proposed MTD techniques using IANVS with ChaCha20.

Network Protocol Moving Parameter(s) |MP| MP-Map

UDP port number 216 p⊕ kstr

CoAP /.well-known/core URI 2120 p⊕ kstr

UDP+CoAP (both above) 2136 p1||p2 ⊕ kstr

6.3 implementation and evaluation

In this section, we implement and evaluate the IANVS-based proposals.
We share the source code and data in [149]. We use a real IoT Hardware
platform in an IP Network. We expose the nodes to a remote attacker
performing a DoS attack. We measure the effectiveness of the MTD

proposal in terms of the reconnaissance-phase mitigation of the attack.

6.3.1 System: IoT Hardware Platform

We use Pycom LoPy4 nodes [105] as a hardware platform. A LoPy4
node has an Espressif ESP32 SoC (32-bit architecture @240 MHz,
520KiB RAM), an RTC, 4MB of external RAM and 8MB of Flash. It
has Wi-Fi, Bluetooth, Sigfox, and LoRA (Semtech SX1276) as physical
network capabilities. We chose it because a node can run MicroPython
code and has many network interfaces; this allows for flexible and
fast prototyping. We used the Expansion Board 3.0 to flash the LoPy4
from a UNIX-based PC, and power it through USB.

6.3.2 Attacker Model

The attacker is remote. It is physically external to the IoT network but
has IP access to it. The attacker knows the IP address of a target IoT

device that hosts a CoAP Server over UDP. The attacker’s goal is to
perform a DoS attack targeted at this IoT node. In order to do so, it
floods the target node with CoAP GET /.well-known/core messages
over UDP.

6.3.3 Experimental Setup

The setup is shown in Fig.6.1. The LoPy4 nodes use the Wi-Fi interface.
They are one-hop from the wireless access point. The attacker uses



98 ianvs instantiation : two network mtd techniques

IP Backbone

Attacker

LoPy4-node

 NTPServer

User

LAN

Figure 6.1: Experimental Setup.

a Lenovo ThinkPad-i7 T460 PC running an Ubuntu 19.10 OS. It is
connected to the LAN using an Ethernet 100BASE-TX port. The User
has the same configuration. For time synchronization, we used an
external NTP Server.

6.3.4 Experiment: UDP Port-Hopping Effectiveness against Reconnaissance-
Phase of Attack

The goal of this experiment is to measure to which degree the UDP

port-hopping can mitigate the reconnaissance phase of an attack.

6.3.4.1 Hypothesis

The attacker cannot eavesdrop other packets from the LAN. It knows
that MTD is applied to the CoAP UDP port, and the range of ports used
for hopping. It does not know the PSK nor the period of movement.
He knows the NTP Time, but he cannot spoof the NTP Server.

Reconnaissance-phase Success/Fail: If the attacker sends a UDP packet
with a given port to the target IoT node (udp-ping), it will learn if that
port is in use or not (success or fail).

6.3.4.2 Probabilistic Model

We define N as the number of ports used for port-hopping (N ≤ 216).
The actual port in use is uniformly chosen over N. Reconnaissance
success for the attacker after a single udp-ping over N possible ports
can be modeled as a random variable (r.v.) that follows a Bernoulli
distribution with probability p = 1

N . Over a single MTD period, the
attacker can perform n number of udp-pings. The attacker cannot
discard previously tested ports because it does not know when the
port changes. Thus, the udp-pings are independent and identically
distributed. Then, the number of reconnaissance successes over a
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Table 6.2: UDP port-hopping experiment parameters.

N (#ports) MTD period P (seconds)

512 {5,70,177,365,589}

1024 {10, 140, 355, 730, 1179 }

2048 {21, 281, 710, 1461, 2357 }

Attacker Speed = 2 attacks/s

single MTD period follows a Binomial distribution3 B(n, p), with n
number of trials, and p probability of success of a single trial.

6.3.4.3 Implementation and Execution

We implemented port-hopping for LoPy4 nodes as specified in Sec.
6.2.2. We used microCoAPy4 library and Joachim Strömbergson’s
chacha.py5. The attacker code uses the hping3 packet generator tool.
It randomizes the chosen port using the bash function $RANDOM (15-
bits); if needed, applies a modulo N operation to restrict the result to
the port-hopping range.

The LoPy4 logs internally if the used port was found for a given
MTD period. In this study, we focus on the probability of the port not
being found at all. We tested several combinations of port-hopping
range N, and MTD period lengths P. The attacker’s udp-ping period
is fixed to 500ms (2 att./s). The parameters for the experiments are in
Table 6.2. In our experiments n = P× 2 att./s.

For each tuple (N, P) of experiment parameters, we ran between 120
and 600 periods (samples). The total net run-time of the experiments is
around 480 hours or 20 days. As an example, 120 runs of the (N = 2048
, P = 2357) experiment have a net run-time ≈ 78 hours.

6.3.4.4 Results

In Fig. 6.2, we can see the results. For each tuple (15 in total), we
calculated the empirical probability (i.e., the relative frequency) of a
sample with zero successful attacks. To measure the uncertainty of
this value, we partition the tuple-experiment sample set in 5+ equally-
sized subsets. We calculated the standard deviation of the empirical
probability of zero successful attacks from each subset. The theoretical

3 ∑n
i=1 Bernoullii(p) ∼ Binomial(n, p), with n = number of trials.

4 https://github.com/insighio/microCoAPy
5 https://github.com/secworks/chacha/

https://github.com/insighio/microCoAPy
https://github.com/secworks/chacha/
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Figure 6.2: Port-Hopping: Empirical probability of zero successful attacks
over one MTD period as a function of attacks per period, for
different #ports N.

probability P(#SuccAttacks = 0) from the corresponding Binomial
distributions B(n, p = 1/N) is also plotted.

6.3.4.5 Analysis

As expected, the empirical data fits the probabilistic model. The pa-
rameters that determine the underlying probability are N and n. N can
be controlled directly by the system; in this port-hopping technique, it
should be maximized as there is no additional cost for the system. The
parameter n depends on the attacker-defender relationship between P
and attacker speed. Adjusting P to arbitrarily small values will incur
increased costs for the system (e.g., offline time, fine-grained synchro-
nization); it should be determined according to the particularities of
the real system and use case.

6.4 conclusion

In this chapter, we presented two IANVS-based MTD techniques suit-
able for IoT systems. We implemented IANVS in software and evalu-
ated one of the MTD techniques in real IoT hardware. The results show
that MTD-based techniques can effectively mitigate otherwise trivial
attacks. We shared the source code and results publicly.

Regarding this memoir’s main RQs, this chapter provided two in-
stances of MTDs in concrete IoT use cases (RQ-3.I1), and validated the
IANVS framework as a fundamental tool to help in their design and im-
plementation6. It is not possible to give a definitive/exhaustive answer
to RQ-3.I1. However, we illustrated how to leverage elements defined

6 E.g., by reusing already implemented components.
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in Ch. 4 to make the instantiation of concrete MTDs a less-challenging
task. I.e., by not starting from the MTD fundamentals but focusing on
practical aspects of a use case. Some future work perspectives were
hinted, like multiple MPs in the same domain, but we will treat them
in the last chapter of this thesis.

In the following chapter, we present our final major contribution: an
IANVS-based MTD technique targeting the physical layer of wireless
systems.

Research Questions

RQs answered:

• RQ-3.I1: How to instantiate MTDs in concrete IoT use cases?

– [IANVS-based] We instantiated a transport-layer MTD

technique with UDP port numbers as MP (Design,
hardware Implementation, and theoretical and hard-
ware Evaluation).

– [IANVS-based] We instantiated an application-layer
MTD technique with CoAP “.well-known/core” re-
source’s URI as MP (Design).
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7.1 introduction

In this chapter, we present a Network-physical-layer MTD technique
that instantiates the IANVS framework (Ch. 4.3). In conjunction with
the techniques from the previous chapter, they constitute our con-
tributions motivated by the question of “How to instantiate MTDs in
concrete IoT use cases?” (RQ-3.I1).

Previously, we stated the importance of the Network component in
IoT systems (Ch. 2.3), reflected on the results of our SLR (Ch. 3) and this
memoir’s focus on Network MTD techniques (Ch. 4-6). This chapter is
not an exception, and is motivated by a problematic common to any
WCS.

Wireless communication is a key technology for IoT systems. Due to
its open nature, the physical layer of WCSs is a high-priority target for
an adversary whose goal is to disrupt the system’s normal behavior.
In particular, jamming attacks are one of the most straightforward
and effective types of attacks: by emitting a signal over the channel,
information flow of the system is stopped or severely disturbed.

In this final contribution, we propose a IANVS-based AJ technique to
improve the jamming resilience of IoT systems leveraging on the Direct-
Sequence Spread Spectrum (DSSS) radio-modulation technique. The
sequences of the proposed WCS are generated in an ad-hoc, indepen-
dent, and distributed way. We show probabilistically that the generated
sequences have robust1 Cross-Correlation (CC) properties. We define
a multi-user system model to evaluate the Bit Error Rate (BER) of our
proposal in the presence of jammers. We define two types of jammers,
a classical band-limited Gaussian noise jammer and an insider smart
jammer with knowledge of one Spreading Sequence (SS) used in the
system (i.e. an insider-node attack).

1 These properties will determine that the system is usable and secure.
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Contributions of this Chapter

• We propose an IoT-oriented AJ Network-physical-layer
MTD technique that uses CSPRNGs for the randomization
of DSSS spreading sequences.

• We study the CC statistical and probabilistic properties
of large CSPR sequence sets and uniformly random se-
quence sets. This fundamental study is lacking in the WCS

literature.

• We evaluate the jamming resilience of our proposal using
a model implemented in MATLAB. We expose our system
to an insider smart jammer and validate that the attack is
mitigated. Insider-smart-jammer AJ resilience and CC of
sequences are analytically linked.

7.2 motivation

wireless physical layer Although a secure system involves
security mechanisms at many of its components, the Network layer
is fundamental. More precisely, the network physical (PHY) layer is
arguably the most important resource of an IoT system to be protected.
First, the PHY layer is the enabler of the distributed capabilities of IoT

systems; upper-layer services rely on it. Second, most IoT networks are
wireless, and the open nature of this transmission medium makes the
PHY layer an easily-accessible target resource for an attacker. Among
the existing PHY layer attacks, jamming is one of the most basic and
effective.

jamming A jammer introduces a signal into a shared medium to
disturb legit communication between nodes in the system. The conse-
quence of a successful jamming attack is that the information flow of
the system is disrupted. Even more, as a consequence of Shannon’s
limit on any communication channel [161], an attacker with enough
power will always be successful in jamming a target system with lim-
ited power (e.g. a constrained IoT node). Therefore, using resources
into a jamming attack is an effective strategy from an attacker’s point
of view [171]. Correspondingly, AJ defense mechanisms should be a
priority from a system’s perspective.

spread-spectrum techniques Spread-spectrum techniques are
well-known for their AJ capabilities [50, 167]. Two prominent spread-
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spectrum techniques are Frequency-Hopping Spread Spectrum (FHSS),
and DSSS. Both techniques rely on a pre-shared sequence between
transmitter and receiver to (de)spread the signal in the time-frequency
domains. A jammer without the knowledge of the pre-shared sequence
cannot power-efficiently jam the transmission. State-of-the-art IoT radio
uses spread-spectrum techniques. IEEE 802.15.4 uses DSSS, and defines
a Time Slotted Channel Hopping (TSCH) mode based on FHSS [72].
Long-range LoRa modulation uses patented Chirp Spread-Spectrum
(CSS) [88].

robust iot aj is lacking However, none of the precious men-
tioned spread-spectrum systems were designed with AJ as a pri-
mary objective. On the one hand, LoRa uses well-known spreading-
parameters to do CSS, allowing for trivial jamming [11]. On the other
hand, 802.15.4 in DSSS mode uses spreading-sequences not only fixed
but also too short for providing any AJ guarantee. Even if 802.15.4-TSCH

provides an FHSS framework which allows a system to use a custom or
standardized hopping schedule, most of 802.15.4-TSCH networks in the
literature can be jammed [32]. There is a lack of IoT systems designed
with AJ as one of their primary objectives. Furthermore, insider-node
jamming attacks are a real threat to heterogeneous-IoT systems. A ma-
licious insider-node has knowledge of the public network parameters
of the system. Thus, it can efficiently jam nodes that share the same AJ

parameters.

proposal design rationale In this chapter, we propose a novel
IoT-suitable AJ mechanism that uses the IANVS MTD framework as
a base design, and that leverages on spread-spectrum techniques.
By design, our proposal proactively mitigates insider-node jamming
attacks. Our proposal randomizes the spreading-sequences used by
the nodes in a DSSS system. Every pair of communicating nodes will
have a unique pairwise spreading-sequence, only known by them.
The novelty of our proposal relies on two factors. First, the spreading-
sequences are generated using CSPRNGs; thus, cryptographically strong
randomness claims of the generated sequences are assured. Second,
the generation process is done following a decentralized and indepen-
dent process2.

7.3 background

In this section, we describe three subjects needed to develop this chap-
ter’s contribution: CC of Sequences, PR Sequence Sets, and CSPRNGs.

2 A necessary condition to provide insider-jammer resilience
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7.3.1 Cross-Correlation of Sequences

7.3.1.1 Definitions

The correlation is a measure of the linear similarity between two
sequences. If both sequences are identical, the term auto-correlation is
used. Otherwise, the term CC is used.

The CC is used mostly on the signal processing field, and we distin-
guish it from the generic notion of correlation used on statistics (e.g.
the Pearson’s correlation coefficient). Generally speaking, the CC is a
mathematical operation on two functions. In this chapter, we deal with
series/sequences and the notion of discrete CC is relevant. The discrete
CC for the sequences s1 and s2, written as s1 ? s2, is defined as:

(s1 ? s2)[n]
def
=

∞

∑
m=−∞

s1[m]s2[m + n]

Furthermore, the discrete circular CC is relevant for periodic se-
quences of period L. The circular CC between two periodic sequences
s1 and s2, written as s1 ?©s2, is defined as:

(s1 ?©s2)[n]
def
=

L−1

∑
m=0

s1[m]s2[m + n] (7.1)

Where s1[m] is the complex conjugate of s1[m] and n the displacement.
Normalized values of the circular CC are obtained if the result is
divided by the maximum auto-correlation value.

In this chapter, we study sequences of length L, that are used in a
DSSS system as periodic sequences of period L. Therefore, the circular
CC concept is extensively used and will be simply referred as CC.

7.3.1.2 Fast Cross-Correlation calculation

The CC of s1[n] and s2[n], written s1[n] ? s2[n], is equivalent to the
convolution of s1[−n] and s2[n], where s corresponds to the complex
conjugate of s. This equality allows to use the convolution theorem to
obtain:

(s1 ? s2) = F−1{F {s1} · F {s2}
}

(7.2)
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Where · denotes point-wise multiplication, F stands for the Fourier
transform, and F−1 for the inverse Fourier transform. This equiva-
lence in conjunction with the fast Fourier transform allows for efficient
computation of CC values in current computing hardware.

7.3.1.3 Practical importance for WCSs

Correlation properties of the sequences have a direct impact on many
fundamental properties and performance metrics of WCSs. For exam-
ple, low CC is desirable for CDMA systems, and low auto-correlation is
desirable for signal acquisition and multi-path interference rejection.
Thus, the correlation of sequence sets for WCSs is a widely studied
subject [60, 184]. In general, families of sequence sets for WCSs are
designed with low correlation properties [58, 154]. One well-known
example is orthogonal sequence sets: the sequences in the set have a
CC of zero.

The literature on CC of sequence sets for wireless communication
[151, 169, 184, 201] characterizes a given family of sequence sets by the
maximum CC value of all the pairs of sequences within a set φmax. In
most cases, due to the impossibility of computing exact-values, lower
bounds for φmax are given. Some well-known bounds are Sidelnikov’s
[166], and Welch’s [193]. For a given pair of sequences (x, y), a useful
CC concept is the cross-correlation spectra φx,y. The φx,y measures the CC

values evaluated for every possible shift of one of the sequences. The
set size is also a fundamental characteristic of a family of sequence
sets besides the CC. Ideally, for multi-user WCSs we want low φmax and
large sets. Nevertheless, there is generally a trade-off φmax vs. set size:
a low φmax value implies a small set size.

7.3.2 Pseudo-Random Sequence Sets for WCSs

PR sequence sets for WCSs is a well-studied topic in the literature
[184, 201]. A PR sequence complies with some randomness criteria.
Golomb’s Randomness postulates [59] are widely accepted criteria in
the WCS literature.

Several families of PR sequence sets exist. The Feedback Shift Reg-
ister (FSR)-based is the most prominent family of PR sequence sets.
An FSR is a hardware component that consists of a chain of flip-flops
sharing the same clock. The output of one flip-flop is also connected
to the input of the next one. A Linear-Feedback Shift Register (LFSR) is
an FSR in which the input to the first flip-flop is a linear function of the
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previous FSR state. For a Non-Linear-Feedback Shift Register (NLFSR),
the input is a non-linear function of the previous FSR state.

An LFSR uses simple hardware components and produces uniformly
distributed sequences with high-throughput. As a result, LFSR-families
of sequence sets are historically the most used and studied [59]. How-
ever, an LFSR has weaknesses in terms of cryptanalysis due to its
linear nature. For example, remaining portions of a sequence can be
predicted with partial knowledge of its elements using the Berlekamp-
Massey algorithm [111]. Notably, this predictability is not a desirable
property from an AJ perspective. If a jammer knows the sequence of a
transceiver, it can jam it in a power-efficient way [8].

Other families of PR sequence sets for WCSs have gained attention
in recent years due to the predictability of LFSR-based sequences.
These families include Legendre/Jacobi sequences [31, 38], NLFSR-
based De Bruijn sequences [169, 170, 191], and chaotic sequences [90,
112, 181]. However, these families of sequence sets for WCSs still have
factors that impact on their randomness properties. Either because
of non-randomness-related design objectives or because of inherent
functional limitations. Jacobi sequences aim at low auto-correlation
properties by design. De Bruijn sequences in a set are not independent
of each other, and the sets are generated with low CC design objec-
tives. In other words, non-negligible information can be known of
other De Bruijn sequences in the set if one sequence is known. Chaos
theory-based sequences have practical-use design challenges [181].
For example, chaotic sequences are inherently non-periodic, and this
forces either robust-synchronization of the chaotic system state, or
complex non-coherent methods for demodulation. Besides, their use
for cryptography use is proven to be immature and broken [3, 102],
which implies their randomness properties are compromised.

7.3.3 CSPRNGs and Stream Ciphers

A CSPRNG is a functional block that takes some input parameters (i.e.,
a key and a nonce) and produces PR output suitable for cryptographic
use [14, 16]. The same input parameters will consistently produce the
same output.

Stream ciphers [147] are symmetric ciphers. With a given key, a
stream cipher generates a CSPR stream of bits called a keystream. The
keystream is independent of the message to be encrypted. The Cha-
Cha20 [21] is a stream cipher designed to be fast on pure-software
implementations. It is used as a state-of-the-art cipher in Internet
security protocols such as IKE-IPsec [125] and TLS [98]. Cha-Cha20
uses a 256-bit key and a 64-bit nonce as inputs. It can output 241 bits
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(b) Insider attack: node d compromised.
Jamming resilient PHY layer links.

Figure 7.1: IoT MTD Network

(274 GBytes) of PR data (keystream). In this work, we use Cha-Cha20
as a CSPRNG. First, because in terms of security, it is a well-established
stream cipher. Second, because it is software-optimized [39], and this
offers great flexibility for the dynamic IoT systems we target.

7.4 proposal

In this section, we present our IANVS-based MTD mechanism targeted
at the Network physical layer of an IoT system. The main objective
of our proposal is to improve the jamming resilience in WCSs. In
particular, we want to proactively mitigate the impact on the system
of insider-node jamming attacks.

7.4.1 Overview-Rationale

An example of a target IoT network is illustrated in Fig. 7.1a: circles
represent IoT nodes, and edges are communication links. Every link
between a pair of communicating nodes in the IoT network has dis-
tinct physical layer parameters defined by our MTD proposal. These
pairwise parameters are only known by each pair. This physical link
diversity is represented with different edge colors in Fig. 7.1a.

To illustrate the potential AJ advantages of such a system, consider
an insider attack. In this kind of attack, one of the legitimate nodes in a
network becomes an adversary. Fig.7.1b shows node d, as an insider
attacker in an IoT network. In a legacy IoT network, all the nodes
share the physical layer parameters; therefore, an insider attacker can
potentially become a very power-efficient jammer. In our proposed
MTD system, an insider attacker’s jamming impact is mitigated because
it has no perfect knowledge of the physical layer parameters for every
link in the network. As stated before, every link between a pair of nodes
has unique physical layer parameters known only by each pair.
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7.4.2 IANVS-based MTD: CSPR Sequences for DSSS

This proposal is based on IANVS (Ch. 4.3). Its components are defined
as follows:

• AKE: We assume a pairwise symmetric PSK of 256-bits, unique
to each pair of communicating nodes.

• Auth-SYNC: We assume a system-wide authenticated synchro-
nized System State St of 64-bits, with no randomness requisites.

• CSPRNG: We use ChaCha20 and AES-CTR. The inputs to the
CSPRNGs are the 256-bit key from AKE and the 64-bit St.

• MP-Map: We truncate the CSPRNG output (keystream) to L bits.
The result is used as a periodic SS, ssmtd, for DSSS modulation
between the pair of communicating nodes.

The rest of this contribution focus on the properties of the CSPRNG
and MP-Map components output. The CC properties of the produced
SSs (i.e. the MP) and the AJ mitigation in a modeled WSN system facing
an insider-node jammer.

7.4.3 Implications of PHY Randomization

The Cryptographically Secure Pseudo-Randomization of DSSS sprea-
ding sequences effectively mitigates insider jamming attacks, as will be
evaluated in Sec. 7.6. This insider AJ resilience comes with a trade-off
in terms of multi-user performance. The CC values of the spreading-
sequences in a DSSS system determine the multi-user performance, the
lower, the better. Because our proposal randomizes the sequences in a
decentralized and independent way, there are no low-cross-correlation
guarantees for the system.

However, we can statistically study the CC values of large CSPR se-
quence sets. Furthermore, because of the good randomness properties
of CSPRNGs, any given CSPR sequence set can be probabilistically char-
acterized. The CC of the CSPR sequences is not only the determining
factor of multi-user performance but also of the insider AJ mitigation.
This CC statistical study is presented in the following section. .
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7.5 cross-correlation of cspr sequence sets

In this section, we study the statistical distribution of CC values of
large CSPR sequence sets. We prioritize an empirical approach. First,
we generate large CSPR sequence sets. Second, we calculate the CC of
all pairwise sequence combinations in the set. Finally, we calculate the
ECDF of the CC values. We also provide analytical results that validate
the empirical study. We conclude this section with a CC comparative
study with other families of PR sequence sets.

7.5.1 Motivation

For a given family of sequence sets for WCSs, the CC and the Cardinal-
ity (i.e., number of elements) of the sets are two of the most important
characteristics. They determine the multi-user capabilities of the sys-
tem. As stated in Sec. 7.4.3, only probabilistic statements can be made
about the cross-correlation values of CSPR sequence sets. To the best of
our knowledge, no work in the literature studies this problem with
enough depth. This section deals with this fundamental study. These
results are used in Sec. 7.6 to characterize the AJ capabilities of our
proposal analytically.

7.5.2 Sequence Sets Generation

Let S(L,CSPRNG) be a generated sequence set. The sequences in the set
are binary sequences of a fixed length L, and were generated using the
same CSPRNG. The characteristics and generation-input parameters of
the sets are the following:

• Cardinality (set size): 1024

• L (bits): {128, 256, 512, 768, 1024, 2048, 4096, 8192, 16384, 32768}

• CSPRNG: {ChaCha20 [21], AES-CTR3}

• CSPRNG Inputs:

– Key: {(0)10, (1)10, (2)10, ..., (1023)10} (256-bit length and zero-
padded)

– System State: {0} (64-bit)

3 AES is a block cipher, but in CTR mode behaves as a stream cipher.
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For example, the set S(128,ChaCha20) is composed of 1024 sequences
{s0, s1, ..., s1023} of length 128. A sequence si (i ∈ {0, 1, ..., 1023}) is
generated using ChaCha20 as CSPRNG. And its inputs are: Key = (i)10,
and System State = 0 ; the output is truncated to 128 bits.

A generated binary sequence {b1, ..., bL} has unipolar encoding with
elements bi ∈ {1, 0}, from now on we will work with sequences in
bipolar encoding where bi ∈ {1,−1}. Also, a given sequence of length
L will be used in our communication system as a periodic sequence
with period L; thus, length and period are equivalent terms in the rest
of the section.

7.5.3 Normalized Cross-Correlation Calculation

The circular CC (Eq. 7.1) between two bipolar binary sequences of
length L, evaluated at a displacement n, takes integer values comprised
in {−L, ..., 0, ..., L}. In order to compare CC properties of sequences
of different length L, the Normalized CC is useful. It is obtained
dividing the CC value by the maximum possible value, in our case L.
Furthermore, we take the absolute value of this result, as in terms of
sequence-signal interference, the sign of the CC value is irrelevant. The
expected Normalized CC values will be comprised in {0, 1

L , 2
L , ..., 1},

where the value of 0 is associated with an orthogonal sequence, and 1
with the max value, i.e., the same sequence.

Let |NCC(x,y)[n]| be the absolute value of the Normalized circular
Cross-Correlation (NCC) . For a given pair of sequences (x, y) of length
L, and evaluated at a fixed displacement (time shift) n ∈ {0, 1, ..., L−
1}, this is defined as:

|NCC(x,y)[n]| =
∣∣∣∣∣ 1
L

L−1

∑
m=0

x[m]y[m + n]

∣∣∣∣∣ (7.3)

The NCC is a scalar value. For every generated set S(L,CSPRNG) , we
calculate the NCC for every pair of sequences (x, y) in the set, and for
every displacement n ∈ {0, ..., L− 1}. Let CC_S(L,CSPRNG) be the set
that contains all the calculated NCCs. This new set contains at least 50
million NCC elements.

To calculate the NCC values (Eq. 7.3), we use the convolution theorem
(Eq. 7.2) in conjunction with fast Fourier transforms using an Intel
Core i7-6600U CPU @ 2.60GHz x 4 with 16 GB RAM. For sets of large
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Figure 7.2: ECDF of Normalized CC of ChaCha20-generated sequence sets, for
different sequence length L.

sequence length L we lowered the cardinality, but this does not affect
the statistical relevance of the results4.

7.5.4 Statistical Results and Probability Analysis

In Fig. 7.2 we show the ECDFs of NCC values of ChaCha20 generated
sets SL,ChaCha20. Every ECDF was calculated with between 50 and 500
million NCC values. The ECDFs of AES-CTR generated sets are visually
indistinguishable from the ChaCha20. The statistical similarity is ex-
pected, as by design a CSPRNG is indistinguishable from a True RNG5;
and, by the Glivenko-Cantelli Theorem [182], both ECDFs converge to
the same Cumulative Distribution Function (CDF).

It can be observed in Fig. 7.2, that the greater the length L of the
sequences in the set SL, the lower the NCC values for almost all the
percentiles (i.e., x-value for a given cumulative probability) of the
ECDFs. This was expected, informally the longer the pseudo-random
sequences, the lower the probability of two sequences being similar
to each other. For example, the 80th percentile P80 = k (i.e., 80% of
the NCC values are ≤ k) is for S128, k ≈ 0.12; for S256, k ≈ 0.08; and
for S512, k ≈ 0.06. This is not true for every percentile. For some
percentiles lesser than P15, we can see that the ECDFs intersect each
other. The step-nature of the ECDFs explains these counter-intuitive
results. It is worth noting that this step-nature of the ECDFs is not due

4 Glivenko-Cantelli’s Theorem [182] states that the ECDF of a random variable converges
uniformly to the Cumulative Distribution Function (CDF) of the underlying-unknown
distribution.

5 A generator of truly uniformly distributed bit string (i.e., a Bernoulli process with
p = 0.5), or in cryptographic terms a random oracle.
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to a limited number of sample variables NCC (at least 50 million), but
to the inherent discrete values the NCC takes for binary sequences of a
fixed length L.

Ultimately, we want to predict the NCC distribution of any given CSPR

sequence set. The randomness properties of CSPRNGs and the Glivenko-
Cantelli Theorem [182] give us strong statistical guarantees that any
random set of CSPR sequences will follow the ECDFs shown in Fig.
7.2. Furthermore, we strengthen this statement with a pure analytical-
probability approach that is found in the next Section 7.5.5. The single
hypothesis is that a CSPRNG output resembles a true uniformly random
process where every produced bit has an equal probability of being
1 or -1. The results validate the statistical analysis. For L = 128 the
ChaCha20 ECDF corresponds to the Analytical CDFs with a point-wise
precision of ±0.0001. An important analytical result is that a given
percentile Pn is a function of

√
L. This result will have practical AJ

system design consequences, as will be explored in Sec. 7.6.

7.5.5 Analytical CC Distribution of CSPR Sequences

A CSPRNG of length L must be statistically indistinguishable from a
Bernoulli Process of L trials. Using this equivalence, we develop an
analytical probabilistic study of the CC of CSPR sequences.

Let s = {b1, b2, ..., bL} be a CSPR binary sequence of length L, where
every bit bi is a random variable (r.v.) that follows a Bernoulli distribu-
tion with p = 0.5.

Let s1 = {x1, ..., xL} and s2 = {y1, ..., yL} be two independent CSPR

binary sequences, with L even. The circular CC of s1 and s2, evaluated
at n = 0, is:

(s1 ?©s2)[0]
def
=

L

∑
m=1

s1[m]s2[m + 0] =
L

∑
m=1

xmym =
L

∑
m=1

bm (7.4)

Where bm is a r.v. that also follows a Bernoulli distribution6 with p=0.5.
The probability distribution of the sum of two or more independent r.v.
is equivalent to the convolution of their individual distributions. Partic-
ularly, the sum of two Bernoulli r.v. results in a r.v. with Binomial Dis-
tribution of 2 trials. It is well known that ∑L

n=1 Bernoulli(p) ∼ B(n, p),
where B(n, p) is a Binomial where n is the number of trials. With this
result, we develop Eq. 7.4. The resulting random variable follows a
Binomial distribution B(L, 0.5). However, this is true only if the orig-
inal domain-support of the Bernoulli distribution where k ∈ {0, 1},

6 Multiplication of two independent Bernoulli variables is also a Bernoulli.
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but in our signal processing setting, we use binary bipolar values
k ∈ {−1, 1}. We apply a change of variable (c.v.) to transform the result
of the studied r.v. X ∼ B(L, 0.5) with support x ∈ {0, 1, 2, 3, . . . , L},
to our signal processing setting support where the CC result will
take only even values y ∈ {−L, . . . ,−4,−2, 0, 2, 4, . . . , L}. The c.v. is
y = 2(x− L

2 ) −→ x = y+L
2 . The resulting r.v. represents the CC value

of two CSPR sequences, and its Probability Mass Function (PMF) is
symmetrical with respect to zero. We need one more transformation
because we are interested in the absolute value of the CC, |CC|. The
|CC| support will be k ∈ {0, 2, 4, . . . , L} with k even. Because of the
symmetry of the CC r.v. PMF, the |CC| r.v. PMF is straightforward; we
double the probability of all the positive values, except for zero. More
precisely, the PMF of the absolute cross-correlation |CC| of two CSPR

sequences of even length L is, as a function of the taken value k ∈N0:

P(|CC| = k) =



L!
(L/2)!(L/2)!

(
1
2

)L

if k = 0,

L!(
L+k

2

)
!
(

L−k
2

)
!

(
1
2

)L

× 2 if 0 < k ≤ L, k even,

0 otherwise.

The CDF can be either calculated directly or expressed in terms of
the regularized incomplete beta function. However, we take another
approach to further describe the probabilistic properties of the |CC| of
CSPR sequences.

Using the De Moivre-Laplace theorem, we can approximate the Bi-
nomial distribution X ∼ B(L, 0.5) with a Normal distribution N(µ, σ)

of mean µ = L/2, and standard deviation σ =
√

L/4. This results in
X ∼ B(L, 0.5) ∼ N( L

2 ,
√

L/4). We apply the same c.v. as in the discrete
case to transform the result to our CC r.v. domain, a horizontal shift
of −L/2, and a horizontal dilation by a factor of 2. This results in
CC ∼ N(0,

√
L). This continuous approximation takes into account

the odd values of the horizontal axis. Because our domain support
k ∈ {0, 2, 4, . . . , L} only has even values, we need to multiply ×2 the
approximated probability, excepting for k = 0. A last transformation
is needed to obtain the absolute value and represent the |CC| r.v.,
the result closely resembles a half-normal distribution. Finally, the
approximation of the PMF of |CC| is:
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P(|CC| = k) ≈



√
2/π√

L
if k = 0,

√
2/π√

L
e−

k2
2L × 2 if 0 < k ≤ L, and k even,

0 otherwise.

We validated using Wolfram Mathematica sofware that the approxi-
mation is correct at least with 3 significant digits for L ≥ 128. Some
important characteristics of the |CC| distribution of CSPR sequences of
length L are shown in Table 7.1.

Table 7.1: Properties of the |CC| of CSPR sequences of length L

Support k ∈ {0, 2, 4, . . . , L}
Mean ≈

√
L
√

2/π

Variance ≈ L(1− 2/π)

Median = b
√

L/2cord
√

L/2e (the even value)

Mode = 2

CDF F(k) ≈ erf
(

k√
L
√

2

)
Finally, for having results that correspond to the Normalized |CC|

(|NCC|), with support k′ ∈ {0, 2
L , 4

L , .., 1} , the change of variable
k = k′L should be done.

7.5.6 Comparison with NCC of other PR families

In this section, we compare the obtained results against other families
of PR sequence sets. The literature generally characterizes a given
family with the maximum value of the NCC of all the sequences in a
set, NCCmax.

The NCCmax expresses the worse-case value of the NCC of all pair-
wise sequence combinations in a set, for every relative sequence dis-
placement. All other pairwise combinations have lower NCC values.
When realized, the NCCmax affects two pairs of communicating nodes,
not the whole system. An NCCmax will be realized when the specific
pair(s) of nodes communicate at the same time, and for a specific
relative sequence time-shift (displacement).

For PR families in the bibliography, there is hard-bounds by design
for the NCCmax. For the CSPR sequence sets we propose in this chapter,
we have no hard-bounds (i.e., any value is possible, albeit with differ-
ent probability), but a probabilistic estimation can be given. In Table
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Table 7.2: NCCmax for different families of PR sequence sets

PR Family NCCmax
Set
Size

Seq.
Length

L

Gold 0.130 257 255

Kasami (large set) 0.130 4 112 255

Kasami (small set) 0.067 16 255

De Bruijn (low-CC [169]) 0.130 16 256

CSPR (C.I. 95%) 0.305 16 256

7.2, we show NCCmax values of CSPR7 sequence sets compared with
other PR families. For CSPR-ChaCha20 sequences of length L = 256,
the NCC mean value is ≈ 0.0508 and the median equals 0.044194174.

The NCCmax for CSPR sequences with a Confidence Interval (C.I.)
95% is more than double compared with other families. This higher
NCC is undesirable for constant high-throughput systems with a
centralized-star topology (i.e., cellular networks, where a central node
communicates with all others). For a constrained IoT use case, where
traffic is packet-based and sporadic, the impact of the theoretical
NCCmax on the system performance is not that relevant because: (1)
the probability of realization of the event is low (0.00088796%9), and
(2) if it happens, the impact on the system performance will be over
a single packet. Thus, arguably, the statistical distribution of CC of
sequences (i.e. the statistical distribution of the CC spectra) is a better
suited tool than the single-value NCCmax (i.e., a low-probability and
short-lived event) to predict the expected (e.g., mean) performance of
packet-based low-throughput systems like the constrained IoT.

7.6 evaluation : aj resilience of proposal

In this section, we present numerical results that measure the AJ

resilience of our proposal. System AJ resilience is measured in terms of
BER as a function of jammer signal power. We use MATLAB to simulate
a multi-node DSSS system. First, we present the system and attacker
model. Then, we evaluate the system AJ resilience against two types of
attackers (jammers). (A) A Broadband Noise Jammer that represents

7 P99.999926(NCC) = 0.305, combined probability for 256 values of the spectra -taken
as, i.i.d variables- and for a set of 16 sequences (0.99999926)256×(16

2 ) = 0.9555 .
8 Standard deviation = 0.449
9 For a given instant in time, with the 16 sequences being used at the same time,

P(NCCat least 1 pair ≥ NCCmax) ≤ 1− (0.99999926)120
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a baseline for jammer power efficiency, i.e., any other DSSS jamming
strategy will be preferable for the attacker. (B) An Insider Smart Jammer
that represents an upper-bound for jammer power efficiency. The
latter jamming scenario is the most relevant. It instantiates our insider-
node jamming attack hypothesis and measures the degree of jamming
mitigation of our proposed CSPRNG-based DSSS system. Finally, the
Insider Smart Jammer AJ resilience is analytically linked to the CC

properties studied in Section 7.5.

7.6.1 System Model

The system model is shown in Fig. 7.3. The system is composed of
n Transmitter (TX)-nodes, a jammer, one Receiver (RX)-node, and a
channel modeled as Additive White Gaussian Noise (AWGN). The
Binary Phase-Shift Keying (BPSK) modulation in our setting is the
conversion from unipolar {1,0} to bipolar {1,-1} of a signal sample. The
communication process is as follows:

(1) A TX-node sends a random digital signal modulated with BPSK.

(2) A binary SS is applied after BPSK, and the transmission is in
base-band.

(3) Other signals and AWGN are added.

(4-6) The RX-node demodulates the received signal by:

(4) de-spreading it using a synchronized version of the SS,

(5) applying an integrate-and-dump correlator, and

(6) making a decision based on the sign of the signal to deter-
mine the BPSK symbol.

about the awgn channel model The channel model does not
account for fading, frequency selectivity, multi-path, nonlinearity, or
dispersion. This simplification is not in demerit of the jammer. An
AWGN channel highlights the relationship between the jammer and
the nodes’ signal power in the demodulation process. Most power-
independent phenomena on a more realistic channel will be to the
disadvantage of the jammer power efficiency because a receiver will
be optimized to compensate the channel’s effect on signals from legit
nodes. For example, a frequency and phase-shifted jamming signal
will have less impact on the induced BER at the demodulation process
of a legit node, as compared to an in-phase and frequency version of
the same jamming signal.
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Figure 7.3: DSSS-CDMA System Model

7.6.2 Attacker Model

The attacker is a jammer. The jammer has access to the communication
medium and can insert arbitrary signals. Its goal is to produce errors in
the demodulation process of the receiver. Eavesdropping, tampering,
or forgery of information is not a goal. The jammer has enough energy,
power, and bandwidth to cover the entire band of the system with
a signal of arbitrary power. The jammer can be further defined by
the type of signal it inserts in the channel. We evaluate two types
of jammers: a BBN Jammer and an Insider Smart Jammer (coherent
and synchronous), both further detailed in Sections 7.6.3 and 7.6.4,
respectively.

7.6.3 Baseline Evaluation: Broadband Noise Jammer

A BBN jammer places a random noise signal over the full width of
the TX-node communication spectrum. A BBN strategy raises the noise
level at the receiver and is a direct attack on the channel capacity of
any communication system [133]. A BBN represents a baseline in terms
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Figure 7.4: BBN jammer resilience

of jammer power efficiency for an effective jamming strategy against a
DSSS system10[133].

attacker hypothesis The jammer knows the center frequency
and bandwidth of the signal.

simulation We used MATLAB/Simulink R2017a to model the
system described in Sec. 7.6.1. There are 4 TX-nodes. We chose that
number because it is representative of a one-hop-link in an IoT mesh
network. Even if an IoT network has more nodes, for a given node,
only nodes physically close have a signal-power relevance. Every TX-
node constantly sends random binary data sampled at 1000 times/sec
(1kbps), and we simulate 10 seconds (i.e., 10000 bits). Every TX-node
uses a different SS previously generated with ChaCha20. The jammer
power Jp is measured in relative terms against a single TX-node power
Sp, this ratio is expressed as the JSR = Jp/Sp in dB11. The AWGN channel
power is included in the JSR. We calculate the BER at the RX-node. We
repeat the simulation with different SS lengths. The results are shown
in Fig. 7.4, every data-point is a simulation run.

analysis Obtained results are consistent with the DSSS AJ theory
[133]. When we double the SS length, we also double the signal band-
width, and we obtain a ≈+3dB gain in resilience to Gaussian Noise for
a fixed BER. The exception is the SS codes of length 64 for JSR<15dB.
We explain this weaker resilience as a result of the higher CC values
of the SS of the other legit TX-nodes. For this work, we consider a

10 Other jamming strategies such as Narrowband noise are not considered effective.
11 Power Decibel: 10 log10(P1/P2)
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BER ≤ 0.1 to be acceptable for a digital communication system under
jamming [133].

7.6.4 Upper-Bound Evaluation: Insider Smart Jammer

In this section, we define and model an insider smart jammer. We find
it useful to explicit again our setting and evaluation goal.

setting and goals The jammer is not limited in terms of energy;
i.e., it can apply a jamming signal with power JSR persistently in time.
There is no reactive AJ mechanism in our current evaluation. Thus,
it is inevitable that for a given JSR value, the jammer will defeat (BER

≥ 0.1) the system. An insider smart jammer will defeat most AJ systems
with a JSR≈0. When the insider knows the AJ parameters of a single
node, he can compromise the whole system’s parameters. These AJ

systems will be compromised either because the nodes share the same
AJ parameters (e.g., hopping-schedule), or because the system uses a
PR sequence set with no cryptographically secure pseudo-randomness
properties (e.g., LFSR-generated, low-CC De Bruijn). In our proposal,
the knowledge of one spreading sequence by an attacker does not
imply the compromise of the other spreading sequences in the system.
From a system perspective then, it is relevant to study the case in
which the attacker has gained knowledge of the spreading sequence
of one node. Then, measure the impact over the BER of the rest of the
nodes in the system. Our system proposal was designed with the main
objective of proactively mitigating this insider-node attack, and this
section measures to which degree this is achieved.

The insider smart jammer represents an upper-bound for jammer
power efficiency, under certain hypothesis.

attacker hypothesis The jammer:

• Has perfect knowledge of the system (e.g., BPSK), except for the
SSs used by the nodes.

• Is synchronized (time) and in-phase (coherent) with the SSs of the
system.

• Knows the SS of one node, i.e., a compromised node.

• Can not compromise the SSs of other nodes12.

12 See Appendix. C.1 for justification of this hypothesis.
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Figure 7.5: Smart jammer resilience for different SS Lengths L.

simulation The set-up is the same as the BBN jammer. The jammer
is modeled as a TX-node, which uses the SS of one compromised node.
We measure the BER of non-compromised nodes for different values of
JSR. The AWGN channel has a Signal-to-Noise Ratio (SNR) > 0 compared
with a TX-node and is negligible. We plot the BBN jammer results for
reference. The results are shown in Fig. 7.5.

analysis In all cases, the BER vs. JSR curve for individual nodes
shows similar behavior. Let Jn be a threshold value unique to a noden.
Then, BER = 0 if JSR < Jn; followed by a steep positive slope at
JSR ≈ Jn, from BER = 0 to 0.5 ; finally, a constant BER = 0.5 for
JSR > Jn + ∆JSR. Not surprisingly, this threshold value Jn is related
to the CC value between the spreading sequences of the jammer and
the noden.

In the following, we provide an informal explanation of the rela-
tionship between CC and JSRBER=0.25 and refer to [19] for a general
analytical expression. This relationship is valid for an integrate-and-
dump DSSS correlator, and BPSK modulation. In our case, the jammer
is in phase and frequency with the target signal. This maximizes the
impact of the jammer in the target signal. Suppose that (A) the NCC
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of the spreading-sequences is 1 (i.e., is the same sequence). In that
case, a jammer with equal power as the TX-node (JSR = 0dB) sending
random bits will achieve a BER = 0.25 at the RX-node. This BER value
is explained because of the RX-node with equal probability = 0.5 de-
coding either the TX-node’s bit or the jammers’ bit, which in turn has
a probability = 0.5 of being the same as the TX-node bit. This gives a
total probability of decoding the correct bit of p = 0.75→ BER = 0.25.
(B) In the other extreme case, if the NCC is 0 (i.e., orthogonal sequences)
theoretically there is no value for JSR that will affect the BER. (C) In
the most general case, for an NCC between 0 and 1, say an NCC of a
ratio 1

N , the jammer needs N times more power to achieve the same
effect as a NCC = 1. We formalize this relationship that derives from
the work of [19], in the following Eq. 7.5:

JSRBER=0.25(NCC) = 10 log10(
1

NCC
)[dB] (7.5)

For example, if the NCC = 0.1 between the sequences of a jammer
and a node, a jammer needs 10 times more signal power than the
TX-node (JSR = 10dB) to achieve a BER = 0.25 at the RX-node.

For each node in our evaluation, we calculated the NCC and the
theoretical JSR for BER = 0.25. In Fig. 7.5 we mark this theoretical
value with a vertical dashed line from BER = 0.25 to 1. In all cases,
the simulated results correspond to the predicted theoretical values.

synthesis We want to characterize the insider smart jammer
resilience of a generic system implementing our proposal. In or-
der to do so, we use (1) the study of the NCC for CSPR sequence
sets from Section 7.5, and (2) Equation 7.5 that analytically relates
NCC ←→ JSRBER=0.25. With these two elements, we can probabilisti-
cally describe the smart jamming resilience of BPSK-DSSS systems that
use CSPR sequence sets. We transform the empirical values of NCC of
CSPR sequences using Equation 7.5. The obtained results are shown
in Fig. 7.6. With this ECDF representation, we can quickly determine
the percentage (i.e., percentiles Pi) of the nodes in a generic system
that will have a BER ≤ 0.25, for a given JSR and sequence length L. An
important observation is that contiguous curves in Fig. 7.6, where L is
related by a factor of 2, are approximately +1.5dB apart (

√
2 in linear

terms). In Appendix C.2, we confirm this observation empirically, and
the results of Section 7.5.5 validate this relationship analytically.

approximation of behavior for BER ≤ 0.1 As stated before,
an AJ resilient system should have a BER ≤ 0.1 under a jamming
attack. However, our study is relevant for BER ≤ 0.25 because Eq.
7.5 relates NCC ←→ JSRBER=0.25. Nodes with BER values between
(0.1, 0.25] should be excluded in our study. We need an expression
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Figure 7.6: Percentiles for nodes with predicted BER ≤ 0.25 as a function
of an insider smart jammer power JSR, for different SS length
L ∈ {27, 28, ..., 215}.

that relates NCC ←→ JSRBER=0.10. We were unable to find an exact
analytical expression that predicted the simulated BER = 0.10 as
a function of NCC. Yet, we found an upper-bound approximation.
If we apply −0.5dB to the analytical JSRBER=0.25, in all simulated
cases BER = 0.0000. Therefore, results in Fig. 7.6 will approximate
P(BER ≤ 0.1), if we apply an horizontal-displacement ∆ = −0.5dB to
the ECDFs. This approximation is used to draw general conclusions
about insider jammer AJ resilience of our system in the next section.

7.6.5 Evaluation Summary

Results from this section provide useful insights about how a system
implementing our proposal will perform against jamming in general.
We defined two scenarios that represent a baseline and an upper bound
for jammer power efficiency. Any other effective jamming strategy
against a DSSS system will fall in-between these.

The length L of the SSs is the most important factor for jamming
resilience. Longer SSs provide better BER of the overall system in both
scenarios. However, increasing L comes at a non-negligible cost: either
bandwidth is increased for a fixed bit-rate, or bit-rate is lowered for a
fixed bandwidth.

With the results from this section, we can quantify the jamming
resilience we add to a CSPR-DSSS system by increasing L. With this
information, a system designer can choose an appropriate trade-off
between AJ and bandwidth/bit-rate. For the BBN jammer, results are
well-known from DSSS theory: if we double L, the jammer needs ap-
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proximately double the power (JSR +3dB). Also, a BBN jammer affects
all the nodes of the network homogeneously independently of the
SSs. The insider smart jammer scenario is different. The smart jammer
affects each node differently. Hence, we can only give a probabilis-
tic characterization of the AJ capabilities of the system. The cross-
correlation properties of the CSPR SSs are a fundamental factor that
determines the system resilience, Fig. 7.6 resumes the link between
the statistical properties of CSPR SSs and smart jammer resilience.

To summarize, the provided jamming resilience of our proposal as
a function of the CSPR sequences length L is:

• BBN Jammer resilience O(L)

• Smart Jammer resilience O(
√

L) 13

Resilience performance against any other jamming attack should fall-in
between those values. For the sake of completeness, for a fixed bit-rate,
the bandwidth of a DSSS system is O(L); and for a fixed bandwidth,
the bit-rate of a DSSS system is O(1/L).

7.7 related work

This section reviews related work in two topics. First, we review work
on correlation studies of PR sequences. Second, we introduce some
works that use CSPR mechanisms for the design of AJ WCSs.

7.7.1 Correlation of Pseudo-Random Sequences

The study of correlation properties of PR sequence sets has been fo-
cused on the families highlighted in Sec. 7.3.2. Those families are
LFSR-based, De Bruijn sequences [169, 170, 191], Legendre/Jacobi se-
quences [31, 38], and Chaotic Sequences [90, 112, 181]. The most
studied family is LFSR-based. A classical CC reference is the work of
Swarte et al. [151]. More recent work is given by Zepernick et al. [201],
it also covers other PR families. For a particular PR family, we refer the
reader to the corresponding cited works of a given family. The CSPR

Sequence Sets use throughout this work does not correspond to any PR family
in the literature.

Notwithstanding the fundamental and well-studied topic of the
uniformly random probability distribution, there is a lack of studies

13 Justification for the square-root relationship between smart jamming resilience and L
is given in Sec. 7.5.5 and Appendix C.2.
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on the CC properties of uniformly-distributed sequence sets. Schot-
ten et al. [154] gave an analytical formula for the auto-correlation of
true-random sequences (i.e., a Bernoulli process) with the assumption
of Golay’s ergodicity postulate. However, to the best of our knowl-
edge, no such analytical equivalent exists for CC characterization
of uniformly-random sequence sets. Pöpper et al. [135] provided an
empirical characterization of the CC of random codes14, giving three per-
centiles (P95, P99.99, P100) for sequences of length [128 ≤ L ≤ 1024], and
sets with cardinality 1000. From the pure-mathematics field, Kuipers
et al. [97] studied properties of an operation similar to the convolution
on topological spaces linked to the uniform distribution. However,
Kuipers et al. focused on demonstrating linear relationships between
the operations.

7.7.2 CSPR-based AJ WCSs

The closest proposal in the literature to ours is NATO’s unclassified
work by F. Hermanns [66] (German Patent [65]). It proposed to use
AES-OFB cipher15 output as code-hopping (CH) sequences. The proposal
is a hybrid DSSS-FHSS system. Unlike classical DSSS, where a central
carrier frequency is known, CH also “hops” the center carrier fre-
quency, thus doing FHSS. If originally available bandwidth was unused
by the transceivers, this approach effectively increases AJ resilience.
However, if the transceivers already used DSSS over the whole available
bandwidth, the gain of this approach is yet to be evaluated. Hermanns
evaluates the linear-complexity of AES-OFB sequences, empirically
measures the auto-correlation spectra for a sequence, and evaluates
the multi-user and AJ performances with a simulated system (the
simulation platform is not disclosed). The jammer model is not fully
specified for the AJ evaluation. We assume a synchronous and coherent
jammer model was used because its results were consistent with ours.
For a sequence length of 1000, it measured a security gain of +10 dB at
the BER = 10−3 level.

T. Song et al. [168] focus on a single link of a CDMA communication
under disguised jamming (equivalent to the smart jammer, but not an
insider). They propose to use AES (mode of operation not detailed)
to encrypt LFSR-generated PR Sequences. They use the term Secure
Scrambling16 to refer to this operation. The legit parties share secret
keys of 128, 192, or 256 bits. They focus on an analytic study of the
impact of a disguised jammer who does not know the sequence, and

14 Not specified how they were generated, but probably with a CSPRNG.
15 Which behaves functionally as a stream-cipher.
16 Scrambling is also used in classical wireless literature to refer to long DSSS PN! (PN!)

sequences, not necessarily cryptographically secure.
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the system using the Arbitrarily Varying Channel (AVC) model. It is
relevant to note, in the context of our work, that the generic analytical
results obtained by Song et al. in the AVC model can also be applied to
a single-link of our proposal, as an AES-output should behave as a CSPR

output. They conclude that the secure scrambling method improves
the resilience against disguised jamming for a single link.

FHSS work by M. Tiloca et al. [175] is proposed in the context of
IEEE 802.15.4 in TSCH mode. They created a CSPRNG based on AES-CTR.
The CSPRNG output is used to execute their Secure Link Permuta-
tion (SLP) algorithm, namely a pseudo-random permutation. SLP
output pseudo-randomly determines the TSCH schedule. Also, they
periodically change the TSCH schedule. They implemented their SLP al-
gorithm in Contiki OS with TSCH, and evaluated it in TelosB IoT nodes.
They compared the results against a fixed non-AJ TSCH schedule. Their
proposal effectively defeats a selective-jammer, with negligible energy
and packet-delivery-ratio penalties.

D. Torrieri [179] discusses the concept of maneuver keys in the context
of MTD applied to a DSSS system. The work is a high-level design of
such a system: the system nodes share a given group key kg that they
use as the sequence for DSSS modulation. How this key is generated
and distributed is not detailed. The system is reactive, i.e., Intrusion
Detection System (IDS) is present in the network. Moreover, if a jam-
mer node is detected, it will be isolated from the rest of the system
by initiating a secure group re-keying that excludes it. Later, Torrieri
[178] re-categorized this proposal within the cyber-defense concept of
cyber maneuvers.

To the best of our knowledge, no multi-link wireless system AJ

proposal in the literature is proactively resilient to an insider-node attack.
The system proposed by Hermanns [66] is potentially resilient, but it
lacks sufficient detail about the distributed mechanisms and properties
of the system (e.g. how the SSs are generated and distributed), AJ was
evaluated for a single-link. Song et al. [168] AES-based secure scrambling
proposal is, at the core, similar to our proposal. However, as [66],
it focuses on a single link, the distributed mechanisms to generate
SSs/codes for multiple users are not detailed, nor the system-wide
AJ properties evaluated. Thus, under the hypothesis of an insider
attacker that has knowledge of the secret parameters of one legit
node, the system resilience for other nodes can not be estimated (e.g.,
discovering the LFSR used as input can compromise the other nodes).
In Tiloca et al. [175], all nodes share the same frequency-hopping
schedule: the calculation is distributed, but not independent. Inevitably,
an insider attacker can efficiently jam the whole system. Finally, in
Torrieri [179] all nodes share the same SS. In case of an insider jammer,
all links will be efficiently jammed, defeating the system. The system
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will only recover after some time when the IDS isolates the jammer.
This is a reactive strategy to mitigate insider attacks. It excludes the
node from the network only after some given process. In other words,
jamming-detection is needed. Jamming-detection is a prominent field
in the AJ literature and is used in reactive AJ strategies.

All works cited in this section, including our own, assume pre-
shared secrets between the sender and receiver to execute AJ spread-
spectrum techniques. In a real-word setting this hypothesis is not
always true. In many IoT use cases, previously-unknown nodes have
to bootstrap ad-hoc mesh networks. Those nodes do not share com-
mon cryptographic material. Physical-layer AJ bootstrapping is a hard
problem to solve. AJ systems without pre-shared secret information
are needed. This fundamental topic is called keyless jam resistance. We
refer the reader to Kang et al. [81] for a recent survey on DSSS-based
keyless AJ. And to J. Tao et al. [79], and C. Pöpper et al. [135], for
pairwise and broadcast communication proposals, respectively.

7.8 discussion

In this section, we discuss security-related issues, our system proposal
in the IoT context, and deployment challenges.

The main novelty of our DSSS system proposal is that it uses pairwise
CSPR SSs generated in a distributed and independent way. Inherited by
the IANVS-design, the proposal also has crypto agility; for example,
it can be instantiated with future software-based IoT-friendly crypto
primitives instead of ChaCha20.

The study of the CC properties of CSPR sequence sets proved to be
fundamental to evaluate the AJ resilience of our proposal. First, we
found that an in-depth study of the CC of independent uniformly
distributed random binary sequences was missing in the literature;
thus, we provided both an empirical statistical characterization of the
CC values of large CSPR sequence sets and a probabilistic study. Then,
we designed and evaluated our system in MATLAB; notably, against
a power-efficient insider jammer. Finally, we linked the CC properties
with the AJ resilience and characterized the AJ resilience of a generic
system implementing our proposal.

7.8.1 Security-related issues of PR Sequence Sets

The AJ capabilities of a spread-spectrum wireless system depend on
the secrecy of the sequences used. A jammer with knowledge of the
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spreading parameters can attack the system very power-efficiently [8,
168]. In terms of security (i.e., keeping the secrecy), the shortcomings
of AJ solutions using legacy PR sequences are twofold. First, LFSR-based
sequences (e.g., Gold codes for 3GPP-UMTS) can be brute-forced in a
computationally reasonable time (Berlekamp-Massey [111, 168]); this
affects the secrecy of only one sequence. Secondly, PR sequence sets
are composed of not independent sequences (e.g., to guarantee cross-
correlation). Thus, knowing one sequence leaks information about
the others. This second issue is very relevant to our insider attacker
setting; For example, the knowledge of one De Bruijn low-CC code
will ease the task of breaking the other codes in the set. The first issue
can be addressed by using non-LFSR codes, and has been explored
in the bibliography (e.g., De Bruijn, AES-based codes). However, the
second one can only be addressed by sets where all the sequences
are independent of each other (e.g., no cross-correlation constraints).
Or proposal, CSPR codes generated independently, addresses both
weaknesses. To the best of our knowledge, our work is the first one to
propose sequence sets for WCSs composed of independent sequences,
which we called CSPR Sequence Sets.

7.8.2 Non-security impacts of CSPR Sequence Sets

Our proposed CSPR-based sequence generation process prioritizes as
design factors cryptographically secure randomness and indepen-
dence of sequences. This has an impact in the CC of the sequences in
the sets. There are no hard-guarantees about CC max values. We refer
the reader to Sec. 7.5.6 about the implications in comparison to other
families of sequences. To complete the CC discussion, we add that one
of the main contributions of our work is the study in Sec. 7.5 of the CC

properties of CSPR sequences sets that was lacking in the bibliography.
We have not fully-studied the consequences they have for real sys-
tems in the current work (i.e., we focused on their AJ capabilities and
evaluated for an AWGN-model). However, their statistical properties
look promising, specially for low-throughput and systems with many
nodes (or with potential rotation of codes per user as in our generic
MTD proposal). For example, the mean value (

√
2/πL) and PMF of

the NCC as a function of the sequence length L, can be used to have
an estimation of the performance of large IoT systems implementing
MTD-dynamic CSPR sequences. Also, because of the perpetual rotation
of the used sequences in an MTD technique, the CC statistics properties
are relevant even for a single node. Regarding the performance of the
system when not under jamming, Hermanns [66] studied AES-based
sequences for systems with 1 to 40 nodes and found that they perform
as Gold Codes.
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Another trade-off could be the computational cost of generating
CSPR sequences as compared to LFSR-based solutions. Advances in
hardware and software allow for suitable implementations of CSPRNGs

on IoT devices that make this not being an issue. Most IoT System-
on-Chips have AES Hardware Modules, and software-based solutions
-like ChaCha20- are fast on IoT devices [39].

7.8.3 Relevance of This Proposal for IoT Systems

The AJ resilience against an insider jammer can only be measured in
terms of probability. The pseudo-randomness and independence of
sequences at the core of our system design are the main causes. In
contrast, classical wireless systems precisely determine many prop-
erties a priori, i.e., with probability 1. For example, maximal CC or
max-bounds for multi-hop latency. However, this lack of hard-values
certainty is not a big drawback for the MTD IoT systems we target. A
large number of nodes and MTD-inspired rotation of sequences over
time are both properties that make any particular system to converge
statistically to the CC -and thus AJ- properties we studied.

Furthermore, the cyber-defense objective in our IoT setting is not to
protect a single (or limited number of) primary wireless targets, like a
satellite link, a radar system, or cellphone-users. Instead, the IoT system
as a whole is the target to defend. In other words, we care about the
service the IoT system provides, and not the individual IoT nodes. For
example, we can design a system to provide a given service, even if
only 10% of the IoT nodes (or any given node only 10% of the time)
will be resilient to a +25dB powerful jammer. The service could be
provided, albeit in a degraded mode; This is what we understand as
a resilient system. In constrained-node IoT networks “strength lies in
(big) numbers".

7.8.4 Key deployment challenges

A real-world implementation of our proposal will have to deal with
the synchronization of SSs for signal demodulation at the RX-node.
This problem can be solved because CSPR sequences have good auto-
correlation properties [154]. Also, the bootstrapping of the system, i.e.
the IANVS’s AKE and Auth-SYNC components, is not a trivial prob-
lem. In this respect, keyless jam resistance [81] techniques can be used
to protect the physical layer and execute higher-layer communication
protocols (e.g., EDHOC key establishment, LATe). Another point to be
discussed is the availability of DSSS technologies in real-world IoT
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systems. IoT hardware uses mostly narrow-band technologies, where
FHSS techniques are dominant. IEEE 802.15.4 has a DSSS mode, but the
spreading-sequences have length L = 16, which is not long enough
for robust AJ. However, SDR technology has yet a bigger role to play in
the future of IoT [85]. Cost-affordable SDR technologies will add to the
synergy of new-services enabled by the IoT. In this context, alternating
between DSSS, FHSS, or Long-Range radio will be a matter of executing
some lines of computer code in already-deployed IoT nodes.

7.9 conclusion

In this chapter, we presented an IANVS-based MTD technique targeting
the network physical layer of IoT systems. We provided a DSSS AJ

solution that is proactively resilient to insider-node jamming attacks.

Regarding this memoir’s main RQs, this chapter provided another
instance of an MTD in a concrete IoT use case (RQ-3.I1). Our proposal
was motivated by the fact that IoT systems are inherently exposed to
jamming attacks, and that most of the off-the-shelf IoT radio technologies
do not have robust AJ properties. Moreover, insider-node attacks will
defeat most AJ solutions and are a real threat in the heterogeneous IoT

ecosystem.

The main novelty of our proposal is the use of DSSS Spreading
Sequences independently generated with CSPRNGs leveraging on the
IANVS framework. We implemented and evaluated the proposed
system and attacker-jammer in simulation using MATLAB. The ex-
perimental results validated the insider jammer resilience claim of
our proposal. We explain the results -and generalize them- by the CC

properties of CSPR sequence sets, for which we provided an in-depth
statistical and probabilistic study that was missing in the literature.

This chapter concludes our contributions and the third part of this
memoir. In the following chapter, we present some general conclusions
and future work perspectives that close this manuscript.

Research Questions

RQs answered:

• RQ-3.I1: How to instantiate MTDs in concrete IoT use cases?

– [IANVS-based] We instantiated a physical-layer MTD

technique with the DSSS SSs as MP (Design, simulation
Implementation, and simulation Evaluation).
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In this chapter, we conclude this dissertation by offering a summary
of its contributions and providing future work perspectives.

8.1 conclusion

The main research goal of this dissertation was to improve the resilience
of the constrained IoT. More precisely, to improve it through the use of
the MTD cyber defense paradigm. Before this work, MTD was an estab-
lished technique in non-IoT systems, but its feasibility in constrained
IoT systems was uncertain.

Part I (Ch. 2-3) of this dissertation, exploratory by nature, scrutinized
the field of MTD techniques for the constrained IoT. First, in Chapter
2 we presented fundamental background on the MTD paradigm, the
constrained IoT domain, and IETF’s IoT network security protocols. In
this early chapter, we acknowledged the network component as the key
enabler of constrained IoT systems. MTD for IoT was almost nonexistent
in the literature, and the RQ arised: Is MTD for the constrained IoT possible?

In Chapter 3, we performed a SLR of MTD techniques for the con-
strained IoT. We identified thirty-two distinct techniques, of which
two-thirds were not identified in previous surveys. We provided an
evidence-based assessment of the security status of the techniques and
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a validation of the feasibility of MTD for IoT. Our SLR was the first MTD

review to focus on the techniques’ cryptographic primitives. Besides,
we developed four novel entropy-based metrics that we applied in
conjunction with Shannon’s entropy to characterize the state of the
art. These metrics have applications beyond the scope of the review,
and constitute a minor contribution in MTD’s Evaluation research field
(2.2.3). In summary, we identified: a predominance of MTD network
techniques, that most of the techniques provide strong evidence about
their deployment, and a generalized lack of sound security founda-
tions. These results motivated the rest of our research contributions.
We continued focusing on network-based research. We foresaw many
open opportunities, even if it was the most explored field. Finally, the
SLR results set a research baseline: to keep contributing with usable
techniques while improving their security foundations. We synthesized
these motivations in the RQ that guided the rest of the dissertation:
How to create usable and secure MTD techniques for the constrained IoT?

The remaining two parts of the dissertation had a constructive pur-
pose. Part II (Ch. 4), focused on general design aspects for the creation
of usable and secure MTD techniques for the constrained IoT, while Part
III (Ch. 5-7) on the instantiation of these MTDs in concrete IoT use cases.

In Chapter 4, we addressed fundamental questions about the design
of MTD techniques in the constrained IoT context. We tackled one by
one the RQs of what are suitable MPs in IoT systems, how and when
to move them. First, we identified more than 30 components in IoT
systems that have the potential to become MPs. We focused on Net-
work components using a five-layer model (physical, link, network,
transport, and application) and corroborated that network-based com-
ponents have great potential for MTDs. Then, we proposed IANVS
as an answer to the how to move those components. Our proposal is
a modular framework that can instantiate MTD techniques suitable
for constrained IoT systems. It is composed of four building blocks
that correspond to fundamental cryptographic or network security
fields: AKE to AKE, Auth-SYNC to authenticated and fresh informa-
tion exchange (e.g. secure time synchronization), CSPRNG to CSPRNGs,
and MP-Map to mathematical maps. Thus, a concrete instantiation of
IANVS can leverage on well-established solutions and is crypto-agile
by design. For example, in the future, a component’s instance can
be replaced with a more lightweight or robust state-of-the-art vari-
ant, maintaining the security and functional objectives of the concrete
IANVS-based MTD without the need of major design changes. Finally,
we discussed how to achieve synchronized MP movement leveraging
on the Auth-SYNC component to execute event- or time-based answers
to the when to move.
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The IANVS framework is one of our fundamental contributions and
was the “leitmotiv” of the remaining part of the memoir.

Chapter 5 starts Part III and introduces the LATe synchronization
protocol. Our nonce-based secure time synchronization proposal is a
solution for the instantiation of a time-based Auth-SYNC IANVS com-
ponent suitable for constrained IoT systems. LATe is a client-server two-
message protocol, and optimizes the size of the messages -leveraging
on CBOR and COSE IETF standards- and the cryptographic operations
needed at the client. We provided a computer-aided formal method
proof of the security claims of LATe using the Scyther tool. We also
discussed real-world implementation issues, attacks, and mitigations,
that were not captured by the formal method’s model.

In Chapter 6, we presented two concrete Network MTD techniques
that instantiate the IANVS framework. Both were motivated by the
same threat use case: a remote DoS attacker targeting a constrained IoT

node that hosts a CoAP server. The first proposal is an MTD technique
with UDP port numbers as MP, also known as port-hopping, and aims
at mitigating the attack at a transport-layer level. The second proposal
is an MTD technique where the MP is the CoAP “.well-known/core”
resource’s URI. This URI is the high-level target resource of the DoS

attack. Thus, this second technique aims at mitigating the attack at the
application layer. We implemented the UDP port-hopping technique in
Pycom LoPy4 IoT nodes as a hardware platform and shared the source
code. We evaluated the UDP port-hopping technique in a real testbed.
We measured its effectiveness to mitigate the reconnaissance phase
of the attack (i.e. port-scanning). We defined a probabilistic model to
predict the MTD’s effectiveness that corroborated the empirical results.
This chapter provided two MTDs in concrete IoT use cases and illus-
trated how to leverage on IANVS elements to ease their instantiation.
For example, by not starting from the MTD design fundamentals and
by reusing implemented components.

Finally, in Chapter 7, we presented a Network physical-layer MTD

technique. Unlike the previous chapter ’s techniques that target end-
to-end connectivity and attacks, this one focus on the first “hop” of the
communication channel. Indeed, if an attacker disrupts any network
layer in an end-to-end communication’s path, no communication nor
exchange of information is possible: the IoT system will not provide
its service. In this chapter, we were motivated by the threat use case
of insider-node attacks and jamming. As stated before, jamming is a
very straightforward and effective attack: by emitting a signal over the
channel, information flow of the system can be stopped or severely
disturbed. The laws of electromagnetism and Shannon-Hartley’s the-
orem guarantee the attacker’s success if it has enough signal power.
Moreover, we assumed an insider-node jamming attack that has knowl-
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edge of the network-known parameters of AJ techniques. Our solution
for this setting was a IANVS-based AJ technique that improves the
insider-node jamming resilience of IoT systems and leverages on the
DSSS radio-modulation technique. The main novelty of our proposal
resided in the use of DSSS SS independently generated with CSPRNGs.
Sequence sets generated this way were not present in WCS literature
and we named this family “CSPR”. We studied the CC statistical and
probabilistic properties of large CSPR sequence sets and uniformly
random sequence sets, and showed that CSPR sequences have robust
CC properties. This fundamental study was lacking in the WCS liter-
ature. Finally, we evaluated the jamming resilience of our proposal
using a model implemented in MATLAB. We exposed our system
to an insider smart jammer and validated that the attack was miti-
gated. Insider-smart-jammer AJ resilience and CC of sequences were
analytically linked.

This dissertation contributed to establish MTD as a cyber defense
technique for IoT systems. There are no final “victories” in the endlessly
changing cybersecurity field, but MTD is a welcome player for the
defender’s side. MTD’s motivation is about the inevitable defeat of
static systems facing adaptive adversaries. In a second-order degree,
this will eventually apply to the MTD-based designs present in this
memoir. For the most part, we practiced the principles of openness
and reproducibility in our contributions. Not only because we believe
it is the most robust way to approach security and research in general,
but in the hope that they will evolve in the hands and minds of the
people that try to keep the never-ending cybersecurity “battle” at the
cyber defender’s advantage.

We finish this subsection with a summary of the RQs that guided
this dissertation and the chapters in which they were addressed.



8.2 future work 139

Research Questions and their addressing Chapters

RQ-1: Is MTD for the constrained IoT possible?→ Ch. 3.

RQ-2: What is the status of MTD for IoT techniques?→ Ch. 3.

RQ-3: How to create usable and secure MTD techniques for the
constrained IoT?→ Ch. 4 - 7.

• RQ-3.D1: What are suitable MPs in IoT systems?→ Ch. 4.2.

• RQ-3.D2: How to move distributed MPs in IoT systems?→
Ch. 4.3.

• RQ-3.D3: When to move the MP?→ Ch. 4.4.

• RQ-3.I1: How to instantiate MTDs in concrete IoT use cases?

– [IANVS-based] We instantiated a physical-layer MTD

technique with the DSSS SSs as MP (Design, simulation
Implementation, and simulation Evaluation).→ Ch. 7.

– [IANVS-based] We instantiated a transport-layer MTD

technique with UDP port numbers as MP (Design,
hardware Implementation, and theoretical and hard-
ware Evaluation).→ Ch. 6.

– [IANVS-based] We instantiated an application-layer
MTD technique with CoAP “.well-known/core” re-
source’s URI as MP (Design).→ Ch. 6.

– [Auth-SYNC] We instantiated a secure time syn-
chronization protocol, suitable for time-based Auth-
SYNC components of IANVS-based MTDs (Design,
and formal-method security Evaluation).→ Ch. 5.

8.2 future work

In the following, we describe some future research axes that we identi-
fied during this dissertation.

8.2.1 Security: Fundamentals, Design, Proofs, and Openness.

The SLR identified a lack of sound security fundamentals of most MTD

techniques for the constrained IoT. Novel security solutions should
re-use, as much as possible, established security blocks, at least crypto
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primitives. As illustrated by the LATe protocol development, designing
new security-related protocols is not straightforward. The heterogene-
ity of constrained IoT use cases inevitably leads to the development
of novel protocols tailored for them. Even if sound cryptoprimitives
are used, their composition may lead to an non-secure solution (See
an extended discussion in Ch. 4.3.4). Computer-aided security proofs
should be integrated as much as possible in the design of protocols.
These semi-automated proofs can find security-flaws early in the
development of protocols.

However, security can never be guaranteed with total certainty. A
security proof or model (system’s and attacker’s) will never be able
to capture all the nuances of reality. Side-channels attacks and real
adaptive attackers are certainly not constrained by a theoretical model.
The IoT research community should work together, prioritize re-usable
components, automating proofs, source-code sharing—all elements in
line with Kerckhoffs’s white-box open cryptography principles. In the
hope to leverage the work of future researchers, and avoid as much as
possible (re)inventing a, probably square-shaped, wheel.

8.2.2 MTD Techniques (What?): Unexplored MPs, SDR, and SDN.

There are several possibilities for the design of novel MTD for IoT tech-
niques using MPs from unexplored taxonomies. The SLR identified
almost a complete lack of techniques in the Platform category. We
explain this by the inherent limitations of constrained IoT hardware.
Novel techniques could leverage on legacy MTD, where Platform tech-
niques account for 20%, and adapt the most suitable proposals. Also,
IoT Data techniques are under-explored. This kind of techniques can be
instantiated in real use-cases as it is a field more related to information
theory where IoT constraints can be more easily overcome.

Finally, Network techniques are predominant in the state of the art,
but -even in that category- there are still many opportunities that we
identified in Ch. 4.2. Software-Defined technologies like SDR or SDN

are particularly promising, once they will become economically or
technically possible for the IoT. They will allow the implementation
of MTD techniques at the physical layer and the logical topology level,
respectively, without the need to redeploy nodes. Routing protocols
for multi-hop IoT networks like RPL can also gain in robustness by
implementing MTD-inspired mechanisms.
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8.2.3 MTD Techniques (How?): IANVS-II, Multiple MPs in same domain,
adaptive and cross-layer MTDs.

IANVS’s intent is to open-up possibilities in the development of
concrete MTD techniques and possibilities for refinements of the frame-
work itself. We identified limitations on possible instantiations of
the framework if two MPs are moving in the same domain, briefly
discussed in the port-hopping proposal (Ch. 6.2.2). We are currently
working in an iteration of IANVS. The CSPRNG and MP-Map com-
ponents could leverage on pseudo-random permutations and nonce
misuse-resistant solutions. Additional challenges remain when map-
ping MPs into a smaller domain than the original, i.e., collisions can
happen. The IANVS’s CSPRNG and MP-Map components definitions
and interactions need to be further studied.

In this dissertation, we only studied periodic MTD movement al-
lowed by the Auth-SYNC component; but the component also enables
active triggering of MTD movement. These IANVS-based solutions are
interesting to develop because will lead to the instantiation of active
or reactive MTDs that may be suitable to mitigate adaptive attackers.

Finally, cross-layer MTDs, were almost not explored in this disser-
tation. A common MTD framework can leverage the implementation
charge in a single IoT node (e.g. re-using binary code). However, spe-
cial precautions should be taken to make the security of one layer’s
MTD independent of the other layer’s. In other words, if one layer’s MTD

is penentrated, the other MTD should still be secure (e.g. use at least
different secret keys from the AKE component).

8.2.4 Evaluation: The need for usable MTD metrics, security and system-
performance/cost (trade-offs).

To which degree is an MTD technique desirable? Metrics can help with
the answer. Unfortunately, most MTD metrics are of difficult empirical
applicability, as discussed in Ch. 3.4. Empirical evaluation of MTD

techniques is a field that needs more development. This fact motivated
the definition of the entropy-related metrics -and Shannon’s entropy-
focusing on practical applicability, but our metrics are only a first
step and can certainly be refined. Evaluation is about the security
of a system, but also about the system performance to provide its
intended functional goal (non-security metrics). There is always a
trade-off between security and functional goal performance, i.e., secu-
rity measures increase the system’s workload. Non-security metrics
of empirical applicability should be developed too. Both definitions
of novel security and non-security metrics will provide non-trivial
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challenges due to the heterogeneous nature of MTD techniques. But,
even non-generic metrics applied to a single MTD can help system de-
signers and implementers to make relevant trade-off decisions about
that particular MTD.

8.2.5 DSSS physical modulation with CSPR sequences.

The use of independently generated CSPR sequences for WCS proven
to be promising for AJ purposes, also validated by their CC proper-
ties (Ch. 7). The proposal of CSPR sequence sets opens many research
opportunities. Multi-user WCS should be thoroughly evaluated, we
provided a theoretical estimation and a four-nodes simulation, but
more dense networks should be evaluated -at least- in simulation.
Also, CSPRNGs can be used to generate non-binary types of sequences;
for example, complex number sequences {±1,±i}. Other modulations
than BPSK can leverage on them. In terms of the system simulation,
non-AWGN channel models could be used if the non-AJ properties of
the system are of interest, e.g., multi path, or fading. Synchronization
of CSPR SS is a field that will need to be studied, and has good perspec-
tives because CSPR sequences are known to have good auto-correlation
properties [154]. In terms of jamming attacks, the definition of other
adversarial settings and a comparative study of other AJ proposals in
these settings seems interesting –although implementing different AJ

proposals will be challenging–. Those adversarial settings can include
dynamic attacker-system interactions. For those scenarios, our MTD

IANVS-based proposal has the elements needed to design and imple-
ment an adaptive AJ defense strategy. Indeed, we did not study the
dynamic component of our proposal. Finally, a hardware instantiation
of our proposal in SDR technologies will be the a milestone that can
open-up more possibilities. This SDR instantiation will allow to imple-
ment dynamic reconfiguration of modulation properties (e.g., not only
DSSS) and MTD parameters (e.g., different periods of movement), and
allow for its evaluation in real-world IoT use cases and jammers.
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A
R É S U M É E N F R A N Ç A I S

Le principal objectif de recherche de cette thèse est d’améliorer
la résilience de l’IoT contraint. Plus précisément, de l’améliorer par
l’utilisation du paradigme de cyberdéfense MTD.

La première Partie (Ch. 2-3), exploratoire par nature, a examiné le
domaine des techniques MTD pour les contraintes IoT. Tout d’abord, au
Chapitre 2, nous avons présenté le contexte fondamental du paradigme
MTD, du domaine IoT contraint et des protocoles IETF de sécurité du
réseau IoT. Dans ce premier chapitre, nous avons reconnu que la com-
posante réseau est le principal élément facilitateur des systèmes IoT

contraints. Les techniques de MTD pour l’IoT étaient presque inexis-
tantes dans la littérature, et le RQ (Question de Recherche) s’est imposé:
Est-il possible d’utiliser MTD pour l’IoT contraint?

Au Chapitre 3, nous avons effectué un SLR (Revue Systématique de
la Littérature) de techniques MTD pour le IoT contraint. Nous avons
identifié trente-deux techniques distinctes, dont deux tiers n’avaient
pas été identifiées lors des enquêtes précédentes. Nous avons fourni
une évaluation fondée sur des éléments probants de l’état de sécurité
des techniques et une validation de la faisabilité de l’MTD pour l’IoT.
Notre SLR a été le premier examen de MTD à se concentrer sur les
primitives cryptographiques des techniques. En outre, nous avons
développé quatre nouvelles métriques basées sur l’entropie que nous
avons appliquées en conjonction avec l’entropie de Shannon pour
caractériser l’état de l’art. Ces métriques ont des applications qui dé-
passent le cadre de l’examen et constituent une contribution mineure
dans le domaine de recherche MTD sur le sujet Évaluation (2.2.3). En ré-
sumé, nous avons identifié: une prédominance des techniques de type
réseaux MTD, que la plupart des techniques fournissent des preuves
solides de leur déploiement, et un manque généralisé de bases de
sécurité solides. Ces résultats ont motivé le reste de nos contribu-
tions.Nous avons continué à nous concentrer sur la recherche basée
sur le composant réseau. Nous avons prévu de nombreuses oppor-
tunités ouvertes, même si c’est le domaine le plus exploré. Enfin,
les résultats de l’étude SLR ont établi une base de référence pour la
recherche: continuer à contribuer avec des techniques utilisables tout en
améliorant leurs bases sécurité. Nous avons synthétisé ces motivations
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dans le RQ qui a guidé le reste de la thèse: Comment créer des techniques
MTD utilisables et sécurisées pour l’IoT contraint?

Les deux autres parties de la thèse avaient un but constructif. La
deuxième Partie (Ch. 4), s’est concentrée sur les aspects généraux du
design pour la création des techniques MTD utilisables et sécurisées pour
les IoT contraints, tandis que la Partie III (Ch. 5-7) sur l’instantiation de
ces MTDs dans des cas d’utilisation concrets IoT.

Au Chapitre 4, nous avons abordé des questions fondamentales sur
la conception des techniques MTD dans le contexte contraint IoT. Nous
avons abordé une à une les RQs de de savoir quels (what) sont les MPs

appropriés dans les systèmes IoT, comment (how) et quand (when) les
déplacer. Tout d’abord, nous avons identifié plus de 30 composants
dans les systèmes IoT qui ont le potentiel de devenir MPs. Nous nous
sommes concentrés sur les composants de réseau en utilisant un
modèle à cinq couches (physique, lien, réseau, transport et application)
et avons corroboré que les composants basés sur le réseau ont un grand
potentiel pour l’ MTDs. Ensuite, nous avons proposé l’IANVS comme
réponse au comment (how) déplacer ces composants. Notre proposition
est un framework modulaire qui peut instancier des techniques MTD

adaptées aux systèmes IoT contraints. Il est composé de quatre blocs
de construction qui correspondent à des domaines fondamentaux de
la cryptographie ou de la sécurité des réseaux: AKE à AKE, Auth-SYNC
à l’échange d’informations authentifiées et fraîches (par exemple la
synchronisation du temps sécurisée), CSPRNG à CSPRNGs, et MP-
Map aux applications (maps) mathématiques. Ainsi, une instanciation
concrète de l’IANVS peut s’appuyer sur des solutions bien établies
et est crypto-agile par conception. Par exemple, à l’avenir, l’instance
d’un composant peut être remplacée par une variante de pointe plus
légère ou plus robuste, ce qui permet de conserver les objectifs de
sécurité et de fonctionnalité de l’MTD concrète basée sur l’IANVS sans
devoir procéder à des modifications majeures de la conception. Enfin,
nous avons discuté de la manière de réaliser des mouvements du
MP synchronisé en s’appuyant sur le composant Auth-SYNC pour
exécuter des solutions à la question de quand se déplacer basées sur
des événements ou basées sur le temps.

Le framework IANVS est l’une de nos contributions fondamentales
et a été le «leitmotiv» de la partie restante du mémoire.

Le Chapitre 5 commence la Partie III et présente le protocole de
synchronisation LATe. Notre proposition de synchronisation temporelle
sécurisée basée sur le protocole nonce est une solution pour l’instancia-
tion d’un composant Auth-SYNC IANVS basé sur le temps et adapté
aux systèmes IoT contraints. LATe est un protocole client-serveur à
deux messages, et optimise la taille des messages -en s’appuyant sur
les standards IETF CBOR et COSE- et les opérations cryptographiques
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nécessaires au niveau du client. Nous avons fourni une méthode
formelle assistée par ordinateur prouvant les affirmations de sécurité
de LATe à l’aide de l’outil Scyther. Nous avons également discuté
des problèmes réels de mise en œuvre, des attaques et des mesures
d’atténuation, qui n’étaient pas pris en compte par le modèle de la
méthode formelle.

Au Chapitre 6, nous avons présenté deux techniques concrètes
de MTD du type Réseau qui instancient le framework de l’IANVS.
Toutes deux ont été motivées par le même «cas d’utilisation de la
cybermenace»: un attaquant DoS (Déni de Service) distant ciblant
un nœud IoT contraint qui héberge un serveur CoAP. La première
proposition est une technique MTD avec des numéros de port UDP

comme MP, également connue sous le nom de saut de ports (port-
hopping), et vise à atténuer l’attaque au niveau de la couche transport.
La deuxième proposition est une technique MTD où le MP est le CoAP

«.well-known/core» URI, c’est-à-dire la ressource cible de haut niveau
de l’attaque; notre technique vise donc à atténuer l’attaque au niveau
de la couche application. Nous avons mis en œuvre la technique de
saut de port UDP dans des nœuds Pycom LoPy4 IoT comme plate-forme
matérielle et partagé le code source. Nous avons évalué la technique
de saut de port UDP dans un banc d’essai réel. Nous avons mesuré son
efficacité pour atténuer la phase de reconnaissance de l’attaque (c’est-
à-dire le port-scanning ou balayage des ports). Nous avons défini un
modèle probabiliste pour prédire l’efficacité de la MTD qui a corroboré
les résultats empiriques. Ce chapitre a fourni deux MTDs dans des
cas concrets d’utilisation de l’IoT et a illustré comment tirer parti des
éléments de l’IANVS pour faciliter leur instanciation. Par exemple, en
ne partant pas des principes fondamentaux de conception de l’MTDs

et en réutilisant les éléments mis en œuvre.

Enfin, au Chapitre 7, nous avons présenté une technique MTD de
couche physique du réseau. Contrairement aux techniques du chapitre
précédent qui visent la connectivité et les attaques de bout en bout,
celle-ci se concentre sur le premier «saut» (hop) du canal de communi-
cation. En effet, si un attaquant perturbe une seule couche du réseau
sur le trajet d’une communication de bout en bout, aucune commu-
nication ni aucun échange d’informations n’est possible: le système
IoT ne fournira pas son service. Dans ce chapitre, nous avons été mo-
tivés par le «cas d’utilisation de la cybermenace» que constituent les
attaques de nœuds internes et le brouillage (jamming). Comme indiqué
précédemment, le brouillage est une attaque très simple et efficace: en
émettant un signal sur le canal, le flux d’informations du système peut
être arrêté ou gravement perturbé. Les lois de l’électromagnétisme et
le théorème de Shannon-Hartley garantissent le succès de l’attaquant
s’il dispose d’une puissance de signal suffisante. De plus, nous avons
supposé une attaque par brouillage d’un nœud interne qui a la connais-
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sance des paramètres des techniques du AJ (Anti Brouillage) connus
par le réseau. Notre solution pour ce cas a été une technique de AJ

basée sur IANVS qui améliore la résilience au brouillage par des
nœuds internes aux systèmes IoT et tire parti de la technique de mod-
ulation radio DSSS (étalement de spectre par séquence directe). Notre
technique atténue de manière proactive les attaques de brouillage. La
principale nouveauté de notre proposition réside dans l’utilisation des
SS (séquences d’étalement) pour DSSS générés indépendamment avec
CSPRNGs. Les jeux de séquences générés de cette manière n’étaient
pas présents dans la littérature de WCS (systèmes de communication
sans fil) et nous avons nommé cette famille «CSPR». Nous avons étudié
les propriétés statistiques et probabilistes des grands ensembles de
séquences CSPR et des ensembles de séquences uniformément aléa-
toires, et nous avons montré que les séquences CSPR ont des propriétés
de CC (corrélations croisée) robustes. Cette étude fondamentale faisait
défaut dans la littérature sur les WCS. Enfin, nous avons évalué la
résilience au brouillage de notre proposition en utilisant un modèle
mis en œuvre dans MATLAB. Nous avons exposé notre système à
un brouilleur interne intelligent et validé que l’attaque était atténuée.
La résilience AJ face à un brouilleur interne intelligent et la CC des
séquences ont été analytiquement liées.
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b.1 late message encodings

The protocol consists of two messages encoded with IETF’s CBOR.
COSE is used to cryptographically protect the second message. We
define two new CBOR objects: TIC Information and TOC Response. Those
objects are CBOR Maps which consist of key-value pairs of information.
Additionally, to give semantic meaning to the objects without relying
on external information we assign a CBOR Tag to each of the objects.
CBOR Tag values range between ±65536, and are registered in the
Internet Assigned Numbers Authority. Tags in the 1-23 range take one
byte when encoded -but all are allocated-; tags in the 24-255 range
take two bytes: we chose values in this range.

b.1.1 Message 1 - TIC Information

The message will consist of a new CBOR MAP TIC Information as
defined in Table B.1, we propose the CBOR Tag 59 to describe a TIC
Information object.

About the nonce generation. The Nonce must be at least 64-bits and
cryptographically secure randomness is needed, a pseudo-random
number generator may be used if the seed has sufficient entropy, for
details see [1].

The Key-ID is an opaque identifier of the key to be used by the
server, it is the equivalent of the client’s identity. The Alg field allows
cryptoagility, some recommended algorithms are HMAC w/SHA-256

truncated to 64 bits (using a 256-bit pre-shared-key), AES-CBC-MAC
or AES-CMAC (for both, 128-bit key will suffice). The client can explicitly
request for a time server, e.g. in cases where the message is dealing

149
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Table B.1: CBOR Map "TIC Information" object definition

Parameter

name
CBOR Key Value Type Description

nonce 4 binary string A random nonce

kid 5 binary string

Key-ID is an opaque

value and identifies the

cryptographic key to be

used in the response

alg

(optional)
6 int

Identifies the crypto-

graphic algorithm to be

used in the response

server

(optional)
7 string

Identifies the intended

Server for time syn-

chronization

(Absulute URI)
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Table B.2: CBOR Map "TOC Information" object definition

Parameter

name
CBOR Key Value Type Description

time 3 unsigned int
Time representation

information

nonce 4 binary string A random nonce

with intermediate nodes. In Listing B.1 we show a TIC Information
object in human-readable CBOR diagnostic notation.

Listing B.1: TIC Information in CBOR diagnostic notation

{ nonce:h '73616E206C6F7265 ',
kid :h '0001 ',
alg :4/*HMAC w/SHA-256 truncated to 64 bits*/}

The binary representation of the same TIC Information object is found
in Listing B.2 the size of the message is 19 bytes.

Listing B.2: TIC Information CBOR object (19 Bytes)

D83B # tag(59) (TIC Info.)

A3 # map(3)

04 # unsigned(4) (=nonce)

48 # bytes(8)

73616E206C6F7265 # Nonce Value

05 # unsigned(5) (=kid)

42 # bytes(2)

0001 # Key-ID Value

06 # unsigned(6) (=alg)

04 # unsigned(4)

b.1.2 Message 2 - TOC Response

The message consists of a new CBOR MAP TOC Information as defined
in Table B.2, we propose the CBOR Tag 60 to describe a TOC Information
object. The TOC Information object contains the representation of the
time from the server and a nonce.
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The TOC Response object needs to include a Message Authentication
Code, this security service will be provided by COSE using a COSE_Mac0

object. A TOC Response authenticated and wrapped in COSE can be
found in Listing B.3 in CBOR diagnostic notation.

Listing B.3: TOC Information in CBOR diagnostic notation

{protected: { /* Protected header of COSE_Mac0 Object*/

kid: h '0001 ',
alg: 4 /* HMAC w/ SHA-256 truncated to 64 bits */

},

payload : { /* TOC Response CBOR MAP*/

time : 1477307841,

nonce : h '73616E206C6F7265 '
},

tag : h '36f5afaf0bab5d43 ' /* MAC Code*/}
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c.1 unbreakable spreading sequences

The smart jammer’s hypothesis the jammer can not gain knowledge of the
SS of another node of the system limits the capabilities of the jammer. This
assumption is motivated by the dynamic nature of the attacker-system
relationship, and by imposing it, we are simplifying this dynamism.
If we assume that the jammer can gain knowledge of an unknown
SS, we have to estimate a ∆time= tattack_ss needed for it. From an
attacked node perspective, once the attacker knows the sequence, we
are defeated (BER = 0.5 for JSR≈0). If we use the MTD aspect of our
proposed system, we can mitigate this attack: the MTD system has to
change the SS of the nodes with a periodicity Tss_movement < tattack_ss.
We simplify the attacker model with two possible states: either knows
the SS of a node (t ≥ tattack_ss) or does not (t < tattack_ss). As stated
before, in our proposal breaking one SS does not imply breaking the
other SSs. This is due to the independence in the generation of the
CSPR sequences, knowing one sequence does not leak any information
about other SS (unlike other PR proposals in the literature). From a
system perspective, it is very relevant to study the case in which the
attacker has gained knowledge of one node SS (or equivalently, using
a uniformly random SS), and measure the impact over the BER of the
system excluding the compromised node, as done in Chapter 7.6.4.

c.2 asymptotic aj evaluation

A smart jammer affects each node differently, and the way it affects
each node is related to the NCC between the jammer and node se-
quences (Eq. 7.5). We use the results from Chapter 7.6.3 and Chapter
7.6.4 to calculate percentiles for nodes with BER ≤ 0.1 for the Smart
Jammer (SJ), and BBN jammer scenarios. We present the results in

153
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Fig. C.1. The ECDF of the NCC entirely determines the SJ case. Some
counter-intuitive results happen on the P10 for L ∈ {29, 768, 210} due
to the discrete nature of the NCC values. Aside from that, for a given
percentile we observe that if we double the length L we gain ≈ +1.5dB
(
√

2 in linear terms) in jammer resilience.
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Figure C.1: Percentiles of nodes with BER ≤ 0.1 for a Jammer with power
JSR (dB), as a function of the SS length L.
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Résumé : Les systèmes de l’Internet des Ob-
jets (IoT) sont de plus en plus déployés dans
le monde réel, mais leur sécurité est en retard
par rapport à l’état de l’art des systèmes non
IoT. La Défense par Cible Mouvante (MTD)
est un paradigme de cyberdéfense qui pro-
pose de randomiser les composants des sys-
tèmes, dans l’intention de faire échec aux cy-
berattaquants qui s’appuyaient auparavant sur
la nature statique des systèmes. Les atta-
quants sont désormais limités par le temps. Le
MTD a été mis en œuvre avec succès dans
les systèmes conventionnels, mais son utili-
sation pour améliorer la sécurité des IoT fait
encore défaut dans la littérature. Au cours de
cette thèse, nous avons validé le MTD comme
paradigme de cybersécurité adapté aux sys-
tèmes IoT. Nous avons identifié et synthétisé
les techniques MTD existantes pour l’IoT en
utilisant une méthode d’examen systématique

de la littérature, et nous avons défini et utilisé
quatre nouvelles métriques liées à l’entropie
pour mesurer des propriétés qualitatives des
techniques MTD. Ensuite, nous avons pro-
posé un framework générique de MTD dis-
tribué qui permet l’instanciation de stratégies
MTD concrètes adaptées aux contraintes de
l’IoT. Enfin, nous avons avons conçu un pro-
tocole de synchronisation du temp authenti-
fié, et instancié trois techniques MTD parti-
culières : deux dans les couches supérieures
du réseau (portant sur le saut de ports et
sur des interfaces RESTful d’applications) -
et validé l’une d’entre elles dans du matériel
réel-, et la troisième dans la couche physique
pour obtenir des systèmes IoT résistants aux
brouillage par des nœuds internes en utilisant
des techniques d’étalement du spectre par sé-
quence directe avec des séquences pseudo-
aléatoires cryptographiquement fortes.
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Abstract: Internet of Things (IoT) systems
are increasingly being deployed in the real
world, but their security lags behind the state
of the art of non-IoT systems. Moving Target
Defense (MTD) is a cyberdefense paradigm
that proposes to randomize components of
systems, with the intention of thwarting cy-
ber attacks that previously relied in the static
nature of systems. Attackers are now con-
strained by time. MTD has been successfully
implemented in conventional systems, but its
use to improve IoT security is still lacking in the
literature. Over the course of this thesis, we
validated MTD as a cybersecurity paradigm
suitable for IoT systems. We identified and
synthesized existing MTD techniques for IoT
using a systematic literature review method,

and defined and used four novel entropy-
related metrics to measure MTD techniques
qualitative properties. Secondly, we proposed
a generic distributed MTD framework that al-
lows the instantiation of concrete MTD strate-
gies suitable for the constraints of the IoT. Fi-
nally, we designed an secure time synchro-
nization protocol, and instantiated three par-
ticular MTD techniques: two at the upper net-
work layers (e.g. port-hopping, and applica-
tion RESTful interfaces) -and validated one of
them in real hardware-, and the third one at
the physical layer to achieve IoT systems re-
silient to insider attacks/jamming by using Di-
rect Sequence Spread-Spectrum techniques
with cryptographically-strong pseudo-random
sequences.
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