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window.performance.timing

loadEventEnd – navigationStart

{IP_address, 

port}

domComplete – 
domInteractive



window.performance.getEntriesByType(‘resource’)

8: PerformanceResourceTiming

Time-Allow-Origin11
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http://bbc.com/


 

 

 













𝑁

https://webview.orange.com/


Google-Chrome v.78 

chromeDriver78

--private





 

 

 

 

𝑁
/usr/bin/initiator [requestedProtocol] [webBrower] [mode] [netwIface] 
[adblockOption] [graphicsMode] [browserWidth] [browserHeight] 
[functionality] [ipMode] [dohMode] [websites] 

[requestedProtocol]

[webBrower]:

[mode]:

[netwIface]:

[adblockOption]:

[graphicsMode]:

[browserWidth]:

[browserHeight]:

[functionality]:

[ipMode]:

[dohMode]:



{"name": "X-Cache", 
 "value": "MISS, HIT"}, 
{"name": "X-App-Cache", 
 "value": "HIT"}, 
{"name": "X-Served-By", 
 "value": "cache-iad2132-IAD, 
cache-cdg20761-CDG"}, 
"serverIPAddress": "151.101.120.175" 

detailedDomains 

cache-

cdg20761-CDG



{"wwwName":"tumblr.com", "requestedProtocol":"QUIC", "machine":"lili25", 
"adBlocker":"Yes", "networkIface":"FIBER", "browserUsed":"chrome_v75”, 
"hostName":"assets.tumblr.com", "country":"United States", cdn":"Verizon" , 
"geohash":[-97.822, 37.751], "nbResH1":0, "nbResH2":0, "nbResQ":65, 
"nbResP":0, "nbRes":65} 

networkPath 

AS3215 – AS5511 – AS1299 – AS10310 – AS203070 
 

Orange – OpenTransit – TeliaNet – Yahoo Oath Holdings – Yahoo France 
 

9.08 ms - 9.12 ms – 10.78 ms – 42.12 ms – 10.71 ms 
 

Yahoo France



https://webview.orange.com/




https://webview.orange.com/
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length: 

5



                  facenama.com                 sportbreizh.com                   washingtontimes.com 

 

                  rfi.fr                    experts-exchange.com                   stackoverflow.com 

 

                  android.com 

 
                 cdiscount.com 

 
                   google.com 

0: PerformanceResourceTiming {initiatorType: "img", nextHopProtocol: "h2", workerStart: 0,  
redirectStart: 0, redirectEnd: 0, …} 
1: PerformanceResourceTiming {initiatorType: "script", nextHopProtocol: "h2", workerStart: 0,  
redirectStart: 0, redirectEnd: 0, …} 
2: PerformanceResourceTiming {initiatorType: "script", nextHopProtocol: "h2", workerStart: 0, 
redirectStart: 0, redirectEnd: 0, …} 
3: PerformanceResourceTiming 
 connectEnd: 0 
 connectStart: 0 
 decodedBodySize: 0 
 domainLookupEnd: 0 
 domainLookupStart: 0 
 duration: 0 
 encodedBodySize: 0 
 entryType: "resource" 
 fetchStart: 0 
 initiatorType: "css" 
 name: "https://www.wikipedia.org/portal/wikipedia.org/assets/img/sprite-81a290a5.svg" 
 nextHopProtocol: "" 
 redirectEnd: 0 
 redirectStart: 0 
 requestStart: 0 
 responseEnd: 0 
 responseStart: 0 
 secureConnectionStart: 0 
 serverTiming: [PerformanceServerTiming] 
 startTime: 0 
 transferSize: 0 
 workerStart: 0 
__proto__: PerformanceResourceTiming 
4: PerformanceResourceTiming {initiatorType: "css", nextHopProtocol: "h2", workerStart: 0,  
redirectStart: 0, redirectEnd: 0, …} 
length: 5 
__proto__: Array(0)
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  2% ≤ 𝑞𝑢𝑖𝑐𝑃𝑟𝑜𝑡𝑜𝑐𝑜𝑙𝑆ℎ𝑎𝑟𝑒 ≤ 63.94%  Ʌ  𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑒𝑑𝑃𝑟𝑜𝑡𝑜𝑐𝑜𝑙 = 𝑄𝑢𝑖𝑐 𝑅𝑒𝑝𝑒𝑎𝑡  Ʌ { 𝑎𝑙𝑒𝑥𝑎𝑅𝑎𝑛𝑘𝑖𝑛𝑔 ≤ 42  Ʌ (𝑚𝑎𝑖𝑛𝑊𝑒𝑏𝑃𝑎𝑔𝑒𝑅𝑇𝑇 ≤ 18𝑚𝑠)} 𝑚𝑎𝑖𝑛𝑊𝑒𝑏𝑃𝑎𝑔𝑒𝐿𝑜𝑐𝑎𝑡𝑖𝑜𝑛 =  𝑁𝐴 ˅ 𝐸𝑈   Ʌ  𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑒𝑑𝑃𝑟𝑜𝑡𝑜𝑐𝑜𝑙 = 𝑄𝑢𝑖𝑐 𝑅𝑒𝑝𝑒𝑎𝑡 Ʌ  𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝐴𝑐𝑐𝑒𝑠𝑠 = 𝐹𝑖𝑏𝑒𝑟  Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≤ 21}
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𝐾 = 3

 𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝐴𝑐𝑐𝑒𝑠𝑠 = 𝐹𝑖𝑏𝑒𝑟  Ʌ  𝐻𝑇𝑇𝑃2 − 𝑅𝑒𝑝𝑙𝑖𝑒𝑠 = 100%  Ʌ  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≤ 7   Ʌ {(𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑒𝑑𝑃𝑟𝑜𝑡𝑜𝑐𝑜𝑙 = 𝐻𝑇𝑇𝑃/2) ˅ (𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑒𝑑𝑃𝑟𝑜𝑡𝑜𝑐𝑜𝑙 = 𝑄𝑈𝐼𝐶)}

 networkAccess = ADSL  Ʌ  𝐻𝑇𝑇𝑃2 − 𝑅𝑒𝑝𝑙𝑖𝑒𝑠 ≠ 100%  Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 8}



 

 

 

 





𝐾 = 4



                                      𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝐴𝑐𝑐𝑒𝑠𝑠 = 𝐹𝑖𝑏𝑒𝑟  Ʌ  2 ≥ 𝑑𝑜𝑚𝑎𝑖𝑛𝑠𝐼𝑛𝐸𝑢𝑟𝑜𝑝𝑒 ≥ 1 
                                                                                         Ʌ  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠𝐹𝑟𝑜𝑚𝐸𝑢𝑟𝑜𝑝𝑒 ≥ 12  

                                                                                         Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠𝐹𝑟𝑜𝑚𝐴𝑠𝑖𝑎 ≤ 6}

 

 

 

 



𝑆𝑡𝑎𝑡𝑒2 𝑆𝑡𝑎𝑡𝑒4 𝑆𝑡𝑎𝑡𝑒7 𝑆𝑡𝑎𝑡𝑒9𝐾 = 4

𝑆𝑡𝑎𝑡𝑒1  ∈ {𝑆𝑡𝑎𝑡𝑒2 ˅ 𝑆𝑡𝑎𝑡𝑒7}𝑆𝑡𝑎𝑡𝑒3  ∈ {𝑆𝑡𝑎𝑡𝑒2 ˅ 𝑆𝑡𝑎𝑡𝑒4 ˅ 𝑆𝑡𝑎𝑡𝑒7}𝑆𝑡𝑎𝑡𝑒5  ∈ {𝑆𝑡𝑎𝑡𝑒4 ˅ 𝑆𝑡𝑎𝑡𝑒9}𝑆𝑡𝑎𝑡𝑒6  ∈ {𝑆𝑡𝑎𝑡𝑒7 ˅ 𝑆𝑡𝑎𝑡𝑒9}𝑆𝑡𝑎𝑡𝑒8  ∈ {𝑆𝑡𝑎𝑡𝑒7 ˅ 𝑆𝑡𝑎𝑡𝑒9}



𝑆𝑡𝑎𝑡𝑒5

𝐾 = 4



𝑆𝑡𝑎𝑡𝑒5 𝐶1 𝐶2 𝐶3 𝐶4 𝐶1  →  RTT ≤ 18ms  Ʌ { 𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝐸𝑢𝑟𝑜𝑝𝑒𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 12  Ʌ (𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝐴𝑠𝑖𝑎𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≤ 6)}𝐶2  →  18ms ≤ RTT ≤ 27ms  Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝐸𝑢𝑟𝑜𝑝𝑒𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 12}𝐶3  →  27ms ≤ RTT ≤ 41.7ms  Ʌ  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑁𝑜𝑟𝑡ℎ𝐴𝑚𝑒𝑟𝑖𝑐𝑎𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 12 
            Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝐴𝑠𝑖𝑎𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 6}𝐶4  →  41.7ms ≤ RTT ≤ 44ms  Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝐴𝑠𝑖𝑎𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≥ 17}𝑆𝑡𝑎𝑡𝑒5  ∈ {𝑆𝑡𝑎𝑡𝑒4 ˅ 𝑆𝑡𝑎𝑡𝑒9}𝑆𝑡𝑎𝑡𝑒5  ∈ {𝑆𝑡𝑎𝑡𝑒4}

(𝐶1 , 𝐶2)  ∈ {𝑆𝑡𝑎𝑡𝑒4}𝑆𝑡𝑎𝑡𝑒5  ∈ {𝑆𝑡𝑎𝑡𝑒9}

(𝐶3 , 𝐶4)  ∈ {𝑆𝑡𝑎𝑡𝑒9}𝑆𝑡𝑎𝑡𝑒4 𝑆𝑡𝑎𝑡𝑒9𝐶1 𝐶2 𝐶3 𝐶4  𝑆𝑡𝑎𝑡𝑒4𝐸𝑛𝑟𝑖𝑐ℎ𝑒𝑑 𝐺𝑜𝑜𝑑 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 =  (𝐶1 𝑟𝑢𝑙𝑒𝑠)  ∪ (𝐶2 𝑟𝑢𝑙𝑒𝑠)  ∪ (𝐺𝑜𝑜𝑑 𝑅𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑅𝑢𝑙𝑒𝑠)

=  𝑛𝑒𝑡𝑤𝑜𝑟𝑘𝐴𝑐𝑐𝑒𝑠𝑠 = 𝐹𝑖𝑏𝑒𝑟 
   Ʌ  2 ≥ 𝑑𝑜𝑚𝑎𝑖𝑛𝑠𝐼𝑛𝐸𝑢𝑟𝑜𝑝𝑒 ≥ 1 
   Ʌ  𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠𝐹𝑟𝑜𝑚𝐸𝑢𝑟𝑜𝑝𝑒 ≥ 12 
   Ʌ {𝑑𝑜𝑤𝑛𝑙𝑜𝑎𝑑𝑒𝑑𝑂𝑏𝑗𝑒𝑐𝑡𝑠𝐹𝑟𝑜𝑚𝐴𝑠𝑖𝑎 ≤ 6}

   ˅  𝑅𝑇𝑇 ≤ 18𝑚𝑠  
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  2% ≤ 𝑇𝑎𝑢𝑥𝑅𝑒𝑐𝑒𝑝𝑡𝑖𝑜𝑛𝑄𝑈𝐼𝐶 ≤ 63.94%  Ʌ  𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙𝑒𝐷𝑒𝑚𝑎𝑛𝑑é = 𝑄𝑢𝑖𝑐 𝑅𝑒𝑝𝑒𝑎𝑡  Ʌ { 𝑅𝑎𝑛𝑔𝐴𝑙𝑒𝑥𝑎 ≤ 42  Ʌ (𝑇𝑒𝑚𝑝𝑠𝑅𝑒𝑝𝑜𝑛𝑠𝑒𝑃𝑎𝑔𝑒𝑃𝑟𝑖𝑛𝑐𝑖𝑝𝑎𝑙𝑒 ≤ 18𝑚𝑠)} 𝑙𝑜𝑐𝑎𝑙𝑖𝑠𝑎𝑡𝑖𝑜𝑛𝑃𝑎𝑔𝑒𝑃𝑟𝑖𝑛𝑐𝑖𝑝𝑎𝑙𝑒 =  𝑁𝐴 ˅ 𝐸𝑈   Ʌ  𝑝𝑟𝑜𝑡𝑜𝑐𝑜𝑙𝑒𝐷𝑒𝑚𝑎𝑛𝑑é = 𝑄𝑢𝑖𝑐 𝑅𝑒𝑝𝑒𝑎𝑡 Ʌ  𝑎𝑐𝑐è𝑠𝑅é𝑠𝑒𝑎𝑢 = 𝐹𝑖𝑏𝑟𝑒  Ʌ {𝑛𝑜𝑚𝑏𝑟𝑒𝑂𝑏𝑗𝑒𝑐𝑡𝑠 ≤ 21}
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