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Résumé en Français

La résilience des systèmes est un sujet d'étude qui intéresse la communauté scientifique depuis plusieurs décennies. C'est au cours des années 1970 que cette propriété de résilience commence à être étudiée et scientifiquement définie dans les domaines de l'écologie [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF] et de la psychologie [START_REF] Werner | The children of Kauai: A longitudinal study from the prenatal period to age ten[END_REF]. Elle consiste, dans le premier cas, en la capacité d'une population à survivre malgré des changements, brutaux ou continus, de leur environnement. La survie d'une population correspond à éviter l'extinction et la résilience est décrite comme la capacité de cette population à conserver une taille stable dans le cas de changements mineurs et de passer d'un état de stabilité à un autre (population plus grande ou plus petite) dans le cas de changements majeurs. Dans le domaine de la psychologie, la résilience est la capacité d'un individu à survivre et à avoir un comportement social normal après un trauma. Par la suite, cette propriété de résilience se propage depuis ces deux domaines scientifiques et intéresse chercheurs en économie, en anthropologie, en infrastructure civile et plus récemment en informatique et technologies de l'information.

La résilience concerne originellement la survie et l'adaptation d'une population ou d'un individu à des changements. Alors que cette notion peut aisément s'étendre à la survie de communautés ou d'entreprises, il en va différemment dans le cas d'infrastructures ou de systèmes d'information pour lesquels la survie peut ne pas être considérée comme un objectif final mais davantage comme un moyen d'atteindre un autre but : fournir des biens ou des services.

En France, par exemple, une instruction interministérielle [START_REF]Instruction Générale Interministérielle Relative à la Sécurité des Activités d'Importance Vitale[END_REF] explique que le gouvernement français définit plusieurs secteurs d'importance vitale. Ces secteurs sont constitués d'activités de production et de distribution de biens et de services indispensables ou qui peuvent présenter un danger pour la population, telles que le fonctionnement de l'économie, la protection de la nation ou la satisfaction des besoins essentiels de la population. Cependant, ces activités ne sont considérées vitales que si elles sont i difficilement remplaçables. Une fois ces secteurs d'activités définis, le gouvernement contacte les opérateurs d'importance vitale, qui sont en charge de la gestion de ces secteurs d'activités, et détermine conjointement avec ces derniers les infrastructures qui sont critiques vis à vis des activités d'importance vitale désignées. Ce sont donc bien les activités qui sont critiques et dont les infrastructures ne sont que le support.

La protection de ces infrastructures reste tout de même indispensable et est menée de nombreuses manières. Parmi celles-ci, la gestion et l'anticipation des événements indésirés ou redoutés sont souvent accomplies en respect de paradigmes qui ont été éprouvés depuis longtemps : la sécurité et la sûreté de fonctionnement. Quand bien même leurs buts ne sont pas exactement les mêmes, les principes sur lesquels reposent ces deux paradigmes sont basés sur la notion de risque. Concernant un événement redouté, le risque est défini comme la quantité de dommages que pourrait provoquer cet événement et la probabilité d'occurrence de cet événement.

Cependant, ce genre d'approche nécessite une connaissance précise et exhaustive des potentiels événements qui peuvent affecter les systèmes que l'on cherche à protéger. Or plusieurs événements tels que l'accident de la centrale nucléaire de Fukushima [9, 8] de 2011 ou des cyber-attaques comme StuxNet [START_REF] Langner | Stuxnet: Dissecting a Cyberwarfare Weapon[END_REF] et BlackEnergy [START_REF] Cherepanov | ABOUT THE NOTORIOUS CYBER ATTACKS[END_REF] ont causé des pertes et des dégâts d'ampleurs inattendues. Ces attaques et ces catastrophes naturelles ont mis en avant plusieurs faiblesses des modèles à partir desquels avaient été bâtis les systèmes. Dorénavant, il est généralement accepté par la communauté scientifique que les modèles actuels ne permettent pas d'anticiper et de détailler toutes les menaces potentielles et donc qu'il n'est pas possible de parer à toutes.

Dans le but de remédier à ces faiblesses, des recherches sont donc menées pour améliorer la résilience des systèmes. Il est toutefois nécessaire, avant même de proposer des moyens pour améliorer la résilience d'un système, d'être capable d'évaluer, voire de quantifier, sa résilience effective ou le gain en résilience qu'apporteraient les modifications proposées. C'est dans cette optique que les travaux présentés dans cette thèse s'inscrivent.

Plusieurs modèles et métriques ont été développés ces deux dernières décennies afin de quantifier la résilience des systèmes. Pourtant la majorité d'entre eux ont une caractéristique en commun : ils nécessitent une connaissance détaillée des pannes et/ou attaques potentielles et de leurs impacts sur le système à protéger. Ceci implique qu'il faut soit déterminer la liste exhaustive des événements indésirés, comme avec ii les précédents paradigmes de sécurité et de sûreté de fonctionnement, soit qu'il faut attendre qu'un événement indésiré ait eu lieu pour déterminer quelle a été la résilience du système à cet événement. Une conséquence de cette approche est que l'évaluation de la résilience se fait par événement. La résilience globale du système est donc la somme des évaluations pour chaque événement possible.

Les travaux présentés dans cette thèse proposent un nouveau modèle permettant d'évaluer la résilience d'un système en n'ayant à détailler que les composants qui le constituent. Ainsi, ce nouveau modèle propose une approche focalisée sur une connaissance détaillée du système lui-même et des relations entre ses composants alors que les précédents modèles se concentraient majoritairement sur la description des menaces et de leurs impacts sur le système. Ce nouveau modèle propose de représenter un système sous la forme d'un graphe orienté, dont les sommets sont les composants de ce système. Ces composants sont clients et/ou fournisseurs de services/activités et les arêtes du graphe correspondent aux relations clients/fournisseurs entre composants. Pour chaque arête, des valeurs sont associées aux différents services proposés ou requis par les composants. Ces valeurs représentent une degré de confiance en ce service à être correctement fourni. Ainsi, à chaque composant est attribuée une fonction qui génère, en fonction des valeurs de confiance des services qu'un composant reçoit, de nouvelles valeurs de confiance associées aux services que ce composant fournit. La résilience est alors évaluée en fonction des valeurs de confiance des services proposés par l'ensemble du système.

La description de ce modèle est composée de trois parties :

-la définition du système en termes de composants et de relations clients/fournisseurs.

-la représentation des services sous la forme d'un treillis de dimensions auxquelles seront associées des valeurs de confiance. Ces valeurs ne sont pas forcément indépendantes les unes des autres et les contraintes qui déterminent la validité de ces valeurs sont elles aussi détaillées dans ce modèle.

-la description de l'ensemble des fonctions qui peuvent être assignées aux composants. Ces fonctions définissent le comportement du composant en termes de consommation et de production de services.

Suite à cette description, un biais a été identifié dans le modèle. Ce biais permet, pour certaines configurations de systèmes, d'obtenir des valeurs de résilience supérieures à celles escomptées. De ce fait, une nouvelle contrainte a été établie et ajoutée iii au modèle. Elle permet de considérablement réduire l'impact du biais précédemment énoncé en contraignant davantage les valeurs associées aux services que reçoivent les composants. Un cas d'usage simple, correspondant à la récupération d'une page internet, est utilisé tout au long de la description du modèle.

Une implémentation du modèle en F# a été réalisée et sa complexité analysée. Les points majeurs de cette implémentation sont détaillés et expliqués dans ce document. Par ailleurs un cas d'usage plus sophistiqué, qui représente une chaîne de production d'un système industriel, est décrit et instancié à l'aide de cette implémentation. Plusieurs configurations sont proposées pour cette même chaîne de production. Chaque configuration correspond à une suggestion d'amélioration de la chaîne de production. La résilience de chacune de ces configurations est évaluée et les résultats obtenus sont comparés afin de déterminer quelle configuration apporte le meilleur gain en résilience par rapport à la configuration originale.

Une dernière partie décrit aussi quels travaux ont été réalisés afin d'étendre ou d'exploiter ce modèle. Dans un premiers temps, une nouvelle implémentation introduit l'utilisation de calcul symbolique. Ceci permet une analyse plus poussée de la résilience d'un système en permettant d'observer individuellement la contribution de chaque composant dans la résilience totale du système. Dans un second temps, une nouvelle façon de construire les fonctions associées aux composants d'un système est proposée. Cette façon permet de décrire plus facilement comment se comportent les composants et permet de travailler sur une version plus structurée du modèle. Cette simplification devrait permettre une utilisation plus simple du modèle et l'utilisation de techniques diverses et variées pour étudier en détail la résilience des systèmes.
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Introduction

System resilience has been a topic of study that interested the scientific community for several decades. It was in the 1970s that this property of resilience began to be studied and scientifically defined in the fields of ecology [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF] and psychology [START_REF] Werner | The children of Kauai: A longitudinal study from the prenatal period to age ten[END_REF]. It consists, in the first case, in the capacity of a population to survive despite sudden or continuous changes in their environment. The survival of a population corresponds to avoiding extinction and resilience is described as the ability of the population to maintain a stable size in the case of minor changes and to move from one state of stability to another (larger or smaller population) in the case of major changes. In the field of psychology, resilience is the ability of an individual to survive and to have a normal social behaviour after trauma. Subsequently, this property of resilience has spread from these two scientific fields and interested researchers in economics, anthropology, civil infrastructure, and more recently in computer science and information technologies.

Resilience originally concerns a population survival and adaptation to changes. While this notion can easily be applied to the survival of communities or companies, this is different in the case of infrastructures or information systems for which survival can not be a final objective but a way to achieve another goal : the delivery of goods or services. For example, in France [START_REF]Instruction Générale Interministérielle Relative à la Sécurité des Activités d'Importance Vitale[END_REF], the government establishes a list of critical activities and then contacts operators than manage these activities in order to determine jointly with them which infrastructures and assets are critical and need protections. Thus activities are critical and some assets or infrastructures are also critical because they support those activities.

These infrastructures still need to be protected and this is done is many ways. Amongst them, handling and anticipating undesired events is generally performed ac-1 cording to paradigms that have been tried and tested for a long time : safety and dependability. Even if their purposes are not exactly the same, both are based on the notion of risks. Given an undesired event, risk is defined as the quantity of damages that could be provoked and the probability of occurrence of this event.

However, this kind of approach requires a precise and exhaustive knowledge of potential events that could impact systems to be protected. But several events had caused unexpected losses and damages in recent years. These cyber-attacks and natural disasters have highlighted several weaknesses of the common models that have been used to design the impacted systems. Here are some examples, and maybe the most famous ones, of cyber-attacks that impacted critical infrastructures and affected the surrounding population and/or environment.

Maroochy Water Waste

In 2000, a cyber attack targeted the water treatment plant of Maroochy Shire, in Australia. This plant was run by the Maroochy Shire Council and was intended to treat around 38 million litres per day of sewage produced by the 130,000 inhabitants of the shire [START_REF] Slay | Lessons Learned from the Maroochy Water Breach[END_REF][START_REF] Sayfayn | Cybersafety Analysis of the Maroochy Shire Sewage Spill[END_REF]. However, in March 2000, around 1000m 3 of raw sewage were released from the Boomba Street pumping station, in Pacific Paradise. Raw sewage had spread over a distance of more than 10km, into river, local parks and residential ground. It results in $176,000 in repair, clean-up and plant security improvement for the Maroochy Shire Council and more than $500,000 to Hunter Watertech (HWT). In 1997, HWT was chosen to upgrade the water treatment plant. A SCADA (Supervisory Control And Data Acquisition) system was configured in a central control centre and control devices, model HWT PDSCompact 500, were added to around 142 pumping stations that are dispersed around the shire. Thus, the SCADA system and the pumping functions have a master/slaves relation: the centre sends commands to the pumping stations, which execute them and send signals back to the centre. The centre and the pumping stations communicate with each other through a private radio system that use repeaters to all the stations to the centre. Access points to this network are amongst the pumping stations to allow mobile workers to connect to the network. This way, all 142 pumping stations are accessible from the control centre or from any of the access point of the network, as shown in Figure 1 Bodek resigned from HWT two years later and applied for employment with the Maroochy Shire Council and was rejected twice. Thereafter, faults, loss of communications, loss of control, false alarms and pumping stations alterations were detected in January 2000. Firstly, they were considered accidental but they remained unresolved, a malicious human intervention was suspected. Thus a login program was installed on the network and illegitimate human intervention was confirmed. An intruder was sending corrupted messages with a valid pumping station ID. From that moment on, Viten Bodek was suspected and a police car spotted him near to one of the repeaters. In his car, the police found a HWT PDSCompact 500, supposedly stolen from HWT, and radio devices and a laptop containing HWT software designed to communicate with the network. On top of that, it has been proven that this laptop has been used at the same time as attacks occurred. Viten Bodek was sentenced to 2 years in jail and was fined approximately $13,000.

This attack demonstrated that many industrial plants were not designed to mitigate attacks and that hacking of such installations can cause irreversible damage to the environment, local authorities and businesses. In addition, Viten Bodek was considered as an expert and an intruder in terms of attack profile. As a result, it was determined that he could have caused much more damage to the plant, nature and communities if he had been intended to do so. Even if this attack happened 20 years ago, most of contemporary plants have been designed similarly, id est with only safety and dependability in mind. Only recent industrial equipment has embedded security but this security is not really exploited even nowadays. However, the next example proves that even highly protected infrastructures such as nuclear enrichment plants are not out of danger regarding cyber-physical attacks.

StuxNet

Stuxnet was uncovered in 2010, supposedly months after it compromised its intended targets, industrial controllers of the Natanz uranium enrichment plant in Iran. It is supposed that Stuxnet was designed to hamper the operation of the plant's centrifuges and caused damage to them over time. This worm differs from classical malware in many ways [START_REF] Chen | Lessons from Stuxnet[END_REF]. It targeted industrial controllers and the infection of computers was only a way to reach them. It used 4 Windows 0-day vulnerabilities while malware generally have at most one. On top of that, it used 2 valid certificates stolen from Realtek Semiconductor and JMicron Technology, both based in Taiwan.

The spread of Stuxnet relied on local distribution [START_REF] Langner | Stuxnet: Dissecting a Cyberwarfare Weapon[END_REF]: US-sticks and local network. This unconventional choice seems deliberate in order to control the spread of the worm. In addition, even if the worm infected as many Windows PC as it could find, only specific Siemens PLC (Programmable Logical Controller) were targeted. More precisely, the malware was so picky regarding the model of PLC, their version, etc, that only those in the Natanz uranium enrichment plant and few other ones in the world were confirmed to be compromised, while the worm infected around 100,000 computers worldwide, most of them located in Iran. Two models of PLC were targeted: the Siemens Simatic CPU 315-2 and the Siemens Simatic CPU 417. Once one of this controller infected, the worm remained hidden and inactive and let the original and legitimate code to be executed until the worm activated its attacks. Considering the 315-2 model, the attack consisted in halting the legitimate code temporarily. Considering the 417 model, the attack was more sophisticated as it consisted in lying to the original code. Indeed, the worm intercepted the real physical inputs of the controller and changed them with a pre-recorded input that differed from the real ones.

Due to its high degree of complexity, the use of four 0-day vulnerabilities and the theft of valid certificates, Stuxnet is believed to be developed by a nation or a state. In addition, because the supposed target is an Iranian uranium enrichment plant, in other words a national and critical infrastructure and a highly secured installation, and the fact that this worm could provoke physical damages to it, this worm may be considered as the first known cyber weapon. This highlighted the usefulness, effectiveness and likelihood of cyber warfare in modern conflicts. This stealthy attack required an impressive amount of resources, knowledge and expertise. Moreover, the next attack described is even more remarkable than the previous one in some points. This attack is more recent than StuxNet and certainly required less resources but it shows that skills, patience and perseverance are enough to break security of current critical infrastructures and to have an impact on hundreds of thousands of people.

BlackEnergy

BlackEnergy is considered as the first cyber warfare attack that affected civilians. Even if it has been detected firstly in 2007, this malware has considerably evolved since its initial version, from cyber-crime such as DDoS (Distributed Denial of Service) attacks and online banking fraud, to industrial sabotage [START_REF] Cherepanov | ABOUT THE NOTORIOUS CYBER ATTACKS[END_REF].

On 23 December 2015, an Ukrainian power company was attacked, resulting in 30 substations been switched off and a blackout from 1 to 6 hours that affected around 230,000 people. 7 of these substations were regional (110kV) substations and the other 23 were terminal substations (35kV). They were expected to reduce the voltage from hub (500kV) and intermediate (220kV) substations and to supply electricity to end-users [START_REF]Comprehensive Analysis Report on Ukraine Power System Attacks -Antiy Labs | The Next Generation Anti-Virus Engine Innovator[END_REF]. By controlling the SCADA of substations, an attacker can control remote devices of the substation such as circuit breakers and switches, so the power lines can directly be cut off. An attacker can also modify the protection parameters of the SCADA so that protection actions will be unnecessary launched such as breaker tripping.

Several attack steps have to be considered, as shown in Figure 1.3. A first step consisted in infecting the company network. The attacker performed a phishing attack with malicious PowerPoint and Doc files that allowed to get into local networks. Then the attacker started to collect, from the infected computers, information about connected stations. By the use of password stealers and key loggers, more and more stations were infected until the attacker got access to SCADA substations. The actual attack occurred in 23 December 2015 when valid commands were sent to substations by the attacker to cut off power. On top of that, a fourth attack step can be considered. A DDoS attack was launched on the service centre to provoke interference and critical data was deleted in the SCADA of infected substations to prevent them to be quickly rebooted and to slow down the power grid recovery. On the contrary of Stuxnet, the malwares that have been used to perform this attack do not exploit 0-day vulnerabilities or stolen certificates and they have not been designed for a specific target. The costs and the time of the development of the tools used in this attack are suspected to be far lower than those for Stuxnet. However, their effectiveness and their impact are comparable.

The next example does not concern a cyber-physical attack as it results from a natural disaster. Nonetheless this disaster damaged physical equipment but also prevented the use of remote control and supervisory, making the situation even more difficult to manage. The purpose of this example is to draw our attention on limitations of safety and dependability assessment and the risk of misjudging risks.

Fukushima Daiichi Nuclear Accident

On March 11, 2011, the Great East Japan Earthquake occurred [START_REF]The Fukushima Daiichi accident[END_REF]. The amplitude of the main shock was 9.0 and lasted two minutes. At the Fukushima Daiichi Nuclear Power Plant (NPP), three boiling reactors (units 1, 2 and 3) were operating and the three others (units 4, 5 and 6) were shut down for refuelling and maintenance when the earthquake occurred.

The NPP detected the earthquake immediately and protection mechanisms automatically shut down the three operating reactors. One must know that after being shut down, reactor cores continued to generate heat and the cooling systems have to be maintained to avoid overheating. This phenomena is called the decay heat and is pre-dictable. However the power lines that supplied AC power to the NPP were damaged by the earthquake. In this case, as described in procedures, emergency diesel generators automatically started to supply AC power to cooling systems of the six units. Thus, at this time, the NPP reacted as designed and heat and pressure were under control for all six units of the plant.

Unfortunately, the earthquake had also generated a tsunami (with "tsu" meaning "harbour/ford" and "nami" meaning "wave" in Japanese) that overwhelmed seawalls and flooded and damaged many buildings and equipment. In fact, seawalls were designed according to historical data from the past fifty years and were expected to protect against a maximum tsunami height of 5.5m. But some waves of this tsunami reached about 15m. Amongst damaged equipment were the diesel emergency generators and some of the DC batteries that were supposed to be used as substitutes if AC generators were shut down or unavailable. This resulted in a blackout for the units 1, 2 and 4. As a consequence, operators were not able to monitor or control critical plant parameters such as pressure and water temperature and level anymore. As no operating procedures were addressing the case of the loss of both DC and AC power, it was primarily decided that the emergency response was to restore power as a priority.

The most critical situation concerned the unit 1 and fresh water was injected into the reactor core once the internal pressure allowed it. When fresh water tanks were depleted, it was decided to inject seawater from the tsunami flood. About one day after the tsunami, as the situation improved, a series of explosions caused by hydrogen leaks damaged the seawater injection and temporary power lines that had been installed. On top of that, the cooling system of the unit 3 stopped and the reactor began to overheat and explosions occurred in unit 3 two days after. The next day, a new series of explosions damaged units 2 and 4 and shut down their cooling systems.

It took nine days for the first reactor (unit 5) to reach cold shutdown and more than three months to achieve a significant suppression of radioactive releases. To sum up, the reactor cores in Unit 1, 2 and 3 overheated, the nuclear fuel melted and their containment vessels were breached. Hydrogen leaked from some breaches and provoked explosions that injured workers, damaged structures and equipment and slowed down repairs. Radioactive particles were released for months to the atmosphere and contaminated lands and ocean around the plant. People within a radius of 20km of the plant were evacuated.

A Need for Resilience

The first three examples illustrate that cyber-security is needed to prevent cyberphysical attacks. However, it is not sufficient as highly motivated and resourceful opponents would still be able to break in and perpetrate attacks. On top of that, safety and dependability models have shown some limits and major crisis can occur even in the case of the most critical infrastructures such as the Fukushima Daiichi NPP or the Natanz uranium enrichment plant.

To address these weaknesses, research is therefore being conducted to improve system resilience. However, even before proposing ways to improve the resilience of a system, it is necessary to be able to assess, or even quantify, its current resilience or the gain in resilience that would result from system modifications. The work presented in this thesis enters into this perspective.

Several models and metrics have been developed during the two last decades in order to quantify system resilience. However most of them have a common characteristic: they require an extensive knowledge of undesired events and of their impact on the system to be protected. It implies that the exhaustive list of undesired events must be established or that the assessment of resilience can be done only once the undesired event had occurred on the system. Moreover, resilience evaluations of this kind are event specific and the global resilience of the system is basically the sum of the resilience evaluation for all possible events. Therefore, resilience metrics have the same limitations as safety and dependability models as they need undesired events to be specified.

In order to remedy this problem, a new model of resilience evaluation is proposed. This model allows the evaluation of the resilience of a system by detailing its components and their relationships. Thus the approach of this model is focused on an extensive knowledge of the system itself rather than an extensive knowledge of possible attacks and failures, their impact on the system and the system behaviour under challenge.

Several definitions and metrics of resilience have been developed since Holling's article [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF] in 1973. Many of them are described and compared with each other in Chapter 2. Regarding definitions, many attributes have been used to describe resilience and definitions can be classified depending on attributes that are used. These attributes also allow the classification of metrics. Indeed, many metrics are built on separate evaluations of different resilience attributes. But other criteria are considered such as the need to specify undesired events, the use of probabilities or fuzzy logic.

Once many metrics have been described and explained, our evaluation model is presented in Chapter 3. In this model, a system is represented as a directed graph whose vertices are components and edges are service provider/consumer relationships. Thus the description of the model consists in: firstly the description of system services as a lattice of different dimensions and values that correspond to the likelihood of services to be delivered, and secondly the description of components that explains how components can manipulate input values in order to compute output values corresponding to their produced services. Besides, the model is biased for some system configurations. This bias, called the "double counting problem", is explained and solved in this chapter.

Chapter 4 is composed of two parts. An implementation of the model has been made in F# and the main implementation choices are presented and explained in the first part of this chapter. In the second part, a use-case representative of a typical industrial system is described. Then several configurations of this use-case are represented using our resilience evaluation model. Resilience is evaluated for all these configurations and results are compared with each other to determine which configuration is the most resilient.

Two works are proposed in Chapter 5 in order to improve the usability of the model. The first improvement consists in adding symbolic calculation to the existing implementation so that deeper analysis of resilience can be performed. Details of this implementation are given and explained. The second improvement aims at providing an easier and usable way to describe components of a system. This is done by representing the behaviour of components with matrices and working with a simpler version of the resilience model, as detailed in this chapter.

Chapter 6 summarises the overall work, provides the conclusion and suggests some perspectives. 

Resilience

Risk assessment has been the dominant paradigm for system design and management for decades. However unprecedented adverse events such as natural disasters (the Fukushima Daiichi nuclear accident) or cyber-attacks (StuxNet, BlackEnergy) had caused unexpected losses. These events have highlighted some weaknesses of wellestablished models and frameworks. As a consequence, it has recently been accepted by scientific communities and governments that risks threatening critical infrastructures can not all be identified or prevented and that there is a need for new approaches to mitigate damages. Resilience emerged from this lesson as the logical way to overcome the limitations of previous dominant approaches that are risk assessment and system safety.

While systems were considered safe by design and failures caused by human errors, it is now accepted that mismatches exist between administrative frameworks and the ways in which systems actually run. Indeed, normal system performance, resulting from required adjustments, adaptations and optimisations must be distinguished from normative system performance that is prescribed by rules and regulation [START_REF] Hollnagel | Resilience-the challenge of the unstable[END_REF]. Some studies and audits had been conducted in modern industries and different environments to assess whether resilience had been considered during the design and planning phases of industrial processes, and how resilience strategies are applied during the operational phase. Studied environments include nuclear plants [START_REF] Paulo | Micro incident analysis framework to assess safety and resilience in the operation of safe critical systems: A case study in a nuclear power plant[END_REF], electricity distribution [START_REF] Abreu | Evaluation and improvement of a method for assessing HSMS from the resilience engineering perspective: A case study of an electricity distributor[END_REF], chemical plants [START_REF] Azadeh | Performance evaluation of integrated resilience engineering factors by data envelopment analysis: The case of a petrochemical plant[END_REF][START_REF] Shirali | Challenges in building resilience engineering (RE) and adaptive capacity: A field study in a chemical plant[END_REF], sea fishing [START_REF] Morel | How good micro/macro ergonomics may improve resilience, but not necessarily safety[END_REF], oil distribution plants [START_REF] Abech | Analyzing Resilience of an Oil Distribution Plant[END_REF], railways [START_REF] Hale | Is resilience really necessary? The case of railways[END_REF], etc. Most of these studies come to the conclusion that some resilience mechanisms inherently exist in these environments but are rarely recognised as such by employees. They demonstrate how people adapt to challenging situations where operational, plannings and procedures are in conflict.

The absence of consensus for a definition of resilience, as well as the abundance of metrics evaluating resilience and the over-dominance of risk assessment and system safety, can explain that resilience is rarely applied and considered as a system design and management paradigm. However, it can be noticed that definitions and metrics are not as heterogeneous since only few criteria are used in this chapter to classify them. While some metrics clearly differ from the others and do not evaluate the same "resilience", many definitions and metrics are in fact variations of others. Some of them can be considered as refinements of older metrics or definitions. Occasionally variations can be justified by a will to produce a domain specific evaluation of resilience.

The goal of this chapter is not to provide an exhaustive list of articles that deal with resilience. Many articles propose mechanisms, techniques and technologies in order to improve resilience of systems but fewer articles provide their own definition and / or metric of resilience. And fewer amongst these ones provide an original definition or metric. In fact, many measures and definitions are derived from more original ones, so that those that share a common origin also share many characteristics. This chapter aims at gathering and comparing metrics and definitions of resilience so that common criteria and differentiation criteria emerge from them. This way, categories of metrics and definitions can be defined. In order to identify pertinent literature, online database searching was performed on databases such as WebOfScience and DBLP. Articles were filtered with the keyword "resilience" and a set of other keywords including "metrics", "measure", evaluation" and "framework". The most relevant were selected on the basis of their titles, abstracts and whether they applied to the field of engineering. A second step in this research consisted in cross-referencing the sources of the previously selected articles in order to determine the origins of the particularities of their definitions and metrics. This chapter is organised as follows: Section 2.2 provides a survey of definitions of resilience, from its original definition in ecological system to recent definitions in networks and cyber-physical systems. Definitions are classified according to the ideas they focus on. Because there are many definitions for resilience, the expected attributes of a resilient system can slightly differ from an article to an other. Thus a description of the various attributes associated with resilience is given in Section 2.3. Then a survey of different metrics used to evaluate the resilience of systems is provided in Section 2.4. Some metrics consist in measuring separately some attributes of resilience then combining them. Others evaluate resilience without considering what the various capacities that composed resilience and they measure the impact of harmful events that occurred on a system to assess the level of resilience of this system for these events. All considered metrics are classified according to the attributes they take into account. Results of this classification are summarised in a table at the end of the section. Since resilience is a complex property, it may often be confused with other concepts and system properties. Section 2.5 provides results of some articles that compare resilience with other properties such as robustness and risk assessment. Section 2.6 discusses the existing limitations and gaps in the described definitions and metrics. Additionally it provides the conclusion of this chapter.

Preliminaries -Definition of Critical Infrastructures

Critical infrastructures are traditionally defined as the basic services, facilities and installations needed for the functioning of a community or a society. They include transportation and communication systems as well as water and power distribution grids and production plants.

However, with the increase of international terrorism, nations have to reconsider this state of the art and to redefine what are critical infrastructures in terms of national security [START_REF] Rourke | Critical Infrastructure, Interdependencies, and Resilience[END_REF]. For that reason, food systems, emergency systems such as fire, police and government services, banking and finance systems or chemical plants have been added to the lists of critical infrastructures and national key assets. A common definition is that critical infrastructures are those so vital to a nation that their incapacity or their destruction would have a debilitating impact on national security, economy or public health [START_REF] Moteff | Critical Infrastructure and Key Assets: Definition and Identification[END_REF].

But precisely defining what constitutes a critical infrastructure is hardly achievable as it complicates policy making and actions [START_REF] Moteff | Critical Infrastructures: What Makes an Infrastructure Critical? Technical report[END_REF]. In place, nations tend to produce lists of critical infrastructures that need to be protected. From that perspective, six national lifeline systems have been determined. They consist in electric power (generation and distribution), gas and liquid fuel, telecommunications, transportation, waste disposal and water supply [START_REF] Rourke | Critical Infrastructure, Interdependencies, and Resilience[END_REF]. But these lifeline systems are generally interdependent because of their physical proximity and their operational interactions. For example, gas, water and power grid frequently overlap geographically and physical damages caused to one of them can provoke failures or damages to the others so that it can result in outages and cascading failures. Concerning operational interactions, most lifeline systems need another lifeline system to work such as electric power that is needed to pump and refine crude oil or to pump, treat and supply water.

Besides, not all assets of a critical infrastructure are critical themselves. Just as a highway is more critical than a country road, some assets are more important than others and need to be protected as a priority. Several criteria may be considered to determine the criticity of assets. First of all is the amplitude of the impact on national security, economy, public health, etc, that would result from the destruction or the incapacity of an asset. Moreover, the fact that capacities of a considered asset can not be substituted by other means and the recovery time needed after an attack are other criteria to be considered [START_REF]Instruction Générale Interministérielle Relative à la Sécurité des Activités d'Importance Vitale[END_REF].

Resilience Definitions

The term "resilience" comes from the latin word "resilire" which has several interpretations such as "to rebound", to "spring back" or "to withdraw into oneself". Even if the current meaning of "resilience" differs slightly from its latin origin and in spite of the diversity of definitions, most of them fit with at least one of these antic meanings. The resilience perspective emerged in the 1970s from ecology with [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF]. Few years later, the resilience concept began to influence other fields such as anthropology, sociology or psychology, as described in [START_REF] Folke | Resilience: The emergence of a perspective for social-ecological systems analyses[END_REF] before it reached engineering sciences and, even more recently, into computer science and information technologies.

The notion of resilience has first been developed in some domains such as ecology with [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF]. Resilience of a population is defined as a system property where the system behaviour is less important than the system persistence. Thus resilience is distinguished from stability. The author describes it as the capacity of a system to move from a stability domain into another one and puts the emphasis on "a high capability of absorbing periodic extremes of fluctuactions", the maintainability of "flexibility above all else" and a capacity to "restore its ability to respond to subsequent unpredictable environmental changes". Historically, resilience has also been developed in psychology and refers to the ability to recover from trauma and crisis in [START_REF] Werner | The children of Kauai: A longitudinal study from the prenatal period to age ten[END_REF] while "childhood resilience is the phenomenon of positive adaptation despite significant life adversities" in [START_REF]Resilience and Vulnerability: Adaptation in the Context of Childhood Adversities[END_REF].

A System Property

In [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF], resilience is described as a system property to endure undesired events in order to ensure "the continuity of normal system function". This ability corresponds to three system's capacities: absorptive, adaptive and restorative capacities. It could be considered that this definition goes against the original concept of resilience given by Holling in [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF] as the continuity of normal function can be considered as a synonym of system stability. However, the authors also specify that resilience postulates flexibility in terms of performance, structure and function while these changes are not irreversible or unacceptable.

Resilience is defined in [START_REF] Rieger | Resilient control systems: Next generation design research[END_REF] as the maintenance of "state awareness and an accepted level of operational normalcy in response to disturbances". Operational normalcy corresponds to the maintenance of "stability and integrity of core processes" according to [START_REF] Mcdonald | Organisational resilience and industrial risk[END_REF] and resilience is described by Wreathall [START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF] as the ability to "keep, or recover quickly to, a stable state". These definitions confirm the previous description as resilience focuses on some operational stability even if systems are supposed to "tolerate fluctuations via their structure, design parameters, control structure and control parameters" [START_REF] Susan M Mitchell | Designing resilient engineered systems[END_REF]. A new point highlighted by this definition is the need to collect and fusion data concerning the current state of the system. This knowledge aims at knowing the current date of the system and its environment and is a basis for decisions [START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF]. Processes to collect, merge and prioritise information should be considered when designing resilient systems. Indeed, resilient systems should not be considered as a single technology but as a complex integrated system of systems that ensures coordination among subs-systems through communication and sharing of information [START_REF] Yang | Resilient control for critical infrastructures and systems[END_REF].

Resilience Is Related to Service Delivery

In [START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF], considered systems are networks and their resilience is defined as the ability "to provide and maintain an acceptable level of service in face of various faults and challenges to normal operation". This definition is close to another one given by Laprie in [START_REF] Laprie | From dependability to resilience[END_REF] where resilience is "the persistence of service delivery that can justifiably be trusted, when facing changes". For both definitions, resilience focuses on service delivery and particularly on avoidance of service failure. System services are the system behaviour as it is perceived by its users [START_REF] Avizienis | Basic concepts and taxonomy of dependable and secure computing[END_REF]. They are different from system functions which correspond to the expected result of the system behaviour, in other words what the system is intended to do. Delving into a more specific domain of cyber-physical system, Clark and Zonouz [START_REF] Clark | Cyber-Physical Resilience: Definition and Assessment Metric[END_REF] define resilience as the "maintenance of the core [. . .] set of crucial sub-functionalities despite adversarial misbehaviors" and a guarantee of "recovery of the normal operation of the affected sub-functionalities within a predefined cost-limit". Again, this definition reinforces the need to maintain a service delivery above a fixed threshold. If a perturbation leads the system to be under this threshold, then the system is in an unacceptable state and has failed to be resilient.

Power systems are considered in [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF] and resilience is defined as the "ability to maintain continuous electricity flow to customers given a certain load prioritisation scheme". According to the authors, traditional risk assessment is not the best approach to achieve resilience as resilience concerns "unexpected rare extreme failures" whose likelihood cannot be easily estimated. Thus, this definition completes the previous ones as it focuses on service delivery and underlines that some services are more critical than others and should not be interrupted.

Events Handling

A commonly accepted definition of resilience is given in [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF]. In this article, Vugrin et al. describe resilience as the ability of a system, for a given disruptive event, to "reduce 'efficiently' both the magnitude and the duration of the deviation from targeted 'system performance' levels". This definition has frequently been used to propose resilience metrics based on system performance such as some metrics detailed in section 2.4.1 and section 2.4.2. This definition and its derived metrics also imply that a system has different levels of resilience to different disruptions and an evaluation of resilience is needed for every specific disruption.

Ayyub proposes a close definition in [START_REF] Bilal | Systems Resilience for Multihazard Environments: Definition, Metrics, and Valuation for Decision Making[END_REF] as resilience is "the ability to prepare for and adapt to changing conditions and withstand and recover rapidly from disruptions". On the contrary of the previous definition, resilience is not only concerned by the occurrence of disruptions but is also considered in a pre-disruption phase as a need for preparation and evolution is pointed out by this definition.

Another similar definition is given by Haimes in [START_REF] Haimes | On the Definition of Resilience in Systems[END_REF] as resilience is "the ability of a system to withstand a major disruption within acceptable degradation parameters and to recover within an acceptable time and composite costs and risks". Compared to the previously described definitions, Haimes points at the need to estimate the cost of the recovery process. However, some definitions do not consider the amplitude of disruptions. In [START_REF] Linh | Resilience engineering of industrial processes: Principles and contributing factors[END_REF], resilience is "the ability to recover as soon as possible after an unexpected situation". The authors nevertheless point out the need to minimise disruptions consequences but only with a view of faster recovery.

Other Definitions

A recent work suggests looking at resilience with a different perspective. In [START_REF] Marcus A Thompson | A proposed resilience framework[END_REF], a system is considered as a set of resources for which particular states are expected such as ensuring personal safety, preserving confidentiality of a database, etc. Security is the system capacity to maintain expected states of resources. However, security breaches can occur and resilience is defined as "the maintenance of a nominated state of security". This resilience is achieved by detecting, containing and resolving a security breach. While many approaches only consider resilience of accidental faults, this one seems to focus only on attacks.

Description of Resilient Systems

It is commonly accepted that resilience of a system is supported by three system capacities. These capacities are first described in [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF]. In this article, Holling compares the resilience of a population with a game "in which the only payoff is to stay in the game". Thus a resilient population has "a high capability of absorbing periodic extremes of fluctuation", maintains "flexibility above all else" and can "restore its ability to respond to subsequent unpredictable environmental changes". They are known as absorbability, adaptability and restorability and are considered so central to the notion of resilience that they are frequently used to define resilience [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF][START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF].

Absorbability

This capacity is "the degree to which a system can automatically absorb the impacts of systems perturbations and minimise consequences with little effort" [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF]. Considering power systems, the authors of [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF] explain that the absorbing potential of a system "depends on the components" design characteristics, the system topology, the control philosophy, and the protection coordination". Indeed, features such as robustness, redundancy, diversity and defence in-depth enhance the absorbability of a system and [START_REF] Yang | Resilient control for critical infrastructures and systems[END_REF]. This capacity is sometimes designed as buffering capacities [START_REF] David | Essential characteristics of resilience[END_REF] and corresponds to the maximal amplitude of disruptions that can be tolerated. To buffering capacities, Woods specifies a need for margin and tolerance assessments that determine how closely and how well a system is currently running near to performance boundaries.

In [START_REF] Laprie | From dependability to resilience[END_REF][START_REF] Laprie | Resilience for the Scalability of Dependability[END_REF], resilience is not directly associated with a capacity to absorb and mitigate incidents. However, a need for diversity is specified as it prevents vulnerabilities to become a single point of failure. This diversity manages the vulnerabilities of components to incidents by the use of different components and processes for similar functions, but it should also consider the exposition of components and processes to these incidents with geographic or topological dispersion for example. Dinh et al. [START_REF] Linh | Resilience engineering of industrial processes: Principles and contributing factors[END_REF] decompose absorbability into two complementary properties. The first property is flexibility and can be considered as a synonym of stability in the cited article as it consists in maintaining the system production variation into a desired range while inputs are changing slightly. The second property is controllability and indicates how easily a system can be brought in a desired state.

Adaptability

Adaptability [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF], also known as flexibility in [START_REF] David | Essential characteristics of resilience[END_REF], is "the degree to which the system is capable of self-reorganisation for recovery of system performance" and is described as "the ability to replace component or input with another" or the "system's ability to restructure itself" to face changes and external pressures. While this description could be associated with diversity, which is more commonly interpreted as part of the absorbability, adaptability is also concerned with changing the system structure, policies and priorities to mitigate the impact of a disruption.

In [START_REF] Laprie | From dependability to resilience[END_REF][START_REF] Laprie | Resilience for the Scalability of Dependability[END_REF], adaptability is called evolvability. It represents the ability of a system to "accommodate changes" by upgrading itself with new functions or technologies during design and implementation phases or by dynamically adjusting its behaviour or its architecture to face operational faults and attacks. Moreover in [START_REF] Hale | Defining resilience[END_REF], the authors affirm that resilience has to be continuously kept up-to-date as it can disappear or be ineffective against specific threats.

One possible adaptive mechanism is the use of safe mode controls. It consists in using simple but extremely reliable systems that prevent critical failures [START_REF] Yang | Resilient control for critical infrastructures and systems[END_REF]. Safe mode depends on few input sources such as earth magnet field is used to control spacecraft stability [START_REF] Jean De Lafontaine | Validation of innovative state estimation and control techniques on PROBA-2[END_REF] and used sensors are reliable and redundant enough so that safe mode system is considered "fail safe". By definition, safe mode is designed to limit the impact of a perturbation but not to remedy it. It ensures a minimal system function.

Recoverability

Recoverability is determined by internal and external entities and their capacity to easily restore the system to its original state or a better one. It consists in dynamic mechanisms such as repairing or replacing damaged components, reinitialising components to a proper state, etc. While adaptability can alter the system structure to preserve or restore system performance, recoverability aims at "returning a system to near its original structure" [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF]. Moreover adaptive changes are in general temporary whereas restorative changes are expected as permanent as possible.

Other Capacities and Descriptions

While Laprie [START_REF] Laprie | From dependability to resilience[END_REF][START_REF] Laprie | Resilience for the Scalability of Dependability[END_REF] describes absorbability (with diversity) and adaptability (evolvability) as resilience capacities, restorability is not considered. In place of it, it is claimed that a resilient system has assessability and usability. Assessability is the ability to verify and evaluate if a system behaves properly and if the quality of service is delivered. This verification and evaluation can be performed during design and pre-deployment phases but should also be an ongoing process as systems are supposed to evolve. Usability describes how ergonomic user interfaces are. It consists in measuring how easy it is to learn basic tasks, to memorise them and to avoid errors, how quickly tasks can be performed and how pleasant the interface is to use. Usability is a need as systems are more and more complex and errors can lead to critical failures. Some articles [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF][START_REF] Linh | Resilience engineering of industrial processes: Principles and contributing factors[END_REF] describe a resilient system as one that can anticipate and handle unexpected events. They describe capacities that such systems have: security (minimisation of the incidence of undesirable events), mitigation / minimisation capacity and recovery ability. This description of resilience differs from others for two reasons. Firstly security is taken into account while resilience is generally considered only when an incident occurs, in other words, after security has failed. The second reason is the absence of adaptability amongst resilience capacities, even if the authors of both articles give an example of minimisation capacity that could be interpreted as adaptability. Indeed, minimisation capacity includes an ability to detect disruptions and faults as soon as possible and to enable mitigation measures.

In [START_REF] Marcus A Thompson | A proposed resilience framework[END_REF], resilience is decomposed in three capacities. First a system must recognise and identify security breaches, this is a detection ability. A second capacity, containment, is the ability of a system to absorb and limit the impact of security breaches. The third capacity is resolution and consists in eradicating security breaches and restore the system. Even if those capacities are not explicitly the three traditional ones, they are not unrelated. Recoverability is included in the resolution capacity. Detection and containment capacities have the same objectives as absorbability and adaptability: to maintain an acceptable level of service while facing and eradicating the security breaches. However, the authors do not describe how a system could face a security breach when detected. But they point out that two resilience mechanisms come into play: survivability and impact limitation.

How to Measure Resilience

Quantitative Deterministic

Articles described in this section use different measures for system performances or about some characteristics of an undesired event to build a metric of resilience. While most of these metrics provide a resilience value for a system, others consist in providing a score for different factors that compose resilience. They are denoted semi-quantitative approaches. Provided scores give clues concerning the resilience of a system but do not precisely result in a measure of it.

Accidents and incidents can not be considered as an absolute and direct indicator of a system resilience [START_REF] Paulo | Micro incident analysis framework to assess safety and resilience in the operation of safe critical systems: A case study in a nuclear power plant[END_REF]. External factors such as disturbances and attacks are not intrinsic properties of system resilience and their involvement in resilience metrics can be argued [START_REF] Cai | Availabilitybased engineering resilience metric and its corresponding evaluation methodology[END_REF]. However, clues and markers of resilience can be provided by the analysis of the system dynamics and the interplay of its subsystems during the occurrence of these events.

With this in mind, several metrics evaluate resilience from the actual level of performance of a system during the occurrence of an unexpected event. Performance levels can be used to illustrate different business cases [START_REF] Rieger | Resilient control systems Practical metrics basis for defining mission impact[END_REF] such as production capacity, quality, waste, cost, etc. The less performance is affected, the more resilient the system is. These metrics are event specific which means that an event (fault or attack), or a set of events, is determined and the system resilience to this event is evaluated. It implies that resilience of a system should be evaluated for every known event or set of events that can occur in the system. This kind of metric is illustrated in Figure2.1. Four times are generally considered. 1) t d corresponds to the occurrence of a disruption. Before t d , the system works at its original performance level l o . 2) Despite absorption and adaptation mechanisms, the performance level is degraded by the disruption and reaches its lowest level l pd . This moment is called the post-disruption time, t pd . 3) Resilient mechanisms allow the system to partially recover until the disruption is resolved at time t r . 4) Recovery mechanisms come into play and the system returns to its original level of performance. The system has fully recovered from the disruption at t f r but evolving capacities can allow the system to improve its performance after that. In [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF], [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF], the authors evaluate the performance loss due to a disruption as the integral of the difference between the original level and the actual level of performance on the interval [t d , t f r ]. For the sake of comparison, Gholami et al. propose in [START_REF] Gholami | Toward a Consensus on the Definition and Taxonomy of Power System Resilience[END_REF] to use a per-unitised metric such that resilience is a ratio bounded in the range [0, 1]. Ayyub [START_REF] Bilal | Systems Resilience for Multihazard Environments: Definition, Metrics, and Valuation for Decision Making[END_REF] proposes something similar but the expected performance level of the system is not constant over time, it decreases with ageing effects. As a consequence, the older a system is before a disruption, the less resilient it is, as described below. Be P and P exp the timely dependent functions that correspond to the actual and the expected performance levels of the system respectively:

Time

Performance level l o l r l pd t 0 t d t pd t r t f r
-Performance loss: [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF] :

P loss = t f r t d (l o -P (t)) dt -Resilience ratio: [39] : R r = P loss t f r t d l o dt [12] : R r = td + F. (t pd -t d ) + R. (t f r -t pd ) t f r
with the failure profile

F = t d t pd P (t) dt t d t pd P exp (t) dt
and the recovery profile

R = t pd t f r P (t) dt t pd t f r P exp (t) dt
To this performance loss, called systemic impact in [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF], the authors add a recovery cost. This recovery cost corresponds to resources expended in recovery efforts, and once combined with the performance loss, gives the total loss due to a determined disruption, called recovery-dependent resilience in [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF].

The authors of [START_REF] Radu | Cyber resilience protection for industrial internet of things: A software-defined networking approach[END_REF] evaluate separately the loss of performance in three phases: degradation of performance from t d to t pd , balanced degradation from t pd to t r and recover of performance from t r to t rf . The evaluation is the same as the previous one: the integral of the difference between the original level and the actual level of performance over a period.

In [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF], the resilience of a system to an event is evaluated by a resilience factor that is the product of three elements: a degradation ratio l pd /l o , a partial recovery ratio l r /l o and a speed factor t r /t δ . t δ corresponds to the maximum acceptable value for t r and t r > t δ implies that the system can not recover from the disruption.

The authors of [START_REF] Cai | Availabilitybased engineering resilience metric and its corresponding evaluation methodology[END_REF] use system availability instead of performance level. They define availability as the ability to be in a state of performing a function if required external resources are provided. This approach is similar to the previously described ones [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF][START_REF] Radu | Cyber resilience protection for industrial internet of things: A software-defined networking approach[END_REF][START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF] and Figure2.2 depicts it. The system begins at 100% of availability then progressively reaches a stable level l 1 at time t 1 . Then n shocks impact the system at

Time Availability 0 100% l 1 l 2 l 3 t 1 t 2 t 3 Figure 2.
2 -Availability of a system before, during and after a shock [START_REF] Cai | Availabilitybased engineering resilience metric and its corresponding evaluation methodology[END_REF] time t 2 and availability falls from l 1 to l 2 . Resilience mechanisms handle these shocks such that availability reaches a post-shock steady state l 3 at time t 3 . Thus resilience is measured as the product of availability before and after shocks:

(resilience) [17] : R = l 1 n ln (t 1 ) n i=1 l i 3 .l i 2 ln (t i 3 -t i 2 )
The authors claim that the natural logarithm function is used to balance the availability and the recover process of the system.

Sterbenz et al. propose another approach to evaluate network resilience in [START_REF] Sterbenz | Modelling and analysis of network resilience[END_REF]. A system is composed of several layers: physical, link, topology, network path, endto-end transport and application. Each layer is represented at a given time t by an operational state that consists in a l × m matrix of l operational metrics and m possible values, and a service state that consists in another l × m matrix of l service parameters and m possible values. Layers are overlapping such that the service state of a layer at time t becomes the operational state of the layer above at time t + 1. According to this model, the system resilience is evaluated at the boundary between two layers as the transition trajectory to move from the state of a layer to the state of the layer above.

Clark and Sonouz [START_REF] Clark | Cyber-Physical Resilience: Definition and Assessment Metric[END_REF] use a linear time-invariant model to represent a system and its adversarial impacts. They consider a set of safe states and a basin of attraction that is a set of states allowing the system to return to a safe state under certain conditions. From these definitions, a system is considered resilient to an adversarial event as long as it remains in a safe state or in a state included in a basin of attraction. Since attackers can either physically attack the system or compromise input signals or inject false data, impacts of an attack are modelled as modified input and state matrices. Once a system and an attack are modelled, it can be determined if the system is resilient to this attack. Nonetheless resilience can be evaluated as the amplitude of adversarial event that must impact the system to pull it out of safe states and basins of attraction. This idea of an attraction basin can be found in the original article of Holling [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF], as described in section 2.4.2.

Semi-Quantitative Approach:

Shirali et al [START_REF] Gh | A new method for quantitative assessment of resilience engineering by PCA and NT approach: A case study in a process industry[END_REF] use six resilient factors previously described in [START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF]: management commitment, reporting culture, learning culture, awareness, preparedness and flexibility. Employees of an industry are divided in several groups corresponding to process units and are given a questionnaire. After gathering the questionnaires, a score from on to five is given for each resilient factor and for each group of employees. From these scores, managers can identify weaknesses in some resilient factors for some specific groups of employees. Despite this, interconnections between the six resilient factors or between groups of employees are not considered in this approach.

Quantitative Probabilistic

Probabilistic approaches relate resilience with uncertainties and thus they add a stochastic component to the resilience evaluation. For several of them, denoted as event specific, this is the resilience of a system to a determined event that is evaluated. Generally probabilities considered in a resilience evaluation come from the stochasticity of occurrence of undesired events. Originally, Holling does not provide metrics and methods to evaluate resilience in his article about resilience and stability of ecological systems [START_REF] Holling | Resilience and Stability of Ecological Systems[END_REF]. According to him, resilience is only concerned with populations extinctions and resilience is the ability of a population to move from a stable population state to another one. Thus two parameters must be considered to evaluate resilience, the probability that an incident moves the population outside a stable state and the distance between stable states that determines how harmful the incident must be to lead to extinction. However, Holling explains that such measures require an immense amount of knowledge about the system.

Event Specific

Haimes claims that resilience of a system can be determined only once a threat scenario is determined [START_REF] Haimes | On the Definition of Resilience in Systems[END_REF][START_REF] Haimes | On the Complex Definition of Risk: A Systems-Based Approach[END_REF]: "the question 'What is the resilience of cyber-infrastructure X ?' is unanswerable". According to other articles, resilience can be evaluated only once all possible undesired events are determined [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF]. For example, in addition to a quantitative deterministic evaluation of resilience, the authors of [START_REF] Radu | Cyber resilience protection for industrial internet of things: A software-defined networking approach[END_REF] provide two probabilistic metrics. The first extra metric is the probability of occurrence of a disruptive event that is the product of three other probabilities, the probability of a system to be vulnerable, the probability to be attacked, and the conditional probability of security to be bypassed (the attack is successful). The second extra metric is the probability of the system to recover from this event. It depends on the availability of a resilience solution for this event, the conditional probability of this solution to be activated and the conditional probability of the system to recover once resilience mechanisms are engaged.

In [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF], once all undesired events are determined, resilience of a system is the sum, for all these events, of the probability of occurrence of each event multiplied by a resilience factor. The resilience factor is system specific and event specific and was previously described in section 2.4.1. For this metric, resilience factors are weighted with a fragility function that corresponds to a probability function of system failure. This fragility function is also event specific. On top of that, probabilities of the occurrence of events is combined with an entropy factor that represents the uncertainty of these probability distributions.

In [START_REF] Marcus A Thompson | A proposed resilience framework[END_REF], the authors define resilience as the maintenance of a security level and resilience is achieved in three steps, detection, containment and resolution. According to this description, a metric based on these three capacities is proposed in [START_REF] Thompson | A New Resilience Taxonomy[END_REF]. For a determined security breach, a probability is assigned to each of these capacities and represents the probability that the breach is detected, contained or resolved. The authors argue that three events can lead to the restoration of the expected security state: 1) the breach is detected, then contained and resolved, 2) the breach is detected and resolved without containment and 3), the breach is resolved without detection or containment. As these events are independent, resilience is the probability that one of these events occurs. Dynamic Bayesian networks are used in [START_REF] Abimbola | Resilience modeling of engineering systems using dynamic object-oriented Bayesian network approach[END_REF] to represent a system. The resilience of a system to a disruption is expressed as the joint probability of the occurrence of the disruption and of the three resilient capacities: the probability to absorb, to adapt to and to recover from the disruption. The authors describe a nuclear plant, the Fukushima Daiichi, as a set of eleven components such as Process Control System, Cooling Sys-tem, Sea Wall, etc. These components contribute to at least one on the three resilience capacities and the contribution of a component to one capacity is represented by a failure probability. Thus, one to three failure probabilities can be associated to each component. Nevertheless, as components can be involved in more than one resilient capacity, the three resilient capacities are not independent and Bayesian Networks are used to model these dependencies. The result of the application of this model is the timely dependent probability function of the resilience of a system to a determined disruption.

Fuzzy Models

Fuzzy sets are a generalisation of conventional set theory that were introduced by Zadeh [START_REF] Zadeh | Fuzzy sets[END_REF] as a mathematical but also a natural way to deal with problems in which the source of imprecision is the absence of sharply defined criteria. They play an important role in human thinking such as determining if someone is tall or if something belongs to the class of animals. For example, while dogs are clearly classified as animals, it is more ambiguous concerning bacteria, plankton, etc. Articles given in this section use fuzzy sets and membership functions to build metrics for resilience.

Resilience is an endowed property of a system [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF]. In [START_REF] Muller | Fuzzy Architecture Assessment for Critical Infrastructure Resilience[END_REF], the author proposes to separately evaluate system architectures through attributes such as redundancy, adaptivity, robustness, etc, for which numerous metrics already exist. In order to accommodate differences amongst metrics, system architectures are thus represented with fuzzy membership functions associated with evaluated resilience attributes. Using these membership functions, resilience attributes are combined using fuzzy rules to obtain a measure of resilience from a resilience membership function. An example of fuzzy rule is:

IF adaptability is moderate AND robustness is high THEN resilience is high
In order to evaluate organisational resilience, Aleksić et al. [START_REF] Aleksić | An assessment of organizational resilience potential in SMEs of the process industry, a fuzzy approach[END_REF] propose to consider a system as a network of processes. Processes have many resilience potentials, divided in three categories: 1) internal factors such as quality, human factors or planning strategies, 2) external factors that are external capacities and capabilities, 3) enabling resilience factors such as detection, and emergency response. These potentials are represented by fuzzy attributes and are given a value defined between [0, 1]. Uncertainties attributes, such as the relative importance of resilience potentials for a specific process, are also considered and are given a similar value. Then, values assigned to all these fuzzy attributes, resilience potentials and uncertainties, are combined using membership functions to produce an estimation of the system resilience .

Azadeh et al. [START_REF] Azadeh | Assessment of resilience engineering factors in high-risk environments by fuzzy cognitive maps: A petrochemical plant[END_REF] use nine resilient factors/potentials contributing to a complex system resilience. While six of them are described in [START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF] and used by Shirali et al. in a semi-quantitative metric [START_REF] Gh | A new method for quantitative assessment of resilience engineering by PCA and NT approach: A case study in a process industry[END_REF], three factors are added: teamwork, redundancy and fault-tolerance. Because these nine factors depend on each other, fuzzy cognitive maps are used to represent their interconnections and evaluate their contribution to system resilience. Likewise Aleksić et al. [START_REF] Aleksić | An assessment of organizational resilience potential in SMEs of the process industry, a fuzzy approach[END_REF], membership functions are associated with each factor in order to evaluate the system resilience.

Frameworks

Some articles do not provide metrics or methods to evaluate the current resilience of a system. In place, they propose methodologies, guidelines and good practices that are to be followed to design, maintain and enhance the resilience of a system.

A framework for resilience, based on the PAR risk assessment model [START_REF] Wisner | At Risk: Natural Hazards, People's Vulnerability and Disasters[END_REF] is proposed by Arghandeh et al. in [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF]. The authors claim that, on the contrary of a risk assessment framework, the temporal dimension of disturbances and response time of remedies are to be considered in a resilience framework. Moreover, probabilities of occurrence of disturbance are not crucial except if the system has not yet recovered from a previous disturbance. A resilient system life cycle consists in three steps: 1) system identification which is the establishment of network topology, physical characteristics, system behaviours, etc, 2) vulnerability analysis, which is basically an ongoing risk analysis taking into consideration the temporal aspect of the disruptions and 3) resilience operations which define new settings to improve recovery and absorbing potentials of the system. Once these changes have been made, a new identification phase begins. Linkov et al. [START_REF] Linkov | Measurable Resilience for Actionable Policy[END_REF][START_REF] Linkov | Resilience metrics for cyber systems[END_REF] provide a 4x4 matrix of resilience metrics. Each cell of the matrix corresponds to one of the four stages of event management cycle and one of the four system domains. Domains are different system layers: physical, information, cognitive and social and stages correspond to one pre-event phase (Prepare) and three event handling phases (Absorb, Recover and Adapt). Instead of providing a metric for resilience, the authors propose to use cells of the matrix as guidelines to build metrics that. Then a combination of these metrics should produce a measure the overall system resilience.

The ResiliNets strategy [START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] is an architectural framework intended to enhance resilience of networks. This framework is based on four axioms: 1) faults are inevitable, 2) normal operation has to be understood, 3) adverse events have to be expected and prepared and 4) responses to adverse events are required. According to these axioms, the ResiliNets strategy consists in two active phases. The first phase is composed of four steps that are defending, detecting, remedying and recovering from challenges and attacks while the second phase enables long-term evolution of the system through diagnostic of the root cause of the fault/attack and refinement of the system behaviour to improve the first phase mechanisms and thus to increase the system resilience.

Adversarial Events

Most contemporary control systems have been designed according to conventional model paradigms that are system safety and risk assessment. Originally, these approaches only consider unexpected but accidental events such as human errors or natural disasters. However, the emergence of cyber-physical systems and the accessibility from the Internet of legacy equipment, reliable but not secured, imply that faults resulting from the cyber-environment must be considered. But only few approaches that have been presented in this chapter are able to take these threats into consideration. Indeed, adversarial impacts are explicitly represented in the linear time-invariant model that corresponds to a system in [START_REF] Clark | Cyber-Physical Resilience: Definition and Assessment Metric[END_REF]. In [START_REF] Thompson | A New Resilience Taxonomy[END_REF], resilience only concerns the handling of security breaches. As a consequence this concept of resilience implies the management of adversarial events. Other approaches such as [START_REF] Sterbenz | Modelling and analysis of network resilience[END_REF][START_REF] Muller | Fuzzy Architecture Assessment for Critical Infrastructure Resilience[END_REF][START_REF] Aleksić | An assessment of organizational resilience potential in SMEs of the process industry, a fuzzy approach[END_REF] do not represent events that could impact a system but focus on system's capacities and potentials that are available to handle events. This way, the specific case of adversarial events can be considered without having to explicitly represent them. The counterpart is the inefficiency of such approaches to assess the resilience of a system for a given perturbation.

Resilience Compared With Other Notions

The term "resilience" is frequently used as a synonym of fault-tolerance [START_REF] Stoller | Algorithm Diversity for Resilient Systems[END_REF], adaptive systems [START_REF] Andersen | Resilient Overlay Networks[END_REF][START_REF] Da | Reinforcing the resilience of complex networks[END_REF], self-healing [START_REF] Sousa | How resilient are distributed f fault/intrusion-tolerant systems?[END_REF][START_REF] Lucia | A set-theoretic approach for secure and resilient control of Cyber-Physical Systems subject to false data injection attacks[END_REF], etc. However, resilience is a design paradigm 

Risk Assessment

McDonald [START_REF] Mcdonald | Organisational resilience and industrial risk[END_REF] describes resilience as a capacity to anticipate and manage risk efficiently. However resilience is clearly distinguished from risk assessment in [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF][START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF]. While risk assessment determines potential undesired events, their causal factors, their negative consequences and how to mitigate the exposure of the system to those events, resilience focuses on the system abilities to face undesired events and do not put the emphasis on the events themselves. In the domain of engineered system, safety and resilience are distinct but linked. According to [START_REF] Francis | A metric and frameworks for resilience analysis of engineered and infrastructure systems[END_REF], resilience aims to com- [START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] pensate poor system design in case of unanticipated events. As a consequence, resilience can be seen as an addition to safety since it brings the "ability to anticipate, circumvent and recover rapidly from events that threaten safety". Comforting this distinction, risk assessment goal is situation awareness and diagnostics while "resilience is about the mitigation of unexpected rare extreme failures" [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF] that can necessitate extreme remedial actions such as partial or temporary outages in order to ensure the availability of critical services. Resilience is "essential when risk is incomputable" and is characterised "by surprise, complexity, urgency and the necessity of adaptation" [START_REF] Linkov | Measurable Resilience for Actionable Policy[END_REF]. Moreover, historic data of such rare events are out-of-date, uncertain and biased and it is not always pertinent to compare them with more recent events [START_REF] Wreathall | Properties of resilient organizations: an initial view[END_REF]. Thus resilience approaches are complementary to, but distinct from, risk analysis approaches.

On top of that, faults resulting from the cyber-environment and intelligent adversary are generally not considered while critical infrastructure are increasingly connected and cyber-physical systems becomes the norm [START_REF] Rieger | Resilient control systems Practical metrics basis for defining mission impact[END_REF] 

Robustness

Robustness, described by Sterbenz et al. in [START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] is a system property that corresponds to the behaviour of a system in face of challenges. It bridges the gap between the trustworthiness of a system, that consists in its dependability, security and quality of service, and the challenge tolerance of the system which corresponds to the system tolerance to faults, disruptions, intrusion, etc. While resilience and robustness are similar according to them, other authors make a clear distinction between these two notions.

In [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF], "robustness is the ability of a system to cope with a given set of disturbances and maintain its functionality". Thus, robustness is centralised on stability and the handling of specific threats whereas resilience is concerned with flexibility and unbounded perturbations. In other words, resilience tolerates a degradation of performance as it is the ability to recover an original level of performance after a disruption, but by definition, robustness does not tolerate degradation of performance [START_REF] Linkov | Resilience metrics for cyber systems[END_REF]. In [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF] as well as in [START_REF] Aven | On Some Recent Definitions and Analysis Frameworks for Risk, Vulnerability, and Resilience[END_REF], the authors compare robustness and resilience: the former is related to consequences and uncertainties given a fixed harmful event while the latter is related to consequences and associated uncertainties but without considering a specific threat or considering all possible threats. In other words, uncertainties and amplitudes of events are quantified and bounded in robustness discipline and a robust solution can be found according to these quantities. On the other hand, resilience discipline should not consider these quantity.

Other Notions

Wei and Ji compare resilience and adaptivity in [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF]. However, they consider that adaptivity is limited as it only concerns mitigation mechanisms that control algorithm parameters, while resilience is open to a larger range of mechanisms. Particularly, adaptivity, as well as fault-tolerance and robustness, do not address the restorability of a system. Fault-tolerance is the ability of a system to tolerate faults in order to avoid service failures. The authors of [START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] claim that fault-tolerance is a subset of survivability which considers multiple correlated failures while fault-tolerance does not. It relies on redundancy and is one of the oldest resilience discipline. Moreover, fault-tolerance does not address intelligent adversaries and thus is not sufficient to provide resilience [START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF].

Morel et al. [START_REF] Morel | How good micro/macro ergonomics may improve resilience, but not necessarily safety[END_REF] claim that there is a link between safety and performance levels: any increase in safety is to the detriment of performance. But resilience lies in this link and by tolerating a variation across time of the expected performance level, it is possible to increase the safety level when needed. Resilience is depicted as the gain of safety when performance level is opened to variation.

Conclusion

Gaps and Limitations

Most of definitions and metrics described in this study have one thing in common: they derive from risk analysis. According to risk analysis, possible threats can be identified, evaluated and even if they are uncertain, their probabilities of occurrence can be estimated. Thereby resilience is calculated from the results of this risk analysis. Nonetheless, if one tries to assess the resilience of critical infrastructures nowadays, cyber-physical systems and their specific vulnerabilities must be considered. Adversary models must be studied as threats are not only accidental but also come from cyber-criminals, disgruntled employees and terrorism [START_REF] Alvaro A Cardenas | Challenges for Securing Cyber Physical Systems[END_REF]. These threats from malicious origin are difficult to evaluate. Their probabilities of occurrence are unknown because of the varied nature of the attackers and because of a lack of historical data. Besides, their consequences on the targeted system are hardly predictable.

In addition, several definitions and metrics delegate the evaluation of resilience to an evaluation of service delivery or to an evaluation of system performance. Some articles describe resilience in domain specific terms and provide accurate metrics that match the chosen definition. For example, network resilience is only concerned by network connectivity in [START_REF] Da | Reinforcing the resilience of complex networks[END_REF][START_REF] Hayel | Resilient and secure network design for cyber attackinduced cascading link failures in critical infrastructures[END_REF] but focuses on latency and route stability in [START_REF] Andersen | Resilient Overlay Networks[END_REF]. However, more generic approaches do not always clearly describe what are system services and system performance. For this reason, we developed a model that provides a framework that makes the description of system services possible. This model is presented in Chapter 3.

Another noteworthy remark is the usefulness of the binary assessment of the resilience of a system. It is still critical to predict the behaviour of a system when it is challenged by a determined event. This assessment makes it possible to determine if the system is resilient to this event. However this kind of approach could be less pertinent if the threat is not well defined: its probability of occurrence is vague, its detection is uncertain and its dynamic behaviour, as well as the system response to this threat, are unclear. Few articles [START_REF] Muller | Fuzzy Architecture Assessment for Critical Infrastructure Resilience[END_REF][START_REF] Aleksić | An assessment of organizational resilience potential in SMEs of the process industry, a fuzzy approach[END_REF][START_REF] Azadeh | Assessment of resilience engineering factors in high-risk environments by fuzzy cognitive maps: A petrochemical plant[END_REF] suggest that assessing the resilience potential of a system could be more relevant than determining whether a system is resilient. Fuzzy logic is used by all four of them to describe this potential for resilience but other approaches may be considered to assess resilience in a non-binary way.

Concluding Remarks

Many definitions and metrics of resilience have been addressed in this study, from the original definition given by Holling about the resilience in ecological system to more recent and less domain specific ones. Definitions have been classified according to their focus: is resilience defined as the expected behaviour when facing attacks and failures or as the combination of systems capacities that allow the mitigation of unexpected events? In addition to the intrinsic system characteristics, is resilience also specific to a determined perturbation? Some of these questions can be used again to classify metrics for resilience. Some metrics are event specific which implies that resilience of a system must be evaluated separately for every threat or that resilience of a system is the sum of its resilience values for determined threats. Other ones do not consider possible events and evaluate resilience only from internal characteristics and properties of a system. While the results produced by some metrics determine to a timely dependent likelihood of a system to be resilient, others give a resilient score or provide guidelines that ensure the maintenance and the enhancement of system resilience. To conclude, resilience has been compared to some other concepts or paradigms, such as robustness and risk assessment. While it is agreed that resilience is distinct from risk assessment and can be implemented and studied as a complement for traditional design and management approaches, the distinction with other notions is not always trivial. For example, even if some authors do not differentiate robustness and resilience in theory, the fact that these notions had originally been developed in independent scientific domains and in different communities produces a difference of usage in practice.

Chapter 3 Resilience Model: an End-to-End Approach

Contemporary systems are complex arrangements of frameworks, software stacks, services and third party components. It is in this complexity, that vulnerabilities are often introduced and that threats emerge. Added to this is a variety of controls, protocols and design patterns that are, in turn, intended to provide resilience in the system to these threats, be they through malicious attack or system failure. For example, access control mechanisms are used to prevent the threat of unauthorised access to resources; replication and redundancy help provide fault tolerance; software diversity helps to avoid threats arising from software mono-cultures, along with a range of other resilience mechanisms that provide robustness to failure/threat [START_REF] Alsberg | A Principle for Resilient Sharing of Distributed Resources[END_REF][START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF][START_REF] Laprie | From dependability to resilience[END_REF]. A challenge is determining whether the chosen mechanisms and their deployment provide adequate resilience for a given arrangement of the system.

Resilience is typically defined as encompassing a number of characteristics, including redundancy, diversity, adaptability and restore ability [START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF][START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF]. It is succinctly described by Laprie [START_REF] Laprie | From dependability to resilience[END_REF] as "the persistence of service delivery that can be justifiably be trusted, when facing changes". In principle, this definition can be formalised using techniques such as [START_REF] Foley | A nonfunctional approach to system integrity[END_REF][START_REF] Peter | Mathematical Models of Computer Security[END_REF] where the design of the system, protected by its resilience mechanisms, is formally proven to uphold the requirements of the service in the presence of threats. However, in practice this does not scale to contemporary systems, as it requires formal specification of the requirements and behaviour of system components, mechanisms and the attacker [START_REF] Foley | A nonfunctional approach to system integrity[END_REF]. While feasible for relatively small critical components, this is not feasible when one considers contemporary systems that are constructed from a large number of components and often originating from many different developers. A case in point, for instance, is the REST_API in the JavaScript NPM repository, implemented using 293 packages from 226 different developers, at the time of writing.

We are interested in more lightweight approaches to determining resilience in such contemporary complex systems. Rather than taking a behaviour-based approach, we trace, at an abstract level, how the individual components and mechanisms in a system can influence our degree of confidence in the resilience of a service. For instance, we may have a low-degree of confidence in the resilience provided by a browser that retrieves pages only via the http protocol. However, if the browser is configured to support https and uses an up-to-date certificate store, then we can have a higher degree of confidence in the overall resilience of the browser service and, in particular, in the authentication, secrecy and integrity of loaded pages. This confidence increases further if the browser also uses a certificate revocation component implementing the Online Certificate Status Protocol. In practice, many components are involved in the loading of a web-page [START_REF] Clark | Control Point Analysis[END_REF] and each can impact resilience, positively or negatively. This gives us an end-to-end view of resilience: how does the resilience of the individual components that retrieve the page, check the certificates, etc. contribute to the overall resilience for the rendered page?

In this chapter we propose a model that supports this view of resilience. The contribution in the chapter is the proposed approach, which uses the notion of external consistency [START_REF] Clark | A Comparison of Commercial and Military Computer Security Policies[END_REF] to define end-to-end resilience. A data item has external consistency if its value corresponds to its real-world value [START_REF] Clark | A Comparison of Commercial and Military Computer Security Policies[END_REF]. In the web-browser example, resilience is defined in terms of the confidence that we have in the external consistency of the page rendered in the browser, that is, it matches the page on the server. The effectiveness of the model is evaluated by considering the resilience provided by a browser, containing a variety of security components. This chapter is organised as follows. Section 3.2 defines the model of a system as a set of components communicating information over channels. Section 3.3 presents the model of end-to-end resilience for a system, defined in terms of external consistency. A simple running example of the resilience provided in loading a web-page is used throughout and Section 3.5 provides a more detailed exposition of this use-case. Section 3.6 provides the conclusion.

Preliminaries -Fuzzy Logic

Fuzzy Sets

Fuzzy sets have been defined by Zadeh in [START_REF] Zadeh | Fuzzy sets[END_REF]. A fuzzy set is a class of elements that does not have well defined criteria of membership. For example, if we consider humankind as a set of elements, it is generally easy to determine if someone is male or female, in other words, if one element of the set belongs to the set of male humans or the set of female humans. However, some individuals are not so easily classified such as intersex people which physically and genetically do not fit the typical definitions for male or female bodies. As a result, they can be considered as belonging to both classes or to none of them. But they can also be considered as only partially part of both, so that they belong only to a certain degree to the male class and to another degree to the female class. Other imprecisely defined classes are given by Zadeh, such as the class of "tall men", the class of "beautiful women" or the class of "real numbers much greater than 1". While these classes do not have precise criteria of membership, classes of this kind are commonly used, consciously or unconsciously, and play an important role in the way we think, communicate and classify objects.

A fuzzy set can be described on a set of elements as a membership function that assigns a degree of membership to each element of this set. Definition 1. Fuzzy set.

Be X a set of elements. Then a fuzzy set A on X is defined as a membership function f A : X → [0, 1] .

For an element x ∈ X, the higher the value of f A (x), the more the membership of x in A is confirmed. f A (x) = 0 means that x does not belong to A and f A (x) = 1 means that x belongs to A.

Two fuzzy sets A and B defined on X are equal if and only if their membership functions are equal:

A = B ⇔ ∀x ∈ X, f A (x) = f B (x).

Empty fuzzy set.

A fuzzy set A on X is empty if none of the elements of X belongs to it:

A = ∅ ⇔ ∀x ∈ X, f A (x) = 0.

Containment.

A fuzzy set A on X is contained in B, denoted A ⊂ B, if any element of X belongs more to B than to A:

A ⊂ B ⇔ ∀x ∈ X, f A (x) ≤ f B (x) .

Operations on fuzzy sets

There are three operations defined on fuzzy sets. A standard and a generalised definitions will be given for each operation. The standard ones correspond to those given by Zadeh in [START_REF] Zadeh | Fuzzy sets[END_REF] and they are the most frequently used.

Complement

The complement of a fuzzy set A on X is denoted ¬A. While the membership function of A represent elements' degree of belonging to A, its complement membership function gives elements' degree of non-belonging to A, so the degree of belonging to ¬A.

Standard complement. The standard complement membership function is given by

f ¬A : X → [0, 1] x → 1 -f A (x)
Generalised complement. Be ¬A the complement of a fuzzy set A on X, and f ¬A its associated membership function. Then ∀x, y ∈ X,:

boundary conditions: f A (x) = 0 ⇔ f ¬A (x) = 1 f A (x) = 1 ⇔ f ¬A (x) = 0 monotonicity: f A (x) < f A (y) ⇔ f ¬A (x) > f ¬A (y) continuity: f ¬A is continuous involutions: f ¬A (f ¬A (x)) = f A (x)

Union

The union of two fuzzy sets A and B, denoted A ∪ B, is the smallest fuzzy set that contains both A and B. It implies that ∀x ∈ X, max(f A (x) , f B (x)) ≤ f A∪B .

Standard union.

As A ∪ B is supposed to be the smallest fuzzy set that contains both A and B, Zadeh originally defined it such that

∀x ∈ X, f A∪B (x) = max(f A (x) , f B (x)) . This way, ∀D | A ⊂ D and B ⊂ D, any element x ∈ D observes that f D (x) ≥ max(f A (x) , f B (x)). So A ∪ B ⊂ D.
Generalised union. A fuzzy union function must observe some properties. Be A and B to fuzzy sets on X, f A and f B their respective membership functions and f A∪B the membership function of A ∪ B. Then, ∀x, y ∈ X:

boundary conditions: f A (x) = 0 ⇒ f A∪B (x) = f B (x) monotonicity: f A (x) ≤ f A (y) and f B (x) ≤ f B (y) ⇒ f A∪B (x) < f A∪B (y) continuity: f A∪B is continuous super idempotency: f A∪A ≥ f A

Intersection

The intersection of two fuzzy sets A and B, denoted A ∩ B, is the larger fuzzy set that is contained by both A and B.

Standard intersection.

In a similar way than the definition of the union, the intersection of two fuzzy sets is

∀x ∈ X, f A∩B (x) = min (f A (x) , f B (x)) .

Generalised intersection.

Similarly to generalised union, intersection operations must observe few properties. ∀x, y ∈ X:

boundary conditions: f A (x) = 1 ⇒ f A∩B (x) = f B (x) monotonicity: f A (x) < f A (y) and f B (x) ≤ f B (y) ⇒ f A∩B (x) ≤ f A∩B (y) continuity: f A∩B is continuous sub idempotency: f A∩A ≤ f A

Properties

Some properties about union and intersection of fuzzy sets are worth highlighting:

-associativity:

(A ∪ B) ∪ C = A ∪ (B ∪ C) and (A ∩ B) ∩ C = A ∩ (B ∩ C). -distributivity: A∪(B ∩ C) = (A ∪ B)∩(A ∪ C) and A∩(B ∪ C) = (A ∩ B)∪(A ∩ C).
-De Morgan's law:

¬ (A ∪ B) = ¬A ∩ ¬B and ¬ (A ∩ B) = ¬A ∪ ¬B.

Triangular norm and co-norm t-norm.

Triangular norm, or t-norm, is a binary operation used to represent the generalised intersection in fuzzy logic. A t-norm is a function, denoted ⊗ : A t-conorm is dual to a t-norm according to the De Morgan's law: given a t-norm ⊗, its dual t-conorm is given by

[0, 1] × [0, 1] → [0,
a ⊕ b = 1 -((1 -a) ⊗ (1 -b)) .

Minimum t-norm and maximum t-conorm

The minimum t-norm a ⊗ b = min (a, b) is the largest t-norm and correspond to the standard intersection defined by Zadeh. Its dual t-conorm is the maximum t-conorm a ⊕ b = max(a, b) and satisfies the standard union of fuzzy sets. It is the smallest t-conorm.

The minimum t-norm (maximum t-conorm) is the only t-norm (t-conorm) to satisfy idempotency in addition to sub idempotency (super idempotency).

System Model

A system is a complex arrangement of numerous components interacting with each other. In the model presented in this chapter, a system is seen as a directed graph whose vertices correspond to the different components of the system. Components are parts of the system that provide to and/or consume services from other components of the system. In this representation, the edges correspond to the customer/supplier relationships between the components. Definition 2. Representation of a system.

A system is defined as

sys = V, E, L, R .
In this definition, V is the set of system's components and corresponds to vertices of a directed graph. The set of edges E contains all the services provider/consumer relationships between components (described in Section 3.2.1). The graph is directed and edges go from service providers to service consumers. The lattice L characterises the kind of data communicated between components. All services provided or consumed by the system's components are depicted by one or several elements of this lattice. In addition, the lattice allows services to be ordered among themselves, so as to represent the interdependencies that services can have. R is a set of functions that contains all the resilience of the system components. These resilience functions describe how a component uses and manipulates services from other components to produce and provide services to other ones. L and R are described in Sections 3.2.2 and 3.3, respectively.

System Components and Sources

The elements of the set V are components of the system and they can be software, hardware, servers or end-users. They are classified in three categories: source components, intermediate components and sink components. Source components are system's components that only provide services. They are not services consumers. According to the model, they are vertices that only have outgoing edges. On the opposite, Sink components are only services consumers and do not provide anything. They can be considered as end-users and are represented by vertices with only incoming edges. Intermediate components are both service consumers and providers and are vertices with incoming and outgoing edges.

However, in this model, only the source components are differentiated from the other components as they have a specific behaviour: the resilience functions associated to source components are not constrained in the same way as those of other components, as explained in Subsection 3.3.3.

Definition 3. Set of system's components.

The set of components of a system is given by

V = S ∪ C with S ∩ C = ∅
with S being the set of source components of the system and C the set of other components (intermediate and sink components). S and C sets form a partition of V . For example, Figure 3.1 depicts the retrieval of a web-page. It includes software components pl and pr, and other components such as fs 1 and fs 2 which can be considered as a mix of software and hardware: a data storage device and an operating system. Source components are part of the system that are considered to produce data from nothing as they are only service providers. On the other hand, data produced by the other components is generated from received data.

For example, in Figure 3.1, the vertex f corresponds to the content of a file that is stored in fs 1 and CA is the source of data for certificates or trusted CA. They are source components. Other components of this system are the window that displays data such that users can read the file and correspond to an end-user while the Internet component I can alter data passing by it if it is not protected and the tls protocol. I and tls are intermediate components.

As previously explained, edges represent connection relationships between components. As source components do not have incoming edges, the set of edges of sys is E ⊂ (V × C).

Continuing the example in Figure 3.1, if component tls sends data, such as the content of a file, to the Internet I, it means that there is a channel from tls to I , and this channel is represented by an edge (tls, I) ∈ E, as shown in Figure 3.1. Edges do not represent data. They are channels through which data flows. An edge between two components illustrates the fact that a service is expected to be provided by the source vertex and used by the recipient vertex.

Lattice of Data Dimensions

In this model, relationships between components are services that are expected to be provided or consumed by components. While these relationships are represented by directed edges, services are represented by data that circulate on the edges of the system from component to component. Thus we consider that services provided by a component correspond to output data of this component. In order to characterise the different kinds of, or the different interpretations of, communicated data, data dimensions are used. Data dimensions are attributes or properties that are expected from data so that services corresponding to this data is considered to be correctly provided.

For example, in Figure 3.1, the data communicated over a secure connection between a webserver and a browser can be considered to have a data dimension html, representing the webpage content; equally, since it is over a secure connection, the connection also has a secure HTML dimension tls representing the TLS relationship, along with a dimension for the certificate, and so forth. Data dimensions are used to characterise services of a system and the set of all data dimensions is

D = {d 1 , d 2 , . . . , d δ } .
This is illustrated by the page loader pl sending data to tls. On the client side, the web client receives a X509 certificate to trust the web server, then it receives the web page. The server certificate is sent from the server file system fs 1 to the component tls. Then tls can verify that this server certificate has been signed by a trusted CA, can perform a secured connection and can send data to the client page renderer pr through the Internet. The list of CA trusted by the client is represented by the data dimension list CA and is stored in the client file system. Thus, different types of data are sent and different data dimensions can be attributed: html for the web page, cert for the server certificate, html sec for a web page sent through a secured channel and list CA which corresponds to a list of trusted CA. All the data dimensions given in this example are shown in Figure 3.2.

Data dimensions do not just represent what data contains. For example, a web page sent using a tls connection can be represented by a data dimension html, reflecting web data. However, as it is known that the data representing the web page has been protected by tls over the Internet, another data dimension html sec , is attributed to this data. These two data dimensions are not independent: html sec represents everything that html represents and more. An ordering ≤ is defined between dimensions, whereby d 1 ≤ d 2 is interpreted to mean that the higher dimension d 2 incorporates in some way aspects of the lower dimension d 1 .

Definition 5. Lattice of data dimensions.

The lattice L = (D, ≤) represents the partial order relation ≤ over the set of data dimensions D.

In the example, the tls connection has been established because the tls component has verified the server certificate with CA-certificates. In other words, tls receives multiple data items, some of which correspond to server certificates, represented by the cert dimension and received from fs 1 , whereas other data corresponds to CA certificates, represented by the list CA dimension, and is sent by fs 2 . Thus, tls can verify whether the server certificate has been signed by a trusted CA. A result of this verification is that tls can confirm that the server certificate has been delivered by a trusted CA and can ensure the establishment of a secured connection. Thus, other data dimensions and their relationships can be inferred. For the above example, the partial ordered set of used data dimensions is also illustrated in Figure 3.2.

Measure of Resilience

The external consistency of data is used as a measure of the resilience of a system. In [START_REF] Laprie | From dependability to resilience[END_REF], resilience is defined as "the persistence of service delivery than can be justifiably be trusted, when facing changes". Consequently, representing system's services and their delivery is necessary. In the proposed model, services are represented by data produced in the system and a service is considered to be correctly delivered if the corresponding data is sufficiently likely to be externally consistent.

External Consistency

In [START_REF] Clark | A Comparison of Commercial and Military Computer Security Policies[END_REF], external consistency is defined as "the correspondence between the data object and the real world object it represents". This definition has been generalised in [START_REF] Williams | Automated support for external consistency[END_REF] whereby external consistency is the ability of a computing system to give correct information about its external environment. It means that each assertion, request or action produced by the system are real-world correct. Concerning assertions, to be correct implies that the assertion is true and really describes reality. Correct actions and requests are legitimate ones. They have been produced by authorised entities and are the result of an expected and designed behaviour of the system. For instance in Figure 3.1, data arriving to the component win is externally consistent if it exactly represents the data stored in the file system f and if this stored data is originally externally consistent. In other words, the data shown on the client screen, for example the balance of a bank customer's account, is externally consistent if this balance is consistent with values stored in the bank server for this customer. But the values stored in the bank server themselves must be externally consistent, they must correspond to the bank's perception of this customer account. In the same way, data sent by fs 1 to tls is externally consistent if it represents a valid certificate of this server.

In the proposed model, data dimensions are used to characterise the different kinds of data that exist in the system. And thus, data is considered externally consistent relative to these data dimensions. For example, data sent by fs 1 to pl is intended to be externally consistent regarding the html dimension because it represents the desired web page, but it is not supposed to be externally consistent regarding the cert dimension because it does not represent a server certificate.

External consistency is complementary with internal consistency that mainly aims at avoiding contradictory records by maintaining for a same data object a consistent view for all components of a system. For example, when a bank cheque is written, internal consistency implies that the amount written in letters matches the amount written in numbers, while external consistency implies that the amount corresponds to the expected amount to be collected or paid.

Representation of Data

Data relationships between components are represented by a mapping of data dimensions to the degree of confidence that one has in the external consistency of the data at the corresponding dimension on the communications channel. These degrees of confidence are in the metric space [0, 1].

Definition 6. Multi-dimension data.

Let DAT A define the set of all multi-dimension data that can be communicated between components:

DATA = {m : D → [0, 1] | ∀d, d ∈ D, d ≤ d =⇒ m (d) ≥ m (d )}
where ∀m ∈ DAT A, m(d) gives the degree of confidence in the external consistency of data at dimension d.

For ease of exposition and when there is no ambiguity, these degrees of confidence of external consistency will be denoted as external consistency values of data or simply as external consistency of data. Note this definition reflects our assumption that the external consistency of data at higher dimensions is dependent on the external consistency of data at lower dimensions, and therefore, our degree of confidence in the external consistency at one dimension must be less than our degree of confidence in the external consistency on which it is based.

For example if data is externally consistent at the html sec dimension, it is also externally consistent at the html dimension since html ≤ html sec . In the same way, if some data is more or less trusted to be externally consistent regarding the cert CA-signed dimension, the same data is at least as much trusted regarding lower data dimensions such as cert and list CA .

Aggregation of External Consistency

Components are parts of the system that receive or produce data. Received data can be used by a component to produce output data. However the produced data is restricted by the input data of these components. Indeed, in Figure 3.1, if the tls component tries to verify the signature of a server certificate with an untrusted list of CA, the result of this verification is also untrusted and the same goes for the external consistency. Besides, if the web server had two file systems and if the page loader pl loaded the web page from this two different file systems, the input data of pl would be more likely to be externally consistent to the web page than if the web page was loaded from only one of these file systems.

Because external consistency is defined in the metric space [0, 1], triangular norms [START_REF] Dubois | A review of fuzzy set aggregation connectives[END_REF][START_REF] Schweizer | Probabilistic metric spaces[END_REF] can be used as aggregation operators. Triangular norms are operations that generalise the fuzzy logic operators such as the use of probabilistic sum and product or the use of min/max operators and have already been used to describe aggregation of trust [START_REF] Simon | Aggregating Trust Using Triangular Norms in the KeyNote Trust Management System[END_REF] or aggregation of risk attributes [START_REF] Simon | Security Risk Management Using Internal Controls[END_REF]. Triangular norm operators, such as the min operator or the probabilistic product, are noted ⊗ whereas triangular conorm operators such as the max operator or the probabilistic sum, are noted ⊕. These operators are described in Section 3.1, as well as fuzzy logic.

In this model, data dimensions can be interpreted as fuzzy sets. Thus, considering fuzzy logic, the external consistency values of a data correspond to degrees of membership of this data to the different possible fuzzy sets which are given by the set of data dimensions D.

As represented in Figure 3.3, when a component c ∈ C has several incoming edges, this component can aggregate the external consistency of incoming data. This is illustrated by the aggregation of data m 1 and m 2 and is noted m 1 ⊕ m 2 . This aggregation of incoming data consists in a fuzzy sets union. As a consequence, it can only increase the external of data.

On the contrary, because components are not ideal, the aggregations they perform are not perfect. Pushed to extremes, a component can even produce output data whose external consistency is worse than those of its input data. This possible loss of external consistency is illustrated by the use of a t-norm function which corresponds to a fuzzy sets intersection. The role played by components in the aggregation of external consistency of data is described in the next section. 
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Resilience of Sources and Components

The resilience of a component v ∈ V is the measure of its ability to preserve the external consistency of its input data into its output data. But it is not possible to produce any output data from any set of input data. The produced data is restricted to what contains or represents the input data, as shown in Figure 3.3. For the rest of this chapter, sets of input data and sets of output data are represented as mappings, from the vertices that produced the data, to data m ∈ DATA.

Example 1. Input data of tls is a mapping M tls ∈ (V DATA) from {pl, fs 1 , fs 2 } to DATA :

M tls = {(pl, m 1 ) , (fs 1 , m 2 ) , (fs 2 , m 3 )} ∈ (V DATA)
Preservation of external consistency means the external consistency of data generated by the component is limited by the external consistency of its input. This is reflected in the definition of Θ which is the set of all valid data combinations, that is, solutions to aggregate input data to produce valid output data. Definition 7. Set of valid transformations.

Θ =    τ : (V DATA) (V DATA) ∃!v d ∈ V | dom (τ ) = {M | cond 1 ∧ cond 2 ∧ cond 3 }    with cond 1 : dom (M ) = {v s | (v s , v d ) ∈ E} cond 2 : dom (τ (M )) = {v d } cond 3 : ∀d, d ∈ D | (d ≤ d, d = d) , ((τ (M )) (v d )) (d) ≤ vs∈dom(M ) (M (v s )) (d )
In this definition:

τ ∈ Θ is a valid transformation.

v d ∈ V is the component to which τ is assigned.

-M is the domain of the transformation function τ . As transformation functions produce data from input data, they are partially defined such that the definition domain of their input data is consistent with the graph and matches the input edges. As τ is supposed to be assigned to v d , M corresponds to the set of input data of v d .For example, input data of a transformation τ associated to tls, which receives data from fs 1 , fs 2 and pl, would be defined on the domain {fs 1 , fs 2 , pl} ⊂ V , as depicted by cond 1 .

τ (M ) ∈ (V DATA) is the image of the transformation function τ . It corresponds to the set of output data produced by the component v d . Because of this, the domain of τ (M ) only contains v d . This is expressed by cond 2 .

cond 3 describes the amount of external consistency that can be aggregated from input data. Thus this amount limits the external consistency of output data. For a data dimension, the external consistency of output data can not be higher than the aggregation of external consistency of input data for any lower dimension. For example, the tls component can aggregate data corresponding to a certificate (data dimension cert) and data corresponding to a list of valid CA (dimension list CA ) to produce data corresponding to a certificate that is known to have been signed by a CA (data dimension cert CA-signed ) and can use this data with html data to produce html sec data.

The produced data also depends on the component to which the data is destined. In Figure 3.1, the source CA sends a certificate to fs 1 and sends a list of valid CA to fs 2 . Components and sources are restricted to produce data only for components they are connected to. For this reason, a partial mapping R v is assigned to every component or source v ∈ V . R v assigns to v a transformation function to every component to which v can send data.

Definition 8. Resilience function of an element

v ∈ V . R v : C Θ | dom (R v ) = {c d ∈ C | (v, c d ) ∈ E} and ∀c d ∈ dom (R v ) , dom (im (R v (c d ))) = {v}
For a component v, R v is a partial function whose domain is restricted to components v can send data to. For example, dom R fs 1 = {pl, tls}. But another constraint concerns transformation functions that can be assigned to. Indeed, it is possible that several components may send data to a same set of destination components. But possible transformation functions assigned to v are restricted to those whose output data is produced by v. For example, in Figure 3.1, both fs 1 and pl send data to tls. In this case, R fs 1 (tls) is a transformation function whose output data are produced by fs 1 .

Example 2. Domain of the output data of the transformation functions assigned to fs 1 .

As shown in Figure 3.1, only pl and tls receive data from fs 1 . ∀c ∈ {pl, tls} , dom im R fs 1 (c) = {fs 1 } Note that sources of the system are specific cases as they produce data from nothing. For that reason, transformations associated to sources do not depend on input data and are not restricted by it. Thus data produced by sources can have any external consistency values. Given

f ∅ = ∅, then ∀s ∈ S, ∀c d ∈ dom (R s ) , dom (R s (c d )) = f ∅ Definition 9. Resilience function of a system.
The element R given in sys = V, E, L, R is the collection of the resilience of all components and sources of the system:

R : V → (C Θ) v → R v
where R v gives the set of transformation functions assigned to v, as described above.

Computing Resilience across the System

Now that components of the system and data have been defined, it is possible to evaluate the external consistency of data across the system. Indeed, data, originally produced by sources of the system, is transformed by every component that receives it. Thus, the external consistency of data is modified by components and can be evaluated for every edge of the system. For this purpose, a metric, named global resilience and denoted R glo , is presented.

Definition 10. Global resilience.

Global resilience allows the evaluation of the external consistency of data arriving to a specific component. This is a recursive computation of the external consistency of

Cyclic graphs

Cyclic graphs are a troublesome case because they pose problems during recursive calculations of the external consistency. It would indeed result in an infinite loop calculation. Several heuristics can be chosen to solve this issue. These heuristics consist in modifying a directed cyclic graph so that it becomes a directed acyclic graph. Amongst possible heuristics are:

-the condensation of strongly connected components. If each strongly connected component is contracted to a single vertex, the resulting graph is a directed acyclic graph.

-edges or vertices drop from the graph in order to break the cycles. Generally, the minimal feedback arc set or feedback vertex set is searched, as it consists in the minimum number of edges or vertices to remove to turn a directed cyclic graph into an acyclic one.

-vertices duplication and edges distribution. On the contrary of the previous heuristic, the idea is to duplicate some of the vertices involved in the cycles and to assign incoming edges to the original vertex and outgoing edges to the duplicated vertex.

We believe that only condensation and vertices duplication are worthy of consideration. Edge and vertex removal breaks the system representation by neglecting some components or some service provider/consumer relationships whereas condensation only affects the granularity of the system abstraction. As a consequence, while the resilience evaluation of the system could be considered incorrect when using edge or vertex removal, it is less refined, more approximated, when condensation is applied.

Concerning the fourth heuristic, duplicating a vertex consists in using two vertices to represent a system component. In this case, all components and relationships are represented. However the behaviour of the duplicated vertices are modified as the link between input data and produced data is broken.

Overestimation of resilience

Given the complexity of contemporary systems, new challenges are joining older ones. Many systems have been designed decades ago so that they are reliable, robust and dependable. But currently more is expected from these systems than just ensuring these properties. With the development of new communication technologies and the need to supervise and control more and more equipment remotely, new vulnerabilities arise and components that were once confined and isolated are now accessible from outside. This new over-connectivity implies that these components are exposed to risks and dangers that had not been considered when systems had been conceived. And because systems are originally a complex arrangement of software, third party components, frameworks, etc, risks induced by this addition of connectivity are, at best, hard to predict. As a consequence, it is more and more likely that systems should deal with unexpected events (faults or attacks), either in terms of frequency or amplitude of impact.

Resilience has been studied for decades and is still investigated but the term resilience is regularly used as a synonym of robustness [START_REF] Zhu | A Dynamic Game-theoretic Approach to Resilient Control System Design for Cascading Failures[END_REF][START_REF] Hayel | Resilient and secure network design for cyber attackinduced cascading link failures in critical infrastructures[END_REF] or fault/intrusion tolerance [START_REF] Da | Reinforcing the resilience of complex networks[END_REF][START_REF] Liu | Resilient Cluster Formation for Sensor Networks[END_REF][START_REF] Sousa | How resilient are distributed f fault/intrusion-tolerant systems?[END_REF]. Even if system properties such as robustness, fault tolerance, security, etc are requirements for resilience [START_REF] Al-Kuwaiti | A comparative analysis of network dependability, fault-tolerance, reliability, security, and survivability[END_REF][START_REF] Avizienis | Basic concepts and taxonomy of dependable and secure computing[END_REF][START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF], these works improve system resilience but without managing it as a whole. In contrast, many articles consider resilience globally. Most of them give a definition of system's resilience and part of them also propose a way to measure resilience. However most proposed metrics restrain their resilience evaluation by measuring the impact of an event on a system [START_REF] Vugrin | A resilience assessment framework for infrastructure and economic systems: Quantitative and qualitative resilience analysis of petrochemical supply chains to a hurricane[END_REF][START_REF] Arghandeh | On the definition of cyber-physical resilience in power systems[END_REF].

On the contrary, the model proposed in this chapter allows the resilience evaluation of a system by analysing relationships between its components. This way, computation of resilience does not depend on particularities of a fault or an attack but on capacities of the system's components to deliver their expected services.

However, this kind of approach can be biased in some cases. A system's resilience is evaluated based on its components capacities and their distribution, that is how components are connected to each other. Due to some inaccuracies in the evaluation model, some distributions can be privileged and their resilience overestimated. Thus comparing evaluation results of overestimated and non overestimated distributions is not accurate and the usefulness of the evaluation model seems reduced.

A resilience assessment model can be biased for some system configurations. These bias can lead to an overestimation of the resilience for these configurations. In our case, the model presents this kind of inaccuracy. Indeed, with an accurate choice of resilience functions, it is possible to evaluate the external consistency of data above what should be acceptable, thus overvaluing resilience. To be more precise, in some cases, it is possible to take a component into account twice while it should not be, thus 
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Double counting problem

Resilience is evaluated through external consistency of data produced by the components of a system. Each component is assigned resilience functions that reflect how a component manipulates the external consistency of input data in order to produce output data. However it is possible to take the same piece of data into account several times whereas it should only be taken into account once. As represented in figure 3.4, even a simple system could overvalue external consistency of data by just duplicating data then merging the duplicates.

All the resilience functions presented in figure 3.4 are valid transformations that match the definition of Θ. The represented system considers only one data dimension, list CA , which corresponds to the confidence one has in the correctness of a list of valid certification authorities. Used notations mean : -etc.

-R c 1 (c 2 ) : list CA → z =⇒ considering dimension list CA , data produced by c 1 to c 2 equals z. -R c 2 (c 3 ) : list CA → c 1 : list CA =⇒ considering dimension list CA , data
However, the external consistency of data from c 4 to c 5 for dimension list CA is z ⊕ z ≥ z.

It means that on this edge, the external consistency for this dimension could be higher than the external consistency of the data produced by the only input of this part of the system: data produced by c 1 . It implies that confidence in the correctness of the list of CA is higher between c 4 and c 5 than between c 1 and c 2 . Thus confidence in the correctness of the list has been improved by aggregating the external consistency of pieces of data but confidence has been increased beyond what was originally produced by c 1 . In this case, this gain of external consistency for dimension list CA should not be allowed because the aggregation of data realised by c 4 is in fact the aggregation of duplicates of the original data produced by c 1 . For this reason, the external consistency value resulting from the aggregation of data by c 4 should be limited by the external consistency of the initial data.

Indeed, in this case an increase of the external consistency of data is not expected between c 1 and c 5 as there is no additional input data between these two components. Thus a constraint is needed to avoid this double counting.

Principle of global loss of external consistency

As a reminder, the definition of the set of valid transformation Θ describes how a component can combine its input data in order to produce output data:

Θ =    τ : (V DATA) (V DATA) ∃!v d ∈ V | dom (τ ) = {M | cond 1 ∧ cond 2 ∧ cond 3 }    with cond 1 : dom (M ) = {v s | (v s , v d ) ∈ E} cond 2 : dom (τ (M )) = {v d } cond 3 : ∀d, d ∈ D | (d ≤ d, d = d) , ((τ (M )) (v d )) (d) ≤ vs∈dom(M ) (M (v s )) (d )
The third condition, cond 3 , expresses that the external consistency of data produced by a component c ∈ C is limited by the aggregation of the external consistency of the input data of this component c.

As the external consistency of data is originally produced by the sources S of the system, it implicitly suggests that wherever data is produced in this system, the external consistency of produced data is also limited by the aggregation of all the data produced by all the sources of the system. The existence of a path between two vertices v 1 and v 2 is noted path (v 1 , v 2 ) and is defined as:

∀v s , v d ∈ V, path (v s , v d ) ⇔ (v s , v d ) ∈ E ∨ (∃v i ∈ V | path (v s , v i ) ∧ path (v i , v d ))
Thus, supposing {S , C } a partition of V , with S containing all the sources of the system (and possibly some other components) and C containing the considered component c, then the external consistency of the aggregation of the input data of c is limited by the external consistency of the aggregation of data of the edges in the cutset of {S , C }. Definition 12. Principle of global loss of external consistency.

∀c ∈ C, ∀d, d ∈ D | (d ≤ d, d = d) , ∀ {S , C } | (C = V \ S , S ⊂ S , c ∈ C ) , ⊕ vs∈V c∈dom R vs R glo (c) (v s ) (d) ≤ ⊕ (vo,v i )∈E vo∈S v i ∈C path(v i ,c) R glo (v i ) (v o ) (d )
Indeed, S can be interpreted as the only source of the system because it contains all the sources of the system. In this case, whatever data is produced by a component of C , its external consistency is limited by input data of this component. But this input data is either supported by an edge of the cut-set of {S , C } or is produced by another component of C . To illustrate the use and the interest of this metric and this model, the same system as presented before will be considered as a use-case, but with additional components and sources. If a client wants to access a file from a distant server, the establishment of a secured connection requires the involvement of more actors and more types of data. In this case, the tls component needs to receive a certificate from the server and to have CA certificates to validate its authenticity but it also needs data to confirm that it has not been prematurely revoked. The client uses a browser plugin that highlights puny-code to make sure that there is no hidden data in data received from the Internet. This more extensive example is described by Figure 3.6. The lattice shown in Figure 3.7 describes all data dimensions that will be considered and how they are organised.

The HTTPS Browser Use-Case Extended

As a system is defined by sys = V, E, L, R , the given graph and lattice define most of the system's elements: S, V , and E are retrieved from Figure 3.6 and L from Figure 3.7. Only R remains to be defined. The resilience function of each source and component is defined separately. Their resilience regarding each of their output data recipient components are also defined separately. Let R v 1 (v 2 ) : dim 1 → x be data produced by v 1 to v 2 equal to x regarding the dim 1 data dimension, and equal to 0 regarding all others.

Sources description:

R f (fs 1 ) : html → 1 R puny (pr) : puny → 1

R CA (fs 1 ) : cert → 1 R CA (brM ) : list CA → 1 R ocsp (fs 2 ) : list revoked → 0.99
Concerning components of the system, the following notations are used: R v 2 (v 3 ) :

dim 1 → v 1 : dim 2 *
y means that the data produced by v 2 for v 3 is, regarding dim 1 data dimension, equal to the external consistency value for dim 2 of the data received from v 1 , multiplied by y. The y factor characterises a loss of external consistency. This loss can be due to an imperfect work of the component on the input data (failure, fault) or because the component is vulnerable to attacks. Following these notations, resilience functions of the system components are given:

Components description:

-R win : ∅, because the resilience of this component is meaningless, only its input data is of interest.

-R fs 1 (pl) : ∀d ∈ D, d → f : d * 0.99, the component fs 2 represents a storage device and just sends data received from f to pl. It is considered that this component has some chances of failing to preserve the external consistency of stored data because of faults, attacks, failures, etc (and the same goes for fs 2 ). This is the meaning of the factor 0.99.

-R fs -R brM (fs 2 ) : list CA → CA : list CA * 0.95. Even if the CA component is idealised in this use case (it does not produce imperfect data), it is not the same consider-ing browser manufacturers that can be considered not entirely trustworthy or not perfectly competent and they can introduced illegitimate or untrustworthy CA into the list of valid CA stored in the client web browser.

-R tls (I ) :

     html sec → pl : html * fs 1 : cert * fs 2 : list CA * fs 2 : list revoked ∀d ≤ html sec → max(tls : html sec , max(∀v, v : d))
The tls component produces secured data (html sec ) from data with lower data dimensions. Because of the constraint in the definition of DATA, the external consistency considering lower dimensions than html sec is at least preserved by the external consistency regarding the html sec dimension.

-R I (pr) :

     ∀d, html sec ≤ d → tls : d ∀d, d ≤ html sec → max(tls : html sec , tls : d * 0.75)
The Internet only affects data dimensions that are not secured. The external consistency of data dimensions html sec and higher is untouched whereas considering lower dimensions, external consistency can be lost.

-R pr (win) : This last component receives data from the Internet and prepares it for the client to see it, with a possible loss of external consistency. Moreover, this component checks and highlights the presence of puny-code.

          
Results: Now that the system has been entirely defined, it is possible to compute end-to-end external consistency of data. Data of interest is data received by the client, in other words, input data of the win component:

R glo (win) = {(pr, {(puny, 1) , (d, x ≈ 0.87) if d = puny})} ∈ V DATA
This result means that whatever data dimension is considered -except puny -the degree of confidence for the input data of the win component to be externally consistent is 0.86. In particular, the external consistency for the html and html puny is 0.86. It does not mean anything by itself but it can be used to compare with another system configuration.

Indeed, if another system configuration is considered, their global resilience values for the component win can be compared. For example, if the tls component is replaced by a fake component that do not produce secured data, the external consistency of the input data of win would be different. The description of the resilience for the fake tls component is :

R tls fake (I ) : ∀d ∈ D, d → max(∀v, v : d)
This component just produces data with the highest external consistency of its input data for every data dimension. As the produced data is not protected by a secured connection, (html sec → 0), the Internet component will affect the external consistency of lower dimensions than html sec . At the end, the external consistency of input data of win is different : R glo (win) = {(pr, {(puny, 1) , (html, x ≈ 0.71) , (html puny , x ≈ 0.71) ,

(d, 0) if d html puny })} ∈ V DATA
It can be noticed that the external consistency values for html and html puny are lower than previously with a secured connection. On top of that, the external consistency value for all other dimensions -except puny -is equal to 0, because the component pl does not produce data from dimensions corresponding to certificates (dimensions lower than cert non-revoked CA-signed ).

Conclusion

A model of resilience, originally presented in [START_REF] Clédel | Towards the Evaluation of End-to-End Resilience Through External Consistency[END_REF], was proposed that can be used to compute the degree of confidence in the external consistency of data as it is operated upon, stored and transformed across a system. This provides a measure of the external consistency of data at any point in the system relative to the data's origin. It is used to determine whether the various non-functional mechanisms in the system are sufficient to ensure that data values are as expected, that is, they ensure a persistence of service delivery that can be justifiably be trusted, when facing changes [START_REF] Laprie | From dependability to resilience[END_REF].

Rather than using a behaviour-based model of external consistency [START_REF] Foley | A nonfunctional approach to system integrity[END_REF], we model how individual components and resilience mechanisms influence our degree of confidence in the external consistency of the data that they process. Intuitively, this is not unlike a max-flow style problem, measuring the 'flow' of external consistency across a graph of constraining nodes (although it is quite different in formulation). The advan-tage of the proposed approach is that node resilience definition (resilience function R) is relatively straightforward, in terms of the degree of confidence in the external consistency of its outputs relative to its inputs. Node resilience could be subjective, for example based on component developer reputation or a threat assessment; it could be based on past vulnerability reports for the components, or a symbolic data-flow analysis could be used to identify reliable data-paths in the component software indicating a preservation of external consistency.

The proposed model provides a static snapshot of resilience in terms of the confidence in the external consistency of data. Investigating the temporal aspects of resilience is a topic for future research, for example, how one's confidence in the proper operation of a software component may change over time [START_REF] Morrison | Challenges with Applying Vulnerability Prediction Models[END_REF]. Such changes can be managed conventionally in terms of threats, whereby the current degree of confidence is calculated according to the outcome of ongoing audit tests on the efficacy of the existing components [START_REF] Simon | Security Risk Management Using Internal Controls[END_REF]. Alternatively, techniques, such as [START_REF] Bourget | Probabilistic Event Graph to Model Safety and Security for Diagnosis Purposes[END_REF][START_REF] Piètre | Attack and Defense Modeling with BDMP[END_REF], that consider how the probability of failure of individual components impact the overall probability of failure of the system could be used in modelling how the degree of confidence in external consistency can change over time.

In addition, the resilience evaluation model had some flaws such as the double counting problem that has been described and for which a solution has been proposed. Indeed, in some cases, it was possible to take the external consistency of a data into account twice while it should not be. This problem, called the "double counting problem", is due to data incoming from different edges could have a single origin in fact. A solution that partially solves this issue was proposed with the "principle of global loss of external consistency". This principle stipulates that the external consistency of some data can not be higher than the sum of the external consistency of all data produced by all involved sources in the system. The impact of this flaw will be illustrated with the same industrial use-case in the next chapter.

A preliminary evaluation of the potential of the model has been conducted by the encoding of the https use-case (Section 3.5). With this encoding it is possible to effectively compute how the various security components contribute to the overall end-toend resilience of the browser. In particular, it allows one to determine how confident we can be in the external consistency of the rendered page relative to the original server page, on the basis of the security configuration of the browser. How this might be incorporated into the browser run-time in practice is a topic for future research.
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Chapter 4 Use Case and Implementation

This chapter is composed of two distinct but related sections. The first section gives the essential elements of an implementation of the model in F#. The purpose of this implementation is to work as a proof of concept. The idea is to determine which elements are the most complex to be implemented and how time-consuming and costly it is to evaluate the resilience using this model.

The second section describes a use-case representative of a typical industrial system with several sensors, PLC (Programmable Logical Controller) and actuators. This use-case consists in the OT (Operational Technology) part of a testbed described in [START_REF] Simon | Science Hackathons for Cyberphysical System Security Research: Putting CPS Testbed Platforms to Good Use[END_REF] that reproduces, at a small scale, modern industrial control systems. A first part of this section is a brief description of this use-case, followed by a proposition of representation using our resilience evaluation model. From this representation, several configurations of this use-case are derived. A resilience evaluation is performed for each configuration and their results are compared with each other.

Algorithm and complexity

An implementation of the model has been made. This implementation allows the production of a lattice L = (D, ≥, ≤) of data dimensions and of a DAG G = (E, V ), with V the set of sources and components of the system and E the set of connections amongst them. Once a resilience function R v ∈ (C Θ) is assigned to each vertex v ∈ V , the external consistency of input edges can be evaluated for each vertex. The first step of this implementation was to build data structures needed, id est a lattice of data dimensions and a graph of components, for the final algorithm that computes the external consistency values of a given edge and for all data dimensions.

The F# (F Sharp) programming language has been chosen for this implementation. F# is a functional, imperative and object oriented language derived from caml and is highly compatible with it. This choice is motivated by the need to easily express functions. Indeed, most of the elements of our resilience evaluation model can be interpreted as a function: data (m ∈ DATA) is a mapping from data dimensions to [0, 1], transformation functions (τ ∈ Θ) are partial mappings from a set of data to another set of data, and resilience functions assigned to components (R v for a component v) are mapping from components to transformation functions. Moreover, the object oriented paradigm of this language allowed to conceive data structures such as lattices and graphs in a simple way, as described in the following sections.

Lattice Implementation

The purpose of the implementation of a lattice is to represent a partial ordered set of data dimensions. It was agreed that data dimensions can be of any type, so as not to restrict their use. For example, they can be strings such as cert and html, or integers, etc. As a consequence, a generic type implements them: type dataDimension < 'T> = Top | Bot | Dimension of ' T Data dimensions are not used as such in the lattice implementation. A lattice element is created for each data dimension. This data element contains the data dimension, the list of lattice elements corresponding to dimensions that are just above the current one, the list of lattice elements corresponding to dimensions that are just below the current one, and a unique bitmap. Bitmaps and their use are described further in this section. type L a t t i c e E l e m e n t < 'T> = { i d : ' T ; mutable nextLEQ : L a t t i c e E l e m e n t < 'T> l i s t ; mutable nextGEQ : L a t t i c e E l e m e n t < 'T> l i s t ; mutable bitmap : BitMapModule . BitMap } With lattice elements defined, a lattice can be implemented as a dictionary that associates data dimensions with lattice elements. It can be noticed in the type signature of the lattice that this implementation only needs data dimensions to be compared with an equality test. The following methods are available: type L a t t i c e < 'T when ' T : e q u a l i t y > ( ) = i n h e r i t D i c t i o n a r y <dataDimension < 'T> , L a t t i c e E l e m e n t <dataDimension < 'T >>> ( ) / / / Return t r u e i f t h e c u r r e n t L a t t i c e c o n t a i n s a l l t h e element o f " l i s t " member p r i v a t e t h i s . c o n t a i n s A l l l i s t = . . . / / / Create a l i s t c o n t a i n i n g a l l t h e L a t t i c e E l e m e n t s c o r r e s p o n d i n g t o t h e elements o f " l i s t " member p r i v a t e t h i s . g e t A l l l i s t = . . . / / / Set t h e L a t t i c e E l e m e n t c o r r e s p o n d i n g t o " key " as a h i g h e r element than t h e L a t t i c e E l e m e n t c o r r e s p o n d i n g t o " lowerKey " member p r i v a t e t h i s . setGEQ key lowerKey = . . . / / / Set t h e L a t t i c e E l e m e n t c o r r e s p o n d i n g t o " key " as a l o w e r element than t h e L a t t i c e E l e m e n t c o r r e s p o n d i n g t o " higherKey " member p r i v a t e t h i s . setLEQ key higherKey = . . . / / / Return t r u e i f " dimension1 " i s a l o w e r dimension o r an equal dimension t o " dimension2 " member t h i s . isLEQ dimension1 dimension2 = . . . / / / Return t r u e i f " dimension1 " i s a h i g h e r dimension o r an equal dimesion t o " dimension2 " member t h i s . isGEQ dimension1 dimension2 = . . . / / / Add t o t h e c u r r e n t l a t t i c e a new dimension " key " t h a t i s h i g h e r than a l l t h e elements o f " l o w e r K e y s L i s t " and l o w e r than a l l t h e elements o f " h i g h e r K e y s L i s t " member t h i s . add key l o w e r K e y s L i s t h i g h e r K e y s L i s t = . . . / / / Add t o t h e c u r r e n t l a t t i c e a new dimension " key " t h a t i s h i g h e r than Bot and l o w e r than a l l t h e elements o f " h i g h e r K e y s L i s t " member t h i s . addGEQ key l o w e r K e y s L i s t = . . . / / / Add t o t h e c u r r e n t l a t t i c e a new dimension " key " t h a t i s h i g h e r than a l l t h e elements o f " l o w e r K e y s L i s t " and l o w e r than Top member t h i s . addLEQ key h i g h e r K e y s L i s t = . . . / / / Create a l i s t c o n t a i n i n g a l l dimensions , except Bot and Top , such t h a t " p r e d i c a t e " i s t r u e member t h i s . a l l O c c u r r e n c e s p r e d i c a t e = . . . / / / Create a l i s t c o n t a i n i n g a l l dimensions h i g h e r o r equal t o " key " , except Bot and Top member t h i s . allGEQ_Dimensions key = . . . / / / Create a l i s t c o n t a i n i n g a l l dimensions l o w e r o r equal t o " key " , except Bot and Top member t h i s . allLEQ_Dimensions key = . . . / / / Create an empty L a t t i c e f o r t h e t y p e ' T , c o n t a i n i n g o n l y Bot and Top l e t createEmpty < 'T when ' T : e q u a l i t y > = . . . To generate a lattice, first an empty lattice must be created with createEmpty, then data dimensions are added one by one. When adding a dimension, lower and higher dimensions can be specified if they have already been added. This is done with this .

add key lowerKeysList higherKeysList. It is not necessary to specify all higher (resp. lower) dimensions as dimensions that are higher (resp. lower) to those specified are considered by default by this method and the lattice is modified accordingly.

The main use of the lattice is to quickly compare data dimensions with each other. This is done with bitmaps that are associated with lattice elements. A bitmap is a list of bits. Each bit position corresponds to an entity. In our case, each lattice element owns a unique bit position that identifies this element. The bit value is 1 at this position. Moreover, the bitmap associated with a dimension has a 1 for all bitmaps unique position of lower dimensions as represented in / / / Create a BitMap o f " l i s t S i z e " b y t e s , a l l t h e b y t e s c o n t a i n i n g t h e v a l u e " f i l l V a l u e " l e t rec c r e a t e F i l l e d f i l l V a l u e l i s t S i z e = . . . / / / Create a BitMap o f " l i s t S i z e " b y t e s a l l f i l l e d w i t h 0 except one b y t e c o n t a i n t i n g 1 b i t a t t h e p o s i t i o n " b i t I n d e x " l e t rec c r e a t e S i n g l e B i t b i t I n d e x l i s t S i z e = . . . / / / Create a BitMap c o n t a i n i n g a l l t h e 1-b i t s o f " bitMap1 " and " bitMap2 " l e t rec merge ( bitMap1 : BitMap ) ( bitMap2 : BitMap ) = . . . / / / Create a BitMap c o n t a i n i n g a l l t h e 1-b i t s o f a l l t h e BitMaps c o n t a i n e d i n " l i s t " l e t rec mergeAll ( l i s t : BitMap l i s t ) = . . . / / / Return t r u e i f " bitMap1 " i s l o w e r o r equal t o " bitMap2 " t h a t i s t o say t h a t " bitMap2 " c o n t a i n s a t l e a s t t h e same 1-b i t s than " bitMap1 " l e t rec isLEQ ( bitMap1 : BitMap ) ( bitMap2 : BitMap ) = . . . / / / Return t r u e i f " bitMap1 " and " bitMap2 " c o n t a i n t h e same 1-b i t s l e t rec equals ( bitMap1 : BitMap ) ( bitMap2 : BitMap ) = . . . Thus, every time a lattice element is generated and added to the lattice, a new bitmap with a unique bit position is created. Then a 1-value bit is added at this position for all bitmaps associated with higher dimensions.

Graph Implementation

Bitmaps and lattices are used to describe data dimensions and thus they represent services that can be produced or consumed by components of a system. Components are implemented with nodes that contain a string identifier, which the name of the component, a list of input nodes, a list of output nodes and a content that will be the resilience function of the component.

In this implementation, a graph is a dictionary that associates the name of a component with the corresponding node. This way, a node can be accessed through its name via the dictionary or through input and output nodes. type Component = s t r i n g [ < R e f e r e n c e E q u a l i t y A t t r i b u t e > ] type Node < 'T> = { i d : Component ; mutable inNodes : Node < 'T> l i s t ; mutable outNodes : Node < 'T> l i s t ; mutable c o n t e n t : ' T } member t h i s . sources = . . . override t h i s . T o S t r i n g ( ) = type Graph < 'T> ( ) = i n h e r i t D i c t i o n a r y <Component , Node < 'T>> ( ) / / / Add t o t h e c u r r e n t graph a node named " name " , c o n t a i n i n g " c o n t e n t " and w i t h p a r e n t s " i n L i s t " and sons " o u t L i s t " member t h i s . addNode name c o n t e n t i n L i s t o u t L i s t = . . . / / / Create an empty Graph f o r t h e t y p e ' T ( a Graph w i t h 0 node ) l e t createEmpty < 'T> = . . . A graph is created empty, then each component is added one by one, specifying its neighbourhood that has already been added to the graph.

Data and Resilience Functions Implementations

Resilience functions must be assigned to components of the system. This is done by modifying the content field of a node. In this implementation, resilience functions are defined as functions that assign output data to input data: type InputData < 'T , 'S when ' T : e q u a l i t y > = Data < 'T , ' S> l i s t type OutputData < 'T , 'S when ' T : e q u a l i t y > = ( GraphModule . Component * Data < 'T , ' S>) l i s t type R e s i l i e n c e < 'T , 'S when ' T : e q u a l i t y > = InputData < 'T , ' S> -> OutputData < 'T , ' S> Input and output data are simply lists of data. In the case of output data, each data is associated with the name of the component the data is intended to.

/ / / Represent data t h a t f l o w across t h e system type Data < 'T , 'S when ' T : e q u a l i t y > = { sender : GraphModule . Component ; mutable data : ( dataDimension < 'T> * 'S ) l i s t } with s t a t i c member N u l l D a t a = { sender = " " ; data = [ ] } / / / Return t h e e x t e r n a l c o n s i s t e n c y v a l u e f o r t h e data dimension " dim " member t h i s . g e t dim = . . . / / / Return t h e e x t e r n a l c o n s i s t e n c y v a l u e f o r t h e dataDimension " dim " member t h i s . g e t dim = . . . / / / Return t r u e i f a v a l u e has a l r e a d y been assigned t o t h e data dimension " dim " i n t h i s Data member t h i s . c o n t a i n dim = . . . / / / Return t r u e i f a v a l u e has a l r e a d y been assigned t o t h e dataDimension " dim " i n t h i s Data member t h i s . c o n t a i n dim = . . . / / / Add t h e t u p l e " v a l u e " , which a s s i g n s a v a l u e t o a dataDimension , t o t h i s Data , i f no v a l u e has a l r e a d y been assigned f o r t h i s dataDimension member t h i s . add ( v a l u e : dataDimension < 'T> * _ ) = . . . / / / Add t h e t u p l e " v a l u e " , which a s s i g n s a v a l u e t o a data dimension , t o t h i s Data , i f no v a l u e has a l r e a d y been assigned f o r t h i s data dimension member t h i s . add v a l u e = . . . override t h i s . T o S t r i n g ( ) = . . . Data are characterised by the component that produced it and a list of data dimensions with an assigned value of external consistency. The type of the external consistency is generic so that float or double can be used as well. Many methods are given in order to access external consistency values for a given data dimension. Now that data has been implemented, resilience functions for components of the system can be built. For example, the following function resilience_fs1 could be assigned to the component fs 1 according to Figure 3.1. Note that the function findData allows to retrieve amongst all input data the input data sent by a given component: l e t p r i v a t e f i n d D a t a i n p u t sender = l e t rec findComponent l = match l with | head : : t a i l -> i f head . sender = sender then head e l s e findComponent t a i l | [ ] -> { sender = sender ; data = [ ] } findComponent i n p u t l e t f u n _ f s 1 i n p u t = l e t rec g e t sender dim = match ( ( f i n d D a t a i n p u t sender ) . g e t dim ) with | head : : _ -> head | [ ] -> 0 . 0 [ ( " p l " , ( " f s 1 " , [ ( " h t m l " , g e t " f " " h t m l " * 0 . 9 9 ) ] ) ) ; ( " t l s " , ( " f s 1 " , [ ( " html , 0 . 0 ) ; ( " c e r t " , g e t "CA" " c e r t " * 0 . 9 9 ) ] ) ) ]

This function fun_fs1 describes that the component fs 

Resilience Evaluation Algorithm

The following algorithm corresponds to the metric evaluate_R glo and thus can be used to compute the external consistency of data for an edge is given: Algorithm 1 evaluate_R glo (sender, recipient) evaluate_R glo (sender, recipient) computes all data produced by sender and returns the piece of data that is intended to recipient. As data produced by sender is calculated from data of all incoming edges of sender, this algorithm computes recursively data produced by all previous vertices of sender (all vertices that have a path to sender).

As pieces of data for all outgoing edges of sender are calculated at once, they form a list that is stored in the dictionary computed (line 12). This way, if evaluate_R glo is recursively called several times with the same vertex as sender, the output data of this vertex has already been computed for all outgoing edges and can be found in computed (line 1 and 14 of mainLoop). As a consequence, evaluate_R glo can recursively be called only once per edge, thus limiting the algorithm complexity. Moreover, assuming that vertices have ordered identifiers (such as integers or strings), the use of a sorted dictionary, in place of a basic dictionary, reduces the complexity to retrieve already computed output data:

O (log |V |) in place of O (|V |).
However, adding an element to a sorted dictionary is also in O (log |V |) in place of O (1) for a basic dictionary. The complexity of the computation of R sender (c) (input) only depends on the indegree of sender as it consists in a combination of data from incoming edges of sender. As this computation is done for all outgoing edges, the complexity of this for all loop (line 9) also depends on the out-degree of sender. Thus we obtain that the complexity of this loop is quadratic on the degree of sender. When generalised to the set of vertices, this loop is quadratic on the maximum degree (regardless of in-degree or out-degree), noted ∆.

Use-case : FischerTechnik platform

A use-case representative of a typical industrial system is presented here. This use-case is originally without any resilient mechanism. This section proposes different configurations that are expected to improve the resilience of the system. Then the resilience of these configurations will be evaluated and compared.

Brief description of the platform

We consider a Fischertechnik platform as a use-case. This is a production line with conveyor belts, DC motors, a pneumatic press, a drill, a mill, a robotic arm which manipulates the processed parts and assorted mechanical sensors (switches) and optical sensors (photo transistors). Parts to be processed move from one machining tool to the next, using conveyor belts, pistons and motors. The processed parts are plastic cylinders that are moved by the robotic arm from the end of the line to the beginning so that the process runs continuously, as required, without human intervention.

In order to apply the model [START_REF] Clédel | Towards the Evaluation of End-to-End Resilience Through External Consistency[END_REF], this platform is depicted as a graph of components, as illustrated in Figure 4.3, with three PLCs, nineteen sensors (six phototransistors and thirteen switches) and nineteen motors (including three cylinders, a compressor, a press machine, a mill machine and a drill machine). Two vertices correspond to a magazine where parts to be processed are stored, initially and at the end of the process. This magazine is equipped with an optical color sensor that measures the color of plastic pieces from the quantity of reflected light. The last vertex represents a final client. pieces with a correct color must be processed. We consider that color of pieces is not affected by the other operations of the production line. -dimension "placed" means that the piece to be processed is correctly positioned, whatever step of the process is considered -dimension "pressed" means that the piece has been correctly pressed by the pressing machine -dimension "milled" means that the piece has been correctly milled by the milling machine -dimension "drilled" means that the piece has been correctly drilled by the drilling machine -dimension "color" means that the piece has a correct color.

-R defines the set of all resilience functions of sources and components of the system. For the sake of simplicity, we associate the same kind of functions with all components, as detailed in appendix B. These functions are sigmoids with different parameters and they represent the fact that components are less and less reliable and/or efficient over time. Moreover, probabilistic sum and product are used as aggregation operators. 

Model application to diverse configurations

Using our resilience evaluation model, resilience values can be computed for every edge of the system. However our interest lies in values received by the final user C and particularly in the external consistency of data for the highest dimensions color and drilled as we consider that these two dimensions correspond to the expected properties of the finished product.

However, these resilience values are meaningful only if they are compared with other values. For example, external consistency values for dimensions color and drilled can be compared each other to determine which property is the more likely to be possessed by the finished product.

Nevertheless we are more interested in comparing these values with corresponding values of diverse configurations of this system: our goal is to suggest several improvements of the current configuration of the system and to determine which one is the more likely to improve resilience values for our dimensions of interest. For that purpose, four different configurations of this industrial system have been compared.

The first configuration is the original FischerTechnik platform as previously described.

A second configuration consists in duplicating all phototransistors. Thus, for all Ph i ∈ V , another vertex Ph i is added to V , with the same resilience function as Ph i and connected to the same vertices as Ph i . On the other hand, components that previously received input from Ph i , now receive data from both phototransistors and aggregate data from these two phototransistors using a probabilistic sum. For example, the resilience function of Plc 1 addressed to Mt 2 was previously: A third configuration consists in replacing all the phototransistors with an upgraded version that is expected to work better and for a longer time. This upgrade is represented by using a different sigmoid, with better parameters, in the resilience functions of the phototransistors: The fourth configuration consists in combining the second and the third configurations, thus in duplicating upgraded phototransistors.

R
f (t) =

Results

The service expected from this system is to produce well-processed parts, in other words parts that have been correctly drilled, which implies that parts are also correctly milled and pressed. This delivery of service is evaluated by computing the external consistency value for dimension drilled and for incoming edges of Me which represents the final client. Results of this computation for all four system's configurations are given in figures 4.5 and 4.6.

As expected, figure 4.5 shows that the original configuration is the least resilient and the combination of upgraded and redundant phototransistors (configuration four) is the most resilient. However, even if figure 4.6 highlights that the gain of resilience brought by upgraded phototransistors (third configuration) is better than the gain brought by redundancy (second configuration), these gains of resilience are also subjective and do not allow to determine by how much one gain of resilience is better than another.

Besides, the external consistency of data for dimension "Color" has been measured for two edges:

-on (Ms, Cy 5 ), that is to say after the color of the plastic piece has been measured in the start magazine.

-on (Me, C), in other words before the plastic piece is sent to the client.

These measures are given in figure4.7. We notice that the external consistency for dimension "Color" is higher on (Me, C) than on (Ms, Cy 5 ). It means that we are less confident that the color of the plastic piece is correct just after it has been measured than at the end of the process, when the plastic piece is delivered to a client. This inappropriate increase of external consistency illustrates the usefulness of principle of global loss of external consistency. By choosing S = S and C = V \ S , it would have been determined that the external consistency on (Me, C) is incorrect and that it should not be higher than the external consistency on (Ms, Cy 5 ).

A correct remedy to this overestimation could be to replace the resilience function associated with Me so that Me does not aggregate external consistency of data anymore. For example, the following resilience function should be associated with Me: 

Conclusion

The industrial use-case presented in this chapter, in other words the FischerTechnik production line, has been used to illustrate the usefulness of our resilience evaluation model. This use-case is composed of around 40 components and 5 data dimensions have been considered. Several configurations of this industrial system have been described. These configurations correspond to potential improvements of the original configuration.

The resilience of each configuration has been determined using an implementation whose main parts, such as the way data and resilience functions are represented, have been detailed and explained. Moreover, the complexity of the algorithm that recursively computes the resilience of a system, has been analysed. To resume, it has been possible, with this implementation, to compare the resilience of each configuration of our industrial use-case and thus to assess which improvement is the more likely to improve resilience.

Chapter 5

Usability Improvements

In this chapter are described two mechanisms that exploit or extend our resilience evaluation model and its implementation. The purpose of these mechanisms is to propose additional features that either improve the usability of the model, or that makes the model even more interesting to use. Indeed, the first section of this chapter reveals how symbolic calculation can be applied to our model and how it has been implemented. Moreover, the industrial use-case given in the previous chapter has also been re-implemented to justify the usefulness of symbolic calculation.

The second section of this chapter proposes a new way to build resilience functions that are associated with components in our model. As it could be difficult to describe the resilience function of a component just as a function, the idea is to describe a resilience function by two matrices. This way, we hope to make the use of our model easier and more comfortable by making it possible to instantiate all the necessary elements in a more intuitive way.

Use of symbolic computation

With the current implementation of lattice graph and resilience functions, external consistency values that flow across edges are lists of float or double values associated with data dimensions and the name of the component that produced the data: type Data < 'T , 'S when ' T : e q u a l i t y > = { sender : GraphModule . Component ; mutable data : ( dataDimension < 'T> * 'S ) l i s t } type InputData < 'T , 'S when ' T : e q u a l i t y > = Data < 'T , ' S> l i s t

Two issues with the use of float and double can be noticed:

-some inaccuracies can occur every time the resilience function of a component is applied to input external consistency values. These inaccuracies are due to types and computation limitations. Indeed float and double have precision and range limitations. Moreover computing systems can also have different precision and range limitations and compiler optimisations can also have an impact on these limitations.

-input external consistency values are the result of all previous computation of resilience functions of previous components of the graph. As a consequence, the involvements of all components are melted together and it is impossible to determine the role that played one of them in the final result of external consistency.

Both issues, but mainly the second one, enjoined us to symbolic calculation in place of numeric calculation. Numerical computation uses approximate floating point numbers, while symbolic computation emphasises exact computation with expressions containing variables that have no given value and are manipulated as symbols.

Implementation details.

As our implementation of graph, nodes and data are using generic types, introducing symbolic calculation only requires another way to represent external consistency values. In place of assigning float or double values to data dimensions, symbolic expressions would be manipulated.

The first step implementing symbolic calculation is to define what are expressions. In our case, expressions can be numerical constants such as a float 0.5f, variables such as X or Y, or operations of expressions. As the purpose of this implementation was a proof of concept, implemented operations are not exhaustive and only some unary and binary operations are defined: Evaluation. Another strength of symbolic calculation is that it includes numerical calculation. Defined as they are, all symbolic expressions depend on variables or constants. Thus, if values are given to all variables, it is possible to evaluate a symbolic expression for these values. The implemented function Evaluate allows to evaluate an expression expr for a given list of values associated with variable names: l e t rec E v a l u a t e ( expr : Expression ) ( l v a l : ( s t r i n g * f l o a t ) l i s t ) = . . .

Parsing and string expressions

The last part of this implementation of symbolic calculation consists in making symbolic expressions easier to be manipulated. For example, the function In a very similar way to the previous implementation, the resilience functions of all components have been redefined using symbolic expressions.

Once all resilience functions defined, the external consistency has been evaluated and results are equivalent to those got with numerical calculation. The edge (Me, C) and the data dimension drilled are regarded as they correspond to the final client and the expected service respectively. Results shown in Figure 5.1 are the same as those for the original configuration in Nonetheless, more can be done with this implementation than just confirming numerical application. Our main intention when implementing symbolic calculation was to get the ability to observe the role that plays one component in the overall resilience of the system. As a reminder, resilience functions associated to the components of the 91 FischerTechnik platform are time-dependant, as it can be noticed in Appendix B. This results in the fact that computed external consistency values are also time-dependant.

For that purpose and as an example of what can be performed, the resilience function of one of the source of the system, the switch Sw 2 , has been replaced by a variable X so that computed external consistency now requires two parameters: the time t and X. Then external consistency was computed in the same way as previously on the edge (Me, C). Results of this computation are shown by Figure 5 The green surface is the Sw 2 -dependant external consistency on the edge (Me, C). It can be noticed that the green surface merges with the violet one when x is maximum but quickly decreases with x and is near 0 when x ≈ 0.3. It means that the external consistency of data produced by Sw 2 is around 0.3, the external consistency of data for dimension drilled on (Me, C) is close to 0, so this service is not likely to be delivered. In a nutshell, the system is not resilient to the loss of the component Sw 2 but moreover the service delivery corresponding to the dimension drilled greatly depends on the resilience of this component.

Conclusion

The use of symbolic calculation allows us to perform deeper analysis of the resilience of a system. More than computing a value for the system resilience, it allows to figure the involvement of each component in the overall resilience of the system. This way it could be possible to compare the involvement of every component in order to determine which ones are the most important. This way, efforts on improving the resilience of the system can be focused on the most critical components.

Nonetheless, replacing the resilience function of a component with a variable allows us to observe the contribution of this component to the overall resilience of the system, but it takes the contribution of all previous components into account at the same time. It is for this reason that it is easy to replace the resilience functions of sources of a system. However, it is not so trivial to do the same for the other components (that are not sources) if we do not want to include the contribution of all previous components. A solution could be to replace the resilience function of a component by another one which uses a variable to represent the work of this component but which also subtracts the sum of all inputs of the component to this variable.

Besides, the use of a more sophisticated symbolic calculation motor would be needed to go further. Several limitations have been encountered with the implemented one:

-expressions were going bigger and bigger after each edge computation so that the expression of external consistency illustrated in Figure 5.1 is composed of more than five hundred symbolic tokens. The main reason for this expression size is the use of the min function for which there is no simplification rule. More elaborated simplification rules or another way to represent symbolic expressions is required to use symbolic calculation on larger graphs.

-the range of functions that can be used as resilience functions is very broad and includes functions that may not be continuous or derivable. Unfortunately, these properties could be needed, or at least useful, to perform deeper or more sophisticated analysis of the resilience of a system.

Easing the definition of resilience functions

In this section, a new way to express resilience functions is presented. Resilience functions are functions associated with components of a system and that represent a component behaviour in the resilience evaluation model. The idea is to use a couple of matrices to represent the resilience function of a component. So a first step consists in defining appropriate matrix operators that would fit with fuzzy logic.

Matrix operators using t-conorms

Several operators on matrix are defined here. They are similar to classical matrix operators but are applied to fuzzy logic and uses t-norms and t-conorms so that values are in the range . Then the non-null intersection-product of A and B is defined as:

A ⊗ B = (c i,j ) 1≤i≤m 1≤j≤p | ∀i, j, c i,j = n k=1 b k,j =0 a i,k ⊗ b k,j

Representation of a partial ordered set of data dimensions with matrices

As a reminder, services are represented by a mapping of data dimensions to the degree of confidence in the external consistency of the data. Be D 

= {d 1 , d 2 , . . . , d δ } a drilled milled pressed color placed ⊥ L = G (L) =         1 

Resilience functions using matrices

Originally in the model, resilience functions are associated with components. These functions express how a component can aggregate the external consistency of input data and produce output data from this aggregation. For that reason, a resilience function will be replaced by two matrices here.

But some dimensions and matrices have to be defined before describing the resilience function of a component. Considering a component v:

i is the number of inputs of v, i. , then: Two components of the FischerTechnik use-case, Plc 1 and Mt 14 are considered. Matrices that follow are defined according resilience functions given in Appendix B. The component Plc 1 is a PLC that receives data about the position of the piece to be processed from several sensors and sends orders to motors as a result So this component distributes many inputs to many outputs, as shown in Figure 5.4.

M ∪ =      m 1 . . .
R Plc 1 : M ∪ =                 
0 0 1 0 0 0 0 0 1 0 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 0 1 1 1 0 0 0 1 0 0 1 0 0 0 0 0 0 0 0 1 

                

Computing the external consistency of data

The output matrix is determined as follows. Firstly, the aggregation matrix, resulting from the the aggregation of inputs, is determined: of a component to combine the external consistency of some data dimensions to produce external consistency for other ones, in other words, this matrix describes for each dimension which ones are used by the component to compute its associated external consistency, and in which proportion.

Agg = M ∪ ⊕ I =      agg 1 . . .

Chapter 6

Conclusion and perspectives

Resilience is a system property that has already been studied for fifty years. This property was originally defined in ecology and psychology but it soon became of interest to many other domains of research such as economics, anthropology and later engineering. Since these beginnings, many definitions, models and metrics have been defined. However, most of them derived from risk analysis. As a consequence, their share some characteristics and weaknesses. Amongst them is the need to identify the set of events that the system may have to deal with. This constraint implies that the use of such models requires an extensive knowledge about undesired event. We have shown with the Fukushima Daiichi Nuclear accident that inaccuracies and errors in this knowledge could lead to unexpected and catastrophic losses and damages. On top of that, in the context of cyber-crime, terrorism and cyber-warfare, potential harmful events are more and more likely to occur, but they are also more and more unpredictable and diverse. For that reason, they are harder and harder to identify and anticipate so that models based on risk analysis are not well suited to handle them.

After a comparison of many common definitions and metrics of resilience in Chapter 2, a new model to evaluate the resilience of systems have to described in Chapter 3. In contrast to other models, this one needs an extensive knowledge about components of the system rather than knowledge about potential external events. In this model, a system is represented as a directed graph of components whose edges are provider/consumer relationships. Components produce values that correspond to the likelihood that they correctly provide services they are expected to provide. However these values are not necessarily independent of each other so that constraints on possible values have been defined. Both these constraints and functions that described components behaviour, called resilience functions, use fuzzy logic, t-norms and t-conorms in particular. A bias in the model has also been identified and resolved with an additional constraints on values. The model, as well as the bias and its resolution, have been illustrated with a simple use-case representing the retrieval of a web page from a remote server.

An implementation of this model has been realised and its most important parts have been described and discussed. An algorithm, that allows the computation of the resilience of a system according to our model, has been given as well as its complexity. Then a more sophisticated use-case, that represents a typical industrial system, has been developed and the resiliences of several configurations have been computed and compared using the implementation. This illustrated the way this model can be used to compare the resilience of different systems according the services they are expected to provide or a way to choose amongst a list of system modifications the one that is the more likely to improve resilience of a system.

In Chapter 5, two ways to improve the usability of the model have been proposed. The first one consists in using symbolic calculations so that the computed resilience of a system is not a value in the range [0, 1] anymore but a symbolic expression. This allows a more refined analysis of the resilience as contributions of parts or components of the system in the overall resilience of the system can be identified. For this purpose, symbolic calculation has been implemented and this implementation has been described and discussed. Moreover, the same industrial use-case as previously has been used with the symbolic calculation implementation and results have been compared with the previous ones. The second improvements allows an easier representation and definitions of components in the model. The idea is to represent the resilience functions of components with a pair of matrices in place of a complex function. This implies some changes in the way resilience is computed and these changes have been described and justified.

Perspectives

As a conclusion to the work presented in this paper, we present several perspectives for future research and development directions.

A first one would be to go further in the use of symbolic calculation. By adding more simplification rules and implementing a way to introduce more variables into symbolic expressions and methods to compare symbolic expressions, it should be possible to perform more sophisticated analysis of the resilience of a system. For example, this is used to systematically find which part or which component is the more contributing to the resilience of a system or which ones are the more critical. It would be of great assistance to determine where efforts have to be put to improve the resilience of a system.

The existence of cycles in graphs that represent systems is an issue to recursively compute the resilience of systems with our model. Currently, this is handled by duplicated components and sharing incoming and outgoing edges between the original and the duplicated components so that cycles disappear. However this approach breaks the link between input and output values for these components. A perspective could be the use of directed hypergraph in place of directed graph. A hypergraph is a generalisation of a graph in which edges can connect any number of vertices. The idea is to use them in order to separate the propagation of values based on services they depend. This way, cycles are an issue only for the recursive computation of some values and not for the others. Even if it would not solve issues with cycles, it would reduce the problem of cycles to more local versions of these problems and involving fewer values.

The search for resilience is not antithetical to the search for safety and dependability. On the contrary, these properties complement each other. As previously said, safety and dependability focus on the notion of risk whereas our approach about resilience is centred on components capacities and their relationships. However we believe that our model can also considerate this notion of risk. This way, it would be possible to represent failures and attacks and to fill the gap between resilience, safety and dependability. While some models propose to determine the set of all undesired events that could impact a system, the idea would be to determine the set of all possible undesired changes on the system. According to our model, the only way to represent these changes is a modification of the resilience functions of components of a system. Indeed, a node or an edge removal is not pertinent to describe events because node and edges are expected relationships between components. These expectations are not supposed to change in case of attacks or failures while this is the case considering components behaviours or their capacity to meet these expectations.

A last perspective would consist in creating a set of resilience patterns. It would be logical that similar industrial components have similar resilience functions. Thus, as it should be possible to use a classification of components to build a similar classification of resilience functions. It would be done by identifying the common characteristics of the resilience functions of components of a type. This could lead to some sort of standardisation of resilience functions and could lead to the use of standard components and systems as resilience references to build and design new systems. La protection de ces infrastructures reste tout de même indispensable et a longtemps été accomplie uniquement en respect des paradigmes que sont la sûreté et la sûreté de fonctionnement. Cependant, ces approches nécessitent une connaissance détaillée des événements redoutés qui peuvent affecter les systèmes. Or plusieurs événements tels que l'accident de la centrale nucléaire de Fukushima ou des cyber-attaques comme StuxNet et BlackEnergy ont mis en avant plusieurs faiblesses de ces paradigmes.

Des recherches sont donc menées sur la résilience des systèmes afin de parer à ces faiblesses. Les travaux présentés dans cette thèse proposent un nouveau modèle permettant d'évaluer la résilience d'un système en n'ayant à détailler que les composants qui le composent ainsi que leurs interactions alors que les précédents modèles d'évaluation se concentraient sur la description des menaces et de leurs impacts sur le système.

Title: Cyber-resilience of critical infrastructures

Keywords: Resilience, Fuzzy logic, Metrics/Measurement Abstract: The property of resilience began to be studied in the fields of ecology and psychology before becoming of interest to researchers in economics, anthropology, civil infrastructure and more recently in computer science and information technology. Resilience is originally concerned with the survival and adaptation of a population to changes, but the case of infrastructures is different as survival may not be considered as an end goal but rather as a mean to another end: providing goods or services.

Nevertheless, the protection of such infrastructures remains necessary and has long been accomplished in accordance with the paradigms of safety and dependability. How-ever, these approaches require a detailed knowledge of the feared events that may affect the systems. Several events such as the accident at the Fukushima nuclear power plant or cyber-attacks such as StuxNet and BlackEnergy have highlighted several weaknesses in these paradigms.

Research is therefore being conducted on the resilience of systems to address these weaknesses. The work presented in this thesis proposes a new model for assessing the resilience of a system by only having to detail its components and their relationships, whereas previous evaluation models focused on describing the threats and their impacts on the system.
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 13 Figure 1.3 -BlackEnergy attack path
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 14 Figure1.4 -Reactor and water cooling system. Power is needed to supply valves and pumps. The turbines produce steam that is cooled before being used again to cool the core, turning back into steam.
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  Keeping or quick recovery of a stable state Arghandeh et al. [7] √ Continuity of electricity flow Clark and Zonouz [22] √ Maintenance of service delivery and guarantee of recovery Sterbenz et al. [90]√Provision and maintenance of an acceptable level of serviceThompson et al. [92] 

Figure 2 . 1 -

 21 Figure 2.1 -Performance level during the handling of a disruption (fault or attack)

Figure 2 . 3 -

 23 Figure 2.3 -Disciplines of resilience from[START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] 

1 ]

 1 which satisfies properties of the fuzzy intersection: ∀a, b, c, d ∈ [0, 1]: boundary conditions: a ⊗ 1 = a a ⊗ b ≤ min (a, b) monotonicity: a ≤ c and b ≤ d ⇒ a ⊗ b ≤ c ⊗ d continuity: ⊗ is a continuous function sub idempotency: a ⊗ a ≤ a commutativity: a ⊗ b = b ⊗ a associativity: a ⊗ (b ⊗ c) = (a ⊗ b) ⊗ c t-conorm. Triangular conorm, or t-conorm, is a binary function, denoted ⊕ : [0, 1]×[0, 1] → [0, 1] which satisfies properties of the generalised union. ∀a, b, c, d ∈ [0, 1]: boundary conditions: a ⊕ 0 = a a ⊕ b ≥ max(a, b) monotonicity: a ≤ c and b ≤ d ⇒ a ⊕ b ≤ c ⊕ d continuity: ⊕ is a continuous function super idempotency: a ⊕ a ≥ a commutativity: a ⊕ b = b ⊕ a associativity: a ⊕ (b ⊕ c) = (a ⊕ b) ⊕ c

  pl = page loader pr = page renderer tls = tls protocol CA = certification authorities I = internet fs 1 = server file system S = {f , CA} win = window fs 2 = client file system C = {fs 1 , pl, tls, I , pr, fs 2 , win}
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 31 Figure 3.1 -Retrieval and rendering of a remote webpage

Definition 4 .

 4 Data dimensions.

Figure 3 . 2 -

 32 Figure 3.2 -Lattice of Data Dimensions

Figure 3 . 3 -

 33 Figure 3.3 -Input Data Aggregation

Figure 3 . 4 -

 34 Figure 3.4 -Example of system that can overvalue the external consistency of data from a single origin
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 2 to c 3 equals what c 2 receives from c 1 for the dimension list CA .
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 35 Figure 3.5 -External consistency is limited by a s-t cut capacity
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 36 Figure 3.6 -A More Extensive Secured Connection

1 99 -R fs 2 ( 99 -

 199299 (tls) : ∀d ∈ D, d → CA : d * 0.CA → brM : list CA * 0.99 list revoked → ocsp : list revoked * 0.R pl (tls) : ∀d, html ≤ d → fs 1 : d * 0.98, with pl a software that loads data stored in fs 1 and sends it through the Internet. This component has a little rate of failing or of corrupting the loaded data, represented by 0.98.

  puny → puny : puny ∀d, LUB(puny, html) ≤ d → I : GLB(html, d) * puny : puny * 0.98 ∀d, GLB(d, puny) = ⊥ → I : d * 0.98
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 441 Figure 4.1 -A simple lattice with associated bitmaps
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 1 sends: -to pl and considering the html dimension: 99% of what it received from f about the html dimension -to tls -considering the cert dimension: 99% of what it received from CA about the cert dimension -considering the html dimension: 0
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 15 Complexityevaluate_R glo = O |E| * log (|V |) + ∆ 2
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  Figure 4.4 depicts this order relation. Thus five data dimensions are considered :
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 44 Figure 4.4 -Lattice of data dimensions used for the FischerTechnik use-case
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 1 Mt 2 ) : placed → Ph 4 : placed * f 5 now becomes: R Plc 1 (Mt 2 ) : placed → Ph 4 : placed + Ph 4 : placed -Ph 4 : placed * Ph 4 : placed * f 5

1 1

 1 

Figure 4 . 5 -

 45 Figure 4.5 -External consistency values for dimension drilled between vertices Me and C

  But only one component, the optical color sensor of the start magazine, produces data for the dimension color. All other components, except the end magazine Me, do 0
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 4616 Figure 4.6 -Gain of external consistency from the original configuration for dimension drilled between vertices Me and C

R

  Me (C) : ∀d ∈ D, d → min 16≤i≤19 (Mt i : d)
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 47 Figure 4.7 -External consistency values for dimension color produced by Ms and Me

  type V a r i a b l e = i n t type Expression = | Var of V a r i a b l e | Const of f l o a t | Neg of Expression | Add of Expression * Expression | Sub of Expression * Expression | Mul of Expression * Expression | Div of Expression * Expression | Pow of Expression * Expression | Compo of Expression * Expression | Exp of Expression | Ln of Expression | Cos of Expression | Sin of Expression | D e r i v of Expression * V a r i a b l e | Min of Expression * Expression | Max of Expression * Expression Simplification Rules. One of the strengths of symbolic computation is the ability to simplify expressions by specifying simplification rules. The application of these rules allows to obtain a new symbolic expression containing less symbols but keeping exactly the same representation of values. As an example, the expression representing -(-x) is composed of three symbols: Neg(Neg(Var(X))). Using simplification rules, this expression would b replaced by Var(X), so an expression with only one symbol. Implemented simplification rules can be found in Appendix C.

l e t f 1 =

 1 ( x ^2 * ( 2 * x + 3 ) ) should be expressed this way to get the corresponding symbolic expression: l e t f1_sym = Mul (Pow ( Var 0 , Const 2 . 0 ) , Add ( Mul ( Const 2 . 0 , Var 0 ) , Const 3 . 0 ) )and is now l e t f_weakening = " 1 / ( 1 + exp ( ( t -200) / 50) ) "
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 51 Figure 5.1 -External consistency value for dimension drilled between Me and C, using symbolic calculation
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 52 Figure 5.2 -Component-dependant (Sw 2 ) external consistency value for dimension drilled between Me and C, using symbolic calculation
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 13 Union-Product of Matrices. Be A = (a i,j ) 1≤i≤m 1≤j≤n and B = (b i,j ) 1≤i≤n 1≤j≤p . Then the union-product of A and B is defined as: A ⊕ B = (c i,j ) 1≤i≤m 1≤j≤p | ∀i, j, c i,j = n k=1 a i,k ⊗ b k,j Definition 14. Non-null Intersection-Product of Matrices. Be A = (a i,j ) 1≤i≤m 1≤j≤n and B = (b i,j ) 1≤i≤n 1≤j≤p
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 53122 Figure 5.3 -Generator matrix of the lattice used with the FischerTechnik use-case
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 11 e. the number of incoming edges o is the number of outputs of v, i.e. the number of outgoing edges δ is the size of the set D, i.e. the number of data dimensions -i×δ is the input matrix and describes the set of input data of v.By definition, every input data of I is a valid word: ∀in i ∈ I, in i ∈ DATA. o×δ is the output matrix and describes the set of output data of v With all these definitions, the two matrices corresponding to the resilience function of a component v can be given:-M ∪ ∈ [0, 1] o×i is the merge/union matrix of v and illustrates how inputs are distributed amongst outputs -M ∩ ∈ [0, 1] δ×δ is the combine/intersection matrix of v and expresses how the component combines external consistency of some dimensions to produce external consistency for other dimensions. The shape of M ∩ is constrained by the generator matrix G (L). Given G (L) =

Example 4 .

 4 {1, . . . , δ} , m i ≤ g i , so m i ∈ DATA Resilience functions of some FischerTechnik components.
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 543255 Figure 5.4 -Resilience matrices of component Plc 1 (f 5 defined in Appendix B)
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 2 Every aggregated data is a valid word: ∀a i ∈ Agg, a i ∈ DATA.Proof. of Proposition 2. Be M ∪ = (m a,b ) 1≤a≤o 1≤b≤i , and I = (in a,b ) 1≤a≤i 1≤b≤δ . As Agg = m ∪ ⊕ I = , . . . , o} , agg a = i ⊕ k=1 m c,k ⊗ in k,1 , . . . , i ⊕ k=1 m c,k ⊗ in k,δ By definition, ∀k, (in k,1 , . . . , in k,δ ) ∈ DATA. As a consequence, ∀a ∈ {1, . . . , o}, ∀k ∈ {1, . . . , i} , ∀b 1 , b 2 ∈ {1, . . . , δ} , d b 1 ≤ d b 2 =⇒ in k,b 1 ≥ in k,b 2 =⇒ m c,k ⊗ in k,b 1 ≥ m c,k ⊗ in k,b 2 =⇒ i ⊕ k=1 m c,k ⊗ in k,b 1 ≥ i ⊕ k=1 m c,k ⊗ in k,b 2
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 106 Max ( e1 , Max ( e2 , e3 ) ) when e1 = e2 -> S i m p l i f y ( Max ( e1 , e3 ) ) | Max ( e1 , Max ( e2 , e3 ) ) when e1 = e3 -> S i m p l i f y ( Max ( e1 , e2 ) ) | Max ( Max ( e1 , e2 ) , e3 ) when e1 = e3 -> S i m p l i f y ( Max ( e2 , e3 ) ) | Max ( Max ( e1 , e2 ) , e3 ) when e2 = e3 -> S i m p l i f y ( Max ( e1 , e3 ) ) | Op ( op , e1 , e2 ) -> l e t s1 = S i m p l i f y e1 l e t s2 = S i m p l i f y e2 i f s1 <> e1 | | s2 <> e2 then S i m p l i f y ( op ( s1 , s2 ) ) e l s e op ( s1 , s2 ) | Compo ( e1 , e2 ) -> ApplyCompo ( S i m p l i f y e1 ) ( S i m p l i f y e2 ) | _ -> expr 116 117 Titre : Cyber-résilience des infrastructures critiques Mot clés : Résilience, Logique floue, Métriques/Mesures Résumé : La propriété de résilience a tout d'abord commencé à être étudiée dans les domaines de l'écologie et de la psychologie avant d'intéresser chercheurs en économie, anthropologie, infrastructure civile et plus récemment en informatique et technologies de l'information. La résilience concerne originellement la survie et l'adaptation d'une population à des changements mais il en va différemment dans le cas d'infrastructures pour lesquelles la survie peut ne pas être considérée comme un objectif final mais davantage comme un moyen d'atteindre un autre but : fournir des biens ou des services.
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 2 1 -Table of resilience definitions provide higher survivability

Table 2 .

 2 2 -Table of resilience evaluations

	Reference	Event	Metrics	Frameworks
		specific		

1 :

 1 computed ← empty Sorted Dictionary 2: return mainLoop (v 1 , input, v 2 )

	Algorithm 2 mainLoop (sender, recipient, computed)
	1: if sender is not a key of computed then
	2:	input ← empty list
	3:	if sender is not a source node then
	4:	for all v ∈ V such that sender ∈ dom R v do
	5:	add mainLoop (v, sender, computed) to input
	6:	end for
	7:	end if
	8:	output ← empty list
	9:	for all c ∈ dom R sender do
	10:	add R sender (c) (input) to output
	11:	end for
	12:	add (sender, output) to computed
	13: end if
	14: return the element of computed [sender] corresponding to recipient
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Sterbenz et al. [89] √ √ √ Holling [47] √ Shirali et al. [86] √ Azadeh et al. [13] √ Aleksić et al. [4] √ √ Muller [68] √ √ Linkov et al. [57, 58] √ Sterbenz et al. [90] √for large scale and complex systems that encompasses cybersecurity, physical security, economic efficiency, dynamic stability[START_REF] Rieger | Resilient control systems Practical metrics basis for defining mission impact[END_REF]. In[START_REF] Wei | Resilient industrial control system (RICS): Concepts, formulation, metrics, and insights[END_REF], resilience is considered as a super-set of numerous properties such as robustness, adaptiveness, survivability and fault-tolerance. The authors of[START_REF] James | Resilience and survivability 128 in communication networks: Strategies, principles, and survey of disciplines[END_REF] argue that numerous disciplines contribute to the resilience of a system but they have been developed independently in different engineering domains. Interconnections between these disciplines are shown in Figure2.3.

data from input edges of a node to involved sources of the system.

Note that since sources do not have input data, it is considered that ∀s ∈ S, R glo (s) = f ∅ ∈ (V DATA), in other words their input data function is the empty function. R glo (tls) = fs 1 , R fs 1 (tls) (R glo (fs 1 )) (fs 1 ) , fs 2 , R fs 2 (tls) (R glo (fs 2 )) (fs 2 ) , pl, R pl (tls) (R glo (pl)) (pl) ∈ (V DATA)

This computation results in the external consistency values of input data of tls: data arriving from fs 1 , from fs 2 and from pl. And it should be noticed that this data itself results in the computation of external consistency of data arriving to these previous components. For example:

The main purpose of this metric is to compute external consistency of data arriving to components that correspond to end users, such as the component win in Figure 3.1 which represents the final user of the system. By considering the external consistency of data arriving to these nodes, it is possible to evaluate if one is enough confident in the system to produce externally consistent data. For example, in Figure 3.1, it can be considered that the main service of the system is that the client receives data corresponding to a desired file stored in the server file system. It is interpreted as the input data of win having to be externally consistent regarding the data dimension html. 

System description

A system is defined by four elements : V, E, L and R.

-V = S + C, with S the set of sources of the system that contains all sensors (phototransistors and switches) and a starting magazine denoted Ms, while C = V \ S contains all other components (motors, PLCs, etc).

-E is defined according to figure 4.3.

-L contains all used data dimensions. These data dimensions correspond to services delivered by the system and its components. Regarding the FischerTechnik platform, we consider that the role of this production line is to process plastic pieces in three steps : pressing the piece, then milling the surface and drilling it. We also consider that the quality of the drilling process depends on the quality of the previous pressing and milling processes while the quality of which depends on the correct positioning of the plastic piece on the production line. The color of plastic pieces to be processed is initially measured in the start magazine as only As it could be really fastidious for more complex expressions, a method, Parse has been implemented that parses a string expression into a symbolic expression. Another method, PrintExpression allows to produce a printable expression in an opposite way. These methods require that symbolic tokens are associated with their printable expression, in both directions. Thus The following code shows, as an example, how the association rules for binary operators are implemented:

l w i t h " U n i d e n t i f i e d o p e r a t o r "

l e t charop ( s t r : s t r i n g ) ( operand1 : Expression ) ( operand2 : Expression ) = match s t r with

Application to the FischerTechnik use-case

With symbolic calculation and an easy way to build symbolic expressions, the Fis-cherTechnik use-case has been redefined in order to compute a symbolic evaluation of resilience. For example, a timely dependant function that was used (see Appendix B) with numerical computing was

set of data dimensions and L = (D, ≤) a lattice representing a partial order on the set D. Then the set of valid mappings is defined by:

Another way to express these mappings is to consider mappings as vectors:

Besides, the term "language" will also be used to denote a set of mappings, and the term "word" will be used to denote a mapping. Thus a valid word corresponds to a valid mapping of DATA and a valid language is a subset of DATA.

In our case, in order to build resilience functions with matrices, a smaller but valid language will be considered. This language is defined using a matrix generator that is generated from the lattice L. The generator matrix represents the partial order on the data dimensions and, as a consequence, dependencies between external consistency values.

For example, considering the FischerTechnik platform and its associated lattice, the generator matrix of this lattice can be determined as shown in Figure 5.3.

From this generator matrix, a language is built. It is defined as follows.

Definition 16. Language associated with a lattice.

Be D = {d 1 , d 2 , . . . , d δ } a set of data dimensions, δ = |D|. Be L = (D, ≤) a lattice representing a partial order on the set D. Thus the language corresponding to the lattice L is given by:

So ∀a ∈ {1, . . . , o} , agg a ∈ DATA From this aggregation matrix, every output data can be calculated this way, using the combine/intersection matrix:

with ∀a ∈ {1, . . . , o} , out a = agg a ⊗ M ∩ Proposition 3. Every output data is a valid word:

Proof. of Proposition 3.

Be

and ∀a ∈ {1, . . . , o} , agg a = (agg a,b ) 1≤b≤δ .

Then ∀a ∈ {1, . . . , o} , out a =

But ∀a ∈ {1, . . . , o} , agg a ∈ DATA and ∀a ∈ {1, . . . , δ} , m a ∈ DATA. As a consequence,

So ∀a ∈ {1, . . . , o} , out a ∈ DATA

Concluding remarks

This representation of resilience functions using matrices is an easier way to describe components. A first matrix M ∪ precises which inputs are used in the computation of each output and in which proportion. The second matrix describes the ability

Appendix A

List of components of the FischerTechnik platform

This appendix references all the components of the FischerTechnik platform and notations that are used to describe them. Seven types of components are considered:

-photo-transistors are sensors that send a message when an object passes in front of them -switches are sensors that send a message when pushed (on/off push-buttons)

-motors start to turn (conveyor belts, drills, mills, gears, etc) when they receive a signal -cylinders are pneumatic cylinders that are powered by a compressor and are used to move objects on the production line or used as a press -a compressor is a motor that supplies air to cylinders when it receives a signal -PLCs are decision-maker units that receive signals from sensors and actuators and send commands to motors Components are sorted in 3 sets: Indexed line, Arm robot, Pneumatic Processing + Conveyor Belt. All components of a set are controlled by a single PLC.

Notations: In addition to sensors, PLC and actuators, three more components are considered. Magazines represent the start and the end of the production line. The final client is an abstract component that represent consumers of the overall system services.

Additional components

• Ms: start magazine + color sensor • Me: end magazine

Resilience functions for the FischerTechnik use-case

Most resilient functions, described here, use the following functions in their descriptions: