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Chapter 1 ——

Introduction

1.1. Context and Motivation

The Internet of Things (IoT) is a global new paradigm that considers connecting objects,
intelligent systems, and applications in order to gather data from the physical world and offer
IoT services to IoT consumers [42]. The IoT has emerged as a prominent solution that allows
anyone to access anything from anywhere and anytime. In particular, it enables several physical
objects prepared to collect data through the sensing and actuation capabilities, process, and
exchange this data over the network transparently and seamlessly. The communication through
the IoT network provides an entirely connected smart world in which objects collaborate to
achieve a high-level new service dimension. Thus, the capacity to monitor and manage things
in the physical world develops the spectrum of IoT applications that directly impacts the
economics’ increasing and the quality of our daily life. IoT supports numerous and massive
IoT applications, including smart home, smart manufacturing, smart building, smart
transportation, smart grid, and smart healthcare [1]. According to the published study [2], the
anticipated number of connected IoT devices during this year, 2021, will reach 27.1 billion IoT
devices. Despite the attractive promises of the developing IoT network, security presents a real
issue that hinders its full deployment. In fact, IoT security is not efficiently established as it has
not gained sufficient attention proportional to the IoT growth. The US Intelligence Community
classifies the IoT as a significant cyber technology that can endanger data privacy, data
integrity, and service availability. Besides, the IoT network's open nature makes it composed
of many heterogeneous smart devices and characterized by a dynamic structure. Thus [oT
security could be a disaster and more severe than traditional security problems in the Internet.

Moreover, loT intensifies existing cyber-security issues and introduces a whole new degree
of potential threats. We give in the following the some well-known attacks that occurred
recently in the IoT network: (i) In December 2014, attackers penetrated a German steel mill
facility by using booby-trapped emails to steal logins and obtained control access to the mill's
control systems. Through this attack, they lead to a furnace explosion [3]. (ii) In October 2016,
the Mirai [4] launched a malicious program that infected numerous IoT devices by taking
control of connected objects such as surveillance cameras and routers and then initiated massive
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distributed denial of service attacks (DDoS) by flooding servers. This attack leads to a botnet,
which results in transforming the large-scale Internet network paralyzed. (iii) In 2017, a medical
malware named BrickerBot damaged the healthcare application. Indeed, attackers used the
brute force password and compromised medical IoT devices [5], destroyed their memory, and
deleted their data. This attack has dangerous consequences on users of healthcare I[oT
applications.

To sum up, the IoT's attractiveness by the massive number of connected devices into IoT
systems increases the attack surface and the hackers' possibilities to get unauthorized access
and damage these systems. Therefore, adequate security mechanisms should be deployed to
mitigate risks and respond to the dynamic environment's security requirements.

1.2.  Opportunities and Challenges

Despite the encouraging advances of the IoT environment in our daily life, security and
privacy challenge the way of its full development. Even though the IoT networks present the
same security concerns with the Internet as the 4/5G security, WiFi security, and Internet
Protocol (IP)-based security, the traditional security solutions cannot be directly implemented
for the [oT environment [6]. Indeed, [oT's ability to connect billions of smart things, collecting
sensitive and personal data, creates new degrees of security and privacy issues, especially
authentication and authorization problems. According to the massive number of connected
objects, IoT network records high volume communication traffic of exchanged/collected data
that potentially threaten lIoT. Therefore, this environment, characterized by high scalability,
should apply an effective security solution to mitigate attackers' exploitation. Furthermore,
another crucial challenge is related to the diversity in security requirements and resource
availability. Explicitly, the potential number of communication standards and information
system technologies with heterogeneous security configuration requirements will generate a
complex networking model and impact the IoT systems' security. Besides, the remote access
mechanisms and the sensitive exchanged data over the wireless channel attract many intruders'
attention through physical and wireless access and increases the probability of threats. In
particular, IoT systems are susceptible to denial-of-service (DoS) and distributed DoS (DDos),
in which an adversary may exploit network protocols with massive traffic [47] and degrade the
system's availability. Adding to the fundamental illustrated challenges, the IoT environment is
likely to face other silent challenges that stand in the way of its deployment. The resource
constrained IoT devices cannot support the excessive computational requirements in
cryptography and will be subject to high energy consumption. Besides, with the distributed
and the high heterogeneity nature of an IoT environment, many IoT services are offered.
However, devices may be added and removed, and users may subscribe and unsubscribe from
these [oT services dynamically.

Consequently, dynamically unstable situations may impact authentication/authorization in
IoT systems. The current preventive and security countermeasures solutions are inadequate and
insufficient to successfully address these characteristics and mitigate threats. In fact, most of
the designed authentication and authorization schemes rely on a centralized trusted third party,
which might lead to a bottleneck in the IoT system due to the scalability issue and the dynamic
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changes. Moreover, using a server-client model establishing one-to-one connections is not
scalable with broadcasting communications and leads to repeated requests or authentication and
access authorization. Therefore, frequent authentication and authorization require a more
appropriate authentication and authorization architecture model with dynamic defense to
address the security requirements. Some distributed authentication trusted frameworks were
proposed to handle the scalability issue and eliminate the third party's load and trust. However,
these mechanisms suffer from the necessity of having distributed trusted servers that are a great
point of attackers' attraction. Hence, blockchain technology-based on trustless distributed nodes
might be beneficial to deal very well with scalability and heterogeneity issues. However, since
blockchain technology is energy and time-consuming due to the proof of work mechanism, it
become important to think how to take advantage of this technology while taking into account
resource-limited IoT devices.

In addition to authentication, granting the corresponding permissions with the dynamic IoT
environment is a high challenge that needs to be addressed. The exiting solutions for access
control are not suitable for a large dynamic environment and limited resources IoT
environments. They need to rely on a connected third party to get access permissions
continuously. Moreover, regarding the continuous growth of connected objects in IoT, group-
based applications have emerged. Thus, authorization frameworks should also address the
group security requirement to control the permissions' assignment. The Group Key
Management (GKM) has been used as a prominent solution to achieve a secure and efficient
access control in [oT. The group members in a heterogeneous IoT network could subscribe to
IoT services and then change their subscriptions dynamically. In this context, members join and
leave the IoT services group (subscribe/unsubscribe to an IoT service). Therefore, the group
key must be changed whenever a member leaves or joins the group to ensure secure group
communication, especially both forward and backward secrecy with respect to the resources
and capacity of IoT objects.

1.3.  Dissertation Scope and Methodology

According to the previously discussed IoT challenges and the security requirements, we
introduce in this section how to build a secure [oT system to address the earlier mentioned
issues. The large IoT environment connecting billion of things enumerates many security
challenges that need to be overcome to deploy the IoT system efficiently. More specifically,
authentication and authorization are essential security features for building a secure IoT
environment. In this thesis, we focus on proposing authentication and access control protocols
for IoT environments with respect to the dynamic nature of group communication, the security
requirements, and the constrained features of loT devices. We summarize in what follows our
research objectives:

e Design a mutual lightweight authentication for a period of time that responds to the
users' dynamic changes in the IoT environment and the resource-limited IoT devices.



e Deploy an efficient access control system using group key management that responds

to the dynamic changes features and the group communications requirements and
eliminates the third-party load.

e Design a distributed group authentication protocol for authenticating the user with many
IoT services to eliminate the trust in the third-party using a trustless environment, meet
the requirement of a large scale and heterogenous environment, and ensure a secure and
efficient authentication for the group-based communication.

To design our secure IoT system regarding the security requirements, including scalability,

heterogeneity, dynamic changes, automated authentication, limited resources, and security
features, we summarize the adopted approaches in Table 1.1.

Table 1.1: Methodology of building our IoT secure system

Requirement Design Principle Approach Chapter
P ———§—§—_—_——i—i——y
o o Blockchain
Distributed group authentication
. Edge server 5
architecture . -
Scalability Shamir secret sharing
A decentrahz@d access control Group Key Management 4
architecture
) Ubiquitous network with GKM for users
Heterogeneity . 4
heterogeneous entities GKM for IoT devices
Logical key Hierarchical
Dynamic Dynamic access control Master Token Encryption 4
changes One Time Pad encryption
Periodic authentication Token of identification 3
Automated Distributed authentication for Trustless environment 5
authentication users with many IoT services based on Blockchain
Limited Considering the.consumptlon Lightweight 3
resources from computation, Storage, authentication protocol
Bandwidths, and Power 5
Confidentiality
Integrity L 3
Security & Secure Authentication
. Availability and Access Control 4
Privacy Management 5
Non-repudiation g
Authentication




1.4. Thesis Structure and Contributions Overview

We addressed two crucial security features in the IoT environment all over this thesis,
including authentication and authorization. These security services are challenging regarding
the peculiar characteristics of the progressing IoT network. To be more practical, we describe
in the following a storyline scenario that uses our secure loT system. We adopt a smart-hotel
scenario equipped with various modern IoT technologies that make the guests’ stay more
comfortable, lower the energy consumption, and help the staff and management with their tasks.
Our system gives the freedom for guests to choose a smart room or a standard room. Suppose
two different guests named Bob and Jenny, where Jenny wants to book a smart room and Bob
wants to book a standard room.

Bob, the first smart-hotel guest, passes by our smart hotel rapidly and wants to book a room
at a low price for five days. After checking the hotel’s availability on the given days, Bob uses
the TBLUA system (chapter 3) to make a reservation. The hotel booking system uses TBLUA
that generates a token of identification, which uses high-security standards to authenticate the
guest during his accommodation and open the reserved room’s smart lock. At Bob’s arrival,
Bob has not to pass by the reception for the check-in. Indeed, Bob uses his smartphone to
connect to the hotel application, uses the received token and then opens his room by
approaching his smartphone to the smart lock. During Bob’s stay, his friend has joined him,
and he preferred to stay with him in the same room. Therefore, Bob’s friend needs to get access
to Bob’s room at any time during the accommodation. At this level, it is essential to share the
entrance to the same room securely between Bob and his friend. The hotel ensures a secure
share of access by using the DLGKM-AC system (chapter 4). In particular, the DLGKM-AC
system controls the access to the same room and gives another token for Bob’s friend, who
could enter the room freely. At Bob’s departure, the DLGKM-AC system updates Bob’s room’s
smart lock by revoking the two tokens used during the last reservation.

Jenny is the second guest, who is impressed by the advanced technology of nowadays, has
preferred a reservation to a smart room with full smart objects. Besides, after checking the
hotel’s availability on the given days, Jenny chooses to book a full smart room with many other
1oT services offered by the hotel (smart cleaning, smart food operations, smart tourism, etc.).
The hotel system uses DiGABlock (chapter 5) to reserve the room and register Jenny for the
requested hotel services. At Jenny’s arrival, the environment in the room is prepared on her
preferences (such as the temperature, lighting, etc.), and Jenny needs to get access to her room
and all objects in the room. Therefore, DiGABlock authenticates Jenny by making a full
authentication to secure access to the smart room. At this level, Jenny’s information is stored
in the hotel’s blockchain network to be used during her stay and for her next visit. During
Jenny’s accommodation, she enjoyed the offered loT services, which are accessible based on
her reservation request. In fact, DiGABlock ensures rapid and secure access to these loT
services through delivering these services without the need to re-authenticate. For instance,
Jenny gets access to the cleaning robots and programmed them with her non-presence in the
room. Thus, if Jenny is not in the room, robots could clean it. Knowing that Jenny has two kids
with her, aged 10 and 18, the hotel uses the DLGKM-AC system to securely share the access
between Jenny and her kids. Indeed, Jenny and her kids have different access permissions, they
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all could access the room, but only Jenny and the adult kid could control the heater and all
room’s accessories, while only Jenny could program the robots to clean the room. Once Jenny
and her kids check out the hotel, the DLGKM-AC updates all IoT devices used during the
accommodation. Furthermore, the blockchain network store all information related to Jenny
and her kids about their access to all loT services and their preferences that are useful for
further reservation.

The rest of this dissertation is organized as follows, as illustrated in Figure 1.1, representing
our dissertation's diagram. Chapter 2 reviews the existing security solutions in the IoT
environment based on the unconventional characteristics and the [oT security challenges,
including heterogeneity, scalability, dynamic changes, and limited resources. Chapter 3
describes a lightweight authentication protocol to meet [oT's resource-constrained requirements
and design a proof-of-concept representing a smart hotel use case. Chapter 4 addresses the
problem of granting permissions access to users and IoT devices for a large-scale environment.
Chapter 5 improves the authentication process in such a large-scale environment through
designing distributed group authentication based on blockchain technology. Conclusions and
future directions of the research are presented in Chapter 6. More details and contributions of
each chapter are given in the following:

e Chapter 2:

Chapter 2 surveys the most prominent literature related to authentication and access control
in IoT environments. Throughout this chapter, we first provide a detailed study of the IoT
network by presenting its architecture and the challenges standing in the way of its deployment.
Then, we point out the security challenges and requirements related to its development. We
continue by presenting the existing solutions that address the fundamental security
requirements, including the IoT authentication and access control schemes. We also give an
overview of the different approaches used to handle the selected security requirements, such as
blockchain, token, group key management, etc.

e Chapter 3:

This chapter proposes a new lightweight mutual authentication for a one-to-one scenario in
IoT. In fact, using passwords or pre-defined keys is insufficient to authenticate legitimate users
in a dynamic environment. For instance, in the smart hotel application that involves different
IoT devices, the users dynamically change their reservation status. Meanwhile, the users who
reserve the IoT services in the smart hotel should get authenticated only during their
accommodation. Hence, a temporary authentication is required to give access to the hotel during
the reservation period. In this context, and to enhance the robustness of authentication, the
chapter proposes a new protocol named Token-Based Lightweight User Authentication
(TBLUA). This protocol is achieved by adding a new security layer using the software token
of identification mechanisms. In fact, adding to the password and the login, the token is used to
identify the legitimate user during a specific period securely. This token is mainly designed to
respond to the limitation of the resources of IoT devices. Both security and performance
analysis show that the proposed scheme is a strong competitor among existing ones for user



authentication in IoT environments. Furthermore, we describe the smart hotel use case
reservation system composed of one smart lock and study its vulnerability.

e Chapter 4:

In addition to the authentication requirement described in the previous chapter, it is crucial
to give adequate permissions to legitimate users and [oT devices. In particular, in a large-scale
dynamic IoT environment characterized by subscribers (users/IoT devices) that frequently
change interest to 10T services, it is significant to maintain secure data distribution to legitimate
subscribers. Therefore, we elaborate a novel Decentralized Lightweight Group Key
Management architecture for Access Control in the IoT environment (DLGKMP-AC) that
manages the dissemination of keys of access control and secure data distribution. This solution
aims to address the scalability challenge introduced by the massive scale of IoT devices and the
increased number of subscribers. This, thanks to a hierarchical architecture composed of one
Key Distribution Center (KDC) and several Sub Key Distribution Centers (SKDCs), enhancing
subscribers’ management' groups, and alleviating the rekeying overhead on the KDC.
Furthermore, the solution removes the dependency of symmetric group keys per subgroup
communication, which is inefficient when managing access control for subscribers with highly
dynamic behavior. Hence, a new master token management protocol was introduced through
this chapter to succeed in keys dissemination across a group of subscribers. This protocol
reduces storage, computation, and communication overheads during join/leave events.
Likewise, DLGKM-AC guarantees secure group communication by preventing collusion
attacks and ensuring backward/forward secrecy. Simulation results and analysis show
considerable resource gain in storage, computation, and communication overheads.

e Chapter 5:

The growing IoT environment offers many IoT services that might be composed of many
IoT devices allowing group-based communication. Indeed, we can recognize that controlling
unauthorized access to group communication is achieved through our solution in the previous
chapter 4. However, before granting permission access, users need to authenticate themselves
with all requested 10T services by authenticating with each IoT device composing these IoT
services. These frequent and redundant authentication actions may lead both to exploit
exchanged data of authentication mechanisms by intruders and signaling congestion. Therefore,
to secure the communication in an environment with a large number of devices, we propose a
novel Distributed Group Authentication system based on Blockchain technology (DiGABlock)
to build an efficient and secure distributed group authentication system in an IoT environment
based on group communication. In particular, we design a group authentication algorithm based
on the threshold secret sharing technique through the Blockchain edge layer to allow users to
authenticate securely within many groups of IoT devices in a distributed manner. In fact, users
have to achieve only one full authentication process with an IoT service (a group of IoT
devices), and then they need to complete a service delivery process to get authenticated with
the rest of the required IoT services. Security analysis shows that DiGABIlock resists man-in-
the-middle and DDoS attacks. Furthermore, simulation results show that DiGABlock



outperforms exiting schemes by 75%-80% in terms of communication costs and conducts a
considerable computation and energy consumption gain.
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Chapter 2 ——

Authentication and Access Control in IoT
Environment

2.1Introduction

As we deliberated in the introduction chapter, the Internet of Things (IoT) has witnessed a
tremendous evolution with the significant increase in the number of smart devices. These
intelligent devices around us are increasingly becoming ubiquitous to enable new IoT
applications in our daily life, including smart homes, smart grid, smart cities, intelligent
transportation, smart healthcare, etc. [1]. Within this progress, designing IoT security solutions
is a challenging task. Indeed, IoT devices and users need to be authenticated and authorized to
access [oT services. Furthermore, the IoT, with its intrinsic characteristics, including
heterogeneity, constrained resources, and large-scale network infrastructure, has given birth to
different security requirements and challenges, such as scalability, interoperability, and
dynamicity. All these security challenges can be considered as a significant barrier to the
deployment of a secure 10T system. Therefore, to build a secure IoT system, we conducted a
survey on IoT solutions over the past years, and the selection of the research works in the
literature is based on the criteria mentioned below:

1. The surveyed research should be designed for IoT environments, such as a wireless
network, sensors network, or other connected [oT objects.

ii. The surveyed IoT solutions should mainly study one of the following indispensable
security features: the authentication and the authorization.

iii. These studies should consider one of the advanced features of the IoT environment,
such as scalability, heterogeneity, dynamic changes, group communication, and
limited resources.

As previously mentioned, the IoT network aims to connect everything, including people,
devices, organizations, applications, services data, etc., leading to a massive amount of
extensive data that should be secured. Thus, any disclosure of the exchanged and transmitted
data impacts the [oT system's security and functionality, which leads to many serious risks [8].



Since the security issue is primordial for the IoT environment, especially the authentication'
and authorization? mechanisms, we classified these IoT solutions into two main categories to
handle these security features while addressing the previous [oT unconventional characteristics,
specifically scalability, heterogeneity, dynamic changes, group communication, and limited
resources. In this context, we analyze the exiting authentication solutions in the literature that
tried to adapt the security solutions proposed for wireless sensor networks (WSNs) to the
context of [oT. Throughout our analysis of these selected solutions, we can highlight that some
of the authentication approaches relying on a centralized architecture, make their
implementation in IoT applications much more complicated because of the high number of IoT
objects. Hence, they cannot handle the peculiar characteristics of a distributed IoT environment.
Besides, we reviewed some distributed approaches that are considered beneficial to handle the
scalability issues but causing an important overhead. At this level, we can observe that is
essential to build a secure and efficient IoT system addressing the security requirements,
explicitly, confidentiality, integrity, availability, and privacy. For that reason, we surveyed the
authentication and the access control in the literature [9] [10] [51] [52] [98] [104], and it turns
out challenges about how to manage authentication and the access control permissions for a
large number of IoT devices delivering many IoT services. Furthermore, it points out the
importance of eliminating the dependence on a connected third party to protect [oT devices and
IoT users' security and privacy and ensure loT availability over the various attacks.

Throughout this chapter, we first provide a comprehensive presentation of the IoT
environment and highlight its deployment challenges. In particular, we specify the security
issues and the requirements of unconventional IoT characteristics. Then, we investigate the
recent studies and survey the authentication and authorization solutions. Finally, we point out
specific approaches to build a secure [oT system.

2.2 Internet of Things (IoT)

The Internet of Things (IoT) is the future of the Internet, enabling a fully connected "smart"
world to provide various services to Information Technology (IT). More specifically, the IoT
concept is based on interconnecting "things" and devices that take the form of wearables,
sensors, actuators, mobiles, computers, meters, or even vehicles, which communicate through
the Internet, as shown in Figure.2.1. These inter-networked “things” interact and cooperate to
achieve a common goal by sensing, transmitting, and processing valuable data [10], which
define the emerging homes applications and the buildings automation, smart cities and
infrastructure, smart industries, and smart-everything.

Besides, the IoT network is a dynamic system connecting digital devices based on
interoperable communication and characterized by self-configuration capabilities such as
identities, physical attributes, and virtual personalities. Therefore, the IoT paradigm transforms
the physical objects from being conventional to smarter ones by exploiting communication
technologies' advancement, which expands the communication from human-human to human-

! The authentication is responsible for verifying legitimate communicating parties in peer-to-peer networks.
2 The authorizations framework prescribes rules to the users and 10T objects for interacting with each other and
ensures the availability of the IoT system.
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device or even device-device (D2D). This vision of the IoT has introduced a new dimension to
information and communication technologies, where physical objects allow users' connection
to the Internet from anywhere and anytime. However, these connected IoT objects' security
plays a centric role and brings new challenges due to low memory, energy, and computation
capacity. In the following, we first present the IoT architecture model and the IoT ecosystem's

main layers. Then, we discuss IoT applications and the main challenges facing them.
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Figure.2. 1: Internet of Things

2.2.1 10T Architecture

The high level of IoT applications explains the varieties of generic and horizontal IoT
architectures proposed by many known groups and consortiums, such as M2M (Machine-to-
Machine), ETSI (European Telecommunications Standards Institute), ATIS (Alliance for
Telecommunications Industry Solutions ), TIA (Telecommunications Industry Association). A
typical IoT architecture is proposed by ETSI which is composed by three main layers, including
the M2M domain layer, network layer, and application layer [9]. According to the recent
literature [11], other models, including the five-layer model, have been proposed to improve
the basic three-layers models and support the IoT's scalability. Consequently, the five-layer
model is the most suitable model for IoT applications among the proposed models, as presented
in Figure 2.2. In what follows, we briefly describe and define the different layers of IoT
architecture.

2.2.1.1 Perception Layer

This layer is composed of the physical devices, such as sensors, actuators, intelligent
terminals, and RFID systems required to implement the IoT environment. The features of this
layer would be the sensing, actuating, and communication capabilities. In particular, it collects
and gathers information about the IoT environment, such as querying location, temperature,
patient health state, pressure, weight motion, vibration, acceleration, humidity, etc. These
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collected data are useful for performing various functionalities, such as identification and
information storage, information processing using embedded edge processors,
communications, control, and actuation. More specifically, these components composing the
perception layer can be divided into two categories, named perception nodes and perception
network [12]. The perception nodes, including the sensors, controllers, perform data acquisition
and control, while the perception network, defining the communication interface of the
perception nodes, transmits the collected data to the gateway. Thanks to the huge amounts of
data created at this layer, the perception layer is the entry point of what we commonly call Big
Data.

2.2.1.2 Network Layer

The network layer is responsible for transmitting the sensed data of the perception layer to
the service management layer. Indeed, the sensed data is transmitted through various networks
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such as wireless, 3G, LTE, LAN, LoRaWAN, 5G, Bluetooth RFID, and NFC. In particular, this
layer includes various devices, such as switching, internet gateways, and cloud computing
servers that can perform local analysis and routing messages to the service management layer.
This layer is introduced as an intermediate layer to manage the tremendous number of objects
through aggregating, filtering, and transmitting data and support sensitive loT applications by
adopting several communication technologies [11].

2.2.1.3 Service Management Layer

This layer comprises M2M platforms, middleware, API of M2M applications, and cloud
computing technologies useful for managing the perception layer's data. In particular, the
service management layer has features of information storage, analytics, and processing of the
data to enable the IoT application developers to deliver high-level applications independent of
any physical platform. Besides, this layer's features allow handling the received data by the
vendors to provide various kinds of IoT services.

2.2.1.4 Application & Business layers

The application layer's main feature is to provide specific services based on the application
type to the user through application protocols, such as HTTP, MQTT, CoAP, etc. At this layer,
all required software is installed to evaluate, analyze the received data, and then afford high-
quality services that meet final customers' requirements. These designed applications also
answer many markets' needs in different fields such as smart building, transportation, industry,
smart grids, and healthcare [13][14][15]. Furthermore, these applications should satisfy a good
quality of service and ensure an adequate reliability level to final users. At this level, a business
layer is defined on the top of the application layer to manage the entire IoT system, especially
the business and profit models, in a user-friendly way with privacy. More specifically, this
business layer is responsible for complex data processing, such as restructuring, cleaning, and
combining to develop more effective business models, predict customer behaviors, and show
high-level metrics, graphs, and flowcharts. This processing data process may be in the context
of performing big data analytics to transform data and information into actions to support
decision-making processes.

2.2.2 loT Applications

The IoT revolution has emerged with a remarkable potential to cover a wide range of
applications in various domains. These domains deal with almost every area of our daily lives,
such as smart homes, smart buildings, intelligent transportation, smart healthcare, smart grid,
and other industrial applications. More specifically, the IoT paradigm combines some features
(sensing, communication, networking, identification, and computing) to provide ubiquitous [oT
services for users anytime and anywhere. In this context, the latest 2020 economic analysis of
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IoT-based services have recorded considerable growth [16]. Figure 2.3 shows the various IoT
applications where some of them are briefly describe in the following subsections.

2.2.2.1 Smart Home

The smart home is one of the most known IoT applications as it is considered as a promising
solution to enhance personal lifestyle. The smart home deploys various sensors and actuators
to control / monitor home appliances remotely (e.g., microwave, lights, heating, ventilation,
and air-conditioning — HVAC systems) and perform security surveillance. Moreover, it enables
owners to configure time schedules to control costs and be more energy-efficient (e.g., green
homes).

2.2.2.2 Smart Grid

One of the most attractive 1oT applications that has a considerable industrial value is the
Smart Grid. In particular, this technology plays an essential role in economic development as
in modern cities we use IT technologies to optimize electricity production and improve the
energy consumption of houses and buildings. This technology is a data communications
network integrated with the power grid, called the advanced metering infrastructure (AMI),
installed between the electricity production centers and the end customers to collect, analyze,
monitor, and coordinate energy production and consumption customers' needs. The smart grid's
primary goal is to improve final customers' quality of experience, increase efficiency, and
optimize electricity production. To better understand in detail how IoT can improve electricity
production in smart grids, the reader is referred to [17][18].

2.2.2.3 Transportation Systems

The future generation of transportation is mainly presented by the intelligent transportation
system (ITS). In fact, due to the development of the embedded systems and communication
technologies, this system aims to link people, roads, and intelligent vehicles & infrastructures.
This intelligent system employs four main components, namely: the vehicle on-board unit
(OBU), the station subsystem that represents the roadside unit (RSU), the ITS monitoring
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center, and the security subsystem [19]. Connected vehicles use four types of communications:
Vehicle to Vehicle (V2V), Vehicle to Infrastructure (V2I), Vehicle to Cloud (V2C) and Vehicle
to Pedestrian (V2P). A new type of communication has recently emerged, called Vehicle to
Grid (V2G), which has a primary goal to ensure electrical Vehicles charging based on the smart
grid's energy electricity distribution [17].

2.2.2.4 Healthcare

Smart Healthcare has emerged as a prominent IoT application due to the technological
advancement in biomedical sensing, signal processing, and wireless communication. In fact,
healthcare IoT applications are based on embedding sensors and actuators in patients' bodies to
monitor their physiological statuses. In particular, IoT-based healthcare equipped with the
embedded sensors aims to collect information directly from the patient's body area, analyze and
transmit information to healthcare providers. This latter guarantees real-time monitoring of the
patient state and make the right decision at the right time. Healthcare-based IoT applications
currently have gained significant interest as they hugely impact society mainly due to the aging
population and the cost related to medical treatment. In this context, adopting new IoT based
technologies to monitor the patients in real-time is indispensable [21] [125].

2.2.2.5 Smart Cities

Smart cities are considered one of the emerging paradigm applications in IoT. Indeed, the
smart city aims to enhance public resource usage, improve information sharing and
coordination, and increase service quality to citizens [22]. In this perspective, a smart city
environment is composed of smart devices deployed all over the roads, buildings, smart cars,
etc., which can better manage the traffic, adapt to the weather, lighting follows the sun's
position. Furthermore, it can avoid domestic incidents with alarms and thus enhance the comfort
and security of citizens.

2.2.2.6 Manufacturing and Industrial IoT

Automation in manufacturing using IoT has emerged as a prominent role in the industry. In
fact, it is considered a promising solution to enhance productivity and efficiently monitor and
control the production chain. The Industrial IoT (IloT) deploys new technologies such as
Machine-to-Machine (M2M) communication, Wireless Sensor Networks (WSN), automation
technologies as well as Big Data to produce an intelligent industrial ecosystem [23]. More
specifically, it ensures an accurate, fast, and reliable production process based on four elements
[24]: transportation, processing, sensing, and communication to provide better control of final
products.

2.2.3 10T Challenges

The IoT has appeared as a significant industry that provides many new opportunities and
benefits to end-users and manufacturing. Indeed, it accentuates a considerable positive impact
while enabling various applications in our daily life. However, these benefits address several
complicated challenges and issues, including availability, reliability, mobility, network
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performance, security & privacy, energy, consumption, and management. In fact, recent
contributions demonstrate that the increasing number of connected objects causes high traffic
demands enabling new traffic models. Therefore, it is essential to deal with these issues, leading
to various practical and efficient IoT services [25]. We enumerate in the following the main
challenges that IoT faces:

¢ Scalability:

Scalability is mainly about a system's ability to ensure flexibility that achieves and responds
to the growth required works. Its principal aim is to enable adaptability to the changing
environment and technology, leading to seamless connectivity and supporting dynamic
topology changes. Therefore, the scalability's fundamental challenge is to support a massive
number of heterogeneous connected objects using various hardware platforms and
communications protocols and meet people's needs. Scalability is considered as an absolute
necessity to provide a good functioning of the loT environment and save the available resources
[26]. Two different scalability types are defined in the context of [oT, namely vertical scalability
and horizontal scalability. The vertical scalability is referred to as the ability to increase
resources in terms of hardware or software by adding more processing memory and storage
capability. The horizontal one is achieved by increasing the capacity by connecting multiple
hardware and software to work together. To enhance the IoT applications' scalability, highly
scalable cloud-based platforms, called Cloud of things [27], have been introduced as an
effective architecture. Some other solutions based on fog/edge computing are used to extend
cloud services, be closer to the connected objects, and improve the computing network
capability. Furthermore, 5G, the new radio system, is being envisaged for massive [oT (mMTC
- massive Machine Type Communication) applications that will allow the connection of very
densely distributed objects, necessary for the exponential increase in the number of connected
objects.

¢ Limitation of resources and energy consumption:

Most of the IoT devices are characterized by a limited capacity of storage and computation.
Consequently, it is a critical challenge to integrate the embedded devices with the required
computation process. The authors in [28] studied the challenge of improving the devices'
capabilities (e.g., computation and communication) with low-cost terminal and low power
consumption. However, it is mandatory to design lightweight protocols to meet the resource
limitation and the customers' requirements

% Reliability:

Reliability is a critical issue in the IoT environment, especially in emergency scenarios
where an appropriate time response should be provided, such as critical applications like
manufacturing, transportation, and healthcare applications [11]. Indeed, as it refers to the
system functionality, unreliable perception, data collection, transmission, and processing may
cause long delays, loss of data, and eventually wrong decisions. Therefore, this may cause huge
damages or life-threatening conditions. It is essential to design reliable systems transversely to
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all the IoT architecture layers that work correctly under any circumstances and then build an
efficient IoT system.

% Availability:

The availability is about maintaining the availability of services' IoT systems over time and
delivering the requested services for authorized connected objects anywhere and anytime.
Indeed, it is as critical as information protection to properly handle the IoT systems. Therefore,
the connected objects need to be compatible with the IoT system requirements to maintain the
availability and connectivity. Moreover, the communication channels of the IoT network could
be vulnerable to availability issues. Thus, the IoT system should also guarantee services'
continuity even in availability threats, topology changes, and consumers' mobility [29].

% Management and Self-configuration:

One of the biggest and challenging IoT tasks is managing the Fault, Configuration,
Accounting, Performance, and Security aspects (FCAPS) of the complex and heterogenous
interconnected IoT environment. In this context, to provide adequate IoT services, it is
mandatory to design real-time, lightweight, and secure management protocols. Specifically, the
data management mechanisms should ensure several functionalities, including data
aggregation, data analytics, and security aspects that meet the system requirements. Besides,
the large-scale network infrastructure of connected devices must also be managed by
monitoring the high traffic load and the quality-of-service requirements. Consequently, this
type of management could handle the IoT environment's dynamic nature and the network
elements [30].

% Mobility:

Mobility is a critical challenge in the IoT environment, where IoT services' consumers are
mobile. Meanwhile, the challenge is about connecting users continuously with the requested
IoT services with respecting their requirements. In this context, some existing works in the
literature [31][32] managed to solve this issue by implementing efficient mobility management
mechanisms to guarantee service continuity.

¢ Interoperability:

Interoperability is the capability of many heterogeneous systems, platforms, and devices to
communicate and intercorporate together. Specifically, the IoT ecosystem comprises
heterogeneous devices with different standards and technologies, which is the origin of the
interoperability problem. For instance, there is still no standard for the IoT network that
supports the interconnection of all heterogeneous IoT systems [11]. Therefore, interoperability
in IoT systems should be achieved over the varied connected objects and the communication
protocols such as IPv6, IPv4, IPv6 Routing Protocol (RPL), Constrained Application Protocol
(CoAP), ZigBee, WiFi, Bluetooth, RFID, etc. Besides, there is an absolute requirement to
support the heterogeneity aspects to build IoT applications and services that can be extended
and integrated with other [oT systems easily [33]. In fact, the PARFAIT project [7] that defines
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the context of this thesis, is designed to ensure the IoT interoperability through integrating
different communication protocol including NFC, Bluetooth, and ZigBee.

¢ Security and privacy:

Security and privacy are the most critical challenges in the IoT environment. As
communication in such environments is ensured through wireless channels, IoT architecture is
vulnerable to various security risks, such as eavesdropping, unauthorized access, data
modification, and privacy issues. Therefore, the design of adequate security countermeasures
is necessary to secure the loT network and ensure ubiquitous connectivity. Significantly, the
existing cryptography algorithms and protocols are claimed unsuitable for constrained IoT
devices [18] [21]. Additionally, IoT applications are characterized by their distributed nature
and large-scale connected devices that impose more security and privacy challenges [34][35].
More other security and privacy challenges are related to definite IoT applications, including
transportation systems, industrial automation systems, smart cities, and healthcare systems [36].
At this level, the challenges are carried out independently and prudently to meet each
application's requirements.

In Table 2.1, we highlight a summary of the leading security challenges related to some [oT
applications. Specifically, we present the severity of each issue in the different IoT applications.
In the next section, we detail security issues in the [oT environment.

Table 2. 1: Main security issues vs. Applications

Applications vs. || Smart Intelligent Industrial Smart Smart Smart
Challenges Home @ Transportation Automation Healthcare Grid City

R . : : :
esoul:ce High Not applicable Low High Low Medium
constraints
Mobilit Lo High Lo Medium | % High
ObTIty v 8 v " applicable g
Scalability High High Medium Medium High High
Availability High High High High High High
Interoperability || Medium Medium Medium Medium Medium High
Management
and Medium Medium Medium Low Medium High
configuration

2.3 Security in the Internet of Things

Regarding the high presence of the 10T in the industry and our daily lives and the previously
mentioned IoT challenges, we must sort out the security requirement to design a secure loT
system. In particular, securing IoT systems is based on several fundamental and specific
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security requirements, from the CIA of information security (confidentiality, integrity, and
availability), to the five pillars of information assurance (confidentiality, integrity, availability,
authenticity, and non-repudiation). Many researchers have discussed the security considerations
related to IoT systems. For instance, authors in [37] figure out the IoT challenges like
scalability, heterogeneity, and mobility and review the importance of the security and privacy
considerations, including CIA and trust. Besides, other authors [38] classified the required
security services for the different IoT applications regarding their importance, such as in the
smart grid, availability is the most critical service, while for healthcare, authentication is a more
serious service. Consequently, the IoT paradigm imposes many concerns over data security due
to economic espionage, infection of sensitive computer systems, identity theft, etc. At this level,
secure loT infrastructures should provide reusable security services such as confidentiality,
integrity, authentication, authorization, availability, and privacy. In the following, we describe

the properties of the mentioned security services:

Confidentiality

It prevents unauthorized persons, entities, or processes
from retrieving sensitive data [39]. For that reason,
confidentiality should be addressed on two crucial
security mechanisms, including the authentication and
the processes. Furthermore,
confidentiality should also be operated through the
different layers [39].
Particularly, it considers protecting data in IoT devices
and in [oT applications concerning specific users from
disclosure and tampering. Furthermore, data stored at
the  third-party providers
confidentiality service that avoids malicious attackers
to steal sensitive information. Otherwise, these
centralized service providers are straightforward to

authorization
of an IoT architecture
service

require

many intruders.

Integrity

It is mainly about ensuring the truth, honesty, and
reliability of the data. Indeed, it is the assurance that
the transferred data is not modified by a third-party
accidentally or intentionally [40]. Therefore, as the
number of connected devices and IoT consumers are
becoming very high, providing reusable security
services, such as integrity, becomes a core issue
regarding [oT security. In fact, integrity in [oT devices
guarantees that these devices are trusted and not
hijacked by malicious attackers [41]. Besides,
ensuring integrity through the network layer evades
signaling data and then avoids denial of service attacks
[42]. Likewise, at the application layer, integrity
concerns the users’ data protection.

Non-repudiation

Non-repudiation guarantees the sender of the message
in IoT systems. Therefore, the sender cannot deny
being the author of a transmitted message [41]. The
non-repudiation aims to protect against false denial of
involvement in a communication. Attackers can
manipulate an IoT system by forging the identifying
credentials that threaten the origin of service data
providers and the user data. Hence, a non-repudiation
service is an effective security service that should be
implemented and built on IoT to provide genuine high
confidence in the transmitted data.

Availability

It implicates that all IoT services and devices of the
IoT system are accessible for authentic users and
resistant  to attacks. Indeed,
availability highlights the IoT security systems at
runtime, where systems can deliver services to others.
Otherwise, the availability of services has no meaning.
Due to the highly distributed nature of the IoT
environment,  availability the
interconnectivity and accessibility of IoT systems'
services. In contrast, systems with low availability
could incur many security concerns such as attacks on
reliability. In fact, malicious intruders can control loT
systems by gaining control of IoT systems, such as
capture attacks and impersonation attacks [43]. In
particular, maintaining the availability in the devices
layer aims to prevent physical attacks and DoS attacks.

several malicious

could ensure
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Besides, availability guarantees the accessibility of the
networks, services, and applications.

Privacy

It concerns principally the users and particularly the application layer. Indeed, a privacy mechanism gives users
the ability to control their personal data and determine the amount of information to reveal to others [42].
Moreover, it ensures the non-traceability of the user's behaviors and performed actions in the system. Therefore,
privacy, defined as individuals, groups, and institutions' rights, is considered a severe security issue. For
example, the RFID tag tracking attack and the eavesdropping attack are all about the individuals. At this level,
intruders may misuse the hidden RFID to retrieve sensitive data like credit card information [25]. It is evident
that privacy-preserving goals to protect users' sensitive information like identity, location, mobility trace, etc.,
[38,17].

At this level, we confirm that designing authentication and authorization mechanisms are
indispensable to meet the cited security services requirements. Indeed, authentication is the
process of verifying the genuine and originality of the sender and validating whether a given
identity fits the pretended IoT entity [8]. In particular, authentication is necessary to prevent
illegal access and tampering related to [oT devices, while at the network layer, authentication
is about protecting signaling data to avoid the DoS attacks. Similarly, the authentication
operates over the service layer to provide the key management and access control policies.
Finally, authentication identifies, authenticates, and authorizes users in the IoT environment at
the application layer. Furthermore, authorization is about granting the required access
permissions to the authenticated user identity [9]. The authorization is achieved after the
successful authentication of the trusted identity user. At this level, the [oT system can give the
user the corresponding right to get data or service from the IoT environment. Consequently,
establishing efficient authentication and identity mechanisms and protocols are needed for
authorization protocols. These protocols operate over the service and application layers and are
imposed at the device layer.

To design the previously mentioned security services and respond the limited resources 1oT
requirement, several cryptographic mechanisms are used through the literature [38] and Table
2.2 shows some of these mechanisms.

T