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Motivation

The ever growing of the digital era is tightly tied to the diversity of digital tools, the availability of Internet high speed connections and the encroachment of Peer to Peer networks. One key evidence is the affordability and the massive use of digital tools such personal computers, camcorders and mobile devices: smart phones and tablets. In fact, this digital invasion has really facilitated our daily lives and works but it has also deeply influenced the multimedia consumers' behaviors. Henceforth, it has enhanced the multimedia consumption in terms of multiplying shared media contents through multimedia distribution platforms, especially for Video On Demand service, VOD and even in terms of paid TV programs. According to the Future Market Insights, the FMI report, the global VoD service market was estimated at US to share it or to redistribute it encourages and leads to a more dangerous phenomenon which is the copyright violation, well-known as the digital piracy. As an example and according to studies published in ComScore and Nielsen for digital music market, the IFPI 3 estimates that 20 percent of fixed-line internet users are constantly accessing services providing copyright infringing music. Digital piracy is incessantly evolving and includes the distribution of unauthorized music through platforms such Tumblr and Twitter, unlicensed cyberlockers4 and Bitorrent file sharing. IFPI estimates that in 2014 there were from billion music downloads via Bitorrent alone, the vast majority of which are infringing and this does not take into account other channels such as cyberlockers, linking sites and social networks.

Facing the piracy problem through the internet and Peer to Peer networks represent an important challenge especially to the software industry. In this context, it was necessary for media holders to find remedies to prevent the digital content from any type of fraud. Henceforth, the digital rights management systems, DRM have involved a set of measures to control the use of digital content [de Rosnay 2002]. More than one approach has succeeded in the literature to cope with that issue, the first one was attached to the cryptography community and proposed to encrypt the media content so that only the holder or the authorized users are able to access to the content [START_REF] Cormen | [END_REF]]. The limit of this type of approach consists in the fact that once the decryption proceeds, the original version of the content can be easily accessed and its pro-2 Netflix is one of the most popular Internet television network including more than 75 million members in over 190 countries enjoying more than 125 million hours of TV shows and movies per day. Members can watch as much as they want, anytime, anywhere, on nearly any Internet-connected screen. Members can play, pause and resume watching, all without commercials or commitments.

Chapter 1. Introduction tection will be lost. The second proposed approach belongs to the multimedia forensics and its principle is to hide a watermark in the host signal (the media content) to ensure its protection and to check whether the media content is illegally redistributed [Thilagavathi et al. 2015].

The digital watermarking techniques belong to the multimedia forensics and consist in using the embedded watermark to identify the media owner. Furthermore, the change performed by the watermark insertion makes the copyright infringement harder but does not alter its quality.

In the recent years, with the evolution of cloud and networks, the watermarking techniques can be easily circumvented by a group of experienced users who try to cooperate together to create and share illegally a new copy with unknown fingerprint. Henceforth, the watermarking has become insufficient when the target is not only the prevention but also the detection of colluders.

The digital fingerprinting techniques introduced the notion of collusion resilient secure fingerprints, they are also called "traitor tracing" approaches. By compensating the weaknesses of the watermarking techniques when considered the detection of the actors of a collusion trial, traitor tracing techniques were proposed not only to prevent media copyright infringement but also to detect who has contributed to the distribution of an illegal copy in multimedia distribution networks [Fontaine 2011]. In this thesis work, we are interested especially in traitor tracing process proposed for multimedia distribution platforms. In fact, such fingerprinting scheme consists of two basic components: the watermarking layer and the collusion-secure fingerprinting code where the latter is embedded in the digital content and has a structure which enables to trace actors of a piracy trial if it is discovered by the media holder [Charpentier et al. 2011].

In Figure 1.1, a generic example of traitor tracing in video distribution platform is depicted.

In side (1), one principal actor is the media supplier whose role is to prepare a dictionary of identifiers ID i,i∈{1..k} to embed in sold releases before their distribution. Each identifier should be unique, specific to each legitimate user and should also allow the tracing back of users.

These identifiers, named tracing codes are then embedded into media releases by a watermarking technique to ensure their owners' identification. In the case of collusion attack made by group of users, a suspicious copy similar to the distributed ones is discovered, this copy hides an identifier which is different from the other generated identifiers. The aim is then to analyze this video and to proceed by decoding the retrieved identifier, as shown in side (2) to retrieve at least one of collusion actors. 

Prior approaches and thesis goals

The general definition of "fingerprinting" consists in the inherent characteristics used to personalize an object from other similar ones [Wagner 1983]. In the history, several manipulations were proposed in fingerprinting field especially for security target:

As a first example, the fingerprinting was used in Neper logarithmic tables [Fontaine 2011]:

John Neper has integrated an identification mechanism to protect the contents of algorithmic tables. This mechanism consists of a set of errors introduced to each table, which allows for differing a table from another, so if copies of one table are distributed, it is simple to identify the first owner of this table.

Another example of using the fingerprinting technique is the example of Margaret Thatcher who, after a press publication of confidential documents, has delivered different reports to her collaborators to find readily traitors.

Based on [Wagner 1983], the digital fingerprinting was firstly introduced in [Blakley et al. 1986]. When considered the cryptographic community, the fingerprinting was deeply studied especially in broadcast encryption system which allows a broadcaster to Chapter 1. Introduction encrypt the content so that only chosen users are able to decrypt the content. In this type of systems, a specific set of decryption keys is assigned to each decoder device [Liu 2005].

In this thesis report, we are interested in fingerprinting in general, which principle is to trace pirates by personalizing an object, even decoder devices. The notion of digital fingerprinting has been introduced by Wagner in [Wagner 1983] which consists in embedding a fingerprint in a document by using a watermarking technique, for copyright protection target. Recently, with the growing of the digital market and the important economic value of some digital content, it becomes basic to provide a relevant protection system where the media is prevented from any illegal redistribution. Therefore, the fingerprinting has been integrated into distribution process of digital contents. Indeed, it implies the presence of two essential components: a fingerprinting code and a tracing algorithm. The fingerprinting code is a specific message which is assigned to a unique user and embedded in each release of the media for identification and protection targets [START_REF] Trappe | [END_REF]]. Moreover, the tracing algorithm is a process whose role is to allow the retrieval back of traitorous users when considering the suspicious copy. Furthermore, another important part in a fingerprinting system is the embedding technique which seems to be relevant as it could be circumvented by several users to attack the content and create the pirated copy [He & Wu 2007]. In this context, the traitor tracing system should counter piracy trials which can be operated to the content or to the embedded codes [START_REF] Chaabane | [END_REF]. Different fingerprinting techniques have been proposed in the literature [START_REF] Boneh | [END_REF]], [START_REF] Hayashi | [END_REF]]. Nevertheless, the majority of actual tracing work uses the well known Tardos code [Akashi et al. 2008]. But, although it has been proven that Tardos code provides a good compromise between the code length and the collusion size [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]] [START_REF] Peikert | [END_REF], it still requires improvement with regard to the complexity decoding. This weakness is unequivocal in case of multimedia distributing systems which involve a large size of audience and are expected to use a low complex pirates' retrieving process. Henceforth, the main concern which still requires researchers' interest is how to find a tracing strategy with fewer complexity costs for a Tardos-based tracing system in such applications. In some work, faced with a large number of users in multimedia distribution systems, some researchers [START_REF] Wang | [END_REF]], [He & Wu 2007] have assumed that users having the same geographic belonging have more probability to cooperate together in a collusion trial. Hence, they proposed to group users according to this criterion. The group-based choice CHAPTER 1. INTRODUCTION should provide a less complex Tardos decoding step in the accusation process. In fact, instead of parsing all the users' codewords, only the suspicious group is parsed. Although this strategy affords an interesting idea to minimize the accusation process costs [START_REF] Wang | [END_REF], it was applied in case of independent signals only [START_REF] Shahid | [END_REF].

Hence, the main objective of this thesis is to propose a multi-level hierarchical structure for Tardos fingerprints able to provide good detection rates even if the number of users is increasing. More precisely, instead of using the only geographic criterion proposed in [START_REF] Wang | [END_REF], we studied the threat model in a VOD platform [START_REF] Choi | [END_REF] to enlarge the criteria of the group-based construction step. Then, we chose to adapt a two-level tracing strategy which is closely attached to the group-based users' identifiers. While the majority of the existing fingerprinting schemes used image watermarking techniques [START_REF] Shahid | [END_REF]] [Ye et al. 2013] [Kuribayashi 2014], we chose to apply an original tracing scheme which enables a joint between the audio watermarking technique providing good robustness and inaudibility results and the two-level tracing code. This tracing scheme benefits from the hierarchical structure of fingerprints to provide a fast tracing process.

During the thesis work, more than one contribution has been elaborated. These contributions, detailed in the report, are summarized as follows:

• The construction of a multi-level hierarchical fingerprint: In this contribution, the main objective is to propose a group-based structure for users' identifiers. In fact, the resulting fingerprint is constructed according to a proposed multi-level hierarchy. The applied criteria are selected to be the most relevant ones in the multimedia distribution scenario.

In a first step, it was interesting to study the users' behavior in a multimedia distribution platform. Then, according to statistical analysis in [START_REF] Choi | [END_REF], we find that some users' characteristics are highly discriminative than others for the grouping step.

Hence, the major novelty in this first contribution is the shifting from one constraint (the geographic one as mentioned in the literature) to several constraints which should fit the group construction and provide it a good refinement. The resulting multi-level hierarchical fingerprint, is compared to a non-hierarchical one and the experimental results have proven that grouping users according to more than one criterion contributes to ameliorate the Tardos tracing results, even for long users' codewords. Moreover, a generated Chapter 1. Introduction weight is assigned to each constructed group to refer to its "danger" degree, or rather to the probability of including colluders. Hence, these weights are also applied to accelerate the tracing process.

• The proposition of a two-level tracing strategy for hierarchical fingerprint based on combining the Boneh Shaw probabilistic collusion-secure fingerprinting code to the Tardos one. In this contribution, the main target was to provide a tracing strategy which is suitable to the hierarchical structure of the fingerprints and the group-based assumption. Eventually, the key idea was to use a two-level tracing strategy for the tracing process to focus on the group-based property of users' identifiers. Hence, a first level is applied to the Boneh Shaw code to select groups having higher probability to contain colluders, and a second level with Tardos code to trace guilty users only in selected groups. Although the choice of a two-level tracing strategy was proposed in literature in [START_REF] Desoubeaux | [END_REF]] and [START_REF] Kuribayashi | [END_REF], the tracing strategy we propose has two interesting key characteristics: groups of users are not made randomly but are considered regarding the real scenarios of multimedia distribution applications, and a weight-based selection which refines efficiently the group search space to accelerate the tracing process.

• A proposal of optimizing fingerprinting code length based on a QR-code-based conversion. One primary concern of tracing schemes consists in overcoming the length of collusion-secure fingerprinting code. In fact, the application of a watermarking scheme to embed the fingerprinting code depends closely on its length. In case of multimedia of limited payload such as short audio files or images, the provided capacity is restricted to only a few bits, whereas collusion-secure fingerprinting codes typically require thousands of bits. Henceforth, the multimedia distribution applications which enables tracing process with fingerprinting codes is challenging. Thus, in case of our two-level code which consists of a parallel concatenation of two fingerprinting codes, adjusting the code length to the real requirements should significantly make our proposed system more appropriate to multimedia distribution applications. The choice of QR code conversion should be judicious since it enables not only to compensate the code length constraint but also it enhances the robustness to different types of signal processing attacks.
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• A migration to a blind traitor tracing scheme based on hierarchical fingerprint is proposed to be closer to the real scenarios where guessing the number of traitors and the strategy they apply is harder. This type of migration was proposed previously in the literature to deal with the invariance of the Tardos decoder which seemed to have a conservative behavior whatever is the colluders' strategy. We propose in this contribution to check the efficiency of the proposed two-level tracing strategy in a blind scheme. 

Thesis organization

The thesis report is organized in two essential parts:

Part I: Literature review

• In this part, we present the problematic tackled in this thesis work. We begin by detailing the background of the tracing traitor field: its history and its different components mainly: the watermarking technique, the collusion-secure fingerprinting code and the eventual threat channel. Moreover, we detail the different constraints that it should sur-CHAPTER 1. INTRODUCTION round to provide an efficient detection step. Finally, we provide a survey of state-of-theart research works on tracing traitor field and essentially the hierarchical ones.

Part II: Contributions

• Chapter 3 presents the first contribution in this thesis work. In fact, as the fingerprint construction is the first step in a tracing scheme, we focus in this part in the multi-level hierarchical structure we propose for users' identifiers. According to the studied threat channel in multimedia distribution platform, we propose to construct groups of users having similar characteristics and then we assign a weight for each group of users. This weight should be a key constraint during the tracing process.

• Chapter 4 describes an essential contribution in this thesis work where the whole proposed tracing scheme is presented and we focus on the tracing process for which we propose a two-level tracing strategy which is chosen to be closely adapted to the hierarchical structure of the fingerprints.

• In chapter 5, we tackle a key point in the watermarking technique which is reducing codeword length to maintain good imperceptibility quality. Thus, we give an overview of the QR code and its characteristics and we detail on the different steps of the conversion we propose.

• In chapter 6, we study the impact of using an the expectation maximization and the maximum a posteriori algorithms to adjust the accusation functions of the Symmetric version of Tardos code in a two-level tracing scheme.

Finally, we close this thesis report with a summary of the elaborated contributions thesis and the most important results. Future works and perspectives are also presented.

Appendix 1 covers some important results on audio watermarking which confirm the efficiency of the applied audio watermarking technique for the different proposed fingerprints embedded into videos samples.

In Appendix 2, we join deep statistical analysis related to the most important characteristics of multimedia distribution applications: shared media and audience, provided by different sources. This study is fundamental in our choices throughout this thesis work.

Part I

Literature review 

Introduction

The easiness of using and manipulating digital media content has a volte face. In fact, although average users can simply be familiar with some manipulations such as a simple duplication, these manipulations can be dangerous with dishonest users whose target is illegal.

Manipulating and duplicating digital media content via the Internet and Peer to Peer networks is available even to average users but can be used to unauthorized purposes with dishonest customers. Henceforth, facing the loss caused by unauthorized treatments and protecting the digital content become challenging to the media industry and research has led to different mechanisms of digital content protection.

The earlier approaches in the history were essentially steganography and cryptography which differ in principles and objectives. In fact, the cryptography consists in modifying a message to make it unreadable whereas steganography purpose [START_REF] Anderson | [END_REF]] is to insert a message in another to enable the secrecy of the transmitted data.

Compared to the other approaches, the digital watermarking is the most recent, since the 1990s

Chapter 2. Survey on Traitor tracing and several models were proposed for images, audio and video contents [START_REF] Cox | [END_REF].

As collusion secure fingerprinting codes are codes inserted as watermarks in the media content and hence enhance the security side of the watermarking scheme, it will be interesting to introduce the different terms related to the context of protection media content before detailing the elaborate contributions of this thesis work.

The digital watermarking

The digital watermarking [START_REF] Cox | [END_REF] is the technique of hiding information into a digital content (image, audio, video) to protect it from dishonest manipulations, it was proposed for many applications and essentially for the copyright protection one. The hidden information has many nominations: watermark, mark, or signature. The watermarking should respect several requirements, the most important points are known as magic triangle cotes. These requirements are:

• The imperceptibility: the operation of watermarking should be applied without altering the quality of the media and hence a simple user should not differentiate between a watermarked content and another one.

• The robustness: the embedded watermark should be resistant to different types of attacks.

• The capacity: the quantity of information hidden into the media content is one of the major requirements of a watermarking scheme because it is important to find a fair compromise between this quantity and the scheme robustness.

• The complexity: this requirement is tied to the real-time applications as well as it includes the computation time and the complexity of the system required to embed and detect the message watermark.
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• The verification: It is related to the public availability of the watermarking algorithm and the secret key, i.e if the watermark can be detected only by a specific person who holds the secret key or it is detected publicly.

A watermarking technique is considered perfect if it finds a compromise between the different requirements, it should be, at the same time, robust, imperceptible and have a high capacity of insertion. Thus, there are many watermarking schemes proposed in the literature and many classifications to classify them [Charfeddine et al. 2012].

A brief state of the art of digital watermarking approaches

In the literature, more than one classification was proposed to classify the watermarking techniques. One of these classifications is made according to the transparency of the host signal, the watermarking technique is so blind [START_REF] Yu | [END_REF], [START_REF] Craver | [END_REF]], [START_REF] Zeng | [END_REF], [Charfeddine et al. 2010], [START_REF] Kumar | [END_REF], [START_REF] Pradhan | [END_REF], [START_REF] Walia | [END_REF] or not [Saha et al. 2014].

Another classification is made according to the embedding position of the watermark in the host signal. It can be in the spatial domain [Laftsidis et al. 2003], [START_REF] Lie | [END_REF]],

[ [START_REF] Martinez-Noriega | [END_REF] or in the transform domain like schemes using the DCT transform [Charfeddine et al. 2012], or the DWT transform [START_REF] Pradhan | [END_REF], [Nematollahi et al. 2012].

While the watermarking was proposed as a suitable solution to the copyright infringement problem, it remains insufficient to the tracing traitors' target, where the issue is retrieving users who have contributed in the piracy operation. The resulting approach is consequently a joint between the watermarking technique and an anti collusion code able to identify each media release [START_REF] Xie | [END_REF]. This class of approach is called the fingerprinting.

The general watermarking scheme

The general watermarking scheme consists of two main steps: the embedding (insertion)

and the recovering (detection) of the watermark [START_REF] Ye | [END_REF]]. We will explain each step separately.
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The watermark embedding step

As depicted in Figure 2.1, an owner with a key K embeds the mark W in the original document I. The watermarked document I seems to be similar to the original document I with an embedded signature W. There are several domains to insert the watermark. In the next part; we present these different domains.

Figure 2.1: The watermark embedding process

The watermark insertion domain One key requirement to differentiate between watermarking techniques is the insertion domain: insertion domain with no transformation, the frequency domain and the multi-resolution one.

• The insertion domain without transformation: This domain depends on the type of watermarking scheme. For the image watermarking scheme, the insertion domain without transformation is the spatial one, it allows to deal perfectly with geometric attacks. For the audio watermarking schemes, this domain is the temporal one, it enables a high capacity of embedding.

• The frequency insertion domain: This domain involves the presence of a transformation step such as the DCT, Discrete Cosine Transform, or the DFT, Discrete Fourier Transform. It is the adopting space transformation in standards: JPEG for images or MPEG for video and Audio. Hence, it enables good robustness to compression attacks.

• the Multi-resolution insertion domain: The advantage of this embedding domain is the fact that it is used in recent compression standards such as JPEG 2000 or MPEG4.
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The watermark detection step

For this step, as detailed in Figure 2.2, input parameters are the watermarked document I' and the key K (the same one used when inserting). The output of the detection D can be the detected mark W' or the result whether the mark W was found in watermarked document or not. The watermarking scheme can be blind (the original document I is not required for the recovering step) or not.

Figure 2.2: The watermark detection process

The watermarking applications

Digital watermarking has more than one application; it is essentially used for copyright protection but also for: content Authentication, broadcast monitoring, indexing, medical application, data embedding. In our thesis, we are interested in watermarking applied for fingerprinting. Indeed, hidden information, or the identifier, directly attached to user identification, is implanted in the media as a watermark. In case of copyright abuse or violation, this signature can help to trace the source of illicit copies and so recover traitors. For this reason, digital watermarking is one of the challenges of a tracing traitors' framework.

From watermarking to fingerprinting

The digital watermarking techniques consists in hiding information into a digital content.

If a digital content in a multimedia distribution application is prone to collusion attack, the watermarking scheme is hence circumvented by this collusion actors. Henceforth, it becomes insufficient when target is not only the prevention of the digital content but also the detection of colluders. In our thesis work, we are interested in watermarking applied for fingerprinting. Indeed, hidden information, or the identifier, directly attached to user identification, is implanted in the media as a watermark. In the case of copyright abuse or violation, this signature can help to trace the source of illicit copies and so recover traitors. For this reason, digital watermarking was one of the challenges of a tracing traitors' framework.

The general multimedia Fingerprinting scheme

From a practical standpoint, the whole multimedia fingerprinting system can be considered as a communication chain with a transmitter side, a channel and a receiver side. The transmitter and the receiver are the main parts of the tracing system while the collusion attacks are presented in the transmission channel.

The main components of a fingerprinting scheme

As numbered in Figure 2.3, the whole fingerprinting framework implies the presence of five essential steps as follows: the fingerprint encoding step, its embedding in the media release, a selection of some releases to participate in a collusion attack and to give rise to a colluded copy, the extraction of the colluded code and the tracing process to trace back the colluders. We will detail each step separately:

The fingerprinting generation step

The fingerprinting generation step is closely attached to the users of the platform. Labeled by (1) in Figure 2.3, it includes the assigning, by the media distributor, of a unique codeword f ingerprint i,i∈{1,••• ,n} to each user before using it in the embedding layer to construct the fin-

gerprinted releases R( f (i)), i ∈ {1, • • • , n}.
This unique identifier is essentially used to identify each media owner and to protect the media from any illegal treatment [Wagner 1983].

The fingerprinting step can be effectively applied if it is performed as shown in Figure 2.4: the content is divided into blocks and in each block one symbol is hidden. Serialization consists in combining master copies of the original one. These master copies are obtained by the embedding process made in advance offline which consists in embedding in each block the same symbol. It is assumed that the number of symbols is the same than the number of copies. Then, the only step made online is the combination of the different blocks derived from the master copies to yield the fingerprints. The efficiency of the serialization step depends in a first time on the embedding technique, the watermarking technique, whose relevance is shown when consid-Chapter 2. Survey on Traitor tracing ered the several attacks the media content should survive during a sharing operation. Moreover, the tracing algorithm is also an important part of the fingerprinting layer, it is a process whose role is to allow the retrieval back of traitorous users when considering the extracted codeword from the colluded release Y . The fingerprinting layer depends on the efficiency of the tracing algorithm and even on its robustness to intentional attacks made by colluders. The diversity of the attacks and the large size of the audience in a multimedia distribution platform make the tracing task more complex. Hence, different designing of tracing algorithms have been proposed in the literature [START_REF] Boneh | [END_REF]], [START_REF] Hayashi | [END_REF]]. In Section 2.4.1.2, we detail more the watermarking concept and its different characteristics. In Section 2.5.1, we review some generalities about the tracing code, called also as anti-collusion code.

The fingerprint embedding step

Labeled by (2) in Figure 2.3, the fingerprint embedding step is launched once a customer has confirmed the media content purchase, it consists in assigning a unique fingerprint from the generated dictionary to this customer. This fingerprint is embedded by applying the watermarking insertion algorithm.

Collusion channel

The third main part in the fingerprinting system is the threat channel, as labeled by (3) and

(4) in Figure 2.3, which refers to the set of attacks made by dishonest users. The objective is to yield a suspicious release of the digital content and to make the accusation step more complex.

Different types of attacks were studied by researchers to prevent the fingerprinting system from piracy trials [Furon & Pérez-Freire 2009b], [START_REF] Mathon | [END_REF].

Before detailing the notion of a collusion attack, it is primordial to introduce the Marking Assumption which was proposed by [Boneh & Shaw 1995] as an assumption on which a collusion trial depends in a practical standpoint.

The Marking Assumption The Marking assumption states that, if we see ( x j1 ) i = ( x j2 ) i = . . . = ( x j3 ) c = s for the same position i and for a symbol s where s ∈ Q, then it is assumed that the same symbol s is seen for all the actors of the collusion in the position i, which means CHAPTER 2. SURVEY ON TRAITOR TRACING that any yielded codeword y should have also the symbol s in the position i, y i = s. More explicitly, the colluders in a collusion trial, by comparing their respective releases, are not able to change symbols in undetectable fingerprint positions. This assumption is based on the fact that once the fingerprint is hidden, it becomes impossible for colluders to differentiate between the fingerprinted blocks and the other blocks of the digital data. In this context, there are more than one model of attack which can be operated [Furon & Pérez-Freire 2009b]. In 

Colluder1 0 0 1 1 Colluder2 1 0 1 1 Colluder3 0 0 0 1 y 0 0 1 1
are applied under the Marking assumption and other assumptions called "attack models" which describe all the possibilities y i can have for a position i. These models range from the restricted model to the extended one.

• Restricted model: This model of attack says that y i should be one of the colluders' symbol in the position i. This model is considered as too restricted and it leads to a deterministic accusation, where no accusation error is considered.

• Arbitrary model: This model says that y i ∈ Q. This model, compared to the restricted one, can be considered as more flexible and practical as colluders should be able to yield a symbol which belongs to the known alphabet. This model leads to a probabilistic accusation, to a weak traceability and hence to introduce the notion of error accusation probabilities.

• Extended model: In this last model, colluders have the ability to add an unreadable symbol in detectable positions [START_REF] Guth | [END_REF]].

Indeed, a collusion attack is a secret agreement between colluders to construct a copy of the sold media in a way which makes difficult the tracing process. The colluders compare respectively Chapter 2. Survey on Traitor tracing their different releases to establish a common strategy to yield the suspicious fingerprint. This strategy is called "collusion attack". In Section 2.4.1.3, we will present common collusion attacks described in the literature [START_REF] Trappe | [END_REF].

Collusion attacks

In this section, we detail possible collusion attacks made under the Marking Assumption. We remind that different classifications of collusion attacks were proposed in the literature [START_REF] Trappe | [END_REF]]. In one of these classifications, the attacks can belong to one of three main classes:

• Block exchange attack: In this type of scenario, as shown in Table 2.2, the symbol in the suspicious copy can be one of the symbols of colluders' codewords for a position. There are several block exchange attacks such as the majority/minority vote attacks, All-one, All-zero, the uniform one, and the Worst Case Attack (WCA) [Fontaine 2011].

Table 2.2: The Block exchange attack. Beyond the application of the marking Assumption in position 2 and 4, it is trivial to guess that the corresponding symbol in the suspicious copy is one of the colluders' symbols in the position i.

Colluder1 1 0 1 1 Colluder2 1 0 1 1 Colluder3 0 0 0 1 y 0 0 1 1
• Fusion attack: In this case of attack, as depicted in Table 2.3, the pirates mix their respective blocks to compute the corresponding block in the suspicious copy with one strategy: average, minimum, maximum, median, etc. This type of attacks can have an effect on both the fingerprinting and the watermarking schemes [Furon & Pérez-Freire 2009b] [ [START_REF] Mathon | [END_REF]].

• Individual signal processing: The suspicious copy is altered with a post processing made by colluders to erase the way to trace them, as shown in Table 2.4. This treatment can be, for example, a compression, noising, denoising, filtering. In the literature, it is considered that some attacks have a deeper influence on the accusation performance than others CHAPTER 2. SURVEY ON TRAITOR TRACING Table 2.3: The fusion attack. It is difficult to guess which symbol can be extracted from the pirated copy in positions 1 and 2, and it depends strongly on the robustness of the applied watermarking technique. In positions 2 and 4, the Marking assumption is respected. -Freire 2009b]. Consequently, it is interesting to study the stability of the tracing scheme over different types of attacks.

Colluder1 1 0 1 1 Colluder2 1 0 0 1 Colluder3 0 0 0 1 y 1 0 0 1 [Furon & Pérez
In this context, the whole fingerprinting system has more than one constraint related to its different layers, the media distributor should find a good conjunction between the watermarking layer and the fingerprinting layer to counter piracy operations which can be operated to the content or to the embedded codes [START_REF] Chaabane | [END_REF].

Table 2.4: The individual signal processing attack. It is difficult in this case to guess which symbol can be extracted from the pirated copy in positions 2 and 3, and it depends strongly on the robustness of the applied watermarking technique.

Colluder1 1 0 1 1 Colluder2 1 0 0 1 Colluder3 0 0 0 1 y ? 0 ? 1 2.4.1.

The fingerprint detection step

The fingerprint detection step, labeled by (5) in Figure 2.3, consists in detecting the watermark embedded in the suspicious release. By applying the watermarking detection algorithm, the extracted watermark is transformed to the fingerprinting code. Then, a comparison to all of the assigned fingerprints are made. If the extracted fingerprint is close to one fingerprint, then

Chapter 2. Survey on Traitor tracing the guilty user is trivially identified and the process is completed, otherwise, the fingerprint is yielded by a collusion attack and the tracing process is needed.

The tracing process

The principle of tracing process, labeled by (6) in Figure 2.3, is to analyze the fingerprint code extracted from the suspicious copy, by means of other requirements: the totality of assigned fingerprints, the fingerprinting parameters and available information from the generation step. The tracing process may retrieve at least one of the actors of a collusion trial responsible of the suspicious copy.

The next part reviews related work on different fingerprinting approaches proposed in the literature. It is important to notice that in a first time the fingerprinting layer and the watermarking one were studied separately as two disjoint layers. From a theoretical standpoint, a fingerprinting system consists of a set of techniques to trace back the origin of a signal among a set of possible sources. The nature of this signal depends on the corresponding application. But, one key requirement of the fingerprinting system is the robustness to collusion attacks made by a set of traitors. The nature of these attacks can be guessed by analyzing and comparing the different sources.

The first concept of fingerprinting was introduced in [Wagner 1983] and was designed especially for copyright protection or for preserving a content privacy character purposes. It was used in applications where a digital content should be shared legally or a confidential document is distributed to a specific number of users [Fontaine 2011], [Boneh & Shaw 1995]. This characteristic is tied to the serialization step which consists in embedding a unique and specific code in the media release to identify it [START_REF] Chaabane | [END_REF]]. This step is important to discover any illegal distribution which is the main goal of a traitor tracing scheme. Whatever is the application of the fingerprinting, three principal actors are operating in this system:

• The video supplier or the seller: the actor who constructs and embeds the fingerprint in every sold release. Called also the media merchant, he should detect, in the case of an illegal redistribution of the media content, who, among the set of buyers, has contributed to construct the suspicious release which seems to be identical to the original copy.
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• The buyer: or the customer is the user of the multimedia distribution platform, he can be a person or an entity which has the authorization to access to the media.

• The colluder, called also "opponent" by [Wagner 1983] can proceed solely or with others in order to construct a copy similar to the original one with unknown fingerprint in order to redistribute it illegally. In the fingerprinting systems, the colluder is considered as a traitor.

2.4.2 Types of fingerprinting schemes [Wagner 1983] has proposed more than one classification for the fingerprinting when considered one of its main characteristics.

One first classification: based on the object nature [Wagner 1983]: In this context, the fingerprinting is thus:

• Digital fingerprinting: the object is a file or a digital content.

• Physical fingerprinting: the fingerprint depends on the inherent characteristics of the object.

A second classification: based on the type of the fingerprint [Wagner 1983]:

• Discrete fingerprint which consists of a set of values (binary values, or n-ary where n ≥ 2.

• Continuous fingerprint where there is no limit to the number of fingerprint values.

A third classification: based on the detection process [Wagner 1983] [Schäfer 2016]:

• Perfect fingerprinting: in this case, it is assumed that any altered object can not be recognized and thus the detection becomes trivial otherwise.

• Deterministic fingerprinting: the detection is possible in all the cases with no error, called also "catch-all" fingerprinting class.

• Probabilistic fingerprinting: the detection is made with probability of making errors.

Chapter 2. Survey on Traitor tracing

A fourth classification: based on the relation between the fingerprint and the object [Wagner 1983]:

• The fingerprint is one of the inherent parts of the object.

• The fingerprint is added to the object.

• The fingerprint is made by applying modification to some parts of the object.

• The fingerprint is made by omitting one of the parts of the object.

Recently, with the evolution of the fingerprinting field, some other classifications can be taken into account and hence, we add:

A classification based on the fingerprinting mode:

• Static fingerprinting: in this type of scenario, the fingerprints are defined and only one round of accusation process is made [Schäfer et al. 2010].

• Dynamic fingerprinting: in contrast with the static one, the set of fingerprints can be changed dynamically. In fact, more than one round of accusation process is made and hence, the fingerprints are changed to frame efficiently the traitors [Fiat & Tassa 1999], [Laarhoven et al. 2013].

Another classification tied to the environment of the fingerprinting scheme :

• Symmetric fingerprinting: in this type of scheme, the distributor is the only responsible of generating fingerprints and identifying traitors [Pfitzmann & Schunter 1996].

• Asymmetric fingerprinting: in this case of scheme, a third actor, named "arbiter", other than the distributor or the buyer takes part in the generation and the identifying process. The merchant or the distributor holds the original copy without any fingerprints and each buyer holds its specific fingerprinted copy. This scheme was proposed by [Pfitzmann & Schunter 1996] and was designed to enable the merchant to convince the arbiter that he is able to discover the buyer of a fingerprinted release.

• Anonymous asymmetric fingerprinting: was proposed later by [START_REF] Pfitzmann | [END_REF] as an alternative to carry out an anonymous fingerprinting scheme, where the merchant is not able to guess the relation between a buyer and a sold release but nevertheless he can discover traitors in case of piracy trial.

Another classification tied to the fingerprint storage [Desoubeaux 2013]

• Fingerprinting made in advance: the fingerprinted releases are prepared in advance and stored to be used later in the distribution.

• Fingerprinting are prepared in the same time as the distribution and hence no storage is necessary here.

According to the studied properties of fingerprinting schemes, we are especially interested in static, probabilistic and symmetric fingerprinting systems using modification process to add discrete fingerprints to digital contents. This type of schemes can be observed in multimedia distribution platforms expected to integrate a tracing process for illegal redistribution trials [Schäfer 2016] [Desoubeaux 2013].

Applications of fingerprinting

In this part, we give an overview of the main applications of fingerprinting schemes to emphasize the relevance of combining watermarking scheme to collusion secure fingerprinting codes. According to [Schäfer 2016], the different applications of fingerprinting whose purpose is the protection of the copyright are as follows:

The promotion of a digital product

Before launching a new digital product such as: music album, film, audio book, TV program or video game, a promotional phase is dedicated to journalists to evaluate and rate the content. This phase should, hence, include a mechanism of protection to prevent the content from any trial of unauthorized diffusion.
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The online shop application

This application enables an end-customer authentication process. Indeed, the digital product is purchased and transmitted via Internet.

The digital cinema application

It is also an end-customer authentication process which includes a step of local cinema authentication.

Video game application

It represents the Boxed video games applications including the promotion application, the online shop and even the digital cinema with a phase proper to the game development [START_REF][END_REF].

As the research point addressed for this thesis is related to collusion secure fingerprinting codes, the focus is on the deployment of these codes for multimedia distribution applications, defined previously as online shop applications. We turn now our attention to the proposed techniques in the literature in the fingerprinting field.

Tracing traitors from cryptographic point of view

In the literature, several fingerprinting techniques were proposed [START_REF] Chaabane | [END_REF]].

One trend work was attached to the cryptographic and coding orientations and has proposed to improve the properties of tracing codes [Boneh et al. 2010] migrating from the deterministic fingerprinting approaches, [START_REF] Trappe | [END_REF] to the probabilistic ones. The purpose of the majority work has still been oriented in proposing fingerprinting codes with good detection rates and fair length, although the number of users and pirates is increasing, [He & Wu 2007].
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Collusion-Secure fingerprinting Codes

We have introduced the properties and objectives of the digital watermarking which is applied for customer authentication which is one of the main interesting points in our thesis work.

Then, regarding the limitations of the watermarking scheme in case of collusion attacks, it is imperative to define the collusion secure fingerprinting codes.

Collusion secure-fingerprinting codes can be split into deterministic or probabilistic one. We will detail each class separately:

Deterministic codes

From a mathematical point of view, the different notions in the fingerprinting field can be formulated as follows:

First, it is assumed that the data is represented by a string of symbols belonging to an alphabet Q of size q, Q = {0, 1, . . . , q -1}. In the binary case, q=2 and hence Q = {0, 1}. So, to apply the traitor tracing process, we begin by embedding fingerprints in the original data. These fingerprints, called also codewords should have a length m over Q. Then, the fingerprint construction step consists in assigning for each user a unique fingerprint which presents a vector from Q m , where x j denotes the vector for a user j. The resulting fingerprint matrix X is a n × m matrix with n the number of users and l the codeword length. X = ( x j ) i where x ji the symbol in the position i of the codeword x j .

An eventual collusion made by a set x j1 , . . . , x jc has a size c and is able to yield a codeword y, with y / ∈ X.

The collusion secure fingerprinting codes were classified in the literature according to namely two basic properties: the colluders' detection and the non accusation of innocent users [START_REF] Boneh | [END_REF]], [Staddon et al. 2001], [Encheva & Cohen 2002], [START_REF] Yagi | [END_REF]. It is important to mention that these proposed classes are not useful all the time since some existing codes could not belong to any class. In this part, we present the four essential classes of codes:

• Frameproof code: No yielded collusion can involve an innocent user, hence it is the best way to prevent trivial accusation. In fact,

C = { x 1 , . . . , x n } is called c-frameproof when
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Let give the example of the code C = {100, 010, 001}, C is 3-frameproof. In fact, the 3-size collusion could not involve an innocent user because it consists of the all users' codewords, whereas the 2-size collusion is not able for all cases to construct the third codeword as detailed below:

100, 010 = {100, 010, 110} does not involve the codeword 001.

100, 001 = {100, 001, 101} does not involve the codeword 010.

010, 001 = {010, 001, 011} does not involve the codeword 100.

• C-secure frameproof code: Two disjoint collusions of at most size c can not generate the same codeword. For the third case also, collusion c5 = 111, 001 contains the codewords { * * 1} whereas the collusion c6 = 100, 010 contains the codewords { * * 0} which means that the two disjoint collusions c5 and c6 are not able to generate a common codeword.

• Identifiable Parent Property code: No collusion of size at most c can generate a codeword which has not at least one guilty parent [Barg & Kabatiansky 2004].

Let give the example of C = {0000, 0111, 0222, 1012, 1120, 1201, 2021, 2102, 2210}, a code of length 4 over an alphabet of size q = 3, this code as described in [START_REF] Blackburn | [END_REF]] is a 2-IPP code, known also as the Tetracode or the ternary Hamming code of length 4. This is a linear error-correcting code so that two codewords have a Hamming distance at least 3. Now let give the example of a collusion of size 2 which yields a codeword y. Then, since the two codewords cooperating in the collusion have a common symbol on exactly one position, the codeword y also should have a common CHAPTER 2. SURVEY ON TRAITOR TRACING symbol with both codewords on the same position. Moreover, y has common symbols with one of them on the remaining three positions. Hence, one of these two codewords must match the yielded codeword on at least 3 positions, giving it a Hamming distance of at most 1 to the forgery. So the result of the tracing algorithm in terms of Hamming distance, should always accuse exactly this guilty user. Henceforth, this code is a 2-IPP code.

• Traceability code: C is considered as a c-traceability code if for any collusion of size at most c and any codeword y yielded by this collusion, the user whose codeword has the smallest Hamming distance to the codeword y is always accused [START_REF] He | Performance study on multimedia fingerprinting employing traceability codes[END_REF].

Regarding the properties of collusion secure fingerprinting codes, it is interesting to split them also to two families [Xie 2010]: codes with strong traceability and codes with weak traceability.

Weak traceability vs strong traceability

• Strong traceability: Having a code with strong traceability is a very hard requirement because it means that the code should never accuse an innocent user [Staddon et al. 2001].

The Error Correcting codes were proposed as codes with strong traceability because they considerate that the probability of accusing an innocent is null. But the first problem with these codes is that they are too long and the tracing operation becomes impossible when the number of colluders is more than 2 colluders [START_REF] Kiayias | [END_REF]. That is why Reed Solomon codes were proposed as tracing codes because they represent large alphabets.

• Weak traceability: This type of traceability introduces that a code is not perfectly traceable, it uses two error probabilities [Barg & Kabatiansky 2011[START_REF] Boneh | [END_REF]] :

ε 1 : called also false positive probability: the probability of accusing falsely an innocent, this probability is in the order of 10 -6 .

ε 2 : called also false negative probability: the probability of missing pirates (false negative), it is in the order of 10 -1 , we tolerate the inability to catch a guilty user.

Several codes with weak traceability were proposed in the literature. According to [Schäfer 2016], only the ε 1 rate is required for the fingerprint generation process [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]]
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When considering the legal target of tracing traitor field, it is undoubted that deterministic codes provide a solid assessment to this type of applications. But from the practical standpoint, probabilistic codes are more suitable for real scenarios since they provide shorter code length with a fair probability of error [Schäfer 2016]. Henceforth, all contributions elaborated within this thesis work are based on probabilistic codes.

Probabilistic codes

The first model of probabilistic codes was proposed by Boneh and Shaw in [START_REF] Boneh | [END_REF]], this model uses a binary alphabet and a code length

m=c 4 log( n ε 1 ) log( 1 ε ).
(a) The BS with replication scheme: The Boneh Shaw code with replication scheme was proposed in [START_REF] Boneh | [END_REF]], it applies the Marking assumption and is represented by the couple (n,d) where n is the number of the codewords and d is the replication value.

The code length is defined by the equation:

M t = (n -1) × d. (2.1)
In this case, the BS code is binary, thus the alphabet is equal to {0, 1}. The result of the code generation is a matrix of (n-1) column types of the form 1 1 • • • 0 0 replicated d times and suiting the rule that the i th user has a 0 in the (i-1) columns and 1 in the others. The BS code with replication scheme is considered as a n-secure binary code with a code length m = O(c 4 log( n ε 1 ) and an error probability ε, when an accusation failure of a tracing function is bounded by ε. The distributor must keep secret transitions from colluders and hence has to perform a secret permutation of the columns of the code BS(n, d) before hiding the user codeword inside the multimedia content. When considering the variation of the number of bits of 1 between blocks of different types, this randomized approach enables the distributor to prove that a user is probably a guilty one. Thus, the performance of the accusation depends only on the value of the replication parameter d:

d = 2n 2 log 2n ε . (2.2) CHAPTER 2.
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The secret permutation of columns in the code BS(n, d), as shown in Figure 2.5 is applied after the code generation to enhance the security of the code by preventing colluders from predicting the position of embedded fingerprint symbols.

Figure 2.5: BS(4,3) code generation before and after a random permutation.

Although, The BS codes have marked an interesting change by introducing the error probabilities, they are still far from the limit bound of code length required by [START_REF] Peikert | [END_REF]].

(b) The Tardos code: Another probabilistic code called the Tardos code has been proposed

in [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]] and has attracted increasing interest due to its short code length with an adjustment of the error probability [START_REF] Peikert | [END_REF]]. In fact, it is a fully randomized binary code, with some new parameters:

• X: n×m matrix, as given in Figure 2.6, with n is the users' number and c is the collusion size. Chapter 2. Survey on Traitor tracing

• A codeword X ji is assigned to each user j, i ∈ {1, • • • , m}. Let p i a set of independent and identical probabilities generated randomly from [t,

1 -t], with t = 1 300c , 0 < t < π 4 ,sin 2 t = t, p i = sin 2 (r i ), r i ∈ [t , π 2-t ].
• ε 1 , ε 2 are respectively the false positive and false negative probabilities and m is the code length. According to the current state of the art and to the asymptotic parameters given by [Laarhoven & de Weger 2011];

m = 1 2 π 2 c 2 ln( 1 ε 1
).

(2.

3)

The tracing algorithm of the Tardos code consists of three steps as follows: the initialization, the construction and the accusation steps. Initially, codewords' matrix X ji is constructed with Prob[X ji =1] = p i . The score S j, j∈{1...n} is computed in Eq.2.4 related to each user j as follows:

S j = m ∑ i=1 g Y i , X ji , p i , (2.4) 
The score S j is computed according to the symmetric accusation functions defined by [Skoric et al. 2007] in Eq.2.5 and Eq.2.6 as follows:

g (1, 1, p) = g (0, 0, 1 -p) = (1 -p) p , (2.5) g (1, 0, p) = g (0, 1, 1 -p) = - p (1 -p) . (2.6)
Z is the threshold parameter [Laarhoven & de Weger 2011] defined by:

Z = πc(ln 1 ε 1
).

(2.7)

The output of the Tardos tracing algorithm includes a user j if S j > Z with a false positive error < ε 1 .

We have presented the different classes of collusion secure fingerprinting codes in this section and in the next section, we will review some former works from cryptographic point of view.

We will begin by the first approach proposed in the literature which is the deterministic approach, especially approach based on Error Correcting codes. And then, we turn our attention to fingerprinting schemes based on Tardos code which has prompted a spate of interest in the literature. [ Chor et al. 1994].

The Reed Solomon codes, called also RS codes, due to their small minimal distance, have been widely studied in fingerprinting field [START_REF] Ma | [END_REF]. In [START_REF][END_REF]],

authors propose an improved fingerprinting code design based on combining a convolutional code to a probabilistic code, the Boneh Shaw code, BS code. This design was proposed to solve the problem of false positive error detected in the scheme of [START_REF] Zhu | [END_REF]] assessed for only 2 colluders. The ECC was proposed essentially to reduce the error accusation probability by modifying the Viterbi decoding algorithm. Shaathun et al. [START_REF] Schaathun | [END_REF]] have also proposed to construct a fingerprinting scheme based on concatenating a random ECC to the BS code to enhance the robustness of the system against copy-paste collusion attacks. Despite the provided good detection rates, the proposed design suffers from a long embedded code. Authors in [Schäfer et al. 2010] have proposed a Hamming-based constrained tracing code which provides a fair accusation rate with minimal error rate against a collusion size of at most 2. In When considering the majority ECC-based fingerprinting schemes proposed in the literature, we notice that despite their fast and deterministic tracing process, they still suffer from the weaknesses of requiring long codeword for limited small collusion size and few number of users. Hence, this type of approach is limited when regarding the real scenarios of multime-Chapter 2. Survey on Traitor tracing dia distribution platforms which involve a huge number of connected users and consequently an important number of pirates [Schäfer 2016] [Desoubeaux 2013]. However, probabilistic fingerprinting schemes are the most suitable for applications in practice, since the permitted error probability provides shorter fingerprints. Hence, we will review some probabilistic fingerprinting schemes based on Tardos code since actual tracing work agreed upon the fact that the well-known Tardos code provides a good compromise between the code length and the collusion size [Furon et al. 2009].

Fingerprinting schemes based on Tardos code

Despite its fair compromise between the code length and the detection rate, the Tardos code still requires improvement with regard to its complexity decoding. This weakness is unequivocal in the case of multimedia distributing systems which involve a large size of audience and are expected to use a low complex pirates' retrieving process. The fingerprinting schemes based on Tardos code have witnessed a flurry of research efforts. This part surveys the current state of the art in traitor tracing approaches based on Tardos code. Some approaches focus on applying shifts to the Tardos code itself. Whereas, few other attempts have been made to ameliorate its tracing process by using a group-based property.

Tardos-based approaches proposing to improve its accusation functions

In [Furon et al. 2008], a study of Tardos code has been provided to justify with statistical point of view the accusation functions and the p i distribution. Since the paper of [Furon et al. 2008], more than one work was proposed to improve the accusation process of Tardos code. According to [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]], the false negative probability and the false positive one are tightly tied by the relation

ε 2 = ε c 4
1 . In traitor tracing field, it is assumed that a large value of false negative probability is tolerated compared to false positive one.

In [START_REF] Blayer | [END_REF]] and [Furon et al. 2008], it was proposed to consider the two probabilities separately and hence to reduce the code length. Moreover, although in the original version of Tardos code [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]], only "1" symbols are considered, in [Skoric et al. 2007], a symmetric version of Tardos decoder was proposed by considering the "0" symbols and according CHAPTER 2. SURVEY ON TRAITOR TRACING to that, the resulting code length was reduced to the half of the original length. In addition, due to the continuity of the Tardos distribution, generating the Tardos code words can be hard and applying an approximation of this distribution can reduce the security and the performance of the code.

To solve this problem, [START_REF] Nuida | [END_REF] has proposed an improvement to the Symmetric version of the Tardos code by a distribution discretization. This assumption has been used in [Simone & Skoric 2011] to study the error probability in case of some collusion attacks and hence to find suitable experimental solutions for analyzing this probability, even for non-binary Tardos code.

In [Laarhoven & de Weger 2011], it was proposed to combine the symmetric accusation functions of [Skoric et al. 2007] to the analysis of [START_REF] Blayer | [END_REF] to reduce significantly the code length to up to four times shorter than the code length in [START_REF] Blayer | [END_REF] and to two times than in [Skoric et al. 2007]. A proposal design which allows to achieve the theoretical bound code length. Even for large collusion size, it provides good results and a code length of 4.93% of the original version.

In other set of work, the notion of joint decoding was introduced where the Tardos score is not computed from a user but for a set of c users. In [START_REF] Amiri | [END_REF], this joint decoding has provided optimal detection rate but suffers from hard complexity decoding step because all possible combinations of c among n users. To solve this problem, [Meerwald & Furon 2012] has proposed to use an iterative decoder based on side information of previous found users.

The group-based tracing approaches

In tracing traitor, it is undoubted that one crucial requirement is the efficiency and the detection performance of the tracing code.

• The main principle of group-based tracing approaches

According to [START_REF] Wang | [END_REF]], the group-based tracing scheme mainly consists in grouping users having common characteristics according to the assumption that they have more probability to cooperate together. Henceforth, this type of scheme may reduce the Tardos users' search space and consequently the complexity of its decoding step.

As a first example, in [Akashi et al. 2008], a two-level hierarchical structure was pro-Chapter 2. Survey on Traitor tracing posed for the fingerprint generation process. Assigning users to a group was made randomly without considering any relationships inter or in groups. The main target was to minimize the complexity of the Tardos tracing decoding process.

In [START_REF] Hamida | [END_REF], the idea was to focus on the hierarchical structure proposed by [START_REF] Wang | [END_REF], not for independent Gaussian signals but for Tardos-based fingerprints. Despite the good detection rates proven in this technique, the main weakness was the important length of the tracing code. In [START_REF] Ye | [END_REF], authors analyze users' relationships in a social network to construct a multi-level hierarchical fingerprint for digital content diffusion through the internet and Peer to Peer networks. The resulting fingerprint of each user is the combination of Boneh Shaw code as an outer code and the Tardos code as an inner one. However, this work was tested to only the majority vote attacks which can not be considered to be the worst case attack [Furon & Pérez-Freire 2009b].

In the same context, and according to the identifier multi-level hierarchical structure we proposed previously, it was necessary to find a suitable tracing strategy which enables a first group selection and then user accusation in the retrieved group. In this part, we give a brief overview on the existing tracing techniques proposing on a two-level tracing strategy for group-based fingerprints. Mainly, these techniques are collected from two different tracing schemes: the static scheme and the dynamic one. While only one run of the tracing process is made in the static scheme with a known code length and a set of retrieved users, in a dynamic scheme, the tracing process is made on several runs and once a user is accused, he will be disconnected from the system. In the dynamic scheme, the code length, the number of colluders and even the number of connected users are changing periodically [Laarhoven & de Weger 2011] according to each round of tracing.

Dynamic tracing schemes including two-level tracing code: The tracing scheme proposed in [START_REF] Tassa | Low Bandwidth Dynamic Traitor Tracing Schemes[END_REF]] is a dynamic hybrid scheme. It proposed in a first time to combine the Boneh Shaw code [START_REF] Boneh | [END_REF]] and the Fiat and Tassa code [START_REF] Tassa | Low Bandwidth Dynamic Traitor Tracing Schemes[END_REF] in order to provide an efficient bandwidth guaranteed by the former code and an efficient time offered by the latter code. In fact, this scheme proceeds by applying in a first step a tracing round to a set of time segments, and then applying a second tracing algorithm to frame dishonest users. Although, this scheme has proven a fair bandwidth, its weakness CHAPTER 2. SURVEY ON TRAITOR TRACING has still been the inefficient run-time of the Boneh Shaw scheme which is closely tied to its codeword length. As an improvement, authors in [START_REF] Tassa | Low Bandwidth Dynamic Traitor Tracing Schemes[END_REF]] propose to use the Tardos code [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]] instead of the Boneh Shaw code. This choice is based on the fact that it has been proven that Tardos code allows to reach the bound of the shortest code length with an adjustment of the error probability [START_REF] Peikert | [END_REF]]. In the same context of dynamic tracing schemes, the main idea in [Wu & Liew 2012] was to adapt the Tardos code in a dynamic scheme. Indeed, with regard to the important complexity of this code O(n × m) where n is the number of users and m is the codeword length, it seems to be difficult, if not infeasible to use Tardos code in tracing systems operating in real time and involving a large number of users. Hence, authors propose to reduce the complexity of the tracing process to O(log(n)) by concatenating the Tardos code to an error correcting code. The main contribution in this work is that the obtained code can efficiently reduce the complexity of the tracing algorithm in a dynamic scheme where successive tracing rounds are needed, but it seems to be not useful for static scenarios where only one tracing round is made.

Static tracing schemes including two-level tracing code:

We turn now our attention to the tracing schemes operating in the static scenario. The first work was proposed by [START_REF] Kuribayashi | [END_REF], and whose principle was to apply a two-layered Tardos tracing strategy, called TT in the sequel. In fact, users' codewords are partitioned in a set of groups in order to reduce the computational costs of the Tardos parsing of all the users' codewords. The tracing process is made as follows: a first group accusation level is applied and then a second accusation level is applied to trace users within the accused groups. While this work has proven good detection results, it has some weaknesses. In fact, for the decoding step, the authors in [START_REF] Kuribayashi | [END_REF]] consider only the users in suspicious groups, which is not successful in all the times. For instance, the Tardos code does not guarantee that all the scores of guilty users are above the accusation threshold but that at least one score is satisfying the condition. Hence, an accused group by the first code could contain a colluder which is not framed by the second code. Another two-level tracing code in the static field was proposed in [START_REF] Desoubeaux | [END_REF]. It consists in a joint of two codes: Boneh and Shaw with repli-Chapter 2. Survey on Traitor tracing Table 2.5: Example of constructing a TT codeword
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cation scheme, BS (with alphabet cardinality q BS ) to each group of users, and Tardos code (with alphabet cardinality q T ) to each user. Compared to [START_REF] Kuribayashi | [END_REF], instead of constructing two separated codes, the idea is to append them to prevent mainly traitors from identifying the positions of each code in their codewords and also from cooperating together.

When considering the fingerprinting field from cryptographic point of view, the fingerprinting layer is the most important part in the tracing scheme, especially the code design part. In the history, the ECC were the first tracing codes proposed in the literature with a deterministic accusation and too long codeword which makes their effectiveness very limited from practical point of view. Then, several trials of other tracing codes were proposed. The real evolution in fingerprinting field was tied with the probabilistic codes:

The BS code and the Tardos code.

Tracing traitors from signal processing point of view

One other trend of fingerprinting schemes has considered that it will be more interesting to not separate between the watermarking and the fingerprinting layers. This research orientation has strived in finding a satisfying joint between them to have a resulting tracing scheme able to survive essentially fusion collusion attacks [Wang et al. 2003].

In this type of approach, compared to the ECC-based fingerprinting schemes, the main requirement is the distribution of fingerprints and not the distance between them. Henceforth, fingerprints are constructed as orthogonal Gaussian signals [Desoubeaux 2013] [Fontaine 2011].

The pioneer work proposed as a secure and robust watermarking scheme based on Gaussian orthogonal signals was proposed by [START_REF] Cox | [END_REF]. In fact, the spread spectrum-based watermarking technique was applied in more than one fingerprinting work in the literature [Wang et al. 2005] [Kilian et al. 1998] [START_REF] He | Performance study on multimedia fingerprinting employing traceability codes[END_REF]. In spite of their good detection rates, CHAPTER 2. SURVEY ON TRAITOR TRACING the main limitations have still been the complexity of the fingerprint decoding step which is in O(n × l) (where n the number of fingerprints and l is the signal size) and the limitation of the code achievable rate [Furon et al. 2009]. Henceforth, several researchers were oriented in improving the detection capacity and reducing the complexity. In [START_REF] Wang | [END_REF]] and [START_REF] Hayashi | [END_REF]], authors have focused on the study of the collusion resilient watermarking technique. Recently, in [START_REF] Desoubeaux | [END_REF], the particularity of the proposed tracing approach is that it embeds the Tardos code to detect the orthogonal zero-bit image watermark of traitorous user. Despite the satisfying tracing results shown with this technique, the robustness to the worst case collusion attack was not assessed.

In [Kuribayashi 2012], the author proposed to improve the traceability of the spread spectrumbased fingerprinting scheme by using an iterative accusation process combined to an operation of interference removal. The iterative tracing step is a group-based accusation process which allows to reduce iteratively the number of fingerprints. Combined with the interference removal, the proposed system should be able to resist to more colluders.

While, the majority of the proposed fingerprinting schemes are based on image watermarking techniques [START_REF] Desoubeaux | [END_REF], [START_REF] Hayashi | [END_REF]] and [He & Wu 2007], only few fingerprinting approaches using audio watermarking techniques were proposed in the literature [Cha & Kuo 2007], [START_REF] Qureshi | [END_REF]. So far, in [Cha & Kuo 2007], the detailed approach has proposed to use orthogonal spreading followed by the Inverse Fourier transform codes in a time audio watermarking scheme. Indeed, the robustness of the proposed codes has been checked only against the average and the pre-average collusion attacks for a small number of users. Additionally, in [START_REF] Qureshi | [END_REF]], a Peer to Peer platform for multimedia distribution was presented integrating a tracing traitor process.

In this scheme, a Quantization Indexed Modulation (QIM) based audio watermarking technique was proposed to embed Nuida's codes [START_REF] Nuida | [END_REF]] in audio contents. The robustness to collusion attacks was proven against some attacks and for a few number of traitors. Moreover, authors consider that to preserve a good quality of the digital content, the proposed system can provide a robustness to a limited collusion size.

In practical point of view, focusing on the watermarking technique as the spread spectrum techniques in the fingerprinting technique should provide good robustness to fusion attacks but Chapter 2. Survey on Traitor tracing suffers from the increasing complexity tied to the number of considered users in a multimedia distribution platforms [START_REF] Hayashi | [END_REF]] [Kuribayashi et al. 2008].

Conclusion

This chapter has concentrated on a survey of existing traitor tracing approaches proposed especially for multimedia distribution. These approaches are given according to the crypto- 

Introduction

The starting point in this thesis work is to propose a suitable structure to the embedded fingerprints to ensure an efficient and fast tracing process in multimedia distribution platforms involving great number of users. One main challenge of the existing Tardos-based tracing approaches was to face the decoding complexity and the computational costs of the tracing process.

Hence, the tracing scheme we propose is a group-based scheme which enables to construct groups of users according to a multi-level hierarchy, a choice which can be justified by the fact that the closer is the group construction, the more reduced is the Tardos search space, and hence the faster is the tracing process. The fingerprinting step consists of two essential steps: the hierarchy construction and the generation of the corresponding fingerprints. These multi-level hierarchical fingerprints are then embedded into the media content using an audio watermarking technique. The proposition of these fingerprints is designed to deal with the problem of the complexity and the computational costs of the tracing step.

In this chapter, we detail the different steps of the fingerprinting process and show how the hierarchical structure of fingerprints can influence positively the detection process.

The proposed Multi-level fingerprint generation step

The majority of the traitor tracing field agree upon the fact that the whole fingerprinting system includes three main steps: the fingerprint generation step, their embedding into the media content and the tracing process [Liu 2005]. According to related work, we have focused on rising to the challenge of improving robustness results and accusation rates of Tardos code. Thus, we try to reduce its complexity computation by proposing a multi-level hierarchical fingerprint. Then, we embed it by an original robust watermarking technique.

Group-based schemes using a two-level tracing accusation For multimedia distribution platform integrating a Tardos serialization system, one key constraint in the tracing scheme is the required computational costs to compute the scores S j of all considered users, which is around O(n×m) operations, where n is the number of users and m is the codeword length. We present in Figure 3.1 the illustration of the fingerprinting system we adopt in our thesis work. We will try to detail each improved part separately. The proposed approach consists in generating multi- Reducing the search space of dishonest users by assigning a user to a specific group as depicted in Figure 3.3 represents a suitable solution to face the Tardos accusation costs. The user assignment to a group can be used to counter different types of coalitions: temporal, geographic, social, etc. In the hierarchy, each chosen constraint corresponds to a level. We will detail each selected constraint separately.

Temporal constraint

It is the main distinguishing criterion in our hierarchy. To the best of our knowledge, there has not been taken into account previously in the literature. This constraint is tied to the time a video stays accessed by viewers. The frequency of the access to a video in a multimedia distribution platform depends on its popularity. In the beginning, when a video belonging to the Top 10 is added to the platform, users are very curious and the frequency accessing is very important, this behavior changes later to decrease significantly over time. According to [START_REF] Liu | [END_REF], the viewer interest decreases from 100% to less than 10% during a 4-month period. Henceforth, in the time level, we focus on two phases of respectively two months duration and we consider each period separately. We assume that the first period for a video since its adding to the platform is very important or even decisive in the tracing process. This phase can be considered as the most period of time where a video can be prone to pirate attack.
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Geographic constraint

This constraint was taken into account in more than one previous work in the literature [START_REF] Wang | [END_REF]], [START_REF] Hayashi | [END_REF]], [START_REF] Hamida | [END_REF]] because of its relevant significance in grouping users. In fact, this assumption relates that two users belonging to the same geographic place are more able to collude together than with other users from other regions.

According to that, we have studied in [START_REF] Chaabane | [END_REF], the degree of software piracy in different countries and based on the BSA report1 , we conclude that digital piracy in general is more important in some countries than in others. According to that, we split the geographical constraint to two levels: continents and countries, since piracy rate can be totally different in two countries from the same continent. Let give the example of Japan in which the piracy rate is about 19% whereas in China it exceeds 38%2 .

Social constraints

We have enhanced our study with statistics shared by the NPD, National Purchase Diary Group, known for its consumer market research. The NPD has studied the media traffic in one of the most popular multimedia distribution service, Netflix, and has shown that audience behavior changes depending on the age and the gender. The highest rate of users in a week is noted with persons under 15 years old age. This study demonstrates also that men are less interested in this type of services than women.

Thus, according to this study, we embrace a multi-level hierarchy in the fingerprint generation step. Each criterion, as depicted in Figure 3.4, is represented by a level in the hierarchy. The first level is the time level where we assume that the most important period for a video life in a VOD platform is about 4 months [START_REF] Choi | [END_REF]], [START_REF] Liu | [END_REF]]. Hence, we consider two groups of two-month-duration: in the first one, users' curiosity is moderately important and increases gradually to reach the maximal audience interest and in the second one it decreases to reach the minimal bound in the fourth one.

A second level in the hierarchy represents the geographic criterion where we propose to divide platform users to two essential regions: Zone_A where the piracy phenomenon is very impor-TRAITOR TRACING SCHEME Figure 3.4: The proposed multi-level hierarchy for the fingerprint. tant, especially in Asia and Africa continents, and Zone_B where the piracy phenomenon is less important especially in Europe, America and Austria.

We divide each continent to two groups of the main large countries in the third level.

In the last levels, we are interested in social criteria, such as the age and the gender ones, etc.

Once the hierarchy is fixed, we construct groups of users so that users having the same characteristics belong to the same community and have more probability to collude together in a forgery attempt than with users belonging to other communities. The resulting fingerprint for each user is the concatenation of his community identifier concatenated to his personal identifier which is encoded with Tardos code.

Final identi f er = id level1 + id level2 + .. + id levelk + personal id (3.1)
The multimedia distribution context does not require that the tracing step should be performed in real time. The whole operations of decoding and accusation are made offline.

Chapter 3. Generating a multi-level hierarchical fingerprint for traitor tracing scheme 3.3 The tracing process using multi-level hierarchical fingerprint

One key requirement in the fingerprinting system is the tracing process: when the sup- 

Experiments and discussion

The real challenge of a traitor tracing scheme is to cover the gap between theoretical and practical results. Optimizing the fingerprinting code parameters and preserving the robustness even if the collusion size increases are the most important requirements of a traitor tracing scheme. In this contribution, we propose to construct a multi-level hierarchical fingerprint whose structure should improve the Tardos accusation process in terms of time consumption and tracing performance. To validate this multi-level structure, we propose to evaluate its impact on the tracing process when considering different collusion attacks and varying collusion size. In all the experiments, we focus on varying the number of levels by comparing the multilevel hierarchical fingerprint to the non-hierarchical one. We propose, thus, to generate 1000 users' codewords with 5 colluders in a first example and 8 colluders in the second experiment.

In Table 3.1, we give an illustration example for each tested collusion attack in this part.

Evaluation of the multi-hierarchical fingerprint versus the non hierarchical one in terms of CPU time consumption

It is undeniable that one key constraint in the Tardos-based tracing scheme is the required computational costs to parse all users' codewords and compute their corresponding scores before the accusation. Table 3.1: Exemples for tested collusion attacks.

Attack strategy Example

Majority vote attack significantly when the number of hierarchical levels is increasing. For the non-hierarchical structure, it exceeds 30s for the majority vote attack for the two collusion size, nevertheless it is close to 0.1s since the second level for c=5 and below 2s since the fourth level. Regarding the payoff in time when using the hierarchical structure, it exceeds 95% and 60% since the second level for the two curves. Now, when regarding the collusion size, it is clear that the tracing process spends more time to retrieve 8 colluders than for 5 colluders. Indeed, for c=8, the CPU time becomes close to 0.1s in the sixth level. The impact of the collusion attack on the required CPU time is also an important point. In fact, from the two figures, we notice that some attacks such as the Minority vote attack has deeper effect on the time than the others. This can be proved by the fact that time values are the most important for this attack. However, with the hierarchical structure, this required time is also reduced significantly.

When studying the CPU time criterion, we notice that the hierarchical structure provides an important reduction in the time consumption of the tracing process. This can be explained by the fact that according to this structure, users are grouped together and hence the search space of the Tardos code is reduced to only the selected groups.

Evaluation of the multi-hierarchical fingerprint versus the non hierarchical one in terms of positive false alarm

Now, another important point to evaluate the tracing performance is the positive false alarm probability, the probability of accusing falsely an innocent.

As shown in Figures 3.8 and 3.9, the probability of falsely accusing innocents is also reduced when the number of levels is increasing. For the non-hierarchical structure, the p f a is very important and exceeds 0.5 for the majority of collusion attacks. However, it is closer to 0 Chapter 3. Generating a multi-level hierarchical fingerprint for traitor tracing scheme since the third level for c=5 and the sixth level for c=8. When studying the p f a rates, we also notice that some collusion attacks have deeper effect on the accuracy of the detection rates than others. In our experiments, the minority attack has the highest values of p f a. These values are also reduced with hierarchical structure. The behavior of the p f a curve can be explained by the fact that the hierarchical structure keeps more accuracy to the accusation process. Parsing groups susceptible to contain colluders prevents from accusing falsely innocent users.

The whole experimental assessments were made with the proposed assumption that users belong to the same group. In case of having users in different groups, the proposed tracing algorithm is executed for all the selected groups (having a minimal Hamming distance). Retrieving one colluders is fairly sufficient to stop the tracing process. Otherwise, the tracing process con-CHAPTER 3. GENERATING A MULTI-LEVEL HIERARCHICAL FINGERPRINT FOR TRAITOR TRACING SCHEME tinues to parse all the selected groups. If users belong to all the groups of the hierarchy, the tracing process is executed for all the groups because they have the similar Hamming distance, and hence we are in the worst case (which is in contrast with our assumption).

In this context, in a last part of this chapter, we focus on the group-based property of our hierarchy. In fact, this property is applied randomly to groups of fingerprints; the groups are constructed with no constraints. In [Yong et al. 2014], group of users are constructed by applying a clustering algorithm to the group identifier.

Data clustering process in traitor tracing context can be assimilated to an unsupervised data analysis process whose goal is to partition unlabeled users' identifiers into groups of similar characteristics, called clusters. In this part, we propose to study the users' grouping step by involving a clustering step to construct our multi-level hierarchical fingerprint. The only requirement is the codeword length of users' fingerprints which is constrained by the applied watermarking technique used in the tracing scheme [Charfeddine et al. 2010]. We make the studied scheme and its experimental part in the Appendix3.

Comparison of the proposed fingerprinting approach to other hierarchical techniques

Compared to non hierarchical fingerprints, the experimental assessments prove that the multi-level hierarchical fingerprints have good robustness to collusion attacks and are able to provide good detection rates in fewer time.

Now, when regarding the existing hierarchical tracing approaches, it is obvious that they belong to different classes: code-based tracing classes and signal-based ones. Hence, we propose to report the most interesting experimental results able to allow us to compare them to the proposed approach. Looking at the different results reported in Table 3.2, we compare the tracing complexity of respectvely [START_REF] Wang | [END_REF]], [Akashi et al. 2008], [START_REF] Hamida | [END_REF]] and [START_REF] Ye | [END_REF]]. The smallest decoding complexity is shown for both the proposed technique and [START_REF] Ye | [END_REF].

Now, if we compare the experimental results related to the detection rate for [START_REF] Ye | [END_REF],

we notice that the majority vote attack is the only assessed collusion attack. We use the same experimental parameters proposed in [START_REF] Ye | [END_REF]]. We set the number of users n to 10 3 , the Chapter 3. Generating a multi-level hierarchical fingerprint for traitor tracing scheme number of groups to 8 and the number of colluders to 5. Compared to the CPU tracing time value of the [START_REF] Ye | [END_REF]] required to retrieve the 5 colluders whose value is about 10 -1 s, the CPU time value required by the proposed technique is close to 10 -2 s for a 3-hierarchical structure (the number of levels is tied to the number of groups).

In this section, we have detailed the first contribution we propose in traitor tracing field. We have constructed a multi-level hierarchical fingerprint in order to apply a group-based tracing process which has proven a significant reduction of tracing and computational costs of the Tardos code even compared to other hierarchical existing tracing approaches.

Conclusion

In this chapter, we presented the group-based fingerprinting system we propose for traitor tracing in multimedia distribution platform. The construction of fingerprints is based on a multi-level hierarchy where each level corresponds to a constraint inspired from the threat channel in the platform. The aim from this construction is to reduce the search space of the Tardos code and hence to reduce the complexity of the Tardos decoding step even in case of great number of users. We performed a detailed analysis of the proposed system performance according to two criteria: the robustness to collusion attacks and the tracing time criterion. The proposed fingerprinting system was evaluated for different collusion sizes. We also assigned an important consideration to the comparison of the performance of the proposed hierarchical system with non hierarchical one. In case of having more than one selected group to parse, we 

Introduction

The multimedia traitor tracing field involves the embedding of a collusion secure fingerprint in the host signal to retrieve and prevent any multimedia content fraud. Trendy work aims at providing a tracing system which offers a good protection of the digital content and an efficient tracing process. These challenges depend on reducing the length of the embedded fingerprint and the complexity of the accusation process. Furthermore, addressing these issues becomes more and more relevant in media distribution applications involving an important number of users. In this chapter, we propose to improve our fingerprinting system by applying a two-stage tracing strategy which combines two probabilistic tracing codes: Boneh Shaw with replication scheme and Tardos codes. The tracing strategy consists in a two-stage decoding strategy which is applied to the multi-level hierarchical fingerprint. Hence, we decode in two successive levels: we accuse groups in a first level with Boneh Shaw code and then we use the Tardos code to accuse users only into the retrieved groups. This strategy, improved by the concept of weighted groups, enables a good colluders' detection rate. It provides an efficient reduction of the computational costs of the tracing step compared to other two-stage tracing systems proposed in the literature. According to [START_REF] Desoubeaux | [END_REF] and in order to survive the problem of the important code length when considering a two-level tracing scheme, we use a 4-cardinality alphabet to construct the resulting fingerprint, BST-H, which combines the two tracing codes:

Boneh Shaw and Tardos. BST-H is then embedded using a DCT-based audio watermarking technique to evaluate its robustness to different types of attacks. The applied watermarking technique is an existing technique [Charfeddine et al. 2012] which has proven good robustness against different types of audio Stirmark attacks, we apply it to embed the proposed two-level code to evaluate it in terms of inaudibility and robustness. We further review some related work proposing two-level accusation strategies in multimedia fingerprinting systems. Then, we show the experimental results designed to assess the tracing performance of the whole framework according to different criteria. 

The improved fingerprinting system based on the twolevel tracing strategy

The proposed two-level tracing step

Compared to [START_REF] Desoubeaux | [END_REF]] and [START_REF] Kuribayashi | [END_REF], the proposed tracing strategy has two particularities: instead of randomly forming group of users, we group them according to the hierarchy we proposed in [START_REF] Chaabane | [END_REF] whose different levels are relevant in group construction step. Moreover, after computing groups' scores with the BS code, we attribute to each score a weight which is generated by the hierarchy and indicates the degree of the piracy rate. For instance, we assume that some groups have higher level of piracy rates than others according to the different criteria of our proposed hierarchy. Hence, groups having the highest weights should be traced above all because they have more probability to contain traitors. To face the problem of the codeword length due to the sequential concatenation of the two codes, authors in [START_REF] Desoubeaux | [END_REF] propose to increase the alphabet cardinality of the obtained code, called BST, to q BST , given that q BST = q BS × q T [START_REF] Desoubeaux | [END_REF]. In Table 2.5 and Table 4.1, two examples of constructing a user codeword X j are given. The first one consists in the construction of a TT codeword from two binary codes: X g j (as a group identifier) and X u j (as a user identifier) and the latter is a user codeword X j of 4-cardinality alphabet from respectively two binary codes: X g j and X u j . In the proposed technique, instead of sequentially combining the two identifiers, group identifier and personal identifier, to get the final codeword X j and so falling in the trap of the codeword length as the case of [START_REF] Kuribayashi | [END_REF], we double the alphabet cardinality of the obtained code as proposed in [START_REF] Desoubeaux | [END_REF]] by using equal lengths to the two codes.

The constructed code consists in symbols embedded in the same position inside the content.

We illustrate the principle of a two-level tracing code in Figure 4.2. Indeed, it consists in com-Table 4.1: Example of constructing a codeword from 4-cardinality alphabet

X g j 0 . . 0 1 1 X u j 1 . . 0 0 1 X j 2 . . 0 1 3
bining two tracing codes: the C g code is assigned to identify the group and C u code is assigned to identify a user into his group. The corresponding coding function is the combination C g •C u which generates the totality of n g × n u users, with n g is the number of groups and each group CHAPTER 4. A TWO-STAGE TRAITOR TRACING SCHEME FOR HIERARCHICAL FINGERPRINTS we aim to enhance the accusation process by using the hierarchical structure of the fingerprint, and so we proceed differently. In fact, we add another weight h k according to the hierarchy knowing that σ g k = h k σ g k . Using the weights generated from the hierarchy should enable a faster accusation and more accurate decoding results process than in [START_REF] Desoubeaux | [END_REF].

The Tardos accusation is then applied to decoded groups to retrieve at least one colluder. Our 

The considered threat channel

In this part, we detail the different collusion attacks we will apply in our experimentation. We have chosen to study different types of collusion attacks and even the worst one to analyze the performance of the proposed fingerprinting system. According to [Furon & Pérez-Freire 2009b], a collusion strategy made by a collusion of size c is defined by a vector

Θ with Θ = (Θ 0 , • • • , Θ c
). Y j is the random variable which represents the binary symbol in a position in the pirated release:

Θ(k) = P(Y = 1/ ∑ j∈C Y j = k). (4.1)
According to the Marking assumption, Θ(0) = 0 and Θ(c) = 1. In this work, we apply:

• The interleaving attack defined by:

∀k ∈ [c + 1], Θ(k) = k/c. (4.2)
• The Majority attack defined by:

Θ(k) =              0 if k ∈ [0, c/2[, k/c if k = c/2, 1 if k ∈ ]c/2, c].
(4.3)

• The WCA attack defined by:

Θ(k) = arg min Θ {R(Θ)} . (4.4)
R is the achievable rate of tracing code [Furon & Pérez-Freire 2009b].
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• The averaging attack is defined by:

Θ i (k) = ( ∑ i,k∈c X ik )/c. (4.5)
X ik is the user codeword of length m.

The audio watermarking technique

Embedding collusion secure fingerprint codes with a robust watermarking technique has necessarily impacts in a tracing scheme, mainly against some types of robustness attacks. In 

Experiments and Evaluation

In this section, we will evaluate our fingerprinting system using the proposed improved strategy BST-H. We show in the first part the tracing results in terms of group-based decoding performance and the robustness against different types of attacks. In a second part, we test the robustness and the inaudibility of the applied watermarking technique against some audio Stirmark attacks. According to [START_REF] Choi | [END_REF] and to the study we made in [START_REF] Chaabane | [END_REF], the most required videos in a multimedia distribution platform are films, TV reality programs, political speeches, sport competitions and music clips. Thus, we 

Tracing results

In this section, we give experimental results obtained with the improved strategy of BST code. In fact, we show the tracing results against different collusion attacks. In order to prove the outperformance of the system in terms of tracing rates, we compare it to the twolevel existing strategies using group-selection technique [START_REF] Desoubeaux | [END_REF], BST, and [START_REF] Kuribayashi | [END_REF], TT, and also to the original Tardos code, T, [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]] applied here with randomly selecting the groups. We use the same experimental parameters proposed in [START_REF] Desoubeaux | [END_REF] as shown in Table 4.4. We set the number of users n to 10 5 , the code length m is equal to 2048 symbols, we vary the collusion sizes c in {6, 10, 15}. In the following experimental results, the results obtained with the proposed strategy are in bold. In this part, we

show the tracing results of the proposed BST-H compared to the TT [START_REF] Kuribayashi | [END_REF] and BST [START_REF] Desoubeaux | [END_REF] size of collusion and the increasing number of groups, we do not require with our BST-H code to decode more than 50% of the totality of users' number.

Decoding performance

In this section, we evaluate the traceability of the four techniques in terms of the averaged values of, respectively, the detected colluders and the false negative probability. As shown in Figure 4.7, we applied four attacks to show the impact of different types attacks on the decoding performance of the tracing code. As studied in [Furon & Pérez-Freire 2009b] and shown in Figure 4.7(d), the WCA attack has a deeper influence on the decoding performance than the others attacks. Faced with the four attacks, The proposed BST-H has the best decoding performance and guarantees to decode at least two colluders even for the worst case attack. In Figure 4.8, we vary the collusion size and we compare the different techniques in term of false negative error probability. According to [START_REF] Kuribayashi | [END_REF], [START_REF] Desoubeaux | [END_REF] and our assessment, we observe that despite the fact that the false negative probability increases when the collusion size is important, the BST-H code has the least probability of missing guilty users.

The tracing time criterion

In Figure 4.9, we show the mean of the tracing time taken by the three strategies: BST-H, BST and TT for different number of groups. The proposed BST-H has the shortest tracing time compared to the others (less than 1s for n g less than 10 3 ).

Robustness and inaudibility results

We use two major criteria in this experimental part: NC, the Normalized Cross Correlation, which value reflects the similarity between the original watermark and the detected one, and the SNR, the Signal to Noise Ratio, which is an objective measure to show the quality of the audio after the insertion step.

SNR = 10 × log ∑ i Y 2 i ∑ i Y i -Y 2 (4.6)
Chapter 4. A two-stage traitor tracing scheme for hierarchical fingerprints Y and Y' are respectively the original audio and the watermarked one.

NC = ∑ N x=1 W (x) •W (x) ∑ N x=1 W (x) 2 • ∑ N x=1 W (x) 2 (4.7)
W and W' are respectively the original watermark and the detected one.

We remind that Tardos parameters m and c are tied by the equation below:

m = 2Π 2 c 2 ln 1 ε 1 (4.8)

The evaluation criteria

To check the robustness and the inaudibility of the proposed fingerprinting system, we used the two major criteria in this experimental part: the NC and SNR measures to show the quality of the audio after the insertion step. FINGERPRINTS In this part, different experiments were conducted to show the robustness of the proposed system against different audio Stirmark attacks for the four video samples. As shown in Figure 4.10, the NC values, above 0.9 for the majority of attacks, prove that the embedded watermark is not altered and so the watermarking technique has a good robustness. In Figure 4.11, another experiment was conducted to evaluate the robustness of the watermarking technique against compression attack. Although we use different MP3 compression rates: 64, 96 and 128 Kbps, the value NC is close to 1 for the four videos, and hence we obtain good robustness results.

The inaudibility results

Checking the inaudibility of the audio watermarking technique is performed according to subjective and objective tests [START_REF] Neubauer | [END_REF]]. These tests are reported in Appendix 1, we keep in this chapter only SNR values.

According to the IFPI, the International Federation of the Phonographic Industry, a watermarked audio signal should have an SNR value more than 20 dB [Charfeddine et al. 2012]. 

Study of the security of the audio watermarking scheme

One key perspective when dealing with traitor tracing scheme is to study the impact of the robustness and security constraints of the data-hiding technique on the attack strategy of the colluders and the accusation process [START_REF] Mathon | [END_REF]. In this part, we propose to study and evaluate the security level of the audio watermarking we use to embed our fingerprints.

The security of a watermarking technique, as mentioned, is referred mathematically to the estimation of embedded symbols by colluders for each position i in the codeword of length m with an error ε. It is assumed that if the ε value is closer to 0, colluders have more probability to guess embedded symbols in their releases and to execute the worst possible attack, the watermarking is not sure. Nevertheless, if ε exceeds 0.5, colluders do not know if the embedded symbols are 0 or 1 and the scheme is considered sure, colluders have not thus a grand choice of attacks .

In the embedding step of the adopted watermarking technique, as described in [Charfeddine et al. 2010], after applying a DCT transform to audio blocks, a sequence of pq positions is randomly generated where pq represents the watermark size. Then, given these pq positions, we proceed by selecting pq blocks and the watermark is inserted in MF of each block. Hence, from a mathematical point of view, the probability that a colluder is able to guess the embedding position (i.e., a secret key) inside his codeword is very small (about 1 pq ). In fact, colluders cannot succeed to watermark a block without knowing this secret key. Moreover, to collude together, two colluders or more should know their respective symbols in a same position i. Hence, the probability of occurring of these two events is very small (about 1 pq × 1 pq ). According to [Charfeddine et al. 2010], the capacity of the audio watermarking scheme exceeds 1024 bits for only a 20s duration audio chunck. Henceforth, the event of guessing embedding symbols and cooperating in a fusion attack should be a rare event. The probability of error estimation is important (about 1 -( 1 pq ) c ) and exceeds eventually 0.5 which prove that our audio watermarking scheme is fairly sure. FINGERPRINTS Figure 4.12: Estimation of pfa for different collusion attacks depending on ε for c=3, m=300, τ = 80.

Impact of security constraints on the accusation process

We propose to evaluate the security level of our audio watermarking scheme by introducing the ε -WCA, the ε-Worst Case Attack, where the collusion strategy Θ ε-WCA minimizes the achievable rate with regard to the error estimation rate. In this part of experiment, due to the heavy computational tests, we choose only "match.wav" as an audio sample. This collusion attack was proposed by [START_REF] Mathon | [END_REF] to check the tracing performance of a tracing scheme when considering its security level. An example of this attack for c=3 and c=4 is defined by [START_REF] Mathon | [END_REF] in Table 4.6.

As shown in Figure 4.12 and 4.13, we estimate the probability of false alarm,pfa, depending on ε for four collusion attacks: the majority vote attack, the minority vote attack, the ε -WCA Chapter 4. A two-stage traitor tracing scheme for hierarchical fingerprints attack and the interleaving one for a threshold τ fixed to 80 here. This estimation is based on 1000 trials using the algorithm of rare events proposed in [Furon et al. 2009]. For the two collusion size, we notice that the highest values of pfa are obtained with the ε -WCA attack with a small reduction for the other strategies. So for a small value of error, the ε -WCA attack can be considered the worst case attack that colluders can achieve. For an ε ≥ 0.2, all strategies converge to behave as an interleaving attack. This can be explained by the fact that once the error estimation is great, colluders do not have only one choice to collude which is exchanging their blocks.

Evaluation of both security and robustness attacks

In this part, we propose to estimate the pfa depending on ε after a colluding strategy which is the ε -WCA attack and a robustness attack. The chosen audio Stirmark attacks are addnoise and MP3 compression attack at 96 Kbps rate. The addNoise attack is classified by the StirMark Benchmark for Audio SMBA as an Add/Remove attack [START_REF] Petitcolas | [END_REF]]. And hence, both the two selected robustness attacks have a deep effect on the quality of the audio. As depicted in Figure 4.14, the estimated pfa is decreasing with the increasing of ε. Nevertheless, the AddNoise attack applied after the colluding strategy ε -WCA is more efficient than the compression and ε -WCA attacks. For a value of ε close to 0.5, pfa is reduced significantly which can be explained by the security level of the scheme. Henceforth, for a non-sure watermarking scheme, in case of combining a collusion attack to a robustness attack, it can be beneficial to a colluder, which is not the case with our adopted audio watermarking technique. FINGERPRINTS In this part of the experimental tests, we have tested the robustness and the inaudibility of the watermarking technique we used in the proposed fingerprinting system to embed our proposed two-level fingerprint in the audio stream extracted from the video content. Firstly, we show, that for different video contents, we have good robustness against Stirmark Audio attacks and MP3 compression attacks. Furthermore, the watermarking technique has shown good inaudibility results for the four tested videos. Finally we evaluate and check the security of our watermarking technique from a theoretical and practical points of view.

Conclusion

The majority of multimedia distribution applications through the internet has a serious problem which is the ability to trace back pirates in illegal media manipulations. In this chapter, we have proposed a suitable system for hierarchical fingerprint able to provide good detection rates despite the great number of users and colluders. Our proposed system is based on an improved two-level fingerprint and a weighted group selection. To validate the fingerprinting system, a set of experiments were realized to prove its tracing performance and its satisfying robustness against different types of attacks. The proposed system has also provided an efficient reduction of complexity by reducing the group search space in a first time and the users' search space in a second time. 

The proposed tracing system with QR code-based audio watermarking technique

We continue with the improved two-stage-based tracing strategy which consists in a combination between the Boneh Shaw for group selection and the Tardos code to trace users into weighted groups. The two codes have the same length m. We remind that according to this strategy, each user belongs to a group and has consequently a group identifier concatenated to his personal identifier. To survive the problem of the code length and inspired by [START_REF] Desoubeaux | [END_REF], we proposed to enlarge the alphabet size from a binary alphabet to a 4-length cardinality one. Although this technique affords to reduce the codeword length from 2 × m to m, it still requires an important embedding time. The improved coding technique consists in converting Boneh Shaw-Tardos-H code to a QR-code. This format should provide not only less embedding time but also a good robustness to attacks due to its internal channel coding based on Reed Solomon code.

black and white elements, called "QR-code modules" in columns and rows, respectively in horizontal and vertical directions. Each module of a QR Code, as shown in Figure 5.2 has a specificity and has a binary value which makes it machine-readable.

Figure 5.2: Specificity of QR-code modules.

QR code features

The QR code has more than one characteristics:

High capacity of storage: It is one of the main characteristics of a QR code. In fact, it presents the amount of quantity of information a QR code can encode. Compared to other codes, the QR code is able to support an important amount of information of different types: numeric, binary, alphanumeric, etc. The small size The QR code has a compact size, it enables to store the same amount of data contained in a 1-D barcode in only one-tenth the space.

Chapter 5. A proposal of optimizing fingerprinting code length based on a QR-code-based conversion

Error correcting capacity The QR Code is characterized by a powerful error-correction capability based on Reed-Solomon codes added to the original data. This allows a QR Code symbol to be read even if it is altered. In fact, a QR Code symbol can be decoded even if up to 30% of the data is altered. This recovering operation depends on the chosen error-correction level. Four levels of error correction, as reported in Table 5.1, are available for QR codes. The size of the QR code depends on the error correcting level. In fact, the higher is the level, the greater is the error correction.

Error-Correction Level Amount of Correction It is important to mention that the maximum amount of data that can be stored in QR code depends on type of characters, its version and the required error-correction level.

L 7% M 15% Q 25% H 30%

The watermark preprocessing step

The identifier, the Boneh Shaw-Tardos-H code, is the starting-point of the watermark preprocessing process. As depicted in Figure 5.5, this step includes:

• the generation of the QR-code: the Boneh Shaw-Tardos-H code is converted to a QRcode.

• The QR-code has four templates which do not contain any encoded information but are easily identifiable and are used essentially in the detection of the watermark as shown in Figure 5.6. Three among these templates are similar and called Template 1, the fourth one is called Template 2 as shown in Figure 5.6. The QR-code, then, is divided to k overlapped blocks of ( m k + 1)*( m k + 1) size. In this step, k depends on two requirements: the length of the embedded code and the payload of the watermarking technique.

• The scrambling process: in this level, the Arnold Transform is applied to the original blocks to obtain k blocks scrambled A p times. To retrieve descrambled blocks, the parameter A p should be known by the video distributor.

We can define the Arnold transform as follows:

Let (X,Y ) be pixel of square digital image, N is the height or width of the processed square image, the move to another pixel (X ,Y ) is obtained as follows:

  X Y   =   1 1 1 2     X Y   ( mod N) (5.1)
Then, different blocks are then inserted sequentially in equal fragments of the audio stream extracted from the video.

In the next section, we detail the embedding step.

The watermark embedding step

The adopted watermarking technique is the same audio watermarking technique proposed in [Charfeddine et al. 2010] In fact, the audio stream is extracted from the media copy and then divided into 512-size independent blocks. A DCT transform is then applied to each block. In the same time, after the watermark pre-processing step, we obtain k scrambled blocks Sc i,i∈{1..k} having a size of pq.

After that, pq randomly selected indexes are chosen from the original blocks. The watermark symbols are embedded in Middle Frequencies MF band of each block, a choice which was proven by a study made in [Charfeddine et al. 2010]. The Back Propagation Neural Network, BPNN, is trained and simulated to choose the best embedding position. The watermarked audio is obtained by applying the IDCT transform.

It is relevant to indicate that each scrambled block is embedded in a fragment f i,i∈{1..k} of the audio stream. The length of the audio required to embed all the watermark is thus equal to k × f k . We add the A p : the parameter of the Arnold transform which is saved as a secret watermarking key to retrieve blocks of the QR-code before the scrambling operation.

The watermark detection step

The adopted watermarking technique is a blind watermarking scheme and so to retrieve the watermark Sc i ', we need only the pq MF positions, the random indexes, the A p and the coordinates of Template 1. This step is presented in 

The descrambling step

In this step, we proceed by the inverse of the Arnold transform to each detected block Sc i '.

Knowing the number of iterations A p of the scrambling operation, we obtain k descrambled blocks DSc i '.

The matching step

Matching the different descrambled blocks DSc i,i∈{1..k} ' to retrieve the detected QR-code should be difficult when the digital content is attacked, which can damage the embedded watermark. We propose in this step, as presented in After detecting the QR watermark, it is possible to check the validity of the watermarking technique.

Both NCC and SAD are measures of similarity:

• The NCC is defined by:

NCC( f , g) = C f g ( f , g).
(5.2)

where

f = f -f ∑( f -f ) 2 , g = g -g ∑(g -g) 2
.

• The Sum of Absolute Differences, SAD, is calculated as shown in Eq.5. |I 1 (i, j) -I 2 (x + i, y + j)| .

(5.3)

Experiments and Evaluation

In this section, we evaluate the proposed technique according to different criteria: the QRcode capacity which implies a high watermarking payload and less embedding time when varying the code length m and the robustness to the almost collusion attacks and to other attacks tied to the audio signal. To have good watermarking robustness and inaudibility results, we choose the same parameters required by the audio watermarking technique proposed in [Charfeddine et al. 2010]. All the extracted audio signals are divided into fragments of 20 s and are sampled in 44.1 KHz with 16 bits/sample. In each audio fragment, we insert a scrambled block which dimension should not exceed 32 × 32 bits. To support the various code length values, we choose the suitable QR-code version to guarantee a good embedding capacity.

Embedding time

In Table 5.2, we show how the proposed technique takes the least embedding time compared to respectively three fingerprinting systems [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF], Kuribayashi et al. 2008, Chaabane et al. 2016c].

In this case, the code length is around m = 2048 and the number of users is equal to 10 4 . We 5529 numeric characters. In Figure 5.13, we show that the proposed technique affords a good detection probability P d of more than 20 colluders against several collusion attacks.

Watermarking robustness and inaudibility

In Table 5.4, we calculate the SNR values for four different tested video samples. We notice that all these values exceed 20 dB and so guarantees good inaudibility results.

To verify the watermarking robustness of the proposed technique, we are interested only by audio attacks and so we carry out a set of audio Stirmarkaudio attacks : noising, filtering and MP3 compression for different rates: 128, 96 and 64 Kbps.

As depicted in Figure 5.15, NC values are close to 1 and reveal good robustness results which is enhanced by the error correcting capability of the QR-code.

Conclusion

In this chapter, we have proposed a QR-based watermarking technique in tracing traitors'

for multimedia distribution platforms. The construction of the fingerprint is based on the QRcode and thus provides the possibility to embed a great amount of information and so to trace 

Introduction

In multimedia distribution platforms, one of the main challenges is to provide an efficient and accurate tracing process despite the increasing of the collusion size. When considering Chapter 6. Towards a blind traitor tracing scheme for hierarchical fingerprint

Tardos decoder [Furon & Pérez-Freire 2009a]. Authors in [START_REF] Pérez-Freire & Furon | [END_REF]] and [Desoubeaux et al. 2013] agree upon the fact that despite the outperformance of the iterative EM-based tracing algorithm in terms of accusation rates, it remains not suitable for scenarios involving a great number of users because of its computational complexity (about O(nmc) for each iteration).

According to that, in the second part of this work, we turn our attention to an other type of blind decoder, the Maximum a Posteriori-based decoder which principle is to use a Maximum a Posteriori decision rule to trace colluders under the Marking Assumption without any estimation to the collusion channel [Desoubeaux et al. 2013], [Kuribayashi 2014]. The latter choice can be proved by the fact that for this thesis work, the main challenge is to address the problem of traitor tracing in applications involving large audience.

In Figure 6.1, we show the modified two-level tracing scheme where the estimation step is added after the group selection by BS and during the Tardos accusation process.

We aim in this work at analyzing the impact of using an estimation-based step in a two-level tracing scheme which was not studied previously in the literature. The EM-based estimation algorithm of the Symmetric version of Tardos accusation functions [Skoric et al. 2007] was proposed firstly by [Charpentier et al. 2009], it consists in estimating iteratively the collusion channel and adjusting according to that the accusation functions to have an accurate detection performance. In this estimation, it is assumed that the same collusion strategy is applied in all positions of the colluders' identifiers. Let define the collusion strategy Θ by the set of probabilities:

P(Y i = 1 | ∑ i = σ i ), σ i = 0..c i=1..m (6.1)
with ∑ i = ∑ j∈c X ji the random variable presenting the colluders' identifiers having 1's bits in position i. The EM-based estimation as depicted in Figure 6.2 consists of four steps: • The EM decoding step is applied to the S to separate between the distributions of innocent and guilty users' scores. In this step, it is assumed that users' scores are distributed Chapter 6. Towards a blind traitor tracing scheme for hierarchical fingerprint according to Gaussian distributions as respectively: for innocent users, S j ∼ N (0, m)

and for guilty ones S j ∼ N (2π -1 mc -1 , m(1 -4π -2 c -2 )). Hence, the inputs of this step are respectively the first and second moment E(S j ) and E(S 2 j ) of innocent and guilty users' distributions. The vector T presents the probability of S j to be a colluder score.

• The collusion strategy estimation: Given the resulting vector T , the estimation of the collusion size c is computed with c = ∑ n j=0 T j . When considered the codewords of users having the highest probabilities T j , the estimation of the collusion strategy Θ is made. In fact, for each position i, the σ i is computed as the sum of the codewords X ji in the estimated vector T . Then, for each possibility of σ i , a mean of corresponding Y is computed.

• Tuning the accusation functions step: according to [Charpentier et al. 2009], the kullback-Leibler distance between distributions of colluders and innocents scores (respectively N coll and N inn ) is defined by:

D KL (N coll , N inn ) = 1 2 (m μcoll 2 -log( νcoll ) + νcoll -1) (6.2)
with μ inn = 0 and ν inn = 1 as mentioned in [Furon et al. 2008].

Authors in [Charpentier et al. 2009] have performed several calculations to maximize the kullback-Leibler distance to separate better between the innocents' and colluders' distributions and thus to tune the different accusation functions: g 00 , g 01 , g 10 , g 11 . Now, in case of our two-level tracing strategy, we focus firstly on the EM-based estimation of the Tardos accusation functions which were detailed above, and we will apply them in our two-level tracing scheme. As depicted in Figure 6.1, applying the two-level accusation process should ameliorate the tracing performance of a simple Tardos decoder. Furthermore, selecting groups with the Boneh Shaw code in a first time guarantees a detection of at least one group.

Hence, applying the EM algorithm in the second Tardos accusation level only on the selected group should not only reduce the research space and the time efficiency but it provides also more accuracy to the accusation process. The MAP-based decoder has been also proposed as a blind decoder to address the invariant behavior of the Tardos decoder Chapter 6. Towards a blind traitor tracing scheme for hierarchical fingerprint

The MAP-based decoder is based on defining two non-informative priors, P(G) and P(c), which are respectively tied to the strategy G and the collusion size c. To derive the decoder, and according to Bayesian statistics, authors exploit a joint probability in order to marginalize the unknown quantities as follows:

P(y, t, X, p, s) = ∑ c ( P(y, t, X, p, s|c, G)P(G)dG)P(c). (6.5)

From Eq.6.5, the likelihood ratio σ MAP j , defined previously in Eq.6.4 can be computed as follows:

σ MAP j = P(s j = 1|y, x j , p) P(s j = 0|y, x j , p) = P(y, x j , p, s j = 1) P(y, x j , p, s j = 0) (6.6)

Let c, the discrete random variable describing the collusion size varying from 1 to cmax and which distribution suits a uniform law so that:

P(c) = 1 c max (6.7)
In [Desoubeaux et al. 2013], the authors have performed several calculations which have lead to a calculable result of the likelihood ratio. with the proposed EM-BST, the improvement can be explained by the impact of applying a first accusation level on groups and thus reducing the search space in the EM estimation.

In the context of our thesis work, the EM iterative algorithm can not be adopted with regard to computational complexity which makes it intractable when considering a huge number of users. Moreover, the false alarm probability is not bounded for any size collusion. In addition, for computational simplification target, it is assumed that the collusion strategy is constant for all positions i. Hence, the issue from this experimental assessment is not to select the EM decoder for our tracing scheme but mainly to focus on the impact of estimating collusion channel on Tardos behavior. In the same context, using the MAP-based blind decoder should be relevant in our two-level tracing scheme because of its threshold-based accusation and the general assumption on the collusion channel in the sense that all possible strategies are considered at each position i. 

The evaluation of the MAP-based two-layered tracing scheme

To show the efficiency of the proposed two-layered strategy accusation, we assess it in terms of detection rates for different collusion attacks and different code lengths. Another important criteria is the time estimation which computes the time required by the detector to estimate accurately the collusion channel. The aim of the proposed MAP-based detector for hierarchical fingerprints is to find a trade off between the detection runtime and the accusation rate, by taking less time for a good accusation rates. To estimate the decoder performance, we used the Monte Carlo Estimation algorithm proposed by [Furon et al. 2009], and we compared the proposed detector, the MAP-based detector for hierarchical fingerprints, to the agnostic decoder, and also to to the non-layered detector, called respectively MAP-H, T and MAP in this part. Each run of Monte Carlo estimation consists in 10 3 trials.

We remind that the Monte Carlo simulation consists in generating a set of N new codewords x j N j=1 , and a codeword y. One estimation consists in P(S > z) = N -1 { j | G( x j , p, y) > z .

Results of stability against different collusion strategies

In this part, we used ROC curves to compare the Symmetric Tardos decoder, the MAP-based decoder in hierarchical context and the MAP decoder proposed by [Desoubeaux et al. 2013] in terms of different criteria. We evaluate the stability of the three decoders against three collusion attacks: minority, coin flip and WCA attacks. The 'maph', 'map' and 'tardos' state respectively for the three decoders. The 'min', 'cf' and 'wca' state respectively for the Minority vote attack, the coin flip' and 'WCA' ones. The fingerprint code is of length m=1000, the maximum number cmax of colluders is equal to 10 and the number of colluders is c=6. In Figure 6.6, compared to the two other detectors, the Tardos decoder varies a little bit for the two strategies. Although, it provides a good stability whatever is the collusion attack, it loses in detection accuracy especially for the minority attack, where we notice a large difference with the two other decoders. For all the strategies, we show that the proposed decoder improves the performance of the non-layered MAP-based decoder and provides a good performance and an accurate accusation rate. We notice that the WCA has the deepest effect on the performance of the three decoders, even for the proposed decoder. In Figure 6.7, we evaluate the performance of the MAP-based decoder for hierarchical fingerprints, the simple MAP decoder and the Tardos code when varying the code length (m=300 and m=800) against the WCA attack. We choose to evaluate this attack because it has been proven as the worst attack for the three decoders. We use the logarithmic scale for the probability of false negative and the probability of false alarm. We notice that the proposed decoder has the least detection errors compared to the other decoders, especially to the Tardos code.

In addition, when increasing the code length, the performance of our decoder is increasingly outstanding. HIERARCHICAL FINGERPRINT 

.3 Time estimation

The aim of the majority traitor tracing systems is to provide an accurate accusation of colluders despite the great number of users. In this part of the experimentation, we compared the time taken by the three decoders to estimate accurately the colluders. The experimental results shown in Table 6.1 are averaged values of 10 2 trials for different number of users. We show that the proposed technique reduces significantly the time estimation of the non-layered MAP decoder which can be explained by the group-based strategy. The MAP estimation is applied only in the selected group. Although, the Tardos code has a satisfying time accusation, the gap between the proposed detector and the other decoders increases as the code length is important. The proposed decoder provides a good tradeoff between the runtime estimation and the accusation rates.

Chapter 6. Towards a blind traitor tracing scheme for hierarchical fingerprint 

Conclusion

In this chapter, the main target was to propose a blind tracing system which corresponds better to real scenarios of fingerprinting system where there is a lack of information about the collusion size and strategy and where the Tardos accusation behavior remains invariant.

Previous approaches in the literature proposed to use an estimation step to address the problem of the invariant behavior of the Tardos code against collusion attacks. We opt to the MAPbased blind decoder and apply it in our two level tracing scheme for several reasons related to accusation mechanism and our thesis challenges. Compared to the existing simple decodes, our two-level system takes the advantage of the group selection accusation step to have more accurate and efficient accusation.

CHAPTER 7

Conclusion and future perspectives

The research work of this thesis concerns the traitor tracing context in multimedia distribution platform. This type of applications which involves a great number of connected users need to include a tracing process to prevent media content from copyright infringement and fraud operations. Tracing traitors, or retrieving fraudulous actor in a piracy trial is constrained by important complexity and computational cost which increase with the increase of the number of audience and the number of colluders (the actors in a collusion or piracy attack).

The state of the art study has provided us a critical and comparative analysis of the existing approaches and stood out major challenges to be addressed to substantially enhance the accusation rate during the tracing process. The well-known Tardos code provides good detection rates and fair response to the major requirement of a tracing system by being close to the shortest fingerprint code length bound and allowing good detection rates. We continue with the Tardos code by improving its decoding step. The group-based property of our fingerprints offers to reduce the search space of the Tardos code and hence it contributes in enhancing the performance of the tracing process. An interesting characteristic of our fingerprint is its belonging to a hierarchy we propose to construct based on the most features which characterize a digital consumer in a multimedia distribution platform.

In this work, a two-level tracing strategy is adapted to the multi-level hierarchical fingerprints we use to embed in audio stream extracted from video content. In this report, we detailed and checked our contributions in light of the existing approaches in the literature. This chapter summaries these contributions. Then, we outline in Section 7.1 the future work to achieve this thesis.

Chapter 7. Conclusion and future perspectives selection of groups is made with BS code, and in the second level, tracing users is made by the Tardos code in only selected groups. This strategy, improved by the group weights generated from the hierarchy, enables a more accurate and faster colluders' detection rate.

We assigned an important consideration to the comparison of the performance of the proposed two-level tracing system with that of state-of-the-art systems.

• A proposal of optimizing fingerprinting code length based on a QR-code-based conversion: One key requirement in a fingerprinting system, especially in the watermarking layer, is the fingerprint length which should not alter the quality of the media content. We We compare the tracing performance of the proposed fingerprinting system in terms of embedding time and robustness to different attacks, to the other tracing schemes.

• Towards a blind traitor tracing scheme for hierarchical fingerprint: One key challenge to address when applying traitor tracing scheme in real scenarios is to provide an efficient and accurate tracing process despite the lack of information about the colluders' strategy and collusion size. Indeed, the original Tardos tracing performance is considered as suboptimal because of its agnostic behavior and conservative accusation regardless the collusion strategy. In the literature, some approaches propose to use on estimation algorithms: EM and MAP for simple Tardos decoder to estimate the collusion channel. According to that, we propose to validate the efficiency of the two algorithms in our two-level fingerprinting scheme in terms of robustness to collusion attacks, accusation time and error probability of accusation. We opt then to the MAP decoder which is the most suitable algorithm for our fingerprinting system.

CHAPTER 7. CONCLUSION AND FUTURE PERSPECTIVES

Future perspectives

During our thesis work, more than one perspective tied to our proposed contributions have drawn our attention and deserve to proceed research.

• To survive the problem of the code length and inspired by [START_REF] Desoubeaux | [END_REF], we proposed to enlarge the alphabet size of our codewords from a binary alphabet to a 4length cardinality one. Then, we proposed to convert these codewords to QR-code to reduce the proposed codeword length and because the embedding technique requires to downscale the fingerprint to a binary alphabet. The perspective idea here is to adapt the watermarking technique or to propose a watermarking technique able to embed our fingerprints with higher alphabets and hence to study the eventual constraints as the watermarking complexity, its efficiency and its robustness to new designs of attacks proposed in the same context of higher alphabets.

• A second perspective is to extend our work to a dynamic traitor tracing context. In fact, merging to dynamic scheme should require additional constraints as time constraint and adaptive fingerprint dictionary which should be updated at every tracing round. We should study and check if our two-level tracing strategy is efficient in such constrained scheme.

• Another interesting idea is to propose fingerprints with varying code length m. The variation of the code depends on its ability to be a colluder or to belong to a suspicious group of users. And here the fingerprint generation step is made according to the proposed hierarchy. Moreover, using variable value of m should prevent more collusion attacks and discourage colluders to collaborate. In the accusation process, estimating the code length m using an estimation algorithm is required.

• It will be interesting to propose a whole collusion secure fingerprinting scheme for other application than multimedia distribution platform. One promised sceanrio is the video game scenario proposed by [Schäfer 2016]. Considering the media types and formats available in video games, joining different watermarking techniques respectively for each CHAPTER 8. APPENDIX 1 robust against normalization, compression, de-noiser, filtering attacks, etc.. Furthermore, in case of copyright protection application, when sharing the audio content via Internet, the main attack will be the loss compression like MP3 at high compression rates. Henceforth, it was assumed that audio watermarking applications should use a standard benchmark tool to check their audio watermarking robustness results. The most popular audio benchmark tool is the StirMark Benchmark for Audio SMBA. in Table 8.4, the adopted technique has good robustness against the add noise attack, the normalized attack, the zero cross attack compared to the other techniques. The used technique 48.02

Quantization of wavelet coefficients [Bhat K. et al. 2008] 21

Reduced singular value decomposition [Wang et al. 2011] 24.3

Mean-quantization of wavelet coefficients [START_REF] Lanxun | [END_REF] 37.9 

Characteristics of digital consumers

One key standpoint in our thesis work was to analyze the digital consumers' characteristics in general and especially in multimedia distribution platforms. According to NPD group1 , about 40% of households with a connected TV streamed Netflix content during the period â ȂŤ a percentage that topped 50% among consumers age 18 to 24. Twenty-one percent of connected-TV owners said they migrated from using over-the-top (OTT) video services on the computer and now watch on the TV instead. Now, nearly 25% of 18-to 24-year-olds stream Netflix on a laptop or PC. Among all age demos, 14% of respondents to NPD's connected intelligence survey watch Netflix on a laptop or PC, 13% on a tablet and 8% on a mobile phone.

Interestingly, Netflix use on connected devices is higher among women than men. As shown in Figure 9.2, reported from 2013 Accenture digital consumer survey, more than 90 percent of consumers prefer watching video content over the Internet, which includes movies, TV programs, videos on demand. Furthermore, this consumption is more and more frequent and increasing and the most significant growth is evident in high frequency categories, as depicted in Figure 9.3, those watching videos daily or three to five times per week. Figure 9.5: Frequency of accessing digital content by age range.

Geographic characteristics

Accessing to digital video content is more important in one country than in another.

According to the World Economic Forum, the digital piracy rate depends on geographic belonging. It is very important, as shown in Figure 9.7, in North European, Latin American, Asian and African countries which can be explained as detailed in Figure 9.8 by the lack of laws to protect intellectual property from infringement in such countries. As an example, we can see that the piracy rate in Japan is less than 19% which is tied to a strong intellectual property protection of 6. However, in Brazil, the important piracy rate of about 50% is due to a a weak intellectual property protection of 3.3 which in less the average value of 3.8.

According to this study, we have chosen the most important characteristics of digital consumers to construct the multi-level hierarchy of users' fingerprints. Users having similar profiles are grouped together. • The Fuzzy C-means algorithm [START_REF] Bezdek | [END_REF]: FCM Initially, the matrix of fingerprints is constructed. The most important inputs of the FCM clustering algorithm are respectively: the normalized fingerprints' metrics, the required number of clusters and the number of the iterations. The output is the the matrix of the membership of each fingerprint in each cluster.

• The hierarchical clustering algorithm, HC: as assessed in [Johnson 1967], applying the HC algorithm in constructing groups consists in starting by assigning each user fingerprint to a cluster. Then, the closest pair of fingerprints is computed to merge into one cluster. The outputs of this clustering algorithm are the groups of fingerprints.

• The Self Organizing Map algorithm: SOM, the input consists in users' fingerprints and the self-organizing map computed with the number of groups and fingerprints. From the CHAPTER 10. APPENDIX 3

We have evaluated the proposed fingerprinting system in two cases: the robustness to collusion attacks into the same group and the robustness between different groups.

10.1.3.2 Robustness to collusion attack into the same group

According to Figure 10.2, we observe that, compared to non-clustered group-based fingerprint, the clustered one, especially for K-means has better recognition rate, even for increasing collusion size. Furthermore, although the group recognition rate decreases with the increase of the member participation rate, K-means has the best behavior and a satisfying group recognition rate which is close to 100 percent when the member participation rate is below 30 percent.

As studied in [Furon & Pérez-Freire 2009b], some collusion attacks have deeper impact on the performance of a tracing system than others. In our work, we show that the Random and the AllOne attacks have deeply influenced the detection rates of the four clustering algorithms. In fact, according to the Another important point is to compare the group detection capacity of the proposed technique to other group-based existing techniques. Moreover, due to the diversity of experimental assessments, we propose to report the main important and available experimental results in respectively [START_REF] Wang | [END_REF]], [He & Wu 2007], [START_REF] Hamida | [END_REF]] and [START_REF] Ye | [END_REF]].

Looking at the different results reported in Table 10.1, we notice that, for all the group-based In fact, the real challenge of the majority of the multimedia distribution systems including a traitor tracing process is to handle the great size of fingerprints. Hence, in our context, we propose to compare between the four clustering algorithms to find which one provides the largest group capacity. According to Tab.10.2, especially for the K-means clustering algorithm, the group capacity is constrained by the applied collusion attack, it decreases with the Random attack. This is still interesting (above 50 groups) compared to the other clustering algorithms:

FCM, HC and SOM for which the capacity is not very interesting and does not exceed 20 groups.

In this part of the thesis work, we have considered the robustness results of the proposed groupbased fingerprinting scheme to different types of collusion attacks for the two scenarios: between different groups and into the same group, for the four clustering algorithms. We have also studied the group capacity of the four clustering algorithms under collusion attacks. We Chapter 10. Appendix 3 
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 03 Billion of dollars in 2014 and is expected to expand at a CAGR 1 of 8.3 percent during the forecast period between 2016 and 2026. The major shift observed in users' preferences was the migration from the television's linear schedule to viewing content as per their preference and increasing the use of high speed Internet network even in emerging countries. One other 1 Compound annual growth rate 1 CHAPTER 1. INTRODUCTION example is, based on the digital TV report, the Pay TV subscriptions for 338 operators across 89 countries in the world will increase by 200 million from a collective 704 million in 2014 to 904 million by 2020, and according to a new report from Digital TV Research the number of subscribers to the NetFlix service 2 , has reached 115 million in 2016 and 306 million across 200 countries by 2020. Unfortunately, the emerging digital technology phenomenon hides a volte-face. Henceforth, it is obliquely the origin of several unauthorized manipulations of digital content: multiple duplications, illegal redistribution and arbitrary modification. Indeed, the readiness of copying perfectly any type of digital content (image, text, video, audio file)

  Figure 1.1: The general scenario of tracing process in a multimedia distribution platform.
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 2 Figure 2.3: The general design of layered multimedia fingerprinting system.
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 24 Figure 2.4: The general concept of offline-block based watermarking and online switching.

  Let give the example of the code C = {111, 100, 010, 001}, C is 2-secure frameproof. In fact, for the 2-size collusion, a first collusion c1 = 111, 100 contains the codewords {1 * * }, whereas another collusion c2 = 010, 001 contains the codewords {0 * * } which means that the two disjoint collusions c1 and c2 are not able to generate a common codeword. Similarly, a second example of collusion c3 = 111, 010 contains the codewords { * 1 * } whereas the collusion c4 = 100, 001 contains the codewords { * 0 * }, c3 and c4 are also not able to generate a common codeword.

Figure 2

 2 Figure 2.6: (n×m) matrix for Tardos code with n number of users and m the codeword length.

  CHAPTER 2. SURVEY ON TRAITOR TRACING 2.5.2 Fingerprinting schemes based on error correcting codes Many research has been conducted on proposing Error Correcting Codes [Lin et al. 2009], ECC, as tracing codes to deal essentially with the problem of attacked codes [Tomas-Buliart et al. 2009]. As mentioned in [Chor et al. 1994], an ECC code C having the parameters (m, n, d) is a c-tracing code if its minimal distance d > m(1c -2 ) (with n the number of codewords of length m and minimal Hamming-based distance d = min x,y∈C (d(x, y)))

[

  Lin et al. 2009], the proposed design is a concatenation of an orthogonal binary code with a large-distance Reed-Solomon code. The ECC-based forensic code is constructed to enhance the resistance to post-processing collusion attacks and has a good detection for a collusion size less than 20. Moreover, authors in [Tomas-Buliart et al. 2008] has proposed to use Turbo codes to the BS code to survive some weaknesses of BS code: The codeword length has been reduced by the use of Turbo code as outer code and the improvement of the tracing process runtime by a Maximum Likelihood Decoding algorithm.

  schemes enhanced the watermarking layer and proposed to use orthogonal gaussian signals as fingerprints. From this study, both the two types of approaches have limitations regarding the context of multimedia distribution platforms which involves great number of users. The major limitations are tied to the complexity, the code length and the accusation rates. Consequently, developing a traitor tracing scheme suited to the content distribution context has been considered as a promising issue and a real challenge to be investigated. Different open questions and problems discussed in this chapter remain unresolved. Henceforth, research on traitor tracing field is still ongoing.
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 31 Figure 3.1: Illustration of the general fingerprinting framework.

Figure 3

 3 Figure 3.2: Details of the fingerprint generation step.

  plier detects a copy with unknown fingerprint Y , he tries to trace back colluders by analyzing the extracted fingerprint Y , retrieving its similarity to a group identifier and hence tracing individual colluders. The tracing is performed here by the Tardos code. As shown in Figure3.5, group selection is based on computing Hamming distance between the ID group of the suspicious copy and the other groups' identifiers. The selected groups are the closest to the extracted one; namely groups having the smallest Hamming distance to the ID group of the suspicious copy. Then, the tracing process continues with the Tardos tracing step, the score S j is computed per user only in selected groups. The user whose score exceeds the threshold Z[Laarhoven & de Weger 2011] is thus accused. The detection rate of the proposed system is then computed to check its efficiency.
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 3 Figure 3.5: Details of the tracing step.

Figure 3

 3 Figure 3.6: CPU time consumption by hierarchical structures for different collusion attacks and for collusion size c=5 .

Figure 3

 3 Figure 3.7: CPU time consumption by hierarchical structures for different collusion attacks and for collusion size c=8

Figure 3

 3 Figure 3.8: Probability of false positive of hierarchical structures for different collusion attacks and for collusion size c=5 .
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 39 Figure 3.9: Probability of false positive of hierarchical structures for different collusion attacks and for collusion size c=8
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Figure 4 . 1 :

 41 Figure 4.1: The multimedia distribution application including a traitor tracing system

  scheme: the embedding positions in the audio chunks and the probability sequence p of the Tardos code. Another security point attached to the two-level structure is the number of the embedded symbols which makes the cooperative between colluders difficult.

  our tracing approach, we propose to use a DCT-based audio watermarking technique described in details in[Charfeddine et al. 2010]. As depicted in Figure4.3 and Figure4.4, this watermarking technique was proposed by[Charfeddine et al. 2010] and is essentially based on the DCT transform. The DCT is applied to each 512-length block of the audio stream. The resulting watermark is of size pq. After that, a random selection of pq indexes is made to choose the blocks to be watermarked. Furthermore, the watermark symbols are embedded in the Middle Frequencies, MF, band of each chosen block. To enhance the security side of the watermarking technique, a Back Propagation Neural Network, BPNN, is trained and simulated to select the most appropriate embedding position. To obtain the watermarked audio chunk, an IDCT transform is applied to the modified blocks. For the detection step, as shown in Figure4.4, it consists in the inverse of the embedding step to extract the watermark.
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 43 Figure 4.3: The embedding step of the DCT-based audio watermarking technique[Charfeddine et al. 2010]
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 45 Figure 4.5: Snapshots samples of experimented videos.

  Figure 4.6: Expectation values of decoded groups computed by different codes to trace c colluders.
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 48 Figure 4.8: False Negative Probability of by BST-H, BST, Tardos and TT when varying collusion size.

Figure 4 . 9 :

 49 Figure 4.9: Comparison of tracing time taken by BST-H vs BST and TT codes

Figure 4 .

 4 Figure 4.11: Robustness against different compression rates: 64, 96 and 128 Kbps for "match.wav" , "song.wav", "program.wav" and "film.wav"

  Table4.6: Values of Θ ε-WCA depending on ε for c=3 and c=4, for c=2 Θ ε-WCA = (0.0.51.).

Figure 4 .

 4 Figure 4.13: Estimation of pfa for different collusion attacks depending on ε for c=4, m=300, τ = 80.

Figure 4 .

 4 Figure 4.14: Estimation of pfa for robustness attacks occuring after ε -WCA attack depending on ε for c=4.
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Figure 5 . 3 :

 53 Figure 5.3: Example of QR-code converting 300 alphanumeric characters.

  QR code versions: QR Codes have 40 different symbol versions ranging from 21 x 21 modules for version 1 to 177 x 177 modules for version 40. When moving from a version to another, 4 additional modules per side are added to the QR code and hence 16 additional modules. So, the higher is the version, the greater is the mount of stored information.
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 54 Figure 5.4: The different versions of QR code.

  Figure 5.6: The four identifiable template in a QR-code

  Figure 5.8: The watermark detection step

  Figure 5.10, to use two measures, the NCC, Normalized Cross Correlation, to retrieve the first detected blocks DSc 1 ' and then the SAD, the Sum of Absolute Differences, to gather the remaining overlapped blocks. The proposed matching algorithm is summarized as follows: 1. Read the image of Template 1 and the image of the descrambled block DSc i,i∈{1..k} ' 2. Iterate Template 2 over DSc i ' and compute the NCC matrix 3. The coordinates where the value of NCC is the largest correspond to the best similarity and so to the required position as shown in Figure 5.9. Chapter 5. A proposal of optimizing fingerprinting code length based on a QR-code-based conversion In this case, f is the descrambled block DSc i,i∈{1..k} ' and g is the template image in the original QR-code. 4. Given that the coordinates of Template 1 are known, we compare them to the saved ones and according to that we obtain the first block in the detected watermark. 5. Iterate DSc 1 ' over the remaining DSc i,i∈{2..k} ' and compute the SAD. The block which is overlapped to the first block has the coordinates where the lowest SAD value is obtained. Save the block position coordinates and iterate 4 for the other DSc i,i∈{3..k} '.

Figure 5

 5 Figure 5.9: Computing NCC for block matching.

  Figure 5.10: The watermark matching step

  choose the version 20 and the level H as error correcting level. This version offers to convert 2061 numeric symbols into a 97 × 97 QR-code dimension. In Figure5.11, we vary the embedded code length m and we compare the embedding time required to insert a fingerprint in a video for the original Boneh Shaw-Tardos-H proposed in[Chaabane et al. 2016c] and the QRbased improved technique. While the embedding time for the proposed technique is around few minutes, it is over 25 min for m > 10 4 which can not be allowed for some video sequences in multimedia distribution context. The QR-code version depends on embedded fingerprint code length and hence, we show in this part of experiments that the required number of audio fragments to embed the watermark is tightly tied to its code length and hence to its version CHAPTER 5. A PROPOSAL OF OPTIMIZING FINGERPRINTING CODE LENGTH BASED ON A QR-CODE-BASED CONVERSION
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 5 Figure 5.11: The embedding time for the proposed technique vs[START_REF] Desoubeaux | [END_REF] 

Figure 5 .

 5 Figure 5.14: Robustness to several Stirmarkaudio attacks for four audio samples.

Figure 5 .

 5 Figure 5.15: Robustness of four audio samples to different MP3 compression rates: 64, 96 and 128 Kbps.
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 61 Figure 6.1: Applying the estimation algorithm in the two-level tracing scheme

Figure 6 . 2 :

 62 Figure 6.2: The principle of the EM estimation algorithm

Figure 6 .

 6 Figure 6.3 shows that selecting groups with the Boneh Shaw code is made in a first time, and then the MAP algorithm is applied in the second Tardos accusation level only on the selected group and the output is σ MAP j

Figures 6

 6 Figures 6.4(a) and 6.5(a) show the Tardos invariant behavior regardless the collusion strategy θ . The detection performance of the Symmetric version of the Tardos is quite similar for the different collusion attacks but it decreases significantly when the collusion size increases, which can be explained by the code length which is kept for c =8 and seems to be insufficient for Tardos to provide good detection results [Tardos 2003]. Nevertheless, according to Figures 6.4(b) and(c) and Figure 6.5(b)and (c), for the proposed group-based EM-BST, compared to the the EM-T with the Tardos simple decoder, the detection performance is improved for the two collusion sizes. It is undoubted that the estimation is closely tied to the collusion attack and hence some collusion attacks have deeper impact on the detection (are harder to be estimated) than others. When considered the detection results given

Figure 6

 6 Figure 6.4: Probability of correctly accusing the ith highest score for the proposed group based scheme EM-BST vs T and EM-T with i ∈ 1..5, m = 1000 and c=5.

Chapter 6 .

 6 Figure 6.6: ROC curves of the MAP hierarchical decoder, the MAP decoder and the Tardos decoder c = 6 and n = 1000 users for different collusion strategies

Figure 6

 6 Figure 6.7: ROC curves of the MAP hierarchical decoder, the MAP decoder and the Tardos decoder for c = 6 and n = 1000 users, for different code lengths m

  propose in Chapter 5 to reduce our fingerprint length (which is a parallel concatenation of two codes: BS and Tardos) to reduce the embedding time required for the insertion step. So, we propose to convert our 4-ary fingerprint to a QR code, which provides us a compact fingerprint size and more robustness due to its error correcting code. The algorithm we propose to embed fingerprint, based on scrambling the different blocks of the QR code, enhances the security side of the watermarking layer.

8. 2 •

 2 Comparison of the adopted watermarking technique to other existing techniques 8.2.0.1 Comparison to other audio watermarking techniques This part is related to experimental results in Chapter 6. In this part, due to the diversity of used watermarks and audio signals, we propose to report results from existing techniques and to compute the average of the NC and SNR of the different watermarks and audio signals for all compared techniques. In Table 8.3, we report details of the different samples used in these techniques. Comparative inaudibility results: We compute the average value of the SNR of different audio signals respectively in the scheme we propose and in the other existing schemes. As depicted in Table 8.2, compared to the SNR values of the different existing techniques, the SNR value of the used technique for the different audio sequences extracted from the tested videos (48.02 dB) is the highest one. • Comparative of MP3 compression results: We compare in this part the robustness to the MP3 compression of the used technique to the other existing techniques by using the NC measure. As shown in Table 8.1, we notice that the robustness to the MP3 compression of the adopted technique has the highest NC values. • Comparative of audio Stirmark attacks results: We compare in this part the robustness to some audio Stirmark attacks of the used technique to the other existing techniques by using the average value of the NC measure. Looking at the different results as depicted Chapter 8. Appendix 1

  Figure 8.2: Portions of the attacked audio signal with audio Stirmark attacks.
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 9 Figure 9.1: Favorite devices for digital consumers.

Figure 9 . 2 :

 92 Figure 9.2: Video online consumption allover the world.

Figure 9

 9 Figure 9.3: Video online consumption allover the world.

  Figure 9.6: Accessing digital content by geographic belonging.

Figure 9

 9 Figure 9.7: Piracy rate allover the world.

Figure 9

 9 Figure 9.8: Intellectual property protection rate allover the world ranging from 1 for extremely weak protection to 7 for extremely strong one.

Figure 10

 10 Figure 10.1: The fingerprint generation step including clustered groups.

  Figure 10.3, the group recognition rate of K-means decreases clearly with the increase of the group participation in the collusion attack which can be explained by the distance-based clustering process.

  Figure 10.2: Robustness of the group-based fingerprinting system to collusion attacks into the same group.

Figure 10

 10 Figure 10.3: Robustness of the group-based fingerprinting system to different attacks: Averaging, Random, AllOne, AllZero
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 2 

	.1, an

Table 3

 3 

	.2: Comparative tracing complexity results to some existing hierarchical techniques
	Hierarchical technique	Tracing complexity
	[Wang et al. 2004]	O(N × l)
	[Akashi et al. 2008]	O(c g ×	√ N × l)
	[Hamida et al. 2011]	O(c g ×n g × m)
	[Ye et al. 2013]	O(m)
	The proposed technique	O(m)

  Table 4.2 and Table 4.3, we present details of these used video files and extracted audio samples. We have carried out our tests in Matlab on a workstation with i-7 processor at 2.7 GHz and 16 Gb of RAM.Chapter 4. A two-stage traitor tracing scheme for hierarchical fingerprints

	CHAPTER 4. A TWO-STAGE TRAITOR TRACING SCHEME FOR HIERARCHICAL
	FINGERPRINTS				
		Table 4.2: Properties of all experimental video samples
	video files Time length (min:s) Format Resolution Frame rate (fps)
	match	11:39	AVI	320×240	25
	TV	6:57	AVI	320×240	25
	song	4:53	AVI	320×240	25
	film	00:24	AVI	720×576	25
	clip2	3:45	AVI	144×192	24
	sport	13:56	AVI	640 ×360	29.97
	politic	1:28	AVI	640 ×360	29.97
	film2	1:55	AVI	640 ×360	23.97
	prog2	3:42	AVI	640 ×360	29.97
		Table 4.3: Properties of all experimental audio samples
		Time length (s)	20s	
		Format		wav	
		Bits per sample	16	
		Sample rate (KHz) 44.1	
		Channel mode	mono	

Table 4

 4 

	.5: Inaudibility results for our video sequences
	video title Extracted audio file SNR(dB)
	"Clip"	"song.wav"	52.1
	"match"	"match.wav"	38.57
	"Prog1"	"prog1.wav"	48.41
	"film"	"film.wav"	53.02
	"clip2"	"clip2.wav"	57.21
	"sport"	"sport.wav"	58.59
	"politic"	"politic.wav"	49.35
	"film2"	"film2.wav"	57.35
	"prog2"	"prog2.wav"	53.01

Table 5

 5 

.1: The four Error Correction levels of QR codes.

Table 5 .

 5 2: Comparison of existing tracing strategies in term of embedding time required to insert a code length m = 2048.

Table 5 .

 5 4: Inaudibility results obtained with the different tested videos.

	Chapter 5. A proposal of optimizing fingerprinting code length based on a
	QR-code-based conversion	
	Video name (.avi) SNR values(dB)
	match	52.5765
	sport	35.8021
	film	49.03
	prog t v	28.45
	film2	40.79
	song1	48.73
	song2	38.47
	politic	36.42
	prog2	36.4384

Table 6 .

 6 1: Time estimation for different number of users (in sec) nTardos[Skoric et al. 2007] MAP[Desoubeaux et al. 2013] MAP -H

	10 3 8	830	5
	10 4 600	1791	64
	10 5 1800	31552	500

Table 8

 8 

	.1: Comparative MP3 compression results to some existing audio watermarking	
	techniques			
	Algorithm	128 Kbps 96 Kbps 64 Kbps
	The used technique	1	0.99	0.97
	Quantization of wavelet coefficients [Bhat K. et al. 2008]	X	X	0.84
	Reduced singular value decomposition [Wang et al. 2011]	0.94	0.93	0.92
	Mean-quantization of wavelet coefficients [Lanxun et al. 2007]	X	X	0.77
	Support Vector regression [Xu et al. 2007]	0.96	X	X
	Table 8.2: Comparative Inaudibility results to some existing audio watermarking techniques
	Algorithm	SNR(dB)		

Table 8 .

 8 3: Details of audio samples used in some existing techniques Audio watermarking technique[Bhat K. et al. 2008] [Wang et al. 2011] [Lanxun et al. 2007] 

	Time length (s)	X	X	16
	Format	wav	wav	wav
	Bits per sample	16	32	16
	Sample rate (KHz)	44.1	48	44.1
	Channel mode	mono	X	X

Table 8 .

 8 5. The average SDG scores obtained with our scheme are shown in Table 8.6. These Table 8.5: Subjective and Objectives difference grades

	SDG ODG	Impairements' description	Quality
	5	0	Imperceptible	Excellent
	4	-1	Perceptible but not annoying	Good
	3	-2	Slightly annoying	Fair
	2	-3	Annoying	Poor
	1	-4	Very Annoying	Bad

Table 8 .

 8 6: Average SDG and ODG scores obtained with the different tested audio files

	Audio File	Average SDG ODG
	"song.wav"	4.9	-0.22
	"match.wav"	4.55	-0.65
	"program.wav"	4.85	-0.88
	"film.wav"	4.7	-0.45
	"clip2.wav"	4.9	-0.30
	"sport.wav"	4.1	-0.66
	"politic.wav"	4.8	-0.1
	"film2.wav"	4.3	-0.66
	"prog2.wav"	4.65	-0.83

Table 10

 10 .1: Comparative group detection capacity results to some existing group-based The capacity of the group-based fingerprinting system One other relevant criterion to evaluate the group-based fingerprinting system is its capacity, which means the maximal number of groups it can support to maintain a good group recognition rate (above 50 percent[Yong et al. 2014]).

			techniques		
	Technique	Group rate=0.1 Group rate=0.2 Group rate=0.25 Group rate=0.3
	[Wang et al. 2004]	0.5	X	X	X
	[He & Wu 2007]	≤0.9	≤0.35	X	X
	The proposed technique	1	0.5	0.45	0.1
	10.1.3.4				

  Table 10.2: The group capacity of the different clustering algorithms K-means FCM HC SOM to the performance of the other clustering algorithms, the K-means has shown a satisfying tracing rates.

	Averaging attack	100	3	2	2
	Random attack	50	3	2	2
	AllOne attack	100	20	0	2
	AllZero attack	100	20	0	2
	notice that compared				

An online third-party service that offers file storing and sharing services

http://globalstudy.bsa.org/2013/downloads/studies/2013GlobalSurvey_Study_en.pdf

http://globalstudy.bsa.org/2013/downloads/studies/2013GlobalSurvey_Study_en.pdf

(a) Tardos (b) EM-Tardos (c) EM-BST

The NPD Group, Inc. (formerly National Purchase Diary) is a market research company.The NPD group operates in

countries, interviews 12 million consumers a year, and monitors consumer purchase data from over 165,000 stores.
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Appendix 3 consists of experimental results related to the impact of clustering group identifiers on the detection rates of the proposed tracing system in Chapter 3.

Chapter 4. A two-stage traitor tracing scheme for hierarchical fingerprints contains exactly n u users. In the following, we denote the Boneh Shaw code by BS, the Tardos Figure 4.2: The general concept of a two-level tracing code [START_REF] Desoubeaux | [END_REF]]. by T, the combination of the two codes in [START_REF] Desoubeaux | [END_REF]] by BST and the proposed code by BST-H. The output of the Tardos tracing algorithm includes a user j if S j > Z with a false positive error < ε 1 . In the proposed work, we adopt the two-level accusation strategy as in [START_REF] Desoubeaux | [END_REF]] but we improve the second level with a weight-based selection.

The principle of the proposed two-stage tracing strategy: In view of the above, the twolevel fingerprint BST-H consists in applying successively two codes: BS with replication scheme BS(n g , d) applied in a first time to frame a guilty group and then the Tardos code T(n, c, ε 1 ) in a second level. BS code is applied to n g groups. In the first step, the weight W g i of each d-length block is computed. It is the difference of 1's bits number between (k -1) × d and k × d. Let w = (w 1 , • • • , w n g ) the weight vector and σ g k the score related to a group k. We remind that the tracing algorithm of the BS proposed in [START_REF] Boneh | [END_REF]] proceeds as follows:

1. σ g k = w 1 for the first group,

The main target in [START_REF] Desoubeaux | [END_REF] was to make a simple group decoding process.

Indeed, when the suspicious sequence Y is detected, the scores of the groups are decreasingly sorted and then analyzed in this order until retrieving one colluder. In the proposed approach, Chapter 4. A two-stage traitor tracing scheme for hierarchical fingerprints interested mainly in three criteria: the group selection for different collusion size (6, 10 and 15), the traceability and the time consumption taken by each strategy to find colluders.

The group selection criterion

In this part, we show that assigning groups can have some limitations. In fact, the decoding rate performance is presented in Table 4.4 as the error of the number of bad decoded groups, i.e. the groups not including colluders. We give the expectation of this error for 1000 trials of the tracing algorithm. It is undeniable that the expectation of the error increases with the collusion size and decreases with the replication factor d. For c=2, the decoding error is null.

However for the other sizes, it could be better to decode more groups and accept errors than to have best performance in expectation. Collusion size increases the error for the four codes but the decoding performance is still interesting for BST-H which reduces efficiently the users' search space by almost 38 percent. It is outstanding that compared to the TT, BST-H gives good performance and improves efficiently the performance of BST. The worst performance is given by the Tardos code in the Interleaving scenario. According to [Meerwald & Furon 2012], the Tardos decoding is quite fast for n u = 10 6 , and m=1024. Moreover, BST-H takes the advantage of the selection group to manage a great number of users. Hence, the tracing scheme we propose can scale to a number of users n = 10 6 per group and so the totality of n = 10 9 given n = n u × n g and n g is enhanced up to n g = 10 3 in our experiments. In Figure 4.6, we present the expectation values of the ratio n d /n g required by Tardos, TT, BST code and BST-H codes for different size of collusion. The value of n d /n g computes the ratio between the number of the decoded and the total number of groups and defines the proportion of users required to retrieve c colluders. When this ratio is close to 1, the tracing code needs to decode the totality of groups to trace all the colluders.

In Figure 4.6(a), the ratio n d /n g increases when the collusion size increases. An evident behavior which is explained by the Tardos decoding step which needs more groups to decode when c increases. In Figure 4.6(b), TT requires to parse more than 60 percent of groups for c=20 to retrieve the colluders for n g more than 20. In Figure 4.6(c) and (d) the ratio n d /n g for BST-H is lower than for BST when the number of n g is important. We notice that despite the important 

The QR code: definition and features

In this chapter, we propose to improve the fingerprinting scheme by proposing a QR-codebased audio watermarking technique. Before detailing the different steps of the watermarking technique, we give some information about the QR code.

Definition of a QR code

The Quick Response code, known as QR code, is a code which was proposed by Denso

Wave Incorporated in Japan in 1994 as a fingerprint adapted for all types of commercial products. It is a machine-readable optical label which contains in general information about the product. Compared to the 1D-barcode in which the information is encoded in one direction, the information in QR code is encoded horizontally and vertically and hence enables it to be readable in all directions.

The QR Code is a 2-D matrix code that transmits data information by the arrangement of its 

Tracing results

The fingerprinting technique is a group-based tracing strategy, Boneh Shaw-Tardos-H code.

This technique has reflected, due to a group selection, a high tracing rates. We choose a Tardos length m equal to 5330 symbols which is tied to a number of users equal to 10 7 , ε 1 set to 10 -6 and c the number of colluders equal to 2. To embed the fingerprint, the suitable version of QR-code is version 35 with L as an error correcting level, this version affords to carry HIERARCHICAL FINGERPRINT simple decoding of Tardos probabilistic codes as in [START_REF] Tardos | Optimal probabilistic fingerprint codes[END_REF]] and [Skoric et al. 2007], it is undoubted that this type of decoders provides affordable computations in practice and allows to reach the bound of the shortest code length with an adjustment of the error probability.

Nevertheless, their performance is considered suboptimal because of their agnostic behavior and conservative accusation regardless the collusion strategy. Some previous work proposed to estimate the collusion channel and thus to tune the Tardos accusation functions.

In this chapter, we explore and we evaluate the impacts of two existing algorithms in our groupbased tracing scheme to deal with the computational costs and the invariance of the Tardos accusation performance.

The tracing scheme we propose benefits from a twofold accusation process. Indeed, in a first time, it is based on a two-level tracing strategy which consists in tracing guilty groups in a first level with the Boneh Shaw tracing code and in retrieving at least one colluder in accused groups with Tardos code in the second level. This strategy has reduced efficiently the decoding process of the Tardos code.

The main shift we propose in the second level is to apply the estimation algorithm to be tightly tied to collusion yielded by colluders and hence to choose the more efficient algorithm to find the more accurate Tardos accusation functions.

The performance of the resulting tracing scheme is evaluated according to different criteria and promising results have been achieved when compared to the existing tracing schemes proposed in the literature.

Applying an estimation algorithm in traitor tracing scheme

When considering the invariance of the Tardos code, more than one decoder was proposed in the litertaure. One key work was based on the Expectation Maximization algorithm [Charpentier et al. 2009], [Furon & Pérez-Freire 2009a].

In a first part of this work, we will study the efficient impact of introducing the EM iterative decoding in two-level tracing scheme on the accusation process and we will compare the tracing performance to those of the Tardos code and the iterative EM with the simple CHAPTER 6. TOWARDS A BLIND TRAITOR TRACING SCHEME FOR HIERARCHICAL FINGERPRINT

The MAP-based blind decoder for our two-level tracing scheme

The first work proposing the MAP algorithm to improve Tardos accusation step was [Desoubeaux et al. 2013].

Before detailing this probabilistic model, it is important to remind some notations which will be mentioned throughout this part as follows: X is a {0, 1} m×n matrix representing users' codewords of length m where X j is the embedded information in the sold release related to the user j.

According to this, let s a {0, 1} n vector which assigns s j = 1 to each user selected as a colluder, and otherwise s j = 0.

Typically, it is assumed that the i th symbol in the suspicious release depends only on the 1s' number in each position i in colluders' codewords. Obviously, a vector t ∈ {0, . . . , c} m is constructed, representing the 1s' number encountered in all colluders' codewords for each position i, i ∈ {1, . . . , m}. Thus, t = Xs.

The probability of generating y from colluders' codewords consists essentially in a conditional probability as follows:

where G denotes the collusion channel. It is assumed that G, is a m × c matrix. The only requirement for g ik elements is to respect the Marking Assumption [Skoric et al. 2007], for k ∈ {0, c} by following: ∀i, g i0 = 1g ic = 0. Computing a score related to each user is based on the Neyman-Pearson theorem [Desoubeaux et al. 2013], which states that to decide about his pertaining in the collusion trial, the optimal score σ NP j is as follows:

When addressing the problem of missing some information about the collusion channel, it is judicious to estimate the vector of accusation s from the codeword y. Furthermore, in practice, it was agreed upon that selecting at least one colluder is sufficient [Chor et al. 1994].

We are interested in the blind decoder proposed by [Desoubeaux et al. 2013], the MAP-based decoder, which was proposed to provide a tradeoff between two crucial requirements in a tracing scheme: the accusation accuracy and the computational costs. CHAPTER 6. TOWARDS A BLIND TRAITOR TRACING SCHEME FOR HIERARCHICAL FINGERPRINT

Experimental results

Despite the fact that the EM-based iterative estimation can not be suitable for the multimedia distribution platform, we show some experimental results to focus on its impact on tracing performance of our two level scheme in comparison to the other Tardos decoders. Then, we exhibit the different tests performed with the MAP decoder.

The evaluation of the EM-based two-layered tracing scheme

To test the traceability of the EM-based decoder in the proposed two-level tracing scheme, we assess it according to different criteria: the time detection and the detection rates for different collusion attacks. We compare the proposed two-level tracing scheme, called EM-BST, to two other schemes: the scheme with EM estimation for the simple Tardos decoder, EM-T [Charpentier et al. 2009], and the scheme using the Symmetric version of Tardos code [Skoric et al. 2007], called T in the sequel. The set of tested attacks are defined as follows:

• The uniform attack:

• The Majority attack:

2 , 0 else. (6.9)

• The Minority attack:

2 , 1 else. (6.10)

• The All-One attack:

(6.11)

• The All-Zero attack:

(6.12) Chapter 6. Towards a blind traitor tracing scheme for hierarchical fingerprint • Generating a multi-level hierarchical fingerprint for traitor tracing scheme: Chapter 3 presents the standpoint of this thesis work, this first contribution consists in orienting firstly our thesis work to be considered as a group-based fingerprinting approach which proposes essentially to construct multi-level hierarchical fingerprints. Before choosing the different levels of the hierarchy, and as there is no explicit work proposing hierarchical discrete fingerprints, we deeply studied the consumers' profiles to choose the more crucial criteria which allow us to group users in the most accurate way. The decoding step of the Tardos-based tracing process has been significantly improved in terms of tracing time and computational costs. Instead of parsing all users' codewords, only selected groups are parsed to trace users.

We performed a twofold experimentation: in one set of experiments, we evaluate the proposed system in terms of robustness to collusion attacks and tracing time with comparison to the non hierarchical fingerprinting system.

• A two-stage traitor tracing scheme for hierarchical fingerprints: In Chapter 4, we continue with improving the Tardos tracing process by proposing a suitable two-level tracing strategy. The accusation is made in two successive levels: in the first level, the Chapter 7. Conclusion and future perspectives media type and benefiting from a higher payload for embedding fingerprints deserve a deep research.

CHAPTER 8

Appendix 1

The digital audio watermarking

Several approaches were striving in finding a good compromise between respecting the human auditory system (HAS) and embedding the watermark into the audio signal without altering the signal quality [Bhat K. et al. 2008], [Wang et al. 2011], [START_REF] Lanxun | [END_REF]]. In fact, due to the reduced capacity of the audio signal which is lower than for the image, embedding additional information in audio content seems to be more hard than in images.

The IFPI requirements for the audio watermarking efficiency

The IFPI, International Federation of the Phonographic Industry, has studied the efficiency requirements of digital watermarking and has added some other conditions: to check that the embedded watermark does not alter the original audio signal quality after the watermarking process, the value of the SNR of the watermarking algorithm should exceed 20 dB. Additionally, the hidden watermark must be able to resist to different types of attacks: the most common audio processing attacks and the illicit removal of the watermark as long as the quality of the audio signal is quite good. Moreover, IFPI assigns that the computation time of the watermark insertion and extraction processes depends on the watermarking application.

The audio watermarking attacks

Any manipulation of the audio signal can affect the hidden watermarks. Some attacks have deeper effect than others depending on the manner the audio will be used. For example, in case of detection of radio transmission of commercials, the watermarking scheme should be CHAPTER 8. APPENDIX 1 high SDG scores prove that our scheme provides good inaudibility of the watermark in the audio signals.

Objective tests: The target of objective measurement algorithms is to replace the subjective listening tests by modeling the listening behavior of human beings. The objective measurement metric called objective difference grade, ODG, could not always correlate closely to the subjective listening tests results [Keiler 2006]. Henceforth, a final judgment with regard to the audio quality has to be based on subjective listening tests [Cvejic et al. 2007 [development ] based on ITU-R BS.1387 is used. Table 8.6 shows obtained results of objective tests and we notice that all the obtained ODG scores are between -1 and 0 which proves that it is hard to differentiate between the original and the watermarked audio signals.

In Table 4.5, other objective tests are made by computing the SNR measures for each listed audio sample.

Efficiency time criterion

Regarding the time efficiency criterion, we remark the lack of this information in the majority of the existing audio watermarking techniques. Hence, Table 8.7 summarizes the computational time of the embedding and detection steps of the watermarking technique we apply in this work.

Appendix 2

Study of digital consumer behaviour

The digital revolution which characterizes this era has undoubtedly facilitated our daily lives and works by providing a diversity of digital tools: digital TV, laptops, mobile phones, web cams, etc. Furthermore, this revolution has led to a significant change of consumer behavior and a spate of interest to a massive multimedia consumption. This consumption includes different multimedia treatments: copying, sharing, etc, which can be authorized or unauthorized treatments in several cases. In this study, we aim to report some analysis and statistics provided by different consumer market researches allover the world showing the recent digital consumer characteristics. Regarding this study, it was interesting in this thesis work to be tied to the real scenarios and to base our contributions on it.

Favorite devices for digital consumers

According to the 2016 Accenture digital consumer survey, 91% of consumers now own a smartphone and 56% plan to buy a smartphone in the next 12 months. From the 2015 Accenture digital consumer survey, as reported in Figure 9.1 , when accessing different types of digital content, the laptops are the most preferred device for consumers.

CHAPTER 10 Appendix 3

10.1 Clustering impact on multi-level hierarchical fingerprints

According to [START_REF] Wang | [END_REF], several researchers in the tracing traitor field agree upon the fact that constructing a group-based fingerprint should reduce the computational costs of the tracing process. The group-based fingerprinting approach has been used previously in some works. As an example, in [START_REF] Desoubeaux | [END_REF] 

How to cluster users' fingerprints?

To show off the impact of using a group-based fingerprints in the tracing process, we compare between different clustering algorithms, namely K-means, the Fuzzy C-means, the Hier-Chapter 10. Appendix 3 output matrix, we obtain the column vector whose ID is equal to the member ID. The output is the the matrix of the belonging of each fingerprint to a cluster.

Once the clusters are obtained, the traitor tracing process starts. The retrieved fingerprint is treated to check the detection success.

10.1.2 How to trace a suspicious user in a group-based tracing process?

According to the Tardos-based tracing process detailed in Section 3.3, for the K-means, the distance between the retrieved fingerprint and the center of each cluster is computed to add it in the corresponding group. For the other clustering algorithms, the belonging of the retrieved fingerprint to a group is obtained by applying a second clustering round to the set of fingerprints. We assume that the detection performance is successful once the matching between the retrieved group and the original cluster is obtained. In Section 10.1.3, we present the evaluation of the impact of the group-based fingerprinting system we propose.

Evaluation of the clustering algorithm in the fingerprinting system

As far as it is known, the group-based fingerprinting system for discrete approaches has not been taken into account previously in the literature until the system we propose.

Hence, It is important to evaluate the performance of the tracing process according to two relevant criteria: the robustness to collusion attacks and the capacity of the group-based fingerprinting system. We cluster the users' fingerprints to obtain the groups of fingerprints. In the following, according to the adopted DCT-based audio watermarking technique , we choose to construct 1000 fingerprints and then we cluster them to 10 clusters by using the different clustering algorithms (Kmeans, fcm, HC and SOM).

Robustness to collusion attacks

In this part, we show the robustness of the group-based fingerprinting systems under collusion attacks : the averaging attack, the all-one, the all-zero and the random attack [START_REF] Trappe | [END_REF]].