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Abstract

From the beginning of the automotive industry, the car was long seen as simply an-
other means of transport. Now, inside a vehicle we can listen to music, regulate the
temperature, open the windows automatically, charge a smartphone, benefit from
acoustic insulation from the noisy outside with a silent electric motor. All this makes
the journey more pleasant, but safety applications are still not the main focus. Al-
though vehicles already have a certain number of passive safety systems such as seat
belts, air bags, etc, and more recently, cars are being equipped with active safety
systems such as Advanced Driver-Assistance Systems (ADAS), these systems remain
basic in the sense that they are not connected. The automotive field is currently
undergoing a massive transformation, with the car becoming a connected device and
efforts are being made to develop automated driving vehicles with sophisticated active
safety systems. In this context, Vehicular Ad hoc Networks (VANETS) will play an
essential role in the future of the automotive industry, allowing new usages and new
services to be offered, the main focus being on their support of safety applications.

Nowadays, the number of road accidents is continuing to increase, and the human
losses are becoming more and more considerable. In a connected vehicle, receiving a
message within a few milliseconds can be enough to save a life, if the driver receives a
Decentralized Environmental Notification Message (DENM) in time. Thus, latency is
a very important metric to be taken into account in the design of the new generation
of VANETSs. Also, for critical applications, the system must be ultra-reliable since
any failure may have fatal consequences. For example, augmented perception for
autonomous vehicles will be revolutionized by the upcoming technologies for Vehicle-
to-Everything (V2X): 5G (The fifth generation) NR (New Radio) & 802.11bd. In
fact, the database for autonomous driving, which initially contains information ob-
tained from sensors (radar, camera, etc.), will be completed with information coming
from Cooperative Awareness Messages (CAMs) and Collective Perception Messages
(CPMs). Thus, the supervision system of the vehicle will be able to react more effi-
ciently to any situation on the road, and maneuver quickly if any unexpected event
occurs.

As our highways become increasingly congested, for a better traveling experience,
Intelligent Transportation Systems (ITSs) organizations plan to optimize road utiliza-
tion and traffic management. To address current mobility issues, conventional vehicle
systems for traffic flow like Adaptive Cruise Control (ACC) are not sufficient. This
ACC system adjusts the vehicle’s speed automatically based on information from ve-
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hicles in front. A more dynamic regulation strategy requires a cooperative system
which will provide more information on the positions, speeds and accelerations of
neighboring vehicles. Thanks to this cooperative system, new vehicular applications
can be established (an example of such a system being Cooperative Adaptive Cruise
Control (CACC)). Platooning is one of the best known applications that can enhance
road capacity. In fact, by optimizing the distance between vehicles, road infrastruc-
ture capacity can increase by over 30%. By using the same concept, the air drag is
reduced: researchers have shown that up to 20% of energy can be saved. From a
network point of view, reducing the distance between vehicles will make it possible to
establish new point-to-point communication links between the vehicles in front and
behind, thus providing an opportunity to have a hybrid communication.

The subject of this thesis is vehicular wireless networks and, more precisely, the use
of radio transmission and communication by light to improve vehicle safety. The thesis
is motivated by the unreliability and scalability issues of the IEEE 802.11p standard.
The idea is to move towards new techniques, particularly within future 803.11bd
standards, and associate radio transmission with Visible Light Communication (VLC)
to allow for hybrid communication.

The first part of the thesis concerns the development of low latency access tech-
niques in vehicular networks within the framework of future standards. The aim of
this first part is to propose a Medium Access Control (MAC) layer that is based on
the Time Division Multiple Access (TDMA) technique, enhanced with a mechanism
that allows nodes to benefit from reliable, low latency access on demand. This part
also introduces a special access scheme for high-priority emergency packets, while still
ensuring reliable, low latency access. We complete this study by a mathematical anal-
ysis of the performance of this scheme, to show its high performances. In addition,
we propose an original message forwarding strategy based on a Cross-Layer solution
for disseminating Emergency Messages in a multi-hop manner (exploiting the relation
between the MAC and network layers).

The second part of the thesis deals with VL.C to coordinate maneuvers in vehic-
ular networks. The advantages of wireless communications for platoon control are,
among other things, improved chain stability (which consequently improves safety
and allows a smaller gap between vehicles), vehicle grouping as well as maneuvering
of separation. While the importance of wireless communications to the platoon is well
recognized, certain aspects of communications have not been thoroughly investigated
in previous projects. One such aspect is the coexistence of VLC with radio vehicular
communication technologies in a heterogeneous system to improve the overall perfor-
mance (each vector of communication compensating for the drawbacks of the other).
The idea is to develop an algorithm that selects the radio communication proposed in
Part 1, and visible light communication for autonomous driving, based on the state
of the radio channel and platoon alignment.

Key words: Autonomous & Connected vehicles, Next-generation V2X, VANETS,
MAC, TDMA, VLC, Real-time, Low latency, Ultra-reliable.



Résumé de These

Depuis le début de l'industrie automobile, la voiture a longtemps été considérée
comme un simple moyen de transport. Désormais, a l'intérieur d’un véhicule, on
peut écouter de la musique, réguler la température, ouvrir les vitres automatique-
ment, recharger un smartphone, bénéficier d’une isolation acoustique de l'extérieur
bruyant avec un moteur électrique silencieux.

Tout cela rend le voyage plus agréable, mais les applications de sécurité ne sont
toujours pas au centre des préoccupations. Bien que les véhicules disposent déja d'un
certain nombre de systemes de sécurité passive tels que ceintures de sécurité, coussins
gonflables, etc., et plus récemment, les voitures sont équipées de systemes de sécurité
active tels que les systemes avancés d’assistance a la conduite ADAS (Advanced Driver
Assistance System), ces systeémes restent fondamentaux dans le sens qu'’ils ne sont
pas connectés. Le domaine de I'automobile subit actuellement une transformation
massive; la voiture devenant un appareil connecté et des efforts sont déployés pour
développer des véhicules a conduite automatisée dotés de systemes de sécurité active
sophistiqués. Dans ce contexte, les réseaux véhiculaires appelés VANETSs (Vehicular
Ad hoc Networks) joueront un role essentiel dans I’avenir de 'industrie automobile,
permettant de proposer de nouveaux usages et de nouveaux services. L’accent étant
mis principalement sur la prise en charge des applications de sécurité.

De nos jours, le nombre d’accidents de la route continue d’augmenter et les pertes
humaines sont de plus en plus importantes. Dans un véhicule connecté, recevoir
un message en quelques millisecondes peut suffire a sauver une vie si le conducteur
regoit a temps un message DENM (Decentralized Environmental Notification Mes-
sage). Ainsi, la latence est une métrique trés importante a prendre en compte dans
la conception de la nouvelle génération de VANET.

Aussi, pour les applications critiques, le systeme doit étre ultra-fiable car toute
panne peut avoir des conséquences fatales. Par exemple, la perception augmentée
pour les véhicules autonomes sera révolutionnée par les technologies a venir pour
Véhicule-a-Tout (V2X, Vehicle-to-Everything): 5G NR & 802.11bd. En effet, la base
de données pour la conduite autonome, qui contient initialement des informations
obtenues a partir de capteurs (radar, caméra, etc.), sera complétée par des infor-
mations provenant des messages CAMs (Cooperative Awareness Messages) et des
messages de perception collective CPMs (Collective Perception Messages). Ainsi, le
systeme de supervision du véhicule pourra réagir plus efficacement a toute situation
sur la route, et manceuvrer rapidement en cas d’événement inattendu.
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Alors que nos autoroutes deviennent de plus en plus encombrées, pour une meilleure
expérience de voyage, les organisations des ITSs (Intelligent Transportation Systems)
prévoient d’optimiser 'utilisation des routes et la gestion du trafic. Pour faire face aux
problemes de mobilité actuels, les systemes de véhicules conventionnels pour la cir-
culation comme le régulateur de vitesse adaptatif ACC (Adaptive Cruise Control) ne
sont pas suffisants. Ce dernier systeme ajuste automatiquement la vitesse du véhicule
en fonction des informations des véhicules qui précedent. Une stratégie de régulation
plus dynamique nécessite un systeme coopératif qui fournira plus d’informations sur
les positions, les vitesses et les accélérations des véhicules voisins. Grace a ce systeme
coopératif, de nouvelles applications véhiculaires peuvent étre établies (un exemple
d’un tel systeme étant le régulateur de vitesse adaptatif coopératif CACC (Coopera-
tive Adaptive Cruise Control)). Le peloton est I'une des applications les plus connues
qui peuvent améliorer la capacité routiere. FEn effet, en optimisant la distance en-
tre les véhicules, la capacité des infrastructures routieres peut augmenter de plus de
30%. En utilisant le méme concept, la trainée de l'air est réduite tel que démontré
par les chercheurs qui ont affirmé que jusqu’a 20% d’énergie peut étre économisée.
D’un point de vue réseau, la réduction de la distance entre les véhicules permettra
d’établir de nouvelles liaisons de communication point a point, entre les véhicules a
Iavant et a 'arriere, offrant ainsi 'opportunité d’avoir une communication hybride.

Le sujet de cette these porte sur les réseaux sans fil véhiculaires et, plus précisément,
sur l'utilisation de la transmission radio et de la communication par la lumiere pour
améliorer la sécurité des véhicules. La these est motivée par les problemes de fiabilité
et d’évolutivité de la norme IEEE 802.11p. L’idée est d’évoluer vers de nouvelles
techniques, notamment dans les futures normes 803.11bd, et d’associer la transmis-
sion radio & la communication en lumiere visible (VLC, visible light communication)
pour permettre une communication hybride.

La premiere partie de la these concerne le développement de techniques d’acces a
faible latence dans les réseaux véhiculaires dans le cadre des futures normes. L’objectif
de cette premiere partie est de proposer une couche MAC (Medium Access Con-
trol) basée sur la technique TDMA (Time Division Multiple Access), enrichie d'un
mécanisme permettant aux nceuds de bénéficier d’un acces fiable et a faible latence
a la demande. Cette partie introduit également un schéma d’acces spécial pour les
paquets d’urgence de haute priorité, tout en garantissant un acces fiable et a faible la-
tence. Nous complétons cette étude par une analyse mathématique des performances
de ce schéma, pour montrer ses hautes performances. De plus, nous proposons une
stratégie originale de transmission de messages basée sur une solution Cross-Layer
pour diffuser les messages d'urgence de maniere multi-hop (exploitant la relation en-
tre les couches MAC et réseau).

La deuxieme partie de la these traite de VLC pour coordonner les manceuvres dans
les réseaux de véhicules. Les avantages des communications sans fil pour le controle
des pelotons sont, entre autres, une meilleure stabilité de la chaine (qui améliore par
conséquent la sécurité et permet un plus petit écart entre les véhicules), le regroupe-
ment des véhicules ainsi que les manceuvres de séparation. Bien que I'importance
des communications sans fil pour le peloton soit bien reconnue, certains aspects des
communications n’ont pas été étudiés en profondeur dans les projets précédents. Un
de ces aspects est la coexistence de VLC avec les technologies de communication ra-
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dio véhiculaire dans un systeme hétérogene pour améliorer les performances globales
(chaque vecteur de communication compensant les inconvénients de l'autre). L’idée
est de développer un algorithme qui sélectionne la communication radio proposée
dans la partie 1, et la communication en lumiere visible pour la conduite autonome,
en fonction de I’état du canal radio et de I'alignement du peloton.

Mots clés: Véhicules autonomes et connectés, Nouvelle génération de V2X,

VANET, MAC, TDMA, VLC, temps réel, faible latence, ultra-fiable.
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Chapter

General Introduction

1.1 Context and motivation

Vehicular Adhoc NETworks (VANETS) have received considerable attention both in
academic communities and industrial companies [1]. They aim to establish commu-
nication and collaboration between vehicles, and a number of safety, commercial and
entertainment applications [1] have been developed. With the coming of autonomous
driving, future networks will need to enable real-time services with immediate reaction
to enhance safety. These applications must satisfy specific and stringent Quality of
service (QoS) and safety requirements. To meet these requirements, efficient Medium
Access Control (MAC) protocols must be developed in order to handle network access
and transmission with minimum packet loss [2].

The channel access control is of prime importance for the performance of VANETSs.
As in traditional ad hoc networks, MAC protocols in VANET are classified accord-
ing to the control scheme used to access the channel, namely: contention-based and
contention-free. In contention-based protocols, the vehicles randomly access the chan-
nel when they need to transmit. This kind of protocol allows multiple access to the
channel based on channel sensing [2]. But, for critical-applications, the lack of reli-
ability of the broadcast mechanism means that the transmission of safety messages
with bounded access delay is very challenging. For instance, this is true for the emerg-
ing standard in VANETs: IEEE802.11p (3], which uses a random algorithm based
on both Enhanced Distributed Channel Access (EDCA) and Carrier Sense Multiple
Access with Collision Avoidance (CSMA/CA) mechanisms. In the second category
(i.e, contention free), only one vehicle in a two-hop neighborhood set is authorized

to access the channel at a given time, which reduces the risk of collision. Hence, this

1
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category of protocols is more suitable to manage real-time applications in VANETS
as it can provide a bounded access delay and reliable communication for safety ap-
plications. Over the last few years, contention-free MAC protocols have remained
one of the emerging areas of research and represent the majority of MAC protocols
proposed in this field [4].

However, these schemes can suffer from access collision problem which occurs when
two or more vehicles within the same two-hop neighborhood set attempt to access
the same available time slot, a problem which is likely to happen when a distributed
scheme is used [5] and merging collision problem which occurs when two vehicles in
different two-hop sets accessing the same time slot become members of the same two-
hop set due to changes in their position. Consequently all the contributions tend to
focus on these problems which occur particularly in mobility scenario.

We believe that the AS-DTMAC protocol we introduced in [6] is the first pro-
tocol for VANETSs which deeply intertwines an advanced random access scheme and
a Time Division Multiple Access (TDMA) scheme for VANETs. AS-DTMAC shows
the advantages of TDMA in the sense that when a slot is acquired by a vehicle
this slot can be re-used synchronously and the transmissions do not suffer from the
hidden-node problem as in IEEE 802.11p. In the same time, AS-TDMAC can offer a
low latency access to urgent packets, property usually only devoted to random access
techniques.

To satisfy the requirements of future safety applications, vehicular networks must
show better performances than those achieved on existing networks; in particular,
they require very low end-to-end latency, which can be less than 1ms, and a high
transmission rate for huge data exchange. In addition, some use cases require ultra-
reliability of 99.99% [8]. In order to succeed in designing low-latency and ultra-
reliable communications, an additional vector of communications is needed since, in
fact, the Radio Frequency (RF) presented above is not always sufficient. If there is a
very high number of nodes, it is possible to reach the full capacity of the channel and
some nodes will be unable to communicate with the rest of the network. Vehicular
Visible Light Communication (V-VLC) is now a technology that has the potential
to assist RF communication. However, V-VLC in an outdoor environment faces a
number of challenges, due to mobility, weather conditions and ambient light. On the
other hand, it provides a large free spectrum with a relatively low cost as the Emitting

Diodes (LED) already embedded in modern light vehicular systems [9].
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1.2 Main contributions

The main contributions of this thesis are summarized below:

1. Contribution 1: An Active Signaling Mechanism to Reduce Access
Collisions in a Distributed TDMA-Based M AC Protocol for Vehicular
Networks

A MAC layer based on a Time Division Multiple Access scheme is one of the
most efficient ways to guarantee real-time communication. In this first contri-
bution, we propose a new MAC protocol for vehicular networks, called AS-
DTMAC, which operates on a fully distributed and location-based TDMA,
strengthened by active signaling as a mechanism to prevent access collisions
(this kind of collision is one of the main drawbacks of TDMA schemes in mo-
bility scenarios). The simulation results show that AS-DTMAC can provide a

low latency access with a priority scheme for urgent packets.

2. Contribution 2: The development of an analytical model to analyze
the performance of AS-DTMAC.

The aim of this second contribution is to provide a complete mathematical
analysis of the performance of the AS-DTMAC protocol, in order to confirm
its high performances and to validate these results using simulations. This
mathematical tool is based on generating functions that allow us to estimate
the residual collision rate. Three cases are studied: homogeneous arrival, bursts

of traffic, and analysis of the convergence speed to the steady-state.

3. Contribution 3: Physical and M AC Layer Design for Active Signaling

Schemes in Vehicular Networks

When vehicles compete for a slot, it is possible that an error occurs. As active
signaling is based on burst transmissions, depending on the channel conditions,
the receiver may miss this short signal or, in the worst case, detect a false
alarm. As a first study, we provide a complete analysis of the impact of these two
kinds of error on the access collision rate by using the previous analytical model.
Secondly, we evaluate the errors at the physical layer level. The proposed model
is based on the Generalized Likelihood Ratio Test (GLRT) detection algorithm.
This study helps us to fix the duration of the mini-slot in accordance with the
access collision rate and other parameters related to the physical layer, leading

to an important gain in the throughput compared with previous studies.
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4. Contribution 4: Coexistence of IEEE 802.11p and the TDMA-based
AS-DTMAC Protocol

This contribution is motivated by the coming of the new vehicular DSRC stan-
dard IEEE 802.11bd. The evolution of IEEE 802.11 has been under develop-
ment by the IEEE Task Group (TGbd) since Jan. 2019 and is expected to
be published in 2021. The new design must show improved performances and
coexistence with the previous technology to guarantee communication with the
already deployed 802.11p nodes on our roads. Here, We provide a complete
analysis to show that AS-DTMAC and CSMA /CA can operate simultaneously
in the same scenario. We consider three cases: the general behavior of the two
protocols when they coexist, the possible interaction in the AS-DTMAC selec-
tion process and, finally, the waiting time of AS-DTMAC after the beginning
of an IEEE 802.11p transmission.

5. Contribution 5: An Efficient Cross-Layer Design for Multi-hop Broad-

cast of Emergency Warning Messages in Vehicular Networks

The active signaling mechanism has shown its ability to prevent collisions when
users are trying to access the same resource. In this part of the thesis, we
propose an original message forwarding strategy based on the active signaling
mechanism called AS-DTMAC, this new algorithm sets up the route from the
source to other nodes with the best path possible. This new strategy minimizes

the access delay and the number of relay nodes.

6. Contribution 6: Evaluation of a new Radio Technology and Visible

Light Communication for a Platooning Application

Controlling the platooning needs very high reliability communication; in some
scenarios this can not be assured by only one wireless technology. Vehicular
visible light communication is a promising technology which can lighten the
load on the radio by freeing up bandwidth. This contribution aims to study
the performance of each technology with regard to the Quality of Service (QoS)

requirements of the platooning application.
7. Contribution 7: Using visible light links in combination with radio
communication in a vehicular network

This contribution describes our hybrid communication architecture which uses

the radio technology developed in the first part of this thesis and visible light
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communication. Our goal is to propose a reliable communication that responds
to the requirements of the platooning application and reduces the load on the
radio channel. The performance of the network when VLC is used is shown in
terms of gain in bandwidth, gain in access collision probability for the radio
access and gain in reliability when the radio and the VLC links are used in

combination.

1.3 Manuscript organization

This chapter has introduced the context and the motivation of this first part of thesis
and has outlined our contributions. The rest of this thesis is structured into three
distinct parts: State-of-the-art, Low latency Radio communication, and Vehicular
hybrid communication. The content is presented in eight chapters, following a logical
progression between each.

The state-of-the-art contains two chapters, the first one starts from the general
definition of a vehicular network, then the motivation behind this kind of network and
its features. We also introduce the most common communication technologies used in
the vehicular field, as well as their respective evolutions under the new standards. The
second chapter concerns medium access control, cross-layer, and hybrid communica-
tion for platooning control in VANETS: this section presents the different approaches
used to design efficient MAC and Cross-layer protocols and their classifications. We
also identify and list the most interesting approaches for hybrid platooning control in
the literature and provide a critical review.

The second part (i.e. Low latency Radio communication) contains four chapters
that describe the design of a new radio access technique. We define (in Chapter 4) the
specification of the background protocol used in our new MAC solution, introduce
the active signaling technique and the proposed protocol. We also build a special
access scheme for emergency messages. We then present our simulation studies that
evaluate and compare the proposed AS-DTMAC protocol. After that, we develop
an analytical model to analyze AS-DTMAC based on a generating function. We
study the performance in terms of collision rate, the number of time frames needed
to obtain a collision-free slot for all the vehicles, and the transmission conditions
of urgent packets. In Chapter 5, we state which errors can occur during the active

signaling competition to obtain the slot, and their impact on the access collision rate.
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We then propose a physical model to evaluate the errors. This study will help us to
fix the duration of a mini-slot in order to optimize the throughput.

Chapter 6 addresses the issue of the coexistence of our new MAC solution with
the standard based on CSMA/CA. The objective of this study is to show that our
new radio solution is completely suitable for a new standard proposal. Chapter 7
focuses on the design of a novel TDMA-aware Routing Protocol scheme for Multi-
hop communication, named AS-DTMAC multi-hop. We complete our low-latency
access solution by designing an efficient routing scheme to deliver emergency messages
over long distances. Our routing scheme is based on a cross-layer approach between
the MAC and the routing layers, in which the intermediate vehicles are selected using
TDMA scheduling information.

The third part of this thesis moves toward the design of hybrid vehicular networks.
It contains two chapters (i.e. Chapter 7 and Chapter 8), The idea is to add V-VLC
to assist the radio communication developed in the first part of this thesis. In the
first part, we analyse the capacity of the new radio to support platooning application,
and we evaluate the communication loss on the two media to determine if light links
are sufficiently stable to be used instead of the radio links or whether to use both
communication links to improve the overall reliability. In the second part, we study
how these two technologies can be combined. Two modes of communication are
proposed: a redundant mode, which uses RF and VLC at the same time in order to
enhance reliability, and a singular mode which will exploit only V-VLC to manage
a platoon, thus enabling a significant gain in the radio bandwidth. We also build a
simple switching protocol to enable the communication with VLC by grouping the
vehicles with VLC capacity in one platoon.

Finally Chapter 10 concludes this thesis by summarizing our main contributions
and key results and then presents our future work and open research issues regarding
the integration of these new solutions and their proposal to the vehicular IEEE 802

standard.
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2.1 Motivation and objectives

Vehicular Ad hoc Networks (VANETS) are composed of continuously moving nodes
that are connected together by wireless links. VANET's do not need an infrastructure,
which is why they are considered as a subclass of Mobile Ad hoc Networks (MANETS).
To be connected to this network, vehicles must be equipped with On Board Units
(OBUs), infrastructures must be equipped with Road Side Units (RSUs), and recently,
to involve all kinds of road users, pedestrians can be connected using a specific ap-
plication on their cell phones. All this equipment enables a variety of communication
scenarios known as Vehicle-to-everything communication (V2X). Figure 2.1 shows
some V2X use cases in an urban scenario. Connected vehicles can have three wire-
less technologies dedicated to vehicular networks: two radio access techniques, one
for short-range communication and the other for long-range communication, and the

third is visible light technology.

Figure 2.1: Example of V2X use cases in urban scenarios

VANET networks are intended to meet the aim of governments of various countries
(in Europe, the USA and Japan, etc.) to achieve zero traffic accidents (no deaths
or serious injuries on roads) and to ease traffic congestion. The ultimate goal of
each region is to accelerate V2X deployment as typical ITS for safety. VANETS also
support a variety of other applications, including those for intelligent navigation and
entertainment. The coming of autonomous driving raises a number of challenges
that involve a real evolution of the performance of the current network in terms of

reliability, latency and throughput.
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2.2 Architectures

The realization of the smart city project can not be done without using communication
technologies to improve the quality of urban road services and reduce their costs. In
this section, we describe the system architecture of VANETSs. Then, in the next
two sections, we summarize their main features and we specify the research issues
involved.

In the literature, VANET systems are divided into three domains [98]. The first
domain is Ad hoc, which includes the mobile nodes (vehicles) equipped with OBUs
and application units (AUs) that are used to run the Internet and the applications
supplied by the provider. These AUs are generally merged with the OBUs or con-
nected to it (with a wired or a wireless connection). The Ad hoc domain also includes
the mobile device domain (smartphones, smartwatches). The second domain is the in-
frastructure domain (RSU, Hot spot (HS), infrastructure management centers, vehicle
management centers). The third domain is the generic domain (Internet infrastruc-
ture domains, private infrastructure domains) [99]. Figure 2.2 shows the architec-
ture of a VANET with all its domains and the relevant technologies (ITS-G5 and
C-V2X). Direct communication (Vehicle-to-Infrastructure (V2I), Vehicle-to-Vehicle
(V2V), and Vehicle-to-Person (V2P)) passes through PC5 ! (ProSe Communica-
tion reference point 5). Vehicles also have the possibility to use ITS-G5 for short
communications.

Examples of connected RSUs in the infrastructures can be traffic lights or con-
nected road panels. The infrastructures exchange information directly or in a mul-
tihop manner. Vehicles can access the Internet via an HS or an RSU (through a
gateway) in cities, or by using their own cellular radio networks (4G (The fourth-

generation)/ 5G (The fifth generation) NR (New Radio) [133]) in the countryside.

2.3 Main features

The following list enumerates the main characteristics of this kind of network:

e Self-organizing: this characteristic was inherited from the MANET network
(as VANETS are a subclass of MANETS). Vehicles do not need support from

IPC5 interface enables the direct communications mode of C-V2X. It uses RF sidelink dedi-
cated to safety applications of the vehicles. With this mode the User Equipment (UE) can directly

communicate with another UE over the direct channel [132]
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Figure 2.2: Hybrid architecture of a VANET with the relevant use cases (taken from
the German project ConVeX:Deliverable D3.1)

any centralized authority (RSU, base station) for self-organization, as they are

able to self organize.

e Mobility: the nodes of vehicular network present a wide range of movement
speeds which are very high compared with other wireless networks (for instance,
vehicles can have a speed on highways that can reach up to 120km/h or even
higher). However, nodes have a limited trajectory as they are restricted to public

roads, unlike traditional wireless networks (and road maps are available).

e Small inter-contact times: time to get inter-contact between vehicles is very
small, especially when vehicles are traveling in opposite directions (a few ms).
Thus, there is a delay constraint on the speed of data transmission (data must

be fast so as to reach vehicles with high and constant speeds).

e Topology: due to mobility, the topology is dynamic in nature, and can change
from one second to another. It is possible that at one moment a vehicle has a

neighborhood in which it can communicate and a second later, it does not.

e Energy: the main issue of MANETSs and wireless sensor networks is the battery
that powers the devices and thus, they have to consume as little energy as
possible when transmitting, listening, and processing information. However,
energy is not an issue in VANETS, because vehicles can rely on energy coming
from the battery of the vehicle, which is enough to transmit a message to

another vehicle. Consequently, they can be equipped with more processing
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power, storage, and energy than handhelds because there is no restriction on

the energy consumed.

e Bandwidth: the bandwidth available for communication for VANETS is very

small, and therefore it must be used efficiently.

e Varying environment and density: Vehicles operate in different areas: ur-
ban, rural, and on highways. It is not possible to anticipate the number of
vehicles, sometimes there is a large number (like on a congested highway) and
sometimes there is not much traffic on the road. The density of vehicles is

dynamic and variable.

e Network fragmentation: VANETSs can undergo frequent periods of discon-
nection. This is especially true when the traffic density is low: a vehicle may be
alone in its neighborhood and thus it will not be able to communicate continu-
ously. This transition period of connectivity loss depends on the movement and
speed of the vehicles, and the availability of the connected infrastructure. This

characteristic means that the vehicles are not always connected to the network.

e Cybersecurity: the data exchanged between Connected & Autonomous Vehi-
cles are very sensitive. Any malicious action can lead to a dangerous situation
on the road. The deployment of VANETS raises a number of high security

challenges for researchers.

e Several types of messages: depending on the application, V2X includes
critical services messages such as CAMs (Cooperative Awareness Messages)/
DENMSs (Decentralized Environmental Notification Messages) by ETSI, Collec-
tive Perception Messages (CPMs), Manoeuvre Coordination Messages (MCMs),
messages for platooning CACCs, and messages for vulnerable Road Users (VRUs).
Connected vehicles are continuously exchanging information about speed, head-
ing and acceleration, etc. with the neighborhood by sending CAMs; if a dan-
gerous situation is detected a DENM is sent. The use of CPMs allows vehicles
to be aware of objects that they can not see due to obstructions such as bends
and buildings. For example, connected infrastructures or connected vehicles
can spot non-connected vehicles and non-connected vulnerable road users such
as pedestrians, bicycles, scooters, motorcycles and road workers. That informa-
tion is transmitted to other vehicles whose drivers do not have a line of sight to

the non-connected objects, allowing the vehicle to react faster than it could do
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otherwise. This advance warning can reduce accident frequency and potentially
save lives (Figure 2.3 shows an example of a use case where sharing percep-
tion by using CPM is needed). MCM messages allow vehicles to know what
other vehicles intend to do ( Figures 2.4 & 2.5 show two use cases where MCM

messages can be used).

Figure 2.3: Complex intersection with several non-connected vehicles and pedestrians.

Motorway entrance
ramp

Figure 2.4: Motorway entrance assistance by using MCM messages.

e Different types of applications : VANETSs are designed to support differ-
ent kinds of applications with variable QoS requirements. Applications can be
classified into two major categories: safety and non-safety applications. Safety
applications aim to increase driver and passenger safety. Examples of such ap-

plications are post-crash notification, cooperative collision warning, lane change
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Figure 2.5: Lane changing assistance use case using MCM

assistance, blind spot warning, emergency electronic brake light, left or right
turn assistance, traffic signal violation warning, automated driving etc. Non-
safety applications intend to make the driving experience more pleasant and
focus on passenger comfort and traffic efficiency. Examples of such services in-

clude parking information, Digital Map download and location-based services.

2.4 Main research topics

All the characteristics described above make VANETS extremely promising, very
challenging, and some resemble the characteristics of MANETSs. Elmano et al. [1]
provide a survey of the current state of VANET research based on hundreds of pa-
pers, and the recent research topics are classified into eight categories. MAC and
Physical layers; Routing protocols; User applications (such as V2V collision avoid-
ance applications, robust video streaming and decoding for V2I, road optimization,
etc.); Mobility issues (this topic covers all mobility issues and clustering algorithms
in VANETS); Performance comparison analysis which shows the analytical and sim-
ulation results of the designed protocols; Data collection and message dissemination
schemes; Papers proposing new simulation tools, prototypes and architectures with
experimental results; Complementary services which deal with QoS, V2X cybersecu-
rity, and vehicular tracking issues.

Figure 2.6 (taken from the reference [1]) represents the percentage of each category
over ten years (2007 - 2017) based on 283 papers in the field of vehicular networks

and under two temporal observation windows.
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Figure 2.6: VANET research topics: MAC and Physical layers (MAC-PHY),
Complementary services (SERV), Routing protocols (ROUT), Data management
(DATA), Tools and experimental platforms (TOOLS), Performance comparison anal-
yses (PERF), Applications (APP), Mobility issues (MOB).

Research on the MAC and physical layers takes first place: during the last decade
researchers worked on the design of efficient PHY and MAC layers that support high-
mobility. This is still true between (2018 - 2021) with the release of new standards (5G
NR and 11bd [8]). For example, the new design is expected to double the throughput
and transmission range of the previous technology i.e. IEEE 802.11bd and with high
velocities (up to 500km/h) [124]. SERV is the second research topic (this category is
focusing now on the integration of cellular communication (5G) with Wifi for vehicles
in a unique platform architecture) followed by ROUT label, the authors identify at
least 10 new protocols that take into account VANET scenarios and applications. The
proposed solutions tend to geographic non-delay tolerant routing protocols (for dense
scenarios) and delay-tolerant protocols which consider intermittent connectivity of
VANETSs. The literature for this topic includes articles presenting the above protocols
and also papers that survey and compare them. DATA label occupies fourth place and
has the greatest growth (VANETS require an efficient data dissemination mechanism
for traffic safety). All the proposed approaches aim to achieve less redundancy and
greater efficiency (i.e. reliable and low latency diffusion).

For PERF (6th place) and TOOL label (5th place), the authors noticed that
there is a big drop in the number of publications tackling these topics between the
two periods identified in Figure 2.6. With regard to the former, they justify this by

the fact that the scientific community is moving towards new technologies instead
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of trying to adapt old technologies and mechanisms to the vehicular environment.
For the latter, the authors recall that during the first years of research in the field
of VANETS, intensive efforts were made to develop tools to simulate the behavior
of VANET networks and today we have many simulation tools mature enough to
describe them (see Table 2 in [1]), but this does not prevent the release of new tools
in the near future, such as the extension of the Veins framework: vehicular Visible
light communication (veins-vle [118]), platoon control (veins-plexe [119]), etc.

For the two last research topics in this classification, we have MOB label, the
authors find that the mobility models proposed in [126] [127] are sufficiently realistic
and this explains a slight drop in the topic during the second period of observation.
However, they consider that future research will focus on geo-social mobility modeling,
and three-dimensional connectivity analysis. For APP label, we can make the same
observation as for TOOL: today there is a long list of V2X applications that need to

rely on communication technologies providing the required level of QoS.

2.5 QoS requirements of advanced V2X applica-

tions

The Quality of Service of connected applications is in a way the specifications for
building wireless communication technology. Most V2X applications have a real-time
constraint and need very low latency. Some applications need to exchange periodic
messages with an update rate varying between 1Hz to 10Hz. Such applications are
usually sensitive to data loss and thus require very high reliability. In some cases,
satisfying this requirement needs more than one communication technology (C-V2X,
ITS-G5, V-VLC) and thus implies establishing hybrid communication. Unlike safety
applications, non-safety applications have, on the one hand, fewer reliability demands
but, on the other hand, they require high data rates. Autonomous driving requires
a real evolution of current V2X technologies (high reliability, low latency and high
throughput). Gaurang Naik et al have classified these new applications in four cate-
gories shown in the following Table 2.7 [8]. This table underlines the gap in perfor-

mance with basic safety applications.
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Use Case Max. Payload Reliability | Data Min.
Group Latency Size (%) Rate Range
(msec) (Bytes) (Mbps) (meters)
Vehicle 10 - 500 | 50 -1 9 - | 50-65 80 - 350
Platooning 6000 99.99
Advanced 3-100 300 -1 90 -1 10-50 360 -
Driving 12000 99.999 500
Extended 3-100 1600 90 -1 10 - | 50 -
Sensors 99.999 1000 1000
Remote 5 - 99.999 UL: 25 | -
Driving DL: 1

Figure 2.7: QoS requirements of the most advanced applications for connected and

autonomous vehicles (from [8])

2.6 Vehicular Communications Technologies for V2X

2.6.1 Radio Access Technologies: ITS-G5

The development of IEEE 802.11p was engaged by the Task Group in 2004 [128],
and the first Wireless Access in Vehicular Environments (WAVE) for medium-range
communication approved version was published in July 2010 [129]. In Europe, this
standard takes the name of ITS-G5; the equivalent technology in the USA is called
Dedicated Short-Range Communication (DSRC). These two standards were devel-
oped respectively by the European Telecommunications Standards Institute (ETSI)
and the Institute of Electrical and Electronics Engineers (IEEE). In Japan, the stan-
dardisation body was the Association of Radio Industries and Businesses (ARIB).
Figure 2.8 shows the WAVE stack Layered architecture, the design follows the Open
Systems Interconnection (OSI) layered model. Each layer has its own standard. The
Physical and MAC layers use IEEE 802.11p with EDCA parameters based on its
Decentralised Congestion Control (DCC), IEEE 802.2 at the LLC sublayer. Fur-
thermore, it includes a facilities layer which is equivalent to 5 to 7 OSI layers (it is
situated between the network and application layers), the main role of this layer is
to provide various support for V2X applications, handle data coming from different
sources [130].

ITS-G5 has operated on the 5.9 GHz carrier frequency since 2008, with 70 MHz
of licensed and free bandwidth (5855 - 5905 MHz) for all road usages. The spectrum
band in the USA, DSRC, is a little different (5850 - 5925 MHz) but the frequency

is still close enough to allow communication with ITS-G5 devices. As shown in
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Figure 2.8: ITS-G5 stack architecture [130]

Figure 2.9, the available spectrum is divided into seven channels, each one having
10MHz of channel-spacing. Five of them are for Service CHannels (SCHs) (174, 176,
180, 182, 184), one of them is for the Control CHannel (CCH). The 172 channel is

unused (reserved to avoid unlicensed WIFI interference).

Channel set Control
171-184 Service Channel channel Service Channel
CH mm 78 | 180 | 182

175 176 (177 1}'8| 179 180 |131 182 |133 184.

; m 12 1173 174

Frequency | i
GH) | |

5855 5865 5875 5885 5895 5905 5915 5925

Channel spacing (MHz) -10 5.9 GHz band in the United States (5.850-5.925 GHz)
5.9 GHz band in the Europe (5.855-5.925 GHz)

Figure 2.9: ITS-G5 spectrum band and channels in Europe & USA

The I'TS-G5 radio wavelength is about 5¢m which makes the penetration of objects

difficult. When the sender and receiver have no LOS, the receiver has to rely on

the multipath coming from neighboring objects to receive the packets.

European

Automobile Manufacturers Association (ACEA) investigated the possibility to achieve
V2X communication under the 3.4-3.8 GHz bands for both ITS-G5 and LTE-V2X

or use separate frequency bands, which will enhance robustness [131]. Recently, the
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Federal Communications Commission (FCC) proposed reallocating to 45 MHz from
the 75 MHz band previously allocated to V2X communication to unlicensed devices
such as WIFI (to deal with the growing number of wireless devices). This would be
insufficient for the required V2X services to function. The European Union (EU)
proposes 40 MHz for vehicle safety technologies and 10 MHz for both urban rail and
ITS. At the moment, the EU allocates the 5.9 GHz for both C-V2X and ITS-G5,
with on-going discussions to choose a unique radio solution or keep both solutions
for V2X by developing the interoperability between DSRC and C-V2X. ETSI have a
deadline of 2022 to propose interoperability or coexistence in the same band, after
which, if no solution is found, the EU will have to choose one of the two technologies
(see Figure 2.10 [103]).

5.850 5.895 5.925

GH= GH= GH=
] a5 I 301 T
LMH=z | LmiHz |

Unlicensed Devices

5.875 5.915 5.925
GH=z= GH=z GH=z

Urban Rail
and
Road ITS

EU

Figure 2.10: New spectrum band channels reallocation for V2X in Europe & USA

The MAC layer is divided into two sublayers: the lower layer handles the chan-
nel access, whereas the upper layer is responsible for channel coordination. To send
data, before accessing the shared transmission medium, I'TS-G5 nodes will listen to
the medium. If the medium is busy, the nodes will back off and wait for a random
amount of time and then try again. This access control method is called CSMA /CA.
As described above, VANETS have to support various kinds of services with different
priority levels, in order to give prioritization and ensure the timely sending of safety
messages. ['TS-G5 uses an EDCA mechanism to schedule the transmissions: message
prioritization is achieved by varying the Contention Windows (CWs) and the Arbi-
tration Inter-Frame Spaces (AIFS) (for more details see Equation 2.1 and Table 2.2

from reference [102]). ITS-G5 nodes exchange data frames without establishing any
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prior communication. Two communication modes are used: Broadcast and Unicast.
For the first one there is no acknowledgement, whereas in the second one there is.
The IEEE 802.11p physical (PHY) layer is composed of two sublayers: Physi-
cal Layer Convergence Procedure (PLCP) and Physical Medium Dependent (PMD).
PLCP manages the communication with the MAC layer by taking the Packet Data
Unit (PDU) coming from the MAC layer and transforming it to generate an Or-
thogonal Frequency Division Multiplexing (OFDM) frame [65]. In Figure 2.11, the
training sequence of the PLCP consists of 10 short training symbols followed by a
long preamble guard (LPG) and 2 long training symbols (LP1 and LP2). A short
part of the training sequence is available for signal detection (around 3 symbols). The

remaining symbols are used for diversity selection and automatic gain control (AGC).

PLCP Preamble

1 2 3 4 5 6 7 8 9 10 PG LP1 LP2

Figure 2.11: PLCP preamble training sequence in the 802.11p standard

The receiver measures the signal energy and compares it to the minimum sensitiv-
ity threshold. This threshold can vary depending on modulation schemes and coding
rates. This mechanism is called channel sensing. Once the header frame is detected,
the receiver decodes the information in the signal field of the PPDU Channel (see
Figure 2.12).

PLCP Preamble SIGNAL DATA

Figure 2.12: PPDU frame format of ITS-G5

The background structure of the physical layer for the 802.11p is derived from
802.11a. However, in order to guarantee resistance to the phenomena of attenuation
and interference caused by Doppler shift and multi-path fading in VANET environ-
ments, the bandwidth was divided by two from 20 MHz to 10 MHz [65]. This involves
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doubling all the timing parameters used in 802.11a, and the data rate from 6-54 Mbps
to 3-27 Mbps. It uses 52 orthogonal subcarriers with 156.25 KHz subcarriers spac-
ing: 48 of them are used for data and 4 are pilot carriers, the time duration of the
OFDM symbol is equal to 8 pus. The maximum communication range that this tech-
nology can cover is 1 km with a maximum speed of 200 km/h. The maximum allowed
transmission power varies between 23 dbm and 33 dbm (depending on the maximum

authorized in the channel: see Table 2 in [134] for more details).

2.6.2 Vehicular Visible light Communication (V-VLC)

The TEEE 802.15.7 [107], published in 2011, is the current standard for Short-Range
Optical Wireless Communications. Although this standard includes outdoor com-
munications, it is not specially designed for V-VLC, and there are no efforts being
made in this direction; current standardisation efforts mainly focus on the system
costs. Recent research shows the need for a dedicated new standard for vehicular
networks [108].

Light communications are classified into two categories depending on the environ-
ment: indoor (mainly using LiFi applications [100] [101]), and outdoor (to establish
communication between vehicles and the infrastructure). The V-VLC wavelength
varies from 380nm to 780nm of the electromagnetic spectrum. V-VLC will benefit
from a wide available spectrum, which will result in high data rates. A V-VLC re-
ceiver can be either a Photodiode (PD) or a camera-based receiver. The location of a
vehicle’s LED-based light makes the set-up of a full-duplex communication possible
(see Figure 2.13: A vehicle has two tail lights and two headlights). Sunlight and out-
side light sources cause respectively a shot noise and interference. V-VLC requires a
line-of-sight (LOS) scenario but some research shows that it is possible to use ground
reflections to have V-VLC NLOS communication [106] (see Figure 2.14). However, a
LOS scenario is not always available due to variations in the vehicle’s heading or to
adverse weather conditions.

Due to the propagation characteristics of light, which can not pass through objects,
NLOS messages need to be forwarded in a multi-hop manner. Consequently, V-VLC
uses multi-hop communication to reach vehicles that are not directly in front, resulting
in high latency, whereas RF can reach all these vehicles immediately. On the other
hand, in high density scenarios, V-VLC has good scalability compared to RF. If the

RF band is restricted or banned due to safety applications (such as in the military),
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Figure 2.13: Vehicle LED-based light

thanks to the directional radiation pattern of light, V-VLC will be a discreet and

good alternative.

Figure 2.14: A LOS & NLOS V-VLC scenario

In the literature, there are a number of research topics in this field. The following
list enumerates the main research directions in V-VLC (based on the survey published
by Agon et al. [9]):

e Physical layer & channel modeling: VLC conveys information by modu-
lating the intensity of the light emitted by the LEDs. Because of its novelty,
researchers have not yet finished exploring and understanding all these proper-
ties, such as the characterization of the V-VLC channel and the physical charac-
teristics of the light waves. The PHY-I mode of the IEEE 802.15.7 is dedicated
to outdoor applications but does not take into account all the specifications of
the vehicular environment, and thus there still many open issues regarding the

appropriate physical layer for V-VLC (modulation schemes, filtering, etc).
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e Medium Access Control: In the literature, we can find only few contributions
tackling MAC layer issues compared to the physical layer. An efficient MAC
protocol is necessary for V-VLC, not only because of the interference caused by
the presence of concurrent vehicles in the near lane of the road [114], but also
to take into consideration the specifications of the receiver (LED or camera). In
[115], the authors propose CSMA/CA, whereas in [116] the authors propose
ALOHA. According to Emmanuel et al.; as VLC is a directional and half-duplex
communication technique, there is no need for such a protocol for V-VLC.
Nevertheless, the author states that the design of the MAC layer should focus
on the V-VLC properties.

e V-VLC Positioning and distance measurement: VLC technology can pro-
vide an alternative to GPS-based positioning technology, which is not always
available (e.g. in a tunnel, an indoor environment). The precision of such a
system is about a few centimeters, whereas GPS gives an error of 10m [89].
V-VLC is also used as a range-finding system (by exploring the headlights and
taillights of a vehicle). This functionality is very useful for a platooning ap-
plication. Bastian et al. [117] propose a range-finding system based on the
Manchester encoding clock signal, where the distance is measured by the dif-
ference in the time of flight of the received signals. The maximum distance
measured by such a system is about 25m with a resolution varying from 24 cm
to 10m.

e Coexistence of V-VLC with vehicular Radio technologies: Researchers
are focusing on proposing a new communication board that integrates all V2X
communication technologies together in a single architecture (ITS-G5/LTE-
V2X and V-VLC) in order to be used in a heterogeneous network. Recent
studies are moving toward a vertical handover network selection architecture
[120] [121]. This architecture includes a smart decision algorithm that switches
between the V2X communication vectors based on the appropriate handover
metrics, a fixed or dynamic threshold, and an efficient hybrid communication

strategy.

e V-VLC prototyping: A number of real demonstrations of VLC prototypes for
vehicular communication have been done. These prototypes have been designed
in different manners and thus give variable performance levels. Abualhoul et al.

[121], for example, demonstrated a V-VLC system that enables communication
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at 30m while keeping a high Packet Delivery Ratio (PDR) with a latency of less
than 36ms. However, the system gives a low data rate 9.5kps. This limitation
is due to the use of Arduino low-cost hardware. Another study was conducted
by Bastien et al. [117] who propose a V-VLC prototype that enables commu-
nication up to 30m with 500kbps and less than 107 of Bit Error Ratio (BER).
Sebastian-Andrei et al. [123] have recently proposed a new prototype for both
indoor and outdoor environments. Their system enhances the communication
distance and the robustness (up to 50m with data rates between 3 to 50kbps
while ensuring less than 107 BER and under perturbed optical and weather

conditions).

2.7 Evolution of Communications Technologies for

V2X

As described above, connected and autonomous vehicles have three communication
technologies: two radio access technologies, one for short-range communication (ITS-
G5) and the other for long-range communication (C-V2X), and the third is visible
light technology. The high QoS requirements of new vehicular applications have led
to new standardization efforts to develop the next generation of V2X communica-
tions which will support these new applications. IEEE 802.11bd is the evolution of
IEEE 802.11p. The new standard has been under development by the IEEE Task
Group (TGbd) since January 2019 and is expected to be published in 2021. The de-
sign requires coexistence, interoperability, and compatibility with IEEE 802.11p [8].
3GPP is working toward the development of New Radio (NR) V2X for its Release
16: 5G NR, which will be the next development of C-V2X. The design requirements
do not impose a backward compatibility [8]. The expected performances for both
technologies are high reliability, low latency and high throughput.

C-V2X is technologically superior to I'TS-G5. However, I'TS-G5 is essential for
some use cases: in the countryside there is often no cellular communication cover-
age. Also, the highway manager communicates with users via ITS-G5 (a cellular base
station is very expensive). Parking a vehicle requires the owner’s Wi-Fi. The future
architecture is moving toward hybrid communication. The two radio access technolo-
gies have different ways to access the channel (i.e., each radio technology has its own

approach to access the channel (this is due to medium access control (MAC) layer-
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ing). Table 2.1 summarizes the design requirements of each vehicular radio access

technology.
Feature IEEE 802.11bd NR V2X
Base Technology IEEE 802.11n/ac 5G NR
PHY layer OFDM SC-FDMA, OFDM
Mode 1: gNodeB scheduling
MAC layer CSMA
Mode 2: Flexible sub-modes
Interoperability Yes Non co-channel
Backward compatibility Co-channel Not backward compatible
mmWave support Yes Yes

Table 2.1: The design requirements of each vehicular radio access technology for V2X

2.8 Conclusion

Vehicular communication is now a reality, but the coming of the autonomous driving
raises a number of new challenges which require a real evolution for V2X commu-
nication technologies. In this chapter, we introduced VANETSs and the motivation
behind this kind of network. We then described in detail the recent architectures and
the current state of VANET research. Moreover, we presented the communications
technologies for V2X and their evolution. The next chapter completes the state of

the art by describing the different issues relevant to this thesis.
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3.1 Introduction

The design of an efficient stack is essential to achieve efficient V2X communication.
The ITS stack architecture uses layered communication protocols as in the OSI model.
Each layer has a specific role in the transmission of information from one application
to another. The first chapter of the state-of-the-art introduced the general context of
this thesis, here in this chapter, we focus on introducing the different concepts and
approaches that are essential to understanding the rest of this work. We start by an
overview of the literature on the different techniques and protocols used in Medium
Access Control in VANETS, then, Cross-layer QoS optimization in VANETSs. Finally,
we review the literature on the hybrid communication strategies, with a particular

focus on platooning.

3.2 Medium Access Control in VANET'Ss

In wireless communication, the radio channel is the most precious resource. The
Medium Access Control (MAC) layer has the role of sharing this expensive resource
by providing efficient and reliable access to the channel for each node present in
the network. In VANETS, the continuous and fast changes of network topology due
to high node mobility, and various QoS requirements: non-safety V2X applications
need a high throughput, whereas safety applications need low latency, etc., make the
design of the MAC more difficult to handle [104]. Furthermore, channel resource
scheduling in VANETS faces a number of issues, such as the hidden! and exposed
node problems?, network fragmentation and high density, multi-channel scheduling,
with an unbalanced load distribution on the different channels.

As in traditional ad hoc networks, protocols are classified according to the control

scheme used to access the channel [5], namely: contention-based or contention-free.

3.2.1 Contention-based MAC protocols

In contention-based protocols, the carrier sensing scheme [86] is used to coordinate

the access to the channel. Thus, the risk of collision is still possible in this category, as

!The hidden node problem occurs when two vehicles that are not within transmission range of

each other perform a simultaneous transmission [5].
2The exposed node problem occurs when a vehicle is prevented from sending packets to other

vehicles due to a neighboring transmitter [5].
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several vehicles may sense that the channel is free at the same time and then attempt
to transmit their data simultaneously. The current IEEE 802.11p standard [3] devel-
oped for vehicular networks is a contention-based MAC using a priority-based access
scheme that employs both Enhanced Distributed Channel Access (EDCA) and Car-
rier Sense Multiple Access with Collision Avoidance (CSMA/CA) mechanisms [43].
Furthermore, the channel access time is uniformly divided into different synchroniza-
tion intervals (SI) of 100 ms in length [53], and each of them includes two intervals: a
Control Channel Interval (CCHI) and a Service Channel Interval (SCHI), each of 50
ms in length, separated with a guard interval of 4 us (See Figure 3.1). Therefore, the
lack of a dynamic interval in this configuration may penalize performance in terms of
throughput and delay when the traffic density is high, especially for the CCH interval
when it is not enough to transmit all the safety messages [54]. This feature makes

this standard less suitable for real-time applications.

3.2.2 Contention-Free MAC protocols

In this category, only one vehicle in a two-hop neighborhood set is authorized to access
the channel at a given time, which reduces the risk of collision. Hence, this category
of protocols is more suitable to manage real-time applications in VANETS as it can
provide a bounded access delay and reliable communication for safety applications.
Over the last few years, contention-free MAC protocols have remained one of the

emerging areas of research and represent the majority of MAC protocols proposed in

this field [5].

UTC second UTC second

Synchronization Interval (100ms)

CCHI SCHI CCHI SCHI

50 ms ' 50 ms ' K

Guard Interval

Figure 3.1: Channel access time for CCHI and SCHI in IEEE 802.11p standard

From a different point of view from the state-of-the-art, the proposed protocol

belongs to two families: Single MAC channel and multi-channel MAC protocols [2].
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The single-channel protocols focus on allocating the radio resource to all users. Dif-
ferent mechanisms can be used: Frequency Division Multiple Access (FDMA), Code
Division Multiple Access (CDMA), Time Division Multiple Access (TDMA), space
division multiple access (SDMA) and even the carrier sensing cited above. The second
family of protocols (i.e. the multi-channel category) is designed to distribute the load
on multiple channels, The nodes use either a multiple antenna or channel-switching
mechanisms. Thanks to load balancing between channels, packet collisions are re-
duced and this results in a better throughput. Depending on the network topology
used, each protocol in this last category is divided into distributed or centralized
MAC protocols. With Distributed MAC protocols the communication between nodes
is established without external entities to coordinate access to the channel (see Fig-
ure 3.2). As it requires less infrastructure, it is less costly. On the other hand,
centralized MAC protocols pass through an RSU (see Figure 3.3) or cluster head (see

Figure 3.4) as a channel coordinator.

V2V

—
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Figure 3.2: Protocols operating on a fully distributed VANET
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Figure 3.3: Protocols operating on a centralized topology.
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Figure 3.4: Protocols operating on a cluster-based topology

3.3 Overview of MAC protocols in VANET's

In this section, we overview different MAC protocols for the two categories discussed

above.

3.3.1 Single-Channel MAC Protocols

As described before, single-channel protocols are divided into distributed and cen-
tralized protocols. The authors in [2] maintain that the research on distributed
protocols tends either to enhance the configuration of contention parameters or im-
prove the TDMA access mechanism. The emerging standard deployed to enable
vehicular communication (i.e. IEEE 802.11p standard) is an asynchronous single-
channel distributed protocol. After sensing a busy channel, the nodes have to wait
for the channel to be idle for a period to be able to access again and this is due
to the adaptive mode of random back-off. Furthermore, there are no require-to-
send/clear-to-send (RTS/CTS) handshake and acknowledgment (ACK) mechanisms
for the safety message broadcasted on the CCH, and this not suitable for safety mes-
sages. The distributed-TDMA-based MAC protocols show improvements compared
to the IEEE 802.11p standard and can support QoS requirements of safety applica-
tions (low delay, high packet delivery rate (PDR)), as the size of the VANET grows,

time slot assignments to vehicles could suffer from access® and merging* collisions

3An access collision problem occurs when two or more vehicles within the same two-hop neigh-
borhood set attempt to access the same available time slot, a problem which is likely to happen

when a distributed scheme is used [5].
4A merging collision problem occurs when two vehicles in different two-hop sets accessing the

same time slot become members of the same two-hop set due to changes in their position
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(see Figure 3.5 and Figure 3.6). Figure 3.6 shows an example of the merging collision
problem, which occurs when vehicles moving in opposite directions: vehicles A and
B moving in opposite directions at t = 0 are using the same time slot. Since A and

B become members of the same set at instant t + dt, a collision occurs at vehicle C.

DSAaccess collisionrn

Figure 3.5: Access collision problem

t=20 (t =t + dt)

A /A
\ "‘Ae—d' “ ~‘_’

Figure 3.6: Merging collision problem

For instance, the authors in [19] have proposed an ADHOC Medium Access
Control (ADHOC MAC) to provide an efficient broadcast service for inter-vehicle
communications and solve issues such as the hidden-exposed terminal problem and
QoS provision. ADHOC MAC is a contention-free medium access protocol which
implements a dynamic TDMA mechanism that is able to provide prompt access based
on a distributed access technique, R-ALOHA (Reliable R-ALOHA [20]). Each vehicle
can access the channel at least once in each frame by randomly selecting a time slot as
its Basic CHannel (BCH). Another protocol called ATSA [87] was proposed which uses
VeMAC (introduced in the multi-channel MAC protocols category) as the background

protocol and introduces a more complex mechanism to schedule the slots. It makes
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the frame length dynamic using a binary tree algorithm to decrease the probability
of collisions.

MoMac [21] is a TDMA-based mobility-aware and collision-avoidance, it divides
a TDMA frame into three sets of slots. One for the vehicles moving to the right
(R), one for vehicles moving in the left direction (L), and the last one is dedicated
to RSUs. Furthermore, In comparison to VeMAC [29], this protocol adds a new set
which depends on the lane the vehicle is in. Thus, the sets of slots reserved for vehicles
are respectively divided into sets of lanes. For example, if there is highway of two
lanes in each direction it will have the following frame organisation : R1 to R2 and
L1 to L2. Vehicles can be aware of the status of the slots (busy, idle, in collision) of
the two-hop neighbors and then choose one available slot in a completely distributed
manner (this information is obtained from the one-hop neighbors). This scheme helps
to avoid slot allocation collisions. However, the main drawback of this scheme is that
it is very sensitive to the loss of a global positioning system (GPS) signal and needs
very high GPS resolution to correctly detect changes of lane. Moreover, MoMAC can
not handle the unbalanced density between the lanes.

The Distributed and location-based TDMA MAC (DTMAC) [22] exploits the
linearity of the road and for this reason it is well-suited to highway scenarios. It
divides the road into three zones and attributes a set of slots to each of them. These
sets of slots are spatially reused without any interference. Following this scheme, it
provides low access and a low merging collision rate. Moreover, thanks to the pre-
assigned time slot sets, it prevents the hidden and exposed terminal problems. Thus,
it enables a reliable broadcast service, bounded access delay, and maximizes the use
of CCHs.

For MAC protocols that follow a centralized topology, thanks to the central co-
ordinator, problems such as scheduling time slots without collisions and time syn-
chronization are resolved. In the case where the coordinator is an RSU, it is easy to
manage time-slot reservations. However, it requires deploying a considerable amount
of infrastructure, which can increase the cost. Furthermore, the continuous movement
and changes of vehicle density usually create an unbalanced occupation of time-slots.
One of the efficient ways to resolve this is to use protocols that operate in a cluster-
based topology which uses mobile CHs as coordinators.

VAT-MAC [23] is an adaptive TDMA following a centralized topology based on
RSUs. These Road Side Units have the role of broadcasting a Time Management

Frame (TMF) that includes the information about the duration of the Free Trans-
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mission Period (FTP) and the Contention Period (CP). During the time management
period, if the vehicle finds an available slot in the CP without collision, the RSU will
assign this slot to it in the next FTP. VAT-MAC has the capacity to adapt and op-
timize the frame length according to the vehicular density (the coordinator, i.e.the
RSU has the collision probability and by using the maximum likelihood it can estimate
the network density), this faculty significantly improves the scalability of centralized
schemes.

SAFE-MAC [24] is another centralized-based topology protocol, which adapts the
centralized schemes to the mobile environment. It calculates the residence time of
a vehicle in the service area of an RSU by using location, direction, and speed of
the vehicles. This new algorithm works both for intersections and straight roads.
Moreover, to guarantee a proportional fairness, it introduces a new batch selection
with a unique MAC parameter. This parameter is adapted dynamically according to
the duration of stay in the area.

CBT [25] is a cluster-based TDMA which uses cluster heads (CHs) as coordinators.
The proposed CBT uses CHs to organize the access to the channel. To quickly elect a
VC (VANET Coordinator) all VANET nodes (VNs) send a Compete-For-VC (CFV)
message (see reference [2] [25] for more details about the Time frame structure of
CBT). Furthermore, to avoid collisions between two clusters which become close to
each other, the CBT can rapidly re-allocate time-slots in one of the clusters.

Priority-based Direction-Aware MAC (PDMAC) [26], is another cluster-based
MAC protocol. This protocol focuses on the synchronization problem and priori-
tized message delivery, which are the main drawbacks of the TDMA. Therefore, after
regrouping vehicles in clusters, PDMAC achieves inter-cluster and intra-cluster clock
synchronization. For vehicles that have a message to send, PDMAC proposes priori-
tized message delivery based on three elements of the message: direction, the category
of the message, and the security level. The authors of this protocol show that it re-
sponds to the QoS requirements of safety applications compared to other paramount
protocols in the same field, in terms of clock synchronization, reliability, end-to-end
timely transmission, and network throughput.

Figure 3.7 and Table 3.1 show respectively the classification and the comparison of
single-channel MAC protocols among DTMAC, MoMAC, CBT, SAFE-MAC, VAT-
MAC, PDMAC.
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802.11p (2010)
DTMAC (2016)
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PDMAC(2020)

Figure 3.7: Classification of single-channel MAC protocols for VANETs

VAT- SAFE-
Features DTMAC MoMAC PDMAC CBT
MAC MAC
Centralized No No Yes Yes Yes Yes
Coordinator - - CHs CHs RSU RSU
Access Contention- | Contention- | Contention- | Contention- | Contention- | Contention-
mechanism free free free free free based
Dynamic access
No No No No Yes No
interval
Time
Yes Yes Yes Yes Yes Yes
synchronization

Table 3.1: Comparison of single-channel MAC Protocols
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3.3.2 Multi-Channel M AC Protocols

Using Multi-Channel MAC Protocols has the benefit of doubling the spectrum effi-
ciency, but designing a protocol that operates simultaneously on multiple channels
requires taking care about adjacent channel interference and must avoid poor ex-
ploitation of the allocated frequency spectrum.

Following the distributed multi-channel MAC scheme, each vehicle can be aware
of channel and time slot occupancy information of 2-hop range vehicles. This in-
formation is obtained by exchanging one-hop neighbor information of neighboring
vehicles and based on it, two kinds of mechanisms can be deployed: TDMA or a
random-access mechanism. [2] [5].

The MAC layer of the WAVE stack is composed of two sublayers, IEEE 802.11p
and IEEE 1609.4. The IEEE 1609.4 is a MAC sublayer extension which regulates
the channel coordination over IEEE 802.11. It defines four access categories: con-
tinuous access mode, alternating access mode, immediate access mode, and extended
access mode. In the continuous access mode, there is no channel switching and, thus,
no time synchronization issue. The second access mode (i.e. alternating access),
uses CCH and SCH alternatively, each one taking half of the SI time. However,
it causes unbalance, especially under high traffic density. To allow the transmis-
sion of more service messages, the immediate access mode is more appropriate. The
last mode (i.e. extended access mode), enables continuous communications over the
time interval of SCH and during multiple SIs. The WAVE handshake (including
RTS/CTS/DATA/ACK) is done during the SCHI, moreover, during the CCHI, the
service provider sends the WAVE Service Advertisement (WSA) including the ID
channel of the SCH that will be used. In function of the service requirements of the
vehicles that are in this range, after receiving the WSA, the vehicles decide if their
radio switches to the specific SCH in the upcoming SCHI.

The authors in [27] designed an adaptive MAC based on Space Division TDMA
(SD-TDMA). The allocation of time slots changes dynamically depending on the
topology and the collisions. The channels coordination is as follows: the road is
divided into four different segments, and it attributes for each of them one of the
SCHs of IEEE 802.11p, and are spatially reused along the road. The segments are
furthermore divided into /N cells which represent a time slot that vehicles can obtain
depending on their location. It also uses two secure channels (SeCHs) for each direc-
tion on the roads (vehicles use an IEEE 802.11p contention-based MAC approach to

access the channel ). Vehicles can use SeCHs and SCH simultaneously, depending on
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which segment they are in. To avoid access collisions, the synchronization interval is
divided into a User Detection Interval (UDI) and SCHI. Thus, vehicles are allocated
slots without collisions by linking time slots and geographic locations. In the case
where a collision occurs in UDI, it switches to SeCHs and uses a DCF mechanism to
send a request access message. Otherwise, it participates in SCH time slot allocation
during the SCHI. However, the main drawback of this protocol is the issue of scala-
bility: when the density is high, the throughput significantly decrease as the SCHI
time slots decrease.

The Black-burst-based MAC (BB-MAC) [28] protocol dynamically adapts the
times slot reservation process. The time structure of BB-MAC is divided into a
reservation period (RP) and a competition period (CP). The first one contains the
black-burst part, during which vehicles send a black-burst after a random delay. This
period is adjusted according to the density. This mechanism serves to determine
whether a time slot is already reserved: if a vehicle detects a black-burst on the
channel before its own sending time, it will attempt to select another free time slot.
During the second period (i.e. CP), vehicles request access to SCHs. Vehicles use the
handshake of WSA/RES/ACK packets during the competition period (CP).

The main challenge for centralized multi channel MAC protocols is to face the
dynamic topology changes of vehicles while guarantee high QoS. For instance, An-
other well-known contention-free MAC protocol called VeMAC [29] has been proposed
to solve the problem of merging collisions, VeMAC has the particularity of assign-
ing disjoint sets of time slots to vehicles moving in opposite directions and to Road
Side Units (RSUs). Although VeMAC supports multi-hop broadcast services on the
control channel, it suffers from the access collision problem as its scheduling is fully
distributed. Recently, several solutions such as in [55], [87], [57], and [58] have
attempted to improve the performance of the VEMAC protocol by dynamically ad-
justing the size of the slot sets according to vehicle density in each direction.

Improved Coordinated Multi-channel MAC (IC-MAC) [30], The proposed IC-
MAC protocol is a contention-free protocol that broadcasts messages by coordinat-
ing RSUs, which are responsible for access management and time synchronization.
This protocol enhances the service channel reservation by adopting dynamic interval
schemes instead of alternating access modes, thus, it can support highly dynamic
traffic as it can exceed the half of the SI. It divides the CCHI into three intervals: the
Control Interval (CI), Safety Message Broadcast Interval (SMBI) and Service Channel
Reservation Interval (SCRI). During the CI, RSUs broadcast a control packet (includ-
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ing information about the transmission order of the vehicles, and the lengths of the
CCHI, SMBI, and SCHI). During the SMBI, mobile and fixed nodes (i.e. RSUs) use
TDMA to broadcast their own safety messages. The last interval (i.e. SCRI) is ded-
icated to SCH allocation. There are three steps to access the SCH: first, the vehicles
which are competing for the channel resources broadcast a WAVE Service Advertise-
ment (WSA) packet. When a response from the destination vehicle is successfully
received with the selected SCH ID and allocated time slots, the RSU broadcasts an
RSU Coordinated (RC) packet containing the occupied time slots and SCHs. Follow-
ing this scheme, IC-MAC improves the throughput and optimizes the use of SCHs.
The authors also show that the delay is also improved in high-density scenarios.
Collision-Avoidance Directional Medium Access (CADMA) [31] is a cluster-based
protocol. The control vehicle uses a polling-based technique in which it interrogates
multiple vehicles and manages access by allocating the resources to cluster members
(CMs) in a TDMA manner (based on a QoS threshold). On the road, each clus-
ter has the size of the max transmission range of a vehicle. Moreover, to solve the
network-hole problem?®, it introduces an Assist Header (AH), which acts as a gateway
to facilitate communication. For instance, it can work as a one-hop relay node con-
trolled by the CH in the case where there is no poll response from a certain vehicle.
Furthermore, it can separate the cluster according to the non-response rate and node
speed, thus the formation and separation of clusters becomes much easier in VANETSs.
From the literature, over the last few years, further protocols can be found in each
of the above categories, such as PTMAC [32], ADPM [33], PCS-AMMAC [34], VEC-
MAC [35], ETCM [36]. Figure 3.8 and Table 3.2 show respectively the classification

and comparison of some recent multi-channel MAC protocols between 2016 and 2019.

3.4 Cross-layer MAC and routing protocols in ve-

hicular networks

The routing protocols that are designed for VANETSs are generally used to find the
best route for end-to-end packet delivery between source and destination, and which

can satisfy QoS requirements by considering the number of hops, link quality and

5In MAC protocols following a cluster-based scheme, the Network-hole problem occurs when
some vehicles are leaving from the cluster coverage and they remain in the network-hole between
the clusters [31].
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Figure 3.8: Classification of multi-channel MAC protocols for VANETS

PCS- SD- BB- VEC- IC-
Features PTMAC APDM ETCM CADAM
AMMAC TDMA MAC MAC MAC
Centralized No No No No No Yes Yes Yes Yes
Coordinator - - - - - RSU RSU CHs CHs
Access Contention | Contention | Contention | Contention Contention | Contention
Hybrid | Hybrid | Hybrid
mechanism free based based free free free
Dynamic
access No Yes No No Yes Yes No No No
interval
Time
Yes Yes No Yes Yes Yes No Yes Yes
synchronization

Table 3.2: Comparison of multi-channe MAC Protocols

lifetime. Although these protocols have achieved good performances in terms of
the metrics studied, they are not simultaneously optimized to maximize the overall

network performance [82]. In order to tackle this issue, several MAC-aware routing
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protocols have recently been proposed in the literature to ensure coherent decisions
between the MAC and routing layers.

These proposals make use of different parameters from the MAC layer, like trans-
mission time slot allocation, channel state, and collision probability, to improve data
dissemination in VANETSs. A detailed review of these cross-layer routing approaches
for VANETS is given in [82]. In this section, we focus on solutions dedicated to
multi-hop emergency messages broadcast.

One of the earliest approaches to disseminating broadcast packets is called OB-
VAN [93]. Tt is an opportunistic routing protocol that uses a modified 802.11 MAC
layer. OB-VAN uses an acknowledgement scheme to choose relay nodes. Choosing
the best relay node is performed by using an active signaling technique. Nodes that
have captured the packet, transmit a short acknowledgement made up of signaling
bursts, calculated based on the distance criterion just after receiving the packet. This
scheme is a generalized CSMA/CA where the backoff technique is replaced by the
active signaling technique. To prohibit interference on signaling bursts, OB-VAN uses
the CDMA spreading code. Signaling bursts can be presented by 0 or 1. 0 denotes
a listening interval and 1 denotes a transmission interval. This binary sequence is
composed of two parts. The first part, is dedicated to optimizing the criterion for
the best relay selection while the second is used to discriminate between nodes and
permit the winner to relay the data packet.

Another TDMA-based routing protocol designed for warning message dissemina-
tion on bi-directional highways is proposed in [26]. This approach, called Priority-
Based Direction-Aware Media Access Control (PDMAC), classifies nodes
as either cluster heads (CHs) or ordinary vehicles (OVs). To disseminate warning
messages, PDMAC develops a three-tier priority assignment process. The first tier
is Direction-Based Relay Selection. A source disseminates to its neighbors a request
message (REQ) that indicates its direction, destination, etc. and reserves all available
time slots in this frame for itself. Neighbors respond with an acknowledgment message
(ACK) that contains all free time slots and the slot to be assigned for the transmission
of the message according to the severity level of the message. The node selected as
the best relay is the one that is closest in distance to the destination and is moving
in the direction towards it. The second tier is the Priority on the Basis of Message
Type. PDMAC prioritizes warning messages over non warning messages by adding a
bit in the message header to indicate the type of the message. Finally, the third tier

is Priority on the Basis of Severity Levels to differentiate between different warning
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messages depending on their severity levels by computing the collision probability. In
this case, warning messages are classified into 3 levels. In the case of a lowest priority
message, the sender should wait for a free time slot to send. If it is a second level
priority, it requests the release of a slot of another non-warning or warning message
with lower priority. Otherwise, in the case of a highest priority level message, it is
mandatory to release on the time slot of a non-warning or a lower-priority message.
A recent protocol called Multi-Channel Token Ring Protocol (MCTRP)
is presented in [81]. MCTRP employs the multi-channel structure defined in IEEE
802.11p. The network is composed of multiple virtual rings. Nodes are classified
into 5 types: Ring Founder Node (RFN), Token Holder Node (THN), Ring Member
Node (RMN), Dissociative Node (DN), and Semi-Dissociative Node (SDN). There
are 2 types of radio: Radio-I and Radio-II. A DN uses only Radio-I since it does not
belong to any ring, but the other nodes use both of them. Also, the time system is
partitioned into a control period and a data period.
The MCTRP protocol follows 3 sub-protocols. The first sub-protocol is the Ring
Coordination Protocol, which manages rings and nodes and schedules Service CHan-
nels (SCH) for each ring. First, the Ring Initialization Process consists of sending
a Ring Founding Message (RFM) that includes a selected SCH number for intra-
ring data communications and waiting for an invitation. After establishing a ring, a
Joining Invitation Message (JIM), which includes some information such as the SCH
number, the speed, etc., will be broadcasted by the REN to the DNs. The DN will
reply to the RFN with a Joining Acknowledgement Message (JAM) if the difference
between its moving speed and that of the RFN is smaller than a predefined speed
threshold. Other messages will be exchanged between RFN, DN and RMN such as
Connection Notification Messages (CNMs), Connecting Successor Messages (CSMs),
etc. using the contention-based CSMA/CA scheme. The second sub-protocol is the
Emergency message exchange protocol. To efficiently deliver emergency messages,
MCTRP uses Radio-I or Radio-II, depending on the case. This can be done through
4 steps. Firstly, when an RMN detects an accident, it sends an emergency message to
its RFN by adopting CSMA /CA and using Radio-II. Secondly, the RFN node replies
with an acknowledgement to the RMN, and then broadcasts the emergency message
to all its RMNs using Radio-II. Thirdly, it also broadcasts the message to its neigh-
boring DNs, SDNs, RFNs using Radio-I. Finally, neighboring RFNs rebroadcast the
emergency message again to their RMNs using Radio-II.

The third sub-protocol is the Data Exchange Protocol. Two types of data commu-
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nications exist: inter-ring data communications where packets are transmitted using
CSMA/CA and intra-ring data communications where data packets are transmitted
using a token based mechanism. After receiving a token, a node can transmit data
during a token holding time and then pass the token to its successor.

Khalid A. Darabkh et al. have proposed a cross-layer algorithm to improve the
AODV protocol over VANETS, named Multi Rate Mobility Aware Routing (MR-
MAR) [92]. The goal of MRMAR is to decrease the large number of RREQ control
packets and to ensure fast data forwarding. MRMAR starts with a route discovery
phase. The first step is rate selection from the underlying MAC layer, that aims at
choosing the transmission rate with the highest value, which will be included in the
RREQ. Then, the source broadcasts an RREQ with the chosen transmission rate.
In the second step, before the recipient sends the RREQ, some tests have to be
done. The recipient checks that it is not the intended destination, the RREQ is not
duplicated and that the destination does not exist in its routing table. Then, the
transmission rate of nodes situated between the source and the recipient is verified
to prove their compatibility with the RREQ’s optimal rate. The third step is to test
mobility, the recipient node checks if its speed is less than a predefined threshold.
Therefore, a RREQ will be broadcasted. The data rate admission, speed and direc-
tion, will be tested over intermediate nodes until reaching the destination. If these
checks are verified, the recipient will participate in the route discovery phase, if not
it will discard the RREQ. The following Table 3.3 presents a qualitative comparison

of the cross-layer routing protocols cited above.

3.5 Hybrid communication

In the first chapter of the state-of-the-art, we have seen that there are two Radio
Access Technologies (RAT) for connected vehicles: Cellular and DSRC technologies
such as LTE and TEEE 802.11p respectively. These two technologies are complemen-
tary, for example, Cellular coverage is not always available and thus DSRC is suitable
and vice-versa. Moreover, when the traffic density is high, the whole capacity of the
radio can be reached, and in this case, VLC can be a good alternative to maintain
the communication between vehicles grouped in a platoon. Researchers and manu-
facturers are trying to develop V2X solutions that integrate all these communication
standards under a common hardware and software platform.

In fact, the platooning application needs a robust control with an efficient com-



3.5 Hybrid communication

42

Table 3.3: Qualitative comparison of cross layer routing protocols

PDMAC OB-VAN MRMAR MCTRP
[26] (93] [92] [94]
Published 2019 2008 2019 2009
CSMA Token Ring
MAC TDMA CSMA
Active signaling CSMA
Delay
Delay
Throughput PDR Delay
QoS parameters Bandwidth
Packet loss Route Losses Throughput
PDR
PDR
Multiple route No No Yes No
Transmission Rate
Distance
Routing metric Distance Distance Token holding time
Direction
Speed Direction
Link Repair No No Yes No
Overhead High Low High High
Security No No No No
Mobility scenario Highway Straight road Urban Highway
Low
Density High Low High
Medium
Simulator Toolbox [95] NS2 NS3 NS2
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munication strategy. Due to high QoS requirements in terms of update frequency (at
least 10Hz) with a recommended transmission latency of 20 ms [96] [97], and a relia-
bility of 99.99%, research tends to combine more than one communication technology.
In the literature, many communication strategies have been proposed. Figure 3.9 and

Figure 3.10 summarize the main communication strategies.

(b)

(d)

Figure 3.10: Communication strategy based on one communication technology

In Figure 3.9 (a) each platoon member is using V-VLC. Only the leader is using
both V-VLC and RF to communicate with the followers. In Figure 3.9 (b) the platoon
members are in redundant mode (both RF and V-VLC are being used). In Figure 3.10
(c) and (d) vehicles use only one vector at a time, either V-VLC or RF. Such an
example can be found in [90] where Segata et al. propose IEEE 802.11p/IEEE 1609.4
PHY/MAC to manage the communication between vehicle members of a platoon,
They suppose that each vehicle has the capacity to know its position in the platoon.
The leader’s beacon is used as a synchronisation signal to divide the time into slots.
The number of slots depends on the size of the platoon, and the allocation of slots
to vehicles will depend on their position with respect to the leader. The idea is to

adapt the transmission power: the leader will use enough transmission power to reach
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each follower, whereas the followers will adapt their power to reach only vehicles that
need such data. This will reduce interference with other vehicles and increase spatial
reuse.

Max Schettler et al. [91] propose implementing beaconing protocols for simulation
following the above platooning communication strategies. The authors extend these
V-VLC protocols with forwarding and acknowledgement mechanisms in order to en-
hance reliability. The acknowledgement is implemented at the application layer, the
re-transmissions are done in the same way as in IEEE 802.11p (7 times). Several sim-
ulations were conducted based on a realistic model (Veins-vle framework [109] [110])
and show the performance of each them in terms of received beacon ratio, beacon
delay, critical time ratio, and VLC packet collisions.

On the one hand, strategy (b) is without any doubt the best in terms of perfor-
mance, each platoon member relies on both RF and V-VLC. However, it is expensive
in terms of radio bandwidth, which is a very valuable resource specially in the case
of high density. On the other hand, strategy (a) can in fact give more packet losses,
but it helps to enhance the quality of the radio channel as only the leader uses the
radio resource. Strategies (c¢) and (d) suffer from packet loss, the acknowledgement

introduced by the authors helps to reduce the packet loss.

3.6 Conclusion

In contrast to traditional networks, VANETS present special characteristics that lead
to new networking problems. In particular, VANETSs have very fast changes in net-
work topology and density, and due to mobility, multi-hop routing is rarely available.
There are a lot of other examples and phenomena that show that the classical archi-
tecture and protocol solutions adopted for MANETSs become inefficient in a connected
vehicular environment (MAC, routing, etc). All these features introduce new chal-
lenges for protocol designers, who tend to design fully distributed protocols (as they
require less infrastructure and are, therefore, less costly). In this chapter we dis-
cuss protocols of different layers that have been tackled in this thesis, and provide
a comparison between the most common protocols in the literature : MAC layer in
VANETS, Cross-layer overview, and reliable hybrid communication for platooning

control.
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4.1 Introduction

As mentioned in the previous chapter, TDMA-based MAC protocols are advan-
tageous for many aspects of VANETs. They can cope with the hidden-terminal
problem, and guarantee a strict Quality-of-Service (QoS) to satisfy real-time appli-
cations. However, the initial assignment of time-slots to the vehicles can suffer from
the access collision problem, which can frequently occur between vehicles trying to
access the same time slots.

Motivated by this observation, in this chapter we focus on the problem of ac-
cess collision in the time slot assignments of the DTMAC protocol, and present
an enhanced version based on active signaling (AS-DTMAC, i.e. Active Signaling-
DTMAC). Extensive simulations are conducted considering various traffic densities
to demonstrate the performance of AS-DTMAC. In the second part of this chapter,
we provide a detailed and accurate analytical model to study the performance of this
protocol. As a by-product of our analysis, we show that AS-TDMAC is an excellent

access scheme in VANETSs with very good performance metrics.

4.2 Active signaling-based DTMAC protocol (AS-
DTMAC)

4.2.1 Hypotheses

AS-DTMAC [6] is a fully distributed TDMA, which is mainly based on the DTMAC
protocol [22]. Thanks to GPS technology, each vehicle is able to have information
about its position and the exact time. This information is useful for the functionality
of DTMAC. The main strategy of the DTMAC is to split the road into different zones
(x;yi = 1,...,N) according to the communication range of the vehicles, denoted R.
In this way, we can impose a new concept of slot reuse, which consists in reusing the
slot spatially.

As shown in Figure 4.1, the vehicles in zone z; can use the same set of slots as the
vehicles in 4. The only condition to this spatial reuse is that the distance between
simultaneously transmitting vehicles must be greater than 2 x R. Furthermore, the
slot scheduling table is updated each time a packet is sent by a vehicle. The packet
sent contains a special field, named frame information, which specifies the status of

the slots. Thus, it will be easy for all vehicles to select the available slots in the
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next frame. DTMAC acts like a slotted Aloha protocol on the 'non-busy’ slots of the
frame. The principle of slot allocation in DTMAC is shown in Figure 4.2.

X1

X3 X3 Xy
R R
One TDMA frame One TDMA frame One TDMA frame
So S S, So S; S> So Sy S>
X1 X5 X3 Xy X X3 X1 Xa X3
Xn-2 Xn-1 Xn Xn-2 Xn-1 Xa Xn-2 Xn-1 Xn
Time

Figure 4.1: TDMA slots scheduling principle.

¥
Vehicle X updates its frame information
FI[k].SLT_STS= Busy
FI[k].VC_ID=My_ID
v
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Y
Vehicle X needs to acquire a time slot
v 4ll the received Fl fields in
Vehicle X listens to the channel o the next frame indicate
during a single TDMA frame

that slot i has been
reserved by vehicle

!

Vehicle X determines the set of
available time slots, Yes
say U L]
!
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l J uses its slot i to broadcast its data

|

Figure 4.2: DTMAC protocol principle (FI Frame Information)
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4.2.2 Slot scheduling principle of AS-DTMAC

The new version of the protocol (AS-DTMAC) aims to enhance the robustness of
the background algorithm (DTMAC) against collisions by using the active signaling
mechanism. Figure 4.3 illustrates the inclusion of this mechanism in the slot. During
the signaling part of the packet, a selection process is carried out to obtain exactly one
packet to be sent in the payload part of the slot. The active signaling part of the slot
consists of n mini-slots, each of which could be a transmission or a listening period.
This succession is dictated by a randomly generated binary key. ‘1’ means that the
vehicle with a packet to send transmits during the signaling bursts. ‘0’ means that
the vehicle with a packet to send senses the channel during this mini-slot. When a
vehicle selects a listening period and senses a transmission, the competition to get the
slot is over. For instance, a vehicle that draws the key ‘01001110" will listen during
the first mini-slot and if no competing transmission is sensed during this mini-slot,
it will transmit during the next mini-slot. The following two steps in the selection
process will be two listening periods. The selection process continues using the same
rule until the key is completely used up, see Figure 4.4. We should note that the
selection process depicted in this figure applies to a slot chosen using the random slot
selection process of DTMAC (see Figure 4.2).

Signaling bursts Payload part of the packet

Transmission Reception
bursts bursts

Figure 4.3: Slot structure of the Active Signaling mechanism

In the description above, we define the random standard access technique scheme
for the active signaling. However, when a vehicle has an emergency message to
transmit, the binary keys, which are initially completely random, will encompass a
deterministic part represented by one bit. In this case, vehicles that require immediate

access will set the first bit to '1’. Thus, these vehicles will have a guaranteed priority



4.3 Simulation results and performance evaluation 50

access over the set of vehicles that are trying to get a slot using the standard scheme.

These vehicles will keep the first bit set to ’0’.

‘ Failure selection over ‘

Generate a random selection key
(binary sequence of length equal to N)

Yes

A signal is detected No—
) Reading the currgnt element
of the selection key
Pass the physical layer in reception
Is
the current
element Yes
of the selection
key equal The element of selection > _
002 key is-it the last one?
No
Pass the physical layer in transmission st
mode and broadcast the selection key .
‘ Success selection over

Figure 4.4: Active signaling

4.3 Simulation results and performance evaluation

In this section, we evaluate and compare the performance of AS-DTMAC and DT-

MAC. The evaluation methodology and the scenarios are taken from [22].

4.3.1 Simulation scenarios and parameters

We use MOVE and SUMO [37] to generate vehicular traffic scenarios and to perform
real vehicular mobility simulations, respectively (see Figure 4.5).

In our simulations, we consider a digital map to build a VANET environment
close to real highway configurations taking into account lanes with different direc-
tions. In Figure 4.6, we can see a metropolitan area taken from a Map of San Jose
(California) of size 3000m x 100m. This map was exported from OpenStreetMap
(OSM) and adapted with the help of OpenStreetMap Editor (JOSM). The resulting
roads are then populated with vehicles traveling in both directions. FEach flow of ve-
hicles is characterized by a set of parameters which consist of the starting and ending

time of the flow, the initial point and the destination of the flow and the maximum
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Figure 4.5: Simulation framework.

number of vehicles. In this environment, each vehicle is assigned a random speed
between 120km/h and 150km/h. The resulting traffic traces generated by MOVE
were injected into the Network Simulator ns2.34. Table I summarizes the simulation

parameters used in our scenarios.

2=

Figure 4.6: VANET network topology captured from Google MAP.

4.3.2 Simulation results

In this study, we use the same simulation parameters as those used in the previous
study [22] and we vary the density of vehicles in the network. This parameter is
called Area Occupancy (AO); the definition of this metric is given in [29]. We also

introduce the following metrics:

e Overhead: is the total number (in bytes) of packets transmitted from one vehicle

to another in order to maintain a collision-free schedule. It consists of the
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Table 4.1: Simulation parameters

Parameter Value
Simulation duration 120 (s)

Speed 120 (km/h)

Speed standard deviation 30 (km/h)

Number of slots per frame (1) 100

Slot duration 0.001 (s)

Mini slot duration 0.000025 (s)
Highway length 2.5 (km)

The number of lanes per direction 2

The radio range (R) 250 (m)

overhead of the basic protocol plus the additional bytes created in the burst of

the signaling process. In our case, only the latter is computed.

e Number of slots acquired : this is the number of vehicles that have successfully

acquired a time slot per frame.

e Average Access Time : this is the average time for a vehicle to access a slot in

a given frame.

e Access collision rate : is defined as the average number of access collisions per

slot and per area.

4.3.2.1 Best length of the signaling interval

To tune the performance of our AS-DTMAC protocol, a preliminary study is
necessary to determine the adequate number of mini-slots that will be used during
the selection phase described in Section 4.2. In order to find that optimal number
which guarantees a good compromise between the metrics, we plot the curves of the
access collision rate, the overhead and the average access time versus the number of
the mini-slots for different network loads. In fact, on the one hand, a high number
provides a small access collision rate but, on the other hand, it significantly increases
the number of control messages needed to establish and maintain a collision-free

schedule.

The results of our study are given in Figures 4.7, 4.8 and 4.9. For example if we take
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Figure 4.7: Average access time versus the number of mini slots

the value 4 as the number of mini slots, we have a lower access time and overhead,
while the access collision is high. Also if we take a large n = 14, the access collision
rate is very low but the overhead is significantly high. It is clear from these obser-
vations that the best compromise is located approximately for the number of bits in
the transmission key: n € [6, 10], as there is an acceptable access latency, low access
collision rate and it generates a reasonable overhead. For the rest of this section,
using 9 mini-slots seems appropriate, as it requires less computing and presents good
performance. In Figures 4.7, 4.8 and 4.9, we can also see that the network load sig-
nificantly affects the above metrics, the more we increase it, the larger are the access

time, the overhead, and the access collision rate.

4.3.2.2 Comparison of DTMAC and AS-DTMAC

The aim of this sub-section is to compare the performance of DTMAC and AS-
DTMAC in terms of the number of vehicles acquiring a time slot, access collision rate

and, finally, the average access delay.

Figure 4.10 shows the slot allocation for the 10 first frames of DTMAC and AS-
DTMAC with AO equal to 0.9. From this graph, we could conclude that DTMAC
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requires approximatively twice as many frames as AS-DTMAC to obtain a reservation
for each vehicle in the network. In fact, when the number of frames is equal to 2 in
AS-DTMAC, 93 % of vehicules have successfully reserved a slot, whereas only 5% of

vehicles were able to reserve a slot using the DTMAC protocol.

Number of vehicules acquirinng a time slot

200

180

160

140

120

100

80

60

40

AS-DTMAC |
DTMAC

20

o ; ; ‘

Frames

Figure 4.10: Number of vehicles acquiring a time slot within /N frames.

Figure 4.11 (plotted in logscale) presents the percentage of access collisions for DT-
MAC and AS-DTMAC. It is clear that the difference between the two curves is
roughly of three orders of magnitude, which is evidently a very significant result. For
instance, if we take the [0.4, 0.7] interval of AO, we observe that the difference in
the access collision rate using DTMAC and AS-DTMAC is very large and almost the
same for all the values (e.g at the value 0.4, the access collision rate is 0.00015 for
AS-DTMAC whereas it is nearly 0.03 when the DTMAC protocol is used).

Figure 4.12 illustrates that AS-DTMAC provides a significantly smaller access
delay than DTMAC. As we can see, the difference in time between the two protocols
stays relatively the same, except for the two last values where the load of the network
AQ is very high (0.9 and 0.96).

In [22] it is shown that DTMAC significantly outperforms VeMAC [29] which is very

well-known TDMA protocol for VANETS in the literature. As we have used the
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same simulation tools and the same scenarios as those used in [22], we can ensure by
transitivity that AS-DTMAC outperforms VeMAC and similar TDMA schemes.

4.4 Analytical evaluation and simulation results

validation

In this section, we build an analytical model for AS-DTMAC and compare the per-
formance given by this model to the simulation results. We use the same simulation
scenario and parameters defined in [6], except for the time of the simulation, which
was limited to 100ms (one frame).

We distinguish two cases: in the first case we have an homogeneous arrival on
each slot; in the second case there is a burst of very urgent messages arriving. The
first case covers the default case where the vehicles try to randomly select a free slot
for their transmissions; active signaling is used to avoid a collision when two or more
vehicles select the same slot. This is the access for ‘standard’ vehicles. The second
case is to enable a low latency access to a few sporadic packets. In this second case
a special choice of the transmission key must be made in order to favor the urgent
packets. This is the access for ‘emergency’ vehicles. In the last part of this study, we
evaluate the speed of convergence of the protocol i.e. the percentage of successfully

reserved slots after each of the protocol frames.

4.4.1 Homogeneous arrival

The model uses a random access technique for each free slot. The vehicles use the FI
field to discover the available free slots and select one of them at random. Thus the
arrival of a transmission on each free slot can be modeled as a Poisson process of rate
A. The probability that there are k transmission attempts during this slot is:
k

% exp(—A).

We assume that we have a binary key of n bits or, in other words, the signaling
scheme encompasses n mini-slot intervals. Our goal is to compute the probability
that at the end of the selection only one vehicle has been selected to transmit.

To ease the computation, we will assume that the transmission key of a node is

randomly generated between 0 and 2" — 1, which means that after each transmission
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in a mini-slot a vehicle which is still in the selection process will transmit in the next
mini-slot with probability 1/2 and will listen with probability 1/2.

Let us suppose that we have k vehicles at the beginning. Our aim is to compute
the probability that j vehicles are still in the selection process after the mini-slot i, we
denote this probability by ag . To perform this task, we use the generating function
A;(x) of the remaining contenders after the ith selection mini-slot. By definition we

have:

Ai(x) = Zaij.
§=0
It is easy to establish that

Ag(z) = 2.

And we can observe that

e = a5+ 3) +(3) - 3).

The correction term Ag (%) —Ag (%) is just to take into account the fact that when the
k vehicles select a listening period, none of them is rejected by the selection process

and we still have k contenders after this step of the selection process.

Similarily we have the recursion for ¢ € 0,...,n — 1:
x 1 x 1
beir= A1)+ 4(5) A ()
(@) 272 2 2
Thus using this recursion formula, it is easy to compute A;(x), As(z),. .., A, (x) for

instance using Maple. To show one example, we can fix £ = 3 and n = 5. We obtain
the results shown in Table 4.2 below. After the 5th round of mini-slot selection, the

probability that there are still three contenders is ﬁ, the probability that there are
93

still two contenders is 577 and exactly one contender %. If the selection process

stops after the 5th round the probability that the process is successful is :

1953
—— ~(.954
2048 0954,
and the probability of collision is:
1-— 1953 ~ (0.0464.

2048
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_ 3 3 1
1=110 3 3 1
_ a1 | 9 | 1
=20 33 32 16
i—3l 0| 05| 2o | 1

128 128 64

_ 465 | 45 | 1
=4 0| 55 | 515 | 350

L 1953 | _93 1
1=510 | 3045 | 2048 | o

Table 4.2: Different phases of the selection process

In the general case, the probability of collision after the end of the signaling period

18

D ap=1-af —a} =1- A,(0) — 4,(0)
j=2

since Y2 a} = 1. We can notice that A,(0) = af = 0. Thus if we denote by A% (x)
the generating functions obtained with the above recursive procedure starting with
Ag(z) = 2%, we can obtain P,()\) the probability of collision with a signaling burst
of length n given that we have at least one vehicle attempting to transmit during a

slot. We have the following formula:

Pa(\) = l—exp Zk, exp(— (1—A§(o)—A5(0)).

We use the model developed above to compute the collision probability versus the
channel load. In Figure 4.13, we have the collision probability versus the channel
load for n = 4,6,8,10. The error bars in black are for a 95% confidence interval.
We observe that for A = 1 and for n = 4 the probability of collision is already small
(around 0.02), This probability can be extremely small for n = 10: around 0.0005.
In Figure 4.13 we also observe a very good matching between the analytical and
simulation results.

In Figure 4.14, we compare the collision probability versus the channel load for

DTMAC and for DTMAC enhanced by an active signaling scheme with n = 8 mini-
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Figure 4.14: Collision probability versus channel load.

slots. We observe that the gain in the probability of collision is in the order of 103.

This is a huge gain which clearly shows the interest of the signaling scheme.
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4.4.2 Bursts of traffic

In this case we have a burst of k arrivals of urgent (and sporadic) packets on a
given slot and we assume that there are no other competitors. Such an effect can be
obtained if we use a dedicated first bit in the transmission key. We use a first bit
set to 1 in the transmission key for the k£ urgent packets whereas the first bit is set
to 0 for the default packets. Doing so, after the first signaling interval, their will be
competition between k urgent packets. In this part we focus on the transmission of
these k urgent packets We use the simple persistent protocol in which each of the k
pending packets successively uses the coming slot until the packets are successfully
transmitted. According to the computations above, the probability of collision when

there are k packets competing for a slot is:

We call T}, the mean number of slots until the k packets are successfully transmit-

ted. We have the following recursion

Tk =1+ (1 - €k>Tk71 + Eka

Thus we have the following equation:

1
T, =T 1 +—.
k k-1t (1—er)
Similarly for 2 < 57 < k we obtain:
T =T:_1+ L
T 1)
and of course 77 = 1. The resolution leads to
LI 1
Tk == 1 + -
DB P DY ey

Note that since ¢, =0, ﬁ =1.

The exact distribution of T', the necessary number of slots until all the k transmissions

are successful is given below:
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Prob(T'=k+m)=||(1—¢) Z ert.e”

k
=1 mi+-+mr=m

J

The proofs of these formulas are simple. For the first formula the probability is
exactly the probability that during the k successive transmissions there is no collision.
Since at each transmission the number of contending nodes decreases by 1, the result

is straightforward. Note that ¢; = 0 is left for the symmetry of the formula.

For the second formula the probability is exactly the probability that, to obtain
k successful transmissions, we encounter exactly m collisions. We have to distribute
these m collisions into my, ..., m, collisions such as m; + --- 4+ m; = m and some
transmissions j can be without collision in that case m; = 0. Note that ¢, = 0 and
that necessarily m; = 0 the terms (1 — €;) and €]"* = 1 are left for the symmetry of
the formula.

Figure 4.15 presents the cumulative distribution function of the number of slots
required for a burst of 10 urgent packets for n = 6 and n = 10. We observe that
AS-TDMAC is very quick to successfully send all the packets even with n = 6.
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Figure 4.15: Cumulative distribution function of the number of slots required for the

10 urgent packets.
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4.4.3 Analysis of the convergence speed to steady-state

For DTMAC and AS-DTMAC, the access is organized in frames of slots. For the
first frame we assume that the vehicles select a slot in the first frame at random. To
simplify the analysis, we assume that the transmission attempts on the slots follow a
Poisson process. Some competitors acquire a slot in this first frame. The competitors
in collision during the first frame perform another attempt in the second frame in the

remaining free slots.

4.4.3.1 DTMAC with active signaling

This analysis is for the first transmission attempt when the vehicles compete to
obtain a slot. We observe that the probability of collision is very small, which means
that nearly all the slots where there is at least one transmission is a success. The
mean number of successful transmissions on a given slot is .S,

< Nk
Sr(A) = o exp(—=A)AF(0) ~ 1 — exp(—))
k=1
We intialize S, = S,(A\) which is the success rate during the first frame. We
assume that the competitors that have not been able to find a slot during the first

frame still form a Poisson process of rate
A— S,

but are competing on the slots not already acquired by the selection process. We

compute the intensity of this process (step 1); it is:

A—S

A = .

T 1-5,

and the success rate is:
Sr(A1)
and the additional packet success rate is:
(A
S — M « (A= S,)

r )\1
Sy = S (M) * (1= 5,(X)).

We can continue the algorithm by updating S, :
S, =S, +S!

which is the total success rate during the second frame. We can return to step 1 to

compute the total success rate in the coming frame. The process continues iteratively.
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4.4.3.2 DTMAC alone

The analysis is the same except that the success rate with DTMAC appears when

a slot is only requested by a single competitor, thus the success rate is:

Sr(A) = Aexp(=2A).

We initialize S, = S,(\) which is the success rate in the first frame. We compute the
intensity of the competitors requesting a slot! in the next frame: frame 2 (step 1), it

is still:

A— S

A = .

'T1-5,

and the success rate is:
Sr(A1)
and the additional packet success rate is:
Sr(A
S = (”*u—&)

At

We can continue the algorithm by updating S, :
S.=8,.+ 5.

We can return to step 1 to compute the total success rate in the coming frame. The

process continues iteratively.

We can see in Figure 4.16 below the percentage of slots acquired by DTMAC and
DTMAC with AS with respect to the index of the frame; the error bars in black are
for a 95% confidence interval. We have assumed a highly loaded channel (A = 0.96).
DTMAC with AS requires 5 frames to successfully reserve the input load. DTMAC
alone requires twice as many frames i.e. 10 frames. We note a good matching between

the simulation and analytical results.

4.5 Conclusion

In this chapter, we enhanced the DTMAC protocol by integrating active signaling.
The simulation results show that AS-DTMAC drastically reduces the access collision

Inot already acquired during the previous frames.
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Figure 4.16: Convergence towards the steady state, A = 0.96.

rate and allocates slots to all the vehicles in the network in half the time it takes
DTMAC to do so. We also presented a use case in the V2V for urgent and high
priority traffic messages like DENMSs, that can help to avoid an accident. All these
new features are very important for the future technology.

Furthermore, we developed an analytical model to analyze the AS-DTMAC pro-
tocol and to compared it with DTMAC. This model, based on the use of generating
functions, can be very simply exploited to obtain very good performances. We stud-
ied the collision rate of AS-DTMAC when the vehicles randomly select their slots
in the time frame (the normal condition of the protocol). We also investigated the
number of time frames needed to obtain a collision free slot for all the vehicles in the
network. The transmission conditions of urgent packets which are sent persistently
until successful were also studied with an analytical model. The distribution of the
duration of such a process was computed. The simulations confirm the results of the
analytical model and the very good performances of AS-DTMAC in terms of colli-
sions and convergence to a steady state. The transmission of urgent packets is also
very efficient.

In the next chapter we focus on the study of the AS-DTMAC protocol in more

specific conditions, especially by introducing error into the analytical model presented
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in this chapter during the selection process. Moreover, we will provide the exact
definition of the signaling burst with the computation of miss detection in the selection
process by using a detection model based on the Generalized Likelihood Ratio Test
(GLRT) detection algorithm.
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5.1 Introduction

Nowadays, many telecommunication systems (wifi, cable systems and 4G, 5G cellu-
lar networks) use Orthogonal Frequency Division Multiplexing (OFDM) as the phys-
ical layer standard. The design of efficient OFDM signal detection algorithms is very
important to provide reliable systems, and this is particularly true for Vehicular Ad-
hoc Networks (VANETS) involving autonomous vehicles, where missing a signal or
detecting a false one may cause a dangerous situation. The performance of these algo-
rithms is generally evaluated in terms of their robustness against noise. As described
before, the Active Signaling mechanism uses short signals (bursts), and thus needs a
reliable detection on the receiver side in order to guarantee good functionality of the
selection process.

In this chapter, we first analytically study the performance of AS-DMTAC when
we have a homogeneous arrival on each time slot with an error in the signaling process.
After, we evaluate the probability of error in signal detection in order to establish the
minimum length of the preamble needed for the active signaling process. Thus, by
reducing the length of the preamble, greater time is left for the payload part of the

packet, resulting in increased throughput.

5.2 Background and motivation

In the previous chapter, we proposed an active signaling DTMAC protocol (AS-
DTMAC), which is an improved version of a fully distributed TDMA-based MAC
protocol for VANETs named DTMAC [22]. This active signaling mechanism drasti-
cally reduces the access collision rate, thereby leading to major gains in latency. In
addition, we also built a special access scheme for emergency messages.

The performance of AS-DTMAC was confirmed through simulation. In previous
chapter, we developed an analytical model to analyze AS-DTMAC based on a gen-
erating function. We studied the performance in terms of collision rate, the number
of time frames needed to obtain a collision free slot for all the vehicles and the trans-
mission conditions of urgent packets. The simulations confirmed the results of the
analytical model and the very high performances of AS-DTMAC in terms of collisions
and convergence to a steady state. The transmission of urgent packets is also very
efficient. In this chapter, we complete this study by injecting into the model the

errors that can occur during the signaling process. The model takes into account a
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missed detection of the burst in the transmission and shows the effect of this on the
collision rate.

Detecting a weak signal from a transmitter is very challenging. In the literature,
researchers have tackled this issue by using different techniques. We can cite at least
three well-known algorithms [66]: Energy Detector (ED), Matched Filter Detector
(MFD) and Cyclostationary. ED, as its name implies, uses energy detection of the
received signal and compares it to a threshold in order to obtain the sensing decision.
The main drawback of this technique is that it gives low precision [67]. Due to low
computational cost, this technique is used in IEEE 802.11p. The matched filter, uses
the cross-correlation between the received signal and the saved pilot to detect the
presence of the signal. This means that we must know the signal that we want to
detect, and therefore, it is not suitable for all signal detection applications. Auto-
correlation between the received signal and a delayed version of it, makes the kind
of signal to detect less important. As the noise is uncorrelated, this technique can
easily take the decision from the observation. But this process needs a large number
of samples to insure a good performance. The cyclostationary detector exploits the

cyclical aspect of signals over time.

5.3 AS-DTMAC with Homogeneous arrival and

error in the signaling process mechanism

In this section, we use the same simulation tools and scenarios as those used in the
last chapter. We also take the same assumptions for the model. We complete this
study by injecting into the model the errors that occur during the signaling process.

We assume again that the arrival in each slot is a Poisson process of rate A\. Thus
the probability that there are k transmission attempts during this slot is still

k
% exp(—A).

We assume that we have a binary key of n bits or, in other words, the signaling
scheme encompasses n mini-slot intervals. We want to compute the probability that
at the end of the selection process only one vehicle has been selected to transmit. We
still assume that the transmission key of a node is randomly generated between 0 and
2", which means that after each transmission in a mini-slot a vehicle that is still in
the selection process will transmit in the next mini-slot with probability 1/2 and will
listen with probability 1/2.
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But, here, we introduce error into the selection process. We assume that during a
mini-slot selection a vehicle that is listening can miss the transmission of another
vehicle with probability €;, in other words the concurrent transmission in the mini-
slot will be sensed with probability 1 — €;. Conversely, during a listening period, we
assume that with probability €5 a vehicle in a listening period will sense a concurrent
transmission during the mini-slot whereas there is actually no transmission. We
assume that the errors occur independently.

Let us suppose that we have k vehicles at the beginning. Our aim is to compute
the probability that j vehicles are still in the selection process after mini-slot i. We
denote this probability by b{ To perform this task, we use the generating function
B;(x) of the remaining contenders after the i'th selection mini-slot. By definition we

have:

It is easy to establish that

and we can observe that

By(x) = Bo<%x + %((1 —€)+ ewc)) — B()(%((l —€)+ elx)>

+By (% (e24+(1— @)a:)).

We have:

Bl(g + %((1 —€)+ elzv)> =

3 ("“) L (- )+ s

=1

(I;) Qk{j% gives the probability that k& — j contenders transmit a burst whereas j
contenders are in listening mode. With this probability, the generating function must
be ack_j((l —€)+ ela:)j for j # k . In fact, we have directly k — j selected nodes
but, among the j nodes which are in listening mode, with a probability €; they
remain selected, whereas, with probability 1 — €, they are rejected. This explains the
transition formula except for the case where j = k and we need a correction term to

handle this. The correction term is:
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_BO(%((l —€)+ ela:)> + BO(%(EQ +(1-— ez)x))

—By (%((1 —€) + elsc)> is just to remove the case where 7 = £ in the development
of B; (% + %((1 —€) + ew))). The other term corresponds to the case where all

k contenders are in listening mode. Since we have assumed the probability of false
alarms on burst detection, for the k remaining contenders, they are rejected with
probability €5 and they remain in the selection process with probability 1 — e€5. This

explains the contribution By (% ((e2+ (1 — eg)x)> in the transition formula.

Similarly, by linearity, we have the recursion for i € 0,...,n — 1:
1 1 1
Bi+1(l‘) = Bz <§$ + 5((1 — 61) + 611’)) — Bl(i((l — 61) + 611‘))

+Bi<%<62 + (1 — 62):6)).
Using this recursion formula, it is easy to compute By(x), Ba(x),...,By,(z) using, for
instance, Maple.
In Figure 5.1 we plot the collision probability versus the channel load for different
values of the missed detection probability €; for n = 8 and e = 0. We observe a
noticeable decrease in the collision probability when €; increases, however the perfor-
mance remains good even with ¢; = 0.05.

In Figure 5.2, we add the curves of the simulation results with the respective
confidence interval of 95% and we keep the results of the analytical model for com-
parison. For the sake of clarity in this chapter, we keep Figure 5.1. We can observe
that there is a very good matching between the simulation results and the analytical
model. In Figure 5.3 we plot the collision probability versus the channel load for
different values of the missed detection probability €5 and for n = 8 and ¢, = 0. We
observe a noticeable improvement in the collision probability when €5 increases. This
is strange since it seems that the performance improves when €5 increases. But this
can be explained by the fact that when e5 > 0 there is a non-zero probability that the
selection process leads to an empty slot and ends up with no transmission although
there are pending packets for this slot. Figure 5.4 presents the comparison between
the simulation results and the analytical model for the scenarios of Figure 5.3 and
confirms the very good matching between the two approaches.

We can compute the probability that, for a given non-empty slot, the selection

process ends up with a successful transmission.
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1

e L g N BL )

Pr(\) = o

The results of this computation are given in Figure 5.5. We observe that the
probability of a successful transmission is nearly 1 when there is no error in the
detection of the signaling sequence or when ¢; < 0.05 and €, = 0, but, when e, = 0.05
the probability of a successful transmission falls to around 0.83. The reason for this
large decrease is not the collision rate but the occurrence of empty slots where the
selection process ends with no transmission although there are pending packets for
this slot. We observe that the error where phantom signaling bursts are detected is
much more detrimental for the selection than the missed detection of a signaling burst.
Figure 5.6 presents a comparison between the simulation results and the analytical
model for the scenarios of Figure 5.5 and confirms the very good matching between

the two approaches.
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Figure 5.5: Probability that the selection process for a non-empty slot ends up with

a successful transmission for different values of ¢; and €.
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Figure 5.6: Probability that the selection process for a non-empty slot ends up with

a successful transmission for different values of €; and €5, simulation results .

5.4 Handling Emergency traffic in AS-DTMAC

To handle emergency traffic, we can use the mini-slot of the signaling burst. With
one mini-slot devoted to priority we can have two priority levels. The default (low
priority) traffic will always be listening during the first mini-slot of the signaling burst
whereas the (high priority) emergency traffic will always be transmitting during this
mini-slot. In this way, high priority traffic will always have priority over a low priority
packet. If we use two mini-slots devoted to priority, we can have four priority levels.
These priority levels will be hierarchically independent in the sense that a packet of

a higher priority will always win the competition against a packet of a lower priority

To handle bursts of emergency traffic many options are available. The simplest tech-
nique is to use the empty slots to send these packets. The vehicles can listen to the
FI field of the slots to learn the status of a slot : Free, Occupied , Collided. The
emergency packets will be sent on the free or collided slots. But if a special need
in terms of access delay is required, the emergency packets can be sent on occupied
slots. The node whose slot hase been preempted knows that its reserved slot has been

used by an emergency packet and thus it can wait for the next AS-DTMAC frame
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to send its packet in its reserved slot. If the emergency traffic has been sent during
the previous AS-DTMAC frame, the slot will be free again for the vehicle that had
an AS-DTMAC reservation for this slot.

5.5 Evaluation of missed detection for an active

signaling mechanism

5.5.1 OFDM preamble

The duration of the short symbol for 802.11p is fixed to 1.6us. For the next generation
V2X of IEEE 802.11, the IEEE Task Group bd (TGbd) [8] is working toward the
development of the new standard 802.11bd. The physical layer will be based on the
OFDM system and will keep the same preamble structure except for the location.
The idea is to put it between the OFDM data symbols instead of putting it only
at the beginning of the frame, as this will take into consideration the case of fast-
varying channels. The samples and the characteristics of the short training symbol
in the frequency domain can be found in [65]. In Figure 5.7, we plot the real part
of the three first short preambles obtained by inverse FFT (IFFT). Hereafter in this
chapter, the signaling bursts refer to the OFDM symbols.

5.5.2 Signal detection strategy

During a listening period, the mini-slot selection process has to choose between two
hypotheses: either the signal detected contains only noise (Hy), or there is a signal
hidden in this noise (H;), see [62]. This process may fail; it can fail to detect an
existing signal (missed detection) or it can detect a signal whereas there is actually

only noise (false alarm).

In order to evaluate these two kinds of error, we need statistical knowledge about
the distribution of the observation. Figure 5.8 gives an example of statistical hypoth-
esis testing for one OFDM symbol under Hy and H; (with variance = 1, amplitude
= 4, samples = 10°). In the decision process, it is not uncommon that these two
hypotheses are erroneously rejected. In a communication system, each detector can
be characterized by the couple of Pf, and P;' which are respectively the probability
of a false alarm and the probability of detection. In practice, the probability of a false

IThe probability of a missed detection is Ppq =1 — Py
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Figure 5.7: Three short preambles (real part).

alarm is always low (less than 1072) [63] while the probability of detection is much
greater (generally near 1) and is sensitive to the condition of the channel. Accord-
ing to the Neyman-Pearson lemma [62], the optimal detection is a Likelihood Ratio
Test (LRT) given the maximum possible P, for any given Pj,. This test consists of
comparing the likelihood ratio to a threshold in order to make a decision. Conse-
quently, fixing the threshold is the key to correct signal detection. For a number of
applications, some parameters could be unknown while the signal is known. In this
condition, we introduce a composite test approach, namely the Generalized Likeli-
hood Ratio Test (GLRT) [62]. Generally, to improve our signal detection capability,
we pass the signal through a matched filter with the best possible Signal-to-Noise
Ratio (SNR) given.

5.5.2.1 Signal detection statistics

The scenario discussed in this chapter considers the case where a deterministic signal
is present in an additive white Gaussian noise (AWGN). Both signal (s(¢)) and noise

(n(t)) are complex valued. The received signal is modeled as follows :

y(t) = s(t) +n(t) (5.1)
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Figure 5.8: Hypothesis testing for OFDM symbol detection: Empirical Probability
Distribution Function (EPDF) histogram under Hy and H;. C is the correlation
variable at the matched filter output.

where s(t) holds the signal:

s(t) = ax(t) (5.2)

a is a complex amplitude, = is a complex vector (OFDM preamble) and n is
Gaussian vector of the same size as x. In this section, we study the statistical char-

acterization of the observation (c¢) coming from the matched filter :

c=yx* = alz|* + na* (5.3)

Under Hy, only the second term of ¢ is non-zero:

co = Z n;x; (5.4)

we know that :

where C'N(0,02) is circularly symmetric complex Gaussian noise with mean 0 and

variance o,,. The sum of the product in (4) gives:

co ~ CN(0, |z[*oy)
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It is easy to establish that

2 2
o ~ N2 4o,

|z [*o,

5 )
Finally, by taking the absolute value of ¢y we obtain the following distribution:
e

NG ) (5.5)

In the second case, the two parts of the formula(3) are non-zero. Thus, by taking

lco| ~ Rayleigh(

this into account, we can find the distribution under H; with the same methodology:

a1~ lallz[* + CN(0, |z[*0y)

o ‘o

|z[°o

c1 ~ N(Jal|z[*cosg, )+ iN(|al[z|*sing, =)

|z|om,

V2

) (5.6)

le1] ~ Rice(Jal |z,

5.5.2.2 Hypothesis Testing

In the section above, we found that the probability density functions (PDFs) of the
observations follow a Rayleigh distribution under Hy and Rician distribution under
H1 .

|z]oy

) (5.7)

|x’0n

V2

Hy : |co| ~ Rayleigh(

Hy ey ~ Rz’ce(|a\|x!2,

) (5.8)

The corresponding likelihood ratio is given by :

gle%}*( fH1 (Ca a) B le (C, d)

A Cc) = =
O @ T )
fm, is the likelihood corresponding to the Rician distribution in eq. (8) and 6* is

(5.9)

the set of values that the parameter a can take (here it is the received signal amplitude:
because there is no power control in IEEE 802.11, hence an interval 6* =]0, ampax])-
fr, is the likelihood corresponding to the Rayleigh distribution in eq. (7).

The Maximum Likelihood Estimation (MLE) of the amplitude was solved numer-
ically (due to the complexity of the calculation). Figure 5.9 represents the estimation

of the amplitude as a function of the observation. We can observe that the amplitude
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Figure 5.9: Estimation of amplitude by minimization

is correctly estimated, except for the small values. The detection threshold is derived
by using the formula of false alarm probability and fixing a level of this probability
at a. We can then easily determine the threshold by inversing the PDF of a Rayleigh
distribution:

Pr(\(c) > 7|c ~ Rayleigh) = « (5.10)

We introduce a change of variable with Y:

Y = Ac)

Pr(Y > 7|c ~ Rayleigh) =1 — Fy(vy) =« (5.11)

Where Fy is the cumulative distribution function. The last expression becomes:

v =MF 11— a)) (5.12)
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This formula shows that the threshold depends on the likelihood ratio and the level
of false alarm. Once statistical knowledge about each hypothesis and the threshold
(7) is available, we can establish the following composite hypothesis test:

Ae) = Ju(¢,) > 7y (5.13)

fHo (C)
5.5.3 Simulation results

In this section, we use simulations to evaluate the performance of our detector for
different metrics. After, we extend these simulations to show how this model can
estimate the error in the signaling process of our new MAC solution AS-DTMAC.
Table I summarizes the simulation parameters used in our model. Figure 5.10 shows
the block diagram flowchart for the simulation to estimate the error using the Monte-
Carlo method.

~

Generate AVWGN
with a given varian

IApply the Matched filter
with Hypothesis H1

l

‘ Compute LRT ‘

|

X number of Monte Carlo trials | Compute threshold |

Composite Test Noﬁ
Failed to detect
Yes the signal

‘ Primary signal is detected ‘

A 4
| Compute detection rate (Pd) |

v

I Change the value of the SNR |

Figure 5.10: 6. Block diagram of the Monte Carlo simulation algorithm to estimate

the detection error.

5.5.3.1 Performance analysis of GLRT

In this section, we show some simulation results that validate our signal detection

methodology. In Figure 5.11, we plot the Receiver Operating Characteristics (ROC)
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curves for different SNR values: the probability of detection versus Pf,. The accu-
mulation length used is 3 OFDM symbols. We can observe from this figure that even
with a low level of signal-to-noise ratio (SNR), especially at -13dB when the level of
Py, is 0.05, the probability of detection is still high (almost 90%).
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Figure 5.11: ROC curves for different SNR values

Figure 5.12 presents the missed detection probability versus SNR for different sizes
of burst. We observe that the error is very small and decreases with the level of SNR.
Moreover, these results show that the larger the size of the burst is, the better the
detection is.

In the literature, most detection implementations are based on the Energy Detec-
tion (ED) model. In order to show how efficient the GLRT-based detection method
is in comparison with ED, in Figure 5.13 we plot the probability of missed detec-
tion for both ED and GLRT for one OFDM symbol. These results illustrate that
GLRT provides a significantly smaller P,,; than ED. As we can see, the difference
between the two curves is roughly of four orders of magnitude for a high level of SNR.
The version of the ED detector that we implement here is the basic version using a
static threshold. This technique depends on the noise variance which requires prior

knowledge of the noise level. Thus, the performance of this detector can be slightly
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Figure 5.12: The probability of miss-detection P,,4 in function of the SNR.

enhanced by a reliable estimation of the level of noise, but as we can see in [67] the

performance remains far below that of GLRT.

5.5.3.2 Application to AS-DTMAC

In our previous work [6], we performed several experiments in order to determine
the best compromise interval in which the best number of mini-slots can be located.
Three metrics of QoS were studied (i.e, access collision, packet overhead and average
access time) in order to achieve this task. In this section, we complete this study by

using the model presented above in order to:

e find the optimal number of symbols in the active signaling mini-slot that can

ensure suitable detection reliability,
e determine the best number of mini-slots used by the active signaling mechanism,

e study the impact of the number symbols, Py, and SNR variation on AS-DTMAC

performance in terms of access collision.

The computation of the access collision rate is obtained by the following formula:
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Figure 5.13: Performance of GLRT against ED

Pr(\) = Z o eXp )(1 — BF(0) — B¥(0)).

1—exp(—\) —exp(—

where \ is the arrival rate of the trafﬁc, k the number pf competitors for the slot, and
BE(x) the generating function of the number of remaining packets after the selection
process of n mini-slots if there are k& packets competing for the slot. The recursion

for B¥(z) i €0,...,n —1is given by the following formula?

Bt (z) = Bf(%x + %((1 — Pa) + Pmdx))
_ Bt (%((1 — Pra) + Pmdx)>

+BF (1

5 (Pfa +(1- Pfa)x)>.

and

BE(z) = o*

2 Actually, the model introduces detection error but the reasoning technique with the generating

function remains the same with these errors as in [7].
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The P, obtained from the GLRT model and the fixed level of Py, are used as
input for this formula. For all the simulations, we define a reference scenario with
the following parameters: Py, = 1072, SNR = —10d B, burst size of one symbol, and
the traffic density is maintained at the maximum value. In order to show the impact
of each parameter on the access collision rate, we vary one parameter per simulation.
It is clear that at —10dB the receiver is not able to achieve a correct demodulation
and decoding. This is possible in the detection area. With active signaling, we must
detect the presence of vehicles in a larger area (detection area). Figure 5.14 illustrates
a transmitting vehicle (A) ; its closest neighbor (B) is in the demodulation area and

the further vehicle (C) is in the detection area.

Figure 5.14: Receiver detection and sensitivity area
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Figure 5.15: Impact of burst size on the access collision rate
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In Figure 5.15, we show the access collision rate as a function of the number of
OFDM symbols and for different numbers of mini-slots (4, 6, 8, 10, 12). We can observe
from this figure that the access collision rate decreases as the number of symbols and
mini-slots increases. We also note that 3 OFDM symbols are sufficient to obtain
a nearly optimal detection. Moreover, it is clear that n = 6 of active signaling is
a good choice as it insures low overhead and an access collision rate of less than
1%. As described before, the active signaling process also provides a priority scheme
for emergency messages such as Decentralized Environmental Notification Messages
(DENMs [68]). These messages are usually classified into four categories according
to their priority. Thus, a signaling length of n = 8 is more suitable, in order to take
into account this requirement (2 bits will be left to code up to four priority levels).
In Figure 5.16, we plot the access collision level versus SNR (in dB). We can note

from this figure that the access collision level remains acceptable up to —10dB.
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Figure 5.16: Impact of SNR on the access collision

During a mini-slot, if a false alarm is detected, the slot can be left without any
competitor selected to transmit. This observation can explain why the access collision
rate decreases for a high value of this parameter, as we can see in Figure 5.17.

We can observe from the results presented in this section that AS-DTMAC can

maintain a good performance even when the signal is ten times smaller than the
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Figure 5.17: Impact of Py, on the access collision

noise. These results also explain the choice of GLRT, because ED gives a very high
probability of error. In [6], we have shown that AS-DTMAC significantly reduces
the average access time with 9 mini-slots of duration equal to 225us. The study that
we established in this chapter has demonstrated that 3 OFDM symbols are enough
to insure a very low access collision rate. Thus, we can conclude from this study
that 4.8us of mini-slot duration (i.e, 3 x 1.6us) is sufficient to make the AS-DTMAC
protocol work well with a low access collision rate. Moreover, optimizing the duration
of a mini-slot (82% smaller than the value used in [6] by taking into account the guard
interval) will significantly reduce the overhead of this mechanism as well as providing
a better throughput rate as the duration of the payload part of the packet in the

active signaling mechanism will be increased.

5.6 Conclusion

In this chapter, we first presented an extension of our previous analytical model in
order to study the performance of the AS-DTMAC protocol. To make our analytical
model as complete as possible, we introduced error into the model during the selection

process. We defined two kinds of error that can occur in the detection process: vehicles
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can miss a transmission or sense a false transmission. With the first kind of error, the
performance remains very good even with up to 5% of error, whereas in the second
kind of error, the selection process may end up with no transmission on the payload
slot, which is much more detrimental to the whole performance.

In the second part of this chapter, the exact definition of the signaling burst was
proposed with the computation of missed detection in the selection process, by using
a detection model based on GLRT. We estimate that the minimum length of preamble
required for the active signaling process is 3 OFDM symbols. We show that the active
signaling part of the slot in AS-DTMAC must encompass 8 mini-slots and thus the
signaling burst will last 4.8us. This proposed configuration will optimize the time
left for the payload part of the packet, resulting in increased throughput compared to
that proposed in [6]. This study takes into account the structure of the physical layer
of the current IEEE 802.11p standard, making it well-suited to the next generation
of IEEE 802.11bd proposal. In the next chapter, we focus on the issue of combining
AS-DTMAC with another radio technology and, in particular, we show analytically
how our protocol can coexist with the IEEE 802.11p standard.
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6.1 Introduction

Advanced vehicular applications such as autonomous driving are leading to a new
evolution in vehicular radio access technologies. The Task Group BD on the Next-
Generation V2X (NGV) have defined IEEE 802.11bd as the new standard for the
DSRC. Notwithstanding its promising performances in terms of high reliability, low
latency and high throughput, the design must also respect certain specifications, such
as coexistence, interoperability, and compatibility with the previous standard. In this
chapter, we study how the IEEE 802.11p protocol could coexist with our TDMA-
based MAC protocol named AS-DTMAC, which we have proposed to control access
in VANETSs. We carry out several analyses to show that the two protocols can coexist
when both are operating simultaneously on the same network (see Figure 6.1). We
also propose a modification of AS-DTMAC to handle the situation where both IEEE
802.11p and AS-DTMAC have to send urgent packets.

We compute two metrics related to this coexistence. The first one represents the
probability that an IEEE 802.11p packet will interfere in the selection process of AS-
DTMAC, while the second one refers to the waiting time for an AS-DTMAC vehicle to
access the channel. The remainder of the chapter is organized as follows. Section 6.2
explains the coexistence between the IEEE 802.11p protocol and AS-DTMAC and
derives performance metrics related to this coexistence. Section 6.4 concludes this

chapter.

AS-DTMAC

=~ 802.11p
-

Figure 6.1: Coexistence scenario of AS-DTMAC with IEEE 802.11p
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6.2 Coexistence of AS-DTMAC and IEEE 802.11p

We start by studying the general behavior of the two protocols when they coexist.
That is the focus of Section 7.2.1. In Section 6.2.2 we determine the possible in-
teraction in the AS-DTMAC selection process. Then we study the waiting time of
AS-DTMAC after the beginning of an IEEE 802.11p transmission. This task is the
subject of Section 6.2.3.

6.2.1 Behavior of the two protocols in coexistence mode

The IEEE 802.11p protocol is a CSMA/CA carrier sense-based protocol and thus
coexistence with another protocol is possible. When an IEEE 802.11p vehicle senses
a busy channel, it waits for the end of the transmission and then, after a given idle
time interval, it sends its packet. If AS-DTMAC packets are sent in the channel,
the IEEE 802.11p vehicles will wait for an empty slot to start their transmissions.
Thus, on the one hand the IEEE 802.11p can coexist with the transmission of AS-
DTMAC packets. On the other hand, if an AS-DTMAC transmission has started on
a given slot, the selection procedure will continue even if IEEE 802.11p vehicles try
to send packets, as we will show more precisely in the next sub-section. In fact, the
interference of an IEEE 802.11p transmission in the AS-DTMAC selection process
is very unlikely. Equally importantly, AS-DTMAC will not affect the IEEE 802.11p
transmission. With active signaling, AS-DTMAC will rapidly detect an IEEE 802.11p
transmission during the sensing interval of the selection phase. Thus the interference
produced by AS-DTMAC will be of short duration and the IEEE 802.11p transmission
is likely to remain successful even if there is some interference by short transmission
bursts.

When a slot initially reserved by a vehicle using AS-DTMAC is used by another
vehicle (thus, in principle a vehicle using IEEE 802.11p) we propose to use AS-
DTMAC on the coming slot of the synchronous frame using a greedy approach and
to maintain the slot reserved on the next frame of the AS-TDMAC protocol. If the
load of the IEEE 802.11p vehicles is not too high, there is a high probability that the
AS-TDMAC vehicle will recover its slot on the next frame of AS-TDMAC.

If we suppose that the load of the IEEE 802.11p vehicles is high then the reserva-
tion protocol of AS-TDMAC can be seriously affected by the IEEE 802.11p traffic. In
this case we propose to use AS-TDMAC in a fully asynchronous mode. The protocol

will operate completely asynchronously. At the arrival of one packet in a vehicle, the
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radio modem will sense the channel. If the channel is idle the packet is sent with the
active signaling sent as a preamble to resolve any possible collision. If the channel
is busy, the node senses the channel until it is free and then sends the packet, also
sending the active signaling bursts before the transmission. At high loads, we observe
that the AS-DTMAC protocol preempts the channel to IEEE 802.11. This can be ex-
plained by the generalized CSMA scheme embedded in AS-DTMAC, which is a more
efficient access scheme than the simple CSMA backoff technique of IEEE 802.11p.

6.2.2 Interaction of IEEE 802.11p in the AS-DTMAC selec-

tion process

The model we assume is that an AS-DTMAC node starts its transmission at the
beginning of a slot, and we also assume that at the beginning of the slot there is no
IEEE 802.11p transmission present. The IEEE 802.11p nodes can interfere with the
AS-DTMAC transmission if an IEEE 802.11p packet can start during the listening
period of the selection phase of the AS-DTMAC transmission. We know that the
IEEE 802.11p protocol starts sending a packet after sensing that the channel has
been continuously idle for an inter-frame period (DIFS) plus possibly the backoff
time.

To give an idea of how this works, we use the following values DIFS=58us and we
assume that the mini-slot time of the selection process of AS-DTMAC is of the same
duration as a short inter-frame in IEEE 802.11p (SIFS), thus this duration is 13us.
A duration greater than or equal to DIFS will exist in the AS-DTMAC selection
process if a listening interval of at least a = [gﬁ:g
the AS-DTMAC selection bursts. This is a necessary condition for IEEE 802.11p to
interfere with an AS-DTMAC transmission!. We suppose that n is the number of
AS-DTMAC contending vehicles. The probability P, that an IEEE 802.11p node can
interfere in the AS-DTMAC selection process is thus

| consecutive SIFSs occurs in

P, =1/2"

DIFS
SIFS

This probability P, is given below for [ | = 5 which corresponds to the figures

we has chosen:

n 1 2 3 4
P.|31e?|97e* | 3.0e® | 9.5e77

1'We omit the backoff time of IEEE 802.11p
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We observe that this probability is very small, thus the IEEE 802.11p protocol is very
unlikely to interfere in the AS-DTMAC selection process if the IEEE 802.11p trans-
mission has not started previously, even if an AS-DTMAC stable mode is established
where most of the nodes already have a reserved slot in the AS-DTMAC frame. In
this condition we have n = 1. Moreover, in the previous computation we ignored
the backoff time of IEEE 802.11p, thus the probability of an IEEE 802.11p packet
interfering with AS-DTMAC is less than 3.1e72.

In the next section we study the waiting time of AS-DTMAC if an IEEE 802.11p

transmission has started.

6.2.3 Waiting time for AS-DTMAC after the beginning of
an IEEE 802.11p transmission

We adopt the following simplified model. The IEEE 802.11p transmission traffic is
a Poisson distribution of rate \. We suppose that the duration of an IEEE 802.11p
packet is one unit and we include in this duration the packet itself and the duration
of the MAC overhead: inter-frame and possible backoff. If the IEEE 802.11p activity
is such that the inter-frame between the IEEE 802.11p does not coincide with the
beginning of the AS-DTMAC slots, the IEEE 802.11p will block the access of the AS-
DTMAC packets. We will assume that to be the case in the following development
where we evaluate a busy period of IEEE 802.11p packets.

To carry out such a task, we use the M/D/1 queue model. With our assumptions,
the duration of the busy period of IEEE 802.11p packets is exactly the duration of
the busy period of the M/D/1 queue. It is possible to compute the Laplace transform
B(s) of the density of the busy period of the M/D/1 queue noted f(t).

For s such that R(s) > 0, 5(s) is equal to the root with the smallest absolute value
in z of the equation:
z =exp(—s — A1 — z2)).

We can introduce the Lambert function which is denoted by W (-) and we have z =
we” <= w = W(z). With this function we can easily show that the Laplace

transform of the busy period is:

5ls) =~y W(-Ae ).

If we note by X the duration of the busy period for the M/D/1 queue, and g(z) =
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Py(X > x) f f(t)dt (z is the busy period in time units, in other words the
waiting time for the AS-DTMAC packet), the Laplace transform of g(z) is

L= F(s) _1-6(s)

S S

G(s) =

Since it is not possible to recognize in G(s) the Laplace transform of some known
functions, we have to rely on numerical techniques. We use the well-known inverse

formula named the Bromwich-Mellin transform and we have:

oo 1 c+1i00
Fp) = / ()t = f(t) = —/ ¢ F(5)ds
0 2w c—100
where ¢ is a real number such that all the singularities of F'(s) have a real part that

is smaller than ¢. We can show using the prevision formula and [76] that for A > 0:

=55 S(e()
e (6.1)
- e M g((2k + 1))

1—e 4
Thus ¢(t) can be approximated by g, (¢) with :

oA/2

)
)

k=1

(6.2)

The sequence g, (t) is usually an alternate sequence and so it is useful to consider an
acceleration technique. It is shown in [76] that the Euler summation is generally a

good choice. Thus, we use the following approximation:

g(t) =~ zm: (Z) 27" gngm(t) (6.3)

0

B
Il

In our numerical result we use A =18, n = 11 and m = 10 as in [76].
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6.3 Results

In Figure 6.2, we show the distribution function of the busy period for A\ = 0.2.
This busy period corresponds to the waiting time for an AS-DTMAC packet which
is waiting to access when IEEE 802.11p packets are being sent. As expected, we
observe a step function that comes as a result of the transmission time of 1 unit (u).
In Figures 6.3, 6.4 and 6.5 we show the distribution functions of the busy period for
A =0.4,0.6 and XA = 0.8, respectively. We look for the smallest duration 71" for which
the probability is less than 0.05 that the waiting time for a free channel exceeds T
In other words, T" will give for AS-DTMAC the maximum access delay to the channel
with a priority greater than 0.95 when a Poisson traffic of load A is using the IEEE
802.11p access protocol. For A = 0.2 we obtain T' = 3, for A = 0.4 we have T' = 5, for
A = 0.6 we have T'=9 and for A = 0.8 we have T' = 21. We observe that except for
a high load A = 0.8, the maximum waiting time remains small. If we need to reduce
this delay, we can adapt AS-DTMAC. Instead of using a synchronous access, we can
use AS-DTMAC in an asynchronous mode. In that case, AS-DTMAC will preempt

the channel, as shown by the evaluation in Subsection 6.2.2.

10——————1
I'J';:

0.8 4
0.7

0.6

0.5

Ph(X >1)

0.4

0.2
0.1
) 1 2 3 4

t[u]

Ly

Figure 6.2: Distribution function of the busy period Pb(X > t) for A = 0.2, ¢ is in

time unit (u).
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In Figure 6.6, we show the average waiting time for AS-DTMAC packets versus
the channel load. This result is deduced from the distribution function of the busy
period for each A. As we can see this delay remains reasonable up to load A = 0.8,
which shows the good performances of the AS-DTMAC protocol.

10—

0.5

Pb(X > t)

LA
o 4

1 2 3 4

t[ul]

Figure 6.3: Distribution of the busy period Pb(X > t) for A = 0.4, t is in time unit

(w).

6.4 Conclusion

We have shown that the contention-based IEEE 802.11p protocol can coexist with
the contention-free AS-DTMAC protocol. We have studied the probability that an
IEEE 802.11p transmission can interfere with the AS-DTMAC selection process and
preempt an AS-DTMAC transmission. This probability is very small, indicating, on
the one hand, that an AS-DTMAC transmission is very unlikely to be preempted by
an [EEE 802.11p transmission On the other hand, when IEEE 802.11p transmissions
are established, the AS-DTMAC, being a TDMA system, can not in principle preempt
the transmission. We have studied the distribution of the waiting time for an AS-
DTMAC user to be able to access the channel. We have shown that, if needed,
AS-DTMAC can possibly preempt the flow of IEEE 802.11p transmissions if AS-
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Figure 6.4: Distribution of the busy period Pb(X > t) for A = 0.6, ¢ is in time unit
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10

Average Waiting Time (u)

Figure 6.6: Average waiting time for an AS-DTMAC packet

DTMAC operates asynchronously. In this case, the AS-DTMAC user has only to
transmit just after the IEEE 802.11p transmission. If we use this operating mode,
AS-DTMAC has priority over IEEE 802.11p transmissions. Moreover, the first bit of
the transmission key in AS-DTMAC allows one to prioritize access for AS-DTMAC
users.

In the three previous chapters, the active signaling mechanism has shown its ability
to prevent collisions between vehicles trying to access the same resource. In the next
chapter, we extend our AS-DTMAC protocol to support multi-hop communication
and we propose an efficient cross-layer design for multi-hop broadcast of emergency
warning messages in vehicular networks based on the active signaling mechanism.The

proposed protocol is called AS-DTMAC Multihop.
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7.1 Introduction and motivation

Safety applications impose stringent requirements in terms of QoS, given the need to
achieve bounded delays and reliable communications. Guaranteeing high QoS is an
major challenge in VANETS due to the high mobility of nodes, frequent changes in
network topology and lack of a central control. In order to satisfy these requirements,
therefore, it is necessary to have a QoS model provisioning. Moreover, different layers
should cooperate to make correct routing decisions. An efficient MAC is required to
provide a broadcast service that respects the necessary requirements. Contention-free
MAC protocols based on the TDMA technique provide considerable benefits, such as
collision prevention [22]. Since central coordination is absent in a VANET topology,
the propagation of a safety messages to the set of vehicles must be relayed through
multiple relay vehicles. Furthermore, building a new multi-hop broadcast scheme of
emergency messages seems difficult due to the very nature of VANETSs. Many MAC-
aware routing and broadcasting protocols have been designed in order to provide
multi-hop communications and disseminate safety messages in a timely manner. In
this chapter, we present a cross-layer design for multi-hop broadcast of emergency
warning messages called AS-DTMAC Multihop. Our approach mixes MAC and
routing layers together for an efficient dissemination by selecting the best relay based
on the AS-DTMAC protocol [6,7], which uses an active signaling technique to
eliminate the problem of access collisions during the slot assignment process. In
AS-DTMAC Multihop, we adjusted the active signaling process to let the furthest
vehicle acquire the dedicated forwarding slot and thus to speed up the dissemination
of warning messages.

The remainder of this chapter is organized in 3 sections. The next section 7.2, we
present our message broadcast cross-layer solution by presenting first the proposed
MAC strategy and then the forwarding strategy. In Section 7.3, we evaluate the
performance of our protocol by presenting simulations results. Finally, in Section

7.4, we conclude the chapter.

7.2 Cross-Layer solution for emergency messages

multi-hop dissemination

Cross-Layer design is an emerging proposal to support flexible layer approaches in

VANETSs [82]. As described above, the recent ongoing research has shown increased
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interest in protocols that rely on interactions between different layers. In this chapter,
we propose to exploit the relation between MAC and network layers, in an effort to
improve the performance of the Multi-hop Broadcast of DENM in Vehicular Networks.
We propose the idea of combining an approach based on a MAC layer protocol named
AS-DTMAC with a forwarding strategy. Figure 7.1 represents the general architecture
of our message broadcast cross-layer solution. In this section, we first focus on the

MAC protocol principle and then we describe the forwarding strategy adopted.

AS-DTMAC Multihop

Game Composition\

- Normal_slots
 EMFSlots
N %

Figure 7.1: AS-DTMAC Multihop Architecture.

7.2.1 MAC Strategy

As shown in Figure 7.2, frame composition in AS-DTMAC Multihop is slightly differ-
ent from that of AS-DTMAC [6]. In AS-DTMAC Multihop, each frame is composed of
100 slots and it is divided into three sets denoted as S0, S1 and 52, corresponding to
three successive zones. AS-DTMAC Multihop defines two types of slots: Normal_Slot
and Emergency_Message_Forwarding_Slot or EM F _Slot. Normal slots are used by
each vehicle to send data, as in AS-DTMAC. However, EM F _Slots are special slots
dedicated, by AS-DTMAC Multihop, to forwarding emergency messages. In each
frame, three slots, namely the first slot of each set S; (i.e. Sloty, Slotsy and Slotgr),
are defined as EM F _Slots. This choice can be explained by the fact that emergency
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messages are time-sensitive, hence choosing the first slot in each set to forward them

will speed up warning message dissemination.

One TDMA Frame
o

r
w

- W
w

ol

o 3

52

il
w
.
w

Emergency_Message_Forwarding (EMF) Slots

Figure 7.2: AS-DTMAC Multihop Frame.

As illustrated in Figure 4.3, whether normal or EMF, a slot is usually formed by
two time intervals. The first one, is dedicated to the selection process. However, the
second is held by the winner of the competition to transmit its payload packet. In the
first interval, a random binary key is generated by every node to compete for a slot.
Hopefully, at the end of the time interval, only one node will remain as the winner.
The key is a succession of bits (0,1). "1’ means that the vehicle with a packet to send
will transmits during the signaling bursts. '0’ means that the vehicle with a packet
to send senses the channel during this mini-slot. When a vehicle selects a listening
period and senses a transmission, the competition to get the slot is over. For instance,
a vehicle that draws the key ‘01001110" will listen during the first mini-slot and if
no competing transmission is sensed during this mini-slot, it will transmit during the
next mini-slot. The following two steps of the selection process in our example, will
be two listening periods. The selection process continues using the same rule until

the key is completely used up.
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Figure 7.3: Forwarding Strategy Flowchart.

7.2.2 Forwarding Strategy

Given the high sensitivity of emergency messages to delay constraints and collisions,
it is crucial to propose an efficient multi-hop dissemination scheme that avoids these
problems. Since the active signaling technique solves the collision problem, our for-
warding strategy is based on an adapted version of the Active Signaling-DTMAC
protocol.

As shown in Figure 7.3, when a source node, Sy, detects a warning event it
has to broadcast an emergency message. Vehicle Sy sends the message during its
reserved Normal_Slot. All nodes that receive the message and that are located
behind the sender: situated in the sender’s zone or in the adjacent one (in the sender’s
transmission range), will compete to forward the received emergency message to other
vehicles during the EM F_Slot. To avoid access collision on this slot, each vehicle
generates a binary key based on the distance that separates it from the sender. The
key is composed of mini-slots. As explained in the previous section, these mini-slots
take the value 1’ or '0’. ’1’ means that the node is in a transmission mode and
0’ means that the node is in a listening mode. The forwarding strategy consists of
selecting the best next relay from the list of vehicles that have generated keys. The
winner node will forward the message to the rest of the nodes situated in the opposite

direction of the sender vehicle in order to propagate the message as far as possible.
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Figure 7.4: Forwarding Strategy.

In practice, the winner is always the furthest vehicle from the transmitter. This
is counted as a benefit in terms of packet propagation since the emergency message
will be quickly broadcasted and the danger will be avoided. The transmitter sends a
message in its own slot reserved in the set dedicated for the zone to which it belongs.
So, the forwarding will take place in the first slot of the next set.

To give a clearer idea of our forwarding strategy, we consider the example shown in
Figure 7.4. In this example, the sender, which is the red vehicle, sends an emergency
message during its slot (slot 8). In this case, the competition and the first relay of
the message will take place in the slot 34. The black vehicle (which is the furthest
vehicle) is the winner of the competition and it will forward the message to the other
nodes. The same process will be repeated in the next hop until all vehicles have been

informed of the potentially dangerous situation.

7.3 Performance evaluation

We evaluate the performance of AS-DTMAC multihop protocol based on the following

metrics:

e Latency: this defines the time between the first broadcast of the message and

the time of its reception by the last vehicle on the road.
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‘ Floodi‘nq ——
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Figure 7.5: Latency versus channel occupancy for AS-DTMAC Multi-hop and Flood-
ing with SSD=20 and error bar (95% confidence interval).

e Packet Loss: as shown below in the equation, the packet loss percentage
defines the number of lost packets that are not received, divided by the total
number of packets that should be received. The formula to compute the packet

loss is defined as follows:

_ Number of Lost Packets
Packet LOSS(%) ~ Total Number of Packets

e Number of Forwarders: this metric defines the number of forwarders (relays)

needed to relay a message.

e Used Bandwidth: the used bandwidth metric represents the total number of

packets received by vehicles.

Now, We move on to the Packet Loss metric. Figure 7.7 presents the packet
loss versus OA in percent. The error bars are for a 95% confidence interval. It is
clear that AS-DTMAC Multihop has 0% of packet losses, whereas in Flooding we
find a considerable packet loss rate that can reach more than 80% in high traffic level
density conditions. As we have explained above, in the Flooding mechanism, every
vehicle that has received the message will attempt to forward it and this will cause a

high interference in the Flooding scheme. As a result, many packets will be lost.
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Figure 7.6: Latency versus channel occupancy for AS-DTMAC Multi-hop and Flood-
ing with SSD=30 and error bar (95% confidence interval).
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Figure 7.7: Packet Loss versus channel occupancy for AS-DTMAC Multi-hop and

Flooding with error bar (95% confidence interval).



7.3 Performance evaluation 107
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Figure 7.8: Number of forwarders versus channel occupancy for AS-DTMAC Multi-
hop and Flooding with SSD=20 and error bar (95% confidence interval).

We now evaluate the Number of Forwarders metric. In Figure 7.8 and Fig-
ure 7.9, we show the number of forwarders needed for each approach (AS-DTMAC
Multihop and flooding) to warn of an emergency event versus OA. Figure 7.8 rep-
resents results with a SSD equal to 20 (km/h) while Figure 7.9 with a SSD equal
to 30 (km/h). As we can see, AS-DTMAC Multihop requires fewer resources, this
will reduce the channel occupancy. In contrast, the flooding technique uses more
resources because all the vehicles that received the packet will attempt to forward it.

We move on to the Used Bandwidth metric results. In Figures 7.10 and 7.11,
we plot the used bandwidth versus OA for both AS-DTMAC Multihop and flooding.
This metric, represents the total number of received packets. In flooding, we notice
that it provides a high value compared to AS-DTMAC Multihop. In our approach,
at every hop, only one winner vehicle will relay the packet to its neighbors, whereas
in flooding every receiver will relay the packet and thus vehicles could receive the
packet several times.

Finally, we compare the dissemination delay achieved by AS-DTMAC Multihop
and Flooding to the estimated delay. We begin by deriving an analytic expression
of the estimated delay. As illustrated in Figure 7.12, to deliver an emergency mes-
sage from Vi to Vj, one frame is sufficient. In fact, the message is relayed 3 times

(ng + n1 + ny = 7slots = oneframe). Based on this information, we derived an ana-
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Figure 7.9: Number of forwarders versus channel occupancy for AS-DTMAC Multi-
hop and Flooding with SSD=30 and error bar (95% confidence interval).
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Figure 7.10: Used Bandwidth versus channel occupancy for AS-DTMAC Multi-hop
and Flooding with SSD=20 and error bar (95% confidence interval).
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Figure 7.11: Used Bandwidth versus channel occupancy for AS-DTMAC Multi-hop
and Flooding with SSD=30 and error bar (95% confidence interval).

lytical formula to compute the estimated delay needed to deliver a message from
a source i to a vehicle j separated by such a distance. As defined in [39], the ED is

defined in the equation as following:

Dist; ;
TN sy (7.1)

ED =
3*x R

Where 1, j, R, 7, Dist; j and sq4 are respectively the sender, the receiver, the transmis-
sion range, the length of the frame, the distance between the sender and the receiver
and the duration of the slot.

Figure 7.13 presents the estimated delay to propagate a packet from a source to
a receiver versus the distance between them.

We can observe from this figure that AS-DTMAC Multihop can provide a shorter
delay than the estimated one. This can be explained by the fact that the forwarder
will send in one of the reserved slots of forwarding (Sloty or Slotsy or Slotg;). The
delay will depend on the vehicle’s position (following the AS-DMAC Multihop scheme:
vehicles can access only the set of slot of their area): they can reserve at the beginning,
at the middle or at the end. However, due to the interference in the flooding approach,
the forwarding operation may not occur in the same frame. If this happens, a vehicle

will relay on the next frame. This hypothesis can explain the results obtained.
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Figure 7.13: Estimated Delay versus distance for AS-DTMAC Multi-hop and Flood-
ing with SSD=30 and error bar (95% confidence interval).
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7.4 Conclusion

Due to the dynamic topology, lack of infrastructure and restrictive requirements of
VANET technology, it seems clear that designing a protocol for disseminating safety
messages in a fast and efficient way is by no means a simple task. This is why, in
this chapter, we have proposed an original message forwarding strategy called AS-
DTMAC Multihop for broadcasting DENM messages from a source vehicle to the rest
of the vehicles through multiple relays. Our approach uses the vehicles’ geographic
positions and it is based on the MAC protocol AS-DTMAC. Furthermore, it uses the
active signaling technique in the relay selection process in order to choose the best
forwarder at each hop. Simulation results showed that our approach performs much
better than flooding by providing lower values in terms of latency, bandwidth used,

number of forwarders, packet loss and estimated delay.
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8.1 Introduction and motivation

Nowadays, our highways are becoming increasingly congested. For the best traveling
experience, I'TS aim to optimize road utilization and traffic management. To ad-
dress congestion issues, conventional vehicle systems for traffic flow like the Adaptive
Cruise Control (ACC) are not sufficient. This system automatically adjusts a vehi-
cle’s speed based on information from vehicles ahead. A more dynamic regulation
strategy requires a cooperative system which will provide more information on the
positions, speeds and accelerations of neighboring vehicles. Thanks to these cooper-
ative systems, new vehicular applications can be established (an example of such a
system being Cooperative Adaptive Cruise Control (CACC)). Platooning is one of
the best-known applications that can enhance road capacity.

A Platooning application involves a robust control with an efficient communica-
tion strategy. Due to high QoS requirements in terms of update frequency (at least
10Hz) with a recommended transmission latency of 20 ms and a reliability of 99.99%,
researchers are looking to combine more than one communication technology. In
the literature, many communication strategies have been proposed. To achieve low-
latency and ultra-reliable communication, an additional vector of communication is
required since relying only on the RF link, as we developed in Chapters 1, 2, 3, 4
( 6] [7] [59] [60] [61]), may not be sufficient. With a very high number of nodes,
there is a risk of reaching the full capacity of the channel and, if that occurs, some
nodes will be unable to communicate with the rest of the network. In such a case,
V-VLC is a potential technology that could assist RF communication. However, V-
VLC in outdoor environments faces a number of challenges due to mobility, weather
conditions and ambient light [9]. Nonetheless, it provides a large free spectrum at
a relatively low cost as the Light Emitting Diodes (LEDs) are already embedded in
modern vehicular light systems [9].

Our goal is twofold: first, to show that our new RF design is able to support
platooning applications (to our best knowledge, we are the first to propose a radio
technology based on a fully distributed TDMA which meets the QoS requirements
necessary for platooning communication). Secondly, we set out to test the maturity
of the V-VLC standard in large-scale simulations for dynamic V-VLC scenarios such
as platooning in the presence of interfering vehicles. For this, we have chosen to use
a simulator based on a fairly realistic empirical model that takes into account the
impact of the type of vehicle (the features of this framework are explained below).

This study helps us to determine whether light links are sufficiently stable to be used
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in place of radio links, or whether we should use both communication links to improve
the overall reliability.

The remainder of this chapter is organized as follows. In Section 8.2, we discuss
and prove analytically the capacity of our new radio design to support a platooning
application. For this task, we select suitable metrics, namely average access time and
path loss (under NLOS conditions). In Section 8.3, we show the performance of the
V-VLC link in the presence of disturbing vehicles. We evaluate the PDR for various
network conditions, different headlight modules (provided by Veins VLC [109] [110])
and speeds. We also compare the performance between RF and VLC in terms of

PDR and delay. Finally, in Section 8.4, we conclude the chapter.

8.2 Performance analysis of AS-DTMAC for pla-

tooning control

Following the AS-DTMAC scheme described in Chapter 4 and Chapter 5, a vehicle
loses its slot when it changes zones (see Figure 8.1: R equals the transmission range).
Thanks to the active signaling mechanism, reserving another slot in the new area will
take only a few milliseconds. Now, considering a platooning scenario, the members
of the platoon are considered as a single entity. Therefore, in order to maintain
communication between the leader and the followers, all platoon members must be
allocated a slot in less than 100ms (platoon update rate), otherwise, data are lost
and this can affect the platoon’s stability.

We assume that we have n vehicles in the platoon and we wish to compute the
average time needed for all the members of the platoon to obtain a slot in the new
area, thus in a new DTMAC frame. We assume that the slots in the new areas are
occupied with probability A and free with probability 1 — XA 1. We also assume that
the free slots are obtained by AS-DTMAC in a greedy mode (the first slot available is
reserved by a vehicle with AS-DTMAC without any collision since the collision rate
is extremely small). We note by

Ii,I + Is,...,I1 + Iy + - - - + I, the slots successfully obtained by the vehicles in
the platoon. The probability that I} = v1,l5 =iy, ... [, =1, is

(1= N1 = X)A2 . (1= AN (8.1)

IThis is a simplified model for AS-DTMAC which assumes that the DTMAC frame is infinite
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Figure 8.1: Platoon scenario with RF based on AS-DTMAC

and the total time needed for all the nodes to obtain a slot in the next frame is

The average time required for all the nodes to obtain a slot is thus
E(l+L)+QQ+ L)+ + 1+ 1) +(1+ 1)) (8.2)

where I/ means the expectation on all the possible events.

But all the I; with j € 1,2, ..., n are independent with the same law and we have:

n

E(l+hL)+--+(1+1L)=nE(Q+1L)= Y

(8.3)
We also have

n—14+p
n—1

P((n+ 1+ + 1, =p) =< >Ap(1 A (8.4)

Thus we can easily compute the distribution of n + Iy +--- + I,,.

In Figure 8.2, we plot the probability that the last slot successfully reserved by
a platoon of 10 vehicles is at most slot number N. We observe that unless there is
a high load, the reservation stops before the end of the AS-DTMAC frame, whose
duration is 33 slots.

In order to further investigate the capacity of our new radio technology design
to support the platoon application, we analyze the connectivity between platoon

members in fading channel conditions, and under our active signaling mechanism.
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Figure 8.2: Probability of a platoon of 10 vehicles completely reserved before slot
N+1

V2X applications operate on the 5.9GHz bandwidth, and the platooning appli-
cation requires a safety distance (d) between platoon members of between 10m and
30m. We can consider that d >> A (X here refers to the radio wave length) and thus
we use statistical models to take into account the fading effect (including the random
channel gain and random phase shift). The following formula gives the path loss with

channel fading:

PL(d) = 10 %y x log(d/dy) + PLo(do) + X (8.5)

X is a zero mean complex normal distribution variable with standard deviation o.
The ~ is the path loss exponent. The values of o and ~ were taken from [111].
AS-DTMAC uses the physical layer of the IEEE 802.11p thus the RX sensitivity is
-85dbm (add modulation scheme) [112]. In a previous study [59], we determined the
detection threshold for the AS-DTMAC transceiver: dbm. The following results were
obtained by using the Monte-Carlo simulation.

Figure 8.3 shows the probability of correctly detecting and decoding (P;) a packet
under fading conditions versus the distance between the transmitter and the receiver.

From this curve we can see that up to 150 m, 100% of packets are received correctly.
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Figure 8.3: Probability of detecting & decoding versus RX-TX vehicle inter-distance

Beyond this value, the P, gradually decreases as the distance increases. In Figure 8.4,
we vary the variance (o) of the fading (the sweep values were taken from the reference
[113]) and show their impact on P,;. We plot four curves, each one corresponding to
a particular distance (150 m, 170 m, 190 m, 210 m). The results show that there is
an impact of this parameter on the detection: by raising o, the probability decreases;
however, the probability decreases more rapidly when the distance grows. Finally, in
Figure 8.5 we vary the path loss exponent (y) from 2.2 to 3 [113]. As we can observe,
this last parameter also has an impact on P,;. Furthermore, for each curve plotted,
we can see that the threshold to have 100% of packets moves with the distance (i.e.
the greater the distance is, the more the threshold moves to the left).

From this connectivity analysis, we can conclude that safe connectivity can be
achieved at a distance of 150 m. However, the above study (i.e. the probability of a
platoon having a completely reserved slot) shows that due to the AS-DTMAC scheme
we limit the platoon size to 10 vehicles with an assumed inter-vehicle distance of 10

m and a mean vehicle length of 4-5 m.
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8.3 Simulation results

The simulation tool for V-VLC used in this section is based on VEINS-VLC [109] [110].
This simulator uses an empirical model (i.e. it uses photometric data and thus takes
into account the NLOS component coming from the ground). As the data are col-
lected from a real headlight module, this radiation pattern includes the effect of a
high and low beam? in the headlight coming from real vehicular headlight modules.
These modules are from HELLA GmbH & Co. KGaA. Figure 8.6 summarizes
the integration of the empirical model into the VEINS framework (for more details
see [110]).

[VEINS VLC |

i 20 cmé
3

Figure 8.6: Summary of the integration of the empirical model in VEINS-VLC
(the images were taken from [110]): the measurements were done at the HELLA4&s
Lichtkanal company in a light channel room of dimension 145m x 11m. For the emis-
sions, a real pair of headlights module was used, whereas the receiver side uses two
PDs of type PDA100A placed at the same level as the license plate and the tail lights.

2The low beam in the headlight is to implement an asymmetric light distribution.
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Table 8.1: Simulation parameters

Parameter Value
PacketBytelength 1024byte
BeaconingFrequency 10Hz
Channel model veins-vlc
Car-Following-Model CACC
Bitrate 1Mbps

Disturbing vehicles speed 50-120km/h

8.3.1 V-VLC performance with the presence of interference

In this section, we show the impact of interference on the performance of visible
light communication in a vehicular platoon. Our study focuses on the vehicles that
are arriving in parallel to the platoon’s lane. When there is packet in the channel
transmitted between the platoon vehicles, the channel is disturbed by the light of
these arriving vehicles. This will continue to be be the case until all the disturbing

vehicles have overtaken the platoon (see Figure 8.7).

Figure 8.7: A highway scenario with a platoon in the lower lane, the other lanes are

for connecting vehicles.

Figure 8.8 shows the Packet Delivery Ratio (PDR) versus the number of disturbing
vehicles. We plot different curves, each one using a particular model available on
the market (LbSedanl, LbSedan2, Lbsuvl, HbSedan2, HbSedanl). All the curves
decrease as a function of the number of disturbing vehicles. As we can observe, the
interference caused by the vehicles’ lights has an important impact, particularly for
high numbers of disturbing vehicles (for 100 disturbing vehicles: 40% of the packets
are lost). We also see that the types of vehicles in platoon impact the PDR and the

difference can reach 10% for high densities.
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Figure 8.8: V-VLC PDR versus number of disturbing vehicles: Simulation time =
116s; platoon size = §; platoon inter-vehicle distance = 10 m; Disturbing vehicles’

speed = 100 km/h ; Platoon vehicles’ speed = 15 km/h.

Figure 8.9 shows the impact of the speed of disturbing vehicles on the PDR. We
vary the speed between 50 km/h to 120 km/h, and we plot three curves for 40, 70,
and 100 disturbing vehicles respectively. The results show that the PDR is better
when the speed increases. In fact, the greater the speed of the disturbing vehicles,
the shorter the interference time is, which results in a better PDR.

Figure 8.10 shows the impact of platoon vehicle inter-distance on the PDR. We
vary the distance between 10 m to 40 m, and we plot three curves for 40, 70, and 100
disturbing vehicles respectively. The results show that the PDR is better when the
communication is under 10 m. In fact, beyond 10 m, the PDR decreases rapidly until
reaching a communication distance of 25 m, then the PDR becomes more stable for

all curves.

8.3.2 Performance comparison between V-VLC and RF

In this section, we discuss and compare the performance of RF and V-VLC in terms of
PDR and delays. We consider the same scenario as in Figure 8.7 extended by a parallel

lane for vehicles moving on the opposite side. As concerns VLC propagation, only the
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Figure 8.9: V-VLC PDR versus disturbing vehicle speed: Simulation time = 208s;
platoon size = 8; platoon inter-vehicle distance = 10 m; Disturbing vehicles’ speed =
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Figure 8.10: V-VLC PDR versus platooning vehicle inter-distance: Simulation time
= 116 s; platoon size = 8; Platoon vehicles’ speed = 15 km/h; Disturbing vehicles’
speed = 100 km /h; Headlight module = ”"HbSedan2”.
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two lanes near the platoon lane will have an impact on the performance, the rest will
have no impact, whatever the density is. As described before, AS-DTMAC divides
the road into different zones, and each zone has a set of slots (about 33 slots per zone),
thus, the performance of the RF can be impacted when the number of vehicles rises
since more vehicles are reserving a slot and there is a risk of reaching the total resource
capacity. Figure 8.11 shows the delay for V-VLC versus platoon beacon packet length.
Obviously, the delay increases as the packet length increases. The delay varies from
1 ms to 9 ms for packets with lengths ranging from 100 to 1200 bytes. Moreover,
in a platoon, if, for example, the last member attempts to communicate with the
leader via V-VLC (see Figure 8.7), messages need to be forwarded via multihop
communication, which increases the latency. Thus, to respect the QoS requirements

of this application, the platoon size must be taken into consideration.
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Figure 8.11: V-VLC delay versus platoon beacon packet length

In Figure 8.12, we plot the PDR versus the number of disturbing vehicle for both
RF and VLC. As we can see in this scenario, RF is more reliable than V-VLC. In
fact, even for high numbers of disturbing vehicles, RF is not greatly affected (less
than 3% of packets are lost) whereas the PDR for V-VLC decreases more and more

(as explained above, this due to light interference).
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Figure 8.12: V-VLC and RF PDR versus number of disturbing vehicles

8.4 Conclusion

In this chapter, we showed the ability of our radio technology, based on AS-DTMAC,
to respond to the QoS requirements of the platooning application. We conducted
large-scale platoon simulations based on the Veins-VLC framework, which uses a
realistic V-VLC model. The simulation results showed the lack of maturity of this
technology compared to RF. However, V-VLC is still an excellent assistant technology
in the platoon use case. By highlighting the limitations of this technology, we will
challenge them in the future in order to achieve the full capacity of this technology
in terms of data rate, latency and inter vehicular distance. Finally, we compared the
performance of RF and V-VLC in the platooning scenario in terms of PDR and delay.

In conclusion, V-VLC is a good assistant technology to RF communication. It
provides a wide free spectrum with a relatively low cost. In the next chapter, we
carry out an analytical study to assess the benefits of combining VLC with our new
radio technology for the platooning use case. We also present a simple algorithm to
switch from the radio link to the VLC link, based on CAM information.
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9.1 Introduction

In this chapter we will assume that VL.C technology is available in some given vehicles.
Our aim is to show how this technology can be used in place of, or in combination with,
radio communication and to evaluate the gain if those vehicles use VLC instead of the
radio link. The main idea we put forward in this chapter is to assume that the vehicles
are randomly distributed with a given probability to encompass the VLC capability.
If some vehicles that are following each other have a VLC layer, they can create a
platoon where the vehicles in this platoon communicate using the VLC link - the
exception being the leading vehicle, which will continue to use radio communication.

The chapter is organized as follows. Section 9.2 outlines the background and
motivation. Section 9.3 explains our assumptions and how VLC links can be created
in platoons where vehicles are using a TDMA protocol. We present the protocol
that enables a switch between a radio link and a VLC link. We also propose several
operating modes: when the VLC links are used instead of the radio link, and when
VLC links and radio transmissions are used in combination in order to improve the
reliability of the network. In Section 9.4 we study the gain that is achieved by using
VLC communication. We will first compute the gain in the total channel load and
reduction in (radio) access collisions when the nodes in the platoon switch from a radio
link to a VLC link. When, on the other hand, VLC and the radio communication are
used in combination, we evaluate the improvement in packet delivery ratio. Section

9.5 concludes this chapter.

9.2 Background and motivation

We find two types of related work. The first concerns communication in VANETS.
The high mobility of nodes in these networks and the high variability of vehicle density
make it very difficult to ensure timely transmissions. Thus special mechanisms are
necessary to meet the stringent requirements of safety applications in VANETSs and
there have been several proposals of dedicated schemes for these applications. These
proposals present special techniques to handle radio communication and can even
combine the use of radio communication with VLC.

The second type of related work concerns VLC in the area of outdoor communi-
cation. Whereas indoor VLC is better established and can even reach a very high
data rate, outdoor communication, where the sunlight can produce unavoidable noise

for the communication, has been far less investigated. In this already challenging



9.2 Background and motivation 128

context, the mobility of nodes is an additional difficulty that must be dealt with.
Below we review some studies in this field.

In [83] the authors show that the communication system is a fundamental building
block to manage and maintain platoons of vehicles. To keep the system stable, strict
constraints in terms of update frequency and reliability must be met. To meet these
requirements, these authors develop a protocol that exploits synchronized communi-
cation slots as well as transmit power adaptation. The authors show that a combined
use of a slotted scheduling mechanism and transmit power control is highly beneficial
to ensure a timely transmission in the platoon, whereas dynamic approaches meant
for generic information dissemination are not adequate. The content of this arti-
cle confirms the idea that the communication within platoons must satisfy stringent
requirements and thus must be isolated in a given communication system.

VLC transmissions have mainly been studied for indoor transmissions without
mobility, and there are few studies that deal with outdoor transmissions, with or
without mobility. In [84] the authors demonstrate that VLC using a single type of
photodetector at the receiver can not establish a reliable link. The authors show that
photodetectors with complementary properties, in terms of optical spectral response
and field-of-view, are necessary to handle the wide dynamic range of optical noise,
for instance in the presence of sunlight and other unwanted light sources and with
mobile users.

The advantage of VLC communication is that it operates in point-to-point and
thus there is no sharing of the transmission media. This is in contrast to radio
communication where a Medium Access Control (MAC) scheme is required to share
the medium. The default technique used to perform this task is an adaptation of the
IEEE 802.11 standard to VANETS called IEEE 802.11p [3]. The underlying technique
is CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance) [86] in other
words the carrier must be sensed “free” before any transmission can be started. In
VANETS, the continuous and fast change of network topology due to high node
mobility, and the possibility of a high density of nodes make the proper functioning
of IEEE 802.11p in every condition tough and they also make the design of the
MAC more difficult [5]. To improve the performance of CSMA techniques, several
MAC protocols for VANETSs based on TDMA schemes have been proposed in the
literature [22] [29] [87] [88], each of them treating a particular problem in a specific
mobility scenario. However these techniques suffer from a lack of high reactivity

when an urgent packet is generated in the network. The access delay is of the order
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of magnitude of the TDMA frames. Recently a new proposal AS-DTMAC [6] has
been published which combines the advantages of a TDMA scheme but also allows
emergency messages to have a very low access delay. Moreover this protocol shows
a very low access collision rate. Such collisions occur when two nodes attempt to
reserve the same slot in the TDMA frame.

The contribution of this chapter is to show how VLC links can be used instead of,
or in combination with, a radio protocol. We chose AS-DTMAC as the radio protocol
used in combination with VLC. In this chapter we study the benefit of having VLC
communications combined with the AS-DTMAC protocol in terms of metrics such
as the radio bandwidth saved, the improvement in the collision rate on the radio

medium, and the improvement in packet delivery ratio.

9.3 Switching from radio transmission to VLC trans-

mission

We will assume that our vehicular network is composed of platoons of vehicles and
thus that communication is only required between successive vehicles. With such
an assumption, we can allow a car with VLC capabilities to use it instead of the
radio link. We assume that the VANET is organized in platoons and that all the
vehicles first use radio communication and AS-DTMAC to communicate. The idea
is to build a protocol that enables vehicles using the radio link to switch to the VLC
link whenever it is possible. To perform this task, we propose to use information
sent in the radio packets. If we assume that the vehicles send Cooperative Awareness
Messages (CAMs), we can add to these messages the vehicles’ VLC capability. If
a vehicle has front and rear VLC modems, it indicates this in the CAM messages
that it periodically sends. Thus when a vehicle receives the CAMs sent by another
vehicle, it can determine whether its neighboring vehicles, the one in front and the
other behind, are equipped with VLC modems. If so, the vehicles can start to send
their packets on the VLC interfaces: one to the front of the vehicle and the other
to the rear. We can assume that the radio links will be kept by the vehicles until
the VLC has been successfully set up by the vehicles. When the VLC links have
been tested, the vehicle can stop using radio transmission and communicate with its
neighboring vehicles using only the VLC link.

If the vehicles are not sending CAMs, then they can send special packets dedicated,



9.4 Performance of the network when the VLC is used 130

o ' vLC
. '
&

Figure 9.1: Switch to the VLC link

for instance, to the platoon management. In these packets, the vehicles will indicate
their GPS position and their communication capability : radio modem, VLC modems
front and/or rear. With such information, the vehicles can determine whether or not
their neighboring vehicles have VLC modems and if so, start their transmission with
them. Once these transmissions have been established they can stop using their radio
link. Figure 9.1 explains the transition from transmission using only the radio link
to a combination of transmission with radio and with VLC links. The algorithm to
switch from the radio to the VLC transmission is shown in Figure 9.2. The important
point to observe is that the vehicular network must first be setup. By analyzing the
CAM messages or messages for the platoon management a vehicle can determine
whether two neighboring vehicles are equipped with VLC modems. If that is the
case, then as soon as the VLC links of a vehicle have been established with its front

and rear neighbors, the vehicle can stop using radio transmissions.

9.4 Performance of the network when the VLC is

used

9.4.1 Gain in bandwidth

In the following, we evaluate the gain in bandwidth if the vehicles use VLC instead of

the radio link. We assume that the vehicles are equipped with VLC modems (front



9.4 Performance of the network when the VLC is used 131

Set up of the radio network

Y

Exploitation of the radio messages

Y

If the neighbors have VLC modems
VLC links are started

Y
If the VLC links are operational
the radio modern is turned off

Figure 9.2: Algorithm to switch from the radio to the VLC link

and rear) with a given probability p. We have to evaluate the number of successive
vehicles with VLC capabilities in a lane of a given road. If we have n successive
vehicles then n — 2 vehicles can switch from the radio modem to the VLC modem.

In the following figures, we assume that if a VLC link is available, it is used instead
of the radio link. In Figure 9.3, we present the gain in channel bandwidth when we
vary the percentage of vehicles with VL.C capabilities. We assume that the protocol
to switch from radio communication to VLC is finished and that the VLC links have
been set up without any failure. We define the gain as the percentage of vehicles that
can actually use the light links instead of the radio link. We simulate this gain on a
1 km section of road. We observe that the gain is very notable when the percentage
of vehicles equipped with VLC capabilities is greater then 50%.

In Figure 9.4 we present the channel load versus the vehicles inter-distance when
we vary the percentage of vehicles with VLC capabilities. The vehicles are on a 1 km
section of road with the three sections defined in the DTMAC protocol. The length
of the total frame is 0.1 s and the packet duration is 1 ms. Again, we assume that the
protocol to switch from radio communication to VLC is finished and that the VLC
links have been set up without any failure. We observe that the gain is very notable

when the percentage of vehicles equipped with VLC capabilities is greater then 50%.
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9.4.2 Gain in access collision probability for the radio access

We wish to compute the gain in access collision probability for the radio access when
the input load is A. We assume that the selection process in AS-DTMAC uses n
signaling bursts. The access probability of AS-DTMAC for a transmission with a
input load A is given by the following equation [85]

> e (1 A5(0) — (45(0)),

B = Ty

Where the A% (z) are the polynomials defined by the following recursive equations
Af(z) = 2"
forie0,...,n—1:
k ot (EY gkl
Atalw) =415+ 5) + 41(5) - 41(3).
and

(A5(0) = L (0).

The gain in the access collision process results from the fact that the input load A

will become A; with A\; < A. In Figure 9.5 we present the gain in the access collision
probability when we vary the percentage of vehicles with VLC capability. We assume
that n = 0 and thus, in other words, we do not use any signaling; the radio protocol
is thus only DTMAC. The load corresponds to the transmission of 1 packet of 1 ms
every 0.1 s. The frame encompasses 100 slots and is divided into three parts for three
spatial sections. We assume that the inter-vehicle distance is 20 m. We observe that
the access probability decreases when the VLC links replace the radio link. Although
the gain is notable, it is not extremely large.

In Figure 9.6 we again present the gain in the access collision probability when
we vary the percentage of vehicles with VLC capability and assume that n = 10 and
the other parameters are the same as those in the previous figure. We again observe
a notable decrease in the access probability when the VLC links are used instead of
the radio links. However it is mostly the gain when we use the signaling mechanism
of AS-DTMAC that decreases the access collision probability.
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9.4.3 Gain in reliability when the radio and the VLC links

are used in combination

In this subsection we assume that the radio links and the VLC links are used simul-
taneously. Thus the network reliability increases since a packet loss occurs if and
only if both the radio and light packets are lost. We assume that the radio link error
rate is 0.0001 and that the light link error rate is 0.01; the errors on the two links
are assumed to be independent. Thus the combination of the two links has an error
rate of 107%. In Figure 9.7, we represent the mean error for a vehicular network that
uses the radio and light links simultaneously versus the percentage of vehicles using
the radio link. We observe that the percentage of radio links strongly determines the

mean reliability of the vehicular network.
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Figure 9.7: Packet error rate versus percentage of vehicles with VLC modems

9.5 Conclusion

We have shown how VLC can be used in combination with a vehicular radio net-
work. We have studied how the messages sent using the radio link and which contain

the vehicles’ position and their VLC transmission capability, front and/or rear light
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modems, can be used to set up a light link between neighboring vehicles. Once the
light links have been established, the radio link can be turned off and thus some radio
bandwidth can be saved.

When the VLC network is used, we have studied the percentage of bandwidth
used in the radio network versus the percentage of vehicles with VLC modems (front
and rear). We have also studied the gain in channel load versus the percentage of
vehicles with VL.C modems (front and rear). We observe that the gain in bandwidth
is considerable even if, as we have assumed, there is no re-ordering of the platoon of
vehicles with VLC modems.

We have evaluated the gain for the channel collision when the VLC modems are
used instead of the radio modems. We have shown that there is a notable gain when
the VLC modems are used instead of the radio modem. However, an even higher gain
can be obtained if we use more signaling bursts in the AS-DTMAC protocol.

The VLC modems can be used in addition to the radio links. In that case, we can
increase the probability of successful transmission. A message will be lost only if both
the radio link and the VLC link are lost. We have shown that, in this way, we can
obtain a very significant increase in the network’s reliability and we have evaluated

it with respect to the percentage of vehicles with VLC modems.
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10.1 Synthesis

Vehicular mobility is facing a growing number of challenges. The rapid increase in
traffic density, the number of road accidents (according to the world Health Organiza-
tion (WHO), 1.35 million people die on the roads each year) and the lack of transporta-
tion services to make traveling more comfortable, have motivated both the research
and industrial communities to invest in Vehicular Ad hoc NETworks (VANETS).
VANETS are especially being developed to meet the challenges mentioned above and
to have the ability to support applications for road safety, traffic management and
entertainment. Different types of communications can be established in VANETS,
namely: Vehicle-to-Infrastructure and vice versa (V2I2V), Vehicle-to-Vehicle (V2V)
and Infrastructure to Infrastructure (I2I).

The connected vehicle has now become a reality. Many manufacturers have pro-
duced their own connected vehicles and a fleet of them are already in service. Each
of these vehicles is equipped with an On Board Unit (OBU) to allow connection to
a VANET. The vehicular communication is carried over the 5.9 GHz spectrum util-
ising one or both of the two technologies: Dedicated Short Range Communications
(DSRC), which uses the IEEE 802.11p standard, and Cellular Vehicle-to-Everything
(C-V2X), which uses LTE-V2X. The coming of the autonomous vehicle has brought
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with it new challenges and perspectives regarding the successors to these technologies.
These new developments must present better throughput with low latency and high
reliability in order to support advanced autonomous vehicular applications.

In this thesis we first proposed a new MAC solution specially designed for the QoS
requirements of VANETS, called AS-DTMAC. We showed the performance of this
protocol by means of an analytical model and simulations. Furthermore, we adapted
the physical layer based on the OFDM standard to our new MAC protocol in order to
insure high throughput and reliability. We also demonstrated the possibility for new
nodes equipped with our system to coexist with the old version (i.e. IEEE 802.11p)
in a heterogeneous network. These features are required by the Task group of IEEE
802.11bd for any new proposition.

The key to enabling low latency in the first part of the thesis focused on the use of
the active signaling mechanism as an efficient solution to avoid access collisions at the
MAC level during the slot assignment process. The efficiency of the active signaling
mechanism inspired us to exploit this mechanism to establish an original message
forwarding strategy. We designed a new cross-layer called AS-DTMAC Multihop,
based on mixing the MAC and routing layers together for the multi-hop broadcast of
emergency warning messages. This protocol adjusted the active signaling process to
let the furthest vehicle acquire the dedicated forwarding slot and take the role of the
relay, thus speeding up the dissemination of warning messages.

The second part of the thesis contains two chapters and focused on hybrid commu-
nication for the platooning use case. The autonomous platoon is today one of the key
tools for better road utilization. In fact, by optimizing the distance between vehicles,
the air drag is reduced, and researchers have shown that 20% of energy can be saved
by using this concept. From a network point of view, reducing the distance between
vehicles will allow a new point-to-point communication link between the vehicles in
front and behind by using Vehicular Visible Light Communication (V-VLC), thus
providing an opportunity to have a hybrid communication. Our new radio design
based on the AS-DTMAC protocol guarantees a high Quality of Service for real-time
applications. However, with a very high density, we can reach the total bandwidth
capacity dedicated to V2X radio. In the case of a platoon, this scenario can cause
dangerous platoon instability. Assisting the radio with another communication vector
such as V-VLC can help to maintain the high level of reliability that is necessary for
the control of a platoon. In the first chapter of this part of the thesis, we carried out

an analytical study to investigate the capacity of our new radio technology to support
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the platoon control use case in terms of the Quality of Service (QoS) required for this
type of application. Then, we showed through extensive simulations the current level
of V-VLC technology, compared to radio technology, in terms of packet loss and delay.

In the second chapter, we showed the benefits of using visible light links in combi-
nation with radio communication in a vehicular network in terms of bandwidth and
probability of collisions during an initial access, and also considered the redundant
mode (i.e. where both RF and VLC are used). We also proposed a simple switching
protocol from Radio transmission to VLC transmission to form a platoon based on

information coming from Cooperative Awareness Messages (CAM)s.

10.2 Perspectives

The objectives of the thesis have been achieved. The proposed solutions in this
manuscript have shown very good performances. Nevertheless, we believe there are
still some open questions that need to be further investigated and thus lead to several
new future research directions in order to improve these solutions, enabling them to

perform better in realistic mobility scenarios.

e Enhance the AS-DTMAC protocol:

Although AS-DTMAC has very good performances, it is still possible to make
it more efficient. For example, the background protocol, DTMAC, is designed
for linear scenarios such as highways and we can use other MAC access tech-
niques such as CDMA to extend the scheme to encompass non-linear scenarios,
such as intersections. Furthermore, to insure a backward compatibility mode
with old vehicles equipped with 802.11p, adopting hybrid methods which mix
random access techniques and TDMA access techniques could be very useful.
By combining the two techniques, the drawbacks of contention-based access in
the former and resource reservation in the latter can be overcome. Moreover, to
enhance the scalability we could investigate multi-channel MAC with dynamic

intervals.

e Design an ultra-reliable receiver for the active-signaling mechanism:

The good performance of GLRT shown in Chapter 4, motivates us to further
investigate the robustness of this algorithm in real implementations, using the
GNU Radio Software and USRP units. Implementing this kind of detector in the

receiver would significantly enhance the reliability of the communication. The
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constraint of this task is to optimize and reduce the computational complexity
of the GLRT algorithm.

e Standardization efforts:

A fairness index showing the ability of IEEE 802.11p devices to have the same
opportunities as NGV devices to access the channel would be a good perspec-
tive for the study presented in Chapter 5 as the subject of another contribution.
Also, the coexistence model proposed in Chapter 5 assumes a perfectly symmet-
ric transmission (reception) range situation. Therefore, it would be interesting
to show how an asymmetric scenario would affect the coexistence of the two
protocols. Moreover, we plan to continue to investigate the other specifications
required for the design of the IEEE 802.11bd, such as the ability of NGV devices
to run in a mode in which they can interoperate with IEEE 802.11p devices, a

property that is referred to in the literature as backward compatibility.

e Misbehavior detection:

VANETS are vulnerable to many types of attacks that can alter the content of
messages, cause dangerous situations in the network and threaten human lives.
In future work, we intend to make the network more controllable and secure by
studying these attacks in depth and applying suitable security mechanisms for

our new radio design.

¢ RF-VLC Smart switching protocol:

More experimental studies showing how the light links can be combined with RF
in a heterogeneous network in order to keep the reliability as high as possible
are very appropriate. Do we need a special process to control the operation
of the communication modem or can we rely only on the CAM messages? For
example, a smart switching protocol at the handover level could choose the best
communication technology depending on the mobility scenario. This protocol
will use a dynamic threshold and make decisions based on a vehicular real-
time system such as the Channel Busy Ratio (CBR), which gives information
about the radio channel quality, but also on V2X by exploiting the information
obtained from CAMs to estimate the network load. Thus, the protocol will be
able to propose a redundant mode based on the use of RF and V-VLC together

when the network load is low.
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11.1 Contexte et motivation

Les VANETS (Vehicular Ad hoc Networks) ont fait 'objet d’une attention particuliere
tant dans les communautés académiques que dans les entreprises industrielles [1]. IIs
visent a établir la communication et la collaboration entre les véhicules et un certain
nombre d’applications de sécurité commerciales et de divertissement [1] qui ont été
développées. Avec 'avenement de la conduite autonome, les futurs réseaux devront
permettre des services en temps réel avec une réaction immédiate pour améliorer la
sécurité. Ces applications doivent répondre a des exigences spécifiques et strictes en
matiere de qualité de service (QoS, Quality of service) et de sécurité. Pour répondre
a ces exigences, des protocoles de controle d’acces MAC (Medium Access Control)
efficaces doivent étre développés afin de gérer ’acces au réseau et la transmission avec
un minimum de perte de paquets [2].

Le controle d’acces aux canaux est d'une importance primordiale pour les perfor-
mances des VANETs. Comme dans les réseaux ad hoc traditionnels, les protocoles
MAC dans VANET sont classés selon le schéma de controle utilisé pour accéder au
canal & savoir, basé sur la contention et sans contention [5]. Dans les protocoles

basés sur la contention, les véhicules accedent de maniere aléatoire au canal lorsqu’ils
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ont besoin de transmettre. Ce type de protocole permet un acces multiple au canal
basé sur la détection de canal [2]. Mais, pour les applications critiques, le manque
de fiabilité du mécanisme de diffusion signifie que la transmission des messages de
sécurité avec un délai d’acces limité, est tres difficile. Par exemple, cela est vrai pour
la norme émergente dans les VANET: IEEE802.11p [3], qui utilise un algorithme
aléatoire basé sur les mécanismes EDCA (Enhanced Distributed Channel Access)
et CSMA/CA (Carrier Sense Multiple Access with Collision Avoidance). Dans la
deuxieéme catégorie (c’est-a-dire sans contention), un seul véhicule dans un ensemble
de voisinage a deux sauts est autorisé a accéder au canal a un instant donné, ce qui
réduit le risque de collision.

Par conséquent, cette catégorie de protocoles est plus appropriée pour gérer les
applications en temps réel dans les VANETS car elle peut fournir un délai d’acces
limité et une communication fiable pour les applications de sécurité. Au cours des
dernieres années, les protocoles MAC sans contention sont restés I'un des domaines
de recherche émergents et représentent la majorité des protocoles MAC proposés dans
ce domaine [4].

Cependant, ces schémas peuvent souffrir d’'un probleme de collision d’acces qui se
produit lorsque deux véhicules ou plus dans le méme ensemble de voisinage a deux
sauts, tentent d’accéder au méme intervalle de temps disponible; un probleme qui est
susceptible de se produire lorsqu’un schéma distribué est utilisé [5] et un probleme de
collision de fusion qui se produit lorsque deux véhicules dans des ensembles de deux
sauts différents accédant au méme intervalle de temps deviennent membres du méme
ensemble de deux sauts en raison de changements de leur position. Par conséquent,
toutes les contributions ont tendance a se concentrer sur ces problemes qui surviennent
particulierement dans le scénario de mobilité.

Nous pensons que le protocole AS-TDMAC que nous avons introduit dans [6] est
le premier protocole pour les VANETS qui entrelace profondément un schéma d’acces
aléatoire avancé et un schéma d’acces multiple par répartition dans le temps (TDMA,
Time Division Multiple Access) pour les VANET. AS-TDMAC montre les avantages
du TDMA en ce sens que lorsqu’un slot est acquis par un véhicule, ce slot peut étre
réutilisé de maniere synchrone et les transmissions ne souffrent pas du probleme du
neeud caché comme dans IEEE 802.11p.

Dans le méme temps, AS-TDMAC peut offrir un acces a faible latence aux pa-
quets urgents, propriété généralement uniquement consacrée aux techniques d’acces

aléatoire. Pour répondre aux exigences des futures applications de sécurité, les réseaux
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véhiculaires doivent montrer de meilleures performances que celles obtenues sur les
réseaux existants; en particulier, ils nécessitent une latence de bout en bout tres
faible, qui peut étre inférieure a 1 ms, et un taux de transmission élevé pour un
échange de données énorme. De plus, certains cas d’utilisation nécessitent une ultra-
fiabilité de 99,99% [8]. Pour réussir a concevoir des communications a faible latence
et ultra-fiables, un vecteur de communication supplémentaire est nécessaire car, en
fait, la radiofréquence (RF) présentée ci-dessus n’est pas toujours suffisante. S’il y a
un nombre tres élevé de noeuds, il est possible d’atteindre la pleine capacité du canal
et certains nceuds ne pourront pas communiquer avec le reste du réseau. La commu-
nication par lumiere visible véhiculaire (V-VLC) est maintenant une technologie qui
a le potentiel d’aider la communication RF. Cependant, le V-VLC dans un environ-
nement extérieur est confronté a un certain nombre de défis, en raison de la mobilité,
des conditions météorologiques et de la lumiere ambiante. D’autre part, il fournit
un large spectre libre avec un cout relativement faible comme les diodes émettrices

(LED) déja intégrées dans les systemes de véhicules légers modernes [9].

11.2 Principales contributions

Les principales contributions de cette these sont résumées ci-dessous:

1. Contribution 1: Un mécanisme de signalisation actif pour réduire les
collisions d’acces dans un protocole MAC distribué, basé sur TDMA

pour les réseaux de véhicules.

Une couche MAC basée sur un schéma d’acces multiple par répartition dans le
temps est I'un des moyens les plus efficaces pour garantir une communication
en temps réel. Dans cette premiere contribution, nous proposons un nouveau
protocole MAC pour les réseaux de véhicules, appelé ASDTMAC, qui fonctionne
sur un TDMA entierement distribué et basé sur la localisation et renforcé par
la signalisation active comme mécanisme de prévention des collisions d’acces
(ce type de collision est I'un des principaux inconvénients des schémas TDMA
dans les scénarios de mobilité). Les résultats de la simulation montrent que
AS-DTMAC peut fournir un acces a faible latence avec un schéma de priorité

pour les paquets urgents.

2. Contribution 2: Le développement d’un modeéle analytique pour anal-
yser les performances d’AS-DTMAC.
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L’objectif de cette seconde contribution est de fournir une analyse mathématique
complete des performances du protocole AS-DTMAC, afin de confirmer ses
hautes performances et de valider ces résultats a 1’aide de simulations. Cet outil
mathématique est basé sur des fonctions de génération qui permettent d’estimer
le taux de collision résiduel. Trois cas sont étudiés: arrivée homogene, bursts

de trafic et analyse de la vitesse de convergence vers I’état stationnaire.

3. Contribution 3: Conception de couches physiques et MAC pour les

schémas de signalisation actifs dans les réseaux de véhicules.

Lorsque les véhicules se disputent un emplacement, il est possible qu’une erreur
se produise. Comme la signalisation active est basée sur des transmissions
en bursts, en fonction des conditions du canal, le récepteur peut manquer ce
signal court ou, dans le pire des cas, détecter une fausse alarme. Dans une
premiere étude, nous fournissons une analyse complete de 'impact de ces deux
types d’erreurs sur le taux de collision d’acces, en utilisant le modele analytique
précédent. Deuxiemement, nous évaluons les erreurs au niveau de la couche
physique. Le modele proposé est basé sur I'algorithme de détection du test du
rapport de vraisemblance généralisé (GLRT). Cette étude nous aide a fixer la
durée du mini-slot en fonction du taux de collision d’acces et d’autres parametres
liés a la couche physique, conduisant a un gain important de débit par rapport

aux études précédentes.

4. Contribution 4: Coexistence de IEEE 802.11p et du protocole AS-
DTMAC basé sur TDMA.

Cette contribution est motivée par I’arrivée de la nouvelle norme véhicule DSRC
IEEE 802.11bd. L’évolution de 'EEE 802.11 est en cours de développement
par le groupe de travail IEEE (TGbd) depuis janvier 2019 et devrait étre publiée
en 2021. Le nouveau design doit montrer des performances améliorées et une
coexistence avec la technologie précédente pour garantir la communication avec
le déja déployé. Noeuds 802.11p sur nos routes. Ici, nous fournissons une anal-
yse compléete pour montrer que AS-DTMAC et CSMA /CA peuvent fonctionner
simultanément dans le méme scénario. Trois cas sont considérés : le comporte-
ment général des deux protocoles lorsqu’ils coexistent, l'interaction possible
dans le processus de sélection AS-DTMAC et, enfin, le temps d’attente d’AS-
DTMAC apres le début d’une transmission IEEE 802.11p.
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5. Contribution 5: Une conception efficace de couches croisées pour la
diffusion multi-sauts de messages d’avertissement d’urgence dans les

réseaux de véhicules.

Le mécanisme de signalisation active a montré sa capacité a éviter les collisions
lorsque les utilisateurs tentent d’accéder a la méme ressource. Dans cette partie
de la these, nous proposons une stratégie originale de transmission de message
basée sur le mécanisme de signalisation actif. Ce nouvel algorithme met en place
la route de la source vers les autres nceuds avec le meilleur chemin possible.

Cette nouvelle stratégie minimise le délai d’acces et le nombre de nceuds relais.

6. Contribution 6: Evaluation d’une nouvelle technologie radio associée

au V-VLC pour les applications de peloton.

Le controle du peloton nécessite une communication de tres haute fiabilité,
dans certains cas, cela ne peut étre assuré par une seule technologie sans fil. La
communication par lumiere visible véhiculaire est une technologie prometteuse
qui peut alléger la charge de la radio en libérant de la bande passante. Cette
contribution vise a étudier les performances de chaque technologie au regard de

I'exigence de Qualité de Service (QoS) de 'application de peloton.

7. Contribution 7: Utilisation de liaisons de lumiére visible en combi-

naison avec la communication radio dans un réseau de véhicules.

Cette contribution décrit notre architecture de communication hybride qui utilise
la technologie radio développée dans la premiere partie de cette these et la com-
munication en lumiere visible. Notre objectif est de proposer une communi-
cation fiable qui répond aux exigences de ’application de peloton et réduit la
charge sur le canal radio. Les performances du réseau lorsque VLC est utilisé
sont indiquées en termes de gain de bande passante, de gain de probabilité de
collision d’acces pour 'acces radio et de gain de fiabilité lorsque la radio et les

liaisons VLC sont utilisées en combinaison.

11.3 Organisation du manuscrit

Ce chapitre a présenté le contexte et la motivation de cette premiere partie de these
et a esquissé nos contributions. Le reste de cette these est structuré en trois parties

distinctes : 1’état de I’art, la communication radio a faible latence et la communication
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hybride véhiculaire. Le contenu est présenté en huit chapitres, suivant une progression
logique entre chacun d’entre eux.

La deuxieme partie (c’est-a-dire la communication radio a faible latence) con-
tient quatre chapitres qui décrivent la conception d’une nouvelle technique d’acces
radio. Nous définissons (au chapitre 4) la spécification du protocole de fond utilisé
dans notre nouvelle solution MAC et introduisons la technique de signalisation ac-
tive et le protocole proposé. Nous construisons également un systeme d’acces spécial
pour les messages d'urgence. Nous présentons ensuite nos études de simulation qui
évaluent et comparent le protocole AS-DTMAC proposé. Ensuite, nous développons
un modele analytique pour analyser AS-DTMAC basé sur une fonction génératrice.
Nous étudions en outre les performances en termes de taux de collision, le nombre
de trames de temps nécessaires pour obtenir un créneau sans collision pour tous les
véhicules, et les conditions de transmission des paquets urgents. Dans le chapitre 5,
nous indiquons quelles erreurs peuvent survenir lors de la compétition de signalisation
active pour obtenir le créneau et leur impact sur le taux de collision d’acces. Nous
proposons ensuite un modele physique pour évaluer les erreurs. Cette étude va nous
aider a fixer la durée d’un mini-slot afin d’optimiser le débit.

Le chapitre 6 aborde la question de la coexistence de notre nouvelle solution MAC
avec le standard basé sur CSMA/CA. L’objectif de cette étude est de montrer que
notre nouvelle solution radio est parfaitement adaptée a une nouvelle proposition
standard. Le chapitre 7 est dédié a la conception d’un nouveau schéma de protocole
de routage compatible TDMA pour la communication multi-hop, appelé multi-hop
AS-DTMAC. Nous complétons notre solution d’acces a faible latence en concevant
un schéma de routage efficace pour délivrer des messages d’urgence sur de longues
distances. Notre schéma de routage est basé sur une approche multicouche entre
le MAC et les couches de routage, dans laquelle les véhicules intermédiaires sont
sélectionnés a ’aide des informations de planification TDMA.

La troisieme partie de cette these est axée sur la conception de réseaux de véhicules
hybrides. L’idée est d’ajouter V-VLC pour assister la communication radio développée
dans la premiere partie de cette these. Deux modes de communication sont proposés
a savoir, un mode redondant qui utilise a la fois RF et VLC afin d’améliorer la fiabilité
et le mode singulier qui exploitera uniquement V-VLC pour gérer un peloton, perme-
ttant ainsi un gain important en bande passante radio. Nous construisons également
un protocole de commutation simple pour permettre la communication avec VLC en

regroupant les véhicules avec une capacité VLC dans un peloton.
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Enfin, le chapitre 10 conclut cette these en résumant nos principales contributions
et résultats clés, puis présente nos travaux futurs et les questions de recherche ouvertes
concernant l'intégration de ces nouvelles solutions et leur proposition a la norme

véhiculaire IEEE 802.11.
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