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RESUME EN FRANCAIS

Il est souvent dit que le probleme de localisation a 'extérieur a été résolu. Certes, il reste
beaucoup a faire pour porter les techniques de localisations dans des territoires qui ne bénéficient
pas de l'infrastructure dense des pays avancés. Dans ces derniers, beaucoup reste a faire pour
éliminer les poches o la couverture radio (GPS et cellulaire) est marginale, et pour accroitre la
fidélité et la précision des mesures dans les zones bénéficiant d’une bonne couverture. Cependant,
partout ou un signal GPS et cellulaire est disponible, ’état de I’art permet une localisation
effective, avec une précision de 'ordre de quelques metres ou moins.

A Tintérieur cependant, la donne est bien différente. D’abord, parce que les besoins de local-
isation sont apparus bien plus tard qu’a 'extérieur : si les premiers satellites GPS ont été lancés
dans les années 1970, I'idée de localiser un objet a l’intérieur, en utilisant des ondes radios, n’a
commencée a étre effective que dans les années 2000. Ensuite, parce que ce besoin s‘est manifesté
de facon différente a 'intérieur. Dehors, le besoin central s’est rapidement concentré sur 1’idée
du ‘blue dot’, un objet radio représentant sa propre position sur un écran local. A 'intérieur,
les premiers besoins ont été concentrés sur les verticaux industriels et médicaux, ou le besoin
dominant n’était pas un ‘blue-dot’, mais la capacité pour un administrateur de représenter sur
une carte du batiment la position d’objets ou de personnes (porteurs d’un appareil émettant des
signaux radios).

Les techniques radios requises pour répondre a I'un ou ’autre besoin sont pourtant essen-
tiellement les mémes. Une approche traditionnelle consiste a utiliser la puissance du signal recu
d’un transmetteur, et une estimation des caractéristiques du transmetteur, combinée a une ap-
proximation de I’environnement ou le signal a été transmis, pour convertir une échelle de signal
en une échelle de distance. Naturellement, le fait que la plupart des parameétres doivent étre
estimés est un obstacle majeur a l'efficacité de cette technique. Une autre approche consiste a
utiliser plusieurs antennes, et estimer ’angle d’arrivée du signal. En combinant les angles de
plusieurs sources dont la localisation est connue, le récepteur peut estimer sa propre position.
La précision de la mesure des angles est dans ce cas le facteur déterminant la précision du résul-
tat. Une autre approche, intéressante pour notre étude, est de mesurer directement la distance
du récepteur a 'émetteur. La vitesse des signaux radio étant connue, un échange de points de
référence temporels permet de mesurer la durée de 1’échange et la distance entre les partici-
pants. Une fois que les distances ou les angles ont été estimés, une simple résolution matricielle,
souvent combinée a un filtre (comme le Kalman filter) permet de convertir distances ou an-

gles en positions. Ces techniques sont communément déployées a 'extérieur. GPS en particulier
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utilise un réseau de satellites qui transmettent en continu leur position et un horodatage. Le
récepteur convertit ces valeurs en pseudo-distances, puis en déduit la position du récepteur. Le
systeme peut desservir un nombre infini de récepteurs, puisque chacun d’entre eux est entiere-
ment passif. Le corollaire, bien siir, est que l'infrastructure ne recoit aucun signal, ce qui est un
avantage pour assurer le respect de la vie privée du propriétaire du récepteur, mais aussi un in-
convénient pour les cas ou l'infrastructure a besoin de calculer la position de clients radios. Dans
le cas des réseaux cellulaires par exemple, 'opérateur utilise cette information pour basculer un
client vers I'une ou l'autre borne. De ce fait, les techniques GSM et LTE ont implémenté des
techniques différentes, ou 'infrastructure transmet des signaux au client cellulaire, qui retourne
ensuite une réponse permettant cette localisation par et pour I'infrastructure. Le respect de la
vie privée n’est plus I’élément central ici : c’est 'efficacité de la couverture qui est le critere
principal. Cependant, ces dernieres années, le respect de la vie privée est souvent apparu comme
un élément crucial, en particulier aux Etats Unis, aprés plusieurs scandales ayant révélé que les
opérateurs cellulaires vendaient la position de leurs clients a qui était prét a 'acheter. Le client
peut naturellement aussi utiliser des techniques autonomes, basées par exemple sur la puissance
du signal des bornes, ou ’angle d’arrivée de leurs messages, et la consultation d’une base de
données contenant la position de ces bornes pour déterminer sa propre position. Cependant,
ces techniques ne sont pas efficaces partout, puisqu’elles dépendent de ’existence de bases de
données fiables et la réception de signaux en quantité et qualité suffisantes pour opérer une

triangulation efficace.

Il serait tentant d’utiliser ces techniques directement a l'intérieur. Malheureusement, les
fréquences ou elles opérent ne traversent pas bien les murs, et 'efficacité du signal tant GPS que
cellulaire tend a se réduire & mesure que 'opérateur s’enfonce dans les profondeurs du batiment.
Si les techniques qui ont été développées pour la localisation en extérieur peuvent en principe

étre utilisées dans le cas de la localisation en intérieur, il faut trouver d’autre sources de signal.

Cette nécessité, combinée au fait que le besoin de résoudre le probleme de la localisation
a lintérieur est apparu plus tard que son équivalent extérieur, a aussi permis aux différents
acteurs de mieux qualifier les besoins et les modus operandi. Dans certains cas en effet, le besoin
intérieur est équivalent au besoin dominant a ’extérieur : un ‘blue dot’, par exemple pour un
consommateur armé d’un téléphone portable et cherchant son chemin dans les méandres d’un
centre commercial. Dans ce cas, les critéres d’efficacité incluent bien sir la capacité du systeme
a fournir une position précise et en temps réel, mais aussi le respect de la vie privée dudit
consommateur. Dans d’autres cas, le besoin est inverse. Un objet, comme par exemple un badge
attaché a un fauteuil roulant d’hopital, doit étre localisé par un opérateur central. L’objet n’est
pas supposé avoir besoin de sa propre position. Il ne s’agit pas non plus d’'un objet personnel,
et le concept de vie privée ne s’applique pas directement. Mais dans des cas intermédiaires, un

acteur humain transporte un objet émettant des signaux radios, et l'infrastructure peut tenter
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de localiser cet objet. Un cas typique peut étre un grand magasin analysant les volumes et trajets
de ses visiteurs. Dans ce cas, il est crucial de déterminer si chaque visiteur doit étre identifié
individuellement ou non, et comment, dans le cas positif, le consentement de ce visiteur est

recueilli.

Ces criteres sont déterminants pour décider des techniques a retenir pour résoudre les cas de
localisation a l'intérieur. La technique idéale pourrait répondre a tous les différents besoins. I1
serait possible aussi de déployer une technique différente pour chaque scénario. Dans ce dernier
cas, les chances d’adoption dépendent largement du rapport entre le cotit de déploiement et le
bénéfice attendu. Pour cette raison, les technologies qui nécessitent le déploiement d’un overlay,
et le développement d’un écosysteme entier, tant du c6té du client radio que de 'infrastructure,
ont eu du mal & s’imposer. Pour cette raison aussi, une technique basée sur Wi-Fi est trés
attractive, parce que cette technologie est omniprésente a 'intérieur. Et de fait, dans la décade
2010, le groupe 802.11 a I'IEEE a proposé une technique appelée Fine Timing Measurement
(FTM). Son design était ambitieux, et se proposait de résoudre « le probléme de la localisation
en intérieur » en général. L’'objet de notre étude était donc de comparer cette technique aux
autres, et d’examiner en particulier comment elle pourrait s’intégrer dans une stratégie globale

de localisation en intérieur qui respecterait les critéres examinés plus haut.

En particulier, nous montrons dans cette étude que FTM souffrit dans sa genese de limitations
de design. Pensée principalement du point de vue de 'utilisateur (d’un téléphone portable par
exemple), la technique ne fut pas congue pour apporter un bénéfice a l'infrastructure qui aurait
déployée. Le cofit de cet oubli se transcrivit en une absence d’adoption par les vendeurs de points
d’acces Wi-Fi. Nous avons dont proposé une augmentation du protocole qui permettrait, sous

contréle de 'utilisateur, de fournir une indication de position a l'infrastructure.

Nous montrons aussi que le protocole souffre du probleme qu’il prétendait résoudre. En
I’absence de signal GPS, un terminal client obtiendrait sa position en mesurant sa distance a
plusieurs points radio Wi-Fi, qui partageraient aussi leur position GPS. Mais un point radio n’est
pas en capacité de déterminer sa position GPS, puisque le signal GPS n’est pas disponible. Nous
montrons cependant que les points radios, agissant tantét comme des clients FTM, et tantot
comme des répondeurs FTM, peuvent construire une carte de leur distances relatives (les uns
aux autres). Les approches requises pour convertir une matrice de distances en positions sont
multiples, et utilisent souvent les techniques de Multi-Dimensional Scaling. Cependant, dans le
cas de FTM, ces techniques se montrent inefficaces. Nous montrons que la source du probleme
est que les mesures d’un point radio & un autre n’ont pas une erreur uniforme. Or, la technique
de résolution des matrices de distances tend a projeter 'erreur d’une mesure sur les autres.
Quand les erreurs sont équivalentes d’une paire a une autre, cette projection est sans effet. Mais
quand certaines paires souffrent d’une large erreur (ce qui est le cas pour FTM, parce qu'il y a

peu de points d’acces, et parce que certains d’entre eux sont dans des configurations difficiles,

11
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par exemple de part et d’autre d’un obstacle, qui fait que le signal principal est toujours un
signal reflété et jamais un signal direct), ces larges erreurs se projettent sur les mesures obtenues
entre les autres paires. Le résultat est une matrice de positions inutilisable, ou les distances
mesurées sont parfois juste, mais les positions calculées toujours fausses. Pour résoudre cette
difficulté, nous présentons une technique en deux étapes. La premiere vise a repérer ces paires
entachées d’une large erreur de mesure. Par un processus géométrique et itératif, ces distances
sont réévaluées jusqu’a ce qu’elles redeviennent compatibles avec les mesures obtenues avec les
autres points d’acces. Dans un second temps, les matrices de toutes les mesures de distances
ainsi obtenues, entre tous les sous-groupes possibles de points d’acces, sont comparées entre
elles. Toutes celles qui sont cohérentes les unes avec les autres sont groupées, et servent de base
pour établir les positions de références a partir desquelles les positions des autres points d’acces
sont déduites. Il ne reste qu’a injecter une position GPS (par exemple depuis un téléphone a
lextérieur du batiment) pour réorienter le graphe ainsi formé, et obtenir la position GPS de

tous les points d’acces de 'étage.

Cette technique permet sans doute de réduire la difficulté de déploiement pour les opérateurs
d’infrastructures. En revanche, elle ne résout pas toutes les limitations de FTM. En particulier,
nous montrons aussi que ’échange FTM n’est pas protégé. La quantité gigantesque de parametres
possibles, et le traitement de la priorité de la mesure GPS dans les clients font (comme nous le
montrons) qu'il est facile d’obtenir 'empreinte unique du client, en se basant exclusivement sur
ses échanges FTM. Il s’agit 14 d’un probleme majeur pour une technologie qui entend protéger
la vie privée du client. Mais nous montrons aussi qu’il est possible, en limitant les parametres
choisis a un petit sous ensemble qui correspond aux cas d’utilisation typiques, et en uniformisant

I'implémentation de FTM dans les clients, de rendre cette empreinte bien plus difficile & établir.

Un autre frein a ’adoption de FTM est que I’échange n’est pas sécurisé. Méme en utilisant des
parametres identiques, méme en supprimant I’empreinte unique de chaque client, la technique
expose la sécurité du client. D’abord, parce qu’il est possible de suivre la position d’un client
simplement en écoutant ses échanges FTMs. Ensuite, parce que nous montrons qu’il est possible
d’insérer un point d’acces dans le dispositif (agissant comme un point d’accés supplémentaire,
ou prétendant étre I'un des points d’acces valides de linfrastructure), et, en manipulant les
réponses, de conduire un client & une destination au choix de ’attaquant. Cette possibilité rend
bien sir la technologie dangereuse dans bien des cas. Mais nous montrons aussi qu’il est possible
de sécuriser partiellement ces échanges. FTM est par définition destiné a étre utilisé en des
endroits qui ne sont pas familiers pour l'utilisateur, et I'on ne peut donc pas s’attendre a ce
que l'utilisateur ait des clefs permettant a son terminal d’établir des liaisons authentifiées et
sécurisées avec chaque point d’acces. Mais nous montrons qu’en étendant d’autres techniques
802.11, il est possible de rendre difficile I'insertion d’un point d’acces pirate, en forgant les points

d’acces participants & prouver qu’ils peuvent établir une liaison sécurisée entre eux, et donc qu’ils

12
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font partie de la méme infrastructure.

Ces éléments ne résolvent sans doute pas toutes les limitations de FTM, et nos futurs travaux
exploreront notamment les scenarios hybrides, ou une haute densité de clients porte a préférer
un mode FTM passif, mais ou l'infrastructure souhaite aussi obtenir des statistiques sur le flot
des visiteurs. En revanche, nous espérons que les contributions de ce mémoire rendent déja
la technologie plus attractive en tant que candidat contribuant a résoudre le probléeme de la

localisation a l'intérieur des batiments.
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INTRODUCTION

This thesis probably resembles a journey that many professionals in the field of indoor
location have undergone. In my particular case, the journey started in the early 2000s. At
that time, Wi-Fi was new, and I was consulting and teaching infrastructure customers about
a Wireless solution based on 802.11. Part of the portfolio included a Location Based Services
engine. At that time, client devices were only laptops that could be disconnected from the
power for 2 hours at most before the battery ran out. But enterprise customers were enjoying
this newfound nomadic freedom, moving onto the floor from one working spot to another. In
this context, it was becoming critical for IT to know where the laptops were, as most of them
were Enterprise assets, and as users would frequently report drops in their connections.

Location back then was relying on the fact that laptops sent as often as possible broadcast
probe requests at low data rate, in a feverish attempt to confirm the availability of these fleeting
Wi-Fi access points (APs). Those requests could be heard loud and far, and APs would use a
simple signal-to-distance conversion, then trilateration mechanism to provide an idea of where
the client device could be. Accuracy was poor (10 to 15 meters), but IT customers were satisfied
with the philosophy "if I am that close, I'll likely see it". The idea of providing location to the
user of the end device was completely foreign.

The apparition of consumer GPS and smartphones changed the landscape. It was not a
violent change, but rather a shift in expectations and behaviors. Users started to expect to see
their location on their device. Although they understood that such technology was only available
outside, a growing frustration started to crystallise, that public indoor venues were not doing
much to port to the inside a blue dot that most people had come accustomed to outside. At the
same time, the requirements for smartphone battery efficiency pushed vendors to send less and
less of these 802.11 probe messages. Knowing that asset tracking had turned into a customer
data collection system in public venues, end-device manufacturers also started attempts to hide
the device identity and activity. By mid 2010, asset tracking had become a crippled solution
refusing to die. In most settings, individual asset tracking had become sparse at best. In public
venues, statistics about foot traffic based on Wi-Fi tracking had merely become a small and
partial representation, to be used with caution.

By that time, I was traveling through Los Angeles airport. Like many travelers, I was using
an airline app for my virtual boarding pass. As I was waiting for a connection flight, my phone
vibrated to a notification from the app, reading: "your flight will be boarding in 30 minutes. You

are 20 minutes away from the gate, you should leave soon". I was indeed about that distance
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away from the gate, and surprised that my phone could determine my location with some level
of accuracy, while I was inside the airport building (I thought that GPS did not work inside?)
At the same time, the building had large windows, so I was not sure if my location was relying
on an indoor technique (maybe the asset tracking system from the airport Wi-Fi infrastructure

is tracking my phone and is sending the location back to the app?) or on GPS.
On my return trip, I transited this time through an airport in New York. As the building

structure was thick concrete with no window in sight, I decided to check. The app displayed
that I was near Gate 8. But in fact, I was near Gate 16, which was in a different wing of the
airport complex. There was no way that GPS would provide location at such a poor accuracy
level (and still provide a usable reading). What technology could provide location with such a
mix of accuracy and inaccuracy? I later learned that it was based on 802.11, but using a crowd-
sourcing technique to learn the position of individual access points. The technique is notoriously

challenged when APs are moved or updated [1], which was the case for that airport.

Like many users of the technology, this appalling result left me frustrated. But as a wireless
professional who had been teaching 802.11 localization for 15 years [2], it dawned on me that I
was among the ones who should do something about it. At that time, the 2016 revision of the
IEEE 802.11 Standard was in progress, and I was reviewing the many proposed additions to the
text. Many of such proposals are often technical or editorial fixes, many others are good ideas
that end-up never being implemented. Only a few belong to the "useful and popular" group.
Among all the proposals, a ranging technique called Fine Timing Measurement offered to bring
the blue dot to client devices based on 802.11 exchanges [3].

At the same period, many Enterprise customers were reporting that they concluded that the
state of the art asset indoor location tracking was no longer providing acceptable results. My
focus then became to study alternative options. Could GPS or cellular techniques be extended
indoor? Other indoor technologies, like ultrasound, light or BLE were emerging, all promising

solutions for indoor location. Could they replace the failing 802.11 techniques?

All options were open, but it seemed that replacing an 802.11 technology based on obso-
lete assumptions, with another 802.11 technology, but built on modern premises, was a logical
direction. However, FTM in 802.11-2016 seemed to only represent a few pages, much of which
seemed more theoretical than built on strong experimental foundations. The Wi-Fi Alliance had
attempted to promote the technology with a Location R1 certification, but the adoption num-
bers were abysmal. 16 Wi-Fi systems were certified, mostly test boards. For comparison, more
than 4000 devices were certified for the technology based on 802.11n. This seemed to indicate
that no one really believed in the FTM technology, or that everyone was waiting for a large

vendor to make the first move.

Therefore, I focused on FTM in more details, to research its ability to fulfill the requirements

of a modern indoor localization technology, find out if it could really provide an accurate blue dot
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on a client device, and if it could also replace the obsolete 802.11 techniques for asset tracking

and foot traffic analytic.

This thesis reflects this study and its conclusions. The very notion of a "modern localization
technology" is highly subjective, because it includes technical components, but also societal
components (that reflect what users of each technology expect from it). Therefore, the first
contribution of this thesis (chapter 1) is a review of the localization technologies based on
wireless signals. Localization technologies are varied, but are all limited by the same laws of
physics. Therefore, the general guiding principles that convert a set of signals into a location

value are useful elements that are reused by most techniques.

The second contribution (chapter 2) is a review of the outdoor localization technologies. We
look in detail into GPS and cellular localization techniques, first to understand their technical
approach, not only to evaluate how far indoor they can be extended, but also to evaluate if
an indoor complementary technology could use the same principles. We then look at the use
case they fulfill, to better understand the user expectations of what these techniques should and

should not achieve.

The next contribution (chapter 3) is then to look at the localization technologies that were
proposed primarily with the indoor environment in mind. These techniques are many and very
different from each other. Here again, their technical approach and the use cases they solve are
invaluable to understand what a 'modern’ localization technology is expected to achieve.

With this material in mind, we then study FTM in detail (chapter 4). The comparison with
the other techniques allows us to see multiple benefits in the design choice, but also multiple
challenges that were left unsolved. There had been very few studies on FTM, and it seems that
the findings we made [4] [5] [6] contributed to push the industry to have a more acute look on
the possibilities and risks of the FTM technology.

Among the challenges, FTM assumes that the AP geo-location is configured. However, get-
ting this location information is very difficult indoor, and our next contribution (chapter 5) [7]
[8] [9] is to design a machine-learning method to have APs automatically learn their geo-location
through FTM exchanges with one another, and with external stations running a GPS client. This
technique solves a fundamental obstacle to an infrastructure adoption of the FTM technique,
allowing network owners to simply deploy APs, then let them learn their location by themselves.

Facilitating the support of FTM on the infrastructure is not sufficient to call the technology
‘modern’. Another key requirement is to respect the user privacy. But our next contribution
(chapter 6) shows that a neural network can be built to fingerprint devices solely based on their
FTM pattern [10]. This work shows that, left unchanged, FTM would present dramatic risks for
user privacy. In the same contribution, we design a method to limit these risks.

Our last contribution (chapter 7) is to look at FTM exposure to attacks that plagued other

localization technologies: ranging and location attacks. We show that such attack is also very
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possible with the default structure of FTM [11], allowing an attacker to lead an unsuspecting
victim to the destination of the attacker’s choosing. We also propose enhancements to the 802.11
Standard to mitigate the attack exposure.

We then examine if FTM, after these changes, could be the indoor localization technique of

choice that the industry has been looking for.
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CHAPTER 1

How TO LOCALIZE AN OBJECT USING
WIRELESS SIGNALS

1.1 Introduction

There are multiple localization technologies based on wireless signals, but they all have to
abide by the same laws of physics. Therefore, and although there are broad variations in the
approaches from one technology to the other, it is interesting to first lay the groundwork and
examine how wireless signals can be used to express location. We will see that localization
techniques can attempt to establish ranges using signal strength, time or angles to find the
relative position of two wireless objects. We will also see that, when one of the objects moves,
an attractive augmentation technique is to compare each new evaluation to a predicted value,

in an attempt to limit the effect of measurement noise.

1.2 Classification of Localization Techniques

This study is about indoor localization, which is an attempt to find location, that is answer
the question: "where is this particular device'? There are many types of localization techniques,
some working well outside and partially extending inside, some working exclusively inside, some
providing centimeter-level accuracy while others achieve 15 meters at best. For our purpose,
organising the field and placing FTM in a relevant group could be useful. However, there are
countless ways of classifying localization techniques. In many ways, this is because the answer
is a question of perspective: "where", is only meaningful in relation to some point of reference.
Localizing (the act of localization) an object is first about finding the position of an object
relative to the position of known reference points. Then, when the object position is translated
into the coordinate system used with these reference points, position becomes location, changing
from a "relative to" metric to a set of coordinates that do not need the known object anymore
to be understandable.

This translation is only partially applied indoor. When a nurse searches for a blood pump in
a hospital, the answer "in room 24" is technically a position, but it can serve as a location value

if "room 24" is considered as a self-standing frame of reference (which means that the location
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of that room 24 is well-known and does not need to be expressed into a larger or more general
reference). Some localization techniques generate civil coordinates ("1725 King Street"), others
will generate geographical coordinates (35.18380 North, -79.11860 West), others will generate
coordinates that are relative to known landmarks or feature of a particular building ("in room
24"), and all could be labeled "locations" if the used frame of reference is known by the user of
the information.

Therefore, a good way to organize the various types of location is to look at who uses the
information, which questions where location is computed and displayed. The literature on sensors
and location using wireless technologies (for example in [12] or [13]) commonly distinguishes the

centralized and the distributed localization families of techniques.

1.2.1 Centralized Localization Techniques

In the centralized approach, a radio infrastructure collects information and signal from a
mobile object. The infrastructure, in this context, may be one or more radio points, that we
will generically call anchors until a technique-specific term is needed. The collected elements
are then centralized into a location engine that computes the mobile object location [14] [15].
This location can then be made available to an operator having a direct relationship with the
location server (e.g., IT team managing the radio network, planning team in a cellular network
operator, etc.), or can be sent to the mobile device and be displayed locally.

The purpose, and the place and time at which the location information will be consumed

are very important for this type of techniques:

— In some cases, as will be detailed in chapter 3, the information is primarily intended to
be returned back as fast as possible to the mobile device [16], for example to help with
a navigation task [17]. In that case, the time it takes for the signals to be collected,
concatenated in the location engine, the location to be computed and then returned to
the mobile device may be a key factor. Because in most cases the device needs location
information in near real time, the collection and concatenation delays, the localization
algorithm and the distance between the location server and the access network (radio
points and mobile device) are constrained by the maximum acceptable distance between
the device current position and the displayed position on the screen (which in turns depends

on the mobile movement speed).

— In some cases, the information is primarily intended to be consumed by a central system,
but the delay between the time when the mobile device appears at a specific location and
the time at which this location is computed is still of critical importance. For example, the
location system may be set to trigger an alarm when the device enters a hazardous area
[18]. In that case, short vs. long delay may mean the difference between life and death.

In other verticals, the location system may be set to trigger an alarm if an asset moves
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away from some reference point (or goes through a door). Here again, short vs. long delay
may mean the difference between succeeding or failing to prevent theft. The system will
therefore be constrained as well by the delay variable, limiting as above the acceptable

collection and computation techniques.

In some cases, a single mobile location is still needed, delay may be somewhat important,
but is no longer a critical factor. A typical example is network management, where individ-
ual device location is needed to provide proper I'T support and understand why an issue
occurred (e.g., connection issues while on a teleconference) based on the device location
and other factors [19]. In that case, the continuous location of the device is important (so
the movement can be followed, for example up to a coverage gap area), along with indi-
vidual device identification. This requirement has consequences on the design of a "good"
localization protocol, as will be detailed in chapter 4. The collection and computation de-
lays are less important than in the previous cases, because troubleshooting either occurs
after the facts (giving ample time for location to be computed), or IT support is in direct

communication with the user (who can verbally update the location information).

In some cases, individual devices locations are not important, and the system looks at
trends (e.g., foot traffic analysis in a public venue [20] [21]). In that case, the collection,
travel and computation delays are no longer a constraint, thus opening the door to heavier
localization computation algorithms that present additional properties of interest for the
particular use-case at hand, as will be seen later in this chapter. Individual device unique
identification is often no longer necessary for this case. The system also often accepts only
partial location estimates (e.g., a device is located for a short duration, for example 10 to
15 seconds, then is no longer detected for some time), and can still surface useful patterns

at the scale of hours or days.

In some cases, the mobile devices are not really mobile, but nomadic. Nomadic devices are
used in one location, and can be moved to another location. However, the displacement
from one location to another is mostly not relevant to the use case where they are inscribed.
By contrast, mobile devices move, and their location during the movement is important.
A typical example of a mobile device is a smartphone or a tablet used in the third bullet
above. When the user complains about poor connection experience, the position of the
device during the movement is the critical piece of information needed by IT support. A
typical example of a nomadic device is the blood pump in our "room 24" example. What
matters is where the pump is used now. The details of its past movement from room 31 to
room 24 are in most cases secondary considerations. The computation of the position of
nomadic devices also relaxes the collection and algorithmic constraints, because a large set
of samples can be taken before location computation is attempted. This relaxation opens

the door to additional techniques, such as large matrices with Euclidean Distance Matrix
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(EDM) resolutions, which we will detail and use in our contribution in chapter 5.

Therefore, the fact that location is computed on a central system does not mean that there
is a primary technique that should be assumed. However, such central system commonly has

two characteristics:

1. Power is not a problem, as such location server is typically connected to a permanent

power source. As such, power-hungry algorithms are perfectly acceptable.

2. The computing resources can also be tailored to the use case. Based on the number of
devices to locate, and based on the location requirements detailed above the the accuracy

needs, the computing resources can be increased or reduced.

1.2.2 Distributed Localization Techniques

In the distributed approach, the location is computed by individual participating nodes.
In the case a mobile device location, an example would be the device collecting signals from
anchors, and using that information to determine its own position then location. In this case,
the locations of the anchors are known (either shared in a radio signal, or pre-configured on
the mobile device). The scenarios can be more complex. In sensor networks, multiple nodes can
be positioned in a field, and each node computes its relative position to the other. Most of the
nodes have no information about their own or their neighbors’ positions. Multiple techniques
can then be used to build a map of the relative positions, like sampling and fingerprinting [22]
or the search of an error minimum [23] [24]. These techniques will be explored further in our
contribution in chapter 5.

In all cases, the system is self-contained, in the sense that only positions are determined, until
a system of reference coordinates is inserted. This addition is usually achieved by inputting one or
more reference locations (e.g., one or more contributing node has a declared known location, or
can compute its location through an external method, for example GPS). The known locations
are then used as seed to orient the graph of relative positions and inscribe it into the larger

coordinate reference framework.

1.2.3 Hybrid Localization Techniques

The above containers found in the literature focus on the place where computation happens,
but ignore the structure of the radio signal exchanges, which is nevertheless a key dimension
to a proper technique classification. In the centralized approach, the mobile could be the only
source of radio signals, and the infrastructure could be entirely passive. In most approaches,
infrastructure anchors still exchange messages over the wireless medium, but these exchanges
may not have a direct usage for the location determination (see analysis in section 1.4.1 and

example in section 3.3.3).
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In reverse, in the distributed model focusing on a single device computing its location, the
mobile may be passive, and only the anchors could be sending signals. This approach has useful
properties (privacy, unlimited mobile device count, etc.) that will be examined in chapter 4.

Thus a classification could also be designed where the direction and the quantity of signals
is a key classifier. In this model, the passive side does not consume any airtime (that side can
thus scale to infinity), and does not consume energy for transmissions (limiting the radio energy
expenditure to receiving signals when measurement collection is started). Because the passive
side is not transmitting, it is also not detected by the other side. This design decision has a lot
of consequences that will be detailed throughout this thesis. One of them is that the passive
side may compute its location, but the active side then does not obtain the passive side location
value (and is not even aware of the passive side presence), unless an additional system is put
in place to send this information. The method can be a subsequent message or an out-of-band
technique (e.g., another radio technology).

With this approach in mind, it is therefore useful to also list hybrid technologies, where
each side contributes to the location determination [25]. This contribution can take the form of
signals, either where both sides’ input is needed for one side to compute position or location,
or because the technique is designed to make sure that both sides can compute the position or
location output. As we navigate through the different techniques, the advantages and limitations

of these hybrid approaches will become apparent.

1.2.4 Range or Range-Free

The literature on sensor positioning also makes a clear distinction between range-based
methods and range-free methods [12]. This terminology may be misleading. In this context,
"range" refers to a form of measurement, either distances (in which case "range" is indeed a
logical term choice), but also possibly angles (and sometimes both distances and angles). The
combination of several of such measurements is then used to determine a position or a location
value. These range-based techniques will be examined in turn below, as they are the techniques
of interest for this thesis.

However, such measurement and the related location computation consume radio and CPU
resources that constrained sensors may not have (or cannot expense liberally). For example,
measuring distances may require measuring time of flight, or signal strength, or exchanging
multiple timestamped messages etc., all operations requiring specific programming and access
to specific hardware elements (accurate clock, received signal strength estimator, etc.) Therefore,
in the sensor world, an additional set of techniques, called "range-free", are widely studied. In
this setting, a set of fixed anchors are deployed, and their number may be large. The task is
then to compute the location of a particular sensor present in this set of anchors. As the goal is

to minimize energy and hardware expenditures, this exercise is often limited to estimating the
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relative position of the sensor (e.g., "within the triangle formed by anchors 1, 32 and 17").

These techniques are undoubtedly valuable and [26] provides a good introduction to the
main families. In most cases, the algorithm attempts to draw geometric figures representing the
relative positions of detected anchors (e.g., triangles formed by each set of 3 detected anchors,
with the Approximate Point in Triangle, or APIT, technique) then find the most logical position
of the sensor based on these figures (triangle intersection, centroid determination, hop count and
lines intersections, etc.)

One key limitation of range-free techniques is that the expenditure savings achieved by this
approach comes at the price of accuracy challenges. Measurements do not occur, so the accuracy
is bound by the density and relative positions of the anchors. Additionally, a smartphone in
a public venue may have power, radio and CPU constraints, but they are not so dire that
measuring distances or angles, and computing a matrix error reduction from these elements
would be an impossible task. Therefore, the scenarios envisioned in this thesis support an end-
device resourceful enough to measure and compute elements, and range-free techniques are not

a primary consideration.

1.3 Distance Estimation Techniques

There are many "range-based" techniques, as the Sensor networking literature would classify
them. An intuitive approach to finding a mobile device location is to measure the distance from
that device to one or more anchors used as reference points and which locations are known,
combine these estimated distances to deduce the most likely position of the device relative to
these anchors, then translate the position into a set of reference coordinates. Although many
algorithm perform all three operations, they are distinct steps in the localization process. The
first requirement is therefore to estimate a distance (in the context of this thesis) using radio

signals.

1.3.1 Estimating Distance from Signal Strength

Multiple protocols use the notion of received signal strength (commonly called Received
Signal Strength Indicator, RSSI), for purposes unrelated to location. This value is a useful met-
ric for mobile devices that exchange data with other nodes (fixed or not). By estimating the
strength of the signal received downstream from another node, the mobile device (assuming link
symmetry) can estimate which upstream modulation technique might be the best compromise
between maximizing transmission efficiency (which leans toward choosing a complex modulation
and encoding technique, that will maximize the information density by unit of time and therefore
minimize the transmission time and its associated energy and airtime consumption) and max-

imizing resiliency (which leans toward choosing a simple modulation and encoding technique,
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Figure 1.1 — Signal propagation in free space

that will maximize the chances that the first transmission will be successful in a given noise and
distance setting).

Therefore, the RSSI is often available, and using that metric to convert the signal value
into an estimated distance is an attractive approach [27] [28]. Converting RSSI to distance is
possible [29] because, in free space, the signal transmitted by a theoretical omni-directional
antenna expands in a sphere centered on the emitting antenna, as shown in Figure 1.1. The
surface area of the sphere, at a distance d from the antenna, is 47d2. As the distance increases,
the resulting sphere is larger, and the same amount of signal is spread along a larger surface
(and is thus weaker at any point of the surface of the sphere). Therefore, the amount of signal
loss (the free space path loss, FSPL), as the signal expands, is a direct factor of the size of
the sphere. It also depends on the wavelength A\ of the signal. The reasons for this additional
relationship include multiple physical parameters, but it is also intuitively logical that a signal
that undergoes multiple cycles by unit of distance (high frequency) would incur a higher loss
than a signal that undergoes only a few cycles (low frequency) in that same distance. The path

loss can then be expressed as follows:

FPSL = (47;6[)2 = (4”0df>2 (1.1)

where f is the frequency of the signal and ¢ the speed of light. Converting equation 1.1 to

decibels, and thus to a logarithmic scale, provides the following equivalence:

2
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From this equation, and if the infrastructure node sends its signal at a known power pr, the
mobile device should be able to measure the power of the received signal (the RSSI), deduce the
path loss, and revert equation 1.2 to find the likely distance to the node. This reversion relies
on the principle that the power density w received at any point of the sphere is also a direct
factor of the distance, and thus can be expressed as w = pr/4nd?.

However, in real systems, the infrastructure node’s antenna may not be omni-directional, and
may therefore focus the signal in a particular direction. This focus translates into an additional
amount of energy (the transmit gain, Gr) toward the direction of the main lobe of the signal
beam (energy that is removed from the directions where the signal does not travel). Similarly,
the receiver also has an antenna that receives the signal on a surface larger than a point on
the sphere, and thus receives an amount of energy proportional to the receive antenna surface

A. This ability related to the antenna surface is often expressed as the receive gain, G, which

GRr)\?
4

the wavelength of the signal (\), for the same reasons as above. Therefore, the power density

maps to the antenna area with the relationship: A = . The received energy also depend on

estimation can be transformed into a measure of the available power pg at the receiver antenna,

as follows:

:pTGT
PR 47 d?

The product prGr is called the effectively radiated power (ERP) of the transmitter. It will

(1.3)

come as an important quantity for FTM. Therefore, by measuring the power received at the
antenna (expressed as the RSSI, i.e. commonly expressed as an integer in the (1,255)), the

mobile can revert equation 1.3 to estimate its distance to the transmitting node:

[pTGT
d= A 1.4
47pR (1.4)

The technique is simple. As the receiver moves away from the sender in a straight line, the

signal degrades. When the RSSI is expressed in dBm, the degradation forms a negative log curve,
as represented in Figure 1.2. One characteristic of this degradation is that it is stiff close to the
emitter, then becomes less pronounced as distance increases. The effect is that it is rather easy
to tell the difference between, for example, 2 and 4 meter distance, but it is difficult to tell the
difference between 60 and 70 meter distance, unless conditions are ideal (lab measurements and
low noise).

However, this model makes multiple assumptions that do not apply well in the real world.
One of them is that the power of the transmitting node is known. Some protocols mention the
transmit power in the transmitted frame, but many do not. The receiver may then have to
estimate (or guess) the transmit power. Other techniques use a fingerprinting approach, where

measurements of FPSL are taken at one or more known distances from the node and used to
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RSSI vs. distance (ft)
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Figure 1.2 — Example RSSI over distance (dBm scale)

estimate the correct distance when other signal values are measured.

The technique also assumes that the antenna of the transmitter and its gain in the direc-
tion of the device are known. These are also often impractical assumptions. Figure 1.3 shows
the radiation pattern of a bi-directional antenna used in 802.11 access points. The antenna is
supposed to be at the center of the graph. The green continuous line represents the signal level
at which the signal emitted from the antenna would be received at a given position. The graph
provides multiple levels of information. As can be seen, a first level is showing that the antenna
has a strong gain toward the right of the graph (270 degree direction) and toward the back of the
graph (roughly toward the 70 degree direction). By contrast, the signal at directions 350 degrees
or 150 degrees is much weaker. The second level is that the green line also represents the points
of iso-signal. In other words, a device turning around the antenna, while staying on the green
line would get the same signal strength at any point of the path (the exact value depends on
the transmitter power). The path would of course bring the device much closer to the antenna
at some positions than at some others.

The concentric scale (concentric circles) also represents the differences of gain (in dB) at
various angles. Formally, the scale compares this antenna to a perfectly isotropic antenna (a
theoretical antenna that would radiate signal in a perfect sphere, i.e. equally in all directions).
By looking at the position of the green line for, say, direction 270 degrees (the line is at about
4 dB in the concentric axis, which means that this antenna radiates 4dB more in this direction
than an isotropic antenna would) and 150 degrees (the line is at about -24 dB in the concentric
axis), one can also infer that a device performing a perfectly circular rotation around the antenna
will get a (|24 + 4]) 28 dB stronger signal at position 270 than in position 150. However, in real
settings, the orientation of the receiver to the antenna is usually not known. The radiation

pattern is also unique to each antenna. The pattern has a vertical and a horizontal component
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Figure 1.3 — Horizontal view of the radiation pattern of an omni-directional antenna

(we only represented one of the views in the figure, as the goal is to express the limitations
of the method, not to characterize a particular antenna), and most vendors do not publish
widely their antennas patterns. Here again, estimations or sampling have to compensate for
the unknown. Alternatively, the measurement can be considered noisy and dealt with at the
position computation phase. However, this second approach is certain to insert inaccuracies
that will reduce the value of the position estimation. This technique is still useful to our purpose
and for FTM, as will be seen in sections 5.5 and 7.4. However, the large quantity of unknown

makes that great accuracy cannot be expected from this technique alone.

1.3.2 Estimating Distances with Time of Flight

A good way to remove the uncertainties of of RSSI-to-distance conversion techniques is
to attempt to measure the travel time of the signal from one device to another [30] [31]. All
electromagnetic signals travel at the same speed c.

¢ is commonly called "speed of light", but it is the speed of any electromagnetic transmission
in the RF spectrum, light or other. This fact is well understood since Maxwell, but in the
19th century, the scientific community, led by Lorentz, then Poincarré and later Einstein, was
primarily interested in the light transmission case, and the term speed of light stuck. We will

use it as a general term throughout this thesis.

This speed changes slightly with the medium, and is well known for the air (299,702,547
meters per second in dry air condition at standard sea-level pressure). Therefore, if a signal

leaves the antenna of a transmitter at time ¢; and reaches the antenna of a receiver at time to,
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the distance between the transmitter and the receiver is simply set by the equation:

d= (tg - tl)C (15)

Replacing the RSSIT method with an estimation derived from the signal travel time (time of
Flight, ToF) is tempting. However, this technique also encounters a certain number of difficulties,
that are solved in different ways by the various protocols that use it (the particular strategies
will be examined below and through chapter 3). The first difficulty is to precisely measure the
departure and arrival times at the antenna. This challenge will be detailed further in the case
of FTM in section 4.4.1. In essence, the antenna itself is a piece of copper and does not include
a clock (the clock is in an electronic circuitry inside the object), so the systems have to be able
to compensate for circuit and measurement delays to evaluate ¢; and ts.

A second and larger problem is that each side only has one of the values. The transmitter
knows t; and the receiver knows t2. To measure the signal ToF, both numbers must be known.
This difficulty means that both timestamps have to be sent to the system that will compute the
distance value. When this system is one of the radio devices, a second transmission is required
to pass the local timer to the other side.

This requirement leads to a third difficulty, which is that the timestamp value is expressed
in the local clock reference. Unless both clocks use the exact same time reference, one side
timestamp value has no useful meaning for the other side. Some solutions attempt to synchronize
the clocks. This system is efficient, but faces the additional challenge that the crystals on each
side may not vibrate at the exact same rate, and therefore the clocks may start drifting from each
other as soon as they are synchronized (see sections 3.3.2 and 3.3.3). This effect is unavoidable
in consumer silicon, where the price of the chipset is a key consideration. Other systems (e.g.,
satellites used for GPS) solve the problem by including a high accuracy clock (with the limitation
of a high cost). But systems that use consumer-grade chipsets resort to synchronizing often
to set a common reference and limit the drift problem. During the manufacturing process,
the mean drift of a particular chipset is measured, and this value derives in recommendations
for the synchronization interval that constrains the drift within an acceptable range. These
recommendations sometimes are translated in inter-vendor interoperability specifications.

The acceptable range naturally depends on the range measurement accuracy that is sought.
Light travels approximately 30 cm in a nanosecond. Therefore, any 1 nanosecond drift between
clocks introduces an additional inaccuracy of about 30 cm in the distance evaluation. Maintaining
synchronization between clocks may therefore require a large quantity of exchanges (thus airtime
consumption). These exchanges are not useful to distance measurement by themselves, they are
merely overhead requirements that ensure that measurements can be performed within the
same time reference. As can be expected, more frequent measurements reduce the risk of clock

differences, but also leave less time for the distance measurements themselves, causing a catch
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22 (self-contradicting) scenario.

To limit this difficulty, other solutions attempt to get rid of the clock synchronization prob-
lem. This can be achieved by simply causing each side to express an interval instead of a time. A
second set of messages is sufficient to achieve that goal. This phenomenon is easily understood
with an example. Suppose two devices A and B. A sends a message at t1, which is received by B
at to. If A then communicates t; = 913289187, then B needs to align its clock to A’s so that ¢y
makes sense in B’s frame of reference. But if B’s local clock is not synchronized, and B’s t9 is in
a different range (e.g., to = 154954644), then the distance cannot be evaluated (in this example,
to —t1 = —758334543 is not only a negative number, but its absolute value would also translate
in a distance of 2.10'7 meters, which is nonsensical).

However, suppose that B then sends a message at time t3, received at time t4 by A. Then

the distance between A and B simply becomes:

(ta —t1) — (t3 — tz)c
2

d= (1.6)

This technique is widely used, for example by FTM and UWB. Because (t4—t1) and (¢3 —t2)
are now intervals, the absolute values of the clocks do not matter anymore. In the example above,
A could determine that t4 = 913289293 and B that t3 = 154954662. Regardless of the clocks
misalignment, the intervals can still be computed without depending on the local clock value,
and thus (4 — ¢1) = 106 and (3 — t2) = 18. Using equation 1.6, and knowing the unit of the
time intervals (e.g., nanoseconds), a distance of 13.19 meters can be found. Quite naturally, this
technique implies that all times are shared with the device that will compute the distance.

The absolute reference issue is solved, but the clock drift issue is still not completely elimi-
nated. A computes t; and 4 using its own clock (likewise for B and ty and t3). If the crystals
on both sides do not oscillate at the exact same rate, 18 or 106 nanoseconds measured on one
side would not be measured to the same duration by the other side. Therefore, drift is still an
issue to consider, with the awareness that the drift is constrained to the interval measured (in
our example, the drift occurs at most during an interval of 106 nanoseconds). We will see in
chapters 3 and 4 how individual protocols (UWB and FTM respectively) address this issue.

The above estimation relies on the speed of light in the air. However, buildings are often
filled with obstacles (plaster walls, glass etc.) There seems to be a urban legend in the indoor
location engineering community that these obstacles necessarily affect dramatically the distance
measurements, because the RF signal will slow down in material denser than the air. The
propagation of radiowaves is well-known [32], and the effect of building material also extensively
modeled [33] and documented [34]. Radiowaves travel slower in denser materials. In a building,
a plaster wall is a typical obstacle. Propagation speed depends on the signal frequency, the
plaster humidity and a few other factors, but a speed of 197,000 km/s is a good approximation.

Compared to a travel speed in the air of 299,703 km/s, radiowaves do travel considerably slower
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in the plaster wall than in the air. These raw numbers may be where the urban legend takes its

source.

However, a valid comparison is not in the raw speeds, but in the differential results between
open space and a building with walls. A plaster wall is typically composed of two plaster sheets
(construction details vary widely from one country to the next, but 1.5 cm thickness for each layer
is a good approximation), with dampening material in between (rock wool or equivalent, which
primary component is air). For this thought experiment, consider a series of walls representing
together a one meter thick plaster obstacle. This quantity represents more than 30 walls. Such
thickness is unlikely in real life, as a plaster wall can attenuate the signal by 10 to 20 dB
(again, the attenuation depends on the thickness, humidity and other factors). Therefore, it is
unlikely that a signal would actually survive crossing a meter of plaster and be usable on the
other side. But we suppose it does for the thought experiment. In the air, the signal would
take approximately 3.34 nanoseconds (depending on the frequency) to travel one meter. But
the signal would take approximately 5.076 nanoseconds to cross the full one meter of plaster.
Thus, the series of walls causes the signal to be delayed by 1.736 nanoseconds. This added delay
makes that the operator, thinking that the signal was transmitted in open space, would over-
evaluate the distance by 60 cm. Each wall (supposing that two-sheet structure) adds 1.8 cm
to the measured distance. As will be seen in the upcoming chapters, the accuracy expected by
the techniques for strict over the air transmission makes that the wall delay is negligible. For
example, UWB can merely cross a single wall, and offers an accuracy expectation in the order
of 10 to 20 cm. FTM signals may go through half a dozen walls (10 cm increased perceived
distance), but offers and accuracy of about 1.5 meters (with an 80 MHz signal, see 4.4). Thus it
is reasonable to consider that obstacles do play a role in the distance estimation, but their effect

is not major at the scale of the other factors that affect the range accuracy.

1.3.3 Determining Location from Distances

At this point, we have two methods to evaluate distances. As noted above, measuring the
distance to an anchor is the first step, but is insufficient to conclude on a mobile location
(unless the goal is proximity detection as will be detailed in section 3.2.2). In most cases, an
iterative series of measurements is conducted against multiple anchors. Then, the set of estimated
distances needs to be converted into a location or a position value. Several general techniques
are available for such conversion ([35] provides a complete analysis), that are so widely used
by many localization technologies that they are worth mentioning here, before protocol-specific

modifications are examined in subsequent chapters.
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Simple 3-sphere intersection

If the distances to multiples anchors are known, one tempting method to derive a position
is to draw circles around the anchors (which radius is the distance to that particular anchor),
and look where the circles intersect. In fact, the mobile and the anchors are not necessarily on
the same plane. For example, the mobile may be on the second floor and detect an anchor on
the fourth floor. Even when both anchor and mobile are on the same floor, the mobile may be
1 meter above the floor (a phone in someone’s hand) and the anchor may be attached to the
ceiling. As such, the problem of resolving the position has to be thought in R3.

Therefore, when the mobile exchanges with a single anchor, the output is a single distance
positioning the mobile anywhere on a sphere (and not a circle) around the anchor. With 2
anchors, 2 spheres are formed and their intersection is a curve lying on a plane perpendicular
to the axis formed by the sphere centers. Such result is of course too inaccurate for proper
location. 3 spheres offer a better solution, as they intersect on two points (if all three intersect).
There remains a two-way ambiguity. Naturally, if all three anchors are on the same floor and
at the same height, the two possible intersection points are at different heights, and the mobile
may have internal additional sensors that can be used to resolve the ambiguity (e.g., additional
readings from GPS or an internal barometer to establish a possible height and discard one of the
solutions). In many cases, the question of the height is also not posed by the user. In a "blue-dot"
scenario, the user opens a particular floor plan, and asks the device to display its position on
that floor (so the verticality is solved before the computation starts). Therefore, in many cases,
using the distances to three anchors is a good approach. Determining the position from these
distances is a simple transformation.

Formally, if 2; is an anchor of coordinates x; = (u;, v;, w;) and y = (uy, vy, wy) is the mobile,

the correct distance d; from the mobile to the anchor can be written as:
& = (uy —w;)* + (vy — vi)* + (wy — w;)? (1.7)

When the mobile ranges against three anchors (i, j, k), the system becomes:

d = (g = 43)* + (v = 03)° + (wy = wy)? (18

Solving this system provides the mobile position. In its simplest form, an algebraic solution
starts by defining a plane formed by the position of the three anchors (the spheres centers). One
anchor is positioned at the origin, thus z; = (0,0,0). Another anchor is positioned along the v

axis, thus z; = (u;,0,0). The last anchor is positioned on the same plane, thus z; = (ug, vg, 0).
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In such coordinates, equation 1.8 becomes:

d? = uf/ + v§ + wi (a1)
djz = (uy —uj)®+ 1)2 + wZ (ag) (1.9)
dz = (uy — uk)2 + (vy — vk)2 + wz (a3)

By subtracting the second equation from the first (az — a1), then the third from the first

(az — a1) and using the first equation, wu;, v; and w; are found as:

d% - d? + u?
2u;
d? — d2 + uf + v} — 2upuy (1.10)
2Uk

_ [72 .2 .2
wy = E£4/d; uy — vy

Naturally, other approaches exist, including methods based on vectors and derived from

Uy =

Uy =

Powell’s work [36], such as the one suggested by Gibson and Scheraga [37]. Their outcome is
still a position derived from the estimation of 3 distances. This three-sphere method is light and
simple. However, one clear limitation is that measured distances are estimated, thus noisy, and
as such, the resulting position is an approximation. Additionally, y is not always found within
the triangle formed by the three anchors. The anchors may all be in the same direction, thus

causing dilution of precision [38] issues (see section 2.4.2).

1.3.4 Multi-sphere intersection

Because of the limited precision resulting from the 3-sphere intersection technique, it is
tempting to increase the number of anchors ranged against, and generalise the formula. As soon
as there are more than 3 anchors, the system has more equations than unknowns and appears
to be overdetermined. However, adding more anchors, and thus more distances, does not always
result in a better position estimation in a noisy context. This counter-intuitive result is easily
understood with an example, and illustrated for other cases of projective geometry in [39] and
[40].

Starting from measured distances (denoted d to differentiate the noisy, measured distance
from the actual distance d), the expected position § = (i, vy, wy) of the mobile can be extracted
from (1.7) as follows:

- - . - - . 2
(a0 + 0% +15,%) = 2(dyu; + yvi +wywi) = di” — (uf + 07 +wi) (a;) (1.11)
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We note that the location of the anchor ¢ may be an approximation and add to the noise, but
we consider for this chapter that the implementer configured the anchors locations with precision,
to demonstrate that addition more measurements does not improve the location accuracy, even
when the anchors locations are correct and known.

Thus, when ranging against four anchors (i, j, k, (), there are more equations than unknowns.
By operating the pairwise subtraction described above ((a;—a;), (aj —ag), (ar —a;)), the element

(u~y2 + v~y2 + wy2) disappears from each combined equation, and the system becomes:

Uy (wi — uj) + Uy (vi — vj) + iy (w; — wy)

1, ,-2 <2 . 5 -
= 5((dz‘ —d;") +ui v} +wp — i —vf — wi)iy(uy — ug) + Uy (v; — vk) + by (w; — wy)

i Y j
1, -2 -2 . N N
= 5(((1]- —di) + u? + U]2~ + wj2- — uz — v% — wi)uy(uk — ) + Uy(vg — v) + Wy (wy — wy)

1, -2 =9
25((611@ —d;") +ui + vp + Wi — uf — v} — wy) (1.12)

By organising the different factors in a matrix, these equations can be represented as follows:

. 2 =2
(u,‘ — uj) ('U,‘ — Uj) (wi — wj) uy %(((%12 - dj2) -|-UZ2 + UZ-Q + wf — u? — ’U]2~ — w?)
(uj —ug) (vj—wr) (wj—wg)| |Gy | = %((djz— dk2) + u? + vjz + w? —ui — v —w}) (1.13)
(up —w) (g —v) (wp—w)| |0y [0 —d") +uf +of +w}—uf —vf —w)

Such structure is well-known in linear algebra and has the form:
Ax =10

where A is an invertible matrix representing m equations with n unknown, and z is the
vector in R™ that minimizes ||b — Ax|| with respect to the inner product in R"™. The optimal
solution for this system, starting from the system of linear equations built above, is the vector
x so that:

r=(ATA)"1ATD

Therefore, finding = requires finding the determinant of A (this is needed, as (ATA)™! =

1

madj (AT A)). In our case, this determinant is expressed as:

da = (ui — uz)((vj — og) (wy, — wr) — (wj — wi) (Ve — v1)) — (uj — ug)((v; — v;) (W — wy) (1.14)

—(wi — wj)(ve —0)) + (up — ug) ((vi — v;)(w; — we) — (wi — w;)(v; — vk))
An examination of the coefficient matrix clearly shows that each row represents the distance
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between the points (7, ), (7,k) and (k,[) respectively, along each dimension (u,v,w). A direct
consequence of this structure is that the determinant is zero if the points (and therefore the
anchors) are on a straight line. This configuration would not be surprising in a public venue
(e.g., shopping mall main aisle with Wi-Fi access points aligned along a straight walking path),
and the mobile has no direct mechanism to detect in advance the anchors relative positions. In
an indoor setting where most anchors are commonly at the same height, the third column of the

coefficient matrix also becomes a 0 vector, here again causing the determinant to be 0.

However, the measurements in a real environment are noisy, and the mobile may find a non-
zero set of values for the w dimensions. These values may be close to 0 (but not null). Then,
the determinant may be non-zero and small if the anchors are close to a straight line. In all
cases, the non-zero determinant value is very sensitive to measurement errors. As the vector x is
computed using the m, a small error, resulting in a small non-null determinant may have

a dramatic effect on the coordinates found (as if det(AT A) is small, then m is large).

This difficulty makes that there is often no great advantage in using more than 3 anchors in

noisy environments when using the Az = b form for the multi-sphere intersection resolution.

The above does not mean that using more than 3 anchors is never a good choice. It means
that when computation cost matters, 3 anchors is a "good enough" choice. When more than 3
anchors are used, a linear method cannot be used. Instead, a minimization technique is needed,

with the downside of a higher computation cost.

A simple technique can still leverage equation (1.7) [41], by attempting to minimize the error
(e) between the positions computed from the distance to each anchor. Thus for each set of n

anchors ranged against, the mobile’s goal is to compute:

min >y — il - d)? (1.15)
i=1

There are three different ways to compute the solution [42]. The most common approach is

to use calculus, by computing the derivative of the error expression in (1.15) as:

—1

5(6) = 23 —ill - d) L= (1.16)

This regression can be computed with standard gradient descent techniques, by moving
by steps the estimated position of y based on the gradient value. This equation will become

important in section 7.4.
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1.4 Comparison techniques

Measuring distances or ToF can be inaccurate, but also presents specific difficulties. RSSI
methods rely on knowledge of the radio parameters of the transmitter (that the receiver does
not always have). ToF methods consume airtime to pass values around and limit clock drifts,
which causes scale issues in high-density environments. Therefore other methods were designed
that rely on a single side transmission (thus offering higher scalability that ToF techniques), but

without the need to know the transmitter parameters.

1.4.1 Time Difference of Arrival

These alternative techniques are especially useful in high-density environment, for example a
factory or warehouse where thousands of assets (parts or boxes) need to be located to maintain
operational efficiency. In this context, the asset typically does not need its own location. It is
often a constrained device, and the primary requirement is a process by which the asset sends a
single message (at intervals) that can be used to deduce the asset position.

If anchors are positioned around the asset location (e.g., at the edge of the factory floor),
then they may be able to deduce the asset position from the time it takes for the asset message
to reach each of them [43] [44]. The strict ToF may not be known (as this would require the asset
to send an interval or a clock value that can be used by the anchors). However, the anchors can
compare the time of arrival of the asset signal, and use this information to deduce the relative
position of the asset to each of them.

In other words, if the signal takes 10 nanoseconds more to reach anchor 2 than to reach
anchor 1, then the asset is 3 meters (the distance traveled by the signal in 10 nanoseconds)
farther to anchor 2 than it is to anchor 1. A precise distance to the asset is not determined, only
a relative distance comparison, forming an hyperbola of possible positions that are 3 meters
farther to anchor 2 than to anchor 1. This comparison is repeated for each available anchor pair,
as illustrated in Figure 1.4.

Formally, in a two-dimensional domain, the asset at position y = (uy,v,) sends a signal
received by anchor i sitting at position i = (u;, v;) and by anchor j sitting at position j = (uj, vj).
The distance dy; from y to i can be expressed with the simple Pythagorean expression illustrated

in Figure 1.4:

dyi = £/ (s — )2 — (v — v,)2 (1.17)

The same logic is applied to express the asset distance to anchor j. The difference in distance
between the asset and both anchors follows the same reasoning structure as the ToF method.
If the asset signal reaches anchor 7 at time t; and anchor j at time ¢;, and knowing that the

signal travels at the speed of light (c), then the difference between the distance of y to i and j
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Points that are 1 meter closer to
Anchor 2 than to Anchor 1

dy, = j(uz —uy )2 — (v, — y)?
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target (u, v,) | ~

Points that are 1.8 meters closer
Anchor 3 to Anchor 3 than to Anchor 2

(u3,v3)
Points that are 3 meters closer
to Anchor 3 than to Anchor 1

Figure 1.4 — Location determination with hyperbolic intersection in TDoA
is simply the difference of arrival time multiplied by the speed of light:

dy; — dyi = (t; — ti)c (1.18)

As these distances are expressed in equation (1.17), a TDoA equation can be written that

expresses this difference between these distances:

dyj — dy; = \/(uy - uy)2 - (Uj - Uy)2 - \/(Uz - “y)2 — (v — Uy)2 (1.19)

This equation is the squared-root form of the standard (1;72}1)2 — @;75)2 = 1 equation for a
hyperbola.

With 2 anchors, one hyperbola is formed and naturally the position of the asset is anywhere
on the hyperbolic curve. A third anchor k allows the determination of the hyperbolas to the
anchors ¢ and k£ and to the anchors j and k. As the equations are of the second degree, the
intersection of each hyperbola pair (and two conics in general) provides 4 solutions (therefore 4
intersection points). These points may all be real and distinct, two real and two imaginary or all
imaginary. Two or more points may also coincide. Therefore a set of 3 anchors may be sufficient
to find the position of y on a plane, but in other cases a fourth anchor is needed, and a fifth if
the problem is presented in R.

The solution of such system can be found with the method of simultaneous equations. How-
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Antenna 1 Antenna 2

Figure 1.5 — Principles of AoA measurements

ever, one difficulty that we will examine further in chapter 3 is that the collected times of arrival
are noisy in real deployments. Just like for the ToF approach, a comparison of the times of
arrival (ToA) means that the location engine must be able to observe the ToA on each anchor
within the same global time reference. As each anchor reports the ToA from its own clock, the
same local significance issue arises as with ToF. Therefore, the common practice is to designate
a primary anchor, that sends a synchronization message to the others (over the air or over the
wire) to set a reference time. This technique sets a common clock, and limits individual clock

drifts to the synchronization interval. An example is provided in Section 3.3.3.

1.4.2 Angle of Arrival

Each method that attempts to measure the times (difference of arrival, time of flight) seems
to face the problem of clock synchronization. Therefore another technique of interest is one
where no times are measured [45]. Rather, the method simply measures the angles at which
a signal arrives (thus the name of the method, Angle of Arrival, AoA) to one receiver with
multiple antennas or radio chains. This method presents this important requirement, that the
receiver needs to incorporate more than one antenna. The signal from a transmitter, at the scale
of the antenna separation, is seen as arriving at approximately the same angle to both antennas.
However, one antenna will be closer to the transmitter than the other, and will receive the
signal first. As the signal reaches the second antenna, a moment later, a phase change should
be observed as shown in Figure 1.5, because the signal needs to travel an additional distance
of dsin(f) to reach the second antenna (where d is the distance between antennas, a known
quantity, and 6 the angle of arrival of the signal).

The idea behind the determination of the angle of arrival is easily understood as follows. As
the angle of arrival between antennas is considered to be the same, the difference between both

signals (besides a difference in attenuation due to the difference in distance and noise between
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GNBl

BNBQ

Figure 1.6 — Finding the UE position from angle measurements to known ENB positions

receiver figures), will be the phase shift Ay between the first and the second antennas, that can
be expressed as follows:
dsin(0)

Ay =—2m— (1.20)

where A is the frequency of the signal (which is also known). As the shift in signal can directly

be measured by comparing the phase on each receiver, deducing the common angle 6 can simply

be done by reversing the equation:

Ag- A
0= ) 1.21
arcsin ( —27Td) (1.21)

In practice, the signal is noisy, and a difficulty is to determine the exact time, and the exact
signal component, that should be retained as the main signal. A common technique is to use the
MUItiple SIgnal Classification algorithm (MUSIC [46]). This technique and the issue of time of

arrival determination will be examined further in Section 4.4.2.

Once the angle of arrival of the signal coming from one anchor has been found, the same
operation can be repeated with one or more signals coming from other anchors. If the position
of each anchor is known, the location of the mobile can then be deduced by a simple geometric
method, illustrated in Figure 1.6. This method compares angles to different known sources, and
is therefore called angulation. Measurements to at least three anchors are needed to evaluate
the location of the mobile, even in the absence of noise (making triangulation the common
embodiment and name for this method). Between the mobile and each set of two anchors, a
triangle can be drawn where the mobile occupies one apex and each anchor each other two
apices. From any arbitrary direction used as angle of value 0 in the measure of AoA, the mobile
has determined the angle to each anchor, and the sum of both angles is easily found. When
the mobile is within the triangle formed by the three anchors, the sum of the angles from the

mobile to all anchors should equal 7 radians (modulo 27). In a noisy environment, the angles
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measurements are approximations, and a simple scalar method can be used to reduce the error,

converting each measured angles 6; to a reasonable estimation 6;:

if 61 + 0y + 03 = mm, then 0, = ﬁ, Oy = @, 003 = 9—3 (mod 27) (1.22)
m m m
If the positions of the anchors are known, the triangle they form can be drawn, and the task
is merely to position the mobile in a position where the vertices formed from the evaluation of
the angles 0; are closest to each anchor.
The accuracy of this method depends on the precision of the estimation of each angle of
arrival 6;, and naturally on the knowledge of the positions and distances between the anchors
[47].

1.5 Adding a Filter

The Kalman filter [48] is also a very popular technique for noisy measurements and compu-
tations aiming at finding the position (and possibly other elements of movement, such as speed
and acceleration) of an object, especially when the object moves, which is the case for FTM.
The efficiency of the Kalman filter comes from its ability to include the prediction of a new state
(e.g., the object position, speed, acceleration) with the observed (but noisy) state, and com-
bining the two to output the best estimation of the actual state. In a noisy environment with
stochastic measurements, the Kalman filter helps cut through the noise and converge rapidly
on correct values. The process of the Kalman filter depends very much on what elements are
measured, what modifies them, and how a state prediction is made. All these elements can be
fairly confusing if only named generically. Therefore, and for better clarity, we will use FTM as
a driving example in this section. But the principles can be applied to any case where both a

prediction and a measurement can be used to evaluate a state.

1.5.1 Standard Kalman Filter

The Kalman filter is an iterative process. In the case of FTM, it occurs each time the ISTA
obtains a new range from exchanges with an RSTA, i.e. at the end of each ranging burst.
The same logic can be applied to any other technique that makes an estimation of distance to a
reference anchor, then determine a new distance as the object moves. At that time, the measured
distance d to the client and the anchor known position are used to compute a circle at distance
d from the anchor. The role of the filter is then to determine if this new distance (or position)
measurement matches the distance or position that would be expected from the previous series
of measurements.

The filter is instantiated through several steps. In a first step, a new predicted state at
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iteration k, Xy,, is predicted from the previous state determined through the Kalman filter
process, Xj_1 (or from a seed initial state for the first iteration). A state matrix X} can therefore
be written, that represents the values of the various variables (e.g., position x, y, z and associated

speeds in each dimension, &, ¥, Z at iteration k, as follows:

ka = AX})_1 + Bup + wg (123)

where A is an adaptation matrix, used to modify X;_1 into a format compatible with the
addition of the other values, while incorporating the time interval since the previous iteration,
that quite logically will modify the position. For example, for a simple position and speed matrix

at interval AT, XA = [z yz &9 2], A could be in the form:

1 0 0 AT 0 0]
010 0 AT 0
q_|00 1 0 0 AT
000 1 0 0
000 0 1
000 0 0 |

In equation (1.23), uy is the control variable matrix, i.e. the elements that modify the
position and speed beyond the effect of the time interval. In the case of a user moving on a
floor, uy is typically a 1x1 vector representing the user acceleration at iteration k. B is therefore
a matrix representing how this acceleration modifies the position and the speed. For example,
a moving vehicle accelerating at a constant rate a along a single axis will have a position at
time ¢ defined by % and a speed defined by at, thus u; would be defined as u; = [a] and after
interval AT, BT = [(1/2)aAT? aAT). In the case of FTM, acceleration is often expected to be
null for a walking user, but we mention this component as it may appear in other cases where
acceleration plays an important role (e.g., localization technologies integrated into a vehicle).
wy, is the predicted state noise matrix, i.e. the noise in the prediction of the new state. Thus the
predicted state matrix Xy, is determined by the previous state, modified by the elapsed time

and the variables affecting the object position and speed.

The next step is to determine the state covariance matrix for iteration k, Py, . This matrix

is computed as follows:

Pkp = APkflAT + Qp (124)

where Q. is the process noise covariance matrix, 4.e. covariance of the expected noise in the
measurement process (not the measurement itself, but the way we measure, in the case of FTM

or another technique measuring ToF, this can represent calibration noise between the signal at
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the antenna and the timestamp estimator, for example), and Pj_; the process error at step k—1.

In a simplified model where we track a position x and a velocity &, P can be in the form:

2
0y Ozi
T

Ogx g%

In the case of FTM and many others where there is no relationship between the errors in the
process of measuring each variable (the position and the velocity are measured independently,
for example position with FTM and speed with inertial sensors, and the error of the process of
measuring one has no bearing on the error of the process of measuring the other), the matrix
is often simplified to only keep each variable variance component (the error squared for each

variable, position and speed, or the variance in the error for each variable), and:

2
oz 0
P.=1" )
0 o3
A has the same meaning in equation (1.24) as in equation (1.23). Thus Py, predicts the error
in the process of position and speed estimation, based on the previous prediction and the noise
in that prediction.

The position and speed is not only predicted, but also measured, with the updated measure-

ment representation of the state matrix, Y}, defined as:

Y, = CXkM + Z (1.25)

where X}, is the state measurement matrix (the state matrix as measured), modified by the
adaptation matrix C (that nulls the elements of the state that are not measured, for example
the system may only measure the position but not measure the speed, in which case C will apply
a 1 coefficient to the position components of X}, and a 0 coefficient to its speed components),
and Zj, the measurement noise (or uncertainty).

Py, and Yy, are used to compute the Kalman gain, at the heart of the process:

P H

K= _—"
HP, HT + R

(1.26)

where R is the sensor noise covariance matrix, i.e. the measurement error. In the case of
FTM, a typical source is multipath, that causes the evaluation of the timestamps (and therefore
the distance) to be biased when the retained signal is not the direct LoS but a reflected signal
(we will come back extensively on this issue in Section 4.4.1). H is a transformation matrix
required to maintain compatibility between the different objects of the equation (for example,
for FTM and a 6x6 diagonal Py, matrix showing the covariance values of positions and speed in
(z,y,2), H and H” would each be the 6x6 identity matrix).
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From the form of the equation, it is clear that K is a value between 0 and 1. The goal of
the Kalman gain is to determine which part of the new state should be imparted to the new
measurements, and which part should be imparted to the prediction of the state. Indeed, if R
is small (the measurement error is small), K tends toward 1, with the consequence that the
adjustment (below) will rely more strongly on the measurement update. If R is large, then K
tends toward 0, with the consequence (below) that the adjustment will rely more strongly on the
state prediction (and the adjustment caused by the Kalman gain, that incorporates how much
the measured value differs from the predicted value, will be a small contributor). Therefore the

new state X is determined as:

Xy :ka—FK[Yk—HXkP] (1.27)

Thus the new state is computed as the predicted state, modified by the Kalman gain multi-
plied by the difference between the observed state and the predicted state. A small Kalman gain
will result in the next state giving more importance to the predicted state. A large (closer to 1)
Kalman gain will result in the next state giving a larger importance to the measured state.

Once this determination is completed, and in preparation for the next iteration, the process

covariance matrix is updated:

Po=(I—-KH)P, (1.28)

where I is the Identity matrix. Py will be used at iteration (k + 1) to compute the process

covariance matrix Pgi1,.

1.5.2 Extended Kalman Filter

As FTM collects distance information (and not directly positions and velocity elements),
the position in the X} state matrix is computed through the standard Euclidean transformation
from equation (1.7). The function is not linear, and linearity is one assumption of the standard
Kalman filter process. In order to accommodate for scenarios where the equation is not linear
(and those where the noise is not Gaussian around 0), an extension to the Kalman filter (the
Extended Kalman filter, abbreviated EKF [49]) is rather used. The general principles are the
same, with X expressing the function f leading to the new predicted state (which, again, is

not linear, but needs to be derivable):

Xy, = [(Xp—1 + Bug) +wi (1.29)

Similarly, the updated measurement representation of the state matrix, Y3 shows the function
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g leading to the new measurement, with:

Yi = 9(Xky,) + Z (1.30)

The EKF process uses derivation to linearize the function at each point of each iteration
k, thus first looking for the predicted matrix of partial derivatives (the Jacobian), instead of

looking directly for the predicted state:

of

F= %
0X [x=x,

(1.31)

Similarly, the linearized observation equation Hy is sought, instead of finding directly the

measurement representation Yj:

og
H, = — 1.32
"X | xoy, (1.82)

With these changes, the state covariance matrix for iteration k, Py, becomes:

Py, = FxPu 1 F' + Q. (1.33)

With the same logic, the Kalman gain becomes:

P HF
-k (1.34)
HyP., H; + R
And thus the new state X}, is determined as:
Xy = X, + K[Yy — 9(Xg, )] (1.35)
In preparation for the next iteration, the process covariance matrix is updated as:
Py = (I — KHy)Py, (1.36)

One great advantage of such transformation is of course the ability to locally linearize the
equations, and thus compute location (and velocity) without a prior method. However, it is
not an optimal estimator, especially at points where the measurement and state diverge. For
example, while an ISTA is exchanging repeated bursts with a given RSTA, the Kalman gain
decreases and the filter gets better and better and finding the right position with the prediction.
As soon as the ISTA starts ranging with another RSTA, and if this RSTA displays dramatically
different performances numbers than the previous one (e.g., very different range precision figures
[e.g., because of a LoS vs nLoS scenario], or different LCI precision), then suddenly the predicted

state and measurements diverge brutally and the Kalman gain brutally increases. To avoid this
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issue, the implementer needs to be careful and start a n individual Kalman process for each
RSTA. Otherwise, the effect of this change is an apparent sudden change of direction in the user

trajectory, even if the user continues walking in a straight line.

The Kalman filter is only one of the many possibilities to compare a
predicted state to a measured state. It is widely used for objects in
movement (and thus for FTM, as will be seen in Section 7.4). However,
other filters exist. For example, the a - f filter is simpler (it does not
require a system model) and can also be used to establish the validity of
new measurements. This filter will be used for example in Section 4.4.2
with FTM, to bound the timestamps received on both sides. Particle
filters [50] substitute the linear projection of the next state found in
the Kalman filter, with a sequential Monte Carlo method. All filters
present the property of limiting the error when the next measurement
is not available or very noisy. However, all filters, having to arbitrate
between a measurement and a predicted value, may wrongly evaluate as
noisy a measure that is valid but collected from a stochastic trajectory
(e.g., sudden turn). Thus filters limit the noise, but find limitations in
environments where the prediction of the next value is made difficult by

local circumstances.

1.6 Conclusion

In this chapter, we presented the primary techniques used to obtain a location output from
the exchange of radio signals. Some techniques solely rely on the signal itself, leveraging the RSSI,
and converting the signal strength into an approximation of the distance to the transmitter. The
limitation of this method is the need to know the transmitter RF characteristics. Another method
evaluates the time of flight of a signal between a transmitter and a receiver. No knowledge of
the transmitter is needed, but an exchange of timestamp values supposes a synchronization of
the clocks on both sides, or at least a bounding of the clock drifts. Once distances are estimated
using either of these techniques, a three-sphere geometric method can be used to find the receiver
location. If more than three anchors are available, the evaluated distances can be positioned in
a matrix, and a minimization algorithm can be used to find the mobile location.

Instead of measuring the time of flight, the Time Difference of Arrival method measures the
time of arrival of a given message on multiple receivers, then uses the time difference of arrival
to compare the distance between the emitter and the different receivers. Each comparison draws
an hyperbola of possible positions between two anchors, and multiple measurements are used to

find the intersection of the hyperbolas formed that way. Because time is involved, the receivers

45



Chapter 1 — How to Localize an Object Using Wireless Signals

also need to report the arrival time within the same frame of reference, causing the drift issue
to appear in this method as well.

Another method removes this limitation, by solely focusing on measuring the phase shifts at
which a signal reaches a receiver with multiple antennas. The method is fundamentally geometric,
but supposes a receiver with at least 2 or more antennas or radio chains.

It is thus clear that each method has advantages and downsides, trading simplicity for inac-
curacy, or circuit complexity for cost. A mobile device still incorporates several of these systems,
and should therefore be able to use them in turn or in combination to compute location. In the
next chapter, we will examine how this localization is performed outside, and will attempt to

bring these solutions to the indoor environment.
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CHAPTER 2

USING LONG RANGE LOCATION
SOLUTIONS

2.1 Introduction

In many ways, outdoor location seems to have been solved in many places where radio
technologies are accessible. If you have a smartphone, and can connect it to the Internet to
display a real time map of the area, you will also likely be able to display your location on
that map, with an accuracy of a few meters. Thus it would be tempting to postulate that these
technologies could simply be brought inside. This may mean using them directly for indoor
navigation, or deploying inside technologies that have the same characteristic as these methods
that have been successful outside. In this chapter, we study the outdoor localization technologies
and evaluate how they can be ported to an inside world. We will start with GPS, and will examine
the use case that this technology focuses on, and how it achieves an accuracy of a few meters. We
will then look at cellular location, and will see how multiple techniques have been attempted to
provide accurate location, not only for the client device, but also for the infrastructure. We will
then see how these technologies perform when they are brought near or inside buildings, and will
envision the scenarios where they can be used directly, or when they need to be complemented

by indoor techniques.

2.2 Localization With GPS

Using GPS for location tracking has become a natural part of our outside connected life.
However, the availability of the technology, and its ability to provide accurate location, rely on

a combination of historic decisions and technical breakthroughs.

2.2.1 American GPS Availability

After The American National Air and Space Administration (NASA) started mastering the
launch of rockets into space, in 1959, the US Navy requested the deployment of a series of

satellites (the Transit System [51]) to track the position of nuclear submarines. The logic was
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opposite to that of modern GPS. The transmitters were in the submarines, and the satellites
were the receivers. The technology was also different. Transit used Doppler shifts in signals, the
same technique the US Army had devised to detect if the first Russian satellite, Sputnik, was
above the American soil.

The American Army soon determined that the opposite logic was needed for their ground
forces: the ability for a vehicle to know its precise location on earth, and of course compare this
location to the known position of enemy assets obtained through aerial photography. The first
NAVSTAR test satellite was launched in 1974, and by 1978 the deployment of 11 Block I Global
Positioning System (GPS) was initiated.

The system was first reserved for military usage. However, in 1983, the crew of Korean
Air Flight 007, en route from Anchorage to Seoul, made a navigation mistake and the aircraft
deviated from its intended trajectory. The Soviet estimated that the commercial identification
was a decoy for a spy operation, and the plane was destroyed by a Soviet Su-15 interceptor,
killing close to 300 people. Touched by the event, President Reagan ordered that GPS be made
available to civilian use, to improve navigation and increase air traffic safety.

A few years later (1989), the first hand-held GPS devices appeared on the market, right at the
time the US Air Force was launching improved GPS satellites (Block IT). The US Department of
Defense began decreasing the accuracy of GPS readings for non-military use, fearing to provide
an advantage to the US adversaries. This lower precision signal was the one made available to
civilian receivers. In 1998, the US army started launching GPS III satellites, with a military-
grade (encrypted) high accuracy signal, and lower accuracy signals for aircraft and civilian use.
The GPS system today includes 32 satellites, 24 of which are active at any time.

Because the American GPS solution was the first to be made available to civilian usage,
it is the most widely used solution today, and its applications range from location to time
synchronization. However, other equivalent systems were deployed since, such as Galileo (Euro-
pean Union), GLONASS (Global Navigation Satellite System, Russia), NavIC (Navigation with
Indian Constellation, India), Michibiki (or QZSS, Quasi-Zenith Satellite System, Japan) and
Beidou (China).

2.2.2 Position Determination with GPS

Although these different solutions present major differences (in particular for accuracy aug-
mentation and security), they rely on the same principles for basic location determination [52].
These principles are useful for our study, because FTM will attempt to reuse similar ideas, but
will also make critical simplifications along the way.

At the core of GPS localization, the end device includes a receiver that collects signals from
several specialized satellites. Each signal includes a timestamp and the emitting satellite position.

The satellites use an atomic clock so as to ensure the precision of the timestamp, solving at the
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source the drift issue that littered the previous chapter. The receiver then proceeds to compute

its own location on earth through the following steps (Mohan et al.[53] provides more details):

— For each satellite, correct the provided position based on time and date, accounting for

the fact that the satellite trajectory is not a perfect ellipse.

— Determine the rough distance d between the receiver and each satellite. This is done by
multiplying the difference between the receiver time (77) and the timestamp of the GPS
signal (Ts) by the speed of light ¢, with d = ¢(T — Ts), in a very classical ToF fashion.
This evaluation, commonly called pseudorange, is just a working approximation, as the
client clock is of consumer grade. Although the receiver clock is realigned often, based
on the computed location and the time sent by the satellites, the clock drift cannot be
accounted for accurately, and the time of flight is always impaired by the imprecision of

the receiver clock. Thus clock drift is only solved on one side.

— By comparing the pseudoranges to each detected GPS satellite, proceed through an iter-

ative process to reduce the error and conclude on its own position.

This last step is the object of intense research to increase the precision in the presence of
noise (i.e. cases when one or more readings provide inconsistent results with the others) and
to allow for computation of an acceptable location value when few satellites are in range (e.g.,
because of obstacles) or when the detected satellites are close to each other, causing dilution of
precision [54] as will be seen later in this chapter. When enough satellites are in range, a classical
solution uses the Least Square (LS) technique.

The logic of LS in this case is as follows. The Euclidean distance d; between the receiver y

with coordinates (uy, vy, w,) and a satellite i (u;, v;, w;) can be expressed in the standard form:

Vi = )2 + (v — vy)? + (w; — w,)? (2.1)

When the distances to multiple satellites are compared, the time difference AT; between the
receiver and the satellite clocks causes a distance error that can be expressed as cAT;. This

error, factored in each Euclidean distance equation to n satellites, results in the system:

(w1 — “y)2 + (v1 = Uy)2 + (w1 — wy)2 = (dy — cATy)?
(u2 = uy)? + (v2 = vy)* + (w2 — wy)* = (dz — cATy)”
(un — Uy)2 + (vn — Uy)Q + (wn — wy)2 = (dy — cAT,)?

This system can be converted to a matrix, where each iteration of the observed distance d;

can be expressed as the estimated change of position Ay of the receiver and the distance error

49



Chapter 2 — Using Long Range Location Solutions

caused by its clock drift at epoch ¢;, transformed by a scalar coefficient a;" of the pseudorange

to each of the n satellites, in the form, for m observations:

11 1 7

Ay, Gy Ay C| | Ay dy

2 2 2 7
(lm aw awi ¢ Avy — d2 (2 3)

Aw, .

a a a® c| | At; dy,

Uq V4 Wy

The details of this transformation can be found in [55]. This expression is in the form Az = B
where the components of the unknown vector z can be found from the m observations D; of the

pseudorange to each satellite 4, by computing:

When 4 or more satellites are available for observation, this solution can be used to find the
coordinates of the receiver in R3. It is therefore important to note that the receiver needs one
more satellite than the number of dimensions it operates into. Each line of the matrix forms a
three-dimensional object, and the intersection of 3 three-dimensional objects may provide two
solutions. A fourth object is therefore needed to find the solution that is likely closest to the
object correct location. When these conditions are met, the location accuracy can reach 1 meter
[56].

We will see in Section 3.2 that the expectations for accuracy highly depend on the use case.
However, 1 meter makes GPS in line with the expectations of most other localization technologies
(many of which achieve much less). Another interesting property of GPS is that the receiver
is passive. Therefore, at least conceptually, the privacy of the end-user device is respected (as
it does not need to emit any signal). The fact that the traffic is only downstream also helps
with scalability (a set of 24 GPS satellites can theoretically serve an infinity of clients). These
properties are useful to keep in mind as we profile the characteristics of a "modern" localization

technology for indoor use.

2.2.3 Time-to-first-fix

The architecture of the GPS technique is also critical to evaluate its reusability indoor. Each
GPS satellite continuously broadcasts a 30 second-long navigation message. The first 6 seconds
contains data describing the current time and the satellite status. The next 12 seconds provide
the elements needed to evaluate the satellite exact location (this part is called the ephemeris).
The last 12 seconds of the message contain the almanac, which is the coarse orbit and status
information for the other satellites in the constellation, an ionospheric model providing the

expected largest error for a single frequency GPS receiver, and information to convert the GPS-
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derived time into Coordinated Universal Time (UTC).

One key element of the almanac is that each frame contains 1/25th of the entire constellation
data [57]. Thus, 12.5 minutes are required to receive the entire almanac from a single satellite.
Naturally, a receiver is likely to receive data from multiple satellites, and can thus reconstruct
the entire almanac faster. Additionally, a receiver may not need the elements for all satellites in
the constellation (for example those that are on the other side of the Earth from the receiver
standpoint) to determine the receiver current position. However, this structure makes that it
can take more than a minute (and possibly several minutes) for a receiver to collect enough
information to compute a first location estimation (this is the time-to-first-fix). In many out-
door applications, this delay is too long, and there is a very active research stream dedicated to
reducing this delay [58] [59]. The same concern can be expressed for indoor location for mobile
devices. A user in need of displaying a phone location on a map is unlikely to accept several
minutes delay before the position appears. This means that, if GPS is used indoor, an augmen-
tation technique needs to be put in place to reduce the time-to-first-fix. An augmentation or
alternate technology must be able to provide a first location reading within a few seconds. This

limitation will have consequences when the FTM architecture model is designed.

2.3 Localization with Cellular multilateration

All these elements make that GPS receivers equipped with other radio technologies (e.g.,
smartphone with cellular capabilities and internal sensors) tend to augment GPS with other
techniques to refine their position determination. If the device is connected to a cellular network,

using that radio technology for localization becomes a natural solution.

2.3.1 Cellular Localization Technologies

The landscape of localization technologies relying on cellular signal is complex. In effect,
civilian GPS resolves around the resolution of a single use case: a receiver in need of determining
its position. By contrast, over 30 years of technology development, cellular technologies have
faced multiple needs around localization [60]. In some cases, the primary goal might be for the
client device (User Equipment, UE) to determine its own location, solely from cellular radio
technologies or to augment other techniques. But in many other cases, the infrastructure also
has a good reason to also want to determine a UE location.

There may be technical requirements for such determination. For example, resources opti-
mization can cause the infrastructure to need to determine the UE location, and then allocate
the UE to a channel or a cellular tower radio based on that location. Such allocation allows to
load balance UEs between cellular towers, while ensuring that the UE is always assigned to a

radio likely to provide satisfactory services.
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eNB and gNB

A cellular tower may include one or more cellular radios, each simply

called Base Transceiver Stations in the first generation of cellular com-
munication defined by 3GPP. When the third generation (3G) was de-
ployed, some nodes started incorporating WDCMA (Wideband Code
Division Multiple Access) for better scalability. These base transceiver
stations were called "nodes of type B", or "Nodes B". With 3GPP 4th
generation (4G) and Long Term Evolution (LTE) technologies, the ra-
dio came to be called LTE Node B, or eNode B (eNB). With 5G, the
radio became gNB. For the purpose of this thesis and for simplicity, we
will call eNB any infrastructure cellular radio providing control and data
communication with a UE (unless a particular radio generation needs to

be specified).

Cellular technology has also long been used for communication to emergency service calls. In
an emergency context, the caller is expected to be in distress and possibly unable to communicate
clearly about location. Automatically communicating the location of the UE to the emergency
services system may prove invaluable.

Determining the UE location can also have commercial benefits (geo-marketing, asset track-
ing, augmented reality, etc.) The accuracy of the location depend very much on the targeted
application. For emergency services, a rough estimation with a 50-meter imprecision may be
sufficient in rural environments, but indoor localization may need higher precision and accuracy,
and also need to estimate the correct floor [61] [62]. Augmented reality requires an accuracy
down to a few meters, to properly overlay polygons over the visual scene. This rich landscape
has brought multiple techniques for cellular-based localization, most of them defined by the

3GPP standard, and that can be organized in three groups:

1. UE-based location techniques: in this scenario, the UE itself determines its own location, by
measuring signals received from the eNBs, possibly augmented with additional elements.

As this technique is closest to the intent of FTM, it will be examined more in depth.

2. Network-based localization techniques: a network location server computes the UE lo-
cation, based on signal measurements resulting from the UE exchanges with the infras-
tructure. One attractive aspect of this technique is that it is virtually passive. The UE
undergoes the exchanges it needs for its cellular control and data communication, and
the location determination is achieved directly from these signals. Therefore, the system
scales without limitation other than the number of devices that the cellular system can

communicate with. However, efficiency implies a multiplicity of receivers, which may be
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difficult to achieve in rural environments (macro-cells) or in urban environments with mul-
tiple buildings. The techniques used are similar in concept with the infrastructure-based

indoor localization techniques, and will be examined in chapter 3.

3. UE-assisted localization techniques: the UE and the infrastructure exchange on location.
The messages can contain measurements, estimations of parameters or reports intended

to increase the accuracy of the location determination.

Of these three, the UE-based techniques are those that most resemble the logic of FTM, and

are the focus of our analysis.

2.3.2 UE-based techniques

The mobile-based techniques leverage measurement of the signal received by the UE. Among
them, Observed Time Difference of Arrival (O-TDoA) is defined in 3GPP TS 23.271, and relies on
the UE measuring the time of arrival of signals received from multiple eNBs. This architecture
is similar in spirit to the TDoA technique described in the previous chapter but in reverse
(the eNBs send a signal that the UE uses for location, instead of the other way round in the
previous chapter). However, in its generic form, this technique left us with the problem of time
synchronization. If all eNBs send signals, the question of transmission coordination also comes

to the forefront.

O-TDoA

With O-TDoA, eNBs are time-synchronized. Each error of one nanosecond translates to a
range error of about 30 cm (a foot), as signals are transmitted at the speed of light. Instead of
relying on eNB-to-eNB synchronization signals, it is common for participating eNBs to embark
a GPS receiver, and use the timestamp in the GPS signals to adjust their own clocks, with a
resulting clock accuracy of 100 nsec or better. Such accuracy provides a range error of at most
30 meters [63].

The position of the eNB antenna is also known, typically with an accuracy of 3 to 5 meters
maximum. The eNBs then each send a timestamped frame to the UE at regular intervals, and the
UE measures the difference between the arrival times of these frames. This information is used to
find the position of the UE in a 2D Cartesian space. Practically, the UE chooses a reference eNB
(with coordinates (z1,%1)), and receives a signal (called Positioning Reference Signals, PRS)
from both the reference eNB, at time 77, and from another eNB with coordinates (z;,y;), at
time 7T;. Because the UE can use several channels, the design choice was to coordinate the eNB
transmissions, and thus send the signals at the same time, thus (7; — 77) should represent the
time offset between the receive time of the signals from both eNBs. This difference is the Real

Time Difference (RTD). In this case (contrary to GPS), the position of the antennas does not

93



Chapter 2 — Using Long Range Location Solutions

change. However, the signal transmission is also affected by the environment (reflections etc.),
and the eNB synchronization may be imperfect. The UE may also imperfectly detect the exact
time of arrival of the beginning of the signal from each eNB. This issue also affects FTM and
will be described more in details in Section 4.4.1. As such, each signal measurement is affected
by a general UE ToA measurement error labelled n1 and n; and that covers all these imprecision
parameters. The time difference RST'D; ; of arrival of the signals (transmitted at speed of light,

c¢) at the UE (with coordinates (z¢,y;)) is then represented as follows:

RSTD;; = Vi@ —z)? + (e —vi)* V(@ —21)* + (ye —p1)? +(

c p T, — Tl) + (nl — nl) (25)

We see that this method deviates from the generic TDoA equation (1.17) by incorporating
the measurement error directly into the formula. With one reference eNB and two neighbors,
equation (2.5) translates into two equations with (z,y;) as unknown. The system of equations
is then solved with least-squares or weighted least-squares techniques.

Although the UE can compute its location from these measurements, we should mention
that in many cases, the O-TDoA technique is in fact inscribed in a UE-assisted architecture
leveraging the LTE Positioning Protocol (LPP). This is because the airtime (and channel space)
consumption caused by the PRS transmission is only valuable if there are UEs in need of such
signal and able to interpret it. Additionally, the infrastructure also has a need to locate the
UE, even just for properly choosing the eNBs that will send the PRS. Therefore, in the UE-
assisted architecture, the location server first queries the UE for its LPP support capabilities.
Upon a positive response, the location server triggers the PRS transmission on target eNBs (these
messages are called, in the architecture, LPP Provide Assistance Data). The Location server then
queries the UE for the collected information through the LPP Request Location Information
message. The UE then returns the RSTD measurement data, including then timestamps, the
identity of the reference cell and of the others, and an estimation of the quality of TOA estimation
for each measurement (n;).

O-TDoA is an interesting variation from GPS when the source position (the eNBs in this
case) is known and not mobile, because there is no need anymore to estimate a scalar coefficient
of the range. Instead, the range itself can directly be estimated, and this logic will be applied
directly with FTM.

Cell-of-Origin

The fact that the reference points (eNBs) are static and their position known also opens the
door to even simpler localization determination techniques, that were implemented before LPP

was defined, and that are still in use today because of their simplicity. These techniques rely on
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measuring the signal from the active eNB, and obtaining the identification and location of that
eNB. This is not always an RSSI-based determination. An archaic version of this technique is
called Cell-of-Origin (CoO). With CoO, the radius of the eNB is estimated (for example based on
its known transmit power). Each cell communicates its identification (Cell Global Identity, CGI)
at multiple stages of the session exchange with the UE. The CGI includes the Mobile Country
Code (MCQ) indicating the country where the cell is located, the Mobile Network Code (MNC)
showing the operator of the network, the Location Area Code (LAC) that points to a group of
cell towers, and the Cell ID, which is the unique identifier of the cell tower. It is common that
the tower would use directional antennas (sectors), allowing for a more accurate representation
of the zone where the UE is likely to be as it receives the tower signal. With that information,
the device can find from a database (local to the device or remote) the exact location of the
eNB, and position the device near the center of the projected coverage zone. Quite clearly, this

technique is limited in efficiency, as it requires offline database knowledge of the cell location.

Angle of Arrival

The general CoO method is also not very accurate of course, as a cell can be several
kilometers-wide. The UE is then represented in the center of the cell zone, with an uncertainty
circle that spans the entire cell area. Several augmentation techniques are commonly used. One
of them, using angles of arrival (AoA), collects the signal from several eNB, and uses the simple
geometric method in Section 1.4.2 to determine the area where all towers can be detected.

AoA is possible because most cellular devices incorporate more than one antenna. If the
positions of three eNBs are known, the triangle they form can be drawn, and the task is merely
to position the UE in a position where the vertices formed from the evaluation of the angles 6;

are closest to each eNB. In cellular localization however, two main problems occur:

— In practice, the signal is noisy, and a difficulty is to determine the exact time, and the
exact signal component, that should be retained as the main signal. This issue goes beyond
using a clever algorithm like MUItiple SIgnal Classification algorithm (MUSIC [46]). With
multipath, it is common that a reflected component is taken as the primary signal. The
reliability and the stability of the measured angles can be limited. This issue will be

examined further as it also affects FTM.

— In many cases, the number of cellular towers in range of the UE is small. When one or

more angles show high variance, the UE does not always have alternative options.

These two issues limit the usability of AoA alone. Wang showed in [64] that, in LoS conditions,
AoA could provide satisfactory measurements, especially if the goal is merely to display the UE in
an uncertainty circle of variable size. However, as soon as nL.oS occur, the performances degrade

and other methods need to replace AoA. When computing resources are not a constraint, AoA
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can be augmented with clever algorithms to limit the effect of nLoS. For example, Zhang [65]
suggest to use a classical Bayesian method to resolve the noise and nLoS issues. By subsequent
observations of the signal (in fact of individual OFDM components, which dramatically increases
the same size, as Zhang works on a 5G case, where the signal can include up to 3300 subcarrier
components), the system evaluates which angle is likely to be LoS (as LoS always arrive faster
than any reflected component). This logic is similar to optimizations for FTM that we will
examine in chapter 4. This optimization reduces the error. Quite naturally, a large sample
improves the accuracy. Increasing the number of antennas (which also increase the sample size)

is of course another way to improve the accuracy [66].

Distance from Signal Strength

Over the years, the validity of the AoA method has been widely debated, and other tech-
niques have been sought that would not suffer from the large error introduced by the reflected
components. Among them, the simple idea to deduce the distance to the eNB from the measured
signal loss along the path has long been offered as a valid alternative.

The principles were examined in Section 1.3.1. The same issue appears for cellular tech-
nologies as in the general case: the UE has no information about the eNB RF characteristics,
especially as most cells use directional antennas. Even if the UE knows the details of the eNB
antenna (for example through a database query about the eNB CGI, that includes the antenna
identifier in the cell), it would not know from which area of the lobe it is measuring the signal.
There are therefore alternative ways that have been proposed to evaluate the expected power
received at the UE by attempting to ignore the gain component. The Friis transmission equation
is a classical variant [67]. By assuming an average eNB transmission power and antenna gain,
the Friis model simplifies equation 1.4 by fixing the two eNB variables (power and transmit
gain).

However, one major obstacle that this technique faces, besides its inherent approximation, is
that the space between the eNB and the UE is nowhere close to free space. Antennas are close
to the Earth, which absorption and radiation affects the signal. Even if there is direct line of
sight between the UE and the eNB antenna, surrounding obstacles may affect the signal. This
effect was discovered by Augustin-Jean Fresnel in the 1820s, and zones that bear his name are
modeled around the direct LoS axis to evaluate this effect. The effect depends on the position
of the obstacle, i.e., its distance to the UE and the EnB antenna on one hand, and its distance
from the LoS axis on the other as displayed in Figure 2.1. As usual for these matters, the effect
also depends on the wavelength () of the affected signal.

Thus Fresnel defined several zones around the LoS axis. Obstacles in some of them (odd
numbers) are destructive to the signal, obstacles in others (even numbers) reinforce the signal

quality (because reflected components through these zones are primarily out of phase with
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Figure 2.1 — Fresnel Zone

the main signal). This effect is easily understood by observing that the phases combine in a
constructive or destructive manner depending on their relationship to the signal wavelength
A. If the reflected component matches A exactly at a given point in space, then it reinforces
the main component. If the reflected component trough matches the main component peak at
a given point in space (and supposing same amplitude), they compensate each other exactly.
Thus the limit between one zone to the next matches those points in space where the reflected
component matches \/2. Therefore the radius r,, of the n® zone, at a point P between the
transmitter T" and the receiver R, positioned at distance D from each other, can be found by

keeping in mind the relationship:

L A
TP+PR-D=nj (2.6)

Supposing that the project of P on the LoS axis is at distance d; from T and ds from R,

then 2.6 can be rewritten using P’s coordinates in this system:

VB 4724/ 2~ (di+do) =1

di(\/1+72/d? —1) +da(y/1+72/d23—1) =n

At this point, Fresnel makes an important assumption, that the distances d; and ds are

(2.7)

M| > DO >

usually much larger than the zone radius (and thus r/d << 1), and therefore that equation (2.7)
can be simplified by using the binomial approximation for the square root, namely /1 + x =
1+ x/2 (for z << 1), allowing (2.7) to be re-written as:

r2 /1 1 A
2 —+ — ) ~n= 2.
2 (dl * d2> "3 (28)
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This transformation offers a simple way to find the radius of the n** zone as:

| dids
n =[N\ 2.9
T n D ( )

This model is very useful to evaluate the likely quality of a signal at any point away from
the eNB. In particular, the first Fresnel zone is critical, and should be left free from obstacles
as much as possible (general recommendations are around 20% obstruction max if possible, and

never more than 40%).

If the first Fresnel zone is free from obstacles, then the signal quality should be acceptable.
The obstacles in each Fresnel zone will still exert an influence. For location tracking, the core
preoccupation is of course not only to receive a usable signal, but also model the influence
of obstacles on the signal strength. the Fresnel model provides a good approximation of the
degradation, but not a numbered evaluation of the resulting signal strength at the receiver level.
It is also very manual. UEs do not have convenient mechanisms to draw a LoS axis to the eNB

antenna and model the zones and their likely effect on the signal.

Modeling this influence in a systematic fashion, that can be automated based on the distance
to the eNB and the environment, is a complex task. Semi-empirical models have been proposed.
For example, Egli’s model introduces a frequency-dependent empirical correction to equation
(1.4) ((40MHz/f)?)) for carrier frequencies in the 30 MHz to 1 GHz range. Free path loss
model is better at short range, but Egli’s model, relying on measurements he performed, offers
a better estimation of the signal for 1 to 50 km ranges [68]. His proposed modification of the

received power is as follows:

40M H 2\ ?
m:(o z>m%ﬁ (2.10)

f 4md?

Because the transmit power is known, a simple arbitration method (between Egli’s path loss
prediction and the free path loss prediction model) is to compute both values, then switch to
Egli’s model if the computed distance is larger than a given threshold (e.g., 1 km), or adopt the

free path loss model otherwise.

Position from Signal Strength and Scene Analysis

No theoretical or semi-empirical models (Egli, Friis or free path) can take into account
the exact effect of the local terrain on the received signal strength. The estimated distance is
therefore always an approximation. It may be sufficient in simple settings to evaluate the UE

position, by performing lateration estimations from multiple eNBs.
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Where angulation works with angles, lateration works from measured
distances. Trilateration is a common term, although more than 3 dis-

tances are often used.

When using distances from three towers, trilateration is simply seeking the intersection of
three circles as detailed in Section 1.3.3. In practice however, measurements are noisy and eNB
antennas positions are not always known with perfect accuracy. The solution is therefore an
approximation, and a common practice is to find the coordinates that minimize the errors of the
system. Multiple techniques are available for this task. Some methods, like in [69], are entirely
contained within the UE. However, many practitioners have concluded that a systematic and
RF-based approach alone cannot reliably account for localities and leverage an augmentation
technique called Scene analysis. A equivalent of this technique will come in the landscape of
indoor location under the name fingerprint matching.

Scene analysis relies on collecting, at known locations, signal patterns (which eNB is detected
at which signal level), and storing these profiles (or signatures) in a database (commonly called
radiomap). When a UE tries to refine its location determination, it can then query the database
and find the signature that best matches the signals it detects, and use the information to better
pinpoint the UE location on a map. The UE then compares the signals it receives from all eNBs
to the signals reported for the closest signature, and deduces its likely location (even if it is not
exactly that of the signature).

The database does not exist for every location on earth where GSM/LTE (3G or higher)
signal is available. However, with crowd-sourcing, forming this database from the mean locations
of alike-RF reporting UEs has become easier. With the multiplication of uses cases where such
database is useful (from commercial offering around hyper-accurate location [70], to ISP coverage
validation [71]), such augmentation resource is becoming common. Here again, the technique is

often not used alone, but augments the other techniques.

2.3.3 Design Challenges

For most users, outdoor location based on cellular techniques simply manifests as a blue
dot on a map in regions where GPS is insufficient. However, it is important to keep in mind
that location is often obtained by both sides (UE and infrastructure). This aspect presents
fundamental design challenges. In most cases, the user is not queried (no "opt-in" mechanism),
localization by the infrastructure just happens (often simply because it is needed to direct the
UE to the best eNB). This is an issue for a "modern" localization protocol, in a world where
privacy has become a central factor. It is also an issue because user location can be obtained
also by bad actors, as illustrated in [72] and [73].
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2.4 Challenges When Expanding to the Indoor Case

In the case of outdoor location, it is therefore common that multiple techniques are used
together to provide the best possible location reading. These techniques can be carried to the
indoor environment, but only to some subset areas of a building. GPS signals use different
frequencies (1575.42 MHz for the first generation, or L1, satellites, 1227.60 MHz for the L2
generation, and 1176 MHz for the latest generation). These frequencies are optimal for the GPS
outdoor use case (a downstream signal encoding up to 10 million chips per second, send through
the atmosphere to an object in LoS). The atmosphere does affect the signal (in particular the
ionosphere has a slowing-down and partial scattering effect called scintillation [74]), but the link

budget allows the signal to reach an outdoor receiver in good conditions when LoS is achieved.

2.4.1 Signal Attenuation

However, near the ground, a clear line of sight is not always possible, and the GPS signal
can suffer from different sources of degradation. Just like for cellular signals, nearby objects
can cause reflection. When out of phase, the reflected component degrades the primary signal
(multipath). Objects also absorb the signal (shadowing), causing the signal to be received, but
weaker (shadowed signal) or to be lost (blocked signal) [75].

The effect of materials on the GPS and cellular signals (and RF signals in general) have been
widely studied in the literature. Any material on the path absorbs some of the signal energy,
causing a reduction of the signal amplitude. When the amplitude is below the receiver ability to
distinguish the signal from the surrounding noise, the signal becomes unusable. The material of
the obstacle and its thickness are the main elements that affect the signal transmission. Modeling
this effect is a complex task, because the material is not always a constant. For example, the
moisture content of a wall may dramatically affect its attenuation characteristics, as humidity
affects the material dielectric constant €, (the amount of electric potential energy in the material)
and its conductivity o (its ability to forward electro-magnetic energy).

The outcome of such absorption is that the GPS signal does not penetrate well inside build-
ings. In some scenarios, using GPS indoor may be possible. However, the studies asserting the
availability of the GPS signal indoor are often anecdotal in nature (e.g., [76]). They observe
that, although GPS is said to not penetrate buildings well, GPS signal can be used in tested
locations. GPS can indeed be available indoor, either because the building uses thin material,
or has large windows, and/or is not surrounded by other large buildings, thus allowing for LoS
conditions for the building to multiple GPS satellites. However, as the building material becomes
thicker, as the windows become smaller, as the building becomes larger, and as the density of
surrounding buildings increases, the availability of GPS inside decreases to zero.

Another key factor is the position of the measured satellite in relation to the observer. If the
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satellite is just above the horizon, with only a window in the line of sight, then the signal may
still be perfectly usable indoor. However, if the satellite is at the zenith, and its signal has to go
through multiple floors before reaching the user device, then the signal may be below the noise
and unusable.

The same considerations apply to cellular signals, with an important variation: cellular towers
are usually not in the sky, and the signal seldom falls from above. In most cases, cellular antennas
are on pylons above the ground or on top of buildings, drawing a coverage that spans laterally
from the antennas positions. As a result, the cellular signal penetrating buildings come commonly
through the walls and windows, and less commonly from the top, and often does not have to
go through multiple floors before reaching the UE. As a result, the attenuation of the signal is
still large and dependent on the building material, but is often in the order of 10 to 20 dB [77]
[78] [79], not because buildings are more permeable to cellular signals than to GPS signals, but
because cellular signals encounter often less maternal than their GPS counterpart.

This advantage given to the cellular signal naturally comes with equivalent handicaps. If
the primary cellular tower is on the other side of the building, then the signal has to cross
multiple walls before reaching the user. If the primary tower is behind another building, the
same difficulty occurs. In other words, the challenge may be displaced by trading an incident
signal for a lateral signal, but the same problems caused by the presence of obstacles remain. The
problems may be hidden by the common conclusion that an attenuation of 10 to 20 dB is often
not sufficient to entirely block the signal, and that cellular communication is therefore often still
possible indoor. But in the case of interest to this study, the goal is not to place or receive calls,
but to locate the UE. For this purpose, the signal from multiple eNBs may need to be used. As
least some of them will be on the "wrong side" of the building, and their signal may not be usable
at the UE location for triangulation or trilateration. Additionally, some eNBs may be in LoS
through a window, and the FPSL equation is a good model to estimate its signal and distance,
but some others may be on the other side of a building, and neither Friis nor Egli provide a good
model to convert signal to distance. The UE has no mechanism to factor this model asymmetry.
Crowd-sourced database may correctly assess that the user is inside a particular building, but
typically cannot determine where in the building with satisfactory accuracy. Thus, just like GPS,
cellular localization is sometimes usable inside, but the usability is very dependent on locality
(in which part, and on which floor of the building the UE is located). For our model in chapter
4, these difficulties mean that the trust put in the location obtained from cellular techniques

reduce rapidly as the user enters and progresses deeper in the building.

2.4.2 Dilution of Precision

This does not mean that GPS or cellular signal cannot be used at all, but that usability

reduces near and inside buildings. The practical effect of the obstacle is to block signal in one or
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Figure 2.2 — Dilution of Precision

more directions, and cause shadowing in one or more directions [80]. The consequences on the
localization equations depend very much on the technique in use, but in general this phenomenon
causes what is called dilution of precision. This phenomenon can easily be understood with the
geometric illustration in Figure 2.2. The position (z,y) of the UE is evaluated from its distance
to each transmitter. As the measurement is noisy, each distance is a range, which spread depends
on the noise figure. Suppose that the noise for the measurement to each transmitter is equivalent
(which is the best case scenario). In the left part of the figure, the transmitters are far apart
(in this case orthogonal to each other in relation to the UE). Therefore, the imprecision of the
determination of the UE z component is the same as the imprecision of the determination of
the y component. However, in the right half of the picture, the transmitters are closer to each
other (particularly in the = axis). As a consequence, the uncertainty region is larger, especially

in the y axis. The precision of the evaluation is diluted in that axis.

In a GPS measurement of course, the distances are pseudoranges, and the UE measures the
difference of arrival between signals rather than the strict distance (thus drawing hyperbolas
rather than circles). Such geometric figure also has dilution challenges on its own, but the prin-
ciple of the dilution of precision remains the same. When one or more directions are blocked
by obstacles, and when the only remaining known sources are grouped within a small angular
region, the uncertainty of the computed location increases. This is true regardless of the number
of available sources [81]. As the dilution is directly related to the standard deviation of the
measurement error, it is possible, for a given position, to determine the dilution of precision in
each direction [82], based on the number and directions of available sources. Different augmen-

tation techniques were proposed to limit this issue. For example, Liu, Nath, and Govindan [83]

62



2.4. Challenges When Expanding to the Indoor Case

proposed using detection of the building and comparison with publicly available aerial imagery
to revert to meter precision. Other authors propose to use the known degradation pattern of
the signal [84] [85] to adjust the location calculation. Our measurements in chapter 5 show that

accuracy can be maintained at a sub-meter level in many cases, even near buildings.

2.4.3 Limiting the dilution with dead reckoning and map magnets

Measuring the dilution of precision is useful, in particular for objects which trajectory leads
to urban canyons [86]. In areas where precision may fall below a target threshold, the reliance
on the computed location is limited, and additional parameters are used to determine the object
trajectory. Two approaches are commonly used, either in isolation or in combination, to improve

the location in such scenario:

— One approach is to compute series of location values. Each time, a system predicts what the
next location should be, based on the current trajectory (e.g., velocity) and the previous
location values. Then, the next measured location is compared to the location prediction,
and the final output is provided based on the weight assigned to each value (prediction
vs. measurement). A classical technique to operate such evaluation is the use of a Kalman
filter ([87], see also Section 1.5) or an alpha-beta filter. More recent techniques make use

of machine learning to operate the prediction [88].

— Another approach is to rely on the object internal sensors to evaluate the displacement.
This technique is more advanced than the mere trajectory estimation mentioned above and
based, for example, on a speedometer readings. In the sensor case, multiple measurements
are used to understand the movement (e.g., gait or changes in the magnetic field [89]), and
deduce the correlated change of location from one interval to the next. These measurements
are the primary source of movement determination. Their output is then compared to the
measured location. Here again, the final output is provided based on the weight assigned
to each value (prediction vs. measurement). This augmentation is widely used for GPS, as
will be detailed in Section 7.2.

These techniques are often complemented with the principle of magnets. Magnets are used
to snap the display of the UE over specific areas. For example, when a device moves along a
road, magnetism can be used to display the location on the road itself, even if the localization
algorithm determines the location to be on the side of the road. The trajectory then appears
to stick to the road object, even if the real computation would result in a zigzag shape. Quite
clearly, this technique is limited to specific objects (like roads, train tracks, sidewalks, etc.)

In some cases, both velocity and other internal sensors are used to understand the movement.
The technique by which a new position is estimated based on the evaluation of movement is

in general called dead reckoning. The origins of the term are debated, but a common accepted
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explanation is that the expression dates from Elizabethan times (1605-1615), where a log or other
buoyant object (called the ’dead body’), attached to a rope, would be thrown in the water. After
a while the displacement of the ship compared to the position of the object (expected to be fixed,
at the scale of the measurement) would help assess the ship real trajectory.

In modern outdoor localization, it is common that fusion techniques would be used, com-
bining GPS, cellular signal-based localization and dead reckoning to compute a location value
with higher accuracy than each technique would offer individually [90]. The multiplicity of the
sources is of course useful to remove the dependency to a single localization technique, thus
allowing location to stay accurate even in places where the GPS signal is temporarily lost [91].
It is also useful to maintain the precision despite dilution factors. The effect of such fusion is
that the location accuracy may start at high and satisfactory levels as the user stands in open
space, with multiple GPS satellites in view. But the accuracy then stays satisfactory as the user
approaches a building (even if only a few satellites in a narrow angled region of the sky are
still in line of sight), then enters. It is only when the internal sensors become the sole source of
location evaluation that precision starts to get lost, if there is not an additional reference point
to compare against [92]. At that point, other technologies are then commonly used to deploy
anchors with known positions and perform measurements (signal or distance) against them [93]
[17]. These technologies either complement outdoor techniques like GPS [94], or replace them.

This is the space where FTM becomes a technology of great interest.

2.5 Conclusion

This chapter brought several fundamental bricks to our study. On one hand, we saw how
GPS performs localization, using both atomic and consumer-grade clocks, and also focusing
solely on the end-device navigation case. By contrast, cellular technologies need the location of
the end device, not only on the device itself for navigation, but also on the infrastructure for
resource management and asset tracking.

This variety of use cases has brought forward multiple localization techniques, some using
signals and distances, other using angles, some triggered by the end device, some triggered by
the infrastructure. This learning will prove valuable for an evaluation of FTM. Most devices
supporting both GPS and LTE tend to use each technique to complement the input of the
other, often in combination with additional sources (like internal sensors). This is an important
observation, because GPS focuses only on the end-device location case, and therefore fulfills the
requirements for device privacy. LTE does not have this property, allowing unwanted location
of the UE, without input from the user. On the end-device, the fusion of technologies achieves
higher accuracy, and also limits the ability of an adversary to attack location through one of the

techniques.
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However, as the device enters buildings, zones of accuracy dilution appear. In the next
chapter, we will see how indoor technologies can be added at this point, to extend accurate

location based on technology fusion to places that GPS, or the cellular signal do not reach.
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CHAPTER 3

USING INDOOR LOCALIZATION
SOLUTIONS

3.1 Introduction

As the user moves deeper into the building and the internal sensors become the only source of
information to perform localization, accuracy is lost and additional techniques need to be lever-
aged. Several approaches used outdoor can find an equivalent indoor. However, the environment
itself, with strong obstacles (walls and others), and short distances to the client device, allow
for many more techniques. This chapter will therefore first examine the different use cases for
indoor location, as different techniques were developed with specific use cases in mind. We will
then survey the various indoor localization techniques, and evaluate their likelihood of becoming
prevalent to complement the outdoor techniques. We will focus more in depth on 802.11-based
technologies, not only because of its long history, but also because of Wi-Fi omnipresence, that

makes 802.11 an attractive vehicle for indoor location.

3.2 Location Use Cases

Indoor localization also diverges from outdoor localization in the use cases that are consid-
ered. Outside, the primary use case is a station needing to determine its own position. Therefore,
a set of anchors (satellites, cellular towers, etc.) provide a structure from which the UE can make
that determination. There may be a need for a central system to determine the location of a
UE. One example is LTE/5G, with UE location determination made by the central system, to
facilitate hand-off from one cell to another (or optimize communication parameters). Another
example is asset tracking (fleet, etc.). However, in the vast majority of these use cases, the UE
is still in charge of collecting localization element from the anchors, then communicate back

information that allows the central system to display the UE location.

Indoor however, localization is a more varied landscape, with multiple use cases, some of

which do not make sense outside.
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3.2.1 Indoor Navigation

Indoor navigation is probably closest to the outdoor primary use case. A user visits a new
venue, and attempts to find a particular point of interest (Pol). The indoor environment still

presents two particularities that make this use case different from its outdoor equivalent:

1. Outdoor, there are landscape objects that can be used as magnets to the location display.
For example, a UE moving along a road will cause most location display apps to snap the
location to the road itself even if the user is in fact walking on the side of the road. Such
magnets are useful in places where location accuracy is reduced. By contrast, indoor, such

magnets are uncommon, except in particular settings examined later in this chapter.

2. Outdoor, the location accuracy may vary, but there is usually low pressure on the scale of
the accuracy requirements for civilian use cases. When in a vehicle, the device needs to be
positioned with an accuracy of a few meters. Even in magnet-free places (e.g., parking lots),
visual inspection is commonly sufficient to compensate for location inaccuracies. The user
may notice that the reported location is wrong by, say, 5 meters, by visually comparing
the location display and the real world. But at the scale of the outdoor environment,
it is uncommon that such inaccuracy would have any critical effect on the navigation
experience, if there is a user in control. When no users are in control (e.g., self-driving cars)
additional systems can take over to increase the accuracy (e.g., cameras to detect lanes
and lane separation marks). By contrast, the accuracy problem is a constant preoccupation
indoor, because the scale changes with the use case. When a user is navigating a venue
in search for a large Pol (e.g., a store in a shopping mall), an inaccuracy of 5 meters is
perfectly acceptable if it can be compensated by visual inspection. However, when the
user is searching for a small Pol, then the accuracy needs change. For example, a user in
a hardware store attempting to find the 4-cm nails in the "Screws and Nails" aisle will
not be satisfied with a 5 meter inaccuracy. At that scale, 5 meters may mean the wrong
aisle. Even in the correct aisle, 5 meter inaccuracy is not sufficient when the entire wall
is covered with boxes of nails of various sizes. A 5-meter accuracy makes the navigation

scheme useless in that case.

3.2.2 Proximity

In some scenarios, the requirement is to react on the proximity of the device to a Pol. One
key characteristic is that the accurate location of the device is not necessarily a key factor to the
success of the technique. For example, a system may need to detect if a sensor is near a particular
object (e.g, a statue in a museum) to activate an audio-description. The exact distance and the
orientation of the sensor to the statue do not matter, as long as it is within the expected range.

Here again, the scale is critical and variable. An accuracy to the scale of a room may be
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sufficient for the term "proximity" to be valid in a museum where a single audio file is to be
played to describe the object(s) of a particular area. An accuracy of one or two meters may be
needed to determine if a nurse is servicing one or another patient in an ER dispatch area. An
accuracy of a few centimeters may be required to determine if an object is on one side or the
other of a door.

This variety of requirements under the same "proximity" umbrella leads to a multiplicity of
solutions. Some of them are only loosely related to indoor location (e.g., cameras, push-buttons)
and will not be examined in details. Beyond the technological differences, the solutions relying

on wireless signals can be classified based on the spectrum frequency they focus on:

— RF (Radio Frequency). The term is by itself vague, and includes multiple families of
techniques that are studied below. Indoor, most of the solutions focus on the microwave

range of the spectrum.

— Light (visible and infra-red). Although light is obviously also a radio signal (or, more
correctly, all signals in the spectrum are electromagnetic in nature and use specific fre-
quencies), the techniques used with light are fairly different from the ones used in the

general RF family.

— Sound. This is of course also a wireless wave, but here again the detectors and properties

are fairly specific. Sound includes audible and ultra-sound.

— Magnetic field. This family includes (in rare cases for proximity application) the earth

magnetic field, and artificial source of magnetic fields.

3.2.3 Asset tracking

In this scenario, the location of an object is needed by an external system. The purpose may
be to locate the object itself (e.g., a laptop, and smartphone or tablet), or to use the object
location as a proxy for another object location. This proxy function may be a property of the
object, because it is attached (in a stable fashion) to the object to locate. For example, an RF
tag is attached to a palette, and locating the tag is considered equivalent as locating the palette.
The proxy function may also be a consequence of the way the object is used. For example, a
barcode scanner may be located using RF signals at the time a worker presses a button to read a
barcode. The location of the worker can be considered equivalent to the location of the scanner.
Similarly, the location of the scanner can also be used as a proxy for the location of the object
onto which the barcode is attached.

One key characteristic of asset tracking is that an individual object needs to be located. In
other words, and continuing on the previous example, the goal is not to determine that there is
"a" barcode scanner in location ABC, but that scanner 123 is in location ABC, and therefore

worker DEF and scanned object GHI. This key component will have important consequences
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for FTM.

Indoor asset tracking resembles its outdoor cousin. The object relies on signals from anchors
(the eNBs in the outside case), and sends back to a backend system elements sufficient for the
system to display the location of the object on the map. The location itself may be computed
by the object itself. In other cases, the objects simply forwards the measurements it conducted,
and a location engine computes the location. Because of the transmission (and possibly location
computation) delays, the location is usually not displayable in real time (these systems commonly

use the term nRTLS, for near-Real-Time Solution).

3.2.4 Traffic analytic

This scenario is close to the asset tracking case in concept. However, a major difference is
that the near-Real Time location of individual and identified devices is usually not required (or
wanted). The goal is to understand movement patterns, not to locate individual objects. For
example, a store may want to understand how customers shop, to improve the store layout (e.g.,
do customers buying fish also commonly go to the wine aisle? If so, is the path natural, for
example because the wine aisle is between the fish aisle and the registers, or is-it complex, for
example because wine and fish are in different corners of the store?). For example, an airport or
a hotel may need to understand the length or waiting lines depending on the time of day, and
the speed at which the lines move.

In all these cases, the identity of a particular tracked object (typically a smartphone used as
a proxy for the location of the person) is not necessary to solve the use case. However, collecting

useful statistics implies two key elements:

— a tracked object can be uniquely identified for a 'reasonable’ amount of time (the value of
reasonable’ depends on the use case), so as to make useful conclusions on movement and
position. This requirement means that the object needs to express an identifier, and that

the identifier needs to be stable for some time.

— an individual object can be tracked for a 'reasonable’ amount of time (the value of rea-
sonable’ depends on the use case), sufficient to determine a path and a trajectory. This
requirement thus dictates that range measurement and data collection occur at a pace and
for a duration compatible with the use case. For example, a smartphone sends location

data at least once per 5-second interval, and for at least a minute with a given identity.

These two requirements have consequences on the collaboration structure between the tracked
object and the localization infrastructure that will be examined later in this chapter. In effect,
the object carried by the user is used as a proxy to the user, and the expectation is that the object
is trackable. Many questions emerge on the benefit or the will of the user. These considerations

directly weigh on the definition of a "modern" localization protocol. If it is solely intended for

70



3.3. Localization Technologies

the end device (blue dot), then it should operate with downstream-only traffic, making the end
device silent (receive-only) and thus invisible for tracking actors. If it is intended for infrastruc-
ture tracking, then it should include an opt-in mechanism (no individual tracking by default,
and no tracking before the user accepts the device to be tracked). If it is intended for analytic,
then it should incorporate a mechanism to anonymize individual device data. These questions
will be examined more in depth in chapter 4.

The information collected may in some cases have only long term value. In the above example,
the store collects traffic information for a duration that may span over weeks or months. The
data can then be divided into relevant time series (week-end vs. week-day traffic, peak hours,
etc.), and conclusions are driven from the analysis of the time series. During data collection, a
single time-slice has no value by itself, because it only provides anecdotal data. Multiple slices are
needed until a pattern emerges. In other cases, the information collected has immediate value.
In the above example, the hotel may deploy additional staff when the lines grow longer or move
slower. These considerations also have important consequences in the design of a localization

protocol, and will be examined more deeply in next chapter.

3.3 Localization Technologies

Most of the outdoor technologies described in the previous chapter rely on RF exchanges,
and so does FTM. As such, we will only consider briefly the other indoor localization techniques,
as they may be used as augmentation techniques, but are not the primary focus of this research.
We will also ignore the technologies that do not attempt to locate a device (e.g., radars using

height to operate human counts, etc.)

3.3.1 Light-based technologies

Light is one form of electromagnetic signal. However, the technologies used with light-based
systems have fairly specific properties that make them worthy of a special category. In particular,
human buildings are built with materials that either let the light through or block it (curtains
may be an hybrid category, but they are not of high interest for our purpose). Therefore, light-
based technologies follow the building structure. They work in open spaces, but not from one
room to the next through a wall. When going through a window or an open door, they only

work in straight line of sight.

Infrared

Among the light-based technologies, Infra Red (IR) is probably the oldest. It was not engi-
neered initially for location tracking, but for data communication. The emitter contains a diode

that emits pulses of infrared light. The receiver incorporates a photo-diode, that receives the
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pulses and converts them into a message (analog in the 1960s, digital today). A typical embod-
iment of this technique is the TV remote. The data rate for such transmission is low as the
amount of data to transmit is expected to be limited in volume.

IR is sometimes used for indoor location. The emitter directivity and intensity can incorpo-
rated into the design. Narrow angle signals are only usable from within a small set of positions.
Wide angle signals can be leveraged from multiple directions. Additionally, the receiver diode
only reacts beyond a specific amount of received signals. These two properties can be used to-
gether to design a proximity system, where the receiver only reacts when within a certain range
and angle of the emitter beam.

This apparatus supposes a receiver and a transmitter, but the human body also generates
heat that radiates in the infrared spectrum. Thus other systems, like [95], use a passive infrared
diode to detect changes in the infrared noise of a room, and deduce the proximity (and distance)
of a human body.

The technology itself, with transmitters and receivers, can be used for indoor location in a
more elaborate way. For example, Gorostiza [96] designed a system where a robot would transmit
multi-directional IR beams. Multiple receivers were positioned around the robot, each reporting
the pulses it received. By comparing the phase shifts between receivers, a distance difference was
derived, and thus the position of the robot. This technique is similar in spirit to the Ultra-Wide
Band (UWB) phase difference of arrival technique, and will be explained more in details in that
section. Gorostiza observed an accuracy of 10 cm.

Such accuracy level is attractive. However, the apparatus is complex, requiring multiple
sensors in each room, and also requiring reasonable LoS conditions from the robot to most
sensors, which limits the span of the use case. For example, a human carrying such client device
near the body would block about half of the sensors, making location determination almost
impossible. For that reason, other systems use different approaches, like AoA with multiple IR
receivers [97], at the cost of a lower accuracy (1 meter). These limitations, coupled with the
observation that end-devices and venues commonly do not incorporate IR systems, makes that

IR has seen limited adoption for indoor location.

Visible Light

Visible light communication (VLC) is an attractive technology indoor, because most rooms
include artificial lighting. The early versions of the technologies relied on the same idea of pulses
as for IR, where the light is switched on and off at fast pace (faster than the human retina
can detect, thus providing a pulsing structure while the light seems to be constantly on for the
consciousness of the human observer).

In a location context, a common use of VLC is illustrated in Figure 3.1 and relies on the idea

that an open space would have multiple ceiling lights, at known locations. Each light emits its
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Figure 3.1 — Location with Visible Light Communication (VLC)

own data, including elements that uniquely identifies the emitting bulb. The receiver is mobile,
and incorporates a photocell or a camera that registers the light pulses, decodes the identifiers,

and also compares the intensity of the pulses received from each bulb.

The outcome of such comparison is a location system where the user is deemed closest to
the location of the bulb which light was received at highest intensity. When historical values are
kept, the variation of the intensity (light 1 intensity decreases, light 2 intensity increases) can be
used to operate a geometric inference on the receiver position and thus increase the efficiency of
the technique, providing close to 20 cm accuracy in some cases [98]. This method supposes that
the transmitter intensity is known and can be controlled. Without this knowledge, the location
determination is more complex, and becomes a search for an optimum solution within a space
of possibilities. The computation cost is therefore higher, but an accuracy of 30 cm can still
be achieved. [99] provides a good overview of the various possible techniques in that unknown

power scenario.

VLC is also rapidly evolving. In 2018, the IEEE 802.11 working group created the 802.11bb
task group, to design an amendment to 802.11 incorporating visible light technologies, bringing
to VLC the notion of channel (based on the color of the signal) and modulations (like Orthogo-
nal Frequency-Division Multiplexing, OFDM) that are well-known in 802.11. as such, it is very
possible that common location techniques that are available for 802.11 (and detailed later in this
chapter) will also apply one day to VLC. Until then, adoption is a key challenge. Certainly, there
are lights in every room of every building. However, the cable leading to the lights are not data-

bearing. Light circuits are also often serial (connecting multiple light bulbs with a single wire
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pair), making communication individual lights challenging. Until PoE-to-light-bulb becomes a
common practice, the VLC infrastructure is likely to stay uncommon. On the client side, com-
munication is naturally only possible when the photocell or the camera are in LoS of the signal.
This property may have some advantages, but it also has a major drawback: communication is
impossible if the device is in a pocket, a bag, upside-down etc. Last, the downstream circuit is
obvious, but the response back from the device is more difficult to design. Until these limitations
have been overcome, VLC is likely to stay a technology that will complement another, instead

of being the primary and sole option in a given venue.

3.3.2 Sound-based technologies

Sound-based technologies are attractive because of the speed of the wave. In dry air at 20° C,
the sound wave travels at about 343 meters per second. By contrast, an electromagnetic signal
(RF, light) travels at 299,702,547 meters per second in the same conditions. This difference
can have dramatic effects on the accuracy of location, for any method that leverages time of
flight and/or requires some synchronization between the anchor and the client clocks. With a
signal traveling at the speed of sound, 1 microsecond drift between both clocks translates to an
inserted inaccuracy of 0.343 millimeters (which is the distance traveled by the sound wave in 1
microsecond). By contrast, the same drift translates into an inserted inaccuracy 299.7 meters

with RF signals traveling at light speed.

Ultrasound-based technologies

Ultrasounds are sound waves that are beyond the audible range (typically above 18 KHz).
Their obvious advantage is that they are not detected by humans in the environment, thus
limiting the associated problem of annoyance management. Ultrasounds can be used to carry
data either by modulating the frequency or inserting a pulse structure. When the client device is
the emitter, anchors can be deployed in the surrounding area, and receive a timestamped signal
from each mobile unit. With the right density of sensors, and using a TDoA technique, Qi [100]
obtained sub-millimeter accuracy.

One major difficulty is the requirement to deploy a multiplicity of sensors around the mobile
objects. In Qi’s experiments, each sensor had a Wi-Fi connection that was used to relay to a
location server the measurements collected from each mobile station signals. It is clear that such
setup does not scale easily. To overcome this problem, Park in [101] deployed the inverse logic. In
a shipyard and an offshore oil platform, ultrasounds speakers were placed at strategic locations
near metallic walls. These walls present the interesting property to propagate (at least partly)
the ultrasounds (through resonance and reflection). The effect is not only a propagation effect,
but also a distortion as the sound is captured along the wall farther away from the position of

the transmitter. Each experimenter then carries a smartphone, which microphone receives the
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signed signal from several ultrasound sources. By comparing the signal strength and frequency,
the smartphone position could then be estimated, with an accuracy of 3.5 meters.

Park’s experiment was facilitated by the structure of the walls in the particular environment
where the apparatus was deployed. However, very few buildings on the planet have metallic walls,
and the method is likely not easily transferable. Of course, Park’s goal was not to experiment
with ultrasound, but bring a localization system for health and safety purposes into a specific
environment. Ultrasound happened to be a good solution there, but is likely not equivalently
good in many buildings. Just like sound, ultrasound does not go very well through standard
buildings plaster, wooden or brick walls, as most building walls are precisely designed to limit
the transmission of sound from one room to the next. Therefore, with the need to equip each room
with multiple anchors, scalability becomes an important difficulty, regardless of the direction of
the transmission (anchors to device or device to anchors).

Ultrasound is still commonly used for proximity detection. For example, in enterprise build-
ings, many integrated teleconference units emit an ultrasound signal that is a device identifier.
When a user sits in a meeting room near such a device, the teleconference application on the user
mobile device detects the identifier and queries a database to find the IP address of the trans-
mitting unit. Later, when the user decides to share the mobile device screen content onto the
larger teleconference unit, the teleconference application on the user device merely establishes a
screen mirroring session to the teleconference unit IP address.

This solution works because the teleconference unit is installed in the room (for teleconference
purposes, i.e. with or without screen sharing) and connected to the local network. The location
accuracy is reduced to "inside or outside the room". Thus, this system could not be simply
extended to offer a full localization solution, until having multiple ultrasound units (within

teleconference units or other connected objects) installed in each room will become common.

Audible sound-based technologies

Audible sounds could be used the same way as ultrasound, which the major difference that
they are detectable by humans, and therefore present an annoyance factor that would be difficult
to overcome if the sound bearing location data was transmitted alone. However, most systems
leveraging this technology use a technique called watermarking [102] or steganography [103]
(depending on the sources), where the location-bearing sound is mixed in a non-data bearing
carrier (typically a musical piece). Thus the human hears the music, but does not detect the
hidden signal. An application on the receiver parses the audio input in search for the hidden
signals, which are commonly a source identifier and a timestamp. Then, TDoA techniques are
used to compute the receiver position.

This approach is promising. However, it presents the limitation of relying on audible signals,

with two obvious detrimental consequences:
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— Audible noise is a factor. For example, in noisy environments (either because of the presence
of objects, like machines, that also emit audible sounds, or because of the chatter of a
crowd), the individual signature of each speaker becomes difficult to read. Increasing the
speaker sound level to acquire a high signal to noise ratio (SNR) brings back the annoyance

factor.

— The solution does not work in quiet environments. Conceptually, the hidden signal can
be embedded into a low-volume white noise at the edge of the detection capability of a
human ear. However, the introduction of a human in the scene also introduces additional

noise that brings back the limitation above.

For these reasons, sound-based techniques, although attractive from a technical standpoint,
have limited appeal from a use-case standpoint. They may be usable in some environments, even
in combination with other technologies (for example with VLC, in [104]), but they are unlikely

to become a universal localization technique (applicable to almost any indoor environment).

3.3.3 RF-Based Technologies

Just like radio technologies are used outside for location determination, they form an im-
portant set of options for the indoor case. One difficulty however is about emission control. In
most countries, the spectrum is considered a resource shared by all, and individual band usage
is therefore carefully regulated. The license to operate a system in a regulated frequency range
comes at a cost, but also with strict requirements about power, coverage, signal structure, and
coexistence. For this reason, most indoor systems, operated by networking professionals but not
RF or regulation professionals, tend to rely on unlicensed bands. The signal structure sent in
these bands (often labelled Industrial, Scientific and Medical, ISM) is still closely regulated.
However, an operator, installing a system certified to be allowed in such band, does not have
to pay a license and merely has to comply to simple deployment requirements (e.g., spurious
emissions toward the outside etc.)

Localization is just one of the use cases where radio technologies are useful indoor. Therefore,
the success of an indoor radio-based localization technology also partially depends on its ability

to fulfill other use cases.

Ultra Wide Band

Similar to the other technologies we will examine in this section, Ultra-Wide Band (UWB)
has a complex history. The term itself merely designates a signal that is sent over a wide
bandwidth (500 MHz or larger, or a signal that uses a fractional bandwidth greater than 20%
of the arithmetic center frequency). Such wide signal can be highly disruptive to other systems,

and consume a large segment of the spectrum. To avoid this issue, the signal must be sent at low
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power (e.g., -41.3 dBm in the FCC and ETSI domains), thus near what other radio technologies
would consider as the noise level (allowing UWB to coexist with these technologies in the same
band). Yet the short (ns scale) pulse structure makes that UWB receivers can detect a signal
while minimizing the effect on other radio technologies. In addition to power limitations, several
regulatory bodies limit the amount of energy that can be sent per unit of time. The spectrum
allocation depends on the regulatory domain, but 3 to 10 GHz is a good representation of the
range focus. There are multiple standards that describe "ultra wide band transmissions", but the
IEEE 802.15.4a and 802.15.4z Standards are of particular interest in this thesis, because they
focused heavily in the ranging, and therefore localization, use case.

802.15.4 describes two primary ranging modes that are relevant to localization. A first mode
is an interesting variation of the generic ToF scheme described in Section 1.3.2. This mode exists

in two flavors:

— One variation, called Two-Way Ranging (TWR) in 802.15.4a and renamed Single-Sided
Two Way Ranging (SS-TWR) in 802.15.4z, a device (A) sends at time ¢; a range request
to another device (B). The devices clocks are not synchronized, but have agreed on a reply
delay (trepiyp). B receives the request at time o, waits for the interval ¢,cp, 5, then sends a
reply at time t3 that is received by A at time t4. The mode expects that the travel time is
the same in both directions, and that the imperfection of the measurement of the departure
and arrival times are the same on both sides. Therefore, A can measure the round trip time
(rtt = t4 — t1) and estimate that the time of flight is roughly (rtt — t;epiyp)/2. This mode
is of course imperfect in many ways. One side may have better precision in estimating
the arrival and departure times, thus causing the imperfect side’s error to contaminate
the precise size’s evaluation. This limitation can be reduced by a performance certification
program. More importantly, the clocks are not synchronized, causing a different estimation
of t.epiyp on both sides. This issue is problematic, because t,pyp is evaluated by B but

used by A, while A has no information on the real duration of that interval in B.

— Another variation attempts to limit the clock drift issue, and is called Symmetric Double-
Sided Two-Way Ranging (SDS-TWR) in 802.15.4a and Double-Sided Two-Way Ranging
(DS-TWR) in 802.15.4z. This mode starts like SS-TWR. However, after receiving B’s re-
sponse at t4, A wait for an agreed upon interval ;¢4 (that can be of the same theoretical
duration as t,¢pyB), then replies at ¢5 with a frame received by B at t¢. At this point, both
sides have an rtt value. B also knows t,¢pyp and t,epy4, thus the error of ¢4 can be
partially compensated in B (roughly dividing the effect of the error by two. Additionally, if
all timers are passed to an external system, the values of (to—t1), (t3—t2), (ta—t3), (t5—14)
and (t¢ — t5) can be compared, the drifts evaluated, leaving the rtt value to an evaluation
that largely compensates for the clock drifts. The standard also dictates a crystal precision
of 80 PPM max, to bound the error further.
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When using TWR, the location is found using at least the three-sphere method described in
Section 1.3.3, or the matrix method when more anchors are available. A second ranging mode
relies on TDoA calculations. 802.15.4a describes two modes. In Mode 2, the mobile node sends
a single broadcast message (called a blink). All detecting anchors note the time of arrival, and
TDoA is used to compute the device location as described in Section 1.4.1. Just like in the generic
form, this mode supposes that the anchors synchronize their clocks. This is usually achieved by
designing a primary anchor, and secondary anchors. The primary sends a synchronization frame
(usually called sync) at intervals, with its timestamp, and the secondary anchors, knowing their
distance to the primary anchor, adjust their clock accordingly. In real field deployments, the
secondary anchors merely record the ToA of the sync frame, and forward the information to
a location engine. The engine is then in charge of incorporating the time differences between
anchors (and their respective distances) when computing the TDoA location. As will be detailed
in next chapter, our experiments show that, with an 80 PPM clock, the sync messages need to be
sent every 200 ms to maintain high accuracy. In Mode 1, the opposite structure is implemented
(and this mode is often called Reverse-TDoA, or Downlink TDoA). The anchors still have their
clock synchronized, and sent at the exact same time a blink (practically, we have observed
implementations where the messages are not sent at the exact same time, but they all carry
the primary anchor expected time). The mobile node receives these messages and computes its

location based on the TDoA between the different messages.

The computation of the location result can theoretically be achieved using the method of
simultaneous equations. However, in real life, the measurements are noisy and the solution is
inconsistent. The evaluation then becomes difficult, as the equations are nonlinear. One common
approach is to attempt an initial (possibly random) solution, and use then the first Taylor series
at the initial location estimation, then solve the equations by iterations [105]. Multiple variations
of this method exist. Some introduce auxiliary variables and thus transform the equations into
a weighted least square (WLS) problem [106], others into a convex semidefinite programming
structure [107]. In both cases, the system is then solved attractively with the Newton approach.
Other methods use WLS, but augment it with additional techniques to increase accuracy and
reduce the computation cost [108]. Others avoid the iterative methods, and use a closed form

approach [109].

In all cases, and because of its large bandwidth, UWB offers high location accuracy (the
relationship between these two variables is detailed in Section 4.4.1), achieving 10 cm in LoS
conditions. However, because of its low power, the range is rather short. A single plaster wall may
be sufficient to bring the signal amplitude below detectability level. Additionally, the standards
leave important design challenges unsolved (that will be examined in depth in next chapter).
UWB adoption also suffers from the chicken-and-the-egg problem. Adoption exists in verticals

where a full UWB solution is deployed with location as the primary use case. However, for a
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long time, adoption in general public devices (e.g., smartphones) has been minimal, because
there was no infrastructure to range from (and vice versa). With no usage outside of ranging, it
was not very tempting to install a chip that would almost never be used. This trend is changing

with large vendors adopting the technology, and UWB may follow the same path as BLE.

3.3.4 BLE

Bluetooth Low Energy (BLE), expanding from Nokia’s Wibree specification, was introduced
in the Bluetooth specification 4.0 in 2010. Under the influence of large end-device vendors,
the technology adoption skyrocketed very fast, and is today present on most smartphones.
Contrary to its parent Standard (Bluetooth, defined in IEEE 802.15.1), BLE is not based on the
assumption of a primary system connecting and controlling secondary systems for data transfer.
Instead, units can send broadcast messages (beacons) with a flexible data structure that include
a unique identifier for the beacon source. The beacons are sent typically at low power. Although
the Bluetooth specification (that includes BLE) v5.1 allows a power of up to 20 dBm, most
beacons are sent between -20 dBm and -10 dBm.

The effect of such low power envelope is that BLE range is limited. A receiver should be able
to demodulate successfully a BLE signal at -82 dBm, allowing thus a LoS range of about 50
meters. In practice, the RSSI signal curve is descending log in structure as mentioned in chapter
1. Therefore, the degradation of the signal is easy to map into a distance at close range, but the
measure becomes uncertain at longer ranges.

As a consequence, many BLE systems rely on a quasi-proximity method, that maps RSSI
values into regions (e.g., immediate proximity, near proximity and far) that correspond to dis-
tance approximations (e.g., less than 0.6 meter, 0.6 to 2.5 meters, more than 2.5 meters. The
model then relies on the known location of the beacon sources to establish a proximity value.
When more than one beacons are detected, classical trilateration methods can be used to deduce
a likely location region. This technique offers only limited accuracy, because the RSSI difference
between the beacons that are in the "far" region is small. Some authors attempt to increase this
accuracy. For example, Rudic [110] propose an iterative search using a Markov model to reduce
the location uncertainty. Urano [111] relies instead on a LSTM to keep track of the device move-
ment and model the best likely trajectory. In most implementations however, BLE is either use
as a proximity system (with the meaning expressed in Section 3.2.2), or uses the FPSL equation
and lateration to estimate a distance, assuming LoS.

In recent iterations, the BLE specification also allows for AoA measurements, intended to
complement the other techniques [112]. Although promising in theory, this technique is chal-
lenged in practice. In most of the systems we have tested, the angle can be determined when
the beacon source is near, but the accuracy of the determination diminishes as the distance

increases (because the signal is very low), making the system only imperfectly complementing
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the signal-strength-based techniques.
Therefore, it seems that BLE may be an interesting technique for close range measurements,

but may have limited appeal at larger scales.

3.3.5 RFIDs

Radio Frequency Identifiers (RFID) are worth mentioning, primarily because the term des-

ignates two different types of objects:

— Passive RFID tags include a coil and a small controller. The system then relies on a NFC
technology, where the reader emits and EMF signal that activates the coil, and which back
scatter radiation is detected by the reader. This system provides unique identification with
a proximity logic. It is widely used in Retail for theft prevention. However, its utilization

for indoor localization is limited.

— Active RFID tags are in fact usually 802.11 devices with a battery and a Tx-only radio.
They can be configured to send a signal at regular intervals on specific channels, with a spe-
cific tag identifier. They are then located using the applicable standard 802.11 techniques

described in next section.

There are also hybrid tags that carry a battery that is activated only in specific conditions.
However, RFID itself is not a localization technique, although the literature tends to list it as
its own category [20]. Instead, it is a type of method to identify an object, using standard radio

technologies for the localization part.

3.3.6 The Special Case of 802.11

802.11 has a special place for indoor location, primarily because it has the longest history
among the main indoor localization technologies. 802.11 was ratified in 1997, and there were

location solutions based on 802.11 as early as 2001 (e.g., Airespace).

Infrastructure-based Localization

The early location solutions were solely infrastructure-based, focusing on the asset-tracking

use case described in Section 3.2.3, and used three basic principles:

1. Because of the unknown geometry of an individual 802.11 cell coverage (called Basic Ser-
vice Set, BSS), client devices tended to often send broadcast discovery messages (probe
requests). These messages could be captured by one or more access point (AP) on the
target channel. As the client station (STA) would repeat this message on all available

channels, all APs in range would likely receive these messages.
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2. The probe requests were by design sent at the lowest possible data rate. The intent was to
maximize the range at which an AP could be detected, but the effect was also to maximize
the range at which the STA could be detected.

3. 802.11 STAs were following the IEEE 802-1990 Standard (clause 5.2) for Universal Local
Area Network (LAN) MAC addresses [113], by which each STA would use as a source
address a globally unique identifier, thus setting its second bit of the first 48-bit MAC
address to 0, letting the IEEFE assign to the 802.11 card vendor the first half of the address,
and using the second half as a unique identifier for that card within the cards manufactured
by that vendor. The intent was to avoid collision, and thus ensure that, if a STA would be
moved from one network to another, anywhere on the planet, there would be no chance
that another STA would use the same identifier (thus causing collisions). However, this
principle produced exactly the intended effect, but with different intents. In particular,
APs receiving the probe requests would uniquely identify the querying STA, allowing for
tracking of individual STAs.

Multiple localization techniques for this use-case were proposed. A cell-of-Origin method,
similar to that of Cellular location (see Section 2.3.2) offered a mere "presence" information
about a STA, attaching the client to that AP to which the client associated. This mode provided
of course very low accuracy (30 to 40 meters), as the radius of a cell indoor could be in the range
of 15 to 20 meters. Additionally, the STA might not associate to the physically closest AP. Most
clients would associate to the AP with the strongest signal, but walls reduce the relationship
between signal strength and strict distance.

Other techniques attempted to pinpoint the STA location, and also relied primarily on
RSSI measurement, as detailed in Section 1.3.1. However, the implementers realized early that
the FPSL Figure (1.2) would fail indoor. As detailed in 2.3.2, the Fresnel zone effect can be
determined only if the distance between points is large compared to the zone to compute (because
of the binomial approximation for the square root), making it impractical indoor. Additionally,
the effect of multipath was much more pronounced indoor than outdoor, overshadowing the
Fresnel effect. The empirical models, like Egli’s in Equation (2.10) were attempted, but proved
impractical, because there are too many variations from one building to the next, as detailed in
Section 1.3.2. Therefore, designers resorted to diverging from the FPLS equation and creating a
specific equation for indoor propagation and RSSI attenuation. One approach was therefore to

create a new path loss (PL) equation, in the form:

PL = PLlimeter + 10l0g(dn) +s (31)

where PL1 yneter is a reference path loss in dB for the desired channel, when the receiver

is one meter away from the receiver, d is the distance between the transmitter and the receiver
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antennas in meters, n represents a path loss exponent and s is the standard deviation associated
with the degree of shadow fading in the particular environment (also in dB).

In this system, each AP product must be modeled, and a PLj eter value must be derived.
However, given that the regulatory space limits the AP total output power (ERP detailed in
Section 1.3.1, and represented for 802.11 by the Effective Isotropic Radiated Power, EIRP, as it
establishes the comparison by using an isotropic antenna as the reference), many vendors used a
fixed value for all APs, e.g., -46 dB at 1 meter. In this equation, the main factor is thus n, that
defines the rate at which the path loss increases with distance. The rate depends of course on
the obstacles in a particular location. Therefore, the way to use the equation is to first determine
the environment where the AP is deployed, and classify its type, for example Open Space, Office
with Cubicles, Office with drywall, etc. For each type of environment, a template value for n
would be provided (for example 3.2 for Open Space, 3.6 for cubicles, 4.0 for drywall etc.). The
standard deviation for shadow fading s would then be used as a small correction factor.

One interesting aspect of this approach is that the equation does not attempt to be accurate
for a given AP in a given location. Instead, it defines an average wall-density with distance.
In other words, given that the AP is deployed in an environment with drywall, the equation
postulates the average density of drywall that the signal might encounter when expanding away
from the transmitter, and would thus output a likely average RSSI at that distance.

Quite obviously, the validity of the model depends on the default parameters, but also on
the building structure (size of the rooms, consistency of the wall density and distance across the
entire floor, wall composition, etc.) Because this model is highly prone to errors, the operator
also has the possibility to perform a "calibration", where a user would first position the APs on
a map in a location engine, then would position a STA at multiple locations on the floor, would
click the location of the STA on the map, then let the system collect signals from the STA and
re-compute better n and s values for that floor.

Because the method is inaccurate in nature, the author of this thesis suggested a simplified
approach (Yagna project 2016), where, after APs were positioned on a map, each pair of APs

detecting each other would exchange messages and derive for the floor a mean path loss:

PL =a.ln(d)+b (3.2)

where a and b are coefficients derived from these multiple exchanges. Depending on the
wall density between each pair, different coefficients are dynamically learned. Not surprisingly,
this simplified equation offered better accuracy than Figure (3.1), in particular because the loss
could be localized (path loss between APs A and B has different coefficient than between APs
A and C, and coefficients are adapted stepwise as a STA moves from B to C), and because the
-46 dB assumption was most of the time highly unreliable. The outcome of method (3.1) is a

ranging accuracy of 10 to 15 meters, and 5 to 10 meters with method (3.2). Then, multipshere
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Figure 3.2 — Location is optimal within the convex hull formed by the APs (red circles) at the
edge of the floor (gray rectangle). These APs may be in monitor mode, while other APs (blue
square) provide data service.

techniques (Section 1.3.4) are used to compute the location, reaching 7 to 10 meter, and room-
level, accuracy. This allowed an operator to know in which room an asset would be located, then

visually find the asset when getting within a few meters of the object.

However, because the method relies on the sphere intersection method,one key consideration
is that at least 3 APs should receive the probe requests for a solution to be found in 2D.
Additionally, if all the APs are in the same direction (from the perspective of the STA), the issue
of dilution of precision detailed in Section 2.4.2 cause the location error to increase dramatically.
Therefore, most system would recommend to deploy APs that would be only in monitor mode
(receiving the probes, but not transmitting any frames themselves), thus multiplying the number
of APs on each channel (without increase the RF overhead on the channel), and also to ensure
that APs would be deployed at the perimeter of the facility where location was expected, forming

a convex hull around the location area, as represented in Figure 3.2.

One major limitation of this probe and RSSI-based approach is that it relies on the STA
probe requests. In the early 2000s, STAs were primarily laptops, and were probing aggressively
so as to maintain the best possible connection. As the technology entered the 2010 decade, the
roaming algorithms evolved and the smartphone boom brought many STA vendors to reduce the
probing rate. This evolution caused a major concern for the asset tracking technique, because a
STA would probe upon startup, would join the best AP, then would stop probing until it would
reach the edge of the cell. In between, the STA became invisible.

Thus augmentation techniques were found, where the active AP to which the STA would be
associated would send ranging updates. In this mode, the AP would receive unicast frames from
the STA (in a normal data communication structure), and would evaluate the RSSI for these
frames, assuming a constant location if the RSSI was within the same range (e.g., +3dB) as the

RSSI of the last probe. Quite naturally, the system could only assume a distance change if the
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RSSI diverged, and had not real mechanism to assess the direction of the movement, making the
augmentation imperfect. Additionally, the method also assumed that the power at which unicast
frames are sent is the same as the power at which probe requests are sent. This assumption was
true in most cases in the 2000s, but stopped being true when STAs vendors became more efficient
at controlling transmission power, and when amendments to the IEEE 802.11 Standard (e.g.,
802.11h in 2003, 802.11ax in 2013) allowed the STA to dynamically reduce its power for multiple
reasons.

These challenges limit the efficiency of asset tracking based on strict RSSI techniques. The
system is however still widely in use. In an effort to increase the efficiency of the active AP range
evaluation, some vendors have implemented AoA techniques. In this approach, a ring of up to
32 patch antennas is installed around each AP, and use the method detailed in Section 1.4.2 to
evaluate the phase difference on each antenna, and therefore the direction of the STA that is
sending the frame. This method improves the range evaluation, but also suffers from practical

issues:

— The setup is prone to installation errors. The system relies on the angles to determine the
direction of the STA. This requirement implies that the installer carefully documented the
AP position, but also the ring orientation. Any error of a few degrees, in any direction,
would output a correct direction in relation to the antennas, but incorrect in relation to

the building or the other APs, causing the localization result to be unusable.

— Multipath makes the determination challenging, causing the primary component to appear
at different directions, depending on the reflections or obstacles between the STA and the
system. This issue is particularly present when the STA is moving (which is precisely the

case where this augmentation method is needed).

Adding a ring around APs also comes at a cost. Therefore, the AoA augmentation technique
is used, but has limited adoption.

To increase the difficulty, in the 2010s, STA vendors started realizing that highly mobile
devices (smartphones, tablets, laptops) were also personal devices (i.e., a single primary user),
which meant that traffic that could be correlated with a personal device could also mechanically
be associated with the primary user of that device. In this context, the location of the device,
based on its MAC address, is equivalent to the location of the primary user, making individual
asset tracking the equivalent to individual user tracking. To limit this exposure, many STA
vendors reviewed the IEEE 802-1990 Standard guidance around the MAC address, and realized
the the Globally Unique Identifier was nowhere a requirement, just one of two options, and the
best choice to avoid MAC address collisions. But when a STA is sending probe requests, the
risk associated to collisions is null (a probe request from a given address is in fact sourced from
two different machines, but both are looking for the same kind of information: the details of the

802.11 networks available on this particular channel).
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Therefore, STA vendors started using Locally Administered Addresses instead, where the
second bit of the first octet is set to 1, and all other bits of lower weight are set randomly. The
effect is that 2 subsequent probe requests from a given STA, on the same or different channels,
are sourced from different MAC addresses. This change of behavior makes asset tracking very
difficult. The STA would use a stable (locally administered or globally unique) MAC address
when exchanging frames with the AP it is associated to, but these unicast frames are merely
an augmentation technique to improve the accuracy of the main method, that relies on the
broadcast probe requests. When the source of these requests cannot be traced back to a single
STA anymore (and given the inaccuracy of the range derived from the RSSI), individual STA
localization becomes challenged.

In many cases, this behavior is configurable. This is because asset tracking is not necessarily
about unwanted privacy violation, but can be (in enterprise settings) about providing a better IT
support service, as detailed in Section 3.2.3, and also tracking objects (palettes etc.) to which an
802.11 card is attached. Therefore, when the STA is an enterprise asset with a user interface, it
is common that Randomized and Changing MAC addresses (RCM) can be enabled or disabled,
either locally or through a Mobile Device Management (MDM) platform.

The RCM scheme also breaks the conditions for traffic analytic defined in Section 3.1.4, leav-

ing the infrastructure-based location techniques with more practical challenges than solutions.

STA-based Localization

Infrastructure-based solutions also do not directly provide location information to the STA.
When an infrastructure-based location solution is deployed, it is common that the solution
vendor would make available a specific app that can be installed on the client. The app would use
an authenticated connection to query the location server for the device location. The limitations
of this system are obvious. The need to deploy a special app limits the adoption (the user would
need a specific map for each location server, therefore each venue group), and also supposes that
the device is associated to the 802.1 network, making the solution of limited interest for most
public venues.

A STA can also use RSSI techniques to derive a distance from an AP message. This direction
is facilitated by the fact that APs broadcast beacons at short intervals (102 ms by default). The
distance is noisy, just like for the AP evaluation of the client distance. Additionally, the RSSI
is just a number that translates the ability of the receiving system to convert a signal into
meaningful binary values. Although the IEEE 802.11 Standard extensively uses RSSI, it is clear
to all actors that the RSSI scale is only meaningful locally. For example, some systems may
implement RSSI in a range from -127 to 4127 in 254 increments of 1 dBm each, others may
implement a scale from -111 to +111 with 74 increments of 3 dBm etc. Therefore, a report of "-53

dBm RSSI" from one STA may have a different meaning for another STA. However, because
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the RSSI value has been exchanged between APs and STAs since amendments like 802.11k-
2008 and 802.11v-2011, there has been a pressure on implementers to report values that were
compatible with other actors. The scale is therefore only valid locally in theory, but practically
most STAs tend to report an RSSI in the same range for a given signal level. Another issue
remains, that the STA also has no idea on where the AP is, as the AP does not communicate
its location in the beacon. This difficulty, coupled with the uncertainty of the RSSI scale, makes
that determining the distance and location from the RSSI alone is of little use. However, the
loss of accuracy of cellular or GPS-based techniques examined in Section 2.4.2 brought the need
for an indoor augmentation technique. As we saw earlier in this chapter, UWB was not a great
alternative because of its limited adoption. BLE emerged in the 2010 decade, but its limited
range, and the need to learn the location of BLE beacon tags that could change their payload
and identifier at any time made the solution a mild success. By contrast, 802.11 networks are
pervasively present all around the planet. APs are often at fixed locations, making 802.11 an

attractive augmentation solution.

Therefore, multiple organisations started establishing maps of popular indoor venues where
802.11 networks are deployed. Zhou in [114] provides a good summary of the various attempts.
With these methods, an observer walks a venue, and clicks on a map of the venue the current
location. In many cases, the exact location is not well-known, so these techniques use the concept
of landmark, i.e., objects that can be identified in the venue and on the map (e.g., a bench, the
entrance to a store, etc.) The observer the clicks the STA location when near these objects, then
walks at steady pace and in a straight line toward the next landmark, repeating the procedure
there. In between, the STA collects the signal from all APs in range. Each AP expresses its
MAC address for a particular network in a field called the Basic Service Set identifier (BSSID).
Contrary to the STAs, the APs typically do not use RCM for that identifier. It is therefore

reliable to express a unique AP identity.

More elaborate systems use the dead reckoning technique described in Section 2.4.3 to eval-
uate the device movements between landmarks. However, the distance between landmarks has
then to be reduced, as dead reckoning diverges in the absence of other references and when the
movements are complex. The outcome of such mapping technique is a representation of the po-
sition of each AP in a venue. Figure 3.3 shows the output of such mapping taken by the author
for a particular AP. The circles represent the author’s detected path by the internal sensors
in a smartphone, and the color code express the AP signal level, and thus the yellow square
indicates the likely AP location. The right-bending grey rectangle represents the outline of the
tested building.

The technique is also called crowd-sourced because multiple devices can contribute to en-
hancing the map. Once a base map with rough AP positions exists, when a user next enters

the venue, the localization system identifies the likely location and collects data from the de-
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Figure 3.3 — An AP position and coverage area detected with crowd-sourcing technique. The
building floor is a grey rectangle, the points where the phone location and RF data were collected
are marked by circles.

vice (GPS, cellular, dead reckoning and other sources) and uses the information to refine the
computed location of the detected APs.

The method is efficient, but also suffers from many limitations. Quite obviously, it only works
in venues that have been mapped. With close to half a billion Wi-Fi hotspots on the planet,
it is clear that many venues are left without crowd-sourced maps. Additionally, there needs to
be a communication structure between the venue owners and the STA map source provider.
The venue owner has the facility map, but the STA ma source provider has the source code of
the STA navigation map. This communication is often manual, leaving many navigation apps
with obsolete indoor maps. This problem also affects the APs themselves. The lifecycle of an
indoor AP is typically inscribed between 5 and 7 years, after which the AP is updated to a
newer protocol. The old AP is either decommissioned, or moved to another location. The result
is that venues need to be re-mapped (with a new seed map and AP position) often. Without
frequent updates, the navigation app fails to recognize that the user is on a floor where no APs
are recognized. Worse, the system may also project the STA location near the position of the
strongest detected BSSID, thus causing the wrong location issue mentioned in the introduction
of this thesis.

3.4 Conclusion

At the end of this chapter, it is now clear that outdoor techniques cannot simply be brought
alone to the indoor environment. Inside buildings, the need for location can overlap with the
use cases that outdoor techniques address (and they can therefore be used directly when their

signal reaches inside), but other use cases appear that require new solutions. Some techniques,
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like light or sound, present specific attractive properties, but indoor deployment remains a
challenge. Other radio technologies, like BLE or UWB, are also very interesting, but suffer from
limited adoption. Support for these technologies may increase in the upcoming years. In between,
802.11 is present all over the planet, and offers multiple techniques for location to be provided
to the end device or to the infrastructure. However, the various techniques were developed with
only one side in mind (the client or the infrastructure), and the changes in RF behavior as the
client population moved from early laptops to smartphones brought new challenges for these
techniques efficiency. We are left in a state where 802.11 is still the best candidate for indoor
location, but the legacy techniques have found their limitations In this context, FTM becomes
a natural candidate to fill the gaps and help solve indoor location for good. In the next chapter,

we will examine FTM more in details, and see if its initial design fulfill these promises.
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CHAPTER 4

AN EVALUATION OF FTM
PERFORMANCES AND DESIGN

4.1 Introduction

At the end of last chapter, we concluded that 802.11 was probably the best candidate to
extend localization to the indoor environment. The technology is widely deployed all over the
planet, and has implemented localization technologies for more than 20 years. However, we also
saw that the techniques have aged, faced with the challenges of new behaviors in client chipsets,
both for improved radio efficiency, but also because of privacy concerns.

FTM was developed in this context. In this chapter, we will therefore examine FTM more in
details. We will first look at the circumstances where FTM was designed. We will then undergo
a critical review of the design, to examine if FTM fulfills the requirements of a modern indoor
localization technology. We will then attempt to implement FTM on an AP and a client chipset,
to evaluate the challenges that need to be overcome, and validate the accuracy that can be

achieved with this technology.

4.2 FTM Principles

Fine Timing Measurement (FTM) was designed in 2014 and 2015, and inserted in the 2016
revision of the IEEE 802.11 Standard. The idea was not entirely created from scratch.

4.2.1 Timing Measurement Procedure

In 2011, the IEEE 802.1 (802 Technologies architecture) working group published a series of
standards for Time-Sensitive networking (TSN) applications, which allowed time-sensitive data
flows to be forwarded reliably on 802 networks. Among the various provisions to allow this use
case, the different nodes along the path would need to align their clock. In order to apply this
possibility to 802.11 networks, the 802.11v-2011 amendment, integrated into the 2012 revision
of the 802.11 Standard, introduced a method called Timing Measurement (TM). The spirit of
TM is as follows:
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1. An 802.11 client station (STA) would be associated to an access point.
2. At some point in time, the STA would identify some traffic that would be delay or jitter-

sensitive, require precise packet scheduling and therefore time alignment with a server in
the network (and as a way of consequence, with the intermediate networking nodes to that

server).

3. The STA would expect that the nodes along the wired side of the network already im-
plement time synchronization, for example through triggers from the server. However, the
last hop (AP to STA) is under the control of the STA. Thus the STA would then send to
the AP a request to initiate an ongoing Timing Measurement procedure (with a trigger
value set to 1). The request takes the form of a specific Action frame, acknowledged by
the AP.

4. The AP then starts sending series of action frames that follow the classical ToF procedure
seen in section 1.3.2. The first frame is sent from the AP at time #; and received by the STA
at time to. The STA sends an acknowledgement frame at time t3, that is received by the
AP at time t4. In the subsequent frame, the AP adds the (¢;, t4) values from the previous
exchange. The AP can also include an additional field, that typically would include the

time on the AP, synchronized with a reference time source.

5. the STA computes its time offset O from the AP with a simple modification of Equation
(1.6), that removes the ¢ component and searches for the time difference instead of the
distance:

O = [(ta — t1) — (t4 — t3)]/2. By comparing the intervals, this equation also eliminates the

synchronization issue detailed in section 1.3.2.

6. With this offset and the time reference sent by the AP, the STA can align its own clock

with the reference clock in use by the networking devices and the server.

7. The exchange repeats until the STA sends a new Timing Measurement Request action
frame, with a trigger set to 0.

The goal of the TM procedure was therefore for a STA to keep its clock aligned with the AP
it was associated to, using the ToF value to compute the time offset. This logic has important
consequences for the design analysis of FTM. Indeed, in 2014, the idea came to the mind of
many 802.11 designers that integrating the speed of light into the equation would allow the STA
to know its distance to the AP, and that therefore the process could also be used for localization

purposes.

4.2.2 Fine Timing Measurement Procedure

One key limitation of TM is that the STA would only exchange with the AP it is associated

to (which is a logical consequence of the TM goal). But for localization purposes, the STA would
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Fine Time Measurement parameters element:

Element ID Length FTM parameters
Bits: 1 1 9
Fine Time Measurement parameters field:
sl Val. | Res. | NBE |B.Dur. | MDF | PTT
Bits: 2 5 1 4 4 8 16
PTTNP | ASAPCap. | ASAP | FPB Res. F&B BP
Bits: 1 1 1 5 2 6 16

Sl: Status Indication — Val: Value — res.: Reserved - NBE: Number of Bursts
Exponent — B.Dur: Burst Duration — MDF: Min Delta FTM — PTT: Partial TSF Timer
— PTTNP: Partial TSF Timer No Preference — ASAP Cap.: ASAP Capable — FPB:
Frame per Burst — F&B: Format and Bandwidth — BP: Burst Period

Figure 4.1 — The 802.11-2016 FTM Parameters Element that contains the FTM parameters
negotiated by the ISTA and the RSTA

need to range with multiple sources. FTM was thus designed to allow for this multiplicity, which
implied a more complex negotiation scheme. In effect, multiple constraints appear that need to

be accounted for:

— The STA cannot range continuously, like with TM. It is more reasonable to exchange for
some time, then stop (leaving the AP and STA perform other tasks, for example sending

or receiving data, or ranging with another AP)

— The STA should not range only once, as the TM method has shown that multipath will

cause small variations of the ToF. Therefore multiple exchanges are necessary.

— One set of exchanges might not provide the most accurate results. For example, some
obstacle may be temporarily between the STA and the AP (e.g., the user body, a piece
of furniture, etc.) It is therefore better to operate several ranging exchanges, separated by

some time interval (during which temporal obstacles may move).

— Using the Start/Stop TM method for each set of exchanges, adds overhead. It is more
efficient for the STA to negotiate once multiple sets and consume the airtime for actual

measurements, not for measurement planing.

— If the STA ranges against multiple APs, it may leave the channel between ranging sets.
Depending on what happens on the other channels, the STA may then come back late. At
the same time, the AP may also be delayed to start the next ranging exchange set (e.g.,
because the AP is busy transmitting or receiving a frame at that time). Therefore, there
must be some flexibility in the ranging set structure (its duration, the number of exchanges

expected to occur, etc.)
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Figure 4.2 — The FTM choreography. An initial negotiation phase (top) is followed by one or
more burst periods (bottom) during which FTM ranging frames are exchanged.

The roles also need to be clarified, as the STA could in fact range against any object with
a fixed location. The STA is therefore renamed Initiating station (ISTA), and the AP, or any
object that can be ranged against, a Responding station (RSTA).

Then, to account for all these challenges, a negotiation more elaborate than with TM occurs.
The ISTA starts by sending an Initial FT'M Request frame, that not only requests the AP for
a ranging sequence, but also proposes multiple parameters represented in Figure 4.1. These
parameters include how many ranging sets, or bursts, should be planned (using a Number of
Bursts Exponent field), what should be the interval between two bursts (Burst Period), what
should be the duration of each burst (Burst Duration), how many FTM exchanges should be
expected within each burst (FTMs per Burst) and the expected interval between each FTM
exchange within each burst (Min Delta FTM). These elements, and their flexibility, will be the

object of a detailed analysis in section 6.2.

The ISTA proposes these parameters, and the RSTA responds with another initial FTM
Request frame, in which the AP can either accept (and thus merely repeat) the parameters
proposed by the ISTA, or override them by sending its own parameter values.

Then, at the time of the beginning of the first burst, both the ISTA and the RSTA are
expected to be available on the channel. The RSTA sends an FTM frame, that is acknowledged
by the ISTA, reproducing the TM structure and timers. Just like with TM, the subsequent FTM
frame from the RSTA contains the (t1,%4) values (but the RSTA does not send a particular refer-

ence clock value, as the purpose is ranging, not clock synchronisation). The exchange continues
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as negotiated for the planned duration and the number of bursts, as illustrated in Figure 4.2.
The ISTA can then establish its distance d to the RSTA by using Equation (1.6). In a related
exchange, the ISTA can request from the RSTA its Location Configuration Information (LCI),
a set of geographical coordinates which logic is similar to that defined in RFC 6225 [115].

By repeating the process with multiple RSTAs, the ISTA should obtain enough ranges and
LCIs to compute its own location (FTM does not describe how location is computed, and solely

focuses on the ranging part).

4.3 A Critical Review of the FTM Design

It is important to keep in mind that FTM historically happened as an augmentation of TM,
a protocol that was designed for very different purposes. FTM creation also did not happen in a
vacuum, and the designers had the opportunity to look at other well-established localization pro-
tocols, such as GPS (section 2.2.2) or cellular techniques (section 2.3), and the indoor landscape,
in particular UWB (section 3.3.3) that had been a common occurrence in specific verticals since
2007. Such comparison allows to evaluate what a modern localization protocol should include,

with two specific angles: its ability to fulfill the intended use cases, and its technical efficiency.

4.3.1 Use Case Fulfillment Limitations

Recall from section 3.2 that indoor location is expected to meet use case requirements from
both sides: the STA may need indoor navigation (section 3.2.1), or the ability to identify its
proximity to specific Pols. The infrastructure may need to locate individual assets (either with
coordinates (section 3.2.3) or at proximity (section 3.2.2) of specific Pols), and may need to
collect statistics about mobile devices paths and presence (section 3.2.4).

Quite often, both sides’ needs coexist in the same environment. Take the example of a shop-
ping mall or alike public venue. Visitors that are new to the venue may need indoor navigation
to find their way in an environment that they are not familiar with. They also need to know
when they are near a particular Pol ("the 4 cm nails shelf") Quite clearly, staff (familiar with the
venue) have no need for indoor navigation (with the possible exception of new staff in training).
However, staff needs to be located for multiple reasons. When handling goods, the staff device
is used as a proxy for the good put on shelves (see section 3.2.3). Thus locating staff helps build
a map of the goods on display in the store. This aspect is critical to most retail businesses, as
merchandise location tends to change based on seasons and sales events. In turn, this map can
be used for customers to find their way to the product they need (with the obvious consequence
that, if the retailer does not have a solution to locate staff devices and goods, no map can easily
be built, and therefore indoor navigation for customer loses much of its appeal). In parallel,

staff needs to be located for operations efficiency (e.g., customer has a question on a particular
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product and asks the first store crew member in range, who in turn needs to locate the person
in charge of the particular product and accompany the customer to that person; in another ex-
ample, sales or security personnel needs to be redeployed depending on crowd density in various
areas of the venue, etc.)

However, FTM has no provision for infrastructure localization. The ISTA has all the timers
required to compute the range, but the RSTA does not have any information about the ISTA
timestamps. This gap was intentionally left in the design, because the primary intended use
case was ISTA indoor navigation. However, this design intent, building on the GPS idea with
an imitation of the UWB TWR model, ignored critical elements:

1. There is only limited incentive for a venue owner, or an infrastructure vendor, to implement
FTM or any mode that resembles SS-TWR initiated from the STA side. As seen above,
a venue owner may want to provide indoor navigation to customers, but also needs asset
location to run the business. Without the second part, the requirement becomes to install a
localization system for asset tracking, and an entirely different overlay system for FTM and
navigation, as FTM can’t do both. The benefits for business operations of asset tracking
are clear, but the benefits of the added investment for FTM are not. Even if a venue owner
was willing to make this double-investment, there is no feedback from the ISTA to the
infrastructure, so the venue operator has no way to even know if FTM is being used, is
accurate, efficient, provides a better user experience etc. By focusing solely on the ISTA
navigation use case, the FTM design also removes the incentive for half of the participants

(the infrastructure).

2. GPS and cellular localization did not suffer from these limitations. But the reason is
historical. GPS was deployed by the US military because a particular category of users
(military assets on the ground) had the need for their location in unknown places (see
section 2.2.1). This requirement is not transposable to FTM, as FTM operates indoor in
a location familiar to the venue staff. Cellular localization implements a mode where the
UE can find its own location, but the model (see section 2.3.2) is integrated in a scheme
where the infrastructure also typically obtains the UE location, even if this exchange is
not directly visible to the user of the UE.

3. The discussions around FTM design show that one goal was to protect user privacy (by
preventing unwanted infrastructure tracking). However, we claim that this view was naive.
In the GPS system, the receiver is passive. As no signal is sent from the end-device, the
end-device privacy is respected. But FTM implements a different mode, where the ISTA
does send multiple frames. As will be seen in chapters 6 and 7, this does not provide enough
elements for legitimate tracking by the infrastructure, but does provide ample elements for
ISTA tracking by a bad actor. In the cellular system, there is an assumption that exchanges

with the eNB are secured, simply because their observation requires specific equipment.

94



4.8. A Critical Review of the FTM Design

With unlicensed technologies like 802.11, the observation is trivial unless communications
are encrypted (and FTM does not require any encryption). Therefore, comparing FTM
logic to the cellular equivalent UE-based location misses many factors that are critical to

the security and the privacy of the exchange.

4. The same discussions never examined the privacy of the AP location. In the FTM scheme,
any ISTA can query for an AP LCI, and obtain the precise location of the AP (with an
accuracy of up to 2 cm at the equator). There is no mechanism to protect that exchange.
Here again, we claim that this view was naive. In many places, the precise location of
networking assets is not made available to whomever asks. For example, hospitality often
has an aggressive approach about Wi-Fi coverage (there are web sites that sort hotels by
the quality of their Wi-Fi coverage, and Wi-Fi is commonly seen by business travelers as
an essential commodity). A hotel may want guests to find their way to their room, but
may not want anyone (e.g., competitors) to know and publish where each AP is, how many
rooms are covered by each AP, etc. In other venues, APs are hidden because they may be

stolen, and a location accurate to 2 cm is not helping to alleviate the issue.

4.3.2 Technical Design

The choice of strict ToF, using Equation (1.6), also deserves to be weighted. By focusing on
a distributed technique (see Section 1.2.2), the technical design assumes that the ranging need
focuses on near-real-time location. It is then clear that the ISTA should evaluate its surrounding
RF conditions, then operate a rapid series of exchanges to collect enough sample that a good
ranging estimation can be made. By allowing the AP to override the parameters (see Section
4.2.2 above), the protocol allows the AP to insert parameters relevant to its own RF conditions,
which is logical. However, by proceeding in this order (ISTA first, RSTA last), the procedure
gives the final words to the RSTA. But the RSTA does not have the final timestamps, and is
therefore unable to evaluate if the parameters were satisfactory or would need to be changed for
the next exchange. Thus, by extending TM, FTM inserts inefficiency in its design.

On the other hand, the choice of interval-based ToF with Equation (1.6) is expected to
remove the concerns related to clock drift. As detailed in Section 1.3.2, the drift issue still exists
at the scale of the intervals. One interesting aspect of this issue is that, in 802.11, an ACK
frame is expected to be sent as a response to a unicast frame after a known interval (the Short
Inter-Frame Space, SIFS, which duration depends on the version of the standard, but is 16 us
in 802.11n, 802.11ac and 802.11ax). This SIFS incorporates the time required for the receiving
circuit to process the incoming frame at PHY and MAC level. Therefore, it is expected to be
fairly constant, and thus (t3 — t2) should be 16us — §, where ¢ is the clock speed difference
between the ISTA and the RSTA. But the unknown values that are communicated are instead

(t1,t4), which is a much larger interval than (t3 — t2), and depends both on the distance and
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the RSTA clock speed. Thus, the difference in clock rates between the RSTA and the ISTA can
still contaminate the ToF. This issue is not specific to FTM, and is inherent to Equation (1.6),
unless a verification phase is introduced (as in DS-TWR in Section 3.3.3).

On the bright side, the use of direct distance measurements (and not hyperbolic structures
as in Section 1.4.1) simplifies the deployment and the computation. Each range measurement is
directly usable (no need to compare it to measurements against another anchor). Additionally,
the hyperbolic structure is well known to display large errors when the intersections move away
from the vertices and toward the asymptotes. Using direct measurements (radii) avoids this
problem, that plagues all TDoA systems.

At the same time, multipath can cause large inaccuracies on the signal time of arrival (ToA),
as detailed in Section 4.4.2. Although 802.11-2016 is mute on this point, this practical difficulty
means that all implementations we have tested tend to measure the AP RSSI (through a probe
request /response exchange, through which the ISTA discovers the AP and its support for FTM),
and prefer the AP with highest RSSI. These APs are likely to be the closest, and have therefore
a higher chance of being in LoS conditions (this choice also limits the drift). On the other hand,
because their range is shorter, any mis-measurement caused by multipath will have a more
dramatic effect (a given ToA error is proportionally heavier as the ToF is smaller).

Along the same lines, 802.11-2016 makes no recommendations on RSTA placements. Yet, the
Standard implicitly assumes (and so does 802.11az in next section), that the primary case for an
RSTA is an AP (as many functions expected of an RSTA suppose beacons or probe responses,
which are only sent by APs). But we saw in Sections 2.4.2 and 3.3.6 that a convex hull was
needed to operate proper location indoor. This supposes that some devices, operating as RSTAs
(and therefore APs) should be installed at the edge of the building, along the walls, where they
would have limited benefit for data coverage (because about half their RF cell would be outside
of the building). Alternatively, standard AP placement could be used, but at the cost of lower
accuracy (or complete loss of usability) at the edge of the building. The same assumption also
limits the use of FTM for proximity (see Section 3.2.2), unless each Pol of interest suddenly

incorporates an AP function.

4.3.3 802.11az Privacy Partial Remediation

This analysis is by no mean intended to be a critique of FTM, nor a complete list of issues
(and the next chapters will examine other issues). After the 802-11 update of 2016 with the
integration of FTM, another task group was created in the IEEE 802.11 Working Group, under
the code 802.11az, to work on Enhancements for Positioning, and thus augment FTM with new
features, and address some of the initial designs limitations.

Several of the problems above were raised, by the author of this thesis and others. In an

effort to ensure better privacy, a passive mode was proposed. In that mode, some fixed points
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RSTA1 (AP1)

ISTAS ISTAG

Figure 4.3 — 802.11az Passive mode, where the PSTA listens to the FTM exchanges between on
RSTA and multiple fixed points acting as ISTAs, and computes a form of TDOA to deduce its
location.

become ISTAs, and range against another fixed point operating as the RSTA as shown in
Figure 4.3. Another station, the Passive STA (PSTA), listens to these exchanges and deduces
its own location.

The location determination is based on the same logic as the reverse TDoA technique used
for UWB and detailed in Section 3.3.3. The timestamp terminology is reverse to that of FTM
(in this case the ISTA triggers the exchange at time t1) and is represented in Figure 4.4. The
ISTA and the RSTA display, in the subsequent exchanges, the time of departure of the respective
frames they sent.

The PSTA detects all transmissions between each ISTA and the RSTA and receives all the
times of departure and arrival. From these numbers, the PSTA can compute its location relative
to each RSTA/ISTA pair. The PSTA attempts to determine the difference in time of flight
between frames coming from the ISTA and frames coming from the RSTA, by comparing the
time at which the PSTA receives a frame to the time at which the fixed stations (RSTA or ISTA)
declare receiving that same frame. More formally, if we denote with a prime sign any timestamp
declared by an ISTA or RSTA and translated into the PSTA time reference, the difference of
time of flight Dp,p(prr) can be determined as follows:

Drop(priy = te — ts — 0.5t3 + 0.5ty — 0.5t) + 0.5¢) (4.1)

This equation is fascinating to the author of this thesis in multiple ways. First, it is simple
and elegant. It is also functional regardless of the relative position of the PSTA to the ISTA
and RSTA. Last, by bringing all times into the PSTA reference, it is strictly linear. However, it

is worth comparing to other techniques that incorporate similar TDoA concepts into a proce-
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Figure 4.4 — In 802.11az Passive mode, all ISTAs and RSTAs announce their timestamps, the
PSTA translates them into its own time reference, and computes its relative position.

dure. Take Equation (2.2) as an example. Although GPS satellites incorporate highly accurate
clocks, cAT; incorporates the distance error due to the measurement noise and the receiver
clock inaccuracy. Similarly, Equation (2.5) used for cellular O-TDoA incorporates n;, the errors
due to measurement noise and clocks drifts. Unfortunately, the PSTA equation makes no such
provision. Clearly, it could be claimed that Equation (4.1) only focuses on Drp,p(pgr), and that
the measurement noise can be incorporated into the system of equations that converts these
differences into a position. However, the procedure provides no guidance as to what this system
should look like. The procedure also provides no mechanism to convert the RSTA and ISTA
announced times into the PSTA clock of reference. Therefore, the addition of this passive mode
helps address the privacy concern, but it is very likely that the procedure will need to be modified
to become practically usable.

Additionally, the adoption challenge remains that a venue has very little incentive in imple-
menting a method that provides no benefit to the venue operations. One additional difficulty of
the passive mode (over the standard FTM mode) is that, the STA being entirely passive, the
venue would not even know if devices are using the ranging exchanges that are in operation and

consuming airtime between fixed point.

4.3.4 802.11az Feedback Partial Remediation

In an effort to increase the attractability of the technology for infrastructure owners, a

feedback mechanism was proposed by a group (with the author of this thesis [4]). At the end of
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FTM exchange, this new mode allows the ISTA to return to the RSTA its (¢2,t3) values, thus
allowing the RSTA to know its range to the ISTA. By combining the reported ranges to multiple
RSTAs, the infrastructure can then compute the ISTA position with the standard location
techniques examined in Section 1.3.2. This technique has the benefit that it is designed with a
user input. In other words, the user allows or blocks such feedback, thus allowing infrastructure
tracking or not. This mode is still imperfect, because a proper design should account for three

types of zones within any venue:

— Zones where individual tracking is never required (e.g., common public zone in a shopping
mall, a train station, etc.) In these zones, a mechanism for traffic analytic should exist

(unfortunately, such mechanism does not exist for FTM)

— Zones where individual tracking is possible upon user opt-in (e.g., individual store in a
shopping mall)
— Zones where individual tracking is always mandated (e.g., hazardous warehouse areas at

the back of stores, restricted areas in hospitals etc.)

FTM does not distinguish between these different cases. Additional issues exist, that we

consider as solved, and that will be examined in the next three chapters.

4.4 Testing FTM Technical Efficiency

In order to evaluate FTM, and as the implementation of the Standard was still inactive
development for most actors in the Wi-Fi field, we implemented FTM support on an AP, and
tested extensively with a client device (whose driver team was developing support as well at the

same time). This section summarizes our findings.

4.4.1 Bandwidth and Hardware Delay

A first task when implementing FTM support is to design a mechanism to reflect the time
of departures (ToD) and time of Arrival (ToA) for the frames, so as to be able to timestamp
the various frames. The Standard describes that those times are intended as those at which
the beginning of the frame preamble leaves or arrives at the antenna. The physical layer of
each 802.11 frame starts by various training fields (the details depends on the frame type, e.g.,
802.11a, 802.11n, 802.11ac, 802.11ax). The first training field is a simple sequence of energy
changes that allow the receiver to (i) detect the arrival of a frame (ii) calibrate its clock on the
transmitter clock and (iii) identify the exact position of the signal in the frequency domain.

The MUSIC algorithm detailed in Section 2.3.2 can be used to identify the time of arrival.
However, the efficiency of this detection is highly related to the bandwidth. The receiving circuit

samples the active channel at regular intervals. These intervals depend on the expectation of
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Figure 4.5 — To correctly interpret the signal, sampling the channel has to be done at least at
twice the channel bandwidth.

the signal bandwidth. This is easily understood with an example (the example assumes a single
signal sin cycle in the time domain to make the explanation more intuitive). The received signal
is a wave of energy, where the potential of the electric field oscillates between two values (that
we’ll call positive and negative), and that is represented by a sin wave, as shown in Figure 4.5.

In order to detect this wave and the associated variation of energy cycle, the receiver needs
to collect one sample of the channel as the energy increases (or gets to the max positive value)
and another one when the energy decreases (or gets tot the max negative value), in other words
twice per cycle.

Therefore, if the signal is sent over a bandwidth of 1 Hertz (thus expressing that the sin wave
expresses one cycle per second), the receiver needs to collects two samples per second over that 1
Hz bandwidth. If the bandwidth is larger, for example 20 MHz (thus expressing 20 million cycles
per second), the collection rate has to be 40 million samples per second. At that rate, the channel
is sampled every 25 nanoseconds. But light travels about 30 cm per nanosecond. Therefore, when
the receiver samples the channel and detects no energy, then detects energy when sampling the
channel at the next interval, it can know that the signal started arriving between 'right after
the previous sampling" (25 ns ago) or "just now" (0 ns ago). As the receiver has no mechanism
to know the exact arrival time, we can establish an average estimation uncertainty toward the
mean of that interval, i.e. 12.5 ns. Translating this uncertainty delay into distance (traveled by
the signal) gives an uncertainty of 3.75 meters. In reality, the uncertainty is higher, because the
detection is also affected by other factors. For example, it takes time for the energy to accumulate
to a level where detection occurs (this is the signal rise time), therefore the detection is always
after the signal has started to arrive. A common uncertainty lower bound at 20 MHz is therefore
of about 5 meters.

If the monitored channel is instead 40 MHz-wide, then the sampling rate is 80 million samples
per second, thus 12.5 ns inaccuracy interval represented by its mean at 6.25 ns, and thus an
inaccuracy lower bound of about 2.5 meters, then 1.5 meters at 80 MHz. This is the reason why
UWRB provides high accuracy (the channel a bandwidth is 500 MHz). 802.11 allows channels of
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up to 160 MHz with 802.11ax, but the availability of the spectrum and the density of APs limit
the channel overlap and reuse, thus limiting most deployments to 40 or 80 MHz. Therefore, a
larger bandwidth will provide more accurate ranging results. This section shows results for 80
MHz experiments.

Naturally, the antenna is a piece of copper and does not have a clock. The received signal
travels to the circuitry to be processed, and the component documenting the time of the preamble
arrival is deeper in the system. Similarly, when a frame is generated, a circuit modulates the
signal, and the signal then travels to the antenna. There is therefore a hardware delay between the
"time at the antenna' and the "timestamp record". This hardware delay needs to be compensated
for, by ranging at different known positions between similar devices and inserting a delay factor

to the recorded timestamps until the reported range is closest to the actual range.

4.4.2 Calibration challenges

However, this approach is often insufficient. The above hardware delay was tuned in an
isolation chamber, to avoid the possible local effect of multipath with 5 and 10 meter distances,
until the obtained range was within 50 cm of the real distance. In each burst the shortest ToF
was retained (because the shortest ToF is likely to be closest to the LoS transmission - this is
a case where the mean value is not meaningful). In the next phase of the implementation, we
bring the AP into a real office environment, and range against a laptop ISTA (instead of ranging
AP to AP), that was also calibrated in an isolation chamber (against another laptop of the same
model). The results are shown in Figure 4.6.

The red points represent the ground truth distance (values displayed on the z axis). The blue
points are the ranges obtained at the conclusion of individual bursts (the range is computed from
the shortest ToF in the burst). The blue line goes through the mean of the computed ranges.

Despite the calibration, two elements of inaccuracy appear:

— The blue dots are distributed over a large set of values. At 5 meters, although the mean
calculated range is close to the ground truth, the individual values of each bursts are
spread between 1.47 m and 10.25 m. The consequences of such large distribution is that
many bursts are needed to obtain a valid measurement. However, the tested systems are
not moving, nor are the operators. Despite multipath, obtaining a smaller set of values

would be desirable.

— The calibration on each side is not symmetrical. The computed distance mean is close to
the real distance at 5 meters, but the evaluations of both sides diverge as the distance
increases. This means that the internal logic used by each side to establish the ToF or ToA

is different.

Overcoming these two issues takes coordination between the client and the AP algorithms. In
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Figure 4.6 — Initial real field FTM measurements after calibration in isolation chamber.

this early implementation, a Kalman filter (see Section 1.5) is applied on the AP measurements,
to constrain subsequent ¢; values, and the (t1,%4) intervals within a reasonable range. This is
because we expect that, in a burst, the AP would send frames at regular pace, and the ISTA
would acknowledge each frame after a standard SIF'S (short inter-frame space) period, as per
the 802.11 Standard. Any outlier is therefore likely a faulty estimation and is discarded. However,
no particular filter is on the client side. As a result, any processing delay on the client suddenly
increases the (¢1,t4) interval and is discarded on the AP, but the client knows that it added
delay (because it knows (t2,t3)). However, any processing delay on the AP is taken as is by the
client, introducing more outliers. This difference of treatment on both sides causes an increasing
divergence as the distance, and therefore multipath, increases. After multiple exchanges between
the AP and the client teams, we decide to implement a filter on both sides, using a system simpler
than Kalman (an alpha-beta filter, that uses simpler variables and is less processor-intensive than

the Kalman version).

To improve the system further, the channel state information (CSI) is also recorded. The CSI
reflects the conditions of the channel. This element is useful to adapt the transmission matrices
and group clients together for the AP data transmissions, but it is also useful in our case to
bound the outliers. An unstable channel should allow for a larger range of timer intervals than
a stable channel (where multipath should be less disruptive). This method also allows the AP
to evaluate the ISTA initial FTM Request frame, and decide whether to accept or override the

proposed parameters (see Section 4.2). This mode will also prove invaluable to solve an other
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Results Graph - Measured vs. GT

Figure 4.7 — Real field FTM measurements after AP/STA algorithms unification strategy

issue detailed in chapter 6.

Another concern relates to the implementation of the MUSIC algorithm on both sides. In
a strong multipath environment, the LoS component does not always reach a detection level
sufficient to be accounted for, leaving the first reflected component to be detected as the correct
LoS signal. This issue particularly affects the AP, because it is set to send and receive all
management frames from its first radio chain (although the AP is a 4x4:4 AP, thus can use up
to 4 radio-chains). This is because management frames are always sent at the lowest mandatory
rate, which supposes a single transmission chain (no beamforming or Multiple Input, Multiple
Output [MIMO)], structure). The client is a 2x2:2, but uses both radio chains on the receive
path. Therefore, if one radio chain is affected by multipath (causing the LoS signal to be below
detection threshold), there is a good chance that the other radio chain would not be affected
the same way, thus increasing the chances of detection of the LoS signal ToA. However, with
a single radio chain, this chance does not exist on the AP, increasing the risk of mis-detection
or outlier on the AP. Following this structure, the AP is re-programmed to forward all 4 radio

chains signal on the receive side, letting the system select as LoS the first reported signal.

After these adjustments, the system is tested again as displayed in Figure 4.7. All reported

ranges are within 50 cm of the ground truth position, and the set is linear over distance increase.
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Figure 4.8 — FTM Mobility experiment. True ISTA distance to the RSTA is in blue, FTM
computed distance is in orange.

4.4.3 Mobile Tests

We tested this implementation in real building conditions. The development of the solution
detailed above included tests, but these were realised with the client at a static position (and of
course, the AP also at a static position). But in a real setting, a client would likely monitor the
device position on a map while moving toward a target destination, therefore mobility is a key

component.

To represent this scenario, our final test is set in an automation lab. The lab is an office
building with cubicles and closed offices. The building is 70 meter-long. The AP is installed
at one end of the building floor. The client is installed on an automation robot. Then, as the
robot moves toward the other side of the building and back, the client ranges against the AP.
The system clocks are synchronized. In this validation lab, the robot distance to the AP is

continuously measured with lasers.

Figure 4.8 represents the outcome of this validation experiment. The blue line in blue rep-
resents the ground truth (true distance between the AP and the client), and the orange points
are the distance evaluations realised with FTM. Despite a few outliers, most measurements are
very close to the ground truth.

Figure 4.9 represents the measurement errors (difference between the ground truth and the
range measured with FTM). 90% of the measurements are within 1.55 meters of the ground
truth. As each range burst typically includes 8 measurements or more, these results indicate

that, on an 80 MHz channel, a range accuracy of 1.5 meters is a realistic target.
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Figure 4.9 — FTM Mobility experiment. Cumulative Distribution Function of the error (ground
truth distance vs. computed distance).

Naturally, this implementation validates one AP with one client. In the real world, any AP
supporting the RSTA function may need to range with any ISTA. Thus, the system is only valid
if all RSTAs, all ISTAs, implement similar mechanisms. This is where the 802.11 Standard stops,
and where other organisations, like the Wi-Fi Alliance, play a major role. As the community
of AP and STA vendors were looking at implementing FTM, multiple exchanges and joint test
events occurred between vendors, to ensure that the above schemes were agreed upon, and
implemented by all. The addition of a light machine learning structure on the client side [56]
then allowed the ISTA to even improve on these results and achieve sub-meter accuracy in LoS

conditions.

4.5 Conclusion

At the outset of this chapter, it is clear that FTM suffers from design challenges. Having
been designed as an augmentation of another protocol that was developed for entirely different
purposes, the original FTM missed several critical use cases while presenting severe privacy and
technical gaps. Some of these gaps are addressed in 802.11az, making FTM a workable solution
for indoor localization. Yet challenges remain, that will likely mandate multiple iterations of
802.11 Standard revisions, before the improved FTM becomes a solution that solves all use
cases and fulfills all requirements of a modern indoor localization technology.

Yet FTM is very promising. Wi-Fi is present everywhere, and this chapter shows that a
ranging accuracy of near 1.5 meter can easily be achieved. In the next chapters, we will examine
FTM further, and identify critical weaknesses (for which we will propose solutions) that, left

unanswered, would prevent the wide adoption of the technology.
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CHAPTER 5

RESOLVING THE RSTA PLACEMENT

At the conclusion of the previous chapter, it is clear that FTM has design challenges, but
can also achieve good ranging accuracy. 802.11 is also widely adopted worldwide, and a ranging
protocol that relies on 802.11 exchanges also presents high potential for adoption, especially in
indoor areas where GPS or cellular lateration are not available or insufficient. In these scenarios,
the station could complement the outdoor techniques by ranging against indoor RSTAs, which
location is known and shared, and thus realise against indoor anchors the location that outdoor
anchors could not provide.

However, FTM, as initially designed, presents unsolved challenges. This chapter will examine
and propose a solution for the first one, which is the assumption that an ISTA can range against

an RSTA, which location is known.

5.1 The Challenges of RSTA Placement for Indoor Localization

However, this idea introduces the very problem that it aims to solve. FTM supposes that
RSTAs, positioned indoor, can be configured with their correct geo-position. Yet configuring
their geo-position is difficult. Objects intended to act as RSTAs (APs, digital signage and other
static objects - we will call them anchors for simplicity) typically do not include a GPS sensor.
Even if they would, GPS is challenged indoor. Most venue owners using network management
tools are used to uploading a floor plan and positioning AP icons to approximate positions (based
on visual landmarks in the real building), but informing the geo-coordinates of each AP is a much
more difficult task (especially as, in most cases, venue owners do not even need geo-coordinates
details for the building, a mere "Lyon Building 4" denomination is sufficient). Many implementers
are left with manual and time consuming techniques, where the geo-positions of points at the
edge of the building are fist established (using mobile devices GPS functions outside, or high-
resolution reference aerial pictures), then high precision ranging techniques (laser, Ultra Wide
Band, etc.) are used to finally come to an evaluation of each sensor position and location. The
process has to be reiterated each time an RSTA is moved or added. This is a major obstacle for
the adoption of FTM. Without RSTA accurate LCI, the entire FTM process becomes unusable.

Therefore, our first research task is to find a way to automate the RSTA placement and

coordinates resolution process. In an ideal version, the RSTAs should find a way to self-locate
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themselves and find their own geo-coordinates without the need for IT admin input. The method
we propose in this chapter achieve these goals. We found that, as soon as the geo-position of one
or more device is known, the other sensors can use FTM to self-locate one another, considerably
simplifying the deployment of an FTM-ready infrastructure. Solving this problem implies seeding
the system with one or more initial positions, which is trivial and can be achieved with a mobile
device ranging to one or more RSTAs from outside the building. The solution also implies solving
the issue of self-positioning, where the various anchors can reliably establish their respective
position based on noisy environments. In short, the proposed method operates in two phases.
Noting that pairwise FTM distance noise is not symmetrical, we first propose to reduce the noise
by identifying its contribution to geometric distortion of the triangles formed by AP sets, in a
phase called Wall Remover. By identifying the effect of inner walls of FTM exchanges between
AP pairs, this phase allows for the reduction of the effect of walls on FTM measurements. In a
second phase, a recursive examination of all possible Euclidean distance matrices is conducted,
to identify the anchors least affected by noise. By combining standard EDM techniques with
geometric projections, this phase allows the selection of the best sub-matrices (least effected by
remaining measurement noises) to compute the positions of anchors which are most likely to be
accurate. From their position, the location of all other anchors is computed, leading to a better

position accuracy than EDM resolution techniques alone.

5.2 Multidimensional Scaling (MDS) background

This chapter focuses on FTM exchanges between fixed points. In this context, Wi-Fi access
points and other static devices (e.g. digital signage) can be configured to play the role of ISTAs
and RSTAs, alternating between one and the other and ranging to one another over time. As
the points are fixed, and as each ranging burst takes a few hundreds of milliseconds (e.g. a
burst of 30 exchanges would consume about 250 ms in good RF conditions), a large number of
samples can be taken (e.g. a burst per minute represents 43200 samples per 24-hour period).
This flexibility allows for obtaining ranges between pairs far apart, and for which only a few
exchanges succeed. From all exchanges, only the best (typically smallest) distance is retained, as
will be seen later. The output of these FTM measurements is a network of n > 0 nodes, among
which 0 < p < n nodes have a known position.

The measured distance between these nodes can be organized in a matrix that we will note
D. Conceptually, the set is similar to any other noisy Euclidean Distance Matrix (EDM). The
set contains an exhaustive table of distances Jij,Vi, j €1,...,m between points taken by pairs
from a list of 0 < m < n points # in N dimensions (z; and x; € RN for any point z;).
Each point is labelled ordinally, hence each row or column of an EDM, id.e. ¥(i,j) € [0;m]?,

individually addresses all the points in the list. The main task of the experimenter is then to
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find the dimension N and construct a matrix of distances that on one hand best resolves the
noise (which causes inconsistencies between the various measured pairs), and on the the other
hand is closest to the real physical distances between points, called ground truth, and which
matrix is noted D. Such task is one main object of Multidimensional Scaling (MDS). Resolving
such matrix is a complex problem, which challenges are summarized in [116]. [117] provides
an overview of the main resolution techniques. In the particular case of sensor location, [118]
shows that the problem can be convex if the dimension space is known, which is often the case
for RSTAs in FTM (but not when using FTM alone, as we will show). An approach close to
ours, to reduce the problem with sub-matrix spaces, is detailed in [83], although the proposed
method is strictly algebraic (while we propose a geometric component). As the distances are
organized in a matrix, algebraic approaches are natural. Some authors, like Doherty and al.
[119], explore geometric resolutions in scenarios where link directionality matters. We will show
that the addition of learning machine can considerably enhance the resulting accuracy.

MDS draws its origin from psychometrics and psychophysics. MDS considers a set of n
elements and attempts to evaluate similarities or dissimilarities between them. These properties
are measured by organizing the set elements in a multi-dimensional geometric object where the
properties under evaluation are represented by distances between the various elements. MDS thus
surfaces geometrical proximity between elements displaying similar properties in some dimension
of an R space. The properties can be qualitative (non-metric MDS, nMDS), where proximity
may be a similarity ranking value, or quantitative (metric MDS, mMDS), where distances are

expressed. This chapter will focus on mMDS.

Two main principles lie at the heart of mMDS: the idea that distances can be converted to
coordinates, and the idea that during such process dimensions can be evaluated. The coordinate
matrix X is an nx N object, where each row i expresses the coordinate of the point ¢ in /N dimen-
sions. Applying the squared Euclidean distance equation to all points ¢ and j in X (Euclidean

distance d;;(X), which we write d;; for simplicity) allows for an interesting observation:

N N
(X)) =dy =) (wia — 1ja)” = Y (05, + 25, — 2TiaTja) (5.1)
a=1 a=1
Applying this equation to the distance matrix D, noting D) the squared distance matrix for
all d;j, c an n x 1 column vector of all ones, z, the column a of matrix X, noting e a vector that

has elements Zflvzl x2,, and writing A’ the transpose of any matrix A, the equation becomes:

N
D® =ed +ce' —2 Z roxl, =ec +ce’ —2XX'. (5.2)
a=1
This observation is interesting, in particular because it can be verified that the diagonal

elements of X X’ are Zivzl x3,, i.e. the elements of e. Thus, from X, it is quite simple to compute
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the distance matrix D. However, mMDS usually starts from the distance matrix D, and attempts
to find the position matrix X, or its closest expression U. This is also F'TM approach, that starts

from distances and attempt to deduce location. As such, mMDS is directly applicable to FTM.

Such reverse process is possible, because one can observe that D, being the sum of scalar
products of consistent dimensions, is square and symmetric (and with only positive values). This
observation is intuitively obvious, as D expresses the distance between all point pairs, and thus
each point represents one row and one column in D. These properties are very useful, because a
matrix with such structure can be transformed in useful ways, in particular through the process
of eigendecomposition, by which the square, positive and symmetric matrix B of size n X n can
be decomposed as follows: B = QAQ’, where matrix @) is orthonormal (i.e. @) is invertible and we
have @1 = Q') and A is a diagonal matrix such that V(i, j) € [1;n], \;; = OVi # j and A\;; # 0.
Values \;;, Vi € [1;n] of A are the eigenvalues of B. Eigenvalues are useful to find eigenvectors,
which are sets of individual non-null vectors u; that satisfy the property: Bu; = A\ju;, i.e. the

direction of u; does not change when transformed by B.

In the context of MDS, this decomposition is in fact an extension of general properties of
Hermitian matrices, for which real and symmetric matrices are a special case. A square matrix

B is Hermitian if it is equal to its complex conjugate transpose B*, i.e. B = B*.

In terms of the matrix elements, such equality means that V(i,j5) € [1;n],b;; = bj;. A
symmetric MDS matrix in R obviously respects this property, and has the associated property
that the matrix can be expressed as the product of two matrices, formed from one matrix U and
its transpose U’, thus B = UU’. Because this expression can be found, B is said to be positive
semi-definite (definite because it can be classified as positive or negative, positive because the
determinant of every principal submatrix is positive, and positive semi-definite if 0 is also a

possible solution). A positive semi-definite matrix has non-negative eigenvalues.

This last property is important for mMDS and for the FTM case addressed in this chapter.
As B;j = Bj; can be rewritten as (B — \jl)u; = 0, it follows that non-null eigenvectors are
orthogonal. As such, the number of non-null eigenvalues is equal to the rank of the matrix, i.e.
its dimension. This dimension is understood as the dimension of the object studied by MDS.
With FTM, this outcome determines if the graph formed by APs ranging once another is in 2
dimensions (e.g., all APs on the same floor, at ceiling level) or in 3 dimensions (e.g., APs on
different floors). In a real world experiment, B is derived from D and is therefore noisy. But
one interpretation of the eigendecomposition of B is that it approximates B by a matrix of
lower rank k, where k is the number of non-null eigenvalues, which can then represent the real

dimensions of the space where B was produced. This is because, if ¢; is the i-th column vector
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of @ (and therefore ¢, the i-th row vector of Q’), then B = QAQ’ can be written as:

@
/
ds
B=[M\gi Xa2q2 .. At | . (5.3)
0
And thus
B = Mq1qi + X 2q2dh+ - + Aand), (5.4)

Therefore, if n — k eigenvalues are 0, so is their individual )\jqjqé- product, and an image of

B can be written as:

C = Mqi1qi+ X225+ -+ + Ne Qi (5.5)

C and B have the same non-null eigenvectors, i.e. C is a submatrix of B restricted to the
dimension of B’s non-null eigenvalues. In noisy matrices, where distances are approximated,
it is common that all eigenvalues will be non-null. However, the decomposition should expose
large eigenvalues (i.e. values that have a large effect on found eigenvectors) and comparatively
small eigenvalues (i.e. values that tend to reduce eigenvectors close to the null vector). Small
eigenvalues are therefore ignored and considered to be null values that appear as non-zero because
of the matrix noise.

An additional property listed above is that positive semi-definite matrices only have non-
negative eigenvalues. In the context of MDS, this is all the more logical, as each eigenvector
expresses one dimension of the RV space. However, noisy matrices may practically also surface
some negative eigenvalues. The common practice is to ignore them for rank estimation, and
consider them as undesirable but unavoidable result of noise. We will apply the same principles
for measurements obtained with FTM. However, it is clear that the presence of many and/or
large negative eigenvalues is either a sign that the geometric object studied under the MDS
process is not Euclidian, or that noise is large, thus limiting the possibilities of using the matrix
directly, without further manipulation.

Therefore, if from equation 5.3 above, one defines B = X X', then an eigendecomposition
of B can be performed as B = QAQ'. As scalar product matrices are symmetric and have
non-negative eigenvalues, we can define A/2 as a diagonal matrix with diagonal elements )\Z-l 2,
From this, one can write B = (QAY2)(QAY?)" = UU’. The coordinates in U differ from those
in X, which means that they are expressed relative to different coordinate systems. However,
they represent the geometric object studied by MDS with the same dimensions and scale. Thus,

a rotation can be found to transform one into the other.
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With these transformations, mMDS can convert a distance matrix into a coordinate matrix,
while estimating the space dimension in the process. Thus, classical mMDS starts by computing,
from all measured distances, the squared distance matrix D) = {sz jg}. The measured distance
matrix D is also commonly called, in MDS in general, the proximity matrix, or the similarity
matrix. Next, a matrix called the centering matrix J is computed, that is in the form J =
I, — %cc’ where ¢ is an n x 1 column vector of all ones. Such matrix is a set of weights which
column or row-wise sum is twice the mean of the number of entries n. This matrix has useful
properties described in [120]. In particular, applied to D, it allows the determination of the
centered matrix B = —%J D® J, which is a transformation of D around the mean positions of

Jij € RY. This can be seen as follows:

Lip@y— —lj(ec’ +ce —2XX")J
2 2 (5.6)

I D
= 2JecJ 2JceJ+2J(2B)J

By transposing J into the expression, it can easily be seen that, as ¢/J = 0 and Je = 0:

1 .
—§JD(2)J =B (5.7)

At this point, the distance matrix is centered. This phase has a particular importance for
the method proposed in this chapter, because we will see below that its direct effect is to dilute
the noise of one pair into the measurements reported by other pairs, thus causing mMDS to fail
in highly asymmetric measurements like FTM. mMDS then computes the eigendecomposition
of B = QAQ’. Next, the experimenter has the possibility to decide of the dimensions of the pro-
jection space (R? or R? in our case, but the dimension can be any m € N in mMDS). This can
be done by arbitrarily choosing the m largest eigenvalues A1, Ao, ..., A, and their corresponding
eigenvectors of B. This choice is useful when the experimenter decides to project the distance
matrix into m dimensions, and has decided of what value m should be. Alternatively, the ex-
perimenter can observe all eigenvalues in B and decide that the dimension space R™ matches
all m large positive eigenvalues in B, ignoring the (comparatively) small positive eigenvalues,

along with the null and negative eigenvalues as detailed in the previous section.

Then, if we write A,, the matrix of these m largest positive eigenvalues, and @, the first m
columns in @ (thus the matrix of eigenvalues matching the dimensions decided by the experi-

menter), the coordinate matrix is determined to be U = QmA}n/z.
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5.3 Problem Space Framework

5.3.1 mMDS Limitations in FTM Measurements

We note that mMDS is a family of techniques, with multiple possible variations, but all of
them abide by the general core principles expressed in the previous section. These principles
present properties of great value for multiple distance applications, but also three unsolvable
limitations for indoor measurements like FTM: pairwise asymmetry is ignored, dimension space
cannot be determined, and as the errors are centered, location accuracy is always typically poor.

This section examines these issues in turn.

Pairwise Asymmetry

Although FTM does build a square distance matrix D, the FTM distance matrix displays
several specific properties. One such property is asymmetry. In most cases, measurements are
bidirectional, one side acting as the initiator, the other as the responder. At the conclusion of
one exchange the roles are inverted. The process repeats for each sensor pair. These exchanges
are affected by localities. As the measurements are collected in a noisy environment, they suffer
from the side effects of multipath. Although most sensors attempt to determine the first signal to
establish the line of sight (and therefore shortest distance), it is common that strong multipath
may drown that signal to a point where the receiver identifies the first strong reflection as the
first signal. In an environment where the position of reflective surfaces cannot be predicted, such
effect may affect differently each receiver. As a consequence, the initial distance matrix set is
asymmetric, where, for many pairs, d~7;j =+ Jﬂ

If obstacles or reflection sources are static (e.g., walls), such asymmetry cannot be resolved
by continuous measurements or by averaging over a long period (asymmetry persists). In an
implementation where FTM sensors are calibrated (i.e. where the computed distance in line of
sight is close to, but never less than, the ground truth), a simple corrective measure consists

to only consider the smaller value for each reported pair distance, thus allowing cZij = in =

min(i7j){(jij, CZ]Z}

Dimension Determination

This approximation solves single pair distance inequalities, but indoor measurements surface
another type of asymmetry. As illustrated in Figure 5.2, indoor walls are local objects. As the
signal passes through a wall, it can be slowed down enough to induce an increased travel time
between the ISTA and the RSTA, and thus a measured distance Jij dilated by a factor k;;

(compared to the ground truth d;;) different than the dilation for another pair, between which
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a wall would not be found, and thus, for 3 APs ¢, j and [:

Jij le diy
—= £t — 5.8
dij s dji 7 dil (5:8)

Algebraically, a similar dilation factor k for all measured distances would be ideal and would
make the dilation easy to resolve. Each measured distance would then be a simple (dilated)

single scalar representation of the ground value matrix. As:

D=|........ = . =k| ......... =kD (5.9)

Then D would be a simple homothetic transformation of D, and our only task would be to
find the scalar k, the dilation factor. But in real measurements, noise is not linear and each Jij
is affected by a different dilation. Finding individual k;; values becomes challenging, even if we
reduce the scope by half by making the hypothesis that d;; = dj; = min{d;;, d;;} as above (thus
considering that the smallest distance is likely closest to the true LoS distance), and thus that
kij = kj;. This geometry of the indoor space results in two additional major difficulties when
attempting to use mMDS.

The first difficulty relates to dimension definition. FTM measurements are collected either
in 2 dimensions (all APs or sensors at the same level, e.g., at ground or ceiling level on the same
floor) or 3 dimensions (multi-floor scenario). One task is therefore to determine the dimensions
of the collection space, expecting 2 or 3 as a result. However, the interference locality expressed
before results in different inaccuracies between measurements. This problem is difficult to resolve.
A common MDS approach in this case is to let the experimenter decide of the dimensions, then
use the least square error technique to project the matrix in the assigned R™ space. But this
approach is only valid if the experimenter knows a priori the dimension n. In an indoor setting
where RF travels in all directions and where distances are only measured by time of flight, such
an arbitrary decision puts an unacceptable burden of knowledge on the FTM experimenter.
Without knowing a priori k;;, the determination of the vertical component of a set of sensors is
only possible if k;; happens to be small relative to d;;.

This constraint can easily be understood with the geometric representation of an example.
Suppose 4 sensors. A plane is defined by three non-collinear points. As such, any set of 3 sensors
x1, 22 and xg will define a plane u, v and their distance matrix will surface 2 positive eigenvalues.
Adding a fourth sensor x4 introduces two possibilities: the additional sensor will either be on
the plane (or close to it), or away from the plane (thus indicating n = 2 or n = 3, and thus a

three dimensional space u, v, w) as shown in Figure 5.1.

Thus, if we note d;; the distance between points ¢ and j, u; the component of point x; along
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Figure 5.1 — Plane determination from AP sub-sets.

the u axis, and v; and w; its components along the v and w axis respectively, it is possible that
w4 = wy = wy = w3 = 0, bringing x4 to the plane defined by x1, x2 and x3. Quite naturally, in a
multi-storey building, it could also happen that x1, x5 and x3 are on different floors, forming a
plane that is not parallel to the ground (and x4 could be yet on a third floor). However, as will
be seen below, this scenario does not apply in the case of FTM, as the signal from one sensor

would not be detected across two floors.

HOWGVGI“, FTM does not provide d12, d13, d14, d23,d24 and d34, but CZ12,J13, d14, J23, CZ24 and
dss. Determining the dimension of the linear span of {x1,x2, 3,24} is congruent to computing
wy. AS ci14 = k14d14, and therefore, considering a evaluated distance matrix reduced to the pair

(1, x4), then the matrix Byy obtained after double centering becomes:

1 - 1
By = —§JD$4 = —§k:14JDf4 (5.10)

And the simple resolution to U shows that:

dig = ||k1adiall2
= k1al|d14]2 (5.11)

= \/(k14u4 — kyau1)? + (k1avg — k1av1)? + (kraws — krgw )?

If wq = 0 to inscribe 1 onto the plane defined by x1, x2, x3, then:

kfwi = k14((dia)? — (ug — u1)® — (v — v1)?) (5.12)

115



Chapter 5 — Resolving the RSTA Placement

And naturally:

wi = ki;dil - d/124 = d,124(k —1) (5.13)

Even if 1, 29, 23, 4 € R2, any imprecision in the measurement of d14 generates a dilation k14
that is directly translated into a non-null w4 proportional to k14 > 1. In an environment where
vertical separation is often considerably less than horizontal separation, an unknown pairwise
k;; soon prevents the resolution of N € RY. For example, in a deployment where APs or sensors
are positioned every 20 to 25 meters and floors (including slabs and isolation) are 4 meters apart,
a measurement of J14 = 25 prevents the experimenter from determining if di4 = 25 and wy = 0
or if 20 < dy4 < 24.68 and 4 < wy < 15, if k14 cannot deterministically be determined to be 1.2
or lower.

In the case of Wi-Fi ranging, this issue is easily solved with Received Signal Strength Indicator
(RSSI) evaluations and LoS path loss equations. But we postulate that time of flight techniques
alone cannot solve this issue unless k is consistent across all d;; and estimated precisely. As will be
demonstrated below, such quantization and uniformization of k is possible, but the experimenter
cannot know if the dilation is due to a wall or the material separating two floors.

mMDS does introduce the idea of different dilation values with several possible techniques,
commonly centered around the idea of defining a cost function, often called the strain or stress

function. Such function is defined for example in [121] as

n
o(D)= > wij(eijr — dij)”
i#j#k=1

where €;;;, is an ideal distance set between the points 7, j and &, given the observed measure-
ment Jij, and w;; is a weight used to express the relative importance or precision of a given
measurement Jij. This relative importance does not aim at resolving dilation asymmetries. In
fact, the resolution to U can take several iterative forms around mechanisms all aiming at mini-
mizing the cost function o (D). In all cases, the choice of w;jj, is critical, as it can be different for
each Jij. However, in most cases, w;j; is modulated based either on confidence indices (wjj, is
high for a?ij known to be close to the ground truth) or on point criticality (w;;j is high for i and j
being anchors important to the problem to solve, e.g., connection points to other networks etc.),
not on dilation asymmetries. Other MDS techniques proceed with similar logic, with the general
idea that distances may be noisy, but the noise being unknown, it can be considered as Gaussian,
i.e. symmetric in most directions. Regardless of the method chosen, both the minimization and
the double centering techniques tend, as noted in [122], to center the points along the mean of
the error, and therefore to center the error. However, in the case of FTM (and probably multiple
other time-of-flight-based distance estimation techniques), the noise is not Gaussian throughout

the matrix.
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Error Averaging

This last point causes the third additional difficulty. mMDS only considers the positive
eigenvalues. This is a necessary requirement of the distance-to-coordinate resolution process,
which needs the coordinate U to be derived from a centered matrix B eigendecomposition
(B = QAQ’ described in the previous section). Through this process, the coordinate matrix U is
found as U = QA'/2. To maintain A in R (i.e. ensure that such matrix does not have a complex
part), and working on the principle that the number of eigenvalues reflects the object dimension,
(A'/2)2 needs to have an expression solely in R (i.e. no complex part). This requirement means
that negative eigenvalues are ignored.

However, as displayed in Figure 5.1, real world FTM measurements typically produce through
the mMDS process multiple large positive eigenvalues, but also, sometimes large, negative eigen-
values. As demonstrated in [122], B is an approximation of XX’, because it is built from D, not
from D. As a consequence, writing R = [r;;] = B — XX’ and ||R||% the square of R Frobenius
norm, and tr(R) its trace, [122] shows that the resulting coordinates estimation error can be
found to be:

n
L(X)=2n) r%+2(tr(R))* + 4]|R||% (5.14)

i=1
This result shows that the error increases as the difference between d;; and Jij increases. It is
also easily seen that the mMDS process centers the error. This issue can easily be seen through a
simple example. Suppose a simple measured distance matrix with 3 points, each distance being

affected by a specific k;; dilation factor:

0 kiadia  k13dis
d3 = | kiadi2 0 kosdas (5.15)
k13di3  kosdas 0

In this simple configuration:

N[
=
NN

-
I
|

(5.16)

|
[ s =
e
|

IS,
NI

And thus:

—3kiydiy — 3kiadis + k3sd3s  Shigdiy — kisdls — kosdsy  —kiadiy + Skisdis — k3zds,
B=—15 | 5kiydly — kisdly — k3yd3y  —3kiadis + kisdis — 3k33d3s  —kiyddy — kiydds + 5k3yd3s | (5.17)
—kiydiy + Skizdis — kizds  —kiadiy — kisdis 4+ 5k33d3;  kiadis — 3kTadis — 3k33d3,
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From B, it can clearly be seen that dilation factors that affect a single distance pair in D are
projected as weights for the computation of the centered matrix B, affecting all other entries of
B in the process. The weights, because of the structure of J, affect differently the various pairs.
The sum of the contribution of each dilation factor k;; in B is now 1 for each row or column
where the factor was present in D and —1 for each row or column where the factor was not
present. Overall, the contribution in B is reflective of the overall contribution in D. However,
centering the matrix also has the effect of distributing the dilation factors, and thus distributing
individual dilation factors.

The outcome of such distribution is that a single large dilation factor will then affect the
computed position of all points in U, thus distributing the error to all positions. In a distance
setting where the noise is Gaussian across all sensors, this distribution has only minor effects.
However, in settings, like indoor localization with FTM, where noise asymmetry is present, and
where accuracy depends on identifying the RF interference localities and the associated dilation
differences between pairs, mMDS, used alone, can provide an acceptable result, but that will
always be worse than quality LoS measurements. As a consequence, highly dilated distance pairs
get hidden in the transformation, and precise measurements get degraded by the contribution
of dilated pairs.

Therefore, there is a need for a method that can identify and compensate for the highly
dilated segments, to attempt to reduce their dilation before they are injected in a method, such

as mMDS, where all segment contributions are treated equally.

5.4 Materials and Methods

5.4.1 First Component: Wall Remover - Minimization of Asymmetric Errors

One first contribution of this chapter is a method to reduce dilation asymmetry. Space
dimension is resolved using other techniques (e.g., RSSI-based), and Section 5.5 will provide an
example. Once the dimension space has been reduced to R? and only sensors on the same floor,
we want to reduce the dilation asymmetry. Figure 5.2 illustrates a typical asymmetry scenario.
In this simplified representation, a strong obstacle appears between the sensor x1 and sensors
xg,x7 and g, causing the distances d(xg,x1), d(x7,21) and d(xg,z1) to be appear as d(xg, z),
d(x7,2Y) and d(zs, x") respectively. At the same time, supposing that the system is calibrated
properly and LoS conditions exist elsewhere, the obstacle does not affect distance measurements
between x1 and x9, 3, x4, x5 and xg, that are all approximated along the same linear dilation
factor k.

In such case, using a centering technique to average the error may make sense algebraically,
but not geometrically. Finding a method to reduce the error while detecting its directionality

is therefore highly desirable. Luckily, geometry provides great methods to this mean, that only
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Figure 5.2 — Directionality of measurement errors.

have the inconvenience of requiring multiple comparisons. Such process may be difficult when
performing individual and mobile station ranging, but becomes accessible when all sensors are
static. When implemented in a learning machine, this method can be implemented at scale and
reduce the distance error only when it is directional, thus outputting a matrix D which k factor
is closer to uniformity. It should be noted that the purpose of such method should not be to
fully solve the MDS problem, as some pair-distances are usually not known, and the method
has a limited scope (i.e. it cannot assess some of the pairs, as will be seen below). However, in
many cases, sensors can be found that display interesting properties displayed on the left part
of Figure 5.3. In this scenario, 3 sensors z1,z2 and x3 are selected that form a triangle. The
triangle represented in the left part of Figure 5.3 is scalene, but the same principle applies to
any triangle. A fourth sensor x4 is found which distance to x1, xs and x3 is less than dis, dy3 or
da3, thus placing x4 within the triangle formed by (x1, z2, z3).

A natural property of such configuration is that d; + do + d3 = 27 and, in any of the triangles
(x1,29,24), (x1,x3,24) Or (22,23, 24), one side can be expressed as a combination of the other

two and of its opposite angle. For example, day in (21, x2,24) can be expressed as:

dyy = diy + diy — 2d12d14cos(on) (5.18)

The above easily allows us to find dog and can also be used to determine angles from known

distances, for example §1, knowing that:

d3, + d3, — di,

cos(d1) = odrsdar

(5.19)

Therefore, angles and missing distances can be found from known distances. In an ideal
world, properties (5.18) and (5.19) are verified for each observed triangle ((z1, x2, x3), (21, 2, 24),
(x2,x3,24) and (21,73, x4)). In a noisy measurement scenario, inconsistencies are found. For ex-

ample, an evaluation of the triangle (21, x2, z4) may be consistent with the left side of Figure 5.3,
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(a) Small computed range vs. ground truth error  (b) Large ranging errors due to obstacles and multipath

Figure 5.3 — Sensor location accuracy evaluation through geometric relationship.

but an evaluation of triangle (1, x3,x4) may position x4 in the hashed representation z; of the
right part of Figure 5.3. It would be algebraically tempting to resolve x4 as the middle point
between both possibilities (mean error). However, this is not the best solution. In Figure 5.3
simplified example, the most probable reason for the inconsistency is the presence of an obstacle
or reflection source between xg and x4. If all distances are approximations, some of them being
close to the ground truth and some of them displaying a larger k factor, a congruent represen-
tation of such asymmetry is that k is larger for z4x3 than it is for the other segments. Quite
obviously, other possibilities can be found. For example, in the individual triangle (z1, z2,z4),
it is possible that k is larger for the segments dio than it is for segments doy and di4. However,
as x4x3 is compared to other segments and the same anomaly repeats, the probability that the
cause is an excessive stretch on z4x3 increases.

As the same measurements are performed for more points, the same type of inconsistency ap-
pears for other segments. Thus an efficient resolution method is to identify these inconsistencies,
determine that the distance surfaced for the affected segment is larger than a LoS measurement
would estimate, then attempt to individually and progressively reduce the distance (by a local
contraction factor that we call 0 < (;; < 1), until inconsistencies are reduced to an acceptable
level (that we call ).

Thus, formally, a learning machine that we call a geometric Wall Remover engine, is fed with
all possible individual distances in the matrix, and compares all possible iterations of sensors
forming a triangle and also containing another sensor. Distance matrices do not have orientation
properties. When considering (x1, x4, x3) for example, 24 can be found on either side of segment
x123, and the solution can also be a triangle in any orientation. However, adding a fourth point
(x2), which distance to x4 is evaluated, can constrain x4 within the (z1, 22, z3) triangle. As the
evaluation proceeds iteratively throughout all possible triangles that can be formed from the
distance matrix, the system first learns to place the sensors relative to each other. The resulting

sensor constellation can have globally any orientation, but the contributing points partially
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appear in their correct relative position.

Algorithm 1: Wall Remover Algorithm

© 0 N O A W N

-
o

e
N =

13

14

15
16

17
18

19
20
21
22

23
24

Input : e: learning rate
~: acceptable error range
Output: optimized d;;
// convert D € R? to pairwise distance list dij

dijli, §, dist;j] + dist2list(D) ;
// set a list of same length (ij of all ones
// set a list of same length w;; of all ones
dij [i, j, distij, glj, wij] = {dij, C’L], wij};
while true do
reverse_ sort d;;;
for dij = di; > dji, > 0 do
find [ : dil,djl,dkl 75 O;
compute iﬁ:,j/\ki, k/i\j, i/]\'l,j/\/’cl7 lgi\l;
if@>iﬁv@>]@v@>lgfjthen
| find next [ (I is outside (i,j,k));

if i/ /a2 + & — 2di;djicos(ijk — jl) > 1 then

L Wi = Wy + (dil/\/d?j + d?l —2d;;dj Cos(ﬁf - E]\l) —1);

repeat along dj;; and dj;
next [;

foreach d;; do

reverse__sort p;;;
tpi; < pick__top p;;;
if tp;; < v then

L break;

d,‘j = dijG;
Gij == Gij — 6

| pij=1/(1+ev9) // compute stretch probability:

Then, each time a scenario matching the right side of Figure 5.3 is found, the algorithm

learns the asymmetry and increases the weight w of the probability p that the matching seg-

ment (x3x4 in this example) has a dilated k;; factor (cf. Algorithm 1). As a segment may

be evaluated against many others, its w may accordingly increase several times at each run.

The algorithm starts by evaluating the largest found triangles first (sorted distances from

large to small), because they are the most likely to be edge sensors. This order is impor-

tant, because in Figure 5.3 example, a stretched zox4 value may cause x4 to be graphed on

the right side of segment zix3, and thus outside of (x1,x2,x3). This risk is mitigated if mul-

tiple other triangles within (z;,z9,z3) can also be evaluated. An example is depicted by Fig-

ure 5.4. In this simplified representation (not all segments are marked), the position of x4 is

constrained by first evaluating (x5, x4, z7), (x5, 24, Z10), (T10, T4, 212) and (x7,x4,212) against
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(5,210, 27), (5, X10, T12), (T5, T7, T12) and (x10,27,212). This evaluation allows the system to
surface the high probability of the stretch of segment z4x7, suggesting that x4 should be closer
to x7 than the measured distance LZMM suggests, but not to the point of being on the right side
of x1x3. The system can similarly detect a stretch between points x3 and xg (but not between

x7 and xg or x19 and x3).

// / /// X1z
Figure 5.4 — Stretch detection between z3 and xsg.

At the end of the first training iteration, the system outputs a sorted list of segments with
the largest stretch probabilities (largest w and therefore largest p). The system then picks that
segment with that largest stretch, and attempts to reduce its stretch by proposing a contraction
of the distance by an individual ¢;; factor. The (ij factor can be a step increment (similar to other
machine learning algorithms learning rate logic) or can be proportional to the stretch probability.
After applying the contraction, the system runs the next iteration, evaluating progressively
from outside in, each possible triangle combination. The system then recomputes the stretch
probabilities and proposes the next contraction cycle. In other words, by examining all possible
triangle combinations, the system learns stretched segments and attempts to reduce the stretch
by progressively applying contractions until inner neighboring angles become as coherent as
possible, i.e. until the largest stretch is within a (configurable) acceptable range 7 from the

others.

This method has the merit of surfacing points internal to the constellation that display large
k factors, but is also limited in scope and intent. In particular, it cannot determine large k factors
for outer segments, as the matching points cannot be inserted within triangles formed by other
points. However, its purpose is to limit the effect on measurements of asymmetric obstacles or

sources of reflection.
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5.4.2 Iterative algebro-geometric EDM Resolution

The output of the wall remover method is a matrix with lower variability to the dilation
factor k, but the method does not provide a solution for an incomplete and noisy EDM. Such
reduction still limits the asymmetry of the noise, which will therefore also limit the error and its
locality when resolving the EDM, as will be shown below. Noise reduction can be used on its own
as a preparatory step to classical EDM resolution techniques. It can also be used in combination
with the iterative method we propose in this section, although the iterative method has the
advantage of also surfacing dilation asymmetries, and thus could be used directly (without prior
dilation reduction). Combined together, these two techniques provide better result than standard
EDM techniques.

EDM resolution can borrow from many techniques, which address two contiguous but discrete
problems: matrix completion and matrix resolution. In most cases, the measured distance matrix
D has missing entries, indicating unobserved distances. In the case of FTM, these missing
distances represent out-of-range pairs (e.g., sensors at opposite positions on a floor or separated
by a strong obstacle, and that cannot detect each other). A first task is to complete the matrix, by
estimating these missing distances. Once the matrix contains non-zero numerical values (except
for the diagonal, which is always the distance d;; and therefore always 0), the next task is to

reconcile the inconsistencies and find the best possible distance combination.

Several methods solve both problems with the same algorithm and [123] provides a descrip-
tion of the most popular implementations. We propose a geometric method, which uses partial
matrix resolution as a way to project sensor positions geometrically onto a R? plane, then a
mean cluster error method to identify individual points in individual sets that display large
asymmetric distortions (and should therefore be voted out from the matrix reconstruction). By
iteratively attempting to determine and graph the position of all possible matrices for which
point distances are available, then by discarding the poor (point pairs, matrices) performers
and recomputing positions without them, then by finding the position of the resulting position

clusters, the system reduces asymmetries and computes the most likely position for each sensor.

Formally, the measured distance matrix D of n sensor distances is separated in sub-matrices.

Each sub-matrix d,,, contains 2 < m < n points for which inter-distances were measured, so that:

V2 <m <n and Vi,j € dp,di; >0 (5.20)

We want to graph the position of each point in the sub-matrix. A pivot x is chosen iteratively
in Jm In the first iteration, 1 = 41, then 1 = 49 in the second iteration, and x1 = i,, in the
last iteration. For each iteration, x; is set as the origin, and z; = (0,0). An example is displayed
in Figure 5.5. The next point z in the matrix (i) is iteratively set along the x-axis, and

xo = (dgy24,0). If m > 2, then the position of each other point x; of the set {z1,x2,z;} is found
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using standard triangular formula illustrated by the points in Figure 5.5 and where:

a:zac% — .%'13312 — .%'133%
Uy, =
¢ —2.%'1.%‘2
and (5.21)

— 2 g2
Uz, = \/T1T] — ug,

X X2

Figure 5.5 — Geometric representation of a set of 3 points in a submatrix.

Such formula fixes the position of x; above the u-axis (because v, is always positive). This
may be z;’s correct position in the sensor constellation in some cases, but can also result in
an incorrect representation as soon as the next point x; is introduced in the graph. A simple
determination of the respective positions of z; and x; can be made by evaluating their distances,
as in the wall remover method. In short, if dy,s; > vs,;, then x; and z; are on opposite sides of
the u-axis and Ve, becomes —Vg;-

As the process completes within the first matrix, the position of m points are determined
using the first pair of points x1 and xo as the reference. In the next iteration, x; is kept but
2o changes from iy to i3. Algebraically, the first iteration determines the positions based on
the pairwise distances expressed in the first 2 columns of the distance matrix, while the second
iteration determines the positions based on the pairwise distances expressed in the first and third
columns. Both results overlap for the first 3 points x1,x2 and x3, but not for the subsequent
points. This can be easily understood with an example. Recall that for any pair of points ¢ and
J, dij = dj;. Using d;; as a representation of both d;; and dj;, and the following small matrix of

5 points as an example:

[0di2 di3 di4 dis]
d12 0 dog dos dos
Ds = |di3 da3 0 d34 d35 (5.22)
d14 dos dsa 0 dys
d15 dos d3s das 0]
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The first iteration ignores cZ34 and cZ35 that are represented in the second iteration (but the
second iteration does not represent d~24 or 6225).

As in the second iteration i3 is used as a reference point for the x axis, the geometrical
representations of the first and the second iterations are misaligned. However, x1 is at the origin
in both cases, and x2 is represented in both graphs (we note them zo and z). Using Equation
(5.21), finding the angle («) formed by the points zoz124 is straightforward, and projecting the
second matrix into the same coordinate reference as the first matrix is a simple rotation of the

second matrix, defined by T as:

T [ cosa SinQ ] [u] (5.23)

—stno cosa| |v

In the subsequent iterations, z; ceases to be at the origin. Depending on the sub-matrix and
the iteration, x; may or may not be in the new matrix. However, 2 points i = (u;,v;) and j =
(uj,v;) can always be found that are common to both the previous matrix Jp and the next matrix
d,. Projecting d,, into the same coordinate reference as Jp is here again trivial, by first moving
the coordinates of each point found from d,, by proj (ui) = Wip, — Uip, and proj(vi) = vip, — Vip,
then perform a rotation using Equation 5.23. These operations are conducted iteratively. As
measured distances are noisy, for each point represented in D , different coordinates appear
at the end of each iteration, thus surfacing for each point a cluster of computed coordinates.
Figure 5.6 represents this outcome after 4 iterations over a 5-point matrix and x1(0,0) fixed

about the first point.

X2
°8
°

L
eoXs

°
oo
.
X3 ©
-
Xs *e

Figure 5.6 — Graphing points in a 5x5 matrix using the geometric approach.

The effect of projection and rotation makes that the red and green points are overlapping
in x4, and the green and orange point are overlapping in zs. The choice to determine which
points should be used to project d,, onto Jp is sequentially obvious, but arbitrary otherwise. In
the example displayed in Figure 5.6, xg instead of x2 could have been chosen to project iteration
green onto iteration red etc. A reasonable approach could be to compute iteratively, another one
to compute all possible combinations, a third approach is to compute the mean of the positions

determined for a point as the best representation of the likely position of a given point for a given
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iteration. The second method is obviously more computationally intensive, but provides a higher
precision in the final outcome. As a cluster of positions appears for each point, representing the
computed position of each sensor, asymmetries and anomalies can here as well be surfaced. All
points associated with a sensor form a cluster, which center can be determined by a simple mean

calculation, where for each cluster center p; = (x,,,y,,) and m associated points:

. Dje1 Uy

e = =0
and (5.24)
Y =R

b= =

Projections that are congruent will display points that are close to one another for a given
cluster. However, the graph will also display some representations that display a large deviation.
This deviation can be asymmetric. It is then caused by a dilation factor k different for a sensor
pair than for the others. In most cases, strong obstacles or reflection sources may increase the
dilation factor. The geometric wall remover method exposed in the previous section of this work
is intended to reduce such effect. As the algorithm acts on the angles of adjacent triangles, it is
more precise than this section of our proposed method. However, it may happen that the dilation
occurs among pairs than the geometric wall remover cannot identify (for example because the

pair is formed with sensors at the edge of the constellation).

The deviation also surfaces matrices coherence. A coherent matrix contains a set of distances
displaying a similar dilation factor k. An incoherent matrix contains one or more distance display-
ing a k factor largely above or below the others. For example, several sensors may be separated
from each other by walls, but be in LoS of a common sensor, which will display a k factor
smaller than the others. Such sensor is an efficient anchor, i.e. an interesting point 21(0,0) or
To(dyy2,,0) for the next iteration. On the other hand, some sensors may be positioned in a chal-
lenging location and display large inconsistencies when ranging against multiple other sensors.

The position of these sensors needs to be estimated, but they are poor anchors for any iteration.

An additional step is therefore to identify good, medium and poor anchors and discard
all distances that were computed using poor anchors. The same step can identify and remove
outliers pairwise computed positions that deviate too widely from the other computed positions
for the same points), and thus accelerate convergence. For each cluster ¢ of m points for a given
sensor, each at an Euclidian distance z;u; from the cluster center u;, a mean distance to the

cluster center can be expressed as:

m
s —
o= ngl |W; /’LZ| (525)
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where r; thus expresses the mean radius of the cluster. By comparing radii between clusters,
points displaying large r; values are surfaced. Different comparison techniques can be used for
such comparison. We found efficient the straightforward method of using the 20 rule, where a
cluster which radius is more than 2 standard deviations larger than all clusters mean radii is
highlighted as an outlier. The associated sensor therefore displays unusually large noise in its
distance measurement to the other sensors, and is therefore a poor anchor. Matrices using this
sensor as an anchor are removed from the batch and clusters are recomputed without these
sensors’ contribution as anchors. As the computation completes, each cluster center is used as
the best estimate of the associated sensor position. By reducing the variance of the dilation
factor k, by removing sub-matrices and sensor pairs that bring poor accuracy contribution, this
method outperforms standard EDM completion methods when R" is known, because it reduces
asymmetries before computing positions, but also because the geometric method tends to rotate
the asymmetries as multiple small 3 x 3 matrices are evaluated, thus centering the asymmetries

around the sensor most likely position.
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Algorithm 2: Iterative algebro-geometric EDM resolution algorithm

Input: ﬁm*m € R?
1 for i from 1 tom —1: do

2 L generate all Di*(i+1) to Di*(m_i) matrices;

3 remove each d;; = 0 from each matrix;

4 remove any Bl*l matrix;

5 for generated D,un, do

6 p=q=1;

7 for o=1 ton do

8 plot x, = (0,0);

9 plot o4p = (dop, 0);

10 Lotq = (u0+q727)o+q)§ , ,

11 Uo+q = (JEOH%W—MTQIJI et ) )5

12 vorg = (et g — 2, )

13 if dey\y 120,y > Vorgq then

14 ‘ Votq ‘= —Votq;

15 next q;

16 next p, compute p_;0p and rotate new plot onto previous plot coordinates;
17 next o, compute d,_,, and translate new coordinates into previous reference;

18 for each point do
19 L compute cluster center position;

20 for each cluster do

21 L compute o;

22 for all clusters do

23 L compute average o;

24 record this initial o;
25 for each cluster do
26 L record any point 20 or more from cluster center;

27 select farthest point of all;
28 if point was an anchor (o or p) then

29 ‘ mark matching matrix as invalid;
30 else
31 | select next farthest point;

32 go back to plotting all remaining matrices;
33 when no anchor is outlier anymore, remove all non-anchor outliers;
34 compute cluster means for remaining points;
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5.5 Results

5.5.1 Experiment Methodology

We tested this method in five different buildings already equipped with Wi-Fi APs providing
active coverage. As the active APs do not support FTM, we position FTM devices near each
active AP (typically 15 cm, of half a foot, from each active AP position). Building 1 is a three-
storey office building with cubicle areas alternating with blocks of small offices. Our testbed is
installed on the second floor. Building 1 is interesting, because the wall structure is irregular,
causing different reflection and absorption patterns for each AP pair. The test floor is already
equipped with 13 access points positioned at ceiling level. We therefore positioned 13 FTM

stations at ceiling level, one near each AP, as represented in Figure 5.7.

LS

8
@ & 19

Figure 5.7 — Building 1 experimental setup.

Building 2 is also an office building with 30 APs, with denser sitting density than building 1
and where zones of open space alternate with strong obstacles. Similarly to building 1, one FTM
device is positioned 15 cm (1/2 foot) away from each existing AP, as represented in Figure 5.8.

Building 3 is a large open space building with partial high ceilings, used as an enterprise
restaurant. It presents high peaks of user and Wi-Fi traffic alternating with no activity. This
traffic pattern allows us to evaluate the effect of traffic (or lack thereof) on ranging accuracy.
Additionally, the building structure makes that AP height is not consistent throughout the
floor, thus presenting an interesting geometry. Building 3 is represented in Figure 5.9. High-
ceiling APs are represented by upside down icons. In this setting, all APs are the same model
and use omnidirectional antennas. Thus, the only difference between APs is their height, 3.2
meters for standard ceiling heights, and 7.3 meters for high ceiling APs. Our FTM devices are
positioned near each AP as in the previous buildings.

Building 4 is a warehouse, with metallic racks, high ceilings and some APs mounted with
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\\\\\\\

Figure 5.8 — Building 2 experimental setup.

directional antennas. An office space is present in the upper right corner of the building. High
ceiling APs use omnidirectional antennas and are positioned on poles hanging from the ceiling,
between 6.4 and 8.1 meters above the ground. On the side of the aisles, some APs are mounted
at 3.4 meters height and equipped with directional patch antennas, as represented in Figure 5.10.
For our experiments, we use these antennas to evaluate the effect of directionality.

Building 5 is a training center with small to medium-sized classrooms. It presents an inter-
esting denser wall structure (as walls separate the classrooms). As represented in Figure 5.11,
each classroom has its own AP in the center. The dense (hashed) non-accessible technical area
at the center makes that APs on one side do not detect APs on the other side.

For the main presentation of this section, we will focus on building 1 as the main example,
and will highlight the other buildings when they present interesting variations. In all cases, our
FTM devices are Linux systems equipped with Intel 8260 cards enabled for FTM. In the rest of
this section, we will refer to AP-to-AP distances and measurements, although it should be clear
that the FTM device associated to each AP was used to operate the measurement. Ground truth
distances are known and confirmed with floorplan blueprint and onsite laser ranging. The FTM
devices can be configured to act as ISTAs or RSTAs. The system is left active for two days (with
the exception of the warehouse, where the system is left active for 6 hours, so as to minimize the
disruptions to the warehouse operations). Every hour, the system wakes up, and each station is
randomly affected the role of ISTA or RSTA. Each ISTA ranges against the detected RSTAs on
various channels for 10 minutes and logs the result. At the end of the collection phase, the logs
of all stations are collected and injected into the learning machine.

This duration was chosen to ensure that collection would happen both at quiet times (at

night, with no user is in the building) as well as during busy day times. Although daytime mea-
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Figure 5.9 — Building 3 experimental setup.

surements do show larger collision and retry counts, no significant difference could be observed
in ranging accuracy. It is therefore likely that the system could only be left active for a shorter
duration and yet obtain convergence. Mobile stations are also walked around the building, to
determine locations where ranging to indoor APs would be possible. From left entrance and
stairs, APs 01, 08 and 11 are reachable. From the main entrance (bottom), APs 11, 09, 10 12
and 13 are reachable. From the right entrance and stairs, APs 13, 07 and 04 are reachable as

can be seen in Figure 5.12.

The purpose of the outdoor mobile stations is to serve as a seed for an initial GPS position
communicated to the APs in range of the station. One key determinator is the accuracy of the
GPS value seeded by the mobile station. GPS accuracy utilities are installed on different phones.
As GPS position is computed, the operator clicks the real location, based on high resolution
aerial maps, and the system outputs the error of the computed GPS estimation. As displayed in
Figure 5.13, the error is commonly within half a meter. Inside the building, accuracy collapses

(not represented here).

An examination of the distance matrix for all APs (measured through their associated FTM
devices) shows high noise. Figure 5.1 displays the ground truth (real distances) and Figure 5.2 the
distances obtained via FTM measurements, after applying the d;; = dj; = min{d;;, dj;} simpli-
fication. The ground truth 13 x 13 matrix surfaces 9 positive eigenvalues, because measurements
suffered from natural scale and rounding inaccuracies. However, only 2 of these eigenvalues are
large, indicating a 2-dimensional geometrical object. The measured FTM matrix, on the other
hand, surfaces ‘only’ 7 positive eigenvalues, but all of them are large. The first two eigenvalues
are larger by a factor of 10 compared to the others, but this factor is not sufficient to discount

the other 5 large positive eigenvalues.
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Figure 5.10 — Building 4 experimental setup.

H Device 1 2 3 4 5 6 7 8 9 10 11 12 13 eigenvalues H
1 0 2086 4183 5632 1430 3655 5262 2452 3275 4387 3295 5564 6702 5.6797eT "
2 2086 0 2135 3581 1704 1999 3414 3734 2895 3187 3722 4242 5150 2.1831eT 7
3 4183 2135 0 1470 3362 1312 1564 5278 3405 2582 4672 3137 3579 42674
4 5632 3581 1470 0 4789 2475 1442 6650 4543 3310 5875 3352 3221 34379
5 1430 1704 3362 4789 0 2507 4135 2045 1875 3007 2200 4182 5375 28945
6 3655 1999 1312 2475 2507 0 1623 4218 2118 1407 3422 2275 3156 27480
7 5262 3414 1564 1442 4135 1623 0 5749 3404 1978 4750 1920 2033 21641
8 2452 3734 5278 6650 2045 4218 5749 0 2504 4118 1530 5172 6490 5206.5
9 3275 2895 3405 4543 1875 2118 3404 2504 0 1605 1345 2670 3987 5.8021 "
10 4387 3187 2582 3310 3007 1407 1978 4118 1605 0 2892 1175 2415 —10435
11 3295 3722 4672 5875 2200 3422 4750 1530 1345 2892 0 3825 5153 —11658
12 5564 4242 3137 3352 4182 2275 1920 5172 2670 1175 3825 0 1318 —46289
13 6702 5150 3579 3221 5375 3156 2033 6490 3987 2415 5153 1318 0 —1.1762eT°

Table 5.1 — Building 1 - Matrix of ground truth distances and related eigenvalues

The measured FTM matrix generated from the other buildings present the same type of
difficulty. Building 2 (also office building, but with 30 APs), the matrix surfaces 9 large eigen-
values. In building 3 (restaurant with partial high ceiling), 6 large positive eigenvalues are seen,
obfuscating the fact that the deployment is three-dimensional. In building 4 (partial high ceiling
warehouse), 11 large engeinvalues are seen. In building 5, 3 large eigenvalues are seen (while all
the APs are on the same plane). This last observation may be caused by the strong obstacle in
the center of the building, which reduces the number of measurable distances (although 14 APs
are deployed, no AP/ FTM device has measurable distance to more than 8 other APs (FTM
devices); i.e. throughout the matrix each AP has no measured distance to 8 to 11 APs). As
such, it is clear that the distance matrix alone is not sufficient to assert the dimensionality of
the space. However, complementing with RSSI evaluation easily solves the issue. In building 1,
another AP (AP15) is positioned on the upper floor, above AP05, and another (AP16) above
APO06. As the ISTAs and RSTAs exchange at constant power (20 dBm), and although the RSSI
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Figure 5.11 — Building 5 experimental setup.

is an inaccurate representation of the received power, a simple linearization and comparison
between the distance computed by FTM and the expcted signal (in free path) at that distance
shows that AP15 signal to any AP systematically appears 12 to 28 dB below the pairwise signal
between these APs at equivalent distance. By contrast, AP16 to AP15 signal appears 10 to 25
dB above the signal from AP16 to AP0l or AP07. This result immediately indicates that AP15
and AP16 are on different floor from the others (and that both AP15 and AP16 are on the same
floor). The same logic is applicable to the other buildings.

5.5.2 Geometric Wall Remover Phase

Table 5.3 displays the ratio between the mean of the measured distance and the ground
truth in building 1. Highlighted in yellow, orange and red the distances that the geometric wall
remover engine identifies as deviating from the others. Some devices are out of range from one
another (e.g., device 1 against sensor 13) and are not addressed in this phase.

As can be seen, the geometric wall remover engine correctly identifies most incorrect dis-
tances, except those affecting devices positioned at the edge of the floor. A geometric illustration
of this detection is represented in Figure 5.14, where stretches on AP6 position are detected
through measuring its distance to APs 1, 4 and 10.

At the scale of the entire floor, the method initially identified pairs highlighted in red and

orange in Table 5.3. A contraction factor ( was applied to each of these outliers (the step value
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Figure 5.13 — GPS measurement accuracy near the experimental building.

of ¢ was chosen to be static and small, set to 0.98). As more iterations were run, each with an
additional ¢ applied to identified distance dilations, the yellow pairs surfaced as abnormal. On
the last iteration, the engine did not surface any more outlier, and the largest deviation from
the ground truth (for the flagged pairs) was brought down to 1.13. This validation indicates that
the geometric wall remover can correctly identify inner outliers and reduce the associated error,
without distorting the graph (over or under reduction).

Comparable display is visible in the other buildings. FTM devices near APs on high ceiling
display large distance stretches when ranging against devices near APs on lower ceilings, but
devices at the edge of both domains display LoS distances and link both domains. The Geometric
Wall Remover correctly identifies the high ceiling / low ceiling distant pairs as stretched, which
a subset is illustrated in Figure 5.15. High ceiling APs are 1 to 4, APs in low ceiling are 11 to

15, in italic.
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[[ Device 1 2 3 4 5 6 7 8 9 10 11 12 13 eigenvalues ]
1 0 2409 4363 6108 1454 4022 5501 2847 3936 4870 3471 6411 7610 8.4768eT7
2 2409 0 2266 3713 1894 2387 3959 4800 2971 3809 4732 4848 5734 4.1676eT 7
3 4363 2266 0 1896 3624 1535 1969 7619 3520 2739 6702 3376 4514 4.3061eT0
4 6308 3713 1896 0 5273 3114 1582 9680 4880 4101 8321 3672 3557 3.969¢T0
5 1454 1894 3624 5273 0 2712 4211 2813 2786 3467 2596 5166 6476 2.8132¢ 10
6 4022 2387 1535 3114 2712 0 1775 4796 2582 1620 4636 2734 3587 5.3881eT°
7 5501 3959 1969 1582 4211 1775 0 7472 4030 2717 6293 2241 2390 —2.037e™
8 2847 4800 7619 9680 2813 4796 7472 0 2787 4218 1745 5481 6283 —28396
9 3936 2971 3520 4880 2786 2582 4030 2787 0 2007 1880 2940 4246 —1.642¢T5
10 4870 3809 2739 4101 3467 1620 2717 4218 2007 0 3345 1277 2649 —1.19897TF6
11 3471 4732 6702 8321 2596 4636 6293 1745 1880 3345 0 3842 5296 2.3985¢ 10
12 6411 4848 3376 3672 5166 2734 2241 5481 2940 1277 3842 0 1464 —3.4372¢ 10
13 7610 5734 4514 3557 6476 3587 2390 6283 4246 2649 5296 1464 0 —2.1794eT7

Table 5.2 — Building 1 - Distance matrix of FTM distances and related eigenvalues

[[ Node 1 2 3 4 5 6 7 8 9 10 11 12 13 ]
1 0.00 1.15 1.04 1.08 1.02 1.10 1.05 1.16 _1.20 1.11 _1.05 _NaN__NaN
2 115 0.00 1.06 1.04 1.11 119 1.16 _1.29 1.03 1.20 1.27 _1.14 1.1l
3 1.04 1.06 0.00 1.29 1.08 1.17 1.26 NaN _1.03 1.06 NaN_ _ 1.08 _ 1.26
4 1.08 1.04 1.29 0.00 1.10 1.26 1.10 Nan 1.07 1.24 NaN _ _1.10 _ 1.10
5 1.02 1.11 1.08 1.10 _0.00 1.08 1.02 1.38 .15 1.18 NaN___NalN
6 1.10 1.19 1.17 _ 1.26 ___1.08 _0.00 _1.09 _1.19 1.22 1.15 |85 1.20 1.14
7 1.05 1.16 _1.26  1.10 1.02 1.09 0.00 NaN_ _1.18 870 NaoN 1.17 1.18
8 116 1.29 NaN NaN__1.38 1.19 NaN__ 000 1.11 1.02 1.14 _1.06__ 1.00
9 1.20 1.03  1.03 1.07 1.22  1.18 .11 0.00 1.25 S 1.10 1.06
10 1.11 1.20 1.06 _ 1.24  1.15 1.15 8@ 1.02 _1.25 0.00 1.16 1.09 _ 1.10
11 1.05 1.27 NaN NaN _ 1.18 #8501 NaN 1.14 116 0.00 _1.00 _1.03
12 NaN__1.14 _1.08 1.10 NaN__1.20 1.17 ___1.06 _ 1.10 1.09 1.00 _ 0.00 _ 1.1l
13 NaoN 1.11 1.26 1.10 NaN 1.14 1.18 1.00 1.06 1.10 1.03  1.11 _ 0.00

Table 5.3 — Measured distances to ground truth ratios, and pairs identified by the geometric
wall remover method as ‘abnormal’ in building 1

5.5.3 Iterative algebro-geometric phase

In this phase, we start with the largest possible matrix. Building 1 has 13 APs and FTM
devices, and with missing distance pairs (out-of-range APs), the system iteratively finds that a
matrix of size 9 starts allowing for multiple usable solutions to appear with different individual
pivots, as displayed in Figure 5.16 (left).

Some points are used as pivots for all combinations in this iteration (and thus display a
single position). As the matrix size decreases, more combinations appear. As the pivots change,
noise also appears, as is visible in Figure 5.16 right, displaying the output of a matrix of size 8.

The process repeats iteratively. With smaller matrices and more combinations, clusters start
to appear for each sensor, with various densities. In buildings 3 and 4, APs and devices in
individual zones (low ceiling or high ceiling) are in LoS condition to each other. This is visible
in Figure 5.17 (left), where a subset of building 3 is displayed (APs in the upper left part of
the building). Green circles represent LoS (same height) matrices, while red crosses represent
matrices with cross-height distances. The same density difference can be seen in building 5

(Figure 5.17 right), where APs/devices on the same side of the central block display close
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Figure 5.14 — Stretches detected for AP6 position.

Node 1 2 3 4 11 12 13 14 15
1 0.00 1.03 1.02 1.01
2 1.03 0.00 1.04 1.03
3 1.02 1.04 0.00 1.02
4 1.01 1.03 1.02 0.00
1.31 . 134 0.00 106 1.07 115 121
1.36 1.06 0.00 1.09 1.10 111
107 109 0.00 1.06 113
115 110 1.06 0.00 1.09
1.21 111 113 1.09 0.00

Figure 5.15 — Measured distances to ground truth ratios, and pairs identified by the geometric
wall remover method as ‘abnormal’ in building 3, lower half.

measurements (narrow clusters) while measurements through the block, when they succeed,
display large variations (larger clusters).

Therefore, for any cumulated graph, cluster centers can be defined and the mean cluster
radius r; compared between clusters. Then, outliers (points more than 20 away from the cluster
center) can be removed from each cluster, not only within each cluster individually, but also for
individual pairs, where deviation from the mean pair distance can be used to identify matrix
combinations that surface large individual error. As a matrix of size m is used to compute
positions, the position for each device is compared through each iteration, and the difference
between the coordinates found at each iteration can be graphed, as shown in Figure 5.18 for
building 1. As the matrix size gets smaller, the noise increases, and so do deviations between
computed positions, as can be seen on the right side of Figure 5.18. We found that starting
from matrices as large as possible was computationally more efficient (as there are less large
matrix combinations than small matrix combinations), and that accurate location was found

with matrix of 6 or more for building 1. Smaller matrices only marginally improved the results,
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5.5. Results

Figure 5.16 — size 9 matrix positions (left), and size 8 matrix positions (right), before outlier
filtering, in building 1.

x
x x* XX M XXXK
% X ,
% . @X  x 2
x 2 & » & o { | I
20 Sgo X " xx x
¢
B¢ 2
x
-40
-30 x x*
X x %
)
60 % T
% *x Zx
40 /x‘ X X "92{
’ b e
% 52‘ x SBF
5 WX X
-50 x y
o 100 ?
. x - X % mx x %8
o * g . x XXx &
} o A 7 3
~e0r x x
* -120 x % X% % =
x x X
X
-70 : -140

Figure 5.17 — Bldg. 3 (left, partial) and Bldg 5: position graph resulting from matrices built with
APs in LoS (green circles) or nLoS (red crosses).

and the computation cost increased. The same logic was observed for the other buildings, where
matrices containing at least half the floor devices (or more) produced better results.

After removing the outliers, each cluster center is re-computed. The final cluster centers are
displayed in Figure 5.19. Ground truth positions are green circles, the computed cluster position
for each device is represented as a red star. The maximum error is observed at 1.1143 meter
in building 1, 1.2194 meter in building 2, and 0.9621 meter in building 5. In building 3 and 4,
error is small in areas at the same height (0.7304 meter and 0.6812 meters respectively). When
treating the APs / devices at different height as different floor levels, this result can be sufficient
to move on to the next phase.

At this stage, the relative device positions are estimated, but their orientation is not known.
However, using the ranging information from one or more mobile phones, walking outside the
building, to two or more FTM devices, and sending to the device the GPS location of the mobile

phone as seed, the graph can be rotated to its correct orientation and the phone GPS location
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Figure 5.19 — cluster center position computation (red star) vs ground truth position (green
circles) in Building 1.

can be used to populate the LCI values of all devices on the graph (and therefore all APs).

5.5.4 Comparison with other methods

Noisy EDM completion is a complex problem that has been explored in multiple contexts. We
will limit our comparison to the main methods listed in [123]. Naturally, using classic MDS boils
down to performing an eigenvalue decomposition and geometric centering. As the matrix is noisy,
the error is large. Additionally, the algorithm interprets missing distances as 0 values, which
introduces irreconcilable inconsistencies in the matrix in all dimensions. The effect is worsened
when the projection is constrained into R?. This affect can be attenuated by constructing and
overlapping partial matrices for which distances are known [124]. Even in this case, the effect of
asymmetry can be dire.

Many optimizations methods aim at finding missing elements from a matrix, but that is as-
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sumed to be noiseless. This assumption is necessary to maintain convexity, with the consequence
of being unusable in our scenario. For incomplete and noisy matrices, a classical solution is to use
semidefinite relaxation. This technique has multiple variants to adapt to different matrix sizes or
sparsity scenarios, and both [124] and [125] are typical illustration of the associated reasoning.
In all cases, the goal is to bound the rank of the Gram matrix to the target dimension space, thus
constraining the number of positive and non-null eigenvalues. The process is efficient, especially
for large matrices. As it proceeds iteratively, it also has the virtue of minimizing the error. In
buildings where measurements errors are averaged over a large number of APs/FTM devices,
the error may also be simplified to Gaussian. However, FTM works with a limited number of
devices, making the limitation obvious. When the stretch is asymmetric, the error reaches a
point where the method is not usable anymore. Building 5 is a typical example, where a strong
obstacle is in the middle of the block, while light walls do not prevent the signal from reaching
the neighboring classes. The result of classical MDS projection for this building is visible in
Figure 5.20.
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=i #
-60 *

=80

-140

Figure 5.20 — classical MDS projection (after rotation) in building 5.

5.6 Conclusion

In this chapter, we examined a key limitation of FTM: the assumption that the location of
the RSTA would be known, in places where no GPS allows for the RSTA position determination.
The solution we propose relies on solving noisy Euclidian distance matrices (EDM). We showed
that in the case of sensor time-of-flight measurements, measured distances are dilations of ground
truth distance, but that the dilations are asymmetric, thus rendering classical EDM methods
generally inaccurate, as they tend to assume noisy symmetry and therefore tend to center the

error. We proposed a machine learning method for identifying and reducing noise asymmetry
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based on evaluation of angles within overlapping triangles. We then proposed a second machine
learning method, aimed at graphing the positions of sensors derived from distance sub-matrices,
and at identifying and removing combinations that surface excessive distances, thus progressively
removing edge asymmetries and reducing the distance errors. We also showed that this method
outperforms standard EDM resolution methods.

With this method, deploying RSTAs (or configuring APs be play the RSTA role) becomes
trivial. The implementer can deploy APs throughout the venue, then use the GPS seed of one
device outside of the building (while verifying the accuracy of the GPS location reported) to
simply cause all APs to dynamically learn their own geo-location. At this point, FTM is directly
usable for indoor localization. In next chapter, we will look at another fundamental requirement

of a modern localization technology: its ability to protect user privacy.
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CHAPTER 6

IMPROVING PRIVACY BY AVOIDING
FINGERPRINTING

6.1 Introduction

At the end of the previous chapter, FTM is at a level where accurate ranging can be provided,
and where AP can automatically learn their LCI. We are now ready to examine FTM more in
depth. In particular, we noted before that FTM faced design limitations, where the protocol
requires both sides to send frames (Section 4.3.1). This process may expose some information
about the ISTA. When the ISTA is a personal device, the risk for privacy is an immediate con-
cern. A natural reaction for implementers is to use Randomized and Changing MAC addresses
(RCM) as the ISTA address when ranging (Section 3.3.6). The ISTA also does not communi-
cate any STA-specific information (it just queries the RSTA for ranging), thus satisfying the
appearance of privacy protection. This process begs the question: is RCM sufficient to protect
privacy? It has been shown before that even when a station is unassociated, and even when that
station randomly changes its MAC address over time, uniquely identifying the station is possible
[126] by looking at the query messages that the station sends. Such unique identification (called
in the literature and in this manuscript fingerprinting) relies on specific characteristics of the
station transmissions, each element of which may not be unique, but that together allow for
a probabilistically reliable unique identification of the transmitter. In particular, Cunche [127]
showed that specific bits or information elements, and carrier characteristics were sufficient to
uniquely identify 802.11 transmitters. Once alerted, chipset designers rushed to address the gaps
that were based on software implementation. At lower level, Chapre et al. [128] also showed that
an analysis of the physical characteristics of the transmission (CSI analysis) was sufficient to
allow for such identification. Concerns about such identification have encouraged the develop-
ment of recommendations to decouple device transmissions from unique patterns or identifiers
(e.g., IEEE 802E). At the same time, multiple machine learning strategies for indoor localiza-
tion based on RSSI have been proposed, and [129] provides a good overview. Supervised learning
techniques [130] have been shown to be useful, but neural networks [131] have also demonstrated

high reliability. Machine learning techniques have been proposed to refine location, but also to
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increase the reliability of device identification (e.g., [132]). In our previous work [133], we have
shown that such identification was not only possible, but that the performance of individual
applications could also be predicted.

There is an ongoing race between researchers finding new ways to fingerprint a station, and
international organisations that attempt to suppress the discovered gaps. Therefore, our first
concern is to examine if FTM might be contributing factor to fingerprinting. In this chapter,
we show that identification is possible, and propose a recurrent neural network-based pattern
recognition implementation that provides unique station identification solely based on FTM
exchanges. We show that FTM, as designed in 802.11-2016, dramatically increases the surface of
privacy exposure, even when the station changes its MAC address for each exchange burst. We
propose mitigation techniques, noting that the protocol itself would need important redesign to

limit privacy exposures.

6.2 FTM identifiable patterns

A single ISTA will likely need several FTM exchanges with each RSTA in order to compute
a reliable range value, thus providing a plurality of samples to work from. That same ISTA
will likely need exchanges with more than one RSTA, possibly on different channels, in order to
make a conclusion on its geographical location. At the same time, a single RSTA, for example
an access point, may be exchanging ranging frames with more than a single ISTA, while at the
same time serving multiple Wi-Fi data clients. As such, the time of each FTM exchange cannot

be deterministic in nature, but still needs to be predictable.

6.2.1 FTM Burst Pattern

To allow for this combination of predictability and flexibility, recall that 802.11-2016 imple-
ments a negotiation mechanism by which the ISTA proposes exchanges parameters in the FTM
Parameters information element of the initial FTM request frame, and the RSTA responds with
its possible parameters in the initial FTM frame response, as detailed in Section 4.2. It is worth
looking more in details into the FTM Parameters IE, represented in Figure 6.1.

One central scheduling element is the burst instance, which defines the time window during
which FTM exchanges should occur. The burst instance is defined by a start time and a duration.
The ISTA indicates a preferred start time by leaving the Partial TSF Timer no Preference bit
unset, and by setting the Partial TSF Timer field. The field (when ISTA sets it) is 16 bit-long
and expressed in TUs, thus offering a theoretical window of 65535 TUs for the start of the next
burst instance. However, choosing such a wide range has limited incentive for the ISTA. In most
observed implementations, the ISTA sends an initial FTM request frame when it is ready to

begin the ranging exchange. There is no clear reason why an ISTA would want to initiate such
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Fine Time Measurement parameters element:

Element ID Length FTM parameters
Bits: 1 1 9
Fine Time Measurement parameters field:
S| Val. | Res. | NBE [B.Dur. [ MDF | PTT
Bits: 2 5 1 4 4 8 16
PTTNP | ASAP Cap. ASAP | FPB Res. F&B BP
Bits: 1 1 1 5 2 6 16

SI: Status Indication — Val: Value —res.: Reserved - NBE: Number of Bursts
Exponent — B.Dur: Burst Duration — MDF: Min Delta FTM — PTT: Partial TSF Timer
— PTTNP: Partial TSF Timer No Preference — ASAP Cap.: ASAP Capable — FPB:
Frame per Burst — F&B: Format and Bandwidth — BP: Burst Period

Figure 6.1 — The Fine Timing Measurement Parameters element, 802.11-2016 figure 9-576

FTM instance now, yet only start the ranging exchange more than a minute in the future. In
fact, the ISTA Partial TSF timer is mostly ignored and the RSTA partial TSF Timer is used to

determine the beginning of the first burst instance.

The ISTA may need to complete other tasks (e.g., ranging with another RSTA, finishing
a data exchange with an AP etc.), and therefore may need to delay the beginning of the
next burst instance. In that case, the delay indicated in the Partial TSF Timer is likely to
be implementation-dependent, where the ISTA sends the initial FTM request with a partial
TSF timer set, only when the ISTA has determined the necessity of a partial TSE Timer, to
indicate a preference when it will be available to start the FTM exchange. Therefore, it is likely
that the partial TSF timer will be predictable for each ISTA.

Alternatively, the ISTA can set the ASAP bit and thus indicate that it is ready to start
ranging as soon as the RSTA is ready. If the RSTA responds and indicates that it is ASAP-
capable, then ranging can start immediately. The partial TSF timer value is limited in value
when sent by the RSTA, and is intended to avoid issues resulting from clock synchronization
drifts between the ISTA and the RSTA, and frame collision between the RSTA response and the
first frame from the ISTA at the beginning of the burst. The Partial TSF Timer for the RSTA
is also to read in comparison with the T'SF Timer of the RSTA current frame. However, such
timing constraints do not appear for the Partial TSF Timer set by the ISTA. For example, the
ISTA could set the ASAP field to 1 or the Partial TSF Timer to 0, both indicating a readiness

to start the exchange immediately. Implementations show both modes.
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6.2.2 FTM Individual Burst Structure

The second element describing the burst instance is the burst duration. 802.11-2016 defines 10
possible values, each represented by a burst duration index: 250 (value 2) and 500 microseconds
(3), then 1 (4), 2 (5), 4 (6), 8 (7), 16 (8), 32 (9), 64 (10) or 128 milliseconds (11). A value of
15 indicates that the ISTA has no preference. What factor can drive an ISTA to choose one
burst duration over another? Theoretically, several elements may contribute to the duration
determination. Among others, a higher channel utilization may incentivize the ISTA to choose
a longer duration so as to increase its chances of completing enough exchanges with the RSTA.
Similarly, a high Tx buffer level or a high signal stochasticity (high standard deviation of the
RSTA or AP RSSI from the ISTA perspective) may also be deciding factors. However, it may
often be computationally more economical for chipset or device vendors to implement a default
burst duration, and add more bursts if more ranging samples are needed.

The goal of the burst is to achieve a number of FTM exchanges with the RSTA. The ISTA
can indicate this target FTM exchange count within each burst with the FTMs Per Burst field.
Values are coded over 5 bits, thus allowing from 1 to 31 FTM exchanges per burst. In most
cases, the ISTA would not want all the FTM exchanges to occur within a small sub-segment
of the burst, but be spread across the duration of the burst. To that effect, the ISTA can
define a Min Delta FTM value, that indicates the minimum time between consecutive Fine
Timing Measurement frames. It is measured from the start of an FTM frame to the start of the
following FTM frame, in units of 100us. The field is 8-bit long, thus allowing intervals up to
25.5ms between FTM frames. The value 0 indicates no preference by the ISTA.

6.2.3 FTM Burst Count and Bandwidth Parameter

The ISTA can also request how many bursts should occur within the FTM session. The
Number of Bursts Exponent is a 4-bit long field, and is an exponent, thus allowing the values 0
to 14 (15 is reserved), and thus up to 16384 bursts. When more than one burst are requested,
the ISTA can also specify an interval between bursts, by setting the Burst Period, that describes
the interval between the beginning of a burst and the beginning of the next burst, in units of
100 ms. This 16-bit long field allows for up to 655.35 second intervals.

Last, the ISTA can specify the format and bandwidth of the exchange, from 20 MHz ex-
changes with standard OFDM frames to 160 MHz-wide exchanges with VHT frames. The ISTA
can also request exchanges over the 60 GHz band. The format and bandwidth obviously match
the ISTA capabilities compared to the RSTA capabilities expressed during the detection phase
(e.g., probe response). In most cases, the ISTA will attempt to use the widest possible band,
because larger signals offer better accuracy in signal detection (see Section 4.4.1). Therefore, the
format and bandwidth field may be indicative of the ISTA maximal capabilities, and is likely to
always be the same for a given ISTA (provided that the RSTA supports the ISTA bandwidth
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and MCS). However, the other fields offer a very wide set of possible combinations:

— Number of bursts (Burst count): B, = 2¢ where 0 < ¢ < 14

— Burst duration: 2".Bp
Bp =250 and n € {0,1,2,3,4,5,6,7,8,9}

— Min Delta FTM: minApra = 100A; where 7 € Nandi < 255

— FTM per Burst: 0 < Nprypp < 31
With the constraint: minAppy . Nprypp < 2™.Bp (at least theoretically, we observed

implementations where this constraint was ignored)

— Burst period: Bp = 100.B; where B; € N and B; < 65535 with the constraint: 2"Bp <
100B;

Although Bp can be 100 or 200, Bp is at least 250, therefore B; cannot be 1 or 2, even if

the protocol allows such values.

6.2.4 FTM Parameter Possible Permutations

Combining all these relative constraints together can be reduced to an extremal set problem,
which amounts to a permutation with exclusions. The number of possible permutations is slightly
above 200 billions. Therefore, FTM presents an unusual case in 802.11. When a large number
of permutations exists, 802.11 often defines increments where initial values should be chosen
within a smaller range, and increased (e.g., doubled) when some conditions are detected. In other
scenarios, 802.11 suggests that a number be randomly selected from a large range. However, no
such framework appears for FTM. Stations can pick numbers as they wish, provided the above
constraints are respected. Some combinations seem to produce similar outcomes. For example, it
is not clear why an ISTA would prefer to exchange 16 frames over 4 bursts of 4 ms each instead
of exchanging those same 16 frames over 8 bursts of 2 ms each.

To this large range of options with no clear individual use case, 802.11-2016 also stays silent
on some critical elements. For example, the burst duration and number of frames per bursts are
defined, but do not account for access delay of the initial FTM trigger frame. As a result, a burst
duration limit may be reached before the expected count of FTM exchanges for that burst was
completed. In that case, some vendors may choose to complete the FTM exchange count, thus
extending the exchange beyond the burst duration. Some other vendors may choose to stop at
the end of the burst, thus risking a smaller (or even an odd) number of FTM exchanges for that
burst, with the consequence of insufficient sampling to achieve reliable ranging.

Given this large set of possible permutations, our hypothesis is that individual APs or STAs
FTM exchange characteristics are the result of individual vendor implementation choices, with
only a few variations matching pre-defined scenarios or conditions, such as buffer state or RF

conditions. We hypothesize that a particular implementation can be recognized from its FTM
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exchanges and the particular combination of thresholds it relies on. Coupled with individual
station characteristics, such as clock drifts or other individual markers, these individual choices

make it possible to fingerprint individual stations when enough FTM exchanges are collected.

6.3 A recurrent neural network to fingerprint FTM

In order to test our hypothesis, a simple parsing of various stations initial FTM request or
initial FTM frames would not be sufficient. These frames do indicate preferred settings in the
FTM Parameter IE and do allow for vendor identification. In an environment with a limited
number k of stations, this information is obviously sufficient to uniquely identify the station if
k is small [134] and the stations are diverse. In a denser environment or when similar stations
are performing ranging in the same area, these elements alone would not allow for individual
station identification with similar chipsets and operating systems. But competing traffic and
processes, along with individual station state and hardware, can surface differences between two
stations with the same chipset and operating system, even if the stations display the same FTM
parameter IE values. It is clear, as exposed in the introduction of this chapter, that other frames,
and the PHY layer of most frames, could also be used to perform such individual identification.
But our objective is to determine if the pattern in FTM frames themselves could be used for such
individual identification, including in a dense environment where more than one FTM station

use a given chipset, driver, and operating system.

6.3.1 Structure Contrast Between Different Chipsets

The experimentation scenario we built accounted for this need, and involved diverse sta-
tions, with different form factors and chipsets, but also several stations with a similar chipset
but various operating software update levels and competing applications. As shown below, we
could uniquely identify similar stations with high accuracy. Such identification requires pattern
recognition, while discarding environment-specific factors. For this purpose, we collected FTM
exchanges from 11 different ISTAs, against 2 different APs operating as RSTAs, in 2 different
environments: one office building floor with a mix of open spaces, cubicles and meeting rooms,
and one shopping-mall-like open space. Samples were taken at 60 different location points. The
experiment was repeated at 3 months intervals in both locations, to avoid time-and-environment-
specific bias. The goal was to evaluate how an ISTA could be fingerprinted through a device
acting as an RSTA. Therefore, only the elements that would be available to the RSTA were
collected. For each measurement, the ISTA MAC address, the time of the ISTA initial FTM
requests, the time of the RSTA FTM frames, the ToA and ToD values sent by the RSTA and
the ISTA were recorded. Other traffic from the RSTA and other stations was filtered out.

When checking individual samples (for example, the frames from two different ISTAs posi-
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tioned at a similar point on a map, and therefore at comparable distance from the same RSTA),
individual ISTA identification proved trivial. A simple observation of individual parameters on a
graph clearly shows that the implementation of individual chipsets on different operating systems
results in specific and unique behaviors. For example in Figure 6.2, a side-by-side comparison
shows that an ISTA with an intel chipset (8260) running on a Linux (Ubuntu 16.04) system
(left side) displays different transmission signal characteristics than an ISTA using a Qualcomm
chipset (8996) running on a Google Pixel phone running on Android 9 (right side). The graph
shows the time interval between individual FTM frames sourced from the ISTA. Strong density
is visible at 0.2 seconds for Pixel, with higher probability of frame for the interval 0.26 to 0.32
seconds. Density zones are visible for Intel in the 0.1-0.12, 0.16-0.20 and 0.23-0.31 second areas.

Intgl 8260 on Ubuntu 16 Qualcomm 8996 on Google Pixel / Android 9.0

L . L1 105

o " Interval to next frame (seconds)—

:: High_-density rég_ioﬁs-

outgoing F}M fré/r;ne count
Figure 6.2 — Interval between outgoing FTM frames on 2 different ISTAs

Therefore, training a simple regression model to recognize different types of vendor set-
tings would be considered trivial and our measurement showed obvious differences for this case.
However, distinguishing stations using similar vendor chipsets would be more difficult, as their
density regions would likely appear similar with superficial analysis. When the sample size is
small (two ISTAs at a given position ranging to the same RSTA), individual differences can
easily be seen, that relate to the particulars of each station at sampling time (competing up-
stream or downstream data traffic, differences in individual power levels or other). Performing
recognition on such localized samples results in high identification probability in most cases. To
allow for such recognition to be systematized, and avoid condition-specific triggers, we mixed the
samples, concatenating, for each station, all samples from all locations in a single file. Each file
contains the FTM frames exchanged with the ISTA, one column for each recorded field (ISTA
MAC address, the time of the ISTA initial FTM requests, the time of the RSTA FTM frames,
the ToA and ToD values sent by the RSTA). Other elements were filtered out, so as to focus
solely on the FTM exchanges. Each file was then divided in slices of 200 frames each. Depending
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on the station type and its FTM cycle and query rate, such 200-frame sample can represent

anywhere between 0.80 seconds and 82 seconds of FTM exchanges.

6.3.2 Measuring the Effect of ISTA Parameter Choices

The individual impact in the RF environment of such ranging exchange sample is measurable.

The duration DF} of an individual FTM exchange can be computed as follows:

DFy = ((K+1) x (Trrrmg))+(K — 1) X (EIFS + Random() x aSlotTime))
+((K +1) x Tpra_1))
+((K —1) x (EIFS 4+ Random() x aSlotTime))
+T2FTM; 4+ 2 x aSIFSTime 4+ 2 X Tack

(6.1)

Where K is the number of initial FTM request retransmissions that the ISTA may attempt,
Trrrymr is the duration of an individual initial FTM request, Tpras 1 is the duration of the
RSTA FTM_ 1 frame, T2FT M1 is the interval between the ISTA initial FTM request and the
RSTA FTMI1 frame, and Tack is the duration of the ACK frame.

An individual FTM exchange can occur at any supported data rate. For simplicity, suppose
a 6 Mbps exchange (we observed that 6 and 13.5 Mbps were common rates). An initial FTM

request exchange, without retransmission, would use:
DIFspypps =92+ 16 + 44 = 152us. (6.2)

Then, within each burst, an individual FTM exchange pair will consume:

DFy =((K +1) x Taccessrrmr) + (K + 1) x (Trprmr))
+ (K — 1) x (EIFS + Random() x aSlotTime))
F (K +1) % (Teran) (63)
+ MinAFTM — ((K — 1) x (EIFS 4+ Random() x aSlotT'ime))
+T2FTMy+2 x aSITFSTime + 2 X Tyoi

Where Taccrssrrmr is the estimated medium access time for the FTM request frame,
including ATFS and possible EIF'S cost, K is the maximum number of Fine Timing Measurement
frame transmissions the STA might attempt, T2FT M, is the interval between the ISTA initial
FTM request and the RSTA FTM2 frame, MinAFT M is the Min Delta FTM value and Tsck is
the expected duration of the expected ACK frame. For simplicity, suppose a 13.5 Mbps exchange
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and no congestion or collision. An FTM frame pair exchange, without retransmission, would use:

DFi350pps = (68 + 16 + 44) + 43 + (68 + 16 + 44) = 299y (6.4)

Therefore, and ignoring the lower cost of the initial FTM request exchange, 200 frames represent-
ing 100 exchanges, would consume 29.9 ms. As each ranging measurement has limited accuracy,
it is not uncommon to see implementations counting 2 to 4 bursts of 8 to 12 measurements for
each ranging estimate and averaging the range to 4 APs or more to determine a position. As
such, 200 frames represent approximately 2 consecutive ranging attempts. The training set is
obviously larger and included around 40000 samples per stations for a total of about 9000 slices.
Three stations implementing an Intel 8260 chipset on Ubuntu 16.04 were compared against one
another, and against a reference device implementing another chipset (Pixel 1 on Android 9.0
with Qualcomm chipset 8996). Figure 6.3 shows the number of samples that were collected for
the compared stations. Each element of the bar chart is one client, and the vertical axis is a

count of collected sample for that client.
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Figure 6.3 — Number of samples collected for same-chipset comparison experiment

8260__1 and 8260_2 use Intel 8260 chipsets inserted in Dell XPS 14 laptops. Both laptops
run Ubuntu 16.04. 8260_2 has received maintenance operating system updates but no chipset
or WiFi driver update), and also runs various applications (emails and others). 8260_1 has the

initial 16.04 release, no update and no added programs. 8260_3 runs Ubuntu 16.04 on an IoT

149



Chapter 6 — Improving Privacy by Avoiding Fingerprinting

board (https://fit-iot.com/web/products/fitlet2/).

An analysis of the FTM frames sent by each client already indicates pattern specificities
for each device. Figures 6.4, 6.5 and 6.6 shows samples of FTM frames sent by three stations.
The top (blue) graph shows the occurrence of ISTA FTM frames and RSTA responses. A spike
structure indicates alternating ISTA and RSTA frames, while a flat structure indicates a repeat
of the matching frame type. The center graph shows the ToD value (t1) reported to the ISTA
by the RSTA, and the lower graph shows the ToA t4). Quite obviously, these valeus would not
be visible to an attacker if the exchange was protected (e.g., with PASN, PASN-FT (see next
chapter), OWE or another mode), but the pattern is obvious, and the observer can measure the
time between the AP frames to recombine the likely bound for t; and t4. This method is used
and exposed in more details in Section 7.4. For both graphs, the vertical axis represents the
value transmitted in the frame. For all graphs, 200 samples are displayed, and the horizontal

axis specifies which samples are shown.
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Figure 6.4 — FTM frames for client 8260_1. Top figure shows the ISTA request and RSTA
responses, the second figure shows t; and the lower figure shows the t4 values.

8260_1 and 8260_ 2 displayed similar visual patterns at the scale of 200 frames (therefore,
only 8260__1 is displayed). The ToD shows an incremental value, while the ToA follows a stochas-
tic pattern. However, 8260_3, also using the same chipset, use consistent values for both ToD
and ToA. By contrast, the QCM behavior is very different. Large intervals are expressed for
the burst start, ToD is only set at intervals, and ToA is also very stochastic. As the AP is the
same in all cases, the only possible cause is a divergence in the ISTA behavior, in the processing

structure of the AP messages, and the interval between frames that the ISTA requested.
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Figure 6.5 — FTM frames for client 8260_2. Top figure shows the ISTA request and RSTA
responses, the second figure shows the ¢; and the lower figure shows the t4 values.

6.3.3 Designing a Test To Identify 2 STAs running the Same Chipset

Consequently, it can be inferred that distinguishing a chipset from another would be fairly
trivial, but distinguishing 2 stations implementing the same chipset on the same operating
system may be more challenging for a human eye. However, the pattern of these frames may be
accessible to a learning machine. Therefore, we injected these frames into a Long Short-Term
Memory (LSTM) Neural Network implemented in TensorFlow [135]. The terminology for such
structure is not standardized. In this chapter, we define the LSTM unit as being composed of a
cell, an input set of vectors (input gate), an output gate and a forget gate. The advantage of such
structure is that the unit can ‘remember’ the previous samples. This recurrent structure allows
the unit to account for the previous frames (in our case) when evaluating the next one and thus
better identify dependencies between frames (instead of considering each frame individually).
Such networks are commonly trained for image recognition, but any structure that can be
organized in slices that can be graphically represented can be analyzed using such networks.
Such projection does not always surface a meaningful structure, but it did in this case, because

the projection caused patterns along the time axis to be visible.

In our case, time slices form the z axis, and labelled ToD and ToA (as measured by the
attacker) for each FTM frame type form the values of each slice dimension on the y axis.
Formally, each of these elements forms the input layer. The model contains 2 fully connected
layers and 2 LSTM layers, stacked on each other, with 64 units in each layer. The output Layer
consists of 4 units, one for each type of station that needs to be identified. We follow there

the deterministic school, where each possible output is its own container, as such approach is
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Figure 6.6 — FTM frames for client Pixel. Top figure shows the ISTA request and RSTA responses,
the second figure shows the t; and the lower figure shows the ¢4 values.

increasingly seen as more reliable than the default approach (where one container would be
missing and low probability for the present containers is taken as signifying the last container).
We use L2 regularization (0.00015) to limit overfitting, and a learning rate of 0.000025. The

training runs over 80 epochs with a batch size of 32 slices.

6.4 Recurrent neural network evaluation results

An observation of one training session’s progress over the various epochs shows accuracy
reaching 95% with a loss at around 0.2, as shown in Figure 6.7. The learning curve shows that
the model reaches accuracy as soon as 8 epochs, but needs up to 35 epochs to refine the weights
to a level where losses stabilize and the model becomes fully efficient.

Once the training completes, the model is expected to recognize individual stations in 95%
of cases. An easy way to visualize the success ratio for individual stations is to use a confusion
matrix. The confusion matrix in Figure 6.8 shows, for each slice of 200 frames, which device
the model thought was identified. That estimation is compared to the real device label in the
training set. As expected, the Pixel device can be easily distinguished from the 8260 chipsets in
almost 100% of cases. The 8260_ 3, implemented in a different form factor from the other 8260s
is also recognized with almost 0 error. The 8260_1 and 8260_2 are differentiated correctly in
close to 90% of cases, even though they are the same chipset on the same type of laptop with
the same operating system. The same test performed with 6 similar stations (same OS, same

chipset, various competing applications or update levels) still shows an accuracy close to 80%.
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Figure 6.7 — Learning progression over epoch iterations

As the number of similar stations increases, the accuracy is expected to decrease, thus reducing
the privacy exposure only when a large number of alike-stations are ranging at the same time,
from the approximate same location, against the same RSTA.

This outcome confirms that local specificities, such as operating system updates and com-
peting applications can generate specific constraints to the FTM operations performed by the
chipset, resulting in differences in bursts, frame count per burst, timing choices and other FTM
parameters that can be detected with only 200 exchanges. If a ranging evaluation against 4 APs
consumes approximately 100 frames, a station could be recognized individually as early as the

second exchange, then be tracked individually, even if it changes its MAC address.

153



Chapter 6 — Improving Privacy by Avoiding Fingerprinting

Confusion matrix

- 500
T
o
g
-400
N
L g 300
CE
(0]
c
}—
m‘ 200
[=]
[(=]
(3]
[+9]
100

Pixel

8260_1 8260_2 8260_3 Pixel
Predicted label

Figure 6.8 — Confusion matrix for label efficiency determination

6.5 Fingerprinting Remediation

Such identification is unfortunate for user privacy. Fast identification requires the attacker
to store and process the first 2 exchanges, and also to continuously track the target station. For
non-associated stations, frequent rotation of the RCM MAC address (e.g., at each FTM session
against each AP, see Section 3.3.6) may mitigate the efficiency of the collection. However, this
protection is only partially effective. By nature, fingerprinting is a probabilistic determination
and thus depends on the sample size. If the sample size includes hundreds of devices of largely the
same type (e.g., a crowd at the entrance of a stadium, all with the same types of smartphones,
and all using FTM to find their assigned seat), then RCM may bring some protection, as within
a small zone, the difference between devices’ patterns may not be sufficient to obtain a good
probability for the identification of individual stations.

However, this case of flash mob is likely to be the rarer case. In many public venues, people
enter by small groups and there may only be a few of them actively using FTM to find their
way to a Pol. Therefore, the sample size will often be small. In this context, using the RSSI of
the target station as a filter is efficient, and defeats RCM protection. We know from Sections
1.3.1 and 3.3.6 that RSSI is a poor data point to compute distance. However, the attacker’s
goal is not to compute the distance to the victim’s station, but merely to continue tracking the
same station as it rotates its MAC address. As Figure 1.2 illustrates, the RSSI curve is stiff at
short range, and becomes monotonic as distance increases. We also know that the signal is noisy.

Thus the attacker only needs to consider in the sample all stations (irrespective of their MAC
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address) which RSSI was measured to be in a given range (lower RSSIs allow for a broader
range, to account for the monotonicity of the signal curve) to reduce the number of possible
candidates which FTM parameters are inserted into the LSTM engine. If, in a given cell, and at
a given second, 11 stations or less (as in our experiments) are actively using FTM ranging, the
deterministic identification of individual stations remains possible, even as stations rotate their
MAC addresses.

6.5.1 Analysing the Causes for Fingerprinting

In order to reduce the exposure of FTM to fingerprinting, it is essential to understand why
the vulnerability occurs in the first place. A careful examination of the experiment above shows

three different contributing factors:

1. The FTM burst parameters are observable, even when the FTM frames are protected
(encrypted). This is because, even if the attacker cannot see the content of the frame,
the result of the exchange is a specific structure (number of bursts, frames per burst,
interval between frames within a burst). Observing the result of the parameter negotiation
is equivalent to observing the negotiation itself, as both express the same quantities. The
only exception would be if the AP systematically overrode the ISTA parameters, but we

saw in Section 4.3.2 that this would reduce the efficiency of the method.

2. FTM provided no guidance on what burst structure to use in what scenario (RF conditions
etc.), leaving individual vendors to make arbitrary choices on what parameters the ISTA
should request. Without a common view and common parameter requests, fingerprinting

will continue to allow the identification of individual chipset types.

3. Within the ISTA operating system, the competition between traffic types causes different
patterns, where application data is interleaved with FTM exchanges, in a way that can
be identified. Here again, without a common agreement between vendors on the type of

priority given to the various calls to the chipset, fingerprinting will continue to be possible.

6.5.2 Reducing Fingerprinting

A solution to limit fingerprinting would then aim at limiting the individual FTM parameter
choices operated by various chipsets and operating systems. At the same time, the pressure of
other traffic needs to be accounted for. Thus an efficient solution space would have the following

properties:

— All ISTAs would always request the same parameters. As this requirement is too rigid,
a relaxation of this rule could be a set of parameter families that match groups of RF
conditions (e.g., in a quiet channel, always request 2 bursts of 8 frames at short intervals;

in a noisy channel, request 4 bursts of 4 frames at longer intervals).
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Figure 6.9 — Confusion matrix for label efficiency determination in recent AX200 chipset

— The RSTA would only override downward. In other words, the RSTA could use its own
RF conditions to override the ISTA requested parameters, but only to slow down the
transmission (thus reacting to poor RF conditions at the RSTA level). The RSTA would
thus never increase the number of burst, the number of frames per burst, or the tempo of
the exchange (reacting to good RF conditions at the RSTA level).

— The burst structure would be short enough that competing traffic would not need to be
inserted within a given FTM session, and so that clock drift could not easily be measured
within a given session. For example, an FTM session planned over 82 seconds (as observed
in Section 6.3.1) will necessarily cause interruption for data traffic insertion. By contrast,
a short session (few tens of milliseconds) may not cause data interrupts (except if a voice

call is present, for which an insertion pattern could be designed).

As can be seen, the issue goes beyond the standard itself, and touches the implementation
of the standard. The Wi-Fi Alliance is the place where implementation discussions and inter-
operability tests occur. As we published these vulnerabilities [10] in 2019, the Wi-Fi Alliance
Location group was actively working on improving the performances of FTM. Naturally, all
vendors are receptive to privacy and security issues, and our work was well received.

The 8260 is an older chipset, for which the manufacturer had no plan to continue driver
development and OS integration. However, another chipset, the AX200, was in active develop-
ment. Figure 6.9 shows the confusion matrix comparing laptops using the AX200 and the Pixel,

with the latest driver and OS integration versions. As can be seen, it has become much more
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difficult to fingerprint an individual station.

6.6 Conclusion

It is often said that outdoor localization has mostly been solved, but indoor localization is
left to be solved. FTM can contribute to solve this issue. This chapter examined the various
parameters defined for 802.11 FTM, and showed that a large combination of multiple possi-
ble parameters, each allowing a wide range of possible values, with few protocol constraint as
to which value should match which ranging context, resulted in a scenario where individual
vendors would be left to choose the parameter subsets that they would find reasonable to the
various ranging use cases that they envisioned. As such, individual chipsets could easily be rec-
ognized from a few FTM frames. We also showed that, for similar devices implementing the
same chipsets, individual software variations rendered the unique identification of each device
possible through a neural network. We suggested that parameter range unification among ven-
dors, along with proper MAC and timer randomization, might help alleviate these identification
risks. Fortunately, the privacy exposure caused by the elements detailed in this chapter also
alarmed the community of vendors implementing FTM, and at the time we write these lines, we
are pleased to report that fingerprinting issues are addressed in all systems implementing FTM.

In the next chapter, we will turn our attention to the security of the FTM exchanges, to

examine if an attacker could attack FTM the way GPS location is attacked.
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CHAPTER 7

PROTECTING THE FTM EXCHANGES

7.1 Introduction

The outcome of chapter 4 is workable FTM solution, that provides a ranging accuracy in
the order of 1.5 meters. At the outset of chapter 5, we also have a framework where FTM can
reasonably be deployed in an indoor environment, and where the APs automatically find their
LCI coordinate values. Then, at the conclusion of last chapter, we have a solution where an
observer cannot casually fingerprint a client with limited efforts, by just watching the tempo
of its FTM exchanges. At this point, an FTM deployment can provide indoor ranging to any
supporting mobile device. However, we saw in Section 4.3.2 that FTM had design limitations,
namely that frames had to be exchanged in both directions, including in cases where the ISTA
would not have an association to any APs in the network. This last chapter will then look more
carefully at these limitations, and examine whether this design poses specific challenges for F'TM
localization. We will see that FTM, as designed in 802.11-2016, exposes the mobile device to
severe risks of ranging and location attacks. We call these GPS-like attack, because they copy
in spirit attacks that were developed against the GPS solution. However, we will also see that

these risks can be mitigated with improvements to the Standard.

7.2 GPS Attacks and Remediation

Attacks against FTM, a new protocol, have not been studied much yet. However, attacks
against GPS, also using ToF to known sources, have been widely studied and can be used as
a starting point for our examination. Similar to FTM, the GPS signal available for civilian
usage is neither encrypted nor authenticated. The same limitation is currently true for the other
systems, Gallileo, GLONASS, Michibiki, BeiDou and NavIC, although protection schemes have
been proposed for the BeiDou protocol [136]. The simplest attacks aim at completely jamming
the GPS signal [137], or preventing selected satellite signals from reaching the station [138].
These starvation attacks are efficient, but of course trivial to detect. More elaborate attacks
spoof the identity of one or more valid satellites [139], and provide signals which timing and
timestamps cause the station to misevaluate its distance to the source [140] and compute an

incorrect location [141].
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In some cases, these attacks can be detected. A simple technique is to use Receiver Au-
tonomous Integrity Monitoring (RAIM) [142]. With this technique, the client uses a rolling
subset of satellites, and alerts if any particular satellite contribution provides results inconsis-
tent with the others. This is a simple outlier detection system. We will see that a similar system
can provide a partial protection for FTM, but it is insufficient on its own. Its efficiency in the
case of GPS is also challenged when the attacker carefully injects wrong values progressively.
Therefore, additional techniques are needed, that look at each individual signal. For example,
Foruhandeh et al. [143], fingerprint each satellite signal, and recognize the impersonation by
matching the received signal against the expected signature. Other techniques use fusion (see
section 2.4.3 to compare the GPS-computed location with estimations from other sources, like
cellular towers [144] or accelerometers and other sensors internal to the station [145]. More com-
plex, multi-factor detection methods naturally augment the reliability of the detection [146], for
example when neural networks combine all contributing elements together to determine if one
of them is surfaced as an outlier [147].

All these techniques mitigate the surface attack, but do not completely remove it. A large
trend is to apply to the civil GPS the same authentication and encryption scheme as military
grade GPS [148], thus disabling the spoofing risk, and complement security with resilience fea-
tures to disable the jamming risk [149]. We will see that, if similar attacks affect FTM, the
protection modes offered for GPS only imperfectly apply to the protection of the FTM case.

7.3 GPS-like Attacks on FTM

7.3.1 FTM Location framework

First, we need to recall from Section 4.2 that 802.11 FTM focuses on the ranging exchange
(not the position computation). From its ranging exchange with the RSTA, the ISTA obtains the
(t1,t4) values and uses them with its own (t9,t3) timers to compute its distance to the RSTA,
retaining the shortest ToF from each burst. The ISTA also requests the RSTA LCI. After having
exchanged with different RSTAs, the ISTA can combine distances and LCIs to compute its own
location. Depending on the implementation, the ISTA uses the three sphere method (Section
1.3.3) or a matrix method (Section 1.3.4), possibly (but often) augmented with a filter like
Kalman (Section 1.5). For the context of this chapter, one key element is that the Kalman gain
is used to decide how much of the new estimated location should rely on a prediction based
on the previous location and the user estimated trajectory, and how much should rely on the
new (noisy) values. This aspect will take its importance as we inject invalid measurements. For
this technique like the previous ones, because the measured distances are noisy [150], using more
than 5 to 6 responders offers diminishing incentive, as ranging to each additional RSTA increases

the energy and ranging (airtime) cost with a decreasing accuracy gain.
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7.3.2 Ranging Attacks

FTM exchanges do not require association or any link security because an ISTA will need
to range against multiple AP/RSTAs, but can associate to only AP at a time. An ISTA will
thus range against any AP announcing FTM support without further verification, and FTM is
vulnerable to AP/RSTA impersonation, the equivalent of GPS’ satellite spoofing. 802.11az, the
802.11 Amendment for Enhancements for Positioning that expands FTM, does define a Pre-
Association Security Negotiation (PASN), that can be used to protect the exchanges and will
be examined in depth in Section 7.6, but we will conclude that PASN, as designed in 802.11az,
does not protect well against GPS-like attacks.

Also, as the ISTA is only in control of ¢t and t3, a vector of attack is obviously to feed the
ISTA with invalid ranges by forging custom ¢; and 4 values. In the implementations we tested,
some ISTAs consume the range irrespective of its likelihood in the real world (e.g., a distance of
15 km to the AP). Others use some filtering, but with limited effect. For example, in [151], the
authors ignore ranges 50 percent larger or smaller than the range established in the previous
burst. As long as (t4 — t1) > (t3 — t2) and the (t4 — t1) interval is relatively consistent from one

sample to the next, the ISTA will use the returned numbers.

7.3.3 Position Attacks

Another common point is that all methods use both the distance and the location (LCI)
returned by the RSTA. Thus an attack equivalent to invalid (t4,%1) values is to send an invalid
LCI value for one or more RSTAs. Here again, we have not found an implementation that discards
unrealistic LCIs (e.g., one RSTA reporting to be in Sydney Opera House, the others in the Louvre
museum). All tested implementations simply do their mathematical and computational best to

minimize the error from these various distance and location elements.

7.4 FTM GPS-like attack experiments

We tested these various possible attacks in a FTM deployment. In an open space free from
objects (to avoid localities related to obstacles or reflections, and typical of a shopping-mall
setting), 5 APs are deployed along a 75-meter walk path. APs are positioned 24.8 meters from
each other, at 10.74 meters from the walking path, at 2.9 meters height, in an alternating fashion
represented in Figure 7.1. This structure allocates to each AP a 750-square-meter cell, a typical
Wi-Fi density in public venues. At each 50 cm interval, the ISTA collects 100 range samples
against all detectable APs. The ISTA location is then computed using the three sphere method
(method 1), the distance matrix least squares resolution method (with 4 to 6 RSTAs, method 2)
and the position estimation based on a Kalman filter (method 3), in Matlab. The ranging tests
are run with a Pixel 3, a Compulab ISTA and a laptop running Windows 10 (and Intel AX200
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WiFi card) for the ISTA side, and a Google Wi-Fi AP, a Compulab Responder and a Cisco
Catalyst 9120 access point for the RSTA side. As results are comparable for all combinations,

the Pixel vs Cisco 9120 figures are presented here.

7.4.1 Attack vectors

For an attacker, the different attacks listed in the previous section present consequential

feasibility differences:

— Invalid ¢; and t4: in most systems, the timestamp is computed the chipset DSP microcode.
Control from the operating system is limited. Without such control, one option is to capture
over-the-air an FTM exchange (e.g., using Wireshark), edit the file to change the victim
target MAC address and insert the ¢; and ¢4 values of choice (e.g., using WireEdit), then
use tools like TCPreplay to replay the AP response to the ISTA. This attack requires some
level of preparation. Its outcome is to mislead the ISTA on its real distance to the location
(LCI) reported by the attacker’s AP.

— Invalid LCI: the effect is also to mislead the ISTA on its distance to a reported location,
this time by providing valid (¢1,¢4) but invalid RSTA location. The LCI is provided by
the operating system (e.g., hostapd.conf file in Linux), and is therefore easy to modify,
making invalid LCI injection much easier than t; and t4 modification, unless the attacker

has access to the DSP microcode.

— Session hijacking: the ISTA and RSTA exchange dialog token values. An attacker in-
serting into a valid dialog between an ISTA and a RSTA, for example to substitute the
attacker response to the valid RSTA response, would need to provide the correct token
value in the response. Failure to do so would cause the ISTA to ignore the frame. How-
ever, the systems we tested do not implement a complex token system. Some use a linear
suite (1,2, 3, etc.) Others always use 0 as the token value. Additionally, 2 of the 3 RSTAs
tested allow the user to define the MAC address. A simple injection attack is therefore to
program the attacker RSTA with the victim RSTA MAC address, and let the local system
perform FTM (responding to the ISTA tokens). The effect is ranging confusion, as the
ISTA receives different distances (and LCIs) from what the ISTA assumes to be single

device.

In the experiments below, we found that ¢; and ¢4 manipulation provided similar outcomes
as LCI manipulation, but at the cost of a much higher implementation complexity. Thus, the

LCI attack outcomes are presented. The session hijacking also provided interesting observations.
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[m]

Figure 7.1 — Attacker AP sending 5-m (top), and 35-m biased LCI (bottom), with location com-
puted using three-sphere method (left), matrix resolution (center) and Kalman filter estimation
(right). Victim real position is marked p, forged path e, real AP responders with a triangle and
attacker AP with a square.

7.4.2 Inserting an Invalid RSTA

Throughout these experiments, an attacker AP (AP6) is introduced. The experiments show
that the attacker’s AP physical position is not critical for this phase. When AP6 provides RSTA
service and valid values, the ISTA computed position matches the actual position, regardless of
the computation method, as expected. Next, the LCI sent by the attacker AP is modified to

return an incorrect value, as shown in Figure 7.1.

With a small bias (e.g., 5 meters), the ISTA computed position drifts by at most the bias
value, and reaches its maximum near the attacker AP’s position. Quite naturally, the drift
increases with the bias. However, a large bias may cause a filter mechanism to detect the at-
tacker AP as an outlier (providing values not compatible with the position determined from
the other RSTAs). Additionally, large bias (e.g., 35 meters) may render the position impos-
sible to determine. With the three spheres technique, the reported positions make that the
spheres do not always intersect, resulting in no location results for several points. With an ex-
tended Kalman filter, the path becomes incoherent (even if the ISTA continues to compute a
position, a normal user would soon identify that one cannot walk in a straight line and yet
be on such convoluted path). The reason for such incoherence lies in the way the Kalman fil-
ter technique is applied. As the goal is to resolve standard Euclidean distance equations (in
the form d = \/(uZ —uy)? + (vi —vy)? + (w; — wy)? + b;) the extended Kalman filter technique

seeks derivatives of the state matrix and the distance measurement matrix before applying the

163



Chapter 7 — Protecting the FTM Exchanges

Kalman process, and determining the relative weight given to the observation and the prediction
when computing the next likely position (see Section 1.5). The filter becomes better at predict-
ing the next state when noise is comparable across RSTAs. But when the ISTA switches to a
faulty RSTA, suddenly providing incoherent values (as it is the case with this attack model),
then the measurements suddenly largely exceed the range of expected errors. The Kalman gain
soon increases the weight of measurements over prediction, but the reactive process, coupled to
the fact that derivatives are sought from ranging against a different contributor, causes the re-
sulting state matrix to display sudden changes of direction as the new contributor data becomes
dominant. It is worth noting that this effect is known for the Extended Kalman Filter (it is not

an optimal estimator in cases when one AP provides values beyond the expected noise range).

7.4.3 Spoofing valid RSTAs

In this phase, the attacker impersonates a valid RSTA MAC address. Such action causes
both the valid RTSA and the attacker RSTA to respond to the ISTA queries for ranging. A
confusion attack would have the attacker RSTA respond with different parameters than the
valid RSTA. Depending on the implementation, such response might cause the ISTA to ignore
the valid RSTA parameters, or to fail during the ranging exchanges (as the exchanges do not
match the parameters that the ISTA recorded).

A more interesting attack is to let the valid RSTA respond, then have the attacker RSTA
insert FTM ranging frames within the valid exchanges. The ISTA then undergoes more exchanges
than it expects (e.g., receiving 16 frames in a burst where it expects 8). On all observed ISTAs,
the client considers the exchanges that can take place within the defined burst duration (and
ignores RSTA FTM messages beyond the expected end of the burst), even if the burst contains
more than the expected count of exchanges. On all observed RSTAs, the FTM exchanges also
stop at the end of the burst duration (but each RSTA does not attempt more than the expected
count of exchange within each burst). Thus, it seems that current implementations allow the
ISTA to perform more exchanges than agreed upon, within the limit set by the burst duration.
The net effect is that the ISTA receives half its ranges from the valid RSTA, and half from the
attacker RSTA. The ISTA retains the shortest distance in the burst, as explained in Section 4.4.
All observed ISTAs also do not consider the LCI as a fixed object. In other words, in the ISTAs
we observed, each return to the channel causes the ISTA to query for the LCI again as part
of the FTM exchange. In this circumstance, the ISTA receives 2 sets of LCIs. All the observed
ISTAs record both received LClIs in their logs, but continue to display the second one for the
burst analysis.

Therefore, in order to be preferred to the valid RSTA, the attacker first needs to make sure
that the distance offered to the attacker RSTA is less than to the valid RSTA (as the ISTA

retains the shortest distance in the burst). The attacker can hard code that distance in the ¢;
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Figure 7.2 — Leading a victim toward a target point, with the three-sphere method (left), least
squares (center) and Kalman filter (two LCI set technique, right).

and t4 values, or make sure to position the attacker AP closer to the victim walking path than the
real AP. In a public venue where walking paths and valid APs positions are commonly known,
choosing the right AP to target (e.g., an AP away from the public walking path) makes that
phase trivial. Then, the attacker can modify the LCI at each exchange to lure the victim away
from the intended path. Replaying the LCI value several times can ensure that the attacker’s
value is received after the valid AP LCI in each burst, and thus preferred.

With these precautions in place, the effect observed is that the attacker’s AP is substituted to
the valid RSTA for most bursts. Although the ISTA ranges to both RSTAs, the values from the
attacker are statistically retained more often, thus effectively resulting in valid AP suppression

and replacement.

7.4.4 Leading the victim to a target location

We now show that careful parameter injection can be used to lead the ISTA to a location of
the attacker choosing. Such possibility may have dire consequences in settings where FTM is used
for business-critical navigation (computer-on-wheels in healthcare, guided robots in factories,
etc.)

Naturally, each location computation technique incorporates a different set of noisy distances
and parameters from which location is computed. Therefore, an efficient attack should account
for the type of localization equation in use by the victim device. In most cases, the victim
will not choose the formula, but use the method incorporated in the operating system or the
navigation app of choice. It is expected that a small set of large actors will provide the bulk of
the multilateration algorithms. Thus, it is likely that knowing the victim device will allow the
attacker to determine the localization method in use.

To illustrate such approach, the attacker apparatus is positioned near AP3 (marked AP 6
in Figure 7.2). The apparatus is comprised of 3 Compulab RSTAs, set to AP1, AP3 and AP5
channels and MAC addresses respectively. The apparatus is closer to the walking path than
AP1, AP3 and AP5 between the marks on the path in Figure 5.6. Because the attacker now

impersonates 3 systems, and because the number of expected contributing RSTAs is limited as
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explained in Section 7.3.1, the outlier filtering system fails (no single isolated outlier AP).

The goal of the attacker is then to provide ranging values pushing the victim toward a
point between AP2 and AP4 (marked with a cross in the figure). The task becomes trivial
with Equation (1.10) and the three-sphere technique. To build LCIs with that method, any
impersonated AP is chosen to assume the position at the origin and provides any arbitrary
reference LCI value. Then, from the known distance from the apparatus to the point where the
victim should be led (and its matching coordinates y), the system of equation can be solved to
find the LCIs to be announced by the other impersonated APs. From Equation (1.10):

u? — 2ujuy, + d? — d? =0. (7.1)

The only unknown is u;, which can be found as:

2uy £ \[4uF — 4(d? — &2)
U; = )
2

(7.2)

where (0,0, 0) is the LCI of choice for the first impersonated AP. Out of the 2 possible solutions,

choosing the smaller u; limits the risk of outlier detection. Here, v; = v; = 0. Then:
Vi — 2upvy — 2uguy + di — di +uj = 0. (7.3)

Both uj and v are unknown in this system, but by expressing v as a function of ug:

20, + 2\/05 —d? + dF — ul + 2ukuy

v = 7.4

A y (7.4)
The attacker can choose an arbitrary value of ug so that:

up — 2upiy, — Uz +d? —di <0. (7.5)

In other words, uy is an arbitrary number in the range [p, ¢] that satisfies pg = —vg + d? — d,%

and p 4+ ¢ = —2u,. As all other values are known to the attacker, the determination is a simple

factoring exercise.

Once the attacker’s APs are positioned, the victim system will measure noisy distances, but
the optimal solution will lead the victim toward the intended point. As the computation includes
the contribution of valid APs at some stage of the path, the location result is increasingly biased
toward the attacker’s APs data as the victim advances on the path, as can be seen on the left
of Figure 7.2.

The same logic is applicable to the multi-sphere (least squares) technique. Let’s suppose the

more complex case, 6 contributors, including 3 valid APs (i, j, k) and the three attacker APs
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(a1, asz,a3). In Equation (1.16), for each AP under the attacker control, y is the intended target
destination (we write y;), while for each valid AP, y is the true victim position (we write y;),
which can be known by deciding the real location of the victim when the location app computes
the intended target position. The distances d; to all contributing APs are known from the (t1,4)

values measured at that real position. Thus, we can rewrite the minimization goal as:

min[(|ye —il| — di)* + (lye — jl| — d))*
+ (llye = &l = di)* + (llys — arl] = day)” (7.6)
+ (Ilyi — azll = day)® + ([lys — asl| — das)?]

The only unknowns are therefore the announced positions i of the attacker’s APs that minimize
the error at the target position. A simple solution is to insert two arbitrary positions, and let
the system solve for the third. This solution is functional, but might output a LCI for the third
AP far from the others. In order to minimize the risk of outlier detection, an efficient approach
is to wrap this algorithm into another gradient descent structure. With this method, the first
2 APs are set at initial arbitrary positions, the third AP location is found, then a loop rumns,
where step-wise changes to the initial 2 AP positions are made so as to minimize the differences
between all 3 resulting LCIs. Once such system is found, the victim can be led to the intended
location, as displayed in the center part of Figure 7.2. The Kalman filter case is slightly different.
The solution proposed for the least squares approach above is also functional with the Kalman
method, misleading the ISTA to compute its position as the target location. However, as can
be seen in the lower right part of Figure 7.1, the effect is also to cause an incoherent trajectory
(reporting a sharp turn while the user is walking along a straight line). To avoid this risk, an
additional step is to identify intermediate positions where the attacker would want to smoothen
the curve, determine the optimal victim position at that point, and generate a set of attacker
APs LCIs accordingly. The attacker announces a first set of LCIs (or timestamps), then a next
set as the victim passes key points. The effect of such modification can be seen in the right part
of Figure 7.2, with an initial set of forged LCIs, then a second set announced as the victim passes
the traversal (blue) line. The process needed for such attack in the Kalman Filter case is similar
in concept to the Least Square cases, where a loop computes the LCI set that minimizes the
differences between the spoofed APs announced positions, but is more laborious, as the range at
which the announced LCls are efficient in fooling the victim is limited. It is likely that the effort

involved will match the value of leading the victim to the target point without raising suspicion.
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7.5 Limitations of Existing Protection Techniques

FTM is not the only location solution relying on distances, and not the only 802.11 technology
where data validation is required, so one could think that the problem is well-known and possibly
solved through these other techniques. However, we will now see that thes protections do not

apply well to FTM. 802.11 also does not offer viable solutions in its current form.

7.5.1 Applicability Limitation of GPS-attack Solutions

In particular, GPS-attack protections that apply fusion techniques prove inefficient for FTM.
These techniques use a primary source, and one or more secondary (less accurate or reliable)
sources. The values coming from the secondary sources are used to spot outliers in the primary
source, but then the primary source data is still used to contribute to the location computation.
In other words, the secondary sources augment, but do not replace, the primary source. GPS is
commonly not available inside buildings, and cell tower triangulation is also usually not possible.
The STA can collect information from movement sensors (gyroscopes etc.), but their validity
dissolves with distance [152], and a free-form indoor walking path gets complex very fast (faster
than outdoor, on guided tracks like a road or sidewalk). Therefore, without an additional reliable
source of reference, the STA cannot compensate for a progressive and continuous injection of
invalid parameters. This difficulty is amplified by the fact that Wi-Fi ToF values are usually
noisy. With obstacles and multipath, there is no correlation between the AP signal strength
and the calculated distance, and the precision of measurement is low. Therefore, fusion is not a
sustainable solution for FTM.

Other GPS attack protection techniques that rely on signature and fingerprinting are also
not transferable. With billions of Wi-Fi APs on the planet, and the assumption that a core use
case for FTM is a human with a handheld device (e.g., a smartphone) in an unfamiliar venue,
the designers of FTM have not implemented any validation technique, and there is no global
database that the ISTA could use to verify the identity of each AP in range.

Therefore, although the attack exposure of FTM is similar to that of GPS attacks, the par-
ticularities of FTM makes that the solutions for GPS-attack mitigation cannot be transparently

transposed to the FTM case.

7.5.2 Limitations of IEEE 802.11 Solutions

Another avenue to explore could be to leverage 802.11 existing solutions. For example, 802.11
association can be followed with a mutual authentication mechanism, where both the STA
and the infrastructure prove that they know a shared secret (which is a proof that the AP
is legitimate). It could be suggested to use this mechanism to protect the FTM exchanges.
However, besides the difficulty that each ISTA would need to be configured with credentials for
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the local SSID, the entire procedure commonly takes 300 milliseconds (and can take more than
one second when the 802.1X/EAP part relies on an external RADIUS server). Once association
is complete, the STA can leave the AP cell and re-join with a re-association process, which delay
is much shorter (80 to 100 ms).

This overhead can cause several problems. A first immediate issue is time consumption. In
the FTM negotiation, the ISTA and the RSTA agree to meet on the channel at pre-determined
points in time to exchange FTM frames in a burst. The designers understood that either side
may be delayed. For this reason, the burst duration can last up to 128 ms. During that interval,
each side will attempt to be on the channel and perform ranging. The ISTA will listen on the
channel, waiting for the RSTA first FTM frame of the burst. The RSTA will send the first FTM
frame, and wait for the first acknowledgement response from the ISTA (then retries repeatedly
until the end of the burst when no acknowledgment is received). The ISTA and the RSTA also
agree on an inter-burst interval, but if during that interval the ISTA goes to another channel
and does not know if it will spend there 80 ms, 300 ms or more than a second before coming
back, failed bursts are guaranteed to be a common occurrence. This would not be a reasonable

design.

Another issue is the processing cost on the RSTA. The ISTA and RSTA negotiate a number
of bursts (between 1 and 16384). If the ISTA reassociates for each new burst, then the AP
potentially has to manage 16384 reassociation procedures per client and FTM session, each with
a computing cost related to key verification (not to mention 80 ms inserted delay each time).
A few stations performing rapid-fire ranging with multiple APs are susceptible to exhaust the
APs computing resources. For these reasons, relying on 802.11 authentication has never been

considered as a viable solution by the 802.11 designers of FTM.

These limitations do not mean that the ISTA cannot associate and perform FTM. The ISTA
could associate with one AP, perform FTM with that AP, then go to other channels and perform
unassociated and unprotected exchanges with the other APs. Quite obviously, this mode would

offer very limited protection.

802.11az PASN is also an interesting direction to explore. PASN exists in two modes. One
mode supposes the existence of pre-existing shared keying material between the ISTA and the
RSTA. In that mode, the ISTA and the RSTA then form what 802.11 calls a Robust Security
Network Association (RSNA) authentication, in that they create a secure link and authenticate
each other. This mode is efficient to protect from spoofing, as an attacker AP would not have the
valid keying material, and would therefore not be able to insert frames in the exchange between
an ISTA and a valid RSTA.

One clear limitation of this mode is the requirement to pre-populate the ISTA with the
keying material. This is easily possible in a private setting (e.g., a factory with a single WLAN

system). However, in a public venue, this constraint becomes difficult to overcome, even for a
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device that is expected to be familiar with the venue (e.g., a self-driving shuttle or delivery
robot in a shopping mall). It is likely that there will be many APs and SSIDs (for example, an
American shopping mall commonly includes 4 or 5 anchor large stores, and several dozens of
small shops in between). APs may communicate over the back-end, but it is unlikely that the
ISTA would have credentials for all stores and SSIDs. Even in a private setting, it is common
to find zones with different SSIDs (for example department names in a hospital), forcing the
implementers to configure multiple profiles on the device, even if the APs communicate with the
same backend infrastructure (and thus even if the device credentials would be the same for all
SSIDs).

Thus RSNA PASN provides an interesting, but incomplete direction for FTM protection.
PASN also exists in a non-RSNA mode, where no initial keying material exists between the
STA and the APs. In that case, a protected, but unauthenticated link is established ad-hoc
between the STA and each AP, creating what some call "trust at first sight". The frames that
the STA and the AP exchange (including FTM) are then encrypted. In this scenario, (t1,%4)
and possibly LCI values can be protected from eavesdroppers. A similar unauthenticated but
encrypted link is formed between the ISTA and each and any other AP with which the ISTA
needs to range. This mode simplifies the deployment (no pre-existing keying material required),
but does not include any validation structure. Thus, an attacker can pretend to be an additional
AP in the system, or can impersonate (spoof) a valid AP. The ISTA would then establish an
unauthenticated but encrypted connection to that rogue AP, with no means to know that the
AP is invalid and send forged (t¢1,t4) and LCI values. The only protections that this mode offers
are exchange obfuscation (an observer cannot see the values exchanged between the ISTA and
RSTA) and session hijacking protection (an attacker can spoof the identity of a valid AP at the
time of a new FTM session establishment, but cannot insert rogue values once a session has
started with a valid AP).

7.6 A Crowd-Wisdom FTM Attack Exposure Mitigation Solu-

tion

Clearly, RSNA PASN is a good option for environments with a single SSID and a device
that is familiar with the venue (and thus can be programmed with keying material). However,
in environments with a single WLAN infrastructure but multiple SSIDs, or multiple neighboring
WLAN infrastructures, or environments with which the device is not familiar (thus does not
possess any keying material), RSNA PASN shows its limitation, and non-RSNA PASN offers no
real protection.

For these environments, it is difficult to establish trust when no APs are known. However,

we propose a mechanism to reduce the likelihood that a given contributing AP would be an
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attacker’s. In a setting where there is no authentication, and no protected exchange, all exchanges
are open to all abuses, and we do not believe that an easy remediation is possible. However, if
an initial protection can be built between an ISTA and a first AP, we believe that partial further
protection becomes possible. We write “partial” because without authentication, the protection
stays limited, but it can be implemented in a way that makes the attack less trivial, and thus
less attractive to an amateur attacker. Therefore, we next examine partial remediation options

for cases where the ISTA is not associated to a network but can establish a protected link to
APs.

7.6.1 Modified FTM AP Sorting Algorithm

One key assumption for this method is that the venue presents several APs announcing the
same SSID. These APs communicate with each other (either in a mesh fashion, or because they
are connected to the same management system, e.g., a WLAN controller). Other APs may be
present in the same RF space, forming individual islands of Wi-Fi coverage around individual
or shared SSIDs. In this environment, it is unlikely that the attacker can become the dominant
system, 7.e., deploy with impunity more APs than the valid network, without causing multiple
rogue alarms on the main system and being detected. Most managed Wi-Fi systems can identify
AP MAC address spoofing or SSID impersonation. An attacker can deploy one or a few temporal
(physical or virtual) RSTAs for the duration of the attack, but is unlikely to have deployed a
system larger than the venue legitimate WLAN infrastructure.

When initiating an FTM session, the ISTA needs to first establish a list of possible RSTAs.
The ISTA starts by scanning all channels (standard 802.11 discovery) and establishes the list of
channels and AP MAC addresses (Basic Service Set identifiers, BSSIDs) offering RSTA services.
In traditional FTM, the ISTA would then directly start ranging against the first AP (i.e., the AP
with the strongest signal, or the AP on the lowest channel in the band). We now propose instead
that the ISTA sorts the BSSIDs by signal level, then considers BSSIDs within the same signal
level (RSSI) range (e.g., within 6 dB of each other) as being a single system (for a reason that
will become apparent later). We then propose that the ISTA operates a second sort, grouping
the BSSIDs by their announced SSID. Thus, we propose that the ISTA starts by ranging against
the RSTAs representing the largest system (max BSSID count for the given SSID). This first
step is precautionary and does no offer any strong protection, but decreases the likelihood of
ranging against a lone attacker, as will be seen.

We then suggest that the ISTA selects one BSSID at random within the largest SSID group,
and first establishes a protected link to the RSTA, using PASN (likely, the non-RSNA PASN
flavor). The goal of such link is to protect the exchange from eavesdropping. Although the largest
group is likely to be a valid system, the attacker may impersonate one AP of the valid system,
and thus it is possible that the first AP may belong to the attacker.
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7.6.2 PASN and 802.11r

We then propose an augmentation of PASN, that we call PASN-FT, to allow secure link pre-
establishment to other APs. FT, or 802.11 Basic Service Set (BSS) Fast Transition (FT), was
defined in the 802.11r-2008 amendment (integrated in the 2012 version of the 802.11 Standard),
and is intended for RSNA, fast roaming key exchanges for associated STAs. In this mode, a
STA first establishes a secure association (RSNA) with an AP. During that process, the 802.11
choreography allows for AP and STA mutual validation (as they both have to prove to the other
that they have the right temporal keying material). The 802.11-FT process incorporates two

major changes to the previous 802.11 association process:

— The AP advertises a Mobility Domain Element (MDE), which is a string representing the
domain, i.e., the set of APs between which fast transition will be possible. The string is
commonly an arbitrary set of characters (it does not need to have a meaning, and just
needs to be common between APs participating to the same group). When roaming, the
STA selects APs that advertise the same MDE.

— 802.11r establishes a new key hierarchy. Upon a STA first association, the WLAN infras-
tructures establishes a first Pairwise Master Key (PMK-R0). This key is derived from the
Master Session Key (MSK), which is formed on the client side and the infrastructure side
through the regular authentication process defined for 802.11. In a non-FT mode, the PSK
is directly derived from the MSK (the PSK is the first 256 bits of the MSK). With FT,
the PMK-RO is derived by also integrating other elements, such as the value of the domain
in the MDE, the SSID name, the STA MAC address and the identifier of the first entity
with which the client establishes this first keying material (this can be the first AP MAC
address, or a value for a centralized WLAN controller; this entity is later identified as the
holder of the PMK-RO0, or ROKH-ID). Then, for each AP, a PMK-R1 is established, built
from the PMK-RO value, the MAC address of the client and the MAC address of the target
AP. When a STA needs to establish a communication with a first AP, it is provided the
elements it needs to compute PMK-RO0 from the MSK (that the client should be able to
derive during the authentication phase, from its credentials or a pre-shared key). The client
can then compute the PMK-RI1 to associate with any AP in the domain, if the AP MAC
address is known. From the PMK-R1, other keys are derived (temporal unicast keys).

This key hierarchy allows BSS-FT to enable a fast transition mode. When a STA needs to
roam to a neighboring AP, a non-FT mode would mean that the STA should deassociate from
the current AP, associate to the next AP, then undergo the full authentication exchange in order
to derive a new PMK. This process can take a long time, as detailed in Section 7.5. With FT,
the keying material required for association to the next AP can be derived while the STA is still
associated to the first AP. BSS-FT allows two modes for that process:
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— With the Over-the-air mode (OTA), the STA sends to the next AP an FT authentication
request, that includes the PMK-RO Name, the MDE, and a Fast Transition Information
Element that includes the ROKH-ID. These elements allow the next AP to determine
if it can build a PMK-R1. If the answer is positive, the next AP responds with an FT
authentication response, that includes the elements the STA needs to derive the PMK-R1
value for the next AP.

— With the Over the Distribution System method (Over-the-DS), the STA first identifies the
target next AP, then sends to its current AP an action frame requesting the establishment
of keying material with the target AP. The request also includes the PMK-R0O Name, the
MDE value and the ROKH-ID. The current AP should relay this request over the wire
to the target AP. Similar to above, the target AP should determine if it can build the
PMK-R1, and reply through the current AP (over the wire) if the answer is positive, with
a frame containing the elements the STA needs to derive the PMK-R1 value for the next
AP.

In both cases, the STA is then ready to communicate securely with the next AP. At any time,
the STA can deassociate from the current AP, and send a reassociation request to the next AP,
mentioning the PMK-R1 Name, the MDE, the ROKH-ID and the MAC of the target AP. The
STA also mentions a message integrity check (MIC) that proves that the STA has the right

keying materiel. The next AP replies in kind, and data communication can resume immediately.

7.6.3 PASN FT

802.11 BSS-FT was intended for associated STAs. However, we propose to adapt FT princi-
ples to the PASN case by adding to PASN exchanges the FT elements that do not strictly force
the STA to undergo an association.

Thus, in this method, all APs part of the same infrastructure include the MDE in their probe
responses and beacons. This informs the STA about which APs are claiming to be part of the
same domain.

In PASN;, the STA seeking to establish a secure link sends a first PASN 802.11 authentication
frame to the first AP. The frame may include base Authentication and Key Management (AKM)
parameters (if there is a pre-existing keying material that the STA can use), but also includes
an ephemeral public key that the STA wishes to use (the STA also generates internally the
matching private key). We add the MDE value to this frame.

In PASN, the AP responds with a second PASN authentication frame that includes the AP
temporal public key (the AP also generates internally the matching private key), and optionally
base AKM parameters (if the STA included them). We also add the MDE value to this frame.

In PASN, the STA then responds with a third PASN 802.11 authentication frame, that serves

as an acknowledgment to the exchange. We reuse this frame unchanged.
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At this point, the STA has established keying material with the AP and can undergo pro-
tected exchanges. With PASN, the secure link is established with a single AP at a time (the
AP with which the STA wishes to communicate). We augment this procedure by allowing an
Over-the-DS key pre-establishment with other APs. An OTA mode would also be possible, but
presents limited added value. From an airtime consumption standpoint, the amount of frames
to exchange would be equivalent to a direct PASN exchange with the next AP (thus bringing
no airtime consumption, and no process time consumption, advantage). From a security stand-
point, both the Over-the-DS and OTA modes prove that that the first AP has a trusted backend
relationship with the second AP, thus that they belong to the same infrastructure. The OTA
mode thus does not surface specific advantages.

The Over-the-DS PASN FT is illustrated in Figure 7.3, and works as follows:

— When in need to communicate securely with a second AP, the STA sends to the current AP
a PASN FT authentication frame wrapped in a protected (robust) action frame. The frame
resembles the PASN first frame, but also includes the MDE, and a Fast Transition Element
(FTE) that includes the target AP BSSID (MAC address), and also the client intended
MAC address (called SOKH-ID) for exchanging with the next AP. This last element offers
an interesting additional protection. The STA can decide to use a different MAC address
for its dialog with the next AP (using locally administered MAC addresses). As the frame is
encrypted with the current AP public key, this value is obfuscated from an eavesdropper’s
view. This way, the infrastructure can keep track of the client queries while observers do

not see a single STA.

— The current AP forwards this frame over the backend to the next AP. The next AP
responds over the DS with a frame that resembles the PASN second frame, but also
includes the MDE, the second AP MAC address, the target STA current MAC address
(used by the STA to send the first PASN FT frame to the current AP) and the SOKH-ID.
The frame also includes the FTE that includes a timeout value. This value tells the STA

the interval for which the current keying material will be valid.

— The current AP relays the frame to the STA. The STA validates the frame components, and
returns an acknowledgement frame. The frame resembles the PASN third authentication
frame, but also includes the FTE that mentions the next AP MAC address, and the client
intended MAC address (SOKH-ID).

At this point, the STA is ready to communicate securely with the next AP. Within the
timeout interval specified by the next AP, the STA can switch to the next AP channel and
directly send protected data (using as a source MAC the SOKH-ID value). The STA can this
way pre-establish secure links with a multiplicity of APs, then switch to their respective channel

in turn to proceed to protected FTM exchanges.
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STA/ AP/

supplicant Authenticator Target AP

802.11 Authentication(1, PASN-FT, RSNE(Base AKM,
PMKID[0...n]), [RSNXE], S-Ephemeral Pub, PASN
Parameters, Base AKM Data-1, MDE, FTE (SOKH-ID)

.
i

802.11 Authentication(1, PASN-FT, RSNE(Base AKM,
PMKID[0...n]), [RSNXE], S-Ephemeral Pub, PASN
Parameters, Base AKM Data-1, MDE

802.11 Authentication(3, PASN-FT,
Base AKM Data-3, MIC, FTE)

Figure 7.3 — Proposed PASN-FT choreography. The elements that diverge from strict PASN are
labelled in boldface.

This process does not guarantee that no attacker will insert in the exchange. However, this

methods greatly limits the risks, as four permutations and scenarios are possible:

Next AP
o Legitimate | Attacker
Current AP
Legitimate (1) (2)
Attacker (3) (4)

1. The APs can communicate over the backend and the STA can successfully establish a

secure connection to the next AP.

2. The legitimate AP does not have a trusted relationship to the attacker AP, and rejects
the PASN-FT request from the STA.

3. The attacker AP may attempt to pass the PASN FT request to the legitimate AP, but
they do not have a backend trusted relationship. The attempt fails and the STA does not

receive a response from the next AP.

4. The APs may communicate over the backend, and the STA may be able to successfully

establish a secure connection with the next AP.

It should be noted that, because the STA merges RSTAs with the same RSSI as indicated above,

scenario (4) only succeeds if the attacker has positioned 2 different physical APs. Scenarios (2)
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and (3) do not directly allow the STA to determine that one AP is illegitimate. From the STA
viewpoint, the PASN FT process failed, possibly because one of the APs is illegitimate, or
because both APs are legitimate but in disjoint systems (a less common, but possible case).
However, as the process repeats with more APs, the STA surfaces groups of APs that have
a backend trusted relationship, and outliers APs (APp) that are not trusted by others (because
requests made to an APy to PASN FT toward other APs will usually fail, and requests made
to other APs to PASN FT toward an APp will also usually fail, unless the other AP is also
an APp). The STA can then use these groups of largest APs having a trusted relationship as
the set of RSTA from which location is computed. These are likely to be legitimate, unless the

attacker is the dominant system in the venue.

7.7 Experimental Validation

We tested this method in two different environments. The first setting is similar to the attack
test setup described earlier (5 legitimate APs, and the attacker emulating one to three APs),

and leads to the following observations:

1. The attack fails in 100% of cases where the attacker presents a single AP. This is likely
because that AP cannot form a group large enough to be usable (and of course the AP
also fails to establish PASN-FT with the other APs).

2. When the attacker emulates three APs, the attack fails if the APs are all emulated from the
same physical system (e.g., virtual APs on the same laptop, or physical APs at the same
location). Despite RF signal stochasticity, all APs then present an RSSI in the same range
and get merged by the filtering procedure (thus leading the STA to the same conclusion

as above).

3. When the attacker deploys 3 non-co-located APs (see Figure 7.1 bottom), the attack fails
for any localization method using 4 APs or more (center, matrix-based localization). This
outcome is expected. For localization method using 3 APs, the attacker system becomes
self-sufficient and may partially succeed. With the 3-sphere and matrix methods, the STA
temporarily follows the attacker’s data, then suddenly jumps back to the correct trajectory
as soon as contributors from the valid system are introduced (left). When using Kalman
filtering, the slide toward the correct path is progressive, as the system arbitrates between

the observed and the computed values (right).

4. The above attack succeeds only if the attacker system is within the first 3 APs to be
attempted by the STA, and if the attacker system is large enough to be entirely sufficient
for the STA calculations (i.e., 3 APs for the 3-sphere methods, and up to 6 APs for other
methods). The STA then forms 2 groups of non-compatible sets (the legitimate APs, and
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7.7. Experimental Validation
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Figure 7.4 — Attack attempts with PASN-FT.

the attacker’s APs) and can then randomly consider the location by the valid AP set, or
the attacker’s AP set.

The second setting is a shopping mall with 4 major store anchors and a multiplicity of smaller
stores, each with an individual SSID. The mall is set on two floors, and Figure 7.4 represents
the ground floor. A user walks along the main corridor path, from bottom to top (represented
by a dashed line).

In this environment, without changes, the attack fails in all attempts. One likely reason is
that, at any point of the path, 9 to 11 APs can be heard that form groups larger than 4 APs,
from a combination of the main mall Wi-Fi and one of the anchors’. In such environment, the
attacker is unable to establish a system large (and distributed) enough to compete with one of
the valid groups.

Forcing the ISTA to ignore the main mall Wi-Fi (supposing a targeted denial of service) does
not allow for an attack vector either, because at least one of the anchors’ Wi-Fi can be detected
from any location along the path (commonly with 4 APs or more). In some areas (mid-point on
the walking path), only one anchor’s SSID is detectable, and its APs are all in the same direction
(to the right). Location precision dilution occurs in this zone if only the anchor’s SSID is used.
Adding the smaller stores RSTAS restores the precision. Even when an individual store does not
allow for PASN-FT with others, the anchor’s RSTAs serve as a reference and the attacker is
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also identified as an outlier (when injecting forged LCI or (¢1,t4) values causing an error larger
than that resulting from computing location with valid RSTAs).

Forcing the ISTA to also ignore the anchors’” Wi-Fi systems provides only a mild attack
vector. Although each store display a specific SSID, in effect, many of the smaller stores use
APs managed by the mall (and therefore would be displaying the same MDE value), even
as most stores complement the system with home or small-business grade APs. These other
APs may not communicate with one another over the wire. It is only when removing all small
store APs that communicate over the wire that the attack succeeds. However, such a dramatic
scenario (all major stores, and the entire shopping mall main WLANSs are disabled, only isolated

single-AP SSIDs remain) is unlikely in a real environment.

7.8 Conclusion

In this chapter, we have shown that 802.11 FTM is vulnerable to ranging and location attacks.
As the client does not know in advance the APs, and as the exchanges are neither authenticated
nor protected, an attacker can easily insert an additional AP that provides invalid ranging or
position (LCI) information. The client has limited ability to distinguish the attacker’s from valid
APs, and tends to integrate the data provided by the attacker, if it is not excessively implausible,
into its location computation.

The existing IEEE 802.11 Standard, along with a modification of the PASN protocol to allow
for fast transition between APs, can be used to mitigate the attack exposure. The effect of these
simple changes is to turn the attack from "trivial" to "challenging". There is still a weak vector
left, where the attacker is one of the first APs picked by the ISTA and has deployed a system as
large as the main WLAN. Further modification of the technology, where deeper key exchanges

occur between the client and a trusted infrastructure, will be needed to solve this last limitation.
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CONCLUSION

Concluding Remarks

The explosion of smartphones and other personal devices has changed the way location is
consumed. A device in hand, users expect accurate navigation outdoor ("blue dot"), and have
extended this expectation to the indoor environment. With most people carrying a personal
device, businesses can track individual key resources, or obtain statistics on foot traffic, all in
near real time.

However, these possibilities are also met with new constraints, where the location of a per-
sonal device steps into privacy territory. Therefore, a modern localization technology should
offer the incentive of a blue dot for the end user, but with the guarantee of privacy protection,
letting the device share its location only through an opt-in mechanism. The technology should
also offer advantages to the infrastructure owner, allowing for the location of assets where and
when needed, and anonymized foot traffic patterns where required.

In this study, we saw how outdoor localization techniques solved these challenges. GPS only
focuses on the blue dot, and therefore respects privacy while providing an accuracy of a few
meters. However, it is often said that GPS was an accident of History, where a system that was
designed for a very specific and small set of customers (the US army) was extended to the general
public because of fortuitous circumstances. Thus GPS only benefit the end user. By contrast,
LTE technologies offer location for both sides, and have implemented multiple techniques to
solve the various use cases. It may not be entirely technically true that all requirements of
a modern localization protocol are fulfilled, but the difficulty for an attacker to insert into a
licensed spectrum makes that privacy challenges are dimmed in the LTE world.

As the user enters a building, GPS and LTE may start suffering from performance degrada-
tion. Other techniques then need to be added to maintain location accuracy. Among all tech-
niques, those that rely on RF communications present a great potential, primarily because they
are already being deployed for other purposes (e.g., data communication). Naturally, 802.11 is a
fundamental candidate, as most indoor environments where smartphones are likely to be found
also are likely to have an 802.11 setup. Despite a long history, the indoor localization techniques
based on 802.11 exchanges have become challenged. The efficiency of the blue dot solutions are
limited by the infrastructure short life-cycle. The localization techniques use by venue owners
were using frames that clients send less and less, making infrastructure-based location an im-

perfect technique in search of a replacement option. In this context, FTM appears as a great
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candidate. Developed in the last few years, the protocol could benefit from the 21%¢ century
requirements for location determination. Based on 802.11, the protocol has a great potential for
wide adoption.

However, we saw that the protocol suffers from multiple design limitations. Focusing on the
blue dot scenario, the protocol lacked attractiveness for infrastructure owners, and we saw how
we helped fill this gap [4] by adding an ranging feedback from the ISTA to the RSTA.

FTM also made the assumption that, in a place where no GPS signal would be available, the
geo-location of the APs would somehow still easily be known. This assumption is unfortunately
untrue almost everywhere. We thus proposed a solution to extend GPS from the outside [7] [9]
[8], to seed location information where it is available, and then have the RSTAs dynamically
learn their relative position to one another and automatically learn their geo-location.

Another issue we identified was that FTM provided no guidance on what parameters should
be used for each ranging scenario. The outcome of this limitation was that each vendor would
implement the parameters they though would be best, resulting in an ability for an attacker
to fingerprint an individual station, just by looking at the station FTM exchange pattern. We
offered a solution [10] to provide stricter parameter requirements, and today all stations imple-
ment similar FTM parameters, the same way, making fingerprinting based on FTM patterns a
risk of the past.

A last issue we identified was that FTM exchanges were not, and could not easily be protected
in the Standard context were the technology was developed. An effect of this limitation was that
an attacker could not only attack FTM ranging and location, but could use these weaknesses
to drive an unsuspecting device to a destination of the attacker’s choice [11]. We proposed
improvements to the 802.11 Standard and a stricter ranging procedure to mitigate this risk.
These improvements are proposed for insertion into the 802.11 Standard [5] [6], and we hope

that ranging and location attacks will become much harder as a result.

Perspectives and Future Work

At this stage, we believe that FTM has become a safe and precise technology that can be
deployed to solve several indoor location use cases. We are happy to see that major infrastructure
vendors are starting to deploy support of FTM on their access points.

Yet indoor location is far from being solved. FTM itself still suffers from unaddressed design
limitations. For example, there is no procedure to exchange with the client device, so as to
offer an option to opt-in. Without such mechanism, receiving the user consent is impossible,
and device tracking feedback will face the obstacle of privacy laws in many countries for years
to come. In a future work, we plan to suggest the insertion into the 802.11 Standard of such

opt-in messaging within the initial FTM exchanges. Additionally, the passive mode supposes
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that the RSTA local time is automatically translated into the station time, but we know how
this conversion is difficult. Another axis of future work will be to suggest a inter-RSTA clock
synchronization exchange structure, and a method for the ISTA to align its time to that of the
RSTA constellation.

Passive mode is great in public venue, but FTM does not include a messaging system for
the APs to express the nature of the environment where they are deployed. This limitation adds
deployment shortcomings. For example, in hazardous and other dangerous areas, there is no
mechanism for the infrastructure to express to the station that tracking in real time is mandatory
for user safety. Adding such environmental information is also part of our envisioned future work.
Last, FTM has no mechanism to protect the AP LCI. Such protection could establish a different
LCI accuracy level based on the identity of the requesting station, providing high accuracy LCI
to staff and personnel, and only low accuracy to unassociated stations. Thus, although we believe
that FTM has reached a point where it is a good solution for indoor positioning, there is still a
lot of work to be done to make a "good" protocol a "modern" protocol.

We also think that indoor localization will be solved like in the outdoor case, with a fusion
of techniques. Clearly, GPS and LTE signals do penetrate buildings to some levels, but their
availability is limited, and deploying relays inside, solely for the purpose of improving indoor
localization, sounds like an expensive proposition. Thus it is likely that other indoor technologies
will continue to be developed, and will offer methods that will complement FTM to provide a
good location experience. Among them, BLE has brought a lot of promises, and its adoption in
the 2010 decade has been stellar. However, the requirements to manage BLE tags battery (and
the fact that these tags can easily be stolen) has limited the adoption. The development of BLE
support on Wi-Fi APs (with directional virtual BLE tags) may be an interesting alternative.
In parallel, UWB has long promised great accuracy, down to the 10-cm scale. However, UWB
(based on IEEE 802.15) has not been widely deployed for purposes other than location. The cost
of such an overlay deployment has limited the adoption of this technology to specific verticals.
The growing support for UWB on customer smartphones (initially for peer-to-peer exchanges)
may change the dynamic of the market. It may very well be that UWB chips start becoming
common on Wi-Fi APs as well. At that time, a lot of work will become possible to realise
the fusion of technologies. BLE, with its ability to provide proximity, could be a first level to
augment the accuracy of FTM ranging. Then, in zones where high accuracy would be required,
UWRB could be selectively enabled to zoom in on the user exact location. The process by which
each technology is activated or paused, is used as a primary or a complementary technique
for location, the exchanges between the infrastructure and the end device, and the algorithm
required to provide the best location ("just accurate enough") are still to be designed, and we are
starting to investigate such design. We hope to be among those who will tell how these problems

were solved, to a generation that will not know that indoor localization was once a challenge.
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Localisation a I'intérieur des batiments : étude du standard 802.11 Fine Timing Measurement.

Mot clés : 802.11az, FTM, indoor location, ranging

Résumé : La localisation a I'intérieur des batiments
reste problématique. Les signaux GPS ou cellulaires
ne pénétrent pas bien les structures béties, et les
techniques Wi-Fi basées sur des signaux broad-
cast ont perdu de leur efficacité avec I'apparition de
smartphones soucieux de conserver |'énergie de leur
batterie et la vie privée de leurs utilisateurs. Dans
ce contexte, le protocole Fine Timing Measurement
(FTM), défini dans la révision 2016 du standard IEEE
802.11, apparut comme une solution viable pour pro-
duire sur I'écran d’un client mobile un point représen-
tant la position de ce client sur le plan de I'étage.
Malheureusement, la création de ce protocole a porté
I'accent sur les échanges de trames plus que sur I'en-
vironnement ou les conditions dans lesquelles ces
échanges prendraient place. Lobjet de cette thése est
donc d’étudier FTM en profondeur, pour comprendre
comment il manifeste les propriétés d’'un protocole
de localisation moderne, c’est a dire capable de ré-
soudre les problémes de navigation a I'intérieur d’'un
batiment, sans exposer les données privées de 'ob-

jet qui l'utilise, et tout en permettant a l'infrastructure
de localiser des objets mobiles ou d’obtenir des sta-
tistiques sur le trafic.

Cette thése fait apparaitre les forces et les fai-
blesses de FTM, et propose des améliorations des
techniques d’implémentation et du Standard IEEE
802.11 pour compenser les faiblesses de la version
initiale de FTM. En particulier, cette thése propose
une méthode pour automatiser le positionnement
des points d'acces (qui servent de répondeurs pour
les clients mobiles) et leur permetire d’apprendre
automatiquement leurs coordonnées géographiques,
qu’ils peuvent ensuite communiquer aux clients mo-
biles. Cette these propose aussi une méthode pour
contrecarrer les effets d’'une technique d’intelligence
artificielle qui permettrait d’identifier chaque client
mobile a partir de ses échanges FTM. Cette thése
propose enfin plusieurs améliorations du standard
IEEE 802.11, pour protéger linfrastructure tout en
permettant aux opérateurs de réseaux de bénéficier
aussi de la localisation que permet FTM.

Indoor Location: Study on the IEEE 802.11 Fine Timing Measurement Standard

Keywords: 802.11az, FTM, indoor location, ranging

Abstract: Indoor location remains challenging. GPS
and cellular signals do not always penetrate build-
ings well, and legacy techniques that relied in Wi-
Fi broadcasts have lost their luster with the explo-
sion of personal devices focused on privacy and bat-
tery efficiency. In this context, Fine Timing Measure-
ment (FTM), defined in IEEE 802.11-2016, appeared
as viable solution to provide a blue dot inside. How-
ever, the Standard merely focuses on the frame ex-
changes, without considering the environment or the
conditions where they would occur. This thesis aims
at analysing FTM in depth, to understand how it fits
into the mold of a modern location protocol, solving
indoor navigation while ensuring end device privacy,
but also allowing the infrastructure to track assets or
collect analytic about foot traffic.

This thesis surfaces the strengths and weak-
nesses of FTM, and proposes implementation tech-
niques and Standard enhancements to overcome the
critical shortcomings. Among them, a method is pro-
posed to facilitate the automation of Access point (re-
sponding anchors) deployment, allowing them to au-
tomatically learn their geo-position. Another method
is proposed to counteract the efficiency of a learn-
ing machine capable of fingerprinting client stations
solely based on their FTM exchanges. An augmen-
tation of 802.11 is suggested to limit the possibility
of ranging and location attacks on FTM, and another
augmentation to the Standard is designed to allow
the infrastructure to also benefit from the ranging ex-
change.
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