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The constant progress is also pushing into new applications fields that historically were not involved by this evolution. One of them is the automotive market, which growth is evident. From the latest estimates reported in [9]- [START_REF]Automotive Semiconductor Market report by component type, vehicle type, application type, engine type and region| Lucintel[END_REF], a value of $53.6 billion is expected in 2025. This corresponds to a Compound Annual Growth Rate (CAGR) of 8% to 10% of the market between 2020 and 2025. To highlight this aspect even more, the electronic components in a traditional car make up about 40% of its cost. This becomes about 75% for electric cars. Moreover, a modern car has about 100 ECU [START_REF] Vetter | Development Processes in Automotive Service-oriented Architectures[END_REF] which gives an idea of the magnitude of this phenomenon. The applications in automobiles cover many areas. Electronics is used for internet of things (IoT), infotainment, safety controls and advanced driving assistance system (ADAS). Some of them need significant computing power to run complex algorithms. This makes the automotive market to use the latest technology nodes. Besides these innovations, there are also constant improvements of devices for classic applications (e.g. circuits for car doors). Thus, all this participates in the uniform evolution of this field. In this context, many new challenges are raised in automotive and all its sub-domains. Such applications require special care because they involve human lives. For these reasons they need to be safe and reliable. Both are critical aspects that need to be considered during the design of the circuit.

The reliability ensures that the circuit works properly in its specifications for a stated period of time (typically car life) [START_REF] Bajenescu | Reliability of electronic components: a practical guide to electronic systems manufacturing[END_REF]. For an electronic circuit, it is evaluated with stress and harsh environmental conditions tests. These are applied to the device to study its behavior. All these tests are done at different phases of the design and maturity levels. During these steps, constant discussions between design, reliability, product and test engineers occur. The set of reliability tests are defined in the AEC-Q100 standard [START_REF]AEC_Q100_Rev_H_Base_Document[END_REF]. When all the tests are performed and successfully passed, the product is ready and put on the market. The reliability goal is to have a population of devices with a failure rate of less than 1 ppm/year [START_REF] Backhausen | Robustness in automotive electronics: An industrial overview of major concerns[END_REF].

The safety aspect is strongly related to the circuit design and its functionalities. Two standards define the safety of an electronic circuit. The first is the IEC 61508 [START_REF]Iec 61508: Functional safety of electrical/electronic/programmable electronic safety-related systems. parts 1-7[END_REF]. It is a functional safety standard for the general electronics market. The second is the ISO 26262 [START_REF]Road vehicles --Functional safety[END_REF] that is the standard for the functional safety for automobile circuits. This latter is the guideline in automotive and defines the criteria and metrics to obtain the functional safety of a circuit. The metrics are established basing on the application safety risk. The definition of the hazard depends on the Automotive Safety Integrity Level (ASIL) grades. These levels are four (from ASIL-A to ASIL-D) and based on the risk of the application considered from the system-level down to the single device. ASIL-D represents the highest degree of hazard (e.g. the airbag system). It is the most demanding for the safety metrics. ASIL-A is the opposite lowest level of hazard (e.g. rear lights). For this latter, less constraints are required. In any case, this kind of devices need to be defect tolerant and with high test coverage. In this way, if a failure occurs during the nominal application, the device will stay within a safe state. This aspect avoids critical consequences for the human lives.

Context: Failure Analysis of analog devices

A third essential discipline is necessary to support the safety and reliability of integrated circuits. This is failure analysis (FA). Precise definitions of this subject will be given in the next chapter. FA helps the development of the circuit during its design. In fact it is used by design engineer to discover potential weakness on the project and to debug circuits. Besides FA supports reliability. For device stressed with reliability tests a FA is always needed to understand the root cause of the failure. In this way this process helps to achieve the reliability goals set by [START_REF]AEC_Q100_Rev_H_Base_Document[END_REF].

FA also evaluate the risk for a population of devices when a failure occurs for a product already on the market. This other aspect thus ensures the safety of all devices throughout their lifecycle. In this way a constant support is needed. This serves as a tool to understand if the failure is related to a wrong application or to a problem related to the manufacture or design of the circuit. Failure analysis therefore plays a key role in safety and reliability from the creation of the circuit to its use in the life cycle. In this context, a critical aspect is the duration of an analysis. Only a limited time is available in case where the failure affects time-to-market. A modern FA must be as fast as possible and at the same time reliable.

The actual challenge of FA in automotive circuits deals with analog and mixedsignal circuits. The need to have devices that are fault tolerant and that stay in a safe state even if a failure occurs, makes analysis progressively more complex. Many solutions have been developed over the years for digital circuits. The situation is different for analog circuits, where standard techniques are limited, as we will explain in next chapters. In these new highly safe devices, it is thus difficult to observe failures and understand their causes. Only the consequences of a failure are observed since this latter cannot be properly activated. All of these aspects affect the time to perform an analysis, which becomes months instead of weeks. If no innovations are targeted, also the global success rate becomes poor.

Aims and Objectives

In such a context of failure analysis of modern analog circuit, the thesis will focus on improving this process for complex circuits, also called System-on-Chip (SoC). The general goal is to make the analysis faster and easier. To do it, this work proposes to develop simulation solutions and developments for analog and mixed-signal circuits in many areas.

1. The first are the simulations for fault isolation measurements. These are the mechanisms of light emission and laser stimulation of silicon devices. This would speed up the understanding of these images, without the need to use reference devices. Besides, it would enable validation of failure hypotheses. 2. The second goal is to improve the techniques available to measure analog and mixedsignal ICs. We assume that a better accessibility to measurements implies higher possibilities of finding the defect. 3. The last goal is to develop a software-based fault diagnosis to provide candidates for analysis.

All the goals before listed are combined into one final aim: to have a robust fault diagnosis flow for analog and mixed-signal circuits. In this way, a solution is provided even in the most complex analysis cases.

Structure of the thesis

This manuscript is structured as follows:

Chapter 2: It gives an overview of failure analysis process and techniques used inside STMicroelectronics. In particular, this chapter presents the state of the art of techniques and tools used inside this work. Special attention is given to techniques for fault isolation of analog and mixed-signal circuits. Afterwards, software tools for analog fault simulations are described.

Chapter 3: presents the main developments of this thesis for fault isolation in analog and mixed-signal circuits. In detail, this chapter will explore two crucial areas for failure analysis of such circuits. The former concerns simulation solutions for microscopy techniques used in fault isolation. In this the simulation at circuit level for image acquired on emission microscopy is described. Next a simulation approach for thermal laser stimulation images is explored. The second part of the chapter describes techniques for improved access to the internal nodes of analog and mixed-signal integrated circuits. Two techniques are presented. The first is resuming the electron beam probing in modern analog circuits. The second is a novel idea to include the light emission from silicon devices during the circuit design is described. All these issues are addressed with results on integrated circuits and real failure analyses. These are the basic tools for the solutions presented in the next chapter.

Chapter 4: It is focused on fault diagnosis techniques to achieve a robust process for failure analysis of analog circuits. This chapter presents several innovations. First, adaptations of analog fault simulation software to failure analysis needs are explained. Then a novel fault diagnosis flow that uses such software, tools and techniques described in the previous chapter is presented. The second part of the chapter describes a solution to find the list of signals that influence a relevant input or output of an integrated circuit. This is an innovative solution developed specifically for this project. This approach is then used inside the fault diagnosis process to select the fault to simulate and speed up the results and analysis. All the innovations and techniques presented in this work are linked together in this chapter. This results in a robust fault diagnosis process for analog and mixed-signal circuits, explained in the third section of the chapter. The innovations are validated by results and examples of real-world failure analysis. These have been solved only thanks to such novel solutions.

Chapter 5: It presents the conclusions to this work. The main outcomes and achievements, as well as ideas, hints for future development and applications are given.

Chapter 2: State of the Art & Basics

This chapter is divided into three parts. The first presents the basics for failure analysis of integrated circuits. In this the FA flow followed inside the STMicroelectronics laboratories is described. In this some common vocabulary characteristic to failure analysis are introduced.

The second section of the chapters focuses on the standard fault isolation techniques. In this section we will review the basic theory that characterizes them and highlight the limitations in the application to complex circuits. This will allow us to introduce the problems of fault detection and fault localization that are common to analog circuits used for safety applications.

The third section will present an overview of fault diagnosis solutions, fault simulators and fault models. All this will be explained and introduced in the analog failure analysis problematics.

Failure Analysis of integrated circuits

Definitions

Failure analysis (FA) is a discipline with a broader application field than just nanoelectronics. It is generally applied in all critical domains in which people's lives are involved (safety). In this work, we will discuss failure analysis for electronic circuits. In this way, the definitions concern electrical quantities.

An integrated circuit is commonly assumed to be faulty when its electrical measurements are not within device specifications. In these terms FA is the diagnostic procedure that aims to determine the cause of the failure, to apply a corrective action. This procedure consists in a data collection and analysis carefully oriented to the failure.

The first step in this analysis is to define the failure mode. This is the visible manifestation of the failure. It is something that affects the measurable performance of the IC (i.e. short-circuits between two pins, open circuits, leakage current or over consumption). Starting from the failure mode, the failure analysts collect and verifies as much data related to it as possible. With the help of their experience, they can identify the particularities that characterize the data. This leads to deduce a set of hypotheses to find a common cause of the failure. The goal is, in fact, to find the failure mechanism, that is the physical explanation of the failure. This means that once the failure mechanism is found, it must explain the set of failure modes unequivocally. After that, the root cause of the failure is defined (e.g. electrostatic discharge event, electrical overstress, mechanical overstress).

Finally, the corrective actions are taken to solve the problem, thus preventing its recurrence [START_REF] Mura | The interpretation of the DC characteristics of LED and laser diodes to address their failure analysis[END_REF]- [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF].

Standard Failure Analysis Process

A sample that arrives at the FA lab generally comes from either a reliability test, a design verification, or a customer return (field failure). In each of these cases the faulty sample has a failure description. The primary goal of the analyst is to verify it and eventually continue the analysis to determine the root cause. The standard FA analysis process, that is followed inside laboratories of STMicroelectronics is reported in Fig. 2.1.

The first step is to verify the presence of the failure and confirm the symptoms before described. This is done through an automatic test equipment (ATE). If the failure is confirmed the output of this step is the failure mode. If this is not confirmed the sample is sent back to the customer or a discussion takes place to better define the situation. In this way with multiple iterations (different setups) the failure may be confirmed. After this step the failure mode is reproduced in an electric laboratory bench. This is done to find 
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an electrical setup that is suitable to be used inside the equipment for the next steps of the analysis (such as microscopies). Analysis tools require indeed setups that can be mounted in a small space.

A following set of non-destructive verification inspections is then performed on the sample. These techniques are used to discover if there are any defectivity at the package level. They normally do not need a sample preparation, neither electrical setup to bias the DUT. The most used techniques for this step are:

• X ray microscopy [START_REF] Liu | High resolution 3D X-ray microscopy for streamlined failure analysis workflow[END_REF];

• Scanning acoustic microscopy [START_REF] Mehr | An overview of scanning acoustic microscope, a reliable method for non-destructive failure analysis of microelectronic components[END_REF];

• Optical microscopy [START_REF] Mcdonald | Optical microscopy[END_REF].

If the failure is not directly located through these techniques the analysis continues. The following step is the fault isolation. The techniques used in this process will be discussed in detail in next sections. In general, a sample preparation is required to perform fault isolation, but the DUT is kept fully functional. The goal of fault isolation is to find a smallest possible area around the defect inside the silicon. The output of this step are coordinates that helps to observe the defect in the next step.

If the fault isolation is conclusive the physical failure analysis is performed in the area(s) located with previous steps. Destructive preparation techniques are used to decapsulate the sample. These sample preparations allow the analyst to observe all the metal levels, polysilicon and silicon of the device. The goal of this step is to observe the physical defect. In PA the following microscopies techniques are used to observe the defect:

• Optical microscope; • Scanning Electron Microscope (SEM) [START_REF] Zhou | Fundamentals of scanning electron microscopy (SEM)[END_REF];

• Transmission electron microscope (TEM) [START_REF] Williams | The Transmission Electron Microscope[END_REF];

• Focused Ion Beam [START_REF] Giannuzzi | A review of focused ion beam milling techniques for TEM specimen preparation[END_REF];

With these microscopy techniques we can observe defect of size down to 2 nm. If the defect is identified and observed, the failure mechanism is studied. Afterward, the root cause is determined. In this way a corrective action is deduced to avoid the same defect in the future.

Fault Isolation techniques for analog circuits

In the process presented above, the fault isolation step represents the greater part of the entire FA in terms of time. Fault isolation may be thus the bottleneck of the whole process. For this reason, this step is discussed in detail in this section. As mentioned earlier fault isolation is done to find the area of the physical defect. This is fundamental to better target and speed up the physical analysis. The smaller the surface identified, the better it will be. In fact, PA will be faster and more precise.

Fault isolation can be spitted up into three sub-categories (see Fig. 2.2):

• Test-based Fault Isolation; • Global Fault Isolation; • Probing Fault isolation.
These categories differ in the techniques used and in the sample preparation needed. At this step, sample preparation techniques should keep the device still functional (or partially) as much as possible. In this way, the analyst can activate the failure mode and observe its internal consequences in the sample. The general definitions, details, techniques and limits are discussed in the following sub-sections.

Test Based Fault Isolation

In test-based fault isolation the fault location is deduced from test results and simulation. These techniques require a test strategy that enables the fault isolation only using the IOs of the DUT.

This kind of fault isolation is developed and widely used for digital circuits where two types of tests are applied. The former aims at testing the scan-chain (chain test). The latter is for testing the logic part (logic test). The chain test detects faults affecting the scan chain [START_REF] Kong | Diagnosis of multiple scan chain faults[END_REF]- [START_REF] Auvray | Effective scan chain failure analysis method[END_REF]. It exploits a dedicated set of scan chain test patterns. Each pattern 
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is applied by shifting logical values in and out from scan cells. The logic test detects faults affecting the combinational part of the DUT. It exploits a dedicated set of test patterns. Each pattern is applied by shifting logical values inside the scan-chain. Then the values are applied to the logical part of the DUT. Finally, the result of the test is captured by the scan chain and shifted out. The failing information is stored in a failure database called datalog. The fault diagnosis is applied after the analysis of the datalog. A failure stored in the datalog can be detected during the scan chain test or during the logic test. In the first case the scan chain diagnosis is applied to identify the failing Scan Flip-Flops cells and interconnections. In the second case, the logic diagnosis is applied to identify the failing logic cells and interconnections [START_REF] Auvray | Effective scan chain failure analysis method[END_REF], [START_REF] Venkataraman | Diagnosis of Scan Logic and Diagnosis Driven Failure Analysis[END_REF]. For digital circuits with scan design the test can be done using automatic test pattern generators (ATPG) [START_REF] Gattiker | An overview of integrated circuit testing methods[END_REF]. It uses a circuit modeled at gate level and defective circuits are represented with fault models. The fault models are stuck-at, transition fault and bridging fault (see Fig. 2.3). In this sense the testbased fault isolation needs a targeted design for test solution. Finally, many softwarebased fault diagnosis solutions exist for digital circuits [START_REF] Auvray | FASTKIT-A Software Tool for Easy Design Visibility and Diagnostic Enhancement for Failure Analysis[END_REF]. These solutions can furnish a list of possible faults by tracing back the failing output identified with test. From this step all the possible candidates for the fault are identified thanks also to scan design that simplify this task. The candidates are identified as internal nets or cells. Most of the diagnostic software use similar fault models to ATPG (stuck-at) (see Fig. 2.3) [START_REF] Auvray | Effective scan chain failure analysis method[END_REF], [START_REF] Gattiker | An overview of integrated circuit testing methods[END_REF], [START_REF] Auvray | FASTKIT-A Software Tool for Easy Design Visibility and Diagnostic Enhancement for Failure Analysis[END_REF].

Concerning analog circuits, the solutions for test-based fault isolation are more limited than digital circuits. The analogous scan chain is not implemented for analog circuits due to the peculiarities of such circuits. Consequently, also ATPG is not possible. To test such circuits industrial ATEs are used [START_REF] Gattiker | An overview of integrated circuit testing methods[END_REF], but hey can provide only some description of the failure. The problems for testing analog circuits are so important that an effort is being made to create a standard. The IEEE P1687.2 [START_REF]IEEE P1687.2 Working Group WebPage[END_REF] working group has been formed with this aim. This workgroup originated from IEEE 1687 [START_REF]IEEE standard for access and control of instrumentation embedded within a semiconductor device[END_REF] that is the standard for accessing and controlling the instrumentation embedded within a semiconductor device. This standard together with IEEE 1500 [START_REF] Dasilva | IEEE Std 1500TM-2005. IEEE standard testability method for embedded core-based integrated circuits[END_REF] (standard to provide serial access to test registers) are the reference for testing digital circuits with scan. The Fig. 2.3 Fault models used for digital circuits: a) stuck-at; b) transition fault; c) bridging fault [START_REF] Gattiker | An overview of integrated circuit testing methods[END_REF].
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Slow to fall C goal of the group is to extend these test standards to analog and mixed-signal circuits. With IEEE P1687.2, it is likely that an effective and standardized test solution and DFT will be in place for analog circuits in the future [START_REF] Staudt | Industrial Application of IJTAG Standards to the Test of Big-A/little-d devices[END_REF], [START_REF] Staudt | Exploring and Comparing IEEE P1687.1 and IEEE 1687 Modeling of Non-TAP Interfaces[END_REF]. Some other solutions available today for DfT of analog circuits are possible. One of them is the Built-In Self-Test (BIST) [START_REF] Agrawal | A tutorial on built-in self-test. 2. Applications[END_REF]. The BIST is a hardware solution integrated inside the IC with the aim to perform the test directly inside the device in automatic way. This solution is today used inside digital (logic BIST [START_REF] Hetherington | Logic BIST for large industrial designs: real issues and case studies[END_REF]) and memories (memory BIST [START_REF] Boutobza | Programmable memory BIST[END_REF], [START_REF] Oehler | A Modular Memory BIST for Optimized Memory Repair[END_REF]). Concerning analog circuits it is a solution studied since 1990s [START_REF] Wey | Built-in self-test (BIST) structure for analog circuit fault diagnosis[END_REF], [START_REF] Sunter | An Overview of Analog Design for Test and Diagnosis[END_REF]. Today many solutions are available [START_REF] Agrawal | A tutorial on built-in self-test. 2. Applications[END_REF], [START_REF] Gines | Design trade-offs for on-chip driving of high-speed highperformance ADCs in static BIST applications[END_REF]- [START_REF] Chen | USER-SMILE: Ultrafast stimulus error removal and segmented model identification of linearity errors for ADC built-in selftest[END_REF], but none of them is widely used as a common one. This is mainly because the BIST implementations are developed exploiting specific design peculiarities. Main problematics using such implementations are the circuit area, power consumption, the transparency of the application and the testability of the BIST. The power consumption is rarely a problem, since in the normal devices' working state, the BIST circuitry is switched off [START_REF] Gines | Design trade-offs for on-chip driving of high-speed highperformance ADCs in static BIST applications[END_REF]. The testability of the BIST requires additional I/Os pin to get the test results. In cases where the IC is saturated in terms of pin functionalities it represents a problem. The area consumption is a continuous challenge for this technique and depends on the solution proposed to implement the BIST. One promising solution is given by [START_REF] Pavlidis | Symmetry-based A/M-S BIST (SymBIST): Demonstration on a SAR ADC IP[END_REF] named SymBIST. This solution takes advantage of the symmetries present in the design to create a BIST based on comparators that compares the nodes' voltages of the symmetric blocks checking the invariance. If a failure occurs the comparator output has a value different than the invariance constant. Consequently, the failure is detected and found. This method has been applied to an ADC converter with good results in terms of area consuming, test time and transparency in the circuit behavior. However, this solution needs the effort to find the right symmetries inside the analog design or in the worst case to duplicate some interesting cell to create the symmetry but returning to the problem of the area consumption.

Another technique for testing analog devices is the use of SPI or I2C protocols [START_REF] Leens | An introduction to I2C and SPI protocols[END_REF]. Both are serial interface protocols and are normally used within mixed-signal electronic devices. With the use of such protocols it is possible to program the device and its functionality through internal registers. It is also possible to configure primary outputs by sending commands to the internal registers. In this way, by using a single pin it is possible to measure multiple internal analog signals of the circuit. This enables a test solution not only using the primary inputs and outputs, but also the most important internal analog signals. This aspect increases the testability of the IC and the ability to perform fault diagnosis. Yet, to exploit these protocols it is necessary that the device is started with success. The reference voltages used by the SPI (or I2C) protocol must be correctly generated. If a failure involves the reference voltages, the device will not be able to communicate using serial protocols. As a result, the testability of the device is reduced and its analysis becomes complex. In this work we will refer to such failures as "startup failures".

Finally, since test solutions are very limited for analog circuits, only few solutions for carrying out a fault diagnosis with software are available. These mainly concern analog fault simulators, which are described in the next section.

Global Fault Isolation

Global Fault Isolation (also called Defect Based Testing): it consists in a global inspection of the device to delimit an area in which the defect is located. It is based on a process of image acquisition using some microscopy techniques. These images are acquired in both good and fail samples. They are then compared in order to find differences. From these differences the area for PA is determined.

This section reports an overview of the main techniques and equipment used in global fault isolation. These are the emission microscope (EMMI) and the thermal laser stimulation (TLS).

These techniques require a sample preparation. It can be either a front-side or backside sample preparation. In both cases the sample preparation is not destructive and keeps the IC fully functional. This aspect allows the analyst to activate the failure mode and observe the faulty state with the techniques that are explained in this section. Frontside sample preparation discover the top metal layers of the IC. It enables the local probing that allows for a better fault activation in some cases. Yet, modern circuits are composed of many layers of metal. These layers could hide and mask the effects of failure limiting the effectiveness of the techniques described here. For this reason, backside sample preparation is more used for modern ICs. It discovers the silicon surface of the device. This is very useful, because the techniques explained here use detectors, cameras and lasers in near-infra red (NIR) range. In NIR silicon becomes transparent. This allows the analyst to observe the layout patterns without the obstruction of the metal layers. As it will be described later, this allows for an image showing the circuit layout. Superimposed on this are the light spots or TLS, making the analysis more efficient and easier to perform.

The limitations of these techniques relate to spatial resolution. In general all these methods can be used to investigate technologies down to 40nm [START_REF] Boit | Photon Emission in Silicon Based Integrated Circuits[END_REF], [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF]. With more advanced microscopes, equipped with modern solid immersion lens (SIL), this limit is set to 20nm [START_REF] Boit | Photon Emission in Silicon Based Integrated Circuits[END_REF], [START_REF] Serrels | Laser Voltage Probing of Integrated Circuits: Implementation and Impact[END_REF]. Yet, the main limitations of today are for new sub-20nm technologies like FinFET nodes (5nm).

2.2.2.i Emission Microscope (EMMI)

Photon emission Microscopy (PEM or EMMI) [START_REF] Khurana | Pulsed infra-red microscopy for debugging latch-up on CMOS products[END_REF], [START_REF] Khurana | ESD on CHMOS devices-equivalent circuits, physical models and failure mechanisms[END_REF], is a tool for the fault localization inside and reconstruction of failure mechanism of faulty ICs [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF]. EMMI can be as passive photon probing. It is a system able to acquire very faint light emission events from an IC. The light emitted from semiconductor devices follows an electroluminescence mechanism. This phenomenon can be divided into two categories: intra-band and inter-band. The radiative inter-band occurs when an electron in excited state recombines with a hole in a lower energy band. The electron and holes collapse in an emitted photon (radiant electron-hole recombination). The intra-band recombination takes place when an electron recombines with a holes in the same band (field accelerated carriers) [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF] .

In general, photon emission from silicon devices can occur for few reasons:

forward or reverse biased pn junctions, transistors in saturation region, latch up and gate oxide breakdown. Forward biased pn junctions generate a light emission with a light spectrum similar to the silicon bandgap. It is generated by a great number of electrons and holes in physical proximity. This recombination is the inter-band typology, and it is observable at low voltage. Silicon is an indirect band-gap semiconductor. In this way, the band-to-band radiant recombination needs a third partner (phonon) that has high momentum and low energy. Phonon allows the momentum exchange and enables the recombination. Yet recombination activity is achieved at low voltage in the forward bias condition. In this case the pn energy barrier is lowered and there is strong carriers recombination activity generating photons [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF], [START_REF] Phang | A review of near infrared photon emission microscopy and spectroscopy[END_REF].

For reverse biased in pn junctions the inter-band recombination is dominant. In fact, as the reverse bias is increased the probability that the carriers pass through the junction increases too. The relaxation scattering at lattice disturbances (phonons, crystal Fig. 2.4 Forward and reverse bias pn junctions emission spectra [START_REF] Hetherington | Logic BIST for large industrial designs: real issues and case studies[END_REF] defects and charged coulomb centers) is accompanied by the emission of light with high probability. In some cases, there is also light emitted by carrier's recombination. Light emission from scattering event shows a broad spectral distribution, compared to the spectral distribution for forward biased pn junctions (see Fig. 2.4) [START_REF] Childs | Evidence of optical generation of minority carriers from saturated MOS transistors[END_REF]. In fact, it ranges between near IR and visible region (see Fig. 2.4). To have an emission above the detection limit, the device needs to operate in avalanche condition. This is also possible when there is a leakage current increasing the emission above an observable limit [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF], [START_REF] Barton | Infrared light emission from semiconductor devices[END_REF].

In general, photon emission from silicon microelectronic devices could falls into few different categories: forward or reverse biased pn junctions, transistors in saturation region, latchup and gate oxide breakdown. The current through the inversion channel of a MOSFET, being low resistive, in general, is not accompanied by light emission. Yet in saturation operation the depletion layer around the drain neutralizes the inversion layer. This creates a channel pinch-off near the drain area. The carriers passing through the pinch-off region to the drain generate a light emission. It is directly proportional to the back bias/substrate current (see Fig. 2.5 and Fig. 2.6) [START_REF] Childs | Evidence of optical generation of minority carriers from saturated MOS transistors[END_REF], [START_REF] Tsuchiya | Emission mechanism and bias-dependent emission efficiency of photons induced by drain avalanche in Si MOSFET's[END_REF]- [START_REF] Hawkins | The use of light emission in failure analysis of CMOS ICs[END_REF]. This current represents also a measure for the holes generated by the channels electrons by impact ionization, which need a small energy [START_REF] Kölzer | [END_REF].

The carriers that multiply in the pinch-off region can penetrate the gate oxide insulator, becoming hot carriers. This effect is generated by a peak of maximum electrical field, present between the pinch-off region and the drain. It accelerates the electrons inside the channel and generates a substrate current proportional to the light emission (see Fig. 2.6) [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF]. In this way light emission in saturated MOSFET can be used to measure the hot electron damage. Finally, emission for n-channel MOSFET is stronger than p-channel devices. The latter shows a lower emission intensity because of the carrier transport via holes [START_REF] Toriumi | A study of photon emission from n-channel MOSFET's[END_REF].

The gate oxide breakdown (GOX-breakdown) (see Fig. 2.7) is one of the most important failure that is possible to detect using EMMI. In the area of breakdown is present a high density of current enough to create a voltage drop in the failure site. This effect enables a field accelerated carrier recombination in EMMI spectrum range. In this way, these kind of failures are usually located with EMMI technique [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF].

Latch up is a failure due to the parasitic bipolar effect of two wells and their diffusions. These create a four-layer diffusion device similar to a thyristor.

During latch up the thyristor turns on in forward direction by strong minority carrier injections of the diffusions. It floods the wells and the junction of the two wells. The emission signal of a stable latch up is always radiant electron-hole recombination. This is due to a high excess carrier density of electrons and holes [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF].

EMMI inspection is usually performed from the backside surface of the device, for reasons explained before. The backside inspection is possible in silicon since the photon with energies less than its indirect bandgap (wavelength greater than 1.107 um) can pass through the surface. In this way silicon results transparent. For the same reason, silicon becomes less transparent adding dopants. Thus, heavily doped substrates reduce the light emitted in NIR. In order to reduce this effect a thinning the silicon surface is usually As a result, the same transparency and light emitted as undoped silicon is obtained [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF].

For the reasons explained before, EMMI thus mounts a detector in NIR, allowing a more efficient photon detection. There are several materials that compose a camera working in NIR. The most common are: cooled Si, InGaAs and HgCdTe [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF] (see Fig. 2.8). The former detectors are less sensitive than the second and third ones. Si detectors are usually cooled with Peltier system and shows less noise in the images the other detectors. InGaAs camera has a good matching with silicon transparency for backside signal acquisition. For the latter noise is more relevant and thus also cooling system accordingly. The more noise is due to the detection range which detects smaller photon energies. HdCdTe detectors extend its sensitivity further into IR region. Since the spectral range is larger these detectors are quite noisy. They require a liquid nitrogen cooling system and are thus used only for special applications [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF].

2.2.2.ii Thermal Laser Stimulation Techniques

Thermal laser stimulation is successfully used as complementary technique to EMMI. This method also uses a NIR laser. In this way backside failure analysis is possible as described before.

The principle of TLS is to use the laser to heat the structures inside the IC. The heating is more pronounced at the level of metals, polysilicon and highly doped silicon structures of the ICs, since the laser is NIR [START_REF] Beaudoin | Principles of thermal laser stimulation techniques[END_REF]. The heating is localized in the laser spot area. The heat modifies the electrical properties of the materials stimulated by the laser. This is mainly traduced in a resistivity change that modify the current or voltage flow. The internal variations of these electrical parameters are measured at the ends of the IC. With a correlation between the laser area and the change in parameters, a spot is obtained. This spot provides a localization of the areas where the IC is sensitive to laser heating. This allows the localization of defects [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF]. TLS techniques induce a local temperature variation within the circuit through a laser beam. This produces a variation in the electrical parameters of the IC. In particular, the two principal effects acting in TLS techniques are: The resistance variation is measured through the relation between resistivity (ρ) and temperature [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF]: Δρ = ρ 0 * (α TCR * ΔT) (2. 1) Where Δ𝜌 is the variation of resistivity and 𝜌 0 the resistivity of the heated material. 𝛼 𝑇𝐶𝑅 is the thermal coefficient of resistance and Δ𝑇 is the temperature variation. The variation of resistance for metals is finally expressed by the following equation [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF], [START_REF] Reverdy | 3-D defect localization by measurement and modeling of the dynamics of heat transport in deep sub-micron devices[END_REF]:

• Resistance variation • Seebeck.
𝛥𝑅 = 𝜌0 ( 𝐿 𝑆 ) 𝛼 𝑇𝐶𝑅 𝛥𝑇 (2. 2)
where L is the length of the material heated and S its cross-section. The variation of the electrical parameters of the device is then measured with the equation [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF], [START_REF] Reverdy | 3-D defect localization by measurement and modeling of the dynamics of heat transport in deep sub-micron devices[END_REF]:

𝛥𝐼 = -( 𝛥𝑅 𝑉 ) * 𝐼 2 (2. 3)
where Δ𝑅 is related to (2.2),Δ𝐼 is the current variation and delta V the voltage source. Eq (2.

3) may change depending on the biasing method and analogously with a voltage variation as follows [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF]:

Δ𝑉 = 𝐼Δ𝑅 (2.
4) The Seebeck effect occurs in junctions of two different materials. It consists in a variation of voltage induced by the laser heating following the equation [START_REF] Beaudoin | Principles of thermal laser stimulation techniques[END_REF], [START_REF] Glowacki | Characterization of thermoelectric devices in ICs as stimulated by a scanning laser beam[END_REF], [START_REF] Ioffe | Semiconductor thermoelements and thermoelectric cooling[END_REF]: 𝛥𝑉 = (𝑄 1 -𝑄 2 )𝛥𝑇 (2. 5) where Q1, Q2 are the respective thermoelectric power of the materials. It is possible to measure such effect applying TLS without biasing TLS [START_REF] Beaudoin | Principles of thermal laser stimulation techniques[END_REF].

The laser for TLS equipment is chosen with an energy level below the silicon bandgap. This prevents the generation of photocurrents in the ICs substrate. These are produced by photon energies greater than silicon bandgap (>= 1ev) that can randomly recombine. If this is generated near the interface between two materials doped differently, it can generate a current in a biased IC. Those currents can globally mask the TLS effect [START_REF] Nikawa | Various contrasts identifiable from the backside of a chip by 1.3 μm laser beam scanning and current change imaging[END_REF].

Two categories of TLS are present depending on how the variations are measured and ICs supplied. The former is the static laser simulation (SLS). The latter is dynamic laser stimulation (DLS). They use electronic instruments to measure either variations in electrical parameters or the functionality of the integrated circuit and are explained in the following sections.

As mentioned earlier both EMMI and TLS techniques work in the near-IR range. Thus, for both techniques there is a limitation in spatial resolution. Modern equipment with advanced SILs can analyze technologies down to 20nm. To overcome such limitations, laser in visible range was used [START_REF] Serrels | Laser Voltage Probing of Integrated Circuits: Implementation and Impact[END_REF]. This range allow to have better spatial resolution. Yet in this range the laser has an incident wavelength shorter than the silicon band gap (1117 nm). This may be a problem since the laser can affect device performances during the acquisition. Also another problematic is referred to the sample preparation required for using visible laser. The backside of the sample must be thinned and polished to a remaining silicon thickness of <10um [START_REF] Serrels | Laser Voltage Probing of Integrated Circuits: Implementation and Impact[END_REF]. This is a challenge for the analyst performing the sample preparation but also for the device. Indeed, there is a risk of damage the device during the inspection. This may be caused by cracks and excessive heating no longer dissipated by the substrate. All these aspects present limitations for new technologies below 20nm. However, these limitations are not present for analog devices, in which both TLS and EMMI are commonly used.

2.2.2.ii.a Static Laser Stimulation (SLS)

Depending on which source is chosen to bias the circuit and monitor the variations (2.3) , two SLS techniques exist. If a constant voltage is applied and the current consumption is monitored, this is OBIRCH (optical beam induced resistance change). If a constant current source is applied while monitoring voltage variations, the technique is TIVA (thermal induced voltage alteration) [START_REF] Beaudoin | Physics of Laser-Based Failure Analysis[END_REF].

OBIRCH and TIVA [START_REF] Nikawa | Testing and failure analysis[END_REF] are relevant techniques to detect leakage currents and defects within an ICs. It is used in particular in some type of failure which do not generate any light emission, such as short circuit of metal lines. They are also used for failures in the interconnection lines, in the vias or to detects voids. Indeed, when the incident laser heats a defect, the resistance variation of the metal will be affected by it. As a consequence, the difference in resistance variations between a metal line with defect and one without, will be measured as change in current or voltage.

The elementary principle of this instrument (see Fig. 2.9) is based on a laser, that is in the range of near-IR (as explained previously for the EMMI purpose, in this range the silicon results transparent), which scans the die, locally heating the device surface.

A constant voltage is applied to the device under test, through the interconnect system, while the current consumption is measured. The local laser heating on the device surface changes the temperature locally, resulting in a variation of resistance (2.2) . The variation of resistance causes a variation of current measured with equation (2.3). The same principle can be performed applying a constant current to the device and monitoring the voltage variation with equation (2.4) (2.4).

The different strategies are dependent on the amplifier present inside OBIRCH instrument. In fact, numerous types of amplifiers can be found inside the instrument with different accuracies and typology (Voltage or current).

When the beam encounters a defect the heat transmission is blocked causing a greater resistance difference. Once the variation of current (or voltage) is measured, the change of current corresponds to the brightness of a pixel, in an image and the position of the pixel matches to the position where the current changes. The resulting image is in greyscale and is feasible a superimposition with the image of the device making easier the analysis. In this way the failure localization can be made by this method [START_REF] Nikawa | New capabilities of OBIRCH method for fault localization and defect detection[END_REF]- [START_REF] Yang | Novel ir-obirch application in gate oxide failure analysis[END_REF].

When the resulting image does not allow to understand where the failure is located in the device, a possibility is to use the lock-in mode. This technique permits to increase the quality of the image, modulating the frequency of the laser beam with 5 kHz or 50 kHz.

The noise signals whose frequency is not one of the frequencies of modulation is filtered. The signal to noise ratio is so improved allowing to recognize the failure in the device under test [START_REF] Wu | Gate oxide rupture localization by photon emission microscopy with the combination of Lock-in IR-OBIRCH[END_REF]- [START_REF] Wu | Defect localization by Lock-in IR-OBIRCH on some recovered cases[END_REF].

2.2.2.ii.b DLS

The dynamic laser stimulation is a technique based on the same principle of SLS. In DLS, the circuit is powered with nominal stimuli on input pins and power supplies. In general, a dynamic external pattern or source supplies the circuit. This technique is used to perform soft defect localization (SDL) [START_REF] Bruce | Soft Defect Localization (SDL) on ICs[END_REF], [START_REF] Li | Soft Defect Localization (SDL) applied on analog and mixed-mode ICs failure analysis[END_REF]. SDL is characterized by a shmoo plot (see Fig. 2.10) [START_REF] Baker | Shmoo plotting: the black art of IC testing[END_REF] that defines the conditions for which a sample is passing or failing. These conditions are defined for two parameters (x, y) such as temperature, frequency and voltage. In a failure analysis the sample is biased in the pass/fail boundaries. In this context DLS is used [START_REF] Machouat | Effect of physical defect on shmoos in CMOS DSM technologies[END_REF]. The laser beam heat locally the device while an output is monitored. The tool is configured to detect the passage between the pass to fail conditions reporting a spot in the image. In this way a map representing the devices that are impacted by the laser stimulation and that makes the device fail is created. Studying the generated image at different boundary conditions the fault location is identified.

More in general DLS can be used also for monitoring a normal 
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output variation as follows. Using (2) an output or a feature of the circuit is measured to see if there is a variation due to laser stimulation. A threshold can be associated to the values of the output of IC. This threshold can define a spot. If no threshold is set the spots represent a variation in the monitored parameter as for SLS. In this way, it is possible to map the devices that have an impact in the circuit functionality monitored by the equipment [START_REF] Sanchez | Dynamic thermal laser stimulation theory and applications[END_REF]. Normally a dynamic stimulation is required (e.g. a test pattern) to activate the failure mode. If there is no external dynamic stimulation, an internal regulation is required. This allows the IC to restore the signal to its nominal value after the laser has passed. This internal recovering ability represents the dynamic aspect. This makes DLS technique also applicable to analog circuits such as charge pump and low-dropout regulator (LDO) [START_REF] Sanchez | Dynamic thermal laser stimulation theory and applications[END_REF].

2.2.2.iii Inspection process and simulation solutions

A global fault isolation inspection is generally conducted as follows. The sample is supplied with a setup created in the electrical bench. This setup must correctly activate the failure mode. Then the sample biased into the equipment is analyzed. Many images are acquired with lenses of different magnifications. These allow the sample to be observed in globally or in detail. The inspection is carried out as previously mentioned, comparing images of the good sample with the faulty one. These comparisons are used to find differences, which consist in the presence or absence of light or laser spots within the DUT. The images then focus on these differences. The goal is to acquire an image that can uniquely isolate the defect. For EMMI the optical image is captured thanks to the optical microscope and the light source. The faint light emitted by the device is captured, without the light source, with the sensitive detector. A superimposition between the optical image and the emitting image is done. For TLS a first image is done using laser with low power and not supplying the sample. This allows the analyst to have an image of the circuit layout pattern. After that, TLS is applied with circuit under voltage supply. The two images are then superimposed.

In modern devices the light emission activity is very intense. This is due to the many features that must be activated in order to activate the failure. An example of a light emission image of a golden circuit is shown in Fig. 2.11a. Similarly, laser stimulation can generate a lot of spots. An example of this is shown in Fig. 2.11b, where a sample was analyzed with the OBIRCH. In this case the sample is supplied with supply voltage and the current flowing to ground is monitored.

The multitude of spots in a golden device make identifying differences difficult. In an analysis typically, multiple iterations of image acquisitions of the reference sample compared with the faulty one are necessary. These iterations lengthen the analysis time. In this way fault isolation becomes the blocking point of the entire analysis. In addition, this process is complicated in applications such as automotive. In fields like this, safety is a fundamental requirement for devices. It follows that ICs must be fault-tolerant and if a failure occurs, they must enter a safe state. It means that such circuits have safety checks to prevent the circuit from entering an unsafe state. This is a problem for fault isolation. In fact, in some cases, it is not possible to activate the fault correctly because of these checks. It follows those differences are observable in the techniques listed above. These differences, however, are consequences of the failure not being correctly activated. This problem affects both techniques and a good solution could be simulation. Regarding EMMI, simulation has been studied and mainly reproduced in transistors. For this reason, the simulation of the circuit can make this step easier. These solutions, focused mainly on the PICA emission tool [START_REF] Mc Manus | PICA: Backside failure analysis of CMOS circuits using Picosecond Imaging Circuit Analysis[END_REF], [START_REF] Knebel | System and method for VLSI visualization[END_REF].

This tool provides the light emission spot with the timing associated. It is very powerful from the perspective of analysis, especially for digital electronics. Nevertheless, the integration of simulation in this application risks complicating the analysis considerably. Inside a real FA case, the study of the timing for each spot would make the analysis longer than recommended. Moreover, each study reported above focused mainly on MOSFET structures. Omitting other types of devices does not allow complete knowledge of the circuit. Consequently, not even emission simulation will be available at product-level. In addition previous simulation studies did not simulate the emission of MOSFET in diode configuration. This aspect will be discussed in detail in Chapter 3:. In such a context understand the consequences of a failure is thus not possible.

About the emission in static conditions, an example of EMMI simulation for MOSFET was studied in [START_REF] Auvray | Use of analog simulation in failure analysis: application to emission microscopy and laser voltage probing techniques[END_REF]. In this case, the simulation was based on the substrate current of saturated transistors [START_REF] Wagner | Failure analysis of integrated circuits: tools and techniques[END_REF], [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF], [START_REF] Kölzer | [END_REF]. These models have a limited application. 
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In fact, for transistors which substrate is not available such as DMOS and FD-SOI the back/body current cannot be measured. As a consequence, the simulation is not achieved.

For TLS techniques simulation to the author's knowledge has never been developed.

Probing Fault Isolation

The probing fault isolation aims to locate the area of the defect with measurements of the internal nodes of the DUT. These measures are compared either with simulation or with real measures on a good device. Starting from the internal measures the failure is back tracked in order to find a single location. Probing techniques can be divided into two categories: mechanical probing or contact-less probing. In the first category are all the probing method that need to physically access and touch the device. In the second category are Laser Voltage Probing (LVp) and eBeam probing. All these techniques will be described in detail in this section.

Mechanical probing in general, need the frontside sample preparation. In contactless probing instead we prefer to work on silicon surface (backside) for LVp. For eBeam probing generally the preparation is frontside. For this latter is different for new technologies (FinFET). For them a particular local sample preparation starting from the backside silicon surface is done [START_REF] Huening | High Spatial and Energy Resolution Fault Isolation by Electron Beam Probing for Advanced Technology Nodes[END_REF]- [START_REF] Tong | Silicon Device Backside De-Processing and Fault Isolation Techniques[END_REF].

2.2.3.i Mechanical Probing

During a failure analysis is usual to have the need to probe the internal node of the device. Conventional techniques need the probe to be inserted into the device touching it. These are called mechanical probing [START_REF] Thong | Electron beam probing[END_REF], [START_REF] Thong | Principles and applications[END_REF]. Mechanical probing is the easiest and lowest cost probing alternative. This is because of its relative affordability to setup and maintain. It is versatile and used since the very beginning of integrated circuits history. The most significant advantage is represented by the capability of direct contact the material to probe. In this way one can accurately measure voltage, current and impedance. Moreover, unlike contact-less techniques, presented above, many simultaneous measurements are possible.

A mechanical probe station is composed by five elements: microscope, stage, probe manipulator, probe tip and device stimulus. Each of these components follow the developments of circuit technology, so that today they can be quite complex [START_REF] Gong | Robotic Probing of Nanostructures inside Scanning Electron Microscopy[END_REF]. The microscope must provide enough resolution to perform probing while seeing the points to be measured. At the same time, it must be able to follow the movements of the probe tip during the measurement. If an optical microscope is used, the probe station is equipped with several lenses at different magnifications. To be able to measure single devices or the latest technologies, a higher resolution is required. In this case the probing is done inside SEM or FIB.

The stage can be motorized or mechanical, depending on the microscope used. Both can be with high precision. Yet accuracy and repeatability of mechanical one is more critical. It is also possible in some cases to align the CAD software to move the stage automatically within the device.

Micro-positioners can be both manually controlled or motorized. In general, for simpler application the manual probe manipulators are sufficient. For complex measurements motorized micro-positioners are necessary. These are for example advanced technology nodes or small metal lines. Motorized micro-positioners can be controlled by a software linked to a sensor that detects when the tip touchdown. Eventually motorized micro-positioners can be controlled with joysticks.

The probe tip is chosen to limit the contact pressure and minimize the probability to damage the sample. The radius of a tip can vary from micrometers down to submicrometers: The latter are obtained by etching the tip for probing small features. Finally, the device stimuli are dependent on electrical setup prepared to activate the failure mode.

Usually a probe-points can be used to measure internal circuit features for small metal lines (deep submicron features). Probe-points can be designed during the analysis using FIB system (see Fig. 2.12). FIB probe-points thus allow an electrical availability with all conductors that FIB can access. This practice can also reduce the risk of damaging the DUT.

Despite this fact, mechanical probing presents some disadvantage. The bandwidth of the signals measured is constrained by the probes. Another drawback is the electrical loading (capacitive and resistive). It is a problem especially for high bandwidth timing measurements. This concerns sensitive signals such as charge storage nodes or dynamic logic. High performance AC mechanical probe tips exist. Yet, there is an uncertainty in the exact error introduced by loading an internal node. For this reason, contactless techniques are more suitable for these needs. Moreover, one needs to access to a precise site inside the device with the risk to damage it during the measure (e.g. scratch on the surface). Finally the size of the probes and the 
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difficulty of probing in many locations in the same DUT make this technique some time not affordable [START_REF] Thong | Electron beam probing[END_REF]. .

2.2.3.ii Laser Voltage Probing/Imaging (LVP/LVI)

The complexity of a failure analysis is enhanced by the use of flip-chip package and the high number of interconnect levels. For this reason, a non-invasive technique to probe could help solve these problematics. In 1986 Henrich et al. invented the Laser Voltage Probing technique (LVP) [START_REF] Heinrich | Noninvasive sheet charge density probe for integrated silicon devices[END_REF] . The main purpose was to be able to probe a silicon bipolar transistor noninvasively. Afterward was proved that this technique was suitable to perform probing in flip-chip packaged circuits [START_REF] Paniccia | Novel optical probing technique for flip chip packaged microprocessors[END_REF]- [START_REF] Kasapi | Laser beam backside probing of CMOS integrated circuits[END_REF].

The basic principle of LVP [START_REF] Kindereit | Quantitative investigation of laser beam modulation in electrically active devices as used in laser voltage probing[END_REF]- [START_REF] Ravikumar | Laser voltage probing in failure analysis of advanced integrated circuits on SOI[END_REF] is to use an infrared laser to probe the internal nodes waveforms in a circuit. This is possible focusing the laser directly at the level of the active layer of the device from the backside previously thinned. When the laser beam interacts with a device, two types of mechanisms are present: Franz-Keldysh effect [START_REF] Keldysh | The effect of a strong electric field on the optical properties of insulating crystals[END_REF] and the free carrier absorption [START_REF] Eiles | Optical Probing of VLSI IC's from the Silicon Backside[END_REF].

The former effect applies when a voltage biases the device, the effective bandgap of the semiconductor changes. This is due to the electric field applied to the semiconductor in consequence of a combination between conduction and valence bands [START_REF] Keldysh | The effect of a strong electric field on the optical properties of insulating crystals[END_REF]. In this way, the refractive index of silicon changes. Consequently, the light that is incident in such surface has a different absorption. The letter depends on the changes of refractive index induced by the laser heating. The result of this effect is the changing of the intensity and phase of the reflected beam. According to this effect, the beam is modulated by the electric fields present in the junctions.

The free carrier absorption has an influence in the use of this technique. This effect participates to the amplitude modulation component of the reflected beam. In general, considering the laser power available in the LVP the free carrier modulation is dominant compared to the Franz-Keldysh effect. This concerns the amplitude modulation component. The amplitude of the reflected light is dependent on the silicon thickness. A suitable sample preparation aims to thin the silicon surface with a range between 50um and 100um.

For this reason, the electrical setup to bias the IC is important. The circuit is supplied with a test pattern or a waveform with a defined frequency. A trigger signal is used for an oscilloscope embedded inside the instrumentation of the microscope. The signal is measured inside a frequency window of interest. In this way the amplitude and phase variation of the reflected light are detected. The reflected light is indeed a function of the electric field and density of charge carriers. With this method of measurement, the analyst can detect and reproduce any voltage variation in the junction on which the laser is focused. This permits to probe the logic states of the transistors in a defined frequency interval [START_REF] Kolachina | Introduction to laser voltage probing (lvp) of integrated circuits[END_REF], [START_REF] Ravikumar | Laser voltage probing in failure analysis of advanced integrated circuits on SOI[END_REF]. More in general using LVp the analyst can probe internal signals tuning the instrument in a specific frequency. This frequency is the same as the frequency trigger and is also used to bias the sample. The internal devices modulate the laser with a switching frequency that is detected by the microscope.

Using a spectrum analyzer is also possible to identify the frequency of this modulation. This allows the analyst to use the tool to search the frequency detected by the spectrum analyzer over an area of many the devices (transistors). This technique is commonly called frequency mapping (FM). With similar application than FM, LVI [START_REF] Ng | Laser voltage imaging: A new perspective of laser voltage probing[END_REF] technique allows to show the circuit activity at a specific frequency. Taking advantage of the same physical phenomena, LVI is strongly related to LVP, but with simpler working principles. The LVI technique use a laser beam to raster-scan across a field of view (FOV)selected on the device. Every switching transistor that is scanned by the laser beam, modulates the respective reflected light with its own switching frequency.

As Fig. 2.13 shows, the reflected signal is converted into a modulated electrical signal by a detector. This signal then enters into a RF amplifier and it is filtered by a narrow band frequency. This filter is used to understand the modulation frequency of the switching transistors that is analyzed. The resulting signal is treated by a tunable spectrum analyzer. The output of the spectrum analyzer is an electrical signal proportional to the intensity of the detected modulation. This is then properly digitalized in order to create an image in grayscale that is displayed in a monitor. This modulation in frequency is detected only for transistors that are switching with frequency components at the frequency of interest. The result is in an image in grayscale.

This reports the frequency information in every pixel of the FOV. In other words the image describes the switching activity of the transistors in the frequency of interest. Transistors switching at different frequencies than the one of interest are not detected [START_REF] Ng | Laser voltage imaging: A new perspective of laser voltage probing[END_REF], [START_REF] Liao | Scan chain failure analysis using laser voltage imaging[END_REF]. A possible application of this technique in failure analysis is shown in [START_REF] Liao | Scan chain failure analysis using laser voltage imaging[END_REF] for scan chain failure.

It is thus possible to monitor and probe digital circuits with such a method. In fact, the working frequency of the circuit is very important and need to match the internal bandwidth of the microscope. This frequency is in fact strongly linked to the measurement chain (see Fig. 2.13) which is composed of filters and spectrum analyzers. In this context the major application is for digital circuits and the interest is directed to new technologies [START_REF] Lohrke | Contactless fault isolation for FinFET technologies with visible light and GaP SIL[END_REF]. Concerning analog circuits such a technique is still under development. The major concern for such circuits however is the extremely low operating frequency (less than 1 kHz). Currently, this technique has been tried for low frequencies (30 kHz) [START_REF] Auvray | Use of analog simulation in failure analysis: application to emission microscopy and laser voltage probing techniques[END_REF]. Yet, the results are not yet fully successful.

2.2.3.iii eBeam probing

Using electron-beam probing is possible to probe a very small region taking advantage of the higher magnifications of the SEM that is required to place the probe. The main drawbacks of electron beam probing are the bandwidth of the probing system and the ability to probe the metal line in the device. This technique was a widely used probing method for fault isolation in low-level front-side metallization circuits in the 1990s. In the last decade, it has been applied to new technologies with backside measurements.

In eBeam probing the electron beam replaces the tip of mechanical probing. A finely focused beam of electrons with energies ranging between 500eV and 2keV is used to probe the internal nodes of an IC. The main difference with mechanical probing is that the eBeam does not convey any electrical signal. In fact, the electron beam bombards the DUT with primary electrons. These can interact with the target atoms generating many possible radiations [START_REF] Thong | Electron beam probing[END_REF]: a) low energy secondary electrons (SEs); b) Auger electrons; c) photons (e.g. responsible of cathodo luminescence); d) elastically reflected backscattered electrons. For this kind of probing SEs are used to retrieve the electrical signal. SEs has an energy in a range of 0-50eV. Their energy distribution is relatively independent from the primary beam energy. It depends on the direction of the beam angle of incidence and the material type. The amplitude of the energy distribution is proportional to the primary beam current. The ratio of the secondary electron current to the primary electrons is called the secondary emission coefficient. This parameter in the SEM scanning the surface of a DUT leads to the contrast topography. This contrast can also vary depending on how the sample is fed. In general, this technique is called voltage contrast. It is from this concept that probing with eBeam is possible. Given a beam of primary electrons, the energy distribution of secondary electrons is always the same. If one applies a positive potential change with respect to the ground, the secondary electrons will tend to be attracted to the surface (see Fig. 2.14) [START_REF] Thong | Electron beam probing[END_REF], [START_REF] Feuerbaum | Electron beam testing: Methods and applications[END_REF]. Thus the secondary electrons will be slowed down. Conversely with a negative potential the electrons will tend to be reflected (see Fig. 2.14). In this way the potential applied to the sample affects the variation of the energy spectrum of the secondary electrons.

The detector collects the SEs current. In this way if a positive voltage is applied to the sample, the detector measures a lower current than when the DUT is biased at 0 V. Inversely when it is biased at negative voltage the detector will measure a higher current. If a SEM image is acquired in the former conditions the biased specimen appears darker than when the specimen is negatively biased. This is the basic principle of the voltage contrast [START_REF] Feuerbaum | Electron beam testing: Methods and applications[END_REF], [START_REF] Wolfgang | Electron-beam testing of VLSI circuits[END_REF]. Voltage contrast allows the analyst to understand qualitatively the logic state of the biased lines. Moreover, if an energy analyzer is used it enables a quantitative voltage measurement [START_REF] Thong | Principles and applications[END_REF], [START_REF] Feuerbaum | Electron beam testing: Methods and applications[END_REF], [START_REF] Wolfgang | Electron-beam testing of VLSI circuits[END_REF]. This is the principle on which eBeam probing is based.

Measurements on the eBeam are often performed with a periodic power supply. This enables a time-resolved measurement. Stroboscopic measurements are used because SEs currents are very low (in the order of nA). Thus, the analyst runs into a tradeoff between frequency response and signal to noise ratio. A stroboscopic waveform measurement requires precise setups to activate the sample periodically. These can be either a repeating test loop or a periodic waveform signal (e.g., ramp, sine, square etc.).

Yet, this approach has some drawback. In fact, such measurements are only possible if the failure mode can be reproduced through a repeated waveform or supply. Sometimes this may require complex test sequences involving a long acquisition period. 
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Besides, asynchronous events that are intermittent cannot be measured with this approach.

In general, to perform these measurements, a sample prepared with frontside decapsulation is used. The sample is usually de-passivated, to access all metal levels. However, with eBeam Probing is also possible to perform measures with passivated samples. This is possible due to the capacitive coupling voltage contrast (CCVC) effect [START_REF] Thong | Electron beam probing[END_REF]. The conductor in fact can be thought of as wrapped by a dielectric. If the sample is not bombarded with ebeam the surface potential follows the metal potential. If the sample is stimulated with the ebeam the beam changes the balance of charges in the surface. This means that the surface will be charged or discharged by the beam. It will be thus possible to measure waveforms for metals under passivation. This effect will produce more accurate measurements if the stimuli have higher frequencies.

Finally, this technique is also used in the most modern circuits with the latest technologies (such as FinFETs). To perform these measurements in such circuits, a special sample preparation is carried out. It is done out from die backside in order to expose the nodes of interest. eBeam probing measurements in this case are thus performed backside. The main advantage is that with SEM small structures like FinFETs are observed and measured by eBeam probing [START_REF] Huening | High Spatial and Energy Resolution Fault Isolation by Electron Beam Probing for Advanced Technology Nodes[END_REF]- [START_REF] Tong | Silicon Device Backside De-Processing and Fault Isolation Techniques[END_REF].

Discussions on Fault Isolation Techniques

To conclude this section here is summarized what has been presented about fault isolation. This step represents the bottleneck for analysis cycle time of analog circuits. The main reasons are due to the techniques being used, which were explained in this section. Concerning test-based fault isolation there are no standard techniques used for analog circuits. This is a fundamental limitation that comes from the particularity and operation of such circuits. Some potential solutions for the future are present and a common standard is in progress. Yet, a retroactive solution is needed. In other words, a solution for products that are already on the market would be useful.

As for global fault isolation, the techniques used consist of comparing images of good and faulty units and it results extremely time consuming. Often the highlighted differences may only be a consequence of the failure not being completely activated. In fact, these techniques can only be conclusive if the setup can correctly activate the failure. This is not always possible especially for applications where safety checks are present. The result is that only the consequences of the failure are observed since it cannot be activated correctly. In this context simulation could be a solution for such techniques. Some works on simulation for EMMI exist, as before described. Yet, they are mainly focused on MOSFETs. The general circuit behavior is not simulated and the results are difficult to interpret. In fact, no image generation is produced even if the analyst uses images during the EMMI inspection. Regarding TLS techniques to the best of the author's knowledge there are no works on simulation.

Finally, probing fault isolation is completely exploited only when simulation is in place. Simulation speeds up the back track and the selection of the best signal to probe, and consequently the overall inspection. The techniques presented are mainly constrained by the physical access to the signals. Modern ICs, in fact have many metal layers. Classical mechanical probing for this reason requires FIB probes if the analyst needs to measure the lower metals. Contact-less probing techniques are more promising. LVp is successfully used for digital circuits. Its limitation for analog circuits concerns the frequency of operation. eBeam although it is a dated technique is less affected by these issues. It seems to be the technique for the future, as reported in the last works for FinFET [START_REF] Huening | High Spatial and Energy Resolution Fault Isolation by Electron Beam Probing for Advanced Technology Nodes[END_REF]- [START_REF] Tong | Silicon Device Backside De-Processing and Fault Isolation Techniques[END_REF]. It was used successfully in the past. For this reason, it would be a viable alternative to measure analog circuits in their functional state without the addition of FIB probes.

Fault Diagnosis of Analog Circuits

This section first gives a brief overview of the current solutions for analog fault diagnostics. Then modern software for analog fault injection and simulation will be described in the second part. These simulators are developed for test-coverage purposes and to evaluate automotive circuit metrics. Besides, they compose the basics for the solutions proposed later in this work. Analog fault models will also be discussed within the second part of the section. Finally, third part of this section is focused on conclusions.

Overview of Diagnosis solutions

As explained in the test-based fault isolation part, DFT solutions are the basis of analog fault diagnosis. Since there are few solutions for test, it thus results that techniques for diagnosis are limited and not standardized. Today analog fault diagnosis is still not automated. For this reason, standard FA techniques are used to achieve this goal. This section gives a brief overview of the available approaches for analog fault diagnosis and then it motivates the interest on analog fault simulators that covered in the next section.

Among the analog fault diagnosis approaches there is the model-based technique. In this technique, the circuit is modeled in order to create a link between the internal circuit parameters and the measurements for diagnosis. In this way the model is used to perform the diagnostic in the faulty circuit. The circuit parameter that causes the failure or a difference respect to the nominal behavior is thus individuated. Many studies [START_REF] Tadeusiewicz | Multiple catastrophic fault diagnosis of linear circuits considering the component tolerances[END_REF]- [START_REF] Cota | A new adaptive analog test and diagnosis system[END_REF] have been carried out using this technique. Yet this is not a common solution, because of the complexity in modeling an analog circuit.

A commonly used approach is to build a fault dictionary. The fault dictionary is a table listing the potential faulty and fault-free features of the circuit [START_REF] Bandler | Fault diagnosis of analog circuits[END_REF]. Fault simulation is used to build this list along with the choice of stimuli and test measurements. The results of this process are stored in a dictionary. This dictionary is then used to link each defective circuit response to its respective defect locations. During the test, the DUT is biased with the same input stimuli. The resulting diagnostic measurements are compared with the values stored in the dictionary. The most similar result is then selected as diagnosis solution [START_REF] Bandler | Fault diagnosis of analog circuits[END_REF]. In general the list of faults to be simulated can be reduced by inductive fault analysis [START_REF] Shen | Inductive Fault Analysis of MOS Integrated Circuits[END_REF]. Some fault dictionary-based approaches deals with machine learning applications [START_REF] Viveros-Wacher | Analog Fault Identification in RF Circuits using Artificial Neural Networks and Constrained Parameter Extraction[END_REF]- [START_REF] Binu | A survey on fault diagnosis of analog circuits: Taxonomy and state of the art[END_REF]. They use classifiers to automatically map diagnostic measurements for a list of candidates. These techniques can be used to resolve diagnostic ambiguities in particular cases.

In these latter approaches, fault simulators are of key importance. Fault simulation is used today to perform intra-cell diagnosis of SRAMs memories successfully [START_REF] Ho | An Effective Intra-Cell Diagnosis Flow for Industrial SRAMs[END_REF]. Fault simulators can be used to better evaluate the test-coverage of a circuit [START_REF] Sunter | Efficient Analog Defect Simulation[END_REF]. With better test coverage, circuit diagnosis is also improved. For this reason, analog fault simulators are described and discussed in detail in the next section.

Analog Fault Simulation

The analog fault simulation approach has been used since the 1990s to study the percentage of faults that a test could detect [START_REF] Nagi | Fault-based automatic test generator for linear analog circuits[END_REF]- [START_REF] Spence | Automatic analog fault simulation[END_REF]. Automated solutions for such types of simulations have been developed [START_REF] Spence | Automatic analog fault simulation[END_REF]- [START_REF] Hamida | LIMSoft: automated tool for design and test integration of analog circuits[END_REF] and applied to many circuits [START_REF] Stratigopoulos | A General Method to Evaluate RF BIST Techniques Based on Non-Parametric Density Estimation[END_REF]- [START_REF] Ozev | An integrated tool for analog test generation and fault simulation[END_REF]. In particular, the CAT solution [START_REF] Bounceur | CAT Platform for Analogue and Mixed-Signal Test Evaluation and Optimization[END_REF] proposed a platform able to inject resistive or capacitive faults within a spice netlist. The faults were automatically injected into selected internal nodes of the circuit. The fault simulator then allowed the fault coverage of a circuit to be evaluated. This example is a precursor to modern software for automatic analog fault simulation. AFS have evolved and regained interest in recent years. This interest is motivated by the growth of the automotive electronics market as described in the introduction. This market uses a large number of analog circuits as it needs to interface with the real world. These circuits need to be reliable and most importantly safe. The latter aspect implies that they must be fault tolerant as required by ISO26262 [START_REF]Road vehicles --Functional safety[END_REF]. This standard establishes fundamental metrics that must be met to obtain a safe circuit. For this reason, the need to be able to fully evaluate these metrics during the design of circuit raised. Besides, it is of great importance to be able to simulate all faults and study the test coverage of an analog circuit. This aspect is underlined by [START_REF] Sunter | Efficient Analog Defect Simulation[END_REF], [START_REF] Sunter | Using mixed-signal defect simulation to close the loop between design and test[END_REF]- [START_REF] Dobbelaere | Analog fault coverage improvement using final-test dynamic part average testing[END_REF]. These references explain how test escapes for an automotive IC are reduced with failure analysis and root cause determinations. Yet, they also show how this method is reaching a limit in the last decade, pointing out the need of a new approach. The new approach seems to aim at a better investigation of fault simulation and how they are detected by analog circuits. For these reasons, three simulator companies [START_REF] Sunter | Using mixed-signal defect simulation to close the loop between design and test[END_REF], [START_REF] Zivkovic | Requirements, for Industrial Analog Faulf-Simulator[END_REF], [START_REF]PrimeSim Custom Fault analog fault simulation for functional safety and test coverage analysis[END_REF] released in the last ten years automated analog fault simulators. The basic fault injection functions are similar for every considered tool. Yet, they also have some peculiarities which differs each other.

A major issue in this field is the lack of a standard that unambiguously defines the test coverage of an analog circuit. For this reason, in 2017 a workgroup named IEEE P2427 [134] has established with this purpose. The main goal is to define a regularization for the analog and mixed-signal circuit coverage. It will define test assessment, circuit quality, and prediction of some important metrics through definitions and standards. The workgroup focuses the attention on the defects instead of the definition of fault models and fault coverage.

In general, AFS are developed for test purposes as previously explained. For this reason, they have functionalities thought for the circuit design. In particular they can check if a given analog fault is detected by the test. This is intended to be the primary use of the analog fault simulation. Besides as before said AFS can check the conformity to the metrics given by ISO26262, for the functional safety. In this section we focus on the fundamental aspects that characterize modern AFSs. Instead, we will not focus on the details that differentiate the solutions on the market because this is outside of the scientific scope.

A fundamental assumption is made for each AFSs: only one failure at a time occurs in the circuit. Consequently, the fault simulator will inject and simulate only one fault per simulation. This is always done except for some special cases that will be explained later.

There are two necessary inputs to be provided to the AFSs in order to perform an analog fault simulation. The first is the netlist that reproduces the nominal simulation of the circuit under test. This can be defined in many formats that are accepted by the various simulators (hierarchical analog or mixed signal). This kind of simulation may be pre-or post-layout. Also associated with this simulation are the stimuli that allow the corners of the circuit to be simulated.

The second necessary input are the ranges that define if a test is passing or failing. This is a definition of the signals that must be monitored for the test and their corresponding operating values.

From these two basic inputs, AFSs typically offer two options: the automatic fault injection and the manual fault injection.

• In the automatic fault injection, the AFS injects all the possible faults in the circuit.

Then it evaluates if the fault injected can affect the behavior of the circuit compared to the nominal state simulation. In other words, the user furnishes the inputs and the test boundaries. The AFS automatically perform a complete fault simulation and generates a report.

In the manual fault injection, the user defines a specific set of faults to simulate. In this case user can choose to inject one or many specific failures monitoring the results. This option violates the basic assumption made at the beginning of this section. However, it allows the user to inject faults that are not injected in the automatic flow (threshold voltage shifts of multiple MOSFETs, open circuit in a net, etc.).

In the automatic flow the AFS operates automatically by performing various steps as shown in Fig. 2.15. The software injects faults into all the devices inside the netlist without a generation of newer ones. First the simulator identifies all faults within exploring the netlist. It is able to recognize all the elements at lowest levels. It identifies the design intents and parasitic elements (if the netlist post-layout). Eventually in this category the user can decide to inject all the faults in a sub circuit of the input netlist. Moreover, it can also define with regular expressions the faults to inject. The rules allow to define in a general way multiples defect into only one command (e.g. defining all the open in the transistors drain). In this way the automatic fault research of the AFS is guided. In a second step AFS study the topology of the circuit. It checks inside the netlist the redundancy of the faults. If two or more faults in parallel are found the equal faults are collapsed in only one, speeding up the whole simulation runtime.

The first simulation performed is in nominal state (defect-free) in the highest-level netlist. This enables a comparison for the following fault simulations. Once the fault reduction and nominal simulation step are done it runs the fault simulations in parallel in several machine. It uses one command at a time to inject the fault according to the assumption made before. The user can determine the list of signals to be stored for each simulation (like the probed signals). This prevents an excessively large result file for extensive fault simulations (whole fault universe). AFS performs a comparison between the expected results in nominal condition and for the fault simulation. These comparisons are defined by the measurements set by the user. When the comparison fails the fault is detected, otherwise 

Evaluation of the list of faults to be injected in the netlist

Reduction of equal faults based on the circuit topology

Defect-free Nominal simulation

Parallel fault simulations

Results comparison and evaluation of pass/fail simulations

Report creation

• Test coverage • Functional Safety metrics the fault is not detected. To speed up the simulation time, modern simulators offer the possibility to use the stop-on detection [START_REF] Sunter | Efficient Analog Defect Simulation[END_REF], [START_REF]PrimeSim Custom Fault analog fault simulation for functional safety and test coverage analysis[END_REF]. As soon as a signal monitored results out of the limits imposed by the user the simulation stops.

Some simulator [START_REF] Zivkovic | Requirements, for Industrial Analog Faulf-Simulator[END_REF] offers the possibility to inject the fault in a specific time of the simulation. In this way it performs a fast simulation until a strobe point in which the user is interested to inject the defect. The defect is injected only in the strobe point observing the effects in the simulation results. In this way each fault simulation is faster without losing too much precision in the simulations [START_REF] Kruseman | Defect oriented testing for analog/mixed-signal devices[END_REF].

Sometimes a manual fault simulation is necessary to test conditions that are not considered by the automatic one (i.e. multiple faults). This flow is also useful when one has a list of simulations detected or undetected and has to simulate the same test bench in other corners. The manual fault injection follows the same steps as the automatic one. There are only two differences. The faults that are defined by the user with a list. The faults can be more than one at a simulation.

At the end there is the post-simulation analysis. It permits to extract the information such as test-coverage defects detected and undetected. The report also includes metrics to study functional safety according to ISO26262. Typically, in a circuit for functional safety there is a circuit diagnostic module and a functional output. The former may or may not detect the fault if it occurs in the circuit. The second can tell if the fault is visible from the outside. In this way we can have four categories of faults [START_REF] Bagalini | An automatic approach to perform the verification of hardware designs according to the ISO26262 functional safety standard[END_REF]:

1. Faults not detected by the functional output and the diagnostic module. In this case the circuit is in a safe state. 2. Faults observed by the functional output but not detected by the diagnostic module. This implies that the system is in danger and the fault can propagate outside the system. 3. Faults detected by the diagnostic module but not observed by the functional output. In this case, the system is safe. 4. Faults not detected by the diagnostic module and observed by the functional output. In this case the system is in danger but can recover since the fault is detected by the diagnostic module.

This information can be contained in the report and help to study the functional safety of the circuit.

Finally, for test-coverage purposes, it is possible to reduce the whole simulation runtime without affecting the accuracy of results. This is possible by reducing the total number of simulations with a random sampling. In fact, several methods to sample faults are available in modern simulators [START_REF] Sunter | Practical random sampling of potential defects for analog fault simulation[END_REF], [START_REF] Leger | Likelihood-sampling adaptive fault simulation[END_REF]. These are based on a relative likelihood factor. It considers process defectivity statistics, values of parasitic capacitances and resistances. The user can assign the fault weights depending on the experience, foundry, technology and design data. This aspect enables a more efficient fault simulation. In this way the number of tests and fault simulations is reduced with the weight set by the user. The accuracy will depend on the size of the seed used to sample the faults.

This approach is suitable for test-purposes but is less valid for fault diagnosis. In fact, even if a defect is less frequent and probable need to be found anyway if it occurs in a real FA. In this latter case all the defects are equally likely.

Fault models

Whereas for digital circuits there is standardization in terms of tests and faults to be injected. For analog and mixed-signal circuits this is a critical aspect. A quantitative definition and consideration of analog fault coverage must be found in this field. It is also necessary to define the fault models to be considered and injected during a simulation. First, fault models can be categorized into two classes [START_REF] Binu | A survey on fault diagnosis of analog circuits: Taxonomy and state of the art[END_REF], [START_REF] Kondagunturi | Benchmark circuits for analog and mixed-signal testing[END_REF]:

•
Hard fault (or catastrophic fault): It causes a catastrophic failing consequence on the behavior of the circuit. They are the analogous to the digital stuck-at faults and may be modeled as short circuit or open circuit in one component inside the device. It origins a strong alteration on the device's performance, changing the circuit's topology.

•

Soft fault (or parametric fault): it affects the circuit's performance resulting out of acceptable limits but not failing catastrophically. It may be caused by variation of a component parameter which makes the behavior out of specified tolerance limits.

For catastrophic fault injection, AFSs typically consider resistive or impedance faults. The values for the shorts and opens are automatically generated. Eventually one can modify them depending on the needs.

For short circuits the value may be chosen at 200 Ohms. This is a simplification between the typical metal shorts (1 ohms) and the typical polysilicon shorts (1000 Ohms) [START_REF] Sunter | Using mixed-signal defect simulation to close the loop between design and test[END_REF]. Concerning the open defect, it is considered with a high resistance in series adding a weak pull-up or pull-down (choosing randomly). This is done to model a possible leakage, or a charge stored in the open MOS gate during the wafer fabrication [START_REF] Sunter | Using mixed-signal defect simulation to close the loop between design and test[END_REF].

Concerning the structures many fault models can be considered. In general, for MOSFETs (see Fig. 2.16) ten possible defects exists (6 shorts between all the pins also considering the body, and 4 opens). The fault model for an open in the gate may be different between different AFSs. In some this is considered as a normal resistive open. In others [START_REF] Zivkovic | Requirements, for Industrial Analog Faulf-Simulator[END_REF], [START_REF] Esen | Effective DC fault models and testing approach for open defects in analog circuits[END_REF] it is modeled by a voltage generator between the gate and source. This voltage is a mid-way between the drain and source voltages (see Fig. 2.16). For the design register, BJT, JFET, capacitor, diode inductor and resistance, AFS injects opens and shorts for each pin of the component. There is also a way to inject leakage defect in PN junction (with an ideal current generator in parallel with a resistance) [START_REF] Zivkovic | Requirements, for Industrial Analog Faulf-Simulator[END_REF].

The way the faults are considered by modern simulators may also differ depending on the netlist type. The failure in fact can assume a likelihood if it is injected in a postlayout netlist [START_REF] Sunter | Experiences with an industrial analog fault simulator and engineering intuition[END_REF]. A modern AFS can recognize the parasitic components and assigns for each of them a likelihood. In analogous way, capacitors are the parasitic effects of the interaction of two wires. For them it is possible a bridging effect. To reproduce it, the tool injects a short across the capacitor with a likelihood proportional to its capacitance. A parasitic resistor can indicate a via, contact or a wire with a significant length. For these structures open defects are possible. The tool takes into account that injecting an open with the likelihood proportional to wire's length divided by its width. For the sheet resistances the user can provide a relative likelihood. In general, if there is a long wire with many parasitic resistances, they can be considered with an equal likelihood of being open.

Considering parametric faults AFSs offer many alternatives. They have the capability to insert parametric current pulse at node of interest, reproducing soft errors. In addition, also parameter variations are possible. This aspect concerns MOSFETs, with the possibility to vary the technology parameters such as W, L, Idsat and Vth.

Finally net bridges can be considered. The short in this case is modeled with a resistance higher than the short considered for the circuit components. The open follow the same model used for the defect in the circuit component but using a greater value for the resistance and the same for the capacitor.

Discussions on Analog Fault Diagnosis

In this section, we have briefly reviewed the analog diagnosis techniques available today. None of them represent a commonly used approach nor a standard. Some of these solutions are more commonly used such as building a fault dictionary. In general, there is no unique solution and a general effort is required along with the improvement of the test. In this context modern analog fault simulators are a good option to improve the test coverage. Thanks to innovative algorithms and optimizations they enable a more efficient and faster circuit simulation. This could be a solution to improve diagnosis in future analog circuits. Yet, these simulators do not offer a solution for circuits already on the market. In fact, they do not constitute a solution for fault diagnosis. Some adaptations are needed to achieve such a result. Finally, an effort to have a standardization in the analog field is essential and is in progress.

Chapter Summary

This chapter presented the general aspects of failure analysis and fault diagnosis of analog circuits. The concepts, definitions, and state of the art of this field of study were presented. This allows the reader to understand the next sections of this paper.

First, basic definitions on failure analysis were given. The standard procedure for failure analysis of analog and mixed-signal circuits was presented. Then from this flow the discussion focused on fault isolation techniques. These are essential for understanding the location of a fault within the circuit. Yet, they represent the biggest challenge to successful analysis of analog circuits today. In fact, most of the analysis time is spent at this stage. We have presented the techniques used today in this field. The limitations highlighted for analog circuits create problems in several applications. In particular, safety applications such as automotive are very sensitive to these problems. Modern fault isolation techniques can only observe the consequences of the fault. The failure mode cannot be activated because of the safety checks. This is a problematic aspect that makes the analysis time not acceptable. Since there are no effective solutions also the success rate of analysis decreases. All these issues are due to the lack of standardization and automated approaches. Such aspects, instead, are present for digital circuits and must be introduced for analog circuits as well.

In the final section the existing approaches for analog fault diagnosis were presented. None of these is commonly used today. A rising interest is present for industrial fault simulators today. Such tools are developed to study the test coverage of analog circuits. They have innovative algorithms and helps to improve the analog fault detection. For this reason, modern fault simulators were discussed in this section. The working principle, definitions and fault model were presented. Modern industrial simulators are optimized and can perform many simulations. This is done with parallel jobs that make reasonable the whole simulation. This is the main aspect that differentiates them from the simulators developed in the 1990s. In general analog fault simulators can make future circuits more testable. In this way a better diagnostic is expected accordingly. Yet, fault simulators are not a diagnostic solution when used as a standalone tool. In fact, this is the main problem for circuits that are already on the market and need a failure analysis.

All the techniques presented in this chapter considered individually do not address this problem. They all have limitations for a standard failure analysis of analog circuits. Even so, in the following chapters these will be the basic elements that make up the analog circuit fault diagnosis proposed in this work.

Chapter 3: Developments for Analog Failure Analysis

This chapter is focused on the solutions developed for fault isolation of analog and mixed signal circuits. Two major topics will be here addressed. The former concerns the simulation of images from the main microscopy techniques used for global fault isolation. These developments are crucial to speed up this step, which is the bottleneck in terms of the analysis cycle time. Moreover, the simulation for these techniques enables many solutions that will be exploited and presented throughout the manuscript.

The latter issue here analyzed deals with developments of measurements of the internal nodes of a circuit. We assume that a better accessibility of the internal signals makes the device more testable. As a result, a more testable circuit would also ease the fault isolation.

Novel fault isolation approaches: Simulation for microscopy techniques

This section describes the simulation of images acquired with the most used fault isolation techniques. These are: photon emission microscopy and thermal laser stimulation. As described in the previous chapter both are based on a process of comparing images of faulty sample with golden one. The simulation is proposed to avoid acquiring images on golden samples to speed up fault isolation. In this way, the analyst can compare images acquired on faulty sample with those of a simulated golden sample in real time. Moreover this solution can be used to confirm fault hypotheses through fault injection simulation. As a result, the consequences produced by the fault simulation can be observed to find a matching with the real images. This latter approach is useful for all the problems involving circuits used in safety applications, as explained and discussed in previous chapters.

Simulation requirements in failure analysis laboratory

Both approaches for light emission and laser stimulation need a common simulation setup which will be described in this section. Some data are required in both simulation methods. These details are essential to prepare a simulation setup within a failure analysis laboratory.

The first prerequisite is to have the full design environment available. It consists of all the libraries, circuits and subcircuits including schematic and layout view of the entire project. In this way we have a global view of the circuit organization and how the subcircuits are connected to each other. The design environment allows to build the whole circuit simulation or the single functional block (sub-circuit) simulation. The former is generally used to validate the whole circuit design before to start the silicon production. The latter makes use of SPICE or mixed-signal simulations. These are performed using virtual test benches, built to partially reproduce the nominal behavior of a golden unit. They are composed of voltage or current generators, plus resistive and capacitive charges at the inputs and outputs of the circuit. These are used to reproduce the surroundings of the sub-circuit in the real environment. This kind of simulation is faster, allowing a wider application domain (defect hypothesis validation and golden unit). The whole circuit simulation is less used for failure analysis purposes, due to its longer execution time and complexity than single block simulation. It can be however employed to reproduce the golden devices, with a standard setup. Yet, it is inadequate for defect hypothesis simulation. The single block simulation instead enables fast results and realtime decisions for in-progress analysis. The results of such simulations are available in about one minute, making them fully compatible with cycle time constraints for failure analysis.

For these reasons, single block simulations are used in this work. In this way, only a part of the circuit is simulated. To do this process a macro functionality is extracted from the whole circuit (top-level). The identification of this circuit macro functionality depends on the definition of the failure mode. A single functionality is usually identified after electrical measurements or fault isolation results. The test-bench shall reproduce the same measurements and conditions as the device under test (DUT). A spice netlist is extracted from this procedure and enables the methods explained in the next sections.

Finally, layout, netlist and schematics of the entire circuit are desirable. In this work we use Avalon by Synopsys, a software that offers a fully aligned environment for displaying the circuit. Other software solution can be used for the same purpose. This kind of software is suitable but not necessary, because we use it for the image creation and results visualization. However, we can still have the full accessibility of the simulation results provided by the methods explained in next sections and chapter. Yet, without this software, the image generation is not provided.

Simulation for photon emission microscopy images

The reproduction of images acquired by the EMMI microscope with simulation requires several preliminary steps. The models linking the light emitted by elementary devices with their physical and electrical parameters is needed. Subsequently, the characterization of elementary devices is necessary to calibrate and refine the studied models. Finally, the automation of the EMMI simulation is possible. In this work such a simulation is developed at single block level. Yet, the same approach can be applied for whole circuit simulations.

3.1.2.i Light emission models

As described previously in chapter two, the main elementary devices that emit light are: MOSFETs, diodes, and bipolar transistors. For MOSFETs devices a light emission occurs when they operates in the saturation region [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF]. In these conditions the light emitted is proportional to the substrate current (body pin current). Accordingly, the emission for CMOS transistors has been derived using this current, with satisfactory results [START_REF] Stellari | CMOS circuit testing via time-resolved luminescence measurements and simulations[END_REF]. Nevertheless, this is no longer possible for devices which substrate is not accessible. It is the case for DMOS in analog electronics and FD-SOI and FinFET in digital electronics. For this reason the model presented in [START_REF] Stellari | CMOS circuit testing via time-resolved luminescence measurements and simulations[END_REF] is considered for the simulation. This model does not involve the substrate current, instead it expresses the number of photons (Nph) as follows:

𝑁 𝑝ℎ = 𝛼 𝐼 𝑑 (𝑉 𝐷𝑆 𝑉 𝐷𝑆 𝑠𝑎𝑡 ) * 𝑒 - 𝛽 𝑉 𝐷𝑆 -𝑉 𝐷𝑆 𝑠𝑎𝑡 (3. 1)
where Id is the drain current, VDS and VDSsat are respectively: the drain-source voltage and drain-source saturation voltage. The factor α is a scale factor, while β is dependent on the fabrication technology and the parameters of the device. The first part of equation (3.1) indicates a linear dependency of the emission on the current flowing on the channel. The rest of equation (3.1) is the probability of emission of each carrier. Although the gate source voltage (VGS) does not appear directly in equation (3.1), it is used to determine the current Id and the VDSsat. The expression used for VDSsat is [START_REF] Chan | A simple method to characterize substrate current in MOSFET's[END_REF]:

𝑉 𝐷𝑆𝑠𝑎𝑡 = 𝐿 * 𝐹 𝑠𝑎𝑡 * (𝑉 𝐺𝑆 -𝑉 𝑇 ) 𝐿 * 𝐹 𝑠𝑎𝑡 + 𝑉 𝐺𝑆 -𝑉 𝑇 (3. 2)
where L is the channel length of the transistor, Vt is the threshold voltage and Fsat is the saturation field:

𝐹 𝑠𝑎𝑡 = 2𝜈 𝑠𝑎𝑡 𝜇 (3. 3)
νsat is the saturated velocity of carriers, and µ is the mobility of carriers.

All the parameters that are present in these equations are either geometrical or electrical properties of transistors. The geometrical parameters are defined inside the netlist and the simulation models. The electrical parameters are retrieved either by simulation results or from the transistors simulation models.

Concerning the scale factors in equation (3.1), α is linear scale factor and depends on the microscopy. This is a constant parameter and it us equal for all the transistors models analyzed. For this reason this is easily managed in simulation. The β parameter requires particular attention instead, being the argument of the exponential. An eventual wrong approximation of that may cause an exponential error propagation. For this reason, a characterization was needed to extrapolate this factor. This process will be described in the next section. In particular we focused the attention to the DMOS transistors.

From our experience, we also noticed that these types of structures emit in a particular voltage configuration, called diode configuration [START_REF] Korman | High performance power DMOSFET with integrated Schottky diode[END_REF], [START_REF] Ferreira | Power MOSFETs reverse conduction revisited[END_REF]. In this configuration, the light emission no longer follows the model found for saturation. In fact, the physical mechanism of photon generation can be attributed to a forward biased pn junction. In this way the light emission shows a direct proportionality with the current density flowing in the transistors' channel. An example of this emission configuration is given in the device characterization section (see below), where we have studied this behavior. It is therefore very important to consider the operating conditions of each transistor to choose the right model for its simulation.

The other elementary devices that emit light follows the models presented in the second chapter. In particular, diodes emit when they are both in forward and reverse bias polarization. In reverse bias, the emission is present when they are in the avalanche region. It is a common case for the Zener diodes, which work mainly in that state. In forward bias, the emission occurs when the applied voltage is greater than the knee voltage. In both cases, the emission is derived from the current flowing in the junction. In this way the simulation will take into account the current flowing inside the diode and the sign of this current. BJTs are composed by two junctions, and a similar reasoning is done. The emission in this case is qualified by the collector current [START_REF] Zanoni | Measurements of avalanche effects and light emission in advanced Si and SiGe bipolar transistors[END_REF].

3.1.2.ii Transistor Light Emission characterization

In order to validate the light emission models and to calibrate the parameters for simulation, a characterization of the devices was performed. A wafer with single elementary devices in BCD (bipolar, CMOS, DMOS) technology has been used for the measurements (see Fig. parameter of (3.1)and to verify the diode behavior. Moreover a particular interest has been dedicated to DMOS, the structure which emission was not possible to simulate using the substrate current (intended as body current). The transistors were accessible through copper pads using mechanical probing. We first performed an electrical characterization on many MOSFET structures. This characterization was used to verify the correct functioning of the structures and to establish the working points for the following emission acquisitions. Initially, the saturation operating condition region was verified. To do this, a probing measurement was performed using four tips for normal MOSFET and three for DMOS. For nMOS transistors, the source (VS) and body (VB) (where applicable) pins were biased at a constant voltage at 0V. Multiple fixed gates to source voltages (VGS) were applied and a drain to source voltage (VDS) was swept in a fixed range. The drain current (ID) consumption was measured. An analogous procedure was done for pMOS transistors, connecting VB (where applicable) and VS to the power supply. In this way, it was possible to plot the characteristics between ID current and VDS voltage for multiple VGS voltages. Fig. 3.2 shows results of some structures. To verify the diode operating condition we imposed a VGS (a VSG for pMOS) lower than the threshold voltage. A variable VDS (VSD for pMOS) voltage has been applied in a fixed range measuring the ID. One can notice from Fig. 3.2e that a diode I-V characteristic is present for negative VDS for nDMOS. Analogously the same behaviors present for pDMOS for positive VSD.

To allow the light emission acquisition a sample preparation was needed. The wafer in fact was lapped, but with a rough surface that would have not allowed us to see the structures and the light emitted with a camera in the near IR. The wafer has been cut into smaller parts where a local backside sample preparation was done. For the measurements of the light emitted we used the Meridian IV microscopy, that is equipped with an InGaAs camera to perform the acquisition in near-IR range, cooled with a Peltier system. The measurements were executed in a steady state for the emission, using equal timing exposures of 1 second. We chose this interval so that it would faithfully approximate the measurements we make during a real FA. Photons were measured with the "Time Plot" tool of Meridian IV in a region of interest (ROI) around the transistor. This limited the influence of noise by considering only the area where the structure was present. This software tool reports an average of the collected photons in the ROI, during the acquisition interval. Therefore, the measurement of the number of photons will be on an arbitrary scale. Although this is not the exact number of photons, it is still a relevant indication for our work. The objective of this characterization is focused on the correct tuning of the model for simulations of images acquired with this instrument.

After the sample preparation another set of electrical measurements were performed to check the correct behavior of the transistors. The electrical parameters were measured by acquiring the drain current in saturation region (see Fig. 3.3), keeping constant VGS and choosing many VDS steps. Afterwards the number of photons were acquired, in the same conditions. The acquisition time was set at 1 second, repeated five times for each value of VDS. The average of the five measurements was computed, giving the number of photons for each voltage (see Fig. 3.3). β has been derived from the measured current ID, using (3.1) with a fixed value of α. β value resulted at 21.3 for the transistor considered in Fig. 3.3. For the others DMOS this parameter ranges between 20.0 to 25.0. β derived from these measurements were then used in (3.1) to compute the number of photons by using the ID obtained from spice simulations. The results of the Nph computation using (3.1) for a DMOS are reported in Fig. 3.3. This figure is a The same DMOS structure has been characterized also in the diode configuration, described in the previous section. In this case, it was applied VGS = 0 V and VDS negative, sweeping from 0V to -1 V. The number of collected photons has been collected with the same procedure as in saturation. The results of these measurements are presented in Fig. 3.4. The resulting light emitted from the DMOS appears significantly stronger for lower current values than when the device is operating in saturation mode. Moreover, observing the light emitted, one can see that the light emitted in the two configurations is different and visually recognizable (see Fig. 3.5 and Fig. 3.6). A comparison between the light emitted in diode mode with that in saturation configuration can be summarized as follows. In the former the light is localized in the channel junctions of the drain. This is consistent with the effect of the light emitted by saturated transistor. This is generated by hot carriers which are localized in the pinch-off region and therefore in the area of the drain junction. In the case of the emission in the diode configuration the light is diffused indistinctly throughout the surface of the transistor. The entire surface of the device is in fact involved in this phenomenon of diode operation because of how a DMOS is constructed.

The results reported Fig. 3.3 and Fig. 3.4 refers to a DMOS transistor works at 30 V in nominal conditions, with a length of 500 nm. Similar measurements and results are obtained with other DMOS. 

3.1.2.iii Emitting Light Simulator tool

I have developed a software written with Tool Command Language named emitting light simulator (ELS). The basic idea was to identify the operating state of the elementary devices in a specific simulation time. Based on this analysis, the light emission model for the operating state of the device is applied. This software simulates an image of EMMI by creating a file that is loadable within an EDA software for the layout visualization. In this way the circuit layout image is not built from scratch. The file is composed by a list of emitting instances that is loaded into the layout image. To build this file the model and parameters previously studied and computed are used.

The inputs of the ELS are the nominal simulation netlist, the models and the corners to execute the simulation. To obtain this data the workflow presented in 3.1.1 is used. Another input file is the list of coefficients of (3.1), computed with the procedure described in 3.1.2.ii. The output is a file of instances (MOSFETs, diodes and BJTs), which have a color assigned with a transparency intensity that is proportional to the computed emission level. In this work we use the layout view of Avalon by Synopsys [148].

The ELS is composed by two main scripts. The former script is the main part of the program. It manages the input netlist to automatically add all the probes needed to apply the light emission models. This step takes advantage of the regular expressions available on each simulator [START_REF]CustomSim TM User Guide[END_REF]- [START_REF]Cadence SPECTRE circuit simulator[END_REF]. In particular in our case we use the ELDO by Mentor Graphics netlist syntax and the regular expression of either ELDO or Prime Sim XA. In this sense, the netlist is managed differently, depending on the simulator for which it is designed (Eldo or Customsim). This approach ensures the minimum number of probes to obtain the smallest possible resulting waveform database. The simulation is then executed, and the output database converted into a text file (.csv or .txt). This constitutes the input of the second script that is performed automatically at this point.

The second script is designed for the application of emission models of each instance. It reads the text results and the input netlist. The latter input is used to retrieve geometrical parameters (length and width) of the elementary devices. The script has two different working modes in case the simulation is analog or digital. For the analog one, it considers the values of the instances at steady state. Regarding transistors, it checks if they are in saturation, it applies the model of (3.1) and assigns to them an emission value (Nph). If they are in diode configuration, it computes the current density reporting the result inside the same variable (Nph). For diodes and BJTs collector, the value of the current is measured using current probes added in the test bench through the first script.

Concerning the digital simulations, the procedure is the same but performed for each timing step. These values are stored into vectors, quantifying the emission for each instance in all the simulation timing period. Finally, the vectors elements are integrated to assign a unique emission value to each instance.

From here on, the second script acts equally in both types of simulation. It reconstructs the top hierarchy for each instance. Subsequently, to each element is assigned a color (red for transistor in diode configuration, yellow for all the others) and a transparency level. The transparency level will indicate the emission level of the instance in the image. The transparency is a value that varies from 0 (fully visible) to 100 (fully transparent). This parameter is assigned to each emitting element according to an exponential order of the emission value. The sorting is calculated only between instances of the same type and for which the same emission model has been used (e.g. transistor in diode configuration, BJTs, diodes). Finally an Avalon instance file is generated. This contains all the information of each instance and the model used to simulate them (Saturation, Diode DMOS, Diode, BJTs). The ELS image is then generated. The file is loaded in the layout, creating a view of the emission aligned with schematic and netlist. This software (see Fig. 3.7) can be used to reproduce a golden sample or to study the consequences of a fault injected in the simulation.

An additional feature available is the possibility to perform the ELS in an inner block of the single IP test bench. The aim is to reproduce the use of higher magnification of the A medium analog IP size, of about 2000 devices, can be simulated in less than 5 minutes, transferring the results into layout immediately and automatically. Two examples of ELS performed on golden samples for analog circuits are showed in Fig. 3.8. The entire process for a standard digital cell can be faster than the analog approach, despite time step integration. This is a consequence of the digital simulation and export of the Spice net list at the cell level [START_REF] Auvray | FASTKIT-A Software Tool for Easy Design Visibility and Diagnostic Enhancement for Failure Analysis[END_REF]. A digital application example is reported in Fig. 3.9, where we chose the violet color for the EMMI reproduction.

3.1.2.iv

Emission simulation Real Cases 3.1.2.iv.a Output case The case presented here refers to a device with a problem in a voltage output value. In particular, the ATE measured a wrong voltage generation when the output was turned OFF. The electrical bench verification confirmed this behavior. In the OFF state, the device reported 11V instead of 0V in a golden unit. In contrast to this, the value was equal to a golden unit when the output was driven high (12 V). To make the back-side analysis possible, the package was partially removed to access the silicon die. A laser stimulation inspection was performed, using the OBIRCH technique and monitoring the failing output. With this technique, it has not been possible to observe any single spot given a location of the defect. For this reason, we started the EMMI inspection, comparing the DUT with a golden unit for both output states. As expected, we did not notice any difference in the images acquired in the ON state. This meant that in that state even the internal behavior of the circuit was correct. From the comparison in the OFF state (Fig. 3.10), some consequences of the failure were observed. However, they were not sufficient to conclude on the defect localization. We identified the EMMI spot of the faulty device (Fig. 3.10b) within the circuit layout view (see Fig. 3.11). Subsequently, using the schematic, we studied the connections of the various spots through their nets. Some commonalities were observed in a transistor that was not emitting. For this reason, we considered this structure as a hypothesis for the defect see (Fig. 3

.11b).

A virtual test bench was then prepared, reproducing the real measurements environment. Afterwards, the ELS was performed in nominal conditions, reproducing the golden device image (see Fig. 3.12a). This ensured the correct preparation of the simulation. Finally, we performed a fault injection into the spice simulation in the hypothesized transistor. We performed many simulations sweeping the resistance values from 10 Ohms to 10 kOhms. The resistance value of 100 Ohms perfectly matched the failing signature (measure of the 11V at the output during the OFF state, see (Fig. 3.13). Therefore, the simulation validated the hypothesis, by explaining the differences observed in the device (see Table 3.I and Fig. 3.12b). The physical analysis started focusing on that area. After the step-by-step de-layering, we revealed the defect at poly-silicon level (see Fig. 3.14) in the area located by the fault isolation step. The defect was the presence of an extra pattern of silicon at active layer (see Fig. 3.14b) causing a short circuit between the gate and the drain of the MOSFET, like our simulation.

3.1.2.iv.b

Oscillator Case This section presents a real-life case of failure analysis in a device where LTs are not in place. It is an example of a complex analysis solved with many techniques and simulations. The goal is to show how with LTs the same analysis would have been solved much more smoothly. The analysis deals with a charge pump circuit [START_REF] Tanzawa | A dynamic analysis of the Dickson charge pump circuit[END_REF]. It is a circuit to obtain an output voltage (CP) higher than the supply voltage (Vsup). The voltage conversion is possible thanks to a clock signal with its switching action and the energy storage of capacitors. In this particular device the CP voltage is given by: 𝑉𝑐𝑝 = 𝑉𝑠𝑢𝑝 + 12 (3. 4) with Vsup generally at 12V. This voltage signal is especially important for the normal working conditions of the device. Without CP the SPI internal registers are no more accessible. So, all internal device voltages are no further testable, making the failure analysis extraordinarily complex indeed. In this particular case the device presents a failure in the CP voltage when it was heated. In detail, the device could start in nominal conditions with all the output properly working. If heated, the CP voltage felt from 24V to 12 V after 2 minutes. 
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According to the workflow presented in Chapter 2, the failure was confirmed with the ATE. Specifically, the device was pass at room temperature and cold, and fail at hot. The failure mode was then characterized and reproduced on the electrical bench in the laboratory. This allowed further analysis inside the equipment. The sample was prepared to discover the backside silicon surface and allow the EMMI inspection. Using the Meridian IV microscope, the device was analyzed in both nominal and faulty state. Comparing the images of a good unit and the faulty at 1x magnification, no anomalies were observed when the device was in the nominal state. In the failure conditions a difference in the EMMI images was found in the CP area. This circuit part was inspected more in detail, but only the consequences of the failure were visible (see Fig. 3.15a and Fig. 3.16a). From the EMMI images it was not possible to directly locate a faulty area. Therefore, simulation was used to solve this case. An emission simulation was first run to reproduce the nominal conditions (see Fig. 3.15b).

Once these conditions were verified, three possible hypotheses of failure were found. With the simulation is possible to evaluate them. The goal was to check if the consequences of such hypotheses caused an emission similar to that of the real device. From the results obtained (see Fig. 3.16) only the third failure hypothesis (see Fig. 3.16c) was consistent with the real image of the DUT(see Fig. 3.16a). This hypothesis was a failure inside the clock signal used by the charge pump circuit. A failure on that signal is most likely related to the oscillator generating the clock. For this reason, the circuit area of the oscillator was investigated with physical analysis. With a layer-by-layer inspection using the scanning electron microscope, an anomaly was observed first at contact level (see Fig. 3.18a). It was within a transistor inside the oscillator presenting an abnormal signature from passive voltage contrast image. After contact removal, a defect was visible in the same area at poly-silicon level (see Fig. 3.17b). Finally, the presence of the defect was confirmed at active level confirming the hypothesis done during the fault isolation (see Fig. 3.17c).

3.1.2.iv.c Reference voltages Case

The second application case is a field return not starting. The device generates two reference voltages. One is for the digital circuit (here named V1), the other for analog circuit (V2). When one of the two references is not correct, the device enters into a safe state to avoid safety risks.

The ATE measurements found this problem at only one voltage (V1). This was confirmed by the measurements made in the electrical bench. The voltage V1 was measured at 2.8V instead of 3.3V while V2 was correctly measured at 3.3 V (see Fig. 3.18). Since the device did not start and the internal measurements were not accessible, the probability of success of the FA was low. Looking at the failure mode, we understood that the problem came from the voltage reference circuitry. This allowed us to start the nominal simulation before the sample preparation.

The circuit was prepared for backside analysis. The ELS image was then created and the emission analysis started on the failing sample. By comparing ELS image with the failing unit in the area of interest, a lot of differences were found (see Fig. 3.19). These were only consequences of the failing state since the device switched to a safe one. For this reason, we performed an analysis of the nets that connected the spots in the failing device (see Fig. 3.20a). A common point in the output transistor of V1 voltage generator block was found (yellow square in Fig. 3.20a). This transistor was not emitting as expected in case of defect (light localized at the drain side). Therefore, only a leakage in one of its fingers could explain the defect in this structure.

We performed a fault injection between the gate and the source of this transistor. The failing behavior in V1 was reproduced by a resistance of 2 kOhms. The results in fact had a perfect correlation with the failure mode (V1 2.8V and V2 at the correct voltage) (see Fig. 3.20b). With the same simulation, we ran the ELS, which returned an image (see Fig. 3.21) that was matching the failing one (Fig. 3.19b). This allowed to confirm the hypothesis for the defect, giving the right location. The PA started focusing on this area. The layer-by-layer inspection has been done. Using the passive voltage contrast technique with the SEM, an abnormal contrast was observed at poly silicon level (see Fig. 3.22a). This was in the same transistor found during the fault isolation (see Fig. 3.20a). At the same location at the active layer, multiple defects were observed (see Fig. 3.22b). They were traces of a typical gate oxide breakdown, involving only one of the multiple fingers in the transistor. This defect was produced by a leakage and explained why the transistor emitted light in the correct way even if it was damaged. Using the ELS, we found the physical defect at the correct location. 

Simulation for Thermal Laser Stimulation techniques

Following the same idea as the previous section for EMMI image simulation, simulation for TLS images is explored in this section. the proposed simulation method for TLS images has not been automated. It is in a preliminary evaluation phase that has been followed also for ELS. This simulation is, however, proposed as a complementary technique.

The section describes first the simulation method and model. Afterward, the SLS simulation is presented, with real application cases and results. From the analysis of a particular situation the simulation limits for SLS are highlighted. The same limits are not present for DLS instead. The last part of the section is so dedicated to simulation for DLS images. In this are presented results and real failure analysis cases solved with DLS simulation.

3.1.3.i Simulation method

To simulate TLS techniques, ΔT parameter is used. This parameter is present in all SPICE models of the devices within the circuit. It indicates the difference between the temperature of the individual device and the rest of the circuit. It is a parameter mainly exploited during the design of a circuit to evaluate the performances and tolerances. It is also used for similar reasons in Monte Carlo simulations. In this paper, we use Eldo simulator from Mentor Graphics, playing with DTEMP parameter [150]. Similar parameters are also present in other simulators [START_REF]CustomSim TM User Guide[END_REF], [START_REF]Cadence SPECTRE circuit simulator[END_REF].The local temperature variation induced by the laser can be emulated managing ΔT and changing it for one elementary device at a time.

The simulation method described for TLS is valid for all the techniques using (2.3). However, an important consideration must be made regarding temperature in simulation. In TLS, if the size of the laser spot is smaller than the size of the elementary component, the laser will heat the device locally. In contrast, the ΔT in the simulation produces heating of the entire elementary device (see Fig. 3.23). The use of a single temperature across all devices, can cause important misjudgments. In fact, we assume that a device smaller than the laser spot size will have the ability to store heat more than one with a larger surface area. For this reason, the area of the devices must be taken into consideration. In this way, the method proposed in this paper is to refine the simulation and temperature in each elementary device. After that step, the temperature of the other devices is scaled according to their area and type. To do this we will use the following equation:

𝑇 𝑠𝑐𝑎𝑙𝑒𝑑 = (𝑇 𝑟𝑒𝑓 * (𝑊 * 𝐿) 𝑟𝑒𝑓 ) 𝛼 𝑎𝑐𝑡𝑢𝑎𝑙 * (𝑊 * 𝐿) 𝑎𝑐𝑡𝑢𝑎𝑙 * 𝑁𝑀 (3. 5)
where Tref and Tscaled are the temperature of the reference and the device to analyze, respectively. (W*L)ref and (W*L)actual define the length and width (surface) of the reference and considered device, respectively. αactual is a technology-dependent parameter for the considered device. This parameter is used to consider the difference in materials that composes an elementary component (transistor, resistor, capacitor). In fact, although the simulators consider the various properties of the components in the models, this parameter is used to better adjust the temperature of the components, which depends on their capacity to store heat. Therefore, αactual considers the difference in terms of thermal conductivity of the materials that compose an elementary device. Consequently, this parameter will depend also on the doping of the different elementary devices.

NM is the number of modules of the same device that are not adjacent inside the layout of the circuit. This latter parameter is important because some devices can be split up in multiple modules (this is a common practice to respect the matching rules during the design of the circuits). If the modules are adjacent, the thermal laser scan will stimulate the device as if it was a single area. This is no longer true if the modules are not adjacent but placed far from each other. In this case the modules will be stimulated as if they were single devices. Therefore, the effective stimulated area of the device is considered using NM. Using (3) an averaged-laser effect on each device is simulated. 

3.1.3.ii SLS simulation

3.1.3.ii.a Nominal behavior In order to evaluate this simulation approach to SLS techniques, we studied the behavior of an internal subcircuit of a door-zone device. In particular, we considered an internal bipolar transistor (BJT) matrix present in a bandgap circuit. An OBIRCH image has been acquired by monitoring the consumption between the voltage supply and the ground.

The resulting image on Figure 1 shows some localized spot in the BJTs, indicating a current increase or a decrease consequent to the laser heating. A localization of the spots in the layout has been done, resulting in three transistors sensible to thermal heating. After that, the spanning sense of the laser have been studied to identify the simulation steps to considers for the local heating (see Fig. 3.24b). In this way, a testbench is built for the simulation aligned with the real measurements and we started imposing a local temperature variation at netlist level changing the ΔT of one transistor at a time. The resulting current consumption for each simulation point is reported in Table 3.II for ΔT=200°C. In this case the elementary devices were of the same type. It was therefore necessary to simply take NM into account in the equation (3.5). The resulting current variation at each step number, defined in Fig. 3.24b, is used the rebuild the waveform of the OBIRCH signal for the real measurements (see Fig. 3.25).

Comparing the simulated waveforms with the real measurements, one can see that the simulation accurately reproduces reality. In fact, the most intense spot in correspondence of the transistor Q3 in step 5 is marked by a strong decrease of the current, correctly reproduced by the simulation. The low intensity spots connected to transistor Q1 (steps 1, 3 and 9) have a lower value ΔI as in the real image. Finally, at step 7 in the Q4 transistor, the Figure 1a does not show any spot.

The simulation reproduced this behavior with a zero current variation compared to the nominal consumption. We validated the faulty behavior in the electrical bench to build a stable setup. Afterwards, we prepared the sample for the backside analysis. The best technique for a higher current consumption is OBIRCH. We acquired the images of the faulty unit using the same setup built in the electrical bench. In parallel we reproduced the same setup in the simulation environment, with a virtual test bench. The latter was aligned with the real measurements acquired on the golden device (consumption of -26.8 µA). The OBIRCH analysis pointed out four spots inside the faulty device, in the output area of interest (see Fig. 3.26a). The comparison between golden and faulty device is required in such cases, since an OBIRCH spot does not necessarily imply a physical defect. For this reason, instead of taking the image of the golden sample, we performed an OBIRCH simulation (similar to those previously performed on bandgap circuit). We individuated the four spots within layout view to understand which structures take into account in the simulation (see Fig. 3.26b). Once the structures were identified, four simulations were performed. In each of them the local temperature of the device was varied (+250°C) considering one structure at a time. Through a current probe the current consumption was measured and compared with the nominal one. Analyzing the results reported in Table 3.III, only the MN12 transistor shows a strong current variation. It has a lower current consumption compared to the nominal one (green spot). This proves that the spot at MN12 is also present in a good device.

For poly-silicon resistors R3 and R4 no current change has been recorded. This is expected behavior in a poly-silicon resistance [START_REF] Glowacki | Characterization of thermoelectric devices in ICs as stimulated by a scanning laser beam[END_REF]. In fact, there are two contacts resistance which are the junction between the nets and the poly-silicon resistance. The variation of material with the heating of the laser causes the current to change locally. The consequence will be two OBIRCH spots at the ends of the resistance. They have opposite values (the colors will be accordingly) as recorded in the acquired image. The global current variation at the ends of the resistor will consequently be zero. For this reason, R3 and R4 have been considered to be present in a golden device. In our simulation the presence of the spots cannot be simulated since the temperature variation is induced throughout the whole device and not locally (at its ends).

For this reason, they are supposed to be present in a golden device. The only spot that the simulation could not explain was inside MN20. In this way, we focused the physical analysis inside this transistor.

Analyzing each layer of the device, with a layer-by-layer de-process, the physical defect was discovered at active layer (see Fig. 3.27). It was an oxide breakdown that validated the fault isolation performed using the OBIRCH simulation.

3.1.3.ii.c

SLS limits Despite the previous results seems promising SLS simulation is sometimes limited. These limitations are present in some conditions that depends on how the sample is supplied. It is in fact, common to use SLS to bias the device under abnormal conditions with respect to functional operation. These conditions depend on the failure mode. These are used to highlight the failure characteristics of the device compared to a good one. It is also common in such inspections to isolate a faulty characteristic of the sample by considering only one signal and not supplying the entire circuit. This incomplete polarization causes limitations for the simulations, especially at single sub-circuit level. In this case, the circuit may present unloaded outputs or ambiguous situation at the inputs. Such a situation creates problem for the test bench creation. In fact, inputs where no voltages are applied are considered as floating. Some internal nodes of the circuit block will therefore be also floating. Even if the simulators have options to consider floating nodes (e.g. they can all be automatically grounded), they are not applicable for SLS simulation. As a consequence, the results can lead to wrong conclusions about fault isolation. 
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An example is reported in Fig. 3.28 for a good device. A charge pump circuit was supplied with a negative voltage of -1.5 V between the output (CP) and the ground. In these conditions, the circuit was analyzed with OBIRCH, monitoring the current consumption through CP. From the acquired image (see Fig. 2a) two spots were present. Both spots show an increase in current induced by the thermal laser stimulation.

The spots were localized in the layout and the associated devices were identified (see Fig. 3.28c). A testbench with the charge pump IP was prepared, for the simulation method presented above. Three simulations were performed, using the same conditions as SLS and changing the ΔT for one device at a time. From the results reported in Table 3.IV one can observe an increasing current associated to M30 and diode D7, like the real image. However, similar simulation results are obtained for diode D6, of the same size and model as D7. This is inconsistent with the real situation where no spots are present in D6. It is in fact, a natural consequence of simulating the device under non-nominal conditions.

Therefore, the limitations in simulating such TLS techniques are present when only two pins are polarized in abnormal working conditions. Indeed, such simulations can reproduce the real TLS behavior only if the biasing allows the circuit to work in a nominal state. The examples reported before were consistent with this assumption since the circuits were polarized in normal conditions. 

3.1.3.iii DLS Simulation

As previously described in Chapter 2, in DLS the IC is powered with nominal stimuli applied on inputs and outputs. This aspect makes DLS less constraining for simulation than SLS since the circuit will often work in a nominal state without floating nodes. In this work we will exploit the ability of analog circuits to recover the signal after the laser stimulation. Using this technique, we performed simulations in two different circuit blocks. The measurements have been performed using the Meridian IV equipped with a 1320nm laser. Moreover, we used "Image statistics" tool to measure the voltage variation in the region of interest (ROI). This is a digital value coming from a 16-bit analog-to-digital converter. The values reported in this work are converted in real analog values, knowing ADC gain and input voltage range. The tool reports the minimum, maximum and average value of the ROI. However, for the reasons explained in section 2.1, we consider the average value across a ROI.

3.1.3.iii.a Golden device

The first example deals with a charge pump circuit. It was supplied with a 12 V voltage source and had a 24 V output (CP) in nominal conditions. Since the Meridian IV [153] instrument can receive a maximum input voltage of 10 V, we used a resistive divider bridge with a ratio of 3 (output at about 8 V). Using the DLS technique we monitored the variation of the CP voltage when the circuit was powered up (see Fig. 3.29a). The intensity of each spot has been measured and located inside the layout view (see Fig. 3.29b). Subsequently, simulation was performed on the circuit under the same conditions as DLS.

Variations were applied to the temperature of each device according to (3.5). From the results obtained (see Table 3.V), the variations are always consistent in sign with the real variations caused by the laser. The only mismatch is spot 3, which corresponds to a group of polysilicon resistors. The spot is due to local Seebeck effect and cannot be retrieved by our simulation tool today. Normally, Seebeck effect is observed on POLY/metal contacts at resistance tips and causes variations with opposite signs. The global variation is thus compensated at 0 V. In this case, the polysilicon resistor Yet, this method can successfully reproduce the behavior of resistors if there is a variation inside the polysilicon. An example is reported in Fig. 3.30, where DLS was applied to a LDO circuit with an output of 5V. We focused on a group of resistors in series to analyze the local variations (see Fig. 3.30). We followed the same simulation flow, and we obtained the same variations as the real image (see Table 3.VI).

The second example reported in this work concerns a LDO with an output voltage of 5V. The same steps as the first example were repeated. We started analyzing the image and locating the laser spots (see Fig. 3.31). Then simulation was performed, obtaining consistent results. These are summarized in Table 3.VII. One can observe that spots 1, 2, 3, and 4 have the same magnitude with opposite signs like the real image. The simulation for spot 5 is consistent both in magnitude and sign.

3.1.3.iii.b Results discussion

From the results of these examples, we can observe how the measured variations appear small compared to the nominally measured signal (see Table 3.V and Table 3.VI). However, a noise measurement was made considering ROIs where no variation was present. From this measurement it was possible to understand that the variations were not conditioned by the noise. Moreover, this noise depends on the measurement chain that is the same for all the examples reported here.

In terms of simulation results, we can state that the variations in signs are always consistent with the real images. In contrast, quantitatively the simulation shows some discrepancy with the measured values. This is most likely attributable to the value of αactual, which was determined from the images and adjusted according to a reference elementary component. Each αactual was set to obtain a best fit for each element of the same type (e.g. each transistor of the same model has the same αactual). These constants were inferred from the images and quantified with variable values from 0.1 to 10. Using these values, we obtained in 81% of the devices analyzed with this method an acceptable accuracy. This accuracy can be improved with a better characterization of this value. This would be possible performing measurements on single components in a wafer. In this way a more precise extraction of αactual for each device model of a technology can be obtained.

A critical aspect of the simulation method presented here is the absence of the Seebeck effect. In this work it is not reproduced because the simulation netlist does not include contacts and metallization. A possible approach to take these aspects into account would be to use a post-layout netlist, in which contacts and VIAs and metal layers are represented through parasitic elements. By applying the same model to these elements as described in this paper, it would be possible to reproduce Seebeck effect, detecting abnormalities in the VIAs and in metal layers.

3.1.3.iii.c

Real failure analysis This analysis case is a field return of a failed device. The circuit was inside a car door. It has safety checks to prevent catastrophic consequences in case a failure occurs in the circuit. The failure was affecting a signal that indicates the correct circuit startup. In particular, the measurements performed with the automatic test equipment and on the electrical bench showed an instability on this output (Vout). When the circuit was powered with a static supply, Vout was stable at 5V as in the reference sample. After a moment, the DUT showed random oscillations that activated the safety protections and caused eventually Vout drop to 0V. This event was variable and could be reproduced in a time interval ranging from few seconds to few minutes. From previous analysis and circuit design inspection, we knew that this failure involves the internal reference voltages generator block (REF). A backside sample preparation was done to perform the fault isolation. DLS technique was used to inspect which components within REF sub-circuit were causing significant changes in Vout. The simulation was also prepared with a testbench reproducing the nominal Vout.

From the image acquired with DLS (see Fig. 3.32) on the REF block, many variations were visible. The simulation approach presented in this paper was used to understand which of these spots were abnormal. The resistances highlighted in Fig. 6 were not simulated in this analysis because we knew that Seebeck effect would not be reproduced by our simulation technique. A temperature change was simulated at each structure identified by the spot in the image (see Table 3.VIII DLS simulation of the reference voltage circuit in Fig. 6). The simulation results were compared with the real image. A large difference was observed in spot4 where there is a much greater variation in simulation. But this was a central bipolar transistor in the bandgap circuit. For this reason, the difference in magnitude can be attributed to a consequence of the failure or to the alpha factor. In contrast, a more relevant difference was found in the area of spot 6 (see Fig. 3.32). This spot was detected on a Zener diode in which there should be no variation. A fault was simulated in this diode, causing a Vout at 0V as observed on the physical unit. This confirmed the defect location, and the physical analysis was performed in this area. The results confirmed the presence of a defect inside this structure. An abnormal passive voltage contrast signature was observed at contact level (see Fig. 3.33a). Finally, a non-heterogeneous profile of silicide was observed at active level (see Fig. 3.33b). This result confirmed the correct localization highlighted by simulations.

Improving the accessibility of internal measurements

A correct failure mode activation is necessary to achieve fault isolation, as explained in chapter 2. Yet, for the problems involving safety applications announced in Chapter 1 and 2, this is not always possible. As a result, sometime the analyst can observe only some consequences of the failure. The simulation solutions before presented could address this problem. Some complementary solutions to the simulation ones, involve the internal circuit nodes measurements. In fact, a better accessibility to the internal signals allows a better testability. In this way the fault isolation will be more efficient and easier. In this section we explore two techniques to improve the internal nodes measurements. The first is eBeam probing, providing some measurements performed in analog circuits. The second solution is an active exploitation of the light emitted by silicon devices. In particular, this is a direct consequence of the ELS and enables new diagnostic methods.

eBeam Probing: adaptation to modern analog ICs

3.2.1.i Motivation

Ideally if one was able to measure any signal within a faulty circuit and compare it to the nominal simulation, the failure would be traced electrically and isolated within the circuit. This is the process of probing fault isolation. In general the main constraints of this approach are physical. The modern integrated circuits are composed of multiple metal layers. Access to the lower layers is therefore difficult. It requires many sample preparations (front side decapsulation, FIB probing points, etc.) if mechanical probing is used. The interest in this practice is also to maintain all circuit functionalities. In this context, a probing solution that requires few sample preparations and allows for internal nodes probing is desired.

One technique that meets these requirements is LVp. As described in Chapter 2 using a laser in the near-IR range, the silicon results transparent. Therefore with a backside sample preparation an image of the circuit layout can be obtained. With this image it is possible to choose a probing location for LVp. Yet, this is a technique developed for digital circuits. In this way, the solutions available are designed to work at higher frequency than those for analog circuits. Some LVp application involving analog circuit was done in the past [START_REF] Auvray | Use of analog simulation in failure analysis: application to emission microscopy and laser voltage probing techniques[END_REF] with a frequency of 30 kHz. In this a low frequency LVp with a bandwidth from 100 kHz up to 40 MHz was used. The results showed some constraints for analog circuits, even if a frequency of 30 kHz was still detectable.

The analog devices such as door zone circuit have a maximum working frequency of 1 kHz. It means that if the stimuli are applied with a higher frequency, the complete startup is not achieved. For this reason, a probing solution that can detect internal signal at 1kHz and eventually at lower frequencies is required.

We explored the LVp technique for analog circuits using a novel "Ultra low" frequency detector. In this case the bandwidth was from 50 kHz to 100 kHz. We tried to validate this equipment first using the single transistors used for the EMMI characterization (see section 3.1.2.ii). To do this a DMOS was selected, and three mechanical probes used to bias the transistor. The ramp was applied to the gate contact. A switching VGS was applied with the high-level major than Vth and VDS constant at a voltage that allowed the saturation conditions. Many frequencies were used starting from 10 kHz to validate the correct setup, down to 1kHz to see the limits of the equipment. Before to start probing we checked the presence of a frequency variation with LVi (see Fig. 3.33e). After that, we choose a probing location in the gate area, in correspondence to the maximum LVi signal. As a result, with a frequency of 10 kHz the waveform was detected by the instrument with minimum distortion at the highest part of the ramp (see Fig. 3.33b). Also the descending step of the ramp is also slightly distorted and the transitions from 0 V to high voltage are less sharp than in the real applied signal. These We also confirmed the same behavior for an internal signal inside an IC. A subcircuit of the door-zone device has been individuated, where the internal supply was directly applicated to a transistor gate. The same measurements were performed as the single transistor, with a focus on the frequency between 5 kHz and 1 kHz. The presence of a frequency was confirmed by LVi (see Fig. 3.35e). A probing point was selected in the gate area. A ramp was applied to the voltage supply to check the behavior for three frequencies (5 kHz, 3 kHz and 1 kHz). The same results as the single transistor measurements were obtained with strong distortions present in 3 kHz signal (see Fig. 3.35c), and the waveform at 1 kHz impossible to be identified (see Fig. 3.35d).

The distortions observed at the upper portion of the measured ramp can be attributed to a high-pass filter present in the LVp measurement chain. This can be corrected with a digital filter with an inverse transfer function to that of the high-pass filter. However, the other distortions observed suggested that this type of instrument is not optimized to perform low frequency measurements for analog circuits. An internal frequency of 1 kHz is the limit for the analyzed integrated circuit, and it was impossible to detect such a signal.

For this reason the eBeam probing solution was explored. This has the main advantage that only a frontside sample preparation is needed to discover the upper metal layer. Eventually using the coupling capacity effect we are able to observe the other metal layers and measure the internal nodes of the circuit. 

3.2.1.ii Methodology and Results

A golden door-zone circuit was used to perform measurements. The measurement done with this circuit refers to the voltage coding technique [START_REF] Menzel | Electron beam testing techniques[END_REF]. In this way, a grayscale image returns the internal state of the circuit voltages through the intensity levels of gray. With SEM, positive voltages appear dark while ground voltages appear bright. To acquire the images a dual beam HELIOS 600 was used. The measures were done using the CDEM detector. To perform the measurements a frontside sample preparation was done to discover the upper metal layer (Copper). The sample was nonde-passivated. Eventually we used the capacitive coupling voltage contrast (CCVC) to see the lower metal layers. To do that a dynamic setup was applied. The standard application board to supply the IC was used to provide the correct bias. A dedicated socket and a set of special cables were developed to access the vacuum chamber of the microscope and connect the circuit to the board. To supply dynamically the circuit a standard voltage supply and a waveform generator were employed. A square waveform with 50% of duty cycle was applied to voltage supply (VS) at 10V with frequencies lower than 10 Hz. At these range of frequencies in fact the device can start correctly. The electron beam was set at 1 kV with a current of 86pA.

These measurements were focused on signals that are fundamental for the correct startup of the device. A first image was acquired with a frequency of 1 Hz (see Fig. 3.36a). The acquired image was then aligned with layout with Avalon. After the alignment it was possible to highlight the metal corresponding to the area where the variation of the contrast was present. A color was then assigned to each signal that was important to measure. This step was useful to individuate the signals reported in the Fig. 3

.36. A) image acquired with SEM voltage coding for a bias frequency of 1Hz. B) image aligned inside layout view with signals highlighted at CU_RDL level for the analysis in Table 3.IX
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images and analyze their contrast values. From Fig. 3.36 the change in contrast at the CU_RDL level can be clearly observed. Moreover also the other metal layers are visible through CCVC. However, in this first analysis only CU_RDL level was considered.

To measure the contrast we used a public domain software (ImageJ [155]) to probe local histogram values in order to retrieve the contrast of the located signals (see Fig. 3.37). This software reports the minimum, maximum and mean value of contrast in the considered area. In this way, each measurement could be optimized for minimum variation. The contrast value is a value in the gray scale from 0 to 255. For each measurement, the mean value within the considered area was considered.

Then this value was transformed with an inversion, in order to have an increasing value as the voltage increases. The first signal measured was the ground signal, that is then used to normalize all the other signal. Finally then each measured value was transformed according to the following formula: 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑𝑉𝑎𝑙𝑢𝑒(𝑥) = (255 -𝑚𝑒𝑎𝑛𝐶𝑜𝑛𝑡𝑟𝑎𝑠𝑡(𝐺𝑁𝐷)) -(255 -𝑚𝑒𝑎𝑛𝐶𝑜𝑛𝑡𝑟𝑎𝑠𝑡(𝑥)) (3. 6) where 𝑁𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑𝑉𝑎𝑙𝑢𝑒 𝑥 and 𝑚𝑒𝑎𝑛𝐶𝑜𝑛𝑡𝑟𝑎𝑠𝑡(𝑥) are respectively the normalized value and the contrast value measured for the (𝑥) considered signal.The 𝑚𝑒𝑎𝑛𝐶𝑜𝑛𝑡𝑟𝑎𝑠𝑡 𝐺𝑁𝐷 is the contrast value measured for a ground signal. Applying equation (3.6) we obtained the value of Table 3.IX, compared with the real values of each signal. From these values one can observe that VS and VSreg that are the supply signals have a dark contrast (see Fig. 3.36) and they present a higher normalized value than GND. As for the internal signal vinta and vintd they appear brighter that imply lower normalized values than VS. However, these values do not follow a linear trend with respect to the values of the supply signals. In order to have a better stability in the values, measurements were carried out by acquiring integrated images (see Fig. 3.38 and Fig. 3.39). The same steps as the previous image were applied. The images with integration report more information about the lower metal layers than the non-integrated acquisition. Fig. 3.38 was acquired on the same area as the first Fig. 3.36.

From this image the normalized values have been computed and compared with signals of the same metal layer to consider the CCVC effect (see Table 3 3. histogram values at CU_RDL had a lower variance than Table 3.IX, and shows also a better correlation compared to real values. Yet a linearity between normalized and actual values is still not present. This aspect is even more pronounced in the metal levels measured through the CCVC (Table 3.XI and Fig. 3.38c). In these, one can still qualitatively appreciate the difference between the gnd, VS signals with intermediate signals.
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X (CU_RDL level); c)image aligned in layout view with signals highlighted at metal 3 level for the analysis in Table 3.XI.

Finally, Fig. 3.39 is focused in an area where only lower metals are present. This was done in order to measure the metal layer 2. From this image the signals are clearly visible. However their values Table 3.X are difficult to interpret. This because the CCVC is an effect induced by the electron beam. As a result it will be gradually less evident in the lower metal layers.

These results in conclusion allow a qualitative analysis of the image and to understand if a signal is failing. For a more precise analysis the use of quantitative eBeam system (e.g. IDS x000) or new system (currently in design for finFET analysis) is more appropriate. 

3.2.1.iii Fault injection and measures

To qualitatively evaluate this method a physical fault injection in a golden sample was done. To do that a location to inject the fault was selected. A Zener diode that connects an enable signal for vintd generation and ground was chosen for this purpose (see Fig. 3.40a). To perform the physical injection a golden device was first decapsulated in the bottom side of the package. This allowed us to access the structure without affecting the metal levels. In fact we were interested in the effect of such a fault in the metal levels. The die of the sample was thinned, and a local sample preparation was done around the diode structure. The active level was then destroyed in the area of the Zener, in order to discover the contacts with FIB (see Fig. 3.40b,c). The contacts were finally shorted with a metal deposition with FIB (see Fig. 3.40d). The sample was then reconstructed in order to perform the front side decapsulation and discover the metal layers. In the meanwhile a simulation was prepared to study the behavior of the fault injection in the circuit (see Fig. 3.41a). In these conditions we acquired some images on the sample using the SEM and the setup used in the previous section for a golden device. The integration was used according to the results obtained previously. A first image with a low magnification revealed the faulty signal of vintd (see Fig. 3 this net appears significantly brighter than the other 3.3 V signal vinta. This is also confirmed by the histogram analysis of the image (see Table 3.XIII). With a higher magnification in the same area, it was possible to observe an abnormal contrast. This was in the area where the defect was inserted (see Fig. 3.42). A comparison with an image of a golden device in the same working conditions, confirmed this abnormal point. In the golden image, in fact, this contrast variation is not present. Finally a further magnification and an overlapping of the image in the layout confirm the presence of the defect (see Fig. 3.43). This was in correspondence of the diode structure. Such inspection confirms that a qualitative analysis is possible with this instrument with a localization of defects at the metal levels. Yet, better results would be achieve using probing. In fact except for the variation of the vintd signal, no other consequence was observed with contrast or CCVC in the nets connected to the signal. Using a punctual probing, focused on the signals a detailed analysis would be possible. 

.41b). In the image in fact

.2.i General Idea

This new approach to fault detection exploits the natural attitude of silicon devices to emit light in the near IR range. An analog circuit can be divided into various macrofunctionalities. These composes the fundamentals analog blocks of the design and are characterized by one or more principal outputs. The main idea consists in assigning to each of these outputs a device that emits light. In this way, the state of the signal is reported by the component connected (pass or fail) to it. In other words: analyzing the presence (or absence) of light emitted by intentionally placed devices, we may understand whether an internal signal has been properly generated or not.

This system is here called Light Tracker (LT). It is composed of two main circuits: the control and the emitting unit (see Fig. 3.44a). The role of the control unit is to prepare the signal that will be applied to the emitting unit. It may contain an input to disable the light tracker in case of specific test and reduce the current consumption of the whole circuit. Thus, within this block there may be a part of combinational logic that mixes the input signal with a control signal. This also depends on the nature of the signal to be controlled. In fact, this is only possible when the signal has a range of voltages allowed for a combinational logic. Otherwise, when the input voltages are too low or too high for a digital circuit then it is possible to use transistors in switch configuration. The output of this module must in any case provide enough voltage to make the second block emit light.

In the emission unit there is the fundamental device indicating the state of the monitored signal. In our case we use for simplicity a diode (see Fig. 3.44b). Yet, one can use any component that emits light in the near IR range (MOSFET, BJT, Diodes) [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF], by allowing more advanced uses and integrations. In series to the diode there is a resistor that controls how much current flows in the diode and consequently how much it will emit. This aspect will be discussed in detail in the next section. The diode polarization depends on the type of the diode that is used. A normal pn diode emits in forward bias mode, while the Zener diodes can emit both in forward and reverse bias. These latter are most often used in reverse bias presenting a strong emission. However, since they can also emit when forward biased, there may be ambiguity about the LT status. To resolve this ambiguity in this work we have used only normal pn diodes.

The LT emission represents thus the status of the signal. The most logical implementation would be for the LT to emit when there is a fault in the monitored signal. However, such devices are employed in circuits used in safety applications. This implies that when a failure occurs the circuit must remain in a safe state. It is often also a state in which some internal voltages are automatically forced to zero. Yet, implementing the LT in such a way that it emits when a fault is present could cause dangerous consequences. In fact, we could have a situation in which a catastrophic fault is present, and the circuit tends to switch off all supplies. In this case, we would be forced to keep an active current path to let the LTs emit with a potential much more catastrophic situation. For this reason, except in some situation, a signal is considered good if its LT emits light.

The overall result should be a set of devices that emit light and show the status of the monitored signals. This allows to understand where a fault originates. However, the non-functionality of a block can propagate within a circuit since we are dealing with analog applications. We could therefore observe that after a fault in a certain point of the circuit, other internal voltages do not have the desired values. For this reason, the information given by the single LT cannot furnish the origin of the defect. In order to fully understand its cause, we must read the states of all the LTs and create a kind of truth table. Based on such table result a general conclusion can be drawn. This will state at the same time both the block and the internal node first affected by the failure.

3.2.2.ii Implementation

The starting point of the implementation focuses on the emitting unit. The choice of light-emitting devices and the dimensioning are the first requirements. As before written, we chose for this design normal pn diodes that emits in forward bias mode.

Regarding the dimensioning of the devices, we performed a characterization. The goal was to find the minimum requirement of emitted light detectable by a standard emission microscope. This is also motivated by the need to find the lowest possible current consumption causing enough light emitted by the devices. To do that we used a wafer with the accessibility to single devices by mechanical probing. We chose a pn diode with an area of 16 pm2 and applied the voltage for the forward biasing. We used the Meridian IV emission microscope to measure the light emitted by the diode. It is equipped with an InGaAs camera cooled with a Peltier system to capture the light in the near IR range. For the measurement we used the 20x magnification lens that is the most used during our fault isolations with EMMI.

We supplied the diode with different voltages in forward bias and measured the current consumption and light emitted. From Fig. 3.45, the diode shows a faint light with a current of 250nA. It presents a greater emission with the current of 10 uA. Although the current of 250 nA is associated to the smallest detectable light, we need to consider the potential light emitted in the surrounding real circuit. In fact, the analog blocks are usually presenting a strong emission activity. This aspect can mask the emission of the LT losing the benefits of this method. For this reason, the most prudent decision is to consider the current in the middle of this characterization (1 uA). This offers discrete emission with relatively low consumption.

The current flowing inside the diode is so fixed. It is now possible to dimension the resistance in series. The resistor keeps the current constant and is the only parameter that differs in each LT. In fact, the diode area, current and threshold voltage are fixed, while the applied voltage to the LT varies. This is the signal to be monitored and the resistance will have a direct proportionality to that.

The remaining parts for the design are the control unit and the choice of the signal to be checked within the IC. The control unit is dependent on the signal to track, as previously said. However, this will not be discussed in this paper because it is specific to the application and not fundamental to the understanding. As for the internal voltages to be monitored, these are dependent on the circuit type and how it is designed. If possible, it would be preferable to design the circuit with the startup sequence determined by a state machine. In this way it would be possible to associate a LT to each state of the machine. The resulting combination of light emitted will show in which state the circuit is or, in case of failure, in which state it is locked into.

Yet, a state machine is not always implementable for analog circuit. In this case, we need to analyze in detail the startup sequence and individuate the important signals within the design. This is a difficult task because in analog circuits the signals are often not completely sequential but are dependent on each other. This is also the reason why this method is essential and why LT information is to be read as a whole and Naturally, it is convenient to associate a LT to these voltages if it is not possible to measure them directly through a pin.

3.2.2.iii Results

3.2.2.iii.a

Light Trackers: Nominal behavior The first step is the simulation to understand which values to associate with the enabled emission unit. The integrated circuit presents three types of LTs. They differ each other for the control unit and the resistance of the emitting unit, as explained in the previous chapter. We prepared a virtual test bench to check them, using ideal voltage generator as input. The resulting current flowing in the diode in forward bias is about 1.24 uA as shown in Fig. 3.47. This means that the emitting unit is activated when there is a positive current of about 1.24 uA flowing through the diode. It is in fact, coherent with the values reported in the previous chapter of this paper. In the case of the test bench with ideal generators, the current flows with a positive sign when the diode is forward biased. This type of simulation helps to build the truth table that allows the diagnosis in case of fail. We performed 4 simulations to validate all the LTs to allow the further fault injection both in simulation and inside the circuit.

Within the circuit a specific LT is activated when the corresponding signal is not generated correctly. This is the LT associated with the bandgap voltage. It was possible to configure it differently from all the others without compromising the safety of the circuit. In fact, associated to the bandgap voltage there is a digital signal that deactivates all the other analog blocks when the bandgap fails. The LT has been connected to this last signal, which becomes an enable for the emitting unit when the bandgap fails. All other LTs emit when the signal they monitor is not generated successfully. After the simulation step, a back-side sample preparation to access the silicon surface was done. We performed an EMMI analysis focusing on the emitting unit and we focused on the LTs to validate this method. Inside a golden sample, we observed four emitting unit activated, and one LT in OFF state (Fig. 3.48a). Among the emitting units in Fig. 3.48a one can note that the LT5 has two extra spots in addition to the diode spot. This LT monitors an oscillator. Therefore, the extra spots are a normal consequence of this application. They are located inside the control unit, at the input. They are transistors that switch between a cut-off and a saturation mode due to the oscillator signal. It is known that transistors in the saturation region emit light due to hot carriers [START_REF] Boit | Fundamentals of photon emission (PEM) in silicon-electroluminescence for analysis of electronic circuit and device functionality[END_REF]. It is also known that this emission is stronger for nMOS transistors than for pMOS transistors. In fact, in this case the emission is within the nMOS. Moreover, the simulation shows how the current inside the LT switches between positive and negative values (see Fig. 3.49). Therefore, the value of the current to be considered for the emission is the average. As a consequence, the transistors will emit light with an average behavior like the LT5. With these measurements we have proven the nominal functionality of this circuit.

3.2.2.iii.b Fault injection

In order to understand the behavior of the LTs in a fault situation, we first performed simulations. Resistive faults were injected into the test-benches used for nominal simulation. This allows to understand the consequences of an injected fault in a circuit functionality in the various LTs. Simultaneously to confirm the results of the simulations, faults were added in the real circuit. To do this, the sample was first prepared by discovering the silicon in the backside. Then the backside was sealed with a transparent resin to allow EMMI analysis. Then the sample was opened frontside, in order to access the metal layers and physically inject the faults into the circuit. Focused ion beam (FIB) was used for fault injection. Platinum straps was created to reproduce resistive shorts (see Fig. 3.50). Physical and simulation fault injections were done considering only one fault at a time. This is a general assumption that is made in failure analysis. It is always supposed that there is only one defect in the circuit and a unique cause is assumed. In a first step, fault injections were made only to test the correct operation of the LTs. This means that the first faults were injected into the signals monitored by the LTs. We performed in total five physical fault injection (see Fig. 3.48) and four simulations. The results are reported in Table 3.XIV. In this table all the fault simulations are reported except for V1, in which the fault simulation was not performed for the reason previously explained. From the Table 3.XIV and Fig. 3.48 is possible to directly deduce the Table 3.XV. The results of the simulations in fact match the real circuit behavior. Table 3.XV is the starting point if a real failure occurs in the device.

From these results we can observe that only the first fault injected causes one commutation of the LTs. In this case the commutation is for LT1 linked to V1. It is the only signal that does not cause any other consequences in the other nodes monitored by the LTs. In all the other cases in consequence of a fault injected there are many LTs changing their state. This confirms that the information provided by this method must be read in its totality and not considering individual LTs. In a second phase, we performed a fault injection within the IP generating the internal reference voltages. This IP is one of the most involved in the startup sequence. In fact, it generates the internal voltages needed for the device to start correctly. To this are also associated 3 LTs. Since the operating of the LT have been proven in the first phase, we performed this step through the simulation. Multiple fault injections have been performed to study the coverage of LT in this IP. From these results has been estimated a coverage of about 73%. In this case we consider a fault as detected when there is at least one switching by the LTs with respect to the nominal state. This percentage is estimated for startup problems for which this solution has been developed. Some of these faults are not directly detected by the LTs and therefore the IP is not fully covered by this solution. Yet, faults not detected by the LTs can be monitored with complementary techniques that are not focused on startup. These can be measurements involving other parts of the circuit when the product can successfully start.

Finally, real tests have been made by injecting faults inside the mentioned IP with FIB. The results of these tests are also consistent with the simulation and show how this approach enables fault detection (see Fig. 3.51). Also, the simulation results match the images obtained in real samples from the EMMI analysis, as expected.

Chapter Summary

This chapter described developments for fault isolation in two areas. The first was simulation for fault isolation techniques. In particular simulation methods for images acquired with EMMI and TLS were presented. About EMMI, the simulation is today automated with ELS tool. This enables quick results that are used inside real analysis. As a proof, in this chapter we presented three real failure analysis solved only thanks to this tool. Today this solution is used as a standard to confirm hypothesis during analysis cases.

Concerning simulation for TLS, the approach is not automated. This new simulation solution is considered at an exploration phase. The same was done with simulation for EMMI that allowed us to obtain good correlation with real images. The results obtained are promising and have already allowed solving real failure analyses. Some limits of this method are present for SLS techniques. DLS is less affected by these problematics instead and shows promising results. Beside the simulation model still lacks precision and Seebeck effect was not already simulated. Thus, these issues are the main limitations of applying this approach. These hint at future developments that have been identified within the chapter.

The second main improvement for analog failure analysis is the accessibility to the internal nodes. The problems presented in first and second chapters about difficulty of isolating faults in analog circuits imply a need for more advanced measurement tools and techniques. These problems are partially solved by the simulation methods presented in this chapter. Even so, an enhanced accessibility of internal measurements can ease this task. For this reason, eBeam probing is resumed. This technique was recently used to perform measurements on new technologies (e.g. FinFET) [START_REF] Huening | High Spatial and Energy Resolution Fault Isolation by Electron Beam Probing for Advanced Technology Nodes[END_REF]. The same technique can be reused also for analog circuits. With the same sample preparation needed for mechanical probing we can get more advanced measurements. In this way also the lowest metal layers would be accessible. In this chapter we have reported results using voltage coding technique. This consists in a voltage map of the device through the contrast level of the image. Besides, also real probing can be carried out as in the past. This would enable measurements of all the internal circuit nodes without the need of FIB probes. Even if these probes would be required the same can be done inside the same machine (e.g. dual beam SEM-FIB) and validate at the same time. The importance of internal measures is motivated by the topics discussed in the next chapter. In fact, internal measurements are the input for fault diagnosis solutions that will be presented.

Finally, a novel idea was described with light trackers. With these the analyst can exploit EMMI to understand the state of internal signals that are otherwise inaccessible. This solution was developed thanks to the good results obtained with ELS and characterization of single devices. A deeper understanding of light emission has allowed this mechanism to be exploited in the circuit design.

In addition, light trackers as EMMI probing point will be used for fault diagnosis methods presented in the next chapter. Light trackers are today present within a real silicon device. As of yet, no real failure analysis has been performed since no returns from the field are recorded today. However, the results reported here proved the effectiveness of this solution for detecting faults. This technique was developed to understand which upstream block is affected by the failure. For this reason, it was designed to address measurement problems during a startup sequence. In this case, the LTs monitored the main signals of such a sequence. Such a solution would have been useful in the analysis case presented in section 3.1.2.iv.b for example. This analysis case has been solved thanks to the ELS simulation confirming many hypotheses and enabling the PA. Even though the whole time of the analysis could have been improved with the availability of LTs. These can avoid the list of actions that lead to the successful result (acquisition of the images, analysis of these, research of the possible hypotheses, nominal and hypotheses simulations). These actions are quantifiable with at least one working day and a maximum of three. Similar results could have been obtained validating the hypothesis with failure reproduction. This is possible using FIB circuit edit on a good device but with even longer time of analysis. Conversely, LTs might be a good improvement in such a circuit. Indeed, LTs was successfully applied to a similar device type in an oscillator. The CP can be another possible application if not testable outside the package (output pin). Essentially these signals are fundamentals for the nominal operation of the circuit and must be testable. With LTs connected to them the analysis could have been smoothly solved by acquiring few images directly in the failing sample. This would have drastically reduced the number of actions to be performed and the analysis time. In fact, the failure hypothesis would have been validated during the EMMI inspection by providing a realtime answer.

Finally, this idea could also be used for other purposes and as a complementary diagnostic solution (e.g. BIST output). Besides, an optimization of the choice of signals to be tracked would increase fault detection. In fact, focusing on the signals that are relevant to a circuit would be suitable for this purpose. Indeed, the next chapter will deal also with the study of relevant signals and relevant devices.

Chapter 4: Robust diagnosis flow for analog Failure Analysis

In this chapter innovative approaches and solution for analog fault diagnosis are described. The first part of the chapter presents the introduction of the AFS for analog FA. In this are discussed the principal adaptations needed to run the fault diagnosis with such tools. With the use of the AFS an iterative flow is presented. Thanks to this several real FA cases that involved mixed-signal circuits were solved.

The second part of the chapter presents a novel method to find the list of signals and instances that can affect a signal of interest. This is used as input for the iterative flow described in the first part. The effectiveness of this algorithm is proved by real FA cases solved with this technique.

Finally, the third part is dedicated to the robust analog fault diagnosis process. This is a flow that integrates all the innovations presented in this thesis. They are mixed to create a robust process to solve complex FA of mixed-signal devices.

At the end of the chapters all the findings and discussions are summarized in the last section.

Introduction of Analog Fault Simulators for failure analysis purposes: a novel process

This section presents a new approach for fault diagnosis. This is based on AFS presented in chapter 2.3.2. These tools must be adapted to the failure analysis needs. For this reason, the first part of this section is dedicated to this purpose. The second part describes how to practically set the criteria for the fault simulation. The third part describes the main innovation of this section that is the iterative process. The new flow integrates the standard fault isolation and FA techniques presented in chapter 2.1 with the AFS. Finally in the last part there are the results of FA solved with such a process.

AFS adaptation to Failure Analysis

As before mentioned, AFS are software developed for test and functional safety applications. However, fault simulations are also helpful in failure analysis (FA). In fact, as presented in chapter 2 fault isolation techniques are limited for analog circuits. Also, in section 2 we talked about automotive circuits and how the failures are difficult to activate and see. It is usual in fact to observe the consequences of failure not completely activated. In this context AFS may be suitable to understand the causes and validate fault hypotheses. But since AFS are not designed for that some adaptations are necessary. In section 2.3.2 one key requirement for AFSs are the test specifications. Those define a range in which the output is assumed good. In FA the opposite is considered. The faulty outputs in fact are defined respect to the golden unit. In this way a range that defines the failure is defined by the operator. Instead of providing the specifications, the user will set this range. Those encloses the defective output of the faulty unit. More in general this range is here named as fault criterion. In an analysis there may be one or many (criteria) associated to only one physical defect.

The fault criterion is defined as an interval range in which the limits for a given faulty signal are set. This characterizes in terms of electrical parameters (current or voltage) the failure. It is the analogous of the failure mode with a specific range of electrical parameters.

Consequently, the results of the fault simulations are no more pass or fail as the test definition if fault criteria are used in lieu of test specifications. Yet, the simulation results define if the fault injected cause the outputs to be inside the fault criteria. In this way the results may compose a set of candidates for the PA. Every injected fault that can cause an output whose value is within the defined fault criteria is considered as part of the set of candidates.

With these adaptations AFS can be used as fault diagnosis tools like through the process that will be presented in the third part of this section.

Iterative flow

In this part of the section is described a process to perform the fault diagnosis in analog and mixed-signal circuits. It is a hybrid flow that integrates the AFSs into the standard FA process, presented in section 2.1.2. The AFS is used to guide the FA to better focus on the candidates. The AFS uses the FA measurements as input. It is an iterative procedure that includes constant exchanges between FA flow and simulation results. In this sense the new process is an expansion of the standard FA flow presented in 2.1.2. It can be inserted at different steps of the standard FA. The insertion is necessary to provide the basic inputs for the AFS. As explained in section 2.3.2 and according to the adaptations presented in the previous section, the AFS inputs are the nominal simulation and fault criteria. The single sub circuit level simulation is used for the former input. This is the same simulation type as those used for ELS and TLS simulation presented in chapter 3. For this reason, the focus is to find a macro functionality of the circuit responsible of the failure. In this way a single subcircuit test bench is built for simulation and the first input is found. This is a single macro-IP simulation, that considers only the part of the circuit affected by the fault. The goal is to consider the smallest possible area (the fault universe will be accordingly), without the risk of losing the real defect.

The standard techniques of FA are employed to solve this task. In general, a single macro-IP is individuated after the ATE step (see Fig. The secondary inputs to run the AFS are the fault criteria (see the colored input arrows for the AFS block in Fig. 4.1). They are the measures that allowed the analyst finding the single IP. These are the failure modes and fault peculiarities for which an electrical measurement is not directly available (e.g. an EMMI spot). The next section will focus on how to deduce fault criteria with standard FA techniques. The more fault criteria are present, the smaller will be the resulting set of candidates.

Once the fundamentals inputs are defined, the first simulation can start. The automatic fault injection flow is used. It may take several days to be completed, depending on the size of the netlist and simulators. Such a long duration is motivated by the simulation of the whole fault universe. For this reason, it is desirable to execute this step as soon as possible. As written before, the inputs for the AFS are available before fault isolation. In this case the downtime of the analysis (e.g. sample preparation) can be exploited to run the first iteration of diagnosis. The result of the first iteration composes the first set of candidates. The set is then compared with standard technique measurements. One method is to report the set into the circuit layout for visual inspection. This allows the analyst to focus the analysis (e.g. EMMI) only on the candidates. In some circumstances, it is possible to match the spots identified by the global fault isolation. Another option is to examine the electrical measurements done comparing them with the candidates (e.g. probing). These may help to individuate evidence linked to one fail inside the set. After these procedures, if only one candidate can clearly address a single physical area, then the PA is executed and the flow ends. Usually, the first set of candidates is not little enough to conclude the analysis. Yet it is useful to address the inspections on specific candidates. If the first iteration is not conclusive a new simulation is required. The next iteration is executed by running the AFS with the manual method. The previous set of candidates becomes the new fault universe for the AFS. Then the analysis normally progressed after the first iteration with new clues and measures that characterized the failure (new fault criteria). The new measurements constitute the new fault criteria (see Fig. 4.1). In this way, the old set certainly fulfills the criteria already imposed. The set obtained from the new iteration will consequently meet the old and new criteria imposed. This reiterative cycle has several benefits. The resulting set of candidates will be progressively smaller. The fault criteria in fact help to narrow down the list of candidates with new measurements. Consequently, the simulation will be faster at each iteration. Furthermore, even if the results do not lead to the immediate conclusion of the analysis, they guide the engineer with new information. Iterations end if one or a group of candidates inside the set is found, uniquely indicating a physical area. In this case, the physical analysis starts as shown in Fig. 4.1. The iterative flow presented here is only semi-automated. There are in fact steps that need operator intervention for real measurements on the DUT. This creates the unavoidable limited automation. The real measurements, in fact, guide the AFS but at the same time are driven by its results.

As highlighted above, the major limitation relates to the slowness of simulating the entire fault universe. This happens during the first iteration, which takes a significant amount of time to complete the simulation. To make these simulations faster, industrial AFSs are able to run many simulations in parallel. Each of these simulations can also be run on multiple CPUs. The limit of parallel simulations is posed by three factors. The number of simulator licenses available, the server resources to run them, and the AFSs ability to run such simulations in parallel. The first two constraints relate to an economic aspect, while the third relates to software implementation. Ideally, one would like to run all simulations in parallel at once. However, this would require significant economic resources. In other words, the third limit is imposed by the industrial simulator chosen to perform the simulations. For the first two, a tradeoff is made between the benefits brought by the simulations and the cost of the licenses.

Fault criteria

Here is discussed how to find and consider fault criteria for the fault diagnosis flow presented in this section. In the first part the electrical criteria are considered. Then, a process to infer fault criteria starting from an EMMI image is explained.

4.1.3.i Electrical criteria

The electrical fault criteria to be set for fault diagnosis are of three types. In all the cases the goal is to define a range of values around which the fault value is confined.

The first type are the current criteria. These are difficult to use especially because the simulation is single IP level. Usually, the failure involving abnormal current consumptions refer to a global circuit current. This information is difficult to exploit precisely in a simulation of the single IP. The measure of the current consumption of the latter is not known most of the analysis. In fact, in order to know it, it would be necessary to physically isolate the subcircuit and to perform local measurements. To use such criteria a possible strategy consists in building the nominal simulation. Consequently, the current consumption of the single block can be characterized. Then, the current fault criteria are established so that the consumption is greater or smaller (in agreement with the real measures) respect to the nominal simulation. This is a compromise to be able to use the current criteria, not being able to set a precise range. The second type are the voltage criteria. These are most often used as they are fully compatible with the single block simulation flow. In fact, it is sufficient that the faulty voltage outputs are present in the simulation to set the fault criteria. For those criteria a precise range is possible. The third type are the time or frequency fault criteria. As the voltage criteria they can be used when present in the single IP simulation. This type of criteria requires a dynamic check in the simulation to measure these circuit features. The dynamic checks are available in simulators such as CustomSim [START_REF]Iec 61508: Functional safety of electrical/electronic/programmable electronic safety-related systems. parts 1-7[END_REF]. Concerning the time fault criteria, they include a missing event (e.g. PLL lock) or a slow rising voltage edge.

The measures that lead to defining the fault criteria are the standard FA techniques presented in Chapter 2:. In particular, as mentioned earlier, the first measures are those of ATE. These concern the primary outputs of the circuit. Afterwards there are the electrical bench measurements which also concern the same outputs. These can be directly generated by the macro-IP used in the simulation. In alternative they are measured through internal registers using protocols such as SPI.

Subsequently there are the standard techniques of probing fault isolation. As previously described, they are many. In general, it is preferable to use mechanical probing that allows to obtain more precise measures. In order to measure and define fault criteria on IP internal signals, FIB probes may be used. These are built according to their feasibility (metal levels, accessibility, and possible damage to the circuit). The search for fault criteria by probing fault isolation guides the diagnosis and at the same time is guided by the results of the latter. In fact, FIB probes can define new fault criteria. At the same time such measurements can be performed on signals connected to candidates. The candidates are generated by a previous iteration of the diagnosis process presented before (see Fig. 4.1).

4.1.3.ii Flow to include the emission in iterative flow

In chapter 2.2.2.i it was described how silicon devices emit light in near IR. This is the basic working principle of the EMMI. Yet the inspection, as explained before, is an image comparison process between the DUT and a good device. The goal is to locate the differences and insulate the fault inside the device. These differences are often a consequence of the failure and do not help to locate it visually, as explained in chapter 2.2.2.i. The method explained here focuses on the inspection of these differences to infer fault criteria. The light emission indeed can be quantified as voltage ranges. In this way a light spot can become a probing point for diagnosis by means of AFS. In chapter 3.1.2 in fact the ELS demonstrates that the emission of elementary electronic devices is successfully simulated.

To deduce fault criteria from EMMI, the attention is mainly on MOSFETs, since their emission activity is very high for analog devices. Yet this method may be used also for other elementary devices that emit light (diodes and bipolar transistors). As seen in sections 2.2.2.i and 3.1.2.i, the emission from MOSFETs occurs when they are in saturation or in diode configuration. The former is the most important and most frequent. It is recognizable because the emitted light is located at the drain side. The latter (often used for protection circuits e.g. ESD) is identified by the emission spread over the entire surface of the elementary device.

From these distinctions the algorithm is carried out (see Fig. leads to finding differences between the images, characterized by the presence or absence of light spots from the elementary devices in the DUT. Those differences are then located within the layout so that the elementary devices related to them can be identified. A list of differences can then be created. It can be sorted visually (e.g. the strongest spots are analyzed first). Next, from this list a device is selected, and the nominal simulation is examined. In this way the operating region of the device is defined in nominal conditions. Yet, the nominal conditions define the opposite state of the pointedout difference. In other words, from the nominal conditions, we see how the emission of the good device works and not that of the DUT. To understand the latter, we must assume a change in a signal applied to the elementary device. To do it the possible operating regions that cause the emission are considered (e.g. infer how to make a transistor that nominally operates in linear region become saturated). If those assumptions are univocal (e.g. only one signal can change the operating region of the device) then they are defined as a voltage range. This range then becomes a criterion for AFS diagnosis. If the variations are not unique (e.g. many conditions can cause the device to emit) then the difference cannot be considered as a criterion and a new device is selected. The process is repeated until sufficient criteria are obtained. Otherwise, the process ends if all differences are analyzed.

Results

In this part some results involving the fault diagnosis process previously presented are reported. First the results using the electrical fault criteria are presented. These are three real failure analysis solved thanks to this method. In the second part the results exploiting the light emission spots as input for the fault diagnosis are reported. Four real failure analysis show the benefit of such approach. The final part is dedicated to the discussion and observations about the presented results. All the results presented in this part involved real customer returns. The fault diagnosis method was applied during the analyses.

4.1.4.i Electrical Fault criteria

In this part are discussed FA cases solved with fault diagnosis process presented before. The fault criteria used in these cases are mainly from electrical measurements. The three cases deal with door-zone device type circuit. The circuits involved in the failure however are not the same but have similar functionalities. The cases show also similar failure modes. In fact, they are all about a wrong startup sequence that put the circuit in a locked safety state.

4.1.4.i.a

Case 1 This FA case is a customer return involving a door-zone device. In particular the failure announced by the customer was a wrong communication through the CAN protocol. The failed communication was due to the device not completing the startup sequence correctly. As before explained in Chapter 3:, we know that this type of failure involves the internal reference voltages. To confirm that a dedicated output to understand if the device completes the startup sequence is present in the circuit. This output is at 5.1 V (5V1) in a golden unit. By following the standard FA flow of section 2.1.2 (see Fig. 2.1), the ATE was performed on the unit. The results confirmed the wrong CAN communication highlighting the 5V1 at 0V in the faulty unit. Since this is a startup failure the circuit is brought into a safe state and does not allow the DUT to be kept in the faulty state. As previously explained, in this case we may observe only the consequences of the failure.

The same conditions as the ATE test were reproduced in the electrical bench. The setup found in this step is suitable for the next fault isolation steps inside the equipment. A sample preparation was performed to decapsulate the circuit from the backside. The goal was to do an EMMI inspection for the global fault isolation. The same set up as the bench was used inside the EMMI to observe the emission on the faulty sample. From the comparison between images acquired on golden and the faulty units, many differences were found (see Fig. 4.3). As expected, the EMMI inspection did not locate the defect. Only consequences of the failure were visible using static and dynamic supply. With dynamic supply (a voltage ramp) the different startup steps were studied in EMMI. These represent an abnormal circuit activity compared to a golden unit. In these conditions the fault diagnosis flow started. A macro-IP was individuated with the EMMI images (internal reference voltages block). A test-bench for the nominal simulation was built using this IP. The simulation reproduced the same test conditions that lead to the failure in the real circuit. The AFS was first used with the automatic injection. The first fault criterion imposed was the faulty 5V1. The fault universe for this case was 18000. After the simulations of the whole fault universe, the first set of candidates contained more than 1000 faults. For this reason, the analysis continued since the set was too large. A front side sample preparation was performed to measure the internal signal with mechanical probing. The dynamic supply was used to bias the sample (a voltage ramp with a rising time of 50 ms). In this way the startup procedure was monitored with an oscilloscope connected to the probes. The measures of the internal nodes were then compared with the nominal simulation (see Fig 
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same working principle, a third simulation was done with three fault criteria. From the latter only one possible candidate was returned. The candidate proposed by the tool was a short between the drain and the source of a transistor. This candidate could reproduce the real measurements performed on the sample. For this reason, the fault location was concluded on this transistor. Consequently, the physical analysis was done in that area with destructive sample preparation. With a careful analysis of each layer of the circuit during the de-processing, the defect was observed at polysilicon level. The physical defect was detected with PVC technique at polysilicon level (see Fig. 4.5a). The defect was observed at active level with the SEM microscope (see Fig. 4.5b). This was a signature of the gate oxide breakdown which caused a short between the channel and the gate of this transistor. Yet, the defect found was not in the same structure pointed out by the fault diagnosis process. The defect was an adjacent one, directly connected to the candidate of the fault diagnosis and in the same area (see Fig. 4.6).

4.1.4.i.b Case 2

The case presented here is also a customer return with similar symptoms as the previous case. The circuit in this case failed after the startup sequence. Using the ATE, the failure was confirmed. The test results indicated one faulty reference voltage. In particular this circuit has two internal reference voltages. One is used for the analog part of the circuit (Va) and the other for the digital portion (Vd). In this case the symptoms were even more pronounced than the previous case. Both the reference voltages are measured at 3.3 V for a golden unit. This allowed us to find the internal IP responsible of the failure. Consequently, the nominal simulation was prepared to start the fault diagnosis process. In particular, the ATE and electrical bench measures defined the failure mode only in one reference voltage (Vd). This was measured at 2.8V, while the other (Va) was correctly at 3.3 V. This information was then used for the fault criteria definition. The fault diagnosis process started, with two iterations corresponding to the two fault criteria. In this case the first criterion was set on Vd (2.5<= Vd<= 2.9). The second was the correct Va (3.1<=Va<=3.5). The fault universe in this case was 23000. The two iterations returned 12 candidates. To enable an easier visualization a script was used to report the set inside the layout view (see Fig. 4.7). In order to optimize the time for analysis, the sample was submitted to backside decapsulation in the downtime of the simulation. This was necessary to perform the global fault isolation. From the EMMI inspection an abnormal spot was found in the faulty unit. This was located inside a diode (Fig. 4.8a). However, the diode was not in the list of candidates returned by the AFS. A further analysis was done with layout and net connections between the candidates. The above-mentioned diode was pointed out by over the 90% of the candidates (see Fig. 4.8b). For this reason, the diode was included in the set of candidates since it was likely a parametric fault. A third iteration was performed by varying the resistance value of the fault. This step was done with the manual injection flow to study the behavior of the candidates respect to the fault criteria. From the simulation results, the best matching candidate was the diode. A leakage was simulated between the terminals of the Zener diode observed with EMMI. The simulation results matched the fault criteria (see Fig. 4.9). Moreover, the simulated fault was consistent with the EMMI image. The Zener diode is expected to emit light from both the contacts in a good unit. In the faulty unit the light emitted was present only at one terminal of the diode. In this sense a leakage in one of its contacts could explain the real image.

The fault isolation ended with the diode location and the PA was performed on that area. A de-processing similar to the previous case was done. The physical defect was observed both with passive voltage contrast and at active level with SEM. The problem was in a contact of the diode (see Fig. 4.10). This result confirmed the correct localization done with the help of the new process.

4.1.4.i.c

Case 3 This FA case is a customer return similar to the previous cases. Also, this circuit was announced as startup problem. After ATE and the electrical bench measurements the failure was confirmed. The failure mode was a wrong voltage level of Vd (measured at 0 V). The additional information was the correct voltage level of Va. In these conditions the diagnosis method presented in this section was executed. The internal reference voltage generator circuit was considered for nominal simulation. The fault universe was composed of about 18000 faults. First criterion on Vd (0 V < Vd < 0.5V) was set to run a first iteration. The first set was 491 candidates. A second iteration was performed considering Va as additional constraint (3.0 V < Va < 3.4 V). From this iteration 117 candidates were obtained. The analysis continued with the backside sample preparation and the EMMI inspection (see Fig. 4.11). From this step we observed the consequences of the failure. In addition, it was possible to deduce a problem affecting the signal driving Vd (VGd). We estimated at this signal at 0 V, since no emission was present in the transistor driven by VGd. With the third fault criterion the diagnosis with the AFS returned 13 candidates.

The fault isolation ended with this iteration and the PA started with a focus on the candidates. The flow followed for the PA was still de-processing like the previous cases. The defect was found at metal 1 inside one of the candidates of the fault diagnosis. In particular it was a short between the metal fingers of a capacitor. This was observed with SEM and confirmed with a FIB cross-section (see Fig. 4.12).

4.1.4.ii Emission fault criteria

This area of the section discusses the results of analyses solved with fault criteria derived from EMMI images. These cases also involve door-zone circuits as the previous ones. However, these analyses refer to different failure modes and functionalities than the previous cases. The first two analyses contain failures on voltage outputs of the circuits. The last two analyses describe failures on the HBRIDGE [START_REF] Steigerwald | A comparison of half-bridge resonant converter topologies[END_REF], [START_REF] Ambusaidi | New Circuit Topology for Fault Tolerant H-Bridge DC-DC Converter[END_REF]circuit that is typically used to drive DC voltage motors.

4.1.4.ii.a

Case 1 In this field return case, a failure of a specific voltage output affected the faulty device. The faulty symptoms were validated inside the laboratory with both with ATE and electrical bench. The output was measured at a correct value of 0.6V like the golden unit, when it was driven OFF. When it was driven ON it was measured at 1.5 V instead of 12V of a good device. The sample was submitted to a backside sample preparation, to access the silicon surface and perform the EMMI inspection. In the meanwhile, the simulation was prepared both for the EMMI (see Fig. AFS. This latter was possible since, with such a failure mode the area of the device to analyze and the macro functionality was already defined. Indeed, there is a specific IP that drive the output inside the device. In this way a simulation test-bench of this IP was prepared for the diagnosis imposing a first fault criterion on the output faulty range. The fault universe for this block was composed of 2290 possible fails to inject. After the first iteration with the criterion for the output (V(output) < 2 V) the tool returned 525 candidates. The analysis continued with the EMMI inspection on the DUT in the area of the output (see Fig. 4.13b). From the comparison between this image and the simulation in nominal conditions, many differences were present. Yet none of these could directly point out the faulty location, since they were consequences of the failure. For this reason, we started the process described in section 4.1, by focusing on the different light spots. We first inspected the greatest spot (see Fig. 4.14spot 1) and located inside the layout. It is a transistor which nominal operating condition is cut-off. In fact, its gate-source voltage is higher than the threshold voltage (0.7V) and even if its drain is connected to the supply (12V) the source is the output of the circuit (nominally at 12V). In this way the lack of the emission in the good unit is thus explained. Yet also the emission in the failure device was understood for spot 1, since the source is at 1.5 V (faulty output). Therefore, no further variation can be used as a criterion for the emission. For this reason, an additional spot was analyzed and located in the layout (see Fig. 4.14spot2).

The second transistor was also in cut off since source and drain were both at 12 V and the gate at 12.5V. In this case however an assumption can be made to explain the emission in the fail device. In fact, only a source voltage lower than 11.7 V would make the transistor in saturation. Applying this as second criterion of the diagnosis we have obtained 36 candidates. Finally, one last spot was analyzed. It was still a nMOS of a NOT logic gate (see Fig. 4.14spot3). In this case the transistor was in cut-off and only an intermediate level of the gate could explain the emission of the faulty unit. In this way we imposed as third criterion the gate-source voltage of this transistor between 1.0 V and 1.5 V. With the latter criterion the AFS returned one candidate. The candidate was a short between the gate and the drain of a transistor (see Fig. 4.15a).

The PA was done on this area. The results confirmed the fault location found with the diagnosis through AFS. A leakage between the VIA (source) and the polysilicon (gate) of the candidate transistor was observed (see Fig. 

4.1.4.ii.b Case 2

The door-zone device has many voltage outputs with different functionalities. They support high-current values, and, for this reason, they are checked by internal voltage limiters and temperature sensors. This helps to prevent catastrophic consequences if a fail occurs and is a good aspect for the application. These safety constraints yet make the FA more difficult to perform. The failing state may be blocked and hidden by these checks as for the startup cases. An example case is presented here, with a FA in which a voltage output was failing. From ATE and the electrical bench measurements the wrong output value was confirmed. By comparing the golden unit with the DUT the failure mode was only present when the output was driven high (ON state). The measured value in this case was at 0.28 V instead of 12 V with a load of 150 Ohms between the output and the ground. These symptoms address the simulation to the IP of the aforesaid output. Moreover, by reading the internal SPI registers, the safety checks turned on the open circuit flag. This 
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A spot in correspondence of a transistor with a strong emission was observed and not present in a golden unit. This EMMI signature refers to the diode mounted emission for transistors. For this reason, this condition was used as extra criterion for the diagnosis. The new fault criterion in particular set the voltage conditions to reproduce the diode emission observed in the faulty unit. With these criteria the candidate set of the second iteration was composed by only one candidate (a short between two nets). This candidate corresponds to four transistors connected to the same signals (four equal candidates). In addition, the candidate reproduces both the faulty output (see Fig. 4.17a) and the abnormal EMMI spot (see Fig. 4.17b).

The fault isolation was concluded with the four transistors as candidates. The PA was performed on the area pointed by the fault isolation. Two gate oxide breakdowns (see Fig. 4.18) in correspondence of two of the four transistor were discovered. The gate oxide breakdown caused a short between the gate and the sources of the transistors involving the two nets of the candidate found.

4.1.4.ii.c

Case 3 In this FA case the customer claimed a problem in one of the 4 outputs of the HBRIDGE circuit [START_REF] Steigerwald | A comparison of half-bridge resonant converter topologies[END_REF], [START_REF] Ambusaidi | New Circuit Topology for Fault Tolerant H-Bridge DC-DC Converter[END_REF]. This circuit is used to drive a motor, which output schematic is like those of Fig. 4. [START_REF] Mura | Failure analysis of failure analyses: The rules of the rue morgue, ten years later[END_REF]. In particular in this case the failure 
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was affecting the output GH2. The failure was confirmed at ATE. Then it was reproduced also with the electrical bench (see Fig. 4.20) with a waveform probed with an oscilloscope. The sample was submitted to the backside decapsulation to enable the fault isolation. The EMMI fault isolation focused on the area of the HBRIDGE. A list of abnormal spots was individuated through a comparison of the image of the faulty device with the ELS in nominal conditions (see Fig. 4.21). These abnormal emissions were grouped in three sets. The first group is composed by a transistor with an EMMI signature of saturation mode (see Fig. 4.21c). The second group is composed of two transistors (see Fig. 4.21c) which light emission is located at the body area. Finally in the third group there are two Zener diode which light emission is not located at the center as expected for a Zener diode. Yet the latter is in the perimeter, between the n-ring and p-ring/p-plus contact. These were consequences of the real failure.

For this reason the nominal simulation was prepared for the HBRIDGE to enable the fault diagnosis with AFS. The fault universe was 2533. The first criterion was set in the first EMMI group. A dynamic condition to ensure the saturation condition of the transistor was created. The first iteration returned a set of 2430 candidates.

The second criterion was created for the second group of emission. For this, the light emission was explained only with a polarization between the n-well and the body contact (p-substrate). The simulated current in a nominal situation for this is negligible (< 1pA). For this reason the fault criterion was a current between the n-well and the psubstrate greater than 1nA. With the second iteration the set was 46 candidates. The third group was considered to improve the result. A similar criterion as the second was set for Zener diodes (a current between the n-ring and p-well greater than 1 nA). This final iteration returned 20 candidates (see Fig. 4.22a).

The PA was executed on candidates with a layer-by-layer de-processing. An abnormal signature of PVC was observed in two transistors contained in the list of candidates (see Fig. confirmed the fault diagnosis results and the abnormal signatures observed during the analysis.

4.1.4.ii.d Case 4

The present case is similar to the previous one. It involves the HBRIDGE circuit with a similar failure mode (GH2 not working). As the previous case, the failure was confirmed both with ATE and electrical bench. The sample preparation was performed on the part with a backside decapsulation. The EMMI inspection was performed but with different abnormal signature than the previous case (see Fig. 4.24). By comparing the images of a good sample with the faulty one two strong spots were found (see Fig. 
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A DLS analysis was performed between GH2 and GND, focused on the candidates. As many ROIs as candidates were drawn around these structures. An abnormal signature of laser was finally found inside one transistor in the set of candidates (see Fig. 4

.25b).

A targeted cross-section was performed in the area of the laser spot. A foreign material was found between the polysilicon and the active layer (see Fig. 4.26). This created a short between gate and drain of the transistor, like one of the defects pointed out by the fault diagnosis process.

4.1.4.iii Results discussion

The results obtained from the diagnosis flow presented in this section allowed us to solve all the cases presented. In the first case, the flow returned only one candidate. Yet, the real physical defect was in a transistor near to the candidate. In particular the candidate and the transistor containing the defect have a common net. The candidate was a short between the drain and the source of a pMOS in a current mirror. The defect was in the gate of the nMOS driven by the drain of the candidate pMOS (see Fig. 4.6). This can be explained by the resistance used during the automatic fault injection. The default value for the AFS reproduces a catastrophic short (1mOhm). In this sense, the real fault could be detected using a parametric fault model. A good approach in these situations may consist in using many resistance values for each fault universe. Conversely, this would make the whole simulation time unacceptable. But the fault diagnosis with AFS helps the analyst understand the most sensitive devices to a particular failure mode. This is proved by the first case, where the defect was in the same net and area of the candidate. Similarly in the second case the candidate where the physical defect was later found was added manually. Most of the other candidates found with the AFS had signals in common that connected to it. Again, the motivation lies in a fault with values to be parameterized. It follows that a selection of faults to be injected is necessary rather than directly considering the universe of faults. In this way multiple simulations with different values of faults would be possible. A solution for this problem will be described in the next section.

The solution proposed in this first part of the chapter is useful in guiding the results of the analysis. Interaction between the standard FA flow and the AFS simulation is crucial. FA measures are used to define criteria. The four cases where EMMI was used to define fault criteria are a proof of that. The iterative method drastically improves the fault diagnosis results. In all the cases the starting fault universe was of over 2000 faults. The final results had always less than 20 candidates. Besides, the AFS results can be useful to better target the measurements. An example is the fourth case. A candidate helped to focus the DLS inspection, which found the precise location of the fault.

The cases presented were critical. This means that, using the standard approach, they would have needed more than a month to be solved. Subsequently, the analyst would have been obliged to continue with a PA without any guarantee of success. With the diagnosis flow, they have been solved within the target time for a FA, with the correct location for the PA.

A final observation concerns the number of final candidates obtained with fault diagnosis through AFS. If the final set contains more than one candidate, it may be difficult to know which candidate best matches all the fault conditions. A ranking of the results is not provided by AFSs unlike digital diagnostic software [START_REF] Boon | TetraMax Diagnosis and Laker Software on Failure Analysis For ATPG/Scan Failures[END_REF]. Thus, one solution to solve this problem is to simulate the consequences of the final set of candidates. An example of this will be presented in the following sections.

New algorithm to find Relevant Signals and devices

In FA the failure mode definition is often linked to the signals and functionalities of the circuit. Understanding what elements may impact these signals could speed and simplify analyses. Yet, for complex analog circuits, the list of signals that influences a selected output is not easy to be deduced.

In this part of the chapter, an innovative method to solve this problem is presented. It is an algorithm to research the critical signals and devices of a mixed-signal circuit. It allows the analyst to know the set of devices and signals that may affect a circuit function. This method is similar to a sensitive analysis [START_REF] Slamani | Analog circuit fault diagnosis based on sensitivity computation and functional testing[END_REF], [START_REF] Guerra-Gómez | Sensitivity analysis in the optimal sizing of analog circuits by evolutionary algorithms[END_REF], [START_REF] Guerra-Gómez | d'améliorer sa testabilité et sa sécurité. Un designer de circuit peut envisager de mettre en oeuvre des solutions spécifiques pour ces signaux[END_REF] performed with multiple simulations . In this way this approach is proposed as a solution to the problems mentioned above and for fault diagnoses. Yet, it also enables interesting applications within FA and potentially in other domains.

The first part focuses on the fundamentals steps to execute the algorithm. The second part describes the algorithm to research the relevant signals. It also gives definitions and discusses all the parameters. The third part shows how to deduce the elementary relevant devices from the list of relevant signals. The fourth part explains the possible utilizations of this algorithm in FA. Finally the last part of this sections presents some results involving real FA of door-zone devices.

Preliminary steps

Since this method is used in FA, we follow the workflow previously presented to individuate a single IP. In particular two information are used to build the simulation and prepare the relevant signals research: the failure mode and the circuit block generating the signals involved in this latter. The former allows to define the failing output, which are the signal of interest of the simulation. In this work we will refer to them as relevant outputs. They can be one or many according with the failing conditions. They are also the basic information of the method explained for the research.

From the single IP identified, a test bench for a nominal simulation is built. A transient simulation is then performed on it, saving an operating point in a specific circuit condition and time. This may be the steady state of the circuit or possibly the state in which the failure manifests. The relevant outputs are also measured in the same state using a .MEAS command [START_REF]Road vehicles --Functional safety[END_REF]. In general, the relevant output is also measured at the end of the simulation. The list of results contains the operating points and the measures of the relevant outputs. These datas are the inputs for the relevant signal algorithm. For this reason, these files must necessarily be accessible and editable.

Algorithm for Relevant Signals

A relevant signal is an internal circuit node that causes a change in the relevant output (positive or negative) as a result of a change in its value. The research of the relevant signals therefore consists in changing the value of all the nodes of an IP to check if there is a variation in the relevant output.

The procedure starts defining the active nets of the circuit. The associated command of Synopsys CustomSim "Selective back-annotation net" is used [START_REF]Iec 61508: Functional safety of electrical/electronic/programmable electronic safety-related systems. parts 1-7[END_REF]. It is a command developed for the post-layout simulation to find the net effectively activated during the simulation. To do this a threshold level and a time window to consider the active nets are set (e.g. after a transient). In this work this option will not necessarily be used for the post-layout workflow. In fact, it is used to reduce the number of signals to consider for the relevant signals research. The returned list of active nets is the starting point for the research. The nets are selected one by one from the list of active nets. Only one net for every simulation is considered (here generically called Netx). A variation with respect to its value in the operating point is applied to it. The variation (var) can be positive or negative and it is a percentage value. It is equivalent to change the initial conditions of each signal in the list of active nets. So var is here defined as a parameter that indicates how much each node will be variated. In this algorithm the positive var is first applied. The modified operating point is used as initial condition to restart the simulation in a defined time. The simulation is restored with the relative commands [START_REF]Iec 61508: Functional safety of electrical/electronic/programmable electronic safety-related systems. parts 1-7[END_REF]. 

4.2.2.i Important parameters

In order to perform the algorithm presented in the previous section three basic parameters are set by the user and need to be defined. They are: var, Δt and the tolerance (tol) (see Fig. 4.29). The variation(var) is a percentage parameter indicating how much each node will be variated. It modifies the value of each node (Netx) of the circuit as follows:

V modified (Netx) = V nominal (Netx) ± [ var * V nominal (Netx) 100 ] (4. 1)
where Vmodified(netx) is the new value modified for the considered Netx. Vnominal is the nominal value of the considered Netx. It is important because it defines the new initial conditions of the simulation. Ideally the greater var is (100%) the more reliable will be the set of relevant signals. Indeed, a big value of var amplifies the variations in the relevant signals and output. Yet, the great value of var may cause many problems of nonconvergence of the simulations due to RHS non-finite in the point in which the simulation is restarted [START_REF] Mura | Failure analysis of failure analyses: The rules of the rue morgue, ten years later[END_REF]. This is in fact a change of the initial conditions that may cause a nonacceptable solution for the simulator [START_REF] Mura | Failure analysis of failure analyses: The rules of the rue morgue, ten years later[END_REF]. For this reason, a compromise is needed to avoid many errors in simulations and to detect a variation in the monitored output. A strategy is to execute the algorithm for the relevant signals with a great var and check if there are non-convergences. If they are present, the simulations are repeated with a lower var only for the nets whose simulation did not converge. This process is iterated until when no error is present in the simulation. The Δt indicates the time difference between the restart and the measurement point. It is an arbitrary value dependent on the circuit and 
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Var tol output type. It depends also on the event that the relevant output is monitoring and how the simulation time is managed.

To understand if there has been a variation in a relevant output respect to its nominal value some margins are defined through a percentage of the nominal value of the relevant output. This percentage is indicated by tol. Its value is dependent on all the parameters previously defined according to the equation:

tol ∝ var * spec Δt (4. 2)
tol is directly proportional to the specifications (spec) of the signal that is monitored. Indeed, the different type of signals may have different tolerances according to their specifications (e.g. oscillator frequency, LDO output, etc.). Yet, tol is also influenced by var. This is due to the fact that if a great var is applied a great change in the output is expected. Therefore, the change of tol is directly proportional to var. The change is applied to the initial conditions and the simulator will let the output tend to the nominal value at steady state. For this reason, the greater is Δt the less will be visible the variations of the internal nodes on the output. To consider this aspect tol is inversely proportional to

Δt.

All parameters involved in this algorithm depend on the signal chosen as relevant output. If there are several relevant outputs and they are of different nature (e.g. frequency and voltage) they are considered separately. In this way the algorithm is applied to each relevant output and to any case and type of signal. The resulting relevant signals or devices in common can be intersected according to the analysis.

From Relevant Signals to Relevant Devices

Starting from the list of relevant signals an additional information can be extracted. This is the list of relevant devices. They are defined as elementary devices able to modify the relevant output if their nominal working condition are changed. In order to know the relevant devices, it is sufficient to consider all the devices inside an IP that are connected to one or more relevant signals. In fact, knowing which signals have an impact on a given output is equivalent to knowing which devices have an impact on that output.

We have developed a script to fulfill this function. It reads the list of the relevant signals as input. After that it explores all the levels of the netlist returning the devices that are directly connected to those signals. The same instances can be obtained multiple times from this operation. In fact, having the devices multiple terminals they can appear several times from many relevant signals. For this reason, a final check in the output file is performed in order to obtain a unique list of relevant devices. The relevant devices are saved in a text file and in a file that can be displayed in the layout view (see Fig. 4.30).

Use of the relevant signals

The method of relevant signals and devices provides many information and applications. Firstly, being a method developed with an IP level simulation it provides local circuit information. In fact, the main goal is to highlight the signals within the single block that can modify a relevant signal (see Fig. 4.28). This is valid for signals but also relevant devices. Yet starting from the information of the single block it is possible to get information at the top level of the circuit. In fact, among the relevant signals there can be also inputs and outputs of the single IP (see Fig. 4.31a). These are a direct link to the other functionalities and blocks of the circuit (see Fig. 4.31b). In this way the relevant signals point out also the impact of the other blocks in the relevant output. They also show the possible links between the circuit functionalities related to a relevant signal. In other words, the relevant signals also bring information at top level of the circuit involving both signals and blocks. Moreover, the relevant signals related to one relevant output can be cross-referenced with a list of relevant signals of another relevant output. This is possible only if we have more signals involved (multiple relevant outputs) to consider inside one analysis. In fact, the relevant signals are absolute information that does not depend on individual analyses. Therefore, the execution is made only one time for a relevant output. Thus, the information can be stored in a relevant signals library (it is a text file with small size). In this way an intersection of many information regarding other relevant outputs is possible. An application example is reported in the next chapter.

From the information collected with this method there are many applications possible for FA (see Fig. 4.32). The first goal is to support the diagnosis method presented in the previous section, using AFSs. With the use of relevant signals, the number of faults to be injected is reduced. Consequently, also the simulation is faster. Moreover, it allows the analyst to use post-layout netlists for injecting faults. The use of a post-layout netlist allows in fact the injection of opens and bridges between nets. Yet a big drawback of this approach is the higher number of faults to be injected than pre-layout netlist. For this reason, the use of the relevant signals enables a selection of the faults to be injected. This tool can be used also as a stand-alone support for the FA. It can be inserted in many steps of the workflow previously presented (see Fig. 4.32). The algorithm generally takes its primary information from the ATE and electrical bench. Yet, using the relevant signals, the bench measurement can be better organized to understand the failure mode. This is done whenever possible adding measurements on the relevant signals. In this way, without sample preparation, the portions of the circuit affected by the failure are located and a faster analysis is obtained. Another application will be on the non-destructive verifications. With the use of the relevant signals these inspections are focused on the top-level information. This inspection may include a reduced set of circuit blocks. This aspect increases the possibility of directly locating the defect. A similar approach is applied also during the global fault isolation. In this step the techniques of photon emission and thermal laser stimulation are mostly used. These types of inspections can be directly focused only on relevant devices. This method can also be applied directly to probing fault isolation. In fact, being able to measure the internal nodes of the circuit, the analysis can focus on the relevant signals. From these we can make a comparison between measures and nominal simulation of the device, allowing a smart fault isolation. Finally, if the fault has been previously located, the physical analysis is performed. Sometimes due to incorrect assumptions, the defect is not found. In this situation, it is impossible to go back as the PA uses destructive techniques. The set of relevant devices to check can be a solution that differentiates an inconclusive analysis from a successful one.

Results

In this part two examples of application of such method are reported. In these cases the algorithm of relevant signals and devices is used to solve real FA case. The first case deals with the direct application of the algorithm as stand-alone tool for the FA. The second case is a comparison of the relevant signals as a stand-alone tool respect the application of the diagnosis using only the AFS. All the reported cases concern the startup problem. This type of failure, as described before, involves the voltage reference generation circuit. In particular, the device analyzed has two internal reference voltages, one for the analog, the other for the digital circuitry (Vd). The digital reference is dependent on the analog voltage (Va). Therefore if the analog is not properly generated the digital will not be accordingly. In general if one of the two internal voltages fails, the device will not start with great limits for test and diagnosis.

At the end of this part a subsection is dedicated to the discussions of obtained results.

4.2.5.i Relevant devices and Fault isolation

The first analysis is a device that was not starting. We followed the workflow presented in chapter 2. From the ATE and the bench measurements, we detected the failure mode in the digital reference signal (Vd). This output was measured at 2.77 V instead of 3.3 V of a good unit. The analog reference voltage was instead at the correct value (3.3 V). Using this information, it was possible to individuate the IP related to this failure and build the nominal simulation. From the relevant signals we deduced the relevant devices that were 222 for an IP of 4016 total devices. In the meantime, the backside sample preparation was done to enable the analysis through EMMI (see Fig. ). This kind of emission clearly indicates the presence of a defect in that area. Moreover, being the capacitor a relevant device, surely this defect explains the observed failure mode. A physical analysis on that area has been performed. A cross-section was performed during the PA. The defect was found in the area pointed out by the fault isolation (see Fig. 4.34d).

4.2.5.ii Comparisons of AFS fault diagnosis with relevant signals

This case has been originally solved using the diagnosis method through the AFS. It was presented in detail in section 4. 1.4.i.c In particular the failure mode in this device was a wrong voltage level of Vd (measured at 0 V). The other information was the correct voltage level of Va. In these conditions the diagnosis method previously described was executed imposing a first criterion on Vd (0 V < Vd < 0.5V). The fault universe for this simulation case was of 19141faults. The first set of candidates using the criterion on Vd was composed of 491 faults. A second iteration was performed considering Va as additional constraint (3.0 V < Va < 3.4 V) obtaining 117 candidates. The analysis continued with the backside sample preparation and the EMMI inspection (see Fig. 4.11). From this step we observed the consequences of the failure, but we also deduced that the problem came from the signal driving Vd (VGd). In this case from the emission, we could estimate at 0 V. With the third fault criterion the diagnosis with the AFS returned 13 candidates (see Table I). The PA focused on these structures and the defect was found inside a capacitor that was present in the set of the candidates (see Fig. 4.12).

We performed the algorithm of the relevant signals and devices to compare the two approaches on the same analysis (see Table 4.I). We first researched the relevant devices for Vd and obtained a set of 1072 instances. Afterwards the information of the relevant devices of Va was subtracted to consider only the relevant devices of Vd. From this we obtained 222 relevant devices. Finally, we considered the relevant devices of VGd cross-relating with the previous set. This latter returned 218 relevant devices (see Fig. 4.35). Comparing the result of the relevant signals with the diagnosis made with the AFS one can see that the list of candidates of the latter is contained in the set of relevant devices. In fact, among the relevant devices is also contained the capacitor responsible for this fault. We also analyzed the contribution of each single criterion in the relevant devices respect to the diagnosis with the AFS. From this one can notice that the addition of the second criterion strongly impacts on the list of devices as in the AFS diagnosis. The third criterion (VGd), instead, has not produced significant changes in the list of relevant devices compared to the AFS. The criterion imposed on VGd is decisive to reduce the list of candidates. This means that the method of relevant devices can be used as a valid support for the analysis but cannot provide a complete diagnosis. In fact, there is not any fault injection simulation. This method is only useful to deduce the interesting devices respect to a fault. This is important to better focus the analysis. For this reason, the most effective approach is to use this algorithm to reduce fault universe. Afterward this information should be integrated with the AFS as in the second case of analysis.

4.2.5.iii Results discussion

Among the two analysis cases presented, similar failure modes are reported. When the generation of the reference voltages is affected by failure the circuit does not start properly. As a result, startup failures cause many limitations to test the circuit and diagnose it. Also, this is a recurring problem for circuits of this type. Standard FA techniques are not able to solve such cases. Instead they were successfully solved using the algorithm of relevant devices.

The considered circuit block in both cases has a total of 2167 signals and 4016 devices. Applying the algorithm in the first case 28 relevant signals and 222 relevant devices were found. The result is similar for the second case. To reach these results the relevant signals of two relevant output have been searched. The set of simulations in these cases requires a long runtime (about 12 hour). Yet such simulations return a result that can be reused also in future. They differ from fault simulations where the fault model may deeply impact the simulation results. In fact this algorithm does not depend on the imposed fault values (parametric or catastrophic fault). It follows that such simulations will be executed only once for each relevant output. Furthermore, this simulation execution time is comparable to the first iteration of the process presented in previous section. In this we are forced to run a first iteration in which the entire fault universe is simulated. For this reason, a hybrid approach seems more favorable. The latter approach will be explained more in detail in the next section. Relevant devices can in fact be used to define the new fault universe with AFS. This fault universe will be smaller than the original one. Thus it will enable faster simulations with the AFS.

Also the results of the second case of the analysis points to this solution. In this, a comparison is made between the impact of the relevant signals and the criteria for on the number of instances to be analyzed. The same signals used as criteria for the failure in fact do not allow to have a smaller set of relevant devices. This happens instead with the diagnosis through AFS where the candidates are less. In this sense the two approaches are complementary. The diagnosis in fact needs to simulate the whole fault universe in the first iteration. The relevant devices and signals are useful to define a list that impacts the relevant signal. They can be a standalone support tool for FA in certain cases (e.g. in section 4.2.5.i), or a support tool for diagnosis.

Robust analog fault diagnosis

In previous parts of the work, innovative methods for fault diagnosis and simulation have been described. Some of the solutions presented were a support for standard FA techniques. Others were new fault diagnosis methods developed for analog circuits. Each of these solutions was presented to solve a specific problem. According to this, the results always involved the application of a single technique for solving real FA cases. This section instead presents how to integrate and mix such methods to solve failure analyses. We refer to a robust approach when two non-standard techniques are used to solve an analysis. Their results are interpolated to consolidate the hypothesis of a failure. In detail, they ensure that a candidate respects as much as possible the actual measurements performed on the sample. At the same time, interpolation of the results is used to narrow the scope of the analysis to only a few candidates. The term "robust" thus refers to an approach in which standard techniques and those developed in this thesis are combined to provide an unambiguous result.

The first part of the section describes the robust approach and its possible exploitation. The second part shows the results of real cases that involved this flow. In this, different cases and situations are given.

Analog Fault diagnosis process

This section deals with the expansion of the workflow presented in chapter 2.1.2 and reused for section 4.1.2 and 4.2.4. All the methods introduced in this thesis are compatible with such a process. They can also be mixed each other and integrated in a robust fault diagnosis flow. In particular we name robust diagnosis flow whenever two or more of these methods are used in the same analysis. We also refer to this term when using advanced FA methods to solve the analysis. An example for this is the inter-cell diagnosis methods used in digital.

Fig. 4.36 presents the new workflow in which all methods are included. One can notice that beside the standard FA flow, AFS and the solution from section 4.1.2 are the core of the robust approach.

In this way, all the other methods, besides their original application, impact on inputs of the AFS.

Concerning the ELS, this is normally used to simulate golden device EMMI image or the consequences of a fault injection. In this context the first application is used to understand the voltage range of the EMMI. The process to do that and insert in the fault diagnosis with AFS is reported in section 4.1.3.ii. The second application can be used to select the best match from a list of candidates provided by the AFS. It is convenient to use this approach when fault consequences are observed in the EMMI image. Also this is useful when the analyst has not enough criteria to reduce the number of candidates. Thus, this technique proposes a method to sort the candidates according to the best fit with real measurements.

Laser simulations fulfill the same role as ELS in choosing the best candidate from a list. The only difference is that they are not used to directly infer failure criteria. A characterization of laser spots similar to that done for EMMI is in fact not possible today.

The developments and resume of eBeam probing solution can be integrated in such a flow. This is a method to probe internal electric parameters. In this way when inserted in a fault diagnosis it is a valid solution to define internal fault criteria. Also, by backtracking the faulty signals with a comparison with nominal ones, the analyst can individuate the faulty block. This is an important application when the complexity of the analysis does not allow the analyst to identify a single circuit block. In this way this solution enables discernment of only one block on which the diagnosis is focused.

Light trackers are intended to be light probes, measured with EMMI. They help the FA engineer to locate the upstream faulty circuit block. In this way LT may be used to identify the circuit block for the fault diagnosis with AFS for failures like the case 3.1.2.iv.b. Also they can be used to define fault criteria following the process explained in section 4x.

The Relevant signals and devices algorithm, as explained above, has many possible applications for FA. As demonstrated in previous cases (see 4.2.5), this can be a good support for the analyses. Even more effective use is achieved when the algorithm is used as an input for fault diagnosis with AFSs. In this case the algorithm can be used to focus the fault injection on a reduced fault universe. Also this is valid to help individuating the circuit block to consider with AFS. In this way a faster fault simulation is achieved together with less candidates.

Finally in this part we also mention techniques for digital fault diagnosis. They can be used to understand the fault affected cell. Once such a cell is identified, it is indeed possible to use measurements and diagnosis via AFS. To do this we can build an analog simulation of the digital cell and use AFS to perform the diagnosis in that cell looking for the best candidate.

These integrations contribute to form a robust diagnosis flow. Such a process can provide solutions in complex analysis cases.

Results

This section presents the result of the application of the robust diagnosis workflow to real FA. In the previous section, many options were provided to provide a comprehensive workflow. Some of these are nowadays only a theoretical solution as they have not been validated by real analysis cases. In fact, the real cases obtained up to now have not allowed the evaluation of all the solutions proposed. In particular, this section will first present the application of the relevant signals and AFS to perform fault diagnosis. Next, two cases of application of ELS to the results from AFS are presented. Finally an application of the analog fault diagnosis flow to a digital case is reported at the end of this part.

4.3.2.i Relevant signals and AFS

The analysis reported here is a startup problem similar to those presented in section 4.1.4.i. The failure mode involved Va signal, that was measured at 0.4 V instead of 3.3 V of a good sample. Because of this failure, Vd was at 0V too. In this analysis we focused only on Va. Following the same procedure of the section 4.2.5 the research of the relevant signals for Va was performed. For this case the parameters were: var=55%, tol=0.2%, Δt=5µs with a transient simulation of 500 µs. The total number of nets inside the simulation was 2585. After the application of the algorithm, the relevant signals for Va were 107. The relevant devices connected to these signals were 1513.

A backside sample preparation was performed on the DUT, to do the EMMI inspection. No conclusive results for fault isolation were found from this step. Thus, a frontside opening was performed to access Va and impose a 3.3 V voltage to observe the consequences in emission.

This inspection highlighted the light emission consequences of the failure. From those results the list of faulty signals was deduced. By using the criteria definition procedure of section 4.1.3.ii the EMMI spot was used. In particular, the signal driving the Va voltage (VGa) was not at the correct voltage of 4.3 V but at a lower voltage (see Fig. 4.37). In this case a threshold voltage lower than 3.3 V could cause the malfunctioning of Va. Under these conditions, the use of AFS to perform diagnosis is suitable. In fact, two fault criteria are present (Va ≤ 0.5 and VGa < 3.3 V). For this reason, the diagnosis using the AFS was done with the reduced fault universe furnished by the relevant devices of Thanks to this a more focused analysis was possible. A thermal laser stimulation inspection was done, by focusing just on the candidates. To do that singular ROIs were drawn to enable a faster inspection and highlight little laser variations. An abnormal spot (see Fig. 4.38b) was located inside a capacitor (one of the 5 candidates). Th PA was done on this area. The cross section revealed the defect in the same location as the spot. This was a foreign material between the metals of the capacitor, which caused a short circuit between its fingers. This short was exactly one of the candidates. Thanks to this the PA validated the exact location of the fault isolation (see Fig. 4.38c).

4.3.2.ii

ELS for best candidate ranking 4.3.2.ii.a Case 1 The FA case described in this part is also a startup failure. The failure mode was a not correct value for the Vd (1.8 V compared to the 3.3 V in the golden unit). Like the case of section 4.2.5.i the Va voltage was correct at 3.3 V. In this situation, we validated the failure mode. Thus the sample was decapsulated to discover the backside surface and enable the global fault isolation. This step was performed with an inspection of the DUT on EMMI. The comparison with the simulated images of a golden unit resulted in many differences ( see Fig. 4.39). Yet, only consequences of the failure were visible not being able to conclude the defect localization. Following the fault diagnosis flow of section 4.1.2, the nominal simulation was built. In a similar way than case 4.2.5.i the relevant devices of this case were found. The set of relevant devices was then used as new fault universe for the fault diagnosis. The new fault universe was of 222 devices. The AFS was used imposing two criteria (Vd and correct Va). From a first iteration, we obtained 110 candidates on 5500 simulations. 
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The sample was then submitted for a frontside decapsulation to perform mechanical probing. From this analysis we found an extra internal node, that was different than a golden unit, by the means of simulation (see Fig. Case 2 This is a field return case that was performed originally with classical FA methods. Yet the analysis was also closed without finding the physical defect.

The failure mode involved an OUTPUT of the door-zone device. The peculiarity of such an OUTPUT is that it can be driven in OFF, low or high state. In OFF state the output is idle with a voltage at 8.5 V. In the low state (OUT LS) it is at 4 mV. In high state (OUT HS) its voltage is at 12 V.

The DUT presented a faulty OUT LS at 8.5 V, meaning that the transition between OUT OFF and LS was not achieved. The OUT HS instead was correctly enabled at 12 V. In the first analysis this symptom was confirmed both by ATE and electric bench measurements. The analysis continued with the backside decapsulation to do the global fault isolation. The EMMI inspection was performed with a comparison of the DUT images and a golden unit. The images were acquired in the OUT LS condition (see Fig. 4.43). As a result of this comparison, only the consequences of the failure were observed. In particular there was a lack of emission in a transistor (M 20) and some additional abnormal spots. After a design analysis of the abnormal spots a candidate was found in M20. In this transistor was then performed a single injection using the simulation. A short between the gate and source of M20 could explain part of the electrical signatures observed (OUT LS, and EMMI of M20). ELS was so performed as a consequence of the fault injection, which returned a partial matching with the image of the DUT (see Fig. 4.44a). In particular a transistor (M9) was present in ELS but with the diode mode. In the real image of the DUT such a transistor clearly emits in saturation mode since its emission is located at the drain sides. The PA was focused on M20 and a full delayering was conducted. When the active level was analyzed, after the destructive preparations, no defects were visible in M20 (see Fig. 
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M9

In this context the analysis is not successful. However some post-mortem results and inspections were still possible. The fault diagnosis method of section 4.1 was applicable, with the availability of AFS. In fact a single IP was located, and its simulation was already prepared. Moreover 3 fault criteria were possibly defined. The first was the faulty voltage value of OUT LS. This was a defined conditions that did not allow the driver to enable the LS.

The second criterion was the lack of light emitted by M20. It is a condition that imposes that such transistor is not in saturation and neither in diode mode. The third criterion involves the emission in saturation condition of M9. The latter is a defined voltage condition. By applying such criteria, 13 candidates were found for a total fault universe of 19360 faults. The part was already destroyed and only the active layer was available. Thus it was important to figure out which candidate to focus more attention on. For this reason the robust flow was applied. The ELS was performed for the 13 simulations that furnished the candidates. The best matching was found in only one transistor (see Fig.

4.45).

A second PA analysis was done on this location, by acquiring SEM images. As a result, the defects were observed inside this structure (see Fig. 4.46), with hypothesis of gate oxide breakdown in this transistor.

4.3.2.iii Analog fault diagnosis: application to a digital cell

The last application case of this part is a FA of a field return that involved the digital part of the device. The announced symptom was a missing communication of an output pin. The sample was tested in the laboratory using ATE, which reported a faulty behavior during the scan test. In particular, the fault was a stuck at one in a control register. The software approach proposed in [2] to perform the inter-cell diagnosis was used. It is an automated software environment to manage the product database setup. It allows also to generate the test sequences for the analysis and spice simulation of the cells. The intercell diagnosis found a chain failure individuating a flip flop.

The robust approach previously presented was applied to perform the diagnosis within the cell. The usual cell-aware flow is based on a different methodology, where the defect is established on a relatively limited scope and pre-determined fault dictionary, built. We started considering the stuck-at one behavior, imposing a fault criterion in the output of the FF (V(Output)> 2.5 V). The fault universe was composed of 266 fault injections. A second iteration with the two fault criteria was executed. It returned only one candidate. The fault injection in that candidate had the faulty behavior of stuck-at one. This occurred when the enable signal was 0 V and greater than 0 V when the commutation of the input signal was between 1 and 0 (see Fig. 4.49). The candidate was a pMOS located in the output of the FF. This concluded the fault isolation step enabling the PA.

The PA was done, by focusing on that area. It revealed the physical defect at active level (see Fig. 4.50). The signature of the defect was a gate oxide breakdown that caused a short between the gate and drain of the pMOS. This was the exact fault simulation that originated the candidate of the diagnosis approach. 

4.3.2.iv Results discussion

All the analyses presented in this section were critical. Some similar case was performed in the past, without using any solution and simulation diagnostics. In these many measurements were necessary and often the analysis exceeded the required time, reaching up to 60 days. This was a tradeoff to keep the success rate high (greater than 90%) and find the physical defect. In this section the robust diagnosis flow was presented. This allowed us to solve all the presented cases in less than 4 weeks. This time period allowed us to keep a good success rate and at the same time shorten the runtime for the analyses. Specifically, this workflow solves some of the limitations highlighted in this chapter.

The first involves diagnosis with AFSs. The main limitation is the large amount of simulations that must be performed in the early stages of the analysis. Besides, the number of simulations is even larger if the faults are parametric. They would require the use of several fault values to evaluate the best faulty conditions. In this context, the robust approach is to use relevant devices to reduce the fault universe. An example was presented in section 4.3.2.i in which the analysis was solved with success with relevant devices. Such an analysis is similar to the previous cases (e.g. 4.2.5.i, 4.2.5.ii). The relevant devices along with AFS enable a faster and more focused fault diagnosis. In the case the availability of 5 candidates enabled a faster and better targeted fault isolation using TLS. This confirms the observations done in the previous section about a hybrid approach between AFS and relevant devices.

A second limitation concerns the result of the fault diagnoses of section 4.1.4. If the set of candidates is composed by more than one element, the AFS and the fault diagnosis presented does not give any way to choose the best candidate. When available the EMMI signatures of the DUT can help in this task together with ELS. The latter can be 
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used to find the best matching among all the candidates with the real EMMI image. This method was verified in two real FA cases. In the first case, a big set of candidates was present, and no complementary measures led to its reduction by fault criteria. Instead, the use of ELS provided a way to select a candidate and to perform the PA in this one. In the second case, the problem is even more pronounced. In this analysis the first result, where the fault was not found was due to not considering all possible faults. Only one candidate was originally analyzed with ELS. Yet, it did not correspond to the real defect and did not provide sufficient matching with the measurements made in the DUT. In this context, the robust approach contributed significantly to the resolution of the analysis. First, the fault diagnosis was performed considering the whole fault universe. Then the ELS helped to choose the best candidate, in which the real physical defect was found. This approach turned an unsuccessful analysis into a successful one. Finally, a result concerning the digital part of the door-zone is also presented. In this analysis the fault diagnosis is applied to a digital cell simulated with the analog simulation. Only one candidate is carried out by this process. In this the physical defect is found. Such a result demonstrates how the robust fault diagnosis flow can be applied also for digital circuits.

Other potential applications have been mentioned for the robust diagnosis approach. Yet, their effectiveness has not yet been proven in the absence of any real analysis requiring their application.

Chapter summary

The present chapter dealt with new fault diagnosis approach for analog circuits. In the first part an adaptations of new analog fault simulators were proposed. Such tools are developed for test coverage purposes and for estimation of functional safety metrics. Here was proposed an integration of such simulators with standard failure analysis techniques. This create an iterative workflow in which the AFS and FA information are exchanged mutually. To put in place such a method, some definitions and adaptations were given. The steps to set up such simulators from the measurements of the failure analysis were explained. The main criteria discussed involve electrical and light emission measurements. Using these criteria, seven real cases of fault analysis were presented. The analyses presented could not be solved by standard failure analysis techniques. Using the present method they were resolved with success. Thus, one of the main advantages of this approach is the resolution of complex cases. They typically lead to a high average analysis cycle time. As discussed before this aspect can also impact the success rate. The fault diagnosis through AFS is a benefit for both the goals.

Yet thanks to the application cases, also some limitations were highlighted. Even if the approach is based in a definition of simulation of a single circuit block, the first iterations involve the whole fault universe of it. This can be composed of more than 20000 simulations, which imply a long simulation run time. Another issue concerns the fault models. In the first case solved with this method one candidate was found. This was not pointing to the correct structure in which there was the physical defect because of the value assigned to the fault. This highlights the importance of the values assigned to faults. One strategy might be to perform multiple iterations using many values for faults. Yet, this would increase the number of simulations by emphasizing the first problem. Finally, a third limitation concerns the choice of candidates. Such simulators in fact do not provide any way to sort the candidates according to a better matching if the set has more than one candidate.

To solve some of these problems, the solution presented in the second section of the chapter was implemented. This consists of identifying the list of elementary signals and devices that have an impact in a signal of interest for analysis. In this part, the basic requirements and the algorithm to obtain the relevant signals and devices were defined. This tool showed to be polyvalent, providing a wide range of possible applications for failure analysis. In fact, it can also be used as a support tool for analysis. This has been proved with two real application cases solved with the use of this algorithm. In particular, the second case was a benchmark between the solution presented in the first section and the solution in the second section. This showed that the best solution is to use the relevant devices as input for the fault diagnosis approach of section 4.1.

This latter method was discussed in the third section of the chapter. In this one, the robust fault diagnosis approach was presented. It is a n approach not limited only to the techniques presented in this chapter. In fact, it explains how to use all the methods and innovations developed in this work in a single workflow. In fact, the goal was to build an analysis workflow where the innovations work together to solve the most complex analyses. The success of this approach was tested with four real analysis cases. These showed how to overcome some limitations of the approach of the first section. First, the mixed approach mentioned above fault universe. This resulted in an overall faster and more focused fault simulation. The cases three and four demonstrated that if there is an EMMI image of the faulty device, it can be used to choose the best candidate through the ELS.

Finally the robust diagnosis approach was also applied to a digital circuit analysis case. This showed how such a workflow can be used not only for analog circuits.

Chapter 5: Conclusion

Conclusion

The applications of electronic circuits in vehicles are rapidly growing. Such circuits deal with safety and reliability with new challenges for several related domains. One of these involves analog and mixed-signal circuits. The analog part will always be present. This is an interface between the digital part of the circuit and the "external world". Yet, analog circuits are more susceptible to failures that occur in the field. Solutions for fault diagnosis of such circuits are severely limited and not standardized. All this make failure analysis of such cases complex and slower. In fact, being safety circuits, faults are difficult to observe and activate. So, standard failure analysis techniques do not allow to solve such analyses. In this way, they have an overall long cycle time with a poor success rate. To improve this situation this thesis was developed with three main objectives. The first was to creates simulation solutions for fault isolation measurements. The second was to find and improve the accessibility of the internal signals of the ICs. The third goal was to develop a software solution for fault diagnosis able to provide candidates for the analyses. All the goals have the unique aim to improve fault diagnosis of analog circuits with a robust diagnosis process.

Many innovations and solutions were proposed in this work. After the state of the art on analog circuit failure analysis and diagnostics, chapter 3 focused on solving the first two objectives of the thesis.

We first focused on simulations for fault isolation. The two most used techniques are EMMI and laser stimulation techniques. Both produce images that are difficult to interpret in circuits of this type. For this reason, simulation solutions have been developed. The first novel solution is the EMMI simulation. This is a tool created during this PhD project, that uses a standard analog circuit simulation to reproduce the light emission microscopy images. This solution is today automated and creates EMMI images using the circuit layout view. It is used as standard tool inside the FA laboratory to validate hypotheses of failure and solve analyses. The benefits of the emitting light simulator are proven by several real failure analyses cases solved with such a solution.

Concerning the other techniques, a new simulation solution was developed during this work, for TLS images. In this manuscript we have presented the general simulation approach and a model for simulation developed in this project. The results concern golden samples images. In addition, a failure analysis case was successfully solved with such a method. This solution is valuable and allows for hot spot analysis in images of faulty devices. It is a benefit for the analyses and it can be used to understand the nature and presence of a laser spot. Yet, there is not yet an automated tool as there is for EMMI simulation. In fact, the model used for the simulation does not allow to reproduce quantitatively the real measurements. This is due to two factors. The first concerns the simulation used. It is a pre-layout simulation and not all parasitic components are taken into account. This is particularly important to reproduce the effects of laser heat in physical structures. The use of a post-layout simulation would solve this problem. The second aspect concerns the model and its parameters. A better physical characterization of single structures would lead to a precise tuning of the model. With these two improvements a future automation is possible. Both of these simulation solutions fulfill the first goal of this thesis to get a robust analysis flow. They constitute new fundamental tools for the analyst. About the second objective, two solutions are presented in the third chapter. First, the eBeam technique was studied and was resumed with the voltage coding technique. This allows to visualize through images the state of the signals of a device. First, the eBeam technique was studied and was reused with the voltage coding technique. This allows to visualize through images the state of the signals of a device. Images of a golden device and a device with injected faults were analyzed. The results obtained validate this technique for failures of such devices. Moreover, they suggest the use of eBeam probing to obtain even more significant results with more precise measurements.

The second solution explored is an absolute innovation brought by this thesis. Light trackers are elementary devices that can emit light. They are connected to the internal signals of an analog circuit and report the state of the monitored signal with the light emission. In this way using the EMMI the analyst can monitor the internal state of a circuit through its light emission. Internal probing of the monitored signals will no longer be required in this way. The image also allows to understand the sub-block inside the IC affected by failure. This solution has been implemented inside a real silicon circuit. The results reported in this thesis have confirmed the effectiveness of the application. Besides, interest also lies in older failure analyses where this technique would have sped up the analysis. Today, there are no failure analysis case yet, as the device has just been released to the market.

Finally, the last chapter is dedicated to software-based solutions for fault diagnosis. The first innovative solution presented concerns the use of analog fault simulators. They are used together with standard failure analysis techniques to create a diagnosis workflow. It is iterative and provides candidates for analysis using internal device measurements. Such measurements are taken from the standard failure analysis methods. This demonstrates how standard techniques can support such simulators. Likewise, candidates can be used to better target analysis through standard techniques. The flow presented is highly dependent on the fault criteria chosen. They can be electrical or derived from the EMMI measurements. Several analyses demonstrate the benefits and advantage of such a method. In all of these the analysis would not have been solved without the use of this approach. The flow presented in this work is today integrated inside the failure analysis laboratory and used to solve analyses.

The second solution is another important innovation of this work. It is an algorithm to find the list of relevant signals and devices that may affect a signal of interest. It is useful to focus the analyses only on devices and signals related to the failure. In this way both failure analysis and diagnosis are faster. This is a multipurpose solution for failure analysis. If used as a singular solution it enables faster inspection with targeted region of interests. Real failure analyses case proved the benefits of this method for analog circuits.

In general, all the techniques listed so far and developed in this thesis are singular solutions. They provide clear benefits to the analyst. The analyses result faster and more accurate with such innovations. Yet if they are used in one workflow a robust diagnostic workflow is obtained. This represents the focus of this work and it is achieved when multiple unconventional solutions are applied alongside standard techniques in the same analysis. It is robust in that it provides solutions even in the most complicated analyses that would not be solved with standard techniques. We prove how the interoperability of the methods presented in this work creates a flow that allows fast and accurate analysis. Many failure analyses are solved using multiple methods introduced in this thesis. All of them are complex analyses that cannot be solved by standard techniques.

Future developments and possible applications

Based on the presented results there are many possible developments and future work. As mentioned before, further studies are needed for laser simulations. A better correlation of the model with the real results would allow to obtain an ELS-like tool. This requires a more in-depth study of the model and better tuning of its parameters. This can be achieved with a precise characterization of the elementary physical structures. Besides, a post-layout circuit simulation could simulate important effects such as Seebeck.

About the eBeam techniques, it would be useful to re-establish probing of the internal signals. In IC with safety checks, this would allow debugging of the internal signals. Also, this information could be integrated into the fault diagnosis flow presented in this thesis. Also modern technology nodes like FinFETs require this probing solution that can be re-integrated inside a FA laboratory.

Concerning light trackers, they are an innovative solution with many potential applications. Their effectiveness will be further evaluated with failure analyses of the devices in which they are applied. They are a design for analysis solution with a margin for improvement. A better result could be exploited by studying an optimal configuration of signals to be monitored. This would enable more compact and effective diagnostic solution. To achieve this goal, we propose to study the list of relevant signals for a given application. The optimal configuration of light trackers connected to these signals could be evaluated by analog fault simulators. Finally, light trackers might be applied as the output of analog BIST solutions. This would replace the output signals of the BIST with a light tracker status, which is a compact solution from a layout point of view.

Further developments include diagnostic solutions through analog fault simulators. Better convergence and standardization in the fault models to be injected could enable more robust results. Today parametric faults are an obstacle for fault diagnosis. With new fault models, more related to the real physical defect, this problem can be solved. A further improvement concerns the results of such simulators. They do not provide any candidate sorting. Such sorting could help choose the best candidate in an analysis by limiting the number of iterations. It could be achieved by determining how each candidate best fits the imposed failure conditions. The sorting by simulation of light emission proposed in this thesis is in fact available only if an EMMI image is present. In addition, it would be useful to automate best candidate matching with this solution. This step is done manually today. A solution embedded on simulators would help to further speed up the analysis.

Finally, the method of research of relevant signals and devices has many unexplored applications. This technique could be used as mentioned before to choose the signals to monitor with light trackers. Furthermore, it could be useful to improve the design for test and design for safety. In fact, knowing the signals that have an impact in a specific circuit functionality, helps to improve its testability and safety. A circuit designer might consider implementing solutions specifically for these signals.

. 

A. Résumé en Français

Chapitre 1 : Introduction L'évolution des technologies électroniques a été continue au cours des 50 dernières années, en suivant la loi de Moore, avec de nombreuses avancées. Plus précisément, les innovations introduites visaient la miniaturisation du transistor. L'objectif était de les intégrer dans des circuits toujours plus petits, avec des meilleures performances et des coûts toujours plus bas. Aujourd'hui, les nouvelles technologies de transistors sont les FDSOI de 28 nm et les transistors à effet de champ FinFET dont la longueur de canal actuelle est de 5 nm. Certainement, les innovations ne vont pas s'arrêter et la tendance est à l'informatique quantique ainsi qu'aux transistors "gate-allaround".

Les progrès constants poussent également vers de nouveaux domaines d'application qui, historiquement, n'étaient pas concernés par cette évolution de miniaturisation. L'un d'entre eux est le marché automobile, dont la croissance est évidente. Pour donner une idée du phénomène, les composants électroniques d'une voiture traditionnelle représentent aujourd'hui environ 40% de son coût et cela monte à environ 75 % pour les voitures électriques. Les nombreuses applications de contrôle dans les voitures couvrent divers domaines et certaines d'entre elles nécessitent une puissance de calcul considérable pour exécuter des algorithmes complexes. Ainsi les derniers avancés technologiques sont intégrés aux voitures et soulèvent de nombreux nouveaux défis. Pour cette raison, l'électronique dans une voiture doit être sûre et fiable, donc ces deux aspects essentiels doivent être pris en compte lors de la conception du circuit.

La fiabilité d'un circuit garantit qu'il fonctionne correctement dans le cadre de ses spécifications pendant une période donnée (généralement la durée de vie de la voiture). Pour un circuit électronique, elle est évaluée par des tests de résistance à des conditions environnementales contraignantes dans différents stades de conception et de niveaux de maturité. L'ensemble des tests de fiabilité sont définis dans la norme AEC-Q100. Lorsque tous les tests sont effectués avec succès, le produit est mis sur le marché avec un taux d'échec cible de moins de 1 ppm/an. L'aspect sécurité est fortement lié à la conception du circuit et à sa fonctionnalité. Deux normes la définissent. Il s'agit de la norme IEC 61508 et de la norme ISO 26262. Cette dernière est la ligne directrice dans l'industrie automobile. Elle définit les critères et les mesures nécessaires afin d'atteindre la sécurité fonctionnelle d'un circuit en fonction du risque de sécurité de l'application. De cette façon, si un défaut se produit pendant le fonctionnement nominale, l'appareil restera dans un état sûr. Cela permet d'éviter des conséquences fâcheuses pour les vies humaines.

Une troisième discipline essentielle est nécessaire pour soutenir la sécurité et la fiabilité des circuits intégrés : il s'agit de l'analyse de défaillance. Elle aide au développement des circuits pendant leur conception et permet à l'ingénieur concepteur de découvrir les faiblesses potentielles ainsi que de déboguer les circuits. L'analyse de défaillance est utilisée, en outre, pour comprendre les défaillances provenant des tests de fiabilité. Enfin, elle permet d'évaluer le risque de l'application d'un circuit électronique si une défaillance se produit, ce qui est un aspect important notamment s'il s'agit d'un circuit qui est déjà sur le marché. Cet aspect garantit ainsi la sécurité de tous les appareils pendant leur cycle de vie. L'analyse de défaillance joue donc un rôle clé dans la sécurité et la fiabilité, de la création du circuit à son utilisation, dans le cycle de vie. Dans ce contexte, un aspect critique est la durée d'une analyse. Le temps disponible est limité si la défaillance affecte la production. Aujourd'hui, une analyse doit être aussi rapide que possible et en même temps fiable. Le véritable défi de l'analyse de défaillance dans les circuits automobiles concerne les circuits analogiques et à signaux mixtes. Le besoin de dispositifs tolérants aux fautes qui restent dans un état sûr même si une faute se produit, rend l'analyse de plus en plus complexe. Au fil des ans, de nombreuses solutions ont été développées pour les circuits numériques. Cependant la situation est différente pour les circuits analogiques, où les techniques standards sont limitées. Dans ces nouveaux appareils hautement sécurisés, il est donc difficile d'observer les défaillances et de comprendre leurs causes. Seules les conséquences d'une défaillance sont observées, car la défaillance ne peut être déclenchée correctement. Tous ces aspects influent sur le temps d'analyse, qui dure des mois au lieu de semaines. Enfin, sans le développement de nouvelles solutions, le taux de réussite global devient également faible.

Dans un tel contexte d'analyse de défaillance d'un circuit analogique moderne, cette thèse se concentrera sur l'amélioration de ce processus pour les circuits complexes, aussi appelés System-on-Chip (SoC). L'objectif général est de rendre l'analyse plus rapide et plus facile. Pour ce faire, ce travail propose de développer dans plusieurs domaines des solutions de simulation et de faire des développements pour les circuits analogiques et à signaux mixte.

1.

Le premier objectif concerne les simulations pour les mesures d'isolation de défauts. Il s'agit des mécanismes d'émission de lumière et de stimulation laser des dispositifs en silicium. Cela permettrait d'accélérer la compréhension de ces images, sans avoir besoin d'utiliser des dispositifs de référence. De plus, cela permettrait de valider des hypothèses de défaillance.

2.

Le deuxième objectif est d'améliorer les techniques disponibles pour mesurer les circuits intégrés analogiques et à signaux mixtes. Nous supposons qu'une meilleure accessibilité aux mesures implique des possibilités plus élevées de trouver le défaut. simulateurs de fautes ne constituent pas une solution de diagnostic lorsqu'ils sont utilisés en tant qu'outil autonome. Toutes les techniques présentées dans ce chapitre, considérées individuellement, ne répondent pas aux problématiques introduites, car elles ont toutes des limites pour une analyse de défaillance standard des circuits analogiques. Malgré cela, dans les chapitres suivants, elles seront les éléments de base qui composent le diagnostic de défaillance des circuits analogiques proposé dans ce travail.

Chapitre 3

Le chapitre 3 décrit les développements pour l'isolation des fautes dans deux domaines : la simulation pour les techniques d'isolation des fautes et l'accessibilité des noeuds internes d'un circuit.

Concernant le premier, les procédures développées dans cette thèse permettent de simuler les images acquises avec EMMI et TLS. Ce sont les deux principales techniques utilisées pour isoler les fautes. La simulation EMMI est maintenant automatisée avec l'outil ELS ("Emitting Light Simulator"), développé dans cette thèse. Cela permet de simuler des images d'émission à partir de simulations analogiques standard de blocs de circuits individuels. Les images sont créées en utilisant la vue de layout du circuit et permettent de résoudre les analyses de défaillance. Plusieurs exemples d'analyses réelles ayant été résolues uniquement à l'aide de cet outil sont présentés dans le manuscrit. Aujourd'hui, cette solution est utilisée comme une méthode standard, lors d'analyse, pour confirmer les hypothèses de défaut.

En ce qui concerne la simulation pour TLS, l'approche n'est pas automatisée. Cette nouvelle solution de simulation est encore considérée comme étant en phase d'exploration. Elle est basée sur la variation des paramètres de température des composants électroniques au sein des simulations analogiques. Ces paramètres sont accessibles pour tous les composants d'une simulation. Dans le manuscrit, une façon de dimensionner et de quantifier la température induite par le laser dans chaque composant est proposée. Certaines limites de cette méthode pour les techniques de stimulation laser statique sont également mises en évidence. En revanche, la technique de stimulation laser dynamique est moins affectée par ces problèmes et montre des résultats prometteurs. Le modèle de simulation manque encore de précision et l'effet Seebeck n'a pas encore été simulé. Ces problèmes constituent les principales limites de cette approche et promettent des développements futurs possibles. Cependant, certains exemples d'applications réelles présentent une approche qualitative de cette solution.

La deuxième partie du troisième chapitre traite des améliorations de l'accessibilité des noeuds internes des circuits analogiques. Le sondage eBeam a été réétudié pour être réutilisé pour les circuits analogiques modernes dans les applications automobiles. Avec la même préparation de l'échantillon que celle requise pour le sondage mécanique, des mesures plus avancées peuvent être obtenues. De cette façon, même les couches Résumé en Français v métalliques les plus basses seraient accessibles. Dans cette thèse, les résultats ont été obtenus avec la technique de codage en tension. Cela consiste en une cartographie de la tension de l'échantillon à travers le niveau de contraste de l'image. En outre, il est également possible d'effectuer un sondage réel comme dans le passé, ce qui permettrait de mesurer tous les noeuds du circuit interne sans avoir besoin de sondes FIB.

Pour améliorer la mesure des noeuds de circuits internes, une nouvelle idée a été introduite dans cette thèse : les « Light Trackers ». Il s'agit de composants qui indiquent l'état d'un signal de circuit interne sous la forme d'une lumière émise ou non émise dans la gamme du proche infrarouge. Il y a donc un système de sondage de la lumière qui est créé pendant la conception du circuit. Grâce à ceux-ci, l'analyste peut exploiter les images EMMI pour comprendre l'état des signaux internes qui sont autrement inaccessibles. Cette solution a été développée en raison des bons résultats obtenus avec ELS. Une compréhension plus approfondie de l'émission de lumière a permis d'exploiter ce mécanisme dans la conception de circuits.

Les trackers de lumière sont désormais présents dans un vrai dispositif en silicium. Jusqu'à présent, aucune analyse de défaillance réelle n'a été effectuée, car il n'y a aucun retour du terrain relatif à ce produit jusqu'à présent. Cependant, les résultats présentés dans ce document ont démontré l'efficacité de cette solution pour détecter les défauts. Cette technique a été développée pour comprendre quel bloc amont est affecté par le défaut. C'est pourquoi il a été conçu pour traiter les problèmes de mesure pendant une séquence de démarrage. Les LT doivent permettre à l'analyste de résoudre l'analyse en effectuant moins de mesures et moins d'étapes pour obtenir des résultats plus complets sur l'état interne du circuit. Enfin, cette idée pourrait également être utilisée à d'autres fins et comme solution de diagnostic complémentaire (par exemple, sortie BIST).

Chapitre 4

Le quatrième chapitre est consacré à une nouvelle approche de diagnostic des défauts pour les circuits analogiques.

Dans la première partie, une solution pour utiliser les nouveaux simulateurs de fautes analogiques industriels a été proposée. Ils sont intégrés dans le flot d'analyse standard. Les techniques d'analyse conventionnelles sont utilisées et intégrées à ces simulateurs. Grâce à cette intégration, un flot itératif est proposé dans lequel les informations provenant des simulateurs de défauts et les mesures réelles dans l'échantillon sont mises en relation pour fournir des candidats (composants électroniques) pour la résolution de l'analyse. Afin de mettre en oeuvre cette méthode, les définitions, adaptations et étapes pour configurer ces simulateurs afin de prendre en compte les mesures effectuées sur les échantillons défaillants sont énoncées. Les principaux critères de défaillance à utiliser sont discutés. Il s'agit des mesures électriques et d'émission de lumière qui caractérisent un dispositif défaillant par rapport à un dispositif de référence.

En utilisant ces critères et le flot de simulation itératif avec les simulateurs de fautes, sept cas d'analyse réels sont présentés. Ceux-ci n'ont pas pu être résolus par les techniques standard et ont été résolus avec succès par la méthode proposée. Cette approche est principalement conçue pour résoudre des cas complexes qui impliquent généralement un temps de cycle d'analyse élevé, ce qui peut affecter le taux de réussite. Le diagnostic des pannes à l'aide de ces simulateurs est donc un avantage pour les deux objectifs.

Toutefois, en raison des cas d'application, certaines limites sont également mises en évidence. Bien que l'approche soit basée sur une définition de simulation d'un seul bloc de circuit, les premières itérations impliquent tout l'univers de fautes de celui-ci. Il peut s'agir de plus de 20000 simulations, ce qui implique une longue durée d'exécution. Un autre problème concerne les modèles de défauts, qui sont souvent résistifs et dépendent des valeurs attribuées. Une stratégie consisterait à effectuer plusieurs itérations en utilisant de nombreuses valeurs pour les défauts. Cependant, cela augmenterait le nombre de simulations en mettant l'accent sur le premier problème. Enfin, une troisième limite concerne le choix des candidats. En effet, ces simulateurs ne fournissent aucun moyen d'ordonner les candidats en fonction d'une meilleure correspondance si l'on a plus d'un candidat. Pour résoudre certains de ces problèmes, la solution présentée dans la deuxième section du chapitre a été mise en oeuvre. Cela consiste à identifier la liste des signaux et des dispositifs élémentaires qui ont un impact dans un signal d'intérêt pour l'analyse. Dans cette partie, les exigences de base et l'algorithme pour obtenir les signaux et les dispositifs pertinents sont définis. Cet outil est polyvalent, et peut être utilisé comme un outil de soutien singulier pour un large éventail d'applications d'analyse de défaillance. Ceci est démontré par deux cas d'application réels résolus à l'aide de cet algorithme. Cependant, la manière optimale d'utiliser les dispositifs pertinents est d'intégrer cette solution dans l'approche de diagnostic avec les simulateurs de fautes industrielles présentée précédemment.

Cette dernière méthode est discutée dans la troisième section du chapitre où l'approche de diagnostic robuste des défauts est introduite. Cette approche ne se limite pas aux seules techniques présentées dans ce chapitre. En fait, il explique comment utiliser toutes les méthodes et innovations développées dans cette thèse dans un seul workflow. L'objectif est de construire un flot d'analyse dans lequel les innovations travaillent ensemble pour résoudre les analyses les plus complexes. Le succès de cette approche est démontré par quatre cas d'analyse réels qui montrent comment surmonter certaines limitations de la méthode de la première section. Tout d'abord, la stratégie mixte mentionnée ci-dessus qui conduit à une simulation globalement plus rapide et plus ciblée. En outre, il est démontré que si une image EMMI du dispositif défaillant existe, elle peut être utilisée pour choisir le meilleur candidat grâce à ELS. Enfin, l'approche du diagnostic robuste est également appliquée à un cas d'analyse de circuits numériques. Cela démontre que ce flux de travail peut être utilisé non seulement pour les circuits analogiques.

Chapitre 5 : Conclusion

Les applications des circuits électroniques dans les véhicules connaissent une croissance rapide. Ces circuits doivent être sécurisé et fiable. Cela représente un défi pour les circuits analogiques et à signaux mixtes, qui seront toujours présents en tant qu'interface entre la partie numérique du circuit et le "monde extérieur". Pourtant, les circuits analogiques sont plus sensibles aux défaillances qui se produisent sur le terrain. Les solutions pour le diagnostic de ces circuits sont très limitées et non standardisées. Tout cela rend l'analyse de défaillance de ces cas complexe et plus lente. En fait, s'agissant de circuits de sécurité, les défaillances sont difficiles à observer et à activer. Ainsi, les techniques d'analyse de défaillance standard ne permettent pas de résoudre de telles analyses. De ce fait, elles ont un temps de cycle globalement long avec un faible taux de réussite. Pour améliorer cette situation, cette thèse a été développée avec trois objectifs principaux. Le premier était de créer des solutions de simulation pour les mesures d'isolation des défauts. Le deuxième était de trouver et d'améliorer l'accessibilité des signaux internes des circuits intégrés. Le troisième objectif était de développer une solution logicielle pour le diagnostic des défauts capable de fournir des candidats pour les analyses. Tous ces objectifs ont pour unique but d'améliorer le diagnostic des défauts des circuits analogiques grâce à un processus de diagnostic robuste.

De nombreuses innovations et solutions ont été proposées dans ce travail. Le chapitre 3 en particulier s'est concentré sur la résolution des deux premiers objectifs de la thèse. Les simulations pour les techniques d'isolation des défauts les plus utilisées ont été développées : microscopie à émission de photons et stimulation laser. Ces deux techniques produisent des images parfois difficiles à interpréter dans des circuits de ce type. C'est pour cette raison que des solutions de simulation ont été développées. La première solution innovante est la simulation EMMI. Il s'agit d'un outil créé au cours de ce projet de thèse, qui utilise une simulation de circuit analogique standard pour reproduire les images de microscopie par émission de lumière. Cette solution est aujourd'hui automatisée et crée des images EMMI en utilisant la vue de layout du circuit. Elle est utilisée comme outil standard au sein du laboratoire d'analyse de défaillance pour valider les hypothèses et résoudre les analyses. Les avantages du simulateur d'émission de lumière sont prouvés par plusieurs cas réels d'analyses de défaillance résolus avec cette solution.

Concernant les autres techniques, une nouvelle solution pour la simulation par imagerie des techniques de stimulation laser a été développée au cours de ce projet. Les résultats concernent des images d'échantillons de référence et un cas d'analyse résolu avec succès grâce à cette méthode. Cette solution est prometteuse et permet une analyse ponctuelle dans les images des dispositifs défectueux. Il constitue un avantage pour l'analyse et peut être utilisé pour comprendre la nature et la présence d'un point laser. Cependant, il n'existe pas encore d'outil automatisé comme pour la simulation Résumé en Français viii EMMI. Ces deux solutions de simulation répondent au premier objectif de cette thèse, pour obtenir un flot d'analyse robuste, et constituent de nouveaux outils fondamentaux pour l'analyste.

En ce qui concerne le deuxième objectif, deux solutions sont présentées dans le troisième chapitre. Tout d'abord, la technique eBeam a été étudiée et est reprise avec la technique de codage en tension. Il est ainsi possible de visualiser l'état du signal d'un dispositif à travers une image. Les images d'un dispositif de référence et d'un dispositif avec des défauts injectés ont été analysées. Les résultats obtenus valident cette technique pour les défaillances de ces dispositifs. Ils suggèrent également l'utilisation du sondage eBeam pour obtenir des résultats encore plus significatifs avec des mesures plus précises. La deuxième solution explorée est une innovation absolue apportée par cette thèse. Les Light Trackers sont des dispositifs élémentaires qui peuvent émettre de la lumière. Ils sont connectés aux signaux internes d'un circuit analogique et signalent l'état du signal surveillé en émettant de la lumière. Ainsi, grâce à l'EMMI, l'analyste peut surveiller l'état interne d'un circuit par son émission de lumière. Il n'est plus nécessaire de sonder les signaux surveillés en interne. En outre, cette solution permet de comprendre le sous-bloc du circuit affecté par le défaut. Cette solution a été mise en oeuvre dans un circuit réel en silicium avec des résultats qui confirment l'efficacité de l'application. Aujourd'hui, il n'y a pas encore de cas d'analyse de défaillance, car l'appareil vient d'être mis sur le marché.

Enfin, le dernier chapitre est consacré aux solutions logicielles pour le diagnostic des fautes. La première solution innovante présentée concerne l'utilisation de simulateurs de fautes analogiques. Ils sont utilisés avec les techniques standard d'analyse de défaillance pour créer un flux de travail de diagnostic. Elle est itérative et fournit des candidats à l'analyse en utilisant les mesures internes du dispositif. Ces mesures sont issues des méthodes standard d'analyse des défauts. Cela démontre comment les techniques standard peuvent prendre en charge de tels simulateurs. De même, les candidats peuvent être utilisés pour mieux cibler l'analyse par des techniques standard. Le flot présenté dépend beaucoup des critères de défaillance choisis. Ils peuvent être électriques ou dérivés des mesures EMMI. Plusieurs analyses démontrent les avantages et les bénéfices de cette méthode. Dans tous ces cas, il n'aurait pas été possible de les résoudre sans l'utilisation de cette approche. Le flot présenté dans ce travail est maintenant intégré au sein du laboratoire d'analyse de défaillance et utilisé pour résoudre les analyses. La deuxième solution est une autre innovation importante dans ce travail. Il s'agit d'un algorithme permettant de trouver la liste des signaux et des dispositifs pertinents qui peuvent influencer un signal d'intérêt. Il est utile de concentrer l'analyse uniquement sur les dispositifs et les signaux liés au défaut et de rendre le diagnostic plus rapide. Il s'agit d'une solution polyvalente pour l'analyse des défauts. Lorsqu'elle est utilisée comme solution unique, elle permet une inspection plus rapide avec une région d'intérêt ciblée.

En général, toutes les techniques énumérées jusqu'à présent et développées dans cette thèse sont des solutions singulières qui apportent des avantages clairs à l'analyste. Les analyses s'avèrent plus rapides et plus précises grâce à ces innovations. Leurs utilisations permet d'obtenir un flux de diagnostic plus robuste. C'était l'objectif de ce travail et il est atteint lorsque plusieurs solutions non conventionnelles sont appliquées conjointement avec des techniques standard dans la même analyse. L'analyse est robuste en ce sens qu'elle fournit des solutions même dans les cas les plus compliquées qui ne seraient pas résolues par les techniques standard. En ce sens, il démontre comment l'interopérabilité des méthodes présentées dans ce travail crée un flot qui permet des analyses rapides et précises. De nombreuses analyses de défaillance sont résolues aujourd'hui à l'aide de plusieurs méthodes introduites dans cette thèse. Ce sont toutes des analyses complexes qui ne pourraient pas être résolues avec les seules techniques standard.

Persectives

Sur la base des résultats présentés, de nombreux développements et travaux futurs sont possibles. Tout d'abord, des études supplémentaires sont nécessaires pour les simulations laser. Une meilleure corrélation du modèle avec les résultats réels permettrait de créer un outil de type ELS. Cela nécessite une étude plus approfondie du modèle et un meilleur affinement de ses paramètres. Ceci peut être réalisé par une caractérisation précise des structures physiques élémentaires. En outre, une simulation du circuit post-layout pourrait simuler des effets importants tels que Seebeck.

En ce qui concerne les techniques eBeam, il serait utile de rétablir le sondage des signaux internes. Dans les circuits avec des contrôles de sécurité, cela permettrait de déboguer les signaux internes. En outre, ces informations pourraient être intégrées dans le flux de diagnostic des défauts présenté dans cette thèse. Les noeuds technologiques modernes tels que les FinFETs nécessitent également cette solution de sondage qui peut être réintégrée dans un laboratoire d'analyse des défauts.

Concernant les Light Trackers, ils constituent une solution innovante avec de nombreuses applications potentielles avec une efficacité qui sera évaluée plus en détail avec l'analyse de défaillance des appareils dans lesquels ils sont appliqués. Ils sont une solution de conception pour l'analyse et peuvent être améliorés en étudiant une configuration optimale des signaux à surveiller. Cela permettrait d'obtenir une solution de diagnostic plus compacte et plus efficace. Pour y parvenir, je propose d'étudier la liste des signaux pertinents pour une application donnée. Ainsi la configuration optimale des Light Trackers connectés à ces signaux pourrait être évaluée par des simulateurs de fautes analogiques. Enfin, les Light Trackers pourraient être appliqués comme sortie des solutions BIST analogiques.
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  EMMI. This gives a narrower view of a part of the IP, varying the intensity of the light spots (due to less interference between spots from distant areas).

Fig. 3 .Fig. 3 .Fig. 3 .

 333 Fig. 3.10 EMMI image acquired during OFF state for: a) the golden sample; b) the failing unit. 20 X

Fig. 3 .Fig. 3 .

 33 Fig. 3.12 a) ELS image of the golden sample; b) ELS image in consequence of the fault injection.

Fig. 3 .Fig. 3 .

 33 Fig. 3.14 Two SEM views of the physical defect on the suspected MOSFET: a) Passive voltage contrast; b) tilted view, with red arrows indicating the extra pattern at silicon active layer.

Fig. 3 .Fig. 3 .

 33 Fig. 3.16 a) EMMI image of the faulty sample in the CP area; b)EMMI simulation results concerning the first hypothesis of fail; c) EMMI simulation results concerning the second hypothesis of fail; d) EMMI simulation results concerning the third hypothesis of fail. This is the hypothesis with the best matching with the real image a).

Fig. 3 . 18 .Fig. 3 .

 3183 Fig. 3.18 . Electrical measurements of the failing device acquired in the bench. In blue the signal failing signal V1 at 2.8 V.

Fig. 3 .

 3 Fig. 3.21 ELS image in consequence of the fault injection inside the transistor identified in Fig.13a.

Fig. 3 .

 3 Fig. 3.20 a) Spots analysis. In orange and white the nets linking the spots of the EMMI. The yellow square indicates the failing transistor; b) Simulation results in consequence of the fault injection.

Fig. 3 .

 3 Fig. 3.22 a) Passive voltage contrast image at poly silicon layer. The red square indicates the abnormal contrast in the finger of the transistor; b) Greater magnification of the red squared area at active layer.

Fig. 3 .

 3 Fig. 3.23 a) A transistor stimulated by the laser beam sweeping on its surface; b) Transistor heated by the ΔT in a simulation.

Fig. 3 .

 3 Fig. 3.24 a) Real OBIRCH measurements on the BJTs matrix; b) Spot localization and reproduction of the laser spanning sense.

Fig. 3 .

 3 Fig. 3.25 ΔI waveform simulated with the colored arrows indicating the trend and spot intensity for each step.

Fig. 3 .

 3 Fig. 3.26 a) OBIRCH images of the faulty device. On the left-hand side: the 20x view; on the righthand side: zoom with 50x on the areas concerned by the spots; b) spots individuation inside the layout view.20X 50X

Fig. 3 .

 3 Fig. 3.27 a) SEM image of the defect (pointed out by the red circle);b) SEM image with tilted view of the defect (pointed out by the red circle).

Fig. 3 .

 3 Fig. 3.28. OBIRCH image of charge pump circuit respectively: a) with colors b) raw image. c) devices located inside layout view

Fig. 3 .

 3 Fig. 3.29. DLS image of the charge pump circuit: a) raw image b) layout view with highlighted instances in correspondence of DLS spots.a

Fig. 3 .

 3 Fig. 3.31. DLS image of the LDO circuit: a) raw image b) layout view with highlighted instances in correspondence of DLS spots.

Fig. 3 .

 3 Fig. 3.32. DLS image of the reference voltage block. The spots are highlighted with named labels and colored boxes.

Fig. 3 .

 3 Fig. 3.33. a) Passive voltage contrast image at contact level of the diode. The red circle highlights the abnormal PVC. b) SEM image: abnormal silicide profile (yellow arrows).

Fig. 3 .

 3 Fig. 3.34. A) Ramp applied as input signal to gate contact of a nDMOS; b)LVp measurement in the gate area for a ramp respectively at: b) 10kHz; c)5kHz; d) 1kHz. e)LVi image of the nDMOS for a frequency of 10kHz.

Fig. 3 .

 3 Fig. 3.35. A) Ramp applied as input signal to circuit; b) LVp measurement in the gate area of an internal nDMOS for a ramp respectively at: b) 5kHz; c)3kHz; d) 1kHz. e)LVi image of the nDMOS for a frequency of 5kHz.

Fig. 3 . 37 .

 337 Fig. 3.37. Example of image analysis with ImageJ. The yellow circle and the arrows point the area where the local histogram was measured.

Fig. 3 .

 3 Fig. 3.38. A) image acquired with SEM voltage coding for a bias frequency of 1Hz, integration of 256 images. B) image aligned inside layout view with signals highlighted at CU_RDL level for the analysis in Table3.X (CU_RDL level); c)image aligned in layout view with signals highlighted at metal 3 level for the analysis in Table3.XI.

Fig. 3 .

 3 Fig. 3.39. A) image acquired with SEM voltage coding for a bias frequency of 1Hz, integration of 256 images. B) image aligned inside layout view with signals highlighted at metal 2 level for the analysis in Table 3.XII A B

Fig. 3 .

 3 Fig. 3.40. A) Layout image of the Zener diode in which the fault is injected. B) SEM image, active level destroyed and contacts visible of Zener diode; C) Metal deposition to short the contacts; D) Final view of the created short.A B C D

Fig. 3 .

 3 Fig. 3.41. A) Simulation: top nominal conditions; at the bottom after the fault injection in the Zener diode. B) Image of the faulty sample acquired with SEM voltage coding. The arrows indicate the correspondences between the simulated signals and their position in the image.

Fig. 3 .Fig. 3 .

 33 Fig. 3.42. A) SEM image acquired with voltage coding for a golden unit; B) SEM image acquired with voltage coding for the faulty unit. The red circle indicates the abnormal contrast. A B

Fig. 3 .

 3 Fig. 3.44 a) representation of the Light Tracker structure; b) example of emitting unit with a general diode.

Fig. 3 .

 3 Fig. 3.45 Diode light emission characterization with different voltage polarizations. Here is reported for each value of the current flowing in the junction, the image of the light emitted by the diode.

Fig. 3 .

 3 Fig. 3.46 Example of signals of a startup sequence for an analog circuit.

Fig. 3 .

 3 Fig. 3.47 Simulation of a single LT in nominal conditions. On the left the LT is in OFF state; on the right it is activated.

Fig. 3 .Fig. 3 .

 33 Fig. 3.48 EMMI acquisitions of all the LT in different circuit conditions. a) the circuit is in a nominal state; b), c), d), e), f) a physical fault injection has been applied to the circuit in one of the signals monitored by the LTs.

Fig. 3 .

 3 Fig. 3.50 Example of FIB strap to create a short between two signals allowing a physical fault injection.

Fig. 3 .

 3 Fig. 3.51 Fault injection inside the voltage circuit. a) EMMI result for a fault injection inside this block; b) the simulation results of the injection of a); c) EMMI results for the second fault injection inside the same circuit block; d) simulation results for the injection of b).

  4.1). The test results often offer enough clues to individuate the faulty functionality of the circuit. If this is not true, the single macro-IP can be individuated thanks to the following FA steps (such as fault isolation). Normally the functionality most affected by the failure is individuated after these steps. In fact, an extra measurement in the electrical bench or a TLS spot observed during the backside inspection may assist this research. The first input for the AFS (see Fig. 4.1) is thus defined through this procedure and the nominal simulation of the single IP.

Fig. 4 . 1

 41 Fig. 4.1 New Failure Analysis workflow inside a laboratory. On the left-hand side the standard techniques. On the right-hand side the possible diagnosis method using the analog fault simulator. This latter takes as input the measures of the standard techniques (highlighted in red) and returns candidates (violet) to be used inside in many steps of the standard flow.

  4.2). First, EMMI images are acquired in the fault-affected area of the DUT. Then they are compared with the images of the same area of a good device. Alternatively, they are compared with the nominal emission simulation with even faster results. This comparison Fig. 4.2 Algorithm to deduce a voltage range and fault criteria starting from an EMMI image.

Fig. 4 . 3 AFig. 4 .

 434 Fig. 4.3 A) 1x EMMI image of a golden unit; B) 1x EMMI image of the DUT, in the same conditions as the golden unit.

  .

  4.4) to find new criteria. Thanks to this procedure two additional faulty signals were individuated. These signals were used as fault criteria in two different iterations to narrow down the set of candidates. By imposing 2 criteria to the AFS and by injecting the candidates of the first simulation the second iteration was done. The second set was 100 candidates. With the

Fig. 4 . 5 AFig. 4 . 6

 4546 Fig. 4.5 A) Passive voltage contrast image at SEM of the DUT. In red is highlighted the abnormal signature; B) SEM image at active level, with defect pointed out by the red rectangle; C) zoomed image of the defect.

Fig. 4 . 7

 47 Fig. 4.7 Layout view (green) with the highlighted the set of candidates (red).

Fig. 4 .

 4 Fig. 4.8 A) EMMI images of the DUT with a magnification on the suspected diode (azure); B) layout view (green) with highlighted: the diode in violet, the candidates in red, the interconnection in azure and white.

Fig. 4 . 9 Fig. 4 .

 494 Fig. 4.9 Simulation results: in azure the first reference voltage (at 3.36 V), in yellow the failing one (at 2.86V).

Fig. 4 .Fig. 4 .

 44 Fig. 4.11 a)ELS of a good device. b) EMMI of the DUT; the yellow arrow indicates the transistor analyzed with the simulation and reported in c). With this transistor the faulty VGd is individuated.

  4.13a) and to use the diagnosis through the

Fig. 4 .

 4 Fig. 4.13 a) EMMI simulation in nominal conditions on the area affected by the failure (Output); b) EMMI image of the DUT in the OUT area.

Fig. 4 .

 4 Fig. 4.14 On the top layout view of the output area. The main differences of Fig. 6a and Fig. 6b are highlighted with different colors. On the bottom the transistors corresponding to each highlighted spots and their nominal simulation values.

  4.15). Finally, the EMMI simulation as a consequence of the fault injection has been performed. The results show a good matching with the real image of the DUT (see Fig. 4.13b and Fig. 4.15c).

Fig. 4 .•

 4 Fig. 4.15 a) layout and schematic view of the candidate found with the AFS and the fault criteria; b)SEM image of the defect highlighted in red; c) EMMI simulation as a consequence of the fault injection inside the candidate.

Fig. 4 .Fig. 4 .

 44 Fig. 4.16 A) EMMI of the output in ON state for the golden unit; B) in the same state: EMMI acquisition for the faulty device, squared in blue the spot used as fault criterion.

Fig. 4 .Fig. 4 .

 44 Fig. 4.18 SEM images at active level of the two failing transistors (red and blue highlighted images) with the gate oxide breakdown pointed by the arrows.

Fig. 4 .Fig. 4 .

 44 Fig. 4.20 electrical bench measurements of HBRIDGE respectively: A) golden unit; B)DUT

  4.22b and Fig. 4.22c). A further analysis with SEM and cross-section revealed the defect in one of the two transistors (see Fig.4.22c). An extra pattern that creates a short between the polysilicon and the n-well was observed (seeFig. 4.23). This

Fig. 4 .Fig. 4 .

 44 Fig. 4.22 A)Candidates (in red) of the third iteration on layout view. B)and C) images of PVC in correspondence of the candidates. The arrows indicates the abnormal contrast observed.A

  4.24b).The two spots are located in two DMOS transistor (see Fig.4.24c). The emission signature was that of diode mounted transistors. A nominal simulation was prepared to start the fault diagnosis. The operating conditions of the spotted transistors were in cutoff. Two following fault criteria were set for two iterations. Both were set to impose the diode emission conditions from the transistors. After the first iteration 22 candidates were found. The second iteration returned 7 candidates (see Fig.4.25a). With the previous experience an additional inspection was performed.

Fig. 4 .Fig. 4 .

 44 Fig. 4.24 A)20x EMMI image of the golden unit in HBRIDGE area; B) 20x EMMI image of the DUT. Azure and green rectangles highlight the main differences. C) Layout view of the differences used to run the fault diagnosis. A B C

Fig. 4 .

 4 Fig. 4.26 A) SEM planar view at poly-silicon level. The yellow lines indicate the direction of the cross section; B)FIB cross section. The foreign material is pointed out by the red arrow.

  After a t the relevant output is measured and compared with the value of the nominal simulation. If the values are different Netx is a relevant signal. If the relevant output has not changed, a new simulation for Netx is required. In the latter it is applied a negative var to Netx and repeated the same check for the relevant output. If the values of the relevant output are equal, the net is finally discarded because it does not impact the relevant output. If the results are different the net is included in the set of relevant signals. In this case a new net is selected from the list of the active nets. The same operations are then repeated iteratively for all the active nets. The illustration of the algorithm is reported on Fig. 4.27. At the end of this procedure two lists of signals are furnished. The relevant signals and the discarded signals. Both can be important for an analysis

Fig. 4 .Fig. 4 .

 44 Fig. 4.27 Algorithm to find the relevant signals

Fig. 4 . 29 Fig. 4 .

 4294 Fig. 4.29 Fig. 4. Example of relevant Output (green), selected signal (Netx, black) and representation of var, tol, and Δt. The figure shows an example of Netx variated at 446 µs and the consequence in Outx after Δt.

Fig. 4 .

 4 Fig. 4.30 Layout view of the relevant devices (highlighted in red) inside an analog IP.

Fig. 4 .

 4 Fig. 4.31 A) Layout view of Relevant signals at top-level; B) example of top-level circuit connections and links between macro-IPs.

Fig. 4 .

 4 Fig. 4.32 Possible applications of the relevant signals and devices in the failure analysis workflow.

Fig. 4 .

 4 Fig. 4.33 A) Image of the EMMI simulation for a good unit; B) EMMI image of the DUT.

Fig. 4 .

 4 Fig. 4.34 a)layout view of the relevant devices for the first FA; b) raw EMMI image with the little spot on capacitor highlighted with a yellow square; c) EMMI image of the DUT zoom in the area of the spot; d) PA result. Cross-section image of the capacitor with the defect highlighted with a red circle.

Fig. 4 .

 4 Fig. 4.35 Layout view of the relevant devices (in violet). Among the relevant devices is contained the defect found in the capacitor (see Fig. 4.12).

Fig. 4 .

 4 Fig. 4.36 Mind map presenting the robust fault diagnosis flow. The colored boxes show the available FA solutions. The dashed lines indicate the possible uses of each method and possible interactions.

Fig. 4 .Fig. 4 .

 44 Fig. 4.37 a) EMMI image of the DUT imposing 3.3 V to Va vs GND. Highlighted in blue the analyzed spots that allowed to understand that VGa was failing; b) schematic view of the transistor individuated through the EMMI. a b

  initial fault universe without considering the relevant devices was 22429. The fault universe corresponding to the relevant devices was 3322 faults. The tool returned only 5 possible candidates after two iterations with the before mentioned criteria. A layout visualization of the candidates was created (see Fig.4.38a).

Fig. 4 .

 4 Fig. 4.39 a) EMMI image acquired on the faulty sample; b) Simulation of the golden unit through the ELS.

  the right candidate. ELS was used to study the consequences of the injection of each candidate light emission. The best correlation with the real EMMI image (see Fig. 4.41) was found in transistor M19. The latter was a nMOS in the input of the block for the reference voltage generation. A layer-by-layer deprocess was performed in this location. It revealed the defect at the active layer in the nMOS pointed out by the robust diagnosis flow (see Fig. 4.42).

Fig. 4 .Fig. 4 .Fig. 4 .

 444 Fig. 4.40 On the left the real internal nodes probed on the DUT; on the right the simulation value for a golden unit.

  4.44b).

Fig. 4 .

 4 Fig. 4.43 A)20x EMMI of a golden device in the area of OUTLS; B) 20x EMMI of the DUT in the area of OUTLS. In blue are highlighted the main differences.

Fig. 4 .Fig. 4 .

 44 Fig. 4.44 A)ELS after the fault injection in XM20; B) SEM view of XM20 at active level. No defects are observed.

Fig. 4 .Fig. 4 .B

 44 Fig. 4.46 PA results: A)SEM view at active level. Red arrows and orange rectangle point the defect; B) zoom SEM of 6M at active level. Red arrows highlight a signature of gate oxide breakdown. A B

Fig. 4 .Fig. 4 .

 44 Fig. 4.48 a) Simulation of the flip-flop in nominal conditions; b) LVp measurements on the internal signal of FF. Data available outside

Fig. 4 .

 4 Fig. 4.50 a) candidate layout view after the second diagnosis iteration; b) SEM images of the defect (pointed out by the red arrows) in the structure individuated with the diagnosis flow.

Patents [ 10 ]

 10 Auvray, E., Melis, T., Sirito-Olivier, P., " INTEGRATED CIRCUIT AND METHOD FOR DIAGNOSING AN INTEGRATED CIRCUIT", (2019), B20-1619FR SUR/FZ 19-GR2-0957FR01.

  

  

Table 3 .I -Simulation values for golden and failing unit.

 3 

	ins.	Vds (v)	Vgs (v)	Vdssat (v)	Operative	Is (a)	Nph
		Golden DUT Golden DUT Golden	DUT	Golden DUT Golden DUT Golden	DUT
	M23	20.11	20.11	0.86	0.86	4.97E-03	4.97E-03	SAT	SAT	2.18E-06	2.17E-06	1.52E+04	1.52E+04
	M30	21.5	21.485	0.86	0.855	4.97E-03	0.00E+00	SAT	SAT	2.03E-06	2.03E-06	1.62E+04	1.62E+04
	M74	-0.386	-0.71	0	0	7.67E+00	7.67E+00	OFF	DIO	-1.07E-08	-05 3.01E-	9.77E+02	2.96E+06
											-		
	D0	-	-	-	-	-	-	OFF	AVA	5E-10	6.48E-	-	-
											06		

Table 3 .II Simulation result for each OBIRCH step

 3 

	Simulations	Step number	I (a)	ΔT (°c)	ΔI (a)
	Normal consumption	0	3.48E-06	0	0.00E+00
	Q1	1	3.48E-06	110	-6.83E-11
	Q2	2	6.69E-06	75	3.21E-06
	Q1	3	3.48E-06	110	-6.83E-11
	Q2	4	6.69E-06	75	3.21E-06
	Q3	5	1.73E-06	300	-1.75E-06
	Q2	6	6.69E-06	75	3.21E-06
	Q4	7	3.48E-06	200	0.00E+00
	Q2	8	6.69E-06	75	3.21E-06
	Q1	9	3.48E-06	110	-6.83E-11

Table 3 .III OBIRCH simulation of the circuit in Fig. 2

 3 

	Simulations	I (A)	ΔT (°C)	ΔI (A)
	Nominal	-2.67291257668E-5	0	0.00E+00
	MN12	-2.846339265685E-5	250	-1.73E-06
	MN20	-2.67291415273E-5	250	-1.58E-11
	R3	-2.672915570512E-5	250	-2.99E-11
	R4	-2.67291308372E-5	250	-5.07E-12

Table 3 .IV OBIRCH simulation of the circuit in Fig. 3.28

 3 

	Simulation Type	V	ΔT	Δ Ireal	Δ Isimulated
	Nominal	-1.5	0	0	0
	M30	-1.5	200	9.16E-07	8.60E-07
	D7	-1.5	200	7.93E-06	2.12E-04
	D6	-1.5	200	4.27E-08	2.12E-04

Table 3 .V DLS simulation of the charge pump circuit in Fig. 3

 3 

	Real Measurements			Simulation	
		V	Var.(%)	Vout	Var. (%)	Tscaled
	Nominal	8.1396	0	8.083938		
	Spot1	8.145446	0.07%	8.095344	0.1409%	60
	Spot2	8.146057	0.08%	8.085212	0.0157%	180
	Spot3	8.1399536 0.00%	8.098753	0.183%	15
	Spot4	8.1399536 0.00%	8.083973	0.0004%	50
	Spot5	8.1353759 -0.05%	8.083872	-0.001%	180
	Spot6	8.1396484 0.00%	8.083972	0.0004%	30

.30. Group of series resistors analyzed with DLS. R7 R91 R42 R136

  

Table 3 .VI DLS simulation of the series resistors in Fig. 4

 3 

	Real Measurements		Simulation	
		V	Var.(%)	Vout	Var.(%)
	Nominal	5,040283		5,023194	
	R7	5.052795	0.23%	5.043157	0.40%
	R91	5.033569	-0.15%	5.003545	-0.39%
	R42	5.049743	0.17%	5.043157	0.40%
	R136	5.030212	-0.22%	5.003545	-0.39%

Table 3 .VII DLS simulation of the LDO circuit in Fig. 5

 3 

	Real measurements			Simulation	
		V	Var.(%)	Vout	Var.(%)	Tscaled
	Nominal	5,040283		5,023194		
	Spot1	5,04303	0.05%	5,032408	0.18%	6
	Spot2	5,037842 -0.05%	5,01456	-0.17%	6
	Spot3	5,037537 -0.05%	5,01456	-0.17%	6
	Spot4	5,04303	0.05%	5,032408	0.18%	6
	Spot5	5,039368 -0.02%	5,022017	-0.02%	130

Table 3 .VIII DLS simulation of the reference voltage circuit in Fig. 6

 3 

	Real Measurements			Simulation	
		V	Var.(%)	Vout	Var.(%)	Tscaled
	Nominal	5.088501		5.082196		
	Spot1	5.082397 -0.12%	5.080656	-0.03%	7
	Spot2	5,037842 -0.82%	5.025113	-1.12%	3
	Spot3	5.221329	2.61%	5.250549	-3.31%	1
	Spot4	4.302673 -15.44%	2.763953	-45.6%	7
	Spot5	5.072327 -0.32%	5.075773	-0.13%	220
	Spot 6	5.343627	5.01%	5.082195	0.00%	220

Table 3 .IX Local Histogram analysis for the signals of Fig. 3.36

 3 

	Signal	Real Value (V)	Contrast from histogram	Layer	Normalized values
	GND	0	161	CU	0
	VS	10	49.7	CU	111.3
	Vsreg	10	39.8	CU	121.2
	Vintd	3.3	70.6	CU	90.4
	Vinta	3.3	76.2	CU	84.8

Table 3 .X Local Histogram analysis for the signals of Fig. 3.38b

 3 

	Signal	Real Value (V)	Contrast from histogram	Layer	Normalized values
	GND	0	124	CU	0
	VS	10	64	CU	60
	Vsreg	10	63	CU	61
	Vintd	3.3	88.8	CU	35.2
	Vinta	3.3	90	CU	34

Table 3 .XI Local Histogram analysis for the signals of Fig. 3.38c

 3 

	Signal	Real Value (V)	Contrast from histogram	Layer	Normalized values
	GND	0	72	Metal3	0
	VS	10	54.6	Metal3	17.4
	Vgated	4.2	61.9	Metal3	10.1
	VgateA	4.3	62.5	Metal3	9.5

Table 3 .XII Local Histogram analysis for the signals of Fig. 3.39

 3 

	Signal	Real Value (V)	Contrast from histogram	Layer	Normalized values
	GND	0	68.7	Metal2	0
	VS	10	55.4	Metal2	13.3
	/IREFER/z_prestab/z_ldo_v3v3d/net053	4.2	57.4	Metal2	11.3

Table 3 .XIII Local Histogram analysis for the signals of Fig. 3.41b.

 3 

	Signal	Real Value (V)	Contrast from histogram	Layer	Normalized values
	GND	0	206	CU	0
	VINTA	3.3	139	CU	67
	VINTD	0	199	CU	7
	VS	10	61	CU	145

Table 3 .XIV Simulation of Fault injections.

 3 

	LT1 (A)	LT2 (A)	LT3 (A)	LT4 (A)	LT5 (A)	Status
	-	0.034µ	1.34µ	1.46µ	2.26µ	Nominal
	-	0.08µ	0.04n	0.04n	0.03n	V3fail
	-	0.034µ	1.33µ	1.45µ	0.003n	V5fail
	-	-	-	-	-	V1fail
	-	1.24µ	1.12µ	0.04µ	0.04µ	V2fail
	-	0.023µ	1.38µ	0.05µ	0.03µ	V4fail

Table 3 .XV Light Trackers status.

 3 

	LT1	LT2	LT3	LT4	LT5	Status
	ON	OFF	ON	ON	ON	Nominal
	OFF	OFF	OFF	OFF	OFF	V3fail
	OFF	OFF	ON	ON	OFF	V5fail
	OFF	OFF	ON	ON	ON	V1fail
	OFF	ON	ON	OFF	OFF	V2fail
	ON	OFF	ON	OFF	ON	V4fail

Table 4 .I

 4 

	Signals	Golden (V)	DUT (V)	Fault Criteria	Candidates (Fault universe: 18497)	Relevant Output	Relevant Devices
	Vd	3.3	0	1	491	Vd	1072
	Va	3.3	3.3	2	117	Vd -Va	222
	VGd	4.2	0	3	13	Vd-Va-VGd	218
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3.

Le dernier objectif est de développer un diagnostic de défaut basé sur le logiciel pour fournir des candidats à l'analyse.

Tous les objectifs énumérés ci-dessus ont pour objectif final : la mise à disposition d'un flux/processus de diagnostic de défauts robuste pour les circuits analogiques et à signaux mixtes. De cette façon, une solution est fournie même dans les cas d'analyse les plus complexes.

Chapitre2

Ce chapitre présente les aspects généraux de l'analyse de défaillance et du diagnostic des défauts des circuits analogiques. Les concepts, les définitions et l'état de l'art de ce domaine d'étude sont présentés.

Tout d'abord, les définitions de base sur l'analyse de défaillance sont données. La procédure standard d'analyse de défaillance des circuits analogiques et à signaux mixtes est présentée. L'attention se focalise sur les techniques d'isolation des défauts, qui sont essentielles pour comprendre la localisation d'un défaut dans le circuit. Pourtant, elles représentent aujourd'hui le plus grand défi pour une analyse réussie des circuits analogiques. En fait, la majeure partie du temps d'analyse est consacrée à cette étape. Toutes les techniques utilisées aujourd'hui dans ce domaine sont présentées, en mettant en évidence les limites pour les circuits analogiques. Les applications de sécurité telles que l'automobile sont tout particulièrement concernées et les techniques modernes d'isolation des fautes sont capable d'observer uniquement les conséquences de la faute. Le mode de défaillance en effet ne peut pas être activé en raison des contrôles de sécurité. C'est un aspect problématique qui rend le temps d'analyse inacceptable. Comme il n'existe pas de solutions efficaces, le taux de réussite de l'analyse diminue également. Tous ces problèmes sont dus à l'absence de standardisation et d'approches automatisées. Contrairement aux circuits numériques, ces aspects doivent également être introduits pour les circuits analogiques.

Dans la dernière section, les approches existantes pour le diagnostic des défauts analogiques sont présentées. Aucune d'entre elles n'est communément utilisée aujourd'hui. Un intérêt croissant est présent pour les simulateurs de fautes industriels, qu'ils sont développés pour étudier la couverture de test des circuits analogiques. Ils disposent d'algorithmes innovants et permettent d'améliorer la détection de fautes analogiques. Pour cette raison, les simulateurs de fautes modernes sont abordés dans cette section. Le principe de fonctionnement, les définitions et le modèle de défaillance sont présentés. Ces simulateurs sont optimisés et peuvent exécuter de nombreuses simulations en parallèle, ce qui accélère l'ensemble du processus de simulation. C'est le principal aspect qui les différencie des simulateurs développés dans les années 1990. D'une manière générale, les simulateurs de fautes analogiques peuvent rendre les futurs circuits plus testables, tout en améliorant également le diagnostic. Toutefois, les