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RESUME

Le partage dynamique du spectre (Dynamic Spectrum Sharing DSS) vise a améliorer
l'efficacité d’accesssion aux bandes de fréquences sous-utilisées. Dans le mode en-
trelacé d’acces au spectre, la Radio Cognitive permet a un utilisateur sans licence (util-
isateur secondaire SU) d’accéder de maniere opportuniste aux bandes de spectre sous
licence lorsque l'utilisateur sous licence (utilisateur principal PU) est absent. Dés lors,
la détection du signal émis par le PU constitue 1'étape primordiale pour 1’acces au spec-
tre en Radio Cognitive. L’objectif principal de la these est de concevoir un systéeme de
détection fiable, capable de détecter un signal assimilable au bruit, dans un contexte
non-coopératif. Nous exploitons la puissance de 'analyse cepstrale pour développer
un systeme capable de détecter les signaux a spectre étalé. Nous avons proposé un
détecteur PassBand-AutoCesptrum (PB-ACD), qui réalise la detection par rapport au
pic dominant de 'auto-cepstre dans certains cas ou par rapport a la valeur moyenne
des pics dans d’autres cas. Les techniques proposées ont montré une grande fiabilité
pour la détection des signaux a spectre étalé et des signaux ultra large bande (UWB).
En outre, nous avons proposé la technique PB-ACD améliorée pour lisser les fluctua-
tions des estimateurs d’autocorrélation en utilisant I’algorithme TVD (Total Variation
Denoising ) pour la réduction du bruit. Nous avons étendu nos travaux au cas du
spectre a tres large bande composé de plusieurs sous-bandes de fréquences. La pre-
miere phase de la procédure consiste en la détection des frontieres entre les différentes
sous-bandes de fréquences avant d’effectuer par la suite la detection du signal du PU.
A cet effet, nous avons introduit I'algorithme DLSD (Differential Log Spectral Density)
pour identifier les limites spectrales du spectre large bande cible. Ensuite, pour la de-
tection du signal du PU, nous avons développé le détecteur BaseBand-AutoCepstrum
(BB-ACD) qui extrait les informations du signal en bande de base avant d’appliquer
la technique de detection basée sur 1'auto-cepstre. La technique BB-ACD permet de
prendre en compte l'incertitude sur les fréquences qui peut résulter de la mauvaise
detection des limites spectrales. Enfin, la méthode du cepstre de puissance améliorée
est introduite par le détecteur de covariance Cepstrale (CCD) pour détecter les signaux

modulés numériquement.
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CHAPTER 1

INTRODUCTION

1.1 Background

The spectral bandwidth is a valuable resource that needs to be sufficiently available
in order to meet the growing demands for wireless services. The increased popularity
of Internet-based data applications and the growth of the mobile data traffic have led
to the problem of spectrum congestion. Indeed, a paradoxical situation has been in-
troduced due to setting licensed frequency bands to specific cellular networks, where
on one side, there is a spectrum scarcity due to the demand density, on the other side,
there is an inefficient spectrum utilization. The evolution of the wireless technologies
aims to fulfill the needs for higher data rates and the increased number of users. As a
result, a major rethinking in the resource allocation policies led to a massive research
activity in the concept of Cognitive Radio (CR). The CR technology, which is endowed
with spectrum awareness, thrusts itself as a suitable candidate to solve the problem
of the scarce radio resources. Such technology can be integrated with the next cellular
wireless standards.

In 1999, Mitola et al. have proposed the concept of CR as a path breaking transfor-
mation in the radio technology [1]. They have provided the conceptual possibilities for
improving the utilization of the heavily congested radio spectrum. Moreover, Haykin
in [2] has defined a CR system as an intelligent wireless communication system that
is aware of the surroundings, able to learn from them, and accordingly adapts its pa-
rameters to meet the users’ needs. Also, he has discussed the emergent behavior of
cognitive radios as well as the interference temperature as a new metric for interfer-
ence quantification and management. Recently, the research is directed towards pro-
viding cellular wireless systems integrated with CRs. For instance, one of the primary
goals of the Fifth Generation (5G) technology is to bring and interconnect wireless and
wired systems with a large variety of services, which requires the cognitive capability
of communication networks. While a little has been achieved so far for having a fully
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CR system, and the practical deployment of a 5G-CR based system poses challenges in
the network infrastructure which limits the integration between both technologies, the
5G New Radio (NR) standard allows for some basic spectrum sharing technologies [3],
[4].

Despite the fact that the commercial 5G networks are currently hardly operational
in some countries, this has not stopped engineers to think towards the Sixth Gener-
ation (6G) technology that is concerned with adaptivity, cognition, and resiliency of
communication. This makes the CR approaches and concepts are good candidates to
be realized in the next mobile communication standards. For this purpose, the first
global summit on the 6G wireless standards was held in the beginning of 2019 to dis-
cuss some academic speculations about the possible potentials of 6G technology [5].
Further, the USA Federal Communication Commission has announced the opening
of the terahertz wave spectrum, ranging from 95 GHz to 3 Tera-Hertz (THz), for ex-
periments on next standards, as well as a full of a 21.5 GHz spectrum for testing of
unlicensed devices [6]. Nevertheless, a possible 6G-CR based system could provide
self-regulating mobile radios and also facilitate a seamless mobile convergence across

different networks.

The CR networks encompass the opportunistic use of spectrum and the rights of
users to transmit over such spectrum. Based on the ownership (license) of spectrum
users, the users with the CRs desirous of opportunistic use of the spectrum are usually
referred to as the SUs. On the other hand, the incumbent (licensed) users occupying
the spectrum are referred to as the PUs. For example, this hierarchy is obvious in the
operation of the SUs in the TV band while the PU is the television broadcasting com-
panies in the licensed TV frequency bands. A secondary user could sense the spectrum
and use a white band of frequencies in the television channel if it is idle. Another class
of the users hierarchy may occur due to differences in the technology capability of the
radio devices. Capable users are those who may have access to side information re-
garding the transmission of non-capable users. They exploit the side information to

avoid interfering with the less capable users.

A key technology applying the CR concept is the Dynamic Spectrum Access (DSA)
technology [7]. This technology uses the understanding-by-building methodology to
learn from the environment, and hence corresponds to statistical variations by adapt-
ing its internal states in real-time to access the spectral resources dynamically. To ap-

ply DSA to a radio spectrum, a CR system must perform three main functions: spec-
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trum sensing, spectrum analysis (e.g., channel estimation), and spectrum management.
Through spectrum sensing, a CR system detects spectrum holes to decide on the pres-
ence of licensed users. This process must be done with high accuracy and in a short
sensing time. The interplay among the system complexity, the detection accuracy, and
the processing time which characterize a signal detector is demonstrated in Figure
1.1. Trade-offs among these factors have been addressed in many researches [8]. Due
to its crucial role in providing a suitable spectrum for an unlicensed user transmis-
sion, several spectrum sensing algorithms have been formulated in the literature [9].
In general, spectrum sensing techniques can be categorized into spectrum sensing for
spectrum opportunities and spectrum sensing for interference detection. The first cat-
egory is concerned with allocating spectrum holes in a target spectrum in either non-
cooperative or cooperative behaviors, whereas the sensing techniques of the second
category are based on measuring a tolerable level of interference by the licensed users
[10].

Processing
Time

Design
Characteristics

Figure 1.1 — The interplay among the system complexity, the detection accuracy, and
the processing time

Since a complete reception process must involve both signal detection and chan-
nel estimation, the channel estimation process must be performed to learn the chan-
nel behavior and adapt the parameters of a CR system. For example, a pilot-assisted
modulation has been proposed in [11] to detect the signal in fast fading channels with

known pilot symbols. An illustration of channel estimation under the Bayesian ap-
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proach in CRs is shown [12]. In the literature, challenges associated with spectrum
sensing are addressed with suggested solutions on how sensing errors may affect the
channel estimation decisions and vice versa. Basically, the research studies in [13] and
[14] have considered the joint problem of the spectrum sensing and the channel esti-
mation processes and illustrated the interrelation between them. They have also made
some investigations on the dependence of different channel estimation schemes on the
obtained sensing decisions. Essentially, this dependence reflects the importance of de-
veloping efficient spectrum sensing algorithms.

In fact, there are different factors that impose challenges on the spectrum sensing
performance. These factors include the hardware complexity, the hidden PU problem,
and the sensing duration and frequency [10]. For instance, in wireless applications,
terminals are required to perform spectrum sensing with a high sampling rate, high
resolution analog-to-digital converters with a large dynamic range, and high speed
signal processors. This entails the increased hardware complexity and the longer time
for processing. Also, the hidden PU problem occurs when a weak signal occupies a
desired frequency band but it is undetectable by the CR receiver. This is either due to
an obstacle, the transmission channel effects, such as multipath fading, or due to the
noise-like nature of PU signals such as Spread Spectrum (SS) signals. This problem can
be partially avoided if the hopping pattern is known and a perfect synchronization
to the signal can be achieved. Nevertheless, licensed users can claim their frequency
bands anytime while a CR is operating on their bands. So, in order to prevent any
interference to/from licensed owners, a CR should be able to identify their activity as
quickly as possible and should vacate the band immediately. This requirement poses a
limit on the performance of sensing algorithms and creates a challenge for the design

of a CR system.

1.2 Thesis Contributions

The main objective of the thesis is to develop means of enhancing the process of
spectrum sensing in CR so as to provide more spectral opportunities, and hence in-
crease the throughput of a secondary network. Among the previously mentioned chal-
lenges, we choose to tackle the detection problem of a hidden Primary User (PU). Our
choice is motivated by the following reasons:

— Due to the noisy variations at the CR receiver, the detection errors may occur
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due to falsely detecting the presence of a possible PU signal. False-alarms lead
to the loss of potential spectral resources.

— A licensed user’s signal may appear hidden at the CR receiver’s side, if it nat-
urally behaves like noise. For example, a SS signal with the Low-Probability-
of-Intercept (LPI) property may cause the misdetection of the PU signal. This
results in mistakenly declaring a vacant channel. In this case, the transmission
of the CR user’s signal will cause interference to the licensed user which will
affect its Quality of Service (QoS).

— The detection of a hidden PU is a difficult task when detection is performed by a
non-cooperative system. On the other hand, prior knowledge of the PU signal’s
features must be provided to facilitate the detection process, which is performed
by a cooperative system.

Based on the aforementioned reasons, our target is to devise a robust spectrum sens-
ing algorithm while operating in a non-cooperative detection scenario. Therefore, the
important characteristic of the detection algorithm is to be able to exploit the distin-
guished features in a signal. The identification of hidden features of a targel signal
helps to differentiate between the signal of a significant user signal and the noise,
which helps in mitigating the misdetection and false-alarm problems.

Remarkably, the concept of Cepstral Analysis (CA) has a strong impact on several
applications comprising audio and speech processing, as well as mechanical systems
[15], [16], [17]. In the literature, it has been employed in the fields of signal classifica-
tion or features detection [18], [19]. Thus, the CA approach is used to identify certain
features hidden in a signal that can be revealed in the cepstral domain. According to
the variants of the CA approach, a certain CA variant is chosen in order to fit a specific
application. That is why a researcher must be aware of the problem under analysis,
and whether employing the CA approach will unleash significant details about the
signal in the logarithmic domain. In our proposed work, we employed the CA ap-
proach to tackle the misdetection and false-alarm problems in the context of CR in the
Single-Band Spectrum Access (SBSA) and the Multi-Band Spectrum Access (MBSA)
approaches.

A summary of the research pillars by which we constructed our presented study is
shown in Figure 1.2. Specifically, our main contributions are listed as follows:

1. Spectrum sensing algorithm for SBSA:

(@) A PB-ACD technique for detecting spread spectrum signals and its: we em-
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Enhancement of the spectrum sensing
“| process to solve the hidden PU problem

Objectives

0

* Non-cooperative detection
Challenges * Noise-like signals
~ - « Trade-off between reliability and
complexity in AWGN channels
Research .
uestions
Q Methodology >| Cepstral Analysis Approach
A J
N
—>{ Contributions ! v
I.  Single-Band Spectrum Access: 1. Multi-Band Spectrum Access:
—_
Research 1. PB-ACD and APB-ACD techniques for 1. Edge-detection by the DLSD
Investigations detecting noise-like signals (Chapter 3) algorithm (Chapter 4)
2. Smoothing process for PU detection 2. Detection by the BB-ACD
Spectrum sensing and channel in high noisy spectral fluctuations technique in case of subband
estimation by scattering (Chapter 3) frequency errors (Chapter 4)
transform (Chapter 2)
3. CCD technique for detecting digitally
modulated signals (Chapter 5)

(b)

Figure 1.2 — A summary of the research pillars and contributions

ploy the proposed approach to detect a spread spectrum PU signal in the
AWGN and the Rayleigh fading channels. The misdetection problem of a
possible SS signal occupies a desired frequency band leads to erroneous
sensing results. The blind theme of the proposed approach implies that no
knowledge of the spreading code employed in a SS signal is provided to
the CR receiver. The corresponding detection threshold is analytically com-
puted. A theoretical analysis of the sensing-threshold-throughput trade-off
of the PB-ACD technique is also introduced. Further, the distributions of
the detection test statistic are derived under the null and the alternative
hypotheses based on Neyman-Pearson Lemma (NPL). Also, the APB-ACD
technique is introduced for detecting Frequency Hopping-Spread Spectrum
(FH-SS) and Chirp-Spread Spectrum (C-SS) signals.

An improved PB-ACD by means of fluctuations smoothing: an improved
PB-ACD technique is presented for detecting noise-like signals in AWGN.
This is provided through a signal smoothing process in which the TVD-MM
algorithm is employed to smooth to the fluctuations of the ACEs of the re-

ceived signal to reduce the unwanted spectral fluctuations.
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(c) A generalized spectrum sensing approach for detecting digitally modulated
signals by the CCD technique: the proposed CCD exploits the periodicity in-
herited in the Power Cepstrum (PC) of digitally modulated signals to detect
their presence in a specific frequency band. By correlating the signals” PC to
a sinusoidal signal having the fundamental frequency equal to the PC’s pe-
riodic frequency, the signal component will be enhanced and the detector
will simultaneously reject the noisy spectral variations that lead to possible

false-alarms.
2. Spectrum sensing algorithm for MBSA:

(a) Edge-detection technique by the Differential Log Spectral Density (DLSD)
algorithm for WideBand Spectrum Sensing (WBSS): we propose the DLSD
algorithm for the edge detection phase in order to detect the spectral bound-
aries within the wideband of interest. Also, we present a mathematical frame-
work of the proposed algorithm under AWGN channels. An expression for
the detection threshold of the proposed detector is derived according to its
statistical properties. The simulation results have shown a superior perfor-
mance of the proposed edge detection algorithm to different wavelet-based
techniques at relatively low-to-medium noise power levels (i.e., at an aver-
age SNR over the range [0,6] dB). Used in conjunction with denoising, the
proposed edge detector shows good detection results at high noise power
levels (i.e., below an average SNR of 0 dB). The performance of the proposed

algorithm is tested when impulsive noise is imposed.

(b) Detection of a PU signal under the uncertainty of the subbands’ center fre-
quencies by the BaseBand AutoCesptrum Detection (BB-ACD) technique:
the BB-ACD technique is formulated for detecting noise-like signals when
there may be possible errors in the identified center frequencies of the in-
tended subbands. The proposed BB-ACD consists of a circular topological
filter followed by the autocepstrum detection. The circular topological filter
utilizes the circular topology of a typical sinusoidal signal to separate the
baseband signal or its squared version. The detection of a noise-like PU sig-
nal, or a conventional digitally modulated signal, by the PB-ACD technique

depends on the presence of a strong peak appearing at a quefrency ! value

1. Quefrency: It defines the inverse of the distance between successive log-spectral lines in a signal’s
cepstrum [20].
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equivalent to the reciprocal of the center frequency of a certain subband. Due
to the possible frequency estimation errors from the edge detection phase,
the PB-ACD gives a poor performance. A mathematical analysis of the de-
tection threshold is presented according to the statistical distribution of the
devised detection test statistic. Through simulations, we provided compar-
isons of the BB-ACD technique with the PB-ACD technique to show the effi-
cacy of the proposed technique when the problem of center frequency errors

is encountered in frequency selective fading channels.

1.3 Thesis Organization

This thesis includes the presented research work in six chapters. First, the state-
of-the-art techniques and a literature review are covered in chapter 2. Chapters 3 and
4 introduce the proposed detection techniques for the SBSA and the MBSA cases, re-
spectively. The CCD techniques is discussed in chapter 5 and the conclusions with the

future work are drawn in chapter 6. In particular, this thesis is organized as follows:

Chapter 2 reviews the state-of-the-art of the spectrum sensing techniques in CR sys-
tems. It covers the advantages and the disadvantages of these techniques and also it
discusses the challenges facing the spectrum sensing process. Further, this chapter in-
troduces the suggested spectrum sensing and channel estimation techniques through
Scattering Transform (ST), and gives some insights about the obtained results, as well
as highlighting the strengths and limitations of the proposed techniques.

Chapter 3 presents the proposed PB-ACD algorithm for detecting noise-like signals
such as spread spectrum and IR-UWB signals. The proposed technique is considered
for the SBSA scenario in which a specific CR receiver tests the availability of a narrow
frequency band. A mathematical analysis of the proposed detector is formulated and
its performance is compared with different state-of-the-art techniques. Moreover, The
APB-ACD technique is presented for detecting FH-SS and C-SS signals and the math-

ematical demonstration of the proposed detection technique is introduced.

Chapter 4 discusses the two phases of wideband spectrum sensing, namely: the edge
detection and the PU detection. In this chapter, we introduce the DLSD algorithm for
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detecting the spectral boundaries of the intended subbands. The devised algorithm is
compared to different wavelet-based edge detection techniques showing high detec-
tion performance at medium-to-high SNR values. Used in conjunction with denoising
by TVD-MM algorithm, the edge detection is improved at a low SNR level. Moreover,
we tackled the problem of detecting PU signal occupying a specific narrow frequency
band when uncertainty of the subband’s center frequency is encountered. For this pur-
pose, we formulated the BB-ACD technique in which the periodicity inherited in the
signal’s PC in baseband.

Chapter 5 proposes the CCD technique to detect digitally modulated signals by evalu-
ating the PC of the received signal and correlating it to a shaping function, which has
a fundamental frequency equals to the PC’s periodic frequency. The aim of employing
a shaping function is to enhance the peaks that occur in the PC while simultaneously

rejecting the noisy spectral variations.

Chapter 6 provides the conclusions of the presented research work and gives some
prospects for further investigations related to the scope of the thesis, in which a dual
spectrum sensing and channel estimation technique is suggested based on CA ap-
proaches, and also the role of employing Artificial Intelligence (AI) algorithms in co-

operative sensing is discussed.






CHAPTER 2

STATE-OF-THE-ART

2.1 Introduction

In the last two decades, the world has witnessed a great growth in the global mobile
traffic. This growth is expected to increase more in data volume by 2021 as compared
to 2005 [21]. The trend of this exponential growth, as shown in Figure 2.1, is expected
to even continue to 2030,as predicted by the International Telecommunication (ITU)
[22]. Therefore, without making use of the unoccupied spectrum bands, the radio fre-
quency becomes under-utilized. Indeed, as many academic research studies about the
6G technology is gradually taking momentum, scientific speculations claim that after
30 years of effort, 6G will eventually see the full potential of a Cognitive Radio (CR)
system [23], [24].

In fact, the design of any wireless system must consider the transmission data rates,
the geographical coverage area, the suitable transmission power, and the mobility of
users. Generally, various communication systems can be classified into:

— High-power wide area systems (cellular systems), which support mobile users

roaming over wide coverage areas.

— Low-power local area systems, such as cordless telephone systems.

— Low-power wide area systems, which are designed to support low data rate

services such as paging systems.

— High-speed local area systems, which are designed to allow for high data rate

services, such as wireless Local Area Networks (LANSs).
Obviously, the first two classes are designed for voice applications, whereas the last
two classes are designed for data applications. In the design and implementation of
these systems, some challenges occur. Such challenges include radio resource alloca-
tion, management of the Medium Access Control (MAC) layer, the mobility manage-
ment, Quality of Service (QoS), and security. A very important challenge is the radio

resource allocation as well as the need for spectrum management in order to handle
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the increase in the number of users. In this case, CR-based systems can provide the
appropriate solution.

This chapter provides an overview on the CR concepts and tasks. It also reviews
and compares the practical results of different spectrum sensing techniques employed
for the radio-scene analysis process. Section 2.2 demonstrates the main tasks of CR
systems and introduces the CR transmission paradigms. A literature review on dif-
ferent types of spectrum sensing techniques is presented in section 2.3 in addition to
highlighting the challenges that limit their performance. Moreover, our research inves-
tigations and results on the applicability of the ST to be used in spectrum sensing and
channel estimation are introduced in section 2.4 and 2.5, respectively. Finally, conclu-

sions and important insights are summarized in section 2.6.

Estimation of global mobile subscriptions with different categories

18
16
14
12
10

Billion

L= R = T =

2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030
B Smartphone M Tablet and other smart devices  ® Feature phone

Figure 2.1 — The global estimation of the growth rate in subscriptions of mobile com-
munications and electronic elements technologies (Source: Cisco) [24]

2.2 Overview On Cognitive Radios

At the beginning of 1990s, Joseph Mitola, a vice president and a distinguished pro-
fessor at Stevens Institute of Technology, introduced the concept of Software Defined
Radios (SDR). The motivation behind this concept was started over the past 20 years
in order to design communication systems that involve a combination of software and

12
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hardware systems away from pure hardware-based systems. SDR have a radio fre-
quency with a software-controlled tuner. Signals are being processed using a recon-
figurable device such as a Field-Programmable Gate Array (FPGA) or a digital signal
processor. Therefore, their ability to reconfigure the modulation scheme makes them
SDR. In his dissertation [25], Mitola introduced CRs as SDR with Artificial Intelligence
(AI). These radios are capable of sensing and reacting according to changes in the sur-
roundings. Simon Haykin also suggested another definition for a CR system in 2005.
He defined it as "an intelligent wireless communications system that is aware of its
surrounding environment and uses the methodology of understanding-by-building to
learn from the environment and adapt its internal states to statistical variations in the
incoming RF stimuli by making corresponding changes in certain operating parame-

ters in real-time".

Figure 2.2 shows the internal structure of the conventional radios, the SDR, and the
CRs. The spectrum licensing scheme set by the USA Federal Communications Com-
mission (FCC) leads to an inefficient usage of the radio spectrum. When the radio
spectrum allocated to licensed users is not used, it cannot be occupied by unlicensed
users. Therefore, legacy systems have to operate only on a dedicated spectrum band
and cannot adapt the transmission band according to the change in the environment.
Due to the static spectrum allocation policy, spectrum holes arise; This is shown in Fig-
ure 2.3. Spectrum holes are frequency bands that are allocated to licensed users and are
not utilized in all times and locations, therefore, they could be occupied by unlicensed

users.

There are some limitations in the spectrum access due to the fixed spectrum licens-
ing policy which can be mentioned as follows [26]:

— Fixed-type spectrum usage is designated.
— Spectrum access is prohibited for unlicensed users.
— There is a large chunk of licensed spectra for dedicated for a large communica-

tion region.

Consequently, the main objective of CR systems is to enhance the utilization of the ra-
dio frequency spectrum by sensing the target spectrum. Then, the information gained
by the spectrum sensing device is exploited by the spectrum management function.
Finally, the spectrum mobility unit will control the operation of spectrum changes and

search for available spectral opportunities.

13
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Figure 2.2 — A logical diagram that illustrates the differences among conventional ra-
dio, SDR, and CR [26]

221 Cognitive Capability of Cognitive Radio Networks

Multiple domains such as knowledge, model-based reasoning and negotiation can
remark the cognitive capability of a CR system. Conceptually, any radio etiquette with
different aspects, including RF bands and air interfaces, can be equipped with knowl-
edge and reasoning tools. Remarkably, CRs are characterized by their agility that dif-
ferentiates them from conventional radios. This agility is described by [27]:

— Frequency agility: it refers to the followed strategies to find the available spec-
trum which requires the design of good algorithms and protocols for appropri-
ately selecting the transmission frequencies.

— Technology agility: it refers to operating a single radio device over various ac-
cess technologies. It includes seamless interoperability which can be enabled by
multiplatform radios that are realized as system-on-a-chip platforms and can

operate as Bluetooth, WiFi, and GPS transceivers.
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Time |

Opportunistic Spectrum ,E
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Spectrum Hole

PU: Primary User
SU: Secondary User

Frequency

Figure 2.3 — An illustration of the opportunistic and the fixed spectrum sharing models
in CRs

— Protocol agility: depending on the devices they connect with, CR devices con-
tain a reconfigurable protocol stack so that they can preactively an reactively
adapt their protocol.

Such cognitive behavior could extend to networks of radios so that they mimic

human behavior in a civilized society. Eventually, this implies a framework that senses

the surrounding conditions to identify opportunistic spectra.

2.2.2 Tasks of Cognitive Radio Systems

A typical cognitive radio system performs different tasks through a cognitive cycle
by which it obtains the required information to reuse a specific frequency band. The
distribution of these tasks and their interconnection to each other, illustrated in Figure
2.4, are summarized as follows:

— Spectrum sensing: the main objective of the spectrum sensing process is to mea-

sure the status of a target spectrum and the activity of a Primary User (PU).
This is accomplished by a CR transceiver that detects a spectrum hole and the
appropriate method of accessing it (i.e. duration, transmission power) without
interfering with the PU signal.

— Spectrum analysis: information gained from the spectrum sensing process is

then analyzed to get knowledge about spectrum holes (e.g. interference estima-
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tion, availability duration, probability of collision with a PU according to sens-
ing error). After that, a decision to access the spectrum is made by maximizing
the throughput of the Secondary User (SU) while maintaining the interference
caused to the PU below a required threshold.

— Spectrum access: this is performed on the MAC protocol layer to avoid colli-
sions with a PU or with other SUs. The receiver must be synchronized with the
transmitter in order to receive the signal successfully.

— Spectrum mobility: it is related to the changing on the frequency band. When a
PU starts to access a frequency band that is occupied by an SU, the SU should
switch to another frequency band that is idle. This change is called hand-off.
Consequently, the protocol parameters at different layers in the protocol stack
must be modified to match the new frequency band. Further, this hand-off mech-

anism must ensure that the data transmission by the SU can continue in the new
band.

Radio Environment

Characteristics
Sharing of a given spectrum
Spectrum
Mobility
Detection of PU Sensing
Decision
request

Transmission

RF Stimuli

Channel Spectrum hole

Capacity
Spectral
Decision

Figure 2.4 — Different tasks of a cognitive radio system
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2.2.3 Cognitive Radio Paradigms

The definition of cognitive radio systems has evolved over the years to include
different paradigms (i.e., spectrum sharing models). These paradigms, compared in

Table 2.1, are classified into the following paradigms [27]:

Table 2.1 — Comparison between the cognitive radio paradigms

Terms Interweave Underlay Overlay
. . Simultaneous Simultaneous
. Transmits for idle . . . .
Description status transmission with transmission with
PU is allowed PU is allowed
Cooperative system,
Side . Channel strengths knowledge of PU
. PU activity .
Information affecting PU message and
channel is required
. . . Limited by
Power Transmits at any Limited by interference | .
: . interference
Level level for idle status | constraint )
constraint
. False-a%ar.m; Limited to Network
Restrictions | transmission ceased short-ranee applications | complexit
if PU presents &¢ abp plextty

1- Interweave Paradigm: the idea of an opportunistic communication model was the
original purpose for formulating the concept of a CR system which is so called later
as an interweave CR system. In this model, the CR system has to monitor periodi-
cally the radio spectrum and detect the activity of possible PUs in different parts of
the spectrum; Then, it allows communication over spectrum holes (i.e., temporary

space-time-frequency voids) and ceases transmission once a PU activity is declared.

2- Underlay Paradigm: in this model, it is mandatory that the concurrent cognitive /non-
cognitive transmission may be established if only the generated interference by the
SUs at the PUs receivers does not exceed a pre-defined threshold. This can be satis-
tied by using multiple antennas to guide the SUs signals away from the PUs signals.
Further, the interference constraint could be met by spreading the SU signal over
a wide bandwidth below the noise floor and then despread it at the CR receiver.
Examples of the signal spreading include Spread Spectrum (SS) and IR-UWB com-

munications.
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2- Overlay Paradigm: in overlay-enabled systems, knowledge of the PUs’ codebooks
and their messages must be provided at the CR receiver. For example, if the non-
cognitive users follow a uniform communication standards based on a publicized
codebook, this information could be easily obtained and hence could be utilized in
different ways. On the one hand, this information can be exploited to cancel the
interference caused by the PUs at the SUs receivers. On the other hand, the CR
users can assign part of their transmission power for their communication and the

remainder is to assist (i.e., relay) the PUs transmission.

2.24 Cognitive Radio Bands

The propagation environment of CR networks must be well understood in order
to design these networks efficiently. The knowledge of the propagation characteris-
tics will help in the design, implementation, and analysis of different transmission
strategies. The amount of interference that may be imposed on the PU signal must
be kept in mind as an important feature affecting the CR system design. The interfer-
ence level depends on the transmission power of the CR as well as the characteristics
of the wireless propagation channel. Cognitive radios may operate over a wide range
of the frequency spectrum. The bands below about 3.5 GHz have a lower propagation
loss and are sought after by all services. Therefore, these bands are ideal candidates for
the deployment of cognitive radio networks but not necessarily exclusive. They have
different primary systems, each with its service type, architecture, bandwidth, and tol-
erance to interference. Some candidate frequency bands for CR systems are mentioned
below [28]:

— UHF bands: these bands are currently used by the broadcast television. Terres-
trial broadcasting transmitters tend to have high antennas (hundreds of meters)
and large powers (kilowatt range). In this service, the transmission is one-way,
the transmitting antenna may be outside the area containing the cognitive radios
and the TV customers are generally fixed. In 2010, the US FCC adopted rules to
allow unlicensed radio transmitters to operate in the broadcast television spec-
trum at locations where the spectrum is not being used by the licensed services.
We find that the IEEE 802.11af, IEEE 802.22 and IEEE 802.19.1 are operating over
TV white spaces (54 to 60 MHz, TV channel 2; 76 to 88 MHz, TV channels 5 and
6; 174 to 216 MHz, TV channels 7 to 13; 470 to 608 MHz, TV channels 14 to 36;
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and 614 to 698 MHz, TV channels 38 to 51). The unused TV spectrum can be
used as white spaces.

— Cellular bands: typical cellular bands are centered near 800/900 MHz, 1.8/1.9
GHz, 2.1 GHz, 2.3 GHz, and 2.5 GHz. Cellular networks have wide coverage,
with cell site antennas mounted at rooftops of buildings. This is a two-way ser-
vice, with the cell sites generally in the same region as the cognitive radios, and
the cellular customers can be mobile.

— Fixed wireless access bands: these bands provide two-way broadband service. They
are centered near 2.5 and 3.5 GHz. Fixed wireless systems are similar to cellu-
lar networks in layout, with the customers located at fixed locations, such as

companies and homes.

2.3 Literature Review on Spectrum Sensing Techniques

The broad definition of a vacant opportunity comes in terms of an idle frequency
band, a time slot, a geographical area, a code dimension, or the angle-of-arrival of a
signal. Many investigations on spectrum sensing techniques have focused in exploring
vacant frequency bands.

Different spectrum sensing techniques have been introduced over the last decade.
Based on the scanned bandwidth of the target frequency range, these techniques can
be classified into NarrowBand Spectrum Sensing (NBSS) and WBSS techniques. In the
NBSS approaches, a CR system scans only one frequency band, whereas in the WBSS
approaches a number of sub-channels are scanned, either simultaneously or sequen-
tially. In the literature, several NBSS algorithms and techniques have been formulated.
These techniques include ED, Matched Filter Detection (MFD), covariance-based de-
tection, Cyclostationary Feature Detection (CFD), and Machine Learning Based Sens-
ing (MLBS) [9].

Due to its calculation and implementation simplicity, ED has been used extensively
in the literature. In the design of an energy detector, there must be an accurate mod-
eling of the detection test statistic, and also a prior knowledge of the noise power is
required at the CR receiver. Regarding the estimation of the noise power, an experi-
mental study is covered in [29] in which a practical realization of energy detectors by
SDR is introduced. In the proposed study, it has been shown that an inaccurate model-

ing of the detectors test statistic leads to a deterioration in the detection performance.
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For this purpose, the authors of [30] have proposed a histogram-based method to de-
termine the detection threshold when a large sample size is sufficiently collected. From
the observed samples, two histograms are obtained to indicate the presence or absence
of a possible PU signal. This detection threshold is chosen to fit certain false-alarm
and misdetection probabilities. However, in noisy and fading environments, the de-
tection of PUs becomes a difficult task [31]. This gives the existence of the SNR wall
phenomenon, which is the SNR value below which all the detectors will fail to detect
the presence of a signal even for large channel observations [32]. This phenomenon
has been mathematically validated through mathematical modeling in [33]. In order
to provide an accurate prediction of the SNR wall constraints, the authors in [34] have
introduced a prediction method to estimate the noisy variations as well as the Rayleigh
fading coefficients. Moreover, theoretical analysis of energy detection that is based on
a dynamic selection of the detection threshold is given in [35].

A suitable alternative approach to the energy detector is the matched filter detector
which is described to be the optimum detector that maximizes the SNR in Additive
White Gaussian Noise (AWGN) channel [36]. Since the MFD technique requires prior
knowledge of the PU’s signal parameters, which is not feasible practically, a blind es-
timation technique is proposed in [37] to extract the signals parameters. However, the
pre-processing offered by the blind parameter estimator increases the detector com-
plexity and the sensing time as well. Another approach is presented in [38] to increase
the sensing efficiency of the MFD by introducing a dynamic selection of the detection
threshold. On the other hand, the covariance-based detection techniques offer a blind
approach for the PU detection that is based on calculating the covariance matrix of the
received signal. By exploiting the correlation of the signals samples, the detector uses
this characteristic to distinguish between the noise and the signal. Different techniques
have been developed based on the covariance-based detection such as the EVD [39].

A superior sensing technique than ED, MFD, and the covariance-based detection
is offered by the CFD approach, in which the inherited cyclostationary features in a
PU signal is revealed and utilized for the signal detection. In [40], the authors have
evaluated the performance of the cyclostationary detector for different modulation
schemes. Also, the authors in [41] have shown the employment of the cyclostation-
ary Fast Fourier Transform (FFT) Accumulation Method (FAM) to tackle the problem
of hidden SUs signals and in order to improve more users recognition. To improve the
detection performance of the CFD, the authors in [42] have shown the effect of employ-
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ing various windowing functions such as rectangular and Kaiser window functions on

the detection probability.
As the nowadays trend is guided to employing the MLBS approaches in the sig-

nal detection, many research studies have found applications in the context of CR by
developing MLBS techniques [43]. Formulated as a classification problem, a MLBS de-
tector decides on the states of a specific frequency band using either a supervised or un-
supervised learning techniques. This kind of detection uses different features such as
the energy statistic or the probability vector to determine the availability of a channel.
Accordingly, several investigations have been carried out on how to apply the MLBS
techniques in the spectrum sensing process. For instance, the authors of [44] propose
the use of the K-means algorithm and the Support Vector Machine (SVM) method to
formulate a spectrum sensing model. Precisely, the model applied the K-means algo-
rithm at the beginning of the sensing process find the transmission patterns of the PUs,
then the SVM method is used to decide on the presence or absence of the PU signal.
Also, ML has been proposed by the authors of [45] for Compressive Spectrum Sens-
ing (CSS). The proposed algorithm is formulated to estimate the sparsity level and
this allows the selection of a suitable number of measurements for an accurate signal
recovery. Nevertheless, the MLBS techniques have been involved in optimizing the
detection decision in cooperative sensing in CR networks [46].

For WBSS, the wide spectrum of interest is usually divided into a number of sub-
bands, then the sensing process is performed, either sequentially or simultaneously, by
employing a suitable NBSS algorithm. Sequential sensing approaches require a longer
processing time and also a high energy due to using high-rate ADCs. For timely com-
munication, such approaches are inefficient and also costly. On the other hand, parallel
or simultaneous sensing is faster but requires a large number of sensors and synchro-
nization which impose a high implementation complexity. CSS is considered as a way
forward to decrease the acquired number of samples [47]. For this purpose, a num-
ber of studies have shown that most of the subbands comprising a wide spectrum
are rarely utilized or not at all. In this case, the wideband spectrum signals can be
considered sparse. This characteristic has encouraged a wide area of research to in-
vestigate more about CS or the sub-Nyquist techniques to speed up the WBSS process
[48], [49]. In CSS, the original sparse signal is recovered only from a number of few
measurements. To apply CSS, three main operations must be included: the sparse sig-

nal representation, the coding with the measurement matrix, and the sparse recovery.
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Essentially, the sparsity level, the measurement matrix and the choice of the decod-
ing technique affect the optimal number of samples. In [50], the authors have investi-
gated on the estimation of the sparsity level and modify the number of measurements
accordingly. Nevertheless, other authors have introduced the blind CSS approach in
which no prior knowledge of the sparsity level is required. More discussions on the
WBSS approaches are presented in chapter 4.

Many problems may face an unlicensed transmitter. For example, it may not always
be able to detect the signal of a licensed transmitter due to channel impairments and
its geographic location. In other words, the licensed user may be out of range. This
causes interference with the receiver of the licensed user. This problem is called the
hidden node problem. Cooperative sensing techniques may solve this problem. In co-
operative sensing , the spectrum sensing information from multiple secondary users is
exchanged to reach the optimum decision of detecting the presence of primary users.
This is accomplished by two different networks, namely, a sensor network and an op-
erational network. First, a sensor network collects some information about the pres-
ence of PUs. Second, a spectrum usage map is created distributed to the operational
network of secondary users for optimizing the spectrum access. Using this technique,
the detection probability can be improved in multipath scenarios. On the other hand,

computation overhead is a disadvantage as compared with non-cooperative sensing.

Cooperative sensing has been suggested to solve the hidden terminal problem. The
studies in [51] has discussed cooperative sensing as an optimization problem, such
that optimizing the decision fusion under the Neyman-Pearson and the Bayesian cri-
teria, as well as deciding on the optimum number of cooperative user or performance
improvement. In [52], the performance of cooperative sensing in fading channel has
been compared to a single node detection. Also, analytical expressions for the average
detection probability under different detection scenarios such as the single node detec-
tion, the diversity reception, and the cooperative spectrum sensing in fading channels
have been derived in [52]. In these studies, the selection of the detection threshold is
considered as fixed. In [53], dynamic selection of detection threshold according to the
noise level variation has the high probability of detection. As a summary, Figure 2.5
illustrates the classification of the different spectrum sensing techniques.

In the light of the recent research studies, this section provides an overall survey
of the popular spectrum sensing techniques, and also introduces the recent advances
in this field. We also highlight the efficiency and limitations of these techniques as
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reviewed in the literature. Further, we present a demonstration of the detection perfor-

mance of some of the aforementioned techniques through simulations.

Spectrum sensing techniques

!

Narrowband sensing

! l l | l

Energy Cyclostaionary Matched Eigenvalue-based Machine learning
detection detection Filter detection  detection based sensing

Wideband sensing

| }
Nyquist-based sensing Compressn,lfe sensing
Filter bank Multi-band Wavelet-based Blind CS Non-blind CS
Detection detection detection

Figure 2.5 — The hierarchy of spectrum sensing techniques as classified based on the
type of the accessed spectrum model

2.3.1 NarrowBand Spectrum Sensing

Hereinafter, we discuss the different classes of NBSS techniques in CR. We intro-
duce a description of the mathematical model, the advantages and the disadvantages
of these techniques. In our work, we apply the interweave CR paradigm in which a CR
user is allowed to access a licensed frequency band when its idle. A demonstration of
how an interweave CR works is shown in Figure 2.6. In general, the detection problem
of a PU signal can be presented as a binary hypothesis testing. In such formulation,
the null hypothesis, denoted by Hy, refers to the absence state of the PU signal, where
the alternative hypothesis, denoted by Hj, refers to the presence of a PU signal in the

licensed spectrum. The received signal at the CR receiver can be defined as [54]:

y(t) = w(t) : Under Hy 2.1)
x(f) + w(t) : Under Hy
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where w(t) is the thermal noise imposed on the received PU signal that can be modeled

as a Gaussian distributed process with a variance 03. The faded PU signal is given by:
x(t) =s(t) *hs(£;7) (2.2)

where s(t) is the PU transmitted signal, * denotes the convolution operator, and ks (; T)
is the sensing channel that is generally described as a time-varying fading channel with
a time lag, denoted by 7.
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Figure 2.6 — A demonstration of a typical operation of an interweave CR system

In a spectrum sensing process, the sensing threshold is an important design param-
eter of any signal detector. Indeed, a detector with a non properly adjusted threshold
leads to a degraded sensing performance. Based on an appropriate selection of a detec-
tion threshold, the sensing decision is made. It means that the choice of the detection
threshold reflects the offered accuracy of any spectrum sensing algorithm. Based on
the NPL, a detector decides H; if the likelihood ratio L(y) is greater than a threshold 7.
The likelihood ratio is given by [54]:

p(y; Hi)

L(y) = m (2.3)
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where p(y;Hy) and p(y; Hy) denote the probability density function of the received
signal under the alternative and the null hypotheses, respectively. To evaluate the de-
tection performance of the spectrum sensing techniques, an important metric is con-
sidered which is the ROC curve. It evaluates the detector performance in terms of the
following metrics:

— The probability of detection, Pp: it describes the probability of the SU to declare
the presence of a PU signal. It is given in terms the conditional probability Pp =
p(Hy|Hy) of deciding an occupied spectral hole while it is actually busy.

— The false-alarm probability, Pr4: it describes the probability of deciding on the
presence of a PU in a spectral hole while it is actually idle. It is given in terms of
the conditional probability Pry = p(H1|Hp).

— The probability of miss-detection, Pysp: it describes the probability of a miss-
detected target while the detector declares a spectral hole. It is given in terms of
the detection probability as Pyjp =1 — Pp.

— The probability of correct no-detection, Pcy: it describes the correct probability
of having a spectral hole, which is given by Pcy =1 — Pp4.

Energy Detection

The detector computes the energy of the received signal by the CR user and com-
pares it to a threshold. If the computed energy exceeds the decision threshold, the PU
is considered present; otherwise, the channel is considered idle. Figure 2.7 shows the
block diagram of the conventional energy detector that calculates the energy as the
squared magnitude of the FFT averaged over the number of samples of the received
signal. The test statistic of the ED is given by:

TV = LS P 2 2.4
EDD}]—Nk_ZlD}( )] 2 Mo (2.4)

where ) (k) denotes the FFT of the received signal represented in the discrete time
domain as y(n), and ngp denotes the detection threshold of the Energy Detection (ED)
technique. The value of the detection threshold depends on the noise variance. Thus,
the detection performance is affected by the appropriate selection of #gp.

Despite its simplicity, the ED technique cannot distinguish between the noise and
the PU signal. That is why the detection decision is subjected to a high uncertainty

25



Partie , Chapter 2 — State-of-The-Art

and results in a low detection performance in low SNR values, as shown in [31]. The
two performance metrics (Pp, Pra) can be evaluated using the Central Limit Theorem
(CLT) ! when the sample size N of the observed signal is large enough to approximate
the test statistics as Gaussian random variables [55]. For the conventional ED, these
two probabilities are given by [54]:

(e —N(A+7)
Pp=0Q ( NI, ) (2.5)
_ 2
Pra =0 (%) 26

where 7 is the SNR, and Q(.) is the Gaussian Q-function that describes the tail prob-
ability of the normal distribution with zero mean and unit variance which is given by
[54]:

) 2
Qx) = \/%/x exp (—%)dt. (2.7)

consequently, the detection threshold is expressed in terms of a target Pr4 as follows:
nep =03 (Q 7 (PraV2N + N)) 2.8)

Based on equation (2.8), the sensing threshold of the energy detector depends on
the noise power, thus it is sensitive to the noise uncertainty. Figure 2.8 demonstrates
the relation between the false-alarm probability and the detection threshold as a func-
tion of the number of samples of the observed signal as indicated in equation (2.6). At

a specific detection threshold, as the number of samples increases, the probability of

1. CLT states that when a large number of independent random variables are added, their normal-
ized sum tends toward a normal distribution even if the original variables themselves are not normally
distributed.

H,
. , =
y(®) Analog/Digital y(m) | N-Point y(,l{) d ( )2 . Averaie TeplV] 2 nep
Converter 1 FFT 1\ | over Ho
samples

Figure 2.7 — The block diagram of a conventional energy detector
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falsely declaring a PU increases assuming the PU signal is a complex Gaussian signal.
Further, another example is illustrated in Figure 2.9 showing the detection probabil-
ity of a conventional ED for detecting Independent and Identically Distributed (IID)
signals [8]. At certain SNR levels, the detection probability increases as Pr4 increases.
As mentioned previously, a simple figure of merit to describe the performance of an
energy detector is given in terms the ROC curve — a plot of the Pp against Pry4 as the
threshold varies from 0 to co. An example of the ROC curve of an ED is shown in Fig-
ure 2.10 for different SNR values. The analysis is carried out based on the work of Y.
Liang et al. in [8] for detecting Gaussian-like PU signals. To improve the detection per-
formance of ED, several approaches have been proposed using dynamic thresholds.
For example, the authors of [56] addressed the selection of the threshold by using a

constant false-alarm rate method.

False—alarm probability vs. the detection threshold
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Figure 2.8 — The interplay between the false-alarm probability and the detection thresh-
old of a conventional ED for different sample sizes [8]

This method consists of bounding the probability of false-alarm and then iteratively
updating the value of the threshold to maximize the probability of detection. Also, a
Discrete Fourier transform (DFT) filter bank method to dynamically select the thresh-

old that minimizes the spectrum-sensing error in the presence of noise is proposed in
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Figure 2.9 — The detection probability of a conventional ED for for detecting IID signals
[8]

[57]. The double-threshold technique is introduced in [58] to deal with the noise un-
certainty. Although this double-threshold algorithm decreases the collision between
the PU and the SU signals, its detection performance is not guaranteed for low SNR

values, and its sensitivity to noise uncertainty is very high.

Matched Filter Detection

Matched filtering is known as the optimal method for the detection of PUs when
the transmitted signal is known. It is a linear filter designed to maximize the output
SNR for a given input signal. It is obtained by correlating a known signal, with an un-
known signal to detect the presence of the known signal in the unknown one. This is
equivalent to convolving the unknown signal with a time-reversed version of the sig-
nal. Convolution is at the heart of matched filters. Convolution does essentially with
two functions that it places one function over another function and outputs a single
value suggesting a level of similarity, and then it moves the first function an infinites-

imally small distance and finds another value. The end result comes in the form of
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Figure 2.10 — The receiver operating characteristics of an energy detector in case of a
Gaussian PU signal [8]

a graph which peaks at the point where the two images are most similar. To employ
matched filters in CR systems, a perfect knowledge of the primary users signaling fea-
tures such as, the bandwidth, the operating frequency, the modulation type, the pulse
shaping and the frame format must be provided. One approach to implement the MFD
technique is by taking the FFT of two signals, then multiplying their coefficients and
after that taking the Inverse Fast Fourier Transform (IFFT) of the result, the output can
be found out [38]. The major advantage of a matched filter is that it needs less time to
achieve high processing gain and probability of false alarm and missed detection due

to coherent detection. The disadvantages of using the MFD technique are as follows:

— It would require a dedicated sensing receiver for all primary user signal types.

— It requires the prior information of primary user signal which is very difficult to
be available at the CRs.

— Its large power consumption is a drawback as various receiver algorithms need
to be executed for the signal detection.

The block diagram of a conventional MFD is shown in Figure 2.11.
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Figure 2.11 — The block diagram of a matched filter detector; Tyrp denotes the test
statistic of the detector and 77y1rp is the detection threshold

The test statistic characterizing the MFD is given by [38]:

1 Y H
TmrpY] = N Y y(m)xyr(n) = nmep (2.9)
n=1 Hy

where Typrp denotes the test statistic of the MFD, yyrp is the detection threshold
and x}-(n) denotes the complex conjugate of the allocated pilot samples defining the
matched filter. The ROC criterion of the MFD is described by Pp and Pr4. They are
expressed by [38]:

Pp=0Q (’”%/s_;;s) (2.10)
Pea=Q (\’7%) 2.11)

where E; is the energy of the PU signal. Accordingly, the detection threshold is ob-
tained by:

nmrp = Q' (Pra)\/ E02 (2.12)

Based on equation (2.12), the detection threshold is given as function of the signal en-
ergy as well as the noise variance. Since a complete knowledge of the PU signal is
unreasonable and impractical, some communication systems employ a pilot stream or
synchronization codes to obtain the required information. The MFD that is based on
a static threshold leads to less accurate detection results due to the noise uncertainty.
Motivated by this problem, authors in [38] suggested the use of the dynamic threshold
selection to enhance the detection performance. Illustration of the detection perfor-
mance of the MFD, based on an averaging filter [59], for a static threshold is shown in
Figure 2.12.
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Performance of MFD with A Static Threshold
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Figure 2.12 — The detection probability of a MFD based on a static threshold [59]
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Figure 2.13 — The block diagram of the EVD; Tryp denotes the test statistic of the de-
tector and ygyp is the detection threshold

Covariance-Based Detection

Different detection techniques are used based on the evaluation of the covariance
matrix of the received signal. The EVD technique is considered as one of the covariance-
based detection techniques that uses the sample covariance of the received signal and
the singular value decomposition to detect the presence of a possible PU signal [39].
The inherited correlation between signal samples can be reflected on the eigenvalues
of the covariance matrix which can be used to formulate the detection test statistic.
The EVD techniques can be categorized into noise-power based and non-noise-power

based techniques. There are several EVD techniques that do not require the estimation
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of the noise power. These algorithms include the Maximum-to-Minimum Eigenvalue
(MME) [39] in which deciding on the presence or absence of the PU signal depends
on the ratio of the maximum to the minimum eigenvalues, and also the Energy with
Minimum Eigenvalue (EME) algorithm.

Detection probability
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Figure 2.14 — A comparison of the detection probabilities of the ED and EVD for differ-
ent false-alarm probabilities

Despite the fact that the MME detector does not require any knowledge on the
transmitted signal characteristics neither on the noise variance, its high computational
complexity due to the high data processing is the main drawback. EME [60], and
Maximum-Eigenvalues-Trace (MET) [61]. On the other hand, the noise-power based
algorithms include the Maximum Eigenvalue (ME) which has a better performance
than the non-noise power based techniques [62]. The sequence of operation to evaluate
the test statistic of the EVD is shown in Figure 2.13. A comparison between the MME
and the ED is shown in Figure 2.14 based on the results obtained in [39] for detecting
IID signals. For the MME algorithm, the desired expression of the detection threshold
based on the probability of false alarm can be found in [39]. Also, the approximated
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detection threshold of the ME, gy p, is given by [63]:

nevp = Fpy (1= Pra) (2.13)

where F;p},(.) is the approximated distribution function of the eigenvalue ratio 2.

Cyclostationary Feature Detection

The cyclostationary is a generalization of the stationarity property that can be inter-
preted as a periodicity of the statistical properties of a process [64]. Physical phenom-
ena that involve periodicities give rise to random data for which appropriate proba-
bilistic models exhibit periodically time-variant parameters. For example, in commu-
nications, periodicity arises from sampling, scanning, modulating, multiplexing, and
coding operations. For these and many other examples, the periodicity can be an im-
portant characteristic that should be reflected in an appropriate probabilistic model.
Therefore, stationary processes, with their time-invariant probabilistic parameters, are
in general inadequate for the study of such phenomena. There are many other sources
for the generation of cyclostationarity, such as the amplitude modulation, the pulse-

amplitude,-width, and -position modulation, the phase or frequency modulation, etc.

The CFD is a method for detecting the PU transmissions by exploiting the cyclo-
stationary features of the received signals. A signal is said to be cyclostationary, if its
autocorrelation is a periodic function of time with some period. Signals used in prac-
tical applications have periodic statistical properties such as the mean and the auto-
correlation. On the other hand, stationary signals are random signals with physical
parameters that do not change with time. In fact, synchronized ensembles of a ran-
dom process result in a cyclostationary process, whereas asynchronous ensembles of
a process results in a stationary process. A cyclostationary detector utilizes the fact
that the communication signals often have a repeating structure over some length of

time. Therefore, cyclostationary signals are said to exhibit a cyclic correlation that is

2. Fa_p%, (.) is obtained from the f,,,(tg) which is the probability density function of the eigen ratio. It
is given by fapy(tr) = [ 5 Ify, (trD) f1, (1)dl] Tgie>1ys fi, (tr1) is the distribution of the largest eigenvalue

and f}, (1) is that of the smallest one. The symbol I , is an indicator function [63]
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expressed by [64]:

(2.14)
=E[y(t+ 1)y" (t — T) exp(j27act)]

where [E[.| denotes the expectation operator, T is the time lag, and &, denotes the cyclic
frequency. The Fourier transform of the cyclic autocorrelation gives the cyclic spectra.

Equivalently, it is given in terms of the time-averaged autocorrelation by [64]:

1 T T .
Ry(t,T) = T(l)linoo? ioy(if + E)y(t - E)exp(—]mec)dt (2.15)

The corresponding spectral correlation function is given by:

Sy(ae, f) = /O:o Ry(ac, T)exp(—j2mft)dT (2.16)

For cyclostationary signals, Sy(zxc, f) is non zero for specific values of a. and f, while
for a stationary noise Sy(txc, f) will be zero for a, = 0. An example of the spectral cor-
relation of a BPSK signal is shown in Figure 2.15. This distinguishing feature is used
for detecting the presence of a PU signal in a spectral hole. Different algorithms have
been formulated to evaluate the spectral correlation function such as the FFT accu-
mulation method and the spectral strip correlation method [65]. The former method
applies the Fourier transform of the correlation product between the spectral compo-
nents smoothed over time while the method is the Fourier transform of the correlation
products between the spectral and temporal components over time. In some applica-
tions, such as the wireless microphone detection, the detection test statistic is given by
[66]:
Sy(ac, f)

Tc = L = 2.17
crp (Y] I?zcx 5,000 i 1CFD (2.17)

Experimentally, the detection threshold is evaluated by evaluating the spectral correla-
tion and the cyclic spectra when the signal is present. The values of the cyclic spectra in-
dicate the correlation of two frequency-shifted versions of the cyclostationary signals.
These values occur at cycle frequencies. To measure the degree of correlation between
two frequency-shifted versions of a cyclostationary signal, the term spectral coherence

is used. Figure 2.16 shows the block diagram for the CFD. Cyclostationary techniques
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provide a better detection performance than ED techniques [66].
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Figure 2.15 — The block diagram of a cyclostationary feature detector; 7crp denotes the
test statistic of the detector and #crp is the detection threshold
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Figure 2.16 — The spectral correlation of a real BPSK signal [64]

Further, their ability to differentiate between signals and noise allows these tech-
niques to be less susceptible to noise uncertainty and hence have a lesser probability
of false-alarm compared to energy detection-based techniques. The performance of the
cyclostationary detection can be further enhanced by increasing the number of sam-
ples. However, this can result in an increase in the sensing time and the complexity
as the length of the received signal increases. A balance between the sensing time and

the performance detection must be found to reduce this complexity while achieving an
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acceptable detection performance.

Table 2.2 — Comparison of the different spectrum sensing techniques

Sensing .

Technique Advantages Disadvantages

Ener - Easy to implement - High false-alarm rate
8y -No prior knowledge of PU’s | - Unreliable at low SNR

Detection . . s :

parameters is required - Sensitive to noise
Matched Filter - Optimal detection -Prior knowledge of the
Detection in AWGN channel PU signal is required

- No prior knowledge of PU’s
parameters is required
-Exploits signal correlation

- Robust against noise
Cyclostationary - Able to distinguish between
Feature Detection | noise and signal

-Low false-alarms at low SNR

Covariance-Based
Detection

- Large computational
complexity

- Large sensing time
- Large computational
complexity

- Complex computation

- Fast learning adaptation
is required

- Large database has

to be built

Machine Learning | - Reliable detection if sufficient
Based Sensing training is accomplished

Machine Learning Based Sensing

Recently, MLBS techniques have found applications in many fields of signal de-
tection and classification, by which complex mathematical calculations can be applied
to analyze signals and also provide interpretation of data patterns [67], [68]. For this
purpose, ML techniques employ learning, reasoning and decision making approaches.
Several research investigations have been introduced to exploit ML approaches in the
context of CR [69], [70]. The sensing algorithms based on ML deal with the signal de-
tection process as a classification problem in which a classifier, supervised or unsu-
pervised, decides on the channel occupancy status. The ML algorithms employed for
spectrum sensing in CR include Gaussian mixture model, K-nearest-neighbor, or sup-
port vector regression. To evaluate the performance of the MLBS techniques several
metrics encompass detection and false-alarm probabilities, the average training time

of the learning algorithm, as well as the classification time delay. A brief comparison
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between the different NBSS techniques is given in Table 2.2. Nevertheless, there are
other NBSS techniques, which involve waveform detection [71], detection based on
principal component analysis [72], and cumulative power spectral density detection
[73]. Also, the spectrum sensing for full-duplex cognitive radio systems is discussed
in [74], and the recurrence quantification analysis approach is employed for spectrum
sensing in [75].

2.3.2 WideBand Spectrum Sensing

High data rates characterize the design objectives of the next generation of commu-
nication systems, thus a larger bandwidth is required to accommodate the evolution
of the communication standards. Accordingly, the CR systems need to scan a wide
spectrum to find the best available subbands. Thus, several approaches of multiband
and WBSS techniques have been investigated in the literature [76]. In the following,
we review the most relevant WBSS techniques and also discuss their advantages and
disadvantages.

Nyquist Wideband Spectrum Sensing

Standards analog-to-digital converter are employed in the conventional WBSS tech-
niques to sample a wideband signal at the Nyquist’s rate. These techniques include the
wavelet-based detection, the multi-band detection, and the filter bank detection.

1- Wavelet-Based Detection

Different wavelet-based detection approaches have been considered for spectrum sens-
ing in CR by performing edge detection of the spectral boundaries of a wide spectrum.
This is inspired by the capabilities of the wavelet transform to characterize irregular
shapes in a signal. The general structure of the wavelet-based detector is shown in
Figure 2.17.

2- Multi-Band Joint Detection

This detection approach senses the presence or absence of a PU signal over multiple
frequency bands at once using a one of the narrowband spectrum sensing techniques.
The objective of this approach is to find an optimum threshold vector to increase the
detection probability for all bands jointly by solving an optimization problem. Figure

2.18 shows the structure of the multi-band joint detector.
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Figure 2.17 — The block diagram of a conventional wavelet-based edge detector; S (f)

denotes the power spectral density of the received signal and WTs(f) is the wavelet
transform of the signal’s PSD
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Figure 2.18 — The block diagram of a multi-band joint detector

Sub-Nyquist Wideband Sensing

All the aforementioned Nyquist-based sensing techniques have limitations regard-
ing the high sampling rate and the high power consumption. These limitations are not
suitable for the next generation of the communication systems. To tackle these prob-
lems, several CSS techniques have been proposed [77], [78]. Consider a wide spectrum
that consists of Nj,;, subbands. Assuming that most of these subbands are idle, we can

express the spectrum of the received signal as [9]:

Y(f) = )_ Dpxa(f) + W(f) (2.18)

nes

where Dy, is a diagonal N x N channel gain matrix, X, (f) and W(f) are the spectrum
of the n* signal and the additive noise, and S is the set of subbands in a wide spec-
trum. In order to acquire the compressed signal, the received signal is sensed using a
measurement matrix, which is given by:

T’f = (Dyf (2.19)
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where r s the M x 1 measurement vector, M is the number of measurements which
depends on the sparsity level, ® denotes the M x N sensing matrix, and y; is the pro-
jection of the received signal in the frequency domain. The sensing decision is obtained
after reconstructing the signal using a sparse recovery technique. By allocating the zero
and non-zero components of the signal, these location are employed to obtain the de-
tection status. The basic concept of compressive wideband spectrum sensing was first
introduced by Tian et al. in [79]. In their proposed work, the received signal is trans-
formed into a digital signal by an analog-to-information converter. Their approach
have some drawbacks such as the complexity of the computational burden as well as
the design imperfections of the converter could affect the sensing results. There are two
types of CSS: the blind and non-blind CSS techniques. Several researches concerning

both types can be found in [80].

2.4 Spectrum Sensing By Scattering Operators

The reduction of the false-alarm probability for a target detection probability is one
of the main objectives when designing a reliable spectrum sensing. Among different
spectrum sensing techniques, the Energy Detection (ED) technique is widely used due
to its implementation simplicity. However, since it cannot differentiate between useful
signals and noise, it gives a poor performance in a low SNR environment [31]. In the
following proposed work, we employ the ST, which provides a method for a hierarchal
signal representation based on deep Convolutional Networks (ConvNets), as a pre-
processing step before applying the ED technique. The multi-stage architecture of a
scattering network analyses the signal of interest into its significant features through
every stage. Our main objective is to take advantage of the sparsity provided through
the wavelet filtering,the nonlinearity and the pooling processes to detect the presence
of a signal. Due to the cascaded theme of the ConvNets, the noise effect can be revealed
and reduced at every stage.

24.1 Overview on Scattering Transform

Scattering transform is originally developed based on wavelet filtering to provide
an informative and a stable presentation for the classification of signals. The idea was

initially motivated by developing deep ConvNets which can describe the internal struc-
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ture of signals due to their hierarchal nature [81]. Following the developed work on
ConvNets by LeCun, J. Bruna and S. Mallat have suggested the use of ST via ConvNets
to find a time-invariant signal representation the is suitable for signals classification
[82]. Moreover, S. Mallat et al. have found applications of scattering networks in au-
dio and image processing as a solution for the averaging offered by the Mel-frequency
spectrogram [83].

To describe the operation of ST, which is based on the wavelet analysis, we begin
with describing the wavelet transform of a signal x(t), which is a convolution with
a low-pass filter ¢(t) of a time support T, followed by another convolution of x¢(f)
with the wavelet function (t)).ca, which denotes a band-pass filter. With A being

the center frequency of the filter, a dilated mother wavelet can be defined by:
~ AW
lPAs(t) = AswAs(Ast)’lpAs(w) = lpAs(A_) (220)
S

where §, (w) is the Fourier transform of 9, (t). The wavelet transform of x(t), de-
tined by Wx, can be described by:

Wxg = (x0 * (1), x0 * Pa,(t) ) teR Asen, (2.21)

The hierarchal description of a scattering network can be described as follows [83]:

— At the root of the network, we obtain an average signal description according

to:
Soxo(t) = xo * p(t) (222)

— To gain the high frequency information, we apply the scattering operator Ux

(i.e., wavelet transform modulus operator), which is given by:
Unxo(t, As,) = [x0 * Pa, (1) (2.23)
— To regain stabilization, the operator is averaged out by:
S1xo(t, As,) = Urxo(t, As,) * ¢(£) (2.24)

S1xo(t,As,) is defined as the first order scattering coefficients. These are com-
puted with wavelets y,_ ().
— Next, the output of the first order scattering operator is convolved with second
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wavelet function i, (t) , and then we obtain the second order coefficients after
averaging:
SzXO(t, sy, /\52) = ]leo(t, /\51) * 170/\52 (1) ‘ * ¢(t) (2.25)

These operations are repeated iteratively until the residual of the signal energy reaches
aminimum value (i.e., theoretically zero) as demonstrated in Figure 2.19. To generalize,

for any order m,. > 1, the iterated wavelet modulus operator is given by:

UnoX0(t Asy Asys s ) = [l 1x0 % o, ()] * o, (B)[ 5[5 i, (B)] (2.26)
and the scattering coefficients at order m is given as:

Smscx(t,Asl,ASZ,...Asmsc) — Umscxo(t,Asl,A52,...Asmsc) * 4)(t) (2.27)

Xo(t)

Soxo(t) = xo(t) * O(t) O‘/O
Urxo(t,As,) = [xo(®) +yn, | . s
0/O 0/O o .

S1x0(t, As,) = Urxo(t, As,) * (1)
Upo(t, As, As,) = |Uro(ti As,) * wy 4 0
SzXO(t;l’{Slpta.Sz) — Uz.xo (T, A.Sl,ﬂ.sz) * @(t) ¥ . O/ b O ¥ )

Figure 2.19 — A hierarchal representation of a typical scattering network
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2.4.2 Reprocessing of Received Signals by The Scattering Operators

A binary hypothesis test can simply describe the received signal y(t) by [54]:
y(t) =s(t) + w(t), under Hy (2.28)

where H; indicates the occupancy of a channel. On the other hand, when noise only
presents, y(t) becomes:
y(t) =w(t), under Hy (2.29)

where Hj indicates an idle status, w(t) is the noise imposed at the receiver input, and
s(t) the PU received signal by the SU receiver. In [82], it has been shown that the first
order scattering coefficients measures the time variation of signal amplitude within
frequency bands covered by wavelet filter banks. For further analysis, co-occurrence
coefficients reflecting the noise and the interference can be provided through deeper
decomposition. In wavelet theory, filtering with wavelets is a measure of projection of a
signal into the wavelet basis. So, by a proper choice of the wavelet function, significant
signal measurements can be obtained while reducing the noise effect. A block diagram
to demonstrate the idea of processing the received signal in the scattering domain is
shown in Figure 2.20.

Our work proposed in [84] has investigated the effects of using the ST before ap-
plying ED on detecting a DS-SS PU signal. When compared with the conventional
ED, although the results have shown that both techniques yield the same detection
performance, the simplicity of implementation and low computational burden remark
energy detectors. As an alternative approach, we exploited the average first order scat-
tering coefficients to form the detection test statistic of the Scattering Transform-based
Detection (STD). The steps of this processing before applying spectrum sensing are

summarized as follows:

— The received signal is processed for the signal decomposition. The resultant first
order scattering coefficients are used for the signal detection process.

— The first order scattering coefficients are used to form a test statistic 7stp which
is compared to a detection threshold 77s7p. The test statistic is given by:

Is
Tero(V) = 1 ¥ vst (i) (2.30)

s=1
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where ys7(is) denotes the it" scattering coefficient and I; represents the number
of scattering coefficients.

The noise variance is assumed to be known. This information can be provided
off-line through experimental measurements. If the noise is assumed to be a zero
mean AWGN with a unit variance 02, the processed noise through the complex
modulus wavelet decomposition and averaging result in a Rayleigh distributed
process. Since the variance of a Rayleigh process ¢Z is defined by [84]:

0?2 =02.(2—1m/2) (2.31)
In this case, variance of the scattered signal under Hj is given by:
obr =002 = 7/2)[[al (232)

For sufficiently large number of scattering coefficients, the distribution of the
test statistic follows a Gaussian distribution with a variance denoted by ¢?2;.
Based on the NP’s Lemma, the detection threshold is found according to equa-
tion (2.3).

H
1
I Average of
y(t) Scattering {ysthily & TsTp[V] Z nsrep
> » Extracted |—— H
Transform .. 0
Coefficients

Figure 2.20 — A functional block diagram of signals detection by the proposed ST-based
detector

2.4.3 Numerical Results and Insights

In the following, we aim to evaluate the detection performance of the STD as com-

pared to the conventional ED by using the first order scattering coefficients. This eval-

uation is performed in AWGN channel. The performance evaluation is formulated in

terms of calculating the detection probability, Pp, at a pre-defined false-alarm prob-

ability. The simulation parameters are summarized in Table 2.3. The simulations are

conducted for DS-SS and chirp signals. We choose to detect a DS-SS signal without
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having knowledge of the pseudo random spreading code. As shown in Figure 2.21,
the ED outperforms the STD at SNR of -15 dB. The average of the first order scattering
coefficients starts to have a significance effect for detection at SNR of -6 dB and both
detectors yield the same performance of SNR over -4 dB. Although the STD is able to
detect the DS-SS signal, the first order scattering coefficients at low SNR values are not
sufficient to reveal the DS-SS signal’s features.

While the application of the ST in audio signals and images has proven its capa-
bility to reveal noisy or interfere structures, a deeper signal decomposition is required
with the analysis of time series. In this case, the complexity of the scattering network
and the data processing time may increase. For this reason, we stick our analysis in
decomposing the received signal up to the first order scattering coefficients. Further,
we applied the STD to detect a chirp PU signal, as shown in Figure 2.22, to analyze
the efficiency of the STD in detecting the frequency variations encountered in the chirp
signal. Although the ED outperformed the STD for the SNR over the range [-15, -8] dB,
the STD gives better detection results than ED over -9 dB. We notice that the frequency
variations in the chirp signal have a good effect in the first order scattering coefficients
which helped in detecting the presence of the PU signal. From the previous analysis,
we find that a further processing to the first order scattering coefficient is needed to
reveal only the DS-SS signal features such as the code rate. These features can be used
to detect the PU signal.

Table 2.3 — Simulation parameters for the scattering-based energy detection

Parameters Description / Value
. Chirp Spread Spectrum
PU Signal Type pBP};K /DS?SS
Channel AWGN
Sampling Frequency 20 GHz
Frequency range of
chirp signal 1kHz -3 GHz
Average time of ¢ () 2 msec
Chirp Signal: 5000
Sequence Length BPSK /DS 55: 4410
Monte Carlo Iterations 10°
False-alarm probabilit Pra, =0.02
P y Ppa,=0.2
SNR Range [-15,10] dB
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Detection Probabilities of a DS-SS PU Signal
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Figure 2.21 — A comparison of the detection probabilities for detecting a DS-SS signal
by using the ED and the STD techniques
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Figure 2.22 — A comparison of the detection probabilities for detecting a chirp signal
by using the ED and the STD techniques
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2.5 Enhancement of Primary User Detection Through Chan-

nel Estimation

There are many challenges affecting the signal detection for the spectrum sensing
process in CR. One of these challenges is the detection of a received signal transmitted
through a multipath environment. The detection process becomes difficult and makes
it hard for an occupied band to be correctly detected. In such cases, the incumbent
users may be miss-detected, which consequently increases the sensing errors. In this
section, we present our proposed solution to mitigate this problem. We introduce the
use of a blind channel estimation technique based on the ST to acquire the required
channel state information and henceforth, apply channel equalization to remove its ef-
fect. Before illustrating the proposed technique, we give a quick overview over possible

channel impairments that affect signals detection.

2.5.1 Channel Impairments: Overview

The performance of a communication system is determined by the behavior of the
transmission medium. In wireless channels, the characterization of the channel state
variation over a short time span is a difficult task. However, this information must
be obtained to provide a reliable communication. There are different types of wireless
channels, such as: urban, suburban, indoor, and underwater. Accordingly, the trans-
mission path between the transmitter and the receiver can be altered from simple line-
of-sight to a drastically obstructed one. Hence, different propagating environments
mechanisms are used in modeling the wireless channel.

Broadly speaking, these mechanisms can be generally attributed to reflection, diffrac-
tion, and scattering. Reflections appear when the plane waves are incident upon a sur-
face with dimensions that are very large compared to the wavelength. Diffraction oc-
curs if an obstruction blocks the transmitted signal, so secondary waves are generated
behind it. As for scattering, it arises when the incident wavelength is in the order of
or larger than the dimension of the irregular-shaped blocking object. Figure 2.23 indi-
cates the different multipath propagation mechanisms [85], [86]. Due to these mecha-
nisms, the effect of the propagation medium on the transmitted signal can be described
roughly by three independent phenomena:

— Path-loss
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— Shadowing

— Multipath Fading
While path-loss is a deterministic effect that depends on the distance between the trans-
mitter and the receiver, shadowing and multipath fading have a stochastic nature.

Reflection

_ 'l
Figure 2.23 — A demonstration of the different multipath propagation mechanisms [86]

Multipath fading leads to significant attenuation changes within small-time scales.
For generality, the attenuation due to the aforementioned channel impairments is given
by [86]:

ar(t) = ap(t) as(t) ap(t) (2.33)

where ap(t), ag(t), ap(t) are the attenuation due to the path-loss, shadowing, and mul-
tipath fading, receptively. The fading problem caused by multipath propagation in
wireless communication is modeled by the Rayleigh distribution. The Rayleigh fading
process is characterized by its power spectral density and its autocorrelation function.
The autocorrelation function depends on the Doppler frequency which corresponds to
the relative motion of the receiver and the transmitter. The fading channel might have
a time-varying or a frequency varying attenuating impact on the transmitted signal.
Due to the time and frequency variations, we denote the complex attenuation due to
fading by |H(f,t)], so the magnitude is given by

ap(t) = [H(f,1)| (2.34)

In multipath fading, many copies of the transmitted signal each have followed a dif-
ferent path i, which has a different length /;, depending on the propagation channel.
Because of this difference, each signal copy traveling along a path arrives with a differ-
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ent delay 7, that is given by: l

T, = % (2.35)
where c is the speed of light. Each signal copy is attenuated differently. The attenua-
tion factor of the path i, is denoted by a;,. At the receiver, these copies are either inter-
fere constructively or destructively. If each element in the propagation environment is
static, the received signal will suffer from the delay spread only and the channel is said
to be time-invariant. On the other hand, if any movement is encountered, the channel

is said to be time-variant.

2.5.2 System Model

To reduce the misdetection probability, the PU detection is first performed by ap-
plying an energy detection to make sure if the CR receiver has a missed detection
probability greater than or equal to 50%. The system architecture is illustrated in Fig-
ure 2.18. Assume that the received signal at the CR is given by:

y(n) =0x(n) + w(n) (2.36)

where 6 is a Boolean parameter indicating the absence or the presence of PU, x(n) is
the faded PU signal, and w(n) is the noise signal. The parameter 6§ = 0 means that we
have Hy hypothesis (i.e., PU is absent), otherwise 6 =1, and H; is declared (i.e., PU
exists). The energy of the received signal is measured and compared with a detection
threshold. If the test statistic is composed of a number of observed features that is large
enough to invoke the CLT, the test statistic follows a Gaussian distribution [55]. If the
energy detector declares H;, the misdetection probability, denoted by Pyp, is given by
[54]:

Pyip = Pr{T[y] <#u|H1} (2.37)

where 77 denotes the detection threshold. If the Py;p exceeds 50%, then the detector
declares a misdetection case. It means that there is some useful information in the re-
ceived signal but it is very weak to be detected, so that the channel estimation and
equalization processes must be employed to improve the identification of an occupied
frequency band.

Since no pilot symbols or preambles are used to get the channel information, the

proposed channel estimation technique is considered as a semi blind-based approach.
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First-order Scattering Transform
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Figure 2.24 — A block diagram represents the proposed method; y(n) is the received
PU signal, y.4(n) stands for the equalized received signal, h represents the estimated
channel impulse response, and {y1p () denotes the MDW function

However, we apply the ST using MDW to analyze signal variations due to the channel
impairments. It is shown in [83] that scattering operators can be used to characterize
a structure of the pitch filter of voiced and unvoiced sound waves. This characteri-
zation assumes a very narrow filter structure. In this work, we introduce th use of a
tirst order scattering transform to estimate the fading channel coefficients through the
modification of the Morlet function by using its first derivative in the wavelet analysis.
This modification shows a better frequency localization which is essential to capture
the spectral channel variations.

As mentioned in the previous section, when a signal is analyzed through a scat-
tering network, the noise effect is reduced through the network layers. This is due to
the fact that the projection of the noise on the wavelet bases becomes insignificant. So,
the choice of the mother wavelet function is essential to acquire the signal variation.
Since sinusoidal signals are used so often in passband communication, the Morlet func-
tion and its derivative become suitable choices [86]. Eventually, by getting the required
channel information, a channel equalization based on minimum-mean-squared error
method to remove the channel effect, and thus the equalized received signal is pro-
cessed again by ED to identify the presence of a user. Figure 2.24 gives and illustration

of the proposed system structure.

49



Partie , Chapter 2 — State-of-The-Art

2.5.3 Problem Formulation and Proposed Solution

We consider that both the PU signal and the wavelet function to be analytic signals.
Also, we assume that the multipath propagation channel is discrete, time-invariant,
and frequency selective Rayleigh fading channel. An example of such channel can be
given by the two-ray Rayleigh channel model or the three-ray Rician channel model
if a strong line-of-sight component exists. Accordingly, we can represent the general
model of the received signal in discrete-time domain as [86]:

y(n) = ;h(n;nc)s(n —nc) +w(n) (2.38)

where h(n;n.) is the discrete channel impulse response given as a function of the dis-
crete time index n = 0,1,..N — 1, with N being the sequence length, and the time-shift
n¢. The signal s(n) is the digital modulated transmitted PU signal and w(#n) is the noise
samples at the CR receiver. For time-invariant, linear, and frequency-selective channel,
h(n;n.) is reduced to h(0;n.) = h(n.). It means that, although the channel behavior
does not vary with respect to time, each propagation path had different channel at-
tenuation and path delay. So, h(#n,) is defined as the time-invariant impulse response
of the transmission channel to a unit impulse transmitted at time 0. To define s(n) and
h(n.), consider the passband representation of the transmitted PU signal s(n) such that
the real valued signal is expressed by:

s(n) = Ap(n)cos(27tfen + ¢s(n)) (2.39)

where A,(n) is the baseband version of the PU signal with phase of ¢s(n) and f. is
the carrier frequency. Since the analytic representation of signals is more appropriate
in practical signal processing, we define s,(n) as the analytic version of the signal s(n)
that is given by:

Sa(n) = 5@(”) + jsal(n) (2.40)

where s;, and s, are its the real and imaginary parts, respectively. The real part s,,
is the original real-valued signal s(n), whereas the imaginary part s,, is the Hilbert

transform of s(n). Accordingly, we can rewrite s, (1) as:

sa(n) = Ay(n)[cos(27tfen + ¢s(n)) + j sin(2rtfen + ¢p(n))] (241)
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equivalently, we obtain:

sa(n) = Ap(n)exp(jps(n)) exp(j2rfen) (2.42)

Then, we define the complex envelope of the analytic signal s,(n) by:

A(n) = Ay(n) exp(jgs(n)) (243)

and the time-invariant channel can be define by:

hing) =Y and(n. — t,) (2.44)

ne=1

where a,, and T, are the n! path attenuation and the path delay of the propagation
channel, respectively, and N; denotes the number of propagation paths in the trans-

mission medium. Therefore, the received signal can be expressed by:
y(n) =Y h(nc)A(n —nc)exp(j2rfe(n —ne)) + w(n) (2.45)
nce

eventually, the received signal, y(n), is processed to extract the necessary channel in-
formation.

Channel Estimation

Let us consider the complex analytic Morlet function ¥ (#) which is defined in time
domain by [87], [88]:

_ 42
P(t) = [exp(~2efot) — exp(~272 fFo2)lexp (- ) (2.46)
G

where fj is the sinusoidal frequency, and o represents the spread of the Gaussian
function. The Fourier transform of ¢p;(t) is given by [88]:

Ym(f) =vV2nro6lexp(—2°0E (f — fo)?)
— exp(—-27°0¢ f*) exp (=275 f5)]
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Spectrum of Wl f) and Tpep(f) for o =1
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Figure 2.25 — An illustration of the frequency localization of the real Morlet and the
MDW functions

and the MDW function is defined by:

mp(t) = %IIJM(f) (2.48)

So, based on the Fourier transform properties, equation (2.48) can be represented in the

frequency domain by:

The Morlet wavelet function has a good time resolution that is controlled by the time-
spread of the Gaussian window but a poor frequency resolution [87]. In Figure 2.25, a
comparison between the real Morlet and the real MDW functions is given regarding
frequency resolutions and support. From the figure, it is shown that the real Morlet-
derivative is admissible, compactly supported with better frequency resolution than
the real Morlet wavelet function. In order to calculate the frequency resolution of the

developed function, we start by the general definition of the frequency resolution, Ay,
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that is given by [89]:

2 S P )1df
fm e 2
Sl h)raf

to simplify the numerator , we use of the following formula from the famous Gaussian

(2.50)

integrals that is given by [90]:

(o] 2 ml/2 1
M exp (—ax2 — e [ © __m
/_ooxo exp( ax0+bx)dx _—exp (4a> ) Ki(m; — 2mp)!

m=0 (2.51)
(Zb)ml—ka

'(4a)}” — my

where a = 47‘[2(7%; and b are constants, and m; and m; are integers. By using equations

(2.38) and (2.40), we obtain the expression for the frequency resolution of the MDW
which is given by:

24205

Af= f0+2+ (2.52)

fo+ zmg

where f is the frequency of the MW.

To illustrate how the proposed channel estimation is performed by the ST, let us

define the noisy received signal in the discrete frequency domain which is given as:
Y (k) = H(k)S(k) + W(k) (2.53)

where k is the discrete frequency. For the case of three-path propagation model, Y (k)
can be given by:

2mne k 2mne,k

Y (k) = C0+C1exp<—] N )-l—czexp(—] N )]Sa(kH—W(k) (2.54)

where Y (k) is the received signal represented in frequency domain, cg, ¢; and ¢, are

. 27n, 2mn, . R T
path attenuations, the terms nﬁ L and nNn 2 are the relative frequencies indicating the

phase shifts caused by the path delays, and N denotes the sequence length of the re-
ceived signal. The frequency domain of s,(n) is given by:

Si(K) = NA(k —k.) (2.55)
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where k. is the discrete frequency parameter of the carrier signal. To apply the ST in
the frequency domain, the analytic signal must be processed by a constant-Q filter
bank (i.e., complex Morlet wavelet filter) formed by dilating MDWs. It means that the
wavelet function ¢prp () must be shifted in frequency such that the maximum wavelet
frequency coincides with the relative shifted frequency of the multipath components.
To demonstrate how this is achieved, we shift first the MDW function with an angular

shift frequency, wsy,, and then calculate the wavelet transform of the received signal by:

WT{y(n)} = y(n) * (pmp (1) exp(jwsn)) + w(n) * Pump (n) exp(jwsy) (2.56)

where wyy, is given by:
27
Wy, = W(mchkch —ky) (2.57)
where k., is the frequency location of the discrete channel impulse response, m;, de-
notes an integer multiple of k., and ky, is the maximum wavelet frequency. For simplic-
ity, we define the path delay in terms of the number of samples per a symbol. By getting

the Fourier transform of equation (2.45), defined by Fourier transform, we have:
F(WT{y(n)}) = Dw(k) + W(k) (2.58)

where F(.) denotes the Fourier transform operator. We define Dy (k) and W(k) as
the filtered faded PU signal with the wavelet function and the filtered noise spectrum,
respectively:

Dy (k) = Sa(k)H(k)¥ (k — kgp,) (2.59)

W(k) = W(k)¥mp (k — k) (2.60)

The filtered noise term in equation (2.47) can be reduced to 4/ %‘I’ mp (k) if the noise
is a bandpass white Gaussian noise with a power spectral density, Ny. Eventually, we
obtain a scaled noisy version of the channel coefficients that is given by:

A

F(WT{y(n)}) = cen H(k) (2.61)

where H (k) is the estimated channel coefficient and c., is a scaling factor that results
from the wavelet peak and the amplitude of S, (k).
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Channel Equalization

To reverse the effect of distortion of the transmitted signals due to channel impair-
ments, a perfect equalization process must be employed. Different types of channel
equalizers were developed in literature among which zero-forcing and the Minimum
Mean Squared Error (MMSE)-based equalizers are popular. The former is the simplest
but has the disadvantage of boosting up the noise level at the equalizer output. On the
other hand, the latter is robust against noise. In this work, we applied the MMSE-based
equalizer. In this equalization process, we need to find the transfer function G¢(f) such
that the Mean Squared Error (MSE) is minimized. The error is given by [91]:

MSE = E|Gg(k)Y (k) — Sa(k)|? (2.62)

accordingly, the required function is expressed by [91]:

H* (k

_ )
H(K)P+1

Ge (k) (2.63)

where H* (k) is the conjugate of the original channel transfer function H(k) and vy is
the SNR.

2.5.4 Numerical Results and Insights

In order to evaluate the misdetection performance after applying the proposed
channel estimation method, simulations are conducted and the misdetection results
are compared with ED based on the PCA. The PCA technique has been applied as a
multi-antenna CR system, such that it yields a filtered copy of the PU signal and results
in an improved SNR [72]. Table 2.4 shows the employed simulation parameters.

First, to apply the ED technique, we need to estimate the distribution of the test
statistic through a histogram and then deduce the noise variance. In case of 5-taps and
10-taps channels, the test statistic follows the Gaussian distribution. This is shown in
Figure 2.26. To evaluate the ED-PCA as proposed in [92], the misdetection probability
is calculated in the case of 5-taps channel; This is shown in Figure 2.27.

In Figure 2.28, we find a reduction of the misdetection probability when the pro-
posed channel estimation technique is employed as compared to the ED-PCA tech-
nique. Precisely, the misdetection probability is reduced by around 44% and 30% for
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Table 2.4 — Simulation Setup

Parameters Description / Value
PU Signal Type BPSK
Frequency selective, time
Channel invariant Rayleigh Channel
Sampling Frequency 1 kHz
Carrier Frequeny 20 kHz
Sequence Length 10°
Noise Circularly Symmetric
Complex Gaussian (CSCG)
No. of MonteCarlo Iterations 100
- Pra, =0.02
False Alarm Probability Prs,=0.6
SNR Range -20 dB to 20 dB
19 :Jrnhabliliqr De!nsity Flunctiun! !
08 P, A + Nl.JiSE -
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Figure 2.26 — The distribution of noise and faded PU signals with a 10-taps Channel

Pra of 0.01 and 0.2, respectively, after applying the proposed channel estimation ap-
proach.

However, it is worth mentioning that as the number of channel taps increases, then
the number of wavelet filter increases as well as the complexity of the CR system. Also,

the improved performance obtained through the proposed technique depends on our
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Declaration of Missed Detection of PU
0.5 ks T T T T T T T
[, § 5 § : —e— P, =001
0.45° g -3 : : : : —&— FPry, =005

IE 025
0.2
015
01

0.05

Figure 2.27 — The misdetection probability of the PCA-based ED with a 5-taps channel
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Figure 2.28 — The misdetection probability for different false-alarm values for a 5-taps
channel after employing the proposed channel estimation technique followed by the
equalization process
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strong assumption on having a very narrowband filter which could face challenges in
the practical implementation. We deduce that the efficacy of employing the scattering
transform approach to detect time series lies in devising a method to extract the hidden

details of a target signal.

2.6 Summary

In this chapter, an overview on the basic concepts of CRs has been introduced. We
have discussed the different types of spectrum sensing techniques for the cases of nar-
rowband and wideband spectrum access. The scope of our research thesis focuses on
the non-cooperative spectrum sensing techniques. Further, our investigations on ap-
plying the scattering operators for spectrum sensing have been presented for detecting
the DS-SS and chirp PU signals. The carried out analysis has shown the capability of
the STD to detect the presence of PU signals at medium-to-high SNRs, but its detec-
tion performance deteriorates at low SNR values. This infers that more processing to
the scattering coefficients is recommended to reveal some distinguishing patterns for
detection. On the other hand, the STD performs better in detecting the chirp PU signal
which means that the detector is able to utilize the frequency variations in the chirp
signal to improve the detection process.

Moreover, we have introduced the application of the ST before ED in the frequency
domain for estimating the fading coefficients for the Rayleigh channel to reduce the
probability of misdetection. The effect of applying the proposed technique in reducing
the Pyip is tested as compared to applying only the ED-PCA based technique. De-
spite the increased complexity of the proposed channel estimation technique due to
the number of filters, it reduces the chances of miss-detecting a PU signal. In accor-
dance with our investigations on the ST in CR, our aim is to provide a reliable non-
cooperative PU detector in a low SNR environment. Obviously, such detector must be
low in the computational and the implementation complexities in order to add a prac-
tical advantage in CR systems. It also needs to be able to reveal specific features that
can differentiate between different signals. These motives have established our con-
cern towards exploiting the different variants of cepstral analysis in CR for spectrum
sensing, which is discussed in chapter 3.
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CHAPTER 3

CEPSTRAL ANALYSIS APPROACHES FOR
SPECTRUM SENSING IN COGNITIVE
RADIO

3.1 Introduction

The problem of detecting Spread Spectrum (SS) Primary User (PU) signals becomes
harder than the PU detection of classic signals. This is due to the fact that their power
is distributed over a wide frequency band, which can reduce the SNR at the Cognitive
Radio (CR) receiver. Consequently, the misdetection of a possible SS signal may cause
harmful interference to the licensed receivers. In this chapter, we propose a solution
for the misdetection problem of SS PU signals by employing Cepstral Analysis (CA)
approaches. The incitement of our choice of the CA techniques is highly motivated
by its ability to reveal some characteristics hidden in a signal in the cepstral domain.
These characteristics include induced periodicities due to delays, echoes, harmonics,
or multipath channel effects [93].

We introduce semi-blind spectrum sensing techniques based on CA approaches for
interweave CR systems. The main scope of this chapter is to mitigate the problem of
weak signal detection to allow for an interference-free spectrum sharing model. The
misdetection problem of a legitimate user occupies a desired frequency band leads to
erroneous sensing results. Based on the periodicity revealing property of some cep-
stral variants, we formulate a spectrum sensing technique based on the PassBand-
AutoCepstrum Detection (PB-ACD) approach. In section 3.2, we review the related
work to the detection of SS signals and we provide an overview on basic cepstral vari-
ants and their applications in signal detection. The system and signal models of the
carried out analysis are described in section 3.3. In section 3.4, we introduce the PB-
ACD technique to detect Direct Sequence-Spread Spectrum (DS-SS) signals in Additive
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White Gaussian Noise (AWGN) channels. We extend our analysis to the detection of
Frequency Hoping-Spread Spectrum (FH-SS), and Chirp-Spread Spectrum (C-SS) PU
signals. The blind theme of the proposed approach implies that no knowledge of the
spreading code employed in the SS signal is provided at the CR receiver. For the case
of the DS-SS PU signal, a mathematical formulation of the detection problem is formu-
lated. Further, the statistical distribution of the detection test statistic is derived under
the null and the alternative hypotheses based on the Neyman-Pearson Lemma (NPL)
for the case of a real-valued Gaussian noise. Also, the Receiver Operating Characteris-
tics (ROC) metrics are derived in terms of the false-alarm and detection probabilities
for the case of a Circularly Symmetric Complex Gaussian (CSCG) noise. The corre-
sponding detection threshold is analytically computed. To provide a broader analysis
of the PB-ACD technique for detecting SS signals, a mathematical formulation of the
Averaged PassBand-AutoCepstrum Detection (APB-ACD) technique is carried out for
the cases of the FH-SS and C-SS signals. Also, a theoretical analysis of the sensing-
threshold-throughput trade-off of the PB-ACD technique is presented to highlight the
impact of choosing a suitable detection threshold on the achievable throughput of the
CR system.

Since in the PB-ACD techniques the PU detection depends on monitoring the pres-
ence of a large cepstral peak at the reciprocal of the carrier frequency, this peak may
suffer from high noisy fluctuations. These spectral fluctuations may affect the detection
performance. In order to enhance the detection results, we introduce the smoothed PB-
ACD technique in section 3.5. The proposed smoothing process is performed before
employing the PB-ACD technique to reduce the fluctuations experienced in the Auto-
Correlation Estimators (ACEs) before evaluating the Power Spectral Density (PSD) of
the received signal. The smoothing process includes applying the Total Variation De-
noising (TVD) technique based on the Majorization-Minimization (MM) algorithm to
reduce the unwanted spectral fluctuations. The performance of the proposed spectrum
sensing algorithms is compared with different state-of-the-art techniques in terms of

the detection probability in section 3.6. The chapter summary is given in section 3.7.

3.2 Related Work

In the literature, there are some employed methods to detect DS-SS signals. For
example, the author of [94] has proposed a method for detecting DS-SS signals by
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evaluating the fluctuations of the autocorrelation estimators. The proposed method
utilizes the fact that the fluctuations of the ACEs of a significant signal and the back-
ground noise are distinguishable. Also, the authors of [95] have proposed an auto-
correlation estimation based detection methods to detect SS signals. In particular, the
detector searches for the autocorrelation peaks that may occur at integer times of the
chip duration of a pseudo-random sequence. Then, the detection decision is made by
the cumulative peak-to-average criteria. Although the proposed method in [95] has
shown a good detection performance at low SNR values, it requires the prior knowl-
edge of the chip duration.

Moreover, a robust spectrum sensing scheme based on the generalized order statis-
tics has been proposed in [96] than can be employed for detecting SS signals. The
proposed detector provides a protection against the background noise and analyzes
the false-alarm and detection probabilities under noise uncertainty. However, the de-
tection accuracy of the order statistics detector depends on increasing the size of the
analyzed samples, which may increase the processing time.

Cepstral Analysis (CA) is a logarithmic based approach for detecting signal fea-
tures. Analyzing a given signal in the cepstral domain has gained much interest in
different fields such as speech and image processing [16]. Also, we can find applica-
tions of the CA techniques in mechanical and communication applications [97]. The
cepstral signal processing concept was applied for echoes detection in seismic waves
[18]. Based on the homomorphic capabilities of cepstral analysis, it is also used to esti-
mate the frequency response of multipath fading channels. Hereinafter, we review the
basic definitions of different cepstral variants to remark their significant applications

in the filed of signal detection.

3.2.1 Overview on Cepstral Analysis

The concept of cepstrum was firstly introduced by Bogert, Healy, and Tukey to ana-
lyze time series in the logarithmic frequency domain [20]. Their investigations revealed
that the logarithmic spectrum of a signal containing echoes has an additive component
reflecting the size and the delay of the echo. Moreover, they introduced new terminolo-
gies such as: the cepstrum and the quefrency. In the literature, the cepstrum is generally
defined as the inverse Fourier transform of the logarithmic magnitude spectrum of a

signal. Cepstral analysis has been widely used in audio and image processing for its
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ability to reveal hidden features about signals. According to the variants of the CA

approach, a certain CA variant is chosen to fit a specific application. That is why a

researcher must be aware of the problem under analysis, and whether employing the

CA approach will unleash significant details about the signal in the logarithmic do-

main. For example, the cepstrum of a pure sinusoidal signal does not show significant

peaks, however, an echoed version added to it could show such significance. Before

describing the different cepstral variants, let us define the following variables:

n: The discrete-time domain

x(n): An arbitrary discrete-time domain signal

xc(n): The analyzed complex discrete time domain signal.

k: The discrete frequency variable

X(k): The Fourier Transform of x(n).

F{.},and F~1{.}: The Fourier and inverse Fourier transform operators, respec-
tively

:The discrete quefrency variable, which is a measure of alternative time in the
cesptral domain

Ry(n.): The discrete autocorrelation function of the signal x(n) at a time lag of
ne

X'(k): The first derivative of X (k)

Generally, there exist different variants of CA terms such as:

1- Complex cepstrum: it describes the logarithmic operation applied on the
complex spectrum of a signal. Given a complex discrete-time signal x.(n),

the exact definition of the complex cepstrum is given by [98]:

ce() = %/jrlog [Xc(w)]exp(jwn)dw (3.1)

where log stands for the natural logarithm and X (w) is the Discrete-Time
Fourier Transform (DTFT) of x.(n), which is given by:

X (w) = i xc(n)exp(—jwn) (3.2)

Nn=—oo
where w denotes the angular frequency (-7 < w < 7). Generally, the complex
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logarithm log [Z.] of a complex quantity Z, is defined as:
log[Z;] =log|Z| + jarg[Z.] (3.3)

where arg[.] denotes the argument operator. In practice, the complex cep-
strum is computed using the Discrete Fourier Transform (DFT), which is a
sampled version of of the DTFT. The signal DFT X (k) defined by [98]:

(3.4)

27tkn )

Z xc(n)exp ( N

where N, is the number of data points used in evaluating the complex cep-
strum. Thus, the complex cepstrum is given by:

N1
i) = Y- (loglXe(8)| + Farg X0 exp (23" ) 39

Ne = Ne
The main challenge in computing the complex cepstrum is the implementa-
tion of the complex logarithm and computation of the angle arg[X.(k)] due
to the problem of unwrapping the phase function. The accurate implementa-
tion of the unwrapping is a practical challenge [99]. However, the invertible
advantage of the complex cepstrum makes it applicable in signals process-
ing that involves homomorphic filtering such as speech, image, or seismic

data processing.

Real cepstrum: due to the implementation difficulties of the complex cep-
strum, the real cepstrum is usually used in practice [98]. It defines the loga-
rithmic operation on the real spectrum of a signal. The real cepstrum is given

by [98]:
N,—1

271tkn
o () = Zlog|Xc |exp( N, ) (3.6)

where N, is the number of employed samples to evaluate the real cepstrum.

Since the phase is discarded in the real signals, the real cepstrum is symmet-
ric across the zero-point. In fact, the real cepstrum sequence is equivalent to
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the even part of the complex cepstrum [98]:

() = ce(f) +2cc(—ﬁ) (3.7)

An added advantage of the real cepstrum over the real cepstrum is that only
the first half of the the cesptrum sequence is taken into account in calcula-
tions. For simplicity, the real cepstrum is referred as the cepstrum and c, (1)

is equivalent to ¢(1) for convenience.

3- Phase cepstrum: the inverse DFT of the phase of the complex logarithm de-

fines the phase cepstrum. It is given by:

N,—1
cp(f1) L Zarg )] exp <j27;]kn) (3.8)

Due to the difficulties in implementation and computation, the usage of the

phase cepstrum is minimal in practical applications.

4- Power cepstrum: the basic foundation of cepstral analysis is based on the evaluation

of the Power Cepstrum (PC) as described by Bogert et al. [20]. The PC is defined as
the squared magnitude of the inverse Fourier transform of the logarithmic square
magnitude of the signal spectrum or simply the logarithmic power spectrum of a
signal [20], [100]. The expression of the power cepstrum is given by:

Ny—
Cpe(h) * Z log | X (k)| exp( 271;(]kn)
r

The PC finds applications in mechanical systems such as analyzing the periodic
effects caused by a vibrating machine for fault detection in a turbine blade or a
gearbox [101].

In the literature, there are other cepstral variants that include the differential cep-

strum, which is the inverse Fourier transform of the first derivative of the signal’s log-

spectrum, and the autocepstrum that is defined by the inverse Fourier transform of the

signal’s log-PSD. A summary of the different cepstral variants is given in Table 3.1.
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3.2. Related Work

Table 3.1 — Variants of the cepstral analysis terms

Definition Mathematical Description
Complex Cepstrum ce(f) = FH{log X (k)}
Real Cepstrum cr(n) = F{log|X(k)|}
Phase Cepstrum cp(f) = F~Hlog (arg[Xc(k)]) }
Power Cepstrum Cpe(ft) = 4[cr(R)]?
Differential Cepstrum cq(h) = F! {%}
Autocepstrum ca(f) = F 1 {log F{Rx(nc)}}

3.2.2 Application of Cepstral Analysis in Communications

In communications applications, the homomorphic abilities of CA approaches have
been utilized in different ways. For example, the authors in [102] introduced an algo-
rithm based on a CA method to estimate the channel response of a frequency selective
multipath channel. Moreover, the authors in [103] presented a pre-filtering method for
a time delay estimation in reverberant environments for two or more microphones

based on the homomorphic deconvolution.

In the literature, the employment of CA concepts in CR systems, radio frequency
signal detection or signals classification was rarely used. For example, a method for
the automatic recognition of different Orthogonal Frequency Division Multiplexing
(OFDM) waveforms based in cepstral features is presented in [19]. Moreover, the au-
thors of [104] have introduced a WideBand Temporal Sensing (WBTS) approach based
on a cepstral envelope detector. Precisely, the involvement of the cepstrum-based spec-
trum envelope detector is to adapt to dynamic changes that may occur in the configu-
ration of a PU channel. The rationale of this approach is to use a cepstral feature vector
to detect the changes in the spectrum envelope of a PU signal within a given frequency
band. To the best of our knowledge, there are no further CR applications that exploiting
CA methods, which makes the scope of our research is relatively novel.
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3.3 System Description and Channel Model

Generally, a Cognitive Radio (CR) system can be designed based on a specific spec-
trum sharing model. As discussed in chapter 2, there are mainly three CR paradigms
among which a CR sharing model can be chosen. The following analysis is carried out
for the interweave CR system through which a secondary access to a licensed spectrum
is viable only if the interference at the PU receiver is avoided.

3.3.1 System Model

We depict the general detection problem of a spread spectrum signal as a binary
hypothesis testing problem. In such formulation, the null hypothesis is denoted by the
Hy where the alternate hypothesis is denoted by H;. This is based on the absence or
the presence of a PU in a scanned frequency band. The proposed CR system model is
described in Figure 3.1. In this model, the SU at node A senses the PU transmission ac-
tivity through the sensing channel. If the sensing operation declares a vacant channel,
the SU node A initiates its transmission through the access channel. Needless to say,
the information about the access channel can be provided through pilot-based channel
estimation techniques [11]. As shown in Fig. 3.1, the interference from a possible PU
can be guaranteed based on errors in the sensing results. This leads to the misdetection
problem which may occur if the PU signal is a SS signal. The connecting channels can
be defined as follows:

hpp:
Primary Link

hps),:

Interference

Channel
i1

' !
@ hgs: Access Channel
Secondary Link

B A

hps),:
Sensing Channel

Figure 3.1 — A general description a communication scenario between SU and PU net-
works
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— The downlink between the PU transmitter and the detector installed at the SU
transmitter at node A, denoted by the channel /(pg), . The received signal y 4(t),
at node A, can de defined as:

yat) = {wST(t) : Under H, (39)

Spu(t) * h(PS)l(t;T) + wST(t) : Under Hy

where spy;(t) is the PU transmitted signal, * denotes the convolution product,
h(ps), (£;T) is the sensing channel generally described as time varying fading
channel with a delay defined by 7, and wgr(t) is the thermal noise presented,
modeled as AWGN, at the detector of A.

— The uplink between SU transmitter and receiver denoted by the channel /ggs.

— The downlink between the PU transmitter and the SU receiver is (pg),.

— The uplink between PU transmitter and receiver is /(pp). In the following, we
will refer to spy;(t) as s(t) since we are considering only the PU signal in our
analysis.

The misdetection of PU at SU receiver is evaluated as 1 — Pp, where Pp denotes
the detection probability. Also, the Correct-No-Detection probability, Pcy, is evaluated
by 1 — Prq where Pr4 denotes the false-alarm probability. Accordingly, The received
signal yp(t), at node B, can be defined as:

spu(t) * h(ps), (t7)
yB(t) = { +ssul(t) *hiss)(ET) +wsr(t) 11— Pp (3.10)
Ssu(t) * h(ss)(t,'f) + ZUSR(t) 21— Ppy

where sgy;(t) stands for the SU transmitted signal, (ps), (£, T) is the interference chan-
nel generally described as time-varying fading channel with delay defined by 7, and
wsg(t) is the thermal noise presented, modeled as AWGN, at the SU receiver of B.

3.3.2 Signal and Channel Model

As mentioned earlier, our focus is on detecting low-probability of intercept signals.
Specifically, we propose an algorithm to detect a DS-SS signal that is denoted by sp;(#)
defined in equation (3.9). Since we are concerned with detecting the PU signal, we
will refer to spy;(t) as s(t) for simplicity in the following analysis. In designing the
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algorithm, we assume all channels information is provided at the CR system so that
we are concerned with the spectrum sensing only. Accordingly, we consider the sum
of faded PU signal, which is given by:

xp(t) =s(t) * hps), (£:7) (3.11)

In order to build up the algorithm based on the autocepstrum of the received PU signal.
Let us define the signal s(¢) by [105]:

s(t) = As d(t) p(t) cos(27fet + 6.) (3.12)

where s(t) is the passband representation of DS-SS, A; is the carrier amplitude, d(f) is
the data signal, p(t) is the spreading waveform, f. is the carrier frequency, and 6. is
the carrier signal phase at t = 0. The data modulating signal d(t) is a non-overlapping
sequence of rectangular pulses of duration T, each of which has an amplitude of +1
or -1 if the data bit is "1” or '0’, respectively. Moreover, the spreading waveform p(t) is
given by [105]:

pt)= ). piP(t—iT) (3.13)

1=—00

where each p; represents one spreading pulse or chip which equals +1 or -1, and T, is
the chip duration. The chip waveform P(t) is designed ideally to avoid inter-chip in-
terference [105]. In the following analysis, we employ the maximal-length-shift-register

sequence (i.e., m-sequence) to generate the DS-SS signal [105].

3.4 Spectrum Sensing Technique By The Autocepstrum
Approach

The autocepstrum of a time-domain signal can be defined by the inverse Fourier
transform of the natural logarithm of the signal’s PSD. The steps to calculate the auto-

cepstrum can be summarized as follows:
1- Estimate the autocorrelation of the received signal.
2- Evaluate the Fourier transform and its magnitude.

3- Compute the natural logarithm.

68



3.4. Spectrum Sensing Technique By The Autocepstrum Approach

4- Finally, evaluate its inverse Fourier transform.

Hereinafter, we employ the autocepstrum approach to analyze the received DS-SS sig-
nal at the CR receiver.

3.4.1 Detection of Direct Sequence-Spread Spectrum Signals By The
PB-ACD Technique

According to equation (3.12), the autocorrelation function of s(t) is given by [105]:

A2
Rs(T) = 75 Ry(T) Ry(T) cos(2mfeT) (3.14)
where R;(7) and Ry (7) are the autocorrelations of the data and the spreading wave-

forms, respectively [105]:

T
Ra(7) =A%)
Ry(r) = — 4 N1 A<—T_iN5TC> 1)
P NN & T.

where A(.) is the triangular function ! and N is the length of the m-sequence pseudo
random spreading code defined by Ns = 2™ — 1, for m; is the degree of a chosen prim-
itive polynomial.

It is important to mention that the autocorrelation of a periodic function is periodic
as well. Our target is to investigate this periodicity in the cepstrum domain since the
CR system has no information about thePU signal. In order to complete the evaluation
of the autocepstrum of s(t), taking the Fourier transform of equation (3.14) results in
the passband PSD, which is given by [105]:

2
Su(F) = 2 [SalF = fo) + Salf + £o) 3.16)

where S (f) is the lowpass equivalent density defined by:

S(f) = T7 sinc®(fT.) (3.17)

1. The computation of the autocorrelation function in equation (3.15) is a consequence of a rectangu-
lar shape that we used in the signal. If the rectangular shape is replaced by a raised-cosine pulse or any
other shape, then the computation of Rs(7) will be modified.
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To investigate the periodicity of (3.17) in the cepstrum domain, we define:

Zs(f) = log|Sa(f)]

(3.18)
=2 log|T.] + 2 log[sin(ntT.f)] — 2 log[rT.f]

It is shown in equation (3.18) that the natural logarithm of the lowpass PSD of a DS-SS
signal is periodic because of the term log|[sin(7T. f)] with an inclination and shift along
the y-axis due to the other terms. Moreover, referring to equation (3.16), the natural
logarithm of the passband PSD is a shift at the carrier frequency f.. By getting the
inverse Fourier transform of equation (3.17), the periodic behavior of the signal gives
spectral lines, and their peaks are employed to formulate our detection techniques.

To design a detector based on periodic features appearing in the cesptral domain,
we need to investigate different types of periodicities that may occur based on R,(T).
According to equation (3.15), we have three sources of possible periodicities that arise
from the data waveform, the pseudo-random spreading code, and the carrier signal. In
Figure 3.2, we illustrate the evaluation of the autocepstrum of the AWGN, the spread-
ing waveform, and the baseband and passband versions of the DS-SS signal. In fact,
Figure 3.2 shows the autocepstrum analysis of each autocorrelation term appearing in
equation (3.15). Also, Figure 3.3 shows a comparison of evaluating the cepstrum and
the autocepstrum of a DS-SS signal. Consequently, we observe the following proper-
ties:

— The autocepstrum of the pseudo-random spreading code has few peaks repeat-
ing at multiple of N; T¢. This resembles the autoceptsrum peaks of the AWGN,
that has a peak at zero quefrency at almost zero elsewhere.

— The autocepstrum of the baseband s(t) gives spectral lines at integer multiples
of T; with one major peak and T; and other negative peaks.

— The passband version of s(t) gives spectral lines in the autocepstrum occurring
at integer multiple of the carrier period Tisr = %C with one major peak at T¢;r
and the rest are negatives.

— The cepstrum of the DS-SS shown in Figure 3.3 shows no significant peaks along
the quefrency values.

The result in Figure 3.3 is due to the fact that a peak occurring in the cepstral domain

reflects harmonics that are multiple of periodicities in the spectrum. In other words,
the cepstrum of a pure sinusoidal signal does not show significant peaks, however, an

echoed version added to it could show such significance.
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Autocepstrum of AWGN Autocepstrum of Spreading Waveform
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Figure 3.2 — An illustration of various autocepstrum analysis of DS-SS signal and the
AWGN; T;= 10 msec and f, = 10 MHz

On the other hand, the autocpestrum of the DS-SS shows a major peak value re-
flecting these harmonics and correlation. This conclusion is mainly our motivation to
choose the autocepstrum approach in our analysis. Based on these insights, we formu-
late a detection schemes that is based on a single cepstral peak occurring at Tegr. As
mentioned earlier, we consider the faded PU signal, denoted by xp(t), we can redefine
the detection problem of a possible spread spectrum PU at node A by:

w(t) : Under H,
y(t) = (3.19)
xp(t) +w(t) :Under H
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Cepstrum vs Autocepstrum
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Figure 3.3 — Comparing the cepstrum and the autocepstrum of a DS-SS signal

The proposed detection approach is based on the distinguished features illustrated
in Figure 3.3. In other words, by applying the autocepstrum approach under the null
hypothesis, we obtain approximately only one peak at the zero quefrency. Thus, the
significance of this approach to mitigate the misdetection problem due to the unde-
fined nature of a PU signal is measurable in terms of the occurrence of spectral line

peaks at non-zero quefrencies.

Proposed Detectors Based on The Autocepstrum Approach

The proposed PB-ACD scheme is formulated based on the detection of a single cep-
stral peak occurring at Teqrr. According to the fact that the autocepstrum of the AWGN

is zero for all nonzero quefrencies values, the detection problem can be formulated as:

HO : |Ca(ﬁ)”ﬁ:Ncarr =0

Hl : |Ca(ﬁ)||ﬁ:Ncarr 7& 0

(3.20)
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where N4 is the number of samples corresponding to Te,r. To apply the proposed
spectrum sensing algorithm, we have to estimate the autocorrelation of the received
signal, evaluate the PSD, and get the inverse Fourier transform of its natural logarithm.

To evaluate the detection results, we employ the detection test statistic given by:

Tilea] = leal Wl 2 17 621)
Hy

where the detection threshold #; can be evaluated based on the choice of a specific

communication scenario,taking into consideration the transmission paths.

Another way to formulate the autocepstrum detector is to picture the detection
problem as detecting a random peak value [54]. A reasonable approach might be to
average the autocesptrum of the received samples and use this averaged value as a
test statistic, 7'[cq], and compare it to a detection threshold, #’. In this case, the test
statistic of the autocepstrum detector becomes:

Pl = - 3 )] 2 (3:22)
= '

where N, denotes the number of the autocepstral peaks. In order not to confuse the
reader, in our study we refer by the autocepstrum detector to all the types of detectors
that are based on calculating the autocepstrum of the received signal. These detectors
include the PB-ACD technique and also the Averaged PassBand-AutoCepstrum Detec-
tion (APB-ACD) technique which will be discussed in subsection 3.4.2. It is important
to mention that in the case of the DS-SS signal 7; and T’ are the same, since we are
considering only one autocepstral peak. Throughput our analysis, we find it more con-
venient to employ 7' for detecting Frequency Hopping and Chirp spread spectrum
techniques, which will be discussed in subsection 3.4.2.

Distribution of Log-Chi-Squared Random Variable

In order to derive the statistics of the proposed detector based on the NPL, we first
discuss the statistics of the log-Chi-squared distribution. Let A be a random variable
with the Gaussian distribution of zero mean and unit variance denoted by N'(0,1). If
X = A?, then X is said to follow the Chi-squared distribution denoted by x2. If Z =

log X, and by employing one-to-one transformation, we obtain an expression for the
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Log-Chi-squared distribution with one degree of freedom, log —x3, as follows:

fz(z) = \/% \/exp(z) exp <—%(Z)) ,z>0 (3.23)

we can make use of the cumulant generating function to find the first and second mo-

ments [64]. The cumulant generating function is given by:

KC(m) =log (E[exp (z)"]) =log ( E[X"]) (3.24)

where m is an integer, E[X™] is the m!" moment of X and the moment generating
function of the random variable X is defined by Mx(t) = E[exp(tX)] [106]. Thus, the
moment generating function of x? distribution is given by [107]:

(3.25)

2" T(L 4+ m)
P = —— )

I'(

Nl

where T'(.) is the upper incomplete gamma function 2. By applying equation (3.24) into
equation (3.23), we get:

K(m) = m log(2) +log {r (% 4 m)] _log {r (%)} (3.26)

Thus, we can compute the required moments by applying the following formula relat-
ing cumulants and moments [107]:

1
fm = R + Z (l 1) i tiem (3.27)

where R, is the cumulant of order m obtained through the derivative of the CGF eval-

uated at the required moment order. Hence, we obtain the first and second cumulants

by: . )
=log 2+ ¥4 (5) e (5) (3.28)

2 For complex numbers with a positive real part, the gamma function is defined by the integral:

r( fo 210) ! exp(—xp), R > 0. For any positive integer m, the gamma function is represented by
m =
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where 94(.) is the digamma function®, which can be defined using Stirling’s approxi-
mation for x > 0 by [108]:

pulr) = 5 ~10g(x) 4 -

(3.29)

and the first derivative of ;(.) is called the polygamma function which is denoted by
1p’(,1) (x) [108]. Definition of the polygamma function can be given as:

(1) 1 1

Y ()~ 53 (3.30)

We deduce from equations (3.22) and (3.25) that the mean of the log — X% is the first
cumulant such that:
E[Z] =pz =k (3.31)

Similarly, by employing equation (3.25), we can evaluate the second moment E[Z2 (k)]
as well as the variance 02, where k denotes the corresponding discrete frequency pa-

rameter in the cepstral domain.

For the log — x2 with v degrees of freedom, the derived Probability Density Function
(PDF) derived in equation (3.23), can be expressed by:

_ 1 v exp (z)
fz(z) = o7 T(%) [exp (z)] /2 exp (_T) ,z>0 (3.32)

where I'(.) denotes the upper incomplete gamma function *. To find the first moment, iz,
we compute the ensemble average of the log —x? PDF by:

E[Z] = /OxO ﬁ [exp (z)]v/2 exp (—%(Z)) dz, 0 <xp < oo (3.33)

If we substitute R = exp(z) and employ the integration by parts method, we obtain:

E[Z] = log (exp(xo)) % [2% — %] (3.34)

3. The digamma function is a special function which is given by the logarithmic derivative of the
gamma function.
4. For a positive integer s, the upper incomplete gamma function is generally expressed by:I'(s, xo) =

f;; t5~Lexp(—t)dt.
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where I'; (.,.) denotes the lower incomplete gamma function®.

Similarly, we obtain the second moment of Z by:

E[7%] = [rL (2%;"(1’;()"0))] [(logexp(x0)])? — 2 log (exp(x0))|  (3.35)
2

To simplify the expressions obtained in equations (3.34) and (3.35), we express the ra-

tional function TIEE:’)') by the IP(.,.) which represents the regularized gamma function ®.

Thus, the first moment can be simplified to:

v 1 1
E[Z] =log (exp(xp)) P (§,1> {2—5 - E} (3.36)
also, the second moment of Z can be reduced to:
v
IE[ZZ] =P <§,1> [(log [exp(xo)])2 —2 log (exp(xo))] (3.37)

Consequently, to evaluate 05 = E[Z?] — (E [Z])?, we can use the obtained results in
equations (3.36) and (3.37). Further, the detailed derivation of the log —x?2 distribution
and the corresponding false-alarm probability of an autocepstrum detector are given
in Appendix A.

Derivation of The Receiver Operating Characteristic for The Case of Central log —x?
Real-Valued Signals

Generally, we can define the autocepstrum of a signal in the discrete quefrency

domain by:
1 N j2rkn
ca(f)= —= Y Z(k) exp ( ) (3.38)
VN k=0 N

where N is the sequence length and Z (k) is the natural logarithm of the signal’s PSD.
Since the distribution of the noise at the CR receiver is assumed to be Gaussian, the PSD
of the noise follows a Chi-squared distribution with one degree of freedom. Hence,

the distribution of the natural logarithm of the noise PSD follows log —x? distribu-

5. The lower incomplete gamma function is given by: T (s,x0) = [ £ Texp(—t)dt .
6. P(s,xg) represents the regularized gamma function which is the cumulative distribution function
for the Gamma random variables with the shape parameter s .
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tion. Being a unitary transform, the inverse Fourier transform defined in equation

(3.38) maintains the same distribution for the autocepstrum coefficient c,(7). More-

over, since the set of coefficients of {c,(71)} is a sum of rotated IID log —x2 random

variable Z(k)exp (jzﬁﬁ), the distribution of this sum can be analyzed according to

two assumptions:

1.

If N is sufficiently large: in this case, we can invoke the CLT. Hence, the test
statistic is assumed to follow Gaussian distribution [54]. Based on the test statis-
tic defined in equation (3.22), we find that 7”[c,| follows normal distribution,
N{( ]/lcO,O'gO), where (7620 denotes the variance of the autocepstrum coefficients un-
der Hy. In this case, we must obtain the right-tail probability of the proposed test
statistic under Hy for a fixed value of Pr4. This is generally can be expressed by
[54]:

Prs = [{Ca:T’>17’}fC”(CmHO> dr = apa (3.39)

where 7’ is the detection threshold, apy is the Pry value, and fc,(cq; Hp) is the
probability density function of a random process C, under Hy. In particular, the

false-alarm probability, for y., = 0, is given by:

/

Pra=Q | —5 (3:40)

%
N

where Q(.) denotes the Gaussian Q-function”. Similarly, 7”[c,] under Hj follows
normal distribution, N/ (ycl,aczl), where Uczl denotes the variance of the autocep-
strum coefficients under Hj. Thus, the detection probability can be expressed by
[54]:

/ —_
Pr=0|" af‘fl (3.41)
/Wl

Thus, the detection threshold can be expressed by:

0’2

n = ﬁQ*(PM) (3.42)

7. The Q-function represents the tail distribution function of the normal distribution and MU, is the

mean of the test statistic under Hy. It is given by: Q(x) = \/%71 /, xoo exp (f ”2—2) du.
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To obtain an expression for the proposed detection threshold, #;, we have to eval-

uate y and ¢. The mean of ¢, (1) is found from equation (3.31) by:

1 N X j2mkn
Elc,(7)| = — E|[Z(k)] ex 343
()= 5 D) p<N> 6.43)
where E[Z(k)] is denoted by 7. The term ZIZ}V:_Ol exp <j Zﬁf”) yields the following:
N=! 27tkn N if =0
) exp <] )= iy (3.4)
=0 r Top(miN] elsewhere

However, for large value of N,, this sum yields approximately zero for 71 # 0.
Hence, this leads to:

E[ca()[n=0] = pe, = pz VN (3.45)

Then, the variance is found by:
Var[c()] = Elcz (7)) — pz, (3.46)

thus, we need to find the second moment of ¢, (1) to get the variance. The second

moment is given by:

oy 1 N=t j2rkn ’
Elea(®)] =B || L Z(k) exp | =
k=0 A (3.47)
:%%E Z(b)Z(#)] exp (]2”(";")”)

for different values of k and k’, and assuming Z (k) and Z (k') are uncorrelated,

we get:
% 0?2 k=0
201 ) 1 2(3y] N-1 jArtkn P
E[c2(7)] = N]E[Z (k)] I exp( i ) k=k+£0 (3.48)
0 1275 Cr

where 02 = Var[Z(k)]. Since the proposed detection scheme is based on the choice
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of the autocesptral coefficients for 71 # 0, and from equation (3.48), the exponential
sum yields zero at 71 # 0 as well, then we finally get:

Var[c,(#1)] ~ % o (3.49)

Basically, each pair of (Pp, Pry) identifies the ROC curve which represents the
reliability of a specific detector by describing. This pair is associated with a par-
ticular threshold to make the sensing decision at a specific Signal-to-Noise (SNR)
value. As the threshold value increases, the Pry and Pp decrease. A reliable de-
tection decision can be remarked if the ROC curve is above the 45° line [54]. A 45°
ROC curve can be attained if the detector decision ignores all the processed data
and bases its decision on flipping a coin. Based on the CLT assumption men-
tioned, we employed the obtained results in equations (3.40) and (3.41) to plot
the ROC curves of the proposed autocepstrum detector and compare them with
the conventional energy detector. Figure 3.4 shows the simulated and theoretical
ROC curve for the case of detecting real valued IID Gaussian signals at -5 dB. We
started by employing a few number of samples (i.e., N = 10) to show the effect
of increasing the sequence length on the detection performance. The simulation
were carried on 10000 Monte Carlo iterations. We also compared the ROC metrics
of the autocepstrum detector with the ED technique for N = 100 at SNR of 0 dB
and -5 dB as shown in Figure 3.5. We notice that with a few samples at SNR of
-5 dB the proposed technique outperforms the ED technique as shown in Figure
3.6. In particular, for 100 samples, the proposed technique is superior to the ED
technique at -5 dB.

Although the detection performance of an energy detector increases as the signal
size increases, the noise suppression effect through the calculation of the auto-
cepstrum of the received signal makes the performance of the proposed detector
better than the ED technique as illustrated in Figure 3.7. We also note that as the
number of samples increases (N=1000), both techniques behaves similarly.

. If N represents a few number of samples: this is a situation where the number of
communication paths is limited. Thus, the autocepstral coefficients c,(71) follows
log —x3. Hence, the right-tail probability of log —x? distribution is obtained by:

I U s exp ()
Prp = . \/T_T( exp(z) exp (— > ) dz (3.50)
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ROC Curve for Detecting IID at SNR = -5 dB
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Figure 3.4 — The simulated and theoretical ROC curves of the PB-ACD technique

The integral in equation (3.50) can be simplified by methods of substitution.

If we define xo = exp(z) and the noise variance is given by 02, it yields:

o Ow X00w
Pey = / exp (—22) dxo (3.51)
expln) V27ix0 T 2
then, if we let u = XOT‘TZ%, we obtain:
2 o0

Ppa= —= |, exp(—u?) du (3.52)
V)% Jewom T

hence, the integral in equation (3.52) can be expressed by:

Pea=20Q (%, /exp(iyl)) (3.53)

The detection threshold for a fixed value of Pr4 and unit noise variance is found
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ROC Curves
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Figure 3.5 — The ROC curves of the PB-ACD simulated for different SNR values for
real-valued Gaussian signals

by:
1 =2 log [\@Q_l (0-5 PFA)} (3.54)

therefore, we find that the false-alarm probability in equation (3.53) depends on the
appropriate selection of the detection threshold.

Recall the general expression of the probability of detection Pp:
Pp =Pr[Ti > m|Hi]= | fc,(ca;H1) dy (3.55)
m

where fc (cq; Hy) denotes the probability density function of C,.

To find the detection probability that characterizes the proposed detector, we need
to derive an expression for fc, (c,; Hy) first. Under Hj, the received signal at the CR
receiver is given by:

y(t) = xp(t) +w(t) (3.56)
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ROC Curves of The Autocepstrum and Energy Detectors
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Figure 3.6 — Comparison of the ROC curves for the PB-ACD and ED techniques for
different SNR values for real-valued Gaussian signals

The PU signal is assumed to be an IID random process with zero mean and variance
(T,%p. First, we will consider the case of having a real-valued Gaussian PU signal that
is independent of the noise at the SU receiver. Thus, the PSD of the received signal

becomes:

Sy(f) = Sxp (f) + Sw(f) (3.57)

under the aforementioned assumptions, S,(f) follows a central X5 with two degrees
of freedom. For simplicity in notation, we will refer to S, (f) as the random process R.

The general expression for the central x? is described by [106]:

ﬂp)
I'(

)

I\)I\t

fr(r) = , >0 (3.58)

N\<
N|= A
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ROC Curves of The PB-ACD and ED at SNR= -5 dB
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Figure 3.7 — Comparison of the ROC curves for the PB-ACD and ED techniques simu-
lated for different signal sizes at -5 dB for real-valued Gaussian signals

where v denotes the number of degrees of freedom, and I'(.) is the upper incomplete gamma

function, which is expressed by:
I'(m)=(m—1)! (3.59)
defined for any positive integer m. For v = 2, equation (3.58) becomes:

fr(r) = eXp(z—_%) ,7>0 (3.60)

which reduces to an Exponential distribution with the decay rate of 2. If Z = log|R],
then the test statistic under H; follows log —exponential distribution. The cumulative

distribution function of R is described by:

Fr(r) = /OrfR(r)dr =1—exp (—%) (3.61)
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then the cumulative distribution function of Z is given by:

Fz(z) =Pr[Z <z
=Pr(logr < z] = Prr < exp(z)] (3.62)

e (-0

then, by differentiating equation (3.62) we obtain:

fz(z) = iFZ(z) = %exp <—%(Z)> exp(z), z>1 (3.63)

To find the detection probability, we solve the given integral:

Pp = E ooexp <—%> exp(z) dz (3.64)
2 ) 2

by using the method of substitution, and by letting xo = exp(z), Pp is obtained as:

0—2
Pp = exp (—%exp(m)) (3.65)

where 02 denotes the variance of the signal x,(t). By substituting 7, from equation
(3.65) into P4 found in equation (3.53) and for 02 = 1, the mathematical relation joining
Pry and Pp is given by:

Pea=Q(jv/2logPp ) (3.66)

Since the Gaussian Q-function is usually defined for real non-negative arguments, ex-
pressions involving the Q-function are usually applicable only for a limited range of
values of the physical parameters involved [109]. Therefore, the extension of the Q-
function to the complex plane results in more powerful representations that are inde-
pendent on the physical parameters. The equivalent to the complex Q-function is the
complex complementary error function which is used more often in detection prob-
lems that involves complex arguments [109], [110]. Given in terms of the Faddeeva
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function 8[109], the complex complementary error function is given by:

erfc(jz) = w(z)exp(z%) (3.67)

where 1(z) is the Faddeeva function which is given in terms of the Fresnel integral

[109]. Since Q(z) = 0.5 erfc (\%) where erfc(.) is the complementary error function®.

The false-alarm probability, defined in equation (3.66), can be expressed by:

Pea =05 erfe (j\/ZlogPD> (3.68)

Derivation of The Receiver Operating Characteristic for The Case of Non-Central
log —x2 Real-Valued Signals

Under Hy, the distribution of S,(f), denoted by R for simplicity, for real Gaussian
noise with mean y, is the non-central X%- The non-centrality parameter is given by:

A=Y u? (3.69)

i

thus, the non-central x? of one degree of freedom is given by [106]:

fr(r) =x*(1,4) =

112 exp(=74) [exp<_m> +exp<m>] .70

V2r(}) 2

Similarly, the distribution of the test static in this case for Z = log[R] is described by:

fale) = i e (5) exp (221

exp(—/exp(zA)) + exp(1/exp (1)
2

(3.71)

8. The Faddeeva function, or Kramp function, is a scaled complex complementary error function
which is related to the Fresnel integral, to Dawson’s integral, and to the Voigt function. It arises in
various physical problems in describing electromagnetic response in complicated media. It is given by

the integral: w(z) = exp(—z?) (1 + ]% Is exp(tz)dt).
2

9. The complementary error function is given by erfc(x) = == |, Cexp (—t2)dt
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hence, the false-alarm probability is obtained by:

PFA :/1700fz(2)d2

=C {/ xo_l/2 exp(—xO(1 +A)) dxg+ xo_l/2 exp(xO(_—1 +A)) dxg
exp(1) 2 2

exp (1)
(3.72)
where C = % and xp = exp(z). The two integrals given by equation (3.72) can

be solved using integration by methods of substitution. Let I and Ij; denote the two
integrals representing Pr4 such that:

11:/ xal/z exp(—a x0) dxg
exp(17)

~ (3.73)
IH:/ xal/Z exp (b x0) dxo
exp(17)
wherea = A + % and b= A — % To solve for I}, let u = /a x, hence:
I 2\/_/ exp(—uz)du =amerfc(y/a exp(11))
Va exp(in)
(3.74)
1 1
()\ + E) 7T erfc (\/()\ + E) exp(m))
Likewise, by employing the imaginary error function that is given by [110]:
erfi(z / exp (¢ (3.75)
fi( = U=
the second integral, I7;, is obtained as:
I =Vbr (1 —erfi(y/a exp(m)))
(3.76)

e A
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thus, by combining the two integrals we get:

Pra :m\/;/z) [ (/\ + %) 7T erfc (\/(A + %) exp(m)) +

3 (-omfo-3) )]

Based on equation (3.77), the false-alarm probability is a function of the non-centrality

(3.77)

parameter and the detection threshold.

Under Hj, the distribution of S,(f) follows a non-central x3 of two degrees of free-
dom with A = 212:1 ],112, which is given by:

fr(r) = 5 exp(~"52) (VA 78)

where I denotes the modified Bessel function of the first kind. Consequently, the dis-
tribution of Z is given by the Rice density function:

1 exp(z) +A
falz) = rexp(~ SEEEL) 1 [hexp () exp(2) 379
In order to find Pp, let us define xy = \/exp(z) and d? = A, hence we need to solve the

following integral such that:

2

Pp = / ”
v exp(in)

Recall the expression of the Marcum Q-function Qps(.), which is given by [111]:

2 d2
xolo(dxp) exp (_xo i ) dxg (3.80)

x%—l—dz
2

xn1M-1
] exp Ini_1(bxo)dxg (3.81)

Qulab) = [0 [2

where M denotes the order of the Qp;. By comparing the integral in equation (3.79) to
equation (3.80), Pp can be expressed by:

Pp = Q1(VA,\/exp(i1)) (3.82)

The Marcum Q-function is a monotonic and log-concave function which is a general-
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ized form of the Gaussian Q-function. One possible approximation of equation (3.81)
is given for a large value of 771 using the asymptotic form of the zero-order modified
Bessel function of the first kind [111]. This approximation comes in the form of:

Qe =/ o —a) (689

by applying equation (3.83) to equation (3.82), we obtain:

ﬂ 2] )\1/4
Q [eXp ( 2 ) A } =0 e tn/4) (384)
The Chernoff bound of the Gaussian Q-function is given by [112]:
2
Qx) < exp(—j) , x>0 (3.85)
by employing Equation (3.85) in equation (3.84) we obtain:
n_ My = /4] _
[ Il —exp ( : )| = 210g [PpAY4] = VA (3.86)

By referring to the left-hand side of equation (3.86) as the 7104, equation (3.86) can be
rewritten as:

Mlog = 2l0g [PDA” 4} VA (3.87)

which is a function of the detection threshold as well as the non-centrality parameter
A.

Derivation of The Receiver Operating Characteristic for The Case of Circularly Sym-

metric Complex Gaussian Signals

Generally, if a random variable is said to be a Circularly Symmetric Complex Gaus-
sian (CSCQG), its real and imaginary parts are independent and have equal variance.
Basically, if y(t) = w(t) under Hp, and the noise is said to be CSCG signal, thus |W(f)]|
follows Rayleigh distribution. Therefore, the distribution of S,(f) = Sy /(f) is given by
the Exponential distribution [107]:

1 —r

fr(r)=—exp(—), ag>0,7r>0 (3.88)
XE XE
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where af is the scale parameter of the distribution. Then, the distribution of the log

PSD of the received noise is given in terms of the log-Exponential distribution by:

fz(z):iexp (—%—Fz) ,ug>0,z>1 (3.89)
X XE

the false-alarm probability is given by:

Pea= [ fr(z)dz = exp(—-L) (3.90)
m Xf

Under Hj, the received signal’s PSD Sy(f) = Sxp(f) + Sw(f) indicates a sum of
squares of two Rayleigh distributed signals that are independent to each other. Equiv-
alently, we have S, ,(f) and Sy (f) follows Exponential distribution. Their joint CDF is
given by:

Fr(r) =1 exp(~ )~ exp(— ) (3.91)

By differentiating the CDF, we obtain:
r r
fr(r) = —exp (—) (3.92)

where fr(r) is the log —Erlang(mg,ag) distribution ! which is a special case of the
Gamma distribution [107] and mg is the number of random variables. The difference
between the Erlang and the Gamma distribution is that in the Gamma distribution mp
can be non-integer [107]. Consequently, the statistical distribution that describes the

characteristics of the test statistic under H; is given by:

fz(z) = 4 exp(2z) exp (%) (3.93)

-2
aE XE

which represents the log —Erlang(mg,ar) distribution for m = 2. Thus the detection
probability is described by:

Pp =exp (— (3.94)

XE XE oc%

eXp(m)) [eXP(m) + 1

10. The Erlang distribution with the shape parameter, mg € IN, and the scale parameter, ag > 0, cor-
responds to a sum of mg independent exponential distributions with the exponential rate af.
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Threshold-Sensing-Throughput Trade-off

In the following, we study the problem of designing the sensing duration to maxi-
mize the achievable throughput for the secondary network while the PU is sufficiently
protected. We introduce the problem of designing the suitable detection threshold that
maximizes the SU’s throughput. Also, we formulate the mathematical presentation of
threshold-sensing-throughput trade-off and we employ the proposed PB-ACD tech-
nique to show that the formulated problem has an optimal sensing and threshold that
yields the highest throughput for the CR network.

Long sensing period i Short sensing period
Sensing Transmission | : | Sensing Transmission
Spectrum access period Spectrum access period

Figure 3.8 — The frame structure for periodic sensing

For a CR network designed with periodic spectrum sensing, each frame consists of
one sensing slot and one data transmission slot [8]. The sensing and frame durations
are denoted by 7; and Ty, respectively. The frame structure and the sensing-throughput
trade-off is demonstrated in Figure 3.8. First, we start by describing the throughput of
the CR network in two different scenarios by which it can operate at the PU frequency
band. These scenarios are defined as follows:

1. When the PU signal is not present and there is no false-alarms generated by the
SU signal, the achievable throughput of the SU link is described by [8]:

_Tf_TS

R
0 T

Co[(1 — Ppa) P(Ho)] (3.95)

where Cy denotes the capacity of the SU signal under Hy, P(Hp) is the absence
probability of the PU, and (1 — Pr4) describes the correct-no-detection probabil-
ity, Pcn. Generally, if the PU and SU signals are assumed as Gaussian distributed
and independent to each other, Cy describes the capacity of the secondary net-

work when it operates in the absence of the PU signals. Thus, we can define it by:

Co = B log, [1 + SNR] (3.96)
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where B; is the bandwidth of the SU signal, SNRs; = 5—; denotes the SNR of the
secondary link assuming point-to-point transmission in the secondary network,

Ps is the received power of the SU signal and P, is the noise power.

2. When the PU is active but miss-detected by the CR receiver, then the achievable
SU throughput is given by:

T

R
1 T

C1[(1—Pp) P(Hy)] (3.97)
where C; is the capacity of the SU signal under Hy, P(H) is the active probability
of the PU, and (1 — Pp) refers to the misdetection probability Py;p. The capacity
of the SU under H; is given by:

(3.98)

R
clzsskgzp4— SNRs }

SNR, +1

where SNR; = % denotes the SNR of the primary link and P, is the interference

power measured at the CR receiver.

Thus, the average throughput for the secondary network is given by:

Ravg(Ts,m1) = Ro(Ts,11) + Ru(Ts,m1) (3.99)

Since Cy > Cj, the equation (3.99) can be approximated by:

Ravg(Ts/ﬁl) ~ RO(Ts/nl) (3-100)

From the literature, the sensing-throughput trade-off is formulated as an optimization

problem which is stated as:

max Ruvg(’(s,m) = Ro(7s,71)
T (3.101)
st Pp>Pp

where Pp denotes the target detection probability which is set to be close but not equal
to 1 in order to allow the protection of the PU while the SU is allowed to access the
frequency band when it is idle. For this reason, the activity probability of the PU is con-

sidered small such that it is economically advisable to explore the SU for the intended
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frequency band. An example of the achievable SU’s throughput for ED based on equa-
tion (3.99) is shown in Figure 3.8 where Ravg(rs,m) denotes the average throughput.
When the PB-ACD technique is applied while choosing Pp = Pp, we employ the ex-
pressions of Pry and Pp derived in equations (3.90) and (3.84) for the case of CSCG
signal and noise in equation (3.100). By differentiating equation (3.100) with respect to
Ts, it can be verified that:

Co P(Ho) Tf Tf XF

where wag denotes the first derivative of the approximated average throughput of the
SU network. By using the fact that the function exp (—Z—}E) is upper bounded by 0 for

large values of 7, thus:

. ~ 1 1 171
lim R! P(Hy)) | ——+ — - 0 3.103
. avg < Co P( o)( Tf+Tfe><p< aB)) < (3.103)
also,

lim Ry, = +00 (3.104)

Ts—0

From equations (3.103) and (3.104), we note that there is a maximum point of Ravg
within the frame interval Tr. Moreover, by differentiating equation (3.100) with respect
to 171, we find that:

Rz/wg M XET /Al
ari o (<)~ e (<) o
thus, we obtain:
. 5 1 M
/ — — —_——
mllgrlooRaUg < Co P(Hp) (1 Ts) exp ( “E) <0 (3.106)
also,
lim Ry, = ar Co P(Ho) (1 - l) (3.107)
1’]1-)0 TS

We find that as #; increases, Pry4 decreases hence the throughput increases. Thus, there
is a unique point of #; at which the maximum throughput of the SU link is achieved

at certain sensing interval 7;. For the case of the PB-ACD detector, the achievable SU’s
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throughput is shown in Figure 3.9 and an overall comparison of R,y¢ between ED and
the PB-ACD is illustrated in Figure 3.11 which shows that the PB-ACD provides an
increased SU’s throughput.

Achievable SU Throughput for Energy Detection
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Figure 3.9 — The achievable SU’s throughput for the ED technique [8]

Morevover, we study the average throughput of the proposed PB-ACD technique
based on the CLT approximation of the proposed detector analyzed from equation
(3.39) to equation (3.42). As discussed earlier, a high probability of detection is required
to guarantee the protection of the quality-of-service of the primary network. Therefore,
for a given target detection probability, Pp, the probability of false-alarm is expressed

by:
Pea=Q (Q’l(PD) /SNR, + /7. f. SNRp> (3.108)

Since the sequence length is calculated based on the sensing duration T, such that
N = f;7;, the value of Pp4 is affected by the sensing time during a time frame T.

For the sake of comparison, we present the simulation results in Figure 3.12 for
the proposed PB-ACD technique and compare it with energy detection. The frame du-
ration is set to Ty = 100 msec, the prior probability that a target frequency band is
active is assumed P(H;p) = 0.2, the received SNR from the secondary user transmitter
is SNRs =20 dB, and SNR;, = —15 dB, whereas as the sampling frequency is assumed
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Achievable SU Throughput for PB-ACD
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Figure 3.10 — SU’s achievable throughput for the PB-ACD technique

Comparison of The Achievable SU Throughput
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Figure 3.11 — A comparison of the achievable SU’s throughput between the ED and the
PB-ACD techniques
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to be 6 MHz. The target probability is set to 90%, whereas the sensing time is ranging

from 0 to 5 msec. As shown in Figure 3.12, the achievable throughput of the proposed

sensing technique is higher compared to the respective throughput to the conventional
energy detector. Analytically, we see that the probability of false-alarm given in equa-

tion (3.108) is lower than that of the energy detection technique, such that [8]:

Pra,, = Q <Q—1(PD), /2 SNR, +1+ v/Tofs SNR,,)

Thus, by referring to equation (3.95), the term 1 — P4, which represents the probabil-

ity of correct no detection, increases for the proposed PB-ACD technique that conse-

quently increases the average throughput of the SU. One can clearly see that the av-
erage achievable throughput of the proposed PB-ACD technique is much higher than

energy detection for short sensing durations. As the sensing time increases, both tech-
Tf. As the sensing time increases within

(3.109)

niques achieve the same throughput at 7,
the frame duration, the average throughput decreases.

Comparison of The Achievable SU Throughput
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Figure 3.12 — A comparison of the achievable SU’s throughput between the ED and the

PB-ACD techniques based on the CLT assumption
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3.4.2 Application of The PB-ACD Technique to Detecting Frequency-
Hopping and Chirp Spread Spectrum Signals

The increased dimensionality of the signals by SS techniques has the goal of making
eavesdropping and/or jamming more difficult. In particular, if there are more dimen-
sions in the signal to consider, its probability-of-intercept will be low. In the SS tech-
niques, the main method of increasing the dimensionality of the signals is to increase
their spectral occupancy. In section 3.4, we started to discuss the impact of applying the
PB-ACD technique for detecting DS-SS signals. In the following, we broaden our in-
vestigations on the capability of the CA approaches to detect other SS techniques such
as, FH-SS and C-SS. We introduce the APB-ACD technique which exploits the average
of the autocepstral peaks inherited in the FH-SS and C-SS signals.

Detection of FH-SS Signals by The APB-ACD Technique

In FH-SS, the carrier frequency of the sinusoidal signal modulated by the data is
changed periodically over a predetermined bandwidth. This is achieved by hopping
the center frequency of the carrier signal among Nj,; contiguous but non-overlapping
frequency bands in a pseudo random manner. In this case, the overall spectrum oc-
cupancy is increased by the factor Nj,;,. Mathematically, the hopping signal can be
represented by [113]:

Hpop (t) = i p(t —iT,) cos(2mfit + ¢;) (3.110)

1=—00

where p(f) denotes the pulse shape used for the hopping waveform which is typically
represented as a square pulse. Also, f; € {f1, f2,...fn,,, } are the Ny,; hop frequencies,
and ¢y, are the phases of each oscillator. The Frequency-Hopped (FH) transmitted sig-
nal is given by [113]:

ser = [Sa(t) hpop(t)]BPE (3.111)

where s;(t) is the bandpass data signal that depends on the employed modulation
scheme, and the bandpass filter, applied to the quantity within [.]gpf, is designed to
transmit the sum frequencies part of the signal. The FH signal occupies a separate
frequency band that is determined by the hopping sequence as the time advances.

Thus, the PSD of the transmitted signal is seems to spread on the average over the
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entire band. If each frequency band is utilized

Nsub of the time, the overall spectrum
will be similar to that seen in DS-SS systems when averaged over a sufficiently long

time period [113].

Normally, the reception of a FH-SS signal can be accomplished through coherent
detection in which the despread signal y(t) is obtained by multiplying the incoming
signal and filtering out the images or by non-coherent detection. In the coherent detec-
tion, the knowledge of the hopping pattern is required. For the interweave CR system,
the identification of the PU signal is not a main task for spectrum sensing, however,
only detecting the signal presence is the target. Thus, without knowing the hopping
pattern, detection of a possible PU FH-SS signal becomes a challenge. Our objective is
to utilize the periodicity inherited in the FH-SSsignal in the cepstral domain to detect
its presence. The PSD of a FH-SS signal can be expressed by [113]:

Ser(f) = Sa(f) * Huop(f) (3.112)

where S;(f) is the PSD of the data signal before hopping and Hy,,(f) denotes the PSD
of the hopping waveform. As an example, let us consider the PSD when BPSK with
coherent frequency hopping is used. From previous developments, the passband PSD
of the BPSK is given by [36]:

Sa(f) = 25 [sinc (Ty(f — ) + sinc (Tb(f + )] 6.113)

Assuming that all the hop frequencies are equally likely and the frequency spacing
between the hop frequencies to be an integer multiple of the hop rate, then Hj,,(f)
can be expressed by [113]:

Noup
Hiap () 5 L 10U = ) + 605 + )
sub i= (3.114)

- Z\Zib (1 - Njub) Z\]Szub[Sincz(Tb(f—ﬁ)) + sinc(Tb(f + f;))]

i=1

By applying equation (3.111), the PSD of the transmitted FH-SS signal is given by [113]:

Nq,
Sru(f 2N Z sinc®(Ty(f — fi — fo)) + sinc®(Th(f + fi + fo))] (3.115)
sub j—1
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where the constant P = #. Referring to Equation (3.105), the PSD of the FH-SS signal
is the sum of Ng,;, replicas of the PSD of the information signal each located at certain
hopping frequency. If i = 1 and f; + f. = fo, equation (3.115) can be rewritten as:

Sern, () = 5o [sinc(Ty(f — fo)) +sinc(Th(f + fo))]  (3116)
sub

We find that the result obtained in equation (3.116) is similar to the analysis car-
ried on in equations (3.16) and (3.17). Consequently, we find that for k = 1, the natu-
ral logarithm of Spy(f) experiences periodicities since the natural logarithm of sinc(.)
function gives negative periodicity. Since the spectrum of a FH-SS signal includes N,
terms each located at different fj, thus the inverse Fourier transform of Spp(f) will
include not only one major autocepstral peak like the case of the DS-SS signal. In this
case, the detection of a FH-SS PU signal can be formulated based on averaging these

autocepstral peaks.

In Figure 3.13, we give an example of a SFH-SS signal. The SFH-SS scheme is char-
acterized by having one or multiple symbols transmitted per hop. It is used to reduce
the effects of radio signal fading and to minimize the effects of interference from radio
channels that are operating on the same radio frequency. In the given example in Fig-
ure 3.13, we employ 4-ary Frequency Shift Keying (4-FSK) modulation where the FSK
frequency tones are f; =2 MHz, and f, = 8 MHz. The length of the data sequence is
10000 samples and the pseudo-number sequence generator consists of 4 flip-flops. The
length of the PN segment per hop is 3 such that every segment corresponds to a specific
hoping carrier frequency among 8 possible values. Since we assume that a carrier hops
to a new frequency after transmitting two FSK symbols or equivalently, 4 information
bits. The considered data rate is 1 Mbps and the range of the scanned bandwidth is
over about [10,34] MHz. The spectrum of the 8 subcarriers is shown in Figure 3.14 and
the PSD of the frequency-hopped signal is shown in Figure 3.15. By computing the au-
tocepstrum of given SFH-SS/FSK signal, the autocepstral coefficients are manifested
as significant peaks as shown in Figure 3.16. These peaks reflect the presence of the

subcarrier signals in the analyzed signal.

By averaging the autocepstral peaks we can identify the presence of FH-SS signal
in a target frequency band. In particular, the proposed technique for detecting FH-SS
signals is designed to combine the autocepstral peaks to formulate the APB-ACD tech-
nique. By combing these peaks which occur at integer multiple of f,~+fc’ the detection
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test statistic can be expressed as:

1o H
Talca] = N, Y llea(d)]] 212 (3.117)
i=1 0

where N, denotes the number of autocepstral peaks and 7, denotes the detection
threshold. To find an expression for the detection threshold, we need to find the suit-
able statistical distribution of 7;[c,]. Obviously, the statistical distribution of the detec-
tor test statistic is influenced by N, and the distribution of c,(i). Under Hy and in the
case of real-valued AWGN signal, S, (f) follows a Chi-squared distribution.

The Transmitted Binary Signal

T
JL_;___ML SREEE

x1

Figure 3.13 — An example of a SFH-SS/FSK signal
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%1076 The Spectrum of The Hopping Signal

Spectral Amplitude

Figure 3.14 — The spectrum of the hopping subcarriers

If we denote Sy (f) by the random process R, it is required to find the distribution
of Ug = |logR|. The false-alarm probability and the corresponding threshold can be
found based on the generalized expression of the log —x? distribution carried on in
Appendix A. Also, by referring to 7>[c,] in equation (3.117), if N, is sufficiently large
and the set of the autocepstral peaks {ca(i)}lN” are statistically independent, the sum
in Equation (3.117) statistically converges to the normal distribution based on the CLT.
In this case, the false-alarm probability can be evaluated according to equation (3.31).

Detection of Chirp Spread Spectrum Signals by The APB-ACD Technique

In digital communications, Chirp Spread Spectrum (C-SS) is a spread spectrum
technique that uses wideband linear frequency modulated chirp pulses to encode in-
formation [114]. A chirp is a sinusoidal signal of frequency that increases or decreases
over time. This frequency variation is performed with a polynomial expression for the
relationship between time and frequency. The rate at which the frequency changes is
called the chirp rate. As with other spread spectrum methods, chirp spread spectrum

uses its entire allocated bandwidth to broadcast a signal, making it robust to channel
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The Power Spectral Density of The FH-SS Signal
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Figure 3.15 — The power spectral density of the SFH-SS/FSK signal

noise. Further, because the chirps utilize a broad band of the spectrum, chirp spread
spectrum is also resistant to multipath fading even when operating at very low power.

The chirp spread spectrum technique was originally designed to compete with
ultra-wideband for precision ranging and low-rate wireless networks in the 2.45 GHz
band. However, since the release of IEEE 802.15.4a (also known as IEEE 802.15.4a-
2007), it is no longer actively being considered by the IEEE for standardization in the
area of precision ranging [115]. Chirp spread spectrum is ideal for applications requir-
ing low power usage and needing relatively low data rates (1 Mbps or less). Since C-SS
uses broadband chirp pulses, it offers resistance against narrowband pulses and also
it reduces the required power that is needed for transmission over a given distance. A
chirp waveform can be given by [114]:

Sc—ss(t) = ap(t)ge(t) (3.118)

where ar(t) is the envelope of the chirp signal, gr(t) = cos(6(t)). The instantaneous
frequency fo—ss(t) = %%%—ss(t), and ¢._ss(t) is the chirp angle. Then the chirp rate
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The Autocesptrum of a SFH-SS PU Signal
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Figure 3.16 — The autocepstral peaks of the SFH-SS/FSK signal

is defined by pc—ss(t) = %fc_ss(t) where 1.5 (f) > 0 denotes the up chirp and the
down chirp is represented by py._ss(t) < 0. In case of a linear chirp signal, pc—ss(t) is
constant and f._ss(t) is a linear function of t. The bandwidth of the chirp signal is
the frequency range of the instantaneous frequency. As up and down chirp signals are
almost orthogonal, they can be used for Binary Orthogonal Keying (BOK) modulation
scheme. Moreover, Pseudo Noise (PN) Chirp signal, referred to as PN-Chirp, is a signal
in which the center frequency of it is varied according to a PN-sequence.

To calculate the autocepstrum of the PN-Chirp signal, first, we have to derive an
expression for the PSD of the chirp signal. Let us assume that the signal envelope is
given by:

t T T
H=T(—), -+ <t<-L 11
ag(t) (Tp) , <t<5 (3.119)
where T1(t) denotes a rectangular pulse shape, 0c_ss(t) = 27 fet + Tpc—sst? + Pe—ss,,
T, is the pulse duration, and f; the carrier frequency, y is the chirp rate and we set

102



3.4. Spectrum Sensing Technique By The Autocepstrum Approach

0c—ss, = 0 for simplicity. Based on equation (3.118), the PSD of 5., (t) is given by:

Sse s (f) = Sap(f) * Sg._.(f) (3.120)

where Sg. . (f) = [F{gc—ss(t)}[* = |G(f)[? and Sa; (f) = | F{ag(t)}|* = |Ae(f)[* where
* denotes the convolution operator and Ag(f) denotes the Fourier transform of the
pulse shaping function which is given by:

Sap(f) = sznc ( T,f) (3.121)

To obtain the PSD of g(#):

1 ) . ) .
Se—ss(t) = 5 [eXP(]anct)eXP(]P‘c—sstz) + exp(—j2mfet) eXP(_JP‘C—sstZ)} (3.122)

let us assume that:

Se—ss; (t) = % [eXP(_jZNfct) eXP(_]'P‘C—sstz)} (3.123)

The spectrum of a complex Gaussian function of the form g (t) = exp(—jo,t?) is given

by [116]:
Ho(f) = \/O_:Zexp {j (Z—:fz - %)] , 0y >0 (3.124)

and for oe <0we have:

Hy(f) = \/%exp B (lg—;fz -7)] (3125

then based on equations (3.123) and (3.124), we obtain:

Ge-sor(f) = (F+ir-5]) (3.126)

i P Ul

similarly, if g.—ss, (t) = % [exp(j2rfct) exp(jyc_sstz)} , we get:

Gi(f) = (f = fo)* - D (3.127)

1
ex
2\/}4c—ss P ( |:,uc ss
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if ®c_ss(f) = -2 (f>+ f?) — Z and by further mathematical simplification, we obtain:

He—ss c
1 .
Ge—ss(f) = WCOS(CDHS (f))exp (] ;:C{ S) (3.128)
consequently, the PSD is given by:
Sge ss(f) = ——cos*(®(f)) (3.129)

We—ss
accordingly, Ss(f) of the chirp signal can by expressed as:
T, T,

.2
= sinc“(T,f) +
z,ucfss ( pf) z,ucfss

Ss(f) sinc(Tyf) * cos(2Pc_ss(f)) (3.130)

2 2
If we assumed that S, (f) = zﬂf’isssincz(Tpf) and S, (f) = ZHTC’:SSsincz(Tpf) %05 (2P —5(f))

and Tj is the envelope duration in msec, we note that term sincZ(Tp f) varies slower

than cos(2®._ss(f)). Thus, we can approximate the convolution of cos(2®._ss(f)) with
sinc(T,f) as if convolving cos(2®. ss(f)) with a constant within the main lobe of
sinc*(Tyf), — Tlp <f< TL,, Accordingly, an approximated expression for the linear C-SS
signal can be obtained as:

T; T:

Se(f) ~ 2%’”_ sssinCZ(Tp )+ 2;1;1 - cos(2®;_ss(f)) (3.131)

A Pseudo Noise (PN) chirp signal, referred to as PN-Chirp, is a signal in which the
center frequency of it is varied according to a PN-sequence. This signal is given by:

spN—c(t) = c(t)sc—ss(t) (3.132)

where ¢(t) is the waveform of the PN-sequence and s._s(t) is the chirp signal. We
assume that both ¢(t) and s.—(t) are independent. The PSD of the s._(t) is given by:

SpN—c(f) = Sc(f) * Sc—ss(f) (3.133)

From the literature, a generated pseudo random sequence by a maximal length shift
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register has the following PSD [113]:

Ns+1 & . - ( i ) ( i ) 1
S = sinc” | — |0 f — +—0 3.134
C(f) NSZ i__gi#o NS f NSTC st (f) ( )
where Ny = 2"s — 1 denotes the PN sequence length, m; is the degree of the employed
primitive polynomial, and T, is the chirp duration. If we apply the representation

Spn—c(f) = Spn—c,(f) + Spn—c,(f), where Spy_c, (f) and Spn_c,(f) are defined by:

Spn—c, (f) :N;;; 1%[ i sincz<Ni> (sinc2<TC <f — NiT >>+
3 i= s slc

—00,i#0
i
cos (M’(f - NSTC>>>} (3.135)
Sonc(F) =1 Lsin(Tof) + — T cos(2®e_ws(F))
PN—-C, f —z‘ust cf 2,”0—55 c—ss f

and if we assume that 2 = Nz;:gl Z;Z—C:s and B (i) = sinc? (Nf) , we can rewrite Spn_c, (f)

as:

B > , . 9 o o
Spn—c, (f) =2 i—_gi#)%(l) <sznc (T (f NSTC>) + cos (2@ (f NJe)))]

(3.136)

where for i = m%, % (i) = 0 where m is an integer number. As explained previously, the
natural logarithm of sinc(.) function gives rise to spectral lines and its inverse Fourier
transform reveals a cepstral peak for i = 1, thus, the same concept applies for sinc?(.)
as well as the chirp signal term in equation (3.135) for different values of i. Therefore,
we the APB-ACD as applied in the case of the FH-SS signal.

To demonstrate the concept, we give an example of a linear chirp/FSK spread spec-
trum signal in Figure 3.17. The time duration to sweep from the starting frequency to
the final frequency using up-chirp is 100 msec. The swept bandwidth of the chirp sig-
nal is 10 MHz. The binary FSK signaling modulates 10000 binary samples by switching
between f; =1 kHz and f, = 10 kHz for a sampling frequency of 1 MHz. The evalu-
ation of the autocepstrum of the given signal with the illustration of the autocepstro-
gram is shown in Figure. 3.18. The autocepstrum of the chirp signal shows a group of
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significant peaks reflecting the variations of the signal’s frequency.

Transmitted Information
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Figure 3.17 — An example of the chirp/FSK signal that sweeps within 1 msec

For example, the autocepstral peaks that occur in the range of [2.1,3] msec are in-
significant which correspondingly show light color in the autocesptrogram. The chirp
rate is 1 GHz/sec. Also, the relation between the time and quefrency is illustrated in
the autocepstrogram. Similar to the spectrogram and the cepstrogram, the autocep-
strogram computes and plots an array of autocepstra that is computed on partitions
of data. The autocepstrogram finds the relation between the time at which significant
frequencies in the signal occurs and the quefrency unit. The employed window type
is the hamming window with a size of 512 samples. In an autocepstral slice, a promi-
nent autocepstral peak is shown as a dark slice. Also, the peaks with low amplitudes
in the higher quefrency values give no significant information along the autocesptral
slices. Accordingly, we can design the APB-ACD detector by averaging the autocep-
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stral peaks and neglecting the peak at the zeroth quefrency value, thus we can detect
possible chirp PU signals without knowledge of the chirp rate.

The Autocesptrum of Chirp/FSK PU Signal
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Figure 3.18 — A demonstration of the autocesptrum and the autocepstrogram of a
chirp /FSK signal

3.5 Spectrum Sensing by The Smoothed PB-ACD Tech-
nique

In the PB-ACD technique, we estimate the autocorrelation of the received wideband
signal, and then evaluate the cepstrum. To enhance the detector performance, we aim
to reduce the fluctuations experienced in the ACEs before evaluating the PSD of the
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received signal. The functional block diagram of the smoothing process is shown in
Figure 3.19. In the literature, there are many methods employed for signals denois-
ing which include linear, Wiener, and wavelet-based filtering. In these approaches,
the noisy received signal is being processed provided that prior knowledge of the
noise statistics and the transmitted signal shape is not available. However, in a non-
cooperative semi-blind CR context, this information is not available so the conven-

tional techniques would fail especially in the case of noise-like signals.

Aut lati Ry (™) Measurement of
() — Avppcoraton || acr
Fluctuations
Po(T)
Estimation of Po(T) S thine by
R_}? (T) +— Smoothed “ I;‘:?ﬂ_:ﬁ{ Y
Autocorrelation

Figure 3.19 — The proposed smoothing process; Ry (7) is the autocorrelation estimate of
the received signal; p,(7) is the ACE fluctuations; g,(7) is the smoothed ACE fluctua-
tions; R, (T) represents the smoothed autocorrelation estimate

Recently, variational calculus has been employed in modern communication sys-
tems and statistical signal processing for different purposes such as choosing an opti-
mal signaling function, and deciding on certain statistical distributions that minimizes
Fisher’s information [117]. Moreover, variational methods have drawn a great interest
in solving image processing problems that including image denoising and deblurring
[118]. Our choice to process the fluctuations of the ACEs rather than the autocorrelation
itself or the noisy observed time domain signal is motivated by the following:

— Denoising a SS signal in time domain without having a prior information about
the coding pattern is a difficult task and could fail due to its similarity with
noise.

— Analysis of an underlying signal using its autocorrelation provides means to

enhance significant patterns that identify the signal.
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— It has been shown in the work of Burel in [94] that the fluctuations of ACEs
of noise differs from that of a spread spectrum signal. This distinguishing fea-
ture can be applied to eliminate the noisy variation in the autocorrelation of the

received SS signal.

In order to compute the autocorrelation estimator, we can divide the received time
domain signal into M segments over a time rectangular window of a duration Tp. Then,

we can evaluate the ACE for the m'" segment by [94]:

R )—i/T” (£) y* (£ — T) dt (3.137)
v (T =7 y(t)y T :

where y*(t) denotes the complex conjugate of the received signal, and 7 is the time lag.
In the statistical description of random processes, the second order moment describes
the random fluctuations of a signal. Since the variance may characterize the random
fluctuations around the mean value, the fluctuations of the ACEs are identified by their
mean and variance as mentioned in [94]. The measure of the fluctuations in terms of

the second order moment of the ACE is given by:

or,(T) = (IRy(T)*) (3.138)
or approximately,
A 1 M-1 . )
PR, (T) = M Y. IRy ()] (3.139)
m=0

where <. > in Equation (3.139) represents the averaging operator. If the signal and

noise are considered uncorrelated then we get:
Ry(7) =~ Rs(7) + Ru(7) (3.140)

where Rs(7) and Ry (7T) are the autocorrelation of the noise-free signal and the noise at
the CR receiver, respectively. In this case, we can define the underlying fluctuations of
the ACEs of the received signal according to equation (3.140) by:

Pr, (1) = ps(T) + Pu(T) (3.141)
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3.5.1 Fluctuations Smoothing by The Total Variation Denoising Based

on The Majorization-Minimization Algorithm:

In general, the variational calculus is employed to find local extrema in a functional
by solving differential equations. Signal denoising is one of its essential applications.
An important aspect of signal denoising is to preserve signal features, and also identify
signal trends. An approach for the signal denoising by variational calculus is the Total
Variation Denoising (TVD), through which the output is obtained by minimizing a
particular cost function [119]. Unlike conventional filtering, the TVD is defined in terms
of an optimization problem. To formulate our smoothing problem, we should illustrate

first the following notations:
— The L—point signal g5 is represented by the vector:
ps = [05(0),--,ps(L —1)]" (3.142)

— The /1 norm of the vector d, which represents the discrete notations of the con-

tinuous variable ¢, is given by:
1]l =)_14(1)] (3.143)
4

— The ¢, norm of the vector d is given by:

[d]|2 = (3.144)

— The diagonal matrix D is given by:

1 0 0 O
-1 1 0 0
D =
1 0
0 -1 1

by which the first-order difference of a L—point signal g is denoted by: Dp
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— The measurement of the total variation of a L—point signal g, is given by [120]:

TV(pS) = Z |ﬁ5(l) - pS(l - 1)| = ||Dps||1 (3.145)

— The optimization problem, defining the smoothing of the ACEs fluctuations, is
given by:

ps(l) = arg min {E(0s(1)} (3.146)

where F(.) is the functional to be minimized in order to find the desired estimate.

This functional can be defined in terms of mean squared error, such as [120]:

F(ps(1) =5 2 10o(D) = ps(DP + &, TV (ps) (3.147)

where L is the maximum time lag at which the ACEs fluctuations function is
evaluated, p,(I) denotes the observed fluctuations, for the case of uncorrelated
signal and noise, that is given by:

0o(T) = Ps(T) + Pu(T) (3.148)

and «, > 0 represents the regularization parameter that controls the smoothing
degree. An appropriate value of a, can be found heuristically.

In order to solve the minimization problem defined in equation (3.146), various al-

gorithms can be employed, such as the TVD clipping algorithm [121]. However, the

appropriate choice of an algorithm depends on the desired accuracy level and the con-

vergence rate. For example, the Majorization-Minimization (MM) algorithm is applied

to solve the TVD problem, which provides a significant accuracy on the expenses of

the convergence time. The MM algorithm solves the minimization problem using a se-

quence of functions, called majorizer functions, that are easier to solve than the original

cost function. To use the MM algorithm and reduce the computation burden, one must

choose carefully an optimization function denoted by G(gs) to approximate F(gds). To

choose G(.), the MM approach requires that:

1. G(gs) is a majorizer of F(gs):
G(gs) = F(p), ¥ps(1).
2. The majorizer coincides with the F(.) at each iteration, i: G;(ps(I)) = F(ps(1)).
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3. G(Ps) must be a convex function, so that the MM algorithm obtains the solution

at each i!" iteration by minimizing the majorizer function.

3.5.2 Application of the Proposed Smoothing Process to the Case of
Detecting a DS-SS Signal:

To anticipate a constructive example for showing the applicability of the proposed
smoothing process to our detection problem, consider the case of a passband DS-SS
signal, s(t), occupying a wideband of interest with the autocorrelation function given
by [105]:

AZ
Rs(T) = TRd( )Ry (T)cos(27f.T) (3.149)
where R;(7) and Ry (7) are the autocorrelation of the data and spreading waveform,

respectively, and they are given by [105]:

T 1—|t
Ralt) = A1) = 11"
Ry(r) = — — 4 Netl g A(—T_iNsTC) o0
P NN =TT

where Ty is the symbol duration, T, is the chip duration and A(.) is the triangular
function; N; = 2" — 1 is the length of the m-sequence pseudo random spreading code;
ms is the degree of a chosen primitive polynomial. Based on the baseband version of

equation (3.149), we can express the ACEs fluctuation function of s(t) by:

~ 0y Z A< leTC) (3.151)

i=—o0 Te

in which ps(7) viewed as a periodic triangular wave form with peak values p;,. Accord-
ing to equation (3.151), a convenient majorizer function, G;(0s(1)) = gmum(t), at the it
iteration for one period of p(7) is given by:

gmm(t) = cpm — bumt® (3.152)
From the MM algorithm, gaspm(t) must satisfy:

g(t)mm = fmm(t), vt (3.153)
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where fym(t) is the original cost function. Equivalently, if we set p, = 1, then we

should have:
1—t

T

In this case, we need to evaluate the constants ¢y and by to validate that the chosen

CMM — bMMt2 > NE>0 (3.154)

function in equation (3.152) is a majorizer. The mathematical analysis to find cpp and

bym yields the following:

R S S 7]
T 2T H] TMMT T,

(3.155)

(See Appendix B for the proof). Clearly, an upper bound of one period of fam(t) is
given by gy (), then by substituting cpar and bagy in equation (3.154), we get:

1-2t  # S 11
2TC 2TCtl - TC

,VtER (3.156)

To obtain the required cost function, we use d(!) for the discrete notation instead of ¢,

and then by summing over [, we obtain:

i(l—zui(m () )zil"d(”' 15)

By using vector notations, we can rewrite equation (3.157) in a compact form as:

N. 1 7.
(-5 -l - ja"a;'a) = ~|jal, 6.158)
where A; = diag (|d;(1)|) denotes a diagonal matrix. Recalling the definition of the TVD
in equation (3.145), then by replacing d with Dp, in equation (3.158), multiplying it by
the regularity parameter a,, and adding the error data term e,(I) = 3||0,(I) — p(1)||3 to
its both sides, then we get:

o, N, . oy e a A
(1) = 2% — wIDp (DIl — S pIDTATDp, = e, (1) ~ s IDp,|[1 (3.159)

Clearly, the majorizer of the cost function is given by:

. oy N, . X . T
Gi(ps) =er(I) = == — a||Dp ()] |1 — b D' A7 Dp, (3.160)
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Using equation (3.160), we seek to obtain the update equation (gs);.1 as follows:

— Set the iteration index i to 0 and initialize (s )o.
— Set (fs);+1 as a minimizer of G;(fs) such that:

(0s)iv1 =arg rr;in Gi(ps) (3.161)

— Seti =1+ 1and go to step 2.

Accordingly, by differentiating equation (3.160) and equating the results to zero, it
yields:
(s)iv1 = (I+U) " p(1) (3.162)

where I is the identity matrix, and U is defined by:
U=aD"A;'D (3.163)

In Figure 3.20, we illustrate the effect of applying the smoothing process for the case of
a DS-SS signal at SNR of -10 dB.

The operating specifications are based on the IEEE802.11a standards that uses DS-
SS signal with 5 GHz as the operating frequency and 54 Mbps for the data rate [105].
It is important to clarify that despite the effective results provided by the proposed
smoothing process on the estimated PSDs, there is an 8% estimation error in the oper-
ating frequency. For this reason, it is essential that the PU detector operates indepen-
dently on the operating frequency value. Taking into account that random ACEs fluc-
tuations of the DS-SS signal and that of the AWGN are distinguishable, the smoothed
PB-ACD exploits the advantage of denoising the fluctuations of the ACEs by the TVD-
MM algorithm. The calculation of the ACEs fluctuations involves dividing the time
domain signal into M segments. By respecting Nyquist’s rate f,,, the estimated PSD
maintains the exact frequency information as shown in Figure 3.21. However, in case
of oversampling the signal, the estimated PSD experiences a minor loss of frequency
localization [122].

As the number of samples increases within each signal segment, in case of oversam-
pling, the summation of the segmented autocorrelation will smooth out the signals de-
tails. Therefore, the maxima presented in the sum will be more smoothed resulting in
minor frequency shift in the estimated PSD. Also, as the oversampling increases above
double the Nyquist’s rate, a substantial loss of frequency localization occurs.
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Figure 3.20 — The effect of applying the smoothing process on the estimated PSD
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Figure 3.21 — The estimated PSD after applying the TVD-MM algorithm to the fluctua-
tions of the ACEs of the received signal; the signal is sampled at Nyquist’s rate

Despite the fact that oversampling a time domain signal is supposed to improve the
process of estimating the autocorrelation, it is shown in [122] that oversampling short
data sequences at Nyquist’s rate increases the variance of the autocorrelation estimate

such that the mean-squared error of the estimate increases.

On the other hand, it is sufficient to sample at the Nyquist’s rate for long data se-
quences (i.e., as in our presented case) such that the variance of the autocorrelation
estimate attains its minimum value. To demonstrate the effect of varying the sampling
rate in calculating the ACEs, Figures 3.20-a, 3.20-b, and 3.20-c show the original, the
noisy PSD of the PU signal and the estimated PSD after applying the smoothing pro-
cess, respectively.

When the signal is sampled at the Nyquist’s rate, no loss of frequency localization
is encountered as shown in Figure 3.21. The TVD employs the regularity parameter,
«y, to control the degree of smoothing. Increasing a, gives more weight to the term
that measures the fluctuations of the signal. In this case, choosing small values for

the regularity parameter translates into reduced spectral fluctuations but may affect
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the level of the exact spectral boundaries. Therefore, before choosing the regularity
parameter, we have to be aware of the required detection accuracy level to avoid over-
smoothing the analyzed signal and hence increasing the misdetection probability.

3.6 Numerical Results and Discussions

In order to prove the efficacy of the autocepstrum detector, we evaluate the detec-
tion performance as compared to different state-of-the-art techniques. The simulations
are averaged over 3000 realizations with an observation interval of 0.7 sec and the chip
duration is 1.54 usec. In the simulations, we employed a Boolean parameter ®, which
is uniformly distributed and takes randomly a value of 0 or 1 in order to include the
presence or absence of a DS-SS PU signal. The used spreading code is based on a prim-
itive polynomial defining the m-sequence code in the form of x® + x + 1 [113]. The
length of the spreading code is 63 sample to generate a long PN sequence, and the
PN sequence length of the analyzed signal is 4410 sample. The modulation type is the
passband BPSK modulation scheme with a carrier frequency of 5 GHz, and a sampling
frequency fs of 30 GHz.

The Detection Probability of a DS-SS PU Signal
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Figure 3.22 — Performance evaluation of the PB-ACD as compared to ED for fixed Pry
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The performance of the proposed autocepstrum detector is measured in terms of
the detection probability which is evaluated from -15 dB to 10 dB. The required noise
statistics are evaluated through histogram estimation. All simulations are carried on
under the CLT assumption. It can be seen from Figure 3.22 that the proposed detector
outperforms energy detection at low SNR although there is no noise uncertainty that
is assumed. It means that the PB-ACD can detect a signal hidden in noise by -15 dB
with probability of approximately 0.1 for Pry = 0.01. Further, at the same SNR and for
Pry = 0.05, PB-ACD gives 0.5 detection probability which is approximately double the
ED’s detection performance.

Also, to elaborate more on higher-order and advanced modulations, Figure 3.23
shows a comparison of the detection performance of the PB-ACD technique with ED
for detecting 16-QAM and 64-QAM PU signals. In wireless communication, the 64-
QAM modulation scheme is used in 4G systems in the uplink and provides the most
benefit in small cell environments under good uplink conditions. Moreover, we simu-
lated the PB-ACD technique, as shown in Figure 3.24, to test its detection performance
for detecting OFDM PU signals and compare them with ED and the EVD. The simula-
tions are conducted for 2000 Monte Carlo iterations. In simulating OFDM modulated
signals, we considered the parameters defined in the IEEE802.11 specifications [85].
The number of total subcarriers (i.e., FFT size) is 64, for 48 data subcarriers and 4 pi-
lot subcarriers. The FFT duration is 3.2 usec, the number of symbols is 10, and the
OFDM bandwidth is 20 MHz. In Figure 3.24, the OFDM PU signal can be detected
by the PB-ACD technique by over about 40% than ED and EVD at -15 dB. In section
3.5, we proposed a solution for improving the detection performance of the PB-ACD
technique for detecting noise-like signals through a smoothing process. Indeed, the de-
tection of low-power signals in CR is a spectrum sensing challenge, especially when
the CR receiver has no knowledge of the specifications of the noise-like signal. Further,
we have discussed the capability of the PB-ACD technique for detecting a DS-SS sig-
nal under the AWGN channel in case of the SBSA. Hereinafter, we aim to evaluate the
performance of the smoothed PB-ACD in terms of the detection probability for DS-SS
and an IR-UWB signals.

To provide more improvement over the ED technique, we applied the proposed
smoothed PB-ACD technique and compare it with different state-of-the-art spectrum
sensing techniques, such as the EVD, and the MFD. The detection probability is evalu-

ated as shown in Figure 3.25.
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The Detection Probability of a QAM PU Signal
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Figure 3.23 — Detection probability of the PB-ACD as compared to ED for 64-QAM PU
signal

Also, from Figure 3.25, the detection performance of the PB-ACD technique out-
performed the ED and EVD techniques in the SNR range [-15, -6] dB. For the EVD
technique, the detection performance is based on evaluating the eigenvalues of the
covariance matrix of the received signal.

The inherited correlation between signal samples can be reflected on the eigenval-
ues of the covariance matrix which can be used to formulate the detection test statistic.
Deciding on the presence or absence of the PU signal depends on a specific choice of
the EVD techniques which comprise the EME, the ME, and the MME techniques. For
comparison, we employed the EME detection technique. If the noise variance is ex-
actly known, such that the noise uncertainty is zero, the Energy Detection technique
is optimal and outperforms the EME technique. On the other hand, the MME tech-
nique becomes superior to the ED for longer collected signal samples [62]. Despite the
fact that the EVD technique does not require any knowledge on the transmitted signal
characteristics neither on the noise variance, its high computational complexity due to
the high data processing is the main drawback.

For the MFD, its drawbacks are related to the perfect knowledge of the PU signal
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The Detection Probability of an OFDM PU Signal
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Figure 3.24 — Detection probability of the PB-ACD as compared to ED for an OFDM
PU signal in AWGN channel

and the noise variance. In [123], the detection threshold of the suggested MFD is given
as a function of SNR so at low SNR, the value of the detection threshold becomes
higher such that the detection performance deteriorates. In Figure 3.25, the matched
tilter detector has the highest detection probability among the energy Detector and the
eigenvalue-based detector at SNR of -15 dB, whereas the PB-ACD technique is higher
in detection probability by 30% than the matched filter detector. However, as the SNR
slightly increases to -12 dB, the PB-ACD and the MFD techniques performs similarly.
By applying the smoothing process to the PB-ACD, the detection results increased by
40%.

The detection results illustrate the efficacy of the PB-ACD technique to be the less
likely to miss-detect the presence of a DS-SS PU signal among the considered state-of-
the-art techniques. For the IR-UWB signal, we used a Gaussian monocycle waveform
to generate the transmitted pulses along with the passband BPSK modulation scheme.
The impulse duration is 0.5 nsec, and the carrier frequency is 6 GHz. Our choice of the

IR-UWB signal is due to its very low power level.

The number of segments used to calculate the autocorrelation estimates in 630 seg-
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Figure 3.25 — The detection probability of the PB-ACD as compared to the smoothed
PB-ACD and different state-of-the-art techniques for detection a DS-SS signal;, PB-
ACDg denotes the smoothed PB-ACD technique

ments, the regularity parameter «, for the TVD-MM algorithm is set to 0.01 and the
number of iterations is 10. In Figure 3.26, the PB-ACD outperforms the three consid-
ered state-of-the-art techniques over the SNR [-15,-9] dB. At -8 dB, the PB-ACD and the
Matched filter techniques have the same detection probability. Over about -8 dB, the
Matched Filter Detector gives the highest detection performance than the PB-ACD and
the considered state-of-the-art techniques. To provide more improvement, we applied
the smoothed PB-ACD. As shown in Figure 3.26, the smoothed PB-ACD technique is
able to detect the presence of the IR-UWB signal by approximately 40% detection prob-
ability as opposed to the PB-ACD technique. In other words, it gives the lowest mis-
detection probability at low SNR values as opposed to the other considered detection
techniques. Moreover, we extend our evaluation to test the detection capability of the
APB-ACD technique to detect FH-SS and chirp/FSK signals as shown in Figures 3.27
and 3.28, respectively. The SFH-SS signal demonstrated in Figure 3.13 is employed for
detection using the APB-ACD technique. The average of the autocepstral peaks per-
forms as a significant indicator for the presence of the SFH-SS signal in the AWGN. For
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Pry = 0.02, the probability of detection of the APB-ACD technique is evaluated and
compared to that of the MME, ME, and ED techniques for the sample size of 1000 sam-
ples, a 2000 Monte Carlo realizations, and a smoothing factor of the sample covariance

matrix of 8 samples, as employed in [62], to reduce the calculation complexity.

The Detection Probability of an IR-UWB PU Signal
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Figure 3.26 — The detection probability of the PB-ACD as compared to the smoothed
PB-ACD and different state-of-the-art techniques for detection an IR-UWB signal; PB-
ACD; denotes the smoothed PB-ACD technique

Since the concept of the autocepstrum lies in measuring the cepstral correlation of
the received signal, we find that at a low SNR value, the autocepstral peak that is only
present at the zeroth quefrency value is not sufficiently strong to diminish the strength
of the autocepstral peaks of the SFH-SS signal. This property occurs as a superior de-
tection performance of the APB-ACD technique at -20 dB than the MME, ME, and the
ED techniques. However, as the SNR increases, the detection behavior of the APB-ACD
technique increases slower than that of the MME, ME, and the ED techniques. This is
due to the influence of the autoceptral peak of the AWGN that is accounted in eval-
uating the average of the autocesptrum peaks. Despite the superior performance of
the APB-ACD technique at -20 dB, its slow detection behavior makes its performance

approaches as the EVD technique. The rationale of this result is that the low level au-
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tocepstral peaks of the FH-SS signal are not being sufficiently enhanced as the SNR

increases.
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Figure 3.27 — The detection probability of the APB-ACD as compared to ED and EVD
techniques to detect SFH-SS PU signal

In Figure 3.28, we evaluate the APB-ACD technique for detecting the chirp/FSK
signal that is employed in the example given in Figure 3.17. The detection results are
averaged over 2000 Monte Carlo realizations for a signal size of 1000 samples. For
comparison, we simulate the ED technique with or without noise uncertainty. At noise
uncertainty case, the threshold is always set based on the assumed/estimated noise
power, while the real noise power is varying in each Monte Carlo realization.

In Figure 3.28 As the SNR increases, the APB-ACD technique outperforms the ME
technique. We notice that in the chirp/FSK signal, the frequency variation reflects a
correlation in the autocesptrum that is more strong than the correlation inhibited in
evaluating the EVD techniques. One possible solution for enhancing the cepstral peaks
for PU signals to improve the detection results of the APB-ACD technique is proposed
in chapter 5 by introducing the Cepstral Covariance Detection (CCD) technique. The
algorithms to compute the MME, and the EME techniques are given in Appendix B.

To address the trade-off problem between the computational complexity of the de-

tection algorithms and the detection accuracy, we find that the computational complex-
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The Detection Probability of a Chirp/FSK Signal
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Figure 3.28 — The detection probability of the APB-ACD as compared to ED and EVD
techniques to detect a chirp/FSK PU signal

ity of the EVD techniques comes from the computation of the covariance matrix and
the eigenvalue decomposition of the covariance matrix. To evaluate the covariance ma-
trix, Ls N multiplications and Ls(N — 1) additions are needed, where N is the length of
the received signal and Ls denotes the smoothing factor to calculate the sample eigen-
values. To evaluate the eigenvalues, generally, O(L?) multiplications and additions are
needed. On the other hand, the energy detection technique requires N multiplications
and N — 1 additions. In calculating the proposed PB-ACD technique, the autocorrela-
tion process requires O(N?) operations, the FFT and IFFT requires O(N,log N) opera-
tions, and the natural logarithm using the arithmetic geometric mean method requires
over about O(NlogN). We find that the energy detection technique has the lowest
computational complexity whereas the EVD and the PB-ACD techniques have approx-

imate computational complexity.
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3.7 Summary

In this chapter, we show that cepstral signal processing can be significant in CR
for detecting DS-SS PU signal by employing the autocepstrum concept for the SBSA
model. We offer a solution for the hidden spread spectrum PU problem that causes
misdetection due to the nature of the PU signal. We formulate a spectrum sensing al-
gorithm that is based on an autocepstral peak appearing at a quefrency value equals
to the carrier signal duration. On the other hand, the fact that zero autocepstral peaks
appearing at the same quefrency value for the AWGN case enables a CR receiver to
differentiate between noise-like PU signal and thermal noise. Further, we derive ex-
pression for the probability distribution of the autocepstrum of the received signal un-
der the null hypothesis. Also, we present an analytical framework for evaluating the
mean and variance of the detection test statistic, and we formulate an expression for
the detection threshold in case of having cepstral coefficients that follow log —x?2 dis-
tribution. For performance evaluation, the proposed detector is compared to different
state-of-the-art techniques and shows better performance than ED in low SNR envi-
ronment. A mathematical analysis for the autocepstrum approach for the FH-SS and
C-SS signals is carried out. The sensing-throughput-threshold trade-off of the PB-ACD

technique is analytically discussed.

Through the PB-ACD technique, the detection process merely depends on identi-
tying a significant peak in the cepstral domain at the reciprocal of center frequency of
the target spectral band. However, in a low SNR environment (e.g., -15 dB) in which
high noisy fluctuations are experienced, identifying this major peak will be a difficult
task. For this purpose, we introduce an improved version of the PB-ACD technique
by providing a smoothing process. We formulate a novel signal smoothing technique
that involves the use of the TVD approach through the MM algorithm. We start by
evaluating the fluctuations of the ACEs of the received noise-like signal (i.e., spread
spectrum signal) to which we apply the TVD-MM algorithm, and then estimating the
smoothed spectrum before applying the PB-ACD approach. Since we assume working
in a non-cooperative detection environment, and knowing that most of the denoising
techniques depend on some knowledge provided of the received signal, noise statis-
tics, and channel information, we apply the TVD-MM algorithm in semi-blind theme
without a prior knowledge of the nature of the noise-like signal. Precisely, we utilize
the fact that the fluctuations of the autocorrelation estimators of the received SS signal
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and that of the AWGN are distinguishable [94], the TVD-MM algorithm is applied on
the ACEs of the received CR signal utilizing this discriminating feature. The purpose
of applying the smoothing process is to reduce possible false alarms. For the case of
multiband spectrum access model, we introduce in chapter 4 a wideband spectrum

sensing technique by employing CR approaches.
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CHAPTER 4

WIDEBAND SPECTRUM SENSING
TECHNIQUE BY CEPSTRAL ANALYSIS
APPROACHES

4,1 Introduction

The process of sensing a wide radio spectrum is performed through two phases,
namely: the edge detection phase, and the PU detection phase. Through the edge de-
tection phase, the wideband of interest is analyzed to identify the subbands spectral
boundaries, which are characterized by irregularities appearing in the spectrum. For
instance, The Wavelet-Based Detection (WBD) approaches employ Wavelet Transform
(WT) as a powerful mathematical tool for singularities detection [124]. These singu-
larities, which represent irregular signal structures, define the subband edges (i.e.,
boundaries). As for the PU detection phase, one of the conventional NarrowBand
Spectrum Sensing (NBSS) techniques can be utilized, such as Energy Detection (ED),
Matched-Filter Detection (MFD), Cyclostationary feature detection (CFD), and Com-
pressive Spectrum Sensing (CSS) [9]. In general, there are two main methods to apply
NBSS: sequentially, or through parallel sensing. In the sequential sensing method, a
narrowband detector senses multiple bands in a serial manner. The major disadvan-
tage of employing sequential sensing is the slow processing time, and also the require-
ment of retuning the used filters and oscillators. While the theme of the parallel sensing
method assures a better processing time, the increased complexity of the CR receiver
architecture becomes a drawback. This increased complexity is due to the integrated
multiple narrowband detectors at the CR receiver.

Since possible errors in the edge detection results consequently affect the perfor-
mance of the PU detection phase, the crucial challenge in applying the WideBand
Spectrum Sensing (WBSS) techniques is the devised edge detection algorithm. In other
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words, false alarms can be generated due to the presence of spurious edges caused by
noisy spectral variations. Moreover, errors in estimating the location of an exact spec-
tral boundary may lead to the misdetection problem. Thus, the promising accuracy of
the chosen edge detection approach is vital to assure the overall efficiency of the WBSS
process. Clearly, further advancements in wideband sensing are required to provide a
high detection robustness against noisy spectral variations with offered low complex-
ity. Therefore, we should highlight the trade-off between the detection accuracy, and
the computational burden or the offered hardware complexity. For example, despite
the fact that the wavelet-based detector provides a reliable detection accuracy in an
Additive White Gaussian Noise (AWGN) channel on the one hand, but on the other
hand its hardware and computational complexities are significant. This is because a
wavelet-based detector is basically implemented as a bank of multiresolution filters; So
for better detection results, the signal analysis is carried out through all dyadic scales
which increases the computational cost.

Moreover, the CS exploits the signal sparsity in the frequency domain knowing that
a scarce or underutilized spectrum is sparse. This sparsity invokes a few number of
measurements to be used, hence a performance degradation is expected due to the re-
duced Signal-to-Noise Ratio (SNR) despite the hardware simplicity of the CS detector.
Motivated by these insights, in this chapter, we present a novel WBSS technique that is
based on the Cepstral Analysis (CA) in the context of CR. We introduce an edge detec-
tion algorithm based on calculating the Differential Log-Spectral Density (DLSD) of the
received wideband signal. This is to identify the spectral boundaries and characterize
the number of occupied subbands. In order not to confuse the readers, evaluating the
DLSD is slightly different than the conventional differential cepstrum. For a given sig-
nal, the DLSD evaluates the derivative of the natural logarithm of the signal’s Power
Spectral Density (PSD), whereas the differential cepstrum calculates the derivative of
a signal’s Fourier Transform (FT). A mathematical framework of the proposed edge
detection algorithm is analytically illustrated to show the effect of the noisy spectral
fluctuations on the resultant spectral boundaries. The proposed algorithm is compared
to different wavelet-based edge detection algorithms at different noise power levels to
validate its efficacy.

In the literature, the CA has a strong impact on several applications comprising au-
dio and speech processing, as well as mechanical systems. It is also employed in the

tields of signal classification or feature detection. Thus, the CA approach is used to
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identify certain features hidden in a signal that can be revealed in the cepstral domain.
According to the variants of the CA approach, a certain CA variant is chosen in order
to fit a specific application. That is why a researcher must be aware of the problem un-
der analysis, and whether employing the CA approach will unleash significant details

about the signal in the logarithmic domain.

By completing the edge detection phase, we eventually obtain the required infor-
mation about the spectral boundaries of the sensed wide spectrum. Afterwards, we
proceed to identify the presence of possible PUs in the sensed frequency bands. The ED
technique is a versatile NBSS technique that does not require a prior information about
the PU signal. However, its susceptibility to noise variations results in a poor perfor-
mance in low SNR environments [31]. Employing the ED technique for detecting a PU
signal assumes that the frequency band of interest is exactly defined and recognized
by its spectral boundaries. However, in WBSS, the performance of ED deteriorates.
Since the PSD level within a certain subband is evaluated by the integration of the PSD
over certain frequency bands, it should take into account the PSD level within the es-
timated frequency boundaries which are subjected to possible errors. Also, in the case
of practical blunt spectrum shapes, the PSD leakage related to the PU signal outside
the spectral boundaries will not be considered in the energy calculation [125]. Thus,
this may cause the misdetection of a PU. To overcome these drawbacks, the Broadened
Energy Detection (BED) and the Weighted Energy Detection (WED) are suggested in
[125]. However, the increased resulting complexity is pushing ED to lose its simplicity

property amongst different semi-blind NBSS techniques.
Although the PB-ACD technique has shown its efficacy in detecting a DS-SS PU

signal in [126], with an exact knowledge of the subbands center frequencies, its per-
formance deteriorates when applied in the MBSA scenario due to the potential errors
in estimating the subbands center frequencies. These errors may result in the misde-
tection and false-alarm problems. As a solution, we introduce the BaseBand AutoCep-
strum Detector (BB-ACD) that exploits the periodicity feature that can be revealed of
the baseband digital signals in the cepstral domain. Accordingly, we propose a non-
coherent detection of the received signal via a circular topological filter, which consists
of Hilbert Filtering (HF) and a Square-Law Device (SLD). This is to extract the base-
band version of a signal before evaluating the power cepstrum of the received signal,
so that the detection process does not depend on the exact knowledge of the center

frequency of a specific subband. In this chapter, A novel edge detection algorithm is
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introduced by the DLSD approach to identify the spectral boundaries of the subbands
comprising the target wideband spectrum. A mathematical framework of the DLSD
approach is illustrated in low, medium, and high SNR environments. An analytical
expression of the detection threshold characterizing the proposed DLSD detector is
derived under AWGN channels. The BB-ACD technique is formulated for detecting
noise-like signals under the subband center frequency uncertainty problem. A math-
ematical analysis of the detection threshold is presented according to the statistical
distribution of the devised detection test statistic. Through simulations, we provided
comparisons of the BB-ACD technique with the PB-ACD technique to show the efficacy
of the proposed technique when the problem of center frequency errors is encountered.
This chapter is organized as follows: section 4.2 gives a brief state-of-the-art on
edge detection, and also summarizes the advantages and critics of the wavelet-based
edge detection techniques. Section 4.3 states the mathematical foundation of the prob-
lem under investigation and describes the overall proposed system architecture. The
proposed edge detection and the CA-based PU detection techniques are introduced
in section 4.4, with the mathematical analysis of both techniques. In section 4.5, the
numerical results are illustrated, and the chapter summary is given in section 4.6.

4.2 Related Work

As it was previously mentioned, CA has been utilized differently in the field of sig-
nal detection. For example, it has been applied for echoes detection in seismic waves
[18]. Further, it has been used to estimate the multipath time delay as introduced in
[93], or for detecting audio watermarks [15]. In the contexts of spectrum sensing and
signal detection in CR, CA approaches have been rarely utilized. For instance, the au-
thors in [19] have employed CA techniques in waveform classification and for detect-
ing OFDM signals and also for estimating their parameters. Moreover, the authors of
[104] have introduced a WideBand Temporal Sensing (WBTS) approach based on a
cepstral envelope detector. Precisely, the involvement of the cepstrum-based spectrum
envelope detector is to adapt to dynamic changes that may occur in the configuration
of a PU channel. The rationale of this approach is to use a cepstral feature vector to
detect the changes in the spectrum envelope of a PU signal within a given frequency
band. Based on the recursive temporal spectrum sensing algorithm proposed in [127],
[128], the authors in [104] have proposed the use of cepstral analysis to monitor the
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change of the PU’s configuration instead of the conventional ED front end.

In the WBTS approach, a given frequency band is divided into narrowband chan-
nels of equal bandwidths. Every narrowband channel is then sensed individually using
a Hidden Markov Model (HMM)-based approach [129]. The employed HMM model
is trained by an observation sequence that consists of average received signal pow-
ers. The parameters of the trained HMM model is estimated by the Baum algorithm !
[130]. According to a modified correlation metric, the adjacent channels are aggregated
to form larger channels. After being conducted in a recursive manner, this process
eventually results in the identification of a set of PU channels with their HMM esti-
mated parameters. At the same time, a cepstrum-based envelope detector is applied
to monitor the transition of the PU channel to a different configuration. The spectrum
envelope detector is designed based on the HMM model in which the employed ob-
servation vector corresponds to the signal’s cepstrum. Our proposed cepstrum-based
WBSS approach differs from the WBTS approach such that it introduces the following:

— Identification of the number of occupied subbands in a target wide spectrum.
This is formulated as an edge detection problem and accomplished by develop-
ing the DLSD algorithm.

— Detection of noise-like PU signals such as spread spectrum signals. For this pur-
pose, we reviewed our proposed PB-ACD technique in chapter 3 which detects
the presence of a DS-SS signal by monitoring a major autocepstral peak. The
improved PB-ACD technique is proposed for improving the detection process
by providing a smoothing to the fluctuation so the ACEs.

— Detection of noise-like signals under the uncertainty problem of the subbands
center frequencies is accomplished by introducing the BB-ACD technique.

— To the best of our knowledge, the proposed WBSS approach is the first to con-
sider the use of the DLSD algorithm for edge detection in CR and also improved
PB-ACD technique for detecting noise-like PU signals. Also, exploiting the cep-
stral features of the baseband signals for PU detection when the uncertainty
problem of the subbands center frequencies is relatively novel.

In some approaches, the process of wideband spectrum sensing starts with detect-

ing the edges of the spectral boundaries. Many researches have presented the process

of edge detection as a peak detection problem. The notion of a peak depends on the

1. The Baum algorithm is a special case of the Expectation-Maximization (EM) algorithm that is used
to find the unknown parameters of an HMM.
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function representing the required set of peaks in a signal. A peak function is one that
characterizes a peak detector. It captures the spikiness of a significant feature in a sig-
nal, or generally, in a given time-series. Generally, there are some standard approaches

to detect peaks, such as:
i Fitting a smoothed time series to a known function (e.g., wavelet analysis).
ii Matching a known peak shape to a given time series.

iii Detection of zero-crossings in the differences between a specific points and its
neighbors (e.g., Hilbert Filtering) [131].

Amongst many peak detection approaches, the wavelet analysis approach is significant
in determining sharp variations appeared in a signal. So, in this section, we present a
brief overview of the wavelet-based detection techniques. Further, we illustrate the
applications of CA in CR and the importance of applying CA in the WBSS problem as
compared to the wavelet-based detection techniques.

Wavelet analysis is considered as an efficient mathematical tool to describe the ir-
regular structure in a signal by defining its singularities. Based on this concept, it has
been adopted to identify the boundaries of non-overlapping subbands in a wide spec-
trum so as to classify them into white, gray, or black spectral holes. In [132], Tian and
Giannakis introduced the use of Wavelet Transform Modulus Maxima (WTMM) ap-
proach to allocate wideband edges, and hence simultaneously identify all piece-wise
flat frequency bands. One major limitation of this approach is its sensitivity to noisy
fluctuations. Even by thresholding, all spurious components cannot be eliminated. Fur-
ther, the authors suggested the use of Wavelet Transform Multiscale Product (WTMP)
[133], to enhance the multiscale modulus coefficients while suppressing noise. How-
ever, this results in misdetecting an exact edge that is heavily corrupted with noise. On
the other hand, WIMP exploits the correlation provided to improve the detection per-
formance. The disadvantages of this approach are the loss of signals details, and losing
the property of the multiresolutional analysis to distinguish between narrowband and
wideband signals. To reduce this effect, the authors of [134] suggested the analysis of
small and large scales separately. As an alternative approach, Wavelet Transform Mul-
tiscale Sum (WTMS) was discussed in [134] for an information preservation as well as
avoiding attenuation that possibly occurs because of multiplication operations.

Despite the offered advantage of the WTMS over the WTMP, the dramatic increase
of the scales throughout the analysis causes edges localization loss. A solution of this

problem has been addressed in [135] by employing a non-orthogonal class of wavelet
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functions such as the Gaussian wavelet function. Moreover, Sahil et al. in [136] has
tested the work of Tian and Giannakis in a multipath fading channel, and they found
that a good performance is achievable in moderate fading, but it is dropped signifi-
cantly in deep fading channels. In [136], the authors suggested applying a logarithmic
scaling preceded by thresholding in order to enhance the small modulus maxima val-
ues at the exact edges. However, the computation burden becomes a consequence of
applying their proposed technique. Also, this enhancement affects negatively the spu-
rious edges by magnifying them. This increases false alarms at high noise variance. In
this sense, discrete wavelet transform based algorithm is suggested in [137] to alleviate
this problem. The discrete wavelet transform algorithm can perform edge detection
and denoising simultaneously providing reliable performance in high SNR scenarios.
In the case of low SNR scenarios, a moving averaging filtering strategy is adopted. As
a result, a better performance is achieved at lower scales, thus the computation time is
reduced on the expenses of the increased hardware complexity.

At the best of our knowledge, a WBSS approach based on CA been introduced
rarely in the literature. Since our goal is to identify the frequency locations of non-
overlapping spectrum bands and detect the presence of spectral holes, the adaptation
of CA for WBSS as opposed to the wavelet based approach is motivated by the follow-
ing insights:

— Using wavelet analysis to the intended spectrum depends on the applied wavelet
function, so the accuracy and the performance will also depend on the appro-
priate choice of the mother wavelet.

— The complexity of the wavelet approach offered, due to the consecutive scaling
and shifting operations, affects the sensing time.

— CA has the property of revealing hidden harmonics and periodic features of
analyzed signals.

— CA is lower in the implementation complexity as opposed to wavelet analysis.

4.3 Problem Formulation of Wideband Spectrum Sens-
ing
The main target of employing wideband sensing is to provide more spectral oppor-

tunities. It means that the SU must recognize precisely the number of subbands in the
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wide sensed spectrum before testing the occupancy of each one of them. To design the
wideband detector, we should take into account the problem of edge detection and the
identification of spectral holes. Further, there are some challenges, facing the design of
the wideband detector, that must be clarified. They are summarized as follows:

— The inspected subband may be licensed to certain wireless devices, such that
they consume small portion of the reserved bandwidth, yet the total bandwidth
might be considered occupied. In this case, the SU must be aware of the percent-
age of the spectral occupancy accurately to avoid interfering with the licensed
user, and to be able to configure properly its transmission to exploit the non-
utilized portion. This is illustrated in Figure 4.1.

— Subbands are assumed to be non-overlapping and have identical bandwidths;
and the occupied channels are uncorrelated, in contrast to systems such as WiLAN
and Broadcast TV in which subchannels are correlated.

— The detection of a PU, transmitting a wideband signal in a deep fading chan-
nel is challenging because without providing the CR systems with subchannels
correlation information, the SU may interfere with the PU when resuming its

transmission.

4.3.1 Phase I: Identification of Spectral Boundaries

In a cognitive communication network in which heterogeneous wireless devices are
supported, a CR user must be able to sense the wireless environment at a specific time
and place within a wide spectrum. In particular, the SU must acquire the knowledge of
the subchannel edges characterizing the spectral boundaries. Once the boundaries are
estimated, we can define their center frequencies, and eventually the PU occupancy
can be examined. In this context, we can formulate the problem statement for the edge
detection in WBSS as follows:

In order to detect a specific spectral hole in a predefined wide frequency band by a cog-
nitive radio receiver, we need to identify the parameters characterizing the wideband spectral
environment which are: the number of subbands Ns,;, their corresponding center frequencies
{fen W =1 gnd the spectral boundaries { f, } o1

ng=1 ng=1
Before representing our proposed solution to this problem, some basic assumptions
are drawn:

— The entire wide band under scrutiny is modeled as a train of consecutive fre-
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Intended Wideband
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Figure 4.1 — A general description of the wideband spectrum sensing problem

quency subbands, where the power spectral characteristic is analyzed under
two conditions:

i Piece-wise flat spectrum that exhibits a discontinuous change between adja-

cent subbands.

ii Blunt-shaped spectrum generated by a raised-cosine pulse shaping filter as

a practical example.

These changes are irregularities in the PSD. They carry key information on sub-
band locations.

— The wide spectrum of interest denoted by B is defined in the frequency range
[fo, fn,,,] provided that the spectral boundaries fy and fy,,, are known by the
CR system.

— The n" subband within B is defined by B, such that: f € By, : fu. 1 < f < fu. ,
and the frequency boundaries of the consecutive bands are denoted by fo- - - fn,,,,
where Ng,;, is the number of frequency bands within B.

135



Partie , Chapter 4 — Wideband Spectrum Sensing Technique By Cepstral Analysis Approaches

— The number of frequency bands is unknown to the CR as well as the frequency
boundaries.

— The ambient noise is assumed to be an additive white Gaussian noise, with zero
mean and two-sided PSD:

Sw(f) = % vf 4.1)

— We consider the case of a slotted medium access in the interweave CR system,
by which the SU performs a periodic sensing on segmented time frames.

— The effect of adjacent channel interference is neglected by assuming the n'* sub-

band PSD S, (f) = 0,Yf & [fu._1, fu.]-

Signal and Channel Models

Let us define the received wideband signal by the CR receiver by:

r(t) = s(t) + w(t)

Noup (4.2)
=) su(t) +w(t)

ng=1
where s(t) is the transmitted PU signal, w(t) is the AWGN signal, and s, (t) is the n‘"
signal occupying the n" subband, B,,, which is given by:

Sy (1) = 2, (£) * I (t) (4.3)

where x,(t) is the transmitted signal that is represented by a sequence of a digitally
modulated pulses in the n*" band. The channel impulse response between the PU and
the SU at the n'" subband is denoted by h,, whereas the symbol * denotes the convo-
lution product. In the case of a narrowband channel, we can rewrite equation (4.3) as:

Sn, (£) = an, i br p(t — kTs) exp(j27fe, t) (4.4)

k=—o00

where a,, represents the attenuation suffered by the transmitted signal in the n'"* sub-
band. Also, {b;} are the set of digital symbols, p(t) is the pulse shaping function,

fen, = % is the subband center frequency, and f,, is the /" frequency bound-
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ary. The PSD of the observed signal r(t) at the CR front-end can be written as:

Nsub

Si(f) = Z a,%s Sx(f) + Sw(f), f € [fo, Ny, (4.5)

ng=1

where a%s is the PSD level in the 15" band due to the channel attenuation, Sy (f) is the
PSD of transmitted digital signal, and S ( f) is the noise PSD.

4.3.2 Phase II: Primary User Detection

Following the edge detection phase, the WBSS problem requires the CR receiver to
solve Ng,;, binary hypothesis testing problems. For an independent subchannel occu-

pancy, the WBSS problem definition can be defined as:

w : Under H,"s

X+ wW : Under Hy'*

where r = [1'1,1'2,1'3, T rNsub]

at each subband, and Hy", H;" represents the ns!" null and alternative hypothesis,

denotes the received signal matrix, w is the noise vector

respectively. As seen from equation (4.6), the complexity of the detection problem in-
creases as the number of subchannels increases. The decision rule, represented by the

test statistic 7 [r,,,| and the detection threshold ., can be given by:

Hy"s
Tl 2 (4.7)
Hy's

It is important to indicate that the definition of the test statistic depends on the type
of the applied narrowband detector. Also, The formulation of the detection threshold
depends on the statistical distribution of the noise in the detector test statistic. In the

following sections, we illustrate the proposed approach in both phases.

4.4 TheProposed Wideband Spectrum Sensing Approach

In this work, we develop a complete framework of the WBSS approach based on the

CA of the received signal. In our investigation, we seek a reduced system complexity
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and a reliable detection accuracy in the edge detection and the PU detection phases.
The channel estimate at each subband can be provided by the pilot-insertion method
after being identified [13].

4.4.1 Identification of Spectral Boundaries By Cepstral Analysis

First, we introduce the Differential Log Spectral Density (DLSD) technique and
mathematically analyze the detection process in the case of high, medium, and low
SNR scenarios. The three SNR cases are considered for an example of a wideband
spectrum that consists of consecutive subbands, each one has a specific spectral den-
sity level. So, based on the average spectral density level, we vary the AWGN power
level, denoted by ¢2, to consider the three SNR cases. Precisely, for the case of having
the SNR < 0 dB (i.e., equivalently the noise power 02 > 20 dB), the considered wide-
band spectrum is analyzed in a low SNR environment. The sequence of operations of

the proposed CA-based WBSS approach is shown in Figure 4.2.

f ! n
Identification of ' Newp—1 Hy
Denoising by Spectral N ' {fn }niul Tlral %n $n
. TVD Boundaries by | EdgeDetector ==l py Detector =
: DLSD 1
S
1 1

Figure 4.2 — The sequence of operations of the proposed WBSS approach

Edge-Detection by The Differential Log-Spectral Density Algorithm

For a compact representation, the PSD of the received signal under Hy, defined in

equation (4.6), can be given by:

5:(f) = 5(f) + Su(f) (4.8)

where S(f) =Y S, (f) denotes the sum of PSDs of the signals occupying the sensed

ns=1

wide spectrum. To apply the DLSD algorithm, we perform the following;:

1. Evaluate the autocorrelation estimate of the received signal and then, its PSD.
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2. Evaluate the first derivative of the autocepstrum of the received signal in the

frequency domain.

For convenience, by applying the natural logarithm to equation (4.8), we obtain:

Z,(f) = log S:(f)

(4.9)
= log[Sw(f)] + log[yo(f) +1]

where vo(f) = % defines the relative PSD variations of the transmitted wideband
signal to the noise. The 1" spectral peak identifying the 1" subband boundary is
located at:

fue=arg {| D(f)I}, fu. € [f1, fNyy-1] (4.10)

where arg(.) defines the argument of a function within the round parenthesis, and
D(f) = %Zr (f) represents the DLSD function. Accordingly, we need to analyze Z,(f)
in case of a medium-to-high SNR environment as well as a low SNR environment.
Since the PSD level of the noise is assumed to be constant, getting its natural log-
arithm decreases the PSD value. Therefore, the value Z,(f) = log[Sw(f)] is much
lower than log[vyo(f) + 1]. By taking the derivative of Z,(f), we can consider that
Dy(f) = %log [Sw(f)] =~ 0, then we obtain:

b4
1+ v0(f) df

substituting equation (4.8) in equation (4.11), we get:

D(f) = %logmu) +1)= 0(f) @11)

Niup
DU = 5773 L $u(f) @12)

T 5a() 2 ap

According to equation (4.12), and for the case of a medium-to-high SNR, the relative
PSD variations is assumed o (f) >> 1, then equation (4.12) can be reduced to:

1 d
D(f)%Tf)ES(f) (4.13)
whereas for the low SNR case, 7o(f) << 1, then we obtain:
2 d
D(f) =~ ﬁoﬁs(f) (4.14)
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To clarify the concept, Figure 4.3 shows the low PSD level of the AWGN after apply-
ing the DLSD technique and justifies the approximation applied in equation (4.11). Fig-
ure 4.4 gives another example of the wideband spectrum scenario that consists a group
of consecutive flat piece-wise subbchannels. In that example, the wideband spectrum
is ranging from 50 to 250 GHz, such that each subband has a specific spectral density
level within its corresponding bandwidth. Also, in Table 4.1 indicates the SNR values
for each subband with respect to the noise variance.

PSD of The AWGN

mwwmw«ww» g

110

5,0

(=)
o

0 25 3
Frequency 10!
The Log Spectral Densnty of The AWGN
47
N 4.6 *{ lﬂMI\NM“%Y}W‘W‘WNMW N A}m‘%‘*ﬂ““m*m‘%m*m
4.5
0 3

Frequency w10
5 2] o't The leferentl al Log Spectral Density ofThe AWGN

Frequency

Figure 4.3 — Illustration of the effect of applying the DLSD to the AWGN spectrum

The effect of applying the proposed DLSD technique for the case of low, medium or
high noise power with respect to the average PSD level of the consecutive subbands is
illustrated in Figure 4.5, 4.6, and 4.7. For the case of low and medium noise variances
(precisely, 02 = 14.7 dB and ¢2 = 20 dB), the spectral boundaries are clearly distin-
guishable from the noisy edges. When the noisy spectral variations are high, as shown
in Figure 4.7, the actual spectral boundaries are hardly being differentiated from the
spurious edges and may result in detection errors.
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Figure 4.4 — An example of a wideband spectrum that consists of consecutive subbands

Table 4.1 — The SNR specifications per subband of an example of a wideband spectrum

High Medium | Low
Band PSD
Band SNR SNR SNR
Range | Level
Order 02 =147 | 02 =20 |02 =24
(GHz) | (dB/Hz)
(dB) (dB) (dB)
1 50-120 21 6.3 1 -3
2 120-170 |  20.4 5.7 0.4 -3.6
3 170-200 | 21.1 6.4 1.1 -2.9
4 200-220 20 53 0 -4
5 220-225 | 213 6.6 1.3 -2.7
6 225-250 20 53 0 -4

141



Partie , Chapter 4 — Wideband Spectrum Sensing Technique By Cepstral Analysis Approaches

Origional Received Signal PSD for r:ri‘ =14.7 dB
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Figure 4.5 — The spectral edges when applying the proposed DLSD algorithm for the
high SNR case (the average SNR is 5.9 dB for ¢ = 14.7 dB)

To solve the high noisy spectral peaks, we employed the TVD-MM algorithm to
reduce the noisy spectral fluctuation before applying the DLSD algorithm. Indeed, we
notice that if the average SNR < 0 dB (¢2, > 20 dB), the spectral edges of the subbands
can be well identified when the DLSD technique is applied in conjunction to denoising
as shown in Figure 4.8.

In fact, the performance of the TVD-MM algorithm is affected by the choice of the
regularity parameter as well as the number of iterations taken by the MM algorithm
to converge. According to our assumptions on the wideband spectrum scenario, it be-
comes adequate to apply the TVD-MM algorithm over about 10 iterations to reduce the
spurious edges and to significantly identify the spectral boundaries if 02 > 20 dB (i.e.,
the average SNR < 0 dB). In this case, the elapsed time measured for 10 iterations was
0.357 sec on a Intel(R) Core(TM) i7-8550U processor (1.8 GHz), with a R2018a MAT-
LAB program. However, the elapsed time measured for employing the WIMM edge
detection algorithm under the same simulation conditions was 7 sec.
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Figure 4.6 — The spectral edges when applying the proposed DLSD algorithm for the
medium SNR case (the average SNR is 0.6 dB for ¢2, = 20 dB)

Thus, in accordance to our application and the stated wideband criterion, the pro-
cessing time of the DLSD after applying the denoising technique is much lower than
that of the WTMM algorithm. The results of 1000 Monte Carlo simulations for the pro-
posed DLSD algorithm are shown in section 4.5 to justify our argument.

Noise Characteristic in The DLSD Technique

In our cepstrum-based edge detection approach, differential cepstral peaks may
arise not only due to the exact spectral edges but also due spurious edges generated
from AWGN, impulsive noise, or very-narrowband interference. Therefore, it is im-
portant to identify the degrading effect of these sources on the target wide spectrum as
follows:
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Figure 4.7 — The spectral edges when applying the proposed DLSD algorithm for the
low SNR case (the average SNR is -3.4 dB for ¢2, = 24 dB)

— Concerning the ambient noise, we find that the effect of the AWGN in our DLSD
technique is not harmful when it is applied in a high-to-medium SNR environ-
ment. Also, when denoising is employed before the DLSD technique, the spec-
tral edges became more recognizable in a low SNR environment.

— In wideband CR receivers, the impulsive noise and very-narrowband interfer-
ence occur as narrow peaks in a spectral hole. Thus, it is desired not to identify
these peaks during spectrum sensing. In Figure 4.9, we illustrate the effect of
applying the DLSD technique to the target wide spectrum for an average SNR
of 5.7 dB and we find that the spectral peaks can be easily identified. Further,
we applied the DLSD technique after denoising the spectral fluctuations and we

find that the spectrum is smoothed out while the spectral boundaries are well
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recognized as shown in Figure 4.10. Practically, some wideband receivers have

a built-in capability to handle very-narrowband [132].

Design Characteristics of DLSD Edge Detector

In our devised edge detection algorithm, the peak function evaluates its value at
each sample point. In this case, all positive sample points are candidate peaks. In order
to reduce the effect of false peaks, we need to rule out these peaks based on their
statistical distribution. Therein, we analyze the statistical characteristics of the peak
function defining the DLSD approach. For the case of a baseband Binary Phase Shift
Keying (BPSK) signal occupying the wideband of interest, the PSD of the BPSK signal
is given by [36]:

Se(f) = T2sinc*(Tyf) (4.15)

Origional Received Signal PSD for rri =24 dB
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Frequency in GHz %1011

Denoised Spectrum
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; Differential Log Spectral Density After Denoising
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0
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Figure 4.8 — The spectral edges when applying the proposed DLSD algorithm with
denoising for the low SNR case (the average SNR is -3.4 dB for 02 = 24 dB)
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Figure 4.9 — The spectral edges when applying the proposed DLSD algorithm if impul-
sive noise is imposed at average SNR of 5.7 dB

where T; denotes the symbol duration. The peak function, based on the DLSD ap-
proach described in Equation (4.12), is given by:

4g,
P(f) =ID(f)| = ch[+—g:(]c)‘

in this case, if the noise at the CR receiver is assumed to be real Gaussian and based

(4.16)

on equation (4.1), the estimate of Sy (f) follows a Chi-squared distribution, x3, with
one degree of freedom. Accordingly, the edge detection problem can be formulated as

a binary hypothesis test by:

Po(f) =| 5o lf) \ : Under H,
P(f) = b p L AS) e (4.17)
1(f)—|m| - Lnaer Hy
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Figure 4.10 — The spectral edges when applying the proposed DLSD algorithm with
denoising if impulsive noise is imposed at average SNR of 5.7 dB

Py (f) is the set of spurious edges due to noisy spectral fluctuations, and P (f)
is the set of noisy spectral boundaries. In order to design the detector, we need to
find the detection threshold based on the distribution of equation (4.17) under the null
hypothesis. In this case, we must obtain the right-tail probability of the proposed test
statistic under Hj for a fixed value apy of the false alarm probability denoted by Pry
[54]:

T /{P:T>np}f p(Piflo) AP = e 0

where 7T is the detector test statistic, 77, is the detection threshold, ar, is the Pr4 value,
and fp(IP; Hp) is the probability density function of every peak value defined based on
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the peak function IP(f). In other words, the detector test statistic is defined by:
Hy
TIAl ={A[l], if Ali] Z2np};1<i<L (4.19)
Hy

where A[i] represents each peak value within the set of peaks of length L, points de-
fined in the quefrency domain. For positive peak values, we find that the statistical
distribution of each point in IP(f) = |D(f)| follows also x?, which is defined by:

_exp(—3)
fala) = > 0 (4.20)

then by solving for equation (4.18), we obtain:

2
Py = ﬁQ(\/n_p) (4.21)

Thus, the threshold of the DLSD edge detector for a given false-alarm probability is

2
My = {Q‘l (PFA\/TE)} (4.22)

To sum up, the DLSD edge detection algorithm is illustrated as follows:

given by:

Algorithm 1 DLSD Edge Detection algorithm

Input: P(f,Ly,i,[D(f)]i), Lp, «ra, 1p
Output: O // set of detected edges
Begin O = @ // initially empty set
for (i =1;i < Ly;i+ +) do
Ali) = P(f, L, i,1D(f)])
if Afi] > 1, then

O =0UAIi]
end if
end for

—_
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4.5 PU Detection Under Frequency Uncertainty by The
BB-ACD Technique:

The proposed BaseBand-AutoCepstrum Detection (BB-ACD) Technique consists of
a circular topological filter followed by the PB-ACD. The circular topological filter uti-
lizes the circular topology of a typical sinusoidal signal to separate the baseband sig-
nal or its squared version. The detection of a noise-like PU signal, or a conventional
digitally modulated signal, by the PB-ACD technique depends on the presence of a
strong peak appearing at a quefrency value equivalent to the reciprocal of the center
frequency of a certain subband. Due to the possible frequency estimation errors from
the edge detection phase, the PB-ACD gives a poor performance. Thus, our objective is
to utilize the baseband features of the target signal appearing in the power cepstrum of
the received signal. Specifically, we exploit the peaks reflecting the periodicity appears
in the power cepstrum of the 1! baseband signal. These peaks interpret the presence
of digitally modulated symbols of a possible PU signal. By using the combination of the
Hilbert Filtering (HF) and the Square Law Device (SLD), we can obtain the required
term representing the baseband signal. A functional block diagram of the proposed
BB-ACD is shown in Figure 4.11. To illustrate the concept, we notice in Figure 4.12 that
the autocepstrum of a passband DS-SS signal reveals a major peak that appears at the
reciprocal of the carrier frequency after getting the inverse Fourier Transform of the au-
tocepstrum, whereas a periodicity is revealed in the baseband version of the frequency
domain version of the autocepstrum in Figure 4.13. This is shown at multiples of the

reciprocal of the bit duration of the DS-SS signal.

To illustrate the calculus, consider a digitally modulated carrier signal, B;(t), which
is defined by:
B;(t) = B(t) cos(27tfe, t) (4.23)

where B(f) is the baseband signal, and f,, is the carrier frequency (i.e., the center fre-
quency of the ns!" subband). Assuming that B(t) is narrow band as compared to f,,
the output O(t) of theCLT after applying Hilbert filtering to equation (4.23), is given
by:

O(t) = Bi(t) + [BY(1)]> = B2(t) (4.24)

where (.)H denotes the Hilbert version. Practically, the carrier frequency will be re-
placed with f, = f., = éf, where f, indicates the estimated center frequency.
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CLT Filter
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Figure 4.11 — The system architecture of the proposed baseband autocepstrum tech-
nique; CLT denotes the circular topological filter

Also, df is the frequency deviation from the actual carrier frequency that causes the
estimation error. The noise effect at the CR receiver is considered for the AWGN noise

w(t), hence, the output O(t) becomes:

O(t) =[Ba(t) +w(t)]* + [B (1) + w' (1))

(4.25)
=Bs(t) + Es(t) 4+ 2B(t) [w(t)cos(27f,,t) + w (t)sin(27f,, t)]

In equation (4.25), the squared baseband version of the signal, B>(t), is denoted by
Bs(t), and &(t) = w?(t) + (w'(t))? denotes the squared envelope of the noise signal.
However, it is required to eliminate the high frequency terms before defining the de-
tector test statistic. A possible solution is to apply the autocepstrum approach. To do
this, first, we determine the autocorrelation of O(t) such that:

Ro(7) = Rp,(T) + Re,(7) (4.26)

then, by getting the Fourier Transform of Rp(T), we obtain the corresponding PSD
terms by:

So(f) =~ Sp,(f) + Se,(f) (4.27)

By taking the natural logarithm of Sp(f), we get the autocepstrum by:

Zo(f) =1og[Sp,(f) + Se.(f)] (4.28)
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Autocepstrum of Passband DS-SS
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Figure 4.12 — The autocepstrum of the passband DS-SS signal; a large peak is located at
a quefrency value that is equivalent to the reciprocal of the signal’s operating frequency
of 1 GHz

Since the BB-ACD utilizes the periodicity that may occur in the log-PSD of the re-
ceived signal, we need to show at the beginning that the Sp_(f) is periodic in the cep-
stral domain, and then consider the noisy periodicities in Zo(f) due to the spectral
fluctuations from S¢ (f). Consequently, this periodic feature can be utilized to formu-
late the detector test statistic. In order to generalize the BB-ACD approach to digitally
modulated signals, consider the following baseband version of equation (4.4) which is
defined by:

B(t)= Y by p(t—kTy) (4.29)

k=—o0
Conventionally, B(f) is a polar signal and the pulse shape is the rectangular function
p(t) =TI(t). Let us define the spectrum of Bs(t) by Bs(f) = |B(f)| * |B(f)|, since we
consider the magnitude of the spectrum, and the symbol * denotes the convolution
product. For a truncated binary sequence of size N, and with T; being the symbol
duration, |B(f)| ~ NtbiP(f), where P(f) = sinc(T4f).
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Power Cepstrum of The Baseband DS-SS Signal
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Figure 4.13 — The frequency domain version of the autocepstrum of the baseband DS-
SS signal which reveals periodicity at multiples of 1 MHz

We can obtain the required B;(f) from the time domain and then evaluating the
Fourier transform to get:
Bs(f) =~ N2b? sinc®(Tyf) (4.30)

The natural logarithm of Bs(f) results in a negative periodic function thus, in order to

have a reliable detector test statistic, we choose to combine all periodic peaks appeared
in Zp(f) by defining:

TslZo] = 1~ Y. 1Zo(0)] (4.31)

where L, is the number of peaks presented in the autocepstral signal. To devise a suit-
able detection threshold, we should find the statistical distribution of 75. If the AWGN
w(t) is distributed as a Circularly Symmetric Complex Gaussian (CSCG) process, the
squared-envelope of w(t) is distributed as a x5 process with two degrees of freedom,
whose PDF is given by [107]:

fw(w) = S exp (——) ,w >0 (4.32)
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Thus, the statistical distribution of 7 follows a Modulus Log Chi-Squared (MLCS) (i.e.,
Modulus-log — X%z)) distribution. By using the PDF approach of the transformation of
random variables, the MLCS distribution is given by:

fr(ts) = %exp (ts - %exp(ts)) + %exp (—ts — %exp(—ts)) (4.33)

as demonstrated in Appendix C.

In order to get an expression for the detector threshold {, we follow the same con-
cept indicated in equation (4.18) for a fixed false-alarm probability Pr4. By employing
the method of substitution, we obtain:

Prq = exp ( — %) —exp ( — w> +1 (4.34)

also, we can simplify equation (4.34) by decomposing the exponential terms and sub-
stitute for sinh(Z) = 0.5[exp({) + exp(—{)], then we obtain:

Pry = exp ( — expzﬁ> + 2exp ( — #) sinh (expi——g)) (4.35)

The approximation of the hyperbolic function can be given by Taylor expansion. How-
ever, the Taylor series diverges to infinity, so a closed form expression for ¢ cannot be
found analytically, and equation (4.35) can be solved numerically by different methods
such as the Newton Raphson Method [138].

4.6 Numerical Results and Discussions

In order to validate the efficacy of the proposed wideband spectrum sensing ap-
proach, we begin with evaluating the performance of the proposed DLSD technique
as opposed to different wavelet-based edge detection techniques. This evaluation in-
cludes calculating the average detection error probability P, as mentioned in [135],
which is given in terms of the probability of misdetecting an actual spectral bound-
ary, Pyip, and the probability of falsely detecting a spurious edge Prp. Then, we show
the applicability of the proposed BB-ACD technique to different digitally modulated
signals. We also address the problem of detecting noise-like signals by the PB-ACD
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technique under the carrier frequency uncertainty, and we show the advantage of ap-

plying the proposed BB-ACD instead.

4.6.1 Performance Evaluation of The Proposed Edge Detection Ap-

proach:

The frequency of the wideband spectrum under consideration extends from 30 GHz
to 300 GHz. The proposed algorithm is simulated through randomly generated spec-
trum models for generalization. The average PSD level within each occupied subband
is maintained to 6 W/Hz assuming 60% of spectrum occupancy rate. Although the
assumed average PSD level is large as opposed to normal radiation levels in practical
settings, it is chosen to match the chosen specifications in [132] for the sake of compari-
son. The characteristics of each spectrum model are generated randomly. They include
the number of subchannels within the wideband of interest, the exact spectral bound-
aries, and the signal power specified in each subband. These subbands are assumed
to have different bandwidths to match up with the diversity of the transmission tech-
nologies.

Further, depending on the distance between the CR receiver and the transmission
station in the occupied subband, as well as the status of the spectrum occupancy, the
SNR level is assumed to differ from one subband to another. The performance of the
proposed technique is tested by adding white Gaussian noise with the same power to
the received RF stimuli corresponding to the whole sensed spectrum while maintain-
ing the same average PSD level in all spectrum models. A summary of the simulation
parameters are listed in Table 4.2. For clarification, Table 4.3 shows the detailed infor-
mation of an example of a randomly generated PSD model shown in Figure 4.14. The
Simulations are done with R2018a MATLAB, and the obtained results are based on
1000 Monte Carlo trials.

First, we discuss the effects of applying the DLSD algorithm on spurious edges
generated by the noisy spectral variations in Prp. In Figure 4.15, at considerably low-
to-medium noise power (i.e., over the range [10,22] dB), we notice that the proposed
DLSD algorithm outperforms the WIMM, the WTMS, or the improved WTMM al-
gorithms. Thanks to the ability of the cepstral analysis approach to reduce the noisy
spectral variations. In fact, the white Gaussian noise’s cepstrum becomes a Dirac im-

pulse at the zeroth quefrency value. Clearly, this characterization of the AWGN in the
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cepstral domain helps in rejecting potential spurious edges. These results match the
concluding insights from Figures 4.5, 4.6, and 4.7. This means that the DLSD algorithm
can characterize and reject the false edges.

Table 4.2 — Simulation parameters of the edge-detection phase

Parameter/Tool Description
Frequency Band 30-300 GHz
Spectral Estimation Method Periodogram
Sample Size 1024
Number of PSD Models per Simulation 20
Spectrum Occupancy 60%
Average PSD Level in Occupied Channels 6 W/Hz
Noise Power 10 to 30 dB
Number of Monte Carlo Iterations 1000

Table 4.3 — Spectral Specifications of one randomly generated spectral model; the noise
variance 02 = 20 dB

PSD Signal
Channel | Boundaries | Bandwidth
Level Power | SNR
(N <15) | (GHz) (GHz)
(W/Hz) | (dB)
1 [30,36] 6 0 NA NA
2 [36,142] 106 14.677 | 31.919 | 10.919
3 [142,190] 48 6.099 | 24.665 | 4.665
4 [190,224] 34 0 NA NA
5 [224,240] 16 12.689 | 23.075 | 3.075
6 [240,300] 60 2.532 21.816 | 1.816
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PSD at the CR receiver o2 = 20 dB
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Figure 4.14 — An example of a noisy spectral model

From literature, the major drawback of the WIMM algorithm is the increased num-
ber of spurious edges which cannot be eliminated even with a threshold-based detec-
tion [11]. The superior performance of the WIMS technique over the WTMM tech-
nique is due to the averaging effect of the WTMS algorithm over the noisy spectral
edges. However, as shown in Figure 4.7, if the noise power increases (i.e., above 22
dB), the performance of the DLSD algorithm decreases due to the increased number of
spurious edges. To improve the DLSD performance, we employed the TVD-MM algo-
rithm in order to reduce the noisy fluctuations before applying the DLSD technique.
We employed the TVD-MM algorithm on about 10 iterations with two different reg-
ularity parameters: « = 0.9 and 1.2 respectively. As seen in Figures 4.8 and 4.15, the
employment of denoising before applying the DLSD algorithm helped in reducing the
spurious edges and hence reducing the Prp.

Precisely, for a noise power value over the range [10,22] dB, the DLSD algorithm
with denoising outperforms the four considered algorithm, and performs similar to
the improved WTMM algorithm for 03 > 22 dB. Considering the probability of misde-
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tecting and actual spectral boundary, the Pyp is plotted for the five considered algo-
rithms in Figure 4.16. We notice that the DLSD algorithm and the WTMS perform sim-
ilarly over the noise power range [10,18] dB. Since the WIMS algorithm enhances the
wavelet modulus maxima that represent the spectral edges, it outperforms the WITMM
and the improved WITMM techniques in this performance criterion. As the noise power
increases above 18 dB, the DLSD algorithm falls behind the WTMS algorithm due to

the lack of edge enhancement.
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Figure 4.15 — A comparison of the probability of false detection of an original edge by
the DLSD technique evaluated as opposed to wavelet-based techniques

While the denoising effect of the DLSD technique reduces the false detection proba-
bility, it affects the misdetecting probability as well. In other words, the suppression of
noisy spectral fluctuations may result in suppressing a correct spectral boundary. This
is due to the fact that the noisy spectral fluctuations tends to deform the actual spec-
tral boundaries, so as the noise power increases, this deformation increases as well
which causes the DLSD detector to reject some of the original subbands edges falsely.
Remarkably, by using the DLSD algorithm in conjunction with the TVD-MM, the mis-
detection probability decreases and becomes the lowest among the probabilities of the
other four considered algorithms for ¢2 up to 28 dB.
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Above the threshold of 28 dB, the WIMS algorithm has the lowest Pyp. The av-
erage detection error probability is plotted for the five considered algorithms in Fig-
ure 4.17. The proposed DLSD algorithm has the superior performance over the noise
variance range of [10,22] dB. The improved WIMM algorithm has the superior perfor-
mance over the range [22,28] dB. The proposed DLSD algorithm with denoising gives
the best performance over the other considered algorithms when the noise power is
above 28 dB. It is worth mentioning that the level of denoising offered by the TVD-
MM algorithm is affected by the regularity parameter. Thus, this parameter must be
chosen suitably according to the application to provide the required level of denoising
and to avoid over smoothing which may diminish the characterization of the spec-
tral boundaries. Table 4.4 provides a comparison between the proposed approach as

opposed to the chosen wavelet-based techniques.
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Figure 4.16 — A comparison of the probability of misdetecting an original spectral
boundary by the DLSD technique evaluated as opposed to wavelet-based techniques

158



4.6. Numerical Results and Discussions
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Figure 4.17 — A comparison of the average detection error probability of the DLSD
technique evaluated as opposed to wavelet-based techniques

4.6.2 Detection of Noise-Like Signals Under Carrier Frequency Un-
certainty By The BB-ACD Technique:

In the single-band signal detection scenario, the operating frequency is usually
known to the SU receiver. However, under multiband spectrum sensing scenario, and
due to the edge-detection phase, the center frequencies of the subbands are unknown
and may be subjected to frequency estimation errors. Thus, the BB-ACD technique is
proposed to detect noise-like signals under carrier frequency uncertainty and its per-
formance is compared with that of the PB-ACD technique. The simulations are av-
eraged over 3000 Monte-Carlo realizations with the following parameters: the carrier
frequency f. = 5 GHz, and the employed sampling frequency f; is 20 GHz. The per-
formance of the proposed narrowband detector is measured in terms of the detection
probability versus the SNR evaluated from -15 to 10 dB. To include the effect of car-
rier frequency uncertainty, we employed the example illustrated in Figure 3.13 which
results in a frequency shift of 0.4 GHz.

The applicability of the proposed BB-ACD technique for detecting different digital
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modulation schemes is tested for the case of the BPSK, QPSK, and 16-QAM modu-
lation schemes as well as BPSK/OFDM PU signal as shown in Figure 4.18. Further,
we compare the BB-ACD technique with the PB-ACD when the operating carrier fre-
quency is known to the CR receiver in Figure 4.19. When the PB-ACD technique is
applied under exact knowledge of the subband center frequency, the achieved detec-
tion probability becomes approximately 50% higher than the same technique applied
when there are errors in the center frequency values of the subbands of interest at SNR
of -15 dB due to the detection dependency on the carrier frequency value. On the other
hand, the proposed BB-ACD technique results in 50% detection probability at -15 dB
and slowly increases to 100% at SNR of -6 dB. Precisely, the detection test statistic of
the BB-ACD technique depends on averaging the periodic peaks that appeared in the
power cepstrum of the baseband signal. At low SNR, these peaks have relatively low
values as compared to the major peak that characterizes the test statistic of the PB-ACD
technique. Thus, as the SNR increases, we notice a gradual increase in the detection
performance of the BB-ACD technique.

The Detection Probability of for The BB-ACD Technique
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Figure 4.18 — The detection probability of the BB-ACD technique for different modula-
tion schemes
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The Detection Probability of a DS-SS PU Signal
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Figure 4.19 — The detection probability of the BB-ACD as compared to the PB-ACD
under carrier frequency uncertainty for detecting a DS-SS signal; PB-ACDrg refers to
the applying the PB-ACD in case of frequency errors

Moreover, to test the robustness of the proposed BB-ACD technique in fading chan-
nels, we evaluate its detection performance as compared to the PB-ACD technique for
detecting PU signals in a Rayleigh fading channel. Figure 4.20 shows that the detec-
tion performance of the BB-ACD technique is superior to the PB-ACD for detecting
a BPSK PU signal. Also, we notice a performance deterioration of the PB-ACD tech-
nique by around %40 when the PU signal experiences fading such that the detection
probability drops to 0 at -15 dB. On the other hand, the detection probability of the
BB-ACD technique drops to %20 at -15 dB when Rayleigh fading is encountered. We
also tested the performance of the proposed BB-ACD technique to detect an OFDM PU
signal in frequency selective channel and compared the obtained results with the PB-
ACD technique. The simulation of OFDM signals in AWGN or a frequency selective
channel follows the IEEE 802.11 specifications [29]. The frequency selective channel is
implemented as a 4-taps Finite Impulse Response (FIR) filter.
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Table 4.4 - Comparing wavelet analysis to cepstral analysis for edge detection in wide-
band spectrum sensing

Approach Wavelet Analysis Cepstral Analysis
. Local maxima are found
Local maxima are found . L
Post . L through differentiating
Processin through differentiating the natural logarithm
8 : )
the filtered PSD. . ,
of a signal’s PSD.
WTMM: calculates the wavelet
modulus maxima in the frequency
domain. However, the noise impact
affects detection of
spectral boundaries.
Improved WTMM.: exploits the
singularity characteristics of
the wavelet multiscale to
identify spurious edges Cesptrum:
and reject them. AWGN fluctuations are
Its performance is degraded in low suppressed at all the
White Noise SNR environment. ?uefrenc_ies values except
Characteristics or a major peak at
WTMP: The product of the the zero quefrency.
tirst derivative of WT is
developed for noise DLSD: It reduces the noisy
suppression and edge spectral variations.
sharpening, but it results in
attenuating the edges due to
the multiplication operation.
WTMS: It preserves the edges
information and avoids edges
attenuation. Increasing the scales
leads to a better detection performance
but at higher complexity.
The CA approach depends
Apbplicati The detection performance on the type of the
pplication | 4. onds on the analyzed signal and tral algorithm used
Versatility epends on the analyzed signal an cepstral algorithm use
the used mother wavelet function. that is suitable for the
problem under analysis
WT is implemented as a bank
of filters. Reducing spurious edges
Implementation | can be accomplished by processing Relatively lower
Complexity the signal of interest through all than the WBD
scales which substanfiéfly increases
the computational burden.
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The Detection Probability in Rayleigh Fading Channel
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Figure 4.20 — The detection performance of the BB-ACD technique as compared to the
PB-ACD technique in Rayleigh fading channel; PB-ACDg,, refers to employing the
PB-ACD technique in Rayleigh fading channel

The path delays vector is given as 7, = [0,100,35,120] usec, and the average path
gains vector is given by Pg = [0, —1,—1, —3] dB. For a sample period T; = 1usec, the
maximum Doppler frequency equals 100 kHz. The detection performance of the BB-
ACD as compared to the PB-ACD under the Doppler frequency shift due to the fre-
quency selective fading channel is shown in Figure 4.21.

According to our simulations, we find that the proposed BB-ACD technique gives
better detection results than the PB-ACD technique at -15 dB, whereas the PB-ACD
starts to significantly detect the PU presence above -4 dB. This means that the effect of
the Doppler frequency shift deteriorates the PB-ACD performance, especially at low
SNR values, while the BB-ACD technique can detect the OFDM PU signal successfully.

Another important performance metric to evaluate the efficacy of the proposed
techniques is computational complexity. In this regard, we analyze the computational
complexity of the DLSD edge detection algorithm followed by the BB-ACD technique
and compare it with the WTMP edge detection technique followed by ED. For a 1D
signal of size N, the edge detection algorithm given by the WIMP technique involves
evaluating the autocorrelation of the received signal followed by the FFT operation to
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Detection Performance in a Frequency Selective Channel
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Figure 4.21 — The detection performance of the BB-ACD technique as compared to the
PB-ACD technique in a frequency selective fading channel

obtain the PSD. To identify the spectral boundaries, the received signal’s PSD is fil-
tered by the Fourier Transform of the smoothing wavelet function through a convolu-
tion operation. On the other hand, the proposed DLSD algorithm involves getting the
autocorrelation, the PSD of the received signal followed by the gradient of the natural
logarithm of the signal’s PSD. Table 4.5 summarizes the complexity of the arithmetic

operations involved in evaluating both algorithms.

To perform energy detection, the computational complexity requires O(N) mul-
tiplications and O(N — 1) for the averaging. For the BB-ACD technique, it requires
O(NK) for convolving the received signal with the Hilbert filter of size K, O(N) for the
square-law device, and for the power cepstrum the complexity is similar to the DLSD
algorithm except for that of the differentiation step. Based on Table 4.5, we find that
the complexity of the WIMP is higher than the DLSD algorithm since the complex-
ity of evaluating linear convolution is greater than that of the natural logarithm [139].
However, under the problem of frequency uncertainty, the BB-ACD has a higher com-
plexity than ED or the BED despite its high detection accuracy. A trade-off analysis

between the computational complexity and the maximum detection accuracy can be
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further investigated to highlight the competence of the proposed approach.

Table 4.5 — Summary of the computational complexity of the DLSD algorithm as com-
pared to the WTMP algorithm

WTMP DLSD
Arithmetic Operations | Complexity | Arithmetic Operations Complexity
Autocorrelation O(N?) Autocorrelation O(N?)
FFT O(NlogN) | FFT O(NlogN)
Linear Convolution by Natural Logarithm using
a kernel of size K O(NK) Arithmetic-Geometric Mean | O(NlogN)
Product of Modulus Automatic or numerical
Maxima O(N) Differentiation O(N)
4.7 Summary

In this chapter, we proposed a wideband spectrum sensing approach based on the
cepstral analysis of the received signal. It is shown that the spectral boundaries of the
subbands comprising the target wide band can be well identified, in medium-to-high
SNR environment, by employing the proposed DLSD algorithm. Although the detec-
tion of the spectral edges becomes difficult in low SNR environment, the performance
of the proposed DLSD algorithm provides good detection results as compared to dif-
ferent wavelet-based approaches when further denoising is applied. For the PU detec-
tion phase, we tackled the problem of detecting noise-like signals in the SBSA and the
MBSA scenarios. Further, we addressed the problem of the carrier frequency uncer-
tainty in the MBSA and presented the BB-ACD technique to provide better detection
of possible noise-like signals in a low SNR environment. The applicability of the pro-
posed BB-ACD algorithm to different digitally modulated signals is evaluated, and
also its reliability is validated as opposed to the PB-ACD technique for detecting PU
signals in frequency selective fading channels. The periodicity of the baseband digitally
modulated signals that is revealed in the cepstral domain can be effectively utilized for
signal detection. Based on this observation, the Cepstral Covariance Detection (CCD)

is introduced in chapter 5.
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CHAPTER 5

SPECTRUM SENSING BY CEPSTRAL
COVARIANCE DETECTION IN COGNITIVE
RADIO

5.1 Introduction

Hereinafter, we aim to enhance the Power Cepstrum (PC) of digitally modulated
signals to formulate a generalized spectrum sensing approach. We propose the Cep-
stral Covariance Detection (CCD) technique is to exploit the inherited periodicity of the
digitally modulated baseband signals that is presented in their Power Cepstrum (PC).
In this Chapter, our objective is to utilize the CCD technique to detect the presence
of a possible PU signal in the background noise. Despite being simple and reliable in
high SNR communication environment, the conventional ED has a poor detection per-
formance when the spectral noisy variations exceed the Power Spectral Density (PSD)
level of a PU signal. This is due to the fact that the calculation of the test statistic of the
Energy Detection (ED) technique includes the noise effect. So in a low SNR scenario,
the detector may give false decision about the PU presence which causes false-alarms.
In this case, the CR receiver will initiate the transmission of the SU signal which will
cause harmful interference to the PU signals.

In fact, the concept of the pseudo-autocovaraince technique was first applied to
estimate the time delay between a signal arrival and the arrival of an echo [20]. Pre-
cisely, the presence of digitally modulated signals (i.e., phase or amplitude modulation
schemes) in noise manifests itself as periodic peaks in the PC. In order to take advan-
tage of this property, we introduce the CCD technique for spectrum sensing in CR
systems to improve the process of signal detection in a noisy environment. By correlat-
ing the signals’ PC to a sinusoidal signal having a fundamental frequency equals to the

PC’s periodic frequency, the signal component will be enhanced and the detector will
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5.2. Signal Model and System Description

simultaneously reject the noisy spectral variations that lead to possible false-alarms.
The rest of the chapter is organized as follows: section 5.2 describes the proposed
system and the signal model. Section 5.3 represents the analytical framework of the
proposed detection technique based on NPL. In section 5.4, the expression of the dis-
tribution of the detection test statistic under the null hypothesis is derived, and the
detection threshold is evaluated. The numerical results are discussed in section 5.5 and

the summary is given in section 5.6.

5.2 Signal Model and System Description

In the following, we apply the signal model we employed in chapter 2. Recall the
formulation of the detection problem, which is given by;

(5.1)

y(h) = {ws(t) : Under H,

(1) * hsens(t;T) +w(t) :Under Hy

where s(t) is the transmitted PU signal, hseus(£;T) is the sensing channel which is gen-
erally described as a time varying fading channel with delay defined by 7, the convolu-
tion product is denoted by *, and w(t) is the thermal noise presented at the SU receiver
which is modeled as an Additive White Gaussian Noise (AWGN). We assume the chan-
nel information is provided at the CR system, so that we only focus on the spectrum
sensing problem. Accordingly, we consider the sum of faded PU signal xp(t), which is
given by:

xp(t) = s(t) * hsens (£;T) (5.2)

5.3 Detection By The Cepstral Covariance Technique

In chapter 3 and chapter 4, we have discussed the employment of the autocepstral
technique for detecting noise-like signals. Based on the proposed BaseBand AutoCep-
strum Detection (BB-ACD) technique, which is introduced in chapter 4, our aim is to
enhance the periodic peaks reflecting the data rate of a given digital signal by employ-
ing the CCD technique. For example, in case of medium-to-high SNR, we can easily
identify the peaks in the BB-ACD technique of the signal reflecting the repetition of the

pseudo random code at the reciprocal of the chip duration T, for a Direct Sequence-
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Spread Spectrum (DS-SS) PU signal. A functional block diagram of the proposed de-

tector in Figure 5.1.

h(f)
f H
& Power 2() =J\ , ) TIKee] ;;317?“
Cepstrum \XJ Covariance [ H,

Figure 5.1 — A functional block diagram of the proposed System; 7 [K..| denotes the
test statistic of the proposed detector

In our proposed detection technique, we utilize the inherited periodicity of typical
digitally modulated signals that occur in their PC for spectrum sensing. In particular,
we enhance the periodic peaks in the PC by employing a sinusoidal shaping function
characterized by a fundamental frequency that is equivalent to the bit rate, Tj, of the
baseband PU signal. For example, the baseband Power Spectral Density (PSD) of a
Phase Shift Keying (PSK) signal is given by:

S = T sinc?(Tyf) (5.3)
The natural logarithm of equation (5.3) is given by:
Zq(f) =2 log[Ty] + 2 logsin(nTyf)] — 2 log[nT, f] (5.4)

where f denotes the corresponding frequency parameter in the cepstral domain. As
analyzed in chapter 3, the signal defined in equation (5.4) experiences a negative pe-
riodicity, so by knowing the value of Tj, this peak values of this periodicity can be
captured by a sinusoidal shaping function, #i( f), which is defined by:

h(f) = cos(2nt,f) (5.5)

where T, denotes the time between two consecutive peaks in the PC and also the recip-

rocal of the duration 7, represents the fundamental frequency of the shaping function
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hi(f). Consequently, the cepstral covariance of enhanced PC can be evaluated by:

Kulw) = | "2 05 a5 56)

where the frequency range f, — f1 is the bandwidth of the received signal within the
observation interval T. Therefore, we can define the detection test statistic by:

H
TKee] = [Kee(Te)] 51 Mec (5.7)
0

where 7. denotes the detection threshold of the proposed detector.

5.4 Design Characteristics of The Cepstral Covariance De-

tector

To evaluate the detection threshold of the proposed detector, we need to find the
statistical distribution of the detection test statistic, which is given in equation (5.7).
First, we can apply further simplifications to the cepstral covariance function, K., by
representing the integral in equation (5.6) using Riemann sums [140]. For example, Let
[F(x) represents a function of which we wish to find a particular definite integral. The

Riemann sums equivalent to an arbitrary integral can be given by [140]:

N
/bIF(x)dx = ]\lfim Y Ax F(x;) (5.8)
a =1

where a and b are arbitrary constants defining the integral limits, the small segments
of the function F(x) are denoted by Ax = 3%, x; = a +i Ax, and N is the size of the

target function. Similarly, if we define:

F(f) = Z(f) n(f) (5.9)

thus, the Riemann sums equivalent to the integral, defined in equation (5.6), can be

rewritten as:

f N
Kee(te) = /flle(f)df = Jim Y-AFF(f) (510
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where the frequency segments are given by Af = %, and f; = f1 +iAf.

Assume that the received PSD of the PU signal at the CR receiver is given by:

Sy =Ss(f) + Sw(f) (5.11)

where Ss(f) and Sy (f) denote the PSDs of the PU signal and the background noise,
respectively.Therefore, the enhanced PC can be evaluated by:

F(f) =log[Ss(f) + Sw(f)](cos(27f )

(5.12)
=log[Ss(f)](cos(2mfTe)) +log[1 + L(f)] (cos(27fT.))

where L(f) = SSZ:((J{)) . Clearly, the statistical characterization of the enhanced PC, F(f),
depends on the statistical distribution of L£(f). If we consider the case of having a good
PSD estimate of the transmitted PU signal, such that £(f) << 1, thus we can approx-
imate log[1 + L(f)] = L(f) [20]. In this case, if w(t) is a real-valued Gaussian noise,
then S, (f) follows Chi-squared distribution, x2. Also, if we only consider a group of

peaks, Np, among the noisy PC, we can redefine the cepstral covariance by:

Np
Kaug (%) = <~ Y [F(f)] 5.13)
Pi=1
where f; denotes the location of the i" peak within N,,. If N, is sufficiently large and the
enhanced power cepstral peaks are IID, then lCm,g(Te) follows a Gaussian distribution
denoted by N (up, K]—%), where p and o are the mean and the variance of the enhanced
PC. Consequently, the false-alarm probability can be given by:

Ppp = Jec — 1E (5.14)

and the detection threshold of the CCD technique is given by:
OF

+ UF
Vv Np

Further, if £(f) >> 1, we find that equation (5.12) holds and the statistical distribution

Nee = Q H(Pra) (5.15)
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of F(f;) follows log —x?2 distribution as demonstrated in equation (3.22) in chapter 3.

5.5 Numerical Results and Discussions

5.5.1 Detection Performance of The CCD Algorithm

In this section, we show the efficacy of the proposed CCD technique through simu-
lations. We evaluate the detection performance of the proposed detector as compared
to the conventional Energy Detection (ED) and EigenValue-based Detection (EVD)
techniques. The performance of the proposed CCD technique is measured in terms of
the detection probability against the Signal-to-Noise-Ratio (SNR) ranging from -15 dB
to 10 dB.The simulations are averaged over 2000 realizations under the CLT assump-
tion. We set the target false-alarm probability, Pry = 0.02 and the sample size equals to
1000 samples. For the EVD technique, we employ the ME Detection proposed in [62].
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Figure 5.2 — The detection probability of the CCD technique for different modulation
schemes

In Figure 5.2 we show the employment of the proposed technique to detect different
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digitally modulated signals such as BPSK, OFDM, Minimum Shift Keying (MSK) and
QAM signals. The simulation parameters for the OFDM signal follows the IEEE802.11
specifications for a sample period of 1usec. Due to its simplicity of generation and it
typical distribution in the signal space, the detection probability for detecting the BPSK
signal is higher than that for the MSK, OFDM, and 16-QAM signals, whereas the 16-

QAM signal gives the lowest detection probability.
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Figure 5.3 — The detection probability of the CCD technique in case of a wireless mi-

crophone signal

In the following, we consider two types of signals. First, we consider the case of
the wireless microphones operating in TV bands as shown in Figure 5.3. They transmit
FM modulated signals with a power of about 50 mW and a bandwidth of 200 kHz. The
sampling rate at the receiver is 6 MHz (i.e., the same as the TV bandwidth in USA).
If the Secondary Users (SU) are several hundred meters away from the microphone
devices, the received SNR may be below -20 dB which causes miss-detection of the PU

signal.
From the literature, Covariance Absolute Value Detection (CAVD), logDet-CAVD

and EVD techniques are considered as statistical covariance based detection techniques

[62]. The CAVD technique evaluates the absolute value of the statistical covariance of
the received signal where the computation burden is affected by the smoothing factor
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when calculating the sample covariance matrix. Particularly, it evaluates the ratio be-
tween the off-diagonal to the diagonal elements of the sample covariance matrix and
compare it to a detection threshold. A major limitation of the CAVD algorithm is that
its performance is highly affected by the correlation of the received signals. Therefore,
its performance deteriorates for detecting uncorrelated signals. To test the detectability
of the proposed CCD algorithm to FM-WM signals, we consider a soft peaker audio
signal operating in an indoor environment for a frequency deviation of 32.6 kHz and a
carrier frequency of 3.26 MHz, which is chosen from a 6 MHz band from 2.38 MHz to
8.38 MHz. In Figure 5.3, the CCD algorithm achieves high detection probability, thanks
to strength of the cepstral covariance that reflects the presence of the power cepstral
peaks of the FM-WM signal with respect to the power cepstrum of the background
noise. The logDet-CAVD technique shows a similar behavior but on the expenses of
increased complexity which will be discussed next. Also, the EVD-based techniques
shows a superior performance to the ED techniques due to their ability to utilize the

correlation of the WM signal.

However, we notice in Figure 5.3 the slow increase of the detection probability of
the CCD technique as compared to the ED and the EVD techniques as the SNR in-
creases gradually. This is because the average of the cepstral peaks may include some
spurious peaks occur at the fundamental frequency of the sinusoidal shaping function.
The next type of signals to consider for detection is the IID signals. These types of sig-
nals model a sum of received signals from different antennas. From the literature, it is
well-known that energy detection is optimal for detecting white IID noise. Based on
NPL, the likelihood ratio test is maximized for IID received PU signals under H; [13].

In Figure 5.4, the detection probability is evaluated for the proposed CCD algo-
rithm as opposed to different state-of-the-art techniques. We find that the detection
performance of the CCD algorithm is superior to ED, PCA-based ED, EVD and CAVD
techniques. Precisely, based on the calculations of the PC of the received PU signal un-
der Hp, provided that the PU signal and the background noise are uncorrelated, we
obtain:

Z(f) =10g[Ss(f) + Sw(f)]

=log {SS;((?) + 1} +log[Sw(f)]

If the average signal’s PSD is higher than the average noise PSD, the power cepstrum of

(5.16)
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the IID signal dominates over the power cepstrum of the noise, so that the evaluated
cepstral covariance represents the signal presence over the noise. Nevertheless, the
CAVD technique fails to detect the presence of the IID PU signal since it requires the
existence of correlated samples of the received PU signal to be able to differentiate
between a PU signal and the noise. Although the detection probability of the logDet-
CAVD technique is higher than the proposed CCD technique by about 10% at -24 dB,

its high computation complexity makes its implementation difficult.
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Figure 5.4 — The detection probability of the CCD technique for detecting IID Gaussian
signals

5.5.2 Complexity Analysis

The computation complexity of an algorithm is related to the number of arithmetic
operations that are needed to execute it. For example, the energy detection technique
needs about N multiplications and additions. For the CAVD algorithm, the computa-
tion of the autocorrelation of the received signal requires about L;N multiplications
and additions, where Ls denotes the size of the sample covariance matrix and N is

the number of samples in the received signal. Also, the ratio of the average of the off-
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diagonal elements to the diagonal elements of the sample covariance matrix requires L2
additions. Thus, the total number of multiplications and additions is about LsN + L2.

For the EVD techniques, the computation of the sample autocorrelation requires
LsN multiplications and additions, whereas the computation of the extreme eigenval-
ues needs about O(L3) operations. Therefore, the overall computation complexity is
about LsN + O(L2). Since the N > Lg, hence the first term in the computation complex-
ity is dominant.

The complexity of the proposed CCD algorithm includes the evaluation of the au-
tocorrelation of the received signal, the calculation of the FFT to get the PSD, obtaining
the natural logarithm of the PSD to get the power cepstrum, and finally getting the
cepstral covariance. Thus, the total computation complexity of the CCD algorithm is
about LsN + Nlog N.
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Figure 5.5 — The time complexity analysis of the proposed CCD algorithm as compared
to ED, EVD, CAVD, and logDet-CAVD algorithms

To show the time complexity for executing the aforementioned algorithms, we mea-
sure the time complexity of each algorithm as compared to the number of samples of
the received signal. In Figure 5.5, the ED algorithm has the fastest convergence time
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due to its low computation complexity. Following the ED algorithm, the CCD tech-
nique and the EVD based techniques have similar behavior as the number of samples
increases. Despite the reliable detection performance of the logDet-CAVD algorithm, it

has the longest convergence time amongst the considered algorithms.

5.6 Summary

In this chapter, the CCD algorithm is proposed for spectrum sensing in CR systems.
The purpose of the proposed technique is to formulate a versatile approach that is able
to sense the activity of digitally modulated PU signals at low SNR levels. The CCD
algorithm is based on exploiting the inherited periodicity in the power cepstrum of
digitally modulated signals for the spectrum sensing and it aims to mitigate the false-
alarm problem that may be caused by the spectral fluctuation of the background noise.
To reduce the false-alarms, the power cepstrum of the PU signal is enhanced through
evaluating the cepstral covariance of its power cepstrum with a sinusoidal shaping
function. By knowing the data rate of the PU signal, the shaping function is able to
capture the cepstral peaks and reject the spurious peaks caused by the background
noise. The CCD technique is tested with different digital modulation schemes and it
has shown its applicability and reliability at low SNR values over EVD, ED, PCA-
based ED, and CAVD techniques. Although the logDet-CAVD technique is slightly
superior to the CCD technique, its computation complexity limits its application. For
future perspectives, further analysis of the CCD algorithm can be studied with the

involvement of multipath fading communication channels.
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CHAPTER 6

CONCLUSION AND FUTURE WORK

6.1 Conclusions

Over the last several years, the data transmission of wireless technologies has tremen-
dously grown [141]. This growth is driven largely by people employing different ap-
plications such as video streaming and scrolling through social media. To meet this de-
mand, an efficient spectrum allocation must be managed, such that different wireless
technologies cannot have exclusive frequencies, but must share their available spectral
resources. The concept of Cognitive Radio (CR) has provided conceptual possibilities
for improving the utilization of the heavily congested radio spectrum.

As the name implies, a CR system is a communication system that is aware of its
surrounding and it is able to adapt its parameter according to the collected informa-
tion. Monitoring the spectrum resource is referred to as spectrum sensing. The ob-
tained sensing results are used to optimize spectrum sharing amongst different net-
works, thus integrating the CR concept with wireless communication systems adds
cognitive intelligence. This motivates the importance of providing reliable spectrum
sensing techniques.

In the literature, there are different spectrum sensing techniques to allow for a sec-
ondary user (SU), which is a lower-priority user than a primary user (PU), to occupy
a licensed frequency band. These techniques are classified into non-cooperative and co-
operative methods. The non-cooperative methods include semi-blind techniques which
imply no prior information about PU signal is provided at the SU receiver. These
approaches encompass energy detection (ED), and the Eigenvalue-based Detection
(EVD). In the cooperative techniques, some information about PU must be provided
for detection. These techniques include waveform based detection (WBD), and matched
tilter detection (MFD). The ED technique is very simple to apply and implement but
it is sensitive to noise. Although the EVD does not require prior information about

the noise power, the increased processing burden is a drawback. Moreover, the MFD
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requires knowledge of the pulse shape of the transmitted signal which impractical to

provide.

The spectrum sensing process in a CR system confronts many challenges that affect
its performance. Some of these challenges include hardware complexity, the hidden
PU problem, achieving the optimum sensing duration, and signal detection in a low
SNR communication environment. Beside these challenges, there two factors mainly
affect the detection performance of a spectrum sensing technique, namely: false-alarm
and misdetection. The former occurs due to noise uncertainty presents at CR receiver
which may lead to false detection of a spectral occupancy and this lost spectral oppor-
tunity affects SU transmission. On the other hand, the misdetection problem occurs
when a weak signal occupies a desired frequency band but it is undetectable by the
CR receiver. This problem is either due to the transmission channel effects, such as
multipath fading, or the nature of the signal itself.

Although the filed of Cepstral Analysis (CA) is not novel, it has proven its effi-
cacy in the filed of signal detection and classification. The advantage of the CA-base
techniques lies in their ability to reveal some features characterizing the signal of in-
terest. In our thesis, we formulated different spectrum sensing techniques by taking
advantage of the strength of the Cepstral Analysis approaches. We introduced reliable
cepstrum-based detectors that are suitable for narrowband and wideband spectrum
sensing processes in Cognitive Radio (CR) systems. We aimed to combat the misdetec-
tion problem of detecting possible Spread Spectrum (SS) Primary Users (PUs) without
knowledge of the spreading pseudo random code. A non-cooperative detection pro-
cess is considered a challenge for detecting SS signals. For this reason, we presented
the PassBand AutoCesptrum Detection (PB-ACD) technique that employs an autocep-
stral peak detector for spectrum sensing. The proposed detectors was sufficiently able
to distinguish between noise and noise-like signals, such as SS and Ultra-WideBand
(UWB) signals.

To improve the performance of the PB-ACD technique, we employed a smooth-
ing process as a preceding stage before the PB-ACD process. The role of the improved
PB-ACD technique is to smooth out the fluctuations of the autocorrelation estimators.
The proposed smoothing process is performed by using the Total Variation Denois-
ing (TVD) algorithm to improve the detection of a potential PU signal by the PB-ACD
technique when the transmission medium experiences high noisy spectral fluctuations.

Also, we analyzed the autocepstral behavior of the Frequency Hopping-Spread Spec-
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trum (SS) and Chirp-Spread Spectrum (C-SS) schemes and we utilized the periodic
autocepstral peaks to formulate the Averaged PassBand-AutoCepstral Detection (APB-
ACD) technique.

Moreover, we broadened our study to wideband spectrum sensing. We developed
a cepstrum-based WideBand Spectrum Sensing (WBSS) approach that includes two
processes: edge detection and PU signal detection. At the best of our knowledge, our
proposed WBSS approach is the first to formulate the Differential Log Spectral Density
(DLSD) algorithm to identify the spectral boundaries of the target wideband spectrum.
The proposed DLSD technique showed a high detection accuracy and a low process-
ing time required to identify the wideband spectral edges as compared to different
wavelet-based edge detection techniques.

Furthermore, we addressed the problem of erroneous spectral boundaries that may
be encountered in WBSS. For this purpose, introduced the BaseBand AutoCepstrum
Detection (BB-ACD) technique to process the received signal in its baseband version,
to reduce the dependency factor of the PU detection process on the carrier frequency
value. The proposed technique showed high detection efficacy in detecting PU sig-
nals in frequency fading channels that experiences Doppler frequency shifts. Based on
our investigations of the periodicity of the power cesptrum, inherited in basic digitally
modulated signals, we introduced the Cepstral Covariance Detection (CCD) technique.
The job of the CCD technique is to capture the periodic peaks of the digital signals
and evaluate the cepstral covariance of its enhanced power cepstrum. Through simu-
lations, the presented detector showed a high detection accuracy for different digital

modulation schemes.

6.2 Recommendations for Future Work

The results of this dissertation point to several intriguing paths, which can be pur-
sued in future work. For example:

— A tradeoff study between the complexity and detection accuracy of the pro-
posed techniques with that of the wideband sensing technique of similar kind
can be considered to provide a broader competence view.

— The involvement of a reliable channel estimation process is essential to include

its effect on the spectrum sensing results. In this regards, A dual spectrum sens-
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ing and channel estimation by the autocepstrum approach can be investigated.
Originally, the purpose of the Power Cepstrum (PC) was to determine the echo
arrival times in a composite signal as discussed in [18], since delayed echoes
appear as ripples in the logarithmic spectrum of the input data sequence x(n)
[100]. Conventionally, the PC of a signal can be defined as the sequence of
the inverse Z-transform of the logarithm of the magnitude squared of the Z-

transform of the data sequence. This is can be written by:
xpc(n) = 2~ {log|X(2) )2 61)

where X(z) represents the Z transform of the data sequence x(n). If the data
sequence consists of two convolved sequences, such as a modulated signal y(n)

and the impulse response of the communication channel /(n), we obtain:

x(n) = y(n)  h(n) (62)

this equation can be rewritten as the multiplication of the Fourier transform of
the two sequences:
X@) =) V()P (6.3)

by taking the logarithm of both sides of the equation (6.3), we obtain:
log| X (z)|* =log |Y(2)| +1og|V (z)/* (6.4)

To further elaborate on the power spectrum analysis, let us assume that the time-

invariant multipath channel impulse response is given as:
h(n) =d6(n) +yfé(n —ny) (6.5)

where 6(n) denotes the unit impulse response function and 7 denotes the fad-

ing coefficient. On the basis of this equation, we can further write:
X@P=Y@P 1+ (6.6)

by taking the logarithm of both sides and substituting by Z = exp(jw), we ex-
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pand equation (6.6) as:
log | X (exp(je)) |2 =log |Y (exp(jw))| + log (1 +12)

2’)’f
+1 1+ cos(wp,
o 1+ o)

6.7)

In equation (6.7), we can observe that the PC of the data sequence contains si-
nusoidal components (ripples). The amplitude and frequencies of these ripples
correspond to the amplitude of every impulsive component and the time de-
lay corresponds to the delayed multipath component. By taking the inverse Z-

transform of (6.7), we obtain:

xpc(n) = ypc(n) + hpc(n) (6.8)

In the literature, the CA of a multipath signal is carried out for the purpose
of estimating the communication channel coefficients provided that prior infor-
mation about the transmitted signal are available at the receiver. However, in a
non-cooperative transmission reception scenario, such as in CR system, knowl-
edge of the PU signal characteristics is not provided. This makes a dual channel
estimation and spectrum sensing an important argument to be addressed in fur-

ther studies.

Cooperative sensing could be the target of our next area of research for the
performance enhancement of CR systems when combined with artificial intel-
ligence. In this regard, the employment of artificial intelligence algorithms can
be considered to dynamically sense the target spectrum and consequently make
a decision to share the spectrum based on reasoning [141]. In particular, some
research advances in artificial intelligence-based 5G studies discussed the ap-
plication of artificial intelligence algorithms in the radio networks [142]. These
networks would be permitted to utilize a specific frequency band after an opti-
mized decision of an artificial intelligence algorithm.
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APPENDIX A

A.1 Derivation of The Generalized Expression of The log — x>

for v Degrees of Freedom

Recall the computation of the autocesptrum of an underlying signal X(n), which is

given by:

) 1 Nt 27tkn
ca(f) = N Y. Z(k) exp <] N ) (A1)
" k=0 r

where Z(k) is the natural logarithm of the signal’s PSD which can be given by:

(A.2)

where the variances, ¢ and o2, represents also the PSD levels of the spectra of the
noise and the PU signal. Precisely, we can re-define equation (A.1) under Hy by:

N,—1 27tk
VNyea () = Z <log[0§,] + log[Sw(ff)]) exp (]ZNk )
k=0 '

=(log[o))8(1) + ca,, (1)

(A.3)

where (1) denote the delta Dirac function and ¢, (7 represents the autocepstrum of

the noise signal. By dividing both sides of equation (A.3) by Ul%zog = log[c2], we obtain:

VNrca (1)
2

Wiog

= 6(R) + &4, (1) (A4)
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where ¢, (71) denotes the normalized noise autocepstrum. Likewise, the autocepstrum

of the received signal under H; is given by:

N1 2 7tkn
VNea(#) = Y |loglodSw(B)yr0(k) +1] | exp (Jsz ) (A5)

k=0 r

where  denotes the SNR level and 7o (k) = SSS(( )) denotes the spectral variation be-

tween the signal and the noise. To simplify equation (A.5), we approximate the term

log[v7y0(k) + 1] = log[yy0(k)] for yyo(k) >> 1, thus we obtain:

. N ) = X j2rtkn
VNsea(f) = (loglog,])8(#) + ca, (7) +log[y]0(7) + ) | log | yo(k)exp |
k=0 !
(A.6)
thus, equation (A.6) can be reduced to:
) - X j2rkn
V' Nycq (1) =loglos]6() + Z log[Ss (k)] exp N (A7)
k=0 g
equivalently, it can be expressed by:
VNCalB) _ 5) 4+ ¢, (1) (AS)
O-Slog
where crz =log[o?] and é, (7)) = C(”TS( ") denotes the normalized cepstrum of the target

Slog
signal. Thus we can describe the statistical distribution of ¢, (7) under the null and the

alternative hypotheses by:

fe.(ca) = Uz (A.9)

where f,,_,» denotes the probability density function of the log — X2 with v degrees
of freedom. By using the method of transformation of random variables, fi,, _ > under
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Hy is given by:

14

2
(— P > (A.10)

A.2 Expression for The False-alarm Probability

To find expression for the false-alarm probability, we evaluate the following inte-

gral:

Pra= | fc,(ca;Ho)de,
M

) (A.11)

02\ 2 o , exp(cq)o
B 1 / exp(cs))2 exp B ANGIAT
1% F(%)Z n 1%

where 171 denotes the detection threshold of an autocepstrum detector. Using the meth-

[SAS

ods of substitution by assuming xy = exp(c,), we obtain:

Nl=

o A [ xgagjlog
rA = (xp)2exp | — dxg (A.12)
exp(17) v

2
xOUZUlog
v

UZZU 2
where A = (ﬂ) L If we assume thats = sandt=

% , then we can rewrite
I(3)22

NI=

equation (A.12) as:

2
Ppy = 2L A/g%l " Lexp(—t)dt (A.13)
Tib1og 72 exp(i)

where the integral resembles that defined by the upper incomplete gamma function, which
is given by:
I'(s,x) :/ B lexp(—t)dt (A.14)
X
By applying equation (A.14), the false-alarm probability becomes:

2

y-2
Pea = (U“’l“g) Q(s,x) (A.15)

1%
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where Q(s, x) represents the regularized gamma function, which is expressed by:

Q(s,x) = (A.16)

185



APPENDIX B

B.1 Maximum-to-Minimum Eigenvalue Detection Algo-

rithm

1. Compute the sample covariance matrix of the received signal of size N.

2. Obtain the maximum and the minimum eigenvalues of the covariance matrix for
a smoothing factor of size L.

3. The detection decision is obtained by comparing the ratio of the maximum-to-

minimum eigenvalues to the detection threshold, which is given by [62]:

_(WN+VL)? ([ (VN+ VL) 20
NMME = (VN — VL) (NL)1/6

where F; denotes the cumulative distribution function of he Tracy-Widom distri-
bution of order 1 [62].

Fi1- PFA)> (B.1)

B.2 Energy with Minimum Eigenvalue Detection Algo-

rithm

1. Compute the sample covariance matrix of the received signal.

2. Compute the average power of the received signal and obtain the minimum
eigenvalue of the covariance matrix.

3. The detection decision is obtained by comparing the ratio of the average power
of the received signal-to-minimum eigenvalue to the detection threshold, which

is given by [62]:

NEME = (\/%Q_l(PFA‘f’l)) (VN i\]\/L—S)Z (B.2)
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APPENDIX C

C.1 Validation of a Chosen Majorizer Equation

We need to get the constants cp1y and by in order to verify that the chosen func-

tion gprpm(t) is a valid majorizer for fpa(t), so based on the second condition of MM

algorithm, we have:
gmm(t = t) = fum(t = )
accordingly, we get:
M = - — (2 — bamte)
MM = = B = Ommik

referring to the inequality in equation (3.153), we have:

t 1

baumt? — — + (o —
MM TC+(TC cum) < 0
then for by > 0:
1
b (= — ==
(Tc CMM) Tcz

substitute equation (C.2) in equation (C.4), for upp = bym Tety we have:

1
M%MM—MMM—i_ZZO

thus, for a general expression:
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APPENDIX D

D.1 The Statistical Distribution of A Random Variable
follows Modulus Log Chi-Squared Distribution

Consider a random process | = |log[V]|, and we seek the distribution of ] if V fol-
lows X%z)- Thus, ] follows MLCS distribution. Based on the probability density function
approach, we find the required distribution by:

N fv(©)
fi1() = |d]V/dV| - (D.1)

then, by substituting for ;—‘]/ = |—5‘ |, we get:

f) = % {eXp (f - %eXP(]')) +exp (—f - %eXp(—f)ﬂ (D:2)
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APPENDIX E

E.1 Review on General Expressions of The PSD of Basic
Digitally Modulated Signals

The signal’s PSD can be evaluated by using either a deterministic or a stochastic ap-
proach. To evaluate the PSD by the deterministic approach, a particular data sequence
is assumed to be known, whereas the data sequence is assumed to be randomly gener-
ated in the stochastic approach. The general expression for a digitally modulated signal

is given by:

5.(f) = POE § Rikyexp (j2nsTs) (E.1)

where P(f) is the FT of the pulse shaping function p(t) and R(k) is the autocorrelation
of the random data sequence which is given by:

I

R(k) = Y (@t )P (E.2)
=1

where a, and 4, are the voltage levels of the data pulses at the n'" and (n + k)"
symbol positions, respectively, and P; is the probability of having the i** a,a,,; prod-
uct. From equation (E.1), we note that the signal’s PSD depends on the pulse shaping
function and the statistical properties of the data. By few mathematical manipulation,
the PSD of some basic digital signals with data modulation of rectangular bit shape are

given as follows [36]:

— The PSD of the baseband Amplitude Shift Keying (ASK) signals:

A%Tb .2 1
Ss(f) = = —sinc”(fTp) |1+ 7 6(f) (E.3)
where A, is the carrier amplitude
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— The PSD for the complex envelope of MPSK or QAM signals:
Ss(f) = CoITysinc?(fITh) (E.4)

where | denotes the number of bits per symbol and C, is a positive number
denoting the variance of the complex valued random variable representing the
multilevel value during the n'" symbol pulse.

— The PSD for the complex envelope of Minimum Shift Keying (MSK) signals:

Ss(f)

_ 16A2T} { cos?(27Tyf) } (E.5)

2 [(1=(4Tf)?)?

where the normalized power of the MSK signal is A2 /2.

— The PSD of OFDM signals: The PSD of an OFDM signal can be obtained rela-
tively easily, since an OFDM signal consists of orthogonal carriers modulated by
data with rectangular pulses of duration of T;. Consequently, the PSD of each
carrier is of the form sinc?(Ts(f — fu)) hence, the overall PSD of the complex
envelope of the OFDM signal is given by:

N-1
Ss(f) = AZPw, ), lsinc(Ts(f — fu))I? (E.6)

n=0

where Py, is the normalized power of the n'" element of the N-element parallel
data vector in the OFDM signal.
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Amélioration de la détection du spectre dans la radio cognitive : offrir des opportunités

spectrales fiables

Mot clés : Radio Cognitive, des signaux a spectre étalé, 'analyse cepstrale

Résumé : Lobjectif principal de la thése
est de concevoir un systéme de détection
fiable, capable de détecter un signal as-
similable au bruit, dans un contexte non-
coopératif. Nous avons proposé I'approche
autocepstrum pour détecter les signaux de
type bruit. Les techniques proposées ont mon-
tré une grande fiabilité pour la détection des
signaux a spectre étalé et des signaux ultra
large bande (UWB). Pour améliorer le pro-
cessus de détection, nous lissons les fluctua-
tions des estimateurs d’autocorrélation en uti-
lisant I'algorithme TVD (Total Variation Denoi-
sing). Nous avons étendu nos travaux au cas
du spectre a trés large bande composé de

plusieurs sous-bandes de fréquences. A cet
effet, nous avons introduit I'algorithme DLSD
(Differential Log Spectral Density) pour iden-
tifier les limites spectrales du spectre large
bande cible. Ensuite, pour la detection du si-
gnal du PU, nous avons développé le détec-
teur BaseBand-AutoCepstrum (BB-ACD) qui
extrait les informations du signal en bande de
base pour tenir compte des erreurs possibles
dans les limites spectrales. Enfin, la méthode
du cepstre de puissance améliorée est intro-
duite par le détecteur de covariance Cepstrale
(CCD) pour détecter les signaux modulés nu-
mériquement.

Enhancement of Spectrum Sensing in Cognitive Radio: Providing Reliable Spectral Op-

portunities

Keywords: Cognitive radio, spread spectrum, cesptrum analysis

Abstract: The main objective of the thesis is
to devise a reliable non-cooperative spectrum
sensing system that is able to detect noise-
like signals. We harness the strength of cep-
stral analysis to develop a system able to de-
tect spread spectrum signals. We have pro-
posed the autocepstrum approach to detect
noise-like signals. The proposed techniques
showed reliability for detecting spread spec-
trum and Ultra-Wide Band (UWB) signals. For
improved detection process, we smoothen the
fluctuations of the autocorrelation estimators
by using the Total Variation Denoising (TVD)
algorithm. We formulate a wideband spectrum
sensing problem which based on detecting the

spectral boundaries followed by the PU de-
tection phase. In this regard, we introduced
the Differential Log Spectral Density (DLSD)
algorithm to identify the spectral boundaries
of the target wideband spectrum. For the
PU detection, we introduced the BaseBand-
AutoCepstrum Detection (BB-ACD) which ex-
tracts the baseband information before apply-
ing the auto-cepstrum detection technique to
take into account the frequency uncertainty
that may result from falsely detected specitral
boundaries. Finally, an enhanced power cep-
strum is introduced by the Cepstral Covari-
ance Detection (CCD) for detecting digitally
modulated signals.
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