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CHAPTER 1. CONTEXT, OBJECTIVES AND CONTRIBUTIONS

1.1 Frame of the Thesis
1.1.1 A World Full of Embedded Cryptography

Research in cryptology has always benefited the competition between its two sides, namely
cryptography and cryptanalysis. Depending on the epochs, one of the two sides may have
taken the advantage on the other. Some important events in History, such as wars and
conflicts, have been indirectly impacted by this latent rivalry [Sin99]. Yet, the past forty
years have seen the emergence of a period in which cryptography has taken the advantage.
Along with other external factors, this has implied a pervasiveness of cryptography, shaping
our mordern lives. This trend may be explained by three factors that we detail hereafter:

1. The emergence of trust in cryptography.
2. The digitization of our modern world.

3. The advent of standardization in cryptographic protocols.

The Emergence of Trusted Primitives. Crypto-systems may be seen as the set of crypto-
graphic primitives which, combined to each other, provide the security functionalities re-
quired by the user, such as confidentiality, integrity, authenticity, non-repudiation. As such,
the security and reliability of the whole crypto-system is grounded on those of the primi-
tives. The quest of perfect primitives is so far a mission that motivates most of the research
work in cryptology.

Hopefully, over the last decades, the cryptology community has seen the emergence of
secure primitives, which currently allows to bring enough trust in the crypto-systems. The
notion of security of such primitives may be defined in two ways, that we recall hereafter.

e Provably secure: A primitive is said to be provably secure if and only if (i.f.f.) de-
feating this primitive is strictly equivalent to solving a known mathematical problem,
so that any attacker willing to defeat the primitive would have to solve this math-
ematical problem. If the latter is known to be intractable enough, then this brings
strong guarantees in the security of the primitive. As examples, the Diffie-Hellman
key exchange protocol relies on the discrete logarithm problem [DH76], while the Rivest-
Shamir-Adleman (RSA) protocol used in asymmetric cryptography relies either on the
factorization of large prime numbers [RSA78] or on the so-called RSA problem [BV98].
Both problems are known to be intractable on classical computers.

* Reputed secure: A primitive is said to be reputed securei.f.f. no efficient attack has been
emphasized over a long period. Although this does not rigorously prove the security
of the primitive, the fact that many people from the research community in cryptol-
ogy have attempted to find a vulnerability without success gives strong evidences of
the soundness of the given primitive. This is particularly the case of the Advanced
Encryption Standard (AES), that we will further describe in Subsection 1.1.2: the best
known attack requires a complexity that is roughly of the same order of magnitude as
a brute-force attack enumerating the 2'?® possible keys, which makes a practical attack
intractable [BKR11].

Although the security property of the mentioned primitives may vary in the next years,
in the case where new attack paths might be found,! it is noticeable that the mentioned
primitives have earned their reputation over a quite long period of time, thereby reinforcing
trust in them.

! Actually quantum computers would be able to efficiently resolve prime factorization and discrete loga-
rithm [Sho94]. Hopefully, quantum computers are not up to date yet, which would let enough time to find
post-quantum algorithms resilient to such threat. The National Institute of Standard and Technology (NIST)
is currently running a competition to select new post-quantum designs. The interested reader may refer to
https://csrc.nist.gov/projects/post-quantum-cryptography.
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From (Electro)-Mechanical to Electronic Systems. Crypto-systems propose solutions to
secure communications asking some secret keys for computations on which is ground their
security. Keys are represented as long strings from an alphabet specified by the underlying
cryptographic primitives. A sound crypto-system must let the parties communicating with
each other to be able to securely store and manipulate those keys, without delivering them
in clear over insecure channels. However, from a practical perspective, using trusted cryp-
tographic primitives is not enough to spread their use: they must be efficiently usable in any
context. Thanks to the progressive replacement during the 20-th century of crypto-systems
implemented on mechanical or electro-mechanical devices, by fully electronic devices real-
izing such operations is nowadays drastically faster [Sin99].

As an example, smart cards were historically conceived as a practical solution to such
a key storage issue: they consist in small devices that a user can easily carry around with,
which not only store secret keys as long strings of bits, but also are able to internally perform
cryptographic operations, in such a way that they can be involved in secure communication
protocols, that do not require the delivering of secret keys. Smart cards are pocket-sized
plastic-made cards equipped with a secure component, which is typically an integrated cir-
cuit containing some computational units and some memories. They have been patented by
Moreno in 1974 [Mor74] — as a memory device — and Ugon in 1977 [Ugo77] — a a computing
device.

Today, about 40 years after its invention, smart cards still have a huge diffusion, both in
terms of applicative domains and in terms of quantity of copies. Indeed, they serve as credit
or ATM cards, healthy cards, ID cards, public transportation payment cards, fuel cards,
identification and access badges, authorization cards for pay television, etc. Slightly chang-
ing the card support, we find other applications of the same kind of integrated circuits, for
example the mobile phone Subscriber Identity Modules (SIMs) and the electronic passports.
In terms of quantity, a marketing research found out that in 2014, 8.8 billion smart cards
have been sold [ABI], i.e., the same order of magnitude of the global population.

In addition to smart cards, the recent growing and variation of security needs lead to the
development and specification of other kinds of secure solutions, for example the Trusted
Platform Module (TPM), which is a secure element providing cryptographic functionalities
to a motherboard, or completely different solutions based on software layers, which are
today in great expansions. An example is provided by the Trusted Execution Environment
(TEE), a software environment of the main processor of a smartphone or tablet, designed to
assure resistance to software and even hardware threats.

The Standardization of Cryptographic Primitives. The last ingredient contributing to the
spread of applications relying on cryptography is the standardization of the protocols and
the primitives. Standardization enables to make different crypto-systems compatible, so that
any couple of instances (people, device) equipped with a same cryptographic primitive can
then securely communicate, without necessarily having to first agree on a communication
protocol, since the standardized one is implicitly chosen. Standardization is usually done
by a third part, able to endorse the security of the proposed primitive after comprehensively
verifying its security. Typically, this is done by institutions or government agencies such as
the NIST. In this thesis, we will mainly focus on a standard edited by the latter institution,
called AES, presented in Subsection 1.1.2. The economic impact of the adoption of this
standard, along with the two other factors we previously described, has been evaluated
2018 to 250 billion dollars at a global scale, according to a NIST report [LFS18].
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Figure 1.1: The rounds of AES.

1.1.2 The Advanced Encryption Standard (AES)

In this thesis, we will mainly focus on the AES algorithm,2 though many aspect may be gen-
eralized to other algorithms. The AES is a block cipher used for encryption or authentication
in embedded devices. Its specifications are established by the Federal Information Process-
ing Standard (FIPS) publication 197 released by the NIST in 2001 [Nat01]. It proceeds blocks
of 128 bits by running several rounds, as depicted in Figure 1.1, composed of elementary op-
erations, called AddRoundKey, SubBytes, ShiftRows, MixColumns, thanks to a secret key of
128 bits as well.® The diffusion is ensured by the ShiftRows and the MixColumns operations,
while the confusion is ensured by the AddRoundKey and the SubBytes operations. The two
latter operations are involved in the different aspects on which this thesis is dedicated. That
is why we detail them in Section 2.4.

The AES cryptographic primitive has been carefully designed to be optimally robust
against some classes of attacks such as linear cryptanalysis and differential cryptanalysis.
Therefore, it has the advantage to be reputed practically secure against classical cryptanaly-
sis. In the latter threat model, a.k.a. black-box attack scenario, an attacker is assumed to know
the algorithm (according to the Kerckhoff’s principle) and of some inputs and/or outputs.
Starting from these data, his goal is to retrieve the secret key. In other words, no internal
variable can be observed during the execution. The best known black-box attacks on AES
assume to reduce the number of rounds or have a marginal gain compared to a brute force
enumeration of the 21?8 keys, thereby leading to intractable secret key recoveries [BKR11].

Another key argument for its choice as a standard is that any elementary operation can

? This algorithm is also known under the name of Rijndael after the name of its two creators Vincent Rijmen
and Joan Daemen.

? There exists AES versions using keys of respectively 192 and 256 bits. In this thesis, we will mainly focus
on the 128 bit version of the algorithm, without loss of generality.
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be done at the scale of one byte, i.e., 8 bits. This is particularly true for the AddRoundKey
and the SubBytes, which are byte-wise operations. This makes it compatible with most of
software and hardware architectures, based on at least 8 bits and most of the time 32 for
Micro-Controller Unit (MCU) or 64 bits for Central Processing Unit (CPU) nowadays. This
compatibility with most of electronic device architectures is one of the cornerstone of its
success in modern crypto-systems. However, this success comes with a major drawback in
terms of security, despite its robustness against classical cryptanalysis. This drawback does
not come directly from the algorithm itself, but rather from its physical implementation, as
we will see in the next sections.

1.1.3 The Physical Attacks

The black-box threat model fits well with an adversary having access to the communication
channel between two parties. However, this scenario does not fit anymore with modern
crypto-systems embedded in electronic devices for one simple reason: the secret key is phys-
ically stored in the device, and the adversary may have a physical access to the latter one
storing the secret key. As an example, a credit card containing sensitive information useful
to proceed banking transactions may be stolen. A physical access to this device is likely to be
exploited by a malicious person to proceed fraudulent transactions. Likewise, a payment-
TV service may send a smart card every month to its customer on which is implemented a
cryptographic primitive using a key. This key generates dedicated information necessary to
decrypt a signal sent on a public channel by the service. Provided that the customer guesses
the key stored inside the smart card, he may be able to clone it and to sell those clones at
the expense of the payment-TV service. The black-box model stipulates that the customer
does not know this key. Yet, we can see here that it may have a physical access to the device
storing it, which is likely to break the black-box model assumption.

Of course, having a physical access to the device is not sufficient to have a perfect knowl-
edge of of the secret key which is stored inside. Since this is not a public information, it is
expected that the design of the implementation considers the key as a private variable, i.e., a
variable for which the access (in reading or over-writing) by an external program is denied.
This is particularly the case for smart cards, as mentioned in Subsection 1.1.1. Therefore,
the attacker must circumvent this constraint by proceeding a so-called physical attack, which
aims at exploiting the weaknesses of the implementation of a cryptographic primitive, rather
than the algorithm itself, by observing and/or interacting with its physical environment.

The word “observing” refers to passive attacks, in which the device runs as expected by
its specifications. The attacker only observes its behavior through the acquisition of physical
measurements, without provoking any alteration. On the contrary, the word “interacting”
refers to active attacks, during which a special manipulation is performed, either on the
target device or on its physical environment, in order to corrupt the expected behavior of
the device.

Physical attacks englobe a wider scope than just attempting to recover a secret key used
by a cryptographic primitive: in particular, active attacks are often dedicated to bypass some
security measures implemented in a program — not necessarily a cryptographic primitive —
embedded on the target device. To this end, an attacker may perturb the implementation
with fluctuations of its physical environment, e.g. with glitches occurred by power con-
sumption or Electro-Magnetic (EM) emanations, laser pulses on the device, or physical re-
configuration of electronic circuits thanks to a Focused Ion Beamer (FI1.B.). Active attacks
are beyond the scope of this thesis: we will only focus on passive attacks, and more pre-
cisely attacks where an adversary observes the so-called side-channels that we describe in the
following section.
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1.1.4 The Side-Channel Attacks

It turns out that depending on the nature of its implementation, a cryptographic primitive
may also spread key-dependent signals on non-purposed side channels, besides the main
communication channel on which the ciphertext message is supposed to be broadcast. Those

side channels are depicted in Figure 1.2.
Inside the electronic device, all the data re-
lated to the cryptographic primitive — i.e. R
the plaintexts, the secret key, the cipher- TITERY -
texts and all the intermediate computations = = [ sound
— are stored in the memory, loaded through = = -
the bus, and manipulated in the CPU regis- f’ [T
ters, under the physical form of electric sig- L
nals. All those elements are made of gates INTERMEDIATE el
: COMPUTATIONS e 'me

whose power consumption depends on the e fffo%g

. -~ ~<Fng,.
binary data they are supposed to store or ~ J’f/fﬁ g

to drive. Therefore, depending on the

processed data, an oscilloscope can notice

slight changes in the measured power con- Figure 1.2: The different side channels encoun-

sumption, so an attacker can monitor this tered by an 'electronic device.  Courtesy of
hysical m rement to recover some in- Ciconera Cagli

physical measureme

formation about the key, and thereby break-

ing the target device, as shown by Kocher [K]J]99]. A more detailed discussion about this

dependency is proposed in Section 3.5.

Likewise, any change of value in the data passed through a given gate would result in a
change of current in the gate, resulting in the emission of Electro-Magnetic (EM) radiations,
which can be monitored thanks to an EM probe [GMO01, QS01].

Other non-desired channels can be exploited by a malicious person: the intermediate
computations processed by the electronic device can emit specific sounds allowing to dis-
tinguish secret values [GST14]. Moreover, if until a few years ago it was thought that only
small devices, equipped with slow micro-processors and with small-sized architecture, such
as smart cards, were vulnerable to this kind of side-channel attacks, the last cited recent work
about acoustic emanations, together with other works exploiting electro-magnetic fluctua-
tions, pointed out that much faster and bigger devices, i.e. laptops and desktop computers,
are vulnerable as well [GPT15, GPPT15, GPPT16]. Finally, the runtime of the implementa-
tion of a cryptographic primitive can also carry some sensitive information —i.e. depending
on secret values, as emphasized by the seminal work of Kocher in 1996 [Koc96]. This is par-
ticularly true when the implementation of the cryptographic primitive contains branches
whose evaluation depends on sensitive values: if the different branches do not have the
same runtime, it is therefore possible to guess which branch has been selected, which in
turn provides information on the secret-related variable tested to branch. Recently, in 2018,
Kocher et al. proposed a timing attack based on modern CPU’s architectures, involving
low-level optimizations such as branch prediction and speculative execution [KRHFT19]. Those
optimization tricks concern nowadays most of the CPUs such as INTEL, AMD, or ARM pro-
cessors, therefore making the vulnerability pervasive.

1.2 From the Attacks towards the Evaluation

1.2.1 Goals and Stakeholders of the Evaluation and the Certification

The emergence of side-channel attacks as pervasive and credible threats on modern crypto-
systems has contributed to the trend from the industrial and institutional stakeholders of
assessing and mitigating them, in order to still ensure the reliability on the security of such

6
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Figure 1.3: The French certification scheme. Inspired from Cagli [Cag18].

crypto-systems. This is concretely materialized by the emergence of certification schemes.
This is a — sequence of — process(es) that aim at ensuring that the security claims of a given
Target of Evaluation (T.O.E.) are indeed verified, up to the point that a certification body can
endorse those claims by delivering a security certification. The certification scope depends
on the levels of the security, and on the scope of the T.O.E.: the latter one can either englobe
a whole product —e.g. a smart card — or only a specific part of it —e.g. its Integrated Circuit
(IC). Likewise, the certification is delivered for a given period (e.g. 3 years), during which it
can still be revised depending on the emergence of new threats compromising the security
claims.

The most famous scheme is the Common Criteria for Information Technology Security
Evaluation (CC) created in 1999, gathering several national certification bodies around the
world. The fact that those different certification bodies use the same scheme contributes to
the standardization of the certification of security assessment. Hereafter, we briefly present
the different stakeholders of a certification scheme, depicted on Figure 1.3.

* The Developers conceive the product for which they ask a security certification. Ask-
ing a security certification is not mandatory, but often represents key stakes for the
final product, e.g. commercial advantage over a similar product. In the certification
scheme, the product is referred as the T.O.E.

¢ The Evaluators: When the certification query is claimed by the developer, the lat-
ter one ask an evaluation laboratory to assess the security of the T.O.E. An evalua-
tion laboratory is often referred under the name of Information Technology Security
Evaluation Facility (ITSEF) — Centre d’Evaluation de la Sécurité des Technologies de
I'Information (CESTI) in French. To evaluate the security of the T.O.E. claimed by the
developers, the ITSEF verifies the expected functionalities, by inspecting not only the
specifications of the T.O.E., the T.O.E. as itself and — depending on the required level of
security — the other components of the products which interact with it. Eventually, de-
pending on the whole lifecycle of the T.O.E., some inspections on site —e.g. foundries —
may be done. If vulnerabilities are identified, the evaluator imagines threat scenarios
by building attack paths, in order to assess the required means to succeed the attack,
in terms of human, material and financial resources, or technical expertise. If need be,
the evaluator realizes himself the attack — or at least a part of it — in order to verify
the reliability of its assessment. Based on his investigations, the evaluator produces

7
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an Evaluation Technical Report (ETR), sent to the developers and to the certification
body.

¢ The Certification Body delivers the security certification, based on the ETR produced
by the ITSEF. Usually, the certification body is a governmental organization, such as
the Agence Nationale de la Sécurité des Systemes d’Information (ANSSI) in France
or the Bundesamt fiir Sicherheit in der Informationstechnik (BSI) in Germany, but it
can also be a private organization such as the Europay-Mastercard-Visa Consortium
(EMVCo). Sometimes if needed, the certification body can ask the ITSEF for further
investigation. Likewise, it can even verify that the evaluation has been correctly con-
ducted by the ITSEEF, either by reproducing some parts of the evaluation on its own or
by ordering audits into the evaluation laboratory. The certificate is often made public

to ensure not only the developers but also the final users about the claimed security of
the TO.E.4

1.2.2 The Need of Constant Improvement of the State of the Art

As a starting point of this section, it is interesting to more precisely define what the term
“security” means, and more particularly to point out the difference with the meaning of the
term “safety”, despite their closeness.

“The safety describes a machine designed to prevent inadvertent or hazardous
operation” [MW20b], i.e. “depending on the effect of unpredictable and unanalyz-
able forces in determining events” [MW20a].

In other words, this definition assumes that an undesirable event mainly involves random-
ness. Assessing the safety of a device consists in verifying that the final user, is not likely
to make — unintentionnaly — the device having a behavior not expected by its functional
specifications.

Security is defined as

“to relieve from exposure to danger : act to make safe against adverse contingen-
cies” [MW20c].

Thus, assessing the security suggests to consider an adversarial model threat: if there is a
vulnerability in the device, one must assume that such an adversary — a.k.a. the attacker —
will do all its possible to exploit it, provided it fits with the required means of this attack. On
the contrary, what is considered as a vulnerability in the T.O.E. from a security point of view
is not necessarily harmful from a safety point of view, as long as the probability to randomly
encounter this vulnerability is sufficiently low.

Since the electronic devices embedding security functionalities are usually widely spread
and are often used for critical tasks, such as telecommunications, banking transactions, etc.
it is preferrable for the developer to consider an adversarial threat model, even if it requires
to protect a device against potential attacks that are not likely to happen in real life. Hence,
one of the goals of developers and evaluators is to succeed in proving that a crypto-system
is sound against any attacker instantiating a given threat model.

At first sight, the latter task seems untractable, especially if there are infinite ways to
instantiate an attacker from a threat model: it becomes impossible to test them all. One way
to circumvent this issue is to find a way to sort the different instances of a model threat

4 In France, security certifications are available on the ANSSI's website: https://www.ssi.
gouv.fr/entreprise/produits-certifies/. An equivalent list of certification stamped by the
BSI is available at https://www.bsi.bund.de/DE/Themen/ZertifizierungundAnerkennung/
Produktzertifizierung/ZertifizierungnachTR/ZertifizierteProdukte/zertifiz_
produkte.html?nn=6618104
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according to their efficiency,® in the sense that any attack being successful would necessarily
imply that any more efficient attack would succeed. Therefore, if the most efficient instance
from a model threat does not succeed in breaking a target, one is guaranteed that any other
attack within this threat model would fail too.

As a consequence, it is necessary for an evaluator to always reach the optimal attack,
which consists in assessing the worst-case security, in order to provide strong guarantees
about the security of the T.O.E. This requires an ITSEF to always know the state-of-the-art
attacks, and to be willing to always investigate how to push the limits of these attacks, in
order to assess to what extent the security guarantees of a T.O.E. may decrease through
the time, as the SCA literature improves at the same time, making attacks of a given threat
model more powerful.

1.3 Deep Learning based Attacks

1.3.1 A Recent Emergence in Side-Channel Analysis

DL is a special type of Machine Learning (ML). Historically, they have been created in the
1950’s as models for simulating the behavior of simple neurons connected to each other
in a brain. A complete description of DL is proposed in Section 4.2. Deep Neural Net-
works (DNNs) have recently shown impressive performances at some image recognition
tasks known to be hard to efficiently solve until the beginning of the 2010’s. In particu-
lar, the success of the model proposed by Krizhevsky [KSH12] at the ImageNet Large-Scale
Visual Recognition Challenge (ILSVRC) 2012, definitely paved the way towards spread-
ing the use of DL in many application fields. This also holds for SCA, where DL has also
started to be used since 2013, with the seminal works of Martinasek et al. [MZ13]. A few
years later, Maghrebi et al. [MPP16] have shown that DNNs were particularly efficient to
break implementations of AES protected with a Boolean secret-sharing —see Subsection 3.7.1
— whereas other types of SCA failed. Likewise, Cagli et al. [CDP17] have succeeded in
breaking some software and hardware implementations protected with de-synchronization
counter-measures. Those two milestones have convinced an important part of people inside
the SCA community that this line of work is worth being more deeply investigated, as de-
picted by Figure 1.4: the number of dedicated papers follows an increasing trend over the
past few years, according to several scientific literature databases. The CHES® workshop,
which is the flagship conference in embedded cryptography, had only one paper dealing
with DL-based SCA in 2017, but respectively 5 and 6 papers for the 2019 and 2020 editions,
with now a dedicated session on the topic. Likewise the CARDIS conference now includes
the term “Deep Learning Analysis” in its topics of interest. Finally, this interest for DL-
based SCA has particularly been consecrated by the fact that it is now considered as part of
the state-of-the-art attacks by the Joint Interpretation Library (JIL).”

1.3.2 The Drawbacks of Deep Learning in Side-Channel Analysis

The successful breakthrough of the DL approach in many application fields gave the oppor-
tunity to their respective specialists to draw comparisons with former state-of-the-art ML
algorithms. Most of the time, the same criticism emerged from those comparisons: DL ap-
peared as alchemy. Indeed, some intriguing results emphasized that DNNs are more prone
to over-fitting, a phenomenon where the learning algorithm starts to learn by heart in order to
improve its performances, although this strategy generalizes poorly for most of the inves-
tigated learning problems. Likewise, research has shown that machine learning algorithms

5 A formal definition of the term “efficiency” will be given in Subsection 3.2.1.

® ches.iacr. org

7 The interested reader may find useful information on the CC website: https://
commoncriteriaportal.org/.
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Figure 1.4: Queries to scientific databases, by August 31, 2020.

could be fooled by a malicious person, thus questioning the reliability of such algorithms
in a security context. This line of works, entitled Generative Adversarial Networks (GAN)
has recently skyrocketed in the DL literature with impressive results [GPAM™14].

Those drawbacks have legitimately found some echoes in the SCA community, where
only realizing and assessing an attack is not sufficient to draw exhaustive conclusions for
a security evaluation. Therefore, one may question the interest of such an approach in a
security evaluation. In particular, the different attack methodologies proposed so far in the
literature could be easily interpretable by simple statistical tools, which is not the case of
DL-based algorithms which are often seen as black-boxes, so it is hard for the SCA practi-
tioner to interpret and to rely on such results. Moreover, the fact that DL algorithms can be
fooled does help to bring trust in a community whose work is especially grounded on trust.
It is noticeable yet that the scenarios where the DL algorithms are fooled assume that the
latter ones are the target themselves and that the malicious entity have access to some in-
puts/outputs of the algorithm. Actually, this is the convert situation of ours, in which this is
the attacker who is equipped with DL methods, and not the target. Still, this confusion may
lead the layman attacker to have misconceptions about the strengths and the weaknesses of
DL for SCA.

1.4 Contributions of this Thesis

The observations reported in Subsection 1.3.2 are specifically at the origin of this thesis,
whose common thread is to bring trust in DL algorithms by better understanding their be-
havior and their potential in an SCA context.

I, for one, truly believe that such tools, without necessarily triggering a Copernican rev-
olution of the whole field of embedded cryptography, can still represent a milestone by
drastically improving some attacks against targets whose robustness was so far taken for
granted, an to incite developers to not rely on some potential weaknesses of such attackers:
paradoxically, this might therefore improve the security of embedded electronic devices. For
these reasons, it seemed to me that it was worth further investigating this line of works. The
contributions presented in this thesis aim at grounding the use of DL in an SCA context, at
different steps of an evaluation workflow.

Theoretical Study of Deep Learning in Side-Channel Analysis. In Chapter 5, we revisit
the DL-based SCA approach under the theoretical framework of statistical learning. The

8https ://dblp.uni-trier.de/search?g=side%20channel%20learning

’Query “TITLE-ABS-KEY(("learning") AND ("SCA" OR "side-channel") AND (“attacks") AND ("crypto-
graphic" OR "cryptography" OR "crypto")) ” on www . scopus . com

Query “learning side channel” at eprint.iacr.org, excluding the Learning With Errors (LWE)-related
keywords
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latter framework is by the way formally presented in Chapter 4. We analyze how the goal of
the evaluator, namely finding the optimal attack in view of assessing the worst-case scenario,
is translated into a machine learning problem and to what extent the approach is sound.
This leads to confirm that the choice of the loss function has a meaning from an SCA point
of view, since the values returned by the loss function can be linked to the efficiency of an
attack. With this finding in mind, it is therefore possible to precisely assess the soundness of
a software or hardware protection brought to the target device. We have indeed verified that
DNNSs could efficiently address the key recovery in presence of different counter-measures,
such as (high order) secret-sharing or hiding.

The Use of Convolutional Neural Networks in Practice. As an example, we propose in
Chapter 6 a case study of a software device protected by a code polymorphism counter-
measure, consisting in changing the machine translated from a source file programming a
cryptographic primitive. Such a protection implies technical challenges in view of the DL-
based attack, as the acquired leakage measurements are of very high —i.e. around 10° time
samples — dimensionality. The DL-based literature being mostly inspired from computer
vision, the different algorithms are not adapted anymore to those kind of data. We propose
slights modifications to the design of DNNs to circumvent this issue.

Gradient Visualization for General Characterization in Profiling Attacks. Finally, we
tackle in Chapter 7 the problem of the interpretability of DNNs to show that such algo-
rithms may not be only seen as black-box models in an SCA context. By analyzing the
specific properties of our problem, we are able to propose a simple method, so far known to
be sub-optimal in other fields such as computer vision, but efficient in SCA to emphasize the
time samples that carry the informative leakage in the measured data, the so-called Points
of Interest (P.o.Is). The advantage of this method is that its efficiency to emphasize those
points works as long as the DNNs on which it is applied is able to succeed an attack. Since
we would have emphasized in Chapter 5 that DNNs-based attacks are sound against mostly
all the protected implementations, this method could potentially be applied on any evalu-
ation of implementation. Compared to other methods, the characterization can be done on
each acquisition separately. The diagnosis that an evaluator can build based on this method
may enable to identify the vulnerabilities in the source code, in order to mitigate their effect
on potential attacks.

All together, those contributions propose some improvements of DL-based attacks at
several steps of an evaluation.
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CHAPTER 2. PRELIMINARIES

2.1 Notations and Conventions

We use calligraphic letters as X' to denote sets. If X is finite, the number of elements in X’
a.k.a. its cardinality is denoted by | X|. We use bold notations x to denote vectors of elements
from a set X'.

Throughout this thesis, the finite set Z = {s1,..., sy} will be often considered: it will
always denote the possible values for a sensitive variable Z. We will denote by s a generic
element of Z, in contexts in which specifying its index is unnecessary.

When the vectors’ orientation minds, they are understood as column vectors. The i-th
entry of a vector x is denoted by x[i], while the transposed of a vector x is denoted as xT.
We will use the transposed mark to refer to row vectors xT.

In this thesis, Z, denotes the set of relative integers modulo p, and R, denotes the set of
non-negative integers.

The symbol £ denotes an equality by definition. The range of integers from a to b in-
cluded is denoted by [a, b]. If D is a logical statement, we define the characteristic function
as:

2.1)

1 — 1 iff. D istrue
P71 0 otherwise

Finally, terms in blue are defined in the glossary at the end of this thesis.

2.2 Recalls in Probability and Statistics

2.21 Probability

We consider a probabilistic structure (2, A, Pr), where A denotes the o-algebra of the set of
all possible events 2. Formally, the probability measure Pr is a mapping A — [0, 1] such that:

1. the probability of all the possible events is 1, i.e., Pr (2) = 1;

2. the probability of the countable union of several mutually exclusive events (A, )nen
equals the sum of their probabilities:

Vi,j S N,if Az‘ N Aj = @ then Pr (Az U Aj) =Pr (Az) + Pr (Aﬂ . (22)

Random Variables. We call random variable (resp. random vector), denoted by upper-case
letters X (resp. bold letters X), any measurable map from (€2, A) to a o-algebra X C R
(resp. R% d € N*). The probability of a random variable X taking value in a subset &/ C X
is denoted by Pr (X € U). When U is reduced to a singleton ¢/ = {x} the same probability is
denoted by Pr (X = z). If X' is a finite or countable subset of R, X is called discrete and the
mapping U — Pr (X € U), called Probability Mass Function (p.m.f.), verifies Pr (X e /) =
Y wcu Pr (X =z). Therefore the p.m.f. can be fully defined by a |X|-dimensional vector
whose entries are non-negative reals that sum to one. The set of every p.m.f. is denoted by
P(X). If X is not finite nor countable, X is said continuous and the mapping U — Pr (X € U)
is fully defined by the Probability Density Function (p.d.f.) z € X — fx(z) € Ry that
verifies Pr (X € U) = [, o, fx (z) dz [Klel3, Thm. 1.104].

T

Couple of Random Variables. When two variables X and Y are considered, their joint
probability is denoted by Pr (X = z,Y = y). We call marginal probability the following quan-
tity: Pr(X =x) = [ ¢y Pr(X=2,Y = y)dy. The conditional probability of X assuming the
value z given an outcome y for Y is denoted by Pr (X =z | Y = y). By definition, we have
Pr (X 22,Y= y) =Pr(X=2z | Y=y)Pr(Y =y). Inparticular,iff. Pr(X=2 | Y=y) =
Pr (X = z) we say that X and Y are independent and the joint probability is then the prod-
uct of the two marginal probabilities. The mapping y — Pr(X =z | Y = y) is denoted by
Pr(X=2z |Y).
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Moments of a Random Variable. The symbol E [¢(X)], or equivalently I)E% [#(X)], denotes

the expected value of a function ¢ of the random variable X, under the distribution of X. We
A

recall that in the continuous case I)E% [P(X)] = [oex ¢(x)fx (x) dz. Likewise, symbols Var (X)

2
and V)E(LI" (X) denote the variance of X. We recall that Var (X) £ E [(X —-E [X]) ] We note
Cov(X,Y) = E [(X —-E [X]) (Y —-E [Y])} the covariance of two random variables X, Y. It
is worth emphasizing that Var (X) = Cov (X, X). The mapping y . I@ [X] is called
=y

conditional expected value and is denoted by E [X | Y].
We now recall some useful probability results.

Total Probabilities. A consequence of Equation 2.2 and the definition of a conditional
probability is the total probabilities formula. Given two random variables X € X, Y € ),
and a subset i/ C X we have:

Pr(Xeld) = > Pr(Xel,Y=y) 2.3)
yey

= Y Pr(XeU | Y=y)Pr(Y=y) . (2.4)
yeY

In case Y is a continuous random variable, the latter formula involves integrals instead of
sums.

Bayes Theorem. Since the random variables X and Y have symmetric roles in the defini-
tion of the joint probability, it is possible to easily invert the conditional probability according
to the Bayes’ theorem:

PriY=y | X=2)Pr(X=12)
Pr(Y =y) '

PriX=z| Y=y = (2.5)

In this context, the mapping = — Pr (X = ) is called the prior of X, and describes the p.m.f.
(of p.d.f. if continuous) of X without taking into account the information that observing Y
may give about X. The mapping « — Pr(X =z | Y =y) is referred to as posterior proba-
bility of X, and gives the distribution of X once the outcome y of Y is taken into account.
Finally, for a fixed y € Y, the mapping = — Pr (Y =y | X = ) is called the likelihood of x
given the observation y. It is worth mentioning that the likelihood is not a probability distri-
bution as is, since it is not normalized. Notions of measure’s theory are needed to show that
Bayes’ theorem is valid and keeps unchanged in case of continuous random variables and in
cases in which one of the two involved variables is discrete and the other one is continuous.
The interested reader might refer to [Klel3, Sec. 8.1, 8.2].

Remarkable Probability Distributions. This thesis will manipulate several different prob-
ability distributions that we detail hereafter.

Discrete Uniform Law. We say that a random variable X follows a discrete random uni-
form law over a finite set X’ if for each value x € X we have Pr(X =z) = ﬁ, that is, the
probability of observing an outcome x does not depend on the value of the outcome itself.

Bernoulli Law. A discrete random variable X € {0, 1} follows a Bernoulli law of pa-
rameter p, denoted by B(p), if Pr(X =1) = p or equivalently Pr (X =0) = 1 — p. The
expected value of a Bernoulli law is p and its variance is p(1 — p).
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Binomial Law. A discrete random variable X € [0,n] follows a binomial law of pa-
rameters n, p, denoted by B(n, p), if Vk € [0,n], Pr (X = k) = (})p*(1 — p)"~*. The expected
value of a binomial random variable is E [X] = np and its variance is Var (X) = np(1 — p).

Gaussian Law. The Gaussian or normal distribution is a widely used model for the
distribution of continuous variables. We use the symbol X ~ N (u,0?) to denote a ran-
dom variable X following a Gaussian distribution of parameters € R and 0% € R.. For
a D-dimensional random vector X, we use the symbol X ~ AN (M, X) to denote a vector
that follows a multi-variate Gaussian distribution of parameters M € R” and & € RP*D,
positive-definite. The p.d.f. of a Gaussian distribution is completely determined by the
value of its two parameters. It is given by the following expressions, respectively in uni-
variate and multi-variate cases:

v N2

fX (CU) = \/2;76}([)—; ( o M) ) (26)

fx(x) 2 +exp—%(x—M)Tz—l(x—M) | 2.7)
(2m)" det X

The expected value of a Gaussian coincides with the parameter ;. for the uni-variate case
and with M for the multi-variate case. The parameter o2 coincides with the variance of the
uni-variate distribution, while ¥ coincides with the covariance matrix of the multi-variate
one, i.e. such that the coefficient X[i, j] is Cov (X[¢], X[7])-

Chebyshev’s Inequality for Confidence Intervals. The ML literature proposes several con-
centration inequalities. They provide bounds on the probabilities followed by a random
variable, depending on some information assumed to be known about the probability dis-
tribution. Chebyshev’s inequality is one of them. Let X be a real-valued random variable,
then:
Var (X)

5 -

Va >0, Pr (’x ) [X]D < (2.8)

a

Notion of Convergence. Let (A,), be a sequence of random variables and let A be an-
other random variable. We say that A, converges in probabilities towards A, denoted as

A, ﬁ A when the following property holds:
Ve>0,Pr(|An — Al =€) — 0. (2.9)

Like with the classical definition of convergence, we may define a notion of convergence rate
as a function m defined hereafter:

m:|]0,1? — N

6,0 — argmin{n €N | Pr(|A, — A| >¢) <d} (2.10)

The existence of such function is ensured by the convergence in probabilities, i.e. Equa-
tion 2.9.

Likewise, we say that A,, converges in law towards A, denoted as A, n%o A when for
all continuous bounded function ¢ of random variable we have:

E [¢(An)] —2 E[o(A)]. (2.11)

A, n— 00
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2.2.2 Statistics

We use the notation S = {x1,...,2n} to denote a dataset of N Independent and Identically
Distributed (i.i.d.) observations of a random variable X. This means that it can be seen
as one observation of the random tuple (Xi,...,Xy), where the X; are i.i.d. variables of
same distribution as X. The term statistics refers to a branch of mathematics that aims to
analyze, describe or interpret observed data. Differently, the word statistic refers to any
measure obtained applying a function to some observed data S. As a consequence (and
unless considering trivial cases), a statistic which depends on random variables is itself a
random variable.

Descriptive vs. Inferential Statistics. We might distinguish two sub-branches in statis-
tics: the descriptive statistics, and the inferential statistics. In descriptive statistics, data are
described by means of more or less complex statistics (in the sense of measures) that may
capture the relevant information necessary to exhaustively describe the data. The most com-
mon of them being the empirical arithmetic mean, the empirical covariance and the empirical
variance, respectively:

X £ lixi , (2.12)
N =1
R = -
Sxy = N_1 ;(Xi -X)-(Yi—Y), (2.13)
S2 L Syx . (2.14)

where the Y; are i.i.d. It is noticeable that the statistics defined in Equation 2.12 and Equa-
tion 2.14 may be seen as polynomial of the random variables X; denoting the observations
from a dataset. They are qualified as statistical moments of order respectively one and two,
since the degree of the underlying polynomial is respectively one and two.

In inferential statistics, data are considered as sample observations of random variables
and the data analysis aims at modeling the distribution of such variables. Dealing with ran-
dom variables, inferential statistics exploit the probability theory framework and theorems.
Statistics of data (in the sense of measures) play an important role in inferential statistics as
well, usually with two goals. The first one aims at estimating random variable parameters.

In this case, the statistics are called estimators and will be denoted by a hat: for example IEP(\]

denotes an estimator for the expected value of X. Likewise, the realization of an estimator
random variable is called estimate (or estimation). The second one aims at realizing statistical
hypothesis tests, in order to statistically validate or refute an hypothesis about the random
variable X.

The most classical and intuitive estimator for the expected value is the empirical mean
X, in the sense that the expected value of the estimator is exactly E [X] (we say that it is unbi-

ased), and its variance is shown to be minimal for a given number of observations. Therefore,
such an estimator is said to be optimal.

Maximum Likelihood. There exists a generic method to find optimal estimators, called
maximum likelihood. The idea is to consider the parameter ¢ of a probability law as a possible
realization of a random variable © which is linked to the observations X1,...,Xy. In this
context, the likelihood function, introduced in Bayes’ theorem (see Equation 2.5), can be refor-
mulated as § — Pr (X; = x1,..., Xy =2y | © = 6). The maximum likelihood estimator of
0, denoted by 6, is therefore obtained by maximizing the likelihood function. Informally, §
is the value which must be assigned to the parameter 6 in order to maximize the probability
of observing the dataset S.
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By concavity of the log function, and since the observations are assumed to be i.i.d., this
is equivalent to minimizing the so-called Negative Log Likelihood (NLL) function:

N
Ls(0) = =D logPr(Xi=u; | ©=0) (2.15)
=1

Therefore, § = argminy Ls (0).!

2.2.3 Information Theory

We now define some Information Theoretic quantities. An interested reader may refer to the
book of Cover and Thomas [CT06]. Let Z € Z be a discrete random variable. The entropy of
Z, denoted by H (Z), describes the uncertainty to guess the value of a realization of a discrete
random variable Z. It is formally defined by:

— Y Pr(Z=s)logyPr(Z=s). (2.16)
s€EZ

The latter definition can straightforwardly extend to the entropy of conditional random vari-
ables. Let X € X be a random variable and let z € X, then:

HZ | X=2)2 - Pr(Z=s | X=ua)logyPr(Z=s | X=u1). (2.17)
sEZ

This value depends on the observation x, so we may generalize by defining the conditional
entropy of a discrete random variable Z given another random variable X. It is formally
defined as:

H(Z | X)éIE[H(Z | X=u1)]. (2.18)

Informally, the conditional entropy quantifies the remaining uncertainty on the guess of Z
once X is known. In the latter definitions, it is worth emphasizing that the random variables
are implicitly assumed to be discrete. The extension to continuous variables would require
a thorough discussion. Nevertheless, despite some random variables observed in this thesis
are continuous, their measure remains always discrete, so such a discussion can be still
avoided here.
If P and Q are two probability distributions on Z, we define the Kullback - Leibler (KL)
divergence as:
DP || Q)= ) P(s) 1g2@. (2.19)
s€Z Q(S)
This quantity is typically used to measure the difference between two discrete probability
distributions, since it is always non-negative and equals zero i.f.f. P = Q. Thanks to the
previous definitions, we can introduce the Mutual Information (MI) between two variables
Z and X as:

MI(Z;X) 2 H(Z)—H(Z | X)=D(Pr(X,Z) || Pr(X)Pr(Z)). (2.20)

This characterizes how much information can be obtained about Z by observing X.

2.2.4 Monte-Carlo Methods

In Section 5.4, we will be interested in computing the MI between a discrete random vari-
able Z denoting a random secret byte, and a continuous random vector X, denoting the
time series of a physical measurement. In this context, we assume to know the generative

! The maximum likelihood estimation principle will be extended in Section 4.3 and Equation 9.
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p.d.f. Pr(X | Z). According to Equation 2.20, computing the MI is equivalent to computing
H(Z)and H(Z | X). The former term is straightforward to compute, since in this thesis Z
will always be assumed to follow a uniform discrete law over 2" values, hence H (Z) = n.
However, Equation 2.18 tells us that computing the conditional entropy term H(Z | X) in-
volves a D-dimensional integral, where D is the dimensionality of the random vector X.
Therefore, it is likely to be intractable. Hopefully, the conditional entropy term may still be
efficiently estimated by the so-called Monte-Carlo stochastic method. The idea is to replace
the expected value in Equation 2.18 by an empirical mean based on the random draw of a
dataset S = {x1,...,xn}:

N
H(Z]X)zﬁNé%ZH(Z]X:Xi). (2.21)

=1

We have said that the empirical mean was an optimal estimator of an expected value, since
it is unbiased, and its variance is minimal among every possible estimator of the expected
value based on a dataset of N observations. But more interestingly, the Central Limit Theo-

rem [Kle13, Thm. 15.37] states that this estimation is consistent, that is, H Ni> H(Z | X),
—00

with a convergence speed of O (ﬁ) This leads to Algorithm 1, describing the way the

mutual information can be estimated.?

Algorithm 1 Conditional entropy estimation with Monte-Carlo method
Require: N € N*, §: Random Number Generator (RNG)
Ensure: Hy - H(Z | X)
— 00
fori < 1to N do

z <+ $(2)
x+ 83X | Z2=2) > Draws a random observation x
fors € Z do

tab_P[s]«Pr(X=z | Z=15s) > Compute the likelihood given x
end for
tab_P < normDist(tab_P) > Normalizes by computing (2.5)
tab_H < computeH(tab_P) > Computes the entropy with (2.17)
Hy <+ RunningMean(tab_H) > Averages to estimate (2.18)

end for

2.3 Recalls in Discrete Mathematics

In this thesis, F,« denotes the finite field of p? elements. For the representation of this field,
the specifications of the AES consider the set of polynomials with coefficients in Z,, whose
addition (denoted by @) and multiplication (denoted by x) are done modulo an irreducible
polynomial of degree g. The parameter p, necessarily prime, is called the characteristic of the
field. In this thesis, we will only be interested in the Rijndael field Fos = Z2[X]/P(X), where
P(X) = X%+ X*+ X3+ X +1, on which all the AES operations are defined. Its characteristic
being 2, it has two consequences. First, the polynomial coefficients are binary. Since any
polynomial is fully represented by its coefficients, any element in Fys can be seen as a byte
value. Second, the addition between two polynomials being nothing but the element-wise
addition of their coefficients in Z,, the field addition @ coincides with the bit-wise xor
operation between two bytes, and thereby the addition coincides with the subtraction.

2 Algorithm 1 will be used in Section 5.4.
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2.4 Recalls on AES

As recalled in the introduction, the AES is a round-based block-cipher encrypting blocks of
128-bit plaintexts chunks. Such a chunk is called a state. Concretely, it is represented by
a 4 x 4 array of bytes, denoted by a. The byte lying at the i-th row, j-th column of a will
be denoted by ali, j] for i,j € {0,1,2,3}. The 16 bytes of the state are indexed column-
wise. Each element ali, j] of the state is mathematically seen as an element of the Rijndael
field Fys defined in Section 2.3. The AES-128 on which we focus through this thesis loops
over 10 similar rounds - see Figure 1.1 — during which it will progressively transform the
state from the plaintext to the ciphertext through the rounds, with the help of one subkey
for each round. The subkeys are derived from a master key according to a routine called
KeySchedule, and are also represented by a 4 x 4 array of bytes, like the current state. In the
AES-128 bit version on which this thesis focuses, the KeySchedule operation is invertible.
In other words, perfectly knowing one complete subkey is equivalent to knowing the whole
master key, and in particular, the subkey derived at the first round equals the master key.
In this thesis, we will particularly focus on the first steps of the cryptographic primitive,
as it is the most prone to SCA. That is why it is not necessary to describe the KeySchedule
operation here.?

The very first step consists in the application of the AddRoundKey operation. Each byte
ali, j] of the state is xor-ed with the corresponding byte of the round key k[3, j].

The next operation is the byte-wise application of a non-linear invertible mapping called
SubBytes devoted to introduce confusion in the state. It is composed of the following two
functions:

1. The inversion in Fys, where the null element 0 of the field is mapped to itself. An
interesting property of the fact that the group (Fys\{0}, %) is cyclic is that computing
571 for s # 0 is equivalent to computing s**~2 [Ter18, Lem.5.3.4]. That is why this step
is also known under the name of the power function.

2. An affine transformation.

Concretely, the SubBytes operation may be implemented thanks to a Look-Up Table (L.u.t.)
called Sbox, given in the FIPS-197 [Nat01].

Then, the ShiftRows operation is applied during which the bytes in the second, third and
fourth rows of the state are cyclically shifted of 1, 2, and 3 byte(s) respectively.

Finally, the last operation of the round is called MixColumns and is devoted to introduce
diffusion in the encryption algorithm by mixing the bytes between them. In this thesis, we
will only consider the different intermediate computations of the cryptographic primitive
occurring at the output of the AddRoundKey, the SubBytes, and the ShiftRows.

2.5 Recalls on Vectorial Calculus

2.5.1 Gradient and Jacobian Matrix

In the following, R™ denotes the n-dimensional vector space, provided with the scalar prod-
uct (-,-). Let f : R® — R be a function of several real-valued variables. We denote its
partial derivative with respect to the i-th entry of the input vector x by 8)% f. The vector

Vf(x) = (%[1} f(x),..., 6%[71] f (x))T denotes the gradient of the function f. If there is an
ambiguity, the gradient will be denoted by V f (x) to emphasize that it is computed with
respect to x only.

We recall that x is said to be a critical point of f if Vxf (x) = 0, a local minimizer if it
minimizes f over a neighbourhood of x, and a global minimizer if it minimizes f over the

SA complete description may be found in the FIPS-197 [Nat01].
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whole domain of f. If f is defined over an open set of R", a (local or global) minimizer is
necessarily a critical point, but the converse is not always true. In that case, such points are
called saddle points.

If f is a function from R" to R™, then J (x) € R"" denotes the Jacobian matrix of size
(m,n), whose rows are the transposed gradient of each elementary function x — f(x)[i] €
R, i€ [1,m].

When computing the derivatives of composed functions, it is useful to know the chaining
rule. The following lemma recalls this calculus rule.

Lemma 1 (Chaining Rule [GBC16, p. 199]). Let f : R™ — RP be a real-valued function and
g : R™ — R™ be a vectorial-valued function. Let ¢ : x € R" — f o g (x) € RP. The chaining rule
states that

Jo (%) = J7 (9(x)) - Jg (x) (2.22)

In particular, if p = 1, the Jacobian matrices of f and ¢ are their transposed gradients, so:
Vi (x)T =V f(g9(x))"-Jg(x) . (2.23)

As an example, if one takes g(x) = M - x where M € R™*" and f(y) = (y,y), one
gets p(x) = 3(Mx, Mx) = 1(x, MTMx) so the gradient is Vx¢(x) = MTMx. It can then be
verified that it corresponds to the product in Equation 2.22, where J, (x) = M and Vy f(y) =
y.

2.5.2 The Gradient Descent Optimization Algorithms

We will see in Subsection 4.1.3 that machine learning (almost) always consists in solving
a functional optimization problem which can often be rephrased itself as a numerical op-
timization problem. This is why we briefly present here the optimization algorithms used
in this thesis. Numerical and functional optimization are wide topics in machine learn-
ing, hence naturally beyond the scope of this thesis. The interested reader may refer to
the books of Boyd et al. [BV14], Goodfellow et al. [GBC16, Chap. 8] or Shalev-Shwartz and
Ben-David [SSBD14, Chap. 14].

The Stochastic Gradient Descent (SGD) Algorithm. Let f : R? — R. We are given a
random initial point xg € R?, and a parameter > 0 called learning rate. The SGD step
consists in updating the current point x; as follows:

Xep1 = X¢ — NV f (X¢) . (2.24)

It can be shown that when f is convex and smooth (i.e., the norm of the gradient is bounded),
SGD converges towards the unique point x* minimizing f with speed O (%) where 7' is

the number of steps [SSBD14, Thm. 14.8].* Actually, the SGD step given in Equation 2.24 de-
notes the regular gradient descent on functions differentiable everywhere. The convergence
of the SGD can be extended without loss of generality to functions that are differentiable
almost everywhere, provided that where it is defined, the gradient has a bounded norm.
Likewise, the exact gradient of f can be replaced by an unbiased statistical estimator of
V f (x¢), without changing the convergence properties of SGD [SSBD14, Thm. 14.8]. Unfor-
tunately, SGD is not guaranteed to converge towards the minimum of f if the latter one is
not convex, which will be the case in our context as we will see in Subsection 4.3.3. More
precisely, provided that the learning rate is small enough, the SGD can still converge almost
surely towards a local minimizer [LSJR16], which means that the convergence towards a
saddle point has probability zero if the initial point xg is randomly chosen. Nevertheless,

“We recall that unicity of a minimizer of f is ensured by convexity [BV14, Sec. 4.2.2].
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this minimizer is not necessarily the global minimizer. Even worse, the learning rate is a
sensitive parameter. If the learning rate is too high, the SGD can diverge [BV14, Sec. 9.3]. On
the opposite, if the learning rate is too low, the convergence may be prohibitively long. For
this reason, the SGD is not widely used in practice.

Instead of using the SGD as is, we will rather use a slight variant called Adaptive Mo-
ment Estimation (Adam), proposed by Kingma et al. at ICLR’15 [KB15]. It is based on adap-
tive estimates of lower-order (i.e. 1 and 2) moments of the gradients computed at each iter-
ation of the descent. Those moments are then used to slightly modify the descent direction
— originally set to —V f(x). It is nowadays one of the most used gradient descent based
optimization algorithms for machine learning. A complete description and study of this
algorithm is beyond the scope of this thesis. Nevertheless, the interested reader may refer
to the Deep Learning book by Goodfellow et al. for more information [GBC16, Sec. 8.5.3], or
directly to the Kingma et al.’s paper.
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Side-Channel Attacks

“ All models are wrong, but some

models are useful.”

George Box
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3.1 Definition of a Side-Channel Attack

3.1.1 The Attack Scenario

Let 7 be the instance of the target device under an attack conducted by an adversary, a.k.a.
attacker, denoted by .A. We assume that 7 runs a cryptographic primitive E () each time that
a query, represented by a plaintext p, is sent by the attacker. The primitive being set by a
secret encryption key k*, the target returns the ciphertext corresponding to the encryption
of the sent plaintext, that is, c = E (p, k*). The goal of the attacker is then to guess the secret
key, assumed to belong to a known key space K.

In this thesis, we modelize a SCA by the following scenario, that is illustrated in Fig-
ure 3.1. First, the target randomly draws a secret key k* that is used for the encryption.
Then, A sends a given number N, of queries to the target 7. Those queries are materialized
by the input plaintexts p1,...,pn,. For each plaintext p; € P, the target 7 returns the cor-
responding ciphertext c; but also a measurement x; € X, ak.a. SCA trace, corresponding
to the physical leakage occuring during the computation ¢; = E (p;, k*). In the remaining
of this thesis, we denote by S, = {(x1,p1),-- -, (Xn,,Pn,)} the attack set acquired by the at-
tacker A during the SCA. This attack scenario is often called a gray-box attack, in opposition
to a black-box scenario corresponding to classical cryptanalysis, where the attacker does not
have access to the SCA traces in the attack set, but rather the ciphertexts instead.

From a probabilistic point of view, p, k*, x can be respectively seen as the realizations of
the corresponding random variables P, K, X, according to the probabilistic graph presented
in Figure 3.2. More precisely, we make the assumption that X only depends on a random
variable Z resulting in an intermediate computation denoted by C () involving chunks of
Pand K,! e.g., C(P,K) = P @ K. This random variable is called sensitive since it depends
on the secret key, and intermediate since it corresponds to an intermediate state between
the plaintext and the final ciphertext. In other words, some knowledge about the values
z; = C(pi,k*),i € [1, N,] of the sensitive intermediate variable, induces some knowledge
about the underlying secret key k* used for the encryption.

Moreover, we assume that the couple (P, X) is not independent from the secret key K.
Otherwise, considering the gray-box scenario has no further interest compared to the black-
box one. Finally, the random variable X is usually assumed to be drawn from a continuous
p.d.f., since it measures a physical phenomenon. However in practice, the observations of
this random variable are discretized during the acquisition phase by the oscilloscope. That
is why the leakage space is often of the type X = [0,2% —1]¥, where D is the dimensionality
of the observations, and where w denotes the resolution of the oscilloscope — typically w = 8.

In the pursuit of his ultimate goal, the attacker can process the attack set in order to

! Subsection 3.1.2 will discuss how to reduce the problem to chunks of plaintexts and keys.

A 7

Pi,.---,PN,

C1,...,CN,;

Ds

a

g (Ds,) k]

Figure 3.1: Black: scenario of the black-box model. Grey: additional information added in the gray-
box scenario.
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Figure 3.2: Probabilistic graph denoting the links between the data.

extract information on (a chunk of) the secret key. Depending on how the attacker wants to
exploit this information, the latter one can take different forms.

¢ Either the attacker aims at directly recovering the secret key from S,, without addi-
tional investigation. Then, he returns a value k that he believes to correspond to the
right key k*, according to the extracted information from S,.

¢ Or the attacker A may want to combine a SCA with other attack techniques such as:

— Algebraic attacks, e.g., by using a Propositional Satisfiability Problem (SAT) solver
to find the right key among a restricted list of o key candidates k;, . . . , k, returned
after the SCA - where 0 < |K|. Such techniques have been initially introduced
by Renauld et al. [RS09, RSV(09].2

- Brute-force attacks, e.g., by using a key enumeration algorithm [VGRS12, MOOS15,
BKM 15, Poul8] fed with the set of key hypotheses K sorted in a decreasing or-
der of preference, returned by the SCA until it reaches the right key k*.

More generally, those different approaches may be encompassed by the following one:
the SCA attacker A returns a vector assigning a score to each hypothetical value of the key.
This vector is computed thanks to a so-called distinguisher that we define hereafter.

Definition 1 (Distinguisher). Let S, be an attack set. A distinguisher is a mapping from S, to a
score vector in RI¥I;

DS | Dsi | 3.1)

Remark 1. The definition of the distinguisher may be refined by constraining the scores to belong
to the interval [0,1], O denoting the least confidence in the corresponding key hypothesis while 1
denoting the greatest confidence. This constraint can still be obtained by applying a normalization of
the scores.

This definition encompasses the different forms of information exploitation from the
SCA presented so far. For the first way, the attacker A takes k = argmaxycx Ds, [k]. The
attack is then said successful i.f.f. k = k*. For the second way, i.e. the algebraic attack, the
attacker A returns a list of key candidates corresponding to the o first scores from Ds,. The
attack is said successful i.f.f. k* € {lAq, e ,Eo}. Finally, for the last way, the attacker enu-
merates the key candidates by decreasing order of their scores in Dgs,. The rank of the right
key therefore quantifies the amount of enumeration necessary to succeed the key recovery.
In Subsection 3.2.2, we will further discuss this rank through the notion of Guessing En-
tropy (GE). Although unknown in advance by a pure attacker, this quantity is known by a
developer/evaluator in an evaluation context.

2 This approach has been rewarded at the CHES 2018 Capture the Flag (C.t.F.) [GJS19, HZF 19, GJS20].
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Remark 2 (Vertical Attacks). The SCA literature sometimes makes a discrepancy between verti-
cal attacks, namely “technique analyzing the same sample time regions of several [...] traces” in
opposition to horizontal attacks that “analyze many portions of a single trace” [Cag18]. The attack
scenario presented in this thesis particularly fits the case of vertical attacks, which are typically used
against block ciphers, whereas horizontal attacks are rather used on asymmetric cryptography, e.g.
based on RSA.

3.1.2 Reducing the Problem.

At this stage of the description, it is noticeable that .A has two main degrees of freedom,
namely the choice of the distinguisher and the strategy® to choose the plaintexts (p;)e[i,n,]
for the queries, materialized by the p.m.f. of P that is set by the attacker. We discuss both
degrees of freedom hereafter.

For the AES, it is usual to take the input or the output of the first SubBytes operation.
Indeed, at this step of the algorithm, no diffusion operation has been applied yet in the
encryption so Z is the byte-wise output of the composition p, k — Sbox[p @ k]. Since the
p.m.f. of the secret key is assumed to be uniform over the AES field F,s,* we have that for
all value p chosen by A, the sensitive random variable Z is also uniform and independent
from P, and, likewise, X is independent from P. In other words, the attacker has no reason
to prefer the sending of a plaintext value from another. Since we assume in our scenario that
the plaintexts are all sent at the same time, this concern all the plaintexts. That is why in the
following, we will assume that the plaintexts are i.i.d. and randomly chosen according to
the uniform law.

More interestingly, this also means that all the bytes of the sensitive variable are indepen-
dent from each other, and so are the bytes of the key and those of the plaintext. Therefore
the j-th byte Z[j] of the sensitive variable only depends on the j-th byte of plaintext p[j]
and on the j-th byte of the secret key k*[j]. This allows us to recover the secret key k* as a
byte-wise manner, in a so-called divide-and-conquer strategy. The recovery of one key byte at
the time enables the attacker A to drastically reduce the key chunk search space from 228 to
28, thereby breaking the high complexity usually required to run an attack in the black-box
threat model. The whole secret key can then be recovered by replicating the reduced at-
tack on the 16 key bytes independently. This reduction makes the SCA particularly efficient
regarding cryptanalytic attacks.

In the remaining of this thesis, unless not precised, we will only consider the recovery
of one byte of the secret key — hence implicitly assuming that it applies similarly to all key
bytes. This means that we substitute the plaintext random vector P € (Fys)'6 by a random
variable P € Fos. Likewise, we substitute the secret key K by K and the sensitive vector Z by
Z. The reader’s attention is drawn however on the fact that the leakage X is still considered
as a vector.

3.1.3 Beyond our Attack Scenario.

The gray-box scenario considered here presented the powers and degrees of freedom of
an attacker aiming at recovering the secret key. Despite being beyond the scope of this
thesis, we also provide hereafter a (non-exhaustive) list of ways to build an augmented
attack compared to what is assumed here for the attacker.

Adaptive Chosen Plaintexts. Rather than sending the IV, queries to the target 7 and then
waiting for the acquisitions of the IV, corresponding traces, a more realistic scenario would

® The actual term used in reinforcement learning is policy [SB98].
* Otherwise, the uncertainty on the key does not ensure anymore the security, and a simple brute-force attack
may become affordable for the attacker.
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be to send a first query pi, then to acquire the first trace x; along with the cipher text c;
before sending the next query, and so on. In that case, the attacker may already collect
some information about the secret key after each acquisition, or equivalently before each
query. This way, he may eventually use an adaptive chosen-plaintext strategy that may help
making a discrepancy between particular key hypotheses faster, i.e. requiring less queries to
the target 7. Such strategies have been investigated by Kopf et al. [KB07, KB11] and Veyrat-
Charvillon et al. [VS10], with promising results on simulations. An extension of those works
involving the reinforcement learning [SB98] framework would be a promising track in the
coming years. Yet, this remains beyond the scope of this thesis.

Key Rank Estimation. Whereas an attacker would be interested in recovering the whole
key enumeration, an evaluator would just be interested in knowing how many keys should
be enumerated according to the guessing vector in order to reach the right key, rather
than actually enumerating them. Several works propose some ranking estimation meth-
ods [VGS13, YEM14, GGP*15, MMOS16, MMO18, DW19, APSV20] allowing to save some
time compared to a naive key enumeration.

Other Ways to Partition. Finally it is worth emphasizing that although they will not be
investigated in this thesis, other divide-and-conquer strategies may be used, e.g., at a bit-
wise level. More generally speaking, the choice of such a strategy depends on the nature of
both the cryptographic primitive and the physical leakage occurred by the target. This may
typically lead to the reduction on different key chunks. As an example, the AddRoundKey
of the last round of AES can be targeted instead of the first one, with the same complexity
by just swapping the ciphertexts with the plaintexts. In this case, the recovered key bytes
form the last derived subkey from the KeySchedule operation, rather than the ones of the
master key directly. Yet, since the KeySchedule is invertible for the AES-128, this attack
path equivalently leads to the master key recovery. An example of such an attack path is
provided in Subsection 3.8.4.

3.2 Assessing an Attack

Whereas an attacker is ultimately interested in the value of the secret key embedded in the
target device, a developer or an evaluator is much more interested in the effort required
by the attacker to succeed, from which ultimately depends the security level of the target
implementation. This different perspective leads the SCA community to design and adopt
conventions on the performance metrics used for the quotation of the vulnerabilities of the
target implementation. We present in this section the different aspects to take into account
in the efficiency evaluation of an attack, before introducing the related performance metrics.

3.2.1 The Different Factors of Attack Complexity

Depending on who actually instantiates the attack A, i.e., whether this is an actual adversary
or a developer/evaluator, one will differently define the notion of complexity. We particu-
larly distinguish the effectiveness of an attack —i.e. can A succeed — from its efficiency —i.e. to
what extent can A succeed. This distinction is necessary because nowadays crypto-systems
are designed to be resilient from a potential informative leakage about some secret data, e.g.,
the key. This concretely means that those crypto-systems often refresh the secret keys used
in their communication protocols by the cryptographic primitives, after a given number of
uses for encryption and/or decryption. On the one hand, if an attack requires a number of
queries N, beyond the refreshing period of a key, then it will be harmless for the crypto-
system. On the other hand, refreshing the secret key in a communication protocol might
limit the runtime performance of the upper communication layers of the target device, and
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thereby its global performance desired by the developer. Thanks to this mechanism, the
developer can control the trade-off between performance and security, depending on the
efficiency of potential attacks. In this context, an attacker is interested in the effectiveness of
its particular attack, whereas a developer is more interested in the best efficiency of a wider
class of attacks against which he wants to protect its device.

Therefore, the notion of efficiency can be more precisely translated into the required
number N, of queries to succeed the attack .A whereas the effectiveness can be defined by
the existence of such an N, ensuring the success of the attack.

3.2.2 The Performance Metrics

To assess the effectiveness and the efficiency of an attack, it has initially been suggested to
measure or estimate the minimum number of traces required to get a successful key recov-
ery [MOPO07]. This can be done by computing the guessing vector g (Ds,) of a score vector
Ds,,. The coordinates of the guessing vector are defined as follows:

g(Ds,) [k £ > 1p, w>Ds, ] » (3.2)
KeK

where 1 is the characteristic function defined in Section 2.1. In particular, g (Ds,) [k*] de-
notes the rank of the right key, which determines the success of an attack depending on the
form of the exploitation of the scores by the attacker, as discussed in Subsection 3.1.1. Al-
though unknown by a pure attacker, this quantity is known by a developer/evaluator in an
evaluation context.

Yet, many random factors may be involved during the attack: we have seen that the
traces and the plaintexts may be seen as the realizations of IV, couples of i.i.d. random vari-
ables (X, P), so the attack set S, may be seen itself as the realization of a random vector. In
other words, one cannot consistently compare two attackers .A; and 4> from one attack set,
since the comparison could lead to different conclusions on another attack set S, acquired
on the same target 7. So any measure of success must be refined to remove any dependency
on random factors.

To circumvent this issue, the SCA community has agreed on a metric called the Success
Rate (SR) at order 02

SR(Na, D, 0) = Pr (g (Ds,) K] < 0 | S| = Na) (3.3)

where o is set according to the desired definitions of “success” among those proposed in
Subsection 3.1.1. The SR quantifies the probability that the attacker .4 succeeds in finding
the secret key stored in the target 7 within a given number N, of queries done during the
attack phase. If the attack is effective, the SR is expected to increase with N, and to converge
towards 1. Following the discussion in Subsection 3.2.1, the efficiency of the attack A, at
probability f3, is likewise materialized by:

Nu(D,0,8) £min {N, € N | SR(N,,D,0) > 3} , (3.4)

where € [0,1] is a threshold set by the evaluator, typically 5 = 90%. Figure 3.3 illustrates
the relationship between the different quantities introduced so far in this section.

One can accordingly compare two attackers A; and A by comparing the efficiency of
their respective distinguishers at a given threshold and a given success order. In the remain-
ing of this thesis we will lighten the notations, by removing the reference to the success order
o when the latter one is implicitly fixed to one, and by removing the reference to 5 when the
latter one is implicitly fixed to 90%. Likewise, since so far an attacker is fully defined by its
distinguisher, we may equivalently substitute D with 4 in the notations.

> The notion of order of the success rate shall not be confused with the notion of order of secret-sharing
defined in Subsection 3.7.1.
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Figure 3.3: Typical shape of a Success Rate (SR) plot, illustrating how N, (D, o, ) is defined.

Within this framework, it is then common to formulate the evaluator’s task as assessing
the worst-case scenario from the developer’s point-of-view. The pursuit of such scenario is
the cornerstone of the evaluation, as stated by the following problem.

Problem 1 (SCA Optimization). Given a target T, a threshold 3 € [0, 1] and a success order o, find
the most efficient attacker A, i.e., the one instantiating the distinguisher D minimizing N,(D, o, ).
We denote by

N:(0,8) £ min {Na(D, 0, )} (35)

the efficiency of the optimal attack.

Remark 3. Rather than the success rate, one can equivalently consider the average ranking of the
correct guess, a.k.a. the Guessing Entropy (GE) [SMY09], defined as:

GE(NaaD) = ‘IS.E [g (DSQ) [k*] | ‘Sa‘ = Na] . (36)

a

In that case, the efficiency is defined by :
No(D,7) & min{N, | GE(N,,D) <7} , (3.7)

where T > 1 is a threshold set by the evaluator. An illustration of the metrics related to the GE is
proposed in Figure 3.4. The GE quantifies the average amount of enumeration which is yet to be done
after the key recovery phase if the right key is not ranked in the first place in the guessing vector.

Since an acceptable amount of enumeration for the whole key — i.e. made of the 16 bytes for AES
— is generally set to 232, it is usual to set the threshold to recover only one byte to T = 2. This way, it
ensures the average amount of enumeration for the whole key to lie below 716 < 232. In the remaining
of this thesis, we will let the parameter T implicitly set to 2, in order to lighten the notations.

The GE is of great interest for attack scenarios in which the attacker A is allowed to proceed a
key enumeration after the attack phase, and we will provide later in this thesis an illustration of a
GE plot in Figure 7.9. Moreover, one can draw a parallel with the eponymous notion of GE defined
by the NIST [BDP06], which “measures [...] the difficulty that an attacker has to guess the average
password used in a system”. Nevertheless, we will favor the SR in this thesis.

3.2.3 Estimating the Metrics in Practice

In practice, to estimate SR(N,, D, 0), sampling many attack sets may be very prohibitive in
an evaluation context, especially if we need to reproduce the estimations for many values of
N, until we find N,(D, o, 3). One solution to circumvent this problem is, given a validation
set of N, traces, to sample some attack sets by permuting the order of the traces into the
validation set (e.g. 50 times). Ds, can then be computed with a cumulative sum to get
a score for each N, € [1,N,]. For each value of N,, the success rate is estimated by the
occurrence frequency of the event “argmaxcx Ds, [k] = k*”.° While this trick gives good

® The GE is likewise estimated by computing the average value of g (Ds, ) [k*].
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Figure 3.4: Typical shape of a Guessing Entropy (GE) plot, illustrating how N, (D, 7) is defined.

estimations for N, < N,, one has to keep in mind that the estimates become biased when
N, — N,. Retrospectively, we must verify in each experiment that the result N, (D, o, 3) is
indeed much lower than N,,.

3.3 Conditions of an Optimal Attack

When addressing Problem 1, it is relevant to first recall a key result from Heuser et al. pre-
sented at CHES'14: an analytical optimal solution to Problem 1 is given by the following
theorem.

Theorem 1 (Optimal Distinguisher [HRG14, Thm. 1]). The most efficient attacker A for the
device T is the one using the maximum likelihood — defined in Section 2.2.2 — as a distinguisher, i.e.,

Ng
DYLK] =Y logPr(X; =x; | Zi = C(pi,k)) . (3.8)

i=1
ie, N, (DML) = N;.
At this stage, it is relevant to comment the different elements of Equation 3.8:

¢ The Leakage model denotes here the p.d.f. Pr(X | Z). More generally, it is the way
to describe the physical dependency between one leakage trace X and the sensitive
target variable Z.

* The Distinguisher properly said is the way how the information extracted on each
trace through the leakage model is combined to compute the scores. Here in particular,
the distinguisher is the sum of the log probabilities of the likelihood function.

We may discuss its impact on our attack gray-box scenario. On the one hand, it implies
that the optimal attacker A is fully determined by the choice of the maximum likelihood dis-
tinguisher, thereby addressing the last remaining degree of freedom. This is useful in order
to build provably secure implementations against any type of attacker: it suffices to prove
that the given implementation is secure against an attacker using the maximum likelihood
distinguisher.

On the other hand, the major drawback of such a distinguisher is that it implicitly re-
quires the full knowledge of the leakage model. The latter one typically depends on the
target implementation 7, both at software and hardware levels, as on the acquisition en-
vironment of the physical measurements. Therefore, perfectly knowing the leakage model
turns out to be practically impossible as is. In other words, the analytical solution of Prob-
lem 1 is not informative for the SCA evaluator. To circumvent this issue two approaches
have been proposed in the literature.
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The first one — historically speaking — consists in making assumptions on the leakage
model depending on the knowledge of the attacker or the evaluator on the device. These
assumptions may be strong and even non-realistic although representing reasonable ap-
proximation errors. The counter-part to this approach is that other distinguishers, possibly
less sensitive to approximation errors, may lead to more efficient attacks compared to the
maximum likelihood distinguisher. This approach, presented in Section 3.5 is nowadays
called unprofiled attacks, in opposition to the second approach, hence called profiled attacks.

The second scenario allows to still assume the attacker to have access to the exact leakage
model - or at least a good approximation of it for some metric that must be previously
defined, in order to address the worst-case scenario.

To this end, a preliminary phase of the attack requires to characterize the leakage behav-
ior of the device. This will be detailed in Section 3.4. This approach enables to reformulate
Problem 1 in a slightly modified version, namely Problem 2, that can be more practically
useful.

3.4 Profiled Attacks

Profiled attacks provide a way to help the attacker to accurately approximate the leakage
model, in order to allow the use of the maximum likelihood distinguisher — see Equation 3.8
— to be practically used in an SCA context. From an evaluator’s point of view, it is also
relevant, since it allows him to implement an attack close to the optimal one, rather than
just considering it as theoretical. This is useful when assessing the performance of a real,
possibly non perfect attacker. It relies on the existence of a clone device 7' of the actual
target 7. The clone device is assumed to behave as an open sample, i.e. it is fully controlled
by the attacker; especially the knowledge (and eventually the choice) of all the parameters
and intermediate computations processed during the execution of the primitive, including
the random values used to secure the processing — see Subsection 3.7.1.

A profiled attack, depicted in Figure 3.5, is divided into two distinct phases. The first
one, called profiling phase, as depicted on the left of Figure 3.5, exploits so-called profiling
traces. Profiling traces are acquisitions taken under known values for the sensitive variable
Z, so the attacker collects a profiling set S, = {(x1,21), - - -, (Xn,, 2n,)}, for which the correct
association trace/sensitive variable is known. The profiling phase is typically done on the
clone device 7', assumed to have the same physical and algorithmic behavior as the target
T. Intuitively, the less similar the behavior of the clone device 7’ with respect to the target
device 7, the more loss in the attack performance. That is why in practice, an evaluator
aiming at finding the worst-case scenario often considers the target device 7 to be the exact
clone 77 on which he is working.”

The second phase of a profiling attack is the attack phase strictly speaking, during which
the attacker A proceeds exactly as in the gray-box scenario depicted in Figure 3.1. Therefore,
A may take the advantage of the previous profiling phase to infer over it.

Assessing a Profiled Attack. Considering a profiled attack scenario allows an evaluator
to conduct a worst-case scenario analysis of the target security. Such a scenario typically
covers very powerful attackers, potentially without restriction in terms of financial, mate-
rial and human resources. Regarding this analysis, it is common to assume the attacker to
have an unbounded profiling power, in order to fully exploit the behavior of the open sam-
ple. This means concretely that the resources used by an attacker in a profiling scenario, in
terms of human expertise, time and technical means, are not critical here and therefore, are
considered as negligible. In particular, no bound on the number NN, of acquired traces in the
profiling set S, is assumed in this thesis, contrary to the number N, of traces in the attack

7 This assumption is discussed in Section 4.4 when we review the literature working on the portability issue.
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Figure 3.5: Profiling attack scenario: a gray-box attack scenario with a preliminary profiling phase.

set S, that we assess during the evaluation of a target. However, from an evaluator’s point-
of-view, this assumption is questionable. If the target device is not provably secure against
profiled SCA, the security guarantees come from a practical evaluation, which cannot be
mounted with infinite resources. Hence, the worst-case scenario analysis is not always af-
fordable in a profiled attack context. That is why some works also consider the case of
restricted profiling power for the evaluator too [PHG19]. Chapters 4 and 5 will discuss the
impact of the number N, of profiling traces on the quality of the profiling phase.

Template Attacks (TA). The most known estimation method of the leakage behavior is the
use of Gaussian Templates (GTs), as initially proposed by Chari et al. at CHES’02 [CRR02].
Precising the term “Gaussian” here means that one assumes the likelihood to follow a (even-
tually multivariate) Gaussian law:

X | Z=s5s~N(M,Z,), (3.9)

whose parameters M, X (possibly) depend on the sensitive value s processed by the inter-
mediate computation Z. During the profiling phase, those parameters are estimated respec-
tively thanks to the empirical mean and the empirical covariance matrix for each cluster of
traces sharing the same value s.

The critical task here comes from the estimation of the w different coefficients
of the covariance matrix 3, for each value s € Z. Choudary et al. recall that the latter
one must be invertible — see Equation 2.7, and explain that a necessary condition is that
N, > D. The latter condition is usually not sufficient because of the noise in the leakage.
Indeed, making estimations of the parameters accurate enough in order to make a strong
discrepancy between each template would require much more profiling traces IV,,. Although
not critical at first sight since we do not assume any limitation on the number of profiling
traces, it may become a practical issue for the evaluator if the input dimensionality becomes
too high.

To circumvent this problem, two solutions are proposed in the literature. First, a di-
mensionality reduction pre-processing can be done on the acquired traces from the profiling
set. This solution aims at decreasing D. Some of those techniques will be discussed in Sec-
tion 3.6. Second, one may consider other assumptions on the covariance matrix, in order to
decrease the required number of data for the estimation. The literature in statistics proposes
a wide spectrum of such techniques. Yet, we mention hereafter the ones used in the specific
case of profiled SCA:

¢ When no additional assumption is done, one remains with all covariance matrices, one
for each cluster tagged with the sensitive value s. In that case, the covariance matrices
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are said heteroscedastic. The combination of a Gaussian template with heteroscedastic
covariance matrices and the maximum likelihood distinguisher is also known as a
Quadratic Discriminant Analysis (QDA) in the machine learning terminology [HTF09,
Chap. 4.3].

* In opposition to the heteroscedastic assumption, the covariance matrices may eventu-
ally be assumed to be all equal to each other. In that case, the covariance matrices are
said homoscedastic. This is an interesting assumption when one is guaranteed that the
discriminative information is contained in the mean vector M, since this enables to
estimate only one covariance matrix, which we explained to be the critical task. The
use of a Gaussian template with homoscedastic covariance matrices and the maximum
likelihood distinguisher is also known as a Linear Discriminant Analysis (LDA) in the
machine learning terminology [HTF09, Chap. 4.3]. This approach has been proposed
by Choudary et al. at CARDIS'13 [CK13] under the name of pooled template.’

¢ In addition to the homoscedastic assumption, the covariance matrices may even be as-
sumed to be diagonal. In other words, this means that all the samples X[t],t € D
are assumed to leak independently from each other. The use of a Gaussian tem-
plate with a single diagonal covariance matrix and the maximum likelihood distin-
guisher is also known as a naive Bayes classifier in the machine learning terminol-
ogy [HTF09, Chap. 6.6.3]. The soundness of this approach has been discussed by Picek
et al. [PHG17].

It is worth emphasizing that although the SCA community almost always assumes that
the leakage X follows a multivariate Gaussian law, templates may be obviously extended
beyond this case. The interested reader may refer to the works of Heuser et al. discussing
the latter assumption at CHES’14 [HRG14].

Generative vs. Discriminative. GTs are an example of a so-called generative model. This
means that the leakage model, i.e., the likelihood function Pr (X | Z) may be used to gen-
erate synthetic traces. To this end, one may take a RNG to draw a random value z € Z
according to a uniform distribution; before a vector x according to the likelihood distribu-
tion Pr(X | Z = z), estimated thanks to the profiling phase.

In other words, a generative model is able to make a discrepancy between the values s €
Z of the sensitive variable Z, by completely modelizing how such values would affect the
input trace X, even if some parts of the modelization do not enable to make any discrepancy
between the underlying values of the sensitive variable. This is a more general problem than
just guessing which is the most likely value of Z that is leaking from a given trace x. The
latter approach is called the discriminative model. Such models are typically estimated with
machine learning algorithms, that we will present in Chapter 4.

Intuitively, estimating a discriminative model is a simpler task than estimating a gener-
ative one, since the latter one requires to build a complete model of X, whereas the former
one only focuses on the discriminative features of X in order to guess Z. This was phrased as
follows by Vladimir Vapnik in his principle for solving problems using a restricted amount
of information:

“When solving a given problem, try to avoid a more general problem as an in-
termediate step.” [Vap00, Chap. 1.9].

However, contrary to generative models, discriminative ones are more seen as black-box,
since they do not always reveal the latent mechanism linking the variable to explain Z to the
explaining variable X.

8 In SCA, the term LDA may either refer to the pooled templates, or to a dimensionality reduction technique,
a.k.a. the Fisher’s LDA [SA08].
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Replacing a generative model by a discriminative one turns out to be possible in profiled
attacks, according to the following lemma.

Lemma 2 (Discriminative distinguisher). Suppose that the attacker A knows the posterior proba-
bility distribution Pr (Z | X) instead of the likelihood distribution Pr (X | Z). Then the maximum
likelihood distinguisher can equivalently be defined as:

Ng
Dy k] = > logPr(Z=C(pi,k) | X=x;)+u , (3.10)
=1

where u € R is a constant independent of k.

Proof. According to the Bayes” Theorem (see Equation 2.5), one have:

Pr(Z = C (pi, b))

PrZ=Clpih) | X=x) = Pr(X=xi | Z=Cpih)) x —5 5 5

(3.11)

Since Z is uniform, Pr (Z = C (p;, k)) does not depend on k. That is why the logarithm of the
likelihood and the posterior probability distributions are equal, up to an additive constant
(i.e., independent of k). Therefore, the distinguisher, as defined in both Equation 3.10 and
Equation 3.8, will always imply the same key hypotheses ranking. O

The equivalent definitions of the maximum likelihood distinguisher enables the attacker
to choose the distribution which fits the most its constraints, and in particular, opens the
way towards the use of ML algorithms as we will see in Chapter 4.

3.5 Unprofiled Attacks

When profiled attacks are impossible — e.g. when one lacks a clone device behaving as an
open sample — the attacker is reduced to make (strong) hypotheses on the leakage model,
instead of accurately estimating it. The error induced on the guessing of the secret key may
then be more or less sensitive to those hypotheses. That is why such a weaker attacker
should also adapt its strategy in the key recovery.

Two main strategies can be used when facing a non-profiled attack context. The first one
consists in using leakage models commonly adopted in the SCA literature. The latter one
typically proposes some simple generative models although often relevant. Combined with
those simple models, another distinguisher, namely the correlation distinguisher, is widely
used. This gives an approach known under the name of Correlation Power Analysis (CPA),
which will be addressed in Subsection 3.5.1.

The second one aims at addressing the case where no sound leakage model can be as-
sumed concerning the acquired traces. In that case, the MI can be somehow used as a distin-
guisher, leading to the so-called Mutual Information Analysis (MIA). This approach being
beyond the scope of this thesis, the interested reader may refer to the study conducted by
Batina et al. [BGPT11].

3.5.1 Correlation Power Analysis

The aim of CPA is as follows. The attacker is given a uni-variate additive noise leakage model,
typically under the form
(X[t] | Z=3s)xp(s)+B , (3.12)

where ¢ : Z — R is a deterministic function of the observation s of the sensitive target
variable Z leaking at a time coordinate ¢, and B is a Gaussian zero-mean random variable
independent from Z denoting the ambient noise. The attacker wants to test for which hy-
pothetical value of the secret key the acquired traces from the attack set S, fit the most the
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assumed leakage model. Since Equation 3.12 assumes a linear relation between the random
variables (X[t] | Z) and ¢(Z), one materializes this test by computing the correlation coef-
ficient between X[t] and ¢ (C (P, k)), for each time sample ¢ and for each hypothetical value
k, as stated by the following definition.

Definition 2 (Correlation Distinguisher). Given an attack set S, and a leakage model ¢, the
Correlation Distinguisher is defined as:

DSPAk] 2 max |p (X[t], ¢ (C (P, k)))] . (3.13)
@ te[1,D]
where g
p(X,Y) &2 XX (3.14)
S% - 5%

denotes the empirical — a.k.a. Pearson — correlation coefficient between X and Y.

Indeed, given a key hypothesis k, the computation of the correlation coefficient for each
time coordinate of the traces give a vector p of size D.” Provided that the leakage model
is sound, when the right key £* is tested, the computed correlation coefficient is expected
to reach a significantly higher value where the leakage happens, i.e., at Points of Interest
(P.0.Is), than elsewhere in the resulting vector. Instead, when another wrong key candidate &
is tested, it is equivalent to test the fitness of another leakage model, namely ¢ (C (P, IE)) CIf
this leakage model is highly non-linear with respect to the true leakage model ¢ (C (P, £*)),
then the resulting correlation coefficient computed at the same P.o.I is not expected to be
distinguishable from the non-informative time coordinates.

Since the computed correlation coefficients are empirical estimations, the more traces
in the attack set, the more likely an attacker is able to make a discrepancy between the
score of the right key hypothesis and the wrong ones. Hence the interest of the correlation
distinguisher to mount a SCA.

CPA has been first introduced, as is, by Brier et al. at CHES 2004 [BCO04].1° But Le et
al. [LCC*06] and Doget et al. [DPRS11] have shown that several attacks proposed in the
early years of SCA since the seminal work of Kocher et al. [K]J]99], may be retrospectively re-
formulated as a CPA. The only difference with the Brier ef al.’s work relies on the underlying
leakage model, which will be discussed hereafter.

Heuser et al. have shown that if the true leakage model is uni-variate and is perfectly
known by the attacker, then the linear correlation distinguisher is equivalent to the maxi-
mum likelihood distinguisher regarding Problem 1 [HRG14]. However, in a non-profiled
context, one cannot guarantee that the assumed leakage model ¢ perfectly fits the true one,
and here is where the correlation distinguisher takes advantage on the maximum likelihood:
it is often less sensitive to approximation errors in the leakage model. Hence its wide use in
non-profiled attacks.

Models to Approximate the Leakage. We review hereafter the different leakage models
which can be proposed to approximate the true one. The choice depends on the knowledge
of the attacker on the software and/or hardware architecture of the target device 7.
Classical leakage models come from the fact that, in Complementary Metal Oxide Semi-
conductor (CMOS) technology — which is used to realize the majority of existing integrated
circuits, peaks of power consumption are observable when the output of the gates transition
from either a ‘0" to “1” or a ‘1" to ‘0" logic state. At the scope of an 8, 16 or 32-bit register
storing a targeted intermediate computation Z, the leakage model can then be described by

? D is recall to be the dimensionality of the traces, i.e., the number of time samples in them.
19 The term Correlation Electro-Magnetic Analysis (CEMA) may also be found when the traces denote acqui-
sitions from an EM probe. Yet, we will not make any discrepancy between both terms.
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the values of its bits and those of the previous intermediate computation Z’ stored in the
same register, that is:

X[t] | Zx ¢ (Z,Z)+B , (3.15)

where ¢ is a deterministic function of two elements from Z, and B is a random variable
denoting the noise coming from the environment, i.e., the neighbor registers and the mea-
surement noise. The knowledge of Z and Z’' may be guessed from the source code or the
hardware architecture depending on the context. In that case, ¢ can even be simplified to
only depend on the target variable Z: the dependency on the previous state is implicitly
included in ¢ and in the noise term.

Since ¢ is a deterministic function of a discrete random variable taking finite values, it
may be reformulated as a polynomial of the bits of Z, denoted hereafter as Z[0], ..., Z[n—1],
where n is the number of bits:

eZ)=">Y. ags ][z, (3.16)

JcC[0,n—1] JjeET

where a s € R. Doget et al. argue that for most targets 7, the attacker .A may assume that
the degree of ¢, seen as a polynomial, is lower or equal to one [DPRS11]. In other words,
the bits contribute to the power consumption — or the EM emanation — independently from
each other, therefore ignoring the possible coupling effects between the logic gates storing
those bits. Thus, the leakage model may be simplified to:

n—1
0 (Z)=> aZ[i] , (3.17)
=0

where «; € R, which has the advantage to be linear with respect to the bits of Z. At this
stage, the attacker must only guess the coefficients a;. Depending on its knowledge and
on the approximation error margin he may accept on its leakage modelization, the attacker
may choose between several assumptions suggested hereafter, although not exhaustive.

* The coefficients may be assumed to be equal to each other. This corresponds to the
so-called Hamming weights leakage model, denoted as hw(Z). This model is the one
proposed by Brier et al. for their CPA [BCO04], and is, so far, the most widely used
leakage model.

* The coefficients may otherwise be ignored —i.e. they are set to 0 — except one of them.
Such a leakage corresponds to a monobit leakage model. In particular, when the non-
null coefficient is aq (resp. a,—1), the model is also known as a Least Significant Bit
(l.s.b.) (resp. Most Significant Bit (m.s.b.)) model. Although not realistic, this model
has the advantage to be very robust against approximation errors, since it involves few
approximation assumptions on the leakage, thereby making the bridge with legacy
Differential Power Analysis (DPA) [KJ]J99].

¢ Eventually, the coefficients may be adjusted thanks to a linear regression with the
traces from the attack set, for each key hypothesis. This approach is known as a stochas-
tic attack or Linear Regression Analysis (l.r.a.) [SLPO5].

It is also noticeable that Brier et al. suggest to choose the target sensitive variable Z as
the output of the SubBytes instead of the output of the AddRoundKey. By including the
Sbox inside ¢, one ensures that the leakage induced by z wrong key hypothesis will be
highly non-linear with respect to the one induced by the right key hypothesis. Therefore,
this decreases the required number N, of queries to distinguish the right key k* with the
correlation distinguisher — see [MOP07, Sec. 6.3.1] for an explanation.
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3.6 Leakage Characterization and Pre-Processing

So far, we have seen that to emulate a sound attacker A in order to evaluate a target, one
must get an estimation of the conditional p.m.f. Pr(Z | X). This can be done either manu-
ally by the attacker thanks to the preliminary knowledge of the target behavior, or thanks to
measured leakages during a preliminary characterization phase. The problem of estimating
the latter conditional p.m.f. Pr(Z | X = x) based on measured data x is singular for two
reasons.

On the one hand, SCA traces depict physical quantities varying through the time. By
definition, these can be seen as continuous functions of the time, so they cannot be perfectly
measured through the acquisition. A high-sampling rate oscilloscope can nevertheless dis-
cretize this signal with high fidelity, but at the cost of high dimensionality in the traces,
ranging from several hundreds to several millions of samples, depending on the target im-
plementation. This feature yields technical challenges concerning the use of some estimation
algorithms. As an example, naively applying Gaussian Template Attacks (TA) on the raw
traces of length D would require to estimate the O(D?) coefficients of the covariance matri-
ces. Hence, such a leakage model poorly scales when increasing the dimensionality of the
traces.

On the other hand, in our cryptographic contexts, the relevant informative leakage is
empirically known to be only localized in few time samples, the so-called P.o.Is. By relevant,
we mean that those P.o.Is statistically depend — independently or jointly — on a sensitive
variable, as formally stated by the following assumption.

Assumption 1 (Sparsity). There only exists a small set of coordinates Ty = {t1,...,tc | C < D}
such that Pr (Z|X) = Pr(Z | X[t1],...,X[tc]).

That is why it is worth considering methods able to target those P.o.Is. Not only, from
an attacker’s point of view, it enables to reduce the attack complexity by decreasing the
dimensionality of the input traces, while keeping enough exploitable information to enable
an attack to succeed. But also, by identifying the precise time samples where the informative
leakage occurs, it allows an evaluator or a developer to guess the origin of the vulnerability,
whether it comes from an element in a hardware circuit, or from a particular instruction in
the assembly code for software implementations. In a sense, it helps to build a full diagnosis
of the target device weaknesses.

There are two ways to proceed a dimensionality reduction. Either one may try to di-
rectly localize the P.o.Is, thanks to some tools exploiting the statistical dependencies of the
trace at the informative time samples — detailed in the next section. Or one may use stan-
dard data compression techniques, such as Principal Component Analysis (PCA) [CDP15,
SA08, EPW10, CK13, CK14], Kernel Discriminant Analysis (KDA) [CDP16], Discrete Fourier
Transform (D.E.T.) or wavelet-based signal decomposition [DDFP20]. Contrary to the former
way, the latter one does not enable to localize the P.o.Is. Hereafter, we propose an overview
of the former way, especially since it will be used as a benchmark in Subsection 7.3.3.

3.6.1 Research of Points of Interest

In this section we present some basic tools, able to emphasize P.o.Is in the traces. We recalled
in Subsection 3.5.1 that some non-profiled leakage models rely on a deterministic function
@ of the sensitive variable, which coincides with statistical moments of the traces on the
specific time coordinate where the leakage occurs. This is somehow a first method empha-
sizing P.o.Is. That is why assessing similarly statistical hypothesis tests on those samples can
make a discrepancy between uninformative time samples and informative ones. We detail
hereafter two ways to implement this idea.
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T-test. The T-test characterization [MOBW13] is based on the eponymous statistical test.
Its idea is to gather a profiling set into two classes: one, denoted by S4 of size n4, with a
same fixed sensitive value z4, and another, denoted by Sg of size np with random sensitive
values. The T-test assesses whether the two datasets share the same expected value or not.
To this end, a T-statistic is computed according to Equation 3.18, for each time sample of the
traces:

X4lt] — Xg
T[t] = gﬁtgﬂ f[g : (3.18)
et

where X4 [t] (resp. X5[t]) denotes the empirical mean and S [t] (resp. S%[t]) denotes the em-
pirical variance of the traces from S (resp.Sg) at a given time coordinate ¢ — see Subsec-
tion 2.2.1. Therefore, it outputs a characterization vector of the same dimensionality of that
of the input traces, namely D.

If a time coordinate ¢ does carry informative leakage, then there is at least one value
s € Z of the sensitive variable Z such that the probability distribution Pr (X[t] | Z = s)
would differ from Pr (X[t]). Therefore, it is likely that the expected values of the correspond-
ing p.d.f.s, namely E [X[t] | Z = s] and E [X]t]] are significantly different, hence a T-statistic

significantly different from 0.!! That is why such a test should reveal a vector emphasizing
P.oIs at the time samples where some informative leakage is carried. Moreover, according
to Assumption 1, this vector should be sparse. An example of leakage characterization with
a T-test is given in Figure 3.9a.

However, depending on the true leakage model, not all values s € Z may yield a sig-
nificant T-statistic. To circumvent this issue, the T-statistic may be averaged over the set Z
of all possible values that Z may take. Likewise, the p.d.f.s Pr(X[t] | Z = s) and Pr (X[t])
being different does not necessarily mean that their corresponding expected values also dif-
fer. This particularly happens when facing protected implementations, where the discrim-
inative part of the leakage occurs in higher-order statistical moments.!? To circumvent this

— \d
issue, Standaert suggested at CARDIS’18 to replace X 4t (resp. XB [t]) with (X Alt] — X A[t])

(resp. (XB [t] — TB[t])d), foragivend > 1.

Signal-to-Noise Ratio. The Signal-to-Noise Ratio (SNR) follows roughly the same idea.
For each time sample ¢, the following statistic is estimated:

r s VZaLr(IE[X[tHZ:s]) 1o
= IZE[Var(X[tszs)} ’ (3.19)

where the numerator denotes the signal magnitude and the denominator denotes the noise
magnitude estimate. Like the T-test, provided that a time coordinate does carry some in-
formative leakage, the deterministic part E [X[t]|Z = s]| should not be constant with s, hence

a non-zero variance, and thereby a non-zero SNR when the latter one is computed at an
informative time coordinate. It is noticeable here that the denominator does not bring more
information concerning the relevance of a time coordinate, but only scales the leakage char-
acterization vector with the noise amplitude of the traces. This is then particularly useful
when one wants to compare the relevance between several informative time coordinates.!3
Nevertheless, although requiring more traces to draw significant conclusions from the SNR
than from a T-test, the former one does not depend on the choice of the the sets of traces to
statistically compare [Stal8]. The interested reader may refer to see [MOPO07, Sec. 4.3.2] for
more details on its application in the SCA context.

The T-statistic should be typically higher than 4.5.
12 This will be discussed in Section 3.7.
13 Provided that those time coordinates carry the same redundant information about the sensitive variable.
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Characterization of Multi-Variate Leakages The SNR characterization techniques we have
presented so far work in the case of uni-variate leakage, that is, when the marginal p.d.f. of
X([t], for a given time coordinate ¢ € [1, D], depends on the sensitive variable Z. Therefore,
both characterization techniques are able to emphasize all the P.o.Is verifying the preced-
ing property. However, for some more complex leakage models, some time coordinates
may still carry some information about the sensitive variable, i.e., Pr (X[t1],X[t2] | Z = s)
is non-constant with respect to s € Z; although their respective marginal p.d.f.s, namely
Pr(X[t1] | Z=s) and Pr (X[t2] | Z = s) remain constant with respect to s. Such leakage
models are called multi-variate to emphasize the fact that several time coordinates must be
jointly considered to find a dependency with the sensitive variable Z. Those leakage models
are widely met with protected implementations — see Section 3.7.

To deal with the statistically based characterization methods, it is possible to use a pre-
processing step of the traces. It consists in building a new pre-processed trace X', computed
thanks to a so-called re-combination function € applied on each possible tuple of a given size
g of time coordinates from the trace, i.e.,

X'[t1, ta, . ..ty = & (X[ta], X[ta], .. X[tg]) ti,to,... tq € [1,D] . (3.20)

The hope is that, for a value of ¢ high enough, the uni-variate statistical moments of the new
trace X' may contain new P.0.Is which would not be constant with respect to the sensitive
variable Z. Prouff et al. have proposed sound recombination functions in the case of sec-
ond order leakage models, i.e., when ¢ = 2 [PRB09]. The drawback of this method is that it
mechanically increases the dimensionality of the new trace X’ to D? where D is the dimen-
sionality of the original trace X. This limitation is critical, even for small values of ¢, and is
especially a cornerstone of the design of counter-measures by the developers.

3.7 Counter-Measures

So far, we have seen that side-channel attacks may be easily exploitable by a potential at-
tacker, as is. The ultimate goal of the developers is then to design secure implementations of
a cryptographic primitive, while keeping the latter one running efficiently. The SCA termi-
nology often uses the term counter-measure, defined hereafter, to refer to protections brought
to an implementation.

Definition 3 (Counter-measure [MOPO07, p. 167]). A counter-measure is a set of modifications
brought to an original implementation of a cryptographic primitive aiming at avoiding or at least
reducing the dependency between the leakage and the sensitive intermediate values processed by the
primitive.

Behind Definition 3, there is the idea that a developer may find a way to control the
quantity of informative leakage through its implementation, despite the fact that he may not
have the control on the behavior of some hardware leaky components of the target device
7. In that sense, this draws a link with the notion of leakage resilient cryptography [KR19].

When dealing with the implementation of counter-measures, the general idea is to in-
corporate randomness, e.g., by using values drawn from an RNG, unknown by the attacker
during the attack phase — although those random values may also leak themselves through
the acquired traces. This randomness added to the implementation will harden the key re-
covery in two ways. First, it acts as a source of entropy which is added to the p.m.f. of
the true leakage model. This higher entropy mechanically decreases the information an
attacker might optimally gather about the secret key. Second, it artificially increases the
leakage model “complexity”, which may protect against attackers with bounded power to
guess the true leakage model.

There are mainly two approaches in the SCA literature about the design of counter-
measures:
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(a) Random data encoding.
(b) Random primitive code.

Figure 3.6: The two families of counter-measures in SCA.

¢ Random data encoding, depicted in Figure 3.6a: the developer uses a source of ran-
domness to change the way any sensitive variable are encoded in the algorithm at each
new execution.

* Random primitive code, depicted in Figure 3.6b: the developer uses a source of ran-
domness — depicted as $ — to change at each execution the way the elementary op-
erations of the algorithm are processed while keeping their semantic constant. The
random behavior in the elementary operations induces many different random pat-
terns — denoted by x; in Figure 3.6b — at each new execution, even if the plaintexts and
the encryption key remain constant.

The former approach is detailed in Subsection 3.7.1, while the latter approach is detailed
in Subsection 3.7.2.

3.71 Random Data Encoding

Principle of Secret-Sharing. The first idea introduced so far to protect devices against SCA
was to substitute the direct use of sensitive intermediate computations with a secret-sharing
of those computations. It gathers lots of techniques, investigated under several names over
the past 20 years, such as duplication, masking, blinding'* or random encoding. We will briefly
review those techniques.

Definition 4 (Encoding). An n-encoding of a variable z representing the intermediate state of a
computation, is a tuple (zo, . . ., zn—1) of size n such that there exists a decoding function verifying:

Dec (z0,...,2n-1) = 2. (3.21)

Definition 5 (Secret-Sharing [Beill]). Let d < n + 1. An (n,d)-secret-sharing of the random
variable Z € Z is an n-encoding verifying the two following properties:

1. Foranysubset Tgi1 = (i1, ..,i4+1) C [0,n—1] of size d+ 1, there exists a decoding function

verifying

Decz,,, (Ziys -+ Ziy,) = Z . (3.22)

id+1)
2. Forany subset Ty = (i1, ...,iq) C [0,n — 1] of size d, the secret variable Z and the d-tuple of

random variables Z;,, . .., Z;, are independent,15 that is:
Pr(Z | Z;,,...,2;;) =Pr(Z) . (3.23)

!* This term is specifically used for implementation of asymmetric cryptographic primitives.
1> This condition may be relaxed for the so-called non-perfect secret-sharing. However, this is not used in this
thesis and the interested reader may refer to the survey of Beimel [Beill].
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Remark 4. It is straightforward to show that Equation 3.22 holding for any set of size d implies that
it also hodls for any set of size strictly greater than d + 1. Likewise, Equation 3.23 holding for any
subset of size d implies that it also holds for any subset of size strictly lower than d.

The parameter d is called the order of security induced by the secret-sharing. We call
scheme a set of design rules enabling to:

1. compute a tuple (Zy,...,Z,—1) which is a (n, d)-secret-sharing of a sensitive random
variable Z,

2. propagate the encoding through the different elementary operations of a cryptographic
primitive.

The goal of a developer is to find a scheme ensuring the given security requirements while
minimizing the runtime and memory overhead due to the scheme. We will discuss these
aspects while presenting the main schemes used so far in the literature.

Group Based Encodings. At first sight, finding an encoding function may look non trivial.
Hopefully, there exists a generic way to implement secret-sharing schemes: if there is an
inner operator - : 22 — Z such that (Z,-) is a group, then one may consider the scheme
given in Algorithm 2.

Algorithm 2 Secret-sharing scheme based on a group operator

Require: Z € Z, $: RNG
Ensure: Z,...,Z,_;is an (n,n — 1)-secret-sharing
Z() — Z
fori=1ton—1do
Zo — Zo . Zi
end for

The first scheme introduced so far is the Boolean scheme, which has been proposed by
Goubin et al. at CHES'99 [GP99] and Chari et al. at CRYPTO’99 [CJRR99]. It considers the
addition @ in Fys as a group operator, which is nothing but the bit-wise xor between two
bytes,'® hence the name “Boolean”. Other group laws have also been proposed: the arith-
metical secret-sharing considers the modular addition + over Z,,, and has been introduced
by Messerges et al. [Mes00], the multiplicative secret-sharing uses the field multiplication x
between non-null elements in Fys and has been first used by Golic et al. [GT02]. The reason
to prefer one group law from another is that depending on the cryptographic primitive, the
sharing may be more or less easy to propagate through the elementary operations. In partic-
ular, it is trivial to apply an elementary operation which is commutative with the considered
group law: it suffices to apply the operation on each share separately. As a consequence, any
cryptographic primitive made of elementary operations commuting with a group law can
be protected by a d-th order secret-sharing with a linear complexity with d. As an example
for AES, the operations AddRoundKey, ShiftRows, MixColumns commute with the group
law & of the AES field Fys but the SubBytes operation does not. Similarly, the power func-
tion in the latter operation commutes with the field multiplication x in Fys provided that
the shares are non-null. We see here that all the operations of the AES do not commute
with the same group law, which implies an important negative result: there is no trivial way
to implement a secret-sharing scheme for this cryptographic primitive — at least based on
group laws. We see hereafter how to cope with this difficulty. Since except for SubBytes,
every other elementary operation of AES commutes with the addition @ in IFys, the idea is to

16 Gee Section 2.3.
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keep a Boolean scheme anyway, to propagate the sharing through the commutative opera-
tions, and to find a way to propagate the encoding through the SubBytes operation. Several
methods have been proposed in the literature that we briefly review hereafter.

The first idea simply consists in proposing ways to switch between different schemes
during the execution of the algorithm, so that at any time during the operation, the sensitive
target variables are always shared according to a scheme commuting with the next elemen-
tary operation. This line of works has been initially considered by Genelle et al. [GPQ10], and
further improved by Bettale et al. [BCZ18]. By switching from a Boolean secret-sharing to a
multiplicative one just before the SubBytes, and switching back to Boolean secret-sharing
after the power function, we circumvent the difficulty of the encoding propagation through
the SubBytes. Unfortunately, the switching operations have a runtime complexity of O(d?),
which mitigates the advantages of having a commutative secret-sharing with the power
function.

The second idea is known as table re-computation [AG01, PR07]. It is widely used for
operations relying on Lu.ts.!” We briefly describe its principle in the case of a (2, 1)-secret-
sharing based on a generic group law -, although it can be extended without loss of gen-
erality to higher-orders [CRZ18]. It consists in initially drawing a pair of random elements
fin, fout € 2, and based on the initial l.u.t. T, a modified table T is generated, such that:

T[tin - Z] = tout - T|Z). (3.24)

Later in the algorithm, when one needs to apply 7" to a (2, 1)-secret-sharing of a secret vari-
able Z, it suffices to apply Algorithm 3. Coron investigated the extension of this scheme to
higher-order [Cor14].

Algorithm 3 Propagation of a secret-sharing through a L.u.t.

Require: A4g=7Z-M,Mc Z

Ensure: A3, Misa (2, 1)-secret-sharing of T'[Z], A;, A2, A3 independent from Z
Al +—rin- Ao - Mt
A2 — T[Al]
Az +— rout_l <Ay - M

The third idea is to exploit the algebraic properties of the Sbox, as proposed by Rivain
and Prouff [RP10]. They remark that the non-linear part of the Sbox — namely the raising to
the power 254 as recalled in Section 2.4 — can be decomposed into a sequence of few field
multiplications and (linear) raisings to powers of the form s2” [Ter18, Lem. 5.3.4]. It turns
out that the latter operations also commute with the field addition in Fos. The problem can
then be reduced to finding an implementation that propagates the secret-sharing through
the remaining field multiplications — which are not of the form s*". This can be done by
extending to the Rijndael field Fos the so-called Ishai-Sahai-Wagner (I.S.W.) scheme [ISW03],
originally computing field multiplications over the smaller field Fo for a Boolean secret-
sharing at any order. It results in a global Boolean scheme with complexity O(d?).

Beyond Group Law Based Encodings. We have seen a generic principle allowing to de-
rive simple secret-sharing schemes based on group laws. The literature in cryptography
however proposes many more ways to change the encoding of a sensitive information in a
secured way.

Von Willich has first proposed the combined use of Boolean and multiplicative group
laws into a so-called affine scheme [vWO01]. This has been further investigated by Fumaroli
et al. [FMPR10]. More precisely, the bytes of the AES state carrying the sensitive variable Z

17 In the particular case where the Sbox may be randomly set, table re-computation might be the only working
method.
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are shared into «, 3, and a x Z @ 3, where o € Z\{0}, and 8 € Z are randomly drawn. The
interest of the scheme relies on an improved security compared to a second order Boolean
scheme at the cost of a runtime overhead close to that obtained for a first-order Boolean
scheme. However, the affine scheme has only been proposed for a specific order, contrary
to group based schemes, potentially usable for any order d.

The so-called Shamir’s secret-sharing scheme, initially introduced in 1979 [Sha79], may
also be used to share a sensitive intermediate computation. It has first been investigated
simultaneously by Prouff et al. and Goubin et al. at CHES 2011 [PR11, GM11]. The scheme
enables to generate a (d+ 1, d)-sharing of a sensitive intermediate variable Z for any order d.
The principle is as follows. One first defines a polynomial P of degree at most d + 1, whose
coefficients are randomly drawn from Fs» and such that the constant coefficient verifies
P(0) = Z. One then draws d + 1 random public points «; € Fon. The d 4 1 shares are finally
given by the evaluation P(«;) of the random polynomial over the public points. According
to the Lagrange interpolation, one is ensured that a necessary and sufficient condition to
recover Z is to know the whole polynomial, i.e. the d + 1 shares (P(c))ic[1,d+1]-

The inner-product scheme, introduced by Dziembowski et al. [DF12, GR15], then im-
proved [BEG*17] and even generalized to code-based schemes [WMCS20, CGC*21], fol-
lows a similar idea. It consists in defining two vectors of random variables L and R, each
made of d elements from Fyn, such that the inner product (L,R) £ @<, L[i] x R[i] = Z,
where Z € Fin is the sensitive variable to protect. The vector L, although randomly drawn,
is typically let publicly known whereas the shares from R are supposed to be secret.

Soundness of Random Data Encoding A (n,d) secret-sharing is provably secure against
any attack involving less than d shares, since according to Definition 5, no subset of less
than d shares carry information about the sensitive shared variable Z. This result implies for
example that uni-variate attacks such as CPAs cannot succeed against an implementation
protected with a d-th order scheme — for d > 1 — as is, and that a pre-processing step such
as the one described in Section 3.6 is necessary. Nevertheless, this does not fit the threat
model presented in Section 3.1 where the attacker .4 has access to noisy observations of all
the shares, since they are supposed to leak through the acquired traces from the attack set
S, In other words, this does not guarantee that any attacker is prevented from succeed-
ing an SCA against the protected target. Hopefully, it has been recently shown in a series
of papers, extending the seminal work of Chari et al. [CJRR99Y], that secret-sharing schemes
remain theoretically sound against SCA. Informally, this means that for the cost of a polyno-
mial growth in the performance overhead, the number of queries IV required for an optimal
attacker to recover the secret key would be lower bounded by O (ad>, where o is a param-
eter denoting the level of noise present in the traces for each of the shares, e.g., the standard
deviation [PR13, DDF19, DFS19, DES16, PGMP19]. In a nutshell, the proofs use a common
ingredient at the cornerstone of the secret-sharing soundness: the noise amplification effect.
Indeed, if a scheme relies on a group operation, then the p.m.f. of the sensitive variable,
recombined from the p.m.f. of each share separately, may be seen as a discrete convolution
operation. Intuitively, convolutions are known to smoothen any function or distribution, pro-
vided that the initial shares” p.m.f.s are noisy enough. This smoothen effect is the source of
noise amplification.!®

3.7.2 Randomizing the Primitive Code

In Subsection 3.7.1 we have presented a way to protect an implementation by randomizing
the encoding of the sensitive data processed through the execution. Though the latter ap-
proach may be theoretically sound, it is practically limited due to the performance overhead

8 The interested reader may find more thorough discussion about the noise amplification effect in Ap-
pendix A.
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incurred by the counter-measure.

An alternative approach consists in designing counter-measures especially sound against
a specific type of attacker, not necessarily optimal but most likely to happen in reality. There-
fore, the designed counter-measures, although not theoretically sound, can represent a par-
ticularly efficient alternative from a runtime and memory performance point-of-view. This
is the idea behind the development of randomizing the operations processing the interme-
diate computations.

In a nutshell, without randomized code all the traces follow the same pattern and the
sensitive intermediate computations are leaking at the same time coordinates, which makes
the use of simple statistical tools particularly relevant for an attacker. Instead, some ran-
domness in the execution of the elementary operations prevents the attacker from perfectly
knowing the expected behavior of the traces, unless adopting specific strategies to mitigate
the effects of randomness. In the following, we review how to implement randomization of
the primitive code.

The implementation of a cryptographic primitive can be described at different levels,
from the source code — if the target is a software device — to the hardware architecture. This
implies that a developer is provided with a large spectrum of scopes on which randomiza-
tion may be applied in the operations.

At the software or hardware levels, round-based cryptographic primitives — such as the
AES — may be modified in order to incorporate dummy rounds. Inside those rounds, ele-
mentary operations may be augmented themselves with dummy operations which are not
necessary to proceed the encryption/decryption. Likewise, for any function looping over
independent elementary operations, the latter ones may be executed in a random order. At
a thinner scope, the transcription of the source code into machine code may be randomized
thanks to a code polymorphism approach.

Additional scopes of randomization are available at a hardware level. The use of asyn-
chronous architecture [Ren00] makes the device prone to a jitter effect, causing misalignment
in the traces. Likewise, the use of dual-rail logic [SS06] enables the target device to smoothen
the power consumption or the EM emanations through the execution time, so that it removes
the influence of the sensitive intermediate computation.

In the remaining of this section, we further describe some of those approaches which
will be investigated in this thesis. The interested reader can also refer to Chapters 7 and 8 of
the DPA book by Mangard et al. [MOPO07].

Shuffling. This approach has first been introduced by Herbst et al. [HOMO06], and extended
by Rivain et al. [RPD09] and Veyrat-Charvillon et al. [VMKS12]. The idea of shuffling is to
benefit from the many elementary functions in the AES made of independent (sequences of)
operations. As an example in the AES, the AddRoundKey and SubBytes process each byte
of the state independently from each other. Likewise, the ShiftRows and the MixColumns
process respectively each row and each column independently from each other. This means
that they can be processed in an arbitrary order. Whereas a naive implementation would
process those operations in a trivial order, a protected implementation would leverage the
independence in order to process them in a random order for each execution of the shuffled
algorithm. This randomness prevents the attacker from perfectly knowing which sensitive
variable may be targeted at a given time sample of the acquired trace. Indeed, the intermedi-
ate computation effectively leaking at a given time sample depends on the shuffled indices
ordering the independent operations, that have been randomly drawn for this execution.
Those indices cannot be assumed to be known by the attacker, though they can be guessed
since the SCA traces also leak information about them. Intuitively, the more informative
leakage about those indices, the less sound the shuffling counter-measure is.

The effect of shuffling on some attackers can even be quantified. Indeed, it has been
shown that a shuffling over ¢ different operations had the effect to divide the amplitude
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Figure 3.7: An example of dummy operation (nop) randomly inserted before an informative leakage
(in red). Courtesy of Cagli et al. [CDP17].

of the peaks of SNR and CPA by a factor ¢ [CCD00, Man04], which therefore requires ¢
times more traces to succeed the attack compared to the same unprotected implementation.
Moreover, Veyrat-Charvillon et al. showed an analogous effect of the shuffling on the MI
between the leakage and the target sensitive variable, when considering an attacker with
uni-variate leakage models [VMKS12].

Insertion of Dummy Operations. Although practically sound against attackers focusing
only on a few time samples of the trace, the shuffling counter-measure suffers from an in-
trinsic limitation, e.g., when applied to AES: there is not enough independent elementary
operations to shuffle to make this approach practically sound against an attacker. That is
why developers also consider adding dummy operations to the execution of the targeted
implementation, such as suggested by Coron et al. at CHES'09 [CK09]. By definition, a
dummy operation does not have any effect on the final computation, so it allows to some-
how artificially increase the number of independent operations to shuffle. More precisely,
rather than a perfect augmented shuffling, the insertion of dummy operations particularly
provokes misalignment (a.k.a. de-synchronization) which are then propagated along the re-
maining of the trace, whereas shuffling does not induce this effect. Therefore, the developer
can choose the desired effect on the statistical tools used by some potential attackers — see
Section 3.5 and Subsection 3.6.1, to guarantee a security level against them.

Nevertheless, if the dummy operations do not leak in the same way as the sensitive
operations, the former ones may be easily distinguished from the latter ones by the attacker,
and a re-alignment operation may be proceeded in order to mitigate the effect of the counter-
measure.

An example is given in Figure 3.7, depicting a trace chunk containing a leakage from
the access of a L.u.t. carrying a sensitive information, preceded by the insertion of a random
number of nop instructions. The location of the informative leakage is circled in red. Since
the access to the l.u.t. and the nop do not span the same pattern in the leakage trace, it is not
hard for the attacker to intuitively localize the informative leakage. Hence, provided that
the attacker selects the right method, the attack is not likely to be hardened by this dummy
operation insertion.

Code Polymorphism. Due to the skyrocketing production of Internet of Things (IoT), there
is a need for the automated application of protections to improve products’ resistance against
SCA while keeping the performance overhead sufficiently low. In this context, some re-
cent works proposed compiler toolchains to automatically apply counter-measures such as
bit-slice masking [BDM120] or a software hiding counter-measure called code polymor-
phism [BCHC18]. The working principle of the latter counter-measure relies on the execu-
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tion of many variants of the machine code of the software device to protect, produced by a
runtime code generator. The successive execution of many variants aims at producing vari-
able side-channel traces in order to increase the difficulty to realize SCA. One must keep in
mind that if code polymorphism is the only counter-measure applied to the target compo-
nent, information leakage is still present in the side-channel traces. Yet, several works have
shown the ability of code polymorphism and similar software mechanisms to be effective in
practice against vertical SCA [ABP12, CBR"16], i.e., up to the point that the leakage charac-
terization techniques presented in Subsection 3.6.1, would not be able to detect information
leakage in the traces, and that a CPA would require several millions of queries whereas the
same attack on the unprotected version of the targeted implementation succeeded within a
few hundreds traces [ABPS15, BCHC18].

We briefly describe the code polymorphism counter-measure applied by the toolchain
used by Belleville et al. [BCHC18]. The compiler applies the counter-measure to selected
critical parts of an unprotected source code: it inserts, in the target program, machine code
generators, called Specialized Generators of Polymorphic Code (SGPCs), which can produce
so-called polymorphic instances, i.e., many different but functionally-equivalent implemen-
tations of the protected components. At runtime, SGPCs are regularly executed to produce
new machine code instances of the polymorphic components. Thus, the device will behave
differently after each code generation but the results of the computations are not altered.
The toolchain supports several polymorphic code transformations, which can be selected
separately in the toolchain, and most of them offer a set of configuration parameters. A
developer can then set the level and the nature of polymorphic transformations, hence the
amount of behavioral variability.

Hereafter, we detail some code transformations used in this thesis:

* Register shuffling: the index of the general purpose callee saved registers are ran-
domly permuted.

¢ Instruction shuffling: the independent instructions are randomly permuted.

* Semantic variants: some instructions are randomly replaced by another semantically
equivalent (sequence of) instruction(s). For example, variants of arithmetic instruc-
tions (e.g. eor, sub), remain arithmetically equivalent to the original instruction.

* Noise instructions: a random number of dummy instructions is added between the
useful instructions in order to break the alignment of the leakage in the traces. Noise
instructions are interleaved with the useful ones by the instruction shuffling transfor-
mation.

We emphasize on the fact that the sensitive variables are only manipulated by the poly-
morphic instances (i.e., the generated machine code), and not by the SGPCs themselves.
SGPCs are specialized code generators, and their only input is a source of random data (a
RNG internal to the code generation runtime) driving the code generation. Hence, SGPCs
only manipulate instruction and register encodings, and never manipulate secret data. Thus,
performing an SCA on side-channel traces of executions of SGPCs cannot reveal a secret nor
an information leakage. However, SGPCs manipulate data that are related to the contents of
the buffer instances, i.e., the structure of the generated code, the nature of the generated ma-
chine instructions (useful and noise instructions), etc. SCA performed on SGPC traces could
possibly be helpful to reveal sensitive information about the code used by the polymorphic
instances, but to the best of our knowledge, there is no such work in the literature. As such,
this research question is out of the scope of this thesis.
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3.8 Overview of the Used Datasets

We present in this section the different datasets of SCA traces which will be used for the
experimental validation of our work in this thesis. Those datasets cover a large spectrum
of use cases. Moreover, most of them are publicly available, which is of great interest for —
fair — comparison with the state of the art. Some of those datasets are used in several parts
and contributions in this thesis. That is why, for conciseness, we gather their description in
a devoted section.

3.8.1 Chip Whisperer Dataset (CW)

This dataset has been used in the work we presented at CHES 2020 [MDP19b]. Although it
does not depict the execution of a whole cryptographic primitive, it emulates the behavior
of leakages of any secret-sharing scheme that may occur during the execution of assembly
instructions in a software implementation.

The Target. The leakage traces represent the power consumption of a XMEGA128D4 chip
supported on a Chip Whisperer Lite board [OC14]. The firmware is directly written in as-
sembly code. A pseudo-code is provided in Algorithm 4. It consists in iteratively loading
a byte of a 16-byte plaintext array to a register of the MCU in order to provoke a physical
leakage, then setting the value of the byte to zero and then storing it back in Random Access
Memory (RAM). The operations are then repeated for each byte of the array.

Algorithm 4 loadData

1: LD 10, X > Loads the first byte in r0
2: CLR 10 > Clears the register
3: ST X, r0 > Stores 0 in the plaintext array
4: LD 10, X > Do it again to clear the bus
5: CLR 10

6: ST X, r0

7. LD r0, X > One more time to be sure
8: CLR r0

9: ST X+, r0

500, 000 traces of 2,500 time samples each have been acquired, along with the corre-
sponding bytes array denoted by plain[i], ¢ € [0,15]. The complete acquisition has been
done within 15 hours.

Quick Analysis of the Traces. Since this dataset will mainly be used to investigate DL-SCA
in presence of secret-sharing, we would like to prevent any leakage jointly involving two
bytes of the array. Figure 3.8a shows an example of one trace acquired through the platform.
The 16 patterns denoting the execution of Algorithm 4 on each byte of the array are clearly
distinguishable. We provide the corresponding SNR in Figure 3.8 (top) in different colors
for each byte. In addition, we have also computed a SNR of order 2, that is, targeting the
xor between two bytes, for any couple of bytes. The absence of peaks tends to confirm that
there is no undesirable leakage, at least involving such a xor. However, a leakage between
two bytes involving another relationship than a xor might still be informative, this does not
allow to draw a sharp conclusion. Emphasizing such a leakage would require many more
traces to reach a significant conclusion. That is why we let open this eventuality, although
we remain confident that it is not likely to happen.
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Figure 3.8: The CW dataset.

3.8.2 The ASCAD Dataset

The ANSSI’s SCA Databases (ASCAD) dataset has been introduced in 2018 by Benadjila et
al. [BPS*19] to provide the SCA community a benchmark to investigate and compare DL-
based attacks. In particular, the aim is to assess to what extent deep learning is relevant to
mount attacks against protected implementations.

The Target. The target is a protected software AES-128 implementation running over an
ATMEGA-8515, which has an 8-bit AVR architecture. The software aims at protecting against
first-order SCA, by using a Boolean secret-sharing scheme based on the table re-computation
method (cf Algorithm 3), although the first two bytes of the AES state are not protected, for
the sake of comparison. Typically, the targeted variable on this dataset is the third byte
of the state, at the output of the Sbox in the first round, i.e., Z = Sbox (p[3] © k[3]). The
dataset provides 60,000 traces, where IV, = 50,000 traces are used for profiling and N, =
10,000 for validation, i.e., for emulating attacks phases — see Subsection 3.2.3. For both
datasets, the same fixed key has been used, while the plaintexts and the shares have been
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Figure 3.9: Leakage characterization with statistical tools over the ASCAD dataset, without artificial
shift.

randomly drawn.!® Whereas the whole traces, focused on the first AES round are made
of 100, 000 time samples, this thesis will focus on the chunk corresponding to the interval
[45,400;46,100], i.e., D = 700. This window corresponds to the joint leakage of Z & royt
and ro,t. Three versions of this dataset are available: the first one provides the traces as
is, whereas the second and third ones provide the same traces on which an artificial shift
of maximum amplitude of respectively 50 and 100 points has been applied. The traces are
publicly available at https://github.com/ANSSI-FR/ASCAD.

Quick Analysis of the Traces. A characterization with the statistical methods presented in
Subsection 3.6.1 is provided in Figure 3.9. Figure 3.9a depicts the characterization thanks to
a T-test, while Figure 3.9b depicts the characterization done with a SNR. On those two plots,
the green peaks emphasize the leakage of the random share r,,¢, while the red peaks denote
the leakage of the output of the re-computed Sbox, namely Z & ro,t. The recombination of
the two leakages would give access to information about the sensitive variable Z, which
might be a privileged target for an attacker.

Nevertheless the latter characterization is successful because we have assumed the at-
tacker (or the evaluator) to have access to the values of the random share rq:. This assump-
tion turns out to be critical, as pointed in Figure 3.10a. This figure denotes the SNR directly
computed over the sensitive variable Z, i.e., without knowledge of the random share rot.
One can see on the plot that no clear peak appears, and that the level of SNR is much lower
than in Figure 3.9b. This shows that without knowledge of the random share rq,;, the SNR
becomes unable to localize any P.o.I.

Likewise, the random shift artificially applied to the traces occurs a similar effect on the
SNR computation, as shown in Figure 3.10b. Here again, no clear peak is emphasized on
the plot. Hence, no P.o.I selection can be done on the traces thanks to statistical tools usually
used for characterization. A way to circumvent this difficulty will be presented in Chapter 7.

3.8.3 Random Delay Dataset (AES-RD)

The AES - Random Delay (AES-RD) dataset has been released, following the works of Coron
et al. on the insertion of random delays in the implementation of a software AES, as a way
to implement the dummy operation insertion [CK09, CK10]. In a nutshell, it consists in
drawing — thanks to the RNG — a random number of cycles during which a loop will iterate.

19 Since the first release, a new version of the traces has been published, using a random key in the profiling
traces, which are besides twice larger. This version is not investigated in this thesis.
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Figure 3.11: Top: An example of a trace from the AES-RD dataset. Bottom: the SNR computed over
the whole dataset.

The Target. The target smart-card is an 8-bit Atmel AVR micro-controller, protected by
a random delay counter-measure, which has an effect on the misalignment of the traces,
making some attacks such as with GTs much harder. The targeted variable is the output of
the first Sbox. The dataset is publicly available at https://github.com/ikizhvatov/
randomdelays-traces. 50,000 traces of D = 3,500 time samples each are provided,
denoting the power consumption of the target. These power traces have been previously
compressed by selecting 1 sample (peak) from each CPU clock cycle. At least the first (non-
dummy) AES round is covered. In this thesis, we split the dataset into IV, = 40, 000 profiling
traces and NV, = 10, 000 validation traces.

Quick Analysis of the Traces. We provide in Figure 3.11 an example of trace from the
dataset (top), along with a characterization with SNR over the whole dataset (bottom). As
expected, due to the misalignment effect of the random delay counter-measure, no peak de-
noting a leakage is emphasized. This confirms that either a pre-processing phase including
re-alignment or the use of a misalignment-resilient methods is necessary to deal with those
traces.

3.8.4 AES on FPGA (AES-HD)

The AES - Hamming Distance (AES-HD) dataset has been released by Picek et al. at CHES
2019 [PHJ*18], in order to introduce a dataset of SCA traces targeting a hardware implemen-
tation whereas the majority of the public datasets are focused on software implementations.
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Figure 3.12: Top: one trace of the AES-HD dataset. Bottom: The SNR computed over the whole
dataset.

Moreover, this dataset is an example of use-case where the targeted sensitive variable comes
from the last round of the AES encryption.

The Target. We recall hereafter the description provided by Picek et al. in their paper.
This is an “unprotected implementation of AES, written in VHSIC Hardware Description
Language (VHDL) in a round based architecture taking 11 clock cycles for each encryption.
The design was implemented on a Xilinx Virtex-5 Field-Programmable Gate Array (FPGA) of
a SASEBO Gl evaluation board. Side-channel traces were measured using a high sensitivity
near-field EM probe, placed over a decoupling capacitor on the power line.” The dataset is
publicly available at https://github.com/AESHD/AES_HD_Dataset.

The authors recommend to use an intermediate leakage model ¢ corresponding to the
Hamming distance between the targeted byte of the state before applying the Sbox of the
last round, and the final ciphertext byte. In the following of this thesis, we will rather target
the input of the last AddRoundKey, without considering any prior leakage model.

Quick Analysis of the Traces. Figure 3.12 provides a brief insight of the traces. One can
guess 10 similar patterns corresponding to the 10 rounds of AES. The peak of SNR appears
on the last pattern, confirming that the targeted sensitive variable is an intermediate com-
putation of the last round. Although the peak is clearly distinguishable, one may remark
that the peak is at approximately 0.15, which is lower than the preceding SNRs observed in
Figure 3.8 and Figure 3.9b. This is expected since hardware implementations are known to
usually leak less information.

3.8.5 Polymorphism Dataset

In Chapter 6, we will present the investigations conducted on the security of the code poly-
morphism counter-measure proposed by Belleville et al. [BCHC18]. To this end, we con-
ducted an acquisition campaign of SCA traces over two out of the 15 implementations used
in their benchmarks, namely the AES 8-bit and the mbedTLS that we briefly describe here-
after, along with the details of the experimental setup and a preliminary analysis.

The mbedTLS Implementation. This 32-bit implementation of AES from the ARM Ii-
brary [ARM19] follows the so-called T-table technique [DR02]: the 16-byte state of AES is
encoded into four uint 32_t variables, each representing a column of the state. Each round
of the AES is done by applying four different constant l.u.ts stored in flash memory.
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The AES 8-bit Implementation. This is a simple software unprotected implementation of
AES written in C, and manipulating only variables of type uint 8_t, similar to [Sma20]. The
SubBytes operation is computed byte-wise thanks to a l.u.t., stored in RAM. This reduces
information leakage on memory accesses, compared to the use of the same lL.u.t. stored in
flash memory.

Target Device. We ran the different AES implementations on an STM32 NUCLEO F303
board, embedding an ARM Cortex-M4 32-bit core [STM]. This device does not provide any
hardware security mechanisms against side-channel attacks. This core originally operates
at 72 MHz, but the core frequency was reduced to 8 MHz for the purpose of side-channel
measurements. The target is similar to the one used by Belleville et al. [BCHC18], who con-
sidered a Cortex-M3 core running at 24 MHz. These two micro-controllers have an in-order
pipeline architecture, but with a different pipeline organization. Thus, we cannot expect
those two platforms to exhibit the same side-channel characteristics. However, our experi-
ence indicates that these two experimental setups would lead to similar conclusions regard-
ing the attacker models considered in our study. Similar findings on similar targets have
also been reported by Heuser et al. [HGMG20]. Therefore, we assume that the differences
of side-channel characteristics between our targets and the Belleville et al.’s ones should not
induce major differences in the results of such side-channel analysis.

Configuration of the Code Polymorphism Counter-Measure. For each evaluated imple-
mentation, the code polymorphism counter-measure is applied with a level corresponding
to the configuration “high” described by Belleville et al. [BCHC18]: all the polymorphic code
transformations are activated, the number of inserted noise instructions follows a probabil-
ity distribution based on a truncated geometric law. The dynamic noise is activated and
SGPCs produce a new polymorphic instance of the protected code for each execution (i.e.,
the regeneration period is set to 1).

Acquisition Setup. We measured SCA traces corresponding to EM emanations with an
EM probe RF-B 0.3-3 from Langer, equipped with a pre-amplifier, and a Rohde & Schwarz
RTO 2044 oscilloscope with a 4 GHz bandwidth and a vertical resolution of 8 bits. We set
the sampling rate to 200 MS/sec., with the acquisition mode “peak-detect” which collects the
minimum and the maximum voltage values over each sampling period. We first verify that
our acquisition setup is properly set. This is done by acquiring several traces where the code
polymorphism is de-activated. Thus, we can verify that those traces are synchronized. Then,
computing the T-test (cf Subsection 3.6.1) enables to quickly?® assess whether the probe is
correctly positioned and the sampling rate is high enough. Then, after re-activating the code
polymorphism, 100, 000 profiling traces are acquired for each target implementation. Each
acquisition campaign lasts about 12 hours.

Preliminary Analysis of the Traces. We detail hereafter a preliminary analysis of the ac-
quired traces. The aim is to restrict as much as possible the target region acquired to a
window covering the entire first AES round. Therefore there would not be any loss of in-
formative leakage about the sensitive intermediate variable targeted in those experiments.
In addition to that, a uni-variate leakage assessment, by computing the SNR, is provided
hereafter in order to verify that there is no trivial leakage.

mbedTLS. We ran some preliminary acquisitions on 107 samples, in order to visualize
all the execution. We could clearly distinguish the AES execution with sparse EM peaks,

20 e., faster than with a SNR computation.
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Figure 3.13: Acquisitions on the mbedTLS implementation. Top: two traces containing the first AES
round. Bottom: SNR computed on the 100, 000 profiling traces.

from the call to the SGPC with more frequent EM peaks. This enabled to focus on the first
10° samples of the traces corresponding to the AES execution.

Actually, the traces restricted to the AES execution seem to remain globally the same
between each other, up to local elastic deformations along the time axis. This is in line with
the expected effect of code polymorphism, since it involves transformations at the machine
code level. Likewise, 10 patterns could be distinguished on each trace, which were clues to
expect that it would correspond to the 10 rounds of AES. That is how we could restrict again
our target window to the first round, up to comfortable margins because of the misalign-
ment effect of code polymorphism. This represents 80,000 samples. An illustration of two
traces restricted to the first round is given by Figure 3.13 (top).2!

The SNR denoting here the potential uni-variate leakage of the first output byte of the
SubBytes operation is computed based on the 100, 000 acquired profiling traces, and is plot-
ted in Figure 3.13 (bottom). No distinguishing peak can be observed, which confirms the
soundness of code polymorphism against attacks requiring the P.o.Is of the raw traces to be
aligned with each other, e.g., the CPA or the GT.

However, we observe in each trace approximately 16 EM peaks corresponding to the
number of memory accesses to the l.u.ts per encryption round. These memory accesses are
known to carry sensitive information. This suggests that a trace re-alignment on EM peaks
might be relevant to successfully achieve such attacks.??

AES 8-bit. We proceed in the same way for the evaluation of AES 8-bit implementation.
As with the mbedTLS traces, we could identify 10 successive patterns likely to correspond
to the 10 AES rounds. Therefore we reduce the target window at the oscilloscope to the first
AES round, which represents 160, 000-dimensional traces plotted in Figure 3.14 (top). This
growth in the size of the traces is expected, since the naive AES 8-bit implementation is not
optimized to be fast, contrary to the mbedTLS one.

Yet, here the peaks are hardly distinguishable from the level of noise. This is expected,
due to the l.u.ts being moved from the flash memory to the RAM. As a consequence, the
memory accesses are less remarkable. That is why a trace re-alignment does not seem rele-
vant here.

Finally, Figure 3.14 (bottom) shows the SNR on the raw traces, ensuring once again that
no trivial leakage can be exploited to recover the secret key.

*'Here the first 20 us of both traces correspond to a non-critical part of the implementation, probably due to
the Operating System (OS) of the chip. Hence the apparent synchronization here.
22 A re-alignment process is proposed in Section 6.2.
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Figure 3.14: Acquisitions on the AES 8-bit implementation. Top: two traces containing the first AES
round. Bottom: SNR computed on the 100, 000 profiling traces.

3.9 Conclusion

In this chapter, we have presented the attack scenario considered in this thesis. Starting
from the so-called “gray-box” scenario (Section 3.1), the latter one may be augmented with
a preliminary profiling phase with the help of an open-sample clone device of the target.
This leads to the profiling attack scenario presented here (Figure 3.5). We have stated that
in this scenario, the attack is jointly defined by two elements: the choice of the distinguisher
(Definition 1), and the design of the leakage model. In particular, the profiling phase aims at
estimating the true leakage model as precisely as possible, in order to reach a satisfying so-
lution of the fundamental goal of the SCA evaluator, as stated by Problem 1 and Theorem 1.

From a practical perspective, the design of the leakage model often requires a prelim-
inary dimensionality reduction, e.g., with the help of a P.o.Is selection method. We have
briefly presented two statistical tools in Subsection 3.6.1 enabling such a selection, illus-
trated in the presentation of the datasets investigated through the experiments of this thesis
(Section 3.8).

Regarding the way that the vulnerabilities of a leaky device could be exploited by poten-
tial attackers, a developer is not unarmed. Hopefully, he can indeed control the quantity of
informative leakage resulting from the execution of the targeted implementation through
several means, namely the randomization of the sensitive data encoding (a.k.a. secret-
sharing, Subsection 3.7.1) or the randomization of the operations (a.k.a. hiding, Subsec-
tion 3.7.2). Provided with those counter-measures, the developer has the power to trade off
runtime and memory performance against security.

Yet, several questions remain unanswered at the end of this chapter. Indeed, although
we have presented the attack techniques against unprotected implementations, we did not
thoroughly discussed how the attacker can adapt its techniques — or even adopt new ones
- to the counter-measures presented so far. This issue will be investigated in Chapter 5,
when we will address the efficiency of neural networks as a way to modelize the posterior
conditional p.m.f. of the leakage, for a protected implementation.

Besides, we have quickly mentioned to what extent the machine learning techniques can
be integrated to the profiling attack framework presented in this chapter. In Chapter 4, we
will dive in more details about this fact, and we will see that the profiling attack framework
and the machine learning framework are somehow intertwined.
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Chapter 4

Deep Learning for Side-Channel
Analysis

“ If someone can explain every
phenomenon, his explanations are
worthless.”

Shalev-Shwartz and
Ben-David [SSBD14]
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We have presented the SCA framework in Chapter 3, and the profiling attacks in par-
ticular. Indeed, the profiling phase in our considered attack scenario aims at leveraging the
access to the traces measured on the clone device in order to improve the modelization of the
leakage behavior of the target device. We will see in this chapter that the latter process may
be encompassed into the field of machine learning. This chapter is devoted to introduce the
necessary notions of this field to discuss the use of DL-based SCA later in this thesis.

In Section 4.1 we present the theoretical notions of ML. Then, Section 4.2 and Section 4.3
briefly recall the main principles of DL, before we propose a review of its use in SCA in
Section 4.4. This will serve as a way to legitimate the outcomes of our research through this
thesis in the next chapters.

4.1 The Statistical Learning Theory

4.1.1 Position of the Problem

We stated in Section 3.3 that from an evaluator’s point of view, it would be optimal to use
the maximum likelihood distinguisher defined by Equation 3.8. Unfortunately, it requires
to know the true conditional p.m.f. Pr(Z | X), which is unknown in practice. Instead, the
evaluator or the attacker can substitute the latter one with a model F' : X — P(Z), giving
the following surrogate distinguisher:

Na
Ds, k] = > log F(x:) [C (pi, k)] (41)
i=1
where S, £ {(x1,p1), .-, (Xn,, PN, )} is the attack set acquired on the actual target 7 — see

Subsection 3.1.1.

We consider hereafter the framework of profiled attacks presented in Section 3.4: the
attacker A has a clone device 7' of the actual T.O.E. 7, on which he acquires the profil-
ing dataset S, = {(x1,21),...,(xn,,2n,)}. The clone is behaving as an open sample, so
the values 21, ..., 2y, of the sensitive intermediate variable targeted by the attacker during
the profiling phase are known, contrary to the same values processed throughout the at-
tack phase. Based on S, the role of the profiling phase is, to build a sound surrogate model
F : X — P(Z). Here, “sound” refers to the efficiency of an attack defined by Equation 3.4. In
the remaining of this thesis, we will denote by N, (F, o, ) the efficiency of the attack using
the distinguisher D§ , following the definition given by Equation 4.1, namely N, (D§a7 o, 6) .
Likewise, as in Subsection 3.2.2, we may omit the mention to o and 3, implicitly set respec-
tively to 1 and 90 %, in order to lighten the notations.

As a consequence, we may also refine the main goal of the evaluator emulating an at-
tacker A in view of assessing the worst-case attack scenario, as stated in Problem 1:

Problem 2 (Profiled SCA Optimization). Given a profiling set Sy, find the model A(S,) mini-
mizing the SCA efficiency metric F' — N, (F), as defined in Equation 3.4.

We will see in the next section that the latter problem can be encompassed into the more
general framework of Machine Learning (ML). This point of view enables to better under-
stand how to efficiently address Problem 2. To this end, we first provide in the next section
a clear definition of the term “learning”.

4.1.2 Definition of a Learning Algorithm
The more cited definition of learning has been proposed by Mitchell in 1997 [Mit97]:

“A computer program is said to learn from experience E with respect to some
task T and performance measure P, if its performance on T, as measured by P,
improves with experience E.”
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Programming a machine to achieve a task by learning is particularly useful when the given
task is too complex to be programmed by hand. We detail hereafter the different elements
of the definition of learning in our profiled SCA context.

The Task. In the context recalled in Subsection 4.1.1, the task of the attacker is to build a
mapping X — P(Z). In machine learning, it is usual to precise the hypothesis class, denoted
by H C {F : X — P(2)}, from which the model is selected. A learning algorithm is not
only defined by the hypothesis class H from which it selects the best model — according to
the defined performance measure — but also by the method it uses to select the model - i.c.
the algorithm as itself.

The Performance Measure. Likewise, Problem 2 directly provides the relevant perfor-
mance measure in our context, namely the SCA efficiency metric F' — N, (F'). Contrary to
the common sense, the performance is said to improve whenever the measure performance
decreases. This convention is more generally adopted by the machine learning community,
where the performance metric is usually called the loss, in order to remove the ambiguity.
Formally speaking, a loss function is a mapping:

| P(E)xZ — Ry

v,z — L(y,z) (4.2)

where y = F'(x) would denote the output — i.e. a vector describing a p.m.f. here — of the
model F' returned by the learning algorithm for an input data x, and z would denote the
value that one expects the learned model to predict given x.

The Experience. The experience describes the way data and information are accessed by
the learning algorithm during learning. Two types of experience may be distinguished,
a.k.a. active vs. passive.! In a passive experience, the learning algorithm is given some data
collected by a third part which it has no way to interact with, i.e. the process of data col-
lection is independent from the learning algorithm. On the opposite, an active experience
allows the learning algorithm to influence the data collection process. The latter type of ex-
perience covers the reinforcement learning framework [SB98]. Although beyond the scope of
this thesis, this approach may be interesting in order to find relevant strategies? of adaptive
chosen-plaintext attacks, as mentioned in Section 3.1. Nevertheless, the definition of our
attack scenario implies that we consider only learning algorithms with passive experience.

In the context of the profiling attack scenario described in Section 3.4, the experience is
fully defined by the profiling set S, of size INV,. That is why we can say that the experience
increases whenever N, increases. Since the profiling set S, contains the values (z;); of the
targeted intermediate computations corresponding to the acquired profiling traces — referred
as labels in the ML terminology, the learning is said to be supervised. In a more restricted
case, beyond the scope of this thesis, the learner is not assumed to know those labels, hence
denoted as an unsupervised learning.

Although intuitive and simple, the definition given by Mitchell is not sufficient, since the
notion of “improvement” in the definition is not precise enough. That is why, we complete
it with the definition of learnability given by Shalev-Shwartz and Ben-David hereafter.

Definition 6 (Learnability [SSBD14, Def. 3.4]). A hypothesis class H is learnable with respect
to an input data space X, an output data space Z, and a loss function ¢, if there exists a learning

! This terminology must not be confounded with a similar one introduced in p. 5. In the latter one, the term
“active” is often used for a scenario of physical attacks, e.g. fault attacks, where the attacker attempts to perturb
the behavior of the target device, in opposition to passive attacks such as SCA where the attacker only observes
the target device.

? The exact term used in reinforcement learning is policy.
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algorithm® A such that for every probability distribution over X x Z, when running the learning
algorithm on a profiling set S, of N, = |S,| i.i.d. samples, the algorithm returns A(S,) € H such
that:

P .
Lx,z (A(Sp)) oo Pl Lxz(F) , (4.3)

where Lx 7 (F) £ E [((F(x),2)].
2
In other words, the definition of “learning” refers to a convergence in probabilities to the
best possible model, according to the loss function. Like every notion of convergence, one
may define a notion of speed of convergence. In machine learning, this notion is also known
under the name sample complexity, that we define hereafter.

Definition 7 (Sample Complexity [SSBD14, Sec. 3.2]). The sample complexity of a hypoth-
esis class H is the maximum convergence rate — as defined by Equation 2.10 — of the sequence
(Lx,z (A(Sp)))n, over the set of every probability distribution over X x Z.

In a nutshell, the sample complexity gives some clues about the required number of
profiling traces so that the learning algorithm A returns a model that is likely to provide a
satisfying performance for the task it is assigned.

4.1.3 The Empirical Risk Minimization Paradigm

The definition of learnability states whether it is possible or not to find a learning algorithm.
However, it does not give any clue about how to find such a learning algorithm. An intuitive
and generic approach is to rephrase the problem by finding a model which, rather than
minimizing the loss over the whole unknown joint distribution of (X, Z), would minimize
the loss £ () over the samples from the profiling set only, a.k.a. the training loss denoted by
£x7z () That is:

Ls, (F) % — Zf(F(xi),zi) . (4.4)

This principle is known under the name of Empirical Risk Minimization (ERM), and covers
many situations such as linear regression, or maximum likelihood estimation. It translates
the learning problem into a functional optimization problem —i.e. finding the model F' from
‘H minimizing the training loss — that the attacker may directly address.

Soundness of the Empirical Risk Minimization (ERM) Principle. The question arising
when substituting Problem 2 with ERM, is whether the latter one is actually a learning algo-
rithm, according to Definition 6. In other words, does one have the guarantee that the more
profiling traces, the higher the performance metric of the obtained solution A(S,)? And if
so, what is the required size of the profiling set in order to get a satisfying performance,
according to Definition 7?

The Fundamental Theorem of Learning, that we present hereafter, aims at addressing
this issue. It gives a necessary and sufficient condition on the hypothesis class H, for the
ERM to be a learning algorithm. This condition relies on the so-called Vapnik-Chervonenkis
(VC)-dimension of the considered hypothesis class H, a way to characterize its size. The
formal definition of the VC-dimension is beyond the scope of this thesis, but will be briefly
discussed after we introduce the following fundamental theorem.*

5 We deliberately overlap the notation A referring to the learning algorithm with the same notation address-
ing the attacker, since they represent the same entity in a profiling SCA scenario.

* The interested reader may refer to the book of Shalev-Shwartz and Ben-David [SSBD14] or to the book of
Vapnik [Vap95].
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Theorem 2 (Foundamental Theorem of Learning [Vap99, SSBD14]). Let A be a learning al-
gorithm and let S, be a profiling set of size |S,|. Assume that H is a hypothesis class of finite

VC-dimension. Then:
P

sup {Lxz (F) — Ls, (F)} ——0 4.5)
FeH |Sp|—o0
In particular, it follows that:
P .
Ls, (A(Sp)) S Lxz (F) , (4.6)
Lxz (ASp) —— minLxz(F) . (47)

ISyl 00 FEH

This result will be of great interest in Chapter 5.

The VC-dimension implicitly impacts the sample complexity of the ERM: roughly speak-
ing, the higher the VC-dimension, the slower the convergence in Equation 4.6 and Equa-
tion 4.7 [Vap99]. Hence a set ‘H with finite VC-dimension is necessary for the ERM to be
sound. A brief discussion about the characterization of the VC-dimension in our context
will be proposed in Subsection 4.2.3

A Utopian Approach. So far we have said that the ERM approach allows the attacker to
transform the SCA optimization problem into a fully defined functional optimization prob-
lem. However, it now remains to get an algorithm able to solve this functional optimiza-
tion problem. This is the major drawback of this approach: depending on the considered
hypothesis class #, the optimization problem yield by the ERM approach may be hard to
solve. Instead, most of the time, one uses heuristics which are not always guaranteed to re-
turn the model that the ERM algorithm would return, as we will discuss in Subsection 4.3.1
and Subsection 4.3.3. That is why one must make a discrepancy between a theoretical at-
tacker A(S,) using the true ERM approach, and a practical attacker .A(S,), that would use
some heuristics.’

Decomposition of Error Terms. In view of all the elements of the ML theory introduced
so far in this chapter, it becomes of natural interest to study the final loss returned by our
learning algorithm .A(S,,). This term can be decomposed into four parts, as follows:

Ls, (ASsp) = s, (A(S)) — L3, (AS) 48)
+ Ls, (A(Sp)) — minpey Lx z (F) (4.9)
+  minpey Lxz (F) — Lxz (F¥) (4.10)
+ Lxz (F?) , (4.11)

where S, is the profiling set of traces introduced in Section 3.4, F' denotes an abstract model
from the hypothesis class # considered by the attacker, and Lx 7 (F') denotes the expected
value of the loss function over the joint distribution of X, Z.

The term (4.11) denotes the so-called Bayes’ error, i.e., the minimal value of a loss achieved
by the optimal solution to Problem 2. This minimum value only depends on the nature of
the loss function and on the unknown joint distribution, but does not depend on any choice
from the learner/attacker. As the expected value of a non-negative random variable, the
Bayes’ error is itself non-negative.

The term (4.10) corresponds to the approximation error: this error is due to the choice of
a restricted hypothesis class H from which we select our model F' —e.g. F'* may not belong
to the hypothesis class H considered by the attacker. Since Lx z (F™*) is itself a minimum

5 Examples of heuristics will be given in the description of DNNS.
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over a wider set of functions than #, it is always lower than minpcy, Lx 7z (F'). Hence, the
approximation error is always non-negative.

The term (4.9) corresponds to the estimation error. It is the error due to the fact that we do
not maximize the expected value of the loss — as the true p.m.f. is unknown — but rather its
empirical estimation, i.e., the training loss computed over a finite set S, of profiling traces.
This error term is always non-negative.® Moreover, according to the property of a learning
algorithm given in Definition 6, this error term is supposed to decrease with the number
of profiling traces. On the contrary, this error term increases with the VC-dimension of the
hypothesis class H [Vap99].

The term (4.8), a.k.a. the optimization error, appears when considering an attacker &, —
A (Sp) using a heuristic algorithm rather than the exact ERM approach. Since by definition,
the theoretical attacker A(S,) minimizes the training loss, the optimization error is always
non-negative.

We remark that each error term refers to a restriction in the capacity of an evaluator (opti-
mal attacker, restricted attacker with finite hypothesis class, finite profiling set, heuristic for
the ERM). That is why, in order to practically assess the quality of the model returned by the
learning algorithm, it is interesting to emulate cases where such restrictions can be ignored,
so that each error term can be evaluated separately. The work presented in Chapter 5 will
be devoted to thoroughly discuss each error term.

4.2 The Neural Networks Class Hypothesis

So far we have presented the ML framework for a generic hypothesis class H. This frame-
work is of particular interest for our profiled attacks scenario, since it encompasses the ma-
jority of the attacks presented so far. As an example, we can remark that GTs may be con-
sidered as a particular hypothesis class. Indeed, it may be shown that the way the mean
vectors and the covariance matrices are estimated from the profiling set actually follows the
ERM principle [GBC16].

The main interest in formalizing profiling attacks more generally as a machine learning
problem, is that one is not necessarily restricted anymore to the limited number of leakage
models presented so far in Section 3.4. That is why the SCA community started considering
different hypothesis classes over the last few years, among the wide zoology of ML algo-
rithms, such as Support Vector Machine (SVM) [CV95] or random forest [Bre01, PSK*18].
This section — and more generally this thesis — will be exclusively devoted to the particular
hypothesis class of Deep Neural Networks (DNNs). Nevertheless, the interested reader may
refer to the comprehensive survey of Hettwer ef al. about the use of every ML approach to
SCA [HGG20].

We briefly describe the DNNs in Subsection 4.2.1, and the different architectures in Sub-
section 4.2.3. We also present some of their useful properties, especially the Universal Ap-
proximation theorem, in Section 4.2.3, before detailing in Section 4.3 how to implement them
in practice. Finally, Section 4.4 is devoted to review the use of DNNs in SCA, over the recent
literature.

4.2.1 General Description

Deep Learning (DL) aims at constructing a function F': X — P(Z) that takes a datum x and
outputs a p.m.f. over a finite domain, represented as a vector y. The result can then be used
for different tasks. For example, in a classification task the goal is to predict among a given
number of mutually exclusive classes, the one which has been assigned to the input data x.

6 Unless the attacker includes some inductive bias into the ERM, e.g. with regularization techniques, if he
thinks that some solutions to the ERM would be likely to better generalize than some others. The inclusion of
dropout layers — see Subsection 4.2.2 — is an example of inductive bias.
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The vector returned by the DNN may then expresses scores depicting the preference to each
class that the input data x might stand for. The final prediction is made by returning the
class for which the highest score has been assigned. The output y can also be used for soft
decision contexts, which correspond more to SCA as the DNN outputs on attack traces may
be used as scores to feed a distinguisher.

In a very general way, a DNN may be seen as a Directed Acyclic Graph (DAG) of compu-
tation, where different functions may be applied at each node. Each function may be fixed
by the operator, or may belong to a class of functions f;(-,6;), each being typically fully de-
scribed by real vectors 6;, a.k.a. parameters. The shape of the DAG and the nature of the
classes of functions is called the architecture of the DNN.

4.2.2 The Elementary Layers

Most of the time and in the remaining of this thesis,” the architecture is organized so that the
DAG is a simple chain of nodes. In other words, the model is a sequence of compositions
between several simpler functions called layers. More precisely, this sequence generally al-
ternates layers denoting linear operations with respect to each of their inputs — hence called
linear layers, and non-linear functions, often referred as activation layers. This section is de-
voted to introducing the different layers that we will use in this thesis, before presenting the
general architectures in Subsection 4.2.3.

Dense Layers \c. They consist in applying to a vectorial input x € R” a matrix multipli-
cation:
Ae(x) =M -x | (4.12)

where M € RP*¢ denotes the weight matrix, and C denotes the size of the dense layer. These
weights are the trainable parameters of this layer. The term “dense” denotes the fact that
when representing separately each entry of the output as a single node in the DAG, those
nodes are all connected to all the nodes representing the entries of the input of the layer.

Convolutional Layers vy, x. A convolution layer consists in computing a series of discrete
convolutions between an input and one or several filters — a.k.a. kernels. We detail hereafter
the meaning of the layer.

Let x be a 2D-array of size (D, V') denoting the input of a convolution layer. V' denotes
the number of channels in x.8 In particular, for the first layer, x coincides with the input trace,
so V' = 1. Let also w be a 3D-array of size (W, V, K') denoting the set of K convolution filters
of size W to apply to the input signal.” The output of the convolution is a 2D-array 7y i of
size (D — W + 1, K) such that:

vV W-1
'YWK Z Z xz—i—m d [m,d,j] y (413)
d=1 m=0
for0<:<D-W, 1<j<K.

The parameters which can be adjusted with an ERM are the coefficients of the K filters.
Therefore, there are W x V x K real parameters to learn, and W and K are the hyper-
parameters defining the layer. Hence, we use the notation yyy, x to describe such a convolu-
tion layer.

A convolution being a linear operation, it can be rephrased as a dense layer where the
weights matrix has constraints decreasing the number of coefficients to learn compared to

7 Exceptions to this restriction are discussed in Section 4.2.3, e.g. with Resnet architectures.

8 This terminology encompasses the fact that a black-and-white picture has one channel, a stereo sound has
two channels (left and right) and a colored picture has three channels (RGB).

° We distinguish K denoting the number of filters in a convolutional layer from K, the random discrete
variable denoting the secret key chunk to ultimately recover.
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a regular dense layer [GBC16, Sec. 9.1]. One must remark that the convolution layer com-
mutes with shifts of maximum size W, which is useful when one wants to encode the pos-
sible invariants of the input trace as an inductive bias of the hypothesis class. This is partic-
ularly of great interest against misalignment-based counter-measures, as shown by Cagli et
al. [CDP17].

Management of the Side Effects. As one may remark in Equation 4.13, the output size
along the time dimension of a convolution layer decreases from D to D — W + 1. It is often
useful to maintain the time dimensionality constant through the convolution layer. To tackle
this problem, the input x may be padded by one or several ranges of zeros, around the two
edges of the input, so that the time dimensionality is artificially increased to D’ = D+W —1.
The usual convention imposes to pad the input with the same number of zeros in both sides,
which then constrains the filter size W to be odd.

Pooling Layers ,. An average pooling layer is a mapping made of two steps. First, one
applies a particular case of convolution layer, yet without any learning parameter. It consid-
ers constant filters of size p with value %. In other words, this computes the average over a
pool of p entries. Second, a sub-sampling operation is applied, consisting in keeping only one
entry in each pool. The hyper-parameter p is called the pooling stride, and fully defines the
pooling layer, hence the notation 6, to denote such a pooling layer. A pooling layer of stride
p has the effect of dividing the time dimensionality of the output by p. As a consequence,
it is less sensitive to shifts of maximum size p compared to the input of the pooling layer,
which is here again useful to encode inductive bias on the input traces.

It is worth emphasizing that there exist other types of pooling layers, such as the max
pooling layer, consisting in keeping the maximum value of x for each window of size p.
This makes the pooling layer not linear anymore, yet throughout this thesis, we will only
consider average pooling layers.

Batch Normalization Layers ;. This type of layer has been introduced by loffe et al. at
IcML 2015 [IS15], and is generally inserted after each linear layer. According to the authors,
the first intuition behind this layer is to avoid the internal covariate shift, namely “the dis-
tribution of each layer’s inputs changes during training, as the parameters of the previous
layers change. This slows down the training]...]”

To circumvent this problem, they propose to insert after each linear layer the following
operation:

, x—M
x 75 b+a (4.14)
where x denotes the input, x” denotes the output of same size, and M, X, a, b have also the
same dimensionality — /3 denoting the square root applied element-wise on . M and =
are respectively estimated according to the (element-wise) empirical mean and variance di-
rectly during the training, while a and b are learning parameters, i.e., they are both included
in the parameter vector 6 to fit during the training loss minimization.

Many empirical evidences of its efficiency have been emphasized through the past few
years, hence the batch normalization layer has been successfully used in many DNN archi-
tectures. Yet, the theoretical reasons behind this efficiency are still debated, and other argu-
ments emphasize the effect of batch normalization on the training loss smoothness, rather
than the internal covariate shift [STIM18].

Dropout Layer w,. Dropout is a layer introduced by Srivastava [SHK"14], aiming at de-
creasing the estimation error of a hypothesis class.
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Given an input layer x of size m, the dropout layer samples a random vector u of same
dimensionality, each entry independently following a Bernoulli law of parameter ¢ € [0, 1].10
The dropout layer outputs the element-wise product:

we(x)[i] £ x[i] x ufi] 1<i<m . (4.15)

Therefore, g is the hyper-parameter defining the layer. Dropout is known to be a way to con-
trol the estimation error by trading-off a bit of the approximation error [GBC16, Sec. 7.12].11

Activation Layers. The role of activation layers is to insert non-linear -more precisely non-
polynomial — functions in the architecture. The underlying reason will be quickly explained
afterwards in Subsection 4.2.3 when we will introduce the universal approximation theorem.
Historically, activation layers were used to modelize the response of a neuron cell by the
stimuli of several neighbor neuron cells. Throughout this thesis, we will use two types of
activation layers.

* Rectified Linear Unit (ReLU): It consists in the element-wise application of the max
real function
o (zr) = max(0,z) . (4.16)

e Softmax: This function aims at normalizing a vector to make it fit a discrete p.m.f.
ex[i]
Z] ex[j 1

The composition of a linear layer and a softmax is often referred as a softmax classifier
in the ML literature [GBC16, Sec. 6.2.2.3]. Note that contrary to the ReLU, the soft-
max layer is not applied element-wise, since an output entry depends on all the input
entries.

s(x)[i] & (4.17)

There exist many other activation layers used so far in the DL literature, especially those
based on sigmoids — i.e. with the shape of an ‘S’, although beyond the scope of this thesis.

4.2.3 The Architectures

Once we have introduced the building blocks of the DNNs, we can now present all the
architectures used in this thesis.

Multi-Layer Perceptron. The simplest architecture, called Multi-Layer Perceptron (MLP),
consists in alternatively composing dense layers, batch norm layers, ReLUs and a final soft-
max layer, in order to output a p.m.f.:

F(x)=soAcoloopora]®opux) , (4.18)

where L > 1 denotes the depth of the MLP.

The Universal Approximation Theorem. A remarkable result specific to MLPs, known
as the Universal Approximation Theorem, states that when considering a L? error as a loss
function, the approximation error term (4.10) converges towards 0 when the number C' of
neurons in the layers increases [Pet98]. In other words, an MLP, even with only one in-
termediate layer, can approximate a wide range of functions. The theorem only requires
the activation function of the MLP to be non-polynomial, which is the case for the ReLU.

10 See Subsection 2.2.1 for a description of the Bernoulli law.
' A dropout layer will be used in Subsection 5.5.1.
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Actually there exist many versions of the universal approximation theorem, relying on dif-
ferent notions of convergence, or on particular properties of the activation function of the
neural network. The drawback of this result is that without any additional assumption on
the function to approximate, the required number of neurons exponentially increases with
the inverse of the approximation error. Hopefully, this negative result may be mitigated by
increasing the depth of the MLP, rather than the number of neurons on each layer [Tel16].
The interested reader may refer to the survey of Pinkus [Pin99].

The VC-dimension of MLPs. As presented in Subsection 4.1.3, the VC-dimension of
an hypothesis class has an impact on the estimation error, and thereby the sample compexity.
When considering the class of MLPs, the VC-dimension can be upper-bounded by a polyno-
mial depending on the number of learning parameters, i.e., the weights [SSBD14, Sec. 20.4].
In other words, with DNNs, the more parameters to learn, the higher the estimation error.

Convolutional Neural Networks. In pattern recognition tasks involving signals such as
time series, images or videos, some elementary deformations, such as random shifts, do not
usually affect the information carried through the data. Instead of letting the ERM learn
implicitly those invariants at the cost of a higher sample complexity, they can be explicitly
encoded through the architecture. This is the main idea behind the introduction during the
1990’s of Convolutional Neural Networks (CNNs) by LeCun and Bengio [BLH93, LB94].
By remarking that some typical patterns appeared in the weights of the dense layers, they
suggested to replace those layers by convolutional and pooling layers. Indeed, thanks to the
properties of convolution and pooling layers on small shifts, stacking those layers enable
to better encode the semantic invariants of the input data, while decreasing the number of
parameters to learn — and so intuitively the sample complexity.

VGG-like Architecture. The Visual Geometry Group (VGG)-like architecture has first
been introduced by Simonyan et al. [SZ15], after winning the ILSVRC in 2014. Its architecture
is as follows:

soAjzjofooXc]"eldpooopoywk]opu (4.19)

where yyy x denotes a convolution layer made of K filters of size W, and ¢, denotes a pool-
ing layer of stride p. Furthermore, the composition [§, o o o ;1 0 v, k] is denoted as a convo-
lutional block. Likewise, [0 o A¢] denotes a dense block. We note n; (resp. n2) the number of
dense (resp. convolutional) blocks.

Remark 5. More precisely, the VGG architecture of a convolutional block is slightly different in the
original paper: the convolution layer p o yw, i inside the convolution block is replaced by a stack
[ o yw k)™ of ng > 1 convolution layers. The authors indeed suggest a recipe, behind the success
of the VGG architecture at the ILSVRC. This recipe may be summarized as follows: stack more
convolution layers, with small filters.

The reason is that when dealing with images, to be able to capture patterns froma D x D square,
the stack of convolution layers must verify the following condition resulting from the side effects of
successive convolution layers, as explained in Subsection 4.2.2:

D=ng(W—1) . (4.20)

When this condition holds, the number of learning parameters is ngW? = ﬁ/”_/i ~ DW , which may
be minimized by setting W to small values and by increasing ns accordingly.
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@mns =2,W =3 (b)ny =1, W = 5.

Figure 4.1: A 2D receptive field of size D x D, captured by two different settings. Inspired from
Dumoulin et al. [DV16].

An illustration is proposed in Figure 4.1: on Figure 4.1a two convolutional layers are applied to
a 5 x b patch, with filters of size 3 x 3 for each layer, hence 2 x 3 x 3 filters weights to learn. On
the contrary, as depicted in Figure 4.1b, by only using one layer, one must use 5 x 5 filters to cover
the same area. This represents 25 filter weights to learn, i.e., more than by using two stacked lay-
ers. Therefore, the convolution layers are believed to keep their capacity of expression approximately
constant by covering the same area, while decreasing the number of learning parameters and so the
sample complexity. Hence the global trend consisting in increasing more and more the depth of CNNs
in a computer vision context over the past few years.

For 1D-data, such as SCA traces, the argument discussed in Remark 5 does not hold any-
more since the required number of learning parameters becomes n3W = D"~ ~ D rather
than DW, as depicted on the two examples on Figure 4.2. In other words, no matter the
filter size chosen, the number of filter weights to learn remains globally constant, so stack-
ing more convolutional layers does not seem necessary anymore; at least not for the reason
developed in Remark 5. Benadjila et al. empirically confirmed that it was not necessary to

(a)n3=2,W=3. (b)n3=1,W:5.

Figure 4.2: A 1D receptive field of size D = 5, captured either by one or two convolution layers.
Inspired from Dumoulin et al. [DV16].

stack more than ng = 1 layer inside a convolution block [BPS"19] for an SCA context. That
is why in the remaining of this thesis, we will keep the VGG architecture such as described
in Equation 4.19. However, the discussion concerning the ideal filter size remains open,
depending on the context. In particular, we will discuss this setting in Chapter 6.

Other CNN-Based Architectures. Beside the VGG architecture, the DL community has
seen the emergence of many other types of architectures, such as GoogleNet [SL]*15], Incep-
tion [SVIT15], Resnet [HZRS16], DenseNet [HLW16], etc. The study of those architectures
are yet beyond the scope of this thesis, although some of them start to be used in DL-based
SCA [Z519, GJS20] and some of them will be briefly discussed in Chapter 6.
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- X

Parameters 6

Figure 4.3: Illustration of the workflow of the training of a DNN in a profiled SCA context.

4.3 Implementing the ERM with Neural Networks

As we have seen, the hypothesis class of DNNs is fully defined by the hyper-parameters
describing the architecture, whereas a specific instance F' of neural network among H is
also defined by the vector 6 of all the learning parameters. In other words, one can re-
write a model from H under the form F'(-,6). As a consequence, implementing the ERM
principle can be translated from a functional optimization perspective — i.e. finding the
model F' € H minimizing the training loss — into a numerical optimization problem — i.e.
finding the vector # such that the function F'(-, #) minimizes the training loss. Since closed-
form solutions do not exist, this numerical optimization problem is usually solved thanks to
an iterative optimization algorithm such as SGD'? by iteratively updating the values of the
learning parameter 6, as illustrated in Figure 4.3.

Interestingly, the ERM principle introduced by the ML framework remains a purely the-
oretical tool in most of the applications, and particularly in deep learning. Indeed, it often
cannot be implemented in practice, for several reasons that we will describe in the following
subsections. Finally, we explain in Subsection 4.3.4 how the derivatives of the loss function,
a crucial element required by the optimization algorithm, is efficiently computed. This de-
scription will serve as a discussion in Chapter 7.

4.3.1 SCA Metrics are Hard to Optimize

So far in this chapter, we have presented the ML framework for a generic learning problem.
In particular, we have considered so far an abstract loss function /() to minimize, whose
generic definition has been given in Equation 4.2. It is indeed tempting at first sight to use
the final performance metric as a loss function, in order to guarantee the convergence of
the trained model towards the best possible one, according to Theorem 2. Unfortunately,
one cannot optimize with respect to any loss function, regardless the underlying hypothesis
class H.

For example, in supervised classification the ultimate performance metric is the accuracy,
namely the rate of accurate predictions among the possible labels that may be recognized
by the model. For any function F' : X — RIZl, the accuracy is denoted by Accx z(F') and is
defined as:

£ [largmaxsez F(X) [s]:Z} : (4.21)

Xz

éc;z(F) 2 Pr (arsgerréax F(X)[s] = Z)

That is, this metric gives the rate of right predictions, or more precisely the probability that
the highest score returned by a learning algorithm based on a single input data X corre-

12 We recall that Subsection 2.5.2 introduced the SGD algorithm.
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o

Figure 4.4: Toy example of a training loss made of characteristic functions with respect to a real
valued learning parameter ¢. Paradoxically, although the training loss Ls, (f) has zero derivatives
almost everywhere, the generalization loss Lx z (/) may have non-null derivatives.

sponds to the class Z it is assigned. Therefore, maximizing the accuracy is suitable to ad-
dress the classification task.

Unfortunately, solving the ERM for DNNs with the accuracy as a loss function turns out
to be NP-hard [SSBD14, Sec. 20.5]. In a nutshell, the reason comes from the fact that the

resulting training loss can be formulated as a sum of characteristic functions:!3
1
ACC(F) = = Z 1argmaxsez F(x)[s]=2 - (4.22)
Sp ’ P‘ x,2E€Sp

Each characteristic function in Equation 4.22 has null derivatives almost everywhere, and
so has the training loss of the accuracy, as depicted in Figure 4.4 with the staged red curve
depicting the training loss, as a sum of characteristic functions. So gradient-descent-based
optimization algorithms are useless, and no other efficient alternative could circumvent this
issue.

Interestingly, this drawback also concerns the efficiency F' +— N, (F'), defined in Subsec-
tion 3.2.2 as the minimal number of attack traces to succeed the attack beyond a probability
threshold  fixed by the evaluator, and that we chose as an ultimate performance metric
according to Problem 2. The corresponding training loss to minimize in the ERM would
depend on the guessing vector defined in Equation 3.2. But the latter quantity is a sum of
characteristic functions, hence meeting the same issues as the training loss corresponding to
accuracy. That is why the SCA metrics are hard to directly optimize.

More generally, this also holds for Random Forest and SVMs, two other learning algo-
rithms used in the SCA literature [PHJ*18]: the former one is based on heuristics working
reasonably well in practice [SSBD14, Chap. 18.2] whereas the latter one must minimize an-
other loss function called Hinge loss [SSBD14, Chap. 15.2.3].

4.3.2 The Need for a Surrogate Loss

The previous section raises the need for a suitable surrogate loss function, either found
among the usual functions considered in the DL literature, or designed specifically for
our problem. In the literature, mostly two surrogate loss functions have been used in the
SCA context: the Negative Log Likelihood (NLL) [CDP17, BPS*19, KPH*19] and the Mean
Square Error (MSE)! [MPP16, Tim19, WMM19]. Until a few years ago, nobody particu-
larly raised the issue into the SCA community since the empirical results obtained for any
loss function on several use cases got promising results from an attacker’s point of view.

13 See Section 2.1 for a definition of a characteristic function.
% From a purely optimization point of view, the MSE might suffer from problems [Nie18]. From a SCA
evaluation point of view, the relevance of MSE is an open question [vdVP19], beyond the scope of this thesis.
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Nevertheless, from an evaluator’s point-of-view, it remains necessary to assess whether the
problem of minimizing the chosen training loss is actually equivalent to the profiled SCA
optimization problem. More precisely, whether:

1. both problems share the same analytical optimal solution F™;

2. improving a sub-optimal solution for one problem directly leads to get an improved
sub-optimal solution for the other one.

Tackling this issue is of great interest in SCA. Indeed nowadays there might still be a gap be-
tween the recent practical successes of this class of attacks, and the theoretical soundness of
DL-based SCA: what is the sense of training a DNN by minimizing a surrogate loss function
from an SCA point of view? This issue will be at the core of Chapter 5.

4.3.3 The Challenge of Optimization

We have seen that the interest of the surrogate loss function is to be differentiable with
respect to all the learning parameters,'® in order to use a gradient based optimization al-
gorithm such as SGD. Nevertheless, in DL, this still raises an important issue, even when
using a surrogate loss. Indeed, when considering the specific hypothesis class of DNN,
the resulting objective'® function to optimize is shown to be highly non-convex [CHM*15],
contrary to SVMs whose surrogate loss, i.e. Hinge loss, spans a convex optimization prob-
lem. Moreover, the solution to the problem is not unique: considering one DNN model
minimizing the training loss, the same model whose entries of the intermediate layers are
permuted — and so are the learning parameters accordingly — would return the same result.
Hence, the number of equivalent solutions is combinatorial with respect to the output size of
the intermediate layers of the model.

As a consequence, the usual numerical optimization algorithms are not theoretically
guaranteed to converge towards an optimal solution, which prevents the SGD algorithm
and its variants to perfectly instantiate the ERM principle. In other words, the optimization
error cannot be assumed to be negligible, as already discussed in Subsection 4.1.3. Nev-
ertheless, experience has surprisingly shown that those algorithms represent a satisfying
heuristic [LBOM12], and the recent literature started to provide theoretical insights about
this fact [DLL*19, DZPS19].

4.3.4 Computing the Gradient

So far in this section, we have explained that the ERM principle could be implemented by
addressing a non-convex numerical optimization problem. We explained in the previous
sections to what extent perfectly solving this problem is hard in practice, although sound
approximate solutions could be returned by an optimization algorithm such as the SGD.
The latter algorithm — and its variants — rely on the computation of descent directions based
on the gradient of the loss function defined in Equation 4.4 and computed with respect to
the parameter vector, namely VyLs, (F(-,0)). Itis therefore of great interest to study to what
extent providing the gradient of the loss function to the optimization algorithm is affordable
when considering models from the hypothesis class of DNNs. This subsection is devoted to
this discussion.

Remark 6. The details provided in this subsection concern more generally any DL-based problem,
and not only SCA. Nevertheless, it will be useful for future discussions in Chapter 7.

15 We recall that the parameters describing the architecture for which the loss is not differentiable are called
hyper-parameters.

16 The term “objective” function is the terminology used by the numerical optimization research community.
It refers to the training loss function in the specific case of machine learning. In the following, we will rather use
the term “loss” to design the function to minimize.
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The training loss to minimize being a sum of elementary losses over the profiling set, so
is the gradient:

NP
VoLs, (F(.0) = 13 Vol (F(x:,0), 2) - (4.23)

P =1
It turns out that an algorithm called backward propagation (a.k.a. backprop) can exactly com-
pute the gradient of ¢ (F(x;,0), z;) with respect to 6 for roughly the same complexity of
computing ¢ (F'(x;,0), z;) itself. It relies on the use of the chaining rule recalled in Lemma 1.
Indeed, due to the layer-wise nature of F(-,#), the loss function, seen as a function of the
parameter vector ¢, can also be seen as a sequence of compositions of elementary functions
whose derivatives can be computed in a closed-form solution. Therefore, by using recur-
sively the chaining rule on the given sequence of functions, one is able to exhibit an efficient

procedure to exactly compute the gradient.

It is noticeable that for a composition of n > 2 elementary functions, the chaining rule
can be recursively applied in two manners, respectively denoted as forward and reverse. We
explain hereafter the stakes behind those two automatic differentiation modes on an exam-
ple of compositions of n elementary functions ( f;)1<i<n such that:

fi i R 5 R™ (4.24)

where m; > 1for0 < i < n—1, my_1 = |Z|, and m,, = 1. The resulting function to
differentiate ¢ : R™» — R can then be written as:

©n —i(Reverse)

—_—~
0(0)=fpo...of;o...0f1 (4.25)
[ —
1 (Forward)

We recall furthermore that the elementary functions (f;)i<i<n are assumed to be simple
enough to derive closed-form expressions of their Jacobian matrices.

In a forward mode, the chaining rule is applied from right to left!” in Equation 4.25. That
is, by considering the sequence of mappings defined by vy = I; the identity mapping and
Yit1 = fir1 0, 0<i<n—1,and by applying Lemma 1, it follows that:

th‘ﬂ (9) - in (wZ(Q)) ) sz' (0) (4.26)
—_——— ———— ——
(mit1,m0) (mit1,m:)  (mi,mo)

Since one remarks that ¢, (0) = ¢(#), it is then possible to compute its gradient by itera-
tively applying Equation 4.26. But this method requires to store the Jacobian matrices of
the mappings 1); whose sizes are respectively m; x mg, which might be prohibitive if the
intermediate outputs are of high dimensionality.

In a reverse mode, the chaining rule is applied from left to right in Equation 4.25. That is,
by considering the sequence of mappings defined by ¢1 = f,, and ;11 = p;0 fr—i, 1 <@ <
n — 1, and by applying Lemma 1, it follows that for every x € R™»~:

‘]<Pi+1 (X) = J%‘ (fn—l(x)) : an—i (X) (427)

By taking x = 1, _(;41)(0), it follows that:

JSDH-l (¢n—(i+1)(0)> = J4Pi (%—1(9)) ) an—i (wn—(i-i—l) (9)) (4.28)
(L,mn—s) (Lmn—i-1) (Mp—i—1,Mn—i)

Since one remarks that ¢,, = / it is here again possible to compute its gradient by iteratively
applying Equation 4.28. Yet, compared to the forward mode, two main differences should

17 We draw the attention of the reader on the fact that when composing several functions, the notation f2 o f1
must be read backward, hence “forward” means here “right-to-left”.

69



CHAPTER 4. DEEP LEARNING FOR SIDE-CHANNEL ANALYSIS

be noticed. First, it is necessary to store all the intermediate computations (¢;(¢)),;~,, when
previously computing the loss function ¢ (¢), whereas in a forward mode the gradient can
be directly computed without necessarily computing ¢ (). Second, rather than storing a
Jacobian matrix after each iteration, the reverse mode enables to only store a gradient of size
mp—i, which is much lighter than in the forward mode. That is why all the APIs devoted
to DNNs only use the reverse mode in their implementations, and are optimized in order
to avoid the storage of any Jacobian matrix, hence the name of “backprop” which explicitly
refers to the “reverse” mode. This point will be later discussed in Chapter 7.

The backprop algorithm has been independently discovered many times during the 70’s
and the 80’s, in particular by Hinton et al. in 1986 [RHW86b, RHW86a]. More generally, the
backprop algorithm has paved the way towards automatic differentiation which studies how
to efficiently differentiate functions numerically,'® which is often crucial in machine learning.
The interested reader may refer to the survey of Baydin et al. [BPRS17].

4.3.5 Some APIs

Training DNNs with optimization algorithms is nothing but linear algebra computations —
e.g. scalar and matrix product — in very high dimensionality, typically 105 — 10°. To scale
with this range, the implementation must leverage massively parallel programming, either
in CPU clusters of on (General Purpose) Graphic Processing Units (GPUs). That is why until
few years ago, the ML practitioners used to need strong skills in a broad spectrum of pro-
gramming fields. Those skills were hard to gather into a research team, and most of the time
of researchers was devoted to implementing models which were not easily reproducible by
the scientific community.

That is why, with the emergence of deep learning in the beginning of the 2010’s, several
APIs have been released by the machine learning community. Although the very first public
library Theano [Thel6] is not maintained anymore by its authors, several other APIs have
been publicly developed over the last few years, such as Pytorch [PGM*19], supported by
Facebook; Tensorflow [AAB*15], supported by Google; or Keras [CT15], an extension of
Tensorflow initiated by Chollet. In particular, the source code developed for this thesis has
been written in Python with the help of the Pytorch APL!' and is run on a workstation with
a Nvidia Quadro M4000 GPU with 8 GB memory and 1664 cores, and 32 GB of RAM.

4.3.6 On the Accuracy as a Monitoring Metric

We have seen in Subsection 4.3.1 that in supervised classification, it is not possible to directly
maximize the accuracy of DNNSs, since it is a NP-hard problem. Despite its impossibility
to directly minimize, most of the works considering DL-based SCA made use, explicitly
or implicitly, of the accuracy as a monitoring metric, assuming that such a performance
measure may still be informative of the quality of a trained model.

Cagli et al. [CDP17] and Picek et al. [PHJ 18] were the first to raise this issue, namely
the relevance of the accuracy, a widely used ML performance metric, in the context of SCA.
Unfortunately, we explain hereafter that it is not the case.

It turns out that the optimal model for SCA, whichis F* = Pr (Z | X), is also the optimal
classifier for the supervised classification task.?’ This means that for any function ' : X —
P(Z) we have:

Acc(F) < Acc(F™) . (4.29)

In other words, both supervised classification problem and Problem 2 share the same ana-
lytical optimal solution F™*, which is the first of the two conditions stated in Subsection 4.3.2

18 i.e. in opposition to symbolic differentiation considering only algebraic formulations of a function.

YThe library is available at pytorch.org.
% The ML literature often uses the term Bayes’ classifier to denote the optimal classifier for the classification
task.
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to get a loss function equivalent to our SCA efficiency metric. Thus, the accuracy might be
a good metric candidate. Yet, both problems sharing the same optimal solution F* does
not necessarily mean that they are equivalent, since it remains to verify that improving sub-
optimal solutions for one problem should lead to improved sub-optimal solutions for the
other.

Cagli et al. recalled that the accuracy could be translated into another SCA metric, namely
the success rate when recovering the key with one trace SR(1). In a sense, Acc(F') is the
dual metric of N,(F,1,[): the former one fixes N, = 1 and estimates the corresponding
threshold 3, whereas the latter one fixes the threshold and estimates the minimum value N,
such that SR(N,, D%, 1) > 3 - see Equation 3.3. Cagli et al. have emphasized that although
this could have a sense in some specific scenarios, e.g., when evaluating implementations of
asymmetric cryptographic primitives, this does not necessarily have a sense to evaluate the
robustness of a target against an attack involving only one trace. That is why at first sight,
accuracy does not seem appropriate in our context.

Picek et al. empirically confirmed a similar observation at CHES'19 [PHJ18]. For sev-
eral learning algorithms, such as SVMs and Random Forests, they empirically compared the
obtained GE with the accuracy, and they found out that there is no clear link between them.
More precisely, they argue that a high accuracy —i.e., with respect to the one obtained with a
model providing completely random predictions — is a clue for effective attacks, though the
inverse does not empirically hold: a low accuracy does not necessarily imply a failed key
recovery. However, the latter case may often happen, especially with protected implementa-
tions where the noise artificially induced by the counter-measures reduces the performances
of the optimal model, and so the accuracy.

As a conclusion to the two latter sections, the accuracy is not only useless for the imple-
mentation of the ERM, as already concluded in the end of Subsection 4.3.1, but is also a poor
metric to monitor in an SCA context. Recently, new ways to monitor the quality of a DNN
have been proposed, in particular by Robissout et al. [RZC*20] and Perin et al. [PBP20].
Although this brings new insights, those monitoring metrics partially circumvent the prob-
lems raised by the accuracy, since the metrics proposed there are not optimizable. Finding a
proper loss function which is useful not only as a quantity to optimize but also as a metric
to monitor is the core problem which will be addressed in Chapter 5.

4.4 An Overview of the Literature

The past few years have seen the emergence of contributions on SCA using more and more
DL techniques. The community committed to investigate several models leading to practi-
cal attacks against several implementations. The very first works came from Martinasek et
al. [MZ13, MDM16], Gilmore et al. [GHO15], whereas other ML techniques have been inves-
tigated by Heuser et al. [HZ12] and Lerman et al. [LBM14, LBM15]. Hereafter, we focus on
the specific use of DL rather than on other ML algorithms. The reader interested in a com-
plete review of the use of every learning algorithm in SCA may refer to the comprehensive
survey of Hettwer et al. [HGG20].

The asymmetric cryptography has been by now investigated by Carbone ef al. concern-
ing the RSA primitive [CCC*19], and by Weissbart et al. [WPB19] concerning elliptic curves.
In both works, results are as promising as for the symmetric context.

Auto-Encoders appeared as a valid solution to perform dimensionality reduction and
pre-processing of side-channel signals [MPP16]. The temporal aspect of side-channel traces
leads the community to explore as well some recurrent neural network structures, in par-
ticular the Long Short-Term Memory (LSTM) one [Mag19]. CNNs appeared more suitable
in presence of signal desynchronization, and thus in presence of counter-measures injecting
desynchronization in signals [CDP17, BPS*19, KPH'19].
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4.4.1 Unsupervised Learning for SCA

Moreover one may remark that the great majority of works apply deep learning to perform
profiling attacks, and logically exploits for the learning algorithm a supervised experience.
A very few works proposed a non-profiling deep-learning-based attack. First, Timon pro-
posed at CHES'19 [Tim19] an extension of the L.r.a. attack [SLP05]. However, this means that
the learning algorithm still exploits a supervised experience, in which labels are assigned
according to different key hypotheses.

Second, Ramezanpour et al. [RAD20] extended the works of Timon in several ways, by
using LSTMs as an unsupervised feature extractor, and by using some analysis developed
by Wang et al. [WYS*18] as a leakage modeling method.

A full-non-supervised track, based for example onto deep clustering techniques recently
proposed in the computer vision domain, is still unexplored in the side-channel context.

4.4.2 Exploring the DL Strategies for SCA

This vast panorama of experimentally investigated tools have subsequently emphasized
the need for a deep understanding of their architectural properties. A well-established
methodology — beyond those already proposed [BPST19, ZBHV19] - to tune the (very)
high number of hyper-parameters in these models would be very useful. Furthermore,
since in ML the learning algorithms are driven by data, the data management is a crucial
point and related issues and good practices have been investigated in this sense. Cagli et
al. [CDP17] and Kim et al. [KPH*19] proposed data augmentation techniques to control
and decrease the estimation error (4.9). But many questions about the utility and /or ne-
cessity of performing some pre-processing like dimensionality reduction [Mag19], realign-
ment [CDP17, ZS19], de-noising [WP19], under/over-sampling to deal with class imbal-
ance [PHJ 18], or the conversion of data into the frequency domain by means of Fourier or
Wavelets transforms [YLMZ18, DDFP20] have been raised.

4.4.3 Support for Understanding

Although DNNs show encouraging results in an evaluation context of SCA, following the
recent hype of deep learning in pattern recognition, many people in the community remain
skeptical and reluctant to this approach. This is mostly due to the black-box*! aspect of those
algorithms, i.e. the fact that they do not provide any insight about how the informative
leakage occurs in the SCA traces. Although not of great interest for the attackers whose
ultimate goal is only to recover the secret key, this represents a huge stake for evaluators
and developers.

To provide understanding in DL models behavior, a track of recent works — including
ours — proposed the use of some visualization techniques, with the threefold intent of char-
acterizing the sensitive leaking part of the side-channel traces, understanding the nature
of the signal information that a given neural network is able or not to exploit [MDP19a,
HGG19, Tim19, vdVPB19] and validating the hyper-parameters choices [ZBHV19]. Fur-
thermore, visualization techniques aiming at focusing on DL in order to help tuning their
hyper-parameters or understanding their prediction is a long running challenge in the visu-
alization and machine learning community [HKPC19, GTdS"18]. This issue will be the core
discussion of Chapter 7.

2 This terminology shall not be confound with the same term used for black-box attack scenarios discussed
in Chapter 3.
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44.4 DL-based SCA and Counter-Measures

The community already wondered about the efficiency of existing side-channel counter-
measures against DL-based SCA. Many works — including ours — recently investigated the
robustness of classic counter-measures, in particular the high-order secret-sharing [MPP16,
BPS*19, KPH'19, Tim19, Mag19, MDP19b, ZS19, BS20]. The DL-based SCA showed very
fast outperforming results with respect to the previous state-of-the-art attacks. The main
advantage of DL, compared to regular SCA attacks is that DL is not technically limited by
the minimal number of points which must be jointly processed, which was originally one
of the strong practical arguments to use high-order secret-sharing, as we argued in Sub-
section 3.7.1. Nevertheless, Bronchain et al. recently emphasized a use case where auto-
mated attacks with DL did not succeed against a software target protected with affine secret-
sharing whereas classical template attacks involving a subtle dissection of the open source
code [BS20]. This lets one think that DL-based SCA could not always represent a better ap-
proach than classical Gaussian templates. We further discuss this case in the perspectives
presented in the global conclusion of this thesis.

This also raises the challenge of knowing exactly the necessary number of traces for the
training phase of a DL model - i.e. the sample complexity, and how secret-sharing could
have an impact on this constraint. Until now, only Picek et al. started tackling the ques-
tion [PHG19].

In addition, to the best of our knowledge, no sound counter-measure has been exhibited
so far in the literature to specifically counteract deep learning techniques in side-channel
analysis. Nevertheless, it seems that perturbing the inputs or adding dummy operations to
fool a network could help developers in the protection of their implementation against deep
learning attackers [BBCS20].

4.4.5 Multi-Task Learning

Some works make the hypothesis that several sensitive variables, processed in a similar way
by the device during the cryptographic algorithm execution, may be targeted while keep-
ing unchanged the neural network architecture (i.e. the hyper-parameters are tuned only
once) [GBO19]. A similar approach has been proposed by Wang et al. [WD20], who com-
bined the predictions of three different models targeting three different sensitive intermedi-
ate computations in an FPGA implementation of AES. A recent work from Maghrebi [Mag20]
leverages this finding by proposing to solve the SCA problem with a single multi-labeling
classifier. However, his solution, as is, is limited to learning only two labels at the same time.
In the general conclusion of this thesis, we will further discuss this new line of work.

The multiple classifier concept is analogously proposed in [DDFP20], where several
overlapping modelizations of a sensitive variable are independently recognized by several
classifiers whose outputs are jointly exploited in the attack phase. In addition to these multi-
ple outputs, it has been observed that training a deep neural network in a multi-task fashion
results in having the performances of each single classifier increased.

4.4.6 Multi-Sources

The multi-source idea to enrich signal databases, meaning harvesting at the same time sev-
eral side-channel signals (for example power consumption and EM irradiation captured
with multiple probes placed nearby different areas of the device) and exploiting them syn-
ergistically, has been explored by Genevey-Metat et al. at C&ESAR 2019 [GMGH19]. Fur-
thermore, learning with multiple and even heterogeneous sources remains an open topic in
the machine learning community.
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4.4.7 Portability

As a related topic, Carbone et al. [CCC*19] and Bhasin et al. [BCH"20b] tackled the porta-
bility issue: these works aim to understand the performance effects observed on DL models
while conducting a profiling phase on a device which may not be a perfect clone of the
target, in opposition to what is assumed throughout this thesis.

4.5 Conclusion

The machine learning framework enables to extend the leakage modelization in a profil-
ing attack scenario to much more powerful hypothesis classes, which has been at the origin
of new recent milestones in SCA. Nevertheless, in view of the current state of the art, we
are today in an uncomfortable situation. Indeed, the replacement of the Profiled SCA Op-
timization Problem —i.e. Problem 2, so far tackled classical profiling attacks such as GTs,
by the Supervised Classification Problem - i.e. finding a model maximizing the accuracy
defined by Equation 4.22, thanks to DNNSs, shows promising efficiency gains. Neverthe-
less, several recent papers question the theoretical soundness of the latter problem substi-
tution [CDP17, PHJ "18]. This situation prevents the SCA community to get a clear picture
of the potential impact of ML and DL, especially from the developers’ perspective. Indeed,
though an attacker only needs to know an efficient practical approach to train a DNN, a de-
veloper needs a theoretically grounded approach to be able to give the best security bounds
on the complexity of mounting a profiling attack, especially when the implementation is
protected by counter-measures.

More specifically, through the review of the deep learning approach and the literature
review, we have emphasized several caveats which should be addressed by the SCA com-
munity:

* How can one prove that the underlying optimization problem materializing the train-
ing phase is a theoretically sound approach for Problem 2, beyond the recent empirical
success? This requires to address the issue of choice of the loss function, and the study
of the optimization error yield by the SGD or its variants.

e How far can deep learning go to approximate the true leakage model, even in pres-
ence of counter-measures? Said equivalently, is there any sound DL-oriented counter-
measure which could protect the implementations of cryptographic primitives against
this threat?

* How can an evaluator get a clear understanding of what happens during the profiling
phase with DNNSs, in order to draw a fair diagnosis of the device under evaluation?

Our work in the remaining of this thesis aims at grounding the use of DNNs in the SCA
context, by addressing those issues in the next three chapters.
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Chapter 5

Theoretical Aspects of Deep Learning
Based Side-Channel Analysis

“ In Statistical Inference, nothing is
more practical than a good theory.”

Vladimir Vapnik [Vap00]

This chapter is inspired from the results published in TCHES"20 in collaboration with
Cécile Dumas and Emmanuel Prouff [MDP19b].
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5.1 Introduction

The work presented in this chapter aims at grounding the use of DNNs in the SCA context,
especially when classical counter-measures like secret-sharing and hiding are involved. In
this chapter, we investigate to what extent the profiled SCA optimization problem — i.e.
Problem 2 — can be solved through the machine learning framework by carefully choosing
the underlying loss function. This is the main problem addressed in this chapter.

We propose a theoretical study of the Negative Log Likelihood (NLL) loss in different
steps depicted in Figure 5.1, by enlightening the fact that such a function is strongly linked
to a side-channel information theoretic quantity called PI, formally introduced by Renauld
et al. at EUROCRYPT 2011 [RSV*11], and recently studied by Bronchain et al. at CRYPTO
2019 [BHM™19]. As a direct consequence, the PI can be straightforwardly computed from
the NLL loss. More interestingly, this implies that the training phase of a deep learning
model, through the minimization of the NLL loss, is actually equivalent to giving the PI es-
timation which is the closest to the MI between the leakage and the target sensitive variable.

In parallel, we benefit from the recent works of Chésirey et al. at CHES 2019 [dCGRP19].
The latter ones provide a lower bound of the optimal efficiency metric N (1, 5) — defined
in Equation 3.4 — depending on the MI. By combining those two results and by translating
them into the ML terminology, we show that the SCA efficiency metric can be accurately
estimated without even mounting a key recovery, which justifies the soundness of the DL
approach when the latter one is addressed by training DNNs through the minimization of
the NLL loss.

this chapter Perceived
NLL loss I .
nformation (PI)

A i

| -

: _ ‘maximizes

| L

1 F* [RsV+11, BHM 1 19]

| - N

: defines .~ ’ AN . defines

v %~ ~a

Nyx(1,P) Mutual Infor-

see Equation 3.4 [dCGRP19] mation (MI)

Figure 5.1: Link between the NLL loss and the efficiency metric in SCA.

As we shall show, the latter result has several direct impacts. First, the training of DNNs
with the NLL loss can be considered as an efficient and effective estimation of the PI, and
thereby of the MI — known to be complex to accurately estimate in the context of secure
implementations [PR10, BGP*11]. Secondly, it implies that in an SCA context, choosing the
NLL loss function to drive the training is sound when it comes to address the profiled SCA
optimization problem. Thirdly, it enables to quantitatively study the impact of classical SCA
counter-measures on the efficiency of deep learning based SCA and to formally verify that
they stay sound.

Outline. The remaining of the chapter is organized as follows. Section 5.2 proposes an-
other way to tackle the evaluation by introducing the Leakage Assessment problem. Sec-
tion 5.3 states the soundness of minimizing the NLL loss since it is nothing but maxi-
mizing the PI. A discussion about the tightness of such a lower bound can be found in
Subsection 5.3.3. The second part of the chapter is dedicated to the validation of our the-
oretical results through several simulations in Section 5.4 and experiments presented in
Section 5.5, in the context of implementations secured by secret-sharing, shuffling and de-
synchronization.
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5.2 Model Training for Leakage Assessment

The problem substitution that we present in this section comes as a direct consequence of a
series of works stating a close link between N} (1, ), namely the efficiency corresponding to
the optimal solution to Problem 2, and the MI between the target sensitive variable and the
leakage. We briefly recall this link hereafter in Subsection 5.2.1, before stating its interest in
our context in Subsection 5.2.2.

5.2.1 The Link between MI and SCA Efficiency

Mangard et al. [Man04, MOPO07] have first stated a link between the SCA efficiency and p,
the correlation coefficient between the true leakage and its model, in the case of first-order
leakage. Following the notations introduced in Equation 3.12 and Equation 3.13, the authors
show that:

p%_ 328

2 }TZ 02

N, (DSj’A, 1, 5) =348 (5.1)

log

where /5 € [0, 1] is the threshold defined in Equation 3.4, p;_g is a tabulated constant given
by a statistical test. Later, Mangard et al. have emphasized a link between the correlation
coefficient and the MI of a first-order additive Gaussian noise leakage model [MOS11]:

1 2(X[t], o(Z
MI(Xt): 2) = = log, (1= p*(X[t), 0(2))) ~ W . (52)
By combining Equation 5.1 and Equation 5.2, we get a first link between the MI and the CPA
efficiency:
1

CPA
Na(DSf ,1,5) * WXZ)

(5.3)
Unfortunately, the link emphasized in Equation 5.3 implicitly involves the value of the SNR
of the univariate leakage, which implies that this statement does not necessarily holds for
any arbitrary leakage model. Even when considering univariate leakages, this only covers
the efficiency of a CPA, and not necessarily the optimal attack.

The later issues have drawn a great interest into the SCA community, especially in view
of the counter-measures used in SCA. Following the results of Prouff et al. [PR13] and Duc et
al. [DDF19] in proving the soundness of higher-order secret-sharing schemes against SCA,
the latter authors have extended Equation 5.3 to an optimal attacker in presence of such a
scheme [DFS19, Eq. 18].! If MI(X; Z;) denotes the MI between a leakage X and one share
Z; of the sensitive target variable Z,?> then one can bound N (1, 3), namely the efficiency
corresponding to the optimal solution to Problem 2, as follows:

Ml(cxs’fzﬁ)m < Ni(LB) | 64)

where cst is a constant, and d is the order of the secret-sharing scheme.
The works of Chésirey et al. at CHES 2019 [dCGRP19] extend the previous results to any
arbitrary leakage model:
f(B)

4'\/” (Z7X) < NS(LB) ) (55)

where f is a known, invertible, strictly increasing function defined in the authors’ paper.

! The threat model of Duc et al.’s works [DFS19, DFS19] also covers attackers with adaptive message strate-
gies, which is not necessarily the case of other similar results presented in this subsection. Yet, as stated in
Subsection 3.1.3, adaptive strategies are beyond the scope of this thesis.

2 And assuming to simplify that the MIs between X and every share Z; are of the same order of magnitude.
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In other words, one is ensured that no attack can succeed with a success rate higher than
B within {%-‘ queries to the target device 7. Chésirey et al. argue that the lower N/, the
tighter Inequality (5.5). Nevertheless, from the point of view of conservative security eval-
uations, it remains interesting to compute the value of the left-hand side in Inequality (5.5),
no matter the value of NJ.

5.2.2 The Link between MI and PI

Unfortunately, computing the MI in the denominator also requires to perfectly know the
true p.m.f. Pr(Z | X). Like with the profiled SCA optimization problem —i.e. Problem 2
— and the supervised classification problem — i.e. maximizing the accuracy — this cannot
be assumed in practice. To circumvent this issue, we can fortunately use the notion of PI
extending the MI to accept p.m.f.s estimations [RSV*11].

Definition 8 (Perceived Information [BHM™19]). Let F : X — P(Z). The Perceived Infor-
mation between Z and X for the model F' is denoted by Pl (Z; X; F') and defined as:

PI(Z;X;F)2H(Z)+ > Pr(Z=5s) . Ef [logs F(X)[s]] . (5.6)
s€Z -

Intuitively, when the p.m.f. Pr(Z | X) is perfectly learned, the PI equals the MI, other-
wise the first one is always lower than the latter one [BHM*19]. This is of great interest here
since it enables to derive an upper bound of the left-hand side in Inequality (5.5), namely

G

MiZx) Pz e (5.7)

We may shorten the previous notation to N, (F) when j is implicitly set to the value 90%.
Moreover, we can then compare different models in terms of their PI: the higher the PI, the

lower the distance to MI and thereby the better the approximation of % by N, (F). This

leads to introduce a new intermediate problem, named Leakage Assessment.

Problem 3 (Leakage Assessment). Given a profiling set S, = {(x1, 21), - - ., (Xn,, 2N, )}, find the
model A (S,) maximizing the PI over S, i.e. such that:

VE' € H, PI(Z;X; A(Sp)) > PHZ; X F) . (5.8)

At this point, we have argued that addressing the Leakage Assessment Problem is sound
for the profiled SCA optimization problem —i.e. Problem 2 —in the sense that it will enable
to estimate a lower-bound of the optimal solution IV} of the latter problem. The following
section aims at deeply studying Problem 3. We will show that training deep learning models
with the NLL loss is asymptotically equivalent to this problem which implies that conduct-
ing profiled SCA with deep learning can be argued to be relevant within this framework.

5.3 NLL Minimization is PI Maximization

This section is devoted to show that a deep learning model trained by minimizing the NLL
loss fits with Problem 3. Subsection 5.3.1 studies the link between the NLL loss and an in-
formation theoretic quantity called cross entropy, that we will define hereafter. Then, Subsec-
tion 5.3.2 will make a link between cross entropy and PI. Finally, Subsection 5.3.3 discusses
the gap between the MI and a PI estimated by training deep learning based models. Even-
tually, it will be concluded that the MI can be accurately estimated thanks to this approach.
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5.3.1 Recall on the Consistency of the NLL Loss with Cross Entropy

This subsection is devoted to recall to the unfamiliar reader some of the important machine
learning notions which will be used afterwards in Subsection 5.3.2. In particular, the NLL
loss minimization is asymptotically equivalent to the minimization of the cross entropy. We
start by recalling those notions hereafter.

Definition 9 (Negative Log Likelihood). Given S, = {(x1,21),...,(Xn,,2n,)}, and a model
F : X — P(Z2), the Negative Log Likelihood (NLL)? is defined as:

Ls,(F)2 = Y —log F(x)[e] - 59)
‘ p‘ (x,2)€Sp

Furthermore, we define the maximum likelihood estimator* A (S,) as the model from H that
minimizes the NLL loss computed over the profiling set S,: A (S,) = argminpey Ls, (F).

Definition 10 (Cross Entropy). Given a joint probability distribution of a target sensitive variable
Z and its leakage X denoted as Pr (X, Z), we define the cross entropy as the expected value of each
term in Equation 5.9:

Lxz(F)= XI?Z [—logy F(X)[Z]] . (5.10)

The cross entropy is actually nothing but the expected value of the NLL loss computed
over the profiling set of traces. Besides, according to the law of large numbers, for any fixed
F the NLL loss converges in probabilities towards the cross entropy [SSBD14]. However,
since the true joint distribution of Z and X is actually unknown, one cannot exactly compute
the cross entropy. The hope behind the NLL minimization is that for a number IV, of profil-
ing traces high enough, the obtained maximum likelihood estimator A (S,) will be a good
candidate to minimize the cross entropy.

It is not trivial though that Ls, (A (S;,)) converges in probabilities towards the minimal
cross entropy, as A (S,) is varying for each value of N,. Actually, the Cramer-Rao bound,
a well known result in Statistics [Cra99], guarantees the latter convergence, but relies on
assumptions that cannot be taken for granted, in particular the assumption that Pr (Z|X) €
H.

Thankfully, as a consequence of Theorem 2 introduced in Chapter 4, we are indeed en-

sured that Ls, (A (Sp)) # mingey Lx 7z (F). Therefore when the number of profiling
| —00

traces converges towards infinity, we can substitute the analysis of the NLL loss with that of
the cross entropy. It remains now to draw the link between cross entropy and PI, in order to
address the Leakage Assessment Problem - i.e. Problem 3.

5.3.2 The Link between Cross Entropy and Perceived Information

This section aims at explaining to what extent the PI and the cross entropy introduced in the
previous section are linked. It is argued here that the PI actually equals the cross entropy up
to constant factors. Such a link and the reduction argued in Subsection 5.3.1 will allow us
to guarantee that minimizing the NLL loss is a consistent approach for solving the Leakage
Assessment Problem. It is recalled that the PI has been formally defined in Section 5.2. We
also introduce hereafter the Empirical Perceived Information, as given in [BHM19].

3 The NLL has already been introduced in Subsection 2.2.1.
4 Minimizing the NLL loss is equivalent to maximizing the Log Likelihood.
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Definition 11 (Empirical Perceived Information [BHM19]). Let F' : X — P(Z). The Empir-
ical Perceived Information, denoted as Pls, (Z; X; F'), is defined from a profiling set S, as follows:

Pls, (Z;X; F) 2H(Z)+ S Pr(Z =) Si S logy F(x)[2] - (5.11)

SEZ | p| (x,2)€Sy
z2=s

Informally, the PI is defined the same way as the MI, but by substituting the uncertainty
of the true p.m.f., namely log, Pr (Z | X = x), with the uncertainty of the approximating
p.m.f., namely log, F'(X). Surprisingly, this substitution is exactly what defines the cross
entropy.

Proposition 1. Let Z be a random variable with uniform distribution over Z of cardinal | Z|. Then,
the cross entropy and the NLL loss of a model F' € ‘H are respectively linked to the PI and its empirical
estimation as follows:

logy |Z] = Lxz (F) = PIHZX;F) (5.12)
logy |Z| — Ls, (F) = Pls, (Z;X; F) . (5.13)

Proof. The assumption about Z implies that H (Z) = log, | Z|. Injecting the latter result into
the definition of the PI, and by using the formula of total probabilities for the expected value
we have:

PUZIXF) £ H(Z)+ Y Pr(Z=5) E [log; FX)[S] .
SE€EZ

log, | 2] + E LI?Z log, F(xnzn] ,
= logy |Z| - xﬂ?z [—logy, F(X)[Z]]
= IOgQ |Z| — EX,Z (F) .

The proof for the empirical PI follows exactly the same reasoning substituting expected
values with averages.” O

Proposition 1, which is illustrated on Figure 5.2, tells us that the PI can be expressed as
a cross entropy, provided that the entropy of the sensitive variable Z is known. As already
pointed out in [BHM*19, Thm. 6], for all I € H we have PI(Z;X; F) < MI(Z;X).® In
other words, computing the cross entropy of any deep learning model enables to get a lower
bound of the MI. This tells nothing about the tightness of such a bound yet. Hopefully, based
on the previous results stated in this section, we now know how to tighten this inequality,
as stated by the following proposition.

Proposition 2. Let S, be a profiling set and let A (S,) be the maximum likelihood estimator, namely
such that A(S,) £ argmingcy, Ls, (F). Then:

1. A(S,) maximizes the empirical PI,

2. the information perceived by A (S,) converges in probabilities towards the maximum of PI over
H.

5 Actually, Equation 5.13 only holds if S, is balanced, i.e. if the number of traces is the same for each class in
Sp. This can be assumed without loss of generality, since Z is drawn uniformly.

® This comes from the fact that the gap between the MI and the PI can be rephrased as a KL-divergence term,
which is always non-negative.
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A
H(Z) | ------
PI(Z; X; F) < MI(Z;X)
Ml (Z; X) > @ Bronchain et al. [BHM"19]
Chésirey et al. [ACGRP19]
Lxz (F)bemmmmm o y
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Figure 5.2: Illustration of Proposition 1.

Pls, (Z;X; A(S,)) —2— maxPI(Z;X; F) < MI(Z;X) (5.14)
|Spl—o0  FEH
PI(Z;X: A(S,)) —Z— maxPl(Z;X; F) < MI(Z;X) (5.15)

|Sp| w00 FEH

Roughly speaking, Proposition 2 states that the NLL loss minimization is asymptotically
equivalent to the PI maximization mentioned in the Leakage Assessment Problem (i.e. Prob-
lem 3).

Proof. Starting from Equation 5.12, and applying Equation 4.6 from Theorem 2 to get

(4.6)

logs |Z| — PH(Z; X; A(S,)) 2 Lxz (A(S,)) ﬁ min Lx z (F)

= %mn (logy |Z| = PI(Z; X; F))
= log, | Z] — max Pl (Z;X; F)

Hence the result given in Equation 5.15. The proof for Equation 5.14 follows exactly the
same reasoning, replacing Pl (Z; X; A (S,)) by PIS (Z;X; A(Sp)), and applying Equation 4.7
instead of Equation 4.6. O

Therefore, on the one hand, we have a theoretically grounded method to address the
Leakage Assessment Problem (i.e. Problem 3) thanks to Proposition 2, namely by minimiz-
ing the NLL loss. On the other hand, since it has been argued in Section 5.2 that solving
the Leakage Assessment was sound in order to address the SCA Optimization Problem, it
follows from Proposition 2 the main result of this chapter, given hereafter.

Corollary 1 (Main Result). Let A (S,) be the maximum likelihood estimator with respect to the
profiling set S, namely such that A(S,) £ argminpey Ls, (F). Then A(S,) asymptotically
minimizes the quantity N, (A(S,),8) 2 % when the size of S, tends towards infinity,”
which is an upper-bound of the left-hand side in Inequality (5.5).

Proof. By applying Proposition 2, we get

P 1) I () B i ().

Na (A(Sp), B) Spl—o0 maxpey PH(Z; X;A(Sy) e P (Z;X; F) — MI(Z; X)

7 We recall that f is a known, invertible, strictly increasing function defined by Chésirey et al. [dCGRP19],
and S € [0, 1] is the threshold defined in Equation 3.4.
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O]

In other words, Corollary 1 tells us that minimizing the NLL loss is sound for the SCA
Optimization Problem (i.e. Problem 2), in the sense that has been argued in Section 5.2,
and that the term N, (A (S,), ) might be a good approximation of the lower bound of
Inequality (5.5). However, this also emphasizes that in the pursuit of estimating N (1, 5)
through the NLL minimization, some weaknesses must be discussed.

First, as recalled in Section 5.2, the higher N (1, ), the looser Inequality (5.5). It is there-
fore of natural interest to verify to what extent the tightness of the latter inequality holds,
in view of estimating N} (1, 3) by % This must be at least empirically verified. Sec-
ond, the tightness of Inequality (5.15) is another possible source of imprecision when one
wants to substitute the MI with the PI. This will be discussed in the next section, and will

eventually be verified through simulations and experiments in Section 5.4 and Section 5.5.

5.3.3 Tightness of the Obtained Bound

So far we have argued that minimizing the NLL loss is a sound approach to tackle Problem 3:
itis indeed equivalent to minimizing the cross entropy —c¢f Equation 5.10, thereby equivalent
to maximizing the PI — ¢f Equation 5.6. In the particular case where the hypothesis class H is
a set of neural networks, it becomes now of natural interest to study the gap between the MI
and the NLL loss we are minimizing (or equivalently the empirical PI we are maximizing) to
assess the quality of the built solution: the tighter the gap, the more accurate our estimation
N, (F) of the efficiency of the optimal attack NV in view of assessing the worst-case scenario
from an evaluator’s point of view.

To this end, we may start from the discussion proposed in Subsection 4.1.3 about the

decomposition of the error terms, by updating them after instantiating the loss function
with the NLL:

Ply, (X A(S))) = (Ply, (Z:X.A(S,)) = Ply, (Z:X; A(S,))) (5.16)
+ (P, (Z: X5 A(S,)) = suppey PV (Z: X; F) ) (517)
+ (suppey PH(Z; X; F) — MI(Z; X)) (5.18)
+ MI(Z:X) (5.19)

where A (S,) denotes the model returned by the heuristic optimization algorithm —e.g., SGD
or its variants such as Adam, see Subsection 2.5.2 — rather than the true maximum likelihood
estimator A (S,).

The Bayes’ error term (4.11) becomes here the informational security bound on the leak-
age (5.19). The approximation error term (4.10) quantifies now the gap (5.18) to the computa-
tional bound, namely the best profiled attacker based on the given hypothesis class . The
estimation error (4.9) is updated as (5.17), and the optimization error (4.8) is now quanti-
fied by the term (5.16). It is worth mentioning we argued that both terms (5.16) and (5.18)
are negative, as they respectively result from the opposite of the error terms (4.8) and (4.10)
discussed in Subsection 4.1.3.

Therefore, this instantiation of the error terms enables to draw an insightful parallel
between the ML metrics and the SCA ones. Eventually, the whole discussion conducted in
this section can be synthesized in Table 5.1.
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Table 5.1: Machine learning metrics and their meaning in Side-Channel Analysis

ML meaning ML metric SCA metric SCA meaning
Perfect model H(Z | X) = log, |Z] — MI(Z;X) Informational security
boundon Z | X
+ Approximation error I;ngi Lxz(F) <= supPI(X;Z;F) Computational bound
< FeH
Cross Entropy Lx 7z (F) = log, |Z| — PI(Z; X; F) Perceived Information
NLL loss Ls, (F) = logy |Z] = Ply, (Z; X; F') Estimated PI

5.3.4 Partial Conclusions

The results we have stated so far are threefold.

First, it has been argued that addressing the profiled SCA optimization problem may be
done by considering the Leakage Assessment — i.e. Problem 3 — aiming at finding a model
extracting the most perceived information, rather than choosing, for example, the model
maximizing the accuracy.

Second, the loss function we are usually minimizing, namely the NLL loss can be inter-
preted as a perceived information to maximize. That is why in Section 5.4 and Section 5.5,
we will plot the PI, as computed with Equation 5.13, since it will enable to replace the accu-
racy in order to compare and evaluate the efficiency of a trained model.

Third, to discuss the tightness of Inequality (5.14), we can decompose the gap into three
terms, namely the approximation error, the estimation error and the optimization error. Each
error term refers to a restriction in the capacity of an evaluator. The experiments conducted
in Sections 5.4 and 5.5 study the practical impact of each term.

5.4 Study on Simulated Data

This section confronts the different propositions made so far with simulated experiments.
The aim of these experiments are:

¢ to show experimentally that the PI, as computed in Equation 5.12, is indeed a lower
bound of the MI;

* to show, in some cases where we can compute the exact MI between a sensitive target
variable and a leakage, that the latter lower bound is tight, so that the PI gives an
accurate estimation of the MI;

* to see to what extent the commonly used counter-measures adapted for SCA have a
practical impact on the training of DNNS.

To this end, we first present the settings of our simulations in Subsection 5.4.1, and we
afterwards analyze them in Subsection 5.4.2.
5.4.1 Settings of the Experiments

To verify the tightness of the bounds, we simulate simple D-dimensional leakages from an
n-bit sensitive variable Z. The traces are defined such that for every ¢ € [1, D]:

7 is f yreey
xlt] u; + b, if t & {t1 . tgs1} (5.20)
hw(z ;) + b; otherwise

where (u;);, (b;); and all (2 ;); are ii.d. draws from the following independent random
variables. Respectively, U ~ B(n,0.5), B ~ N(0,0?),2 where and where (21, .. .,24+1,) is a

8 It is recalled that hw denotes the Hamming weight function, see Subsection 3.5.1.
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(d + 1)-sharing of z; for the bit-wise addition law. This example corresponds to a situation
where the leakages of the shares are hidden among values having no relation with the target,
but have the same marginal p.m.f. Since the z;; are drawn uniformly, hw(z;;) follows a
binomial marginal p.m.f. so they are indistinguishable without prior knowledge. Hence
the choice of a binomial law for U when emulating non-informative components. In order
to have an exhaustive dataset, every possible combination of the (d + 1)-sharing has been
generated and replicated ¢ times before adding the noise, where ¢ is given afterwards in the
experiments. Therefore, it contains |S,| = ¢ x 2(¢+1)" simulated traces. Once the data were
generated, we trained a DNN from the hypothesis class H of the MLPs with L = 1 hidden
layer made of C' = 1,000 neurons. The training loss is naturally the NLL loss.’ The training
lasts, after T = 200 epochs,' by applying the SGD algorithm with a learning rate of 103.
The trained model is denoted A (S,,)
Our simulations comprise three main campaigns:

Experiment1 (secret-sharing only): in this experiment, we set D = d + 1 in order to avoid
to consider irrelevant input features. The simulations are done over n = 4 bits, d € {0, 1,2, 3}
and ¢ € {0.01,0.1,0.2,0.4,0.8,1.6,3.2}. We also generate enough data so that the training
set is exhaustive, i.e., the number of replicas is ¢ = 2,000. With such a generated dataset,
we expect to make the estimation error (4.9) negligible. The gap between the MI and the PI
should therefore only be composed of the optimization error (4.8) and the approximation
error (4.10).

Experiment 2 (secret-sharing, with uninformative components): in a second experiment,
we have D = 40, including the uninformative components. Since all components share
the same margin law, we recall that they cannot be distinguished without knowing Z. Com-
pared to Experiment 1, we might expect the optimization error to be more important because
of the potential difficulty induced by the presence of uninformative components.

Experiment 3 (shuffling, no secret-sharing): in a third experiment, we set d = 0, D €
{2,4,16}; in other words, D — 1 uninformative components are added like in Experiment 2,
but this time they are randomly shuffled with the only informative component. Note that
the shuffling is different for each simulated trace so that one cannot guess in which position
the informative leakage lies. Therefore, we expect the information perceived by the model
to be lower than without shuffling [VMKS12]. Besides, o € {0.04,0.2,0.4,0.8,1.6, 3.2} here.

PI and MI Estimation. From those experiments, the PI is estimated thanks to a hold-out
dataset of 1/5-th of the size of the training set size, i.e. those data are not used by the op-
timizati