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Abstract

Vehicular networks (VANet) are particular ad hoc mobile networks
where high speed and high vehicle mobility are critical constraints for this
type of networks. Thus, some applications related to road safety may be
vulnerable to different attacks in the network.

In this thesis, we are interested in protecting the privacy of drivers.
To do this, the Invisible Internet (I2P) project is used and adapted to the
VANet context. I2P is an anonymous network, in which applications can
exchange messages anonymously and securely. The operating principle of
I2P is based on creating encrypted tunnels between the communicating
nodes, which reinforces the anonymity and therefore the security of the
communication.

The problem studied in this thesis is to establish and maintain en-
crypted tunnels in VANet while providing anonymity and facing different
critical characteristics of VANet.



Résumé

Les réseaux véhiculaires (VANet) sont des réseaux mobiles ad hoc parti-
culiers ot la vitesse élevée et la forte mobilité des véhicules constituent des
contraintes critiques dans ce type de réseaux. Ainsi, certaines applications
liées & la sécurité routiére peuvent étre vulnérables a différentes attaques
dans le réseau.

Cette thése s’intéresse a l'anonymat de la communication dans les
VANets. Notre objectif est de trouver des algorithmes permettant de
sécuriser cette communication et la rendre anonyme.

Pour ce faire, le protocol "the Invisible Internet Project" (I2P) est
utilisé et adapté au contexte des VANets. I2P est un réseau anonyme
dont les applications peuvent échanger les messages de maniére anonyme
et sécurisé. Le principe de fonctionnement d’I2P est basé sur la création des
tunnels chiffrés entre les noeuds communicants, ce qui permet de renforcer
I’anonymat et donc la sécurité de la communication.

La problématique étudiée est d’établir et maintenir des tunnels chiffrés
dans un réseau VANet tout en garantissant I’anonymat et en faisant face
aux différentes caractéristiques critiques des VANets.
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INTRODUCTION

Today, Vehicular ad hoc networks (VANet) became an interesting area of
research, where new fields appeared and need more studies to find solutions
and provide more services. The VANet represents a specific mobile ad hoc
network (MANET) [60], where the nodes are vehicles and roadside units
(RSUs).

Intelligent transport systems aim to enhance the road safety and min-
imize the number of accidents. Besides, they provide other services and
features allowing good travel conditions and better vehicle traffic, with-
out congestion and with a minimum pollution level. However, the critical
characteristics of VANet such as the high speed, mobility of vehicles, the
rapid topology change and the variety of communication environments may
complicate the development of new algorithms and applications.

VANet infrastructures provide different types of information depending
on the context of the application being executed. An information message
may concern accidents, climate conditions, traffic jams, location of service
facilities, etc. The exchange of these messages in the network must be
secure and fast, especially for applications related to the traffic safety that
can be critical and vulnerable to different intrusions. Therefore, it requires
the implementation of robust, efficient and secure protocols for a good level
of quality of service and security.

Evolution of VANet last years opens up a vast area of research in sev-
eral fields. Especially, in the security domain, various studies have been
performed to propose new approaches and mechanisms of security. In
VANet, attackers can disrupt communication by generating malicious ac-
tivities such as messages forgery, preventing legitimate vehicles from access-
ing network services and eavesdropping communication to launch attacks
later. In VANet, attacks can be classified into several types according to
several parameters like the number of attackers and the type of malicious
activity occurred. Sybil attack, Denial of service, Blackhole, Wormhole,
Eavesdropping, False position information, Man In The Middle attacks are
among the most known attacks in VANet [71].

VANets as wireless and mobile networks require the implementation of
algorithms and methods with a high level of robustness and security to face
attacks and deal with critical characteristics of the network. The mobility
of vehicles in VANet can help the attacker during the attack to move and
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change the position, which makes it difficult to locate it. However, the
mobility of the attacked vehicles, can make it difficult for the attacker to
accomplish its attack.

Communication security involves using protocols providing several se-
curity services such as availability, integrity, confidentiality, authenticity,
non-repudiation and anonymity (in some cases). Safety applications in
VANet are the most critical category. It provides security of individuals
in such cases of accidents, collision and road condition warnings, which re-
quires the availability of different network services all the time. Besides, at
the level of vehicle authority services like communication between policy,
civil protection or gendarmerie vehicles must be secure, which is the same
requirement for the driving improvement application category. This refers
to authenticate the users and prevent the VANet against suspected enti-
ties to ensure their legitimacy. In addition to provide confidentiality and
data integrity of the exchanged messages, which ensure that the designated
receiver has access to the data while outside entities have not.

Anonymizing communication is an important issue to improve secu-
rity and to deal with intrusions. The anonymity of the communication
highlights another aspect of security, which consists of hiding real identi-
ties of the sender and recipient nodes. In ad hoc vehicular networks, the
anonymity concept is used in different applications such as the military
or the civilian sector, in which an intermediate node (possibly malicious)
must not know neither the sender identity nor the recipient identity. In
parallel with security, robust and efficient methods must be used to obtain
a minimum delay time and a good level of reliability to address critical
characteristics of VANet and to achieve the expected results.

In this thesis, we aim to provide a secure and anonymous communica-
tion in VANet, in which we propose a secure model inspired by the Invisible
Internet Project (I2P), taking into account the critical constraints of this
category of networks. We choose I12P [20] as a reference model thanks to its
high level of security and anonymity of the communication on the Internet.

I2P is an anonymous subnet, where applications can exchange messages
anonymously and securely. The operating principle of I2P is based on using
encrypted tunnels between nodes, which reinforces the anonymity and thus
the security of the communication within the network. Besides, I2P uses
four levels of encryption: 12CP (I2P Control Protocol) encryption, Garlic
encryption, tunnel encryption, and transport encryption.

I2P is designed to the internet, which has different characteristics com-
pared to VANet. We treat this difference by adapting security mechanisms
and algorithms used in I12P to be suitable for VANet and cope with its
different characteristics. To do so, we divide the work into two parts (two
contributions):

1- Apply the I2P transport encryption level in VANet using Diffie-
Hellman method [79] and signature mechanisms.
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2- Create and maintain encrypted tunnels and implement the garlic
and tunnel encryption algorithms in VANet.

The first work is an initiation to adapt the I2P protocol to VANet,
in which we try to apply the I2P transport encryption mechanism in this
category of networks. We use the Diffie-Hellman method to securely share
the secret key and achieve the integrity, confidentiality and non-repudiation
services. In this contribution, we deal with two attacks: the Man-In-The-
Middle (MITM) attack and the Replay attack using a signature mechanism
to authenticate the participating nodes. These attacks can be launched
in different ways and at different times. In the attempt to prevent it, a
signature mechanism and a communication model is used to detect the
attack at the launch time.

We continue this work by adapting some mechanisms and algorithms
of I2P in VANet in the second contribution. This contribution can be
highlighted in two major points:

1- We create tunnels, implement the garlic and tunnel encryption lay-
ers of I2P, which represents the first version of the proposed protocol.

2- We develop the second version of the protocol by adding a tun-
nel maintenance algorithm to maintain the existence of the created
tunnels in the network.

We show the effectiveness and security of the proposed model by ana-
lyzing the different cases of anonymity. We have launched the simulations
using the NS3 network simulator [64]. The results show a low Packet De-
livery Ratio (PDR) in our protocol compared to the Ad-hoc On-Demand
Distance Vector (AODV) protocol [46] (in some cases). The overhead is
significantly increased due to the security algorithms implemented within
the protocol.

The on-demand process for discovering routes in AODV can be time-
consuming and delays the communication, while in our protocol, paths can
be created during the tunnel creation and maintenance processes, which
relatively reduces the end-to-end delay.

This thesis is organized into five chapters. In the first chapter, we
present a general overview of vehicular ad hoc networks. We define general
concepts and cover VANet characteristics. We classify applications in four
classes, present entities and architectures of communication and different
types of environments existed in VANet. Besides, we cover famous mobility
models and routing protocols and show some standards and technologies
used in wireless vehicular communication. In the end, we present in general
the most challenges and issues that can be discussed in different works in
VANet.

The second chapter concerns security in VANet. It defines general
concepts about security services and QoS (Quality of Service) parameters.
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Besides, different attacks known in this category of networks are classified
and some proposed solutions for some of these attacks are presented.

In chapter 3, we detail the anonymity service by presenting I2P, Freenet
and Tor as the most known protocols providing security and anonymity on
the Internet. After conducting the experimentation, 12P has shown to
be the most suitable for securing and anonymizing the communication in
VANet. Then, we present the I2P protocol in detail and explain the general
concept and its different protocol stack layers. We explain its operation
principle regarding the exchange of messages using tunnels, processing mes-
sages inside and between tunnels and tunnel creation process. We present
different I12P encryption levels. Then, we show the difference in charac-
teristics between VANet and I12P network and we explain our adaptation
of 12P within VANet according to the different contributions that we have
proposed.

Chapter 4 represents the first contribution of our thesis. We propose a
novel approach of security to face several well-known attacks. We design
a model of communication that combines digital signature and message
authentication mechanisms to securely generate the secret key. Therfore,
achieve integrity, confidentiality, session key security and non-repudiation.
In this model, we implement the first encryption layer of I2P called "trans-
port encryption" as an initiation in our work. Finally, we show the security
of our model by analyzing different cases of attacks.

In chapter 5, we present the second contribution, in which we propose
a model of security to ensure anonymity in the vehicular ad-hoc network.
This model is inspired from the Invisible Internet Project (I2P), in which
we continue our previous work by adapting some of the I2P mechanisms
and algorithms in VANet. The I2P protocol is adapted to respond to sev-
eral requirements of VANet. The proposed model is based on tunnels and
encryption algorithms that use digital signatures and authentication mech-
anisms. Here, we create tunnels and maintain their existence. Moreover,
the tunnel and garlic encryption layers are implemented in VANet. We
show the effectiveness and the security of our proposed model by analyz-
ing different cases of anonymity and showing the performance results. It
is important to point out that the simulations have been performed using
the NS3 platform.

We end this thesis by presenting a conclusion and some prospects.
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Chapter 1

OVERVIEW ON VEHICULAR
AD HOC NETWORKS

1.1 Introduction

Recent developments in telephone and computer communications technolo-
gies have resulted in new solutions addressing many network problems.
With this evolution, many types of networks have appeared in different
domains, each of which has its operating context citing for example wired
networks, wireless, with or without infrastructure, etc.

Mobile wireless networks or MANETS are ad hoc networks constituting
a set of mobile units communicating via a radio medium and require neither
fixed infrastructure nor centralized administration [37]. This type of net-
works has seen a great evolution in terms of hardware and software tools.
Thus, new particular types of MANETSs appeared in the same context with
differences in some parameters (speed, direction, etc.) for example; sensor
networks, wireless vehicular networks, etc.

During the last decades, the number of road accidents has exceeded the
limits. Therefore, incredible results of the number of dead and wounded.
Among the main reasons; high speed of vehicles, driving under the influence
of alcohol, fatigue, drowsiness, using the phone while driving, etc. In 2007,
110 people died and more than 4,600 wounded with a cost of more than 438
million euros a day were caused by road accidents in the FEuropean Union.
Similarly in 2007, in the United States, these accidents killed 102 people
and 7900 wounded at a cost of more than 630 million dollars daily [65].
Furthermore, traffic congestion has become a problem in some countries,
mainly in developed countries. This is due to its harmful effects in terms
of air pollution, fuel consumption and therefore greenhouse gas (GHG)
emissions as well as time lost by users in transport.

Making solutions for the road accidents and traffic congestion effects,
studies are necessary. Many governments, car manufacturers and the in-
dustrial consortium have set the reduction of road accidents as a major

15



priority [65]. The idea was to make road networks smart to enable com-
munication between nodes via wireless communications and to make adap-
tive decisions in different critical situations, which gives the birth of I'TS
(intelligent transport systems). ITS are transport systems that use the
new information and communication technologies (NTICs) to improve road
safety, traffic efficiency, road user comfort and reduce the negative environ-
mental impact caused by gas emissions and pollution generated by road
traffic. ITS makes transportation more automated, which gives rise to
a new class of networks; wireless vehicular networks or vehicular ad hoc
networks (VANet).

The potential applications in this type of networks aim to help drivers
by providing traffic information, meteorological, near accidents and so on
to make driving safer and passenger travel more comfortable using convivial
applications such as network games, internet access, discussion group in a
traffic jam, etc.

This chapter presents a general idea about the vehicular ad hoc net-
works. It presents the different types of applications, communication archi-
tectures, deployment environments and characteristics of VANet. Besides,
it cites some models of vehicle mobility and access technologies used in
communication before presenting the standards of vehicular communica-
tion. Finally, it presents some challenges and issues that face the develop-
ment of this type of network.

1.2 Definitions and generalities on VANet

VANet as a new category of mobile ad hoc networks, they have different
characteristics and use specific applications adapted to their requirements.
As below, this section presents a general view about this category of net-
works, details its characteristics and classify its applications.

1.2.1 Definition of VANet

VANet defines a specific type of mobile ad hoc networks (MANET). Nodes
within the network can be categorized in two types: mobile nodes which
are vehicles and fixed nodes called RSU (Road Side Units) located in differ-
ent environments (urban, rural or highway) and in critical locations such
as slippery roads, service stations, intersections, places with a dangerous
climate, etc. (figure 1-1) [42]

The data exchange between nodes in the network is done in a wireless
transmission space and in a multi-hop way. The vehicles use vehicle-to-
vehicle communication (V2V) (or inter-vehicular communication IVC) to
communicate with each other and with the RSUs via vehicle-to-roadside
communications (V2I). Each vehicle acts as receiver, transmitter and router
to allow the exchange of data in the network.
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In MANETSs, movement of nodes is arbitrary, however in VANet, vehi-
cles move according to restrictions in directions and speed. Vehicles traffic
is based on mobility models where roads, intersections, buildings, etc. are
predefined according to the vehicular environment.

Figure 1-1: Vehicular ad hoc network

1.2.2 VANet characteristics

This section reviews the main characteristics of vehicular ad hoc networks:

1.2.2.1 Mobility

mobility of vehicles represents a critical characteristic that influences the
behaviour of communication within the network. VANets have specific
mobility compared to several know mobile networks. This section clarifies
the particularity of VANet considering the mobility of nodes.

a. High mobility

Unlike conventional wireless networks, in VANet, the speed of vehicles
is very high comparing to mobile nodes in other networks, and therefore
the communication time between nodes will be shorter, which poses sig-
nificant problems of radio propagation instability. The lifetime of links on
a motorway is around 50 seconds for vehicles going in the same direction,
but less than 5 seconds to the vehicles moving in the opposite directions
[65].

In this context, we can talk about mobile ipv6 [53] which uses mech-
anisms supporting the mobility of nodes. Unlike the IP protocol version
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4, IPv6 integrates mobility management through extensions on the IPv6
header. It has specific data structures namely association table and list of
association updates, used to maintain the temporary addresses of mobile
nodes.

In the case of IPv4 mobility, a mobile node can always be reached by its
main address (the mother address), whether it is attached to its original
network (mother network) or whether it is distant from it. In contrast,
ipv6 uses the notions of neighbor discovery and auto-configuration, as well
as it uses options included in the header of the IPv6 packet, which are
defined specifically for mobility support in IPv6. This allows a user to
obtain a temporary IP address corresponding to the main address assigned
by the home agent. The registration phase with the home agent is done
once this temporary address has been obtained, then they are stored in the
association table.

b. Mobility models

In VANet, vehicles follow specific directions according to the roads and
the environment characteristics like buildings, junctions, traffic regulations,
etc. This implies that vehicles follow regular and limited mobility patterns
according to these characteristics. Using mobility models and limitation
of vehicles directions provide significant results close to reality. Three mo-
bility models can be distinguished according to the environments of the
vehicular networks: highway, rural and urban models.

c. Predictable mobility

The availability of certain information such as the average speed of
vehicles and the path of roads can lead to predicting the next position of
the vehicle, in which vehicle displacement models can play the main role
in this prediction [65].

1.2.2.2 Energy

Energy is a major constraint in traditional mobile networks and this af-
fects the computing capacity and the quality of applications. However,
in VANet, the communication entities have an efficient power system that
provides sufficient energy capacity to power the communication platform.
Even when the vehicle engine is stopped (power system shutdown), the
embedded platform can use the battery device [65].

The absence of energy constraint in these types of networks leads to
benefit from massive and important calculation capabilities. Nevertheless,
the appearance of electric vehicles and the addition of new sensors, network
interfaces, applications, etc. vehicle energy management becomes more
complex, which involve developing energy-saving solutions that can be used
soon.
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1.2.2.3 Velocity of vehicles

The velocity of a node is the rate of change of its position versus time, its
value is from 0 km/h in traffic jam situations to more than 200 km/h in
highways [42]. Vehicle velocity is an important factor in vehicular network
applications. High vehicles velocities make the duration of the communi-
cation between two nodes very short. Therefore, the routing process, for
example, will be run multiple times to find the path to the destination. The
frequent execution of these processes involves a considerable delay during
the communication, thus the loss of packets when using expired paths.
However, when vehicles move with low velocities (in traffic jam situations
for example), the network will be dense which causes connection problems
between nodes such as interference between signals.

1.2.2.4 Density of vehicles

In vehicular ad hoc network environments, the number of nodes varies ac-
cording to the situation of vehicles. In case of congestion due to accidents,
for example, the transmission range of a node may exceed 200 nodes. In
this case, the density is maximum and therefore network problems may
arise such as overhead, interference, choices of long paths, etc. However,
in rural environments or at a time of low traffic, the number of nodes
decreases and the network can have a low density, which influences the
communication due to the lack of intermediate nodes. As a solution, sev-
eral copies of the message must be saved and retransmitted later by the
same transmitter. Nevertheless, this solution causes a significant delay in
dissemination of the packets [42].

1.2.2.5 Heterogeneity of nodes

Heterogeneity of nodes is one of the properties of vehicular ad hoc networks.
In this context, the term heterogeneity means the diversity of nodes accord-
ing to two different aspects: structural and functional [42]. The structural
aspect concerns the structure of the node, in which two types of nodes
can be distinguished: vehicles and RSUs. For the functional aspect, nodes
can be categorized according to the types of applications used, for exam-
ple, the control applications installed on authority vehicles or RSUs, ad
hoc and emergency applications executed by privet vehicles or authorities,
maintenance and warning applications made by emergency vehicles, etc.

1.2.2.6 Communication environments

VANets impose high environmental diversity, in which a high number of
obstacles, buildings, trees can exist, which influences the communication
between vehicles and with RSUs. The mobility of vehicles allows them to
move from one environment to another (urban to a highway for example)
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with different characteristics (buildings, junctions, traffic regulations, etc.)
which lead to models of complex wave propagation.

1.2.2.7 Geolocation

The geospatial positioning of vehicles and roads in an autonomous and
precise way is an important and necessary service for the good execution
of certain applications in vehicular networks. Several existing positioning
systems like GNSS and DGPS can be used in VANet as tools to accomplish
the different services required for an application [65].

GNSS (Global Navigation Satellite System) is a satellite positioning
system more attractive than location systems based on radar, lidars, ul-
trasonic sensors, cameras, etc. It proposes a global clock and a system
of terrestrial coordinates common between the applications distributed on
the vehicles. GPS (Global Positioning System) is an example of GNSS
where the current accuracy of GPS receivers integrated with vehicles is of
the order of 10-15 meters which is useful for guidance. DGPS (Differential
GPS) is an evolution of GPS technology to improve accuracy. The best
precision obtained is about one meter. Another technique that allows the
best accuracy is real-time kinematics (RTK). This technique promises a
precision of the order of one centimetre. Satellite positioning techniques
pose the problem of signal loss when vehicles pass through tunnels and
dense forests for examples. One solution to this problem is to merge GNSS
and vehicle inertial sensors.

1.2.2.8 Communication Models

Communication models represent the way of delivering messages from the
source to the destination [65]. Point to point communication is one of these
models, in which two nodes can communicate with each other. Broadcast,
for example, can be used to send messages to all the nodes in the network.

Another type of models mostly used in VANet is geocast, in which a
node sends messages to a defined geographical area. Platoon or the "train
of vehicles" is an example of an application using broadcast communica-
tion. Its principle is that a set of vehicles are organized in a convoy. A
vehicle is elected as a convoy leader who broadcasts information (speed
changes for example) and the vehicles of the convoy follow it.

1.2.2.9 Network topology and connectivity

Given the mobility of the nodes, the vehicle can join and leave the network
in a short time, which changes the topology and causes network partitioning
frequently [65]. Connectivity of nodes in vehicular networks is one of the
key parameters that must be taken into consideration by the new proposed
solutions.
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1.2.2.10 Frequent exchange of information

As an ad hoc network and the presence of different types of nodes such as
vehicles and RSUs, VANets are considered as networks with high-frequency
exchange. Nodes exchange information frequently to maintain the exis-
tence of the network and during the running of applications [50].

1.2.3 VANet applications

Applications in VANet are realized for the benefit of passengers and trans-
port authorities by providing, for example, highway management, weather
management of the road, collision prevention and safety, etc. A consor-
tium of manufacturers (General Motors, Chrysler Daimler, Toyota, Nissan,
Volkswagen, Ford, BMW) has established a report 75 applications [65].

Applications deployed in vehicular ad hoc networks can be classified
into four classes:

1.2.3.1 Traffic safety applications

Decreasing the number of accidents and thus the number of wounded and
dead is one of the main goals behind developing and studying vehicular
communications. These applications help to improve the driver’s vision by
providing driving assistance where he can anticipate and act to make driv-
ing safer. Security messages are transmitted between the different nodes in
the network (vehicles and/or RSUs), they can carry information about the
state of the vehicle or the traffic. The messages describe the state of the
vehicle concerning the status of the brake, the traffic lights, etc. The traffic
status can be described according to the velocity of the vehicles, accelera-
tion, number of pedestrians, braking or collision warnings, road condition
warnings (ice, obstacle), etc [65][42].

This type of application helps the driver to make good decisions to avoid
certain critical situations of death or injury to passengers. For example,
safety systems can inform the driver about unexpected actions to be careful
like passing the red light by a vehicle or crossing the road by a pedestrian.
In case of an accident (when the airbag is triggered for example), a message
is sent to a nearby rescue centre to intervene as soon as possible.

1.2.3.2 Vehicle Authority Services

Ad-hoc vehicular networks are also operated by transport authorities such
as police, gendarmerie, emergency recovery units, etc. Authority vehicles
contribute to vehicle safety and emergency improvement by issuing other
warning messages to other vehicles to inform emergency vehicles using
virtual sirens, or to facilitate the passage of authority vehicles in case of a
traffic jam for example.
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Besides, another type of authority service: traffic monitoring. Nodes
detect and transmit information to the authority centres using surveillance
applications such as stolen vehicle tracking, vehicle safety inspection, elec-
tronic license plate verification, conduit permit verification, etc [42]. Such
applications must comply with security requirements and require a discus-
sion of the legal aspect of vehicular communications.

1.2.3.3 Driving improvement applications

This type of applications provides information on the local and global
environment of vehicles to optimize road traffic and prevent congestion
[42]. Road traffic information may be exchanged locally between vehicles
and /or RSUs to improve driving, for example, the dissemination of weather
information to suggest beneficial actions such as using the air conditioner
in areas of congestion or pollution, fog lamp lighting in case of fog, etc.

Global Traffic Information can be sent by a remote node to all other
nodes in the entire network. This information concerns the overall state
of the network. Drivers can use this type of information to avoid certain
critical situations, for example, in case of congestion, information indicat-
ing this situation will be issued to long-distance vehicles to allow them to
choose other faster routes.

In addition, other comfort applications that make travelling in good
conditions are included. These applications provide a source of information
regarding the location of fuel stations, weather, etc.

1.2.3.4 Business and entertainment applications

This class of application provides drivers and passengers with commer-
cial services and entertainment via the Internet or private networks [42].
This category offered a lot of services in different areas such as offers of
restaurants, location of vehicles for the tourist purpose, etc. Telematic
services like highway tolling, automatic payment at service stations, inter-
active multimedia services (downloading videos, online games, etc.), point-
to-point communication between two drivers travelling together, internet
access, exchange of messages and sharing of data (videos, network games
...), etc [65]. In this type of applications, commercial services must guar-
antee all conventional business requirements such as transaction security
and confidentiality, secure payment and so on [42].
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1.3 Architectures and components of vehicu-
lar ad hoc networks

1.3.1 The communication entities

Vehicular ad hoc networks can include four communicating entities orga-
nized according to communication architectures [65]:

1.3.1.1 Personal equipment

It represents any equipment used by the user inside the vehicle, in which
it can interact with the vehicle such as a phone, laptop, autonomous GPS,
etc. As an example, by activating the Bluetooth interface of the mobile
phone, it is possible to use the microphones integrated into the vehicle to
use it as a telephone via the human-machine interface (HMI) of the vehicle
[65].

1.3.1.2 The On-Board Unit (OBU)

Intelligent vehicles are equipped with a central platform that has wired
and wireless interfaces and devices as represents figure 1-2 [65]. This plat-
form is connected to a set of processors, in addition to a wireless On-Board
Unit (OBU) for communication with other vehicles and RSUs. This inter-
face constitutes heterogeneous digital devices (processor (CPU), random
access memory, etc.) performing calculation applications [42]. The OBU
can record, compute, locate and send messages on a network interface us-
ing equipment forming a DSRC (Dedicated Short Range Communication)
system [65]. Thus, the global positioning system (GPS) integrated with
the vehicle that facilitates the location service.

Collect data Communication
® equipment

Front radar

Localization system

.
.
.
.
.
.
.

oo
Sensors .
Rear radar

Homme-machine Processing platform
interface

Figure 1-2: Example of a smart vehicle
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1.3.1.3 Road-Side Unit (RSU)

Road-side equipment is stationary nodes located along the road allowing
vehicles to connect to the global network [65]. They can be used to inform
nearby vehicles by broadcasting information concerning traffic conditions,
meteorological or specific to the road for example (maximum speed, over-
taking authorization, etc.). Public bodies and highway operators can use
RSUs according to their applications. During the communication, RSUs
can also act as base stations for relaying information sent by the vehicles.

1.3.1.4 The central equipment

This equipment is located on the "server" side [65]. It is transparent to the
user. This central equipment may be a storage server, an entry point to a
wired network (Internet), transaction server (electronic toll for example),
etc.

1.3.2 Communication architectures

The old traffic management systems are based on a centralized architecture.
Their principle is to implement a set of cameras and sensors on the road
to collect information on the traffic status of vehicles, and any information
collected will be sent to a central entity for processing, which makes the
process of transfer and processing messages slower (in the order of minutes)
than the time required in certain situations. Besides, these systems require
a large investment dedicated to the installation of sensors and cameras
and their maintenance. The transmission delay in these systems and the
cost of installation of equipment on the roads (especially on a large scale)
represents a real obstacle to investment in this type of systems [65].

With the rapid development of wireless telecommunications technolo-
gies, new localization and message collection systems based on a decen-
tralized architecture have appeared. Here, the vehicular ad hoc network is
considered as an application of mobile ad hoc networks. Its architecture is
based on a distributed and autonomous system where vehicles and RSUs
communicate with each other to relay messages without the need for a cen-
tral entity. In recent years, this raises a real interest among the scientific
community, auto manufacturers and telecom operators [65].

Three types of communication architectures can be distinguished in

vehicular networks: V2V, V2I and hybrid.

1.3.2.1 Vehicle-to-Infrastructure Communication (V2I)

This architecture is based on two types of nodes: wireless mobile nodes
constituting the vehicles and fixed infrastructure nodes (RSUs) connecting
the vehicles with global networks such as the Internet (figure 1-3). A
vehicle can connect to an RSU if it is within its coverage area [42]. When

24



an obstacle exists, for example, the vehicle sends a message to the road
service, this communication is unidirectional (from the OBU to RSU).
When an RSU sends information to vehicles in its area is an example of
I2V communication. Generally, communication V2I means both V2I and

I2V.

Figure 1-3: Vehicle-to-Infrastructure Architecture

1.3.2.2  Vehicle-to-Vehicle Communication (V2V)

Deployment of RSUs has some difficulties due to certain restrictions such as
high cost of implementation, geographical limitations (rural environments,
islands, mountains for example), etc [42]. These conditions push vehicles
to connect directly with each other without using RSUs, which gives birth
to the V2V architecture (figure 1-4).

Figure 1-4: Vehicle-to-Vehicle architecture
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The vehicle-to-vehicle communication architecture V2V or inter-vehicular
communication (IVC) is identical to MANET architectures where the mo-
bile nodes form the communication network without the need for central-
ized coordination. This architecture is based only on the communication
of vehicle OBUs (cars, trucks, emergency vehicles, etc.) and without the
presence of RSUs. The vehicles transmit the data packets in a multi-hop
way [42]. This type of architecture is required when the RSU is unavail-
able in the road. In this case, the vehicles communicate with each other to
transmit the information to the destination. Generally, this mode of com-
munication is used in scenarios of broadcasting alert messages (emergency
brake, slow down, collision, alert of an emergency vehicle approaching,
warning of violation of traffic lights, etc.) or for cooperative driving.

The inter-vehicular communications can reduce delay, minimize the cost
of transmitting messages, etc. However, the lack of control and assistance
of the authorities required for certain sensitive applications such as ve-
hicular safety, traffic zone monitoring, driving assistance, etc. makes the
communication less secure. These types of applications cannot be provided
by ordinary vehicles contrary to RSUs that can be controlled and managed
by authorities in fixed centres such as police stations, gendarmeries, mete-
orological offices, etc.

1.3.2.3 Hybrid communication

The V2I architecture is based on the communication of vehicles with RSUs
according to their coverage areas. However, these ranges are limited which
makes the connection with vehicles impossible in many cases. In this case,
the use of vehicles as a transmission relay makes it possible to extend
these ranges. Access to infrastructures (RSUs) can improve network per-
formance, in which can solve routing problems when transmitting over long
distances in V2V architectures [65].

In this case, a combination of the two types of communication V2I
and V2V allows to take advantage of both architectures to achieve an
interesting hybrid architecture, flexible, low cost compared to V2I and V2V
and more suitable for different VANet environments (highways, urban and
rural roads). In the literature, the hybrid architecture is called VANet
(figure 1-5) [42].

According to this architecture, the vehicular network is composed of
two parts: an infrastructure part which represents a set of fixed nodes
(RSUs) and a non-infrastructure part which consists of mobile nodes (Ve-
hicles). Vehicles act as routers and/or end nodes, they send and receive
data packets to and from other nodes in ad hoc and multi-hop way and/or
via fixed nodes (RSUs).
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Figure 1-5: Hybrid architecture

1.3.3 Deployment environments

In the road networks, vehicle movement environments can be differentiated
by their locations (urban, suburban, rural, mountainous, etc.) and by their
means (highway, departmental, national, or municipal roads, etc) [65]. In
what follows, a classification of these environments according to the speed
and traffic density of vehicles is proposed, in which three environments can
be distinguished: urban, highway and rural environments.

1.3.3.1 Urban environment

An urban environment is a road network formed by intersections and break-
points (traffic lights, stop, give way, etc.). Its mobility model is complex
where the density of vehicles is important and vehicles speed is reduced
(less than 60 km/h). The presence of buildings causes disturbance waves
circulating in the network. The existence of important infrastructures (eg
panels) in urban environments makes the installation of wireless network
equipment (RSU) very easy.

1.3.3.2 Highway environment

Unlike urban areas, a large diversity of vehicles (truck, car, etc.) use
highways with high speed (<130 in France) and form less dense networks
[65]. The highway consists of two main roads with two different directions.
Each road is composed of many lanes (usually more than two lanes). The
highway environment seems less disturbing for radio waves thanks to the
absence of obstacles like buildings. However, the high speed of vehicles
causes the problem of Doppler spreading, thus, the trucks remain disturb-
ing obstacles for communication and some solutions such as the vision of
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the digital cameras.

1.3.3.3 Rural environment

The rural environment consists of less organized roads dedicated to the low
speed of movement. In these environments, vehicles form a low-density
network.

1.4 Mobility of vehicles and routing of mes-
sages in VANet

1.4.1 Mobility models

The movement of vehicles in a highway, urban or rural environments is
described by movement patterns known in the literature under "mobility
models". The simulation of a vehicular network considers realistic scenarios
describing a set of rules that defines the movement pattern of vehicles tak-
ing into account different parameters such as velocity, displacement, net-
work density, etc. These scenarios can be modelled using mobility models
[42].

Mobility models can be classified into categories according to the move-
ment generated by the vehicle.

1.4.1.1 Random-based mobility patterns

In these models, vehicles movement progresses randomly over time. The
vehicles move to any destination and with a random speed between 0 and
its maximum value. These models do not represent all vehicle movement
scenarios citing for example presence of barriers or geographical restrictions
such as buildings, streets, corners, etc. Thus, certain mobility characteris-
tics of vehicles are not shown in this type of models. The speed is changed
randomly in time, which is contradictory to the movement of vehicles in a
reality where the speed is increased and decreased gradually over time.

1.4.1.2 Geographic map-based mobility models

Geographical restrictions in vehicular environments push research in this
area to propose other models to more accurately represent the movements
of vehicles. These models are based on rural or urban maps that represent
a set of roads, streets, obstacles, buildings, turns, etc.

The simulation of vehicle movement in this class of models is very sim-
ple and close to reality because of the use of geographical restrictions.
However, other traffic parameters are not taken into consideration. These
parameters are useful for improving and predicting vehicle movement such
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as the density of the network to distinguish between certain vehicular sce-
narios, for example, hours of traffic congestion and hours of less traffic.

1.4.1.3 Group-based mobility models

This type of models is based on the collaboration of nodes with the same
objective of traffic in a network such as the same destination. In this
context, the vehicular network is divided into groups of vehicles, each with
its behaviour.

1.4.1.4 Mobility models based on prediction

Prediction-based mobility models are a new category of mobility patterns
where vehicles correlate their previous speeds and locations to predict their
future movements. Besides, the change of speed and direction is closer to
reality, and some vehicle movement parameters such as network density
are determined by formulas and prediction rules according to the traffic
flow.

1.4.2 Routing protocols in VANet

Routing protocols are used to find communication paths to enable the ex-
change of data between communicating nodes. In a VANet environment,
this process becomes more complex. The fast topology change involves a
considerable transfer delay and lost data packets when changing selected
paths during the routing process. Many VANet routing protocols are de-
veloped to meet different constraints.

Conventional routing protocols in VANet can be classified into three
categories: topology-based protocols, geo-based protocols, and cluster-
based protocols [42].

1.4.2.1 Topology-based protocols

Initially, this category of protocols has been proposed to MANET networks.
Thereafter, the appearance of vehicular networks with some common prop-
erties such as mobility, decentralized control, etc. has led researchers to
adapt this class of protocols to this new type of networks. However, there
are some different features between the two types of networks, for example,
the mobility of nodes in VANet is high and requires mobility patterns.

This type of routing protocols is based on using end-to-end paths be-
tween the source and destination nodes by selecting topological links be-
tween network nodes. Routing protocols in this category can be divided
into three sub-categories: proactive, reactive and hybrid.
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a. Reactive routing protocols

For this category of protocols, the path to the destination node is es-
tablished when sending the request. No route maintenance is performed
between the nodes when no request sent in the network. Before send-
ing a request, a route discovery process is started immediately to find the
path to the destination node. Among the best-known protocols in this
category: AODV (Ad hoc On-demand Distance Vector), ACB (Prediction
Based Routing), MURU (Multi-hop Routing Protocol for Urban VANet),
etc.

AODV (Ad hoc On-demand Distance Vector) [54], the contributions in
this thesis are based on the AODV protocol. This protocol is widely used
in VANet after it has been proposed to MANET networks. Section 5.4.1.1
in chapter 5 describes the operation principle of this protocol.

b. Proactive routing protocol

Proactive protocols maintain updated information on the entire net-
work all the time. In these protocols, routes are established between all
the nodes in the network even if they are not used. Routes are updated
using propagated packets in the network periodically without considering
network load, data transfer rate, network size, etc [86].

OLSR (Optimized Link State Routing) and RBVT-P (Road-Based Ve-
hicle Traffic Routing Routing) are more well-known protocols in this rout-
ing category.

OLSR (Optimized Link State Routing) [44] is a proactive link-state
protocol for unicast routing. It was proposed to MANET networks and
then successfully adapted to VANet [74]. OLSR uses a new concept of
MPR nodes (Multi-Point Relays) that correspond to a subset of its one-
hop neighbours. These nodes are chosen to cover all its neighbourhood
with two hops.

c. Hybrid routing protocols

Hybrid routing protocols are combinations of reactive and proactive
protocols [74]. They aim to improve routing efficiency and scalability by
focusing on the benefits of both types of protocols. They can reduce the
overhead generated during reactive or proactive routing, minimize the delay
caused by reactive protocols when sending data by performing the route
discovery process more efficiently |74].

This type of protocol is intended for vehicular networks with a limited
number of nodes and low mobility. ZRP and HARP are the most well-
known protocols in this type of routing.

ZRP (Zone Routing Protocol) [74], in this protocol, the network is di-
vided into zones. It combines between the intra-zone proactive routing
protocol (IARP) inside the zone and the inner-zone reactive routing pro-
tocol (IERP) between the different zones.

30



1.4.2.2 Geographical routing protocols

Geographical routing is a new form of addressing adapted to vehicular net-
works (on a large scale). It is based on two main elements: location service
and geographic transfer process. The location service determines the posi-
tion of the node and of the destination (using geolocation devices such as
GPS) to calculate the path to that destination through the intermediate
nodes [38|.

In this type of protocol, the nodes maintain no routing tables for the
remote nodes (more than one hop) and do not exchange any information
about the link state with neighbouring nodes except their positions [72].
To send a request, the node must know the destination position to add it
to the header of the packet to allow the intermediate nodes to know its
location [38].

Four types of geographic routing protocols can be distinguished [38|:
geo-unicast, geo-multicast (geo-anycast), geocast (geo-broadcast) and tem-
poral geocast. The first three types are standardized by the European
Telecommunications Standardization Institute (ETSI) [7]. For these cate-
gories, addressing is defined by the combination of the destination area and
the node identifier. For temporal geocast, the time information is used.

Geo-unicast: the information is sent to a specific node in a desti-
nation area when the information arrives at that area.

Geo-anycast: the information is destined for any node in the desti-
nation area when the message arrives.

Geocast: The information is intended for all the nodes located in
the destination zone at the moment the message arrives there.

Time Geocast: Information is destined to all nodes in the destina-
tion area when the message arrives for a certain period.

Research in this area is very active and many protocols are developed
to support this type of routing, for example, GPSR (Greedy Perimeter
Stateless Routing), GPCR (Greedy Perimeter Coordinator Routing), CAR
(Connectivity Aware Routing), etc.

GPSR (Greedy Perimeter Stateless Routing) is a well-known unicast
geographic routing protocol [38]. It is more suitable for highway environ-
ments, where nodes are uniformly distributed [72]. The routing process in
this protocol is based on the position and the address of each node in the
network.

1.4.2.3 Routing protocols based on clustering

Routing protocols based on clustering are more appropriate to the network
topology formed by clusters, the vehicular network is an example where
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(in several scenarios) it is divided into groups of nodes close to each other
forming clusters |72].

A node in a cluster can have one of three roles: cluster head (cluster
leader), gateway, or member [74]. Each cluster has its cluster head, and the
nodes connected to more than one cluster are gateways, while other nodes
are members in the cluster. The cluster head maintains information about
gateways and members, and inside the cluster, the nodes communicate
with each other through direct links (intra-cluster communication). The
packet transmission process between nodes is similar to AODV protocol,
except that relaying data or control packets is dedicated only to the cluster
head and gateways.

In this type of protocols, the configuration of clusters and the choice of
cluster head represent a big challenge [72]. The rapid change in network
topology, cluster creation and maintenance involve high delay and overhead
in the network. Further, some protocols require the existence of RSUs to
be able to configure and maintain the clusters in the network [74]. One of
the