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Abstract

Anomaly detection in multivariate time series is a major issue in many
fields. The growing complexity of systems and the explosion of the
quantity of data have made its automation essential. Methods based
on Deep Learning have shown good results in terms of detection but
do not meet the industrial requirements due to their long training and
limited robustness. To meet the industrial needs, this thesis proposes a
new unsupervised method for anomaly detection in multivariate time se-
ries called USAD based on an auto-encoder architecture and adversarial
training. This method meets the requirements of robustness and speed
of training of the industrial world while achieving state-of-the-art per-
formance in terms of detection. However, deep neural network methods
suffer from a limitation in their ability to extract features from the data
since they only rely on local information. Thus, in order to improve the
performance of these methods, this thesis presents a feature engineering
strategy that introduces non-local information. This strategy increases
the performance of neural network based approaches without increasing
the training time. Given the good performance of deep learning meth-
ods for anomaly detection in multivariate time series in recent years,
researchers have neglected all other methods in their benchmark, caus-
ing the complexity of the proposed methods to explode in the current
publication. This lack of comparison with more conventional methods in
the literature does not allow to assert that the progress reported in the
benchmarks is not illusory and that this increasing complexity is neces-
sary. To address this issue, this thesis proposes a comparison of sixteen
methods for anomaly detection in multivariate time series grouped into
three categories: Conventional methods, machine-learning methods and
approaches based on deep neural networks. This study shows that there
is no evidence that deep neural networks are a necessity to address this

problem.

Keywords: Anomaly Detection, Time Series, Multivariate, Deep Learn-

ing, Unsupervised



Résumé

La détection d’anomalie dans les séries temporelles multivariées est un
enjeu majeur dans de nombreux domaines. La complexité croissante des
systémes et ’explosion de la quantité de données ont rendu son automa-
tisation indispensable. Les méthodes basées sur le Deep Learning ont
montré de bons résultats en termes de détection mais ne répondent pas
aux besoins industriels en raison de leur long apprentissage et de leur
robustesse limitée. Pour répondre aux besoins industriels, cette thése
propose une nouvelle méthode non supervisée de détection d’anomalies
dans les séries temporelles multivariées appelée USAD basée sur une ar-
chitecture d’auto-encodeur et un entrainement adversaire. Cette méth-
ode répond aux exigences de robustesse et de rapidité d’apprentissage du
monde industriel tout en atteignant des performances de pointe en termes
de détection. Cependant, les méthodes de réseaux de neurones profonds
souffrent d’une limitation dans leur capacité a extraire des caractéris-
tiques des données puisqu’elles ne s’appuient que sur des informations
locales. Ainsi, afin d’améliorer les performances de ces méthodes, cette
thése présente une stratégie d’ingénierie des caractéristiques qui introduit
des informations non-locales. Cette stratégie permet d’augmenter les
performances des approches basées sur les réseaux de neurones sans aug-
menter le temps d’apprentissage. Compte tenu de la bonne performance
des méthodes d’apprentissage profond pour la détection d’anomalies dans
les séries temporelles multivariées ces derniéres années, les chercheurs ont
négligé toutes les autres méthodes dans leur benchmark, ce qui a provo-
qué I'explosion de la complexité des méthodes proposées dans les publica-
tions actuelles. Ce manque de comparaison avec des méthodes plus con-
ventionnelles dans la littérature ne permet pas d’affirmer que les progres
rapportés dans les benchmarks ne sont pas illusoires et que cette com-
plexité croissante est nécessaire. Pour répondre a cette problématique,
cette thése propose une comparaison de seize méthodes de détection

d’anomalies dans les séries temporelles multivariées regroupées en trois



catégories : Les méthodes conventionnelles, les méthodes d’apprentissage
automatique et les approches basées sur les réseaux neuronaux profonds.
Cette étude montre que rien ne prouve que les réseaux de neurones pro-

fonds soient une nécessité pour résoudre ce probléme.

Mots-clés: Détection d’anomalies; séries temporelles, multivariées, uni-

variées, apprentissage profond, non supervisé.
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Chapter 1

Introduction

1.1 Context and Motivations

Time series and their analysis are becoming increasingly important due to the mas-
sive production of these data. Time series are used in a large number of fields such
as industrial control systems [2], finance [3], and healthcare [4].

Time series analysis consists in extracting information from points arranged in a
chronological order, i.e. the time series, and it can serve multiple purposes. The
most common is to observe the history of a variable in order to make a forecast.
This involves predicting future values of such variable based on previously observed
values of it. Another common objective is to discover correlations between time
series. This allows to understand the interactions between different variables in a
system. Many other objectives explain the popularity of time series analysis such as
the search for trends, cycles, seasonal variations or the detection of unusual behavior.

Detecting unexpected behaviors or patterns that do not conform to the expected
behavior is an active research discipline called anomaly detection in time series [5].
Anomaly detection is an important field. It consists in detecting rare events or,
more generally, observations that are aberrant and different from the majority of
data. These rare events can be of various types and they are present in multiple and
different domains (fraudulent financial transactions, medical problems or network
intrusions). Detecting these rare events is a major issue for many fields. For example,
detecting bank transaction fraud could save 32 billion dollars worldwide by 2020 [6].
It is therefore essential for the industry to be able to detect anomalies in their

system.
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This thesis focuses the critical task of anomaly detection. Specifically, it focuses
on a subset of time series anomaly detection methods, which is unsupervised detec-
tion. Unlike supervised detection, unsupervised detection methods do not require a
label associated to the data samples. The objective is then to detect behavior that
would be different from previously observed data [7]. Finally, this thesis focuses on
multivariate time series, since it is the most generic context as the univariate time
series are only a special case of the multivariate context with m = 1 as presented in
the section 2.1.11

Over the last decade, there has been an increased enthusiasm around deep neural
networks (DNNs) [§] thanks to their demonstrated ability to infer high-order cor-
relations in complex data with potentially large volume and dimensionality [9] [10)].
Anomaly detection in time series has not escaped this trend. DNN-based methods
aim to learn deep latent representations of the multivariate time series to infer a
model of variability, that is then used for anomaly grading in unseen data. The
rationale behind the increased use of DNN architectures lies in the need of learning
potentially complex data patterns underlying the temporal evolution of multivariate
data. Thus, many approaches have emerged, mainly based on recurrent neural net-
works to capture temporal information [I1], 12, 13]. However, these methods obtain
good results at the expense of their training speed. Indeed, none of these methods
takes into account the training time in their performance criteria. This is why it
is necessary to develop methods with performances equivalent to the state of the
art in terms of anomaly detection, while favoring architectures that allow fast and
energy-efficient training.

As with any machine learning method, the performance of deep learning meth-
ods is correlated to the quality of the extracted features [14]. Feature engineering
for augmenting time series data is usually done by bringing external but correlated
information as an extra variate to the time series. This, however, requires domain
knowledge about the measured process. Another strategy for machine learning meth-
ods is to create local features on the time series, such as moving averages or local
maximum and minimum. Both strategies, as they are manual, are not very efficient,
time consuming and require high domain knowledge expertise [I5]. In theory, DNNs
have emerged as a promising alternative given their demonstrated capacity to auto-
matically learn local features, thus addressing the limitations of more conventional
statistical and machine learning methods. Despite their demonstrated power to

learn such local features, it has been shown that feature engineering can accelerate
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and improve the learning performance of DNNs [I6] and an intrinsic limitation of
DNN-learned features is that they rely solely on local information. However, there
is currently no well established method in the literature that addresses this issue for
time series.

As a result of the good performance demonstrated by DNNs in multiple fields [9,
10} [17, [18], in recent years there has been a boom of DNN-based methods for multi-
variate time series anomaly detection (Table. These works, however, have moved
away from comparisons with more traditional methods, i.e. machine learning [19]
and conventional /statistical methods (e.g. [Il 2], 13]) while suggesting methodolog-
ical advances and improved performance of DNN-based methods. This trend has
encouraged the community to develop even more complex models to improve the
performance of DNN-based methods, without any theoretical or empirical evidence
that these are superior to the more established body of methods in the literature.

DNN-based models are complex to train, involving the estimation of a large
amount of parameters and requiring large training sample sizes and computational
resources. Moreover, their complexity continues to grow as larger models continue
to be developed. Instead, conventional models are simpler, lighter, easier to inter-
pret, and often better adapted to the constraints of real-world applications. It is
therefore crucial to determine if the complexity brought in by DNN-based methods
is a necessary price to pay for a gain in performance or if the progress reported in
recent years is illusory [20] and the use of conventional methods should be preferred.
The lack of a general comparison covering all families of methods does not allow to
answer this question and hinders the translation and use of DNN-based methods in
real-world applications. A complete benchmark of such characteristics is currently

missing in the literature.
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Table 1.1: Peer-reviewed deep learning-based methods for anomaly detection in mul-

tivariate time series from 2018 to 2021

Methods Description Datasets

AE [21] Autoencoder MSL, SMAP, SMD, SWaT, WADI
Donut [22] Variational Autoencoder Private
Bagel [23] Conditional Variational Autoencoder Private
RGAN [24] Recurrent Generative Adversarial Networks MIT-BIH
OmniAnomaly [I3]  Gated Recurrent Unit and Variational Autoencoder MSL, SMAP, SMD, SWaT, WADI
BeatGAN [25] Autoencoder and Generative Adversarial Network CMU Motion Capture
MAD-GAN [12] Generative Adversarial Networks SWaT , WADI, KDDCUP99
LSTM-VAE [11] LSTM-Variationnal Autoencoder MSL, SMAP, SMD, SWaT, WADI
DeepAnT [26] Convolutional neural network Yahoo Webscope
MTS-DCGAN [27]  Deep Convolutional Generative Adversarial Network — Genesis D., Satellite, Shuttle, Gamma P.
USAD [2] Adversely trained Autoencoders MSL, SMAP, SMD, SWaT, WADI
FuseAD [28] ARIMA and Convolutional neural network Yahoo Webscope, NAB
Telemanom [29] Vanilla LSTMs SMAP , MSL
RADM [30] Hierarchical Temporal Memory and Bayesian Network NAB
DAGMM [I] Deep Autoencoding Gaussian Mixture Model MSL, SMAP, SMD, SWaT, WADI
MTAD-TF [31] Convolutional and Graph Attention Network MSL, SMAP, SMD

1.2 Contributions

This thesis is a CIFRE (Convention Industrielle de Formation par la Recherche)
thesis which is a collaboration between Orange and EURECOM. Orange is a French

telecommunications company. It has nearly 270 million customers worldwide. Thus,

the contributions and methods developed during this thesis are intended to be inte-

grated into the industrial environment of Orange. All the contributions of the thesis

are the following:

e A fast and stable method called UnSupervised Anomaly Detection for multi-

variate time series (USAD) based on adversarialy trained auto-encoders. Its

auto-encoder architecture makes it capable of unsupervised learning. The use

of adversarial training and its architecture allow it to isolate anomalies while

providing fast training.

e A novel feature engineering strategy to augment time series data in the context

of anomaly detection using DNNs. The goal is two-fold. First, to transform

univariate time series into multivariate time series to improve DNNs perfor-

mance. Second, to use a feature engineering strategy that introduces non-local

information into the time series, which DNNs are not able to learn. This is
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done by using a data structure called Matrix-Profile as a generic non-trivial
feature. Matrix-Profile allows to extract non-local features corresponding to
the similarity among the sub-sequences of a time series. The performance
compared to each individual method shows that the method achieves better

performance without increasing the computation time.

e A study of the performance of anomaly detection for sixteen conventional,
machine learning-based and deep neural network-based approaches including
USAD on five open real-world datasets. The analysis and comparison of the
performance of each of the sixteen methods, shows that no family of methods
outperforms the others. While deep neural networks appear to perform better
when the dataset contains contextual anomalies or when the datasets are large,
conventional techniques perform better when the dataset is small. Thus, it is
impossible to claim that deep neural networks are superior to previous methods
and the community should reincorporate the three categories of methods in

the anomaly detection in multivariate time series benchmarks.

1.3 Structure of thesis

The content of the following chapters is summarized in this section.

e Chapter 2 is divided into two main parts. The first one presents the time
series and their characteristics. The second part is dedicated to the anomaly
detection in time series and presents a state of the art of the methods classified
in three main categories: Conventional, Machine-Learning and Deep-Learning
methods.

e Chapter 3 introduces a unsupervised anomaly detection method on multivari-
ate time series composed of an adversely trained auto-encoders architecture
and shows the performance of the method on five real-world open datasets as

well as on Orange’s proprietary data.

e Chapter 4 presents a feature engineering strategy that transforms univari-
ate time series into multivariate ones by introducing non-local information
and shows that this strategy addresses a limitation of Deep Neural Networks,
and demonstrates that the combination outperforms each method individually

without increasing computational time.
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e Chapter 5 questions the need for ever more complex methods based mainly
on Deep Neural Networks for anomaly detection in multivariate time series
and proposes a study on sixteen methods belonging to the three categories
presented in chapter 2. The performance analysis shows that none of the three
categories outperform the others. And is discussed the possible performance
illusion of Deep Neural Networks based methods in multivariate time series

anomaly detection benchmarks.

e Finally, Chapter 6 summarizes the main contributions presented in this work

and present some thoughts on the possible continuation of this research.

1.4 Publications

This thesis is based on research that has led to the publication of articles. Portions

of the contents that appear in this dissertation have been published before in:

e Julien Audibert, Pietro Michiardi, Frédéric Guyard, Sébastien Marti, and
Maria A. Zuluaga. USAD: UnSupervised Anomaly Detection on Multivari-
ate Time Series. In Proceedings of the 26th ACM SIGKDD International
Conference on Knowledge Discovery & Data Mining (KDD ’20).

e Julien Audibert, Frédéric Guyard, Sébastien Marti, and Maria A. Zuluaga.
From Univariate to Multivariate Time Series Anomaly Detection with Non-
Local Information. In Proceedings of the 6th Workshop on Advanced Analytics
and Learning on Temporal Data at ECML PKDD 2021.

e Julien Audibert, Pietro Michiardi, Frédéric Guyard, Sébastien Marti, and
Maria A. Zuluaga. On the Benefits of Deep Neural Networks for Multivariate

Time Series Anomaly Detection under review at Pattern Recognition 2021.

1.5 Challenge participation

Part of the methods developed in this thesis participated in the KDDCUP2021, on
the challenge "Multi-dataset Time Series Anomaly Detection". The participating
method obtained the 16th place over 565 participants.



Chapter 2

Anomaly detection in time-series

Contents
2.1 Time Series . . . . . . . . . o i i it e e 8
2.1.1  Univariate vs Multivariate . . . . . . ... ... ... ... [
2.1.2  Decomposition of a time series . . . . .. ... ... ... B
2.1.3 Stationarity . . . . . ... ... ... ... 10
2.2 Anomaly Detection . . ... ... ... ........... 10l
2.2.1 Types of Anomalies in Time Series . . . . . . ... . ... [T
2.2.2  Supervised vs Unsupervised method . . . ... ... ... 12]
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This chapter presents in a first part what are time series and their characteristics.
Then in a second part, the problem of anomaly detection in time series is formalized,

followed by a description of the different methods to solve this problem.



2. Anomaly detection in time-series

2.1 Time Series

A time series is defined as a sequence of ordered continuous values, which repre-
sents the evolution of a numerical variable over time. It is the measurement of a
system evolving in time with numerical attributes: for example, the temperature of
a computer server, the value of a company’s stock or the electrical activity of the
heart (ECG). A time series is, therefore, any sequence of observations indexed by
time. A time series carries a lot of information about the measured system. This

information can be used to ensure the proper functioning of the system.

2.1.1 Univariate vs Multivariate

A univariate time series is a set of measured values that model and represent the
behavior of a process over time. A multivariate time series is a set of measurements
correlated with each other over time, which models and represents the behavior of
a multivariate process in time.

More formally, a univariate time series is a sequence of data points

‘T:{xl,...,xT},

each one being an observation of a process measured at a specific time ¢. Univariate
time series contain a single variable at each time instant, while multivariate time
series record more than one variable at a time; Multivariate time series are denoted
by T = {xy,...,xr}, x € R™

2.1.2 Decomposition of a time series

A time series (7)) is considered to be the result of different fundamental components:

Trend, seasonality, level and noise.

2.1.2.1 Trend

The trend (Z;) represents the long-term evolution of the series studied. It reflects
the "average" behavior of the series. For example, the series shown in Figure [2.1
shows an increasing trend from zero to 2000 and a decreasing trend from 2000 to
4000.
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Time series with two trends

=

Figure 2.1: Time series with an increasing trend until the 2000 point, a decreasing
trend from the 2000 point to the 4000 point and an increasing trend again after the
4000 point.
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Figure 2.2: Time series representing the average temperature (°C) each day between
2013 and 2017.

2.1.2.2 Seasonality

Seasonal compounding or seasonality corresponds to a phenomenon that repeats
itself at regular time intervals (periodicity). For example, the Figure shows an
annual seasonality. We can see four periods between 2013 and 2017.

2.1.2.3 Level

The level of a time series corresponds to the mean of the time series. If a time series
has a trend, then its level changes.

2.1.2.4 Noise

The residual component or noise corresponds to irregular fluctuations, generally of

low intensity but of a random nature. For example, the Figure [2.3| shows a time
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Time Series with Noise

Noise-free Time Series

Noise

-5

0 2000 4000 6000 8000 10000

Figure 2.3: Top: Time series with noise. Middle: Time series without noise. Bottom:

Noise.

series (top), then its decomposition, i.e. the time series without noise (middle) and
the noise (bottom)

2.1.3 Stationarity

The notion of stationarity characterizes the capacity of a process to decorrelate itself
completely from the temporal index. The time series T is said to be stationary at
low order, or stationary at second order if the first (mean) and second (variance and
autocovariance) moments of the process exist and are independent of ¢.

Stationarity is a property of stability, the distribution of {z,...,x;} is identical
to the distribution of {x,...,241}. The series oscillates around its mean with a
constant variance. The link between z; and z;_ then depends only on the interval
k and not on the date t.

2.2 Anomaly Detection

An anomaly can be defined as an observation that is unexpected with respect to
a set of other pre-established observations considered as normal. More formally,
in a set D containing n observations noted z;, then x, € A will be considered as
abnormal if it differs, by its characteristics, from the other observations, i.e. from

those contained in the set A \ {x,}. The definition of the term anomaly is specific

10



2.2 Anomaly Detection

to the use case. The most common one in the field of detection is an observation
which is different from the others by its singularity: it could result from a set of
rules which are different from the other observations [32]

Anomalies in time series, also called outliers, are points or sequences of points
that do not correspond to normal behavior [33]. The concept of normal behaviour is
difficult to formalize. Therefore, another possible definition for anomalies could be a
pattern in data that is not expected in comparison to what has been seen before [33].
In fact, an implicit assumption is that anomalies are rare events. Anomalies should
not be confused with the noise present in the time series. Noise is a phenomenon
which, unlike anomalies, has less interest in being analyzed.

However, anomalies may indicate a significant problem in several applications.
For example, an anomaly in industrial control systems may indicate a malfunction,
financial anomalies may be the result of a fraud, or they may indicate diseases in
healthcare. Being a critical task, there is a wide range of methods that have been
developed to address it [34] [35].

Anomaly detection refers to the task of identifying an unseen observation z;, t > T,
based on the fact that it differs significantly from T, thus assuming that T contains
only normal points. The amount by which the unseen sample z; and the normal set
T differ is measured by an anomaly score, which is then compared to a threshold to

obtain an anomaly label.

2.2.1 Types of Anomalies in Time Series

Chandola et al. [33] propose to classify time series anomalies into three types,

point, contextual and collective anomalies.

e Point anomalies. This is the simplest type of anomaly. It corresponds to a
point that differs from the rest of the data (Figure [2.4).

e Contextual anomalies. A contextual anomaly can be defined as follows
: A data point is anomalous in a specific context, but is considered normal
in another context, meaning that observing the same point through different
contexts does not always give a sign of abnormal behavior. For example, a
temperature of 30°C during summer is normal, while the same temperature

in winter is abnormal. Figure illustrates a contextual anomaly, where the

11



2. Anomaly detection in time-series

Figure 2.4: An example of a point anomaly (in red)

values of the two time-series are not abnormal taken individually, but, seen in

context, the values of the bottom time-series should be close to 0.

e Collective anomalies A collective anomaly corresponds to a group of anomaly
points. Each individual point might not be an anomaly, but their appearance

together is an anomaly (Figure [2.6)).

2.2.2 Supervised vs Unsupervised method

Supervised learning consists of input variables x and an output variable Y. You use

an algorithm to learn the mapping function f from the input to the output.

Y = f(z)

The goal is to learn the mapping function such that when you have new input data
x, you can predict the output variables Y for that data.

Unsupervised learning involves having only input data x and no corresponding
output variables. The goal of unsupervised learning is to model the underlying
structure or distribution in the data in order to learn more about the data.

In supervised anomaly detection, if we want a model to be able to detect anoma-
lies, it must characterize the system very precisely both in normal behavior and in
the presence of anomalies. However, normal behaviors can be multiple, as well as
behaviors in the presence of anomalies. The large number of system behaviors leads

to the need to provide a large amount of labeled data to capture a maximum of

12



2.2 Anomaly Detection

Figure 2.5: An example of a contextual anomaly (in red)

2000 4000 6000 8000 10000

Figure 2.6: An example of a collective anomaly (in red)
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2. Anomaly detection in time-series

different behaviors both normal and abnormal. This is even more complicated as
anomalies are rare events. Thus, the shorter the training dataset, the less anomalies
it contains, which are precisely the elements we want to be able to discriminate
efficiently.

Thus, unsupervised learning is perfectly adapted to the problem of anomaly de-
tection since it is not necessary to label large data sets. Moreover, a part of the
anomalies come from new behaviors of the system. By definition, these behaviors

could not be correctly classified with supervised anomaly detection methods.

2.2.3 Taxonomy

The taxonomy consists of three classes of anomaly detection methods for multivari-
ate time series. These are: conventional approaches, machine learning-based and
DNN-based methods.

Conventional approaches, which are also referred to statistical methods by
some authors [36], rely on the assumption that the observed data is generated by a
stochastic model and their aim is to estimate a model’s parameters from the data
and then use the model for prediction [37]. It is often the case that the model
hypothesis is considered linear [36].

The boundary between conventional and machine learning-based approaches is
not fully clear. Machine learning-based models produce predictions about the
results of complex mechanisms by mining databases of inputs for a given problem,
without necessarily having an explicit assumption about a model’s hypothesis. In
this setup, a method aims to learn a function that operates an input data to predict
output responses [37].

Finally, DNN-based methods are a subclass of non-linear machine learning-

based methods which use neural networks with multiple layers [§].

2.2.4 Conventional methods

The methods presented in this section offer many different approaches. They
are classified into five categories. Control chart, where the objective is to monitor
variations in the statistical characteristics of a process. Prediction methods, where

the objective is to predict the next point. Decomposition techniques, based on the
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2.2 Anomaly Detection

search for unusual patterns in time series using decomposition and finally similarity-

search model based on the search for similar sub-sequences in the data.

2.2.4.1 Control Charts methods

Control charts are a statistical process control tool. Their goal is to track the mean
and variance of a time series over time and to detect abrupt changes in its statistical
behaviour. These methods are based on the use of Sequential Probability Ratio
Tests (SPRT) [38]. Two methods are considered: Multivariate CUmulated SUMs
control chart (MCUSUM) and Multivariate Exponential Weighted Moving Average
(MEWMA).

In [39], Woodall and Ncube proposed to monitor the performance of multiple vari-
ables in a manufacturing system using a control chart called Multivariate CUmu-
lated SUMs control chart (MCUSUM). The MCUSUM uses the fact that the
cumulative sum St of the recursive residuals of a statistic s compared to a normal
value (like the mean) : St = s(X¢—k+1, - .., X;) is stable for normal data and increas-
ing after the change. Using this property, the MCUSUM anomaly score g; is based

on the comparison of the increase of S; with a threshold h:
gt = maz(0,St — p+ g1—1) (2.1)

with gy = 0 and p the value of St for normal data. MCUSUM iterates over g, as
long as g; < h. If g, > h, an alarm is raised and the iteration over g, is restarted with
go = 0 in order to detect another change point. Due to this sequential restarting of
the test, MCUSUM detects small but persistent structural changes.

The Multivariate Exponential Weighted Moving Average (MEWMA)
[40] is based, as its name indicates, on the exponential smoothing of data. For a

given constant A € [0, 1], the successive data are smoothed using:
gt = A% + (1= A) g (2.2)

Unlike MCUSUM, MEWMA gives more importance to recent history values.

2.2.4.2 Forecast methods

Control Charts methods are usually based on the hypothesis that the individual
data in the time-series are independent and identically distributed. This assump-

tion is rarely satisfied in practice. A generic way to handle this issue is to built a
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2. Anomaly detection in time-series

mathematical model, incorporating the known or assumed sequential correlations of
the time-series. Using this model, the value x; of the data indicator at ¢ is expressed
as X; = 2; + e;, where z; is accounting for normal sequential correlations within the
data and e; (the residual) is the noise. Once a mathematical model representing
time-series evolution is chosen, a usual approach is to predict at time ¢ the expected
value X;.1. The anomaly score can then be expressed as the difference between X,
and the actual value x;,1.

The most commonly used forecast method in multivariate time series is the Vec-
tor Autoregressive (VAR) method. VAR is a statistical model that captures
the inter-dependencies between several time series. In a VAR model, variables are
treated symmetrically so that each variable is explained by its own past values and
by the past values of the other variables. For example, in [4I], VAR is used to

monitor multivariate processes or detect anomalies in aviation systems [42].

2.2.4.3 Decomposition methods

Methods in this category use basis functions for decomposing the time series. Given
X;, a point of a multivariate time series, it can be expanded in terms of the eigen-

functions ¢; [43] as:

Xt = Zajﬁbjta (2.3)
j=1

where the coefficients «; are given by the projection of x; on the respective eigen-
functions.

Anomaly detection is then performed by computing the projection of each new
point onto the eigenvectors, and a normalized reconstruction error. The normalized
error is used as the anomaly score. Three methods are discussed under this sub-
category: Principal Component Analysis (PCA), Singular Spectrum Analysis (SSA)
and Independent Component Analysis (ICA).

Principal Component Analysis (PCA).

The idea of PCA[44] is to group datapoints into clusters defined as an ellipsoid in
R™ containing the normal data. The idea is that the length of the principal axes of
the ellipsoid represents the direction of the variability of the data instances.

The (always positive) eigenvalues \; with ¢ = 1,... k corresponding to the prin-

cipal component v; characterize the variability in the dataset captured by the eigen-
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2.2 Anomaly Detection

vector v;. A subspace S C R™ is selected using the r eigenvectors v; corresponding
the r largest eigenvalues.
In [45], the Q-statistic [46] that characterizes the PCA projection residual statistics

is used to define the threshold h,, such that the anomaly score is:
%] > h

then x; is an anomaly with 1 — « confidence where « € [0, 1] is a manually defined
parameter.

Singular Spectrum Analysis (SSA) considers a time series as a projection of
the trajectory of a dynamical system in a vector space V' = R™ where x; is the
position at time ¢ of a state of the system. From dynamical systems theory, it
is known that physically observable states of a dynamical system in R™ are lying
on attractors of the dynamics (i.e. subsets of the R™ capturing all the long term
evolution of the system). Future observable states should normally continue to be
located on these attractors. As such, X; are assumed to be located on (or close to) an
attractor of the dynamics. So, the distance between X; and the attractor computed
at time ¢ is evaluated and used as anomaly score [47, [4§].

Independent Component Analysis (ICA) [49] assumes that the different
physical processes that generate multivariate time series are statistically indepen-
dent of each other [50].

ICA decomposes a multivariate time series into "independent" components by
orthogonal rotation and by maximizing the statistical independence between the
components assuming their non-Gaussianity. In [51], the authors use Kurtosis, a
classical measure of non-Gaussianity, as an anomaly score. A negative Kurtosis
indicates a uniformly distributed factor, indicating a clustered structure and a high

positive Kurtosis identifies a multivariate anomaly:.

2.2.4.4 Similarity-search approach

Similarity search methods [52] are designed to identify patterns in a multivariate
time series. These methods compute the distance between all the sub-sequences of
the time series. The minimum distance between a sub-sequence and all others is
used as an anomaly score.

The Matrix-Profile (MP) [53] 54] is a data structure for time series analysis. It

consists of three elements. The first element is the distance profile, which is a vector
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2. Anomaly detection in time-series

of Euclidean distances between a given sub-sequence W and each sub-sequence in the
set A of all sub-sequences of the multivariate time series. The distance is measured
using the z-normalized Euclidean distance between sub-sequences. The distance
profiles are arranged into a data structure denoted the distance matrix, which cor-
responds to the second element in MP. The distance matrix stacks together all the
distance profiles that have been computed for each reference sub-sequence.

Finally, the matrix profile is the simplification of the distance matrix by looking
only at the closest neighbor for each sub-sequence. The vector obtained corresponds

to the smallest values of each row in the matrix. It is defined as :
MP(i) = min(d(W*, W7)) (2.4)

with W7 e A\ {W'}.

A low value in the matrix profile indicates that the sub-sequence has at least one
relatively similar sub-sequence located somewhere in the original series. In [55], it
is shown that a high value indicates that the original series must have an abnormal
sub-sequence. Therefore the matrix profile can be used as an anomaly score, with a

high value indicating an anomaly.

2.2.5 Machine learning-based methods

The methods presented in this section fall into three categories : Isolation, Neighbourhood-
based and Domain-based methods, which have been proposed in the survey by
Domingues et al. [35]. Isolation algorithms consider a point as an anomaly when it
is easy to isolate from others. Neighbourhood-based models look at the neighbour-
hood of each data point to identify outliers. Domain-based methods rely on the
construction of a boundary separating the nominal data from the rest of the input
space.

A common characteristic of machine learning-based techniques is that they typi-
cally model the dependency between a current time point and previous ones by trans-
forming the multivariate time series T into a sequence of windows W = {W7y, ..., Wr},

where W, is a time window of length K at a given time ¢ :

W, = {thK+17 sy X1, Xt}- (2-5)

Figure shows this process. In this setup, learning-based anomaly detection meth-

ods assign to a window Wt, t > T, alabel y; to indicate a detected anomaly at time
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Windowt: X{,..., Xt_[\’_|_1, Xf—[&’—{—Z? XIL_[\'+37 vy Xty Xt 1y X2y - XN
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Window t+2: X1, ..., Xt K+ Xt — K42y Xt K+3y s Xty X415 X2, - -, XN

Figure 2.7: Splitting a time series into a sequence of time windows

t,i.e. yo =1, or not (y, = 0) based on the window’s anomaly score. This notation

will be used in the following.

2.2.5.1 Isolation methods

Isolation methods focus on separating outliers from the rest of the data points.
These methods attempt to isolate the anomalies rather than mapping the normal
points.

The Isolation Forest (IF) algorithm [50, 57 is based on decision trees, similarly
to the Random Forest [58]. IF calculates, for each time window an anomaly score.
To calculate this score, the algorithm isolates the sample recursively: it chooses a
feature and a "cut-off point" at random, then evaluates whether this isolates the
sample; if so, the algorithm stops, otherwise, it chooses another feature and another
cut-off point at random, and so on until the data is isolated from the rest.

Recursive data partitioning can be represented as a decision tree, and the number
of cuts needed to isolate a sample simply corresponds to the path taken in the tree
from the root to the leaf, representing the isolated sample. The path length defines
the anomaly score: a sample with a very short path, i.e. sample that is easy to
isolate, is also likely to be an anomaly since it is very far from the other samples
in the dataset as can be seen in Figure 2.8 As with random forests, it is possible
to do this independently by using several trees, to combine their results to improve
performance. In this case, the anomaly score is the average of the path lengths on
the different trees.
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Figure 2.8: Path length to isolate a normal point (left) and an anomalous point
(right)

2.2.5.2 Neighbourhood-based methods

Among neighborhood-based methods, which study the neighborhoods of every point
to identify anomalies, the Local Outlier Factor (LOF) [59] measures the local de-
viation of a given data point with respect to its neighbours. Based on the K-nearest
neighbors [60], the local density of an observation is evaluated by considering the
closest K observations in its neighbourhood. The anomaly score is then calculated
by contrasting its local density with those of its k-nearest neighbors. A high score
indicates a lower density than its neighbors and therefore potentially an anomaly. It
has been applied to multivariate time series [61], demonstrating its ability to detect
anomalies in long-term data.

Density-based spatial clustering of applications with noise (DBSCAN)
[62] is a clustering method that groups data points in high density areas (many
nearby neighbors) and marks points in low-density regions (few neighbors) as anoma-
lous. DBSCAN thus classifies the points into three categories. Core points are points
containing at least minPts in their € distance neighborhood. The density-reachable
points are the points containing at least one core point in their neighborhood. The
other points are considered as anomaly. To handle multivariate time series, DB-
SCAN considers each time window as a point with the anomaly score being the

distance from the point to the nearest cluster [63].
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Figure 2.9: Overview of DBSCAN

2.2.5.3 Domain-based methods

Domain-based methods aim to construct a boundary between normal samples and
the rest of the input space. The distance of a points to this boundary is used as the
anomaly score. Among these, the One-Class Support Vector Machine (OC-
SVM) [64] method learns the smallest hypersphere containing of all the training
data points (Figure . The learned model classifies points inside the hypersphere
as normal and labels those in the rest of the space as anomalous. An anomaly
score can also be obtained by taking the signed distance from the hyper-sphere.
The signed distance is positive for a normal value and negative for an abnormal.
As other machine learning methods One-class SVM has been used for time series
anomaly detection by using time windows rather than the raw series. J.Ma and
S.Perkins [65] use this approach, while proposing to combine the one-class SVM
output for different time windows to produce more robust detection results.

2.2.6 Deep learning-based methods

DNN-based methods are a are sub-category of machine learning-based approaches,
which rely on deep neural networks. Given the explosion of DNN-based methods

over the last years, they are presented as a separate category.
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Figure 2.10: Overview of the OC-SVM

An Auto-Encoder (AE) [66] is an artificial neural network combining an en-
coder F and a decoder D. The encoder part takes the input window W and maps
it into a set of latent variables Z, whereas the decoder maps the latent variables Z
back into the input space as a reconstruction . The difference between the original
input vector W and the reconstruction W is called the reconstruction error. Thus,
the training objective aims to minimize this error. Auto-encoder-based anomaly
detection uses the reconstruction error as the anomaly score. Time windows with a

high score are considered to be anomalies [21].

W ———| Encoder(E) |—— Z —— Decoder (D) |——w

Figure 2.11: Auto-Encoder architecture

The Generative Adversarial Networks (GANSs) [67] have the ability to know
whether an input sample is normal or not. A GAN is an unsupervised artificial
neural network based on a two-player minimax adversarial game between two net-

works, which are trained simultaneously. One network, the generator (G), aims to
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generate realistic data, whereas the second one acts as a discriminator (D) trying to
discriminate real data from that one generated by G. The training objective of G is
to maximize the probability of D making a mistake, whereas the training objective
D is to minimize its classification error. Similarly to AE-based, GAN-based anomaly
detection uses normal data for training. After training the discriminator is used as
an anomaly detector. If the input data is different from the learned data distribu-
tion, the discriminator considers it as coming from the generator and classifies it as

fake, i.e. as an anomaly.

Real
Data
N
—
Discriminator (D) — Fake / Real }
- @@
Ea_ndom Generator (G)
oise
.

Figure 2.12: Generative Adversarial Network architecture

The Long Short-Term Memory Variational Auto-Encoders (LSTM-VAE)
[11] combines the LSTM [68] which is a recurrent neural network architecture with
a variational auto-encoder (VAE) by replacing the feed-forward network in a VAE
with a long short-term memory (LSTM). The LSTM-VAE models the time depen-
dence of time series through LSTM networks. During encoding, the LSTM-VAE
projects the input data and its time dependencies into a latent space. During de-
coding, it uses the latent space representation to estimate the output distribution.
Finally, the LSTM-VAE detects an anomaly when the log-likelihood of the current
data is below a threshold. In [69], S.Lin et al. show that the LSTM-VAE is capable

of identifying anomalies that span over multiple time scales.
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Figure 2.13: LSTM-VAE architecture

Donut [22] is based on a variational autoencoder (VAE), whose means are ob-
tained from linear layers and the standard deviations are determined from soft-plus
layers. Donut is trained using the M-EIBO [70] as objective training. Finally, the
anomaly score used is the negative reconstruction probability [70]. Bagel [23] is
an extension of Donut that can handle anomalies related to temporal information,
using the conditional variational autoencoder to incorporate temporal information
and the dropout layer to avoid overfitting. The calculation of the anomaly score is

identical to Donut.

Zy

W ———— Encoder (E) — . —> Decoder (D) |——w

SoftPlus : Zo —

Figure 2.14: Donut architecture
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Figure 2.15: Bagel architecture

DeepAnt [26] consists of two modules. The first module is a time series predic-
tor that creates a time series prediction using a deep convolutional neural network
(CNN) [71]. The second module uses the predicted value to detect anomalies. The
detection module calculates the Fuclidean distance between the actual and predicted

value. Thus, the Euclidean distance is used as anomaly score.

Fully
W > CNN » Connected »| Predicted Value
Layer

Figure 2.16: DeepAnt architecture

The Deep Autoencoding Gaussian Mixture Model (DAGMM) [I] jointly
considers a Deep Auto-encoder and a Gaussian Mixture Model (GMM) to model
the density distribution of multidimensional data. The purpose of the Deep Auto-
encoder is to generate a low-dimensional representation and a reconstruction error
for each input data time window. This representation is used as input of a Gaussian
Mixture Model (GMM). The parameters of the Deep Auto-encoder and the mixture
model are optimized simultaneously from end to end, taking advantage of a separate
estimation network to facilitate the learning-based of the parameters of the mixture
model. The DAGMM then uses the likelihood to observe the input samples as an

anomaly score.
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Figure 2.17: DAGMM architecture. Source [1]

The Multivariate Anomaly Detection with Generative Adversarial Net-
works (MAD-GAN) [12] is based on a Generative adversarial network (GAN) [67]
architecture composed of LSTMs. MAD-GAN uses an anomaly score called DR-
score to detect anomalies. This score is composed of the discrimination between
real data and fake data of the discriminator and the reconstruction error of the gen-
erator. Indeed, because of the smooth transitions of the latent space, the generator
produces similar samples if the entries in the latent space are identical. Thus, we can
use the residuals between the test data and their transformation by the generator

to identify anomalies in the test data.

y —~, T —
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Figure 2.18: MAD-GAN architecture

The Recurrent Conditional Generative Adversarial Networks (RCGAN)
[24] is an adaptation of AnoGAN [72] using recurrent neural networks. The method
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is thus based on recurrent GANs. The reconstruction error of the generator is used

as an anomaly score.
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Figure 2.19: RCGAN architecture

The Multi-Scale Convolutional Recurrent Encoder-Decoder (MSCRED)
[73] consists of four steps. First, it constructs signatures matrices based on the pair-
wise inner product of the time series (i.e., the correlation matrix at each time point)
which is encoded via convolutional neural networks [71]. The temporal patterns are
learned using attention-based convolutional LSTM networks. The signature matri-
ces are decoded via deconvolutional neural networks. Finally, the residuals between

the input and reconstructed matrix signatures are used as anomaly scores.
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Figure 2.20: MSCRED architecture

The MTS-DCGAN |[27] is based on a Deep Convolutional Generative Adversarial
Network. As with MSCRED the first step is to create signature matrices of different
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2. Anomaly detection in time-series

time window sizes. The matrices are then sent to a DCGAN [27]. The generator is
composed of two fully connected layers and a CNN and the discriminator is composed
of a CNN, a flattened layer and two fully connected layers that allow to capture the
correlations. A forgetting mechanism in the sliding window allows the recent points
to be weighted more heavily. The output probabilities of the discriminator are used

as anomaly score.

— e

) Signatures |
Real Matrices
Data (with forgetting
Ry mechanism)

e

(CNN + Flatten + Two Dense)
Discriminator

Fake / Real

Random (Two Dense + CNN)
Noise Generator

b S

Figure 2.21: MTS-DCGAN architecture

The BeatGAN |[25] is based on a CNN Auto-Encoder and a Discriminator. The
objective function during the training is composed of the usual objective of the auto-
encoders which is to minimize the difference between its input and its output as well
as an adversarial training of the GANs where the generator is the auto-encoder and
must fool the discriminator by making the reconstructed data look real. During the
detection only the auto-encoder is used. The anomaly score is the residual between

the input data and the reconstructed data.
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W ———| Encoder(E) ——> Z —> Decoder (D) |— w/

l

Discriminator ——>| Reconstructed / Real

Figure 2.22: BeatGan architecture

FuseAD [28] combines ARIMA [74] and Convolutional Neural Networks. FuseAD
is composed of two modules. The first module is called the forecasting pipeline. It
consists in combining the value predicted by an ARIMA and a CNN. The anomaly
score is produced by a second module called Anomaly detector. It corresponds to

the difference between the predicted value and the real value.

W — Statistical Model (ARIMA) —— Predicted value ———

+:*+ FuseAD prediction

CNN —— Predicted value —

Figure 2.23: FuseAD architecture

The Real-Time Anomaly Detection in Multivariate Time Series (RADM)
[30] is based on Hierarchical Temporal Memory (HTM) [75] and Bayesian Network
(BN) [76]. It is divided into two phases. The first one is the detection of anomalies
in the univariate time series composing the multivariate time series using the HTM.
This first anomaly score is calculated by the HTM using the distribution of anomaly
scores to calculate the anomaly likelihood. Thus, the anomaly score depends on the
prediction history of the HTM of the anomaly which defines the degree of anomaly

of the state the current state is anomalous based on the prediction history of the
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2. Anomaly detection in time-series

HTM model. In the second phase, a Naive Bayesian Network takes as input the
discretized values of the anomaly likelihoods of each univariate series to assign the
corresponding weights to each time series according to the structure of the multi-
variate series. Then the junction tree method [77] is used to infer the classification

of anomalies, in order to obtain the list of anomaly regions.

" Univariate | [ Anomaly |
TS | = HM = |ikelihood |
" Univariate | [ Anomaly |
—— HTM — . . - N
18 ._Likelihood | Bayesian Anomaly |
Network . Region
" Univariate | ( Anomaly )
TS | = HIM ™ [ikelihood |

Figure 2.24: RADM architecture

The Multivariate Time Series Anomaly Detection Using the combina-
tion of Temporal pattern and Feature pattern (MTAD-TF) [31] can be split
into two main parts. The first part is called Temporal convolution component. It is
based on a multiscale 1D convolution that allows to detect temporal patterns. The
second part is called Graph attention component. It allows to learn the correlation
between features and is based on a graph attention network [78]. The combination
of these two parts provides a prediction. The anomaly score is the squared error

between the predicted value and the actual value.
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Figure 2.25: MTAD-TF architecture

The Adversarially Learned Anomaly Detection (ALAD) [79] ALAD is
based on bi-directional GANs that derive adversarially learned features for the
anomaly detection task. Unlike GANs, bi-directional GANs are architectures com-
posed of three networks. A Generator, a Discriminator and an Encoder whose role
is to project the input data to the latent space. Thus, the encoder is the inverse of

the generator. ALAD then uses the reconstruction errors as an anomaly score.
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Figure 2.26: ALAD architecture

Finally, OmniAnomaly (OA) [13] is a stochastic recurrent neural network for
multivariate time series anomaly detection that learns robust multivariate time se-
ries’ representations with a stochastic variable connection and a planar normaliz-
ing flow, and uses the reconstruction probabilities to determine anomalies. Omni-
Anomaly uses the Gated Recurrent Unit (GRU) to model the time dependencies of
multivariate time series. The method also uses a VAE to learn a mapping of the
input data W to a representation in a latent space. To model time dependencies
in the latent space, OmniAnomaly uses a stochastic variable connection technique.
As suggested by [80], the reconstruction can be evaluated by a conditional probabil-
ity. The anomaly score used is then the probability of reconstruction. A high score
means that the input can be well reconstructed. If an observation follows normal
time series patterns, it can be reconstructed with high confidence. On the other
hand, the lower the score, the less well the observation can be reconstructed and the

more likely it is to be anomalous.

32



2.2 Anomaly Detection

Z(t-1)

Zyu

Z:

] Dense 5. | Planar

W GRU Layer Normalization
Flow
SoftPlus : Zo ——
Z{t-1)
i Dense
Predicted Value Lres GRU

SoftPlus : Zo

Figure 2.27: OmniAnomaly architecture
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Chapter 3

Unsupervised Anomaly Detection on

Multivariate Time Series
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This chapter proposes a fast and stable method called UnSupervised Anomaly De-
tection for multivariate time series (USAD) based on adversely trained autoencoders.
Its autoencoder architecture makes it capable of learning in an unsupervised way.
The use of adversarial training and its architecture allows it to isolate anomalies
while providing fast training. The study of the properties of the method through
experiments on five public datasets demonstrates its robustness, learning speed and
high performance in anomaly detection. Through a feasibility study using Orange’s

proprietary data, the method validates Orange’s requirements.
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3. Unsupervised Anomaly Detection on Multivariate Time Series

3.1 Introduction

This chapter presents a new method called UnSupervised Anomaly Detection for
multivariate time series (USAD) based on an autoencoder architecture [66] whose
learning is inspired by GANs. The intuition behind USAD is that the adversarial
training of its encoder-decoder architecture allows it to learn how to amplify the
reconstruction error of inputs containing anomalies, while gaining stability compared
to methods based on GANs architectures. Its architecture makes it fast to trained
meeting Orange’s expectations in terms of scalability and algorithm efficiency. The

main contributions of this chapter are:

e [t proposes an encoder-decoder architecture within an adversarial training
framework that allows to combine the advantages of autoencoders and ad-

versarial training, while compensating for the limitations of each technique.

e It performs an empirical study on publicly available datasets to analyze ro-

bustness, training speed and performance of the proposed method.

e It performs a feasibility study with Orange’s proprietary data to analyze if the
proposed method meets the company’s requirements on scalability, stability,

robustness, training speed and high performance.

The rest of this chapter is organized as follows. Section|3.2|presents the limitations
of Auto-Encoders (AE) and Generative Adversarial Networks (GANs). Section
discusses the details of the method, describe the experiments and demonstrate the

state-of-the-art performance of the method.

3.2 Auto-Encoders and Generative Adversarial Net-

works limitations

Autoencoder-based anomaly detection uses the reconstruction error as the anomaly
score. Points with a high score are considered to be anomalies. Only samples from
normal data are used at training. At inference, the AE will reconstruct normal
data very well, while failing to do so with anomaly data which the AE has not
encountered. If the anomaly is too small, i.e. it is relatively close to normal data,

the reconstruction error will be small and thus the anomaly will not be detected.
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3.3 UnSupervised Anomaly Detection (USAD)

This occurs because the AE aims to reconstruct input data as well (as close to
normality) as possible. To overcome this problem, the AE should be able to identify
if the input data contains no anomaly before doing a good reconstruction.

The GAN is trained in an adversarial way between the Generator and the Dis-
criminator. GAN-based anomaly detection uses the output of the Discriminator
as the anomaly score during inference. GAN training is not always easy, due to
problems such as mode collapse and non-convergence [81], often attributed to the
imbalance between the generator and the discriminator. Indeed, if an imbalance is
created between the generator and the discriminator, the network is no longer able
to learn correctly since one of the two is overwhelmed by the performance of the
other. Techniques exist to stabilize the training and ensure a good convergence, have
been proposed as the WGAN algorithm (Wasserstein GAN [82]), but it remains to

be improved, especially because of the added complexity that these methods involve.

3.3 UnSupervised Anomaly Detection (USAD)

The UnSupervised Anomaly Detection (USAD) method is formulated as an AE
architecture within a two-phase adversarial training framework. On one hand, this
allows to overcome the intrinsic limitations of AEs by training a model capable of
identifying when the input data does not contain an anomaly and thus perform a
good reconstruction. On the other hand, the AE architecture allows to gain stability
during adversarial training, therefore addressing the problem of collapse and non-

convergence mode encountered in GANSs.

3.3.1 Method

USAD is composed of three elements: an encoder network E and two decoder net-
works Dy and D,. As depicted in Figure [3.1] and the three elements are con-
nected into an architecture composed of two autoencoders AF; and AF, sharing

the same encoder network:
AE((W) = Dy(E(W)), AEy(W) = Dy(E(W)) (3.1)

The architecture from Eq. is trained in two phases. First, the two AEs are
trained to learn to reconstruct the normal input windows W. Secondly, the two AEs

are trained in an adversarial way, where AE; will seek to fool AE, and AF, aims

37



3. Unsupervised Anomaly Detection on Multivariate Time Series

to learn when the data is real (coming directly from W) or reconstructed (coming

from AFE)) . Further details are provided in the following.

Phase 1: Autoencoder training. At a first stage, the objective is to train each
AE to reproduce the input. Input data W is compressed by encoder E to the latent

space Z and then reconstructed by each decoder. The training objectives are :
Lap, = [|[W = AEL(W)|,

(3.2)
Lag, = |W — AE,(W)],

Phase 2: Adversarial training. In the second phase, the objective is to train
AF, to distinguish the real data from the data coming from AFE;, and to train
AF; to fool AE,. Data coming from AF; is compressed again by E to Z and then
reconstructed by AF,. Using an adversarial training configuration, the objective of
AF) is to minimize the difference between W and the output of AE,. The objective
of AF, is to maximize this difference. AFE; trains on whether or not it succeeds in
fooling AF5, and AFE, distinguishes the candidates reconstructed by AFE; from the
real data. The training objective is :

min max || — AE;(AE (W))[l, (3.3)

which account to the following losses
Lap =+ W — AE,(AE, (W)l

(3.4)
Lap, = — |[W — AE(AEL(W))]],

Two-phase training.

In this architecture, autoencoders have a dual purpose. AFE; minimizes the re-
construction error of W (phase 1) and minimizes the difference between W an the
reconstructed output of AFs (phase 2). As AE;, AF; minimizes the reconstruction
error of W (phase 1) but, it then maximizes the reconstruction error of the input
data reconstructed by AE; (phase 2). The dual purpose training objective of each
AE is expressed as the combination of Equations[3.2] in an evolutionary scheme,

where the proportion of each part evolves with time:

Lagy = W = AB W, + (1= 1) IW = AR, (39)

Lip, = W = AR, — (1= 1) IW = ABLAB),  (36)
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3.3 UnSupervised Anomaly Detection (USAD)

and n denotes a training epoch. The two-phase training process is summarized in
Algorithm

It is important to remark that AFy does not act as a discriminator in the strict
sense of GANs, because if its input is the original data, it is the loss from Eq
that intervenes. When its input is a reconstruction, the objective from Eq.

intervenes instead.

Algorithm 1 USAD training algorithm
Input: Normal windows Dataset W = {W7, ..., Wr} , Number epochs N
Output: Trained AE;, AE;

E, Dy, Dy < initialize weights

n <1
repeat
fort=1to T do
Zy +— E(Wy)

WY <« Dy(Z,)
W72 «— Dy(Z,)
WtQN A D2(E(thl))
1 ,
Lp, - W, — Wi

2

]. 1"
T (1 - ﬁ) W, — w2

1 / 11
Lus, o LW, - (1= 1) - e,
E. Dy, Dy < update weights using Zap, and Zag,

end for
n+<n+1
untiln = N

Inference. During the detection phase (Algorithm , the anomaly score is defined
as:

A (W) = al|[W — AE,(W)||y + B|W — AEy(AE, (W)l (3.7)

where o+ = 1 and are used to parameterize the trade-off between false positives and
true positives. If « is greater than [, the number of true positives and the number of
false positives is reduced. Conversely, if a « less than /3 is taken, the number of true
positives and also the number of false positives is increased. Thus, a < 8 denotes a
scenario with high detection sensitivity and « > [ a low detection sensitivity one.

This parametrization scheme is of great industrial interest. It allows, using a single
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3. Unsupervised Anomaly Detection on Multivariate Time Series

trained model, to obtain during the inference a set of different sensitivity anomaly
scores. This is further illustrated in Section [3.3.4.2]

Algorithm 2 USAD Detection algorithm

Input: Test windows Dataset W (Wl, e WT) , threshold \ , parameters o and (3
Output: Labelsy : {y1,...,yr+}
fort=1toT* do
WY« Dy(E(W,))
W« Dy(E(W}))
o — « Hﬁ/\t — /I/IZ}'
if & > A\ then
Y1

ol

2

else
yt < 0
end if

end for

i e P“—“ﬁAEZ(AEI(M)E
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Figure 3.1: Proposed architecture illustrating the information flow at training.

3.3.2 Implementation

This method of anomaly detection is divided into three stages. There is a first data

pre-processing stage common to training and detection where data is normalized
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3.3 UnSupervised Anomaly Detection (USAD)

AEs Decoder 2

Detection
Figure 3.2: Proposed architecture illustrating the information flow at detection stage.

and split into time windows of length K. The second stage is used for training
the method. The training is offline and aims to capture the normal behaviors of
predefined portions (a few weeks/months) of multivariate time series and to produce
an anomaly score for each time window. This offline training procedure can be
performed automatically at regular time intervals, taking care to select a training
period that does not include too many periods considered abnormal. The last stage
is anomaly detection. It is performed online using the model trained at the second
stage. As a new time window arrives, the model is used to obtain an anomaly score.
If the anomaly score of a window is higher than a defined anomaly threshold, the

new time window is declared as abnormal.

3.3.3 Experimental setup

This section describes the datasets and the performance metrics used in the exper-
iments and the feasibility study.

3.3.3.1 Datasets

Five publicly available datasets were used in the experiments. Table summarizes

the datasets characteristics and they are briefly described in the following.

Secure Water Treatment (SWaT) Dataset The SWaT dataset E|is a scaled

down version of a real-world industrial water treatment plant producing filtered

https://itrust.sutd.edu.sg/itrust-labs_datasets/dataset_info/#swat
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Table 3.1: Benchmarked Datasets. (%) is the percentage of anomalous data points
in the dataset.

Dataset Train Test Dimensions Anomalies (%)
SWaT 496800 449919 ol 11.98
WADI 1048571 172801 123 5.99
SMD 708405 708420 28*38 4.16
SMAP 135183 427617 55*25 13.13
MSL 08317 73729 27*55 10.72
Orange 2781000 5081000 33 33.72

water [83]. The collected dataset [84] consists of 11 days of continuous operation: 7

days collected under normal operations and 4 days collected with attack scenarios.

Water Distribution (WADI) Dataset This dataset E] is collected from the
WADI testbed, an extension of the SWaT tesbed [84]. It consists of 16 days of
continuous operation, of which 14 days were collected under normal operation and

2 days with attack scenarios.

Server Machine Dataset SMD is a new 5-week-long dataset from a large In-
ternet company collected and made publicly available | [13]. It contains data from
28 server machines each one monitored by m = 33 metrics. SMD is divided into
two subsets of equal size: the first half is the training set and the second half is the

testing set.

Soil Moisture Active Passive (SMAP) satellite and Mars Science Labora-
tory (MSL) rover Datasets SMAP and MSL are two real-world public datasets,
expert-labeled datasets from NASA [85]. They contain respectively the data of 55/27

entities each monitored by m = 25/55 metrics.

"https://itrust.sutd.edu.sg/itrust-labs_datasets/dataset_info/#wadi
Zhttps://github.com/smallcowbaby/OmniAnomaly
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3.3 UnSupervised Anomaly Detection (USAD)

3.3.3.2 Feasibility study: Orange’s dataset

The collected data come from technical and business indicators from Orange’s ad-
vertising network in its website. The data represent a total of m = 33 continuous
variables including 27 technical and 6 business measurements. The dataset is di-
vided into two subsets: a train set corresponding to about 32 days and a test set
corresponding to about 60 days of activity. 60 days of testing were selected corre-
sponding to a critical period for Orange. To obtain this training set, the previous
consecutive days without any major incident for the company were selected allowing
to obtain a training set of 32 mainly normal days. Anomalies in the test set were

labeled by domain experts based on incident reports. Its main characteristics are
reported in Table

3.3.3.3 Evaluation Metrics

Precision (P), Recall (R), and F1 score (F1) were used to evaluate anomaly detection

performance:
TP TP P-R

P=—— R=——— F1=2

TP+ FP’ TP+ FN’ P+R

with TP the True Positives, FP the False Positives, and FN the False negatives.

A window is labeled as an anomaly as soon as one of the points it contains is

detected as anomalous.

In [13], the authors compute the F1 score using the average precision and average
recall. For the sake of completeness, this measure is also reported when comparing
the method to their benchmark. This measure is denoted the F1* score:

P-R
"P+R
where P, R denote the average precision and recall, respectively.

F1* =2

Performance is assessed by comparing the results of each evaluated method with
the annotated ground truth. To allow a direct comparison with the benchmark
proposed by [I3] their approach is used. Anomalous observations usually occur in the
form of contiguous anomaly segments. In this approach, if at least one observation of
an anomalous segment is correctly detected, all the other observation of the segment
are also considered as correctly detected, even if they were not. The observations
outside the ground truth anomaly segment are treated as usual. This approach is
denoted point-adjust. The performance without point-adjust is also evaluated on
the two datasets (SWaT and WADI) not belonging to the benchmark [13].
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Table 3.2: Performance comparison.Precision (P), recall (R) and F1 score with and
without point-adjust (Without) in SWaT datasets.

Methods SWaT
Without With
P R F1 P R F1

AE 0.9903 0.6295 0.7697 0.9913 0.7040 0.8233
IF 0.9512 0.5884 0.7271 0.9620 0.7315 0.8311
LSTM-VAE 0.9897 0.6377 0.7756 0.7123 0.9258  0.8051
DAGMM 0.4695 0.6659  0.5507 0.8292 0.7674 0.7971
OmniAnomaly 0.9825 0.6497 0.7822 0.7223 0.9832 0.8328
USAD 0.9851 0.6618 0.7917 0.9870 0.7402 0.8460

3.3.4 Experiments and Results

The key properties of USAD are studied by assessing its performance and comparing
it to other state of the art methods , analyzing how different parameters
affect the performance of the method , estimating its computational perfor-
mance and through an ablation study where, at each time, one is suppress
of the training phases . Finally, in Section a feasibility study using
Orange’s internal data is reported to demonstrate that USAD meets the require-

ments needed to be deployed in production.

3.3.4.1 Overall performance

To demonstrate the overall performance of USAD is compared with five unsuper-
vised methods for the detection of multivariate time series anomalies. These are:
Isolation Forests (IF) [56], autoencoders (AE), LSTM-VAE [11], DAGMM [I], Om-
niAnomaly [I3]. As not all of the anomaly detection methods used for comparison
provide a mechanism to select anomaly thresholds,the possible anomaly thresholds
for each model are tested and the results linked to the highest F1 score is reported.
Table [3.2] 3.3] and [3.4] detail the obtained performance results for all methods on the
public datasets. On Table and Table [3.3] the results obtained with SWaT and
WADI datasets are presented, whereas the Table reports obtained results from
the benchmark proposed by [13], using three remaining datasets. USAD outperforms
all methods on SWa'T, MSL, SMAP and WADI without point-adjust datasets, and its
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Table 3.3: Performance comparison. Precision (P), recall (R) and F1 score with and
without point-adjust (Without) in WADI datasets.

Methods WADI
Without With
P R F1 P R F1

AE 0.9947 0.1310 0.2315 0.3970 0.3220  0.3556
IF 0.2992 0.1583 0.2071 0.6241 0.6155 0.6198
LSTM-VAE 0.9947 0.1282 0.2271 0.4632 0.3220 0.3799
DAGMM 0.0651 0.9131 0.1216 0.2228 0.1976  0.2094
OmniAnomaly 0.9947 0.1298 0.2296 0.2652 0.9799 0.4174
USAD 0.9947 0.1318 0.2328 0.6451 0.3220  0.4296

F1 is the second best on the SMD dataset. On average over all datasets (Table [3.5))
is the best performing method exceeding by 0.096 the current state-of-the-art [13].

Overall, IF and DAGMM present the lowest performance. These are two unsuper-
vised anomaly detection methods that do not exploit temporal information between
observations. For time series, temporal information is important and necessary
because observations are dependent and historical data are useful for reconstruct-
ing current observations. In USAD, for both training and detection, the input is
a sequence of observations that contains the temporal relationship to retain this
information.

Despite the relative poor results in most datasets, IF achieves the highest F'1 score
with point-adjust on WADI. This is explained by the natures of the point-adjust
method and the WADI dataset. IF considers each observation/time-point indepen-
dently and assigns a label to a single time-point and not to a window. WADI’s
anomalies lasting in time, the point-adjust validates the entirety of an anomaly as
being well detected. Thus IF is little impacted by its bad predictions (FPs) affecting
only one observation at a time, compared to the advantage obtained with the point-
adjust which validates whole segments of good prediction despite having potentially
missed several abnormalities.

Differently, AE, LSTM-VAE, use sequential observations as input allowing the two
methods to retain temporal information. These methods perform the best possible

reconstruction regardless of the existence of an anomaly in the input window. This
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Table 3.4: Performance comparison in SMAP, MSL and SMD datasets with point-
adjust. P, R F1, and F1* are reported.

Methods SMAP

P R F1 F1*
AE 0.7216 0.9795 0.7776  0.8310
IF 0.4423 0.5105 0.4671  0.4739
LSTM-VAE 0.7164 0.9875 0.7555  0.8304
DAGMM 0.6334 0.9984 0.7124  0.7751
OmniAnomaly 0.7585 0.9756 0.8054  0.8535
USAD 0.7697 0.9831 0.8186 0.8634
Methods MSL

P R F1 F1*
AE 0.8535 0.9748 0.8792 0.9101
IF 0.5681 0.6740 0.5984  0.6166
LSTM-VAE 0.8599 0.9756  0.8537  0.9141
DAGMM 0.7562 0.9803 0.8112  0.8537
OmniAnomaly 0.9140 0.8891 0.8952 0.9014
USAD 0.8810 0.9786 0.9109 0.9272
Methods SMD

P R F1 F1*
AE 0.8825 0.8037 0.8280  0.8413
IF 0.5938 0.8532 0.5866  0.7003
LSTM-VAE 0.8698 0.7879  0.8083  0.8268
DAGMM 0.6730 0.8450 0.7231  0.7493
OmniAnomaly 0.9809 0.9438 0.9441 0.9620
USAD 0.9314 0.9617 0.9382  0.9463
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Table 3.5: Average performance (£ standard deviation) over all datasets using point-

adjust.
P R F1 F1*
AE 0.77(0.21) 0.76(0.24) 0.73(0.19)  0.86 (0.04)
IF 0.64(0.17) 0.68(0.11) 0.62(0.12)  0.60 (0.09)
LSTM-VAE  0.72(0.15) 0.80(0.25) 0.75 (0.18)  0.86 (0.04)
DAGMM 0.62(0.21) 0.76(0.29) 0.65(0.22)  0.79 (0.04)
OA 0.73(0.25) 0.95(0.04) 0.78(0.19)  0.91( 0.04)
USAD 0.84(0.12) 0.80(0.25) 0.79(0.18) 0.91(0.04)

does not allow them to detect anomalies close to the normal data. USAD compen-
sates for this drawback of AE-based methods through its adversarial training. A
similar situation occurs with OmniAnomaly, as it does not have a mechanism that

allows to amplify “mild” anomalies.

3.3.4.2 Effect of parameters

In this section, the effects that different parameters and factors that can have impact
on the performance of USAD is studied. All experiments were done using the SWa'T
dataset.

The first factor studied is how USAD responds to different down-sampling rates
of the training data. Down-sampling speeds up learning by reducing the size of the
data and also has a denoising effect. However, it can have a negative effect if too
much information is lost. Figure [3.3[(A) summarizes the obtained results using 5
different rates [1, 5, 10, 20, 50]. Results show that USAD’s performance is relatively
insensitive to down-sampling, with a relatively constant performance across sampling
rates. This indicates that the choice of the down-sampling rate is not critical to the
method. For this experiments, a rate of 5 is selected. This is the best trade-off
between denoising the training data and limiting the loss of information. Moreover,
it allows to reduce by 5 the training time needed for USAD.

The second factor investigated is how USAD responds to different window sizes
in the data. The window size has an impact on the type of abnormal behaviors
that can be detected a direct impact on the speed of anomaly detection since the
speed of detection is defined by the duration of a window. Figure 3.3|B) presents
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3. Unsupervised Anomaly Detection on Multivariate Time Series

the obtained results for five different window sizes K € [5, 10,20, 50, 100]. The best
result was achieved for window size K = 10. USAD can detect behavior changes
faster when the window is smaller since each observation has a greater impact on the
anomaly score. A window that is too large will have to wait for more observations
to detect an anomaly. However, a larger window will detect longer anomalies. If
an anomaly is however too short, it may be hidden in the number of points that
a too-large window has. For Orange, a small window is better since it allows both
faster training and faster detection.

The latent variables Z sit in a m—dimensional space, which is assumed to be
smaller than one of the original data. The role of m in the performance of USAD is
studied. Figure [3.3[(C) presents the results for m € [5,10, 20,40, 100]. Results show
that a very small dimension for Z causes a large loss of information at the encoding
stage that the decoder is not then able to recover, thus leading to a poor performance.
On the other extreme, using a large value for m results in memorization of the
training data causing and a drop in performance. Instead, mid-range values of m do
not seem to have a strong effect in the performance, showing both relatively high
and stable F1 scores.

USAD is trained under the assumption that the training set is formed using only
normal samples. But in practice the training set do not only consist of normal
data. Therefore, I investigate to which level the performance of the method is
affected when this assumption is broken by injecting noise in the training dataset.
A Gaussian noise (1 = 0, o = 0.3)is injected in a random selection of time-points
representing a percentage of the training dataset size.This percentage varies from
1% to 30%. The noise is injected after down-sampling (rate= 5) to avoid noise
attenuation by the down-sampling.

Figure 3.3(D) shows the performance of the method, in terms of P, R and F1,
as the level of noise increases. USAD demonstrates its robustness with a relatively
constant, high performance for noise levels of up to 5%. When the training set
noise is of 10% a slight drop in the performance starts to be observed. However, the
overall performance, measured by the F1 score, remains good. Interestingly, this
performance drop is caused by a lower precision. As the recall remains relatively
constant, this implies that with higher noise in the training set the method begins
to be more prone to detect false positives. This behavior suggests that as the noise
starts to increase, USAD is no longer able to properly learn the most complex

behaviors existing within the training set. As a result, the number of false positives
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Figure 3.3: Effect of parameters. Precision, Recall and Fl-score as a function of A)
the training set’s down-sampling rate, B) the window size K, C) the dimension of the

latent space Z and D) the percentage of anomalies in the training set

increases in the test set, since USAD detects complex normal behaviors as anomalies.
Finally, a significant drop in performance can be observed for high noise levels (30%).
However, such a high anomaly rate during training in a production environment is
not realistic. This means that for a given period of time, 30% of the samples are
unnoticed anomalies. As there are so many anomalies in production, it is not realistic
that such a large number of incidents are missed by Orange’s incident supervision.
Thus, it is unlikely that USAD will be confronted with such a high rate of anomalies
during its training in a production environment at Orange.

Finally, the role of the sensitivity threshold (equation is studied. A large «
corresponds to giving more importance to the reconstruction of the AF; autoencoder
in the anomaly score, while a large § corresponds to giving more importance to the
reconstruction of the AFE, autoencoder (see Figure . The possibility to tune the
detection sensitivity without having to re-train the model is of great importance for

Orange.
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Table 3.6: Anomaly detection results with various sensitivity thresholds for SWaT

dataset

a B FP TP F1

0.0 1.0 604 35,616 0.7875
0.1 0.9 580 35,529 0.7853
0.2 0.8 571 35,285 0.7833
0.5 0.5 548 34,590 0.7741
0.7 0.3 506 34,548 0.7738
09 0.1 299 34,028 0.7684

Table reports the effect of varying «, § in the number of detected FPs, TPs
and the F1 score.

We can observe that by increasing o and reducing f it is possible to reduce the
number of FPs (by a maximum of 50% when passing from 0.0 to 0.9) while limiting
the drop in the number of TPs (3% from 0.0 to 0.9). Thus, the regulation of «
and 3 allows parameterizing the sensitivity of USAD to meet the requirements of a
production environment. With a model, it is possible to achieve different levels of
sensitivity so that detection meets the needs of the different levels of hierarchy within
Orange’s supervision teams. Managers prefer a lower sensitivity levels, limiting the
number of false positives but warning them in case of important incidents, while
technicians will prefer a high level of sensitivity, allowing them to miss a minimum

of incidents.

3.3.4.3 Training time

In this section the computational performance of USAD is studied and compared to
OmniAnomaly, the method offering the closest performance in anomaly detection
(see Table . To do this, the average time taken per epoch on the 5 public data
sets is measured. The reference time for SMD, SMAP and MSL is the average time
for one epoch over all entities (i.e. 28 machines of the SMD, 55 of the SMAP and
27 of the MSL). Both methods were trained using a NVIDIA GeForce GTX 1080
Ti.

Table presents the obtained results. USAD provides good performance in
unsupervised anomaly detection over multivariate time series while reducing training

time by an average of 547 times.
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Table 3.7: Training Time (min) per epoch on each dataset

Methods SWAT WADI SMD SMAP MSL
OmniAnomaly 13 31 87 48 11
USAD 0.06 0.12  0.06 0.08 0.03

Acceleration factor 216 258 1331 581 349

3.3.4.4 Ablation Study

Using SMD, SMAP and MSL datasets, the effects of the two-phase training of USAD
is investigated. Figure [3.4] presents a performance comparison in terms of the F1-
score using USAD (Combined), USAD with only phase one training (Autoencoders)
and with only phase 2 training (Adversarial). Training USAD without adversarial
learning accounts to using the objective presented in equation [3.2] whereas suppress-
ing the autoencoder accounts to use the objective from Equations [3.3}3.4]

GAN-inspired adversarial training represents an increase in performance of 5.88%
(F1 score) with respect to the second best option which is USAD without adversarial
training and 24.09% with respect to using only adversarial training. This can be
explained by the amplified reconstruction error effect introduced by USAD regardless
of the presence or not of an anomaly in the input window. Thus, USAD without
its adversarial training cannot detect the anomalies closest to the normal data.
USAD’s poor performance with only adversarial training is explained by the fact
that the method does not have the autoencoder training to orientate the weights
in a favorable place before starting phase 2 of adversarial training. In conclusion,
ablation of any of the training phases leads to poorer performance. For instance,
both ablated versions of USAD have a lower F1 score than that of several of the
bench-marked methods (Table [3.4] bottom).

3.3.4.5 Feasibility study

The automation of the supervision of complex IT systems is a challenge for Orange.
After studying the properties of USAD and assessing its performance in using public
datasets, the company must ensure that the method is as effective on its data.

Table [3.8| reports the results obtained in the internal dataset. USAD was able to
detect all significant incidents in less than 30 minutes over the two months length of

test data. For example, USAD was able to detect in less than 30 minutes an incident
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N Combined
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09382
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Figure 3.4: Impact with and without adversarial training on USAD

Table 3.8: Anomaly detection results on Orange internal Dataset (without point-

adjust)

Method Precision Recall Fl-score

USAD 0.7448 0.6428 0.6901
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Figure 3.5: Example of a time series from the feasibility study where a configuration
incident was detected by USAD. Twenty-four out of the 33 time variables are shown.

The orange boxes highlight the variables referred to. In orange, the series referred to

in section 13.3.4.5)

that took 24 hours to be detected by the operators in charge of supervision at Orange
(Figure [3.5). This incident was caused by an error introduced in the configuration
files allowing to assign advertising displays to unexpected partners. This caused the
number of advertising displays (TOTAL IMPRESSIONS) to increase, while reducing
the average display prices (TOTAL AVERAGE ECPM). As a result, important business
indicators such as the revenue (TOTAL CPM CPC REVENUE) remained stable and
so, the operators were unable to detect the incident quickly. Faced with the large
amount of indicators to survey, people in charge of supervision concentrated their
efforts on supervising indicators with high business impact, therefore, explaining,

the 24 hours needed to detect this configuration incident.

3.4 Conclusion

This chapter proposes USAD, an UnSupervised Anomaly Detection for multivariate

time series method based on autoencoders and trained within an adversarial train-
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3. Unsupervised Anomaly Detection on Multivariate Time Series

ing inspired by the Generative Adversarial Networks. Its autoencoder architecture
makes it an unsupervised method and allows it to show great stability during the
adversarial training. A set of five public reference datasets were used to to study
the desired properties of USAD. The method demonstrated superior performance
over state-of-the-art techniques on public reference datasets in terms of standard
Fl-score. In addition, its demonstrated fast training, robustness to the choice of
parameters and stability allows for high scalability of the model within an indus-
trial setting. USAD also provides the possibility to parameterize its sensitivity and
to produce, from a single model, a set of detection levels. This possibility offers
Orange’s supervision teams essential functionalities enabling the use of the method
in production on large-scale infrastructure. Since the teams need to be able to
lower the sensitivity of the detection to prevent only major incidents when their
workload becomes too high, the ability to multiply detection sensitivities during
inference makes the model extremely scalable within the company and brings major
advantages. First of all, it allows to limit the time needed to train the supervision
models by limiting their number to just one. Secondly, a deep learning model put
into production must be monitored and supervised by teams. Limiting the number
of models allows to reduce the time spent supervising models in production and
therefore free up time from supervisors to be devoted to different tasks.The feasibil-
ity study performed using Orange’s internal data provided conclusive results which
confirm that USAD suggests a promising direction for the automation of IT systems
supervision at Orange. It also signaled some of the difficulties that might be encoun-
tered on the way to deployment and execution. For example, the data collection
process (Section faced the unexpected difficulty of gathering a continuous
training period not containing too many anomalies. This is an interesting aspect
that makes think on the infrastructure that will need to be put in place to have
USAD succesfully deployed.

o4



Chapter 4

From Univariate to Multivariate
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This chapter presents a feature engineering strateqy to transform univariate time
series into a multivariate one by introducing non-local information in the augmented
data. In this way, this strategy aims to address an intrinsic limitation of the features
learned by DNNs, which is they rely on local information only. The performance of
this combination is compared to each individual method and shows that the method
achieves better performance without increasing computational time on a set of 250
univariate time series proposed by the University of California, Riverside at the 2021

KDDCup competition.
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4. From Univariate to Multivariate Time Series Anomaly Detection
with Non-Local Information

4.1 Introduction

This chapter proposes a novel feature engineering strategy to augment time series
data in the context of anomaly detection using DNNs. The goal is two-fold. First,
it aims to transform univariate time series into multi-variate time series to improve
DNNs performance. Second, it aims to use a feature engineering strategy that
introduces non-local information into the time series, which DNNs are not able to
learn. To achieve this, a data structure called Matrix-Profile is used as a generic
non-trivial feature. Matrix-Profile allows to extract non-local features corresponding
to the similarity among the sub-sequences of a time series. The main contributions

of this chapter are:

e [t proposes an approach that transforms univariate time series into multivari-
ate by using a feature engineering strategy that introduces non-local informa-

tion to improve the performance of DNNs.

e It studies and analyzes the performance of this approach and of each method
separately using the KDDCup 2021 dataset consisting of 250 univariate time

series.

The rest of this chapter is organized as follows. Section briefly reviews other
works on feature engineering for anomaly detection in time series. The section
presents the transformation of univariate time series into multivariate one and the
methods which constitute the framework. Section 4.4 describe the experiments and
demonstrate the performance of this approach. This chapter concludes with some

discussion and perspectives in section

4.2 Related works

Different studies have raised the importance of feature engineering for the detection
of anomalies and the superiority of multivariate models in time series. A first study
conducted by Carta et al [I6] shows that in network anomaly detection, the intro-
duction of new features is essential to improve the performance of state-of-the-art
solutions. Fesht et al [I5] compare the performance of manual and automatic fea-
ture engineering methods on drinking-water quality anomaly detection. The study

concludes that automatic feature engineering methods obtain better performances
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in terms of Fl-score. Ouyand et al [86] shows that feature extraction is one of the
essential keys for machine learning and proposes a method called hierarchical time
series feature extraction used for supervised binary classification. Panda et al [87]
demonstrates that appropriate feature engineering in addition to deep learning meth-
ods provides better detection of IoT-Botnet cyber attacks than methods alone. Fan
et al |[88] proposes three feature engineering methods based on Auto-Encoders and
GANs. Their performance on building energy prediction shows that these methods
outperform conventional feature engineering methods. Santos et al [89] compares
univariate and multivariate models for predicting portfolio value at risk (VaR). Their
comparison on both simulated and real data concludes that the multivariate models
outperform their univariate equivalents. Finally, in [90], the authors conclude that
multivariate models provided a more precise and accurate forecast with smaller con-
fidence intervals and better measures of accuracy. Thus, studies have demonstrated
the importance of feature engineering to improve anomaly detection models as well
as the performance of multivariate methods compared to univariate ones on time
series. Motivated by these ideas, this work aims to investigate how feature engi-
neering using non-local information to achieve variate augmentation in time series
can improve the performance of anomaly detection DNN models in univariate time

series.

4.3 From univariate to multivariate time series

To take advantage of the performance of multivariate methods of anomaly detection

on univariate time series it is necessary to transform the univariate time series into
multivariate one. This can be achieved by adding external information to the time
series, which requires specific domain knowledge. This strategy, instead, transforms
the univariate time series into a multivariate one, without any further information
than the original time series, and is generic in that no specific knowledge on what
the time series represents is required.

The strategy consists in building another time series (i.e. another variate) by
extracting non-local information from the raw time series, which DNN approaches
fail to obtain as they typically operate in local neighborhood. To this end, the
Matrix-Profile (MP) [53] 4], a data structure for time series analysis is used. The
proposed strategy is illustrated in Figure [4.1]
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Figure 4.1: Top: DNN automatic feature learning and extraction is limited to a
local neighborhood, which is typically represented by the input window information.
Middle: the matrix profile algorithm relies on non-local features, which are obtained
by comparing every window of the time series. Bottom: the proposed strategy brings
non-local feature information to a DNN by transforming the original univariate time
series into a multivariate one by combining the raw time series and the non-local

information obtained with matrix profile.

The Matrix profile estimates the minimal distance between all sub-sequences of a
time series. Thus, the Matrix-Profile value for a given sub-sequence is the minimum
pairwise Euclidean distance to all other sub-sequences of the time series. A low
value in the matrix profile indicates that this sub-sequence has at least one relatively
similar sub-sequence located somewhere in the original series. In [55], it is shown
that a high value indicates that the original series must have an abnormal sub-
sequence. Therefore the matrix profile can be used as an anomaly score, with a high
value indicating an anomaly.

In this approach, the anomaly score obtained by Matrix-Profile is used over a

given time series and merge it point-by-point with the original data. This can be
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thus seen as a data augmentation procedure using non-local information from the
same signal.

As the new time series is just a multivariate time series, any given anomaly de-
tection method can be used to identify anomalous points in it. In this work, three
different estimation model-based techniques [34] are investigated as base anomaly
detection methods. Among these category of methods, the auto-encoder [66] is
among the most commonly used. An auto-encoder (AE) is an artificial neural net-
work combining an encoder F and a decoder D. The encoder part takes the input
window W and maps it into a set of latent variables Z, whereas the decoder maps
the latent variables Z back into the input space as a reconstruction W. The dif-
ference between the original input vector W and the reconstruction W is called
the reconstruction error. Thus, the training objective aims to minimize this error.
Auto-encoder-based anomaly detection uses the reconstruction error as the anomaly
score. Time windows with a high score are considered to be anomalies [21].

Alongside the AE, a more complex approach based on a Variational AutoEncoder
(VAE) coupled with a recurrent neural network is considered, the Long Short-Term
Memory Variational Auto-Encoders (LSTM-VAE) [11]. In the LSTM-VAE, the feed
forward network iof the VAE is replaced by a Long Short-Term Memory (LSTM),
which allows to model the temporal dependencies. As in the AE, the input data is
projected in a latent space. However, differently from the AE, this representation
is then used to estimate an output distribution and not to simply reconstruct a
sample. An anomaly is detected when the log-likelihood is below a threshold.

The third estimation model-based method considered is denoted UnSupervised
Anomaly Detection (USAD) [2]. USAD is composed of three elements: an encoder
network and two decoder networks. The three elements are connected into an archi-
tecture composed of two auto-encoders sharing the same encoder network within a
two-phase adversarial training framework. The adversarial training allows to over-
come the intrinsic limitations of AEs by training a model capable of identifying when
the input data does not contain an anomaly and thus perform a good reconstruction.
At the same time, the AE architecture allows to gain stability during adversarial
training of the two decoders.

The architecture is trained in two phases. First, the two AEs are trained to learn
to reconstruct the normal input windows. Secondly, the two AEs are trained in an
adversarial way, where the first one seeks to fool the second one, while this latter one

aims to learn when the data is real (coming directly from the input) or reconstructed
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(coming from the other autoencoder). As with the base AE, the anomaly score is
obtained as the difference between the input data and the data reconstructed by the

concatenated autoencoders.

4.4 Experiments and Results

This section first describes the datasets used and the experimental setup used in this
work. Then, The performance of the proposed approach is studied and compared

against other techniques.

4.4.1 Datasets

In this experiments 250 univariate time series proposed by the University of Cal-
ifornia, Riverside at the 2021 KDDCup competition, consisting of univariate time
series from many different fields are used. The 250 time series are composed of a
training part containing data considered as normal and a test part containing one
anomaly. The time series range from 6680 points for the smallest to 900000 points
for the largest. The length of the training set represents on average 31% of the total
length of the time series (i.e. a training on the first 31% points of the time series
and a test on the next 69% points) with a minimum length of 2.5% and a maximum

of 76.9%. All the time series are min-max normalized.

4.4.2 Experimental setup

The percentage of correctly labeled series is used to evaluate the performance of the
method. A time series is considered to be correctly predicted when the index of the
point labeled as anomalous is included in a window of 100 points around the true
anomaly.

This method is compared against the matrix-profile (MP), the auto-encoder (AE),
the LSTM-VAE and USAD without the transformation of the time series. The
performance of the three anomaly detection methods AE, LSTM-VAE and USAD
on a transformed univariate time series obtained using only non-local information,
i.e. with Matrix-profile (MP-AE, MP-LSTM-VAE and MP-USAD) is compared.
The AE, LSTM-VAE and USAD’s performance using the proposed multivariate

transformation, consisting of the original raw time series and the series obtained
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Table 4.1: Hyper-parameter settings of the different methods

Method Paramaters
MP window _size = 100, discords = True
AE window _size = 100, latent _dimension = 10, Epochs = 100

LSTM-VAE | window _size = 100, Epochs = 100
USAD window _size = 100, latent _dimension = 10, Epochs = 100

with MP, respectively (TS+MP)-AE, (TS+MP)-LSTM-VAE and (TS+MP)-USAD
are assessed. To validate the relevance of the use of non-local information in the
transformation of the time series, an identical combination with a local feature
engineering strategy is considered. In particular, in the experiments the moving
average (MA), respectively (TS+MA)-AE, (TS+MA)-LSTM-VAE and (TS+MA)-
USAD) is used.

4.4.2.1 Implementation.

The AE is implemented using Pytorch and publicly available implementations is
used for MP[1]f] LSTM-VAF and USADf| Table details the hyper-parameter
setup used for each method. Where a parameter is not specified, it indicated that
those set by default in the original implementation were used.

All experiments are performed on a machine equipped with an Intel(R) Xeon(R)
CPU E5-2699 v4 @ 2.20GHz and 270 GB RAM, in a docker container running
CentOS 7 version 3.10.0 with access to an NVIDIA GeForce GTX 1080 Ti 11GB
GPU.

4.4.3 Results

Table |4.2] presents the results obtained by the different methods in terms of perfor-
mance accuracy and computational times. Interestingly, the performance of DNN-
based methods on univariate time series is very low and largely surpassed by the
more conventional approach, the matrix profile. However, once the same techniques
use the proposed data transformation strategy, an important boost in their perfor-
mance can be observed. The Auto-Encoder and the LSTM-VAE score almost 2.3

'https://stumpy.readthedocs.io
’https://github.com/TimyadNyda/Variational-Lstm-Autoencoder
3https://github.com/robustml-eurecom/usad
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Table 4.2: Methods performance and computational time.

Method Performance | Train and Test time
(sx10%)
Matrix-Profile 0.416 1.47
AE 0.236 22.00
LSTM-VAE 0.198 85.31
USAD 0.276 29.00
MP-AE 0.292 22.16
MP-LSTM-VAE 0.344 84.30
MP-USAD 0.404 29.10
(TS+MA)-A 0.148 22.38
(TS+MA)- LSTM VAE 0.134 85.43
(TS+MA)-USAD 0.176 29.12
(TS+MP)-A 0.536 22.50
(TS+MP)-LSTM-VAE 0.446 85.83
(TS+MP)-USAD 0.488 29.28

times higher when the combination of the matrix profile and real data is used as
input instead of the original data. Similarly, USAD’s performance increases by 1.8
times when the matrix profile and raw time series combination is used compared to
its performance using only the raw time series.

Nevertheless, the non-local transformation alone is not enough to boost the per-
formance of DNN methods. For instance, if the input consists only of the univariate
time series transformed using the matrix profile, while there is some increased perfor-
mance, this one is milder than when using a multivariate time series. This confirms
that DNN methods perform better in a multivariate setup for anomaly detection.

Regarding the use of local features, i.e. the moving average, adding it does not
allow USAD, LSTM-VAE and AE to increase their performance. Indeed, the com-
bination of raw time series and moving average degrades the performance of AE
and USAD by about 0.1 and the performance of LSTM-VAE by about 0.06. This
suggests that any local features that might be discriminative can be extracted by
the DNNs and introducing new manually crafted ones may be detrimental.

Finally, as it is expected, the computational time of DNN-based methods is much

longer than the MP. However, what is interesting in the findings is that the computa-
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Figure 4.2: Anomaly correctly detected by USAD only with a multivariate input

combining Matrix-Profile and original univariate time series
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Figure 4.3: Anomaly correctly detected by USAD only with a multivariate input

combining Matrix-Profile and original univariate time series
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tional time of DNN methods is very little impacted when the dimension of the time
series increases. In fact, the AE’s computational time goes from 21993 seconds in
the fastest univariate configuration to 22491 seconds in the multivariate case. This
means an increase of only 2.2% on computational time for a gain in performance of

230%.

4.5 Discussion and Conclusions

This chapter proposes an approach to augment univariate time series using a feature
engineering strategy that introduces non-local information in the generation of an
additional variate to the series. In this way, this strategy expects to address a limi-
tation of DNNs, as they are not conceived to learn automatically non-local features.
Automatic non-local feature extraction is achieved by relying on the Matrix-Profile, a
method that computes the minimum pairwise Euclidean distance of all subsequences
of the time series, and by combining its output with the original time series.

The KDDcup 2021 competition containing 250 univariate time series is used to
study the performance of this method. The performance analysis highlighted the
relevance of transforming the univariate time series using the proposed feature en-
gineering and data augmentation strategy. The results show that introducing non-
local information to augment the dimension of the series improves the performance
of DNN methods. For instance, by using a very simple method, such as an autoen-
coder, a gain in performance of 230% was obtained, without significantly increasing
the computational time. As such, the preliminary results suggest that non-local in-
formation represents an important source of additional information that can increase
performance of DNN methods.

While this approach focuses on the particular case of transforming uni- to mul-
tivariate time series, this idea could be used to augment time series, which are
multivariate at origin, as a way to introduce non-local information. In this work,
three methods of anomaly detection based on Deep Neural Networks were used in
combination with Matrix profile. The good performance on a simple auto-encoder, a
recurrent network such as LTSM-VAE and USAD, a state-of-the-art neural network,
suggest that this combination could generalize to other DNN methods. Therefore,
future works should explore other feature engineering techniques that can provide
non-local information, as well as other multivariate DNN anomaly detection meth-

ods.
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Finally, the findings are consistent with one of the results of the time series pre-
diction competition, the M4 challenge [91], which highlighted the predictive power
of ensemble approaches combining learning-based with more conventional statistical
methods. Due to the great success of DNN methods in the recent years, it is now
often the case that more traditional methods are overseen. The results suggest that

the use of hybrid approaches should be further explored.
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Chapter 5

Are Deep Neural Networks Methods
Needed for Anomaly Detection on

Multivariate Time Series?
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This chapter studies the anomaly detection performance of sixteen conventional,
machine learning-based and, deep neural network approaches on five real-world open
datasets. By analyzing and comparing the performance of each of the sizteen meth-
ods, it shows that no family of methods outperforms the others. Thus, it is impossible

to affirm that deep neural networks are superior to previous methods.
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5.1 Introduction

This chapter presents a comparison between conventional methods, machine learning-
based and more recent DNN-based approaches. This work is motivated by different
recent works, which have reported on the limitations and drawbacks of DNN-based
methods in different application fields [36, 92], 03, 04]. While some of this works
have focused on pointing out to the weaknesses of DNN-based methods [92] 03],
other works have been able to demonstrate the superiority of more conventional
approaches [36], 94].

The main contributions of this chapter are the following:

e [t studies and analyze the performance of sixteen of the most commonly used
methods for anomaly detection in multivariate time series grouped into three
categories: Conventional, machine learning-based and DNN-based over five

open real-world data sets.

e [t discusses the need for DNN-based approaches and the importance of con-
ventional methods in future benchmarks for multivariate time series anomaly

detection.

The rest of this chapter is organized as follows. Section briefly reviews other
works comparing modern DNN-based methods to previous non-DNN-based works.
Sections [5.3] and describe the experiments and analyze the performance on the

data sets.

5.2 Related work

Different studies have raised the question about the real gain of DNN-based meth-
ods in several application fields. A first study by Fernandez-Delgado et al. [95] pre-
sented a comprehensive evaluation of 179 classifiers from a collection of 17 families
of methods, (including neural networks, support vector machines, random forests,
generalized linear models, nearest-neighbors, partial least squares and principal com-
ponent regression among others) on a large number of classification tasks from the
UCI Machine Learning Repositoryf] The empirical studied suggested that a rela-

tively simple algorithm, the random forest, was overall the best classifier in terms

'https://archive.ics.uci.edu/ml/index.php
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5.3 Experimental setup

of accuracy. In [94], Jiao et al. showed how conventional linear regression meth-
ods outperform DNN-based techniques in two showcased optical imaging problems,
i.e. an optical cryptosystem attack and blind reconstruction in single pixel imaging.
Autun et al. [92] proposed a stability test to demonstrates how DNN-based methods
for image reconstruction are very sensitive to tiny perturbations in the input images
during training, which leads to unstable results. Furthermore, Heaven [93] showed
small changes in a DNN’s input, usually imperceptible to humans, can destabilize the
best neural networks, thus pointing to the lack of robustness of DNN-based methods
and their dependence on large amounts of data. Most recently, in the context of
medical image segmentation, Fu et al. [96] showed that simpler DNN configurations
have better generalization properties than state-of-the-art models but more complex
DNN models, thus challenging the current trend towards continuously increasing the
model complexity.

In the specific context of time series analysis, the results of the M3 challenge on
time series forecasting [36] showed that the accuracy of learning-based models, in
general, was lower than that one of conventional approaches, while their computa-
tional requirements were considerably greater than those of conventional statistical
methods. Similarly, one of the main outcomes of the follow-up M4 competition [97]
was that none of the pure ML methods participating was able to outperform the com-
bination of learning-based and statistical (i.e. conventional) methods. For instance,
only one DNN approach was more accurate than a naive random walk model that

assumed future values will be the same as those of the last known observation [97].

5.3 Experimental setup

This section describes the datasets and the performance metrics used in the ex-

periments.

5.3.1 Public Datasets

The same five datasets as the previous chapter were used in this experiments.
Table summarizes the datasets characteristics and the type of anomalies present

in each dataset.
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Table 5.1: Benchmarked Datasets. (%) is the percentage of anomalous data points
in the dataset.

Dataset Train Test Dimensions Anomalies (%) Type of anomaly
SWaT 496800 449919 51 11.98 P, C, Col
WADI 1209601 172801 123 5.99 P, C, Col
SMD 708405 708420 28*38 4.16 P, Col
SMAP 135183 427617 55%25 13.13 P, Col
MSL 58317 73729 27*55 10.72 P, Col

P: Point Anomaly, C: Contextual anomaly, Col: Collective anomaly

5.3.2 Evaluation Metrics

As in the previous chapter, performance is assessed by comparing the results of each
evaluated method with the annotated ground truth. Precision (P), Recall (R), and
F1 score (F1) were used to evaluate anomaly detection performance.

The average precision (AP) is computed from anomaly scores. AP summarizes
a precision-recall curve as the weighted mean of precision achieved at every given
anomaly score threshold, with the increase in recall from the previous threshold used

as the weight:
AP = (R, — Rn_1)P,

n
where P, and R,, are the precision and recall at the n-th threshold. Finally, the area
under the Receiver operating characteristic (AUC) curve is computed.

In the experiments, a window is considered labeled as an anomaly as soon as one
of the points it contains is detected as anomalous. For methods that do not use a
time window, an anomaly is considered detected if the detection occurs within 12
time points on either side of the anomaly.

the point-adjust approach is used as in the previous chapter since anomalous ob-

servations usually occur in the form of contiguous anomaly segments.

5.4 Experiments and Results

The performance of the sixteen methods discussed in Section 2.2]is studied on the

five datasets discussed in Section [5.3.1]in terms of precision, recall, F1-score, AP and
AUC (5.4.1). An analysis of the results is performed by comparing the anomalies
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detected by the conventional methods and the learning-based approaches ([5.4.2)).
The impact of the training set size (5.4.3)) is studied. Finally, a synthesis of the
results is proposed and discussed ((5.4.4)).

5.4.1 Benchmark Performance

The performance of the sixteen anomaly detection methods are assessed on the five
public real-world datasets. Train and testing splits are reported in Table [5.1]

As not all of the anomaly detection approaches provide a mechanism for select-
ing anomaly thresholds,a thousand possible anomaly thresholds are tested for each
model. The anomaly score is normalized between 0 and 1 and then test on one
thousand thresholds in steps of 0.001. For every method, the results associated to
the highest achieved F1 score, the AUC and the AP are reported.

Table reports mean, minimum and maximum performance of each group of
methods (conventional, ML or DNN) on every dataset. Where the minimum value is

"-" it denotes that a method in that category did not provide any results

reported as
after more than ten days of execution in my experiments. Concretely, this occurrs for
VAR and SSA on SWaT and WADI dataset, and for MP on WADI dataset. At a first
instance, the results suggest that learning-based methods, and in particular DNN-
based, outperform conventional ones in terms of average performance, while often
reporting the highest performing models (maximum value). Instead, conventional
methods typically report the lowest performing method (minimum values). This
behaviour is most evident in the SWaT and MSL datasets.

The estimation of precision, recall and the F1 score requires the computation
of a threshold, which can be extremely complicated to define. The AUC-ROC
and AP metrics allow to obtain a score that takes into account the ability of the
methods to rank the anomalies without having to define a threshold and provide a
complementary information w.r.t P, R and F1. In particular, AP is more sensitive
to the positive class, i.e. the anomalies, than the AUC-ROC, so it is better suited
to highly unbalanced data [98|, as it is the case in anomaly detection problem. A
detailed comparison of the performance of the different methods in terms of AP
shows that conventional methods outperform all families of methods in the MSL
dataset and they are the second best ranked after DNN methods for the remaining

datasets.
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A Welch’s t-test over the obtained results indicates that only AP in WADI shows a
significant difference among the different families of methods. Thus, only WADI can
differentiate performance between the three categories of approaches. This result
indicates that while DNN methods would perform better in some cases, more glob-
ally, there is no significant difference in performance between the method families

in four out of five datasets.

5.4.2 Analysis of WADI

A more detailed analysis is performed on the performance results obtained for each
type of method. The WADI dataset is used because it is the only dataset that shows
a significant difference in performance between the method families.

Figure (top) represents the false negatives of all the conventional methods.
In other words, a value of 1.0 represents an anomaly labeled as normal by all the
conventional techniques. The second plot represents the same information for the
machine learning models and the third one for DNN approaches. The fourth series
in green represents the false negatives of the conventional approaches which are true
positives for the DNNs methods. In other words, a value of 1.0 corresponds to an
anomaly detected by at least one DNN algorithm but by no conventional methods.
Finally, the purple series shows the ground truth labels. Overall, WADI contains 14
anomalies distributed over the test (Figure [5.1 bottom).

An inspection of the plots shows that four anomalies are not detected by any of the
DNNs approaches, while seven anomalies are not detected by the conventional and
machine learning models. Thus, these three anomalies explain the performance gap
between the DNNs and conventional methods, which are the second best performing
family in terms of AP on this dataset (see fourth series).

Figure presents a detailed view of the first anomaly from the green series.
It is caused by the variate 1 MV 001 increasing its value to 2.0 before the vari-
ate 1 _LT 001 has reached its mininimal expected value (40). It is a contextual
anomaly, as the separate behavior of each variate does not constitute an anoma-
lous behavior on its own. The remaining two anomalies also shows that they are
contextual anomalies. This suggests that the performance gap between DNNs and
conventional methods comes from a better detection of contextual anomalies by

DNNSs approaches.
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An __ly not detected by conventional methods

Anomaly not detected by ML methods

Anomaly not detected by DNN methods

Anomaly not detected by conventional methods but detected by DNNs

Labels

0 25000 50000 75000 100000 125000 150000 175000

Figure 5.1: Top row: False negatives of conventional methods; Second row: False neg-
atives of Machine learning algorithms; Third row: False negatives of DNNs approaches;
Fourth row: False negatives of conventional methods that were well predicted by DNNs
methods; Fifth row: Ground truth Labels
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Figure 5.2: Contextual anomaly in red due to the activation of a motorized valve
(1_MV _001) which causes the filling of the tank (1 LT 001) before it reaches the
switching threshold (located at 40)
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5.4.3 Impact of training set size

Using WADI and SWaT datasets, The impact of the training set size on the perfor-
mance of the methods is studied. the size of the training set is reduced by keeping
the most recent points, i.e. the closest to the test set. 10% , 25% , 50% and 75% of
the original training points are kept. For each set, one model per method is trained
and its performance assessed. Figures and present respectively the AUC
and the AP obtained on the SWaT dataset and Figures and on the WADI
dataset. Conventional methods globally obtain better results when the dataset size
is less than 50% of the original one. For example, on the SwaT dataset, MP, PCA
and ICA outperform in terms of AP all MLL and DNN methods when the training
set is 50% or less. Their performance is matched by OC-SVM at 50%, and it is
outperformed only when three quarters of the training dataset is retained. The per-
formance of conventional approaches remains relatively constant, despite changes in
the training set size, meaning this has little impact in their performance. Instead,
ML and DNN methods perform better when increasing the size of the training
dataset, except for IF on the WADI dataset which performs slightly better when
only 50% of the dataset is kept. This can be explained by the fact that the isola-
tion of anomalous points can be more complex when the training set is larger. In
general, it is only above 50% that DNNs approaches seem to perform better than

conventional methods.

5.4.4 Discussion

The experimental results for multivariate anomaly detection using conventional, ma-
chine learning and DNN methods did not prove the superiority of one category over
the others over the datasets. However, there are some indications that in the partic-
ular case of contextual anomalies, DNN-based methods perform better and may be
necessary. However, this analysis is only true when the dataset is large enough for
them to learn properly, otherwise conventional methods seem to outperform them.
While a detailed analysis of the performance of different methods in contextual
anomalies is, therefore, necessary, it is complicated to obtain real datasets contain-
ing contextual anomalies to validate this hypothesis. Indeed, contextual anomalies
are by definition difficult to detect visually by experts since taken alone the series
seem normal. It is therefore challenging for the community to obtain datasets con-

taining contextual anomalies without these having been manually induced. In view
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Figure 5.3: Area under the Receiver operating characteristic curve (AUC) on SWaT
dataset.

of these results, it is impossible to affirm that the most complex methods based on
DNNSs have allowed a real advance in the problem of anomaly detection in multivari-
ate time series. It is therefore essential for the community to reintegrate machine
learning methods, but also conventional methods in the benchmarks to ensure that
the new methods proposed improve the performance in the detection of anomalies in
time series. Furthermore, the lack of good results from the most complex methods
in some cases, invites to encourage the community to continue to propose methods
from all three categories and not to focus only on DNN-based methods.

This chapter focuses on some aspects of the performance of different types of
methods, while leaving aside a detailed analysis of the computational times required
by each technique. It is now relatively well established that ML and DNN-based
approaches are more computationally demanding than conventional methods. This
is mainly due to the fact that training time can be very expensive, especially for
DNN-based methods. Conventional methods have the advantage of not requiring a
training phase, which is where ML. and DNN-based methods consume most of the
computational resources. However, at inference time, DNN-based methods can be
much faster. As an example, Matrix-Profile is a fast conventional approach [99],
which, however, requires to compute the distance of every new sub-sequence w.r.t.

old available data.
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Figure 5.4: Average precision (AP) on SWaT dataset.

Another important observation from this study regards scalability. Some conven-
tional methods failed to converge when the data set was too large (i.e. VAR and SSA
on SWaT and WADI and MP only on WADI). Therefore, the size of the datasets
is an important criterion in the choice of a methods to use. While DNN-based
methods are a more suitable choice for larger sets of data, despite their overhead
in computational time during training, conventional approaches seem to be a better
choice in a small data regime.

Finally, an important point to consider is also the difficulty to reproduce the results
of DNN-based methods compared to the other two categories of methods. Indeed,
there is a plethora of open implementations of conventional El and machine learning
based methods EL while some DNN-based approaches can be difficult to implement,

sometimes no implementation is available or it is difficult to set up.

5.5 Conclusion

This chapter provides a comparative analysis of conventional, machine learning-
based and DNN-based methods. The performance of sixteen algorithms is evaluated

on five open real-world datasets to understand whether the complexity provided by

'PYOD : https://github.com/yzhao062/pyod
2Scikit Learn : https://scikit-learn.org/
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Figure 5.5: Area under the Receiver operating characteristic curve (AUC) on WADI
dataset.

DNN-based approaches is necessary for anomaly detection in multivariate time se-
ries. The impact of the training set size on the performance of these methods is
studied. The performance analysis did not allow to observe a superiority of one
category of methods over the others in terms of performance. The results showed
that all three categories can outperform the other two according to the criteria of
the dataset. The DNN based methods seem to perform better when the dataset
contains contextual anomalies. However, this finding could only be made on one of
the five datasets, so more experimentation is needed to confirm that DNN methods
outperform the other categories in terms of contextual anomaly detection. Further-
more, if the training set is not large enough, the conventional methods outperform
the other two categories. Thus, the size of the training set is an important criterion
in the choice of the category of methods to detect anomalies in multivariate time
series. Some conventional methods have failed to scale on large data sets.

In view of all these results, it is not possible to affirm that the performance claimed
in recent years in benchmark papers that omitted one of the three categories are
not illusory [20]. I therefore encourage the community to reincorporate the three
categories of methods in the benchmarks of anomaly detection in multivariate time
series. Moreover, it seems essential to multiply the number of datasets compared
in the benchmarks in order to ensure that all eventualities are covered. For this,

the community will have to obtain new real world datasets containing contextual
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Figure 5.6: Average precision (AP) on WADI dataset.

anomalies. Indeed, the difficulty for experts to visually label contextual anomalies in
multivariate time series makes it difficult to obtain test sets covering this criterion.
It is then complicated to assert that DNN methods are necessary although it seems
that they are able to outperform conventional approaches in this domain when the

data set is large enough.
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Table 5.2: Summarized performance measures per each category of methods. For

each measure the mean + standard deviation, and the [minimum, maximum]| values

per category are reported. Values are reported as %

Dataset | Metric Conventional Machine learning DNN
P 75.14+31.4 [-,92.5] 84.8+16.8 [60.2,98.2] 84.84+13.6 [71.2,99.1]
R 74.5+2.6 [-,78.5] 80.8+11.4 [73.8,97.7] 82.4+12.3 [70.4,98.3]
SWaT F1 70.6+£22.2 [-,82.7] 80.9+4.4 [74.5,84.3]  82.1+£2.0 [79.7,84.6]
AUC 74.9+13.4 [-,81.5] 76.1£11.4 [59.1,83.3] 83.0+0.8 [82.2,84.0]
AP 59.4+26.4 [-,71.6] 57.04£30.0 [12.0,72.7]  72.84+0.7 [71.5,73.4]
P 29.8+15.5 [-,50.8] 49.4+42.2 [9.1,98.5] 39.9+16.8 [22.3,64.5]
R 30.1+4.1 [-,32.5] 64.9+37.5 [15.9,95.1] 42.9431.3 [19.8,98.0]
WADI F1 27.746.0 [-,32.5] 34.6+19.3 [16.6,61.7] 35.8+8.9 [20.9,43.0]
AUC 50.8+0.8 [-,51.3] 57.6+£10.0 [48.6,70.8] 63.9+2.8 [59.3,66.8]
AP 16.1+6.7 [-,20.3] 15.4+45.7 [7.5,20.4] 25.5+3.0 [21.5,29.3|
P 72.9+23.4 [21.7,89.1] 72.2+18.8 [47.0,92.6] 86.7+11.7 [67.3,98.1]
R 70.1+7.1 [56.3,78.0]  95.6+6.2 [86.3,99.0]  86.9+8.0 |78.8,96.2]
SMD F1 62.94+20.8 [20.4,80.1] 75.6+13.1 [56.8,87.2] 84.849.3 [72.3,94.4]
AUC | 66.243.9 [59.9,70.1]  72.4+4.8 [66.3,77.1]  74.4+3.2 [69.5,77.5]
AP 24.9+7.1 [17.2,34.6] 23.3+9.8 [8.7,29.5] 29.6+3.7 [26.1,35.2]
P 60.0+17.4 [38.7,78.4] 74.9+9.7 |60.5,80.5]  72.7£4.2 [66.3,77.0]
R 96.4+3.5 [89.0,98.8]  92.1+11.5 [74.9,98.7] 98.3+0.9 [97.6,99.8]
SMAP F1 64.5+16.4 [42.8,82.0] 79.6+8.5 [66.9,84.3]  77.4+4.3 [71.2,81.9]
AUC | 59.844.2 [52.7,65.7]  58.4+4.6 [52.8,63.9] 63.5+1.7 [60.7,65.2]
AP 24.444.0 [16.7,28.8]  21.5+5.7 [14.7,26.4]  27.3+1.6 [24.9,29.1|
P 71.6+15.0 [49.3,87.3] 81.0+8.9 [70.1,91.3]  85.3+5.9 [75.6,91.4|
R 94.244.3 [84.7,97.1]  83.6+6.9 [73.7,89.8]  96.0+4.0 [88.9,98.0]
MSL F1 74.4£15.1 [51.0,90.1]  78.1£7.5 [69.3,86.0]  87.0+£3.9 [81.1,91.1]
AUC | 60.943.0 [55.3,64.7]  60.1+3.6 [56.3,63.4] 62.5+0.5 [61.8,63.2]
AP 25.0+4.0 [20.2,29.8]  21.6+5.9 [15.1,27.0]  24.441.5 [22.5,26.1]
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Chapter 6

Conclusion and Perspectives

6.1 Conclusion

This thesis focuses on the unsupervised detection of anomalies in multivariate time
series. Being able to detect anomalous behavior is an increasingly complex task
due to the growing size and complexity of the systems being measured. However,
anomaly detection is one of the key issues for a large number of domains such as
finance, health or supervision. To this end, this thesis proposed a method called
USAD that can partially address the problem of anomaly detection in multivariate
time series such as the automation of the supervision of large computer systems in
Orange since it meets the constraints of scalability and fast learning while offering
possibilities of managing the level of detection and very good performance compared
to other deep neural network methods of the state of the art. This thesis also presents
a feature engineering strategy to improve the performance of DNN methods such as
USAD by introducing non-local information and to transform a univariate time series
into a multivariate one. However, while these methods appear to be effective for time
series anomaly detection and their performance on contextual anomalies could be
important for automating the supervision of large computer systems, it is currently
impossible to argue that their larger complexity compared to conventional methods
is really necessary to solve this problem as shown in the study proposed in this
thesis. It is important to encourage the community to reintegrate all three families of
methods into future benchmarks to ensure that the announced progress is achieved.
Finally, this thesis highlighted the power of ensemble approaches combining learning-

based and more conventional statistical methods and suggest that the use of hybrid
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approaches should be further explored.

Chapter 3 proposes a new method called UnSupervised Anomaly Detection for
multivariate time series (USAD) [2] based on an autoencoder architecture whose
learning is inspired by GANs. The intuition behind USAD is that the adversarial
learning of its encoder-decoder architecture allows it to learn to amplify the con-
struction error of inputs containing anomaly, while gaining stability over methods
based on GANs architectures. The method has demonstrated superior performance
to state-of-the-art techniques on public benchmark datasets. In addition, its learn-
ing speed, robustness to parameter selection and stability allow a high scalability of
the model in an industrial context. USAD also offers the possibility to parameterize
its sensitivity and to produce, from a single model, a set of detection levels.

Chapter 4 investigates a new feature engineering strategy for augmenting time
series data in the context of anomaly detection using deep neural networks [100].
The objective is to transform univariate time series into multivariate time series
to improve performance. But also, the use of a feature engineering strategy that
introduces non-local information in the time series. This chapter therefore proposes
a strategy that consists in engineering another time series (i.e. another variable) by
extracting non-local information from the raw time series, which deep neural network
approaches fail to obtain because they usually operate in a local neighborhood. To
this purpose, Matrix Profile (MP), a method that computes the minimum pairwise
Euclidean distance of all subsequences of the time series is used, and its result is
combined with the original time series. The performance on the KDDcup 2021
competition data containing 250 univariate times shows that introducing non-local
information to increase the dimension of the time series improves the performance
of the deep neural network method. Although this approach focuses on the special
case of transforming univariate time series into multivariate time series, this idea
could be used to augment time series, which are multivariate in origin, as a way to
introduce non-local information.

Chapter 5 presents an in-depth comparison between conventional methods, ma-
chine learning-based approaches and more recent approaches based on deep neural
networks. Indeed, the lack of a general comparison covering all families of meth-
ods in the literature and the explosion of more and more complex methods based
on deep neural networks, has called into question the methodological advances and
performance improvements reported in the benchmarks for anomaly detection in

multivariate time series. The analysis of the performance of sixteen methods on
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6.2 Perspectives

five datasets did not allow to observe a superiority of one category of methods over
the others. The results showed that the three categories can perform better than
the other two depending on the dataset criteria. The deep neural network based
methods seem to perform better when the dataset contains contextual anomalies or
when the datasets are large, while the conventional techniques perform better when

the dataset is small.

6.2 Perspectives

This thesis opens several research perspectives.

First, Chapter 5 shows that it would appear that deep neural networks would
perform better on contextual anomalies, however, this finding could only be made
on one of the five datasets, so further experimentation is needed to confirm that
deep neural network methods perform better than the other categories in terms
of contextual anomaly detection. It seems then essential to multiply the number
of datasets compared in the benchmarks in order to ensure that all eventualities
are covered. To do so, the community will have to obtain new real-world datasets
containing contextual anomalies but the difficulty for experts to visually label con-
textual anomalies in multivariate time series makes it difficult to obtain test sets
covering this criterion. Obtaining these new sets will potentially allow the commu-
nity to answer the question: Are deep neural network methods really necessary in
the detection of anomalies in multivariate time series?

Second, the results in Chapter 4 suggest that the use of hybrid approaches could
be an alternative to the choice between different families of methods. This would
require exploring other feature engineering techniques that can provide non-local
information, as well as other deep neural network methods for anomaly detection.
Thus, the creation of hybrid approaches could potentially address the limitations
and constraints of each family of methods in order to get closer to the automatic
supervision of large computer systems.

Third, in order to limit the complexity of the models, low complexity model en-
sembling could be considered. Indeed, the very recent results of the KDDCUP2021
on anomaly detection in univariate time series show that the podium of solutions
are based on a low complexity model ensembling with selection mechanisms based
on anomaly scores. Thus, the approach of model ensembling seems promising and

is complementary with a hybrid approach as proposed previously.

83



6. Conclusion and Perspectives

Finally, the ability to detect abnormal behavior in a complex system is not the
only important task. To be able to use these models in a real industrial environment,
it seems important to be able to identify the variables causing the anomaly. Indeed,
detecting an abnormal period in a time series is only the first step. After the
detection it is essential to be able to identify the causes in order to apply the adequate
countermeasures. Thus, this work will have to be extended in this direction before

taking its full place in the industrial world.

84



References

1]

2]

Bo ZoNG, QI SONG, MARTIN RENQIANG MIN, WEI CHENG, CRISTIAN
LuMEZANU, DAEKI CHO, AND HAIFENG CHEN. Deep autoencoding
Gaussian mixture model for unsupervised anomaly detection. In

6th International Conference on Learning Representations, ICLR 2018, pages
1-19, Toulon, France, 2018. [xi [3], 4 25} [26]

JULIEN AUDIBERT, PIETRO MICHIARDI, FREDERIC GUYARD, SEBASTIEN
MARTI, AND MARIA A. ZULUAGA. USAD: UnSupervised Anomaly De-
tection on Multivariate Time Series. In Proceedings of the 26th ACM
SIGKDD International Conference on Knowledge Discovery and Data Min-
ing, KDD 20, page 3395-3404, New York, NY, USA, 2020. Association for

Computing Machinery. [I} 3] [4] [59]

PANAYIOTIS T. THEODOSSIOU. Predicting Shifts in the Mean of a Mul-
tivariate Time Series Process: An Application in Predicting Busi-

ness Failures. Journal of the American Statistical Association, 88(422):441—
449, 1993. [T

D. C. KALE, D. GONG, Z. CHE, Y. Liu, G. MEDIONI, R. WETZEL, AND
P. Ross. An Examination of Multivariate Time Series Hashing with
Applications to Health Care. In 2014 IEEFE International Conference on
Data Mining, pages 260-269, 2014.

RAGHAVENDRA CHALAPATHY AND SANJAY CHAWLA. Deep learning for
anomaly detection: A survey, 2019.

NILSONREPORT.COM. Issue 1164. Nilson Report, 2019.

VARUN CHANDOLA, ARINDAM BANERJEE, AND VIPIN KUMAR. Anomaly
Detection: A Survey. ACM Comput. Surv., 41, 07 2009.

85



References

8]

19]

[10]

[11]

[12]

[13]

[14]

[15]

YANN LECUN, YOSHUA BENGIO, AND GEOFFREY HINTON. Deep learn-
ing. nature, 521(7553):436-444, 2015. 2|

ALEX KRIZHEVSKY, ILYA SUTSKEVER, AND GEOFFREY E HINTON. Im-
agenet classification with deep convolutional neural networks. In

Advances in Neural Information Processing Systems (NeurlPS), pages 1097—
1105, 2012. 2 [3]

KAIMING HE, XIANGYU ZHANG, SHAOQING REN, AND JIAN SUN. Delving
deep into rectifiers: Surpassing human-level performance on ima-
genet classification. In Proceedings of the IEEFE international conference on
computer vision, pages 1026-1034, 2015. [2] 3]

DAEHYUNG PARK, YUUNA HosHi, AND CHARLES C. KEmMP. A Mul-
timodal Anomaly Detector for Robot-Assisted Feeding Using an
LSTM-Based Variational Autoencoder. IEEFE Robotics and Automation

Letters, 3(3):1544-1551, 2018. [2| [4] [23] [44]

DAN L1, DACHENG CHEN, BAIHONG JIN, LEI SHI, JONATHAN GOH, AND
SEE-KIONG NG. MAD-GAN: Multivariate Anomaly Detection for Time Se-
ries Data with Generative Adversarial Networks, pages 703-716. 09 2019. [2]

B 261

YA Su, RONG LiU, YOUJIAN ZHAO, WEI SUN, CHENHAO NIU, AND DAN
PEI. Robust anomaly detection for multivariate time series through
stochastic recurrent neural network. 1485, pages 2828-2837, 2019. [2|

B B B2, A2} {43} A4, (45

ANKIT NARENDRAKUMAR SONI. Feature Extraction Methods for Time
Series Functions using Machine Learning. International Journal of In-

novative Research in Science, Engineering and Technology, 7(8):8661-8665,
2018.

VALERIE FEHST, HUU CHUONG LA, TRI-Duc NGHIEM, BEN E. MAYER,
PAUL ENGLERT, AND KARL-HEINZ FIEBIG. Automatic vs. Manual Fea-
ture Engineering for Anomaly Detection of Drinking-Water Qual-

ity. In Proceedings of the Genetic and Evolutionary Computation Conference

86



REFERENCES

[16]

[17]

18]

[19]

[20]

[21]

22]

Companion, GECCO 18, page 5-6, New York, NY, USA, 2018. Association
for Computing Machinery.

SALVATORE CARTA, ALESSANDRO SEBASTIAN PODDA, DIEGO REFOR-
GIATO REFORGIATO RECUPERO, AND ROBERTO SAIA. A Local Feature

Engineering Strategy to Improve Network Anomaly Detection. Fu-
ture Internet, 12(10):177, 2020. 3]

RONAN COLLOBERT AND JASON WESTON. A unified architecture for
natural language processing: Deep neural networks with multitask

learning. In Proceedings of the International Conference on Machine learning
(ICML), pages 160-167, 2008.

GEOFFREY HINTON, L1 DENG, DONG YU, GEORGE E DAHL, ABDEL-
RAHMAN MOHAMED, NAVDEEP JAITLY, ANDREW SENIOR, VINCENT VAN-
HOUCKE, PATRICK NGUYEN, TARA N SAINATH, ET AL. Deep neural net-
works for acoustic modeling in speech recognition: The shared views
of four research groups. [EEE Signal processing magazine, 29(6):82-97,
2012. 3

VICTORIA HODGE AND JIM AUSTIN. A survey of outlier detection
methodologies. Artificial intelligence review, 22(2):85-126, 2004.

RENJIE WU AND EAMONN J. KEOGH. Current Time Series Anomaly

Detection Benchmarks are Flawed and are Creating the Illusion of
Progress, 2020. [3

CHENG FAN, Fu X1A0, YANG ZHAO, AND JIAYUAN WANG. Analytical in-
vestigation of autoencoder-based methods for unsupervised anomaly
detection in building energy data. Applied Energy, 211:1123 — 1135, 2018.

A 22} B9

HAaOWEN XU, WENXIAO CHEN, NENGWEN ZHAO, ZEYAN LI, JIAHAO BuU,
ZHIHAN L1, YING LiUu, YOUJIAN ZHAO, DAN PEI, YANG FENG, JIE CHEN,
ZHAOGANG WANG, AND HONGLIN QIAO. Unsupervised Anomaly De-
tection via Variational Auto-Encoder for Seasonal KPIs in Web Ap-
plications. In Proceedings of the 2018 World Wide Web Conference, WWW

87



References

23]

[24]

[25]

[26]

27]

28]

[30]

'18, page 187-196, Republic and Canton of Geneva, CHE, 2018. International
World Wide Web Conferences Steering Committee.

ZEYAN L1, WENXIAO CHEN, AND DAN PEI. Robust and Unsupervised
KPI Anomaly Detection Based on Conditional Variational Autoen-
coder. In 2018 IEEFE 37th International Performance Computing and Com-
munications Conference (IPCCC), pages 1-9. IEEE, 2018. [4]

F. LUER, D. MAUTZ, AND C. BOHM. Anomaly Detection in Time Series

using Generative Adversarial Networks. In 2019 International Confer-
ence on Data Mining Workshops (ICDMW), pages 1047-1048, 2019. [4]

BIN ZHOU, SHENGHUA L1U, BRYAN HOOI, XUEQI CHENG, AND JING YE.
BeatGAN: Anomalous Rhythm Detection using Adversarially Gen-
erated Time Series. pages 4433-4439, 08 2019. [4]

M. MUNIR, S. A. SIDDIQUI, A. DENGEL, AND S. AHMED. DeepAnT: A
Deep Learning Approach for Unsupervised Anomaly Detection in
Time Series. IEEE Access, 7:1991-2005, 2019. [4]

HAORAN LIANG, LEI SONG, JIANXING WANG, LiLt Guo, XUzHI LI, AND
J1 LIANG. Robust unsupervised anomaly detection via multi-time

scale DCGANs with forgetting mechanism for industrial multivari-
ate time series. Neurocomputing, 2020. [4]

MOHSIN MUNIR, SHOAIB SIDDIQUI, MUHAMMAD CHATTHA, ANDREAS
DENGEL, AND SHERAZ AHMED. FuseAD: Unsupervised Anomaly De-
tection in Streaming Sensors Data by Fusing Statistical and Deep
Learning Models. Sensors, 19, 05 2019. []

KyYLE HUNDMAN, VALENTINO CONSTANTINOU, CHRISTOPHER LAPORTE,
IAN COLWELL, AND TOM SODERSTROM. Detecting Spacecraft Anoma-
lies Using LSTMs and Nonparametric Dynamic Thresholding. Pro-
ceedings of the 24th ACM SIGKDD International Conference on Knowledge
Discovery & Data Mining, Jul 2018. [

NAN DING, HUANBO GAO, HONGYU BU, HAOXUAN MA, AND HUAIWEI

SI. Multivariate-Time-Series-Driven Real-time Anomaly Detection
Based on Bayesian Network. Sensors, 18(10):3367, Oct 2018. [4]

88



REFERENCES

[31]

32]

3]

[34]

[35]

136]

[37]

[38]

[39]

[40]

HE Q, ZHENG Y, ZHANG C, WANG H, AND ZHANG T. MTAD-TF: Mul-
tivariate Time Series Anomaly Detection Using the Combination of
Temporal Pattern and Feature Pattern. 2020. [4]

DoucrAas M HAWKINS. [dentification of outliers, 11. Springer, 1980.

VARUN CHANDOLA, ARINDAM BANERJEE, AND VIPIN KUMAR. Anomaly
detection: A survey. ACM computing surveys (CSUR), 41(3):1-58, 2009.

I8l

ANE BLAZQUEZ-GARCIA, ANGEL CONDE, USUE MORI, AND JOSE A

LozANO. A Review on outlier/Anomaly Detection in Time Series
Data. ACM Computing Surveys (CSUR), 54(3):1-33, 2021. [11]

REMI DOMINGUES, MAURIZIO FILIPPONE, PIETRO MICHIARDI, AND JI-
HANE ZOUAOUI. A comparative evaluation of outlier detection al-

gorithms: Experiments and analyses. Pattern Recognition, 74:406-421,

2018. [IT}, [I§

SPYROS MAKRIDAKIS, EVANGELOS SPILIOTIS, AND VASSILIOS ASSI-
MAKOPOULOS. Statistical and Machine Learning forecasting methods:
Concerns and ways forward. PloS one, 13(3):¢0194889, 2018. [14]

LEO BREIMAN ET AL. Statistical modeling: The two cultures. Statistical
science, 16(3):199-231, 2001.

CYNTHIA A. Lowry AND DOUGLAS C. MONTGOMERY. A review of
multivariate control charts. [IE Transactions, 27(6):800-810, 1995.

WiLLiaAM H. WOODALL AND MATOTENG M. NCUBE. Multivariate
CUSUM Quality-Control Procedures. Technometrics, 27(3):285-292,
1985.

CyNTHIA A. LOWRY, WILLIAM H. WOODALL, CHARLES W. CHAMP, AND
STEVEN E. RIGDON. A Multivariate Exponentially Weighted Moving
Average Control Chart. Technometrics, 34(1):46-53, 1992.

89


http://www.jstor.org/stable/1269710
http://www.jstor.org/stable/1269710

References

[41]

[42]

43

|44]

|45]

|47]

48]

[49]

XIA PAN AND JEFFREY JARRETT. Using vector autoregressive residuals
to monitor multivariate processes in the presence of serial correla-
tion. International Journal of Production Economics, 106(1):204-216, 2007.
10

IGOrR MELNYK, BRYAN MATTHEWS, HAMED VALIZADEGAN, ARINDAM
BANERJEE, AND NIKUNJ OZzA. Vector Autoregressive Model-Based

Anomaly Detection in Aviation Systems. Journal of Aerospace Informa-
tion Systems, 13:1-13, 03 2016.

VICTOR M. PANARETOS AND SHAHIN TAVAKOLL.
Cramér—Karhunen—Loéve representation and harmonic princi-
pal component analysis of functional time series. Stochastic Processes
and their Applications, 123(7):2779-2807, 2013. A Special Issue on the
Occasion of the 2013 International Year of Statistics.

MEI-LING SHYU, SHU-CHING CHEN, KANOKSRI SARINNAPAKORN, AND
LiWu CHANG. A Novel Anomaly Detection Scheme Based on Prin-
cipal Component Classifier. 2003.

J. EDWARD JACKSON AND GOVIND S. MUDHOLKAR. Control Procedures

for Residuals Associated with Principal Component Analysis. Tech-
nometrics, 21(3):341-349, 1979.

J. JACKSON AND GOVIND MUDHOLKAR. Control Procedures for Resid-

uals Associated With Principal Component Analysis. Technometrics,
21:341-349, 08 1979. [17]

Q1 DONG, ZEKUN YANG, YU CHEN, XIAOHUA LI, AND KAI ZENG. Explo-

ration of Singular Spectrum Analysis for Online Anomaly Detection
in CRNs. ICST Transactions on Security and Safety, 4:153516, 12 2017.

NINA GOLYANDINA AND ANATOLY ZHIGLJAVSKY. Singular Spectrum Anal-
ysis for Time Series. 01 2013.

L. ZONGLIN, H. GUANGMIN, AND Y. XINGMIAO. Multi-dimensional traf-
fic anomaly detection based on ICA. In 2009 IEEE Symposium on Com-
puters and Communications, pages 333-336, 2009.

90


https://www.sciencedirect.com/science/article/pii/S0304414913000793
https://www.sciencedirect.com/science/article/pii/S0304414913000793

REFERENCES

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

ROBERTO BARAGONA AND FRANCESCO BATTAGLIA. Outliers Detection

in Multivariate Time Series by Independent Component Analysis.
Neural Comput., 19(7):1962-1984, July 2007.

MD REzA. Multivariate Outlier Detection Using Independent Com-

ponent Analysis. Science Journal of Applied Mathematics and Statistics,
3:171, 01 2015. [I7]

BETTY XIA. Similarity search in time series data sets. 1997.

C. M. YEH, Y. ZHU, L. ULANOVA, N. BEGUM, Y. DING, H. A. DAU, D. F.
SILVA, A. MUEEN, AND E. KEOGH. Matrix Profile I: All Pairs Similar-
ity Joins for Time Series: A Unifying View That Includes Motifs,
Discords and Shapelets. In 2016 IEEE 16th International Conference on
Data Mining (ICDM), pages 1317-1322, 2016. [17]

CHIN-CHIA MICHAEL YEH, NICKOLAS KAVANTZAS, AND EAMONN KEOGH.

Matrix profile vi: meaningful multidimensional motif discovery. In
2017 IEEE international conference on data mining (ICDM), pages 565-574.

IEEE, 2017. [[7

MICHELE LINARDI, YAN ZHU, THEMIS PALPANAS, AND EAMONN J.
KEOGH. Matrix profile goes MAD: variable-length motif and dis-
cord discovery in data series. Data Mining and Knowledge Discovery,
34:1022-1071, 2020. [18] (]

Fer Tony Liu, KA1 MING TING, AND ZHI-HUA ZHOU. Isolation Forest. In
Proceedings of the 8th IEEE International Conference on Data Mining (ICDM
2008), December 15-19, 2008, pages 413-422, Pisa, Italy, 2008. [19]

Y. QIN AND Y. LOoU. Hydrological Time Series Anomaly Pattern De-
tection based on Isolation Forest. In 2019 IEFEE 3rd Information Tech-
nology, Networking, Electronic and Automation Control Conference (ITNEC),
pages 1706-1710, 2019. [19]

LEO BREIMAN. Random forests. Machine learning, 45(1):5-32, 2001.

91



References

[59]

[60]

[61]

[62]

|63]

[64]

[65]

[66]

MARKUS BREUNIG, HANS-PETER KRIEGEL, RAYMOND NG, AND JOERG
SANDER. LOF: Identifying Density-Based Local Outliers. 29, pages
93-104, 06 2000. [20]

SRIDHAR RAMASWAMY, RAJEEV RASTOGI, AND KYUSEOK SHIM. Efficient
Algorithms for Mining Outliers from Large Data Sets. 29, pages 427

438, 06 2000. [20]

STEFAN OEHMCKE, OLIVER ZIELINSKI, AND OLIVER KRAMER. Event De-
tection in Marine Time Series Data. In STEFFEN HOLLDOBLER, RAFAEL
PENALOZA, AND SEBASTIAN RUDOLPH, editors, KI 2015: Advances in Ar-
tificial Intelligence, pages 279-286, Cham, 2015. Springer International Pub-

lishing.

MARTIN ESTER, HANS-PETER KRIEGEL, JORG SANDER, AND XIAOWEI
XU. A Density-Based Algorithm for Discovering Clusters in Large
Spatial Databases with Noise. In Proceedings of the Second International
Conference on Knowledge Discovery and Data Mining, KDD’96, page 226-231.
AAAI Press, 1996.

HAatweEN CHEN, GUANG YU, FANG Liu, ZHIPING CAI, ANFENG LIU,
SHUHUI CHEN, HONGBIN HUANG, AND CHAK CHEANG. Unsupervised
Anomaly Detection via DBSCAN for KPIs Jitters in Network Man-
agements. Computers, Materials € Continua, 61:917-927, 01 2019.

BERNHARD SCHOLKOPF, JOHN PLATT, JOHN SHAWE-TAYLOR, ALEXAN-
DER SMOLA, AND ROBERT WILLIAMSON. Estimating Support of a High-
Dimensional Distribution. Neural Computation, 13:1443-1471, 07 2001.
211

JUNSHUI MA AND S. PERKINS. Time-series novelty detection using
one-class support vector machines. 3, pages 1741 — 1745 vol.3, 08 2003.

21

Davib E. RUMELHART, GEOFFREY E. HINTON, AND RONALD J.
WILLIAMS. Learning Internal Representations by Error Propagation, page

318-362. MIT Press, Cambridge, MA, USA, 1986. 22} [36]

92



REFERENCES

[67]

[68]

[69]

[70]

71]

[72]

73]

[74]

IAN J. GOODFELLOW, JEAN POUGET-ABADIE, MEHDI MIRZA, BING XU,
DAVID WARDE-FARLEY, SHERJIL OZAIR, AARON C. COURVILLE, AND
YosHUA BENGIO. Generative Adversarial Nets. In Advances in Neural
Information Processing Systems 27: Annual Conference on Neural Informa-
tion Processing Systems 201/, pages 2672-2680, Montreal, Quebec, Canada,

2014. 22, 2]

SEPP HOCHREITER AND JURGEN SCHMIDHUBER. Long Short-Term
Memory. Neural Computation, 9(8):1735-1780, 1997.

S. LiN, R. CLARK, R. BIRKE, S. SCHONBORN, N. TRIGONI, AND
S. ROBERTS. Anomaly Detection for Time Series Using VAE-LSTM
Hybrid Model. In ICASSP 2020 - 2020 IEEE International Conference on
Acoustics, Speech and Signal Processing (ICASSP), pages 4322-4326, 2020.

JINWON AN AND SUNGZOON CHO. Variational autoencoder based

anomaly detection using reconstruction probability. Special Lecture
on IE, 2(1):1-18, 2015.

YANN LECUN, PATRICK HAFFNER, LEON BOTTOU, AND YOSHUA BENGIO.
Object recognition with gradient-based learning. In Shape, contour and
grouping in computer vision, pages 319-345. Springer, 1999. 25]

THOMAS SCHLEGL, PHILIPP SEEBOCK, SEBASTIAN M. WALDSTEIN, UR-
SULA SCHMIDT-ERFURTH, AND GEORG LANGS. Unsupervised Anomaly

Detection with Generative Adversarial Networks to Guide Marker
Discovery, 2017.

CHUXU ZHANG, DONGJIN SONG, YUNCONG CHEN, XINYANG FENG, CRIS-
TIAN LUMEZANU, WEI CHENG, JINGCHAO NI, BO ZONG, HAIFENG CHEN,
AND NITESH V. CHAWLA. A Deep Neural Network for Unsupervised
Anomaly Detection and Diagnosis in Multivariate Time Series Data.
Proceedings of the AAAI Conference on Artificial Intelligence, 33:1409-1416,
2019. 27

H. ZARE MOAYEDI AND M. A. MASNADI-SHIRAZI. Arima model for
network traffic prediction and anomaly detection. In 2008 International
Symposium on Information Technology, 4, pages 1-6, 2008.

93



References

[75]

[76]

7]

78]

[79]

[80]

[81]

[82]

[83]

JEFF HAWKINS AND SANDRA BLAKESLEE. On intelligence. Macmillan, 2004.
291

NIR FRIEDMAN, DAN GEIGER, AND MOISES GOLDSZMIDT. Bayesian net-
work classifiers. Machine learning, 29(2):131-163, 1997.

FINN V JENSEN AND FRANK JENSEN. Optimal junction trees. In Uncer-
tainty Proceedings 199/, pages 360-366. Elsevier, 1994.

PETAR VELICKOVIC, GUILLEM CUCURULL, ARANTXA CASANOVA, ADRI-
ANA ROMERO, PIETRO L1O, AND YOSHUA BENGIO. Graph Attention
Networks, 2018.

Houssam ZENATI, MANON ROMAIN, CHUAN-SHENG Fo0O, BRUNO
LEcouAT, AND VIJAY CHANDRASEKHAR. Adversarially Learned

Anomaly Detection. In IFEE International Conference on Data Mining,
ICDM 2018, pages 727-736, Singapore, 2018.

HAOWEN XU, YANG FENG, JIE CHEN, ZHAOGANG WANG, HONGLIN QIAO,
WENXIAO CHEN, NENGWEN ZHAO, ZEYAN LI, JIAHAO BU, ZHIHAN LI,
AND ET AL. Unsupervised Anomaly Detection via Variational Auto-
Encoder for Seasonal KPIs in Web Applications. Proceedings of the
2018 World Wide Web Conference on World Wide Web - WWW 718, 2018.

MARTIN ARJOVSKY AND LEON BoTTOU. Towards Principled Methods
for Training Generative Adversarial Networks. In 5th International

Conference on Learning Representations, ICLR 2017, Toulon, France, 2017.
OpenReview.net.

MARTIN ARJOVSKY, SOUMITH CHINTALA, AND LEON BOTTOU. Wasser-
stein GAN, 2017.

JONATHAN GGOH, SRIDHAR ADEPU, KHURUM NAZIR JUNEJO, AND ADITYA
MATHUR. A Dataset to Support Research in the Design of Secure
Water Treatment Systems. In Critical Information Infrastructures Secu-
rity, pages 88-99, 2017. [42]

94


http://dx.doi.org/10.1145/3178876.3185996
http://dx.doi.org/10.1145/3178876.3185996

REFERENCES

[84]

[85]

[36]

187]

33

[89)]

[90]

ADITYA P. MATHUR AND NILS OLE TIPPENHAUER. SWaT': a water treat-
ment testbed for research and training on ICS security. In 2016 In-

ternational Workshop on Cyber-physical Systems for Smart Water Networks
(CySWater), pages 31-36, 2016.

KyYLE HUNDMAN, VALENTINO CONSTANTINOU, CHRISTOPHER LAPORTE,
IAN COLWELL, AND TOM SODERSTROM. Detecting Spacecraft Anoma-
lies Using LSTMs and Nonparametric Dynamic Thresholding. In
Proceedings of the 24th ACM SIGKDD International Conference on Knowl-
edge Discovery € Data Mining, KDD 2018, London, UK, August 19-23, 2018,
pages 387-395, 2018. [42]

ZHIYOU OUYANG, XIAOKUI SUN, AND DONG YUE. Hierarchical time
series feature extraction for power consumption anomaly detection.
In Advanced Computational Methods in Energy, Power, Electric Vehicles, and
Their Integration, pages 267—-275. Springer, 2017.

MRUTYUNJAYA PANDA, ABD ALLAH A. MOUSA, AND ABOUL ELLA HAS-
SANIEN. Developing an Efficient Feature Engineering and Machine
Learning Model for Detecting IoT-Botnet Cyber Attacks. I[EFEE Ac-
cess, 9:91038-91052, 2021. [57]

CHENG FAN, YONGJUN SUN, YANG ZHAO, MENGJIE SONG, AND JIAYUAN

WANG. Deep learning-based feature engineering methods for im-
proved building energy prediction. Applied Energy, 240:35-45, 2019.

ANDRE A. P. SANTOS, FRANCISCO J. NOGALES, AND ESTHER RuUI1Z. Com-
paring Univariate and Multivariate Models to Forecast Portfolio
Value-at-Risk. Journal of Financial Econometrics, 11(2):400-441, 10 2012.
1oy

PATRICK ABOAGYE-SARFO, QUN MAI, FRANK M. SANFILIPPO, DAVID B.
PREEN, LOUISE M. STEWART, AND DANIEL M. FATOVICH. A compari-
son of multivariate and univariate time series approaches to mod-
elling and forecasting emergency department demand in Western
Australia. Journal of Biomedical Informatics, 57:62-73, 2015.

95



References

[91]

[92]

193]

[94]

[95]

196]

197]

98]

[99]

SPYROS MAKRIDAKIS, EVANGELOS SPILIOTIS, AND VASSILIOS ASSI-
MAKOPOULOS. The M4 Competition: 100,000 time series and 61
forecasting methods. International Journal of Forecasting, 36(1):54-74,
2020. M4 Competition.

VEGARD ANTUN, FRANCESCO RENNA, CLARICE POON, BEN ADCOCK,
AND ANDERS C HANSEN. On instabilities of deep learning in image

reconstruction and the potential costs of AI. Proceedings of the National
Academy of Sciences, 117(48):30088-30095, 2020. [68]

DouGLAs HEAVEN. Why deep-learning Als are so easy to fool. Nature,

574(7777):163-166, 2019. [68]

SHUMING JIAO, YANG GAO, JUN FENG, TING LEI, AND XIAOCONG YUAN.

Does deep learning always outperform simple linear regression in
optical imaging? Optics express, 28(3):3717-3731, 2020. [68]

MANUEL FERNANDEZ-DELGADO, EVA CERNADAS, SENEN BARRO, AND
DINANI AMORIM. Do we need hundreds of classifiers to solve real

world classification problems? The journal of machine learning research,
15(1):3133-3181, 2014.

WEILIN FU, KATHARINA BREININGER, ROMAN SCHAFFERT, ZHAOYA PAN,
AND ANDREAS MAIER. “Keep it simple, scholar”: an experimental
analysis of few-parameter segmentation networks for retinal vessels
in fundus imaging. International Journal of Computer Assisted Radiology
and Surgery, pages 1-12, 2021.

SPYROS MAKRIDAKIS, EVANGELOS SPILIOTIS, AND VASSILIS ASSI-
MAKOPOULOS. The M4 Competition: Results, findings, conclusion
and way forward. International Journal of Forecasting, 34, 06 2018.

TAKAYA SAITO AND MARC REHMSMEIER. The Precision-Recall Plot
Is More Informative than the ROC Plot When Evaluating Binary
Classifiers on Imbalanced Datasets. PloS one, 10:e0118432, 03 2015.

YAN ZHU, CHIN-CHIA MICHAEL YEH, ZACHARY ZIMMERMAN, KAVEH
KAMGAR, AND EAMONN KEOGH. Matrix profile XI: SCRIMP++-: time

96



REFERENCES

series motif discovery at interactive speeds. In 2018 IEEFE International
Conference on Data Mining (ICDM), pages 837-846. IEEE, 2018.

[100] JULIEN AUDIBERT, FREDERIC MICHIARDI, SEBASTIEN MARTI, AND
MARIA A. ZULUAGA. From Univariate to Multivariate Time Series
Anomaly Detection with Non-Local Information. In Proceedings of the
6th Workshop on Advanced Analytics and Learning on Temporal Data, ECML-
PKDD ’21, 2021.

97



References

98



Appendices

A.1 Material for USAD Reproducibility

Experimental Setting

All experiments are performed on a machine equipped with an Intel(R) Xeon(R)
CPU E5-2699 v4 @ 2.20GHz and 270 GB RAM, in a docker container running Cen-
tOS 7 version 3.10.0 with access to an NVIDIA GeForce GTX 1080 Ti 11GBGDDR5X
GPU. The Isolation Forest (IF) comes from the scikit-learn [[| implementation. The
DAGMM comes from a Tensorflow implementation on Github P} The LSTM-VAE
comes from a Github implementation ] The OmniAnomaly comes from the authors’
Tensorflow implementation of Github [ Finally, the USAD and AE were developed
by me in Pytorch.

Packages Used in the Implementation

The relevant packages and their versions used in the algorithm implementation are

listed as follows:
e python==3.6.8
e pytorch==1.3.1
e cuda==10.0

e scikit-learn==0.20.2

'https://scikit-learn.org/stable/modules/generated/sklearn.ensemble.

IsolationkForest.html
“https://github.com/tnakae/DAGMM
3https://github.com/Danyleb/Variational-Lstm-Autoencoder
“https://github.com/NetManAIOps/OmniAnomaly
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e numpy—==1.15.4

USAD Hyper-parameters for each dataset

For each dataset we have 4 parameters. The size of the windows, corresponding to
the size of the sequence of time series we have in input. The number of epochs, the
dimension of Z which is the USAD latent space and finally the down-sampling rate
during pre-processing. The down-sampling is done by taking the median value of

each feature.

Table 1: USAD Hyper-parameters for each dataset. K denotes the window size and

m the dimension of the latent space.

Datasets K Epochs m Down-sampling

SWat 12 70 40 5
WADI 10 70 100 5
SMD 5 250 38 5
SMAP 5 250 55 5
MSL 5 250 33 5

USAD Implementation

The input size corresponds to the size of the window multiplied by the number of

dimensions of the multivariate time series.

Encoder
e Linear : input size -> input size / 2
e Relu
e Linear : input size /2 -> input size / 4

Relu

e Linear : input size /4 -> latent space size

e Relu
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Decoder

Both decoders have the same architecture.
e Linear : latent space size -> input size / 4

e Relu

Linear : input size /4 -> input size / 2

Relu

Linear : input size /4 -> input size

Sigmoid

As optimizer we use Adam’s pytorch implementation with his default learning

rate.

A.2 DMaterial for Benchmark Reproducibility

Experimental Setting

All experiments are performed on a machine equipped with an Intel(R) Xeon(R)
CPU E5-2699 v4 @ 2.20GHz and 270 GB RAM, in a docker container running
CentOS 7 version 3.10.0 with access to an NVIDIA GeForce GTX 1080 Ti 11GB
GPU.
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Implementation
Methods Implementation
VAR https://www.statsmodels.org/stable /index.html
MCUSUM https://github.com/Marco-Christiani/ MITTEN
MEWMA https://github.com/Marco-Christiani/MITTEN
MP https://stumpy.readthedocs.io
PCA https://github.com/yzhao062/pyod
SSA https://github.com /kieferk /pymssa
ICA Implementation based on scikit-learn
IF https://github.com/yzhao062/pyod
LOF https://scikit-learn.org
OC-SVM https:/ /scikit-learn.org
DBSCAN https:/ /scikit-learn.org
AE Implementation based on Pytorch

LSTM-VAE https://github.com/TimyadNyda/Variational-Lstm-Autoencoder

DAGMM https://github.com /tnakae/ DAGMM

OmniAnomaly https://github.com/NetManAIOps/OmniAnomaly

USAD https://github.com /robustml-eurecom /usad
Parameters

All unspecified parameters were used by default in the implementation.

Methods Parameters
VAR mazxlags = 100
MCUSUM k=0.5
MEWMA -
MP window _size = 100, discords = T'rue
PCA n__components = 20
SSA n_components = 20, novelty = True
ICA n__components = 20
IF -
LOF novelty = True
OC-SVM -
DBSCAN eps = 0.15, min_samples = 25
AE window _size = 12, latent _dimension = 40, Epochs = 70
LSTM-VAE window _size = 12
DAGMM -
OmniAnomaly window _size = 12
USAD window size = 12, Epochs = 70
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